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« Secure Private Access Az #EFN A, Fitb, RETHFERDHRNARRNMBRELERE,

+ Secure Private Access TR EERITH S HRSFHEHFAER. Alt, SR2EBT A RHBE,
e, MNRFTEFRAERIEEFIHBFBERZT, WA,

NetScaler Gateway

UTHRFXFFHHE SSL EEEXHEERN SSL EIMIRS2E.

« ZPERAMNZE NetScaler Gateway 13.1-48.47 RESh A 14.1—4.42 REShRA,
* ns_vpn_enable_spa_onprem FxBEHMH.

BRI A

12 SSL ECBEXHHECER SSL SHERHES) SSL MRS B[BHEA ns_vpn_enable_spa_onprem#
Xo

BXAXBFAER, BSR WS ENIRE5 .

RfWeb/Workspace for Web

%15 RfWeb /Workspace for Web, RESIRBIZF#1T T #EE, BNBAREFBAREREK,

IWAZEEESEE

13245 1ICO B A328F PNG. JPEG FIEMAE,

I

BREE

EIEGI RBAC ABERNELARIERY (EHALEEN) G54 RRHK,

FHR

I 2308 FREI 2311 RESRE. ERIENR 2308 HEMTEMAFNRE (2311 REERE).

StoreFront

o £ NAEBEE > EES—FRT, MGHEAERSSMEE S /Citrix/<StoreName>Web, 7 StoreFront
RRHARAF, ZRIABY Receiver for Web ih=i8 B RN=E, XAERT Secure Private Access, Itsh, F
HAhRZHY Receiver BRRESERERF K L.

o MREFERH R StoreFront 2308 HFE R hAd, NN ABEHE > B2 Delivery Controller A&
Secure Private Access #ifF#£ 2 8~ XenMobile, XT&ZIaThEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 3


https://docs.citrix.com/zh-cn/citrix-secure-private-access/2308/spa-onprem-netscaler-gateway-config.html#support-for-smart-access-tags

Citrix Secure Private Access - Zsith

AEER

o PRFFNBEENSRE,
o FMEMFREERMIZITIIRSHBEX AR, MRMPRT XL AR, WEEEHEE Secure Private Access
RRo

223t Secure Private Access HNEERMKAER

« B Secure Private Access, H#MERAZAMITETEERKP ER,

« Ei%E Secure Private Access, #ERIAFER Secure Private Access EEERIZHIA, ZEAF 2
=47 Secure Private Access B+ ENBZAMITENEE R,

o RETMG, ZAPBHRANE— Secure Private Access 125, AGERTLURMEMBEER,

« EEIGBEEEE Secure Private Access, % TfEF Secure Private Access BIE Gtk P & R 3l Secure

Private Access B2 RIZHIA,

LR

MRBRARBHEREERAEMMIE, N5NBEFEXNREREPFR.

40, SEREXEAET — M N BARERERN edition. test. com, HEZNEER &5 TITENPRSIFAKEN,
iR AERE URL BREBEIHITEeRH,. B2, NRSHFERRNNARFHIEEXE edition. test.com
it *.1800f lowers.com, MifRFHNARERF URL BASEHBITR 2R,

BERITHE
BEBAXEEZEE, BAGNAREFNEENRAEFTE (**Secure Private Access > WABER > (RiBN BIER)
RXAGE, RENAEFRIEASEXA,

BN, MEEENEEAEFHBANEXEZE www.example.com,. WAEFAXME, FHEXE www.
example.com &i#tx abc.com, ARRERTF. RELAEFERIEN, ERELAEFINEHRX
o

REEFERE HH ® “BERT TEF

LBER ISO X35 Secure Private Access M 2308 #4k %I 2311 B, EEHEXIEFTIE (IR > 12F > 12
FHThEE) = 27% Secure Private Access REERFMRMNEE, MARERTIAKE.

o Citrix Virtual Apps and Desktops 7 2311
« Citrix virtual apps and desktops 7 2308 - Secure Private Access

&A@ R Citrix Virtual Apps and Desktops 7 2308 - Secure Private Access REIZ T % iRz,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 4



Citrix Secure Private Access - Zsith

AR

£/ 2311 MM LR FFL Secure Private Access 2308 M LR FE, A BRI,

Secure Private Access REEF

August 26, 2024

1. M https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/ F# Citrix Secure
Private Access %12,

2. EMAEMNITEN EUEERS9IE1T.exe.
AR

HF POC KB, BiVEERE StoreFront ME—&ITEN EZ % Secure Private Access,

Citrix Virtual Apps and Desktops - Secure Private Access
Core Components

v Licensing Agreement

Core Components Location: C:\Program Files\Citrix

Firewall

Summary Secure Private Access (Required) i ) .

The software that enables secure access to SaaS apps and internal Web apps.
Install
Finish
l Back _I MNext | Cancel

3. RERRE LHATHRE,
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Citrix Virtual Apps and Desktops - Secure Private Access

Installing prerequisites and components

Installing... Less than 1 minute remaining...

Core Components

+ Secure Private Access

Installed
Post Install
Install

ot «os Companent Initialization Initializing...
Finish - -emp 9

Citrix Virtual Apps and Desktops - Secure Private Access
Finish Installation

The installation completed successfully. + Success
Core Components

+ Secure Private Access Installed

Post Install

+ Component Initialization Initialized

e

© 1999-2024 Cloud Software Group, Inc. All rights reserved.




Citrix Secure Private Access - Zsith

ZEZRGE, BRARENEERZHESBERINNKEREOREITH. EaJlEsE “¢KE” FigE Secure Private
Access,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X

X Citrix Secure Private Access provides a better
easier, and most secure way to access all
enterprise applications using Zere Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, oard access, printer, copy and paste controls and center to the users, without even opening a firewall port. traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications. going through the corporate network

R I REN “FE” 32 (Citrix > Citrix Secure Private Access) &%l Secure Private Access i
B

Bl cCitix

Citrix Secure Private Access

Citrix StorefFront

ﬁ*ﬁémfm Sy ]ﬁ |9E| L}\—FILﬁ

SSO FEERITHIS

BV AT Secure Private Access EIRixH| AN 52 EC & Kerberos 51431, X2E R Secure Private
Access fEREM Windows Z4IGE (IWA) #1TEER B3 KIE.

WMERKIGE Kerberos S453E, M7EiAiE) Secure Private Access BIBISHIS R, XA REmAER,

o MBEIMNER, WEBBAEM Windows SHI8IE (IWA) &EF,
o MBERGNIEP, MEETR Secure Private Access EFTHE,

BEREIE RS RE4k40# 1T Secure Private Access I8 8, WMRAFELZEHEN LA MERANE,
e RS ZE+ENETR— iﬁE’\JEﬁJﬂF‘iﬁﬁ Secure Private Access,

33F Google Chrome # Microsoft Edge 54128, EHRITUTHEUBA Kerberos,

1. $T7F “Internet ;%&imm”,

PR RL TR, ARSE SHAKFKE.
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3. BE “ihs”, FARRAN0 Secure Private Access URL,

MBI EZ BB ERE Secure Private Access, A LU B@EE . i, "https://*.
fabrikam.local",

Home Share Wi Application Tools

‘? ntemet Properties

- » ThisPC » Downloads » 5PA_installer_BG_32
General  SecUnty Privacy Content Conneclions Programs  Advarced A
Mame
Duick access

Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downloads *
Interrét  Localintranet Trusted gtes  Aesiricted ppert
. Documents . x64
Local intranet | Pictues o &6

This mneis for al websites that are s S aan
fourd an your intranet. & Security Settings - Local Intranet Zone <
) ) Setings
Security level for this zone O -
Alowed levels for tis zone: Al @ E
Mediom-low & Enable XSS finer
- Appropriate for websites an your local rs @) Disable
(intranet) O E
- = Most content wil be run without prompti
- Unsigned AckiveX controls wil not be doy & | soptng of Java applets
- fame as Medum level without prompts () Disable
[ Enable Frotected Made (requrres restarbng Inker g Sr:r:
Custom level. H B2, User Authentication
82, Logon
Reset all zones o () anorymous logon
(2 Automare logen orky n Intaret fone
AUTOMmADC OQoN Wit ATENT USET Mg
() Promot for user nams and password -
L* »
"Takes efect after you restart your computer
Resel cuntom sethngs

Resetior  wedium-on (default)

AR

o MNRMEA Chrome lEBA1E,15612 DWORD i3RI Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Goc
HEEIZEN L

+ 1£ Kerberos BRBE#ER A1, EXAEFMBHFAE Chrome &0 (B3FIFREED),

o WWFEMNEE, BEBREN LR Kerberos HAIIEC,

RS R

« i&& Secure Private Access
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+ F2E NetScaler Gateway
- BEENARER
o AN AEFEE IR RS

& FR RIS+ R E 4 e

June 19,2024

TRl LUMER BB REE T A TH Secure Private Access (& RIS E AR,

1. FERABERNRITH PowerShell & $RAFED,

2. B EHRE X Secure Private Access & # X # % T8 Admin\AdminConfigTool X #3% (f5l40, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”),

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

R34

August 26, 2024

PIEREFIEE KR

RERDEIEEFET BER R B . SATAAL, NAEFNRIREEEFENEFMETE R BRI,
TRIEAFRE. BE. SUAFSRNYAEFMESSHETRSBFERR.

BAF8X SURAFRSX AEREHR

WY AREFR BNBERFS SXNNARE SXERENE BISREH (TX) RB9E
RP&iE S IAJAR PR FFEininE fit =18 (UXMBA)  FHEERE
1000 20 100 100000 2.5GB 7 17.5GB
1000 10 50 50000 1.27GB 7 9GB
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o XEEMEETUTRIZEEN: BESHEECEA, BEREIHRENT KXo

« AERT, BERE 90 XFKRZRE 100 K MEEEH, BEERATRENRE, XLEIREFE Secure
Private Access iz17E31ARSS appsettings.json X i3], AILRIBRE#HITEN. EXFAER, &
ZRARBEHATNRE,

EBEERE

TRIBIEH AN BEFIFRBFRSIE. S99NBIEFEKESLI Secure Private Access R/ CPU 88 ETRTH
BERNER,

L GB Ay

FITNBEFE S9N AREF  SecurePrivate  Secure Private  7Efig==ialll GB

mARRIE WEERER Access R7E Access CPU R &3*

<20 (PoCH®&) 2 4GB 2 40 GB* HF PoC B
B, AIUERE
BRI BRI
BHER TR
SPAZEES
StoreFront 48
BRI EN L.

20 5 8GB 4 60 GB -

160** 18 16 GB 4r** 60 GB AIERE 2 PN
F% SPA LU
RIGEIFRIIERE

o * IFETEIEEM CDF BEHEE. BUAERT, Secure Private Access 2% 600 MRMBEXH, &
M HRANA 10 MB, Flitk, @8R Secure Private Access B RAMEBTHNRSHER—&ITEN Lz
17, NBEEWRAEEFBERN 12 GB, 1tksh, SQL express aJ AL EEA#EMN_EABT PoC B,

o *x WFWAHEENHRESREY, BINELZARSE LIE Secure Private Access, MARS
StoreFront £@E#EE, RIE NetScaler Gateway hasfEF 13.0 ST 13.1-48.47,

o kxx BINEFEAZELD 2 4 Secure Private Access T B SEE R IR E, EAEE—LEMAEEE
&, THRITE RIS & 7R O AR S AR RIX LE () 7L,
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HithBHECE

| 484 [VCPU| o7z |

|SQL Server|4|16 GB|
|StoreFront|4|8 GB|
|Active Directory|8|16 GB|

& & Secure Private Access

August 26, 2024

Ea] LB A B s SN AT B L S 3KI&E Secure Private Access, EXEMIERT, EEAILUER Web B8R
I8 E Secure Private Access 15,

o BT RIEFIESFIGE Secure Private Access
o WBEIMAMAILERIZE Secure Private Access

BERM

o ENTEREAFESR Secure Private Access BIERITHIA, ZIMAFtWE%RE T Secure Private Access
BT EN A BN EE A,
o EQIRBILEZAT, ST SQL HUEERS 8.

BT B IL S KIEE Secure Private Access

#$I2 1: i&E Secure Private Access

Uk = 218A Secure Private Access ZREMZ M, ERILIQIEMIS ARG LS,

1. =E5h Secure Private Access Web BI2R 414,
2. BRINBERT, £ “QIBSMALE” EL, “GIEHH Secure Private Access 5" b FikFUIRES,
3. BET—%,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.
Database
@ Create a new Secure Private Access site
Integrations Select this option if this is your first time installing Secure Private Access.
Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

EECIRBIEREY, UMBshFRINFIEREERIERE, ANSRERBNEIEEREEIRERAT A,

SR 2. REHIEE

&R Secure Private Access thm SIBEIERE, XaI U Fohak Bih5em.
1. 72 SQL Server E#l4, HMARSB/ENSZ. I, sqll.fabrikam.local\citrix.
AILMEA TSR 2 — 18 E B

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBFMAES, BBRLUERE,
2. 7russ=th, $ A Secure Private Access it s HI=& R,

3. BE “M&ERE" LE SQL Server LAIREE, HMINZIERIEESRIEFEESFE.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

o Summary

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

MNote: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

P Site
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name *

AE

o SN SQL Server RiEAFZihm, MEFEEERKK.
R SQL Server Al AEHIEEREE, NEEKETEL, B2, BT —FZEHER
« Secure Private Access ERITEN S % Windows B5I83IEXT SQL Server #17 &9 183F,

BnhEtE:

QELHENSHEEFRENSIEENIRE, A aEER BRiicE T,
o MNREEHMURFEIRERE, WSBEIEBIERE,
o SIREMERER, BRERZEEEATEREMENMIEERENR. BXNRFAEE, BER REXEEFRS
M Ro

FohfcE:
ERILMER “FHififE” SR EHIRE,
EFoHEES, B THMA, SAGERE SQL Server THFERTIEEMNEIRERS & HiE1THIAS,

SHY
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} =r

AR

MRHENARF RE. “BN” M7 B NRKE SQL Server EWEIEEFRCIER, NWHIEEFEIZARS
KW BITETEN EEBERENIR. BXIFAES, BSH REBIEEFFHNR,

$ 3. E4 StoreFront 71 NetScaler Gateway k5528

&% Secure Private Access 5 StoreFront #1 NetScaler Gateway R 28iEE#ER, HHIEE StoreFront
NetScaler Gateway FRSS2BHIFMIE R, HIEI ILERET RELL StoreFront #1 NetScaler Gateway R 28 H
%l Secure Private Access.

1. BALREAER.

+ Secure Private Access fRs38stthit, 40, https://secureaccess.domain.coms

« StoreFront i B 5 URL, fldl, https://storefront.domain.com/Citrix/
StoreMain.

o nHEmxHit—NetScaler Gateway B9 URL, i, https://gateway.domain.coms

o WX[EAMA— Itk URL %75 StoreFront AEZER URL R, i, https://gateway.
domain.com

o W% VIP —thE 1P #thhb 45 StoreFront s EHEERE SN IP #iitiERE,

2. 82& “BIEFE URL,
3. BET—¥, ARBRHRT.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations

Site
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.
Database
Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
Integrations doesn't need to be a public address.
Summary https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

SR4. ERE

BEBSME, BT URREBIRSSIT LUANR, Lih, ERHITHZE UHREILIAIR Secure Private Access
BRSS85,
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MREERENEETEMER, BFSHAERMEHRUTBFRES. MRXTEMBAE, BHEKER Citrix SZHEp
o

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 4: Summary
Review the summary of your Secure Private Access setup.
o Database Administration
0 Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

SOL Server Database has been configured.
StoreFront has been configured.
NetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

O 0 0 0 o o

o IGEFIEG, JUM Web BEERIEHEH 188 > ERTESILE,

« B/RZ&E Secure Private Access MR ERRWTE TR, AT, ZEER T LUISEMBERR RN
FNGER, EOILIM EE” > “BER” PEEFEERTR.

TR ANEERA, UWEAZAFNFREEERRBRIHRR,

BEXEAER, BB LEFEELE,

BIMAIBILSRIGE Secure Private Access

1. £ “QIBEMALR” TEL, &F “MAREHR", AREE “T—F7%
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration

SQL Server host™ (T Site name* (L

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually
With this option, you must download the script to give Read and Write permissions to the machine. After downloading the

script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. 72 SQL Server 9, WARSEBINE. HBRFMER SQL Server RBEFES BN AIIL =5 MR AT

HIERE, AILMERU TRz —ieE SRR it

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBEMAES, BBRLUERE,
3. fEifEs, #A Secure Private Access it RIE R,

4. 8 MEER" LUEE SQL Server LHIREAM, HHBINIEEFEPREFTEENILR.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration

P Site

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.
e Database

SQL Server host* (O Site name* (0
o Summary | xa03-spa.training.local\SQLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

O Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

NRIZIE KB BN RV EERE, NIERERK,
5 BE “R®E

HITEBERIINER N THRER SQL HURERSBEREIFHICER ST A LIAIE Secure Private Access fR5 25,

ST R

+ BZE NetScaler Gateway
- iCENAERF
o NN FRIEFECE IR R

ficE NetScaler Gateway

August 26, 2024
BE:
BATBWEER AL TN 2 A6 NetScaler 1REE=t{R7F NetScaler B2 &.

1. M https://www.citrix.com/downloads/citrix-secure-private-access/Shell-Script/Shell-Script-
for-Gateway-Configuration.htm| sr &7,

Zo)2#e NetScaler Gateway, &R ns_gateway_secure_access.sh,
EFEHIE NetScaler Gateway, EER ns_gateway_secure_access_update.sh,
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2. BXLERA EHE NetScaler it & H. S LA WinSCP L B2 F = SCP <, 10, *scp
ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local:/var/tmp

*

AR
o Bi#ER NetScaler /var/tmp X =R ZMEIRITEIE,
o MRS LU LF 17452 R7E. FreeBSD Az#f CRLF,
o NREEZEIR -bash: /var/tmp/ns_gateway_secure_access.sh: /bin

/sh”M: bad dinterpreter: No such file or directory, NERTEF
Eff, ERIEREAEXAYESS (fl90 Notepad++) REFIERIZS,

3. & SSH %##£3| NetScaler #t#Z2l shell (£ NetScaler CLI £\ “shell”),
4, fEEHMMARTRIT. €8 chmod &< RMITIIRIE,
chmod +x /var/tmp/ns_gateway_secure_access.sh

5. 7 NetScaler shell i1 &R,

sh

reAccess_Gateway): spaonprem

protocol http/https):
ile name: authnprof
ate name: ns3220

support (Y/N): Y

on profile name: authnprof
er certificate name: ns32205

tcp_udp_apps from © to
p_udp_apps from @ to
p_udp_apps from @ to

ys ns_vpn_enable_spa_tcp_udp_apps=3 in /nsconfig/rc.netscaler file.

ateway_secure_access_output

6. WMAFRRHNSH. BXBHIIR, BB LEFM
S FHBIIEFLE XA SSLIEH, BHMTE NetScaler LiREE 5,

ERT—MEEZ NetScaler 8% (ZRIAH var/tmp/ns_gateway_secure_access) MIFiX,
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7. t0#2El NetScaler CLI, AEER#HLERSMFIXEHEBITEME NetScaler &<, 0,
batch -fileName /var/tmp/ns_gateway_secure_access -outfile /var/
tmp/ns_gateway_secure_access_output

NetScaler B—EfTXHHM&H <, MRHBERY, WHASEHITTF—IHS,
NRFFFEHT R 6 PRNNSHZ —FRER, WSk K,

8. WRFIA L E AT,

AR

INRHIMEEIR, NetScaler MEEBITHRGSHIDCIE/EfH/HBERR. Hit, MREFINHFEP—1 5%
FEMRMEBEMEINER, BUMKFIRERHITEIE.

FERMELE B NetScaler Gateway FZE Secure Private Access
Zx ] LATEEL A NetScaler Gateway L fEFMI 4k 2 #F Secure Private Access, B2, ZHIARKEHIUATH
B
« WA NetScaler Gateway Ei RS 28
o 472 NetScaler Gateway I B RIERIFNSIERE

BRERITZANES B THEBMXEENED.

NetScaler Gateway E#\fRSE 25 LIRS

RINHEHIE NetScaler Gateway EHAIRS 20, EHREKUTSEIEENTE X E,

tcpProfileName: nstcp_default_XA_XD_profile
deploymentType: ICA_STOREFRONT
icaOnly: OFF

il

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20



Citrix Secure Private Access - Zsith

BRMEPARS 2, BRITUTERE:

“add vpn vserver _SecureAccess_Gateway SSL 333.333.333.333 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF"

EEMEMRS SR, BRITUTERE:

‘set vpn vserver _SecureAccess_Gateway -icaOnly OFF’

BXEMRSR[BHFMER, BEBIF vpn-sessionAction,

NetScaler Gateway &iFigfE

REREHED BB IERBHIM KX EPIIRSS [, SIZSEREN, BHAEBUTSHRENEEXHE,

« transparentInterception: %

« SSO: 7

+ ssoCredential: PRIMARY

+ useMIP: NS

o useIIP: %

« icaProxy: %

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - &t hE
SERIM AR IE URL

« ClientChoices: *

+ ntDomain: mydomain.com - BF SSO

« defaultAuthorizationAction: ALLOW

« authorizationGroup: SecureAccessGroup (HfREIE T %4, ERT4HE Secure Private Access
R ROFEARER)

« clientlessVpnMode: #

+ clientlessModeUrlEncoding: TRANSPARENT

» SecureBrowse: ENABLED

« Storefronturl: "https://storefront.mydomain.com"

+ sfGatewayAuthType: domain

il

BARMSIERME, BRITUTERME:

add vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy

OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF -ntDomain mydomain.com -defaultAuthorizationAction
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ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode
ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -
storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType

domain
EEMITRME, BRITUTIRE:

set vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

BXSERESHREAEER, ES https://developer-docs.netscaler.com/en-us/adc-command-

reference-int/13-1/vpn/vpn-sessionaction,

5 ICA AEFHNRAE

79 Secure Private Access fafFmeliEHEFHA NetScaler Gateway Rl B F B ICA RAERF. X
FiERT, ERBAEE Secure Ticket Authority (STA) FHEE48E 2 NetScaler Gateway,
R STABRS23:EE 2 Citrix Virtual Apps and Desktops DDC ZE8—E54,

BXEAER, BEANTER:

« 1 NetScaler Gateway LF2& Secure Ticket Authority
o ENinARE: Citrix Secure Gateway/NetScaler Gateway Secure Ticket Authority

SEFE IR
TELURHRASH, NetScaler Gateway S BEIKIFIRE, BN X EFR LSRR GBIFIRATE,

+ 13.1.48.47 RERHRA
o 14.1-4.42 RESRE

BRI E IR AINE Secure Private Access EfHiERH,

e NetScaler iz £, fEBFx ns_vpn_enable_spa_onpremzns_vpn_disable_spa_onprem
B/ LEIhEE,

o ERILUERG ST (FreeBSD shell):
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem
o BT T®% (FreeBSD shell), 1 HTTP imFE2E R A SecureBrowse EFHER .

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

« BEXH, BBREITHEENG S,
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o ERIEAXLTHRABERXANRS, BIBEIT nsconmsg &<,

+ Z7f NetScaler Gateway FEEBE /AT, ESH7E NetScaler Gateway LFRRE B E X45% (Smar-
tAccess 17%)

BRI

« IEH NetScaler Gateway P LAEFRRIAHITER, BRIAEBETLRIEN NetScaler BBE, 2MMETEH

* 157072 NetScaler Gateway EfEF ICA {12, EZE NetScaler Gateway BY, HInAERWER.

o MREEAIBETIH NetScaler, MAMIEMLERHIT LB, B0, 7iF NetScaler SHMAMTER
El O E#ITIBIE,

« WRETE NetScaler Gateway /B SSO, EH{R NetScaler fEAFAE IP #itit5 StoreFront i&fs. &&
BEEREMEA StoreFront #4% IP #hiitE NetScaler Fxin—%&## StoreFront DNS i2%.

L AR KIS
WRTEM Secure Private Access BN RIAER X, MHTIEATEMKIEP EHEI Secure Private Access %k
EE,
PITU T B EH AR KIS
1. FABEANEITF PowerShell s S FFED.

2. B EHRE X Secure Private Access & # X # % T8 Admin\AdminConfigTool xx #3% (f5l40, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

3. BITUATHS:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

A& T XArid

August 26, 2024

Secure Private Access #E#RIBAFP 2iE LT (FIMNigEFEMIRERS. SRENNRME, HIBWUE) RMH33 Web
8 SaaS MAREFRIIBRAR (BEEEE).

EIER T LEIFRSEREARN®E L FXARCHEG, Secure Private Access &5 M E T XiTiEEN BF &S 5%
WAERI A =7EMY NetScaler Gateway 588 (21E. MBEHIIE. EPA) BB,
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Secure Private Access &l LUS B BEIARIFRISERIREL (FriBi8) Bt @Mk #{TElANRER. GX¥EER,
BEBIRE 8 IERIC.
AR

Secure Private Access #EfF{X= A7 NetScaler Gateway At E B4R B X T 5 19 38 5K BEo

fEM GUI iCE B E X#RiE

BEE L TXARESRIATELET R,
1. ECELZHEMXTNE {10 SRS
2. BERMSHISIERESERIM X EPARS 2R

LB B WX TS 10 S8R

1. Sfn5l NetScaler Gateway > 588 > B HINIE, REEEFRM.
2. ERNEREHAZRERNE T, RIEZIFAEREXIMEE,

3. TEERRMEF, BERMUSIRIRIE. EULLUSHREESRTZ R, HW, EA—MREAFSR, €A
F— T RIFELITRL

Create Preauthentication Profile

MName*

win10_profile @

Action®

ALLOW v
Processes to be cancelled

Files to be deleted

Default EPA Group

spaopdey ®

4. FREFRPESFAEE, ARREHEE,
5. ERARS, FRHRAREXHERRENRIBRNRBEREN,
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Dashboard Configuration Reporting Documentation

k-~ Create Preauthentication Policy

Name*

Windows10 @

Request Action®

Expression*

Downloads

Select N Select N Select e

CLIENT.OS{win10).HOTFIX == EXISTS

TEERT H0ZE Windows 10 &ERAETATERN RHIRER,
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. BEEIE,
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BEHITZ4EE NetScaler Gateway

1. &fnzl NetScaler Gateway > EilRS 25

2. EBRBRENSHRIERENEIRSSE, RERERE.

3. TEERIEE P, BE + HPER,

4, {EEEFHRIEH, EEMSHRIEKRL, RABREREFELRERERFIER,

Choose Type

Policies

Choose Policy*

Choose Type*

(Comea )

Preauthentication o

Request N

5. EERIRE A RESITERIM TR,
6. g Bind (4%,
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Choose Type
Policies
Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*
Windows10 > Add O

» More
Binding Details

Priority*

100

(- 1=

fEF CLI ECE B E XARid

7£ NetScaler CLI EBfT U T o< RAIBMSERN S (D I0IE
il

« add aaa preauthenticationaction winl®_prof ALLOW

+ add aaa preauthenticationpolicy Windows1l® "CLIENT.OS(winl®)EXISTS
"winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

AINFTRY £ TR

1. ¥T7F Secure Private Access B RITH & H B iR,

2. RIEIERIRFHEEIE KK,

3. ENRBEUTEHIIP, BERMEH, EEFELTXIRE, £0E, REWMALTXREZET (BN,
Windows10 ),

518

o AN AREFEEHIPRE,

o HEREIPIRE,
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fic& StoreFront

June 19, 2024

& Secure Private Access 5 StoreFront #[E#t%, N StoreFront LAY Secure Private Access ERE S HE X
ZERASETER.

B2, R Secure Private Access 25 StoreFront £EHEEH, NEFLEREERNAFITHK.
HITUTH R, FapficE StoreFront.

1. M Secure Private Access BIERIEHIE (88 > £r8) THHZS,
2. BESHIHITEEEMNM StoreFront & BX N AT &7,

THEHHN zip X EEMEMA. BRXGMEREFERZ, WMREH StoreFront #1 Secure Private Access
ZIBIRIEERR, M LA S IRRIAN,

3. M . /ConfigureStorefront.psl. @&<7 PowerShell 64 (ISl EUEE R S HEITRHIZ

o FEEHMBH,
o %% PowerShell BIZAHITEBRISE R “FREHE” 3 “Gu3” F4EinfT StoreFront Bz,
o YNERIE StoreFront BEB B E, ZMATRKIEEEEIERIE M StoreFront ARS8,

&/ Secure Private Access i& BB E StoreFront /&, BIAI7E StoreFront €127 & (“&12 Delivery Controller”
E®) $E&2 Secure Private Access {4 EtE.

R A Citrix Virtual Apps and Desktops Delivery Controller BE2& T Secure Private Access HER&HIRE,
M StoreFront A< BmRERGAHIRE. RIAMERT, ZMZEAFEAERSE Secure Private Access (BB
LR B EEE > BEE).

BE.

o EiIXfEA M Secure Private Access B 18 R E T & Y StoreFront Bl &% StoreFront & & X R
Secure Private Access, i57IM StoreFront B2 EEE Secure Private Access, EAZBFRE
AE¥E StoreFront LFAEMENEE, HNBTZHEAETMFIENENIE,

« —“ Secure Private Access iEstE] A7EZ 4 StoreFront 28Z (7ERF— StoreFront B — 1NN A
[Esi FFEAY StoreFront SfE L) HEE,
ALMIEE > Sk imAa StoreFront,

 BN{E Secure Private Access 5 StoreFront £F#tE, StoreFront BB EH LA BITIRE > £/
EIE T, BoRENEENREREITR. RN “KE” NMEAMTFNBERE, WHHTE
StoreFront fiZ&FHEMERAY StoreFront it&# _EiETT.
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{5 StoreFront ix7~ 2308 = F 2 hrasA

WMREFERZ StoreFront hrZx 2308 skE RS, T StoreFront EEAEEE L TEAA:

« Secure Private Access 22 8~ XenMobile,
o RE7% Secure Private Access Ars52 URL,
« Secure Private Access i [A& 277 80,

Manage Delivery Controllers - alfacqgel

Edit Delivery Controller

Spec i
recof
H Display name: ||Secure Private Access
i hs Type: Citrix Virtual Apps and Desktops i
sfd
. Kenhpp 6.5
| |
&) ¥enhobile (9.0 or lower)
Server:
Port: a0

Advanced Settings
U Configure delivery controller communication timeouts and other Settings
! advanced settings using the 'Settings’ dialog.

Co :]

Stof
"o TR

{EF3 StoreFront frz 2.3.11 S ESHRAEY

7£ StoreFront kx7s 2311 XEERAF, ERATF Web B Citrix Workspace ZF a4 Secure Private Access
R 2R, XZE A Secure Private Access A #51E Workspace for Web SE & /Ezh Secure Private Access
Rz 2R,

FENAERF

August 26, 2024
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1. EFENREFRENME,

ERBVAB ML 2 SMESMNER B2 2o
EHNABMLE 1, BTFRBEAERF.

2. £ "NAERFEAGEE" MOWMAUTIFARER, ARREET “T—F7

Add

To add

.

*  App Details

Where is the application located?

@) Inside my corporate network

App type ™ App icon

an app X

an app. complete the steps below

Outside my corporate network

| HTTP/HTTPS N ‘ /.. Changeicon Use default icon

App name

‘ google-translate

‘ |:| Do not display application icon in Werkspace app

App description

|:| Add application to favorites in Workspace app

A
App category @
‘ E egory\SubCategory\SubCatego ‘
URL® App Connectivity* &
‘ https://translate. google.co.in ‘ Internal
Related Domains ~ App Connectivity " O
‘ * google2.com ‘ ‘ Internal N

6 Add anocther related domain

ﬂ Carcel

N RBIEF R - AR BRI,

NAEFHER - NBEFNEERR, MEREETIEXPETREENAR, SR TR AL
BiEFmNXEF: KEYWORDS: <keyword_name>, ZrRILUERXRFHENBEF, BX1F4
B8, BERAREEHNXBFMER R,

R FARRFER - RINRFFAFRINEM NRER), BERHHEARFEHAERE Citrix Workspace F
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FREF. SIS NRREFRNFZES, eIl Citrix Workspace AR REHRHIMAE S,
73 Web 5% SaaS NARFIEEXRNE, ZNAERFEERE Workspace AF REFIIFFESXFIT.
- XA/ FEAUTHEERREE, EERATUNSMBREREFMEET,

- KR/ FEPBHRBTERBINRE. flm, WS55=N\TE, s, EFBRRAKNE, EERA
HMHRRMATE X T EMIES, R Citrix Workspace AP REFHNEMSE MARRF £51F
ERFPEINBYERI B IRAILED, NIZRRIRFI KR

B, NREFENBEF LR FERPEIRMRG W S TIERERLER WA AW S TERZERER, Wik
WEMITE=ELEFIS, Citrix Workspace Ul FERFIE—1E 7l S TIERMERBF S,

N Bz Efr— R o B BT A E e FRTEFF ElAT. BINR XX Ry 128x128 B&, HEMNSFF Ico
B WMRABRER, WaERIMIAET.

FRABFERYAER -NREFBRAF ERNARER, HEFIET,

URL —A#EFH URL,

X -RIER AIERF URL BaiEZRMEXE, SR AIARINE ZHEXRER MR,
B EDIE R AR AN 0 B Ik - S e IRl Bt 2 A AR N Citrix Workspace [z 25 HRR9E R A
EFo

FRVF R P MR S R B - 28 25 0SSR IR AT A R R AR A2 iT iR B M Citrix Workspace R R #2 Fe B9 W 52 [y
RREFFIRPHIPRZNBRER.
HRRILEEMEY, 7F Citrix Workspace MABREFY, ZNARFNE LASEI— M EEEFET.

FAVFF P MR SR IR -2 IR AT B LR ST M Citrix Workspace R 12Uk R T2
FIRABIBFRZBIERF

ERIETE, HEPNEFEIRS ERTE Citrix Workspace M AR BEFHNE L.

WMREM Secure Private Access =8I & P IRITIC A WRINE AR, WHAFRXLENAEZRF M Citrix

Workspace HYtsIZRFMIER. ARG BIEFM Secure Private Access =4I & ik, NIiXLER HIERF
R EIM StoreFront FfffiBs,

R FAREFERE: ST Web lAiER, %EF “WE”, K~ SaaS LARFIERE “IMNE,

3. B “RE, ARBE T

TRILEEE “RE > ‘WAEFE PEENMELAREFE. EXESHAES, BN LEEEERE,

IS

AN REFECE 7R 58
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AN RERFECE R SR

October 21,2024

R AVFERER AP ERARERNNAEFER. I, EELBRRINE2RERE BN NAER

BIZRIGIE)

1. BEEIRERE,

Policy configuration >

Policy name and applications

Policy name

Create Access Policy

Create a policy to enforce application access rules based on a user’s context.

msn-pol

Applications

msn @

Conditions

User conditions

Matches any of A4 ’ ’ spablrl.com

N4 ‘ spablri.com\Administrator @ N/

(+) Add condition

Actions

() Allow access
@ Allow access with restrictions

() Deny access

Access Restrictions (0)

@ Add restrictions

(") Enable policy on save

Save |f‘j Cancel

2. £ N, EREXNHIERRREHNBEF.

3. £ AR[BPA-RIBSA A SIELN N ARFEHREEFANAFR AR E,
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o MEUTER—I: (XAWSFRPTHHERZTLEN A HAH#TTIHL.
o ALECMEM: AFRFRPTIHBAF A ZINIFRE B F SAEITA,

4. S RMEH LRE E T SXHARMERMB — . XEFRZIRER NetScaler Gateway.

5. % FOHRE, ARERDANTFHIELNBREFHEBFEE,

6. 7 AERITUTERE, ERCGIRERFTEN N AREFBEHITHUTEREZ —

. R¥FBIE
. RFFIBIE (HEIRA)
- BB

YRR VAR (BRED &, ERLOERLUTRE,

Add/edit restrictions

0 selected

Access Settings

v

Clipboard

v

Copy

v

Download MIME types

v

Downloads

A

Insecure content

v

Keylogging protection

A

Microphone

v

Notifications

A

Paste

v

Personal data masking

Popups

v

v

Printing

Printing options

v

v

Screen capture

Upload MIME types

v

v

Uploads

Watermark

v

R

Webcam

View selected anly Search

Q

Current Value
Allowed
Allowed
Multiple options
Allowed
Prohibited
Allowed

Ask every time
Ask every time
Allowed
Multiple options
Block

Allowed
Multiple options
Allowed
Multiple options
Allowed
Disabled

Ask every time

 [RHIEINEMRIGIE: RANBEFMAR

B NEAR 2 [BI A BT/ S [ R 1F

o PREVFTEN: ZRAM Citrix Enterprise Browser F3TENEIIHAE,
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o [RHTH: ZRRBFMEABEFATHRIIEE,

o [RH L% RRAAFRENAEFRLERNEN.

o BKEN: EAFPRER LETKE, ETRARPITENNARA P ik,

o [RHEIBICR: BHLERRBICRB. YAPZAERAFRINENERNABERFN, MERRBIEREICR
gBEmE, i, BRENBREF ERTHFEEDBMZIRP, BIEREIER. H, NRA Office
365 BATNARFRIPRE, FEBF%ET Office 365 Word i, NIFiE L RESERMIICHS
£z,

- REFSHR. RREATAREHREFRNAEFHRESNIIE. IRAPZAERER, NEH
REARR.

AR
RIS RINRERRMRFISGERT Citrix Workspace SEE F o
1. 72 SRR, BARBHRM.

2. EF REFHNEAKE. MRTEFIGET, WREIEHKE, MASENAER LEHERE, 3E, SHaIUER
toggle FF%xM Access Policies (AiRIEE) TUE S RAERK,

IRl ERBE R SELR

BIRIAIRERIEE, BIMERTRAHRREAR—MUSTRRS. ErRILUIE Access Policies £ EEE M LR,

ERENREFEERSHM AR, HERHTIIHE NRIERESEXOFGALE, WTEHRARRESRIENT—
TERER, RIS,

TR LU A 5T Flo

ISt

MERFIHITEN (Windows 1 macOS) WIEENEE,

BNl

RELRBP R

August 26, 2024

BISEEREE R Office365 NARZFARE T $HRLAF WKENAITENRS, WE, URLMAFHA Office365 KA
TEFPEY, WA 2N FBAE R N AR 7K ENFNFT ENFRE,

RARFUTIITU TS B 8851R Office365 RARERF:
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1. &2 Citrix Workspace R F#2FiAin] StoreFront R AIE.
2. BERNAEE,
3. BiE ‘NARR &Nk, AERE Office365 AR

SLAPREXIUEEE) Office365 ARFERIHEEKE, it, MRRLBF =AM Office365 A
TEFFFTENRLEEIRE, NapZim A BrFTENfRENE o

o [ Restrictions | @ office.com &) ()]

Cloud Saftware Group Backmarks Printing has been restricted by your

administrater.

Introducing-Microsoft Copilot: Meet your everyday Al Compani e

o

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

o ]

Sign up: for # « Microsoft 365 »

=- Microsoft I Dfﬁce Products ~  Resources ~  Templates  Support My account

Dowri w1t 365 apps for Mac05 »

BEANT

mARRGENADENSENNARFAENKAES. AXEFHAES, E25AM Citrix

7
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Workspace A2 R INEZA®EE URL.

i®iZ Web Studio £7r55:11 Secure Private Access £5%

June 19, 2024
Citrix Secure Private Access F£R£%I Web Studio iz#l&s, FERAFEEBEIE Web Studio £4&ih1R13%ZRS .
s A%sE Web Studio irs 2308 s{E SR,
HITUTSBLUER Web Studio &£/ :
1. A Citrix Virtual Apps and Desktops R#i2F 3 &k DDC RiEfZFRE Citrix Web Studio.
2. BBRELLNIRATRRE, YiRTENEHESHET, A DDC FQDN izt sstiit,
3. BMRERE, S C\Program Files\Citrix\Web Studio\Site\assets\json X 3%, AEEX spa-

config.json XHHAZE,
MRERIEIIAI B RE Web Studio, &% C:\Program Files\Citrix hHEAREMBEBIR N IEHNME,

E{ Ch\Program Files\Citrix\Web Studic!Site\studio’assets\json\spa-cenfig.json - Notepad++ [Administrator]
File Edit Search View Enceding Language Settings Tools Macre Run  Plugins  Window 7
; = ' [y 3 L. = = = =
o = oelg]|ﬂa[|_l |q::’.J |EH ﬂ|‘%°| | 4 i.-'—l-JLuB'—l"“El (0
[&=] spa-config,json rﬂl
1 =k
2 "name": "Secure Priwvate Accesa",
& "namespace™: "/zpa”,
4 I "entry": "https:// .local:4443/accessSecurity/ui/citrix-root-config.js",
5 = "eonfigsT: {
& "preload"™: false,
7 "expandLeftHav": false,
8 "globalStyles": false,
g "cacheStyle™: truoe,
10 "stylelzolation™: false?
11 - br
12 = "props": {
13 I "cdnUrl™: "https:/ /e —-— .local:4443/accessSecurity/ui/",
14 "namespace™: "Sfocitrir/studio/spa”,
15 |:—:| "backendServicelUrls": {
16 I "gatewayCorefpi™: "https:// i - - local:4443"

1. 3§ “SpaServer” BifAEH Secure Private Access #f#9 FQDN,
2. &35 Web Studio,

3. EEMSHMzE2 E, #2F “Secure Private Access”, M Web Studio iAia Secure Private Access &2

BHE.
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3% Secure Private Access ZpE &

August 26, 2024

Secure Private Access AR AR LEABERITIE, URHSTAY. SEHEMAT B, B AEE
Z (flan, #B33 5000 LAF) =#BEIhIIA Secure Private Access T,

MR EERHE NetScaler Gateway hzzx 13.0 3§ 13.1 ks 48.47 E R K4S, EIES StoreFront HEHE
Secure Private Access,

flZ Secure Private Access T

o BIEE—ETEY Secure Private Access b, BXIFAMEER, 1H2IRIZE Secure Private Access 1553,

o BFREMENBET AAE Secure Private Access ihisi, BXiFHER, BRHEIMANEIESIEE
Secure Private Access,

« & Secure Private Access Fime, BEMARMNRS IR, IPERETHAIMATAERABIMBAS
& T#28 FQDN #30tALD,

R TSR EE

Secure Private Access B &R ERERENMH FHREE R, MNREFER NetScaler fEAREFHERS, BEEEU
T

« Secure Private Access iR (BEERBHRETH) BTREN, FEFREEFA L,

o BWER HTTPS iz1T Secure Private Access %3, BiXAR2iaHIMEEXR, Secure Private Access RSt
AILER HTTP ZE,

o 2#F SSL #1#EE SSL ##%, AT UEREMAHFEREE, /A SSL MiFE, SHERES D Secure
Private Access TR hERBERAIRSIES. tIh, EBEREABBMAEREEZMAEM (SAN) BAS5 R
HTgs FQDN ABILES, 1thoh, HMTERH T EBIRSPECE SAN.

o IETHEE (40 NetScaler) EEBATRFERSBHIARNBELME (FNUB) . MREHFA Secure
Private Access ARS8 EEET HTTP (WBEEXISES (RMELS), Mel AU THS:

/secureAccess/health
FREAEIR :
Http status code: 200 OK

Payload:

{

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 38


https://docs.citrix.com/zh-cn/citrix-secure-private-access/2311/spa-onprem-setup-spa.html#set-up-secure-private-access-by-creating-a-new-site
https://docs.citrix.com/zh-cn/citrix-secure-private-access/2311/spa-onprem-setup-spa.html#set-up-secure-private-access-by-joining-an-existing-site
https://docs.citrix.com/zh-cn/citrix-secure-private-access/2311/spa-onprem-setup-spa.html#set-up-secure-private-access-by-joining-an-existing-site

Citrix Secure Private Access - Zsith

"status":"OK","details":{

"duration":"00:00:00.0084206","status":"OK" }

}

BXFLE NetScaler ABTFHBHIIFMER, BEBIHISEEA N T,

LEREERE

June 19, 2024

R Secure Private Access [5, AILM “IREB” TTEEHIZE.

BEHMUEE, HAER Secure Private Access B Rk & F Secure Private Access BIZRITHIA,

EENAEFERRS

&R LIE & TE Secure Private Access i BEHRININ BAEFIDGIR, NAREFIERTIH T a0 RN A

FRENRHRAI (SMNBRED).
1. 8& “RE” > ‘WAEFE
2. NRFBE, ERIUREHREEGH BERHEE,

=1 Secure Private Access WEIER

BRAILBEEEERTIR, BAIUM 9RE” > “EER" TEMIEER. 8K

EABEIETRENR. ARG, ZEERFLIGHEMBEARNIIZESR,

BRI LURIMERRA, UENZATHREEERBERERNR,
. EEERTESR, BERIM.
. TE R, ERSIUSZERRRANEBE,

1
2
3. TAFPXARASR, EFRZAFFRENAF %A,
4. 7 EEGRER, ERBHDESLZAFEIRSE

BB EEH StoreFront ¢ NetScaler Gateway fR$3251%1%

Z % Secure Private Access fRMIE

1% & Secure Private Access f&, &RILIM “GpL” IEIM-REE4 5L EH StoreFront #1 NetScaler Gateway %8

1. 8F “RE” > “&l
2. BEMNAEEERKENREER, AREMFE.
3. BE “RIF ERUBRIIEEN.
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FE

1R Secure Private Access £#7E 5 StoreFront REIRYIHEN L, 15T H StoreFront fiiZ<3# 1 StoreFront

LiE17,

«

Application Domain Administrators Integrations

Overview

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

8

Applications

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

Access Policies

e

Settings https://gamma.spaopdev.local Q@ o0

Troubleshooting

B

StoreFront Store URL
The complete StoreFront store URL.

https://gamma.spaopdev.local/Citrix/StoreGamma (/]

O
AN

Download Script

(#) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

htps://gwgamma.spaopdev.local Q@ O v Refresh Certificate

(%) Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP © Callback URL ©

O
S

https://gwgamma.spaopdev.local (]

@ Add another virtual IP address and callback URL

Director URL
Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory component required to collect and process licensing data.

htps://ls.spaopdevlocal (]

O
AN

K

EHIAREER

June 19, 2024

Secure Private Access EHIFR SRR ER SN AREF R, MARFRERERSHEXNEE,
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BRI EFEILE S EEXNEHMNAS, Bl RE + fFSEERFMT, EFRRRTEERIZHRPEIN
;n_.\o u—J'LX’HﬁﬁF' Elh\'ﬂ'l‘jjyg CSV*%Eto

TRILMERLIER (RRIMER) RMUBRER

&
Login o ourGotewoy oo {uthor nights r G0 hty
& owrien
Last 1 Week v (+) Add filter
5 Aopteations ®
R S .
@ Settings. 2024-061913:26:29

2024.06191326:29 04014600.0137-4625.-8190-357293611624.

D Trowbleshooting

2024.06:191326:29 04614600-0137-4¢25-B190-257293611624.

2024-06:191326:29

2024-06101255:22

2024061012552 02780303.763d-41af-9f01-9b61BA701SD

20240619 125519

20240619 125518 '658b31b6-529-4eBe.9926.da5e5616096

2024-0619 125519 '650531b6-5049-4080.9926-635056416006 sm s received PL OS SecureAce...

2024-0619 126519

20240619 125519 6b636840-4084-4d18.9241.043796dead4a

20240619 125519
2024-06:19 125510 '5646000b7e65-418b-83¢6-¢(98365¢87e0

2024-0619 125519 6b636840-4584-418.9241.043796d0ad4n

20240619 126519

20240619 125517

2024-06:19 125517 68097 7eb-9159-4ecT-915-a97be242¢97

2024-06:19 125517

2024061912657 40608dca-5068.4840-b7da-7h20504a1ccT

2024061912657 spavser]@spablrl.com App Access.

1EEA LIARIE LA T 2 MU MR F R PR BT RAUIER,

o P&

o E3

o BEHRR

o &

« Transaction-ID
o EAMER

UTREREESM, ERUERXECENTERF BEMERGIHRITHIING R R E R PAIRETERE,

o = BREERFMRLMRENAE/ERK,

o = BRTESEERHHNAE/ R,

o~ BREERFMHES LK B E/ R,

o I~ BRFEARERESRMHNAE/EK,

B, ERILLUBEEIERFERPERAFRSE Event-Type = DSAuth RigHHEHHKE “DSAuth”,

B, BRRADES “BEF —ANAF, AEAFE User-Name ~ operator, HIERFILTAAEES &
ER” —RNARR. B0, “ItRER". “BERIRIER"

ERILERES ID RSB NEHEXNFEEE. X5 ID XBOhaiEKRBIFRE Secure Private Access HE. —
MRAREFIFIERAUERSNEE, NBHRIEFR, AERHNARFNE, ARRNARFIFERS, REXLT
EHBMERBECHEE. 5 1D BTFXBEMEXLERE, BoUFERSES ID MEREHRAE, UEKRSRHENA
EFEREXNE RS,
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BEEAEFH L TXRE

FAERYIPHERIFAEBHHE R TSR E IR RS KB B2 RFFIRUN 5% RIEEXE L T XARE,

Filters Clear All
CATEGORY ‘ User-Name = "User | Last 1 Week v ‘ m
@]
Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
GESLT TIME USER NAME CATEGOR RESULT TRANSACTION ID DETALLS
st 2023-09-07 10:2913 spaopdev.locallusera App Access @ Failure 9c7c2de8-0351-43b1-8 ERROR: Error in process
a
2023-09-0710:2913 spaopdev.locallusera App Access @ Success 9c7c2de9-0351-43b1-8. Show Details
2023-09-0710:2912 spaopdevlocallusera App Access @ Success 9c7c2de8-0351-43b1-8. SmartAccess tags rece
2023-09-0710:29:12 spaopdev.locallusera App Access DSAuth validation was s.
Applications:
2023-09-07 09:48:50 spaopdev local\usera App Access » Wikipedia is ALLOWED by Wikipedia_spaop_winl0  Successfully generated
» Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev.locallusera App Access Show Details

UserName: User A

2023-09-07 09:48:49 spaopdev locallusera App Access SmartAccess tags rece

ContextualTags: |
2023-09-07 09:48:49 spaopdev.locallusera App Access | Windowsl0, PL_OS_SE‘CUI'QAéCGSS_GBYEWEV DSAuth validation was s
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 22592{21-17b-4a5f-96..  Show Details
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 22592121-117b-4abf-96..  Policy evaluation return
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 22592f21-f17b-4a5f-96..  SmartAccess tags recel
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 22502f21-f17b-4a5f-96/\ 1 DSAuth aliddtion was s
2023-09-07 09:46:27 spaopdev.locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8..  ERROR: Error in process

W —L 8 LRI TR

August 26, 2024
AEBHIH T IETEIRE Secure Private Access FIRTAEB IR —LE451R,
IEPHEIR

IR QIR

StoreFront #p&

AFERIX [ [E] 7R X B PE

Joi%i5i] Secure Private Access fR5328

IEBHIR

BIRHR . TEEIM—PHS W XKARS B[IREVES,

LESIRXAFMAE NetScaler Gateway HihHBEREUEFHES H I AR, SEBWILHIRHES. Ei&E Secure Private
Access HERERREEMLEN, AJaEsHILtRA,

RS %H: BHRMAIERMNARS Citrix Virtual Apps and Desktops BYEF A AR
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BRI TR

o SHIRHE . TACIREIERE
RS WTFEBAG-HENGAAERIR. SN EfRA8E7E SQL Server ERBUEREHEIER,
« SHIRHEE: TACIBMUERE. MIEFEEEET.
IESEIRE B A R I E A TR R o
- NMRAEEREMIEEER T B EET,

- MREFRIEFCIRHERE, WELTB—ITHERE. MRHIEEFERIFTHIERE, NS HItER
HEo

BRAPER. BARIBR—NZHIERE,

- ®EE T Secure Private Access, ARFERERNIERZIMEIRIGE, EXMERT, LaIRENEIE
FEARS MR,

BRBEE. BRFoRRREIERE.

- BERERMAFNREREER (BdE “REMEE TEPEE “FHEE"), ARELRN "B
B &0, EEREARNERE. AXMERT, BTHENEZEIRT B %ERE.

RRFR. BUHEREZMR, REBRIBITHIZS
- HBIKAERE. A BEFRNR, TAE SQL Server (EIERFEREIE R,
fRRAGE. EHEN EERENIIR, BXFAER, BSR KEUEEPIFINR.
o SHIRHE . TACIREIERE EERY
fRRGE:

BETEN ENEIBEMNLERE. MRFASE LB SQL Server IO FITARS.

WMRERIERE SQL Server, E#ZE SQL Server & Secure Private Access it B #1537
Domain\hostname$ g2 T &R R,

WNREAIZE SQL Server, BHIANITENSHOE T ERNAEE, IRFEERAR,

MRERZH SQL Server (FRRERERF), 1EHKE NT AUTHORITY\SYSTEM AP 2B 4 eIEER
Zo

StoreFront #=

o HEIZEE: TEALUTHALIEE StoreFront &8: <Store URL>

R StoreFront £EAAIN, EM “BRE” InEHEHIZEZH, FHEBSIRE Secure Private Access {5, &
LM “I&E” wIE4REE StoreFront %8, iI2 FREILHEIR StoreFront B2 E URL,

FRRFGE:
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1. B 988, AERE “ER EIFE,
2. W8 StoreFront £BARAIN, E1E StoreFront AR E URL Fi57MNiZ% 8,
o HEIZHEE: TEALUTHAEE StoreFront &8: <Store URL>

BRRFE:

1. aJ4E%H PowerShell BIHRITERBEMRS, i51T PowerShell fii&&< Get—-ExecutionPolicy LT
A= S

2. MRZERG, WaAFgeditigBHFohETT StoreFront BERERIZ,

3. Bf “RE, REBEE ‘S &+,

4. 7z StoreFront [ZA®EE URL B, R3IHINEEIRAY StoreFront URL &8,

5. Bt WAREE URL SifI FHMARE, HERETHENA StoreFront 893+ EH EUBERNEE
171t PowerShell fiids, IERIA%AFEFRE StoreFront i+ &# _LiE1T,

+ =

=W

MREFEHNHEERARE, BHRFE StoreFront BBEHEER A “Secure Private Access” H%&H
(StoreFront > [ A75/E > Delivery Controller -> Secure Private Access) . M15727E Secure
Private Access, EIBRILEB. M “BE” > “S° NEF FHHABITHIZS.

o $EIRHE: StoreFront WECERZEAHIEE: <Store URL>

ERESILE Secure Private Access 5, aJLUM “IRB” EIMERIEM XX H, iI2 T AL IRM StoreFront
R AEE URL,

RS Z:

1R StoreFront 5 Secure Private Access RREER—AITEN L, NSEHEHRIRM, BRNERET
StoreFront #it+E#M EFzhizfT StoreFront B2E,

1. BF BB, RERE € EN+

2. 7z StoreFront [z AEE URL #, IRAIHINEEIRAY StoreFront URL & 8.

3. BRI ARE URL S T EEIARE, HERETHEEN StoreFront BB LU EERNIRIE
71t PowerShell Bizs, LEIASHTIEFRH StoreFront it&E# LiETT.

=

AR

Eijz17 StoreFront PowerShell fiizs, B EREESZNRITAFES Windows x64 89 PowerShell
A, #ARiafT ConfigureStorefront.psl, StoreFront fiiz=5 Windows PowerShell (x86) &3 &,

« $5IRH B "Get-STFStoreService: Exception of type ‘Citrix.DeliveryServices.Framework.Feature.Exceptions.Re;
was thrown.” (f£fEF PowerShell 217 StoreFront Bil4sEd),

LEFHA X86 B9 PowerShell §0_EizfT StoreFront filzshy, e HIILEIR,
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RRRSE:

25517

T
jBizfT ConfigureStorefront.psi,

N X [[EER X &

StoreFront PowerShell iz, i&#ERAEEGRRITHES Windows x64 89 PowerShell &0, £

BIREE . TEAAMUTMEIEMXEE: <Gateway URL> EEAUTHMEZEREMRXEE: <Callback

Gateway URL>

BRSZ:

B TFREHREN AR XS EIEM* URL, FRMBSIEE Secure Private Access &, ATUM “8B” EIM-E4RIEN

X%Ho

1 8F “RE”, ARRE €N &I+,
2. BRItk EREIE R Kk LU & £ EFERIEDA P sk,

Toi%iHiA Secure Private Access [R5Z 28

HEIRES: B IS kW, TiEEHED IS it
fRRAR:
#3 Internet Information Services (IIS) RN AEFM, KEUTHBEFHEEEBHHEEET:

-

« Secure Private Access izf78th
« Secure Private Access EIEith

TERBIVANS ihE "Default Web Site" EBEBBRHHEEET.

PIEEEENE R

FIRHR . EERERNY
RSN ERRER T S MEREMAK
« BIFBHAIE, TiEM Secure Private Access & EHiA A EIBERS 25,
RREE. RERMEERTITATHIEFRD FARO 1433),
« Secure Private Access & IR BIREZDIEIERE,
RARAZ: 1E2% Secure Private Access #9 SQL #3EENIE,
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MREZRERK, TERMAHIES
BIREE REBRERNK, HETHEIR “WXERNERW. TERRALES -7
RRSE:

o FEREETAEFHEMEAHEIEB _EHF Secure Private Access $iEE.
o FABERNEITHF PowerShell & $12THAE O,

« ¥ B REH A Secure Private Access &% X # % T # Admin\AdminConfigTool >x#3& (%41, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

Iz FAAZ P A EE R

#NR StoreFront URL =% NetScaler Gateway URL B8 EERFIAT (/), MKz ARSIk,
fRRAR:

i B% StoreFront iz A & & URL 3¢ NetScaler Gateway URL B ERIT, BEXiF1E, BEHEEEEN
StoreFront 5 NetScaler Gateway IR 831¥ 4= S

Hith
£lli Secure Private Access i2#i 136

BITUTHELISIE Secure Private Access i2#ida:

o FABERNEITFH PowerShell BT HAE O,

« ¥ B REH A Secure Private Access &% X # % T # Admin\AdminConfigTool >x# 3 (fil41, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”).

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

Secure Private Access 9 SQL $UEREAYIR

ZEMEIEHIERE, Secure Private Access Hff N EH &R T SR 6 2 SR FE R M IR,
IR HERE
RITU T BRI EITIZ R EIR,
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1. FRBMEZE CitrixAccessSecurity<Site Name> SIEZ#IEE. HH, <Site Name> 2
Secure Private Access Bt =& #R, (i, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. 73 Secure Private Access MY EN &4 62 SQL Server B2R2, 0, wNREM Secure Private
Access RIBHHENZ 7 HOSTL, itEHlE}N DOMAINL, Mi+EMRFIRN “DOMAINI\HOST1S”, tIR%E
REBECE, NIl ZEILSE,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
AILAER T EEI IS
SELECT DEFAULT_DOMAIN() [DomainName]
3. ¥ db_owner A& HELAITENSZ Do
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1$'

ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;

AR
RITU TP BRI B At EEE IR,

1. EALBMMERL CitrixAccessSecurity<Site Name> fliE=#iEE, Hf, <Site Name> X
Secure Private Access Bt &#F. (I, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>
2. ANT AUTHORITY\SYSTEM BF &l SQL Server ¥R&, MMRERZEZE, NETURKILLSE,
USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. % db_owner a3 fess “NT AUTHORITY\SYSTEM” FEF.
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

HEFREIRBIEERN, THOKEENASRBIRAMETEARRAR,
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REBEHRAS

June 19, 2024

HEHIR HETE P A B E7E Secure Private Access $iEEHRE(E 90 Ko MBS AEHTEIT A, FluEd
100,000, MarUBRETF 90 RERIBEE. RIAMERT, FEESE 12 /NWRET—R. SHETNRSENSE
B, ZEVHEIET,

BE X BEHR B EREIR
BEMEEETIEITI RS REXHFEFR appsettings.json XHHITE B, &R LURIEBERVHARA AT LIZEMETE
BIBEPHNEEHRERIGEFE, RIBFEEHN appsettings.json XU TEE:
{5 appsettings.json 3¢ff:
"TroubleshootinglLogs'": {
"CleanupPeriodInHours": 12,

"CleanupDataOlderThanDays": 90,
"CleanupOldestDatalfEntriesCountAbove": 100000

}

BERBE, BREFBLEMUTRE:!

BEYFREEE 7T X, B CleanupDataOlderThanDays & &BH 7.

BERHETRINER, 8% CleanupDataOlderThanDays i&&# 0.

o BEMAETIHHNGEE, 5% CleanupOldestDatalfEntriesCountAbove i&&# 0,

MR MEBEEIZEN 0, & CleanupPeriodInHoursig&HR 0, MEEFHKARS,

- A#EiWE CleanupbatalOlderThanDays#CleanupOldestDataIfEntriesCountAbove
MEEIRBEN 0 HER CleanupPeriodInHoursig&H 0, RAXATRES S 100% AR
SRS

- HELi@idEs CleanupPeriodInHours £ BREX ASEEIAE,

AR

R Secure Private Access EBERNEIE, MMMESNEET AP EEXLEIZE, NRFRIZRERLTE, N
REEESLAI Y.
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IL;\*I] /JHJ /B IE

June 19, 2024

BN ERIEEE

ENEIETE Secure Private Access #EEHREME 3 NH. &F 30 i T—REZE, LURRIN#ITEEMNE LK

MIUBITIZITIARSS 7 R & & M EE B IR,

CDF A& AR

CDF BE7EME7E Secure Private Access REHEN L, I TFEERMSEITNRSMNREXHEH, CDF BEK
7E.csv X, SMHA/NREIS 10MB.

BERS—REZAIUGRE 90 4~ CDF BEXMH, ZEEBIRRIANX 4, HEMIENH CDF BEXHELH=IE,
BITNRSNIEARNSEERSHER, BAURNREESHENHE, %% 600 1,

EEXI%IE CDF En_,\

CDF BEBEMEN EERMIEITRRS IR EN MK PH appsettings.json X#1TRE. EESRIHRNHEKR
INFIELEZRE, JEEH appsettings.json XHHRHILTEE:

"CdfFile": {

"fileSizelLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600
}

} =r

AR

MR AIEEIRE T £ Secure Private Access 524, EES A Secure Private Access ZE i+ E EE#H
appsettings.json 2 LUERE CDF,

#1% Secure Private Access

June 19,2024
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TR “IBHIER” > “BF” > “BFMIhEE” BE1E “Secure Private Access”s

1. 3% Citrix Virtual Apps and Desktops 7 2308 —Secure Private Access,
2. PEEE,
3. RERR LAAREH.

=3

AR

W5 Secure Private Access REEIREB5EM, M7EEZE, Secure Private Access Z /i, IEMEBIEIEHIAT
# StoreFrontScripts.zip x4, M StoreFront MARIEEEHIFR Secure Private Access .

E T StoreFrontScripts E48X 4, BRBUT S ERERME:

1. &R3 Secure Private Access EIBiF4I8,
2. B 887, ARRT ‘SR N+,
3. 7 StoreFront [ZAREE URL Z 93 B T,

M StoreFront B EEE F1755% Secure Private Access &4

#1%; Secure Private Access &, WM StoreFront N ARIEELE FMIk& Secure Private Access itk

1. &R StoreFront i+&#,
2. T# StoreFrontScripts.zip >3,
3. ¥ StoreFrontScripts.zip f#EEI— X%,

4, EABERNETFF PowerShell &0,

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

Secure Private Access 2311 5& 4 hRANFEA 4

August 26, 2024

Secure Private Access 2311 5|HRAFR# B, WNaimEAcE NetScaler Gateway HFrR, & 7 /A # i 4 g
& NetScaler Gateway, 7£ Secure Private Access &4kl 4s# Citrix Virtual Apps and Desktops Delivery
Controller FEZHTEMAEE.

MIBRRAER R 2311 WRESTERFEUTAR:

+ B Web/SaaS M A2 Citrix Virtual Apps and Desktops Delivery Controller
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« % Citrix StoreFront B ARRINECE RTE StoreFront L EIEMHN ARG
+ NetScaler Gateway

Citrix Virtual Apps and Desktops Delivery Controller ;5

AT LLFEhMIERTE Citrix Virtual Apps and Desktops Delivery Controller E61## Secure Private Access W F
12F, WATLIER PowerShell BiizsiBR.

Fh:
1. #T7F Citrix Studio g Citrix WebStudio,

2. BE “MARER.
3. EENBERF, AREE, ARERE MR

fEFRRHIAR

1. BTET AT en<IRENZ AR Secure Private Access 2R
Get-BrokerApplication -Description "KEYWORDS:SPAENABLED"
BX¥ER, 1i521W Remove-BrokerApplication,

2. WIENAERFGE, BITUTSEEME:

Get-BrokerApplication -Description "KEYWORDS:SPAENABLED'"| Remove-
BrokerApplication

Citrix StoreFront ;518

Ea LRI StoreFront M BB IESESEN AN AEE,

o S StoreFront BB &4 Secure Private Access 2311 8IEE—1 3k StoreFront N BE
5, EARNIBRACIZENIE StoreFront NARES 2311 FHS, XEB#HSERERXIAMEREER,

« BEA StoreFront NARENE: AJUFEhiEE StoreFront EMIERENE, WA LUERBIAEE, B2, B4
# Secure Private Access E# I 2311 HRfEEFERTE StoreFront LoI@HEAEE.

ESIN

1. THFHMER policy.json(flzn C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser\policy.json),
2. BHHBBRHF SecureBrowser(fflzn C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser)
MEEX M (FiE0 C:\inetpub\wwwroot\Citrix\Store\Resources),
3. M web.config (#&aTLUTE C:\inetpub\wwwroot\Citrix\Store #3l) $#k&A “webSecurePolicy”
B “route” TR, ZTAEAEZ URL “Resources\SecureBrowser\policy.json”s
4. E#ET Internet Information Services (11S) B2 iH & FAEIA Web iE= UM FAEN.

fEFRREZAS
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1. M https://www.citrix.com/downloads/citrix-secure-private-access/ Tz,
2. B4 5 StoreFront it&#.

3. £ PowerShell FUEERFHEITHIZ,

4. WA FEBEEZT,

ZAAMIER C:\inetpub\wwwroot\Citrix\Store\Resources 4%, FXHFEFMX M, FHEH web.config
X1

5. =325 Internet Information Services (11S) BIER 44 _EHIZRIA Web b5 LN FAE K,

NetScaler Gateway ;512
NetScaler Gateway E#IRSE2S

7|BkRAA13ZH NetScaler Gateway RS 2SAILUEE BT Secure Private Access 2311,

« EFMME NetScaler Gateway, EBREHUE NetScaler Gateway,
« EREMH NetScaler Gateway, ESREE NetScaler Gateway,

RIERIETNIRE

Secure Private Access 2311 I E S F A N IBhRA RIS IE R IRIE,

« ZEHIAE NetScaler Gateway RIEHRBE/#21E, ESiH NetScaler Gateway &iEE(E,
« BB NetScaler Gateway, ESREE NetScaler Gateway

BHIAZERR T LR BN RIERIE/ 8,

RANERES

£ NetScaler Gateway HIRARASBIEHIIEAGRBE AT AES T Secure Private Access 2311 SKBSH BRIz,
R LUAIT LA T IR SR IR IR AR R

o FHIEUHENERS NetScaler Gateway EBEBHAAM S HIEARIVANGE, EXMERT, AIUES
B IX L ER R,
o TEPRIERUEER,


https://www.citrix.com/downloads/citrix-secure-private-access/
https://docs.citrix.com/zh-cn/citrix-secure-private-access/secure-private-access-for-on-premises/spa-onprem-netscaler-gateway-config#configure-secure-private-access-on-a-netscaler-gateway-with-existing-configuration
https://docs.citrix.com/zh-cn/citrix-secure-private-access/secure-private-access-for-on-premises/spa-onprem-netscaler-gateway-config
https://docs.citrix.com/zh-cn/citrix-secure-private-access/2311/spa-onprem-netscaler-gateway-config#netscaler-gateway-session-actions.html
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E=FE

June 19, 2024

ERF 4B Citrix Secure Private Access
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