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AR

August 26, 2024

Citrix Secure Private Access ith2E F EEMNZEEMLEIHFE (ZTNA) @ERAE, mLElb 3RS Web 1 SaaS &
BREFB VPN 5, HiREUTHEEURTENRERBFRR:

o BRI

« BEEF(SSO)

« ZESMRIE

o RERETE

s MARFATSET

+ App Protection IhgE

ZfRR7RF A StoreFront Zx## Citrix Workspace M FB# 2R, R7E Citrix Enterprise Browser #ifial Web
f SaaS M ARRFIRIETLEMR LR, ZERSREFA NetScaler Gateway RE&HIHIT BB IIEMEAUE
il

Citrix Secure Private Access g R 5 Z=ae81E R StoreFront AT 1A £ Web #1 SaaS M RERFHS—Ii51E)
P, FEREMNBEFMNEmEN Citrix Workspace BIER S, BMAETHRS[HNNAREF (W Web A
fEFF SaaS MAER) RHESBEMIHRNE, MNMZEALNEAZESESSMMERT.

Citrix Secure Private Access 4547 NetScaler Gateway #1 StoreFront Wt&, NRELAFPNSERRHEER
K3,

Inge RIBINREMIARSS /4R 1

—HWA P Rmipi N AEF StoreFront Zsitt/Citrix Workspace 25
SSO = SaaS 1 Web Rz RiEF NetScaler Gateway

ZEEMIIE (MFA) INEEIRR (XBiEH01) NetScaler Gateway

Web #1 SaaS M AEFHR LTI AiEFRIrEH Citrix Enterprise Browser

AN SRR Secure Private Access

SRR NetScaler Gateway #1 Citrix Secure Access EF i
EEEMERE Secure Private Access

B NSz S Secure Private Access. NetScaler &%l (BigH

ADM) #0 Citrix Director

A

IWHEEE R 7 BRI Secure Private Access Z8EmZAH,
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BXSNMAMNGER, FERXEA N,

HHEInEE

August 26, 2024

202324
Citrix Secure Private Access 5 Director W& 5

Citrix Secure Private Access BIE 5 Director £/, BT HAEEIEMIL BRI EH PR, B XIFMER, 5B Secure
Private Access 5 Director B9% .

7z Director # & Secure Private Access AR &i%
WE, EaIEE “7f Director & & Secure Private Access AR 4IE", BRIMEER X EHNRIFENRKMSIEN

FAEE. BETLUREENAER. REURKKMRINISIENRIFFAEEEXNER, BXFEAER, BSRE
&% Secure Private Access &3,

Citrix Secure Private Access 5iFrI RSS2 E K

Citrix Secure Private Access LB Sl RS 2850, ATUREMLMIBIFaTHIE, EXFMER, EBIRESG Secure
Private Access I RAYIFRIIEAR S 280
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BEEEREH

August 26, 2024

2402 hRHEBRT LA IRlER,

EEREE

EEGI RBAC ABERNELARIERY (EHEALEEN) 54 RRHEK,

BERITHE
BRAXEEZEE, EAGNARERNRHIENBIEFE (Secure Private Access > WAER > RIBNAIER) *
*xHE, RENBAEFTIEASBEXH.,

flan, MREEWNENAEFNBANEXER www.example.com, EBREFAHGE, BHEXE www.
example.com &i#x abc.com, ARRERTF. RENAEFERIEN, ERELAEFIEHRX
o

[SZ31E

October 21,2024

hR7s 2402 FR{FTELL TR,

= hl i E

o AZFEARR AD MEHZ BEEREN ‘M NEmENEEE.

g0, R a.com # b.com HAFIHENFRRER AD #eh, #F B SPA REFEZIAMA a.com/b.com BIi+EH
L+, MEMKAF AR SPA BRI BIERF.

o MNBRLETIEATFAHA Secure Private Access B+ &N 5 & RZI Secure Private Access HEIZR K
AR, MATHRITLTRE:

7 Secure Private Access BEEMiz{TAIRSHI IS M ARERF MR INARRIHIRS KA ER S 1D,

« Secure Private Access A% #ATF Intranet (StoreFront) ZEF# Internet/Extranet (Mx) NERER
#EmE R UPN B4,

« Secure Private Access Az#F@iflH, Hitt, HRIETEIEZOENALUGRINE P AL,
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« Secure Private Access A&7 Admin Console SRS HBFEIFMEE, Hit, ©SRHMT A REN
. Alt, NRMERZAVNHT LA, REHRBFERBIR, WASZRIZE,

NetScaler Gateway

FEUTERT, FX%#FAE SSLEEXHEERN SSL EHIRS 28,

« ZPERMNZE NetScaler Gateway 13.1-48.47 RERHRAD 14.1-4.42 RESEIRZ,
« Xns_vpn_enable_spa_onpremtoggle EEA.

BRI E:

¥ SSL ERBEXHFRELER SSL S EEHER SSL EilRSEs, HEZM ns_vpn_enable_spa_onpremi]
.

BXUEIIFMES, BBR ZFEEIHRRE.
RfWeb [ Web T{FfX

T%# RfWeb/Workspace for Web, Rt FEKENBIER, BXFMER, E21W F/A StoreFront iz 2311
N E SRR,

[SPAOP-2487]

N A2 BT

X324 1CO EfFtE . 24 PNG. JPEG fMEAMEH.

VAR =t

MRHBRATARERMN, NNBEFBRRY:

£/ Netscaler igzs 13.0.x. 13.1-48.47 Z#i189 13.1. 14.1-4.42 Z&iH9 14.1,
« LDAP UPN BRE T 5P ARG,
« LDAP UPN #1 sAMAccountName R,

R

o AXHEFF 2308 FERE] 2402 RESMRAS.

o WRBTENX SSLIEFHATF Secure Private Access BEARS , NN FE G HHER Internet Information
Service (lIS) k£ “Citrix Access Security Admin” uhs2,
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StoreFront

« EHE>BHEL—AK, Web it ERINZRB M AE E R /Citrix/<StoreName>#, 7R HIRZAH
StoreFront &1, MILAIBNZEWENEBANTHE, XTERT Secure Private Access, Ib9h, BF R LTS
ETREHIRRAH Receiver Ul, &% StoreFront EBBMER, 55FE [EM@E.

o« MNREERARZ StoreFront kras 2308 SkERhR4s, N &JE > &2 Delivery Controller TTEE R Secure
Private Access #2585 XenMobile. XA & MThEE,

AEER

« REFNEBENZIFRIE.
- {8MIr% admin & runtime RS9 logs X3k, MRMIKT XL #E%, Secure Private Access %
IR,

BIEEHS

o ANMNAREFN, MRVARFETEES, WRETES. B2, NAREFELE.

Installer display in Uninstall or change a program (HH#:(EXIEF) NATHNLERFETR

LfER SO X43% Secure Private Access M 2311 #4&Z| 2402 B, HESEXIET @ (THIER > 127 > 12
FF1ThEE) 2% Secure Private Access RERFEMNRINEE, MARERVIBAEE.

« Citrix Virtual Apps and Desktops 7 2402 LTSR
« Citrix Virtual Apps and Desktops 7 2311 - R £ Hiji)

AT L@ 4% Citrix Virtual Apps and Desktops 7 2311 - &£ Rikia).

AR

B 2402 HMIT RERFEFR Secure Private Access 2311 i LEIZER, FaHITLRIE,

October 21,2024
HREN P SHEREREER,

« Citrix Workspace g
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=

&

- Windows -2309 XE= k4
- macOS -2309 HEShRA

Secure Private Access #EfHARSS 238912 1E R4t - Windows Server 2019 K EShi4s

StoreFront -LTSR 2203 3¢ CR 2212 KRE&ERA

NetScaler -13.0. 13.1. 14.1 XB=izAE, BERRFARAH NetScaler Gateway k7 13.1 35 14.1 IX
ik iEae,

Director 2402 S{E Sk

\BEWO: WERESITH Secure Private Access EMHFIENIRO. BXIFMEE, HSIR BEiflmA.

=,
2.

AT i0S #1 Android B9 Citrix Workspace R AREFEAZIHER T A#E Secure Private Access,

WEFM

ERERFHIMA NetScaler Gateway, EHFREEGUTIEAEE:

—&B17 IS 8 Windows ARSS251+ 8, BB T SSL/TLS 3EH, Secure Private Access ISR EEIZIE
Pt

StoreFront FEEEIREIEZFRRMALN URL,

HMEFERE StoreFront £#9 Store, # 8 Store fR%S URL A1 . MAREIERRS URL B9 https:
//store.domain.com/Citrix/StoreSecureAccess.

NetScaler Gateway IP #tisit. FQDN #1 NetScaler Gateway EliE URL.

Secure Private Access iEfE 41 (U158 Secure Private Access R4 E Eis, M niiNEss) A IP i
1tF1 FQDN,

7£ NetScaler LB BN S I0IEAD B X4 B To
7 NetScaler LECERY SSL ARSZ2RIFF,
A,

EPRETR. EEANTRERIIPRETE. MRTIHEVPKAZNES, Secure Private Access REi2F
BEHEBSRIUR. BR, XAUBEHFAREREN.
WiEE: UTRAERE. BT ICRNLEiiEESEMN Microsoft SQL Server frzA%I%:

- SQL Server 2022 Express Edition. Standard Edition #1 Enterprise Edition,
- SQL Server 2019 Express Edition. Standard Edition # Enterprise Edition,
- SQL Server 2017 Express Edition. Standard Edition #1 Enterprise Edition,

SHFHRE: BABERT, MRRNEIZIFHNIE SQL Server B2, R# Controller B R RINEH
16 #9 SQL Server Express 2017,
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SFTFFR, EAIE SQL Server Express i As#BA LK.
SR TIHBEESTRMEMRAAE (SQL Server Express Bioh, IRz ZiIRER)

- SQL Server Always On i Es&15 B¢ s 5241
- SQL Server AlwaysOn aJf144H (3% Basic alFAM4)
- SQL Server $EEHE®G

Controller 5 SQL Server 5= #kiBE 2 BHEZEZFE Windows 453,
BXMEENEZER, 1B5H HEE.
AR

BITRRS (IS BRIAMIEHRY secureAccess WAEF) FERBERBMINIE, FAEARZH Windows &
BE3IE. BRINERT, XEIGER Secure Private Access REEFIEE, NMEFEHEN.

EERKAER

& & Secure Private Access BIEEU T EERMKA,

« &% Secure Private Access: EMERZAITETEERKFP ER,.

+ %& Secure Private Access: EHMERIAFER Secure Private Access BEEIEHI &, ZAFtRRE
T Secure Private Access Mt BN AT BN EER.

« &1 Secure Private Access: &4 FifER Secure Private Access EIE Rk &R Secure Private Access
EEEHE

@iflimH

T&RFIHT Secure Private Access &4 EREMNES RO,

P B#r Bl o { | FHAER
BEIE 5 T {FiuL Secure Private HTTPS 4443 Secure Private
Access &Gt Access G -
Admin Console
Secure Private NTP fR%3 TCP. UDP 123 BYiE][E %
Access &t
DNS Brs3 TCP. UDP 53 DNS &%
Active Directory TCP. UDP 88 Kerberos
Director HTTP. HTTPS 80. 443 5 Director 5@
BTSN EEMILR
B PEHERR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/databases

Citrix Secure Private Access - Zsith

s BR -t %O FAER
WElEARSS 28 TCP 8083 S5 [HERS 2B
BUBEE AR AT 3K
=
TCP 389 ETF 4Ry LDAP
(LDAP)
TCP 636 EF SSL #9 LDAP
(LDAPS)
Microsoft SQL TCP 1433 Secure Private
Server Access f@iff - #iE
JESTEE
StoreFront HTTPS 443 SAIIEIE
NetScaler HTTPS 443 NetScaler Mx[ElA
Gateway
StoreFront NTP BRSS TCP. UDP 123 B ElR &
DNS % TCP. UDP 53 DNS &%
Active Directory TCP. UDP 88 Kerberos
TCP 389 EF4ixx AR LDAP
(LDAP)
TCP 636 ETF SSL #9 LDAP
(LDAPS)
TCP. UDP 464 ##H Windows &%
IRIEIN, RIFRR
BRI EARY RS
Secure Private HTTPS 443 SR BER
Access @ M
NetScaler HTTPS 443 NetScaler W%l
Gateway
NetScaler Secure Private HTTPS 443 R R 1RAESIE
Gateway Access i@
StoreFront HTTPS 443 SRR RER
M
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=S:]]

HTTP. HTTPS

HTTPS

B Bx
Web M ABER
RARPig&E NetScaler
Gateway
5|F
o BRRIEEE .
o BHINIERIRMN T ERIE.
o 3§ SSLiF+48E % NetScaler LAYREEIMARSS 28 (SSL).
Ri3iEm
August 26, 2024
BIREFMEER

%O

80. 443

443

FAER

NetScaler
Gateway SECER
Secure Private
Access N REFH
BE (WORRERERN
HAREFERMR)
RAAFIRES
NetScaler
Gateway Z[EfE

&

AEBDBIEEFMETEHMEETEE. SETMELL, MAEFNRBEERENFETER L2 T,

TEERTRSHEFEER:

Number | Number of | Secure Private Access node SQL Server (Secure Private Access Active Directory StoreFront
of Secure configuration Database only)

users Private

Access

server

nodes

CPU | Memory Storage CPU Memory Storage CPU Memory CPU Memory
(GB) (GB) (GB) (GB) (GB) (GB)

1000 3 8 16 80 4 16 250 4 16 4 16
5000 8 8 16 80 16 16 750 16 16 4 16

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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o XEEMEETUTRIZEEN: BESHEECEA, BEREIHRENT KXo

« AERT, BERE 90 XFKRZRE 100 K MEEEH, BEERATRENRE, XLEIREFE Secure
Private Access iE1TBYARSS appsettings.json X#Hr#kEl, AILURIBREEHITEN. BXFMES, 18
ZRARBEHATNRE,

frssesicE

TRETTRSBEENFAEE:

BE FAEE

NAREF S 250

REZE K 50

SNRAFPNNBEFHE 15

AD ERE BRET 20 M, &% 20 MRESRS!
HPEHERR B SR B HA 7X (BN

HBEHERR H SR 5 Hix (BRIA)

Secure Private Access IREZ S HERE 90 X8 600 N3

MERDR

TRETTSUARSRIREBEEXHFIFAREE.

[Gr=evats HAHER
M EL 10
Enterprise Browser s ESD 20

M Citrix Workspace R 2 B 2R 4

M Citrix Enterprise Browser i8] B 2+ 500

BRss &i@id Citrix Director 3HER#THEH R (8X) 1000
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EBEER

TERIBBEHANAREFIFRNAPSIE. 899N REFRKE UK Secure Private Access AR CPU 8 M E R T

EBER/NER:
L GB JgfiIfy

HITNARERE S2%NAER Secure Private  Secure Private  Ffig=ialll GB

AP =IE WESRER Access A7z Access CPU NI &3F

<20 (PoC Hig) 2 4GB 2 40 GB* HF PoC B
B, AIERE
RIS AL
BHERTE
SPA SREES
StoreFront 48
R EN L.

20 5 8GB 4 60 GB -

160** 18 16 GB Qrx* 60 GB AILERE 2 R
B% SPAT AL
RIS FIFRYMERE

AE

o x ZfiE=EIFEEH CDF HEEFE. BINERT, Secure Private Access 2% 600 NMRsHEEX S, &
MR/ 10 MB, Fitk, 308 Secure Private Access B Rz TR IRESEER—BITEN LB
17, WEEMNRAEMEFIBERN 12 GB, 1tsh, SQL express Al ALREEAMEINT EATF PoC BM.

o *x WFHAREENHRESRE, BINEELTARS LEE Secure Private Access, MARS
StoreFront £@E#t%, FR3E NetScaler Gateway hrasfEF 13.0 Si{fTF 13.1-48.47,

o kkx BINEFEAZEL 2 4 Secure Private Access T B EER IR E, EAEE—LEMAEEE

B 57 RIR & AR BURRZS AR AR RX L (a)

HthBHRE

A vCPU N1E
Secure Private Access &4+ 8 16 GB
Secure Private Access SQL 8 16 GB
Server

StoreFront 16 8 GB

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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B vCPU nE
BIES 4 8 GB
Active Directory 8 14 GB
kol 4 8 GB
ZRMICE

August 26, 2024

Secure Private Access RERFAIERIMII RERFER, LA LUERERD Citrix Virtual Apps and Desktops
ZRIEFN—BOEH. EXFAER, BERAZEZOAGRERRSITRE,

RETHGE, BARENEERITHEBERANKEEEOPEITH. ERILEE “HE” RigE Secure Private
Access, ERAILUITEREM “FFi8” F& (Citrix > Citrix Secure Private Access) %% Secure Private
Access REEFH o

ZIEFETE Secure Private Access HWEER KA ER

« ER¥ Secure Private Access, #AERZAMITENEERKP ER,

« Ei%E Secure Private Access, HMERIAFER Secure Private Access EEERITHIE, ZEAF 2
R#T Secure Private Access BT EN AT EN EER.

o RESTRG, ZAPBMAE—1 Secure Private Access EI25R, AEATLRINEMERR,

« EEIZBESEE Secure Private Access, % TfEF Secure Private Access BIE R K & R % Secure
Private Access B RITHI&

& & Secure Private Access

A LLEE SER A P B Ki&E Secure Private Access:

o B BIEFILSIRE Secure Private Access @I MMM B IL =& E Secure Private Access

o BEEEXIERE
» %5} StoreFront. NetScaler Gateway. Director FliFrI iR 28

ECE N AR MR SRS

IR & Secure Private Access ¥i5fE, AN BIEFEENAEFHRHRE,
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» BEENARER
o NN RBEFEEPIREE

Secure Private Access T2

August 26, 2024

1. M https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/ T #i Citrix Secure
Private Access 12,

2. EMAERITHEN SRR S1E1T.exe.

AR

HF POCHBH, BiVEERLE StoreFront MIE—&ITEWN L% Secure Private Access,

Citrix Virtual Apps and Desktops - Secure Private Access
Core Components

¥ Licensing Agreement

Core Components Location: C:A\Program Files\Citrix

Firewall

Summary _S:er.:ure Private Access (Required) i ) .

The software that enables secure access to SaaS apps and internal Web apps.
Install
Finish
Back _I Next | Cancel .

3. HREE LHHRATHRE.
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Citrix Virtual Apps and Desktops - Secure Private Access

Installing prerequisites and components

Installing... Less than 1 minute remaining...

Core Components

+ Secure Private Access

Installed
Post Install
Install

ot «os Companent Initialization Initializing...
Finish - -emp 9

Citrix Virtual Apps and Desktops - Secure Private Access
Finish Installation

The installation completed successfully. + Success
Core Components

+ Secure Private Access Installed

Post Install

+ Component Initialization Initialized

e

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16
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ZEZRGE, BRARENEERZHESBERINNKEREOREITH. EaJlEsE “¢KE” FigE Secure Private
Access,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X

X Citrix Secure Private Access provides a better
easier, and most secure way to access all
enterprise applications using Zere Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, oard access, printer, copy and paste controls and center to the users, without even opening a firewall port. traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications. going through the corporate network

R I REN “FE” 32 (Citrix > Citrix Secure Private Access) &%l Secure Private Access i
B

Bl cCitix

Citrix Secure Private Access

Citrix StorefFront

ﬁ*ﬁémfm Sy ]ﬁ |9E| L}\—FILﬁ

SSO FEERITHIS

BV AT Secure Private Access EIRixH| AN 52 EC & Kerberos 51431, X2E R Secure Private
Access fEREM Windows Z4IGE (IWA) #1TEER B3 KIE.

WMERKIGE Kerberos S453E, M7EiAiE) Secure Private Access BIBISHIS R, XA REmAER,

o MBEIMNER, WEBBAEM Windows SHI8IE (IWA) &EF,
o MBERGNIEP, MEETR Secure Private Access EFTHE,

BEREIE RS RE4k40# 1T Secure Private Access I8 8, WMRAFELZEHEN LA MERANE,
e RS ZE+ENETR— iﬁE’\JEﬁJﬂF‘iﬁﬁ Secure Private Access,

33F Google Chrome # Microsoft Edge 54128, EHRITUTHEUBA Kerberos,

1. $T7F “Internet ;%&imm”,

PR RL TR, ARSE SHAKFKE.
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3. BE “ihs”, FARRAN0 Secure Private Access URL,

MBI EZ BB ERE Secure Private Access, A LU B@EE . i, "https://*.
fabrikam.local",

Home Share Wi Application Tools

‘? ntemet Properties

- » ThisPC » Downloads » 5PA_installer_BG_32
General  SecUnty Privacy Content Conneclions Programs  Advarced A
Mame
Duick access

Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downloads *
Interrét  Localintranet Trusted gtes  Aesiricted ppert
. Documents . x64
Local intranet | Pictues o &6

This mneis for al websites that are s S aan
fourd an your intranet. & Security Settings - Local Intranet Zone <
) ) Setings
Security level for this zone O -
Alowed levels for tis zone: Al @ E
Mediom-low & Enable XSS finer
- Appropriate for websites an your local rs @) Disable
(intranet) O E
- = Most content wil be run without prompti
- Unsigned AckiveX controls wil not be doy & | soptng of Java applets
- fame as Medum level without prompts () Disable
[ Enable Frotected Made (requrres restarbng Inker g Sr:r:
Custom level. H B2, User Authentication
82, Logon
Reset all zones o () anorymous logon
(2 Automare logen orky n Intaret fone
AUTOMmADC OQoN Wit ATENT USET Mg
() Promot for user nams and password -
L* »
"Takes efect after you restart your computer
Resel cuntom sethngs

Resetior  wedium-on (default)

AR

o MNRMEA Chrome lEBA1E,15612 DWORD i3RI Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Goc
HEEIZEN L

+ 1£ Kerberos BRBE#ER A1, EXAEFMBHFAE Chrome &0 (B3FIFREED),

o WWFEMNEE, BEBREN LR Kerberos HAIIEC,

RS R

« i&& Secure Private Access
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+ F2E NetScaler Gateway
- BEENARER
o AN AEFEE IR RS

& & Secure Private Access

August 26, 2024

Eal LB Al B s S s AT B L S 3KIGE Secure Private Access, ZEXFEMIERT, EEATLUER Web B8R
BHI&¥I&E Secure Private Access 15,

o BRI SFIGE Secure Private Access
BIMAMEILERIGE Secure Private Access

DERMN

o ENTERSAFER Secure Private Access BIERITHIA, ZIMAFtWERE T Secure Private Access
BT EN A BN EE A,

o ERIRBIERZAT, HMRE SQL HIEEFERS .

Bt B IL S KRIEE Secure Private Access

$2 1: & E Secure Private Access

U= 218AY Secure Private Access ZREMR MR, ERILIQIEMISIMAR G LS,

1. B5h Secure Private Access Web BI2RiTHI&,

2. BRINBRT, £ “QIBSMALE" TAEL, “GIE#HH Secure Private Access its5” &b TFikFRES,
3. BET—%,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.
Database
@ Create a new Secure Private Access site
Integrations Select this option if this is your first time installing Secure Private Access.
Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

EECIRBIEREY, UMBshFRINFIEREERIERE, ANSRERBNEIEEREEIRERAT A,

SR 2. REHIEE

&R Secure Private Access thm SIBEIERE, XaI U Fohak Bih5em.
1. 7£ SQL Server E£#4, HWARSB/ENSZ. H, sqll.fabrikam.local\citrix,
AILMEA TSR 2 — 18 E B

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBFMAES, BBRLUERE,
2. 7russ=th, $ A Secure Private Access it s HI=& R,
FE

CBRANNESZNMEREEZEMNESR. BEESZHEIXR CitrixAccessSecurity<
sitename> BXEEN, WMRFEAEXIIEER, BEER Citrix HE .

3. BE M&ERE" LE SQL Server KAIREE, HHINZLRIEESRIEFEESFE.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

P Site
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name *

o Summary

Step 2: Database configuration

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

MNote: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

AE

o SN SQL Server RiEAFZihm, MEFEEERKK.
R SQL Server Al AEHIEEREE, NEEKETEL, B2, BT —FZEHER
« Secure Private Access ERITEN S % Windows B5I83IEXT SQL Server #17 &9 183F,

BnhEtE:

QELHENSHEEFRENSIEENIRE, A aEER BRiicE T,
o MNREEHMURFEIRERE, WSBEIEBIERE,
o SIREMERER, BRERZEMIEEATEREMBENMIEERENR. BXNIRFAESR, BEH gEHIEFFRRRN
M Ro

FohfcE:

BRI “FHEE” ETRIREHRERE.

EFoHEES, AT THMA, ASERT SQL Server THFEHIEENEIEERS 28 LIE1THI4S,
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} =r

AR

MRHENARF RE. “BN” M7 B NRKE SQL Server EWEIEEFRCIER, NWHIEEFEIZARS
KW BITETEN EEBERENIR. BXIFAES, BSH REBIEEFFHNR,

TR 3. ARG

E¥% Secure Private Access 5 StoreFront #1 NetScaler Gateway fRS5 83 F iE#2k, HAEE StoreFront
NetScaler Gateway FRSS2BHIFMIE R, HIEI ILERET RELL StoreFront #1 NetScaler Gateway R 28 H
3 Secure Private Access, i ERE Director fRS5 288 MIFRIARSS BRAVIFANE B

1. BALREAER.

Secure Private Access AR5 8stthit, 40, https://secureaccess.domain.coms
StoreFront 7 B & 5 URL, fjl#, https://storefront.domain.com/Citrix/
StoreMain.

2t NetScaler Rxithiit—NetScaler Gateway # URL, g0, https://gateway.domain
.com,

B3N 1P sthhk— It 3 1P stisibii S StoreFront s AEEECERIEEIN [P ik FEE,

38 URL —1tt URL #4415 StoreFront REEEMHMER, i1, https://gateway.domain.
com.

Director URL: -AT3¥ Secure Private Access 5 Citrix Director &k Director fR$328 IP it
5 FQDN,

YFAEARSS %8 URL: - BFUREML o] B8V IF o EAR S5 28 P #hdk,

2. BEHIEIEFE URL
3. BET—¥, ARBRLHRT.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations

Site
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.
Database
Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
Integrations doesn't need to be a public address.
Summary https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

SR4. ERE

BEBSME, BT URREBIRSSIT LUANR, Lih, ERHITHZE UHREILIAIR Secure Private Access
BRSS85,
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MREERENEETEMER, BFSHAERMEHRUTBFRES. MRXTEMBAE, BHEKER Citrix SZHEp
o

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 4: Summary
Review the summary of your Secure Private Access setup.
o Database Administration
0 Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

SOL Server Database has been configured.

StoreFront has been configured.

NetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

RETME, BE BE TELN “XE B, BERUTIHEH.
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You're almost done setting up

Finish the following tasks to complete the setup. These items are essential for publishing applications and policies.

Get Gateway scripts

Configure Gateway
Mark as done

You must configure your Citrix Gateway for use with Secure Private Access by downloading the necessary scripts from the

Gateway Downloads page.

Download StoreFront scripts

0 Configure StoreFront
You must configure StoreFront for use with Secure Private Access by downloading and running the necessary scripts.

Go to Director documentation

Director
Mark as done

To connect with Director for real-time diagnostics, you must use the configuration tool to configure Director with Secure

Private Access as described in the product documentation.

Service overview

Applications (D Application launch count (O Access policies (D

Troubleshooting and Logs
View app access status and information for apps configured within

Secure Private Access.

Go to Troubleshooting Logs

Search by end user in Director to view and triage Secure Private
Access session activity.

Go to Director

Active users (O
65 319 316 30
Troubleshooting resources
&} i
Director Gateway
Log into your Gateway appliance to track sessions and manage

single sign-on across all applications.

o REWIRGE,
« BRR

FigER, EEILM RE” > “B
EERTLURINEIR SRR, UERZATFEEERERAENR,

BXHEGER, BB %

I

1. £ “SUEsiAIER”

AT LIM Web &
% Secure Private Access WRMEE R WIE T TENR, ARG, %E

ZEREERE,

BEREHARHN RE > ‘Gl BHLE,

2R PEEEERYIR.

BiLEKRiGE Secure Private Access

B HMEER R

WEL, ®F “MANESR", RREEH “T—F7
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration

SQL Server host™ (T Site name* (L

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually
With this option, you must download the script to give Read and Write permissions to the machine. After downloading the

script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. 72 SQL Server 9, WARSEBINE. HBRFMER SQL Server RBEFES BN AIIL =5 MR AT

HIERE, AILMERU TRz —ieE SRR it

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBEMAES, BBRLUERE,
3. fEifEs, #A Secure Private Access it RIE R,

4. 8 MEER" LUEE SQL Server LHIREAM, HHBINIEEFEPREFTEENILR.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

@ Database

SQL Server host* (T Sitename* (C

| xa03-spa.training.local\SQLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

Summary

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

MRz RO B RANERIERE, WERINERW.
5 BEHE “RE

HITRERIINEZN TR SQL HUEERSBEEEFHIOE AR I LUAIR Secure Private Access fRE 285,

EEP R

+ F2&E NetScaler Gateway
- BEENARER
o N AERFECE R SRS

i

August 26, 2024

UTERFAatEEr9EA Secure Private Access Ry E4A #,

+ StoreFront: - StoreFront WAEF#HITEHRIEHEEAFHRNKSENEZARE. e EERL AR
[E, ERAFAUBEBERENERENSEMEZARR, StoreFront RIRERAFRMEBREFITHE. REAN
BIMUREMEIR, XBEMTFREAFES MR ZEIEET—HHEK, HX StoreFront 5 Secure Private
Access ERMIFAESR, SR StoreFront,
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+ NetScaler Gateway: - NetScaler Gateway i&@id By A IBIRE R —RLIHA =, B X NetScaler
Gateway 5 Secure Private Access £ERBI#AER, iE51H NetScaler Gateway,

+ Director: Director EEaESHITH MMM MAAPEHFR. E3§ Director 5 Secure Private Access %
B, HIEMNKIMIE Secure Private Access #iEARR Director ARZ52389 FQDN 89 IP ik, &% Director
5 Secure Private Access &ERHI¥AE R, 1ESi# Secure Private Access 5 Director FERL.

o FENEARSSER: FPIERS SR IBIF eI B, BXIFAIEARS 285 Secure Private Access &piiiF4A
E8, EBIAIFRIERS 2S5 Secure Private Access £,

+ Web Studio: Citrix Secure Private Access Bk 2l Web Studio &#la s, FERAAEEEET Web
Studio T4§ihiA1ZRS. B*5 Web Studio S£mM A Secure Private Access B9¥4fE 2, EEIA Secure
Private Access 5 Web Studio B9& /.

AR

M 2402 kieFF8a, Director #1 License Server B4 m%I Secure Private Access #,

NetScaler Gateway

October 21,2024
SERT:
ARG EN AXEER 2 Fit)ZE NetScaler REBE{R7F NetScaler B2 &,

1. MUUFRIE TEMZA https://www.citrix.com/downloads/citrix-secure-private-access/Shell-
Script/Shell-Script-for-Gateway-Configuration.html.

E A NetScaler Gateway, &R ns_gateway_secure_access.sh.
EFEHIUE NetScaler Gateway, EER ns_gateway_secure_access_update.sh.

2. B XL A E%E NetScaler #1288, &EaI LIfERA WIinSCP M B #EF 3 SCP &%, i, *scp
ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local:/var/tmp
*

o

g, xscp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local
:/var/tmpx

AR

o EiUERA NetScaler /var/tmp X R EMEIRIER IR,

o RRXHLL LF 1TRR7E. FreeBSD £3%#F CRLF,

« NREEREEIR ~bash: /var/tmp/ns_gateway_secure_access.sh: /bin/sh
AM: bad interpretationr: No such file or directory, NERTEFER.
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ERILUERE A EXARIES (5150 Notepad++) ki,
1. SSH 3 NetScaler #t#23) shell (#£ NetScaler CLI N “shell”),

2. B EEMMZATINIT. A chmod &< RMITIIZIE,

chmod +x /var/tmp/ns_gateway_secure_access.sh

3. 7 NetScaler shell Liz1T E1ERRIZR,

ateway_secure_acc sh
reAccess_Gateway): spaonprem

on profile name: authnprof
1 ns32205

SPA Plugin support....

Humbuu of PEs runn
ya_tcp_udp_apps from 0 to
p_udp_apps from @ to
p_udp_apps from @ to

ys ns_vpn_enable_spa_tcp_udp_apps=3 in /nsconfig/rc.netscaler file.

/UDP Apptype sup;nrt setting: nsapimgr_wr.sh

created
mman
/var/tmp/ ateway_secure_access_output

4. MNFTREH. BXBHIIR, BEN RFM.
N F BRI E A SSLIES, @Rt NetScaler EMBEFIRHNE .
ER—PEEZ NetScaler <M (BiAA var/tmp/ns_gateway_secure_access).

FE:

AR ITHIE, 2107 NetScaler iR £ B IHREENER M. SR NetScaler 2# Secure Private
Access #EfF, NIzZ<iE = NetScaler Thag, LUk smartaccess frid. KiFBGH UKL E R E RS 2R
BN EERIFNELETTE, BXEEGSNIFAEE, BESH IFEiHRnE.

/nsconfig/rc.netscaler X 1REHI Secure Private Access & IR IFEE B E NetScaler BRI
BRRE.

! [NetScaler & & 2](/en-us/citrix-secure-private-access/media/spaop-

configure-netscaler2.png)

1. 0#2l NetScaler CLI H Rt IEGR<S NI BITERR NetScaler &<, ZMjF,

batch -fileName /var/tmp/ns_gateway_secure_access -outfile
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/var/tmp/ns_gateway_secure_access_output
NetScaler B METXHHMH S, MR—ITHISKK, ESBERITTF— IS,
MRZFFEHSE 6 PEANNENSHARER, WanSrsil,

2. WIRFIE SR K.

=W

MREIMEEIR, NetScaler MAETITRRMBTHE D CE/EMH/HEXRR. AL, WRAFENSERERHT
HIESMER, BINMRERHITRE,

ERMAAE7E NetScaler Gateway L#E Secure Private Access

xR e UERIA NetScaler Gateway FHHIAR LR LFAFIHR, BE, ZHEARSEMUATAS:

« BB NetScaler Gateway MRS 25
« 48E 2 NetScaler Gateway I B RIERIENKIERER

BRERITZANES M HEBMXEENED.

NetScaler Gateway E\IRSE 25 LIVIRE

FINSHEFH AL NetScaler Gateway EH RSN, BEHRHEGEUTSEISENE XHE,

AR AR S5 25

o tcp BB EFR: nstcp_default_XA_XD_profile
o ZREHA: |CA_STOREFRONT ((XiERTF add vpn vserver &%)
« icaOnly: %

BRI ARSS 25

o tcp BEEXHRFR: nstcp_default_XA_XD_profile
o icaOnly: %

il

ERMEPIRS 2R, FRITUTERE:

add vpn vserver _SecureAccess_Gateway SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF

EEMEMRS S, BRITUTERE:
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set vpn vserver _SecureAccess_Gateway -icaOnly OFF

BXEMRSH[/BHFMER, EBIF vpn-session #E1E.

NetScaler Gateway &iFigfF

RERFEI RIEREHE RN R EMARS 2R QUEIBIRIER, BHREBUTSHIRENEXHE,

« transparentInterception: X

o SSO: 7

« ssoCredential: £&

o FHMIP: NS

o uselIP: %A

« icaProxy: %#

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - BERH
IE URL &ift, FiEi&#2 /Citrix/MyStoreWeb 2aE.,

o B URIERE: X

« ntDomain: mydomain.com - BF SSO (FTi%)

« defaultAuthorizationAction: fiF

« authorizationGroup: SecureAccessGroup (HfFREIZILLA, BFHELTEI AL RFEERRNE
i)

« clientlessVpnMode: i

« clientlessModeUrlEncoding: &M

s ZE2NK: ERA

« Storefronturl: "https://storefront.mydomain.com"

« sfGatewayAuthType: i3

il
ERMKIERE:

add vpn sessionAction AC_O0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy

OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF -ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode
ON -clientlessModeUr1lEncoding TRANSPARENT -SecureBrowse ENABLED -

storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType
domain

BEMRIERME, BRITUTERE:

set vpn sessionAction AC_OS_SecureAccess_Gateway -transparentInterception
OFF -SSO ON
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For details on session action parameters, see <https://developer-docs
.netscaler.com/en-us/adc-command-reference-int/13-1/vpn/vpn-
sessionaction>.

3% Secure Private Access G4 EEI VPN EiIRSS 25

bind vpn vserver spaonprem -appController "https://spa.example.corp"

5 ICA NAEFHNRAE

795 Secure Private Access fafFmeliEHEFHA NetScaler Gateway Rl B F B ICA AR, X
MIERT, EHAEE Secure Ticket Authority (STA) HiGH4E S NetScaler Gateway., FE: STA RS2
@& Citrix Virtual Apps and Desktops DDC ZE#—EB53,

BEXFAER, BERUTEE:

« £ NetScaler Gateway LF2& Secure Ticket Authority
o ENinAfR%: Citrix Secure Gateway/ NetScaler Gateway Secure Ticket Authority

SIFE RV

FELURRRASH, NetScaler Gateway £ BEHEIXIRIC. B XX ERHLRIC RS R AR,

o 13.1-48.47 RMEBMRA
o 14.1-4.42 REShRA

BRI IRR RIS fE ARk INZEI Secure Private Access i&#iER P,

AR F X ns_vpn_enable_spa_onprem = ns_vpn_disable_spa_onprem Ll 7£ X &
NetScaler k7 /= R/ 2 ALLINEE,

o WAILUER®S (FreeBSD shell) #1Ti7ik:
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem
« EIIETUTHS (FreeBSD shell) 3 HTTP callout E2Z&E R SecureBrowse EFIHIET,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

o WMRIHAEIEL, NEAEEHE “Access restricted” Tm.

nsapimgr -ys call=toggle_vpn_redirect_to_access_restricted_page_on_deny
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o £ CDN E3EER “Access restricted” TimEs,
nsapimgr -ys call=toggle_vpn_use_cdn_for_access_restricted_page

« BEXH, BBREITHEHENG S,

BINETHRA X BITAER XA, FIET nsconmsg &<,

+ E7f NetScaler Gateway LEEBEREEHIAITE, ESHE BLE £ TR,

£ NetScaler LREZ 2B IHINEHIRE

Z1% NetScaler E1#%8 Secure Private Access fEfHISE, EHITULT2E:

1. BUEREH XM /nsconfig/rc.netscaler,
2. B Tan< A eI,
nsapimgr -ys call=ns_vpn_enable_spa_onprem
nsapimgr -ys call=toggle_vpn_enable_securebrowse_client_mode

nsapimgr -ys call=toggle_vpn_redirect_to_access_restricted_page_on_deny

nsapimgr -ys call=toggle_vpn_use_cdn_for_access_restricted_page
3. REZXMHF

E#EEh NetScaler BY, ¥ BE# A Secure Private Access &8 &,

BRI

« DEM NetScaler Gateway aJ AERMASHEITERN, BRENMIATARETREZMNTTEE NetScaler BLE.

+ i&707E NetScaler Gateway LR ICA Proxy, E2E NetScaler Gateway BY, LtIhEERHER,

o MREEAIBEE=FTH NetScaler, MAHMIEMLEHHIT—LBER, FlM, 2iF NetScaler 5ELIHO LY
HihB ¢tk 2 [ERE S,

« fNR7E NetScaler Gateway EEH SSO, EHafR NetScaler ERFAE P it 5 StoreFront @15, &8
WAER StoreFront #.5 IP sitikE NetScaler #in#AY StoreFront DNS i2%,

EEAHERKIES

WMERFEM Secure Private Access iHENIFRIABTMX, MHTIEABEMRIEFS EEE Secure Private Access #1
'BE,

RITUTHBU LR REMKIES:
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1. 1A admin APR$TF PowerShell s $2FFE .

2. ¥BREMH Secure Private Access REX#H#X TH Admin\AdminConfigTool sx#sk (fi#, cd “C:
\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

3. BT TS

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

A& LT XArid

August 26, 2024

Secure Private Access & RIBAF SIE L TX (FIMNIRETFATURERS. ERENRM. HIBUE) RMHX Web
5 SaaS MAREFRIIBRAR (BEeEE).

BRI LEIFRERDARNTEE L FXAREE 4, Secure Private Access &% LB E T XATiEEN BF &S 5%
WIEMWA P =iER NetScaler Gateway H#g (2iE. MEMHIKIE. EPA) BB,

Secure Private Access AT LUS S IR IEAMSERIRSL (FB18) B mMXHTEARZER, BXEAER,
EBRE eI TS,

AR

Secure Private Access X150 7£ NetScaler Gateway it B FY£2 B X 771 & 1 30 SRS

fEM GUI L& BE XHRid

& L TR MU TBRT R,

1. EEELHEMXTRS AR
2. BEETE 1 IIERIEEEEZIR X E MRS 25

B HM X T 5 17 30 IE SR B

1. S4n%l NetScaler Gateway > 588 > B HIIE, AFEEHRM,
2. EENAERKRIZERRINEM. RIS MAESE XS E,

3. EIEKIBER, BEFMUSIRIEE, ELUSIIIRFESATS IR, fl, FA—MEEAFILNR, £A
F—MRIEELISIE,
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4. FREFRPETFARGEE, ARREHEE,

5. ERARS, FRRAREXHERRENRIBRNRBNETRIENL,

Create Preauthentication Profile

MName*

win10_profile @

Action*

ALLOW v
Processes to be cancelled

Files to be deleted

Default EPA Group

spaocpdev @

Dashboard Configuration Reporting

F Create Preauthentication Policy

Name*

Windows10 0]

Request Action®

Expression *

Documentation

Downloads

Select N Select N Select e

CLIENT.OS(win10).HOTFIX == EXISTS

TEERT Ht0E Windows 10 &ERGEMATER RHIRER.
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. BEEIE,
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BEHITZ4EE NetScaler Gateway

1. &fnzl NetScaler Gateway > EilRS 25

2. EBRBRENSHRIERENEIRSSE, RERERE.

3. TEERIEE P, BE + HPER,

4, {EEEFHRIEH, EEMSHRIEKRL, RABREREFELRERERFIER,

Choose Type

Policies

Choose Policy*

Choose Type*

(Comea )

Preauthentication o

Request N

5. EERIRE A RESITERIM TR,
6. g Bind (4%,
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Choose Type
Policies
Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*
Windows10 > Add O

» More
Binding Details

Priority*

100

(- 1=

fEF CLI ECE B E XARid

7£ NetScaler CLI EBfT U T o< RAIBMSERN S (D I0IE
il

« add aaa preauthenticationaction winl®_prof ALLOW

+ add aaa preauthenticationpolicy Windows1l® "CLIENT.OS(winl®)EXISTS
"winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

AINFTRY £ TR

1. ¥T7F Secure Private Access B RITH & H B iR,

2. RIEIERIRFHEEIE KK,

3. ENRBEUTEHIIP, BERMEH, EEFELTXIRE, £0E, REWMALTXREZET (BN,
Windows10 ),

518

o AN AREFEEHIPRE,

o HEREIPIRE,
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StoreFront

August 26, 2024

& Secure Private Access 5 StoreFront #[E#t%, N StoreFront LAY Secure Private Access ERE S HE X
ZERASETER.

B2, R Secure Private Access 25 StoreFront £EHEEH, NEFLEREERNAFITHK.
HITUTH R, FapficE StoreFront.

1. M Secure Private Access BIERIEHIE (88 > £r8) THHZS,
2. BESHIHITEEEMNM StoreFront & BX N AT &7,

THEHHN zip X EEMEMA. BRXGMEREFERZ, WMREH StoreFront #1 Secure Private Access
ZIBIRIEERR, M LA S IRRIAN,

3. M . /ConfigureStorefront.psl. @&<7 PowerShell 64 (ISl EUEE R S HEITRHIZ

o FEEHMBH,
o %% PowerShell BIZAHITEBRISE R “FREHE” 3 “Gu3” F4EinfT StoreFront Bz,
o YNERIE StoreFront BEB B E, ZMATRKIEEEEIERIE M StoreFront ARS8,

&/ Secure Private Access i& BB E StoreFront /&, BIAI7E StoreFront €127 & (“&12 Delivery Controller”
E®) $E&2 Secure Private Access {4 EtE.

R A Citrix Virtual Apps and Desktops Delivery Controller BE2& T Secure Private Access HER&HIRE,
M StoreFront A< BmRERGAHIRE. RIAMERT, ZMZEAFEAERSE Secure Private Access (BB
LR B EEE > BEE).

BE.

o EiIXfEA M Secure Private Access B 18 R E T & Y StoreFront Bl &% StoreFront & & X R
Secure Private Access, i57IM StoreFront B2 EEE Secure Private Access, EAZBFRE
AE¥E StoreFront LFAEMENEE, HNBTZHEAETMFIENENIE,

« —“ Secure Private Access iEstE] A7EZ 4 StoreFront 28Z (7ERF— StoreFront B — 1NN A
[Esi FFEAY StoreFront SfE L) HEE,
ALMIEE > Sk imAa StoreFront,

 BN{E Secure Private Access 5 StoreFront £F#tE, StoreFront BB EH LA BITIRE > £/
EIE T, BoRENEENREREITR. RN “KE” NMEAMTFNBERE, WHHTE
StoreFront fiZ&FHEMERAY StoreFront it&# _EiETT.
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{5 StoreFront ix7~ 2308 = F 2 hrasA

WMREFERZ StoreFront hrZx 2308 skE RS, T StoreFront EEAEEE L TEAA:

« Secure Private Access 22 8~ XenMobile,
o RE7% Secure Private Access Ars52 URL,
« Secure Private Access i [A& 277 80,

Manage Delivery Controllers - alfacqgel

Edit Delivery Controller

Spec i
recof
H Display name: ||Secure Private Access
i hs Type: Citrix Virtual Apps and Desktops i
sfd
. Kenhpp 6.5
| |
&) ¥enhobile (9.0 or lower)
Server:
Port: a0

Advanced Settings
U Configure delivery controller communication timeouts and other Settings
! advanced settings using the 'Settings’ dialog.

Co :]

Stof
"o TR

{EF3 StoreFront frz 2.3.11 S ESHRAEY

7£ StoreFront kx7s 2311 XEERAF, ERATF Web B Citrix Workspace ZF a4 Secure Private Access
R 2R, XZE A Secure Private Access A #51E Workspace for Web SE & /Ezh Secure Private Access
Rz 2R,

Director

August 26, 2024
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Director 55 Secure Private Access FISE R AT LSS LB &Y 14 e M AN AN B P& HEPR. 3§ Director 5 Secure Private
Access £/, HIUERNKTTE Secure Private Access #iEARAY Director BRS52889 FQDN A9 IP stiit, B xiF4M(E
|_. ) ]ﬁzElE%EjZHER%%o

#% Director At 5 Secure Private Access R RZas#thhk4s 2402 & #Y Secure Private Access M2 %I 4EEC &,
MBERBEE Director, NHRRERIIZAH Director, LTSR 2402 SiE Sk, MREBLZEE T Director,
MA P EFARBIRMARA, BI LTSR 2402 SiEShRA. 0RFEM Director, MFEA5ERL Secure Private Access
KB, EUTERT, BRiEFHaKK,

« Director k7£ Secure Private Access #iE .
o &5 \B Director IP #thiits FQDN 777,

B XfEM Secure Private Access iE#ft Director BI¥45 8, ESiR5 A StoreFront # NetScaler Gateway A&
SHRUNTEREREERE,

=z

AR

o Director ZMEEFRAZIFEMB Windows SHIEIE (IWA), tNREEZEMEA IWA ZRE Secure
Private Access #zfilga, NRGZRRREERAA Director EMHIER.

- NREBERFohERE Secure Private Access 1z#1&, MsFAXLEFHE S5t Director RS 88417
BRI, MREREL, NRGSRREERBNIE,

o IREERTIGESTREXIRMEM Director, BN “BIRIZE” TWEAMIFA Director, HIRERFE
#1 Director ¥4 BB, BERMMMNEIEAGEHITEN. 4818 Director URL IPv6. SSLv3 Rz#¥
BOER,

1=/ Director E2E& T 2 Secure Private Access H[REZE Director

{FREE T AA Director E2& Secure Private Access IIERTEHERNMNELS B, EXIEMES, 5B Secure
Private Access 5 Director B9% .

7z Director 1# & Secure Private Access AR &%

&R LUTE Director H&EFEE Secure Private Access PR &iE. BXIFMER, I88REHAFREE Secure Private

Access =i,

VFAIERRSS 25

August 26, 2024
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Secure Private Access Y AT IEARSS 28 R UREE R NIRRT $BFR E NI NS A G, WFRIERRS B A LUIEVIRIGE LR
ia)fEEF Secure Private Access i3, HaILITEIR B SE/EHTABREH. BHXEM Secure Private Access i+
FOIRSEMIFAMER, BSIFER StoreFront #1 NetScaler Gateway RS S UREREFEEILE,

E3% Secure Private Access S¥FaIEIRS 28:&E %, ST IFAIIEARSE 2 URL, Secure Private Access = H
shEF RS 2 LM EC.

AR
o WUMIEVFRIBRSS 88 EREZE D — Citrix Virtual Apps and Desktops RI2iFal, 7 BETEIFRIARSS 23
L3*#r Secure Private Access #f4

o hrZx 11.17.2 A7 45000 K& EShRAZ3#F Secure Private Access 1&4-BIiFRIIEARSS 28, NREBELZH
BIFENEARSE2E, MAFE AR 2B ARE) 11.17.2 Axds 45000 FRZSE8 3 = s

AXETRESBNESER, FEATTRSSE.

Web Studio

August 26, 2024
Citrix Secure Private Access =52 Web Studio #=#l&, AP EER%ET Web Studio T4&iA1a1%ARS .
M=% Web Studio ir4s 2308 S E= AR,
BITUTHEUEA Web Studio &5k:
1. A Citrix Virtual Apps and Desktops RiEf2F &M DDC RiEf2F %% Citrix Web Studio.
2. RERERE ENHATHRE, YRTEATHIZEMIEE, %A DDC FQDN fEjizhiggtit,

3. MR ERE, M3 C:\Program Files\Citrix\Web Studio\Site\studio\assets\json X%, AEENK
spa-config.json XHHAR,

MRERIEIINI B RE Web Studio, &% C:\Program Files\Citrix hHEIAREM BB IR N IEHNME,
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Q{ ChProgram Files\Citrix\Web Studic'Site\studio'assets'jsonspa-cenfig.json - Notepad++ [Administrater]
File Edit Search View Enceding Language Settings Tools Macro Run Plugins  Window 7

o B oelgl|ﬂé'|:|3 |c_-_’) |ﬁﬁbﬂ|‘33| |'='~' EDEPDEhe=|M@ )
[&=] spa-config,json t:il

1 =k

2 "name": "Secure Priwvate Access",

3 "namespace”: "/spa”,

4 I "entry": "https:// .local:4443/accessSecurity/ui/citrix-root-config.js",

5 H "configs": {

& "preload"™: false,

7 "expandLeftNav": false,

8 "globalStyles": false,

g "cacheStyle": true,

10 "ztylelsolation™: falsef

11 - by

12 = "props": |

13 I "odnUrl": "https://by - .local:4443/accessSecurity/ui/",

14 "namespace": "/citrix/studio/spa",

15 = "hackendServiceUrls": |

1é I "gatewayCorefpi™: "https:// i ik 5 .local:4443"

1. 3§ “SpaServer” BifAEH Secure Private Access i FQDN,
2. EFE| Web Studio,

3. aEMSHiRE L, B “Secure Private Access”, M Web Studio i#ia] Secure Private Access &IE

=Ha.

FRENAERF

August 26, 2024

1% & Secure Private Access 5, RN ERREH QECERNAZFEMIARRE,
1. EEERITHED, B2 “WARER
2. A& FMMAER.

3. ERNAREFARENUE,

s ERORBENBZIMEINB BZFEA.
s ERORENE B, BTRINARERF.

4. T ‘NAERFFAER" BORAUTEMER, ARRET “T—H7
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Add an app X

To add an app. complete the steps below

“  App Details

Where is the application located? *

@] Inside my corporate network

App type * App icon

Outside my corporate network

‘ HTTP/HTTPS A ‘ ¢~ Changeicon Use default icon

App name

google-translate

‘ Do not display application icon in Workspace app

App description

Add application to favorites in Workspace app

£
App category &
| Ex.: Category\SubCategory\SubCategory ‘
URL™ App Connectivity* &
| https://translate google co.in ‘ Internal
Related Domains ~ App Connectivity ™ (D

| * google2.com ‘

Internal N

6 Add another related domain

n Carcel

B2 BT - BEF B M,

R FARRFER - NAEFNEEER, RS ETEXRETREENARF, e URMTHEIMANE
BiEFEm*xEEE: KEYWORDS: <keyword_name>, ERILUERXBFHENBIZF. BF1FH
55, FBRREENXBFMEL R,

R RBEFES - RMENMFRRBM NRER), BRHHNBREZFHAESRAE Citrix Workspace A
FRES, SRS NREFRINHZES, e Citrix Workspace B REHRHIMA LS,
71 Web 3 SaaS RREFIEERNE, ZNARFEERE Workspace AR REFHFELSIT,

- KR/ FEAITHEEREE, EERATUANSINBERFMFHES,

- EKR/FEFBHBIRERBINMR. fli, WS55~N\TE, It EFBRRAKNE, EERA
WHRRMATE X T EMBIES, R Citrix Workspace AR REFHNEMSE NARRF £3IF
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ERAPENRRA RARALES, MHZERETIH R,

e, SNSRETER AEFLFF PR IRMAG U S TERELFIBA AL ST TIERERER], MR
WS T EMZRZERISL, Citrix Workspace Ul if 25 H— B Rk SH T AEERRFH 251,

N Rz BN — R & BB A E N AR R ElfT. EFRX Ry 128x128 B&, HEMNXF Ico
B WMRAERER, WEERIIAET.

TRAFRERNAER -IREFEAFR ETNARER, HERITE,

URL —ZfA#EFH URL,

BXIE -RIEN AIERF URL BaEZRAEXE, SR AARINE Z8XRERESMR .

BENIE R AR AR N B Rk - SR R IR TR B L R R R N A9 Citrix Workspace [ FR#2 B R Ui
R8s, ®EFILEDEY, 7E Citrix Workspace AR, HEEMMNER BN ERERAERFN
KLt

- AP MRS H RS -2 & IR AT 7R R A2 1T & M Citrix Workspace Rz 2Ry Uk
KR AEFYIRPRRZNARER.
HRRILEMEY, 7F Citrix Workspace MABRERFY, ZNARFNE EAKEI— M EEEFET.
- TR MUE SRR -2 &Ik AT 5 1EITiRE M Citrix Workspace Rz FBi2F B9 e i A
R FIRFRIERZERIERF,

INREM Secure Private Access #=# & P IRITIC AR AR, M F o iX LR AR M
Citrix Workspace ByUtR5I R+ iR, SNRGRFAEFM Secure Private Access =51 & /g, MX
Ly AEFASBEIM StoreFront FRfliER.

o RAREFERE -7 Web ARFEE “WE”, 7 SaaS MARFIEE "IN,
5 B “RE, ARBE T

BRAILEETE “RE™ > “WAERFE FEENFENARERFS. BXEZFAES, B2 LXEEERE,

ISt

FN TR FFECE 1R SRR

AN AR EE R R

October 21,2024

HEREATEREAF A ABASERANNAEFAR, LI, SR BIRINZ2REIRE AN NARER
B9 PRI,
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1. 7 Admin Console &, B a5,
2. BEOIEERE,

Policy configuration

Create Access Policy

Create a policy to enforce application access rules based on a user’s context.

Policy name and applications

Policy name

msn-pol

Applications

msn @ Q

Conditions

User conditions

Matches any of e spablrl.com A4 spablri.com\Administrator @ N/

@I Add condition

Actions

() Allow access
@ Allow access with restrictions

() Deny access

Access Restrictions (0)

@ Add restrictions

() Enable policy on save

Save ( cancel )

3. £ NA, ERENHIERRREHNEERF.
4. 71 AR [AFE-REAAARFRIELHN BREFAEERHNAR S AR A,

o MEUTER—I: (XAWSFRPTHHERRILER A SHAH#TTIHE,
o ALECMEM: AFRRFRPTIHBAF A ZINIFRE B P SEEI T,

5. R HAMEM LURE L FXAREHRMB — P&, XEARDREB NetScaler Gateway.

o

R FHTE, AEERSARITRIELN BIEFIARNR .
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7. £ RRRITUTERE, ERCIREFRHTEN N BREFREHITHUTEREZ —

o RFFIAIR
o SRR (PR
o $E48351R)

YEEE fRiFinE (BRRED &, ERILOERER LIRS,

Add/edit restrictions

0 selected

Access Settings

v

Clipboard

v

Copy

A

Download MIME types

v

Downloads

A

Insecure content

v

Keylogging protection

A

Microphone

v

Notifications

Paste

v

v

Personal data masking

Popups

v

v

Printing

Printing options

v

R

Screen capture

Upload MIME types

v

R

Uploads

Watermark

v

R

Webcam

View selected anly Search

Q

Current Value
Allowed
Allowed
Multiple options
Allowed
Prohibited
Allowed

Ask every time
Ask every time
Allowed
Multiple options
Block

Allowed
Multiple options
Allowed
Multiple options
Allowed
Disabled

Ask every time

PREIBINGIRIAIE) . BN AREF RS MR Z BRI BT/ S il HENE R,
FRHIFTEN: ZFM Citrix Enterprise Browser HR3TENRIIhEE,

o [RETH: RABFMEBEFATHRIIEE.

PREI_EE: ZRBAFENBERFR EZREES.
BR/KED: ERFPRELRERKE, ERAFPHENBNERF R IP ik,
FREIEICR: PHILERIERE. SAFRE

AEAAFENERERNARERFN, MERARSERERLR

gEmE, i, BRENBRE ERTHEEDHZIRP, BIEREIER. F, MRA Office
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365 BATNARFRIPER, HERP&EET Office 365 Word ik, NIFFE HRESERAICRE
£z,
- REFEHR:. ZREREAREHREFSILARFHRFSNINEG NRAFSEBRRR, WaH

REHFR.

AR

ERICFHMRRHBRAMREIGEATF Citrix Workspace &% F i

1. 7 SREERME, WANRBHRT,

2. %EF RIFNBAKE. MRFEFUET, WXIERE, MASENAERF LMK, &, SHETUER

toggle FFX M Access Policies (i5ial%EE) TiE = AKRES.

IR ERBR IR STER

BIRIAIRRIEE, RIMERTRAHRREIBE—MUERRFES. ERILUTE Access Policies T EEEFR KR,

ERENREFZEERSHMER, HFERHATIHE NRIEREEEXOFAHFLE, WTEHREARFESRIENT—
EREE, RIS

TR A A Flo

ISt

MEPERITEN (Windows #1 macOS) BiIFEHERE.

B EIIIE

¥ Secure Private Access ZE &

October 21,2024

Secure Private Access MR AR USEANER, ULNSTAME. SELHEMNTT B, WFAEHBEE (4
i, it 5000 NEF), AUEEZ M EIMA Secure Private Access TR BT E HHILEAY B,

BlZ Secure Private Access 7=

o BATEHMENBET SHME Secure Private Access ihsm, BXFEMAER, BE2R BEXMANBIESIEE
Secure Private Access.
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« T8 Secure Private Access Time, BEMRRMNRSSIER, IPERE A RRRERESRBIMBAS
1 &it9%78% FQDN ITAL,

« 1Z Secure Private Access RECEFE— T =AY, BER A ISR BN, BRMELT =, 157 Integrations
RIRAIEE SRR AL, ARFHBITEIRERR, BXERMAARBIEENFAER, FSR EREMZAFA
RERE.

Application Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

hitps://zeta.spaopdev.local o C L 7

R E

Secure Private Access B#EISBE S BIFEN M TEHREER, MREFEH NetScaler fERm &Y%, HFEL
TEm:

« FTFininl StoreFront 89 FQDN fERERE&BEM (SAN) @57 DNS FEH, MNREFEHNEHEHITES,
ERNEE R RS M FQDN fHaF9#as FODN, XERTF SSLIE#H. 3FF Secure Private Access,
RREAHNESRMEBT. GXEAREE, 5518 £EA NetScaler #1750 . £B E Secure Private
Access g, %HECE StoreFront Store, WMIREAMEIIE R, HFEAAFIGESRIMMEER URL, HE
F HTTPS #i7& 25, BXIEMER, B85 EH HTTPS R4 StoreFront.

« #i¥ Secure Private Access BRS L HTTPS 88Riz17, EXAI2EHIMER, Secure Private Access IR
e UERE N HTTP,

o 2#F SSL En# sy SSL M5, HIbA UEREMRAFHIYESEE, R SSL Mifey, BHEESED Secure
Private Access S ECBHERNIRS /LS. Mo, ERERELHINEREZHIZN (SAN) Bm5H
191738 FQDN [ITHD, 1tboh, HTEREIYE SRS PEE SAN,

o 1FFERY SSLIEP4ER 1S ARs32:F0 NetScaler,
o FRREZM,
« Secure Private Access iR (BEEGMIETH) BTREN, FLEFREEZA L,

o RAFIYEES (130 NetScaler) BERTRIHRSBMIVANE LML (FN2R), WRHKFHA Secure Private
Access FIRES[EEBET HTTP B EXEIESS (FN), MATUER TRETA:

/secureAccess/health
FRHAN R 2

Http status code: 200 OK
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Payload:

{
"status":"OK","details":{
"duration":"00:00:00.0084206","status":"OK" }

}

BXECE NetScaler ARISERIFMER, FSH REEAHHE.

77 Secure Private Access ¢z 5irss

ERALLT CLI 8544 Secure Private Access ¢ ¥4iE28,

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES

BIERISIRERE, BB ED LS,
AxEA NetScaler Ul gIZMMBHIFEAER, 1ESH 0SS,

#1% Secure Private Access

August 26, 2024
TRILL “EHRIERT > “BF7 > “EFMIhEE” FEH “Secure Private Access”s
1. #%$ Citrix Virtual Apps and Desktops 7 2402 —Secure Private Access.

2. BEEH,
3. HRER LRRASTREN R,

=

AR

3N Secure Private Access REFIGE 5T, MTEEHH Secure Private Access Z /i, EMBERIEHIAT
# StoreFrontScripts.zip x4, M StoreFront MAmIEEEHIFR Secure Private Access .

E T StoreFrontScripts E48X 4, BRBUTSERERE:

1. &R3% Secure Private Access BIE#z#IE,
2. BE 887, ARRT ‘SR N+,
3. 7£ StoreFront [z AEE URL B3 B TEHMZS,

M StoreFront B EEIE F1755% Secure Private Access &4t

#1Z; Secure Private Access fa, %M StoreFront AR IEELE FMIE& Secure Private Access it
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1. &% StoreFront i+ &,
2. F# StoreFrontScripts.zip Xf#.
3. ¥ StoreFrontScripts.zip fREEI—1 X%,

4, FRABEERNEITFF PowerShell &0,

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

FH4R

August 26, 2024

&R LU Secure Private Access SFEAREIEFHMNARA, MEBLIRERIVITENRIL S, EAHEZE], HRITENE
SIRRBRRERE, BEABRAER, EEEMFRESTREREFRARZBIRER Secure Private Access .

FHERIR

FHRIRFIN TR

1. 7] L& Delivery Controller # 4k Secure Private Access, ] LI1RIE &R #1 %< % Secure Private
Access WA HBIRERFAFAREFTNER “Secure Private Access” EIRAE,

« INREEE Delivery Controller 2% 7T Secure Private Access, MIFEx&MF4k Secure Private
Access i, HR, BRAARFRBAG. BXEAEE, BESRAARILE.

« MREEBIZFAM Secure Private Access El& % T Secure Private Access, MIAT LA fhxd Hi#
THE. BXEFMER, BHSRAFAREH Secure Private Access ZEi2F,

AR

FNEIEESER T POC #71889 Delivery Controller % Secure Private Access, B2, T4
FIRR, BRINBIEERERRERR, WEER LUFERFEEIEE.

2. BITHUEEMZA. BXFAES, BSREAMNAARIIERS,

3. BE1T StoreFront B2&. M “I8E” > “BCE&” T# StoreFront fiizs, JAETEMERN A StoreFront i+ &4
FIETIXERA, EXRIFMAER, BRAERERILE,
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=W

MRERBITHE, WARSMARR.

4. (ai%) 51T NetScaler Gateway Rz, Hxi¥MES, &2 NetScaler Gateway,

R #EH Secure Private Access REEF

August 26, 2024

1. M https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/mT#; Citrix Secure

Private Access 2402 %12,

2. EMNERITHEN EUEE R S1HETT.exe.

3. BRERE ERRATHRRE,

Citrix Virtual Apps and Desktops 7

Licensing Agreement
Firewall

Summary

Upgrade

Finish

- Secure Private Access

Software License Agreement

Printable version

Last Revised: August 19, 2020 -
CITRIX LICENSE AGREEMENT (=]

This is a legal agreement ("AGREEMENT") between the end-user customer ("vou"), and
the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). Thizs AGREEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (hereinafter "PRODUCT") and maintenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at hitps:/
www.citrix.com/buy/licensing/citrix-providing -entities htm]. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE EOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by you shall in any way modify or add to the
terms and conditions contained in this AGREEMENT. Thizs AGREEMENT does not apply
to third party products sold by Citrix, which shall be subject to the terms of the third party
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to use the software in a software PRODUCT and the software installed in

@ | have read, understand, and accept the terms of the license agreement

| do not accept the terms of the license agreement

Back Next |
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Citrix Virtual Apps and Desktops 7

¥ Licensing Agreement
¥ Additional Components
« Firewall

Summary

Upgrade

Firish

- Secure Private Access
Summary

Review the prerequisites and confirm the components you want to upgrade.

Installation directory
¥

+ licensing Agreement
+ Additional Companents
+ Firewall
+ Summary
+ Upgrade

Finish

Citrix Virtual Apps and Desktops 7

- Secure Private Access
Finish Installation

The installation completed successfully.

v Success
Caore Components
~' Secure Private Access Upgraded
Post Install
+ Companent Initialization Initialized
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RBeEREFARIMA 2402 5, HAEHIEZIT StoreFront filZ, LUEHNERIFME SR Ho

« i&& Secure Private Access
+ BZE NetScaler Gateway

s REENARER

AN FREFECE 15 R) 2R

i FR RIS+ R K4 e

August 26, 2024

EALEREIERAE T A T3 Secure Private Access fhfFFISUIREEF KA ZS,

1. FASEENEITHF PowerShell Siss S FFEO.

2. BB RE R Secure Private Access & % X 3% T8 Admin\AdminConfigTool > # 3% (4, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”).

3. BT TS

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

August 26, 2024

=% Secure Private Access /5, ATUM “I88” TTEMEBKRILE. BRIUEENBIEFE. BEBAMNKREH, HIERER
®E,

BEMISE, HHER Secure Private Access EI2AMF & F Secure Private Access B RITHI&,

BXNAERHEKENFAEE, FSHUTER:

o HIEN FHEFIEAERH
. EIREIER

o EREMIRE
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/2402/spa-onprem-netscaler-gateway-config.html
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/2402/spa-onprem-configure-access-policies.html
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-manage-settings#manage-routing-of-application-domains
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-manage-settings#manage-administrators-for-secure-private-access
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LEREERE

August 26, 2024

BN AR AR

ZRIUEHE Secure Private Access IREHRRNMN ARFIETIR, MARFERTIH T FREEXE UK AR
FRENREAN (GMIHAER.

1. 8F “RE” > ‘WAERFE
2. MNRFLE, ERIUREHREEITH BERHREE,

BIEEE

Mg
0

<

ERLEREERYIR, AN 8B > “BER" TEAHAMMIBER, BX%i Secure Private Access fRHE
HRERETTENE, AL, ZEERTUBEGERRRMEEES,

TR LURINERRA, UENZATHFMEEERBRIBENR,
. EEERTES, BEHM.
L TE R, ERBIUSZERRANEIBEN,

1

2

3. FAFPXARAR, EFZAFFRENAF A,

4. 7 EESREA, ERBFECLAIZAP BINRER,

ERERIRE

1% & Secure Private Access f&, &RILIM “SpL7 IEIM-REE4 3L EH StoreFront #1 NetScaler Gateway %8,

1. 8&F “RE” > &l
2. BEPEEEEMANSENRER, AREREH.
3. BE R EMUBRIEEY.

=

AR

308 Secure Private Access &7 5 StoreFront REIRIITEN L, 5T & StoreFront fiiZ<#7£ StoreFront

EiE17,
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«

Application Domain ~ Administrators  Integrations
I£| Overview
Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.
E Applications
Secure Private Access address
0 B The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
Access Policies be a valid web URL and does not have to be a public address.
@ Settings https://gamma.spaopdev.local e

B

Troubleshooting

StoreFront Store URL
The complete StoreFront store URL.

https://gamma.spaopdev.local/Citrix/StoreGamma (/]

O
A

Download Script

(%) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

wgamma.spaopdev.local Q O j Refresh Certificate

() Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (0 Callback URL (&

O
AN

https://gwgamma.spaopdev.local (]

@ Add another virtual IP address and callback URL
Director URL

Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

s.spaopdeviocal (/]

O
D

K

BIEN AEFRE

August 26, 2024

RENAEFMILEREG, MALE, ERIUNEH#THRIE.

IREBNAERF

1. 7£ Secure Private Access B RizHIaH, BF ‘NAERE.
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2. BESEERNNAEFNYNERSETE, ARSEE “RENABER .

3. RENBREFNFEAES.
4. BEF “RE

Edit App

Click Finish ance you're finished editing your app

Where is the application located? *

@- Inside my corporate network

Apptype”

HTTR/HTTPS

App name ~

Slack

App description

App category &)

Verizon |

URL™

| hitps://csg.enterprise.slack.com ‘ Internal

Related Domains ™

App Connectivity ™ &

App Connectivity ™

X

App icon

Change icon Use default icon

: Do not display application icon in Workspace app

: Add application to faverites in Workspace app

| * csg.enterprise.slack.com ‘ ‘ Internal

Related Domains *

App Connectivity * &

| * slack.com ‘ ‘ Internal

6 Add another related domain

m caqcel

YRABITIP) SRR

1. 7£ “Secure Private Access” BIEREHIAH, BEH THRHEE,
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2. BESEEMNRENNNERSIRE, ARRE “REHRR
3. RIBRBEIFIR,
4. BEEH.

B&o

Add/edit restrictions

2 selected
| Access Settings |
/] Clipboard
Copy

Download restriction by file type
Downloads

Insecure content

Keylogging protection
Microphone

Notifications

Paste

Personal data masking

Popups

Printer management

Printing

Screen capture

Upload restriction by file type

Uploads

Watermark

‘Webcam

Current Value
Disabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Enabled

Prompt every time

August 26, 2024

RigEERAE R Office365 NARFERE T HIWREMF HKENFITENRS], WIE,

TERERY, WX AR R R A 2K ENFIFTENRR AL,
RARFUTIITU TS B 8Eh1R Office365 RARERF:
1. &g Citrix Workspace M F#2&i5i7 StoreFront [ ARE/E.
2. BRUABE.
3. B ‘WARE BEWE, AEETE Office365 AR

L&A P AR Office365 R A

SLAPREXIUEEE) Office365 MARFERIIHEEKE, i, MRRLAF =AM Office365 A

TEFFFTENRLESIRE, NpFim A A BRITENRRELE S,
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o " Restrictions | & office.com s iy ] @

Cloud Software Group Bookmarks Printing has been restricted by your

- administrator, —
Microsoft Offite  Products ~  Resources ~ Templates  Support My account bsoft )
Pl
y, -
. .

Introducing Iv Copilot: Meet your everyday Al COmpa i,

o

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

]

Sign up for « Microsoft 365 >

Dowri ~it 365 apps for MacO5 »

EERAMAMABFRRBEMMOPEDENSENNERFMFENKAER. BXEAES, BSEMA Citrix
Workspace A2 #INEA®E URL.

1 AR R R

August 26, 2024
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Secure Private Access #EHIFMZRIR 2SN AREFBEH. NARFHERERSHEXNAE. BXFRER, 18
ST HIIREL R,

HPEHEER

7EIRE Secure Private Access B2 5, EARERBES U THAXIIE:

o JEPHEIR

o WIREOIREIR

« StoreFront #f&

o NHEMX/E1EMXHE

o F5kih18) Secure Private Access BRS38

BEXEEXERBEIFAESR, BBRAERHEHTR.

Director HH&iEHEXAD

Director 5 Secure Private Access BISE R A SEI A MBI M AE IS A B FEHERR, I8 Secure Private Access 188
FEFEAHMIREE S E Director ik, BINEEBETNERERMRBIERFE N, NRDITEMRIEE, FEE
AXFAR.

518

 {EM Secure Private Access B& Director

« 1 Director #2&%& Secure Private Access %i&

+ Director #1189 Secure Private Access &iEH3%53%,
« Director,

EHAREER

August 26, 2024
Secure Private Access HIEHIFFIZFINR E REN BIEFBE). MARFERERERSHXNBEE,

T EEMILAEE B E XN EHMNAE. GRLBERE + fFSRAERANT, EARRTEEEEHRPEIN
: [onYe) ‘E—ILU%)%F' Ell_-\ﬂ'llj:lljg CSV mito

ERILUERDIEEE CERIMER) RMMIBRER,
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Logintoyour Gteway pplianc oiew rthrnsighs o G to Discto 0 sorch by usr

& o

Last 1 Week v | ®nddier
B Apptesions (Lottesk V|
e ol o

=
£ setings 2026.0619132629

2026069132629 [ ——
(D) Troubleshooting

2024-0619132629 04614600-0137-4625-8190-35729361162d.

2024-06191326.29 pauserl@spablri.com

20240619 125522 spavserl@spablrt.com

2024.06:19 125522 02780303.763d-41af-OFO1-9b6IBATOISD

2024-0619 125519

2024-0619 126519 '650531b6-5049-4080.9926-6a5056416006

20240619 125519

2024.06:19 125519

2024-06:19 125519 6b636840-4b84-4d18-9241.043796dead4a

2024-0619 125519

20240619 126519 5642000-7065-418b-89c6:6198365c8769

2024.0619 125519

2024.06:19 125519 '5646000b7e65-418b-3¢6-0f083e5cB7ed

2024-06:19 1255:17

20240619 1265:17 6809770b-9150-d0c7-9a15-a97be2a42¢97

20240619 12655:17 Pali
20240619 125517 spavserl@spablrt.com '40608dca-5068-4840-67da7b20504atccT s
20240619 125517 spavserl@spablrt.com 6897 7eb-9159-4ecT-915-a97be2a42¢97

TR A] LURIE LA T S U SAERF R PRz BT R AL IE R,

s P&

o 3

o BEHEH

o &

« Transaction-ID
o FHMER

UT—RERZESR, ErUERXEEENTRF BEMIERFIHRITHINE R REERPAIEETER,

o = BRE5ERFM4RLLREN A E/EK,

o 1= BRFEEEERMNAE/HER,

o~ BREERFMHES LK B E/ R,

o I~ BRAEERLIEERMNAE/ R,

i, EELUBE ERFEPERFA S Event-Type = DSAuth SRIEREHKE “DSAuth”,

Et, ERRIOEE “SEF —ANARF, BEAFRE User-Name ~ operator, HIEZRFILTHREES “§
E5Y” —IAABF R, fld0, “AHURER". “EERRER"

EEILUERES ID BRSENEHEXMNAERE. F5 ID XBHARIEKRMIETE Secure Private Access BiE. —
MEARFIFERATUERZNEE, NBHRIEHRR, AERNARERE, AERNARFIFRRS, EXLT
EHBaERBECHHEE. 5 1D BFXBAEXLEHE. BoUERES ID MEREHREES, UEKRSRENA
BRFIHEIEREXNAE RS,

EE H /L,\EP EIJJ:—FX*T\_‘L

FAERBTIPHNERFAEBHHE R TSR E NI REEEXHIN B FFIRUN S ZRIEEXE LT XARE,
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Filters Clear All

CATEGORY

Last 1 Week N ‘ m

User-Name = "User" |

Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
TIME USER NAME CATEGORY RESULT TRANSACTION ID DETALLS
2023-09-07 102913 spaopdev local\usera App Access @ Failure 9c7c2de8-0351-43b1-8 ERROR: Error in process.
2023-09-0710:2913 spaopdev.locallusera App Access @ Success 9c7c2de9-0351-43b1-8... Show Details
2023-09-0710:2912 spaopdevlocallusera App Access @ Success 9c7c2de9-0351-43b1-8. SmartAccess tags rece
2023-09-0710:29:12 spaopdev.locallusera App Access - DSAuth validation was s.
Applications:
2023-09-07 09:48:50 spaopdevlocallusera App Access » Wikipedia is ALLOWED by Wikipedia_spaop_win10 Successfully generated
» Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev.locallusera App Access Show Details
UserName: User A
2023-09-07 09:48:49 spaopdev localiusera App Access SmartAccess tags rece
ContextualTags: |
'
2023-09-07 09:48:49 spaopdev locallusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdevlocallusera App Access ® Success 2259212f-f17b-4a5f-96. Show Details
2023-09-07 09:48:40 spaopdevlocal\usera App Access @ Success 2259212f-f17b-4a5f-96. Policy evaluation return.
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96. SmartAccess tags recel
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96, DSAuthalidation was s
2023-09-07 09:46:27 spaopdev.locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8. ERROR: Error in process.

B EHR

August 26, 2024

AEBHIH T ETEIRE Secure Private Access Bi T 2 fE AT BEB I — L 551R,
IEREEIR

IR QI IR

StoreFront &%

REEP K/ [E1 3 ) Xt P

T3%ih18] Secure Private Access fRS3 28

IEBHEIR

HIREE . TEEMM— TS TIRXIRSS BIREGES,

HEZAARMAE NetScaler Gateway #HBIREUE AT HIL R AT, SHIMILEIRHES. &8 Secure Private
Access HTELETHEEMRKERN, HJaea IR

RS BEFRMXIEBMARS Citrix Virtual Apps and Desktops BIE A AERl
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BRI TR

o SHIRHE . TACIREIERE
RS WTFEBAG-HENGAAERIR. SN EfRA8E7E SQL Server ERBUEREHEIER,
« SHIRHEE: TACIBMUERE. MIEFEEEET.
IESEIRE B A R I E A TR R o
- NMRAEEREMIEEER T B EET,

- MREFRIEFCIRHERE, WELTB—ITHERE. MRHIEEFERIFTHIERE, NS HItER
HEo

BRAPER. BARIBR—NZHIERE,

- ®EE T Secure Private Access, ARFERERNIERZIMEIRIGE, EXMERT, LaIRENEIE
FEARS MR,

BRBEE. BRFoRRREIERE.

- BERERMAFNREREER (BdE “REMEE TEPEE “FHEE"), ARELRN "B
B &0, EEREARNERE. AXMERT, BTHENEZEIRT B %ERE.

RRFR. BUHEREZMR, REBRIBITHIZS
- HBIKAERE. A BEFRNR, TAE SQL Server (EIERFEREIE R,
fRRAGE. EHEN EERENIIR, BXFAER, BSR KEUEEPIFINR.
o SHIRHE . TACIREIERE EERY
fRRGE:

BETEN ENEIBEMNLERE. MRFASE LB SQL Server IO FITARS.

WMRERIERE SQL Server, E#ZE SQL Server & Secure Private Access it B #1537
Domain\hostname$ g2 T &R R,

WNREAIZE SQL Server, BHIANITENSHOE T ERNAEE, IRFEERAR,

MRERZH SQL Server (FRRERERF), 1EHKE NT AUTHORITY\SYSTEM AP 2B 4 eIEER
Zo

StoreFront #=

o HEIZEE: TEALUTHALIEE StoreFront &8: <Store URL>

R StoreFront £EAAIN, EM “BRE” InEHEHIZEZH, FHEBSIRE Secure Private Access {5, &
LM “I&E” wIE4REE StoreFront %8, iI2 FREILHEIR StoreFront B2 E URL,

FRRFGE:
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1. B 988, AERE “ER EIFE,
2. W8 StoreFront £BARAIN, E1E StoreFront AR E URL Fi57MNiZ% 8,
o HEIZHEE: TEALUTHAEE StoreFront &8: <Store URL>

BRRFE:

1. aJ4E%H PowerShell BIHRITERBEMRS, i51T PowerShell fii&&< Get—-ExecutionPolicy LT
A= S

2. MRZERG, WaAFgeditigBHFohETT StoreFront BERERIZ,

3. Bf “RE, REBEE ‘S &+,

4. 7z StoreFront [ZA®EE URL B, R3IHINEEIRAY StoreFront URL &8,

5. Bt WAREE URL SifI FHMARE, HERETHENA StoreFront 893+ EH EUBERNEE
171t PowerShell fiids, IERIA%AFEFRE StoreFront i+ &# _LiE1T,

+ =

=W

MREFEHNHEERARE, BHRFE StoreFront BBEHEER A “Secure Private Access” H%&H
(StoreFront > [ A75/E > Delivery Controller -> Secure Private Access) . M15727E Secure
Private Access, EIBRILEB. M “BE” > “S° NEF FHHABITHIZS.

o $EIRHE: StoreFront WECERZEAHIEE: <Store URL>

ERESILE Secure Private Access 5, aJLUM “IRB” EIMERIEM XX H, iI2 T AL IRM StoreFront
R AEE URL,

RS Z:

1R StoreFront 5 Secure Private Access RREER—AITEN L, NSEHEHRIRM, BRNERET
StoreFront #it+E#M EFzhizfT StoreFront B2E,

1. BF BB, RERE € EN+

2. 7z StoreFront [z AEE URL #, IRAIHINEEIRAY StoreFront URL & 8.

3. BRI ARE URL S T EEIARE, HERETHEEN StoreFront BB LU EERNIRIE
71t PowerShell Bizs, LEIASHTIEFRH StoreFront it&E# LiETT.

=

AR

Eijz17 StoreFront PowerShell fiizs, B EREESZNRITAFES Windows x64 89 PowerShell
A, #ARiafT ConfigureStorefront.psl, StoreFront fiiz=5 Windows PowerShell (x86) &3 &,

« $5IRH B "Get-STFStoreService: Exception of type ‘Citrix.DeliveryServices.Framework.Feature.Exceptions.Re;
was thrown.” (f£fEF PowerShell 217 StoreFront Bil4sEd),

LEFHA X86 B9 PowerShell §0_EizfT StoreFront filzshy, e HIILEIR,
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RRRSE:

25517

T
jBizfT ConfigureStorefront.psi,

N X [[EER X &

StoreFront PowerShell iz, i&#ERAEEGRRITHES Windows x64 89 PowerShell &0, £

BIREE . TEAAMUTMEIEMXEE: <Gateway URL> EEAUTHMEZEREMRXEE: <Callback

Gateway URL>

BRSZ:

B TFREHREN AR XS EIEM* URL, FRMBSIEE Secure Private Access &, ATUM “8B” EIM-E4RIEN

X%Ho

1 8F “RE”, ARRE €N &I+,
2. BRItk EREIE R Kk LU & £ EFERIEDA P sk,

Toi%iHiA Secure Private Access [R5Z 28

HEIRES: B IS kW, TiEEHED IS it
fRRAR:
#3 Internet Information Services (IIS) RN AEFM, KEUTHBEFHEEEBHHEEET:

-

« Secure Private Access izf78th
« Secure Private Access EIEith

TERBIVANS ihE "Default Web Site" EBEBBRHHEEET.

PIEEEENE R

FIRHR . EERERNY
RSN ERRER T S MEREMAK
« BIFBHAIE, TiEM Secure Private Access & EHiA A EIBERS 25,
RREE. RERMEERTITATHIEFRD FARO 1433),
« Secure Private Access & IR BIREZDIEIERE,
RARAZ: 1E2% Secure Private Access #9 SQL #3EENIE,
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MREZRERK, TERMAHIES
BIREE REBRERNK, HETHEIR “WXERNERW. TERRALES -7
RRSE:

o FEREETAEFHEMEAHEIEB _EHF Secure Private Access $iEE.
o FABERNEITHF PowerShell & $12THAE O,

« ¥ B REH A Secure Private Access &% X # % T # Admin\AdminConfigTool >x#3& (%41, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

Iz FAAZ P A EE R

#NR StoreFront URL =% NetScaler Gateway URL B8 EERFIAT (/), MKz ARSIk,
fRRAR:

i B% StoreFront iz A & & URL 3¢ NetScaler Gateway URL B ERIT, BEXiF1E, BEHEEEEN
StoreFront 5 NetScaler Gateway IR 831¥ 4= S

Hth
TETHERIRE

MR Director REEEKEHERY, NaIgETEEHMEREIFAI RS
fRRSZR:

FohiEE license_server K.

£ll#2 Secure Private Access 2 #2136

HITUUTH B LIBIE Secure Private Access iz 3561 :

» ERABERNRITH PowerShell &SR THTEL,

« ¥ B RE XA Secure Private Access &3 2 & T # Admin\AdminConfigTool x# s (%1, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”).

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>
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Secure Private Access £ SQL #REMIE

L Hoe)EEIERE, Secure Private Access flifr A H EE T SR 61 2 SR R SR IR,
ImRREURRE
MITUTH BRI B T2 HUEER,
1. EARMEL CitrixAccessSecurity<Site Name> glB@=#iEE, Hb, <Site Name> 2
Secure Private Access Bk =& F, (g0, CitrixAccessSecuritySPA).
CREATE DATABASE CitrixAccessSecurity<SiteName>

2. 73 Secure Private Access WY EN &4 6)E SQL Server 2R3, 0, wNRMEM Secure Private
Access KIBItEM KB R HOSTL, it DOMAINL, Mi+EHNFREA “DOMAINI\HOST1S”, tNR%E
REBECE, NIl ZEILSE,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
AILMERUL T EIHRENE
SELECT DEFAULT_DOMAIN() [DomainName]
3. ¥ db_owner A& HEEAITENZ 5o
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1$'

ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;

AR
RITUT P BRI E AR EBIIR,

1. FEEKIKEZE CitrixAccessSecurity<Site Name> gIBE=#iERE, Hh, <Site Name> A
Secure Private Access Bt &R, (i, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>
2. ANT AUTHORITY\SYSTEM BFtlE SQL Server ER3Z, MIRERZCZ0E, NETLURKILLE,
USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. ¥ db_owner & ficss “NT AUTHORITY\SYSTEM” ABF.
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;
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HIEFohoIBIIEER, THAOBUERFMAS R RAMETENITIRP,

B ERR A ERAERS

HFEHR B S RRIARHEIR BERI.

BENHEHREENEELS, JEE runtime service appsettings.json (C:\Program Files\Citrix\Citrix Ac-
cess Security\Runtime\RuntimeService) #1,% TroubleshootingSql# restrictedToMinimumLevel
EHAMTEZ—:

- Information
- Debug

- Warning

- Error

"TroubleshootingSql": {
"restrictedToMinimumLevel": "Error",
"batchPostingLimit": 50,

"batchPeriod": "00:00:05" // 5 seconds
}

153 Director i & in &

August 26, 2024

Director 5 Secure Private Access BISERAI LI A M A M AE ISR A B FEHERR, B9 Secure Private Access 188
A A HRIRERERTE Director iR, TRIIHT Director fERHZMHEIRIFEREZ S,

BEXBFEAER, BEAUTER,

« {#H Secure Private Access E2& Director

« 7£ Director &% Secure Private Access £iF
AR

« FAHBFFEE 07 HABERTEENHRITRE. 61, 1000 RAIIHIRNBREFKES,
« FAHBFFEE 1" IRBRTRBERE. Fld, 2101 RERERY. WTFHREHRE, BNEED
WERSRBRIERR, NRMITERRED, BHAZRAR.

SKEEREIAES
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RE3

1101
1102

1103

1000
1001

1002

1003

1004

RIEEXA

H3

2101
2102

2000
2001

N FRTE R H S B A

3

3101

3102

eI
eI

eI

529
527

527

[22%)

[22%)

R
TanY

K
SELD/AEEBN /R IY

&N
FIEER

KK

KK

iR

MEHR B WL R BREE IR
—EVBEEFERE, BEELE—T

N 2 IHE R K
AEERANAER, #EEDE—
N REFITERY.

MEET, EDFIET —PRARER.

REFBEERNARER, EATEE
WERBRIELE,

REFBEEANARER, EARET
ECRYERER,

REVBEERRARER, EAFEN
BEFHREL, MYFR—LENHEE
FF, NgE LR,
REVBEERRARER, EAREH
AT EEI RS,

iR

RIERM,

RERTFEDRSHEL L, HEZ
EREDE— T NAEFBHRK.
SIERTFIEEIRTS

SIESL /A TFIEEFDRES.

iR

RIFRRRRARES - WHLNERSEIR (a0
SHAEF)

MF RIS, it
MBS FRAZRF
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(e

3103
3104
3000

3001
3002

3003
3004

N FRiE B EhiE S

v

4101
4102
4103
4000

4001
4002

ASREIRE
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XL HERE Secure Private Access #iEEFZEHEXR, tNRAH

RV [HEL R
FVF
ik
ik

AN
CEB # N FRERF

ESL
FVF[IELE /R
FVF
(k2]
FisE::)

iR

[ R MESRS N = - SRR I HAE]
HIAERHEIR.
RN AR B SRBR IR AR5 B A thHo

AV RREFKRES.
IS PR A2 A EE R ERBRIE 42

N REFARKE, ENRELENER
B8,
R R A EE RS R Ao

£ M Citrix Enterprise Browser
BT R,

BiEA

[ 2 F R ohiiR-N A2 F B ahHfiE
HIAEREEIR
RREFRIER (RER)

RN AT BRI IR 4015 BT tH £
AR AERF.
MTRIERE, NAEFBIHRELR,

N RiEFRohRIEL, RigELi
HYERER,

/A, HlanEEE 100,000, MIETLARMIERE

F 90 RMNRIHEE, BRIAMERT, BEESS 12 /NHET—R. S8HETRRSEMBN, ZELVHBRIET,
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BHEXBIEHRASREIRE
BEMBEERETIEITI RS REX 4R appsettings.json XHHITEE, &R LURIEBSRVHARAN AT LIZ6ETE
IRETHMBESHRERIGEEFE, RIBFEEDN appsettings.json XHHRHUTRE:
{5 appsettings.json 3¢ff:
"TroubleshootinglLogs": {

"CleanupPeriodInHours": 12,
"CleanupDataOlderThanDays": 7,
"CleanupOldestDatalfEntriesCountAbove": @

}
ERREE, BREFBLEMUTRE:
« BNRBHEET X, &K CleanupDataOlderThanDaysi&&H 7.
- EXRETRHWEE, 5% CleanupDataOlderThanDays i&&H 0.
o BEMETIHHRNGEE, 5% CleanupOldestDatalfEntriesCountAbove i&&4 0,

o MBXFHMEEHIZEN 0, HEWE CleanupPeriodInHours @& 0, N HERHKARE.
- FEiE CleanupbataOlderThanDays#fCleanupOldestDataIfEntriesCountAbove
WmEIZEN 0 HEE CleanupPeriodInHours 8B 0, EAXATRESSE 100% B

JSESN
- HwErLL@EEs CleanupPeriodInHours £ BXREX ASEEAE,

=

AR
WR Secure Private Access S3ERNEIE, NMMESNEET SPERXLIRE, MR RIRERLTE, N
REFERNLAI .

AEMENFE

August 26, 2024

BN ERIEEE

BN ¥IETE Secure Private Access #UBERZE 3 MA. 88 30 M#T—RIEE, LURFIEHITEIERAE N
1z
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AR

BIUBTTIZI TR ARSS 7 REf R & MR B I,

CDF B&AE

CDF BHEEME7E Secure Private Access R#itEH L, MTFERERMZITNRSNLENHEP, CDF BE
fE.csv XM, BB AR/NREIZ 10MB,

BERS—REZAILUERE 90 4~ CDF BEX 4, ZEEaBR&IANX 4, AECIENH CDF BEXHEE=IE,
BITRRSHN ISR SEERSHER, BaURNREELSHENXHE, &% 600 1

HEXERE CDF B
CDF HEBEMEIERRMETNRSHNREXHFAB appsettings.json XHHRITRE, BEFEIHFHXMHKR
INFIELERE, JEEH appsettings.json XHHRHILTEE:

"CdfFile": {

"fileSizeLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600

}
pEF=

MR AILFIRE T £ Secure Private Access 3261, ETESE & Secure Private Access ZEiHEN EEH
appsettings.json X LUETE CDF,

BE=7EH

August 26, 2024
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