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Citrix Secure Private Access ith2E F EEMNZEEMLEIHFE (ZTNA) @ERAE, mLElb 3RS Web 1 SaaS &
BREFB VPN 5, HiREUTHEEURTENRERBFRR:

o BRI

« BEEF(SSO)

« ZESMRIE

o RERETE

s MARFATSET

+ App Protection IhgE

ZfRR7RF A StoreFront Zx## Citrix Workspace M FB# 2R, R7E Citrix Enterprise Browser #ifial Web
f SaaS M ARRFIRIETLEMR LR, ZERSREFA NetScaler Gateway RE&HIHIT BB IIEMEAUE
il

Citrix Secure Private Access g R 5 Z=ae81E R StoreFront AT 1A £ Web #1 SaaS M RERFHS—Ii51E)
P, FEREMNBEFMNEmEN Citrix Workspace BIER S, BMAETHRS[HNNAREF (W Web A
fEFF SaaS MAER) RHESBEMIHRNE, MNMZEALNEAZESESSMMERT.

Citrix Secure Private Access 4547 NetScaler Gateway #1 StoreFront Wt&, NRELAFPNSERRHEER
K3,

Inge RIBINREMIARSS /4R 1

—HWA P Rmipi N AEF StoreFront Zsitt/Citrix Workspace 25
SSO = SaaS 1 Web Rz RiEF NetScaler Gateway

ZEEMIIE (MFA) INEEIRR (XBiEH01) NetScaler Gateway

Web #1 SaaS M AEFHR LTI AiEFRIrEH Citrix Enterprise Browser

AN SRR Secure Private Access

SRR NetScaler Gateway #1 Citrix Secure Access EF i
EEEMERE Secure Private Access

B NSz S Secure Private Access. NetScaler &%l (BigH

ADM) #0 Citrix Director

A

IWHEEE R 7 BRI Secure Private Access Z8EmZAH,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 3



Citrix Secure Private Access - Zsith

Studio Director License
Server
User devices
with Citrix
Warks MetScaler . "=
pace StoreFront — Secure Private
app Gatwway Access saas apps| |
@ L
Web
eb apps
sQL Active PRSI
Server Directory
Firewall Firewall

BXSNMAMNGER, FERXEA N,

HTIEIhEE

August 26, 2024

20246 A
Saas$ MR Web [ Bi2FHEthifRIFRE!

W7E, SaaS MMWEE Web W BIEFRMH THIMNYIAIRIRE, S8 G LUED HR)HEIRHHRITXERR, §XxiF4HE
B, B8R AEHERES.

SFFREH ERIRLE

Secure Private Access R IIE T HARIR AU AR ML, R1E Secure Private Access HECBMNBIEF (RS
M EELR) AR “REMAENMIE . ABERT, MBREERFFEREBEN Web N RIEFE BN BIZFEMAR 50K,
Secure Private Access &1 RN BIEF. BXIFMER, BSIRARSHENMIL,

Citrix Secure Private Access ifif+5 SIEM ARSEZAIER

Citrix Secure Private Access B & Z Security Information and Event Management (SIEM) &1, Bxi%
QEL: S5¥) lﬁglﬁl SIEM %ﬁy’o
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BIEHIRESERIM “BR7 By “#iR”
HEAPRESEIIMN “BR7 Bn “BiR7, WRIDSEEAR. EXNAELATRFINFAES, FSRENWE

HR B SR B TR,

BfEERIR)E
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2402 WRHHRT LUFia)RR,

=l ssEicE

RBLR Secure Private Access (StoreFront) ZF#0 Internet/Extranet (M%) MNBREFEKEARALIEEHA UPNG
%

il
palil

b2

IEE

EERH RBAC ABENNELURIRIERY CEHERLHEEIE) BEASRREFR,

IVRzE eI =4

MRBEUTRERNS, WEAREFBILNY:

o {FAKNE Netscaler iz 13.0.x. 13.1-48.47 Z#igy 13.1. 14.1—4.42 Z&iry 14.1,
« LDAP UPN EEEREES LR E,.

BERITHE
o BERXERER, BRGNAEFNAENAEFTIE (Secure Private Access > W RIER > {HiBN AT
F) ®xFGE, wENBEFREASBEXHE,

a0, MREELIENBEFREANEXRE www.example. com, NBEFEATRE, FHEXE www.
example.com &ty abc.com, REREHFRE. RENAREFEMRINERH, BRENARZFIIEHRX
o

o MIAREFN, MRVARFEMERES, WSETES, B2, ZUAEFELR.
« IMRMAERF URL 2 www, iz URL BEREEFRHTEIZ www WEEEIEER (RE > NBEFE) F.
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FHR

MBREENX SSLIEBEAT Secure Private Access BIEIRS, NAFFZIEPEIFHEZRSHE LIRS (11S) £
B9 “Citrix Access Security Admin” s,

[SZ31E)
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2402 FRZAHRFTE LT R,

=l ssEicE

o AXFAE AD MAppEsz BIEEEE N ‘M BREEIWEEE.

g0, g0%R.com 0 b.com HMFRHENFRRER AD #heh, HE SPA REMEFHBIMAEI a.com/b.com B+ &AM
+, MEMKRFIETERE SPA X HHNRER.

o WRLE KM Secure Private Access B9 ENIE S E RF Secure Private Access BWEIE GBI AR, N
IAFHIT L T2 1E:

7£ IS R A ERF g Secure Private Access B R Fiz{TH IRS FIDI R B RISARS 1K A ER B 19,
+ Secure Private Access A #FiEHH, Fitt, KT AERBENARRFNAFAFEEZHE

« Secure Private Access TAHREE R B RRESPAITIFMER. FEit, ©SRESEKFHT R EHNIE,
tt, WMRTEHENIEZTIEBZRRERBN, WARZIFZE,

NetScaler Gateway

UToRF%HFFHE SSLEEEXHEER SSL EIMARSS 25,

o ZPERAME NetScaler Gateway 13.1-48.47 RESh A5 14.1—4.42 REShRES,
* ns_vpn_enable_spa_onprem #xBEH.

fRRTIE:

1% SSL BB BEXHHECER SSL SHERHES) SSL MRS B[/HLEA ns_vpn_enable_spa_onprem#
Xo

BXAXBFAER, BSR WS ENTE5R.
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RfWeb/Workspace for Web

T35 RfWeb/Workspace for Web, FEWtF#KENAERF. BXi¥E, E2REM StoreFront ki 2311 (&=
RSB

Rz FRiE B Eh

R LDAP UPN #1 sAMAccountName @, WEEFEBIIEEK,

StoreFront

o £ NABEE > EES—FET, MIGHZAZRESHREE S /Citrix/<StoreName>Web, 7£ StoreFront
BERHARAF, ZRIABY Receiver for Web ih =i B RN=E, XAERT Secure Private Access, Itoh, F
HAkR 4S89 Receiver AR REIRERER i L, B StoreFront BBBREE, 1E5iA StoreFront,

o MREFERH R StoreFront 2308 HFE R M4, NN ABEHE > B2 Delivery Controller A&
Secure Private Access #ifF 2 8~ XenMobile, XT&ZIaThEE,

AEER

o REFABEERTIFE,
o FEMBRERRMBITRNRSHBEXMHF, NRMBIFRT X4k, MEEEHEIEE Secure Private Access
PR

RERFERE “HE o “EXER @
LIEEER ISO X Secure Private Access MREHBRRAFEKE] 2405 BY, “HIFHREXIER" IE (TH@iR > 12F
> 12FEMIhEE) 87k Secure Private Access RERFENH/INEE, MARERIBEE,
fERINE: HEIANRIRREER.
AE:

£/ 2402 IR LEEIZF T4 Secure Private Access M RERFR, A BRI

FHR
+ FHEEI 2405 F48E URL F3om www MIVERIRIZIFE, “MAIRFER" FRFSHRENIORS. HAB
R, XRAREN— AR, 2 EREG RS,
o ARE 2405 /5, REGALUBEREEREHEG, L FEENAEFMER, BItNEEREIRER.
BADE: WRERWATHRRIEE, BXHAES, WSRERNATANES,
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o F4RE 2405 5, MAREFRENNBRERBHRK.
FRRIGE. BAERMAALEEIER, BXERER, BEAERMSARIERE,

« R 2402 fFEHZ6ERA Delivery Controller 2%, MFEi%% Secure Private Access it Mhik4s 2402 F+
&% 2405,

August 26, 2024

HBRENS RS REREER,

« Citrix Workspace FZ 2R

- Windows —2403 REE AR
- mac0S —2402 XEE R

«+ Secure Private Access {EHFIRSBMIRIER S - Windows Server 2019 & EShrzs
« StoreFront —LTSR 2203 5% CR 2212 & E= R4S

+ NetScaler —13.0. 13.1, 14.1 XEShR4s. BiXEEM NetScaler Gateway ks 13.1 5 14.1 M\ A4

LI ERE,

« Director 2402 siEE A2
o EEIRO: HREITF Secure Private Access fHEFAEMIRO. BXIFAREE, HSRBER T,

=

BT i0S # Android 9 Citrix Workspace M ABEF Az #F4s# Secure Private Access,

BERM

ER|EREHMEN NetScaler Gateway, BHFRETRUTIFAEE:

—&izf7 IS BEREH SSL/TLS iE 89 Windows BRSS 28t B, 7%t &M L= % Secure Private
Access #ff,

BT EHEENA StoreFront AR E URL,

WAEEE StoreFront EME#EH BN AEERS URL RAATA. MABERS URL &R https:
//store.domain.com/Citrix/StoreSecureAccess,

NetScaler Gateway IP #tisit. FQDN #1 NetScaler Gateway [EliE URL.

Secure Private Access fiEf+EEHIAY IP #iukF] FQDN (W18 ¥ Secure Private Access HaEfHZRENEEE, NI
RAEHTFERR) o

£ NetScaler LEE M S5 30L& XX B FFo
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+ 7£ NetScaler LEZER SSL BRSS2FIEH.

LR =

o EPEBEBRTH. EERVARERIEIPEETE, NRITENPELAREES, Secure Private Access REREF
REBEBERIER. B2, XATEHAFZEEH.

AR

BITRARS (IS BRIAMIEHAY secureAccess W ATEF) FEERBERBMIIE, FAEARZHE Windows &
I, BRINERT, XIS ER Secure Private Access RERRFIEE, TMEFEEN.

BEERKSER

i& & Secure Private Access IEELU T EER KA,

3

Secure Private Access: #AfERAHITENEERKFER,

Secure Private Access: & AERAF &R Secure Private Access EEREHE, ZZAFPHE
T Secure Private Access Bt BN BIZti+ BN EE R,

12 Secure Private Access: & fER Secure Private Access B2 Gtk &R Secure Private Access
EREHE

P
P

Imf

bl

m W
W

He

My

P BR -] %O HHER
BER T (FiL Secure Private HTTPS 4443 Secure Private
Access @ Access f@iff - EIE
RiEHE
Secure Private NTP AR TCP. UDP 123 Nk
Access ¥t
DNS iR TCP. UDP 53 DNS #if
Active Directory TCP. UDP 88 Kerberos
Director HTTP. HTTPS 80, 443 5 Director 7338,
LU TS BTN
SREPEHBR
WRIEARSS 2% TCP 8083 S5 AIERS BBIE
LA EE RN AL IR AT 25
=
TCP 389 BEF4aixx 4wy LDAP
(LDAP)
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P BR i) wa HAEE
TCP 636 EF SSL 19 LDAP
(LDAPS)
Microsoft SQL TCP 1433 Secure Private
Server Access fiff - #iE
R
StoreFront HTTPS 443 SR IIEIRIE
NetScaler HTTPS 443 NetScaler
Gateway Gateway [E]
StoreFront NTP fRS3 TCP. UDP 123 RiElES
DNS Brs3 TCP. UDP 53 DNS &5
Active Directory TCP. UDP 88 Kerberos
TCP 389 EF 4Ry LDAP
(LDAP)
TCP 636 ETF SSL #9 LDAP
(LDAPS)
TCP. UDP 464 ##H, Windows &1
WIEY, YA
B EAR ZE RS
Secure Private HTTPS 443 SRR B
Access $EfF &S
NetScaler HTTPS 443 NetScaler
Gateway Gateway [E13
NetScaler Secure Private HTTPS 443 [ P2 R AN ESE
Gateway Access i@
StoreFront HTTPS 443 SIERIN BER
e
Web N R#EF HTTP. HTTPS 80,443 NetScaler
Gateway 52&&
By Secure Private
Access N REZFH
BE (ROTEEER
BEXRmS)
BFRigE NetScaler HTTPS 443 RAAFRES
Gateway NetScaler
Gateway zZ[afuid
=
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518

o BHEIEREX M
o SRR TIFRIE,

o 35 SSLiF+48E % NetScaler FAYREEIMARSS 28 (SSL).

R34

August 26, 2024

PIEREEFEE R

RERDEIEEET BER R B E0H#. S AT, NAEFNRIREGEEFENEFMETE R BB iT,

TEETRTRSHBEFEER:

Number | Number of | Secure Private Access node SQL Server (Secure Private Access Active Directory StoreFront
of Secure configuration Database only)

users Private

Access

server

nodes

CPU | Memory Storage CPU Memory Storage CPU Memory CPU Memory
(GB) (GB) (GB) (GB) (GB) (GB)

1000 3 8 16 80 4 16 250 4 16 4 16
5000 8 8 16 80 16 16 750 16 16 4 16
AR

o XEEMMERTUTRIZFEHN: BSEHEECEA, HERBHAREN T X
o FINERT, HERE 90 RHHEZRE 100 K NEESM, EFABRTFEEMNSE. XEIGERE Secure
Private Access iE1TBTARSS appsettings.json X#Hr#kEl, AILURIBFREEH#ITEN. BXFMES, 18

SHREEHASHIRE,

ARS5ERECE

TRETTRSBEENFAEE:

= HAER
VAR EIE SR 54 250
ERER SR 50
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[

BURFHNAEFHE
AD E2&

HFEHER B SR EH
HFEHER B S5 5!

Secure Private Access fR& 2 HERE

MERLR

TRETTSUARSRIREBREXHFIFHAES.

BREXH

MEEEL
Enterprise Browser s FE:D

M Citrix Workspace M REF BN BERF

M Citrix Enterprise Browser iRl B2

RS &i@iT Citrix Director 3HERFTHEHS (8X)

EEEr

FHAER

15

BFRETF 20 1M, &% 20 MRESRS!
TX (BRA)

Eix (RRIA)

90 X5 600 M2

FAER

10
20

500
1000

TRIRBEHAEZAREFLNAFRRIE. SOWEARERFKEUR Secure Private Access AR CPU E5HERTH

EERNEKR:
HIOTNBERT SoWNEER
BRFSE MESRER

<20 (PoCH®) 2

L GB J&fiIfy
Secure Private
Access N7z

4GB

Secure Private  7Efig==iaLl GB
Access CPU NI
2 40 GB*

&

HF PoC ME
B, AILERE
BENE BRI AR
BHER TR
SPA BEHES
StoreFront 48
EMIEN L.
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L GB JEiIky

HETNARERE S2%NAER Secure Private  Secure Private  7#fig=ialll GB

BRI WESRER Access A7z Access CPU NI &3F

20 5 8GB 4 60 GB -

160** 18 16GB 4rx> 60 GB ATEE 2 M
¥T% SPAT AL
RIFEITHIERE

AE

o x ZfiE=EIFEEH CDF BHEEFE. BINERT, Secure Private Access 2% 600 NMRsHEEX S, &
MXHHIR/NA 10 MB, Fitk, 308 Secure Private Access B Rz T IRESEER—EITEN LB
17, WEENRAEMEFIBERN 12 GB, 1t4h, SQL express aJ AR EEAMEIMT EATF PoC BM.

o *x WFHAREENHRERRE, BINEELTARSE LEE Secure Private Access, MARS
StoreFront £@E#t%, R3E NetScaler Gateway kST 13.0 ST 13.1-48.47,

o *kx BUEERZED 2 4 Secure Private Access TR B ERMIBIL R A E, EAEFEE—LEMMMEE
IR, TR BN #R Y AR A R AR R LE (A 7L,

HithBHERE

A vCPU AE
Secure Private Access f&f4+ 8 16 GB
Secure Private Access SQL 8 16 GB
Server

StoreFront 16 8 GB
TES 4 8GB
Active Directory 8 14 GB
B 4 8GB
ZEMEEE

August 26, 2024
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Secure Private Access RERFAIEAMII RERFMHER, WaILVERSEM Citrix Virtual Apps and Desktops
ZEREFN—IOER. BXEHAER, BEALZEZOARSRERAGSITERE.

REFTRE, BERARENEEREHSEERIMNSREOREHITH. EaLEE “44” I§E Secure Private
Access, R LEEEMN “FFia” & (Citrix > Citrix Secure Private Access) &3 Secure Private
Access HEH o

ZIEFEIE Secure Private Access HWEERKAER

« TR Secure Private Access, #AERAMITETEERKFP ER,.

« EGE Secure Private Access, HAERIZAFEF Secure Private Access B RREHIE, ZIZAFHE
=#7T Secure Private Access HitEH AT BN EER.

o RETRGE, ZAFBRAE— Secure Private Access EI25, AERTLURNEMBEIER,

« BEEIGB/FEE Secure Private Access, % 7ifEF Secure Private Access B Rtk P & R % Secure

Private Access EERiEHI &,

& & Secure Private Access

A LLEE SER UL TP B Ki&E Secure Private Access:

o JENBIEFILSIZE Secure Private Access BTN B L =& E Secure Private Access
- EEEMIRE
« 55k StoreFront. NetScaler Gateway. Director fliFrIARZ5 23

FCE N AR MI5IR SRR

& & Secure Private Access B /5, AN AIZRFECE N AIEFR LIRS,

» BEENAERF
o AN FAEFECE RS

Secure Private Access T2

August 26, 2024

1. M https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/ T #i Citrix Secure
Private Access 12,

2. EMAERITHEN LSRR 5E1T.exe.
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=W

HF POC KB, BiVEERE StoreFront ME—&ITEN EZ % Secure Private Access,

Citrix Virtual Apps and Desktops 7 2405 - Secure Private Access

Core Components

v Licensing Agreement

Core Components Location: C:\Program Files\Citrix

Firewall
Summary Secure Private Access (Required)
The software that enables secure access to Saas apps and internal Web apps.
Install
Finish

l Back _I MNext | Cancel

3. RERE LHATHRE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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Citrix Virtual Apps and Desktops 7 2405 - Secure Private Access

Installing prerequisites and components

= s tha Installing... Less than 1 minute remaining...
¥ Core Componen

: | Core Components
v Firewa

o + Secure Private Access Installed

sUmmary

Post Install

Install

wts «o« Component Initialization Initializing...

Finish = Lomp 9

Citrix Virtual Apps and Desktops 7 2405 - Secure Private Access
Finish Installation

The installation completed successfully. + Success

Core Components

v ewal .
e + Secure Private Access Installed
aummar
Post Install
v Insta + Component Initialization Initialized
Finish

e

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16
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ZEZRGE, BRARENEERZHESBERINNKEREOREITH. EaJlEsE “¢KE” FigE Secure Private
Access,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X

X Citrix Secure Private Access provides a better
easier, and most secure way to access all
enterprise applications using Zere Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, oard access, printer, copy and paste controls and center to the users, without even opening a firewall port. traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications. going through the corporate network

R I REN “FE” 32 (Citrix > Citrix Secure Private Access) &%l Secure Private Access i
B

Bl cCitix

Citrix Secure Private Access

Citrix StorefFront

ﬁ*ﬁémfm Sy ]ﬁ |9E| L}\—FILﬁ

SSO FEERITHIS

BV AT Secure Private Access EIRixH| AN 52 EC & Kerberos 51431, X2E R Secure Private
Access fEREM Windows Z4IGE (IWA) #1TEER B3 KIE.

WMERKIGE Kerberos S453E, M7EiAiE) Secure Private Access BIBISHIS R, XA REmAER,

o MBEIMNER, WEBBAEM Windows SHI8IE (IWA) &EF,
o MBERGNIEP, MEETR Secure Private Access EFTHE,

BEREIE RS RE4k40# 1T Secure Private Access I8 8, WMRAFELZEHEN LA MERANE,
e RS ZE+ENETR— iﬁE’\JEﬁJﬂF‘iﬁﬁ Secure Private Access,

33F Google Chrome # Microsoft Edge 54128, EHRITUTHEUBA Kerberos,

1. $T7F “Internet ;%&imm”,

PR RL TR, ARSE SHAKFKE.
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3. BE “ihs”, FARRAN0 Secure Private Access URL,

MBI EZ BB ERE Secure Private Access, A LU B@EE . i, "https://*.
fabrikam.local",

Home Share Wi Application Tools

‘? ntemet Properties

- » ThisPC » Downloads » 5PA_installer_BG_32
General  SecUnty Privacy Content Conneclions Programs  Advarced A
Mame
Duick access

Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downloads *
Interrét  Localintranet Trusted gtes  Aesiricted ppert
. Documents . x64
Local intranet | Pictues o &6

This mneis for al websites that are s S aan
fourd an your intranet. & Security Settings - Local Intranet Zone <
) ) Setings
Security level for this zone O -
Alowed levels for tis zone: Al @ E
Mediom-low & Enable XSS finer
- Appropriate for websites an your local rs @) Disable
(intranet) O E
- = Most content wil be run without prompti
- Unsigned AckiveX controls wil not be doy & | soptng of Java applets
- fame as Medum level without prompts () Disable
[ Enable Frotected Made (requrres restarbng Inker g Sr:r:
Custom level. H B2, User Authentication
82, Logon
Reset all zones o () anorymous logon
(2 Automare logen orky n Intaret fone
AUTOMmADC OQoN Wit ATENT USET Mg
() Promot for user nams and password -
L* »
"Takes efect after you restart your computer
Resel cuntom sethngs

Resetior  wedium-on (default)

AR

o MNRMEA Chrome lEBA1E,15612 DWORD i3RI Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Goc
HEEIZEN L

+ 1£ Kerberos BRBE#ER A1, EXAEFMBHFAE Chrome &0 (B3FIFREED),

o WWFEMNEE, BEBREN LR Kerberos HAIIEC,

RS R

« i&& Secure Private Access
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+ F2E NetScaler Gateway
- BEENARER
o AN AEFEE IR RS

& & Secure Private Access

August 26, 2024

Eal LB Al B s S s AT B L S 3KIGE Secure Private Access, ZEXFEMIERT, EEATLUER Web B8R
BHI&¥I&E Secure Private Access 15,

o BRI SFIGE Secure Private Access
BIMAMEILERIGE Secure Private Access

DERMN

o ENTERSAFER Secure Private Access BIERITHIA, ZIMAFtWERE T Secure Private Access
BT EN A BN EE A,

o ERIRBIERZAT, HMRE SQL HIEEFERS .

Bt B IL S KRIEE Secure Private Access

$2 1: & E Secure Private Access

U= 218AY Secure Private Access ZREMR MR, ERILIQIEMISIMAR G LS,

1. B5h Secure Private Access Web BI2RiTHI&,

2. BRINBRT, £ “QIBSMALE" TAEL, “GIE#HH Secure Private Access its5” &b TFikFRES,
3. BET—%,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.
Database
@ Create a new Secure Private Access site
Integrations Select this option if this is your first time installing Secure Private Access.
Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

EECIRBIEREY, UMBshFRINFIEREERIERE, ANSRERBNEIEEREEIRERAT A,

SR 2. REHIEE

&R Secure Private Access thm SIBEIERE, XaI U Fohak Bih5em.
1. 7£ SQL Server E£#4, HWARSB/ENSZ. H, sqll.fabrikam.local\citrix,
AILMEA TSR 2 — 18 E B

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBFMAES, BBRLUERE,
2. 7russ=th, $ A Secure Private Access it s HI=& R,
FE

CBRANNESZNMEREEZEMNESR. BEESZHEIXR CitrixAccessSecurity<
sitename> BXEEN, WMRFEAEXIIEER, BEER Citrix HE .

3. BE M&ERE" LE SQL Server KAIREE, HHINZLRIEESRIEFEESFE.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

P Site
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name *

o Summary

Step 2: Database configuration

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

MNote: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

AE

o SN SQL Server RiEAFZihm, MEFEEERKK.
R SQL Server Al AEHIEEREE, NEEKETEL, B2, BT —FZEHER
« Secure Private Access ERITEN S % Windows B5I83IEXT SQL Server #17 &9 183F,

BnhEtE:

QELHENSHEEFRENSIEENIRE, A aEER BRiicE T,
o MNREEHMURFEIRERE, WSBEIEBIERE,
o SIREMERER, BRERZEMIEEATEREMBENMIEERENR. BXNIRFAESR, BEH gEHIEFFRRRN
M Ro

FohfcE:

BRI “FHEE” ETRIREHRERE.

EFoHEES, AT THMA, ASERT SQL Server THFEHIEENEIEERS 28 LIE1THI4S,
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} =r

AR

MRHENARF RE. “BN” M7 B NRKE SQL Server EWEIEEFRCIER, NWHIEEFEIZARS
KW BITETEN EEBERENIR. BXIFAES, BSH REBIEEFFHNR,

TR 3. ARG

E¥% Secure Private Access 5 StoreFront #1 NetScaler Gateway fRS5 83 F iE#2k, HAEE StoreFront
NetScaler Gateway FRSS2BHIFMIE R, HIEI ILERET RELL StoreFront #1 NetScaler Gateway R 28 H
3 Secure Private Access, i ERE Director fRS5 288 MIFRIARSS BRAVIFANE B

1. BALREAER.

Secure Private Access AR5 8stthit, 40, https://secureaccess.domain.coms
StoreFront 7 B & 5 URL, fjl#, https://storefront.domain.com/Citrix/
StoreMain.

2t NetScaler Rxithiit—NetScaler Gateway # URL, g0, https://gateway.domain
.com,

B2 1P sthaik— b EE M |P ik %4555 StoreFront s A[ERECE AIREIN IP sisitAEE,

38 URL —1tt URL #4415 StoreFront REEEMHMER, i1, https://gateway.domain.
com,

Director URL: - (7Ii%) AT ¥ Secure Private Access 5 Citrix Director %389 Director fR$38%
IP btk FQDN,

¥riEARSS 28 URL: - AT IREML R #IBRFrIEARSS 28 P ik,

2. BEHIEIEFE URL
3. BET—¥, ARBRLHRT.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations

Site
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.
Database
Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
Integrations doesn't need to be a public address.
Summary https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

SR4. ERE

BEBSME, BT URREBIRSSIT LUANR, Lih, ERHITHZE UHREILIAIR Secure Private Access
BRSS85,
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MREERENEETEMER, BFSHAERMEHRUTBFRES. MRXTEMBAE, BHEKER Citrix SZHEp
o

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 4: Summary
Review the summary of your Secure Private Access setup.
o Database Administration
0 Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

SOL Server Database has been configured.

StoreFront has been configured.

NetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

RETME, BE BE TELN “XE B, BERUTIHEH.
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You're almost done setting up

Finish the following tasks to complete the setup. These items are essential for publishing applications and policies.

Get Gateway scripts

Configure Gateway
Mark as done

You must configure your Citrix Gateway for use with Secure Private Access by downloading the necessary scripts from the

Gateway Downloads page.

Download StoreFront scripts

0 Configure StoreFront
You must configure StoreFront for use with Secure Private Access by downloading and running the necessary scripts.

Go to Director documentation

Director
Mark as done

To connect with Director for real-time diagnostics, you must use the configuration tool to configure Director with Secure

Private Access as described in the product documentation.

Service overview

Applications (D Application launch count (O Access policies (D

Troubleshooting and Logs
View app access status and information for apps configured within

Secure Private Access.

Go to Troubleshooting Logs

Search by end user in Director to view and triage Secure Private
Access session activity.

Go to Director

Active users (O
65 319 316 30
Troubleshooting resources
&} i
Director Gateway
Log into your Gateway appliance to track sessions and manage

single sign-on across all applications.

o REWIRGE,
« BRR

FigER, EEILM RE” > “B
EERTLURINEIR SRR, UERZATFEEERERAENR,

BXHEGER, BB %

I

1. £ “SUEsiAIER”

AT LIM Web &
% Secure Private Access WRMEE R WIE T TENR, ARG, %E

ZEREERE,

BEREHARHN RE > ‘Gl BHLE,

2R PEEEERYIR.

BiLEKRiGE Secure Private Access

B HMEER R

WEL, ®F “MANESR", RREEH “T—F7
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration

SQL Server host™ (T Site name* (L

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually
With this option, you must download the script to give Read and Write permissions to the machine. After downloading the

script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. 72 SQL Server 9, WARSEBINE. HBRFMER SQL Server RBEFES BN AIIL =5 MR AT

HIERE, AILMERU TRz —ieE SRR it

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBEMAES, BBRLUERE,
3. fEifEs, #A Secure Private Access it RIE R,

4. 8 MEER" LUEE SQL Server LHIREAM, HHBINIEEFEPREFTEENILR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

26


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/databases.html

Citrix Secure Private Access - Zsith

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

@ Database

SQL Server host* (T Sitename* (C

| xa03-spa.training.local\SQLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

Summary

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

MRz RO B RANERIERE, WERINERW.
5 BEHE “RE

HITRERIINEZN TR SQL HUEERSBEEEFHIOE AR I LUAIR Secure Private Access fRE 285,

EEP R

+ F2&E NetScaler Gateway
- BEENARER
o N AERFECE R SRS

i

August 26, 2024

UTERFAatEEr9EA Secure Private Access Ry E4A #,

+ StoreFront: - StoreFront WAEF#HITEHRIEHEEAFHRNKSENEZARE. e EERL AR
[E, ERAFAUBEBERENERENSEMEZARR, StoreFront RIRERAFRMEBREFITHE. REAN
BIMUREMEIR, XBEMTFREAFES MR ZEIEET—HHEK, HX StoreFront 5 Secure Private
Access ERMIFAESR, SR StoreFront,
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NetScaler Gateway: - NetScaler Gateway &g By A IBRE R —RLiHA =, B * NetScaler
Gateway 5 Secure Private Access EmiiiF4EE, B2 NetScaler Gateway,

Director: (7Ii%) Director fE&RILUHITE MM AE S MMM PEHPR, E¥ Director 5 Secure Private
Access &5, AN NIIE Secure Private Access F3EM#Y Director BR5328H0 FQDN &Y IP sk, B
Director 5 Secure Private Access ERRIIFAIER, 1E5F Secure Private Access 5 Director B9& 5.
WAERRS 2. W AIERS SRUNEF R IBIFATEE, B XIFRIERS 2S5 Secure Private Access SR AI#4H
E8, EBIAIFRIERS 2S5 Secure Private Access £,

Web Studio: Citrix Secure Private Access E &/ 2l Web Studio #=Hl& &, B #E%E T Web
Studio T4§ihiA1ZRS. B*5 Web Studio S£mM A Secure Private Access B9¥4fE 2, EEIA Secure
Private Access 5 Web Studio B9& /.

AR

M 2402 rF8a, Director 0 License Server &2l Secure Private Access H,

NetScaler Gateway

August 26, 2024

BE.

RABINEENAXLEERZ a2 NetScaler REBE{R7Z NetScaler B2 &,

1.

M https://www.citrix.com/downloads/citrix-secure-private-access/Shell-Script/Shell-Script-
for-Gateway-Configuration.html h &z,

Z I NetScaler Gateway, &R ns_gateway_secure_access.sh.
BEHIMAE NetScaler Gateway, EER ns_gateway_secure_access_update.sh,

B x4 b3 5 NetScaler i+ B #l. &R LUEEA WinSCP 2B #2 F 3 SCP a5 <. 0, *xscp
ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local:/var/tmp

*0

flg, *scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local
:/var/tmpx*

=
AR

o EiNfER NetScaler /var/tmp St JeREfEIRETER R,
o WRSUHLL LF 1745 ER7E. FreeBSD A3%#f CRLF,
o REEIHEIR -bash: /var/tmp/ns_gateway_secure_access.sh: /bin
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/shAM: bad dinterpreter: No such file or directory, NERTEF

[EHfa. ERILERAERENAHRIER (5190 Notepad++) REFIRHIAS,

3. i@iT SSH %423 NetScaler #41#:%l shell (7 NetScaler CLI £ X\ “shell”),

4. B EHMMATHT. €A chmod S<RuTIERME,

chmod +x /var/tmp/ns_gateway_secure_access.sh

5. 7 NetScaler shell biz1T7 &R,

ateway_secure_acc sh
ver name (defaul reAccess_Gateway): spaonprem

y FQDN: ns32205.cgwsanity.net

on profile name: authnprof
er certificate name: ns32205

tcp_udp_apps from @ to
p_udp_apps from @ to
tep udp apps from @ to

ys ns_vpn_enable_spa_tcp_udp_apps=3 in /nsconfig/rc.netscaler file.

sting T\PaU[P Apptfp= sup;nrt setting: nsapimgr_wr.sh

ateway_secure_access_output

6. WAFTRHSH, BEXSHIIR, BBH vEFt

SHFFHIIEARE XA SSLIEH, TR NetScaler EMBRRIEM,

ERT—1MEEZ NetScaler %% (RiAA var/tmp/ns_gateway_secure_access) HIFHiX .
AR

NetScaler #1 Secure Private Access #E#FHIFER M. N2 NetScaler =15

ERZARITHERE, Bt
Secure Private Access i, MiZil74<{E NetScaler ThEERERE XS REIFRINTE, ERIRIFIRIZIER
SREAIRR S .

EFEMHNEEEFN EEITE . BXBETENEAEE, HEHENE
/nsconfig/rc.netscaler SXFHREH Secure Private Access i IhEE R F7E NetScaler EFf/E5h

ERE BRI,
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7. £0#%5) NetScaler CLI, RAEERAAMIEHSMIIXERIEITERD NetScaler 5<%, 510;
batch -fileName /var/tmp/ns_gateway_secure_access -outfile
/var/tmp/ns_gateway_secure_access_output
NetScaler B—iE{TXHHM&H<, MRHLSERM, MEFHITTF— I HD,

NRZFFEHSE 6 PRNNSHZ—FEH, VanSraiK,

8. WRFIE s SEBRLTITE Mo

AR

NRHIMEIR, NetScaler MEEBITHRGSHBOCIR/EH/RERF. Eit, MREBIHTFHEHP—ISH
FEWMEMEINGR, BUMKFRENHITRE.

ERMALE7E NetScaler Gateway L& Secure Private Access

&R T LTE LA NetScaler Gateway LRI A3z 3F Secure Private Access, B2, ZMARSEHUTH

(A0
B

« BE NetScaler Gateway EiMiRS 25
« 48E 2l NetScaler Gateway WA RIEIRIEFISIHHRES

BRERITZINESFHTHEBMXEENED,.

NetScaler Gateway EilRS 35 LHIIRE
RINHEHIE NetScaler Gateway EIAIRS M, EHREKUTSEIEENE XE,
ARIMEAARSS 28

« tcpProfileName: nstcp_default_XA_XD_profile
+ deploymentType: ICA_STOREFRONT ({X#£ add vpn vserver @<HaH)
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« icaOnly: OFF
ETEPAARSS 2

« tcpProfileName: nstcp_default_XA_XD_profile
« icaOnly: OFF

il
ERMEMIRSE R, BRITUUTIRE:

add vpn vserver _SecureAccess_Gateway SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF

EEMEMARSS R, BRITUTIRE:
set vpn vserver _SecureAccess_Gateway -icaOnly OFF

BEXEMRSH/SHIIEMES, 1E51@ vpn-sessionAction,

NetScaler Gateway &iFigfF

RFRFHE R BB IERBHIM X EPIIRS R, SIZEREN, BREKUTSHLRENEEXNE,

« transparentInterception: x

« SSO: H

« ssoCredential: PRIMARY

« useMIP: NS

o useIIP: x

« icaProxy: *

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - &ifthE
LRI AREE URL, FfiEi#R /Citrix/MyStoreWeb 2aEs,

« ClientChoices: %

« ntDomain: mydomain.com- BF SSO (@)

« defaultAuthorizationAction: ALLOW

« authorizationGroup: SecureAccessGroup (FfREIET %A, ©RT4HE Secure Private Access
FEE AUIRAERER)

« clientlessVpnMode: F

« clientlessModeUrlEncoding: TRANSPARENT

« SecureBrowse: ENABLED

« Storefronturl: "https://storefront.mydomain.com"

« sfGatewayAuthType: domain
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il

ERMSIERE, BRITUTERE:

add vpn sessionAction AC_O0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy

OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF -ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode

ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -
storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType

domain

EEHRIERME, BERITUTERE:

set vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

BEXRIFRESHMIFMAREE, B2 https://developer-docs.netscaler.com/en-us/adc-command-

reference-int/13-1/vpn/vpn-sessionaction,

5 ICA M AEFHRAE

7%#F Secure Private Access % melE S B NetScaler Gateway AT B FKEF BN ICA AR, EX
MIERT, EHUMECE Secure Ticket Authority (STA) HigH 48 2 NetScaler Gateway,
FR: STABRS23:EE 2 Citrix Virtual Apps and Desktops DDC ZFE8—E 45

BEXEAER, BEAUTER:

« 7£ NetScaler Gateway LEe& Secure Ticket Authority
o EHinARE: Citrix Secure Gateway/NetScaler Gateway Secure Ticket Authority

PRSI

FELUThRAH, NetScaler Gateway £ BEhRIXITE. ERMERMNXEFARICTRE GBI RRE,

+ 13.1-48.47 MEFRA
o 14.1-4.42 RESA

SREIHIRIARESENFRSLARINZEI Secure Private Access ffFiE kS,

753Xt NetScaler lixzds b, fERFFX ns_vpn_enable_spa_onpremzns_vpn_disable_spa_onprem
B/ LkIhEE,

o EAILMERSSHITIIE (FreeBSD shell):

nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem
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o BT T#S (FreeBSD shell), 73 HTTP tr:EcE R A SecureBrowse ik,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

o MRIBHEKEL, WEREEEE “HRZR" TTH.

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_c

+ £ CDN L& “BRZR" HE.

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

- BRA, EERXETHENG .
o EWIAXRVDFABERXARE, BIEIT nsconmsg &<,

+ Z7f NetScaler Gateway EEREE#EHIRIRE, ESREE LT3R,

7£ NetScaler 1755 Secure Private Access 1&g E

1% NetScaler H1#55 Secure Private Access RIS E, BT TI2E:

1. BUIEREH XM /nsconfig/rc.netscaler,
2. BUTHLRMEZXXHEF,
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_d

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

3. ®REEXMH.

BBz NetScaler ¥, £B#KA Secure Private Access &g E.

BAIRH!

« IEH NetScaler Gateway FJUERMIZABHITESH, BRIEETLIREEN NetScaler BB E, BNMHETLER

+ i&707E NetScaler Gateway LR ICA K1, EZE NetScaler Gateway BY, LIhBERHWER,
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o MREEAIPBETIH NetScaler, MHMEMLEHHIT—LEBR, Flw0, 7iF NetScaler SEHMAKTER
Eim O L TiEE,

« WRETE NetScaler Gateway LB SSO, EH{R NetScaler ERFAE IP #itit5 StoreFront i&@fs. &l
BEEREMEA StoreFront #A% IP hiitE NetScaler FRin—%&## StoreFront DNS i2%.

EEAHER KIS
WRTEM Secure Private Access BN R QAER %, MHIIEATEMKIEP EHZEI Secure Private Access %k
1’
PITUTE B EH AR XIES:
1. FERABERNEITH PowerShell Siss $EFFE O,

2. ¥ B RE XN Secure Private Access & % X 3% T8 Admin\AdminConfigTool xx# % (g0, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

3. BITUT®<:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

A& £ T XARiE

August 26, 2024

Secure Private Access fEHIRIERFP SIE L TX (IS T AMIRERS. BREMDG. HIBAE) 123 Web
¢ SaaS W AEFEEIRE (BEEiRE).

EIER T LEIFRSERERN®E E FXARCHEG, Secure Private Access &5 LR E T XiTiEEN BF &S 5%
WAERI A =7EMY NetScaler Gateway 588 (21E. MBHIIE. EPA) BB,

Secure Private Access AT LU S IR IRARMSERIRSL (FnZi8) B mMXHTEARZER, BXEAER,
BEBRE BT,

=c.
Py =

Secure Private Access {1501 7£ NetScaler Gateway it B FY£2 B 5 771 & 1 30 SRS

fEM GUI & BE XHRid

& L TR MU TBRT R,

1. EEELHEMXTS PR
2. BEBMSMHIIERESESIM X EDIRS 2R
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ECE 42 SR X T 5 17 B0 IE SR B

1. E#n%l NetScaler Gateway > %88 > B MHIIE, REHEEHFM.
2. EERNEREHNZRIERMZF. WEBZIFBIERE XIS E,

3. EIERBER, BEFMUACIEERE. ERIURKILREEERTZ R,
F— M RIFELIGL,

flan, ER—MEERVFILNR, A

Create Preauthentication Profile

Name*

win10_profile @

Action*

ALLOW ~
Processes to be cancelled

Files to be deleted

Default EPA Group

spaopdey ®

4. ERRFRPESFAREE, ARREHEE,
5. ERZARSP, FHRAREXHERRENRIBRNEBIERER,

Dashboard Configuration Reporting Documentation

k~ Create Preauthentication Policy

Name*

Windows10 (0)

Request Action®

Expression™*

Downloads

Select N Select N Select o

CLIENT.OS(win10).HOTFIX == EXISTS

TEERT H0ZE Windows 10 &IERGETATER RHIRER,
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. BEEIE,
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BEHITZ4EE NetScaler Gateway

1. &fnzl NetScaler Gateway > EilRS 25

2. EBRBRENSHRIERENEIRSSE, RERERE.

3. TEERIEE P, BE + HPER,

4, {EEEFHRIEH, EEMSHRIEKRL, RABREREFELRERERFIER,

Choose Type

Policies

Choose Policy*

Choose Type*

(Comea )

Preauthentication o

Request N

5. EERIRE A RESITERIM TR,
6. g Bind (4%,
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Choose Type
Policies
Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*
Windows10 > Add O

» More
Binding Details

Priority*

100

(- 1=

fEF CLI ECE B E XARid

7£ NetScaler CLI EBfT U T o< RAIBMSERN S (D I0IE
il

« add aaa preauthenticationaction winl®_prof ALLOW

+ add aaa preauthenticationpolicy Windows1l® "CLIENT.OS(winl®)EXISTS
"winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

AINFTRY £ TR

1. ¥T7F Secure Private Access B RITH & H B iR,

2. RIEIERIRFHEEIE KK,

3. ENRBEUTEHIIP, BERMEH, EEFELTXIRE, £0E, REWMALTXREZET (BN,
Windows10 ),

518

o AN AREFEEHIPRE,

o HEREIPIRE,
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StoreFront

August 26, 2024

& Secure Private Access 5 StoreFront #[E#t%, N StoreFront LAY Secure Private Access ERE S HE X
ZERASETER.

B2, R Secure Private Access 25 StoreFront £EHEEH, NEFLEREERNAFITHK.
HITUTH R, FapficE StoreFront.

1. M Secure Private Access BIERIEHIE (88 > £r8) THHZS,
2. BESHIHITEEEMNM StoreFront & BX N AT &7,

THEHHN zip X EEMEMA. BRXGMEREFERZ, WMREH StoreFront #1 Secure Private Access
ZIBIRIEERR, M LA S IRRIAN,

3. M . /ConfigureStorefront.psl. @&<7 PowerShell 64 (ISl EUEE R S HEITRHIZ

o FEEHMBH,
o %% PowerShell BIZAHITEBRISE R “FREHE” 3 “Gu3” F4EinfT StoreFront Bz,
o YNERIE StoreFront BEB B E, ZMATRKIEEEEIERIE M StoreFront ARS8,

&/ Secure Private Access i& BB E StoreFront /&, BIAI7E StoreFront €127 & (“&12 Delivery Controller”
E®) $E&2 Secure Private Access {4 EtE.

R A Citrix Virtual Apps and Desktops Delivery Controller BE2& T Secure Private Access HER&HIRE,
M StoreFront A< BmRERGAHIRE. RIAMERT, ZMZEAFEAERSE Secure Private Access (BB
LR B EEE > BEE).

BE.

o EiIXfEA M Secure Private Access B 18 R E T & Y StoreFront Bl &% StoreFront & & X R
Secure Private Access, i57IM StoreFront B2 EEE Secure Private Access, EAZBFRE
AE¥E StoreFront LFAEMENEE, HNBTZHEAETMFIENENIE,

« —“ Secure Private Access iEstE] A7EZ 4 StoreFront 28Z (7ERF— StoreFront B — 1NN A
[Esi FFEAY StoreFront SfE L) HEE,
ALMIEE > Sk imAa StoreFront,

 BN{E Secure Private Access 5 StoreFront £F#tE, StoreFront BB EH LA BITIRE > £/
EIE T, BoRENEENREREITR. RN “KE” NMEAMTFNBERE, WHHTE
StoreFront fiZ&FHEMERAY StoreFront it&# _EiETT.
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{5 StoreFront ix7~ 2308 = F 2 hrasA

WMREFERZ StoreFront hrZx 2308 skE RS, T StoreFront EEAEEE L TEAA:

« Secure Private Access 22 8~ XenMobile,
o RE7% Secure Private Access Ars52 URL,
« Secure Private Access i [A& 277 80,

Manage Delivery Controllers - alfacqgel

Edit Delivery Controller

Spec i
recof
H Display name: ||Secure Private Access
i hs Type: Citrix Virtual Apps and Desktops i
sfd
. Kenhpp 6.5
| |
&) ¥enhobile (9.0 or lower)
Server:
Port: a0

Advanced Settings
U Configure delivery controller communication timeouts and other Settings
! advanced settings using the 'Settings’ dialog.

Co :]

Stof
"o TR

{EF3 StoreFront frz 2.3.11 S ESHRAEY

7£ StoreFront kx7s 2311 XEERAF, ERATF Web B Citrix Workspace ZF a4 Secure Private Access
R 2R, XZE A Secure Private Access A #51E Workspace for Web SE & /Ezh Secure Private Access
Rz 2R,

Director

August 26, 2024

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 40



Citrix Secure Private Access - Zsith

Director 55 Secure Private Access FISE R AT LSS LB &Y 14 e M AN AN B P& HEPR. 3§ Director 5 Secure Private
Access £/, HIUERNKTTE Secure Private Access #iEARAY Director BRS52889 FQDN A9 IP stiit, B xiF4M(E
|_. ) ]ﬁzElE%EjZHER%%o

#% Director At 5 Secure Private Access R RZas#thhk4s 2402 & #Y Secure Private Access M2 %I 4EEC &,
MBERBEE Director, NHRRERIIZAH Director, LTSR 2402 SiE Sk, MREBLZEE T Director,
MA P EFARBIRMARA, BI LTSR 2402 SiEShRA. 0RFEM Director, MFEA5ERL Secure Private Access
KB, EUTERT, BRiEFHaKK,

« Director k7£ Secure Private Access #iE .
o &5 \B Director IP #thiits FQDN 777,

B XfEM Secure Private Access iE#ft Director BI¥45 8, ESiR5 A StoreFront # NetScaler Gateway A&
SHRUNTEREREERE,

=z

AR

o Director ZMEEFRAZIFEMB Windows SHIEIE (IWA), tNREEZEMEA IWA ZRE Secure
Private Access #zfilga, NRGZRRREERAA Director EMHIER.

- NREBERFohERE Secure Private Access 1z#1&, MsFAXLEFHE S5t Director RS 88417
BRI, MREREL, NRGSRREERBNIE,

o IREERTIGESTREXIRMEM Director, BN “BIRIZE” TWEAMIFA Director, HIRERFE
#1 Director ¥4 BB, BERMMMNEIEAGEHITEN. 4818 Director URL IPv6. SSLv3 Rz#¥
BOER,

1=/ Director E2E& T 2 Secure Private Access H[REZE Director

{FREE T AA Director E2& Secure Private Access IIERTEHERNMNELS B, EXIEMES, 5B Secure
Private Access 5 Director B9% .

7z Director 1# & Secure Private Access AR &%

&R LUTE Director H&EFEE Secure Private Access PR &iE. BXIFMER, I88REHAFREE Secure Private

Access =i,

VFAIERRSS 25

August 26, 2024
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Secure Private Access Y AT IEARSS 28 R UREE R NIRRT $BFR E NI NS A G, WFRIERRS B A LUIEVIRIGE LR
ia)fEEF Secure Private Access i3, HaILITEIR B SE/EHTABREH. BHXEM Secure Private Access i+
FOIRSEMIFAMER, BSIFER StoreFront #1 NetScaler Gateway RS S UREREFEEILE,

E3% Secure Private Access S¥FaIEIRS 28:&E %, ST IFAIIEARSE 2 URL, Secure Private Access = H
shEF RS 2 LM EC.

AR
o WUMIEVFRIBRSS 88 EREZE D — Citrix Virtual Apps and Desktops RI2iFal, 7 BETEIFRIARSS 23
L3*#r Secure Private Access #f4

o hrZx 11.17.2 A7 45000 K& EShRAZ3#F Secure Private Access 1&4-BIiFRIIEARSS 28, NREBELZH
BIFENEARSE2E, MAFE AR 2B ARE) 11.17.2 Axds 45000 FRZSE8 3 = s

AXETRESBNESER, FEATTRSSE.

Web Studio

August 26, 2024
Citrix Secure Private Access =52 Web Studio #=#l&, AP EER%ET Web Studio T4&iA1a1%ARS .
M=% Web Studio ir4s 2308 S E= AR,
BITUTHEUEA Web Studio &5k:
1. A Citrix Virtual Apps and Desktops RiEf2F &M DDC RiEf2F %% Citrix Web Studio.
2. RERERE ENHATHRE, YRTEATHIZEMIEE, %A DDC FQDN fEjizhiggtit,

3. MR ERE, M3 C:\Program Files\Citrix\Web Studio\Site\studio\assets\json X%, AEENK
spa-config.json XHHAR,

MRERIEIINI B RE Web Studio, &% C:\Program Files\Citrix hHEIAREM BB IR N IEHNME,
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Q{ ChProgram Files\Citrix\Web Studic'Site\studio'assets'jsonspa-cenfig.json - Notepad++ [Administrater]
File Edit Search View Enceding Language Settings Tools Macro Run Plugins  Window 7

o B oelgl|qi'|:|3 |c_-__’) |ﬁﬂbﬁ|‘§3| |‘=‘d ERERE=E ®| M ]
[&=] spa-config,json t:il
1 =k
2 "name": "Secure Priwvate Access",
3 "namespace”: "/spa”,
4 I "entry": "https:// .local:4443/accessSecurity/ui/citrix-root-config.js",
5 H "configs": {
& "preload"™: false,

"expandLeftNav": false,
8 "globalStyles": false,

g "cacheStyle": true,

10 "ztylelsolation™: falsef

11 F ¥

12 = "props": {

13 I "odnUrl": "https://by - .local:4443/accessSecurity/ui/",
14 "namespace": "/citrix/studio/spa",

15 = "backendSexrviceUrls": {

1é I "gatewayCorefpi™: "https:// i ik 5 .local:4443"

1. 3§ “SpaServer” BifAEH Secure Private Access i FQDN,
2. %3 Web Studio,
3. EEMSHFE L, BF “Secure Private Access”, M Web Studio %8 Secure Private Access &1

=Ha.

fcE HTTP/HTTPS M AERF

August 26, 2024

1% & Secure Private Access 5, RN ERREH QECERNAZFEMIARRE,
1. EEERITHED, B2 “WARER
2. A& FMMAER.

3. ERNAREFARENUE,

s ERORBENBZIMEINB BZFEA.
s ERORENE B, BTRINARERF.

4. T ‘NAERFFAER" BORAUTEMER, ARRET “T—H7
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Add an app X

To add an app. complete the steps below

“  App Details

Where is the application located? *

@] Inside my corporate network

App type * App icon

Outside my corporate network

‘ HTTP/HTTPS A ‘ ¢~ Changeicon Use default icon

App name

google-translate

‘ Do not display application icon in Workspace app

App description

Add application to favorites in Workspace app

£
App category &
| Ex.: Category\SubCategory\SubCategory ‘
URL™ App Connectivity* &
| https://translate google co.in ‘ Internal
Related Domains ~ App Connectivity ™ (D

| * google2.com ‘

Internal N

6 Add another related domain

n Carcel

B2 BT - BEF B M,

R FARRFER - NAEFNEEER, RS ETEXRETREENARF, e URMTHEIMANE
BiEFEm*xEEE: KEYWORDS: <keyword_name>, ERILUERXBFHENBIZF. BF1FH
55, FBRREENXBFMEL R,

R RBEFES - RMENMFRRBM NRER), BRHHNBREZFHAESRAE Citrix Workspace A
FRES, SRS NREFRINHZES, e Citrix Workspace B REHRHIMA LS,
71 Web 3 SaaS RREFIEERNE, ZNARFEERE Workspace AR REFHFELSIT,

- KR/ FEAITHEEREE, EERATUANSINBERFMFHES,

- EKR/FEFBHBIRERBINMR. fli, WS55~N\TE, It EFBRRAKNE, EERA
WHRRMATE X T EMBIES, R Citrix Workspace AR REFHNEMSE NARRF £3IF
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ERAPENRRA RARALES, MHZERETIH R,

a0, MREER AEFREFFERPHEIRIG SN TEMERRFIBMA RS TERELR], Mk
WS ITEMZREERISL, Citrix Workspace Ul if 25— & Rk SH TEMERRF 25,

o NAEFER-RHELERUERNBREFER. BRI 128x128 R, H B Ico
B MRAERER, WEERIIAET.

s TEAFETNARER -NREFERAFRERNARR, HiEFIEm,
« URL —ZA#EFH URL,
« HBXE -RIENARERF URL BantEFEXE,. EE5 A LIRIESEXRESIMRE,
AR
- BERNARFNEXEFRSEMNARFNEXEES. MRLEXMER, BEMRERARE
FHhBREXEHERZEC RN ARR, ARTEIHRRERARMIEE LR, Eha

LIEEEEE StoreFront M ERIENAXSEEHER. B UELHNBEFRERTEA
PR RN BERETE StoreFront FEEIZN BIER.

- @, FMERERGRAERFH URL ANy EMN EEFEXE.

- BXEZIEMER, 155 Web #1 SaaS NARFERENRERLE,

B EDIS R AR R AN I 2 X - S e IR T Rl Bt R AR A2 R N 9 Citrix Workspace Rz A2 R R IR
R AR, #®FILETEY, 7E Citrix Workspace AEFEH, HHEEMMNERENE ERENAEFN
ELEf.

- AR MRS H IR -2 5 TR AT 7 iR R A2 1T #& M Citrix Workspace [z 2RI Uz
K ARFSIRP MR ZN ARF,
HRIETES, 7£ Citrix Workspace MABREFY, ZNARFNE LASEI—MNEGEFET.
- TR MUE SRR -2 &Ik AT B 1EIT i M Citrix Workspace Rz FBiEFF BIUR L Je R A
R FIRPMFRZN AERF.

INREM Secure Private Access 1= & RIS BRRZ A REIM R AR, MHRFohRXLERBRERM
Citrix Workspace syt 5 R+ iFR. S0RIGRFAEFM Secure Private Access =51 & /i, MX
LRy AEFA=BEIM StoreFront Hfflikk.

RIFATERFESRE -/ Web AR “WED”, 7 SaaS MARFIERE “SMN".

5 B “RE, ARBE T

BRAINEETE “RE” > ‘VAERE PEENFMENARERFE. AXEZEMER, BEH ZEFEERE,

IS

FN RTEFFECE 1R SR B
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AN AR EE )R

August 26, 2024

R REATERIERF AR ABASZEAXNNAEFRIARNR, o, ERLOER RN 2REIHRE AR AR
FEHIBREIAE (HTTP/HTTPS).

1. ZEERIERIAR, BE HRRE
2. BEBIEREK,

Policy for Web/Saa$ apps Policy for TCP/UDP apps

Palicy configuration Policy confi

Create Access Policy Create Access Policy
Create a policy to enforce application access rules based on a user's context. & . N - . . "

Create a policy to enforce application access rules based on a user’s context
Policy name and applications Policy name and applications
Policy name

msn-pol

Applications.

men © Q

Conditions

User conditions

Matchesanyof ‘ | spablrl.com | [ soincomagminsvoror @ s

(®) Add condition

Actions

© Allow access

@ Allow access with restrictions

Actions

© Deny a

@ Allow access
Access Restrictions (0) Allow ac

Deny access
(®) Add rastrictians

18 Enabe policy on save

7 N
( cancel

() Enable palicy on save

3.  a) £ B, BAERNET
4. E NBERFF, EEERGINITIHRRBHNEERF.
5. FAP&MHP - ERUIAVFIELN BEFHRNFGMAF AR 4H,

o MEEUTME—T XAFSFRFTIHBEMRIRELER A A S AH# TR
o SEMBFPRATRHALERE: RFFRFRPYIHIEFHAEZIMNFRE B A SA# 1T

6. BEE “BMEH", BRELTXRERMSB— MR XLERFIREE NetScaler Gateway,
7. TERMER, ERMITRERFIHEENBERF LERFRITHUTREZ —

o RFIAIR

o RIFERFIRISIE

o {E4IAIA

EE ARFEREIBISET B, SRS ARMRE" DUERRE. EXESIRMNESER, BSHEA A
PR
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EERRE], ARBEH ST .

AR

“AFERIFIR" REFEHAT TCP/UDP AR,

Add/edit restrictions

0 selected

Access Settings

W

Clipboard

N

Copy

A4

Download restriction by file type

e

Downloads

W

Insecure content

Keylogging protection

N

A4

Microphone

e

Notifications

W

Paste

Personal data masking

N

A

Popups

e

Printer management

e

Printing

Screen capture

N

A

Upload restriction by file type

e

Uploads

D Watermark

e

Webcam

N

View selected only

Current Value
Enabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Disabled

Prompt every time

Search

Q

8. &EF “RENBEAKK . MRFERIEDR,

UGERTIRFFRM “TAIEEREE” DIES IR,

IR ERBR IR STER

UERISRIREE, BRIANERTRNBRRBOEMATR. ERILE HRRE TR EEEMR LR,

NRERN BERF eI ERER, MARBBIMITIZRR. &, EHH

ERENREFIEERSMER, HELHIT TG, WRILRESEXBFERLER, WTFET—MUEREREAE

B, fRIt3EHE,

TRILUBIE A “RkR” FIRaIm Laim TS ahREER B Rk INF.
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ISt

s BEFPH (Windows #1 macOS) LtIIFEMERE,
o 3F TCP/UDP N A#2R, &H2| Citrix Secure Access EF i, EEZF#ITEN (Windows 1 macOS)

LIEIEEREE,

= oalaan ]l

173 19) BR 1 2E T

August 27,2024

HEEE “RIFERBIEVHRNIRT RFN, ERILREERERR 2R, XERLRFIBERAPTEXH, EE

RIEHEERHAMEMA S

Add/edit restrictions

0 selected

Access Settings

v

Clipboard

Copy

~ N

L

Downloads

\/

Insecure content

v

Keylogging protection

v

Microphone

v

Notifications

~

Paste

L

Personal data masking

v

Popups

v

Printer management

v

Printing

N

Screen capture

~

v

Uploads

v

@ Watermark

\/

Webcam

Download restriction by file type

Upload restriction by file type

Current Value
Enabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Disabled

Prompt every time

View selected only

X

Search

Ql
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LYt

i@id Citrix Enterprise Browser i5ialey, EMALLIAIRIHKEETE SaaS WA Web AR £E A/ RAT/E5]/4
NEigtE, BINME: BERA.

=kl

i&@id Citrix Enterprise Browser iAinles, BR/ZRAEALARSEEM SaaS SRS Web MBEFEFIZIE. 20X
&: BB

AR

o SIRFIEPFEN S A T EMIRFI S HIPRSE], TSI LR REI 5T S HIRRE,

o REAPRIEER Citrix Enterprise Browser frzs 126 SiEShRAA BEFIRE B RHINNAER, &
0, RRIERIAIRZEIRE,

o ATHRARFINAEFANESIRE, EERAUERARTLARS, §X¥MES, B2 RLTSENTER
PR o

B BIRI D B T R R

Y@ Citrix Enterprise Browser ihialet, EAILLHRIEER/ZAARM SaasS A Web N AREF T THF
E MIME (32f#) KIUHIRER,

AR
o BRTEPRBISN, FIRMEIEHLEEN DB T EIRS,
o MNRFEEFRNBAT FTEHMZCH LS THRS], TR TR 2B T ERS,
o REAPRIEER Citrix Enterprise Browser frzs 126 S EShRAA BEF IR E B RFHINNAER. &

0, [ZAER A EIRE,
EEHA MIME 2B T, BRITUTESR:

1. BIEES4miEIRIRIERES, BXOBIARREMNIFMER, BESRE SRR,

2. 7 Y7 W, EE “AFEBRRE,

3. B “BRXHEBNDNTEHRG, RAERE “RE

4. EIRXGEBRSN THRFISEED, ERUTERZ—:

o AWFFETE, BEFISN - ERLTEIERIREH RIFFE R,
o PRLEFRETE, BHEFIS - (GEFFT L EHAREHEIEFRE E MR,

5. MNRFIRDPAFERXXHEER, WHRITUTERE:

a) gE “FIMBENX MIME %27,
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b) 7700 MIME 28!ch, 3% category/subcategory<extension> &N MIME 22, fi
M, Ef/png.
c) % Done (5EHY)o

MIME KR 7E HIMEFIIMFIRF

URLAPESR THZRHHEEE, Citrix Enterprise Browser 2 B R TELHEE:

X
File format restricted

Your admin has restricted downloading files in this
format. Please contact your admin for assistance.

TH

L@l Citrix Enterprise Browser ihialrs, ERILLSRIEEA/ZHAAFM SaaS A Web R AERF R TH
PR, BINE: BB,

AE

NRRIEREREA T THMES AR ST HRS, W HRS TR RER 2B TR,

FR2HNE

A/ ZIERLAFEEE Citrix Enterprise Browser iia]rd i al{E A L SRASEZE Y SaaS A Web R AREF+
HNARERNE. FTRENE2MEA HTTP iEEmAE HTTPS 5EE MM HEEINERX 4. BRIAME: EBA.

TEETRTHNARERBDIHRGIE,
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[ Intemal | Restrictions | @) Not secure

googlesamples.github.io

googlesamples.github.io/web-fund... 17 a @

x

Simp

View page over. H]

This page loads the [p
requested by the br(
modem browsersbl &
the page is viewed ¢

Waiting for insecure

Certificate is vahd

Pop-ups and re Not aliowe

Coolkies and site data

Site settings

INSECURE SCRIPT LOADED AND RUNM

b

L]

N

3nt example!

Jest case of mixed content. When the simple-exampie.js 1
wntent and take control of the entire page. Thankfully, mos
Jlay an emor in the JavaScript console. This can be seen

REICRRFRP

23832 Citrix Enterprise Browser ipialfy, ERLLIHNRIEER/ZHABRICFSM Saas iRt Web W BEF#H

REs. MAE: BBA.

e

i&@id Citrix Enterprise Browser iAinlfs, & XEER/AERTHAFPIARERILRREEN SaaS SRS Web A

EFPRERX. FAIAE:

BREB RO

REAPHIER Citrix Enterprise Browser iz 126 SiEmhRA 7 BEIA RSB T 2= XIRHIHN R BER.

BERAERTHEATERBATERAZRN, BRITUTTE:

ok w e

=

SIERRIEI P REG. BXEMER, BERAEPIHRE,
£ B B, EE RIFEERRE.

B LR, ARRE “RE

£ “ZRNIRE” TESP, BE “BEAAFRR.
BE “RE, ARBEE TR

* 915R7E Secure Private Access SkBgFEA T Z5=MXMRE], W Citrix Enterprise Browser 2 2/R 71

®E,
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o YN5R1E Secure Private Access HBgHiEE “GRigEE” 111, MRZAF Citrix Enterprise Browser 89
RB2FEZEFEA Global App Configuration Service (GACS) k&2 Citrix Enterprise Browser i

=
Fto

- WREEA GACS, W GACS & E#RZMA% Citrix Enterprise Browser.
- NEKMERA GACS, M Citrix Enterprise Browser 2875 “#ia” &8,

o B#il, Secure Private Access AEZFRHKEETN. NMREZERHKEZETX, NHHiED GACS #HITRHK.

Bx GACSMEZEE, FSET Global App Configuration Service &2 Citrix Enterprise Browser,

A

i@t Citrix Enterprise Browser i, SXHB AN/ iR AR EEEBILERE SR SaasS HE Web M ARER
FEvEH,. BINE: SRERET.

REBPHAER Citrix Enterprise Browser hrzs 126 S{EShRA A 85171013 A LLBRHIMI R B2
EESERANER TEEETEH, BRITUTSE.

SIS RIEIAIREREE. BXIFAER, BESRAEHIHRE,

OB B, R “AEBRRESH,

BEF BN, ARRE “RE .

£ BANRE” NET, Bh BRRERER.
BE “RE, ARBRE TR

ok wh e

K

i@ Citrix Enterprise Browser ifialet, 5 LIAIRISRRE /2R EHINEURMME] SaasS M Web A2
Fr. BRINME: EBR.

AR

o SNRHEBEPFEIET S A T S MEIRFIAE NGRS, W53 MR PREIT ST FRENERR &,

o REAPRIER Citrix Enterprise Browser frzs 126 S EShRAA BEIHINE B RHINNAER, &
n, [AER AR EIRE,

o AT REAEFINARERFPREGEE, EERAUERARTLSARS, §XFMER, B2 RTSANTER
PR o

PABRIER K

i&@id Citrix Enterprise Browser iAinlfs, ERILLEEEEA/ZM%E SaasS RS Web AR EREIRHR AT
B8 (PN,
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} =r

p= =W
SAEPYFER Citrix Enterprise Browser krzs 126 B Sk a8 18 A B ILIREIN Bi2F. BN, M
2RI R R 2R,
EREFIBEAFHER, BRITUTIE:
1. QUERERIEINIRERI. BXEMES, BSRAEIRHRE,
2. 1 “BME B, & “RIFERRE,
3. BE “DPAKERK, ARRE “RE
4, ARERZIMENEEEE, RERE RN

MRZESRERBIMEMENIIRS, WAILAMEEXEERRE, BXFAEER, BERMIEEXEESE

i
5. EEFHIGRE,
¢ TERBR—TeRENRES, FHELER.
o BDER - BOBEHBES. NREBXID, HREDTHFLH.

B EROINE” B, BAERMXEARERABNFN. 4T “B— T RRFH M “RE—1F
BFR FERPBAET,

TR FERETEEEI WIS TERTBE XK,

6. B “RE, ARBE TR

ANEEXEEHEE

ZRI LB A INME SRR ENRE RN B EXEBHEE,

£ ERERRE d, &F ‘BEX, ARRE 7.

EFRAND, RABBENEERENRT,

EFTED, AAGEEEENFTH.

HFENXRZARX (RE2EF) B, MABEXESRBENRER. Hwm, ~4[0-9]1{ 12 } (?:[0-9]{ 3
})?s.

5. MREREZBEBHF/VNFHHRE/VNFR, HikFEEa,

6. BF “RE, ARBEH "

N
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Personal data masking settings

Select information type

Select... AV ‘

Custom 1

Field name

Visal ‘

Number of characters
12

Regular expression (RE2 library)

#4[0-91{12H7:[0-93})7S

Select masking type
() Full masking
(® Partial masking

First masked characters

3

Last masked characters

3

o No preview available

|/-—-\-
[ Cancel ) Save
M A

oy
Done [ Cancel |
A v

TEERTRERK P ORGINAER. REEERT S5 Pl BXHEN,
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[ Cloud Software Group Bookmarks

@ Windcave

Windcave eCommerce test details

Sensitive data redacted

Personally Identifiable Information has been
Search l Q masked by your admin.

What credit card should we be testing with?

+++« for Visa, *=+* 1111 1111 ++ for MasterCard, 3711 1111 1111 114 for Amex, and 3600 0000 0000 08 for Diners.

(@2 [ Restrictions | @ windcave.com/support-merchant-frequently-asked-questions-testing-details (B3 ¥

X

Only pre-approved 'test card' numbers provided by Windcave can be used for testing, within test environments. We recommend using the test card *++= 1111 1111

ESl ()}

UP ENQUIRE SYSTEM STAT|

L

SEHEM

i@ Citrix Enterprise Browser iialet, EEALLKRISEEER SaasS A Web AEFFEHA/ZAERREER

Ho BIAERT, MIIARAMEEN. RIAME: BERFREHED.

REAP»HER Citrix Enterprise Browser higzs 126 siEm R4S B IR)/E A L IRFIM R B2,

EEABNEONET, FRITUTIR:

BIERRIEIPREG, BXEMER, BERAE PR,
£ BF B, EE RIFERRE

BE “BhED", ARBREH “RE

£ HMHEMRE” TEYP, B WEAATREED
BE “RE, ARBEE TR

ok whe

FTED

i@ Citrix Enterprise Browser iialet, M LEERERSA/ZAMEERN SaaS NI Web M RIZFITENIE. &

ME: BERA.
HRLAFPZHMBR THERGINNBEZEFFITHNREN, SEIMUATHES.

Printing has been restricted by your
administrator.

MR PRI A T FTENFFTENEIZRE], NFTENPRFITST FHTENH EIERE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

55


https://docs.citrix.com/zh-cn/citrix-secure-private-access/2405/spa-onprem-configure-access-policies.html

Citrix Secure Private Access - Zsith

FTENNERE

i@ Citrix Enterprise Browser a8y, fEFREERARENITENNIMEER SaaS SHEBILERIEHINE Web A2
B s A R FRT EN SRR

AR

o BRITEDBRAEISL, FTENMEIRIRGILOIA, FTENVERREIREAREMRITENN.
R R IR FEIE B A T ITENAFTENN B IRRE], WFTENPRFIM S FHTENH BEIRIRS,

o AP RIAER Citrix Enterprise Browser hi7s 126 st ESRRAA 8E15 17 /E A LRI BAEF. &
N, RRERFIFIRZEIRE,

ERA/RRITENRE], BRITUTHR:

1. SIESRIBILIRIRES, BXEIZHARBINFAER, FSREENIRERK,
2. 7 BRI B, EE “RIFERRE.
3. BE YIENER", ARRE “RKiE

Printer management settings X

Specify which printer targets can be selected by end users when printing. If both this setting and the Printing setting are used, the Printing setting takes
precedence, Requires Citrix Enterprise Browser v126 or later.

MNetwork printers
() Disabled
(@ Enabled

Enable printers by hostname
All printers are allowed by default unless specific hostnames are populated.

( &.g. local. domain.net | —|—

Local printers

() Disabled

(® Enabled

Print using Save as PDF
(® Disabled

() Enabled

P
. J

1. RIBENERERFIIME .

o PISFTENH] - MEHTENH B —Fhe] LUEIRRIMEE H B S A P AR TENL.

- 2R ZRARNEPERITENNIHITITEL
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- BEBA: AWWMFREMSEITENIHITITED, SIRIEE THEMIENS, WERTIEEBFTENNILAIMNOFR
BHEMMEFTENHEB R4 A L.

AR WMEITEMNBREENAIFIR,

o ZHUITENN - A TENMN @B BLERERERE DA BENNRE. IMEZREEY USB. H1TiH
Ok EthEEE ORI,

- 2R ZRAPTEAMITENNITED,
- B BREMFREZHITEINITEL

s A “57%F4 PDF” #1T4TED
- BEXA: £ALU PDF B RENAEFFHIAS,
- EEA: BRLUPDF B RENABEFFHIAS,
2. BF “R®E
WNRZATMEITENN, WHERHAE “BR FRPEFTENN, SENITENZFREERNKE,

5, SNRERM “EABEN PDFTEY, WAEEE “Bin FRIHN “BEES” #EN, ‘558 PDF EIREE
TRXE,

Select a destination

Q IBEa:ch destinations

0 Some options have been restricted by your administrator

¥  banpprint01. .net Canon IR-ADV C5550/5560

5  HP Ink Tank 310 series @ 5 MacBook Pro

e n ™ I N
| Manage ] | Cancel )

FR&E

FERENRRERFEFI N BIEZFED Citrix Enterprise Browser i5iRBY, BR/ZBEEHLLEKRM SaasS tAER
Web M AREFHARRENINEE,. NMRAFZABRRR, USHE—ITERE. RAME: BER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 57



Citrix Secure Private Access - Zsith

R RER 3 B9 L HBREY

BR/Z2RAPEEE Citrix Enterprise Browser i5nli fE BILEEBEM SaaS stAZE Web B2F THSE MIME
(3ZfF) HKBHINR,

AR

o BREZPRBISL, IR IR LRI H LR,

o WNRFEIRPFEEEA T LEMIRSH BRI SR EHORE], W_EHIREI S TR 589 S 3RS,

o REAPRIEER Citrix Enterprise Browser frzs 126 S EShRAA BEH IR E B RHINNAERF, &
0, [AER A EIRE,

EEFA/2A MIME £218 E2, BRTUTSE:
1. SIZERIEILIRIRES. BXIFMES, BESRCIEIRHRE,
2. £ “BF b, E&F “RITFEERE,
3. BE “BXHEBYOHLHRE, AERE “HE .
4. ERXHERBEYDN EHRFIRETNE S, EFEUTERZ—:

SRR L, BAEGII - EHEREELBZIMIFIE X o
FRIEFRE E2, BEFIS - FIERRERE B 2 SMOFRE S8 B3,

5. MMRFIRPAFEEXEE, WHITUUTEE:

a) gEE “HRMBEEX MIME %27,

b) £ MIME &, #% category/subcategory<extension> &N MIME 28, fi
@, Ef%/png.

c) #iE Done ().

MIME A HIERIIMIRSP,
YURZLAP SR EHZ R AL, Citrix Enterprise Browser f B n—RKEEHE.

X

File format restricted

Your admin has restricted uploading files in this
format. Please contact your admin for assistance.
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flnk =

L@ Citrix Enterprise Browser ifinlet, BRE/ZBAFEERLLRIBEERN SaasS skAEs Web M AEREFEH
LHHR, BHAE: EBR.

AR

NRRBEREISB AT EHAE SRR 8 BRG], W ERPREII TR 38R 73 B LR,

JKEN

EETAFITENNAR S P It AF RE LB A/2AKE. RIME: ERA.

P& RGN

i@ Citrix Enterprise Browser ifialft, &XERR/FRRBFIHRERAILRIKEER SaaS WA Web R A7
FHiiBGk. BRIAME: SXEIRT.

=REBPIER Citrix Enterprise Browser 7 126 SXEEARAA 8Ei4 RS A T MEIREI RN BIEF.
BEERRTHER TERBAFERES, BRITUTSER:

SIS RIEIAIRERER, BXIFAER, BSRALENIDRRK,

£ B B, BE “RIFERRE,

BE ‘WMBRGH, AERE “RFE .

£ BEKIRE” TEP, BE BEAFLR
Bf “RE, ARBE TR

ok wpn =

=3

PE=W
o N5R7E Secure Private Access SBgF R R T R&LMRE], W Citrix Enterprise Browser 2 2R3
®2E,

« 05R1E Secure Private Access SBgHiESR “SRigEE” X, MRZAF Citrix Enterprise Browser 89
RB2FEREFA Global App Configuration Service (GACS) & &1E Citrix Enterprise Browser i

Fo
- WNREA GACS, W GACS & ¥R AZ Citrix Enterprise Browser,
- SNERKMEMA GACS, M Citrix Enterprise Browser 2R “#ia)” i&&,

« BHai, Secure Private Access A FHREB G L. MREFERKIEEL, NpIuEs GACS #1TRK.

X GACS MEZER, EZAiET Global App Configuration Service &2 Citrix Enterprise Browser,
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LR TR PR

TRILERAR AR (NAREF > %24 NEENNAEFABAEMRIGRNR. ReARIRT —HNAERF,
AILUFEEPRITERIMMEF. EARSATHNAEFFEAEERIAENR, BRFEFEREAHRIRENS
STER AR ATHRIFEITECERI o

s BRARLARE, BLEEARRLAPHNARRF ZEISH /MR, flm, MREZMAEZERF “ProdDocs”
BF&£4A “SCL”, MMAERF “Edocs” BFRe4A “SG2”, MENMETFANAEREA T S5/ FENEEE, &t
TEBABM “Edocs” EHI/#MEEl “ProdDocs”s

s WFABTFRLENNARER, EaUEIE—FKREARFBERFBINIFRIRE, RAEEERE (S5 Mk
BIEIR) . EXMIERT, ZNARFAETREA, FIhn] X% BERFRN S5/ FEkRRE,

AR

&R ar L@ Global App Configuration Service (GACS) BR#l3&@iZ Citrix Enterprise Browser ifial#y [z
BRERIEER, NREFER GACS &2 Citrix Enterprise Browser, EffH “BREVEHIR ETRE
B NEARISIEAPR, HEFREET GACS iHiRBIMiREY, ©iEAF &I Citrix Enterprise Browser iAiafFH
NMAREF. % GACS MEZEE, iB5RET Global App Configuration Service &2 Citrix Enterprise
Browser,

EolER24A, BRITUTIE:

1. 7£ Secure Private Access iz#lam, B “NRAEER", AERT “BedH.
2. B “HAMIHpREE”,

Security group name

l sec-group-1 I

Add web or Saa$ applications

dribble > Wikipedia > Pinterest Q‘

By default, you can copy and paste data between apps within the same security group. Copy and pasting to apps outside of the security group is not allowed.

> Advanced clipboard settings @

1. RANTLHENET,

2. £ Web 5 SaaS AR, ERBASE—REUEBAERNFAMEHNNBES. F0, Wikipedia.
Pinterest #1 Dribble,

3. B2&F “RE

BEXBAEMREENFAER, BSRANANLBREFNRELFHNEREREEES/MGE T,

L&A M Citrix Workspace Bahix e Ai2F (Wikipedia. Pinterest # Dribble) BY, ffil4MeEmsE—
FAARFHIEIE (S4I/M) REIRLARANHEMNERR, TIENARFREERAHMT LIRS, BWHTE
1 /ARG
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B2, REBPALTEFTEN LAV BREFIRATHNNAEFTHNASTERHEMEIXEREENNAERFR, &
2T BABNIEENAEFEHES— M NAREFINEERUTEA:

X
Pasting blocked

Your admin has prohibited copied data from being
pasted here.

( ok )
R

TRILMER “SREMIRIRE” 87 PrED, BRMBRITEN LN N BREFSRAHHINARFZEGPE
B/ AWERE. BXFMER, BSRASYERRFMERL IR AER BB E S/ AE .

B NI R E H [ KNG

ERILITEHEE AP BREF R EBEARR O MEIRIAERR. Altt, SRl ARBRERFhRRBHRERER
FAE I/ REREPRE

3 =r

AR

IR ARSI R Z AR 518 G RV E A R REBRI L e T h L 2 A SRR R LK.

NI
BIgEEEET M EE=INAEFNREA, B Wikipedia. Pinterest #1 Dribble,
W7, EAERRGIERE Wikipedia g Dribble WAZEME Pinterest 1, Jitt, FHITUTHE:
1. QIRSRIBANARR Pinterest DEEMIAIRER, BXBIFPRBIIFMER, BESRACE R,

2. RIF7 B, EE “ATFERRE.
3. EFE KM,

RE Pinterest 2R EE Wikipedia #1 Dribble = £AM—365, BHTFS Pinterest x84 RIRIRE A T #
TERREI, AP E%E Wikipedia 5 Dribble rHIRAEHI2I Pinterest.,

@ Explore the bestof Pir X +

[P Restrictions | @ in.pinterest.com/ideas/ = NN g

X

s Pasting blocked
{  Your admin has prohibited copied data from being
e v Search for easy dinners, fashion, etc. pasted here.

@

Popular on Pinterest
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RN FARE AR & #5 BO R FA A2 R 5 FE & 1 RGN 1

1. glEReH, AXEAER, BERAEGRE AT EERIFRENERS,
2. BF “BHRIEMRIKE",

~Advanced clipboard settings @
Data out of the security group

Allow copying data from the security group to unpublished domains @

Allow copying data from the security group to native apps

Data into the security group

Allow copying data from unpublished domains to the security group @

Allow copying data from native apps operating system apps to the security group

3. RIBERERER LI TR

o RVFBHIEMZSAEHZTIREBIE - RAITFRBEIENR AT ARERFEFIFIRTE Secure Private

Access A RN RERF.
o RIFBHIBEMNRESASHIZIAVINBES - AFBHIBENLZ AN BEFEFEHTEN LAt F
=%,

o RAUFBHIEMKREHENIZEFIF LA - RIFIEERIED Secure Private Access X IR FTER RIS
EE R 22 AFHINHER,.
o RFBHIBEBNEYNBEFRIEAAKEFIZLA - AUPEEUEMITEN LAt BIER 2 52N BERF.

[=xaila)

o (I8 > MARERE) PHRBHKRRZEMIRAEFNE, FLk, 7£ Secure Private Access #, XL FTE
FHEIABE RGN BEF. MREEM Citrix Enterprise Browser ifjaiXteis, MEILEEZHREIMIR
RBIEERT 4R, XENBEFAIEZEREH /.

B0, RIS

- BBEMBRT —NE R Jira2 (https://test.citrite.net) WEARER, ZNARBFBTR
24,
- BEBA “AVTRHENZ2AERBIRLHIVE ED,

AEXMERT, MRAFPSHRFHENZNABEFEFZIE—R2HAPNZ— P ARERF, WAEHRRER.
R¥mRAFEREXE—RENEN,
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o WF SaaS MARER, MIRANAREFEETREE “ELIAR" RERIARER, e LUESZNAEFRIAR
R, SLAFINARIARIZNBER, EANARFERETEET Secure Private Access @B E .
ttoh, INREARFRREAN—HS, WASHRLHERE, RALET AN BRFREH/FERE,

¥ Secure Private Access ZE HEiE

August 26, 2024

Secure Private Access AR A R LIEABERITIHE, IRHESUAM. SELENTT Bt B ARES
ZE (flan, #B3 5000 ZAF) =pEIRIIAY Secure Private Access T,

2l Secure Private Access 75

o SIE—NEEY Secure Private Access i, BXIFMER, BSIHIZE Secure Private Access ihs,

s BEREMENBET SAME Secure Private Access ihs5, EXFMER, BRFAEIMARNELSIEE
Secure Private Access,

o E8 Secure Private Access T mf, EEEHARMNIRSSFBIER, IPERETHIMATTAEHBZMBAS
& %28 FQDN #30LAL,

« 7£ Secure Private Access FRREFE— M TR, EAHHTERE. BERMIEET R, BE SR &+
thisE SRR, ARFRBITHIERERE, BEXERMNEARKIEENFAGEE, BESREAEMAARKE
o

Application Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

htips://zeta.spaopdev.local Q C é

TR EE

Secure Private Access BEIREREHENMH FEHEEER, MREFEA NetScaler e EH FH2R, HEEUU
T

« FATFifin) StoreFront B FQDN fEREHEBEH (SAN) 57 DNS FEth, MNREERMFHTER, NE
B EiER N IRS28A FQDN A EF1%28 FQDN, XEATF SSLIE$. XF Secure Private Access, BE
NHTERMEBT. BXFAEE, BEBREA NetScaler #1750 H T,
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7ZE2E Secure Private Access Z#i, %MACE StoreFront NAREIE. MNREAHE TESR, BEERAET
S AMEEEZAR URL, R HTTPS #TLe@E. BXi¥E, B8RFER HTTPS Rip StoreFront,

o BiNEA HTTPS iz1T Secure Private Access RS, EXTREEHIMER, Secure Private Access fREt
AILUER HTTP ZE,

o« ¥ SSL #1#sk SSL #7#%, Rt UERERAHTEBRESR, £/A SSL M, EWERES D Secure
Private Access T R FEEEERAIARS BIEH. ILobh, IERERERAAMEAESZHEM (SAN) 85 H
HTrgs FQDN ABILES, 1tboh, HMTERH T EBRSPECE SAN,

o 1FHERY SSLIEPHER 1S ARs323F0 NetScaler,
o FRREZ,
« Secure Private Access RS (BEEERMIETH) BEREN, FLFREEFAL,

o MEFER (FlW NetScaler) EERTRIFERSBMNIRINNE LS (FENR) . MBEHTA Secure
Private Access AR S 2RECEET HTTP MBEEX SN2 (RNELS), MelUERAUTHS:

/secureAccess/health
FRHAEIR, :
Http status code: 200 OK

Payload:

{
"status":"OK","details":{
"duration":"00:00:00.0084206","status":"OK" }

}

BXELE NetScaler AR TFHBIFAER, BBIRILEEAH LT,

73 Secure Private Access /751128

{ERLLT CLI &84 Secure Private Access BlIZE 5188,

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES

I EMRBE, HIEBHER EREE.
B XA NetScaler HF RECIRISMBIIFMIER, BB LR,

#1%# Secure Private Access

August 26, 2024
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TR “IBHIER” > “BF” > “BFMIhEE” BE1E “Secure Private Access”s

1. #%$ Citrix Virtual Apps and Desktops 7 2405 - Secure Private Access.
2. BEHHE,
3. RBRRR LIRBTMEH,

AR
3N Secure Private Access REFIGEE5EM, MTEEHE Secure Private Access Z /i, IEMBIRIEHIAT
#; StoreFrontScripts.zip Xf#, M StoreFront RNZFEEIERZE Ik Secure Private Access #&Eft.

Z % StoreFrontScripts E4aXX 4, BRBIAT S BIRIE:

1. &RZ Secure Private Access BIE#sHIE,
2. B 887, ARRT ‘R N+,
3. 7£ StoreFront [z AEE URL B3 B TEHMZAS,

M StoreFront N B EE B4k Secure Private Access &t

N Secure Private Access f5, #%ZiM StoreFront N A ERCE R #MIER Secure Private Access #fiff.

1. &= StoreFront i+&#,
2. T# StoreFrontScripts.zip 3.
3. ¥ StoreFrontScripts.zip fREEI—1 X%,

4. FREERNRITH PowerShell 0,

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

FHeR

August 26, 2024

&R LU Secure Private Access SFEAREIEFHMARZA, MEBLIRERIVTENRILS, EARZE], FITENE

SIBRRBHAEEFERE. BEFEHE, EEEMNFRINEITREREFRARZFIREMN Secure Private Access .
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FHRIGF

FHRIRFF TR

1. &\ L& Delivery Controller # 4% Secure Private Access, ] LR IE & #]1 <% Secure Private
Access WA BERERFAFREPHEA “Secure Private Access” B3R,

o INREE&ES Delivery Controller 2% 7T Secure Private Access, MIFE%&mF+4k Secure Private
ACCGSS éE.{tFo *H&, 13/‘4‘ Jﬁﬂrﬁﬁﬁﬁéﬂjq:o ﬁ;&ﬁimtz %) 1ﬁ£|gﬂﬂ'é&ﬁﬂgo

- MREEBIEHB Secure Private Access El#R%4ET Secure Private Access, NIAT LA xS E
THE. BXFMER, BBRALED Secure Private Access RE127,

FE

BiENEESERT POC #1789 Delivery Controller 22 Secure Private Access, B2, T4

IR, BB NEERETRTERER, WEERTLUAREMFMLEIIEE.

2. BITHIRENA. BXFAES, BERERMNAARIIER,

3. BRiE1T StoreFront it&E. M “&E” > “EBE” T# StoreFront iz, ASTEMERR StoreFront i+&#
LiEfTXER A, EXIFMER, BERAIEREMRLE,

ot

AR

MRERBITHE, WARSEARR.

4. (713%%) 1517 NetScaler Gateway iz, HXIFHMER, BB NetScaler Gateway,

2R Secure Private Access REEF

August 26, 2024

1. M https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/sfF#; Citrix Secure
Private Access 2405 R#i2%.

2. FEMNEETEN EUEE R BIE1T.exe,
3. BZRER LRRATRRE,
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Citrix Virtual Apps and Desktops 7 . - Secure Private Access
Software License Agreement
LiceTs I EAtEe M Printable version
Firewall
Last Revised: August 19, 2020 -
Summary - =]
CITRIX LICENSE AGREEMENT
u d
T This is a legal agreement ("AGREEMENT") between the end-user customer ("vou"), and
Finish the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (heremnafter "PRODUCT") and maintenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at https://
www.citrix.com/buy/licensing/citrix-providing -entities html. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by vou shall in any way modify or add to the
terms and conditions contained in this AGREEMENT. This AGREEMENT does niot apply
to third party products zold by Citrix, which shall be subject to the terms of the third party
provider.
1. PRODUCT LICENSES.
a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to use the software in a software PRODUCT and the software installed in
@ | have read, understand, and accept the terms of the license agreement
| | do not accept the terms of the license agreement
Citrix Virtual Apps and Desktops 7 = - Secure Private Access
Summary
¥ Licensing Agreement Review the prerequisites and confirm the components you want to upgrade.
¥ Additional Components
Installation directory
+ Firewall }
Summary
Upgrade
Firish
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Citrix Virtual Apps and Desktops 7 = - Secure Private Access

Finish Installation
# Licensing Agreement The installation completed successfully. +" Success
+ Additional Companents

+ Firewall Core Components

~ Secure Private Access Upgraded
+ Summary
Post Install
+ Upgrade v Compaonent Initialization Initialized
Finish :

BE.

RRERFARIIRA 2405 /5, BAEHIETT StoreFront iz, LUEHRIH=IFHES A

EET R

+ I&E Secure Private Access
f& NetScaler Gateway
FCENAER

AN R ECE 17 R 25 RS

& FR RIS+ R K4 e

August 26, 2024

T LEREIERAE TR T3 Secure Private Access fhfFMISUIREF KA ZS,

1. FERABERNRITH PowerShell & $RAFED,
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2. ¥ B RE X AR Secure Private Access &% X 3 T8 Admin\AdminConfigTool xx# 3% (g0, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”).

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder

\4

August 26, 2024

% Secure Private Access 5, ATLM “IRB” MEEHILE, EAUEENBIEFE. SBANKH, HIEREM
12%0

BEMISE, HIHER Secure Private Access EI2AaMF &R Secure Private Access B RITHI&,

BXNAEMRERKENFAEE, BSHRUTER:

o EENVAERFIERIEKE
o EEEER
o BREMIRE

LEREERE

August 26, 2024

EIEN AR FIERIEE R

EA] LIEFTE Secure Private Access i EHRININ AIEFIHYIR. MAEFIERTIH T FrEEXEE RN AE
FREMNREAN (MR

1. 8% “RE” > ‘NARFE
2. MIRFE, ERIREREERH BoREEE,

Il

EEEER

A0

TR LEREERYIR, AN 8B > “EER" TEAHAMIBER, BX%E Secure Private Access fRHE
ERBEERETE2NR. R, ZEERTUBEMSERRNENIZED,
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TEERRTLURINEIR R, UERZATRIFEEERRRARNR,

. EEERTES, BERIM.

. R, ERBIUFZEERR RN,

. EAPSAFAY, EFZAFFRERNAEF A,

. E EEREED, ERONDESZAEF IR,

A W N R

BN ERIZE
1% & Secure Private Access [, &ERILIM “SR” EIM-RERZEH StoreFront #1 NetScaler Gateway £ 8.

1 8F RE” > “BW
2. BENAEEERRENREER, AREMFE.
3. BFE “RIF ERUBRIEEN.

3 r

AR

UNER Secure Private Access 275 5 StoreFront REIBVIHEWN L, 35 T & StoreFront iz 1E StoreFront

EiE17,
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«

Application Domain ~ Administrators  Integrations
I£| Overview
Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.
E Applications
Secure Private Access address
0 B The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
Access Policies be a valid web URL and does not have to be a public address.
@ Settings https://gamma.spaopdev.local e

B

Troubleshooting

StoreFront Store URL
The complete StoreFront store URL.

https://gamma.spaopdev.local/Citrix/StoreGamma (/]

O
A

Download Script

(%) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

wgamma.spaopdev.local Q O j Refresh Certificate

() Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (0 Callback URL (&

O
AN

https://gwgamma.spaopdev.local (]

@ Add another virtual IP address and callback URL
Director URL

Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

s.spaopdeviocal (/]

O
D

K

BIEN AEFRE

August 26, 2024

RENAEFMILEREG, MALE, ERIUNEH#THRIE.

IREBNAERF

1. 7£ Secure Private Access B RizHIaH, BF ‘NAERE.
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2. BESEERNNAEFNYNERSETE, ARSEE “RENABER .

3. RENBREFNFEAES.
4. BEF “RE

Edit App

Click Finish ance you're finished editing your app

Where is the application located? *

@- Inside my corporate network

Apptype”

HTTR/HTTPS

App name ~

Slack

App description

App category &)

Verizon |

URL™

| hitps://csg.enterprise.slack.com ‘ Internal

Related Domains ™

App Connectivity ™ &

App Connectivity ™

X

App icon

Change icon Use default icon

: Do not display application icon in Workspace app

: Add application to faverites in Workspace app

| * csg.enterprise.slack.com ‘ ‘ Internal

Related Domains *

App Connectivity * &

| * slack.com ‘ ‘ Internal

6 Add another related domain

m caqcel

YRABITIP) SRR

1. 7£ “Secure Private Access” BIEREHIAH, BEH THRHEE,
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2. BESEENNRENNNERSIRE, ARRE “RELRRE .
3. RIBRBEIFIR,
4. BEEH.

Add/edit restrictions

2 selected () View selected only Search Q
| Access Settings | Current Value
(/] Clipboard Disabled
- Copy Enabled

Download restriction by file type

Downloads
Insecure content
Keylogging protection
Microphone
Notifications

Paste

Personal data masking
Popups

Printer management

Printing

Screen capture

Upload restriction by file type

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Enabled

Prompt every time

REHERN Web 5=

August 26, 2024

k1% Secure Private Access HEREMN AEF (NBEME Internet) WA “KREHEMN Web 555", BIAER
T, WREERNFRENEN Web WREFEENBIZFMAE)5%EE, Secure Private Access B4 i 05X e N FATE
Fo

NFAEEMKREEN AR Internet URL 3¢ SaaS AR, BERAIUEAEERITHAPRIZE > REHIEN
Web shsikTi£, iF3IELER Citrix Enterprise Browser #4171/,

AR
ZNERT, REBEENAYRES Citrix Enterprise Browser i58FrE Internet URL = SaaS W ABEF.
KREHOEN Web if A2 NS 1ER

1. 5 URL e E LAEZ URL @57 Citrix ARSS URL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 73



Citrix Secure Private Access - Zsith

2. ARteEZ URL LI

E
3. AR EZ URL LIAE

e
-
EZ

TERBTRLBFRE.

I Web iZFA#2R URL &2 SaaS AR URL,
BRIRAARERKE URL SER T 1Fi51RZ URL,

Allowed sites or

Web filtering
configuration

/ Secure Private Access evaluation

tE=n

2

Web filtering ‘

Published apps (without
3 party SWG)

Allowed sites (with

31 party SWG)

YiIEREAR, FHRITUTIREH REMENAIRE:
1. BEREES 2B AFYIRIE?
a) WNSROCES, WP ATLASERBIRL,
b) MRFILE, MELEMNILTIR,
2. BREESEENMILTIRITE?
a) WROTEL, WLATIRRHEE BRI
i. PALE
ii. ¥

Blocked sites

Q

b) INRACE, WEAEIARIE (ALLOW), FEERERIARIE,

AFREHER Web i SECE N

(&7

Internet

T

3rrdrParty
SWG

1. 7£ Secure Private Access BIERiEHIaH, Bt “8EB” > “REHAEN Web 1557,

=W

o BUABERT, MEDBYELTEBRARS, RIFHEMERERERN Internet URL,
s WRIBIREERABLEFMBERAFIARIKREMERN Web it 5, UUBELLEFREAF &S Citrix
Enterprise Browser ifialfE{a Internet URL.
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Web filtering is enabled @) @

Website Traffic Overrides
Override default website traffic settings to specific websites by adding them to a grouping below. @

Blocked Websites (@) Allowed Websites (@ L, Download CSV template

TR A OB RAFE URL AMINEI4RE BIROMIBEEE 7 TG R B4 E URL BYIRE.
B0, NREEBAER TEHB TAEREHEN URL B9I5IEAGR, HEIBAVFARLMFED Internet
URL, WRTLGESHITLA T BERSTI
a) BE AWM ETF, RERE “REFERAMIE,
b) FMNMMAVFIHEIRIMIE AL, EEAFERMM L, AR E & ZMisitate CSV X,
c) BE “FMURL, RERE “RE .
Z URL B3 i M ua5 &R,

August 26, 2024

BRISEEREE R Office365 MARZFARE T $HRLAF WKENAITENRS, W, URLMAFHA Office365 KA
TEFFEY, W2 FBAE R N A 7K ENFNFT ENFRE,

RLRPSIITUT S B 8810 Office365 RARER:
1. & Citrix Workspace [z f#2RiAia] StoreFront i AEIE,
2. BRNASE,
3. BE ‘NARR &k, AERE Office365 AR

RLRAPREXIUEEE) Office365 MARFERIIHEEKE, i, MRRLAF =AM Office365 A
RFATENFLE IR, MR AR ERTENRGES.
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o " Restrictions | & office.com s iy ] @

Cloud Software Group Bookmarks Printing has been restricted by your

- administrator, —
Microsoft Offite  Products ~  Resources ~ Templates  Support My account bsoft )
Pl
y, -
. .

Introducing Iv Copilot: Meet your everyday Al COmpa i,

o

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

]

Sign up for « Microsoft 365 >

Dowri ~it 365 apps for MacO5 »

EERAMAMABFRRBEMMOPEDENSENNERFMFENKAER. BXEAES, BSEMA Citrix
Workspace A2 #INEA®E URL.

1 AR R R

August 26, 2024
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Secure Private Access #EHIFMZRIR 2SN AREFBEH. NARFHERERSHEXNAE. BXFRER, 18
ST HIIREL R,

HPEHEER

7EIRE Secure Private Access B2 5, EARERBES U THAXIIE:

o JEPEEIR

o WIREOIREIR

« StoreFront &

o NHEMX/E1EMXHE

o F5kih18) Secure Private Access BRS38

BEXEEXERBEIFAESR, BBRAERHEHTR.

Director HH&iEHEXAD

Director 5 Secure Private Access BISE R A SEI A MBI M AE IS A B FEHERR, I8 Secure Private Access 188
ErEAERIRIERSE Director iR, BiINEESIE AERBREFEXZE DT, MRMTEERAID, BB
AXFAR.

518

 {EM Secure Private Access B& Director

« 1 Director #2&%& Secure Private Access %i&

+ Director #1189 Secure Private Access &iEH3%53%,
« Director,

EHAREER

August 26, 2024

HIEHRIZHIRET SN AEF B, NARFHENRSHEXNEE, BRI UEETILNESAE XN EH#NE S,
TRILMER “AINIEER” EI, RI\ENAREFES. BFRR. £535 ID FXFMEMALIER. HlN, TRRFRD, &
ALGERES ID= (FTEME) , RAERLIAFERA 7456c0fb-a60d-4bb9-a2a2-edab8340bb15, & 5%%
55 ID EXBIFRE BS,.

ZRILBE R E + FFSEERAMT, AANRTFEEEEFIRPEINGES. SRR BESHN CSV B8R,
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Log i o your Gewoy applnce foview rthernsihts or G tDictr o sreh by o
Last 1 Week v | ®nddier
T onteotions [tk V]
e L 100record N
£ sotoss soze 0019132625 ® Succes
20200819132629 ® Succss [T p————

@ Troubleshoating
2240619132629 o4614600-0137-4025-8190-2572936f1624

2024-06191326:29

20240619 125522

2024.06:19 125522 02780303.763d-41af-OFO1-9b6IBATOISD

2024-0619 125519

2024-0619 126519 '650531b6-5049-4080.9926-6a5056416006

20240619 125519

2024.06:19 125519

2024.06.19125510 spausert@spabir com 60636840-4584.4d18.9241.043796dead4n
2024.06191255719 spauseri@spabicicom

2020.06.191255710 566000b.7665.418b-89c6:c{9836508769
2020.06.19125510

2024.06.19125519 5646000h-7e65.418b. 896 £f0B3e5c87ed

2024-06:19 1255:17

20240619 1265:17 6809770b-9150-d0c7-9a15-a97be2a42¢97

20240619 12655:17

20240619 125517 40608dca-5068-4840-b7da Th20594alecT

20240619 125517 6897 7eb-9159-4ecT-915-a97be2a42¢97

ERILMER I8 EIER MU TEREERANER:

= (FTFEME) . BRESERZ ML HE/HK,

o I= (FEFENME)  BERFEAEERMHHNAE/HR,

o ~ (BE—LE) . BREERFMHIHILENEE/ R,

o I~ (FEERELE) . BRTEERLEEERMHHEE/HE,

B0, ERILERIERFETNFRE Event-Type >= (FFEME) > MERIEREMRE K&

B, BEREHESE “operator” —EMAR, EEAFRHE User-Name > ~ (8&5—L1F) > operator, 1t
FIETAREES “RER" —ANEF&. a0, “local operator’. “admin operator”,

EEILUERES ID BRSENEHEXMNAERE. £5 D XBHARIEKRMIETE Secure Private Access BiE. —
MERARFIFERATUERZNEE, NBHIRIEHRE, AERNARENSE, AERNAEFHNES. EX
EHMSERECHASE, 5 D BFXBAEXERSE. ERIUFERES ID MERS, ERSHENAREFIAIE
KEXMAE RS,

EE H /L,\q:l ElJJ:—FX*T‘_‘L

FAERBTIPHNERFAEBHHE R TSR E NI R XHIN BEFFIRUN S ZRIEEXE LT XA,
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Filters Clear All

CATEGORY

Last 1 Week N ‘ m

User-Name = "User" |

Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
TIME USER NAME CATEGORY RESULT TRANSACTION ID DETALLS
2023-09-07 102913 spaopdev local\usera App Access @ Failure 9c7c2de8-0351-43b1-8 ERROR: Error in process.
2023-09-0710:2913 spaopdev.locallusera App Access @ Success 9c7c2de9-0351-43b1-8... Show Details
2023-09-0710:2912 spaopdevlocallusera App Access @ Success 9c7c2de9-0351-43b1-8. SmartAccess tags rece
2023-09-0710:29:12 spaopdev.locallusera App Access - DSAuth validation was s.
Applications:
2023-09-07 09:48:50 spaopdevlocallusera App Access » Wikipedia is ALLOWED by Wikipedia_spaop_win10 Successfully generated
» Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev.locallusera App Access Show Details
UserName: User A
2023-09-07 09:48:49 spaopdev localiusera App Access SmartAccess tags rece
ContextualTags: |
'
2023-09-07 09:48:49 spaopdev locallusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdevlocallusera App Access ® Success 2259212f-f17b-4a5f-96. Show Details
2023-09-07 09:48:40 spaopdevlocal\usera App Access @ Success 2259212f-f17b-4a5f-96. Policy evaluation return.
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96. SmartAccess tags recel
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96, DSAuthalidation was s
2023-09-07 09:46:27 spaopdev.locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8. ERROR: Error in process.

B EHR

August 26, 2024

AEBHIH T ETEIRE Secure Private Access Bi T 2 fE AT BEB I — L 551R,
IEREEIR

IR QI IR

StoreFront &%

REEP K/ [E1 3 ) Xt P

T3%ih18] Secure Private Access fRS3 28

IEBHEIR

HIREE . TEEMM— TS TIRXIRSS BIREGES,

HEZAARMAE NetScaler Gateway #HBIREUE AT HIL R AT, SHIMILEIRHES. &8 Secure Private
Access HTELETHEEMRKERN, HJaea IR

RS BEFRMXIEBMARS Citrix Virtual Apps and Desktops BIE A AERl
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BRI TR

o SHIRHE . TACIREIERE
RS WTFEBAG-HENGAAERIR. SN EfRA8E7E SQL Server ERBUEREHEIER,
« SHIRHEE: TACIBMUERE. MIEFEEEET.
IESEIRE B A R I E A TR R o
- NMRAEEREMIEEER T B EET,

- MREFRIEFCIRHERE, WELTB—ITHERE. MRHIEEFERIFTHIERE, NS HItER
HEo

BRAPER. BARIBR—NZHIERE,

- ®EE T Secure Private Access, ARFERERNIERZIMEIRIGE, EXMERT, LaIRENEIE
FEARS MR,

BRBEE. BRFoRRREIERE.

- BERERMAFNREREER (BdE “REMEE TEPEE “FHEE"), ARELRN "B
B &0, EEREARNERE. AXMERT, BTHENEZEIRT B %ERE.

RRFR. BUHEREZMR, REBRIBITHIZS
- HBIKAERE. A BEFRNR, TAE SQL Server (EIERFEREIE R,
fRRAGE. EHEN EERENIIR, BXFAER, BSR KEUEEPIFINR.
o SHIRHE . TACIREIERE EERY
fRRGE:

BETEN ENEIBEMNLERE. MRFASE LB SQL Server IO FITARS.

WMRERIERE SQL Server, E#ZE SQL Server & Secure Private Access it B #1537
Domain\hostname$ g2 T &R R,

WNREAIZE SQL Server, BHIANITENSHOE T ERNAEE, IRFEERAR,

MRERZH SQL Server (FRRERERF), 1EHKE NT AUTHORITY\SYSTEM AP 2B 4 eIEER
Zo

StoreFront #=

o HEIZEE: TEALUTHALIEE StoreFront &8: <Store URL>

R StoreFront £EAAIN, EM “BRE” InEHEHIZEZH, FHEBSIRE Secure Private Access {5, &
LM “I&E” wIE4REE StoreFront %8, iI2 FREILHEIR StoreFront B2 E URL,

FRRFGE:
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1. B 988, AERE “ER EIFE,
2. W8 StoreFront £BARAIN, E1E StoreFront AR E URL Fi57MNiZ% 8,
o HEIZHEE: TEALUTHAEE StoreFront &8: <Store URL>

BRRFE:

1. aJ4E%H PowerShell BIHRITERBEMRS, i51T PowerShell fii&&< Get—-ExecutionPolicy LT
A= S

2. MRZERG, WaAFgeditigBHFohETT StoreFront BERERIZ,

3. Bf “RE, REBEE ‘S &+,

4. 7z StoreFront [ZA®EE URL B, R3IHINEEIRAY StoreFront URL &8,

5. Bt WAREE URL SifI FHMARE, HERETHENA StoreFront 893+ EH EUBERNEE
171t PowerShell fiids, IERIA%AFEFRE StoreFront i+ &# _LiE1T,

+ =

=W

MREFEHNHEERARE, BHRFE StoreFront BBEHEER A “Secure Private Access” H%&H
(StoreFront > [ A75/E > Delivery Controller -> Secure Private Access) . M15727E Secure
Private Access, EIBRILEB. M “BE” > “S° NEF FHHABITHIZS.

o $EIRHE: StoreFront WECERZEAHIEE: <Store URL>

ERESILE Secure Private Access 5, aJLUM “IRB” EIMERIEM XX H, iI2 T AL IRM StoreFront
R AEE URL,

RS Z:

1R StoreFront 5 Secure Private Access RREER—AITEN L, NSEHEHRIRM, BRNERET
StoreFront #it+E#M EFzhizfT StoreFront B2E,

1. BF BB, RERE € EN+

2. 7z StoreFront [z AEE URL #, IRAIHINEEIRAY StoreFront URL & 8.

3. BRI ARE URL S T EEIARE, HERETHEEN StoreFront BB LU EERNIRIE
71t PowerShell Bizs, LEIASHTIEFRH StoreFront it&E# LiETT.

=

AR

Eijz17 StoreFront PowerShell fiizs, B EREESZNRITAFES Windows x64 89 PowerShell
A, #ARiafT ConfigureStorefront.psl, StoreFront fiiz=5 Windows PowerShell (x86) &3 &,

« $5IRH B "Get-STFStoreService: Exception of type ‘Citrix.DeliveryServices.Framework.Feature.Exceptions.Re;
was thrown.” (f£fEF PowerShell 217 StoreFront Bil4sEd),

LEFHA X86 B9 PowerShell §0_EizfT StoreFront filzshy, e HIILEIR,
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RRRSE:

25517

T
jBizfT ConfigureStorefront.psi,

N X [[EER X &

StoreFront PowerShell iz, i&#ERAEEGRRITHES Windows x64 89 PowerShell &0, £

BIREE . TEAAMUTMEIEMXEE: <Gateway URL> EEAUTHMEZEREMRXEE: <Callback

Gateway URL>

BRSZ:

B TFREHREN AR XS EIEM* URL, FRMBSIEE Secure Private Access &, ATUM “8B” EIM-E4RIEN

X%Ho

1 8F “RE”, ARRE €N &I+,
2. BRItk EREIE R Kk LU & £ EFERIEDA P sk,

Toi%iHiA Secure Private Access [R5Z 28

HEIRES: B IS kW, TiEEHED IS it
fRRAR:
#3 Internet Information Services (IIS) RN AEFM, KEUTHBEFHEEEBHHEEET:

-

« Secure Private Access izf78th
« Secure Private Access EIEith

TERBIVANS ihE "Default Web Site" EBEBBRHHEEET.

PIEEEENE R

FIRHR . EERERNY
RSN ERRER T S MEREMAK
« BIFBHAIE, TiEM Secure Private Access & EHiA A EIBERS 25,
RREE. RERMEERTITATHIEFRD FARO 1433),
« Secure Private Access & IR BIREZDIEIERE,
RARAZ: 1E2% Secure Private Access #9 SQL #3EENIE,
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MREZRERK, TERMAHIES
BIREE REBRERNK, HETHEIR “WXERNERW. TERRALES -7
RRSE:

o FEREETAEFHEMEAHEIEB _EHF Secure Private Access $iEE.
o FABERNEITHF PowerShell & $12THAE O,

« ¥ B REH A Secure Private Access &% X # % T # Admin\AdminConfigTool >x#3& (%41, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

Iz FAAZ P A EE R

#NR StoreFront URL =% NetScaler Gateway URL B8 EERFIAT (/), MKz ARSIk,
fRRAR:

i B% StoreFront iz A & & URL 3¢ NetScaler Gateway URL B ERIT, BEXiF1E, BEHEEEEN
StoreFront 5 NetScaler Gateway IR 831¥ 4= S

Hth
TETHERIRE

MR Director REEEKEHERY, NaIgETEEHMEREIFAI RS
fRRSZR:

FohiEE license_server K.

£ll#2 Secure Private Access 2 #2136

HITUUTH B LIBIE Secure Private Access iz 3561 :

» ERABERNRITH PowerShell &SR THTEL,

« ¥ B RE XA Secure Private Access &3 2 & T # Admin\AdminConfigTool x# s (%1, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”).

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>
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Secure Private Access £ SQL #REMIE

L Hoe)EEIERE, Secure Private Access flifr A H EE T SR 61 2 SR R SR IR,
ImRREURRE
MITUTH BRI B T2 HUEER,
1. EARMEL CitrixAccessSecurity<Site Name> glB@=#iEE, Hb, <Site Name> 2
Secure Private Access Bk =& F, (g0, CitrixAccessSecuritySPA).
CREATE DATABASE CitrixAccessSecurity<SiteName>

2. 73 Secure Private Access WY EN &4 6)E SQL Server 2R3, 0, wNRMEM Secure Private
Access KIBItEM KB R HOSTL, it DOMAINL, Mi+EHNFREA “DOMAINI\HOST1S”, tNR%E
REBECE, NIl ZEILSE,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
AILMERUL T EIHRENE
SELECT DEFAULT_DOMAIN() [DomainName]
3. ¥ db_owner A& HEEAITENZ 5o
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1$'

ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;

AR
RITUT P BRI E AR EBIIR,

1. FEEKIKEZE CitrixAccessSecurity<Site Name> gIBE=#iERE, Hh, <Site Name> A
Secure Private Access Bt &R, (i, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>
2. ANT AUTHORITY\SYSTEM BFtlE SQL Server ER3Z, MIRERZCZ0E, NETLURKILLE,
USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. ¥ db_owner & ficss “NT AUTHORITY\SYSTEM” ABF.
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;
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HIEFohoIBIIEER, THAOBUERFMAS R RAMETENITIRP,

B ERR A ERAERS

HFEHR B S RRIARHEIR BERI.

BENHEHREENEELS, JEE runtime service appsettings.json (C:\Program Files\Citrix\Citrix Ac-
cess Security\Runtime\RuntimeService) #1,% TroubleshootingSql# restrictedToMinimumLevel
EHAMTEZ—:

- Information
- Debug

- Warning

- Error

"TroubleshootingSql": {
"restrictedToMinimumLevel": "Error",
"batchPostingLimit": 50,

"batchPeriod": "00:00:05" // 5 seconds
}

153 Director i & in &

August 26, 2024

Director 5 Secure Private Access BISERAI LI A M A M AE ISR A B FEHERR, B9 Secure Private Access 188
A A HRIRERERTE Director iR, TRIIHT Director fERHZMHEIRIFEREZ S,

BEXBFEAER, BEAUTER,

« {#H Secure Private Access E2& Director

« 7£ Director &% Secure Private Access £iF
AR

« FAHBFFEE 07 HABERTEENHRITRE. 61, 1000 RAIIHIRNBREFKES,
« FAHBFFEE 1" IRBRTRBERE. Fld, 2101 RERERY. WTFHREHRE, BNEED
WERSRBRIERR, NRMITERRED, BHAZRAR.

SKEEREIAES
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RE3

1101
1102

1103

1000
1001

1002

1003

1004

RIEEXA

H3

2101
2102

2000
2001

N FRTE R H S B A

3

3101

3102

eI
eI

eI

529
527

527

[22%)

[22%)

R
TanY

K
SELD/AEEBN /R IY

&N
FIEER

KK

KK

iR

MEHR B WL R BREE IR
—EVBEEFERE, BEELE—T

N 2 IHE R K
AEERANAER, #EEDE—
N REFITERY.

MEET, EDFIET —PRARER.

REFBEERNARER, EATEE
WERBRIELE,

REFBEEANARER, EARET
ECRYERER,

REVBEERRARER, EAFEN
BEFHREL, MYFR—LENHEE
FF, NgE LR,
REVBEERRARER, EAREH
AT EEI RS,

iR

RIERM,

RERTFEDRSHEL L, HEZ
EREDE— T NAEFBHRK.
SIERTFIEEIRTS

SIESL /A TFIEEFDRES.

iR

RIFRRRRARES - WHLNERSEIR (a0
SHAEF)

MF RIS, it
MBS FRAZRF
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(e

3103
3104
3000

3001
3002

3003
3004

N FRiE B EhiE S

v

4101
4102
4103
4000

4001
4002

SIEM %5

August 26, 2024

RV [HEL R
FVF
ik
ik

AN
CEB # N FRERF

ESL
FVF[IELE /R
FVF
(k2]
FisE::)

iR

[ R MESRS N = - SRR I HAE]
HIAERHEIR.
RN AR B SRBR IR AR5 B A thHo

AV RREFKRES.
IS PR A2 A EE R ERBRIE 42

N REFARKE, ENRELENER
B8,
R R A EE RS R Ao

£ M Citrix Enterprise Browser
BT R,

BiEA

[ 2 F R ohiiR-N A2 F B ahHfiE
HIAEREEIR
RREFRIER (RER)

RN AT BRI IR 4015 BT tH £
AR AERF.
MTRIERE, NAEFBIHRELR,

N RiEFRohRIEL, RigELi
HYERER,

Secure Private Access & %#%5 Security Information and Event Management (SIEM) lRE &£/, 2%
HREI7ERETE Windows SRS (EHEER\NAREFMRS BE\Citrix Access Security) &, aIUHRAE=AT

BIREM DI

T&R5H T Secure Private Access iR LEH:
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= 1D

4624

4625

4634

4720

4738

4726

8001

8002

518

mE

KA ERIhER

IKSERKK

b EEH

AFKPELIZ

FRFKFRBEEX

Rtk ERER

BRZ2RRIE

R iRRRAER

WA

£ Secure Private
Access BEEREFRT
Secure Private Access
BIEREH S NAIENEHS
Secure Private Access
BIERTEERE Secure
Private Access EIE5E
e

£ Secure Private
Access BIERITHI&EH
RIS MG

FINEREI Secure Private
Access B RN EAIZMNE
%

EFHE Secure Private
Access B RN AIRMNE
%

B389 Secure Private
Access BIEARNAIRMNE
%

AP IEEnS EREE
LERBIENEY. B2
. SIEgEFEES,
MU 21EHRIE] i 1R F9 P9 R A
SMNERIE

% Secure Private
Access IEHIRRUA R RIR
NelZNEY, 8RR
FQDN FStuRsE

» Security Information and Event Management (SIEM) £/

« XTRH

SHEE SIEM fBRAEXTRH

I SIEM R %=

P

Citrix Access Security
Admin BRSS

Citrix Access Security
Admin Rs3

Citrix Access Security

Admin RS

Citrix Access Security
Admin fRs5

Citrix Access Security
Admin s

Citrix Access Security
Admin RS

Citrix Access Security
Admin RS

Citrix Access Security
Admin BRS
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AEFREIRE

August 26, 2024

X HETE Secure Private Access #iBESEELR. MR 2BEHTHIE KX, a0 100,000, NaTLipipRE
F 90 XMRIHASE, RiAERT, BERESE 12 /MHE1T—R. SHTNIRSEHRBH, ZELBRET,

BHEXBIEHRASREIRE
BENAEEITEITIRS REXHFK P appsettings.json XH#H1TEE. &0 LUARIEH EREARH AT LUIEGETE
WIEETHNEEHERIGEBE, RIBFEEEIR appsettings.json SXHFHLTEE:
{5 appsettings.json 35 :
"TroubleshootinglLogs": {

"CleanupPeriodInHours": 12,
"CleanupDataOlderThanDays": 7,
"CleanupOldestDataIfEntriesCountAbove": ©

}
ERREE, BREFELEMUTRE:
o« BVREEAE T X, B CleanupDataOlderThanDaysi&&H 7.
« BEABETRHMER, 3B CleanupDataOlderThanDays i&&H 0.
o BEMETIHHNGEE, 5% CleanupOldestDatalfEntriesCountAbove i&&# 0,
o MRXFWMEELIRERN 0, HE R CleanupPeriodInHoursi&&H 0, NBEEEXKAGFE,

- FEiE CleanupbDataOlderThanDays#CleanupOldestDataIfEntriesCountAbove
MEEIREN 0 HER CleanupPeriodInHoursig&H 0, RAXATRESSE 100% AR
SES I
- HELi@iEEs CleanupPeriodInHours £ BREX ASEEAE,
AR
W Secure Private Access B3 hEfE, NN MESNEET AFEHXEGE, IRTIKERLTE, M
REBENEGIM .

BEMENSE

August 26, 2024
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BRI

EMEIETE Secure Private Access #EEFFE 3 M. B8R 30 #HIT—RIEZE, LURBIRFHITEEAEN
1o

P =

BB TTIZITRARSS 7 REf R & MR B s

CDF B&AE

CDF HEEME7E Secure Private Access Z#itEH L, MTFERERMZITNRSHLENHEP, CDF BE
fE.csv X, BB A/NREIS 10MB,

BERS—REZAILUERE 90 4~ CDF BEX 4, ZEEaBR&IANX 4, AECIENTH CDF BEXHEETIE,
BITRRSHN ISR SEERSHER, BalURNREESHENXH, &% 600 1

BENXEE CDF B&
CDF BEBEME I ERRMETNRSHNREXHFKFAH appsettings.json XHHITRE, BEEIHFHIXMHX
INFIELEIRE, JEEH appsettings.json XHHRHILTEE:

"CdfFile": {

"fileSizeLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600
}

AR

MR NI RIEE T %1 Secure Private Access 32fjl, & & Secure Private Access R+ E A EEH
appsettings.json 3x#LUERE CDF,

E=7EA

August 26, 2024
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