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[SPAOP-2487]

IVAZEEESEA =

« IR ns_vpn_enable_spa_onpremftoggle_vpn_enable_securebrowse_client_mode
EH ARB A, HEMREWN NetScaler Gateway A #F X e, WK AEF BB &
CustomHeaderCryptoKey hiE#., X CustomHeaderCryptoKey B #t<7 30 X5 Bz
1T,
[SPAOP-4528]
o 318 LDAP UPN #1 sAMAccountName R[E, WK FAERBEIERK.

[SPAOP-1412]

StoreFront

o« EHIE>BES—KN, Web i mfIBNZWBHABELE R /Citrix/<StoreName>#, £ FRHIkRZ<HY
StoreFront &1, WILKIBGNZEWEIEBANTHE, XTRERT Secure Private Access, Itoh, BFR R LES
B REHIMRZAR Receiver Ul, B StoreFront BBEBEME S, 1B55H E@E.

o MNREEARZ StoreFront kras 2308 SkERhx4s, N &)L > &2 Delivery Controller TTEE T Secure
Private Access {25855 XenMobile. XT&FIMINEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7


https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-config#support-for-smart-access-tags
https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-storefront-config#when-using-storefront-version-2311-or-later
https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-storefront-config#when-using-storefront-version-2311-or-later
https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-storefront-config.html

Citrix Secure Private Access - Zsith

AEER

o RXFFREBEMZFRGIE,
« REMIFR admin # runtime RS HY logs X3k, INRMIFRT XLEXHF, Secure Private Access BFi%

el

TCP/UDP i&#%

FHR

X SPAOP-3315-EnableZTNAA [ B2 IHREAREE 2408 hZRAR T2 ARS. Eitt, 7776 TCP/UDP
WSiE#dE, Eik Director &K,

fRRTNE: MREEAHI TCP/UDP RARFHAERMA Director £/, 1EFohEHHURE LUS A L IHRERR

ICAO

[SPAOP-5587]

BIEEASE, Ul B89 module/section @EM-EE—EREHEIA (KH—/E) REFo
fRRINGE: MREHFBESEEARBINET Ul hpSEm+, BEFHERBE IS RS,
[SPAOP-5331]

Sitim@d i MSIEiREs 2402 5% 2407 74k 50 2408 B¢, Citrix Virtual Apps and Desktops L2425 HHY
Secure Private Access HILE = AIF4k. B2, B Secure Private Access BG4S AR =T Secure
Private Access #%, MARHEK, X AN TEETHE” Secure Private Access J5igikz.

[SPAOP-5495]

MARZS 2405 5% 2407 F4% 2 2408 B, N KRR 2405 5 2407 hEZE Secure Private Access, MFE%
IR E Secure Private Access. $IBEESIEBISET £4¢4, BN T—1 12 HIREEE mME/KE.

[SPAOP-5595]

FHREI 2408 F4wiE URL LL B 4E W, N MAREFEER FRASEBUAMBRS, SOMERERNBEFE
B, XEAREN—RMEERE, ZERERFREHASRE,

[SPAOP-4216]

FRE) 2408 5, BAEHUEREI Admin Console, B EEENARFRE, BHNREREIRES.
FRRMGE . R ERMAEARBER, EXEAER, BSH ERMFARIIERE.

[SPAOP-5255]

FHREI 2408 7, MARFKENNBRERBHKRK.

FRRNGE. BRTERMAARBIERE. BXFAER, BSR ERMATRIIERE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8


https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-upgrade.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-upgrade.html

Citrix Secure Private Access - Zsith

[SPAOP-5255]

« N8 Secure Private Access ffF 2/ Delivery Controller R, NIEK GG N RERRAF K E
2408,

[SPAOP-4505]

BASRE

o X WAEFBEIITE counter £ Secure Private Access > #liAR TE A~ S&#1% TCP/UDP ZB1ER.
[SPAOP-4201]

October 21, 2024

RREN @A ERERAEER,

= AR
Citrix Workspace M ABEF Windows -2403 &E Sk

macOS -2402 XESEiRAS
StoreFront LTSR 2203 5§ CR 2212 KE Sk

NetScaler 13.1. 14.1 RESRA. BINERRHhRAH
NetScaler Gateway hg4s 13.1 3 14.1 LUK 1EEE.
st+F TCP/UDP [ A#EF - 14.1-25.56 BSR4

Citrix Secure Access Zf i Windows &% - 24.6.1.17 RESRZE
macOS E/ i - 24.06.2 REShRA

Director 2402 HEBHRA

Secure Private Access #&fH RS 2RMIRIER S Windows Server 2019 &E Sk

BIERO: BIRIEEFTH Secure Private Access fEEFREMIRO, BXFMEE, BSR EiflEO.
BEE: UTRMSERE. BB ASICRMKIEHIEESIEN Microsoft SQL Server lRAEFI&:

- SQL Server 2022 Express Edition. Standard Edition # Enterprise
Edition,

- SQL Server 2019 Express Edition. Standard Edition # Enterprise
Edition,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9


https://docs.citrix.com/en-us/citrix-secure-private-access/2407/spa-onprem-system-requirements#communication-ports

Citrix Secure Private Access - Zsith

- SQL Server 2017 Express Edition. Standard Edition # Enterprise
Edition,

MF#MZRE: RIABRT, URFARVIZHMWMAE SQL Server & £, = #
Controller B R 2 X &w R M E #H 16 B SQL Server Express 2017,

W$FH K, F£M@MIME SQL Server Express R & # X & A %,

SHETIHHEEST BEBAS R (SQL Server Express B o, Mk &R X F 4
7B R)

- SQL Server Always On # [E % 7 & & % fl
- SQL Server AlwaysOn @ B 4 (8 # Basic & B % 4)
- SQL Server ¥ iE E 5 %

Controller 5 SQL Server h S HFEEZ @AW EEFTE Windows F 4 % i,

EXBIEENESEE, B2 [KEE](/zh-cn/citrix-virtual-apps-
desktops/technical-overview/databases). > *xE B: *x > > - E @B TF
i0S #M Android # Citrix Workspace MW AR F A X FEH F & # B Secure

Private Access, > - & A F Linux. i0S # Android # Citrix Secure
Access ® F s &~ = ¥ Secure Private Access # #t TCP/UDP W H & &,

BEEMNF

ZHENEHIMA NetScaler Gateway, EHFREEGUTHAES:

—&317 IS B Windows ARSS251+E#l, BE T SSL/TLSIEH, Secure Private Access IS L EEEIZIE
BL,

StoreFront FEETIRELEFIWAR URL,

WMEEE StoreFront L& Store, #H Store fR$S URL %A, MABERS URL 898 https:
//store.domain.com/Citrix/StoreSecureAccess.

NetScaler Gateway IP #tiit. FQDN #1 NetScaler Gateway [EliF URL.

Secure Private Access i EH (W08 Secure Private Access ffFEIENE L, NhHE9ES) 1 IP i
31EF0 FQDN,

£ NetScaler LB BRI S50 E X E o

£ NetScaler LEEM SSL RSB EIEB.

A,

IEPEETMR. BERNTRFRIEIPEERE, MREITENPIXARENES, Secure Private Access 2R
REBEEERIER. B2, XUEHFREEH.

=z

AR

BITRARS (IS BRIAMIEHRY secureAccess MATER) EERBERSMIIE, EANEFRZHE Windows &

PRI, BRINERT, XEIGER Secure Private Access RERFIEE, TMEFEENX.
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HTFEDSUER, BENNREHRRERSLEENR, FRAFRENERE. Hitt, ZERIFEEHFNEE, HNEE
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Secure Private Access Runtime fRs5 appsettings.json X#Hal A, FEATUIRIEREE#HTEN. §
XFEMER, ESH BTFRESHAETMNLE.

RRARSZERANEE

Secure Private Access A#iiRSS 228V RI RMBUR FAREAMEIERE. SUREFHEENMKEHIRMEE. KIEEM
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TERERRY BIENIRERE, HIALLT 3 4 Secure Private Access At mEC B RIS 4012 5000 AP R R,
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L2 M Private Access RERFRIEAR RERFER, alfER%EmM Citrix Virtual Apps #1 Desktops &4z
e —EB 3 55

RIENEIE Secure Private Access WEIER KPP ER

o BERERSTAAINE, EHXTERRNBEERKFER.

o BIGEREMARNE, BRALIEAFRNENERTEMABEREEZEHE, ZHAFEEREREFAARD
MRt B EIE R,

o REBRRE, ZAPBRAE—ILREMANFREERR, AETLURNEMEER,

- BEEIGE/FEE Secure Private Access, & Secure Private Access EE RIKF &R Secure
Private Access BIiE418.

BT TS ER L% Secure Private Access:

1. M https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/ F#; Citrix Virtual
Apps and Desktops =R HHBEHESFo

2. BEESEHNAFBURE: Virtual Apps =t Virtual Apps and Desktops.

3. EE K2 AR HRRER LR R,
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Citrix Virtual Apps and Desktops - Secure Private Access

Core Components

+ Licensing Agreement

Core Components Location: C:A\Program Files\Citrix

Firewall

Secure Private Access (Required)

Summary - o )
he software that enables secure access to SaaS apps and internal Web apps

Install

Finish
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Citrix Virtual Apps and Desktops - Secure Private Access

Installing prerequisites and components

Installing... Less than 1 minute remaining...

Core Components

+ Secure Private Access

Installed
Post Install
Install

ot «os Companent Initialization Initializing...
Finish - -emp 9

Citrix Virtual Apps and Desktops - Secure Private Access
Finish Installation

The installation completed successfully. + Success
Core Components

+ Secure Private Access Installed

Post Install

+ Component Initialization Initialized

e
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BXFANDTREE, BER L 0AF N EAmSITER.
RETME, BRREEEEHNSRBERANKERETOFEMITH. ErIleE #45 KIREREM AL

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X
~

Citrix Secure Private Access provides a better
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, clipboard access, printer, copy and paste controls and center to the users, without even opening a firewall port traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications. going through the corporate network.

E A ATE R E A (Citrix > Citrix Secure Private Access) &%) Secure Private Access iAo

Bl cCitix

& Citrix Secure Private Access

Citrix StoreFront

SSO ZEEIFHI&
BiEANRTFLEMNIFREER SN SN SREE Kerberos S4101F, XERNLZ 2 AFRERER Windows
BHIEIE (IWA) #H1TEER S HEIE.

INRKIGE Kerberos HHIIE, WEHRREFMNLRERZHIAN, JRBIRREBNERE.

o MBEHNEHEE, WIEERA%EM Windows FHIIE (IWA) ER.
° ﬁﬂ%u_.\;rim)\ ElJ lIE) ,._,\3|—JE§|J$C@$L\AIEIE_| iﬁ@o

B FERERER a7 B EREANBEIRE, IRAFELETEN LLAERMEESRNE, BAUSETFER
EiIENRE—EHNERAFIREREFAATRR,

33F Google Chrome # Microsoft Edge ixl%i2s, EHRITUTLEUEA Kerberos,

1. #T7F Internet %15,
2. EER LMK, ARRTE AN X,
3. B ihm #FARME e AR URL,

MBHYNESZANBLERERLIMANR, COAUERBER, flm, "https://*. fabrikam.
local',
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Citrix Secure Private Access - Zxith

4. R BEXEH.
5. ¥ BREHEIE>ERF, & ERNAAFRRNBBEHER.

Home Share Wiew Application Tools

€ Intemet Properties

- g » ThisPC » Downloads » 5PA_installer_B6_32
Generd Sequnity Privacy Content Conneclions Programs  Advanced -
Mame
PDuick access

kmumhmwmmnm. Citrix Recever and Plug-ing

Deskiop 4
‘ J l Documenteton
| Downloads +
Support
Internet  Local intranet  Trusted stes nThfl;ted Documents " =
Lacal intranet | Pictures * 86
This zane is for all websites that are [ Ly aan
fourd on your intrenet, & Security Settin g - Local Intranet Zone =
Sethings
Security level for this zone o
Alowed levels for ths zone: Al @ E
Mediom-low & Enable XSS fiter
- Appropriate for websites on your local r (@) Disable
(ntranet) O E
- - Most conlent wil be run wethout prompts
= Linsigned ActiveX controls wil not be doy & sopong of Java appiets
- Same as Medum level without prompts (D) Disable
[ Enable Fratected Made (requres restarting Inter gm
Custom level. L B2, User Austhentication
2, Logen
O anorymous logon
(2 Mustomat logon arly n Intiaret rone
@ AUtOMmADE 00N wWith CLImEnT uSer Ml
(D) Prompt for user name and password .
*Takes effect after you restart your computer
Reset austom setings

FESEtIO wgciumdom (defadt)

« WNREH Chrome R B R1E,1561E DWORD i#ft&I Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Goc
HEHGERE 1,

o WU MEHBHFE Chrome B0 (B1FIFRSEN), AEARERRSKEAEA Kerberos,

o WWFEMNIE, BEERENLEE X Kerberos SHIRIERISAY,

R R

o REZEFAAILIE
+ B2E NetScaler Gateway
- EENAER
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Bt

AN RiEFECE IR SR

October 21,2024

UTERTAtEFEREE Secure Private Access Ry #4A 4,

[E@E: - StoreFront MAF#HITEMNWIEHEEAFHRNESENNAREFNEHE. SrIURERLVNASIE,
FRFEUBBIEREAERENEENNARER. EXRREAFPNEARFEITH. RiEAXBMAME LR,
XEBTFHEAFESZMEEZEEE—HMNAN, Fx StoreFront 5 Secure Private Access SE/HII¥4R
=8, E51 [5m.
NetScaler M%: - NetScaler Gateway i@id i\l i ASEIRHE—R LA R, HX NetScaler Gateway
5 Secure Private Access ERBV¥AER, H51H NetScaler [,

: (71i%) Director EZREBHITE MMM RS IEFIMEHPR. E3§ Director 5 Secure Private Access
’;EREBZ, RIS IE Secure Private Access £t Director ARs32889 FQDN 9 IP stusit, B3 Director
5 Secure Private Access SERBIFME S, B2 Secure Private Access 5 Director BY5ERK.
WAEARSS 88 . W AIEARS SR RERFI R IBIF AT #E, B XIFRIIEARSS 285 Secure Private Access SR AIi¥4H
58, BB RS E:5 Secure Private Access 55k
Web Studio: Citrix Secure Private Access BE& & 2 Web Studio &=%l& %, FAFgE%ET Web
Studio T£4&iAiR1iZARSS. B % Secure Private Access 5 Studio ERMIFHEE, &S Secure Private
Access 5 Web Studio 955

BRXEFRNRRREFERNER, 52 2AZK.

AR

MHhRZ 2402 FF44, Director #iFrIIEARSS 2SS Secure Private Access &£/

StoreFront

June 19,2024

N8R Secure Private Access 5 StoreFront #EHEE, N StoreFront £/ Secure Private Access ERBIEHEX
ZERASETR.

B2, R Secure Private Access 25 StoreFront £EFER, NFELREERNHNFEHTH.

HITUTH R, FapficE StoreFront.

1.

M Secure Private Access BEIEREHIE (&E > £M) THMEZE,
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2. BESyIHITECEE IR StoreFront & B XY RZAY T HfZ,

THWN zip X ESREMA. BRXHEEFERZAR. NREHXBR StoreFront #l Secure Private Access
ZiEIRIEER, MBI UGB IERRIAN .

3. @ . /ConfigureStorefront.psl. &< PowerShell 64 i3l LUER R S 3infTHIa

¢« FEEHMEH,
o &7 PowerShell FIZAHITERISIRE N “FRIRE” 5 “4id” 7 #EIE1T StoreFront ks,
« WNR¥E StoreFront EEE NS, ZHAESRECEFEDEM StoreFront ARS5288.

/8 Secure Private Access i¢ BEZE StoreFront /3, BIAT7E StoreFront B2 R (“&12 Delivery Controller”
F%) $&% Secure Private Access & E.

&R A Citrix Virtual Apps and Desktops Delivery Controller BE2& T Secure Private Access R &HIRE,
M| StoreFront A= BMEEERSHIRE, RIMERT, ZMZANFE ARE Secure Private Access (FFBRSTH
LUSRAEE > BERE).

HE:

o EiNMER M Secure Private Access E1E R @\ T & # StoreFront Bl Z<}& StoreFront &2 & 7 X IR
Secure Private Access, E7IM StoreFront EBAREAIE Secure Private Access, ERIZAF RE
TE¥E StoreFront LFAEMENEE, HIBITIZHET BETRFIENENRE,

o — Secure Private Access i= A LUE S StoreFront ZBZ (7£[E— StoreFront B — 1NN AE
[EEXARER StoreFront & L) HAE,
AJLIMIEE > £ mAn StoreFront,

 BN{E Secure Private Access 5 StoreFront £E#tE, StoreFront BB EHR T EETIRE > £
HEIET. BREENEEXSERETH. RN RE” TEANTHNEELRE, WHARTH
StoreFront iz #H1E488 89 StoreFront i+ & _Eiz1T,

£/ StoreFront hixzx 2308 o F R kR A<BY

WMREFERE StoreFront kivz 2308 FEFR R4, N StoreFront ERAEEEL T E A

« Secure Private Access & 2E 8 XenMobile,
« R85 Secure Private Access BRs528 URL,
« Secure Private Access iR Ex7 80,
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Manage Delivery Controllers - alfacqgel

Edit Delivery Controller

Spec .
recor
H Display name: ||5ecure Private Access
i big Type: Citrix Virtual Apps and Desktops i
cfd
- XenApp 6.5
E -

®) ¥enhMobile (9.0 or lower)

Server:

Advanced Settings
Configure delivery controller communication timeouts and other Settings
Usg . : . C -

advanced settings using the 'Settings’ dialog.

Co ]

Stoy

“or [T

i3 StoreFront hig7s 2.3.11 EShA<ES

7£ StoreFront hig#s 2311 EShRAH, iEATF Web B9 Citrix Workspace EF iR #2 Secure Private Access
I FETERF. X2FA A Secure Private Access A2 #%1E Workspace for Web SE&/1/E5) Secure Private Access
KRR,

NetScaler Gateway

October 21,2024

Web/SaaS #1 TCP/UDP [ B2 7 #8 52 #F NetScaler Gateway F2&. & LI Secure Private Access &l &
NetScaler Gateway X E#H A NetScaler Gateway FE, EiVETEN AXLETHR 2 Fit)E NetScaler REBH R
7Z NetScaler B2 &,

&% Web/SaaS #1 TCP/UDP i FH#2FFHI NetScaler Gateway ERER¥4HE S, ESRMUTER:

+ Web/SaaS M AEFH NetScaler Gateway Bt &
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« TCP/UDP zF#2FHI NetScaler Gateway B &

5 ICA NBEFHFREME

79375 Secure Private Access fafFmelEHERA NetScaler Gateway Al BF#EFEEN ICA RAEF. EX
ERT, EMAEE Secure Ticket Authority (STA) HiEE4EEI NetScaler Gateway,

3 =

AR

STA BRs8%:@=E 2 Citrix Virtual Apps and Desktops ZFEH—E53,

BXEAER, BEANTER:

« 1£ NetScaler Gateway LF2& Secure Ticket Authority
o ENinARE: Citrix Secure Gateway/ NetScaler Gateway Secure Ticket Authority

TIFEREIRIRIIRES
=

o (NHEH NetScaler Gateway FrAEF 14.1-25.56 BY, ATrhigHME 24 ERH,

« INREH NetScaler Gateway frz<}y 14.1—25.56 REShrZs, WA LUEER CLI s GUI 7£ NetScaler
Gateway t/Ef Secure Private Access #aff. BX¥MER, 1551 7 NetScaler Gateway EEMA
Secure Private Access & f¥.

TELLFhRAsS, NetScaler Gateway BEEh&IFEIRIC. EANER MK EIEMHERIG R 8EH RIFE,

+ 13.1-48.47 NEBIRAE
o 14.1-4.42 KEEhAs

BEEIFIRIE RIS E MR A A INE Secure Private Access i&EfHiERH,

fE R F X ns_vpn_enable_spa_onprem 5 ns_vpn_disable_spa_onprem Ll 7£ X &
NetScaler itz LS F /2 LLINEE.

o ERILERTS (FreeBSD shell) #1Tii%:
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem
« BEETLU TS (FreeBSD shell) 73 HTTP callout B2& /=M SecureBrowse & imE,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

o WRiFIEMEIELE, NEAEERE “Access restricted” TmE,

nsapimgr -ys call=toggle_vpn_redirect_to_access_restricted_page_on_deny
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« 5 CDN L#E&m “Access restricted” i@,
nsapimgr -ys call=toggle_vpn_use_cdn_for_access_restricted_page

« BEXH, BBREITHEHENG S,

ZWIETHRA X ZHFERXH, FEIT nsconmsg &<

+ E7f NetScaler Gateway LEEBEREEHIAITE, ESHE BLE £ TR,

£ NetScaler LRER LB IHREHILE

Z1% NetScaler E1#%8 Secure Private Access fEfHIEE, EHITULT2E:

1. BIEREH XM /nsconfig/rc.netscaler,
2. BUATan< A eI 44,
nsapimgr -ys call=ns_vpn_enable_spa_onprem
nsapimgr -ys call=toggle_vpn_enable_securebrowse_client_mode

nsapimgr -ys call=toggle_vpn_redirect_to_access_restricted_page_on_deny

nsapimgr -ys call=toggle_vpn_use_cdn_for_access_restricted_page

3. REFEEX M

E#EEh NetScaler B4, ¥ BE#K A Secure Private Access 1&4ig8E.

7£ NetScaler Gateway FERZ &G IHREN

M NetScaler Gateway 14.1-25.56 & % & i 4~ 7 %8, & & Ll £ B NetScaler Gateway CLI 3% GUI
7£ NetScaler Gateway r B AR £ fh B il #E 4. L& B ¥ nsapimgr_wr.sh -ys #HA =
ns_vpn_enable_spa_onprem iglifE 2407 ZiRARAHEER,

CLI:
EHRVRTHET, BAMUTEHL:
set vpn parameter -securePrivateAccess ENABLED
GUI:
1. E#1%l NetScaler M:x > £Fi&E > =X Global NetScaler Gateway i%E.

2. BE ‘L Mk
3. 7£ Secure Private Access %1% B,
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< Global NetScaler Gateway Settings

MNetwork Configuration Client Experience Security Published Applications Remote Desktop PColP

Default Authorization Action®

DENY ~

Secure Browse*

EMABLED

Client Security Encryption

Smartgroup

Advanced Settings

SameSite

Secure Private Access®

ENABLED

EEATERMKIES
WRTEM Secure Private Access IHENIARIRNEM X, NATEAEMKIER _EEE Secure Private Access £
',
HITUT B LEAERMRIES:
1. f#A admin APR$TF PowerShell s S FFE .

2. ¥BREMHN Secure Private Access REX#H#X TH Admin\AdminConfigTool sx#sk (fi#, cd “C:
\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)
3. BT TS

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

BRI

« IHBH NetScaler Gateway AIUERMZAHTEN, BEMAT EZRETLIRKENATEE NetScaler BEE.

+ &707E NetScaler Gateway LfEF ICA Proxy, BtE NetScaler Gateway B, IthInEESWER.

o MNREEMIBE=TH NetScaler, MAAIEMERHITER. Fla0, 71F NetScaler 5HELEIHO ERE A
HF 2 ERES.
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« SNR7E NetScaler Gateway EEH SSO, EHafR NetScaler EAFAE P it 5 StoreFront @15, &8
WfER StoreFront FA% IP #iikiE StoreFront DNS 32 ®7 0% NetScaler,

Web/SaaS i Bi2FH) NetScaler Gateway &

October 21,2024

E} Web/SaaS M ABEFAIE NetScaler Gateway, ERITUTHE:

1. THEEHMA *ns_gateway_secure_access.shx. M https://www.citrix.com/downloads
/citrix-secure-private-access/Shell-Script/.

2. XL A E %35 NetScaler #1288, & A LUfEA WinSCP 2 B# F 3 SCP & <, I, *xscp
ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local:/var/tmp

*0

g, *scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local
:/var/tmp*

AR

EiER NetScaler /var/tmp X RIFMEIRRTERIE,

MR UL LF 1T R%E. FreeBSD 73%3#F CRLF,

o MNREERHIR ~bash: /var/tmp/ns_gateway_secure_access.sh: /bin/sh
AM: bad interpretationr: No such file or directory, NERTEFER.
TRILMEREMEXA%IESE (FI90 Notepad++) HiRRIZ,

1. SSH %I NetScaler #t1#3%I shell (#£ NetScaler CLI L@ “shell”)
2. ELERMZATTINT, FA chmod < RMITIHE!E,
chmod +x /var/tmp/ns_gateway_secure_access.sh

3. 1 NetScaler shell &7 L &8RS,
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https://www.citrix.com/downloads/citrix-secure-private-access/Shell-Script/

Citrix Secure Private Access - Zsith

4. WMREITHENA Web 71 SaaS ARFEEWX, N B TCP/UDP MARFEEEXF SHHHA N,
5. MNFIESH. BXSHIIR, BESH RF M.

St F FHIIERLE XA SSLIEH, @it NetScaler EMBRRHE,

ER—PEEEA NetScaler LB (BAA var/tmp/ns_gateway_secure_access).
AR

TERIAHITERE], 2107 NetScaler R2MBIHRNEHFRE M. MR NetScaler ZiFRLFifEEMLF, N
ZHAE B A NetScaler THEERZFFEEEIAIRITE, EHRIRIFIPIZHIREII L XE0H H EE R EIFAVELTTH,
BXERIMENFRER, B5H IFERNURE.

/nsconfig/rc.netscaler XFHREHIRSFANIGIAEFINEERF/E NetScaler BB ohERFENBRRS.

![NetScaler B & 2](/en-us/citrix-secure-private-access/media/spaop-
configure-netscaler2-old.png)

1. i3 NetScaler CLI HERHt A ER S MFSUFIEITEMK NetScaler 5%, #MIIF;
batch -fileName /var/tmp/ns_gateway_secure_access -outfile
/var/tmp/ns_gateway_secure_access_output
NetScaler BMETXHHHNH T, MR—THSKK, ESBERITTF— I HL,
MRFFRFEXISE 6 PFRANNENSEARER, WnSHaK .

2. WIRFIAE ST K.
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} =r

AR

WMREMEAIR, NetScaler MAETITRIRMB T HE 7D CRE/EM/HERR. FElt, WRAFENSERERHT
HIEIMER, BMRERMHITRE,

B3 Web 71 SaaS W AEZFHIE NetScaler Gateway i &

&El LIE AT A NetScaler Gateway £# ns_gateway_secure_access_update.shil &k E#H
Web #1 SaaS AEEFNRE, B2, NREFHNEMHUERE (NetScaler Gateway vz 14.1—4.42 REShR
), EFER BTEMIE NetScaler Gateway BRI RAIGH <. tboh, EERMAEH NetScaler Gateway EHIAR
ERNIFRIFILE,
AR
M NetScaler Gateway 14.1-25.56 X E &= R4 714, &7 LU NetScaler Gateway CLI 5 GUI £
NetScaler Gateway B AR MBI AFE Y. BXiFHAES, E51A 7 NetScaler Gateway L5 H
Secure Private Access ff¥.

XA LUERIA NetScaler Gateway LAk L 2GR, B2, ZHEFTSERUATRAR:

« BEH NetScaler Gateway EiMARS 28
+ 457E %2 NetScaler Gateway M E SIFIRIEAISIE R

BRERITZANES M HEIBMXEENED.

NetScaler Gateway EIMRE[IEE

ARINSKEFH AR NetScaler Gateway EHARSBET, BREKUTSEILBAENNE, EXT6&<, BB A
FEHBAE NetScaler Gateway BLEHIRHIGHS.

AINEEINARSS 28+

o tep EBEXXHFRFF: nstcp_default_XA_XD_profile
o ZpEAAY: ICA_STOREFRONT (fUEAF add vpn vserver @<)
« icaOnly: %

EATREMARSS 25

o tep BEBEXXHREFR: nstcp_default_XA_XD_profile
« icaOnly: %i7

NetScaler Gateway &iFi2(FIRE

DVERFELT RIEREPETINXEPRS 2], QIRAEIMAIEREN, BREBUTSHRGERNEXNE, BXRG
©%, B2 BTEHUE NetScaler Gateway BELEHIRHIGHS.
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-tcp-udp-config#example-commands-to-update-an-existing-netscaler-gateway-configuration
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« transparentInterception: %

o SSO: 7B

« ssoCredential: &

o FEHAMIP: NS

o« uselIP: xiH

o icaProxy: %

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - BELH
[E URL i, 776884 /Citrix/MyStoreWeb 2ri%H,

o B UmiKIE: X

« ntDomain: mydomain.com - BF SSO (di%)

« defaultAuthorizationAction: sif

« authorizationGroup: SecureAccessGroup (HfREIELLE, BTFHERLIANITEERRING
i)

« clientlessVpnMode: i3

+ clientlessModeUrlEncoding: &8

s ZENK: ERH

« Storefronturl: "https://storefront.mydomain.com"

« sfGatewayAuthType: i

E# A NetScaler Gateway B BERIRFIHS

AN/ EHEIAARSS 25

« add vpn vserver SecureAccess_Gateway SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF

« set vpn vserver SecureAccess_Gateway -icaOnly OFF

ANINZIEERIF,

« add vpn sessionAction AC_OSspaonprem -transparentInterception
OFF -defaultAuthorizationAction ALLOW -authorizationGroup
SecureAccessGroup -SSO ON -ssoCredential PRIMARY -useMIP NS -
useIIP OFF -icaProxy OFF -wihome "https://storefront.example.
corp/Citrix/SPAWeb"-ClientChoices OFF -ntDomain example.corp -
clientlessVpnMode ON -clientlessModeUrlEncoding TRANSPARENT -
SecureBrowse ENABLED -storefronturl "https://storefront.example.
corp"-sfGatewayAuthType domain

« add vpn sessionAction AC_WBspaonprem -transparentInterception
OFF -defaultAuthorizationAction ALLOW -authorizationGroup
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SecureAccessGroup -SSO ON -ssoCredential PRIMARY -useMIP NS -
useIIP OFF -icaProxy OFF -wihome "https://storefront.example.
corp/Citrix/SPAWeb"-ClientChoices OFF —-ntDomain example.corp -
clientlessVpnMode ON -clientlessModeUrlEncoding TRANSPARENT -

SecureBrowse ENABLED -storefronturl "https://storefront.example.

corp"-sfGatewayAuthType domain
RINRIERE,

« add vpn sessionPolicy PL_OSspaonprem "HTTP.REQ.HEADER(\"User-
Agent\") .CONTAINS(\"CitrixReceiver\")"AC_OSspaonprem

« add vpn sessionPolicy PL_WBspaonprem "HTTP.REQ.HEADER(\"User-
Agent\") .CONTAINS(\"CitrixReceiver\") .NOT && HTTP.REQ.HEADER(\"
User-Agent\") .CONTAINS(\"plugin\") .NOT"AC_WBspaonprem

RAIERIRGEES VPN EPIARSS 280

« bind vpn vserver SecureAccess_Gateway -policy PL_OSspaonprem -
priority 111 -gotoPriorityExpression NEXT -type REQUEST

« bind vpn vserver SecureAccess_Gateway -policy PL_WBspaonprem -
priority 110 -gotoPriorityExpression NEXT -type REQUEST

¥ Secure Private Access {45 EZ] VPN EilIRS 25,

« bind vpn vserver spaonprem -appController "https://spa.example.
corp"

BEXRTRESHHIFARER, BB vpn-sessionAction,

Hth5 2

A% NetScaler Gateway BT REMEHANEMES, BESRUTER:

¢ 5ICAAREFHNREMNE

o ZIFEREIHIPIRE

o 7£ NetScaler LRERLFBIHRNIEHILE

+ £ NetScaler Gateway EERZ 2B IHRESE
o EERAHMKIES

o BHIPRE
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TCP/UDP i AH#2FH NetScaler Gateway it &

October 21,2024

SR LUER &R T Web/SaaS A28 NetScaler Gateway B2 & & & TCP/UDP R A1ERF, EX TCP/UDP [
BREFEEMX, HIEIHAY T B8 TCP/UDP MARFHEETHE 25,

TEZTRT BA TCP/UDP MARRF AR % 242 A TCP/UDP %%,

./ns_gateway_secure_access_2405.sh
y vserver name (default: _SecureAccess_Gateway): spacnprem

ay IP:
NetScaler Gateway FQDN: ns32205.cgwsanity.net
SPA Plugin IP:
SPA Plugin FQDN: P .
StoreFront Store URL (1including protocol http/https):
NetScaler authen tion profile name: authnprof
NetScaler SSL server certificate name: ns32205
Domain: cgwsanity.net
Enable TCP/UDP Apptype support (Y/N): Y

NetScaler Gat
NetScaler Gat

t Stor §

r authentication profile name: authnprof
NetScaler Gateway server certificate name: ns32205
Domain: cgwsanity.net
Enable App type TCP/UDP:

R R R s e e T

Checking SPA Plugin support....

Number of PEs running: 3
Changing ns_vpn_enable_spa_tcp_udp_apps from @ to 3 Done.
g ns_vpn_enable_spa_tcp_udp_apps from © to 3 Done.
Changing ns_vpn_enable_spa_tcp_udp_apps from © to 3 Done.
TCP/UDP Apptype support i
Persisting TCP/UDP Apptype support setting: nsapimgr_wr.sh -ys ns_vpn_enable_spa_tcp_udp_apps=3 in /nsconfig/rc.netscaler file.

NetScaler Gateway creation script ns_gateway secure_access created
fol

Please copy it to NetScaler (e.g. /var/tmp er) and run command:
batch -fileName /var/tmp/ns_gateway_secur ss -outfile /var/tmp/ns_gateway secure_access_output
Check ns_gateway secure access output f
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%3 TCP/UDP N BiEFHIE NetScaler Gateway it &

MRERREMNRHRAERE 2407, BNEFHERRE. EXFHAEL, BSH A TEHNUE NetScaler
Gateway EEEM RIS, Lo, EEHFEH NetScaler Gateway EIMRSZ B IBRIEILE.

NetScaler Gateway E#IRSE 3G E

RINREFUAER NetScaler Gateway MRS 2T, ERRIGUTSELBENEXNE, BXTHHS, ESH A
FEHIE NetScaler Gateway FREHRAIGS. Lok, EELAEH NetScaler Gateway EIMARS B IEIRIE
®E,

AR AR S5 254

o tep BB EFR: nstcp_default_XA_XD_profile
o EpEAAL: |CA_STOREFRONT (AT add vpn vserver &%)
« icaOnly: %7

BT EIMARSS 2R

o tcp BEXHRMR: nstcp_default_XA_XD_profile
« icaOnly: %

BXEMRSR[BHFMER, EBIF vpn-session #E1E.

NetScaler Gateway &iE5EKIRE

REREBIRERBPEIM KBRS SR IRHIERITRIEN, BREEUTSHIRENEXNE, BXRH
W<, BB BTEHMUE NetScaler Gateway FEBR RIS, thih, EEBAEFH NetScaler Gateway
RS SR NERIEILE,

« transparentInterception (EBEER) : L
o SSO: 7B

« ssoCredential: &

o FEAMIP: NS

o useIIP: %A

. 'icaProxy' XA

s BPIEE:

« ntDomain: mydomain.com—ﬁi? SSO (HJi%)
« defaultAuthorizationAction: fiF

« authorizationGroup: R&ifiRA

« TEFImVpnMode: XA

« clientlessModeUrlEncoding: &R

s B2 EBA
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E#IE NetScaler Gateway B BRI RFIHS
AR

MREEFHEFAERE, WHRTUTHLSZH, EXMERAS <L nsapimgr_wr.sh -ys
ns_vpn_enable_spa_tcp_udp_apps=3.

o 7h0 VPN 2iEigfELIZ#5E T Citrix Secure Access B9iEHE,

add vpn sessionAction AC_AG_PLGspaonprem -splitDns BOTH -splitTunnel

ON -transparentInterception ON -defaultAuthorizationAction ALLOW
—authorizationGroup SecureAccessGroup -SSO ON -ssoCredential

PRIMARY -useMIP NS -uselIIP OFF -icaProxy OFF -ClientChoices ON -
ntDomain example.corp -clientlessVpnMode OFF -clientlessModeUrlEncoding
TRANSPARENT -SecureBrowse ENABLED

o 7°h0 VPN iEsEBE LS 5E T Citrix Secure Access B9iEHE,

add vpn sessionPolicy PL_AG_PLUGINspaonprem "HTTP.REQ.HEADER
(\"User-Agent\").CONTAINS(\"CitrixReceiver\").NOT && (HTTP.REQ
.HEADER(\"User-Agent\") .CONTAINS (\"plugin\") || HTTP.REQ.HEADER(\"
User-Agent\") .CONTAINS(\"CitrixSecureAccess\"))"AC_AG_PLGspaonprem

o BAITHRIEHEER] VPN EINIRSS 28 LIZIHE T Citrix Secure Access %R,

bind vpn vserver spaonprem -policy PL_AG_PLUGINspaonprem -priority
105 -gotoPriorityExpression NEXT -type REQUEST

o N HTTP callout SEBELISZ T ET TCP/UDP AYEZAIZINIEIE,
AR

XL &R NetScaler Gateway FRAETF 14.1-29.x B, AREBHRITIS R,

“add policy httpCallout SecureAccess_httpCallout_TCP -IPAddress
192.0.2.24 -port 443 -returnType BOOL -httpMethod POST -hostExpr "
\"spa.example.corp\"" -urlStemExpr "\"/secureAccess/authorize\"" -
headers Content-Type("application/json") X-Citrix-SecureAccess-Cache
("dstip="+HTTP.REQ.HEADER("CSIP").VALUE(®)+"&sessid="+aaa.user.
sessionid) -bodyExpr q/"{

"+"\"userName\":\""+aaa.USER.NAME.REGEX_REPLACE (re#\\#,"\\\\",ALL)+"
\","+"\"domain\":\""+aaa.USER.DOMAIN+"\","+"\"customTags\":\""+http
.REQ.HEADER("X-Citrix-AccessSecurity").VALUE(Q)+"\", "+"\"
gatewayAddress\":\'"ns224158.example.corp\","+"\"userAgent\":\"
CitrixSecureAccess\","+"\"applicationDomain\":\""+http.REQ.HEADER("
CSHOST") .VALUE(O)+"\","+"\"smartAccessTags\":\""+aaa.user.attribute
("smartaccess_tags")+"\",\"applicationType\":\"ztna\",\"
applicationDetails\":{
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\"destinationIp\":\""+HTTP.REQ.HEADER("CSIP").VALUE(@)+"\",\"
destinationPort\":\""+HTTP.REQ.HEADER("PORT").VALUE () +"\",\"
protocol\":\"TCP\" }

}
"/ -scheme https -resultExpr "http.RES.HEADER(\"X-Citrix-SecureAccess-

Decision\").contains(\"ALLOW\")""

H &
- *%192.0.2.24*%x 2 Secure Private Access & & IP b it

- **spa.example.corp**x & Secure Private Access # £ ¥ FQDN

- **ns224158.example.corp A @A** F W %x VPN & #l iR 5 288 9 FQDN

o TINEBAREE L SZIFET TCP/UDP #9iE#,

add authorization policy SECUREACCESS_AUTHORIZATION_TCP "HTTP.REQ
.URL.EQ(\"/cs\")&& HTTP.REQ.HEADER(\"PRTCL\").EQ(\"TCP\")&& sys.
HTTP_CALLOUT (SecureAccess_httpCallout_TCP)"ALLOW

o RHISRCRBSHIE B S HIIEAIRIE, UHEET TCP/UDP MR AR,

bind aaa group SecureAccessGroup -policy SECUREACCESS_AUTHORIZATION_TCP
-priority 1010 -gotoPriorityExpression END

« J% Secure Private Access #EH45EEI VPN EiIRSS 25,

bind vpn vserver spaonprem —appController "https://spa.example.

corp"

HthE2

BXIEATF Secure Private Access 9 NetScaler Gateway HEMEE, ESFRUTERM:

« 5ICANAREFNRAMN

SIFEEEIFINIRE

£ NetScaler EREZ&MBIHEIEHLE

7£ NetScaler Gateway EEARefAHIHIAES
FEAHEMKIES

EEIPRH]

ETXHRIE

October 21,2024

Secure Private Access E#IRIBRF 2IE L TX (IS TEMIRERS. BERENRMGE. HIBUE) =RMHX Web
8¢ SaaS AR ETXAR (AR
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ERRALEHE L T XARSMRGRMEISRERKS, Secure Private Access #&f LB E FXATIE RSN BRI
BMRWIER AP WS1ER NetScaler Gateway 5 (15, MEMKIE. EPA) B9BFR.

Secure Private Access &I LUMEATRL GBi8) @ s M TEAFIEWEELRGE. BXEMAER, 15
BiF HEEHIRRE.

AR

+ M NetScaler Gateway 14.1-25.x REE 4T, Z#F nFactor EPA %88,
o NRIEH NetScaler Gateway hz<{EF 14.1-25.x, MR e NetScaler Gateway EERE R EHM TR
SHIERES,

£/ GUI ieE B E XHRiE

& LTRSS MU TERT R,
1. ECELZHMXTNE {30 SRS
2. RBEATNS ) IIESRIEYEE BRI X RE PAARSS 25

LB B WX TS I SR 0

1. Efnzl NetScaler M:x > B > S HISIE, SARET M.
2. EERIME R AERRNZI, LREZFEERE XIREE,

3. T ERRERE 0 UEIRIRIE. BRI S NREEESFEAMIRIE, FI50, ERA—MRERVFARE, £A%—
MEIEERLTR,

Create Preauthentication Profile

MName*

win10_profile @

Action*

ALLOW v
Processes to be cancelled

Files to be deleted

Default EPA Group

spaopdev 0]

4. FREFRPESFAES, ARRE S
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5. E RE, BEFRMATERAEATENRERNREWERIAR.

Dashboard Configuration Reporting Documentation

£ Create Preauthentication Policy

Name*

Windows10 @

Request Action®

Expression*

Downloads

Select N Select N Select e

CLIENT.OS(win10).HOTFIX == EXISTS

TEERT AtE Windows 10 &ERGMERIRHIRER.
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. BE “QIE
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BBEEXITCgE Rl NetScaler Gateway

1. &fnzl NetScaler Gateway > EilRS 25
2. ERENELEMSHRIERBNEDRSE, RERT HE.
3. TBER BoH, BE + USERK.

4. 71 i%8% Policy (SRES), RS HIOIERER, AL 15K 12 %1% Type (XE) .

Choose Type

Policies

Choose Policy*

Preauthentication R

Choose Type*

Request N

<

5. EERIRE M RESITERI M TR,
6. BEHE,
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Choose Type
Policies
Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*
Windows10 > Add O
» More
Binding Details
Priority*
100
<

fEM CLI BCE B E X

7£ NetScaler CLI EBf7 U T RAI6S< LA B4 ETN S HI8IE 58

+ add aaa preauthenticationaction winl®_prof ALLOW

« add aaa preauthenticationpolicy Windowsl1® "CLIENT.OS(winl@)EXISTS
"winl@_prof

« bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

7£ NetScaler CLI Eizf7 A TR %< LUIEZE nFactor EPA 588 :

« add authentication epaAction epaallowact -csecexpr "sys.client_expr
(\"proc_0_notepad.exe\")"-defaultEPAGroup allow_app -quarantineGroup

deny_app
« add authentication Policy epaallow -rule true -action epaallowact

AINFTRY £ T AR

1. #TFF Secure Private Access EIBizhla, RGBT HRIHRE.

2. QBRI RIEIN A SRR

3. £ &4 29, BE RMEN FHER ETXRE, LEFRE, AEBALTXIRERZM R BliWindows10
1B2ERS).
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BxX%%7 Secure Private Access i&fth) EPA #TRicHYi%EA

£ nFactor EPA SBE-RECE R EPA 121EB#RLIK1E 7 Secure Private Access #&#FRIE BEIF IRIFR B A R BXH Z 7o
BR, REMIFEEURT EPA 1TohiFENER,

« 0K nFactor EPA SREEHPEIFRE EPA RS EHRE Dk ERE—REPEETRESR, WRBSABTE
ERE R RIX,

* WNR nFactor EPA 5REEHAY EPA 12ESBURIE A, NSIRMEXEXR) EPA SRERBMFAIIAARR (MNREA
B) BIERBEIHEITERE,

Authentication EPA Action

>
a
g

| epaallowact allow_app

epadenyact deny_app

devCertAct

O0O0O0D

preAuthDeviceCertAct

deviceCert

000

FEILRGITR, HIRIEWIELRY, deny_app EABEEIRIEIRE %% E Secure Private Access i, fAiFigfERd,
EPAALLOWACT #0 allow_app #&{EREEHIRIRE &% T Secure Private Access o

518

o NN RBEFEE PR,
o ZFFEREINIRARE.

VFRTEARSS 28

October 21,2024

Secure Private Access fifBYiF AT IEARSS 28 R UREE R M RIS AEIBFR BN N EA G, WFRIEARS BB A LUIEVIAIRE R
ia;¥ A%l Secure Private Access, aIUEIRB MG E#TERRENEH. HXM Secure Private Access
YELEARS BAF4E R, ESIA &L StoreFront #1 NetScaler Gateway fR$523.

BRI E I AIEARSS 28 URL 7 8E%% Secure Private Access 5iFAIIEARS 28i%#E, Secure Private Access fEfF
S BEEFANERS S MBS,

AR
o IENIEYFAIERRSS 88 = b &3t — Citrix Virtual Apps and Desktops RIZ¥FRIIE, 7 BEFEFAIIE

BR5388 F3EA Secure Private Access ffift,
o RigZs 11.17.2 hZs 45000 MEShRASSZ#5 Secure Private Access 4RI ATIEIRSS 85, HNREE LA
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BYFFNEARS 28, WATUEFrIIERRSS 28 F & EIMRZs 11.17.2 build 45000 hr7sst & S hR s,

RETRASH

UTRETASHA AT IFRHERS 2.

o 8 % % .\AdminConfigTool.exe LICENSE_SERVER_ENABLE_HASHING <true|
false>
o« THPIHIE- .\AdminConfigTool.exe DOWNLOAD_PII_DATA <filename>

BEXTARSBNESIEL, BLHE FIRSE.

2L

Citrix Secure Access X i

October 21, 2024

f&Bh Citrix Secure Private Access B i, EIITE ST LU R4 5588 0@ 8 i+ &4 Lz 1789 Citrix Secure
Access B ImARFAEAENAIER, B1% TCP/UDP #1 HTTPS/HTTP RARER.

&8 Citrix Secure Private Access 3¢ TCP/UDP M BEFREIINZ1E, EIEDLUERRITES VPN fRARMN
¥, AEERAFREXFAELENAERFNILR.

TRRE

BARBFAEEHERPHIESE FRE Citrix Secure Access B im, BIEIRMNFRIEFREEIENTAE N BER.

« WF Windows, FF sk (24.6.1.17 RE=EARE) ATM https://www.citrix.com/downloads/citrix-
gateway/plug-ins/citrix-secure-access-client-for-windows.html.

« X¥F macOS, AILIM App THERFIRIRZ (24.06.2 RESHRZ)

7£ Windows it+&#] %3 Citrix Secure Access i

TR IER FihR A
Windows -Windows 11. Windows 10. Windows Server 2016 #1 Windows Server 2019,

U271 Windows 841 %% Citrix Secure Access B HHISE,

1. MUUF(IE T Citrix Secure Access EF i https://www.citrix.com/downloads/citrix-gateway/pl
ug-ins/citrix-secure-access-client-for-windows.html.
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2. R ®RE LU7E Windows i+EH ERERF iR, MREFEMAEM Citrix Gateway EFFiF, WEHAREBRNE

‘E Citrix Secure Access Setup — >

Please read the Citrix Secure Access License
Agreement

CITRIX(R) LICENSE AGREEMENT

Use of this component is subject to the Citrix license
covering the Citrix product{s) with which you will be
using this component. This component is only licensed
for use with such Citrix product(s).

CTX code:EP E AN

Upon installation, Citrix Secure Access files are added to the

C i |_r| >*< Windows Firewall whitelist,

1 Q_lnslﬂ : Cancel

ﬂ Citrix Secure Access Setup

Wizard

Click the Finish button to exit the Setup Wizard,

cifrix.

Complete the Citrix Secure Access Setup

Back _Finish Cancel
3. f=ih e USER R, _
AR
A%#H Windows FMZBASIE,
41
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7£ macOS i+ & %% Citrix Secure Access ZF 1%
1. M App Store T#HIERTF macOS 9 Citrix Secure Access & F i,
2. RE ITH THERE.
AR
+ &ATF macOS 19 Citrix Secure Access EFiRRIM macOS 10.15 (Catalina) REERARS.,
o FMkRATE TestFlight A2 +HXAIAF macOS Monterey (12.X),
« IR E7E App Store M BIEFM TestFlight M N BiEF Z @)%, WL AEHREIEZRT Citrix
Secure Access N AREFHEE X . i, MRE—BEER blr.abc.company.com, ik
VPN BRESC i, AEERAIEERMNEE .
SRR SThR AN :

macOS - 14.x (FiE1E). 13.x (XEfD). 12.x (FHEHS)

FRZHFHIINEE

EATF AR Secure Private Access R A ERZ1FLTIIEE,

« 7£ Windows BRZRIALITH GHENKE)
« DNS-TCP

FXEFNEFIHTE

ERAF A Secure Private Access R AZERLIFLITES,

o Linux
« i0S
« Android

Director

October 21,2024

Director 5 Secure Private Access BISER ATSE G AV sE IS T M PEHEPR. E% Director 5 Secure Private
Access &5, HABNSTE Secure Private Access i3ty Director BRE52589 FQDN #9 IP ik, BHXF4MER,
BESIR SRS,
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5/ Secure Private Access 7Efif Director @4 ihi4s 2402 ZF#Y Secure Private Access FUsgHIMEREE., R
KRECE Director, MM ALERIIRAH Director, BI LTSR 2402 EShras, MNREBLZEE T Director, Mis
T EFAL R R A A LTSR 2402 EEHRA. NRFEM Director, MFE5ERK Secure Private Access 188, £
UFERT, WIFhEKE.

 Director 57£ Secure Private Access At
o &5\ Director IP ikt FQDN FE7 .

BXMEM Secure Private Access /E#ft Director Bi¥45 8, 51 %L StoreFront # NetScaler Gateway ik
58 Ml REGEERE.
AR
« M Secure Private Access 2407 SiE= RAETFIE, BT Web/SaaS MEREFZ 4, &= Director &
HltR 2~ TCP/UDP £i&,
+ Director sZMtEERAZHFEMR Windows &E43E (IWA) ., NREEGZEFER IWA ZF 3 Secure
Private Access izfl&, MRAZRIRREERRA Director AMBIEIRE.
« NREBERZEFoHERT Secure Private Access =il&, NIXLE#4ESHT M Director fRS28#
TEMRKIE. MRARY, RASRREERBNEIL.
o NEEERMNEIGETTRERMEM Director, BN BIRIGE T, FIRERFEH Director #4528,
BIERNIUANZIET EHITER, 4R4E Director URL IPv6 #1 SSLv3 BSAS FE m & F

1M Director B2 & T Bi&:d Secure Private Access 2 E Director

&/ Config TA®EA Secure Private Access B2 & Director BElERNHKES B, HXFMER, 1521 Secure
Private Access 5 Director BY5ERK.

7z Director -7& & Secure Private Access AP 4%

& T LLTE Director & & View Secure Private Access PR &%, BXFAEE, 585 HAFEE Secure
Private Access £i&.

Web Studio

August 26, 2024
Citrix Secure Private Access it 2| Web Studio $z4l& %, FERAF %@ Web Studio T48341R11ZARSS
EEAER, % Web Studio kixzs 2308 s E=hRA.

BXFMEER, 521 Secure Private Access 5 Web Studio FIEERL.
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3% Secure Private Access ZpE &

October 21,2024

Secure Private Access At R AR LUEENERE, USLUESTAN. SEHEMTT B, SYTFAEIE (4
i, #id 5000 NEP), AIUEES IR Secure Private Access TR BT Ef #iHILBAIY Bt

£l Secure Private Access 715

« SIEEFHH Secure Private Access b, BXF4MER, B21F 1&E Secure Private Access .

o BAITEHENBET SHME Secure Private Access if5, BXFMAER, HEEF BEXMANBILSIEE
Secure Private Access.

« 7£81 Secure Private Access Tim, EREHABNRSSHIER. IPEREAHZHAERESRAIMBAS
9 %28 FQDN ITAD,

« 7£ Secure Private Access FECEE — T mBY, IBERAHHEREB T BERINELET R, 57 Integrations
EIRRIEE SRR, ARFMETHEERME, BEXERMAALBREENFAES, F5H ERMEA
RERIELE.

Application Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

htips://zeta.spaopdev.local o C &

R E

Secure Private Access B#&EIRERERENMH FHREE R, NREFER NetScaler AR EFIYERS, BEEU
TEm:

« FFiAinal StoreFront B FQDN {EAXBERE# (SAN) 8257 DNS FE&H, NREERNEATIVEDS,
ERNEE 2 RS2 FQDN fHa#9#as FODN, XERTF SSLiIE#H. 3FF Secure Private Access,
REAFHNERMEBT. GXEAREE, 15517 FEA NetScaler #1761 T . £B E Secure Private
Access Zai, %HECE StoreFront Store, MIREAMNEIIE R, HFEAAFGEHSRIMMEER URL, HE
A HTTPS #17%£Bfs. BXF4HES, ESR FH HTTPS {RiF StoreFront.

« #i¥ Secure Private Access BRE L HTTPS 88Riz17, EXAE2EHFIMER, Secure Private Access BRS
el AERE N HTTP,
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o 2#F SSL En#ay SSL M5, HIbA UERERAFHISESEE, F£R SSL Wi, BHEESED Secure
Private Access TS ELBERIMNIRSBW/IEP, Mo, EBFEREL A HINEREZHIZN (SAN) BM5H
191738 FQDN ITED, 1tboh, HTEREIYEESRSPEE SAN,

o IEHRY SSLFH4E R 11S ARs328#0 NetScaler,
o FEHREEH,
« Secure Private Access iR (BEEGMIETH) BTREN, FEFREEZA L,

o GIEYEES (590 NetScaler) EERTEIHRSBHBIANE LM (FENR), WRHFA Secure Private
Access MIFREZR[EBEET HTTP NEEXIEER (RN), WaJUERAUTRIFET R

/secureAccess/health
FRHAN R 2
Http status code: 200 OK

Payload:

{
"status":"OK","details":{
"duration":"00:00:00.0084206","status":"OK" }

}

HXECE NetScaler ARISERIIFMER, FSIH LREEAHEE.

77 Secure Private Access fllE5iras

fERALLT CLI #8544 Secure Private Access g2 ¥4i% 28,

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES

CIRMITERE, FIEBHE R ST,

HxMERA NetScaler Ul QIZEMBRRIFAMER, BB CIZ LS.

ficE Secure Private Access &4

October 21,2024

223 Citrix Secure Access $&E/g, ERILIISE Secure Private Access 718, ARG NN REFEENBIEEMIAE
%%, Secure Private Access %1% Web/SaaS #1 TCP/UDP N AER. HinERRAFERIEAF AP HERAHRE
BN ERFENFE. i, EFaLUE LB AEYMNReRAIREANNAESR (HTTP/HTTPS #1 TCP/UDP) #
ZRRIGIE,
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o BB HTTP/HTTPS M AEER

 B2E TCP/UDP Rz 2R

o BZE TCP/UDP - RS2 E F B 2R
o AN AEFEEIRRE

o IR IRHEDT

i&E Secure Private Access

August 26, 2024

el LU R B F IS S s AR B b 538 E Secure Private Access, EXFEMERAT, EEBEILUER Web BIER
BHEIa#RIGE Secure Private Access IF1i5,

o B BIEFILSRIGE Secure Private Access
o BEIMAMALESRIZE Secure Private Access

WEFMS

o ETERSAFER Secure Private Access BIERITHIA, ZIMAFERE T Secure Private Access
HIEN At BN SRR,
o ERIBILEZA], HM%Et SQL HIEERS S,

B eI SR8 E Secure Private Access
$12 1: I&E Secure Private Access

U= 2/ Secure Private Access SBEMNE M, ErT LRI EMISEIMAR B IS,

1. B35 Secure Private Access Web EIERiz414,
2. BAERT, 7 ‘GBS TEL, “CIE#HM Secure Private Access ihm” T ikARZS,
3. Ea.:l—l:_io
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.
Database
@ Create a new Secure Private Access site
Integrations Select this option if this is your first time installing Secure Private Access.
Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

EECIRBIEREY, UMBshFRINFIEREERIERE, ANSRERBNEIEEREEIRERAT A,

SR 2. REHIEE

&R Secure Private Access thm SIBEIERE, XaI U Fohak Bih5em.
1. 7£ SQL Server E£#4, HWARSB/ENSZ. H, sqll.fabrikam.local\citrix,
AILMEA TSR 2 — 18 E B

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBFMAES, BBRLUERE,
2. 7russ=th, $ A Secure Private Access it s HI=& R,
FE

CBRANNESZNMEREEZEMNESR. BEESZHEIXR CitrixAccessSecurity<
sitename> BXEEN, WMRFEAEXIIEER, BEER Citrix HE .

3. BE M&ERE" LE SQL Server KAIREE, HHINZLRIEESRIEFEESFE.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

P Site
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name *

o Summary

Step 2: Database configuration

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

MNote: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

AE

o SN SQL Server RiEAFZihm, MEFEEERKK.
R SQL Server Al AEHIEEREE, NEEKETEL, B2, BT —FZEHER
« Secure Private Access ERITEN S % Windows B5I83IEXT SQL Server #17 &9 183F,

BnhEtE:

QELHENSHEEFRENSIEENIRE, A aEER BRiicE T,
o MNREEHMURFEIRERE, WSBEIEBIERE,
o SIREMERER, BRERZEMIEEATEREMBENMIEERENR. BXNIRFAESR, BEH gEHIEFFRRRN
M Ro

FohfcE:

BRI “FHEE” ETRIREHRERE.

EFoHEES, AT THMA, ASERT SQL Server THFEHIEENEIEERS 28 LIE1THI4S,
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} =r

AR

MRHENARF RE. “BN” M7 B NRKE SQL Server EWEIEEFRCIER, NWHIEEFEIZARS
KW BITETEN EEBERENIR. BXIFAES, BSH REBIEEFFHNR,

TR 3. ARG

E¥% Secure Private Access 5 StoreFront #1 NetScaler Gateway fRS5 83 F iE#2k, HAEE StoreFront
NetScaler Gateway FRSS2BHIFMIE R, HIEI ILERET RELL StoreFront #1 NetScaler Gateway R 28 H
3 Secure Private Access, i ERE Director fRS5 288 MIFRIARSS BRAVIFANE B

1. BALREAER.

Secure Private Access AR5 8stthit, 40, https://secureaccess.domain.coms
StoreFront 7 B & 5 URL, fjl#, https://storefront.domain.com/Citrix/
StoreMain.

2t NetScaler Rxithiit—NetScaler Gateway # URL, g0, https://gateway.domain
.com,

B2 1P sthaik— b EE M |P ik %4555 StoreFront s A[ERECE AIREIN IP sisitAEE,

38 URL —1tt URL #4415 StoreFront REEEMHMER, i1, https://gateway.domain.
com,

Director URL: - (7Ii%) AT ¥ Secure Private Access 5 Citrix Director %389 Director fR$38%
IP btk FQDN,

¥riEARSS 28 URL: - AT IREML R #IBRFrIEARSS 28 P ik,

2. BEHIEIEFE URL
3. BET—¥, ARBRLHRT.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations

Site
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.
Database
Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
Integrations doesn't need to be a public address.
Summary https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

SR4. ERE

BEBSME, BT URREBIRSSIT LUANR, Lih, ERHITHZE UHREILIAIR Secure Private Access
BRS