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RAMIPEEE Secure Private Access R - IHhR

January 9, 2024
73 Secure Private Access R A REER— ST,

1. RHmMAiERF

2. RGN BREFHIHREE

3. BAi@iE NetScaler Gateway BBHRE
4. BCEIRICRDE

BE:

FET A AT HRMEN AEFNNBEFRE, XaILEE NetScaler Gateway # StoreFront i&&. 18
B, EERZIAZA, EFRUT/ LS.

o FIRATNAEFNAGNAEFRINS, BRETETHRAMBRSREENREER,
o WTARBERFRETHEPIERNAEIZENHHT, FENASAFHHRITHRE.

BEXZTENREFMEE, EZS1EEA Secure Private Access B2& T EELE W FAEFF SRR,

SR1. RGNAER

' Configure
Publish the Configure et

. . Citrix
policies to Gateway for

Publish the

apps using

PowerShell
script

Gateway to

authorize
users to
access apps

be enabled routing of
for the apps traffic

/

wsfER PowerShell iZsk%% URL. &% ARG, BIRIEEA Citrix Studio =l QX H#HTEE,

& LM T & PowerShell Bz https://www.citrix.com/downloads/workspace-app/powershell-
module-for-configuring-secure-private-access-for-storefront/configure-secure-private-access-for-

storefront.htmls
1. 8% PowerShell SDK #itE# L#T7 PowerShell,
2. BETUTHS:

Add-PsSnapin Citrix*
$dg = Get-BrokerDesktopGroup - Name PublishedContentApps
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3. A Web ZABFEXTE,

$citrixUrl: “<URL of the app>~

$appName: <app name as it must appear on Workspace>
$DesktopGroupId: 1

$desktopgroupname: <your desktop group name>
$AppIconFilePath: <path of the image file>

P

g

EETHSZE, BREEMTERIES (<>) WA,

i

NERUBNNBAREFETE, BITUTHSRERAER.
New-BrokerApplication - ApplicationType PublishedContent -
CommandLineExecutable S$citrixURL - Name S$appName - DesktopGroup $dg.
Uid
BEA KN BERF 27 Citrix Studio 8 “RAIEF" EHTF. WA, EAILUM Citrix Studio #=HI &4 S1E N B
BRIFHAES.

BEXARGNAEFNENERAANAEFNRABGNESER, BEH LFAE,

TR 2. KN AREFIRE

-

Configure

Publish the

apps using
PowerShell
script

Publish the
policies to

be enabled
for the apps

Configure
Citrix
Gateway for
routing of
traffic

Citrix

Gateway to

authorize
users to

access apps

. %

BEXHEXTETEAHNARFNERANZ LS. ZUMEHRHX Web 3t SaaS KAEFNEHARX (EIW
KETEIMK) HIRBE (.

BN ARRFRFIRITIANERE, KALMREN Web 5 SaaS MARRFHIHR, Alt, EUAEHHERE JSON XHM
Web.config st

o IRBE JSON Xt FERANBEFFAEENNARFNREEBENRLE JSON X, RE, HBIIGKL
JSON x5k B StoreFront lRS28 £ C: \inetpub\wwwroot\Citrix\Store\Resources
\SecureBrowser,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 3


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/publish-content.html

Citrix Secure Private Access - IBkR

=

=W

BRI 2 7 Resources #l SecureBrowser FIX 32, AG7E SecureBrowser X437 INse
B JSON x4,
BXREMERBISELEANEZFAEE, 525 NBERIHREREFEMAES.

+ Web.config xxf+: & Citrix Workspace A2 # Citrix Enterprise Browser 125 89 S BE ¥ 4015
B, %FE StoreFront RZAREEE RHH web.config XX, HMRIEX A BERINE A route 895 XML
%, AREHIUE Web.config ciFikE C:\inetpub\wwwroot\Citrix\Storel. fi&

Bx w XML 2, B2 AR EIREE Tl
AR
EERRS, “storel” BigQIENARERNEIEENEN. WRERAFRRNMNARERZR, MKMEEE
RZAY S,

BNEENABRROREFIN—FMBER. NMREEPERMNEL, WAAFNEMFIERERLNITRES,

$1% 3: EH@d NetScaler Gateway 1A= H

Configure \

Configure Citrix

Citrix

Publish the
policies to

Publish the
apps using Gateway to
authorize
users to

access apps

Gateway for
routing of
traffic

PowerShell
script

be enabled
for the apps

L Enable clientless access

Configure web address
encoding

B Enable Secure Browse protocol

, Exclude domains globally

\_ /

@2 NetScaler Gateway BRRERETRUTHE:

 BRAXEFIHIAIAE

« 2 URL 43

» B Secure Browse

o HRELEFIRARN TES R

ALEERERAIERBEBREE P imiAR. URL mBFMR LR K,
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- SRBAMNEEERTHREEESEH NetScaler Gateway EH#IIRS 38,
- FRIERKGBSATAF. A= Gateway EIIIRS2-

BRXEF IR

Z{E/H NetScaler Gateway GUI £F5EREEFimiAR, EHRITUTIRE:

£ “EEE” #mkL, B Citrix Gateway, AE2E “2FILE".
£ “2RKE EY, RHERERKRE.
£ “BRWAR" ETRN BEFPWRET B, &R R, ARRET WE .

ZE/H NetScaler Gateway GUI ERSIEREEESALRE P imiAE, EHITUTIRE:

MRAFLBEEN—EAF. AHENRSBERALTERHIHR, BELECEARARERTEF KA. A5, £
BRIERBEREE P IRARAGEAERA,. AEMRS .

EERE®IE L, B Citrix Gateway, AEHEEHEEK > 2%,

BE ‘RIFRK AR, AREE TN

R, BNKIEHNET,

T EEXH Fn, 82F “WE,

ERIFH, BNEEXHIETTR.

ERFIHERET R L, BE “TEFKAR Zi8, PEBESLRE, EFTH, AEREHE6IE.
ERARF, WA true, YEHAE true i, EHIGHBKXNAIIEBESRG .

BEHOE, ARRHXA,

© N o 0k wN R
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<~ Configure Citrix Gateway Session Profile

Name

sess_act

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters.

Network Configuration Client Experience Security Published Applications Remote Desktop PColP

Accounting Policy
A\
Override Global
Display Home Page
Home Page

(0) Override Global

URL for Web-Based Email

https://exch2013.cgwsanity.net/ow () Override Global

Split Tunnel*
(0) Override Global

Session Time-out (mins)

30 () Override Global

Client Idle Time-out (mins)

D Override Global

Clientless Access*

On vl Override Global ()

=53 NetScaler Gateway CLI SLM & B EF A, BRITUTIRE:
EHTRTET, EITUTHL:

set vpn parameter -clientlessVpnMode On -icaProxy OFF
Z{E/H NetScaler Gateway CLI ER&XRRIENEE FIHIHIAREE, BRITUTRE:
ERTRTNT, BITUTHS:!

set vpn sessionAction <session-profile-name> -clientlessVpnMode On -
icaProxy OFF

BF URL 4t

BRAXEFGARE, aLGEETAE Web N ARZFHRIILHTRIBIG AR B AAN, BiEE Web H#iiHRER
AN, LME#HITIE P imiAE,
E(EFA NetScaler Gateway GUI £33/ URL 4iS, iBHITI TFIRME:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 6
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1. 7 “EE®” %Wk L, B Citrix Gateway, RAERT “£RF/ILE".
2. f “2RKRE EY, BT BREERE"
3. £ “BRIRAE” EIRH TR AR URL REH, #EZEATHRD Web URL 9iRE, RERE “HBE .

Z{#F NetScaler Gateway GUI /=iEHRERLFIEA URL 455, 1EHRITLUTIRIE:

1. EEBEM £ L, B Citrix Gateway, ZAFREHRE > 2%,

2. BE ‘RIERK &R, ARRE N0

3. ERMH, BNEREEIRIR,

4. & “BREXH B8, BEH WE

5. ERMH, BAREXHFHEM,

6. £ “BFRWAR” Em+LE, £ “TEFHRAGE URL RIS 30, 8F “BE2R™, ERFEER, ARRE
“WRE”

7. ERERFR, WA true, HEEAE true B, RESKREANAREHBERH,

k<~ Configure Citrix Gateway Session Profile

Mame

sess_act

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters.

MNetwork Configuration Client Experience Security Published Applications Remote Desktop PColP

Accounting Policy
W
Override Global
Display Home Page
Home Page
() Override Global
URL for Web-Based Email
https://exch2013.cgwsanity.net/ow () Override Global
Split Tunnel*
() Override Global
Session Time-out (mins)
30 () Override Global

Client Idle Time-out (mins)

() Override Global

Clientless Access*

On ~ Override Global O

Clientless Access URL Encoding*

Encrypt h Override Global O

E{FH NetScaler Gateway CLI £5/2H URL 45, EHRITLUTIRE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7
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ERTRTNT, BITUTHS:!

set vpn parameter -clientlessModeUrlEncoding TRANSPARENT
Z{#F NetScaler Gateway CLI EAS M =1EH URL JRAIHREE, EHITLUTIRIE:
EHTRIET, BITUTHS:!

set vpn sessionAction <session-profile-name> -clientlessModeUrlEncoding
TRANSPARENT

EF Secure Browse

REFNBMEFFPIRIFRIMRIIE, AFEREEFH VPN BX#TEE. KABRARSNEERK, UE Citrix
Enterprise Browser aJ LA #£:88 %4 VPN BUfER TERAR &N ERIA RN BEF.

=W
YRLAP RRE Citrix Enterprise Browser B, % SPAEnabled 152 B %% URL @3 & & HIEIA

FgagsmA=Z Citrix Enterprise Browser 77, EXMERT, REKERER, ZIAFXTE StoreFront 36
EPH,

Z(F A NetScaler Gateway GUI £FEHRENER, BHRITUTRE:

1. 77 “B2®” #WEL, BF Citrix Gateway, AE#ET “©RBILE",
2. £ “2FgE’ nEd, BEERERRE.
3. £ “&e” BEIEM “Secure Browse” i, %% “BERA", AERE ‘AT

Z{E/H NetScaler Gateway GUI T iERIERFI SRR MET, BHRITUTERE:

AERE %k L, B Citrix Gateway, AEHEHEE > 2%,

BiE “RIERE AWK, RERE BTN

EEIH, BAKREEHET,

F EEXH Fh, B2E “WE.

ERIFHR, BNEEXXHIETTR.

£ =L Mk L, BF “BELRE", B “Secure Browse” BN “‘BEA

ok~ W=

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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< Configure Citrix Gateway Session Profile

Name

sess_act

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters.

Network Configuration Client Experience Security Published Applications Remote Desktop PColP

Override Global

Default Authorization Action®

() Override Global

Secure Browse*

ENABLED ~ [Md Override Global

Smartgroup

() Override Global

()  Advanced Settings

=15 NetScaler Gateway CLI SLHISIRR &R, BRITUTIRME:

ERTRTNT, BITUTEHS:

set vpn parameter -secureBrowse ENABLED
Z{E/H NetScaler Gateway CLI ERZS&RSIENMEREE, BRITUTIRE:
EHLVRTHT, BITUTEH<!

set vpn sessionAction <session-profile-name> -secureBrowse ENABLED

HREEE P imsER TES

BT E B LABA LE StoreFront TR FimisRRER FEE URL, A&#E StoreFront 5328 FQDN 3 StoreFront
13 %23 FQDN # citrix.com, LB REELBRA,

1. &#73 Citrix Gateway > £Fi&E,

2. E BEFRIAER, B “RWEEFHARE BEER

3. 3EF CHERRIE,

4. fEEEH, WMAEE (StoreFront fR528 FQDN 3¢ StoreFront faZiF#2§ FQDN),
5. B E+FESHBA citrix.com,

6. BEHEHE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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<~ Configure Clientless Access Profile

(@ Exclude Domains Allow Domains

Domain Names

www.abc.coom

No items

When these settings are applied, any custom setting for URL rewriting is replaced with a system-defined configuration.

<

Z15 A NetScaler Gateway CLI Hifgls, EHITUTRE:

EHLVRETHET, BITUTEHL!

‘ 1 bind policy patset ns_cvpn_default_bypass_domains <StoreFront-FQDN>
\ 2 bind policy patset ns_cvpn_default_bypass_domains citrix.com

TR 4. EEERNEER

blish the

apps using
PowerShell
script

Publish the Configure Configure \

policies to

Citrix
Gateway to
authorize

Citrix
Gateway for
be enabled routing of

for the apps traffic users to
access apps

Enable clientless access

Configure web address
encoding

e Enable Secure Browse protocol

Exclude domains globally

o %

BRIUEE T AP EE R NetScaler Gateway BIERUIARKMBE R R, EAKBRINIRE RIELIIFRE ML ZRIIHIE,
Citrix BIEARINNEBIRE, ARIRRICRIERE XA F A AR BRI Ro

&0 AR IEARIE M RIANE NetScaler Gateway EERE RN, SIRISNERE, ATLEESEREHEILS LRE
MABAFPSAE. B ERIRNMRARSTHEE RS,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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BRIASERCGRES . MO MEAERER LU A FiA1A) StoreFront RSS2 HIELIFIRIFIBEE R Web ARER.

« Allow_StoreFront
» Deny_ALL

Web [ BRZFEAKR. QIZRIARIERE, ST TELRHEH Web RARER S BB,

« Allow_<appl>
« Allow_<app2>

E{FH NetScaler Gateway GUI ERERINERE, BHITUTIRME:

S/12I Citrix Gateway > 58 > #E1%
EHAERERTR, BE R,

FERMP, BNKIEHNET,

ORI P, ER R 3 OER”.

fr RARX R, BE “REAXRER
EEBERAN, BRE ER HERKENTER,
&% Done (/).

& Create (81E),

© N o 0k w N

EFF NetScaler Gateway CLI GZERIERE, BHRITUTIRE:
EHTETFAT, BITUTHL:

add authorization policy <policy-name> "HTTP.REQ.HOSTNAME.CONTAINS ("<
StoreFront—-FQDN>")" ALLOW

Z#/H NetScaler Gateway GUI S EARIEHERIAA A, ERITUTIZE:

S41% Citrix Gateway > AP &BIE,

g AAA FIF =k AAA 4.

FFAERERTD, EF— 1 MEF/A, ARRETE “HE
£ BRIgER, BEENEEK.

TERBERGPETIE R, IR RIS OIR IR,

£ Rk, REMRERES.

fE R, ERIEREE, RERE BE.

No ok w

Z{5H NetScaler Gateway CLI 4EBIERRE, BRITUTIRE:

FELRETET, BITUTH<!

bind aaa group <group—-name> -policy <policy-name> -priority <priority>

-gotoPriorityExpression END

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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i | i AL B 7 151
ELRFGH, — 8RR X" BEE URL BMINARER https://docs.citrix.com # %% Citrix Workspace.

1. ##8% PowerShell SDK 89it&#1_L3TF PowerShell,
2. BITUA TS,
Add-PsSnapin Citrixx
$dg = Get-BrokerDesktopGroup - Name PublishedContentApps

3. BUTFEAREEHRMNE cmdlet &,

$citrixUrl: “https://docs.citrix.com”
$appName: docs

$DesktopGroupId: 1

$desktopgroupname: <mydesktop23>

New-BrokerApplication - ApplicationType PublishedContent -
CommandLineExecutable $citrixURL - Name SappName - DesktopGroup
$dg.Uid

ZNREFIEE Citrix Workspace %%,

Details B‘J Details gimzﬁ Details Details - Details

Bitbucket Caleulator Citrix backstage Citrix Enterprise Browser Command Prompt

Confluence docs Google Chrome jira Microsoft Edge

i "
Details i Details o Details @ Details [ Details
-~ 4

Notepad OWA Office 365 Paint Salesforce WinDbg X64

- Details

‘WordPad

5 EREAERF (“XH7) FAEREMRE JSON Xt i R TSI

o proxytraffic_v1{EBREIEEN secureBrowse, thigBRH{R Citrix Enterprise Browser
AR EMGET NetScaler Gateway &R & @i @B EHEIMNIT,

« browser_v1 {&EB&igEHN embeddedBrowser, X% Citrix Enterprise Browser (CEB) &
ERNTEN SR, IREAEM. NRIZFEHRN embeddedBrowser, NISEEER Secure Private
Access 1B XREEIZEIEE CEB H3TH,

+ secureBrowseAddress E2%EH NetScaler Gateway URL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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"policies": [
{

"name": "Docs",

"patterns": ["*.duc5.net5caler.cumk*"].

"policy": {
"watermark wv1": "enabled",
"clipboard_v1": "disabled",
"printing_v1": "disabled",
"download v1": "disabled",
"upload_v1": “disabled",
"keylogging_wv1": "disabled",
"screencapture_v1": "enabled",
"proxytraffic_v1": "secureBrowse",
"browser v1" : "embeddedBrowser"

H,

"system": {

"secureBrowseAddress": "https://yournetscalergateway.com"

6. J%5mg JSON xmiE C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser.
7. &3 Web.config X LUIEREEHHIRIE Mo

) |<route name="webSecurePolicy" order="22" url="Resources/SecureBrowser/policy.json">
<defaults>
<add param="controller" value="BrowserPolicy" />
<add param="action" value="BrowserResources" />
</defaults>
<data>
<add name="endpointld" value="WebSecurePolicy" />
<add name="endpointCapabilities" value="webSecurePolicy" />

PublicKeyToken=e8b77d454fa2a856" path="citrix.deliveryservices/dazzleResources" property="commonData" />
</data>
</route>

<add name="CommonData" factory="Citrix.DeliveryServices.Configuration.ObjectCollectionFactory, Citrix.DeliveryServices.Configuration, Version=3.23.0.0, Culture=neutral,

8. E/&H NetScaler Gateway Z<ihig& £, HITIUATRME:

BRNNBREFNITEFER, EAUESBRSIERINBRAERE S,
B Web it

B Secure Browse &z

HRELTE P inhE TESME

BXEMER, ESRTSE 3. FHEMH NetScaler Gateway B A S HIIEFMREN,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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REARPRE

« LATLLATE] PublishedContentApps AR AIZF AP &1 &R StoreFront,

c BRE, YAEIHFERINEGHFNARER. SAURETSEAEXER. EXE4AES, BESA
https://www.citrix.com/blogs/2013/08/21/xd-tipster-changing-delivery-group-icons-
revisited-xd7/.

o YEBHZNAREREN, ZNAEREE Citrix Enterprise Browser 377,

N TR ih R BRI 1E

TRIE T A BRI P RESETUR BB,

| SERFRIUE R | HEBLISERE | & |

==

|screencapture_vl| BRARZAMANRRRERAEE | ESBRERA |

| RS _vl| BARLERRNR BEIES | EEARERA |

|watermark_v1| ERR L ERHFETKED | ERAREZA |

|upload_vl| ERSZM LHMEA | EBRXERA |

|printing_v1| BARZAMRITLN | ERAXBLEA |

|download_vl| EASZAMMR T | ERRRERR |

|clipboard_v1| EMR L= ARZAEMR | EERNEZA |

|proxytraffic_v1| #% Citrix Enterprise Browser 2R %43l %i#Ed NetScaler Gateway 7w £@:d @i
WEMER, E2BAEEHN |direct 38 secureBrowse|

|browser_v1| 12 % Citrix Enterprise Browser B2 & 3 T {Eix| 288 B9 A M. & BN embeddedBrowser B,
5B EM Secure Private Access 318 #5357 Citrix Enterprise Browser F1#T7F |systemBrowser 5
embeddedBrowser|

[IName|Web 5 SaaS NBRFHNEMBELH | BINEERS X HNARFEXNANNERRN | 25 2RI S5IN
FRREFAEXMIEE TR, EHaUERERR. Citrix Enterprise %28 X Lteis & 33 5 B2 N A%, | R=F):”
.office.com/” , “office.net/” , “.microsoft.com/ “.sharepoint.com/*” |

=3

AR

R EICFMRERREERE Citrix Workspace MABEFBHH App Protection 98k,

£/ Secure Private Access it & T HERE W AEFMFE - IBhR

August 26, 2024
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&@LU E Citrix Virtual Apps and Desktops Delivery Controller £/ Secure Private Access EtE T B3kt
A7 SaaS 5 Web RBIER, Itih, ERILUERLTRERENRAEFRG. RERMBEMEIZE NetScaler Gateway,
ZTEERMANHEREY, aTEERITEN ST USBEE,

S FFEYF mmhRAs

HBRENE RS REREER,
« Citrix Workspace R BiEF

- Windows —2303 &ESARZA
- macO0S —2304 KEE A

« Citrix Virtual Apps and Desktops - 357589 LTSR 14 &k 4s
« StoreFront —LTSR 2203 53k LTSR 2212 BSR4
+ NetScaler —12.1 RE=HRZA

EREE TR REN
o AL “FE” METHEEIR.

« 7£ Citrix Virtual Apps and Desktops =#i2s EizfTEEE TENER GNE.
+ Delivery Controller EZ/DEHE—R{F4H,

FaERRETR

TR LEREETRERITU TMES.

4
Configure
NetScaler and
StoreFront

settings for
traffic routing

Create a new
NetScaler
Gateway
(optional)

Create a new Set application

SaaS or Web
app

restrictions

o

RN ARERF

R BN FARFRE

fg& StoreFront #1 NetScaler Gateway & &
Fe&#H NetScaler Gateway

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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RN RERF

1. ETEEETR,
2. 7 “EENARERT 8%, £ THYIRPER TRNAERT, ARREH RN,

a5! Secure Private Access Config Tool - O X

Use this tool to quickly onboard new web app. The tool generates policy.json,
storefront.ps1, gateway_config scripts. For detailed information on the tool, click

Tool Help

Select an App:

Click Add button to publish a new app on the delivery controller and then apply
the App settings below.

New App v Add
o' Create a new web app - O X
Desktop Delivery group : IApPS v|
App name: ‘Micrusoﬂ |
App URL: ‘https:ﬂwww_micrusoﬂ_com |

User Group (comma separated): |cgwsanity_net\grp-microsoftl |

App lcon: ‘https:ﬂmw_microsoﬂ.conﬂfavicon_ico Browse

Create

3. THNAEFEE.

o REXMYA: ERBTAFZN AT GH.
KERMAPIIZETFRANENRMH,

« NAEFREM: BMANBEFRET.

« AR URL: 5EMAEF URL,

c APA: N B\ B BXEANHBENEAR. BRPEATUEEERK. fld, “cgwsanity.net\grp-
microsoft”. “cgwsanity.net\grp microsoft”,
XEENRTMELEET Active Directory #,
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Note:

- Built-in domain security groups such as “Domain Users” or “Domain Admins”
are not supported. Only the manually created user groups must be used.

- The user group is only used in NetScaler Gateway authorization policies and not
for app assignments in Citrix Virtual Apps and Desktops. Hence, the user group

that you enter here is not visible in Studio.

s CARFE: MRENEZTIA, NER URL B favicon.ico, MNBEHXE, BEREEA MU EEXEHF.

MEERRAKRRHETERR, NWIEBAEIRSERLE N BEF,
4, B3 Create (RIE),

ZK FAERFTE Delivery Controller L&#5, @It StoreFront AP AHBIEF R,

RENAREFRE

REMYBRERFG, TS ASERRNBREFRIRE.

1. EERNAERF BOH, NTHFRAERENEEFRTRENNABRER.
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a5! Secure Private Access Config Tool - O
Use this tool to quickly onboard new web app. The tool generates policy.json,
storefront.ps1, gateway_config scripts. For detailed information on the tool, click
Tool Help

— Select an App:
Configure the App settings below and Click Apply button.
Microsoft
—— App Settings:
Related Domains Patterns:  |* www.microsoft.com
Active Directory Group (Comma Separaled)_' ‘training\grp.microsoﬂ
Restrict clipboard: M Display watermark:
Restrict printing: Restrict key logging:
Restrict downloads: [ Restrict screen capture:
Restrict uploads: M Proxy traffic: |secureBr0wse "
Apply

2. £ ‘NAEFRE” BoPERE NAEFIRE.

o HEXEEEX: B URL RIER AR URL BaniEs. EERFLRINEMAES 2RHE.

+ Active Directory 4A: WASFAI LU AEFNH, LFEAMEFTE,

BRI LANBIEZS SRS M, XEEMMS Active Directory FEIB] F4EAEICED, KRITIEIELLL5H

NHAZHITIIE, Fib, BSHERWAS Active Directory 4B ZBILACHIE S,

« NARFIRE: RNERT, MERAREFRENRRE (EF). BTN FAERSERFRRER

®E,

o RIEFRE: % secureBrowse, ItHi&E #iF Citrix Enterprise Browser i#id NetScaler Gateway

FREaEd@EatEsMo,

3. BENA.
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fic® StoreFront 71 NetScaler Gateway ¢ &

S oI LU BD B @it NetScaler Gateway BERENIZE, &7 LITE Gateway #1 StoreFront ¢ EHHEENEH
NetScaler Gateway Z8Iz##9 NetScaler Gateway,

— NetScaler Gateway and StoreFront settings:

Configure the StoreFront store and NetScaler Gateway settings. Then click
Generate policy and scripts

Default Route: lsecureBrowse v

NetScaler Gateway: ‘https:h‘ 4 32984 cgwsanity.net ‘

StoreFront Store URL: ‘htlps:Hsz.cgwsanity.nethitrifotore ‘

Create new NetScaler Gateway: [

View policy settings Generate policy and scripts

o BUABRER: WIRKRANBIERFEXRE, MEFIIARBNATNARERF.

- secureBrowse: Citrix Enterprise Browser i&@id NetScaler Gateway & RE&EZIMRA,
- Hi%: Citrix Enterprise Browser #A¥FEEiH AN BEF.

NetScaler Gateway: #i\ NetScaler Gateway URL.

StoreFront A E URL: $AER StoreFront AR E URL, g0, http://<directory
path>/Citrix/<StoreName>, f&RILM StoreFront #=#I&FKEX URL,

(FJi%) QUEFMIX: EPEIEELCIEA NetScaler Gateway, AFRE “GIE",

BlZ# e NetScaler Gateway (7]i%)
MREFREELMEMKILE, NETLBIEHE NetScaler Gateways
NREELEH NetScaler Gateway, MATLUMEREE T A AN BEFEBERIEREMNEE,

1. EIRHE NetScaler Gateway BN TIFAE R, ZT ARSI ETE O M XN EHITIRIE,
I, SEFEMNERNE,
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o5 NetScaler Gateway Settings - O X

The data that you enter here is used to generate a gateway_config script that
creates and configures a new Gateway virtual server on NetScaler for Secure
Private Access on-premises deployment

NetScaler Gateway IP :

"2 "M WM W
v v v v

Authentication profile: ‘authnpmf

Server certificate name: ‘cgwsanity

Domain : ‘cgwsanity,nel

o M=% IP: NetScaler Gateway &9 IP ithit,

SMWIERBEXH: WABTE NetScaler LREBNSHRIERBEXHER. BXFMES, BHSR WL
=

RS BHEREM: WABTE NetScaler LEREM SSLIEHEM. AXFMER, ESH SSLIEH,

5. AFNAEMEHNNARFHIT SSO. BXFMAER, 155H VPN 215,

2. BEMA,
3. BE “ERRIEHEA,
policy.json. storefront.psl #1 gateway_config X R4 HEFHELEITEREE TANMIE,

Information X

generated and saved in the directory from where the config
tool is invoked:
C:\Users\Administrator. TRAINING\Desktop\Onboarding tool.

o The policy.json, storefront.ps1, and gateway_config scripts are

STEP 1: Copy the storefront.ps1 and policy.json files to a
StoreFront machine and run it in powershell as Administrator.

STEP 2: Copy the gateway_config script to a NetScaler machine
and run with "batch™ command

EZ RN AEFEHRITH gateway_config XHFEY, BIAZEEHXHPHFE N5

+ 5 NetScaler Gateway EEBHXHIZS ((VERTFEIRFMXET)
o 51ERGRE. AP AR A ERISEXIE 7.
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TEISERT#HH NetScaler Gateway E2ER gateway_config sxf.

#1. Upload file to NetScaler (e.g. to /var/tmp)
#2. Run batch command (e.g. batch -fileName /var/tmp/gateway_config —outfile /var/tmp/gateway_config_output)
#3. Analyze output (e.g. cat /var/tmp/gateway_config_output)

# Enable NS features
enable ns feature SSL SSLVPN AAA

# Add Gateway
add vpn vserver _XD_SPAGateway_443 SSL =« -Listenpolicy NONE —tcpProfileName nstcp_default XA _XD_profile
—-deploymentType ICA_STOREFRONT -yserverFadn gwalextest.spaopdev.local -authnProfile spaopdev_auth_prof -icaOnly OFF

# Add excluded domains
bind policy patset ns_cvpn_default bypass_domains corealextest.spaopdev.local
bind policy patset ns_cvpn_default bypass_domains citrix.com

# Add session actions

add vpn sessionAction AC_O0S_SPAGateway —transparentInterception OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy OFF
-wihome "http://corealextest.spaopdev.local/Citrix/StoreWeb" -ClientChoices OFF -ntDomain spaopdev.local -clientlessVpnMode ON
—clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -storefronturl "http://corealextest.spaopdev.local" -sfGatewayAuthType domain

add ypn sessionAction AC_WB_SPAGateway -transparentInterception OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy OFF
-wihome "http://corealextest.spaopdev.local/Citrix/StoreWeb" -ClientChoices OFF -ntDomain spaopdev.local —-clientlessVpnMode ON
—-clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -storefronturl "http://corealextest.spaopdev.local" -sfGatewayAuthType domain

# Add session policies
add ypn sessionPolicy PL_0S_SPAGateway "HTTP.REQ.HEADER(\"User-Agent\").CONTAINS(\"CitrixReceiver\")" AC_0S_SPAGateway
add ypn sessionPolicy PL_WB_SPAGateway "HTTP.REQ.HEADER(\"User-Agent\").CONTAINS(\"CitrixReceiver\").NOT" AC_WB_SPAGateway

# Bind policies to yserver
bind vpn vserver _XD_SPAGateway_443 —policy PL_0S_SPAGateway -priority 100 —gotoPriorityExpression NEXT —type REQUEST
bind vpn vserver _XD_SPAGateway_443 -policy PL_WB_SPAGateway —priority 110 -gotoPriorityExpression NEXT —type REQUEST

# Bind SSL cert to GW
bind ssl vserver _XD_SPAGateway_443 —certkeyName spaopdev

# Add default authorization policies
add authorization policy ALLOW_STOREFRONT "HTTP.REQ.HOSTNAME.CONTAINS(\"corealextest.spaopdeyv.local\")" ALLOW
add authorization policy DENY_ALL true DENY

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "SPAOP users"

bind aaa group "SPAOP users" -policy ALLOW_STOREFRONT -priority 10 —-gotoPriorityExpression END
bind aaa group "SPAOP users" -policy DENY_ALL -priority 65000 —gotoPriorityExpression END

add authorization policy www.google.com "HTTP.REQ.HOSTNAME.CONTAINS (\"www.google.com\")" ALLOW

unbind aaa group "SPAOP users" -policy www.google.com
bind aaa group "SPAOP users" -policy www.google.com —-priority 100 -gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupab"

bind aaa group "groupab" -policy ALLOW_STOREFRONT -priority 10 -gotoPriorityExpression END
bind aaa group "groupab" -policy DENY_ALL -priority 65000 -gotoPriorityExpression END

unbind aaa group "groupab" -policy www.google.com
bind aaa group "groupab" -policy www.google.com —priority 110 —gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupxy"

bind aaa group "groupxy" -policy ALLOW_STOREFRONT -priority 10 -gotoPriorityExpression END
bind aaa group "groupxy" -policy DENY_ALL -priority 65000 -gotoPriorityExpression END

add authorization policy www.microsoft.com "HTTP.REQ.HOSTNAME.CONTAINS (\"www.microsoft.com\")" ALLOW

unbind aaa group "groupxy" -policy www.microsoft.com
bind aaa group "groupxy" -policy www.microsoft.com -priority 120 -gotoPriorityExpression END

# Save
save ns config

TESERTEHGEH NetScaler Gateway &R gateway_config 1t
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B B B T i e
#1. Upload file to NetScaler (e.g. to /tmp)

#2. Run batch command (e.g. batch -fileName /tmp/Gateway_config -outfile /tmp/Gateway_config_output)
#3. Analyze output (e.g. cat /tmp/Gateway_config_output)

# Add default authorization policies
add policy ALLOW_STOREFRONT "HTTP.REQ.HOSTNAME.CONTAINS(\"corealextest.spaopdev.local\")" ALLOW
add policy DENY_ALL true DENY

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "SPAOP users"

bind aaa group "SPAOP users" -policy ALLOW_STOREFRONT -priority 1@ -gotoPriorityExpression END
bind aaa group "SPAOP users" -policy DENY_ALL -priority 65000 -gotoPriorityExpression END

add authorization policy www.google.com "HTTP.REQ.HOSTNAME.CONTAINS(\"www.google.com\")" ALLOW

unbind aaa group "SPAOP users" —policy www.google.com
bind aaa group "SPAOP users" —policy www.google.com —-priority 100 —gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupab"

bind aaa group "groupab™ —policy ALLOW_STOREFRONT -priority 10 -gotoPriorityExpression END
bind aaa group "groupab™ —policy DENY_ALL -priority 65000 —gotoPriorityExpression END

unbind aaa group "groupab" -policy www.google.com
bind aaa group "groupab" -policy www.google.com -priority 110 -gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupxy"

bind aaa group "groupxy" —-policy ALLOW_STOREFRONT -priority 1@ -gotoPriorityExpression END
bind aaa group "groupxy" —-policy DENY_ALL —-priority 65000 —gotoPriorityExpression END

add authorization policy www.microsoft.com "HTTP.REQ.HOSTNAME.CONTAINS(\"www.microsoft.com\")" ALLOW

unbind aaa group "groupxy" -policy www.microsoft.com
bind aaa group "groupxy" —policy www.microsoft.com —-priority 120 -gotoPriorityExpression END

# Save
save ns config

fEB#HH NetScaler Gateway EZE StoreFront

o BETAFPEE StoreFront #1 NetScaler Gateway B8, EEEUTHREA:

- NetScaler Gateway FQDN
- StoreFront RZA®IE URL

o StoreFront BBEEEXK:

- NetScaler Gateway: Zi2iFRIER R,

- 3k8 NetScaler Gateway HWEESHIIEERE B,

- JEEIER: BERIHINIR, BTRMKEHMAFSAE, UKRE NetScaler LERE SHWIERRE o E
BE.

BEXEZHMMER, EBIA 4§ NetScaler Gateway 5 StoreFront £,

ERRETRRHXHEEN BiEFNREEE

FRETAERMUTX M. XEXHREE LHNETZTIANGE/BRF.
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+ policy.json
« storefront.psl
+ gateway_config

1. % storefront.psl xx#&#I% StoreFront.
2. LEERBH7E PowerShell £iz1T storefront.psl Riizs,
905 Resources\SecureBrowser X RIEFMHEBERHARTA, NHMASEIZIZXHR,
ZRIAIEEFH T policy.json SXHEEHMY web.config St
3. ¥ policy.json xx#+E#I% storefront.psl #£5 AR E T 0li2# Resources\SecureBrowser 43,
4. ¥ gateway_config E%I% NetScaler, #A/E7E NetScaler CLI LERUTHAES S EITHIAS,

batch -fileName /var/tmp/gateway_config -outfile /var/tmp/gateway_config_c

AR

s EIEFRBHTEARESREN, DREBHRERMAMNEE, EXHAFXRE policy.json X5 HIF
StoreFront i+ & #l £ A Resources\SecureBrowser X 3k, SAF %77 NetScaler FEXIE1T
gateway_config il 7k,

o MRMABERZF/URL XEX, NARKEXET storefront.psl.

Hith &£

BXEZRARES, BBRUTHE,

o Zkih Secure Private Access
o ¥FEF5ET: Z<ih Secure Private Access


https://docs.citrix.com/en-us/citrix-secure-private-access/secure-private-access-for-on-premises.html
https://docs.citrix.com/en-us/tech-zone/build/deployment-guides/secure-private-access-on-premises.html
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