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Device Posture 5 Microsoft Intune WEMIM B EX A%, BXiFAELE, 52 Microsoft Intune 5
Device Posture £-5%.
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. EBERTIREINSIREH Citrix Endpoint Analysis ZF i
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EEHTEREEFNRERE EPAEF K, EXIFAER, B8R EBERTEEREIRSH Citrix Endpoint
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£/ Device Posture RS #HTIEEILPBILE.
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WMERILA7E DaaS Monitor HEZEERESRESHMGIT AL, BXFMER, 551 Citrix DaaS Monitor
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o AT HAHEE Secure Private Access FNTE

DEREECNAFRE, BTEEEMATAME Secure Private Access R %R, BB T AT Citrix
Virtual Apps and Desktops Delivery Controller £i&17, LUIRESIE SaaS 3k Web M AER, L5k, EEa]
LUER I T Rig BN AREFRE. TEHH NetScaler Gateway i88., BXFMESR, 587 /en-us/citrix-
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o QIEAEZ MM REERIER L
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F (B&F TCP 1 UDP M AiERF) URIARXENBEFHNAF. EERAILEIEER (@) 3 IP
FRESEERLZMNABER. BXFAER, SR MVAER LI,
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o EATAHIFER Secure Private Access R AR

¥E A Citrix StoreFront #1 NetScaler Gateway &/, EIERTUER A T a1 E M Citrix Secure
Private Access @R &= E4h1a Web 1 SaaS R A#ER LUK Citrix Virtual Apps MEMEmE. B Xi¥4E
B, B8 ER T4 Secure Private Access.
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o B0E DNS &2
Citrix Secure Private Access fRsZ# DNS BZIhaerI BT LU TRA:
- BIHNEHRS RSN DNS B8, BA Citrix Secure Access BRI LUSIERLRETE (EHR)
Rt 2R EEZ (FQDN).

- BEERAEBMEA Ptk (P CIDR/IPEE) RENARER, UWERZAFTLUEA DNS E&HTH
18Rz FQDN iAiE R AR

BXEAMER, ESRE ATE FQDN f#iru IP #hkay DNS F42.
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Citrix Device Posture [REZ2—FETENERAE, AJHEMEEABFATRIREENIHEENELERA
geifin) Citrix DaaS (B BiEFMsm) =X Citrix Secure Private Access &8 (SaaS. Web M BiER.
TCP #1 UDP R B #ER). BXiF4ER, B8 Device Posture,
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+ Microsoft Endpoint Manager 5 Device Posture £5§

B* T Device Posture fRZ IR M AN T 25, Device Posture REIFRI LIS EMtE = AR REMK.
Device Posture 5 Windows #1 macOS £/ Microsoft Endpoint Manager (MEM) £/, Bxi¥4=
B, &2 Microsoft Endpoint Manager 5 Device Posture &£5J.
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« 3Fi@ Citrix Workspace [ BiEFERMAF, Workspace URL ZiFE L& R

Citrix Secure Access %?F' I FE7E @i Citrix Workspace R AR2FEER/Gx Workspace URL i#17
PEER, It SSO IhEEEITE R 2R FHINIERILEAF 4L, BXE¥MESR, E8H Workspace URL g9
RERZHE.
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o {ERILIRIERIEEAX N AEFIARE

ERAFPRTNNAEFNGEONR, EERNEFECEAEERERAITRTIRNIANRE, WERLRBFPA
UERNAERF. LUEl, ERROTFERFFINITHEAEERTRNR. BXEFEAEE, BEH el2nRE
BE.
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o ATFERTNBREFIHRNRAYR RS

App Subscribers E2EiEE MEZE B S8 Applications o5 #ikR. A TRFHEFHENAREFNNR,
BIERRECRIFRELR, EiHRKET, SEARNEARFITREHEER2IEH. BXFHAER, BN
elFEInIEE S-S
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Secure Private Access lREHIEL #HAIRl UDP AR, BXFMER, E51 Mikihse
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BERMETLUER Citrix Analytics for Security (CAS) RERAF XIITSD REE BERN HiR %K. B
XEMER, BEE ETHARKRTSEENE.

[ACS-877]
« ETHFAMBAUENBEENI

EERNETURERFP RN AREFNUELEBENARKRE, ZUBR LA HENABRERFFRENE
RMXFAFHNELE, BXERELE, FSH ETUENEEMIA.

[ACS-99]
o TESRAY BB 119 SRERAD 2 23

0E, REERRRENFRMNSE, TREANNAEFNISE. XENBREFITAFHFENENTPIRUNRA
EFRIHRNIR. EERATARINGRRE, UERTNARERFRITRZS, &R LR EX N BIERFBLEN R,
te5h, AR SAR PRI RN, GIUREXLEFRGARINPNARER. BXFAES, B5H 2
I IE)EREE,
[ACS-1850]

o PR&IE M L E SaaS/Web M AERF

LEIhEER T E P BERIEH] (RIFSRE) ERILUEXX M EERIE LS XRENAER. X, RERNARA
R LEEINARER . BXIFAER, FSH 8218 5HR,.

[ACS-655]
o HERRAVNERIR

Secure Private Access FHIERIMEIREXT Z AP IERNEAT 0, FINNBEFERBER. HEEe
M REFRF. HRNER RN ERER. ZHBESEE. BXEAEE, B8R EER.

[ACS-2480]
o EFHA

Secure Private Access M A#FHETE Citrix Cloud Library ®Ra 01, i Secure Private Access &z
BMRNAREFELT Secure Private Access RSN ARFHIN. XEHTEBERRNSM. KIEMN
BN AR,

[ACS-1546]
+ Secure Private Access W&EZAE

5 Citrix Secure Private Access BRSHExMWEHIEIHEFHKE Citrix &= > R4S, BXEHAER, BEH
HiZAE.

[ACS-876]

+ & Web %0 SaaS R A#2FIHIRNIZEBEE
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Citrix Secure Private Access EHMES Citrix Analytics &, Citrix Analytics 2t 7 — M A=, &£
BE ARSI THSEMN. ALLEIE PowerShell BIZiARIX LR, BXFMER, ESH B Web
SaaS MAERFIFIRNIZIEE.

[ACS-805]
o EIEHIBRIER
B A] UERSEHIRERERARSREEXNEE. BXFAES, BSN HE 5L AEXEEE.
[ACS-2719]

15 t£A 2022

o (EERCE TIHRREI A RIFHRNBERF

0E, REEEERRTNAREFITRZINERNT HRRERE, FEANNABEFNISR. UTRNBER
HAERANNAREFNIGE, BEdiEN, EEATUREAR. &, ’&. KF L TXRHKEEEN
Z2lt. EERUIKTINE NN ARREFR2IEHMIFRREIZIMEHRRBIER, EXFAER, BFSH
RREFReERMIBRRRNTES.

[ACS-1850]

01738 2022

o BENSDIIERS
BENSHIEREERLRH (GA). BXBEBNSHIIENFMAES, BEEH BENS HIIERS.
[CGS-6510]

04 MA 2022

. MMELLTE
Citrix Secure Workspace Access lREHIEE & A Citrix Secure Private Access RS,
[ACS-2322]

- BERESHNIERE, EFTANNRE

Secure Private Access MEEBHMMNEHERAR, BIHFRIERERT SaaS AR NI Web AR
FF#0 TCP RIFA#EFM Zero Trust M&iAinl, EEERENSMHRIENEE. LARRF (BFRAAITR). BE
RzipialsREg LA 4 Admin Console FEMN AR, BXFMER, BHERN SERESHIERE, @
FAMNMIRE.

EInREMBIER A (GA)o
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/add-and-manage-apps/migrate-security-controls-access-policies-to-new-policy-framework.html
https://docs.citrix.com/zh-cn/adaptive-authentication.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html

Citrix Secure Private Access

[ACS-1102]
« Secure Private Access i=4IER

Secure Private Access FHIEREEEREB ST 7 RERINAER. RAP. EEBETRR. F5RE
BER, HESEMISHER. LEIEEM Citrix Analytics KERH. BXiFMES, B Secure Private
Access ZHIER.

IR MBEER A (GA)o
[ACS-1169]
o Bixplatl Web AR

ERMERIEEZEMRSE Web %38 (30 Chrome. Firefox. Safari #1 Microsoft Edge) B IHEE Web
RIFAtERFHY Zero Trust MZ&iAIR (ZTNA), BXFMER, E51R Bizniatl Web MAEER.

IR MBER L (GA)o
« ZTNA EFHKE TCP/HTTPS R AR AR

BT A Web RZAB#EF 25, Citrix EFRMIEERI UM IR P in-IRS BN AREFNET IPRONTREA
Zero Trust M&iHE (ZTNA). BXIFEMER, BESH HEF n-RSELHER.

IR MBER A (GA)o
[ACS-970]
o $tx3ibdk Web. TCP #1 Saa$S A2 BB AR T =

Citrix Secure Private Access RS BiEN R THAEIRE T —Fh2mMSEEMLZIHE (ZTNA) A%, 7R
SN AEFNEZ IR, BENIFIREEIEREBIRIE T SER A BT LUARIM R B RS AR5 15 1R 4R,
HAAHMRIE “ETXX” 26!

FARF#4E (BRMAFE)
8&E (AN EBHIRE)
IE (CEUEHNEUE)
BRERES (RERSKRE)
R (A RETS)

BXFAER, BESIA Hxiil Web, TCP # SaaS M BEFH BB A< 254,
LINEEMBER AT (GA)o
[ACS-878. ACS-879. ACS-882]

+ Secure Private Access &% AE

5 Citrix Secure Private Access IREHEXHNEHIERIKE Citrix = > 24A%. AXEAEE, B2F
HiZAS.

IR BERAH (GA)o
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-dashboard.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-dashboard.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/add-and-manage-apps/swa-direct-access-to-enterprise-web-apps.html
https://docs.citrix.com/en-us/citrix-secure-private-access/service/spa-support-for-client-server-apps.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/adaptive-access-to-web-and-saas-apps.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/citrix-secure-private-access-audit-logs.html
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[ACS-876]

o I Web #1 SaaS MRBEFIARIMNIZEEE

Citrix Secure Private Access EHMES Citrix Analytics &/, Citrix Analytics 2t 7 —1MAHES, £
EEREB AN THEN. ATLUBT PowerShell BZipiax s, SXEMER, 1ES0 U Web

SaaS MAEFILENIZEEE
IR EER KR (GA)o
[ACS-805]

o BENSMIIERS

Citrix Cloud EFE7ERI LUfER Citrix Workspace 7 Citrix Virtual Apps and Desktops 12t B3&ER 514
WiE, BENSHIIER—M Citrix Cloud BRSS, aA%EF Citrix Workspace WEF B EBEE&S AR
if. BERMSHIIERS R Citrix 3£&H Citrix Cloud 81 ADC, BXiFMAER, 581N BEN &M IIERR

5.

HEIhREFEFR S AR ER {Ho
[CGS-6510]

16 —H 2022

o YiEEPIR-IREZEN AR &8 Citrix Secure Private Access A& Fin-RS BN BIEFNXREE, &

FILGHERX I Se VPN RS BRI, MMNIEiEA P RIEXNFrELE N BEFRIAE,
BXFAER, BBH TR IH-IRSBNAEFZR - Tk
[ACS-870]

11 +7 2021

« 35 Citrix Gateway AR3HiNE& 72 Citrix Cloud 9% Secure Private Access

Citrix Gateway RS HMIIE &3 2 Citrix Cloud #@9& 4 Secure Private Access 5,

- BT Web igiE5B8 2 4h, FiE Secure Private Access &/ (8#E Citrix Workspace Essentials #0
Citrix Workspace Standard) I7E#B] LIER B4 Secure Private Access RiESRECE SaaS ik

Web RA#iERF. HEMNRSITH. ETCERE,

- Fr& Citrix DaaS &P Ma LM Workspace B2 /S A Citrix Gateway Bk ER8 HDX K12, B,
MMIXARSSHNES A Citrix Gateway RS HREES X EMIFR. ERILUM Citrix Gateway iRES TIEXED

B >if8 > SMBERR. BXFAEER, F5H JMDEE. BN, heekEEk.

[NGSWS-16761]
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/diagnostic-logs-for-enterprise-web-and-saas-apps-access-failures.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/diagnostic-logs-for-enterprise-web-and-saas-apps-access-failures.html
https://docs.citrix.com/zh-cn/adaptive-authentication.html
https://docs.citrix.com/zh-cn/adaptive-authentication.html
https://docs.citrix.com/en-us/citrix-secure-private-access/service/spa-support-for-client-server-apps.html
https://docs.citrix.com/zh-cn/citrix-workspace/configure.html#external-connectivity
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30 tH 2021

o ETRAHIBMAERN DL Web 71 SaasS AR LT AR 2z

Citrix Secure Private Access IREIEXFRIEAFP BN EX I Web 1 SaaS REBEREFE#HITETX
Hials

[ACS-833]
+ M Citrix Workspace ["JF 245 E Web 3t SaaS [ FRi2FHIE

EERY T LLTE Citrix Workspace TP R IR ER Web =% SaaS WA F. SN AREFE Citrix
Workspace "] HigiES, Citrix Gateway BRSEMEHIEAFREEILNAER. B2, AFPBAR ISR
AR g o

[ACS-944]

09 7<H 2021

o BER, BTFEXBHANARERFRENMN

BIERYEA MERARBERRE XN, UWENAEFREEZEHT Internet sl Citrix Gateway %%
2388, SERALUEN BEFERBIEEE AR External. Internal. Internal-Bypass Proxy 3§ External
via Gateway Connector, B&FBUATFHIHELENAEE X RE,

[ACS-243]

22 May 2021

=l Web 1 SaaS A2 _E TR

Citrix Secure Private Access fR$ L F3hRIgEIRE T —femMNBEEIHRAE, TRENNBERN
T[N, L TFHREEERREBIRIE L T XRHE BRI LUA NN BREFEARAR, ARG
‘LT BiEEF. BREAUKBRIFRNBEFNTS @EmgERaiTEN).

[ACS-222]

+ Citrix Gateway &z B REMNRIEEE
Citrix Cloud Gateway Connector AF RERE Citrix RAEIERHITT BEEL,
[NGSWS-17100]

01 May 2021

« M Citrix Secure Private Access [R5 5IEZME RIS F 4R
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FERHIE (BIEE0) BERSENZIE 90 XM Citrix Secure Private Access BRSSHURTFME MR,
[ACS-388]
o LT IEEM Azure AD BX5Z| Citrix Workspace #9558

MEREL T HEIEM Azure AD BX & Zl Citrix Workspace MBR2FHSE, LUIEERMAE Citrix Workspace
RN BRI LUFE Citrix Gateway BRS AP REPHE B RIERITHEK S,

[ACS-351]

o EEENIR TRAERThAE
Citrix Gateway Connector FREZENIX TABSEILE, AIUMEBNERHEMLSENES.
[NGSWS-17212]

15 =H 2021

« FAHRINEE
HITT EFEEIGERINEE, LURSHBEFNEERREFHEET Citrix Gateway E#%2EHAI 4,
[ACS-85]

o DUEE Web RS
ERAXEF IR VPN MRSRISEs41 Web M AREFE, Web RARRFHNIEAEERRIZUH,
[NGSWS-16469]

+ £ Citrix Gateway Connector 855/ TLS1.2 A FRE L INEBESF

Citrix Gateway Connector MEFEATHE A ARESEBEMN TLS1.2 E#3 Citrix Cloud RRSMEAMG

ImBR 5528

[NGSWS-16068]

11 +—KF 2020

o =@ Citrix Access Control iR
HiaEHIIRS B E& & A Secure Private Access.
[NGSWS-14934]

15 +A 2020

o IR ELLED, TI7E Remote Browser Isolation ARz H/E5h Saas W Web FRIE2RE
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SR A LUERERN LM% 72 Citrix Remote Browser Isolation 53 %R A& B EhN AR
F $a#27f Remote Browser Isolation RS EHNAIER, MAZEEMEENR2IEE,

[ACS-123]

08 +H 2020

« 7 Citrix Secure Private Access %5231 BEIE &8

BIERMEA LA Citrix Secure Private Access F Y REEESIZHEN, BEARUM B8 EmEHH
Citrix Gateway BR3P R EH,

[NGSWS-13754]
« Citrix Secure Private Access %25 REIRERIGE A9 RBAC #54|
M1E, 7£ Citrix Secure Private Access H %28 BEERIZE PaHI5H RBAC 1T,

[NGSWS-14427]

24 fL.H 2020

o @A 23S YT Enterprise Web R Bi2EHFE VPN i)

ZEIMIERTLUEER Citrix Secure Private Access 35289 &, L@@ AN 23 CM*T Enterprise Web
Rz 2RI VPN i51a, X Citrix Secure Private Access Google Chrome # Microsoft Edge il
AR 2R R

[ACS-286]

07 £t5 2020

+ ISIF Citrix Gateway i%i%25 £#Y Kerberos it &
EIMERT LAGER Mt #4250 R B R 2049 LUISIE Kerberos BL&.

[NGSWS-8581]

19 /XA 2020

« 3¢ Citrix Gateway AR50 Citrix Secure Private Access RS EE R R iLif AR

&/ Citrix Gateway [REMNR 2B AR AIER LURERAIES, a5t Citrix Gateway BRs5#0 Citrix
Secure Private Access [REMER G#1T IR,

- x¢ Citrix Gateway BRZEE RRIHENRNERR BB N ARFIFAES.
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- ¥ Citrix Secure Private Access [REAE R FHRN RN EER REEEARR I IAILE.

[ACS-205]

08 May 2020

« Citrix Gateway Connector 13.0 S #ysifEHR T2

- MIKIRER: ESITER LIER BRER Thaexd Citrix Gateway Connector sEffnl@E 1 THPEH PR, ERILLTF
BIREXGHREAZRBER LU THIERR. BXIFAER, 58RI Citrix Gateway Connector
ERR IR R TIPS HEER.

[NGSWS-10799]

- EENE: EEED LUER EEMNR ThEEMIAM X EESRIEET S EIR, FEMXEEREREED
URL, BxX¥ER, 15858H SRHILE Citrix Gateway &#32:.

[NGSWS-8580]

k7 2019.04.02

« Citrix Gateway Connector 2|+ i45{ 2 Kerberos 5 38iF#5 [NGSWS-6410]

7E, M Citrix Gateway Connector Bt 215 Kerberos 143301, Gateway Connector &
FARENREE I i IEHITH AT,

74~ V2019.04.01

+ Web/SaaS [ AiZF REME A LUBT U MEIEENMEERHITIRE, MMBRNESHRIE, NRE
FPEBTHREERVWEINID SaaS MARR, NIERNTXIZMNAEFBid 4 Gateway Connector
HIREHIT RPN Z 1,

B, BRigEFE—1% Okta ##r89 SaaS AERF (W1 Workday)., ZEFAIAERE, BMESLFRA Workday
BIEMER 2@ Citrix Gateway REEEHEA, 2 Okta IR 23HI S 19107 & th i85 25 3th ) 5% i $% 85 @il
Citrix Gateway RSB, XEETEFB%RE Okta RE[WE_RARZHRIE, RABFEENLEIM
EANEEES Okta BR%S23.

[NGSWS-6445]

o 2L Web i5m7IRM Web ihm52%. MREBRIBFRWFERTF N AXLINE, WaJUZAME Web
b5k Web b9,

[NGSWS-6532]
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+ Remote Browser Isolation fREZE AN EshitIEER B, I7EN Remote Browser Isolation [REEE
BEAT BaitIEERA,

[ NGSWS-6926]

hixZx V2019.03.01

« “‘Detect” #HHEFHME “Add a Gateway Connector” TTEH, X W RABTFRIFEZRTIR, N
VIR INAYIE 28 R BRTE Web N B2 5.

[CGOP-6358]

o £ “pRIEH Web 238" KFRARMT #EH “BEMRRK . |81 BEMER 7 HEEF Web 38
categories FRINE WEIRAFLLIRER B,

[CGOP-6205]

Citrix Secure Private Access \|]

June 19, 2024

AXEERENBINAERFAIMAFMIZE SaaS AERE N, AXEERNAERREFEER.

BERFZZE: Windows 7. 8. 10 #1 Mac 10.11 Eshkax#F Citrix Workspace R FB1EF.
MBI FE: ERRMARAR Edge. Chrome. Firefox ¢ Safari #5283 TIEX,

Citrix Workspace %#%: FRERTEMSETES (Windows. Mac) 8 Citrix Workspace iFial TEK.

TRIRE

Citrix Secure Private Access aJ#58) IT MlX £ EEREERNNRLBAFAEHEN SaaS M itE Web
BRI, AFPIFSHBEMRTHRESRSR, MislaicEhReEA THERTEERENINE, AFRBTE MRS,
I IEEFINS AR R R B B9 1R A PR LA 5% FB P BV R R BX A A8 1 12 1E

Citrix Secure Private Access &4 7 Z# Citrix Cloud IREMTE, NELXAFPNBIERIRHEERMNERL,
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Thie RMINAERIARSS /A 1
FER—XNBFRRmARNBER Workspace {&3&/Workspace R B2
SSO % SaaS 1 Web [ AiERF Citrix Gateway Service Standard
Web 2igf1932 W TUE IR ARSS

$3F SaaS BotEsRR £ 508 SN AR

TRF Remote Browser Isolation A&

Py 37 1B 0 XUB 4T A9 B9 BT L 14 Citrix Analytics

FiafER Citrix Secure Private Access iR

s A Citrix Cloud,

3Ek Secure Private Access RS F,

TWNGE, HBVARS TR T Secure Private Access BR55.
jf5ia) Secure Private Access BgS Ul

> wnN

% 14 ;= Citrix Cloud

EFFIAEEA Secure Private Access iRSS, E#asteliZ Citrix Cloud kP SN R AT H A SIZNIEHK,,
BRINAHSIRERIFMRIERINRE, B2 Citrix Cloud,

$1% 2. HiE Secure Private Access ARSEAF

&k Secure Private Access BRS8N, i51E Citrix Cloud BEM “GTHRS” H9 T, Fid “Secure Private
Access” BiMGHRRY “ERIZA” EHE,

BXIFENEAEAER, 585 https://www.citrix.com/buy/licensing/product.html,
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citrix

I, 1 <118 @6 nee6e o

Library Offering Resource Locations Domains Notifications Open Tickets
(ViewLibrary ) ((_Editor Add New ) (AddNew ) (Cviewal ) (OpenaTicket )
My Services (6)
£330 — ey o £330
it 8 @ G &
Analytics DaaS Daa$S Standard for Azure NetScaler Console Remote Browser Isolation

( Trial Requested ) ( Trial Requested )

Learn more Learn more Leam more eam mor Learn more

£330

&

Secure Private Access

F£ 3% RHEEN, £ “KMWIRS” TR Secure Private Access RS
%3 Secure Private Access lRE#XFIfE, “Secure Private Access” IRSHLEREE “BBRS” 265,
12 4: 3417 Secure Private Access A5 Ul

BN R BB IR LAIAIE Secure Private Access BREZ B F R HE.

 BERARAPER Workspace MlifRIN BERF, MiToM TEFHER Citrix Workspace N BEF R fER
Workspace URL, #&#47Ui& /11 SaaS AR A REIEMIEX 7 8eMlid Citrix Secure Private Access

f@R75%, Workspace MAREFALUM https://www.citrix.com/downloads F#, £ “BETHA

FIFReS, % Citrix Workspace [ BiE%.
o REECE T HIGFHAE, BREDIFHEL T,

- *.cloud.com
- *.nssvc.net
- *.netscalergateway.net

EXELEMER, E51F Cloud Connector REFIFFMEEERE UK Internet EEER,

Pk

=
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o mREEARI— Workspace tkF,
Secure Private Access fREZ 2R 5 =R

October 21,2024

fRR T =R

Z450 VPN RS RFEECERLAFIRE, EMBRFIRMEIHIANIR, HEHERHSIHIEEHIHE, Citrix Secure
Private Access 79 IT feft 7 —HR 2ITHIIEHE, LBERE BYO IREMER, FAFEBEENEMEE (XL
REREERE BYO) HiaH IT #ENNBERF.

Citrix Secure Private Access AN BAREFRHEEBENSHRIE. RRERITFMIEENZ2EH. Secure
Private Access X121t 7 72 1/ Device Posture fR$3 REZHABKLAFIRENINEE, 1RIE Adaptive
Authentication 5% Device Posture £%, BER A UE XN AREFNEHIITERZ.

Device Posture 7_7_57335AFPS
Checksenice Ve T
3 party - TN
IdP a )

*® Adaptive
N\ Auth service -

Risk ,/'/

Titrix Dev\ce score e
Idenmy F‘DSMTE el Internal web apps
@ bmker

'

= s Microsoft

itk B b
22| Group T~ = B

& <
Connector Client server apps

~
-
E!m o % B Sccure Private Access 4—\:
C @ Appliance and IP-Port groups

ANY Device Managed & . S
Location BYO devices

Role Risk Location Device

Customer environment

BENREE

RIS S A HBE LHNERNERSHIRIERE. BENSHIIER LIRS SRS, HIBUE, W, AFRAR/EH
NGB0, RIFRARFHER, BERAIUEXMNFENANE IT #ENNAREFNAFP#ITEHEIE. XAFHAR
EENZRPEEERN S HIIERISESR, BIEFAH SaaS NARRF. 15 Web ZABERF. AEEFIH-RSB/NA
EFMIREERS (DaaS). BXEAER, BEEMH BENZ2E.

N FAERFIAIE

Secure Private Access AT LAER&# VPN 8915 R T RIS A Web R AEFHERE, X VPN EiZHH A HER
EMERERIEE, EERISEEEHRALNM Citrix Cloud iTiEp HibizH@E, MIBE, Secure Private Access
AILUBE BEERIEZRINE Web AEERF, MESE VPN, BXFAEE, B8R NAEREIARE.
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Citrix Secure Private Access

BRER

EENEEN B IGIE, AL A LUIRMR AR B ISIEERRE, LIZEEEBIRERA P kP #EAIXE, Secure Private Access
BYB S B RINEEXTFRE SaaS. FAF Web MEFIF-RS BN BEFEAERNEEN S HEIIFER, EXEAEE,
BEEH BERER.

MR

Secure Private Access FRAXRAFREBERAETEEMT 2NN BR 2R W Internet, YBXBAFABH
SaaS &fE Web AR, SMSHEZTUREIOREINARFH NN BIEFRHRS. BXEAER, 58HA
NERLL.

RERS
RESHBRSATFEERENERE, MREZHXTRHRARFRNERIRENSE, RELHTRNEGAERS, &
BRMRLITTHIRS 7 LUEL RSB H3 v N AR F KRB Z R/ T2k,

YRLBA BG5S Citrix Workspace #9iE 28, Device Posture EF s EE X KRBT RS HNER, #5
Device Posture REHZES, UATLETRNARRSITHEREHRERIEER,

KREIRBSIRSE S Citrix Secure Private Access BIEM T M EMM A L2518 SaaS. Web. TCP #1 UDP R FB#2
Fe, Fi@id Citrix Cloud p9s#MM A B, BXFAREE, B8R EERS

%45 TCP #1 UDP M FEiER

B, ZEAPFENRNLEEFRH-RSEBNAREF, XENBAEFNARUTRRTR, BRUTHERLC. HAR
S EESX A E N AR LM RN R 2R, G2 EUEREME2NRIER TIHEX LR A
2.

Secure Private Access FRSS @i ZTNA BESSIR HIX LW AR R 250K R TCP #1 UDP 2£FHE. BF
WA LAE B AL S 2SS sE:d Hit B4 _Eiz1TM Citrix Secure Access BB IB B ENAERE, 8% TCP.
UDP #1 HTTPS M B1ERF

BRXSAIEHE P mEE EZRE Citrix Secure Access EF i,

o 3+ F Windows, EFIRRA (22.3.1.5 RESARZE) ATLM https://www.citrix.com/downloads/citrix-
gateway/plug-ins/citrix-secure-access-client-for-windows.html.
o ¥F macOS, aILUM App Store TEEFimhRA (22.02.3 REShREN),

BXFAER, B8R HEFn-RSENLAER.
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i& & Citrix Secure Private Access

£/ Secure Private Access BIBiF4I4, I SaaS MAER. RE Web B #ER. TCP #1 UDP MAEEME
EEMLIAIE, ITHEaEREENSMIIINGRE. NAEF (BFEAFITRMBEER AR

RESGNSHEIE

HRITiHE & F Citrix Workspace W& IIEA %, BENFHKIEE—M Citrix Cloud iR, a1A%ER Citrix
Workspace WEF AR ERS&SHRIE.

BXFAER, BER KESHNSHIIL.

MEME BN BER

ERBHNIRIEAERGE, A Admin Console B2& Web. SaaS s TCP #1 UDP AR, BXFHER, ESE &
A EEN BER.

BRIGENR &

ATRIPAS, AR SaaS LARFRANT ERNLLE, SN KRISEEMER Workspace N AE2F SEAYT
Citrix Enterprise Browser SZiEfRH], 468 Workspace NMB2F Web =#%5h1& &893 Secure Browser 3258
PR &o

o PR&IEINEMRIGIE): AN AREFMRKTEMRZ BB/ S 6/ AR,

o PRHIFTEN: ZFM Citrix Enterprise Browser HR$TENRITHEE,

o IRETH: ZRRABFMRBARERFRTHNINEE,

o [RE L. BRABFRENARRFRLERNEN.

o BKEl: ZRAFREELETKE, BRAFTENNARSH P ik,

o [REIBICR: PLEREICRE. SRFERAERRFRSNERERLARERFN, FERAHNEREICRE LM
=, I, APENARER LRITHREEhEZ IR, BLERRIZR. Fim, WRHA Office 365 BAT A
BFRIPEDE, FEAPHIET Office 365 Word stiY, MIFFE HRMSERAICREB LME,
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- REFRHR: 2REATAREHREFINARFHERERENDGE. IRAFRZRERER, WsERTRH
F&.
b Rule details Step 3: Action
Action for HTTP/HTTPS apps *
o Conditions
() Allow access
CS) Actions @ Alow access with restrictions
() Deny aceess
@ Summary
0 selected [ Wiew selected only Search
Access Sentings Current Value
O Clipboard Enabled
O Copy Enabled
O Download restriction by file type Multipte options
O Downloads Enablad
a Insecure content Disabled
d Keylogging protection Enablad
O Microphone Promipt every time
> O Notifications Prampt every time
(] Paste Enabled
] Personal data masking Multipte options
O Popups Always block pop-ups
] Printer management Multiple options
(] Printing Enabled
O Screen capture Enabled
O Upload restriction by file type Multiple options
O Uploads Enabled
0O  watermark Disabled
O Webcam Prompt every time
Action for TCP/UDP apps *
@ Allow access
() Deny access
(" Cancel m

| Back
\-.

BXFAER, BESH ICEIHRSEE.
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B Citrix Enterprise Browser LU EiIN AEFE

Secure Private Access ER£L B P #E54E A Citrix Enterprise Browser (CEB) BashENAEF. CEB 2ETF
Chromium #9ixI%588, 5 Citrix Workspace i f#2F5%m, A7 Citrix Enterprise Browser PB4, T2H
iEALS, LUsiEl Web #1 SaaS R BER.

CEB AJLECE N EEN YR, WAILRENFENSEEN Web ZAEFHAT L LK SaaS MARFHIIE
%3, CEB ATAFEREZIENIFRRITAMBEER SaaS/Web R AR,

& A Citrix Enterprise Browser ZIE&ALUEA Global App Configuration Service (GACS) 3% Citrix
Enterprise Browser BEEE A BIAN 5528, LUEM Citrix Workspace M ABEFEsh Web #1 SaaS MAERF.

BE APl #1TECE:
EHITECE, TEE— 6 JSON X, AFRIANFmBERARERFREA Citrix Enterprise Browser:
"settings": [
"name": "open all apps in ceb",

"value": "true"

}

FIAMER true,
‘it GUI #ITEEE :

ERBIUE CEB 12N AR BahRIEIAN H a8 &
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Open All SaaS Apps Through Citrix Enterprise Browser

This feature makes the Citrix Enterprise Browser the default browser to open Saa$S apps without enhanced security controls from the
Citrix Workspace app. If disabled, unprotected SaaS apps open through the native browser on the device.

This setting is not applicable.

This setting is not applicable.

D Mac
Windows

This setting is not applicable.
This setting is not applicable.

This setting is not applicable.

BXEAER, EBE @d GACS 2 Citrix Enterprise Browser.

£/ Device Posture 1t T G RIELEITS

BERSWIER, AFREER, HBEEILREMBTAREM. DR Secure Private Access RS IR
#, BFRIESERESRE LETUAE,

1. &= Citrix Cloud,

2. EREMANBEERL, BE EE,

3. RHAEMSA LR HIRHRE, ARRE QIRHKRK,

4. WNERIE IR RIEAER,

5. £ MARFH, ERNIERH ST SRR AR F S AEFE.
6. B2 BIEMN FizHReREIEAN,

7. WAANZRAAN B EEER, AERE T,

8. HEEAFMFRM, Users £M4Z2RAF KT AR IR R AT #5251 R o
9. R + FIMEEESKM

10. MFHIRSEHERE REZSHE MBERER.

11. FREXFEHRANULTEZ—!
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P FRule details

Conditions

Actions

Summary

e I
| cancel |
\\

Step 2: Conditions

User*

Matches any of

AND

Device posture check

(%) Add condition

N Select a domain N

Campliant, Non-Campliant

Matches any of A4

administratoradminis N

- F

12, (XBFENENE.) BET—F.

¢ BB -ERTHRBRE
G - BRTAEINIRE

13, RIEFHHEERBTNARRE, ARRET T—F

BENEZTREFAER.

14, WIBFAER, ARSBE 5TX.

=3

AR

EAREW R REERIREAEMHEAEHA Secure Private Access L ARZFEEMARIALAER, FEXE
REIRE N, R UAEFRBIRR LA,

REARFEKE

Citrix EEE R B M7E Citrix Secure Private Access WEBN T BR e, Citrix Workspace MAREFEREH
A ERIAD =, RKLAFTLUED Citrix Workspace N RERFFIREMNBERF. SHE. SaasS MAREFEM
X, f&B) Citrix Secure Private Access, BERERLUEHIRLM A& Citrix Workspace &3 Web Ul stz4
Citrix Workspace M A#EFZFiniAia SaaS MAREFHN A,

Workspace
| Apps
o C". &
- a
e ® a:

<)

Enhanced
Security OFF Open in standard browser
_ P/ NS
.
ey
Internet
Open in Citrix Enterprise Browser
Allow
~ Deny Aecassrastrictad
o
»
Y @ e ® Redirect =
Enhanced 00
Security ON 2t

—-

din)

Secure Browser Service
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L ERS B Workspace R RIEFE, =B ECHNAIER. fS@. X4 SaaS NERERF. MNRAF
EERIERLTLUNSEE SaaS NARR, NNAREFRERMTENLENRERITH, MREEREHTIZBNE
2, Nl SaaS MAREFFE Workspace R 258 CEB LT, SaaS MAREFH Web AR F DiBHEZEN A
I MEARIE R AL B BRI 1TIE 6], B3 Unsanctioned MILMiFAEE, BSH REHEAIM L.

Enhanced
@ Citrix Workspace Security OFF Open in standard browser
P/ INY

- &3
RN

Internet

Open in Secure Browser

Allow

Redirect

Enhanced 00
Security ON Deny N

B, 3F Workspace Web 77, ZAMEBHNRSMR, SaasS MARFFERTRENIRERWNISPITH. SR
BHNZLME, SaaS MAREEERZLM Remote Browser 3TH. B A UIRIERZ# ENMiILSERiAR SaasS
MARREFEFHMIL, B* Unsanctioned MIsMFAER, 1521 REHERRM LS.

PNFTRIR

Secure Private Access IREZ#=4#IEIRER SaaS. Web. TCP #1 UDP M BiEFMZAE AR, ZNRIREE
ERAUE—MIESETHRENRRER. AP, EESETRINTEREABER, UWEER. tEIERM Citrix
Analytics FREXAY, XEAEIRAB D AU T,

o BEIERMHIEHR
« AR

« Applications

o IHIRIREE

BXEFAER, BB HRR.
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& Dashboard Secure Private Access > Dashboard

3 Applications

Policies Last 1Month A4

Identity & Authentication Logging and Troubleshooting Users Applications Access Policies

% Settings

(2 Device Posture

Logging and Troubleshooting

[EQ Troubleshooting

Diagnostic Logs ()

Device Posture Login/Logoff © App Enumeration & App Access ()
0 120 @
® Compliant 0 ® Success 60 ® Success 0 ® Success 2
Non-Compliant 0 @ Failure 60 @ Failure 4 @ Failure 44718
@ Login Denied 0

See more|

HEN AR

Secure Private Access iZHIEIRFPHIZE HERRIERS BHERIE. NBAEFEN. NAEFRENEERESEER
XM EENT M,

o EEMAE: BEHEENSG (WEAK BEXBENEEAE, RHEERABSEAFREERIMRSBREXZE
HHESER.

« X5 ID: LHAEEER—1ES ID, % ID HipilaliEREFAAE Secure Private Access BEMXE, — Rz
REFBRERATUERZTEE, MNBRKRIEFE, AR Workspace REAEFTMNAEFRE, A5
ENRARFIRRRS, MEXEEHHRERBCHNEE. 55 ID ATXBMEXLARE, BaLERES D
RIZMAE, UERSHENREFFERBXNMERE. EXIEHRER, E5H HZ Secure Private
Access [al.

SecurePme e Dignostc og:
« Diagnostic Logs
DisgnosticLogs @) Device Posture Logs (0
Last 1 Week v (@ Addfilter
d to the first Narrow your for more relevant results. Export to CSV format
Time Category Aop name Ao type. App FQDN Transaction D Mode of access Infocade Username status 14
20241031 2016:28 NA NA saas NA NA NA asalocaliakz ® Success
20241031 2016:28 NA NA saas NA NA NA asalocaliakz ® Success
202410-31 201531 App Access NiA uop 17316.255.1 NA 0x10000409 acalocaliakz ® Failure
202410-31 201528 Login/Logoff NA saas NA NiA NiA asalocaliakz ® Success
202410-31 2014:29 Login/Logoft NA NA NA NiA NiA asalocaliakz ® Success
202410-300937:25  Login/Logoft NA saas NA NA 0180003 adgBadthnldinb/565.. @ Failure
202410-30 093713 Login/Logoft NiA NA NiA NA NA NA ® success
202410-30 07:1819 Login/Logoft NiA saas NiA NA 0x1800d3 adg8adthnldinb/s65.. @ Failure
202410-30 0781 Login/Logoff NA NA NA NiA NiA NiA ® success
20241029133238  Login/Logoff NA saas NA NiA 0180003 adgBadthnldinb/565.. @ Failure
20241029 133144 Login/Logoft NiA NA NiA NA NiA NiA ® success
Page 1 of 1 20r0us

IR

s FRSEEAERRNNIEZAERF (Web/TCP/UDP), MEHRERAE LITHENTE
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o BIRIMAFIBRNEAER, T55 Zero Trust 5%

o $%t SaaS AEFMIARRE A Citrix Enterprise Browser
« R34 SaaS MARFHIARIREIAATRENLQE P itk

o 58T Azure $£%E SaaS WAMNZR LM

o 13889 Office 365 *& 4

o 58 Okta ZAREFMR 2

BENE

« Secure Private Access &7

o BB

« BELRM

« Citrix Enterprise Browser

« i&@id GACS &I Citrix Enterprise Browser
BERESHNIERE, EFANIMRE

SE0M

o WNARFNSEEMEISE (ZTNA)

« {5/ Citrix Secure Private Access #1771, E Web B2 HIE

o {#A Citrix Secure Private Access iR A SaaS MARERF

« {5 Citrix Secure Private Access #17TAE&E P - RS 23N B2 A1)
« {E/ Citrix Secure Private Access #1780 R 2RI

o {#A Citrix Secure Private Access #{TRELZRIP

« Citrix Secure Private Access WRALRF{FL

« Citrix Secure Private Access 89 ZTNA 5 VPN & R#& %

« f#A3 Citrix Secure Private Access #17 ZTNA 5 VPN O3

HBXF P RFTIE ThAE

Citrix Enterprise Browser: xFzshis

Citrix TEX: #8088

Citrix DaaS: #igIhge

Citrix Secure Access &P NetScaler Gateway EF s
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https://www.youtube.com/watch?v=hjdh7ybjWW4
https://www.youtube.com/watch?v=xaIFuX4lURw
https://www.youtube.com/watch?v=j7Kdvx7LcAw
https://www.youtube.com/watch?v=Li-_ldZIVVo
https://www.youtube.com/watch?v=IRIo_cNVRyo
https://www.youtube.com/watch?v=dIUD925my98
https://www.youtube.com/watch?v=MStcA2sSeMo
https://www.youtube.com/watch?v=w5RtAAhvvUY
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/whats-new
https://docs.citrix.com/zh-cn/citrix-workspace/whats-new
https://docs.citrix.com/zh-cn/citrix-daas/whats-new
https://docs.netscaler.com/en-us/citrix-gateway/citrix-gateway-clients
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EEGESNIERE, BFTATNRE

October 21,2024

Secure Private Access RS T HitV R EIRAK, HPESEERT SaaS MAEF. A Web W AEFM TCP
N AZERFRY Zero Trust M&ZiFIRN 2 P2, EEEEENSMRIINEE. MARERF (8FRAFITH) .. BiERNiAE
FERLUA 2 Admin Console Ry E (Y FiEF.

ESAHENEERERANESEAMESINEHREE. I, TRMET —PHEFER, JURLTRS&E

BB REMEtXRER.

ERSBREEUTHE:

AR A AR,

> w e

EENAEFEE,

ERITRE E R Citrix Workspace BB 5 1IE S %,

8T B PR R BV IR SRR 2 BN FR A2 7 T 1P BIAR PR o

ifia] Secure Private Access EIERIESHNITERIZAS

RITA TS B LA RIE S,

1. 7z Secure Private Access service i+, Fd BIE.
2. £ Overview (k) TI@EM, i 44

Zero Trust solution using adaptive authentication with detailed device
posture, built-in multi-factor, as well as granular security controls like
watermarking, copy/paste controls, among other security features to
protect data and applications.

w
Reduces operational cost
Fully managed by Citrix

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on adaptive authentication and access policies

Citrix Secure Private Access provides a better, easier,
and most secure way to access all enterprise
applications using Zero Trust security principles.

VPN-less access to all internal applications, acts as a bridge between private and globally Best user experience, eliminating traffic backhauling and privacy concerns
distributed cloud-service points. All connectivity is outbound from your data center to the with personal employee data going through the corporate network
users, without even a firewall port opening.

Top benefits of Secure Private Access

el =

Highly scalable No changes to DMZ
Scalable to meet large enterprise needs No need to open extra ports in your corporate firewall
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TR 1. KRESHMBMHIIE

TR E &S Citrix Workspace WE B WIESZ. BIENH 5 %IEE—M Citrix Cloud BRSS, mXE R Citrix
Workspace WEFHIAF BRABRASHIIE. BENSHIRIERSE Citrix 18, Citrix #£&. =#E&m Citrix ADC,
EREMERRSHILIETIEE, F1W.

. ZRRSMHRIE

o IGEIREHHE

o ZESHIIE

« 3¢ Citrix Virtual Apps and Desktops BIBiERz iR

o BERBERENSMIEIE, EkF BEoENEA Adaptive Auth (Technical Preview), AEZRERE. Bx
HENSMIIINEZFMER, B8E BENSHINIIRS. BEBENSHILRE, EaBE B8 UEK
BRE NEHE).

Zero Trust Network Access to all enterprise applications
Sacure access to all enterprise based on adaptive and access policies

Step 1: Identity and authentication

Identity & Authentication
Select the authentication method used by subscribers to sign-in into their workspace

) Applications @ Configure and use Adaptive Auth (Technical Preview) [
@ /A Netconfiguree

) Access Policies
Adaptive Authentication enables advanced authentication options including the capability to scan the endpaints for device posture. Based on the results, the admin can define how they want to authenticate
users to their IT sanctioned apps

) Review

() Use existing Workspace Authentication
C  Active Directory

To configure or make changes launch Workspace Authentication (=]

o MRERMERT ESHIIESEZHTIRIIBEN S HEIE, BRE EEFNEE, ARTHEE,.

Secure Private Access > Identity and authentication

Current authentication method C

Active Directory

D Adaptive Authentication Mot Config Select and configure

Adaptive dvanced including the capability to scan the endpoints for device posture. Based on the results, the admin can define how they want to authenticate users to their IT sanctioned apps.

EENNME MRS ERERINE S MRS %, ERT Workspace HH11E.

SR 2. ANMEENBER

ERSHEIESER, EENARER. XTEXERNAR, MA EMNEARTERANARER. B RERNMARE
B AR AR, &8 LUMILTIERM SaaS ARF. Web RA#EF# TCP/UDP AR, BERNNARER, 18
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B& ANNAER.
AINARERFE, ERIUELRAERIE,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on adaptive authentication and access policies

Identity & Authentication Step 2: Applications
Configure and secure enterprise apps from unauthorized access.
? Applications A There are no apps configured.
(3) Review /?
N o

T About applications

Configure any Saa$ or internal applications for secure access. Optionally, enable
single sign-on (SSO) to remove the need to enter username and password when
accessing the applications.

Add an app

e FEIRERES BIAIIN BERF.
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Add an app

To add an app to the library, complete the steps below.
». Choose atemplate
. App Details
» Single Sign On

~ App Connectivity

« Fmil Web ZRiERF

- el Web mERRE
- EE Web RAIERM B

o 70 SaasS NMARER

- %% Software as a Service FRERF
- BET SaaS WAEFRSBNEE

- EEXFIH-RSBNAER

- XFEFR-RSENARER
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. BEINAER
- BMERENNARER - RERRAPIER
o NEERBARIRIGRNR

- BB SaaS Ml Web M ARZFH RIZiHRINR

SR 3. EREZHMNARRE

BHURIRS MR, HEETRBFAFCRANAAXBRARERRIGRF G XEMRNA LD 5INAETF
HTTP/HTTPS #1 TCP/UDP RiF#2R, FifiXLER7E e MREH,

Secure Private Access FBIIAIRIEIE A FEIRIER A XA IEEN L TX BB ZANNBEFNIAE, b, &F
A LB RN TR 2R EIRE XN BEFNZRihE:

* PR&IEINEMR AR
o PREIFTED

o PR&ITE

o PR%ILfZ

o RIRIKED

o [REIICR

o [REIFEHIR

BXXLRFNELER, BHSN eTHEAIRIRS.

1. ESMERS, B KRR, ARET RN

A There are no access policies configured.

About access policies
Configure policies with one or more conditions to enable context-based secure access to

your applications,

Create policy

NFEXERNAR, HiRRE SMNEREREARRE. SIRRIE, ERIUETRLERE,
2. FNERERR ARA RERAY A,
3. £ NAREFTP, EERLIGRSISSHEL RSN BEF SN AiEF .
4. B QAN Jo iz ERBE SR,
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Policy name *

Policy Service Now ‘

Policy description

Enable access with restriction

Policy scope
Application may contain HTTP/HTTPS or TCP/UDP apps. To save the policy, at least 1 app must be selected

Applications

Vs N
i Q BitBucket X DNS Suffix Testing X ( Selectapplication |
\ /

Policy rules

Access policy rules are enforced based on the priority

[ Q searchorarute |

Priority Ordor Rule Name Rule Scope Gondition Description status Action
No rows found
Page 1 of 0 10rows \/
O Enable policy on save
, N
( Cancel )
\ /
A S = R
5. WA MM VN EEHER, ARRE T
} Step 1: Rule details
(1) Rule details
Selected applications for this rule
e Conditions DNS Suffix Testing BitBucket
(3) Actions Rule name *
l Allow with restrictions ]
o Summary
Rule description
I Enable access with restrictions l

.'/.- -.\'.
| Cancel |
A A

6. EFAFNRMG. BF FHERRTAF RN BEFRFISIUR RIS, EFUTERZ—:

o EEUTER—T-NAFSFERP I HEEASMILE B R TPt A sl #7510,
o RLECER - AVFRRFRPTIHEI AP A 2 5NE FPMEERIFRE B A S A # 1T,
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Step 2: Conditions
4 Rule details

Rule Scope
(2) Conditions ) )
Select the rule scope from the following options.
(3) Actions @ User
Applicable to both HTTP/HTTPS and TCP/UDP apps
Machine
e Summary Applicable to only TCP/UDP apps
User*
Matches any of N ‘ ‘ Select a domain NS ‘ ‘ Domain Admins X A4

() Add condition

( cancet ) (LBt ) m

7. (AIE) B + LURIE E TGRS D&M

HERELTSRMFARS, FXIFEZA AND 27, HP{XY BF HEBRIMENET L TXHF M. &7

LURYE £ R XXM A AT &4

- RHE ¥ BNEE-EEENHBANARFHERRINIES,
o WIR(E-RER PR AEFNEGNIENE,
- EEETFEEA—: REMNFHAEEhEM EiGn N BEFr AP B F A sEhRN BERF.
- RITEEA: FRSREFTYIMIEGIERI AP AP A SNIFRE A P A P AR A i R R,
WILE 1L B - %% A P 18] B2 FR A8 7 PR FR Y SR R RO RO 48
- EEELFER—I: REMTIHEAME LSRR AEFR AP AP A7 RN AR,
- REEEA: FRREFIYIMKGIEN AR SR A USNIFRE B PR3 P AE R AR R,
o GEREHRE-REFERPIREHRE AR SIUBE &5,
R R2TS - IRZEREITD KR, HIRIBZEF A F IR AREFIH R,
I1X URL - EEZALIRIES Workspace 5L REER B 15 E Hik .
- EREUTEE—T - REFNBFPEEHETAEEEN Workspace URL BY, 7 sifFifial,
- LESFRA - (REENBPIEEHEFIEERER Workspace URL B, 7 s iFifia.

8. (E%ﬂiﬁﬁjﬁo) %EE—F_ﬂ}o
9. EBRMITIRIBF HITE R BRI,
o 33 F HTTP/HTTPS R AER, EaILUEZRLITED:
- RVFIAIE
- SiFIAR (BRE)
- B4R
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AR

WMREIEF 2¥FhE (BRE), MARTEREXNBIZFEEIIES. BXRENEMAEE, 1525 7 B
FRE. X LIEERHEN BEFEITIENHNashITH, 27 Citrix Secure Browser #1377,

- % F TCP/UDP 35 i@, & & M3 & M F i% B :
— Kk R V3 A k%
- kB 4 i 5] x%

I[el 2 M Wi 5] (/en-us/citrix-secure-private-access/media/secure-
private-access-policy-rule-actions.png)

1. (XRAENE,) BEHET—F. BENEITREFAEE.
2. EEILESIEFAERH RS Tl

) Step 4: Summary view -
"4 Rule details
Selected applications for this rule
v Conditions DNS Suffix Testing BitBucket
@) Actions Rule details
Rule name: Allow with restrictions
(4) Summary
Description: Enable access with restrictions
Conditions
User: Domain Admins
Actions
For HTTP/HTTPS apps: Allow access with restrictions ~ Restrictcliphoard access GRS
For TCP/UDP apps: Deny access
I ™ 4 ™
|  Cancel | | Back |
- oy . S

IEREEELENER
o ERIZMERIEERTE Policy rules  (SRBEHIN) HAT, HRANLTFEARS. MRRE, ERIURAXLE]
W, B2, FHEELVBA—TAN, FaEEREEATENRS.

o RNERT, SARBOERRERIATF. ERENRLLEEERSHMNTR. BRITERTRESRER,
SNRMM (n) EEXBFHERLER, MITHET—MEN (n+1), Kib3EH,
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Policy rules

Access policy rules are enforced based on the priority

‘ Q Search for arule

Priority Order Rule Mame Rule Scope
1 AllowAccesswithRestriction- User
2 AllowAccess-1 User

fERMRFTRIRF AL HA:

RigEELIZM NN, ENFN 1AM 2, FHAN 1 HELBA A, BN 2 DELAR B, ARTEXE N,
fRigMM Rule 1 #1 Rule 2 AELTHF A EXMIERT, MM 1 AAESHMER. MRHEZAN 1 FEFKH,
MR AFARM 1 HBI MM 2, [N, MRFFHZMAN 1 FE9RAE, WAN 2 BREBFHAR A

AR

MRRTEERY, WAZEEFRENRERF.

FI A B9 1R) FR LI

YEERREN RFRR (AR , BBREVER— N L2RE, XERSBRFERAPTEX. EERTEENRH
ANNEMAS, TUANAEFERUTR2RG. BXEAER, HSF 2 BRG] ZED.
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Step 3: Action
Rule details

o Conditions

@) Actions

@ Surnmary

0 selected

-,
Cancel |
/

. -

Action for HTTP/HTTPS apps *

() Allow access

@ Allow acce

() Deny access

B85 with restrictions

Access Setlings

Clipboard

Copy

Download restriction by file type
Downloads

Insecure content

Keylogging protection
Microphone

Notifications

Paste

Personal data masking
Popups

Printer management

Printing

Screen capture

Upload restriction by file type
Uploads

Watermark

Webcam

Action for TCP/UDP apps *

@ Allow access

() Deny access

[[) wiew selected only

Current Value
Enabled

Enabled

Multiple options
Enabled

Disabled

Enablad

Prompt every time
Prompt every time
Enablad

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enablad

Disabled

Prompt every time

Search

$4%. EEBITRENRE

£ Review (&Z%&) TEH, &

ALEERENNARERFEE, AREE XH.
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Zero Trust Access to enterprise applications
Zero Trust Network Access 1o all enterprise apps based on contextual policies

Step 4: Summary

Identity & Authentication

Identity and authentication
X

(3) Review

App configuration
test1997

 None

test_1

S None

testill

© None

test_101

© None

test_1233456

© None

Access policies

oonerry

The following is a high-level summary of your ZTNA setup.

Citrix Gateway is your current authentication method

Always

Always

Always

Always

Always

nnae srmie

/] Cenfigured

Page 1 2 of17 3 5 rows

nmieen

TEETRT5EHK 4 FERERNITH,

Zero Trust Network Access to all enterprise applications

Zero Trust Network A o devi

posture as well as granular lipboard e
d other security your licat

©x

Reduces operational cost
Fully managed by Citrix

Simple to configure and use
P ication templates and click

Citrix Secure Private Access provides a better, easier,
and most secure way to access all enterprise
applications using Zero Trust security principles.

VPN-less access to all internal applicati . private and

points. All connectivity is outbound from your data center to the sers, without even opening a firewall port.

Top benefits of Secure Private Access

Highly scalable
Scalable to meet large enterprise needs

Available across all 3 Citrix Cloud regions. For more info, click here.

Citrix Secure Private Access provides the best user experience, eliminating traffic backhauling
o pe data going through

No changes to DMZ
No need to open extra ports in your corporate firewall

©

Global availability

L3/

- EAASTHEER, ERILLETEERIIE NI REZBINVEER.
IFRFrE EECERN AR RS, WATBRAMEN] EXM

o MIRE
N=2RUTRSR.

BRBEREIRF.

BT, SREEMERFRE R,
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A There are no access policies configured.

About access policies

your applications.

Create policy

Configure policies with one or more conditions

toe

nable context-based secure access to

177 19) BR 1 2EI5T

October 21,2024

LIEEFIZIER AVFIER (BIRS)) EEIRINPIREEE, ERILLERIGRIIRE XERFIERATREN . EERTLE

EREARMEMAS. BXEZHPREMBERILRRGFIEIFAES, BSH ICEIHRHEE.
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b Rule details Step 3: Action
Action for HTTP/HTTPS apps *
o Conditions
() Allow access
@) Actions @ Allow access with restrictions
() Deny access
@ Surnmary
0 selected [[) wiew selected only Search Q
Access Setlings Current Vilue
(] Clipboard Enabled
O Comy Enabled
O Download rastriction by file type Multipte options
O Dawnloads Enabled
O Insecure content Disabled
O Keylogging protection Enabled
(] Microphone Prompt every time
> O Notifications Prampt every time
(] Paste Enabled
O Personal data masking Multiple options
) Popups Always block pop-ups
] Printer management Multiple options
O Printing Enablad
O Screen capiure Enabled
a Upload restriction by file type Multiple options
(] Uploads Enabled
@ Watermark Disabled
O Webcam Prompt every time
Action for TCP/UDP apps *
@ Allow access
() Deny access
Y
Cancel ) | Back m
“ A b
BINEAR

@iz Citrix Enterprise Browser ifialBy, FHLiARHREETE SaaS XA Web [ BERF LB B/ZEET/E5/%

NGigfE. BAiAME: Enabled,
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=k
i@id Citrix Enterprise Browser ifiRlfs, EAILIFRISEIRER/ZAM SaaS A% Web MBEFEHIEkiE. A
{&: Enabled,
AR
o WNRFMEE HMGIR 1 SH) FREI, N ZNEHR restriction AT EH BRI,
s REBPXAER Citrix Enterprise Browser kiias 2405 s E @ iR 4R i/ 171/E A 7 LR HI8Y R BI2 o
BN, RAREFEIRREZ IR,

o ATHNAEFANERIREHITHEAES, EESTUER 224 REl. AXFARES, B2H 24
BYBSMEAR PR .

R RER 3 B9 T PR

BA/ZABPEEE Citrix Enterprise Browser ifialBt, EALLEEEEM SaaS A Web AREFH THIFE
MIME () EUB9EES.

AR

o X R BIR ST EIRS BRT TE PR

o WIRFEE TH M LR ER OB THIRS BREI, W T restriction T BXHEBR SN TE
PRI PR,

o REAPXAER Citrix Enterprise Browser hiRzk 2405 & & R4Sk 1510 /2 B 7 PR &I N B .

BN, RBRERIHREZEIRE],
EE/A MIME 2B T#, BRITUTEER:
1. SIZSRIBILIRIRES, BXIFAER, BB tlRHR 56,
2. TE 3. BEREL, &F RIFEERE.
3. R BMXHREM D THRG, AGRE H#iE.
4. £ BXHRARERENTHRG W\ L, ERUTERZ—!

o RFFIETH, BRI ERBIEIEFZEEH RIFFIEHMER,
o« FRIEFRETE, ERGISN(GEZRR L EERZERH R IEFrA H AR A2EAY,

5. MRFIRPAFERXAER, BRITUTRME:

a
b
c
d

R ANEEX MIME 23,
72 700 MIME 200, 31850 251/ FE Gl <extension>. s E & /png.
B HTMo

)
)
)
) BET—%, REBEHTM.
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MIME £EHFE R REMINIRSP,

URZAF S THZRHIHHEEE, Citrix Enterprise Browser 8B RUTHEE:

x
File format restricted

Your admin has restricted downloading files in this
format. Please contact your admin for assistance.

T

BR/ZBAPEEE Citrix Enterprise Browser i5iREs, ERILLEEEM SaaS siEs Web R AEF TEMEE.
ZRNME: Enabled,

AR

INRMEER TE 1 B LRRI BT HPRE PR, W T2 restriction L5&F HXHFLRRI BT HPRA.

REZ2HWAR

BR/ZIERLAFE@EE Citrix Enterprise Browser 4iartiARIERE T Itk 55B8AY SaaS SIS Web M AHEF SR
TREAB. FREABZIMFER HTTP §8E (A HTTPS 55%) MRTFHERIMNE A, BIME: B2A.
REAPXAER Citrix Enterprise Browser iz 126 SiESRARZ BN AR ERARIAI,
EEAHRARERNANNE, BRITUTSE:

1. SUESAREISIEERR. BEXIFRESR, BSH eIEHIR5EE.
2. TE IS BEREL, &F RIFEERE.

3. &R FR2MAREB.

4. BET—F, ARRETH.

TEERTIHRNAREABTEREIEN,
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[ Intemal | Restrictions | @) Not secure

googlesamples.github.io

googlesamples.github.io/web-fund... 17 a @

x

Simp

View page over. H]

This page loads the [p
requested by the br(
modem browsersbl &
the page is viewed ¢

Waiting for insecure

Certificate is vahd

Pop-ups and re Not aliowe

Coolkies and site data

Site settings

INSECURE SCRIPT LOADED AND RUNM

b

L]

N

3nt example!

Jest case of mixed content. When the simple-exampie.js 1
wntent and take control of the entire page. Thankfully, mos
Jlay an emor in the JavaScript console. This can be seen

REICRRFRP

BER/ZRRAICREMEEY Citrix Enterprise Browser i5iaeY, EALLIAREEEM SaaS Mk Web 5 B2
&g, BIAE: Enabled,

e

i@ Citrix Enterprise Browser i5iaZ 5 XA, Rx/FAERERRAFHINERE T LHREEH SaaS stAE Web [
BREFFNERN. RIME: §XRT.

REBPHAER Citrix Enterprise Browser iz 126 {ESARARIAEF 57X REIEE M.

ERBATZERNMALRET, BFRITUTFE:

. BIZEURIEILIRIRES, BXIFAERE, BB 5Pk,
L EE 3P BETEL, EF ATFEERE.
. REERN, RAGRE HE.

. BERF

1
2
3
4. £ ZRNIRE AL, BE BEAFRR.
5
6

. BET—F, ARREHTM.

AR

o N Z£5X 7E Secure Private Access &B&HEAMRE, Citrix Enterprise Browser §E2/RI&E iF.
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o WNSRIEIN |XRIER 7 Secure Private Access 5B, MIEZATF Citrix Enterprise Browser BB &
B, EEBRT 254 Global App Configuration Service (GACS) sk&1 Citrix Enterprise
Browser,

« WNRMEA GACS, W GACS & &R AT Citrix Enterprise Browser,

« SNRFKMEMA GACS, M Citrix Enterprise Browser & 2/RIZI&E ial.

BX GACSMEZELR, 1ESiH @2 Global App Configuration Service &322 Citrix Enterprise Browser.

A

i@t Citrix Enterprise Browser i5ni, aAYF/IR AP SXEEERE T ILEMN SaaS A Web BEFHH
B, BUAME: EXET.

RELAP»AER Citrix Enterprise Browser hiiZs 126 SiEmARASK AR A T LRGN BZF.
BEENMRTIIER TS, BRITUTSE.

SIERRIEIN D) REE, BXFMER, BHSH CIE7IHEE.
EHE I BFEREL, %F RFERRK.

Rl B, ARSE RS,

£ EARE ME L, B RAMEIEE.

BHRF

BET—¥, ARREHETM.

A e

K

i@id Citrix Enterprise Browser ifinlEt, EAILLIHIRIERESEH/ZAEEHIMNEBIERNLEE SaaS AEE Web 12
FH. BIAME: Enabled,

AR

o SNRFHEER BINLIR A HA BRME, W BINLHR restriction (5T HA BRI,

o AP RAER Citrix Enterprise Browser k7 126 SESRRARIARIER T WREINKBEF. &
N, RRERFIHIRRES RIS,

o ATXNARFRIENRIEHTREAES, SERTMUER T24 Ril, §XFAEE, B8 <24
B9 B9 kAR PR &I

PABHERF

i@t Citrix Enterprise Browser i5inlas, fFERILLEEEE SaaS AL Web BREF LEA/Z2RRERFR A
MEE (Pl). PABMEEAIUREAES. RS, B, R LUE X B E XIS M E LR IHURE
BHAERM R TRK. MASUBBEREIRRMHT —MNER, AFR2uHoEBES.
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} =r

AR

=EBPXTER Citrix Enterprise Browser ks 2405 st EEARASRIA R E B T tREIM N BEF. S0,
[z A2 53 18045 32 2l R

EREIFBRIABMER, BHRITUTIE:

1.

6.

1.

BIBSRIEIFIRKE, BXEMER, BB 621515,
EH 3P BFREL, %&F RFERRE.
Rl MAMIERRK, ARRE RIE.
ERERMEESNERER, ARSE M.
MREEBRBERERETMENXTIERS, WALARMBEXEREE, BXFAER, BBR ANEEXEBEE.
TEFE S A,
« BRES-TEBEERRBERUERETTR.
o BDES-BHBESHRES. NREEXED, ERBIRIHIFE,
YHEER BOmICH, BIEFEMETFARERFBNFN. BU45E F— M EEAE M KE—1E
TR SR
X s FRETEIEER. ISRAERTBEXEKRK,
=i, ARRE M.
BET—¥, ARREHETH.

ANEEXEEEE

ZrI LU A INME B R B ENFRE RN B EXEBHEE,

W

£ ERERREER IR, ARRE M.

£ FERETP, RABRKRNESEENET,

£ FHED, AAGEEREENFTR.

£ EMRERX (RE2 E) F, MABEXERRENRER, il 24[0-9]1{ 12 } (?:[0-9]{ 3
})s.

5. MIRBESTEEBHEI/LNHE/NLNFER, BEFESLE,
6. =i ¥, AGRE M.
7. BET—%, ARRHTH.
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Personal data masking settings

Select information type

Select... AV ‘

Custom 1

Field name

Visal ‘

Number of characters
12

Regular expression (RE2 library)

#4[0-91{12H7:[0-93})7S

Select masking type
() Full masking
(® Partial masking

First masked characters

3

Last masked characters

3

o No preview available

|/-—-\-
[ Cancel ) Save
M A

oy
Done [ Cancel |
A v

TEERT—1MEKT Pl WRAINBRER. ZEZEET TS Pll BEREXE9ER.
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(@3 [ Restrictions | @ windcave.com/support-merchant-frequently-asked-questions-testing-details (B3 ¥ & O @

[ Cloud Software Group Bookmarks X

@ Windcave

Windcave eCommerce test details

Sensitive data redacted

Personally Identifiable Information has been
Search l Q masked by your admin. UP ENQUIRE SYSTEM STAT|

What credit card should we be testing with?

Only pre-approved 'test card' numbers provided by Windcave can be used for testing, within test environments. We recommend using the test card *++= 1111 1111
+++« for Visa, *=+* 1111 1111 ++ for MasterCard, 3711 1111 1111 114 for Amex, and 3600 0000 0000 08 for Diners.

EHEO

BR/ZR@Ed Citrix Enterprise Browser ifinlfs, #£EE T ILEEEH SaaS SimEs Web MAREFHEREHEE M.
ZINBERT, MERpEEEOMTZERRS. BME: BELEIEEEEO,

REAPwHER Citrix Enterprise Browser higzs 126 SR ARASRIARE A T LRGN BEF.
EGAEBEEAEONETR, BRITUTSE:

1. gUERsREISIRERR. BXIFAER, BSH CIEHIR5EE.
2. TE IS BF AL, &EF RIFEERE.
3. Rt BHEEN, ARBE R,
4. £ BHEMRE UAEL, BEH BAATREEO.
5. BERE
6. BET—¥, ARREHETM.
FTED

i@id Citrix Enterprise Browser iAinles, fERILEESH/ZRAMEERN SaaS StAZ Web R BEFITENSIE. 2
iAf&: Enabled,

YRELAFPZHMBA TR BRFITENRRN, BETUTHER.

Printing has been restricted by your
administrator.

YNRFEER ENRI A0 FTENHLEIE PRE, W ENR restriction (5% TF FTENHLEE FRE,
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FTENNERE

i@id Citrix Enterprise Browser iFialfs, FREAILEIRMNEERSE SaasS AZH Web NBEFTHNEERREMNT
ENHLIS R/ 2 BT ENEUR.

AR

o X ITENHEIR BRT EDRI BARZEAITENNRGl, MRHEEE DRI A FTENVEIR REI7E R SRS/
BY, ENRI restriction fLfcF $TENHEIR BRI,

o RZEAFPXAER Citrix Enterprise Browser hRzx 2405 S E & R4k 1510 /3 B 7 LR EIRY R AT .
BN, NAREFEIHREZRIR,

ERA/RRITENRE], BRITUTHR:

1. SIESURIBILIRIRES, BXIFAER, BB tl2hR 5k,
2. EE 3P BFE L, % AFEERS.
3. |ETENNEBE, REEE HiE.

Printer management settings X

Specify which printer targets can be selected by end users when printing. If both this setting and the Printing setting are used, the Printing setting takes
precedence, Requires Citrix Enterprise Browser v126 or later.

MNetwork printers
() Disabled
(@ Enabled

Enable printers by hostname
All printers are allowed by default unless specific hostnames are populated.

( &.g. local. domain.net | —|—

Local printers

() Disabled

(® Enabled

Print using Save as PDF
(® Disabled

() Enabled

P
. J

1. RIBERNERIEZEGIS

o PISRFTENHL - MLHTENHLE AT LUERR BN 48 H i 21 A P A BOFTENLo

- BEEA: BN ERIMLEITEN#ITITED,
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- BEBA: AWMFREMSEITENIHITITEL, SIRIEE THEMENS, WEREEFTEMLIMIFIER

{hPIZEFT ENHLER IS4 PR LE

AR MEHTEMNBREENAITIR,

o ZRHHTENHL - ZHHTENH @S B LR HEIRER T 2 MTENNIRE, XThEERE

Os EthE R OR KL,

- BERA: ZRMREZRMITENNIHEITITEL
- BEBA: AWMREZMITENNIFEITITEL

o £ “H1F9 PDF” #TITED

- %M. U PDF BRAREFLAEFPIRBREA.
- B BAL PDF BAREFNAEFFHAS,

2. BERE
3. BET—¥, ARBEHTM.

WNRER T MKZITENN, NHRLBFZAE B89t B,

s USB. /1714

te5h, R EASEN PDF #THTEN R TFHEARS, NHEHRE EEES g BAt FR. Z%% PDF &HER

ARE,
MRELAPEBWEITEI, WAL EERMEITEIN.

Select a destination

Q IEEa:ch destinations l

o Some options have been restricted by your administrator

0 banpprint01. Lnet Canon IR-ADYV C5550/5560

R  HP Ink Tank 310 series @ s MacBook Pro

| Manage ] | cancel )

FREHE

FRIMRSHREFENAEFED Citrix Enterprise Browser ihinREN, FERALLEESHE/ZAM SaasS iR
8 Web AZFHRRERHNINEE. MRAFSRERER, WsHBREARFSE. BAE: Enabled,
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R IEBI R 2 B9 _EEPR I
BR/Z2BAFEEE Citrix Enterprise Browser a8y, f#EHILLEEM Saas siZs Web M BEF THitsE MIME
() HKBHEES
AR
o X IESXHRBRI B EEIRE BT 1% PR
o MNEMEE 17 M FEXHEBRIH ERE PRSI, M 1% restriction LT EXHEBRISH EF
PR PR,

o REAPXAER Citrix Enterprise Browser hikzx 2405 S E & R4k i5 100 /3 B 7 LLBREIRY R B IZ .
BN, [AERIFREZEIRRS,

EEM/2A MIME 88 £, BHRITUTSE:

1. gESAREISIEERR. BEXIFAESR, BSH eIEHIR5EE.
2. TE IS BFEEL, &EF RIFEERE.

3. R BXHREMDH EEIRE, AGRE HRiE.

4. 7 BXHRBREREN EERG TE L, EEUTERZ—:

o AFFTE LS, BEISN- LERRFMERE Z SMIFRE X o
« PRIEFRE EfE, BERFISN-FELE EEBRPMIESE Z SMFRA XX HHEEL

5. MNRFIRDPAFERXMHER, BRITUTERME:

a) |E FMBEEX MIME 28,

b) 7 #&in MIME 28, E&= %51/ F%5I<extension>. i EF /png.
) BEEM.

) BET—F, RERETN.

c
d

MIME £EHFE R REMINIRP,

uul%
:I]]—
i}

YURZLAFER EHZ RIS H2EEE, Citrix Enterprise Browser 8 2/ R—%

X

File format restricted

Your admin has restricted uploading files in this
format. Please contact your admin for assistance.
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fiad i

BA/ZRRBPEEE Citrix Enterprise Browser i5ia6t, 7EACE T ISR SaaS RS Web RAREFS E1EH
fE71. BIAME: Enabled,

AR

INRFMEER £F 7 O RBRI 89 _EERRE] RS, W LF restriction L5 T HXHLERI 3 89_EEREL.

JKEN

BR/ZRRFERELETAFPTENNAF S IP #htaykel. BIAME: ERA.

WLEIRERN]

i@id Citrix Enterprise Browser ifiRlft, @5/ XRERTAFIFRRE T ILHEIEHN Saas siRE Web MARERF
FREIRGL, ZRiIAE: SXRIET.

=EAPHIER Citrix Enterprise Browser iz 126 iEmARARIFIAEF MEIRGL REIEEH.
EEREBAFMEBGEEMART, BRITUTSE:

1. IEFBREARERE. BXEMEE, EBH QIEHIRHERE.
2. #E 3 S BENAERL, ®F AFEBRE.

3. R MERGk, ARRE KB,

4. 171 METRGKIGE TUE L, i wERIFRE.

5. BHRT.

6. BET—%, ARRETH.

AR

o 905R MR K 7 Secure Private Access SBsH /S AR, Citrix Enterprise Browser #§2/RI&E
RAF.

o NI FRIZR 7 Secure Private Access &B&FE A, N Citrix Enterprise Browser = A #Y
RESEMAR, EEERATREEEA Global App Configuration Service (GACS) & Citrix
Enterprise Browser,

« SNRMEEA GACS, M GACS &ER AT Citrix Enterprise Browser,

o SNERKMER GACS, M Citrix Enterprise Browser ¥ E/RIZI&E 8.

BX GACSMEZELE, 1ESiH #d Global App Configuration Service &322 Citrix Enterprise Browser.
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LR TR PR

1ER] LABRBUSHE IS E N B2 R ARSI IS IRIAR], XEEENNAEFASIBNREA, UENATRARF SR
hiZREHNNRE. BEEZ2ANNARFRNBRAEWERGR, SRR ERRELE SRR AT X AT (BR
#) MAERERSLEIRE,

o 4 R0 RE, NEFEERARRLATNEARRF ZEEH /MR, fiim, mREAEEF “ProdDocs” &
F=e4 “SGL”, MAEF “Edocs” BFLL4A “SG27, MBNME S4l/ # A AR FARE,

s FRABTFRSENNBER, EILUER action BIRIARIERS AYF (GRS FHIEFRE (5%, ¥z 550k
R). EXMERT, NARFEAERSAN—I9, HE S5 [ %50 BRI UM BT ZNBRERF,
AR

X AT L@ Global App Configuration Service (GACS) BR#li@d Citrix Enterprise Browser ifia]fy 5z
BREFNENERIAIE, WNREMEA GACS &2 Citrix Enterprise Browser, &R BENEENER BT EE
BINEAR 5 IMANPRAYIEIN, ZH @i GACS PR&ISIMGiRIARET, BigR A TF@id Citrix Enterprise Browser ifia]
HFr B R BER.

EolER24A, BRITUTIE:

1. 7£ Secure Private Access izHl&H, 8 WA, RGBT 224.
2. FiE AR EA.

Security group name

l sec-group-1 I

Add web or SaaS applications

dribble X Wikipedia X Pinterest > O\‘

By default, you can copy and paste data between apps within the same security group. Copy and pasting to apps outside of the security group is not allowed.

> Advanced clipboard settings @

1. WAL ESENE.

2. 1 %11 Web 3 SaaS AR, EERESALSA COPY and PASTE 48R AEF. Fla0, Wikipedia.
Pinterest #1 Dribble.

3. BEH R

BEXFMEE SEFR IGE, B2 AAVNBREFNRALRHNNBIERFS B ES/ T,

LRLAP M Citrix Workspace Bahixtew B2 (Wikipedia. Pinterest #1 Dribble) B, fthfilEESISEIRE
M—PMARFHEE (Sh/fM) IRLERNNEMYAER. SHl/AMNEESENNRRERFBRENEMR SRS
FXo

BR, REARPTERABMNETEN LNAMN AR AR LGN AERFSHIHEGIXEIEENEAER, RZ
TR, BABMNEENREAEFEFTS— MR ARERN, BERUTEA:
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X
Pasting blocked

Your admin has prohibited copied data from being
pasted here.

( ok )
FE

EERIERU FERAEZ £APNEASItEN LW EMA N AR LA Web A ZBIEHAMWERNE &
FEMMRRE. BXREMER, BESH AENRBRFNRRABONARER B RES/MEY.

B A5 B BI NER 175 18]
SR AT E R AN B2 F N B B AL EINER AR, Ait, ERILCAN BIEFIEISRERHER S5 [ ks
RIBEHNEREITIRS,
AR
MR AREMR B LRGSR E IS SRR LS T ENT AL ERRER.
il

RIZEIBT —MNEE=AREF (B Wikipedia. Pinterest #1 Dribble) By& %4,

W, EARERSE Wikipedia g Dribble RRRZE#EMLE Pinterest 1, 7k, BHRITUTHE:

1. BIBSRBANBREFSENIFREE Pinterest AF. BXAIEIFRRIEHNIFAEE, BESIH eI

SRER.
2. E 3 BFEL, &EF RIFERRE.
3. & .

RE Pinterest ER&HAM—24, ZR2LAIXES Wikipedia 1 Dribble, BRF X% Wikipedia 5% Dribble
FHIRAEHIF Pinterest, EAS Pinterest #HxmIipR%EEH, # RHE2H,

@ Explore the bestof Pin x4

( BF Restrictions | @ in.pinterest.com/ideas/ = P g

x

Pasting blocked
1 Your admin has prohibited copied data from being

ne v Search for easy dinners, fashion, etc. pasted here.

(o )

Popular on Pinterest
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RN FARE AR & #5 BO R FA A2 R 5 FE & 1 RGN 1

EEUER U T ETER AP A S It BN EEMA N AR HH Web A Z BE SRS BRI
RIRE
1. glgRed. AXFAER, F5H o224,

2. K SREERILE.

~Advanced clipboard settings @
Data out of the security group

Allow copying data from the security group to unpublished domains @

Allow copying data from the security group to native apps

Data into the security group

Allow copying data from unpublished domains to the security group 0

Allow copying data from native apps operating system apps to the security group

3. RIBEHERER L TE—ED

o RFRHBIENZ2AEHTRRBHE—RITFREENT AT ARERFEHZRE Secure Private

Access A REINBIZERF.
s RTFRBRENT2AEFEEYNBRER - ATFRBIENZ2AFHNABEFEH BN LAt A
e

o AFBHIEMARRGIEERZIZ2A - RiFERIET Secure Private Access k& fmBIR BIEF IR
SHAZ AT BER.
o RAFMENNBEFRIERATSHEEFIFIE - THEGEEEMITEN L4t BiZR 252N BER.

=&l

o (188 > MAYR) RECHRNAEFNE, B, XENBEFBHELA Secure Private Access FHEB%
R AEF. WREEM Citrix Enterprise Browser ipia)iXteis, NIEICEEPIERINETINM, EGMIXLE
N 2R S5/ S&FIRIEE.

Bign, RIRLU TR

- B TR A Jira2 (https://test.citrite.net), ZR2EAN—ES.
- BEBRZEN AFFEIBMNT2ASFIRIR ARV
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AEXMERT, IRAFPSHFHEMLENBEFEFZIE—R2EAPNZ—TBRERF, WAEMSEERRER.
KRR ERE XEEEE.

o XF SaaS NARER, IRNBAREFRE T EERENIFINER, WA LUELNBIEFIARE ELILR, RELBF
SRR LUAIRIZ N BIEF, RANBIER RERE T Secure Private Access #1TRE &, Lo, NRNA
EFREReEn—%s, WRAERE2AIRE, FIETEMNBER S5/ LRSS,

RESEIET R

October 21, 2024

REZITINAEFMS M NRREAESEEESMEU T RHINELBANBREFANER, REFREERERAT
ERIEL LB IHIRNAERF.

FIEEIET A (Access HBE > RIS B EBERREHNEGRELE 7 BBNEAREFILRER (RIF/ AT
BRGI/IEL) RERIRE, BEATLREAFR XS FIMgELE., BERE, HIBUE. WEUE. AR RKLIT
SFIEX URL) 1EERAFIHEER,

BEOIBRRKEE, FRITUTS R,

1. 7£ Secure Private Access i=fl&m, B ipinKeg, ARG8T RIRER 7%,
2. RAMUTEAEE:

o GEXE: ERRLAPMSERE, (KRE RALFEPRS.
o I RSB KERAYE.
o AR ERESNENAEFMNXEKEBIAF R,

TR DURINRA R REIGE FN—ARH/AR, >ER: > > RNATINAP &4 MIREUERE R,
=i R

EEEG (RS, EUE. MEUE. ARRRITFAIFMNIEX URL), REEFXRNE,

B +sign LURINEZ &4,

BEMA.

N ok~ w

PMERFPHINBER. XECEREEMMNUREEIXER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 59



Citrix Secure Private Access

Secure Private Access > Policies > Policy Modeling

@
Access Policies
8 Model user or machine access outcomes, given various contexts and conditions.
Policy Modeling:
T Rl | PPort | m Machines |
Blocklist
Device type Domain User name
Session Policies )
& Desktop N cemmobile.ctx N Android Auto Secure Mail 3 -droidautosm3@cemmobile.net Q c
=2\ - . .
(%) Simulate conditions ~ Geo-location = United States @
]
= User information
Account name: droidautosm3 Display name: Android Auto Secure Mail 3
Email address: droidautosm{}gcemmobile.nst Domain name: cemmobile.ctx

Application access @ m‘
Application Name Result Policy Name Rule Name Actions
FH SaaS 4 jul (@) No policy matched-Access will be denied iPolicy040724 vnm
G2 Track () No policy matched -Access will be denied ipolicy10sk rulel
ns_Saas_easyUpload_20mar -9June @ No access policy found N/A N/A
test webapp @ No access policy found N/A N/A
Service Now @ Access will be allowed Policy Service Now Default Access Rule Ve
AR CreditCard PIl Mask 2May (@) No policy matched-Access will be denied AR Policy 25April AR Rulel Allow with ES

NAEFEEMERE

January 9, 2024

A Citrix Secure Private Access [RERIARFRIAZRMEE S, ®2. BABRYT BNBRSRREENA
BF. EnmXAHNNAREFEEUTMRS:

FERBE - ZTRF. EMER.

s BREREARRERENER.

« A[E SaaS NAREFINEER-BETFERORTVAEFRE, XERIRTSTIER TEENBEFFRARRNAE
DER. MABAURMIFEFERNIER.

L Web AR

October 21,2024

£/ Secure Private Access BRI Web [ BIEF R AER IS ERIRN AEFEBERNET Web HWARSZER (T,
=M Web NAEF84E SharePoint. Confluence. OneBug %,

AILAfEA Secure Private Access BRsZi&@id Citrix Workspace 3518 Web R F#2R. Secure Private Access BRSS
5 Citrix Workspace 18454, ABEER Web RAEEF. SaaS MARERF. EENEMNBEFREMEMTEXE
TRIRMFE—B PR,

SSO 71zt Web R FRI2FRIRIZ A/ LU FARS R —E0 1R :

« Secure Private Access trfE
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« Secure Private Access Advanced

EIEIRILE - WIEEEILE S Citrix Secure Private Access IRESEEER, UZIBRFAHIBPOFMEL Web 7
FA#EFrE VPN ipial, BXEFMER, 1ESHE EA Connector i&&M% % Workspace Access.

TFRE

Citrix Secure Private Access RS FE A A B AEIZIS L S MEZ T A EEES O HIEESR T Y AMIBEN DI
Web B2/ Citrix Secure Private Access RS ZIBIMIFR, XLEEIZR AT LIZERE HA X, HEREEHIL
Ei%,

EERIRE S =M Citrix Secure Private Access BRZ Zia1# TLS EZE I RIF 52 3 = IR S B 892 3t i FH A2 o
Web R A2 @EE T VPN iE#ZiEid Workspace #{Tisiaf32 (4,

TEMEET A Citrix Workspace i) Web 2R

Web Server
f o
-
L
L e
e = "
»
¥ . Cloud Gateway
End user Connectors 4
Citrix Workspace XYZ Corporation
W AR
Web Server
a
ficE Web & BiEF

LB Web NARFIRUTRRT B,

1. BEENAREFIFAER
2. REBERERAE
3. EXMNAEFRS

RENAEFFAEER

1. F R AAE B E, BE B,
2. 1£ Secure Private Access BRmm L, BF 44, ARET FINBRER.
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} =r

AR

RELEXERARSHA U 445 %3, TEEERAT, ETUEERSME NARER UE, ARSRE R
o

1. EERFNNEER, ARRE B
2. T NAEFUEENE?, ERUE,

3. T AFAEE B9, ARRE T
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' App Details

Where is the application located?

Jutside my corporate network

@ Inside my corporate network

App type * Appicon
HTTP/HTTPS ™  Changeicon Use default icon
° (128 KB max, PNG
App name *
[) Do not display application icon in Workspace app
Citrix Docs

[ Add application to favorites in Workspace app
App description .

App category @

Ex.: Category\SubCategory\SubCategory

[] Agentless Access
Enable direct browser-based access to internal web applications.

e 1 Domain(s) below already exist in other apps. Sharing domains across apps can lead to unexpected results. We recommend
publishing shared domains as their own published apps, not visible in StoreFront (if appropriate), to make access to these
domains more consistent. Learn more

URL *

‘ https://docs.citrix.com/ ‘

Related Domains * (@)

‘ *.docs.citrix.com ‘

Related Domains * @

‘ *.school.apple.com ‘ @

@ Add another related domain

o MARR-EENARFRE, EoUMFEE HTTP/HTTPS i 5t UDP/TCP il A2,

N 2R R - N R P8I Ro

.

NRREFER - NAEFIEEER. SELSEANREAEERELEXPLENAR.

RZFAZE5I - RRMEBIFFRINER QIRIEM), BEABHNARRFHSAERE Citrix Workspace Ul &,
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EE ARSI N AR RIS, WalllER Citrix Workspace Ul mpgEia 251, 7 Web 3¢ Saas
R FARRFIEERINE, ZNARFEERE Workspace Ul FEIRFEZFIT,

- RR/FRAIZEERAREN, EERATUAESMUAREFRMFHEL,
- X MAXR FEEATF HTTP/HTTPS AR, MxdF TCP/UDP RNk,

- R/ FHRFNBMMBTARILIR. Fla0 wSE5%=H\TE. i, EFBERXAANE, BERND
THRRMITE X T EHEI2ERI, 08 Citrix Workspace Ul MR FRS57E R AAZER FE&H, %5
BIERFERITIL,

fgn, MREEAN WSHEH category SERMIEN W SMEFT £ MAXR FE, AREIE—
NRA WSMEFF BRT WLSMEFT £K5,

(G)’ Cltrlx Workspace Q Search Workspace A

Good afternoon, & o
Thursday, November 07, 2024

Home Apps

“ e b Others

All

Enterprise Browser MA-Websocket 10000ft- AA a_test_DO_1 akl_test

Web Web Weab Web Web

An-session-test-saas An-session-test-web AR CreditCard Pll Mask BasicSS0 13th June CR-SaaS1
2May
Web Web Web Web Web

o NARFE-2E BEXEr UERNBREFEN. BRI 128x128 R, IRFEHNE
1%, WEERIAET.

If you do not want to display the app icon, select **Do not
display application icon to users.*x

o R BESR AP RBEENEPENERIFELARR. BXFAER, H2R BEnEEl Web
Rz FRERF.

« URL -850 EF ID 8 URL, iz URL #Fia&&EmEF ID (Citrix Cloud EF ID), EFEENE
F 1D, &AM Citrix Cloud. #5R SSO &M EFR4EER SSO, NaiEBErREEREIE URL,
**Customer domain namex*x and *xxCustomer domain IDxx -

Customer domain name and ID are used to create the app URL
and other subsequent URLs 1in the SAML SSO page.
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For example, if you’ re adding a Salesforce app, your domain
name is “salesforceformyorg® and ID is 123754, then the
app URL is “https://salesforceformyorg.my.salesforce.com/?
s0=123754."

Customer domain name and Customer ID fields are specific to
certain apps.

o MR- AERBRFIRFEEIRMHE URL BapiHTE. BXERZ AIAEARSE URL IRAAN BIEF—E82
HENERRRE, ERILAINS MEXE,

o Rl BEPBRARERMEWES I AR A7 Citrix Workspace R 27 R BIUE R A 72
Fo

- R AR MGESE RIS LR AR ITIEE M Citrix Workspace Rz A2 R RUE S 2 A
EFFIRPRBRZNBRERF. ERIEmE, Citrix Workspace R BEEFHNAEFNELASE
TP EBEFETR.

- S FAAVAR MRS MBS LB LEITFEE M Citrix Workspace Rz RTE R RIUKE = B2
KPR BIER, WEIRILETRS, 7£ Citrix Workspace BEFT, NBEREFNELASER—
NEEENERET.

Apps

Favoritas

4

[%] 0 f
e B o o

18.3_Kerbearo me weh fav] RastrictUploa

16.5 Cappar 5_webapp d-Web-...

R M Secure Private Access AR =4I & R MIBRARIE AR LW AR, MHBM Citrix
Workspace Byl 5IR A FanhipriX e AT, MRM Secure Private Access RS 1ZHI&
FRpRIXLER FRER, WA=M Workspace Rz RiER FlIPRIX LR IR

4, $$ —F_io
BERT.

- EERANNARFNETEEENIE, RAERATIELNABERFE, NHIHERESNARER XK
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B, A2BRNNAREFNIAR. BXEFEAEE, B2 RINERT, ELHRNBER.
o NRZMNAREFEE THEER FQDN s’y FQDN WELT(EX, XegaSHEENR. BXIFAE
B, 1F5H AR SBNYAREFILRIEREE K.

REBRERFGE

1. T ERERBOF, EFERTUAEFNEEREREREE, ARRE K. JUERUTERERREE,

v Single Sign On

Your Workspace authentication is currently set to use

Which single sign on type would you like to use for your Web app setup? Help me choose

Kerberos N

Basic SSO

®

Kerberos
Form-Based
its on my Gateway Connectors @
SAML

Don't use SSO

o BER-MREMNEIHARS BN EIRM basic-401 Fif, 1Ei%E B2 SSO. B FH Eax SSO £E,

+ Kerberos (&iE) -MNREMEiRIRS R ATIRM negotiate-401 i), &% Kerberos (HiE) .
&xX® N Kerberos (Fig) SSO %A,

s EFRE-NRENBIRRSB|ANCREBTEHRIEN HTML RE, HXF BEFRE. WA ETRE

SSO %3,
« SAML -i£#% SAML AFRETF SAML #9 SSO § A\ Web AR, HA WEE¥HAES SAML SSO
KA,

o AfEF SSO - A A A SSO W, HEAFTEN GRS SR LNAAHTEHRIEN, 3 FAER
S$SO &, MAFBHREERZE NAFAES 50,

ETRBENFMAES: £ Single Sign On HWAUTETRENEERAEE, R5ET Save,
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Which single sign on type would you like to use for your Web app setup?

Form-Based N

Action URL* (®

@

/default.aspx?ReturnURL=/_layouts/Authentication/

Logon URL* ®

/_forms/default.aspx

Username Format * (®

User Name

Username Form Field *

ct100SPlaceHolderMain$SigninControlSUserName

Password Form Field * ®

ct100SPlaceHolderMain$SigninControl$SPassword

Save

« ##fF URL - R AR BRMAIRERREIN URL,
« BRRE URL -EAEBTERREM URL,

« APEEN - EFAP BRI,

s APSRREFR-BABFREML,

s BERBFR-BAEBREM.

SAML: 7£ Sign sign on o HEMAUTIFMES, REEE Save,
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Which single sign on type would you like to use for your Web app setup? @

SAML v

SAML information
This form generates the XML needed for the application's SAML request.

Sign Assertion* @

Assertion A4

Assertion URL* (®

https://sharepoint.onelogin/saml_assertion

Relay State @

&RelayState = /apex/SSO_Redirect?parami=valuel

Audience ®

Name ID Format* @

‘ Email Address A4 ’
NameID* ®
‘ User Name N ’

Launch the app using the specified URL (SP initiated) ®

o HRUE - WIS HAAETE S T REREEMN ST S FXEIRHS (SP) REEETEM. ERILLE
B W=, . mE. %RE.

« S URL -B7S URL I BEFEHMERM. SAMLESERXEL URL,

o HP4RIRZS-Relay State SHATFITRAF EERHE RIS MK SRS SBEHIENFER R, Relay
State WAF LA URL, ARAILAEZ URL ERETNARR.

o MAR-ZARHNAEFHEEHRE. WEBANEBNRAEFLERT SAML K=,
o B ID B -SRI R MATIRFFAE
o B ID EFEZFER D,

2. T BREE (FIE) RINEXEXEINBERLUHTIHIREGRERNAFHEMER.
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3. #i SAML Metadata TSR T HTHIBEX Y. EATHMTHRIEXHE SaaS MARSE LAELE SSO.

AR

« B LIEH ZR URL T8 SSO R URL, ##7E SaaS mMAARss2s LACE SSO BERAILE URL,
o IRRTLAM IER FIRAPTHIES, H7E SaaS NAEFRS S LEEE SSO BERIZIER.

1 B85 F—%

TE X N FATERF B

1. £ LARFEE BoHR, NRLIUER Citrix Connector I8 & 1EIMPSKAEREE B FAIZFME XN, MIATLLA
XL TE XK.

+ Internal -£ud 32 - & @d Citrix Cloud Connector B/, £2id7E Connector & & LREENE
F Web RIE,

o REPSFLIEIESS - WAEF T LIEINBR, EFREaJUEE Connector Appliance FAIMBMLE,

- SMEF-REEBERME Internet,

BXFMMEE, ESE WR SaaS f Web R AERFHBUEXIGAER, N HBRUBRHBR.

~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.
Total 2
Domains

Type Resource Location

aaa?2 N 0

Internal - Bypass Proxy N l

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

Domains
Type Resource Location
External -via Connector N l aaa2 N e

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

2. BE T
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B TG, NAEFRRIZINARERFRE. RENARRFRE, ZRIUM Applications (RARRF) NESHR
HEMPRNAER. Alt, BRENHBRERF EHNERSIRETERENAERE

. ‘REBFER
o MIRR

LM Secure Private Access BR%5 %7 Web 3¢ SaaS M AEFE, MRZMNAREFERRE, Citrix Enterprise
Browser 2% B E/R1E Citrix Workspace Ul /1, Ith5h, ZBRINERT, Citrix Enterprise Browser &£
MR BIEF. REAFAUTESE URL BB R T/EE) Workspace #1438, HER Workspace ¥5128i4im]

MBI ko
L] [ ] Citrix Workspace
‘G” Citrix Workspace Q, Search Workspace A

Good afternoon, &= o
Thursday, November 07, 2024

Home Apps

Quick access

Enterprise Browser

Web

HERR

s ATERFARFENAREFNNE, SERFTECEIFERE. TiHRRER, EERFINAEFITHE
HEEER2EN. BXEHAER, BHEM QEIARRE,

BEpEtl Web AER

October 21,2024

WME, AUMEFPIENSSREZANREFPES MBI AT EFRENDRL Web AR (40 SharePoint. JIRA.
Confluence MEMBIERF). REXBPRABEEM Citrix Workspace #Fi B3 E i Web M BEFEARL 1t
e AT RARF BT R HEBFHE. IMELRSUKEEBEREEERIAE Web AR, MTAZFIRHE
ENESBTEBRAS R
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Citrix

Secure Private Access

TRRE

AEEER Enterprise Web A2 RINHFE DNS 2R EHIME DNS 2R,

IT EERIENEBENEI Web EER FQDN FMEFNA%E DNS iE RS EHIMEN LA DNS 2%, LUISH
FEEmE Citrix Secure Private Access R,

URLBAFPBEHINERESY Web NBREFNIBEN, MAREFEREEHM SIS 3 Citrix Secure Private
Access iR, REZIRSERIEXNAEZEFRIAIE,

&R EX Citrix Secure Private Access fR5/E, EaRERAF SHIIEANNBEFEN, 81F LT 5%
BRI E,

B INIIE /5, Citrix Secure Private Access IRSIESHERZT A IFIE (sl =H) B Citrix Cloud
Connector i&&# 17815, UAFARIEEENEIL Web BRER

Ao E Citrix Secure Private Access LIEEifRIE L Web N EiER

WER

IR

ECE XY

(i3

ZHl, BREREUATHFAS REENARERF.

A 2R FQDN

SSL certificate (SSLiE#) -BEREENNBEFNAEIES

HRAIE—R% Citrix Cloud Connector i&&

il A%E DNSiER, LUER Citrix ERBEFE B RRERMAIMEETFF (CNAME) MEBITEH,

1k Web M ARRFHEZAIRNIE:

BRI

BEXNAEFNTERIGEE, 55 EERESHNIERE, ETANHRE.

1.

7 Secure Private Access B1.L, #d dé,

=

RELEFEXERRASHA SN #E: il ERENERT, ERIUERSME LA TEL, ARSE RN
ZFER.

1.

IR E Identity and Authentication, BXi¥4EE, ESH SERESWIIERE, EFANIMLE.
BRI AR, BXERER, BEE MIFEELHER.

ERERNNEARER, RERE B

T ARFUBEME?, EERUE.,

£ AIFAER 87, ARREE T—
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- MR EEMARFRE (HTTP & HTTPS).
- RS- ARF AT,
- WRRFEE - MBRFNEER, CELMHANLREARE TR RN R,

o MBAEFER-BE BEXER UENBEFE. BRI 128x128 BR. MIRAFEHRE
%, MEEREIAET.

MRAEETRYAREFE, BEE TR ErNAERFET.

6. & EEiAR AP RSB EENEFHIGESE AP NERER. BAUTFHAERS,

Wit - /SR AR URL, URL &7 HTTPS 18X, HBEEERMAIRIMMERL DNS %8,

SSLIEH-M TR SEPEZFIMER SSLIEH, il R EHARMFAEY SSLIEH F#EHs SSLIEH.

ARSI

- (ERAFHREEN CAER. FRFEERIED.

- W TR,
R T - B X EFREER R URL BaniEs. BEXEZTEMRS K URL IR AN ABREFH—E D
HIENMERRRE, RIS MEXE, &R LUF SSLIERHERIS MAXE, X2RHERN.

CName i2 ®-H Secure Private Access Brh4Em. X2MME DNS FiaNIE, UEREBEIEAR
I g,
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Vv App Details

Where is the application located? *

Outside my corporate network

@ Inside my corporate network

App name * App icon

SharePoint Change icon Use default icon

(128 kb max, PNG)

App description

(C) Do not display application icon to users
Collaborative platform used for document
management and storage.

Direct Access

Enable direct browser-based access to internal web applications.

URL™ SSL certificate *

‘ http://sharepoint2013.com ] ‘ ss1-automation-wildcard.pem N ’

@ Add new SSL certificate

Related Domains * SSL certificate

*.sharepoint2013.com ‘ { wwco_reshuffled9.pem N ]@

(P Add new SSL certificate

@ Add another related domain

CName (Canonical name) record

directaccess.bmws.netscalergatewaydev.net Copy

T. Ea.:l —F_ﬁfo
8. EBERERBNY, ERERTUAEFNEEEREREE, ARRET—
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Vv Single Sign On

Your Workspace authentication is currently set to use

Which single sign on type would you like to use for your Web app setup? Help me choose

Kerberos N

Basic SSO

@

Kerberos
Form-Based
its on my Gateway Connectors @

SAML

Don't use SSO

9. £ WAEFERE BoH, ERLERNERRMUE, bt — M ERUBHNEMNERRIRE BEEFN
BRRUE, BRHERFUBFIRPHN—PHRMUE, FIa0 My Resource Location, AERET—1. BXiF

M=, ESIE 1R SaaS # Web RFAARIMEXIHAER, NEEHRKBRBRHBR,
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~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains
Type Resource Location
Internal -Bypass Proxy N I aaa? N e

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

Domains
Type Resource Location
External -via Connector N I aaa?2 AV [+]

Connector status
Detect | Install Connector Appliance
Only 1 Connector is up.

10. #EHEM. MARFFARME Applications (ZA#EF) NE. BENARERFRE, UM Applications (K2
BiEF) EmERMR. Ak, BRENAREF EHNERSIRAFIEFENRIE.

. iREEIER
o MIER

BERER

- EERANNARFNETEEENITE, RAERATIIELNABERFE, NHIHERESNARER XK
B, ZeBRNEARFENIAR. BXEZFRRBINFMRER, BSH SIRIARRE.

o MRZMNAREFEE THEER FQDN siEfiss FQDN ELTEK, XrRaSHEEANR, EfFLLRE
%R, E5 Web #1 SaaS NARFERBENRESE.

BEHEIERRNAZFEHN Device Posture RS

S58#innNRERESERM Citrix Secure Private Access 5 Device Posture IRESEAERE, SIUHAERRE
EINRER A BN EIE N NSRNAEF. EEATLRIE Device Posture IRERELERBIETNAEMEIEIEE
G EBAIRL,
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RAEMEEBRERLRNS R

BRAFERIDRGINRE, EERUETHITUTIR:

1. 7£ Device Posture [RSEEEFIAH, SIRRFXRRLITERBULTIRELBRDIVERERME, FIMig
FIER. RS0, NEE, AEERE MM FARBEREF. BXFAER, F5R KELRSKS.

Create device policy

With device posture, you can define a set of conditions that control which devices have access to various services and data sources.

Platform
Select the operating system for this device posture sean. (%

Windows

Policy rules
Select a condition and apply access rules for your services and data. (2

~ Device Certificate

‘ Issued by N ARACAI4.pem A ( + Imp-mtlssuerCer‘tifucme)

—|— Add another rule

Policy result
If policy conditions and rules are met, the device scan will classify the user device as one of the following: (&

® Compliant
The device will be considered compliant and full access will be granted.

) Non-compliant
The device will be considered “non-compliant” and restricted access will be granted.

() Denied access

The device will be denied access to all resources.

2. M Secure Private Access BIBITHIEH, HITUUTIRE:

- QRENEBRERARNNNAER. BXFAESR, BH5A BEihEEl Web FEREF.
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Add an app

Apptype " Appicen

HTTR/HTTPS Y Change icon
App name "

Do not display application icon in Workspace app
translator
"] Add application to favorites in Workspace app

App description

App category (3

Ex.: CategorylSubCategory\SubCategory

B Direct Access
Enable direct browser-based access to internal web applications.

[l

URL SSL certificate ™ )
hitps:/fwww.translator.com ARACA pem R

() Add new SSL certificate (&

o FEAIREIRSEIE Secure Private Access, £ MNSEEER RERSILE > BEMUTEE—I HiaA
5% IRMBY. AR M Device Posture BRSS &%

3 =r

AR

FERBMNBAS 2 siiERIRE 2R, FREFHAE (Compliant), BN, REESEHEBETELTHA
RIEVER. BFFMEER, B2 BEIREIREH Citrix Secure Private Access E2&.

I[E# 5 A Mig&ERKS3](/en-us/citrix-secure-private-access/media/spa-
direct-access-device-posture-3.png)

HITHEEERS, RIBREARRLSIMEEARER, REBWATCHEN. TEAMSBWIELER, HFHENYEANBER
Hials
w5l

BIGEE RIS REER, UNTLRETRIRE LRSFEESIERHRATHERRKS, RELERSRBHEAIEL
EWREE, REAPES Citrix Workspace FHEHRITILTFIZIE,

1 RERSHESKERRTRIREREFEREILES.

o MRIKE LHFFEREIES, MIREFAFISH IRMEY.
o MRIKE EFRFEREIUED, WIRERFTICH FEH.
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2. AlE, MEEBBERNGFEEREL Citrix Secure Private Access RS,
3. I EEERRIEIEE O X TIEEN,

o MRIKEEM, WATNBEFERTHM.
o MRKEFNTEER, WEANAREFHEZA.

RELRFKR

RARAFPRRETIREDENEGARAFEN,

o BMIRE:

EPETLM Citrix Workspace St fER N AR URL MBS EshEEIA RN AR,

o FEFILE:

- Citrix Workspace #R5128% M BTEF.
- APEAGRNAER URL MR SN AR,
- ¥mAmF 2T Access blocked T,

ST RIBRSS N R AR

October 21,2024

RUEBRS (SaaS) B—MREDLARE, AFRRAHERET Web WIRSIZRER . EAMN SaaS NAERFEIE

Salesforce. Workday. Concur. GoToMeeting %,

ATLUER Secure Private Access iR3:3&id Citrix Workspace ifial SaaS R f#2F. Secure Private Access RS
5 Citrix Workspace #845&, AEEER SaaS ARERF. KENEINNARFREAEMTEX ZRIRHE—HNARF

K58,

fE£/A Secure Private Access RSZHY SaaS N ARFRARNERMHT —1MaE, £, BAEAT ENERARERE

BNARERF. T LT SaaS NAEFEFUTRS:

- BEERS-5TRFE ERNER.
s BRER-EARRERENER.
o FENAREFIRERR - BT RIR AT BEFEE,.

Secure Private Access [R5 aNfaI% % SaaS WAIEF

1. EREEREA Secure Private Access iRz Ul B2& SaaS W RER.
2. EERBAPRMERS URL LUAE Citrix Workspace,
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3. ERnIAiERF, AFPIEREKERN SaasS MAERFEfT.

4. SaaS NMAEFE1E Secure Private Access ARSZRIER SAML S, FBEoINARER.

AR

s ATETFARFRENAREFNNE, SERTECERIFRRE, TiHRRER, EERFINAREFITRAE

HEEEZ 2R, BAXIFAER, FEN QIZHRRE,

« BLBER SaaS AR5 Citrix Workspace I EINN BIEFMEMEE—RRE, MRES—WERF

K58,

Citrix Secure Private Access

Saa$s Apps

AoE SaaS MAEF

EcE SaaS NAEFIRUTERT R,

1. EENAREFFAER
2. REERERGE
3. EXNFBEFHH

RENAEFFAER

1. E =2 AE ERE, S8& &5
2. BE #e ARRE RINNABRER.

AR

o NVEEEXERRSNA SR 445 2. ERSERT, ERUERSNE NARERF I, ARRE

AN FBER.

o BWRILLER WA AR IFAEERFERM SaaS LARER, WEJLUEFETRETER SaaS MARRES

REONAEFERR. ZRIRFEES TEENBREFFARNASOER. M, NABITREHNEFHA
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M58, BX SaaS NAREFEEERIFAES, 1551 SaaS NAEFRSBERLE.
1. BEENAER,

« EFERANBEFFAES, FRE %
o BEEARREENBER, BRE T

X ERHNABWEZI BiAA SaaS MAEFER.
2. £ NBEAER 8, AREE T
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' App Details

Where is the application located? *

@® Outside my corporate network

nside i orate network
App type* App icon
HTTP/HTTPS 0 Change icon Use default icon
128 KB max, PNG
App name *
[ Do not display application icon in Workspace app
16.5_Copper

O Add application to favorites in Workspace app
App description

Allow user to remove from favorites
Copper is a new kind of productivity crm Do not allow user to remove from favorites
that's designed to do all your busywork, so
you can focus on building long-lasting <
business relationships. 4

App category &

‘ Ex.: Category\SubCategory\SubCategory

o 1 Domain(s) below already exist in other apps. Sharing domains across apps can lead to unexpected results. We recommend
publishing shared domains as their own published apps, not visible in StoreFront (if appropriate), to make access to these
domains more consistent. Learn more

URL *

‘ https://app.prosperworks.com/ ‘

Related Domains * (D

‘ * app.prosperworks.com ‘

Related Domains * (D

‘ *.app.copper.com ‘ @

Related Domains *

‘ *.school.apple.com ‘ @

@ Add another related domain

o NAEFRN-NAREFRZT.
« NARFHER - EAREFNEERR, SELRLMEANNERRERETERPLEHNAER

o MAZESFI - FMERNMFLFZH OREM), BERBEHEAREFHRERE Citrix Workspace Ul /.
B RS N BEFE RIS, Bl Citrix Workspace Ul SIS, 53 Web 5 SaaS
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RFAEFEERRE, ZEARFEETE Workspace Ul REVHFEZFI T,
- KP/FRRNZERATREN, BERRUANENLARERERMFAEL,
- X MAXR FEEATF HTTP/HTTPS lA#ER, mxdF TCP/UDP RMAERF NIk,

- KR/ FEFNBHBTARFLIR. Fla kS5EF~=N\TE. 1, KFBXIKNE, EERN
THRAAE X T IEFRZER. R Citrix Workspace Ul FZIRS1E AR FEH, 225
RER#ZEH17H.

flgn, MREEAN WSHEF7 category sERMIEN W SHEFT £ RAER F, AREIR—
RN WSMES BRT WSMEFT K5,

(o' Cltrlx WOFkSpace Q) Search Workspace A

Good afternoon, & o
Thursday, November 07, 2024

Home Apps

“ e b Others

All

Enterprise Browser MA-Websocket 10000ft- AA a_test_DO_1 akl_test

Web Web 'Web Web Web

o aes o s i s x e *

) D - ) -

An-session-test-saas An-session-test-web AR CreditCard Pll Mask BasicSS0 13th June CR-SaaS1
2May
Web Web Web Web Web

o MAEFER-BE BEAER UENBEFET. BRI 128x128 BFR. JIRFEHRE
1%, M ERFAIAET.

If you do not want to display the app icon, select **Do not
display application icon to usersxx,

« URL -82&MEF ID 8 URL, iz URL B &ERZEF ID (Citrix Cloud &/ ID), ERERENE
F 1D, &2 Citrix Cloud. 3% SSO kMHEFRBER SSO, NWEKAFEEREI URL,

« BREE M EFEID - EFEEM ID BF7E SAML SSO miEA eI AR URL MEMELE URL,

For example, if you’ re adding a Salesforce app, your domain
name is ‘salesforceformyorg’ and ID is 123754, then the
app URL is “https://salesforceformyorg.my.salesforce.com/?
s0=123754."
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Customer domain name and Customer ID fields are specific to
certain apps.

o MR- ARG IRIBERMAT URL BoptEzE, BXER EIHEBIRS 1 URL IR AR BIEF—ERS
HIENMERRRE, ERIAINS MEXE,

o mif BB ARERERNEIWESR LS B2 R Citrix Workspace [z FR#& Fr HR R WIS F 12
FFo

- mif RWAF NSRS R 2R ITIEE M Citrix Workspace Rz A2 BRI U S 2 A
EFFIRDRBRZNBER. EFIETE, Citrix Workspace MAREFHNAEFNELARE
TP EBEFET.

- =E AR MR SDRIER L5 LEITIEE M Citrix Workspace [ B2 R X BiEF 5
RAOMBRR BIEF. EFULEMAT, £ Citrix Workspace MABiEFH, MARFNE LAKER

M EEBE R ER.
Apps
Favorites
121 . w ko
@ ¢ ) ) ‘D
16.5 Copper 1 Bﬂf’ﬁ;ﬁ? ms web fdev? Hed’f;::;‘;]f'_“a

MR M Secure Private Access IRE 154 & P HIFRIRIZ N RE MR BIERE, MHFM Citrix Work-
space WSS RPFohiiBRiX LR BIEF. WRM Secure Private Access RS =5 & AR flBRix LE
AR, MARsM Workspace [z 2R AR te iz FIFE F o

3. $$ —F_ﬂ;o
BEERT:

s EEANNARFNETEEENITE, RAERATIELNARERFE, NHIHERESNARER XK
i, 7aBRANNARFNIAE. BXEAEER, HEH RINERT, ELBEHERERF.

o MRZMNAEFEE THEER FQDN siBiers FQDN ELTEK, XrRaSHEEAR, BXIFHAE
B, 1FZH AR ARERFIRIREAEE R
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REBRERFGE

1. T ERERENF, EREATUAEFNEEREREREKE, AREE K. AJUERUTERERRKE,

Vv Single Sign On

Select the sign on type for your Saa$S app setup.

Don't use SSO N

SAML

Don't use SSO

w

o AfEF SSO -/ A A SSO &EW, HEAFENFHRS [ LNBAH#TEHIIEN, H FEM
S$SO %11, NMAFBREERIE ZAFAER B

« SAML -i%#% SAML AT ETF SAML 89 SSO § A\ Web AR, A HWEE¥4ES SAML SSO

KA,

7£ Sign sign on BAHWALUTIHAES, AERE K.

ERUS - WS HARHTER ATHRTERIMN ST S EXER® S (SP) RVES TR, &8
LOERR WS, MR, ME. 50RE.

#= URL -#7= URL Y AEFHNERA. SAMLEES2%EEL URL

R4tk -Relay State SHATFARMRAFEE RHEREKI S MBS RS B EIHRNRE R R
Relay State mAFEMEA URL, AFRAIUREZ URL BRBIFRARER.

MR-Z RN AREFHN SR, EBANERNNEEZFERT SAML K=,

B ID B &R SHFH R IRRIRFFE

AR ID - FSTHFIR R Do

7 ERRE URL BoNAERF (SP B BESMNREBLENRE, HNERRSREMHER
AR

2. ERBEN (AE) B, FNBXKEENBERLEHITIHREFIRRN AR NEMBES.
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v Single Sign On

Select the sign on type for your SaaS app setup.

SAML N

SAML

Don't use S50
TINS TUTITE ERNETAES U AL NESUsSU 101 e upplicalion's SAML request.

Sign Assertion

l Assertion ~

Assertion URL *

l https://login.microsoftonline.com/login.srf @
Relay State
l https://login.microsoftonline.com/login.srf?wa=wsignin1%2E0&rver=6%2E1¢ @
Audience

urn:federation:MicrosoftOnline @

Name ID Format *

‘ Persistent N ‘
Name ID
l Active Directory GUID ~ l

Advanced attributes (optional)
An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values
are consistent with the settings in the SaaS vendor.

3. B SAML TR, A THMTHIEX AL SaasS AR LRE SSO.

« EALIER ZR URL T SSO BR URL, #7 SaaS mAAksS2s LECE SSO BfERAILE URL,
o IRRTLAM IE FIRAPTHIES, H7E SaaS MAREFIRS S LEEE SSO MERIZIER.

l. %a.:l —F_ﬂio

RE X N FATERFER

1. 7 NAREFEE BOHR, mRyFES Citrix Connector I§EEIMNBRAME A, 1BE XN AEFEXE
BIRRE.

+ Internal -Bypass Proxy - igiiii&i&id Citrix Cloud Connector 8g, 42id1E Connector && £
FRBMEF Web I,
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o AT FLEESS - AR ITLIZINGR, BRE45UEE Connector Appliance Fm4MEEMLE,

BXFMMEE, HSE R SaaS 7 Web R AABIHEIHAER, NEEHRKBREBRB,

v App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.
Total 2
Domains

Type Resource Location

Internal AV ‘ { aaa2 N e

Connector status
Detect | Install Gateway Connector | Install
Only 1 Connector is up. Connector Appliance

Domains

Type

External v

2. BE M.

B TG, NRARFERRIZINARFERE. RENAEFRE, ZRIUM Applications (RARRF) TESR
BRMERNAIERF. Ak, BRENARERF LNERSIFHEFANERF,

. iREBIERA
o HFR

LM Secure Private Access fR%5 %% Web 3% SaaS L AEEFE, MNRZNAEFRRE, Citrix Enterprise
Browser M BRI BEEERE Citrix Workspace Ul /1, Itb5h, BRiAER T, Citrix Enterprise Browser B
MAWERN BEF. RELAPTTLUESRE URL 89E R TREE Workspace 3528, FHER Workspace 5231417
RER ML,
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L] [ ] Citrix Workspace

(GJ’ Citrix Workspace Q. Search Workspace A

Good afternoon, & o
Thursday, November 07, 2024

Home Apps

Quick access

Enterprise Browser

Web

518

BXNAEFNTREGRIIGERE, B2H EERESHIERE, EFNIHIRE.

ERRIRECEN BERF

January 9, 2024

BEENE R SaaS NAEFEEERYIR, @1k TE Secure Private Access IR EERBE S EFM SaaS NAER
BRE. ATLMFIRAPIEEEREN SaaS MERER.

ZEIRTGIER TRENBEFAENAROER, B2, MANITRHEFETEANER,
AR

LUFER D 48T E7E Secure Private Access RS LHRITHH B, WEFERBIREEEN RGN BIEF. E4E9
NETEENARSS LRITHEREES B,

ERRIRECEM R HNAERF

7z Secure Private Access it F, BHEIE,
1. B “@g”, RERE “TNNBRER .
FE

BERHNEEEXERARSNEIR. ERERAZESR, BRUEESMEINAREFNE, ARRHHRMNNE
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R,

2. AR RIRVIRPERBELRENNBER, ARSRE %
3. ENAEFFAGENITRAUTHREES, ARRERF.
N RBIEF R - AR B R.
NAREFER - AEFNEEER, SELMENEREERA TEXPAF.

N 2R Efn— B E B ER A B AIEF B, BRI R/ 128x128 R&FR. MNRAELER, N
S ETREIAET.

MREFAE T AEFEL, HEERERF TN AEERET.

URL —8&%MZEF ID# URL, ZUTERT, ARPEEEEZIL URL;
- SSO &ML
- 7EH SSO &L,

EREE M EFEID -FFEEM ID BF7E SAML SSO mEA IR AR URL MEMEL: URL,

g, MREEFM Salesforce ARRE, NEMNIHEZHR salesforceformyorg B ID 7 123754,
Mo AERE URL B https://salesforceformyorg.my.salesforce.com/?so
=123754.

EFEEBNEF ID FEREETRERAER.

XGRS RIBEIRMMN URL BahEs%. MXEAREBIRSE URL RN BEFN—E89, FHAERNM
BERE, ERARNZ M EXE,.

Efr—g & BB B BREFER. B RIGIr 128x128 B&R. MRFERER, WEETRHR
INE#T,
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/N App details

Where is the application?

© Qutside my corporate network

Inside my corporate network

Tell us a little more about this application.

Mame

Aha

Customer domain name
Enter domain name to be used in URL

URL #
https://<your-organization=.aha.io

Related Domains * ]f_ﬂ
* .
.aha.io

Add another related domain

1
Aha! Change icon (128 kb max, PNG)

Description

Product roadmap and marketing planning tool to ©
build products and launch campaigns.

4., ERRBEREIPWAUT SAMLEBEFAER, ARRERE.
#= URL —BiEFHN AR SaaS MAERF SAML #S URL, SAML Bis#&ixEIt URL,

FHRES—PHARSSHATINRARERAEREIGEHANK SRS SEEH PN ERR. PHRSHARE
B&EN URL. AARALIETIE URL BEREIBARNAERF.

RR—ET S PR I BARS IR
B ID R AP B TREL,
2 ID —A A RINEEBZT,
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/N Single sign on

Which single sign on type would you like to use for your SaaS app setup?

‘ SAML Don't use SSO

o @,

Sign Assertion =

Assertion e

https://mycompanysalesforce.com/login/callb

Relay State

Assertion URL » ‘
https://mycompanysalesforce.com ‘

Audience
https://mycompanysalesforce.com/saml/<you

Name ID Format * v
Email Address

Name ID * —
Email

D Launch the app using the specified URL (SP initiated)

Advanced attributes (optional)

What does this form do?
This form generates the XML needed for the application's SAML request.

Where do | find the information this form needs?
The application you're integrating with should have its own documentation on using SAML to

outline the information needed here.

SAML Metadata

Provide this metadata to your Service Provider (application)
https:. .mgmt.net atewaydev.net/i [i1p6adi99yg/1574e9c5-cc3e-4564-

8d4c-a956c712fb88/idp_metadataxml

Login URL

https://app.scte.net: dev.net/ngs/ilip6adi99yg/saml/logi
APPID=1574e9¢5-cc3e-4564-8d4c-a856c712fh88

Copy

Certificate

Selact download typa
Download

An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values are consistent with the settings in

the SaaS vendor.

Attribute Format

Attribute Name ‘

Attribute Value

v ‘

Add another attribute

Save

PE= W

R “RER SSO” &S, BRRBREERE ‘NAEFFAEE" B9 TEERN URL

5. 8 SAML THUE T RUEHE T RTHURES . R THRTHIEXHTE SaaS ARS8 LEEE SSO.

PE=W

o fERILIERER URL TR SSO &R URL , H7E SaaS MAREFRSS 2 LECE SSO REMALL URL,
o TR LAMIERHIRP TR IEH, H7E SaaS ARS:E LEE SSO BHERZIES.

6- %E—F_ﬁo

7. ENREREESS D, NRMMED Citrix Connector Appliance 3457 2 FF I8 I8 # 174N ER El 2R B

B, MM ARERFREXREE XEH. BXIF41

TERE R AR S,

B, EBi#7E SaaS #1 Web AR HIEXEFHERER
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v App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains
Type Resource Location
Internal A4 ] { aaa2 AV e

Connector status
Detect | Install Gateway Connector | Install
Only 1 Connector is up. Connector Appliance

Domains

Type

External A4

8. BEHTEM.

BETE, ZNBEFRRNE “VARERF NE. BENAERFRE, UM “NRREFT REmESRERN
BERF. Alt, BRENAERF LNEIRSRE, ARHERMERIREF,

o RIBNBEF
« Delete

AR

EEAFARTHNAEFIIGRNER, EERFECZINNRE, EH0RET, SEARNINAERITAEFE
BEReEH. BXFAER, BSHCIERRERK,

SaaS WVARSEZFHEIRE

January 9, 2024

T RHemE X EAEIRN BRFIRS RIS EAENERIXENERE, Citrix BRIZELT SaaS HARERF, HETR
HTEE INXS 38 % W FAE P Y3255

« 15Five - BFHESATINESSNEERT A,
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+ 10000 ft - MEPEKMIMEERT A,

« 4me -BFAE. SNEMISIEENZEIMERNRSEETA.

+ Abacus - SR ZERIRE I,

+ Absorb - #3EETH,

« Accompa - BT RMNEREETR,

+ Adobe Captivate Prime - 23 BB R4, AIEEEREMEMHNFSIER,
+ Aha -BFHER= RN LA~ RBLEMEEMYI T,

o AlertOps -BHFEE IT EHIMESHMNTE,

+ Allocadia -BEH&MERTR, ATERARNEHITRIRRE,

 Ana plan -BiEiEEHIR. AR RIREBALMEARIMYI TR,

o &frankly - W TIRIZFIEEMNS 5T A,

« Anodot - —MNATEEEFS, AIENEMANEFTISE, NS EERHTTUL S5
o App Follow -BFMELKEAEKHREREFABIHEN ~REETR,

« Assembla -BAFREFLRAZFIFRABEERETIR,

+ Automox -BFIRER. IERIMBEEEMIREMNIT EETE,

« Azendoo -HEIBASZ A MERIIMET R

« BambooHR -AFEBRTHIENANRREETR,

+ Bananatag -IREFMIZHEE FHR4. ERERHHICIE B FHIMFRIRIN TR

+ Base CRM - BF BB T, BIFNECHNHEEEETR,

+ Beekeeper - B2 MEERGMBEREERT— AT ME XA EHIE & LA Secure Hub AR T A,
« BitaBlZ - BFMHBRMERS S RAVEREFAB AT RIFB T A,

+ BlazeMeter - MiAEH,

+ Blissbook -AF IR T FMAVKRIREET R,

+ BlueJeans - NBRS R,

+ Bold360 -AFEFERHERIIRITE,

+ Bonusly -BFREFNTEBNE TIATHRHERTR,

« Box-ATEE. HEMFRNTNARTEENXEHZTE,

« Branch - — "X RREEENBMSENBEHHET A,

« Brandfolder -BFEHMEEZHFAFNHFRFEETA,
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+ Breezy HR -BEEH 4 HIE ARERR S

« Buddy Punch-BFEMEZTHEMREEETA,

« Bugsnag -ATEENARFREMHRSHIZMISHIUENEN TR,
« Buildkite -F &AM F R EMIRET B,

« Bullseye Locations - BFEIRE LEMEEREHANEEE (ST,

« CA Flowdock-HEIBAZZ AN ERI M ET o

o« CakeHR -AFHBNSHERMANZFEETR,

« Cardboard - BFRECREfESMINE=RML TR,

o Citrix Cedexis -EAFARENMKRBEETR, AIFAKERL. ZRUBNNERTEN SN ERY,
« CipherCloud -ARBEF =M A2 MW IR HiG D H IR RIS REM P AR 2B S IhEER T

o Celoxis -AFRIBIMABITL. BRI IFNMMENHIEEETR,

« CircleHD -5l ZIMMETIR, BFEARRNEZMIANLITH,

o Circonus-AFRHER. BEXR. NRRMHBF I ERNBIEITNEL TR,
« Cisco Umbrella - {23840 Internet B NE—BHEN TR ETF A,

« Citrix RightSignature - —MLUBFARE B XALHBRF o

« ClearSlide -HEEXTHR, AVFHAFHZERNFNHEEMBLHTER B,

« Cloudability -=mAEETE, ATRESFREPHET LY. RIFRIAEE.
+ CloudAMQP -EERFITER, AFEHEMHEMAZZEEEES,

+ CloudCheckr -giA<&1, =2, REMPW IR, "IEBIAFRAE AWS #1 Azure 51,
+ CloudMonix -BF oAtz REMM BN TR,

+ CloudPassage - AJRMAREEMTR, AIERNEXRHRFEHM,

+ CloudRanger -BFEk AWS =&, REMEMARSB/IEHN TR,

+ Clubhouse -BFHHFRMIMEEET R,

 Coggle -B#SE Web AR, AFIRSBEWIIXE, M3,
« Comml100 -EHMEFRSTUARNEFRSREMEEIR,

« Confluence-ZEBIEIBAMERIHZAIRMA B IMET R,
 ConceptShare -BRWT A, FIUER. BEEEMILGHRSE.

« Concur-EiMBABETR, TMENMHEHEEZEM,
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+ ConnectWise Control @i FFMIAIRIAL S EET A,

« Contactzilla -BFipRRFRKAGENRKAAEETIR,
 ContractSafe -AFRER. FHNEEAANSEEETR,

« Contentful -BFIE. BENEHENEHRIEEAT AR,
 Convo -AFAEEEEMIHET .

« Copper-CRM I &,

« Cronitor -AF cron fFlkMIEM T A,

+ Crowdin -AFRA RIRETLEMIFEAM LR o

 Dashlane - XAl BB FHREONEEEETE,

+ Declare - BB RITHERMEBAEETLR,

+ Dell Boomi -AFEEaMA#NT ARFMEIENER T,

» Deskpro-#BBIATH, BT REZIIEE. EFEBNEF KRR,
« Deputy - FhHEETE, BTFLHAMRERATHNE. 5788,
+ DigiCert -®ik SSL IEHENEPERMBPEHR T,

« Dmarcian -B SISkt BERGHNNEENBFEFERTR,

 DocuSign -AFRK. EFfIEEERRXENELEETA,
+ DOMES ARC-BFEEAHSIFENZ2MMSIMIE,

+ Dropbox-AF&Le&H=ZMEFEXHENEFELL,

« Duo-22TH, BTFRHNEBREFNRLIIE,

« Dynatrace -EXLRERS.

« Easy Projects - MBE&ET A,

« EdApp - BFIEZRIFINFIEERT A,

+ EduBrite -AFeIR. RMAMRBREZIITRINZEIEETR,

+ Ekarda -BBFFI&ITITH,

« Envoy - BFEEARNENIHZTEETR,

+ Evernote -AFicEic. Bl ESFIRNGEENEBER.

o Expensify -BFXZHIREER. WERENESKITHERAEREIA,

o ezeep -FTENEMIMEERT R, AINEMIRE. EAMEITENZI=HHEFITEIN,
+ EZOfficelnventory -BFREFIER=IZENEFEET A,
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« EZRentOut -AFREFREREMTAMMNRERRTA,

o Fastly -&=Fa, ATAEBLAF NN BREFRHERSMERF,

« Favro -ARRZMMLIFINELR,

+ Federated Directory - BARIBRABRIA, ATFEERARAGINAGBEAR,
+ Feeder

o Feedly -#ERE&TA, BFRFREFRFRRNMEIRE,

« FileCloud -HERRMHBAMRZ LN XHRENHZTENRERRST R,

« Fivetran -ZEB 2 IMEHIEER I ZCENTE,

« Flatter Files -AFHFHRERMIEHBFLEXHIE, RARNATREREMERNSE,
o Float -AFmMBE RHMEERFI AENZ R TR,

+ Flock -iEIR.

« Formstack -——MEAREEMBNBIEWRET R,

+ FOSSA-RET CI/CD 1 BahFRFaBE#HNFREETI,

« Freshdesk -BBNZHFEFERNEFZHIE,

« Freshservice -AF&EHk ITZERN IT EBEIETR,

« FrontApp -thMEIL R, AIE— MG EEMEXE,

« Frontify (@#MEHAERE. EHNFAREZENTA,

o Fulcrum - BB ETF A, FiLEEMERE IR BH IR,

o Fusebill -l EIRMEHR I BN Mo

« G-Suite -—ERTEEATARNE RN ARER,.

+ GetGuru - HIREER K,

+ GitBook - FRIBMAIF XN T A,

+ GitHub -—MEF Web #9itERS, AFEMA Git iITHEEIHAMEEERENCE,
+ GitLab -—/~5E%## DevOps F&, fFARIMREARFR,

+ GlassFrog -AF 3% Holacracy B% .

« GoodData -BRAXBUEEMINES, REFERE. TRESTERANDH

+ GotoMeeting -BEEE B INIEERNEL WM.

+ HackerRank -RE#EMEWIRERE RS HEENH .

+ HappyFox -E&EBaRHEMET Web MXZFZERS.
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+ Helpjuice -AF IR FIRENIREEBATT R,

+ Help Scout - EMEF RS TLARNEFRSREMFIAELR,

+ Hellosign -BFEERE, DIENEHEEMEE EBAZSE,

« HelpDocs-HiRE##, AFERFRENSISMI,

» Honeybadger -MHEFRREEMT S,

+ Harness - BFHEERAMER Java. AWS, GCP. Azure MENFH.NET MAEZFHNI R,

« HelpDocs -AFRIBNEMIRENTR, BFERAFBARERAERHEES.

+ Helpmonks -AFHANENINERFEBGHF S,

« Hoshinplan -fE— &% P I AL S 1T AR ERR S T B

+ Hosted Graphite - BF&EMENMLE. NAREFR. RESRNAHRMENTE,

o Humanity - E&RATHRERG, ATEERI. BRETH. THRPMEITN,

o Igloo -BF U TIEHFRMMAEB MRS RIRER, TTRRREMELH IT Pkt

« iLobby - EFEZHIAEIMEBRRA R,

o lllumio -FF LA EIRER O ZIFEHERN T2 RS,

+ Image Relay -BFREARNASZTHFXHNHFE~EEMNMmEEERME,

+ Informatica -FAF SaaS LAREFERNIER, UNATFHAMBEBENXERRSHTES,

« Intelligent contract - &RIEER

« iMeet Central -EREBAR. IENMHFAELEIVHTEEERE,

¢ InteractGo -AFNERFMRERNEIAHLHEN TR,

« iQualify One -REEXFIFBRMFINEET R,

o InsideView-BAFRHEE. EFEMEMI SHERBIRME ERRS R,

o Insightly -ERHNEEIHETFENEFR XRERE (CRM) IMBEEEIA,

o ITGlue -BBF = IT Xi4F A, FI#EER) MSP fR&MXE. SIRMIRE. BEZBMREIRES.

o Jithit -FBIERHNESRE, ATEEMREREANNZIFEREFHRGREBEXEIL,
JupiterOne -BAF I EMEEE N L2 RENRETE,

« Kanbanize -BFRE&HEENEXREASERRM

« Klipfolio -— M ELRIRTE S, BT AEREASE P HEREAR L L SRR,

o Jira-AFAML. REMEERDANTENIE,

« Kanban Tool - I ERR Y, AiREEMISHHREES T,
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¢ VIDIZMO -tk B M = SRR

« Visual Paradigm -BFENERN R BIEFEREHEZT A,

« Vtiger-CRM IR, E#H&, ZIHFNEHEPAREBALKFMMNIE,

« WaveMaker —AFHENIETTBE X ARRE,

+ Weekdone -AAFRIBEFBNRIRFE N EERSH I,

« Wepow -BIBahFIMMEIARR S REHBEAR. RRENEINI A,
« When | Work - BF BRI LHMEEIRERN T,

« WhosOnLocation —AFRERAR B iR AKIFMREN TR,

» Workable - B ARRERR 4o

« Workday -BFMSEERE. ANFRMMAIINIE,

» Workpath -EEARBIFFNSHN I,

+ Workplace - Facebook BthMET R, #EBh&E Tilid#EMNREmHITR M.
« Workstars -#xMEH# R TIATTRITFEE,

« Workteam -BFIRERZE THIEFMHEMNT A,

o Wrike -#t32101 B BB MER -

o XaitPorter -3 FHARFIER I AR B A7 L SOAS A S AS S ) U R ER 15

« Ximble -BFRATILHMNEREN TR,

« XMatters -BEERRHENMET S, ZRHESHMTAEMNR, AIEIRTERENEREIDE,
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« Yodeck -BEMERE L ETEEEFENITR,

+ Zendesk -AFBEREFRSMIERIIFRIENRMG

o Ziflow -gIEHIFHARM T B,

« Zillable —BBBENRENINETE B,

+ Zing tree -AF IR ERUREMAMSEHRZFN TR,

o ZIVER - MNEREN B FHHEF R 2F B FH4MNX NI,
 Zoho -\ SHAEFEH.

« Zoom-E BiEFE. MAMERMASINTIEEREEMNER M.

o Zuora -—HEFITHRNRMG, EARERBED. EEMEENITILS,

73 TCP 71 UDP 35234 2E 8 CIDR ithik

January 9, 2024

EERF L/ TCP/UDP RS EEFLERER CIDR IP sk, 72 DNS f#imid 2, XL IP #tufit7e DNS Mz R #=
TERFRAY IP stk

LT 2aiFrRE CIDR IP #utSEE:

+ 10.0.0.0/8
+ 172.16.0.0/12
+ 192.168.0.0/16

AR
M RREZHY [P bt AR5 LUt shss

« ERFZEFMERN TCP/UDP MAEEFEEER IP ik,
o BFIRRIREF W,

FRERERY CIDR IP sutit

1. 8F% “RE", AT “2BREE".

, T
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Reserved Network Subnet for Secure Access Agent X

aaaaaaaaa

2. 1€ “ecure Access Agent (WITE WL FM” &, BF “BE,
3. EIPCIDR #, MANEA IP #thEE,

4. BEHFRRE

AT FQDN #4779 IP #i3itsy DNS /24

January 9, 2024

DNS ER2—MERTRERKXAFPNEE/ESE, Citrix Secure Private Access RS HI DNS BEIHEERTATF LT
Bl

 BENEHRIRS 2R DNS G431, # Citrix Secure Access ERIRREBIFIFTLIRERE (ENRB) BFA
sE2MRERA (FQDN),

o RFEERMEMA Pk (IP CIDR/IPSEE) BENARER, WERLAF T UUER DNS G418 T8 FQDN
BRI FAERF.

BN, ERTIERSRERE “workday” BF, d1RELE T DNS 54 “citrix.net”, MIRMERFLMIMNEL “citrix.net”
FEMrH “workday.citrix.net”,

WNREET % DNS B4, NIRIAF#EH DNS B4, a0, RigHRmT UTEE:

e ".citrix.net"
e ", citrix.com"
« " xenserver.com"

YRELBAFEAN “‘workday” B, RERFLRBRIRUATIRFEN FQDN. MRMINER—IEE, WBNIHRNE
%o

1. workday.citrix.net
2. workday.citrix.com
3. workday.xenserver.com

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 104



Citrix Secure Private Access

BE:

« DNS E&EEReefEE P in@d AER DNS G EERNERNEE BT AT2RENHZ. Bk
=AM AR DNS 433 78 FQDN, EESRHMAER IP ik, FQDN st@kfFEkENARERF. BX
HAER, BERBMGITRAIFHE 4 <o

o IREE TP TENRARER, — LA FQDN, Z— &R IP ik, MEHNNE—EiRRSES,
NEAE IP #utHIN BAREFREERERES. BXFRES, BSABFIRGIRHE S <.

BEEMN

o BRNAFENER Secure Private Access Advanced kA gEfER DNS 543ThaE,
« iBBER Citrix Product Management FIBALUS A DNS B IhEEIRE.

wnferAnn DNS 54

1. & “Secure Private Access” il £, ## “BE”,

2. 7£ “Secure Private Access” BREL, ®& “8E", AGLE DNS E4%.
3. 72 DNS E&FEH, BARITIET2RE BRI AIM IS,

4. BERM.

EERRERNIRFFIHE, BEIER A UMPREEREE,

Secure Private Access > Settings » DNS suffix

& DNS suffix

Global Config: ion

Timeouts Suffix to be appended when resolving domain names that are not fully qualified
-

Unsanctioned Websites DNS suffix
@ Enter

Machine Based Authentication

(Max length =127)
DNS suffix

8l

IP Pools Total -2

il

| Order | Suffix | Actions
1 google.com f
2 tes%com j

b

C

2

C

IR

HERUTELL

o BEGER IP #ik 192.0.2.1 HELFFMEPN—EITEN.
« i+EMA FQDN (IP ity 192.0.2.1) #1F “citrix.net” & (7, workday.citrix.net),
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DNS E&FMNBEFEE

EIERK DNS EEREN
“citrix.net”, Folg—1
IP a7 192.0.2.1 B9
B, ¥ userl B9iAinl
RERIREAN .

EIB5IE DNS GEEEN
“citrix.net”, /8 FQDN
(workday.citrix.net) ¢
ENAER, 5 userl
BIARIRRSIRE R “IF .

RARAPAE

Y userl ZidiEEER
“workday” B¥, FQDN #4
E&2

“citrix.net” (work-
day.citrix.net), IP bt
fEMr79 192.0.2.1, BT A
BT MNAEFR userl 8
#192.0.2.1, AtIFFIH
)4 PRo

AR REAFAUER
192.0.2.1.
workday.citrix.net =
“workday” Aia]
Workday R B2,

NRAEE DNS B, M
@d “workday”
“workday.citrix.net” #
TTIRRIHRIELE

% userl EiXiEEE
“workday”

B, “citrix.net” WEERE
“workday”
(workday.citrix.net),
RERPTILIAIE
Workday, AN HEERF
BRET
“workday.citrix.net”,
F B userl BiARIHRERIE
BH ‘W

AR REAPAIBE
workday.citrix.net =
“workday” Aia]
Workday R 2.
xF192.0.2.1 B9ifkIA4G3E

%, RAEfERIL P
HHECE RN FEF.
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DNS E&FMNBEFEE

EIERK DNS EEREN
“citrix.net”, fFERBEECRT
1 “*.citrix.net” IR
R, #H% userl Mi5
EERERIRE N .

BRI DNS EEREN
“citrix.net”, &BAER
FQDN
(workday.citrix.net) =
192.0.2.1 y userl ic&E
EfRIR AR,

RARAPAE

Y userl ZidiEEER
“workday”

B, “citrix.net” WEE2
“workday”
(workday.citrix.net),
RARP AR
Workday, EARAEEFE
EEET “*.citrix.net”, 7

B userl BipRRIEIRE
R R,

AR RERAPALUER
workday.citrix.net =
“workday” Aia]
Workday,

34 192.0.2.1 B9isEIE
#, FAEHEFERL P it
HHAC BRI AR

% userl ZiliEiER
“workday” B, BFIRE
“workday” E&HN
“citrix.net”, #¥
“workday.citrix.net” fi2
5 192.0.2.1, EZE,
userl BEEZED TR
5388 (work-
day.citrix.net/192.0.2.1),
HA&ER userl BET
192.0.2.1.
workday.citrix.net 5 *.
citrix.net W AREF.
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DNS E&FMNBEFEE

EIE5YE DNS EEEERN
“citrix.net”, 7m0 IP #udk
$9192.0.2.1 W AR,
I userl RYIRIRISRERIE
BHR B, ARHRNS
— 1 ABEMN7A 192.0.2.1
B FQDN
(workday.citrix.net) &9
AR, HiF userl &Y
WIAREIRERN “RIF .

iZFT Secure Private Access 9 Connector Appliance

June 21, 2024

RARAPAE

Y userl =idiEEER
“workday”

B, “citrix.net” WEE2
Workday
(workday.citrix.net),
IP sthititf#4r 9 192.0.2.1,
BR, BFEET IP
192.0.2.1 MM AR
B 5cFEM FQDN &
IR AR, EUsT
Workday B3 #iE4e,

Connector Appliance 2 EHNBEEFHREMN Citrix . Bz Citrix Cloud 5EMERME 2 BHNBER
B, TETAMERFNMENEMEMEENAINIEE, Connector Appliance FEaEE EEME T T AP RH

MENEIR.

M Connector Appliance BRI EEZIERITE HTTPS 50 (443) 1 TCP thili#ir. FEFEMENERE,

AVERAUT FQDN 89 TCP i%0 443 Hik:

« *.nssvc.net
+ *.netscalermgmt.net

o *.citrixworkspacesapi.net
« *.citrixnetworkapi.net

« *.citrix.com

« *.servicebus.windows.net

« *.adm.cloud.com

£/ Connector Appliance f2E& Secure Private Access

1. ERRUBHPLZERIZEEZ Connector Appliance.

B*i&E Connector Appliance HIE %1

&R T =RsHI Connector Appliance,
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2. Ef2E Secure Private Access LUER KCD EiEEI4s# Web NAER, BMU TS EREE KCD:

a) ¥ Connector Appliance flX\Zl Active Directory 33,

I Active Directory #/5, &R LUI7EERE Secure Private Access Bt Kerberos 4% Zk (KCD),
BEF2BASMERIFMHIGELUER Connector Appliance,

« M Connector Appliance 1=l & fR2 A9 IP #ibZE#E 2 5588/ Connector Appliance
12 Web T,

« 7£ Active Directory 5 & 285, 2 + 71N Active Directory i3,
MREWEERET:2E Active Directory 53543, 158 & Citrix BIET MR,
o 7 HE FRPBAEE, REHFM.
+ Connector Appliance K&, MRRERTN, WKITH “IIA Active Directory” 3HiEiE,
o BN EGIMNKRR Active Directory BFBIA P B3,

+ Connector Appliance =E T EN &, EALIERBERRINNER, HFETREKERETD
15 NFRTENE M. i FiTENKA 7,

i+ B ZFREE Connector Appliance MIABYTE Active Directory 15 a1,
o BE AN

b) RSB MHTERHN Web IRSBEE Kerberos 9% ZER,

Active Directory domains

Add or delete connections to Active Directory forests below

+ Add Active Directory domain

v ConnApp-lZSyLwhéaaa.Local 0]

BEERBEENITENEM. EUMEEMERIULRR, Wl UIERMERZS Ul RIREULSE
o

+ 7£ Active Directory #z#l2s £, &1k Connector Appliance i+&#1.
+ #3) Connector g&ITENKFANEY, AESMIEREDR R,

EEREETENUXERGIEENIIRS. , AEER ERERSHIEIENX.
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= Active Directory Users and Computers
File Action View Help

e 2@ 40| XEEE Bm3auETES

| Location | ManagedBy | Object | Secuity | Dialin | Atribute Edtor |
| General | Operating System | MemberOf | Delegation | Password Replication

Delegation is a y ive operation, which allows services to act on
%5 CONNAPP-L28YLWH Computer | 1| behak of ancther user

O Do ot trust this computer for delegation
Trust this computer for jation to service (Kerberos only)
O Use Kerberos only

(®) Use any authentication protocol
| Computers

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service Nj
<] [ I >
Er— [ ]
OK | [ Cancel |[ Aoy |[ Hep |

T
. BEAPL HEL
- WABHT Web RSB, ABREHEEM, & LER, KCD2KS 2 Web RS,

CONNAPP-L28YLWH Properties [2] x |

[ Location | ManagedBy [ Object | Diak Add Services 2| x
| Delegation

General | Operating System | Member OF

To allow services to be delegatgd fora user or computer, select the appropriate
Delegation is a security-senstive operation, which allows services{  USers or computers, and then click the services.
behalf of another user.

To select one or more user or computer names, click
O Do not trust this computer for delegation Users or Computers. B Users or Computers...

O Trust this computer for delegation to any service (Kerberos only|
@ Trust this computer for delegation to specified services only

O Use Kerberos only

@ Use any authentication protocol

Services to which this account can present delegated credent|

Available services:
Service Type  User or Computer Port Service Name D)

Service Type  User or Computer Port g
Select this object type:
IUsevs. Computers, Built4n security principals, or Other objects | | Object Types... |
From this location:

<] [T [ [sealocal | [ Locations... |

[ Expanded Rel Enter the object names to select (examples):
KCD2K L creck Names |

1 01 1 L= [ ok ][ concel ]

o BEHE,
o EERRSEE hitp.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 110



Citrix Secure Private Access

CONNAPP-L28YLWH Properties [2] x|

| General | Operating System | MemberOf | Delegation ||

To allow services to be delegated for a useforcomp\.ta', select the appropriate
Delegation is a security-sensitive operation, which allows services{ Users or computers, and then click the services.

behalf of another user.
To select one or more user or computer names, click
© Do not trust this computer for delegation Users or Computers. Users or Computers. .
8I$$comer:ordeleg:::ows‘ewioe(l(‘efbemso Available services:
computerfor © only Service Type ~ User or Computer Service Name | A
O Use Kerberos only fax KCD2K3
(® Use any authentication protocol HOST KCD2KE D
Services to which this account can present delegated creder http KCD2K8
Service Type  User or Computer Port 9 ias KCD2K8

KCD2K8

KCD2K8
KCD2K8
KCD2K8

o BEME.
o BE MA7, ARBES WE
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CONNAPP-L28YLWH Properties _

Location | Managed By | Object | Security | Dial-n | Aftribute Editor
General | Operating System | Member Of Delegation Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only

(0 Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service N;
http KCD2K8
£ 1] >
[] Expanded i Add. | | Remove
| ok || camcel || Mepy || Heb

XIEFSER T A Web BRES B AMERITI,
C) RAHTEREEMN Web IRS23EE Kerberos 45 ZER (KCD),

o AT setspn aa ¥ TF4i23 SPN RINFIARS K,
setspn -S HTTP/<web_server_fqdn> <service_account>

:\Windows\system32>setspn —s HITP/kcd-1lh.aaa.local aaa\svc_iis3
hecking domain DC=aaa,.DC=local

egistering ServicePrincipalNames for CN=svcacct iis3.,0U=Users.OU=KCD,DC=aaa.DC=
local

HITP/kcd—1bh.aaa.local
pdated object

:\Windows\system32>_

o FAUTHSHIARSHAH SPN,
setspn -1 <service_account>

\Windows\system32>setspn —1 aaa\svc_iis3
egistered ServicePrincipalNames for CN=svcacct iis3,O0U=Users.,.OU=KCD,DC=aaa,DC=1

ocal:
HTTP/kcd-1b.aaa.local

\Windows\system32>_

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 112



Citrix Secure Private Access

o NEESIEEITEKS IZEK.

- REB NEERMHTESEMN Web IREBEE Kerberos A% Ek S BFRIFIE CA HENHES

fEIZIR Ul

- EEEAPMTENR, EERSHKF (B0 aaa\svc_iis3),.

[ CONNAPP-L28YLWH Properties | 2| X |

ucanm|ManagedB/|0hea|5emiyluam|~mMeEﬂor\
General | Operating System | Member Of | Delegation | Password Repication |

De{egauon is a securty-sensitive operation, which allows services to act on
another user.

© Do not trust this computer for delegation
O Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only

O Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

To allow services to be delegated for a user or computer, select the appropriate
users or computers, and then click the services.

To select one or more user or computer names, click
e Users or Computers..

Available services:

Add Services [2] x]

Service Type ~ User or Computer Port Service Name D)

OK | [ Cancel |[ Aoy |[ Hep |

Service Type  User or Computer Port Service N
< i ‘ S Select this object type:
[User:, Computers, Buitin securty principals, o Other objects ‘ [ Object Types.. |
nded i 1=
[Eos [ Rermove From this location:
[saatocal | [ Locations...

Enter the object names to select (examples):

isveacct iis3 (HTTP/kerblb.aa3 local @AAA.LOCAL) Check Names

- EIRES, %FEEE ServiceType: HTTP B ZitEN: Web iRS88 (fig0, ked-1b

.aaa.local)

CONNAPP-L28YLWH Properties [2] x|

|Locamn|MmagedBY|°b)ed|Seqﬂy|Dld1n|khbueEdnor|
General | Operating System | Member Of | Delegation | Password Replication |

Delegation is a security-sensttive operation, which allows services to act on
behalf of another user.
O Do not trust this computer for delegation
O Trust this computer for delegation to any service (Kerberos only)
@ Trust this computer for delegation to specified services only

O Use Kerberos only

® Use any authentication protocol

Services to which this account can present delegated credentials:
Service Type ~ User or Computer Port Service Ni

<[ m [ >

E— e |

OK | [ Concel [ Ay [[ Hep |

= %a-:lﬁﬁ)rio
- BE ‘NAET, ARRE WE

To allow services to be delegated for a user or computer, select the appropriate
users or computers, and then click the services.

To select one or more user or computer names, click
TR it Users or Computers...

Available services:

Service Type  User or Computer Port Service Name A
HTTP kerblb.aaa local

http tpt4b.aaa Jocal

HTTP Ipt-b-gw :3aa local D

kcd4b aaa. Jocal
ias Kerblb aaa local
iisadmin kerblb aaa Jocal
mesve kerblb.zaa local v
<| [T | >
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location | ManagedBy | Object | Secuity | Dialin | Attribute Edior
General | Operating System | MemberOf | Delegation | Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.
(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only
O Use Kerberos only
(® Use any authentication protocol
Services to which this account can present delegated credentials:
Port Service Ni

HTTP kecd4b.aaalocal

Add... | l Remove

d) NAFERSKFEE Kerberos YREIR (KCD).

3% SPN RIMFAFRERS W, GNREERFM) o
setspn -S HTTP/<web_server_fqdn> <group_manged_service_account

>

o EALTa<HIA SPNo
setspn -1 <group_manged_service_account>

HBTFERITENKAFRNEREZBRTAE Users and Computers #RHERAITERSHK,,
Rt T EEREENS ERTENMSRNET. Jit, SRS E4RIEREL SPN (EAZREE
Azl CA i+ &Mk

« £ Connector & ITENEBEMED, SMIBEMUHREEREDM £, RFE X msDA-

AllowedToDeleteTo EM.
o wEEmsDA-AllowedToDeleteTo attribute, #AEFM SPN,
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General | Operating System | MemberOf | Delegation | Password
Location | ManagedBy | Object | Secuity | Dialin

Attributes:

Attribute Value

msDS-Additional Sam...

msDS-AllowedToAct...

msDS-AllowedToDele... hitp/tptdb-svc-acent aaa local
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CONNAPP-460752H Properties 2] x

GmalepeﬁngSystemlMeuberOleelegdloanasswordHepicamonl

msDS-AllowedToDelegate To

Values:

htt,"kcd-tt gmsa-svc-acent aaa local I

-SVC .aaa

OK || Cancel || Aoy | Hep |

e) M Citrix Gateway %#28:F#% % Citrix Connector i&#&.

o BFEEMXEZBNER SPN IREANRSKF, FILMRAEEMNM kerberos AR, WE
FARS K AIIER SPN. ERILLUE A T < EB RSP D ECRFRE SPN 8971%, HEE
MR CA HENIKFPHNEIRFE

setspn -1 <service_account>
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*\Windows\system32>setspn -1 aaa\svc_1iis3

egistered ServicePrincipalNames for CN=svcacct iis3,0U=Users,OU=KCD,DC=aaa.DC=1

ocal:
HTTP/kcd—1b—app3.aaa.local
HTTP/kcd—1b—app?2 .aaa.local
HTTP/kcd—1b—appl .aaa.local
HTTP/kcd—1hb.aaa.local
HITP/kevblbh.aaa. local
host/kerblb.aaa.local

:\Windows\system32>

£ & = ffl &, SPN (kcd-1b.aaa.local, kcd-1lb-appl.aaa.local, kcd-1b-
app2.aaa.local, kcd-1lb-app3.aaa.local) 2%t KCD BBEH.

o BATER SPN fEAZIKF B AMEEEREETENKS. BXEAER, B’ EN Connector
Appliance it &P BIEZE TR,

CONNAPP-L28YLWH Properties _

_ Location | Managed By | Object | S_ecun't)' | Dial_j'n | Attribute Editor
| General | Operating System | Member Of Delegation Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(® Trust this computer for delegation to specified services only

() Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Servict A
hitp tptdb-m-acent.aaalo...

http KCDTPT203

HTTP kcddb-app2.azalocal

HTTP kcd4b-app3.aaalocal =
HTTP kcd4b-app1.aaalocal

HTTP ked+b .aaa local o
< m >

oo

OK || Cancel Apply Help

FELRGIH, KEFER SPN Finh CA HBEHKFHNEIRFE.
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AR XL SPN BEREMXERFNEAZIRE B FMNEIRSKA . SEHRFRSKA ZIRE, AT
MBS K R -F PR LR B,

f) #2888 Citrix Secure Private Access XX #4i& & Citrix Secure Private Access fR$, EiIREBIES,
Citrix Cloud %1351 Connector Appliance 2% %, HEAEIIEZEIENERME.,

« Citrix Secure Private Access \|7]

« fi2& Citrix Secure Private Access

« EBAF=RSEH Connector Appliance
* Internet EZER,

o T Web R EEF

ISR Kerberos B &

MREEA Kerberos #iTB S5 R, NALUM Connector Appliance ZIETTIEIE Active Directory #1128
ITHEEBRTIEH. Kerberos I83F ThEEEIEAENSISITE Kerberos (R4 ERERE S Kerberos 958 &k (KCD) &2
=

1. #3%) Connector Appliance ZEHmE,

a) MEINEIEIZFM Connector Appliance I=HIas, ¥ IP #thik S 512055 5 a5tk
b) #AN&7EEM Connector Appliance BHi& BRI,

2. MNELAWN “E18” &, %% “Kerberos 183",
3. 7£ Kerberos IiE 3HiEiES, %1% Kerberos JGiFiE=,
4. EEH % Active Directory i,

o MRBWIFXIR Kerberos UARAEEE, WATLIEEEM Active Directory i,
o MREWIF Kerberos WRFIRACE, WHAMEIMNMPIIFHFIRPH#ITIESE,

5. 35 RS FQDN, ZABRSRZBEAN http. MRIEE “computer.example.com” , MEKHEHMAS
http/computer.example.comigiE.

6. EEEAF &,

7. MNREWIE Kerberos (AMHIERERE, B RIZHAFRIBEZB.

8. B “Mid Kerberos”,

R Kerberos BB IEH, M=EFEE Successfully validated Kerberos setup. MR Ker-
beros EBEEFREH, BRBI—FEREHE, HAPRETEXBRIERKHES,

¥ M x%iE# 25T 2] Connector Appliance

January 9, 2024
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Citrix Gateway ZE#%2 257 A, Citrix BINEZEFREHIFEHREA Citrix Gateway ZE#23, FiakZaid Citrix
Gateway &% 15MFAE Secure Private Access RfIZEE Connector Appliance, #FBRHHE XM XIE
%2377 2 Connector Appliance #9573,

B xiE%2:T5 2 Connector Appliance WS4 E

1. BRTMXEERS, FEER—ZRMUERL Connector Appliance.
2. XAMXIEZSRHMRNE Web ARFIEEE. REREER—ZRUE LK Web NARFERE A,
3. MiksErkfE, Bk Citrix Gateway Ei%2s.

%% Connector Appliance

AT BRE Connector Appliance,

1. &= Citrix Cloud.

2. NRBELAXEH, @&F HRUE,

3. BHEFRNM Connector Appliance HZE R ER Connector Appliance 3589105 El#x.
4. EFREDVEBEFHRE THMREK,

5. fEEIMNBIEREF L THFHLE Connector Appliance,

6. X5 Web Ul (EMWNERZFES LIRMN IP i) HREFTERERE,

7. BE R BREFHIREGENS.

8. BiEAmEHENEEI T & Connector Appliance Bt fERR Citrix Cloud AR REH (FE 5).

Connector Appliance E3E#f.

BXEAP R, ESRESHT=RSH Connector Appliance,

w R RE

« $0fA % Connector Appliance?
T# Connector Appliance,

« d0fA%% Connector Appliance?
%4 Connector Appliance,

« S0fAiEA Connector Appliance?

3t Connector Appliance.
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« Connector Appliance FiEZEERZHA4?
Connector Appliance Internet JEZERK,

+ Connector Appliance WRELERZEHA?
EREEERAER,

« Connector Appliance 2fAE##Y?

Connector Appliance &

RN IR R e hIA 70 SRS ERS EIFTBY 17 1R SRESHESR

January 9, 2024

Citrix EXEFmPBRNARFARHITTER. U5, NARFREITARSFRARER > NARFITRERS R
HWAASARATERERBENR. $&, ELFE— LKA EEANNAREFAR. 2RI, BPRXA
FHRRAPRTNBEFHRNRGIVAEHGRFIFRF. BXEFAER, BEACEIHRE,

ttsh, RARFEERN HERRLUHIERFTA. WE, MTBRER (& Access Policies FEizi2 X 5 38H+T
FRNBER) 25, EERIUKHEANR2IEH, FIANEMaRIRE. THRE. FTENRE], @B IER, TARTLUIRE
BFA. fiE. K& NEFLTXKREBENR 2,

AT KR BEFRN R SRR R T S F R R KRR & R N AR F AR PR IEREN, Citrix #1775
EMEN. Fit, B ERRRIRYIRPHINT —LTA, Fin:

. MEIRERIE
o BENKREEFRD NS ERE
o HRBEEMAIZEA <System generated policy - App name>

AR

NRNAEFRAFMAFSAE, WASEIEER,

TRLETXESK,
MEEEERET o
MR A AR R R IR, BAPTAEREIM S, BARERE

BRI ZIRIFIRE N AP,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 120


https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#connector-appliance-communication
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#system-requirements
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#connector-appliance-updates
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-3-create-access-policies

Citrix Secure Private Access

MREBEZEET-

BEIERREFMNNARERF

HTRIZ A 8RB

BB AP RAR AR RS

BUEFERER, RAFMAFEEEIESRS. BRHERR

iR, ZiRVFI&E R Allow with restriction (2

¥, BEFERS). EFZrRENNAREFRIIZT2%

o BIRRBRIIEFEMENNR2RE, THHREHER

Hi%% <System generated policy - App
name>,

MRFELER T HFARN, WREHEIRARE,
HIREFIREIF R REPEFEN N2 R
HATAARARHRNAEFERG, ElhZ N
REFEENENRBAED NZ I REE, RASMNA
BFAREFARNARRAE. AFRRAREHNRE,
TSRS, #HFHFHAIREVEEIEFR .

TEIRTRTHE <System generated policy - App name> BiZHIRHIHEEE Mo

Secure Private Access > Policies > Access

policies

Search for access policy

T Delete
O  rriorITY
0O =z
O 2
0 =23
0O 24
0O o5
0O 28

NAME STATUS MODIFIED

System generated policy -Cnet w ES v . 22/04/2022
System generated policy -Cnn w ES basic & advanced 22/04/2022
System generated policy - Foxnews w ES basic + advanced + redirectSBS 22/04/2022
System generated policy - NFL-ES Basic SBS - Override Preset 2 22/04/2022
System generated policy - Nytimes w redirectSBS 22/04/2022
System generated policy - Usatoday w ES basic-Override Preset 3 22/04/2022

TEEZTRTHENREHFED NS EREEIRA
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- patic
[m]
0o Frlizy ESFM g -Preset 1
O “wlizy NEL -u/g deskiop gRo-us - presets
0 s Pelisy Usatuday -uig- Praset
O 4 Prlizy WP - deskicp gea-us -SBS preset 4
O Folicy Rautars-NFL nop-u(g2 - 555
S Puticy ESPH MFL WP Rieulers Cilrix-gashtop geo-us-presel 1 555
7 Petizy ESPN MFL WP Reutors Citrix - daskbop oo us presct 1 8882
0 s Bollcy ESEM NFL WP Bauters Ciirkx-dasktop gea-us-preset 15853
a Prliy ESPN NFL WP Reulers Cilris-geshiop geo-us -presel 1 5854
10 Prlicy Medium M ES -uig -l -Preset

AAAAAAAARA:

220472022

FR040EE

22/04/2022

2242022

PriO4E0E?

22/04/2022

2210452022

204082

2R04/2022

2210452022

BoERENNARER - RRAFIER

January 9, 2024

ENRLRR,

HITLUT#84E:

1. M https://www.citrix.com/downloads F# Citrix Workspace M FiEF. £ “BRTH" 7IxRH, %EEF
Citrix Workspace 2R,

2. BRHBREW SaasS NARERF. BHEZNAEFURHTE,

WE, EALE Citrix Workspace MB#2ESE, Citrix Workspace Web (17 s fEH SaaS RREF.

RIEBEERARENIRE, EH SaaS NARFARTE Workspace AREFHERNIKESIZITH, RECREEEHD

LN R,

TEES T Citrix Wo

rkspace R FEFHEELTIE.
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Enhanced .
p— . Security OFF Open in standard browser
‘Workspace

I Allow Internet
¢ o -3
- d Deny
_ y - Enhanced [
= 9 g = . < Security ON

Open in @
embedded browser Redirect )
Secure Browser Service

TEER7T Citrix Workspace Web TP BIEE R,

Enhanced
Security OFF

Workatace Open in standard browser 7TS\
o 1
| o | e-www-}—)
) 1
: , Allow Nl
¢ o @ : Open in Secure Browser
Internet
- B =
00 @0
v 9 @9
ang o - 2] B & Enhanced 00 Deny
1 Security ON .

Access revtricted

A RALRFipRRYEEL 1P thik

October 21,2024

R A2 R IIhAE T HEBN B2 R T ARAL R ETE AN NS AERF (HTTP/HTTPS #1 TCP/UDP R A#ER).
HEIhRER] R IMHAH T LB ER MR R AR/ IP futt, Fit, BRRFTAETFWLS/IP it iEEHIAE, HikihR,
HAERETERENRGANBER, HXLERFREIHFRIR,
Application Discovery Ihae A &R RIRHE LU TINEE:

o REITRLAFIHRMAEZINRE/IP #itE R I,

o RIEXHAMFAE XA AERF (HTTP. HTTPS. TCP #1 UDP) Mm%, ZHEAEIHAA%, BlEd

Citrix Enterprise Browser, Secure Access Agent. Direct Access 5t Workspace for Web #4734,
o BTRLAFIFRNERBIREMBHIE/IP ik,
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o BRFEREEMBRARE, XEIHAL G BERFUET Citrix Enterprise Browser #1Tiha 4 R EAC
BEREXRE,

o LUNEMETRHRANE, BERRATUEERAFTS (>) 5 main domain WFFUEEHRAHIEH.

o MRFFHFHmAUH (HTTP/HTTPS) B4R IP #it (TCP/UDP) REMAREFXE, NAYFEERCIEN
[ 2R S X I R N B B M AR F.

TEETT N RAKR N X NAXH NEAFREMY (HTTP/HTTPS. TCP/UDP) LAK33/IP ttititflik
OSgigE. EXETRLBFBENRET CROEAERANARER) H. BRAIUEE—I1EE, ETAE-TMHRA
B TR, EARTBNAEFN, BIRFXEHEENEXE.

Secure Private Access > Applications > App Discovery

@
App Configuration
B Configure and secure enterprise applications from unwanted access.
App Discovery
; .
Security Groups All protacols N ‘ | Last 1Week v | (®) Add filter
L J
@ App discovery shows list of domains visited by end-users. Select one or more domains to add them to a new or existing application.
= Click on dropdown button to see related domains of the main app domain.
=) 3 Selected View selected only Add to an existing application
Domain/IP Port Protocol Total Visits Unique Users Most Recent Visit Assigned To App(S)
pe-dev-edmysalesforce.com] M2m %omein 443 HTTPS n 2 2024-07-26 21:18:51 2
a.sfdestatic.com 443 HTTPS n 2 2024-07-30 11:37:16 0
c.salesforce.com E:""“FE“ 443 HTTPS n 2 2024-07-30 11:37:16 0
mai
geolocation.onetrust.cgm 443 HTTPS mn 2 2024-07-3011:37:18 0
login.salesforce.com 443 HTTPS mn 2 2024-07-3011:37:18 0
www.google-analytics.tom 443 HTTPS mn 2 2024-07-3011:37:16 0
www.googletagmanagger.com 443 HTTPS mn 2 2024-07-3011:37:16 0
44 HTTR. " 2 2024 07 30 11:37:16 o

=

AR

o BRI X 4@ Citrix Enterprise Browser i@ 89 HTTP/HTTPS R A2 F 5 A Bl 18 T
TCP/UDP HARIFIN—1EH,
o A PAGERTM Citrix Enterprise Browser (v119 RXEShHRZS) N BEF,

MR AERERIN AIEF &K T

MR EIETEIL BF M Secure Private Access F IR H A EEEERBENNBRER, MNA LA Application
Discovery Thag, LLINRERIRMHATIHRLAF ARMFAEE/IP #tit, UWEZTUKERBEAINAERF. T8
Secure Private Access IFi58Y, R TS BB Application Discovery Thig:

« BLMAL Web N2, i&7E Secure Private Access FELBNBIERF, HiEEEFELNNNEEFEN
19/ FI A E A AT AR X 18

a0, INREBRIM citrix.com WFABRNARER, BB — N AEEXBRMENEARER, fFhx.citrix
.com. BEAFSERNARFEE, HBEENE URL HmaE Web RA#ERF URL 345,
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App type * Appicon

‘ HTTP/HTTPS NS ‘ /™, Change icon Use default icon
’ ! “— (128 KB max, PNG)

App name *

[ ' (7] Do not display application icon in Workspace app
Discover_appl

l:l Add application to favorites in Workspace app
App description
, Allow user to remove from favorites

Do not allow user to remove from favorites

App category @

Ex.: Category\SubCategory\SubCategory

[C) Direct Access

Enable direct browser-based access to internal web applications.

URL *

‘ https://test.citrix.com ‘

Related Domains * (@)

*docs.citrix.com ‘

Web MA#EF URL: https://test.citrix.com/ MBx&e: x.citrix.com

o XFRE TCP/UDP 72, 3&7E Secure Private Access RECENERR, HisEFM UK TCP/UDP
WHIHOEE GaN x UEEENER) . XEFMAILUM Citrix Secure Access {24 IFrAE TCP #1 UDP
N AER. Fi, MEEBELMFM 10.0.0.0/8 PMFFENBIER, BERAUTEAEERENRER: =
10.0.0.0/8:
wa: ()

hil: TCP
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App type * Appicon

TCP/UDP NS E Change icon Use default icon
(128 KB max, PNG)
*
App name

Citrix Secure Access Client for Windows

Discover_app2

Citrix Secure Access Client for macOS

App description

Destinations

Destination * (& Port* (@ Protocol *

10.0.0.0/8

B [ v

4

o QIENAERFG, BELMEXAFARNEEEEEEN IP FRNNARFINAF. SIZBNRBHIRER
WHIREIEN L ARFPEERN FQDN/IP it AR, XEAFRUR—AMNENRAR, BEURER
MHERTIHPIRNERAEHAEF,

o SIEN AR AMMERNAIAIREEE, BREUEEM Citrix Workspace B B2 b B2FHiFRARRER
H, RLMFIHIRKETE FQDN/IP i#tiht& 18 2/~7E Application Discovery BiEH,

AR

o ENK/NBRERHIRGNT ASHEARFGE, HITBRNERBRSNEIRNEARR, UEDUXHAED
WBECFTEAN IP FRIRMERE ZIHEMRIR, HEBTXAFEIHNBERHRAIUNEENARERF URL
0 1P ik,

o ANEIZ R BIERXZ—MIHRNNAREFEE, ATRALI. BiIEMiRS, a2 eI5EERsI. M
PRBELRTIAN/ZE IP 7MW, LUEERIUTE/LAH— B RS EA N AR IR KR 21FER FQDN
M IP/mOHESE,

« Eijin) TCP/UDP B#%ER, AP &R Citrix Secure Access {12, 1RIBN FAEFIEMFREIE
ERBEEMIAR G AN AERIE, FENAAM .

o BMETEEMIRR T KN BRFGE, WIIREMASBSL LI AERE/IP #ihk, FrLL, fRA]AREREE) &
A& NENEEEEHFRNNAS, UWREDRIN T EAXUMEE NN ARERFHE/|P ik,

BXAME. FQDN ¢ IP tisitpyiFA{ER, BESRUTER,

o P Web NABER
« %#¥ Software as a Service REF
o« IRHFEFIR-IREBNBAER
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M App discovery TUE N BIEF

EM MARH TEL, ERITUTSE:

. SME NA > AKX,
2. MBIRAPEE—ME, MRFEFHRNE, BRLERAS (>) 5 maindomain 455, AREEFRABIE,

AR

o BARRERETARMNEREZNBEF, YEEZRTAENNAEN, BER—FEIRES.

s MRBESNAREFXEK, WEEBREFZEKEIBZVAREF. SRENNNEEESTARE, HERK
BREEEERELN, RETITRRT.

o FEEAREDEEFREFH FTHRANHHBERNDIZARZFF. Application Discovery IhEeX s i
DATERNERTHRAERMEINARERF. MRERT REREEEABRAEHEERNEIR—NA

EF, W2ETHERER.

1l AL ENARER. BEXUENAREFNEAEE, SR Z&F6 Il Web WAERF, Z§#F Software as
a Service N REFMEF H-RSBV/NBREFEZR] (/zh-cn/citrix-secure-private-access/service/spa-
support-for-client-server-apps).

ERIMAENARER

ERAANFNELARER, BMFIRPIERE, NMRFEEFHRNE, FREERAS (>) 5 main domain 535, 2
[EEFRERABIE,

1. ERBFRINEI N AEF R ER AT,

2. R AMFMENBERF.

3. £ NA, BREEXLEERNFINEBRER,

4. R RENAFEES.

5. X XY FRESMHOITHEREZAERNPIE IR,
6. BETTH.
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Edit app X

AR

« #&HEEE TCP/UDP B4x IP it mzIIME TCP/UDP A 2. Applications FERFIH AL EE

# TCP/UDP 2R
o ERILLEFIAM HTTP/HTTPS 5 TCP/UDP R AR RAFMNCH HTTP/HTTPS pts (i, %
BIEEERATED) o

s BARREEERESNAERF KB,

EEPTAIEERERAIUER

PR, ERINRE REEMENS SRIE, RAEASCIEZRNEMUARERF. s, R App discovery (R
FA&¥) TUE.L# FQDN/IP #iit5IREM S 0E, ERIUER REEMENS SXEUTEEAEA TR ER
N FRFEFEIFRE EEAMMAUS, ERIERER, FERFMERNENFAE X5,
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Secure Private Access > Applications » App Discovery

[52)

App Configuration
= Configure and secure enterprise applications from unwanted access.

App Discovery
< .

SemrrETE Allprotocols v | Last ook v | @ ddtier
b App discovery shows list of demains visited by end-users. Select one or more domains to add them to a new or existing application.

Click on dropdown button to see related domains of the main app domain.
a
4 Selected View selected only Add to an existing application

te
E Domain/IP Port Protocol Total Visits Unigue Users Most Recent Visit Assigned To App(S)

pg-dev-ed.my.salesforce.com 443 HTTPS 7 2 2024-07-26 21:18:51 2

a.sfdestatic.com

c.salesforce.com | 4 Selected View selected only Add to an existing application

geolocation.onetrust.com
\ogin.salesforce.com . Domain/IP Port Protocol Total Visits Unique Users
T e > % pg-dev-edmy.salesforce.com 443 HTTPS 7 2
www.googletagmanager.com > ‘mwmt com 443 HTTPS 7 1
ww ce.com
Www.gamespot.com - 443 HTTPS 7 1 2024-07-30 12:00:01 1
51ble6dd6c797a133ee7aB7ec... 443 HTTPS 7 1 2024-07-30 14:00:59 ]
a.ad.gt 443 HTTPS 7 1 2024-07-30 14:00:59 )
a.tribalfusion.com 443 HTTPS 7 1 2024-07-30 14:00:59 ]
aax-eu.amazon-adsystem.com 443 HTTPS 7 1 2024-07-3014:00:59 0
aax.amazon-adsystem.com 443 HTTPS 7 1 2024-07-30 14:00:59 0
acdn.adnxs.com 443 HTTPS 7 1 2024-07-3014:00:59 ]

BRI

o RE QIEBNBER M AWM E MBI Secure Private Access 4tk (&R ipREHE SEHNNABRER
BR) hEREHRNBER, BNEN MBI ETE (KA >NALM). X2RA, EMEHERFMNSR
BN AREFHECHIRERN, TESEHMNE, i, FAEIREFSEE,

o B, EARSIRITRES () R, BRASAZNE FQDN JREEAE, EUTER TEIgE LR

=i

- BTAFNELHERE, MNHEMITAT HEE.
- PELEINFEMTIAEEIR,
- Citrix Enterprise Browser ZFSRARIFRIR, SHILEMRREERARFH,

Web #1 SaaS W AEEFEENRETLK

June 19, 2024

BABMAR LN BEFHNEERARNREURTFTE Secure Private Access BRZS FECE IR FAIZF 114 7] 5B,

7z Secure Private Access FifiR B X Ak &K GBHIN BIEF

« AIEEA%H Web R ARZFFIMEXE:
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- YURZAFIHRISELEHN Web AEFXEH FQDN B, REENAFPHRECE TiHRHKE “AF
& “BIREIHAF BRIER, A RIFHE.

=

BENUAZIULZ I ARFHZER—MRBRER URL S8 XE U LIEHITE. MRS MNARERF
HEF—MARERF URL S8R, NIGRIERFTE FOQDN MLEACH SRES (L Fe kiR 7 R R,
BXREFEMER, BSHIRRB AN ER.

- MRERBEEMANRRES EATHNAEFELE, NENAEFSEMARREYRXREK, NEAER
T, XNZNBREFRISERBRES. BXHNREBFARER, HSHIHR%HER,

o iplEkR& NS Web R FBZFEFSME Internet URL:

AT BAZ{EME, Secure Private Access $E48iR1 5 AEF T X Bk AN BIEFE B 1R SRS Web
MABRFHNEM URL, EAFSERF I, BHEFERN Intranet Web BRRFEE T iH0 %K.

S+ FR1E Secure Private Access FERENNARFNMEM URL, REREEAE Internet,

- EXMERT, WK Web RZB1ERF URL IZBNIAREEIZRH, RitiBnNsEEs (RIERFBEE
MEXRIA) o

- WFFREHEH Internet URL, ARNREF ARG ENTAERF REH) BENMN, ZKINER
T, 7£ Secure Private Access A iFLtifiE. BXREMER, ESRAREH AR MISEE N,

IR RS ILACAI Aok HEF

Secure Private Access 7EILEC Y FRFEFRE LSRR I5 R AN BR AT H1T LA T 24

1. BEFEHRERSNARRF URL 9i5E SR E 31T LA LIRSS HRILAL,

2. IRHIERE T =LA FQDN B89 Secure Private Access F#ER, M Secure Private Access #iF{h
RZN R REENATE R

o RERIRMUEIMFERHITIIG, BRIAFR L TXEA AL, #1F (RIF/1E%) RIREMTINF LANE—1 K
B& N AR BT,
o MRZHERRIBIE, WEKINBERTIHESKIEL,

3. WMRHAEIEHEY FQDN LEL, M Secure Private Access SIRIBRAKILELI (FIaN@ECFTICED) HH#IT
LES, LIEHRNAEFFMENBIRE,

1 ERUTYAREFNRKEE:
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NARERF MAREF URL LEP S e
Intranet https://app.intranet. *.cdn.com

local
Wiki https://wiki.intranet “*.intranet.local

. local
RIERIR L5k BPFXEEN BiER
PolicyA = Eng-User5 (REXR)
PolicyB &% HR-User4 (Wiki)

MR HR-User4 ifim app.intranet. local, M&REUTER:

a) Secure Private Access SEFTERBTERSEEHANEERELENAE, EXHBERLTH
app.intranet.local.

b) Secure Private Access £&# PolicyA HRER G R T ITE,

C) HFEMAE, Secure Private Access TELHELE, FRUFREERFTEENE, RE PolicyBZ&
sy LAOCER (B2 7E Wiki RZREFRIMEXIE x . intranet. localfapp.intranet.local
TSR ITED) HLAH T IARNER,

d) Eit HR-User4 #iEBinn4EN BEF.

T 2: ERUTNAEFNRIEE, EPESINAREFPEAR—E:

R RzFA#2R URL EPSE

Appl Xyz.com app.intranet.local
App2 app.intranet.local -

ERBER R Rk FA P FIREX N AR

PolicyA = Eng-User5 (Appl)

PolicyB 1% HR-User7 (App2)

YAF Eng-User5 ifiaft app.intranet. local, Appl 1 App2 #f¥&iRIEF#A FQDN TED#
f7Ee, Eitk Eng-User5 APRILGET Po LicyA #iTikiE,

B2, MR Appl A% *.intranet. local fEREXRIE, MiAE Eng-User5 HEdw, AH
app.intranet. local k252 PolicyB, MAF Eng-User5 i&EiHiaMNAR,
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NAEFEERERE
IDP 547506 B SN AEF

BIBNAERENAEKFE AEFERETS |DP SERINAERE, TR:SREA T !

 AFRE IDP EeI2 BRI AR

« SIZRBELUAVFFIARER IDP SHIIERERAFIHER, HRZREBREARSMER.

o BUtAEF (BdEE “FRAFERNAREFEN &) MUAREFEERRRE, IHEEMFASEIRX
PiE, BXER, RERALENAREFIFAES.

Where is the application located? *
@ Outside my corporate network

nside my corporate network

App type * App icon

HTTP/HTTPS H Change icon Use default icon
(128 KB max, PNG)
App name *

l l [T Do not display application icon in Workspace app

[C) Add application to favorites in Workspace app
App description
Allow user to remove from favorites

Do not allow user to remove from favorites

App category (@

l Ex.: Category\SubCategory\SubCategory l

F=3

AR
N REFEENAFIAE IDP BHI0IEnmE. BN AREFRINH— HRNRNABRATE NN BEFE
BENEE BRI,

~IERE:

1. ¥FrEEX FQDN REXIBCHNAERFF, HFEEANBERTRENIEE—E.

BN, MREH—LAER Azure AD 154 |dP N AR, HEZFERE login.microsoftonline.
com FEMAEXE (x .msauth.net), BABERITUTERME:

« A https://login.microsoftonline.com £ A & A #2 F URL, *.login.
microsoftonline.com#f x.msauth.net fERiExXE, SIS MERNAER.

2. BEENAEFNER “ToRFETNARFER &5, AXFAEE, BERLEVAEFFHAER.
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3. MEBERNAREFLIRILRRE, HAWRERFIR. BXFAER, BERICERERK,
4. NiHRREOERSMSER. BRFAES, BRI,
5. WIEIZETEE, UH#IA FQDN S5z ATER I AR SRR R TR THIRIT.

HRNEXEFEE S M N AEFN—ED
MXERB VAN AREFREN. KEARAESSBNAEF AT, MRERHERN FQDN si@kicss FQDN &Y
EMEAEET ST ARER, WelgEiBEI L TiR:

o MILFIEINFET AT EERTE BN E.
« H&i5R URL BY, AIRERLNEL “FRLEIAIR)” D,
o BERTUAARETAMH.

Eitt, FATVENERNNAREFPEEMR—IEXE,
HRVEETRG:
o Bl ESITRBEFPESIEXE

RigEHE 2 M AEFEBEEIAIE Okta (example.okta.com):

MR AR URL 5 LEPSE
Appl https://code.example. example.okta.com
net
App2 https://info.example.  example.okta.com
net
SRERB R RLITk B PRMXEXRN B2
B4 Appl #4 HR = Appl®WAFAHR
®FAAE AR Appl RURLER i A¥FBEAR4 Everyone to Appl
BFERE AR App2 KR (i3 AFHEARE “PREAN 3T App2
B9 IRIAN PR

EEER#: REBNEAMERFETX App2 WiARINRIR, BAFHE HR TR App2. HR AFARERE
Mm% Okta, BERFE—MELIAR Appl (185 App2 EBEHEERMEXEE example.okta.com) HZEEE
g FE,

EMIERI FiEI Okta 2 XM SHREBFRIRIFEEN, BHAIRRRKEETEFHEEXANEtERERIN
BEFF. BXRIELEMNITRFAES, BHSRRRELECH TR 7.
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ERECEREN:

1. MFrENABEFS#E: example.okta.com fEAEXIEE,

2. {7 Okta gl A (B URLB https://example.okta.com, %A *.okta.
com),

FETEX Rt AR,

4. NEBEDEREMER, DUBRERABSR,

w

ERfESTEL:

R FAEFREXMERES M AEFEXMEES.

- MREEXMIER, BAIBE—MAGHNREF UBEHZMEXE, AERAENMIEE TN
- BEEANTIHMELHEZEXHETEER Workspace 2R AN BERF,

- MREARFAREHIE Workspace 1, NELGNAREFN, %8 “FRAAFERNARFER &
WL E 2RI 7E Workspace /.

REHERE URL

SFRERRE URL, SIUEREBMENERZR URL EZRINAHEXE:
il

NEERNBIEFEE Y https://example.okta.com/deep-1link-app-1 URL #fEhEMAIER URL
9, #xiE%E Intranet ZAERF URLE, Bl x.issues.example.net,

EXMERT, B URLhttps://example.okta.com 2381 AP AR, ABEBHAXIERIZER
*.example.okta.com,

KIFEAR IEHRAPAMEAFELEY®

October 21,2024

BEERALINARILFREESNRKXARRIE, FEBRPANIIAFBELETIR, EBPHRNIILEFEETIRIEK IR
H7EEIM Secure Private Access MAREFRIE, HEILERNNAERAR,

@it Citrix Enterprise Browser. EiZifial. CWA for HTML5 #1 Secure Access RIEB#{THFE EHINBIEFS
IEREB L IEFMELE, #iT Secure Access RIBEEMATE IR (Bl fH=. RDP. SSH £iF) Wi 1-F0rE
1k #PELIEAYF P 7E MERE LR P BIR R RS 2 BT TT A B A R ATEF

=

=W

o BMAFPHRMAIBAFELEYRASERSFIEEER Secure Private Access 1hiRI5RE&, TICECE T AIFIA
B, #aKERRLZIEMEL, MFIRFRIREFE, $MEZBAFPIE Secure Private Access
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IR,
o {NPHLEXTE L 7RRI Secure Private Access R R B9 I8). /T E3ELE & Citrix Enterprise Browser
#17 Internet iAi8), BMETERIBER Web iTiRERE.

FAfY

TR R P e A It Thag.

o RTRHALFMABLRERE, EXMERLT, BEEREILILEEM Secure Private Access 2iEFRLEE
AR RBI R AT 1H R RS FRE Secure Private Access W FBTER 1R R,
o REREBERIWE, EXMERT, HIEEHEELL, HEFREYTRIENEREKLE, EEREENGE, JLUEHR

F MAE P ELEFIR AR
« AP BANBRERAINR. EXMERT, JUIIEMEHEAFIERNRIR. EFAFRINEIZIRZE, FAELE
Wi,

AP AMEIAAELES®

1. 5% Secure Private Access > ifia %M., ARG8T AP ER B IT%,

2. 7£ i@, ERGEZAEIRIENRAYE,.

3. E AR, BEATRMIBFEIEFTIRTHNAFRZ, BETSERLZHLENFRERFZ. NRMERRSHH
BRTIZARP, WZAREARETRE AP 7%,

4. 7£ FELEFFSRAYE) (R) &, MAGTEIELAFRE. BAFARMEFELLETIRE, BAERT, tiPSHRAEL
TX. B, EAILUSHEREIENN 1 3 99 XZBINAERE. HENEERE, KiREAF BRMRKEE
WERPIHENR, o, WENERRRMARKALR, UEGRRM. Fli, MREERGHFMELR
SEENREN 30 X, MILIRERFRBL AP UERRFM.

5 m&EFEIEAR.
ARFEANZEIRAFRER SR, BAPRNIAFRELTIRE, BRITUTERE:

« FRESERIM Secure Private Access RiEARIGIIENLZLE,

« JEPEIE¥ERIARFRE Secure Private Access ZHRHIN BER.

o BMEAPRINZIAFELESIRE, thavri@is Citrix Enterprise Browser #17T Internet iial, 1XFE
IEX B %% Secure Private Access R A2 F/YIARl.

77777
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EEEFALERLIFENEERZFEIHITU TR Z —RREHINR,

o ERGIRE HIHRRAEIR, ARRE MEERR.
o BEHESEMEHRARNRIAP NS BT,

EXHERT, BER—PMRIAFHEE,
FESI
o EXLIREAFERFMIRENRIE, BEMENERRS (@0 Active Directory) HfiprizRF, RAEBER

MEIAAMELETIRF, XBLKRIEAAMES Secure Private Access £3%, FELIEE MM BIEEIFE, H
B—BRPEHE Workspace, BPETEEBXAER, ANEREELTIEESRS.

BP=1EE

January 9, 2024

NREIEE B EIERPE B MLEERD, AL Web RIAZFEH Citrix Secure Access EF RS RELAFRIERER
BBl

33F Citrix Secure Access i, XA LU Citrix Secure Access B IGECE NEZIsENBIERRE BB E
M LERIE, I, EEENNEREERG, TR ML ENNME, EEBLTE Citrix Secure Access B i
T ECER AN IEE.

Web 57127 AR S5 28H9ERY

. SME RE” > B,

2. £ Web W BEFRSBETRNSIEBN T, %% Web NAREFSIEAT UL FERRSHEENE (LUNRFIS
RN, MRSIFRIFZHIRE, M Secure Private Access IREZIG1ELLETEIZIFAGR EEIE,

BAERHRESE A 1\, SRKEEREIRI LY 168 /et ERIMEA 2 /BT,

Web App Timeouts

Web App Server ldle Session Timeout

SPA disconnects all web app connections if no network activity is detected for the specified interval.

Hours Minutes

1 20 @ | ¢ Edit
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Citrix Secure Access X i aViBET

&AL Citrix Secure Access B P isEE L BT :

o BPIRATFIFEDRE
o SRHIERY

1. SM=E “RE” > B,

Secure Access Agent Timeouts
Client Inactivity Timeout Enabled
Citrix Secure Access agent terminates an idle session if there is no user activity, such as from the mouse, keyboard, or touch for the specified interval.
Hours Minutes
50 o ® | & Edt
Forced Timeout Disabled CB
SPA disconnects the session after the timeout interval elapses regardless of what the user is doing.

2. 7z Secure Access Agent BB, EIEERFIMITROERREETE (BUNRF DS EA)

o BFIRAENER: WREREMNIEERMEERAFERS (RIrSER), Citrix Secure Access EF i
KIERTFENFFEATE, HNERT, R FERRS. SIERTIRT X B RIZE 7 88385 HRITh
BRRBRTETE, B2, WREEREFHRESZAMIRAX, B HERENEN,

RAGFIEIEN 5 D, BRKIFEETEN 168 /i, ERINMEN 8 /BT,

o SBEIEBE: TiCAP MR ETIINME, Citrix Secure Access B R IESIEMIFERTE, BRIMERT,
IR F AR HIER VIR X B RIZEN 7 R TR E B E, B2, NREERE
ESZRIIMAX, BEFIREABNEN,

RIFER LA 15 NS HA—FBRES.

RAGFIETIE 1Y, BRKIFERATREIAI LA 168 /N\Ed, ERIAEN 168 /BT,

MREBRAEFZMKE, WE—EIRBBIEMREXHRP &,

EIEGXT Saas 1 Web [ B2 RikiA IR

January 9, 2024

ALOBEHZNEERAR, DAEEERRERRLINIAENRE, @A Secure Private Access RENREEIE
SAFIRA AT LR E BT S, X EERNFIRIAENR, AR FNSERNBEFNEERIRHRIEHRNE,
UEENAEFIFAEE. BEARIEIAENEM Secure Private Access REBEER T EHITUTES.
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« Fmid Web ¢ SaaS MR,
o ERMAIFBZRBROUBRMNFE Connector Appliance,

A EE IR M R IR RIRIR

B Citrix Cloud l5, MEBEHEZESHAIHREE,
£ ‘BHOMBNER nEL, 8F “EE R, EHEARETKPPURNAEEER,

AIMEERIRL AR EER
1. ERMEBERSD, EREMNPEREERNSHIRME. B8, Citrix Cloud AIRERRTELERSHIRMHER
(40 Azure Active Directory),
2. ME%EEFE T Citrix Identity (Citrix 512), BE@NBF B FHREHL, AERE Invite (8iF).
3. WMREFT Azure Active Directory, IERANERIMMNBFNETR, ABRRE “Invite” (BiE).

4. %% Custom access (BENIHIRIMNIR) . AR R TER:

o ERT2IHEINREER RAWER) —RETIHENR,
o QIREER (KRATRER) —RHIRIRIBENR,

5. % RFEER (RATKER)
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Administrator
details

O

Set access

®

Review and
confirm

O

Add an administrator or group

Set the access level and permissions for the administrator. Learn more

Full access

Administrators with full access to Citrix Cloud can manage all services

and edit other administrators' access.

Custom access

Administrators with custom access can manage Citrix Cloud services
based on their configured roles but cannot edit other administrators’

access.

o Switching to custom access has limitations and is not the same
as configuring access for all permissions to administrators.

Select all | Deselect All

Search for permissions Q |
D Analytics No roles selected >
D General Mo roles selected >
[:] NetScaler Console No roles selected >
= Secure Private Access 10of 2 roles selected A4

D Full Access Administrator

Read Only Administrator

6. BERERIA,

BE:

« @ Citrix Gateway RS EERIRM R IRERE R HRANRE, ELTMERERTRPAXLEEERBHA
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E. REXEF, TenEERBRNAREFNEEED,
s WTFEBRRERRHENENAFR, 70 Web [SaaS ARFIZHEERR,

AEEREARFHRINRNEEVAFAEE
1. R Citrix Cloud f[5, M¥EgikiF HRE,

2. EREEEFAEENNARER, ARRE E21KS,
XER “BF" &, FiEEMEREERM.

) testsaq: Manage subscribers

_ Edit
10000ft's high-leve
software helps tear| View

insight they need t

Delete

1 Subscribers

3. BF “BF
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« View App:
Click Finish once you're finished editing your app.
/N App details

Tell us a little more about this application. Application configuration instructions
‘ AAAAA For guidance on app server specific configuration, click here

v Enhanced security

v/ Web app connectivity

EH ERER

October 21,2024

Secure Private Access IREZ#=4IERE R SaaS. Web. TCP #1 UDP W BEFHZkAERENE, ZNRIREE
BROUUE—MIESETHRENARER. AP, EERETRAMNGRERBER, UHER, EHIEEM Citrix
Analytics FREXEY, TILURTILET A B E X 4TS SIS IR, WTRLESE, ETLRNEEEZFARE

Bo
XEAEIRAR D NPT,
o BERIERMBFEHER
- PWIAE: 55HRIE. EAREFE. MARFKNEMEERSRERXNES.
. AR

- SECHAP: EFMERIE)EFERIA RN BIEF (SaaS. Web #1 TCP) MMi—EF 5%k,
- _Hf&: FmskadialaEfRmREE Secure Private Access BRSE HEHISEIE 25,
- THE: FmErEafER@EE Secure Private Access IRS THREIEZE,

AR

Applications: HFIFRBEMMN AR R (SEEERRLX).

MARRFRHIHE . SMAFEMMENEERABHNEERER (NARFRIE) B8
FRBERIE: JoPmikedialia)fRic B YIRS 5.

RMMNAER: BiARMERSEANARER XK —2MINEHK

o IAIR)EREY
- IHIREKEE . HATECEIRRIBESH (SHEERLX) .
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PEAE

£/ PHAE BREESSHNNIE. NBEFEM. NAEFKEEXNAE, URSRERSHEXNAE. Eabie
T EEES HEUEEASHEARER, FRAEEURERIAET. BrUEEMRNExHEEXNELNBEE. &8
LB 8 + SAERANY, RARRATEREEEHERPEINGEE. ETURKAFRBESHA CSV B,

o IEEILAGER AN I IEER T, RIBS MM (MR AEFREE. K3\, 1) KMIER, flal, FRRFERF, &7
WEER 2 51D, = (T EANE) , RERAT7456c0fb-a60d-4bb9-a2a2-edab8340bb15%
EFIF, ER51X5 ID BXNFAEES. AXA5 filter EM—EFEANEREERNEAEE, BSHR
BRIZEA.

Diagnostic Logs ° Device Posture Logs @

Last 1 Week A\ @ Add filter  Transaction-ID = 3f37fcfa-f880-1655-9678-6045bdc2f9dc @

[ Transaction-ID v | [ =(equalstosomev.. /| [ 3f37fcfa-880-1655-967 | Ti] -
Results are limited to Export to CSV format
Apply @ Clear filters
Time s Info code | User name Status | +
> 2024-05-282%.  AppAccess 3f37fcfa-f880-1655-9678-6045bdc2f...  Secure Access..  Ox100502 ad:g8adthnldln.. @ Failure
Page 1 of 1 20 rows v/

o IGERSHEE: EULRESRKLER (Compliant. Non-compliant 7 login Denied). & Xig&IREM
ﬁéﬂi%:@u .lﬁglﬂ 12 B '{klu\

=3

AR

» Secure Private Access Z B ERHIERTNE N RMEGHHLE — PN XBENEERE, EXFHAEE,
2R EEK5E.
o E% |D KiARIERMFRE Secure Private Access BEXE REFR, BXFMER, E5H 3254 ID.

@ Dashboard

=] Applications

Policies Last 1 Month A4

Identity & Authentication Logging and Troubleshooting Users Applications Access Policies

Logging and Troubleshooting

Diagnostic Logs ::

Device Posture © Login/Logoff App Enumeration App Access ©
0 :12:0 O
@® Compliant 0 @ Success 60 @ Success 0 @ Success 2
Non-Compliant 0 @ Failure 60 @ Failure 4 @ Failure 44718
@ Login Denied 0

o BEUBRTERAER >) UEEREHNTEFAES.
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« X PHEE MEERAENENE URL BIBRNE. EEGETLEERERAER (>) ME URLIREL. EER
A LMERBRAU R HKBRE N BIEF HRSNAEF 2UAXNEE. fli, MRNAREFEEPRDE,
NBLAFRTAFRSENAEF. EXMERT, SERTUEERAREIIR, Q508 00E, ABERIR
DR ERNAEFEE,

SecurePrvat Access > Dashboard > Disgmosic Logs
“ Diagnostic Logs
Diognostic Logs ) Device Posture Logs (0
Last 1 Week v @ Addfitter
Results are limited to the first Narrow your for more relevant resuls. Export to CSV format
Time Category App nam App App FQDN Transaction|D Modeof access nfocode Username Status 14
202410.312016:28 NA NA saas NA 21196421 F448-46DB-AGCB ABD...  NIA NA asalocaliak2 ® Success
202410.312016:28 NA NA saas NA 21196A21.F448-46DB. A NiA NA asalocaliak2 ® Success
20241031 2015:31 App Access NA uop 173162551 387FSE03.0316.4197 B6FF-FBR..  NIA 0110000409 asalocaliak2 ® Falure
202410-312015:28 Login/Logoff NA saas NA A20B8ADO-2E22 AIOEAGAFBD.  NIA NA asalocaliake ® suc
202410-312014:29 Login/Logoff NA NA NA 2956311d.0afb-4509-bGed-40bb...  N/A NA asalocaliak2 .
202410.300937:25  Login/Logoff NA saas NA 15c5b70e-bO121721.9678-0022. NiA 04180043 ad:gBadthnldinb/565.. @ Failure
202410.300937:13  Login/Logoff NA NA NA NiA NA NA ® Success
202410-3007:18:19 Login/Logoff NA saas NA NiA 04180043 adgBadthnldinb/565.. @ Failure
202410-30 07:18:11 Login/Logoff NA NA NA eafb92ea 54b8-4521-47 NA NA NA ® Success
20241029133238  Login/Logoff NA saas NA 20821285.9669.1720-9678.000d...  N/A 04180003 ad:gBadthnldinb/565.. @ Fail
20241029 133144 Login/Logoff NA NA NA 199¢138 adir 4b11-a827-d4224..  NIA NA NA ® Success
Pege 1 of1 20r0ws
= .
P =
VAERT, ZERS MEERSENSE, RETR&KIAN 10000 FicR. EHEEXBRERMGES
o FINE , ZHEE MEEREENE s ANMRZNERUTHY RICKo E RIS RMImESR

frE—

FRMIERER

fER BRSNS BEREEERFORTULBZEERSNERUE, Bh EEES HEUEEFARGEE. 1 EESER
@ oum L, ERLEATIEEE MRk 3 T DARIEERSFAPIRSTHEEZES.

“ Connector insights

Filter Clear all
v Status
Connectors
Active
Down
NAME RESOURCE LOCATION sTaTUs
tpt10-222:102-236.canet Tirupati_GAO1 @ Active
varunt-10-222-102-198.com VarunT-ssprod @ Active
pasdav-ssprod-ca.pasdev.net PasDev AAD @ Down
tpt-ssprod-10-222-102-200.canet Demo_CA @ Active
ssprod-10-222-102-171.azalocal RAA @ Active
ca10-222-102-251.ca.net Tirupati_CAO2 @ Active

Page 1 ofl

10 rows
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REMREHR ERNINBER

£ BEMASHRRANLARERF BR, RENAREFBHIRE. LEINAREFRSSNBIESEUNMRNA
EFRSETHNHRIESEXREEHRENNNARERYIR. ERILUNATIER Saas AR, Web AR
TCP/UDP R fiERr BiEFCESA NS ER AR, Er] RIS TILAT L4 B E XA E &R R,

g&pplications O] Application launch count ()
326 482
T 225

Top applications by launch count (©)

I.ms saas filemail

79

20.1 Direct access app

@
@

DA ssprod

3
R

Direct Access CQEB

@
~

Jira-Citrite

[
[~}

AR_WA_31May

o
@

ms 20.1 ked a|

©

ms tcp 23may app

®

See more

RN RBERF BT AR R R AR

£ B AREF BRI HHREANAR BREES TAFARE. §I%, AFPBEE TCP App B9R#. E£f%2| App
AR EREIE S BUUINM App RS2 THRIEIES B, ErRILURIETRIR Y84 e B E XY B4R iR,

- Users

Active users () Uploads (1) Downloads ()
N 8.20ms 6.34 us
T2 - 63MB |- 7.65MB

Top users by application launch count ()

ms@asa.local

187
ar@aza.local

"
| ‘
3
@
@

sf@aaa.local

@
g

akl

™

fhiaaa.local

@

dkr@aaa.local

3

ak2@aaa.local

@

See more
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YRS HER SERTRY T 1P SRR

£ SLhE AR RV IRERES B RERW N BREFLERIARRIEIIR, 86 EEES HEUEESNARER XK
HYBRBE T R IA R RSB SSHER e R FTLAER 183 T, LURIESRIBZMRIRLRE, EEr UERERIEEHERS
EREE, MHE—FMUEBR. BXFAER, FSH L5,

REANNNBER

£ “BRENNEHSEMNNNARR BXR UBEEENERISEERS ERRNBERF XK —2MIRTIR,
XEFGRRIEXEENSHEET N, EERAUCALERRKEERS TS AR AR T EAEBGEE, EX

MERT, EERTLUERZSEIBNABER, UETIHRL

Domains configured ()

103
N 46

DOMAIN

ssl.gstatic.com:443
10.10.10.10:80
10.10.10.10:389
mail.google.com:443
10.10.10.10:443

10.10.10.10:135

webgl-redesign.cnbefm.com:443

kfcprodnecmsimage.azureedge.net:...

Top discovered applications by total visits (1)

UNIQUE USERS

1

2

2

TOTAL WISITS

62651

4745

2329

1852

1629

a47

676

ASSIGNED TO APP(S)

0

0

0

Applications discovered ()

861

See more

FERYP, SEANERER JIERGISEEREEX URL (811 URL EN—XOMNBERERF SN, RHZHTRE

TR RN AR,

BAILE T EEES HEUEER XFERNESIFAES.
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Citrix Secure Private Access

< Discovered applications

Domain ~

Last 1 Week

-

ztn

DOMAIN

windows1.ztnacloud local

'a_conn_app.ztnacloud local

PORT

50000

3389

3389

137

8080

3389

Select a domain or multiple domains to create an application. Protocols cannot be mixed.

Results are limited to the first 10000 records. Narrow your search criteria for more relevant results.

PROTOCOL

TOTALVISITS UNIQUE USERS
13 1
n 1
5 1
5 2
3 1
3 1
3 1

MOST RECENT VISIT

2023-03-28T05:47:36Z

2023-03-29705:13:237

2023-03-29705:13:207

2023-03-28T21:12:57Z

2023-03-27T07:06:33Z

2023-03-29T10:05.06Z

2023-03-29T09:59:54Z

ASSIGNED TO APP(S)

CREATE APP

9 0808

3

X AUNNAERF MESTEEFAER, E&. O, i SHRE. BSAFABHSENAR . BXRPH
FRETIEERHFE, &R LUERER-RIBEHITER.

4= .
a =W

MEREIZNAER

o XEHINZERIER P ERRERCRER,
o RIMAYLEFIZRREIH 10000 &i2Ro

B+ BN SHEEMNEFRE-BUENAER, KERSEHYAREFEEERS. WTEERHERNE. HOMME
AtIRMAERFELTF complete IR&M1T, F2ER create app EiF.

« NAREFREBRIECEFNNBEFNXBMER. BE, WAL
« B9 URL. #@xXt. BiF. w0, Hil FERVBZEMERN. THANMNAEFNS R, BXEAES, BSH

EERESNIERE, EFAMNMRE.

BT LA EEY,
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Citrix Secure Private Access

~  App Details

Where is the application located? *
QOutside my corporate network

@ Inside my corporate network

App type

HTTP/HTTPS

App name *

Discover Web apps -citrite domain

App description

App category

Ex.: Category\SubCategory\SubCategory

() Direct Access

*

URL

Enable direct browser-based access to internal web applications.

l https://xyz.citrix.com

Related Domains *

l * xyz.citrix.com

@ Add another related domain

“~  Single Sign On

App icon
-,  Change icon Use default icon
i ey

(128 kb max, PNG)
[C) Do not display application icon to users

[C) Add application to favorites automatically @
Allow user to remove from favorites

Do not allow user to remove from favorites
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Where is the application located? *

Outside my corporate network

@ Inside my corporate network

App type ™ App icon
TCP/UDP B Change icon Use default icon
(128 kb max, PNG)

App name * _
Citrix Secure Access Client for Windows

Discovery tcp apps by IP Citrix Secure Access Client for mac0S

App description

Destinations (7)

Destination * Port Protocol *

l windows.ztnaaccess.cloud 8080 l l TCP v | O

(3 Add another destination

“~__App Connectivity

BRI B ER R UEEESHAESH N CIZNABREF. REEEEN, FETZENAFRSHRIERT.
BE IZNARER . TRARMNBREFNS R,

“ ztna_conn_app.ztnacloud.local:* v

Filters
Access Outcome ‘ User ~ "" AND Access_Outcome ~ ™" X ‘ Last 1 Week A ‘ m
(O AccEss_ALLOW
(0 ACCESS.DENY
TIMESTAMP USER AGCESS OUTCOME
Mar 29,2023 15:29:57 ACCESS_DENY
Mar 29,2023 16:29:54 ACCESS_ALLOW
Mar 29,2023 1529:50 ACCESS_ALLOW
Mar 29,2023 15:28:58 ACCESS_ALLOW
Page 1 of 1 20rows

BREEF

UT AR TRUERNEREEN:

o = (FTEME) . BRSHRFMTLLANHEE/ R,
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o = (FETENMD) . BRETESRERMHIEE/HERK,
o~ (BE—LE): ERBHSHRFHLENEE/HEE,
o I~ (FEERLE) BRAOAFLEEERMNAE/HE,

AEICRANSFERER

October 21,2024

ERATENFELENBREFEE. SHWIEM SSO ST AREFHREX A THRERR. E%) 55X M Secure
Private Access i BEHH “EEAI” 7IF, ARELRITE HERZADUSHRENKEHRFS R, UTE2—LE
RIS B S B st fE ARt ARV T IR AR AR

R ERE?

422 Secure Private Access i2rHE?

TEMRE AT LUK EI Secure Private Access HE?

VB R Secure Private Access i2#rBE?

A LATE Secure Private Access 2l B & BIMPLE ¥ 4HE B2
Secure Private Access 27 HEH IR 7ML S 42
AR A E?

WN{aIfER Secure Private Access BB&EHERR = RIR AR FIB BRI HE?
AR EEAE? REMETLELEIEAT?

a2k 5 ID? HIZUEERE?

Fi8 Secure Private Access PoP (i E&BEMILE?

INRBTEER info RIBMEIREHRRMAKIKRN, ZELN?

SERBERE

U TFHEIREHRERLEA T AP A Secure Private Access RSB ESAIgEB B M E FhiEIR,

=EHE WA YT
0x180006. 0x1800B7 MAREFRIRY, ANBHENAE NAEFESEK, BANEER
FF FQDN KE FQDN KEBH
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#what-is-a-transaction-id-how-do-i-use-it
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#what-are-all-the-secure-private-access-pop-locations
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#what-do-i-do-if-i-am-unable-to-resolve-my-failure-using-the-info-code-and-the-error-lookup-table
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#app-launch-failed-because-app-fqdn-length-exceeded
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0x180022

0x180001. 0x18001A.
0x18001B 0x18008A
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0x1800AD. O0x1800AE.
0x1800AF 0x1800B0
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0x1800B3 0x180048
0x1800EF

0x18009D

0x1800A0. 0x1800A2.
0x1800A3 0x1800A5
0x1800A6. 0x1800A7

0x1800BC. 0x1800BF
0x1800BD

0x1800D0

0x1800CD. 0x1800CE.
0x1800D6 0x1800EA

0x1800DE

0x180055. 0x1800DF 0x1800E3

0x1800EB

0x1800EC. 0x1800ED
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MAREFRIRY, FAASHIEIER

SBEXH
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EESEZEEERT KK, SAML

SSO kM. 2R FQDN £

ER RS E I B I A
DNS &/ &K

Web Bi2FBEsILY, EAFELE
#25H Web R

P ZAAE Web/SaaS R EERF

BRPIRGAE BT DirectAccess B
Web/SaaS MAEERF

Citrix Secure Access {SIESRE
BREFERERSIERRILN

SRENR FIERFECERY Citrix Secure
Access RESIEFEmAEM, Citrix
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TEERRS I AR, Citrix Secure
Access IR FAERF BRI
Citrix Secure Access RIETE RIS
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N RBERFR LT XXRIEIRE, BTER
BRECE MMIEL
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FREY, RARLRFIPV6
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BRI Z
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ER R EESIR BN H IR
Secure Browser &S5 - DNS &
H/EEEIR
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#app-launch-failed-as-authentication-service-is-down
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#citrix-secure-access-agent-session-launch-has-failed-while-fetching-the-application-configuration
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#tcpudp-apps%E2%80%94malformed-client-requests
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#citrix-secure-access-agent-app-launch-has-failed-during-the-policy-evaluation
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#citrix-secure-access-agent-app-launch-has-failed-during-the-policy-evaluation
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#one-or-more-apps-not-listed-in-the-user-dashboard
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#citrix-secure-access-agent-app-launch-has-failed-as-ipv6-is-not-supported
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#citrix-secure-access-agent-app-launch-has-failed-as-ipv6-is-not-supported
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#control-channel-establishment-failed
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#control-channel-establishment-failed-1
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#session-is-forcefully-terminated
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-as-session-is-expired
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-because-of-license-issue
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-because-of-license-issue
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-as-access-is-denied-by-service
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-as-access-is-denied-by-service
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-as-the-client-is-unable-to-reach-the-service
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-as-the-client-is-unable-to-reach-the-service

Citrix Secure Private Access

=B RE3

0x13000007

0x13000009

0x1300000B

0x1300000C
0x001800D3

0x001800D9. 0x001800DA

0x001800DB

0x13000006. 0x001800DC

0x001800DD

0x001800DE

0x001800EA

0x001800ED

0x001800EF

0x001800F5

0x001800F9

0x001800FF
0x10000401

0x10000402. 0x1000040C

AR

BT IhR R AR AR RITH,
7 AR R IR] R I

M AREFIRRRK, EARDEER
B

B mXA T E&

@3 ZTNA #17 FQDN f##rRIg
ERNNAREFEE THEK

e R B RZ #AiE) TCP/UDP
MBEFBEhRK, ERIETGERE,
TCP/UDP M BEFBEEMHAE T
TRHER

TCP/UDP FB#EFBEsLM, HiR
I ERELH

BT ANRBEFRE T AR Y
BERERE, TCP MAREFRBahE
¥, TCP MR#ERFBohER TCP &
AEFRETAZZRNT LI
RS EEMMMAM

TCP/UDP M BEFBEM, Eh
HERI BN REFEE

BT B4 FQDN Xk, TCP A
FFiEahk i

TCP i ARERFBHRA BT IP T34
N

ESME TCP fRSEEILIEEAIE,
TCP AR BRK

BF IPV6 tutit, UDP RZAEREFREEh
KM

BTEFmEEER, UDP RELE
£

UDP #iEmEFmik

Citrix s 5RS B[RS KW

TREAEESRIRE, UDP M4
MIate Rl

BRI Z
NRREFRIRY, FEREITEM
FeEIIER K

BT AREFEERTEER, MAE
BRI

EPiIR%H TS Secure Private
Access IREZ BV EE

DNS fRs328 %A% FQDN
FTERNEE BN AERF BrFIR
N RiEFFECE )RR

RIRUER

RN RRENER HTTP A
53

KAEINFARERF

B KEBE 256 MFTF

|P sthb o3

e e VA Ve

ENARERIERPUEIR IPV6

UDP FREX AL

UDP iR mEFHEMK
HFMEEZRR, NEBRFEBhk
%

EIZSIRETTEEMEI Secure
Private Access BRs3

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

152


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-as-policy-evaluation-and-config-validation-failed
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-as-policy-evaluation-and-config-validation-failed
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-because-of-issues-in-application-domain-table
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-because-of-issues-in-application-domain-table
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#client-closed-the-connection-with-secure-private-access-service
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#client-closed-the-connection-with-secure-private-access-service
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#unable-to-resolve-fqdn-by-the-dns-server
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#failed-to-fetch-configured-application-destinations-list
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-configuration-issue
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#issue-with-resource-location
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#enhanced-security-policy-is-bound-to-the-http-application
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#enhanced-security-policy-is-bound-to-the-http-application
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#unable-to-locate-the-application
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#host-name-length-exceeds-256-characters
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#invalid-ip-address
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#unable-to-establish-end-to-end-connection
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#ipv6-received-in-the-app-request
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#udp-traffic-failed-to-deliver
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#udp-data-traffic-delivery-failed
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-due-to-network-connectivity-issues
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-due-to-network-connectivity-issues
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#connector-appliance-failed-to-register-to-secure-private-access-service
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#connector-appliance-failed-to-register-to-secure-private-access-service

Citrix Secure Private Access

(=S¥ ]

AR

BRI Z

0x10000403. 0x10000404.

0x10000407 0x1000040A
0x1000040B. 0x1000040F

0x10000410
0x10000405. 0x10000408.

0x10000409 0x1000040D
0x1000040E. 0x10000412

0x10000406
0x10000411
0x10000413

0x100508
0x100509
0x10050C

0x00180101

0x00180102

0x00180103

0x20580001

0x20580002
0x20580003

0x20580004
0x20580005
0x20580007
0x20580008
0x2058000A
0x2058000B

ERHIR. ERISEefmAN. 3
EXMIXARSSAT e, =hIERE SRR
K. B ANMXBRSS T HEE

BiRFEEWE. UDP $iRaEmR
M. UDP #iEEZIARK. SNGEH
R, [RImXHAERE

DNS f##fr R

MIKBRSS K T EE
HEE R AR R R BT £

AR LTSRN RITE
K5 N R R KEXHYIA R SRES

BARERERILRNS N AREFN
EREIT(ELER

TCP/UDP AREFREILK, EH
N REFER PR D BERZE

TCP/UDP I A#EFEEILK, EH
ERSBITIORAE

UDP/DNS i&REM, ERTERR
iR

BJF NGS Cookie B3288, &M
T

BT MIEREE, 708 SREEIRENR K

fi#tr JSON Web < kBT a] SRBEIR
BRRIK

MR TTIEIREN T B SREG IS B
RINAB LB HRIEIRENR K
I JWT B9 BT ERBRIRENK K
I AR IR SR IRIEEUR Y
ToEMRE B S R LA B R g URL
ToRIRER I (0] SRR IRERIE R B9 [

ERRIRIREPIERR A

EEERIRENEHRET A TCP/UDP iR
E=R bR

ERSIRE LA FQDN B9 DNS
FhARRSS BRERBELIE

TERBHIREERREEAE RS IP
g FQDN

FULERRBE S
BB 5N R KBV 8 SR
MRREFRERER

TCP/UDP R A#EFBEEIRK, E
N RiEFER PR D EBERE

TCP/UDP M ARFRBEIRK, FXR
EESBETIRRRE

UDP/DNS i&k&M, ERTEHIE
RS

BF NGS Cookie Bi388, FTiEmE
Palici]

TR HEE, HisRBEIRERS I

fiEt JSON Web < h#8yi5ia) SREE IR
NS

MR TR IREN A 1B) SRBG I A (E B
REVAFIEH AT ERERIRENL Y
I9IE JWT BV Y SRERIRENR I
BIERAE IR ERERIZ AN
T AW E B SR A2 A SR URL
o R FREN I 1) SR BRFR AN I K A N

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

153


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#connectivity-issue-with-connector-appliance
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#connectivity-issues-with-connector-appliance-and-back-end-private-tcpudp-servers
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#connectivity-issues-with-connector-appliance-and-back-end-private-tcpudp-servers
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#connector-appliance-fails-to-resolve-dns-for-fqdns
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#private-server-connection-terminated
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#failed-to-connect-or-send-data-to-the-private-service-ip-or-fqdn
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#failed-to-connect-or-send-data-to-the-private-service-ip-or-fqdn
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#no-matching-policy-condition
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#no-access-policy-associated-with-the-application
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#app-enumeration-information
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#tcp-udp-app-launch-failed-as-routing-entry-is-missing-in-application-domain-table
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#tcp-udp-app-launch-failed-as-routing-entry-is-missing-in-application-domain-table
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#tcpudp-app-launch-failed-as-connectors-are-not-healthy
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#tcpudp-app-launch-failed-as-connectors-are-not-healthy
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#udpdns-request-failed-as-connector-is-unreachable
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#udpdns-request-failed-as-connector-is-unreachable
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#failed-to-load-the-page-as-the-ngs-cookie-is-expired
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#failed-to-load-the-page-as-the-ngs-cookie-is-expired
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#access-policy-fetch-failed-because-of-a-network-failure
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#access-policy-fetch-failed-while-parsing-the-json-web-token
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#access-policy-fetch-failed-while-parsing-the-json-web-token
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#network-failure-to-fetch-access-policy-details
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#policy-fetch-failed-while-fetching-the-public-certificate
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#policy-fetch-failed-while-validating-signature-of-the-json-web-token
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#policy-fetch-failed-while-validating-the-public-certificate
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#failed-to-determine-the-store-environment-to-form-a-policy-url
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#failed-to-get-a-response-for-access-policy-fetch-request

Citrix Secure Private Access

EERB WEER RS E
0x2058000C HT4E8) DS BPIIESRISHE, 35 B THEE) DS B RIEShLIE, 35
i) SRR IREN S K 5] BB FREN L W

0x10200002 EIEIIGEREM EEIGE RN

0x10200003 T AR R0 TR RIS E

0x10000301 5 Citrix SPA BRSRUEIZLR N %#£3) Citrix Secure Private
Access fRZ5RM

0x10000303. 0x10000304 TEAa RS 25 TE AR IERS 25

0x10000305
0x10000306
0x10000307
0x10000005
0x10000107

0x10000108. 0x1000010B
0x10000101. 0x10000102.

RIEARSS 288 B P IIIERY

TEIB R B R BN IR 2
WEk B /IR ARSS 2R YR IR MR
FiEmBR URL RixiER

TRk EE SSO

T8 SSO, TEME SSO 1&E
FormFill SSO k¥, RENAERF

RIBRSS 2R H D IIER I

TixihR BECERRIRARSS 2%

W EIR B SRR SS 28 A9 S IR IR AL
TiEm BT URL ZIXiER

FEah 8 SSO

FTEL R SSO, FEME SSO KB
FormFill SSO &K, RENAERF

0x10000103 0x10000104 BB R IEH =

0x1000010A FormFill SSO %k, &RENRER FormFill SSO %, RENAER
BB AR IEH [y I

0x10000202 Kerberos SSO %k Kerberos SSO i

0x10000203 T A BRI SSO TENIBERISIESRER SSO

0x10000204 Kerberos SSO 40K, {BEEE! Kerberos SSO %K, {E[EEZ!
NTLM NTLM

0x14000001 £ Citrix Workspace i A#F+E  7£ Citrix Workspace 725 S
BN ZTNA 2K A FHZ ZTNA 21K F

RSB

UTFEARET AZH info RBMRASE, WFRBREAS BN, B8R Citrix 5,

BARERIERP R HO— RSN BEF

E25: 0x180055. 0x1800DF 0x1800E3

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

154


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#access-policy-fetch-failed-due-to-an-expired-secondary-ds-auth-token
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#access-policy-fetch-failed-due-to-an-expired-secondary-ds-auth-token
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#connector-appliance-is-not-registered
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#unable-to-connect-to-the-connector-appliance
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#connection-to-citrix-secure-private-access-service-failed
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#connection-to-citrix-secure-private-access-service-failed
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#proxy-server-is-not-reachable
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#proxy-server-authentication-failed
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#configured-proxy-servers-are-not-reachable
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#received-error-response-from-backend-server
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#unable-to-send-request-to-the-target-url
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#failed-to-process-sso
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#failed-to-process-sso-unable-to-determine-sso-settings
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#formfill-sso-failed-incorrect-form-app-configuration
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#formfill-sso-failed-incorrect-form-app-configuration
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#formfill-sso-failed-incorrect-form-app-configuration
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#formfill-sso-failed-incorrect-form-app-configuration
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#kerberos-sso-failed
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#failed-to-process-sso-for-auth-type
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#kerberos-sso-failed-but-falling-back-to-ntlm
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#kerberos-sso-failed-but-falling-back-to-ntlm
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#multiple-ztna-entitled-accounts-configured-in-citrix-workspace-application
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting#multiple-ztna-entitled-accounts-configured-in-citrix-workspace-application

Citrix Secure Private Access

BT LETXERKIZE, FEAFRNRETRTEEINARER. SERE RERRAHNLITS) FSHETEERMK
RERFBIRIAIR M.

1. M EEH #iRHE5 0x18005C £ Diagnostic Logs csv Xf#H,

2. &% % column 3383, UETRERZA SWA.PSE 5 SWA.PSE #, Ef. HERHFNERS KT
(CLEES:NI=RSH

3. £ RE 5. tHHERAFITENERBREFINAR LT XATHRE,

4. MRKRBITEIE AR N ARFRIES, NesenRERER:

o HRIERMITEER G RIER - 107 Citrix Cloud PRI AIEFRISREE
o RESRHITEINI AR IER - 107 Citrix Cloud PRI RIEFRISEEE
o REEFHLEFAMNAFER - XE—MEBHER. BNRER

BFP XA Web/Saas W RER

23 0x1800BC. 0x1800BF
BFRAREERT AP AR EITHNN AEF .
HBRABFPEITRNBRER.

1. REEE PPN ARERF.
2. REBNAREFHEE T 7%,
3. BREBTAFPEITRANRPE—IFE,

[EimN RSP I RER 18

=8 M55: 0x18000F

ARLEBERT, BTHRRUETOERSFAIEEXHA, HEGRRSS[LFATELEMN, FEFNERRE,
1. WHRERBRETHIBUE LRAERRSES, UHRMNSEIER,
2. WERmRS BN AERE R LERERE.
3. BERFKESEREIRENST POP,

it nslookup nssvc.dnsdiag.net #&FiEL, ERPHICEMR T E T HEUBNRS
28, fflg0 aws-us-w.g.nssvc.net,

NRREFRIAY, FNEHNAERF FQDN KE

EE455: 0x180006. 0x1800B7

MAERF FQDN KERSFEE 512 M7/, ANAEFEENETRENARERF FQDN. MERKEREL 512 F

-
o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 155



Citrix Secure Private Access

1. %3 MA ®EHR,
2. &1 FQDN i 512 NF R AERF.
3. RENAEFHBENARERF FODN KE,

BHNAEFFAEEKE

E2MHE: 0x18000E
OB RRESMELT N AEFISE,

1. #3 ipin ERER.
2. BERNBERFAEERNEREK,
3. EERZLAPRBEAMNMF.

N 2R el IE4E

=Ef55: 0x180001. 0x18001A. 0x18001B. 0x18008A. 0x1800A9. 0x1800AB. 0x1800AC. 0x1800AD.
0x1800AE. 0x1800AF. 0x1800BO. 0x1800B1. 0x1800B2. 0x1800B3 0x180048

X5 ETXEREEX, HPRIBIELLERFNNBRER.
RERKEESHELET N AREFAIE

1. #3 fin EREK.
2. BERNBERFBERIERE,
3. EERZLAPNRBEAMNMEF.

RIERNBER

BT HRERIEAERE A Secure Private Access 58, MAEHIRPAIRESRR/ VN BIER,
o MRMNMAFLENBEFEAFNNE, BEEEINNBEFAE, BEEIRBA Secure Private Access &R

- & Citrix Cloud,
- % TEXEE M Hamburger &, RGP IRSERK.
- B Secure Private Access FH&EIRSIRE, ARBEE £,

« Y18 Secure Private Access EREBERA, BEZATE, RAEBABRCUEEEETEEANBER

ER R E RIS IR

=S55: O0x1800EF

NMRREFIRAAN, FNSatiEdze TCP EERA A,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 156



Citrix Secure Private Access

EEEHISRASEPHNEY

1. & X5 ID WFHIRARE Ox1800EF FwizkrAE CSV X,

2. TES csv XHHMRS ID LEENMEEMH,

3. LkSh, I8 ) CSV i Ezay%) SWA . GOCTRL.

MBEEIHE EEZLE EE MultiConnect: : HIN? B4,
o XRTBHEZRIIERERIIPLENITHIZE,
o BB RRUE EHEHERIIERN, MNRFRIEM, BT Citrix BIEIFP LN AEFEER ST EE
P ITA=

L4 § VDA IP *ﬂiﬁJﬁD TEIL.\/ﬁ é EP%EE%B"JO VDA IP *u%u%ﬁﬁﬁmﬁﬁ*ﬁg IP *uﬁuo QD%Z:IE

#, &7 Citrix RPN ARFERESN S PEENARERF FQDN ¢ 1P ik,
o BHEBE EERBREN MRELERIEAFEREIBRZ,

MREGEDHE EELREE connect: : failuresgMultiConnect: : IHARE;

s REKASHENHEEFEBERRET - REEEREESMERTFE —pop. XRARFRUEMNEERSE
REEXH. HEEE ERBEMN.
o MRKBIIERIER, BBFR Citrix EPXH

MREBINHE EEEXEEE IntraAll: : failure, AFHKR Citrix EF %,

EEERBAGPIEN

& 2 57 ID [WF RIS 0x 1800EF 7£ Diagnostic Logs csv X,

285 csv XS ID REHFRE H 4.

Ltkgh, 338 R CSV xfehItEzf% SWA . ConnectorAppliance.WebApps.
MREET #1190 K KARS;

:590.’\’!—‘

« BEF RA HER.

« UnableToRegister RnEEZSRTiammnE= Citrix Cloud, BtF Citrix #ARZ#.

+ IsProxyRequiredCheckErrorProxyDialFailed&ProxyConnectionFailed
3 ProxyAuthenticationFailure &t RE X %150 RREESRLTAESKNERERTE
i URL, EREAERTER.

« BX#—FSRIER, BESIH &S SSO .

BOTREIR

WNFRLAER, EUAREFEHE, FRIFNANAREFEEFHAR SSO Blt. MRZBNERFRERIEHEL
RIEH, NBELRERATESEW. HBREEEEKRER.

1. %3 e 5REK,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 157



Citrix Secure Private Access

2. ERNBERFEEREIRE,
3. EERZLAPRBEAMNME.

#=% SSO. Kerberos #1 NTLM % SSO AiZmAtEZEnIT. EEERBHHNUTIZEAE,

EEERBIAMG SSO =4

fifigE 40 14 2 #R 72 CSV XILEE SWA . ConnectorAppliance.WebApps.
EREEEIRSH “failure” WEH?

r?: 5&

« BEBITARMERITHEE.

« IsProxyRequiredCheckErrorsProxyDialFailedsProxyConnectionFailed

g ProxyAuthenticationFailure &t REX 151 ®RREEBRLELESHNERERITE
ii URL, 10EREBRERTER.
+ FailedToReadRequest =& RequestReceivedForNonSecureBrowse &
UnableToRetrieveUserCredentials & CCSPolicyIsNotLoaded =

FailedTolLoadBaseClient GMEIGFHEMEFR) 5 ProcessConnectionFailure

% WebAppUnSupportedAuthType RRiERK, BEFR Citrix AL
« UnableToConnectTargetServer RREENEERISREIRRS R BAREEHEE.

» IncorrectFormAppConfiguration #iRKkHIBFRKE K FailedToConstructForLog:

% FailedToLoginViaFormBasedAuth RRETFREMNZHEIELK, #ZE Citrix FIE]
PR AEFREFHZRSE SSO BEEES.

« NTLMAuthNotFound £RETF NTLM MEMHIIELK,. #ZE Citrix BEIIAHNBAEFERS T
NTLM SSO Ee& &R 57

o BX#H—FTRIR, BSH EEEEM.

MRREFRIEY, EASHIIERSEXH

2R 0x180022

Secure Private Access A BIERECEE =7 SHRIEARS, HlaNf£4i89 Active Directory. AAD. Okta 5 SAML,
XL SR I0IEARSS FH Y R BT R BE = S BULIE) -,

KEE=ARSBELERHE AL,

SAML SSO &%
E2fX5: 0x18008A. 0x1800A9. 0x1800AA. 0x1800AB. 0x1800AC. 0x1800AD. Ox1800AE. 0x1800AF.
0x1800B0. 0x1800B1. 0x1800B2 0x1800B3

YN AEFS AP B, BRENBEFBHEEIREHIGIERNY, HEE SP BoiN A fE2B AT E NN FEE,
X EE Secure Private Access BREZiwRI SAML M AEEFEEENRSIRERERE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 158



Citrix Secure Private Access

Secure Private Access it = :

%3 N R,

EIRBRAN SAML R RER.
REBNARFHED SRER T,
BEUTFE,

PS*’.N!—‘

« Br= URL
o FRYRIRTS
o B

o B ID#&830. &K ID MHMEME
IRSiRMEEE:

1. BERRSRME,
2. ¥% SAML 28,
3. 1% IdPiEH. 24M IdP ER URL,

WNRECEFLRER, BFBFR Citrix AL

2 FQDN FE3%

SEf55: 0x180048
EPEERAARRM T A FQDN 5t DNS i EiRARSS 88 LKA FQDN,
EXMERT, REAFSENN LEIHR. RENBEFIRE,

SaaS WAREFRIE KERTAIUMMERRZMAEER.

Web [ AEFIIE

3 N R,

RIEBIRANE AERF.

3 MAEAMER T

#7% URL, URL %77 Intranet 5 Internet #afifia,

Hw N

REFNHBRARS - DNS T iEERK

2. 0x18009D

i&@id Remote Browser Isolation BRSIFREIFLE, HERKBF B2 R IEENEIRRSS.

1. BEERRSES, RECESERMHIEREE!T, HARBREER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

159



Citrix Secure Private Access

2. IRRIERSS[IEEFLESERRSSRIERE, BRERIERSLE.
AE:

Citrix Remote Browser [ RS LUFI#FA Secure Browser AR,

CWA Web - Web 7F#2FH) DNS &/ E##E1R

2 0x1800A0. 0x1800A2, 0x1800A3. 0x1800A5. 0x1800A6 Ox1800A7
FEATMLEWIZITH Web [ AIEFEHYRI AR 1T,

1. Tmiki2ir BEPIIEFMAE FQDN,
2. ERERRSEM AT MEREBIRT AR,
3. NBEREIRE, BEERBESHMELLARERRSS.

B - $RIRECE ) Web AR

BT Web AR RERABT EESRRAE, FEHE FREERHNSSHRNBEFHDER.
RERBNRANAEFLEEZBNEERT R,

1. BEEE PPN ARERF.
2. RENAEFANERSERATERNM,
3. RERBERFPHINARERF FQDN 2EEREARER.

P IAGHE BT DirectAccess i Web/SaaS M HiEF

=SB 0x1800BD
MAREFEERZEANREET N SENEF RIRENER AR,
WERAFEITANARER.

1. BREE PPN AER.
2. RENAEFFRELTAELNEE,

1R £ 5L - Secure Browser Service Bi &2

24 0x1800C3
BEITHSRBEINBTHARER. 10F L TFXhR R

1. B3 BER 7%,
2. WESNARERFXEKNRE,
3. MEXLERBERIFN,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

160



Citrix Secure Private Access

IR R 2R - RIKECEHIR

FMIT S REEMNTEAF Ef, RERENREMIRE,

1. BRZAER,
2. B )RS R
3. BE THNR2RE: 2o,

RIS FRIEFECERT, Citrix Secure Access KIBSIERmNELM

=SB 0x1800D0

Citrix Secure Access MR TEmM I F Citrix Cloud HISZERE,

1. & TCP/UDP AEFHEHBINERE.
2. BMREAFEHIE 16k RESEEN.

TCP/UDP RF#2FF - I8 BIRME P IHiER

EE55: 0x1800CD. 0x1800CE. 0x1800D6 0x1800EA
VPN BEREL, SEFEL FQDN mraeRdd BREE .

1. BIRIBERFZHFENAERIBENER,
2. BREIAK S,

TCP/UDP [/ 72 - Secure Browser Service EE AR EHIR

=2 0x1800DD

Remote Browser Isolation lREEEmIEENATF Web FBERE, MAsENETF TCP/UDP ME#EF. 1 Secure
Private Access BRs5 GUI REENAREFEE,

=3

AR

Citrix Remote Browser [ RS LUFI#F Secure Browser AR,

EEIRIT(EERE, Citrix Secure Access KIEN HIEFBENLM

=25 0x1800DE

ffaf® Citrix Secure Access B IREBI R EEHAVFTEMNES FODN ERAERTEEHENIIZE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 161



Citrix Secure Private Access

Citrix Secure Access RIENBIEFEEILM, RAFZE IPV6

=2 f55: O0x1800EB

EERBEFE. BEREPRE IPV6 %8,

BF IP #it T34, Citrix Secure Access KIEN AIEFRBINARMK

= 2MiE: 0x1800EC. 0x1800ED

EERAEZE, R IP i ERFHERERNER,

Citrix Secure Access & F iR EZ B i8] 14 A7

=EM55: 0x10000001. 0x10000002. 0x10000003 0x10000004

1. BERPIHITENMERERAE. WRNERFR, 1ES Citrix RAZFRAFREE P HARES.
2. WERERHAEEEHELET RN,

BWEEFIHERES, H2HA W ESFRAS.

RERS B TIE P I SRS HER

=2 55: 0x10000006

1. BEREP IR ENMKZE S AHE,
2. BEEFKPRESEREE T
3. MEHEEEFIAM, EHR Citrix ZHREHREFFAIRRAZES.

BWEEFIHERES, B2 NfWRESFRAE.

MR B R RS ERIARSS FIE AR

=24 0x10000007

EER Citrix RAZHRFE], UeBERSI|IEPEETHERE CA EFERM.

MR B TR BIARSS 2HIEF IR

=Ef55: 0x10000008

EER Citrix IR ERS[IBZEERZHN. ETHNERREFRZEENFRR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

162


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#how-to-collect-client-logs
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#how-to-collect-client-logs

Citrix Secure Private Access

BEREM, BABPRNEENT

=2 f55: 0x1000000A

1. HERELVEET—1 TCP/UDP/HTTP MEIEF. BXFAEE, 5211 FINMNEENRER.
2. IR AREFIE K (Secure Private Access > i E > WAFE) FAAT, NEXRZAMERB. &
TCP/UDP/HTTP R BiEFHEEN BiRE B ahAmalttRF,

BIVERERRREZRERNR TCP/UDP/HTTP R AREFHM B RE URL.

BRI RELAR AL

=Ef55: 0x1000000B

KENZZE T, HERLAFREE ZTNA SIEEEIREEUE T &%,

HATFEEIH, BEETHRIRK

=Ef55: 0x10000010

VPN £iEaT8E7E ZTNA KIFEEE THIERBEEHE, SHEHRER Citrix Secure Access EF I

Citrix Secure Access ZFIHTEEF

S 2F5: 0x10000013

Citrix Secure Access BEFIHTEER, RARBA/NBERARE RS,
1. 7 &% TCP/UDP MAREFMKBIAE Secure Private Access > i E > WA
2. BIRFBHBTKR, WRFBEFIRRK, BRASMRRERNBETR.

IR BFRFIRTIHBE 1000 7, ERIELEH ConfigSize TMRTURIE MRARE TH A/ BXIFME
8, B8 Citrix Gateway VPN Z A RIA.

HATFIETH, EHEERIIAY

2. 0x11000003
HMFRIEEIH, DNS BERRIUAIZHIEEERK.
ZTNA IE ] gEFE I iBIE I B HAiE)d o

iR EHEF Citrix Secure Access ZEF i,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 163


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-2-add-and-manage-applications
https://docs.citrix.com/en-us/citrix-gateway/current-release/vpn-user-config/citrix-gateway-vpn-client-registry-keys.html

Citrix Secure Private Access

EHBERIIRK

258 0x11000004
FAF 3z DNS 1ERAVIEHBIE R K.
s REEARMUBLERIEIT:
&3 Citrix Cloud,
il HROE WXEXRE,

RN AR E EWERRIREETETIRINE,
INRXFEERRIBIE, ERIAEHE BhERESR E M

:'>S*’.N!—‘

o 4P HA EiESRIR S

1. &3 Citrix Cloud,
. B BRUE WXEXS,
3. BEMPNERUEEDERMEZSRIZE,.

D BIRUUT S

o HEAIE LAN & F ITIERS

o & AR AIER IR LE Connector Appliance ifiRIBRS 2 /EiRAR S 28,
o BPIHEMEIEITIRRRIT

- EHERARSEREBHHIET.

» DNS lR& 8B BahHIETEIETTo

» FQDN Z AT,

INREHRE LR, FRITUTIRIE

1. Mz BEHREBULEIRMESS D,

2. 7z Secure Private Access ZHERP LS55 ID LEENFIE SR

3. RERFRBIEERREARSISMBEPREETRETSES ID LEENEIR, AEERMRENE LB,

4, WERTNNAIEFER (Secure Private Access > i&E > N %ilH).

5. WENARFEEEE T ERNEO. IPEE. H. BXEMAER, BEHA ANMNEENEER.
INREDARTERRRIDIE, EBFR Citrix AL, HRMS5ES |D MEF ik H SN RAVHEIRRE,
EREEFHERAE, FEE NEREEFHES.

EHBERII R

=2 0x11000005

1EEIEE (BF DNSER) Bkl

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 164


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-2-add-and-manage-applications
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#how-to-collect-client-logs

Citrix Secure Private Access

1. #% Secure Private Access ARSZ1FEIIEZIY,
2. MBRKRFFEEN, BER Citrix AU EIFEIT,

BXFMMER, B https://www.citrix.com/buy/licensing/product.html,

HRFMERE, THhEERIIRY
=Ef55: 0x11000006
HTFMLKRRE, =Hi@E (AF DNSIER) BirkN.

1. WEZEA LA Secure Private Access BRS.
2. WMRTEIAE, BEER Citrix AL HFHREEIRABANEAIKEAS,

BWERFIRAXBE, B5H NAWESFRES.

BT P &, Ehl@EEZiky

=24 0x11000007
BT IIPFE, =F@E (AF DNSIEXR) BikK.
B Citrix RAZFFER, HFRHBRABNEFRHAS,

ZWEEFIRBRES, BE2H OfRESFimEE.

RIER IR EEH

HILRAAI ERAN T Finit Bl GRESET) K= WIS A E B Y El,
=24 0x12000001

S EHEF Citrix Secure Access EF i,

RIERGRFILIE

HIATELERRFEN Y, IFREERHILL,
E2A55: 0x12000002

2R E#HEF Citrix Secure Access B,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

165


https://www.citrix.com/buy/licensing/product.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#how-to-collect-client-logs
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#how-to-collect-client-logs

Citrix Secure Private Access

Application Launch %, EASIEEH

=EM55: 0x13000001

1. ZTNA &iE7ER REF BaiEE B g H.
. 2 E#HEF Citrix Secure Access EF i,

BT ¥R, Application Launch %0

=21 0x13000002

1. #% Secure Private Access IREZIFEIIF R BB,
2. MRKRFFEEN, BER Citrix AL HF U EIFEIE,

BXFMMES, B https://www.citrix.com/buy/licensing/product.html,

NRREFRIRY, HNRSELRTR

S5 55: 0x13000003. 0x13000008 0x001800DF
RIEAFANBREFIRIREE, NAREFRIREL,

ERRBEUT &M

s EZNEAER (HTTP. HTTPS. TCP. UDP) ®AR{EAMHEEIMNER
 ZTNAREFLZREEENET.
o BRSSP ERIN BIZRF.

te5h, HRENRIELNN BIEFEENRIBHFREMIRE. AREERBREMIREE.

BXFAER, BBH 1785,

NRREFRIRY, AT mLESERS

=2 0x13000004. 0x13000005

1. WEEEALIAE Secure Private Access BB,
2. BREBoINBER.
3. WRKRETEFIEZNBER, BBKAR Citrix AL IFH RS IRABANE A EAS,

BWERFIRAXBE, B5H NAWRESFRES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

166


https://www.citrix.com/buy/licensing/product.html
https://docs.netscaler.com/en-us/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-3-create-access-policies
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#how-to-collect-client-logs

Citrix Secure Private Access

N ARERF BRI, EARETEMECERIERY

SEAES: 0x13000007

2R EEIkM, REF Secure Private Access RS T4 31T SRS T FIEC B INIE,
TERIIAIR BATHIRN FAER.

MR EohRNY, EARSIESAIT.

BATHAEFEERTHRE, NAEFBIRK

=2 0x13000009
MRREFRhkY, EA Applicationdomain (ZBREFER) K&HIHRIBTHNER.

KWEZEH Secure Private Access > i85 E > WU,

EPiEXE T 5 Secure Private Access [R5 RYIEE

=E55: 0x1300000B

1. RERAKABFBEFIXHAT &,
2. IRKE, BEHEFR Citrix RAZFHHREHRABNEF KA E.

BWEEFIHERESE, B2 NfWRESFRAS.

DNS frs325 % /%4 FQDN
=EM55: 0x1300000C
YiEEse & AT FQDN 89 DNS BY, SHIRLtkRRR,

1. 1% DNS R 2sP1ER M ATEF FQDN 89 DNS %8,
2. HBFREEZEB/IGEPERE TELUM DNS IRS28. BXFMER, 21 £ Connector Appliance E1Em@E Lk
FEEMEILE.

BRI RRERF

=25 0x001800DE

ERIRE T E IR B A A AR BRI T2, 91 Application Domain R/ BAREIZ R BRIBRST, MATRERK
EXME R,

« HRAIAIANEREEE T TCP/UDP 3 HTTP AR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 167


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#unable-to-locate-the-application
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#application-launch-failed-as-access-is-denied-by-service
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#how-to-collect-client-logs
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#configuring-network-settings-on-the-connector-appliance-administration-page
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#configuring-network-settings-on-the-connector-appliance-administration-page

Citrix Secure Private Access

o WRAFITA T FRGR BARHINBERF.

REEE A PHNBERF.

IREBN IR HAREI 1T AR
WREGAPEITAIRPE -1 FE,

HiR A table BB BB RUE.,

> wn e

TERBEEENNABERF BIRYIR

=EM55: 0x001800D3

o MRZEVEET— TCP/UDP/HTTP R ABiEF. BXEFMER, BB ANMEENHER.

. BIRNAIEFER (Secure Private Access > 188 > WA T REAANTHHIEFREZEBHER.
£ TCP/UDP/HTTP A FHE BN BIREERMEItbRF. BNFERRIZRANAREFEPED
TCP/UDP/HTTP M A#EFMBEIRS URL,

[ 2 ECE )RR

NAREFEES SRHAF TR LRI E R,
=Ef55: 0x001800D9. 0x001800DA
. BIRU TSI

s NARFEETESTZRNFR,

« Bitr P #thaksg IP sthiutSuE sy [P CIDR B3

o NARFBEIFENREFEER (Secure Private Access > i&E > WAIIE).
o HREEEREHEIE RIBNHEAER.

o IHIEKRIREE Ef.

TR E R
=EM55: 0x001800DB

« MREEERRUE,

1. 7£ Citrix Cloud X5z, %8 FRME.
2. BIREREMPANFRUE, HFERRUEBLTEDRS,.

o HRIRIERAREFEEX (Secure Private Access > i85 > ).

7£ TCP/UDP/HTTP LA FHEENBMBEEHFAMBILRP, BUAECNARFERPRHFREAED
TCP/UDP/HTTP A28 B4rs URL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 168


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-2-add-and-manage-applications

Citrix Secure Private Access

ERNL2REEHLEE HTTP NAERF

=2 f55: 0x001800DC. 0x001800DD 0x13000006

1B Citrix Secure Access BFIRIFIRLE 7 152 2R HTTP N ABRER.

« HfR TCP/UDP 1 HTTP i A#2F A MERMERN BT,

« MIRHA HTTP/HTTPS AREFEMA T EEMTLE, MEINMUEE Citrix Workspace R A2k Citrix

Remote Browser Isolation BRSi5RIN BEF.

o« A HTTP/HTTPS MAEFMIgEZeE, LUEEE Citrix Secure Access EF iR N B2,

73| Secure Private Access BIER|1F,

B )RS IR H R Z BT E IR R T,
EEREE, ARBE W,
FHRIEM RFIRIR) (BIRE) B RiFhE.

BEXEENFAES, BEH ANMNEELEER.

=3

AR

Citrix Remote Browser [ RS LUFI#F 7 Secure Browser AR,

ENBKEBT 256 MFFAF

=S 0x001800EA
M RREFRIERPUEINENZEL 256 MFR.

2 FDQN FHFAEBE 256 1F1Fo

IP i3t FE3L

=2E: 0x001800ED
ENBEFBENERFKEIR IP ik,
BN E R ImREREIRE P i,

ToE AL I B ke

== 0x001800EF

TEERFIRMRRUEPEENRS S Z BRI EIRER,

BE WA ETR, ARERBRNER HTTP/HTTPS M ARRFHREEE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

169


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-2-add-and-manage-applications

Citrix Secure Private Access

o MERFRUBLTFEDRE,

- 7£ Citrix Cloud ;X &5:&rh, %R ZRAE.
- FEHEMMNZRAUE X EZRBRIEEETETRRKRE,
- MRXTEFRRNE, BEEHNBIEESSENYL.

o #IFEE AM Connector 8%

- 7 Citrix Cloud JXEx &, %EF ZRMUE.
- BRARUBEEDERDERRIRE,

o . HHRLUTEM:

- ZR(IE LAN & F TERS

- rhiE&ERAIESAIERELE Connector Appliance 2RSS SRR 25.
- BPIHMEIER,

- EHRERARSSHEITRART.

- DNS BRBB|ETIRA R,

- FQDN 2o,

MRXLEGH R, BRITUTERE:

Mizkr B SRR IRIES D,

7£ Secure Private Access lRE1EHIERFHiESES ID LENFRFEEH,

M Secure Private Access lRE1iEHIERICESES |ID SNAIZKBE, AGHERMRENE XS,
MESEBENBAIEFER (Secure Private Access > i&E > N %lH).

MENVRAEFEEERE (Secure Private Access > W) EiiEMRM IP #hht, #%OF FQDN,

ok e

INRRLE S BETIERRRIPE, BKFR Citrix ZIFHIIHRMEES ID WHAHRABHEEEFRIHES.

BWEEFIRERES, H5H NfWRESFRAS.

ENRERIFERPUEIR IPV6

=24E: 0x001800F5
ENAEFIERPUERSZHR IPV6, BRIGZH IPv4,
REBNAERF LMEE N AR |P sthitia),

1. %3 Secure Private Access BER[IF,
2. BENAERETE.
3. BRNARER, REEE RE.

BEXFEAER, BER MM EENAER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

170


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#how-to-collect-client-logs
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-2-add-and-manage-applications

Citrix Secure Private Access

UDP & EEH

=SME: 0x001800F9

HRFEFREZEESL, UDP REL LS
1. BEREPHIERELTFEDRKS,
2. FH, ARENRER.

UDP #iEmE ikl

=S 55: 0x001800FF

« 7 Secure Private Access [REEHIERPEREIRAEMNES ID, #HE5%5S ID ERENFIESEMG.

« WESRS ID RENAMAHPRSREEMEIR, WREEMAGRLIMEE, BHENMRINE Y BIHEE.

o MRXTEMMAE, BEKR Citrix AR EERCBURERNES ID,

HTMKERRR, NARFRIRK

EE55: 0x10000401

BT ZEE2SI&EHM Secure Private Access BRE Z BIHIMLZIEZRI, NAERBIRK

1. #% Connector ig&HN A Internet &,

2. EERE AR A SRR LEERE,

3. MEEMANARBHEARESEN, BRI ZAEFBRARREMNAER.
4. REEZBSGEMNBTIROR (Citrix = > BRAIE).

BEMERENFMER, BEEH EEREENMEILE.

HEIERIGETEEME Secure Private Access RS

=2 0x10000402. 0x1000040C

%3 Connector Appliances BEmm#H ez Connector Summary (EiEsSEE),
MREZBRERE, BRIBETFPPNERAUE,

AR RUE EIEESIEREITETIRRRE,

MRBTITRRICERY, EEFBENEZSEEIU.
BEERSEEHBENSTETRREE,

A A

BEXMFRENFAER, BSMH EEBREHNNERE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

171


https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#network-settings-for-your-connector-appliance
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#network-settings-for-your-connector-appliance

Citrix Secure Private Access

ERSRIREBER R

=2 55: 0x10000403.0x10000404.0x10000407.0x1000040A. 0x1000040B. 0x1000040F 0x10000410

o EHEIRABHRS 1D,
« 7£ Secure Private Access ITHIER P IFIES 3 5H ID ILEMNFIEE S,

« WESRS ID RENAMAHPRESRETEMEIR (MRKE), BHRITSZERABLENENERT .

o MRAHMAHPREIEIR, BRITUTERSE:

- %% Connector Appliances &R,
- TEHiIZHIRS. BXEMEE, BEE ERIZRS.
- WR¥IEGRE., §XFAES, E5H RIEEHMEEE.

o B5 Citrix AR, FHRHIIZETIR EMNEHIESRIRUKEIRABEMES 1D,

EEEISEN ST A TCP/UDP AR 28869E 0

=Ef55: 0x10000405. 0x10000408. 0x10000409. 0x1000040D. 0x1000040E 0x10000412
EEISRISESEmET A TCP/UDP RS #(1FEEER M,

OERLAFAZHRERNERRSHESERMHEDET, HFEEBRKIBER,
« MEEHRRS M AR MERERRIAT 78] 4o
- WEREIRE, ERERSESWALILRERRS .

o WIRFERET FQDN W AR, HHE DNS FRSSB[BFERNARERFR DNS B

=t

ER
=

ERIRIRE LA FQDN £9 DNS

=2 0x10000406

« 1% DNS BRS388PAER M A#2F FQDN # DNS %8,

o HBIRTEEERICEPEETEHM DNS RS8R, AXiFMAESR, 1E21# 72 Connector Appliance BiEm@E &
EEEMLEILE.
MARSFEEBELLL
SEMEE: 0x10000411
56 RS BNZERZHRE iR Secure Private Access BRES4&1E,
1. WEREZBAFEEEXANABIER
2. WESIKHEENES ID LENEMIZEERE, FHIERMRENE Y.
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 172


https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#generating-a-diagnostic-report
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#verify-your-network-connection
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#configuring-network-settings-on-the-connector-appliance-administration-page
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#configuring-network-settings-on-the-connector-appliance-administration-page

Citrix Secure Private Access

3. BREMNARERF.
4. MBXTEBRED, BHR Citrix AZHFHIREEIRNBMNES ID.

TEREIREESRIXEIFAEMARSS IP 5 FQDN

2 0x10000413

« FAARRSEEZELLL

o [EEFREEMGRET A TCP/UDP IRE 8889 EZAA](/zh-cn/citrix-secure-private-access/service/secure-
private-access-troubleshooting, html#connectivity-issues-with-connector-appliance-and-
backend-private-tcpudp-servers) B EFRBEHEZB. R P tiBHFHIERERNGIR,

T ECERmR R

2 0x100508
P ETX 5584 N TR RYSRES H E X RTTH R AR & 4 R IR AR,
BRI ECE AL A PRI E T3

BB 5N R XEXBY I 8 SRS

=M 0x100509

1. 7£ Citrix Secure Private Access BRsZ GUI &1, & ipiasEeg AN SA=F,
2. R RS BN AERFEXE,
3. WMRIFEEREERS App XBE, 3B App IEIAREEE. BXIFAER, BESA 0I5,

4. MRXTERRIPR, EEKFR Citrix ZHRER o

%% FQDN sf IP it A FECE

2 0x10050A
KHE SN FQDN 5t IP thibERLAENRAERF. Eit, ZEARFRALXARLHENEARER. NRXFZHE
B, BEHITIA TR,

1. #%%| Secure Private Access [RESEERI T,

2. |2 NA EENSAT=H,

3. BRNARR, AGRE FE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 173


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#private-server-connection-terminated
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-3-create-access-policies

Citrix Secure Private Access

4. % FQDN ¢ IP sthibFRn BN FER. ERILURINWIIAYE. P st si@acfiiE.

EE: 72 7500 FQDN = IP it Secure Private Access > 1§ & > WRils ARRZIEE, SHAIERNN
BIEFEEN—Z52 R,

MRAREFRERES

=85 0x10050C
tEARESHEIR A P RIRE B RUA RN 21N IR USRS R, AR AR AIRER T IA T REMARIELE |

o AP ETXSHEGNAEFBREPEXBIBRMUNFERLE-EXFAER, FSH TILEEHRKEFT.
o RESNAEFXEKEERRE-EXIEFAER, BEH 26 5NEERF KBRS,

o SNARERFXRRKIRIREENEL R -EXMERT, THRRITEMERE, BIXITHA.

o B KHEIHIR RIS IR BB IR, BXRFMIER, BER Citrix BARZH,

TCP/UDP i RhRN, EANAEFERPROEHEKE

sEME: 0x00180101
MRNBREFEEREE, BRAZEHRAIUEMR, NeTtEsBBtRE,
AINKEEEE (Secure Private Access > i8E > NAUE) HRMNETF.

TCP/UDP AR EhRN, EAERSETIRAFE

E2A55: 0x00180102
INRR B EEERSRER/ MRAFNERE, WEseSH IR,
FHRNNFRUE LN ERFRETTEITRRNE,

UDP/DNS i&kKW, EATEAIRERES

2. 0x00180103
90R UDP/DNS REFT#EX1EsR, Nalsea I Itia—,
FHRNNFRUE EXNERSFRETTEITRNE,

BT NGS Cookie Eid#, HILFTAMETIE

=EM55: 0x20580001

1. EMESNRSHRHNBITANBER.
2. MIRXTEMRIEE, FBF Citrix SZHE0 ]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 174


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#no-matching-policy-condition
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/secure-private-access-troubleshooting.html#no-access-policy-associated-with-the-application

Citrix Secure Private Access

HTFRIEEHIE, 717 REEIRENR I

=2 55: 0x20580002

1. 1% URL MIW%&EE,
2. EfRMAEEHZABRITANBERF.
3. WMIRXTEMRER, BBR Citrix 2R

figit JSON Web < h#Byi7 5 SRBEIRENR KL

=2 55: 0x20580003

1. EMEINRSBHRHBITANARER.
2. WMRXFTEMREIR, EER Citrix 2R

PR TR IREN 5 1B SRR I A1 B

=2 M55: 0x20580004

1. ENRRBES TR,
2. BRI EEHZABRITANBERF.
3. MRXTEMREE, BBFR Citrix 2R3

RENABIEH AR IRIREUR K

EE55: 0x20580005

1. EfBEENEEFZRE I TANARER.
2. WIRXTEMREIR, EEFR Citrix 2R

IIE JSON Web < 1Y% & By SRERIREXR K

=248 0x20580007

1. wENZNEMNAFRENEEEED.
2. BRI EEHZABRITANBERF.
3. MRXFTEMRE, EBFR Citrix 2R3

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

175



Citrix Secure Private Access

WIEABIE AT RESRENR I

SE55: 0x20580008

1. EFMESNRSHRHNBITANBER.
2. MRXTERRE, FEF Citrix SZHE0 ]

TR E B IR A2 R 5e s URL

2R 0x2058000A

1. EFEINRSHR BTN ARER.
2. MRXTEMARIEA, EBFR Citrix TREI T,

RAEIR1S 18] ERBRIR BN IE R BV R

=2 0x2058000B

1. EfBEmNEEFZRE I TANARER.
2. WIRXFTEMRER, BEFR Citrix 2R

T 4HE) DS SNIIESHLIHR, 7iRSREEIRENKIK

=E55: 0x2058000C

1. ERSNRESHRHNBITANBER,.
2. WIRXFTEMRIEE, EBFR Citrix 2R3 o

ERSRIRE RN

2E5: 0x10200002
& Connector Appliance i+,

BXFAMES, B2 @ Citrix Cloud SHMEREELRIEE.

Toi%iE#E| Connector &%

=2M4E: 0x10200003

EEISERTAE Citrix Cloud MEFME Z E#HITES.
REEERR M,

BXEAMER, ESE @ Citrix Cloud S EREREEIEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

176


https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#register-your-connector-appliance-with-citrix-cloud
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#register-your-connector-appliance-with-citrix-cloud

Citrix Secure Private Access

%33 Citrix Secure Private Access [R5

=24 0x10000301

7 Connector Appliance MR B, BXIFMEE, BSH EEREEHINELE.

AR PRIEARS 2

=25 0x10000303. 0x10000304

RERERSHLE, HRFRERRZEALUARE, BXEMAES, 1551 M Citrix Cloud I ERIEREEE

RIEARSS 88 B D IIERY

=EM55: 0x10000305

RERERSSHEEE, AHRCITERSREPREER. BXFAES, B HMEESREER.

FTEM A EEERRIEARSS 25

=E55: 0x10000306

1% Connector Appliance MG E. FHAEIEBERRIEBRSHRILE, EXFEMER, BFSRMUTER:

« Connector Appliance FIMEiI&E
« @ Citrix Cloud ##&# Connector Appliance
« Connector Appliance i&fg

WEIR B e AR SS 23 B9 R ML

=2 0x10000307

B R Web ARS8 HTTP K&K NRF2FHARIHED) -

FiEm B 1R URL RiXiER

=2 M55: 0x10000005

®&EB#r URL SiiZE Connector Appliance MIBIEE., BXFAER, 1E21 EESEENMEILE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

177


https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#network-settings-for-your-connector-appliance
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#register-your-connector-appliance-with-citrix-cloud
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#after-registering-your-connector-appliance
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#network-settings-for-your-connector-appliance
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#register-your-connector-appliance-with-citrix-cloud
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#connector-appliance-communication
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#network-settings-for-your-connector-appliance

Citrix Secure Private Access

TERE SSO

=Ef55: 0x10000107
FEM Citrix Cloud R AR FEEHIE,

OEEIERIGENEILE, HBERNTP RSEBERE, HELENERAE, BXIFAEE, BESR EELEIME
RE.
5 Citrix Secure Private Access RS RUIEIZEL K

=25 0x10000108. 0x1000010B

# Connector Appliance MEI§ B, BXFMER, BB EHERLENMELE.

TERIE SSO, TAHE SSO IRE

2 0x1000010A

9% SSO BLE, HHAMEEIIRERLIARRS 8.

FormFill SSO %k, RENBEFEEFER

=S4 0x10000101. 0x10000102. 0x10000103 0x10000104

& SSO RBENARFRE, HHREVAREFREFEREKETHFAR. BE. BENER URL 7&K,

Kerberos SSO %

=BAfE: 0x10000202
WEFEiIRS EBMEITHI2E FAY Kerberos SSO 88, 1tboh, ERELHR NTLM S418IFIEE,

A% Kerberos SSO i&&, E2i8 Wik Kerberos FiE.

TERE SR IIELAR SSO

EE455: 0x10000203

2 Secure Private Access RS aimARSS 28I SSO &E, B Secure Private Access IRSS, EER LEE
EERTE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 178


https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#network-settings-for-your-connector-appliance
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#network-settings-for-your-connector-appliance
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#network-settings-for-your-connector-appliance
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/add-and-manage-apps/connector-appliance-for-secure-private-access.html#validating-your-kerberos-configuration
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/add-and-manage-apps/support-web-apps#set-the-preferred-sign-on-method
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/add-and-manage-apps/support-web-apps#set-the-preferred-sign-on-method

Citrix Secure Private Access

Kerberos SSO %%, {EEEZ NTLM

=Bffg: 0x10000204
MIgEHIZSH0E Kerberos Bk, 1ERHEBISMIOE, EZSISEEEIRELE NTLM 54583,
EEAMIIM Kerberos SMIEIE, BN EEIRIRSS SMEIEHI2E LM Kerberos SSO & &,

BXREMER, BB KIE Kerberos FiZE.

f£ Citrix Workspace N AEFHERENZ N ZTNA K-

=2 0x14000001

£ Citrix Workspace M FZFHRECE—1 ZTNA kP,

NAEEFIRES

« Windows X Fi:

. TR RAREFHBERESABEEIER.

IM7EERER Secure Private Access ARSSH E S EIRAIIE .

. ERARFED, BI K&K, RERE WEAEH. XRBERBEX M.
. BEEXHREEEFIHITENNSEE L.

A W N

+ Mac EFim:

1. STANAREFHEE RA > ¥4,
2. BREHEHAEENIRH,
3. BBl FA > SHAE. X¥eIE— IS BEXMN zip X,

w W) RS

+4 2 Secure Private Access i2ifHE

Secure Private Access 2l BE#KBA P A REENAESF (Web/SaaS/TCP/UDP) BSR&EMFIESEM, XEH
EHREERS. LAERSHRIE. NABFNENNAERFARASE. FHAGRUREEXER. EAIUEEL
M BEEXNELEZNAE. ErLUEdEE + SaERFMNY, EFATESEEEHERPEINER. el
BAFBESER CSV B,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 179


https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/add-and-manage-apps/connector-appliance-for-secure-private-access.html#validating-your-kerberos-configuration

Citrix Secure Private Access

EME AT LI E) Secure Private Access HE
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=i 5RIR £ Admin AR RENAENSMES,

£ LWAE BXRD, B EEES %
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mN A4 R Secure Private Access iZBTHE

2T EE widgets i) BEIERMBFEHR BHETSSHRIE. NARFEE. MARFREEXIEE Secure
Private Access EHIHEINE, UKRS&ERSHEXMNARL. Secure Private Access 2 BEM Z N HNEBAE IR
BNEHS, SMUEEREZAFPHNNAEFNAE— BN, XEEHIANE, BREHE, KBEEFREM App 5
B, HEERSNEINNBERTI/AWELE, RHEMRR ENEEHEGERIISHAE, o UEERKRIBNNE
o MREBAT Device Posture iR, MESEHIRERSHE, BEAIUEE TEFL HEUETERENIZH
A&,

Diagnostic Logs

Device Posture () Login/Logoff (O App Enumeration (O App Access (U

15 36 2646 10856

@® Compliant n @ Success 35 @ Success 2641 @ Success 351
Non-Compliant 4 @ Failure 1 @ Failure 5 @ Failure 7345
@ Login Denied 0

See more

“ Diagnostic Logs
Diagnostic Logs @ZEEE)  Device Posture Logs (15)
Last 1 Week v | @aier
Results are limited to the first 10000 records. Narrow your search criteria for more relevant results. Export to CSV formaf
Time. Category. App name App type. ‘App FQDN Transaction ID | Mode of access. Info code User name | status +

> 2024-07-1015:33:48 App Access N/A N/A dl. N/A 0x10000000 aaalocal\sm! @ Failure

> 2024070153348 App Access DAapp NA prod!. 1417d01-4934-4: b-d2fl N/A 0x10000005 aaalocal\smi ® Failure

> 2024-071015:33:28 App Enumeration SRK_Form Base SSO,mb... Web/SaaS N/A 71e47... itri 0x10050¢ aaalocal\sss1 @ Success

> 2024-071015:33:25 App Enumeration SRK_Form Base SSO,Per.. Web/SaaS N/A 614d: 6 0x10050¢ aaalocal\sss @® Success

> 2024-071015:32:05 App Enumeration Web116.saas. prod.. Web/SaaS N/A d5¢ 'b8-45¢ d-4791added 0x10050¢ aaa.local\sss1 @ Success

> 2024-071015:32:03 App Enumeration saas_166_prod,iWeb116, Web/SaaS N/A 7154f1b 4-41 Sea78l 0x10050¢ aaalocal\sss1 ® Success

> 2024-071015:32:02 App Access DA app N/A dl. - N/A N/A aaalocal\sml @ Success

> 2024-071015:31:37 App Access N/A N/A dl. 6f 43-4b: N/A 0x10000000 aaalocal\sml @ Failure

> 2024070153137 App Access SRK-WebApp NA i b6ed04-5043-4b21-B4ae 2BIBCTL.. NI 0x10000005 asalocallsm ® Failure

> 2024-07-1015:30:10 App Access DA app Web 1t 46e310f. 4 8614a774. NIA NA aaalocal\smi ® Success

> 2024-07-1015:29:53 App Access DA app Web dl. 6! - itrid NA aaalocal\sml @ Success

> 2024-071015:29:52 App Access DAapp N/A N/A 672ab9f5-23a5-4b95-a87b-4ff010991... N/A N/A aaalocal\sml @ Success

> 2024-071015:29:49 App Access N/A SaaS N/A 67aab9f5-23a5-4b95-a87b-4ff010991. N/A N/A aaalocal\sml @ Success

> 2024-07-1015:29:46 App Access DAapp Web NA 672ab0f5-23a5-495-a87b-41f010991 NA aaalocal\smi ® Success

> 2024-071015:29:40 App Enumeration SM Kerberos,SM Saas S... Web/SaaS N/A 6... itri 0x10050¢ aaalocal\sml @ Success

> 2024-071015:29:35 App Enumeration SM Kerberos,test-uploa... Web/SaaS N/A id 5 0x10050¢ aaalocal\sml @® Success

> 2024-07-1015:28:45 App Enumeration Perf WA Google Drive.iN. Web/SaaS N/A a8713bab-5! 46b4- b-4cTbebe 0x10050¢ aaalocal\spauser001 @ Success

> 2024-071015:27:01 App Access SRK-WebApj Web a34¢10c9-d2e8-4f95-b633-9d461: N/A N/A aaalocal\sss1 ® Success

> 2024-071015:27:01 App Access SRK-WebApp N/A 3 - N/A N/A aaalocal\sss1 @ Success

> 2024-071015:26:59 App Access N/A Saa$ N/A ac9122ae-1316-434e-bba8-757e56e8b... N/A N/A aaalocal\sss @ Success

Page 101500 > 200w v
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AT LL7E Secure Private Access 287 B &1k FIMFLE ¥ 4A1E 2

ZHABR T, Secure Private Access AP BEBRHIERIZME U TIFAEE,

o BYIE)E - E4EE (UTC ).

- AF&E - RN AREFNSLBPNAF &,

o BT - AR AR E .

o BRER - ETFESHHEMAN—IHEMAR R E TR,

o MM - BIREHHPIRS. BRIITEK.

{523 - Secure Private Access 2t A EIEHIEIRFNENRMEHBE— M XBENERRE, TFEX
info code MEZEE.

o @R - ERAMHRERSEXEHNESIFAES,

« A FQDN: 5 A28 FQDN

o EHRE - BREHMITHRERBRINSEHRE,

o BRMERE - B AEERBENERE

o K5I - IRIBEMRE, FENLFIAMIEE. BNARERFSHIIE. NBEFMESNERERIAR, XLRTH
ATAERIRESHAT, & LUERAXEETREEE IR R R FIE A E.

« X5 ID - 55 ID ¥iAiERMFTE Secure Private Access BEXEBEER, THEWNMAFEHER S ID. BHENE
IREAME + FZHA BT LERENU T i#4iE 2

+ SPAPoP i & - B RENAEFHIREAE/ERR Secure Private Access RS PoP B ZTF/ID. & 2%
BIFAT 1A PoP fiE.

faITRIE IS T B

ERILAER AN IS8 0, RIERFRG (WRAREFER. X5 ) RAEKERR, fiW, EREFRE, &9
MBHERS ID. = (FFEME), RABEHA 21538289-0c88-414a-9de2-7f3e32a1470b, LiER5%Z5 ID #Hx
WFEEE. BXA5 filter RM—EEANERCHEMANEAEER, BB EREER.

“ Diagnostic Logs
Diagnostic Logs @) Device Posture Logs (15)
Last 1 Week V| @aier I 1 D = 215: 4 ° I
Results are limited to the irst v for more Exportto CSV format
Tima Catogory Appname Avpiype AppFaDN Transacton D Moseofaccess infocode Username status +
> 2024-071012:20:25 App Access. ARTCP 30 Nov 211 TcP 10.220.177.102 21538289-0c88-414a-9de2-73e32a1470b N/A NA aaalocal\sm! @ Success
> 2024-07-1012:20:25 App Access ARTCP 30 Nov 211 TCP 10.220.177.102 21538289-0c88-414a-9de2-7f3e32a1470b N/A N/A aaa local\sm! @ Success
2024-07-10 12:19:51 App Access. N/A TcP N/A 21538289-0c88-414a-9de2-7f3e32a1470b N/A 0x13000010 aaalocal\sm! @ Success
> 2024-07-101219:51 App Access N/A Tcp NA 21538289-0c88-414a-9de27f3e32a1470b N/A 0x1300000b aaa.local\sm! @ Failure
> 2024-07-101219:41 App Access ARTCP 30 Nov 211 TcP 10.220.177.102 21538289-0c88-414a-9de2-7f3e32a1470b Agent N/A aaa.local\sm! @ Success
Poge 1 of 1 20r0ws v
il Diagnostic Logs
Diagnostic Logs Device Posture Logs (15)
Last 1 Week | @adgsiter | User-Name = asalocatiamt ©
Rosults are imited to the first 10000 records. Narrow your search criteria for more relevant results. Export to CSV format
Time category Aop name Apptype AppFaDN Transaction Mode of access infocode User name Stats +
2024-07-10 12:28:56 N/A N/A TCcP N/A cf1e1144-b352-4c85-bOba-8256dea74. N/A N/A aaallocal\smi @ Success
> 2024-071012:20:25 App Access ARTCP 30 Nov 211 TceP 10220177102 21538289-0c88-414a-9de2 7f3e32al4... N/A NA aaa.local\sm! @ Success
> 2024070122025 App Access ARTCP 30 Nov 211 Tcp 10220177102 21538289.088-4142-0062 7(3032614...  NIA NA saalocalism ® Success
> 2024-07101219:57 Login/Logoff N/A Tcp N/A 473¢1058-a580-4588-883c-60b426c.. N/A N/A aaa local\sm! @ Success
> 2024-07-101219:51 App Access N/A TCP N/A 21538289-0c88-414a-9de2-7f3e32al4. N/A 0x13000010 ‘aaalocal\sm! @ Success
2024-07-10 12:19:51 App Access N/A P N/A 21538289-0c88-414a-9de2-7f3e32al4... N/A 0x1300000b aaa.local\sml @ Failure
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1R A LUER S MK HFIRTR M LIT Device Posture  (I§&IRE) BEMEER,

“ Diagnostic Logs

Diagnostic Logs (5)  Device Posture Logs @B}

Last 1 Week

Results are limited to the first 10000 records. Narrow your search criteria for more relevant resuts.

> 2024.07-09190152
> 2024-07-0918:5301

> 2024.07-091852:04

Non.
Non.
Non.
> 2024.07-0918:3301 Non.
> 2024-07-0918:30:05 Non- Windows. NIA
> 2024-07-09181051 Non- Windows. NiA
> 2024-07-09180101 Non- Windows NA
> 2024-07-0917:5229 Non. Windows. NIA
2024.07-00 17:42:11 Non. Windows. NiA N/A
> 2024-07-0917:25:31 Non. Windows. NiA N/A
> 2024-07-0916:2537 Non. Windows. NIA 2a locallsm!
20240709 15:4123 Non-Compliant Windows. NiA N/A

Secure Private Access 2l A &5k 7 L4

Secure Private Access i28r B EfBIRUTEH:
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o BREHE BEXERLAPEZRIE Citrix Secure Access FRIRIUNRIT TR (REREIMBIRIER) NEH
IIERIE .

o MFTEFMEE: £ Secure Private Access RSS9, BIERRRE YR SREGRE BN F & LA a2 FA A2
FFro #IELEMN FAZRFES Citrix Workspace ARRFFHNRLAFP AN (RFI%) . XLER4AIHEHEIRE
Secure Private Access RS HERE R IR ERES T AR F FIE LML B2 AR AR

 App ininl: RIBFTEETEIEIRAEC B IAIAREE, REAPNARER/HRIFR. AF/ELERES. BERBRRE
FEEIRESNEH,

WNfEER Secure Private Access HfEHE = FKAR R IB IS
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2. 7 $HIREHEK.
3. BENZEBABRHIRRD BHITIRF.

FABEEANE? REMEAILULEIEL]

REFTESH (KRN BEEXBNEENE, £ HREHE UERBRASBERNAEXZEHNESER.

fraZxm ID? HizdfEfERE

i@ Citrix Enterprise Browser ifial kK /FAsBRLHAF 2TES 1D, EEATUNSLAFRERBULES
ID, HERILES ID R JEKE SRRBNHIIEE, Eii1E%IRAMBINNE. EBRERRS ID MiEEFE, X
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BEREFREFEXNEMS, HREERREEXRMIALERRVFAEFAEE. AR, EEGILUER #iZH

B9 LU — i Ra) R,

Fi& Secure Private Access PoP i B # A HfLE

{2 Secure Private Access PoP i EH%I%&.

PoP &#r X1 IR XI5
az-us-e Azure eastus FEBILIM
az-us-w Azure westus nF4ERE I
az-us-sc Azure southcentralus IreBEETM
az-aus-e Azure BAFIILFRER FEERIR M
az-eu-n Azure northeurope BIRZ
az-eu-w Azure westeurope =

az-jp-e Azure japaneast Am, BER
AZ-BZ-S Azure EFERED ZHREM
az-asia-se Azure RrlL N
az-FIEXEE-n Azure uaenorth pLEES

az-in-s Azure southindia /€3
az-asia-hk (LMEH) Azure &k &H

INRBILEER info REBMBIRERRBREIRY, ZEAD

B R Citrix AL,

518

« #1 Web A#ERF

- IRl Web WEEER
- EEEX Web AREFHEREAIR

700 SaaS MAERF

- %#% Software as a Service FRERF
- B¥ET SaaS NAREFRSHRNEE
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- EEEFIH-RSBNAER

- XFEFH-IRSENARER
o BIRRIIIRIERHES

- BUEIAIRIEE
o BREX

- BREX

H
N
m
ot

October 21,2024

ZeFNRARSEXEL47E Citrix Cloud > 24 ALK, B G Citrix Secure Private Access RS it

THFRE S HERIE RIXE Citrix Cloud HERIIAZAER, BEEHATUR (BRRTF) UTHE:

o SIREMNARERF

« MR ARIER

o BECESMIFREIER IR SRS
o EERBFAR

o BIRRAIFEIFELERIMILG

TEETT 2EESHHREMANIFREXES,
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Home > System Log
System Log
Past 30 days v Q  Search for actors, events, and targets Actor ~  Event v Target v (O ﬂ] ‘ < 10i72 > |
Date & Time Actor Event Target
Aug 21,2024 18:45:01 UTC Undated Saa$S application test_pl
Aug 21,2024 18:44:55 UTC Updated SaaS application test_pl
Aug 21,2024 18:44:07 UTC Updated SaaS application test_pl
Aug 21,2024 18:44:01 UTC Created SaaS application test_pl
Aug 21,2024 18:42:14 UTC Updated HTTP/HTTPS application test_PD
Aug 21,2024 18:42:07 UTC Created HTTP/HTTPS application test_PD
Aug 21,2024 12:04:51 UTC Deleted HTTP/HTTPS application ms web op url
Aug 21,2024 12:00:08 UTC Failed to create TCP/UDP application AR-UDP-13feb24
Aug 21,2024 10:33:58 UTC Blocked Website URL list created All Users
Aug 21,2024 10:33:30 UTC Blocked Website URL list created All Users
Aug 21,2024 10:33:16 UTC Blocked Website URL list created All Users
Aug 21,2024 08:03:42 UTC Updated SaaS application MB-AlertOps-69

BEXSHES. RREENBRNENS. RABSEANBERBFFAGEE, HE5H 2AEE.

EATFEL Web, TCP #1 SaaS AR BIEN HEFR e

August 26, 2024

FHSTHTUNTET, NARFZ2NEMEUHREXREE, BHEAFLTYXRIRNET2REK, AGRBANEAR
FFEY 1B IR BT 7E 8 ¥ A P 35 18] B9 R BY B AER AR K XU Bz

Citrix Secure Private Access fR$ BiEMN AR TIAEIRE T — MmN BETHN A%, ATRENNBEFNRSIH
iml, BIERIANEEEREEBIRIE L T SRMEREF A LUARIMN BEEFREARA R, XBN “ETX” —iHE

Ei=h

« AFRMAE (BRMBFA)

o &% (BN HBEEE)

o I (MIBUEIWEMNE)

 Device Posture (Device Posture &%)
R (AR XITES)

BERNIFRThEE R BB RN A T EEHENNAER, XERBRE L TXHWENR, FMHmSHERE, #F
iEextl Web, SaaS. TCP #1 UDP 2RI IR PR,
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TRRE

ERTFTHIELYNVABREFEIARNR, EERFTEREAF. AR4A. BRMRNAREFNRE. BRIHRNAEF
U8 (AR/HMXIAMEMUE) UKBEFXKRITSROIZRE,

BIERN R SRR 55T 7 Secure Private Access A3 70 SaaS & Web R AIEFREENISE TR RAEFNE
2RI8, FMNAEFAFNESEHWEENIHRREE S,

BIER IR R = MBI T TR A

« 1£ Secure Private Access BR5389 Web. TCP = SaaS N B2 #astaia — i REL LA A iF N BER, T
AR EELEXFEDILNAER,

« BRINAEFR-—MENEERFRE, MRFEENKREERNERAR, WARLEABMZNARER, BMEZH]
MEET ZNAERF.

« 1£ Citrix Enterprise Browser 5% Remote Browser Isolation BRE+$TF R FHERFEY, Citrix Enterprise
Browser 2igfIHITRLE R 2ITH, XLEITFIIEEHE P @EH1T. B Citrix Enterprise Browser BY, AR
ZRTEAF N BEEMN R RXERREAT K, ARG, FFIRTE Citrix Enterprise Browser Fzs
HERH I TR,

IEEEZ NN BER 7R 3R

TEEULIRSZS DR, HEENRBRAFRANABAXBRARERRNIFRF G XEMRNAT LD 5INAETF
HTTP/HTTPS #1 TCP/UDP RiF#2R, £EBRFAF RS,

Secure Private Access FBYifIRIERIE A FEIRIER R XA IRENHIEEBRZANNBEFNIAE. tsh, &Eal
BERNUTRLRERE AN BEFNZRIEE:

o PREIZINGAR 5 1E]
o [REIFTED

o REITH

o PRI

o RRIKED

o REIZHAICR
. REIRSEE

BEXXERFNEZER, BESHAHEER,
FEEIFRREZA, BEREREETRUATES.

o IRESPMSMIIIE
- BEREENNARR

1. ZSMERL, B PRNRK, ARRE “CIRKRE,
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A There are no access policies configured.

About access policies

Configure policies with one or more conditions to enable context-based secure access to
your applications.

Create policy

NFERERNAF, HiRRE EXRNEFETEMER. SIZRIKE, ATUERITATIHAVERE,

2. RWINERIER AR HIR,

3. £ MAREFT, EROIGRGIRITI RSN N BEF— AN BEF.

4. B2E “GIEMN” FERBEEIEAN.

Policy name *

Policy Service Now

Policy description

Enable access with restriction

Policy scope
Application may contain HTTP/HTTPS or TGP/UDP apps. To save the policy, at least 1 app must be selected

Applications

‘ Q tmuckot X oNsSutm Testng X

( selectapplication )

Policy rules

Access policy rules are enforced based on the priority

‘ QU search forarule

|

Priority Order Rule Name Rule Scope Condition Description

Enable policy on save

( cancel )

Status Action
No rows found
Page 1  of0 10 rows

~

5. RAMNBZFMANNEERR, ARREE “T—F7
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Step 1: Rule details

(1) Rule details
Selected applications for this rule
e Conditions DNS Suffix Testing BitBucket
e Actions Rule name *
‘ Allow with restrictions ‘
(4) Summary ' g

Rule description

I Enable access with restrictions I

I:_’ Cancel \_] m

6. EERFNFRME. BRFRERRAFRTNBERF AR AIUR RGN R4 ERUTERZ—!

o LEE—T - (WA S FERPFHEERRFEE B TPmEsip A P sa# 1T,
o RILEEMIE - RIFBRFERHPFIHH B TR E SR A - 54 LSNP B P SR #1718

Step 2: Conditions
9 FRule details
Rule Scope
(2) Conditions ) .
Select the rule scope from the following options.
(3) Actions @ User
Applicable to bath HTTR/HTTPS and TCP/UDP apps
(O Machine
(4) Summary Applicable to anly TCP/UDP apps
User*
Matches any of N ‘ ‘ Select a domain N ‘ ‘ Domain Admins X N
() Add condition
( cancel ) ( Back ) Next

7. (AJik) BE + JRE\ELTXXAMS &M

YHERELTSORMEGR, IEEHEAF ¥ MEENET ETFXHFRMGEN, TR T ENR 4R A
AND iz8, &R LURHE E X AT # %,

o BRANBBEMILE - ERBENEHBBNBRERFIHRNRENIZE,

o WIRAIE - WEAF BN ARERNZFHELE,

o WMBLE -EIFM P 5 AR F A AL,

+ Device Posture 0% - &R A P& & AN AEFESIUH RIS Mo

o ARRBRITES - TIEXSITSD KR, HIARIBX LA M A PR ER AR HE R,

8. %E—F_ﬂ;o
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9. RIBRMHIFAERNTN A IIIRIE,
o 3 F HTTP/HTTPS MARIER, ErRILUERLITER:
- RiFiAE
- RFIHIEERRE
- $E4ifi0)
FE
MRER “AFERFIAIFR, MHITHEFRBE N BIZFRFIHITHRG. BXRENFEHAEE,
BESFABIAIEREED, EEaLIEERBEEITIENH281E2Z Citrix Secure Browser H$TF
N g,

o XtF TCP/UDP jia), fZEILUESE LT IED:

- RVFAE
- 1B43h1R
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¥4 Rule details Step 3: Action
Action for HTTP/HTTPS apps *
W# Conditions
Allow access
e Actions @ Allow access with restrictions
Deny access
e Summary
0 selected
Access Settings
> Clipboard
> Copy
> Download restriction by file type
> Downloads
> Insecure content
> Keylogging protection
> Microphone
> Motifications
> Paste
> Personal data masking
> Popups
> Printer management
> Printing
> Screen capture
’ Upload restriction by file type
> Uploads
> Watermark
> Webcam
Advanced options:
Open in remote browser @
Action for TCP/UDP apps *
Allow access
@ Deny access

View selected only

Current Value
Enabled
Enabled
Multiple options
Enabled
Disabled
Enabled

Ask every time
Ask every time
Enabled
Multiple options
Block

Multiple options
Enabled
Enabled
Multiple options
Enabled
Disabled

Ask every time

Search

Q

10. BFT—%, HENEHISTERBIFAES.

11, ERAILIEFRER, ARRE "l .
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"9 Rule details
4 Conditions
"9 Actions

(4) Summary
g ™~

| Cancel |
e A

Step 4: Summary view

Selected applications for this rule

DNS Suffix Testing BitBucket

Rule details

Rule name: Allow with restrictions
Description: Enable access with restrictions
Conditions
User: Domain Admins
Actions
For HTTP/HTTPS apps: Allow access with restrictions
For TCP/UDP apps: Deny access

Restrict clipboard access

*Restrict key logging

./.- -.\'.
| Back )
e A

IEREERILEN/LR

o BREMNRBRETE “REEMN BHTH, RANEATRTFRARS. NRFE, GIURZAMN, BF, 15

WRELDBR—

FAM A BEfEERBE A TERIIRTS,

o FNERT, SARBOBEMRTINTF. EREHLAEEBREN LR NALRSREOMUREE LT, 0
KA (n) 5EXMFMHERLE, WITFET—MN (n+1), KIS,

Policy rules

Access policy rules are enforced based on the priority

Q

Search for arule

Priority Order Rule Mame
1 AllowAccesswithRestriction-]
2 AllowAccess-1

Rule Scope

User

User
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fER IR AN R 5] :

RigEELEIETRFMN, ENFEN 1 FM0 2,
M 1 HELEAF A, N 2 DELBF B, ARITEXAEFAN,

RIgHN 1 AN 2 HRELAF A EXFERT, AN 1 HWRERES. MRAN 1 FHNRHFEHE, WEZAMR

W1 HBGERN 2, ZN, KRN 1 PREHREIFERS, NN 2 EBEFRF A,
AR

MRRTEERA, WAZEAEFKERRERF.

FIABYI 18] FRHIIEIR

R RIFAREIBIART BN, SMEDEFE-—HRZ2RE, XELLRFIBERATTEXN. BEEZTLEEN

HAMEMAS, BXFRES, BB AR RGEDR

BT iRENBEEN AR

EREAFIBRINAEFNTE BingERaXHEN) EESENIFRRE, BERLEEEZAMNN BB

RESIREFHEITIATER
« £ PR2 FMH TESR, BE PMERE
o T ‘e’ = BhngE”.
o STAERBRECE.

) Step 2: Conditions
0 Rule details

Rule Scope

CE) Conditions ) .
Select the rule scope from the following options.

(¥) Add condition

(" cancel )

C3) Actions ® User
Applicable to both HTTR/HTTPS and TCP/UDP apps
Machine
@ Summary Applicable to only TCF/UDP apps
User*
‘ Matches any of N ‘ aaa.local A ‘ ‘ admin AV
AND
‘ Desktop N ‘ @
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ETUENBENIHR

EERELRIERAFHRENARFNUERE BERSRRE, ZUBRIUZRAFHRNARFAENER/ X, B8]
URRAFPNEUE, WEUEZMER P i SEESF Mt E X 89,

EREUBRE RIS IHPHRE, BEASTUTERN [CI2EE 2N EEN 7R HREER.

« £ PR2: XM TESP, BE RMNEH

o ERE HIRMUE 3 MEMLE,

o MREEET S MHBEUEBINEMUE, FREFEERUTUEZ —

- ESE— -tIB BN MK E S HEFEPEE TR BN BB L.
- REEER - IR B MEE S HERE PR E AR B &1 B R ILEC,

- MREE HEBEUE, WEARR/MXEIEEN IP LT ERAF AR P ik, WRAF 1P Hiirs s
HIEFHER/MX, NNAZER, NRER/SXRLAE, WL BENREHITET—BIEM%K

B&o

- WF MEUE, ETUER— T NEHNMEUENE—IMEUE, BRFNMEMUE, FREIE

MBAIE,

- HREEM Citrix Cloud > Citrix Workspace > ifia) > BiENiARE A BEEN AR, MEEE, N
TERIMAU BN, BXFMESR, BESREHABENIHR.

- e M Citrix Cloud 1261 A RIEMEME. EXEMER, BB Citrix Cloud MEIERE,

W@ Rule details

Conditions

Actions

Summary

Cancel I

Step 2: Conditions

Rule Scope

Select the rule scope from the following options.

@ User

Applicable 1o both HTTR/HTTPS and TCP/UDP apps

Machine
Applicable to only TCP/UDF apps

User*
‘ Matches any of N ‘ ‘ aaa.local N ‘ ‘ admin N .
AND
‘ Network location N ‘ ‘ Matches any of N ‘ ‘ santa_clara A ‘

(%) Add condition

©

() Create network location
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o STRUERBRECE.

ETF Device Posture fyEER7i4A]

el LEEE Secure Private Access BR%5, {EF Device Posture #r55 @& 1TiAa)is4l, 7€ Device Posture 83F
BAFEREERE, TMBZIEEFARARBRAREH]. = 2a/ER Citrix DaaS AR Citrix Secure Private
Access IRSHIITE IR, AT IRIE Device Posture 21t T3k,

B Device Posture [REHZEEMIER, ESIR Device Posture,

Z1R#E Device Posture B2 & BERAR RIS, BER B8 2N BIEMN I RERE SRHHITUTER.
o E PR2 XM WEDP, BE BMRE
o MTFHIZZEF%R Device Posture REMIZIERIAR.
¢ EREXIFERRAUTEZ—:

- B -ERTHRAKRE
G - ERTARBRE

9.|

== .
P =

BEDEBITEWEMANARMNS Z aiHEHRNIEEHERE, BB LR (EMMAEM) o TN, Device
Posture SBEIG T AL TNHRIET T,

) Step 2: Conditions
o Rule details

Rule Scope

(2) Conditions . .
Select the rule scope from the following options.

(3) Actions @ User )
Applicable to both HTTR/HTTES and TCF/UDF apps
(O) Machine
@ Summary Applicable to only TCR/UDP apps
User*
‘ Matches any of N ‘ ‘ aaa.local N ‘ ‘ admin A4 ‘
AND
‘ Device posture check ™~ ‘ ‘ Matches all of N ‘ ‘ Compliant N ‘ @

@ Add condition

([ cancel I I Back ‘:] m
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EFRFPRNRTESHNBIER AR
BERR:
EIhEEIER F8E Security Analytics X RBS A BT,

BRRTDZB—MTED RS, BTFHESEUHRBIAFENEXHRL, REiETso ke ER R Rar xR
MR ERMIIEFER . SAFPMTARBESELN, SHMAXKRIETR. S8MRRIEGRHRITUE—1THEITI52
BXONERE R, XEXNEERATEERERFEHPNRERE, XSRS NEEXHNLERRER P BXER
W5, REITDRERITERN, ERENNITOEMZEEELER. EXFAESR, 1535 Citrix AR XLETR.

BEANMITHEEBENIFIRRE, FEA 58 AN EERN 175 R SEHHITIUATER.
« £ PR2: FMH TESP, BE FMEH
o EFE BRRITS, ARERREART.
- M CAS BRSSPI B TR AT &

* £ 1-69
* 1 70—89
* 1= 90—-100

=W

KL% 0 AHALAREFLR N K.

. [E=

* AFHET
* NFHETF

- — M EFEE

* SEE
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) Step 2: Conditions
o Rule details

Rule Scope

@) Conditions ) .
Select the rule scope from the following options.

(3) Actions @® User
Applicable to both HTTR/HTTFES and TCF/UDF apps
Machine

@ Summary Applicable to only TCP/UDP apps

User*

‘ Matches any of N ‘ aaa.local AV ‘ ‘ admin A4
AND
‘ User risk score AV ‘ ‘ LOW (0-69) N ‘ @

(%) Add condition

| Cancel I Back | m

B R LR BRAERIAE XS B R

October 21,2024

Citrix Secure Private Access fRSHIN FRTEFIETIAE R F BB A HER RS, AVFETEESRIRETEIMNBHAE
B8 B A2 BIAE R0

BRI&F A 1E SaaS MARRFMAL Web MARRF+HEE THERMNMEXE, FIa0, W3R Okta 2 Salesforce (SaaS [
FA#2r) 0 Jira (W& Web RA#ERF) 89 SAML IdP, WEERFLUAEE . okta. comtEARN R ARRFRESR
MEXIE, XRSBAHR, HERLAPKBIRA—HNTH, EXMERT, EEETLRBEREXAN, @I
Connector Appliances TE4M8 sk AR5 B IX L 7 A2 o

AR TIERE

EIE G A LARIE M) B A RE XORE NN AR R E X U FERAEE,

+ Internal -Bypass Proxy - i £3&id Citrix Cloud Connector e, 4237 Connector i8& LEREER
EF Web 32,

o WEREFLERESR - AR IR, EREXIUEE Connector &&RAEIMBMLE,

o SMER-mEBEEIRMA Internet,
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« BHRFEAIFMENARERF LEENR 2R,
o MREERANMTEEARBRFNENFE, HERNNNAREFIERTHIE, EERTUESMER
Z%E8, MAZMRE.
- BEZFOFMEERSIRE, TICNBREFERENM, BRIRE SSO KRB, MUal, KHEMABEFH SSO 1%
5FRAIBRE,

FRER

Secure Private Access I=HGHHMERBAR (8RE > NARFE) B—MIMEENZFER, EREREEXME
NAREFPEREENFAFARGEE. XAUBTEEEMENUTER

0O 0o

EEEEEEEE

o

ABAA”ABAA
o000 000

0O 0O 0 0o

FTREARITATFEEEAENUTESR:

+ FQDN/IP: FQDN StiZERHEE RSB IP ik,
o A WARERHEE, WEE, Internal -Bypass Proxy =i 5MER £ IR B2 R B &R

BB

MREFEAR, WEARPEENITER—PMERE. ERRDR, EERMIRE=ATERHMERFEN
R FREFEE,

o FRME: FKEH AN MRRDERRUE, W FHRUE F. BSESSEEEGLE, BETUTER.
RAOFRMUE, BRARMUESLI FODN 18XEX,

o MU B9 L FIR BT RBRAFENKRE, MANRNARERF. HUHRAX OFF B, REFEFREN. Ittt
MREFEZLER FQDN, EERFLUSRER A2 ENKH,

o Wit BAR (MRA).
o 17oh: REEGATARNRFRUENELIRAFERE, BERERATHFRES.

bz d=cEs

Application Domains RE XM AT B FENARFEREHEMEEBERE, £ NAREFERE Citrix Secure
Private Access BRI F REHRHIE S
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R AMEIHE R AR

7% Citrix Secure Private Access RS RN BIEFNS B S TSR L BIER S EFEIRS N AERS M 2
#Fllk Web NBER BT UTFRANEKL:

1. EREUTHE:

o EEFEIR.

s WAMAEFIFAES.

+ %8 Enhanced security details (EMZ2¥4ER) GIREM).
o EBRBSBFRAE IREM).

2. R MAEFERE. - Application Domains REVKARARASE] TN FA2FEC B HAEM L B BUR SR,

~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Doemains
Type Resource Location
Internal - Bypass Proxy N ‘ aaa2 NS °

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

Domains
Type Resource Location
External -via Connector N ‘ aaa2 N 0

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

« 1. Domains 3B "B ENARFN—THET, E—TETEERERNNAREFFAESNEAN
LR A2 URL. Hth{TRAERMNAEF FAESHBANFRERXE, WMRNAERF URL fEX
AR, MNEMBERE—1TH.

gNSREET SAML SSO, M—1TE7R SAML #7= URL.

RKE: EEUTERZ—
- Internal -Bypass Proxy - igi;ii&i&id Citrix Cloud Connector e, #2id7E Connector i&
& LEEEMNEF Web {12,
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- NERTFLIERESS - NAEFEINN, EREHNTuEE Connector I&ERAIMBMLE.
- SMEB-RERERE Internet,

o BRAE: YEANBRERFER Internal XENBAMETR. NMRFEHMEBRME, BHEXE.
o EEBLENRS: Autopopulated URERME, HEANAIEFER Internal 288,

RERERIR S

October 21,2024

k1% Secure Private Access HEEMNAIERF (Intranet 2 Internet) WA “KREHENNLE”, ANERT, W
RSB XN RAEFRENBEFEMFRSER, Secure Private Access J$E434FRE Intranet Web W BEFEH
e,

SFREERNAEFHAEEM Internet URL 5 SaaS MARRF, EERALUER IKE > RERMERIRLY EI= U
AYFIIELED Citrix Enterprise Browser #17ihi0l, BRI LK ARNEERITEN SRS (RBl) FiE,
LABS LB s asm g, MREBERCEER URL EEME RBI, MSHITATIRE,

1. Secure Private Access &t
2. #Af5, Citrix Enterprise Browser #ix£t URL % ix[g] Secure Private Access,
3. Secure Private Access Xt URL EE A2 Remote Browser Isolation AR5,

ISR LUERBECRT, B0 * . example . comRIEFIRTZ ML Fr A1 LU R %% FR A TR E RY 35 18)
AE:

ZINBERT, REBEBENAVFED Citrix Enterprise Browser iiialFr%& Internet URL 2% SaaS M AEF.

RERERIR IL N IS

1. #17 URL e HE URL &7 Citrix ARSS URL,

2. AEKNE URL LHEEREW Web F2 SaaS AR URL,

3. AEHE URL LIBEERSHRIRFIAMMALR URL, IERBXIREEEOIRLNILRSE, HERS
A AYFIAIEZ URL.

TERBETRLARRE.
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Redirected sites

Remote Browser
Isolation service

N Allowed sites or
/ \ Web filtering Published apps (without
- configuration 31 party SWG)

Secure Private Access '\\evaluatmn

T )

Web filtering ./ Allowed sites (with Internet

3" party SWG)
: T

1
1
: Blocked sites P
1
|

Redirected sites 3rd Party
--------------- SWG

LiEREER, BHRITUTRE, HREWENARE:
1. BRRES52E allow &£ ILAT?
a) WNRITE, WAFELIARIEREMbL,
b) WMRACE, WLEMIETIR,
2. BREDRSEENWILTIRITA?
a) WA, ML TFEYIHERIE.
i. FEIE
i. EEM
iii. i

b) MNRACE, WEAIIARIE (ALLOW). FEERERINRIE,

FREH FERIIAECE AN

1. 7£ Secure Private Access iZzHl&H, B IRE > REH AR

Secure Private Access » Settings » Unsanctioned Websites

Application Domain
Manage user access to websites not configured in SPA Web filtering is enabled

Global Cenfiguration

T Default Website Traffic Settings (@

@ Allow all users to visit unsanctioned websites
Unsanctioned Websites

() Block all users from accessing unsanctioned websites
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AR
o BUINERT, Web ffEIhgesb FRARS, HAFRRFEREMAER Internet URL,
o TR LURISEESN FLEFRE AP pIRREHDERIM L, P LIERTE A& Citrix Enterprise Browser if
ial{Efa Internet URL,
I[E B #1 W] (/en-us/citrix-secure-private-access/media/spa-enable-
website-list-filtering.png)

TrgUELIREEE URL AMBMELEAOMIE. AFNMiLxEEBZ Remote
Browser Isolation % Xk Ex 4 & URL Wi &,

oW, MRERIABLET SRR ERMEN URL i35 A, FBHIE 2 FiFE D ES
£ B Internet URL, M A UBEHITUTST BRI E B9:

1. B2 &F xR FHNMxx EWM K, RAEREE R F MWL .,
1. AN BFAFHEOMGEMa, TTUFHAMMLEH IS, BTUERES

W oub st #t B9 CSV X %,
1. mE **FH M URLx*x , A F BT *xfrx,

%Z URL B &2 2 %KW i5 xR F,

FE:
ZHANBERT, 1M Remote Browser Isolation Standard BREZF (4A4R) SEr{ERA 5000 )\it, NESE
KAOBYE], TS EL e SEMNALt e, B LERE Remote Browser Isolation BREHERER. B

KEMER, BERUTER:

o BEMBIZERENE

£
o TAZNEIEIRE.

ARSI
MR A LIS SaaS MABIER, MTEEM Citrix Enterprise Browser BEINBEF. B2, fii1aIsEMARERE @
id7£ Citrix Enterprise Browser EZ# N URL K BERF.

o MNRKIBLEN N ARFIIAE, WEZAERF URL BRMEIPELTIRF, H#EB Web i35 ThEEEBH. XAIH
R EEIF R AREFINER, TieREd Citrix Enterprise Browser F2EHi##&id URL.
o WFRAHHNARSF, BMERETRH, URBERIHRXLENAERF. MRFEM Web 5278 T, Mk

IEEfRAEIZR,

ADFS 5 Secure Private Access &£

January 9, 2024
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AN FiEH E R E M ERIER VN EN, ARMNET B FEEBANRTIETEEXERERE. XA
BAMNELER, 1588 Microsoft st

3% ADFS 1§ B 1iE= k8 Citrix Secure Private Access BEER, HAHITUTSIE:

1. 7£ ADFS FifnEREEEE,
2. 7 Citrix Secure Private Access 5N RIEFEE,

AN RRIR AR Y ADFS RIS E

1. #T7F ADFS BIiTH &, ¥ Z ADFS > 5EX R > FIREEE T

a) ARBEHERRNERRHEEEE

@ Add Claims Provider Trust Wizard =y
Welcome
Steps ; _ .
Welcome to the Add Claims Provider Trust Wizard
@ Welcome
@ Select Data Source This wizard will help you add a new claims provider trust to the AD FS configuration database. Claims

providers issue claims about a userin a security token for a particular transaction.
® Foadyto Add Tum The claims provider trust that this wizard creates defines how this Federation Service recognizes the claims
@ Finish provider and consumes the claims that it issues. You can define acceptance transform nules for issuing claims
to the relying party after you complete the wizard.

<Previous | [ Sat | [ Cancel |

b) £ Secure Private Access bR TFESEI ADFS M AR, BXFAEE, 15588 Citrix Secure
Private Access EHIN AEFEE,

AR

BRAMMARER, AEMNMARN SSO BLEE D F T SAML Tz H, AERBTHEBXHSA
ADFS,
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Select Data Source

Steps

@ Welcome

@ Select Data Source
@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this claims provider:
) Import data about the claims provider published online or on a local network

Use this option to import the necessary data and certificates from a claims provider organization that
publishes its federation metadata online or on a local networlk.

Federation metadata address (host name or URL):

Example: fs fabrikam com or hitps://s fabrikam com/

(® Import data about the claims provider from a file

Use this option to import the necessary data and certificates from a claims provider organization that has
provided its federation metadata in a file.

Federation metadata file location:
|E:\Users\Administrator\Downloads \idp_metadata (1)l | | Browse..

) Enter claims provider trust data manually
Use this option to manually input the necessary data about this claims provider organization.

| <Previous || Ned> || Cancel |

a) ERUTSEUTRANEBREHEE. FNTARREEEESE, BET—TATHRESPANUNE

Ho

b) EERFIRENEBERINABRANL,
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Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

|Transfunna'| Incoming Claim

vl

Claim rule template description:

Using the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change its claim value. For example, you can use this rule template to create a rule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of "Purchasers” when there is an incoming group claim with
a value of "Admins”. Multiple claims with the same claim type may be emitted from this rule. Sources of
incoming claims vary based on the rules being edited. For more information on the sources of incoming

<Pnev|ous|| Next > || Cancel

C) MTEFREMIRE. MREH ADFS S HihAR, NIEMXLEEEHE Secure Private Access &
TERIHERE SSO.
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

|nameid to emai

Rule template: Transform an Incoming Claim

Incoming claim type: [Name ID v/
Incoming name 10 format: |Emai vl
Outgoing claim type: E-Mai Address v|
Outgoing name |D format: [thpecﬁed vl

®) Pass through all claim values
O Replace an incoming claim value with a different outgoing claim value

Incoming claim value: | |

Outgoing claim value: [ | Browse...

O Replace incoming e-mail suffix claims with a new e-mail suffix

New e-mail suffoc: l ]

Example: fabrikam.com

[ <Previous | [ Finish || Cancel |

niE, CEEBERRIRMEEREE, Uil ADFS BEEEERTF SAML #9 Citrix Secure Private Access,
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ARRRMBEEID

BRI AERRIZERS(S1E ID. 7£ Citrix Secure Private Access HER BN REFREZEZE ID,

Offered Claims Organization

Monitoring |  |dentifiers

Endpoints

MNotes

Advanced

Cerdfficates

Encryption

Specify the :imlaynm and identifier for this claims provider trust.
Display name:

Pitrix Secure Workspace Access

https://citrix.com/9a%sx0ijvihg

Example: https://fs fabrkam com/adfs/services /trust
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R HRIRTT

WERER SaaS AR ADFS HITBMIRIE, ALK MELZNZNABRNT R#HFEE, £ Citrix Secure
Private Access FERE N BIZEFREELL ID,

Endpoints | Proxy Endpoints | Notes | Advanced
Identfiers | Encryption | Signature | Accepted Claims
Specify the display name and identifiers for this relying party trust.
Display name:
Lervice now

Example: https:/As.contoso.com/adfs/services/trust
Relying party identihers:

https://dev98714 service-now.com Remove
servicenow
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7z IdP Boppomh B AP ARES
RelayState  SAML Xy —18#, BFIRIAFEESHERIKBANRKESRSBEHPNFIER R MR
ADFS k=M RelayState, NIAFEZERREEECHRRREEHITENRIIEREIHER.

s$F ADFS 2.0, AR &EE#H KB2681584 (EHLA 2) 3 KB2790338 (|HLE 3) 7 #EfR i RelayState %
¥, ADFS 3.0 WET RelayState X%, EXFWMERLT, RelayState HAFERER.

£ ADFS k5588 E /S RelayState &

1. TAXH,

o 3+F ADFS 2.0, BEIRBERPHBALUTX: %systemroot%) inetpub) adfs\ ls\ web.config
o 3+F ADFS 3.0,iB7Ei2 B AN T X : %systemroot%\ADFS\Microsoft.ldentityServer.Servicehost.exe.(

2. 1 microsoft.identityServer.web #4537, 5 useRelyStateForldplnitiatedSignOn Fin—17, AER
=8
<microsoft.identityServer.web> ... <useRelayStateForIdpInitiatedSignOn
enabled="true"/> ...</microsoft.identityServer.web>

« X3F ADFS 2.0, 54T IISReset LUEME IS,

3. WFXBWIMFE, BEHBS Active Directory BEE B I8IERS (adfssrv)service.
FRED WREE Windows 2016 3% Windows 10, &ERLLT PowerShell (¢ EHE.
Set-AdfsProperties —-EnableRelayStateForIdpInitiatedSignOn S$true

#EZ RIS <- https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsproperties?view=wi
n10-ps

Citrix Secure Private Access N AREFEE

el LECE |dP Bohfnigsk SP BhrysniE, 7E Citrix Secure Private Access FERE IdP 5% SP Brhfymigf s
BiEE, FRZAETFTTF SP Beifvnie, %A Ul iEsEREER URL (SP BE)) BiiBiEF 81%IE,

IdP Sahyimiz

1. 75188 |dP BriRyRiEs, BEMUTRE,

« AR URL —FERUTEREANRARER URL
https://<adfs fqgdn>/adfs/ls/idpinitiatedsignon.aspx?LoginToRP
=<rp id>&RedirectToldentityProvider=<idp id>

« ADFS FQDN —ADFS 18 &# FQDN,
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* RPID —RP ID 2EA LUMPYLFEHERREN ID. E5FHASIRRGHEE, MRZE URL, Ma#HT
URL 453,

« IDPID —IdP ID 5=mRRHEEE ID R, NRE URL, WE#1T URL %8

T f5: https://adfsl.workspacesecurity.com/adfs/ls/idpinitiatedsignon.aspx?LoginToR
P=https%3A%2F%2Fdev98714.service-now.com&RedirectToldentityProvider=https%3A
%2F%2Fcitrix.com%2F9a9sx0ijvihq

2. SAML SSO E2E&.

AT 2 ADFS BRS5E8RRIFAINME. MREFRERLETEN, iHM ADFS ARSI THIERIRENERBIE. ADFS AR
SHROKSTHEIUMEK S S NIIETHERR TH, ZiHRAIM ADFS > fRS5 > in R 7 ##iZih <o

« B= URL —https://<adfs fqdn>/adfs/ls/
o FARE—PHRES IdP BHINAEFER, A HXMEERERBEES- https: //docs.

microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2008-R2-and-2008/jj127245(v=ws.10)

M50 RPID=https%3A%2F%2Fdev98714.service-now.com&RelayState=https%3A%2F%2Fdev98714.se
now.com%?2F

o Mx—http://<adfsfqdn>/adfs/services/trust

o« BXHfth SAMLSSO ReEiRE, BEEATE, BXx¥4MEE, iB&Rhttps://docs.citrix.com/en-
us/citrix-secure-private-access/service/support-saas-apps.html

Which single sign on type would you like to use for your Saas app setup?

SAML Don't use S5O

o

What does this form do?

Assertion ™ This form generates the XML needed for the application’s SAML request.

Where do | find the information this form needs?
The application you're integrating with should have its own documentation on using S/

https://adfsl.workspacesecurity.com/adfs/ls/

RPID=https%3A%2F%2FdevoB714 service-now.c SAML Metadata

. Provide this metadata to your Service Provider (application)
http://adfsl.workspacesecurity.com/adfs/servic https://ctxaccess mgmt.netscalergatewaydeyv.net/idp/sami/9a9sx0ijvihg/4b2f73ed-5fa:

- o [ Login URL
Email Address
https://app.ctxanetscalergatewaydev.net/ngs/9a9sx0ijving/samiflogin?APPID=4b2f73e

e v
Email
Certificate

Launch the app using the specified URL (SP initiated) elect d type + v
PEM

Advanced attributes (optional)

An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values are consistent with the settings in the Saas vendor.
v ! : v

Add anather attribute

3. BNREFREHTHRSAF.
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SP B&BvR

T SP Brppymiz, HRR IDP Bmpnig

(SP B3 EiEiE,

aeFFA

August 26, 2024

BoPHRVISEHATRE, 1IN, BREREE

8 URL BoRAiER

BRI S RS ETZE S A Secure Private Access lRSEIhaE, LUMEEE LI BT RS, Citrix 50

FEREABRMRIBEUBEINERREE, EESMRAPHEARIESAEN, A6k

BXFmEaARFNFAES, BER mE e ERFEE,

TRIIETEFAIHITHIFAR Secure Private Access BRSSIhEE,

mHE

FFinin Web R AERFH
TE ik VPN e 5%

ETF %589 Web fifik

RH ST 2]

Citrix Gateway
Connector

BREHEPERFTHMRAE FHEH

2023F1A8 2023108 17H
2022128 202212831 H
2022548 2022 6H15H
2022%5A8 2022 9H30H

XFFH Web (E#EFIHRNEEF ik VPN

o HFARKEF R VPN BRI GE?

F2EES M FRANEFIERIIEE.

ik

RIBERBFIER Citrix
Enterprise Browser 5%
B#Eip, BXEZFAME
B, BBRAXTHFRELER
i VPN 3518 Web Rz F#2
o

#&1R% Secure Private
Access HEN MG IF.
45 RBl EE AIEE,
LUEM Citrix Enterprise
Browser EF 4 tis0 5
THEEXBIM LG,

TER

Connector Appliance,
R MR EEE TSR
Connector Appliance,
BRI M X EESE TSR
Connector Appliance,
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i@t Workspace for Web GERTF HTML5 B9 Citrix Workspace MAER) HRERE R B EMEES
2REINAEBML R AIZRRY, Citrix Secure Private Access fERETF CVPN BifRI A%,

PE =
X %4i@id Workspace for Web GZFF HTML5 9 Citrix Workspace R RB#2R) ihial AR A2FET,
FERATEF I VPN ifiE5E, REREELRBRLREINEBRERFT SWFRK.

BINATAEFAX N IhEE?

&P VPN 54 EREFE URLES, XAGRETICEENKRARE, EREEERT, YEE Web A
EFPRRLEEER, JRESENAREFTRRAK. X2SFHRELBFERAE. ATRKNNOEFRERE
BN BEFIAEER, RINEFAILLIEE, HERNMATEHRINERASEZ—

e MARmiGREEE Secure Private Access N RIEFMRZHAF?

gnSRiE@E Workspace for Web sl @iz EE:&H18RT LRGN Web R BERF, MXHZN BERFHAER
PR LE,

EARSEIMRLRFET Workspace AERF. EiEiflAl. Remote Browser Isolation (RBI) 2 Secure
Access Agent 5lRIR A&,

BEMEERLR, EERNZEAM?

Citrix Enterprise Browser: &/ Citrix Workspace R B#2Rs@id Citrix Enterprise Browser 55X
LY ERER. AEBIEBNELIRE (GIGNREITE. ITENFRE). KED. PRHEIZIMLIRIAR) X3 EIE,
RHRENRLKBF R, EAT Citrix Workspace B Secure Private Access.

BEpE: IRERERATEF A ERIFRMNENBER, BERAERFRGE, BdixsE, JUEENE
AN 5E8s (BIg0 Chrome) AR AIERF. A ETRAT L AELRRIEE ERE Citrix Workspace B
BEAFG, LaATFIHtERE. EXEZFMAER, BSRE iRt Web EER,

i@ Citrix Workspace R EF Dt Secure Access Agent ihRIfEMILE N AEFE?

T, BAWRZLLAREE Workspace for Web i5ia#y Web B2, IEAFBRFRSZmET REARIFLE
£ Citrix Workspace M2/ sk Secure Access & il iRl AR, dREE Workspace for
Web ¢ Citrix Workspace R A#2FH HTMLS TAIFREE 7158 R MREINMEN AERF, NIHXLENA
TERFHYIA R MR Lk,

HEHAt RS ?

EBER Citrix 23 AR
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