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2101 aYHTIEIHEE

E P inIREh2ST (CDM) 332 THAE

TEUbhRZASH, XYEMRSIIREHERAYIA R HRMIMNIL 2INEE,

WE, ERILARIEFRE A EEEE RS IREZRH 18450
ERIESRETHRLRINEE, HERTBERFIET. BIRENATZEENBHEE.

B, BREASRABHSIENEEIFRL,

Debian 4G 5N BIEFERIP SL1IEI0HE

Debian k<89 Citrix Workspace M ABEFIE N BIEFRP.
ERRRENBREFFRIPALG, BERE Citrix Workspace NABREF ZHIMEIHBTUTHS:

export DEBIAN_FRONTEND="”noninteractive”

sudo debconf-set-selections <<< ”dcaclient app_protection/
install_app_protection select no”

sudo debconf-show qicaclient

* app_protection/install_app_protection: no

sudo apt install -f ./dicaclient_<version>._amd64.deb

Microsoft Teams 1&32I04E

« Citrix Workspace M AEFLEREFMEES Microsoft Teams ¥ E—#EiTH,

+ Z#5 Microsoft Teams FEEBIERS (FIa0 PSTN) FBIESINAINE Z47 (Dual-Tone Multifrequency,
DTMF) 58X E, RIAERTEALIEE,

o BRI EHRIFRANTNGE, HLTFSENSMEE,

« HTTP REBXIFE L S50,

2012 FEYHTEDIAE
E P inIRhasnst (CDM) 132 ThAE

Lal, @d COM ipie X iR BEe A TFrE e RENRAEIE,
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BahRASE, Citrix Workspace AR AT EEESNARE CDM XHifin,
AR
EAEAT Web 89 Workspace B, XHiHIigBERIEFRIFAE, ZIEBRINEE AEREETIET,

BXFAER, BT IRREEER.

N RiEFFRIF SRL0EThAE
AR

o (NGEMA tarball ZfFa =% Citrix Workspace BRI A Z15ILEIN8E, 1thoh, x64 1 armhf 2m—
REFNHE N RE .
o ItkThBEITE Citrix Virtual Apps and Desktops B9zt E B 5 1,

N R RIP 2 — M INThaEE, AIITERER Citrix Virtual Apps and Desktops BYiRfHIERMR &M, ZINEEREI T
ERHRRERIERNFEHREENRGR M. YARFRFUMLEEERS L ERNAR SEASRESENE
8. &AM MR EERINFRESE URERREICRBBENF BHRES.

B x sz Citrix Virtual Apps and Desktops LB &N AR FRIFHES, 1§51 Citrix Virtual Apps and
Desktops SRR FTEF RIS,

B Citrix Workspace M AE2F RN ARRFFRIPIER, BSRNAREFR,

B YIEEIRThAE S0 ETNAE

HMAE7E Citrix Workspace M AZFHERSNIRIENIEE, HEERRRLETHNABEFAEE, UREET
AP KR, ERMNSMEMNFESHIRIETHE, MBELERAAHNSEENRINAZEERRAEE,

=

AR

o LESMIIEIERINEENERSERER,
o armhf & =R MHIL B I8 EIRINAEE,

A
W& libsecret B,
ZINERT, LIhRER FTERRE,

BXBFEAER, BEAS 0K

BINECEIG5RINEE
BZ&kRA#E, module. ini XHHM VdcamVersion4Support BEMEIAEIREN True,

BXBEAEER, BEAE.
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2010 FEYFTIEIhEE
R EIREER

LUBT, (NESIEFMRGBEASINEE, BMEFS Q&R0 LIRS L ERNIRIOL, METAILEESE 2R Citrix HDX
Audio.

EARhRAH, EBTF Linux 89 Citrix Workspace M BEEF#EERET I BNFRERMEMIE S, CNNEHSEN
BER—ERT, MIEERA Citrix HDX Audio, Ea] LIREISIETEAS T BAEMIESE. SERERAFTRE,
EOEARFELRERNASINSEATBHRIE, IBATIBREINLEN, RIFEEHER.

ﬁ*ﬁémfm Sy 1@%'% = /J
Lesh, ARRAERER T B %7 |CA ThaeRIaER,

2009 9L ThEE

AEICRAILRINRE

LIgT, debug.ini M module.ini XHEBTFEERSICFE.
BhiRZS 2009 &2, EaLERUTAEZ—EREREILR:

o IO
+ GUI (GUI)

B, BhRZs 2009 #2, debug.ini EEEXHEM Citrix Workspace M BIEFREREF RSP HIER.

HEIRREESH Citrix Workspace ARRFHEEFAREE. KEENNERENHRI AT EREERE. £=75
FRAZAILERBEEIZR SDK, XA Citrix Workspace M EZFF &t SDK B—IB 5 M4 E—ie,

A LUERBEE B HRITUTRE:
o ZHFHBRMEAEREHMAEE, BHERENHREFIER,
o BENEIEMRIRRE,
o IREEEEN,
AE:
I BFIRRNGIGER TEEMA.

ﬁ*EIp\lEiE’Jﬁ%{D S} -lﬁ%l;ﬂ E:\I_,:\-Laio

2006 FAYFTIEINGE
Microsoft Teams i1t

/A Citrix Virtual Apps and Desktops #1 Citrix Workspace M BR#EFAE T L@ Microsoft Teams #1T{k
{£. Microsoft Teams £ L2 F Microsoft Skype for Business 9 HDX RealTime £k, FEKZE, FHEF
Microsoft Teams L {tFrERIFR A A 1Eim45E] VDA 0 Citrix Workspace R BIEZFEH.
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i®id Microsoft Teams fiifk, EAT Linux & Citrix Workspace MBREFXIFSIM. WHNREEZINEE.
AR
Microsoft Teams A {L{RTE x64 Linux &1ThR £ %1%,
BXNABABAEIZRNES, ERE Microsoft Teams HHEIDE TR RHIS BEHITIZME,
BEXRHERNESR, EBHEMicrosoft Teams ks

BXFMER, ESEMicrosoft Teams i fkFMicrosoft Teams EE A,

% #% NetScaler L BEF1KIE (NSAP) Eii@E

NetScaler R F2F A% (NetScaler App Experience, NSAP) ELEEINAE L AT 1E A SLIG S ThEEIR i, TIE RS
YEF. NSAP Eili@iE R #EBNIREY HDX Insight #BHIRIR, BG# T AIY BIEAIEEE. NSAP EHLEERINLTFRA
K& EREERH, 1B7 module. ini XA NSAP #5735 NSAP=0ff,

BXFHES, S Linux Virtual Delivery Agent sx#er#9 HDX Insight # Citrix Application Delivery
Management RS5489 HDX Insighte

B3 7 Citrix Analytics RS
Citrix Workspace M Bf2F&d+eil, aILUMEMRIE2sEcH ICA 215K EIE~EHEI Citrix Analytics BRS.

A% Citrix Analytics sfafEAILLE BRIEAE R, BEBRIEEEBARSMVirtual Apps and Desktops B EBNEZR,

TLS fRAEH
LR, ZHFAERE TLS iiAs9 1.0, ZRMRE TLS R4 1.2,
BARRAE, FPREMES TLS AN 1.2, BAMinimumTLS EBEEFRRE, HZH TLS.

CryptoKit =i
CryptoKit h4s 14.2 5 OpenSSL 1.1.1d hrEER.

2004 pIFIEThAE
e

BEE
BT Linux # Citrix Workspace [ BiEFIEREEAFIBRA

Bt T BRI E AR
FEXhRET, cRAPKFARFEREEIERIEMNAKE R EF B,
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Microsoft Teams HIZ 3L S200 14 ThAE

ER—TRSRLMEThEE, Citrix Workspace Bz f#2F I A7E Citrix Virtual Desktops 21351789 Microsoft Teams
RSN,

AR

Microsoft Teams SR AXTE x64 Linux £1ThR £ i,

BXiFAER, B8 Citrix Virtual Apps and Desktops sxi&sEIMicrosoft Teams i kFIMicrosoft Teams &
EMEBTo

%+ NetScaler M AEF4L (NSAP) Eil@E L1014 04E

ER—IL3e 4 IhEE, HDX Insight $tiER B NSAP ESUBEH UKRERFRLE, MMRE T BT BIEMMEEE.
NSAP ENEERIAL FEARS. EFHZA, 157 module. ini X1 NSAP #57& NSAP=0ff,

BXEMESR, BB Linux Virtual Delivery Agent xx# /i #9 HDX Insight # Citrix Application Delivery
Management R334 89 HDX Insighte

1912 FeYHTIEIhAE
BRAM P RELSRINAE

1910 KRSINTERRF R (TUI) ThEe, 81F VDTUI RS, IINEEREEE Fin R ARG AR TUI iR,
ERIRAT LA Ul XA %, BR, BITEIRBRAXE, “EEB <Application>” SHEEF2MAEEMAREF

BOER, BEERET.

WE, BIAMERT, IF module.ini XHHH VDTUIAFEIRERF. Eit, HERHNAREFNFBETR “EXE
BEh <Application>” 3HiEE, R, BHE#HEZ—EER “[EEEED <Application>” ISHEE, ZINHEEL R
BREFBHM#HE,

GStreamer 1.x 3% LI INEE

ERHkRA T, GStreamer 0.10 X IFZHEAEEAMEIARE, BERRAEE, EAILUE GStreamer 1.x BBE R
IN

PRI

o FEHGIAREY, OB EIRIEINA] e T AR TAEA T AFo
+ 41572 ARMHF i&%& L/S5h Citrix Workspace R F#2FEY, GStreamer 1.x AJRET A IRTREA T 1F,

BXEMES, BEBRER GStreamer 1.x
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EATHGERABTEER (BCR) 89 Chromium #x AUHESR (CEF) L3014 Thik

BCR Ih#E#s Web HSBMANBEE AT F &S, ZIhAERKEIZ#RNIE Citrix Workspace R R FREIHERLN %
2%

al, BCREAET WebkitGCTK+ WEMKEMZAT. BAEMAER, BCRIFEAET CEF WEMLEREEIFH
BR#R. EREBTRNEERER. TEAENERERENHEHS.

EX¥4ERS, 523 [EBAETF CEF 8 BCR. ]. (/zh-cn/citrix-workspace-app-for-linux/configure-
xenapp.html#enabling-cef-based-bcr)

A% BCRWEE, B2 Citrix Virtual Apps and Desktops SIS 2S A EE o
=paa
« pacexec —i##Ix I M Citrix Workspace R FBIZFEHI x86 A<t ilis.

« Citrix Files AJ8ET 4 5 745 8ETIAERY Workspace IhBER R,

1910 FEVHIETHEE

BEXH
iEATF Linux i Citrix Workspace N BE2FRERECHEEE FiBHRA.

[ RiEFem2s BT
N A2 e T 2sE &2 Citrix Workspace M BEFRBE. Ziana2BAKIEhEEN— 1 E5. SINNBEF
feR885, EAT Linux 89 Citrix Workspace M REFHE R MEER LIEGH,
TR AR A TMER TIEERERS
« BEXE5) Citrix Workspace M AEF

o XAHEHBDHNBER
o REHEMBHNAER

==
% Z libappindicator R B A EEE RN AREFIERE. BEM Web ZEEAFEM Linux RIThREY
libappindicator e,

BERARRE

Citrix ICA 1Y 55 /3% RA F P R E s #kiliE [TUI VC] #1%E Citrix Virtual Apps and Desktops 5 #lARS 28 2 i8]
RiEIE. TUl thERTiEEENAF RE U] AFES.

LA, EATF Linux B9 Citrix Workspace AR ARZ#F TUI VC 1hEE. AL, BFHRAATESHLIERBIRS 25
B Ul B3R, B, =B ARRFN, HttiARFMEEEM “EERE <Application>” MiEE,
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W1E, EATF Linux 1 Citrix Workspace R #2325 TUI VC Thik, LLINBERI#EBIE Fimik RS 38 & XM TUI
EE, BRm AR Ul BXAM. IgerAEBEEFIRIABMERNER. FILFE module. ini XEHR
VDTUI #57&: VDTUI - On/Off

BXEMBENFMES, B2 Citrix Virtual Apps and Desktops sxiisrCitrix ICA EiliEE,

1908 EvHTEINAE

HERRASARIR T 2B B F R BB RERARE M RIRIR, Ieoh, FE MWK SDK B1E6EMA libwebkit2gtk (2.16.6) &9
Ul 33iF1EE, #iRmiER UlDialoglibWebKit3.so #1 UlDialogLibWebKit3_ext.so. BxFiafER Ul 33iF1iE
FERYiRBE, i&205% UlDialogLib3 BRFHBERX K.

1906 avHTIEINAE
ERARMN webkit Z#520# T Ul F50

ERHRRAT, BEIARS Ul BE Libwebkitgtk iz 1.0, BBFhRZA 1.0 BEFA, Eib, AZ# Linux %{ThRFE
SHFZhRAS. iEMAT Linux B9 Citrix Workspace MARZFIEEEE libwebkit2gtk (2.16.6+),

libwebkit2gtk AT

o BT Ul F38, webkit2gtk SRIMBABEERAAERD. EH webkit2gtk iRz 2.24 ESMASKRENE
&R YouTube &K,

+ webkit2gtk ks 2.16.6 R EShRABGH T B RAER KRS R BHIETE.,

o ZNARFSEHN Linux RITHRZRBMELR, HiRMHBEHMN webkit 228,

AR
webkit2gtk EFLE Linux X1THR LRI A, EERERUTETENRRA X!

o 1E%% Citrix Workspace A2 1906 Z &1, MIRIE webkit2gtk,
o M THIE T#H Web %8, HRHEENZR Web Bl
. BEhEILHF webkit2gtk 2.16.6 SHEFBMA Linux RITARIESRA,

BEXHF

BT Linux & Citrix Workspace [z B2 I ER R Z 1B 2N,

VDA 2% F

VDA B2 RINEAFEER “VDA” BERF, MELEFHRNBEGRILENFE, EXFUTRENEE: PC/XT
101, 102, 104. 105. 106, EFERAILINEE, EEH wfclient.ini XM KeyboardLayout=(Server
Default) BHHEMBIRIE,
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BT ERAT Citrix ¥ Y28 HM =S Saas LI IEINREE

st SaaS MAREFNLLFRRETmAPRRMB AN SaaS NAEFNGE—RF 4k, SaaS NAREFES Single
Sign-On —i2iRft, BIERMER LB T EXAFE Web th=F Web ik S2E5189i518], RIPARHMENRLRP
& UL R A SR R

il

JEATF Linux 89 Citrix Workspace [ 2R X 15ilid i Rl imHI AR S SaaS AR, @idizks, BRI

REERBHNZHER. £/ Single Sign-On URABKE,
W&

HfF Libgtkglextl RH48TMA,

M=3Xft SaaS AEFAEBFUTRE:

- BEERSR - BTIRE. BHRMNER,
+ Single Sign-on - /A Single Sign-On BMER,
o ERTAENARFNLEER - AN E BN BEFHITETRIRNE S,

=
/3 Citrix Browser Engine #J Saa$S fX7£ x64 1 x86 ¥ & £&%#F, £ ArmHardFloatPort (armhf) &fF
EREZHE

BXRUAERIBNESIRSEE SaaS MAEFNESR, BESRIIREEIXE.

B SaaS AR5 Citrix Workspace AREFH$ME S, ESRIEMAT Windows # Citrix Workspace [
BREFEX R Workspace EE&,

1903 y3figThaE

e

HWHEERZSBEMINNEETE, N TLS_RSA_ NEBREATRERATRE, FERIANBREES, XER
BEH%E Citrix Receiver 13.10 FBFH, HHERERAHEN,
ExhAs, TLS_RSA_ ZREHEWTENR. Bk, SRALFE% TLS_ECDHE_RSA_ ZBEMH, NRENIF
HRACE TLS_ECDHE_RSA_ ZiEMH, NHTFEBRREE, BRIHEMIEAT T, ShRASZIFFER 1536 il RSA =
PARITEFP IR SR,
TRUTERAEBREES:

o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)

+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

BEXEAER, BEAENRE N
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} =r

AR

BhR4s 1903 RERARAE, Citrix Gateway 12.1 KESM4z#F DTLS, &% Citrix Gateway B9 DTLS Z#¥
NWEREHNER, ESHEZRE DTLS MY

Bloomberg SiEE®E

LEIHREA W EE S 21EFE A Bloomberg v4 S5iE N, FESIFENSMIMEED KA EEERHZ Bloomberg 0,
ESEOBRUFI—FEER R BENRIE,

AR

ZHANBERT, LhIhAEEXT x86. x64 #1 ARMHF £&% A,

BXRIAEE Bloomberg EMEEMMFAESR, BRR EEEEERA FRENSEHITERIE

BERNE
tEhRATE BBIARS AR REHFSINT — M HERTTH,

R EEZ A (A
tEhR AR R 7 B BT B EJa 2l S 12 BT (B IR o

1901 FAv3RIEThEE

%#% Citrix Analytics

iEATF Linux 89 Citrix Workspace [ 27 B#1THEIE, AITEXN ARFL ELEEMHRR MG EEERE Citrix
Analytics, BAE, BEEE Citrix Analytics iR 28 Li#{THRAIERE, A% Citrix Analytics B4R, &S
i# Citrix Analytics.

Workspace Ez028 5 Citrix Gateway

Citrix 7EhRZ< 1809 5|\ T Workspace Ezh2: (WebHelper), 7k 1901 &1, Citrix Workspace B5h28iERH
F5 StoreFront # Citrix Gateway ME#iE#, LtIhaEaIEEIEhESN ICA Xl Citrix Workspace [ZF
BrRE,

ERyEE sl |

/u\laiimgiljj Il zEEl:u\IEitmgﬁﬂ'Hﬂﬁ, T\EE%&*ME/U]&%I}JHE@ 12117 %U\TYT'L?&*EE&EI'JE,uxlaii'ﬁ%, #
BT WEBENERE. AR RHIFMANBEREBAP#EITHRERRRUN (NREEREM) NZFRFARRHE
Bfl,

BEXERESERNER, BERETIER,.
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EFinA VDA Z BIHVE R R RY

LET, Windows ¢ Linux VDA LR EFikig&E LWRERBEFRT. Hli, HEFHEE ENREFEIM X
B Eegw KB”, {B1E VDA EXRERR, BMSRESREHIFRFT, BEE VDA EHNREFRRBLEXN “TEE.

MithR7sEE, Citrix 2i@id B VDA WREHRBSEF HRENREFTRBE S KBRIEE, EFRHME, RBEFIE
BELNRERRLXELWL, VDA LNGEREBIEE.

AE:
ItbIHEEFEE VDA hRZ 7.16 SLE S AR,

BXFAER, BERARERRRED.

1810 EvHTEINRE

LEhR AR T 2 1NE B F R B REF R E 14 AV,

1809 EvHTIEINAE

Btk A& ATF Linux 89 Citrix Workspace R A2 E#E] Citrix Workspace Services @—TRsL3 M Ihig.

Workspace B5h38 &

LT, ARTLLUEESERT Linux 89 Citrix Workspace B2 —iE iR A R G BB A S m ML A
2R, IHEEET Netscape M BEFHIEED (NPAPI),

Mozilla Corporation BEE# EH Firefox l5i8shikas 52 27 A NPAPI 215, Hfthix|%23thF AT NPAPI %i%,

ER R R R, Citrix 3l N T Workspace Bz 2 (WebHelper), EEBILINEE, &% StoreFront BBE R @)
Workspace EzhgskixigR, e Citrix Workspace M BREFRE.

BXEE StoreFront WER, BBFMENRFLXE CTX237727 Ff Solution -2 (2RA5% - 2) > a) Adminis-
trator configuration (a) EEREE),

=

Citrix Workspace Bafgs 4 ai{iEA 5 StoreFront WEZER. EEMBERT (40, @i Citrix Gateway
W) FXEZEmE.

ZH#e Workspace Web Ul 2z

FRE=AERFIRENERENBBARTXEBENERT Linux 8 Citrix Workspace i BEFR, ZNARERF
A=A CPU FEAZRIXE] 100% MR LM,

AR IREIRR Ul R
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1. ERUTa<THREFN G
rm -r ~/.ICAClient
2. ®%%| SICAROOT /config/AuthManconfig.xml 3.
3. ¥ CWACapableEnabled sIfRBUAEX N false,
4. BEERT Linux 89 Citrix Workspace R B2, $EEIBBIAHRITXEmMEIBE Ul,

1808 FAIHTHE INAE
Citrix Workspace W Bi2F

Citrix Receiver IEE & H Citrix Workspace N BEF.

Citrix Workspace B2 B T &E# A Citrix Receiver RESMWE AL, TR EINRMHRISIIENE,
Citrix Workspace [z f#2Fr5rL T Citrix Receiver HI5E2ThaE, H B 7i&ka Citrix Virtual Apps and Desktops
BRI KRG A MR Citrix Workspace BIETHEEFT T T £l

Citrix Workspace M R#EF#%E YYMM &R B T RAEHIINEE, XEFAhRAR Citrix Workspace M AEFH
hrZsS Bt 1808, LARIAIMRAS XX #rhik 4= 13.10.0.20,

Citrix Receiver for Linux BIL% B/ 80 s AT LUBSE LT IR (L AR B8 3 #X — 3 AR A H9iE A F Linux 89 Citrix
Workspace [ B1ER.

452 Citrix Workspace MAB#ER:

« M Citrix F#EmE T# Citrix Workspace L EFHREZMN AR, UM Citrix Receiver #4 % Citrix
Workspace M BER.

Citrix Workspace N BREFEE— M ERAEGTTIRENIER. ZBIRBRAT RHREANZ6EFTM Citrix
Receiver EltF.

BRBE) Citrix Workspace & ARMEHEHERRTEZNBEFN, HREEBEMET, LWEMEHTELR,
Al HBAE T UA4kSER Workspace MR, HEBRT TRELZ THRELFMER,

Rtk AB9E AT Linux 89 Citrix Workspace R F#2RE#2 Citrix Workspace Services @—IsLI M Ihag,

Bloomberg v4 &5 E M EE AL R

tIhEE R IFEE S RIEEM Bloomberg v4 B0, WWIHRERM T EFRBERERIERREERREMEES, BIEN
MESEORIN EAMEMEOGRUF—HEEERZIENRIE,

AE:
ZHANERT, LEIhEEXT x86 1 Xx64 FRLEMWEA, X ARMHF AREWER,

BEXEZRAER, BEREEEEER,
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BfEERRHR

2101 FEZERAE

EREEXREN, TRESHIFIIMISHIRIHETR. ZFASHNEENTEERAFEMRHN Chromium A
HEZR (CEF) S, BASEZEENERENEETIMET. [CVADHELP-14804]
SHEMEEIENRIEN, ZREERSTELME, BATERANIESHILR-, BRSESEME
NE#e+, [CVADHELP-15028]

£ Microsoft Teams & FEMMERT, WIMBKRAERXIEBIESWREATE LN, HEE5EENBERGK
0 USB B&kzatifed, sHElttia, [CVADHELP-16400]

7£ Microsoft Teams & FEMUER T, HdxRtcEngine. exe #iZARESEIMNEH, [CVADHELP-16504]

FHRAPEEEIRE

2012 hEEE IR

SRBEERNNERNBEEMR Web TTEA, iZ Web TERIAERTBEME, 2 HEREORFNET R+
TSR S IR, [RFLNX-5306]

EHAET CEFRW BCRE, ZRXMENASEER. ERAEEM, EE ALL_Regions.ini ¥
CefEnableMediaDevices BMi&EN True, [RFLNX-5337]

1 Alt+Ctr| 5289, BETRERRIFRARTS. “REHR” ETURE RS B[BEAMEN = HI I, [RFLNX-5444]

2487 Android FH L% USB 1. B EH&thi (PTP) Ml k& imthi (MTP) AJgea kM. EiE
Windows #0 Linux VDA g & thia)@, &7 usb.conf SXEEeRFRNAT s F30M) :

ALLOW: VID = (vid of the device) disableselectconfig=1
[CVADHELP-15304]

Citrix Director T e 5 i=3t% Citrix Workspace M AR FHARZ SRS 4 2009 ik 2010, [RFLNX-
5743]

AUEEREXRRIIE&ERT Linux B Citrix Workspace R B2, BUEMEIX TS KK,
[RFLNX-5971]

SRXHFMARESHRIEN (BER) MARER, AEsHIAEEIEHEE, EAT Linux 89 Citrix Workspace
RZFA#ER 2010 =Lk, [RFLNX-5980]

2010 FEREMIEZA

£ Microsoft Teams ETHSMBIER L ZREHN, REITEKNIFAE. [RFLNX-4778]

=i BE X webrpc.log #1 webrtc.log x5k, [RFLNX-5221]

BPfE7E(E R storebrowse SLRREFMRNBEER, L ANBREKREER, [RFLNX-5499]

Yt BN LR TEIESAEXEIRER, Microsoft Teams (R ATBETAIE #1517, [RFLNX-5599]
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MEATF Linux 89 Citrix Workspace 2R BEhRIER, RIEFERNGRE. HILEAREARIEH
FhEEH EmERE, aEEE7RE Microsoft AERFFHEM, [CVADHELP-14194]
ERRNRIEZERITE RN B S MEIRIZIERT, XEIRIERTAER B8R, [CVADHELP-15228]
fER@TIEATF Linux B8 Citrix Workspace R A2 hRZS 1906 SkEShRA B 5hHI Microsoft PowerPoint
BENEITRIESRE, ZERPIRERRELRREN T, [CVADHELP-15648]

ERATF Linux 89 Citrix Workspace M BRRFRREFR = AER HTMLS AthztE89 W ARk RS 0 IIEXHE
. FRBEBRSHAFAENSHItRE, [CYADHELP-15720]

2009 FEEEREE

B, ‘K MEFRKTE Microsoft Teams FHNSES VBT RFER, HYAMEOSNTEEONSEILT
. Fit, ZREOFAIKBIBITENS. BRAER, ERIMBRRL, SRMBREEHRFHNEL, ABEW
HIEE MR, [RFLNX-4937]

7£ UDP &% bisfTHIsiED, MEERTRERMK, [RFLNX-5135]

ERRE L TEE=AELANAREFNEON, BORsES 855/, [CVADHELP-13677]
EEMIIEE LBETHRIENED USB &S BIMIEE M FIR—&& LiEfTHE NSRS, [CVADHELP-
13684]

EZBTRBTEP, YESREETS LEMEHERSEN, EEEERFETRANE RS L. BMERIRAR
MREER—ETELE, UaHItR®E, [CVADHELP-14642]

SHXBMEZIIRIEN, RIETHICESDLNEILNNAEE. FESEFSNRIEINIIES BRI,
[CVADHELP-15036]

2006 HEBERIFR

£I1EBEAfESE Red Hat 8.2, CentOS 8.x. Fedora 29. 30 #1 31 X 1ThR E5£M, [RFLNX-3114] [RFLNX-
4438] [RFLNX-4296]

B wfica_for_plugins Z#HIXHRMETEMNL SDKE, £ LIBS_GTK 5| AR HER KT
Mk, [RFLNX-4604]

EmEETF CEF #9 BCR WARS BRI Z AR 2 IR M. Hit, NEBABEEMIFEM. [RFLNX-4459]

7 Citrix StoreFront R HEA NN ARFE, BER—MEENEEHRBELL, FIFLTEEXATEH
Witk E, [CVADHELP-13896]

EFRCERLUSCERE LM Citrix Workspace M AE2FfE, ¥ T receiverconfig.cr X, Eidi@idz
iz SN AEERME Citrix Workspace N BEF A gk, [CVADHELP-14389]

FRBEATF Linux # Citrix Workspace R A#ZFMSTE COM BT ORI BERKN, XRBIZHBOTEH
e FKIEFELFTH COM £ B2 RE [CVADHELP-14391]

EAT Linux 89 Citrix Workspace M AEFAIET A IRBIFLEEEF. Hlt, S2AFEAXLEEERBHRIE
%M, [CVADHELP-14878]

2004 HEBERE-E
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REM All_Regions.ini X HfiBREETERSY, wlica 2K, Fit, RIFTEERE, [RFLNX-3965]
BRANENABER, 8i%E0 > KPR FREFREREEBRS SO, [RFLNX-3605]

Linux FF& i SDK RERTF Citrix Workspace R F#2RFAR2s 1908, 1910 #1912, M Citrix Workspace
NERRFERERFSFMEE wlica_for_plugins Z#fIXHR IR, [RFLNX-4298]

f£F storebrowse &S HRMNABERN, ZNABEFREREEIRD > KFXT L, BBRSEFARE
ERmETR LA, [RFLNX-3683]

EiES, wfica ATBERTERATHNBABREER (BCR) B9 Web i EEIMEH. NREE AllowMulti-
Stream BEIZE N True, MEHIItFH, [CVADHELP-13168]

ENBRB[KER, YETHEEFANS RN, SHBEAGTHRENERERNEREXATERIKK,
[CVADHELP-13990]

TORsELEETEINETRE. ABRLTETOMNAKNRELEST O ZE TR = I I R,
[CVADHELP-13458]

M PNA ZABERSHREARIERS, RIEFHXAHERED, SUWZEORERRE, [CVADHELP-14405]

1912 FEREREA

7£ Ubuntu16.04x64 /1, Citrix Workspace M AEFEIRAISESHEIRMEREESHE £, [RFLNX-3582]

£ gst-play1.0 24 gst-play MR S [[FSiEE] B, .mp4 WA HEESERARERRREN, #
B%EEM. [RFLNX-2429]

MNRBRIFEFEANRI SR ICA RIFERXN, BRAIESKEES, 7 Raspberry Pi OS L7
ArmHardFloat (armhf) i§& & ®Btia, [RFLNX-3553]

FERABEBRS AP REN, EENEET A ETAETMIATIE, libwebkit] G AR HILtRE, 5t
& Debian 10 buster P ix—#%, [RFLNX-3596]

YEEEMREREF (MIEE—TEF) SidEsh Citrix Workspace R BiEFFEY, BEIRSHAF REAEELA
17, HERUTHIRER:

"Bind Error - address already in use. (45E$5iR - it EEERAF.)
[RFLNX-3601]

7£ Ubuntu 18.04 REERAH, YEEAEMRSAFRERMNAREFN, BINEARFEER
“wfica_seamless” - MAREMAREFZE, HIIRBENREREZRIANKEFE S GNOME, [RFLNX-
3650]

HEIEAREREMARKAERERN, “T7>UEX” TERER— M FEBNKENBEFTIR.
[RFLNX-3458]

XA EMRSAFRRERE, BRETUTHEIRER:
“free(): double free detected in tcache 2 Aborted.” (free(): 7 tcache 2 S NEIFmRABERBELLL,)

£ Raspbian Buster OS Lizf7#5 ArmHardFloat (armhf) 1&& E&HItkE#, [RFLNX-3578]
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s BRS—HRERE, ERANNARFNAREERT Linux & Citrix Workspace [z 12 7 R #%,
[CVADHELP-13742]

« AI#%RRAY USB IRzhes izt El CentOS 7.7 & i £/Y VDA, [CVADHELP-13422]

1910 FEBERFM

« EAT Linux B9 Citrix Workspace R BEF&#T libcurl3 #1724, NWAEER, RFMEMMER, X
FERZLTE, [RFLNX-3487]

« {#/ Video Decode and the Presentation API for Unix (VDPAU) Optimization Pack £ H.264 4&#g
HIEIERTAE TS AR TIHATF. [RFLNX-2892]

« EAEAT Linux 89 Citrix Workspace [z F#2FFhii4s 1906 3% 1908 B, H=MAF 8 H Workspace B,
ERNEAEARET. R, BETUTERET: BRUHRER Workspace, [RFLNX-3519]

o USHESIEEUSNEREN, TAMARESHE%, [RFLNX-3248]

1908 hEEEME=

s HEETEMLET, NRES—NERBIZBENEETS, WLEFEZETREHE. [RFLNX-2918]

« TEORKNSEREXNZEVIEN, HIBRE IS HER e /EMETE] VDA, [RFLNX-2796]

o BxHEHE USB 8&EE, USB ABREEMIEETHSMTAS AP RIEMNERE. HEEEAT Linux 89 Citrix

Workspace M BEFHERER USB EXM@E, HEXMHANKT 1GB B, sHBtREZ, [LCI699]

BRATHRBARETCHERKESGS, &L YouTube EEBASAR, TUEAIEERIRE 413 #HIRES. HAZ M

SR EE=BIMItRE, [LD1761]

o 33F VDA ks 1903, H1&¥E “ERMSMAMRIDIHITESE" RIFIKEN “HNENRRE” i, VDA RIFTRER
WRFFiERE, [LD1842]

s ENHNBABETAT, FL Web i (130 SAP Fiori Launchpad) AJgeTAEBRMNBEARS, HEERT
Linux EPimig&E EMARSESE, FTRESHIEIR. [LD1843]

o Yigs FEE USB FRER, USB EEATIAERAM. [LD1636]

1906 FEEEMNEM
o HEERRRT RIEHERE NSRBI E DI, [RFLNX-2573]
« 7£ Citrix Workspace R BIEFFEH storebrowse B, MAERKEALK, [RFLNX-2712]

s MRERRLBTHANEBREFHETEAMKRGE, EREAERMKZBRGAIHNBEFREEFILMN,
[RFLNX-2870]

« B Office 365 ARFMEOEXB T 2REXN, ZHARFEEFSEMLE, [RFLNX-2904]

o EAIEAT Linux 89 Citrix Workspace BRI, RAAESEREFITR RS MBI, EH Citrix
Gateway iEZR=HIItRZE, [LD1440]

o 3¥FEE ICABIFIZAT CAS W AREE, sJaEatIl CAS RIS R IERAY DNS #i4, [LD1418]
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o RRBXAMNBLREHNARFERIHMWEAMNBZFN, BWREEMELAESE I [LD0809]

o BMETERIFR BAREFHREZE, EAT Linux 8 Citrix Workspace M BEF A gE RS FGET £ E
TFB %R, [LD1261]

« #337£ Citrix Receiver for Linux (3BT Linux 89 Citrix Workspace MBEFHEEZEN, ZREBE
TRTRER S I, A2 REIRES. [LD0613]

o REFEMAIRERER T A AREER NetScaler BRI BHIER#, [LD1213]
« 7£ Ubuntu EFim LR EMERTTENBREFIEN, ATRaERGIMREED, [LD1578]
o MIMBBRILS RN X ALEY, =iX5 S HIIERSHITERERN, AR HMMNEEIR, [LD0258]

« 247 Citrix Receiver for Linux 323&AF Linux # Citrix Workspace R #2518 storebrowse -K
L AIRERRM, [LD1705]

o« EATPIHIXENRMETE, TiEMER USB NfFIRahes XX 3, [LD1778]

« BT SIGPIPE #i%, Cloud Connector FHI&ERI SR AIRERRM, HhEEIRA I wlica #IEHEIFSIEEE,
[LD1824]

« RIEEENH SaaS 1 Web R ARRFHFIRTEF 2 BRERILAT T, [RFLNX-3200]

« £ HTTP B2&H) StoreFront i& &, %5 Citrix Gateway i#@{58F, Storebrowse SLREFAIEREIMNE
o [RFLNX-3144]

s ERESREFO LARBTEHEFRYRE, Citrix Workspace MAEFIEEEEMM, [RFLNX-2898]

o Y% Chrome ik AT PowerPoint R ARRFMEOBERY BEISRERN, BEARSRE, EHEERFE
MBS IR, [RFLNX-2904]

 BREERNELNICERE, SNBIEBHEESESHI. BaIEBRS. RMKF. BR, ARMIKP FEHE
SHIILIE, [RFLNX-3111]

o ERAZMEERIER (B, R 8. NEE) B, BRIEPLEET. [RFLNX-2917]
« i@t PNA URL #0326 {6 storebrowse i, BXUIHIZBRERE T, [LCI129]

« M Fedora 29 RESHRaA, EMATF Linux 89 Citrix Workspace BREFEIMNELH, HFETREIRES
“SIGSEGV”, HIttim#MHERE R Fedora 29 REBRA YRR TIRERFRMEN Libidn REERREM
REX#, [LDOTO5]

« Citrix Optimization SDK ## @+ & &R EMY UlDialogLibWebKit.so kA, fBRAE: HITUTHE:
1. M TERZA i@ & Citrix Optimization SDK # {4 & hit4s 18.10,
2. #%=I84% CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialoglLib/GTK
3. MIBRFRBEXIRXM

rm -rf %.0
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4. %3 WebKit >f3:
cd ../WebKit
5. Hip#EL%E UlDialogLibWebKit.so f:
rm -rf UIDialoglLibWebKit.so
6. 72 WebKit BERHBERAUTHS
make all
4 r#H UlDialoglLibWebKit.so.
7. B#mEEHE SICAROOT/lib B,
AR

HERHMBERS 2, BRI AuthManagerDaemon #1 ServiceRecord ##2, [RFLNX-2822]

1903 HERBERR=E

o EBAHMTELE Chrome 322 thiE{THY Microsoft Office 365 PowerPoint S8 nXiEmmE, BRHNAD
EXLERIF. RELAESETENES, BIrBGT AR, [LDOTTT]

o S5 LN SEAERREARFANENZ I REENEO, [LD1176]
« iEAT Linux B9 Citrix Workspace R AREF A RERAN, HETEZEREIR 0.0.0.2, [LD1122]

BXIFAER, BERNEEN.

1901 HERERE)E

o EEDES ST VDA £1EH USB IKEFIRETEZEEMEIRIER. MIREEREFESSR USB 18E, RE
SBEHEESENEE, BEWZAE, [LDO111]

o MERT Linux B9 Citrix Workspace AR BtREEE=ANBERFN, BT EEEEBT. YNA
BFRBEIENARFEONKE, RAESEAXENHAEFEETSIZENRN, FHIZA™, [LD0545]

o BEPImBIARSS S0 BIXEL (FTA) (B MNEPMERER—R. BEITFEEXBENE AL AIEFHNZ T
X, BBARE AR EER S SUF LR KBRS 2580 KB, [RFLNX-1363]

1810 1 EEE MR

o WFRLENKX, FEFERERT Linux B Citrix Workspace A2 hRr7 1808 3¢ 1809 BY, AIAEREREEIR
HWHRBA=IE, [LD0467]

o 2@ A E X EGEEM Citrix Receiver for Linux & iE#IRTTAES ALK, [RFLNX-2288]
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1809 FEEEMRH

o« 2IRXBEHBEAHBHNNBER, wiica.exe #IZTESEIMNEH, ZMNBFEERET Citrix Receiver for
Linux 13.10 8 Linux EHR=EMZEE, [LD0176]

1808 FEZERAHA

- BEAT£R H264 wigt, RENVARER BlGaSRAEONXERESS) PHOXEBEBARTSHEEL, ~
EfRkia@m (H2E Citrix Workspace N BEF R RLEEA) , £ VDA EZERA T/ BN IFThaE, X2
HDX“DeepCompressionV2” {RiRIZES M —ININAE, [RFLNX-2172]

o ZAERT, udtMSS #5E7E All_Regions.ini XFLFEARE, UaiF Citrix Workspace M 2R #
M7E StoreFront #9 default.ica x#&+igEME, [RFLNX-2228]

s AREPRHARUEMFRNENEEN, SHRIENEFESEHEETLRERIEEOEE,

o IE, EXRLERRBPMENEL Desktop Viewer EEEER.

o ENEHN, EREETHELRERIEN, RIEREMEERSELER.

o BRAFPITEFAERN, RIEETERINBH.

o BEREHEN, RIERTBILML, M StoreFront WAREXLGIEIRESKEE “RERR IRHNZI L

BB BRI R) R
ERNiA)=

2101 B EHR

o KESEHEBANSAET , EM=ELE, BISTAARETTEEBE MR, & VdcamVersiondSupporti®EA True s
TR, R R 2@ VdcamVersiond4Supporti® &R False REAZE5ET, [RFLNX-6472]

+ 7£ Microsoft Teams &iXfAiE], FIMAIAESERSTNARE, BEAE E2HILE-A, [RFLNX-6537]

« BB, Citrix Workspace RBIEFAIgETA7E Microsoft Teams h2IENBISH, [RFLNX-6662]

o YU cefenablemediadevices fiEBTF Microsoft Teams B, EmNTHIRFHIES TR, BET
CEF #9 BCR 1585 Microsoft Teams Be & A S HIMILL A, [RFLNX-6689]

FHIRAPBIE IR
2012 2RI

o RIERIRZILFBIFFERER, HdxRtcEngine.exe HIZAgEREIMNEH, [RFLNX-5885]

o ZMMANAE, XTEERABE. M Linux IHRitEHEEN, TR RPREILRR,. §XERA
%, BEBREMIRFLXE CTX272423 #1 CTX131504, [CVADHELP-16170]

+ A Microsoft Teams #$fi@iE#E L HDX (LES, WSARTAERTISTMML, FIMEILBR. EEEHAEMFR
SIMEZEEVNSEIItRE, [CVADHELP-16186]
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2010 HER R

o TEEXHEMRREE XS, HEFSLTLLEA, [RFLNX-5596]

* 7£ Microsoft Teams 1, HAFNEREMEE. SMEEFSENIEBENBRIAIEE, [RFLNX-5652 ]

s RRELRRATERERERA THERETRERKRK. BATHNBANBTEERNS SR, [CVADHELP-
13884]

« Bl HDXoverUDP i&&H Preferred By, TCP ELREMAIgEMAT AR, F/ Citrix Gateway &E#Zi
HMtiaE, [CVADHELP-15526]

2009 FpyEREE

o &7 ICA HREARE A IE #3577, [RFLNX-4286]
* £ Microsoft Teams FETISIBIEREZREBE, REAERINERE. [RFLNX-4778]
s SREKERIEZEHRATRERKM. [CVADHELP-15229]

2006 FyEA A

. BB, 2WMEFRKTE Microsoft Teams S ESHIBIEPER, HAMEOSNTREE O HIILR
Ao AHit, ZREOFAIWIIBRTENS. BRGZEN, ARNMBIERL, SEMAEERFNE L, ARWE
FERYE R PEE, [RFLNX-4937]

o B8, RIEEMEERBEK. BiLH SD-WAN 89 TCP 2% ICA (MSI) Y B B — i O BY & H B0 1t 3] 7,
[RFLNX-4782]

2004 FryER A

« JEATF Linux # Citrix Workspace M2 Al B IRFIR LR EF. AL, RAFEAZBEERBHRIES

Ko

+ 12 Workspace FZA#2F#1 SD-WAN LER %7 ICA (MSI) MY ERthRIEE, SIERIMBH. WAHGERIU
THIRHER !
“5 VDA HyEize ..

I FIEMRE R R 27850 MSl, [RFLNX-4219]

« RIEBEATRERTE CentOS 8.x. Fedora 29. 30 #1 31 R1ThR LXMW, BARF % BESRAFMIRRLXE
CTX270926, [RFLNX-3114]

1912 HRIE X E

o FEAET CEF M BCRE, WMIREEEM URL, BEESFEBEEEN. BRFEN, BIB—MHEEHEINF
FHUHRLUAIR EET &, [RFLNX-3871]

o 1EFERAET CEF 8 BCREY, ERJgeaEEIiRR webcontainer 2B 2 ILAERN. *HH W as o Flt = B
ItialgE, [RFLNX-3872]
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- FRABMRSAFREN, EEMNE AN ERMEATIIE, H#8 Workspace ARFRER TN, Lt
R EE Ubuntu 19.10 £17hR%. [RFLNX-3720]

» Citrix Workspace FZ#2FhAs 1912 R R TEX EHER.

« MEBRGNEERAFEAT Microsoft Teams, XZ2—1R%EI, EH Citrix AZ3FEMAF Linux 89 Citrix
Workspace W ABi#EFH8 Microsoft Teams itk [MTOP], [RFLNX-3674]

1910 HRYE X5 =R

s FREBRSAFREN, EXEME LML ARMBA T libwebkitl R4+ FRATANSEN
tbin &, Ft#& Debian 10 buster & Fii—#¥, #RFAERN, BERMUTF install/path/lib BRHH
UlDialogLibWebKit.so %, [RFLNX-3596]

s BT RREMEN, EXEABERINCNARE [RigE]. Citrix BiIEERRHZ89 Citrix Workspace i
AiERF.

1908 Ry ERNa)H

s BT RREMEN, EXEBERINCNARE [RigEB]. Citrix BiIVEERRHkZ8 Citrix Workspace &
BiERF,

1906 FEIERE)H

o WiFF ICA 2iEi%E, wiica #i2alREaE/La#ERE. X2EA, wifca #ERRERE T EREKAMLE,
[RFLNX-3025]

o &3 PNAgent WA &SR, EHA®S ./util/storebrowse -S AR ERAEEITHANE R,
[RFLNX-2944]

. & Skype BY, MABGLENAETAEELSRNRBIMM, @RS XAHEHBH Skype 2iF.
[RFLNX-2897]

+ DynamicCDM 1h8ERTEERERATF Cent0S 7.6, # B USB INFH SRS T KESIE, [RFLNX-3117]

o EURTEET Raspbian GNU/Linux 8.0 (jessie) 89 ArmHardFloatPort (armhf) i&& L Bsh&iETRES %
. BEEMIBEIREM. [RFLNX-3211]

« J&FATF Linux 89 Citrix Workspace R AEF AT 32 (iR, 1R VDA LR 32 iIir, AR
TAEGB, RHMRAPHNERSTX—E#, [RFLNX-1296]

+ ICA BEhalaERTE Fedora 29/30 £k, fRAFE: BT S EHITIRE:
1. fEAH<$RE opensslio
sudo yum 1install compat-openssl10.x86_64
1. 7 ~/.bashrc FIEBIFRTEUFAEIRIFHITNE, LRIEEBKIEN libcrypto .

export LD_PRELOAD=/1ib64/1libcrypto.so.1.0.20
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=

=W

5 Wayland &ptest8Lt, ZRARFE X.Org BRS2BHITIFETT. X Wayland fEREAER MY
BRIThR, BEUHERLUTE—L

WylandEnable=false in /etc/gdm/custom.conf o
/et/gdm3/custome.conf. FZHEHERLUIER X.org R5S28. [RFLNX-3114]

s BTARRENEN, ELABERINNARE [migE]. Citrix BINEFERRHARAM Citrix Workspace [
&R,

1903 N EHIFE

o £ Fedora 29 R EZHRZ<AY, EATF Linux 89 Citrix Workspace WBREFEMEY, HETHIZHES
“SIGSEGV”, HELtin@rRE R Fedora 29 NESRA LB TRERFARMEN Libidn REERREM
FZ%#5. [LDOT05]

« Citrix Optimization SDK #x# @& &R EMA UlDialogLibWebKit.so kA, fRAE: HITUTHE:
1. M FEAZA mm F# Citrix Optimization SDK #{F&hk4s 18.10,
a) #EER#E CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialoglLib/GTK
b) MIBRERAEIS R4
rm -rf *.0
c) #%=2| WebKit xff3%:
cd ../WebKit
d) MiErIA UlDialoglLibWebKit.so f2:
rm —-rf UIDialoglLibWebKit.so
e) £ WebKit BRPFERUTHS:
make all
4 r#H UlDialogLibWebKit.so.
f) ¥#ESTE SICAROOT/lib ER+.
AR

ERMBEMRS 2, BLLE AuthManagerDaemon #1 ServiceRecord ##2, [RFLNX-2822]

1901 R ERIRYE)H
o TEIbhRA RS R I,
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1810 RIERNIE)R

« RIEAIRET BT Citrix Gateway ## %) StoreFront, BHIHITEFIRFHINIER, SHIMLLRM, RS
& BEPHSHIIESEARESIEEZA,. [RFLNX-2431]

1809 B RNE)H
o “BEPEEHBEIINEERARIARE” RIRTHAEER. [LD0843]

1808 HRIEFER

« i@t PNA URL F0:3 AR5 {6 A storebrowse i, BRI HIZBRERET. [LCI129]

BEAIRH!

+ R Microsoft Teams B, “MIiXi@IF” M AKET. [RFLNX-4234]

E=7HEHR

Citrix Workspace [ F12FFIAE & & RIB LA T XA E X MK FHITIFRIME =i

ERATF Linux 19 Citrix Workspace N RIZF$E =550
K4 ThEE

B, Citrix R EAEIMEINEE, (EATFREFRMEXMIEARNINEHBEDTEIENR R (=15) B9ME, Citrix i
ZREMINRENZIFRG], ENBRMHHEXEINENR R, Citrix TRESRERRNTEENE. RBUMNEREN R
WITIRME, Citrix AHAOFRLWETRE= L, H B rTaERN EEAREREXLIEE.

%% Citrix Workspace N ABEFFRrER N &7

February 12, 2021

RABRMFEE

BXRERER, BESHUTIIR:
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Hardware Requirements
Linux kernel - \ersion 2.6.29 or later

- A minimum of 55 MB

- Additional 110 MB if you expand/extract the
Disk Space installation package on the disk

A minimum of 1 GB RAM for system-on-a-chip
(50C) devices that use HDX MediaStream Flash
Redirection

Color video display

256 color video display or higher

Libraries and Codec

Requirements

Libraries

glibcxx 3.4.15 or later

glibc 2.11.3 or later

gtk 2.20.1 or later

libcapl or libcap2

libjson-c ( for instrumentation)
GCC 4.8 for x64 ©

GCC 4.9 for Armhf *

¥X11 or X.Org

udev support

Self-service user interface

webkit2gtk 2.16.6 or later
libxml2 2.7.8

libxerces-c 3.1

Codec libraries

Advanced Linux Sound Architecture (ALSA)
libasound2

Speex

Vorbis codec libraries

MNetwork

Requirements

Metwork protocol

TCP/IP
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Components Requirements
For %86 devices:
- A minimum processor speed of 1.6 GHz
- Single-monitor sessions
- Display resolutions for example, 1280 x 1024 pixels
For the HDX 3D Pro feature:
- A minimum processor speed of 2 GHz
H.264 - A native hardware with accelerated graphics driver

For ARM devices:
- A hardware H.264 decoder is required for both
general H.264 support and HDX 3D Pro

Note:
Performance improves after using faster processor
clock speeds.

HDX MediaStream Flash Redirection

For all HDX MediaStream Flash Redirection
requirements, see Knowledge Center article
http://support.citrix.com/article/CTX134786.

Citrix recommends testing with the latest plug-in
before deploying a new version to take advantage of
the latest functionality and security-related fixes.

Customer Experience Improvement
Program (CEIF) integration

- zlib1.2.33
- libtar 1.2 and later
- libjson 7.6.1 or later
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Components Requirements

HDX RealTime Webcam Video Compression

A Videodlinux compatible Webcam
GStreamer 0.10.25 (or a later 0.10.x version),
including the distribution's "plugins-good" package

Or

GStreamer 1.0 (or a later 1.x version), including the
distribution's “plugins-base,” “plugins-good,”
“plugins-bad,” “plugins-ugly,” and “gstreamer-
libav" packages

HDX MediaStream Windows Media
Redirection

GStreamer 0.10.25 (or a later 0.10.x version),
including the distribution's "plugins-good" package.
In general, version 0.10.15 or later is sufficient for
HDX MediaStream Windows Media Redirection

Or

GStreamer 1.0 (or a later 1.x version), including the
distribution's “plugins-base,” “plugins-good,”
“plugins-bad,” “plugins-ugly,” and “gstreamer-
libav” packages

Note: If GStreamer is not included in your Linux
distribution, you can download it from
https://gstreamer.freedesktop.org/download/.

Use of certain codes (for example, those in
"plugins-ugly") might require a license from the
manufacturer of that technology. Contact your
system administrator for help.
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Components Requirements

- webkit2gtk version 2.16.6

Browser content redirection - glibexx 3.4.20 or later

- Visit the Philips web site to install the relevant

Philips SpeechMike drivers

- Software
o GStreamer 1.0 or later and Cairo 2
o libc++-9.0 or later
o libgdk 3.22 or later
o OpenSSL1.1.1d
o x64 Linux distribution
- Hardware
o Minimum 1.8 GHz dual-core CPU that
can support 720p HD resolution during a
peer-to-peer video conference call.
o Dual or quad-core CPU with a base
speed of 1.8 GHz and a high Intel Turbo
Boost speed of at least 2.9 GHz.

Microsoft Teams Optimization

Authentication enhancement - Libsecret library

* BhiZs 1910 &2, BRIFRERFHRIUT GCC hras% 4, EMT Linux # Citrix Workspace B 2 Al BETC A%
FRERIETT:

o BT x64 RREMH GCC iz 4.8 HEShRA
« EATF ARMHF ARZEME GCC 7. 4.9 SiERSMRA

REMTIE

BT Linux #9 Citrix Workspace NMAERFS Citrix = RBIFE eSS ZIFRERS. BRIEX Citrix =RED
BEHRNES, UKT#EEE Citrix 2L FHSEN @A, 1ESE Citrix =R4EaE R,

RSB ER
StoreFront

« AT LUER Citrix Workspace R T2 2 5052 2 R ki 45 i@ A 2R 483% 3% A0 Citrix Gateway 3Rifia)
StoreFront R FEEIE:
- StoreFront 1811 XE SR
- StoreFront 3.12,
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o AILUEREE TERT Web 89 Workspace 89 StoreFront, i&FHF Web B Workspace 1217 M Web 33
%igsi18) StoreFront RZABERIAIR. BXILEBERRSE, 15505 StoreFront XAEHMEZEEET,

EEAIED
EHE
iEAF Linux B9 Citrix Workspace MR Z#pEE U TE—EER HTTPS # ICA-over-TLS %%,
« 33F LAN iEdZ:
- {#F StoreFront AR%S#Y StoreFront &M T Web # Workspace
o WFRLHTIEERT A IER:

Citrix Gateway 12.0
Netscaler Gateway 10.1 XE Sk
Netscaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x

Netscaler Access Gateway VPX

B StoreFront z#%# Citrix Gateway IRAEHIER, &SR StoreFront MAELKER,

IEH

EHRRSB[ANET A HZEN T 2%, BERUTIES:

ZH (B%®) B
NRITEM X ERET ZRIES, BPIEE LMV AREALNWIEBM AN ARIRIES, 78R Citrix Workspace
Fz R Citrix #iRo
AR
NREZENTERIBTEMXMIER (AAFMZRERFREERIESR), RASET—FES, BHIZERFRA
5. MRAFERREEEHRE, WKBRNBAEFELER. HAERFHIEBEFEEPTERIESR,

RIEH
NFINT HRITEN, EeIUERAREYREERRIUAD LFEE CAES,
WNFRIMANERIHEN, ARALUE-INEEXZERGBUN RH%RE CAIER, B5RAEERKAURSHE.

ERAPIRE LRERIES

EFEATLS, AFEE LRERFIRIES, 7 BERIEARS SIE B EAIEBMAENME R BIAMER T, Citrix Workspace
R LU TIES,
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IEH
Class4PCA_G2_v2.pem
Class3PCA_G2_v2.pem
BTCTRoot.pem
GTECTGlobalRoot.pem
Pcs3ss_v4.pem
GeoTrust_Global_CA.pem
DigiCertGlobalRootCA.pem

BECTTIES

AN

VeriSign Trust Network
VeriSign Trust Network
Baltimore Cyber Trust Root
GTE Cyber Trust Global Root
% 3 XAHTIEBMENIG
GeoTrust

DigiCert 2518 CA

BRMEBATABR—ERERRSEBNS MRS SRIES. EAT Linux 89 Citrix Workspace R R1EFZHHERC
LS, BR, REENSALRNTERBNEAXEIER. EREP, ATUEEERABRMEBHERED, WER

EHEZAEW (SAN) I BHREERSB[BEMFIIRNIER, WBERTERAEIEBMEANERAERBMENBE L,

FRiEIEHS Citrix Gateway

MREHEBEREEREES, S ZHREREBMINE Citrix Gateway BRS#RIEH, BXER, ESIA Citrix

Gateway XHHRIACE HEHEF,

3NR StoreFront ARSSBLER M SFAERMIEBLENREESR, HEEREFENEBUZR

LUTE 8, SARBRM StoreFront AR
1. BIFRER—1 %1 PEM X8 ENEES,

R

INRHAE PEM #8NAYIEH, B openss| LAER® CRT BABIEHFEHRA. pem X,

2. UBFRE%H (BEXRroot) REMRMAE:

a) B— ez 412 SICAROOT/keystore/intcerts,

b) UREHRHEHEF SMHETUTHS:

SICAROOT/util/ctx_rehash

XA ARSS S P IUIE SR B

AT Linux B9 Citrix Workspace R FB2F5INT EMMHEHIARSS 3HEHI0IE R,

RREP, BERIT
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BE:

LEFAT Linux B9 Citrix Workspace AR Z 81, 1BHIAIRS 23T M XI5 B BRI TR EHEEE.,
T ER FEER RS

o RSBV KECE BIEHIROIRIESD

« IRSB[RMKEETBIEFIEPIENER
 IRSF[RMKECE BRI HAN LRI FELES
¢ REB[IAMKEEBERIXELWREIER

WIEARSE[EPAT, EATF Linux 89 Citrix Workspace MAEFIEFERRIERSSIEBIMARSSS (SMX) BEN
FREIEH. SEFHRAREZERT Linux 8 Citrix Workspace M AEFS1ER, ST IERRETE, NRIEBF
2EENE, EEBRK.

5 Web 85233 -PROIEBRERAELL, LERBREIN™IE. % Web ¥ BE DIEASEEMNRIES,
HBMAIRSEE (BMX) BEE—AERIES, —AFRERIERTEKSBIEAT Linux # Citrix Workspace A
TR BIERER M
BEAMKEE T UTERWNIER. BNEEEMEENBRIENEFAEHALEE, FRAREBBEEAT Linux 8
Citrix Workspace [z A2 ERRIIRIES:

o “REIBRSIBIESR”

o “RBIFRERER”

o “REIRIER”
G, EAT Linux 1 Citrix Workspace B2 FRREMREXEIERB BT EHE M. ERTF Linux 89 Citrix

Workspace M ARRFEFREHERTEEMT “TOMRIER. MREMTF Linux # Citrix Workspace AEF &
£ “REIRIER”, EEERM,

BE:

o EEFPMEANMAT S ML, MREFTECAX—FEMM™ENIIES %, ERECNEEEHRSY
BOIRIE. B0, HRIFEEMDEIRIEERRSJIEBHIES (DigiCert/GTE CyberTrust Global
Root #0 DigiCert Baltimore Root/Baltimore CyberTrust Root) . EHEERFIRE L, XEMRIE
BEATH. EEHMIEEE, IE—"TA (DigiCert Baltimore Root/Baltimore CyberTrust Root).
MREEMX EBE T GTE CyberTrust Global Root, NiXtem A i&#& EHER T Linux B Citrix
Workspace M ARZFEZRZEAN. BHSRIEBMEN MBI SALUBEN ERNRIER. FEFE, RIEP
REARTH, AMAIERHLIENL.

o HLARSBMMRMAKERIES, EMEESEERZ N, EMmENEIEERmATT,

HAEREAMKEE T UTERBIES, BEEEFEALEE (ZRRIES):
o “THIBRSIIER”

o “TBIRRENER”
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&, AT Linux 89 Citrix Workspace M ARRFRFERXHEMER. MEFHEEAFI&E ERIES. IREAM—
MNEMIIEMIRIES, FEWANE (B “REOBER”), EEEMT. [N, EEERK. WEBERMERT Linux
89 Citrix Workspace M FH2FFrERHMAFERES, BR2FAFEMATF Linux 89 Citrix Workspace [ R iR E A
BRHEERIEFR.

MAEBRERAMKEE T UATIES:
o “REIBRSIIESR”
o “TBIRERER”
o “EIRMIRIER”
Web 5533 RTRE R A B EEIRMIRIE R, B2, iEATF Linux B9 Citrix Workspace N BEEF R 2S5 IRMIRIES,
HEERRBRM.
RLFBMRNMER SN FERER, EXMERT, BEAMXEEFREHREIES (EREERIER), Fw:
o “REIBRSBESR”
o “REIFERES 17
o “REIFERES 27
BE:

o REFPMENMERRXEZNHREIER, XERBFHEESMRIES, HERDEERFEMRAHR
IEBMESRANRIEBNIERL, EXMERT, BELFERDPEIER. G, ERRANRIES
“Class 3 Public Primary Certification Authority” E5HNAIRZ X EZ M FEREP “VeriSign Class
3 Public Primary Certification Authority - G5”, B2, #HMMNBSIRAMIRIES “VeriSign Class
3 Public Primary Certification Authority - G5” 8 a1 A, ZhRZAE & “Class 3 Public Primary
Certification Authority”. EEhRABIIRIEBRERRZ X E Z B HELESR,

o IXFZHNHREEBHRIEBEAFHEENERESR MANR), BXIXELSNHEIEBEERENMEL
BRI (kE). X—EFBZXEZNPEIERSEENREER (FIw0 “REIRERES 27) XHFR.

BEREERALEE (RERIBIXXESREIES)
. “REPRSIIES
. SREIREER”
e R E N EAR AR, EARNRELEE SRR
. REBRS IS
. SREIREER
. CRBIRREE AR R ]
REURA X E RS SIS
. SREIRS SR
FEXMIERT, MBEMATF Linux 1 Citrix Workspace f B2 R 2B hiaiES, EEHEM.
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Hdxcheck

Citrix #2802 hdxcheck.sh % Citrix Workspace M BREF ZE NG BN —E5D. ZMABERELNIEER
EREMBERRER, UXHERTF Linux 89 Citrix Workspace R B2 FMFrEIHEE, Ml FRERFEN
Utilities B9,

iz1T hdxcheck.sh fzx

1. 7 Linux it EM T HF i s,
2. X cd $ICAROOT/util ik Enter BSMIAILHEHRHEN Utilities BR
3. A ./hdxcheck.sh LTIz,

T, HMENAR

December 14,2020
AILUER L T ERAZERE Citrix Workspace R BERF:

« M Citrix 7% F# Citrix Workspace MAB#EF.
o {ERERAT Web 89 Workspace (/8 StoreFront B2&) #5E Citrix Workspace MREF.

FohRE

M Citrix T TIE FEUTREE,

Debian #{ta
RIECANRIERR B RENREHEFR—P Icaclient MEBHEPR— IcaclientWeb -,

BEMBEA USB EEM, FRIEGHHIRMERRARREHRERP— ctxusb RHEFE,

RHEEBR NE

Debian ##& (Ubuntu. Debian. Linux Mint

%)

icaclient_20.06.0.15_amd64.deb HENRS =215, 64 {ii x86_64
icaclient_20.06.0.15_i386.deb BHEBNARSS 245, 32 i x86
icaclient_20.06.0.15_armhf.deb HBARS 2%, ARM HF
icaclientWeb_20.06.0.15_amd64.deb 1% Web Receiver, 64 {i x86_64
icaclientWeb_20.06.0.15_i386.deb 1% Web Receiver, 32 {ii x86
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RHEEBR NE
icaclientWeb_20.06.0.15_armhf.deb 1¥ Web Receiver, ARM HF
ctxusb_20.06.0.15_amd64.deb USB # 48, 64 i x86_64
ctxusb_20.06.0.15_i386.deb USB #48, 32 fii x86
ctxusb_20.06.0.15_armhf.deb USB ##48, ARM HF

=/ Debian SR E#HITREE
M Ubuntu E£#9 Debian @ %% Citrix Workspace M A#EFFE, &7 Ubuntu Software Center FriTFix L
R,

TR, R
packagename it HEER AR ENREEHEM,

1tid 234 Ubuntu/Debian/Mint fEASH<TNAN R GG ERR, BEDLUBEREHEXHRHEPETEHMN.deb
HERREZRGE. LRFRESEH— M RGEEES, AT THEARRNOCER . IRIETANRGEE
1288, Citrix BiEER gdebi (H<17TH),

EEAGITRERGE, BRITUTERME:
1. LU (root) AP BHER.
2. I A EIHRE O,
3. B®I®A gdebi packagename.deb BEBITUT =M aMRE, Fli0:

e gdebi dcaclient\\_19.0.6.6\\_amd64.deb
» gdebi dcaclientWeb\\_19.0.6.6\\_1i386.deb
+ gdebi ctxusb\\_2.7.6\\_amd64.deb

EFA EHIHR dpkg, % gdebi B dpkg -1,

MBEMFEA dpkg, HEIHENAN sudo apt-get -f dinstall. REFMAERKBIREIN
AR
ctxusb REBRELET, BF=FEFEA USB EERIIEER.

4. #ER EULA,

Red Hat #f61

RIBEIIRERAGRRENTEREP— ICACLient MEEHEHP— ICACLientWeb i€,
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2EMREA USB EEM, FRIBEMIRERARBRRENRERP—1 ctxusb RHFE,

R ERIR

Redhat ##4&1 (Redhat. SUSE. Fedora %)
ICAClient-rhel-20.06.0.15-0.x86_64.rpm

ICAClient-rhel-20.06.0.15-0.i386.rpm
ICAClientWeb-rhel-20.06.0.15-0.x86_64.rpm

ICAClientWeb-rhel-20.06.0.15-0.i386.rpm
ICAClient-suse-20.06.0.15-0.x86_64.rpm
ICAClient-suse-20.06.0.15-0.i386.rpm
ICAClientWeb-suse-20.06.0.15-0.x86_64.rpm
ICAClientWeb-suse-20.06.0.15-0.i386.rpm
ctxusb-20.06.0.15-1.x86_64.rpm
ctxusb-20.06.0.15-1.i386.rpm

=

=W

E

BEIRS I, BF Red Hat (3% Linux VDA), 64

{iI x86_64
BBIARE %, EF Red Hat, 32 {i x86

1FEF Web Receiver, £F Red Hat, 64 il
Xx86_64

{% Web Receiver, &F Red Hat, 32 i x86
HEIARS 35, EF SUSE, 64 (i x86_64
BBIARS %, BF SUSE, 321 x86

{X Web Receiver, £F SUSE, 64 i x86_64
{X Web Receiver, #F SUSE, 32 {i x86
USB {48, 64 {ii x86_64

USB #f+8, 32 1L x86

SuSE 11 SP3 Full Package (Self-Service Support) RPM B EF R,

£/ RPM B 8#1TRE

WNREE SUSE EM RPM B -E@ %% Citrix Workspace R F#2R, &M YaST sk Zypper £M#EF. RPM A
BERRE rpM REE, NRHOUREIKBIN, MHHIMEIR.

=
N

Red Hat L& E EPEL =&

https://fedoraproject.org/wiki/EPEL#Extra_Packages_for_Enterprise_Linux_.28EPEL.29 F#it5 LR
RPM #{462,

BXRNAFERZBRGENESR, 581 https://fedoraproject.org/wiki/EPEL#How_can_|_use_these_extra_
packages.3F

5130, 7% Red Hat Enterprise 7.x £, BJUfERIU T < =% EPEL 4R
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“yum localinstall epel-release-latest-7.noarch.rpm’

e

RPM M4+ E EIRR A REEFARENMNER Y, BETHH IR, BITENEE OpenSUSE EEHLITH
f#F **zypper install **, &7 Fedora/Red Hat Lf#F **yum localinstall \**, 4% >

M RPM REE &%
WEFRMN:
Bz icaclient MHEE, icaclientWeb B4,
1. &E EPEL &R,
2. LU (root) AR B ER.
3. BERANETUT=EARGENRE,
AR
ctxusbh MEBR—PENERGE, BREZRGBLUZENER USB EEM.
4. FIA—MERBED,.
XiF SUSE &4k
e zypper in ICAClient-suse-19.12.0.19-0.x86_64.rpm
e zypper in ICAClient-suse-19.12.0.19-0.7386.rpm
e zypper in ctxusb-2.7.19-1.x86\\_64.rpm
3+ Red Hat =%:
« yum localinstall ICAClient-rhel-19.12.0.19-0.7386.rpm
« yum localinstall ICAClientWeb-rhel-19.12.0.19-0.7386.rpm
« yum localinstall ctxusb-2.7.19-1.7i386.rpm

5. #Z EULA,

RERKNNEE
FETF Red Hat 89%17hk (RHEL. CentOS. Fedora %) 4, tNRHBIMIUATHEIZHER:

requires libwebkitgtk-1.0.s50.0” (-~ % Z libwebkitgtk-1.0.s0.0)

EARIN— EPEL &=6%E (RILUE https://fedoraproject.org/wiki/EPEL 2 #23%4HEE) -
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Tarball #4&

RIBERIRFRAGR RGN LT E TENEF— TR,

LARRIE=E RE

Tarballs GZB T EALIThRABIMIZA ZEE)

linuxx64-20.06.0.15.tar.gz 64 1iI Intel
linuxx86-20.06.0.15.tar.gz 32 {i Intel
linuxarmhf-20.06.0.15.tar.gz ARM HF

15 Web Workspace MREFHNRGESZHEMRENREEZENEINZEERT 24 Web Workspace [z
BREFFEN&HIIN, TESEMRSAENKIT. BBRSHAENKITUE Web Workspace N BIEFFIEMN
RFIMANEE, BRENHHEE,

- MRIFEZFMTF Web #9 Workspace RFERE, HEBNETHRADROEZIHERSAENLERGE,
BENREERT Web # Workspace M AREFHRHEE,

« BN, M Debian #Eas RPM k@ Citrix Workspace R FBieR, XEXHESFHEH, ENEL]
£ BRI REE AR BRI,

o MREAENXNTEAE, BEM tarball ZEE%% Citrix Workspace B2,

P =W

o BEMERBENITEN LERRMARNRES Z. MRHITIIRE, ERIRSBIHREENAFELAN
TR

£ tarball R4-E@H1TRE
EI=W
tarball REERPITRBINICE, BRRERHI, NP RFTERFRBIN,
1. fTA— T EIHREO,
2. B .tar.gz XHHABTERE—TERF, 0, A tar xvfz packagename.tar.gz.
3. BN . /setupwfc #i#% Enter Biz1TRERER.
4, EZEZIINME 1 (K% Citrix Workspace RAB1ERF), ARG Enter #,

5. BAFMEREERNEEMEIR, A/FHK Enter 88, 3k Enter BEBRIAMIE L% Citrix Workspace 22
Fo

Y (R) AFMIBIAREBRA /opt/Citrix/ICACLient,

SN EPHBIAREB RN SHOME/ICAClient/platform, platform BRSAHIWNREMNRIERAL
BREYARIRTF, 5130, $SHOME/ICAClient/linuxx86 % Linux/x86 £&),
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=

AR
MRIEE TIEZRIAMLE, 57E SHOME/ .profile g $HOME/.bash\\_profile # SICAROOT
FIREZIE,

6. RARTREIRIERT, A y HiZ Enter &,

7. BILUEER TR Citrix Workspace ARRFERIEHREIFEFH, TESBRHE—IRPET, AFRTYU
MerEzsh Citrix Workspace M FAERF, BERTR FEA v LUS AR,

8. MR HIBZRE GStreamer, MALLEREE GStreamer 5 Citrix Workspace R BEFER, UEZEF
HDX Mediastream Zig{ki0®E, &% Citrix Workspace R EFS GStreamer £/, BERTA FHEA

Yo
AR
ERLETEE, Mtarball RMFERERFIHRSBASAERTES KDE #1 GNOME £EEB M,
BERISAM gstreamer-0.10 BYSHINMLIARL, WRBIENILIRIRR, FLILRE#HE (B ctri+c 8) Hiz
7% gst-inspect-0.10 -- gst-disable-registry-fork --version. i&Ef7i%d
<G, BAUETBINENER TEMIET tarball RS,

9. MBLUI (root) BREMNER, 5% A Citrix Virtual Apps and Desktops BB %% VDI R AiEFE &R E
USB %#f. HERTF TR y AI%#E USB 2§,

AR
MBRZ2LUSIAF (root) BIHER, MEERUTEEES:

“USB support cannot be installed by non-root users. Run the installer as root to access this
install option. (USB Z##%x 3k root PR3, 1L root AR SMEITRERR, LUAELRE
HIR,)

10. RETMGE, TREXBRBRET. BRURERERF, HHRA 3 #i% Enter 2,

ENE

2B tarball REEH#HTNIH. ERARERFZNITETER RPM f Debian k48,

HAEIFIET 2 ICAROOT R EANFFHNREE R, FRNAFRPNBRINLEBRHF SHOME/ICACLient/
platform, platform TEERZFAH W RENRERAERNIFIARF, F0, SHOME/ICAClient/1linuxx86
i Linux/x86 F &, 1A RERIALES /opt/Citrix/ICAClient,

AR

ZENE Citrix Workspace RAER, HAUSHITRENAFERNBF EHESR.

EZ; tarball #4822

1. X $ICAROOT/setupwfc ###% Enter BIZ1ITLERRF.
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2. EfiRrEFIG, EEA 2 7% Enter .

FHR

Z M Citrix Receiver #4%| Citrix Workspace 2 f# 2R, 3EM Citrix F# T# Citrix Workspace M 2R Hi#
TRE,

Citrix Workspace RREENEREEREHAREFN. ARNURBNEHERRENBIEFN, BEAAT UL
fiE/ Citrix Workspace R AERF, RERTTRELZUTHREZHMAES.

A’

November 9, 2020

®E

AUTHZERGE, BEXEE, ARERE Citrix Workspace AR, aTEX Citrix Workspace M AEFR
HENAE, ARENTEXLEXHE,

BENX &R
1. % Citrix Workspace . AR FRHGHBXHEBAI —1IZ=BRP. ZRMHBXH N E A plat-
form.major.minor.release.build.tar.gz(f1#0,Linux/x86 F &M 4HE XA linuxx86.13.2.0.nnnnnn.tar.gz)

2. RIBFEEH Citrix Workspace ZABFRHEE. FIa0, BTLURI TLS ARIES LU FE R NE MADHRA BIIE
B, XAZtRE Citrix Workspace R 2R RENARZD .

3. syTAXH PkgID,
4. HMATFT, WETRREGBREH:
MODIFIED=traceinfo
Heh traceinfo BIETERAMEREEINER.
5. REH XA,
6. AHMGaEHTIR platform/platform.psf (g0, Linux/x86 F&KIFIZRA linuxx86/linuxx86.psf).

1. ERRAEXHTRUARRNIRASFHNEN. MAEH, WRESBRENRTENHNEIR. ERATLL
BREEMEAEEAXHIADN, HERRNIRGERERAXGRINGT. REEXHTIRPBTISF:

o X{FHEE
o HEXRE
s FRHE (BEIREN cor)
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o MR
- FREE
o

o K/

8. REHXHIXfo

9. £/ tar 2 EFMEE Citrix Workspace MBREFHRGEXH, Fld1, tar czf ../newpackage.tar
.gz *, H newpackagez 7k Citrix Workspace [ FEF B XA T,

Bz
A UTELRIRTA P MER—FE RS REIFE RS Citrix Workspace R FBER.
HBREIRIEEE ICAROOT B HIEAERMHLRERR.

=R

UTFRBBRERTM Web GPMIRE, WREHATEMA tarball BiEK#HEBBRS ERNRE,

LKURHRRTT

ELIRIR TR T Bah Citrix Workspace MR, BHEN:
Jopt/Citrix/ICAClient/selfservice

Fiz Enter 8 (Hrh /opt/Citrix/ICAClient %% T Citrix Workspace MEBREFHBER) -

Linux 2@

AIUERAX M ERSMNEmIFERR Citrix Workspace MBERF.

FERLESEP, FaIUMFEEFE) Citrix Workspace R 2R, Linux B&1ThZAFRE, Citrix Workspace [Zf#2
FRIERN SR ARE,

=P

ERBE®W, FRE Citrix Workspace ARRFREFNELT, AILUEFIKENERAR. ERIHMNHAER
MEE AR EEHIGE I,

EEKP

EihaEEmMNAER, FE&ET XenDesktop = Citrix Virtual Apps i§BE—MkF. Ak, T8 IT HAZIBEAR
AIRES EREF — Mk~ A3 Citrix Workspace /1, SEFIEERXERE AT G K, ERAEM Citrix Gateway =%
Access Gateway ARZ528. EaTLUAM Citrix Workspace AflipRik o
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1. EERTHEENIKFPE L, RITUTEREZ—:
o BIRMKF, BRER. BXFAER, FEENRAREERKR.
o EENIKPEANTABENFAEE (BINRGAMX), BRERE.
o ERIFRIKF, FREHER.

2. BRERLRTEITEF. RERNNIRSHFHTEHEIE

ItkhaE7E Citrix Virtual Apps for UNIX & FRET .

AUEARPRENBIRELETRE (2FFRR), EARKARE, HETRINEOPETR
o EEETOHEENENRE L, EAKEERMENETIER—MR,

EAT LIS A Desktop Viewer T =i SR ENTRERIENETORE.,

Desktop Viewer

TR ARRENREN S XN ERATEZE R A NFREM B FERNE LR,

LAFSESHEIMSEREN, &R Desktop Viewer, AFRMEMKEAIUEE LRI ENEE, thald

(LR

= =
=HE

HEARE. EXMIFEERT, Desktop Viewer TAEINEATAFEEONSEROS2RSERTOZEITNR,

BEMNERETENZEREER. APAIUERR—AFI&E EMNZA Citrix Virtual Apps and Desktops ##%1E

KEREZEANRUKRERS T RE, RUTHATRNMVUAERERIE. L% Ctrl+Alt+Del F5I. MrFFEZURMS

EREHRA S EEERFNRIE.
1z Ctrl+Alt+Break %73 & O+ 27~ Desktop Viewer TEZ#5,

BEEREERIE

Citrix Workspace B2 Al U EMEE M SN KSEML AIERF. Fl0, MEEERET,

o EERICHEENEMNE L, SREMEENAREFNKEPI—NET,

IR 1
ENRENNAREFRRIHNENRE XS, ATLUEFENK I XE G REE,

1. EERITNEENXEIFRINE L, EF—RIFOIREEE, AEERUTERZ—:
« %5 - A RE SN AEF RIS NI
o Qi - AT KEHNAEFRIEARS NEHX .
o THENIR - RAFKEHNABEF IR,
o FREE - KEHNARFSREEHRRMSEE 2 TRRR.
2. BERM, EEME, ARER—ERGEIRIIERIER.
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eSS gE S
BREZRNEMER G, ATUENENREHNAERFSRENIME R RNEMERENS:
EEETXHEERNE R NAMERENNE L, ERUTERZ—!

o FEARNZRXMNMEEEN - ATFRERNBEFERZRNANER G,
o MERBEMZRNMMBZBREN - FRIFRE B BREFERZXMMEEEN.

Flash Player

AILUESRR Flash RBEMNETAR. LLABEEE Flash Player R ER, FEMA. siE@iNBIER:
EEEDXHEEMN Flash i@ L, ERUTERZ—:

o MAURD - REBHRRE, BUfsBRRR2MN,
s AMUURTE - REEFBRREEFRRR 2N,
o BREBMIF) - RETR Flash AEREBIRT.

JEZE

i@ig Citrix Workspace M B#ER, BRI NS BARENEEMNAER, URIREEERR Windows.
Web F02R4HEIARSS (SaaS) MAER. aJLL@d Citrix StoreFront giif@id Web Interface 12| Web TTEEIE
B HsIE,

&£/ Citrix Workspace Ul 25147

Citrix Workspace B B2FERRBAFAMKSIZE (B, AP EZEINRSEE) MUK Citrix Virtual Apps and
Desktops B RRRENIRE S AP ANEMSEMNNBER. TUEREER > kP EE S StoreFront RS
28309 URL, SEWMREE T ETEFAMEAIKF LI, Wi E FopEib# TS,

m:

IR StoreFront fR558: LRSS NN ABEEABERNETR, WEIRNBFRERES, MENABENS
MRECR T AT, 33F PNAgent, MA&E URL BER, FHEARMRAZNARE.

ERIENVABER, BPRSKEERUTERR: WEX. SENVARERF. ERIRE, BRHENNER. E
EURESR AR INE AN ERR, 158 HIZERS U RIFA(E B R R N2 YRR

REEEESE
AL Citrix Workspace M B#2EF 5 Citrix Virtual Apps and Desktops fRZ28 2 BIHEIEREBERLEIIAIRE, W
BRE, BAURAES T EEERXLEISE,

BAEERNAFRNESHNRRAURSES, BH9XE ‘AP AT RAENAFRESSBEREERRITHGE
SMLAK 53
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MEF LTINS ERER IR

& Citrix Workspace M REF XTI LMWK EH N HAEFERE, BeIZET SIRSSMNERE., Lib, EalMd
5k Web % 2841 &

A& <1782 Program Neighborhood = StoreFront g5 8860i%1%
WEFM:
MR AR EST Citrix Workspace MARFME BN, MENXE, EEAUTHSHITHM:
.Jutil/storebrowse --addstore \<store URL\>
1. FREEEINEEXEAEFNE— D, WATEUTHSZ—FRENITHSIANE— I FRE:
o FIHARSS 2 ERFTE REMNARERF:
.Jutil/storebrowse -E <store URL>
o FIHETHNSEMZBER:
.Jutil/storebrowse -S <store URL>
2. BITUTHSUBHRESENARER:
./util/storebrowse -L <desktop or application ID> <store URL>

MRTEEERS R, EERARERBEENRSHMUEY SOCKS RIBEHAER, BXIFAES, BSH
RIEARSS 5o

M Web %5 28 eli@i%

M Web ¥ BsI2IENEEEE AT RIEPEDRNT. HFEFESMHARINKRBNRERS, FEib, FIEE3
FRIRITRERE,

FE

R FshA Firefox. Mozilla 5% Chrome i8& 7.mailcap #1 MIME 32f4, B3 SXH ML TER, MUE.ica X8

Bah Citrix Workspace AR AIAITX M wfica, EERHMNYIE, BHEMESONKERE.

1. BETUTH<LLUER Citrix Workspace ZAEFHIFEER T, MRLEFFRINUIE, WrAIEREN
ICAROOT iR &, f&a AR Za<MHER
xdg-mime query default application/x-ica, ®%JUR[E wfica.desktop,
setenv ICAROOT=/opt/Citrix/ICAClient
xdg-icon-resource 1install --size 64
$ICAROOT/icons/000\\_Receiver_64.png Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica
xdg-mime default new\\_store.desktop application/vnd.citrix.receiver.
configure
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2. 8l B ¥ B X Jetc/xdg/mimeapps.list (@ E & B R L %) =t $HOME/.local/share/
applications/mimeapps.list (mimeapps.list). % X & B FF 3k &% % A~ [Default Ap-
plications], ERUTHEA:

application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new\\_store.desktop;
TREREEH “ER /AR IRENE LAEE Firefox.
HF “Citrix ICAIRBEXMHRE”, HiEEF:
o ThzEgFp “Citrix Workspace RAT2F Engine (Z3IA)”
5

o “fERHM..”, SREEEXMH /usr/share/applications/wfica.desktop (& Citrix Workspace [z
RREFNEERRTE)

1%

« SHOME/.local/share/applications/wfica.desktop (EMEIFEBRRLE),

HEEARD
BRAUEREEROEREEMNNERE, WIER— M EEERANESHEHIER, BYZITE, AFNEERAIL
SHEREE IS A RFEEHITHES A RALIINE, EEEROHR, BPILUES U TS EEEERE:

o XA AERF.

o AHRIE. EPBRERIEHFXATTHNNBER.

o NZEREIASE. EPBREFKATMITANNBEFNER THASRSR[OEEERE (FIERSHREE
FTERRFFERER XHN RER) o

o ERERGRITRE.

EIBER
EEAERTOERER, FRITUTIRE:
1. 7£ Citrix Workspace M AfEFZgH, BHEESC.
R 2R EARARS SBHFIHE MENRIE,
2. AT RMEZ—:

o EERIRSER. BIERSUEH, HBEEHEM.
o EE—NNAER, XFARED.
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i1

February 12, 2021

EAEAT Linux i Citrix Workspace AR, ARFAUTEESBeHRNERENAREFNSE.

®E
FREXH

EENERGEIFAAEANILE, AUEH Citrix Workspace M ARRFHNEE X, XLEREXHEESR wfica
BEIETIREY, FILIARIER PV E R SEM R R KB &I o

MRBATRIERE, WAkERRERIE, MIEMEENSE. KIRETERSSBSIERRETRE XA P
B

ENIN=

MREFEHFE Citrix Workspace ZRi2FAFHZRIAE, BB SICAROOT /config BRFH module. ini
B

=

AR

NEEAFHMEEHEE module. ini REYENZAEER ALL\\_Regions. ini FHMNEEH. FHERN
f5ekEF module. ini FHIE,

RIRX 1

W8 XX 4 SHOME/.ICACLlient/wfclient.ini R &E T, wfica ¥ & & #l $SICAROOT/config/
wfclient.template #iTRIE. BIRULERXH4E, FAIENESIGRARIFRE Citrix Workspace iBHEFA
Fo

BFRIRE

EHRPMAREEN, BERAFK SHOME/ . ICAClient BRFM wiclient. ini X, LXHEHHILER
NMATZAPRBROER,

WA EXH%E
BRE wfclient.ini RHNZERE, EE ALL\\_Regions.ini BhiEE A FHENSIETCEE,

MRUEE T —ME, NEERIZE, SHOME/ . ICAClient/ATT\\_Regsions.ini aJLALE S SICAROOT
/config/ATI\\_Regions.ini &EBMIATEEME, MIEBCHRS,
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} =r

AR

Fwfclient.ini FIKENEMTLLSTFE module. ini FE,

28

SNXEHTENSHEREAIE N2 T, SMHOMLIESERNBIRTL, BRBTR—ANSE; i, 8%
B\ [ClientDrive\] 5&FiHEREI2EMET (CDM) BxX,

MRIESEIEE, FNEEAEARANSIIEERIAE. NRENSKREEEKRIEEE, WEEEMNARIAE, 5,
MR InitialProgram FRES (=) EBREE, WENBIRIME ERETEBITER).

ek
ATT\\_Regions.ini {EEAIUHAEMXFIRENSH. ERURFISHNENEFHIEHE,
N EMIEERNERE, FIRUTIRFEN

1. ATL\\_Regions.ini - tXHHEEEEZUTXHHHE:
o EEM.ICA X
« wfclient.ini
2. module.ini - WMRMEAKE ALL\\_Regions.ini. EEMN.ICAXHFH wiclient.ini PIREE, H
BXLEREY ATT\\_Regions. ini BMEE#HITRE, NEERILESHHE,
NREEPEMGPEARELEE, WEER Citrix Workspace MABEFRIBHHZAINE,

AR

IR FRIMFFEGIIMER. FlE0, BFLR2RERE, RBaE IMwfclient. ini FIREREL(E,

N FRIZFRIP S250 M ThEE
AR
o XYM tarball #a1%% Citrix Workspace R IEFR A 251k ThaE, Itboh, x64 F1 armhf 22—

SRR,
o ItkThEE(N7E Citrix Virtual Apps and Desktops Bz tiEi B 15,

[ R RIP 2 — MM NThaE, ATILTERER Citrix Virtual Apps and Desktops BYiRfiig5aM R e, ZINEERKIT
ERRRERIERNEERRETNGFMEEN. NAEFRIFANLEHERS LERNAR RENSRESFNE
B8, ZMEERIMIEAP MK G ES IR REE UKL EAREICRBVENFBERES.

AR
« Ubuntu 18.04 s{ES k4,

NN A2 RIPAN
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£/ tarball #FE%%E Citrix Workspace M ABEFR, BERUTHEE,

“‘BEELENAERRIPAH? Warning: You cannot disable this feature. (Z4&: Ree2AILINEE, ) [ZRINE
SINSTALLER_N] 7% Citrix Workspace N2, A 8EBHEHZA, ﬁ?éﬁ%k.u, B5RAEERER,

BMANY URENBREFRIPANS

BIANERT, FRENAREFRIPAG

EFMBENTENUEERER. RIEERBMITEN, SNNBREFRIFA T ARTEET.
B

s RIVERRIPHESN, NAEFRIPESBRETIRRIET.

EPARETR (CEIP)

W ER Y BiEA BINBEXRMMTA
FREM AR Citrix P A32E itk (CEIP) M Le¥iEa #EEh Citrix #25 Citrix
EAF Linux B4 Citrix Workspace M BREFHRE. &

Workspace RiEFIREREM  SEMMMELE
fEREIE, HEIREIEREE
Google Analytics,

Citrix ¥ REES Citrix BTN EREZ TR EBENEIE, FIRE Citrix Trust Center L3 Citrix Services
Security Exhibit FFFEER S I EHBHITRIP,

Citrix & fEf Google Analytics M Citrix Workspace [z RiZFFUsE 4B (E R CEIP —E843, 7BEE Google
Wb Google Analytics U&ERIEIE.

AILGBEE LT AR XHR CEIP #3E£%3 Citrix #1 Google Analytics BIIh8E (TEEZNES * 1877 Google
Analytics IREEMFMIBTTRMRIM

1. 1% \<ICAROOT\>/config/module.ini X#*Hi&=l CEIP 25,
2. ¥EEEZHE EnableCeip #EHIEE N Disable,

AR

¥ EnableCeip Iig&X Disable f&, MREFLEEA KX Google Analytics kM REF CEIP iR
& (BMRIERSRRZF Workspace MBIEFRZA) , ESMEIUTEOHILEIILEE:

fiIZ: <ICAROOT>/config/module.ini

#45: GoogleAnalytics
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%H: DisableHeartBeat
f@: True

Google Analytics Wsen9tsE CEIP $iETRBIE:

1BIER SR Workspace M BfEFHR  NAEFREF E i 1D
zt *
RIEBEF YmiFeRhR A WHTE

ICA-to-X {i2

A LLEETT Citrix Workspace W BREFHM TFhAERS 2, FRHHEERIIEMZF X1 19ig&. BEHhTLE
£, BILLUE Microsoft Windows R B2 F4A T AR Citrix Workspace RZFEZFHY X &imsk UNIX T1Es,
AR
Citrix Workspace ZREFHRHEAT 20 X &%, EXLERT, Fig&E X% Receiver BEEMBRAR,

WUtEFh A =iE1T Citrix Workspace W BERF (BIER ICA-to-X RIB) XiFAARSS 33 ICA,

517 Citrix Workspace FZAEFE, AJLUEEMARTIE X1 MHERRIAH Linux £EHY ICA = X11 &%k, 8
B, I ZREEEAIIEM X BRR. AIME—RGEPREEETT Citrix Workspace MERFHZ N EIE, &
NEIZAER EiaH LX) R ERIRE.

ERRHELETIZER ICA-to-X KEMEMATF Linux B9 Citrix Workspace M AR RS

= = E '
-~ | = ‘___'_,--'_'_'F
XenApp server Linux server X11 Client
Citrix Workspace App  UNIEX, X Terminals,
for Linux X Emulation Scftware

BIRBNRRS, FE— Linux RSH7Y ICA = X111 KIE:

o MREH X Lif, WalE@ERTH X Linid X AEFEH Linux BRE5 28 LizfT Citrix Workspace R/
2.
o MNREBEFLAMEA Citrix Workspace RIAEFH UNIX T1El:, TEE—ARSH{RAUNRE, RS
21T Linux 89 PC
R AT |CA MY AIThEEIR ML X11 LIRSS, BIMBERT, ReEERIRanasstinaRIE tIRhEs, W0
RERA X &LiR (BEESERMIRSE), XHAZRM, NREMEM UNIX TR RARER, BILHRITI TR
Ez—:

© 1999-2021 Citrix Systems, Inc. All rights reserved. 48



BT Linux & Citrix Workspace [ Bi2F

A NFS SR FAIERM TIFuL_ EREH A UNIX TR, AR mIKchEsReHEmZAE LR NFS 33
R

™o

£/ NFS 2 SMB K32 (5140 SAMBA) =iARsz28 LAY NFS ZFi (5190 Microsoft Services for UNIX) o

R R BT RIAE:

USBEEM

BRErEEM

COM A EE M

EMERFRENARS S IFEM, BAIFEMEEE X1 i8&

FRBEFPIHFTENNEEE X1118%. &AM LPD TENThRE MARSS 28 Fahifia) UNIX FTEDHL, sEERMLET
ENtlo

ZIRERNNEERRLEER, RAEEKRETT Citrix Workspace AREFIITEN LRERGX, ZitE
NERERENRSSE. B2, SERRHNEERTAFRENRSS L2 GStreamer FEER (RE
M) o

BEA “PRS38iE ICA” M X &igsl UNIX TEisE 5 Citrix Workspace RBIERE, BHITI TIR(E:

1.

2.

£/ ssh 3§ telnet EZRIBEREMIEE,
EREILE LY shell &, ¥ DISPLAY IFMET 218 B AAMIEE, i, £ Cshell FRAUTARE:
setenv DISPLAY <local:0>
AR
MRMEA ssh -X TR AERENILE, WEHILE DISPLAY IfELE,
EAMIEE EHNHSIRTR TH#A xhost <proxy server name>

9N Citrix Workspace ARFARREARINREBRF, BESLRKIFETE ICAROOT R EHIEM LR
ZEER.

#%) Citrix Workspace ZARFHNRERAR, EHSRTEOFR, BA selfservice &

SR IHRNBEER

BERSHRIFFIRATEER, EEAAUEEERASMNABEFITAERBHNAEFTE URL, f, MRE=
IEHRERA Microsoft Outlook #AEIHTH THEMAFEA Web TlmEmyHEE, MEERMF &S LA ST PRI M,
BERSBIFFHBABETER, FJLURSEERDE Citrix TRHME, MMERF AR BEIFaEEE.

AILLEERT URL 223

HTTP
HTTPS

RTSP (Real Player)
RTSPU (Real Player)
PNM (IHkR Real Player)
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NREATF Linux 89 Citrix Workspace AR &ESENNARFHALTEEZHINE, NEEHARSHRNAEE
FF#T7F URL,

REBRIETFIHENAEEEERSERLRE, RNERTE Citrix Workspace ARRFHATERARE, Bl
2 a5 RealPlayer LUK Firefox. Mozilla ¢ Netscape FEIZE/D—NR% 25,

R EFTFEE RealPlayer My HEHIER TEARSHRIEF HRNBEER
1. fTAREXH wfclient. ini,
2. 7£ [Browser] ZB3 HIEMLUATIRE
Path=path
Command=command

HORZEENBHETHITXARENER, L RATREEERAIN K URL IR RITXXHRIR, SEWE
ARS3 288 & 1XH9 URL, f5i40:

$ICAROOT/nslaunch Netscape. firefox. mozilla

EgEREEUNTARS:

- & “nslaunch” *B#EF MUK URL # X I RLEFINREE O P
- HEREANIXRFIHNEANIVNER, EERERDET

1. £ [Player] 8o HERUTIRE:
Path=path
Command=command
H 22 RealPlayer AIAITXHAIENE R, ®<TERATAEEEMMNZEME URL WETHRITXH R, &
RMH AR5 28 K xH9 URL,
2. REFHREAM,
AR

SHFXFAFERRIGE, REEREN MM RealPlayer AIRITXHFENBE R, FREIEEAIRITXHNTER
. BN, 7€ [Browser] #45e, AILUE Path &% /usr/X11R6/bin @3k /usr/X11R6/bin/netscape. It
o, EEUERESARHNTIRARIEELZ MNEREM. NRKIEEXLILGE, NEERAF LT SPATH,

ZM Citrix Workspace XHRSZHBIEF AT EER, BHRITUTERE:

1. $THEEXH module.ini,
2. ¥ CREnabled ig&&E 2 Off,
3. REHXEFAX S
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JEZES
&R

FEAEENEROIRE LRNERERMERFRENIFRD, FEEMEMINEZERE— TR, BREERAL
ER—NIEZNERDREMNREAMENAS. EEERSRE (MIEMFFIRE) LEH—TSSTULEENR, MMmE
REEPRENHEH RS 6

+ [BH SpeedScreen FERINIE - SpeedScreen FER NN @S BIASMAI N BB P B EKIB SR RAR S IR 1ERIEF
SERNEER G TRIEEE. £/ SpeedScreen Latency Reduction Manager aI7EiR S 25 LB ALtk TheE, 2R
IMERT, £ Citrix Workspace ZABiEFH, WINAESHREZAH, HERHMNSTEREETHRITEMA, S
i “Citrix Workspace app for Linux OEM’s Reference Guide” ((&RTF Linux 84 Citrix Workspace [
HiERF OEM £E15m)),

o BRIEESE - BURESETDR BT ERERNEUESE, ILIRFEEESAERRFRELENBERIUE, B
MRS RS RIEES M THMEE, A Citrix RSN ERELE5RELIL B 7l /S A L IhEE.

o BNEOKXD - BEOXNNERIEEBEMERNR KD, EFFIRERIERT,

o BLBEEE - BEEER/LEl 256, 7£ Citrix Virtual Apps and Desktops it £, &BRIEER,

BREESRE - NREHAT SMME, ATUER Citrix “ SR KIS BEREERERERMILE,

FIK
ClearType F&¥E

ClearType F&FEBINEE (RIAFEREFHELRINGE) AIRBAETFANRE, RMERFAETBIHMRIELEIIRE
FREERIAIM R, A LITHRXALIEE, & LUEE 4iEMLN R B S 489 [WFClient] AR TIRERIEE
Rz it

FontSmoothingType = number

Hef number s TEZ—:

& 75

0 EARISE ER A EIEDTL, IHEET
FontSmoothingTypePref i&&E X,

1 FrEETE

2 TR

3 ClearType (KEFHR) Fig

FrET B ClearType FiB#8=125 Citrix Workspace M AZFHHERER,
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BE:

RSB LLER ICA XH4EE FontSmoothingType, IHi&BHIHEESTE [WFClient] FigERE.

MRRS [/ ZERER 0, AHEERTUFH [WFClient] PHEAMIGERE:
FontSmoothingTypePref = number

Hoh number AJLEUAFEZ—:

=1 Th

0 FEETEE

1 FEETEE

2 AR

3 ClearType (KFEFBE) Fa (RINLE)
X3k

RRERHXHREER

Ft ETXH, RASMAFRER MR R

. FPH CEE” X%
. FRH SR SR (7E Windows XP thid “TRyscis”)

BRHEXGREER, AILIEERFSHRXERNUE, WERRNIRS SR LENRS B EEBHEZEERI XM
KE, WHEERERATHREER, FINESHARERTEARSSEITHRSEN N TETRENGHSIEL
(FEHETRIEF, BATUERITETRE MRS B[IFHIRSR) , BAXGEREER/LFFEER.

BEERHEXMHRETER, BFRITUTERE:

2B oARK, MTFAT. Bk, @BIEE module.ini PEIENZEREARUKNGXEER, REHE
[WFClient] 89 EEXHRIVMUE, BARIENT:

1. B Fa7ME module.ini (150 SICAROOT/config/module.ini) #:
[ClientDrive]
SFRAllowed = True

2. BUTxaFHmME [WFClient] &4 (g0 SHOME/.ICAClient/wfclient.ini) s
DocumentsFolder = documents
DesktopFolder = desktop

Hrh documents #1 desktop 7 UNIX X%, BIEEXFIREAFK X" 1 “KE” XMHEHWERNTE
B2 fln:
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DesktopFolder = SHOME/.ICAClient/desktop

o ATUERERNEABIIEENFREE, FlI0 SHOME,

o AXMNSEIEEE,

o EENEROAA]BIEF R ERIER, B, ZBRUIEBRGHIE P IR EHFHH.
o A C HEARKENEREFTo

& P im IR ah 28 BT

i P isIREhEseRET, a7k Citrix Virtual Apps =k Citrix Virtual Desktops BR$S28 LRV IREhES R AT E E |22
wAPIEE EWER. Hign, ATLUE Citrix AR RIEFHIERNEE H B EE1T Workspace ARFHNAMAF 8%
EHEANER.

RIERER, BF GRS AIEAAF18%&E (815 CD-ROM. DVD 5 USB RE%) LEHMEFBRITAF A
A, AiRRAMABRAIHRXEERONR. MRRSB[EEN AR WIENRRE, BRI LOGRAMEFMERIS
f, EREHEMEREN M, ARHEERREEAMIRNRNARS BIXEDEE Lo

Citrix Workspace B2 #5534 Citrix Virtual Apps and Desktops IRS 88iE MR P IRIESME, BEEF,
G EMET, RS EEITHRENBARERFFERIRSAMAFIEERENEE. NEPRENAFRTS, LAER
MAR TR GERRITIT 1, FRAXLEINREZ A, EHHRIRS S IFE P IRIEEMET,
AR
Z218385 Linux (SELinux) L@ R AT RES 0% P KR s3SI USB EEAINAEN EEEIT (TERD
Citrix Virtual Apps and Desktops t). MIRFEFERAEP—MRFEMINEE, 552 SELinux, ARERS
28 P TR E,

BT ERIREN SR ARG A (Hifk R

s BSEFREMNRRGATFERERAEERIPEAFIREXHRANEAE DR EIIRS [ LHIEEREDEFRE T,
B0, ZBRS T AT ENRIBLAFNEERK /tmp, K% CD-ROM. DVD 5% USB RE&EBEHI&E
o

o DB IRIEENERET A SIE CD-ROM. DVD 1 USB NEHEEAGETAFPEELNENRHER. &
RIEHAIE) I EAIFIRE R B RES B RS 2RSS 88 L T — N BRYIE RN 3R & FTo

Citrix Workspace W B#2FZ#Z2 Citrix Virtual Apps =k Citrix Virtual Desktops B, SIRAKZAFF IHI&EH
5, MR EHREILE P mIKEhEsIRET, BT LA SRS KRBT T & R IR E RSN . BXFMER, 1B5H Citrix
Virtual Apps and Desktops 32#4.
F PRI LA A B SR AR IR Bh 28
AR
RINBERT, BRABSERPHRNERNFANSERANSEFAHERDRMRN, ERREEEERTE, BE
wfclient.ini #% DynamicCDMi&E /N False.

i, @d CDM ipeXHaiREE A TFrAE eRENAEIE,
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B 2012 kg2, Citrix Workspace MA#EFATEEESNABE CDM XHihiE.,

=

AR

EAEAT Web 89 Workspace B, XHIFEIREESIEFRIFAE, ZRERINRE AEREGEIETL,

File access

Choose how to access files on your computer from this session.

Read and Write
Read only
MNo access

® Ask me each time

Cancel OK |

AR wfclient. ini XHEERFNBEMXERREIL. €A GUIIREXHIHRNIRES, MaElREEE
PRi7Ro

ERERIEF, PJLEIEM Desktop Viewer SAENEIET > XA AIRINHEERIZ B X A RIRES

A = 0 Ry Pl A

Home Ctrl+alt+Del | Full-screen | Preferences Disconneckt Sign Qut

ERARFERIETR, sTLUBEM Citrix EEO BRI A RIRHEER IS E X4 RE .
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Citrix Connecktion Center

servers and applications:

10.151.246.35

Managed Win10 SIN Desktop $552-86

| Properties... | | Preferences || Disconnect || SignOut |

XA R ERE BLIERRGT O X (R B IR R B ER 12
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. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERRBXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace [z FRi2FF ZH1E MAEHT ENA LUK A #h 7 32 5l AR IR & 3T ENAN L THTED, BUAERT, BRIF@ET
SIS ITE, BN Citrix Virtual Apps AR P RITULTIZME:

o ERAPIEERILUARIMFIEITENIS & _EHITITED

o FRONFTENH

B, XEQEVRHFREMEFRPRERERE. W, RAFAFERFIRERBIHENFAEITEN L#ITHEN
BIHINRE, XEABNERS TEEN, B8, ARERRRIRSEERMELER, EXMERT, ErlkE
EX AP k& LERRERITENNTIREITIRS.

B, ARNR2RIEPIERIERERE LR ARG ZMITENRO. Ak, BERSS LR ICA SRERE sh&ERE ik COM
mHIRBERENEREA.

ZRFIAFIRE LRERITEINIIR, FRITUTIRE:
1. ITAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAITENN
+ SICAROOT/config BRARHIFFE Workspace AR AP IITEN. tREAITHFRERFBIEET
BEEREAEMRSEFNARF,
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2. 1EXHH [WFClient] B9 BANUTREA:
ClientPrinterList=printerl:printer2:printer3
H printerl. printer2 E2FmEITEINMEH. AES (1) SREITEMBITEE,
3. REFEFHXEAX M.

72 UNIX LR 2 P i TENAL

7£ UNIX 3515, #7288 Citrix Workspace R F2FE X HFTENNIRENIZR. AP & LAVITEN RN MEEB LI
FAR A2 A A BIFTENAE Ko

EEAF %@ Citrix Virtual Apps for UNIX $TENEIZ FIRFTENN, BIERAASEAITENTIRE. BXFMES,
&5 Citrix Virtual Apps and Desktops x4 89 Citrix Virtual Apps for UNIX 843,

BRES A3t TENHL

BT Linux B Citrix Workspace R BRiEF2#5 Citrix PS @ATENNIREIIER. Fit, #E TEEARHITEEER
B, FAPEIEEMSEITEIN AP IES A MEZIITENN E#TITE, BEFLEERT (FIEAFIESNITERER
SEERITENNIRNIEFR) , ERREEEF o7 Citrix Virtual Apps for Windows gtz P imiTENHL,

BEARSS 2R ERRGTACIITENN, IEHITLATIRIE:
1. M Citrix Workspace M B2 BohiRS 28812, ABRE (T Citrix Virtual Apps B9+ &E L.
2. 1F “FHR” REH, FOREFIRE > $TEINL,
3. 1F XM REH, EERIMFTEN.
B B R INFTENH A S0

4, FRZASHNRE “BFRIHEME, TPE SHEAMEITEN., SO8ESIVETEINRIR, SAVTESmRSE)
EAFTENHL R IR, FI40 “HP LaserJet 4 from client name in session 37,

BXRITENAEAES, 558 Windows BIERF Y,

L

LIAT, (NESIEFMREBRINSINEE, IEFSIRESHITUEITEN LERRIRAL, METHIEEEE ETN Citrix
HDX Audio.

BhRZs 2010 i, EATF Linux B9 Citrix Workspace AR 2 R RIEH R ANFAE R EMLE. SINERE
BIgEEM—EER, MIFERA Citrix HDX Audio. ERILUHESISIEPEIASAIANEMILE. STERBRAESH
R, EMEFFTERERRANSMBAS BT RR1E, BASBRIIMREN, SIEEEMERR.

Mhi7s 2012 78, REGABBILERHNSIMEE L6,
ERAILLINEE, BHRITUTRE:
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1. B2l \<ICAROOT\>/config/ X£H$TFH module.ini 34,

2. BE clientaudio ZBAHRMUTEE:
VdcamVersion4Support=False

AR
o BRTHENSIMETAEER, RERA Citrix HDX Audio MEIAS IS EERIETE T
o IAMBERT, BRINEEFRNERXMNERETETL TFERRS. FXNARBAZRRMMERE

MER, BSREED,
BEENPRHE!:

+ 1£ Windows Server 2016 Lizf789 VDA #, BT AERIERESOEENEMNILE. MESIMGENIEENY
INE SRR,

o BFEMIGERAZIFEIMGEEER,

+ H&E7E Windows 10. Windows 7 #1 Windows 8 #21F R4 BEREINEINILE. £ Windows Server 1&/F
4 (g0 Windows Server 2012, 2016, 2019 1), BF Microsoft 2R EIEFEERS, FLLTEE
ERBIAS LS,

BEBLT, RASSERRIARARERENIIA ALSA &&E, LB U TREPBIEEHMISE:

1. RIERERFMNAR, EFEHITA—MREEXt. EXREEREXHNERNAZHRERAFRNESR, ESH
HRINGE,

2. WMBLE, BHRMUTEDRLSIZENERS

[ClientAudio]

AudioDevice = <device>

Hrh device EEMITRIER S ALSA BELE X,
AE:
FIEFFE Linux 2 ERAHRMX—E BT LR MUE, Citrix BIVEERRERAXN, THREXEHLEER
BB,

e =i
SLIMEFIHESIMIRETE, 7 Citrix Virtual Apps AR5 885 Citrix Virtual Desktops EHITHIN BIEF G LUEE B

R4

UoE=)
RELZENEFETRERBRES, BIUERSBLHINENERRESHGRE, MAFAIUERAFRELRES
g, MRAARESRSBOTNREBRETR, BRAREPRROIZE,

BRI SRA A BE R A RS BB T RIS AR, SHREMS, FHSMBERFTNHEREREA, SMLEFR
fEMRmARSEE CPU %,
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AT LU R SRS X B P i e SRS I TER B, BXIEAER, 1E81 Citrix Virtual Apps and Desktops 314,

J3-== .,
AR

feiE#E %) Citrix Virtual Appsfor UNIX BY, Rz#%% P in S SRS

2R UDP &4t

UDP B4R LR EET Internet #3THERIENRE, ILEIMEERRFHER MY (UDP) MIEEimizsn (TCP).

PR

« UDP ESiEmMEBENSIERAAIA (B, A TLS 5 ICAMBNARIE) . FHERFED, SSuEmER TCP,

o ICABEMRKRAEZF M UDP S5,

1. 72 module.ini B9 ClientAudio Z4 HigE L T%ED:
+ 35 EnableUDPAudio I8&H True, BIAIRE N False, HigE S22 A UDP 5.
+ 95IEHR UDPAudioPortLow #1 UDPAudioPortHigh 5% UDP &4fimgFRAN R/ IR AROS,

ERINEAERNA 16500 - 16509,

2. RINTFAIRISRBERFPIHMRSBEIMLE, WEFENSHAETHERE B, FEHRE).

FRHEENENR FFELENERR

2
%—
RES|ENSTHR 5 =
2
AR5 28 LB9ESAE & ey
=
RS ERESME R 1%
2
& Fis EH UDP

£ SICAROOT /config/module.ini X,
7z [ClientAudio] 25 T:

EnableUDPAudio=True
UDPAudioPortLow=int
UDPAudioPortHigh=int

il

+H

&

AINULTRE:

72 SHOME/.ICAClient/wfclient.ini XX, FIMUTRE:

7z [WFClient] %9 T:

i

il

=)

(i3

&
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AllowAudiolnput=True
EnableAudiolnput=true
AudioBandWidthLimit=1

=r

=

NRAKHE).ICAClient Xtk (RIEERREHBNAE), ERBH Citrix Workspace ARZFH X, 1t
1BEFEIE.ICAClient i3,

72 DDC &y wiclient.ini* i BHREE T, HFMUTHRS:

¥ “Windows Media EEm” &R “B1E”

¥ @ UDP iS5 & ER “A¥F”

¥ “i@d UDP ihiymEsmscaiEim” RER “Brm”
B “BRE” &ER “H”

E¢ Citrix Workspace S 2 FMER %

ICARAREZI T EENML, BELEREN CPUMHEREER, B, MREAEEFEIFEME, FEERMUATER
REFIERE:

o BRERTFIRRESRRITIFRIRE XM, EAZFIHIXEHEIRREIIGRIAR MR, EXHEIIRSHFERHE
7%, MRERVERERE, X—IEATREFERKIEL

o BRIEAMITENN LITENARBIX Y, EAMITENN _EFTENSCALRY, FTENARIBIE RS st 1T1E M. MRE
RIREEE, X—IEARFEERKHEE,

¢ BEERZEEANT. BRSEERATESERRESRRE, HFEZSHIEMERE.

UsB

USB XA TAFEEZIEMSEN S A8 USB 8&#1TRXE. AFALUE USB R&EBAEITEN, ARF%IR
EREERNEHEMKE, THATZEERN USB IREEENTFRENE. SaeBiE. PDAL fTEIN. B MP3 &
M. R2REMFRITEN.

USB EEMZEREEMA Citrix Virtual Apps 7.6 (E=hkg4s) 5 Citrix Virtual Desktops. Citrix Virtual Apps &
SR ABEFMHIEEHIT USB EER, HEBRERHHEES REXIFEIMLE. BXREMES, BSRACitrix Virtual
Apps 7.6 14,

LESMEEBIBERIER /&R LAN IFEPEZ 15 USB R i&&E (GIMMEERGN. ZRX. HERMNEN) FHNERNESE
Ihke. B2, BEBERT, MAESMIAMEBREIEEREMER,
Citrix Virtual Apps and Desktops 2I1EEZZ U TRENIEE, FLRER USB Zi5:

o B

E3 4=
. EISL*/-.F
ak

o FEEFR

« B
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o BIBEMN
AR

AL A USB k& (lan, Bloomberg 241 3D Rix) BLENMER USB X% AXREEHMEA USB &%
BERBEMNBER, BSH
CTX119722,

BINERT, FXFFRELEAAN USB ig&i@id Citrix Virtual Apps and Desktops #{Timi2iEE. a0, AP AEE
BEL NI USB EZFALRM NIC, SHXMIGEHRITRBERRTEEN, BIABRT, F#FE Citrix Virtual
Apps and Desktops 2iEHERALTHEEM USB i&&:

o IEPFiEACER
« &8 NIC
» USB &428

EEH A A TIZREEN USB I8&MERIATIR, 1E41E SICAROOT/ F#y usb.conf 3, BXEMER, B8R “E
HENHITIRAEEEM USB 18 &TIR",

Ea¥% USB & &REEEIEMER, BEEM USB RIBMN, §xFMES, B2 Citrix Virtual Apps and
Desktops 324,

USB 3ZHFH TERIE

BF#EAN USBig&E/E, RARKIRE USB REEZIREHITRE, MIRAW, WESREEERAEENSE. MRMIAE
BRIEERILIRE, WREESMKEFER.

WNFBIRERERLARNRE, HAFEA USBIREN, ZRESEDNEERNEENEH. ENKERATIESR
USB iREHERAFR REFETRZIRE.

MREEEECERAKESEERERN, SUWAFPHEA USB REMHITEERMNRIEROMLNEETER,

KEREHLE

Y USB RFEEFMISENENSMRERN, NRAFMASEMKSEER, WHAAEREERN, ZREFIEE
MEENREH. BERRATEFMREEENEENRE, BFRBIEENEREBHFRAEMBENZIZSE.

AR

NBEATEFELSIHENCEBENELTIELF USB ABREFMEILER Linux TEis, N Workspace RZF
BEREERSIESZIEE. FATESITH—MEZH Linux SXHENEES, Rk, Citrix BiEmLiRER,
%%, HZINERR Browse removable media when inserted (ENRRSEAIEENER). EETF Debian
Mig& R, 1EEMA Debian ERZETRZF U TETRAITILZ?E: Desktop (=) > Preferences (&i%1)
> Removable Drives and Media (AI#zhiRzha8#17 /%) . 7£ Storage (7#fi) %W+ EH Removable
Storage (A#zhfzf#) T, BUHiEH Browse removable media when inserted (GENESHISE AR
&) BiRiE,
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WNFEFIE USBIREEEM, HEREMUT/LR.

AR

o N Client USB device redirection (BFif USBiSEEEM) RBBEREITH, WABREEFHIESE
FRARER USBIREHITER, BMERF ImIREhEsMET BT B2 u1t.

o ZNAERFZHE USB IRENE/RIZEEEM,

USB %

#AIN USB SRBEAN 2P LA T USB iR &2

5 (3201)

BEZRNX. A, BHA MIDI izHI8E,

WIEEO (3 05)

XERES HID £, E@FERMHEMBASRE, SFNERRIBHT. S TFaflNERKEAIMER.
FEEGLE (3£06)

BIEHBANAAEN BBATNBEHERGLEE, ZXERERERMIN (PTP) SHEEEE NI
(MTP) BEGZEAIITENREMING, BNEATERTAXBTEFEIEE. HFETLUEIAN B SRENRE
KBEERVUERRERE—X

MRENERARBEFMERE, WNEREF KRR, MAFE USB XfF.
fTENHL (32 07)

BAFLATENERHRNERFENY K ), BRASHITINERNEEELER, SIRETENTIEREEHN
BELABIEREGIRE. AXBMERT, TEITREEERITEINE, ARNEETREREME, Flw, &
IEE G R,

FTENHLEE £ 8 USB FFHER T Al LUER TR
RBE7FE (£08)

RENNABTEEZMHIEER USB IERHR, HitASSEM#IgEEIE USB SMEERIRENE. CD/DVD IRap
221 SD/MMC ki%+28, WEHENBEFHINENEESUREATEFMED, SIEEEBKEE. HIBENMN
Fil. BHIFHREE:

01 ZRMIANFIRE

02 #2## CD/DVD i&& (ATAPI/MMC-2)
03 BB L% & (QIC-157)

04 sBIpyEREIRzHEE (UFI)

05 HARERARIRThaS (SFF-8070i)
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« 06 KEBoEM SCSI ML THRNARBEBEFEILE
BEERT, TLUBEEFIRREERRFNKILEDABEFMLE, Bt USB ZRHFZHFEN.

B XA, BLRSRERAMERENATEFHEINEGE. Hit, BEEEZEREFEIATEAKREE
FhiEigE (BIEF RIKEhERIRATEE USB 255 MISHER, BERMILKEE, AILUKRIRSS[REENMELEXHiE

E &P IHIREHERIRFHITo
. REZR2M (£ 0d)
RELZ2MRETUNERASTRE, BEATRIFFAISBFRNER, LXASBEHRIPEE,
o MPABETRE (K0
XERHEEEMEESRSE. OXRENE. PR, GHENSNHEETFECAETRERE.
- NARFHEMENESE (L fe fxff)
T H IS ERRMEFENNZARR USB BXESIRERHNN, XEMBEETARNERFE (M),

USB ig& %
#AIA USB SRESMMIELERZLIT USB 1R& £
« J&fEF CDC #zl (3£ 02 #0 0a)
BEAGA#EZE. ISDN EECEE. MRS UAKR—EBIEFMEEN .
#AIA USB SREEF AVFERXEIRE, RAERN—MI&EARRMHS ENREE B SiEE,
o ANMEFEZEO®RE (£03)

BEFMEANRLHIEE, BENAKFEDRE (HID) €4F: BE. Bin. BHE&E. PR, ©ER8, Y

EHIEE. FHEAESThEE.
F 01 XFFA5IEO%E, AIHREMNBRITER.

BRIARY USB SREEAR 701 USB 85 (203, 7201, i 1) 3¢ USB Bir (#£ 03, 7201, X 2), X
ERNEMERE USB 3285, KEDBENRAAhEEB#THINME, ARERIENKEN, BEFTELRM

ERMIZIZ A X EIRE.
« USB &428 (3£09)
USB &S A FRIMINREERT AT BN, TRTEHNXEIRE.

« ZHeR (X0b)

LR PR FROE R TR TR RRERERRIERE, UREEBRAREEFFRSH USB €,

FILUERERERIZIEERINEEIN RS sE Rk Fa8, MAFE USB x#%

o EM (2 0e)
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MR BIE A TSRS ARSI R E0IR S, FINMSREN. HKBERAN. RIAIAELINE. FEENA
AR, UR—EFERR DA

BIMER T, HDX RealTime MARENAIAEIE TR LR AEMLL RGN IEEE,
o TEITHIEE (3K e0)
BEMEESNTLIEHRE, FINBETTH KT,
Hop— g & rT iR (XN, EEREXEIVINEIRE (FINE T RE R F BT
#AIA USB SREEF ARIFERX LIRS, B, AIREFEERTRMHINR USB FEERNIREHIRE.

USB ig&%I%

B YRIEA P& £ SICAROOT/ T usb.conf X B EMEAMMFIR, ATAEHEEZEETISEN USB &
&EE.

BEMYIR, FJLURIHREEMAN, UARFSELRINCEFFAAREEM USB 1&E, BEGBEIIME IR
MR MRS SRR HEAIRE. RSB LAMNITFIEZRIRE.

BEAIRENNANERIAEREE T

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # R&[EIR: AWFEHMIZE

USB SRESFN

1R SUESRMHINIEY, 5208 USB Web b5 EiR1HAY “USB Class Codes” (USB FI4KF3) , &b AMLEH
http://www.usb.org/, FFi&#& £ usb.conf RREEBEMNIR AR {ALLOW:|DENY:} BER—AEF TR
IBEMRIAR:

i WiEA
VID RERARTFPRMNE ID
REL RERARTF PRI 1D
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i WA

PID REWRFP~m 1D

% IREHR TSR O R T PRZE
F R EHR TSR O R TP R F 3
%0 R EHR TR O R TF PRI HY

CIERBEMNEY, REoERLITFEI:
s MRS KNG,
o MNKETTEEEE # 5INNIIEER, TREENEZHRA, BEaZEEE,
o EHEARTNAIRITESNZAK,
o AEDRANTIEEHZE, BRELMERFIARRFRIE, 517, Deny: Class=08 SubClass=05 2—%
BX¥HN; Deny: Class=0 8 Sub Class=05 2—& TN,
o tRICUIERLEIEER = I3, VID=1230,
Tl
TENRFISTTBFiEE L usb.conf XHH—1 853, BRHEXLEMM, RS S EMUMEFERRB—AMN,
ALLOW: VID=1230 PID=0007 # ANOther Industries, ANOther Flash Drive
DENY: Class=08 SubClass=05 # Mass Storage Devices

DENY: Class=0D # All Security Devices

BEptE

EREEEERT, STUERENSEAIELENEEN USBIRENAR. 8 MEFIEE LM SICAROOT/config/-
module.ini 3x#H WiClient #85, #ITFEiRi&E DesktopApplianceMode = Boolean,

TRUE NFEFHANER USB 8%, MRKEIRSE (L
®W) SAFRE (REEMUEEXH) £ USB HRiEH
RELEMNERZILE, WZREREH.

FALSE FREEEMR USB ig&.
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P& RGN

BUAMER T, HDX RealTime MARGHAAUEIE I IRIRIEMLRGH LR, BERLEBERT, BURSERARE
F USB H5IhaEEZME RGN Alt, H52A HDX RealTime MEHREHMIAESE.

ML RENEER

TERXTFRARENEEAN LB
. MEBENEEAF—ERE RTME A HEE(T.

o MEBGENEEEERT 32 (INBERF. F7, Skype. GoToMeeting, &M 32 ikl S 23BN I IEMLE R
BNEEM, B0 www.webcamtests.com

o MERGHNHNARFRSER. 130, % Skype EEERMERENETHEERB GoToMeeting BY, &
IBH Skype MM REENS GoToMeeting && 1M,

xcapture

Citrix Workspace ZAEFRH4 BB E—MEBNAERF xcapture, AIFEBIAFERS B[RS X KE LRF
& ICCCM #5889 X Windows W REF Z a X RER &R, AP LUER xcapture ST IRE:

s BRWEERREXE, HEAFRERE (FEFHS ICCCM AENNARER) 5&EEEOPBITHNAEE
FZ B EFIXERE,.
o EEREOS X BRARIFSEARER xmag 5 xv Z BIEHEfZ

EMN@LITEE xcapture, BEHRITUUTRE:

EHSIETREORENAN /opt/Citrix/ICAClient/util/xcapture, #AG# Enter & (E /opt/Citrix/I-
CAClient 2 Citrix Workspace M BEEFHNZEER),

EMBPKREREES], FHITUTRE:

1. 7£ xcapture 3iEHEH, #i# From screen (MBEE), BT A+FZ,
2. NATFES P TIEE:
+ Selectawindow (G&#FE—1&EO). BAMBHIBESFHNEO LS, AEREERIFHR.
+ Selectaregion G&ZFE—IXIH), RERIFALRE, FRNHEDARLEFEESHIHXI,
+ Cancel the selection (BUE%R). BERITAR. REBTPRILRIEDRE, PHERENUIUE
ikt prite N
3. 7£ xcapture 3$iEiEHR, 2 To ICA (2| ICA). xcapture IRHMEEELETH, RNEELEER.
4. BIRTERG, EMNEES OB BEFPERENAMEILT S,

M xv EHEEETOPNNEER, BRITUTRE:

1. M xv REFIEREES.
2. 1E xcapture 3HiEFEH, 2dE From XV (M ICA), ZAEE8E ToXV (2] 1CA), xcapture IZHENEEBRLET
%, RRETLERES,
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3. BiSsE, ENEETORHNNRRERPERBNAEES .
ENEREORHNARFERIE xv, BRITUTIRE:

1. MEZBOPNEAREFEHENNES.

2. £ xcapture SHIERER, FiE From ICA (MXV), AF&TE ToXV (RI1CA), xcapture RN EELEDT
t, RRETLEES,

3. BwE, BESME xv H,.

BT
B ERAT

X RAR SR M T BT LAEX 5 XM IR 75 SR AR BAT I B AL, FEMEX RAFmAMIELEX RIFmARIR A
EFEERALIE.

AR

LtkThEE(FE Citrix Virtual Apps =k Citrix Virtual Desktops 7.8 (iE&EizA) LEBETHRIEFRIH. RIAE
;R_Fy b'{ﬂ'k?%ﬁﬁﬁ’{k/&\o

ERALLIIAE, BRITUUTRE:
EXHSHOME/ . ICAClient/wfclient.ini B [WFClient] #4%, &M% E RelativeMouse=1,
S EREALIRE, ERRFERERD, EEERERE
"’
BXBERENBAIENESER, ESR&EREYBAAERS
ERUELLTIRE, ERITIATIRIE:
N Ctrl/F12,

BRLINEERE, BREA Ctrl/F12 TRRSBIETUBESTF KRS, ERAEN BN, FRSRSHESEFIHEHII
&

ZFALLINEE, BHRITUTRE:
A Ctrl-Shift/F12,
ZFEOREERE, BEXHLILIhEE,

E3EAEXS RATE
o, EZES RelativeMouse R TE:

« RelativeMouse=2 £ &iEE OQF B =B BILThEEH E EE0E,
+ RelativeMouse=3 A2 2. BUEHFRIFILINEEL T BEERTS,
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+ RelativeMouse=4 R IHRAMET IREIS 2T B AR AR, WRRERTHE— AR RN
N Bz R 57 B 502 A AR AT,

BENRESS, EAMNMNTARIRE:

+ RelativemouseOnChar=F11
« RelativeMouseOnShift=Shift
+ RelativemouseOffChar=F11
+ RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar 9=z 1% #{&E 7 Citrix Workspace W BIEFREMFH
config/module.ini 3X## [Hotkey Keys] F5IH. RelativeMouseOnShift i1 RelativeMouseOffShift #y
EIRBEEFEAMNENE, & [Hotkey Shift States] sk TF5IH,

b3Sy
BETAH
£ iEi2 Ctrl+Alt+Delete B4A 5 :

1. MEWARASKETEEMEE Lol Ctri+Alt+Delete A&,
2. EHENEREHR WFClient 285w, #8R#EEE UseCtrlAltEnd:
o True £5R Ctrl+Alt+End 3% Ctrl+Alt+Delete A& % &2 T = Ho
+ False (BAIAIRE) F Ctrl+Alt+Enter % Ctrl+Alt+Delete & &R ETIZRE.

Bloomberg B&REFE M
AR
Bloomberg HiiEE MEERNNEE S E,
AL Bloomberg R EEM, M TFFAR:
- WBLBA USB B
o Bidi@BA USB EEMUMEFEEEIRZ R

BAEER
EEFmETEA USB EE@ERE Bloomberg v4 24 :
B, [7E Domain Delivery Controller (DDC) F/E % %K,
1. &# Bloomberg ®#&# vid # pid. #I30, 7£ Debian 1 Ubuntu FiEfTUTa<:
lsusb

2. ®%Z SICAROOT #448 usb.conf xf+.
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3. £ usb.conf XA TR B A FX Bloomberg #&#17 USB EE @, ABEREEZXE.
ALLOW: vid=1188 pid=9545

4. EFRHEF K LR ctxusbd FF#ERF. $130, 7£ Debian #1 Ubuntu ARIEITIA &< :
systemctl restart ctxusbd

5. BBhEFmRIE. BERARTEEAN Bloomberg v4 BRRIZAEER, UEHITEEM,

EEMEER
IhEE R IFEE S 2IEEA Bloomberg v4 #&1EO, WWIHERRM T EFBRERIERREERRENEES, BIEN
MBRORRIN TS BSMEOGUAI—HEEME BN R1E,
AR
BIAERT, LhInEEst x86 1 x64 F&EM, 3 ARMHF F&%A,
BEALLINEE, EHRITUTRE:
1. BRI TEIREE config/All_Regions.ini X585 BloombergRedirection 643
BloombergRedirection=true
2. JITEREERDRMEFFESE,
ZRtkThEe:
1. 448 config/all_regions.ini 3x#+## BloombergRedirection %43,
2. ¥ BloombergRedirection {&i&& % false,
BloombergRedirection=false
3. MITEBREERDRMHAESE,
AR

BiZERE S false 2B EEE R I REIRANE FIRFHIETA, BAMEROBEEHI LI RIE.

ABENBEER
EATFNEENBEER (BCR) #9 Chromium #AES (CEF) [$230114E]

£ 1912 frz #iA9kR s, BCR EAETF WebkitGTK+ WEIREMANE. B2, TEE KL, FEMENE. 8
R 1912 &2, BCR EAETF CEF &M, thIhaEFET BCRWAF ALK, EEBTRNEFERER. NELENE

R ERENH <o
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BEET CEF ¥ BCR
BEAET CEF 19 BCR, EHITLUTRE:
1. AT
$ICAROOT/config/All_Regions.ini
TeoxtE, He, SICAROOT 2 Citrix Workspace RBEFHININRER R,
2. 1£ [Client Engine\WebPageRedirection] 5 iRIMUTEE:

UseCefBrowser=true

A* BCRWEE, 12 Citrix Virtual Apps and Desktops SXAFRTHIH 23 N A E E Bo

B EER

AEFNLE HDX Broadcast BohEFimEEEREINEE, Citrix BiEiE1tk1haE5 HDX Broadcast &1En] S ThREL
SR,

HTRETRE. WEEREULEFELTZRENESCERRERE, BRAERSMNESIENFER. #d HDX
Broadcast BEhEFIGEIEZINAE, EAT Linux 89 Citrix Workspace M AZF A LU ZI SIE R E SNR TR,
FEEA P ENEEIZEMNAIE,

ERSR LLERLIEES, BREREFoh#TEMEZTSLETIE, Citrix Workspace 2 xEidEMEETIRIE,
FEMEERIIHEAFPICEENERS R AL, MREEHITHAF MR, WEBHEMEEIETRRAARE

T—MERERNITIEE. IRBAREIEMEREEARER, WAKHTENENEE. AP REEMEEIRTE

ENRIE,

BIAERT, ERAT Linux B9 Citrix Workspace R AEF SRS 30 HESREMEZEMTNRIE, XENEMEE

SRREHIT=R,

&1t AccessGateway E#ERY, ACR AaIfA. EMIEMEER, ESHERERSSHNEF G EBRASIETEYIEE,

F1£ AccessGateway Li#{TieE,

B XA E HDX Broadcast BahE it ERIEEMGEA, 1§20 Citrix Virtual Apps and Desktops 3244,

=IEAfEME
AEN4E HDX Broadcast 21ERTEMINRE, ZINRERNIARL TR AR,
H

BF HDX Broadcast 2RI MINAES, MRS5EXHHNAER ZEEEHET, AR IHATSEERIZNAREFH
B I, TLAFEHENEENARSAEMINER, MACIHRTEES KN, FIEMREER. F
HAie), BEEMFPERIE. RELRHEMRE, AENAREFRERARS, EMEINERN, XEXEREREN
BEFH.

REBAMNEFHEMEERNSIETENN, NREMERDT, FEITREEDERNITHT. SETREERERRE
Y SHMERENER, AJRERKEE 25 WiERIENERDT. AEFE—RAUEKENRE RHAMERN180F) R=
HEMER. IRSEAREMIETAENER, BT FRENERERZRERER.
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WRBAT HDX Broadcast &iErSEt, NAFRIEBENBIARCOEE 1494 EL R 2598,
Citrix Workspace AP T ABE =L RE IS E,
5E:

HDX Broadcast RiFr S HEE (FRKIRIRE) TRSBR LEAS—IIhEE, ERERMXN. ZR@AMX
MisLEE 2 A HDX Broadcast £iERI 4 ThAE,

ZIRRIERE

Citrix Workspace IF#2FRA T ZMEAR, SEYSNERGAFRREHRESERAF AR, EERENAER
MREEY, XERARDTLURARF AL, 0T

« HDX MediaStream Windows Media EE®
« HDX MediaStream Flash EE®

« HDX RealTime MRIREHIAESE

o H.264 %#F

=z

AR

Citrix ¥ RTOP 54/ GStreamer 0.1 89 F Linux # Citrix Workspace WA2F 1901 XE S A+t
T?O

HDX MediaStream Windows Media & A

EM Linux BRI&&EIHANEMN Windows SE LIRS BEEBRAMBREERSH %, HDX Mediastream
Windows Media EE @A LA ERIEH, Windows Media EEAEIRM T —FEAFIEEMIERS S HBK
RABEITE XX HRINLE], MM ET B ZREX R EERER,

Windows Media EEmARAEI Windows 2@ Liz17H Windows Media Player M BB KSR, It
heer 2L s, HPaiE:

. BRSBTS (ASF)

. sERHEBERE (MPEG)
. EIRIAREE (AVI)

« MPEG 475 3 2 (MP3)
. WAV =S

Citrix Workspace M Bi2FHhEaEF XA E MediaStreamingConfig.tbl, BT Windows $E8Ii#E
1= GUID #ipE GStreamer AILAGEAEY MIME 288, o] AR IR R LURAT LU TR AE:

o PUEFERRAPRINZ AR AR AL FEH R AT 538/ XS 2.

o MELEFRERFER GUID LIsaHIEIRFIARSS Bk 2o

« @A MIME FFHERFMNESSE, UAIFETENRRA GStreamer SRS A,
o RIEAFIgE LR GStreamer ZRIVIEAX AL EENEEEEXRE,
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BRI, ERIUATAFREERBS RRAEERBEEINA http://. <mms://> 5§ <rtsp://> # URL &
gk, mABET Citrix RS BFARZARIER, RSBATKAFREEDIFEFURREEFGS (BEBR.
HiE. FlE. SEMBE), B, RS[AVIBEAEFKIE, IIEERIRE LRGSR SEE GStreamer

Z32I HDX MediaStream Windows Media EE @, &EHITILTIRE:

1. EFE GStreamer 0.10 WEMHFRE LLTELRYE, XR—IMHRZEEIER, BEBILT, BEARE
GStreamer, REB%E Citrix Workspace AR, MUAFRELER Citrix Workspace B2FEE
AER GStreamer,

K% ¥ Linux £1ThR A& # 2 & GStreamer, 7] LM http://gstreamer.freedesktop.org T #
GStreamer,

2. ERATFHRE, BARAFREEMRE BRI H LB REMEN GStreamer hilURIEH, BTLUEFR
gst-launch LREFWIHEHEST ERERTIET. MR gst-launch ATLERK URL, MIFrFZAYEMAEIAIETT,
g0, #5517 gst-launch-0.10 playbin2 uri=<http: ¥
EEMINE S RET5 E B,

3. 11ig#& £ =% Citrix Workspace 28T, MIREREM tarball ik, &% GStreamer &M (34F.deb
M.rpm REE, HIRERBE5R).

FERSEPIHEIIAER XM ETL

o BIAMERT, BALIhEE. ATLUER All-Regions.ini B Multimedia 24 ## SpeedScreenMMACSFEnN-
abled ETZFALLINEE, MRRLLIETHEE » False, Windows Media E& @& A FEAELE,

o ZUABERT, FiE MediaStream IhaE&RER GStreamer playbin2 t#hil. aTLAERA All-Regions.ini 89 Mul-
timedia #43®# SpeedScreenMMAEnablePlaybin2 EBU b2 P imie BUAIMYFR B MediaStream 1
REEAMIMUERERE playbin thi¥, &P iHREINAEN44:4ERA playbin2,

« Citrix Workspace R AB#F T EIRBIBRIIR X 4R E S B XX, fli.asx sk.nsc X, INEFEE, A
PRATHEE— N5 XS 428 iRE URL, A gst-launch AI%IEEER URL BEFE Ko

GStreamer 1.0 93X =FE1MM:

o BRIABERT, GStreamer 0.10 BF HDX MediaStream Windows Media & Mm@, GStreamer 1.0 X7
GStreamer 0.10 A<= BBfEA,
o MREMEA GStreamer 1.0, BIRE T EAVIHEAHITIR(E:

1. &k GStreamer EHHNLEB R, BEHENLTEUERTNRITHR. BRIERFFRLEHH GStreamer
WLEEARXTMH. #5M KL ERKRA /usr/lib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,

2. BEHRFERTF Linux 89 Citrix Workspace BREFHNRER R, 151 (root) BRPREMBINE RN Jopt/C-
itrix/ICAClient, IE4SEF LEMEINERH SHOME/ICAClient/platform (i, Heh, platform &4
Z linuxx64), BXFRER, ESRTEMNLE,

3. @id £ GStreamer #EH B R F IR B — N & 5 ¥ 3% K ® # libgstflatstm1.0.s0: [n -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0, Itk % B =T &
SERAMNR, a0, A sudo.
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4. ¥ gst_play1.0 BE&ikes: [n-sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play.
WS BEATRER EIRFHIRUR, 130, A sudo.

 WNRE7E HDX RealTime MEHREHNMIRAELE+H A GStreamer 1.0, EfEA gst_read1.0 fE/9i%EXEE: In
-sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read.

EF GStreamer 1.x

£ 1912 lr Zz FiBYAR A<+, GStreamer 0.10 BZHZREAEE@RIRIARSE. B 1912 ki, EaJ LU GStreamer
1.x BB RAIARRS,

PR

o BERASAEY, mEiFlmEERETERTEA T,
+ 4172 ARMHF &% E/=5h Citrix Workspace R A#2FEY, GStreamer 1.x AJRET EIRTREA T 1Fo

Zit GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html &% GStreamer 1.x 1€
ZER LU M

+ Gstreamer-plugins-base
+ Gstreamer-plugins-bad
« Gstreamer-plugins-good
+ Gstreamer-plugins-ugly
+ Gstreamer-libav

TSGR I

FERLE Linux OS &17hR (%0 SUSE #1 openSUSE) £, RZERTREHRAZIZIARTIZRHHY GStreamer RHFE, £
XMERT, THRABHEMERRE 36X

1. M https://gstreamer.freedesktop.org/src/ TR
2. REAR,
3. EMMEBENREEMRENER,.

4, BITUA TGS

$sudo ./configure
Ssudo make
Ssudo make install
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BINERT, MM #EISEAITF /usr/local/lib/gstreamer-1.0/,

BXWEAFNER, BESRFMRFOXE CTX224988,

ficE GStreamer 1.x
2B GStreamer 1.x LUES Citrix Workspace NRREFEE[ER, 1EEA shel IR RFRAUTES:

« Sln -sf SICACLIENT_DIR/util/libgstflatstm1.0.so0 $GST_PLUGINS_PATH/libgstflatstm1.0.so.
+ Sln -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play

Hr,

« ICACLIENT_DIR - &R T Linux 89 Citrix Workspace N BZFHRERR,
+ GST_PLUGINS_PATH - 2 GStreamer ifi &=, #1310, 7€ 64 {i debian it&# L, WEER /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,

HDX MediaStream Flash E&m

&3 HDX MediaStream Flash EEm, ATLLSEI Adobe Flash ABEAFIGEAMIER, MMEFESHRENR
BIER T AR P RS S M E RN SRR R R

1. BMRAPREBEZSTINEER, EXFAEE, BEARAER,

2. 1 wfclient.ini 8 [WFClient] #8% (ERTFHRERF PR EERE) K All_Regions.ini 8 [Client En-
gine\Application Launching] &% GERFIREFRMFRERAF) FMUTSH:

« HDXFlashUseFlashRemoting=Ask: Never; Always

EAFi&E LB A HDX MediaStream for Flash, ZRHAER T, WEEIEE S Never, HiEEIEE
Flash &R Web TTEEN, BAAFER—IMNHEE, @RAFEEREEZRS.

+ HDXFlashEnableServerSideContentFetching=Disabled; Enabled

¢ Citrix Workspace M AEF EARZARS SBIHENTIREIIEE. RiAERTIZEN Disabled,
+ HDXFlashUseServerHttpCookie=Disabled; Enabled

BRZEZA HTTP Cookie EEM. BINMERT, 2B Disabled.
« HDXFlashEnableClientSideCaching=Disabled; Enabled

33 Citrix Workspace M AEFIRERN Web AEERARZRAZT A HEEE. RIABRTIZREN
Enabled.

+ HDXFlashClientCacheSize=[25-250]

LA MB A BIE X&EFIREFHIAN. kAN LUZ 25 MB 2| 250 MB ZiERIERIE, EEIR/NREIE,
BHBFEEFNREARS, UEEHERRS. FABRT, kBHLKEN 100,

© 1999-2021 Citrix Systems, Inc. All rights reserved. T4


https://support.citrix.com/article/CTX224988
/zh-cn/citrix-workspace-app-for-linux/system-requirements.html

BT Linux & Citrix Workspace [ Bi2F

+ HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

FEIT RS BRI B IRENINAEIR VMRS E X Citrix Workspace R BEFERNERELE, BABRT,
BB N
Persistent,

AR XEUTERTTRERELSH:
HDXFlashEnableServerSideContentFetching &5
Enabled.

3. BAZ A Flash EF M@, 7£ /config/module.ini &, & FlashV2=0ff &2 FlashV2=0n L/EBi%3h8E,

HDX RealTime R B G NSAELE

HDX RealTime #R# 7 — M WEBENMAELSE LT, BAFRSWMKSIVCIRPIHFERE, NMHBEREFEER
GoToMeeting with HD Faces. Skype for Business &k 2 RS RIEEREA T,

1. BERAPIRERESTIIEER,

2. BIREBAMultimediaEi@E. MLk, BITFAMTF SICAROOT/config BR## module.ini B2 E X4,
SAEHIA [ICA3.0] BHHH MultiMedia BigER “On’

3. BE BT BRI SHEEMNZRNANERGE LA ERARNE R NANEREGIE B SN,

#m HDX RealTime MRIEGSAEL

BIAMER T, HDX RealTime MAREHAVAUEIE I IRIERIEMLR G LR, BERLEBERT, BUkSERARE
F3 USB XFIpaEE MR G Hilt, BFRITUATRME:

+ 2 HDX RealTime MEHREHNMIAESE
o AMERGNREAE USB 32451h8e

1. fEMBRZ.ini X #H9 [WFClient] 389 iR T&k:
HDXWebCamEnabled=0Off
BXREMER, BEREMINEE,
2. $TFF ush.conf xt¥, Zx#@EMF SICAROOT/usb.conf §1,
3. MIBRECEREA T
DENY: class=0e # UVC (2kiki@id HDX RealTime MR EMNSAESE)

4. REHXAXM.

H.264

Citrix Workspace M A#EFX#F2 T Citrix Virtual Apps and Desktops 7 121iR$3 89 H.264 ERZ, B3E HDX 3D
Pro Ef. MEEZIHERREEBRFEIDLEINGE, ZIERANLTFEARS. SME JPEG FHigD238LtE, tIhaeft
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WAN W4 L1t T FEM T WHIER N ABEFNEMLREIERE.

REBAT AP EAHITIREAT 2RI (UKReER JPEG HEDSEMIZER) . Ee] UTEREEERED ST
MY FEARSHER TEAXARER. XA TFRELMEEES REGREXAFHIEXBXAERTRDERN CPU
]2

HE:

BB ILIhEE, 15706 Citrix Virtual Apps and Desktops M5B E RPN ERATLRIZE. NREBT T
PUgE, H.264 RISKERS S LA TEARE, B7E Citrix Workspace R AEFHLAER,

B RREEERAEIDSTF.
7z wfclient.ini &1, % H264Enabled i&& X False, X#¥iF &2 AN AR,
REBXARRER

BRREEAFRELSESIERE, 7 wfclient.ini 4% TextTrackingEnabled i&E 4 False,

FREMNL

AUERAEETRFE LR RUERSG. #OREREEDFIERH XSync IhaEsu# JPEG RIBNRERERMLES .
1. BRER JPEG FEZREXLEINEE,
2. 72 wfclient.ini 8 Thinwire3.0 2437, % DirectDecode 1 BatchDecode i&&X True,

AR B “HAEERMEE” EREMA “IERK XSync”,

AR
ERHRAS, debug.ini M module.ini XHEBAFEREASIESR.
BhiRZ 2009 2, B UERUTAZZ—RERTIER:
o BRTEDO
- BAFRE (GUI)
F#, Bh4s 2009 &£, debug.ini BEEXHRM Citrix Workspace [ B2 RERF RS MR

BEIEREESHR Citrix Workspace MARZFHEFMAEE. KBEXNERENHRIAEEREERE, E=5F
EANBRIUERAEIZR SDK (157 Citrix Workspace AR TF AR SDK —E 2 4E—i2) RFABLLAE
BRI,

AT BEE B HATIATHEE:

o DHIFIHRMEAEGHIEE, BERENRRIRIER.
- BNENEEMBREE.,
o IREEEEN.
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WNRER root AFPREE Citrix Workspace R B1ER, WHEFEMETE /var/log/ICACLient. logH. &
nm, BEFEEE S{ HOME } /.ICAClient/logs/ICAClient.log i,

BTN

1. ESLERRNTT, SME /opt/Citrix/ICAClient/util &R

2. BEITUATHSLULE BEEIE,

(i

./setlog help
IR B RFE R A<,
TRIIE T EMERMN R EENNREXE. ERSENGSTESES, BFERTR:

Epibaii

T CEF ¥ BCR
B i S SRR G
EERL

&P iEERO

& P iR IR B2 B
B35

& P mFT ENALBRGY
& P T ENALBRGY
FIR

ot

ShiZES
BNEYRIESS
IPC

SRR RS

YRR s
EZLL0

ERARBRET

MS Teams

HE%E

LOG_ASSERT
TC_CM
TC_CEFBCR
TC_CAM
TC_CONNCENTER
TC_CCM
TC_CDM
TC_CLIP
TC_CPM
TC_CPM
TC_FONT
TC_FRAME
TC_GA
TC_IME
TC_IPC
TC_KEY
TC_VDLIC
TC_MMVD
TC_MOU
TC_MTOP
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&RIR

HithE

INIRENFE

PNA RS
WESHEE

SRCC

SSPI &%

BaE+

BBIARSS

BEIERSY B
StorefrontLib
EHRIREhIEE
Thinwire
BREORE
EINEE

PAL

Ul
UlDialogLibWebKit3
UlDialogLibWebKit3_ext
USB spirigR
SAAIRTHAZ e

Web &
WinStation IRzhi2
WFICA

Wfica 5/%

Wfica Shell

Web #BhigRF

i

HE%E

TC_LIB
TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
TC_UIDW3
TC_UIDW3E
TC_CTXUSB
TC_VFM
TC_WEBKIT
TC_WD
TC_NCS
TC_WENG
TC_WFSHELL
TC_WH
TC_ZLC
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GUI

HERE > R{IFIEE, SRR Citrix Workspace - EiEIIHEE,

TEIRERIF IS BRF UGS, ILAERUTE:

- EZH
o XEIR
L Y
o 4

E\kl}\ F/R—F ) H ulﬂii@lﬁlxgjj = L_o

BTaIERAELKE, Fit, RiEaTsea™ER0m Citrix Workspace MABRRFHMEE, BRIEREREEE, BTNE
WAREFERIFAERT o

EEAMENAEERESE, REREHXTF. XEERRESIEPIERE.
BHEAFICRETN FHEEEEOMNISEET, RNEER Citrix BEERRHEE,

} =

pE =
WRMER ICAClient. log X, M MEFHEHEIZRARS ctxlogd,
BN, MREFERPNERAZISNTERER, FETUTHL:
systemctl restart ctxlogd.
7EhR7< 2006 MERRAREHBEEIER:
NRIGEAZMZ 2006 REFRA, FEAUTIEBABETIER:
1. FHHAEEN Linux i+8H _ERE Citrix Workspace M EER.
2. ¥ ICAROOT MRLERBENREME,
40 /opt/Citrix/ICACLient,
BRINERT, TC_ALL XAFRRARSLUIRHAERE,

3. ZREREERMNBE, BT SICAROOT By debug. ini XHHE
PR S ¥RmE [wlica] #5H.

ANER “+7 FEMRERSE, Fia, + TC_LIB.

ERILAINLEERT S HRHN ST,
g, “+TC_LIB|+TC_MMVD”,

TR T B HIRIRA R H AR AR ERSEE -
HEHEER
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IR ctxlogd TAEMEL, WA syslog FEREH.

BEXRNEELEHNERNTEESMNEMRNBEENESR, 158RSyslog iBE,

Syslog fi2&

BAERT, FiE syslog BE#RERE /var/log/syslog &, AILUEE /etc/rsyslog.conf X
[RULES] 2% T4RIEATITRECE B EXHFRIEREME R, fildn,

user.x —/var/log/logfile_name.log

REFIMBNER, REERUTHSENMBE syslog iRS:

sudo service rsyslog restart

FEILANANES:
. ERFEMALBEERA, EMRR syslog #iz1T8<: sudo service rsyslog restart.
o ABBRHEIEEHE, B rsyslog. conf XL $RepeatedMsgReduction on.

o BIEWAR, BHEREBCHER rsyslog. conf XEFks9 $ModLoad imuxsock.so 17,

nEAFIER
MUTNEERRAEEESIER:
s RE|/IHELE: BUKER syslog FRES 2809 rsyslog.conf SXHAREILLTAT:
$ModLoad imtcp
$InputTCPServerRun 10514
o BPIRAE: @3 localhost B Rini2ARs33800 IP sk, 7£ rsyslog.conf TR TFIT:

*.% @@localhost:10514

Microsoft Teams {1,

&/ Citrix Virtual Apps and Desktops #1 Citrix Workspace M B#2F HEF L& Microsoft Teams #171k
{£. Microsoft Teams i b2 F Microsoft Skype for Business 9 HDX RealTime fitt. FEKZE, FEi1E
Microsoft Teams Lk FrEMIFR A A HiR45Z] VDA FiEBT Linux 89 Workspace B,

i&@id Microsoft Teams fiifk, ERTF Linux 89 Citrix Workspace MBARFXIFEM. MRS EEINEE.
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FE:
« Microsoft Teams 1L {X7E x64 Linux X 1Tk =%,
BXUMAEABRSIERIESR, BIRE Microsoft Teams B HEIDF FIERME BHITIRIE,
BXRZRERWER, HBFEMicrosoft Teams 71k

BXFHAER, EFBFEMIicrosoft Teams fitFfMicrosoft Teams EE M,

Microsoft Teams FWEHEIZR
EEA Microsoft Teams WEEIZR, BEHITIUTiRME:
1. 8%l /opt/Citrix/ICAClient/debug.ini X,

2. &k [HDXTeams] 24>, W TFFiR:

[HDXTeams]

;5 Retail logging for HDXTeams 0/1 = disabled/enabled

HDXTeamsLogSwitch = 1

; Debug logging; , It is in decreasing order

5 LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel = 0@

3y None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

WebrpcLoglLevel = 0

%#5 NetScaler i Ai2F 4% (NSAP) EiiEE

NetScaler R fE#2R{ALE (NetScaler App Experience, NSAP) EEHGEEINAE L BIE N SEIO M ThAEIR (i, MBRLZ
5. FiE HDX Insight #iiEc£ % B NSAP EINEEHKRERARNLR. WAZRS T IENTT BT,
NSAP EHLEEZGARTERRE, BEEEEZA, 157 module.ini x#H1J# VDNSAP #5E VDNSAP=0f,

BXEMELR, ES i Linux Virtual Delivery Agent sx#er iy HDX Insight # Citrix Application Delivery
Management BRSS9 HDX Insights

ZETRBRMEFAM
IIEERE TIHRAZEANSEE TR MEES. SIESEMRENETR LET.
R
HEIhRERMERINT:
«+ StoreFront v3.15 {EZHRAS,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 81


/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#logging-for-microsoft-teams
/zh-cn/citrix-workspace-app-for-linux/system-requirements.html#system-requirements-and-compatibility
/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams.html
/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/multimedia-policy-settings.html#microsoft-teams-redirection
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configuration/hdx-insight.html
https://docs.citrix.com/zh-cn/citrix-application-delivery-management-service/analytics/hdx-insight.html

BT Linux & Citrix Workspace [ Bi2F

« WR.ICAClient EFE T HAIAFRMEXHXH:
fiip All_Regions.ini X
14
Z1RY AllRegions.ini x4, i&7E [Client Engine\Application Launching] 98945 24 AR TFT:
SubscriptionUrl=
PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=
SaveMultiMonitorPref=

R ICAClient X#*AR7F7E, MET Citrix Workspace AREFHMESHRE, EXMBERT, BREGMENRINL
o

Rl

s AERE TR LEEARA TRII— I SIEHRFIRE,
ERiZ=EN, ZREREARNEN TEERE RS LNERMLEET.
s HERETR LEEREXN TR — I IEHRFRE,
ENRHZEN, ZRERTERNERSE LE2REXTET.
 EEORATHHRENREABES N ETRBETZRE, ARVIRE2ERN. ZBBHaERETERR
EETRET. ENRMRIEN, ZRERET2REXTEREETHET.

FE:
BRRENESBEETR, HERBRREE N StoreFront L,

MREEFRBERE LMEER StoreFront BatZ M RERIE, WREBREE—INSEPRREFRERIE
B RER.

REHRRE

EEAREREIEE, BHRITUTEE:

1. 7£% 728 Delivery Controller (DDC) £%%t StoreFront 3.15 fE=iR4 (FFHET v3.15.0.12),

2. NTHRARE FHIERT Linux 89 Citrix Workspace M B2 1808 {ES ARSI E, AEBES
EELH Linux I8 L.

3. % ICAROOT IMETEIZBENREME.

4. 1% All_Regions.ini X4 2EEET ACAClient Xk, MREE, EFEMIR,

5. 72 SICAROOT/config/All_Regions.ini 3x#+h&# FEX SaveMultiMonitorPref, BiAERT, LFE
BIER “true” (RRUIHEER FHTFRE) . BXFALLINGE, ERILLFERIZE R false,
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40 R & 3¢ SaveMultiMonitorPref ¢9 & # T £ A B 2k, W & 71 b ICAClient 2 1 3£ & 77 72 19
All_Regions.ini >, LUBSILERCREUKRATEFENREXHHERTR,. ERHRIEZNEEREHILE
SaveMultiMonitorPref 75,

6. BEFRERIE.

7. 72 Desktop Viewer TEEZH B HREHRRURELINRIERR. RRA TABETR—KEH, BREM.
BE “RERR" N, BMMETARE, XRTEERE. REAEE, BIREERESR,
B2, NRERKNESERAKE, ESRAIRFONE CTX235895 LURERMEHIRME o

8. WIFFEZERMRIEF I H,
BERERIE. RIEREERNEX TEERERSE LERLE ER.

BRRMESAZ LRGSR

« BT Linux EREEREERRENE, Alt, FTXHEZINERBEREEORASIENGR.
« BZPMEERARDHENERSBFRERIEEEERREIHAZER, FATESKSHHARTTINAIITA.
o &% StoreFront WEFZE

EREMES A Citrix Virtual Desktops

1. 3%4% Desktop Viewer #F & & Tk,

2. ®EEO.

3. ERNE R ZEES Citrix Virtual Desktops FR. HREENETSTANET—FERE.
4. 7z Citrix Virtual Desktop TE#r, #EE2R.

REFT REIMA =88,

Workspace =528

Citrix 3INT Workspace =zh3§ (WebHelper) BB A£G SEMEBIEF. Mozilla Corporation EE#HH
Firefox #5583k 2 52 2% A Netscape Plugin Application Programming Interface (NPAPI) 325, Hfthixls
#WFAT NPAPI 285,

W, BEERAT Linux 8 Citrix Workspace [ 2RV W 88 1E 14 S0 VP F IRHE NPAPI BEB & R SEAK
BiEF.

Citrix Workspace Baha3 Lai~UERT 5 StoreFront (WEEERE, mAKRATLGEE Citrix Gateway.

REMBRY

£ Windows ¢ Linux VDA BY, BF %5 VDA Z BIMEEHBRP AT EERTFIHRE LNEEREHEZET)
#, BRINBERT, IR FEARS,.

WEFM
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+ 7£ Windows VDA 5/ Unicode BE7H/EMIIINEE AXFMAER, BESRAIRPONE CTX226335,

+ 7£ Linux VDA L BBz SRERBRS . EXEMER, BEHNSHEFRRD,

REB|MBES KT XKB lib, 3F7E VDA NEFimEEZE RS RERR.

£ B Windows Server 2016 3% Windows Server 2019 Y, HEE MR FEBHEMI B R
HKEY_LOCAL_MACHINE\Software\Citrix\ICA\Icalme, /% EMERINZFDisableKeyboardSync
B DWORD &, SAEBZEIRER 0,

ERALLTNEE, B TTARME module.ini .
[ICA 3.0]
KeyboardSync=0n
[KeyboardSync]
DriverName = VDIME.DLL

L&7E module.ini X Hig & KeyboardSync=0n 77t wfclient.ini 32 ¢4 +i& & KeyboardLayout=(User
Profile) B, vdime EI\REIEZFFNE G LRESHBRGR, FRZERBREE VDA, YBEGRERTFHS
EREETAA, vdime TTLGRBIFIIEIA VDA ZIXHGR.

EEHEIIIEE, 3BT module.ini 3X+i&E KeyboardSync=0ff, LUXREZISHRANIITH. ERRRENITH
&, %M $SHOME/.ICAClient/wfclient.ini XHZEREHF, HERIZRMIBESHMEFKEE—RLEE
VDA,

fERER

BRLLIERE, MRIJIEIEPEFHRE LOREBFBLAELN, IENREHRBLFHERMNLEEK.

£+3+ Windows VDA #1 Linux VDA HEEH B XiF

4= .
pa =W

TRAFABESIAM Linux BEKIFIREZ—MEF .

Linux ##£/Linux Windows Xi5i&

Linux 2% 5 VDA % /5 =1 Windows ##& ID Linux VDA % /5
ara - ar-SA 00000401 ara

ara azerty ar-DZ 00020401 ara

at - de-AT 00000407 at

33 iso-alternate fr-BE 0000080c 33

= - nl-BE 00000813 Z
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Linux 282%E

bg
bg
bg
br
HERER
ca
ca
ca
ca
ch
ch
cn
cz
cz
de
de
dk
ee
es
es
fi
fr
fr
gb
gb
gb
gr
hr

Linux ##/Linux Windows Xi5i&

VDA 7 /3

phonetic

bas_phonetic

eng
multix
fr-legacy

fr

qwerty

mac

mac

mac

extd

g

bg-BG
bg-BG
bg-BG
pt-BR
be-BY
en-CA
fr-CA
fr-CA
fr-CA
fr-CH
de-CH
en-US
cs-CZ
cs-CZ
de-DE
de-DE
da-DK
et-EE
es-ES
es-ES
fi-Fl
fr-FR
fr-FR
en-GB
en-GB
en-GB
el-GR
hr-HR

Windows %2 ID

00030402
00040402
00020402
00000416

00000423
00000409
00011009

00000c0c
00001009
0000100c

00000807
00000409
00000405
00010405

00000407
00000407
00000406
00000425
0000040a
0000040a
0000040b
0000040c
0000040c
00000809
00000809
00000452
00000408
0000041a

Linux VDA %5

bg
bg
bg
br
HERER
ca
ca
ca
ca
ch
ch
us
cz
cz
de
de
dk
ee
es
es
fi
fr
fr
gb
gb
gb
gr
hr
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Linux ##/Linux Windows Xi5i&

Linux #8253 VDA /5 =1 Windows 5% ID Linux VDA % /5
hu - hu-HU 0000040e hu
ie - en-IE 00001809 ie

il - he-IL 0002040d il
LN eng en-IN 00004009 WA
iq - ar-1Q 00000401 iq
A = is-IS 0000040f A
it - it-IT 00000410 it
ip - en-US 00000409 us
ip mac en-US 00000409 us
kr - en-US 00000409 us
latam - es-MX 0000080a latam
lt - [t-LT 00010427 [t

lt ibm lt-LT 00000427 lt

lt std lt-LT 00020427 lt

lv - lv-LV 00020426 lv
S - nb-NO 00000414 &
pl - pl-PL 00000415 pl
pl gwertz pl-PL 00010415 pl
pt - pt-PT 00000816 pt
pt mac pt-PT 00000816 pt
ro std ro-RO 00010418 ro
rs - sr-Cyrl-RS 00000cla rs
rs latin sr-Latn-RS 0000081a rs
ru - ru-RU 00000419 ru
ru typewriter ru-RU 00010419 ru
ru mac ru-RU 00000419 ru
se - sv-SE 0000041d se
se mac sv-SE 0000041d se
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Linux ##/Linux Windows Xi5i&

Linux #8253 VDA /5 =1 Windows 5% ID Linux VDA % /5
si - sl-SI 00000424 si
sk - sk-SK 0000041b sk
sk gwerty sk-SK 0001041b sk
th - th-TH 0000041e th
th pat th-TH 0001041e th
tj - tg-Cyrl-TJ 00000428 tj
tr - tr-TR 0000041f tr
tr f tr-TR 0001041f tr
tw - en-US 00000409 us
ua - uk-UA 00000422 ua
us - en-US 00000409 us
us mac en-US 00000409 us
us dvorak en-US 00010409 us
us dvorak-| en-US 00030409 us
us dvorak-r en-US 00040409 us
us intl nl-NL 00020409 us
vn - vi-VN 0000042a vn
VDA #2&7% 5

VDA & RBINAERI FBNEGER “VDA” RE%H/F, MALEF HNBRFERIZBEINM. EXFUATREMREE: PC/XT
101, 102. 104. 105. 106,

EERRSHHRERR, FRITUTERE:

1. Eah wiclient.ini 32,

2. BB KeyboardLayout BH4HE, ATFR:
KeyboardLayout=(Server Default)
KeyboardlLayout BMMZIAER (APEEXH).

3. ENRMSEUEERE.
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XA LB KB
Citrix Virtual Apps Services RIEEER X, MIERGLARFRRE. EIBTALHERS, HEAWER
pnabrowse T B & RIS,

iEAF Linux 89 Citrix Workspace A 2R A BURBIM 4R B EIR, BERGAEBIRFIERHBEABTHIHRE, H
fEAF A LLEE Citrix Workspace ZARFEEZX M, HIBERHNNAERFS BRI HREEXE,
a0, 48 Citrix Workspace BEFEEBE %8I Adobe PDF x4, #4940 Adobe PDF Viewer Z 2
R AR, BRIERATIRENNARR, SRR EAEEEENELATRE.

BEUEZPELEEA FTA, BHRITUTRE:
1. BWIREEXBKINBEF WX EITHNN AIERF.
2. BRMEAHNAREFHNTIRMARSEE URL, HiE176<:

.Jutil/storebrowse -1

./util/storebrowse - S <StoreFront URL>

3. AU TIEZIETT./util/ctx_app_bind &%

.Jutil/ctx_app_bind [-p] example_file|MIME-type published-application [

server|server-URI]

54,
.Jutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
4., HRESFRITANXGBRAT EF RG2S (CDM),
5. WHEZXXHUERXBRNMN BRZFREITH,

R ERBHINBERF SRR XE
Citrix Workspace [ A2 N AEERE Citrix Studio PEERIZE.
WEFM
HIFEZIEE T FTA N AREERS .
BERXHT BR5ERT Linux 89 Citrix Workspace MABRRFEXEL, BEHRITUTRE:
1. BB AERF.
2. &FH Citrix Studio,

3. ARBETNAEFHEREL.
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4. EEME,

5. 1F “G3 1T (FIi%)” FEEHIRI “%**” UBKidsh S1TIIE, ARRE “HE .

Application Settings

Studio

ldentification
Delivery

Groups
Limit Visibility
File Type Association

Zone

Location

Enter the location information below,
Path to the executable file:

. CAWindows\System3Z\notepad.exe . Browse— ]

Erowse the applications on the local machine, or enter the path manually.
Command line argument {optional):
gy

Working directory:

[CaWindows\System3z T Browse_ |

ok || concel |

6. ARBETNAEFHEREL.
7. RSB KB,

8. EEFEFEE Citrix Workspace MRIEF 5N BEFEXBNFAEYT B3,
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Application Settings

Studio

Identification
Defivery
Location
Groups

Limit Visibility

File Type Association

Lone

9. BENMAMERHMHHEE,

File Type Association

Enter the file type associations below.

By default, this application will automatically open the file extensions listed below.

¥ | Extenzion
bat

£md
compositefont
Jnf

AR

.||5

JSE

Jog

psl

psdl
psm]

o L N N T Y YA

Sep

| Update file types... |

10. BRI LA XEPRMNTBER P LEA FTA.

AR

File Type

ok || cancel | | appy

Hafx StoreFront XXHSEEXEKA T “F7 KE. BUNERT, BRAXHREXE,

S5k

February 12, 2021

ATRMBFHELE, B Citrix Workspace WEBER 2012 2, F&{i13§7# Citrix Workspace M BEEFHEREHH
IEHERE, HEBRRRELETNABEFAGEE. RISNBENEESHIRIESIE, UWESERARRIEEHN B

FEEEFMNERE.

AR

It S 73R R INREIRIE B E PIE,

BEFME:

WL libsecret &,
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AINBERT, LIngeFREBARES.
EEALLERINEE, BRITUTRE:

1. #EEBEXH: SICAROOT/config/AuthManConfig.xml,
2. ¥ AuthManLiteEnabled Mf&I&E A true,

Bhek

EEIEAT Linux B9 Citrix Workspace AR HEE S £, @it StoreFront 5H| & & E StoreFront
ARZ5 280

Citrix Workspace M ABiEF X5 PCSC-Lite #1 PKCS#11 IRshiZ AR HANEEF T EES. BIABERT, Citrix
Workspace HAEFMEEET—MREMBEEH opensc-pkecsll.so.

Citrix Workspace M AEFAI UEIEIREMEBES Hith PKCS\##11 RehiZF 3 opensc-pkecsll.so. AL
FRNTIEEESENMUE:

1. HEIEEXH: $ICAROOT/config/AuthManConfig.xml.

2. #3117 <key>PKCS1imodule</key>, IRahiZFFI B RINEIERZITH <value> TEHF,

=

AR
MBEMNT ENEFMABENIXHR, Citrix Workspace M ABEFESME] SICAROOT/PKCS\
##11 BRPRERN S, E, FTRUMERL “/” FFLREITRE,

MikrEEE£E, BRBUTSBEHREEXHFTH SmartCardRemovalAction, LUERE Citrix Workspace [
BREFNITH:
1. HEIEBEXH: $ICAROOT/config/AuthManConfig.xmle
2. #3017 <key>SmartCardRemovalAction</key>, #¥ noaction & forcelogoff HMEIERIZIT
B9 <value> st&EH,

BIATAA noaction. FAITEMATBRRFMEEVER USRS E-RITEMBIShERIIRE,
forcelogoff #&IEREMPRE RE-RETERR StoreFront RRIFREZEM S,

EREERXZE

WNRTEARSS 2840 Citrix Workspace M AREFHRER T S8, Citrix Workspace M AREFEZIF S fERi%
2

AL SR RBTUTHRE:

« B
%

bR B S HIIE - X Citrix Virtual Apps RS 5#H7 5B 1IT,
ERMARF S - A SRS RIS SR AR R A R 8.

u]

A4
A
A4
* 838
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BREFHIENT2MEEHR, SIETRARLSMRIEAEE (F1W TLS) #iTEHE.
BLIEREFXST, OMAFUTFMA:

.
oo
o

W oo md

FERBUEL BN ARFLANE PC/SC Tilkint,
EATERE R RBIRENIER.

PC/SC Lite %,

BHIET pcscd SFIFERE, Zi2FRAEA PC/SCiARE R PIE M,
64 (L RSH, 64 1 32 [ukR4AsH libpscslitel R4BUMIFTE,

A2
H

bi

P!

H

bi

=

BE.

MREFEAES SunRay 2.0 SkESRAARS 2/ HH SunRay &%, ER%E PC/SC SRCOM bypass &, %

BEEATM

http://www.sun.com/ F &,

BXUERS R LEEEE RS RNEMES, 1§21 Citrix Virtual Apps and Desktops X #HBIE EEF.

%1% & (nFactor) 531iE

ZESHEIEERBFRHES N SHIERRLRFIHENR, MMEERETVARFNReS. SESHRIEESSHIIE

TEMXBKNEERSERETHEEREE.

## Citrix Workspace M BEFEIEE 3 StoreFront SRMMIRBE R HNEM EMERZ LMY Citrix

Gateway B Web & RITEMT 2 E1228 EIMNARSS 23 B EALL Y,
BXIFMES, EB1A Citrix ADC X4y SAML 54 10IERMZE (nFactor) S350k,

Ze

February 12, 2021

EHRFRENILRS Citrix Workspace AEF ZEINEERS, aILUEA Citrix Gateway FR &R ARER Citrix

Workspace [ Bi2FE#.
AR

Citrix 2i%7£ StoreFront RS 2885 AR i&& zEMER Citrix Gateways

o BRASE: ROLRRG AERT LURYE B ARt it Fis O R L BuE @@, E6EA Citrix Workspace R FA#EFRY,
NRELT GRS IFAIZBMLE |P it RS EISMNER Internet sttt (EIPILSHIAERRHR, 3% NAT) BIRILERAAE, W

N ECE SR,
 AI{ERIARSS 5.
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o GEAT Citrix Virtual Apps #E (FiEHTF XenDesktop 7) : SOCKS RIEBRESHRA LN IERSSE (H8
MARLMERIEIRS ], HTTPS KBRS TLS BERIERS ) . AILUFERARIERS 28 RIRHIMEAIN
shA i ukisE, FHA4E Citrix Workspace 2 5AR S 88 2 @1fiE#, Citrix Workspace M AR 1%
SOCKS f1=z2REHIN.

« 1XBR Citrix Virtual Apps Z&: FREHEREM (TLS) il sy Citrix Secure Web Gateway =% SSL Relay
fRRAR, T TLS1.051.2

Citrix Gateway

Citrix Gateway (LL#i#F/ Access Gateway) w5 StoreFront ZAEIENEZER S, FAWEERIFMMIT
H AP X REMN BRI,

Ei@id Citrix Gateway EEREMN AR, BHHRITUTIRE:
1. IEEEERRMA Citrix Gateway URL, FTLUEE A TARZ —HITIHIRE:

o« BEREABBRSTAFPREN, RASIRTEERMKPIHEESHAN URL,
o EEABBRSAFR REE, aTLUEd B HE R > P > HinkEmN URL
o WMRIEET storebrowse S EINERE, BEMSTRHAN URL

% URLIEEMXFENAEE (EFIEEE) !

« EEEE Citrix Workspace M AREFHIINE— M NARE, EERUTERXA URL, Fi: https:
//gateway.company.com.

CEERIRBTELABTIE BEFEAUTHE AN URL, Hm: https://gateway.company.
com?<storename>, k&I AH URL WA NERERN,;, BT ZURLFEE= ESF
1) . MREEL storebrowse EHZINFENAEE, AJREFEE storebrowse BLHAMNEIS35]E
URL.

2. RHRTH, FREMNAR S, BRNT2SHERIIZEARE BIMX), BXUESENFAES, ESH
Citrix Gateway x4,

SHEIERRE, BERENSENXBRER.

RIEARSS 23

RIERS2BATRHIMEHNIEF Hi5i7E, H 238 Citrix Workspace M A #2F 5 Citrix Virtual Apps and
Desktops BBz alfEE. Citrix Workspace AR SOCKS iy (&Mt F Citrix Secure Web Gateway
#0 Citrix SSL Relay). Z2AEHiYF Windows NT Eiff/maiz (NTLM) S4583E,

SR EZESRY Trusted_Regions.ini #1 Untrusted_Regions.ini [R#l7 “Auto” (Bzh). “None” (&)
“Wpad” 8!, MEMEH “SOCKS”. “Secure” (R%£) 3 “Script” (Mizx) 8!, FRIEXLEH B AIFFIERT
IO thEE,
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} =r

AR

BWEREMLEERE, BEA TLS,

ReRIPIRSZ SR
BEEREANERAZSREMYN, BEkERRBAT Y Windows NT Eif/ias (NTLM) BH1IENSE, MR
WA, NWEEBEAEME B BRI T AR il

BE:

NTLM 3% ZE OpenSSL 1.1.1d #0 libcrypto.so F. TERFIEE L REXLLE, XEEBEESTE Linux &
1ThR. WAILIM http://www.openssl.org/ #17 &,

Secure Web Gateway #1 SSL

AT LUK Citrix Workspace R FB#2F 5 Citrix Secure Web Gateway iR £ EEF 2 (SSL) PHRSERE—iE.
Citrix Workspace R FB#2F %55 TLS thille TLS (fFmEZR£14) 2 SSL hNMSHiRELhRA, BRI T¢F/)
¢ (IETF) 7352 SSL AMIRENFRESE, & SSLERAR TLS, TLS @ IRERS BRI MNRIE. HIBRMEN
HEREMNE, RREBEHEEENTS, FLAS (BEXEHRFASR) EXEA TLS REREBHERENRE, Xt
HATRERERFEARIENMNE, 5130 FIPS140 (BX#ps SEIRE). FIPS 140 2— MINER,

Secure Web Gateway

AEEEER 4R TR Citrix Secure Web Gateway, 3k Citrix Workspace MABEF SRS B ZEM
BERMHLLEE, NRELERN TEA Citrix Secure Web Gateway, NAZEEE Citrix Workspace 5 FFE
o

MEREMEPIIRS 8 ERET Citrix Secure Web Gateway RIE, NaJUERH4ER T A Citrix Secure
Web Gateway {32, HX¥4E8, iE207 Citrix Virtual Apps (Citrix Secure Web Gateway) 344,

MRFEAPLUER, Citrix Secure Web Gateway BRS33EHE L F— M2, HEMMAEE Citrix Workspace R
EFARERERA:

« Citrix Secure Web Gateway R 23352 REMIHZ (FQDN),
« Citrix Secure Web Gateway fR$ 28803505, Citrix Secure Web Gateway fr7s 2.0 Rz 4R,
FQDN & uZIRE5 AT =MARER S -

. TNE
. chials;
o ThgRiE

flg0: my_computer.my_company.com 2—- FQDN, FERE®XFIEENZ (my_computer). il
(my_company) fTA%E (com). AREREAMTRAIERIEE (my_company.com) FidE.
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SSL Relay

BINMESRT, Citrix SSL Relay /4 Citrix Virtual Apps ARZ528 E# TCP #%0 443 317 TLS R£3&(5. SSL Relay
W TLS EH2RY, SREHIERRHEERTIRSS.

YNERK SSL Relay FeB A1l 443 WUSMYEMIRO, WATRFZIEFFRENIRHOSIEES Citrix Workspace RZF#2
o

ATLUfER Citrix SSL Relay SRREUTE A THEERS:
- HBAT TLSHWAREESkRSEZE
BXEEBEMERA SSL Relay skRLERENES, 1E81 Citrix Virtual Apps 324,

TLS

BJLL@id7E [WFClient] #8453 FRiA LA FECEIETURITHIBETS R0 TLS Wil 9hRAs

e MinimumTLS=1.2
o« MaximumTLS=1.2

XEEZRIAE, ERBHPEIR, BREFBPHEXLE,
AR
o TitANBEHERF, BIRMXLE, MREERBE selfservice 5k storebrowse EEX T XL, &R
A killall AuthManagerDaemon ServiceRecord selfservice storebrowse,
« EATF Linux B9 Citrix Workspace R AZFEAR AR SSLv3 il
DB TEEMNE, 57 [WFClient] &4 RN FECE &R :
« SSLCiphers=GOV
HERRAME. EtETRFI89EHN COM # ALL,
AR

5 TLS lRAERE—#, MBEERL) selfservice 5§ storebrowse FEXR T IbE, MAREN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

MEZEH

HWINRER LR 2B EMNMNEELTE, 5148 TLS_RSA_ MEBEHTNEHERRE, FEBUNBEREEN, XL
IBEMHE Citrix Receiver 13.10 #EFH, HH5ERGEREBIIET,

TLS_RSA_ ZHEEH#ERT2MER. R, KRAXZRFSHK TLS_ECDHE_RSA_ ZEEMH, NRENIFFEREE
TLS_ECDHE_RSA_ ZWEM, WHTFEERES, FRHEMFARZRH. NTFEFRSHIIE, #1536 il RSA

=,

XU TRRERRBEN:
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+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS V1.0 X UTEEEH:

« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
+ TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS V1.2 &2 LA T ERBEH:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

BHEMS

ERRAARNERES, ERHSH SSLCiphers WEEXJ ALL. COM % GOV, BIAMER T, ZAWE SICAROOT
Jconfig BRE TR ALL_Regions.ini XHFHIEEHN ALL,

TE/LATBESHSFIH ALL. GOV COM 1={#:

« ALL
- ZR2E 3 MEWE.
« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
« COM
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

BXWERRES, BERTEEN

F1429 TLS_RSA_ NEBEHTREAFIRE, XLEZBEANTERESRITLFTH, BR, IXFS5FRHREH
Citrix Virtual Apps and Desktops EE#Z, i&MT Linux §9 Citrix Workspace M AEFEERTRAXLEZD
EHHED,

NFREESHNE LM, BHEITE Enable\\_TLS\\_RSA\\_1&&HN False,
TEHREFANZREEHTIR:

« TLS_RSA_AES256_GCM_SHA384
« TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
« TLS_RSA_AES256_CBC_SHA

» TLS_RSA_AES128_CBC_SHA

« TLS_RSA_3DES_CBC_EDE_SHA
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« TLS_RSA_WITH_RC4_128_MD5
« TLS_RSA_WITH_RC4_128_SHA

AR
EEBRIMEBEGEARCAERE HEEFH AAXBIEHFARS, EAUEERFA
TLS_RSA_3DES_CBC_EDE_SHA ZEEM, B UERITEREBEIMITIAEXLEFA,

AXEE DTLS v1.2 B9i¥4E 8, 15507 Citrix Virtual Apps and Desktops i 8 BiE N £ 5599

UAS=E- SN

NREERNEA 1901 RERhA, BRITUTESE:

R ICAClient EFET HAAFMEBRF:

o fBR ATT\\_Regions.ini XfF

o BRE AllRegions. ini X, &1 [Network\SSL] #9HIZE R LRI TT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA_=

MBYH AP HNEXGFEPARTZE.ICAClient e, MtER Citrix Workspace MBREFH2HRE, EXMER
T, BREXEDENIIAZE.

TRINGE T SEPRNEEES:
®1- BHEHXFIIR

Native Cyrpto Kit mode and cipher set

Ciphersuite Open FIPS SP800-52
OPEN ALL OPEN COM :OPEN GOV FIPS ALL FIPS COM FIPS GOV SP800-52 ALL SP800-52 COM SP800-52 GOV

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 1) Y Y Y ¥ Y Y
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384w) Y Y Y Y Y Y
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA Y Y Y Y Y Y
TLS_RSA_WITH_AES_256_GCM_SHA384 m ) X
TLS_RSA_WITH_AES_128_GCM_SHA256 (1) X X
TLS_RSA_WITH_AES_256_CBC_SHA256 ) X
TLS_RSA_WITH_AES_256_CBC_SHA @) X
TLS_RSA_WITH_AES_128_CBC_SHA @) X X
TLS_RSA_WITH_RC4_128_SHA @) 3 X X
TLS_RSA_WITH_RCA_128_MD5 ) (3 X X
TLS_RSA_WITH_3DES_EDE_CBC_SHA @ X
TLS_EMPTY_RENEGOTIATION_INFO_SCSV Y Y Y Y Y ¥ Y Y Y

Notes

(1) Ciphersuites that require TLS1.2/DTLS 1.2
(2) Ciphersuites disabled by default

(3) Ciphersuites not available for DTLS protocol
Y - Supported ciphersuites

X-Deprecated ciphersuites

AR
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LB ZBEMHEEM FIPS- F1 SP800-52- MM, M NBBEMHNRAFATF (D)TLS1.2 E. ESH

®1-EHEARIR, THEEEATTEENGESRIE.

Storebrowse

July 6,2020

Storebrowse B—HEZFF SRS BZEHTRENR UG SITERRAER. @IEHA storebrowse SRR, &

EEALIEITT B E1E:

o A AENE,

s FIHEEENNAEEFNERFNAEFMRH.
« MNERENNABETEMEBCHIT RN BREZFFRE.
- BRNMZAEAHNNAEFMKEBRES .

« BEIEXHHINAERF.

o ERERIMTERNSE,

storebrowse SLEEFEEE /util XEFEFIRM, ERIUEREME FHEZX G,
ICAClient/util,

WEFM

storebrowse S2ABREFEE libxml2 E#EE,

BoiBER NS EMNAER
AR AR LUBEEIR:

o ALUEAHSITH storebrowse w4
o AILUMER Ul BEhE TR,

AS7RIT storebrowse <,

mLRE

AT ER AN B T EE] LM storebrowse SLEERF T ERAK storebrowse #4,

-a. -addstore

JER:

g0 Jopt/Citrix/

RN EMXFEIRFMAE SR AEE UK ServiceRecord sPiF2F#tiz, i< REINARENTE URL, 1

RN ABERK, W HREIR.
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StoreFront -p&<Rfl:

e

./storebrowse -a *URL of StoreFront or a PNAStorex

il

./storebrowse -a https://my.firstexamplestore.net
AR

AILUER storebrowse SERERHRINS N BEIE,

-h. -2, -help
paizH
REE X storebrowse SLAREFAENEAREER

-l -liststore

BiEA:

P EE RN FBEE.
StoreFront -89dn<7Rfi:

./storebrowse -1

-E -enumerate

LR

SIHATARR. BRIAMERTRERUTE:
o RIFBM

o BRER

o BRXMHR
BEEFMESR, 15 -M (-details) S<2KimE -E &2
AR
BT -E B, MREZAIKREHEIIE, NERSFHRIETO,
A -liststore IREMEN N AHE URL,
StoreFront EHI&<Rfl:

« ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
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» ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery

-S -subscribed

Az H

FIHITHENZER. FABRTRERUTE:

HIRBT
BRBM
IR 3k

BEEFIFMER, 1855 -M (-details) <Kz -E <.

StoreFront -/yas<7Rf):

o ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery

-M -details

piaizH

e SREIE R B BRFHNI BN, ta$RES -Ef -S sad—EEfH, ka<RAN—ISHESMBIFA
RN FZH:

Publisher(0x1)
VideoType(0x2)
SoundType(0x4)
AppInStartMenu(0x8)
AppOnDesktop(0x10)
ApplsDesktop(0x20)
ApplsDisabled(0x40)
WindowType(0x80)
WindowScale(0x100)
DisplayName(0x200)
ApplsMandatory(0x10000)
CreateShortcuts(0x100000)
RemoveShortcuts(0x200000)
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B/
« EHBITHMNBREFLEREEE, B% CreateShortcuts(0x100000) 235 -S. -s fl -u H<—i
/A,
o EMSFEREEE, 1515 RemoveShortcuts(0x200000) 5 -S a4 —iEfE R,
StoreFront E19&<=fl:

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store/

discovery

Hrh, 0x264 7 DisplayName(0x200). ApplsDisabled(0x40). ApplsDesktop(0x20) #1 SoundType(0x4)
WAS, MHRIEEITRNERURIFMEE S,

AJLUERA -M L7 EBRRFAEENER:

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store/

discovery
&iE:

o AILAMEAT#HIE -/ E RIS R TIXEE, §190, 512 &R 0x200,
o MRELFMEETEET storebrowse =21, MiEHERS,

-s -subscribe

BiEA:

TTFEE N AR IE P RYIEE R Ro
StoreFront E1&<=fl:

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

-u -unsubscribe

BiEA:

MIEE R B EREUHITEEN R IR,
StoreFront L& <Rfl:

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery
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-L -launch

WiRA:

BHE5ERHRRNEE, SARFREREHNAL, REERNERNRIE,
StoreFront -m9ar<$/Rfil:

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

-i -icons

WiRA:

Itt#s < L PNG i8RV R BN AREFER. ttaH<5 -E 5 -S < —iE A,
ERBFABEANIRENE, 1EHER best 53, size 885 %,

best £

£/ best 287574, ERILIRERS 23 LIRENRERNNEIR. A UEEEEREIRAFEAD. best 885 EZ
=g, MATENECHARENRERNGE. X4 <resource name>.png X R

size &
BEREFEE A/ NIRENELS, 1B6EA size B85 5. NRIRESB[/LERNATEN/NTRENER, NHIEIR.
size BER A WxB &=, Hr:

o WHERNEE, MEEIRTRESTH, EEIFTE—MERIREEKR).
« BREIERE, IR, SHRENUK.
EE:
BEW RH4EN. & B RrEM,
NRKIEEXLESE, 2B TAETREGRENET, XLEXHL <resource name>_WxWxB.png &= 1R77.
W F -E 5 -S S REIMENHR, XFWEMHAEEHIU png BURFET.
E5726E7E ICAClient/cache/icons >z,

StoreFront EM&<RAI:

« ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery

e ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery
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-W [r|R] -reconnect [r|R]
WiAA:

EMERIEENABENLATENRSEEMAERNRIE, [r] BT EMEREMFEENRIE, [r] ETEER
ERFE A RIEM A ERN=IE,

StoreFront EM&E<RAI:

+ ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

e ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery

-WD -disconnect

LR

W FFIEE R A A B RO RIERIER.
StoreFront -19dn<7Rf:

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

-WT -logoff

BiEA:
KIHEENABENMMERIE,
StoreFront -19dr<7Rfil:

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery

-v -version

R

&7 storebrowse SLREFHIARZS,
StoreFront -19dn<7Rfi:

./storebrowse -v

-r -icaroot

BERETIERT Linux 89 Citrix Workspace ARFMIRE R, MRFIEE, WEETHRERER.
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StoreFront -89a<$Rffl:

./storebrowse -r /Jopt/Citrix/ICAClient

-U -username. -P -password. -D domain
BiRA:

RERP&. BRMEFRESERLRSE. WA ENERT PNA KAEE, StoreFront NAEERIRILEGES, 1340
SERAERETF. 4BIZ HLTRANFAER.

StoreFront -8y&s<$Rffl:

./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

-d -deletestore

BiEA:

BYSHTE ServiceRecord Eai2FHiEME AREIE.
StoreFront -H&<Rfl:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

-c -configselfservice
PiEA:

SRERFHACETE StoreCache.ctx PEMHINBEBRSER U8B, RANSEER A <entry[=valuel>, MRREFEF
B, sRHigENYeiE, B2, IREEEME, WsFERZERELE.

StoreFront -1y&s$Rffl:

./storebrowse -c SharedUserMode=True

-C -addCR
pazH

RENR {9 Citrix Receiver (CR) Xff, FHETERME I NABE. HHS5 -a Ho1ER, BES I UABE, Hif
GEET

StoreFront -19&s$R1fl:

./storebrowse -C <path to CR file>
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-K -killdaemon

WiRA:

£k storebrowse [FA#1EF. Eit, BERAEEEMSM,
StoreFront -m9ar<$/Rfil:

./storebrowse -K

-e -listerrorcodes

PiEA:

FI MBI IR D,
StoreFront t19ar<$7Rfil:

./storebrowse -e

-g -storegateway

BiER:

FBTE ServiceRecord fa & 12F AR A RIS ILE BRIAM X,
StoreFront -89dn<7Rfi:

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery
AR

ME— K 2 FR 0 BB RE N FB P I B K 51 R o

-q. —quicklaunch

BiEA:

fEAEE URL BRI AER, Ithe<{UEATF StoreFront RZAEIE,
StoreFront -89dn<7Rfi:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
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-n -nosingleshot

LR

YRLESFIP storebrowse #1g,
StoreFront -p&<Rfl:

./storebrowse -n

-F —fileparam

LR
EREENXAREMRRBE .
StoreFront L& < Rfl:

./storebrowse -F “<path to file>” -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>

TR
ASCER T WA storebrowse &< /SR AIEFRIE R TIER:
1. ./storebrowse -a https://my.firstexamplestore.net
AN AR EFHRMN AEENTE URL, 12 T2#M URL, AAEEENG<SHEERZ URL

2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
FIHFFE B A RN AREFNEE. AT E MM ARE 2 RAHHET MmN ENER.

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery
BaER. ME—1aH<$iiadPRIERRE T
4, ./storebrowse -K

eSS B N EIEH &L storebrowse SFP1EF, MR KBIHIRRILE<, storebrowse #i2E
E—\ERH,

BEHEER

February 12, 2021

FIXHEESHEERHEERAMMERT Linux 89 Citrix Workspace [ 12 R HE{Ain R,
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%

i

fEaRE B B LA T R,

BERATHNARNEESIE

5 Windows IRE#BEINEEMN, MRERTE “EEEEIIRSSS... EENHEE, BERERESMNEEETD, 1
AREEE MRS BEE R A ISR ESE (Client Access License, CAL), BXFaMFEAER, B8R,

IEENERE

IMRSENEERERT Citrix Workspace ARFERIAE, WEMERZIIEENKN, HHERHTRS
B LTARGEREFSEN, MREFMEZKXK, Citrix Workspace AR E=INERABHERE, TN, RS
FRZHUPMERNEAERER—MIRIE, MENERERSEHTERRS. B2, NRRSE LNATARED
AR, MEZMERBATREREK,

522 Internet &7

Citrix BiNEEMEPEE DNS (HRRSER), UATERTIEERIINRSER. MRFEE DNS, WaIsET#
KRS B3R MARIT D IP ik, &, thelLUR IP st (MR FEEMRSER. TLS EEERTLRENES, Mk
IP sthtik,

RIBE MR

NMPFEZERENEREHNRERN, EESHEIEZENETR “RERMKLK: Javascript #iR” #iREE, BE
wpad.dat XHEHIZEI SICAROOT /util H, BITUATHS, ERENBASHEEIINRSSEENR:
cat wpad.dat | ./pacexec pac.js FindProxyForURL <http://hostname>

hostname 2\>&1 | grep “undeclared variable”

MRKRETHTEE, RARSHE LM wpad. dat XHEFEETENE, FEHITHALE, BNRET “MELKRSHN
TE.”Eadhl, WaIM@RZEE, T pac.js, AAHRTIENES N TERUTERAEXHRERN—1T,
H “.VATER,

var ...;

REREES

MRENRBEEEBHDERAREA B, Linux RZFEREN T E RN ReFE R, MRTE: BT —MEEMK
ai2F, Bl rngd (BFEH) L haveged (KRB Magic Software),
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BHEEM

NSRRI, FIRABINE R

1. AUERSMHIARGERSZZFNEBEES, GF:
» Ssllabs.com (EXRR$EERAE Internet IHIAHIR)
o sslyze (https://github.com/nabla-c0d3/sslyze)
2. 7 Linux &% WireShark /1, E/:d33888 (ip.addr == VDAIPAddress) Z##iE# (Client Hello, Server
Hello) &+ SSL #47, £REEMEF HLEHBRSF[EZNEEES

BT SSL EZMSEREN

237 TLS &Y, EATF Linux 89 Citrix Workspace R ARFERIAMER THRHEMH . EMENEEESSE.
NREERTFERIBNTEBEMHHIRS S, BEREXHH [WFClient] S5 HigBREEixm SSLCiphers=ALL,

XPBUTEREEEMS:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM

ezl

f£F UDT thiXey, ZRIESBIIMUTHIRER: 5.7 NEZRESHANREERZELERT UDT WEAEREM)
FEOAE 1500 FTAREMBRILA, NSRBI, HHRITUTERE:

o EEREXHHIZE edtMSS=1000,

EREHIR
ERBIRF R E B M AR HEIREE. =W

o EENE 55ORIERSBERHIMNER
o TEBRRSNIIERS
o FTAERILARSS SRR Z AR P

RELpAA e SRR I ERER, B

o FMITENMZEEITENTEDE@ER TLS thillt. BXFHAEE, ESHTLS,
o ERRTENEEN TLS EREARIANEREGN, EXMERT, SAIUEEEXXHH \ [WFClient\] 2B
SHIRERER SSLCiphers=ALL, AEEEHBEIERZEZANEIT killall AuthManagerDaemon
ServiceRecord selfservice storebrowse,
o ERITENREYHIBEREFIHIER. IS EZHERIRME Citrix. Authentication 1 Certificate &9
I,
o Hftjn)R,
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&R

&

Citrix B EERS 38 L EREHMaH Citrix Virtual Apps and Desktops, 1R Fi&#& LR Citrix Workspace
AR,

NRERRTRIEE, NWaTEeK Citrix Workspace B BZFHECE UK Citrix Workspace R BIEFEHER A

RS,

 E2E Citrix Workspace A2 FiE#E - BBE Citrix Workspace M BEFEZ T LR ICA FRERNFERHIE
e

« Tk Citrix Workspace W REFHERA T - Bk Citrix Workspace R AREFHER A T T UKL H
SRR R

+ BF UDP &7 - LkIHAERT LITEPRERIML E1RHF P iBF (VolP) iEEH iR —5E

o EARFRAR Citrix Virtual Apps #1:&BF Linux 1 Citrix Workspace N B2 - Citrix Flrithigss
MIRAES MRS, FZMEETHEERE R Citrix Workspace M BZFHARS 2334

BT

RRHEHR

ERFRP, WD (FED) FROMEL ML RN HRERE LN SHIFSHRNER. ARELABTESIIR
FEROABEXFPIERARE L. REE VDA PHER B & R MR AR, HESEEIASINHRNGH
F@FEFE, X11 (Linux/Unix B2 FRE) MATRGED EIEHRN SR —BtEHRIRENS %,
AREIEEREER, Citrix B ERRRARFLHSRBLHRSHITES Z. B, FF vsvnc BE F—MALE,
fEF Linux RENERRELED, BEEATEEEF K LERNEREGUNEERNEOEER, XLEERNDHFHL
BRSZ:

« X11GPU i&&

o ERHEEGEES

X1 GPU B &

ST Intel BBEER, BERR
20-intel.conf 89 xorg.conf.d FaIE—MEEUTRENH:

Section “Device”

Identifier ?Intel Graphics”
Driver ?intel”

Option ?AccelMethod” ”sna”
Option "TearFree” ”true”
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EndSection

stF NVIDIA Ef, &7 xorg.conf.d i T B S ENEERN “MetaModes” MM 4. W FFIERNED
LUES 53 kRM MetaMode, EFIMUTREA:

{ForceFullCompositionPipeline = On}

Bign:

Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”

AR

RREK Linux 9 % BERTRRER xorg.conf.d 84,140 /etc/X11/xorg.conf.d =% /user/share/X11/xorg.conf.d,

HEBEIER
ERAUTHS
+ Compiz (#AZI Ubuntu Unity #), &% “CompizConfig Settings Manager”,
iz17 “CompizConfig Settings Manager”,
T > %57 T, BUHER “BUEEEmLREN.

AR

fE/A “CompizConfig Settings Manager” BIRZ1E, FENEIRMBERERMEIERFBR,

« Compton (MFMEAERF). BXTENFMES, 52H Compton WA TIRMERE/ XM, a0, EE1T
T

compton --vsync opengl --vsync -aggressive

HRAIER

MREANREREXER, RRETSREBWARTREFLE, EXMERT, MIEEFMERANEEXENGHR. BXIE
EREINFAES, BB ZHRET .

dEHR

BELEEON, REFOEERSAMREMNEOMUE, SBEEES. ERRALRE, BEE0EESEIREITE
B EnE OBAAHIE O ERRIR .

EfrRA M

iEATF Linux B Citrix Workspace EARFRBEIBRSAZHENEEBRANEOELN, EXEEFHFES XER
IHENEEIE T2 RB-
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TeEmRAN
BiRMTREMREN, BRITIUTEE:

1. 178 wfclient.ini BB& >4,
2. 7£ [WFClient] #9#45E LI F1T: UselconWindow=True
3. REHXAXF

HATEE

MRAGHEAESEREHEETAEM, WATEEEUER MR, AILUSRKIEREI @R IRENREHABREE L)

&,
BRI
1. #T7 wfclient.ini BE2& 4.
2. 7£ [WFClient] B2 #MATTZ—:
CursorStipple=ffff,ffff (EHiFRENER)
CursorStipple=0,0 (&HITEBERNHE)

3. REHXEX M

FBINA
BRABASIBHEZEEON, FEREOPNEEFGERAE. ILRBEE X Windows RS HEBRRESHERN

HERE. MBEFRE, BARTMNEREAESHNHERE,

EREFEETRNEETN

ERDIBRSS 20T, AP RILUERMER 256 BiEm. ETREMMEH AR, ENAREFEBEAERAE,
= A ahE BRI Re

BB R EENIGIRENNED RE B A ERR = £ EM R MBSEIMMGRERERN, B
BREENBIRNIEES. ARELETRKE, Citrix Workspace REFHEPIRRIEGBIRESIZIE, HER/LP
HEH—RLIAER.

BREEIR

Citrix Workspace R RZF HIBFMER EUC-JP 3 UTF-8 =/ 4k3, MARSBNER SJIS Fri4ig, Citrix
Workspace M B2F AT EFRFEZBHITHRI. ERMEERS R LREFNNHREERS B LEEFXRHRE
AU HERY, LIRS SREAXGERRE, REESEmET BSHEEPMANSHRPNRIEFR,
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2RFJERNESNERE, BRATUERANLITEZERRBRITHEDR -span, @iz, JUEeRRIEES D

ETRBET.

i Desktop Viewer TR DL, BRUAROKSIEFEOS2RAFEOZEMR, SENEXERRNSET
B,

BE.
WFRBALESERONRE (BFEERAUHNEOTHRIE), BRERFEER,

- Span ETR AU THER:
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

WMRIEET h, WKE stdout FHEHERETIR, MR h SEREMEDE, wlica KB,
MRIEET o, WEEEORHFEBESZEEAREL.
IJ\Il:,\:

BYWAEFALIETE, ISEECAFARENEOEERSREN, FTEALLE. JIEFEFONZEOEESRSFAR, &
BE, ML EEMEIEER. REEBTERSIERMIRLILE,

MRIEET a, Citrix Workspace MAREFEZRIE— M EFEETHTETHNRIE,

Citrix Workspace M A#2FBREERD -span BEIEAN B REBHFSHNTIR, EREMETEEHENERE, FHK
MEFERFIREKEE LANE TANE RS, EANMEAEEXE L. T £, GE5HNERS.

WRKIETE 0, wfica ¥ER _NET_WM_FULLSCREEN_MONITORS B EMEOEEBRPERENNEORE (0
RXZFFEINEE) . BN, FBEARTMUIERTRIERAENHR.

AUERUTHESRNAE SRS ZIFZI6EeE:
xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS

MRRBRHE, RARZEIZIE. NRTXE, ARFE—IBEEEEMEN. AIUEAR -span 0 REBZEER
&

MEBLITIREBEZ M ETRBNRIE:
1. ERSRTEOP, #A:
Jopt/Citrix/ICAClient/wfica -span h
FFIg&E SaiFmEE B R8RS IR HE S stdout 1, AFRE wfica,
2. B TXERRERS,
3. EHLIRTEAF, BA:

Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\1\]1\]
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Hpw, x. yMz2ESE 1 PRBNETSEES, FAEMEWH, BEE—ITHENE TS, £ARME
w M X B, FIEEMBKAAE LAMA TANETRES; EANMEW. X\ Yz, BEEXKEE. T £ &
SN BT,

BE:

EEIdNEREEMRS ZH, EX WFICA_OPTS ZT &, Ak, BEREREXHE BEMUTF
SHOME/.bash_profile 3t SHOME/.profile), FEEFHFIM—ITREX WFICA_OPTS &, #i0:

export WFICA_OPTS=”-span a”
LtbEE 2z Citrix Virtual Apps and Desktops =&,

MEBBEEH selfservice 5 storebrowse, EMBEBEMENEE, WERFBETEEBER. BHEIUTHS
pilEStE =,

killall AuthManagerDaemon ServiceRecord storebrowse

N BEF

TEIRRTEMERRIER X UEASMNARFHEMSRE, BATFHRASL Ul RFRERS, HE “RRFE0HE" 1
RERAEANRED S, fli, Alt+Tab, BaHSBNREDIRSS.

A7 R Ctri+F2 SR XAREFEAEDE, BEEER VRRERIETO, &EBRASERTE SICAROOT/con-
fig/module.ini &% TransparentKeyPassthrough i &5 No, XIGZRBREREINE, B2, TIHESE
L7E All_regions.ini XIS EREE ICA X1,

;jlj”’_
R 5

£ Windows SIER 8 HE N HEE, ERATHEERERMY KBRS, wiclientini FERATRSBIEFIHANTE
EREE. XRSBAMNARFEIT. BRARSHRIZFARRNTEER, BSH RESEIETRIHREEEM,

-LHIEJEIkEE,JJ\I

HRIB R MMERE, ERRERRRRHRENF. bk Firefox #1 Chrome 4b, ATREREXH ALK B a8 H1TARLE A B
EEIEAHBNER. EERRELREZNE LNERLERRN, JSRRFRRERT ICA X,

FFE XS

WMREARE Web Li2seaRAA, E7EIE1T setupwfc #i, & BIFIREE BROWSER, LUEEFTE N2
BRIZFRM,
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Firefox s

7z Firefox PEEIRENLAREFE, WRNEEEMLE, BF=iXEA ICA &,

Firefox fY ICA &4

7z Firefox PEAT ICAHEHE, KEMNARFRIETEREN. EXMERT, BEERAEMA ICA &,

[i=%:3t3

MRENEEFBRERER, JRSBIUTHER.
E_MISSING_INI_SECTION - 3iFEREEX 2.7 BEEEXHFH .7 BHEX,
EEXEFEREBHERNES .

E_MISSING_INI_ENTRY - iR EX 1.0, .7 BAPLABERE “..7%

REXHEFEREHIRNES .

E_INI_VENDOR_RANGE - iFEEE X 2.7, BEXHH X RS BF[ELETE “..° TH.

BREXHHH X RS[BEEHESEHF. 1ES5 Citrix BR.

wfclient.ini BZE 5512

MRKRIEHHRE wiclient.ini, NATEESHIL TFHIR.
E_CANNOT_WRITE_FILE - &5 N3 f4:“..
RIFIEESIEER N, FInTHE =,
E_CANNOT_WRITE_FILE - Toi&BUBXXHF: ...

BB E IR 5,

E_PNAGENT_FILE_UNREADABLE - %18} Citrix Virtual Apps xff “...”: TEXHHBR.

—_ E}Z —_
FiRiIREX Citrix Virtual Apps X .. IRRIELE,

fERdEd SEME R IHRER, BZ&REXRA Citrix Virtual Apps XHERATA, BEEEXEREENAERF
RIFT AR B2 ZRRTIR, RREMZRXITAIEZER. WREZFRDAFE, PREKEERSRETHEME, U

KZERe R B IMFRS| AR Citrix Virtual Apps XX,
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PAC X {45812
INREBEEANEBNRE (PAC) XHEERERE, NaXEUTHIR.
RIEBINEM: BEhEcE URL RIEH.

XS RIsE ML E F 2 URL 288, BRI http:// # https://, AZIFEMAR, BEMUFRAEN
B9 URL REHE I,

R MKM: PAC filds HTTP TEKRK: BEERK,
KEFTWANT FIRNB MM, MRE, BFEEMUHER, WRFE, TUXHRSE. HEER.
REBINEM: PAC Rz HTTP THKEM: HAFBRE,

ARSS 88 L ARTFIEFMIERAY PAC XX, 1B7EARS 28 ek PAC XX, SEEMAECE YR,
R MEM: PAC A HTTP TE KK,

T# PAC XHFENHERAK, FEMERF B,

RIBIMKM: BEELEMANZ,

PAC X#R=, 1E7ERRS 2R LB PAC X, SiEEMECE NS,

RERMEM: FZ#F JavaScript.

R/l PAC AJ 1T pac.js XA, EFiRe Citrix Workspace B BER.
RIBIE LM JavaScript iR,

PAC X EETA JavaScript, B1ERS R LIBE PAC XfF. BESH &k,
RIEBRMEM: KIEBEEERALERTIER.

MRS RN EN AR A ER. BERS# LEEMNAER, ESHEE R KR,

IEH
LisERAE SAML BHWIEMRARE (R AUTHV3 thil) B, BERUTHEIRER: “Unacceptable TLS
Certificate” (FRAMHEZH TLS IEH),

LIEEEMISAT Linux 89 Citrix Workspace M ATER 1906 RESMRANSHIMLL A, B XIEHRITA, E2H
FMRARL X E CTX260336,

R StoreFront RSB/ LZIRESFAFERIEBLRENTEIER, HEBREFEIEPUZFEERER,, BART
UTHE, SARBHM StoreFront BEE:

1. BMIRE—1 3 2 PEM #EXR R ElIE+.
R

NRHAE PEM 18NA9IESH, &M openss| LAREFE CRT SRABIEHEHRA. pem X,
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2. LARFSH (BEAroot) RERHGE:
a) B— =B xxtrE$1E SICAROOT/keystore/intcerts,
b) ULREHRGHENBFBHBETUTHS:

SICAROOT/util/ctx_rehash
MBEIHEBMANEMELNEAFZHALREEENRSIDEBHTEMEIE, BARUTREETIRE, ABHEHRM
StoreFront N EE/E:

1. 3REX PEM #&=XAIARIE S
1B IR RBNES, B openss| SLAEFIE CRT XMIEBHHLA. pem X,
2. URERHENEFEH (BERroot) HITUUTIRE:
) BizxE 5% SICAROOT/keystore/cacerts,
) BITUTHS:

SICAROOT/util/ctx_rehash

a
b

Hth
B

A BB 2B EI LA T ia) s

KHAIRIE
INREAHEARS B REERT Citrix Workspace ABRRFXARIE, TJUER wiica BFERIIMRSSBELRE
BER L ITHEHITIER.

BiEd syslog RAICRILER, EREN 6 B9 SyslogThreshold FIMBEE X4 [WFClient] #55, XiEEA
54k LOG_INFO SXESME B BEIZRIEE. SyslogThreshold BIZiAER 4 (=LOG_WARNING),

B, B wiica, HEBRXIINFHEIEIR, EIEERN 6 B PrintLogThreshold 70z [WFClient] #843. PrintLogTh-
reshold 892k3NEY 0 (FLOG_EMERG),

BEXHTRERNEAEE, BBHBEIZRE, BXsyslog BEBNIFMES, ESHSyslog iLE,

EEXMLE

wfclient.ini FHEN KB EBLIE All_Regions.ini FENNMNEER, XFZIEBEAEEN. I+, wiclient.ini X
8 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &84 sh iy & BE X7 canonicalization.ini hE XM A%
B, %gBAHER. EXiFMEL, 527 SICAROOT/config B R4 # All_Regions.ini #1 canonicalization.ini
X4
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BREHINAER

MRBTHESTHONERTHNABREFBRRE, S ZEOREMNBREFHIER, ZNAEFAIERRK
(REETHIREBINARTNAREFEAS), AXMERLT, FRERSHHAMNAREFRINYME T1ZHTHD, HER
BEYEIZHITH OB BEFERHERERZE .

ERRRIIRE, FEERIERTRONEZARER. T UUCP EXM8iE, NAEFRYEGEURSEREEE—ME
X, XLEHEXHPENUERUR T ERNRERSR.

B5h Citrix Workspace [ Bi2F

R Citrix Workspace ARRFRER, HETR “UAINARFRINXHHZXHEEIH” BHE. RRERGEERKRIE
HaE XIF1R L 2 ICAROOT s ¥ Citrix Workspace ARFREZIERIAMUE, NBTREZETE, BRI
&, Citrix BHRITU TRz —:
« % ICAROOT EXAREHR,
EMEREEMREXT ICAROOT FRTE, ERAMEHRIERE Citrix Workspace AR, IIRNE
TZEIREE, WARERIEMREX ICAROOT IFREE,

3
e

% Citrix Workspace L i2F EM L ERIBIAMIE., BXRE Citrix Workspace ZARRFHN¥MES, &
BRLENLE,

snRSeHiE Citrix Workspace AR RERIRIMIE , BEEMRERIMIFR /opt/Citrix/ICACLient
5 SHOME/ICAClient/platform B®.

Citrix CryptoKit (Lai#7} SSLSDK)

EEREEEIETTH Citrix CryptoKit (BUgi#575 SSLSDK) = OpenSSL Mk4sS, AILUERAM TH<:
strings libctxssl.so | grep ”Citrix SSLSDK”

EA LATE AuthManagerDaemon 3§ PrimaryAuthManager EiEfTiba<

BERESN

NREOERREAERMNRBASRMBANINGE, EHRASTREREEM, 530, KDE §OEEEMEA Ctrli+Shift+F1
2 Ctrl+Shift+F4 WA STERE 13 3 16 Z[ETHE, MBBFLRE, BFERUATRRSR:

o B FHRRERE AT BASHSZIRS [IERAS, Fi0, ERRERXT, ZINE Ctrl+Shift+F1 prgt
FIARSS SBIHRAS Alt+F1, BB IS SHEEATRAHIBAS, EEH SHOME/.ICAClient/wfclient.ini
89 [WFClient] SpAHMIU TR : RIESRAHIBAS Alt+Ctrl+F1 BRETR Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift B2k} Hotkey1Shift=Alt+Ctrl,

s BRINEEEABMERECEHELARIIRS R, XERASFTERMLE, ERBEEEZEER, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 4> &, & TransparentKeyPassthrough i& &4 Re-
mote,
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- ENMCEEOEES, EEALEERRINREAS,

inE Croatian %42

LTI 2a#RE ASCl FREMAIXTIESR Croatian B&#HRFRIITZEMI.

1. TEMEREEX A WFClient #8535, 3§ UseEUKSforASCII & &% True,
2. ¥ UseEUKS €& % 2,

HERE
ERENHIBREANGER, FEH wiclient.ini BEXXHFHUTEE:

KeyboardLayout=Japanese (JIS)

ABNT2 52

EAECEY ABNT2 BEHER, EEH wiclient.ini REXHHHUTERE:

KeyboardLayout=Brazilian (ABNT2)

AR

SNSRI FRRLRRETAIZIT, EM SICAROOT/config/module.ini BM5IRPERRABE MRS 2376/F0

Windows Media Player

Citrix Workspace W Bi2FEI8E:8F GStreamer i, TALMEIERMBR, XiE

ZFBURS FBIBEREMBEH.

ENEXNEEANGEHSERMEHEFE—MEMt. XEFRIRLENE, HEISBIRSSE LET—MHIRIEE,
& Windows Media Player 7E#RX I BEAE, ERIEFPRIRBERZXEBERERBMI), BAEINH Citrix

Workspace ZA#ZFIES. AL, REB[BRIEREMEARENEFS S,

EOHERT, REMEISTEE Windows Media Player Fi&siifaissh, BS2r ENARENE LM0iES, HFETE

IEMIBI o
E# R BRILHIRIEE, HEBRRERRNIEPBBEN, FHITUTERE:

1. I B E B ET “SpeedScreenMMAVerbose=0n” M ZEl SHome/.ICAClient/wfclient.ini (261) £

[WFClient] &84,
2. BN EMEIHENEBRSEFREE wiica.
3. BHRSHE ML EIRI5R,

4. ER (EREWETP) SREEHREREXEKN MIME £2, iERREZLZFHERERN MIME 2 (i

“video/x-h264..),
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5. ¢%48 SICAROOT/config/MediaStreamingConfig.tbl, E&&iZRM MIME X817, 7% “.” 5 MIME
KEZEHEAN “77, XEEZERZER.

6. M3 RILERERNEMEAERNES (£R) $E2-5,
7. #EEM MediaStreamingConfig.tbl 5% 3% % 7 #HREMN—4 GStreamer fEFHIE it BN,
AR

HAE ATEIRG MIME 268 /5%% GStreamer $&fH#1TH#IE,

BITHORE

BRE—HTHO, EE SICAROOT/config/module.ini BBEXHHFIMUTEE:
LastComPortNum=1

ComPort1=device

BREEM N HZNETHA, EE SICAROOT/config/module.ini BB HhFMUTERE:
LastComPortNum=2

ComPortl=devicel

ComPort2=device2

IR

mFTFIE T EER Citrix Workspace BRI fE A E s WS IRHE B
HIEEIR, iR 11 (E_MISSING_INI_SECTION), E&i@E*xt, EEREH,
ME$1T7ia1T Citrix Workspace R RIEFFRT, IthHBEERKRETT appsrv.ini X4 RKEISHS1THIEEMIRE,
E_BAD_OPTION - i1 “...” .

IR L. BB,

E_BAD_ARG - £ .. AETHBE: ..vo

JEI .7 HBE T BB

E_INI_KEY_SYNTAX - Z$A “.. 7 (fEECE X “..7 F) TKo

REXMHHH X RS BEEHESERIF. HRIE—EEEX S

E_INI_KEY_SYNTAX - {& “..”(ERE X “...” f1) TH.

REXMHHH X RSB[BELBESERIF. HIE—MEEEX Y
E_SERVER_NAMELOOKUP_FAILURE - T % E#Z5IRS 2 .7

TERRER S5 22 TR,
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TEBN—THZ XM oo BRI HHPASARIAEHFEL.

OB RS FEHEERDASAREE. MREMED, FFULBE, HERRTIEIRESHERE,
RS EBER B, FEIERHER. UTXHAIBEEREIE: ...
EMERHERRETILHEIRE S 812

ZEHER

nR7EREA Citrix Workspace M ARRFHBRIRM, FERERRAZRNIIRMZIES, WESTEBILENE
ISR R R RS B RAE B %A,

FREYS Citrix Workspace MBEFE XMIZEER
1. BLREERH, B util/lurdump, BIVEESIELFITFRSN UL (NBERTEE) SHIE e HhiTIHEIE,

R ER— BRI IE RN, HPRaERaFAES. Citrix Workspace AEEFHEEXHR
BUKRERFEENE,

2. BExtrRiEsg Citrix AL ZA], BREXHHESEENEER.

5 EREDERHTHIEHR

BAAUERERPOERREDNNER,. KRR — M FEARNE~HREHETR, BdiIR, BANEERAL
IR EEIEEA R EEH TSRS H AR M INEE, EEEPOHR, BRAUEBE U T EERER:

o XA ARERF.

o EERIE P BRBERIIEHXATMITANNAERF.

o NRIEFEARIE EPBREFRXATEITANNBEFOER TEHA SRS [OEEERE (FIFRSSEE
PATERTF R XAV AER)

o ERERGRIITHRE.

SDK #1 API

July 6,2020

Citrix Zii@& SDK

Citrix EBLBER G L TAE (SDK) AER ICA thiXWEMEINBERMEARS RS 28 mN BIEFNE P IR hiZFE
X, IRSSREMEENAEFMT Citrix Virtual Apps and Desktops fRS8s £, MNRBENHMEFIHF AR
B EilIRshigrR, EBAR Citrix Az,

REINiEE SDK 12
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« 7z Citrix BR5528 AP SDK (WFAPI SDK) 15 @& 1h8E4E & (A LS e iiEiEny Citrix IMIRENiZF
R A2 41210 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 289 &8
ER BN T RE EINBERIEE,

s ARERFBERANS N EIEERFIEFHNERURAE,

 EHEE SDK HEE WFAPI SDK 7 8E4R S k@ E AR S 23 i,

BXiFMES, BBREEIERT Linux B Citrix Workspace Rz EFH Citrix EE#hi@iE SDK.

L1751

BXMPTEEMBHEMNELR, B2 EMAT Linux 89 Citrix Workspace NBiEFG<SE%,

F&ff SDK

ERmEEERT Linux 89 Citrix Workspace B 2RI HDX SoC B M—&84, FHINURET “F&fiik SDK” B
FRUAFFEIIMIZEIRAZE. EREE. SHELENESRES.

FRARFILUERTFAMK SDKRIZBET Linux B9IREMMEE, HERATALRARREAT Linux 89 Citrix
Workspace ZA#2F# ICA 51Z4A% (wfica) SIRIEHT B, WEIVEHBIE wlica ShSMEMAIHERE, XLEiEHF
BILGEE /B A LA T IRESREE BN A MAL Linux 1R &AIMERE:

o RHNABFAFRIEEGH JPEG 1 H.264 $UERININEAED

s EHIRTLHRIERGNREFNIE

o BIIEHISIERGRRE ST RRES TR

o AARZEHE X1 IR GIMRIR M ER A A AP RARS

BXRER, B2 EAT Linux &9 Citrix Workspace MAZR - F& ik SDK,
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