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KT IbhRs

May 21, 2021

2104 haVFTIEIhAE

Red Hat Package Manager (RPM) LRI AEFRIFZIF SLI0EThAE
RPM kg4 Citrix Workspace N B2 I 15 BIZFRIP.
BXEMER, BEANAEFRF.

HDX Enlightened Data Transport #7i¥ (EDT) £y1&38h5aE

ERHARRAH, MRE HDXoverUDP i8EN Preferred, M@ EDT #1THVSIEZE IS AIET #IEE W, HEIR
2 TCP,

MRBATEAEMINE, WREHENRER. I REENERNT P KB EMERIRETHITHITEDT M
TCP, ttigsgThaesesa Y EDT iRE N “Bik” BIRYEIERIE), (BFFEAYEG UDP FRARIA, HFELAER TCP,

BAIANERT, BEREITCP /5, BENEREHSER 5 28I —R EDT,

Microsoft Teams {1t

EA&hRAEF, RAMERT, OEERDELTFERARS. RITBNEFERANERESNZRNEITEIE, BHRNE
FRE#.

B E EERRAER P it LR MR ER ST,

ARSSELNE (BATRRR)

=,
P )=

HEINREE R AT AR IR M. Citrix BIURIEIEEFIFRRERLLTIRE. BT EM, BEEALUT Podio &&:
A ARSSESME (Citrix Workspace B ATILEAR) o

AR ESNEBRRHRAREM R T XERSIZFTII MEVANG A BMERERE. TIETRSHSITRIRNA, BFRERILL
B E RPN BEFHRHE,

BXRFMER, 557 Citrix Workspace XSHRIIRSIEL IS
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#app-protection-experimental-feature
https://podio.com/webforms/25148648/1854298
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html
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2103 FHYFTIEIhAE
BEZETEREME

FExhRES, BIUREFEZETRRRTRINER. HRARERERENETAN. BEGMTERMERRENRLD
=i, MRS AP &R,

ERBEEH, BHRE AuthManConfig.xml XH B Atk Ih 8. S A E SICAROOT/config/
AuthManConfig.xml FHMUTEEUBBEERERBINEE:

<key>ScreenPinEnabled</key>
<value> true </value>

RETERNLEENERRIE, E1EEINARFERSETNRERSRIET,.
pE=
47 Citrix Workspace R 2R Web EaieY, LLINRERATA,

BXFAER, BEHREEZ EREFE1R0

SRS EE S EEM
ERHRANEF G, SERSZHE 32 MEMEE,
FEdhREH, BRZSFAUERIEPER 64 TEIEE,

Microsoft Teams 1%32I04E

BIANERT, VPO MR ID S IMER T RARTS.

2101 FRYFTIEINEE

E P iRIREN2 ST (CDM) 332 THAE

TEUbhRAH, YEMRSIREHERAYIA R HR IR 2INEE,

WE, ERILARIEFRE AR EEE RS IREZRH 118450
EMRIESRETHRLRINEE, HERTBERFIET. BIRENATZEENBEE.

BN, BREASRABHSIENEEIFRL,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#pinning-multi-monitor-screen-layout
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Debian 4G 5N AIEFRIP LI0IEINRE

Debian kixzs#y Citrix Workspace R BIEFITE LR BEF R
ERRRENBEFFRIPAG, EERE Citrix Workspace MR 2 BIMEZIRIEITUL Tin<:

export DEBIAN_FRONTEND="”noninteractive”

sudo debconf-set-selections <<< ”dcaclient app_protection/
install_app_protection select no”

sudo debconf-show qicaclient

* app_protection/install_app_protection: no

sudo apt install -f ./dicaclient_<version>._amd64.deb

Microsoft Teams 1&32I04E

+ Citrix Workspace M AEFLEREFMEES Microsoft Teams ¥ E—i#EiT8,
o BRI EEHRIFRANTNGE, HATEENSMEE,
« HTTP REXFER S 1L,

2012 havFTIEINEE
EPinIREheEksT (CDM) 13aThaE
T, @i CDM BRI SR EENAFAEEEENNABE.
BAhRAqE, Citrix Workspace AR ATERESNA®BE CDM XHifiE,
AR
FERERT Web 89 Workspace B, XHFiARIEBHESIEFRFAE, ZIRBERINLE RS RESITIEET,

BXFAER, BT IRREEER.

[ FAFERFRIF SRE0 4 ThRE
AR
o (NHGEMA tarball a2 Citrix Workspace R BEFB A Z15IHEIN8E, 1thoh, x64 1 armhf 20—

REFNHE MG,
o ItkThBEITE Citrix Virtual Apps and Desktops B9zt EE 5% 15,

N B RIF2—InThee, aT7EMEA Citrix Virtual Apps and Desktops B2 {itigsar e oM, ZIHAERHIT
BRGSRECLFNREHRREERGEENEES. NARFRIFAFIEERS E ERNAF SENSRERENE
B8, ZHMBERIH AR NREESENRREE UGB IERBRENFARRES,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#client-drive-mapping
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BT Linux & Citrix Workspace [ Bi2F

B xanfa Citrix Virtual Apps and Desktops LECEN BEFRIFHES, 1§50 Citrix Virtual Apps and
Desktops X &sRaIL FFZF1RIFER S

A% Citrix Workspace MBEFTHNBREFRIPINES, B2ANAEFFF.

S HIIEEIRINEE LI TNRE

BT Citrix Workspace M AREFHEREMNIHIIHEE, AEERRE LETNABEFMER, UWKEEH
AP ER, BISNENEES ORISR, UWMESERANKEENBHINATEEEMBANER.

=,
AR

o WEMIIHERINREXEREEFIER,
o armhf F£& ERR AL S HI0IEIERINEE,

UAS=E- SN

MR EE libsecret F
BRIMERT, IR FREARS.
BXEMER, BBASHRIE

BN E LR INEE
BashRZEE, module.ini XfEHAE VdcamVersion4Support BMMEGAMEIREN True,
ﬁ*ﬁém'fm e ]ﬁ%lm %ﬁo

2010 HaIFTIEThEE
ERINFINEER

LUET, (NESIETRMRG AT NG S, AMEF S & LIS E HERIRNL, METHILEESE 2R Citrix HDX
Audio.

TEAMRZAH, EATF Linux B Citrix Workspace AR 2 RaiEPr ANAE A EMEE. ENNERS a0
EBM—ERR, MIFRTA Citrix HDX Audio, ERILUNIREIRIEF ST ANEMEE. SERIBPRAHTRAE,
EMEAFTBERERRNSTINRENAIBRIE. BATBHFRIMLEN, SIEFEMEHR.

BXEAER, BEAE
te5h, AhRASEARR T B# % |CA ThEesvin) s

2009 FavFRIEThEE
AEICRAVIERTINEE

L#i, debug.ini fMmodule.ini X4BEFEEHEIZR.
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/app-protection.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#app-protection-experimental-feature
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/authentication.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio
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o BRTHEO
+ GUI (GUI)

E#, BhR4s 2009 &, debug.ini BEBEXHEM Citrix Workspace B2 RERFRET MR

BEICRINAER Citrix Workspace BREFHMIEFMEE. REESMER IHRIBEERBUBE, =5
FEABTUERBEEIER SDK, XA Citrix Workspace R AREFF & SDK B—ZB 3 REE—it,

A LUERBEEBHRITUTRE:
o IZETFHBRMEREREHIMANE, BHERENEERFIER,.
o B ENEIRNRIRRE,
o IREEMEEDN.
AE:
I BFEIRRNHIGER TFEEMA.

BXHTRERNEAER, FERETIER.

2006 Y3 IhEE
Microsoft Teams it

f# A Citrix Virtual Apps and Desktops #1 Citrix Workspace MR EFAE T 2@ Microsoft Teams #1Tk
f£. Microsoft Teams i b2 F Microsoft Skype for Business 9 HDX RealTime fft. FEKZE, &
Microsoft Teams i WFrERIFER A LA iR45Z] VDA #1 Citrix Workspace RZBIE2FEH.

i@ Microsoft Teams ik, ERAT Linux & Citrix Workspace MBREFXIFSM. MM BEELZINEE
AR
Microsoft Teams i b{X7E x64 Linux &1Thr L3325,
BXMABAREERNESR, 1BRE Microsoft Teams 89 HEIE R TRRMS B TR,
BXRHFERNEE, ES5HMicrosoft Teams itk

BXRFAER, FEFEMIicrosoft Teams fifkFIMicrosoft Teams EE M,

%5 NetScaler A2 4% (NSAP) EikiE:E

NetScaler Rz 7218 (NetScaler App Experience, NSAP) @B INAE LI AT 1E A SEIM S ThaEIR fit, B2
YEF. NSAP EiX@ERTZEENIREY HDX Insight #3BMIRIR, BUG# T AIY BIEAIEAE. NSAP EEERINL TR
RE. BEHEZA, BE module. ini X NSAP #5E NSAP=0ff,

BEXEMER, ES i Linux Virtual Delivery Agent sx# ey HDX Insight # Citrix Application Delivery
Management fRSS X489 HDX Insights
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#logging
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#logging-for-microsoft-teams
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/system-requirements.html#system-requirements-and-compatibility
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/multimedia-policy-settings.html#microsoft-teams-redirection
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configuration/hdx-insight.html
https://docs.citrix.com/zh-cn/citrix-application-delivery-management-service/analytics/hdx-insight.html

BT Linux & Citrix Workspace [ Bi2F

BT Citrix Analytics RS
Citrix Workspace MAREFZ M, aJMEMRIR2REEM ICA 2iEEHIREHE Citrix Analytics BRS.

A Citrix Analytics (MfAERLLE BHIFMAES, B2RMEEEEBARSAVirtual Apps and Desktops FIEENEZ,

TLS iRAEH
DURT, SZHFHERE TLS iiA 1.0, R8RS TLS fR4H 1.2,
BARRAE, FNRMAMES TLS AN 1.2, BAMinimumTLS EBEEFRRNE, FZH TLS.

CryptoKit =i
CryptoKit hitzs 14.2 5 OpenSSL 1.1.1d hr&Epk.

2004 aIFIETIAE
Eb3ii

&
iBEATF Linux # Citrix Workspace [z B2 FIEREEAFIBRA

PRt T BRI E TR
EARRRAR, =AFKFEEIEEIERNEME AN EHRTSER,

Microsoft Teams FIS5aL 1k 25014 ThAE

ER—msiatEThae, Citrix Workspace B2 eI A7 Citrix Virtual Desktops &i&izfT8 Microsoft Teams
RESIR.

AR

Microsoft Teams E#AKIIE X64 Linux &1ThR EZ 5,

BXFAE S, B2 Citrix Virtual Apps and Desktops xi&siIMicrosoft Teams i kFIMicrosoft Teams &
EMERT

%+ NetScaler M AEF4L (NSAP) EiN@EE L1014 04E

fER—m LI IhEE, HDX Insight #3ER B NSAP EHUBEHIUKRER A RRIE, NMRE T AT BIEFM4EE.
NSAP EEERIASTFBARS. ERFHEEM, B module. ini X NSAP 17& NSAP=0ff,

BEXEMESR, ES i Linux Virtual Delivery Agent sx# ey HDX Insight # Citrix Application Delivery
Management fRSs X489 HDX Insights
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https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/self-service.html#select-facets-to-filter-events
https://docs.citrix.com/zh-cn/security-analytics/self-service-search/self-service-search-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/secure.html#tls
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/multimedia-policy-settings.html#microsoft-teams-redirection
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/multimedia-policy-settings.html#microsoft-teams-redirection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configuration/hdx-insight.html
https://docs.citrix.com/zh-cn/citrix-application-delivery-management-service/analytics/hdx-insight.html
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1912 haIFTIEIhEE
B REERINEE

1910 ARSIATERAF RE (TUl) Thig, 81F VDTUIRE, WIHAERIEEE P in RS ARS 8B A% TUl $UEE,
BRI LA Ul BXEMH. B2, BIRSREAXN, “EEBE <Application>” SHEER ZMEHMUAER
TEk, BERERRET.

WME, BIMERT, IF module.ini XHFH VDTUl iTEIRBERF. Eit, YEENARFHABER “EE
BExh <Application>” 3HiEE, &k, KHEHEEF—EER “EEEED <Application>” SHEE, ZIHEERX E R
BiEF B E,

GStreamer 1.x x#F LI INEE

EEfAMRAT, GStreamer 0.10 EXIFZHEAEERMBRIARE, BaAhRrAiE, ErILUE GStreamer 1.x BEBE N EK
pINF

PR

o REPRARSTEY, BIEHAGIRIEIN R RETT A IRTIHER T 1F,
+ 41572 ARMHF &% L=z Citrix Workspace R A#2FEY, GStreamer 1.x AJRET EIRTREA T 1F,

BXEMER, BEBEEA GStreamer 1.x

ERATFNSEANBEEH (BCR) 89 Chromium # AHES2 (CEF) 2614 Thas

BCR Ih8ER Web R BHNAEEMEIT KRS, ZWEERKEIRBRNTE Citrix Workspace [z 2R HHIMERIRI &K
#%o

Lal, BCREAET WebkitGCTK+ WEMKEMZAST. BAEMAER, BCRIFEAET CEF WEMLEREEFH
BR%X. ERBTRNEERRER. NEAIENEREZRENHE G

EXHAER, 2@ [BBAET CEF 89 BCR, ] (/zh-cn/citrix-workspace-app-for-linux/configure-
xenapp.html#enabling-cef-based-bcr)

X BCRHEE, &2 Citrix Virtual Apps and Desktops X933 23 A A E E [Eo
&iE:

« pacexec —#HIStHEM Citrix Workspace M BIZ2FH x86 hizzs ik,
« Citrix Files AJ8ET 4 5 H45 BETIAERY Workspace IhEERR.

1910 HFEYFTILINGE
BEXH
iEATF Linux i Citrix Workspace N BE2F T RECHEEE FiBHRA.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#enabling-gstreamer-1x
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/browser-content-redirection.html
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N RiEFFa 2R BT

[ RiEFiemesE a5 Citrix Workspace AR B, ZiERes BB KIFFEEN— 1 EIR. 5INNBREF
femesfa, EAT Linux 89 Citrix Workspace M BIZFHIE RMERES LIEGHE,

TR MER TR RS

BREs Citrix Workspace R FREF
XA BB AR
REHEHBHNARER

AR

% E libappindicator BB A EE RN AEFIERE. BEM Web ZEFEAFEM Linux Z1ThREY
libappindicator #%E,

ERARRE

Citrix ICA thi){E S A - RmEmEibi@E [TUI VC] iz Citrix Virtual Apps and Desktops 5E#ARE 28 28
ZREiE. TUl MUERmniEEEnAr R (U] AFES.

AR,

i&ATF Linux 89 Citrix Workspace R A#FER%#F TUIVC ThEE, Eit, BEFPHRATESHLIEREBRS 2

By Ul B3R, B, SRR ARFN, HNAREFMSEEN “EERE <Application>” IHIEE,

Wi,

iEATF Linux 89 Citrix Workspace M AR #F TUI VC ThaE, LhINAERT#5Bh % P imiE W AR S5 88 %R TUI

RS, FRWAILIAR Ul XA N, IR EEEHRARINERNET. AILTE module. ini XHFHEHR
VDTUI #5&: VDTUI - On/Off

BXEMBERIFAES, B2 Citrix Virtual Apps and Desktops x4y Citrix ICA EiliEE,

BEERRHR

2104 FEEERRR

EANEERABEEMA, BMEE YouTube i RIZH#TIER, REESHUAIEERE . [RFLNX-5349]
fE 3 miBiEHAIEE Microsoft Teams hHEZRE, FIMAIgERAE, Dell Wyse EZE i 5070 1 5470
HBEERE, [RFLNX-6537]

£ 2B T Linux B9 Citrix Workspace M BEFESH#ER Microsoft Teams B, RIEERIRES RIMNRTFFIER
[RFLNX-6719]

LEhR AR R T 21 BB Feo# AR IR EERIRIE, [RFLNX-7006]

/A Chromium Embedded Framework B, 8RN ASNEEETES SR CPU FIAES, [RFLNX-
7217]

HEAGHNNRAEFSAMNARER ZETIREN, EXTHNNAEFARERTiE2REATERY B
[CVADHELP-14812]

@EEAT Linux B Citrix Workspace M ABIERF{TH Microsoft Excel F#SAnZIEIE > RN, HKiER
& B H S I AT A IR TAEATT 7 [CVADHELP-16509]
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« i&ATF Linux # Citrix Workspace M A#EFhRZs 2101 #1 2102 aTaEs7E Citrix Director h ERTHHEF
i |P ik [CVADHELP-16923]
o BIMSENBIRARESHIMELRD, taBHRERSGRIERS . [CVADHELP-17290]

FHRAHE SRR

2103 HEREREA

o DHBITRAUNMDBIE R RERSHBMEKR. EMFERHEMERRIEZ A, ST EME. [CVADHELP-
16846]

« f8E% AudioLatencyControlEnabled HEZRINEIRE N True, 4858 T S4MIER. [RFLNX-6620]

+ Microsoft Teams FHREHRZETHEEELERN FTAIAES KM, [RFLNX-6659]

2101 FEZERAZA

s FREEXAREN, TESENHIMISHBRIERT. ZA@EHNERABTEERAMEAYN Chromium AR
HEZ2 (CEF) MSH. MAAZZHRERENSTTMIMER, [CVADHELP-14804]

o DHEMERIENRIEN, ZRFEAERTELME. BATEERNRIESHILRE, BRAERENE
NE#E+, [CVADHELP-15028]

+ 1£ Microsoft Teams A FEMAMERT, BRI RESEBIERIRRITEEME, HE5EERNBERGL
1 USB B&kz mENiey, sdIttia#E, [CVADHELP-16400]

+ 7£ Microsoft Teams b FEMER T, HdxRtcEngine. exe #iZAgESEIMEH, [CVADHELP-16504]

2012 P EEERIR

s ZXBHERNKRBRNBTEERN Web TTER, % Web SUE T RERTBEME, BEEMEOASIETRH
TSR S IR, [RFLNX-5306]

« FRHETF CEFWBCRE, EXRNMBENASEEH. ERHEEM, BT ALL_Regions.ini ¥
CefEnableMediaDevices BMIEEN True, [RFLNX-5337]

o 3% Alt+Ctrl BY, RAESRBEERS, “REHR" ETLENRS BIAEN R HIILEE, [RFLNX-
5444]

o 2347 Android F# L% USB T, B H EFithil (PTP) M &EH DI (MTP) ALK, B
Windows #0 Linux VDA g & thia)@, 357t usb.conf SXEehFRmn AT 240 :

ALLOW: VID = (vid of the device) disableselectconfig=1
[CVADHELP-15304]

« Citrix Director AJRE= 51243 Citrix Workspace M B2 F AR A SR E /9 2009 mIE 2010, [RFLNX-
5743]

s AIEFHREABMINEERT Linux B9 Citrix Workspace AR, BLUENZEIR I8R5 MK,
[RFLNX-5971]

© 1999-2021 Citrix Systems, Inc. All rights reserved. 1
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o ZNBRMEKELEMHRIEN (BER) NAEEN, ARESEIMKAEIRES. EATF Linux & Citrix Workspace
R A2 2010 =LA, [RFLNX-5980]

2010 FEZEMEZA

+ 1£ Microsoft Teams AETHSHEERHZREN, REAIAERINERE, [RFLNX-4778]

« BTN webrpc.log #1 webrtc.log x5k, [RFLNX-5221]

+ BIE7E(ER storebrowse SEABFMIFRNAREIES, AN ABEKRERR, [RFLNX-5499]

o WitEH FRETEBESEBEXIFHIZER, Microsoft Teams KL FTRET A E EiE1To [RFLNX-5599]

« MIERTF Linux 89 Citrix Workspace M ABEFBEIRIEN, SIFERERIRNIERE. HILEMEE A =IE
FEEHEIERE. EETEE Microsoft ARFEFHM, [CVADHELP-14194]

s ERRNRIEZERITESIFAEMEN T EI WERIRIER, XLERIETTRERIEIENIERK,. [CVADHELP-15228]

« ERESERT Linux B Citrix Workspace R B2k 1906 BSR4 E 5189 Microsoft PowerPoint
BT RERN, ZERERSESRIEN T/, [CVADHELP-15648]

« EATF Linux 8 Citrix Workspace R B#2FrJsER = fEA HTMLS At iZ &R A RIS 2R S 9 10IERTIE
B, ERERSAFRENSEIItRE, [CVADHELP-15720]

2009 HEBERR-E

« B, ‘2 MEFATE Microsoft Teams M ZESMIEIEHRER, YAMEOSNTEEONSHRLL
B, FHit, ZREOFASKEIRITENS. BRGZEN, ERNMEBIRRL, BEMAGERFNEL, ABW
I ENEE, [RFLNX-4937]

+ 7£ UDP EZ LiaTISiES, MEERJRERMM. [RFLNX-5135]

« ERBELENTEE=AELHUARFNEON, BOTRB&/ME. [CVADHELP-13677]

« EEMEIRE LETHRIENSE USB REFRESBIIMIEERFIR—8&E LEiTHEANRIE, [CVADHELP-
13684]

« EEETRENED, HERHEETR LENRHE2RASIEN, EEEBRFEFAENETS L. BMERITAR
MREER—E~# L, BadBitiaE, [CVADHELP-14642]

- ZHERMERIFEN, SETRSEKAHINGELNAER. FEEEFIHEIINEIHILLE R,
[CVADHELP-15036]

2006 FEBERE-E

« £/ Microsoft Teams B, “TiXBEIF" EMALET. [RFLNX-4234]

o 2iEBTAgES7E Red Hat 8.2, CentOS 8.x. Fedora 29. 30 #1 31 & 1ThR E5<M, [RFLNX-3114] [RFLNX-
4438] [RFLNX-4296]

s Bwfica_for_plugins Z#EIXHRMEFEMK SDKE, 7 LIBS_GTK 5| AR HERKFIIT
EMiBR. [RFLNX-4604]

« mAET CEF 9 BCR MRS SSIZBMEAIREIAM, Fib, FEBAREEEIFEK, [RFLNX-4459]

« 7£ Citrix StoreFront F & HE LGN BEFGE, BER—MEENEFEHFREELL. FEEEEXTsH
ik, [CVADHELP-13896]
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ERBEETMLBERE LM Citrix Workspace A#2FE, ¥ T# receiverconfig.cr Xft. Zidi@idRE
EhiZ g M AR S AR Citrix Workspace R RiE2FrRIBERK M, [CVADHELP-14389]

SXERT Linux 89 Citrix Workspace M A2 METE] COM BT O fERLM, XRAZIHOL XA
iAo HRIAFTLAFTHY COM KBRS HIMILIEM [CVADHELP-14391]

EATF Linux # Citrix Workspace R B#2F IR EIRFIR LS R, Alt, RAEAXETRRBHRIE
5%, [CVADHELP-14878]

2004 FEEBER-E

RIEM All_Regions.ini X HfiBREETERS, wlica #F2iEKM, Fit, RIFTEERE, [RFLNX-3965]
BRRNENAEER, 550 > kP FREFRETEEMRSEOHR, [RFLNX-3605]

Linux FF& 14t SDK RERTF Citrix Workspace R F#2RFAR4s 1908, 1910 #1912, M Citrix Workspace
MAREFEERFaTREE wlica_for_plugins T#&IXERNSEIRE, [RFLNX-4298]

8 storebrowse &< RN ARIEN, ZEABERREREEHEDR > kFPIEN £ L, BERSAFRE
EREHETRSEIItE®A, [RFLNX-3683]

ERIEP, wfica JRESERATRNBARBETH (BCR) B9 Web i EESMEH, WMREE AllowMulti-
Stream MEIZE N True, MEH I, [CVADHELP-13168]

ANBRB[LER, HETHEEFAMNSPEN, SHBEAGTHNERENERERNERERTREIEK,
[CVADHELP-13990]

O RESELHRETBINETRRAE. ABRLEFTONANRAELES O ZE TR & 5 L 3,
[CVADHELP-13458]

M PNA ZABERSRERIERS, MRIEFHXAHERED, SUWZEORERRE, [CVADHELP-14405]

1912 FERERER

72 Ubuntu16.04x64 &1, Citrix Workspace N Af2FEfra] feaH iR B RTEES £, [RFLNX-3582]

£/ gst-playl.0 Bk gst-play WA S [R5 55E] /5, .mp4 WA AIESEREFERERREN, H
Bi&EEM, [RFLNX-2429]

ArmHardFloat (armhf) i&& sttt [RFLNX-3553]

FRHBEMRSHAFREN, §ENE DEMA T ARTEITE. libwebkitl BRI BARSHILLRE,
& Debian 10 buster &P ix—#£, [RFLNX-3596]

LEMEMRGAR (MIEE—NBF) ZikBEs Citrix Workspace M BZFE, BEIRRS AP REAIRELA
17, HERUTHIRER:

"Bind Error - address already in use. (43R - it BEERAF.)

[RFLNX-3601]

© 1999-2021 Citrix Systems, Inc. All rights reserved. 13
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« 7£ Ubuntu 18.04 R EFm A+, HEEHABBRSAFRERDINAREEFN, BHNKLARFER
“wfica_seamless” - MARENARFZE, HRIRENRERRINNKEIRE S GNOME, [RFLNX-
3650]

s YEEHEAREREMAAKAERERN, “T>NEX TESER— MR EBNKENBREFTIR.
[RFLNX-3458]

« XHBMRSAFRAEE, BERUTHIZES:
“free(): double free detected in tcache 2 Aborted.” (free(): 7 tcache 2 F#EMEIFRBRRBELLE,)
7£ Raspbian Buster OS =178 ArmHardFloat (armhf) i&& E&HIttia g, [RFLNX-3578]

c BHE—FRERKRES, EERANNBEFNAEEIERT Linux 8 Citrix Workspace [ 125 1 # 2,
[CVADHELP-13742]

o AI#%RRAY USB IRzhes ot E) CentOS 7.7 & i £/Y VDA, [CVADHELP-13422]

1910 HER SRR

« &AT Linux 89 Citrix Workspace R BRFE&H# T libcurl3 #17%%E, NALWEER, KBMSHKMBER, MU
BEARRLRE, [RFLNX-3487]

« {#/ Video Decode and the Presentation API for Unix (VDPAU) Optimization Pack £ H.264 &3
MR AT RETE A FTARB T 1F. [RFLNX-2892]

« FERAEAT Linux &9 Citrix Workspace A2 ks 1906 =k 1908 B, HEMAF F$HE Workspace B,
BERNEVEFRET. HR, BETRUTERER: BRLUARIER Workspace, [RFLNX-3519]

o USEREEHWEZNEREN, TEMATRESIE%, [RFLNX-3248]

ER0in)=E
2104 R ERIEIE

o 12 VDA hi4s 1912 LTSR CU2 /1, RIFAIRESMIFFERE. 7£ Delivery Controller LB T Z RIS HIM
thial@, fRRA AR VDA AEEIRRAS 2012 SkEShkAs. [RFLNX-6960]

FHRAPBIE IR

2103 Ry E RN

s EISTEIESREREAZHIE, Microsoft Teams FIEER TSI , BIEFAERRAL R, [CVADHELP-16918]

2101 R EFER

o KBTENERALAART, BMAELL, BRI SETTAERER, i VdcamVersion4Suppor t IEBA True Rt
BULRE, iR R AR 2@IT I VdcamVersiond4Supporti® &R False REAZEHMET, [RFLNX-6472]

© 1999-2021 Citrix Systems, Inc. All rights reserved. 14
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+ £ Microsoft Teams 2iX##AiE]l, SIMAIAERERBTNARE, BEFF K ESHMLAM, [RFLNX-6537]

« B, Citrix Workspace RBIEFAIBETA7E Microsoft Teams 2 ENBISH, [RFLNX-6662]

o YITE cefenablemediadevices tr&BT Microsoft Teams By, ERNTERTHIEE TE. BET
CEF 89 BCR 15885 Microsoft Teams & fERR & HIEM, [RFLNX-6689]

2012 2RI

o RIERIRZILFBIFERER, HdxRtcEngine.exe HIZAgEREIMNEH, [RFLNX-5885]

o DIMBWAXAR, XFEETABE. M Linux mRItETEEN, EXERATRTPSHBE#R, BRAE:
BESRFIRFXE CTX272423 #1 CTX131504, [CVADHELP-16170]

+ A Microsoft Teams #$fi@iE#E L HDX (LES, MSARTAERTISTMML, FMELBR. EEEHAEFR
EMEEENNSHItRZA, [CYADHELP-16186]

2010 HEREE

s BAEXHFENRPEEX . cHEFRHIMULAA. [RFLNX-5596]

+ 7£ Microsoft Teams &, #MFHEFEMIEE. SMEEFT2BHIEBRBRINEE, [RFLNX-5652 ]

s SRELRRA TERERERATHRETERAN. BRTIRBERNSEERNSHIIE®E, [CVADHELP-
13884]

 BME HDXoverUDP €& Preferred BY, TCP ERAMATAEMAT AR, £ Citrix Gateway ZE#8Y
SHBIkEH, [CVADHELP-15526]

2009 e R

« 25 ICA THAERTRE A E&IESTo [RFLNX-4286]
« 72 Microsoft Teams FEFMEER A S REN, RETESNFRE. [RFLNX-4778]
. SRAESEIEZEYIRAIERSNK. [CVADHELP-15229]

2006 FyEA A

« B, KIWUMEFRKTE Microsoft Teams AR ZESVIBIZPER, YAMEOASMTES AN HILLE
. Eit, mEREOFRIREIBIREYS. BRAZEH, ER/IVEHNREL, SRR EERFNS L, RENE
MEOYERIE R, [RFLNX-4937]

o B8, RIEEMEZEBEAK. @EiH SD-WAN 89 TCP A% ICA (MSI) thilfic & — i O BS & H Bt 3] 7,
[RFLNX-4782]

2004 FryER R

« AT Linux &9 Citrix Workspace B2 HJ R E/HIRFIR LR EF. Alt, BRHAEAZBEERBHRIER
eSS
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+ 7£ Workspace A1 2F# SD-WAN LEAZ ICA (MS]) i ERm=iER, RIFBIMEH. HEKERIUL
THIRES!

“5 VDA HyEize ...
HIMILIERARRAR A 25RO MSI, [RFLNX-4219]

s RIEBEHFEIAESTE CentOS 8.x. Fedora 29. 30 1 31 K17k LR M. BRART5E: BEBRAFIRPONE
CTX270926, [RFLNX-3114]

1912 BRI EER

o EAET CEF 9 BCRE, MEEEEHR URL, BERESFTRIBEEED, BRAER, SIE—HRIBETF
FHUHRLUAIR E L&, [RFLNX-3871]

o 1EFEBAET CEF 8 BCREY, ERJgEaEEIiRR webcontainer 2B IEAERN. *HH W as L Flet =B
ItialEE, [RFLNX-3872]

o ERABEMRSAFREEY, Ei%NE SR s AR T, H 8 Workspace MREFSER TN, 1Lt
mEHIE Ubuntu 19.10 %4ThR®, [RFLNX-3720]

« Citrix Workspace FZF#2FhRrAs 1912 R TR EiER.

« MBBHINEEBFERT Microsoft Teams, XZ2—RE, A Citrix A2 EFHER T Linux B9 Citrix
Workspace MBEFHH Microsoft Teams {1k [MTOP], [RFLNX-3674]

1910 HRIERiE]=R

s FRHEBRSAFREN, EXEMNE LML ARMBTE libwebkitl KR ARNSEHN
thim 7, ®t#& Debian 10 buster &P im—#%, #RRAERA, BERAMATF install/path/1lib BR+HH
UlDialogLibWebKit.so =, [RFLNX-3596]

s BTRRENENR, ELEAFERINARE [rigE]. Citrix BINEFERRHMRAR Citrix Workspace [
2.

E=HEH

Citrix Workspace [ 12 I aE & &R IB LA T XA HE X MR FHITIFRI M E =G

iEATF Linux #9 Citrix Workspace N BI2FEE=55H
KM THEE

B, Citrix R RHLIMINGE, (FAFREFRMEXMRARSINENBERTIIEMNR R (15) B9MEl, Citrix
ZRMINREMIZIFTRS], EVRRMMHEXEINENRG, Citrix TRESRERFNTELE. RBEMNEREN R
HITIRME. Citrix RENFRERRMIRE ML, H AR EREAREREX LI,
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%%t Citrix Workspace N BHEFFR BN &M

June 10, 2021

RAEBERMFAMN

BXEKER, BESHEUTIIER:

Hardware Reguirements

Linux kernel - Version 2.6.29 or later

- A minimum of 55 MB
- Additional 110 MB if you expand/extract the
Disk Space inst;?lll-ation package on the disk .
- A minimum of 1 GB RAM for system-on-a-chip
(S0oC) devices that use HDX MediaStream Flash

Redirection

Color video display - 256 color video display or higher

Libraries and Codec Requirements

- glibexx 3.4.15 or later

- glibc 2.11.3 or later

- gtk 2.20.1 or later

- libcapl or libcap2

Libraries - libjson-c ( for instrumentation)
- GCC4.8forxea ™

- GCC 4.9 for Armhf *

- Xllor X.Org

- udev support

- webkit2gtk 2.16.6 or later
Self-service user interface - libxml2 2.7.8
- libxerces-c 3.1

- Advanced Linux Sound Architecture (ALSA)
Codec libraries libasound2
- Speex

- Vorbis codec libraries

Network Reguirements

MNetwork protocol - TCPR/IP

© 1999-2021 Citrix Systems, Inc. All rights reserved.
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Components Requirements
For %86 devices:
- A minimum processor speed of 1.6 GHz
- Single-monitor sessions
- Display resolutions for example, 1280 x 1024 pixels
For the HDX 3D Pro feature:
- A minimum processor speed of 2 GHz
H.264 - A native hardware with accelerated graphics driver

For ARM devices:
- A hardware H.264 decoder is required for both
general H.264 support and HDX 3D Pro

Note:
Performance improves after using faster processor
clock speeds.

HDX MediaStream Flash Redirection

For all HDX MediaStream Flash Redirection
requirements, see Knowledge Center article
http://support.citrix.com/article/CTX134786.

Citrix recommends testing with the latest plug-in
before deploying a new version to take advantage of
the latest functionality and security-related fixes.

Customer Experience Improvement
Program (CEIF) integration

- zlib1.2.33
- libtar 1.2 and later
- libjson 7.6.1 or later

© 1999-2021 Citrix Systems, Inc. All rights reserved. 18
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Components

Requirements

HDX RealTime Webcam Video Compression

A Videodlinux compatible Webcam
GStreamer 0.10.25 (or a later 0.10.x version),
including the distribution's "plugins-good" package

Or

GStreamer 1.0 (or a later 1.x version), including the
distribution's “plugins-base,” “plugins-good,”
“plugins-bad,” “plugins-ugly,” and “gstreamer-
libav" packages

HDX MediaStream Windows Media
Redirection

GStreamer 0.10.25 (or a later 0.10.x version),
including the distribution's "plugins-good" package.
In general, version 0.10.15 or later is sufficient for
HDX MediaStream Windows Media Redirection

Or

GStreamer 1.0 (or a later 1.x version), including the
distribution's “plugins-base,” “plugins-good,”
“plugins-bad,” “plugins-ugly,” and “gstreamer-
libav” packages

Note: If GStreamer is not included in your Linux
distribution, you can download it from
https://gstreamer.freedesktop.org/download/.

Use of certain codes (for example, those in
"plugins-ugly") might require a license from the
manufacturer of that technology. Contact your
system administrator for help.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 19
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Components Requirements

- webkit2gtk version 2.16.6

Browser content redirection - glibexx 3.4.20 or later

- Visit the Philips web site to install the relevant

Philips SpeechMike drivers

- Software
o GStreamer 1.0 or later and Cairo 2
o libc++-9.0 or later
o libgdk 3.22 or later
o OpenSSL1.1.1d
o x64 Linux distribution
- Hardware
o Minimum 1.8 GHz dual-core CPU that
can support 720p HD resolution during a
peer-to-peer video conference call.
o Dual or quad-core CPU with a base
speed of 1.8 GHz and a high Intel Turbo
Boost speed of at least 2.9 GHz.

Microsoft Teams Optimization

Authentication enhancement - Libsecret library

* BhiZs 1910 &2, BRIFRERFHRIUT GCC hras% 4, EMT Linux # Citrix Workspace B 2 Al BETC A%
FRERIETT:

o EAT x64 (FRL£EHM GCC hxd: 4.8 HEShRA

o IEAT ARMHF (A R24£#8 GCC hxd: 4.9 HEShRAE
AR
BhRZs 2101 #2, BRIERERFHEUTER, &N, EAT Linux B9 Citrix Workspace [ RIZF rIBETT &%

FRERIZTT:

o GCC 4.9 HEFMRAE
+ glibcxx 3.4.20 XEFRRA

REMTIE

EATF Linux By Citrix Workspace M A 2R 5 Citrix ™= @mMFE Ui IFhRA S, BIREEX Citrix ~=RESD
BAEMER, UKk T#EMEE Citrix RELEIFHFEN~RIRE, ESHR Citrix =REamERR,
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RSB ER
StoreFront

« AT LUER Citrix Workspace Rz T2 2 5152 2 1R A ki 45 i A 2R M 48% 35 A0 Citrix Gateway 3kifia)
StoreFront R FA/EIE:
- StoreFront 1811 KE Sk,
- StoreFront 3.12,
o ALEREE TIERT Web #9 Workspace B StoreFront, i&fAF Web # Workspace 247 M Web 3
Yi281418) StoreFront MABERIMNIR, BXILEERNRE, 55 StoreFront XHHPMEZETEE,

e NS
EE
iEAF Linux B9 Citrix Workspace M RfEF L #pEE U TE—EER HTTPS # ICA-over-TLS %%,
o 33F LAN i&E#Z:
- M StoreFront BR% Y StoreFront iEAT Web 89 Workspace

o WFREMITIEERTAMIER:

Citrix Gateway 12.0
Netscaler Gateway 10.1 XE SR
Netscaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x

Netscaler Access Gateway VPX

B StoreFront #5189 Citrix Gateway IREBIER, ESH StoreFront WAL EK,

IEF

EHRRSBNELHZ BN 2GR, BERAUTIES:

TH (BER) iEH

MBRRIEMX ERET ERIED, AP IRE LU ML EALKIEBIMANMNELRIRIES, 786 Citrix Workspace
RzR#eRisiE Citrix Fifo

=

MREENTERIETRENXES (AARMEZEREFAEESRIER), RASET—FES, BHZEBAH
5. MRAPERZRESHAES:, WEERNRAEFELTER . BAEEFIFIEBEFEPZERIES,
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RIEH
SFMNTEHBH B, G LUERARBYRERER U KMEE CAES.
NFRIMANEBIHEN, ARAUER-IMEEXZERGEUSAHRE CAIES. B5RAEERKAURSHE.

AR RE LRERIES

EEATLS, AFRELFERERIER, FEERIERSSFHIED LAIEBMANMES BIMER T, Citrix Workspace
R 2 S H AT IE S

IEH IS
Class4PCA_G2_v2.pem VeriSign Trust Network
Class3PCA_G2_v2.pem VeriSign Trust Network
BTCTRoot.pem Baltimore Cyber Trust Root
GTECTGlobalRoot.pem GTE Cyber Trust Global Root
Pcs3ss_v4.pem %8 3 KRHETIEBMANE
GeoTrust_Global_CA.pem GeoTrust
DigiCertGlobalRootCA.pem DigiCert £/1R CA

BECFHIEH

BREAIBPATAER—EBATIERSHBHNEMRSB/IES. EAT Linux &9 Citrix Workspace B BiZF X HH@ED
FHEH, B2, REETSEALNRERREMERXLEIER, £XMREP, ATUEEERRBRAEBNERED, MER
EHAEM (SAN) I BFEERSH[BIMIIRER, WEIERTERMEIERMEANMRAHERMENBEZEL,

FiENE$HS Citrix Gateway

MRERIEPEF S EPERESR, B ZFEHERMINE Citrix Gateway RE2IEH. EXELE, HS1 Citrix
Gateway X HHRYACE HEHE+,

R StoreFront IRE BT FIRHESFAIFERIEBLRENHREIES, HEBREFEIEPUZHEERFERAR,, BERT
TP, SARBZRM StoreFront A®E:

1. BIRIRER—1 3 %1 PEM XM ahE+H,
e
MNEHAE PEM RBIEPS, 15 openssl SEAEFIE CRT RXAIERE . pem X,

2. LRAFPEH (@R root) RERHGE:
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a) B—1 =z xHE%I2 SICAROOT/keystore/intcerts,
b) ULREHRGHENBFBHBETUTHS:

SICAROOT/util/ctx_rehash

B & ARSI BIIEREE

iEAF Linux B9 Citrix Workspace R A#2F5INT EMMi&HIARS 2IEHI0IE RS,
BE:
REEAT Linux B9 Citrix Workspace AR ZH1, 1BHIARS 2SN X IHIIEBERA IR EHREE.,
LR T EER ek

o RSB[BHMKAE BIFHIRIRIED

o RSB[BIAMKECEFCIEFTE FEER

o RSB[BIAMKECE BIEIHAHTHBIPENES
« RSB[BAMKEEVFERXEZRIEIER

WAEARSSEHERET, iEMT Linux B9 Citrix Workspace M REFIEERKIERSSIERIRS S (FMX) =EH
FREIER. SERHMARZERT Linux & Citrix Workspace M AERRFHER, LaSRBIERREAE. MRIERF
2ENE, EEBRY.

5 Web Y83 FRHERRERAELL, LERERE ™, % Web R4 GIEXEEEMRIER,

DFRIRSEEH (FM*) BE—AEBNIIR. —AFERINEBTESSBERT Linux 89 Citrix Workspace W8
EFRNERR K.

BEAMXEE T ATERNIER, BNEEENTENEIINEFERALES, AXEERBEESHET Linux B
Citrix Workspace M BZFERNRIES:

. THIRS IR
. “TIREER
. TBURIER”

ARG, EHATF Linux 89 Citrix Workspace M BREFFEMREXEIERETHBE M. EATF Linux B Citrix
Workspace i AEFEEHREHRETERME “THRIER". MREMTF Linux B Citrix Workspace R AEF &
£ “TREIRIER”, EEERK,

HE:

o EEFPMENMAT S ML, MREFECEAX—FEMMEHNIIIESE, ERECNEEERSY
BUIRIE. B0, HEifFEEMm DA UIIEEERARS SIEBAIES (DigiCert/GTE CyberTrust Global
Root #1 DigiCert Baltimore Root/Baltimore CyberTrust Root) , EFELAFI&E £, XMMRIE
BT H, THMIGE L, IE—"aA (DigiCert Baltimore Root/Baltimore CyberTrust Root).
MRIEEMX EBE T GTE CyberTrust Global Root, NJiXtemH A i&#& EHERA T Linux B9 Citrix
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Workspace RZARZFERZAY. BSEIEBMENME AL UBEMERANRIER. SEEE, RIED
RAZTH, FAIEBhENiLt.
o RERSB[BAMKMALERIES, BMEEEEHLZEMtt. EMERNIERMA T,

MEREHMXEE T U TAMIES, BERECALRE QWD) :
. TRORSBIER"
. “TIRIEIES”

&, &ATF Linux 89 Citrix Workspace M ARRFRERXHEMER. MEFHEEAFI&E ENRIES. IREAM—
MNEMIIEMIRIES, FEWANE (B “REOBER”), EEEMRT. [N, EEERK. WEBRMERT Linux
89 Citrix Workspace R A#2FFIEMIFELES, BRFAIFERT Linux & Citrix Workspace [z 12 &R E
BRI RIEIRIES.

RERENMKEE T U TIES:
o “THIRSIIER”
o “RBIFRERER”
o “EIRMIRIER”

Web % 288 FTAE S ZREIZMIRIE R, B2, EAT Linux & Citrix Workspace M BREFEE R ZIBEIZMNRIES,
HEEEIE R M,

REERMENEER SN REER, EXHERT, BEANXEEFREPRENES (BREERIES), Fl:
o “REIBRSIIESR”
o “RGIRERER 17
o “REIFRERES 27
BE:

o RUEEPMENMERRXEGNHREIER, XERBFHEESMRIES, HERBDEERFIMRAHR
IEBMESRANRIEBNIEL. EXMERT, BELFERNPEIER. G, ERRANRIES
“Class 3 Public Primary Certification Authority” EE5HENAIZ X EZFEHEP “VeriSign Class
3 Public Primary Certification Authority - G5”, B2, #MMBSIRAMIRIES “VeriSign Class
3 Public Primary Certification Authority - G5” h A1 A, ZhkAE & “Class 3 Public Primary
Certification Authority”, EBRAHIRIERFERARXERBHENER.

o IXFZHHREEBHRIEBEAFHEENERESR MANR), BEXIXELNFEIELEERENMIEL
EET (kE). X—EFRBZXEZNPEIERSEZENREIER (F1a0 “REIPERES 27) XHFFE.

BEEFEALEE (BERRIEBNRXXEZHNPEIES):
o “REIBRSIIESR”
o “TBIRERER”

FRERMXEENERARXXERNPERER, EAMKEEERERREARIES:
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o “THIRSIIER”

o “TBIRERER”

o “TRRIRREZPENER" [ FHEE]
FEWNAMKEERS FIES:

« “THIRSIIER”

FEXMERT, MREATF Linux B9 Citrix Workspace M ARZFHRAEIFIERIERER, EEHFLAK.

Hdxcheck

Citrix #2512 hdxcheck.sh {9 Citrix Workspace M BEFLER G BN —25. ZHEBKREENIEEE
EHREFFERAEXR, ULXFEAT Linux &9 Citrix Workspace N BIZF R B IhEE. ZMIAM FRENRGEN
Utilities BRH,

iz17 hdxcheck.sh fizx

1. 7£ Linux It BRI iR R
2. X cd SICAROOT/util #iZ Enter B#SMIILZERHFEN Utilities BR.
3. 8 ./hdxcheck. sh LUB1THIZ,

Tk, HEMAR

May 4, 2021
AILUER U T EES A% E Citrix Workspace MABER:

« M Citrix T# T# Citrix Workspace R AEF.
o fFREART Web #9 Workspace (f#H StoreFront B2&) Z8E Citrix Workspace N AEF.

FohRE

M Citrix T TIE FEUTREE,

Debian &t

RIEEAIRMER AR RENTREP— Icaclient MEEHEP—1 IcaclientWeb B,

2EMREA USB EEM, FRIBEMRERRRRENLERP—1 ctxusb RHFE,
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RHEEBR NE

Debian %4t (Ubuntu. Debian. Linux Mint

%)

icaclient_20.06.0.15_amd64.deb HBIARS 215, 64 i x86_64
icaclient_20.06.0.15_i386.deb HBNARSS 25, 32 i x86
icaclient_20.06.0.15_armhf.deb HBARS 2%, ARM HF
icaclientWeb_20.06.0.15_amd64.deb 1% Web Receiver, 64 {i x86_64
icaclientWeb_20.06.0.15_i386.deb 1% Web Receiver, 32 {ii x86
icaclientWeb_20.06.0.15_armhf.deb 1% Web Receiver, ARM HF
ctxusb_20.06.0.15_amd64.deb USB %48, 64 1L x86_64
ctxusb_20.06.0.15_i386.deb USB ##&, 32 {ii x86
ctxusb_20.06.0.15_armhf.deb USB ##&, ARM HF

£/ Debian B @ TRE

M Ubuntu £# Debian ##& %% Citrix Workspace Rz 12T, 157 Ubuntu Software Center F3THF XL
L/AESI

TR, BR
packagename BB EZIARENRE T BT,

i3 #25¢ Ubuntu/Debian/Mint RS STMANRGEERE, EER]LUEBINEXHRKERHPE THN.deb &
HERREZRGE, LRFRESES— M MGEEES, AT THEARKNOCER Y. IRLKETANRGEE
12g8, Citrix BI&fEA gdebi (<$17TH).

/

M.

B s icaclient MHAE, icaclientWeb B4,
EEABRTTRREREE, BRITUTERE:

1. LU (root) AR BHER.

2. A EIREO,

3. @dEAN gdebi packagename.deb BfTUT=ZMHGEMNRE, Fl0:

* gdebi dicaclient\\_19.0.6.6\\_amd64.deb
+ gdebi dicaclientWeb\\_19.0.6.6\\_1i386.deb
e gdebi ctxusb\\_2.7.6\\_amd64.deb

EFEA LAY dpkg, 1K gdebi Bty dpkg -1
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MEFEANE dpkg, HETEAN sudo apt-get - install. REFEMERKIIKHIN,

=W

o ctxusb MHENENED, BATZHER USB EEMIEE.
« BhZA 2101, SHR—IRENRET, BERELENBEFFRI.

4. #Z EULA,
%% Debian REE MM BIEFFRIPAS:
Bk 2102 &2, Debian ix Citrix Workspace N B#2F 35N B2 F RPN

EHRLENAREFFRIPAY, BERE Citrix Workspace M RREF 2RI MEIRISITU TH<:

“export DEBIAN_FRONTEND=”noninteractive”’

"sudo debconf-set-selections <<< ”dcaclient app_protection/
install_app_protection select no”’

‘sudo debconf-show icaclient’

“sudo apt install -f ./dicaclient_<version>._amd64.deb’

Red Hat #f6

RIBEIIRERABRRENLTEREP— ICACLient MEEHEP— ICACLientWeb B,

ZEMABA USB EEM, FRIBGIIRMERRAREHRERP— ctxusb REFE,

LACR L= AES

Redhat #4@ (Redhat. SUSE. Fedora %)

ICAClient-rhel-20.06.0.15-0.x86_64.rpm HEIARS =, BT Red Hat (83E Linux VDA), 64
i Xx86_64

ICAClient-rhel-20.06.0.15-0.i386.rpm HEIARS 3%, BT Red Hat, 32 i1 x86

ICAClientWeb-rhel-20.06.0.15-0.x86_64.rpm {XPRF Web Receiver, EF Red Hat, 64 {i
x86_64

ICAClientWeb-rhel-20.06.0.15-0.i386.rpm {X Web Receiver, &F Red Hat, 32 i x86

ICAClient-suse-20.06.0.15-0.x86_64.rpm BBARES X, BF SUSE, 64 i x86_64

ICAClient-suse-20.06.0.15-0.i386.rpm BHBhARSS =, EF SUSE, 32 i x86

ICAClientWeb-suse-20.06.0.15-0.x86_64.rpm {% Web Receiver, &F SUSE, 64 i x86_64
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RHEEBR NE
ICAClientWeb-suse-20.06.0.15-0.i386.rpm {X Web Receiver, #F SUSE, 32 i x86
ctxush-20.06.0.15-1.x86_64.rpm USB #4-6&, 64 {ii x86_64
ctxusb-20.06.0.15-1.i386.rpm USB #f4&, 32 1iL x86

AR

SuSE 11 SP3 Full Package (Self-Service Support) RPM #i- 8B F .

fER RPM B B#ITRE

NRETE SUSE LM RPM @ =4£ Citrix Workspace M F#2F, &M YaST 5k Zypper LA #2F. RPM /A
BFEERE. rpm RS, NRHBDHNFRBI, WK HNEIR,

7= Red Hat ti&E EPEL #fi#E

N

https://fedoraproject.org/wiki/EPEL#Extra_Packages_for_Enterprise_Linux_.28EPEL.29 TF#;t5 LR
RPM ##a,

BXRUAERZRGEENER, B2 https://fedoraproject.org/wiki/EPEL#How_can_I_use_these_extra_
packages.3F

a0, 7£ Red Hat Enterprise 7.x £, AJLUfERUTaHm<$ R4 EPEL 28R

“yum localinstall epel-release-latest-7.noarch.rpm’

m:

RPM 4B EIER A REEARENABER G, BETHHF LRI, FITENEE OpenSUSE EEH<L1TH
£/ **zypper install **, (&7 Fedora/Red Hat £f#/E **yum localinstall \**, % >

1. &8 EPEL 7R,
2. LU (root) AP B1HER.
3. BERNETUT=ZIMRHEEHNRE,
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=W

o ctxusb BAIEMRMHE, BLEZRGEUZFRHER USB EEM,
e ctxappprotection BaNEMRHEE, XHERRENAEFRIPAGRA REZREE,

4. A —MERBED.

Yt F SUSE R
e zypper in ICAClient-suse-19.12.0.19-0.x86_64.rpm
e zypper in ICAClient-suse-19.12.0.19-0.7386.rpm
e zypper in ctxusb-2.7.19-1.x86\\_64.rpm
e zypper 1in ctxappprotection-21.4.0.2-0.x86_64.rpm

3F Red Hat =%:
+ yum localinstall ICAClient-rhel-19.12.0.19-0.17386.rpm
« yum localinstall ICAClientWeb-rhel-19.12.0.19-0.7386.rpm
« yum localinstall ctxusb-2.7.19-1.7i386.rpm
« yum localinstall ctxappprotection-21.4.0.2-0.x86_64.rpm

5. #% EULA,

LIRS
7E7F Red Hat #941Thk (RHEL. CentOS. Fedora %) &1, MIREHMUTHEIZHEE:

requires libwebkitgtk-1.0.s0.0” (- % Z libwebkitgtk-1.0.s50.0)

EARIN— EPEL =6%E (RILUE https://fedoraproject.org/wiki/EPEL 2 #23%4HMEE) -

Tarball Zi6

RIEEHNRERRRRENTE TENEFR— P REE,

]
G

L/ERIEE nE

Tarballs GEATEMKRITRAENMERE)

linuxx64-20.06.0.15.tar.gz 64 1iI Intel
linuxx86-20.06.0.15.tar.gz 32 fii Intel
linuxarmhf-20.06.0.15.tar.gz ARM HF
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%5 Web Workspace M ARFHNRHE5ZFEBRSNRGEZENEINZEERT @4 Web Workspace [z
FRREFFENKHTN, TEEBEMRSMENABIN. BEIIRSAENKITZ Web Workspace [ B~2FFER
REAEE, BRI EHER,

o MRIFEEAT Web #9 Workspace NBIERF, ZEENETREATFAEE BRSNS ERGE,
BIRLEERT Web 89 Workspace MBEFHRHEE,

o BN, i5M Debian #EEs RPM #EE %% Citrix Workspace MABREF. XEXHEZTER, FRE]
S BEMREE ARG,

s MREHEXRENME, BEM tarball Zi-% % Citrix Workspace N AB1ERF.

AR

o BNERENTEN LERRMARNLESE. MRATIHEE, BrIgESEIIHRESNARELID
TR

{8 tarball Zia it iT4s

AR

tarball REBFRITHRBIICE, BRRERBIN, EHRBRBRFIERAKHIN,

1. fIA—TEHREO,

2. ¥ .tar.gz XBNABRNEI— =B R, HlW, BA: tar xvfz packagename.tar.gz,.
3. BN . /setupwfc #¥#% Enter BizT2ERER.

4, EZEZIINME 1 (K% Citrix Workspace FA1ERF), ARG Enter #,

5. BAFMEREERNEFEMEIR, ARG Enter 8, 3k Enter BEBRIAMIE L% Citrix Workspace 22
=

Y (1R) APRRINREBRA /opt/Citrix/ICACLient,

IESNAPHWBIALEB RN SHOME/ICACLient/platform, platform BRSGHWLENIRERAE
FRAIARIRRF, a0, $HOME/ICAClient/1linuxx86 & Linux/x86 E£&),

AR
MBIEE TIEZIAMLE, 157 SHOME/ .profile & $HOME/.bash\\_profile # SICAROOT
RigEZMUE,

6. RFRTIREIRIERT, BN y HiZ Enter #,

7. ALGEER TR Citrix Workspace MAREFERIIEHNEEIAEF, RESERIE—FERIER, AP
MeEzsn Citrix Workspace MR, BERTR MEA v LUS AR,

8. MR AIBE %% GStreamer, NALLEREEE GStreamer 5 Citrix Workspace R BEFER, UEXE
HDX MediaStream Z&{xi0E, ¥ Citrix Workspace MABEFS GStreamer £/, BHERTA FEA
Yo
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=

=W

ERLFEE, Mtarball AFBREZTFIHRSBAAERTES KDE 71 GNOME £RETH/ I,
BEORNMA gstreamer-0.10 BYHILLLRIE, MBI, BRIEREHRE (A ctri+c ) His
7% gst-inspect-0.10 -- gst-disable-registry-fork --version., iEZ{7i%dn
2fE, AUERERRAENIER FEHET tarball #4E,

9. MRELUSE (root) BREHESR, HEFE N Citrix Virtual Apps and Desktops BB %% VDI M EBEF R
USB %#%. EIRRAT FRA y AIRE USB #¥.
AR
MERZLESFAR (root) BMER, NKETRUTESEER:

“USB support cannot be installed by non-root users. Run the installer as root to access this
install option. (USB Z#FAH3F root BFR%E, 1BL root AR BAETRERR, LUbALtRE
i&lﬁio)

10. RETME, TREXBHBRET. BRURERERF, HHERA 3 7% Enter &,

ENE
BB E3 tarball SREEHITUIR, ERIRERFZNITET AR RPM 1 Debian B,

HAEIFIET 2 ICAROOT R BENFFAHNREER. ERNBAFPNRINLEBRH SHOME/ICACLient/
platform, platform TEERAAHWLENRERFERNIRFIAF, F0, SHOME/ICAClient/linuxx86
R Linux/x86 F &, 1IFNEPRERIALES /opt/Citrix/ICAClient,

AR

ZEN#; Citrix Workspace MABER, HAUSHITRENBFHERNBR ENER,

EZ; tarball #4a

1. 8 $ICAROOT/setupwfc ###% Enter BIZ1TLERER.
2. EREREFIR, RN 2 Fi% Enter 5,

&

Z M Citrix Receiver 74| Citrix Workspace R 12, &M Citrix T# T# Citrix Workspace [ BiERFHi#
TRE,

Citrix Workspace REEINEREE RSN ARFE. FENIURBHEHERRENAEFN, BEHEABT Uk
R Citrix Workspace R B1ERF, &R TTHRELZUTREZFMARER,
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RIENI]

May 4, 2021

®E

AUTHZERGE, BEXEE, ARRE Citrix Workspace R B2, AJLEK Citrix Workspace M ABEFR
HENAS, RAEEMITEXLEXH,

BEXRE

1.

8.

9.

¥ Citrix Workspace Z AR FRHEXHRBRATI —NM=BRF. ZREEXHE KA plat-
form.major.minor.release.build.tar.gz(f5l#0,Linux/x86 F & MM H4HEX#H A linuxx86.13.2.0.nnnnnn.tar.gz)

RIEFEEE MR Citrix Workspace M BIEFH . 180, AL TLS RIES LUERIERRE L 89T
B, XF2i5kE Citrix Workspace M BIEFRENHAMEE -

FTF M4 PkgID,

. AILLTHT, ETnRESEEEN:

MODIFIED=traceinfo
Hrh traceinfo BERERAMENEIENES.

REHRAX M

. IF#EaxHsE platform/platform.psf (170, Linux/x86 F&KIFIRA linuxx86/linuxx86.psf).

B TIR AR RS IRG BFAMEEIEN. WAEH, WARSSRLTEMREENEIER. BELATU
BREEMEAEBAXHHIARDN, HENRNERGEERAXGRINFT. REEXHTIRPTISFI:

o XfFRE

o HEXNERE

o FHMHE (BEIREN cor)
o MR

. FREE

|

o KN

REFH XA

£/ tar <L EHMWE Citrix Workspace ARFRHEEX M. fld0, tar czf ../newpackage.tar
.gz *, Hft newpackagez A#k Citrix Workspace M BREFHR 4B HRIZ .
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530 webkit %
AT Linux By Citrix Workspace MBEFEE libwebkit2gtk (2.16.6+).
libwebkit2gtk AU TFHE:

o BT Ul K%, webkit2gtk 538N BREEREERS, FH webkit2gtk irzks 2.24 ESARAIRENE
&R YouTube IEFR,
« webkit2gtk kg7 2.16.6 RESRANHE T E AR U R E RFAEE,
o ZNARFSEIN Linux X1TEREELT, HIZRESHMN webkit Z28E,
AE:
webkit2gtk EFLE Linux X1THR EARTT . BERERUTETERRA X!

o 7£%% Citrix Workspace A 2R 1906 Z a1, MIRIE webkit2gtk,
o N THIE T#H Web %RFE, HHRHEENZR Web Bk,
o BohE%HF webkit2gtk 2.16.6 SHESAH Linux K1THREYE Sk A,

Bzh
B UELIHR AT F MR —ME S R KEIREHER Citrix Workspace AR,
WIRGIIETE ICAROOT BB NIEMEFNRER R,

"R

UTFHEARERTM Web GFfii s, WREATER tarball BEKHE RS ERNLE,

KImhe R

ERIRRR TBED Citrix Workspace MABERE, BHEN:
Jopt/Citrix/ICAClient/selfservice

Fiz Enter 8 (Hr /opt/Citrix/ICAClient 7% T Citrix Workspace MABEFHBER) -

Linux £&

AIERAX A EREMSmIfER Citrix Workspace M AEF.

ERERmET, FabMEEER Citrix Workspace B B#ER. Linux B&fThikasRE, Citrix Workspace [ F#2
FFREMR R B ARE,

BEm

EREBEEAT, & Citrix Workspace ARRFREFHNERT, AILUZRISEMNETRAR. EEIEMTPER
MREUREEXHMIRE
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BRI

EBipnSEmMNAER, 8@ XenDesktop = Citrix Virtual Apps i§E—MKF. Ak, &0 IT HEALZHAR
AIRES EREF— Mk 7002 Citrix Workspace #, SERIEESERE NI A EREM Citrix Gateway 5%

Access Gateway AR%S 25, EAI UM Citrix Workspace Ffllpgik

1. EERTUHEERNIKFPE L, RITUTEREZ—:
o BERIKR, BRERM. BERAEERKAURNESER.
o EENKPEANNAEENFAEE (BINKIARX), FREHRE.
o EMFRIKF, FREMER.

2. BRERLRTHEITEE. RAMRNNIRSSFHTEHEIE

IttzhaeTE Citrix Virtual Apps for UNIX £iEFFRA A,

AUEARRENBINRELETRE (2FRR), EARKARE, IEERINEFOPETR (FOER).

o EEETDHEENEMRE L, ERKEERMEETIER MR,

fERAI LU= A Desktop Viewer T A aE oS ERENITESIENE RS,

Desktop Viewer

EXAP R EMNKEN S XNERA SRR NAEMELHEROEEUTRRE.

LAFSESHEINSERER, &R Desktop Viewer, BRMEMKE A UEE LM EMNSEE, Al

oo
==

HEAKE. EXMIFEERT, Desktop Viewer TAENEAFAFEEONSEEOSLRRETOZEINA,
BENERETRBNZ B REXE, ARIUERR—AFI&E L2 Citrix Virtual Apps and Desktops #E#1E
KEREZENRURERSTKE. BRHTATRNMAERAESIE. &KX Ctri+Alt+Del 7). MAEZEUKRMS

EREHIRH S EEERFNRIE.

# Ctrl+Alt+Break $7E3# & O+ 27~ Desktop Viewer TEZ#%4H,

BEENEERIE

Citrix Workspace A2 R A EME RIS RN SENNBER. fli, MERRERET,

o FERIGHEENEANE L, SREMEENAREFNKERH—HET,

BRI 1
ENKRERNAEFREIHNEMRE LNXSF. AILUTHIEINSR I X E AR REE,
1. EEETHEENXHIFRINE L, EFE—RGFIREIEE, ARERUT®ERZ—!:

© 1999-2021 Citrix Systems, Inc. All rights reserved.

34



BT Linux & Citrix Workspace [ Bi2F

o %5 - AFREHNAEF RIS NI

o Qi - A REHNAEFRIEARS NERX .

o TIFRNIR - RAVFRESNFARZF IR o

o FREE - KEHNARFSREEHRAMEE 2 TRIRR.
2. BERM, EEME, ARERE—EMRGEIRIERIER.

LR NAMLEE Sk
BIREXRNEMEREK, FIUEMRENRESNAEFAREHZAME 2 NS MEREN G
EEETXHEERNE e A ERENNE L, ERUTERZ—!

o EARNZEXNMNMEREEN - ATFRERNAEFERZTNANER G,
o MEARBZRRNAMEEEN - FAVFRE N BEFERAZRNAMMEZREN.

Flash Player

AILUESRR Flash RBENETAR. LLAEEEE Flash Player R ER, HEEMA. siE@iuBIER:
EEEMAHEER Flash TE L, SERUT®ERZ—:

« AR - REBRRE, BrgIERREMN,
« FMLUAR - REEFBERREBEFFRR 2.
o BREWI0) - RER Flash ARREBIRT.

JEZ

i@ Citrix Workspace M RERF, AP AMREBEIRENSENNARERER, URIRESZEHR Windows,
Web %4+ BIARSS (SaaS) AR, A LUEE Citrix StoreFront sii@iE Web Interface #1918 Web TIE &R
BPRARE,

£/ Citrix Workspace Ul EiZE15R

Citrix Workspace BR2FERIRIERFAWKAIZE (B), AP EEINRSE) UK Citrix Virtual Apps and
Desktops BEREEMNIZE S RAF I ANEINSENNBEF. 7 UEREIER > i REEE StoreFront iRS
2389 URL, SEWMREE T ET B FHREFAIK, LD, M@ imN B F o tib# T E,

R

R A StoreFront RS 8: LM SN ABECERABERNER, WEIHRMEFRERES, WENABHENS
FREURF RN, 33F Citrix Workspace AR, #HERMAEE URL HME—IRRIZNABE,

ERIENAEES, BPRSKERUTERR: WEX. SENLARERF. ERIR1E, BREENNER. B
E SR PRI N BT, 158 X ERS RIS S R RN N B R R
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EERIRE

AL Citrix Workspace M B#2F 5 Citrix Virtual Apps and Desktops fRZ28 2 BIHEIEREBERLEIIAIRE, W
BHE, EAUASMEEERXEGE,

BABERNAFMNESHNRRAESES, B9XA ‘AP — AT RRENBRESSBEREERRITHNGE
SIUX 5.

MEF LTINS BREEH IR

g Citrix Workspace M AEFERN LN SESN BEFELRA, BISIET 2RSS ISSMIER, Lo, FaMm<
g% Web 5381 ERE.

fFEAH<1T8)EZ Program Neighborhood =i StoreFront 5 2380iEE
WEFM:
HiREZAREERT Citrix Workspace N BREFME 2BMN. MNEHE, BEERUTHSEHITHM:
.Jutil/storebrowse --addstore \<store URL\>
1. RREEEINKENTAEFNE— D, WATEUTH<SZ—FRIEAITRSIANE—FFE:
o FIHARSS 2 ERFE REMNARER:
./util/storebrowse -E <store URL>
o FIHETHNSEMZBER:
./Jutil/storebrowse -S <store URL>
2. BITUTHSUBHRHESENARER:
.Jutil/storebrowse -L <desktop or application ID> <store URL>

NRFTFEEERSSR, EERUEFEENMRSHRMUES SOCKS RIBFARER. BXFHAER, FEH
RIEARSS 5o

M Web 528012 &R

M Web %288 B2 iEWE B EEEREIETEDINT. BTFEESHARINGEMIRERS, Alt, TEREE
FRRITRERE,

MR FhH Firefox. Mozilla 5 Chrome i€& 7.mailcap 1 MIME X, &3 SXEHMIATER, LUE.ICA X1k
=z Citrix Workspace R B2F AT wiica, BEERAEMRINES, BHEN SR KRR E.

1. BEEITU T < A Citrix Workspace MAEFHNIFEERTR, MRREIIFRINMIE, WAIESEN
ICAROOT #yigE, f&a] ARz <ML

xdg-mime query default application/x-ica, ®%JUR[E wfica.desktop,
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setenv ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource 1install --size 64
$ICAROOT/icons/000\\_Receiver_64.png Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica

xdg-mime default new\\_store.desktop application/vnd.citrix.receiver.

configure

2. 8l B ¥ B X Jetc/xdg/mimeapps.list (@ E & B R L %) =t $HOME/.local/share/
applications/mimeapps.list (mimeapps.list). & X % 8 7F k &% M 7 [Default Ap-
plications], ERUTHEA:

application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new\\_store.desktop;
TREREEH “EHR /AR IRENE LAEE Firefox.
HF “Citrix ICAIRBEXMHRE”, HiEE:
« ThzEEFE “Citrix Workspace RAT2F Engine (ZRIA)”
213

o “fERHTM..”, SREEEXMH /usr/share/applications/wfica.desktop (& Citrix Workspace [z
RREFNEERRTE)

=
« SHOME/.local/share/applications/wfica.desktop (EMEIFEBRRLE),

B
BAEUEREEROEREDNEE, KER— M EEERNEFNREH#TIR, B3ZIR, BAMEERAL
IR E R G A RN EEH TR E IS H R R IEE, EEEPOHR, BRAUBSUTAEAERERE:

* XA ARERF.

o AHERE. KPBRERIIEHXATRFTHNNAERF.

o NZEHREASE. EPBREFAXATIIANNBREFNER TASRSR[OEEERE (FIERSH[EE
FTERAFFERER XHN RIER) o

o ERERGRITRE.

EIREEE
EFEREETOEEEE, BRITUTERE:
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1. 7£ Citrix Workspace L A#EFSgEH, BHEEFH D,
LB 2R ERRARS SBH T HE MESDNRIE,
2. PATUTRMEZ—:

o EFIRSES. BRTEREUESH, NEFHEM.
o ER—NAER, XHAZEH.

fic&d

May 4, 2021

FERERT Linux 89 Citrix Workspace M BEF, AFRFIAUTEES B HREEENBEFMSHE,

®E
[r=eats

BERSKSERAAEAIORE, FTLUEH Citrix Workspace RRFIEREN . KEREXHESR wfica
BEHEhEET. B LURIERS R M B I M R B & R M

MRBATREHRE, WARSERRARIE, MIFMEENSE. HIRETERSSBIEBKETRE X AP
Bl

RINGE
NREFUFE Citrix Workspace MABEFAFWEIAE, 1EE2K SICAROOT/config BRHM module. ini
BB X .
AR
R ALI\\_Regions.ini #WNENEZBHZENFEE, WA=EA module.ini FZFENE,
AT1\\_Regions.ini FHENMLEEST module. ini FHE,

RIR 1

W R X SHOME/.ICAClient/wfclient.ini REFE%E, wfica @it & #H SICAROOT/config/
wfclient.template #1TelE, EXULRRXMHY, FAMERERAZIFE Citrix Workspace M BEF A
Fo
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BFRigE

ENRFPNAREEN, BEHRAFH SHOME/ . ICACLient BRFM wfclient. ini X, LXHHINEER
Rz FiZ R P R RAVERE,

WA EXH&E
ERE wfclient.ini HRZERME, BE ALL\\_Regions.ini HiEE A YFHIETEHETE R,

MRBEET —ME, MERZE, SHOME/ . ICACTlient/AT1\\_Regsions.ini BJLALEE R SICAROOT
/config/ATI\\_Regions.ini REBMATEEE, MIEEBCHRES,

=

AR

Fwfclient.ini FIEENENRLHK=TE module. ini FHE,

28
BIXHHPIHNESHBRAZIZ D F. SMEOHLUESHEENZNAL, ERBTE—ANSE; fid, 38
B\ [ClientDrive\] 5&FixIREN2_HET (CDM) Hx,

BRIERBEE, BNRBSAEFARINSHIEERIAE. NMRENSHREFEEREEE, WEBNAERIAE. F,
MR InitialProgram GIRES (=) BEHEE, WEEARIME EREFETER).

Rk
ATT\\_Regions.ini {EE A UHAEMXFIRENSH. ERIURFSHNENERFHIIEHEE,
N EMEERERE, FIRUTIRFEEN

1. ATT\\_Regions.ini - lkX&HPHEZES U TXEFRHE:
o EEM.ICA Xt
« wfclient.ini
2. module.ini - WRMEKE ALL\\_Regions.ini. EEMN.ICAXHFH wiclient.ini FIgREE, H
BXLERBEE AL\ \_Regions. ini MK E#HITRE, NEERLESHHE,

MBEEPERSCHEEARIZEE, WIEER Citrix Workspace MBEFREBHHRIAE,
AR

IR FRIMFFEGIIMER. FlEl, BFL2ERERE, RBaE IMwfclient. ini FIRERELE(E,

BEZEnERRHE

Bhizs 2103 &£, FILUREFABNZ ERERETRER. fREERARENETAN. BERMTERMEHRE
MRmh=IE, MMRSMARAEF AL,
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ERM&FMH, BHAE AuthManConfig.xml X 3 Ak IhEE. F A% SICAROOT/config/
AuthManConfig.xml HHRMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>

8, B5F NAREFERSEETR.

BREREHRE, RREESEPNNAREFETREEN, ARERRETE. WK ERRREHENEE,
HE, LAILLEEEBBRSEOFKR Ctri+M BB RERFXEE,

Screen Layout - 8

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTHRSEPEREINRE. HEERNYAREERNRHE,
ER— RS ML R BB ER. AR, RIERIRERBEFEHTET.

PR

- BRARREEMRERERRIEPHNREFRFIEE.
o ILIHRE(GE R FARME AR R E.

N 2R fRIF 520014 Thie
AR

o {XLERA tarball @ %% Citrix Workspace A2 7 2 HFIETAE. thoh, x64 #1 armhf 2m—

REERNLEENRIG, A REBINAEFETRREGTNERSTRIEN. GXNAREFETRERIFARE
155
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TR R G S,
o ItkThBE(TE Citrix Virtual Apps and Desktops B9zt E B 5 5§,

N FAIERFRIP 2 — Ikt nThae, BTERER Citrix Virtual Apps and Desktops AR {itigsa R 2M, ZIhEEREIT
BFIGSRECLFNREREHRREERGENNEEN. EARFRRIFAIHIDEERS AR SENSRERENE
BR. ZMEERIHLEAFPNREESNRFRBE UM ERARRICRB[BRENFARRES.

WEFM

Ubuntu 18.04 &= R4,

NS AR RIPAE

8 tarball Zta %2 Citrix Workspace M ABREFH, BERUTHEE.

“‘BSRELENAREFRIPAL? Warning: You cannot disable this feature. (Z#&: Ree2BILINEE, ) [ERINE
SINSTALLER_N] #7uEn# Citrix Workspace MB1ER, FHEBHZR, EXFAER, E5AAEERBER,

WA Y URENBEFRIPAL.

RINBERT, FRENBREFRIFAN.

ENBIENMUEESEN. FRIEEMBHITEN, BNNBREFRIPAELERIAET.
%% RPM R BB B2 FRIFAN

Bk 2104 &, RPM ki Citrix Workspace [z A2 2155 I FRIFThAE.
BRENAREFRIFANS, BRITUTERE:

1. %% Citrix Workspace R 2.

2. M Citrix Workspace B2 RERF P REN BIEFRIP ctxappprotection<version>.rpm#&
8.

3. EfRTRSUEERER.

%% Debian %GB FHRN BIEFRIPANS:
BhRrZs 21012, Debian hiz Citrix Workspace [ Bi2F 215N BIZFRIFINEE,

ERRLRENBEFFRIPAG, BERE Citrix Workspace WEBEF 2 BIMEZIRIEITIU Ti<:

export DEBIAN_FRONTEND="”noninteractive”
sudo debconf-set-selections <<< ”dcaclient app_protection/
install_app_protection select no”

sudo debconf-show qicaclient
* app_protection/install_app_protection: no

sudo apt install -f ./dicaclient_<version>._amd64.deb
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BN a)E:

« RIVERRIPHERN, EAEFRIPEBRETIRRIET.

EP&REETL (CEIP)

W ER YR iR BIRERMAA
FeBEMERLuE Citrix EP AR E1T%I (CEIP) M Lh#3EATZEED Citrix 125 Citrix
EAF Linux B4 Citrix Workspace M BiEFHRE. A

Workspace i RIEFIREREM  SMMMERE.
fEREE, HEIREIEREER
Google Analytics,

Citrix BREES Citrix BTN EREZ T EBENEIE, FI1RE Citrix Trust Center L3 # 8 Citrix Services
Security Exhibit FFEER S I EHBHITRIF,

Citrix &£ Google Analytics M Citrix Workspace [z RiZFFUsE 4B (E R CEIP —E8%, 7BZEE Google
Wb Google Analytics UEERIEIE.

AILGEE LT AR X CEIP #3E£%3 Citrix #1 Google Analytics BITh8E (TEEZNES * 1I8RMA Google
Analytics IREE I MIBTTRMRIM

1. E#1% \<ICAROOT\>/config/module.ini X#H*Hi%=I CEIP 285,
2. #EXHB EnableCeip #RHEHIEEN Disable,

3 r

AR

¥ EnableCeip Iig&X Disable f&, MREFLEEAKE Google Analytics &k REF CEIP iR
& (BMRERGARA Workspace RZFAEFIRZS) , ESMEIU TR HRENLEE:

fiI&: <ICAROOT>/config/module.ini
#Z45: GoogleAnalytics

%H: DisableHeartBeat

f&: True

Google Analytics WsEr4sE CEIP iR TtREE:

BRIERYARA * Workspace BifRfEFHR ~ NAREFRBF EPFig ID
zt *
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BRI E IRIZERARAS EHTra

IVAZEEEI e e

IR iE RS EE B Citrix Workspace AR B, ZiERSe@XIEPEEN— BT 3INKBIERF
fe88E, EAT Linux 89 Citrix Workspace M REFHE R MEERS LIEGH,

TR MER TR RS

o BXxEs Citrix Workspace R 2R
o XAHEMBINBER
s REHBHBHNARER

AR
Z=Z libappindicator R BFEE RN BEFIE TR, BEM Web REZFAFEM Linux ZITAREY
libappindicator #e,

ICA-to-X 2

B LLRIE1T Citrix Workspace M BRZFHMTFUAERS SR, HEMEETHIHMER X1 MigE, BIHTIE
£, BILLR Microsoft Windows AR $4 T %R Citrix Workspace FZAEREHI X ikt UNIX TIFuk,
AR
Citrix Workspace ZREFRHEAT EM X &%, EXLERT, Fi%%E LR Receiver BEIEMBRF R,
Utk 75 0E1T Citrix Workspace M B#EF (BIfER ICA-to-X R18) X#rHBRSS 28 ICA,

izf7 Citrix Workspace FZAEFR, ALUEEMARATIE X1 mHE@ES4H Linux £EAY ICA = X11 %63k, 8
2, Izt EEEREM X1 BTRR. aIUE—NRZKFRRNETT Citrix Workspace MAREFHNZ M EIE, &
MEIEEEHRHZIEIFENIEE,

HESRHNRRETIREN ICA-to-X KEREAT Linux &9 Citrix Workspace M BZFH AL

= r
| .
- - | __,_-_ﬂ__ —
- | —— . .
\\_____r _,-'-"""-- T o
Xenbpp server Linux server X11 Client
Citrix Workspace App  UNIX, X Terminals,
for Linux & Emulation Scftware

BRBIXRS, FE— Linux lRS#E7Y ICA = X111 KIE:
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o MREE X Lif, WalE@ERTm X Linid X ARFR Linux BR588 LizfT Citrix Workspace Rz
.
o MNREHEFLAMEA Citrix Workspace RZFEZFH UNIX T1Els, TRE—ARSSBRALURE, LRSS
LIZiz1T Linux B9 PC
R 2@ |CA X BIThEE R LA R X111 HRIRIES. BINERT, REEERREhaZETAR{E ErIEEIES. 0
RER X Lif (BELEANMRNEG), XHARR@. NRERAEM UNIX TIEERHRBRER, aIMRITU TR
gz —:
o LUNFS SXERERENTE EEAH UNIX TR, AEEE P mIRshEMETEmiZE LR NFS &3

&5

el

o £ NFS 2) SMB {12 (f5l40 SAMBA) =ifRs322 ERI NFS ZAi (5190 Microsoft Services for UNIX) .
RENgE AR EBERIRIESE:
« USBEEM
s HEEFETEME
« COMImAOEEM
o BMERERENRSSIZFEM, BASEEMEED X11 185,
o REBEFIRITEINIERE] X11i&&. BER LPD ITENTNAEM RS 25 FBhifinl UNIX FTENH, SHEFERMLET
EN#lo
o ZREBNNETRARNEER, FATCERETT Citrix Workspace MABRFHITEN LESBGL, Zit8
VERERENRSES. B2, ZEFRHNEERERERENRS S EREM GStreamer REER (RE
Mist)
EHA “PRS 3} ICA” M X &gt UNIX TessEED Citrix Workspace MBER, BHITUTIRE:
1. 1EH ssh 8 telnet &2 AERIENIESE,
2. ERIEIGE LM shell &, 3% DISPLAY FIET &8 8 hAithig®, #i0, 7 Cshell PEAUTRE:
setenv DISPLAY <local:0>
Y=
MNRFEH ssh -X mSEERIAERENILZSE, WTEIKE DISPLAY IFET =,
3. ERHIGE FMSHSIRTRA T xhost <proxy server name>
4. 8 Citrix Workspace MARFAREARIANREEZH, BESHREHFELTE ICAROOT &E NS KRN
REBER.

5. #%3 Citrix Workspace ZAREZFHNRER R, AHSRAEOP, BA selfservice &

RSB EFFAIRATEER

BERSBAFFAIEABTEER, EERATTUISEERASMNBEFITAERBHNARZFFH URL, f, MRES
IERERA Microsoft Outlook HAIEIFTH T 18ME A Web SimAvsEsE, NIEMER A I&E LN T AR R A Mo
BERSB[BIFFHMABETER, AILURSEERRNDE Citrix HRHME, MMERFAKIREIEFIEEE.
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AILLEERELT URL 223

- HTTP

« HTTPS

« RTSP (Real Player)

« RTSPU (Real Player)

« PNM (IHkR Real Player)

INREATF Linux 8y Citrix Workspace A#EFEESENNARFRLEERHPINE, WiEEHARSHBLARE
F#TH URL,

REBRIETFHRNBEECHERS R/ LERE, BNMERTE Citrix Workspace ARRFHLATEARE, BriRR
ZhE4 RealPlayer LUK Firefox. Mozilla 5% Netscape FHZE/D—NiRl%

EREPRREE RealPlayer N BHRNER TBARS BRI EFIHEATEER
1. fFTRFBREXH wfclient.ini,
2. 7£ [Browser] B3 HERUTIRE
Path=path
Command=command

HORZEENSHETHITIXARENER, LA TREEERAIN K URL IR HRITXXHRTR, SREWE
BRss88 %1X89 URL, fi4n:

$ICAROOT/nslaunch Netscape. firefox. mozilla

EEEBEEUNTAHS:

- K “nslaunch” T AEFU®K URL # =3 BN KEREOD H,
- EAERRZEAINXRFNNENINEEHE, EERBHRIE T

1. 7£ [Player] S EHRIATIEE:
Path=path

Command=command
Hiig 22 RealPlayer IHAIXERENE R, HS2RTAEEEANZEE URL NORITXXHRIR, &
EMHRS 28 &12E0 URL,
2. REHEFX S
AE:
S FXAMHERRILE, ARBIEEN KM RealPlayer IRITXHFIENE R, AEEIEEIRITXHFHTERR
&, B0, 1£ [Browser] ZB43#, BILUE Path &8 & 4 /usr/X11R6/bin ik /usr/X11R6/bin/netscape, it
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4, EAILMERESHRINIRARIEEZ NEREM. NRKRIEEXLIRE, WiEERAPRLE SPATH,
ZE M Citrix Workspace XAiRS23ZIEF A IHRNBEER, ERITUTRE:

1. {IFEE X module.ini,
2. ¥ CREnabled ig&% s Off,
3. REFEHEEAN

JEZES
B &R

FAEENEROIGE LR REREERFRENIFED, FEEMEEMINEZ BRI — TR, BRMNEERAILL
ER—NAEZNERENMREMENAS. EBEERSSE (MIEM/FIRE) LEH—TESTULEENR, MMmE
RERPIENHEH RS

+ 2F SpeedScreen IERNNE - SpeedScreen (ERMNIR:EIT BB IE R A P SR BB SR R AT TR VESRIR A
SEREER G THIEEE. £/ SpeedScreen Latency Reduction Manager al#EfR$3 25 LB Atk TheE, 2R
INERT, £ Citrix Workspace MBREFS, WIHEEXTRBEZA, HANHNSTEREETHNRMER. #S
i# “Citrix Workspace app for Linux OEM’s Reference Guide” ((iEFF Linux &9 Citrix Workspace [
B2 OEM £2E4E5/)),

o BRAMEES - JUBEESATT RV BERERNIUEE. R EFEEESRERTRRERNBERERE, B8
LIRS R RIERS M TR £/ Citrix SSARENEIGERRRLE R B ALLIhEE,

o BNEOKXD - BEOXNNERIEREBEMERNR KD, EFHFIREIERT,

o R/LERGEL - SEnEEE/DEI 256, 7 Citrix Virtual Apps and Desktops s £, RESIEE,

BRESSRE - MREAT M, ATUER Citrix“SiRE” KB ETRERERTILE.

FIR
ClearType F&Fi8

ClearType SHTBYiE (RBANFRETHERYE) TREMLTTHNRE, RNEHATHTARURIBLIE
PR SCIMMR, FTLUTARAAITEE. & AT LUBS SN S8 [WFClient] 25 gl T BRISE
SSCES R

FontSmoothingType = number

Hrh number BT B TEZ—:

=1 7h

0 ERMIEE ERAHERT, HESET
FontSmoothingTypePref i&&E X,

1 FEETEE
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& TR
2 WA
3 ClearType (KFEFHXR) Fig

FrETE ClearType FEiB#8=125 Citrix Workspace MARZFEHHERER,
BE:

RSS2 ATLUE ICA XHBLE FontSmoothingType, II&EMLE S TE [WFClient] FI&EMNE,

RIS ZERE N 0, AMEETUEH [WFClient] REIEMIGERTE
FontSmoothingTypePref = number

EHeh number AJLEUATFEZ—:

=1 TR

0 FrEEFE

1 FrEEFE

2 IR

3 ClearType (KFFHR) FB (BIALE)
Xk

B A XK EER

b E TR, RASUAFPREEMTARX R

s BPE “SE XX
o AP X" Xtk (£ Windows XP #1g “Ea9scAy”)

BIRHEXMREER, ALIEERFRHHRXERNMUE, UEFRNRSSRLENRS B ERBHEZEERI XM
KAE, WHREEREFRITIFEER, INESSAFRERAERSHEITHRS R, WTFETRENGHFSIIFRL
(FELLETRIEF, BAATUERITETRE MRS [IFHIRSSR) , BHAXEREER/LFFEER.

BEERHEXMHRETER, BFRITUTERE:

LS BB ER, TR, B, B module.ini FEZHENFEREAREXGHXEER, REHE
[WFClient] 385 FRisEX 4 RAMUE, BAIRIFINT:

1. BT x4z module.ini (g0 SICAROOT/config/module.ini)

[ClientDrive]
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SFRAllowed = True

2. BUTxaFME [WFClient] 24 (f1an SHOME/.ICAClient/wfclient.ini) =:
DocumentsFolder = documents
DesktopFolder = desktop

Hreh documents # desktop 7 UNIX 3243, GEESFBERFHN ‘XY f1 “Sm” XH4*pERHTE
B2 fln:

DesktopFolder = SHOME/.ICAClient/desktop

o AR EFNEEBIEENFREE, Fl SHOME,

o AWM NSHIEEE,

o EENERGAATBIEFIHIRERGER, B, ZBRUIEBRGHIE P IHIRERNFHHR,
o £ C HEARILRNBEFTo

& P ImIKh 23 BREY

it P imIREhEseRET, a7k Citrix Virtual Apps =k Citrix Virtual Desktops RS 28 LRV IREhES R AT B E |24
HEAPIEE LB R, B0, LU Citrix BA2IEH80IEEIEE H 54215517 Workspace M AREFH B I18%E
IHESTBR.

RIEIEHR, BFIHREHERMS PIFEAAF %% (81 CD-ROM. DVD 5 USB A7F%) EEHMNEMBERAFH
A, AiRRAMARAIRRXLEE RHONR. MRRSB[EENAFE P HENRRE, BARKALIGRZAMEFMERS
f, EREHEMIEXEX M, ARBHEERRFESIRENS RS FIREDE Lo

Citrix Workspace B2 215531 Citrix Virtual Apps and Desktops RS 3#iEEMNE P ImI&EME, BIEF
I EIRSY, BRSSER LIBITHZIE A SEEmsin R SAMAF IRERENIRE. AR RENAFRME, NAEF
MALT R GERMITT—1F, FRAXLEINERZA, BHHRIRS SR IFE P IRIEERET,

=z

AR
2258 Linux (SELinux) 22 RE T RER K ME F inIR a1 285370 USB EEMINEEMIERIZT (EFRD
Citrix Virtual Apps and Desktops ). MNREFEFERAEP—MEMINEE, B2 SELinux, ABTERS
2 b#ITERE.

BT R AYIR Th a3 AR AT R

o BEEPHEHFRRG AITFERRETERPEAFIREXHRAREREE D RG ZIARSS 28 LS E R ERTo
Bls0, ZBR T AT ENRIBLAFNEERSK /tmp, UKk CD-ROM. DVD 5% USB RE&EBHIEE
HEH o

o SIASEFIRIEENERST AR E CD-ROM. DVD 1 USB NEHREEAGETAFRELNENRHER. &
SIEAE NI EAFS SR B R Ao FIARS 8 £ T — N BRVIREhES 7o

Citrix Workspace R R#2FE#E3 Citrix Virtual Apps 5 Citrix Virtual Desktops BY, SIRKZRE g &M
5, MR EHETE P mIREhEsIRET, BT LA SRS R BT T & P IR SIS MM A, BXFAER, 15 Citrix
Virtual Apps and Desktops X#%.
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P e LU & ST HEER ST IR 25
AR

BRINBRT, BARSERHREDRRNFNSRANSEFREDEMRS. ERAGEEERRAME, BT
wfclient.ini #%& DynamicCDMi&EH False.

al, @3 CDM piaXHiREE A TrE ERENN ABIE.
B 2012 k2, Citrix Workspace MA#EFAFERESHABE CDM XHifiE,
AR

EAEAT Web #9 Workspace B, X AAIEBHESEDEEARE, ZRBHINGE hE RIS,
File access

Choose how to access files on your computer from this session.

() Read and Write
() Read only

() No access

@® Ask me each time

Cancel [ OK J

AR wfclient. ini XHEERFNBEMXHERREML. £A GUIIREXHHRNRES, MeElREEE
FiiRo

ERERIEF, ATLUEIM Desktop Viewer SANEIE IR > XA RINIEER L E X HiAIEPRE S
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A = 0 By Pod b

Home Cerl+Alt+Del | Full-screen ' Preferences Disconnect Sign Cuk

ENARFRIETR, OB Citrix EEP OB RIRHEERIE E X ARRRRS,

x Citrix Connection Center

Servers and applications:

Managed Win10SIN Desktop $552-86

Properties... Preferences Disconnect Sign Out

XA RXIERE BLFEIR AT B (4 SR A MR R HER 120
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. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERRBXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace [z FRi2FF ZH1E MAEHT ENA LUK A #h 7 32 5l AR IR & 3T ENAN L THTED, BUAERT, BRIF@ET
SIS ITE, BN Citrix Virtual Apps AR P RITULTIZME:

o ERAPIEERILUARIMFIEITENIS & _EHITITED

o FRONFTENH

B, XEQEVRHFREMEFRPRERERE. W, RAFAFERFIRERBIHENFAEITEN L#ITHEN
BIHINRE, XEABNERS TEEN, B8, ARERRRIRSEERMELER, EXMERT, ErlkE
EX AP k& LERRERITENNTIREITIRS.

B, ARNR2RIEPIERIERERE LR ARG ZMITENRO. Ak, BERSS LR ICA SRERE sh&ERE ik COM
mHIRBERENEREA.

ZRFIAFIRE LRERITEINIIR, FRITUTIRE:
1. ITAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAITENN
+ SICAROOT/config BRARHIFFE Workspace AR AP IITEN. tREAITHFRERFBIEET
BEEREAEMRSEFNARF,
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2. 1EXHH [WFClient] B9 BANUTREA:
ClientPrinterList=printerl:printer2:printer3
H printerl. printer2 E2FmEITEINMEH. AES (1) SREITEMBITEE,
3. REFEFHXEAX M.

72 UNIX LR 2 P i TENAL

7£ UNIX 3515, #7288 Citrix Workspace R F2FE X HFTENNIRENIZR. AP & LAVITEN RN MEEB LI
FAR A2 A A BIFTENAE Ko

EEAF %@ Citrix Virtual Apps for UNIX $TENEIZ FIRFTENN, BIERAASEAITENTIRE. BXFMES,
&5 Citrix Virtual Apps and Desktops x4 89 Citrix Virtual Apps for UNIX 843,

BRES A3t TENHL

BT Linux B Citrix Workspace R BRiEF2#5 Citrix PS @ATENNIREIIER. Fit, #E TEEARHITEEER
B, FAPEIEEMSEITEIN AP IES A MEZIITENN E#TITE, BEFLEERT (FIEAFIESNITERER
SEERITENNIRNIEFR) , ERREEEF o7 Citrix Virtual Apps for Windows gtz P imiTENHL,

BEARSS 2R ERRGTACIITENN, IEHITLATIRIE:
1. M Citrix Workspace M B2 BohiRS 28812, ABRE (T Citrix Virtual Apps B9+ &E L.
2. 1F “FHR” REH, FOREFIRE > $TEINL,
3. 1F XM REH, EERIMFTEN.
B B R INFTENH A S0

4, FRZASHNRE “BFRIHEME, TPE SHEAMEITEN., SO8ESIVETEINRIR, SAVTESmRSE)
EAFTENHL R IR, FI40 “HP LaserJet 4 from client name in session 37,

BXRITENAEAES, 558 Windows BIERF Y,

L

LUET, (NESIEFMRGBASINEE, BMEFS Q&R0 LIRS L ERNIRIOL, METILEESE 2R Citrix HDX
Audio.

BhRZs 2010 i, EATF Linux B9 Citrix Workspace AR 2 R RIEH R ANFAE R EMLE. SINERE
BIgEEM—EER, MIFERA Citrix HDX Audio. ERILUHESISIEPEIASAIANEMILE. STERBRAESH
R, EMEFFTERERRANSMBAS BT RR1E, BASBRIIMREN, SIEEEMERR.

Mhi7s 2012 78, REGABBILERHNSIMEE L6,
ERAILLINEE, BHRITUTRE:
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1. B2l \<ICAROOT\>/config/ X£H$TFH module.ini 34,
2. BE clientaudio ZBAHRMUTEE:
VdcamVersion4Support=False
AR
o BRTHENSIMETAEER, RERA Citrix HDX Audio MEIAS IS EERIETE T
o IAMBERT, BRINEEFRNERXMNERETETL TFERRS. FXNARBAZRRMMERE
MER, BSREED,

BERIBRS:

+ 1£ Windows Server 2016 Lizf789 VDA #, BT AERIERESOEENEMNILE. MESIMGENIEENY
INE SRR,

o BFEMIGERAZIFEIMGEEER,

+ H&E7E Windows 10. Windows 7 #1 Windows 8 #21F R4 BEREINEINILE. £ Windows Server 1&/F
4 (g0 Windows Server 2012, 2016, 2019 1), BF Microsoft 2R EIEFEERS, FLLTEE
ERBIAS LS,

BEBLT, RASSERRIARARERENIIA ALSA &&E, LB U TREPBIEEHMISE:

1. RIERERFMNAR, EFEHITA—MREEXt. EXREEREXHNERNAZHRERAFRNESR, ESH
HRINGE,

2. WMBLE, BHRMUTEDRLSIZENERS

[ClientAudio]

AudioDevice = <device>

Hrh device EEMITRIER S ALSA BELE X,
AE:
FIEFFE Linux 2 ERAHRMX—E BT LR MUE, Citrix BIVEERRERAXN, THREXEHLEER
BB,

e kRgt S, 7E Citrix Virtual Apps BR$3 885X Citrix Virtual Desktops EifTHIN FBIZFEH AT LGS A
Fig& L REMNBEFTEERBRES, BAIUERSSELANENERGESTHRE, MAFRTUERAFRELRES
SiBiE. MRAFIKESRSBVTMREBRETRR, BRAMEPRIKNIZE,

BRI SRA AR R A RS BMME T RI SN AR, SHREMS, FRSMBERFTNHEREREAR, SHREH
=, EMAEFRERRARSEE CPU thili%,
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AT LU R SRS X B P i e SRS I TER B, BXIEAER, 1E81 Citrix Virtual Apps and Desktops 314,

J3-== .,
AR

feiE#E %) Citrix Virtual Appsfor UNIX BY, Rz#%% P in S SRS

2R UDP &4t

UDP B4R LR EET Internet #3THERIENRE, ILEIMEERRFHER MY (UDP) MIEEimizsn (TCP).

PR

« UDP ESiEmMEBENSIERAAIA (B, A TLS 5 ICAMBNARIE) . FHERFED, SSuEmER TCP,

o ICABEMRKRAEZF M UDP S5,

1. 72 module.ini B9 ClientAudio Z4 HigE L T%ED:
+ 35 EnableUDPAudio I8&H True, BIAIRE N False, HigE S22 A UDP 5.
+ 95IEHR UDPAudioPortLow #1 UDPAudioPortHigh 5% UDP &4fimgFRAN R/ IR AROS,

ERINEAERNA 16500 - 16509,

2. RINTFAIRISRBERFPIHMRSBEIMLE, WEFENSHAETHERE B, FEHRE).

FRHEENENR FFELENERR

2
%—
RES|ENSTHR 5 =
2
AR5 28 LB9ESAE & ey
=
RS ERESME R 1%
2
& Fis EH UDP

£ SICAROOT /config/module.ini X,
7z [ClientAudio] 25 T:

EnableUDPAudio=True
UDPAudioPortLow=int
UDPAudioPortHigh=int

il

+H

&

AINULTRE:

72 SHOME/.ICAClient/wfclient.ini XX, FIMUTRE:

7z [WFClient] %9 T:

i

il

=)

(i3

&
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AllowAudiolnput=True
EnableAudiolnput=true
AudioBandWidthLimit=1

=r

=

NRAKHE).ICAClient Xtk (RIEERREHBNAE), ERBH Citrix Workspace ARZFH X, 1t
1BEFEIE.ICAClient i3,

72 DDC &y wiclient.ini* i BHREE T, HFMUTHRS:

¥ “Windows Media EEm” &R “B1E”

¥ @ UDP iS5 & ER “A¥F”

¥ “i@d UDP ihiymEsmscaiEim” RER “Brm”
B “BRE” &ER “H”

E¢ Citrix Workspace S 2 FMER %

ICARAREZI T EENML, BELEREN CPUMHEREER, B, MREAEEFEIFEME, FEERMUATER
REFIERE:

o BRERTFIRRESRRITIFRIRE XM, EAZFIHIXEHEIRREIIGRIAR MR, EXHEIIRSHFERHE
7%, MRERVERERE, X—IEATREFERKIEL

o BRIEAMITENN LITENARBIX Y, EAMITENN _EFTENSCALRY, FTENARIBIE RS st 1T1E M. MRE
RIREEE, X—IEARFEERKHEE,

¢ BEERZEEANT. BRSEERATESERRESRRE, HFEZSHIEMERE.

UsB

USB XA TAFEEZIEMSEN S A8 USB 8&#1TRXE. AFALUE USB R&EBAEITEN, ARF%IR
EREERNEHEMKE, THATZEERN USB IREEENTFRENE. SaeBiE. PDAL fTEIN. B MP3 &
M. R2REMFRITEN.

USB EEMZEREEMA Citrix Virtual Apps 7.6 (E=hkg4s) 5 Citrix Virtual Desktops. Citrix Virtual Apps &
SR ABEFMHIEEHIT USB EER, HEBRERHHEES REXIFEIMLE. BXREMES, BSRACitrix Virtual
Apps 7.6 14,

LESMEEBIBERIER /&R LAN IFEPEZ 15 USB R i&&E (GIMMEERGN. ZRX. HERMNEN) FHNERNESE
Ihke. B2, BEBERT, MAESMIAMEBREIEEREMER,
Citrix Virtual Apps and Desktops 2I1EEZZ U TRENIEE, FLRER USB Zi5:

o B

E3 4=
. EISL*/-.F
ak

o FEEFR

« B
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o BIBEMN
AR

AL A USB k& (lan, Bloomberg 241 3D Rix) BLENMER USB X% AXREEHMEA USB &%
BERBEMNBER, BSH
CTX119722,

BINERT, FXFFRELEAAN USB ig&i@id Citrix Virtual Apps and Desktops #{Timi2iEE. a0, AP AEE
BEL NI USB EZFALRM NIC, SHXMIGEHRITRBERRTEEN, BIABRT, F#FE Citrix Virtual
Apps and Desktops 2iEHERALTHEEM USB i&&:

o IEPFiEACER
« &8 NIC
» USB &428

EEH A A TIZREEN USB I8&MERIATIR, 1E41E SICAROOT/ F#y usb.conf 3, BXEMER, B8R “E
HENHITIRAEEEM USB 18 &TIR",

Ea¥% USB & &REEEIEMER, BEEM USB RIBMN, §xFMES, B2 Citrix Virtual Apps and
Desktops 324,

USB 3ZHFH TERIE

BF#EAN USBig&E/E, RARKIRE USB REEZIREHITRE, MIRAW, WESREEERAEENSE. MRMIAE
BRIEERILIRE, WREESMKEFER.

WNFBIRERERLARNRE, HAFEA USBIREN, ZRESEDNEERNEENEH. ENKERATIESR
USB iREHERAFR REFETRZIRE.

MREEEECERAKESEERERN, SUWAFPHEA USB REMHITEERMNRIEROMLNEETER,

KEREHLE

Y USB RFEEFMISENENSMRERN, NRAFMASEMKSEER, WHAAEREERN, ZREFIEE
MEENREH. BERRATEFMREEENEENRE, BFRBIEENEREBHFRAEMBENZIZSE.

AR

NBEATEFELSIHENCEBENELTIELF USB ABREFMEILER Linux TEis, N Workspace RZF
BEREERSIESZIEE. FATESITH—MEZH Linux SXHENEES, Rk, Citrix BiEmLiRER,
%%, HZINERR Browse removable media when inserted (ENRRSEAIEENER). EETF Debian
Mig& R, 1EEMA Debian ERZETRZF U TETRAITILZ?E: Desktop (=) > Preferences (&i%1)
> Removable Drives and Media (AI#zhiRzha8#17 /%) . 7£ Storage (7#fi) %W+ EH Removable
Storage (A#zhfzf#) T, BUHiEH Browse removable media when inserted (GENESHISE AR
&) BiRiE,
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WNFEFIE USBIREEEM, HEREMUT/LR.

AR

o N Client USB device redirection (BFif USBiSEEEM) RBBEREITH, WABREEFHIESE
FRARER USBIREHITER, BMERF ImIREhEsMET BT B2 u1t.

o ZNAERFZHE USB IRENE/RIZEEEM,

USB %

#AIN USB SRBEAN 2P LA T USB iR &2

5 (3201)

BEZRNX. A, BHA MIDI izHI8E,

WIEEO (3 05)

XERES HID £, E@FERMHEMBASRE, SFNERRIBHT. S TFaflNERKEAIMER.
FEEGLE (3£06)

BIEHBANAAEN BBATNBEHERGLEE, ZXERERERMIN (PTP) SHEEEE NI
(MTP) BEGZEAIITENREMING, BNEATERTAXBTEFEIEE. HFETLUEIAN B SRENRE
KBEERVUERRERE—X

MRENERARBEFMERE, WNEREF KRR, MAFE USB XfF.
fTENHL (32 07)

BAFLATENERHRNERFENY K ), BRASHITINERNEEELER, SIRETENTIEREEHN
BELABIEREGIRE. AXBMERT, TEITREEERITEINE, ARNEETREREME, Flw, &
IEE G R,

FTENHLEE £ 8 USB FFHER T Al LUER TR
RBE7FE (£08)

RENNABTEEZMHIEER USB IERHR, HitASSEM#IgEEIE USB SMEERIRENE. CD/DVD IRap
221 SD/MMC ki%+28, WEHENBEFHINENEESUREATEFMED, SIEEEBKEE. HIBENMN
Fil. BHIFHREE:

01 ZRMIANFIRE

02 #2## CD/DVD i&& (ATAPI/MMC-2)
03 BB L% & (QIC-157)

04 sBIpyEREIRzHEE (UFI)

05 HARERARIRThaS (SFF-8070i)
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« 06 KEBoEM SCSI ML THRNARBEBEFEILE
BEERT, TLUBEEFIRREERRFNKILEDABEFMLE, Bt USB ZRHFZHFEN.

B XA, BLRSRERAMERENATEFHEINEGE. Hit, BEEEZEREFEIATEAKREE
FhiEigE (BIEF RIKEhERIRATEE USB 255 MISHER, BERMILKEE, AILUKRIRSS[REENMELEXHiE

E &P IHIREHERIRFHITo
. REZR2M (£ 0d)
RELZ2MRETUNERASTRE, BEATRIFFAISBFRNER, LXASBEHRIPEE,
o MPABETRE (K0
XERHEEEMEESRSE. OXRENE. PR, GHENSNHEETFECAETRERE.
- NARFHEMENESE (L fe fxff)
T H IS ERRMEFENNZARR USB BXESIRERHNN, XEMBEETARNERFE (M),

USB ig& %
#AIA USB SRESMMIELERZLIT USB 1R& £
« J&fEF CDC #zl (3£ 02 #0 0a)
BEAGA#EZE. ISDN EECEE. MRS UAKR—EBIEFMEEN .
#AIA USB SREEF AVFERXEIRE, RAERN—MI&EARRMHS ENREE B SiEE,
o ANMEFEZEO®RE (£03)

BEFMEANRLHIEE, BENAKFEDRE (HID) €4F: BE. Bin. BHE&E. PR, ©ER8, Y

EHIEE. FHEAESThEE.
F 01 XFFA5IEO%E, AIHREMNBRITER.

BRIARY USB SREEAR 701 USB 85 (203, 7201, i 1) 3¢ USB Bir (#£ 03, 7201, X 2), X
ERNEMERE USB 3285, KEDBENRAAhEEB#THINME, ARERIENKEN, BEFTELRM

ERMIZIZ A X EIRE.
« USB &428 (3£09)
USB &S A FRIMINREERT AT BN, TRTEHNXEIRE.

« ZHeR (X0b)

LR PR FROE R TR TR RRERERRIERE, UREEBRAREEFFRSH USB €,

FILUERERERIZIEERINEEIN RS sE Rk Fa8, MAFE USB x#%

o EM (2 0e)
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MR BIE A TSRS ARSI R E0IR S, FINMSREN. HKBERAN. RIAIAELINE. FEENA
AR, UR—EFERR DA

BIMER T, HDX RealTime MARENAIAEIE TR LR AEMLL RGN IEEE,
o TEITHIEE (3K e0)
BEMEESNTLIEHRE, FINBETTH KT,
Hop— g & rT iR (XN, EEREXEIVINEIRE (FINE T RE R F BT
#AIA USB SREEF ARIFERX LIRS, B, AIREFEERTRMHINR USB FEERNIREHIRE.

USB ig&%I%

B YRIEA P& £ SICAROOT/ T usb.conf X B EMEAMMFIR, ATAEHEEZEETISEN USB &
&EE.

BEMYIR, FJLURIHREEMAN, UARFSELRINCEFFAAREEM USB 1&E, BEGBEIIME IR
MR MRS SRR HEAIRE. RSB LAMNITFIEZRIRE.

BEAIRENNANERIAEREE T

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # R&[EIR: AWFEHMIZE

USB SRESFN

1R SUESRMHINIEY, 5208 USB Web b5 EiR1HAY “USB Class Codes” (USB FI4KF3) , &b AMLEH
http://www.usb.org/. BFi&#& Lt usb.conf FRYSEIEMNIR AR : {ALLOW:|DENY:} EER—AETF U TR
IBEMRIAR:

i WiEA
VID RERARTFPRMNE ID
REL RERARTF PRI 1D
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i WA

PID REWRFP~m 1D

% IREHR TSR O R T PRZE
F R EHR TSR O R TP R F 3
%0 R EHR TR O R TF PRI HY

CIERBEMNEY, REoERLITFEI:
s MRS KNG,
o MNKETTEEEE # 5INNIIEER, TREENEZHRA, BEaZEEE,
o EHEARTNAIRITESNZAK,
o AEDRANTIEEHZE, BRELMERFIARRFRIE, 517, Deny: Class=08 SubClass=05 2—%
BX¥HN; Deny: Class=0 8 Sub Class=05 2—& TN,
o tRICUIERLEIEER = I3, VID=1230,
Tl
TENRFISTTBFiEE L usb.conf XHH—1 853, BRHEXLEMM, RS S EMUMEFERRB—AMN,
ALLOW: VID=1230 PID=0007 # ANOther Industries, ANOther Flash Drive
DENY: Class=08 SubClass=05 # Mass Storage Devices

DENY: Class=0D # All Security Devices

BEptE

EREEEERT, STUERENSEAIELENEEN USBIRENAR. 8 MEFIEE LM SICAROOT/config/-
module.ini 3x#H WiClient #85, #ITFEiRi&E DesktopApplianceMode = Boolean,

TRUE NFEFHANER USB 8%, MRKEIRSE (L
®W) SAFRE (REEMUEEXH) £ USB HRiEH
RELEMNERZILE, WZREREH.

FALSE FREEEMR USB ig&.
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P& RGN

BUAMER T, HDX RealTime MARGHAAUEIE I IRIRIEMLRGH LR, BERLEBERT, BURSERARE
F USB H5IhaEEZME RGN Alt, H52A HDX RealTime MEHREHMIAESE.

ML RENEER

TERXTFRARENEEAN LB
. MEBENEEAF—ERE RTME A HEE(T.

o MEBGENEEEERT 32 (INBERF. F7, Skype. GoToMeeting, &M 32 ikl S 23BN I IEMLE R
BNEEM, B0 www.webcamtests.com

o MERGHNHNARFRSER. 130, % Skype EEERMERENETHEERB GoToMeeting BY, &
IBH Skype MM REENS GoToMeeting && 1M,

xcapture

Citrix Workspace ZAEFRH4 BB E—MEBNAERF xcapture, AIFEBIAFERS B[RS X KE LRF
& ICCCM #5889 X Windows W REF Z a X RER &R, AP LUER xcapture ST IRE:

s BRWEERREXE, HEAFRERE (FEFHS ICCCM AENNARER) 5&EEEOPBITHNAEE
FZ B EFIXERE,.
o EEREOS X BRARIFSEARER xmag 5 xv Z BIEHEfZ

EMN@LITEE xcapture, BEHRITUUTRE:

EHSIETREORENAN /opt/Citrix/ICAClient/util/xcapture, #AG# Enter & (E /opt/Citrix/I-
CAClient 2 Citrix Workspace M BEEFHNZEER),

EMBPKREREES], FHITUTRE:

1. 7£ xcapture 3iEHEH, #i# From screen (MBEE), BT A+FZ,
2. NATFES P TIEE:
+ Selectawindow (G&#FE—1&EO). BAMBHIBESFHNEO LS, AEREERIFHR.
+ Selectaregion G&ZFE—IXIH), RERIFALRE, FRNHEDARLEFEESHIHXI,
+ Cancel the selection (BUE%R). BERITAR. REBTPRILRIEDRE, PHERENUIUE
ikt prite N
3. 7£ xcapture 3$iEiEHR, 2 To ICA (2| ICA). xcapture IRHMEEELETH, RNEELEER.
4. BIRTERG, EMNEES OB BEFPERENAMEILT S,

M xv EHEEETOPNNEER, BRITUTRE:

1. M xv REFIEREES.
2. 1E xcapture 3HiEFEH, 2dE From XV (M ICA), ZAEE8E ToXV (2] 1CA), xcapture IZHENEEBRLET
%, RRETLERES,
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3. BiSsE, ENEETORHNNRRERPERBNAEES .
ENEREORHNARFERIE xv, BRITUTIRE:

1. MEZBOPNEAREFEHENNES.

2. £ xcapture SHIERER, FiE From ICA (MXV), AF&TE ToXV (RI1CA), xcapture RN EELEDT
t, RRETLEES,

3. BwE, BESME xv H,.

BT
B ERAT

X RAR SR M T BT LAEX 5 XM IR 75 SR AR BAT I B AL, FEMEX RAFmAMIELEX RIFmARIR A
EFEERALIE.

AR

LtkThEE(FE Citrix Virtual Apps =k Citrix Virtual Desktops 7.8 (iE&EizA) LEBETHRIEFRIH. RIAE
;R_Fy b'{ﬂ'k?%ﬁﬁﬁ’{k/&\o

ERALLIIAE, BRITUUTRE:
EXHSHOME/ . ICAClient/wfclient.ini B [WFClient] #4%, &M% E RelativeMouse=1,
S EREALIRE, ERRFERERD, EEERERE
"’
BXBERENBAIENESER, ESR&EREYBAAERS
ERUELLTIRE, ERITIATIRIE:
N Ctrl/F12,

BRLINEERE, BREA Ctrl/F12 TRRSBIETUBESTF KRS, ERAEN BN, FRSRSHESEFIHEHII
&

ZFALLINEE, BHRITUTRE:
A Ctrl-Shift/F12,
ZFEOREERE, BEXHLILIhEE,

E3EAEXS RATE
o, EZES RelativeMouse R TE:

« RelativeMouse=2 £ &iEE OQF B =B BILThEEH E EE0E,
+ RelativeMouse=3 A2 2. BUEHFRIFILINEEL T BEERTS,
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+ RelativeMouse=4 R IHRAMET IREIS 2T B AR AR, WRRERTHE— AR RN
N Bz R 57 B 502 A AR AT,

BENRESS, HANMTARIIRE:

+ RelativemouseOnChar=F11
« RelativeMouseOnShift=Shift
+ RelativemouseOffChar=F11
+ RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar 9=z 1% #{&E 7 Citrix Workspace W BIEFREMFH
config/module.ini 3X## [Hotkey Keys] F5IH. RelativeMouseOnShift i1 RelativeMouseOffShift #y
EIRBEEFEAMNENE, & [Hotkey Shift States] sk TF5IH,

b3Sy
BETAH
£ iEi2 Ctrl+Alt+Delete B4A 5 :

1. MEWARASKETEEMEE Lol Ctri+Alt+Delete A&,
2. EHENEREHR WFClient 285w, #8R#EEE UseCtrlAltEnd:
o True £5R Ctrl+Alt+End 3% Ctrl+Alt+Delete A& % &2 T = Ho
+ False (BAIAIRE) F Ctrl+Alt+Enter % Ctrl+Alt+Delete & &R ETIZRE.

BREEM
EEFmETEA USB EXEMAEE Bloomberg v4 #4:
B4, F7E Domain Delivery Controller (DDC) BB,
1. Z#k Bloomberg $### vid 1 pid. 130, 7 Debian #1 Ubuntu FiE{7 A Far<:
lsusb
2. %% SICAROOT #4448 usb.conf xtff,
3. £ usb.conf XXFhFHRMU T B AFX Bloomberg #85#17 USB £, ABEREEZXE,
ALLOW: vid=1188 pid=9545
4. EFRHEF K LR ctxusbd F#F#EF. $130, 7£ Debian #1 Ubuntu AiEfTIATFa<:
systemctl restart ctxusbd

5. BmhEFmRE. BRAEEAN Bloomberg v4 BERIZFAEER, UEHITEEM,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 63



BT Linux & Citrix Workspace [ Bi2F

EEMEER
EIhEERFEE S 2IE®A Bloomberg v4 #&1EO, WWIHERRM T EFMBRERIERRIEERRENEES, BiEN
MEEORRS IO ESEOGUI—HEEM TR 21E,
AL Bloomberg B EEM, M TFFAR:
 EIi®BA USB EEM
 BIEA USB EEMUNIEZFEIEMRZ R
AR
BIAERT, LhInEEST x86 1 x64 F&EM, 3 ARMHF F&%A,
ERALIIRE, BHITUUTRE:
1. BRI TAIRAE config/All_Regions.ini XfF5# BloombergRedirection 643
BloombergRedirection=true
2. JTRAEEMPRRNFAES R,
HRLtkThEE:
1. 448 config/all_regions.ini 3x#+=# BloombergRedirection %43,
2. ¥ BloombergRedirection {&i& &% false,
BloombergRedirection=false
3. WITRAEEMPFRRNFAES R,
AR

BiZERE S false B EEE R REIRANE FIRFHIATA, BAMEROBEEHIEIRIE.

HNEERBEER
ERATHRBASTEERM (BCR) B9 Chromium ik Ax(#E22 (CEF) [R10Th4E

£ 1912 iz aipIkR A, BCR EAET WebkitGTK+ WEMRENAS., BR, EEF KL, FEMENR. B
W7 1912 &2, BCR EAETF CEFWEM, thIhaeFET BCRWAF ALK, ©EBTRNEERERL. NELENE

R ERENH i <o

BRET CEF 1 BCR
EFAET CEF 89 BCR, BHATUUTEME:

1. wEENT
$ICAROOT/config/All_Regions.ini
T, He, SICAROOT 2 Citrix Workspace M AEFHERINRER R
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2. 7z [Client Engine\WebPageRedirection] 5 HFRmU T E:
UseCefBrowser=true
BN a)E:

o« £~/.ICACLlient/Al1l_Regions.ini &4 UseCefBrowser EEERN true B, BiB. FXXHEH
iE IME FIRE AR AN FERHR T F, %4 SaaS 5 Citrix AR N e s & AR, EATF Linux By Citrix
Workspace MAEFAZFHHIE. PXMEE IME,

A* BCRHEE, 2 Citrix Virtual Apps and Desktops SXAFRTHIH 23 N A E E Eo

B EER

A48 HDX Broadcast BohE F i EFEETHAE, Citrix BIVEIEILIhsE S5 HDX Broadcast £iErIf14ThAELS
SR

BHTFREFRRE. WEEREHNEERELLZLENESCERRERR, AP s MNERIENTERE. @3 HDX
Broadcast BEhEF P IHEIEZINEE, EAT Linux B9 Citrix Workspace M AEF A LU ZI SIE R E SN,
HFHEMNERAFPEMERIIZEINRIE,

ERSHR EEALIEEE, BRERFh#TEMEZTSLETIE, Citrix Workspace 2 a2 EMMEETIRIE,
FEMEERIIHERAFPICEENERS R AL, MREEHITHAFFHRIE, WEBHEMEEIETRARE

T—MERERENNEE, MRAFRETEMBRHEARER, WAHITEENEE. AP REEMERIINTE

ENRIE,

BIAERT, ERAT Linux 89 Citrix Workspace R AR SRS 30 HESREMEZNMTNRIE, XENEMEE

SR HIT=R,

& AccessGateway E##Et, ACR FATH, EMERMKER, BSURRERSSRNEF i EERASIERIEILINEE,
F1£ AccessGateway Li#1TiEE,

B XA E HDX Broadcast BahE ik EHIEZEMGEA, 1§20 Citrix Virtual Apps and Desktops 3244,

=IEA M

XN 4B HDX Broadcast 2I1ERTEMINRE, ZINRERNIAR TR AR,

B F HDX Broadcast 2RI MINREE, MRS5EXHHNAER ZENEEHET, AR INHATSEERIZNAREFH
B I, TLAFEENEENFESAEMINNEE, MACIHREEES KN, FIEMREER. F
HAiE), BEEMPPTERIE. REREMRE, AANAREFRETRRS, EMEINERN, XEXEREREN
BEFH.

REBRNEFHEMERNSIETEMNN, NREMERDT, FEITREDERFNTHIT. ETREERERZ
Y SHMERENER, AJREKEE 25 WIERIENERDD. ARFE—RAUKENRE RUAMEN180F) R=
HEMER. IRSEAEMIEETAENER, BoFFRENERNERZRENER.

NRBAT HDX Broadcast 21EFrIEM, MAFXIEEREMEIABORKE 1494 T H 2598,
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Citrix Workspace FF B S LIRS 281& B
BE:

HDX Broadcast 2iFa M EE (FRHEKILE) ERSSE LEAS—TIhEE, ELERAMXMN, ZR@AMX
iR B2 A HDX Broadcast £iE RIS 4Th Ak,

ZIRIRIERE

Citrix Workspace R REFRE T SR, AESSHNERKAAFFEHRUSEAF KR, ERIRENAER
MRER, XERATLURARFER, TR

« HDX MediaStream Windows Media EE &
« HDX MediaStream Flash EE @

« HDX RealTime MR ENNIAELE

« H.264

AR
Citrix ¥ RTOP 5/ GStreamer 0.1 B9 T Linux #9 Citrix Workspace WABEF 1901 XE S A+t
%

HDX MediaStream Windows Media &\

EM Linux BARIg&EIHAMNEMN Windows SE LIRS B EREAMBREERSH R, HDX Mediastream
Windows Media EF|a] R AT mEKREH, Windows Media EEERME T —MIEBFIEEMIEIRS 28 HEK
RAEITE XX RINLE], MM E T B ZRE X FRERER,

Windows Media EEmARAEI Windows 2@ Eiz17H Windows Media Player W xR BB KSR, It
heer 2L s, HPaiE:

. BERTHE (ASF)
. EHEHERAE (MPEG)
. ESMAIARE (AVI)

« MPEG 7% 3 2 (MP3)
. WAV EEXH

Citrix Workspace M Bi2FHE & E T XA E MediaStreamingConfig.tbl, BT Windows $EIi#E
1= GUID #ipE GStreamer ATLAGEAEY MIME 288, o] AR R R LRI T LU TR AE:

o [AFEIRRPRINZ IR MR LR IR D 828/ SRS o

 PRIE7FETEIRRRY GUID LIsRHIELHR SRR S 25 i 2 2o

o MIE MIME FREBFRMELESH, UAFEIENR GStreamer S##RE XAl
o RIEAFIEE LB GStreamer ZRFNVEGRN AL EENTBBEXEE,
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BRI, ERIUATAFREERBS RRAEERBEEINA http://. <mms://> 5§ <rtsp://> # URL &
gk, mABET Citrix RS BFARZARIER, RSBATKAFREEDIFEFURREEFGS (BEBR.
HiE. FlE. SEMBE), B, RS[AVIBEAEFKIE, IIEERIRE LRGSR SEE GStreamer

Z32I HDX MediaStream Windows Media EE @, &EHITILTIRE:

1. EFE GStreamer 0.10 WEMHFRE LLTELRYE, XR—IMHRZEEIER, BEBILT, BEARE
GStreamer, REB%E Citrix Workspace AR, MUAFRELER Citrix Workspace B2FEE
AER GStreamer,

K% ¥ Linux £1ThR A& # 2 & GStreamer, 7] LM http://gstreamer.freedesktop.org T #
GStreamer,

2. ERATFHRE, BARAFREEMRE BRI H LB REMEN GStreamer hilURIEH, BTLUEFR
gst-launch LREFWIHEHEST ERERTIET. MR gst-launch ATLERK URL, MIFrFZAYEMAEIAIETT,
g0, #5517 gst-launch-0.10 playbin2 uri=<http: ¥
EEMINE S RET5 E B,

3. 11ig#& £ =% Citrix Workspace 28T, MIREREM tarball ik, &% GStreamer &M (34F.deb
M.rpm REE, HIRERBE5R).

FERSEPIHEIIAER XM ETL

o BIAMERT, BALIhEE. ATLUER All-Regions.ini B Multimedia 24 ## SpeedScreenMMACSFEnN-
abled ETZFALLINEE, MRRLLIETHEE » False, Windows Media E& @& A FEAELE,

o ZUABERT, FiE MediaStream IhaE&RER GStreamer playbin2 t#hil. aTLAERA All-Regions.ini 89 Mul-
timedia #43®# SpeedScreenMMAEnablePlaybin2 EBU b2 P imie BUAIMYFR B MediaStream 1
REEAMIMUERERE playbin thi¥, &P iHREINAEN44:4ERA playbin2,

« Citrix Workspace R AB#F T EIRBIBRIIR X 4R E S B XX, fli.asx sk.nsc X, INEFEE, A
PRATHEE— N5 XS 428 iRE URL, A gst-launch AI%IEEER URL BEFE Ko

GStreamer 1.0 93X =FE1MM:

o BRIABERT, GStreamer 0.10 BF HDX MediaStream Windows Media & Mm@, GStreamer 1.0 X7
GStreamer 0.10 A<= BBfEA,
o MREMEA GStreamer 1.0, BIRE T EAVIHEAHITIR(E:

1. &k GStreamer EHHNLEB R, BEHENLTEUERTNRITHR. BRIERFFRLEHH GStreamer
WLEEARXTMH. #5M KL ERKRA /usr/lib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,

2. BEHRFERTF Linux 89 Citrix Workspace BREFHNRER R, 151 (root) BRPREMBINE RN Jopt/C-
itrix/ICAClient, IE4SEF LEMEINERH SHOME/ICAClient/platform (i, Heh, platform &4
Z linuxx64), BXFRER, ESRTEMNLE,

3. @id £ GStreamer #EH B R F IR B — N & 5 ¥ 3% K ® # libgstflatstm1.0.s0: [n -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0, Itk % B =T &
SERAMNR, a0, A sudo.
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4. ¥ gst_play1.0 BE&ikes: [n-sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play.
WS BEATRER EIRFHIRUR, 130, A sudo.

 WNRE7E HDX RealTime MEHREHNMIRAELE+H A GStreamer 1.0, EfEA gst_read1.0 fE/9i%EXEE: In
-sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read.

EF GStreamer 1.x

£ 1912 lr Zz FiBYAR A<+, GStreamer 0.10 BZHZREAEE@RIRIARSE. B 1912 ki, EaJ LU GStreamer
1.x BB RAIARRS,

PR

o BERASAEY, mEiFlmEERETERTEA T,
+ 4172 ARMHF &% E/=5h Citrix Workspace R A#2FEY, GStreamer 1.x AJRET EIRTREA T 1Fo

Zit GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html &% GStreamer 1.x 1€
ZER LU M

+ Gstreamer-plugins-base
+ Gstreamer-plugins-bad
« Gstreamer-plugins-good
+ Gstreamer-plugins-ugly
+ Gstreamer-libav

TSGR I

FERLE Linux OS &17hR (%0 SUSE #1 openSUSE) £, RZERTREHRAZIZIARTIZRHHY GStreamer RHFE, £
XMERT, THRABHEMERRE 36X

1. M https://gstreamer.freedesktop.org/src/ TR
2. REAR,
3. EMMEBENREEMRENER,.

4, BITUA TGS

$sudo ./configure
Ssudo make
Ssudo make install
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BINERT, MM #EISEAITF /usr/local/lib/gstreamer-1.0/,
BXRBEHRIEE, BSRENRFILE CTX224988,

ficE GStreamer 1.x
2B GStreamer 1.x LUES Citrix Workspace NRREFEE[ER, 1EEA shel IR RFRAUTES:

« Sln -sf SICACLIENT_DIR/util/libgstflatstm1.0.so0 $GST_PLUGINS_PATH/libgstflatstm1.0.so.
+ Sln -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play

Hr,

« ICACLIENT_DIR - &R T Linux 89 Citrix Workspace N BZFHRERR,
+ GST_PLUGINS_PATH - 2 GStreamer ifi &=, #1310, 7€ 64 {i debian it&# L, WEER /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,

PR

« f&£A GStreamer 1.15.1 HESRAE, MERGHNEERATEIKY, FIETESEHAERR,

HDX MediaStream Flash E&m

&3 HDX MediaStream Flash ExEm, AT Adobe Flash ABRERAFIGEAMIER, MMIETESHRENR
IR T AR P RES B EN SRR RS R,

1. BRAPIKERESTIERER. BXFAES, BEHARAER,

2. 1z wfclient.ini 8 [WFClient] #89 (ERTRERFPHMFEER) =t All_Regions.ini 89 [Client En-
gine\Application Launching] 8% GERFIFERNFRERF) FMUTSE:

+ HDXFlashUseFlashRemoting=Ask: Never; Always

EHAFi&E LB A HDX MediaStream for Flash, ZRHAERT, LWEEIEE SN Never, HiEiEZEE
Flash &M Web TTEE, BABFER—INNHEE, @RAFEEREIZRS.

+ HDXFlashEnableServerSideContentFetching=Disabled; Enabled

st Citrix Workspace M A2F B2 BRS SmARIRININEE. BiMER Ti&E RN Disabled,
« HDXFlashUseServerHttpCookie=Disabled; Enabled

BAZEA HTTP Cookie EEM. KIABERT, LSHiEE R Disabled.
« HDXFlashEnableClientSideCaching=Disabled; Enabled

%f Citrix Workspace M BREF RN Web A ERAZEAF A IHEEFEEE. RIABRATRER
Enabled,
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+ HDXFlashClientCacheSize=[25-250]

U MB AEBIEXEFIHREFRAN HbANATLIE 25 MB 2 250 MB Z[BIB0ERIE, AZIA/NRES,
RBMBEFETNRERS, UEEFEHERRS. ABERT, kS3#HgEN 100,

+ HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

FEIT RS BRI A IRENINAEIR NI A E X Citrix Workspace R BIEFERNEREEE, BABRT,
LBEIEEN
Persistent,

AR NEUTEATAZERELLSH:
HDXFlashEnableServerSideContentFetching i& &5
Enabled,

3. BINEZH Flash E€@. 7 /config/module.ini &, ¥ FlashV2=0ff E24 FlashV2=0n LB Bi%hkE.

HDX RealTime MR G MIAESE

HDX RealTime 7 — WA BGNISAESEET, BAFREWMSIVGIZHRNFERENRE, NTHBERBFPEER
GoToMeeting with HD Faces. Skype for Business & AiEFNIEEREAEA,

1. BIRAFIREHESTINEER,

2. WMREBAMULtimedi aEBi@EE, ALk, ETHITF SICAROOT/config B R+ # module.ini BBE XX,
AEHIA [ICA3.0] ZoHH MultiMedia BigEHR “On”,

3. BE BT “ERI SHEEMNZ T NANERGYSE LA ER RN E T NANE RGNS B SR A.

£ HDX RealTime WS R&EN ST ESE

BIMER T, HDX RealTime MABRGHAAEIE T IRIERIEMERGH LR, BERELEBRT, BUESERARE
A3 USB FIhaEEEMER G ALk, BIHRITUTRE:

o 2/M HDX RealTime MR BN ASTELE
o AMKRBENSA USB I8k

1. fEMBRL.ini X E9 [WFClient] S5 iRl T 84k:
HDXWebCamEnabled=0Off
BXREMER, BEREMINEE,
2. ¥T7F ush.conf x¢tf, Exeth@E L F SICAROOT/usb.conf &,
3. MBS LUITT:
DENY: class=0e # UVC (2tiAi@d HDX RealTime ML B &M SAESE)

4. REFEHXAXM
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WBEERAT Citrix H eI L e SaasS L4 IhaE

5t SaaS MARERFHNR2FRIRMTTHAFRRXNELHM SaaS KARFNSE—AF 4L, SaaSNAEFS Single
Sign-On —ii2iRfl, BIERUIEA LUBIE S IESHFE Web ih =70 Web uhs 23891518, RIPARBIMBEMRLHF
RE USRI SR TR

]]‘1_]}1
HE
psli
a
=

i&ATF Linux 89 Citrix Workspace M B2RF 2@ haEHIRES R SaaS AR, BidizRS,
REGRBHNZIHER. £/ Single Sign-On URABKE,

RN
iR Libgtkglextl HEET A,
M=RME SaaS MAEFEFUTRE:

- FRERES - ZFTIRE. EHRNER,
+ Single Sign-on - /A Single Sign-On BM&E R,
o ERTAENAEFNIVEER - A E AN AEF#HTETRIRNE S,
=W
/3 Citrix Browser Engine #J Saa$S fX7f x64 1 x86 ¥ & £=%#F, £ ArmHardFloatPort (armhf) &fF
RS
BXRNAFERIFAEHRSERESE SaaS NAREFNER, BESRIHIREHINE.

Bx SaaS AR5 Citrix Workspace AREFH#ARER, ESRERT Windows B Citrix Workspace [z
BRI Workspace BEE,

H.264

Citrix Workspace M AR#EF X132 Citrix Virtual Apps and Desktops 7 121iR$3 89 H.264 ERZ, &3E HDX 3D
Pro Ef. WA EZIHERREEBRFEDLEINGE, ZIERANLTEARS. SME JPEG FHigD238L0, tIhaef s
WAN R iRt T FEME WER N AR EMLRAMEEE,

RIBAT AP RGBT AT R FIEIEE (UK ER JPEG FHigrDeMIBER) . Ee] B REEB RS EE Z s
MAFERRESHER TEBAXARE, XEHFRELESESEXAEGENAHIFXEXAEEBROHER N CPU
)27

HE:

BEIEILIhEE, B0 Citrix Virtual Apps and Desktops M5 R E RPN ERALRIZE,. NRERFT T
PUGE, H.264 RISKERS S LA TREARE, B7E Citrix Workspace R AEFHLAER,

B RREERRARD SRS R

£ wfclient.ini &1, # H264Enabled i&& % False, X#FRZAXARER,

B RSAIRER

ERREEERELSESIERE, 7 wiclient.ini % TextTrackingEnabled i&& % False,
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FREMNL

AUERAEETRE LR RUERSE. #OREREEGFIERH XSync I JPEG RIBNRREERMLES .
1. BRER JPEG FEZREXLEINEE,
2. 72 wfclient.ini 8 Thinwire3.0 243, % DirectDecode 1 BatchDecode i&&X True,

AR B “HAEERMEE” EREMA “IERK XSync”,

HEIER
ERHRAS, debug.ini M module.ini XHERFREASIER.
Bhr4s 2009 &2, EAIUERUTAZZ—EEHEER:

o @LTTIEO

« BRARE (GUI)
B, Bhiads 2009 #2, debug.ini EEEXMHEM Citrix Workspace M BIEF REREF RS F MR,
BEIDRMEESE Citrix Workspace ABREFHEFAELS. EEEXNEEEHHRIBTICRIEE. F=A7
EZARALUERAEIZR SDK (E7 Citrix Workspace R BZEFF Ak SDK —Epm4pE—iee) AMLtEE
BRI
A LA B &S BHRITIATRIE:

o ZEAHREAEREE RS, BERENEEZFIER.

o MBIEEEN RS,
o IREEIEEN.

WMEEA root BPINRRE Citrix Workspace N2, NBEEEMEE /var/log/ICACLient. logH, &
n, BEEEEE S{ HOME } /.ICAClient/logs/ICAClient.log .

wmeITIEO
1. ERSRTAET, SME /opt/Citrix/ICAClient/util BR.

2. BITUTHTUISEREERTL
./setlog help
B2 RFRE R RH .

TRIE T EMRERIREENOREREE: BRINENSITESES, BERATR:

ESS EFRES

#r= LOG_ASSERT
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[y aune

R ImEERO

& P imIRahag iR Y
545

& P T ENAL AR5
B P T ENALBRGY
FiR

ot

B MR
BNEYRIESSR

IPC

SRR

R IREHAERT

EZ L0

RATBRET

MS Teams
HAthE
MINIRENIZ
PNA NS
WESEHAE
SRCC

SSPI &R

B+

BBIARSS
BEIRSY B
StorefrontLib

HE%E

TC_CM
TC_CEFBCR
TC_CAM

TC_CONNCENTER

TC_CCM
TC_CDM
TC_CLIP
TC_CPM
TC_CPM
TC_FONT
TC_FRAME
TC_GA
TC_IME
TC_IPC
TC_KEY
TC_VDLIC
TC_MMVD
TC_MOU
TC_MTOP
TC_LIB
TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
TC_SS
TC_SSEXT
TC_STF
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IR HE&EX
EiIRENIE TC_TD
Thinwire TC_TW
BEREORE TC_TUI
EIGEE TC_VD
PAL TC_VP
Ul TC_UI
UlDialogLibWebKit3 TC_UIDW3
UlDialogLibWebKit3_ext TC_UIDW3E
USB sririeR TC_CTXUSB
AR EhFE TC_VFM
Web E# TC_WEBKIT
WinStation IRzhi2R TC_WD
WFICA TC_NCS
Wfica 5|% TC_WENG
Wfica Shell TC_WFSHELL
Web #EITERF TC_WH
TR TC_ZLC
GUI

HERE > R{IFIEE, FHEETR Citrix Workspace - EiEIIHEE,

TERRESI NS B ARG RUTIE BT, BTLUEA LU TFE:
. B2MH
. (IR
. iR
. ¥4
BIANBERT, BECSEMmeENEE,
EFAIAERABRKIE, Eit, BIAaEam &M Citrix Workspace R BIRFMEE, MIEKIERBEE, TR
YR B ERR I
FEFRENESIIRARNE, REREHET, XEBRRERIE NS,
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PEAFTICREN MISEZNIIEBE. SR Citrix BEEEIEE,

==
WRMER ICAClient. log X, MmEHFHBEMHEIZRIRS ctxlogd,
BN, NREERANERARAZIFNLERER, BETUTHL:
systemctl restart ctxlogd.
7EhR7< 2006 MERNRAREABETIER:
NRICEANZMZ 2006 RERRA, FEAUTIEEBHAEETIER:
1. FHHAEEWN Linux i+8H =2 Citrix Workspace R B-ER.
2. B ICAROOT MIELERENLEME,
530 /opt/Citrix/ICAClient,
BINERT, TC_ALL ERFEARBLURMHABIRER.

3. BEREERNBE, BT SICAROOT By debug. ini XHHE
PREHIRERSERINE [wica] #8453+,

RNAE “+7 FSHRERSE, Fwm, + TC_LIB.

TR EBN S 2RNZE T K.
g, “+TC_LIB|+TC_MMVD”,

TRYIE T EMEHRMN R BN R E:
S HER
R ctxlogd TFEME, MKTE syslog REREREE.

BEXRNEELEHNERNTBEMEMRNBEENESR, 1E8RSyslog iLE,

Syslog fi2&

BIAER T, FiE syslog BE#RETE /var/log/syslog B, RILUEETE /etc/rsyslog.conf X
[RULES] #8% T4siE LU TTRECE B EXHHIRREM AR, Fln,

user.* —/var/log/logfile_name.log

RIEFAMMEDN, ARERUTHSEH B syslog iRS:
sudo service rsyslog restart

FEILENINER:
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. ERFEMALEERA, EMRR syslog #iziTd<: sudo service rsyslog restart.
 ABBREIEEHE, B rsyslog. conf XL $RepeatedMsgReduction on.

o BEEKAE, EHREFICEER rsyslog. conf X kM $ModLoad imuxsock.so 17,

miEAEIER
MUTF/LAEEAEEASIER:
o IREBIHEE: BUHAER syslog BR5S 2889 rsyslog.conf SXEFHILLTAT:
$ModLoad imtcp
$InputTCPServerRun 10514
s BPIGEE: @3 localhost B RiniZARs5 2809 IP #ihk, 7E rsyslog.conf SXARRINLITRAT:

*.% @@localhost:10514

Microsoft Teams i1t

&8 Citrix Virtual Apps and Desktops #1 Citrix Workspace M BE2FHE T SEM Microsoft Teams #7171k
k. Microsoft Teams L2 F Microsoft Skype for Business & HDX RealTime fifbt. FREMNZE, &
Microsoft Teams £ {LERERIFRE ARSI VDA F1ERB T Linux 89 Workspace M AEEFEH.

@i Microsoft Teams fitk, EBTF Linux 89 Citrix Workspace NBEFXIFEM. MR RELZEINEE,
AR
+ Microsoft Teams fb{X7E x64 Linux &1ThR L5 #F,
BEXNABEABREERNESR, BB Microsoft Teams 8 HEILFE RIS Bi# TR,
BXRAERNER, EBEMicrosoft Teams i1k,

BXEFEMER, ESEMicrosoft Teams fifkFMicrosoft Teams EE A,

Microsoft Teams HEHEIZR
BB Microsoft Teams WAEIER, BHITUTIRE:
1. 8fi3l /opt/Citrix/ICAClient/debug.ini Xff.

2. &% [HDXTeams] 264>, SATFFR:

[HDXTeams]
; Retail logging for HDXTeams 0/1 = disabled/enabled
HDXTeamsLogSwitch = 1
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;5 Debug logging; , It is in decreasing order

; LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel = 0

; None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

WebrpcLoglLevel = 0

%#5 NetScaler i Ai2F 4% (NSAP) EiiEE

NetScaler B2 {RL (NetScaler App Experience, NSAP) i@ EIHRE L BIE NIt ThEEIR M, ME R
%5 FiE HDX Insight #iE5E 25k B NSAP EI@EH UKRER AR LR, LA ZERE T RIEN AT BIEMMLEE.
NSAP EEERIAR TFEARS. B¥EZA, 57 module.ini X1 VDNSAP 15&E VDNSAP=0ff,

BXEHMER, S Linux Virtual Delivery Agent sx# ey HDX Insight #0 Citrix Application Delivery
Management R332 89 HDX Insighte

ZEREmRFAM
HINRERE T iR BNRIERTRHERER. SIEREFMEENETHRLEETR.
WEFM
HEThREMIE RN
+ StoreFront v3.15 EEHRZ
« WR.ICAClient EFE T HAIAFMEXHRH:
fiB% All_Regions.ini X
I
ZRE AllRegions.ini X1, &7 [Client Engine\Application Launching] #5894£ R AR TT:
SubscriptionUrl=
PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=
SaveMultiMonitorPref=

R .ICAClient X% R1F7E, MR Citrix Workspace ARFH MR, EXMERT, FREINEENBIAL
=1
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Rl

s HERETRSE LEFORA TR — T RIEHFREFIRE,

ENRHZSEN, ZREREHERNEN TEERE TS LAERUEER.
s HERETRHR LEEREXN TR — T REHFREFRE,

ERHZEEN, ZRERTEENERSE LEEREXTET.

« EEORATHHRENIEABES N ETRBETZRE, ARVIRE2ERN. ZBB%aELRIENTERR

BEETHRETR. EMBRINZSIEN, ZRIERELREX TEREERSBET.
AR

BRRENEBES®R, FEBBREFEEN StoreFront £,

MREEFRBERE LMIEER StoreFront BaiZ M RERE, WREBREE—INSEPRREFMERIE

B RER.

REHRR

BEEAREREIEE, BHRITUTEE:

1. 7£% A8 Delivery Controller (DDC) £%%t StoreFront 3.15 ¥E=iR4 (FFHET v3.15.0.12),

2. NTHTIE FHERT Linux &9 Citrix Workspace M A12F 1808 SiE S RIS ZS, AEFELEE

ZE9 Linux i+ 8 L.
3. ¥ ICAROOT HFRTEIRBENRENMNE,
4. 1% All_Regions.ini X4 25T ACAClient Xk, NREE, HFEMIR.

5. 72 SICAROOT/config/All_Regions.ini X #+h&# FEX SaveMultiMonitorPref, BiAERT, LFE

BYER “true” (RTULIIEERATHFRED) . BXRAULINE, FRILFRIZER false.

i R & 3¢ SaveMultiMonitorPref f9 {& i T {E @ B2k, T & Z Ml k& JICAClient X e h 27 B9
All_Regions.ini X, LBSIELERTAE R AEFENREXHFHENM, ERHSEZSERBUEIEE

SaveMultiMonitorPref 5%,
6. BHFRESE,

7. 1% Desktop Viewer TE#AHPREREFRBURTFLHINRERR. REATARET KB, BTRI,

BE “RETRT N, BARBEARE, RRREERT. REHRE, EMRETER.
B, MREFKREERAKRE, FSEMIRFOXE CTX235895 LERENHERIRES.
8. EiFFEESMIEPEH.
EfRmRIE. FEREERNEX TEERERSE LERMLEET.
BRRMESAZZFHH R

« BT Linux EREEREERRNE, Alt, FTXHEZINERBEREEORASIENGR.
o BEZNMNEAEFAAPHENERSFRESIEEEELRAPAZTZR, FETESSHEMAATTNNITA.
o B5% StoreFront WEFEEE
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EX S es L fEA Citrix Virtual Desktops

1. 3%$% Desktop Viewer H & & Tk,

2. ®EEO.

3. EFANEREEZiEELD Citrix Virtual Desktops B&. HEREENERBTANET—FREE.
4, 7£ Citrix Virtual Desktop TE# &, #EFELR.

BER BEM N ERS.

Workspace 55028

Citrix 3IN7T Workspace Ezh2s (WebHelper) B HE X HHSEMNBIERF.

LUET, BEERAT Linux B9 Citrix Workspace W BIZF AN S 33E T A A P RIE NPAPI B2 % RS EMMN
BiEF,

fERERA =R, Citrix 3l N T Workspace E&2 (WebHelper), EERBIbIN8E, 153§ StoreFront BBE A
Workspace BEzhe8 &£i%iER, LM Citrix Workspace M RiEZF R,

BhR7< 1901 2, Citrix Workspace Batgsi&B T 5 StoreFront # Citrix Gateway HWEIZERE, IINAERI#EBIE
/Bl ICA st #H#aiMl Citrix Workspace i BEFRE,

ER@ERA =R, Citrix 53l NT Workspace E&18 (WebHelper), EE B Itb1h#E, 153 StoreFront BBEE A
Workspace Eaha8 £ixiER, LM Citrix Workspace ZBiZF R,
HXEE StoreFront BE R, BEBIMEALRFONE CTX237727 Fpy Solution -2 (@2 5% - 2) > a) Adminis-
trator configuration (a) EEREE),

AR

Citrix Workspace Eaigs S ai{iEA 5 StoreFront WEZEERE. EEMER T (a0, &@id Citrix Gateway
M) FTXFZBEME.

2B Workspace Web Ul 5

RS =HER P IRHENEREN BB RITXHENERT Linux 89 Citrix Workspace N BEFE, ZNBAER
ATaE= A CPU EAZEEI 100% mE BT,

AR % IREIRR Ul &=

1. AU TaHREFNXHE:
rm -r ~/.ICAClient
2. #%%| SICAROOT/config/AuthManconfig.xml 3Xff,
3. ¥ CWACapableEnabled EM&RBEEXA false,
4. BEamEAT Linux B9 Citrix Workspace MR, &EF BBIAHITXHMEIE Ul
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REMBRY

£ Windows g Linux VDA BY, BF %5 VDA Z BIMEEHBRP AT EERTFIHRE LNEEREHEZEY)
e, BRINBERT, IR FEARS,.

MR
« # Windows VDA £f5f Unicode 7e/mmatthie, A s, WEMARHRLXE CTX226335,
« 1 Linux VDA tBRESRETRRS i, BXMER, FRANSRETERS.
. REHEESHHT XKB lib, AFE VDA MBS ig& > AEHRASRETR.

o f& B Windows Server 2016 3 Windows Server 2019 B, HE EAMERFEBRPFEMI B R
HKEY_LOCAL_MACHINE\Software\Citrix\ICA\Icalme, /% EMERINZFDisableKeyboardSync
B3 DWORD {8, RAEEIZEIREN 0.

ERALLINEE, EEUTTRME module.ini SX#H:
[ICA 3.0]
KeyboardSync=0n
[KeyboardSync]
DriverName = VDIME.DLL

LE7E module.ini X Hig E KeyboardSync=0n 77t wfclient.ini 32 ¢4 +i& & KeyboardLayout=(User
Profile) B, vdime EI\REZFENE G LAESHBRGR, HEZERBLEE VDA, YBEGRERTFHS
EREETE, vdime AILGRSIFHIZEIA VDA KX /R

EEHIIIEE, 3BT module.ini 3X+i&E KeyboardSync=0ff, LUXERZISHRANIITH. ERIRENITH
&, ¥M $SHOME/.ICAClient/wfclient.ini XHZERRHF, HESIERMNBESHMEFHEE—RLEE
VDA,

fERER

BRLLIEERE, MRFJIEIEPEFHRE LORRERAELTN, IENRERBLFHERNLEZK.

£+3+ Windows VDA #1 Linux VDA HWBEH B XiF
AE:
TERBFFESIEM Linux BEXKFIZEE—NEFM.

Linux #£/Linux Windows Xi5i&
Linux #8#%5 VDA %15 B Windows #&Z ID Linux VDA#&

ara - ar-SA 00000401 ara
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Linux ##/Linux Windows Xi5i&

Linux #8253 VDA /5 =1 Windows 5% ID Linux VDA % /5
ara azerty ar-DZ 00020401 ara
at - de-AT 00000407 at
2 iso-alternate fr-BE 0000080c 3
E:2 = nl-BE 00000813 3
bg - bg-BG 00030402 bg
bg phonetic bg-BG 00040402 bg
bg bas_phonetic bg-BG 00020402 bg
br - pt-BR 00000416 br
FEZER - be-BY 00000423 FiE=ER
ca eng en-CA 00000409 ca
ca multix fr-CA 00011009 ca
ca fr-legacy fr-CA 00000c0c ca
ca - fr-CA 00001009 ca
ch fr fr-CH 0000100c ch
ch - de-CH 00000807 ch
cn - en-US 00000409 us
cz - cs-CZ 00000405 cz
cz gwerty cs-CZ 00010405 cz
de - de-DE 00000407 de
de mac de-DE 00000407 de
dk - da-DK 00000406 dk
ee = et-EE 00000425 ee
es - es-ES 0000040a es
es mac es-ES 0000040a es
fi - fi-Fl 0000040b fi
fr - fr-FR 0000040c fr
fr mac fr-FR 0000040c¢ fr
gb - en-GB 00000809 gb
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Linux 282%E

gb
gb
gr
hr
hu

ro
rs
rs

ru

Linux ##/Linux Windows Xi5i&

VDA % /3

mac

extd

ibm

std

qwertz

mac

std

latin

g

en-GB
en-GB
el-GR
hr-HR
hu-HU
en-IE
he-IL
en-IN
ar-1Q
is-IS
it-1T
en-US
en-US
en-US
es-MX
lt-LT
[t-LT
[t-LT
lv-LV
nb-NO
pl-PL
pl-PL
pt-PT
pt-PT
ro-RO
sr-Cyrl-RS
sr-Latn-RS
ru-RU

Windows %2 ID

00000809
00000452
00000408
0000041a
0000040e
00001809
0002040d
00004009
00000401

0000040f
00000410
00000409
00000409
00000409
0000080a
00010427

00000427
00020427
00020426
00000414
00000415
00010415

00000816
00000816
00010418

00000c1a

0000081a

00000419

Linux VDA %5

gb
gb
gr
hr
hu

ro
rs
rs

ru
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Linux ##/Linux Windows Xi5i&

Linux #8253 VDA /5 =1 Windows 5% ID Linux VDA % /5
ru typewriter ru-RU 00010419 ru
ru mac ru-RU 00000419 ru
se - sv-SE 0000041d se
se mac sv-SE 0000041d se
si - sl-Sl 00000424 si
sk - sk-SK 0000041b sk
sk gwerty sk-SK 0001041b sk
th - th-TH 0000041e th
th pat th-TH 0001041e th
tj - tg-Cyrl-TJ 00000428 tj
tr - tr-TR 0000041f tr
tr f tr-TR 0001041 tr
tw - en-US 00000409 us
ua - uk-UA 00000422 ua
us - en-US 00000409 us
us mac en-US 00000409 us
us dvorak en-US 00010409 us
us dvorak-1 en-US 00030409 us
us dvorak-r en-US 00040409 us
us intl nl-NL 00020409 us
vn - vi-VN 0000042a vn
VDA &% R

VDA BEfBINAEEI BB EE A “VDA” EH/E, MALEF HNBREFRIRBENM. EXFUTREMNGEE: PC/XT
101, 102, 104. 105. 106,

EFARSSRIHEETE, BRITUTIEE:
1. Bzh wfclient.ini .

2. B KeyboardLayout BI4HIME, SATFFIR:
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KeyboardLayout=(Server Default)
KeyboardlLayout BMMZIAER (BFPEEXH).
3. ENBRHRIEUEESREK.

XFSEBIREX

Citrix Virtual Apps Services ATEEER XM, MIERFLARFRRE. LIBTALHERNS, HEATER
pnabrowse THE X fREISX .

iEATF Linux 89 Citrix Workspace A2 o] LURBIM N LB E R, BEFERFAEBIRIIERBABTHHEE, H#
fERF A LLEE Citrix Workspace W ARFEEZX MY, HIBERHRNNAERFSEZM NI HREEXE,
g0, E4EMA Citrix Workspace MBEFEEBE .M Adobe PDF x4, %94 %i%%0 Adobe PDF Viewer 3%
MR BERF. BRIEAAETIRENNARR, BURARRTEEEEENERTRS.

BEERFELEEA FTA, BHRITUUTRE:
1. BREEXKNNBREFEWERHEITHNNAERF.
2. ERBERFNAEFNYIRMRSS: URL, BET76H<:

.Jutil/storebrowse -1

.Jutil/storebrowse - S <StoreFront URL>

3. AU TIEZIETT./util/ctx_app_bind &%

.Jutil/ctx_app_bind [-p] example_file|MIME-type published-application [

server|server-URI]

fl4n,
Jutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
4, BFRERRITANXGBEE T ZF R8T (CDM),
5. WEHZXXHUERXBNN AR REITH,

RBRABIIR AR5 LB K

Citrix Workspace [z A2+ AEERATE Citrix Studio FEEERILE.
WEFM:

MREREIIEE T FTA NN AEIERS .

BERXHT BR5EAT Linux B9 Citrix Workspace R BIZFXEX, BHRITUTI2ME:

© 1999-2021 Citrix Systems, Inc. All rights reserved. 84



BT Linux & Citrix Workspace [ Bi2F

—_

. RINAERF.

N

. &x3 Citrix Studio,
3. ARBEENAEFHERE,
4, HEEME,

5. £ “S1TEH (AN&)” FEPHM “%*” UBSHSITRIE, ABRE “HBE.

Application Settings

Studio Location
Enter the location informatson below,
Path to the executable file:
Identification T | .
CAWindows\System3Z\notepad.exe Browse_
Erowse the applications on the local machine, or enter the path manually.
m Command line argument (optional):
Groups [[~ggm=
Lirnit Visibility Working directory:
File Type Association [CaWindows\System3z T Browse_ |
Zone

ok || concel |

6. ARBPHNAERFHIEERE,
T, EEHHBIXE
8. EREFHE Citrix Workspace M AEF 5% AIEFEXBHNFAET B2,
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Application Settings

Studio File Type Association
| Enter the file type associations below.
By default, this application will automatically open the file extensions listed below,
Identification
¥| | Extension File Type
Delivery 7 bat R
Location v cmd
¥| compositefont
ko0 ol anf
Limit Visibility o ini
el .Il'i
File Type Association
¥ JSE
Lone @ oo
¥ psl
¥ psdl
¥  psml
¥ reg
¥ sop |
; Update file types...
0K Cancel | Apply
1

9. BENMAMERHMHHEE,
10. BRI LA XEPRMNTBER P LEA FTA.
AR

MR StoreFront XHFEB KB T “FF7 RS, BIANBER T, BEXMHEEXE,

4% Citrix Analytics

AT Linux # Citrix Workspace B2 BT, AIEIZNAREFMRARLESHNR2MEEESES Citrix
Analytics, BAfE, BERE Citrix Analytics RS as L#1THRAEMR. Bx Citrix Analytics B4R, 158
i Citrix Analytics.

FERRFRE
Citrix ICA thi){E S A - RmEibi@E [TUI VC] iz Citrix Virtual Apps and Desktops 5E#ARE 28 28
ZREiE. TUl MUEmmiEEEnAr R (U] AFES.

AT Linux B Citrix Workspace M AB#EF X35 TUI VC Thak, IthIhRERI#FEBIE P iniZR RS 28 &% Xm TUl $iEE,
ERAI AR Ul B, I #EBEEFIRASMRERMNET. aIATE module. ini XHH#E VDTUI
#R&: VDTUI - On/Off
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BXEHBENFMES, B2 Citrix Virtual Apps and Desktops x4 Citrix ICA EiliEE,

B IRIE

March 23,2021

AT IRHEEFNELE, B Citrix Workspace AR 2012 2, F1#$7E Citrix Workspace MBEFHEREH K
IESEE, HEERRRLERNABREFAGE. BISNENEZESNRIESHE, UMEEZERAHIRIEEN BN
AEEEMMNIR,

AR

It S7IIEIGR IRV IE =B E PIEA,
DB
WFRE libsecret &,
BUABERT, LIhEe FREARS.
ERAIILSRINAE, EHRITUATRIE:

1. HREIEBEXXH: SICAROOT/config/AuthManConfig.xml,
2. ¥ AuthManLiteEnabled MEI&E A true,

Bhaek
EEERT Linux 1 Citrix Workspace M REFHEREESE X, U@ StoreFront iz%I&E2E StoreFront
AR5 28,

Citrix Workspace M ABTEF X5 PCSC-Lite #1 PKCSH#11 IRshiZ B R AN EEFiLEES. BABERT, Citrix
Workspace M BEFIEEEF—MIEMEE opensc-pkecsll.so,.

Citrix Workspace M B2F A UEIEFREMBE S Eth PKCS\ ##11 RehiZF 2 opensc-pkcsll.so, AL
FERAUTIEFESENUE:

1. HEIEEXMH: $ICAROOT/config/AuthManConfig.xml.

2. #3177 <key>PKCS1imodule</key>, EIKIIZFMIERINEERIZITH <value> TEH,
AR
MBEMNT RohIBF MBS MR, Citrix Workspace M AEF 1§ S El $SICAROOT/PKCS\
##11 BRPIER M. &, AIUEALL “/” FFREITRR,

MBS EEEE, BRBUTSBEHREEXHHTH SmartCardRemovalAction, LUEEE Citrix Workspace [
BREFNITH:
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1. HEEEXMH: $SICAROOT/config/AuthManConfig.xmls
2. #Z217 <key>SmartCardRemovalAction</key>, ##¥ noaction & forcelogoff HRiNEIEERZIT

B <value> TEH,
FIATRA noaction. FRITEAATFEREENEIBEURIENIERES SE£IY £ RS EAVRIE,

forcelogoff RfFFTEMIPRE sERESERR StoreFront RRIFFERIEM I,

BREERXF

WNR1EARS2EA Citrix Workspace ZAB#FHRINEATEEFR, Citrix Workspace MARRFREZHFEMEREFIR
2

AL ERERATUTHER:

. 8
4|
A

EEREMWIE - 33 Citrix Virtual Apps IR 28T B H I8,
AR - AR FNER BN AER AR AHME ERIgE,

§E|:|

BRFHENZ2MIFEHR, YIBIRARESHRIEAEE (30 TLS) #1755,
BLIMERRISF, YNEEUTHMA:

RRRBNELKHBHEARFLAFE PC/SC Tz,

TSRS RHIRENER.

C/SC Lite #f#a2.

EHIIT pcscd FIFER, ZEFIREER PC/SC iR sE-RI R
o« 7£ 64 (IRFH, 64 {F0 32 k7Y libpscslitel REBHFAFTE.

.
oo
378y

A W od o

Sl

P
(o

3

b
o

HE:

MBEFARES SunRay 2.0 XBESRAARS 2R SunRay Kk, 5% % PC/SC SRCOM bypass &, %
S M http://www.sun.com/ F#,

AXERSHB LEETEFZIFNFMESR, 15213 Citrix Virtual Apps and Desktops XHFIBIE EE+o

%1% % (nFactor) S31EIE

ZESHIIEERBFEHS T EIERALERSHRNR, MMEETVAREFNREE. SESHRIEESSMHIIE
PRMIXBKNRRERERETHERRLE.

71, Citrix Workspace [ B2 @ £ B34 StoreFront SEEIR BB R ZIFMER EMERZIFINN, Citrix
Gateway #J Web & RITEM RS E IR EIMNBRSS 23 ALY,

BXIFMER, BB Citrix ADC X#4Hsy SAML 54 30IER 2 E (nFactor) S35k,
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Ze

April 16,2021

EHRFRENILRS Citrix Workspace AR ZEINEERS, AILUEA Citrix Gateway FR &R ARER Citrix
Workspace [ A#2FiE.

AR
Citrix #i1E StoreFront lRBS2E5 AP && ZiEER Citrix Gateway,

o BAASE: PILERAASE AT LURYE B AR AL AN IR O A sk pE L SUE E3@id. EEMA Citrix Workspace M RZFHT,
MRBLEIDEIREZIZAZMLE P HULIRESEISNGE Internet ik (EDMEHbIESER, 5 NAT) BIRSEREALE, N
RzBCE SMER Lt

o AJERIBRSS 880

o (LERAT Citrix Virtual Apps 2828 (FERT XenDesktop 7) : SOCKS RIERSSBHTLREBRESSE (1B
MARLURIEIRS . HTTPS RIEARS (W TLS BERERS ) . AILUERARERSSZRMBEHIMEHIN
shA i ukisE, FHA4E Citrix Workspace B2 5AR S 88 2 @1fiE#H, Citrix Workspace M AR 1%
SOCKS M=z 2B,

« 1XBR Citrix Virtual Apps Z&: FEREHEREM (TLS) sy Citrix Secure Web Gateway =% SSL Relay
fRARFER. X TLS1.0%5 1.2,

Citrix Gateway

Citrix Gateway (LL#1#F/9 Access Gateway) AR5 StoreFront MABENEER S, HAFEERFMAMIT
H AP X REMNBEFIEE,

Ei@Ed Citrix Gateway EEREMN AR, BHHRITUTIRE:
1. IEEEEARMM Citrix Gateway URL, aJLLGEE A TFAR 2 —HRITIRE:

o« BEREABBRSTAFPFREN, RASIRTEERMKFIHEESHAN URL,
o EEABBRSAFR RIS, aTLUEE B EE R > P > HRinEimN URL
o WMRIEET storebrowse S EINERE, BEGSTRHAN URL

& URL EEEMXFEFENAEE (EFMEE):

« EE#3 Citrix Workspace AEFHREINE— ML ARE, BFERAMUTERN URL, Fli: https:
//gateway.company.com.

CEERERIBTELABTIE BEFEAUTHE AN URL, #Hm: https://gateway.company.
com?<storename>, k& AH URL WA NEREREN,;, BT ZURLFEE= ESF
1) . MREEL storebrowse EZIFENABEE, AJREFEE storebrowse BLHAMNE|S35]E
URL.
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2. RERAE, FRENAFPE. BRNRS<SEERIZNARE (BEMX), BXLTENFEMAEE, BB
Citrix Gateway 14,

SHEIERRE, BETENKEMXBRER.

RIBRRSS 27

RERSBV/HATREIMBHINEF B IR, H4E Citrix Workspace B #EF 5 Citrix Virtual Apps and
Desktops SE > iaR9iEHE. Citrix Workspace R 2% SOCKS il (KEHiF Citrix Secure Web Gateway
0 Citrix SSL Relay). Z2AIE#MYF Windows NT Eif/msz (NTLM) B{5383E,

SRR RITIRMW Trusted_Regions.ini #1 Untrusted_Regions.ini BRI “Auto” (Bzh). “None” ()
“Wpad” %8, IRfER “SOCKS”. “Secure” (&£) =% “Script” (BZx) KB, BFREEXLEHURATFTIRFR
ARINE AR,

3

AR

BWEREMLEERE, HEA TLS,

ZeRIEARS 2R

RBEZRBENEARSRENNE, BRERNBA T Windows NT Bifl/mEz (NTLM) SHKIENSHE, RIE
XA, WEFEFEMEEREEE TN GER LY.

BE:

NTLM %3FEZE OpenSSL 1.1.1d #0 libcrypto.so FE. TERAFIEE EREXLEE, XEEBEESTE Linux &
1ThR. WAILIM http://www.openssl.org/ #17 T,

Secure Web Gateway #1 SSL

AT L& Citrix Workspace R B#2F 5 Citrix Secure Web Gateway iR £ EEZFE (SSL) h4 RS ERE—I2.
Citrix Workspace R B#2F %45 TLS thille TLS (FER£14) 2 SSL hNMSFinELhRA, BRI T/
4 (IETF) 7£35% SSL AMKITENFRESE, ¥ SSLBERHR TLS, TLS @3 IRERSR[RIHHIE. BB RMEBM
HEREBMNE, RREHERENT2, FLAR (BEXEBRFASL) ZREM TLS RREMEEENRE, X
PATTREREREARIENME, FI30 FIPS 140 (BXFR{s S EMRE) . FIPS 140 B—MINERE,.

Secure Web Gateway

AT E S EE R 4R T ER Citrix Secure Web Gateway, 3k Citrix Workspace M AEF SRS 28
BEREMLLEE, NRAETEREN T#A Citrix Secure Web Gateway, MAEEEE Citrix Workspace 512
o

MREREMEPHARS ] ERET Citrix Secure Web Gateway I8, NalUER &= T A Citrix Secure
Web Gateway K3, Ax¥4HzE, iE21 Citrix Virtual Apps (Citrix Secure Web Gateway) x4,
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INREAFHEL, Citrix Secure Web Gateway RS2 BELFT—RIE, HEHMEE Citrix Workspace RF
TEFA REfER

« Citrix Secure Web Gateway AR5 2389522 BRERIHE (FQDN),
« Citrix Secure Web Gateway fR$ 28893505, Citrix Secure Web Gateway fr7s 2.0 Rz 4Rz,

FQDN & JuZIRFE5H AT = MARER 7

o ENAF
o HhiEE
o TRRSE

flg0: my_computer.my_company.com 22— FQDN, FEARE®XFIEENZ (my_computer). Hiali
(my_company) FTA%E (com). AREREAMTREIERIEE (my_company.com) #idE.

SSL Relay

BUAERT, Citrix SSL Relay £/ Citrix Virtual Apps BRS28 E# TCP i50 443 i#17 TLS Z£i@(5. SSL Relay
UE TLS EiEY, SREHIEEREEERZIRS 2.

SN SSL Relay EEE J1iinfr 443 LUSMYEMIEO, AT ZIFFREMITHOSIEEL Citrix Workspace R
FFo

ATLUER Citrix SSL Relay SRREU T ER THEERZS:
« EEAT TLS MWAFIgE SRS ZiE

BXREEMMEA SSL Relay RHRZEZ2MES, 1E5iA Citrix Virtual Apps i,

TLS

I LL@id7E [WFClient] #8453 FRiR N LA FEC B IETURIZHIBE TS A9 TLS Wil 9hRAs

e MinimumTLS=1.2

o MaximumTLS=1.2
XEEIZIANE, EREDIH, BEREZEHREXLEE,

AR

o TRANEHIER, MBFREXLE, MREERE selfservice 3 storebrowse B 7 iXLE(E, 1EE
A killall AuthManagerDaemon ServiceRecord selfservice storebrowse,

« &ATF Linux B9 Citrix Workspace R ZFEAR AR SSLv3 il
EERFINEMNE, 157 [WFClient] S5 Ll FECEEM:
+ SSLCiphers=GOV

IERERRINME. HthrliR5IRE? COM 0 ALL,
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} =r

AR

5 TLS WRAERE—#¥, MREER selfservice =k storebrowse FEX T ILE, MATEN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

MEEH
HIRERRLBEMNMEELE, FIKN TLS_RSA_ NEBEATRMMFIRE, HERMNSBELES.

TLS_RSA_ ZWMEH#ERTEMIR. R, EREZFSH TLS_ECDHE_RSA_ B EM. MRENFIRREE
TLS_ECDHE_RSA_ ZWEM, WHFZEKES, FRHERNFFIRZR. WFEFHSHRIE, X 1536 i RSA
#tho

TR TERTBEES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS v1.0 X#FUUTERES !

« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
» TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS v1.2 2R AT EEES:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

=3

AR

BhR74s 1903 RERARAEE, Citrix Gateway 12.1 RESM4z# DTLS, &% Citrix Gateway B9 DTLS Z#%
NEREHNER, ESHEERE DTLS MY

THEMS

EEAARNERES, ERHSH SSLCiphers WEEXJ ALL. COM T GOV, BIAMERT, ZAWE SICAROOT
Jconfig BRTHWALL_Regions.ini XHHIKEN ALL.

TELATBEHSFIH ALL. GOV 1 COM 1=2#:

. 28
- R 3 MEWE.
« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
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- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ COM
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

BXWERRES, BERTEEMN

#1429 TLS_RSA_ NEBEHTRERFIRE, XEERBEANTERESRITLFTH, BR, AXFS5FRHREH
Citrix Virtual Apps and Desktops mE#ZA, &M T Linux § Citrix Workspace M ARiEFEE AT RAXLEED
EH8EDI,

ﬂgg% %E’Jﬁ%rﬁ, -lﬁzi_ftﬁn_‘\ Enable\\_TLS\\_RSA\\_ iﬁgﬁg False,
TEHREFANEHREMYIXR:

« TLS_RSA_AES256_GCM_SHA384
« TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
+ TLS_RSA_AES256_CBC_SHA

« TLS_RSA_AES128_CBC_SHA

« TLS_RSA_3DES_CBC_EDE_SHA
« TLS_RSA_WITH_RC4_128_MD5
« TLS_RSA_WITH_RC4_128_SHA

=r

P =

EERIMEHBEHEARCAERE HEEFR BAAXBINEHTFTRE2. EAMUERFAA
TLS_RSA_3DES_CBC_EDE_SHA ZWEEMH, AILUERTSREGIMITREXLEFA

BXEE DTLS v1.2 Mi¥4E 8, &SR Citrix Virtual Apps and Desktops St#s I BSNS54,
B

WMREERRIRA 1901 RERIA, BRITUTTE:

90R.ICAClient BEFETFHAIAFNEBRH:

o MB& ALT\\_Regions.ini Xt

27

o« BRY ALIRegions. ini X, &E [Network\SSL] ZorsE R FRINATT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA =

INRLF AP EXHRFPFREFEICAClient x5k, MigR Citrix Workspace ARRFHEHRE, EXMIER
T, BREXLEINENIRINRE,.

TRIE T SHPNEEES:
®1- BHEHXFIIR
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Native Cyrpto Kit mode and cipher set

Ciphersuite Open FIPS SP800-52
OPEN ALL OPEN COM :OPEN GOV FIPS ALL FIPS COM FIPS GOV SP800-52 ALL SP800-52 COM SP800-52 GOV

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 1) Y Y Y Y Y Y
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384m Y Y Y Y Y Y
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA Y Y Y Y y y
TLS_RSA_WITH_AES_256_GCM_SHA384 (1)(2) X
TLS_RSA_WITH_AES_128_GCM_SHA256 (1) (2) X X
TLS_RSA_WITH_AES_256_CBC_SHA256 )@2) X
TLS_RSA_WITH_AES_256_CBC_SHA @) X
TLS_RSA_WITH_AES_128_CBC_SHA o) X X
TLS_RSA_WITH_RC4_128_SHA 12 3) X X
TLS_RSA_WITH_RCA_128_MD5 () 3) X X
TLS_RSA_WITH_3DES_EDE_CBC_SHA @) X
TLS_EMPTY_RENEGOTIATION_INFO_SCSV Y Y Y Y Y Y Y Y Y

Notes

(1) Ciphersuites that require TLS1.2/DTLS 1.2
(2) Ciphersuites disabled by default

(3) Ciphersuites not available for DTLS protocol
Y - Supported ciphersuites

X-Deprecated ciphersuites

=z

Py =W

EXAHFREEBEMSEREM FIPS- #1 SP800-52- MM, HIMNEBEMHNAFATF (D)TLS1.2 E. BSH

®1-EBHEGRIR, THEEBEATFENGSRIE.

Storebrowse

July 6,2020

Storebrowse B—HERF IR SRS B ZE#H TR EMNR G SITRRAER.
ERA L BHRITUTEERE:

o AN AEIE,

s FIHBERENNABEEFHNERHNAEFNRH.
« NERENNKABETEMEBCHIT N AREFRE.
« BRMZAEAHRNNAEFMNKEBRES .

« BEHIEAXHHINAERF.

o ERMERITERNRE,

B3I ER storebrowse LHER, &

storebrowse SEEEFEEE /util Xk, BRI EREME FHRIZXH. fl0 /opt/Citrix/

ICAClient/util,

WEFM

storebrowse S2AREFEE libxml2 E#Ea,
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BB AHHIKENNBER
ARG ET LUBEEIR:

o ALUEAHSITH storebrowse %
o AILUMER Ul BEhE TR,

ARIT storebrowse %,

BRI

AT ERS i N4B T eI LM storebrowse SLEERF T ERAK storebrowse #<,

-a. -addstore

LR

RN EMXFEREMAE SR AREE UK ServiceRecord sFPF2F#tE, i< REINARENTE URL, 1

R EBERY, WIEHMEIR.

StoreFront -19dn<7Rfil:

e

./storebrowse -a *URL of StoreFront or a PNAStorex

ANk

./storebrowse -a https://my.firstexamplestore.net
AR

AILUEA storebrowse SEREFHRINS N BAEIE,

-h. -2, -help
BiER:
R1IEE % storebrowse SLRAEFRAZANIEAER

-l -liststore

LR

P EE RN AEE.
StoreFront -89dn<7Rfil:

./storebrowse -1
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-E -enumerate
prazH
FIHATRAER. RABRTEERUTE:

o FRBZR
o BRER
o FRXMHFHE

BEEFMES, 151 -M (-details) S2HiNE -E &2

pE=

iz{7 -E 8, MREZAIRRBEEE, WEETRSHRIEED.
A -liststore IREMENNAHE URL,
StoreFront -89d < Rfil:

« ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

o ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery

-S -subscribed
1RE:
FIHITIHEME . BANERTHERUTE:

b

o FRBR
ERBM
o BRXHE

3

ED

b

BHEHFMER, B% -M (-details) &<z -E &85,
StoreFront EMss<RAI:

e ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

o ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery

-M -details

Az H
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WSS EEEAHHRARFNIN R, tkHeE%ES5 -EH-S Ho—REM. kasRAN— 1 SHE5HBLA
B MR A

« Publisher(0x1)

+ VideoType(0x2)

+ SoundType(0x4)

« AppInStartMenu(0x8)

« AppOnDesktop(0x10)

+ ApplsDesktop(0x20)

+ ApplsDisabled(0x40)

« WindowType(0x80)

« WindowScale(0x100)

+ DisplayName(0x200)

+ ApplsMandatory(0x10000)
« CreateShortcuts(0x100000)
« RemoveShortcuts(0x200000)

#iF:

o ERBEITHMNAREFSERERE, 5% CreateShortcuts(0x100000) B85 -S. -s fl -u s —it
EJ=ER

o EMIRRFIEREEE, 5% RemoveShortcuts(0x200000) 5 -S s<—i2ER,
StoreFront EME<RAI:

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store/

discovery

Heh, 0x264 A DisplayName(0x200). ApplsDisabled(0x40). ApplsDesktop(0x20) #1 SoundType(0x4)
WAE. HEEFEEITRNTRURIERES.

BILUER -M L5 HABMRFFAERAEIR:

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store/

discovery
/i

o AR /NERRIRTIXEE, F1g0, 512 &R 0x200,
o WNBRFLFME BT EET storebrowse 21, MimHERIS,

-s -subscribe
Az H

VTS E N B IERAVEE R IR,
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StoreFront -89a<$Rffl:

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

-u -unsubscribe

PieA:

MIEE R B EREUHITEEN R IR
StoreFront ta9ar<$7Rfil:

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

-L -launch

LR

BaE5BAHARNER, KAEFHEREHAL, RHERNERNRIE,
StoreFront L& < Rfl:

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

-i -icons

WiPA:

tEn <L PNG iR S BN AR B, <5 -E 5 -S < —ie A,
ERBFABEANIRENE, 1EER best 83, size 885,

best £

£/ best 287574, ERTLURENARS 88 LIREHNREXNWERR, TTUMEEEMRERAFFEARN. best BHAER
=, MATEMBEAHEARENRERIA X, XHL <resource name>.png X R1F.

size &
ERBUEEAN/NLRENELR, BFER size 8851, NRRSBLEFNATANTRENELR, WaSHIMER,
size B A WxB &=, Hr:

« WAHBEHEE. FrEERERRIELTE, BRItIFE—MERIEEEKR ]
« BABBRE. MWiEiR, SHEROUK
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AR
EW 2H4FEHN. EB AL,
MRRIEEXLEE, NWETERBEGRENET, XEXHLL <resource name>_WxWxB.png &R R7F.
F -E ® -S S RENEIHER, XFEHSERL .png B REFET.
Et5r7zE7E ICAClient/cache/icons x {3k,
StoreFront tm9as<$/Rfil:

o ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery

-W [r|R] -reconnect [r|R]

LR

EMEREENABENATENRSESHMAERNRIE, [f] EUSEMEEMBEMAERNSIE, [r] ETEER
EEEEDRIEN I EEN AR,

StoreFront ta9ar<$7Rfil:

+ ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

e ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery

-WD -disconnect

LR

W FFEE N A B IR MR SIERER.
StoreFront L& < Rfl:

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

-WT -logoff

BiEA:
KIHEENABENERIE.
StoreFront -m9ar<$Rfil:

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery
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-v -version

LR

&7~ storebrowse SLAEFEHVARZS,
StoreFront -89dn<7Rfi:

./storebrowse -v

-r -icaroot

BiEA:

EBERETIERT Linux 89 Citrix Workspace LARFMIRE R, MRKIEE, WEETHRERER.
StoreFront t19ar<$/Rfl:

./storebrowse -r /Jopt/Citrix/ICAClient

-U -username. -P -password. -D domain
WiAA:

RREPA. BRMEFAEESMERALRSE. LA ENERT PNA NABEE. StoreFront NAEERIRILGE<S. ¥4
EERASHET. vIadZ T eLRANFAER.

StoreFront EM&<RAI:

./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

-d -deletestore

BiEA:

BGH7E ServiceRecord F&1EFHEMN ARIE.
StoreFront -19dn<7Rfil:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

-c -configselfservice
BiEA:

SRERFHECEE StoreCache.ctx PEMHINBEBRSER U8B, RANSEER A <entry[=valuel>, MRREFEF
B, sRHigENYeiE,. B2, IREEEME, WsFERZERELE.

StoreFront -89&<$R1fl:
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./storebrowse -c SharedUserMode=True

-C -addCR
piaizH

SEERRH Citrix Receiver (CR) X#, HRTERNS M NARHE, W5 -a #S8R, BES UARE, Hik
175 R

StoreFront EM&<RAI:

./storebrowse -C <path to CR file>

-K -killdaemon

WiRA:

£k storebrowse E&1EF. Flt, FERFAEZENSHE,
StoreFront -19dn < Rfil:

./storebrowse -K

-e -listerrorcodes

BiEA:

FI S EREY IR KD,
StoreFront -19dn<7Rfi:

./storebrowse -e

-g -storegateway

BiEA:

ABTE ServiceRecord EA R HIE AR AR EIRERIAR X,
StoreFront -rI&<Rfl:

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery

3 =

AR

M — P 5% 2 R T 5 RE I A RS SR RO R K 51 R R
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-q. —quicklaunch

LR

fERER URL BHIRARER. i< UERT StoreFront MAEE,
StoreFront -rI&<nRfl:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>

-n -nosingleshot

BiEA:

YRLR5FIP storebrowse #1E,
StoreFront -H&<Rfl:

./storebrowse -n

-F -fileparam

WiRA:

EREEN X BENRRBIX o
StoreFront tp9ar<$/Rfil:

./storebrowse -F “<path to file>” -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>

TR
ASGERT T SEfER storebrowse <9 BRI A2 RIE 2 TIER:
1. ./storebrowse -a https://my.firstexamplestore.net
ARINE AR IS H RN AEERTE URL, i2 T2 URL, EAhTEEEMaG<HEERZ URL

2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
B EARNNBEFNEE. ERHNEIMINARERRNHEHE WA G ERE.

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery

BEHER. M E—1 < avaH PIRENEIRE o
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4, ./storebrowse -K

eSS B N SR H KL storebrowse SFF1EF. WNRKRBIHIERILEHS, storebrowse #i2E
E—\BERH,

B HERR

March 23, 2021

IXHEENEEIEMERRMMERT Linux 19 Citrix Workspace R BZFH TR,
EE

Ea e B R LU ERE R,

ICA =zh Fedora 29/30

ICA BrhrI8ER1E Fedora 29/30 LRI, AT REBUTHBHITIRIE:

1. EAH <L %% openssl10

‘sudo yum install compat-openss110.x86_64"

1. 7£ ~/.bashrc PIRBFRTEUERNG I IEHTNE. HIREERKIAH libcrypto &,

“export LD_PRELOAD=/11b64/1libcrypto.so.1.0.20°"

> kkE B k%

>

> 5 Wayland & i &L, ZNEAEEE X.Org BREBPIHEEZFT. WTFE
Wayland fER RIABEEH N RITHR, EREEITBRUTE— Mm:

>

> “WylandEnable=false in /etc/gdm/custom.conf &

\Y4

‘/et/gdm3/custome.conf’. FHE H B R MU BH X.org RS B,

BRATHNARNEERIE

5 Windows RS BEILEEN, MREREE “‘EEEEIRSRE.. EENHEE, EREREEMNEEETO, U
AIREEE MRS BEEZ P iRiARIFELE (Client Access License, CAL), BXFAIMFEAER, B8R,
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REEMER

MRSENEERERT Citrix Workspace ARRFERRE, WEMERZSIEFENAEN, KHEERHTRS
R FATARERBSRMN, NREFEZKNK, Citrix Workspace ARFRHEIAERBIMERE. SN, RS
FRZHUPMERNEERER—MIRIE, MENESERFENTERRS. B2, MRRSHELNATAREFD
ARRE, ME - MERBAREIEK.

5% Internet Z#1

Citrix BiVEEMEHEE DNS (HZARSER), UGBTI EEZTINRSE/EZT, MRFEE DNS, WaIael#
ARSI P toht, 50, WETLUZ IP it (MAFRR) 8RS 2R, TLS EEERT2RENHS, ik
IP ik,

FRIRAL LI

MR EZRENERAENRIERN, BAERRBIERNER “NERLNKK: Javascript $#HiR” HiRER, BR
wpad.dat XHEHE SICAROOT/util H, BITU TS, ERENBARREEINRSBEINS:

cat wpad.dat | ./pacexec pac.js FindProxyForURL <http://hostname>

hostname 2\>&1 | grep “undeclared variable”

MRKRETRLMHE, HARSH/ LN wpad. dat XBEEFETERE, FEHTHE. BUNRETR “MELREHHN
TE.. Fadhl, WaURZR@E, T7 pac.js, AAHPHIENENEERUTEREX GRS FIN—1T,
Hep “. 7 AT 88,

var ...;

RIEREERE

NRENKEEEBNRITEABE, Linux RIZPHBENERTERNBERTREEERE. A BT —MIERN
E&RERF, ff rngd (BFEH) = haveged (kB Magic Software),

BHEMS
MSERERN, FHRMEIREIINES

1. ARSI ARCERSBIIFNEEES, 81:
+ Ssllabs.com (ERRSERAE Internet HIEHR)
o sslyze (https://github.com/nabla-c0d3/sslyze)
2. £ Linux &% WireShark &, {82823 (ip.addr==VDAIPAddress) &} kB8 (Client Hello, Server
Hello) l#&#k SSL 253, ERBEHFF HAEHHRSREZNEBEEN,
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Citrix {1k SDK RIEH
Citrix Optimization SDK ##+88EREHN UlDialogLibWebKit.so krads, fRA#®: BITUTEE:
1. M\ THRZA @ F# Citrix Optimization SDK ##4&hk4s 18.10,
a) ¥R CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialoglLib/GTK
b) MIBRFAEXSR 4
rm -rf *.0
c) #%3| WebKit xff3%:
cd ../WebKit
d) MipsIA UlDialogLibWebKit.so £1:
rm -rf UIDialoglLibWebKit.so
e) £ WebKit BRHFERUTHS:
make all
4 m#9 UlDialogLibWebKit.so.
f) BESHE SICAROOT/lib BR.

EAT SSL EEMSBEHEN

B3z TLS 3R, EATF Linux 8 Citrix Workspace ARFERIMER TRHREEMHN. EMTEHNEBENHE.
MRBEZIFERIANZDEHNRS SR, BELREXHH [WFClient] S5+t BRREiEm SSLCiphers=ALL,

TR TERTBEES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM

EE
fEF UDT thiXey, ZRIESBIIMTHIRER: 5.7 NEZEHANREEZELERT UDT MERAEREMN
FEOAE 1500 FTMREHBRIA, WSHIIEE, FRITUTERE:

o EEREXHHIZE edtMSS=1000,
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ERRHIR
ERBRAI R ESM AR HIRNEE. =W T:

o ERENE 55ORIERSEER HIMINER
o TEBRRBHIIERS
o TAERAILARS SR INERKA

RERAA e SRR I LER, B

o FMITENMEEITENTEADE@ER TLS thillt. BXFHAEE, BESHTLS,
o ERRTENEEN TLS EREARIANEREGN, EXMERT, GAIUEEEXHH \ [WFClient\] 2B
SHIRERER SSLCiphers=ALL, AREEHBEEZEZANE!T killall AuthManagerDaemon
ServiceRecord selfservice storebrowse,
o ERITEN RS YHIBEREFIHIESN, IS (X##EZHERIRME Citrix. Authentication 1 Certificate 89
I,
o Hfthja)R,

RHBER

Citrix BIEERS 38 L ERRHMaH Citrix Virtual Apps and Desktops, R Fi&#& L&/ Citrix Workspace
R AR

WM EREHERE, MWaLEX Citrix Workspace B2 HIBELE LUK Citrix Workspace Rz FEI2F89ER 75U

RS,

« E2E Citrix Workspace W BEFiEE - B2E Citrix Workspace M BEFEEATLURR ICA FRrErE iz
SkaE

» B2 Citrix Workspace R AREFHERAT - Bk Citrix Workspace 52895 B A Uik ] LR RS I
SRR R

+ B UDP &7 - thIhAERT TEFE ML LT IP B35 (VoIP) & ER M —BiE

o ERARHRAK Citrix Virtual Apps FiEBETF Linux 89 Citrix Workspace M FRERF - Citrix FEfihigss
MIRASDRAHIMERE, F2MEEThRERE R Citrix Workspace M2 RS 283014

BR
REHR

EXRFRF, WD (HZD) FRNMNLNHIENHATRE LNSHRREHROEL. ERELNTESUIEX
FEROABEXIEPIERERE L. REZ VDA RER BT & R MR UHRE, HESEEIASINHRNGH
EBRAEFG, X11 (Linux/Unix BFEFRS) MATREGEIELEHHN SR —Bota s SRS %,

AbEREEH, Citrix BEERBNARFATSRELFIRSNIRESE, B, FF vsvnc Bai T—MALE,
fEM Linux RENERFELED, BEATEEEF K LERNEREFUNREERNEQEER, XLEERNHHRL
RRSZ:
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« X11GPU &E
o ERASEERS

X11 GPU &2 &

SHF Intel HBER, BEEH
20-intel.conf 89 xorg.conf.d FaIE—MEEUTRENH:

Section “Device”

Identifier ?Intel Graphics”

Driver ”intel”

Option ?AccelMethod” ”sna”

Option "TearFree” ”true”
EndSection

s3F NVIDIA Bz, 3&TE xorg.conf.d X#&Fi B EMEREN “MetaModes” EMMX . X FFRERNED
LLUES 53 fRM MetaMode, EFIMUTRE:

{ForceFullCompositionPipeline = On}

f5I4n:

Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”
AR

REK Linux 9 % BERARRER xorg.conf.d 84,140 /etc/X11/xorg.conf.d =% /user/share/X11/xorg.conf.d

HEEER
FERUTHS:
+ Compiz (#&AZE Ubuntu Unity #), &% “CompizConfig Settings Manager”,
izfT “CompizConfig Settings Manager”,
e

BN ->#E7 T, BUEEd ‘BUEEREReRED,

£/ “CompizConfig Settings Manager” BIRiZ1E, RAEIZMERERMEIERABE,

,—

« Compton (MNFMTAERF). BEXTEMNFMEE, ESIA Compton WA TIRERE/ X, 0, EE1T
LI Faps:

compton --vsync opengl --vsync -aggressive
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HRALER

NREANRERGRE, RFRETSREWMATRALER, EXMERT, NEEMERNBELENGR, X5
EREIFAES, BSH ZHRET .

HESS

BELEEON, REFOEERSAMREMNEOUE, SBEEES, ERRALEE, BEE0EESEIREITE
B EE OB HIE O3 ERRIR T

EfrwAE M

EATF Linux # Citrix Workspace EARRFRBEIBRSAZHE N EEBRTNEOEN, BXEEFHFS XER
IHEEELIE T ERE.

TeEmRAN
ERHETEEMREMNE, FHRITUTRE:

1. #TF wiclient.ini BE B4,
2. 1% [WFClient] #8554RiELLT4T: UselconWindow=True
3. REHXAXH,

HATERE

MRAGHAESEREHEETAEM, WaTsEE BRI R, FLUSARKIEMEIERHIRENBRENARREE LR

o
ERATEE
1. #77 wfclient.ini B2& 4.
2. 72 [WFClient] #oHRmMUATTZ—:
CursorStipple=ffff,ffff (EHIFRENE®)
CursorStipple=0,0 (EHIRgBENBE)

3. REHXHEX Mo

FBIAF

BEABARBHERTON, FEAEOPREREHFHEAGR. LRERE X Windows RESHEEEREAFERN
HEMRE. MEREE, BARTMNEREAESHNIERE,
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EREFXBERSENEETY
EZEIARSS 20T, AP RILUERMER 256 BIET, IhETRE MM AR, ENBREFEBESAGIREE,
L= mhiE B R

BERaRRE AN GIRE DS R E R SRR LR E MR, MERIMNEREAERR, BNt
BEENBINRNIEES. ARELEIRKE, Citrix Workspace MREFHEPIRRNAGBIRERIZIE, HER/LP
HEH—RLIAER.

Citrix Workspace R f#2RFxf HiBF#HER EUC-JP 5t UTF-8 FR4RS, MARSENGER SJIS FRF4HE. Citrix
Workspace R ARRFEEEXEFREZ BHTHIR, TAMEERSHR LRFHONXGREERS R LEEFMRE
BUSCHFRY, LA SHHAXGEREE, EEESmET BSHEEPMANSHPHNRIEFN.

LRA|EMNESNERE, BRALUERARTITS ET8BRITHED -span, @3z, JUEeRSEES T

ETeET

@it Desktop Viewer TEEZINgE, EAINETAGKKIEEOSRSIEEAZER, SETERETRSNEZER
28,

BE.
WFRBLESER OANRIE (BFEERACHNEOTHNRIE), BRERFEER.

- span ERAUTHER:
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

WMRIEET h, WIETE stdout i EREYIR, MR h BREMENE, wfica KB,
MRIEET o, WREEORHFEBESEEERREM.
JINCy

BYUAEERAILENE, RSEAECEHATRANEOSIERN, TEALE, RIEEANZEASER TN, %
BER, WEEAENCIEER. Reb@IERIIERMIERILE,

MRIEET a, Citrix Workspace MAREFEEERIBE— M EFREETHTETNRIE,

Citrix Workspace M Af2FBREERD -span BIEHN B REBHFSMTIR, EREMETEFHENERE, FHH
MEFERFAREKEE LANE TANE RS, AN MEAEEXE L. T £, GE5HNETRS.

WMERKIETE o, wWica iEER _NET_WM_FULLSCREEN_MONITORS EEME OEEEHIERBNMEORRE (W0
REFZINEE) . BN, BEARTNUER T RIERMENTR.
AUFERUTHRSRNAEOEERE T L6

xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS
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MREBHL, RAREIZIE. NRAXE, ARFTE—IBEEEEMEN. AILUER -span o REBZEEM
‘M.

ML TIREES I ETREBNRIE!
1. ERSRTEOR, #A:
Jopt/Citrix/ICAClient/wfica -span h
FAFIgESRIFTEE 2 RRRSHIREAEE stdout 1, RERE wfica.
2. B TXERRERS,
3. ERRRTEOR, B
Jopt/Citrix/ICACLient/wfica -span \[w\[,x\[,y,z\I\]1\]

Hpw, x. yMz2ESE 1 PRBHETHES, FAEME W, BEE-—ITHENE TS, €ARME
w X B, RIEERBEREAE LAMAETANERS; EAEMEw. x. yMzi, FEEKEE. T £ &
SN ETRES.

BE:

EEITNEREEMRS ZH, EX WFICA_OPTSZT &, Altt, BEREREXHE @BEMUTF
SHOME/.bash_profile 3t SHOME/.profile) , FEEFHFIM—ITREX WFICA_OPTS &, #i0:

export WFICA_OPTS=”-span a”
ItkEE 2z Citrix Virtual Apps and Desktops =&,

MEBBEETF selfservice 5 storebrowse, EMBEBMENEE, WERMBETEEBER. BHEIUTHS
BRI :

killall AuthManagerDaemon ServiceRecord storebrowse

TN BERF

TEIRRTEMNERRIER X UEASMNARFHEMERE, BATFHRASZ Ul R FRERS, HE “RRZ0HE" 1
RER AR ANRED S, fli, Alt+Tab, K&H<BhkETIARS S

fRRTTE: fER Ctri+F2 B XHBEBAEINGE, EEER FMOREIRIEEN, &% 175287 SICAROOT/con-
fig/module.ini #i& TransparentKeyPassthrough i€ &% No, XEZRBEFBAEE. B2, TOEEEE
iZ7E All_regions.ini XIS EREE ICA X,

;yljlll—
A 5

£ Windows ®iFhs £ E NS, FHENDBEREANEEF, wiclient.ini PERTRSBIEFIHEANEE
EREE. XRSHAMNAREFEIT. BRARSRIZTFARRNTEER, BSH RSHIEFRIHEREEEM,
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-LEII:—IJEIkEE,JJ\I

HRBARMERE, EHNIRBSIRRFREXM. Bk Firefox 1 Chrome 4, BT8R ER il 5888 TELE A 8E
ERIEAHBNER. EERREdREZNE LNERLERREN, JERRRRERT ICA X,

FFE NS

MREARE Web Li2seBRAA, E7EI51T setupwfc /i, & EBIFIREE BROWSER, LUEEFTE N2
BRIZFR M,

Firefox :il's

7z Firefox PEEIRERLAREFE, WRAEEEML, BF=iXEA ICA &,

Firefox $fy ICA fHfE

7 Firefox EAT ICA M, KSEMNARFSIETERBR. EXMERLT, B=AEA ICA &,

FeETHIR

MREMEEFBEETER, FJRSHIUTER.

E_MISSING_INI_SECTION - 38R EX 4.7, BEEEXMHHH “.7 BrEX,
REXHFERERRIERRE,

E_MISSING_INI_ENTRY - IFECE X .7 “.7 BORBAEEERE “.07%
REEXHHFEHFERRIERT,

E_INI_VENDOR_RANGE - i Fa& e .7, EEXMHFH X RS UM ETE “..7 o
REXMHHH X RS BHEEBEDERIF. 15 Citrix BKER,

wfclient.ini BZE 5512

WNRKEHRIE wiclient.ini, NATEESHI TR,
E_CANNOT_WRITE_FILE - FT3&5 A3 f4:“..
RIFIEEEIEER N, IR,
E_CANNOT_WRITE_FILE - FTi&eUE>f4: ...

BB E SRR i 5E,

E_PNAGENT_FILE_UNREADABLE - £’#i%EX Citrix Virtual Apps xf4 “..”: TR HHE R,
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_ Ejz —_
Fos%i%EY Citrix Virtual Apps Xt “...7%: # RIS,

EENBES SEIME R BIFREE, B2 RN Citrix Virtual Apps XHERT B, BEEERBETEENAER
RIFLURIFE L GHNERYIR, RAEEMERIFNZER. NRZBRNAEE, BRERAEMKZEINEYE, XU
KizEfre S amEr S| A Citrix Virtual Apps X4

PAC XX {4$81%

NREMBEERNEBNERE (PAC) XHEERIERE, NaZEUTHIR.
RIBEMNEM: BohECE URL FIEH.

EX LT SR Is E MM B F 2 URL 288, BRI http:// fl https://, RZIFEMER, BEMUTRAEN
89 URL REHE IR,

KB NEM: PAC I HTTP THEAM: EHEAK.

RERTEWANT FIRNB MM, MRE, BEEMUHER, WRFE, TUXHRSE. HEER.
ARIBH LM JPAC fiids HTTP TH KM A EREZ,

ARS3 88 EARTFFERMIEREY PAC XXfF, BTERRS 2 LB PAC X, SHEEMECENK
REE KM PAC Bz HTTP TE KK,

T# PAC XHBNHEEAK, FEMERHEIR,

RIEBVRK: BRNEEMERT,

PAC Xt Rz, 1B1ERRS 28 LBeR PAC X, SEEMECENY

RIBIMEM: FL3F JavaScript.

/b PAC BTSSR pac.js XA, Efig# Citrix Workspace M BZR.
RN JavaScript i,

PAC X BETHMAY JavaScript, EEMRS2 LEE PAC X, HiESH iEi,
RIEBINERK: IEEEHEBEMAERTER,

MBRSS B EWR IR R ER, BERSR LEEMNMER, ESHEENR

I
LisERAE SAML BHWIEMRARE (R AUTHV3 thiY) B, BERUTHIRES: “Unacceptable TLS
Certificate” (Ra#E=89 TLS IEH).

LEEMERT Linux 19 Citrix Workspace R A2 1906 REShRANSEIILER, BXBERRTEA, 555
FHRAILXE CTX260336,
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R StoreFront BRE BT EIRESFAERERLENDEIES, HEBEREDEIEBUEFEERERF, BERT
LTS8, SAEBHRM StoreFront N ERHEIE:

1. BIREN—1 2 PEM X B9ElES,
R
R AE PEM XIEH, &R openss| LAIEFE CRT SRABIEFHHEIRA. pem X,
2. UAFRE%H (BEXRroot) RERMHE:
a) B— sz xxtrE %12 SICAROOT/keystore/intcerts,
b) UREHRHEHAF SMHETUTHS:
SICAROOT/util/ctx_rehash

WMREIHEBMANEMELNEAZAP RS EENRSS[IEPHITEMNEIE, BARUTIRBHITIZNE, AEEHRM
StoreFront MZFEIE:
1. 3KEX PEM R HIRIEP,

RBR: MRRABMAERXIIES, EER openss| LAEFEE CRT SXAIERFHRHF.pem X4,
2. URERHENAFRSH (BF7 root) HITUTRE:

a) BizxtrEH1E SICAROOT/keystore/cacerts.
b) EITUT&HS:
SICAROOT/util/ctx_rehash
Hith
ERER#

A BB 2B EI LA T ia) s

KHAIRIE
INREARHEARS BT ERT Citrix Workspace BRFXARIE, TJUER wiica BFERIIMRSSBELERE
BEr L ITHEHITIER.

BiEd syslog RFICRILER, EREN 6 B9 SyslogThreshold FIMBEEX 4K [WFClient] #5955, XiEER
754k LOG_INFO SXES M B BEIZRIEE. SyslogThreshold BIZiAER 4 (=LOG_WARNING),

B, B wiica, HlEBRXINFHIEIR, EIEERN 6 B PrintLogThreshold 7% [WFClient] #843. PrintLogTh-
reshold 892k3NEY 0 (FLOG_EMERG),

BEXHTRERNEAEE, BBHBEIZRE, BXsyslog BEBNIFMEES, ESHSyslog iLE,
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REXMHIRE

wfclient.ini FHEN KB EBHIE All_Regions.ini FEXNMNEER, XHEZIEBEAEEN, I+, wiclient.ini X
8 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &4 sh i1 & BE XM canonicalization.ini AN AE
B, %gBAHER. EXFMEL, 527 SICAROOT/config B R4 # All_Regions.ini #1 canonicalization.ini
X1,

EXBHNNAER

MREBTIHFBTHONER BN BREFBEIRZE, W ZhOREMNBREFMEN, RNAEFAIESEN
(REETHIREBNATNAREFES), AXMERT, PRERSHEAEMNAEFRNME T ZHTHD, HER
BEYEIZHITIRORNBEFERHERERZE .

[t
T
2
).3.
wit

SRR, FELEMEIERTHRONKARER, T UUCP EXEE, NAREFRY/GFESEEHE!
Xffo XEHEXHPRENUERURTERIRERSA,

E5p Citrix Workspace B2

%R Citrix Workspace MAEFRER, HER “KRABNBREFRINGRZXHESH HE. RETTHEEKRE
e XIFEE 2 ICAROOT #1R i Citrix Workspace M AREFREFEIRINMUE, WHKTEBZT 2, BERDRILLR
&, Citrix BHITUATREZ—:

+ ¥ ICAROOT EX AZREHR.

EERBFERENXT ICAROOT IFETE, BEEIRAMLIRRIEFDH Citrix Workspace N A#EF. MRNE
TZEIRES, WaseRERENX ICAROOT BT &,

« % Citrix Workspace AR EMRERBRIAMIE, BXRE Citrix Workspace L ARFHFMAER, &
BRAREMLE,

snRFeHiE Citrix Workspace M AR RERIRIMUE , IBEEMRERIMIFR /opt/Citrix/ICACLient
8 $HOME /ICAClient/platform BR.

Citrix CryptoKit (L{gi#F} SSLSDK)

EERMEIEEIEITH Citrix CryptoKit (LLFi#rA SSLSDK) =% OpenSSL BIhAS, AILUERUT@H<S:
strings libctxssl.so | grep ”Citrix SSLSDK”

EALATE AuthManagerDaemon sk PrimaryAuthManager LiEfTitban<

BERES

NREO SRR ERERNBAESRMBANINGE, EHRESRTRENEEM. 5130, KDE EOEEERMER Ctrl+Shift+F1
2 Ctri+Shift+F4 WRASTERE 13 3 16 ZETHE, MRBEFILFIE, BERRUATRRSER:
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o R FNHRIRIEE— AR HBASMA RS SHEAS, FN, EERIEEXT, A Ctrl+Shift+F1 srgd
FRRSSRInRAS Alt+F1, BRIMFAEHREENERAAHBRAS, EEH SHOME/.ICAClient/wfclient.ini
89 [WFClient] SpAHHIUTEE: RIESRAHIBAS Alt+Ctrl+F1 BRETR Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift Ee&# Hotkey1Shift=Alt+Ctrl,

s BELMNEZREARKAMERASHEEAZRIRS R, XERASTEAMPIE, BEREBEZRRR, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 84 &, & TransparentKeyPassthrough i& & Re-
mote,

- ENMREBEREOEESS, FEELFERRINREAS,

T2 Croatian 242

TR RS ASCI FREMRLXFIAS Croatian BEHRBHHTIZE ML

1. EAENEEXHH WFClient #45%, 3 UseEUKSforASCII & &7 True,
2. ¥ UseEUKS ig&H 2,

HERE
BRENHIBRRNGER, FEH wiclient.ini BEXXHFHUTEE:

KeyboardLayout=Japanese (JIS)

ABNT2 &

ERCEY ABNT2 REHER, E8H wiclient.ini BEXXHHHLUTEE:

KeyboardLayout=Brazilian (ABNT2)

R

SNRA IR FRRLRRIRIERITIT, EM SICAROOT/config/module.ini B7IRPEFRRABE RS 23 7/30

Windows Media Player

Citrix Workspace R 2 rIAE&H GStreamer #&fF, TARBIERMER. XBERXSFBRS BIEREMER,
BENEANEEANEGSERMEHEFE—MEH. XBEIRENT, HELSHRSSE LET—MHRWIEE,
&5t Windows Media Player fE#B X BTB SRR, ERIERSIRBROZ X BEE BRI, RAAEIHE Citrix
Workspace R R#EFEL, AL, RSBIIEREMEANEMEFRES,

FEUBIERT, REH#ERTSE Windows Media Player gz, BRFR ERMARRIE LNES, HEXE
IEMHIBI 1o

R ERRILERINEE, HEBREFROZERREBRERY, BHRITUTRE:
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1. GBI ER B & “SpeedScreenMMAVerbose=0n” 7 02 SHome/.ICAClient/wfclient.ini (Zfl) &9
[WFClient] &84

2. BIEMLIHEEEIEBRSER R wlica.
3. BHSEEI LIRS,

4, B (EREEHT) SHEARBEREREXBEN MIME 28, SEERNSZFETRERN MIME 2 (i
“video/x-h264..),

5. ¢%48 SICAROOT/config/MediaStreamingConfig.tbl, E&&iZRM MIME £8f17ch, 7% “.” 5 MIME
KEZEHEAN “77, XEFREAZER.

6. W3 RIFRBERNEMEARRESE (ER) $B2-5,
7. ¥&UEM MediaStreamingConfig.tbl £ & B4 T HREH—4 GStreamer fEHFHIE thit &L,
AR

W r] ITEIRG MIME 268 f5% % GStreamer $a4F#1TA#RD.

BITHORE

BEREEBE—HRTHO, EE SICAROOT/config/module.ini BBEXHhFIMUTERE:
LastComPortNum=1

ComPortl1=device

BREEM N HZ N ETHD, EE SICAROOT/config/module.ini BB HhFIMUTERE:
LastComPortNum=2

ComPortl=devicel

ComPort2=device2

Eix

RERYIL TR Citrix Workspace [z 2R Pl LI MY EALE I IRE B

HHEIR, $HIZHER 11 (E_MISSING_INI_SECTION), E&8@MEx 1, EERE,

MaE$47isfT Citrix Workspace R FBZFE, IHEEEREKETE appsrv.ini XHRRLEIHSTHIEEMNHEA,
E_BAD_OPTION - &1 “..” TX.

I L RS

E_BAD_ARG - &1 “...” EBELHEH: ...

&I ..V $ERE T ERE o
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E_INI_KEY_SYNTAX - %A “..” (EREXH “...” F) T,

REXHHH X RS B[BETHEBERF. FEIE— I EREXH

E_INI_KEY_SYNTAX - f& “..”(fEEC & X1+ ... ) T,

EREXAHHH X RS HBETHESERF. FeIE— T EREXH
E_SERVER_NAMELOOKUP_FAILURE - £ &% 5IRS 2 <. %

TERRTER S5 28 2 5o

TAEBAN—THE XM ..o BRIEHARE RS REEH Fi,
RERTHFEHEERRMENRAT. WREAMAR, BFUBIE, HFERRERIEERESRF
RS EBBERCEFF. BEIERHER. UTXHAIREERHIE: ...
ENERHERRTIGEIRE BRI

nR7EREA Citrix Workspace M ARRFEBRIRM, FJERERRAZRNIIRMIZIES, WESTEBILHENE
RIS ER) R R A B RIE B %A,

FREXS Citrix Workspace MABEFEXNIZHER
1. BLREBRH, 8 util/lurdump, BVEESIELFITRSN IR (NBERTRE) S BT HITIRIE,

IR ER— BRI UE RN, HPaERaEAES. Citrix Workspace AEFHEEEXHR
BUKRERFEENE,

2. BExtrRiEs Citrix AR ZA], BREXHHESEENEER.

x5 FIREDE R THIEH
BAEUEREEROERRLEDNER, KRR M EEERNEFNRHTIEAR, BIZIR, BRAMEERAILL
IR E RS A RN ERH THE IS H BRI, EEEPOHR, BRAUEBSUTAEAEEER:

o XA ARERF.

o AERIE PBRERZIEHXATMITANNEERF.

o NRIEFEARIE, EPBREFRXAETEITANNBEFOERTHASRSBOEEEE (FIFRSS[EE
ATEMTFFERRRY XHIN AR ) o

o BEEEREGRAITHE.

SDK #1 API

July 6,2020
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Citrix Zii@& SDK

Citrix EPLEEHRHF LT AR (SDK) RER ICA XM EtEINBERMES RS RiH N AEFNE P HIRIER
M HE. ARSESmEINBERN BIZFEALT Citrix Virtual Apps and Desktops fR%5528 L. MMREBAEMEF KT E 4%
BEMIRENER, BBAR Citrix RAZH,

REiNiEE SDK 12 f:

« 1£ Citrix Bfz5528 AP| SDK (WFAPI SDK) s 5 EHNiBIETHAELE & 6 R LIS Fr @B /Y Citrix EEINIRENIER
R 2420 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 289 E3X5E
BRRENT RS EPIBENEE,

o ARETRERANS D EINEERFIRRNEZRRE,

« EINEE SDK BE WFAPI SDK 7 8E4R B 2 A8 MY AR 55 88 o

BXFMER, BESREMERT Linux B Citrix Workspace M BZFEH Citrix EiiEiE SDK,

m<L1751A

BEXHSITEENSHNER, B8R EAT Linux 89 Citrix Workspace LBiEFH<E %,

Fafiit SDK

YEREMIEATF Linux 89 Citrix Workspace R A#2F#) HDX SoC B M —&B5y, HIHRET “F&ik SDK” A
FRUMEBEMMEINLRENMME. MEE. SHEERENESES.

FRARAILUERTFAMK SDK RIZSET Linux B9IRERMEE, HZEBATFARARRERT Linux 89 Citrix
Workspace A28 ICA 51244 (wfica) SIRIEMHT B, WEAVEHBIE wlica ShSMEM A LEZRE, XLiEH
FILUEE /B A LA IhREREEBY IS ML Linux IRERYIERE:

o RMNABTATSIEEGR JPEG 1 H.264 $ERINNEARRS

o EHATEFISERGNREFENSE

o BEIIEHISIEEGRRER SHIRESERE

o AARZHE X1 MIRERGIMRIRMHER MM AP RARS

BXER, B888 ERT Linux 89 Citrix Workspace MEREF - F& ik SDKo
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