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« Citrix Director aTge & 35 i=#% Citrix Workspace MR F kA S K E 7 2009 M3k 2010, [RFLNX-
5743]
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AT EERE A I EENE R F Linux 89 Citrix Workspace M B1ERF, BLUENE X AT s K K,
[RFLNX-5971]

SIRFMKRESHRIEN (BR) MARIEN, fTEsHIHEEHEIRER. ERAT Linux 8 Citrix Workspace
RZFA#2R 2010 =HBLkIRRE, [RFLNX-5980]

2010 FEREMIEZA

# Microsoft Teams FiEfTISHEEN L ZRER, RRETESNIFRE, [RFLNX-4778]

£ BEN webrpc.log #1 webrtc.log X#&K, [RFLNX-5221]

BNE7ERER storebrowse SLREFMIBRNAREG, LRANABEKREZRR, [RFLNX-5499]

LB E R T EESABEXIHIRER, Microsoft Teams L AIAETT A E&im1T. [RFLNX-5599]
MERTF Linux 89 Citrix Workspace N Bi2F BHISiEN, SIEATRERINIFARE. HIMIRREEA=IER
FEEHEMEE, REEERE Microsoft AR HM. [CVADHELP-14194]

EARRNSIE Z EITERIFIMEILN A SRR IER, XEARERTAERIEBRIE R, [CVADHELP-15228]
fERETIERT Linux 89 Citrix Workspace R BEFHRZ 1906 S E=HRAE5hH Microsoft PowerPoint
BRI FIEREN, ZERIEARELRERX T, [CVADHELP-15648]

EAT Linux @9 Citrix Workspace R A#ZFRIRE R A EA HTMLS ZA7Z (&0 A S 2 RS M RIEXHE
&, ERBEBRSAFRENSEILtRE, [CVADHELP-15720]

2009 FERBEIE-E

BE, ‘R MEFKTE Microsoft Teams M SESMBEIRHIER, YAMEOSINTEETONSERLL
B, Fit, ZREOFRSKIIBTENS. BRGZEN, ERNMBIRRL, BEMREERFHNEL, ABEW
I ENE, [RFLNX-4937]

£ UDP E#Z LIE{TMSIER, MRErTRexEK. [RFLNX-5135]

TR LD TEE=FELAHNAREFNEON, BORESE&)ME. [CVADHELP-13677]
EEMTIRE LETHRIENSEN USB REFRESEIMEE TR —&E LETHEANRTE. [CVADHELP-
13684]

EZETRFED, YERRTETRS LENMEHERSEN, EREBRFEEFARNETRS Lo BMERRLR
MRBER—ERE L, LatBtiaE, [CVADHELP-14642]

SHBEMERISIEN, RETRSESKELRGILANHTER. FESEFSHRIINSIES HIILRE—,
[CVADHELP-15036]

2006 FEEERFR

£/ Microsoft Teams B, “MNH@E" EM A2 E TR, [RFLNX-4234]

£I1EBEAfESE Red Hat 8.2, CentOS 8.x. Fedora 29. 30 #1 31 X 1ThR E5M, [RFLNX-3114] [RFLNX-
4438] [RFLNX-4296]

Bwfica_for_plugins Z#EIXHRMETFEMK SDKE, 1E LIBS_GTK 5| A\HFHERKFRITIN
EMBR. [RFLNX-4604]
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ERETF CEF 9 BCR MRS [RMAME A IHZ2MANK. Hit, FHBABTEERBERM, [RFLNX-4459]

7z Citrix StoreFront PR HERGHNEAREFE, BER—MEENEEHREEHL. FFELTERA T
Mtk [CVADHELP-13896]

EERCEELUBCERE LB Citrix Workspace L #2FfE, ¥ T receiverconfig.cr XX, Zii@EdRE
iz g M AEERMNE Citrix Workspace MABEF A RES %M, [CVADHELP-14389]

2WEEAT Linux &9 Citrix Workspace R AREFMSTE COM BRITIHORTRERKRK, XRPZIKO LA
ial, FIEFELUFTH COM £ Bt HItia [CVADHELP-14391]

iEATF Linux # Citrix Workspace R #2FAIRET A IRBIR LS R, Alt, 2AEAXETERBHRIE
%M, [CVADHELP-14878]

2004 HERBEE-E

MEEM All_Regions.ini X HfiBREETERSY, wiica #I2IEEM,. Fit, RIFTEERE. [RFLNX-3965]
BRANENABER, 5i%E0 > kPR FREFREREBBRSEOHR, [RFLNX-3605]

Linux FF& i SDK RERTF Citrix Workspace M F#2RFAR4s 1908, 1910 #1912, M Citrix Workspace
NAREFREEZFERMEE wlica_for_plugins Z#EIXHRSHILER, [RFLNX-4298]

f£F storebrowse &S HRMNABERN, ZNABEFRETRESIED > KFXD L, BBRSEFARE
ERmETRSEILtE, [RFLNX-3683]

ERiED, wfica ATRERTERATHNBABTEER (BCR) B9 Web i EEIMEH. 1REE AllowMulti-
Stream BEIZE N True, MEH Ik, [CVADHELP-13168]

ANEBRB[KER, YETHEEFANS RN, SHBEAGTHRENERERNEREXATEEIKK,
[CVADHELP-13990]

TBORSELESEPBRINERAD AELEFTOAONAKNRAELES O ZE IR & B L ) &,
[CVADHELP-13458]

M PNA ZABERSRERIERS, RIEFHXAHERED, SUWZEORERRYE, [CVADHELP-14405]

1912 FERERER

7£ Ubuntu16.04x64 /1, Citrix Workspace M AEFEIRAIfES IR EREESHE £, [RFLNX-3582]

£ gst-play1.0 24 gst-play MR S [[FSiEE] 5, .mps WX HTESERARERRREN, #
B%EEM. [RFLNX-2429]

MNRBRIFEFEANRI 2R ICARFERXN, BRAIESKLKEES, & Raspberry Pi OS Lizf7Hy
ArmHardFloat (armhf) i&& &Ik, [RFLNX-3553]

FERBEMRSAFREN, HENEDEMA T EARTEILE, libwebkitl iR TBERSHILRE, #
% Debian 10 buster &P i—#, [RFLNX-3596]

LEMEMRZAF (MIEFE—NEF) =ilBE5) Citrix Workspace M ARZFE, BBIARS AP AEAIRETE
17, HERUTHIRES:

”Bind Error - address already in use.” (4BE$i% - HUtEEERT,)
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[RFLNX-3601]

« 7£ Ubuntu 18.04 R ES 4+, YEERESRSAFAOARDINAREEFN, BNNAREFEAR
“wfica_seamless” - MAREMARFZE, HIIPENRERERRIANKEF RS GNOME, [RFLNX-
3650]

o HEIHAREREMAAKAERERN, “ER>REX TE2 ER— MR EBNKEEBREFTIR.
[RFLNX-3458]

s XFEMRSAFREE, BETUTHRES:
“free(): double free detected in tcache 2 Aborted.” (free(): 7 tcache 2 FEMEIF AR BELLE,)
7£ Raspbian Buster OS Lizf789 ArmHardFloat (armhf) i&& L& ItiaH, [RFLNX-3578]

 BES—ARERE, ERRANNARFNATREERT Linux 8 Citrix Workspace [z 12 7 R,
[CVADHELP-13742]

 AI#ERRAY USB IRzhasoixatEl CentOS 7.7 & ik £AY VDA, [CVADHELP-13422]

1910 FERBEHRR

o JEAT Linux B Citrix Workspace MBREF&# T libcurl3 #17%%, WALEER, KEIMESHMER, UL
BEAH R, [RFLNX-3487]

« &R Video Decode and the Presentation API for Unix (VDPAU) Optimization Pack 21 H.264 4&#3
BRI AT RETT AR TREA T E. [RFLNX-2892]

« EMAEAT Linux 8 Citrix Workspace [ 2Rk 4s 1906 3% 1908 B, =M 8 H Workspace B,
BROEATEFRET. HR, BERUTERRT: BRLUARIER Workspace, [RFLNX-3519]

¢ YURAREBEWZNERSN, TAEEIESEK. [RFLNX-3248]

EA[r)
2106 HRIEM A

« ERARIEF, FHCEF-BCREEANERE, BREESTHENFAEE BCREMEL (a0 YouTube %),
BESATFTRRBIIHMITANEARER, LhnMXE RS &S StoreBrowse BrhBt il fERAE:
ERERREIHMNAER, BRERELEE, ABEEENRH, [RFLNX-7704]

s ERERIED, F/H CEF-BCREEANERG, BEEISEBIHFIRIFMUE, iARHE=AXFR CEF
HIBRHI S 2. [RFLNX-7724]

s ZRAEFBEAS—MNUAREFEE BCREME (HI YouTube %) BY, JNBIEASHIER &
[RFLNX-7730]

+ /M CEF-BCR ExEn@ERE, *AEEAMN Web FmEpY, $HiRAETRSHHIK segfault, [RFLNX-7667]

+ 7£ Microsoft Teams =3¢ = F 3B IEHAIE, SIMATRE/EBIERRI 15 AR ER T, BRDE: &
module.ini X#H, ¥ VdcamVersion4Support BH4igEHN False, [HDX-29526]
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FHIRAPBIE IR
2104 P ERIEIER

o 12 VDA hi4s 1912 LTSR CU2 /1, RIFAIRERMTFFERE. 7£ Delivery Controller LB T Z RIS B
Lthinl@, fRRA AR VDA AEEIRRAS 2012 SkEShkAs. [RFLNX-6960]

2103 Ry E RN
o EISNBIERRREHZHIE, Microsoft Teams FIEES TN, BIETTRERRALE R, [CVADHELP-16918]

2101 R EFEA

o KEHEPERASAET, EMSE L, BISIAIMRE LB I VdcamVersiondSupport i EA True B
BRI, R 7T E BB VdcamVersiond4Supporti&EA False REBZEIMED, [RFLNX-6472]

+ £ Microsoft Teams 2iX#fia]l, SIMAIAERXEHBTNARE, BEF K LSHMLEA, [RFLNX-6537]

« BB, Citrix Workspace R BIZFaIETA7E Microsoft Teams R E2IENBISR, [RFLNX-6662]

o YIEIE cefenablemediadevices 1FEAT Microsoft Teams BY, ERKTEERTEAER 5. $ET
CEF 89 BCR 15885 Microsoft Teams E2& B & H LA, [RFLNX-6689]

2012 FRIERIAA

o RERALIERBIFIEER, HdXRtcEngine.exe #EATREREIMRH, [RFLNX-5885]

o DRHMAXER, XFRETABE. M Linux iERitEVEREN, ENEKSRPIHILRR, BRGE:
ESRMIRLE CTX272423 #1 CTX131504, [CVADHELP-16170]

« 73 Microsoft Teams #SMiBIEE L HDX LBy, MSARTRES DRI, FIMEILER, TTBIEHAEIMTFF L
EfEEENN SR, [CVADHELP-16186]

2010 HHEH R

o TEREXHEMRREE XS, ZHEFSLTLLEZA, [RFLNX-5596]

+ 7£ Microsoft Teams 1, HAFNERSIMNEE. SMEEFLEHIEBENBRIAIEE, [RFLNX-5652 ]

o ZRAELRRATERERERA THERETRERKK. BATHNBABTEERNS SRR, [CVADHELP-
13884]

« BfE HDXoverUDP & &R Preferred BY, TCP EIREINAIGEAT AR, A Citrix Gateway EiEEt
=HMtiaE, [CVADHELP-15526]

2009 e HiRI R
o Z ICA ThEEABE TS A IEE 51T, [RFLNX-4286]
+ 7£ Microsoft Teams FiETISMEIEHN L ZREN, BFEAIESINIEFRE. [RFLNX-4778]
 SRERERIEZEYIEAIAES KK, [CVADHELP-15229]
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2006 FyERBE

« BB, RWMEFRKE Microsoft Teams R ZESVIBIRFER, HAMEOSMTZEONSHILLE
Ao Hit, ZEEOFSKEIRINEMS. BRGEN, ER/IMNERL, REGREEHFRYL, ABENE
PR E R PEZ, [RFLNX-4937]

o B, KIEEMEEFEAK. BEH SD-WAN 89 TCP K% 57 ICA (MSI) thiX e & — i O BF & B L 7] &,
[RFLNX-4782]

2004 FayER A

 i&AT Linux 8 Citrix Workspace R BIEFRTRET %17
K,

AFLEEEF. BAlt, ZAERZERFRBIIIER

+ 7£ Workspace R FA#2F# SD-WAN LEAEZ7 ICA (MS]) i ERm=iER, RIFBIMEH. HERKERU
THIRES!

“5 VDA HyEizeinF..”
IR BEMRER R 2 #8iE0 MSI, [RFLNX-4219]

o 2EBHAfESE CentOS 8.x. Fedora 29. 30 1 31 R1TAR LW, R BEEMIRALXE
CTX270926, [RFLNX-3114]

1912 RIE R EER

o FEAET CEF M BCRE, MIREEEM URL, BEESFEBEEEN. BRFEN, BIB— KA F
FHUHRLUAIR EET &, [RFLNX-3871]

o 1EFERAET CEF 8 BCREY, EAJgEaEEIiRR webcontainer 2B 2 IEAERN. *HH S as o Flet = B
ItialgE, [RFLNX-3872]

s FREMRSAFREE, HEMNE AN ETEZMEATIE, H#8 Workspace NREFRBR LN, L
A IE Ubuntu 19.10 %4ThRH, [RFLNX-3720]

« Citrix Workspace RZF#2FhRAs 1912 R TEX EiER.

« MEJRGIEEBEFZHATF Microsoft Teams, XZ—WREI, EX Citrix RZ#FEAF Linux &9 Citrix
Workspace M Bi#EFH8 Microsoft Teams itk [MTOP], [RFLNX-3674]

1910 HRIE A=A

s FREMRESAFREN, BRENEERN TR ERTBIE libwebkitl HEEFRATHNSHN
B, #1& Debian 10 buster EF s —#, BBRAFZEN, MR TF install/path/lib BRHH
UlDialogLibWebKit.so Z. [RFLNX-3596]

 BFARRENEN, BT EBERIENASRE [migE]. Citrix BIVEERRHMRAH Citrix Workspace iz
AR,
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E=FHEA

Citrix Workspace 12 FI e & &R IB LA T XA E X FFHITIFRI M E = MG

EAT Linux #9 Citrix Workspace N Bi2FE=55H

I ThRE

B, Citrix R XHRIMINGE, FATFREFRMEXMRARSINENBERTEIEMNR R (15) B9MEl, Citrix
R MTHRER T IFRA, EVGRIRHEHXLEINREMRIR, Citrix JRSRERRN™ELE. REMNEEMTRIR

MITIRIE, Citrix RBATFR

SEOEThREF mft, FHErIRERE R EE AR E R HX LEINEE,

=% Citrix Workspace N AREFRENSE Y

July 30, 2021

REERMFAM

TRIIHT Linux Nz, BEFENEZEMIETHRFEER:

Hardware Requirements
Linux kernel - Version 2.6.29 or later

- Aminimum of 55 MB

- Additional 110 MB if you expand/extract the
Disk Space installation package on the disk

- A minimum of 1 GB RAM for system-on-a-chip
{SoC) devices that use HDX MediaStream Flash
Redirection

Color video display

- 256 color video display or higher

TRIETE. BBRSAPRENEFEEDRENRRER:

TR T MEHINBIER:

Metwork

Requirements

Metwork protocol

- TCP/IP

FRIIET H.264. HDX MediaStream Flash EEmME A%k Ei+4 (CEIP) ERIALER:
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Components Requirements
For %86 devices:
- A minimum processor speed of 1.6 GHz
- Single-monitor sessions
- Display resolutions for example, 1280 x 1024 pixels
For the HDX 3D Pro feature:
- A minimum processor speed of 2 GHz
H.264 - A native hardware with accelerated graphics driver

For ARM devices:
- A hardware H.264 decoder is required for both
general H.264 support and HDX 3D Pro

Note:
Performance improves after using faster processor
clock speeds.

HDX MediaStream Flash Redirection

For all HDX MediaStream Flash Redirection
requirements, see Knowledge Center article
http://support.citrix.com/article/CTX134786.

Citrix recommends testing with the latest plug-in
before deploying a new version to take advantage of
the latest functionality and security-related fixes.

Customer Experience Improvement
Program (CEIF) integration

- zlib1.2.33
- libtar 1.2 and later
- libjson 7.6.1 or later

T&RYH T HDX RealTime MRIEEHMSTHELEF] HDX MediaStream Windows Media EEAMRAER:
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Components

Requirements

HDX RealTime Webcam Video Compression

A Videodlinux compatible Webcam
GStreamer 0.10.25 (or a later 0.10.x version),
including the distribution's "plugins-good" package

Or

GStreamer 1.0 (or a later 1.x version), including the
distribution's “plugins-base,” “plugins-good,”
“plugins-bad,” “plugins-ugly,” and “gstreamer-
libav" packages

HDX MediaStream Windows Media
Redirection

GStreamer 0.10.25 (or a later 0.10.x version),
including the distribution's "plugins-good" package.
In general, version 0.10.15 or later is sufficient for
HDX MediaStream Windows Media Redirection

Or

GStreamer 1.0 (or a later 1.x version), including the
distribution's “plugins-base,” “plugins-good,”
“plugins-bad,” “plugins-ugly,” and “gstreamer-
libav” packages

Note: If GStreamer is not included in your Linux
distribution, you can download it from
https://gstreamer.freedesktop.org/download/.

Use of certain codes (for example, those in
"plugins-ugly") might require a license from the
manufacturer of that technology. Contact your
system administrator for help.

TRIETREBRBEERA. Philips SpeechMike. Microsoft Teams {51 HIEERINEEMN R A EK:

TRIIE T RS ESENREENK:

* BhRZA 1910 2, BRAFBIERFHEUT GCC hracs& 4, EATF Linux 1 Citrix Workspace [ 2 A BB AR

HRETT:

o BT x64 KAREMH GCC hias: 4.8 HEFhA

« ERATF ARMHF AR5/ GCC A 4.9 SLEShRA

AR

BhARZ 2101 #2, FRIFRIERAFRUTER, BN, BAF Linux 89 Citrix Workspace R AEFRIBETT A1
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FRERIZTT:

« GCC 4.9 XERRA
+ glibcxx 3.4.20 REFRRAS

REMTIER

iEAF Linux 8 Citrix Workspace R AR5 Citrix = RMFTE Yo XA %S, ERIEX Citrix R4
BAEMELR, UKkT A Citrix RELZFHFENRIRD, B2 Citrix =R4EmARR,

RSB ER
StoreFront

« AT LUER Citrix Workspace Rz T2 2 5152 2 #ER A ki 45 il A 2R 48 % 350 Citrix Gateway 3Rifia]
StoreFront FZFAEIE:
- StoreFront 1811 KBSk R,
- StoreFront 3.12,
o TILUEREE TERT Web 89 Workspace 89 StoreFront, i&FHF Web & Workspace 1217 M Web 33|
Yi83iA1a StoreFront R ABIEMRIR, BXUILEERRE, 55% StoreFront XM EE T EE,

EREAIE R
EE
iEATF Linux i Citrix Workspace M BEFZiFE T U TE—EER HTTPS # ICA-over-TLS &%,
o 33F LAN &Eiz:
- {#F StoreFront AR%5#9 StoreFront &M T Web # Workspace

o WFREMITIEERTNAMtIER:

Citrix Gateway 12.0
NetScaler Gateway 10.1 & E= ik
NetScaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x
Netscaler Access Gateway VPX

B StoreFront 3389 Citrix Gateway &AM 2, ESIA StoreFront HAELEXK,

IEH

BEHRRRSB|NET A RZENT 2%, BERUTIES:
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TH (BER) I

INRTEWMX ELRET EHIES, AP RS EXALREARMEBMENAMARIRIES, 788 Citrix Workspace
Rz RfERAIE Citrix Fiko

AR

MREENTERIERRENXIES (AARMEREFRESRIER), RASET—FES, BHZEBRH
5. MRAPERBESHAS, WEETNAREFELERH. HIEEFIHIEBFERRERIES.

RAEF
NFMANTEHBEN, ErIUERARBYRERERUAD ZFEE CAIEFR.

NFRIMANFERTEN, ARAUSIBE-NEEXEZERHBUD AMRE CAIER, BE5RREERBKALIRGEN,

FRAPIRE LRERIES

EFATLS, AFRELFERERIES, A ERIERSSHIED LRIEBMEANMES. BIAMER T, Citrix Workspace
Rz 2R 3285 LA R IEHo

IEH PR AL
Class4PCA_G2_v2.pem Verisign Trust Network
Class3PCA_G2_v2.pem Verisign Trust Network
BTCTRoot.pem Baltimore Cyber Trust Root
GTECTGlobalRoot.pem GTE Cyber Trust Global Root
Pcs3ss_v4.pem B 3 BAHEIEPMENE
GeoTrust_Global_CA.pem GeoTrust
DigiCertGlobalRootCA.pem DigiCert £/&F1R CA

BECRHIES

BREMIBATFRERN—EAEERSBHI MRS RIES. EFATF Linux &9 Citrix Workspace R FEERF Z@AD
FES, B2, REERSANNRLERNERXEITER, ST, IEERFERERMIBIHERET, NER
E&BEM (SAN) ' B RSB EHIIRIER, WRIEBTERAGIERMENBRALEBMENBZE.,

FiEBE+S Citrix Gateway

MPEHIEPEFEEFERESR, HIFZPREHEBHNE Citrix Gateway [RESEH. BXEE, HSI Citrix
Gateway SRR E HEIE+,
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R StoreFront BRE BT EIRESFAERERLENDEIES, HEBEREDEIEBUEFEERERF, BERT
UTHE, SARBEHRM StoreFront AR

1. BIREN—1 2 PEM X B9ElES,

R

NRHAE PEM #&RXASEH, &R openss| SEAEFE CRT &RASEBIEINA. pem X,
2. UAFRE%H (BEXRroot) RERMHE:

a) B— sz xxtrE %12 SICAROOT/keystore/intcerts,

b) UREHRHEHAF SMHETUTHS:

SICAROOT/util/ctx_rehash

B & ARSS SHIEPIOIE R
JEATF Linux B9 Citrix Workspace M B2RF5| N T B8RS 2E HI0IE R,

B

ZEERT Linux 89 Citrix Workspace M RBEF 281, BHIARS 2SN X IHHEBER AR EMEE.,
UTER T ERZEAERKK:

o RSV[BHMKAE IFHIRAIRIED

o RSV[BIAMKEEFSIEPIE FIEES

o RSB[BIAMKEE BIEIHHLTHIRIENES
¢ REB[BIAMKEEBERIXEZWFREIER

WIEARSEHEPAT, EATF Linux 89 Citrix Workspace N AEFIEFERRIERSSMIERINARSSS (M%) BEN
FrEIEH. SEFRHRAEERT Linux B9 Citrix Workspace BIEFHHER, Sl BIIBEEAE, WRIEBF
25EE, EEEEK.

5 Web FS333aviE HERERAALL, HWERIREMM™E, T2 Web R BHDIERSEEMRIES,

HFAREEE (FRX) RE—AERIER. —AFRERNERTESSBERT Linux 8 Citrix Workspace RZF
TR BIERRR K

BEAMXEE T UATERNIER, BUEEENTENRIENEFERALES, FAREBRBEEHAT Linux
Citrix Workspace B2 ERIRIES:

o “THIRSIIER”
o “RBIFRERER”
o “THIRIER”
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g, EHRTF Linux 89 Citrix Workspace M BEFEOEMREXEIERBESTHE M. EHTF Linux 1 Citrix
Workspace AREFEFRERRBEREMT “RHRIER". MRFZMF Linux 8 Citrix Workspace AR s
£ “REMRIER”, EEBRK.

BE:

o REFPMENMAT S MRIES, MREFECEAX—FEMM™ENIIIESE, ERECNEEEHRSY
BUIRIER. B, HRIFEMDAIUNIEERARS SJIEBHIES (DigiCert/GTE CyberTrust Global
Root #1 DigiCert Baltimore Root/Baltimore CyberTrust Root) , EFE LA, I&E £, XMMRIE
HEETH, THMIGEE, IE—1aA (DigiCert Baltimore Root/Baltimore CyberTrust Root).
MEEEM% LEE T GTE CyberTrust Global Root, MiXt A i&&E EAER T Linux 89 Citrix
Workspace M FfZFERZEIGA K, ESRNEBMANMAY SO LUfE M ERRIER, SiEFER, RIED
REARTH, FAAIEBHRIENL.

o FLRSB[BAMKXMRLFRIES, BIEERENEAL, EMMSHIRIERMmAR{T.

REREAMKEE T U TERIER, BEHFEALEE (BIRRIESR):
o “REIRSIIESR”
o “TBIRERER”

PG, iEMT Linux B9 Citrix Workspace M REFRBERXFMER. BEBEERFIRE LNRIES, MRAH—
MNEMIIEMIRIES, HEWRAENE (Bl “ROMRIER"), EERRT. TN, EEEEK, EERMSEAT Linux
89 Citrix Workspace M FAEFFrRIFERES, BR2FAFEATF Linux 89 Citrix Workspace [ 2 ikiRE
BHHEERIEHR.

MAEREAMXEE T U TES:
o “REIBRSIIER”
o “TBIRERER”
o “EIRMIRIER”

Web %28 AT RE R REREEIRMIIRIE R, B2, &M T Linux 89 Citrix Workspace M AEF# R R #EIRIIRIES,
HEERFRM.

RUEEBMEANMERS N FEIES. EXMERT, BEARNXEEREREIES (EFREERIES), Fa0:
o “THIBRSIIER”
o “TBIRIERER 17
o “TIsRERES 27
BE:

o REFPMANMERRXEZNREES. XERTFEESMRIES, HERBMEERFIBMRAH
RIEBMESMANRIEBHNER. EXMERT, EOEFERNPENER. G, PHRAHRIES
“Class 3 Public Primary Certification Authority” EB#MNMNZXE R FEIES “Verisign Class
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3 Public Primary Certification Authority - G5”, {82, HMNM&KERAKIRIES “Verisign Class
3 Public Primary Certification Authority - G5” 8 a1 A, ZhRAE & “Class 3 Public Primary
Certification Authority”. ERRAHIRIERREARXERBIFEIER.

o IXFZNHREEBHRIEPEFEENERESR MANR), BRXIXELNFEIEBEERENMEL
BB/ (MAkE), X—EFRTXEZMNFENERSEENHENES (G “RERERES 27) K9FFR,

BEAEEAINEE (RBHEBIRREENREESR):
. “THEIRS IR
. RBIERIERES"
B XIEE D AR RS BHREES, FAMXEEEE R RANRES:
. “TREIBRS IR
. RBIFRIERES"
. RBIRRE SRR R E]
RN AERERS SIS
. TBIRS TS

EXMERT, MREATF Linux B9 Citrix Workspace M ARZFHAEIFIERIERER, EEFRK.

Hdxcheck

Citrix 121t# 2= workspacecheck.sh £ Citrix Workspace MAEFRERGFEN—ID, ZHEEREEHIL
ERERERERAER, UZEHERT Linux 89 Citrix Workspace MBEFMFTEIRE, ZBIAITRERGEN
Utilities BR,

i517 workspacecheck.sh fiz

1. £ Linux it BT if o
2. A cd SICAROOT/util #i% Enter BSMIIREHRMHEMN Utilities BRo
3. A ./workspacecheck.sh LLa{THIZs,

L. HENAR

July 30, 2021
AIUER T EaAERE Citrix Workspace N AER:

o M Citrix 7% F# Citrix Workspace M B#EF,
o {FAERT Web 89 Workspace (f#F StoreFront B2E) ZFE Citrix Workspace MR
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FrhRik

M Citrix T2 SiE FEUTRA S,

Debian #tt
RIEEHRERZERRENTEHP— D Icaclient ZEEHEFT—1 IcaclientWeb %HE,
EFRER USB EEM, BRIBEEHNEERARRENRERP— ctxusb HEE,

RHEBR AR

Debian %4 (Ubuntu. Debian. Linux Mint

%)

icaclient_20.06.0.15_amd64.deb BEhARS 1%, 64 {i x86_64
icaclient_20.06.0.15_i386.deb HENARSS 2, 32 i x86
icaclient_20.06.0.15_armhf.deb HENARSS =¥, ARM HF
icaclientWeb_20.06.0.15_amd64.deb 1% Web Receiver, 64 {ii x86_64
icaclientWeb_20.06.0.15_i386.deb 1% Web Receiver, 32 {ii x86
icaclientWeb_20.06.0.15_armhf.deb 1% Web Receiver, ARM HF
ctxusb_20.06.0.15_amd64.deb USB #{46, 64 i x86_64
ctxusb_20.06.0.15_i386.deb USB ##&, 32 {ii x86
ctxusb_20.06.0.15_armhf.deb USB #48, ARM HF

£/ Debian B @ TRE

M Ubuntu £# Debian ##a %% Citrix Workspace R f#2/FET, 157 Ubuntu Software Center F3THF XL
L/AERI

TR, 1BR
packagename g HEER XL ENRGBIETT.

1ttid 234 Ubuntu/Debian/Mint fEASH<TNAN R GG ERR, BEDLUBENEXHREEEPE TEHMN.deb I
HERREZREE, LRMERESE— M MIGEEES, AT THEARRNCERG. NIRLKETANRGEE
g8, Citrix B&fEA gdebi (5<$17TH).

EEMG:
BwinzEE icaclient A icaclientWeb HFE,

BEAGLTRERMGE, BFRITUTERME:
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1. LU (root) AP BHER.
2. A EIHE D,
3. @I#A gdebi packagename.deb BITUT= M EMRE, Fli0:

e gdebi dcaclient\\_19.0.6.6\\_amd64.deb
o gdebi dcaclientWeb\\_19.0.6.6\\_1i386.deb
o gdebi ctxusb\\_2.7.6\\_amd64.deb

EFEAEFIPH dpkg, 18 gdebi Bk dpkg -,
MBEFANE dpkg, HETEAN sudo apt-get - install. REFMBRKAIKII,
AR

o ctxusb REEATIER, BAFZEHER USB EXMIIEE.
o BiRA 210182, SHM—MRERETR, EREZENBEFFRF.

4. #% EULA,

%% Debian G MR B2 FRIPALG
BhRk4s 2102 #2, Debian ik Citrix Workspace R FBi2R 215N BI2F1RIPINAE,
ERRRENBEFFIPAN, BERE Citrix Workspace MAEF Z BIMEIRIEITU TS

“export DEBIAN_FRONTEND=”noninteractive”’

“sudo debconf-set-selections <<< ”dcaclient app_protection/
install_app_protection select no”’

‘sudo debconf-show +dcaclient’

‘sudo apt install -f ./icaclient_<version>._amd64.deb’

£ Debian %8 E RERSIELEM
BhiR7 2106 &2, a7 Citrix Workspace R FEf2F 89 Debian k7 L REERRSIELR M,
ek Citrix Workspace AR Z#1, MEIHEITUATEHS:

sudo apt-get update

sudo apt-get install libwebkit2gtk-4.0-37 gnome-keyring libsecret-1-0
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Red Hat #4461

RIBEIRERAGRRENTEREP— ICACLient MEEHEH— ICACLientWeb 1,

BEMABA USB EEM, FRIBGIIRMERRAREHRERP— ctxusb REFE,

L/ERIEE

Redhat %t (Redhat. SUSE. Fedora %)
ICAClient-rhel-20.06.0.15-0.x86_64.rpm

ICAClient-rhel-20.06.0.15-0.i386.rpm
ICAClientWeb-rhel-20.06.0.15-0.x86_64.rpm

ICAClientWeb-rhel-20.06.0.15-0.i386.rpm
ICAClient-suse-20.06.0.15-0.x86_64.rpm
ICAClient-suse-20.06.0.15-0.i386.rpm
ICAClientWeb-suse-20.06.0.15-0.x86_64.rpm
ICAClientWeb-suse-20.06.0.15-0.i386.rpm
Ctxusb-20.06.0.15-1.x86_64.rpm
ctxush-20.06.0.15-1.i386.rpm

=z

AR

AES

BEIRS %, BF Red Hat (23E Linux VDA), 64
fiI x86_64

BBIBRSZ#F, BF Red Hat, 32 11 x86

{2BRF Web Receiver, &F Red Hat, 64 fi
x86_64

1% Web Receiver, #F Red Hat, 32 {i x86
BEIfRS 2%, EF SUSE, 64 1iI x86_64
BBARS 25, EF SUSE, 321 x86

1% Web Receiver, &F SUSE, 64 il x86_64
{X Web Receiver, #F SUSE, 32 i x86
USB #4412, 64 i x86_64

USB 348, 32 i1 x86

SuSE 11 SP3 Full Package (Self-Service Support) RPM #+- 8 EF .

£/ RPM B4 8#1TRE

WMEREE SUSE _EM RPM #rfFE %% Citrix Workspace N2, 1E#MA YaST 5 Zypper S2FHi#2F. RPM s/
BERERE rpm REE. MRMOLFREIN, WEHIMER,

£ Red Hat ti&E EPEL =i
N

https://fedoraproject.org/wiki/EPEL#Extra_Packages_for_Enterprise_Linux_.28EPEL.29 T4 LHR

RPM #x 4L,

BXNAERZREENES, 1§81 https://fedoraproject.org/wiki/EPEL#How_can_|_use_these_extra_

packages.3F
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530, £ Red Hat Enterprise 7.x £, "IUAfEAU T <=4 EPEL 7R

“yum localinstall epel-release-latest-7.noarch.rpm’

e

RPM 4 B E BB F REEMRRNBER . BTHHRRIILRNE, RITBWNETT OpenSUSE LESHLTH

M **zypper install **, =#&7 Fedora/Red Hat EfEMA **yum localinstall \**, x#& >

@z icaclient MHEE icaclientWeb M,
1. %8 EPEL 7#fifF.
2. LU (root) AP B1HER.
3. BERANETUT=AREENRE,
AR

o ctxusb BAEMRMAHE, BREZRGELUFHER USB EE M,
« ctxappprotection BrEMHE, NHEBRRENAEFRIFPAGNA RRZREE.

4. T —MERHED,

3t F SUSE =i
e zypper in ICAClient-suse-19.12.0.19-0.x86_64.rpm
e zypper in ICAClient-suse-19.12.0.19-0.17386.rpm
e zypper in ctxusb-2.7.19-1.x86\\_64.rpm
« zypper in ctxappprotection-21.4.0.2-0.x86_64.rpm

33F Red Hat 2.
« yum localinstall ICAClient-rhel-19.12.0.19-0.7386.rpm
« yum localinstall ICAClientWeb-rhel-19.12.0.19-0.7386.rpm
« yum localinstall ctxusb-2.7.19-1.7386.rpm
« yum localinstall ctxappprotection-21.4.0.2-0.x86_64.rpm

5. X EULA,
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RERINUHER
72T Red Hat 894 1Thk (RHEL. CentOS. Fedora %) 1, MEHMUATHEIRES:
requires libwebkitgtk-1.0.s0.0” (- % Z Llibwebkitgtk-1.0.s0.0)
EARIN— EPEL =6%E (RAILUE https://fedoraproject.org/wiki/EPEL 2 #Z3%4HEE) -
Tarball #1468
RIBEHIRERARRENLETENEF— RG-S,

Bl BB mE

Tarballs GEATEMKRITRAENMAERE)

linuxx64-20.06.0.15.tar.gz 64 fiI Intel
linuxx86-20.06.0.15.tar.gz 32 fi Intel
linuxarmhf-20.06.0.15.tar.gz ARM HF

2 #% Web Workspace M ARZFHNRHE 5 FEBRSNRGEZENEINZEERT @4 Web Workspace [z
RREFFRBHNEKHTS, TaEBBRSIBNKID. BBIERSFIFMNKHITIZ Web Workspace ZB#2FFIERN
RFBAEE, BRI EHER,

« MRRFESATF Web #9 Workspace AR, BELENRITRAFFEEZFHEMRSAMENSERGR,
BIRLEERT Web 89 Workspace M BEFHRHEFE,
o BN, iEM Debian #EEsE RPM %% Citrix Workspace MBiEF., XEXHEZTER, FAE]

R BEMREEAFRENIRE S,
s MREHEXRENME, BEM tarball Z-% % Citrix Workspace M B1ERF.

AR
o BNEERITEN LERARMARNRES . MRAITIGRE, EoEsEBIEREENAFELIN
1TH

£ tarball R4-@H1TRE
AR

tarball REBFRHITHRBINICE, BARREKHI, TLRAPIRRRIIE RFAKRBI
1. S TA—1RIRE .

2. ¥ .tar.gz XHHNABTENE—=BRF. 0, #AN: tar xvfz packagename.tar.gz.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 31


https://fedoraproject.org/wiki/EPEL

BT Linux & Citrix Workspace [ Bi2F

3. B . /setupwfc #i&Z Enter BiziTL&iER.
4, EZERIME 1 (L% Citrix Workspace MBER), SA/G1% Enter 3,

5. BAFMEREERNEEMEIR, ARG Enter 88, 3k Enter BEBRIAMIE R Citrix Workspace 22
=
I (IR) BPMENAREBRN /opt/Citrix/ICACLient,

SN PHNBAREB RN SHOME/ICACLient/platform, platform BRSHIWNREMNIRERAE
EEBIFRIRAF, 80, SHOME/ICAClient/1linuxx86 %5k Linux/x86 &),
R
MRIEE TIERIAMULE, 57E SHOME/ .profile g $HOME/.bash\\_profile # SICAROOT
PIREZAIE,
6. RFTRTBREIRIER, BN v HiZ Enter .
7. ALGEER TR Citrix Workspace NAREFERIIENEEIFETR, LESERLBE— M EEIER, APl
MerEash Citrix Workspace MR, BERTR FEA v LUS AR,

8. MRZHIBRE GStreamer, NALUEERZEER GStreamer 5 Citrix Workspace MBEFEM, UESZREF
HDX MediaStream % {kiniE, ¥ Citrix Workspace MF1E2F5S GStreamer &5, BHERTH FEAN
Yo
AR
ERLEFEE, Mtarball i BREFZTFIHRSBAAKERTES KDE 71 GNOME £RET /LM,
BERNMA gstreamer-0.10 BY B ILLLRIRE, MNSRBRILAR, BELERERE (B ctri+c ) His
7% gst-inspect-0.10 -- gst-disable-registry-fork --version., i&f7i%am
2fE, AUERBRRANER T EHIETT tarball 4,
9. WIRLUSM (root) BRBEMER, #&%EEH Citrix Virtual Apps and Desktops B %% VDI M EFRE
USB %#f. HERTFTRA y AI%%E USB %2#5,
PEN =W
MERZLUFAF (root) BMESR, WKERUTEEHES:

“USB support cannot be installed by non-root users. Run the installer as root to access this
install option. (USB z#%i%fdE root HF R4, 1L root AR SMEITRERR, LUbELRE
IR, )

10. RETWGE, TLEXRBEFERET. BRHRERERF, BRA 3 7% Enter i,

ENE

2B tarball REE#HTNIR, ERRERFANRETAERR RPM 1 Debian B8,
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AR LEE ICAROOT RENFTFHNLREA R, FRNAFRHRIAREBRA SHOME/ICACLient/
platform, platform Z2RRSAHNREMNRERFAERMIFIRR, FldN, SHOME/ICAClient/1inuxx86
T Linux/x86 T&, FAFRRERIANRES /opt/Citrix/ICACLient,

AR

Z# Citrix Workspace ZB#EF, SAUSHITRENAFEENAF SHER.

7z tarball Zt L% Citrix Workspace R EiEF

1. 8 $ICAROOT/setupwfc ##i#% Enter BIE1TLERERF.
2. ERREFE, BN 2 HiZ Enter .

7£ Debian/Ubuntu igfE &4 EF Citrix Workspace i FBiEF
M Citrix Workspace N BREFREXHFPBTUTHS:

apt remove dcaclient

apt autoremove
1)

apt remove dcaclient

apt purge 1dcaclient

7t Fedora/RHEL/CentOS i&{E R4 EF; Citrix Workspace N R#1Z5
M Citrix Workspace N AR REXHRPETUTHL:

yum remove icaclient

&

Z M Citrix Receiver 74| Citrix Workspace 2R, &M Citrix T2 F# Citrix Workspace [ 2 it
TRE,

Citrix Workspace REENEREERBINAEF. FRNURBMHEHBHRENARZFE, PEHERFAT UHE
£/ Citrix Workspace A2, RERE THREZUTREZIFAES.

July 30, 2021
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®E

AIUTHZENRGE, BEXRE, AERE Citrix Workspace MBTEF. Lk Citrix Workspace MBIEFH
HENNE, AEENITEXLEX 4,

BEX &
1. ¥ Citrix Workspace N AR FHHEXHRBRAIN—1INTERH. ZRHEEXHEHNE M A plat-
form.major.minor.release.build.tar.gz(flan, Linux/x86 F & &4 A linuxx86.13.2.0.nnnnnn.tar.gz)

2. RIBFEFEHK Citrix Workspace LARFRHEE, FIa0, BTLURI TLS ARIES LU FEBINE NADITAL BIE
P, XF2t5k& Citrix Workspace R BIZFRENHMER -

3. TAXMH PkgIDo
4. HMATFT, WETREGBREHR:
MODIFIED=traceinfo
Heh traceinfo BiETRERAMEREEINES.
5. REFHXFAX M.
6. THHHEaEXHTIE platform/platform.psf (170, Linux/x86 F&#95I&RA linuxx86/linuxx86.psf).

7. ERRAEXHTRUARBNIRAEFHEN. MAEH, VWS SHRENRGEN HINEIR. EXRATLL
BREEMEAEEAXHIADN, HERRNIRGERERAXGRINFT. REEXHTIRPBTISFA:
o X{FHEE
o HEXERER
s FRHE (BEIREN cor)
o MR
. FAiEE
N
o KN

8. REHXHIXfto

9. fEM tar L EME Citrix Workspace ZRREFRHFEEX S, fld0, tar czf ../newpackage.tar
.gz *, Hfft newpackagez A#k Citrix Workspace M REFHR 4B HRIZ .

B webkit i
BT Linux B9 Citrix Workspace M ERZFEZ libwebkit2gtk (2.16.6+),
libwebkit2gtk BB U2

o BT Ul K%, webkit2gtk 538N AEEREERS, FH webkit2gtk irzs 2.24 X ESARAIRENE
&R YouTube IWER,
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+ webkit2gtk hiizs 2.16.6 RE=hRARH T ERAEW LUK E RFARERAE,
o ZRARFSERHN Linux ZRITIRRTUES, HRESHN webkit Z2E5.

AR
webkit2gtk TEFLE Linux Z1THR ERRT A, EERERUTETMERRRA A:

« 1ER% Citrix Workspace M2 1906 Z &1, MIRIE webkit2gtk.
o M\ THRE T#H Web %8, LRHENEZR Web B3,
o BRIz webkit2gtk 2.16.6 ESASEY Linux Z1ThRBIE ShiEs.

Bah
AU ELIFRTH FIMEh—fS LN EmifEREsh Citrix Workspace MAEF.
HRRFIFREE ICAROOT & B RHIEAEFNRERR.

"R

UTFERBAFERTM Web GPHIRE, WAREATEMA tarball BiHk#HEBBMRS ERNRE,

LKIRIRRTT

ELIERRA TR Citrix Workspace R FBIER, BB
Jopt/Citrix/ICAClient/selfservice

Fiz Enter 2 (Hrh /opt/Citrix/ICAClient A% T Citrix Workspace MABEFHBER) -

Linux =&

AT ERAX SRS M EEIFERBED Citrix Workspace B2,

FERLSmEP, FaUMEEFE) Citrix Workspace A 2R, Linux B9&1ThaARRE, Citrix Workspace [ZF#2
FFRTERI SRR E,

BEm

ERBEEIAT, FRE Citrix Workspace ARRFREFHERT, AILUEFISEMERAR. EEIHEMVPER
MR E AR EEX A&

EIRKP

BifnSEmMNAEE, FEE@ET XenDesktop = Citrix Virtual Apps i E—MkF. Ak, B8 IT HAZIFAR
AIREREREFE— kP AR INE Citrix Workspace i, SiETTRERBERE NI A KA EAEM Citrix Gateway 3
Access Gateway fR552%. EATLUM Citrix Workspace #fligik o
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1. EERTHEENIKFPE L, RITUTEREZ—:
o BRINIKF, BRERM. BE5RAEESRAURNESEER,
o EENIKPEANTABENFAEE (BINRGAMX), BRERE.
o ERIFRIKF, FREHER.

2. BRERLRTEITEF. RERNNIRSHFHTEHEIE

ItkhaE7E Citrix Virtual Apps for UNIX & FRET .

AUEARPRENBIRELETRE (2FFRR), EARKARE, HETRINEOPETR
o EEETOHEENENRE L, EAKEERMENETIER—MR,

EAT LIS A Desktop Viewer T =i SR ENTRERIENETORE.,

Desktop Viewer

TR ARRENREN S XN ERATEZE R A NFREM B FERNE LR,

LAFSESHEIMSEREN, &R Desktop Viewer, AFRMEMKEAIUEE LRI ENEE, thald

(LR

= =
=HE

HERARE. EXMIFEIERT, Desktop Viewer TEENEAFAF AT OANKIEROS2RFRIEEOZETIE,
BEMNERETENZEREER. APAIUERR—AFI&E EMNZA Citrix Virtual Apps and Desktops ##%1E
KEREZERURERZTKE. RETATRIMAERERIE. &% Ctri+Alt+tDel F7I. MFEZEUMME

EREHRA S EEERFNRIE.
1z Ctrl+Alt+Break %73 & O+ 27~ Desktop Viewer TEZ#5,

BEEREERIE

Citrix Workspace B2 Al U EMEE M SN KSEML AIERF. Fl0, MEEERET,

o EERICHEENEMNE L, SREMEENAREFNKEPI—NET,

IR 1
ENRENNAREFRRIHNENRE XS, ATLUEFENK I XE G REE,

1. EERITNEENXEIFRINE L, EF—RIFOIREEE, AEERUTERZ—:
« %5 - A RE SN AEF RIS NI
o Qi - AT KEHNAEFRIEARS NEHX .
o THENIR - RAFKEHNABEF IR,
o FREE - KEHNARFSREEHRRMSEE 2 TRRR.
2. BERM, EEME, ARER—ERGEIRIIERIER.
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eSS gE S
BREZRNEMER G, ATUENENREHNAERFSRENIME R RNEMERENS:
EEETXHEERNZ R NAMERENNE L, ERUTERZ—!

o EARNZRNMMNEREN - RIFKEHYBREFERAZNMMNEREN.
o MERBENZRNMMKZBREN - FRIFREBBREFERZXMMEEEN.

Flash Player

AT LR Flash REMETAR. LtRF@EEE Flash Player - 27x, FEEMIA. shEFNBIERF:
EEETSHEERN Flash TIE £, ERUTFERZ—:

o RS - REBHRRE, ErgIERREMN,
¢« AMUURTE - REEFBRAEEFERREM,
o BREWIR) - RETR Flash ARREBIRT.

JEZ

@3 Citrix Workspace MREF, BRI URSMBBITRENSENNBRER, URIREEEIHR Windows.
Web M#4EIARSS (SaaS) R AERE, AILLEE Citrix StoreFront 53&id Web Interface #1918 Web TIE&E
BFPevisin.

£/ Citrix Workspace Ul iEEZ1% TR

Citrix Workspace i BiEF X RIBAFAMKFIEE (B, AP EEIINARSSS) UKk Citrix Virtual Apps and
Desktops BEREEMNIEE BB A BANEINEENNBIEF, 7 UEHEIER > i EEE StoreFront BRS
2289 URL, SEWNRERE T ETHFHHAKA LI, MEidimN\ BTl #HTE S,

e

R A StoreFront RS2 LML ABEERBERNETR, WELFMBFRERES, WENABEENE
FREURF RIS, 33F Citrix Workspace AR, #ERMARE URL HE—IRRIZNE®BE,

ERIETABER, BPRSBEERUTERR: WEX. KENVARER. BERIRE, BRHENNER. B
MR SR RIS EAR, 158 EIZERS N EIFA(E B R R I 2 R

REEEFESE
AL Citrix Workspace M B#2F 5 Citrix Virtual Apps and Desktops fRZ 28 2 BIHEIEREBERLEIIAIRE, W
BHE, EAUASMEEERXEGE,

BAEERNAFRNESHNRRAURSES, BH9XE ‘AP AT RAENAFRESESBEREERRITHE
S 53
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MEF LTINS ERER IR

& Citrix Workspace M REF XTI LMWK EH N HAEFERE, BeIZET SIRSSMNERE., Lib, EalMd
5k Web % 2841 &

A& <1782 Program Neighborhood = StoreFront g5 8860i%1%
WEFM:
MR AR EST Citrix Workspace MARFME BN, MENXE, EEAUTHSHITHM:
.Jutil/storebrowse --addstore \<store URL\>
1. FREEEINEEXEAEFNE— D, WATEUTHSZ—FRENITHSIANE— I FRE:
o FIHARSS 2 ERFTE REMNARERF:
.Jutil/storebrowse -E <store URL>
o FIHETHNSEMZBER:
.Jutil/storebrowse -S <store URL>
2. BITUTHSUBHRESENARER:
./util/storebrowse -L <desktop or application ID> <store URL>

MRTEEERS R, EERARERBEENRSHMUEY SOCKS RIBEHAER, BXIFAES, BSH
RIEARSS 5o

M Web %5 28 eli@i%

M Web ¥EBaIENE BB AR EIEPADNIT. HFEFEEESHARNNRRMNIRERSE, B, FTERE
FRIRITRERE,

R FzhA Firefox. Mozilla st Chrome 8& T .mailcap #1 MIME 324, &3S TER, LUE.ICA SXFEE
fEsh Citrix Workspace R BEFAIHATXH wfica. BEREMKINES, EHEMES0N NIt E,

1. EETUTHLUEE Citrix Workspace HAREFHNIEEERRE, MBEREINFERIAMIE, WITESXFEX
ICAROOT Wi &, ErAILfERZm<SMIAER

xdg-mime query default application/x-ica, ®%JUR[E wfica.desktop,
setenv ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource 1install --size 64
$ICAROOT/icons/000\\_Receiver_64.png Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica

xdg-mime default new\\_store.desktop application/vnd.citrix.receiver.

configure
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2. 8l B ¥ B X Jetc/xdg/mimeapps.list (@ E & B R L %) =t $HOME/.local/share/
applications/mimeapps.list (mimeapps.list). % X & B FF 3k &% % A~ [Default Ap-
plications], ERUTHEA:

application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new\\_store.desktop;
TREREEH “ER /AR IRENE LAEE Firefox.
HF “Citrix ICAIRBEXMHRE”, HiEEF:
o ThzEgFp “Citrix Workspace RAT2F Engine (Z3IA)”
5

o “fERHM..”, SREEEXMH /usr/share/applications/wfica.desktop (& Citrix Workspace [z
RREFNEERRTE)

1%

« SHOME/.local/share/applications/wfica.desktop (EMEIFEBRRLE),

HEEARD
BRAUEREEROEREEMNNERE, WIER— M EEERANESHEHIER, BYZITE, AFNEERAIL
SHEREE IS A RFEEHITHES A RALIINE, EEEROHR, BPILUES U TS EEEERE:

o XA AERF.

o AHRIE. EPBRERIEHFXATTHNNBER.

o NZEREIASE. EPBREFKATMITANNBEFNER THASRSR[OEEERE (FIERSHREE
FTERRFFERER XHN RER) o

o ERERGRITRE.

EIBER
EEAERTOERER, FRITUTIRE:
1. 7£ Citrix Workspace M AfEFZgH, BHEESC.
R 2R EARARS SBHFIHE MENRIE,
2. AT RMEZ—:

o EERIRSER. BIERSUEH, HBEEHEM.
o EE—NNAER, XFARED.
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i1

July 30, 2021

EAEAT Linux B Citrix Workspace R A#2FE, APFIAUTREES BN ENAEFMSE.

®E
BREXH

EENERLERAINERMNILE, aTLlfgk Citrix Workspace M REFNEEEX ., XEFEEXHFES R wiica
BEIEIREL, A LURIEA B AT E LSS R R EF S MM

MRBATRIERE, WAkERRERIE, MIEMEENSE. KIRETERSSBSERKRETRE XA PIHEY
B

AINRE

MREFHFE Citrix Workspace M BEFAFWEIAE, 3EE2K SICAROOT/config BRAM module.ini
[=eak

=r

AR

R ALI\\_Regions.ini FWNENEZFEHKEAFEE, WA=EA module.ini FHZFENE,
A1I\\_Regions.ini AMENTLLHST module. ini FHE,.

RIR

W R X SHOME/.ICAClient/wfclient.ini RE%E, wfica @it & #H SICAROOT/config/
wfclient.template #iTRIR. BERULERXHE, FINESIERARIFRE Citrix Workspace RZHEFA
Fo

BRIgE

BRHRAPMAREEN, HERAFH SHOME/ . ICAClient BRFM wiclient. ini X, XHHHNILER
AT AP R REOER,

WIFECEXH*E

ERE wfclient.ini hRZERE, BE ALL\\_Regions.ini HhiEE A YFHIETEHIETEE R,

MRUEET —ME, NER%E, SHOME/ . ICACLient/ATI\\_Regsions.ini BJLALEE L SICAROOT
Jconfig/ATI\\_Regions.ini REBMAREE, MIEBCERS,
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} =r

AR

Fwfclient.ini FIKENEMTLLSTFE module. ini FE,

28

SNXEHTENSHEREAIE N2 T, SMHOMLIESERNBIRTL, BRBTR—ANSE; i, 8%
B\ [ClientDrive\] 5&FiHEREI2EMET (CDM) BxX,

MRIERBEE, BNRKBHAEFARRNSHIEERIAE. NMRENSHEFEEREEE, WEBMNAEMIAE. FI,
MR InitialProgram GRES (=) BEHE, WEHARIME EREFETER).

ek
ATT\\_Regions.ini {EEAIUHAEMXFIRENSH. ERURFISHNENEFHIEHE,
N EMIEERNERE, FIRUTIRFEN

1. ATL\\_Regions.ini - tXHHEEEEZUTXHHHE:
o EEM.ICA X
« wfclient.ini
2. module.ini - WMRMEAKE ALL\\_Regions.ini. EEMN.ICAXHFH wiclient.ini PIREE, H
BXLEREY ATT\\_Regions. ini BMEE#HITRE, NEERILESHHE,
NREEPEMGPEARELEE, WEER Citrix Workspace MABEFRIBHHZAINE,

AR

IR FRIMFFEGIIMER. FlE0, BFLR2RERE, RBaE IMwfclient. ini FIREREL(E,

ARSSELNE (AHRATLRR)

A=W
LtkThaesE Citrix Workspace Rz T2 89 A T AR T 88 kit 2 1o

ARSSESNE BRI RAREM RN T XERI T REVANG A BER&RE. TIETRSHESITRIRWAE, BRERLL
B EEI N BEF MR,

Bx7£ Citrix Workspace M AREFDZHRSESENERNES, BERRAER,
Bxh Citrix Workspace NAREFRERSELMNES, BBRTERSES .

BXFMER, 5587 Citrix Workspace XASHRIRSELS 4SO
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EEZEnERERR
Bhizs 2103 &2, AIUREFABHNZ ERERETRER. TREEKARENETARN. BEGMTHERMEHRE
MBEMRIE, MMRFRIBAF 4.

ERMBEFHE, BHBAE AuthManConfig.xml XHHF B B ILHEE. S MM E SICAROOT/config/
AuthManConfig.xml FHHMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>

REERNELENEMERIE, S 8ENAEFERSETRTHNRETREDN. BXNAREFIETRERIFARE
B, B8R LAREFEREET.

BREREHR, BREESERNNAEFERSEN, ARERRETE. LIMEERRERRHEE,
HE, WATLLBEEEBBRS T O Ctri+M BB RERFEXEE,

Screen Layout - 8

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTHIRBPEFENKE, 5EERNEAZEERENRHE,
ER— NSNS BRERER. A, SIERIRERBEFEHTET.
PR

- BARREEMEREARIETHNREFM/IEE,
o ILTHRE(GE R FARC A UWEIFI R o

R FRERFRIF SSL01ETNRE
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} =r

AR

« {#£/ tarball. Debian #1 Red Hat Package Manager (RPM) # & %% Citrix Workspace [z 2
RSS2 FFILINAE, Lthoh, x64 Al armhf @M —FZIFMARREN,
« 7 Citrix Virtual Apps and Desktops #1 Citrix Virtual Apps and Desktops BRS3 25& @53 Store-
Front sz # b IhEE,

N AR RIP 2 — Ikt nThae, BIFERER Citrix Virtual Apps and Desktops AR {iigsaM R 2M, ZIhEEREIT
B IHSRECFNREHRREERGENNEEN. EARRRIFAIKIDEERS F ERAF SENSRERENE
BR. ZMEEAILEAFNREESNFRBE UM EARRIERBFBRENFARRES.

WEFM:

Ubuntu 18.04 &= R4,

ISR AR IRIPAE

8 tarball Zra %2 Citrix Workspace M ABREFN, BERUTHEE.

“‘SRELENARERRIPAM? Warning: You cannot disable this feature. (Z#&: Ree2AILINEE, ) [ERINE
SINSTALLER_N] 7% Citrix Workspace R Bi2R, FREGHEZM, BXHAES, BE5RAEERKR,

BNY URENBREFRIPAS,

BINERT, FRENAEFRPAL.

ENRmHENUEERER. BFIEERBHITEN, SUNARRFERIPAI T ERIMIAET.
2% RPM R RBR AR RIFAM:

BhR7s 2104 &, RPM kR Citrix Workspace [z P2 32 151 FATE R R IF I,
ERENARFRIPAML, BRITUTIRE:

1. %% Citrix Workspace R 27

2. M Citrix Workspace [ BiEFRERF P REN BIEFRIP ctxappprotection<version>.rpm#&
#8,.

3. EfiBRTRSUEERER.

%% Debian 4GP BEFRIPANL:
BhRrZs 210132, Debian hiz Citrix Workspace [ FBi2F 215N BIZFRIFINAE,
BRRRENAREFERIPAYG, BERE Citrix Workspace NABREFZHIMEIRIZTUTHS

export DEBIAN_FRONTEND="”noninteractive”
sudo debconf-set-selections <<< ”dcaclient app_protection/
install_app_protection select no”

sudo debconf-show +icaclient
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* app_protection/install_app_protection: no

sudo apt install -f ./dicaclient_<version>._amd64.deb

BhRZ 2106 #2, Citrix Workspace AR SINT —MNED, ZEMAFERE 7 5310 SR 8BRS 4

FREDHEE R BEICRNRFRHIRIEE
AEHIEERREENAREFRIP:

BRUWTAAREMEI SICAROOT /config/AuthManConfig. xml H4EEiZ 4!

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeylLoggingEnabled</key>
<value>true </value>

HEBRSHEGRELENAEFRP:
BRI TAREME] SICAROOT /config/AuthManConfig. xml H4mEIZ 4!

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice app protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeyLoggingEnabled>true</AntiKeyLoggingEnabled>
</Selfservice>

BENn)E:
s BIVEREFEIFNRREN, NARRFRIPESRSERSIET.

RS T 28
RENEMRSIE R RE Citrix SERIEBERXIFEH,
AR
Ars588 VDA BB MRS RIT AR BT
AINERT, BRSHERTATRARS.

SRMEERAIST, BT TR
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1. £#1% <ICAROOT>/config/module.ini X%,
2. ®#EF ICA 3.0 9.

3. &€& Mob1ileReceiver= 0ff,

EP&REETR (CEIP)

We SRRy AR BiEA BIBEXRMMTA
FEEM AR Citrix P #32E Tkl (CEIP) M Le¥siEaI#EEN Citrix #27 Citrix
EAF Linux B4 Citrix Workspace [ RiEFHRE. &

Workspace [ AiEFIREERREM  SMMMEEE.
ERLUE, HENRBIIEREE
Google Analytics.

Citrix BRIEES Citrix BTN EREZ T EBENEIE, F3=E Citrix Trust Center E3g## Citrix Services
Security Exhibit sFrsERIA T H B TRIF,

Citrix &£ Google Analytics M Citrix Workspace [z B2k sE L3387 CEIP —&84, i5E % Google
bR Google Analytics UERIEIE.

AILUEE IR AR XA CEIP #iE &% Citrix #1 Google Analytics 8158k (FTEEZ&RF * #8RH9A Google
Analytics IHERIFMEUBTTRIRIN)

1. Bfn%l \<ICAROOT\>/config/module.ini X#FHi%2| CEIP 2%,
2. #EEEB EnableCeip #RHEHIEE N Disable,

AR

¥ EnableCeip MigE N Disable &, MREHFEZA %X Google Analytics IEMREHR CEIP iR
7t (BMRERZARAF Workspace NMBEFHRZA) , iESMEIA T FHIRENLEE:

fii&: <ICAROOT>/config/module.ini
#8455 : GoogleAnalytics

%HB: DisableHeartBeat

f&: True

Google Analytics W5 E CEIP iR TR EE:
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BIERGHRE ™ Workspace B BEFHR AR ERig 1D
zt *
RIEBENF YmiFERhRA WHTE

[ FAE R e 2 BT
[ AiEFiemestE & aah Citrix Workspace AR B, %iERes BB XKIHFEEN— 1 EIR. 3INNBREF
femesfa, EAT Linux 89 Citrix Workspace M BIZFHIE R MERES LIEGHE,
TR E U FER TR GRS
« BEREs Citrix Workspace R 2R

o XAHEHBDHNBER
o BRUHENBHNBRER

=z

AR

ZFZ libappindicator R4 B FREE RN AREFIEREE. EM Web ZEEAFEM Linux RIThREY
libappindicator e,

ICA-to-X 2

Al LK1 T Citrix Workspace M B2FM TELAEIRS S, HFAEETAIEMER X1 191&&, @BIHhITIHE
£, BILLUE Microsoft Windows R BiEF 44T AR Citrix Workspace AIEFR X &igst UNIX T1Eib,
AR
Citrix Workspace 2R HEAT EM X i&&, EXLERT, Ti%E LR Receiver BEIEMBRF R,

BUe#75 205517 Citrix Workspace RZF#ER (BIME/D ICA-to-X XI8) X#F7afRs5 280 ICA,

izf7 Citrix Workspace AR, AJLUEEMARTFIE X1 HHERRAH Linux £EH ICA = X11 i3k, 8
B, EZRYEEATIEM X1 BRR. AJUE— T RFETENETT Citrix Workspace MBEEFHNZ N EIE, &
MEIAE R A X R R RIS S,

LERTHELRETIZER ICA-to-X REEM T Linux B9 Citrix Workspace M REFHIRE:

¥
m )
L
X

- | +—> s
\, | SN
XenApp server Linux server X11 Client
Citrix Workspace App  UNIX, X Terminals,
for Linux X Emulation Software
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BIGBENRRS, FE— Linux RSHE7Y ICA = X1 KE:

o MREH X Lif, WalE@ERTH X Linigd X AZFEH Linux BRE5 28 LizfT Citrix Workspace R/
2.
o WMREBHETEMA Citrix Workspace MABEFHI UNIX T, TEE—SRESBHFALURIE, LRSS
U2ia1T Linux 89 PC
AR BET ICA hXBIThaeR A ER X11 LIRS, RINERT, ReeERAIREh3MatiAR{E EMIRRIEE. W0
RERA X LiR (BEESERMIREES), XHAZRM, NREmEM UNIX TR ARER, BILUHRIT TR
Ez—:
o BUNFS SXEREREMN TEiL E&giac UNIX Tflh, ARKE P mIRs28 i ismizLE A NFS =&
=

™o

o {5 NFS 2 SMB {32 ({540 SAMBA) =iARz28 A NFS ER# (5140 Microsoft Services for UNIX) o
FEgE RS LR RIRIEHE:

« USBEEM

o BREREER

« COMmOEEM

BMEAFRIZMRS B/XFFEM, AR IMEEE X1 1&&.

o FEBEFIRITEMEEE X1118&. B LPD $TENThRE MARS B8 FahiAial UNIX $TENHL, SHEERAMLSEIT
ENtlo

ZIRERNNEERREER, EAEERETT Citrix Workspace AR FIITEN LREEERGX, ZitHE
NERERENRSS. B2, SEARENEERTAFRENRSS LR GStreamer FE(ER (K&
Mix) o

EHA “BRE 8 ICA” M X Kigs UNIX TessEED Citrix Workspace MBER, BRITUTIRE:
1. 1/ ssh = telnet EEZBERENILE,
2. 7ERIBIGE LR shell A1, % DISPLAY IR 218 B A4S E. F10, 7 Cshell FRAUTAS:

setenv DISPLAY <local:0>

==
MREA ssh X SEEIAERENIEE, WEFRLE DISPLAY IMETE,
3. ERHIGE EMSH SRR T xhost <proxy server name>

4. ynR Citrix Workspace NARFRREARINREBRF, BESHRIFRTE ICAROOT RENIEM LR
ZERER.

5. #%3 Citrix Workspace ZAEZFHNRERR, EHSRAEOP, BA selfservice &
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RSHRIFFIHENBEEER

BERSHRIFFIRABTEER, EEAAUEEERASMNAEFITAERBHNAEFTE URL, f, MRE=
IEHRBERA Microsoft Outlook #AEIHTF THEAFE Web TlmEmyHEE, MEERMF &S LA ST RIS M,
BERSBIFFHBABEER, FJLURSEERDE Citrix HRHME, MMERFAIREBEIFaEEE.

AILLEERELT URL 22

« HTTP

« HTTPS

« RTSP (Real Player)

« RTSPU (Real Player)

« PNM (IBhR Real Player)

NREATF Linux 8y Citrix Workspace BEFEBESENNARFRLEZERHPINE, WiEERARSBLARE
F4T# URL,

REHRIBFFPHABTEEEERS SR LERE, BINERTE Citrix Workspace BREFHLAFERARS, EiRE
Zh a4 RealPlayer LU Firefox. Mozilla 5 Netscape FHZE/D—NR% 25,

R ZEFFEE RealPlayer M HEIER TEARSHIEF HRNBEER
1. BB wfclient.ini,
2. 1% [Browser] B BRI TIRE:
Path=path
Command=command

HORZEEANEHETRITIXARENER, LA TREEERAN K URL BIAJHRITXXHRTR, EREME
BRss88 &1%x89 URL, fi4n:

$ICAROOT/nslaunch Netscape. firefox. mozilla

kEigEBREEUNTARS:

- N “nslaunch” S B MU URL # i 2 I & ¥ & 2 O &,
- HMERAREHANXFIHNENINE R, EERNEZERDE T
1. 7£ [Player] S5 BRI TIEE:
Path=path
Command=command

HrhRZR2 RealPlayer ATRITXHAEME R, HSRATRABEEANZEAE URL WETHRITXHER, 4
EMiHARSS 28 21X URL,

2. REHXEXM
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} =r

AR

N TFXEMERZIGE, AEBREEN N RealPlayer ATITXHFENE R, FEEIEETRITXHHNTER
&, B0, 7£ [Browser] Z439, BILUE Path 8 &7 /usr/X11R6/bin ik /usr/X11R6/bin/netscape, It
o, FHLUERESHRNTIRAVIEES NEREM. RKIEEXLIRE, NEERAFPHNYET SPATH,

B M Citrix Workspace X ARSESBEEFIERATEER, BRITUTERE:

1. $THEEXH module.ini,
2. ¥ CREnabled ig&&E 2 Off,
3. REHXFX .

JEZES
B &R

RN ERNIKE LRERERMARTENIFED, FEEMEMIEZERE - TR, BAMEERAILL
EE— P IERNERNEMTEREENAS, BEERSSE MIERFIRE) EFH—TRSTULEEN, MMk
RERFARNHEH RS EEE:

+ BF SpeedScreen JERNNE - SpeedScreen R INEIES BRBY IR A F SN BRI S BUAR R AR /ESRIBF
SIERTERE 4 T ROMERE. A SpeedScreen Latency Reduction Manager aJ1EARS 88 L2 AILtkIhaE, 2R
IMERT, £ Citrix Workspace M A1EFH, WINAESTREBEM, HEMHWBEREZETHREITEM. B2
i# “Citrix Workspace app for Linux OEM’s Reference Guide” ((iEFF Linux 9 Citrix Workspace [z
mBi2F OEM &E158E)).

BRBIEES - SUBEER A BT EEERNSRES. KR FREESVIBRFRRERNRERELIE, B7
MRS RIEER M4 THMAE, A Citrix BRENEG LB E 0 S A LLIhEE.

o BNEOXN - BREOXNERFEEBERERANR/NKN. EFHHIRERIEED,

o RVEREE - BEnEEuE /L EI 256, 7 Citrix Virtual Apps and Desktops b £, &ESIFEIT,

s BEEERE - MREAT S, AIUUER Citrix“BRE” RSB FE I RERERMILE.

FIK
ClearType F&¥E

ClearType F&FBINEE (RMAFEREFHERINGE) AIRBAETFANRE, KMERAFAETBIHMRIELEIIRE
PRI AR R, AILFTHRXALTIEE, E T LUEE REMN AR E X489 [WFClient] 35 PHIUFIRERIEE
RSt

FontSmoothingType = number

Heh number A LB TFEZ—:
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& 75

0 EARISE ERASE AT, IHEET
FontSmoothingTypePref i&&E X,

1 FEETE

2 TR

3 ClearType (KFEFHR) Fig

FRETE ClearType FiB#82125 Citrix Workspace M AREFHHERER,

E2E:2

fRSS 25 mTLUEE ICA XHBEEE FontSmoothingType. IHi&EMR LS TE [WFClient] FigEHE,

NRARSBFZEIRER 0, AHEETUFH [WFClient] PHIEAIZERE:
FontSmoothingTypePref = number

He number AT UBUATFEZ—:

& 78

0 RERS

1 TEEESE

2 AR

3 ClearType (KFFER) T (BIALB)
X ¥
BRI REEH

FL LT, RABMUAFRMEBEMIARX R

s BPY “SE XX
o AP XY X (£ Windows XP g “IREHS”)

BIRHXMREER, ATLIEERFRRXERNMUE, UMEFRNRSRLENRSBILERBHZEENIX MG
KB, WHREEREBERTIFEEE, HINERHAFRERTRRSHEZTIRS RN N TFETKEMFHSITIFRL
(FEHETfRIEF, APAUERIBEBER MRS HBITHRSSR) , HHRXGREER/LFFEER.

BEERHFXMHREER, BHRITUTERE:
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LS BB ER, TR, B, B module.ini FEZHENFEREAREXGHXEER, REHE
[WFClient] 385 FRisEX 4 RAMUE, BAIRIFINT:

1. BT a7z module.ini (g0 SICAROOT/config/module.ini)
[ClientDrive]
SFRAllowed = True

2. BUTxAFME [WFClient] 24 (f1an SHOME/.ICAClient/wfclient.ini) =h:
DocumentsFolder = documents
DesktopFolder = desktop

Hrh documents # desktop 7 UNIX 3243, GEESFBERFHN ‘X 1 “Sm” XH4*pERHNTE
iR fid:

DesktopFolder = SHOME/.ICAClient/desktop

o ALUEREFNEEBIEENFREE, Fl0 SHOME,

o AWM SHIEEE,

o EENEROMATBIEFIHRERNER, B, %BROIIEBRGHIE P IHRERNFHHR,
o £ C HEARRKENBREFTo

& P im IR ah 28 BT

it P iEIREhEseRET, a7k Citrix Virtual Apps =k Citrix Virtual Desktops BR$S 28 LRV IREhES R AT E E |24
wAPIEE EWER, Hign, AT Citrix AR RIEFHIERNEE H B E)ETT Workspace ARFHAM AP 8%
IHESTBR.

S5 3R, BPRIRGISRMANrEAtAF IS (831 CD-ROM. DVD = USB fF%) FREHEMERBIXEF T
B, RS MAFREIHXLEERNNE. NRRS[BEENAGTEF IHIRCISZMRES, BRI LUGRZAMTEGER
%, EXIERHEMEXE G, REREEMREELRMIR)FHARS 3RS Lo
Citrix Workspace B2 #5534 Citrix Virtual Apps and Desktops IRE 88iEEMNE P IRIEEME, BEEF,
IRg &S, REBLIETNIRENAEFIFERIHNSAMAFISSHEENILESE. SHAFSENBERTMS, NAER
MAERRRRGERRIST 1, FRAXLENEZH, BEHFERSBIFE A HLEMET.
FE:
Z 21883 Linux (SELinux) £ EE ] RE S INE P iR Ik 22 E9 A0 USB EEAIHAEMERIEIT (FERm D
Citrix Virtual Apps and Desktops ). MNRFEFEREP—MHEMINEE, B2 SELinux, ABTERS
25 FHITALE,
A RFhE B A IR HES AR AT AT 35 R :
o BSEPIHERDEMSAFEESEERNEAFIREXHERFITME5 RS EIARS 28 LIS E IR E T,
B30, ZPRETEI A TR AN I AP HNEE R /tmp, UKk CD-ROM. DVD 3 USB RE&EEHIRE

o
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o DB IHEENERMET A SIS CD-ROM. DVD 1 USB NEHEBHLETEAFEELNENERER. &
RIEHRIE) IR SR B RIS B oRG 2RSS 88 L T — N BRYIERI R & o

Citrix Workspace Rz R#2F#E#3 Citrix Virtual Apps 5 Citrix Virtual Desktops BY, SIRFKZRAEF iHigE MR
5, MREHREILE P mIKEhEsIRaT, BT LA SRS KRBT T & P IR SIS HIN A, BXFAER, 1S Citrix
Virtual Apps and Desktops X#%.

FA P AT AR A B T X B AR PR S IR B 28
AR
RINBERT, BRARSERRREMMENSERANSEF RS, ERAEEEERMNE, BE
wfclient.ini 4% DynamicCDMi&& /N False,

LUFl, @d CDM iplRIX Mg EE N A FE EERENKAEE.
B 2012 kiite, Citrix Workspace M AEF A ERESNARE CDM Xk,
AR

fEREATF Web 19 Workspace BY, XIS EESENRIERE, ZBBRINGE NS RIS,
File access

Choose how to access files on your computer From this session.

Read and Write
Read only
) No access

@ Ask meeach time

Cancel [ oK J
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AR wfclient. ini XHEERFHNBEMXHEBREL. £A GUIIREXHIHRNRES, MaiENREEE
Fi7Ro

ERERIED, TLUETM Desktop Viewer SAREIEET > XA RIXEERIL B XA RIARRE S

A = 0 Ry Pl A

Home Ctrl+alt+Del | Full-screen | Preferences Disconneckt Sign Cuk

ERARFERIETR, TLUBEM Citrix EEO BRI AR IHEERIE B X HHPIPRE .

% Citrix Connecktion Center

Servers and applications:

Managed Win10 SIN Desktop $552-86

Properties... Preferences Disconnect Sign Out

XA RIERE BLIERGT X R B IR R HER 2o

©1999-2021 Citrix Systems, Inc. All rights reserved. 53



BT Linux & Citrix Workspace [ Bi2F

. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERRBXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace [z FRi2FF ZH1E MAEHT ENA LUK A #h 7 32 5l AR IR & 3T ENAN L THTED, BUAERT, BRIF@ET
SIS ITE, BN Citrix Virtual Apps AR P RITULTIZME:

o ERAPIEERILUARIMFIEITENIS & _EHITITED

o FRONFTENH

B, XEQEVRHFREMEFRPRERERE. W, RAFAFERFIRERBIHENFAEITEN L#ITHEN
BIHINRE, XEABNERS TEEN, B8, ARERRRIRSEERMELER, EXMERT, ErlkE
EX AP k& LERRERITENNTIREITIRS.

B, ARNR2RIEPIERIERERE LR ARG ZMITENRO. Ak, BERSS LR ICA SRERE sh&ERE ik COM
mHIRBERENEREA.

ZRFIAFIRE LRERITEINIIR, FRITUTIRE:
1. ITAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAITENN
+ SICAROOT/config BRARHIFFE Workspace AR AP IITEN. tREAITHFRERFBIEET
BEEREAEMRSEFNARF,
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2. 1EXHH [WFClient] B9 BANUTREA:
ClientPrinterList=printerl:printer2:printer3
H printerl. printer2 E2FmEITEINMEH. AES (1) SREITEMBITEE,
3. REFEFHXEAX M.

72 UNIX LR 2 P i TENAL

7£ UNIX 3515, #7288 Citrix Workspace R F2FE X HFTENNIRENIZR. AP & LAVITEN RN MEEB LI
FAR A2 A A BIFTENAE Ko

EEAF %@ Citrix Virtual Apps for UNIX $TENEIZ FIRFTENN, BIERAASEAITENTIRE. BXFMES,
&5 Citrix Virtual Apps and Desktops x4 89 Citrix Virtual Apps for UNIX 843,

BRES A3t TENHL

BT Linux B Citrix Workspace R BRiEF2#5 Citrix PS @ATENNIREIIER. Fit, #E TEEARHITEEER
B, FAPEIEEMSEITEIN AP IES A MEZIITENN E#TITE, BEFLEERT (FIEAFIESNITERER
SEERITENNIRNIEFR) , ERREEEF o7 Citrix Virtual Apps for Windows gtz P imiTENHL,

BEARSS 2R ERRGTACIITENN, IEHITLATIRIE:
1. M Citrix Workspace M B2 BohiRS 28812, ABRE (T Citrix Virtual Apps B9+ &E L.
2. 1F “FHR” REH, FOREFIRE > $TEINL,
3. 1F XM REH, EERIMFTEN.
B B R INFTENH A S0

4, FRZASHNRE “BFRIHEME, TPE SHEAMEITEN., SO8ESIVETEINRIR, SAVTESmRSE)
EAFTENHL R IR, FI40 “HP LaserJet 4 from client name in session 37,

BXRITENAEAES, 558 Windows BIERF Y,

L

LUET, (NESIEFMRGBASINEE, BMEFS Q&R0 LIRS L ERNIRIOL, METILEESE 2R Citrix HDX
Audio.

BhRZs 2010 i, EATF Linux B9 Citrix Workspace AR 2 R RIEH R ANFAE R EMLE. SINERE
BIgEEM—EER, MIFERA Citrix HDX Audio. ERILUHESISIEPEIASAIANEMILE. STERBRAESH
R, EMEFFTERERRANSMBAS BT RR1E, BASBRIIMREN, SIEEEMERR.

Mhi7s 2012 78, REGABBILERHNSIMEE L6,
ERAILLINEE, BHRITUTRE:
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1. B2l \<ICAROOT\>/config/ X£H$TFH module.ini 34,
2. BE clientaudio ZBAHRMUTEE:
VdcamVersion4Support=False
AR
o BRTHENSIMETAEER, RERA Citrix HDX Audio MEIAS IS EERIETE T
o IAMBERT, BRINEEFRNERXMNERETETL TFERRS. FXNARBAZRRMMERE
MER, BSREED,

BERIBRS:

+ 1£ Windows Server 2016 Lizf789 VDA #, BT AERIERESOEENEMNILE. MESIMGENIEENY
INE SRR,

+ HDMI fIEF ENEE AR ZIFEMSEEE M.

+ H&E7E Windows 10. Windows 7 #1 Windows 8 #21F R4 BEREINEINILE. £ Windows Server 1&/F
4 (g0 Windows Server 2012, 2016, 2019 1), BF Microsoft 2R EIEFEERS, FLLTEE
ERBIAS LS,

BEBLT, RASSERRIARARERENIIA ALSA &&E, LB U TREPBIEEHMISE:

1. RIERERFMNAR, EFEHITA—MREEXt. EXREEREXHNERNAZHRERAFRNESR, ESH
HRINGE,

2. WMBLE, BHRMUTEDRLSIZENERS

[ClientAudio]

AudioDevice = <device>

Hrh device EEMITRIER S ALSA BELE X,
AE:
FIEFFE Linux 2 ERAHRMX—E BT LR MUE, Citrix BIVEERRERAXN, THREXEHLEER
BB,

e kRgt S, 7E Citrix Virtual Apps BR$3 885X Citrix Virtual Desktops EifTHIN FBIZFEH AT LGS A
Fig& L REMNBEFTEERBRES, BAIUERSSELANENERGESTHRE, MAFRTUERAFRELRES
SiBiE. MRAFIKESRSBVTMREBRETRR, BRAMEPRIKNIZE,

BRI SRA AR R A RS BMME T RI SN AR, SHREMS, FRSMBERFTNHEREREAR, SHREH
=, EMAEFRERRARSEE CPU thili%,
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AT LU R SRS X B P i e SRS I TER B, BXIEAER, 1E81 Citrix Virtual Apps and Desktops 314,

J3-== .,
AR

feiE#E %) Citrix Virtual Appsfor UNIX BY, Rz#%% P in S SRS

2R UDP &4t

UDP B4R LR EET Internet #3THERIENRE, ILEIMEERRFHER MY (UDP) MIEEimizsn (TCP).

PR

« UDP ESiEmMEBENSIERAAIA (B, A TLS 5 ICAMBNARIE) . FHERFED, SSuEmER TCP,

o ICABEMRKRAEZF M UDP S5,

1. 72 module.ini B9 ClientAudio Z4 HigE L T%ED:
+ 35 EnableUDPAudio I8&H True, BIAIRE N False, HigE S22 A UDP 5.
+ 95IEHR UDPAudioPortLow #1 UDPAudioPortHigh 5% UDP &4fimgFRAN R/ IR AROS,

ERINEAERNA 16500 - 16509,

2. RINTFAIRISRBERFPIHMRSBEIMLE, WEFENSHAETHERE B, FEHRE).

FRHEENENR FFELENERR

2
%—
RES|ENSTHR 5 =
2
AR5 28 LB9ESAE & ey
=
RS ERESME R 1%
2
& Fis EH UDP

£ SICAROOT /config/module.ini X,
7z [ClientAudio] 25 T:

EnableUDPAudio=True
UDPAudioPortLow=int
UDPAudioPortHigh=int

il

+H

&

AINULTRE:

72 SHOME/.ICAClient/wfclient.ini XX, FIMUTRE:

7z [WFClient] %9 T:

i

il

=)

(i3

&
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AllowAudiolnput=True
EnableAudiolnput=true
AudioBandWidthLimit=1

=

AR

o MNRKIKELICAClient Xk (REEBXRLZEHFHBIINARE), BB5H Citrix Workspace MBEFFH %
Mo ItigEIE eIz ICAClient X3k,
o Y AudioBandWidthLimiti&EH 1 8Y, EF K EHESHRERNP,

72 DDC L£#y wfclient.ini* I8BHEET, HMUTREA:

3% “Windows Media E€m|” 8B R “B1E”

¥ “3@id UDP thilMISIR” 1IRE N “AF”

3% “i@it UDP i SRstei% " 188 R “BEBR”
& “SIRRE” RBR “h”

B2k Citrix Workspace N BEFHERA X

ICARAZI TBENMRK, BEREREN CPUNFEREER. B, MREAEFEFEIFERR, BHE BRI TIER
REFIERE

o BREREFAIRREHSERITFRIREX G, EAZFIHRIREIERRIIIHRIAR A4, EXFRET RS SFEEH
Teh. MRERNVERERIE, X—IEATEFERKIEL

o BERIEAMITENN LITENREI A, EAMITENN ETENSCAES, fTED R @ RS s E s 1Te M. MRE
RAEREEE, X—IREARFEERKHEE,

o BERRZEEAS. BRSEARNTESERARESRRE, FESSHIEMERE.

UsB

USB it AP RS EMKEN S A8 USB RE#TRE, AP AR USB REBARITEN, AF%R
EREERNEHEMKE, TRATZEEERN USB REEENFREE. SaeRiE. PDAL fTEIN. B MP3 &
MEE. R2RENFRITEN.

USB EEmEXREH Citrix Virtual Apps 7.6 (iE=hr4) 3§ Citrix Virtual Desktops. Citrix Virtual Apps &
SR ABREFEILEHT USB BEEM, HERERKLE T REXFEMLEE. BXEMES, ESRECitrix Virtual
Apps 7.6 14,

IHEAME B BIARIER/&3E LAN IR iE 235 USB R g% (FIMNMEERGN. %X, HERNEN) FHERNESE
heE. B2, BEREAT, MWESMIMERENEEREMER.

Citrix Virtual Apps and Desktops SiFE &S I TRENIEE, FLFMER USB ZH:
. B

- Wik
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« B
o PRGN

AR
AT A USB i&& (g0, Bloomberg 2240 3D BAxR) EBEAER USB . BxEEHMEZA USB&&

AERIEAMNNIER, F5H
CTX119722,

BUABERT, FXiFHLRRA USB i&&@d Citrix Virtual Apps and Desktops #1TiZi2iEiE. Fli, AATE
BEIAE USB EEFRSZIRK NIC, MXFIGEHITIRRERERTEEH. MIAMBERT, R Citrix Virtual
Apps and Desktops 2iEHEALTHEEM USB i&&:

o IETHEACER

« SR NIC

+ USB %4233

EEHO AT ITIREEMN USB 8EMBNATIR, E4iE SICAROOT/ iy usb.conf XX, BXEMER, EESE“E
A TInAEEEM USB 18 & 51X,

EaY USB & &REEEIEIMER, BEEM USB RN, §XxFMES, B2 Citrix Virtual Apps and
Desktops i,

USB 3ZHE TERIE

BF#EAN USB ig&E/E, RARKIRIE USB REEZIREHITIRDE, IRAW, WESRKEEERAEENSE. MRMIAE
BRELERIIRE, NREESMEETER.

WNFBIRERERNARNRE, HAFEA USBIREN, ZRESEDNEERNEENEH. ENKERATIER
USB iREHTERAFR REFETRZIRE.

MREEEEFERASEEEERER, SUAFPEA USB REMHITEERMNRIEROSLNEETER,

RBEFMWKE

Y USB KRB EFMIREMEANTMKEN, MRAPWASENKERERE, WABAAEMEEN, ZREFIERE
BMEEMREH. BEHRATEFMREEENEENRE, AR BIEENEREBHRABBENZIZE.

AR

NBBABEFBRSENECRENELZESIF USB ABEEFMHIZEM Linux TEw, M Workspace A
BFREETETZIEE, FETESITA— MR Linux XK. Rk, Citrix BiEmERERF
®%&, H2LNER Browse removable media when inserted (ENRRSEAIEENER). EETF Debian
BIg&E T, EMEA Debian FEZEITER U TETRATIIZ(E: Desktop () > Preferences (&i£IN)
> Removable Drives and Media (AI#zhikzn2sfIv&R) . 7 Storage (1%f#) &M~ LAY Removable
Storage (AJ#znfzf#) T, BUHES Browse removable media when inserted (GENESIISE AR
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R) &%k,
SHFEFIR USBIREEER, BEEMT/ L=
AR

« N8 Client USB device redirection (FF i USBIEEEEM) IRSEBEREITH, WABEEFHIESE
BIALRER USB IGEHITER, BMEEF InIREhassT BTttt

o ZMARFAEZR USB iIREMESIREEEM,

USB %

#AIA USB SRESFMM AVFERELLT USB 18& %!
« B3R (3£01)
BEZRNX. 5. BN MIDI izHI8E,
o YIEEEO (K05)
XERES HID £, E@FERMHEBASRE, SFNERBRIEIT. S TFafNERRAIMER,
o FRIEEGLE (X 06)

BIESBAANAEN BISANER 5 EEGREE, ZRERE R FENIN (PTP) sk EimniX
(MTP) BEGZERIITENREMING, BNERTESTAXBTEEEIEE, HFETTLUEIAN B FRENRE
REEERNUERRERE—X

MRBNETAARBEFMHRE, WNERTF RIKEHERRE, MARFE USB XHF.
« FTENHL (3£ 07)

BAFLATENERHRNERFENY K ), BRASHITINERNEEEIER, SIHREHTENNTEREER
MEABAREAIRE. AXBMERT, TEITREEEMITENE, AWNFETEERAMSE, fim, &
IEE G ER,

FTENHLEE E%E USB <FHER Al LUER TR
. RBEFME (£08)

RENNABTEEFMHIEER USB NERHHR, HitABEFHGE8E USB SMEERREN]R. CD/DVD IKap
221 SD/MMC Fi%+28, WEHERBEFHINENRESURHEADTEFMED, SHEEEBKE. HGENMN
Fil. BHBIFREE:

« 01 ZIRAVAFIRE
+ 02 B28f CD/DVD i&#& (ATAPI/MMC-2)
« 03 BHAMHEHIRE (QIC-157)

o 04 BRI IKEhER (UFI)
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« 05 sBIMHRAIREH2E (SFF-8070i)
« 06 REp5EMA SCSI ML TR AR BFMEIRE
BEERT, LUBIEFIRREERRFKILRABTEFMIRE, Fit USB SZHRHHAFRHER.

BB RFAN, BERSEEAMERENATERMHINEGE. BHit, BEEEERSEEAITERREE
FiEig®E (BIEF mEEN2RRE e USB 255 MISSHER, ERRILLXEE, AILRIRSSREENMEIEXHFiE

I P IRIREHERIRITHITo
. RHEZR2M (£ 0d)
RER2MRETUIERETRF, BEATHRIPFAISBFRNER, LXASBHRPEE.,
o MAEFRE (0
X EEEMESRE. ORENE. FET. HHENSNHEETF > AETRERS.
o MNARFHEMENSSE (& fefuxff)
W EERAEMERFENNERE USB BRESIREMRINY, XEMUBE 2 TAREERE ).

USB ig& 3%
BRiA USB SRESFMMIIELLEELLT USB 18& %!
« @58 CDC #zl (3£ 02 #0 0a)

BEAHA#EZE. ISDN BECEE. MLBECEE AR —EBIEFMEEN .
#AIN USB SRESF AVFERX LR E, RAHPHN—MREFTERHSEINREE S HEE,
ANEEFEEORE (£ 03)

BEEMBANNELILE. BENAKEREOGE (HID) €1F: B8, Bif. BHHLE. BER. SR8, B
EHIRS. FAITHIThEE,

F3 01 X510, AHREMNRRER.

BRIAR) USB SREER AR F6ERA USB §8% (3£ 03, 7301, thi¥ 1) =t USB BiF (2 03, F% 01, il 2), X
ERANEMERE USB ¥, ABHREM BT LEBHITELOAE, HEERIENSEN, EEFTEAM
ERMMTEEAXERE,

USB &£k28 (3£09)

USB &4 B A 1FRMIIMNIR&EEEIAMIT BN, TEZEHRXLEIRE,

BEe+ (X 0b)

BRFRFHOEFEME R PR FEMEREERIRRE, UREEBRARNEERFFRWSHE USB .
A LAEMERERIZIZIER IR ISR B RE Rk R8s, MAFE USB ¥,
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o MR (% Oe)

MM E4E A F R IRASASASTAE XM 00IR T, BIIMBRGEN. BTN, RPIALIRER. LB
HaR, UR—EXFEIRBEEDEN.

BIMER T, HDX RealTime R BEHMIAELE Al IR HHAEMKIREA IR,
o TETHEE (3 e0)
BEMRRESHTLITHIZE, FINBREHEEHISMIES,.
Hh— g 2 IR R MR BRI AR, HEERXEIIINEIRE (FIMBEFREFEFET) .
#RIN USB SRESF AVFERX LIRS, B, FJeEFETERTRMIARE USB IHERMNRNEHIZE,

USB ig&7%I%&

EIYRIEA P& L SICAROOT/ T usb.conf X EEMEAMNGIR, AIAEHELEZERDISEN USB &
pelE

BEMYIR, AJLURIHBIREEMAN, UAWSELAACTEFFAAREER USB i8E, BEGEDIME IR
M= HIRARS SR AR E. RS LAMNITFIZZHIRE,

EERIEEWNABARRE BN T

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # A[EIR: AWMEHMISE

USB ZREZF RN

B BIRSEBEMNIEY, E50H USB Web ifis E1RM#E) “USB Class Codes” (USB Z3IHH3) , iZik=HIMILLR
http://www.usb.org/s FFi&#& £ usb.conf RRIEEBEMNIR BRI A {ALLOW:|DENY:} BER—HAEF LU TR
BENREN:

i HiEA

VID REHWRTFPRMRE ID
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i WA

REL RERTTPBIARZ 1D

PID REWRFPI~Mm 1D

% REHR TSR ORI
F3% R EHR TSR R TP RF3E
|| QR R F P EIHY

BIERBEMNEY, ROERLITFEI:
s MUARXSDKNE,
o MNKETTEEHESE # 5INNIIEER, LREENEZHRA, BEaREEE,
o EHARTNATRITESWZAK,
o REDRANTSIEEHZEE, BREHMERFIARRFRIE, 57, Deny: Class=08 SubClass=05 2—%
BX¥HN; Deny: Class=0 8 Sub Class=05 2—& TN,
o tRICUIERLEEER = F/%, VID=1230,
5l
TENRFISTTBFiEE L usb.conf XHH—1 853, BRHEXLEMN, ARSEE EUMEFERRB—AMN,
ALLOW: VID=1230 PID=0007 # ANOther Industries, ANOther Flash Drive
DENY: Class=08 SubClass=05 # Mass Storage Devices

DENY: Class=0D # All Security Devices

BEptE

ERMEEERT, EIUERENSEAIELEERZR USB 888 AR, B8 MEA1EE LK SICAROOT/config/-
module.ini x##9 WfClient &5/, #&I0TFFrRi&E DesktopApplianceMode = Boolean,

TRUE NFEFHANER USB g%, MRKBIRSE O
®W) SAFIRE (REEMNEEXH) £ USB HRigH
RELMNERZILE, WXRERBH.

FALSE FREEER USB ig&.
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P& RGN

BUAMER T, HDX RealTime MARGHAAUEIE I IRIRIEMLRGH LR, BERLEBERT, BURSERARE
F USB H5IhaEEZME RGN Alt, H52A HDX RealTime MEHREHMIAESE.

ML RENEER

TERXTFRARENEEAN LB
. MEBENEEAF—ERE RTME A HEE(T.

o MEBGENEEEERT 32 (INBERF. F7, Skype. GoToMeeting, &M 32 ikl S 23BN I IEMLE R
BNEEM, B0 www.webcamtests.com

o MERGHNHNARFRSER. 130, % Skype EEERMERENETHEERB GoToMeeting BY, &
IBH Skype MM REENS GoToMeeting && 1M,

xcapture

Citrix Workspace ZAEFRH4 BB E—MEBNAERF xcapture, AIFEBIAFERS B[RS X KE LRF
& ICCCM #5889 X Windows W REF Z a X RER &R, AP LUER xcapture ST IRE:

s BRWEERREXE, HEAFRERE (FEFHS ICCCM AENNARER) 5&EEEOPBITHNAEE
FZ B EFIXERE,.
o EEREOS X BRARIFSEARER xmag 5 xv Z BIEHEfZ

EMN@LITEE xcapture, BEHRITUUTRE:

EHSIETREORENAN /opt/Citrix/ICAClient/util/xcapture, #AG# Enter & (E /opt/Citrix/I-
CAClient 2 Citrix Workspace M BEEFHNZEER),

EMBPKREREES], FHITUTRE:

1. 7£ xcapture 3iEHEH, #i# From screen (MBEE), BT A+FZ,
2. NATFES P TIEE:
+ Selectawindow (G&#FE—1&EO). BAMBHIBESFHNEO LS, AEREERIFHR.
+ Selectaregion G&ZFE—IXIH), RERIFALRE, FRNHEDARLEFEESHIHXI,
+ Cancel the selection (BUE%R). BERITAR. REBTPRILRIEDRE, PHERENUIUE
ikt prite N
3. 7£ xcapture 3$iEiEHR, 2 To ICA (2| ICA). xcapture IRHMEEELETH, RNEELEER.
4. BIRTERG, EMNEES OB BEFPERENAMEILT S,

M xv EHEEETOPNNEER, BRITUTRE:

1. M xv REFIEREES.
2. 1E xcapture 3HiEFEH, 2dE From XV (M ICA), ZAEE8E ToXV (2] 1CA), xcapture IZHENEEBRLET
%, RRETLERES,
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3. BiSsE, ENEETORHNNRRERPERBNAEES .
ENEREORHNARFERIE xv, BRITUTIRE:

1. MEZBOPNEAREFEHENNES.

2. £ xcapture SHIERER, FiE From ICA (MXV), AF&TE ToXV (RI1CA), xcapture RN EELEDT
t, RRETLEES,

3. BwE, BESME xv H,.

BT
B ERAT

X RAR SR M T BT LAEX 5 XM IR 75 SR AR BAT I B AL, FEMEX RAFmAMIELEX RIFmARIR A
EFEERALIE.

AR

LtkThEE(FE Citrix Virtual Apps =k Citrix Virtual Desktops 7.8 (iE&EizA) LEBETHRIEFRIH. RIAE
;R_Fy b'{ﬂ'k?%ﬁﬁﬁ’{k/&\o

ERALLIIAE, BRITUUTRE:
EXHSHOME/ . ICAClient/wfclient.ini B [WFClient] #4%, &M% E RelativeMouse=1,
S EREALIRE, ERRFERERD, EEERERE
"’
BXBERENBAIENESER, ESR&EREYBAAERS
ERUELLTIRE, ERITIATIRIE:
N Ctrl/F12,

BRLINEERE, BREA Ctrl/F12 TRRSBIETUBESTF KRS, ERAEN BN, FRSRSHESEFIHEHII
&

ZFALLINEE, BHRITUTRE:
A Ctrl-Shift/F12,
ZFEOREERE, BEXHLILIhEE,

E3EAEXS RATE
o, EZES RelativeMouse R TE:

« RelativeMouse=2 £ &iEE OQF B =B BILThEEH E EE0E,
+ RelativeMouse=3 A2 2. BUEHFRIFILINEEL T BEERTS,
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+ RelativeMouse=4 R IHRAMET IREIS 2T B AR AR, WRRERTHE— AR RN
N Bz R 57 B 502 A AR AT,

BENRESS, HANMTARIIRE:

+ RelativemouseOnChar=F11
« RelativeMouseOnShift=Shift
+ RelativemouseOffChar=F11
+ RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar 9=z 1% #{&E 7 Citrix Workspace W BIEFREMFH
config/module.ini 3X## [Hotkey Keys] F5IH. RelativeMouseOnShift i1 RelativeMouseOffShift #y
EIRBEEFEAMNENE, & [Hotkey Shift States] sk TF5IH,

b3Sy
BETAH
£ iEi2 Ctrl+Alt+Delete B4A 5 :

1. MEWARASKETEEMEE Lol Ctri+Alt+Delete A&,
2. EHENEREHR WFClient 285w, #8R#EEE UseCtrlAltEnd:
o True £5R Ctrl+Alt+End 3% Ctrl+Alt+Delete A& % &2 T = Ho
+ False (BAIAIRE) F Ctrl+Alt+Enter % Ctrl+Alt+Delete & &R ETIZRE.

BREEM
EEFmETEA USB EXEMAEE Bloomberg v4 #4:
B4, F7E Domain Delivery Controller (DDC) BB,
1. Z#k Bloomberg $### vid 1 pid. 130, 7 Debian #1 Ubuntu FiE{7 A Far<:
lsusb
2. %% SICAROOT #4448 usb.conf xtff,
3. £ usb.conf XXFhFHRMU T B AFX Bloomberg #85#17 USB £, ABEREEZXE,
ALLOW: vid=1188 pid=9545
4. EFRHEF K LR ctxusbd F#F#EF. $130, 7£ Debian #1 Ubuntu AiEfTIATFa<:
systemctl restart ctxusbd

5. BmhEFmRE. BRAEEAN Bloomberg v4 BERIZFAEER, UEHITEEM,
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EEMEER
EIhEERFEE S 2IE®A Bloomberg v4 #&1EO, WWIHERRM T EFMBRERIERRIEERRENEES, BiEN
MEEORRS IO ESEOGUI—HEEM TR 21E,
AL Bloomberg B EEM, M TFFAR:
 EIi®BA USB EEM
 BIEA USB EEMUNIEZFEIEMRZ R
AR
BIAERT, LhInEEST x86 1 x64 F&EM, 3 ARMHF F&%A,
ERALIIRE, BHITUUTRE:
1. BRI TAIRAE config/All_Regions.ini XfF5# BloombergRedirection 643
BloombergRedirection=true
2. JTRAEEMPRRNFAES R,
HRLtkThEE:
1. 448 config/all_regions.ini 3x#+=# BloombergRedirection %43,
2. ¥ BloombergRedirection {&i& &% false,
BloombergRedirection=false
3. WITRAEEMPFRRNFAES R,
AR

BiZERE S false B EEE R REIRANE FIRFHIATA, BAMEROBEEHIEIRIE.

HEBABEED
ERTNHEABEERH Chromium i AFXEZR (CEF)

£ 1912 iz aipIkR A, BCR EAET WebkitGTK+ WEMRENAS., BR, EEF KL, FEMENR. B
W7 1912 &2, BCR EAETF CEFWEM, thIhaeFET BCRWAF ALK, ©EBTRNEERERL. NELENE

R ERENH i <o
Bhi4s 2106 2, &F CEF N SBERNBTEEMTEREMR. ARINERTEBIZIIEE.

MBEE, T LT SICAROOT/cef/libffmpeg.so & 12 ¥ Workspace [ A #2 & 3% 4 € o 2 it 59
libffmpeg.so XHBANEEFAEREILBNEEH Libffmpeg. soo

} =r

AR

armhf FARZFILINAE,
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BRETF CEF 89 BCR
ZFAET CEF 89 BCR, BHRATUUTIRME:

1. FELTF
$ICAROOT/config/Al1l_Regions.ini
T, He, SICAROOT 2 Citrix Workspace RBEEFHENINRER R,
2. £ [Client Engine\WebPageRedirection] FoHHRMUATEEHBEEGEAUATEZ—:
e True-=®RTBATET CEF 8 BCR,
« False - & 2R THETF CEF 89 BCR,

S5

« £~/.ICACLlient/AlLl_Regions.ini #4 UseCefBrowser EWIEEN true B, BiB. FXHEH
iE IME FIRE £ RN FERHR T F, %4 SaaS 5 Citrix AR NI e 8 & AR, &EATF Linux By Citrix
Workspace MAEFAZFHHIE. PXMEE IME,

BX BCRHEE, &2 Citrix Virtual Apps and Desktops SCHRIEYHI K 23 A A E E Ho

BohEMEE
AEF/ 48 HDX Broadcast BohE P i EFTEETHAE, Citrix BIEEIbhse5 HDX Broadcast &ifal &4 ThAELE
&R,

HATRETRE. MEEREHNLTEFELTZRENESZCEZRERE, AFPAIESMNERIENFER. #T HDX
Broadcast BEhE P IHEIEZINAE, EAT Linux &9 Citrix Workspace M ABZF A LU ZI SIE R E SN FFERE,
FHEER P ENEEIZEMNRIE,

fERRSS 23 LB ALLIhREfS, AR EBEFoh#iTEIERBAIHETIE. Citrix Workspace BZ R R AEMEZDIRIE,
BRI EMMERRHERAIUEEMERZRAL, MRFEHTAFPSHEIE, WEBHEMERIEPERAFRE
T PMEREENEE. MRAPRLIHEMBENARERF, WASHTEMNENER. AP REEMERIERTE
EH=E

BIAMERT, EAT Linux 89 Citrix Workspace R BRFEER 30 HBRREMERMANIE, XNNEMEE

SEFHIT=Ro

i@id AccessGateway &8y, ACR RAIA, BRLEMEESK, BSHRNERSENEF i LEARIETREMIEE,
F7 AccessGateway L#{TECE,

B XEE HDX Broadcast Bz F it EFIEEMINEA, 1§25 Citrix Virtual Apps and Desktops 3744,

SEATEEM
AEFNA HDX Broadcast RIERTSEMINAE, ZINEERNAR TR AR,

B F HDX Broadcast 2RI MINAEE, MRS5EAHHNAER ZENEEHET, AR IHATSEERIZNAREFH
B I, TLAFEHENEENFRSAEMINER, MACSIHRTEES KN, FIEMREER. F
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HAle), BEERPNAEHIE. BENAMRKE, HEANBEFRETRFSE, EMEILERN, XEXEREREN
BEFH.

REBANEFHEMERNSIETEMNN, NRHMERDE, FETEEDERNITHIT. ETREERERR
Y SHMERENER, AJRERKEE 25 WIERIENERND. ARFE—RAUKENRE RHAMEN180F) R=
HEMER IRSEAREMIETEAENER, BT FRENERNERZRERNER,

WRBAT HDX Broadcast RiFaI &M, NAFRIEBEMERINGOFA 1494 #E 7 2598,
Citrix Workspace FF 2B & LRSS 281& B
BE

HDX Broadcast 2iFaFEMEE (FRFEKIEE) ERSSE LEAS—TIhEE, ELERAMXMN. ZR@AMX
iR B2 A HDX Broadcast £iErI 24 Ak,

ZIRRIERE

Citrix Workspace R ARRFRE T SR, AESSHNERKAFFEHRUSEAF KR, ERIRENAER
MRERY, XERATTLURARFER, TR

« HDX MediaStream Windows Media EE &
+ HDX MediaStream Flash EE®

+ HDX RealTime MR & MITESS

« H.264

=

AR

Citrix ¥ RTOP 5/ GStreamer 0.1 B9i&HF Linux # Citrix Workspace WAERF 1901 XES A+t
%=

HDX MediaStream Windows Media & [

EM Linux BARIg&EIHAEMN Windows SE EIRM S B EREMBREERSH R, HDX Mediastream
Windows Media EE @Al LA ERITH, Windows Media EEAIRM T —FE A IEEMIERS S8 HBK
BRIEITES ARG, MR T BB RAE G HRER,

Windows Media EEmAIRAEI Windows @ Liz17H Windows Media Player WU R E BB KESMERE, It
heer iz LM s, HhaiE:

. BERTHE (ASF)
. EHEHERAE (MPEG)
. ESTAIARE (AVI)

+ MPEG &% 3 E (MP3)
. WAV EEXH
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Citrix Workspace MABREFTBE&E T XARMNFERE MediaStreamingConfig.tbl, BT Windows $ERIEE
&=t GUID %%#epL GStreamer AILUERAY MIME 258, a] LU #Ith iR AT A T2 4E:

o [AFERRPRIN 2GR RA L IR IRAT 588/ S8 o

 PRIE7FETEIRRRRY GUID LIGEHIELHR SRR S 25 2 2o

o MIE MIME FREBEFRMELESH, UAFEIENR GStreamer S#ERE R A1,
- RIBAFIEE LB GStreamer ZRFNVEGRN AL EENTBEEXEE,

B FIHIRE, ERIUATAFREEERBRTRRAEERBEEIN http://. <mms://> 8 <rtsp://># URL &
gk, maARET Citrix RS BFARRAERE R, REBATEAPREEAIERURL X EZHHS (BFER.
HiZ. FlE. SEMBR), B, RS[FAVIBEAREHIE, IIERERIRE LRGSR EE GStreamer .

Z32I HDX MediaStream Windows Media EE A, &EHITILT2E:

1. £HE GStreamer 0.10 WEMNAPIEE LREIRG, XZ— I HRSERER, BEBERT, BERE
GStreamer, AEHB%E Citrix Workspace MAER, UAFRE SRR Citrix Workspace M RiEFERE
AER GStreamer,

R Z# Linux RIThRA R #E & GStreamer, WA LM http://gstreamer.freedesktop.org T #
GStreamer,

2. ERABFWHIEE, BABFPRERZRSE BB XH B LEMERN GStreamer thilURI&EH. ATLAER
gst-launch LREFWIHEHESE ERERIET. IR gst-launch ATLER URL, MIFFFREYEHAENAIETT,
fjl40, 3&isfT gst-launch-0.10 playbin2 uri=<http: 7
B MRE S RETS E B,

3. 1Eig#& £ =% Citrix Workspace 28T, MIREMEM tarball ik, &% GStreamer &M (34F.deb
M.rpm REE, WIRERBER).

HEESER IHRIER XHEI

o BIAERT, BALThEE. TTLUER All-Regions.ini 8 Multimedia #4>##9 SpeedScreenMMACSFEN-
abled EMEZ AL IHEE, MBFILETIZE R False, Windows Media EE @A T EAELIE,

o ZUAERT, FiE MediaStream IhaE#R(ER GStreamer playbin2 t#hil. aTLAEER All-Regions.ini 89 Mul-
timedia 3843 #9 SpeedScreenMMAEnablePlaybin2 i&Iigbs % F in iR EUAIMYFTE MediaStream 1)
BEEAMIMUERERE playbin thi¥, &P imiREINEENI44E4ERA playbin2,

« Citrix Workspace MABEFLZIRIBHRFIRXERRE B E 2 XM, Flg0.asx B.nsc X, MBEREE, A
PRATHEE— N5 X428 iRE URL, EA gst-launch AI%IEEER URL 2FE K.

GStreamer 1.0 B3 EE S0
o BRIABERT, GStreamer 0.10 BF HDX MediaStream Windows Media & Mm@, GStreamer 1.0 X7&

GStreamer 0.10 <= BEBfEA,
o MREMEA GStreamer 1.0, BIREBE T EAVIFHEAHITIR(E:

1. & GStreamer IEHHNLZEB R, HHNLZEUBEREHNEITR. BRERKKRLEMI GStreamer
MERESRAMT. HEHRERKRA /usrlib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,
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2. BHREFEAT Linux 89 Citrix Workspace ARRFNRER R, M (root) BRPREMNBINBERH /opt/C-
itrix/ICAClient, IE4SIEARENEINE RN SHOME/ICAClient/platform (i, Ee, platform T
& linuxx64), BXFMER, BSRLEMEE,

3. @ id £ GStreamer #EH B R H IR B — & S # & K © # libgstflatstm1.0.s0: In -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $SGST_PLUGINS_PATH/libgstflatstm1.0.s0, Itk % B & &
BERARNR, FI90, A sudo,

4. % gst_playl.0 BE&ikes: [n-sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play.
T BREIRERERARIMGR, 590, A sudo,

+ JNRE1E HDX RealTime MR HMSAELEFER GStreamer 1.0, &M gst_read1.0 fERiEEES: In
-sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read.

B A GStreamer 1.x

£ 1912 hr 2 BiBYAR A<+, GStreamer 0.10 B2 FHZEAFEEMRIRIARE, B 1912 ki, &7 LU GStreamer
1.X BEEE AR AR,

PRI

o IEHAISAEY, META RS R AR AIRTHA TR,
+ 417 ARMHF &% E/=5h Citrix Workspace R 2B, GStreamer 1.x AJRET EIRTREA T 1F,

Z %t GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html &2 % GStreamer 1.x &
ZORNLU TR

+ Gstreamer-plugins-base
+ Gstreamer-plugins-bad
+ Gstreamer-plugins-good
+ Gstreamer-plugins-ugly
+ Gstreamer-libav

TEZAHIAG 32 — B S

ERLE Linux OS &1ThR (0 SUSE #0 openSUSE) £, RARREIRFEIBIARTIZRPH GStreamer &, 7
XMERT, TERNBHEARMIGERRE Z#HEISH:

1. M https://gstreamer.freedesktop.org/src/ TR,
2. REAR.
3. SMEBENREERENER,.

4. BITUAT@L:
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$sudo ./configure
Ssudo make
Ssudo make install

BINERT, EMMZ# AT /usr/local/lib/gstreamer-1.0/,
BRHEHRNER, BERMINHOXE CTX224988,

ftE GStreamer 1.x
2B GStreamer 1.x LUES Citrix Workspace MRREFE&[ER, 1EEA shel iR RFRAUTES:

« Sln -sf SICACLIENT_DIR/util/libgstflatstm1.0.so0 $GST_PLUGINS_PATH/libgstflatstm1.0.so.
+ Sln -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play

He,

« ICACLIENT_DIR - &R T Linux 89 Citrix Workspace M RZFHRERR,
+ GST_PLUGINS_PATH - 2 GStreamer ii&i &%, #5130, £ 64 {i debian it&# L, WEER /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,

PRI
« &M GStreamer 1.15.1 HEFRAE, MERGVNEERATEIRK, FEATESEHFER,

HDX MediaStream Flash E&m

@2 HDX MediaStream Flash EE @, AJLASEI Adobe Flash RBERAFPIGE A MIFR, MTENESHRER
IR T B P RES BN EN SR SAR RS R,

1. BRAPIKFREESTNEER. BXIFAES, BEHARAER,

2. 1 wfclient.ini 8 [WFClient] #9 (ERTHRERFP R EERE) K All_Regions.ini 9 [Client En-
gine\Application Launching] 8% GERFFERNFRBERF) FMUTSE:

+ HDXFlashUseFlashRemoting=Ask: Never; Always

EAFiEE EEA HDX MediaStream for Flash, ZRHAER T, WEEIEE N Never, HiEEIEE
Flash &M Web TEE, BABFER—INHEE, @RAFEEREIZRS.

+ HDXFlashEnableServerSideContentFetching=Disabled; Enabled
st Citrix Workspace N 2R /2 S 2 RS 2RI A B IRENINEE. BB FigE S Disabled,
« HDXFlashUseServerHttpCookie=Disabled; Enabled

BRAZEA HTTP Cookie EEM. BIAERT, LS¥i&E R Disabled.
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« HDXFlashEnableClientSideCaching=Disabled; Enabled

33 Citrix Workspace M A FIRIMN Web AEE AR ZRAET A HEEINE. RIABERTIRER
Enabled,

« HDXFlashClientCacheSize=[25-250]

L MB RBAIE X & FIREFHIAN. AN LRZ 25 MB 2| 250 MB ZiBIRUEIE, AEIA/NREIET,
RBRBEEPNRERS, UEEFEHERRS. ABERT, kS3HREN 100,

« HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

FET RS BIFABIRENINAEIRENIR A E X Citrix Workspace M BIEFERMNEEFHRE, ZNBERT,
HBEIREN
Persistent,

AR (NVEUTEATAZEEE LS
HDXFlashEnableServerSideContentFetching i& &
Enabled.

3. ZIAEZH Flash €@, £ /config/module.ini &, % FlashV2=0ff 2 FlashV2=0n LB BiZEE.

HDX RealTime MK EGHMSAELE

HDX RealTime Rt 7 — MWK RENMAELLED, B TFRESWMSIVCIETHHERE, NMBREFEER
GoToMeeting with HD Faces. Skype for Business & 2 F A SR IEEREAT,

1. BRAPIKERESTIEER,

2. BIREBAMultimediaEi@E. Ak, BITFAMTF SICAROOT/config BR## module.ini B E X4,
SREHaIA [ICA3.0] E5#8 MultiMedia Big&x “On”,

3. BE BT BRI SHEEMNZ R NHMNERGE L AERRNE R NAREREGIE RSN,

£/ HDX RealTime MSEREN AL

EIABERT, HDX RealTime MEBENMSAELRIREREMEZBENIEE, BERLEERT, ERIESERAFE
F USB Z#FINREEEMER G ALk, BAHRITATRE:

+ 2F HDX RealTime MR G AIAESE
o ARMBRGEHRAE USB 251088

1. 7EMERL.ini XX&HI [WFClient] S0 5iRiL T2
HDXWebCamEnabled=0Off
BXEFAER, BESRARKINEE.
2. #T7F usb.conf xxff, EXHHEEMTF SICAROOT/usb.conf &,
3. MIBRECER LU TT:
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DENY: class=0e # UVC (BtiAild HDX RealTime M B&NSAESE)

4. REFEHXAXM.

BTN Citrix XYL H L L Saas LI IHAE

3t SaaS WARFHNRESHRETRRFA XA BE AN SaaS MAEFNE—RAFEK, SaaS MAEFS Single
Sign-On —i2iRft, FERIE USRS IEXEE Web 1250 Web i 2851893518, FPARHMENRERF
1§% L/(ijﬁl]lu = ?#F*u&f(*g;ﬁ;ﬁo

iEATF Linux 89 Citrix Workspace [ BIEF X i@l if Rz Hl RS E 8 SaaS AR, @EiziRs, SEEAMU
RUERRAINZIFEL. £/ Single Sign-On URABIKE.

WEFM:

iR Libgtkglextl HEE A,

Mz=3Zft SaaS MAREFEB U TS

- BBEER - HTRE. ERAER.
+ Single Sign-on - £/ Single Sign-On B R,
s ERTAEINARFHNILEER - A E AN AEFHTETRIRNE S,
AR
A/ Citrix Browser Engine 89 Saa$S 1X7£ x64 #1 x86 F& L=%#, £ ArmHardFloatPort (armhf) &
FREZH
BXRNEAFERIFAEHIRSRE SaaS MARFHNER, BSRIHIRIEHISE,
B SaaS AR5 Citrix Workspace M AEFHFMAER, ESRERT Windows B Citrix Workspace [z
BREREEHWorkspace EiE,

H.264

Citrix Workspace M A#EF X132 Citrix Virtual Apps and Desktops 7 121itiR$3#9 H.264 ER:, &13E HDX 3D
Pro B, WWEEXZIHERREERERFIDRIEE, ZIERINLTFEARS. SIME JPEG FHiEiDEMELL, ILINEEE
WAN R iRt T £ 2ME WWER N AR EMLRHEEE,

REBATFEPRRA#HITIREI R AL (UURAER JPEG HigSSRAIEER) . E 8] TR EEIaRARD a8 2 15
MY FEARSHER TEAXARER,. XANTRELMEEES REGEXAHIEREXAERTRDERN CPU
BB ZSo

BE

BEE L IHAE, 101 Citrix Virtual Apps and Desktops M5t FE KA EALRIZE. NRERTE
BIgE, H.264 HiBiEERS S LA TREARS, Bz Citrix Workspace NBREFHIAER.
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B RREESaRmRE2E 1

£ wfclient.ini &1, ¥ H264Enabled i&& % False, Xi#FRZAXARER,
{REEFE X A ERER

ERREESERELSESIERE, & wiclient.ini % TextTrackingEnabled i&& % False,

NG

AR ERT RS L RRUERS. HARERMEEFIERR XSync IhaEs# JPEG HENREREERMLES .
1. BRER JPEG FEXZREXLEINEE,
2. 72 wfclient.ini 89 Thinwire3.0 843, % DirectDecode #1 BatchDecode i&&4 True,

AR BA “HAIREIRERE” ERRA “IERR XSync”,

BAEER
ERHRAES, debug.ini M module.ini XHERFEERSIER.
BhiRZ 2009 &2, BRI UERUTAZZ—RERTIER:
o BR1THEDO
- EfRFRE (GUI)
[E#, BhR4s 2009 &£, debug.ini BEXHRM Citrix Workspace B2 RERFREC MR

BEIERMBEsE Citrix Workspace MBREFBEFMAEE. EEEMNEEENHRIETICRIUEE, £=A7
EARFLUERAEIER SDK (fE7 Citrix Workspace R BEFF A1k SDK B—Ep s m4hE—ie) RFBLEE
B R,

AILUEA BEE B HRAT AT HR(E:

o DHIFIHBRMEAESGHIRE, BERENRERZIER.
o B ENEEMRIREE,
o IREEEER,

WMEFER root AFMIERE Citrix Workspace M AB1ER, NBEIEEME /var/log/citrix/ICAClient.
log /. &M, BEFEME S{ HOME } /.ICAClient/logs/ICAClient.logH.

B iTEO
1. EHSRTF T, 8ME /opt/Citrix/ICAClLient/util BR.

2. BTUTHLUIRERAEE LD,

fEI i

./setlog help
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B R RFRE R A<,

TRIE T SRR EENREREE: BRI ENGSITESES, BERATR:

R ImEERO

& P iR IR B 28 B
545

& P mFT ENALBR Y
& P UmFT ENALBRGY
FR

ot

ShiZES
BNEYRIESSR

IPC

SRR

YR IRENIE
EZEL0

FRARBRST

MS Teams
HithE
hIXEEENIZ
PNA NS
ESHAE
SRCC

SSPI &%

BHEE

HE%E

LOG_ASSERT
TC_CM
TC_CEFBCR
TC_CAM
TC_CONNCENTER
TC_CCM
TC_CDM
TC_CLIP
TC_CPM
TC_CPM
TC_FONT
TC_FRAME
TC_GA
TC_IME
TC_IPC
TC_KEY
TC_VDLIC
TC_MMVD
TC_MOU
TC_MTOP
TC_LIB
TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
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&RIR

BBNARSS

BEIBRSY B
StorefrontLib
ERIREhIZ
Thinwire
BREORE

EHLEE

PAL

ul
UlDialogLibWebKit3
UlDialogLibWebKit3_ext
USB FirieR
PSAIR EhAZ

Web &%
WinStation RzhigRF
WFICA

Wfica 5|%

Wfica Shell

Web #EhiZF

FHER

GUI

HE%E

TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
TC_UIDW3
TC_UIDW3E
TC_CTXUSB
TC_VFM
TC_WEBKIT
TC_WD
TC_NCS
TC_WENG
TC_WFSHELL
TC_WH
TC_ZLC

RERE > R{IFIEE, SRR Citrix Workspace - EiEIIHEE,

TEIRERIF IS BRF RGNS, IR TE:

. B2A
. 52
. Rk
. 34
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AIANERT, BEIERETKENEE,

BTAIAERAEKIE, Fit, RiEadsea™ERMm Citrix Workspace MABRFHMEE, RIEREREEE, BTNE
WAREFERIFAERT o

EEFENETIERBIE, BEREFHXH. XEERREREPRISNA.

PEAFICRET MISEZNIEBER, EEER Citrix BEEETEE,

F=3

AR
WRMER ICACLient. log X, M mEHFHBEMHEIZRIRS ctxlogd,
fBign, MREFERNBRARAZIFNEERERF, HETUTHL:
systemctl restart ctxlogd.
7EhR7< 2006 MEEMRAFREHEETIER:
NRIGEAZMZ 2006 REFRA, FEAUTIEBHABTIER:
1. FHHAEEMN Linux i+8H _ERE Citrix Workspace M B~ER.
2. % ICAROOT MR EEBIRENREME,
a0 /opt/Citrix/ICAClient,
BINERT, TC_ALL ERTFEARTLURMHABRER.

3. BEREREERMNBE, BITAMTF SICAROOT B debug. ini XHHE
FREMRES SRS [wiica] 5.

ANRE “+7 FESHRERS, Fiw, + TC_LIB.

RN B S SRS DK,
fign, “+TC_LIB[+TC_MMVD”,

TRIIH T SRR R E BN A EREREE
HEHR:
IR ctxlogd ZEEME, NE7E syslog RERERA .

BEXRBEEL RSN RN EENEMNBEENESR, 1ESHSyslog iLE,
Syslog F2&

BIAERT, FiE syslog BE#RETE /var/log/syslog &, AILUEEE /etc/rsyslog.conf X
[RULES] &84 F4m48 LA T4TRECE B ESXHFHERFEMB . Fli0,

user.x —/var/log/logfile_name.log

© 1999-2021 Citrix Systems, Inc. All rights reserved. 78


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#syslog-configuration

BT Linux & Citrix Workspace [ Bi2F

REFMBNER, REERUTHSENRBL syslog iRS:

sudo service rsyslog restart

FREILANANESR:
. EfRHALKEETR, B syslog HiEzfTdm<: sudo service rsyslog restart,
 ABBREIEEHE, B rsyslog. conf XL $RepeatedMsgReduction on.

o BEWAE, EWHERICEERE rsyslog. conf X#HFLH $ModLoad imuxsock.so 17,

mEAEFIER
NUTAERRAZEZEASIER:
o (REBIHEE: BUHER syslog ARS8 rsyslog.conf SX-HBI L TT
$ModLoad 1imtcp
$InputTCPServerRun 10514
s BPIHERE: @2 localhost Bk yini2iRs5 2809 IP #iht, £ rsyslog.conf XTI TAT:

*.* @@localhost:10514

Microsoft Teams i1t

f#/ Citrix Virtual Apps and Desktops #1 Citrix Workspace M Bi2F HEF L& Microsoft Teams #1771k
{£. Microsoft Teams i b2 F Microsoft Skype for Business #9 HDX RealTime k. FEKZE, FEi1E
Microsoft Teams W FrEMIFR A A HR45Z] VDA FiERT Linux 89 Workspace R BEFH,

i@id Microsoft Teams fiifk, ERTF Linux &9 Citrix Workspace MBREFXFEM. MRS EZINE
AR
« Microsoft Teams #fA4{X7E x64 Linux Z1Thi L&
BXNABAREIERIESR, BRE Microsoft Teams 8 HEIE R TRRMS B TR,
BXRHFERNEE, ESHMicrosoft Teams ffift,

BXRFHER, FEFEMicrosoft Teams fifkFfMicrosoft Teams EE @A,

Microsoft Teams HWHEICE

EEA Microsoft Teams WHAEIZR, BHITIUTigME:

1. 83l /opt/Citrix/ICAClient/debug.ini X,
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2. &% [HDXTeams] 2%, SATFFR:

[HDXTeams]

; Retail logging for HDXTeams 0/1 = disabled/enabled

HDXTeamsLogSwitch = 1

;5 Debug logging; , It is in decreasing order

; LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel = 0

;s None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

WebrpcLoglLevel = 0

%5 NetScaler 243 (NSAP) EHLEE

NetScaler R FR2F KL% (NetScaler App Experience, NSAP) EHEEINEEL B E NI IEThEEIR M, MERL®
X #. FiE HDX Insight #iE5e £k B NSAP EIEEH LKERAR LR, LA ERE T RIENTT BHEMLEE.
NSAP E#EERAR T EARS. BEEZA, 57 module.ini xfFiit VDNSAP 15& VDNSAP=0ff,

BXFEHES, ES 1 Linux Virtual Delivery Agent sc#er#9 HDX Insight # Citrix Application Delivery
Management iR$5 %89 HDX Insighte

ZRTSMEFAL
HINEERE TR Z BNRIEETHRHERER. SEREFMEENETHELET.
WEFM:
LEZhRERIE RN T
+ StoreFront v3.15 S EEARAS,
« WR.ICAClient EFEF YA AR MEX K.
fiips All_Regions.ini X
%
Z{R& AllRegions.ini X%, 3&7E [Client Engine\Application Launching] 8538945 B & AL T4T:
SubscriptionUrl=
PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=

SaveMultiMonitorPref=
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R ICAClient X#*AR7F7E, NS Citrix Workspace ARRFHEHRE, EXMBERT, BREINEENRINL
B

Rl

s HERETRS LEFOBRA TR — T IIEHFREFIRE,
EfRsz=EN, ZEREARNEN TEERE RS LNERMLEET.
s EERETRSHR LEEREXN TR — M REHFRFRE,
ENRHZEEN, ZRERTEENERSE LE2REXTET.
 EEORATHHRENREHABES N ERBETZRE, ARTIRE2ERN, ZBBRaEeRENTERR
EETRET. ENRMRIEN, ZRERE2REXTEREETHET.

AE:
BRGRENBEESTE, HEGRNFREEEH StoreFront L.

NREEAFARNE TS LEMERD StoreFront BoiZMNRERE, WEHREREE—TIEPEREMERE
BmEiER.

REME

ERRRFHREINEE, FHRITUTERE:

1. E5#7AM Delivery Controller (DDC) k%% StoreFront 3.15 iEERE (HFFHET v3.15.0.12),

2. NTHIRE TEERT Linux 89 Citrix Workspace R 12 1808 S E S RN AL ZS, AEEERER
&89 Linux i+ & L,

3. B ICAROOT EEEBIRENTEME,

4. 1% All_Regions.ini X4 2EEET ACAClient X3k, MREE, EHEMIR,

5. 72 SICAROOT/config/All_Regions.ini X #+H&E# FEX SaveMultiMonitorPref, BAERT, LFE
HIER “true” (RTULINEERFITFRE) . BXHLLINEE, HFLFEISE R false,
90 R & 3¢ SaveMultiMonitorPref ¢9 & # T £ A B 2k, W & 71 b JCAClient 2 1 3= & 77 72 B9
All_Regions.ini >, LUB5ILERCREUKRATEFENREXHHERR, ERHRIEZINEEREHILE
SaveMultiMonitorPref 75,

6. BEFRERIE,

7. 7£ Desktop Viewer TEEZHBEHREFHRURELINRIERF. BRA TABETR—KEH, 1BREM.
g% “RERR" N, BMMETARE, XRTEERE. REAEE, BREERESR,
B2, MNREFKREERAKE, ESHEMIRAOE CTX235895 LUK FEHRE B

8. MiFFiEERMEIEEH,
BEfEmRIE. RIEBTERNER TEERERE LNERGEET.

RRESAZZHNTR:

« BF Linux 2ETREERFERRY, BHit, FXBHES I ETRRETFORAKENHH.
« BZPMEETRASHRNETRSREREEEAETRETARZS, HFEAUESSEHIAATTNETA.
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o B5% StoreFront WEFZEE

EX s mes LA Citrix Virtual Desktops

1. 3%#% Desktop Viewer #F & & T ik,

2. EEEO.

3. ERNERBZEES Citrix Virtual Desktops B&E. HRERENETETANET—FRE,
4. 7z Citrix Virtual Desktop TE#rH, #ERE2R.

RERBT BRI EER,

Workspace =033

Citrix 3INT Workspace Ezh28 (WebHelper) UBEHE X HHNEEAMNBIZF.

WA, BEERAT Linux 89 Citrix Workspace R 2R HEVHI S 8 1E 1 70 VP F IR HE NPAPI BEB & R SEK
RBEF.

fERfR IR Z, Citrix 53l N T Workspace B8 (WebHelper). EE B ItIhAE, 53§ StoreFront BEBE KA
Workspace Bahg&kiEiER, Uie Citrix Workspace R ARFRE,

BHARZs 1901 2, Citrix Workspace B&hg8iEH T 5 StoreFront Al Citrix Gateway MIEEEE, ILIhEEI#EENE
NEED ICA X4+ Citrix Workspace R RIEF R %,

ERfR R =, Citrix 3l N T Workspace Bz 2 (WebHelper), EEBItLINEE, &% StoreFront BBE RN @
Workspace EzhgskixigR, e Citrix Workspace M BREFRE,

AXEE StoreFront WER, BEHIMENRFOE CTX237727 19 Solution - 2 (R A% - 2) > a) Adminis-
trator configuration (a) EEBREE),

AR

Citrix Workspace Bai2s 4ai{UER T 5 StoreFront WEEERE. TEMBER T (FI40, &2 Citrix Gateway
HIERR) FXFzB6hes.

2 B#H Workspace Web Ul i1

RS =AERE P IRENEREN BB RITXHBEHERT Linux 89 Citrix Workspace M BEFE, ZNBAES
Aae=E CPU FERZEIXE] 100% mTELMmA,

AT A IREIRR Ul R

1. ERAUTa<RIBREFR M.
rm -r ~/.ICAClient
2. %% SICAROOT/config/AuthManconfig.xml 3.
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3. ¥ CWACapableEnabled sM&RBEEX Y false,
4. BEERT Linux 89 Citrix Workspace R RiERF. EEEIBBIATHRITXHMEIBS Ul,

REMHERY

£/ Windows ¢ Linux VDA BY, EF %5 VDA Z BIMEEHRRBRP AT EERTFIHRE LNEEREHEZEY
*ﬁo Eﬁl}\laE/R—F’ Jttljjﬁgka:**ﬁﬁ;lklu\o

WEFMG:
+ 7£ Windows VDA B/ Unicode BRI AXIFMAER, BESRAMIRPONE CTX226335,
« 7£ Linux VDA Lt ERzSRERBRLS . EXEMER, BEHNSHETRRD,
- BEHRRFRFEBT XKB lib, R¥F7E VDA MBEFIHIEEZEBRSBERR.

« f B Windows Server 2016 z Windows Server 2019 B, HE I MR FEBR P EMI B R
HKEY_LOCAL_MACHINE\Software\Citrix\ICA\Icalme, /% EMERINZFRDisableKeyboardSync
#% DWORD &, AERIZEREN 0.

EBALLINEE, BEUTTHRME module.ini .
[ICA3.0]
KeyboardSync=0n
[KeyboardSync]
DriverName = VDIME.DLL

L& module.ini X#HigE KeyboardSync=0n #7£ wfclient.ini x#+i& & KeyboardLayout=(User
Profile) ¥, vdime EINIRENEFEIGINE Fin LAEDRERRE, HEZEELEE VDA, HREHRBEETFHR
ERRETE, vdime FTLURFIHIZEIRE VDA REH#HRo

EZAIINEE, BT module.ini XFHIEE KeyboardSync=0ff, LUFRZIFHARANITA, EFRHRANITA
&, ¥ M SHOME/.ICAClient/wfclient.ini X{HZEEERR, HERIFBHMEHSHMF A IHEE—REREE
VDA,

fERER

BRLLLEERE, MRFJIEIBPEFHRE LNREFREAELN, STENRETRMIFER ML ETWX,

£+3+ Windows VDA #1 Linux VDA HEEH B XiF
AR

TRAFABESIAN Linux BEKIFIKER—MEF .
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Linux ##/Linux Windows Xi5i&

Linux #8253 VDA /5 =1 Windows 5% ID Linux VDA % /5
ara - ar-SA 00000401 ara
ara azerty ar-DZ 00020401 ara
at - de-AT 00000407 at
3 iso-alternate fr-BE 0000080c 3
= = nl-BE 00000813 3
bg - bg-BG 00030402 bg
bg phonetic bg-BG 00040402 bg
bg bas_phonetic bg-BG 00020402 bg
br - pt-BR 00000416 br
Vabr vz - be-BY 00000423 FiERfER
ca eng en-CA 00000409 ca
ca multix fr-CA 00011009 ca
ca fr-legacy fr-CA 00000c0c ca
ca - fr-CA 00001009 ca
ch fr fr-CH 0000100c ch
ch - de-CH 00000807 ch
cn - en-US 00000409 us
cz - cs-CZ 00000405 cz
cz gwerty cs-CZ 00010405 cz
de - de-DE 00000407 de
de mac de-DE 00000407 de
dk - da-DK 00000406 dk
ee = et-EE 00000425 ee
es - es-ES 0000040a es
es mac es-ES 0000040a es
fi - fi-Fl 0000040b fi
fr - fr-FR 0000040c fr
fr mac fr-FR 0000040c fr
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Linux 282%E

gb
gb
gb
gr
hr
hu

ro
rs

rs

Linux ##/Linux Windows Xi5i&
VDA = /5

mac

extd

ibm

std

qwertz

mac

std

latin

g

en-GB
en-GB
en-GB
el-GR
hr-HR
hu-HU
en-IE
he-IL
en-IN
ar-1Q
is-1S
it-1T
en-US
en-US
en-US
es-MX
[t-LT
[t-LT
[t-LT
lv-LV
nb-NO
pl-PL
pl-PL
pt-PT
pt-PT
ro-RO
sr-Cyrl-RS
sr-Latn-RS

Windows %2 ID

00000809
00000809
00000452
00000408
0000041a
0000040e
00001809
0002040d
00004009
00000401
0000040f
00000410
00000409
00000409
00000409
0000080a
00010427
00000427
00020427
00020426
00000414
00000415
00010415
00000816
00000816
00010418
00000c1a
0000081a

Linux VDA %5

gb
gb
gb
gr
hr
hu

ro
rs

rs
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Linux ##/Linux Windows Xi5i&

Linux #8253 VDA /5 =1 Windows 5% ID Linux VDA % /5
ru - ru-RU 00000419 ru
ru typewriter ru-RU 00010419 ru
ru mac ru-RU 00000419 ru
se - sv-SE 0000041d se
se mac sv-SE 0000041d se
si - sl-SI 00000424 si
sk - sk-SK 0000041b sk
sk gwerty sk-SK 0001041b sk
th - th-TH 0000041e th
th pat th-TH 0001041e th
tj - tg-Cyrl-TJ 00000428 tj
tr - tr-TR 0000041f tr
tr f tr-TR 0001041 tr
tw - en-US 00000409 us
ua - uk-UA 00000422 ua
us - en-US 00000409 us
us mac en-US 00000409 us
us dvorak en-US 00010409 us
us dvorak-1 en-US 00030409 us
us dvorak-r en-US 00040409 us
us intl nl-NL 00020409 us
vn - vi-VN 0000042a vn
VDA &% F

VDA BEFBINREEI HENEE A “VDA” BEH/E, MALEFHNBREFEIZBENM. EXFUTREMNGEE: PC/XT
101, 102, 104. 105. 106,

EFARSHIEEERE, BRITUTRE:
1. Bzh wfclient.ini .
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2. B KeyboardLayout BIEME, WMTFR:
KeyboardLayout=(Server Default)
KeyboardlLayout BMMZRIAMER (BPEEXH).

3. ENRHBSIEUEEREN.

XA B KB
Citrix Virtual Apps Services FIEEER XM, MIERGHLARFRRE. EIBTALHERS, HEARWER
pnabrowse T B & RIS 1,

iEATF Linux 89 Citrix Workspace B2 A BURBIMI 4R B EIR, BERGAEBIRFIERHBABTHNMHEE, H
fEAF A LLEE Citrix Workspace ZARFEEZX G, HIABERHNNARRFS B XA HREEXE,
fian, B4/ Citrix Workspace BEFEEBE 4B Adobe PDF x4, #4940 Adobe PDF Viewer Z 3
MR FAEF. BRIERATIRENNARER, SRR EAEEEENELRHTRE.

BEEZFELEEA FTA, BHRITUTRE:
1. BMIREEXKNNBERFBWRER N EITRNNABERF.
2. BRMEAHNAREFHNTIRMARS2E URL, HiE176H<:

.Jutil/storebrowse -1

.Jutil/storebrowse - S <StoreFront URL>

3. AU TIEXETT./util/ctx_app_bind &%

Jutil/ctx_app_bind [-p] example_file|MIME-type published-application [

server|server-URI]

f5lgn,
.Jutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
4, BFRERRITANXGBRAT FFiHEEN3MST (CDM),
5. WHEZXXHUE R XN ARFEREITH,

REXRMHINBRERFS XL KK
Citrix Workspace M A2 N AEERE Citrix Studio PEEBERNILE.
WEFM

RRERIIRE T FTA WK AEERSS.
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BERXMHY BB 5ERT Linux 89 Citrix Workspace MABEFXEL, BEHRITUUTRE:

1.

2.

6.

RENARER.

&5 Citrix Studio,
ARBENAEFTERERBML.
ERNE,

T “EBRITEE (FIE)” FEAPHRM “%* 7 UK HSTRIE, RERE “HE .

Application Settings

QK

Studio Location
Enter the location information below,
Path to the executable file:
Identification T
CAWindows\System3Z\notepad.exe
Delivery B
Erowse the applications on the local machine, or enter the path manually.
m Command line argument (optional):
Groups [[~ggm=
Lirnit Visibility Working directory:
File Type Association . CAWindows\System32
Zone

; Cancel

Browse—

Browse_.

aRBELNAEFHEREM.

1. EFEXAEBXEK,

8.

HEEREFHLE Citrix Workspace M AR 5% BEFEXBENFIET B2.
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Application Settings

Studio File Type Association
| Enter the file type associations below.
By default, this application will automatically open the file extensions listed below,
Identification
¥| | Extension File Type
Delivery 7 bat R
Location v cmd
¥| compositefont
ko0 ol anf
Limit Visibility o ini
el .Il'i
File Type Association
¥ JSE
Lone @ oo
¥ psl
¥ psdl
¥  psml
¥ reg
¥ sop |
; Update file types...
0K Cancel | Apply
1

9. BENMAMERHMHHEE,
10. BRI LA XEPRMNTBER P LEA FTA.
AR

MR StoreFront XHFEB KB T “FF7 RS, BIANBER T, BEXMHEEXE,

4% Citrix Analytics

AT Linux # Citrix Workspace B2 BT, AIEIZNAREFMRARLESHNR2MEEESES Citrix
Analytics, BAfE, BERE Citrix Analytics RS as L#1THRAEMR. Bx Citrix Analytics B4R, 158
i Citrix Analytics.

FERRFRE
Citrix ICA thi){E S A - RmEibi@E [TUI VC] iz Citrix Virtual Apps and Desktops 5E#ARE 28 28
ZREiE. TUl MUEmmiEEEnAr R (U] AFES.

AT Linux B Citrix Workspace M AB#EF X35 TUI VC Thak, IthIhRERI#FEBIE P iniZR RS 28 &% Xm TUl $iEE,
ERAI AR Ul B, I #EBEEFIRASMRERMNET. aIATE module. ini XHH#E VDTUI
#R&: VDTUI - On/Off
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BXEHBENFMES, B2 Citrix Virtual Apps and Desktops x4 Citrix ICA EiliEE,

B IRIE

July 30, 2021

AT IRHEEFNELE, B Citrix Workspace AR 2012 2, F1#$7E Citrix Workspace MBEFHEREH K
IESEE, HEERRRLERNABREFAGE. BISNENEZESNRIESHE, UMEEZERAHIRIEEN BN
AEEEMMNIR,

AR

It S7IIEIGR IRV IE =B E PIEA,
DB
WFRE libsecret &,
BUABERT, LIhEe FREARS.
ERAIILSRINAE, EHRITUATRIE:

1. HREIEBEXXH: SICAROOT/config/AuthManConfig.xml,
2. ¥ AuthManLiteEnabled MEI&E A true,

Bhaek
EEERT Linux 1 Citrix Workspace M REFHEREESE X, U@ StoreFront iz%I&E2E StoreFront
AR5 28,

Citrix Workspace M ABTEF X5 PCSC-Lite #1 PKCSH#11 IRshiZ B R AN EEFiLEES. BABERT, Citrix
Workspace M BEFIEEEF—MIEMEE opensc-pkecsll.so,.

Citrix Workspace M B2F A UEIEFREMBE S Eth PKCS\ ##11 RehiZF 2 opensc-pkcsll.so, AL
FERAUTIEFESENUE:

1. HEIEEXMH: $ICAROOT/config/AuthManConfig.xml.

2. #3177 <key>PKCS1imodule</key>, EIKIIZFMIERINEERIZITH <value> TEH,
AR
MBEMNT RohIBF MBS MR, Citrix Workspace M AEF 1§ S El $SICAROOT/PKCS\
##11 BRPIER M. &, AIUEALL “/” FFREITRR,

MBS EEEE, BRBUTSBEHREEXHHTH SmartCardRemovalAction, LUEEE Citrix Workspace [
BREFNITH:
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1. HEEEXMH: $SICAROOT/config/AuthManConfig.xmls
2. #Z217 <key>SmartCardRemovalAction</key>, ##¥ noaction & forcelogoff HRiNEIEERZIT
B9 <value> stEH,

BIATTAA noaction. FHATEMIA T EMRIFEI SRR EMFRES SR E ISR RYIRIE,
forcelogoff BIEREMPRE 8RBTSR StoreFront MFIBEEEA S,

EREERXZE

INRFEARSS 2R Citrix Workspace A#EFHEEATEE+R, Citrix Workspace MARFRBZIFEMEEERIR
8%

AL ERERATUTHE:

=

TR AERH - AFFE R FHNE RN AR AR AME fERIgE.

BRFHIENZ2MEEHR, YIETRARLESMRIIAEE (F1W TLS) #iTEHE.

}
i

BRNEEERZSF, BRREUTRME:

. g

RIRRBNELRHHEARFLAFE PC/SC TR,

ERTFERNE R RHEERF.

. C/SC Lite B4,

o REHITIT pcscd TFIFER, REFRMEERA PC/SCinRERERMHiat,
o £ 64 IR, 64 I 32 {IkRZAH libpscslitel BB HATFTE,

=0
o %3
%

'Uiﬁ'ﬂ

BXRERSHBLEETEFZIFMNIFMESR, 15813 Citrix Virtual Apps and Desktops XHFBIE EE T,

%15% % (nFactor) S5 1IE

ZESNIEERABFRES S IEALRIFIHRNR, MMERTNARFNREN. SEFHRIEESSHIIE
TEMXEKNEERSERETHEEREE.

## Citrix Workspace M BEFEIEE 3 StoreFront LM RBE R T HHNEM EMERIZ LMY Citrix
Gateway 89 Web ERIEME SRR EINRS B[O ER LN

BXIFMER, 15517 Citrix ADC s SAML B4 I8IFEAMZE (nFactor) S953E,

ZE

April 16, 2021

EHMFRENIERS Citrix Workspace AEF ZEINEERS, AILUfEA Citrix Gateway FR e A& Citrix
Workspace [ Ri2FE#E.
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} =r

AR
Citrix Zi¥7E StoreFront RS2 5 AP && 2 iEER Citrix Gateway.

o PSR ROLRRAACERT LURYE B ARt it Ais O A S BuEE @, E6EM Citrix Workspace 2R,
MRBLITE ARSI/ IPMLE [P HALBREIEISMIE Internet ik (EIMISSHIIEFEHR, 3 NAT) BIRILERA AR, N
R ECE MR

 AIERIARSS 25,

o SGEAT Citrix Virtual Apps #8E (FERT XenDesktop 7) : SOCKS RIBRSZSHHLTLRIEBRSSE (1B
MARLMRERS S, HTTPS KBRS TLS BEERIERSE) . AJUERNRIERS SR RHIMEZAIN
a1 uEIAE, FHAakEE Citrix Workspace M BEF 5ERS 232 aIMERE, Citrix Workspace M BEEF X%
SOCKS f1Z2RIE MmN,

o 1¥BR Citrix Virtual Apps #E: EREHER LM (TLS) #hiX# Citrix Secure Web Gateway =% SSL Relay
RS, I TLS1.03 1.2,

Citrix Gateway

Citrix Gateway (LL#i#F Access Gateway) AR5 StoreFront MEEIEHNERERS, HATFEERFMAMIT
H AP REMNAEFIFIRE.

E&1e Citrix Gateway EESEMNARERE, FEHRITUTRE:
1. IEEEERRMEM Citrix Gateway URL, AILLGER U T AR Z—HITIR(E:
- BXERBMRSXAFRAERN, RASRREERMKFIHEERMAN URL,
« UWEEREMRSKXAFAREN, ATLUBTEERIRAD > kP > FIMRHA URL
o WRTEEL storebrowse SLEINEE, BEDSITHHEAN URL
Z URL EEEMX A ENABE (EFMRE) !

« EE#3 Citrix Workspace AR IINE— TN ERE, BEEAUTEXH URL, Fi: https:
//gateway.company.com,

CEERIRBENABE BEEMAUTHE AN URL H M https://gateway.company.
com?<storename>, tzh&A URL WX REREREN, BZWEZURLFEE= ESF
7)o SIREEW storebrowse EZFFRFELAEE, AIAEHREE storebrowse &< ANSIS5/iE
URL,

2. RERTH, ERENAFRE. BENReMERIIZNARE BEINX), BXLUTENFAES, BSH
Citrix Gateway 2%,

SMIIETEME, BERENKRENNEER.
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RIBRRSS 2R

RERSBVBHATREIMBINGEF B ISR, H4E Citrix Workspace B #EF 5 Citrix Virtual Apps and
Desktops S3E > iaR9EHE. Citrix Workspace R AR5 SOCKS il (KEHiF Citrix Secure Web Gateway
0 Citrix SSL Relay). Z2AE#MYA Windows NT Eif/msz (NTLM) B{5383E,

SN ESER SRS Trusted_Regions.ini #1 Untrusted_Regions.ini fR#lJ “Auto” (Bzh). “None” (&)
“Wpad” 28!, MREMA “SOCKS”, “Secure” (&2£) =k “Script” (fzx) £E, BREXLEXHUBATFTIRP
ARINE R,

=W

MR LEERE, HEA TLS,

ReRIPIRSZ SR
BEERBEANTERAZSRENYN, BERERRBA T Windows NT FEif/ias (NTLM) BH1IENSE, MR
VAT, NETHEAMEMEERAEETAHMNFER Y.

HE:

NTLM Z3#F%ZE OpenSSL 1.1.1d #0 libcrypto.so FE. TERF & L REXLLE, XEEBEE ST Linux &
1ThR. WAILIM http://www.openssl.org/ #17 &,

Secure Web Gateway #1 SSL

AT LU Citrix Workspace R F#2F 5 Citrix Secure Web Gateway iR £ EEF 2 (SSL) PHRSERE—iE.
Citrix Workspace R A2 %2#F TLS thille TLS ((FiER£M) 2 SSL UM SMinEkiRA. EBMIZIIE)
4B (IETF) 1235 % SSL AR ENFEAESRE, & SSLERHA TLS, TLS @R RSB EMNIE. HiERMEM
HESTEMNE, RERHBEENETS, FLASR (SEFEXEHFALR) EXER TLS REERHIEBEENT S, XL
RLOTTREIR EREAIEAIINEE, a0 FIPS 140 (BXFR{s BAMIEATA) . FIPS 140 R—MIEHRH,

Secure Web Gateway

AEEEER 4R TER Citrix Secure Web Gateway, 3k Citrix Workspace MABEF SRS B EM
BERMELLEE, NRELERN TERA Citrix Secure Web Gateway, NAZEEEE Citrix Workspace 512
o

MEREMEPIIRS ] ERET Citrix Secure Web Gateway XI2, NaJ P 4ER T A Citrix Secure
Web Gateway R, AxF4HEE, 5217 Citrix Virtual Apps (Citrix Secure Web Gateway) x4,

MREAPEER, Citrix Secure Web Gateway RS 2FHEEF— MR, HEXMEZE Citrix Workspace R
EFARefER:
« Citrix Secure Web Gateway AR5 231952 BRERIHE (FQDN),
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« Citrix Secure Web Gateway fR$ 2880505, Citrix Secure Web Gateway hxr7s 2.0 Rz 4R R,
FQDN U&7 AT =M AR ER 53

. THA
. chials
. TR

fl40: my_computer.my_company.com — FQDN, ERE®&KXFIHEHNE (my_computer). =gz
(my_company) MTREIE (com), g TARIEAS (my_company.com) #rAER,

SSL Relay

BUAERT, Citrix SSL Relay £/ Citrix Virtual Apps AR$52s E# TCP im0 443 i#17 TLS Z£i@(5. SSL Relay
UeE TLS EiEt, SREHIEEREEEMTIRS 2.

SN SSL Relay EEE J1iinfr 443 LUSMYEMIEO, BT ZIFFPEMITHOSIEEL Citrix Workspace 12
FFo

AILUER Citrix SSL Relay REEUTER THEERZS:
- HEBAT TLSHAFEESKRSEZIE
BXEEMMEA SSL Relay RBRRER LSS, 1ESH Citrix Virtual Apps x4,

TLS
BJLL@id7E [WFClient] #8453 FRiA N LA FECEETURIZHIBETS R0 TLS il a9hRAs

o MinimumTLS=1.2
o MaximumTLS=1.2

XLEERHKIAME, ERABPII, BHRIESEARXEE,
AR

o TeANEHIER, MIFXLEE, MREERE selfservice 5k storebrowse EEX T XLEME, &R
X killall AuthManagerDaemon ServiceRecord selfservice storebrowse.

« EAT Linux &9 Citrix Workspace R RIZFAR R SSLv3 il
EERFINEME, 157 [WFClient] 89 ALl FECEEM:
+ SSLCiphers=GOV

HERRIAME. EMENRFI89EHN COM # ALL,

AR

© 1999-2021 Citrix Systems, Inc. All rights reserved. 94



BT Linux & Citrix Workspace [ Bi2F

5 TLS WRAERE—#F, MREERS selfservice = storebrowse FEX T ILE, MHAREN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

MEZEH
IR R EBEMNNEELE, FI%N TLS_RSA_ NEBEATRMEAIRE, HFERMAANBZELEN.

TLS_RSA_ ZBEHERTEMIR. Bk, FREZFSHR TLS_ECDHE_RSA_ BB EH. NRENIFIEREE
TLS_ECDHE_RSA_ZWEM, NBAFHERS, BRHBHIKARZR. WTFEFHRSHIIE, X5 1536 i RSA

Zho
XPBUTEREEES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS V1.0 X UATEEEH:

« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS V1.2 &2 LA T ZRBEH:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

AR

BhR74s 1903 REEARAEE, Citrix Gateway 12.1 XESMAz#F DTLS, &% Citrix Gateway B9 DTLS z#F
NEREHNESR, ESHEERE DTLS 7Y

ZHEH

ERATEMNERES, FRSH SSLCiphers BWEEI ALL. COM 8E GOV, BIAER T, ZEIE SICAROOT
/config BRTFHALL_Regions.ini XHHIEEHN ALL.

TELAFBESHSFIH ALL. GOVl COM 1=2#:

o 28
- X2 3 MNEWE.
« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
« COM
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- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

BEXHEHRER, FSRENENR.

#1429 TLS_RSA_ MEBEHFREAFIRE, XLEEBEANTERERITLFTAH, B2, IXFS5FRHREH
Citrix Virtual Apps and Desktops mE#%, i&ATF Linux 89 Citrix Workspace N BiEFEE BT EHEXLEED
EHRRTL

HFREEESNELM, BBITE Enable\\_TLS\\_RSA\\_I&EHN False,
TEHREFANZIEESTIE:

« TLS_RSA_AES256_GCM_SHA384
» TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
« TLS_RSA_AES256_CBC_SHA

+ TLS_RSA_AES128_CBC_SHA

+ TLS_RSA_3DES_CBC_EDE_SHA
e TLS_RSA_WITH_RC4_128_MD5
o TLS_RSA_WITH_RC4_128_SHA

AR

EERIEZHEARERARCAEE HEEFA BARXBIEHFFALRE EAMUEEFHA
TLS_RSA_3DES_CBC_EDE_SHA ZWEEMH, AILUERIRSHKERIHMITREXEFA.

BXEE DTLS v1.2 B4Rz 8, 15507 Citrix Virtual Apps and Desktops A4/ 89 BiE R E5aER 9.
WEFH
NREERRBIRA 1901 RERIRA, BRITUTSE:
S0R.ICAClient BEFEFHAIAFNEBRH:
o fBR ATT\\_Regions.ini XfF

o ERE AllRegions. ini X, &TE [Network\SSL] S92 MLZERLHRIMLTIT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA_=

MB LA AN EXHEEHAREE.ICAClient X3, NFET Citrix Workspace MREEFHNSHRE, EXMHER
T, BREXLEHEEMNINAIRE,

TRINE T SHEPRNEEES:
®1-BEEHXFIIR
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Ciphersuite

Native Cyrpto Kit mode and cipher set

Open

FIPS

SP800-52

OPEN All ‘OPEN COM

OPEN GOV

FIPS ALL

FIPS COM

FIPS GOV

SPB00-52 ALL

SPB00-52 COM

SP800-52 GOV

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (1)

Y

%

Y

Y

Y

Y

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA284 (1)

Y

Y

Y

Y

Y

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

Y

Y

TLS_RSA_WITH_AES_256_GCM_SHA384 (1) (2)

TLS_RSA_WITH_AES_128_GCM_SHA256 (1) (2)

TLS_RSA_WITH_AES_256_CBC_SHA256 (1) (2)

TLS_RSA_WITH_AES_256_CBC_SHA (2)

TLS_RSA WITH_AES 128 CBC SHA(2)

TLS_RSA_WITH_RCA_128_CBC_SHA (2] (3)

TLS_RSA_WITH_RC4_128_CBC_MDS (2) (3}

TLS_RSA_WITH_3DES_EDE_CBC_SHA.(2)

< x x [x [x = |x = |x < =<

TLS_EMPTY_RENEGOTIATION_INFO_SCSV

Notes

(1) Ciphersuites that require TLS1.2/DTLS 1.2
(2) Ciphersuites disabled by default

(3) Ciphersuites not available for DTLS protocol

Y - Supported ciphersuites

X - Deprecated ciphersuites

AR

EXHHFREZBEMHEEM FIPS- #1 SP800-52- #ill, A ZBEMHNAFATF (D)TLS1.2;
®1- BHEHXFIIR, TRELEGTFEN

Storebrowse

July 6,2020

Storebrowse B—RERFIHS RSB/ ZEHITRENER G TIT

ERAIA BT B E1R(F:

o AR ABE,

storebrowse S HIEFE
ICAClient/util,

WEEMN

&

storebrowse SLBEFEE libxml2 E#H4E,

BB A HHKSENNABER

BERMA AR UBEIRR:

VA
o=

FHERENNAEERNE LTV AEFRE.

MEEE NN ABEETRMECE TN BEFRH.
BRNFEAERATHNAEFNRKEmRES .
BHER TN AERF.
EMEREITAEENS

BEE /uti L XfrkFiEH. ERUERRMUE THREEXMH. i /opt/Citrix/

Ak

SKRERF. &

PEZ -

BEH

I fEF storebrowse SERER, &
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o ALUEA®SITH storebrowse %
o ALUER Ul BehER,

ASZRIT storebrowse <,

PO

AT ERSY #4748 T R B LUM storebrowse SLEZEHEBM storebrowse #<,

-a. -addstore

pazH

AINEEMXFMSIRIELE SN AREIE UK ServiceRecord SFPiZF#iE, Lhd

SRAMMABERY, MEHMEIR.

StoreFront &< Rfl:

e

./storebrowse -a *URL of StoreFront or a PNAStorex

il

./storebrowse -a https://my.firstexamplestore.net
AR

B LUfE R storebrowse SEEREFHRINZ NN BEE,

-h. -2, -help
pililzH
IREE X storebrowse SEAEFAENFAER

-l -liststore

BiEA:
SIS RN A EE.
StoreFront &< Rfl:

./storebrowse -1

LIRERAEERNTE URL, N
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-E -enumerate
prazH
FIHATRAER. RABRTEERUTE:

o FRBZR
o BRER
o FRXMHFHE

BEEFMES, 151 -M (-details) S2HiNE -E &2

pE=

iz{7 -E 8, MREZAIRRBEEE, WEETRSHRIEED.
A -liststore IREMENNAHE URL,
StoreFront -89d < Rfil:

« ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

o ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery

-S -subscribed
1RE:
FIHITIHEME . BANERTHERUTE:

b

o FRBR
ERBM
o BRXHE

3

ED

b

BHEHFMER, B% -M (-details) &<z -E &85,
StoreFront EMss<RAI:

e ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

o ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery

-M -details

Az H
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WSS EEEAHHRARFNIN R, tkHeE%ES5 -EH-S Ho—REM. kasRAN— 1 SHE5HBLA
B MR A

« Publisher(0x1)

+ VideoType(0x2)

+ SoundType(0x4)

« AppInStartMenu(0x8)

« AppOnDesktop(0x10)

+ ApplsDesktop(0x20)

+ ApplsDisabled(0x40)

« WindowType(0x80)

« WindowScale(0x100)

+ DisplayName(0x200)

+ ApplsMandatory(0x10000)
« CreateShortcuts(0x100000)
« RemoveShortcuts(0x200000)

#iF:

o ERBEITHMNAREFSERERE, 5% CreateShortcuts(0x100000) B85 -S. -s fl -u s —it
EJ=ER

o EMIRRFIEREEE, 5% RemoveShortcuts(0x200000) 5 -S s<—i2ER,
StoreFront EME<RAI:

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store/

discovery

Heh, 0x264 A DisplayName(0x200). ApplsDisabled(0x40). ApplsDesktop(0x20) #1 SoundType(0x4)
WAE. HEEFEEITRNTRURIERES.

BILUER -M L5 HABMRFFAERAEIR:

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store/

discovery
/i

o AR /NERRIRTIXEE, F1g0, 512 &R 0x200,
o WNBRFLFME BT EET storebrowse 21, MimHERIS,

-s -subscribe
Az H

VTS E N B IERAVEE R IR,
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StoreFront -89a<$Rffl:

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

-u -unsubscribe

PieA:

MIEE R B EREUHITEEN R IR
StoreFront ta9ar<$7Rfil:

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

-L -launch

LR

BaE5BAHARNER, KAEFHEREHAL, RHERNERNRIE,
StoreFront L& < Rfl:

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

-i -icons

WiPA:

tEn <L PNG iR S BN AR B, <5 -E 5 -S < —ie A,
ERBFABEANIRENE, 1EER best 83, size 885,

best £

£/ best 287574, ERTLURENARS 88 LIREHNREXNWERR, TTUMEEEMRERAFFEARN. best BHAER
=, MATEMBEAHEARENRERIA X, XHL <resource name>.png X R1F.

size &
ERBUEEAN/NLRENELR, BFER size 8851, NRRSBLEFNATANTRENELR, WaSHIMER,
size B A WxB &=, Hr:

« WAHBEHEE. FrEERERRIELTE, BRItIFE—MERIEEEKR ]
« BABBRE. MWiEiR, SHEROUK

© 1999-2021 Citrix Systems, Inc. All rights reserved. 101



BT Linux & Citrix Workspace [ Bi2F

AR
EW 2H4FEHN. EB AL,
MRRIEEXLEE, NWETERBEGRENET, XEXHLL <resource name>_WxWxB.png &R R7F.
F -E ® -S S RENEIHER, XFEHSERL .png B REFET.
Et5r7zE7E ICAClient/cache/icons x {3k,
StoreFront tm9as<$/Rfil:

o ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery

-W [r|R] -reconnect [r|R]

LR

EMEREENABENATENRSESHMAERNRIE, [f] EUSEMEEMBEMAERNSIE, [r] ETEER
EEEEDRIEN I EEN AR,

StoreFront ta9ar<$7Rfil:

+ ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

e ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery

-WD -disconnect

LR

W FFEE N A B IR MR SIERER.
StoreFront L& < Rfl:

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

-WT -logoff

BiEA:
KIHEENABENERIE.
StoreFront -m9ar<$Rfil:

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery
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-v -version

LR

&7~ storebrowse SLAEFEHVARZS,
StoreFront -89dn<7Rfi:

./storebrowse -v

-r -icaroot

BiEA:

EBERETIERT Linux 89 Citrix Workspace LARFMIRE R, MRKIEE, WEETHRERER.
StoreFront t19ar<$/Rfl:

./storebrowse -r /Jopt/Citrix/ICAClient

-U -username. -P -password. -D domain
WiAA:

RREPA. BRMEFAEESMERALRSE. LA ENERT PNA NABEE. StoreFront NAEERIRILGE<S. ¥4
EERASHET. vIadZ T eLRANFAER.

StoreFront EM&<RAI:

./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

-d -deletestore

BiEA:

BGH7E ServiceRecord F&1EFHEMN ARIE.
StoreFront -19dn<7Rfil:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

-c -configselfservice
BiEA:

SRERFHECEE StoreCache.ctx PEMHINBEBRSER U8B, RANSEER A <entry[=valuel>, MRREFEF
B, sRHigENYeiE,. B2, IREEEME, WsFERZERELE.

StoreFront -89&<$R1fl:
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./storebrowse -c SharedUserMode=True

-C -addCR
piaizH

SEERRH Citrix Receiver (CR) X#, HRTERNS M NARHE, W5 -a #S8R, BES UARE, Hik
175 R

StoreFront EM&<RAI:

./storebrowse -C <path to CR file>

-K -killdaemon

WiRA:

£k storebrowse E&1EF. Flt, FERFAEZENSHE,
StoreFront -19dn < Rfil:

./storebrowse -K

-e -listerrorcodes

BiEA:

FI S EREY IR KD,
StoreFront -19dn<7Rfi:

./storebrowse -e

-g -storegateway

BiEA:

ABTE ServiceRecord EA R HIE AR AR EIRERIAR X,
StoreFront -rI&<Rfl:

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery

3 =

AR

M — P 5% 2 R T 5 RE I A RS SR RO R K 51 R R
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-q. —quicklaunch

LR

fERER URL BHIRARER. i< UERT StoreFront MAEE,
StoreFront -rI&<nRfl:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>

-n -nosingleshot

BiEA:

YRLR5FIP storebrowse #1E,
StoreFront -H&<Rfl:

./storebrowse -n

-F -fileparam

WiRA:

EREEN X BENRRBIX o
StoreFront tp9ar<$/Rfil:

./storebrowse -F “<path to file>” -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>

TR
ASGERT T SEfER storebrowse <9 BRI A2 RIE 2 TIER:
1. ./storebrowse -a https://my.firstexamplestore.net
ARINE AR IS H RN AEERTE URL, i2 T2 URL, EAhTEEEMaG<HEERZ URL

2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
B EARNNBEFNEE. ERHNEIMINARERRNHEHE WA G ERE.

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery

BEHER. M E—1 < avaH PIRENEIRE o
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4, ./storebrowse -K

eSS B N SR H KL storebrowse SFF1EF. WNRKRBIHIERILEHS, storebrowse #i2E
E—\BERH,

B HERR

July 30,2021

IXHEENEEIEMERRMMERT Linux 19 Citrix Workspace R BZFH TR,
EE

Ea e B R LU ERE R,

ICA =zh Fedora 29/30

ICA BrhrI8ER1E Fedora 29/30 LRI, AT REBUTHBHITIRIE:

1. EAH <L %% openssl10

‘sudo yum install compat-openss110.x86_64"

1. 7£ ~/.bashrc PIRBFRTEUERNG I IEHTNE. HIREERKIAH libcrypto &,

“export LD_PRELOAD=/11b64/1libcrypto.so.1.0.20°"

> kkE B k%

>

> 5 Wayland & i &L, ZNEAEEE X.Org BREBPIHEEZFT. WTFE
Wayland fER RIABEEH N RITHR, EREEITBRUTE— Mm:

>

> “WylandEnable=false in /etc/gdm/custom.conf &

\Y4

‘/et/gdm3/custome.conf’. FHE H B R MU BH X.org RS B,

BRATHNARNEERIE

5 Windows RS BEILEEN, MREREE “‘EEEEIRSRE.. EENHEE, EREREEMNEEETO, U
AIREEE MRS BEEZ P iRiARIFELE (Client Access License, CAL), BXFAIMFEAER, B8R,
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REEMER

MRSENEERERT Citrix Workspace ARRFERRE, WEMERZSIEFENAEN, KHEERHTRS
R FATARERBSRMN, NREFEZKNK, Citrix Workspace ARFRHEIAERBIMERE. SN, RS
FRZHUPMERNEERER—MIRIE, MENESERFENTERRS. B2, MRRSHELNATAREFD
ARRE, ME - MERBAREIEK.

5% Internet Z#1

Citrix BiVEEMEHEE DNS (HZARSER), UGBTI EEZTINRSE/EZT, MRFEE DNS, WaIael#
ARSI P toht, 50, WETLUZ IP it (MAFRR) 8RS 2R, TLS EEERT2RENHS, ik
IP ik,

FRIRAL LI

MR EZRENERAENRIERN, BAERRBIERNER “NERLNKK: Javascript $#HiR” HiRER, BR
wpad.dat XHEHE SICAROOT/util H, BITU TS, ERENBARREEINRSBEINS:

cat wpad.dat | ./pacexec pac.js FindProxyForURL <http://hostname>

hostname 2\>&1 | grep “undeclared variable”

MRKRETRLMHE, HARSH/ LN wpad. dat XBEEFETERE, FEHTHE. BUNRETR “MELREHHN
TE.. Fadhl, WaURZR@E, T7 pac.js, AAHPHIENENEERUTEREX GRS FIN—1T,
Hep “. 7 AT 88,

var ...;

RIEREERE

NRENKEEEBNRITEABE, Linux RIZPHBENERTERNBERTREEERE. A BT —MIERN
E&RERF, ff rngd (BFEH) = haveged (kB Magic Software),

BHEMS
MSERERN, FHRMEIREIINES

1. ARSI ARCERSBIIFNEEES, 81:
+ Ssllabs.com (ERRSERAE Internet HIEHR)
o sslyze (https://github.com/nabla-c0d3/sslyze)
2. £ Linux &% WireShark &, {82823 (ip.addr==VDAIPAddress) &} kB8 (Client Hello, Server
Hello) l#&#k SSL 253, ERBEHFF HAEHHRSREZNEBEEN,
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Citrix {1k SDK RIEH
Citrix Optimization SDK ##+88EREHN UlDialogLibWebKit.so krads, fRA#®: BITUTEE:
1. M F# mm T # Citrix Optimization SDK 4 k4 18.10,
a) ¥R CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialoglLib/GTK
b) MIBRFAEXSR 4
rm -rf *.0
c) #%3| WebKit xff3%:
cd ../WebKit
d) MipsIA UlDialogLibWebKit.so £1:
rm -rf UIDialoglLibWebKit.so
e) £ WebKit BRHFERUTHS:
make all
4 m#9 UlDialogLibWebKit.so.
f) BESHE SICAROOT/lib BR.

EAT SSL EEMSBEHEN

B3z TLS 3R, EATF Linux 8 Citrix Workspace ARFERIMER TRHREEMHN. EMTEHNEBENHE.
MRBEZIFERIANZDEHNRS SR, BELREXHH [WFClient] S5+t BRREiEm SSLCiphers=ALL,

TR TERTBEES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM

EE
fEF EDT 1hilhy, BB RIUTRIRES: 5.7 NEREH, NREEZBIERT EDT NWEAFHAN
FEOAE 1500 FHAREHBRIA, NSHIIEE, FRITUTERE:

o EEREXHHIZE edtMSS=1000,
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ERRHIR
ERBRAI R ESM AR HIRNEE. =W T:

o ERENE 55ORIERSEER HIMINER
o TEBRRBHIIERS
o TAERAILARS SR INERKA

RERAA e SRR I LER, B

o FMITENMEEITENTEADE@ER TLS thillt. BXFHAEE, BESHTLS,
o ERRTENEEN TLS EREARIANEREGN, EXMERT, GAIUEEEXHH \ [WFClient\] 2B
SHIRERER SSLCiphers=ALL, AREEHBEEZEZANE!T killall AuthManagerDaemon
ServiceRecord selfservice storebrowse,
o ERITEN RS YHIBEREFIHIESN, IS (X##EZHERIRME Citrix. Authentication 1 Certificate 89
I,
o Hfthja)R,

RHBER

Citrix BIEERS 38 L ERRHMaH Citrix Virtual Apps and Desktops, R Fi&#& L&/ Citrix Workspace
R AR

WM EREHERE, MWaLEX Citrix Workspace B2 HIBELE LUK Citrix Workspace Rz FEI2F89ER 75U

RS,

« E2E Citrix Workspace W BEFiEE - B2E Citrix Workspace M BEFEEATLURR ICA FRrErE iz
SkaE

» B2 Citrix Workspace R AREFHERAT - Bk Citrix Workspace 52895 B A Uik ] LR RS I
SRR R

+ B UDP &7 - thIhAERT TEFE ML LT IP B35 (VoIP) & ER M —BiE

o ERARHRAK Citrix Virtual Apps FiEBETF Linux 89 Citrix Workspace M FRERF - Citrix FEfihigss
MIRASDRAHIMERE, F2MEEThRERE R Citrix Workspace M2 RS 283014

BR
REHR

EXRFRF, WD (HZD) FRNMNLNHIENHATRE LNSHRREHROEL. ERELNTESUIEX
FEROABEXIEPIERERE L. REZ VDA RER BT & R MR UHRE, HESEEIASINHRNGH
EBRAEFG, X11 (Linux/Unix BFEFRS) MATREGEIELEHHN SR —Bota s SRS %,

AbEREEH, Citrix BEERBNARFATSRELFIRSNIRESE, B, FF vsvnc Bai T—MALE,
fEM Linux RENERFELED, BEATEEEF K LERNEREFUNREERNEQEER, XLEERNHHRL
RRSZ:
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« X11GPU &E
o ERASEERS

X11 GPU &2 &

SHF Intel HBER, BEEH
20-intel.conf 89 xorg.conf.d FaIE—MEEUTRENH:

Section “Device”

Identifier ?Intel Graphics”

Driver ”intel”

Option ?AccelMethod” ”sna”

Option "TearFree” ”true”
EndSection

s3F NVIDIA Bz, 3&TE xorg.conf.d X#&Fi B EMEREN “MetaModes” EMMX . X FFRERNED
LLUES 53 fRM MetaMode, EFIMUTRE:

{ForceFullCompositionPipeline = On}

f5I4n:

Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”
AR

REK Linux 9 % BERARRER xorg.conf.d 84,140 /etc/X11/xorg.conf.d =% /user/share/X11/xorg.conf.d

HEEER
FERUTHS:
+ Compiz (#&AZE Ubuntu Unity #), &% “CompizConfig Settings Manager”,
izfT “CompizConfig Settings Manager”,
e

BN ->#E7 T, BUEEd ‘BUEEREReRED,

£/ “CompizConfig Settings Manager” BIRiZ1E, RAEIZMERERMEIERABE,

,—

« Compton (MNFMTAERF). BEXTEMNFMEE, ESIA Compton WA TIRERE/ X, 0, EE1T
LI Faps:

compton --vsync opengl --vsync -aggressive
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HRALER

NREANRERGRE, RFRETSREWMATRALER, EXMERT, NEEMERNBELENGR, X5
EREIFAES, BSH ZHRET .

HESS

BELEEON, REFOEERSAMREMNEOUE, SBEEES, ERRALEE, BEE0EESEIREITE
B EE OB HIE O3 ERRIR T

EfrwAE M

EATF Linux # Citrix Workspace EARRFRBEIBRSAZHE N EEBRTNEOEN, BXEEFHFS XER
IHEEELIE T ERE.

TeEmRAN
ERHETEEMREMNE, FHRITUTRE:

1. #TF wiclient.ini BE B4,
2. 1% [WFClient] #8554RiELLT4T: UselconWindow=True
3. REHXAXH,

HATERE

MRAGHAESEREHEETAEM, WaTsEE BRI R, FLUSARKIEMEIERHIRENBRENARREE LR

o
ERATEE
1. #77 wfclient.ini B2& 4.
2. 72 [WFClient] #oHRmMUATTZ—:
CursorStipple=ffff,ffff (EHIFRENE®)
CursorStipple=0,0 (EHIRgBENBE)

3. REHXHEX Mo

FBIAF

BEABARBHERTON, FEAEOPREREHFHEAGR. LRERE X Windows RESHEEEREAFERN
HEMRE. MEREE, BARTMNEREAESHNIERE,
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EREFXBERSENEETY
EZEIARSS 20T, AP RILUERMER 256 BIET, IhETRE MM AR, ENBREFEBESAGIREE,
L= mhiE B R

BER e R A ERAGIRE DS R E R SRR LR E MR, MBEIMNEREAERR, @Rt
BHENERRNIEES. AEELEm4s, Citrix Workspace ZAEFEEFIRRNAGIRELIZIE, HER/LP
WEH—RELRIASIR.

Citrix Workspace R F#2RFxf HiBF#HER EUC-JP 3t UTF-8 FR4RS, MRS BNGER SJIS FR4HE. Citrix
Workspace R AR2F IR EFREZ BHTHIR, TAMEERSHR LRFHONXGREERS R LEEFMRE
BN RS, LA SHEAXGEREE, EEESmET BSHEETMANSHPHNRIEFRN.

ERZENNESTERE, BEFAIUERGRLTEZEREERIZEED -span, BIZEN, AIUEERIIEES D

ETRBET.

iBid Desktop Viewer TE#ZINEE, BAUAROUSEROSLRSETOZETG, GENEARETENSER
283 Fo

BE

WNFRBAELEHITEEONRE (BFRERAUNEOFNRIE), BRERTEER.

- span &R AU TS
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

NRIEET h, WETE stdout HiaH BREETIR, WR h S5EEMERE, wfica B,
MREET o, MEEEORHFEBESEEAREL.
/J\I[:\:

BYWAEFAIETE,. IEECAFARENEOEERSEN, FEALLE. IEFFONZEOEESFAR, &
BB, ML EEMEIRER. REEBTERSIERMIRLILE,

WMRIEET a, Citrix Workspace MAREFEZRIE— M EFAEETBTETRHNRIE,

Citrix Workspace [ Af2FBREERMN -span BIEN B REBRESHNTIR, EHEMEEFIFIENTRE, FHH
MEFERFREKEE LANE TANE RS, EANMEAEEXE L. T £, GE5HNETRS.

WMRKIETE 0, wfica ¥R _NET_WM_FULLSCREEN_MONITORS B E MEOEERPERENNEORE (0
RXFFZIEE) . BN, BEARITMNUBRTRIERFAFENHR.
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AR THESRNAE A EEREE L6
xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS

MRRERY, RARXZEIZIE. NRTXE, ARFE— I BEEEEMEN. AIUER -span 0 REBSEER
Ho

0}

>

BYITIREBS M ERENAIE:
1. ERSRTEOP, #A:
Jopt/Citrix/ICAClient/wfica -span h
APg&ELRFmER 2 RERSHIRIEAELE stdout 1, AFRE wfica.
2. B TXERRERS,
3. EHLIRTEAF, BA:
Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\]1\]1\]

Hbw, x. yMz2ESE 1 PRENETHES, FARMEW R, BEE—HENETR, £AFME
w i x B, FEERFEXEAE LAMATANE RS, EAMEMEwW. x. yMziY, FEEXKEE. T £ &
NG BRER.

5

FEINSSENEMRSZH, EX WFICA_OPTS T £, Allt, BREREBEREEXH @EEMNT
SHOME/.bash_profile 8 SHOME/.profile), EEHFM—ITREX WFICA_OPTS ZT&£, #ii0:

export WFICA_OPTS=”-span a”
ItbEE 2z Citrix Virtual Apps and Desktops 2%,

MR BB selfservice & storebrowse, EMBEBHMIEE, WEFRMBETEEBER. BHEIUTHS
TR HAZ :

killall AuthManagerDaemon ServiceRecord storebrowse

N BEF

EMNERSIFERXUFARMNARFHEMSIE, EATFHRES Ul R FRERS, HE “BREBAE I
b”%—"—‘ﬁﬁ%ﬁﬁﬂ’]’i@ﬁup%o f5ign, Alt+Tab, <A RERIRS 2.

fRRTTA: fER Ctrl+F2 B kAR EAEINGE, EEER FOREIRIEAD, &M R %2R SICAROOT/con-
fig/module.ini &% TransparentKeyPassthrough i€ &5 No, XE2REREBAZEINEE, B, EAEREE
i37E All_regions.ini XA MLLIEEREZ ICA X,
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A%
A

£ Windows SIER 8 E N 2N, ERASHEERERYEER. wiclientini FERATRSBIEFIHANTE
EREE. XRSHAMNAREFEIT. BRARSRIZTFARRNTEER, BSH RESEERIHEREEEM,

R ERHBHER

HIRBE R MMERE, EHRERRRRRENH. bk Firefox #1 Chrome sb, ATREREXHAKI KNS H TR B A AL
ERIEAHBHNAR. EEZRHEIBEZNE LNERLRRREN, JSSFRTERT ICA X,

FETE N S

MREAREE Web % 2sbaRRA, 75T setupwfc /i, & EBIFREE BROWSER, LUEEFTEN a2
BEMRM,

Firefox s

7z Firefox PEEIRERLAREFE, WRAEEEML, F=iXEA ICA &,

Firefox #y ICA f&f

7z Firefox PEAT ICAIEMHE, KREMNARRFRIEREREN. EXMERT, BE=2AEMA ICA &,

FREHIR

MRENERFBEERNLER, JREIEIUTHR.

E_MISSING_INI_SECTION - ¥iFAREX 2.7, BLEXXHH “.7 BHEK.
EEXEFEREHIRNES .

E_MISSING_INI_ENTRY - iFAEEX .7, “.7 BAPBABERE “.7
EEXEFEREHIRNES .

E_INI_VENDOR_RANGE - iFEEE X 2.7, BEXHH X RS BELETE “..° TH.
EREXHHH X RSB[ELHESEHIF. ES5 Citrix B R

wfclient.ini fg B4
WK EHRLE wiclient.ini, METsESHIILL TR,

E_CANNOT_WRITE_FILE - B£&B N3¢,
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REERMIEFN NS, FINTHETIE,

E_CANNOT_WRITE_FILE - Fi& U8 4 ...

B IR Y tH $Ho

E_PNAGENT_FILE_UNREADABLE - % %i%EY Citrix Virtual Apps xff “..”’: TtEXHHE R,
— gz —

Foiki2ER Citrix Virtual Apps 2 .07 RR#IEL,

T EE SEMEREIHEER, BZERWNA Citrix Virtual Apps XERAT B, BEEERETEENBIER
RIFTLRIF E A GHNEIRYIR, AEERSRIAEZER. ORZBRNARE, FREZAEGMIERTNEYE, U
RiZERHBINAR S| AR Citrix Virtual Apps XX

PAC 2 f$15iR
INRERBEEANERNRE (PAC) XHEERERE, NaXEUTHIR.
RIBENKM: BEECE URL RIEH,

7EN S S hs E ROt E F B8 URL 268), BAN http:// 7 https://, FIFHMAR, BT ABER
8 URL £BHEA,

R MKM: PAC fiids HTTP TEKRK: EERK,

KERTBWAT HIRNSREMIL, NRE, BFEEMUHEL. MRFE, AUXARSSH. HEER.
ARERNEMK: PAC A HTTP THEM: HRERBEZ,

ARSS 88 L ARTFIERMIERAY PAC 3, 1B1EARS 28 £ ek PAC X, SEEMECE NS,
REBINEI: PAC Bz HTTP FTHEK.

T# PAC XHBNERAK. BEEREERHER,

RERNVERM: BRECEMERZT,

PAC XtR=, 1E7ERRS 2R LB PAC X, SiEEMECE N MES.

RIBICME M FL3F JavaScript.

/b PAC BIAITCMF SR pac.js XA, EFig# Citrix Workspace R AEER.
RIBRNL: JavaScript $#1%.

PAC X E& T JavaScript, E7EARS 2R L1EE PAC X, FiESIA £,
REBIONEK: KEEHEERASERTER,

MBRSS SRR AR XA EH. BTERSS 3R LIEEMMAMEN, HESEHMEEN KR,
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I
YIEERAAER SAML BHRIEMNARE (R AUTHY3 i) B, BETRUTHEIREE: “Unacceptable TLS
Certificate” (FAMESZH TLSIEH),

LEEMERT Linux 1 Citrix Workspace R 2R 1906 REShRANSHILLED, BXBERRTEA, ESH
MR E CTX260336,

R StoreFront RSB BT ZIRESFAFERIEBLENFRERER, HEEREREIEPUZIFSER AP, BT
LUTHE, SARBRM StoreFront AR

1. BRI — R Z A PEM 1889 HEHER,
e
NRHFE PEM XEIEH, &R openssl LAIEFE CRT SXAIEPHEIRA . pem S,
2. UARSH (EERroot) ZERME:
a) B— ez xHE41E SICAROOT/keystore/intcerts,
b) UREHRHEHER SHETUTHS:
SICAROOT/util/ctx_rehash

WMREXTIEPME AT AE N EFZ AP IS EENRSSJIERETHMRIIE, BRRUTRBHITIRE, ABEHRM
StoreFront B A®IE:
1. 3REX PEM R RIRIES.
B MEKAERXASESR, EER openss| SLAREFER CRT BRBNEPHHHIEN. pem X,
2. URERHEANBERS% (BER root) HITUUTIRE:
a) BizxEH1Z SICAROOT/keystore/cacerts,
b) ETUTFHS:

SICAROOT/util/ctx_rehash

Hth
R (R) AR

A BB 2B EI LT ia) s

KHARIE
INREAHEIRS BB S ERT Citrix Workspace BRFXARIE, FJUER wiica BFERTIMRSSBELLRE
AR LR HITIER.

BiEid syslog RAIERILES, 1EIEER 6 B SyslogThreshold FINFIEL B X489 [WFClient] #535, XEREH
547 LOG_INFO S = E B BEIERIEE. SyslogThreshold BIBRAER 4 (FLOG_WARNING),
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EI#, B wiica, HlEBRXIIFHEIEIR, EIEEN 6 B PrintLogThreshold 70z [WFClient] #843. PrintLogTh-
reshold B92kiAEH O (=LOG_EMERG),

BEXATRERNEREE, BBHEEIZFE, BXsyslog BBMFMES, HSHSyslog iLE,

EEXMHRE

wfclient.ini HEENEBEHLRE All_Regions.ini PEMNNEER, XHZIREABEEM. L+, wiclient.ini 2
8 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &84 sh i1 & BE XA canonicalization.ini AN A%
B, %gBAHER. EXiFMEL, 27 SICAROOT/config B R4 # All_Regions.ini #1 canonicalization.ini
X1

BERBHNAER

MREBTHRSRTHONERBHNBREFEEIRZE, W ZkOREMNBREFMIEN, RNBEFTESEN
(RRETEHREENATNAEFES), AXMERT, FRERSHEMNARFIRNSE TZHRTHO, HER
BEMEZHBITIRONNBEFEERHRRERZEOD.

AR, EEEEIERITHRONKARER, T UUCP EXK8E, NAEFRYGERaEEEEE—MIE
Xfo XEEXHPRIENUERURATERINRERS,

&zh Citrix Workspace S 2R

3R Citrix Workspace B BEFRER, HET “BAINAEFRIAXEHZXEESH EHE. RETERRE
e XIFEE 2 ICAROOT #R i Citrix Workspace M AREFRETFRINUE, WHXTILBZT2, ERDRILLR
&, Citrix BT FREZ—!

+ % ICAROOT EXAREHR,

EHERTFERENXT ICAROOT HiET 2, EEIAMER=IERBSH Citrix Workspace M AEF. MENE
TNZEIEEE, WEgekREMRENX ICAROOT BT =,

+ % Citrix Workspace AR EMREIIRIAMUE. BXRE Citrix Workspace L AREFHFMAEE, &
BIRALENLE,

NR5EwTE Citrix Workspace 2 RETBIALE , BEEMTEFIMIBR /opt/Citrix/ICACLient
8 $HOME/ICAClient/platform BR.

Citrix CryptoKit (L{gi#5} SSLSDK)

EERMEIEEIEITH Citrix CryptoKit (LLFi#r5 SSLSDK) =% OpenSSL BIkRAS, AILUERUTiH<:
strings libctxssl.so | grep ”Citrix SSLSDK”

EAIL7E AuthManagerDaemon 5% PrimaryAuthManager EiEfTithd&<
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BERES

NREOERREAERNBAESRMBANINGE, EHRESRTRENEEM. 5130, KDE EOEEEMER Ctrl+Shift+F1
2 Ctrl+Shift+F4 MBASTESRE 13 F 16 Ziali, MRBFILEE, BERRUTRRAR:

o B FRIRIEINE—AAHIBA S MA EIRS SHEAS, FI, EEREERXT, A Ctrl+Shift+F1 gt
FIRRSSRIRRAS AltHF1, BRIMFSHEENEAEMBAS, EEH SHOME/.ICAClient/wfclient.ini
8 [WFClient] S U TRE: HRESBEARMEAES Alt+Ctrl+F1 BRESE) Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift E2&} Hotkey1Shift=Alt+Ctrl,

s BEFNEEEAKAMERASCHELARIRS R/, XERASTEAMLIE, BERBEERR, BE
SHOME/.ICAClient/wfclient.ini # [WFClient] 84 &, 3% TransparentKeyPassthrough i& &5 Re-
mote,

- ENRETAEIES, FHMALERAKAREES,

int?2 Croatian &2

TSR #RE ASCH FREMAIXETIRS Croatian #E8%H/BHITZE M.

1. 7EMERZERE XX HHH WFClient 847, & UseEUKSforASCII i€ &R True,
2. ¥ UseEUKS & 2,

HiEgS
BEEWRIERENER, 5EH wiclient.ini BEXH4HHNUTEE:

KeyboardLayout=Japanese (JIS)

ABNT2 &

ERREY ABNT2 BE2HEM, BHEH wiclient.ini BEXHFHUATERE:

KeyboardLayout=Brazilian (ABNT2)

FithRa

R AR ERFERARRTRIETT, EM SICAROOT/config/module.ini 895 &R +iEZR RIBERMNRS 85 F.

Windows Media Player

Citrix Workspace M RiZFRI8E&E GStreamer i, TARBIEBRMNER. XBEEISBRS HIEREME,
ANEXNTERANEGSERIBHERTE—MEH. XBEIELNE, HELXSHRS S LER— 1 HIRNEE,
f&H Windows Media Player 1B iBRIAM, EXIEPEIRBRIZXGEEEBRI, ERBIHE Citrix
Workspace R#EFIEL, AL, REJ[IEREMSAKNEMEFES,
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FEOHIERT, RE#ERTEE Windows Media Player ififtssh, BLrr ERMARRIE LMES, HETE

IEMIBIC o
B BRILEIRINEE, HEBRERFROSIFEREBERY, BHRITUTRE:

1. G B E B ET “SpeedScreenMMAVerbose=0n” #iZEl SHome/.ICAClient/wfclient.ini (26) £

[WFClient] &84,
2. ENEMEIHENEBRSEFBE wiica.
3. BHSHH I IR,

4. B (ERERRAED) SRAEGHRERXEN MIME £8, $HERNZZHEREKRN MIME £2 (a0

“video/x-h264..),

5. #w%8 SICAROOT/config/MediaStreamingConfig.tbl, B &iZRH MIME & K17, £ “” 5 MIME

KEZEHEAN “?77 XEBEAZER.
6. W3 RIHFHRBANEMREERRIEE (£ER) PR2-5,

7. #¥EEM MediaStreamingConfig.tbl 4% 3% % 7 HREMN—4 GStreamer HEHFHIE fthit B,

=

AR

Wr] IEIRG MIME 268 f5% 4 GStreamer $a4F#1THERS,

BITHORE

BERE—HRTHD, BE SICAROOT/config/module.ini BBEXHHhFIMUTEE:
LastComPortNum=1

ComPortl=device

BREM I HZMNHETEHO, 3B SICAROOT/config/module.ini BEXHHRIMUTEE:
LastComPortNum=2

ComPort1=devicel

ComPort2=device2

Eix
REBYIL TR Citrix Workspace Rz FBi2BY Pl s IRV EALE I IRE B
HHEIR, $HIZHER 11 (E_MISSING_INI_SECTION), E&8@MEx 1, EERE,

ME$1T7iafT Citrix Workspace R RIEFFET, IthHSEERKRETE appsrv.ini X4 R EISHS1THIEEMNIRE,

E_BAD_OPTION - &1 “...” &,

B .. RS,
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E_BAD_ARG - &1 “...” AELMBH: ..o

JOEI LT HBE T TRE .

E_INI_KEY_SYNTAX - &40 .. 7 (FEREXH “...” F) T
B X RS HBHNVHESERF. FelE— M EEX M
E_INI_KEY_SYNTAX - {& .. (EBRE X “...” #1) TH.
EREXAHHH X RSHBETHEBERF. FelE— T EREXMH
E_SERVER_NAMELOOKUP_FAILURE - & EIRS 28 .7
TR RS 2882 o

TEBN—DHS I oo BEIEEAIEEHHRASARIEAF EiLo
RERTHFEHEERRMENRAE. WREMAR, BEFURIE, HFERRETRIEERHESRF
RS BBERCETF, BEMERHER. UTXHAIRERKE: ...
BIMERAERRTILHEIRE S8R

NR7EREA Citrix Workspace M ARRFEBRIEM, FIAERERRAZRNIIRMAIZIES, IWEETTEBILHEME
RIS ETR R R RS B RIE B %A,

FKEXS Citrix Workspace MAREFEXHIZHER
1. EREERD, #A util/lurdump, BNEEKIELTITFRSN R (B8 HIRMEHRITIIHRE

IR ER— BRI ME RN, HPRaERaEAES. Citrix Workspace AEFHEEEXHR
BURERFALENE,

2. BizxtrRizts Citrix A2, BREXHHEREANEER.

x5 EIRENERHITHIERR

BAEUERERROERRLEDNNER, KRR — M FEERNEFNRHTIA, BdITR, BAMEERERAILL
MEERISEE R RAEEH TR IS AR NI, EEEDOR, APAUET U A EEREE:

o XA ARER.

o EERIE PBRBERIIEHXATMITANNAEERF.

o NRIEFEARIE, EPBREFRXATAITANNBEFOERTHASRS[BOEEERE (FIFRSSEE
FTERTFFERRR XHIN BER) o

o BEEERGRAITHRE.
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SDK #1 API

July 6, 2020

Citrix Zii@& SDK

Citrix EBLBERHF L TAE (SDK) AER ICA thiXWEMEINBERMERS RS8N BIEFNE IR iZFE
X, IRSSHEMEENAEFMT Citrix Virtual Apps and Desktops fRS8s £, MNRBENHMEFIHFAR
B EilIRshigrRs, EBAR Citrix AL,

REINiEE SDK 12 f:

« 7£ Citrix Bg5528 AP SDK (WFAPI SDK) 5 @8 IhAE4 & A LU OIEf EEBE:ER Citrix IMIRENIZF
R 2R 420 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 2189 E3X5E
EXFFENT RS EINBERNERE,

o ARETRFERANS N EIEERHIEFHBRURAE,

+ EiNi@E SDK £E WFAPI SDK 7 8RS R @B AR 55 2805,

BXFAEE, BE2E@mEERAT Linux 89 Citrix Workspace W ABi2F# Citrix Eibi@E SDK,

LT3

BXHLITSEMSHMER, B2 EAT Linux 89 Citrix Workspace WAREFH<E%,

Fafiit SDK

fERmEEERT Linux 89 Citrix Workspace RZFF2FAI HDX SoC mB/M—&4y, FHiNRET “F&fik SDK” A
FLRMEBAFMINLEBERRRE. RES. SHEELSENESRES.

FRARALUERTFAMK SDK RIZEET Linux B9IRERMEE, HERBATARARREAT Linux 89 Citrix
Workspace A28 ICA 51244 (wfica) SIRIEHT B, WERAVEHAIE wlica ShSIMEM AT HZRE, XLiEM
BILUEE B A LU ThREREEBNE ML Linux 1 & RY1%RE:

o RN AFAHSIEERGH JPEG 1 H.264 #URRINNERARR
« EHATLAIERGNRENSE

o BEIIERISIEEGRRER SHIRES MR

o AFRXZEHE X1 NIRERFIFRREE S HAB R RARS

BAXER, BB ERT Linux # Citrix Workspace RAEF - F& 1k SDK,
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