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https://docs.citrix.com/zh-cn/tech-zone/learn/tech-briefs/workspace-microapps.html
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/get-started.html#custom-web-stores
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/get-started.html#custom-web-stores
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#webcams
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2. 3 SmartCard %%,
3. i&& DriverName= VDSCARDV2.DLL,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#optimization-for-microsoft-teams
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#optimization-for-microsoft-teams
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#logging
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tTheEEiEIER T Citrix Workspace R ABER.

ARSSESNE BRI R AR EM IR T XHERS IR MEVANG A BMER&RE. TIEDRSHSTTRIRNA, BFRERLL
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SITARSIELS MR Storebrowse 1E38IH4E

LART, {RTEER BBIARS i 1 1TIE 156, Workspace EEMRANGFSRERESS ENTAXGRT. A,
£/ Storebrowse B AREFNSERIEN, FAXIFRSEL M. KERE=FAEZF HHENEHER
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BibhRZEE, YiEthER Storebrowse #17i%1%8S, Workspace EEHAX GRS TERSHE ENTRAX GRS,
LInBE BB F B =H B R P IR EBE7E Workspace BB tBAEAIRI E,

AR

o IHIERINBENAEREEFBA T RSESMNAI A, BXEMER, E2I Citrix Workspace XASHHIES
BiRSESMEE .

© 1999-2021 Citrix Systems, Inc. All rights reserved. 5


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/install.html#installing-service-continuity-on-debian-packages
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html
https://chrome.google.com/webstore/detail/citrix-workspace-web-exte/dbdlmgpfijccjgnnpacnamgdfmljoeee
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/audio.html#adaptive-audio
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html#configure-service-continuity
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html#configure-service-continuity
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o IR BE SICAROOT/config/AuthManConfig.xml X /H 3% AuthManLiteEnabled H{&
WEA True, MILLIGRINEERAIA, FIAMBERT, WERERN False,

Global App Config Service (AHBFZARTKIR)

ERFMBERT Citrix Workspace # Global App Configuration Service, Citrix &2 58653810 £ HEERHAR
1Rt Workspace g% URL,

ERBEEH, BHAME AuthManConfig. xml X R B B Itk Th gk, = At E SICAROOT/config/
AuthManConfig.xml HHMUTEE:

<key>AppConfigEnabled</key>
<value> true </value>
<!--NeedCopy-->

B% Workspace iz URL igEMi¥4H= S, B2 Global App Configuration Service 344,
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iBEAT Linux 89 Citrix Workspace Rz i2FE X fER Global App Configuration Service 21 Workspace
AR URL.

Enlightened Data Transport (EDT) MTU %3

Citrix Workspace M BEFIEX# Enlightened Data Transport (EDT) epIRAfEH RN (MTU) %M. T2
57 EDT i oI SEMEMER M, FIRHS0HME P KK,
BxRFMER, 52017 Citrix Virtual Apps and Desktops xx#4eh#9 EDT MTU ZBEB53
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fElthRaAsH, Citrix Workspace MR SINT —MNER, 1Z:EW A AT EMLER PN AP REF R RHITIRM
EIERARR, RIBLAFNEFRRIER, GRILUREMABEENSLIERK, HWINEERITFEUEZRE IR ENMLE
EK,
AR
« LkIhEETE Citrix Workspace R BREFHNEBEPZ ., Lthsh, x86. x64 Ml armhf b 2FXIFME,

BEXFAER, BEREMSIERFEIZEEXAARE,

hEEAR S B IR

NREFIRFEHRM Citrix Workspace A2 HELR, A7 UTE Citrix Workspace ZREF ISR
MMEITHAEE, BIEIZINAEE RMINMILL. Ak, WIVEERIREREURE A LaunchDarkly WE=5RS. BXH
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https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/overview
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html#edt-mtu-discovery
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#creating-custom-user-agent-strings-in-network-request
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EEREANTEREZ T LaunchDarkly, FRIEEEE THELEHIERENHAIEHIAIE, EXFERT, EIREER
ER@EEE URL 5 P ik E A5 LaunchDarkly B,

ﬁ*ﬁémfm Sy ]ﬁ%lﬁjlﬂ *l\ SE IEO

2108 FEYFIEThEE
[z P2 7 (R4

M RREF RPN ET2EER.

N AR FFRIP AR B R IEIE A IR AR S5 88 L REMIINF A, b7z E Citrix Virtual Desktops ¥FaliE. BXiFa
BFAEE, 5807 Citrix Virtual Apps and Desktops X#4HBIECE RS-

AR RPN AEFNSERIE, FERINCTERRS. B2, &®ME AuthManConfig. xml Xff
FRECEZIIRE, 7 REXT B PRI EIREEA B BIARS R R E B A% ThRe.

BZARANE, EAILE Mozilla Firefox izfTHAIEIM Citrix Workspace R Bi2F B2 RIPHE R,
BXFAER, BERANEEFRF.

BIMECEE5RINAE

LIAT, module.ini X&HH VdcamVersion4Support BEMEIABEIREN True, E4kAEd, RIAMERE
7 False, EItk, RERN Citrix HDX Audio HZUASINEEERIETET. RN BENZEEREEREN
True BARAREMB/H MBS IR,

ZRAMThEE, ERITUTIRE:
1. SME \<ICAROOT\>/config/ X#&FHITH module. ini X,
2. %E clientaudio HHHFMUTEE:
VdcamVersion4Support=True

3. ENRHBSEUEEREN.

2106 HAYETIZThRE

BERAFNERRNBSEEH (BCR) 89 Chromium # A 1E2%2 (CEF)

HF CEF NN BNBREEAMEERSRIEM. HANER TRAIZME.
AR
armhf EERZFHILINAE,

BXFAER, ESHAEBEAET CEF 89 BCR,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#feature-flag-management
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#app-protection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#browser-content-redirection
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BRI E T 28

R ENEMRSIMERRE Citrix SERIEBHNXIEH,
AR
AR552% VDA BB MR SIERIT AR B Ro

BXFAER, FERABMRSIERS,.

ItkThBETE Citrix Workspace [ RZEFE B AT AR SRR 3,

RS ESNMERRSRAREMIRLD T XERS TS RAVAG T AMER&E. TIESRSHSITRRNE, BRE#RELL
BEEENNBEFHRE,

B %1 Citrix Workspace L AEFHP L RIRSELAMNERNES, BERAREZR,
B Citrix Workspace M Ri2F RERSIESMNER, BERTERSELL,

BXFMER, B5R Citrix Workspace XS RIAR S IELL ISR

N FRAEFFRIFIESRINAE SLI0METIRE
al, BMEREHBATNARFRIPIIE, BHINIEERSENEMRSBNEERFR R,

BAhRAsiE, Citrix Workspace REAFESINT —MAI, ZEM AV ERN A S B IIEE R RN BBRSEHRE
HHERE R BEICRN R FREHERINEE,

BEXFAEER, BEANAEFRF.

BP R mgsRIhEe
LUET, I&BFBAILUM Desktop Viewer B EETHET L E,

BARER, REXRPRSEMRSEGH—LEER, WE, RPEMEHH, UESZEH Citrix Workspace BIFMIER
F—3, IIZRINAERHREMZ TR 4K,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#battery-status-indicator
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/install.html#installing-service-continuity-on-debian-packages
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#app-protection
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Acc&ﬁnt Settings
Refresh

About Citrix Workspace
Accounts

Log Out

AE:
ZINERT, IR ERREHH Citrix Workspace MABEF R 2106 Frigfit,

SR AN, ERITATRE:

SMEl SICAROOT /config/AuthManConfig.xml #i§ WebUISettings WEIREN false,

Microsoft Teams 38114k
o LFl, BEREHEN, RAETSEHTETSENMLERNERTRELE.
FLthRASH, FMERENTREEREENEAREPE T, ALERE VDAREFBETFREREZNEARR, £
ENERS LEER—NMBERT, RERBEARHNEREERERRENET,
o I7E, TR REEEEMEEO,
Sfn%E \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream#tlE& N NetworkPreference
(REG_DWORD) ByEM&RIA,
RIEEERFEUTEZ—:
1-BIRW
2 - Wi-Fi
3 - FMmL
4-VPN

5-3F[A]
6 - £

BIMERT, WebRTC 45| 2% EZF R AR RERH,
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2104 havFTIEINAE
Red Hat Package Manager (RPM) MM AIEFRIPZIF L1 ThEe

RPM Rs#9 Citrix Workspace [z 2 EL7E 2 55 A2 R 1P
BXFAER, BFSRANBREFRI.

HDX Enlightened Data Transport i (EDT) Ayi&38I04E

ERHARRAS, MR HDXoverUDP I&EX Preferred, M@ EDT #ITHIEE IS AIEL UREH, HEIR
5 TCP,

MRBATEAEMNINE, WRSEHAMRER,. EREENEENT P KB EMERIREFHTHITEDT A
TCP, ItiEs2ThaerI4asa Bkl EDT BYpVERERTiEl, B2, FrRrIEM UDP FmAaTA, HELHER TCP,

BRINERT, EIREITCP 5, BENERREHSEIR 5 DHEI—R EDT,

Microsoft Teams i1t

FEARESF, FRABERT, OEERNELTERRS. HNENEFEERRERESNERNEITEE. BRNE
FAE#.

B E EEREER P s LR MR ERN SN,

ARSSELSNE (BRATARR)
pEI=

LEINEEE R AT AR IR E, Citrix BIREIREF=HFBEPERLLINEE B#ITEM, BERALT Podio R
Sign up: Service continuity Tech Preview for Citrix Workspace Gif: Bgs3iESE Citrix Workspace
AU AT AR) o

RS ESNE BRI RAREM IR T XHERS T MEVANG A BMER&RE. TIETRSHEITRIRME, BFRERILL
BEEEMNBEFHRHE,

BXFAER, 12 Citrix Workspace SRR S5 IE4L 14 25,

2103 aYFTEINEE
BEZETaRRME

FEXhRESF, BIUREFEZETRRRTREIER. HRARERERENETARN. BEGMTERPMERRENRLD
=i, MRS EF &R,

ERBEEH, BHBAE AuthManConfig.xml X B HILTh gk, S fnE SICAROOT/config/
AuthManConfig.xml FHRMUTEEUBBEEREMRBINEE:
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#app-protection
https://podio.com/webforms/25148648/1854298
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html
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<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REEMILERERKRIS, 1 BN BREFERETHRRERRIER,

BXFAER, BEHEEZ EREFEHH.

SERELEE S EE

ERHRANEF RS, SERSZF 32 MEMEE,
EXMRAET, BRESEUEREPER 64 NMEMBE,

Microsoft Teams 1Z38IhAE

BIAERT, VPO SiémaEE s MEL T EARS.

2101 ARG ThEE

E P iRIREN2REET (CDM) 3E32TH4E

FELbhRA S, WEMSIIREHEREYARHAMIMNIL 2INEE,

W7E, EUARIERIE A EE LR SR IR ERHY I EIR Ao
ERIESRETIHELRINHEE, FEREFBRNRET. FHRENATZEIENBEE.

B, ERILUKESREIRIEN BRI,

Debian R4 G 215N BIEFHRIP LI0ETEE
Debian kz<#y Citrix Workspace M BiEFIEZ N AZFRP.
ERRRENAREFRRIPALG, BESE Citrix Workspace NABREFZHIMEIRIBITU TS

export DEBIAN_FRONTEND="noninteractive"

sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"

sudo debconf-show dicaclient

* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb

<!--NeedCopy-->
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#pinning-multi-monitor-screen-layout
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
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Microsoft Teams 1Z38IhAE

+ Citrix Workspace N B2FLEREFMERS Microsoft Teams $E—i2iT 8,
o B EMTRIFEBEANSIMNEE, FLTFEENEMEE,
« HTTP REXZHER FHRIE.

2012 RHIFTIEINEE
&P inIkEheEksT (CDM) 1532 ThaE
T, #@d CDM ipRxX#iREENATFMEEEENNABE.
BahR4sE, Citrix Workspace AR AT EEE SN ARE CDM XA,
AR
EREAT Web 89 Workspace BY, XHIHFIRBEESIEFHRIFAE, ZIRBERINGE AEREIGIET,

BXFAER, BEAEF R,

N 2R IRIF SRL01EThAE
AR

 {REMERA tarball ZFE =% Citrix Workspace [ A2FFES A4 Z#51thIhEE, Lthoh, x64 1 armhf 2m—
SRR IR,
o IthzhAEM7E Citrix Virtual Apps and Desktops fzsitiZi B h 2,

[ R RIP2— M NThaE, BIIATEREA Citrix Virtual Apps and Desktops BYiRfiigagM R 2%, ZINAERKIT
EFHZRBIEKNERHRTEERETMNEN. AEFRIPAVLEEERE EERNAFZENSRESSFINE
E8. ZMEERMLEAR MK EESNEREREULERAREICRB[EENFARBER.

B xanfa 1 Citrix Virtual Apps and Desktops LEEE N BEFRIFIES, iE5i# Citrix Virtual Apps and
Desktops 4R8I FAZ FRIFER ST

B Citrix Workspace B2 HN BR2FRIPHIFEAES, BBRANAEFRF.

B I0IEEsaIhEE SCIOHThEE
FAIMIETE Citrix Workspace MBEFHERERIIEHEE, FEESRELETVABEFMEE, LHBEYT
HEAFFR, EMSNENEESHRIESHE, WEEERARSIEEN BN FTEEERRANEER,
AE:
o B IIIEERINEENTE RSB FIER.
o ARMHF & _ER{gftitt 55108 Ih8E,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#client-drive-mapping
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/app-protection.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#app-protection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#experimental-features

BT Linux & Citrix Workspace M BiEF

DB

2% libsecret &,

BINBERT, LIhae FREARS,
BEXEMER, BEBRS BRI,

Epil=E
BashRAsE, module.ini XfEHH VdcamVersion4Support BMMEHAEIRERN True,

BXFAER, BESHEE,

2010 $p9FEINAE
ERINFIMEER

LUET, (RIESIETRGSBEAZINGE, BMEFSIEH AL E L ERTRNL, MERIEEEE BTl Citrix HDX
Audio.

EARRAF, EATF Linux B9 Citrix Workspace [ 2% B nRER Al AMFE A S E. EINEREaH
BEEH—EETR, MIFRTA Citrix HDX Audio. ETUNIRBIRIFRHERANEMEE. STERBRAHTR
B, BHAEFFELRERERASINRENARRE. BARBRIMLER, 21EFEHEN.

BXEAER, BEAE,
ISk, AhRAERRRT S |CA ThEERYR)RE,

2009 EvFTIEThEE
AEICRAILRINEE
LIET, debug.ini M module.ini XHEBTEERSIEF.
Bhias 2009 &£, ErIERUTAEZ—EBERATIER:
o WITEO
+ GUI(GUI)
B, BhkZs 2009 #2, debug.ini EBEXHEM Citrix Workspace N B2 REREF NS PR,
BEIEREERR Citrix Workspace ARZFIEEFMAEE. KEENNERENHRT AEERBEE. =5
FEARTUEREEIER SDK, XA Citrix Workspace i BIEZFF &k SDK 89— RS E—i2.
BT LA BEE B HAT U THEE:

o DHIFIHRMEAEGHIEEE, BERENRRIRIER,
- IBNENEEMBEREE.
o IREEEEN.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/authentication.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio
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} =r

AR
I HERBRRNFOERFEE R,

BXHTRERNFEAER, FERETIER.

2006 HHIFIEINEE
Microsoft Teams 9114

f# Citrix Virtual Apps and Desktops #1 Citrix Workspace R B#2F HEF L& Microsoft Teams #1771k
{£. Microsoft Teams i b2 F Microsoft Skype for Business 9 HDX RealTime i tk. FEKZE, FE1E
Microsoft Teams i {LFrEERER A A1 iR45EI VDA #0 Citrix Workspace M BEFH,

i@id Microsoft Teams fiifk, EATF Linux 89 Citrix Workspace M BRZFXZHEM. MWAMRRLZINAE
AR
Microsoft Teams i 1b{X7E x64 Linux &1Thik £ =45,
BXMABEABEIERNESR, BRE Microsoft Teams 8 HEIE R TRRMS B TR,
BXRAABRNES, ESHE Microsoft Teams A ER,

BXRFMAER, FEH Microsoft Teams 7461 Microsoft Teams EE [,

%45 NetScaler i Bi2FA% (NSAP) EHiEE

NetScaler Rz fE#EFALE (NetScaler App Experience, NSAP) @ EINRE L BIfE N SEIOETHAEIR (i, MBS
YEF. NSAP EiXEERTZEENIREY HDX Insight #3BHIRIR, BU# T Al BIEAEAE. NSAP EIEERINL TR
RE. BEHER, BT module. ini XE# NSAP #5E NSAP=0ff,

BXEHMES, ESA Linux Virtual Delivery Agent e ey HDX Insight # Citrix Application Delivery
Management fRSs %89 HDX Insights

B T Citrix Analytics 353
Citrix Workspace R AREFRLISHN, ATLIMEMR 23B89 ICA i EdREHE Citrix Analytics RS,

A% Citrix Analytics fafERLLE EFMER, B2REEEBIRSH Virtual Apps and Desktops B EBhiE

TLS WA &5
DR, &K TLS iAsA 1.0, &= TLS fRasH 1.2,
BARRAE, FNKRMEMKES TLS rdH 1.2, EX MinimumTLS EEERENE, EZE TLS.
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CryptoKit =i
CryptoKit iZs 14.2 5 OpenSSL 1.1.1d &Rk,

2004 HAYFRIEThEE
BEXHF

BT Linux 8 Citrix Workspace B2 IEREEAFIBIRZS,

Bt T BRI AT RE
EARRRAESR, SHAFKFAREREE RN AR EHETER.

Microsoft Teams KIS SAfL 1L SLI8 4 THAE

ER—TRILMTNEE, Citrix Workspace B f#2F a7 Citrix Virtual Desktops 21351789 Microsoft Teams
RSN,

FE:
Microsoft Teams S5 LITE X64 Linux 21T £ =35,

BXFAER, 57 Citrix Virtual Apps and Desktops sx#ser#y Microsoft Teams 441 Microsoft Teams
EEMES

%#% NetScaler i Ai2F 4% (NSAP) mEiliEE S50 4 ThAE

fER—mskLe4IhEE, HDX Insight #4ER B NSAP EHUBEH IUKRERAXKE, MRS T Y BIEMEEE.
NSAP Ei@EERINE T RANRS. BFHEHEA, 187 module. ini XfHi]# NSAP #7E NSAP=0f1f,

BXEHAESR, ESF Linux Virtual Delivery Agent xx#4 s # HDX Insight #1 Citrix Application Delivery
Management fR$5X#%#89 HDX Insights

1912 hav3EINGE
BEAF P RELRIN6E

1910 kR5INTEBRRF RE (TUI) ThaE, 83E VDTUIITE, WINEERIERIE Fis RGEIARS 82 K= TUI #EeE,
BRHEI LA Ul BXEH. B2, BEFSRENXN, “[EERBE <Application>” SHEER EMAEHMTAER
BONE, BEERET.

WE, RIMERT, module.ini XHHhey VDTUIAREIREAF. Eit, YEEHNARFHFABET “EEBD

<Application>” MHEE, HR, KHEHEZ—EER “[EEEE <Application>” SHEE, ZWEER R RN ARERF
BEIBHE,
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GStreamer 1.x 3% L1014 IhEE

ERHRRAH, GStreamer 0.10 EXFZEAEEEMMIIINRAE, BARRAE, EILUE GStreamer 1Lx BB R
INhRZS,

PRI

o ERGIAREY, A ERIEIN A RE T AR TAEA T F,
« Y1&7E ARMHF i&& LBz Citrix Workspace M 2R, GStreamer 1.x RIBETAIETHAT 1F,

BXEMER, BESRER GStreamer 1.%.

ERTNNEABEER (BCR) #9 Chromium i A\ESR (CEF) I0 11058

BCR Th8ER Web JIRBHNBTEERZITFHiLE. ZWEERK LRI Citrix Workspace [z 2R FHHIMERZ N 5
%o

A, BCREMAETF WebkitGTK+ WEMEKZMEAST. BahAie, BCRFEAET CEF NBMURTEFH
BR%R. ERBTRNEERER. NEMENEREREHEE .

EXEMAES, B2 [BAETF CEF 8 BCR], (/en-us/citrix-workspace-app-for-linux/configure-
xenapp.html#enabling-cef-based-bcr)

Bx BCRYER, &2 Citrix Virtual Apps and Desktops st4eR# L 2 A A EE Eo
pEa
+ pacexec Z#HIX 4R M Citrix Workspace M ABTEFHI x86 hrz s,
« Citrix Files FJ8ETE % 5 BEThRERY Workspace ThEERA

1910 HEIFILIhEE
BEXH
BT Linux By Citrix Workspace M BZFIERECEEE FiBIRES.

N 2 FFia 2R BT

[ R a e EZ a5 Citrix Workspace M BEFE B, ZianSa2BAKIETPEEN— I ER. SINMBERF
{5285, EAT Linux 89 Citrix Workspace M RZFHE R MRES ISGH,
A AE A ER TR R S

o BxBEnh Citrix Workspace M BEF
o XMHEMBTIEAER
- BREHEHBHEAER
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} =r

AR

%= Z libappindicator B EEE RN AREFIETER. BEM Web ZEEAFEM Linux ZIThREY
libappindicator e,

B RE

Citrix ICA X ERFEAR - R EHh@EE [TUI VC] 1Y Citrix Virtual Apps and Desktops 5E#ARS 2828
REiE. TUl MUEmnigiEEnmr R (U] AES.

UG, EATF Linux 8 Citrix Workspace A#2FRZ#F TUI VC ThEE, Eit, BFRHRATEFRERLERBR
58 Ul B, FEit, SiREmNARFN, ENARFINEREEN “EfERE) <Application>” S$EE,

W7E, EAT Linux 89 Citrix Workspace MAERF %35 TUI VC Thik, ILINRERIEEEBHE P imi RS 88 &% TUI
BiEE, ZPmAILUAR Ul AEXEM. LthIhserISBEEEHIZUAZIMREREN 2R, AIE module. ini X4k
VDTUI #5%&: VDTUI - On/Off

BXREMEENIFMER, E5H Citrix Virtual Apps and Desktops xx#4a9 Citrix ICA gEibiEE,

BEE /R
2111 EEERR

s EEFIHEMENEELEFR, TREXESREMERIRIE—R. AL, FFIHEHEMERRISAIETAES
EIE{ER. [HDX-34114]

« MERT Linux B9 Citrix Workspace i AB#2F 2109 25EAF Windows 89 Citrix Workspace M B2
2109 SEMAF Mac #9 Citrix Workspace 2109 #47 P2P 5&i&8Y, MK, [HDX-35223]

FHRAFEREIRE
2109 FEBEEZR

« @ESERTF Linux 89 Citrix Workspace R 21T Microsoft Excel HSMMFIHIE > FEZT AN, HURE
& B H SR BT AT A IR THRTT A [CVADHELP-16509]

« fEM VDA hRZs 2106 BY, Microsoft Teams HFHIRREHZINAEEMRMEX TIIEERKK, [HDX-34002]

« 72 Ubuntu 20.04 t, SERSNAREN, BBRSIAFRAEAIGETAEE T, [RFLNX-8155]

FHRAFEEEIRE
2108 EEERIR
o SRMAPREEFIXAHEEMUEIIERATRERKK. [CVADHELP-16828]

o EAETF WebkitGTK+ MEMERARH, NEBABEETMATERKK. [CVADHELP-17748]
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RENAEFRFE, K@ Ul AIRESEmE, HEFERE. [RFLNX-7729]
T2 EER Citrix Workspace AREFH, NARFRIFIEEAEETLAESET. [RFLNX-7858]

ZRE=ER, £H8 CEF-BCREEANEG, REEARTENRET BCREME L. REERTIRBIH
I TFHIR 2R, [RFLNX-7704]

7£ Microsoft Teams &ilERia), %EF “Fil1l frame” EIMBSASAEE S L e RS IRTAEAE R, [HDX-31929]
7£ Microsoft Teams #sfi@i%EHAE, Desktop Viewer FlgESTBFTMMN, [HDX-32435]

=ik Citrix Workspace AR BaKEHNAREZFAIGERKK, ICACLient. log XHEERUT
HE:

“Waiting for handler grpc to be ready.” (HF&FIERZRF grpc ASHE.)
[HDX-32575]

2106 E~EE IR

fFEMEAT Linux 89 Citrix Workspace B2 1912 BY, BIMGIREEATRESKK, SHRIELHN, &
HIANAEIL A SRR S IR, [CVADHELP-16210]

KM AE Microsoft Teams MSMEIFATRER BV B, EMFERHEMEERIEZH, ML EME.
[CVADHELP-16846]

SR THAHMEHZ HIEENXHATAERKK, [CVADHELP-17337]

£ Linux iR L BEhRIETTRERA K. BRAT ZRRBNSEILAM, [RFLNX-6960]

£ GStreamer 1.15.1 BY, MERGENEERRIRERKNY, RIEATRERMFERE. [HDX-30550]

2104 EEERIR-

ERANKBABTEEAEN, BIEE YouTube EREFHFITIER, BEESBRSMEEIRE O, [RFLNX-5349]
23t SOBIERAIEITE Microsoft Teams FHEZERER, HiMAlaEakE, Dell Wyse EZEFix 5070 1 5470
HItkERR, [RFLNX-6537]

&R T Linux & Citrix Workspace M ABEFH#ER Microsoft Teams B, FLEEIEFTAES B IMIFFIERS,
[RFLNX-6719]

LR AR AR T BN FEUHEE A AEFIRR E MM Fial, [RFLNX-7006]

/A Chromium Embedded Framework B, %8R ANEETETERXSH CPU FIAZES, [RFLNX-
7217]

HEAGHNAEERFSAMEARERF ZERE, BEAGNNBEFIRTEIEEREXATERY B
[CVADHELP-14812]

@EERTF Linux B9 Citrix Workspace M B#2F1TF Microsoft Excel HSMMEIKIE > BEZON, HIRE
& B H SR TR T AR TERFT A [CVADHELP-16509]

EATF Linux B Citrix Workspace R FB#2FhRzs 2101 1 2102 aJge &7 Citrix Director hEREHMEF
i |P it [CVADHELP-16923]

BIMSENR MRS HMELS, tia@mHEIEREERSH, [CVADHELP-17290]
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2103 EEERR

SHFHTRMANIVBET R SBEMER. EEEHEIMEERIEZA, SMLEME. [CVADHELP-

16846]
7 Microsoft Teams MAM@IEZIZHR, BIEY LA LED FIAESIAIER, TS iMsfinlses(=1E, [CVADHELP-
16383]

& E % AudioLatencyControlEnabled FWEAEIZE R True, 4858 7 ZHMIER. [RFLNX-6620]
Microsoft Teams W REHLZ A TEE R TAIsERKM, [RFLNX-6659]

2101 EBERR

FERABEXHEN, AEEREHFMIMISHRIERT. WaREHNEENEEEREFER Chromium A
HEZ2 (CEF) S, MRAEZZHRERENSITMIMER, [CVADHELP-14804]
SMEMERINENRIEN, ZRETVERITELMN, BATERFHNIERILILER, BRS5ESENE
NE#e+, [CVADHELP-15028]

£ Microsoft Teams e FEMHIENX T, MIEMAIAERERIFSVRETR/EMLN, HS5EEANERGL
0 USB \&kziatifed, SHttia, [CVADHELP-16400]

7£ Microsoft Teams * FEMERX T, HIXRtcEngine. exe #HIZAAES EIMEH, [CVADHELP-16504]

2012 hEEERIE-

SHBHEANEERNBTEEAN Web TTHEHE, % Web MEIEALTHELMA, RHEHREASFNETRH
T ROBEER S LA, [RFLNX-5306]

FRET CEFBCRE, ERXMENFA=EEE. EBRAEEME, BT ALL_Regions.ini ¥
CefEnableMediaDevices BMi&EN True, [RFLNX-5337]

# Alt+Crl 25Y, BRI FERS, “BEGR” ETUEE NRS BBMIAEN B IILEH, [RFLNX-
5444]

2447 Android F#] L%k USB . EEEmthiX (PTP) FEHEEmhil (MTP) ek M. B
Windows 1 Linux VDA fh&E kA&, 57E ush.conf SXEEFRZRINLLT A28 :

ALLOW: VID = (vid of the device) disableselectconfig=1
[CVADHELP-15304]

Citrix Director AJgE= 512 #h3 Citrix Workspace BRI A SRS 7 2009 mIE 2010, [RFLNX-
5743]

A EEREXEMINERER T Linux B Citrix Workspace RZ B2, 1B LUGH 231 0] Bk & K M.
[RFLNX-5971]

SIRFMKRESHRIEN (BR) MARIEN, fJRESHEMBEEIZHEE. EAT Linux # Citrix Workspace
RIFAFER 2010 HINtA#, [RFLNX-5980]
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2010 EEERR

£ Microsoft Teams FiEfTISAEEHEZREN, FETRESNIFEFRE. [RFLNX-4778]

i BE X webrpc.log #1 webrtc.log X#rTBER ALK, [RFLNX-5221]

BIE7E(E storebrowse LAREFHIRNABERS, LRANABEITANZRIEE. [RFLNX-5499]

U BN LR TEBIAEKIIZER, Microsoft Teams ML AIRET A IEEiE1T. [RFLNX-5599]
MERTF Linux 89 Citrix Workspace M RiZF BoIsiEE, RIEAIAERINIFARE. HILtRRRE A= IERT
FREEHERIEE, B EERE Microsoft WEEFEFEM, [CVADHELP-14194]
ERRNRIEZERITE SR A B S MGIRIZIERT, XEARIERTRERIBIBRME I, [CVADHELP-15228]
fERETERT Linux 89 Citrix Workspace M A2FARZs 1906 SkE =M< EshH Microsoft PowerPoint
BEhsITHETRE, ZETRUEARELRER T, [CVADHELP-15648]

EATF Linux 89 Citrix Workspace M FREFRIAE R = AER HTMLS Atz 6E05 A IE 2 RS HRIEXHE
E, FEREBRSAFFENSEIItE, [CVADHELP-15720]

2009 HE~EE IR

BE, RINMETRKE Microsoft Teams FHSES A BRI RHER, LAMEOEMNTEEONSHIMIL?R
o EHit, ZEFOFRSKEIRITEMS. BRTZEN, ER/IMNERL, BRGAFEESRFNM L, ARENE
ROy ERPERZ. [RFLNX-4937]

7z UDP & EIE1TMRIETR, MRERTRERME K. [RFLNX-5135]

TR LD TEE=FEARNARFNEON, BORERBE0&R)\E. [CVADHELP-13677]
EEMIIRE LETHRIENE USB REFTRERSBIMIEER TR —&E LETHEANRE. [CVADHELP-
13684]

EZETRTRED, YEZRTETR LENBHERSEN, ERERRFEFRANETSE Lo BMERIRLT
MHREERE—ETE L, HadBitia#E, [CVADHELP-14642]

SHEMERIER, [EURSERAHINFILANFERE, FEEEFSNRIINKIES HIILR>R,
[CVADHELP-15036]

2006 EEERIR

fE/A Microsoft Teams B, “MAIEE” A= ER. [RFLNX-4234]

2iEBThAgEa7E Red Hat 8.2, CentOS 8.x. Fedora 29. 30 #1 31 & 17hR £, [RFLNX-3114] [RFLNX-
4438] [RFLNX-4296]

B wfica_for_plugins Z#EIXHERMETEMRNK SDKE, £ LIBS_GTK 5| N\BRHE KT
Sk, [RFLNX-4604]

mmEET CEF 89 BCR MRS BIRENE P it M ATAER KM, Fik, NERABTEE FIFEK. [RFLNX-4459]
7£ Citrix StoreFront FER HFE RGN ARERFE, BER—MEEWNEEHREELL, FELEEXTREH
BitkiR&, [CVADHELP-13896]

EERHERTLURERE ER Citrix Workspace B#2F/E, & T# receiverconfig.cr X, ZiRi@dE
ZX M AEERINE Citrix Workspace WBEF RS kM, [CVADHELP-14389]
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SXRERATF Linux B9 Citrix Workspace RZA#2FBSTE) COM BiTin O RERKM, XRAZGEOTES
i FKIEFELFTH COM £ BRI [CVADHELP-14391]

iBATF Linux # Citrix Workspace M A2FAIRETAIRBIR LS R, Altt, S2EAXESERBHRIE
5%, [CVADHELP-14878]

2004 EEERIR-

REM All_Regions.ini XHFHIBRENETERS, wlica #I2EAK, Eitt, RIEFLXERE. [RFLNX-3965]
BRANENABERE, 50 > kPR FREFREREEBRSEOH, [RFLNX-3605]

Linux E&fitft SDK FEATF Citrix Workspace FZ#2Rhr7s 1908, 1910 1 1912, M Citrix Workspace
NAEFTEREFaERMEE wiica_for_plugins T aHIItaH, [RFLNX-4298]

£/ storebrowse &< FIMNAREIEN, ZNABEAREREEEDN > kP IET+ L, BBRSAFRE
FEEmSITRSHILtRM, [RFLNX-3683]

E=ED, wiica TRESEBBTHRBASTEER (BCR) B9 Web i = EEIMEH. IR AllowMulti-
Stream H{EIZE AN True, NEHIILAZ, [CVADHELP-13168]

HENERB[LER, HETHEBEFANSHEEN, SRKEAGTHRENERERNERERATESEK,
[CVADHELP-13990]

BORESELESETBIETRAE AELEFONANRAELEST O ZE VIR = I L &,
[CVADHELP-13458]

M PNA R BESERSRERIERE, RIEFHXAHERED, SUZEOTERRYE, [CVADHELP-14405]

1912 EEER

7£ Ubuntul6.04x64 /1, Citrix Workspace MABEFEITAIfER IR B REMESH £, [RFLNX-3582]

£ gst-playl.0 Bk gst-play WIS HEE [symlink] /&, .mp4 A HAIRERERERERRRE
o, #BEE&ESZM. [RFLNX-2429]

MNRBRIFEFEINRI 2R ICAIFERN, BRAERLAEE S, & Raspberry Pi OS LizfTHy
ArmHardFloat (armhf) i&& t&HIM ki@, [RFLNX-3553]

FREMRSEF REE, EENEDEMA ST ARMEA T, libwebkitl Z @RI AR<HILLL R,
H1& Debian 10 buster EFis—#, [RFLNX-3596]

LEMEMRGAF (MIEE—NEF) =ikE50 Citrix Workspace M AZFE, BBIARS AP A@AIREL
17, WRERERUTHEIRER:

"Bind Error - address already in use.” (45E$5i% - #hitBEERT.)
[RFLNX-3601]

7 Ubuntu 18.04 R Emh4aH, YEERABHRSAFRAEBRDINARFN, BRINEARFERERN
“wfica_seamless” - MAREMARFZE. HIILEANFREARRIAWREFE A GNOME, [RFLNX-
3650]
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HEIEAREREMARKAERERN, TR > WBXNEAZER M A ERNKERNABEFTIR.
[RFLNX-3458]

XABEMRSAARERE, BETUTHIZER:
“free(): double free detected in cache 2 Aborted.” (free(): £ tcache 2 MR R RERELK LE,)
7£ Raspbian Buster OS Liz1789 ArmHardFloat (armhf) i&& &It E—E, [RFLNX-3578]

2HS—RNEIRE, MATRRSEERT Linux 89 Citrix Workspace R AEF Rt N\B 22BN BEFEHK
&2, [CVADHELP-13742]

Af%EREy USB Ixzhas T ABRET Rl CentOS 7.7 B % LRI VDA, [CVADHELP-13422]

1910 1 EEEHR

ERAF Linux 89 Citrix Workspace MAREF&KHT libcurl3 #iTR%E, MALEERE, KRHFIMEHMER, UL
FEERZTE, [RFLNX-3487]

&/ Video Decode and the Presentation API for Unix (VDPAU) Optimization Pack 2% H.264 &3
HEIRRTBE T AT T E, [RFLNX-2892]

fFEREAT Linux B Citrix Workspace B 24 1906 3% 1908 B, =R A F#HE Workspace B,
BERNEAEFIRET. R, BETRUTERER: BRLUARIER Workspace, [RFLNX-3519]
LYEEREEEZ N E RN, TREETEERES. [RFLNX-3248]

B1a)

2111 FEREE

WHRRIER LS A FEEE R RBRMEMEEIAINEE, [HDX-34582]

BRoNABEN, REERERANAE. [RFLNX-8337]

£idEs Citrix Workspace HAEEFE, BEIRSAFR RERIGELEITH, HETUTHEHIRES:
APEXKIES 2

EIAIR SRk 4<F0 Azure VM Debian 10 B3 tia)@, [RFLNX-8336]

72 Ubuntu 21.10 R KHRRERA T LARFRIFIIEER Citrix Workspace AREFE, 1RIFRHKSIS
EEHMBIRANAIRERKM, Citrix Workspace 2R 2108 REBRASHILLRM, BEMRBIERFS]
SERMHITME, FHITUTESIRE:

- Bfi%% Ubuntu 21.10 #&F &%, BR, FEi1FZ#EF Ubuntu 21.10 LM ARZFFRIPIIEE.

- BRERERANMEERR, ABERLKIFEE Citrix Workspace B RER.

- BEENRERAETSIE, FMNNBERERZRZEPMEE rm -rf /etc/ld.so.preload X,
[RFLNX-8358]
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FHIRAPBIE IR

2109 FHER B

o E0# Citrix Workspace R FEFET, ATRERSBETHMIER SHOME/ . local/share/webkitgtk F#gidHp
FEXM. RAFERFoIRBRXLEEF S, [HDX-28187]

« EDDC LEAT “ZimN” &, 2ik#EMA Citrix Workspace BEEF BSE RN AREF TESKM,
[HDX-31016]

o BRXERATEFESNRIEBHRIETESKM. EAT Linux 89 Citrix Workspace R BIEFF 2104 REShR
ABPLRE, BRAERFHIMNSEREIR, [CVADHELP-18402]

 EEFHBESNEMERIRED, REXESHEMEEIRIE—R, Eit, EFiHBENEESEIEAIRTEER
EIE{ER. [HDX-34114]

o XAETNAEFESHENHERS, wiica #IETRESEAN. Eit, NAEFITESBEHHFMNRETEX.
[HDX-34701]

FHIRRAPBIE IR
2108 gy xia)ER

o SANBREFRIPIIEN, RERICRINENER UIDialoglibWebKit3. so EMEHEIEEESEOA
REREEEA. [RFLNX-8027]

- MREALBERSB/HFTE (GSLB), EEEFIE (TTL) IHER BN AIEERREFE S (DNS) MR,
I, GEF WebView #1T&HIIERTRERKK. [RFLNX-3673]

2106 FHYERBE

s ERERIEP, /A CEF-BCREEMNERG, BEESFTEEMNREE BCREME L (190 YouTube #R),

ERESERBIHMNAER, BREXETARE, ABEERITEH. [RFLNX-7704]

s ERERIER, FH CEF-BCREEANERG, REFSIRESILRIRIMMUIE, RBMEHE=SXFR CEF
HIBRHISEAY. [RFLNX-7724]

s ZRAEFEEAS—MUAREFEE BCREME (HI7 YouTube %) B, JNBNEASHIER &
[RFLNX-7730]

« {#/ CEF-BCR ExEi@EE, *AEEAM Web FTEN, HiRASEHSHEHRDERMIE, [RFLNX-7667]

* £ Microsoft Teams =%t R E 3B IEHA A, SMATAETEBIENFT 15 AT EEE#HT. BRNZE: &
module.ini X, ¥ VdcamVersion4Support BHi&EN False, [HDX-29526]

2104 FER B

« 7£ VDA hiRZs 1912 LTSR CU2 o, =iEFAJgExBrFFiE#E. 7 Delivery Controller LEAT ZMEHRSHI
LthimlR, R ERE VDA AREIkAs 2012 sEShR4s. [RFLNX-6960]
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2103 FHERBE

o EASREIERREELZHE, Microsoft Teams AT8E R TS TMN , BIE I gE R RIRLEE R, [CVADHELP-16918]

2101 HEERRE

o KBYEHBBANSART , SIMR(FLE, BN ETTLEREIR I VdcamVersiond4Supporti&E R True BRI
TR, R R 5 2@ VdcamVersion4Supporti® &R False REASE5E, [RFLNX-6472]

« 7£ Microsoft Teams &iXHAial, SHAATAESESHSNFRE. EEFPHE LB IILR™, [RFLNX-6537]

BiE, Citrix Workspace M2 aIBE T A7 Microsoft Teams hEIENBIMSH, [RFLNX-6662]

o YT cefenablemediadevices IREAT Microsoft Teams BY, ERRXTTERTHAER T1E. $ET
CEF 89 BCR 15865 Microsoft Teams EE& R & HILAZ, [RFLNX-6689]

2012 FpERaE

o RIERIRAXIEFBIFFERER, HdXxRtcEngine.exe HIZAgEREIMEH, [RFLNX-5885]

o ZHBNNAE, XITEETAAE. M Linux Gt ENEEN, EXERRSPSHMtR#, BXERA
3%, BEEPHIRFRLNE CTX272423 #1 CTX131504, [CVADHELP-16170]

+ 73 Microsoft Teams #$fi@IEEL HDX b8y, SARIRESTIREMEL, SHMELEER. EEEHENFR
BMEZEEVNSHIItRZR, [CYADHELP-16186]

2010 FHERBE

o TAHEEXHENEHFEEX Y. cHEPsHTLEE, [RFLNX-5596]

« 7£ Microsoft Teams /1, HBAFHEREMIEE. SMEEFA2BENEBEABINIEGE. [RFLNX-5652 ]

s ZAAELRRATERERER THERETERKK. BATHNBATEERNSHILRM, [CVADHELP-
13884]

« BlfE HDXoverUDP &EH Preferred B, TCP EIRERAIGEMSAT AR, F/H Citrix Gateway &zt
SHIE R, [CVADHELP-15526]

2009 FEER B

o 3 ICA ThEE R RE TS A IE 1517, [RFLNX-4286]
+ 7£ Microsoft Teams FiEiTISIEIEH L ZRENR, BEAIESNIFARE. [RFLNX-4778]
« SRERERIEZEYIEAIESKMK, [CVADHELP-15229]

2006 FHYERN R

« B, 2IMETRKE Microsoft Teams SIS MBS RZHIER, HAMEOBRNTREETONSHILLRE
o A, IEEFOFAIWEIRIIEN. BRGEN, ARIVUNERSL, BERGEFERFNH L, ARNE
PERLEER, [RFLNX-4937]
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o BB, REEMEEBAK. BidH SD-WAN 8 TCP I Z 5 ICA (MSI) thilE2 B — ik OBy & B Lk i3 &L,
[RFLNX-4782]

2004 R ERN A=A

« &ATF Linux B Citrix Workspace B2 A 8E T A IRBI FLEE fE£. AL, X ERZEEEBIHSIEE
K,

« 7£ Citrix Workspace fzf#2F#1 SD-WAN EEAZ T ICA (MS]) hil/ERoh=iEs, SIEBIMRE. LA
ERUTHIRES:

“5 VDA poiEiEE ..
I AEMRER R Z#8iE0 MSI, [RFLNX-4219]

« RIEBEFTEERTE CentOS 8.x. Fedora 29. 30 #1 31 R1TAR LR, MRRF#: BESRMIRAPLXE
CTX270926, [RFLNX-3114]

1912 B RNIER

o EAET CEFBCRE, MREEER URL, BEESFRBEETED, BRFER, BIB—HRBRTF
FRLUOAR EET £, [RFLNX-3871]

o 1EFERAET CEF 8 BCR BT, E&RJgeaEEIiRT webcontainer #iZ2B 2 ILAER. XHH W Es o Flt = B
ItialgE, [RFLNX-3872]

s FREMRSAFREE, HEME SN ETERMEAIE, H#8 Workspace NEREFRER LM, L
R EE Ubuntu 19.10 &47hR™. [RFLNX-3720]

« Citrix Workspace RZA#2FhRA 1912 AL TIEXEEER.

« MEBBIEEBEALZIF Microsoft Teams, LtirlR—IREl, EA Citrix RZEHEATF Linux & Citrix
Workspace M ABi#EFHH Microsoft Teams itk [MTOP], [RFLNX-3674]

1910 FRIEXNAA

 FREBRSEFAREN, BERME RN LT AR I libwebkitl R#EGFRATANSHN
i, #t# Debian 10 buster P if—#%, RARAER, WBRATF install/path/lib BR+H
UlDialogLibWebKit.so %, [RFLNX-3596]

« AFHRRENEN, BT EEERINASERE [zigE]. Citrix BIVEERSMRAH Citrix Workspace [z
FERF.

$E=7HEHR

Citrix Workspace [z 12 FI8E & 2 1RIBIA T XA R E X MR FHITIFRI M E =M
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EFATF Linux # Citrix Workspace [FBi2FE =568
LI HINEE

B, Citrix 2RHEWIETIEE, FAIREFRME XIS BE TN R FRNG. Citrix FIEZER
METHREMSZIFERA), EXNDRHEBHXLIIREMNRIR. Citrix ATRESRIBR R EY. RBMNEEMTRIRNITER
o Citrix REAFRHERMIRE M@, HE eI aEhEEREAREREX LR,

RRERMFAM

November 30, 2021

X
B ER
Linux R#%:
o hRZs 2.6.29 HEEHRA
B =sia):

o &/1)55MB
o MREHE FEF/ITRRES, WHINEE 110 MB
« 3t F{EH HDX MediaStream Flash EE @M A £ &4 (system-on-a-chip, SoC) i&&, EVEE 1GB

RAM,
FBNER:

+ 256 BEHEAENMIET

e NP

E:

+ glibcxx 3.4.15 RESHRAE

+ glibc 2.11.3 SkES A4

. gtk 2.20.1 REHIRA

+ libcapl sk libcap2

+ libjson-c (AFMaELM)

« BT x64 89 GCC 4.8

« EATF Armhf ¥ GCC 4.9

« X113 X.0rg (R%#F Wayland)
« udev ¥
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BEIRS AP RE:

« webkit2gtk 2.16.6 S EE R4
o libxml22.7.8
« libxerces-c 3.1

URAERD AR |

o B4 Linux B854 (ALSA) libasound?2
» Speex
 Vorbis i E

E7F Red Hat Package Manager (RPM) 93 £ &k

+ chkconfig

MLEER
IR i
« TCP/IP

H.264 X
XFF x86 %5

o WIBBRMRMEEN 1.6 GHz
33F HDX 3D Pro IhkE:

o IERHIRMEEN 2 GHz
o BEINEEREIERFANEL

*fF ARM 1&&:
o Bl H.264 ZFM HDX 3D Pro R EFEAEM H.264 #7585,

HDX MediaStream Flash E&Mm

A% HDX MediaStream Flash EEEMFFEER, ESRMIRFOXE CTX134786,
BNEESERREAZMEASMEHFNIREETFHEZXEFTNER, UNBASRHEURSZEMEEXNES,

EPxEETL (CEIP) £ ZEXR

o zlib1.2.3.3
« libtar 1.2 iEERA
+ libjson 7.6.1 AEEHRA
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HDX RealTime R HRGHMSAEIEER
+ 5 Video4Linux REHIMLEZR G
+ GStreamer 0.10.25 (HEShr4s 0.10.x), BFEATThRAY “plugins-good” &,
HE,

+ GStreamer 1.0 (FE=h4 1.x) , BIFLITRE “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &

HDX MediaStream Windows Media EAZEX

+ GStreamer 0.10.25 (si&E&hi4s 0.10.X), B1E57&hRAH plugins-good 4+, —f&M =, ks 0.10.15
HESRAZ LU E HDX MediaStream Windows Media EEANER,

HE,

+ GStreamer 1.0 (FE=h4 1.x) , BIFLITHREN “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &

=
o WNRMEH Linux Z1TARPRE1E GStreamer, TJLIM GStreamer TIE##1T F 2.

o EAFLAE B, “plugins-ugly” FREKMREE) FTEEREMBRKRANISHELRIIFANE. B5R45A
BB AR IFREERD,

HRBATEERER

+ webkit2gtk iz 2.16.6
+ glibcxx 3.4.20 HEEARAE

Philips SpeechMike &k

« 1518 Philips Web ik AR EAR X IR ENIE T

R R RIFRER
[ AR RIFHRE RIS & U TIRIER SR Gnome Display Manager:

« 64 {i Ubuntu 18.04+, Ubuntu 21.10 &5k,
64 fiI Debian 9+

« 64 fii CentOS7.5+

« 64 {ii RHEL7.5+

« ARMHF 32 {ii Raspbian 10 (Buster)+
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Microsoft Teams L EK

RiKhREs:
« Citrix Workspace 2R 2006

R

+ GStreamer 1.0 XEShr4H Cairo 2
o libc++-9.0 HESHRA

« libgdk 3.22 AFEEhrA

« OpenSSL1.1.1d

« X64 Linux %1ThRk

o &K 1.8 GHz 3% CPU, AIfE= =il IGEIE A #=F 720p HD oy
o WMtzsmtx CPU, BAEEN 1.8 GHz, HRAZEDH 2.9 GHz M@ ERF/REMINERA

B3GR ThAE |

« Libsecret %
e libunwind-12 E

ARSSESMER
WL I -

« libwebkit2gtk-4.0-37 kx4 2.30.1 XFEFhRAS
« ¥F Ubuntu/RHEL/SUSE/Fedora/Debian, EilERERHA libwebkit2gtk-4.0-37 kzs 2.30.1 HE
EhR A,

« XF Buster #2ER4H Raspberry Pi, BiX&E=4 libwebkit2gtk-4.0-37 k4 2.30.1,

« gnome-keyring 3.18.3 SiE SRS,

+ B%E Libsecret
AR
BhZ 1910 2, (NZRMERGHEIUT GCC A& 4ay, Citrix Workspace RFIEF 7 RERFUHRIETT:

o EAT x64 FRLMN GCC hixds: 4.8 HEBRA
« EAT ARMHF x &2 4541 GCC higas: 4.9 HESRA

BhRZs 2101 2, (RYBERFHEIUTERD, Citrix Workspace R T2 7 BEIRTERIZIT:

« GCC4.9 EFhA
« glibcxx 3.4.20 S EH AR A
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REMTIE

Citrix Workspace R F#2R 5 Citrix P @i SR X FRARE . BRIEX Citrix =REaBHENER, XU
K7 MRy Citrix 2R L FFFERN S mhRas, 1521 Citrix = mEaEER,

ARs3 e &K

StoreFront

« AT LUER Citrix Workspace R 2R 2 i1 52 2 R ki 45 il A 2R 48E 35 A0 Citrix Gateway 3Rifia)
StoreFront RZFAREE:
- StoreFront 1811 MES 7.
- StoreFront 3.12,
o ALEREE TIERT Web 9 Workspace B9 StoreFront, i&AF Web # Workspace 247 M Web 3
Yi28ipi StoreFront RZFABIEMIRIR. BXUEIERRS], 55i% StoreFront XN EEFEED,

EEAED
EE
iEAF Linux B9 Citrix Workspace M F2F % #p@id U FE—B &R HTTPS #1 ICA-over-TLS %%,
o ¥F LAN &E#:
- {EM StoreFront AR5#9 StoreFront &R TF Web B Workspace
o WFRESTEEEAER:

Citrix Gateway 12.0
NetScaler Gateway 10.1 EShR4
NetScaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x

Netscaler Access Gateway VPX

B StoreFront #5189 Citrix Gateway IRERIER, ESR StoreFront WELKEK,

I

EHRRSBNETLHZBNR2ERH, BERAUTIES:

TH (BER) IB

MBRIEMX ERET EAIED, AP IS LU ML EALKIEBMANMNELRIRIES, 786 Citrix Workspace
RzfeRisiE Citrix ZHiko
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} =r

AR

MREENTERIERRENXIES (AAFMEREFREESRIER), RASET—FES, BHZEBRH
5. MRAPERBRESHAS, WEETNAREFELERH. HIEEFIHIEBFERRERIES.

RAEF
NFIMNT FHRITEN, EERAAREYREREMRRD RFMEE CA LS,

FRMAERIHEN, BFE—TEEXZEBUDEZNRE CAIER. B5RAEERKRLERSHE.

FRAPIRE LRERIES

EFEA TLS, BFIEE LRERFEIRIES, 7 BERIEARS SIE B EFIEBMENME R BIAER T, Citrix Workspace
R R LU TIES,

IEH RN
Class4PCA_G2_v2.pem Verisign Trust Network
Class3PCA_G2_v2.pem Verisign Trust Network
BTCTRoot.pem Baltimore Cyber Trust Root
GTECTGlobalRoot.pem GTE Cyber Trust Global Root
Pcs3ss_v4.pem B 3 BAHEIEPMENE
GeoTrust_Global_CA.pem GeoTrust
DigiCertGlobalRootCA.pem DigiCert £/51R CA

WECRHES

BRMIPATREBR—IERIERSSBNEMREZIER. Citrix Workspace MBRFZIFBERIES, BRHM
RIBSRALNR S REERXEIEH, ELMF, AIUERERBRMEBHNERED, EREERBEM (SAN) 1B
P EERSEBMIIRMNIER. HEIEBMETNANAHIEBMANMIIRIMA X I o

s ERKNE Citrix Gateway

MNEEHIEPEPBEEFERER, HAFZPEIEBHNE Citrix Gateway RS 2RIEH. BXES, B2 Citrix
Gateway XHHRIACE A EHE+,

R StoreFront fRE BT ERMESFAERMERBLEMNDEIEY, XEBREDEIEBLEFEEERF, BERT
LTS8, SABBHRM StoreFront NEEE:

1. BMERE—1EE 1 PEM BRI HEREH.
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e

MNRIRAE PEM X9, 1BERA openss| LATEFIE CRT RSB . pem X,
2. =EEI (BEHroot):

a) B—rE I xEHZ SICAROOT/keystore/intcerts,

b) RETHRETUTHS

SICAROOT/util/ctx_rehash

B A RSS2 P INIE R
Citrix Workspace M A#2F5INT BN ISHIARS 28IE BIIE SRS,
BE:
%% Citrix Workspace L AEF Z#i, EMIARSS/AMX EHIEPERILAFARERRE, UTERTEE
FIRERIRIN

o RSB[HAMKECE BIEHIROIRIESD

« RSB[BIMKEETBIEFFEPIERES

« BRSB[RMKECE B IEITHANEREIFELES
« RSFBIMKEERERZXEZREIES

BIEARSS B|IEHEY, Citrix Workspace AEFRELEARSHE (BHMX) RMUMMBIER. 5FH Citrix
Workspace ARFhRA—#, EUSRIBEBREN S, NREMEBHRAE, EEBEEK.

5 Web FS533PAviEHERERAALL, HWERIEEMM™E, T2 Web KRB DIEASEEMNRIES,
HFAREE (FWX) RE—HAERINES. —ARERBIERATRERSH Citrix Workspace R AR EREK K.

MRAMKERET A TEREBES, BVEERUTEEL#TEM™EHRIE, HERWEE Citrix Workspace KA
EFARERNEWMRIES:

o BRSF|IEFTA
o TBIRREER
o RERIES

I,

Citrix Workspace AR RIIEFIAXEIEBEEHMAER. ttsh, Citrix Workspace NARFELRIEAREE
ERAIRIER. 1R Citrix Workspace MAREFAEEROIRIES, EEHEK.

BE:

o REEBMEANMEFTLSMRIER. MREFECAX—BMTENEIESZ%, BHEENEEERES
BUIRIE . 130, HEFEER N RIEEERSSHEBAIES (DigiCert/GTE CyberTrust Global Root
0 DigiCert Baltimore Root/Baltimore CyberTrust Root) , EELRAF&E L, XFMMRIEBELE]
B, EHMIgE L, RE—MIEHAA (DigiCert Baltimore Root/Baltimore CyberTrust Root), 0
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REEMX LEEET GTE CyberTrust Global Root iE$, NiXtemFi&& R Citrix Workspace R
BFEEREK. BRI BMR RN SEUBE S TERNRIER. 5EIR, RIEPRKLSTH,
E=pns ereb =3l e

o FLURSB[BAMAMARFRIES, BMEERELZEN. EMEHRIERMAR T,

MRAMKEET U TERBIER, HITBEATUEAUTEER, MMZBERIES:
o BRSBIEHTHA
o fFIRENER

Citrix Workspace M BEFEFERAXHEMER, ©EFEEMAFILE LRIESE, R Citrix Workspace B BEFH
B —AEIEMIERARIES, #EWAE (Bld, "ERIES), EEERT. TN, EEERK. WEERMH Citrix
Workspace M EFFIENSERES, BRFAY Citrix Workspace M BREF R EME RN ERIES.

MNRAMKEE 7 A TIEH:

o RSBEHRG

o RIFRIERES

o SEIRAVIRIES
Web % sS AT aE R R B SEIRMIRIER. B2, Citrix Workspace N RZFARBISHIZNIRIES, FIEERK,
FREERMENEER SN REIER, EXHERT, AMXEEMEPEIES (BRESRIES), F0:

o RSIBEBTH

o REIFERES 1

o IRERES 2

BE:

o REFPMANMERRIXEZWRENER, KEBERTUTER: FESZMRIES, HEEEHR
EERANRIEBNRELN, HEEAEBRANRIER. EXMERT, ELEFEERNRENER. F
W, RHEIMRABIRIES Class 3 Public Primary Certification Authority EEBMN IR R & & 8 ha)iE
B Verisign Class 3 Public Primary Certification Authority - G5, B2, MBRNIKERZHIIRIES
Verisign Class 3 Public Primary Certification Authority - G5 el f, Zkz<¥&ik Class 3 Public
Primary Certification Authority, BEkMASHIRIEBARERR X ZEZBIHRIEES,

o XXFZHNHREEBHRIEBEAFHEENERESR MANR), BRXIXELNFEIEBEERENMEL
BEIT (KRE). XERATURRREZNHENERLSE@NPERES (FlM, REIFRELES 2) XHFR.

HEERALEE (BRRIEBNRXXEZNPEIESR) :
o RS F|IEFTA
o RFIFRIENESR

HRERMXEENEARXEZNREIESR, EAMXEEFEFIRAERIES:
o BRSIIEFTA
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. THIRIERES
. RHIRREEREES R

REUR A X B E RS SIS
. REBIEHFA

FERMIERT, MR Citrix Workspace [ZFARRFH R BB hialnES, EEHEM.

Hdxcheck

FA&1R A workspacecheck.sh £ Citrix Workspace AR ZEGN—E897. ZMIBHRELZNIGER
BREMERAER, UEHF Citrix Workspace MARFENEZMHEINEE. ZHMAMTZEBEN Utilities BRH.

i517 workspacecheck.sh iz

1. 7£ Linux i+ BRI Fif o
2. X cd SICAROOT/util #iZ Enter REMIILZERHEEM Utilities BRo
3. A ./workspacecheck. sh LUsfTH#IZ,

TBXFNNBER
Citrix 7R BRI BEFIFR R R RHZ R,

SEHBRREREAN, Citrix 2ITEZAERTERSTERIFNNARFEX, ATHEBMEX—RE, Citrix
AJRSEREZRNEARFHNNAREFRAEN D, MRLRADTESFTEZXIFNVARFEX, Citrix Fa
—SiAELRE,

L. HENER

November 30, 2021

BTGB M Citrix Web ihsx (MIERTFH) THEX#HREE Citrix Workspace A 2.

FohRE

M Citrix FEDIE FHUTREE,
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Debian #4tE

RIBERIRFRGERREMSLE Icaclient R,
BEMABEA USB EEM, FRIBEIIRMERRARENRERP— ctxusb RHEFE,
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RHEEBR NE

Debian #f (Ubuntu. Debian. Linux Mint

%)

icaclient_20.06.0.15_amd64.deb BBIARS ¥, 64 i x86_64
icaclient_20.06.0.15_i386.deb HEBNARSS 2, 32 i x86
icaclient_20.06.0.15_armhf.deb BHEIARSS %5, ARM HF
ctxusb_20.06.0.15_amd64.deb USB #f4+f, 64 {i x86_64
ctxusb_20.06.0.15_i386.deb USB &, 32 1i x86
ctxusb_20.06.0.15_armhf.deb USB #f4&, ARM HF

£/ Debian #4174

M Ubuntu E89 Debian 3% Citrix Workspace B2 ES, 157 Ubuntu Software Center fhiTF Xt
W,

TR, BR
packagename i HEER AL ENREEHZ T,

Itid#8st Ubuntu. Debian 3¢ Mint RS STMANRGEEEREE, XA LUBEWEH XA HEHE THB.deb
R ERREZNGE, RFEERBRH— T RHEEEESR, BT THEMRENLERS. NRLEUTANRAE
12, Citrix BiEER gdebi (&<917TA).

R
MMRE icaclient #HFE,
BEAGITRERGE, BRITUTERME:
1. LUSEH (root) BRBHER.
2. fIA—1EHREO.
3. ®I®A gdebi packagename.deb BEBITUT =M aMRE, Fli0:

+ gdebi dicaclient\\_19.0.6.6\\_amd64.deb
« gdebi ctxusb\\_2.7.6\\_amd64.deb

ZEFERA EFIPH dpkg, 8% gdebi BigR dpkg -1,
MBFANE dpkg, HELEAN sudo apt-get - install. REFMBRKHIKII,
AR

o ctxusb MHENEED, ATFZFEHEA USB EEMINEE.
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o BhRA 2101, SHI—TRERRT, EXERENBEFRP.
4. #ERZ EULA,

%% Debian R4 HHIN BIEFFRIPAN
HhR7 2102 &2, Debian ki Citrix Workspace [z gz 5 5 FAfE F R IF AL,
ERRTENBEFFRIPAL, BERE Citrix Workspace MBREF ZBIMAIRIEITU Tans:

“export DEBIAN_FRONTEND="noninteractive"’

“sudo debconf-set-selections <<< '"dqcaclient app_protection/
install_app_protection select yes"'

‘sudo debconf-show +dcaclient’
‘sudo apt dinstall -f ./icaclient_<version>._amd64.deb’

<!--NeedCopy-->

£ Debian %8 F RERSESEM

BhR4s 2106 &2, ATLFE Citrix Workspace R B2RFH] Debian hrds E REERRSEL M,
fE% % Citrix Workspace [ A#2F Z#1, MEIRSITIUT®HS:

sudo apt-get update

sudo apt-get dinstall libwebkit2gtk-4.0-37 gnome-keyring libsecret-1-0

Red Hat #i4-&1

RIBERIRFRARARREMTE ICACLient BB,
ZEAEA USB EEMm, HRECIIRERARFRENLTERD— ctxusb 8,

LARR IRt RE

Redhat ##4t1 (Redhat. SUSE. Fedora %)

ICAClient-rhel-20.06.0.15-0.x86_64.rpm HEIARS =, ETF Red Hat (4% Linux VDA), 64
fiL x86_64

ICAClient-rhel-20.06.0.15-0.i386.rpm HEIARS 35, ETF Red Hat, 32 1ir x86

ICAClient-suse-20.06.0.15-0.x86_64.rpm BENARS 1%, EF SUSE, 64 {i x86_64
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RHEEBR NE
ICAClient-suse-20.06.0.15-0.i386.rpm BENARS 1%, EF SUSE, 32 1i x86
ctxusb-20.06.0.15-1.x86_64.rpm USB #4-6, 64 i x86_64
ctxusb-20.06.0.15-1.i386.rpm USB #f48, 32 1iI x86

AR

SuSE 11 SP3 Full Package (Self-Service Support) RPM #i+-E8 B F Ao

fEf RPM R 8L 1TRE

MNEREE SUSE EM RPM #riFE %% Citrix Workspace B2, & YaST 5 Zypper S2FB#2F. RPM st/
EFERE rpm A, NRHDNEIKRBT, MEHIER,

7£ Red Hat -i% & EPEL 7=fi#fE
M Fedora/Red Hat TiEm F#15 H#0E RPM #{tE,

EXHFERAENELR, B2 https://docs.fedoraproject.org/en-US/epel/#how_can_i_use_these_
extra_packages.

5130, 7 Red Hat Enterprise 7.x £, SJUERIU T <R3 EPEL 4R

“yum localinstall epel-release-latest-7.noarch.rpm’

'

RPM 4+ B EIER A RETMRENNER S, BTFHAFRELRG, FITENEE OpenSUSE EEHLITH
£/ zypper install <file name>, %1t Fedora/Red Hat & yum localinstall <filename>,

M RPM BF B2
WEFM
MMRE icaclient WHFE,
1. %& EPEL 77,
2. LU (root) AP B1HER.
3. BERANETUT=AREENRE,
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AR
o ctxusb BAEMRHEE, BREZNGBLUZEFEA USB EEM,
e ctxappprotection BaLEMRHE, XHERRENAEFRIPAGRA REZIREE,
4. fFIA—MERIREE D,
*iF SUSE &%
e zypper in ICAClient-suse-19.12.0.19-0.x86_64.rpm
e zypper in ICAClient-suse-19.12.0.19-0.7386.rpm
e zypper in ctxusb-2.7.19-1.x86\\_64.rpm
e zypper in ctxappprotection-21.4.0.2-0.x86_64.rpm
3F Red Hat 24!
+ yum localinstall ICAClient-rhel-19.12.0.19-0.17386.rpm
« yum localinstall ctxusb-2.7.19-1.7386.rpm

« yum localinstall ctxappprotection-21.4.0.2-0.x86_64.rpm

5. #Z EULA,

RERRENREE
2 TF Red Hat 8417hk (RHEL. CentOS. Fedora %) &, tNEHIMIATFHEIZHEE:

requires libwebkitgtk-1.0.s0.0"

EARIN— EPEL &=6%E (RILUFE https://docs.fedoraproject.org/en-US/epel/ & E1$41E8) -

Tarball %48
BRI ERRRAEHNZETENEDR— NG,

LALRIEE S

Tarballs (& FEMLITHRAHIRIAZE)

linuxx64-20.06.0.15.tar.gz 64 fii Intel
linuxx86-20.06.0.15.tar.gz 32 i1 Intel
linuxarmhf-20.06.0.15.tar.gz ARM HF

+ M Debian %+ 88; RPM a2 Citrix Workspace R AfEF. XEXHEZTHER, AAEiIsEHR
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SRR C e SENE R I
« MREATEXTEME, BM tarball @ %4 Citrix Workspace AR

AR

o BENERBENITEN LERRMARNTESZ. MRRITIIRE, ERIRSBIHREENAFELAN
TH.

&5 tarball RF@#H1TRE
AR
tarball REBEFRRITERBIICE, BRRERBIN, EHHBRBRAERFKBIN,
1 A EEBED.
2. ¥ .tar.gz XHHNATERE—MZ=ERF. 50, #BA: tar xvfz packagename.tar.gz,
3. BN . /setupwfc ##% Enter BIZ1TRERR.
4, EZERIME 1 (RE Citrix Workspace MBER), fA/G# Enter &,

5. BAFMEREERMKRMEM, A Enter i, 3% Enter BEBRIAMIE R Citrix Workspace Rz
=2

I (1R) APMBHAREBRN /opt/Citrix/ICACLient,
SN EPBIAREB RN SHOME/ICAClient/platform, platform BRSAHINREMNRIERAL
RRBIFRIRT, HIa0, SHOME/ICAClient/linuxx86 &k Linux/x86 F&),
FE
NRIEE TIEZRINIE, 57 SHOME/ .profile 5 $HOME/ .bash\\_profile # SICAROOT
PGB IZE,
6. RIIRTUGIRIER, B v Hi% Enter 8,

7. BJLLEERE R Citrix Workspace ARFERIIEHNKEIFEF, REIERBEIBR—SRER, BRI
MerEzEp Citrix Workspace 2R, BTERTR FRA v LUBFAEN.

8. MR AIBERE GStreamer, NAILLEREEE GStreamer 5 Citrix Workspace R FRIEFER, MESZHF
HDX MediaStream Z &k 0E, &% Citrix Workspace NMABEFS GStreamer &5, BHERTH FEA
Yo
PE =
FERLEFAE L, Mtarball M BRERTFHESSHASERTES KDE M1 GNOME £E TR ML,
BEORNMA gstreamer-0.10 BS S H IR, NRIBRLRM, FLRIERERHE (EA ctri+c B) His
7% gst-inspect-0.10 -- gst-disable-registry-fork --version., iEZ{Ti%en
2fE, AUEREBRRENER FEHET tarball #4E,
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9. MELUHN (root) BAREHESR, Ei%k#EA Citrix Virtual Apps and Desktops 1B %47 VDI M EBIEF R
USB %2#F, EIRAFAT IR y AIRE USB %

AR
MBRZLUSIAF (root) BHER, MEERUTEEHES:

“USB support cannot be installed by non-root users. Run the installer as root to access this
install option. (USB %&#%7FAH3F root AR &%, 1L root BF BRETRERR, LUbRLtREE
I,

10. RETHE, TREXBFHRET. BRUETEERF, BEA 3 HZ Enter

ENEL

2B tarball REEHTUIR, ERIRERANITETARIR RPM 1 Debian S48,

HABIFIELE ICAROOT R EARFHNREBRR. IFEFNAPWBRIAREBR A SHOME/ICACLient/
platform, platform TEEZAH W LRENRERAERNIFIARF, F0, SHOME/ICAClient/linuxx86
= Linux/x86 &, HINAPRERINEGESR| /opt/Citrix/ICACLient,

AR

ZE1Z Citrix Workspace MARER, HAUSHITRENBFERNAFREHER.

7£ tarball #F L% Citrix Workspace B2

1. N SICAROOT/setupwfc #H#& Enter Biz1TREREF.
2. EMRREF G, BB 2 Hi% Enter #,

7£ Debian/Ubuntu £/ & 4N Citrix Workspace 2%
M Citrix Workspace R 2 REXHKPETUTHL:

apt remove dcaclient

apt autoremove
1)

apt remove tdcaclient

apt purge icaclient

72 Fedora/RHEL/CentOS i&F R4 EN#; Citrix Workspace M ABEF
M Citrix Workspace M AR REXHFPITITUTHL:

yum remove 7icaclient
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B

Z M Citrix Receiver Bl Citrix Workspace M B2, 3EM Citrix TEH T#HF ixinde Citrix Workspace 2/
BREHHITRE,

Citrix Workspace REEMEREERBINAERFN. EMNURNEHEMRENBEFN, BERHT U4
£ER Citrix Workspace MAB1ER, EBERETHRESUTHREZEARGEE,

NN

November 30, 2021

®E

AIUTHRERNE, BEXEE, Aa%% Citrix Workspace ZAB#ER.

aJLf&eg Citrix Workspace BERFRABHNNE, AEREHRTEXLEX M,

BEXRE

1.

¥ Citrix Workspace Z BB F R G EXHRBRAT —IM=BRP. ZREEXHE KA plat-
form.major.minor.release.build.tar.gz(f10, Linux/x86 F&m & XH 7 linuxx86.13.2.0.nnnnnn.tar.gz).

. RIBFEEX Citrix Workspace M AREFRMHE. B0, BTLURI TLS ARIEH LAERIEBMAL NI 5K B9IE

B, XAZtRE Citrix Workspace R BIEFRERARZ D

FTFF S PkgIDo

AT, ETREGBREHR:

MODIFIED=traceinfo

Heh traceinfo BETRERAMEREEINES.

REFHRAXMH

IS4 axXH5)% platform/platform.psf (5170, Linux/x86 F&#FIFR A linuxx86/linuxx86.psf).

BRI e TIR AR RS EFABEIER, WAEH, WARSSRLEMRAF L HIER, BAAL
BREEMEAEEAXXHIADN, HERFNIRGEERAXXGRINNT. REEXHTIRPBTISF7A:

o XfFRE

o HEXERE

FHRHFE (BRZRIREN cor)
PR

FrEE
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.4
. j(/_]\

8. REHXHX Mo

9. M tar < EFHME Citrix Workspace M BREFREE M. g0, tar czf ../newpackage.tar
.gz *, Hif newpackagez H# Citrix Workspace N REFIRH XX HFHIE o

S5 webkit 2%
AT Linux B9 Citrix Workspace MBEFEE libwebkit2gtk (2.16.6+),
libwebkit2gtk AU TFHSE:

o B#T Ul A%, webkit2gtk 5358 AREEAERS. FA webkit2gtk iz 2.24 RESRAIRENE
mE &R YouTube MEEK,
« webkit2gtk ks 2.16.6 REERADGH T B RIAR UK E R BRI El,
o ZNRAREFSHEHN Linux R1THREEMEIF, HiEMHEHN webkit 225,
EE:
webkit2gtk TEFLE Linux Z1THR ERAT A, EERERUTEMERRRA A:

« 7£%% Citrix Workspace A 2R 1906 271, MIRHIE webkit2gtk,
o BENEILHF webkit2gtk 2.16.6 EBMRA Linux RIThREESRZA,

Bzh
B U LIHIR A T ME R —ME N KEF RS Citrix Workspace R AR,
HRRBIFREE ICAROOT G BAIEAERFHNRERR.

Rn:

ATFREARER TN Web BF%RE, WRERATEMA tarball 9%, ARFERTHAREBRSER
BB

LImIRRTT

ERIHRR T BN Citrix Workspace MABRERE, BHEAN:
Jopt/Citrix/ICAClient/selfservice

Fi%z Enter %8 (H# /opt/Citrix/ICAClient =% T Citrix Workspace BREFHER) -

Linux £

AIERAXHEREMREmIFERN Citrix Workspace A2,
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FERLESEP, FAIMSEEFE) Citrix Workspace A 2R, Linux B9&1ThkAFRRE, Citrix Workspace [zf#2
FFRTER SR ARE,

BRI

ERBEEAT, e Citrix Workspace ARRFREFHERT, AILUERISKENETRAR. EEIEMTPER
MREUREEXHMIREIF

BRI

BifnSEmANAES, TEiET XenDesktop =k Citrix Virtual Apps i E—MkF. Ak, &8 IT HAZIFAR
AIRERBEREF— kP RIS Citrix Workspace ., SiEFIRERBREANI B EAEM Citrix Gateway 3
Access Gateway fR528. EaILUM Citrix Workspace rfffipRik
1. EERTNEENKFATIE L, FITUTREZ—!:
o BERIKP, BRERN. BSRAABERARAURNESER.
o EEMRKPERANNAEENEAEE (FINRRINKX), ERERE.
o EfiRRIKF, EREHER.
2. BERER EMIRTHTIRN. HIRTRE, BRS3ETENIIE.

ItkzhgETE Citrix Virtual Apps for UNIX i RATH,
AUERAFRENENFELERREE (2FEN), KARKARE, FETRUMNEORET (HOEX).
o FERIGHEENENMNE L, FRKEERRIETIEE—ET,

EAATLUS A Desktop Viewer T A=A SR ENRESENEORSE,

Desktop Viewer
xR PR EINEEN S RN ERTEESEAFWRREME W EH RN E MR,

LYHAPEESHEHENEERER, &#EA Desktop Viewer, AFPHESSEAIURELAGHNEMEE, HaIUEHRE
REARE. EXMiAEERT, Desktop Viewer TEEMEAFAFAEEAMRIEEASLRSIEEOZEITIE,
BIEER BTSN ZETRSH. APIUERR—RAFI&E EHNZA Citrix Virtual Apps and Desktops &7
KARIEZEARURERZ N SEH,. RETATRIVEFAERERIE. &% Ctrli+Alt+Del F5I. MiFEEUMRMS
EREENEEU A EEERFPNRIE,

& Ctrl+Alt+Break ¥ HE O+ £~ Desktop Viewer TE#%H,
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BEENEERIE
Citrix Workspace [z 12 Rl A EEF M A E RN SENNARER. fli, MERREDEH,
o EERIGHEENEMNE L, SREMEENAREFNKERH—HET,

IR 1+
ENMRERNAEFRERINNEMRE LNXSF. AILUTHIEINR IR X ES R RIEE,

1. EEEITOHEENXEFRNE L, EF— 1 RFNVIREEE, AEERUTERZ—:
« %5 - A KREHNAREF RIS NI
o Qi - ATKEHNAEFRIEART NEHX o
o TiHRNIR - FAVFRESNAEZF R,
o BREEIE - BRKEBNAIEF AR A4 BT R,
2. BERN, EEME, AREE—ERGZIRIERNESR.

RS S
BREZRNEIMERGK, AIUESENRERNAERFSRENIE R NENERENS:
EEETXHEERNE e NAMERENNE L, ERUTERZ—!

o FEARNZRXMMERE - ATFRERNBEFERZRNANER G
o MERBEMZRNMMBZBREN - FRIFRE B BREFERZXAMEEEN.

Flash Player
AR Flash REME TR AR, LtRF@EEE Flash Player 1 8=, HEEMIA. chEMNBES:
FENETHEER Flash TiE L, ERUTEZ—:

o AR - REBHRRE, BrgsBRRREN,
s AMUURE - REEFBRLEEFERREM,
o GREHAI - 8RBT Flash ABRERT.

JEZE

i@ig Citrix Workspace N B#ERF, BRIt BEARENEENNAER, URREEEHR Windows.
Web #02R{4HBEIARSS (SaaS) ABTER. aJLU&d Citrix StoreFront gii@id Web Interface 17| Web TTE&IE
RBPRARE,
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£/ Citrix Workspace Ul #2355

Citrix Workspace AR ERIRIBA AWK IEE (B1, AP EEIINRSSS) UK Citrix Virtual Apps and
Desktops B AR ENISERRAF AT ANEINKSEMNAERF. a1 LUERAEER > k- EmAicE StoreFront ARSS
28389 URL, SEWMREE T ETEFARMEAIKF LI, NN EFop - ib# TS,

e

MRy StoreFront ARSZ 88 LWL M AEIEFERERNZ, WBEERMEFRERLES, WEVABHENS
FREURF RN, 33F Citrix Workspace AR, BERMARE URL HME—IRRIZNHEEE.

ERIEIAEER, BPRSEERUTED <. WEk. KRENZAER. BERHRE, FREENNER. Z
U SR PRI N ERR, 158 X ERS RIS S RN N 2 R R

EERLE

AT Citrix Workspace M EB#2EF 5 Citrix Virtual Apps and Desktops BRS 28 2 BIFEER B RLLEIAIRE, W
BRE, EAUASMEBRERXEGE,

BAEERNAFRNESHRRARSES, XA AR —ARATRARENAFRESSEEHERRNTHES
MK

}‘}\ﬂ T:E/S(IJA%L%J\/

g Citrix Workspace A2 N LMWK @SN AEFERE, BT BIRSB/ANERE, 1o, FATLUMGHS
5 Web %5 2847 FF %,

fERH<178)E2 Program Neighborhood = StoreFront fR53 33193
WEFM:
MR ABERT Citrix Workspace ZBR2FM=2EHMM, MEKE, EERUTHSHITRM:
./Jutil/storebrowse --addstore \<store URL\>
1. REEEEINESERTAERNE— D, It ID REUTHSZ—HREBITHSIANE—IFRFH:
o SRS S LA REMNARERF:
.Jutil/storebrowse -E <store URL>
o FJIHEITHNSEMNAER:
./util/storebrowse -S <store URL>
2. BTUTHLURSKESNNARERF:

.Jutil/storebrowse -L <desktop or application ID> <store URL>
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NRFTFEEERS S, EERUEFEENMRSRMUES SOCKS RIBFARER. BXFAER, FEH
RIEARSS 250

M Web 3155 25 013251

M Web ¥EEmIENEE B AR RIEPEDNIT. HFEFESHARNNKRRMIRERSE, Hit, FTERE
FRIRITRERE.

MEF5hA Firefox. Mozilla & Chromei&ET .mailcap 1 MIME X, EWXA4MILTER, UE .ICAX
e B Citrix Workspace R RBREFAIHRITX wiica, EEAHEMNIKLS, EERMESCN 5 aSEE,

1. BETUTH<SUES Citrix Workspace ZARFHIFERERARE. NMRRETERIMIE, NTELENR
ICAROOT YR E., ErILUERZ<MIRNE

xdg-mime query default application/x-ica, ®JURE “wfica.desktop”s
setenv ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource install --size 64
$ICAROOT/icons/000\\_Receiver_64.png Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica

xdg-mime default new\\_store.desktop application/vnd.citrix.receiver.

configure

2. 8l B B ¥ B X Jetc/xdg/mimeapps.list (B @ & E 8 & %) = SHOME/.local/share/
applications/mimeapps.list (mimeapps.list). & X 89 7 k &% M A [Default Ap-
plications], BRUTASR:

application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new\\_store.desktop;
TREREAEH “HEWN/‘ NAIEF" BNELARE Firefox.
sHF “Citrix ICA RBEXHAS", Bik#EF:
« THz&dpg “Citrix Workspace R FE12F Engine (243A)”
1

o “EREM..”, ABEEXH /usr/share/applications/wfica.desktop (Eim Citrix Workspace iz
BAEFNEERRE)

%
« SHOME/.local/share/applications/wfica.desktop (ERIEEERRE),
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B

BAAUERERRFOERRLENNER, KRR — T FEERNEFNRHTIA, BdIR, BAMEERAILL
MEER IS E R RAEEH TR IS AR NI, EEEDOR, AP AUET U A EEREE:

o XA ARER.

o EERIE EPBRBERIIEHXATMITANNEERF.

o NRIEFEARIE, EPBREFRXATAITANNBEFOERTIHASRSH[OEEERE (FFRSSEE
FTERTFFERR XHIN BER) o

o BERERGRAITHRE.

EEERE
EEAERTOEEERE, FRITUTIRE:
1. £ Citrix Workspace L AiEFSgEH, BHEEFR .
B B R A RIBRSS 23+ 5 KB B = iE,
2. AT RMEZ—:

o EFARSES. BRTEREUESH, HEEHEM.
o ER—ANBER, XHAZEH.

BEX Web FZAEE
LEInREE R AT AR R, ATLLEE Citrix Workspace M ARZFiARISRARNEENX Web M AREE.

BEALLINEE, BERUTIFHBEN Web AR EFRMNE Global App Configuration Service # s iFiAia189
URL 5%k, FhNEsBEEX Web NBREEG, &1 Citrix Workspace R B2 FHRINK A REPREEEX
Web R A#@E URL, BEX Web MARIEFEZDYT Workspace B AEFEOFITH.

BXNBLAFEE Web MABERE URL B9i4iE S, 521 Global App Configuration Service,
EMiREEX Web ZAEE, BHREKS > RMIMBR,, EFEEX Web AEE URL, AER MR
TERRBESRME, BRBAE AuthManConfig. xml XHHRBERABENX Web NAEE, BERRAZEARER:

1. 13l SICAROOT/config/AuthManConfig.xml BEBEX .

2. AT %EB:

<key>CustomPortalEnabled</key>
<value>true</value>
<!--NeedCopy—-->

3. MIREAT AppConfigEnabled &, HRMUTREHVHLAEENBEX Web ABEERH URL,
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<AllowedWebStoreCache>
<value><URL1></value>
<value><URL2></value>

<value>....</value>
</AllowedWebStoreCache>
<!--NeedCopy-->

AR

Qe AENX Web MABREEFEA AuthManConfig. xml X FIHA URL, STEERBEENX Web A
AER AuthManConfig. xml ez URL,

ficE

November 30, 2021

EAEAT Linux i Citrix Workspace AR, AFRFIAUTEESBHRNERENAEFNKE,

®E
FREXH

EENERGEIFAAEANILE, ALUER Citrix Workspace M AREFHNEE X . XLERBEXHEGR wfica
BEIEIREY. B LIRS BV E R SE MBI R R E & o

MRBATRIERZ, WARKERRARE, MIEMEENSIE. HIRETRESSHSIEZREEREXXHPAIHES
B

RiINRE
MBREBEXFA Citrix Workspace MEBEFBFPHEIAE, 518K SICAROOT /config BRHM module.ini
BREX .
AR
R ALI\\_Regions.ini FWNENLFEHKEAFEE, WA=EA module.ini FHZFENE,
A1\ \_Regions.ini ABENTLILHST module. ini FHIE,
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RIS

W R X 4 SHOME/.ICAClient/wfclient.ini A &E T, wfica ¥ &3 & #l $ICAROOT/config/
wfclient. template #7812, BRI MHET, FrIE RGN A EIFE Citrix Workspace M B2 B
Fo

RPgE

BEARPNAREEN, BERAFH SHOME/ . ICACLient BRFM wfclient. ini X, LXHHINEER
2R Fi% R P R REIERE,

WA EXH&E
ERGIwfclient.ini FMEBENME, B ALL\\_Regions.ini BIEE AL ETEE,

MRIFFE—NE, WEFERZE, SHOME/.ICACLlient/ATT\\_Regsions.ini X AT LAILHED 358/ E
$ICAROOT/config/ATT\\_Regions.inixX#&HigBMNEIAEE, BREEHERES,

AR

Fwfclient.ini FIRENEMRTLLSTFE module. ini FE,

2%

SN HTENSEEREAIES ML T, SMROMLIESERNBIRTL, BRBTR—ANSE; fim, 8%
B\ [ClientDrive\] S&FHERENEMET (CDM) B,

MRIERBEE, BNRKBHAEARINSHIEERIAE. NMRENSHEFEEREEE, WEBMNARIAE. F,
fRig InitialProgram 8HER—1MES (=), BRRMERE, FIREP, BERRIME EREREITER).

Rk
ATT\\_Regions.ini {EE A UHAEMXFIRENSH. ERURFISHNENEFHIEHE,
N EATEERER, FHZUTIRFENX:

1. ATT\\_Regions.ini - kXEHPHNEZES U TXEFRHE:
o EREM L ICA X
« wfclient.ini
2. module.ini - AREKRE AL\ \_Regions.ini. EEMN.ICAXXHEH wiclient. ini FigEXLLAE,
FAXEFEREDT AL\ \_Regions.ini PHEEHTRE, NWIGERLILSHEHE,

MREHPERXEPERILEE, WRERA Citrix Workspace [z Bi2FHEHHEIAE,
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} =r

AR

IR FRIMFFEGIIMER. FlEl, BFL2ERERE, RBaE IMwfclient. ini FIRERELE(E,

EMZBFERPERZEEX AP REFRF S

fElthRAsH, Citrix Workspace MBZFESINT —MNMER, 1ZE5 A BT EMLEER PN AP REF R RHITIIM
LIFRAKF, RIBLLAFPREFREER, EAILUAENAEEMEIER, LHERFE(UEZREEIZENME
ERKo
PN
o ItkIhaETE Citrix Workspace M AREFHNEBEHRZT L, Itsh, x86. x64 Fl armhf h2F ZIFMHE,
EREXAPRIEFRS, BRITUTERE:

1. $#%EI SICAROOT/config/AuthManConfig.xml BEEXH.
2. BERDIUTEES:

<UserAgentSuffix> </UserAgentSuffix>
EBEEXXAEHEIE App 1 Version 7Rfl:
<UserAgentSuffix>App/AppVersion </UserAgentSuffix>
NREAI App 1 AppVersion, EBIERIAT (/) #1709
o MRMLERKBET Ul 89 Citrix Workspace RRTERF, MU TRAAREEEREMKIERSD:
CWAWEBVIEW/CWAVersion App/AppVersion
o MRMEZBERTEREET Ul 89 Workspace MR, NUTHEPRIBEEREMEERF:
CWA/CWAVersion App/AppVersion
AR

« N8R %k1E UserAgentSuffix FRFEKREZRI AppVersion, MHEEMLLIERFHIIN Citrix Workspace
[z FA 2 hR 2,
« E#/E5h AuthManagerDaemon fll ServiceRecord LUEER4E,

RS E1E

MR EFIFIEHRD Citrix Workspace R RI2FF AR, F{iTAILUE Citrix Workspace M HEFHNSZAZE
MMEYTHEE, BMEZINEEE & fR7RaALt. ik, FITEEREEAREUR BN LaunchDarkly MS8=4RS5. EXBHT
EERENTEREZ T LaunchDarkly, FRIEERE T HELEHISRENHAIERAIE, EXFERT, EIREER
ER@EEFE URL 3¢ P it E A5 LaunchDarkly B,

AILLUEE U T AR EAEEE LaunchDarkly BOEfERE:
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BRERHEILLT URL B9RE

« events.launchdarkly.com

« stream.launchdarkly.com

« clientstream.launchdarkly.com
« firehose.launchdarkly.com

« mobile.launchdarkly.com

« app.launchdarkly.com

FEAFFIRFFIL IP ik

MEXTIEAYFFIRPFIS IP sk, 3585 LaunchDarkly public IP list (LaunchDarkly 288 IP 5I%&), FKEXY
HIFAA P #iEEERGIR, HHIRTATFHRECSHHAERE BsEH, UESEMENERFRT—B. BXEMEH
TEARSHIFMAES, 1521 LaunchDarkly Statuspage Hif,

LaunchDarkly 2%k
NRETE Citrix ADC LIS TRSMIRAIEIZE RN “X7, BHRELTHNNAEFERSUTRSEE:

« LaunchDarkly g3
+ APNs il 28RS

AR 551

pas

g4

i

e

tTheEEBIER T Citrix Workspace R BIER.

RS ESNE BRI RAREM R T XERI TS REVANG A BMERERE. TIETRSHSITRIRNA, BFRERLL
B E AN BEFHRHE,

Bx7£ Citrix Workspace MBREFD L HRSESENERNES, BERRAER,
BB Citrix Workspace M Bi2F RERSELMNER, BSRTERSELL,

BXEMEE, 521 Citrix Workspace SRR S ELIEE 2.

EE%EnERRHE

BhiZ 2103 2, AIUREMRBHNZ EREREHEER. MRARKERERENETAN. BB TEAFMEHRE
WMBThRIE, MMIRSMLARAF AL,

ERRBEEMH, BHAE AuthManConfig.xml X B ALt ThEe. S M B SICAROOT/config/
AuthManConfig.xml HHMUTEE:
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<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

[QEERNEREMERIE, EFEINARFETRERTNRERREDN. AXNAREFETRERNEAEE,
BEERANRREFIE RS ET.

BREREHRE, BREESEPNNAREFETREN, ARERRETE. WK ERREREHRENEE,
&, LAILLEEEBBRS T O Ctri+M B RER XIS,

Screen Layout - x

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTHREREFENSE, 5EERNYAREERNRHE,
ER— RS ML R BB ER. AR, IERIRERBEFEHTET.
PR

- BRARREEMRERERIETHNREFERBIEE.
o ILIHRE(GE R FARME A URIFI R E.

IVAEEEIEAES A
AR

N RAE R R SRBRE S TR e XS BN IR F R PR R INEERNIAR] (RS RER TAARIRE APLRR) KiETT.
XERHRENAEFRIPREEZETUHNEEXNETARETTARMRIP. B2, MERFRAANKE, BRFS
MIERBER A EATRSIEI. BARNSERSIRIFARAXLERE, BRMNTEREERELENHDEPIR
HIEEBIRIF,
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[ AR RIP2— MM NThaE, BIIATEREA Citrix Virtual Apps and Desktops BYiRfHiEaRM R 2%, ZINRERKIT
FFHZRBIEKNERHRTEERGETMNEN. AEFRIPAVLEEERE EERNBAFZENSRMESSFINE
E8. YRR IEARAREERNFSEEUMERRRICREBWEMNFBHRER.

=

AR

« f#£/ tarball. Debian #1 Red Hat Package Manager (RPM) 3@ %% Citrix Workspace [z 72
RSS2 FFILINEE, Lthoh, x64 F1 armhf 2 —Z L R R,

o ItkThEETE A< Citrix Virtual Apps and Desktops #BE LUK iEEE A Citrix Virtual Apps and Desk-
tops BRES#0 StoreFront BUEREHZH

F AR RPN A E R IR AIEAR 55 28 L REMINIFAIIE, E&4F7FFE Citrix Virtual Desktops #aiiE, & XiFA]
BFAEE, 557 Citrix Virtual Apps and Desktops FBYEZEER 93

BhiZ 2108 i2, MAREFRIPEETSEFER. NAREFRIFEXFVAEFNKERE, AERANATERARK
o BR, BHME AuthManConfig. xml XHHEENBIEFRIFIEE, 78NS HIIEEERNBBRSHEMT
FERRIZMEE

BZ<hR#s#E, &EILE Mozilla Firefox izfTHAiaI M Citrix Workspace R 2 F B RIPIE R,
NEFM:
N RREFRIFHRERIE & U TRIERZ & Gnome Display Manager:

o 64 1L Ubuntu 18.04+, Ubuntu 21.10 i&5b,
+ 64 fil Debian 9+

» 64 {ii CentOS7.5+

e 64 i RHEL7.5+

« ARMHF 32 {if Raspbian 10 (Buster)+

EN R P2 ARIPLA M
£/ tarball #fEE%%E Citrix Workspace MBREF, BERUTHES,

“‘ERERENBEFRIPAM? Warning: You cannot disable this feature. (& RER AL TNAE,) WENE
Citrix Workspace 2R, ARESHEHEMH,. BXFMER, B5RABERKAR, [defaultSINSTALLER_N]:”

BN Y URENARFERIPALT,
BINMERT, FRENBRRFRIPAL.
ENEHHENUEEREN. REEEENBDITENGE, NAREFRIFIIEES SRIEAET.
24 RPM R+ E MR ARIZFRIPA M.
BHiR7s 2104 &2, RPM i Citrix Workspace R 2 F 2 5 5 FIfE F 1R IP AL,
ERENARFFRIPANS, BRITUTRE:

1. %% Citrix Workspace R 2%,
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2. M Citrix Workspace [ BiEFRERF P REN BIEFRIP ctxappprotection<version>.rpm#&
#8,
3. EMBTHRSUEEREN.

24 Debian R EHHIN BIEFRIPAL:
BHhiR7 2101 &2, Debian ki Citrix Workspace Kz 2 3z 55 FIRE F R IPIhEE,
BRRRENBEFFIPAN, BERE Citrix Workspace MABEF 2 BIMEIHEITU T <!

export DEBIAN_FRONTEND="noninteractive"
sudo debconf-set-selections <<< "dqcaclient app_protection/
install_app_protection select yes"

sudo debconf-show qicaclient
* app_protection/install_app_protection: yes

sudo apt 1install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

BhR7s 2106 &2, Citrix Workspace RZARFSINT —MED, BFRIASHEIEERSENBRSEGERES 5!
EERBEICRIRFRHIAIEE,

AEHEITEEREENBRERRIP:
BRI TAREMEI SICAROOT /config/AuthManConfig. xml H4mHEIZ 4

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeylLoggingEnabled</key>
<value>true </value>

<!--NeedCopy-->

HEBRSHEGRELENAEFRF:
BRI TARARSMEI SICAROOT /config/AuthManConfig. xml H4RiEIZ X4

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice app protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeylLoggingEnabled>true</AntiKeylLoggingEnabled>
</Selfservice>
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<!--NeedCopy-->

SN a)R:
s RNMUZRRIPHNREN, NARFFPBSETERERIET.
PRI

« B8, MRM Snap Store HERENNABIEFEFIE!T, WRERBHRRIPHWER. BRGE: 185 Citrix
Workspace [ AEF BEXHHSBUIMILARNNBER, ARXAZNARER.
o HESHUERRIFEONFEEEN, BMRRE (BEREPRZRIFPVNAER) BETHRE,

RIS 88
G ENBEAMRSIMERRE Citrix SERIEBHNXIEH,
AR
BhA 2111 2, FRERRS S VD HEBMIRSIERES,
BRINERT, BHMRSERITLTBERS.
ERRABMKREIERLT, BHRITUATRE:

1. 813 <ICAROOT>/config/module.ini 3%,
2. ®%B ICA 3.0 &%

3. & MobileReceiver= 0ff,

EP &R EIR (CEIP)

WER R EiE BiEA BIBEXRMHA
B E A (B 4R Citrix ®P A3 2E TR (CEIP) M Le#siEaI#ERh Citrix #25 Citrix
iEAF Linux 89 Citrix Workspace A#EFHRE. 7

Workspace R EEFIWEEREM  SMHMMRE,
ERBUE, HEMFRIELREE
Google Analytics.

Citrix R#E5 Citrix VTN EREFBBEIEIE, HIRHE Citrix Trust Center #2489 Citrix Services Security
Exhibit FRETIEER A xS E# TR,

Citrix &£ B Google Analytics M Citrix Workspace [ B2 IR E R L3RR CEIP N—& 5. ERIUES
Google tnfaskiE}y Google Analytics WaEErI%E,
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EiEi LT AR XA CEIP #iiE %1% 3 Citrix 71 Google Analytics BTh8E (TEEZNERTF * I8RMA Google
Analytics WM M EURTTRIRIM

1. % \<ICAROOT\>/config/module.ini X#H*H1%2l CEIP 25,
2. #EEXHB EnableCeip #EHIEE N Disable,

=
¥ EnableCeip MIEEX Disable &, MNREFEZER KX Google Analytics WERREF ™ CEIP #3E
& (BMRERSRRZH Workspace MBIEFRZ) , ESMEIUTEHOHILEIILEE:

fiiE: <ICAROOT>/config/module.ini
45 : GoogleAnalytics

%H: DisableHeartBeat

f&: True

Google Analytics WS %5 E CEIP BB TtRE1E:

BRIERGRRA Workspace RZF#EFRR ~ RARFEH EFi% 1D
Z'K *
RERBAE IRIFIIhRA Bra

N TR P e R BT

R RREriem @ anh Citrix Workspace BB, ZiEReERBHMKIFHFEN— 1 ER. SINZAERF
t8resfE, EATF Linux 89 Citrix Workspace [ T2 95 RIERES UB#H,
TRIEUTER TR RS

« BBz Citrix Workspace R FEEF

o XAHEHBDHNBER
s BRUHENBHNBRER

AR

FE libappindicator BB A EE TN BIEFETS. BEM Web ZEEBFEM Linux K1ThRH
libappindicator #{Fa,

ICA-to-X i

A IETT Citrix Workspace A2 TFitAIERRS 3%, HRAEETAIEMSIF X11 Mig&. EAEHFE
BIHITUAESE Microsoft Windows M BEFE R G4 T AR Citrix Workspace M ABEFH X Lixm UNIX T
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ik,
AR
Citrix Workspace ZAIEFRHEATZM X &%, EXLBERT, Fi%E LR Receiver BEIEMBRF R,
WMitkF A 1T Citrix Workspace R 2R (BIMEA ICA-to-X KI8) XiFAMRS 2 ICA.

iz17 Citrix Workspace ZAERFEY, ATLUEHMAATE X11 i EmEA Linux SEH ICA = X11 ¥, 8
B, IURzEREEEATEM X1]1 BRFR. AIE— R4 REETT Citrix Workspace ARFHNZ T IR, &
PMEIAR i H X R ERIRE.

IERRHRRETIREN ICA-to-X RBHEAT Linux &9 Citrix Workspace R A#2FHFS:

5 o =
e £ ’
- | -
XenApp server Linux server X11 Client
Citrix Workspace App  UNIX, X Terminals,
for Linux & Emulation Scftware

BRBIXRS, FE— Linux lR$S#{7Y ICA = X11 RIE:

s MREHE X Lif, WalLE@ERATA X Kiniedt X ARFH Linux BR528 LizfT Citrix Workspace R/
2.
o MREIEFLAMER Citrix Workspace M EZFH UNIX T, FRE—SRSH/RFTURIE, ARSI
LUI@is1T Linux B PC
F AT ICA thiXBIThaERR A e X11 WAIRIES. BIABERT, RAEEAIERIesatimaE FRYIREDEE. W
REA X & (BELBEAMIERNR), XHFZEE. NREMEM UNIX THEGRGRARRRE, ATURITUA TR
fz—:
o WUNFS SRR AR TIEus 584 UNIX Trlh, AERE P mIRchesMatEm iz LAY NFS &
o

o £/ NFS 2 SMB {32 (5140 SAMBA) =(BRsZ28 LAY NFS Z i (5190 Microsoft Services for UNIX) .
BN R S BRI RIRIRE:

- USBEEMH

o BEEREER

+ COM imOEEM

o BMEAENRERNRSS(ZHEM, BFAIFSMEEE X11 &&.

o FEREPIHITENNEEER X11 18&, EER LPD $TENTHREMARSS 88 5hiA R UNIX $TENH, SEERAMLETT
ENtlo

s ZEREBANEEOTHAZ X, FAEERET Citrix Workspace AEFHITEN RREEGK, Zit
BNERERENRSR. B8, SEEARENEERTAFRIENRSSE LRET GStreamer FI%#E (K&
Mix) o

EfEMA “BRss 28 ICA” M X Liksk UNIX TrusEzh Citrix Workspace R, EHATIATRME:
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[y

. A ssh 5 telnet E#ZF AEREMNIES.
2. EHEIRE 1Y shell &, & DISPLAY IMRERIGBEAAHIEE. M, 7E Cshell FRAUTHA:
setenv DISPLAY <local:0>
AR
MRER ssh X S EEIBENENEE, WEHILE DISPLAY IFETE,
3. fEAHIgE FRS SRR THRA xhost <proxy server name>

4. ynR Citrix Workspace ARFRREARINREBRF, BESLRIFETE ICAROOT REHIEM LR
LEER.

5. #3 Citrix Workspace ZRIEFHNREB R, EHSRAEOP, A selfservice &

RS EFAIHERNBEEER

BERSHRIFFIRABTEER, EERAUEERRASMNAEFITAERBHINABEFTH URL, f0, MRE=
EREEA Microsoft Outlook HAIEITH THEMEA Web SimEmiEE, NEERAF &S EHX R BITHRERX 4.
BERSBIAFFHBABEER, EERTUERRMOE Citrix FR, XFEIURAFRHEEHGENMEEE.

AILLEERELT URL 22

« HTTP

« HTTPS

+ RTSP (Real Player)

+ RTSPU (Real Player)

+ PNM (|BhR Real Player)

90 Citrix Workspace R &ERENNARFRTFEZANAS, WEERRSSHNAEFITH URL

REHRIBFPHABTEEEERSSRLERE, BINMERTE Citrix Workspace BREFHRLAFERARS, EFiRE
a4 RealPlayer LU Firefox. Mozilla 5% Netscape Ff9ZEL—iRE

ERBEPAREE RealPlayer MIFIKBNER T RARSEIEFIHNBTEER
1. fTAEEXMH wfclient.ini,
2. 7£ [Browser] 2 R ERUTIRE
Path=path
Command=command

BESANERTHITXHMENBE R, Zo<TERTABEERAN KL URL WATHRITXHRIR, SREMHER
5583 21x8 URL, fi4n:

$ICAROOT/nslaunch Netscape. firefox. mozilla
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This setting specifies the following:

- The “nslaunch’™ utility is run to push the URL into an existing
browser window

- Each browser in the 1list is tried 1in turn until content can be
displayed successfully

1. 7z [Player] S9HEHUTILE:
Path=path
Command=command

%122 RealPlayer AIAITXHFIEN B R, ZH<TRATAEEERMNZEA URL BRTRITXHER, 4
M Bk 5588 & 3%8Y URL.

2. REFHREAX M.

=3

AE:

ST XIFEERIRE, FEBIEEN NS RealPlayer JHRITXHRENE R, FEEREAIRITXHNTE
B&#2, #5190, 7£ [Browser] #8537, BILUR Path i&€& A /usr/X11R6/bin i3k /usr/X11R6/bin/netscape.
Ltesh, EAILERE S HRINIRARIEEZNIEREW. MBRIEEXEGE, NIEFERAFLE SPATH,

EBRGH%ESF Citrix Workspace MRS B EIZFIRNAEER, BHRITUUTIRE:

1. ITHEEXH module.inio
2. ¥ CREnabled igBEN N O0f T,
3. REHXFAX .

JEZE
B &R

FAEEDEROIRE LRI REREERFENIFED, FEEMEMIEZEHRE - FHR. BRNEERAL
EE- P IERNERMEMTEREENAES, BEERSSE MIERFIRSE) EEH—TRSTULEEN, MmE
RERFRHEHIRS A

+ S/ SpeedScreen IERNEE - SpeedScreen R NERE T BIBY IR B P N FOERIE X AR 28 SRV SRIR 7+
SIERERE 4 T AMERE. FA SpeedScreen Latency Reduction Manager aI1EARS 88 LB ALtkIhaE, 2R
IMERT, £ Citrix Workspace 2R, MINRESTRERA, HENANESTREETHRINEA, ES
i “Citrix Workspace app for Linux OEM’s Reference Guide” ((iEFF Linux &9 Citrix Workspace [
FiEF OEM &E15m)),

o BRRIEES - SEESETDR DB ERERNEIES, HEEFTEBSANERRRRERENRERELE, 87
PIRE R RIEEL G TR, F£/ Citrix SIRENEGESEIRISE TR AL,

o BNEOXD - BEOKXNERIEREBEMERNR KN EFFIRERIERDT,
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o RDEREE - BEnEEuR LBl 256, 1E Citrix Virtual Apps and Desktops i £, RESIEHEW,
s BEEERE - MREAT S, AILUER Citrix “SiRE” RS ERFERERERMILE.,

FiE

ClearType Z{&Fi8

ClearType FAFEIIEE (XIFAFHEFHERDEE) AIREBMERFANRE, SMERFETEIEMRIELATIE
FRTESRIMAV R, AILFTH XA TEE, &R LB HRIBM A E X 4#Y [WFClient] #85 RBILIFIRERIEE

R it

FontSmoothingType = number

He number ATLEUA T EZ—:
&

0

175

EARISE ERASHEATL, IHEET
FontSmoothingTypePref i§EE X,
FEETB

TR

ClearType (KFFER) Fa

TR R ClearType FEig#8=125 Citrix Workspace M AEEFHHERER,

HE:

fRSS 25 AT LUE ICA XHHERE FontSmoothingType. IHEMRLESSTE [WFClient] HiZEHE,

INRARSJ|ISZEIRER 0, AMEETUEH [WFClient] R EAMIZERTE:

FontSmoothingTypePref = number

Hoh number AJLEUAFEZ—:

(=1

0

h

FEATHR

AR
ClearType (KFEFHBR) FE (RINKE)
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Xk
EERNAX T REER

Flt E X, RASMAFPRER MR EE:

« PN “SE” XX
o AP X" X (72 Windows XP #rg “FRRYSA”)

BIRHXHREER, ATLIEERAFRAXERNMUE, UEXLEXHREREIIIRS SBLBMRS BIFHECE e
RIBEENME, LMEEREBRTEEEE, HINESHAFAERTRRSHZPORS RN N TFETIEE
IR (ELETRES, BRAIUERITBES MRS FZPHRSSE) , FHAXEREER/LFFEER.

BEERHFXMHREER, BFRITUTERE:

LS MO ER, WTFFAR. Bk, @BIEE module.ini FEZHENFERERARRXEREER, REHE
[WFClient] S EEXHRIME, BEFRIFMNT:

1. BUTxZFME module.ini (%0 SICAROOT/config/module.ini) #:
[ClientDrive]
SFRAllowed = True

2. BUTxa7HmME [WFClient] #4% (g0 SHOME/.ICAClient/wfclient.ini) &:
DocumentsFolder = documents
DesktopFolder = desktop

Het documents 1 desktop 73 UNIX X+ &, SEEDFIBERFN ‘X" M “SE” X RNERNTE
B®1Zo .

DesktopFolder = SHOME/.ICAClient/desktop

o ALUEREFNEEBIEENFREE, Fl SHOME,

o AWM NSHIEEE.

o EBENERUMATBIEFHRERGER, B, ZBRVIEBRGHE P IHIRERNFHHR,
o £ C HEARRKENBRETFTo

& P im IR ah A8 BT

W E P iRIRsh3saegt, LG Citrix Virtual Apps =% Citrix Virtual Desktops iz 8s EMIREHESSERTEE AR
wAFEEEWER. Fla0, ATLUE Citrix AP RIERRIERNEE H BT 2)iE1T Workspace R A2F R4S A F I8 &
EHEANER.

KIEREHR, B GIREhERME Al EA A& (835 CD-ROM. DVD 5 USB WE%R) LEHMNETAB R AR A
A, AiRRAMAREIRRXLEE RIONR. MRRSB[EENAFE P HIENRRE, BARKRLIGRZAMFMERS
f, EREHEMIEXEX M, ARBHEERRFESIRE)SHARSSFJIREDE Lo
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Citrix Workspace [ 2235531 Citrix Virtual Apps and Desktops RS s EMNE P iRig&uEt, BIEF
IR EIRSY, BRSSE LIBITHZE AR SEERsin R SAMAF RENENIRE. AR RENAFRTS, NAERF
MAKR R GERMIBT—1F, FRAXLINERZA, BHRIRS SR ZIFEFIRIEEIR,

} =

AR

L2858 Linux (SELinux) R 2R B Al fER &M% P in X528 4TA1 USB EEMINAENERET (FEFRD
Citrix Virtual Apps and Desktops ). MNEEEFERAEF—FREIINEE, E5ZA SELinux, RAEERS
a5 EHITEE,

BRI RV IR T AR BRET AT 55 R

o BEEPREHFRGATFERRETERNFAFIREXHRANEMEE D RG ZIARSS 25 LR EREHERE T
B0, ZBRET T F RN BN HBAAFANEB RS /tmp, UK CD-ROM. DVD =% USB REFHEEH&E
R

o SIAEFRIEENEEMGT ARG CD-ROM, DVD M1 USB NEREEMSETAFRELNEMRHER. &
=IEHEI LI E IR &R B REK AR 2RSS 88 £ T— 1 A BRIREhER 2 5.

Citrix Workspace W B2 2! Citrix Virtual Apps = Citrix Virtual Desktops BF, fIRKZAEFiHILEHR
5, NS EMBRILEFIHIRENERET, BT SRR R B i 6= P Img & MST R . BXFMAER, B8 Citrix
Virtual Apps and Desktops 34,

P A LU B ST EER ST IR 5 2%
AR

RINBERT, BRSSEF RSN ARNSERIESE A mIRshisMmst, E2AEEEEAME, BE
wfclient.ini #% DynamicCDMI&E N False,

i, @3 CDM ipinXHHiREE A TE ERENNABEIE,
B 2012 k2, Citrix Workspace AEF AT ERESNA®BE CDM XHifiE,
AR

FERERT Web B9 Workspace B, XA BESIETERFAE, ZIRBERINLE RS RESITIEET,
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File access

Choose how to access files on your computer Ffrom this session.

Read and Write

Read only

Mo access

@® Ask meeach time

Cancel OK

ALER wiclient. ini XHREMRFVBENXHEREMS. €A GUIIREXHIHRNRES, NaENFEEE
FfiRo

FERERIEP, AILLUBEM Desktop Viewer SAEIE LT > XA A RIXHEERIEE X HIHRIRR S,

A = 0 By Pod b

Home Cerl+Alt+Del | Full-screen ' Preferences Disconnect Sign Cuk

ENARFRIETR, FTLOEEM Citrix EEHR OB LRI EERIE B XI5 RES
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Citrix Connecktion Center

servers and applications:

10.151.246.35

Managed Win10 SIN Desktop $552-86

| Properties... | | Preferences || Disconnect || SignOut |

XA R ERE BLIERRGT O X (R B IR R B ER 12
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. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERREXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace N Ri2F 2 I MEITENHL A R A E 2 P I8 S AFTENHL_E3HTITED, BUABR T, BRiEE
SIS ITE, BN Citrix Virtual Apps f2iFB P RITUL TIRME:

o FEAPIEERILURIRIAREITENEE LHITITED

o FRINFTEN

B, XEQEVRHFREMEFRPRERERE. W, RAFAFERFIRERBIHENFAEITEN L#ITHEN
BIHINRE, XEABNERS TEEN, B8, ARERRRIRSEERMELER, EXMERT, ErlkE
EX AP k& LERRERITENNTIREITIRS.

B, ARNR2RIEPIERIERERE LR ARG ZMITENRO. Ak, BERSSE LR ICA SREEE sh&ERE ik COM
mHIRBERENEREA.

ZRFIAFIRE LRERITEINIIR, FRITUTIRE:
1. {TAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAFTENN
+ SICAROOT/config BERARHIFFE Workspace MABEFBFIITEIN. tREITHFRERFEBIEET
BEEREAEMRSEFNARF,
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2. TEXHHE [WFClient] S BAUTREA:
ClientPrinterList=printerl:printer2:printer3
Heh printerl. printer2 EE2fmEITENNMNEI. BES (1) PREITEMNBIEE,
3. REFEFHXEAX M.

72 UNIX EBRE = F Um$TENHL

7£ UNIX 3515, #7285 Citrix Workspace R FB2FE X HFTEMNIRENIZR. P& LAVTEN RN MEEB IR
FAR A2 4 A BT ENAE Ko

EEAF %@ Citrix Virtual Apps for UNIX $TEDRIZ FIRTENNL, BEIBRUMSTHEAITENTIRE. BXFMER,
27 Citrix Virtual Apps and Desktops x#&er#9 Citrix Virtual Apps for UNIX #6843

BREY A3t TENHL

BT Linux & Citrix Workspace R 2Rz # Citrix PS @BIiTENNIRENER. Fit, BE TEERMHITEEER
B, FAPEEIEMSITEINEA P g S A MEZIITENN E#TITE, BERLEERT (FIEAFIESNITERER
SEERITENNIRIERER) , ERIBEEEF o7 Citrix Virtual Apps for Windows _EBRESE P S5 TENHL.

BEARSS 2R ERRGTACHIFTENN, IEHITUATIRIE:
1. M Citrix Workspace [ Ri2FBahiRS28EE, REERET Citrix Virtual Apps BitE .
2. 7 “FFHIR” B, RREFIRE > FTEIL.
3. 1F XM REH, EERIMFTEN.
B B R A INFTENHLE S0

4, FRZASHIRE “BRIEME, TPE" HOMEITEIN. S8ESIETEINRIR, SANTESmRSE)
EAFTENHLZ RS, FIa0 “HP LaserJet 4 from client name in session 37,

BRAMITENNBFAER, ESH Windows BIFRSFE,

B9

LIAT, module.ini X&EHH VdcamVersion4Support BEMEGABEIREN True, EakEd, RIAMERE
A False, HItt, FIERA Citrix HDX Audio HZIABMIREERIEPET. BN ENEEREMIRER
True RRAREME HIHSSRRE,

BhRr4s 2108 i, 1EmmIEMEEREERIAL FE AR,
EERLkIEE, ERITUTIRE:
1. Sf%l \<ICAROOT\>/config/ X#H*HITH module. ini X,
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2. & clientaudio SAHRMUTEE:
VdcamVersion4Support=True

3. EFBRmISIEUEERER.
EE:
. BRETHEEMNEMEE RGN, EATF Linux B Citrix Workspace M BREFEETSIET A BNFTE
BN S, AU IEP ST B EAIRE,.
o RIANBERT, BETHEEFMNZERNIMEBEIETNA FEARS. BXINAEAZTNAMEIBER
HEE, BESREIE,
EXNPRH:
« 72 Windows Server 2016 +3iz1789 VDA F1, 1 AESIEREROERMNSINLE, FMESMEENEE NI
NS SN
+ HDMI MIEFEMEHAZIFEIMEGHEEM, tREHIS7H VdcamVersion4Support gBMNELX.
o DBETE Windows 10. Windows 7 #1 Windows 8 & ER K EHR A FMIEE. £ Windows Server #
E&4: (5190 Windows Server 2012, 2016, 2019 &), BTF Microsoft iti2EEmSIEREERES, FLF
AEE RN S IR &
« Citrix Workspace M AEFAISES ETRIEP AT ANEIMIEE (a0 HDMI SRigE) . LRARHE=S
PRHIS AT,
BEERT, RASMGEEHNERARENINA ALSA 188, TTLUE S FigES BiEEEMtis&E:
1. RIESEREMPAFL, EEHITHA—IREXH. BEXFEREXHFNERNAEMARRAFNES, B8
FERINRE
2. MERE, BHRMUTER QI ERNEES

[ClientAudio]

AudioDevice = \<device\>
<!--NeedCopy-->

Hrh device EEMTIRIER M ALSA BRE X,
AR
FIEFRE Linux BIERFKFTHX—EEEMAT ERMUE, Citrix BiNEEFIRERAX, TREXERLER
FIFAEE,

BREY R P U ST

LMEFF IHEIMRETE, £ Citrix Virtual Apps AR558858 Citrix Virtual Desktops Liz{THIR RIEF & LGEE A
FigE L REMNEZIRERBUES, BAIUERSSHE LHANSMERLESMRE, MAFRTUEAFEELRES
SBiE. MRAFRESRSBOTHIREBRETR, BRAREPRKNIZE,
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EP GBI TR RA RS SRTMETRIZHN AT, SMREES, FHIMPEFMENTRELEA, SMREH
=, SMAEFERRNRSEE CPU gz,
Bl LU SRBE I & P in S ST H TR B . BXIFAER, 15207 Citrix Virtual Apps and Desktops i,

AR

7E3E1%3) Citrix Virtual Appsfor UNIX BY, RZFE P inSIMRET,

BF UDP &4

UDP S4RrTLURE@ET Internet 153 THIBIEMIRE, thS4HERA AP SURIRMIN (UDP) MmiEEimisH iy (TCP).
PRI

« UDP EaEMEBMNRIERARIA (BI, 68 TLS 5 ICA MENRIE), FEMERIFEP, SHFwER TCP,
 ICABEMRERTESFM UDP S,

1. 7£ module.ini 89 ClientAudio #5493 Fi& & LI TED:
+ % EnableUDPAudio i8& % True, BRiAi&EX False, tigERHEA UDP S,
« 951ER UDPAudioPortLow #1 UDPAudioPortHigh 5% UDP SRR/ MIgAEOS,
EINERT, FERAmO 16500—16509,
2. BTAREEEFIHNRSHSIMNLE, WEFENSMEETERE 81, TR

E

i

i

ERNEHR FFRENEHR PR LENEHR

2]
2l
2l

it
H
=

RS|BLENTHR 5 = H &

=

=

ARS8 EROESAR B B (i3

==}

RS EROESAR (R (i3 & &

=

==}

T

i £/ UDP
£ SICAROOT /config/module.ini X, HFIMUTRE:
7z [ClientAudio] 9 T:

EnableUDPAudio=True
UDPAudioPortLow=int
UDPAudioPortHigh=int
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7 SHOME/.ICAClient/wfclient.ini X#&d, HFINUTHE:
7z [WFClient] 29 T

AllowAudiolnput=True
EnableAudiolnput=true
AudioBandWidthLimit=1

AR

o WNEREKIE .ICACLient Xk (REEERREHBEIR4E), BB Citrix Workspace R AERFH
XiFo Iti2fEEaIZ . ICAClient X3k,
o B AudioBandWidthLimiti&&EHR 18, B IHEENSMEENT.

7£ Domain Delivery Controller (DDC) &y wfclient.ini i@ BEFFMUTASR:

¥% “Windows Media £E€m|” 8RE R “&1E”

% “@e UDP i EsR” 8B R “A”

¥ @t UDP i By ESASCRY 248”18 E R “BRR"
& “BIRE" RBR “p”

B2k Citrix Workspace N RIEFRERS %

ICABRAZI TBENMRK, BEREREN CPUNTEER, B2, MREAEEFTEIFRR, HEERILUTHER
REFIERE

o BREREFIRRESRRITIFRIREX G, EAZFIHIXEIEIRREIIGRIAR M4, EXHEIIRSFERHE
Teh. MREZRVERERE, X—IIEATEFERKEEL

o BERIEAMITENN LITENKRI A, TEAMITENN] _EFTENSCASRY, $TENAFRBIZ ARSS st 1715, MRE
RIEREEE, X—IEARFEERKHEEL

o BEERZEEANS. BRSEEARNTHESERARESRRE, HFEZSHIEMERKE.

USB

USB XH A AP EEZIEMSEI S AE8 USB g&E#1TRE. AFAILUE USB iR&BARITEN, AF%R
EREERNEHEMKE. JTATZEERN USB IREEENFIREDE. BEaEBiE. PDAL fTEINL. A MP3 &
MEs. R2REMFRITEN.

USB EEmEREEMA Citrix Virtual Apps 7.6 (5E=Hkg4s) 3 Citrix Virtual Desktops. Citrix Virtual Apps &
SRINABEFMIGEHT USB EEM, HEBSERHEES REZHEMEE. BXIFMER, BS1E Citrix Virtual
Apps 7.6 14,

HESMEBBERIER /i LAN IREiE s USB B g% (FIINNSESGI. £RX. HERMEN) FHENSE
Thig, B, BEERT, MMESMIMEZERENEEDEIMER.

Citrix Virtual Apps and Desktops 2iEE#XFUA TREMIEE, FAEER USB HF:
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.
. Bi7

. BiEE

- Bl

- MRS

AE:
oL A USBi&& (f5idn, Bloomberg 52440 3D Bin) BB AER USB %, §xAEME A USB I&&E

%%mgﬂlmu E’\J{ﬁ Aoy lﬁglﬂ
CTX119722,

ZUNERT, RZFFRLRN USB i&&@" Citrix Virtual Apps and Desktops #1TiTiEiEE, 130, APk
B AE USB iEEEIRSIRA NIC, Sttt NIC #TRBEER T EEN. BAMERT, FZ#FE Citrix Virtual Apps
and Desktops i ER LTI USB i&&:

o IEPHiEECER
« &M NIC
« USB &428

EEHA A TIZREEN USB I8&MERIATIR, 1E4IE SICAROOT/ F#y usb.conf 32t BXEMER, EBIA “E
HRENHITIRAEEEM USB 18 &TIR",

Za7F USB R BRI ERIEMNEE, BRBA USB KM, EXFMES, iE5H Citrix Virtual Apps and
Desktops 34,

USB Z13H TFIRIE

BF#EA USBig&RE, RGRRIE USB RESHZIREHTRE, WIRAN, WSKHEEMEEMNRHE. NRMIAK
BRIEAEERRIISE, W REEEAtEEPERA,

NFESKEIREENFPNRE, HAFEAN USBIRER, ZREFENEECAEENRE. ENREATIES
USB iREHERAF REFETRZIRE.

MRIEEEEASEmEEER, SNWAFPEA USBIEEURITEERNSIEEOMMARER.

ABEFHRE
Y USB AREFMRENBEASHREE, MRAFWASENKERERE, WHBAFREMERN, ZREFIEE
BEENRE. ERRATEFEREEENEENRE, BRUATEMEREEHRAERBANZIRE.
AR
NMREABEFHLEENCEE NELIZES IS USB ABREEFMHIEEM Linux TEw, N Workspace [

EFERHEREESIZIEE. HEFTRESITA—MEIIM Linux X8, Eitb, Citrix BiXEmLicEmF
%%, H2AE Browse removable media when inserted (@AY EIFSEN ). £ETF Debian
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Mig&EH, 1EEA Debian XEEETEF U TRTRNITILIRE: Desktop (M) > Preferences (Hi%1)
> Removable Drives and Media (A1#zhIRzh28#17 /&), 7 Storage (7zfi%) £+ £ Removable
Storage (A#zhizfE) T, BUHi%ES Browse removable media when inserted (&N AIFE RN
B) Ei%EiE,

SHFEFIR USBIREEER, EEEMUT/L=.
AR

o N2 Client USB device redirection (P USBIEEETEM) IRESEBFEREITH, WABSEFHISS
BRARER USBI&EHITER, BMERF ImIREhEsMET BT B 2itt.

o ZMARFFZR USB IREMNESIREEEM,

USB %
#RIN USB SRESAN e P& LU T USB ig&
« B (£01)
BEZRNX. A, BYA MIDIizHI2S,
o ¥EEEO (3% 05)
XEIGES HID £, E@ERMUENBAIRG, SENERGINBIT. EhTFaflNERKEXIMER.
o BEEGAE (206)

BIEHBANAAEN BBATEEZHERGLAIEE, ZXEREREFRMIY (PTP) SUEEEE X
(MTP) BEGZEAIITENREMING, BNERTERSTAXBTEEMHEE. HFETTLUEIAN B SRENRE
FBEERUERRERE—X,

MRENETAABERMERE, WNERTF RN, MARE USB <.
o FTENHL (R 07)

BAFLATENERHNBRFENY K ), BRASHITINERNESELER, SIRETENTEREERN
BELABIREGIRE. AXBMERT, TEITREEERITEINE, ARNEETREREME, Flw, &
IEE G R,

FTENHLEEE%E USB FHER Al LUER TR
. KBEGME (3£08)

RENNABTEEFMHIEER USB NERHR, HitABSEMIGEEIE USB SMEERRENE. CD/DVD RRap
2281 SD/MMC ki%+28, WEHENBEFMINENEESUREATEFMED, SIEEEBREE. HIBENMN
Fil. BHIFHREE:

« 01 ZERAVAEFIRE
+ 02 83 CD/DVD i&#& (ATAPI/MMC-2)

© 1999-2021 Citrix Systems, Inc. All rights reserved. 72



BT Linux & Citrix Workspace M BiEF

« 03 AAMEHIEE (QIC-157)
o 04 AR IREHEE (UFI)
+ 05 BRI IREN2S (SFF-8070i)
« 06 K& EA SCSI LB HRMABTEFHISE
BEBERT, TLUBEEFIRREHERRFNEKILDABEFMLE, At USB ZRHFZHHEN.

BB RFEAXN, BERSRERAMARENATERHINEE. FRELZREEHFEEIATEARBTEFMR
& (BIFFIHIENRMEIE USB 3285) MISER, BERFEIEXRE, BJLUSRSSREENBEIEXFBIER
I IR EhER AR IETTo

« RB%Z2M (£0d)
RELR2MRETUNERABTRE, BEATRIFTFIRBFRNER, LXOEEHRIPESE,
o PABETRE (0f)
X EEMESRRE. OXRENE. TR, GHENSNHEETFCAETRERS.
o MNARFHEMENESE (& fefuxf)
Y LIgEERENEHENNSEARR USB BXESREUM NN, XLEEBEETARNERE M),

USB ig& 3%
#AIA USB SRESMMIELERZLIT USB 18& !
« JBfEF CDC =% (3£ 02 % 0a)
BIERAGIEEZE. ISDN Ehces. WAEhces Uk —LBiEfEEN .
#AIA USB SREEF ARIFERX LIRS, RAHFN—MRETREMHS ENSEE S HEE,
o AMEFEZNKRE (X03)

BEEMBANNELILE. HENAKEEOGE (HID) €1F: B8, Bif. BHHEE. BER. SR8,
EHIES. FHAESThEE.

F3 01 XFFA5ITHEO%E, AHHREMBERER.

BUIARY USB SRBER 2 1FREA USB %28 (3203, 7201, i 1) 3 USB B4R (03, 7201, thiX 2),
XEERNEMERE USB 5, AEOREMEMBESHITIEHMLNE, FEERIEMSEN, BEFES
HofE FARIIZAZ (e X IR & o

« USB &£628 (3£ 09)
USB S48 A1 PRI EERE AT BN, TRTEHRXEIRE.
o BBk (K 0b)

BRFRFHREFEMAE R PR FEMEREERRRE, UREFBRARNEERFFRWSHE USB .
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FILUERERERIZIEERINEIL R E Rk Fas, MAFE USB #¥
o 51 (3£ 0e)

TSR BHE A F RIS ARSI XM E0IR S, GIMNMKBIRGN. BDRAAN. RPSALI02E,. KLBN
Has, UR—EFIRREEDEN.

EIAERT, HDX RealTime MBS ASAER IR ERIEMBBENIEEE,
o TEIEHIZE (3£ e0)
BEMRESHNELITHISE, FINBREHIEHISSMES.
He— g &l aER AR RAOM ISR, HEERXBIIINEIRE (FIMBEFREHEFFET) .

A USB REER AP ERXEIRE. BR, FIRFEER TRMIAE USB S2HHERIREVSHIZ &

USB iz&7%II%&

TR LAE M A2 2 R ERY USB IRERVEE. BEFEE, 157E SICAROOT/ éRIEMAAIRE LM usb. conf
XERBEIAR TR,

BEMIIR, LMK, UAFSIELRIAEERAKREER USB i8&, EEABIIHACIENM
MPFEHIRARS SR AR &, MRS ERMNIEFIER XIS PRLIR S,

EERIEEW N IARRE BN T

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # R&[EIR: AWBEHMIZE

USB Z&BEHN

B BRSNS, 55058 USB Web uh L1389 “USB Class Codes” (USB Z3IMRHD), iZihSmpImitH
http://www.usb.org/. API&& L usb. conf XHFHRIREEHNRAER7: {ALLOW:|DENY:} EBR—AETF
LU TR ERNRIER:
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R
VID

REL
PID

b3

%0

BIZRBEMNES, NIERATEI:

s MMAKD KNG,

WA

REWRTFPRARRE ID
REWRTFPBIARZ 1D
REWRFPH~Mm 1D
REHR TSR ORI
IRE AT OERT P FHE
IRE RIS ORI PRI

o MNREFREHE # 5IANANEER, LEBNEREDRF, BSBREL,

o TRARTHEIRTSRZE,

o BEDRANTRERZE, BREHMEHRFIARRRHE. F/50, Deny: Class=08 SubClass=05 2—%
BX¥HN; Deny: Class=0 8 Sub Class=05 2—& TN,

o tREUERREIZESR = g, VID=1230,

Tl

TENTEIETTBARELE usb. conf XBER—1 857, BEXRMEXENN, RSS2 LLFFERERN—AMRN,

ALLOW: VID=1230 PID=0007 \## ANOther Industries, ANOther Flash Drive

DENY: Class=08 SubClass=05 \## Mass Storage Devices

DENY: Class=0D \## All Security Devices

BER

EREEEERRT, SUUEREPSEAEMEHEREN USBg&MAR. E&MHFIE&E LR SICAROOT/
config/module.ini x## WfClient 25, RINTFARIEE DesktopApplianceMode = Boolean,

TRUE

FALSE

NFEHARER USB %%, MRFEIMRSE (Ef
xR BAFIRE (REEMUEEXH) £ USB i+
RELMNERZIEE, WZKERE.

FREEEMR USB ig&.
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P& RGN

BUAMER T, HDX RealTime MARGHAAEIE I IRIERIEMLRGH LR, BERLEBERT, BURSERARE
F3 USB Z#5ThREEEME BN, BER USB ZENEEMEERGN, 52 HDX RealTime M BGHAAES.

M RENEER

TEHRXTMEBREGNEERNLRBA:
« MEBEIEEBDF—ES RTME %%,

o MEBGNEEEERT 32 (If1 64 (I AEF. F170, Skype. GoToMeeting. &fFER 32 (i3} 64 L
BREVISIEFNEBEIEER. FI www.webcamtests.com

o MERGHBENBERFRSER. 10, % Skype EEFERMERENETHEEB GoToMeeting B, &
B Skype UMLK RENS GoToMeeting &5&1EH.

BT 64 (INAREFHNNEEENEER
Bhras 2111 &, 64 (UNARFZHFMERGIEER.
RRER:

+ GStreamer #EZ2HR4s 0.1.x 5 1.x, BEFBATFRAPLRENYBIARE.
« ICAClient frA=F 2106 (AIREEAHIZ GStreamer 1.x)
 Gstreamer kRasf0idE ¢ :

gstreamer-plugins-base

gstreamer-plugins-bad

gstreamer-plugins-good

Gstreamer-plugins-ugly
gstreamer-vaapi #&## libva
X264

FE:
GStreamer #&EHF R A4S GStreamer HEZRBIRRAS—, #1390, R Z % Gstreamerl.2.4,, WFHE
Gstreamerl.x #HE4RORRASER A 1.2.4,

HHEREEAT 64 IRFNNBRGINEER, XBVEXRML. ENEHITERE, BHRITUTERE:
1. S#1% SHOME/.ICAClient/wfclient.ini BB&XH,
2. 7£ [WFClient] 5, HRIMUTIEE UBAMNERGINEER:
AllowAudioInput=True
3. 7£ [WFClient] 353, FIMUTIEE LIS H264 fRIS2EAE:

HDXH264InputEnabled=True
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Xcapture

Citrix Workspace N BIEEFRH 85— M EEEFRARERF xcapture, IthNAEFAEAFPERSSHEWLIRS
X £SE LR E ICCCM #1152 X Windows NABEF ZBEIIRER IR, AP LUER xcapture SITLUTIRME:

o HRMEESREXE, AEAFRERE (BFEATS ICCCM ASENNAERF) SEEEOPETHNAEE
F2ZiBEHXERE,
o EEZRENOS X BRRIFSLAER xmag 3 xv Z B E HIERZ

BEMHSITEE xcapture, BEHRITUTRE:

AEHSERTEOPEAN /opt/Citrix/ICACLient/util/xcapture, ARG Enter & (Er /opt/Citrix/I-
CAClient 2 Citrix Workspace M BIEFHNZEER),

EMARRESEES], FHRITUATIRE:

1. 7£ xcapture 3HiEHEH, #i From screen (MRR). HIFETRN+F4.
2. NIATFES P TEE:
+ Selectawindow (G&FE—1EO). BAMBHIESFINEO LS, AEREERITHR,
+ Selectaregion (G£EEFE—MXIE). RERIGER, FENEDHITLUERESHIBIXIH,
+ Cancel the selection (BUHESR), BEHRTAR, REBITPRNAREE, PEARETUIE
FRBA9I%ERR
3. 7£ xcapture 3$iFiER, ##E To ICA (2] 1CA), xcapture IRHEMEEELETH, RREELEER,
4. BIRTERE, EMNEES OB BEFDERENAEILET S,

EM xv EHEERTOFNNARER, BRITUTRE:

1. M xv RERIEREIER.

2. 7 xcapture XHiEER, 2&HE From XV (M ICA), fAFEE ToXV (F] ICA). xcapture IHEMEEELET
&, RREEREEER.

3. BTG, EMERE OB BRERFPERERAMILG S,

ENEREOFHNARFERIE XV, BERITUTIRE:

1. NEESOPNARFSHIERNES.

2. 7£ xcapture XHEER, 2 From ICA (M XV), RiFEE ToXV (B ICA). xcapture IHMEIEELET
1, RREELBES,

3. BMRERGE, BESRMEE xv H,o

BT
B ERAT

HEX RAR SRR M T BT LAEX 5 M AR 75 SR AR RAT I B AL, FEMEX RAFMAMIELEX RIFm AR A
EFEERALIE.
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} =r

AR

LtkzhgEM7E Citrix Virtual Apps 3k Citrix Virtual Desktops 7.8 (ESMA) LEfTHSIEFAIA. BIAE
T, ERLTFRARS.

ERRILIEE, BRITUTERE:
EXHSHOME/ . ICAClient/wfclient. ini B9 [WFClient] #94, 7% A8 RelativeMouse=1,

P BB AIINEE, ERRSHETES, BEETBHERE. AXEAEYRREINFAER, BERAEEEXN BT
BE&.

ZRUEILThAE, BHRITLATE(E:
A Ctrl/F12,

BRLINEERE, BREA Ctrl/F12 s RSSIEHUES TR IHE S, ERMAEN RN, FRPRSESEFIHEH I
&

EFRALLINEE, BHRITUTRE:
A Ctrl-Shift/F12,
ZFAOREERE, BEXHLINEE.

E3EAEN RARE
o, EZES RelativeMouse R E:

+ RelativeMouse=2 EiEFE ORGHE R B AIINEEH B EHE,

+ RelativeMouse=3 a2 B . BUEHRIFILINAEL FRUERTS,

« RelativeMouse=4 B ifBAMEH RES RN BANEAILIEE. WRXERTFRE— AP
R 2 F SR B 52 B AN BT,

BEENREST, FAMINTARIIRE:

« RelativemouseOnChar=F11
+ RelativeMouseOnShift=Shift
+ RelativemouseOffChar=F11
« RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar #% z #%#{&7E Citrix Workspace R FREF LR
config/module.ini X&) [Hotkey Keys] F%lItH. RelativeMouseOnShift #1 RelativeMouseOffShift #y
EIRBEBFERAMNENE, & [Hotkey Shift States] sk T5IH,

B
BETTA

£ mEig Ctrl+Alt+Delete B4A 45 :
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1. HEWMARAESKETEEMSE LI Ctri+Alt+Delete A&,
2. 1EMERERE S WEFClient 3843+, #BR#EZE UseCtrlAltEnd:
o True £7R Ctrl+Alt+End £3§ Ctrl+Alt+Delete H& % #2iTIZ R,
+ False (BAAIE) Fw Ctrl+Alt+Enter &% Ctrl+Alt+Delete A& RITIERE.

BAEER
EEFmETER USB EEMEE Bloomberg v4 1
B, ®1E Domain Delivery Controller (DDC) Hr/E R %K,
1. ##k Bloomberg $24#) vid 1 pid. %130, 7 Debian #1 Ubuntu FizfT A Fa<:
lsusb
2. #%% SICAROOT #4418 usb.conf xxf,
3. 1£ usb.conf XA T & E AT Bloomberg $##&i#17 USB EE @, ABREZXHF.
ALLOW: vid=1188 pid=9545
4. ENRmHEF K LM ctxusbd SFIP#2F, #1301, 7E Debian #1 Ubuntu FIETUTH<:
systemctl restart ctxushbd

5. BBEFmRIE. BEREREEAN Bloomberg v4 BRNKIZEFER, UWEHITEER,

tThEE R IFEE B2 IEMEA Bloomberg v4 #8100, WWIHAERM T ERBERERIERREERREMEES, BIgN
MESEOMRIN EAMSMEOGR U —EEERZIENRIE,

AT SRE Bloomberg &2 EE R, M TFFR:

®BA USB EEM

. i@

o BTEA USB EE M MRS R IHEIRS
AR
EIAMBERT, LLINBEXT x86 M1 x64 F&BHA, ¥ ARMHF &2/,
ERALIIEE, BHRITUTEE:
1. BRI TArRYREE config/All_Regions.ini X+ # BloombergRedirection &#43.
BloombergRedirection=true
2. WTBREERDRMHFAESE,
BRtThRE:

1. 4848 config/all_regions.ini x### BloombergRedirection 43,
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2. ¥ BloombergRedirection {&i& & false.
BloombergRedirection=false

3. BITEREEMHRMMMESE,

AR

BiZERE S false 2B EEEREIRHIRANE PR P HIITA, BAMEROBEEHI LI RIE.

HNEERNBEER
EATHERANATEEAR Chromium #kA\H1ES (CEF)
£ 1912 hrz itk A+, BCR ERAET WebkitGTK+ MBMREMNE. BR, EER KL, FEMERND. B

Wz 1912 2, BCR EAETF CEF W&, kDhaeFET BCRAF KR, EEMTENEEREL. ELENE
R ERENH <o

BhiAs 2106 &2, &F CEF BINSRBABTEERFTEEER. RABERTERZDEE.

MBEE, I LT SICAROOT/cef/libffmpeg.so & 12 ¥ Workspace [ A #2 3% 4 € o 2 it 59
libffmpeg.so XHBANEEFAEREILBNEEH Libffmpeg. soo

=

AR

armhf £ ERZFHILINEE,

BRETF CEF #9 BCR
ZEEAET CEF 89 BCR, BHATLLTEME:

1. 4838 SICAROOT /config/Al1l_Regions.ini Xf, e, SICAROOT £ Citrix Workspace [z 12
FHEIARER R,
2. £ [Client Engine\WebPageRedirection] o HRMUTEEHBEHIGEAUTEZ—:
» True-®RT~BATETF CEF 1 BCR,
« False - RREATET CEF 8 BCR,

B

o« #£~/.ICAClient/Al1l_Regions.ini #¥ UseCefBrowser #EMHIEERN true B, BB, :xXH§H
iE IME SlRE £ RN TP ITE, $%4 SaaS 5 Citrix AR a8 S AR, EAF Linux 8y Citrix
Workspace MBEEFALZFHIE. XMEIE IME,

X BCRHEE, &2 Citrix Virtual Apps and Desktops SXHRRHIHI 88 A A E E [Ho

B EERE

AEFN4E HDX Broadcast BchE s EFEREINEE, Citrix B @5 tkThaE5 HDX Broadcast &iErI & ThAEL
&R
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HTFRNEFRRE. MEEREHNLTEFELZRENESZCEZRERRE, AP AESMNERIEMFERE. &3 HDX
Broadcast BEIE P IREIEREINEE, EAT Linux 89 Citrix Workspace M AEF A UGN SIZR E SN FFiERS,
FEMEHEFP EMEEIZEINSIE,

EIRSB EERALLINEERE, AP TEFoITEMEZIN 448 T(E, Citrix Workspace ¥ZxEiIXEMEZIIRIE,
FEMEENYRERFBCEENERRR AL, IRFEHTHAFSHKIE, WEBERNEEIEPERABFRE

T—MEREENNEE, MRAFRETEMBRHEARER, WAHITEHENEE. AP REEMEEIINTE

BH=IE

BUAERT, EMATF Linux B9 Citrix Workspace M ARRFRHERF 30 B INEMEEMANRIE, XENEMEE

SHEHIT=R,

EE AccessGateway iE#ERt, ACR RalH. BHIEMEER, BSHERSHBNEFiE LERAXIETE%TIE, H

£ AccessGateway Li#{TEEE.

B XECE HDX Broadcast BEnZE P iR E#MEEMIAE, 21 Citrix Virtual Apps and Desktops 3244,

o>

EIE

XN HDX Broadcast 2I1ERT M INRE, ZINBEERNIAR T RARS,

B A HDX Broadcast 2RI INREE, MRS5EXHHNAER ZENERHET, BRINATSEEIIZNAREFH
AO. BN, TEAPEHNEENECERFIERNA, MUEMNENTEES -, REaEMRTER. i
HAie), BEERPNAEHRIE. BERAMKE, HEANBEFRERFE. EMEIERN, XEXEREREN
BEFH.

0E, BAUUERETREFENEIRERENT K, FIALERINE, JEFORKE, FEETHNBSEETHT
TREMEEZIR Z ARRIREE,
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N

AR ENERE Ul ERRELNRBELATRENRENRERE. RINERT, IEREN 80, ZKAER
geBE 100 (RTZEAED), AURKRMEREN O (R2ETRR).

RIERINEREREN, EITRBANEERER. EURESREHITRE,
Bhi7s 2109 2, IEATEMNERNRRIALTEARES.
ERAILERINGE, BRITUTERE:

1. 8fi&l /opt/Citrix/ICAClient/config/module.ini BEXH,
2. 72 [WFClient] &85, EXIUATIRE:

SRNotification=False
AR
3% Citrix Virtual Desktops 51t ThaE,
B E BohEFIREINEENSIET SN, NREMEZFNE, SIETEMINEEMERT. SEEEIREERE

USHERIENEE, ATREKEE 25 WIERENEZRR, AEHFE—RAIKRENNE FAMER 180 ) K=
HERER. IRSEAEMIEELTAENER, BT FRENERNERZRERNER.

MEEAT HDX Broadcast &3ErT &, MATFRIEEEMEINROER 1494 T H 2598,

Citrix Workspace AR T ABE RS 2RIEE,
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BE:

HDX Broadcast 2iFa/RMHEE (FRAKEIKILE) ERSBLEEAS—TIhEE, BEHERM XN ZRERMX
iR B2 B HDX Broadcast £iErI S48k,

ERSIER MR
REARMEEERRISERBASIETEL.
RIEATRIEBIEREIRENRINMEN 1807 G 2. MRFE, JUEKSEFTEMEZERFTARESHE. &
FASRTEETHITE MR,
R
MRERZIERFHTARSHREKE, EgSBEFMAHBEFBECHIRE. XMERAIREIERERNN
R P eERILIEIZETE,
ARG EMERERRD 2598, RIFEEREEIEMLKOSREKETEXIROS,
BXEEREIRMERBNER, BERASEIRERRLE,
AR

KEARMRINERS B WEH. ZEAITEE, FEIERSS SR EIEVRE,

ZIRRIERE

Citrix Workspace L AZFRIE T SRR, AIEYSHNERGAAFPIFEHRUSERAF KR, ERIRENAER
MREY, XERARRTLURARPALE, WTFAAR:

» HDX MediaStream Windows Media EE®
» HDX MediaStream Flash EE®
« HDX RealTime MR EHNSAEE
« H.264
AR
Citrix %z RTOP 51/ GStreamer 0.1 #95&AF Linux 89 Citrix Workspace M B#EF 1901 KEE AR

#7,

HDX MediaStream Windows Media & A

EM Linux BPRIEEHRIMNER Windows S E FIREZEAHREANBEREERSH 5, HDX MediaStream
Windows Media EE @] U A#H mEKREH, Windows Media EEERM T —MIEAFIEEMIERS 28 HiEK
BARIEITES XX HFEINE. Ft, BET ERBEEGHNTFRER,

Windows Media EEAAIFAEH Windows @ EizfT8 Windows Media Player Rz EBKESHIIEHE, It
heer iz S s, HRaiE:
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. BEFHER (ASF)

. EHE&ERA (MPEG)
o ESTRIMSASHE (AVI)

. MPEG Z47% 3 2 (MP3)
. WAV mEct

Citrix Workspace MABREFTEE&E T XA RE MediaStreamingConfig.tbl, BT Windows $ERIEE
&=t GUID %%#tpL GStreamer ATLUERAY MIME 288, A LUE#tb iR R AT A TR E:

o PUEFERRPRINZ AR AR A Z FEH R AT 838/ XS =

o MELEFERFER GUID LsaHIEIRRIBRS Bim=Ho

« @A MIME ZFHERFMNESSE, UAIFELERRA GStreamer SRR B,
o BERMEBMARTIEFI8E LM GStreamer TFFHEARX GXRBMBENEE.

BEEF IR, ERUATAFAREERBIRRAEEREEAAN <http://>0 <mms://> = <rtsp://>
9 URL B9g84A, mak@id Citrix RS E8BF ARBRAERER, RS[AFTEAPREEAIEERURREEHGS (B
R, B3, Sl SEMNE). B2, RSFBAVBEMEELIE. LHEERIRE LRASRZEE GStreamer
o

Z3:3 HDX MediaStream Windows Media EE @, i&EHITILTi2E:

1. EFE GStreamer 0.10 WEMAFRE LRERRMY, XR— M HRSEEER, BEBRT, BERE
GStreamer, AEBZRE Citrix Workspace AR, MUAFREIER Citrix Workspace M AZFECE
AER GStreamer,

K% Linux Z1ThR &< 1 &8 & & GStreamer, 1 UM http://gstreamer.freedesktop.org T #
GStreamer,

2. ERAEFHER, BRAFRBETRE LR H LB REMREMN GStreamer thilURiE . FTLER
gst-launch LEREFRIHEGHEEEREBANE!T. MR gst-launch ATLUEK URL, NIFFERYEHEIAIETT,
g0, #EE1T gst-launch-0.10 playbin2 uri=<http://example-source/file.wmv> ¥
B IE S RE T8 IE B

3. Eig&E =% Citrix Workspace [ R12F8Y, INREAEH tarball Bz, 1§i%#F GStreamer 3£ (X4F . deb
M.rpmBGE, LPBEREMER) .

FERSEPIHEIIAEE XM ETL

o BIAMERT, BALIhEE, ATLER All-Regions.ini B Multimedia 24 ## SpeedScreenMMACSFEnN-
abled EWZALLIHEE, MERFILETIZE R False, Windows Media EE ¥ AT EABIE,

o BIAMERT, FiE MediaStream Inge#BEMR GStreamer playbin2 thi¥. 3t FB&E P imiRENZ INIFRE
MediaStream Ih#g, BTSSR Z#1H playbin i, &FFmiREVIAEHLLET Al1-Regions. ini X
B2 IREE ) SpeedScreenMMAEnablePlaybin2 #EmfER playbin2,

« Citrix Workspace [ 2T IRBIBHRIIRXHSREE RSB XM, 3 .asx H .nsc X, INEATEE,
BRBFIEE—NF5 | BREXHLEMITE URL, /A gst-launch AIi8EEER URL 2EEX.

GStreamer 1.0 BO3EE =10
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o BAE R T, GStreamer 0.10 B F HDX MediaStream Windows Media E& @&, GStreamer 1.0 X7
GStreamer 0.10 <] ABRER,
o WREBMEA GStreamer 1.0, FKIB TEANREHITIRE:

1. &k GStreamer EHHNELEB R, BHENLTEMERTNRITHR. BRIERFEXRLEWM GStreamer
WEEARXT R #HE MR EKRA /usr/lib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,

2. BHREFEAT Linux 89 Citrix Workspace RBREFHNRER R, M (root) BRPREMZINBERH /opt/C-
itrix/ICAClient, FE$ AP REMERINE RN SHOME/ICAClient/platform (i, He, platform &L
2 linuxx64), BXEFMER, BHBRALENLE,

3. @®id £ GStreamer EH B R P IR E — W S # & R 2 % libgstflatstm1.0.s0: In -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0, Itt % B & &
BERAMNR, Flg0, A sudo,

4, ¥ gst_playl.0 BfE#Em2s: In-sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play.
L H B ETRER ERFRINR, 0, A sudo.

YNRE7E HDX RealTime MEHREHNMIAEIEHER GStreamer 1.0, 5 gst_readl.0 fE79ikERSE: [n
-sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read,

EF GStreamer 1.x

£ 1912 hkZ BiB9RRA S, GStreamer 0.10 2<HZRAEEMREIIARAE, B 1912 ki, ERILKE GStreamer
1.x BBEABIARZ,
PR

o FBRGIAREY, MAIAE/SIERA AT EIRTEA T E,
« H1&7E ARMHF i&& L/=5h Citrix Workspace R B#2RFEYT, GStreamer 1.x RIBET AFRTHA T 1F,

Z% GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html %% GStreamer 1.x &
ZORNLUT R

+ Gstreamer-plugins-base
+ Gstreamer-plugins-bad
+ Gstreamer-plugins-good
+ Gstreamer-plugins-ugly
+ Gstreamer-libav

TEASHAG R IS

ERL Linux OS &17hR (5130 SUSE 1 openSUSE) £, RAATAEHAZIBIARSIRAHI GStreamer B4 E. #
XMERT, TERNBHTAMIGERRE Z#HEISH:
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1. M https://gstreamer.freedesktop.org/src/ THRM{,
2. RENVAR,

3. SMEIBENRGERENER.

4. BITUTHS:

$sudo ./configure
$sudo make

$sudo make dinstall
<!--NeedCopy-->

BINERT, M #EISXEAITF /usr/local/lib/gstreamer-1.0/,
BXRHFEHBRIEE, BSRIRFLE CTX224988,

B & GStreamer 1.x
EFIE GStreamer 1.x LUfES Citrix Workspace M BEFEAER, 58 shell B RANAUTES:

« Sln -sf SICACLIENT_DIR/util/libgstflatstm1.0.so $GST_PLUGINS_PATH/libgstflatstm1.0.so.
+ Sln -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play

Hr,

« ICACLIENT_DIR - 25&RF Linux 89 Citrix Workspace M RZFHRERR,
+ GST_PLUGINS_PATH - 2 GStreamer Wifi &%, 130, 7£ 64 (i Debian it&# L, LEER /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,

PRI

o TERRZAS 2106 ZHIMARAH, M GStreamer 1.15.1 SiESARA, MERGINEERRIGERERY, SIEAIEE
F-{ipayEss-

HDX MediaStream Flash £

&3 HDX MediaStream Flash ExEm, ATLASEI Adobe Flash ABERA PGS AMIER, MMEFESHRENR
HIER T A B P RES B EN SRR RS R,

1. BRAPREBEZSTIEER, EXFAER, BEARAER,

2. Ewfclient.ini & [WFClient] 8% (EHATHEAFPHFREER) L ALL\\_Regions.ini i
[Client Engine\Application Launching] 4 GEBFFEFMFERF) HIMUTSEC:

« HDXFlashUseFlashRemoting=Ask: Never; Always

EAFiEE EEA HDX MediaStream for Flash, ZRIAER T, th{EIEEH Never, HiEEIGE
Flash REH Web TTEE, BABFAER—NHEE, @RAFEERLIEZRS.
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HDXFlashEnableServerSideContentFetching=Disabled; Enabled
53 Citrix Workspace [z 2 /B AR A BRSS SRin N B 1RENINBE. BRIAMER FIL(EIZE X Disabled,
+ HDXFlashUseServerHttpCookie=Disabled; Enabled
BREZEZA HTTP Cookie EEM, BIAMERT, LEIZEH Disabled,
« HDXFlashEnableClientSideCaching=Disabled; Enabled

33 Citrix Workspace MAEFIREM Web RBE AR ZERE A IHEFINME. RIAERT, LEIRERN
Enabled,

+ HDXFlashClientCacheSize=[25-250]

B MB REAENEFHEFNAND, WENA/NTUZNF 25 MB 2 250 MB ZEiEaE, RKEX
NRBES, BRBFEFERRNIEAR, UEEHEHRE. RAERT, IEIREHN 100,

+ HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

FIET AR SS BRI BRI AEIR IR B E X Citrix Workspace M R2FERNEEFRE, ABERT,
HEIEE R

Persistent,

FE REUTERTARERELSE:

HDXFlashEnableServerSideContentFetching igE 5

Enabled.

3. ZIAEZH Flash €@, £ /config/module.ini &, % FlashV2=0ff &2 FlashV2=0n LB AiZkE.

HDX RealTime R HRGHMIAESE

HDX RealTime 12T WA RGN SAEFETRIZS WM WCI B AN FERNE, WA HBEAFAEERS
HDFaces #y GoToMeeting. Skype for Business %57 BiZFF AR IR E1EEE.

1. HRAPIEEHESMINEEER,

2. MREBA Multimedia B#iBE. BE¥EBHA, BITHMTF SICARO0T/config directory K
module.ini BEXH, AFKEE [ICA3.0] BoHH MultiMedia 2FIEEAN On,

3. B R HEEMINEEN “EZRNAMEIREY” R ENERRNE R NAMEREGIE RS MHEN.

2/ HDX RealTime M RGNS ESE

BIAMER T, HDX RealTime MARGHAUEIE T IRIERIEMLR G LR, BERLEBERT, BUESERARE
F3 USB XHIpaEERME RGN ML, BFRITUTIRME:

2 HDX RealTime MR EHMIAESE
o ARMERGIERE USB 251088
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1. TEHMERL.ini XY [WFClient] B35 aRmL T2
HDXWebCamEnabled=False
BXFAER, BSEMIAEE,
2. fIF usb.conf X, ZXHEEMTF SICAROOT /usb.conf,
3. MERECERER A TAT:
DENY: class=0e # UVC (BkiAi@id HDX RealTime MR MSAESR)

4. REFEHXAXM.

@i Citrix BTN 2R H1R SaasS ML e IOk IhAE

st SaaS WARRFHNRLBRRETHAFARMELRN SaaS LARFNS—AF 4K, SaaSNARFS Single
Sign-On —i2igfit, BIERIME T UBSTIRIEFE Web k550 Web iE 2251093518, FRIPALSHMENRELRR
R LRGSR AR A SR R

iEATF Linux 89 Citrix Workspace M REF X F@E AR HIRS A SaaS MAEF. BidiziRS,
REGBRBHNZER. £/ Single Sign-On URABKE,

il

BEALL

WEFM:
R Libgtkglextl EEATH,
MZB3fT SaaS ZAEFEGUTRS:

- ICEBR - 5TRE. BRNER.
+ Single Sign-on - /A Single Sign-On BM&ER.
s BERATARKARFIVERIR - IS ANARFHITETERNEE,

AR

/3 Citrix Browser Engine #9 SaaS X7 x64 1 x86 F& £Z%#, £ ArmHardFloatPort (armhf) &fF
EREZH,

BXRUEERIFRIEHIRSEE SaaS NARFNESR, BSRIHREHIXE,

B SaaS LAERF S5 Citrix Workspace MAEFHIFAER, ESREERT Windows B9 Citrix Workspace [z
BEREHE Workspace i &,

H.264

Citrix Workspace R B#2Fx% 1327 Citrix Virtual Apps and Desktops 7 12f#tARS#9 H.264 EfZ, €13% HDX 3D
Pro B, WWECESZIHERREERERFIDRIIEE, ZIERINLTBARS. SIME JPEG FHiEiDeELL, ILINEEE
WAN W& iRt 7 FEMZ WHER N BREFNEMNRLRAIEEE,
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REBAT R HITIRIET R ALLIIRE (UK ER JPEG fiRIGELIEER) . EeIUTEREEIEHRED 28
FNATERRSHER TRAXAREE,. XEPTRELEGEEXAEGENSHIFXEXAEETRDHER
CPU B9BE7s,

BE:

BB Ik IhEE, 15206 Citrix Virtual Apps and Desktops 5t FRE RPN ERTLHRIRE, NRERTT
BUgE, H.264 HEERSS ELTERRS, A Citrix Workspace NAREFHIEFER,

B RREEARRD SIS

fEwfclient.ini X, ¥ H264Enabled i¢EH False, EBTRSZERAXARE.
BEBERXARE, BHITUTERE:

BRREEERELESRSIE, ®wfclient. ini X##i§ TextTrackingEnabled €& % False,

RN,

AIERAERTERR LR RUERE. #HARERFEFIERRN XSync Thigst# JPEG RIS REREERINBES .
1. HREHN JPEG FEiFXLINEE,
2. 7z wfclient.ini 8 Thinwire3.0 #8537, % DirectDecode #1 BatchDecode i& &4 True,

AR B “HAEERMEE” EREA “IEIRH XSync”,

HEIER
ERHRRAS, debug.ini M module.ini XHHEFEEREIZR.
BiRZ 2009 &2, ErIUERUTAZZ—RERTIER:

» BL1IHED
« GUI

[E#, Bh4s 2009 &2, debug.ini BEXHRM Citrix Workspace M BRRFRERFRECHHIER.

BEICRINEERE Citrix Workspace BiEFHEFMAEE. MEERXNEREohBRIIBETCRBIEE. =4
EARALUERAEIEZR SDK (#E7 Citrix Workspace R BZFF Atk SDK B9—Ep o m4pE—ie) KMALEE
IBR

AILAE A BEE B HRAT AT HR(E:

o PHIRHREMREEHIMNRE, BERHIEERFIER,

o HEEREEMBLERE.,

o IREEEED.
WNRFEA root AP RRRE Citrix Workspace N2, NBAEEEMTE /var/log/citrix/ICAClient.
log /. &M, BEFEME S{ HOME } /.ICAClient/logs/ICAClient.logHe.
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%% Citrix Workspace M ARZFE, HelE—1NEHR citrixlog WAFULEBREIZRINEE.

=3

27O
1. EHRSRTFAT, SME /opt/Citrix/ICACLient/util B,

2. BITUTHLLUIREREEED,

i

./setlog help
B R TRFE R AEB .

TRIE T EMERMREENREREE: BRINENSSITESES, BEATR:

R HEX

wh= LOG_ASSERT
gk TC_CM

HF CEF® BCR TC_CEFBCR
% P i S SRS TC_CAM
EERL TC_CONNCENTER
ERIRBERD TC_CCM
Sk IS | TC_CDM
BI%g TC_CLIP

& P T ENATL Bk Y TC_CPM

B P imTENA Bk gt TC_CPM
FK TC_FONT

Mt TC_FRAME
ShiZitd TC_GA
BNERIESR TC_IME

IPC TC_IPC
SRATBRGY TC_KEY
WRIREhiERE TC_VDLIC
EZ 3N TC_MMVD
FRATEREY TC_MOU
MS Teams TC_MTOP
HithE TC_LIB
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&RIR

INIRENFERF

PNA RS
ESHAS

SRCC

SSPI &%

BeE+

BENBRSS

BEIERSY B
StorefrontLib
EHRIREhIZEE
Thinwire
BEREORE
EINEE

PAL

ul
UlDialogLibWebKit3
UlDialogLibWebKit3_ext
USB sFiriER
SAAIR ThAZ e

Web EfF
WinStation IXzhi2Fe
WFICA

Wfica 5|

Wfica Shell

Web #BhiZRF

i

HE%E

TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
TC_UIDW3
TC_UIDW3E
TC_CTXUSB
TC_VFM
TC_WEBKIT
TC_WD
TC_NCS
TC_WENG
TC_WFSHELL
TC_WH
TC_ZLC
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GUI

RERE > R{IFIEE, SRR Citrix Workspace - EERXHEE,

TEIRERIF IS BRF UGS, ILAERUTE:

- EZH
o XEHIR
L Y
o 4

E\kl}\ F/R—F ) H ulﬂii@lﬁlxgjj = L_o

BTaILERAEE, Fit, RiEaseam™ERm Citrix Workspace MBZFHIMEE, X HEREFTENAEIN

EREAELT.
EEAMENAEERESE, REREHXTF. XEERRESIEPIERE.
BHEAFRICFRET FRESESEE OIS EEIT, HEDEER Citrix BEEIRRITHEE,

} =

AR
WRMER ICAClient. log X, M MEFHEHEIZRARS ctxlogd,
BN, MREFANERRAZINGERER, BETUTHL!

systemctl restart ctxlogds

7EhR4s 2006 K ERRAFESHEEER:
INREEARRIRA 2006 RERMRA, EERUTIEEABEEER:
1. THHAEEM Linux itEH =2 Citrix Workspace B B1ER.
2. % ICAROOT MREERENREME,
a0, /opt/Citrix/ICAClient,
RIMBERT, TC_ALL RAFEARSURMBFAIERE.

3. BEWERERIRMNEE, BT SICAROOT B debug. ini X
HEFEMRESHRME [wlica] 245,

Add the trace classes with a “+” symbol. For example, +TC_LIB.

You can add different classes separated by the pipe symbol.
For example, +TC_LIB|+TC_MMVD.

TRYIET wiica SRR EAARARERE(E:
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&RIR

B

EUEM

WFICA (=i&EE5h)
FTED

BRI - WD
ERIRF - PD
EZIRRF - TD
SREEXIXHE
SRR EPAIRTHAZ /LB IR AR
RRIAIREHIE
Sl IS |

COM (i&fsiwA)

ThE

B

TR T EEROER R EARNREREE:

1RIR

B

T&RIET setWebHelper BIRERZ(E:

TraceClasses &

# logSwitch €8x 1 (BA) 0 (A)
i logSwitch=1

HEHR:

MR ctxlogd T/REML, MKTE syslog PREHS.

TraceClasses &

TC_TW
TC_EUEM
TC_NCS
TC_CPM
TC_WD
TC_PD
TC_TD
TC_PROXY
TC_MMVD
TC_VD
TC_CDM
TC_CAM
TC_CCM
TC_TWI
TC_SCARDVD

TraceClasses &

TC_CSM
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BEXRNEELBHNERNTEEMEMRNBENESR, 158 Syslog iLE,

Syslog fit&

BNERT, FiE syslog BEEMRERE /var/log/syslog . EfgEHEXHRIEREMEHR, 187 /etc/rsyslog
.conf X#H# [RULES] 85 FREUTIT. a0,

user.x —/var/log/logfile_name.log

RIFFIHANER, REERUTHLENBER syslog BRS:

sudo service rsyslog restart

REILENNER:
. EMRFHALEERR, MR syslog HizfT@®<: sudo service rsyslog restart,
s HBREIEEHEE, &% rsyslog. conf X#HFL7M $RepeatedMsgReduction on,

o BEWAE, BEHEICEERE rsyslog. conf XF%s $ModLoad imuxsock.so 17,

ZEETIER
WNUTFAEBEAZERSER:
o (REBIHEE: BUHAER syslog BR5S 280 rsyslog.conf XL TAT:
$ModLoad imtcp
$InputTCPServerRun 10514
s BFIGECE: @I localhost Bt ini2iRs32889 IP ik, 7€ rsyslog. conf XHHRMUTT:

*.*% @@localhost:10514

WEEBEXH

W, RARATE Workspace EAEFFRERAEXHNITR, BEXHIBERENXGERF, BHAFHMR
ERYX Rl s BEX o

BHitthkZi&2, Citrix Workspace A1 EFSINT collectlog.py TE, BFMREIMNNHFEDUERES . AILUE
BHSTETZI R, ERNBEEXHAEREER. AIUMAHARS 28#T TH.

BEEMN

« Python3
s FEFIMIZERGFERS

Bhi7s 2109 &, 7T HmNHXXHE, UER collectlog.py TEKEREXH:
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« logcollector.ini Xt - REHEXHNZIFMERZR,
« collectlog.py Xt - WEBEXHHKEEHERTFN cwalog_{ timestamp } .tar.gz EHEXH.

ZUNERT, [hdxteams] BAHFIEFRINEl Llogcollector. ini X LUKEE Microsoft Teams BIAEX . B
2, T LRIBUTEEE logecollector. ini XAt 4 :

. M= s{ HOME } /.ICAClient/logs/ICAClient.log/logcollector.ini Xff.
2. RIBLAUTRAGIRIMYLEE B E X AR5 :

[component_name]
log_namel =“log_pathl”
log_name2 = “log_path2”
MREFERNERE 2109, HESUTERREREREXH:
1. THHAEEZM Linux itEHl =2 Citrix Workspace B B1ER,
2. EHL1TH, BMF /opt/Citrix/ICAClient/util B
3. BfTUATH%:
./collctlog.py -ho
BETUTHRSHEER:
usage: collect_log [-h] [-c CONFIG] [-a ARCHIVE]optional arguments: -h,
--help show this help message and exit -c CONFIG, --config CONFIG The

logcollector.ini path & file -a ARCHIVE, --archive ARCHIVE The archive
path & file
4. RIEFECTUATHS:
+ ./collectlog.py - FEARIABEHRNREXHRINETEX G, HERARZHFEERTHEEN
BEX .
« ./collectlog.py -c /user_specified_path/logcollector.ini - FERAFERE
BEPNREEXHREREXH, HERAREFREEREFENEENBEEXE
e ./collectlog.py —-c /user_specified_path/logcollector.ini -a/another_user_spec
/- FERAPEEREFNEEXHRERSXS, HEAPEXNBREFEERENEENAE
#,
AR

logcollector.ini B2 & X % B9 X IA 8 ¥ & Jopt/Citrix/ICAClient/config/
logcollector.ini, E4EMBEXXHFHRINERER /tmp,

5. BNl /tmp XHFFHUE cwalog_{ timestamp } .tar.gz EFHEXXHF
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} =r

AR

HEXHBREEXHR N cwalog_{ timestamp } .tar.gz 9 /tmp SXHFEH,

Microsoft Teams HI{i 1t

& Citrix Virtual Apps and Desktops #1 Citrix Workspace R Bi#2F HEF L& Microsoft Teams #1771k
. Microsoft Teams i L2 F Microsoft Skype for Business 9 HDX RealTime i tkt. FEKZE, FHi1E
Microsoft Teams i {LFrEERER A A1 iR45EI VDA FIiERAT Linux B Workspace R AEFEH.

i@ Microsoft Teams fiitk, ERAT Linux & Citrix Workspace MEBREFXIFEIM. MHMBEEHLZINEE,
AR
+ Microsoft Teams ffb{X7E x64 Linux &1Thik E =45,
BEXNAEAESIERNESR, BRI Microsoft Teams M HEEICRE TRRNS B#TIRIE
BEXRAERNER, ESBHE Microsoft Teams b ER,

BXRFMER, FEH Microsoft Teams 7441 Microsoft Teams EE [,

3 Wlvm-12 500 libunwind-12 FE{K#iIR

BhiZA 2111 #, A llvm-12 K7 &% libunwind-12 ERFKHT, B2, RIMERT, ZREBTEREFHERE
PREE, BERBUTSBEFMEERFHRE libunwind-12 FE:

1. THAR,

N

BAUTTURE Llvm FEERRNY:

wget -0 - https://apt.llvm.org/llvm-snapshot.gpg.key|sudo apt-key
add
<!--NeedCopy-->

w

BAUTTHUER Llvm FEERYIR:

sudo vim /etc/apt/sources.list
<!--NeedCopy-->

4. HIATFAT:

deb http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main
deb-src http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main
<!--NeedCopy-->

5. BITUT&LUEE libunwind-12 E:
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sudo apt-get update
sudo apt-get install libunwind-12
<!--NeedCopy-->

BIMECEE5RThEE

MR Microsoft Teams E2E T B ahiE F i H A2 ZFMEER, Citrix EEAEM Microsoft Teams B EEREME.
FN, RINBERTEBRXEIER, B2, RABRT, BEERIEINGTERRS. BEERBRINEE, BHRITUTIRE:

. 8fn3l /var/.config/citrix/hdx_rtc_engine/config.json 3t
2. RBLTER:
+ EnableAEC{E 1 {RTEH, 0 XT-EHEEHER
» EnableACC{E 1 ®RTEBMA, 0 XRTEMBMLHITH
* EnableNS & 1 ®RTEA, 0 RTAERAEEIDE

A Microsoft Teams HI4RED 284 AE(LHE 23

HdxRtcEngine 2#NTE Citrix Workspace FZ 2 #H WebRTC #4512, BAFLIE Microsoft Teams &
EM. HdxRtcEngine.exe AILFfiHRA CPU ZRBHMBER T UARNREFHMM (FHiE) PR, 5
BERY{EZ 240p. 360p. 720p #1 1080p.

MR BTSRRI RBE BT SRR R MNRES PR, FRIRERENRREDENESERTEEN
DR, HREESBRINERIUENES ZENNE, BAUEWNESSRNRS S ZENDE,

NTFREEECHNERAIRASMERNGER, TRYIE T mMMHEER:

i s 4 BE BRAIPE SERRIE
R 1080p (1920x1080 16:9 @ 30 3
fps)
720p (1280x720 16:9 @ 30 fps) 2
= 360p (640x360 16:9 @ 30 fps 1
3 640x480 4:3 @ 30 fps)
FEE 240p (320x18016:9@30fp= O
320x240 4:3 @ 30 fps)

BRERWN (RED) DWRE (FI50360p) , IEMRIHITITIATEHRS:

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json
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"OverridePerformance":1

<!--NeedCopy-->

Microsoft Teams HHEIZR

EFA Microsoft Teams MEEIZR, EHITLUTIRIE:
1. 83l /opt/Citrix/ICAClient/debug.ini X
2. ERINTFIREER [HDXTeams] &853:

[HDXTeams]

; Retail logging for HDXTeams 0/1 = disabled/enabled

HDXTeamsLogSwitch = 1

; Debug logging; , It is in decreasing order

LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel = 0

;s None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

WebrpcLoglLevel = 0

b

<!--NeedCopy-->

%#5 NetScaler [ A#EF 4% (NSAP) EHLEE

NSAP E#@EIhaE LB ER SR IhEEIR M, MB=2T . FiE HDX Insight #kiEse £k 8 NSAP EiliEiE
HUREFARLRIX, A ZFREETRIENTT BEMMERE. NSAP ESLEEZIALTERRS. BESHER, BE
module.ini 3xfe)# VDNSAP #5& VDNSAP=0ff,

BEXEHMES, ESA Linux Virtual Delivery Agent e ey HDX Insight # Citrix Application Delivery
Management fRSSx#%H89 HDX Insights

ZETRBHEFAML
EINRERE TR ZBENSIEETRERER. SIEREFMEENETELET.

WEEM:
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HEINRERERINT .

+ StoreFront v3.15 s{E=ARs.

« IR .ICAClient BEFETHAAFNEN43EH:
fiips All_Regions.ini XX
1
ERYE AllRegions. in1 X%, &7 [Client Engine\Application Launching] #53 B4 E & FRINL T
17:
SubscriptionUrl=
PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=
SaveMultiMonitorPref=

MR . ICAClient XHFEAREE, WIER Citrix Workspace ARZFH ST, EXMERT, KERGIIEENE
NigE,

Rl

s EEEERS LETARR TRII— M SIEHFRERE.
BEREMZRIEN, ZREREERNER TEERERS ENERUEER.

« EERERSBLEERERXTRI— 1 SIEHFFRE,
EfEMZSIEN, ZREREERNE RS ELEE2REXTER.

« EEARK FRAHRENMSIEHEZNETRRETZRIE, ARTKRIEFER. ZEFSEELREXTERR
EETRET. ENEINZKIEN, ZRIEEEEREXTEFREETRET.

AR

BRRENSBBEERR, HERBREE SN StoreFront L,

MREEFRBERELMEER StoreFront BaIZ N RERE, WREBREE—IMNSEPRREFMERIE
B RER.

REHRRE

BRARERELEE, BEHRITUTEE:

1. #£%7Am Delivery Controller (DDC) E£%% StoreFront 3.15 FESh4 (FTFH=T v3.15.0.12),
2. NTHEE TEHERT Linux & Citrix Workspace R 2R 1808 S E S RAMIRERIRZS, AEISHLERE
189 Linux i+ 84 Lo
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3. ¥ ICAROOT MIBET EIEBARENME,
4. 1% All_Regions.ini X251 T JICAClient xxtF¥kh, REHE, EBEMRR.
5. 72 SICAROOT/config/All_Regions.ini X+ &7 SaveMultiMonitorPref, ZIAERT, LFE
BER “true” (RRUINEERTFITIFRS) . BEXALLIIEE, BRLEFEISER false,
MREEH T SaveMultiMonitorPref #9{&, MXZiMikk JCAClient X H771ER All_Regions.ini
X, WBALEERTR U ATAEFENEE X4, ERHRIEZANEERICEIEE SaveMultiMoni-
torPref 1575,
6. BEFEERIE,
7. 7£ Desktop Viewer TEEZHBEHREFHRRURELIINRIERR. BRA TABETR KB, 1BREM.
BF “RERR” N, EMEEARE, XMAGEKRRELERT. REHAEE, BMRERER,
B2, MNRERKREERAKE, ESHRFIRFLNE CTX235895 LIAENMKIEHRE S
8. WFFEZERMRIEFEH,
BEfEmIRIE. RIEBTERNER TEERERE LNERGLEET.
RRESAZ NS
« BF Linux EREEREFERRYE, Fit, FZHEZIETRREEARARENER.
¢ BZNEEFASHENERRRERTEEESRREAPAZ L, FETERKSEEIRAITUNNITA.
« &% StoreFront WEFSE

TEXN S Es EfEA Citrix Virtual Desktops

1. %4#% Desktop Viewer F & & T ik,
2. EEEO.
3. ERNE R ZEES Citrix Virtual Desktops BR. HRENETBTANET—FEFER.
4, 7z Citrix Virtual Desktop T B4, #EE2R,
BRI BEMmA ENES.

Workspace =528

Citrix 3INT Workspace Ez5h2s (WebHelper) UBHMB A HHNEEMNBER.

W, FEEAT Linux B9 Citrix Workspace [ 2R a9 S 284 2 1 A P ARIE NPAPI BahE R fRH S E AL
BiERF.

ERfR R R, Citrix 3l N T Workspace B 528 (WebHelper), EEBItLINEE, 5% StoreFront BBE R
Workspace BEzhgs&ixigR, LUia Citrix Workspace MBEFRE.

BhRr7 1901 &2, Citrix Workspace E5h2§5 StoreFront # Citrix Gateway WEIZEZERS. LtIhAERIZEEEIBE)
Bh ICA X#F# Citrix Workspace M AREFRE,

HXEE StoreFront WEE, BBRAIRHALXE CTX237727 89 Solution - 2 (fBRA% - 2) > a) Adminis-
trator configuration (a) EBREE).
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} =r

AR

Citrix Workspace BaiesHai{iER 5 StoreFront MEZEERE. EEMER T (540, &@id Citrix Gateway
M) FAXFZBEMEE.

2 B#H Workspace Web Ul iz

FERE=HER P IRENEREN BB RTXHENERT Linux 89 Citrix Workspace N BEFE, ZNBAER
AleE=E CPU ERZAER| 100% MES M,

R E: 0iREIR/ Ul &=

1. ERAUTa<SHBREFRI M4
rm -r ~/.ICAClient
%] SICAROOT /config/AuthManconfig.xml 3Xf¥.
3. ¥ CWACapableEnabled EM&RBiEEXN false,
4. BEamEAT Linux B9 Citrix Workspace MR, $E2 BEEHRITXHIMEIBR Ul

REHRERY

£/ Windows 3¢ Linux VDA BY, EF 5 VDA Z BIMBEHR BRSPS AT EERFIHEE ENERREHER ZEY
e, RINERT, IR TFEARTS,.

WEFM:
« 7£ Windows VDA £/EfA Unicode 2E7FMETINIEE, BXFMAES, BSREMIRFLXE CTX226335,
+ 72 Linux VDA L EADSREFRRBES . BXFRES, BSHNSEERBRD
o BEMBESEKH XKB lib, 2iF7E VDA MFFIHIEE ZEIERT BEER.

o £ A Windows Server 2016 5 Windows Server 2019 B, & £ fin & HKEY_LOCAL_MACHINE\
Software\Citrix\ICA\Icalme IM&zEEF, RN IMERIMBI DisableKeyboardSync B9%#
DWORD f&, AERZEI&EN 0.

EEALLINEE, BFUTTARME module.ini XH:
[ICA3.0]

KeyboardSync=0n
[KeyboardSync]
DriverName = VDIME.DLL

L& module.ini XFHigE KeyboardSync=0n 31 wfclient.ini XX#++i% & KeyboardLayout=(User
Profile) B¥, vdime EMIRGHIZFBNE P i ERSESHBRER, FISZEELEE VDA, YBBHREERTFIRS
ERRETE, vdime BILURSIFIZEIFA VDA RIXH/R.
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E2RAILTNEE, 35T module.ini X#Hi&E KeyboardSync=0ff, LUZREZEIRERRRANITA. ERERERITH
&, M SHOME/.ICAClient/wfclient.ini XHZEVBEHRF, HEREBDINEHSEMEFNKEE—RREE
VDA,

fERER

BRILtEERE, MRFJIEIEPEFHEE LREFRALETN, IENRERRLBEN L EZK,

$+%+ Windows VDA #1 Linux VDA HY2 &% B X%
AE:

TRAFABESIA/ Linux #EKIFIEEZ—MEF.

Linux #£/Linux Windows Xi5i&

Linux 825 VDA %/ B Windows ##& ID  Linux VDA % /5
ara - ar-SA 00000401 ara

ara azerty ar-DZ 00020401 ara

at - de-AT 00000407 at

23 iso-alternate fr-BE 0000080c 3

= = nl-BE 00000813 2

bg - bg-BG 00030402 bg

bg phonetic bg-BG 00040402 bg

bg bas_phonetic bg-BG 00020402 bg

br = pt-BR 00000416 br
FiERER - be-BY 00000423 FERER
ca eng en-CA 00000409 ca

ca multix fr-CA 00011009 ca

ca fr-legacy fr-CA 00000c0c ca

ca - fr-CA 00001009 ca

ch fr fr-CH 0000100c ch

ch - de-CH 00000807 ch

cn - en-US 00000409 us

cz - cs-CZ 00000405 cz

cz gwerty ¢s-CZ 00010405 cz
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Linux 88265

de
de
dk
ee
es
es
fi

fr

fr

gb
gb
gb
gr
hr
hu

Linux ##/Linux
VDA /5

mac

mac

mac

extd

ibm

std

Windows Xigi&
=1
de-DE
de-DE
da-DK
et-EE
es-ES
es-ES
fi-FI
fr-FR
fr-FR
en-GB
en-GB
en-GB
el-GR
hr-HR
hu-HU
en-IE
he-IL
en-IN
ar-1Q
is-IS
it-IT
en-US
en-US
en-US
es-MX
lt-LT
lt-LT
lt-LT

Windows &£ ID

00000407
00000407
00000406
00000425
0000040a
0000040a
0000040b
0000040c
0000040c
00000809
00000809
00000452
00000408
0000041a
0000040e
00001809
0002040d
00004009
00000401
0000040f
00000410
00000409
00000409
00000409
0000080a
00010427
00000427
00020427

Linux VDA %5

de
de
dk
ee
es
es
fi

fr

fr

gb
gb
gb
gr
hr
hu
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Linux #£2/Linux Windows Xi5i&

Linux 223 VDA %/ B Windows ##& ID  Linux VDA 7% /5
lv - lv-LV 00020426 lv
= = nb-NO 00000414 S
pl - pl-PL 00000415 pl
pl gwertz pl-PL 00010415 pl
pt - pt-PT 00000816 pt
pt mac pt-PT 00000816 pt
ro std ro-RO 00010418 ro
rs - sr-Cyrl-RS 00000cla rs
rs latin sr-Latn-RS 0000081a rs
ru = ru-RU 00000419 ru
ru typewriter ru-RU 00010419 ru
ru mac ru-RU 00000419 ru
se - sv-SE 0000041d se
se mac sv-SE 0000041d se
si - sl-SlI 00000424 si
sk - sk-SK 0000041b sk
sk gwerty sk-SK 0001041b sk
th - th-TH 0000041e th
th pat th-TH 0001041e th
tj - tg-Cyrl-TJ 00000428 tj
tr - tr-TR 0000041f tr
tr f tr-TR 0001041f tr
tw - en-US 00000409 us
ua = uk-UA 00000422 ua
us - en-US 00000409 us
us mac en-US 00000409 us
us dvorak en-US 00010409 us
us dvorak-| en-US 00030409 us
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Linux #£2/Linux Windows Xi5i&

Linux 88265 VDA %5 = Windows #2&2 ID Linux VDA%
us dvorak-r en-US 00040409 us
us intl nl-NL 00020409 us
vn - vi-VN 0000042a vn
VDA &7 E

VDA B2 BINAEEI BB “VDA” #EHE, MALEF HNBRB/RBENM. EXFUTREMNREE: PC/XT
101. 102. 104. 105. 106,

BERRSSHHRERR, BFRITUTERE:

1. Bah wiclient.ini s,

2. BB KeyboardLayout BHYHE, ATFFR:
KeyboardLayout=(Server Default)
KeyboardlLayout BMMBGAEN (BPEEXH).

3. ENRMSIEUEERE.

X RBIKEX

Citrix Virtual Apps Services RTBEE R B X, MIFLXFLARFHRE. LEEMALGENS, HEALTFER
pnabrowse THE & fRHIS .

iEAF Linux 89 Citrix Workspace A2 AT LURBIN X 4L EIR, BERAAEBIRFIERHBEABTINMHRE, H
fEAF A LLEE Citrix Workspace ZARFEEZX MG, HIABERFNNAERRFSE XA I HREEXE,
a0, EEA Citrix Workspace EBEFEEBE 4 HHY Adobe PDF x4, #9i%#i#%%0 Adobe PDF Viewer Z 2
MR RERF. BRIFERGTIREANNARER, SUAPRBTEEEENNELZRAR.

EEZFFHEER FTA, BHRITUUTRE:
1. HREEXKHNBREF BRI HEITHANNBERF.
2. BRMBEAHNAREFHNTIRMARSSEE URL, HiE176H<:

.Jutil/storebrowse -1

./Jutil/storebrowse -S <StoreFront URL>
<!--NeedCopy—-->
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3. A TIEZXIETT./util/ctx_app_bind &%

.Jutil/ctx_app_bind [-p] example_file|MIME-type published-application [

server|server-URI]

54,
.Jutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
4. MRBERITANXGBET B HRsh2sEt (CDM),
5. WEHEZHLMERXBM N AEFEFEITH,

REXTHNABERFSXHFREXEK

Citrix Workspace W BEFIREH N AEERE Citrix Studio FEEMILE,
WEFM:
HIFEZIEE T FTA N AREERS 8.
BERXHT BR5EAT Linux B9 Citrix Workspace R BIEFxEx, BHRITUUTIRME:
1. RBNARER.
2. &=3 Citrix Studio,
3. AAEF LRHRITARTERES.
4. EEUE,
5. £ “G 4T (AI%)” FEPFM “%™” UBkid s S1TR0IE, R8T “HE.
6. TAEF LRERITARTERES.
7. EEXEEXEK,
8. EFREHE Citrix Workspace M BiEF 5N BiEFEXBEHNFRET B&.

9. BENAMEMNRMHHEE,
10. BRBXALEXBPRENSBREZFHLEA FTA

AR

StoreFront XX EBXBRMFURE N “F7s BRINBERT, BRAXHEEXE,

2 #% Citrix Analytics

iEAT Linux 89 Citrix Workspace M AEFEEISN, AIEZNAEFMAFEE4NZ2MEREEEE Citrix
Analytics, BRE, #1E Citrix Analytics [RS8 LA ME#EES. B Citrix Analytics i#4EE, ESR
Citrix Analytics,
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BEARASRE

Citrix ICA X ERFEAR - R EHh@EE [TUI VC] 1 7E Citrix Virtual Apps and Desktops 5E#RS 2828
RhEiE. TUl MiEmnigiEEnmr R (U] A4ES.

iEAT Linux By Citrix Workspace MABTEFX# TUIVC Thie, ILIhEERTEBIE FIRiZARS 88 £ %M TUI $iEa,
ZRPUET LA Ul #8x4E 8, IR aI B ISIER AR IMRERENE R, AILE module. ini XA VDTUI
tr&: VDTUI - On/Off

BREMEENIFMER, E2 Citrix Virtual Apps and Desktops xx#4/a9 Citrix ICA gEibiEE,

SRk

November 30, 2021

AT IRHEEFNERLE, B Citrix Workspace MAB#ERF 2012 &2, FA1i§7% Citrix Workspace M BEFHEREH K
IEHEE, HEBRERELETHABEEAER. BISNBNEESHEIETHE, UMESERANSIEEHNRN
AEEEMMNIR,

AR

e S IIEIE R IR = HE &,
NEFM:
%% libsecret B,
BRINERT, LInEet FREBRES.
EEAIERThEE, BRITUATIRIE:

1. HKEIEEEXH: SICAROOT/config/AuthManConfig.xmle
2. ¥ AuthManLiteEnabled M{&EIEE N true,

Baek
EEERT Linux 89 Citrix Workspace M AEFHEEES X, HJUEE StoreFront iz%I&FE2E StoreFront
BRS3 28,

Citrix Workspace MB#2Fx%i#F5 PCSC-Lite #1 PKCS#11 RG2S AME sERiER38, RINMERT, Citrix
Workspace MAREFMEEET—MREMBEEH opensc-pkecsll.soo.

Citrix Workspace W BEF T UEIFIREMBES Efth PKCS\ ##11 IR&iZF 3 opensc-pkesll.so, AL
FRUTIEEESENMUE:

1. ¥BEEXH: SICAROOT/config/AuthManConfig.xml,

2. #3177 <key>PKCS1llmodule</key>, EINiZF M E RN ERZTH <value> tEH,
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} =

AR
MBEMANT REHBFAUBEMNMHR, Citrix Workspace M BEZFE S/ 2 $ICAROOT/PKCS\
##11 BRPREN S, 3E, TTRUERLL ¢/ FFLREITRER,

WS se£E, BRBUTSBEHREEXMHTH SmartCardRemovalAction, LEEE Citrix Workspace [

1. #®EEBEXH: SICAROOT/config/AuthManConfig.xmle
2. #3897 <key>SmartCardRemovalAction</key>, #i& noaction 3 forcelogoff HMEIERZIT
B <value> t&Ed,

BHATAA noaction., FHITEMAIAFBMREMEIER U RIEMIRE se-RETE R ShERIRTE,
forcelogoff BIEREMIPRE 8RBT ERR StoreFront MFRIEEEMSHE,

BREERXF

WNREARS 23 Citrix Workspace MAEFTRINEA T E8E+, Citrix Workspace M AEFE LSS EFIX
2

AILUSEEERATIUTRE

o BRERBERSMRIE - 3¢ Citrix Virtual Apps RS 28#1TH BRI,

o BEERNAEFZR - AT ERTHNER TN AEFHRAHE RIS,
BRFHENZ2MIFEHR, YIBIRARLSHRIEAEE (30 TLS) #i7E5H.
BXRMERFXSF, YNEEUTHMA:

s DEFRRRENELFHNEARFSAFTE PC/SC Tikirk,

o REEATIERE R FIREIER.

}

o L% PC/SC Lite #F8,
o REHIBEIT pcscd FIFRERE, ZEFRMER PC/SCiAnSE R RHHIEH-
o £ 64 IR%F, 64 (A0 32 fihk4H libpscslitel RHEHBRAETE,

BXERSBLEETAEFZIFMNIEMEESR, 1523 Citrix Virtual Apps and Desktops SR HBIE EE+,

%#5% 5 (nFactor) 5% 5iE

ZESNIEERABFRES TS IEALERFIARNR, MMERTNAREFNREE. SEFHRIEESSHIIE
TEMXBKNEERSERETHEEREE.

7l Citrix Workspace FI 2@ fE B34 StoreFront SCHIRBE R TIFMER EMERZIFIINN, Citrix
Gateway 89 Web ZROEFEEEREPIRS 2B ER LY

BXiFMER, 587 Citrix ADC xxtyrhfy SAML B9 I8IFMZ E (nFactor) B951E,
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BRERFIOIE3RTNAE (RARTAREAR)
BhR7s 2111 &, Citrix Workspace R 2R &R T8 s RiR-REERBMERD A THAE.
BANEREEREY, BEREFRFRIERSB[NZTARPRNEEEFR. ATURNEMEENARRNGEF, FERNEFREX

ZECEILLINEE, BHRITUATRE:

1. M3l <ICAROOT>/config/module.ini Xk,
2. 3 SmartCard %%,
3. i&& DriverName= VDSCARDV2.DLL,

ZRIBlE

November 30, 2021

EMFRENILRS Citrix Workspace AEF ZEINEERE, aILEAMA Citrix Gateway FR2 e AR&EmR Citrix
Workspace [ fRiEFiERE,

EI=W

Citrix #iX1E StoreFront fRBS2E5 A && ZEERA Citrix Gateway.

o BRASE: ROLRRA AERT LURYE B ARt AR O R LSRR @@, E6A Citrix Workspace R 2R,
MREBLZTEARS BN ML [P ARG FISM Internet il (BIMISEHEIEREHR, 5 NAT) BIRILERAALE, N
NZECE SR,

 AI{ERIARSS 5.

o {(ERAT Citrix Virtual Apps 2 (FiERT XenDesktop 7) : SOCKS RIBRSBHZTL2REBRESE (1B
MARLURIERS . HTTPS RIEARSH(H TLS BERERS ) . AIUFERRERSSZRMEHIMEHIN
shA i ukisE, FH40E Citrix Workspace F2F SRR 288 2 @M%, Citrix Workspace M AR 1%
SOCKS M=z 2B,

« 1XBR Citrix Virtual Apps & : FREHER2M (TLS) i #s Citrix Secure Web Gateway =% SSL Relay
fRARER. 2 TLS1.0% 1.2

Citrix Gateway

Citrix Gateway (LLFi#r59 Access Gateway) mI#fR5S StoreFront ZABIEMIEZER S, FAFEERIFMMIT
H AP X REMNBEFIERE.

Ei@id Citrix Gateway EiEREANBERF, BRITUTIRE:

1. #EEEEARMM Citrix Gateway URL, aJLUEE L TFAR 2 —HRITIERE:
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- BEREABBRSAFAEN, RASIRTETRNKSIHEEHHAN URL,
o UEFHAEMRSAFREN, TLUETREEIED > P > AN URL
o MBEET storebrowse (s $EIIERE, FEHLSITHHAN URL

% URL IEEMXMMSENABEE (EFEREE)

« EE#3 Citrix Workspace AR EIMNE— TN AERE, BEFEAUTEXH URL, Fim: https:
//gateway.company.com,

CEEEIRTENABTIE BEFEAUTHE XM URL, @ https://gateway.company.
com?<storename>, k& URL WX NIEREEN, BZNEZURLFEE= ESF
1) o SIREEE storebrowse EZRFRFELAEE, AIAEHREE storebrowse &L ANSIS5IE
URL,

2. RHHRTH, EATNARE. BRNLSSHERIIZEARE BEMX), BXELENEAEE, ESHR
Citrix Gateway 2%

SMIIETME, BERENKENNEER.

RIERRSS 28

RIZARS 2B TR HIMLEAINIEFI H 3 3A a1, H k12 Citrix Workspace B B #EF 5 Citrix Virtual Apps and
Desktops Z3E > iaR9EE. Citrix Workspace R A#ERF#F SOCKS il (KM F Citrix Secure Web Gateway
0 Citrix SSL Relay). Z2ARIEMYA Windows NT Fif/masz (NTLM) B{4383E,

SIEFMAESER SRS Trusted_Regions.ini #1 Untrusted_Regions.ini FR#I “Auto” (B3h). “None” (&)
“Wpad” 28!, wnREA “SOCKS”. “Secure” (R#£) g “Script” (Bz) XKB, BEREXLEXH LA RIFTIRFA
ARINE AR,

AR

BWREMLEERE, BHEA TLS,

ReRIBARS R

BEERBEANERAZSRENNN, BEkERRBAT Y Windows NT BEif/iaR (NTLM) BH1IENSE, MR
VAT, NTHEMEMEE R IEE i TAHEMFER Y.
HE:

NTLM 5% %E OpenSSL 1.1.1d # libcrypto.so [, fEAF & L REXEE, XEFEBEEEAE Linux &
1ThR. WAILIM http://www.openssl.org/ #17 &,

Secure Web Gateway #1 SSL

AT LU Citrix Workspace R B2 5 Citrix Secure Web Gateway iR 2 EEF 2 (SSL) HHRSERE—iE.
Citrix Workspace R AEFXZ# TLS thile TLS ((fHIER2M) B SSL thilMRFM IR EMIRAS. BEBMTIZETE
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4 (IETF) 72858 SSL AMEIRENF R ESE, & SSLERZ R TLS, TLS BiiRHARS B[S M IIE. FIERMEM
HERBUHNE, RMREMEBENRE, FLAR (BEXEBRMNASR) EXRER TLS REEHEEENTE, X
PARPRERERERWIEAINE, 5190 FIPS 140 (BXFRERAEMRE). FIPS 140 B—MINEARE.

Secure Web Gateway

AR EE R 3 akiE = T ER Citrix Secure Web Gateway, 3£ Citrix Workspace M ABEF SRS 2 E#Y
BERMLLEE, NRELERN T#A Citrix Secure Web Gateway, NAFEEEE Citrix Workspace 512
o

MREREMEPWARS ] ERET Citrix Secure Web Gateway XI2, Na]UER 4R T A Citrix Secure
Web Gateway {3, ExXF4EE, &8 Citrix Virtual Apps (Citrix Secure Web Gateway) x4,

MREAPLER, Citrix Secure Web Gateway RS 2L F— MR, HEHMEZE Citrix Workspace MF
EFAREfER:

« Citrix Secure Web Gateway fR$3 282 BEMNHZ (FQDN)o
« Citrix Secure Web Gateway iR 83905, Citrix Secure Web Gateway ks 2.0 Az repgkigE =,

FQDN % FUZIRFETIH I T =NARER S

. THE
. chiglis
o TRgRiE

flg0: my_computer.my_company.com 2 — FQDN, EARE®KXFIHENRB (my_computer). =gl
(my_company) fMTAZkiE (com), FIEHFTRREEAAE (my_company.com) FRAEE,

SSL Relay

BUIANERT, Citrix SSL Relay f#/ Citrix Virtual Apps AR$588 £#9 TCP 150 443 #17 TLS R£3&f5. SSL Relay
WeE TLS EH2Y, SREHIERRBRHEERTIRSS.

R SSL Relay BB AMIF 443 LISMIEMIRO, MATUEZIETRENIFEOS1EES Citrix Workspace g
o

BJLAfERA Citrix SSL Relay RREUTER THBERERS:
« ERAT TLSWARRESRSEZIE
BXEBEMEA SSL Relay RMREZERZLMER, E5E Citrix Virtual Apps X%,

TLS
B L@id7E [WFClient] #3493 FRR N FEC B IR TRITHIRESS A HY TLS Wil avhRAs

e MinimumTLS=1.2
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o MaximumTLS=1.2
XEEZRIAE, ERBPEN, FRESEARXEE,
=
o TIANBEMERE, MBIREUXEE, MREERR selfservice 5§ storebrowse FEH 7 iXLE(E, 15

A killall AuthManagerDaemon ServiceRecord selfservice storebrowse,

« EAT Linux 89 Citrix Workspace M BIEFEF AR SSLv3 il

EEERFIBEME, 157 [WFClient] &9 Sl FEEEm:
« SSLCiphers=GOV
IERERINME, EAtrTIRFIREY COM 1 ALL,
AR
5 TLS WRAERE—#, MRBEERS selfservice 5 storebrowse FEX T ILE, MAFEN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

MEEH
IR RRLBEMNMEETE, FIKN TLS_RSA_ NEBEATRMMFIRE, HERMNSBELES.

TLS_RSA_ ZHEEH#BERT2MER. R, KRAZRFESH TLS_ECDHE_RSA_ ZEEMH, NRENIFFEREE
TLS_ECDHE_RSA_ ZWEM, WHETFEIBRS, FRHEBHBAR:F. NTEFRSHIIE, #1536 i RSA
=,

XU TBRENEN:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS v1.0 ZEFHUTHEBEMH:

+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS v1.2 ZHFUTEEEH:

o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA

o« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

pE=

BhRZ 1903 RESMRA R, Citrix Gateway 12.1 XE&RAZ#F DTLS, &% Citrix Gateway 89 DTLS 3%

© 1999-2021 Citrix Systems, Inc. All rights reserved. 112



BT Linux & Citrix Workspace M BiEF

RONWEHRESNER, B3R DTLS iy

BEEMS

ERATRANEEENS, RS SSLCiphers BEEXN ALL. COMEE GOVe BIAERT, %EWFE STCAROOT
/config BR TR ALL_Regions.ini XHHIEEHN ALL,.

TE/AZEESH7HIE ALL. GOV 1 COM =214

« ALL
- X2 3 MR
« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ COM
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

BEXHERRES, BERTEEMN

A2 TLS_RSA_ WEBE4FRHFAFIRE, SEREEGNTEZERTULFTH. B2, IXFSEMREN
Citrix Virtual Apps and Desktops mEHEZA, EAT Linux 89 Citrix Workspace M HiEF 2 BT ERAXL
EH8ED,

NFEBESHNRZ LM, BEnE Enable\\_TLS\\_RSA\\_1&&HN False,
THREFANEEESHYIR:

« TLS_RSA_AES256_GCM_SHA384
« TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
« TLS_RSA_AES256_CBC_SHA

« TLS_RSA_AES128_CBC_SHA

« TLS_RSA_3DES_CBC_EDE_SHA
« TLS_RSA_WITH_RC4_128_MD5
e TLS_RSA_WITH_RC4_128_SHA

AR

EERIMEZEEEAZABRCAERE HEEFH EBEAXEIMNEHFTTE ETUEEFH
TLS_RSA_3DES_CBC_EDE_SHA ZiEM. AILUERITSRERGEINITIIEXLEFA

BXEE DTLS v1.2 B9i¥4i= 8, 35217 Citrix Virtual Apps and Desktops X4 HiE N E iS5
WEFM:

NREFEANZRA 1901 RERRE, BRITUTSE:

0R.ICAClient EFE T HAIAFNEBRS:
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o MB& ALT\\_Regions.ini X

« ERE AllRegions. ini X, &TE [Network\SSL] S0 MZE R LRI TT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA_=

INRLF AP EXH P FREFEICAClient x5k, MiER Citrix Workspace ARRFHESHRE, EXMIER
T, BREXLEINENIRINRE,

TRIETHATNEBES:

% 1-BEEHIIFIIX
AE:
EXHHFRERIREGEEM FIPS- 1 SP800-52- #ill, BIMNZBEMNAFAT (D)TLS1.2 %EiE, E2F
*1-ZEEEHIFIR, THREBESTZSENSER.

Storebrowse

October 11,2021

Storebrowse B—HEFFIHSRESB[ZEFHTREMNR G SITRHER. BIEM storebrowse SR, &
ERTUBIHAITIAT B ERE:

o AR AEE,
FHBERENNABERNEL TN AEFRHE.
« NBEENNAEEITHMBUEITRNBREFMNKE.
« BRMZEABERGHNAEFNKERES .

s BEIEXHBHINABERF.

o ERERIETTERNRIE,

storebrowse SEBEEFEEE /util XEkhiEd, EATUEREME FTHIZX . F0, /opt/Citrix/
ICAClient/util,

wEEMN

storebrowse SLBEFEE libxml2 EREFE,

BB A HHKENNAEER

BERMA AR UBEIRIR:
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o ALUER®<SITH storebrowse %
o ALUER Ul Beh&ER,

AS7RIT storebrowse <,

B

LATFER D FANB T IEE] UM storebrowse SEBEFHERM storebrowse #4,

ARINER N A S
-a, ——addstore
WieA:

RN EMXFEARFMAE SR AREE UK ServiceRecord SPPFI2F#TE, Lt

RN ASERY, WHFEHIEIR,
StoreFront &< M:

ANA .
Y.

./storebrowse -a *URL of StoreFront or a PNAStorex

il

./storebrowse -a https://my.firstexamplestore.net

AR

B LAfER storebrowse SEREFEHRINZ NN AR,

#EBh

-?, -h, --help

BiEA:

1RIEE X storebrowse SLHEFRZANIFMAES

SIS

-1 --liststore
BiEA:

P EE RN FAEE.
StoreFront LYEs<Rfl:

./storebrowse -1

QRO ABERNTE URL, W0
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e

-E --enumerate

WieA:

FIHATAZRIR. RINERTRETRUTE:

o FRBR
¢ BRBM
o FFEXHE

BEEFMESR, B -M --details LM -E &%
AR
iz{7 -E Ry, MREZAIREHEERE, WEETSHRIEED,
5 -liststore IREHEANZARE URL.
StoreFront L& <$/RI:

o ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery

217159

-S —-subscribed

WA
FIHITHNZR. BIABER TEETRUTE:

o HRB
o BRER
o FFEXHFE

EEEFMER, B -M —-details MM -E %<,
StoreFront EMIESRHI:

o ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery
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HHER
-M --details
TR

A SEREARORRRFENAEL. LaoBES -E A -S Ho—RER, IndRAN—SRR5HBHE
BRI HIHF 2 A:

« Publisher(0x1)

« VideoType(0x2)

« SoundType(0x4)

+ ApplnStartMenu(0x8)

« AppOnDesktop(0x10)

+ ApplsDesktop(0x20)

+ ApplsDisabled(0x40)

+ WindowType(0x80)

« WindowScale(0x100)

+ DisplayName(0x200)

+ ApplsMandatory(0x10000)
« CreateShortcuts(0x100000)
+ RemoveShortcuts(0x200000)

&ZiE:

o« BERBEITHMNBREFAEREEE, 5% CreateShortcuts(0x100000) &5 -S. -s # -u < —it2
@ﬁﬁo

o EMFERESEE, 515 RemoveShortcuts(0x200000) 5 -S &< —i2ER,

StoreFront LM< RAI:

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery

Hrh, 0x264 53 DisplayName(0x200). ApplsDisabled(0x40). ApplsDesktop(0x20) #1 SoundType(0x4) &y
HE, WERFEEITRANERURIERES.

AILUER -M s 27 BB RIFAE SRR

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery
&iE:

o AR SRR EE, Flgn, 512 & 0x200,
o WNRFLFME B TEET storebrowse 21, MigHERS,
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1T

-s --subscribe

BiER:

TT RS RE B A I PRV E R iR
StoreFront EHy&s<Rfl:

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BUHITI

-u --unsubscribe

BiEA:
MIEENABERBUEITEENE R,
StoreFront EMsr<RAI:

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

=k

-L —--Tlaunch

WiRA:

BE5EAHRRNER, SAEFREREMZL, BRHEMINEERNSIE,
StoreFront &<l

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

EtT

-i --icons

WieA:

<Ll PNG BRIV S EM N AREFE. <5 -E 5 -S sa < —ER,

ERPARANIRERNELR, BEA best 28 size ¥ 7%,
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best £k

£/ best 287574, EAILGAARS 28 HIRMHMREXNWET. o UMEREIREIRAFMEAN. best 8#AE2
FiE. ATEMEAHEARENRERIA X, XHL <resource name>.png R RF.

size &%
EREUEE A/ NLRENERR, EER size 885k, NMRRSBLEFNAEANNSRENELR, NaHMER,
size XA WxB &=, Hrh:

« WHERHREE, FIEEIRSSERTN, REIFE—MERTEEKR .
« BABERE, U2, SRENMUH.
AR
EW 2H4FEN. EB AL,
MRKRIEEXLEE, NWETMERBEGRENET. XEXHL <resource name>_WxWxB.png & R1F.
S F -E 5 -S S RENE N RR, XFEMHASEHL png B REFEIT.
Etr7zi57E ICAClient/cache/icons 43k,
StoreFront L& <RI

e ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery

+ ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery

BIMERRIE

-W [r|R] --reconnect [r|R]

WA

EMERIEENABSENLA T ENRSEEMAERNRIE, [r] BT EMERMEMAEENIE, [r] BTSSR
ERFE A RIEM T ERN=IE,

StoreFront La9as< Rl

e ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

o ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery
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M RIEERE

-WD --disconnect

BiER:

W FHETE L A B IS VPR SIERYIERE,
StoreFront EHy&s<Rfl:

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

KR

-WT --terminate

BiER:

KI\HEE N ABERNRESIE,
StoreFront LHyEs<Rfl:

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery

PN

-v --version

BieA:

&= storebrowse L BEFHIARZS,
StoreFront LR <SR

./storebrowse -v

RER

-r --icaroot

BiEA:

BERETIERT Linux 89 Citrix Workspace ZAEFHIRE R, MRKIEE, WESTHRERER.
StoreFront L&< Rl

./storebrowse -r /opt/Citrix/ICAClient
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BR&. &, 17§
-U --username, -P --password, -D --domain
WiRA:

BREPR. BRMEIFARESERARSES. LA ENERT PNA NABEE. StoreFront NARERIRILLE<S. ¥4
ERAERWETF. HIELB I HLHWAFAES,

StoreFront LM< RM:

./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

TR FE RS I

-d --deletestore

BiEA:

BYH7E ServiceRecord EaEFH MM ABIE,
StoreFront EHy&s<RfI:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

ECE BBIARSS
-c --configselfservice
WA

RENFHECETE StoreCache.ctx PEMENBBRSH Ul 8B, REMSHIELA <entry[=value]>, MRRFEHR
B, WkHiRENZRE. B2, NREEXME, WaERAZERERE.

StoreFront ERI#s <Rl

./storebrowse -c SharedUserMode=True

70 CR X%
-C --addcr
AR

RER MY Citrix Receiver (CR) xtff, HRREHRMENLAEE, W5 -a H<ER, BESIMNABE, Hift
TR,

StoreFront ERI#s <Rl

./storebrowse -C <path to CR file>
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B2 3% HeRE A > 1
-0 —-synclease
WiRA:

Fri4% Workspace EEH A SiEE N ABENZIERS S LN BXH#TES . hHSEMTERRIANER
[EHMEZEAX GRS, MREARSESY, IEREIR.

e g

./storebrowse -o *URL of Store x*

StoreFront EMIESRHI:

./storebrowse -0 https://my.firstexamplestore.net

X7 storebrowse sFiFiEF

-K --killdaemon

WiEA:

£\t storebrowse F&1EF. ALt, RERFAEZENSH,
StoreFront L& /REI:

./storebrowse -K

FHEIRLH

-e —-listerrorcodes
WieA:

FI MBI IR,
StoreFront LRyEs<Rfl:

./storebrowse -e

IVAEESERES

-g —--storegateway

WiRA:

FB7E ServiceRecord E &R MBI FAEEILEBRIARX,
StoreFront L& <RI

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery
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AR

M — P 2% 8 AR T 5 R I R RS TR RO R K 51 R e

PSS =)

-gq, -—quicklaunch

WieA:

fERER URL BEIMER. Ita<UERT StoreFront ZA®IE,
StoreFront L& S /RI:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJkOlmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>

SEialdsd

-n --nosingleshot
BiEA:

YHLRSFIP storebrowse i#1g,
StoreFront L& <$/RAI:

./storebrowse -n

NS

-F -—fileparam

BieA:
EREENXAREMRRBE .
StoreFront &< Rfl:

./storebrowse -F “<path to file>” -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>

TER
ASCER T JfAIfER storebrowse 3<% BEIRN AIEFRIER TIER:
1. ./storebrowse -a https://my.firstexamplestore.net

AN ABEEHRENAEENTE URL, i858 URL, RAZEEENSLHEEAZ URL
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2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
B EARNNBEFMEE. ERHNEIMNLARERRNHEHE MmN EHERE.

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery
BaiER. ME—1 i<t PRIERRE T
4, ./storebrowse -K

a5 B R Z BT N EIEH X7 storebrowse SFPIEF. WRKAAHIRRILE S, storebrowse #i2i§
E—\EERE,

SR HEER

November 10, 2021

IXHEENEESIEMERRBMERT Linux 89 Citrix Workspace B 12 FHE[ia R,

JEZ S

A gE B B LA T E R R,

ICA =5 Fedora 29/30
ICA BahalaER7E Fedora 29/30 LR, fRRFAE: REBUTES BHITIRIE:
1. ER®<$%E compat-openssl|10.
sudo yum ‘install compat-openssll10.x86_64
2. 7 ~/.bashrc MIGBIFE T EUERSNIEHTINE. IREERRIAM libcrypto E.
export LD_PRELOAD=/1ib64/1libcrypto.so.1.0.20
AR
5 Wayland &mtgstatt, M mERFE X.0rg lRSeERTIEETT. X Wayland 1EAZIABR MBI LT
bR, BECHERLLTT:
WaylandEnable=false, FifEfi&H /etc/gdm/custom.conf 3 /etc/gdm3/custom.conf

EEEHERUER X.0rg fRS28.
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BERATHERNEERIE

5 Windows RSB ZEILEEN, MRERTHE “‘EEEEIIRSS.. . HENHEE, BEFREREENEESTO, M
AIREEENIRS REEEZ A iR AIE (Client Access License, CAL), BXFAIEAER, BB,

REEMERE

MRSENEEREST Citrix Workspace ZAREFIERIZRE, NEMEZRZREERNRIAN, WKEEHTRS
B EIBAANETEFSHN, NREIEEKRM, Citrix Workspace MAEFFZIAERBEAERE, TN, RS
BREZHUFMERNEERERN— MRS, METRSIERSENTEERS, B2, NRIRSR LWTTARED
ARE, MEZMEZEBATRESKK,

522 Internet &7F

Citrix BiVEENEHREE DNS (2RSSR, UATERTEEZDINRSE/EZT, MRFEE DNS, WeIEETE
BARS |2 P ok, 50, WETLUZ IP it (MAFRHR) fEEARS 2. TLS EEERT2RENHE, ik
IP ik,

ARIRHL MR

MRFEZEBEANEAESNRERN, EESREBEINERNET “RERNLK: Javascript $#iR” BiRELE, B
wpad.dat XHEHIF SICAROOT /util &, BETUTHS, EFENZAANZHERIINRSSHIENSG:

cat wpad.dat | ./pacexec pac.js FindProxyForURL <http://hostname>

hostname 2\>&1 | grep “undeclared variable”

MRKETHLEE, RARSHE LN wpad. dat XHEETENE, FEHITALE, BNRET “MELKRSHN
TE.”Eadht, WeMBRZEE, T pac.js, AAHPTIENS N TERUTRRAEXFRERN—1T,
Hep “..V RTER,

var ...;

REREEE

MRENKEEERNRIREABE, Linux RZPHRENRTERIIEERTREFERIE. AR E: BIT—MEEMRN
E&RER, ff rngd (BFEH) = haveged (kB Magic Software),

ZHEH
MSERRN, FHRMEIRAIINE S

1. OTUFEREMIARRERESB/IFNELES, 81
+ Ssllabs.com (BXREH/EE Internet iHIARR)
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o sslyze (https://github.com/nabla-c0d3/sslyze)
2. 7 Linux &% WireShark /b, 3828 (ip.addr ==VDAIPAddress) &###E# (Client Hello, Server
Hello) &+ SSL &4, £REEMEFHLZEHBRSFEZNEEES

Citrix {1t SDK R IEH#
Citrix Optimization SDK #xF &8 EREHM UlDialogLibWebKit.so kkads, f@RA%: BITUTEE:
1. MT# @ F# Citrix Optimization SDK ##f&hik4 18.10,
a) #EER#E CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialoglLib/GTK
b) MIBRFREXSR 4
rm -rf *.o
c) #3| WebKit x4 :
cd ../WebKit
d) Mip&EA UlDialogLibWebKit.so £2:
rm —-rf UIDialoglLibWebKit.so
e) £ WebKit BRPFERUTHS:
make all
4 m#R9 UlDialogLibWebKit.so.
f) ##mEE%Z SICAROOT/lib BERh,

BT SSL EENSBEEREN

Har TLS i&E#ERY, EAT Linux 89 Citrix Workspace AR ERINE R TIFRHEMHN. EMmENEBENHE,
NREEZIFERIBNZREMHNIRS S, BERE XN [WFClient] 29 HigBEEE%£M SSLCiphers=ALL,

XPFUTEREEEMS:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM

ezl

£/ EDT 1hilhy, ZrRIEELBIUTHEIRES: 5.7 WERCHA. NREZZBIEAT EDT WEAFRS)
FEOAE 1500 FHRERMAIFEILRN, NWHIUER. BHITUATRE:

o EEREXHHIRE edtMSS=1000,
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ERRHIR
ERBRAI R ESM AR HIRNEE. =W T:

o ERENE 55ORIERSEERHIMINER
o TEBRRBHIIERS
o TAERAILARS SRR INERKA

RERAA e SRR I LER, B

o FMITENMNERITENTEDE@ER TLS thillt, BXFHAEER, SR TLS,
o ERERTENEEN TLS EREARIANEREGN, EXMERT, GAIUEREXHH \ [WFClient\] 2B
SHIRERERN SSLCiphers=ALL, AEEEHBEIEZEZANE!T killall AuthManagerDaemon
ServiceRecord selfservice storebrowse,
o EERITENREYHIBEREFIHIER, IS Xz#EZHEKRRHE Citrix. Authentication 1 Certificate &9
I,
o Hfthja)R,

RHBER

Citrix BIEERS 38 L ER R4 Citrix Virtual Apps and Desktops, B Fi&#& L&/ Citrix Workspace
R AR

MEFEREFRERE, WA ER Citrix Workspace MABIEFHERE LUK Citrix Workspace R BIZFIERTS

Ve =1k N

« E2E Citrix Workspace 7 RiEFFE - BeE Citrix Workspace M BIEFEZ AT LIBE(E |ICA FRrBmE iz
SkaE

» B2K Citrix Workspace M BREFHERA - Bk Citrix Workspace R B2 BIfE R A IR AT LR RS I
SRR R

+ B UDP 47 - thIhaEaT ITEFE ML LR HF IP 3EF (VoIP) EEHRERIN—B

o ERARIRAM Citrix Virtual Apps F1:ZBF Linux &9 Citrix Workspace B2/ - Citrix Ririhigss
MIRASDRAHIMERE, FZMEEThRERE R Citrix Workspace M B2 HIARSS 28304

BR
REHR

EXRFRF, WD (HZD) FRNMNLNHIENHATRE LNSHRREHROEL. ERELNTESUIEX
FERNABEKFRMRERE R, REE VDA h#ERET BRI NHERN, FEKEBIRSINGRIAR
EBREFG, X11 (Linux/Unix BRZF R4 DATRAGED IR X —Bte s 2R RN 5 %,
AbEREEH, Citrix BEERBNARFATSRRLFIRSNIRESE, B, FF vsvnc Bah T—MALE,
fEM Linux BENERFELED, BEATEEEF K LERNEREFUNEERNENEER, XLERNH HFRH
RRTSZ:
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« X11GPU &E&
o ERASEERS

X11GPU &

SHF Intel HBER, BEEH
20-intel.conf 89 xorg.conf.d FalE—MEEUTRABHISM:

Section '"Device"

Identifier "Intel Graphics"
Driver "intel"

Option "AccelMethod" "sna"
Option "TearFree" "true"

EndSection

33F NVIDIA Bz, &£ xorg.conf.d Xk FiFEESEMNEREN “MetaModes” SEMM . Xt FFERNED
LUE S 9FER MetaMode, EHRIMUTRE:

{ForceFullCompositionPipeline = On}

f5l4n:

Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”
AR

REH Linux 2% 8ERARRER xorg.conf.d B2, 20 /etc/X11/xorg.conf.d 5% /user/share/X11/xorg.conf.d,

HEEER
ERLUTH<:
+ Compiz (#&A% Ubuntu Unity #)., %% “CompizConfig Settings Manager”.
i&17 “CompizConfig Settings Manager”.

=
YR > 8|57 T, IUEET “BEEERSREO .

H

=

AR
£/ “CompizConfig Settings Manager” BYRi#1H, FEAEIRMBRERMELERFABE,
« Compton (MHMEAER). BEXTEMNFMES, 15518 Compton WA TIRIETE/ X, i, EET
U<

compton --vsync opengl --vsync -aggressive
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HRALER

MREANRIFRXER, RRETSBEBMNTRERLE, EXMERT, MISEMERNRBEXENGR. BXiE
ERBHFMEE, 521 Control keyboard behavior (IFHI#&1TH),

HESS

BELEEON, REFOEERSAMREMNEOUE, SBEEES, ERRALEE, BEE0EESEIREITE
B EE OB HIE O3 ERRIR T

EfrwAE M

iEATF Linux # Citrix Workspace ARFREIBSAZHENEEBRTNEOELN, BXEEFHFTS XER
IHEEELIE T ERE-

TeEmRAN
ERHETEEMREMNE, FHRITUTRE:

1. #T7F wiclient.ini BR& {4,
2. 1% [WFClient] #8535 4RiELLT4T: UselconWindow=True
3. REHXAXH,

HATERE

MRAGHAESEREHEETAEM, WaTsEE BRI R, FLUSARKIEMEIERHIRENBRENARREE LR

o
ERATEE
1. #77F wiclient.ini BB&>f+.
2. 72 [WFClient] #o#HmMATFTZ—:
CursorStipple=ffff,ffff (EHITEENEE)
CursorStipple=0,0 ($HiFLENBE)

3. REHXEX M

FBIAF

BEARBARBHERTON, FEAEOPRAEFHENGR. LRERE X Windows RESHEEEREAFERN
HEMRE. MEREE, BARTMNEREAESHNIERE,
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EREFXBERSENEETY
EZEIARSS250T, AP RILUERMER 256 BRI, IETRE IR ZHAER, ENBREFEBESARIREE,
L= mhiE B R

BERaRRE AN GIRE DS R E R SRR LR E MR, MERIMNEREAERR, BNt
BN BN RN IEE . AL AS, Citrix Workspace M AREFFE A RIRNEEIRERIRIE, HESR/LY
HEH—RLIAER.

Citrix Workspace Rz f#2Fxf HIEF#HER EUC-JP 5 UTF-8 /R4S, MARSEENGER SJIS FR4HE. Citrix
Workspace R AR2F TR EFREZ BHTHIR, TAMEERSHR LRFHONXGREERS R LEEFMRE
BISHFRY, LA SHHAXGE R, EEESmET BSHEEPMANSHPHNRIEFN.

LRA|EMNESNERE, BRALUERARTITS B8 BRITHED -span, @iz, JUEeRSEES T

ETeET

i@id Desktop Viewer TE#ZINEE, BAUARTOUSEROSLRSETOZETNR, GENERETENSER
2B Ho

BE.
WFRBLESER OANRIE (BFEERACHNEOTHNRIE), BRERFEER.

- span ERAUTHER:
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

WMRIEET h, WIETE stdout i EREYIR. MR h BREMENE, wlica KB,
MRIEET o, WREEOKHFEBESZEERREM.
JINCy

BYUAEERAILENE, RSEAECEHATRANEOSIERN, TEALE, RIEEANZEASER TN, %
BER, WEEAENCIEER. Reb@IERIIERMIERILE,

NRIEET a, Citrix Workspace EREFFRIREIBZ— MG EndahETHRIE,

Citrix Workspace M A#2FREERH -span BHEAN B RERSHMTIR, EREMETERRHENETE, FHH
MEFERFAREKEE LANE TANE RS, AN MEAEEXE L. T £, GE5HNETRS.

WMERKIETE o, Wica 35ER _NET_WM_FULLSCREEN_MONITORS EEMB OEEEHIERBNMEORRE (W0
REFZINEE) . BN, BEARTNUER T RIERMENTR.
AUFERAUTHRSRNAEOEERET L6

xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS
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MREBHL, RAREIZIE. NRAXE, ARFTE—IBEEEEMEN. AILUER -span o REBZEEM
[

ML TIREES I ETREBNRIE!
1. ERSRTEOR, #A:
Jopt/Citrix/ICAClient/wfica -span h
FAFIgESRIFTEE 2 RRRSHIREAEE stdout 1, RERE wfica.
2. B TXERRERS,
3. ERRRTEOR, B
Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\I\]1\]

Hppw, x. yMzZ2ESE 1 PRBHETHRES, EARENMEWH, BEE—MENETES; £ARME
w X B, RIEERFEREAE LAMAGTANERS; EAEMEw. x. yMzi, FEEXKEE. T £ &
WS ETRER.

BE:

o BTN MBRBMBRS 28, EX WFICA_OPTS &8, Alt, BHEEEXH BEMT
SHOME/.bash_profile st SHOME/.profile) , EEFBFM—1THKENX WFICA_OPTS &,
.

export WFICA_OPTS="-span a"
o Itk m Citrix Virtual Apps and Desktops %i&.

o MRBEREH selfservice 5§ storebrowse, EMFREBRHIE, UWERTBETEEBER. B8
T2 bRz

killall AuthManagerDaemon ServiceRecord storebrowse

N RERF

EMERSIERXUGEANINAEFREMSIE, RATFPEHRAS Ul A FRERS, HE “BESHE" 1
RERAEAMNERS S, fld, Alt+Tab, KH<B Ak ETIRS S,

fERTs % £ Ctrl+F2 SRR NREERELE, BEEERTRERRIETN. &SR EATE SICAROOT/con-
fig/module.ini #%§ TransparentKeyPassthrough i &% No. XRERAREZEPEINGE. BR, BARFER
i37E All_regions.ini XX INLLIZEREZ ICA X,
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/ilj K
AR 5

£ Windows SiEh e E %, ERATHEERERN KRR, wiclientini FERATRSHBIEFIHANTE
EMEE. XRSHAMNBEFTIT. BERARSH-FARRTEER, BEEARSE-ZTRIERNEEEM,

R ERHBHER

HIRBERAEHMERE, EHAERRRRERENH. bk Firefox #1 Chrome sb, ATREREXHAKI AT B A AL
ERIEAHBHNAR. EEZRREIBEZNE LNERLRRREN, JESERTERT ICA X,

SFEN LS

MREAREE Web % 2sebERAA, E7Ei51T setupwfc &, & EIFREE BROWSER, LUEEFTER a2
BEMRM,

Firefox i

7z Firefox PEERERLAREFE, MRAEEEMLE, F=iXEA ICA i,

Firefox &# ICA 5+

7z Firefox PEAT ICA MG, KEMNARRFRIETEREN. EXMERLT, BE=AEA ICA FHf.

FREHIR

MRENERFBEERNLER, JREIEIUTHR.

E_MISSING_INI_SECTION - 3IFEREE X 2.7, BLEXXHHH .0 BHEK.
EEXEFEREHIRNES .

E_MISSING_INI_ENTRY - BIFRREX .7 “.7 BOPBABERE “.0%
EEXEFEREHIRNES .

E_INI_VENDOR_RANGE - 3%iFFR & X #:¢..”, BEEXHFH X RS[EZETE “..° TH.
EREXHHH X RSB[BEIHESEHF. ES5 Citrix B Ho

wfclient.ini B2 &2
MEKRiEMEE wiclient.ini, NS HI TR,
E_CANNOT_WRITE_FILE - BB A,
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REFERLUEEN NS, fINEHE=E.,

E_CANNOT_WRITE_FILE - Foi& U8 4 ...

Bl R Y 5

E_PNAGENT_FILE_UNREADABLE - J;%i%EX Citrix Virtual Apps stff “...°: XX HFRE R
— Ez —

Fo5%i%EY Citrix Virtual Apps Xt ... 1RIEL,

T Ed SEMEREIHNER, B2 RWNA Citrix Virtual Apps XEERTT B, BEEERETRENAER
RIFTLRIF E & GHNEIRYIR, AEERSRIAEZER. ORZBRNAEE, FREZAERIERTNEYE, U
RiZzEfRa B S| B Citrix Virtual Apps st

PAC 2 f558i%
MREHNHEERRIEENEE (PAC) XHHEERIERE, WSZEMUTHIR
RIEBIMAKM: BEhECE URL RIEH,

7EN S S hs E ROt E FER% URL 368, BKAN http:// 7 https://, FiFHMAR, BB TR ANER
8 URL B HEA,

R MKM: PAC B4 HTTP TERW: EiLK,

KERTBWAT HIRNSREMIL, NRE, BFEEMUHEL. MRFE, AUXARSSH. HEER.
REBIOMEK: JPAC iz HTTP FHKAMK: HARER,

ARSS 88 L ARTFIERMIERAY PAC 3, 1B1EARSS 28 EBek PAC X, SEEMAECE NS,
REBINEK: PAC 2 HTTP TEKK.

T# PAC XHBNERAK. BEFERHER,

REBIONKR: BRNEEEMANT.

PAC XtR=, 1E1ERRS 22 L2 PAC X, Si&EEMECE NS,

RIPROMEM: FZ+F JavaScript,

/b PAC BTSSR pac.js XA, E#ik# Citrix Workspace R AEER.
RIBHMELK: JavaScript $5i%,

PAC Xt E &MY JavaScript, 1E1ERS 2 E1EE PAC X, BiEBIMEE,
REBNEK: KIE B BEMAERTER,

MBRSS SRR AR XA EH. BTERSS 3R LIEEMMAMEN, HESEHMEEN KR,
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I
LIGFERAAE SAML BMRIENWNARE (A AUTHV3 1hil) B, BETRUTHEIRES: “Unacceptable TLS
Certificate” (FRAM#E=H TLS IEH).

LEEMERT Linux B Citrix Workspace M2 1906 R EmARABI S ML AR, B XEFEHPRIEA, ESH
FMRALE CTX260336,

R StoreFront RSB B ZIRESFAFERIIEBLENFREIER, HEELREREIEPUZIFSER AP, BT
LUTHE, SARBRM StoreFront RS

1. IR —HEA PEM 8RB PIEnE+H.
e
NRHFE PEM XEIEH, &R openssl LBIEFE CRT SXAIEBHEIRAN . pem S,
2. UARSH (BFRroot) ZERRME:
a) B— I xHE4E SICAROOT/keystore/intcerts,
b) UREHRHEHNER SHETUTHS:
SICAROOT/util/ctx_rehash

WMREXTIEPME AT AE N EFZ AP IS EENRSSJIERETHMRIIE, BRRUTRBHITIRE, ABEHRM
StoreFront R AEEIE:
1. 3REX PEM R RIRIES.
B MEKAIRXASESR, EER openss| SLAEFER CRT BRBNEPHIEN. pem X,
2. URERHFEANBERSH% (BER root) HITUUTIRE:
a) BizxEH1Z SICAROOT/keystore/cacerts,
b) ETUTFHS:

SICAROOT/util/ctx_rehash

Hth
R (R) AR

A BB 2B EI LT ia) s

KHARIE
INREAHEIRS BB S ERT Citrix Workspace BRZFXHASIE, FJUER wiica BFERTIMRSSBELLERE
AR LR HITIER.

EiET syslog RAICRILER, EREN 6 19 SyslogThreshold FMMEIEE 4K [WFClient] #5955, XiEER
5%k n LOG_INFO S{ESME B BEIERIAEE. SyslogThreshold BIERINEH 4 (=LOG_WARNING).
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B, BB wfica, BFHEBREINITERIR, HEEN 6 89 PrintLogThreshold 7% [WFClient] &84,
PrintLogThreshold #92kiAEH 0 (=LOG_EMERG).

BEXHATRERNEAESR, BBHEEIZSE, BXsyslog BBNFMEE, ESE syslog iLE,

EEXMHRE

wfclient.ini RSN £ BEHLAE All_Regions.ini FEXNNHNEE, XHEZIREABEEM. L+, wlclient.ini X2
8 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &84 FE9E N & B #HFTE canonicalization.ini hE XM A%
B, %gBAHEEN. XML, 525 SICAROOT/config B R4 All_Regions.ini 1 canonicalization.ini
X1

BERBHNAER

MREBTHRSRTHONERBHNBREFEEIRZE, W ZkOREMNBREFMIEN, RNBEFTESEN
(RRETEHREENATNAEFES), AXMERT, FRERSHEMNARFIRNSE TZHRTHO, HER
BEMEZHBITIRONNBEFEERHRRERZEOD.

AR, FEEEIERTHRONKARER, T UUCP EX8E, NAEFRYGEEREEEEEE—MIE
Xfo XEEXHPRIENUERURATERINRERSA,

Bzh Citrix Workspace B2

R Citrix Workspace AEFRER, HER “KABNBREFRINXGRZXHESH HE. RETGERRE
e XIFEE 2 ICAROOT #1R i Citrix Workspace M AREFREFFRINIE, WHXTIEBEZTR2, BRI
&, Citrix BIHITUATRIEZ—:

+ % ICAROOT EXNREB R

EHREREFEREXT ICAROOT KiET 2, BHEIAMEIm=IEREE) Citrix Workspace N AEF. MENE
TNZEIZEE, WEgekREMRENX ICAROOT BT =,

+ % Citrix Workspace M AREFEMREIRIAMUE. BXRE Citrix Workspace AREFHFMAREE, &
BIRALENLE,

R SEiE Citrix Workspace M BREFREFISIAIE, BEERLEFMER /opt/Citrix/ICACLient
o SHOME/ICAClient/platform BR.

Citrix CryptoKit (L(gi#ry SSLSDK)

EERMEIEEIEITH Citrix CryptoKit (LLFi#r% SSLSDK) =% OpenSSL BIhRA S, AILAERALTHS:
strings libctxssl.so | grep "Citrix SSLSDK"

EAIL7E AuthManagerDaemon 5% PrimaryAuthManager LiafTib@<
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BERES

NREO SRR EAERNBAESRMBANINGE, EHRASTTRETEIER, 5130, KDE EOEELEE6EM Ctrl+Shift+F1
2 Ctrl+Shift+F4 RASERE 13 B 16 Ziait, MRBFLEE, BFRRUTRRSEER:

o B FAEIIEUIE— A AR A S EIRS RIRBAS, HIM, EEEEXT, BAK Ctri+Shift+F1 prgt
FIRSSRIRRAS Alt+Fl, RN EHMREATARMBAS, EEH SHOME/.ICAClient/wfclient.ini
8 [WFClient] 29U TRE: RESKARMFEAS Alt+Ctrl+F1 B3 Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift 25 Hotkey1Shift=Alt+Ctrl,

s BEFNEEEAKAMERASCHELARIRS R/, XERASTENMLIE, BERBEERR, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 4 &, i TransparentKeyPassthrough i& &5 Re-
mote,

- ENRRERTAEIES, FHMALERAKAREES,

iti2 Croatian %5

TR 2a iR ASCI FREHAZEEIRS Croatian BERAERHITIZE DN,

1. 7EMERZ AR E XY WFClient #97, % UseEUKSforASCII €& True,
2. ¥ UseEUKS i&&H 2,

HiERE
EREXHIBRENGER, BFEH wiclient.ini BEXHFHUTEE:

KeyboardLayout=Japanese (JIS)

ABNT2 &

EREEY ABNT2 2R, EEH wiclient.ini BEXXHFHUTERE:

KeyboardLayout=Brazilian (ABNT2)

FithRa

R AR ERF LR ARRTRIETT, EM SICAROOT/config/module.ini M5 R+ iER RIBEMNRS 285 B,

Windows Media Player

Citrix Workspace M RZFRI8E&E GStreamer i, TARBIBERNER,. XBEEISBRS FHIEREME,
ANEXNTERANEGSERIBHERTE—MEH. XBEIELNE, HELXSHRS S LER— 1 HIRNEE,
f&H Windows Media Player BB RIAM, EXIEPEIRBRIZXGBEEEBRI, ERBIHE Citrix
Workspace A#EFIEL, AL, REB[REREMESAKNEMEFES,
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FELORIERT, RE#HEIETSE Windows Media Player RIEE#E, BXFREQNFREIELRES, HFETEE

HRREm o
B BRILEIRIEE, HEBREFROSIEREBERY, BHRITUTRE:

1. IGEEECE ET “SpeedScreenMMAVerbose=0n” & Zl SHome/.ICAClient/wfclient.ini (261) #9

[WFClient] &84
2. ENEMLIHEHNEBRSEFBE wiica.
3. BHSHH I IR,

4. B (ERERRAED) SERAEGHRERXEN MIME £8, $HERNZZHEREKRN MIME 22 (a0

“video/x-h264..”) .

5. #w%8 SICAROOT/config/MediaStreamingConfig.tbl, 8 &iZRH MIME 2E K17, % " 5 MIME

KBZEHEA “?77 XEEEAZER.
6. W3 RIHFHRBANEMREERRIEE (£ER) PR2-5,

7. #¥EMEM MediaStreamingConfig.tbl 4% 2% % T #HREM—4A GStreamer iEHFHIE thitE M.

=

AR

Wr] IEIRG MIME 268 f5% % GStreamer $G4#H1THERD.

BITHORE

BERE—HRTHD, BE SICAROOT/config/module.ini BEX4HFMUTEE:
LastComPortNum=1

ComPortl=device

BRE™ I HZMNHETEHO, 3B SICAROOT/config/module.ini BBEX#HRINUTRE:
LastComPortNum=2

ComPortl=devicel

ComPort2=device2

Eix
RERYIL TR Citrix Workspace R AREFR AIREHI A E A I IRE S

HHEIR, 2B 11 (E_MISSING_INI_SECTION), E5REBx 1, EERE,

ME$1T7iafT Citrix Workspace R RIEFE, LthEBEERKRETE appsrv.ini X REEISHSTHIEENIRE,

E_BAD_OPTION - &1 ... T

B .. RS,
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E_BAD_ARG - £17 ...” AEEXHBH: ..vo

JOEI L. HBE T BB,

E_INI_KEY_SYNTAX - Z4H ..’ (TEE &S “...”° #) T,
EREXAHH X RSHFEIHESERF. HelE— M EEX M.
E_INI_KEY_SYNTAX - {& .. (TEE &1 “...” #) T,
EREXHHH X RSHBEEHEBERIF. HelE— 1 EEXH.
E_SERVER_NAMELOOKUP_FAILURE - TE£EZ2IRS 3 .7
TR RS 882 o

TEBN—DHSZ XM oo BEIEEAHEEHHPAFARDAHE A,
RERTHFEHEDRRMSENRAE. OREAMAR, BFURIE, HFERETRIEERHESRF
RS BBERCETHF, BEMERHER, UTXHAIREEREIE: ..o
BIMERHERRTILHEIRE S8R

nR7EREA Citrix Workspace R AREFEBRIRM, FIAERERRAZRNIIRAIZIES, IWEETEBILHEMNE
RIS ETR R R RS B RIE B %A,

FXEXS Citrix Workspace M BEFEXHIZHER
1. ELREERH, B util/lurdump, BVEESIELFITFRSN R (NBERTEE) HIaREHhITIRIE,

R ER— BRI UE RN, HPaERaEAES. Citrix Workspace AEFHEEXHR
BURERFALENE,

2. Bzt Rzt Citrix A28, BREXHHEREENEER.

x5 EIRENERHITHIERR

BAEUERERROERRLEDNNER, KRR — M FEERNEFNRHTIA, BdITR, BAMEERERAILL
MEERISEE R RAEEH TR IS AR NI, EEEDOR, APAUET U A EEREE:

o XHANARERF.

o EERIE P BRBERIIEHXATMITANNEERF.

o NRIEFEARIE, EPBREFRXATEITANNBEFOERTHA SRS [BOEEERE (FIFRSSEE
FTERTFFERRR XHIN BER) o

o EEERGRAITHE.
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SDK #1 API

November 30, 2021

Citrix E#i@iE SDK

Citrix EBLBERHF AL TAE (SDK) AER ICA thiXWEMEINBERERES RS8N BIEFNE P IR Rz
X, IRSESHEMEENAREFMT Citrix Virtual Apps and Desktops fRZ8s £, MNRENHMEFIHFAR
B EilIRshigrR, EBA Citrix AL,

REiNiEE SDK 12 f:

o 7£ Citrix AR5328 API SDK (WFAPI SDK) th 5 @B Thae4E & s LGN B S e @ E e Citrix EINIEENIER
R 2R 4120 (Virtual Driver Application Programmmg Interface, VDAPI), VDAPI {2 {£HEEHAiE
EXFENT RS ENBENTRE,

o ARETRFERANS N EIBERFIEZFNERRAE.

 EHEE SDK HFE WFAPI SDK 7 884 5 i NiB B RIAR 55 28 .

BXiFMER, B0 Citrix Virtual Channel SDK for Citrix Workspace M AB#2F for Linux (E@EERTF Linux
#9 Citrix Workspace [z B#2/F# Citrix EiMiE&E SDK),

<1751/

BXmPTSEMBHNEELR, B2 Citrix Workspace app for Linux Command Reference ((ERTF Linux #9
Citrix Workspace i HEF@H<EE),

Faffift SDK

EREEERT Linux 89 Citrix Workspace B 2RFH HDX SoC B M—&4, HINRET “Fafik SDK” B
FRUAFFEIIMIZERRAA. EEE. SHELENESRES.

FEARTLUEBF AL SDK KIZSET Linux BUIgEHIMRE, AZARATEFXARNERT Linux 8 Citrix
Workspace F1EFH ICA 5124 ¢ (wfica) QIR B, WEMNIESERE wlica shSINENTHERE, XEEST
A LOE /3 BB LR IhRESR BB G (1L Linux IR &RIIERE:

o RHNATFAHRIEEGR JPEG 1 H.264 $UBRIINERAERD
o EHATEFISERGNREFENSE

o BEIIEHISIERGRRERISHIR RS ERE

o AREHE X11 iER AR REER HENBPRNRS

BXER, B2 Citrix Workspace app for Linux - Platform Optimization SDK G& B F Linux &5 Citrix
Workspace 2R - Faffift SDK).
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ICARESSE

November 5, 2021

ICA GBS ZXMHIREFMBRIZEN ICA XHEBTIR, AFEERBEX Citrix Workspace R AREFRHITH, X
ATLUER ICA RESZ3 Citrix Workspace R BIEFHNS BT H# I THERR,

ICARES%E (PDF T#)
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