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KT IbhRs
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2202 RIFTIETEE

(o]

itrix Gateway =/ UDP 47

%

pe
ItkigeRThRe EiRiE A T Citrix Workspace N ABER.

fE4shiasm, Citrix Workspace AR XA T UDP SMMVEIBIRMEAER2M (DTLS) thil. Hit, &EaILLE
it Citrix Gateway ifia] UDP &4,

@i Citrix Gateway 54 UDP &3, BT TIRIE:
1. FMF| <ICAROOT>/config XH4RHITH module. ini Xt
2. %3 [WFClient] #9188 T8
EnableUDPThroughGateway=True
3. #3%l [ClientAudio] A HIGBEUTEE:
EnableUDPAudio=True
BXFAER, BESREIXEHHEA UDP S5,
AR

NEMERA StoreFront default.ica B2&, 7 [Application] #49#i& &M EnableUDPThroughGateway
WEMRLETFE module. ini XHFIRBENE, B2, EREEFEH module. ini X7 [ClientAudio] 24
Fi%E EnableUDPAudio i, HBEEMERF LS T StoreFront default.ica BEEEHIEENE,

2202 FEERRE

« &% Citrix Workspace R A2, FIMMNAREHEHISEN, SIEFOTELEETR. ARFKE Ubuntu
16.04 %% Tibpcscd FE, NMaHItR@, [HDX-36574]

« 7£ Citrix Workspace 2R 2112 /1, 7B Microsoft Teams MSTEIEPITHRKIREHNA, KA L
89 CPU FIAZXmIgexRE. [HDX-37770]

« B1F CPU FAZER 100%, HAlt, ERBFERERD, [RFLNX-8200]

- EEABHN GUI BINKEERIEF, /A Desktop Viewer TEE M REABRAREFEURIRIERFA
RERRM, HERUTHIRHER:

‘TEREFRERR. 7

© 1999-2022 Citrix Systems, Inc. All rights reserved. 3


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio

BT Linux & Citrix Workspace [ Bi2F

BR, JUE P REMEESIENERSERR.
[CVADHELP-18971]

o ERIRAMNEFPIFZIERS (5130 Ubuntu 21.04 #1 Fedora 34 {E=AR4S) L1789 Windows VDA t,
AT IRIEENRIRGTTEARET VIR Zh R E QIR XA AR AN, HETUTHIRES:

“You need permission to perform this action.“ (EEEHRITIIZIEEIRR,)
[CVADHELP-18448]

+ Internet B AIZ R E A IFIE R DNS RS2 AI8E T AT URL clientstream. launchdarkly.
com, AL, EATF Linux & Citrix Workspace A2 aRbrm URL &% DNS &ifl, XAAERSHHE
N Linux ZFisp9EE A% DNS &, MmS3 DNS AR5 2824, [CVADHELP-19140]

AR

st LaunchDarkly %= DNS Z#RIRERE—RARE =5,

2202 rIE B

« 3§ AMLDebugMode #1 AuthManLiteEnabled i€8A True EEshBEIRSBF RE, ATESERMU
THIRER:

“Response for Secondary Token request is not 200/400/404 42” (31358 Bh < k815 R I B T =2
200/400/404 42)

iR &L £ 7% Fedora 35 L. f@R755%: £ authmanconfig. xml %% gnome-keyring SRS HEZRA,
B gnome-keyring, EHITUUTIRE:

1. EM&l /opt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. RMULTRE:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy--> "~

[RFLNX-8603]

AR

BTEERPNRERE, HEHENRE,

FHAhR A

EEBOABRMT BEXEANRE Citrix Workspace 2R £ 2208 2 M R HAMR A P AvmE e B8 8
BIREBE S
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2112

2112 RIS AR

PTG R

Wai, Citrix Workspace RARFRETR—1MELN, HAGSXANBEERER, AL, BERIIXARNUE,

FERRES, ATHEIREXENERAGR. Flt, EAIUEMMENRPREITHNUE, BARERT, 1
BEA TR

UAS=E SN
* IR .ICAClient BRFETHFIAFNEN4EH:
ik AL1_Regions.ini Xff
xE,
BRY AL1_Regions.ini X, &7 [Virtual Channels\Thinwire Graphics] Z5HRERINL TT:
InvertCursorEnabled=
InvertCursorRefreshRate=
InvertCursorMode=
R .ICACLient XHFEAREE, WL Citrix Workspace MAREFHEHRE, EXMERT, KERGIEENE
NgE,
ERALINRE, BHRITU TR
1. &#1%l SHOME/ .ICAClient/wfclient.ini BB&EXfH,
2. %% [Thinwire3.0] 9 HI&BUTERE:
InvertCursorEnabled=True
AR

Y Citrix Studio FHERMMRFIDERHITERRENEIRE AR ERITIMREDEEN, XITFRRE,

BEN S REH

ERAPEHIRRMY (UDP) S5EHeY, RSN EMMERUERET. BXFMEE, BESREEN S,
AR
L3R THEERE VDA 2112 E SRS,

Bx1% Citrix Workspace ARiEF ELERABENSMEEE UDP FHMMNER, BESRZ M HE A UDP S50
7o
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XRSNEMRE BRATER)

BARA#E, Citrix Workspace R iR 1ESIER BRI E A ANA SIS RE SN, Itoh, FRENEFN
HDMI 48 & BB RN 15

IANERT, ThEEbTEARS. ERALLINEE, 5% module.ini X#HH¥ AudioRedirectionV4 WEILE
HTrue,

ﬁ*ﬁémfm Sy 1@%[%%&)60
AR

HZshiasie , module. ini X+ VdcamVersion4Support BIEEE®REZ N AudioRedirectionVv4

o

@i Citrix Gateway %4 UDP 41 (BAFILIAR)

fEashras®, Citrix Workspace A2 XA T UDP S5MMBIBRMEAER M (DTLS) thile Hit, EaTLLE
i Citrix Gateway i5ia UDP &#fi,

@i Citrix Gateway B/ UDP B4, BT TIRIE:
1. M3 <ICAROOT>/config XHFEHFITH module. ini X
2. %% [WFClient] B HIRBUTRE:
EnableUDPThroughGateway=True
3. #%%| [ClientAudio] ZHHIEBELUTEE:
EnableUDPAudio=True

BXFAER, BESREIXEPER UDP S5,

AR

NEFER StoreFront default.ica B2 &, 7 [Application] 49 Hi&EH EnableUDPThroughGateway
MEMRSETFE module. ini XHHRIEENE, BR, EREEEA module. ini X7 [ClientAudio] 245
Fi&E EnableUDPAudio &, HBEMELEF=ETE StoreFront default.ica BEeEHIZBEHE,

BReRZIFAVIEIRThAE
AR
thigeaThEE EiEiE A T Citrix Workspace M ARERF.

EZchRasH, Citrix Workspace W B2 Zi5E A T H e FIR-E 23BN HREED B IhaE,

BATRERE, SRFPRFSIERSSNEFLREPRNEER. TURNEMERRSZ M ERF, HERNEIREXE
B+
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WEFMY:
£ Linux &P ER%E libpcscd B
AR

BIANERT, LERTRERRETEASH Linux ZITIRNEFIREAF. B2, ErIRERETREL Linux Z1THRHE
HARRZAs %% Tibpescd &, 130 Ubuntu 1604,

BEAIERINEE, BRITUTERE:

1. S#1%l <ICAROOT>/config/module.ini X%k,
2. #% SmartCard &%,
3. i&& DriverName= VDSCARDV.DLL,

Microsoft Teams i {LAYIERTNEE

=3

AR

LU TFINAERTE Microsoft Teams #HIhREFE#H ERI A, Microsoft EHIWEH G, EaIEE CTX253754 1L
REOOEEHRNAS,

« 7£ Microsoft Teams HiEKizH1#Y

EXRAF, S5EEERHZREN, EAITE Microsoft Teams EIBEHAIEIERIZHIN, REZEHING, EalUxH
SEREHITIRE. FEIEMEN

ERHIHZRFEMNEE, EFRE Microsoft Teams REIAIERIZFIN. HERENRWNSS5ERUATFIIELE
BIER.

FEEFING, SULNTHREREHTER. FEMHEMENR, TlE, BHEFBIEHIN.
PRI

ERIH AP 5k S EiafTHaH Microsoft Teams SEE ik EWEAF Z B a3 mi@iEeE, EREFISETRAR
A, fRRTE: AP USRI BUREUE RIZHIBHEIT,

+ ¥ Dynamic e911
fEashRase, Citrix Workspace R BREFXZIFtISE 2N, £ Microsoft BiEFEE. BEAREENEZRBTER
B, ERMETLUTIRE:

o EREMRAEIE

o BMREAR
REBHAKIERIF = LB 1TH Citrix Workspace MABEFH HaIfIE, mik VDA Ei&1TH Microsoft Teams &
P,
Ray Baum BIE2ERIG 011 I EM I ARMBEREBNN AT LN E R (PSAP), BERBT Linux B Citrix

Workspace 2R 2112 2, f# HDX B Microsoft Teams f£{£:8M Ray Baum B, EXFILIRE, EX
FisMRERFKRITRPLAEE LLDP .
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B2 R

KETEIB RN, SMsEE, BMMANRETLEER. & VdcamVersion4Support (BEHE N
AudioRedirectionV4) REBAN True MR, [RFLNX 6472]

£ Microsoft Teams =3t S ESMi@IEHAE, SSMATATE@IENIAT 15 AT EEE#H1T. [HDX-29526]
ERBHZRIEME, % Microsoft Teams EEEEX TN L B RBLEPITITHN, BTHEZRENLEIDE
BEHRE, [HDX-34978]

£ Microsoft Teams MRiEIEHRIE, BEVATEERINIF, [HDX-36345]

W SIEA L IHEA T EaE R R2RMENEENATIAE, [HDX-34582]

SHIRFEAS R EEMIRIEEMRETESLK. EAT Linux # Citrix Workspace RAERF 2104 RESR
FEHBItR, [CVADHELP-18402]

ERIEPBRSIMA e REMEMEERR, FlNERNEMSIEASEME. [CVADHELP-18723]

EZIBAT Opus %R (BEEGB NEENEM WENKEN, REEEE iR LM Citrix Workspace
RIFRER 2106 RESIRATTfES HIEME, HIMLEBANERERRZE ICACLient BRPHERN opus.dll x4
BEMNEMZEEEMEMN opus lib 32, Ltk opus lib XHEEE AVX-512 1695, ZIESERTIFERFANHN

Hi CPU, [HDX-36440]
« MNBBIRSAF REEES N AREN, ERTALATESER—MEER, [RFLNX-8486]

- BRERSAFRERLR, SREAGSITFMKillall selfservice <& IEEERSHIEAEERK

. [RFLNX-8248]

=3

AR

ETERERPNRERE, HEHENRE,

21
FEINAE

HEREThEERY Workspace (FiARFSAR)

#hrZsH9 Citrix Workspace R B#2F#1T 716, UEL#HBIFIA Workspace 58eThEE. BXEAER, ESH

Workspace Intelligence Features - Microapps (Workspace £ 8EIhEE - ) o

BASIE T a8
LA, IRERBIMRSTERS 2 VDA BB X+ BTo
TEARRRAR, FETRARSSEE VDA BTSSR,

ZEFBEEX Web MAREE (RATLR)

TElthRZA R, & LGE:e Citrix Workspace R ARSI SALRNEE X Web MBHEE.
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BEALLINGE, BERINTIFFHBEN Web iZAREEFRME Global App Configuration Service F s iFiAia1#
URL 5z, #10 URL /&, mIL7E Citrix Workspace R B8Rk~ REFIREEEX Web FZARE URL,
BHENX Web MAREEIFEAN Workspace R AREFEOHITH,.

BEXNBRLEAFEE Web ABE URL 4I5S, 52 Global App Configuration Service,
EMBREENX Web MAMEE, EEEKF > RINSMIBRES, EEEEX Web RZA®EE URL, RAEEERER.

FRABEEG, BHHE AuthManConfig. xml XEHBRABEENX Web ARE, BXFHEERE, BEREEX
Web RS,

Nee

AR
Qe EEN Web MABEEMEA AuthManConfig. xml XHFHFIHA URL, AIUEERNBEENX Web R
EER AuthManConfig. xml SXEHRFMAER URL,

EAT 64 MNMERGVEERD (RAFREMR)

tehR A< iR A T £ 32 (I AIERF RN RGNV B A RNRE S, ZRAESINTXER T 64 (LN AEFIMLE
BENEEONXZS. BXEFEAER, BERAMNSZEEG.

ERERTIFRIGRINEE (RRAFAKIR)

fEAhRAH, Citrix Workspace M BEFZIHERTEsEEIR-F830ENRENBINEE.

WAERERE, BRFRFRSERSB|NTAHPFRNEEFR. FTURNEMEEIASMEREFR, HERNBIFEXLE
Ehe+o

ZECEMThEE, BRITUTIRE:

1. &#73 <ICAROOT>/config/module.ini Xk,
2. #%%| SmartCard &%,
3. i&& DriverName= VDSCARDV2.DLL,

Microsoft Teams 1&32Ih4E

o A llvm-12 FINT FBVRII: EERRRZAF, A Tlvm-12 FMT—18EA Libunwind-12 library 8
MR, B2, BRINMERT, ZKBMERBEMEERAEE, EFEEPFHRE Libunwind-12
library, BX%%E libunwind-12 library Bi¥4EE, &S Microsoft Teams i1k,

o CIFEHMR. Bohigsitl. REMHIEERIEEINEE: MR Microsoft Teams EEE 7 B ohig sixFIFR Z 0
wm, Citrix 2EEms Mlcrosoft Teams KEREEMNE, BN, RAMELT, XLEETLFBARS. BZ,
BIAERT, BEFEHEMRETTFREARS. BXEMAER, ES1 Microsoft Teams 7i1te
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B2 R

s EEPIHEDEMERIRETR, ARNEREMERIRIE—R. A, EFiGEEMERREREITERM
#AiE1T7. [HDX-34114]

« MEFATF Linux # Citrix Workspace R B2F 2109 EiEAF Windows # Citrix Workspace N B2
2109 FEATF Mac i Citrix Workspace 2109 #47 P2P i@iERY, MRS, [HDX-35223]

} =

AR

BTE-RPNRERE, FEHENR.

2109
FEINEE
RIEFISEIEIRORINAE

Wi, BA HDX Broadcast 2iERI M INEERE, MNRESERGHNNARER ZEMNEEEI P, EMRISEEIIZN
FE%EF%-E{JEDO

EUhRAS, BAUESETRMEARNEIRBRENEZ K. SFEORKE, HEATNBSEETHITTIRERME
B2 2 AIBIRIRESE,

AR

3% Citrix Virtual Desktops itk Ih#E,

HEICRAVIERINEE

LT, &BHATFE Citrix Workspace AREFFREREXHN TR, BEXHSMEFTRNXHRH, EHRF
EIMARRIX kP U E R EX 5,

BHitthr4<i&2, Citrix Workspace R EF5INT collectlog.py TH, ErRIMUERZTAMREINXGEHRERE
Xt AIAERAGSITEITILHTIR, ERNBEXGAESEEN. ATUMEMARS S TR ZERNBEXH. BXIFHA
= |_. ) 1@’3@5315%0

tkThaeE@iER T Citrix Workspace R BER.

RS ESNEBRRHRARE R T XERSIZTII REVANG A BERERE. TIETIRSHSITRIRNAE, BFRERILL
B E PN BEFHRHE,

A %1 Citrix Workspace MABEEFHLFRSESENERNER, BEBREARER,
B XK Citrix Workspace M AIEFRERSIELUNER, BBRLERSESL,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 10
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BXEMER, ESR Citrix Workspace XSRS ELIEEE D

I1EiEAT Google Chrome # Citrix Workspace Web 1 B {RIFIRSEL MM ZIF

FEEATF Google Chrome B9 Citrix Workspace Web # B R IR S ES N TN AR A TR IR i
fito AILFEIEATF Linux 2109 B Citrix Workspace R A2+ EAIEA T Google Chrome B Workspace Web
B It B Google Chrome Web AR EDIRM. Workspace MBEFEEERNKEET BISYIEEEN D
5 Citrix Workspace Web ¥ Bi@fs. Rit, Workspace M HiEF# Workspace Web i E& /R Workspace
EREE AN A P BRI RE A A AR RE. BXEAER, BESRARSES .

BEN S5

ERBEN SN, EXFFHE VDA LEESHHRERK. BENTMANKIFRIRE, HERINNVSINERSS
X, MIRMEENARGE, BENEMMINETERARS. BXFAER, BBHEENET,.

4= .
pa =W

NRE SN BREFHRE UDP 503 (T, Wizt VDA EERBEN S, UAFELIRE UDP SH3kft.

SHITARSZIELSL R Storebrowse 1E38Ih4E

LUET, RIEER BEARSE M4 #TIEEN, Workspace EEZMAXH A STERSSLNTAXHRY. Eit,
/3 Storebrowse BE N ARFMKERIEN, FXHRSEL MR ASRE=ZAREEFPIHENEEER
Storebrowse i##%2I Workspace &, HREERNENEBRSESEINEE.

BlthRAE, HEWEER Storebrowse #1TiE#E, Workspace EiEfAX 4K S5ini2RS2; EMRTAXHRT,
WIIRE BB FE = AR E P int @B fE/E Workspace BiABTBAEAIRIE,
AR
o IHIERINEENE I EFBA T RSESMNAI A, BXEMER, 155 Citrix Workspace XASHHIES
BIRSESMID.
« NEBETE SICAROOT/config/AuthManConfig.xml X 5% AuthManLiteEnabled HI{&
BN True, NMIIERINETRATH, RRINERT, WWEIREN False,

Global App Config Service (AHEARTMAR)

fERFER T Citrix Workspace B Global App Configuration Service, Citrix B2 R g EIETEENR
Sieft Workspace Bgs URL,

ERAMBESEHE, BHBAE AuthManConfig.xml XHHF S B LLIhEE. = M F $ICAROOT/config/
AuthManConfig.xml HHMUTEE:

© 1999-2022 Citrix Systems, Inc. All rights reserved. 1
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https://chrome.google.com/webstore/detail/citrix-workspace-web-exte/dbdlmgpfijccjgnnpacnamgdfmljoeee
https://docs.citrix.com/en-us/citrix-workspace/optimize-cvad/service-continuity.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/audio.html#adaptive-audio
https://docs.citrix.com/en-us/citrix-workspace/optimize-cvad/service-continuity.html#configure-service-continuity
https://docs.citrix.com/en-us/citrix-workspace/optimize-cvad/service-continuity.html#configure-service-continuity

BT Linux & Citrix Workspace [ Bi2F

<key>AppConfigEnabled</key>
<value> true </value>
<!--NeedCopy-->

X Workspace g5 URL g B84 2, 1581 Global App Configuration Service X4,
AR

EATF Linux 89 Citrix Workspace [z 2R &R Global App Configuration Service 121 Workspace
AR55 URL,

Enlightened Data Transport (EDT) MTU %

Citrix Workspace M B2 H#Ex#F Enlightened Data Transport (EDT) piygmAfEmE N (MTU) 23, ERE
T EDT thiXmymr s A Y, HigMsuH#AEFP &R,
BXIFMER, 5507 Citrix Virtual Apps and Desktops x#4eha9 EDT MTU £ILER4%

EMBERFUREEXARREFH

fEbhRAsH, Citrix Workspace RF#EFSINT —MAIR, ZEI e A FEMNKZIERPHINA P AEF R BRHIRIRW
BIERHKR, RIBLLAAREFAFRIER, EAILURENMEENSZER, LINEAFEIERRE ARG
B

=z

AR
tkzhae?E Citrix Workspace R AREFHNEHERZ S, Itih, x86. x64 1 armhf b 2F X HFHE,

BXFAER, BERAEMNZIERFEIZEEXHARE

IjJ ﬁb*-ﬁ/t_,\ B E

MREFIRIEFE Citrix Workspace M AR H A, FK1A1L7E Citrix Workspace AR oIS RS RM
HThEE, BMEZTHAEE RTATFMLk. Altt, HIVEERIEEREURE R LaunchDarkly WE=75MRS. BLEHITE
AEREAN R nE%HE LaunchDarkly, FRIEEGEE 7 FE L HIEREAIER R, EXMERT, ERIBREE
RiBIHRE URL 3% IP it B A% S LaunchDarkly B9k E,

BXFAER, FEAVETEEL

B2 R

« BSERAT Linux B9 Citrix Workspace M BIZFITHF Microsoft Excel HSM2I%kIE > FETAN, $HIER
R B R B AT BT ARTAEAT A [CVADHELP-16509]

o {EF VDA fR7s 2106 BY, Microsoft Teams FHMREHLEINEEMRKER TaseakMi. [HDX-34002]

« £ Ubuntu 20.04 L, SRE=NARAEN, BHRSXAFAEIELTAEE T . [RFLNX-8155]

© 1999-2022 Citrix Systems, Inc. All rights reserved. 12
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} =r

AR

BT RPNRERE, HEHENR.

2108

2108 aviRigThae

Iz FAE P (R4

N RREF RPN EEFR.

N AR RPN AEE R G /R AlIEAR S5 28 E REMIINFAIIE, E 4 J727E Citrix Virtual Desktops ¥ aIiE, & XiFa
BOFAME R, 1520 Citrix Virtual Apps and Desktops Xi4HhBIECE 5.

NAREFRIFEXFNAEFIRERIE, FERANLTFEARS. B8, BHHE AuthManConfig. xml X%
FRECEIZINAE, 7 ReXY B HISIEEIRRMN 8BRS A4 R E R B iZMEe.

BARRARE, EaUE Mozilla Firefox izfTHAiEIM Citrix Workspace M BZFE B RRIPHE R,
BXEMER, BERNARFER,

SIMECEEIRIhAE

LIET, module.ini X VdcamVersion4Support BEMIIAMEIREN True, EAMAH, RIAMEIRE
7 False, ALk, RERA Citrix HDX Audio WA SIIEEERIETET. HIERINEENENRERBEIZER
True B RAREME L L IBF IR,

ERALThEE, BRITUTIRE:
1. 8M1ZEl \<ICAROOT\>/config/ XtF=HFTFH module. ini X,
2. ®%ZE clientaudio SAFHHFMUTEE:
VdcamVersion4Support=True

3. EMRMRIEUEERE.

BEEEaR—
o SRMAPREEFIXAHIEEMWEIRIERATRERKK, [CVADHELP-16828]
o EAET WebkitGTK+ WBMEZMABE, FHNBRNBEERAIERKK. [CVADHELP-17748]
o REMAEFRFN, SE Ul ATRSEME, HE/RGEME. [RFLNX-7729]
o EEHREM Citrix Workspace MBEFES, NAEFEFIPIEERIRET A ERIETT. [RFLNX-7858]

« EREREY, £H8 CEF-BCREEMNESG, #EERAENREE BCREME L, REERFIEBIH
ftFTFF IR 2R, [RFLNX-7704]
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« 7 Microsoft Teams &iYHRiE], #EF “Fi 11 frame” AR S L AT AERSIRTRHA R Ro [HDX-31929]
« 7£ Microsoft Teams #shiEiEHAEl, Desktop Viewer AlgE T8 TEMM, [HDX-32435]

« 2 Citrix Workspace L AREF BthRERNARFAIAERAK, ICACLient. log XHRKETUT
HE:
“Waiting for handler grpc to be ready.” (HFFIERERF grpc HEHE,)
[HDX-32575]

AR

BT RPIRERE, FEHENRE.

2106
2106 FBYHTIEINAE

ERATRWEBATEER (BCR) #9 Chromium i\ 1E%2 (CEF)
ETF CEF WM BRNAETAMECTSRIER, RIAMERTBRZINEE.

=3

AE:
armhf F&RZH L IhEE,

BXFAER, ESRERET CEF Y BCR,

RS IE T Es

BENEMIRESIEERE Citrix SESIEEHNXIEH,
AE:
k%528 VDA HEBMRESIERIT A E RO

BEXFAER, BERBMRSIETRS.

BRSES M (RHERARTSRR)
=W
Ltkhae?E Citrix Workspace Rz 2R B9 AT A TS b R o

RS ESNEBRRHRARE R T XERSIZFTII REVANG A BERERE. TIETIRSHSITRIRNA, BRERILL
B E AN BEF R H,

Bx7£ Citrix Workspace M AREFD R HRSESENERNES, BBRRAAER,
Bxh Citrix Workspace NARFRERSELMNES, BBRATERSES .
BXiFMER, 587 Citrix Workspace XASHRIRSELS 4B D
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N 2R IRIFIESRINAE SLL01EThRE
al, BMEREHBATNAREFFRIPIIE, BHINIEERSENEMRSBNEERFRRF,

BAhR4siE, Citrix Workspace RZFEFESINT —MAIR, ZEM A ERE A S A ISR R BBRSEHRE
NHERE R BEICRN R FREHEIRINEE,

BXFAER, BEANAREFR.

P REGEIhEE
LIET, RBFBEA LM Desktop Viewer BIE ETHER B El,

BARRAE, REXSESBMRSEGF—ERR. WE, RPRMER, UESHH Citrix Workspace BISMRAR
F—3, ILIERINRER HREMFHTLERF AR,

Acc&nt Settings
Refresh

About Citrix Workspace
Accounts

Log Out

=

AE:
ZUNERT, UiEsaIhaEE=ZBEHH Citrix Workspace MAB2FhrZs 2106 Fizfit,
EURREIANA BRI, BHRITUUTRE:

SMiEl SICAROOT /config/AuthManConfig.xml #i& WebUISettings MEIREN false,

Microsoft Teams 1%32Ih4E
o LFl, BERBHEZN, RMABERBHETERBNMRIENERETFRERE,

FlthRAF, FIERENTRKEERFENBXEFTET. ALER VDA RTRTRESAENEMRS, &
ENETR ERET—MIRIER, EERBATHNNEREERERFENRET.

HEXRERAT, ERIUMERBREE—RBHITHE, Desktop Viewer BREOZKR (RAK. FFRHK
BME) B, REHAEREL,

o IE, EEURREREREEEMSEO,
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SnE \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream## &} NetworkPreference
(REG_DWORD) Ho3EA R,

RIEFEEEREUTEZ—:

1- LAKH

2 - Wi-Fi

3 - FHML
4-VPN

5 - IR[g]

6 - £

BIMERT, WebRTC 45| ZEAZE R AR RERH,

B2 R

o {FAERT Linux 89 Citrix Workspace MBER 1912 B, BIMGIRETCEAIRESLM, SHEELHN. S
MM AEHIERN S HBI AR, [CVADHELP-16210]

+ KIEB Microsoft Teams M@ IE AT sE R TRV B, EMFEREHEREERIEZH, BMEEME.
[CVADHELP-16846]

o ZHTHAMMEHZ HEENIXHITERELK. [CVADHELP-17337]

o £ Linux if S L BEIMKIERIRER KK, BAT ZREIRESHILtRM, [RFLNX-6960]

+ M GStreamer 1.15.1 B, MEBEINEEBTRERKK, RIFATRERMFERE, [HDX-30550]

AR

BT E@-RPNRERE, HEHENRE.

2104

2104 HEYFTILTNAE

Red Hat Package Manager (RPM) LRI AIEFERIPF L0 EThEE
RPM Rr#s#9 Citrix Workspace 5z BIEFIE S 155 RIEF R,
BXEMER, BEANAREFRF.

HDX Enlightened Data Transport 1% (EDT) Ay1Z38I14E

EERHRRAH, R HDXoverUDP igEA Preferred, W& EDT #THVEIRE RIS AIEZ EUEEH, HELR
F TCP,

MRBATEAEMINE, WREHEMRER. EREENEERNT P KB EMERIRETHTIITEDT M
TCP, IthiB3RTNRERT 452 EETUN EDT BYAVERERYIE), (B, FrRrIE UDP FiaRelm, HEMER TCP,

FMIANERT, EIREITCP /5, BENERFEHLER 5 21EI—R EDT,
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Microsoft Teams i1t

EA&hAES, RAMERT, OEERDELATFERARS. RITBNEFERANERERNZRNEITEIE, BHRNE
FRE.

IS STEARAER P in L L MR ERN SRR,

ARSSELNE (BRATRRR)

3 =

AR

LEINRETE R AT AR PR, Citrix BIEIREF IR P ERLLINEE, B#iTEM, EEEAT Podio R
Sign up: Service continuity Tech Preview for Citrix Workspace CGEff: BRESiE4S:M Citrix Workspace
B AFAEIAR) o

ARSSIESIMEEIR R AR E MR D T W ERI 2P REVAH AT BIEN&B. TIERSBITRRNE, BRI
BEHEENNBEFHRE,

BXEMER, ESR Citrix Workspace XA HIARS ELIEEE D

BEfEE R

o FERANKNEBANTEEME, BMERE YouTube EREZHFFHITHR, BEESHASHREIRE O, [RFLNX-5349]

o ERNRIBIERAIEITE Microsoft Teams A ZREA, FMAlseR%kE, Dell Wyse EZ /i 5070 #1 5470
HI R, [RFLNX-6537]

« EERAT Linux B Citrix Workspace R B2FHER Microsoft Teams B, FLEBERIAERBIMNFTFFERE,
[RFLNX-6719]

o LCARASARIR T BBh FRuH BN REMIR E MM S Fhia, [RFLNX-7006]

« £/ Chromium Embedded Framework B, XEBIABNEEATERXSH CPU FIBZES., [RFLNX-
7217]

o YT cefenablemediadevices trEBTF Microsoft Teams By, ERNTERTHIEE TE. BET
CEF 89 BCR 15885 Microsoft Teams ER&fERR & HIAE, [RFLNX-6689]

s TEAGHNEARFSAMNARFZETRN, EXGHNNBEEFAREEEZE2REXTERYT B
[CVADHELP-14812]

« BEERATF Linux B Citrix Workspace M BEFITH Microsoft Excel HSMEIEKIE > FiEZIN, $HIER
R B R B AT BE T AR TR T 7 [CVADHELP-16509]

« JEATF Linux 89 Citrix Workspace R ABf2FhRZs 2101 #1 2102 AJge=7E Citrix Director HERTMMNE R
i |P #uht [CVADHELP-16923]

o SIS ENEBMATRESHIMELD, LhRREIMERSURIERS R, [CYADHELP-17290]

=

BT RPNRERE, H2HENR.
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2103
2103 HRVFTIEINEE

BEZETaRRmE

EXRES, BIUREFESZETRRRHENERE. HEREREZENETAR. BEGYTFREAMEHRRHENR

=&, MMIRSMLABI AP 38,

ERMBEEHE, BHBAE AuthManConfig.xml X & B A It 7 &
AuthManConfig.xml HHRMUTHREUSHEEREHRRIEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

QEEMNIEERERRIE, 7 8EINAREFERETNREREIED,

BXFAER, BEREEZ EnEFEMHF,

SRS EE S EEM

ERHRANZF R, SERSZHE 32 MEMEE,
FEAhREF, BRZSFAUERIEFER 64 TEIEE,

Microsoft Teams 1&32Ih4E

FIANBERT, VPO MRS AL T RARS.

BEfEE 8RR

S i1 B $ICAROOT/config/

o RRBITRMUNSTBIETRESSHEMER, T FERHEMERREZA, ST EME. [CVADHELP-

16846]

+ 7£ Microsoft Teams MSMBIELIZH, BEN LK LED TTRERINNE, FMEMIAATaE=(F 1k, [CVADHELP-

16383]

« f8E% AudioLatencyControlEnabled HEZRINEIRE N True, 4858 T S4MIER. [RFLNX-6620]
+ Microsoft Teams FHREHEIHEEETLEEN FTAIAES KM, [RFLNX-6659]
o RIERAKIEFIFHEERN, HdXRtcEngine.exe #HIEAESRIMNEH, [RFLNX-5885]

=z

AR

ETH@E-mPONERE, BEHEMEE,
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2101

2101 FRYFTIEINEE

E P iRIkEN2R ST (CDM) 1838 ThAE

TEUbhRAH, YEMRSIIREHERATIA R HR IR 2INEE,

WE, ERILARIEFEE AR EEE ERGTIREER8 1R 5o
EIESRETIHRRFIFHEE, HEFRFBIBRHET. FIIRENA T ZRNENAEE.

BN, EEILUSESRBHSIENERAIIEEES,

Debian 4G XM AREFRIP LW ETIRE
Debian kxz<gy Citrix Workspace N B2 IME N BZFRIP.

ERRRENBAEFFIPAN, 157ERE Citrix Workspace MAEF 2 BIMEIRIEITU TS

export DEBIAN_FRONTEND=”noninteractive”

sudo debconf-set-selections <<< ”{caclient app_protection/
install_app_protection select yes”

sudo debconf-show dicaclient

* app_protection/install_app_protection: yes

sudo apt 1install -f ./dicaclient_<version>._amd64.deb

<!--NeedCopy-->

Microsoft Teams 1&32Ih4E

+ Citrix Workspace 2R RERFIMIEE S Microsoft Teams $E—EITHE,
- SEHREMTIRIFBEANSINLE, HRTFRENSMEE.
« HTTP REXHERZ FH I,

BEfEE 8RR

o FREEXAREN, TESEIHIMISHBIIERT. Lia@EHNERABTEERAMEALN Chromium AT
HEZ2 (CEF) MSH. MAAZZHRERENSTIHIMER. [CVADHELP-14804]

o DHEMERIENRIEN, ZREAERTELME. BATEERNRIERHILLR®, BRAERENE
NE#E+, [CVADHELP-15028]

+ 1£ Microsoft Teams A FEMAMERT, BRI RESEBIER NIRRT ELEME, HE5EERNBERGL
1 USB B&k z aENiEy, sdiIttiaE, [CVADHELP-16400]

+ 7£ Microsoft Teams b FEMUER T, HdxRtcEngine. exe #ZAaESEIMEH, [CVADHELP-16504]
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} =r

AR

BT RPNRERE, HEHENR.

2012
2012 REIHTIEINEE
E P iRIREN2 ST (CDM) 332 THAE
T, @ CDM pRxX#iREENAFMEEEENNABE.
B#hR#sE, Citrix Workspace MARFATEEESNAREE CDM XA,
AR
ERIEAT Web 9 Workspace B, XHIFRIEEESTEPFRIERAE, ZIEBRIANLE HERETITRED,

BXFAER, BT RREEER.

N FRIEFRIP SEI0MEIhEE
#iE:
o XYfEA tarball #Ea1%2 Citrix Workspace R IEFR A 251k ThaE, thoh, x64 F1 armhf 21—

TN RG-S,
o IthThaER7E Citrix Virtual Apps and Desktops Mzt EfE 25 1,

N FAIERFRIP 2 — Ikt nThae, aI7ERER Citrix Virtual Apps and Desktops B2 {itigsa R M, ZIEEREIT
EPHZREZICERNEFEHRSERGEMNEE. LABFFRIFAIFLOEZERE FETHNAP SENSRESSENE
BR. ZMEEAIEAFPNREESNRFRBE UM EARRIERB[BRENFARRES.

A xfa Citrix Virtual Apps and Desktops LEREN BAEFFRIFHES, B2 Citrix Virtual Apps and
Desktops X#4HREIL FATEFIRIFER S

A Citrix Workspace N BEFFHNARZFFRIFHFMAER, BBRNEREFRF.

B{HI0IEEIRINAE S0 HThEE
BT Citrix Workspace M BREFFEREMNIEIIEE, HEERRELERVABEFMER, UWHKEEH
AP AR, BITSMEMEES ORI, UESERANSIEENEINARTEEHRHANER.
&ZiE:
o EEMHIIEERINEENERBETER,
o ARMHF & ERIZ It B0 F 58 INEE,
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WEFM:

&% libsecret
BIAERT, LIaEt FEARS.
BXREMER, BERSHRIE.

BINACE G5B IhAE
BahRAs#E, module.ini XtHHy VdcamVersion4Support BMRZRIAMEIRERN True,

BXFAER, BESHE,

BfEE a8

s DRNBHERNKRBRBTEERN Web TTER, % Web STE R RERTBEM, BEETHEOSINETRH
TR S HEL R, [RFLNX-5306]

« FRHETF CEFWBCRE, EXRNMBENASEEH. ERHEEM, BT ALL_Regions.ini 3§
CefEnableMediaDevices BMIEEN True, [RFLNX-5337]

o 3 AlLHCrrl BB, BUIRESRIFEERS. “BEAR" MIIRENRSBIAIAMERSHBIL R, [RFLNX-
5444]

* 73 Microsoft Teams #MSTi@iEER L HDX LBy, WMIMATRERTSTMG, SHBLIEN, EBEIFHABMFR
EiEEEN SRR, [CVADHELP-16186]

o 287 Android FH L% USB 1. BHEH I (PTP) M & &t (MTP) AJgea kM. EiE
Windows #0 Linux VDA g & thia)@, 357 usb.conf ST FRN AT s F30M) :

ALLOW: VID = (vid of the device) disableselectconfig=1
[CVADHELP-15304]

« Citrix Director TTae & 35 i=#5 Citrix Workspace M RE2FHkZA S K &7 2009 M3k 2010, [RFLNX-
5743]

s INEFXAEIXFMINE&ERT Linux 89 Citrix Workspace B2 F, BUENZEIR T iS5 MK,
[RFLNX-5971]

o ZRAMALZMNIIEN (BER) NABIEN, AEESEMBEEHIZES, &AT Linux 89 Citrix Workspace
RIFTERF 2010 £HIEI, [RFLNX-5980]

=z

AR

ETRFRPNRERE, HSHENRZ,
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2010
2010 FEyHTIEIhEE
BRI S INEE R

LART, (NESIETMESTBHUASINIEE, EMETF LIS E ] IS & EERRTRIL, MtHIEEEE B0 Citrix HDX
Audio.

EARRRAF, EATF Linux B Citrix Workspace R AEF & B R RIEH A AHFAE A EMNiLE. EINNERSEN
BEAM—EETR, MIERRA Citrix HDX Audio. ErRTUTIRBISIEPEHE T ANEMIEE, STERBRAFFRE,
EMEAFBERERRNSTINRENAIRHRIE. BATBHFRIMLEN, SIEFEMEHR.

BXFAER, BEREM.
ISk, AhRAERRRT S |CA ThEERYR)RE,

BfEE R

* 7£ Microsoft Teams FETISMBIERHEZREE, REAESINFERE. [RFLNX-4778]

o ERXAENX webrpc.log #1 webrtc.log XA gEs kM, [RFLNX-5221]

o BfETE(ER storebrowse S AEERBNAEERG, BSANAEETANZRNIE, [RFLNX-5499]

o YitE E LR TEEFHERKIEIZEN, Microsoft Teams kAT BETL A E 5517 [RFLNX-5599]

« MiERATF Linux &9 Citrix Workspace ARZFBhRIEN, RIEFTERIIAERE. HIIERRE R RIE
FHEEHSIMEE, EHEEER Microsoft ZAEFFHM. [CVADHELP-14194]

s ERRANKRIEZERITE SR EI IRIBIER, XLERIETTRERIEERIELK,. [CVADHELP-15228]

o fERETIEMT Linux B Citrix Workspace [ Ri2Fhr4s 1906 B SARAE &I Microsoft PowerPoint
BT RERN, ZERAERSELRIEN T/, [CVADHELP-15648]

« EMAT Linux &9 Citrix Workspace MRIEF IR 2 AER HTMLS Z3tz (8RN R &S B 5 9 1IERE
B, ERBEBRSAFFRENSEItRE, [CVADHELP-15720]

=

AR

BTE-RPIRERE, H2HENR.

2009

2009 Fa9%IEThAE

AEIZRAVIERINEE

LIgT, debug.ini M module.ini XHEBTFEERSIEFE.

Bk 2009 2, ERERUTHEEZ—EERTIER:
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[E#, Bhr4s 2009 &£, debug.ini BEXHEM Citrix Workspace B2 RERF RS MR

BEIERINEER Citrix Workspace ARIEFHMIEFMEE. REESMEE ZHRIBSEREUBE, =5
FEABTLUERBEEIZR SDK, Xf{EA Citrix Workspace R AREFF & SDK B—ZB 3 REE—it,

AILUEA BEE B HRAT AT HR(E:

o DHIFIHBRMEAESGHIRE, BERENRERIZIER.
o MBNENEEMBEREE.
o IREEEER,

} =

AR
I HERBRRNEOERFEE R,

BXHTRERNFEAES, BERETICR,.

B E 8RR

. B8, 2WNMEFRKTE Microsoft Teams S ESHIBIEPER, HAMEOSNTREE NI
o Ait, ZREOAIKIIBRTENS. BRGZEN, AR NMBIRERL, BSEMAEERFNEL, ABRWE
FERYERIPEZ, [RFLNX-4937]

+ 7£ UDP EZ LiETISiES, MaETaERMM. [RFLNX-5135]

s ERE LM EEE=FELGNARFNEON, BOESEME M. [CVADHELP-13677]

- EEMEIRE LETHRIENSE USB REFESBIIMIEERFIR—1&& LEiTHEANRIE, [CVADHELP-
13684]

« EEERHENED, HERHEETR LENRSDERAIEN, EREBRFEFAENETS L. BMERITAR
MREERE—ETB L, HadBitiaE, [CVADHELP-14642]

 ZREMERIREN, EUTRSFERALINGELANAER. FELEEFIHEIENIEIHILLE R,
[CVADHELP-15036]

AR

ETRERPNRERE, HSHENRE

2006
2006 aIHTIEINAE

Microsoft Teams Hfi 1t

/A Citrix Virtual Apps and Desktops #1 Citrix Workspace M R#EFAE T SEK Microsoft Teams #1T{k
k. Microsoft Teams L2 F Microsoft Skype for Business & HDX RealTime fifbt. FRIMNZE, FH1E
Microsoft Teams thFrERIFRE A IREEZI VDA # Citrix Workspace R B2F .,

@i Microsoft Teams fitk, EBTF Linux 89 Citrix Workspace NBREFXIFEM. WHMRRELEEINEE,
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} =r

AR

Microsoft Teams A {L{RTE x64 Linux &1ThR L% 4F,
EXNAEABREERNES, BB Microsoft Teams 8 HEICE RS Bi#{TiRE.
BXRAFAERNES, ESHE Microsoft Teams fHER,
BXRIFMER, B5B5 Microsoft Teams 1£F0 Microsoft Teams EE .

%45 NetScaler A2 4% (NSAP) EiliEE

NetScaler Rz 2R A8 (NetScaler App Experience, NSAP) ELEEINAE L AT 1E A SIS ThaEIR i, TIE RS
YEF. NSAP EiXi@iE R #EBNIREX HDX Insight #iBHIRIR, BU# T AIY BIEAEEE. NSAP EHEERINLTFRA
RS, BBHZA, 157 module. ini X6 NSAP #5E NSAP=0ff,

BXEHMESR, BB Linux Virtual Delivery Agent xx#4s#9 HDX Insight # Citrix Application Delivery
Management R332 89 HDX Insighte

BT Citrix Analytics RS
Citrix Workspace ZR2F&d1il, aILUMEMRIE2sEchH ICA 215K EIE~EHEI Citrix Analytics BRS.

A% Citrix Analytics inffERALE SEMEMER, BRREEEBARSH Virtual Apps and Desktops BB EN1E

TLS iRAEH
DR, ZHFAERE TLS iiAs9 1.0, RS TLS k47 1.2,
BARRAE, IFNRMRMNES TLS kAR 1.2, BAMinimumTLS EBEFRNE, H5E TLS,

CryptoKit Fii
CryptoKit hitzs 14.2 5 OpenSSL 1.1.1d hr&Epk.

B &8 ia)a
+ £/ Microsoft Teams B, “MiXi@IF” EMAKET. [RFLNX-4234]

+ RIEBEAEERTE Red Hat 8.2, CentOS 8.x. Fedora 29. 30 #1 31 &£fThik £k, [RFLNX-3114] [RFLNX-
4438] [RFLNX-4296]

s Bwfica_for_plugins Z#H&IXHHRMEIFEEMK SDKE, £ LIBS_GTK F5| A\BRHBERKFIITIN
2k, [RFLNX-4604]

« EAET CEF #9 BCR MRS H[IZMME R B EM AT Re KM, Flt, FHEBRABEERIFEM, [RFLNX-4459]

© 1999-2022 Citrix Systems, Inc. All rights reserved. 24


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#logging-for-microsoft-teams
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/system-requirements.html#requirements
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/multimedia-policy-settings.html#microsoft-teams-redirection
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configuration/hdx-insight.html
https://docs.citrix.com/zh-cn/citrix-application-delivery-management-service/analytics/hdx-insight.html
https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/self-service.html#select-facets-to-filter-events
https://docs.citrix.com/zh-cn/security-analytics/self-service-search/self-service-search-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/security-analytics/self-service-search/self-service-search-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/secure.html#tls

BT Linux & Citrix Workspace [ Bi2F

« 72 Citrix StoreFront H 82 FERXHHNNARREFE, BET—MEEHEEHREELL, FFELEEXTEH
Dk, [CVADHELP-13896]

o ERBCEEMLUBCERE LAY Citrix Workspace M AEFE, B T# receiverconfig.cr X, ZidiEidE
iz iGN AR EANE Citrix Workspace M BiEFrAIBER %K. [CVADHELP-14389]

o HIRFHERTF Linux B9 Citrix Workspace AR2FIRETE COM SRITHORTRESRN, XRPZIKOTER
Bl HRIEFELAFIHY COM KBRS HIMILIER [CVADHELP-14391]

« AT Linux # Citrix Workspace M2 EJ R R IRFIF LR EF. AL, RAEAXLEEEREHRIE
&M, [CYADHELP-14878]

« 7£ Citrix Workspace R F#2F# SD-WAN EEAZR ICA (MSI) thilERMRIER, SIEFRIMBRH,.
ERUTHIRER:
“5 VDA puiEiz e .. ”
HILIL R RRAR AR 25 85%0 MSI. [RFLNX-4219]

AR

BT RPNRERE, HEHENR.

ER0in)=E
2112 FRIEREE

« 7£ Citrix Workspace FZB2F 2112 /1, EMREI Microsoft Teams MSHEEHITFMLIRENET, iHm Lk
B CPU A== BRE.

RART R EREPBITUTSHL:

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

?UseDefaultCameraConfig”:0 }

<!--NeedCopy-->

[HDX-36574]

« 7EfEA glibe 2.34 AEBMANRERZRRERA T AR RIFIHAEN Citrix Workspace R
&, BIERGSISEENBHIRARNARSZEY. BEMRERASISRKATRE, BRITUTERIRE:
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- ERMRERERS. B2, BIIAIZIFEER glibe 2.34 AESHANIRER SRS B AEFFRE
Ihk.

- BERERFNMEERR, AEFEAKIFENZ Citrix Workspace MEEF.

- B EHRIERAFITSIS, HMNERERETHRER rm -rf /etc/ld.so.preload X,
[RFLNX-8358]

o SHBAXARN, XRRETABE. M Linux IR BVUEER, EXX[PRP S IR, [CVADHELP-
16170]

+ &% Citrix Workspace R B1EF. FINBEENESEmEE, RA%E Ubuntu 16.04 E%% 1ibpcscd
B, RIEBOFRETLER T
fRRTTE: AILAMATIA TR EZ —:

1. #E Linux PGP RE Libpescd B, fl9, M apt install libpcscd &< 7 Ubuntu
16.04 £%# libpcscd .

2. MBTLERE libpcescd E, 3BT /opt/Citrix/ICACLlient/config/module.ini BEEX
/3% VDSCARDV2 . DLL BE# )y DriverName #9 VDSCARD . DLL B1%:

[SmartCard]
DriverName=VDSCARD.DLL

[HDX-36574]

2111 M EHIRE
s WHRERZ SR TEERIRRBEMENER AT, [HDX-34582]
« =idEsh Citrix Workspace R AEFE, BEIRS AR RERIGETETH, HERUTHERER:
RAFEXMES 2
EIRI R EBkR4s#0 Azure VM Debian 10 & B IR, [RFLNX-8336]

o 7£fEA glibc 2.34 RESHMARIRIERARRER AT LAREFRIPIIEER Citrix Workspace R,
BIFRSGS I SEEMEHARANTREIERK. EMRFRGSISKKETRE, BFHRITUTESIRIE:

- ENRERERYS. B2, BRIFTIZIFEMEMA glibc 2.34 ESHRANIZIER ST B AN AEFFIFIhEE.

- BERERANMEERR, ABFEAKIENE Citrix Workspace M ABEF.

- BEXHNRERAETSIS, FMNRBERERZRFETRWER rm -rf /etc/ld.so.preload X,
[RFLNX-8358]

2109 HRER R

« £ DDC LEAT “ZmNO” HeglY, =X Citrix Workspace WA F B S ESNAREF T RERK K.
[HDX-31016]
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o XAETHRRFEBMHENHESRE, wliica #IZRIRERAN. A, NARFAESBHHMRREPHER,
[HDX-34701]

2108 FrER A

- BANBEFFRIPIIEN, REBRICRINENER UIDialoglibWebKit3. so EMEMIIFEERZEOR
BEFRE(EA. [RFLNX-8027]

s MREALBRSB/OHTE (GSLB), EEFIE (TTL) ISR ENATEERREFIHE 4% (DNS) MR,
itk, A WebView #1THHIIEFTRERKK. [RFLNX-3673]

2106 HRIEA B

« ERERIETR, £H CEF-BCREERANHEG, REEARRBEBINAEMRUIE. iRE2mE =3Ik CEF
HIREI SEH, [RFLNX-7724]

s RREMAERAS—MRAEFEE BCREME (B30 YouTube #HR) B, WRBIEASHRER B
[RFLNX-7730]

 f£/ CEF-BCR EEmNESRE, XHEEMH Web TER, #iRAEHPRMWIRS B#ME, [RFLNX-7667]

2103 HEYE )R

« EISRBIERRBEZHIE, Microsoft Teams TIBERTB RN, BIETT BERTIALE R, [CVADHELP-16918]

2101 R EFEHR

o KEHEHEBANSAET , EMSIE L, BISTAIMRETTHEE R, & VdcamVersiondSupporti&§EA True s
TR, R 2@ VdcamVersion4Supporti® &R False REAZSIMNET, [RFLNX-6472]
« BB, Citrix Workspace RBIEFRIgETA7E Microsoft Teams h2IENBISH, [RFLNX-6662]

2012 FRIE XA

o DRBAXKE, XFBETNEE, M Linux mRiItEVIERN, ENRA7RPSHIRR. BXERS
%, EBRAIRRLXE CTX272423 # CTX131504, [CVADHELP-16170]

2010 HIEH R

o TREXHETEHEEX . cHEPHMLRH, [RFLNX-5596]
+ £ Microsoft Teams /1, HAFHEFREFIMILET. SIHLEFABMIEBENBIAIRE, [RFLNX-5652]

2009 FpyERBE

 7£ Microsoft Teams FiEfTISAEEHEZREN, FREIESNIFEFE. [RFLNX-4778]
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1912 hRIEREER

o EfERET CEF B9 BCRBY, &rIsE 2B EIRT webcontainer #2EELLHEH, FEN e sSL IRt & H IR
Ik, [RFLNX-3872]

- FRABMRSAFREEN, EEME AN ERMEATIIE, H#8 Workspace ARZFRER TN, Lt
EEHIE Ubuntu 19.10 %4ThR®. [RFLNX-3720]

» Citrix Workspace 2R 1912 R R TEX S HER.

« MERGENEERFZHF Microsoft Teams, thiaRE—MREl, EA Citrix RZ#FHEATF Linux 89 Citrix
Workspace MBEFHH Microsoft Teams ik [MTOP], [RFLNX-3674]

1910 HHERMER

s HFRHRRENEN, B EBEZICHARE [Ri8E]. Citrix BIEERSMRAH Citrix Workspace [z
R,

=

BXRURIRF mARE, E25EIBMROE,

E=7HEHR

Citrix Workspace 12 FIAE & &R IB A T XA E X MR FHITIFRIME =0

iEFATF Linux & Citrix Workspace N ABi2FE=AHER
LM THEE

B, Citrix 2R#HRWMINE, (FRAIREFRHEEXIIRARIIENBETIEN R FEHNEG, Citrix TEZ SRR
MINEERZRFERMG), EIDRMHEAHEXLIRENRR, Citrix AIRESRIBRIGMN™ENE. RBUMNEEUN RIRNITIE
Fo Citrix REN TR MIhREF ML, F BTN REARERMEX L.

RAGERMFRAM

March 15, 2022

2K
P ER

Linux R#%:

o hRZS 2.6.29 HEShRA
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B = Ia]

« &/155MB
o MREHE FRA/IRREZERD, WHIHMEZE 110 MB

« 3t FfE A HDX MediaStream Flash EE@MH £ &4 (system-on-a-chip, SoC) &%, ELEE1GB

RAM,
FEMAER:

« 256 BHEARENIER

JEE

e

« glibcxx 3.4.15 SiEEARE

« glibc 2.11.3 HEBMA

. gtk 2.20.1 SKEBARA

+ libcap1 = libcap2

o libjson-c (BFIEaEMM)

o EATF x64 #9 GCC 4.8

o EAT ARMHF 89 GCC 4.9

« X118k X.0rg (R%#F Wayland)
o udev %

o B4 Linux EE1x&4H (ALSA) libasound2
+ PulseAudio

BEIRRS AP RE:

+ webkit2gtk 2.16.6 B E= R4
o libxml22.7.8

e libxerces-c3.1
YRARTDERE

» Speex
« Vorbis RfRIDES R

ET Red Hat Package Manager (RPM) M99 £ EK:

« chkconfig

MLRER
IR Y -
« TCP/IP
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H.264 £:K
X3F x86 &%

o REBBMIRMEE 1.6 GHz
33F HDX 3D Pro Ih#t:

o RIEBHIRMEEN 2 GHz
o BEIMEERIREIZF AR

3tF ARM &%

o E# H.264 %35 HDX 3D Pro #EEFEAEM H.264 #5235,

HDX MediaStream Flash E&m

A% HDX MediaStream Flash EEEMFAEEXR, BE2RMINHLXE CTX134786,

BWEESENREZAERARAHENLESRERXEPNER, UMASRMEURSTEEEXNEES.,

EP#xeEY (CEIP) ERER

« z1ib1.2.3.3
o libtar 1.2 AESRA
+ libjson 7.6.1 XEEhRZ

HDX RealTime MR G MSAELEE R
+ 5Video4Linux #BHIMBIREN
+ GStreamer 0.10.25 (FFE=hR4s 0.10.x), BIFELITARA “plugins-good” &,
&,

+ GStreamer 1.0 (HESRAE 1.X) , BIFLTHM “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &

HDX MediaStream Windows Media EEAEX

+ GStreamer 0.10.25 (HEShk4s 0.10.xX), B1ES ZhaH plugins-good #iFE. —&iM=S, Ar4s 0.10.15
HEShRAE LUHEE HDX MediaStream Windows Media EEBBNER,

HE,

+ GStreamer 1.0 (HESHRAE 1.X) , BIFLTTHRM “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &
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#iF:
o TNREM Linux X1THREAREE GStreamer, FLIM GStreamer TIE#HIT T

o EAFLAE (B, “plugins-ugly” FEIRIE) FIRERE MR ARHIERLREFAIE, BESREA
EEREKAR T RE.

HEBATEE@ENR

+ webkit2gtk 4~ 2.16.6
o glibcxx 3.4.20 EShRA

Philips SpeechMike &3k

« iAia Philips Web it SR A REEHE X RN

N RIEFRIFBIER

N RREFRIFIRERIE & U TRIER 4 K& Gnome Display Manager:

» 64 {ii Ubuntu 18.04+, Ubuntu 21.10 B&4h,
« 64 i Debian 9+

» 64 fii CentOS7.5+

* 64 fii RHEL7.5+

« ARMHF 32 {if Raspbian 10 (Buster)+

AR

R AR RIFThRE R Z15EA glibc 2.34 ESMAHIRIER S,

Microsoft Teams (Lt EX

RifhRAs
« Citrix Workspace [z %2R 2006
L/

« GStreamer 1.0 WESARZA LUK Cairo 2
+ libc++-9.0 A E=EARA

+ libgdk 3.22 SiE =R

« OpenSSL1.1.1d

+ X64 Linux %1ThR

BEfF:
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o (1.8 GHz Wiz CPU, AIERN SRR IGEIERIESH 720p HD £PE
o W% CPU, BAREN 1.8 GHz, HRAZEDN 2.9 GHz WEREF/REMINERA

BRI EaRIhEE

e LibsecretE
o libunwind-12 &

ARSSESMEER
W R FBIE

+ libwebkit2gtk-4.0-37 hias 2.30.1 REFhi A

« ¥F Ubuntu/RHEL/SUSE/Fedora/Debian, EiVEREZHH libwebkit2gtk-4.0-37 kixas 2.30.1 HE
EhR Ao

« XF75 Buster BERFH Raspberry Pi, BifE=a: libwebkit2gtk-4.0-37 ks 2.30.1,

+ gnome-keyring 3.18.3 sk &= AR s,

o Libsecret B&#

#iF:
BiRZS 1910 2, (NEHRERFAHRBIUT GCC hrAFM4ES, Citrix Workspace N RBIZF A BEFRTREAETT:

o EAT x64 FAREEH GCC fR7A: 4.8 HESARA
« &ATF ARMHF (2454989 GCC hixzs: 4.9 SiESMA

BhiZ 2101 &2, XHRERFHEIUTERE, Citrix Workspace R F2F7 g HRETT:

. GCC 4.9 AEBIRA
. glibcxx 3.4.20 siE B ARA

RAEMTIR
Citrix Workspace RZA#2RF5 Citrix 7= @HIFrE YaiS T IFRAI9R A,

ZRIAEX Citrix =REGARNER, URTHRA Citrix &L RS EN &M, B85 Citrix =REamE
GE

RSB ER
StoreFront

« AT LUEA Citrix Workspace R 2R 25 2 RERI P ki 45 il BRI 45 % 1 A0 Citrix Gateway Rifia]
StoreFront R ARENE:
- StoreFront 1811 REERZA.
- StoreFront 3.12,
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o AILUEREE TERT Web 89 Workspace 89 StoreFront, i&FHF Web B Workspace 1217 M Web 33
Y2371 StoreFront R ABIEMIMIR, BXUILEERRS, 55% StoreFront XM EETEE,

EEAIER
EE
i&ATF Linux & Citrix Workspace R FB#2F i@ U TE—EER HTTPS #1 ICA-over-TLS ##,
+ 33F LAN E#z:
- /A StoreFront AR5 StoreFront siEATF Web #9 Workspace

o WTFREMNITIEERNAMER:

Citrix Gateway 12.0
NetScaler Gateway 10.1 & EShk2
NetScaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x

Netscaler Access Gateway VPX

Bx StoreFront #5519 Citrix Gateway IRZ&HIER, ESIR StoreFront WAL ZE R,

IEH

EWHRBRS[ATRIHZENR2ER, BEAUTIES:

TH (BER) I

MBREMKX ERET ZRIES, AP LS MREARNIERMANEMELRRIES, kREFBTFER Citrix
Workspace [Zm#2RF A Citrix Zifo
AR
NRIEEREN TTEIBZEMXANES, NEERAZEENERES, WIIEFTRERKK, RARIERREETE
IHZAEF, MREEFRELEHERE, WRBRNARRFEIEBD, HAER P IEBEFEEP RIS,

RAEH
MNFMNTEHTEN, EERARBNRERERED LMEE CAILES.
NFRMAEBRIHEN, BE—TEEXZEBUDZNRE CAIER. B5RAEERKRLERGE.
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ERPIRE L RERIES
EFEATLS, AP RS EFERERIES, A RIERSIIIEE EASEBMANMEE R RINMER T, Citrix Workspace

N RfEF X H AT IES.
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IEH
Class4PCA_G2_v2.pem
Class3PCA_G2_v2.pem
BTCTRoot.pem
GTECTGlobalRoot.pem
Pcs3ss_v4.pem
GeoTrust_Global_CA.pem
DigiCertGlobalRootCA.pem

BECTTIES

AN

Verisign Trust Network
Verisign Trust Network
Baltimore Cyber Trust Root
GTE Cyber Trust Global Root
% 3 XAHTIEBMENIG
GeoTrust

DigiCert 2518 CA

BEMEBATAER—ZRNERRSSENEMRSIES. Citrix Workspace AREFXIFBEREFES, BRYM

RIESRARN T 2RI ERX LIS,

B UE ERERBRAEBHERET, FINERESMAAM (SAN) I BHESRSBAMIIRIIER, B IEBMEN

BN QIIEBMANY A X LIEF.

BHriEEBKiE Citrix Gateway

MREEBERE S FEES, LI ZHPEHEBHINE Citrix Gateway BRSRBIEH. BXES, ESIA Citrix

Gateway SR HRRVED & HRENIEFo

91R StoreFront ARSSBLERESFAEMRPIERLENFENER, HEBLEPENERLUSHFERFAR, BERT

TP, SARBZRM StoreFront A®E:
1. BIRIRER—1 3 %1 PEM XM ahE+H,

e

NRHAFE PEM t&XAVEH, 1EFEH openss1 LAERE CRT RABNEREIE A . pem X,

2. ZEER (@~ root):

a) B—1 =z xxE%IE SICAROOT/keystore/intcerts,

b) ETHEEITUTH<:

SICAROOT/util/ctx_rehash

XA RS B P IIE SRR

Citrix Workspace R 25|\ 7 BN ISHIARSS SE I SRER,
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BE:

%% Citrix Workspace AR Z#l, EHIARSSE/AMX EHEPERILAFIRERRE, UTERTEE
ATRERRIK

o RSBV KECE BIEHIROIRIESD

« IRSB[RMKEETBIEFIEPIENER
 IRSF[RMKECE BRI HAN LRI FELES
¢ REB[IAMKEEBERIXELWREIER

IIERRSS BRIEREY, Citrix Workspace AR EHERRS S (M%) REHFAEIER. 524 Citrix Workspace
NRREFRA—#, EUSBRIBEPEENE. MIREMEBYREE, EHERKK.

5 Web F5333FaviE HERRAALL, HWERIREMM™E, T2 Web R RBHDIERSEEMRIES,
BFARSE (HWX) RE—HERIIES. —HRERMERTRSSEH Citrix Workspace R A2 EREEK.

MBEMXEE T XLEGROGEE, BERUTREHITECRNEIE, EREEHRAE Citrix Workspace BEFE
FRVARIES

o RSB BIEFTA
o fFIFRENER
o RERIES

Citrix Workspace ARFRIIEFAXEIERREEH B M. ks, Citrix Workspace ARFERRIEHREE
ERBIRIES. R Citrix Workspace MARFERNMSERFIRIES, EEFEAK.

BE:

o REEBMEANMEFTLSMRIER. MREFECAX—BMmENEIES %, BHEENEEERES
BUIRIE . 130, HEiFEER M RIEEERRSSHEBAVES (DigiCert/GTE CyberTrust Global Root
0 DigiCert Baltimore Root/Baltimore CyberTrust Root), #EXERAF&&E L, XFHMRIEBELH
B, EHEMEE L, RE—MEBTA (DigiCert Baltimore Root/Baltimore CyberTrust Root).

o NBEEMX EEEET GTE CyberTrust Global Root iE#, MiXtemE &% Y Citrix Workspace [
BREFERERY, BSREIEBMANGN L UBELAERMNRIER. ZEIR, BRIEBPREARIH,
PREIEB R NLt,

o RLRSBHNK MR RERIES, EMEEEEHRZILt. EMMENEIERMA T,

MRAMKEE T UATERBIES, FATAIUERUTESR, BIIRIES:
o IRSBIB|IUEF A
o TBIRRERER

Citrix Workspace N Bi2F#ERAXEMER. ERIERAFIEE LMRIES, R Citrix Workspace A2
B —EEMIERMARIES, FEWAME (g, "ERIES), EEERT. TN, EFEEEK. WWEEERM Citrix
Workspace M BR2FFrENTELNES, BRIFEANF Citrix Workspace MBI IEFRE AR A ERIES,

MRAMKECE T A TIER:
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o IRSEBIEBTH

o TBIFRERES

o SIRAOIRIED
Web 335533 a] e R BESHIZMARIE S, 1B, Citrix Workspace BREF AL ZIEIRMIRIES, FIEEEEK,
KU MEANMERS N FERES. EXMERT, IRNXEEMERENES (EFREERIES), F0:

o IRSEBBIEBTHG

o THIFERES 1

o TBIFRERES 2

BE:

o REEPMEANMERARIXEZHNHREIES, MRFESMRIES, HERBHRANRIEBNDERE
EERANRIES, WERALIER, AXMERLT, ELEFEERNREES. FlM, REHRANIRIE
# Class 3 Public Primary Certification Authority BN X &2 K HE3ES Verisign Class 3
Public Primary Certification Authority - G5, 1852 , M=k AKIIRIES Verisign Class 3 Public
Primary Certification Authority - G5 eI/, Zhka¥ &% Class 3 Public Primary Certification
Authority, EEMAKRIEBARERARXERZ N EHES.,

o RXEFZMHENEBHRIEBABHEEMNERERN (MHAWR), EXXELEWFREELEERRNMEL
BEIF (RE), LEFEIUBRXEZEHNHERERSEENREIES (90, REIFEIES 2) ROFFE,

WEEALRE (RBERIEBMNRXEZNHREES) :
o IRSEIEBTHG
o TBIFRERES
HEEREMXEENERARXEZNPEIER, BAMXEEERBRAHRIES:
o IRSEIEBTHG
o TBIFRERES
o REIRREZREES [R#EFE]
TR AWM KRB ARSS 2IEH:
o IRSEBIEBTH
EXFMERT, SR Citrix Workspace MBREFHAFZIFBERERES, EZFEK,

Hdxcheck

F=REHZA workspacecheck.sh #E%5 Citrix Workspace M AR REGN—E9, ZMAEREEZNIEER
EHEFRBRAER, LUEHF Citrix Workspace ARREFHEMEINEE, ZHAMUTREGH Utilities BRH,
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i517 workspacecheck.sh fiiz

1. 7£ Linux I+ BT Fif 5o
2. X cd SICAROOT/util #i% Enter BEMIIRENHFEN Utilities B
3. A ./workspacecheck. sh LUsfTHZ,

AR AREFNRERR

Citrix EH N AR BN ARFNRERKINR PR RMHZIF,

SRR ENEEE, Citrix 2TMLZEAERSERESTERXIRNNARFHRERFAE X, AT EBBEX—R
%, Citrix TR BEREZHNEAR NN AREFRIRERSRAZNR R, NRILEARTES TR IFHNBEFH
BIERGEX, Citrix Ra#t—FS AT R,

L. HEMER

January 14,2022

BT M Citrix Web ihsx (WAEATFEH) TEX#REE Citrix Workspace 2.

FohRE

M Citrix FETIE FHUTRAE,

Debian #t&

RIBERIRFRARARREMELE Icaclient R,
ZEMABA USB EEM, FRIBGIIRMERRAREHRERP— ctxusb REFE,

LGS IE=E i AES

Debian %4t (Ubuntu. Debian. Linux Mint

%)

icaclient_20.06.0.15_amd64.deb HBARS 245, 64 i x86_64
icaclient_20.06.0.15_i386.deb BHBhARSS X, 32 1iI x86
icaclient_20.06.0.15_armhf.deb BHBIARSS %5, ARM HF
ctxusb_20.06.0.15_amd64.deb USB #f4+f1, 64 i x86_64
ctxusb_20.06.0.15_i386.deb USB #48, 32 1iI x86
ctxusb_20.06.0.15_armhf.deb USB #4&, ARM HF
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£/ Debian B @ TRE

M Ubuntu £# Debian ##a %4 Citrix Workspace R f#2/FET, 157 Ubuntu Software Center F3T XL
L/AERI

TR, BF
packagename it N EER AR ENREEH AT,

iteid#gst Ubuntu. Debian g Mint RS SITMAN RGO EERSR, TERIBEWH XA KREHE THM.deb
R ERREZRGE, HRPEEIRM— T RHEERESR, BT THEMRINLERS. NRLEURNRAE
1R, Citrix BiEER gdebi (H<17IH).

MR
%% qcaclient B,
EEAGITRERGE, BRITUTERME:
1. LU (root) AP BHER.
2. A EIHE D,
3. BIE®A gdebi packagename.deb BITUT =M EMNRE, Fli0:

+ gdebi dicaclient\\_19.0.6.6\\_amd64.deb
+ gdebi ctxusb\\_2.7.6\\_amd64.deb

B FEIRASRMER dpkg, 5% gdebi Bith dpkg -1,
MEFEANZE dpkg, EETEA sudo apt-get -f install. REFMERKIIKHIIN,
&iF:

o ctxusb MHBARNER, BFXFHER USB EEMINEE.
o BiRAE 21018, SHR—IRERRET, BEXELENAREFRIF.

4. 8% EULA,

%% Debian G HHR AREFRIPAG
BHhiR7s 2102 2, Debian ik Citrix Workspace R REF XM AEFRIPIEE,
EHRRENAREFRRIPALG, BESE Citrix Workspace NABREFZHIMKIRZITU TSRS

“export DEBIAN_FRONTEND=”noninteractive”’

“sudo debconf-set-selections <<< ”dicaclient app_protection/
install_app_protection select yes”’

‘sudo debconf-show +dcaclient’
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‘sudo apt install -f ./dicaclient_<version>._amd64.deb’

<!--NeedCopy-->

£ Debian ¥ 8 F RERRSIES M

Bk 2106 &2, aILUTE Citrix Workspace [ FA#2FH) Debian frds R ERSES M
7£R% Citrix Workspace NBREFZ /I, MEHRETUTHS:

sudo apt-get update

sudo apt-get install libwebkit2gtk-4.0-37 gnome-keyring libsecret-1-0

Red Hat #4a&

RIBEHRERARREHETE ICACLient B,
2EMREA USB EEM, FRIBEMRERRBRRENLRERP—1 ctxusb RHEFE,

LAERE=E S

Redhat #+t (Redhat. SUSE. Fedora %)

ICAClient-rhel-20.06.0.15-0.x86_64.rpm BBIRS X, BF Red Hat (3% Linux VDA), 64
i x86_64

ICAClient-rhel-20.06.0.15-0.i386.rpm HBIARS S, BT Red Hat, 32 i1 x86
ICAClient-suse-20.06.0.15-0.x86_64.rpm BBIIRS X%, BT SUSE, 64 i x86_64
ICAClient-suse-20.06.0.15-0.i386.rpm HBARSS <¥F, &TF SUSE, 32 1z x86
ctxusb-20.06.0.15-1.x86_64.rpm USB ##8, 64 i x86_64
ctxusb-20.06.0.15-1.i386.rpm USB 348, 32 i x86

FE:

_SUSE 11 SP3 Full Package (Self-Service Support)_RPM#IHEEFA.

&/ RPM B4 8#1TRE

NRETE SUSE EM RPM #riEa =4 Citrix Workspace N B#2R, &M YaST & Zypper 2A#EF. RPM LA
BEFERE . rpm R4, MEBDKREHNEHIN, WIGHM#EIR,
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7£ Red Hat Li&E EPEL =5
M Fedora/Red Hat TimE F#14 #9378 RPM #{ta,

EXHFERAENELR, B2 https://docs.fedoraproject.org/en-US/epel/#how_can_i_use_these_
extra_packages.

N, 7£ Red Hat Enterprise 7.x £, AJLUERUTH<REE EPEL 2R

“yum localinstall epel-release-latest-7.noarch.rpm’

m:

RPM 4B EIRR A REEMRENNER Y, BETHHRELRY, BITENERE OpenSUSE EEHLITH
£/ zypper install <file name>, =& Fedora/Red Hat £/ yum localinstall <filename>,

M RPM BRF B %%
WEFM:
Z% icaclient BHFE,
1. i&& EPEL =R,
2. LU (root) AR BHER.
3. BEERRA Zypper TITUTF= MG GRS
&
o ctxusb BRIERHE. BFREZRGEULIHER USB EEM.
« ctxappprotection BaLEMHE, XHERRENAEFRIPAGRA REZREE,

4. ITA—MERHED,

xF SUSE &2k
e zypper in ICAClient-suse-19.12.0.19-0.x86_64.rpm
e zypper in ICAClient-suse-19.12.0.19-0.17386.rpm
e zypper 1in ctxusb-2.7.19-1.x86\\_64.rpm
e zypper in ctxappprotection-21.4.0.2-0.x86_64.rpm

3 F Red Hat =%:
« yum localinstall ICAClient-rhel-19.12.0.19-0.7386.rpm
« yum localinstall ctxusb-2.7.19-1.i386.rpm

« yum localinstall ctxappprotection-21.4.0.2-0.x86_64.rpm
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5. #Z EULA,

LERRENREE

ETF Red Hat 89%17hk (RHEL. CentOS. Fedora %) &, tNRHIMIUTHEIZHER:

requires libwebkitgtk-1.0.s0.0"

ERIM— EPEL 776 (ATLAFE https://docs.fedoraproject.org/en-US/epel/ & 21#AES) o

Tarball #&a

RIBEHRERARE RSN R ETENEF—M R,

LGS IE=E RE

Tarballs GERFERMRITRAREARE)

linuxx64-20.06.0.15.tar.gz 64 1iI Intel
linuxx86-20.06.0.15.tar.gz 32 {i Intel
linuxarmhf-20.06.0.15.tar.gz ARM HF

« M Debian ##t88f RPM 2+ 1% % Citrix Workspace NBEF., XEXHBESTHEA, RAEIIaEm%
LEEAFMRIRGE,
s IRBEHEXRENME, EM tarball Zi-@ %% Citrix Workspace NAERF.

pE=

BNERRNITEN EERRMARNREGE, WMRHITIHEE, EAIRSBEIEREENAFELIANITN.

fEF tarball R4-@HTRE
AR
tarball REBEFRITERBIICE, BRRERBIN, EHRBRBRAERAKBIN,
1. T A EBED,
2. B .tar.gz XHFHATRBRE—=BR%, 550, #A: tar xvfz packagename.tar.gz
3. B . /setupwfc #i#% Enter Biz1TL&ERER.

4., EFHINME 1 (RE Citrix Workspace RAER), G Enter #,
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5. BAFIREREBRNBREMEMN, ARG Enter B, &, 1% Enter BERIAMIE =% Citrix Workspace [z
AR,

X (1R) BFPAIERINREBRNA /opt/Citrix/ICACLient,

FESAPMBIALEB RN SHOME/ICACLient/platform, platform BRGHWLRENIRERAE
FRAIARIRRT, a0, $HOME/ICAClient/1linuxx86 & Linux/x86 F£A&),

=,
AR

WMRIEE TIEZRIAGIE, i57E $HOME/ .profile & $SHOME/.bash\\_profile # SICAROOT
HigEZMNE,
6. RARTREIRIERT, BN y HiZ Enter .

7. ALLUEERE TR Citrix Workspace MARBFERIEHNESEFED, RESEFOE—HEER, AP
MrEzh Citrix Workspace M REF. BERTA FEAN v LB BER,.

8. MR ZHBERE GStreamer, NAILUEREE® GStreamer 5 Citrix Workspace MAREFER, UKkE
& #5 HDX MediaStream Z#{kiNiE, B3 Citrix Workspace MBIEFS GStreamer £5, BERT
TR Yo

=

Pa =

HERLFEA L, Mtarball RMEBRETFIHRSBRAERTES KDE #1 GNOME £RETB I,
BRWIA gstreamer-0.10 Y B IILIRIR, NRIBEILIR, EXRIEREHRE (FA ctri+c ) Hiz
7% gst-inspect-0.10 -- gst-disable-registry-fork --version., i&f7iZa
2fE, FAIUERBRIABMIER FEMET tarball K46,

9. MBELUHN (root) BREMNER, 5% A Citrix Virtual Apps and Desktops BB %% VDI R AiEFE &R E
USB %#f. HERTF TRy AI%sE USB 2§,

AR
MRFZURNAEF (root) BHER, WKERUTESHEE:

“USB support cannot be installed by non-root users. Run the installer as root to access this
install option. (USB Z#E AHIE root AR R, 1L root AR BMHIETRERRF, UiARlbRE
IR,

10. RETMGE, TREXBRBRET. BRURERERF, HHRA 3 #i% Enter 2,

ENE

2B tarball REE#HTNIH. ERARERZNITETER RPM f Debian R4,

HEIFIET 2 ICAROOT R BENFFIHMNREER. ERNAPHNBRINZEB R A SHOME/ICACLient/
platform. platform TERRASH W LEMIZIERALERBIINFIAR, Flg0, SHOME/ICACLient/linuxx86
R Linux/x86 FF &, 1A REBIANREE /opt/Citrix/ICACLient,
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#iF:

o ZE#F Citrix Workspace MAEEERF, SAUSHITRENRAFERBNER ZHER,
« 0% Citrix Workspace M fA2FE, AIsER=EGHMIER SHOME/ . local/share/webkitgtk 8y
THRE T, FRRS AR F oI LB 17 XX o

7£ tarball Z4 L% Citrix Workspace N Bi2F

1. X\ $ICAROOT/setupwfc #H#% Enter Biz1TLERRF,
2. EMRREF, BRA 2 1% Enter 5,

7 Debian/Ubuntu &£ & 4ihE#E; Citrix Workspace R BiEF
M Citrix Workspace M AR REXHKPTITUTHL:

apt remove dcaclient

apt autoremove
=1

apt remove dcaclient

apt purge qdcaclient

7£ Fedora/RHEL/CentOS i&tF R4 ENH Citrix Workspace M BiEF
M Citrix Workspace WBEEFREXHFFBTUTHS:

yum remove ‘icaclient

B

Z M Citrix Receiver E#1%) Citrix Workspace MR, iEM Citrix T T# 5 ixinde Citrix Workspace A
BFHHITRE,

Citrix Workspace REEINEREE RSN AREFN. BN URBHEHERRENAEFN, BEHERRT kS
£/ Citrix Workspace R B1ERF, REBTTHREZUTREZFMARER,

AI’]

February 22,2022
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®E

BIUTHZERGE, BEXRE, A% % Citrix Workspace R 2R,

A LUEEK Citrix Workspace MREFHGENAS, AGREMITEXLEXH,

BEMRE

1.

8.

9.

¥ Citrix Workspace Z R FRHEXHRBRATI —NM=BEBRF. ZREEXHE KA plat-
form.major.minor.release.build.tar.gz(f5l@0,Linux/x86 & M4 EX#H A linuxx86.13.2.0.nnnnnn.tar.gz)

RIBEEEX Citrix Workspace M BEFHRMEE. 30, ALUGRIM TLS 1R+ LUMEREBRE A FIE
B, XAZtRE Citrix Workspace R EFRENARZD -

FTFX M PkgID,

AILATT, MHETREGBRER
MODIFIED=traceinfo

Heh traceinfo BIETERAMEREEINER.
REHKEX M

. FTAREEXXH5IF platform/platform.psf (0, Linux/x86 F&#%FIZRA linuxx86/linuxx86.psf).

EIR A BT IR AR RS BFAMEIER. WAEH, WARSSRLEMRA L HIER, BLAI
BREMEAEERAXAIA)N, HENRNERGEERAXGRINFIT. REEXHTIRPBTISDFI:

o X{HFHER

o HEXTERTR

o FHHE (JREIKEH cor)
o PR

. FiB&E

o« 4

o K/

REFHKXEX Mo

/8 tar s L EFMWEE Citrix Workspace R BIEFRHEEX M. Fl, tar czf ../newpackage.tar
.gz *, Hi newpackagez A Citrix Workspace N BEFIR M6 XX B R

R webkit 321

BT Linux By Citrix Workspace MBEFEE libwebkit2gtk (2.16.6+).

libwebkit2gtk A5 U THE:

o 2T Ul K38, webkit2gtk SRIBRBABEERINEERS. £A webkit2gtk hkas 2.24 s EFMRARINE

&R YouTube IWER,
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+ webkit2gtk hiizs 2.16.6 RE=hRARH T ERAEW LUK E RFARERAE,
o ZRARFSERHN Linux ZRITIRRTUES, HRESHN webkit Z2E5.

AR
webkit2gtk TEFLE Linux Z1THR ERRT A, EERERUTETMERRRA A:

« 7£%% Citrix Workspace [ZA#2R 1906 Zai, MIRIE webkit2gtk,
o BEDEI&HF webkit2gtk 2.16.6 SHEBMA Linux KITARIESRA.

Bz
A UELRRT A T MER—ME iR EIFEFR RS Citrix Workspace R FBER.
HBREIRIEE 2 ICAROOT B HIEAERMHNRERR.

=R

TFREARERTM Web GF%REE, WRERATEMA tarball %, ARFERTHAREBRSER
BT

LImIRR T

ERIRRR TR Citrix Workspace MABER, BH#EN:
Jopt/Citrix/ICAClient/selfservice

Fiz Enter 8 (Hrh /opt/Citrix/ICAClient 7% T Citrix Workspace MAEFHBER) -

Linux £®

AR SRS MNEEIFE R Citrix Workspace R 2R,

FERLSEP, FaIUMEEFE) Citrix Workspace A 2R, Linux B9&1ThkaAFRE, Citrix Workspace [Zf#2
FFIERI SRR E,

BIEI
ERBEERT, FRE Citrix Workspace M ARRFEPNERR, EELUTHUTAR:

s RENETAN
o ERIFENNBEFNKE
o BEXHMIREHRINR
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BRI

EBipnSEmMNAER, 8@ XenDesktop = Citrix Virtual Apps i§E—MKF. Ak, &0 IT HEALZHAR
AIRES EREF— Mk 7002 Citrix Workspace #, SERIEESERE NI A EREM Citrix Gateway 5%

Access Gateway AR%S 25, EAI UM Citrix Workspace Ffllpgik

1. EERTUHEERNIKFPE L, RITUTEREZ—:
o BERIKR, BRERM. BERAEERKAURNESER.
o EENKPEANNAEENFAEE (BINKIARX), FREHRE.
o EMFRIKF, FREMER.

2. BRERE LARTIHITRE. HIUETRE, miRSSHITHHIIE.

IttzhaeTE Citrix Virtual Apps for UNIX £iEFFRA A,

AUEARRENBINRELETRE (2FRR), EARKARE, IEERINEFOPETR (FOER).

o EEETDHEENEMRE L, ERKEERMEETIER MR,

fERAI LU= A Desktop Viewer T A aE oS ERENITESIENE RS,

Desktop Viewer

EXAP R EMNKEN S XNERA SRR NAEMELHEROEEUTRRE.

LAFSESHEINSERER, &R Desktop Viewer, BRMEMKE A UEE LM EMNSEE, Al

oo
==

HEAKRE. EXMARERT, Desktop Viewer TEENEAFAFEEONKREEOSLRRIEE O ZENA,
BENERETRBNZ B REXE, ARIUERR—AFI&E L2 Citrix Virtual Apps and Desktops #E#1E
KEREZENRURERSTKE. BRHTATRNMAERAESIE. &KX Ctri+Alt+Del 7). MAEZEUKRMS

EREHIRH S EEERFNRIE.

# Ctrl+Alt+Break &£ HE O+ 2T Desktop Viewer TE=#%H,

BEENEERIE

Citrix Workspace A2 R A EME RIS RN SENNBER. fli, MERRERET,

o FERIGHEENEANE L, SREMEENAREFNKERH—HET,

BRI 1
EMRERNAREFRZEIHRERIZE LR, aTLUTHILtiARR ERIEE,
1. EEETHEENXHIFRINE L, EFE—RGFIREIEE, ARERUT®ERZ—!:
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o %5 - AFREHNAEF RIS NI

o Qi - A REHNAEFRIEARS NERX .

o TIFRNIR - RAVFRESNFARZF IR o

o BREWIE - BRFEBNAIEF AR A R TR,
2. BERM, EEME, ARERE—EMRGEIRIERIER.

LR NAMLEE Sk
BIREXRNEMEREK, FIUEMRENRESNAEFAREHZAME 2 NS MEREN G
EEETXHEERNE e A ERENNE L, ERUTERZ—!

o EARNZEXNMNMEREEN - ATFRERNAEFERZTNANER G,
o MEARBZRRNAMEEEN - FAVFRE N BEFERAZRNAMMEZREN.

Flash Player

AILUESRR Flash RBENETAR. LLAEEEE Flash Player R ER, HEEMA. siE@iuBIER:
EEEMAHEER Flash TE L, SERUT®ERZ—:

« AR - REBRRE, BrgIERREMN,
« FMLUAR - REEFBERREBEFFRR 2.
o BREWI0) - RER Flash ARREBIRT.

JEZ

i@ Citrix Workspace M RERF, AP AMREBEIRENSENNARERER, URIRESZEHR Windows,
Web %4+ BIARSS (SaaS) AR, A LUEE Citrix StoreFront sii@iE Web Interface #1918 Web TIE &R
BPRARE,

£/ Citrix Workspace Ul EiZE15R

Citrix Workspace BR2FERIRIERFAWKAIZE (B), AP EEINRSE) UK Citrix Virtual Apps and
Desktops BEREEMNIZE S RAF I ANEINSENNBEF. 7 UEREIER > i REEE StoreFront iRS
2389 URL, SEWMREE T ET B FHREFAIK, LD, M@ imN B F o tib# T E,

R

R A StoreFront RS 8: LM SN ABECERABERNER, WEIHRMEFRERES, WENABHENS
FREURF RN, 33F Citrix Workspace AR, #HERMAEE URL HME—IRRIZNABE,

ERIENAEES, BPRSKERUTERR: WEX. SENLARERF. ERIR1E, BREENNER. B
E SR PRI N BT, 158 X ERS RIS S R RN N B R R
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EERIRE

AL Citrix Workspace M B#2F 5 Citrix Virtual Apps and Desktops fRZ28 2 BIHEIEREBERLEIIAIRE, W

BB, RALUARNERENXERE,

BAEEANAFRNESHNIRRTRSES, BXA “BR” —ARATRAFESSEERRITHESMUK S,

MERLITEN S AR IER TR

g Citrix Workspace 2R R EWKES N AEFEM, BISIET FIIRSSEMERE, i, ERIUMBLAT

5k Web %5 2847 FF &

EAH<1T0IEE Program Neighborhood = StoreFront fR552819i%
WEFMN:
MR AEE Citrix Workspace ARZFM= 2B, MBEXE, BHEAUTHSHITAM:

./util/storebrowse --addstore \<store URL\>

1. FREEEINEENZAEFME— D, It ID AEUTHSZ—HRINITHSIBNE— N FRE:

o FIHARSS 2 ERFTE REMNARER !
./util/storebrowse -E <store URL>
o JIHEBITHANSEMNARER:
./util/storebrowse -S <store URL>
2. BTUATHSUBRMEEINAER:
./util/storebrowse -L <desktop or application ID> <store URL>

NRFTFEEERS SR, EERUEFEENMRSRMUES SOCKS RIBFARFER. BXFAER, FEH
RIEARSS 250

M Web %5 28 6l@5%

M Web ¥ Bs2IENEEE AR RIEPEDNIT. HFEFESHAREIRRMNZERSE, Hit, &
FRIRITRERE.

RE

WMRIEF A Firefox. Mozilla =k Chrome i&& .mailcap f MIME X4, BEERAUTXHER. EidXEEH,
. ICA X% map Citrix Workspace AR EIITX M wica, BEAHEMNYILE, HBEMESUNKNERRE.

1. BT T&H LB Citrix Workspace MAREFHIFEERERRE, NRLEINFRIAMIE, WAESEXR

ICAROOT Mg &, A LAEAZan<MHER

xdg-mime query default application/x-ica, ®%JURE “wfica.desktop”s
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export ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource install --size 64 $ICAROOT/icons/000_Receiver_64.png

Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica

xdg-mime default new_store.desktop application/vnd.citrix.receiver.

configure

2. 8l B B ¥ B X Jetc/xdg/mimeapps.list (@ & & 2 8 &R %) = SHOME/.local/share/
applications/mimeapps.list (mimeapps.list), % X & 89 7 3k &% 7 5 [Default Ap-
plications], BRUTAZA:

application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new_store.desktop;
ERIREREEH B/ NARRRF” BN E LEEE Firefox.
HF “Citrix ICAIRBEXMHRE”, HiEEF:
o Thzzgdp “Citrix Workspace MATER Engine (ZR3A)”
1

o “fERHEM..”, ABEFXH /usr/share/applications/wfica.desktop (@@ Citrix Workspace [z
AEFNEERRLE)

=517
« SHOME/.local/share/applications/wfica.desktop (EMIFEBRELE),

pE LW
BAEUEREEROERRLEDNNER, KRR M FEERNEFHRHTIEA, B3I, BAMEERAILL
IR EREEA RN ERH THEIS AR, EEEPOR, BRAUBSUTAEAEEER:

o XA ARERF,

o AHERIE PBRERZIEHXATMITANNBERF.

o NRIEFREARIE, EPBREFRXATEITANNBEFOERTHASRSRBOEEEE (FIFRSSEE
ATEMT SR XA BRERF) o

o EEERGRAITEHE.

EIERERE
BEEMAEEPOEEERE, BRITUTERE:
1. 7£ Citrix Workspace [ ARZFS AR, BHEFEEFH D
LB B A RIAR S 28 5 B B =i
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2. ITUUTREZ—!

o ERARSSER. BIEESUEE, HEEHEM.
o EE—NUABER, XFAREN.

BEX Web FzfAm@E
LEInBEE R AT iR, ATLLEE Citrix Workspace M B2 iARISRALRMEE X Web M AREE.

EEALThEE, BEAXTIEHIEENX Web MAREEARME Global App Configuration Service # s iFiAialg
URL 7%k, FHmEskBEX Web MARKERE, i&51E Citrix Workspace R BIEFHRMEKA REPIREEEX
Web M A®E URL, BEX Web MABEEEAN Workspace R BEFEATITH.

BXHARLAPEE Web MARE URL 893458, 5205 Global App Configuration Service,
EMFREENX Web RABE, EHEWKF > FNSMERKF, EFBEX Web RABE URL, REREMHER.
TERARERMY, EBME AuthManConfig. xml XHrHEABEEX Web AREE, BERBZEHER:

1. 8%l $SICAROOT/config/AuthManConfig.xml EEEXH.

2. FMUT%E:

<key>CustomPortalEnabled</key>
<value>true</value>
<!--NeedCopy-->

3. MNREZAT AppConfigEnabled &, BEHRIMMUTREHIIHSKTEERNEENX Web MAREEFERAN URL,

<AllowedWebStoreCache>
<value><URL1></value>
<value><URL2></value>

<value>....</value>
</AllowedWebStoreCache>
<!--NeedCopy-->

R
et AENX Web MABREEFEA AuthManConfig. xml X#EHFIHA URL, aTEERBEENX Web A
AER AuthManConfig. xml S RERINEIMY URL,
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il

BEXHF

i&ATF Linux 89 Citrix Workspace A2 #5515, @15, FAUIFIE. A5, BB, HZE. 8858 (BFE). §
R, HIEMEAFIE,

fic&d

March 15, 2022

fERERT Linux B9 Citrix Workspace NAEFE, AFPFAUTEESBrihnEtENBEFNEH.

®E
[r=eats

EENSHGERFIANEANILE, FJUEH Citrix Workspace MEAREFHNEEX . XEREXHESR wfica
BEETIRE, B LARIER B E SRR R R B & o

MRBRATREHRE, WrARSKERRARIE, MIFMEENSE. HIKREFERSSBIIERKETRE X
B

AINRE

INREEHFE Citrix Workspace RAEFHAFHEIAE, EEX SICAROOT/config BRHM module. ini
REEX .

F=3

AR

MR ATI\\_Regions.ini FWNENZEHRENEEE, WAERH module.ini FWZ%Z B IE.
AT\ \_Regions.ini AIENTTEST module. ini FEIE,

RIR

W R X H SHOME/.ICAClient/wfclient.ini RE%E, wfica @it & #H SICAROOT/config/
wfclient.template #1TelE, EXRULRRXHY, FAMERERARIFE Citrix Workspace M BEEF A
Fo

BFRRE

ENBEFPNAREEN, BEREFH SHOME/ . ICACLient BRFM wfclient. ini X, LXHHIIEES
Iz 8 T FA P R SR BDE
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WA EXH&E
ERE wfclient.ini hRZERE, BE ALL\\_Regions.ini HhiEE AYFHIETEHETEEE,

MREIFE—NE, WEFERZE, SHOME/.ICACLlient/ATT\\_Regsions.ini X AT LLILED 888/ E
$ICAROOT/config/ATI\\_Regions. iniX&HigBEMNTIEEE, BRREERIRS,

AR

Fwfclient.ini FIRENEMRTLLSTE module. ini FE,

B

SN HTENSEEREAIES ML T, SMROMLUESERNBIRTL, BRBTR—ANSE; i, 8%
B\ [ClientDrive\] S&FHRENEEMET (CDM) Bx%,

FMRIERBIEE, BNRKBHAEFARIINSHIEERIAE. NRENMNSHEFEEREEE, WEBMNAERIAE. F,
fRig InitialProgram 8HER—1MES (=), BRRMERE, FITEP, BERRIME EREREITER).

Lok
ATT\\_Regions.ini XHsEEMXAAILIRENSH. ERURGSHIERERFRRIRERE,
NFERIEERERE, FIRUTIRFEN G

1. ATT\\_Regions.ini - kXHFHPHNEZES U TXEHERHE:
o ERERY . ICA XM
« wfclient.ini
2. module.ini - MRMEKE ALL\\_Regions.ini. &E#E .ICAXHFH wfclient.ini PIREME, N
FERLXXHFE. B2, XEEFRZ ALL\\_Regions.ini HrFKBEHIRE,

MBEEPERISEHERZEE, WEER Citrix Workspace MBEZFRBHHIIAE,
AR

R FTRIMFFEGIIMER. FlEl, BFL2RERE, KRB IMwfclient. ini FIRENEL(E,

EMZBERPEZEEXAPREFFH

BhR7s 2109 2, Citrix Workspace RZ AR 5IANT —MNMER, ZEME] A FERKIERPHINAF KEFFRHT
IRMAEIERIKR. RIBLAAREFAFRIER, ERILURENAEENSZITR, IHEAFEMERRETEREDN
MIL&IERo

AE:
o ItkThaETE Citrix Workspace MABRFMEIEHZT TiF, kI, x86. x64 #1 ARMHF 2% HiFME,

BEHEXARAEFASH, FRITUTERE:
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1. #ZI SICAROOT/config/AuthManConfig.xml BEEX ¥,
2. BERMIILUTRES:

<UserAgentSuffix> </UserAgentSuffix>
EBENXXEHEFE App # Version 7=l
<UserAgentSuffix>App/AppVersion </UserAgentSuffix>
NREAI App 1 AppVersion, EBIERIAT (/) #1709
o MRMLFERRBET Ul 89 Citrix Workspace ZR1EF, MU THAEREREMEERS:
CWAWEBVIEW/CWAVersion App/AppVersion
o MRMLEFERTRBETF Ul 1 Citrix Workspace B, WUTRFPRIEEEREMEIERF:
CWA/CWAVersion App/AppVersion
&
« SNR K7 UserAgentSuffix FRFEKREZRN AppVersion, MHEEMLLIER I Citrix Workspace

Rz A2 AR A,
o E#/E5h AuthManagerDaemon fll ServiceRecord LUEER4E,

Theetn S EIE

WMREFIFEFE Citrix Workspace R AR HINE, FT8 U7 Citrix Workspace R AR SR AZ M
BITHEE, BNMETHAEE RTIFMLL. AL, WAVEERTIREREURE A LaunchDarkly B8 =78RS.

TBEREHITEARBENTRRESRAE LaunchDarkly, BRIEEERE 7 FELEHIEREMNFHAERHE, EXMHERT,
EIRIBREERBEIFE URL = IP tititS &=l LaunchDarkly B E.
aLLEE LT AR BAZHE S LaunchDarkly B RERIEE:

BRERHEILT URL BURE

+ events.launchdarkly.com

+ stream.launchdarkly.com

« clientstream.launchdarkly.com
« firehose.launchdarkly.com

« mobile.launchdarkly.com

« app.launchdarkly.com

FERFFIFRFTIL IP st

MBHAEAFFIRDFIL IP ik, &2 LaunchDarkly public IP list (LaunchDarkly 2/ IP 51&) , $REXH
HIFAA P #AEEERTIR, HHIRTBTFRIEENHAERERT BB, UESEMEMERRE—%. BXEM
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LT ERRSHIFAES, SR LaunchDarkly Status i@,

LaunchDarkly £24:EK
WNRETE Citrix ADC ERIRMBEIRER “X”, BERIICAHHNBEF ETEBS U TRSEE:

« LaunchDarkly iR
+ APNs fiinfr 28RS

IteTheEEwiE AT Citrix Workspace M AER.

ARSSIESMETEIR R AR E MR D T W ERI 2P REVAG AT BIEN&B. TIERSBITRRNE, BFRE#RILL
BEHEENNBEFHRE,

B 1 Citrix Workspace AR P L RIRSELENERNES, BERARER,
B %M Citrix Workspace M AIEFRERSIELEUNGER, BBRLLERSESM,

BXFMER, 557 Citrix Workspace XS HIIRSIEL IS

BEZEnRRmE

Bhizs 2103 &2, FILUREFABNZ ERERETRER. fREERARENETAN. BERMTERMEHRE
MRmh=IE, MMIRSMARIAEF AL,

EFRABEFH BHAE AuthManConfig.xml XHH B B L IhEE. 1 3 SICAROOT/config/
AuthManConfig.xml HHMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

RAEEFNEREMRIE, EAeBINAEFERSEINPHNREEREED, §XNAEFETSERNIFEES,
BHBRANBEFIE BT,

BRERE®RE, BRREGESEPNNAREFETEEN, ARERRRETE. WK ERREREHENEE,
HE, LAILLUBEEBBRSEOFR Ctri+M BB RERFXIEE,
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Screen Layout - 8

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTHIER S PIEREINRE. HEERNTAREERNRHE.
ER— N RS MU AR BIERER. ARG, SIERRERRBEFEHITET.
PR

- BRARREEMERERARIETHNREFRBIEE,
o IETHRE(GE R TARMC AU R R E.

N FRTE R 25!

R FAtER 5 oA P B Citrix Workspace NAREFHHRARFNES. BRAIUAERRARGEZERE, sH
AP — B FEERNNBEF RN BREFE.

BXFMER, 5507 Citrix Virtual Apps and Desktops iSRRIl R A2 F 4,

N TR RIF
RAEA

[ FTERF RIP R ED T X B IRF R AFARIRERTIFRIRIZTT. FEHFEN AP RRAA s RERTIZ T3
B2, IEERENAEFRIPFREBEZEFTUHNEEXNEARETIARHRRF. B2, MERFRAANKE,
HRESMERBENT A ETRESEN. BARNSLLIRFIMAAX LR, BN ERIEEHEEEN
HEPR T RAIRIF

[ R RIP 2 — MM NThaE, ATILTERER Citrix Virtual Apps and Desktops BYiRfiIg5aMR e, ZINEERKIT

FEFHRZRBIEINRRHRTEERGETMNEN. AEFRIPATVHLEERE EERNBAFZENSRMESSFINE
B8, ZMEERMIEAR MK G ES IR REE UKL EAREICRBWENFBERES.
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&iE:
« f#£/ tarball. Debian #1 Red Hat Package Manager (RPM) %@ %% Citrix Workspace [z 2
PRI HFIEINEE. kS, x64 F1 ARMHF 2i—SZiFMIA R L1,

« ItkThEE7E Citrix Virtual Apps and Desktops MAs#iZfE s F 1%, o, 2% Citrix Virtual Apps
and Desktops fR$55 StoreFront &&FERAMEES,

N R RIPTAE E R EIEF AlE AR S5 28 L REEMIINIFATIE, &4 017Z7E Citrix Virtual Desktops ¥ aliE. BXiFa]
RIFAE R, B2 Citrix Virtual Apps and Desktops RBIBEZEZES -

BhiZs 2108 2, MAREFRIFMEETEEFR. NARFFRIFMEZSNBEFMNKSERE, HERALTERRK
o B, BHIE AuthManConfig. xm| XHFHEENBEFRIFIIEE, 78X S HIIEEERENEBRSHEN
SERBRZWEE.

BAARASEE, EAILIfE Mozilla Firefox iz1THAiEIM Citrix Workspace N BiEF B2 RIPHE R,
R
[ RREFRIFHRERIE & U TRIER SR Gnome Display Manager:

« 64 fif Ubuntu 18.04+, Ubuntu 21.10 B&4h.
+ 64 i Debian 9+

+ 64 fii CentOS7.5+

64 {ii RHEL7.5+

ARMHF 32 {if Raspbian 10 (Buster)+

AR
N BREFRIFTHEERZIFEM glibe 2.34 SESRAEHIRIERS

MRAEFEM glibc 2.34 AESMANIRERAPLEBA T N ARFRIFIHEER Citrix Workspace A2
F, BRIERFASISEEMBMARNATRERRN. EMNRERASISKBHITREG, BRITUTERIRE:
o EMREIRERS. B2, BIFAZIFEMSER glibe 2.34 AESHMANRERSEH B RN BEF RPN
BEo
- BERERZNMEER, AEERKENE Citrix Workspace N BEF.
B LR ERAHITEG, HMINBREAZLETREE rm -rf /etc/ld.so.preload X,

ENER A2 RIPA S
8 tarball Zifra %3 Citrix Workspace BREFH, BERUTHEE.

“BEEBRENBREFFRIPAH? Warning: You can’t disable this feature. (Z%&: FaE2RILLINEE, ) HAENEH
Citrix Workspace RA#2R, 7FEEHER, EXMAER, B5RABERKR, [default SINSTALLER_N]:”

BN Y URENAREFRIPA L.
BRINERT, FRENBAREFRIFAMN.
BRI ENMUEENREN. AEREEFRBHENGE, NAREFRIFET BEIRTEEIT.
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%% RPM Ri+-E MR BREFRIPAG:
BHiRZs 2104 &2, RPM ki Citrix Workspace [z B2 2 155 A2 F R IFThEE,
ERENBERFRIPAL, BRITUTRE:

1. %% Citrix Workspace R AEF.
2. M Citrix Workspace [ BiEFREREFHREN BIEFRIP ctxappprotection<version>.rpm#&
H#a,
3. ENREMRFKUEERER,
%% Debian 48PN AREFRIPANL

BEHiRZs 21012, Debian kit Citrix Workspace W B2 2350 AR R II6E.

P

EHRLENAREFFRIPAY, B7ERE Citrix Workspace BiEF 2RI MEIRIEITU TH<:

export DEBIAN_FRONTEND="”noninteractive”
sudo debconf-set-selections <<< ”dcaclient app_protection/
install_app_protection select yes”

sudo debconf-show dicaclient
* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

Bh&4s 2106 2, Citrix Workspace RZA#FSIAT —MNET, BAFRENASHRIEEERMNBRSEGRES S
& R REICR R FREHIRINEE,
NEHWITERRICEN AREFRIF:

BRI TAREMEI SICAROOT /config/AuthManConfig. xml H4REIZ X4

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeyLoggingEnabled</key>
<value>true </value>

<!--NeedCopy-->

NEBRSHEGREERENBEFEFRP:
BRI TAARSMEI SICAROOT /config/AuthManConfig. xml H4mEiZ 4!
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/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice app protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeylLoggingEnabled>true</AntiKeylLoggingEnabled>
</Selfservice>

<!--NeedCopy-->

[ESIE
. IVUREFIPFHNREN, NAEFFIFERETERSET.
PRI

« BB, EM Snap Store FREMNNRAEFEEIETT, WRKEBHZSRIPHER. RS E: R
Workspace M AREFBEXHFHSHEMILRENNBIEF. b, XANBERF.
« HEIHAUESFINBEONEREBEN, B RR (BEEERARZRIFNEZARER) BERAKE,

BMIRSHE 28
RENEMRSINAERTE Citrix RESIENEHXIEH,
AR
BhiZs 2111 &2, B E RS2 VD rBMIRSIE R,
BIAERT, BURSERITLFRRARS.
BRERRMRTIETIT, BRITUTRE:

1. E#1%l <ICAROOT>/config/module.ini X%k,
2. %EICA 3.0 25
3. i&& Mob1ileReceiver= 0ff,

P {xLeEitR (CEIP)

5 Citrix
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eS¢ BieA BIBERMAA
FeEM AR Citrix P43 2tE itk (CEIP) M Le#iBaI#ERh Citrix #25 Citrix
EAF Linux #9 Citrix Workspace R A#EFHRE. 7

Workspace MREFUWREREM S
ERBYE, HEDRBEIEREE
Google Analytics,

Hthf5 2

Citrix #¥#%8RZ5 Citrix EITHERZRBIBEAEIE, tbsh, 1ERE Citrix Trust Center (Citrix S+ 0) ER
489 Citrix Services Security Exhibit (Citrix REZ£M4RTR) FHIBEABIT HFITHRI,

Citrix & f&f Google Analytics M Citrix Workspace B B2 IR E T LEHIBER CEIP —% 5. EAIUESR
Google wfaIshiE Google Analytics WEEHI 28R,

EEE LT AR XA CEIP #iE &%= Citrix 71 Google Analytics WIngE (FEE &S * f8RHA Google
Analytics UERHYEIERRIM) :

1. §#12l <ICAROOT>/config/module.ini X#*H1%2| CEIP 245,
2. #EEE EnableCeip #¥HIEE N Disable,

AR

¥ EnableCeip ZAi&E N Disable /7, AKX Google Analytics Ws RS CEIP $iET
Fo XLEHIETRRIRIRIERFIRZAM Workspace R FAEFMAS. XFTFUIRIE, ESMEIU T FHIRIEREIN
REE:

fiI&: <ICAROOT>/config/module.ini
#8453: GoogleAnalytics

%HB: DisableHeartBeat

f&: True

Google Analytics Wser94sE CEIP #iETRBIE:

1BIER YR Workspace BffEFHR ~ BAEFBF EFig ID
Zk *
KIERHE YR IR AS BHEE
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N2 FismEs Eltn
R RfEriEmesrE@anh Citrix Workspace AR BT, ZiEReE BB KIFPFEN— 1 EIR. SINEZBERF
fem88/a, ERAT Linux 89 Citrix Workspace R R HIE R MEES LIBGHE,
TR TER TRt RS
o BxBEnh Citrix Workspace M B1EF

o XAHEMBHNBER
o RUEHEMBHNBER

AR
EE libappindicator B A EERNAEFIETS. BN Web ZEFERHFTEH Linux Z1THREY
libappindicator #e,

ICA-to-X 1{i2

A LUKIE1T Citrix Workspace 22 TIEbAERRS 2R, HIFREEEMR MR X11 19ig&E, EaEFEE
HITIHES R Microsoft Windows R RRZEFER A4 T AR Citrix Workspace MATERFHI X Kimsl UNIX T
o

AR

Citrix Workspace ZRiZFRHEAT S0 X &%, EXLERT, Ti&%E L% Receiver ZEIEMBRS R,

WUtkF AT Citrix Workspace MBERF (BIfER ICA-to-X RIB) XiFAbRSS 38 ICA,

izf7 Citrix Workspace AR, AJLUEEMARTFIE X1 HHERR4H Linux @AY ICA = X11 ik, 8
B, LS ZREEEATIEM X BRR. AJUE— N RFEFRENETT Citrix Workspace N BEFHESMNIE, £
XERT, 81 Citrix Workspace M BiEF#HaRHiagH £ X3 FENIEE,

ERTRHELRETIRER ICA-to-X KEEMTF Linux B9 Citrix Workspace M AEFHIRE:

= o =4
g = -
- | - 8w,
N = —
XenApp server Linux server X11 Client
Citrix Workspace App  UNIX, X Terminals,
for Linux X Emulation Software

BIGBNRRS, FE— Linux kRSHE7Y ICA = X1 K2E:

o NRBE X L, WaEBERTE X Limigdt X AERFH Linux lR$28 LizfT Citrix Workspace R A
B,

o MNREHEFLAMEA Citrix Workspace R AZEFH UNIX TEl, TEE—ARSSBRALURE, LRSS
BRIETT Linux 89 PC
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N AEFRET ICA thiXfIThee iR AR X11 RIRIESE. BINBERT, REEFERIREHISMEHAINNRE EMIREHES. W
RER X Kif (BEREAMMIREER), LIRBHRZMM,. MREEEM UNIX TIEERZ AN ARER, AIURITUTRE

IgfEZ—:
o LUNFS B EREREN e EEHAM UNIX TIEL, ABIEE P IRIREhSMEHEmIZNE Er NFS £
=

o {5 NFS 2 SMB {32 (f5l40 SAMBA) =ifR328 M NFS ER# (5140 Microsoft Services for UNIX) o
RETHRER S E R EIRIRIGE:

« USBEEM

. BREFEER

« COM ROEEM

o BMERERIERRS SFFEM, BAIBEIMEXE XN k&,

FRBEFPIFITENNEEE X1 18%. EEA LPD TENThRE MARSS 28 Fahifsia) UNIX FTENHL, sEEBMLET

ENtlo

s AEFEERZEEBN, RAAEEREIET Citrix Workspace i B2FRIIHEN L REMEREN, HAHR
SHRFRYNE, B2, SENHENEEREZAFRIENRSSE LRET GStreamer X GREN).

EHA “PRSS 2 ICA” M X &igst UNIX TessEED Citrix Workspace MBIER, BHITUTIRE:
1. £/ ssh 5 telnet EZEZAERENILE,
. ERIEIEE L8 shell , 3§ DISPLAY IFET 2 BAAMIGE, 170, 7 Cshell FEAUTRE:

N

setenv DISPLAY <local:0>
FE
NREA ssh X S EZRIAERENILS, WELHIKE DISPLAY IFETE,

3. EFHIGE EMSH SRR FH#A xhost <proxy server name>

SN

. B3 Citrix Workspace M AEFREREERINREB R, NMBRTE, BERIFFELTE ICAROOT 25
BIRBENERALNREER.

5. #=l Citrix Workspace B AREFHNREER. EHSRAEOR, BA selfservice &

RS REEFBRBEEH
EIRSREBFRNBEEE, ERRTSEERSNARFTADLHORARERN URL, i, NRES
SR Microsoft Outlook SAIESTH 746" Web TEMESE, WHEMMAIRE LHNESITHFRBIX M,
BIRERIEL BRBEER, BRI UEBRIRE Citrix AR, KHANAAPEEEH BN, TLUEE
ML URL 284

« HTTP

« HTTPS
+ RTSP (Real Player)
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« RTSPU (Real Player)
« PNM (|BhR Real Player)

EUTERT, BEARSENAEFTH URL:

« Citrix Workspace M AR &8 SiEHNNAREZF
« Citrix Workspace N BREF L EZHZILDNE

IREBIFFPIHEAETECEERSHLEE, BIAMERTE Citrix Workspace MBREFHLTEARS, EHiER
2 a5 RealPlayer LUK Firefox. Mozilla 5% Netscape FEI—Nil %28,

ERZEFFEE RealPlayer My HENIER TEARSHRIEF HRNBEER:
1. fTAREXH wfclient. inio
2. 7£ [Browser] ZB3 HIEHRLUTIRE
Path=path
Command=command

BEENSHTHITXHMENER. ZHTEATREEERAN Y URL RTHITXHRT, SEMHER
588 &EH URL, f130:

$ICAROOT/nslaunch Netscape. firefox. mozilla
IS BEFIEEUTHE:
* MiEfT nslaunch SR LUE URL #EXEIIIE RN SR E O+
o MERREHFIRPHENHNEE, BEENTHHIER
3. 7£ [Player] SR HEHATIRE:
Path=path
Command=command
%122 RealPlayer AJRAITXHFIEN B R, ZH<TRATAEEERMNZEA URL BRTRITXHE, 4
BT ARSS 28 & iE8Y URL,
4. REFRAX M.

AR

ST XWIFEERIRE, BEIEENNISM RealPlayer JHRITXHRENE R. FEEREATRITXHHTER
&, a0, £ [Browser] e, AJLUEERFIEERN /usr/XT1R6/bin i3k /usr/X11R6/bin/netscape. 1tksh,
B LUEFIMNY B RBIFEERNE SHMMNTIR. MRRIEEXLEIGE, WIGERBF YA SPATH,

EBGHESF Citrix Workspace FHARSREZFIHNAEER, BHRITUTIRE:

1. FTHEEXH module.ini,
2. ¥ CREnabled igEBEH N 0f T,
3. REHXFAX S
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JEZE

&R

ERIEENBRIKE LHE

BRI B IR AR, FEEMENEZ BRI — M FER. ARMEEGTU

|
ER—NIEZNERDREMNREAMENAS. EEERSRE (MIEMFFIRE) LEH—TSSTULEENR, MMmE
REEPRENHEH RS 6

5 F SpeedScreen FLR MMk - SpeedScreen IR MERIRE T = i B &M THIMEE. A7 THLLEGHE,
AGEEAP BN RS, UMMNRBNNEIBEREIRSERE. €A SpeedScreen Latency Reduction
Manager AI7ERRS 28 LS ALLTAE. BAAER T, 7 Citrix Workspace MR, WInaEstREREMA, H
BN SEREE THREIFBA. B8 “Citrix Workspace app for Linux OEM’s Reference Guide”
(GERT Linux 89 Citrix Workspace B2 OEM £E15/)),

BRIEES - $IBES R R ESERFRNEIESE. MEEFEF L MERERREHNBESENE, B8
MRS R RIS M THMEE. £/ Citrix SSMRENRGESERISILE S A LIk,

BNEOXN - BFEOXNERFEEBERERN S KN EHFIRERIERI,

BOBNEE - BEEEuR/ LBl 256, 7£ Citrix Virtual Apps and Desktops #hs |, &BRIEET,
BRESSRE - MREAT ST, ATER Citrix“SIGRE” R ERETRERERTILE.

BXRUFEHRIER, B5H “HIEHIR 2890 I iERE,

FiF

ClearType 48

ClearType FAFBINEE (RIMAFHEFHERDEE) FIRBAERFANRE, SMERFRTBIHMRELNIEE
FRIEESRIMMBIE, B LTHEXHAILINEE, & o LUBE RN ACE XA [WFClient] B30 B A FIRERIEE

TR

FontSmoothingType = number

Hoh number AJLEUAFEZ—:

(=1

0

TR

ERMIEE EHAHE AT,
FontSmoothingTypePref 188 & X T Itt{E,
FrEETEE

AR

ClearType (KFEFEKR) Fi&

TREBH ClearType FB#i=IER Citrix Workspace MBAREFHHERER,
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BE:

fRSS 25 AT LUE ICA XHHERE FontSmoothingType. IHEMRESSTE [WFClient] igEHIE,

NRRS B/ ZMEIGEN 0, [WFClient] LU FIEE G RE A E % :
FontSmoothingTypePref = number

Hrh number BT U TEZ—:

& 77

0 FrEEFE

1 rEEFE

2 WA

3 ClearType (KFEFHBR) FE (BALE)
X4

BN HXHKEER

It ETXH, RASMAFRERMIHXXEE:

o BFPH “SE Xk
o AP XY 3k (72 Windows XP #g “Fa9sciy”)

BIRHXHREER, EeBEERFRNEHRXERNUE, FHib, XEXHRERENRSB[LBENRSRFEE
PREFEEFLE. HIEEREEERATIEEER, fINESAFRERTRRSB[BIFHIRSEN. SFEFRENEE
IR (ELETRES, ARAIUERITBES MRS FZPHRSSE) , HAXEREER/LFFEER.

BEREERHRXHREER, HRITUTERE:

LS BB oER, W TR, Bk, BEE module.ini FEZHENFERERHRXGEREER, REE
[WFClient] B89 FRisEX 4 RAMUE, BMIRIFNT:

1. BUTZFHME module.ini (%0 SICAROOT/config/module.ini) &:
[ClientDrive]
SFRAllowed = True

2. BUTFxaAmME [WFClient] &4 (g0 SHOME/.ICAClient/wfclient.ini) s
DocumentsFolder = documents
DesktopFolder = desktop

Hreh documents #1 desktop 1 UNIX X%, BIEEXFIBEAFK X" 1 “KE” XMHENWERNTE
B2 fln:
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DesktopFolder = SHOME/.ICAClient/desktop

o ATUERERNEABIIEENFREE, FlI0 SHOME,

o AXMNSEIEEE,

o EENEROAA]BIEF R ERIER, B, ZBRUIEBRGHIE P IR EHFHH.
o A C HEARKENEREFTo

& P im IR ah 28 BT

i P isIREhEseRET, a7k Citrix Virtual Apps =k Citrix Virtual Desktops BR$S28 LRV IREhES R AT E E |22
wAPIEE EWER. Hign, ATLUE Citrix AR RIEFHIERNEE H B EE1T Workspace ARFHNAMAF 8%
EHEANER.

P IRIRENSRIRAY A] LUEE A B RBEH DB IRE L. AP IREEE CD-ROM. DVD = U &, AFRAERIE
HAlElA] LUERX &g, I, AR ERRRAMAFIRE. BRSSFEENARIFE P RIKEh25RET AT

o ARALURRE AT BRI S
o ERIEREERAXLEX S
« REBHERRFESIRE)ZR SRS 2 LBVIREDES Lo

Citrix Workspace R BI2F #5534 Citrix Virtual Apps and Desktops RS 25 EZMNE P imig & s, BIkTh
e, PR3 LIGTTHRIZR AR ARSI ISR A A P Ig&EINgE,. WHAPRENEFRTS, NAEFNRARR
MGEAMEIT R, EAXLIhEEZ A, BERIERSBETZIFE P IHIE ST,

pE=
22133 Linux (SELinux) RLERATRERFINE P inIKEh BT USB EEMINAEMIERET TERD
Citrix Virtual Apps and Desktops t). MIRFEEFEAEP—FRFEMINGE, 552 SELinux, RAEERS
g8 DHITERE.

BFMPAE A IRTHES ARG AT {H5E4E :

o HEEPIRIXEHERMRET - ATEEREEREAFPIRE XA RARNEABIMREEIARS 25 EREE RS 5
i, ERTHREAFNSBEBOEBARE /tmp. 15+, ERST CD-ROM. DVD 5t U BEAREFEIRE
B .

o EEFIRIREHERIRGY - 1540 CD-ROM. DVD #1 U BFERBEFMIRETAFPRELNENEHER. EXE
HAle) IR E AT IR &5 B REKE B ohIRYEIARSS 88 £ T — 1A AR EDER R 1o

Citrix Workspace Rz R#2F#EE2l Citrix Virtual Apps 5 Citrix Virtual Desktops BY, SIRKZREFHILE M
5, MEHBRIE P mIKEhEsiEt, BT LA SRS R BT T & P IR SIS A, BXFAER, 1ESE Citrix
Virtual Apps and Desktops 324,

FA P ] LAfSE A B R T S S E AR PR AT IR B 28

AR

INBERT, BRSSEFmIRSMARNSERISEF mIksismst, E2AEEEEAME, BE
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wfclient.ini AR DynamicCDM & X False,
LAFl, @ CDM ipRX g EE N A FE EERENKAEE.
B 2012 ke, Citrix Workspace M A#ZFAFERESNA®EE CDM X#Hifial,

=

AR

FERERT Web B9 Workspace B, XHFiARIEBESIEFRFEAE, ZI8BERINLE RS RERITIEEDT,

File access

Choose how to access files on your computer From this session.

Read and Write
Read only
Mo access

@® Ask me each time

Cancel OK |

AUEA wfclient. ini XHEERFVBEMNXERREL. €8 GUIIREXHIHRNRES, MaiENREEE
FfimRo

ERERIEF, PILEEM Desktop Viewer SAENEIET > XA IRINHEERIZ B X ik RIARES

A = m By Pl b

Home Cerl+Alt+Del | Full-screen ' Preferences Disconnect Sign Cuk

ENARFRIEFR, FJLOEIM Citrix EEP OB XA IHRIHEERIZE XA ERES.
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Citrix Connecktion Center

servers and applications:

10.151.246.35

Managed Win10 SIN Desktop $552-86

| Properties... | | Preferences || Disconnect || SignOut |

XA R ERE BLIERRGT O X (R B IR R B ER 12
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. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERRBXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace [z FRi2FF ZH1E MAEHT ENA LUK A #h 7 32 5l AR IR & 3T ENAN L THTED, BUAERT, BRIF@ET
SIS ITE, BN Citrix Virtual Apps AR P RITULTIZME:

o ERAPIEERILUARIMFIEITENIS & _EHITITED

o FRONFTENH

B2, XEQERHIFEMEHRREREETEN. FIWN, RAFAFERFIRERBIAENAEITEN L#ITIENE—
TEOARE, XTEFRRERS TEEN, B2, EREMRPARSEERNEER, AXMERT, ERIEFEN
BFiggE LEERHTENNTIRHETTIRE

Ef, ARNRERBAIESBEREEILAARFIMITENRO, Aitt, HERSSE LK ICA BREHERTF K
COM iEMRBERER “BRA",

ZRFIAFIRE LRERITEINFIR, FRITUTIRE:
1. ITAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAITENN
+ SICAROOT/config BRARHIFFE Workspace AR AP IITEN. tREAITHFRERFBIEET
BEEREAEMRSEFNARF,
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2. 1EXHH [WFClient] B9 BANUTREA:
ClientPrinterList=printerl:printer2:printer3
H printerl. printer2 E2FmEITEINMEH. AES (1) SREITEMBITEE,
3. REFEFHXEAX M.

72 UNIX LR 2 P i TENAL

7£ UNIX IR, 32880 Citrix Workspace N BEFE XMITENNIRNIERF. AP I&E EWITEN RGSH IR BN
R RFTENE R,

BEAFEEBM Citrix Virtual Apps for UNIX fTENEIE P IRTENY, BRERAMICBMITENNEE, BXFHER, 18
205 Citrix Virtual Apps and Desktops x4 89 Citrix Virtual Apps for UNIX 543,

BRES A3t TENHL

BT Linux B Citrix Workspace R BRiEF2#5 Citrix PS @ATENNIREIIER. Fit, #E TEEARHITEEER
B, FAPEIIEMSEITEIN S P IES A MEZIITEIN E#TITE, EREERT (FIa0M AP IGERITENRER S
B RITENNIREIAERRY) , EaaeEEF a7 Citrix Virtual Apps for Windows EBRETE P isFTENL.

BEARSS 2R ERRGTACIITENN, IEHITLATIRIE:
1. M Citrix Workspace M B2 BohiRS 28812, ABRE (T Citrix Virtual Apps B9+ &E L.
2. 1F “FHR” REH, FOREFIRE > $TEINL,
3. 1F XM REH, EERIMFTEN.
B B R INFTENH A S0

4, FEARZASHFNFKE “BRHRNE, TP BHNEITEN. HESESIRETEIWER, SANZERERS
BUERIESI, B0 “HP LaserJet 4 from client name in session 3”,

BXRITENAEAES, 558 Windows BIERF Y,

L

BhRZs 2112 #2, module. ini X#HB VdcamVersion4Support BB ESH R A AudioRedirectionV4,
AudioRedirectionV4 HERINEIREN False, FHitt:

« ALSA ERTinREMigsE, HBEMGHFEMRE.
+ %7 Citrix HDX Audio HBUIA BN B ERIEF ETo
o —RREEE—N R AEFERIUER Citrix HDX Audio i&#&.

AL AudioRedirectionV4 MEIEEBAN True, Hlit:

+ PulseAudio ERFIHRAEMILE, HEZIFTIMIKE.
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o —RAUBEZINNAEFERASINZE.
o Citrix Workspace i BiEF EFaidt A BANRE XSRS, SMRESEENEEEN—RER, miE
ERA Citrix HDX Audio, &R YRR SIEP A A AMERNILE.
o FEANEBEBREMSEN, SEBEMER,
« HDMI MEEF EM&E L IFS MG EEE.
ERAILIEE, BERITUTIRE:
1. % <ICAROOT>/config XHFEHFTH module. ini Xt
2. #Z [ClientAudio] B2 H MU TEE:
AudioRedirectionV4=True

3. ENRHSIEUEERER.
&ZiE:
o MIRAEINE E RIhAEIR AR AR TS AR,

o FABERT, BEINEEFHNERMMNERENENLTERRS. BXNAREAZER XML RGN
BER, BSREERD,.

EIPRH:
ZHABE R T, AudioRedirectionV4 EISEN False, MNRHMKRERBIAE, NEFELUTEHRE:

+ 7£ Windows Server 2016 Lizf78 VDA #1, B AERIEFERIEENTINIEE. FHESMEENIEERB
NS AL, 3§ AudioRedirectionV4 EIREN True B, EREHIEERIR,

o BFEIMSSEALIBEIMETEEMR, 3§ AudioRedirectionV4 EI&REBAN True B, LRGSR,

+ H&E7E Windows 10. Windows 7 #1 Windows 8 #21F R4 HEREINEINILE. £ Windows Server 1&1F
#4 (5120 Windows Server 2012, 2016 #12019) &, BT EERRINEMNILE. LLRMZHTF Microsoft
R KEREFRIREIFTE,

« HDMI BSRiRE AL IHZINREZEEM. ¥ AudioRedirectionV4 EIREHR True BY, LEIRFIFFEIAR
#. 182, Citrix Workspace R AR AR B RARESIETIEEN HDMI S3Rig &,

AudioRedirectionV4 EIEEHN False By, BEBERT, BRINSMGEZNRARENRIA ALSA &%, 7T
BT RS BIEE HMIRE !

1. RERBLEMIAR, EFHITA-TEEXH. BXBEEEXHNEMNAEMARBANESR, #S
FRRIAR B

2. WMBLE, BERMUTEDSIZENERSD

[ClientAudio]

AudioDevice = \<device\>
<!--NeedCopy-->
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EARTRF, KEEESFEETIRERSARN ALSA BEEEX S,
AR
FIEFRE Linux BIERFKHFHX—EEHMAT ERMUE, Citrix BINEEFIRERAX, TREXERLER
FIFAEE,

BREYE P I E ST

LIE P mEMRETE, £ Citrix Virtual Apps AR5 283 Citrix Virtual Desktops EifTHIR AIEFIE T LIS A
Pt L RENFEEIRERBHES, SOUERSSHE NS MNERLESINRE, MAFTUERFEELRES
MRE,. MRAFPEESRESBNSIMARILERE, KHRABEPRENLE.

ER RS MR A RERAIRSZBNMETRIZSHNNET, SHREWS, FRSMREMTOTREREXR, SNREM

=, SMIEFREAIARSS2E CPU g%,
AU R ERESX F P IR S TS I TER B, BXRIFAMER, E21% Citrix Virtual Apps and Desktops X4,

AR

fEiEEER Citrix Virtual Appsfor UNIX BY, R3z#E iR 5MET,

EF UDP &47

UDP Z5ar] LR EiEiE Internet IXTHURRIENRE. ©EMAMAF HUERMNN (UDP) Ik TCP,

Bhk4s 2109 &, Citrix Workspace AR XIFHIENEM, HHBENEM, BXHEFHTE VDA LRESMR
BERR, BENFMAIMKIMRISE, HERIRNEMESESN, UREEENAFGFR. BENSHRIALTEA
>Ikll_a\o ﬁ*ﬁﬂtﬂ Si¥) 1ﬁ%|9ﬂ E@rﬁﬁﬁo

Bhi4s 2112 &2, Citrix Workspace B2 1¥AT UDP SAMEURREMER 2 (DTLS) thile Hitk, EaT1L
i&@id Citrix Gateway iAia] UDP &4, BUABRT, LIhaet FREARES,

Bhi4s 2202 &2, &g Citrix Gateway x#¥ UDP H#fifyigsathagi@= el AT Citrix Workspace 2.

Z2H UDP S, BT THRE:

1. 7£ module.ini 89 [ClientAudio] #f igE U Tk
* ¥ EnableUDPAudio i&EHR True, BINKEN False, LHEFZERE UDP 4k,
o $BIER UDPAudioPortLow 1 UDPAudioPortHigh 5% UDP B2 AR/ IR AKO
S BIANERT, #EA®RO 16500—16509,
2. BAERT, BiENEME VDA LR FEARSHELF UDP B4, IRZAT BENEIM, BHRANTFIRIE
BEEFIHRSSFZIMGE UZFF UDP B4, ALk, £RNEMRE+FE B, FetEFE.

FRHENSEHR BB ENSHIR P RLOEHR

= = =
= = E==8
= ey (i3
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FRRENSNR  FPEENSHR  FRELOERR
=8 =8 =8

S| ENER 5 = & (i3

5=

fRsses LEOESIR & B i

==}

AR LRSS R (i3 (i3 (i3

g2

i@ Citrix Gateway 54 UDP &3, BT TIRIE:
1. %l <ICAROOT>/config XHFEHFTH module. ini X,
2. %% [WFClient] S92 Hi&BUTERE:
EnableUDPThroughGateway=True
3. #%l [ClientAudio] A HIGBEUTEE:

EnableUDPAudio=True

=z

AR

WNEFEH StoreFront default.ica B2 &, 7 [Application] 9 Hi&ER EnableUDPThroughGateway
MERLETFE module. ini XHFHIEENE, BR, ZREEMEA module. ini X7 [ClientAudio] 264
Fi%E EnableUDPAudio fE, It4h, BRI TFE StoreFront default.ica BEEHIZENE,

PRI

« UDP E5iEmMEMIERAeTA (B), A TLS 5t ICA MEMRIE) . EIERED, SHEmER TCP,

o ICABEMRKRTEST M UDP i,

iRt UDP
1. 8%l $SICAROOT/config/module.ini X,
2. 7£ [ClientAudio] SR TIRBEUTARA:
EnableUDPAudio=True
UDPAudioPortLow=int
UDPAudioPortHigh=int
3. 7£ [WFClient] B9 F&BUTREA:

EnableUDPThroughGateway=True
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4, Sfn% SHOME/.ICAClient/wfclient.ini X,
5. 7 [WFClient] 9 FigBUTRA:
AllowAudiolnput=True
EnableAudiolnput=true
AudioBandWidthLimit=1
= pua
« [WFClient] #4% /3 AllowAudioInput.EnableAudioInput#1AudioBandWidthLimit
B ERNERNERT UDP S41f1 TCP 4.
o WNRFKHE .ICACLient X (REEXRLEHBEINELE), BB Citrix Workspace R
BEHXA, REELE .ICACLient XK,
« % AudioBandWidthLimitigEHR 16, EF i ENSIHRENF.
6. 7 Domain Delivery Controller (DDC) L& & LI T 5588:
« 3 “Windows Media Ex&@” &8N “Z1E”,
o $ “@g UDP BV ESR” iRB R “AiF,
o} “@g UDP Xy ESMtEiEi” i8R “BEBA",
o 5 BIRETIRER “H7,

Bk Citrix Workspace W RIEFHNER A X
ICARAREZE TEENMRL, BEEEREN CPUMFREER, B2, MEFEAEETREIERME, EEERMUTER
TRIFIERE:
o BERERE P IRIREERAT AR KRR, AP IHIXEhESIRET AR ARSI HBEY, Z @I RS 8
TR, MREZRNRERE, WXHERAIERERKNE,
o BERIEAMITENN DITENR RIS, 1EAMITENN] EFTENSCALRY, FTENMRRIBIS RS st 1TE M. MRE
EIREEE, Wt ERrTaEREREKNE,
o BRERZIEENDT. BRSEFNENESERRETR, FEISHIELERR.

BRZMEAN

ERAEMEN, BRITUTERE:
1. §MF <ICAROOT>/config X#HEHITH wfclient.ini Xt
2. %% [WFClient] B2 HI8BUTRE:!

AllowAudiolnput=True
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} =r

AR

7 AllowAudioInput BHiERNERERT UDP S5t TCP &,

UsB

USB XHAFAFEEZIEMSEI 5 KE8 USB g&#1TRXE. AFALUE USB iR&BARITEN, AF%R
EREERAEHEMKE. TATZEERN USB IREEENFIREDE. BB, PDAL fTEINL. B MP3 &
Mas. R2REMFRITEN.

USB EE@ERERA Citrix Virtual Apps 7.6 (E=Hkg4s) 3 Citrix Virtual Desktops. Citrix Virtual Apps &
SRINABEFMEIZEHT USB EEM, HEBSERHEET fEZHEMEE. BXIFMER, B8 Citrix Virtual
Apps 7.6 X134,

HESMEBBERIER /i LAN IREiE s USB B g% (FIINNSESGI. £RX. HERMEN) FHENSE
Thig, B, BEFERT, MMESMIMEZEEINEEDEIMER.

Citrix Virtual Apps and Desktops £iEE#XFUTEREMNIEE, ELAMER USB
. BB

. BiF
- Wik

- Bl

- RABEH

AE:
TR USBi&& (g0, Bloomberg $22&40 3D Bix) EREAER USB i, BXxAEHMER USB i&&HE

EREIMNIER, H5H
CTX119722,

BINERT, FEZFFLREM USB i&&:@" Citrix Virtual Apps and Desktops #1TinigiEE, fli0, AP A8
BIEEE USB iEETIRSIRM NIC, Xt NIC #HTIZRERRTEEMN. BIMERT, RZ#HE Citrix Virtual Apps
and Desktops 2iEHEALTHEEM USB i&&:

- BFEHCES

« &R NIC

« USB &£435
EFEHA AT ZEEEN USB IREMBIATIER, E4RIE SICAROOT/ XH¥kHM usb. conf Xff. BXIFMAESR,
EBR “EMALHTIREEEN USB 8& IR,

Ea¥% USB & &REEEIEIMERT, BEEM USB REMN, FXFEMEL, B2 Citrix Virtual Apps and
Desktops 324,
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USB 375 TFRIE

RPN USB ig&EfE, RERRE USB REEMZIREHITRE, RAW, WESREEEREEMNSEE. MRAIAE
BRIELERILIRE, NREEIREPER.

NFETREEEEXSEANRE, HAFPEAN USBIRER, ZEcBMNEEREENRE. EPKEES USB i&
EAREERERRRET.

PMRIFEEFEARKEEEERN, TUAFEAN USB EEURITEEMNRIEEOSLTREE R,

RBEEMEES

4 USB REFEFMERENEBENTMKEN, MRABFPNASENKENER, WIBPEMERN, ZREFIEE
BEENKHEH. BRIEAFEFHREESSECMIENRE, AR UIEEMERGBRHERBNIZIZE.

== .
AR

NBEBAREEHEESBENCEENERZESF USB ABREEMHIZER Linux TEs, Citrix Workspace
M ARFEREZZILE. HEERITA— MUK Linux XX, Eib, Citrix BIERLEERF &
&, FHEINER: Browse removable media when inserted (AR EIFEENR). EET Debian #9
%&h, BFEA Debian 2@ ER U T ETRAITIZ(E: Desktop (M) > Preferences (&i£)
> Removable Drives and Media (AI#zhiRzha8fT &) . 7 Storage (1fi%) &+ 89 Removable
Storage (A#mhiEfiE) T, BUHEH Browse removable media when inserted (G&NBEAIZEIN
) E3RAE,

SHFEFIR USBIREEER, EEEUT/ LR,
&E:

o N2 Client USB device redirection (FFix USB ISR ETEM) IRESBEREITH, KABEEMHEIGEE
£/ USB i&&#H1TER, BMMERFIHIREIZ3METEFT A B2 It
o ZNAEFEAZIE USBIEEMNESREEEMA.

USB %
#AIA USB SRBEFMM AP ERELLT USB 1R& !
« B (£01)
BiEZRN. HESE. B MIDI =528,
o ¥EEEO (X05)
XEIRES HID 2%, EREREXHBASRE, SFENERFENBUT. TS TaMHERBERINTE.
o FRIEEGLE (£ 06)
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SIELEIENAAEN BEANZ R EEGLIEE, ZRERE R ERINY (PTP) REAER NN (MTP)
RBEGERETENRE MM BTEATERETAABTEFMERE. FEATLEIEY BB RMITRXBE
BERENAERRRE—%,

MFRENETAARBREEMERE, WNERTFIRIREEERY, MAFE USB .
o FTENHL (R 07)

BAFLATENERHNERFENY CEff), BRASHITINERNESELXR, SIEEITENNTEREERN
BELABIREGIRE. AXBEMERT, TENTREBEERITEINE, ARNECETREREME, Fl, &
IEER IR,

FTENHLEEE2E USB XHFHER TRl LUER TR
. KBEHME (3£08)

RENNABTEFMHIEER USB IERHHR, HitASSEM#IgEEIE USB SMEERIRENE. CD/DVD IKap
22 SD/MMC ki%+28, WEHENBEFMINENEESUREATEFMED, SIEEEBRE. HBENMN
Fil. BHAIFHREE:

. 01 BRNINERE
« 02 #2749 CD/DVD 8% (ATAPI/MMC-2)
. 03 BEMEEHIRE (QIC-157)
. 04 SR EYIRAIRENEE (UF)
. 05 HMEMHAIRENSE (SFF-8070i)
. 06 XEBHERA SCSI ML THNAB BIEFIEEE
EEERT, TUBIE P BRI AR BEMEEE, Eit USB HHTRUEN.

BE: KRFEMN, BLEREaEAMERENASEFHENREE. FREZRETFEIATEAKRBTERMHR
& (BEEFHIEHRRGEE USB X5 ML SER, EFEILRE, FJLUBRSSHEENELEXGFBEBIER
IR RN 2R BRATIE T,

« ABZR2M (£0d)
RER2MRETUNERRABTRE, BEATRIFTFIRBFRNER, LEOEHRIPESE,
o PABETRE (K06
XEREEIEMERRS. ORENR. T2, ARRNSNHEEHFOAETREIRE.
- NARFHEMENESE (L fe 1 ff)
LGS ERRNEFENNSEARR USB BRESIRERNNYN, XLREBEETARNEHE M),

USB ig& %

#AIA USB SREEMMIELERZLIT USB 18&£:
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« @5 CDC #z#I (202 %0 0a)

BIERIREEE. ISDN EECes. WAEEces U —EBiEfE a2,

#AIA USB SREEF AVFERXEIRE, AAHPN—MREAIRMS ENRE B S0EE,
o AMFEEFHEORE (£03)

BESHEANALIEE, BENAGRFEDRE (HID) 845 B, Bin. 15L&, BFIR. SR8, Y
EHIEE. FHEAERThEE.

F3% 01 XAFN5IFE0O%, AIHREMNERER.

BRIARY USB KBS A FEER USB 884/ (3£ 03, 7301, #hiX 1) =X USB Bir (203, F2 01, i 2), 1t
RBERRANEERE USB 28, REIREMBALEBHTHIANGE, HRERIENREN, BEF
M ERITEERAXERE.

« USB ££628 (%£09)
USB 4B A PRI &EEET AT BN, TRTEHRXERE,

« BBk (X 0b)
BREFRFHREEFEMIE R PR FRNEMRIEEFERE, UREFBRANERFEFRSHE USB .
I LRS- RIZIBE RTINS sk F28, MAFE USB X%

« WA (3 Oe)

MRS B4E A F R IRASASASTAE XM B0IR T, BIIMBRGEN. BTN, RPSALIRER . LB
HER, UR—EXFEIRB DN,

BIMERT, HDX RealTime R BEHMIAELE FI IR HHAERMZIREAIEEE.
o TEEHEE (3 e0)
BETMRRSHTLITHIZE, FINBREHTHISRMIES.
HAh—Lei 2 el aE IR MR BRI AR, HEERXEIIINEIRE (FINBEFREFEF BT .
#RIN USB SRESF AVFIERX LIRS, B, FJREFEEERTRMIARE USB IHERMNRNFHIZE.,

USB ig&7%I%&

TR AEH elinfE &2 KR EY USB IRERERE. BEHERE, 157 SICAROOT/ RéRIEAFIRE LM usb. conf
X R IARN TR,

BEMYIR, FJLURIHBREEAN, UAWSELRACTEFFAAREER USB i8E, BEGETIME IR
M= HIRARSS B3R AR &, ARS8/ ERMNITFIER XS EPILIRE,

EERIRENNAERIARBEE T

DENY: class=09 # Hub devices
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DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # R2[EIR: AWFEHMISE

USB ZRESF RN

B BRI, 55058 USB Web ihs E1RMA9 “USB Class Codes” (USB ZJIMREE), Zib=pImits
http://www.usb.org/. BFi&& L usb.conf XHHRISREEMNRABIERA: {ALLOW:|DENY:} GR—4AETF
LU RgERNREAR:

i WiEA

VID REWRTFPRMRR ID

REL REHRTIPBIRRZS D

PID RERERTT P~ D

ES IREHAR TR AR TP RYSE
F*E IRE R R R T PR F2E
|| IR AR R O HR T PRI Y

BZRBEANEY, NIEFATEM:

s MMAXD KNG,

o MUKEFIREHHE # SINHANEER, REEBNEFNRY, BaBBRET.

o TRARTHNAERITSEZE,

o AEDRANSIRERZE, BREEINERFIAMRFPE. F90, Deny: Class=08 SubClass=05 8—%
BN ; Deny: Class=0 8 Sub Class=05 2—& XN,

o MRERAERTERIEER =, Flm, VID=1230,

ANt
TENTRFIETRTHAFIEEL usb. conf XEN—MED. EXRMXLENN, ARSE EATEFEER—AMRN,
ALLOW: VID=1230 PID=0007 \## ANOther Industries, ANOther Flash Drive

DENY: Class=08 SubClass=05 \## Mass Storage Devices
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DENY: Class=0D \## ALl Security Devices

BEE
FREHEEERAT, BUUEREN @A EGZEZEN USB &M AN, E&THAFIE& LR SICAROOT/
config/module.ini X## WfClient 25, RINTFARIZE DesktopApplianceMode = Boolean,

TRUE NFEMANER USB %%, MIRFEIRSE (EH
xR SAFIRE (REEMNEEXH) £ USB HRigH
BEEMNERZIRE, WXRERBH.

FALSE FREEER USB ig&.

RILE RGN

BIAMER T, HDX RealTime MABRGEHASAEIE A IRIERIEME RGN LR, BERLEBERT, BAESERARE
F3 USB ZiFThEEEEME RGN, EEA USB ZnEEMERSGI, E2A HDX RealTime B BENMIAEL,

ML RGN EEM
TEHRXTFMRERGEINEEERLRER:
« MEBGEHIEEBDF—ES RTME %%,

o MERENEEEERT 32 (iIf1 64 (I AERF. g0, Skype. GoToMeeting, &R 32 fiik 64 ALl
REVISIENRBGINEEB. Fi www.webcamtests.com

o MEBRGYHBENBERFRSER, 10, & Skype EEFERAMEEREGNIEITHEEBS GoToMeeting BY, &
IBH Skype MM REEIS GoToMeeting &1,

EAT 64 UNAEFINERENNEER (FRATLR)

Bhiz 21112, 64 (INARERFFMERENEER.

o GStreamer tEZRARZS 0.1.X T 1.X, BEAEEBURFRARLEN HFIRES,
« ICAClient RAsETF 2106 (MIRFEAMZE GStreamer 1.X)
+ Gstreamer HRZAFIEH:

- gstreamerl.0-plugins-base
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- gstreamerl.0-plugins-bad

gstreamerl.0-plugins-good

gstreamerl.0-plugins-ugly

gstreamerl.0-vaapi plugin#l libvaE
X264

AR

GStreamer {EHFHMRANINS GStreamer EZRMMRA—E, Fla0, WRLE Gstreamer 1.2.4,, NFE
Gstreamer 1.X 3@HHFBIRRASEAIA 1.2.4,

ML RGN EEDRE
BITUTEE, 7EAT Linux 89 Citrix Workspace RZA1ER _EH) 64 (I AiEF SUEMECEMK RGN EE R

1=}
Eo

anp

#$I2 1: IKiF iCaClient FEIE +

% AllowAudioInput EIREAR True LBAMKREIEERINGE. BRIAMERT, ETE ICACLient WRE
HAEH& B A True,

MR AllowAudioInput EIEEN False, BHITUTIRIELUBANEZBGIEERDRE:
1. S35 SHOME/.ICAClient/wfclient.ini B&1%.
2. ¥ AllowAudioInput EIREN True,

AllowAudiolnput=True

$IE 2: 1IF Theora 4RiZ2REE

Ih&E ICAClient 3§ AllowAudioInput fEIZEN True fa, BIMERTREE Theora fRiZ8s, LR
REETHREmIDES, HEEEZIEREN. B2, 4Bz VDA £1 32 i AiERF.

ERITIUTZIELUIRIE Theora RIBREE X #F 32 LN AERF:

1. 72 VDA k%% Firefox 32 fiL,
2. ifiAl webcam test (RISRIRGEHINIRE) Ihm.

Theora #rig 88 R #5@E M VDA £ 64 U AREFHNERENEERINEE. BE H264 HIIB[EMUZFER
VDA ERY 64 Ul AIEFHIMEREN EE RIIEE.

H 3. EE H264 HFides
H264 {mi32sz+E M VDA L8 64 (N FARFHNEBENEEBIIE. EEMA H264 i, SIMITUTERE:

1. % SHOME/.ICAClient/wfclient.ini B&1Z,
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2. ¥ HDXH264InputEnabled {EI&EH True,
HDXH264InputEnabled=True
ERITUTRELURIE H264 R38R E 21T 64 (I AERF:

1. 72 VDA k%% Firefox 64 fil.
2. ipiE webcam test (MIRENNNER) 365,

SR 4 BIERFKHI
ECE H264 wiSee/E, MRMBRENEERINETRZRF VDA L0 64 (INAER, BRIERSKBI,

A 64 N BAREFENMEEGINEEMINERETF GStreamer 128, ICAClient {#H GStreamer HEZRARZS
0.1.x 8 1.X, BEREURTFIEM RSP LEER YaThRZN,

$1% 4.1: 1 ICAClient iRz
IIE ICAClient lREREET 2106, LIBHEMFERMNE GStreamer 1.X. FHARAR ICACLient AJgERKK,
BHITUTHBREIE ICACLient IREZREETFTEHNRAPREN GStreamer 1EL:

1. FTF&R.

2. &zl /Jopt/Citrix/ICAClient/util 8&%Z,

3. BITUT®HS:
1s -alh

<!--NeedCopy-->

4. B3 gst_read symlink @&##E&S| gst_readl.03 gst_read0.l., ATEFR:

won
o X =

A X
A e A e el N el S =

=
—
5
5
- |
-
1
5
2

2021
10:50

202

-

=
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WA LTE uti 1 BRPIETT hdxcheck. sh A, HIIESIH GStreamer AFIMAIERS 5L,

Citrix BiWEASFHET 2106 B ICACLient lRAUK GStreamer 1.X,

$I1% 4.2: 15F Gstreamer R AFEM
BT GStreamer 1.X 1EZRSN, ERAMREL T HEHEH:

* Gstreamerl.0-plugins-base
* Gstreamerl.0-plugins-bad
* Gstreamerl.0-plugins-good
* Gstreamerl.0-plugins-ugly
* Gstreamerl.0-vaapi plugin
« ibva library

e X264 library

BXREFRpLuginsHFMERE, BB GStreamer L5/,
AR

GStreamer {GEHFBIMRANINS GStreamer HEZRIMRA—E, a0, tNRZE Gstreamerl.2.4, NIFFE
Gstreamerl. x fiEFAIRRASER A0 1.2.4,

BHETUTHSUESE GStreamer EZEM Y ETHRES:

gst-inspect-1.0 --gst-version
<!--NeedCopy-->

BXWERRNER, FSRSERRRED RBIM &R &

Xcapture

Citrix Workspace AEFRH B8O E— M EEMEF N ARERF xcapture, LN AREFOIHEAFERSR/HEERS
X RE EFRFFE ICCCM #5EM X Window R FBERF Z B3R B 8. B 8 LUER xcapture ST TIIE:

s BRWEERREXE, HEAFRERE (BFEFHS ICCCM AENNARER) 5E&EEEOPBITHNEE
2B EFIXERE,
o EEEREOS X BRARIFSEARER xmag 5 xv ZBIEHEfZ

BMEHLITEE Xxcapture, ERITUTRE:

ESSIRTEOPRAN /opt/Citrix/ICAClient/util/xcapture, #A/G#% Enter & (H /opt/Citrix/I-
CAClient 2 Citrix Workspace MBEFHNLZERR),

EMNBRREKEESN], FHRITUATIRE:
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1. 7£ xcapture 3+iFiEd, %% From screen (MFE). HIFEERN+F4%,
2. NATFES P TIEE:
+ Selectawindow (&#FE—1&EO). BAMBHIEBESFHNEO LS, AERERITHR.
+ Selectaregion (G£EBR—MXIE). RERIGLRE, FERNEDNITLUERESHINXIH,
+ Cancel the selection (BUE%#). BERITAR. REBMPRIALRIEDRE, RHEARNUIUE
TG priEe N
3. 7£ xcapture 3$iEiEH, 2E ToICA (2| I1CA), xcapture IRHMEEELETK, REEELEER.
4. BRTERE, ENEEE OB AERFPERERAMILGT S,

EM xv EFEIERTOFNNAER, BRITUTERE:

1. M xv REFIEREES.

2. 1E xcapture SHEEH, 2dE From XV (M ICA), ZAE&8E ToXV (B 1CA), xcapture RN ERELET
%, RREELEES,

3. BRRE, ENEES OB BERFPERENNELG .

BENERFOFHINBREFERZ XV, BRITUTERE:

1. NEEEOPHNNARRFEFIERNES.

2. 7£ xcapture XHiEER, 2 From ICA (M XV), AiFEE ToXV (FI ICA). xcapture IHMEIEZELET
, RREELEES.

3. BMREGE, BESRMEE xv H.

FEAR
ST B R

Lai, Citrix Workspace MRS ER—TEL&N IR, HRGSXANEAETRHER, Eit, RERIIFITHME.

M7 2112 2, AFEBSRIEXANEREERL. Bit, ERIUEMMEXEPRIIATHUE. FIAERT, It
ThEER TR AT,

NEFM:
* IR .ICAClient BEFETHAAFNEN4EH:
filp% AL1_Regions.ini X
xE,
BRY AL1_Regions.ini X, &7 [Virtual Channels\Thinwire Graphics] Z5HR RN TT:
InvertCursorEnabled=
InvertCursorRefreshRate=

InvertCursorMode=
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MR .ICACLient XHFAREE, NER Citrix Workspace NBZFHEHMRE, AXMERT, BERGEENE
NGB,
EEALThEE, BERITUATRIE:
1. Sfi% SHOME/.ICAClient/wfclient.ini EEEXH,
2. %32 [Thinwire3.0] 2 HIREUTEE:
InvertCursorEnabled=True
AR

% Citrix Studio HE RS RIS HITEHEFRMNEIRE N Do not use video codec B, HiFA
=R,

BT
B ERAT

ABXY BARSHFHR M T AT LB A NMIFLI 5 RBR BRI ERNED, FEAEXN RARRAMIFLX RARRNBI N A
EFEERALIhEE.

AR

LteTh8EMXE Citrix Virtual Apps 3§ Citrix Virtual Desktops 7.8 (S{E&h4s) LEITHSIERTAIAH. BRiAE
M, ERLTERRS.

ESALThEE, ERITUTRE:
EXHSHOME/ . ICAClient/wfclient.ini B [WFClient] #4%, &M% E RelativeMouse=1,

P BB AILINEE, ERRSHEARES), EECFHEE. AXEABEYBRIRIIEIIFAEE, BERAEEEXN BT
E&k 7.

ERUEILTNEE, BRITUTIRME:
A Ctrl/F12,

BRLLIIEERE, BREA Crl/F12 eIRSBIEHUBES T A HRY . ERAEXN RN, FAEFRSESEFHETHI
B

BFALLINEE, BHRITUTRE:
A Ctrl-Shift/F12.

RFEOREERN, BEXH IR,

EIEAEX RAME

o, EEES RelativeMouse SR LT E:
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+ RelativeMouse=2 E&IEFE ORGHE R B AIINEEH B EHE,

+ RelativeMouse=3 a2 B . BUEHRIFILINAEL FRIERTS,

« RelativeMouse=4 EFif RAMETH IR 2R B AR AILIEE. IWRRERTRE— AP BRI
[ 27 SR B 502 B AR AT,

EENRERS, AN TARIRE:

+ RelativemouseOnChar=F11
+ RelativeMouseOnShift=Shift
+ RelativemouseOffChar=F11
« RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar 195z %8 {E7E Citrix Workspace M BEZFREMHH
config/module.ini 3x## [Hotkey Keys] F%Ii. RelativeMouseOnShift 71 RelativeMouseOffShift #J
HEIRBBFERNENE, & [Hotkey Shift States] kFFit,

Sy
BETH
£ Eig Ctrl+Alt+Delete B4H 45

1. MEMARAESBEEZEENEE L Ctri+Alt+Delete A&,
2. EHEMNEREXHR WFClient #8535, B & UseCtrlAltEnd:
o True £5R Ctrl+Alt+End &35 Ctrl+Alt+Delete A& & #FTIE R Ho
+ False (BAiAIgE) F Ctrl+Alt+Enter &3 Ctrl+Alt+Delete A& EEEITIERE.

BRAEEM
EEFmELEA USB EEMEE Bloomberg v4 24 :
B, #%JitE Domain Delivery Controller (DDC) &8 iz,
1. &# Bloomberg ®#&# vid # pid. #I30, 7£ Debian 1 Ubuntu FiEfTUTa<:
lsusb
2. %% SICAROOT #4148 usb.conf xf+,
3. 7£ usb.conf XHHHRMUU TR E UAFT Bloomberg ###17 USB EE®, REREZXH.
ALLOW: vid=1188 pid=9545
4. EFRHEFH LN ctxusbd FIFfEF. BI0, 7£ Debian 1 Ubuntu FiEfTUAFa<:
systemctl restart ctxusbd

5. BHEFHRIE. BRAREREAN Bloomberg v4 BRRNSIFAEER, UEHITEEM,
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EEMEER
EIhEERFEE S 2IE®A Bloomberg v4 #&1EO, WWIHERRM T EFMBRERIERRIEERRENEES, BiEN
MEEORRS IO ESEOGUI—HEEM TR 21E,
AL Bloomberg B EEM, M TFFAR:
 EIi®BA USB EEM
 BIEA USB EEMUNIEZFEIEMRZ R
AR
BIAERT, LhInEEST x86 1 x64 F&EM, 3 ARMHF F&%A,
ERALIIRE, BHITUUTRE:
1. BRI TAIRAE config/All_Regions.ini XfF5# BloombergRedirection 643
BloombergRedirection=true
2. JTRAEEMPRRNFAES R,
HRLtkThEE:
1. 448 config/all_regions.ini 3x#+=# BloombergRedirection %43,
2. ¥ BloombergRedirection {&i& &% false,
BloombergRedirection=false
3. WITRAEEMPFRRNFAES R,
AR

BiZERE S false B EEE R REIRANE FIRFHIATA, BAMEROBEEHIEIRIE.

HEBABEED
ERTNHEABEERH Chromium i AFXEZR (CEF)

£ 1912 iz aipIkR A, BCR EAET WebkitGTK+ WEMRENAS., BR, EEF KL, FEMENR. B
W7 1912 &2, BCR EAETF CEFWEM, thIhaeFET BCRWAF ALK, ©EBTRNEERERL. NELENE

R ERENH i <o
Bhi4s 2106 2, &F CEF N SBERNBTEEMTEREMR. ARINERTEBIZIIEE.

MBEE, T LT SICAROOT/cef/libffmpeg.so & 12 ¥ Workspace [ A #2 & 3% 4 € o 2 it 59
libffmpeg.so XHBANEEFAEREILBNEEH Libffmpeg. soo

} =r

AR

ARMHF &R #5IthIhEE,
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BRETF CEF 89 BCR
ZEBAET CEF 89 BCR, BHATULTEE:

. Bf13 $ICAROOT/config/All_Regions.ini xX#, He, SICAROOT 2 Citrix Workspace R f
EFHNEBIALEER.

2. ZE [Client Engine\WebPageRedirection] HRHIRBEUTERE:
UseCefBrowser=True
Ex0a)E:

o« #£~/.ICAClient/Al1l_Regions.ini #¥ UseCefBrowser EMHEERN true B, BB, BxXH§H
iE IME SlRE £ R AFEEHR T E, BE4 SaaS 5 Citrix AR e s S AR, EATF Linux By Citrix
Workspace MAEFALZFHRIE. FXM#HIE IME,

o YEEREAET CEF 89 BCR B8 Web TEEE MY, AIEESKEIRIIERHEIR. tiRBEIMAE Citrix
Workspace [z f#2FhR4s 2106 RE=ARAH,
ARG % EEBPETUTHSUBEEZIEBEAE nssdb #:

certutil -A -n ”badssl.cer” -t ”C,,” -d ~/.pki/nssdb -i ~/
Downloads/badssl.cer
<!--NeedCopy—-->

B LHHNSHIT:

-A - EEIBERRIIER,

-n - IERHNEMT. BRI ANAR, BAFHIMIER.

?badssl.cer” - M badssl.com i 5 S HABERNZFF,

- -t ”C,,”--t &R TRUSTARGS, C % CAiEH, BXFMM=E, 1H8F Google i,
-d ~/.pki/nssdb - $#iBEMNMLE.

- - - REEAXH, WEBATRMER 4B &,

AX BCRHEE, &2 Citrix Virtual Apps and Desktops SCHRIRYHI S 23 A A E E Ho

B EERE

AEFNE HDX Broadcast BohEFimEEEREDNRE, Citrix B &5 1kThaE5 HDX Broadcast &iErI &2 ThAELS
&R,

HATRETRE. MEEREHULTEFELTZRENESCEZRERE, ARAIESMNERIENFER. #d HDX
Broadcast BEhE P IHEHIEZINAE, EAT Linux 89 Citrix Workspace M A2 F A LU SIE R E SNF R,
FHEMEAFPEMEREIZEINSIE,

ERSHR EERLIEES, BREZEFoh#TEMEZTSLETIE, Citrix Workspace 2 a2 EMMEEIRIE,
FIEMEERIIHERAFPICEENERS AL, MREEHITAF MR, WEBHEMEEIETRRAARE
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T TEREENEE. MRAPRETHMBENARERF, WASHTEMENER. AP JEEMERIERTE
BERRiE.

BHAERT, EATF Linux 89 Citrix Workspace i AIZFEER 30 WBEXEMEEMANRIE, XENEMEE
SHEHIT=R,

&t AccessGateway &Y, ACR ReJf. EFLEMEERR, BESHERSSENEF G EBRAKIEIEMINEE,
£ AccessGateway L#{TERE.

B xEE HDX Broadcast BEhEFIREMEREMIREE, ESA Citrix Virtual Apps and Desktops X#%.

FEFN4E HDX Broadcast &iERTEeEINEE, ZTHAEELAL TR ARS.

[BF HDX Broadcast 21ERI M INAES, MRS5EAXHNNAER ZENEEHET, BRINHTHEEDIZNEERFR
B I, TLAFEHENEEN B CNERFRSE, MACIHRTEES K, FIEMREER. F
HAie), BEMEMP AR, REKHMRE, AENAEFBET RS, ENEIERN, XEXEREREN
REFH,

W, EAUESEAIEETENEIREAENZ K. FIALERINE, IFEORRKE, HEETHSEETRHT
TREHERE R 2 BIB9RI R E],

R

BILUEAEMERE Ul BERELF KRR EA T RESISENRERE. BINERT, WERERN 80, RKXET
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BEEET 100 (RZEFAEN), AIUKBERIMEREN O (R2ETERR).
VEMWEFTERE, FIHENESRER. BRAURESKEH#ITRE,
Bhizs 2109 2, REAEEERERALTERRS.
BERIERINEE, BRITUTERE:

1. EM%l /opt/Citrix/ICACLlient/config/module.ini BBEXH.
2. 72 [WFClient] &9, EHUTIRE:

SRNotification=False
AR
3% Citrix Virtual Desktops szt IhEE,

REBMEFHEMERNSIETEMNN, NREMERDE, FTEEDERMNTHIT. ETREEFERR
Y ESMBERENEE, TREKEE 25 WIERQNERDE. ARRE—RIEENNE RHAMERN 180 1) k=
HENER, IRFEFTEMIETEAENER, BoFF REMERIERRZAERER,

MR EAT HDX Broadcast 2iErIEE1E, NATRIEBEEMNIGARORKH 1494 T 2598,
Citrix Workspace FAF B S LRSS 281& B
HE:

HDX Broadcast A EE (FRHEKILE) ERSE LEAS—TIhEE, ELERAMXMN, ZR@AMX
iR B2 BE HDX Broadcast £iErI 24 TRk,

FERSIET SRR
SIE EMEERRRCERERSIE SN,
SIEFEHBNREIGENIAER 1807 B o), WIRFE, TTUEKSEFIEEFEXIERFITARESHE, &
FARRTEEIHITE DI,
7N
MRIEKSIFEFRFFITARSHNEKE, SRR MNHAZHE SIS, XMERATRESERERNN
AR eesihnZ=iE,

EARETEMEEERIKRO 2598, KRIEEERERIETREMROSERIREFREXNKAS,
BXEEREIRMERBNER, BEASEIFERKLE,

=z

AR

SIEATEMRAERS S IER. BRI, BRERS [ EEERR,
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ZIRIKIERE

Citrix Workspace I ARRFRE T SR, AESSHNERKAAFPIFEFRHSEAF KR, ERIRENAER
MREEY, XLERARTTLUURARF KR, 0T

« HDX MediaStream Windows Media EE &
« HDX MediaStream Flash EE®

« HDX RealTime MZIBENINIAESE

« H.264

=

AR

Citrix %#¥ RTOP 5/ GStreamer 0.1 K& Linux 89 Citrix Workspace FZFT2F 1901 RE = A4

H17,

HDX MediaStream Windows Media EE& A

M Linux BPIR&EISRNEM Windows S E ERBZBEHFNBEREELSH 5=, HDX MediaStream
Windows Media EE @A LU AH mERIEH, Windows Media EEEIRM T —FEAFIEEMIERS S HBK
EARIEITRSSCHFBINE] . FEit, BRET BREBEEXHHNTRER,

Windows Media EEmARAED Windows =@ Eiz17H Windows Media Player U R EAIBRESMERE, It
Iheer iz L s, EhaiE:

« BRTHER (ASF)

. BEEEGRERA (MPEG)
o BRI (AVI)

« MPEG &57% 3 & (MP3)
« WAV EEXH

Citrix Workspace MAEFTEEE T XA RE MediaStreamingConfig.tbl, AT Windows $E R &
130 GUID 34 GStreamer ATLUERAR MIME 388!, AT EMILIRIRR UITUTIRIE:

o BRI Z AIRA A ZIFHRAT 528/ X8 o

o PRIE7FTERRRRY GUID LGRFIEIREARSS 851 2 Mo

« @A MIME ZFERFMNESSE, UAIFEIERR GStreamer SHARRIE R,
o BIERMEBRTAFIRE LM GStreamer FHHNEARNGHXBNWEEXEE.

BEEF IR, BRI UATAP REERETREAEEREEAN <http:/ /> <mms://>FH <rtsp://> B
URL p9884E, miE@d Citrix RS B[BFIAMRAMEER. RSB[BOFTEAFREEOIFEFURREZFGS (B1F
B, E. Bk, SENBE) . B, RESBALEEAEELE. KIERERIRE LAESRZEAE GStreamer
o

Z35:3 HDX MediaStream Windows Media EE A, i&HITULT2E:

1. #EE GStreamer 0.10 WEMNAPI&E LRELRHE, XR— M RSEMEXIELR, BEBERT, Bk
GStreamer, RAEBRE Citrix Workspace MAB1ER, MUAFREEIZE Citrix Workspace R BiZRED
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B HNEA GStreamer,

AZE Linux RIThREBEIE GStreamer MATIM http://gstreamer.freedesktop.org T GStreamer

o

2. ERREFRHEI, BENAFRETRE BRI H LB REMEN GStreamer thilllRiGH. FILUER gst
-launch TRABFRIHEGHEEERERAMNETT. 1R gst-Taunch sTLUEK URL, MFRENIEHEBIRNHETT.
540, 3&izfT gst-launch-0.10 playbin2 uri=<http://example-source/file.wmv>#

WEMIRE S RETS E B,

3. Eig% L= Citrix Workspace L BiEFEY, MR EMFEH tarball s, &% GStreamer EIM (HFF
.deb# .rpmRHE, WFBEEETM).

FEES TP IRRINTIER KB EI

o« BINERT, BHALLINEE. ATLUER All-Regions.ini 89 Multimedia #8453 9 SpeedScreenMMACSFEN-
abled WAL IhEE, MBIFILLETIZE R False, Windows Media EE @A T EAELIE,

o BIANERT, FiE MediaStream ThEEERER GStreamer playbin2 #hile X FERE P IBIRENZ SMNUFRE
MediaStream Ih&E, BIUMEEIZHIH playbin hi¥. BFIHIRIIIAEALED Al1-Regions.ini X
2R EER S SpeedScreenMMAEnablePlaybin2 #IfERA playbin2,

« Citrix Workspace M Bi2F T AIRIBMRFIRXHSREEE S XM, i .asx H .nsc X, WEATAE,
AP RTIEE— A5 | XL 4R R MR E URL, M gst-Tlaunch AIRIEEEN URL BEEX.

XF GStreamer 1.0 H3EEEIN:

o BINBERT, GStreamer 0.10 BF HDX MediaStream Windows Media EEM. GStreamer 1.0 {X1E
GStreamer 0.10 <] HBYER,
o MBE[FA GStreamer 1.0, BEHALUUTIHA:

1. & GStreamer HHENREB R, HHNLTEMBERENELITHR. BRERAKRLEMMN GStreamer
WREARXMS. HE K RERREHN /usr/lib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,

2. EHREFEAT Linux 89 Citrix Workspace BRRFNRER R, I (root) BRPREMBINBE RN Jopt/C-
itrix/ICAClient, IEHX AP REMIRINB RN SHOME/ICAClient/platform (fitn, Eer, platform &Y
Z linuxx64), BXEMER, BBRTEMEE,

3. @i 7 GStreamer HEH B R P IEE — N S % Kk %% libgstflatstm1.0.s0: In -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0, It % B & #&
SERAMNR, Fig0, A sudo.

4. 3% gst_playl.0 B1E#EKeS: In -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play.
Lt B ETRER ERFRINR, fitn, A sudo.

NREE HDX RealTime MR G MIAELEFFEH GStreamer 1.0, &M gst_read1.0 {E/i%REX2E: |n
-sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read.

B A GStreamer 1.x
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E 1912 hkZBIB9RRAH, GStreamer 0.10 EXFHZHEAEEMHRIARE. B 1912 ki, EAILUE GStreamer
1.X BEEE AR IARRZS,

PRI

o EHAISAEY, MEMREIERAIRETAIRTHA TR,
o Y%7 ARMHF i&& L5 Citrix Workspace M ABTEFFEY, GStreamer 1.x AIBETEIRTIHATE,

L% GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html %% GStreamer 1.x &
ZORLA TR

+ Gstreamer-plugins-base
* Gstreamer-plugins-bad

* Gstreamer-plugins—-good
* Gstreamer-plugins-ugly

e Gstreamer-Tlibav

TSI 32 S

FERL Linux OS &17hR (5190 SUSE #1 openSUSE) £, RFRIREIHRAZIRBINRTIRFH GStreamer M. 1E
XMERT, THRABHERMMERE X

1. M https://gstreamer.freedesktop.org/src/ TR,
2. REAR
3. EMMEBENREERENER,.

4. BITUATF@L:

$sudo ./configure
Ssudo make

$sudo make dinstall
<!--NeedCopy-->

BAERT, £ERMZHEISXENMT /usr/local/lib/gstreamer-1.0/,
BXRHBEHRNER, BERMINHOE CTX224988,

BEcE GStreamer 1.x
EfEE GStreamer 1.x LUES Citrix Workspace FAEFESER, B shel IR TR AU TRES:
+ SIn -sf SICACLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0.
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+ SIn -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play
Hr,

« ICACLIENT_DIR - AT Linux 9 Citrix Workspace [ AR RERE,
o GST_PLUGINS_PATH - GStreamer ME# B #E. I, 7£ 64 i Debian i+t &M £, LLEEE A /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,

PR

o TERRZS 2106 ZHIMIARASHR, A GStreamer 1.15.1 HESIRAR, MERGINEEATERKK, RIETTHE
U &R,

HDX MediaStream Flash &\

@3 HDX MediaStream Flash EEm, ATLLSEI Adobe Flash ABEAFIGEAMIER, MMTEFIESHRER
HIER T A B PR S E M E R S A MR R R

1. WIEAFPREEERESTIEER. BXFAER, FEHARENR,

2. Fwfclient.ini B8 [WFClient] 249 GEBTHERFPWFAEEZ)H AT1L\\_Regions.ini 8 [Client
Engine\Application Launching] &4 GERTFHREFMEFAEREF) FIMUTSE:

« HDXFlashUseFlashRemoting=Ask: Never; Always

£AFI%%&E LB A HDX MediaStream for Flash, ZRAERT, ILERBEIMT. Itit, RESmAR
ER—NMEE, WOHEEEEEEIES Flash BEN Web TTEMR L ZAS.

« HDXFlashEnableServerSideContentFetching=Disabled; Enabled

3¢ Citrix Workspace Zi2F BRI R RS BN TR, RIAMERTILELBENERA,
« HDXFlashUseServerHttpCookie=Disabled; Enabled

BRAZEZA HTTP Cookie EEM, BIAERT, LLEIRE X Disabled.
- HDXFlashEnableClientSideCaching=Disabled; Enabled

5¥ Citrix Workspace 2 FiREXH Web AABAREATFIHEFIIE. RAMERT, BERERN
[S)=)::

« HDXFlashClientCacheSize=[25-250]

B MB REAENEFPHEFHNAN LENANTENTTF 25 MB F) 250 MB ZEIMEAE, RKEX
NREIES, FRFFEFFONERE, UEEHERRT. BARLT, EREN 100,

+ HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

BT RS BIHA B IRENINAEIRINMIR A E X Citrix Workspace B BEFFERNERFSER, BHABRT,
HEIRERN
Persistent,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 94


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/system-requirements.html

BT Linux & Citrix Workspace [ Bi2F

AR XEUTERATTRERELSH:
HDXFlashEnableServerSideContentFetching &5
Enabled.

3. BAZ A Flash EF M@, 7£ /config/module.ini &, & FlashV2=0ff &2 FlashV2=0n L/EBiZ38E,

HDX RealTime R B &N NSAELE

HDX RealTime 2 7 WA B G EFFETRIBS WML IOL BRNH BT, AT REAFPEERS
HDFaces # GoToMeeting. Skype for Business Z&r BiZFFEHMALR EIREEEE,

1. BIEAPIEERTHEZSMINEEER,

2. WiFMultimedia EINBERTERA. BEREEHA, BTH SICAROOT /config/module.ini Xf¥,
SRIEHE [ICA3.0] Fo M MultiMedia 2FIREN Ono

3. B RHEEMINEEN “ERNAMEREY” N ENERRNE R RAMERETE RS MHEN.

/M HDX RealTime MRIEGHSAEL

BUAMER T, HDX RealTime MERGHAUEIE I IRIERIEMER G LR, BERLEBERT, BUESERARE
F3 USB XFpaEE M RGN BRIIIER, BIRITUTERME:

+ 2 HDX RealTime MEHREHNMIAESS
o AMERGIERE USB 3251088

1. TEABRL.ini X489 [WFClient] 289 iR TS #:
AllowAudiolnput=False
BXFAER, BBHEMIAMLE,
2. T usb.conf X, ZXHEEMTF SICAROOT /usb.conf,
3. MIBREERELITT:
DENY: class=0e # UVC (2ti\i&d HDX RealTime MEREHMIRAESR)

4. REHXAXM.

@i Citrix S AN S 221X SaaS ML SRIhRINEE

st SaaS WARRFHNRLFRRMETHAFRRIELHN SaaS KARFNSE—AF 4L, SaaS NAEFS Single
Sign-On —i2ieflt, BEERMEAURIPARNIMENERLAFARERZTERENHERENES. BREBILRP,
R LARRIESTHFE Web 3 :2F0 Web ik 52285 B9 15 1R R

iEATF Linux 89 Citrix Workspace [ B2 i@l i misHl RS ERA SaaS AR, @idiziRs, SEEAU
REERBANZIFER. £/ Single Sign-On UIRABIKE,

MR
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IIE libgtkglextl BRE A,
Mz=3Zft SaaS MAREFEBUTME:

- BEEREE - 5 TIRE. BHRMER.
+ Single Sign-on - /A Single Sign-On BMER,
o ERTAERNAEFINILEER - AN E BN BEFHITETRIRNE S,

AR

£/ Citrix Browser Engine 89 SaaS {X1f x64 #1 x86 ¥ & =%, 7£ ArmHardFloatPort (ARMHF) 7
H ERZ R

BRINMAERIBEEHEIRSERE SaaS MARFRER, BSEHIRIEHISE,

B SaaS AR5 Citrix Workspace AEFH¥AE S, ESRIEMAT Windows # Citrix Workspace [
BRRFEXEH Workspace &,

H.264

Citrix Workspace W B#EF 1 & Citrix Virtual Apps and Desktops 7 BR$5#9 H.264 &2, 3% HDX 3D Pro
B, EEXHERREERRREERINGE, ZERALTFRARS. 50F JPEG HiRIE:EMELL, LIhEEE WAN
Mg HIRME T FEM T W HNER N AEFIENR R,

REBAT R HITIRIET R ALLIIRE (UK ER JPEG HiRIGRLIEER) . B UTEREEIEHRED 28
FNATEBRSHER TEBXARER. iREETFRELECESEFEGEXFHIFX R AEERIRHER
B CPU BB,

BE:

TEE ILIhAE, E701EA Citrix Virtual Apps and Desktops M5t FmE KA EATIRIGE. NBRERTE
PURE, H.264 EEERSS ELATERIRE, B7E Citrix Workspace R BEF R AER.

BRREEER DRI

fEwfclient.ini X4, i H264Enabled i8E 5 False, MEBTRSZEANXAERER.
BXBAXAERE, FHRITUTERE:

BRFEEAREILDSSERE, Ewfclient. ini X#H¥ TextTrackingEnabled i2& 5 False,

FRENL

AIEAERTERR LR RUERE. #ARERFEFERRN XSync i JPEG HFEMNRERERMLES T,
1. WIS JPEG BT X LI,
2. 7z wfclient.ini 8 Thinwire3.0 2437, ¥ DirectDecode #1 BatchDecode i& &% True,

AR B “HAEEREE” EREA TR XSync”,
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AEIER
ERMkRAS, debug.ini M module.ini XA FEEREIER.
Bhik7Zs 2009 2, ERILEAU TRz —EERSIER:
o RITEO
« GUI
[F#, Bhk4s 2009 &£, debug.ini BEXHRM Citrix Workspace B2 RERF RS MR

HEIEREESHR Citrix Workspace ARRFEEFMAEE. KEEXNERENHRI AT IERBERE, E=FHF
RARELEAAEIER SDK (1EX Citrix Workspace RAEFF &1L SDK B9—EB R4 7E—iS) REALAS
BRI,

AL B EE B HAT AT HELE:

o ZETMIHBMEER G H AR, BERMHNEEREFILER.
o hBNENREEMBIREE.,
o IREEEER,

WMEMER root AFPMIERE Citrix Workspace MAEF, NBABIEEME /var/log/citrix/ICAClient.
log ®, &M, BHEIFEME S{ HOME } /.ICAClient/logs/ICAClient.logH,

Z % Citrix Workspace MAEFR, HoIBE—1RBHR citrixlog MWAF LAEREIZRIEE

1. EHSRTF T, EME /opt/Citrix/ICAClLient/util BR.

N

BT T < LU E BE TR,
./setlog help
I R RFE R A<,

TRIET SRR EENREREE: BERORENGSITESES, BERATR:

RIR SFRES

#r= LOG_ASSERT
SR TC_CM

EF CEF#9 BCR TC_CEFBCR

2 P i S SRS TC_CAM

B TC_CONNCENTER
EFImBERD TC_CCM

& PRI E) 28 AR TC_CDM
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&RIR

54

2 P i TENATLBREY
2 P s TENATL RS

FIK

o

EfAER
BNEYRIESS
IPC

SRR RS
PRI IREhIZEE
E4 230

FRAR ARG

MS Teams
HithE
INIRENIEF
PNA RIS
ESHAS
SRCC

SSPI &%
BHE+
BEIARSS
BEIERSY B
StorefrontLib
3L s
Thinwire
BREORE
EINEE
PAL

ul

HE%E

TC_CLIP
TC_CPM
TC_CPM
TC_FONT
TC_FRAME
TC_GA
TC_IME
TC_IPC
TC_KEY
TC_VDLIC
TC_MMVD
TC_MOU
TC_MTOP
TC_LIB
TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
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1RIR

UlDialogLibWebKit3
UlDialogLibWebKit3_ext
USB FirizR
SANIR ThAZ e

Web Eff

WinStation Xzhi2FF
Wfica

Wfica3|%

Wfica Shell

Web #BhigRF

¢

GUI

HE%E

TC_UIDW3
TC_UIDW3E
TC_CTXUSB
TC_VFM
TC_WEBKIT
TC_WD
TC_NCS
TC_WENG
TC_WFSHELL
TC_WH
TC_ZLC

RIS > RIFIRE, AN ER Citrix Workspace - EiETxHEE,

TEIRERIF IS BRH | FUTIE NS, BILAER U TE:

. B2H
. IR
R
. ¥4

AIANERT, BEERETKENEE,

BATFIUERAEHIE, FEit, RERaTsea™E&M Citrix Workspace NARFHIEEE, RUHIPERBTEN 7 EIN

fERIFARA.

EEFBNETIERESE, BHREHXH. XEEREREPHSNA.

PEAFTICREN MU Z NG BEE. 2R Citrix BEEEIXIEE,

AR

WNRMBR ICACLient. log Xff, MHMEHBENETIERARS ctxlogds

flgn, WREEBHNRRAAFTFNRERER, BEITUT

LA .
MY
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systemctl restart ctxlogd,

TEhR7s 2006 M EFRAFEAAETIER:

NREERBRMZA 2006 RERRE, BEAUTIEERAEIER:

1. FEHHEEM Linux i+8# _E%% Citrix Workspace R BiER.

2. ¥ ICAROOT HREERBENTEMNE,

a0, /opt/Citrix/ICAClient,

BINERT, TC_ALL EAFRARSLURMABERER.

3. ERERTEERNAE, BHTAATF SICAROOT By debug. ini XGHEMENRERSHRME [wfica]

B,

ANER “+7 FSHRERSE, FI9, +TC_LIB,

ERILUINRE B S AR REX.
g0, +TC_LIB|+TC_MMVD,

TRIET wica ERMEHEBNBRERELE:

1RIR

B

EUEM

WFICA (&i&EE5h)
FTED

EZIRF - WD
EZIRF - PD
EZIRFF - TD
SREEXBIXH
SRR EINIRThIZ /B IR EH
REMAIRENIZ P

& P IR E) 28 AR Y

e
=

()

OM (&fsiwR)

o
LS

i}
anp
(a7ay
7

TraceClasses &

TC_TW
TC_EUEM
TC_NCS
TC_CPM
TC_WD
TC_PD
TC_TD
TC_PROXY
TC_MMVD
TC_VD
TC_CDM
TC_CAM
TC_CCM
TC_TWI
TC_SCARDVD
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TR T ERPORR R HANRERELE:

R TraceClasses &

EEHD TC_CSM

T&RYIHT setWebHelper BIiRERSE:

TraceClasses &

#% logSwitchi&&R 1 (BA) : 0 (BEH)

f: logSwitch =1

HEHR:
R ctxlogd TFEME, WETE syslog RERERA,

BEXRNEIELEHNERNTEEMEMRNBENER, 158 Syslog iLE,

Syslog fi2&

BUANERT, FiE syslog AEERTETE /var/log/syslog . BEEHEXHHREMAM, 57 /etc/rsyslog
.conf XfH# [RULES] 8853 T4 TIT. £,

user.x —/var/log/logfile_name.log

REFBNER, REERUTHSENBL syslog BRS:

sudo service rsyslog restart

FEILANANES:
o B syslog RF A, &M syslog #i5f7&<: sudo service rsyslog restart,
 HBBRHEIESHE, B rsyslog. conf XHFLAM $RepeatedMsgReduction on,

o BEEWAE, EHEFRICETR rsyslog. conf XEFFkH $ModLoad imuxsock.so 17,

mEETIER

MNUTFLAEHERZERSER:
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o IREBIHEE: BUHAER syslog BRSS 288 rsyslog.conf SXEFHILLTAT:
$ModLoad imtcp
$InputTCPServerRun 10514
s BFIGECE: @I localhost Bt ini2iRS3 2800 IP ik, 7€ rsyslog.conf XHHRMUTT:

*.% @@localhost:10514

WEEBEXH

WA, ZARATFE Citrix Workspace ARFHIREREXHNT R, BEXHIBEFRNXGRF, EUAF
EIMARBI R BE XX o

BHitthrZsi&2, Citrix Workspace A EFSINT collectlog.py TE, BFMREIMNNGFEDUEBRES . AILUE
BHLTETZIR, ERNBEEXHAEREER. AIUMAHARS 28#1T TH.

wEEMN

« Python3
s FEFIMIZERGFERS

Bhi4s 2109 &2, T MmN, LUER collectlog.py TRKREBE M

« logcollector.ini X# - REEHEXHHIZFFMERR,
e collectlog.py Xt - WEBAEXHHEHEFRTFN cwalog_{ timestamp } .tar.gz EHEXH.

ZRNERT, [hdxteams] AHEIFEFHMEl logcollector. ini X LUkEE Microsoft Teams BAEX . 18
2, BHILURBLITEEE logcollector. ini XEHhARME AR :

1. &M% ${ HOME } /.ICAClient/logs/ICAClient.log/logcollector.ini 3Xff.
2. RIBUTREIFMUE BE XA Lt :

[component_name]

log_name1l =“log_path1”

log_name2 = “log_path2”

NREFEANRMA 2109, HBETUTIEKREREXH:
1. FHHEEM Linux i+8#_E%% Citrix Workspace A2
2. EHLTH, BMF /opt/Citrix/ICAClLient/util B

3. BITUT®<:

./collctlog.py -h

RBETRUTHLHEERGER:
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usage: collect_log [-h] [-c CONFIG] [-a ARCHIVE]optional arguments: -h,

--help show this help message and exit -c CONFIG, --config CONFIG The
logcollector.ini path & file -a ARCHIVE, --archive ARCHIVE The archive
path & file

4. RERBETUTHS:

e ./collectlog.py - ERRIARFEPNEEXERKEDEXHE, HERIAREPEERENESED
BEX .

o ./collectlog.py -c /user_specified_path/logcollector.ini-FEHEBFIEE
BEPHNREEXHFREREXHE, HERAREFREEFREFENESENBEEXXS

o ./collectlog.py —-c /user_specified_path/logcollector.ini -a/another_user_spec
/- FERAPEEREFNEEXHREHIEXS, HEAPEXNRBREFRERENEENBAETX
#,

AR
logcollector.ini B & X £ B9 2K A & & & Jopt/Citrix/ICAClient/config/
logcollector.ini. E4NBEXHHIEIAREZS /tmp.

5. Sl /tmp XHFHUE cwalog_{ timestamp } .tar.gz EFHEXHF

==

HEXHBREEXHZ N cwalog_{ timestamp } .tar.gz 9 /tmp XHFEH,

Microsoft Teams {1k

fE Citrix Virtual Apps and Desktops #1 Citrix Workspace M Bi#2F HEF L& Microsoft Teams #1771k
{£. Microsoft Teams i b2 F Microsoft Skype for Business #9 HDX RealTime ik, FEKIZE, FEi1E
Microsoft Teams L tFrEMFR A A R45Z] VDA FIiEBT Linux 89 Workspace M BEFH,

i@id Microsoft Teams fiifk, ERTF Linux 89 Citrix Workspace MBREFXIFEM. AMRREEZEINAE

AR

« Microsoft Teams £ {L{X7E x64 Linux & 1ThR £ =%

« 33 F A Dell Wyse B9EE F i, 5% A Citrix Configuration Editor 4348 /var/.config/
citrix/hdx_rtc_engine/config.json XFHNEESH, BEXFHMES, EZS1H Dell X
o

BXNAEEBRTIERMER, FKRE Microsoft Teams BB EIZE TR BFHITIEE,
BXAKERMER, 155 Microsoft Teams L ER,

BXIFMAER, EE Microsoft Teams 7441 Microsoft Teams EE [,
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3 lvm-12 Z40 libunwind-12 E&#IR

BhRZs 2111 &, A llvm-12 F7 874 libunwind-12 ERSEEHIT. BR, BRIMERT, RERBBIERAFEES
FFE, BFRBUTSBEFMEFPFHRE libunwind-12 FE:

1. TH AR,

N

BAUTTURE Llvm FHEERAXY:

wget -0 - https://apt.llvm.org/llvm-snapshot.gpg.key|sudo apt-key
add
<!--NeedCopy-->

w

- BAMTTUERE Llvm FEERYIR:

sudo vim /etc/apt/sources.list
<!--NeedCopy-->

4. HINATFAT:

deb http://apt.llvm.org/bionic/ 1llvm-toolchain-bionic-12 main
deb-src http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main
<!--NeedCopy—-->

5. BITUT&<LUEE libunwind-12 E:

sudo apt-get update
sudo apt-get install libunwind-12
<!--NeedCopy-->

BB E G5B IR

N8 Microsoft Teams 28 7 B ohie 251 4R 12 S N4, Citrix EE MBI Microsoft Teams B EEED B HY(E,
SN, BABERTREERXLEED, B2, RIAMERAT, BEHEMRET TEARS. EERFINLE, BRITUTIRE:

1. 8413 /var/.config/citrix/hdx_rtc_engine/config.json 3t
2. RBLTER:

« EnableAECE1FRRER, 0 RNZAEIFEHEK

« EnableAGC{E 1 RnEH, 0 XTEMBMLHITH

« EnableNS fE1XRTFEA, 0 RTAZEAEEIDE

© 1999-2022 Citrix Systems, Inc. All rights reserved. 104



BT Linux & Citrix Workspace [ Bi2F

& Microsoft Teams BY/RA3 28 14 AE(L B 28

HdxRtcEngine 2#kATE Citrix Workspace R Bi2F 8 WebRTC i§435|%, BT E Microsoft Teams &
EM, HdxRtcEngine.exe AFfdimAH CPU ERBHMNER Tl UAZNRER LM (45 2¥E, 7

456987 240p. 360p. 720p F11080p,

MREEEIIRF AR R A E BT B E R R R MBRED YL,

ARIRERENERESENEEERAESH

DR, REDSEDEAIUEXNES ZENNE, HAUENESSRNRSEZEINE.

NFAEEEHCHERTASPHERNIGR, TRYH T OM L.

Im M RE BRADHE M ERINE
R 1080p (1920x1080 16:9 @ 30 3
fps)
720p (1280x72016:9 @ 30 fps) 2
2 360p (640x36016:9 @ 30fps 1
5 640x480 4:3 @ 30 fps)
EEIE 240p (320x18016:9@30fpsk O
320x240 4:3 @ 30 fps)
EREREIM (4RE3) D¥ERE (190 360p), EMEIRETUTHS:
mkdir -p /var/.config/citrix/hdx_rtc_engine
vim /var/.config/citrix/hdx_rtc_engine/config.json
{
”OverridePerformance”:1
}

<!--NeedCopy-->

Microsoft Teams FIEHEIZR
ZEE A Microsoft Teams WBEEIZR, EHRITUTIRE:

1. SM& /opt/Citrix/ICAClient/debug.ini X,
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2. I TR A& [HDXTeams] 2643

[HDXTeams]

; Retail logging for HDXTeams 0/1 = disabled/enabled

HDXTeamsLogSwitch = 1

; Debug logging; , It is in decreasing order

LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel = 0
; None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

b

WebrpcLoglLevel = 0

<!--NeedCopy-->

Microsoft Teams i {LAYIERINAEE

« B Citrix Workspace R 2R8I 2101 hRiE:

- Citrix Workspace M ARFRERZFES Microsoft Teams ¥E—i#EiT8,
- Bt s R ANSINEE, HFRTFEENSMNERE,
- HTTP REXIFELSHRIE.

+ B Citrix Workspace R R#2FH 2103 hiite, BRIAERTREA VP9 MIAmEIEES,

« B Citrix Workspace R AR 2104 hfi2, BINMERTERRAEIFHERINEE. RITENERECANEDA
BNZRNXHTEIE, BRANERAEN. EEEAERRERTF K ELXMHNAERFRAEA

+ B Citrix Workspace R F#2F# 2106 Hrite:
- LEl, 2EREAEN, RABRRSHEETRNTRTRNERTRERS,

EAREF, MERENTEEERSENBZXREFET. JLUEE VDA RETBTREXAENEMR
B, EENETHELBET—NMIBIESK, EEREABHNEREERERREERER,

ELERAT, BRUMREREPEFE—RFEHITHE, Desktop Viewer ER&EOEN (RAK.
TRz B, BRAZEEL.

- WE, EBRUAREREREEEMEED,

S fin ®] \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream ¥ 6l & & A
NetworkPreference (REG_DWORD) #3EARZRI,

RIEFERELUTEZ—!
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- 1- Ethernet
- 2- Wi-Fi

- 3- Cellular
- 4- VPN

- 5- Loopback
- 6- Any

BINMBERT, WebRTC #1435 | £3555%4% 5] B RER S,
« B Citrix Workspace S BEFH 2112 fRiE:
AR
R IhEEINTE Microsoft Teams i ThEEEF/G ] A Microsoft #H b B #/E, BRI EE CTX253754
KRB A B Ao
- 1£ Microsoft Teams FiERIEHI

EARhRAS, 25EEEEZREEH, EAILUTE Microsoft Teams BiEHREIERIZHIN. RFEHING,
ERLMHZERBHITER. RIEIEMEN,

ERSHZREMETE, ERE Microsoft Teams REIMZHHIERZHIN, HERBHRINSS5EATLL
RIFHIELERIIFER,

REEHNG, BAUNHEERESHITIER. REMEMENR. TRE, SERRERIN.

PRI

ERUHRA P 5k s Eis{THZAN Microsoft Teams SEF A ix LM A A Z M a3 S@EiERE, R
BEHIBGEIARI A, A E: AP A LIS LEREUE RITHISGET,
- %#% Dynamic e911

fEAhRAH, Citrix Workspace MABREFZHoISESMFL, £ Microsoft BIREE. BELAREENE
EREHPFERN, BRMT LTI

* BLEMEEHREITEY

* BHIREAR
RELBMKRIER RS BT/ Citrix Workspace BRI YFINIE, MIE VDA £iE17H Microsoft
Teams &P i,
Ray Baum AR ERE 911 MuEMAIABEMEZXIENN AT 2N E R (PSAP), BERT
Linux 89 Citrix Workspace FZf#2R 2112 &2, EA HDX 89 Microsoft Teams f£1t#M Ray Baum
BER, BEXFIIEE, EEFBVRERARTRILAEE LLDP &,

215 NetScaler NI Ai2F AL (NSAP) EiNiEE

WARI{E SR04 ThREIR (89 NSAP EHLEETNRER 2006 RS T 2% 245, FiA HDX Insight #uiB5e £k B NSAP &
PoEEHURERESNLIX. WHERE T BT REMMERE. NSAP ESEERIALTEARS. ERERERA,
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1572 module.ini X1 VDNSAP #57& NSAP=0ff,

BXFHMESR, BB Linux Virtual Delivery Agent xx#4/#9 HDX Insight # Citrix Application Delivery
Management R332 89 HDX Insights

ZETRHRMEFAM
IR TR Z BMRIERRERRES. RIEREMEENE T8 ELET.
NEFMH:
HEIhRERZERINT -
« StoreFront v3.15 {EEHRZAS,
« IR .ICAClient BEFETHAAFNEN4FEAH:
fiip All_Regions.ini X
%
ZRE AllRegions. ini X, &7 [Client Engine\Application Launching] &5 B4 E A FRINL T
17:
SubscriptionUrl=
PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=
SaveMultiMonitorPref=

MR . ICAClient XHHEARTEE, MIETR Citrix Workspace MBREFHNE2HERE, EXMHMERT, SEREIhEEHNER
NGB,

Raf!

s HERETHE LEFORX TRII— RIEHREFRE,

ENRZEEN, ZREREARNELTEERERSE LAERMLEER.
« HERETRSE LEEREX TR — T IIEHFREFIRE,

ERmZEN, ZREREERNETRSE LEEREXTET.
« EEARKA THHEENZEHBS I ERBETZRE, ARREI2EER. ZERSRETREATER
BETRHRET. ENMRHEZREN, ZRERTIeREX TEMEETRSEET.

#E:
o ERRENIEEESE, FEHBNREEELNMN StoreFront £,
o NREERRAME T EMIEREM StoreFront BEiFMNIEESIE, NEHBREE—NRIEDERE
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FrEIENHRIER.

REMF
ESRAREGRMEE, BERITUTIRE:
1. 7£% 721 Delivery Controller (DDC) £%%t StoreFront 3.15 {ESik4 (FTFHST v3.15.0.12),

2. NTETIE FEERT Linux 89 Citrix Workspace N FBiEF 1808 S EShRAMERhRE, ABEEHRERE
&89 Linux it &M L.

3. ¥ ICAROOT IMEEBIRBERTEME,
4. 1% All_Regions.ini X#2&E%FET ACAClient X3k, NREE, BEFEMBIR.

5. 72 SICAROOT/config/All_Regions.ini 3xf+&# FEX SaveMultiMonitorPref, BiAERT, LFE
BIER “true” (RTULINRERFITFRE) . BEXHLLINEE, BFIFERIEER false,
MREEHT SaveMultiMonitorPref p9{&, MXFiME JCAClient Xk h7z#ER All_Regions.ini
X, WBAIEERCRURATREFENREXHERD, EEMIEZAEEXEUHILE SaveMultiMoni-
torPref i5E.

6. BEfTRERE.

7. 7% Desktop Viewer TE#ZFHPREREFHRBURFHINRERR. REGTARET KB, BRI,
BE “RETR N, BARBEARE, IMASELKRTEERT. REHRE, BREETER,

8. EiFFEESMIEPEH.
ENRmRIE. FEREEARNEX TEERERSE LHERMLEER.

BRRMES AR FHHR !

« BT Linux EREEREERRME, Alt, FTXHEZINERBEREEORASIENGR.
o BEZNMNEAEFAAPHENERSFRESIEEEELARAPARZT LR, FETESSHERAATTNNITA.
o BPEREIMY StoreFront #1TIE

EREES A Citrix Virtual Desktops
1. 3%4% Desktop Viewer #F & & Tk,
2. ®EEO.
3. ERNERBZEES Citrix Virtual Desktops FR. RIS ETRSTEEAYETFT—HRR,
4. 7z Citrix Virtual Desktop TE#r, #EE2R.

RERBT REIA EE,
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Workspace 55028

Citrix 3IN7T Workspace Ezh2% (WebHelper) UBHE X BN SEM N BIERF.

LUal, FEERT Linux B9 Citrix Workspace BRI HRERIR S 23 & M 21 A P 1RIE NPAPI BahB &GRS 'R
BiEF.

fERERA =R, Citrix 31 N T Workspace E&12 (WebHelper), EERBIbIN8E, 153§ StoreFront BBE R A
Workspace Baha8 &£i%iER, LM Citrix Workspace M BiEFRE,

BHhiRZs 1901 #2, Citrix Workspace BEzh2§5 StoreFront # Citrix Gateway MEZEERS. LthINEERIZEEIBED
Bz ICA stF#M Citrix Workspace M ABEF R,

HXEE StoreFront BB R, BESIMENRFONE CTX237727 Fpg Solution - 2 (@# 4% - 2) > a) Adminis-
trator configuration (a) EEHAEE).

AR

Citrix Workspace Baigs & ai{iEA 5 StoreFront MEZER. EEMBERT (40, 3@ Citrix Gateway
HEE) FTZIFZ/E6h88.

= m#H Workspace Web Ul &5

ERAE=ZHEEF HHEERMAN B ARITXERMERT Linux i Citrix Workspace R FB#2FBY, ZNEREF
ATae=lF CPU EAZKEE) 100% MESEMRL.

A7 E: REIRR Ul R

1. ERAUTa<HIBREFRI M4
rm -r ~/.ICAClient
#%| SICAROOT /config/AuthManconfig.xml 3Xff.
3. ¥ CWACapableEnabled sM&RBEEX Y false,
4. BEERT Linux 89 Citrix Workspace R RiERF. EEEI BB HRITXHMEIBS Ul,

REMERY

£/ Windows ¢ Linux VDA BY, EF %5 VDA Z EIMEEHRBRP AT EERTFIHRE LNEEREHEZEY
*ﬁo Eﬁl}\laE/R—F’ Jttljjﬁgka:**ﬁﬁ;lklu\o

WEFMG:
« 7£ Windows VDA 5/ Unicode BRI AXIFMAER, BESRMIRPONE CTX226335,
+ 7£ Linux VDA L ERzSRERBRTS . EXEMER, BEHANSHEFERD
- BEHBEFRPEH XKB lib, RF7E VDA MEFIHIEEZEBRSBERR.
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o 1 A Windows Server 2016 5 Windows Server 2019 B, & & it 3 HKEY_LOCAL_MACHINE\
Software\Citrix\ICA\Icalme FMREKEZE, FMHEIMRIMZM DisableKeyboardSync By
DWORD &, AERZEIREA 0.

EEMAILINEE, BEUTTARME module.ini .
[ICA3.0]
KeyboardSync=0n
[KeyboardSync]
DriverName = VDIME.DLL

L& module.ini X#HigE KeyboardSync=0n #7£ wfclient.ini x#+i& & KeyboardLayout=(User
Profile) B4, vdime EMREIZFHRNET G EHENRERR, HFZEEEXE VDA, YBBRERERF KR
ERRETWE, vdime ATLURGIFHIZANA VDA KiEHTERo

EEHITIEE, 3BT module.ini X% E KeyboardSync=0ff, LUXREISHRANITH. ERIRENITH
¢, %M $SHOME/.ICAClient/wfclient.ini XHZERRHF, HERIZRMIBESHMEFHEE—RLEE
VDA,

fERER

BRLLEERE, MRFJIEIEPEFRRE LNREFRAELZN, STENRETRMIFE ML ETWK,

£+3+ Windows VDA #1 Linux VDA HWEEH B XiF

pE=

TRAFABESIAN Linux BEKIFIKERZ—MEF .

Linux #£/Linux Windows Xi5i&

Linux 2&2%/F VDA % /5 B Windows $#%# ID  Linux VDA 75/3
arm = ar-SA 00000401 art
ara azerty ar-DZ 00020401 ara
at - de-AT 00000407 at
be iso- fr-BE 0000080c be
alternate
be - nl-BE 00000813 be
bg - bg-BG 00030402 bg
bg phonetic bg-BG 00040402 bg
bg bas_phonetic bg-BG 00020402 bg
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Linux $88#%5

br
by
ca
ca
ca
ca
ch
ch
cn
cz
cz
de
de
dk
ee
es
es
fi
fr
fr
gb
gb
gb
gr
hr
hu
ie

il

Linux $##/Linux
VDA 11 /5

eng
multix
fr-legacy

fr

qwerty

mac

mac

mac

extd

Windows Xi3i&
=1
pt-BR
be-BY
en-CA
fr-CA
fr-CA
fr-CA
fr-CH
de-CH
en-US
cs-CZ
cs-CZ
de-DE
de-DE
da-DK
et-EE
es—-ES
es—-ES
fi-FI
fr-FR
fr-FR
en-GB
en-GB
en-GB
el-GR
hr-HR
hu-HU
en-IE

he-IL

Windows %2 ID

00000416

00000423
00000409
00011009

00000c0c
00001009
0000100c

00000807
00000409
00000405
00010405

00000407
00000407
00000406
00000425
0000040a
0000040a
0000040b
0000040c
0000040c
00000809
00000809
00000452
00000408
0000041a

0000040e
00001809

0002040d

Linux VDA %5

br
by
ca
ca
ca
ca
ch
ch
us
cz
cz
de
de
dk
€e
es
es
fi
fr
fr
gb
gb
gb
gr
hr
hu
ie

il
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Linux ##/Linux Windows Xi5i&

Linux 82%/5 VDA % /F B Windows ##& ID Linux VDA #/3
in eng en-IN 00004009 in
iq - ar-IQ 00000401 iq
is - is-IS 0000040f is
it - it-IT 00000410 it
jp - en-US 00000409 us
jp mac en-US 00000409 us
kr = en-US 00000409 us
latam - es—MX 0000080a latam
1t - 1t-LT 00010427 1t
1t ibm 1t-LT 00000427 1t
1t std 1t-LT 00020427 1t
lv - lv-LV 00020426 lv
no - nb—NO 00000414 no
pl - pl-PL 00000415 pl
pl gqwertz pl-PL 00010415 pl
pt - pt-PT 00000816 pt
pt mac pt-PT 00000816 pt
ro std ro—RO 00010418 ro
rs - sr-Cyr1-RS 00000c1a rs
rs latin sr—-Latn-RS 0000081a rs
ru = ru—RU 00000419 ru
ru typewriter ru-RU 00010419 ru
ru mac ru—-RU 00000419 ru
se - sv-SE 0000041d se
se mac sv-SE 0000041d se
si - s1-SI 00000424 s
sk - sk-SK 0000041b sk
sk qwerty sk-SK 0001041b sk
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Linux ##/Linux Windows Xi5i&

Linux &% 5 VDA % /F B Windows ##& ID Linux VDA #/3
th - th-TH 0000041e th
th pat th-TH 0001041e th
t - tg-Cyr1-TJ 00000428 t]
tr - tr-TR 0000041f tr
tr f tr-TR 0001041f tr
tw - en-US 00000409 us
ua - uk-UA 00000422 ua
us - en-US 00000409 us
us mac en-US 00000409 us
us dvorak en-US 00010409 us
us dvorak-1 en-US 00030409 us
us dvorak-r en-US 00040409 us
us intl nl-NL 00020409 us
vn - vi-VN 0000042a vn
VDA #E%RF

VDA & RIHAERI FBNZGE A “VDA” E%/F, MALEF HNBRARIGBEINM. EXFUTREMREE: PC/XT
101, 102. 104. 105. 106,

BEARSHRIHRERR, BRITUTERME:

1. Ezh wiclient.ini 324,

2. BUFFTRER KeyboardLayout BHEMIME:
KeyboardLayout=(Server Default)
KeyboardlLayout BMMBGAEN (BPEEXM).

3. ENRHBSEUEEREN.

XFSEBIREX

Citrix Virtual Apps Services RTEEER XM, MIERFLARFRRE. LIBTALHERNS, HEATER
pnabrowse THE X fRHIX .
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Citrix Workspace R 2R EIRBIM X 4 LB EFEIRE, (RUBERBHINARERS B RAIFAIS LB KB

o RFIRGIERBHRBTHX LR
o APAELLEE Citrix Workspace M BiEFREEZXHF

g0, E4EMA Citrix Workspace MBEEFEEBE A% %HH Adobe PDF x4, #9i%%niE%0 Adobe PDF Viewer 3%
MR BERF. BRIEAATIRENNARR, SRR EEEEEMNERTRNS.

BERFIHLEEA FTA, BERITUUTRE:
1. WINEEXBRNNYAREFEWREFEREITHNNAEERF.
2. ERBERHNAEFNYIRMRS: URL, BET76H<:

.Jutil/storebrowse -1

./Jutil/storebrowse -S <StoreFront URL>
<!--NeedCopy-->

3. R TIEZIETT./util/ctx_app_bind &%

.Jutil/ctx_app_bind [-p] example_file|MIME-type published-application [

server|server-URI]

54,
.Jutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
4. WIFEERITANX 42T BB AE A inEsN23Mst (CDM),
5. WHEZXXHUERXBN N AR REITH,

R BRI BER S LB XE
Citrix Workspace [ A2 N AEERE Citrix Studio PEEERIZE.
W&
WIFERTERTIEE T FTA N ARIERS 2.
BERXHT BR5ERT Linux 89 Citrix Workspace MABRRFEXEL, BEHRITUTRE:
1. RN AERF,
2. &RH Citrix Studio,
3. EEARF LRHRITARIEEEY,

4. EFRUE,
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5. £ “G 1T (Ai%)” FEBRRM “%*” UKL S S1TIRIE, RRRE “HE .
6. ENAEF LR BITARAEZFREE.

1. RSB XE,

8. &AL Citrix Workspace M AREF 51ZNARRFEXBKNFAET BE.

9. BENAMERHMHHEE,
10. BRI LA XEPRMNTBER P i LEA FTA.

P =W

StoreFront XHFERXBEXNTUEE R “F’ BRIANERT, BEXMGHHEEXE,

#% Citrix Analytics

iEAT Linux 89 Citrix Workspace MBEFELIEN, AT ZNAREFMAFEE4NZ2ME A& Citrix
Analytics, BAE, 7 Citrix Analytics BR$S88 L AEEAE, B % Citrix Analytics Wi¥HER, ESA
Citrix Analytics,

BEAFA R RE

Citrix ICA thi)fE S8 A~ FmEibi@E [TUI VC] iz Citrix Virtual Apps and Desktops 5E#ARE 28 28
FHEIE. TUl thERITiEEZRNAF RE (U] AFES.

AT Linux By Citrix Workspace M AB#EF 35 TUI VC Thak, IthINRERI#FEBIE P iniURS 28 & iXM TUl $iRE,
FRIHATLAAE Ul BRA M. tINEER BB EERFIABINESNET. AJMTE module. ini XHHIR VDTUI
tr&: VDTUI - On/Off

BhRZA 19122, VDTUIiRERIMRERNF. Eit, SEREHNAEFNABET “EER <Application>” SHEIE,
R, BRE#HER—EER “EEEE <Application>” SHEE, ZHEEXS TR AREFEHNEE. B, NRE
HAREIRE X, “EERER <Application>” SHEEE ZMAERMNARFEON, BEERIET.

BREMEENIFMER, E2 Citrix Virtual Apps and Desktops sty Citrix ICA EHIGEE,

S IRIE

January 26, 2022

ATRMBEFHEE, B Citrix Workspace WEBER 2012 #2, (13§ Citrix Workspace M BREFHEREHI
IESEE, HEERRERLERNVABEFAGER. BISNENEFESHRIEISTE, UMELZTERAHIRIEENB N
AEEEHMNIER,
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=

AR

Lt SA 3L R INEENIE = H B PIEA,
MR
%% libsecret &,
BUABERT, LIhEe FREARS.
ERAICILSRINAE, EHRITUATIRIE:

1. HEEBEXHF: SICAROOT/config/AuthManConfig.xml,
2. ¥ AuthManLiteEnabled MEIEE N true,

Bk
EEIEAT Linux 89 Citrix Workspace N BEFHERES e, HHu@id StoreFront i=%I&EEE StoreFront
ARZ5 280

Citrix Workspace M ABiEF X5 PCSC-Lite #1 PKCS#11 IRshiZ AN HANEEEFiF8s. BIAMBERT, Citrix
Workspace FAEFMEEEF—MREMBEE opensc-pkesll.soo.

Citrix Workspace M BEF A UEIFFREMBE S Eth PKCS\ ##11 R&hiZF 2 opensc-pkcsll.so. ATLL
FRUTIEEESENuE:

1. HKEEEEXH: SICAROOT/config/AuthManConfig.xml.
2. #3177 <key>PKCSTimodule</key>, EIRehIZF I B RIMNEZRIZITH <value> TEF,
AR
MBEHNT REHIEF MBS, Citrix Workspace M BI2F 15 S#12 $SICAROOT/PKCS\
##11 BRPOERX . HE, ATUERLL ‘)7 FFLp4E3TERE,
MEREEE£/E, BRBUTTSBEHREEXHTMN SmartCardRemovalAction, LUEEE Citrix Workspace [
BREFNITA:

1. HEIEBXH: $ICAROOT/config/AuthManConfig.xml.
2. #3017 <key>SmartCardRemovalAction</key>, #¥ noaction & forcelogoff HFMEIERIZIT
B <value> jt&EH,

ZRINTHA noaction. RPITEMAFERTFENEIREURERBRES 88-RETE MRS RREVIRIE,
forcelogof f & 1ERBEMIFRE BERBTERR StoreFront FBYFRE EIBFISHE,

BREERXF

WNR1EARS28F Citrix Workspace ZAB#FFRINEATEEFR, Citrix Workspace MARRFREZHEMEREFIR
2
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AL ERFBTUTHE:

. WEEREREHWIE - % Citrix Virtual Apps BRES5551T SH T,
. EBEEMERFLE - AT IS RN B AR SR A SRR E.

BRFHENZ2MIFEHE, YTBIRARESHRIEAEE (90 TLS) #1755,
BRNEEERZSF, BRAFEUTRME:

FRFBNEL NN ARFELIAMNE PC/SC Tiink,
HEATENERFNRDERF.

# PC/SC Lite 1,

LHIEIT pcscd PR, ZiEFIRIEER PC/SC iARE fE-REVFIEH
o £ 64 IR, 64 I 32 {IkRZAH libpscslitel BB ATFTE,

an>
(37ay

A W od o

BXRERSHB LEEZ[EEFZIFNIFMESR, 1521 Citrix Virtual Apps and Desktops XXHFIIES EE+o

R R HrRIESRINAE

e

o

ke i®:ER T Citrix Workspace R FEF.
B 2112 &2, Citrix Workspace MABEFZiFHER T EaE-FiR-FaSmBNEEN BIhkE,
HBABEERN, SRR RRERSBNEFLHEPRNEER. ATURANEMNEENATRENS R, HFERNIIREX

EFM:

£ Linux PR ER% 1libpcscd &,
AR
BINERT, ETREREFARSH Linux RITHRMSMMRAT, B2, ErIREFREERL Linux RITRHNE
HAkRZs %% Tibpescd &, g0 Ubuntu 1604,

BRAIERINEE, BHITUTRME:

1. &#12l <ICAROOT>/config/module.ini Xk,
2. #% SmartCard 2%,
3. i&& DriverName= VDSCARD.DLL,

%1% & (nFactor) 53 18IE

ZESHWIIERAPRMS D BMIEBLIRGHERR, MMERTNARFNTEE. ZESHRIIFRSSHRIE
SEMXKNEERERETHEEREE.

Zs# Citrix Workspace R FEF @I/ EH 3T StoreFront LI R B B R IFMWER EMERZFIEIN, Citrix
Gateway 19 Web EREiREEE S EINIRS SO ER LY
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BEX#MM=R, 2% Citrix ADC 3xi4hsy SAML 54 38IERZ E (nFactor) S5k,

Z2BIE

January 18,2022

EHMFRENILRS Citrix Workspace AR ZEINEERS, aILUfEA Citrix Gateway FR e AREmR Citrix
Workspace [ Ri2FE#E.

AR
Citrix #i1E StoreFront lRS2E5 AR && ZiEER Citrix Gateway,

o BRASE: ROLREAAERT LURYE B ARt Ais O R SR @@, E6EA Citrix Workspace R A28,
MRELZTEARS BN ERLE [P ARG FISM Internet it (BIMIGHEIEFEHR, 5 NAT) BIRIZERAALE, N
RZECE SR,

 AIERIARSS 5o

o {GERATF Citrix Virtual Apps 288 ((REBT XenDesktop 7): SOCKS KIEREHBHL2RERSSE (LR
HEEMRIERSR. HTTPS RIERSB/REHELT LM (TLS) BENERS ). oI UFERRIERS 2R
LRI TERN R kisE, H40EE Citrix Workspace AR S5ARS 28 2 iali0iE. Citrix Workspace R F#2
325 SOCKS Mz e R,

« {XPR Citrix Virtual Apps 28&: fFH TLS X Citrix Secure Web Gateway 3¢ SSL Relay @A AR, &
#TLS1.03 1.2

Citrix Gateway

Citrix Gateway (LA#1#F Access Gateway) fRiF5 StoreFront M ARENERE. LI, BIERIEA LUFMITH
PN KEM BRI EIR,

Ei@id Citrix Gateway EEREMNBER, BHRITUTIRE:
1. EANTHEZ—EEEERRMHEM Citrix Gateway URL:

o« BEREABBRSAFPREN, RASIRTEERMKFIHEESZAN URL,
o UnEABBRSXAF RIS, aTLUEd e HE D > P > RinEimN URL
o WMRIEET storebrowse SSEILERE, BEMSTRHAN URL

Z URL I8 EMXFFENAEE CEFEMIEE):

« EE#3 Citrix Workspace AR EINE— ML ARE, EFERAMTEIN URL, Fii: https:
//gateway.company.com,
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CEERIBTENABE BEEAUTHEAMN URL H w: https://gateway.company.
com?<storename>, ItEI& URL WA NIERERR;, BNEZURLFEE= ESF
). INREET storebrowse EIZEFENABEE, TTREEEE storebrowse i< AN S5
URL,

2. AR, ERTMNAR S, BRNT2SHERIIZEARE BEMX), BXIUESENEAES, ESH
Citrix Gateway x4,

SHEIERRE, BERENSEMXBRER.

RIEARSS 28
RIBAR S 25 A T PR M M 48 A9 N BEAD 3535 1), F 4032 Citrix Workspace 2 #2F 5 Citrix Virtual Apps and
Desktops #E 2 [afEE,
Citrix Workspace #2325 SOCKS AR U TREA:
+ Citrix Secure Web Gateway flz £ E#Y Citrix SSL Relay
« Windows NT &il/msz (NTLM) B4583F,

SN ESERSRE Trusted_Regions.ini #1 Untrusted_Regions.ini Rl “Auto” (BEh). “None” ()
1 “Pad” (#E3zt) A, WNRMEM “SOCKS”. “Secure” (R£) ¢ “Script” (AiZ) HE, FEHIEXLSHURALTF
FIRAPARINE MR,

AR

BWEREMREERE, HEA TLS,

e RIEARS R

BEZRBENEARSREDNE, BRERNEBA T Windows NT Fifl/mEz (NTLM) SHKIERNSHE, RIE
XA, WEFEFEMEEREEE TN ER LY.

BE:

NTLM 3% ZE OpenSSL 1.1.1d #0 libcrypto.so FE. TERFIEE L REXLLE, XEEBEESTE Linux &
1ThR. WAILIM http://www.openssl.org/ #17 &,

Secure Web Gateway #1 SSL

ALK Citrix Workspace R B#2F 5 Citrix Secure Web Gateway iR EEF 2 (SSL) RHRSERE—iE.
Citrix Workspace [ FB#2F 3255 TLS thille TLS (fFmEZR£14) 2 SSL hNMSFinELhRA, EER T2 T¢E/)
¢ (IETF) 73528 SSL ARIRENFRESE, ¥ SSLERHR TLS, TLS @i iRERSRIMNRIE. HIBRMEM
HEREMNE, RREHEEENTS, FLASN (BEXEHRFAS) EXREA TLS REFEBHIERENRE, XL
HARTREREREAWRIENMNE, FI30 FIPS 140 (BXFR{s S EARE) . FIPS 140 @—MNEtRk,.
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Secure Web Gateway

ATUE S @R R g 4R T ER Citrix Secure Web Gateway, 3k Citrix Workspace MAEF SRS 28
BERMLLEE, NRELEREN T#A Citrix Secure Web Gateway, NAEEEE Citrix Workspace 512
o

MREREMEPHARS ] ERET Citrix Secure Web Gateway XI2, NelUEHR4#ER T A Citrix Secure
Web Gateway {1, Ex¥4HEE, E21 Citrix Virtual Apps (Citrix Secure Web Gateway) i,

MREAPLER, Citrix Secure Web Gateway RS 2EHEEF— MR, HEMMEZE Citrix Workspace MF
EFAREfER:

« Citrix Secure Web Gateway fR$3 28352 REMESE (FQDN),
« Citrix Secure Web Gateway RS 28105, Citrix Secure Web Gateway 2.0 Az #rpdkigE=,

FQDN %I AT = MARER 7

o ENA
o HhiEs
o TRERI

flgn: my_computer.my_company.com 2—- FQDN, EREKXFIHENE (my_computer). =gz
(my_company) fTAZkiE (com). FEHFITNRILME S (my_company.com) #Aif&.

SSL Relay

BUAERT, Citrix SSL Relay £/ Citrix Virtual Apps fR5528 £# TCP im0 443 i#17 TLS R£3&f=. SSL Relay
WE TLS &Y, SBREHIERREEERZIRSS.

YNRHK SSL Relay EEE Jfiinfr 443 LUSMYEMIEO, AT ZIFFREMITHOSIEEL Citrix Workspace R
FFo

ATLUER Citrix SSL Relay REEUTER THEERZS:
- HEBAT TLSHAFEESKRSEZIE
BXEEMMEA SSL Relay RBRRER LSS, BB Citrix Virtual Apps x4,

TLS

HT, IR TLS lrA7m 1.0, XFNES TLS kAN 1.2, Bhz 2006 &2, XFHRIE TLS iAf&S TLS
hRZAS3979 1.2,

I LL@id7E [WFClient] #8453 FRif N LA FEC B IETURITHIBETS R AY TLS Wil a9hRAs

e MinimumTLS=1.2
o MaximumTLS=1.2

XEEZRIAME, EABDPEN, FREFEAEXLE,
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B/
o TANEHIER, MBIREUXLE, NREERE selfservice 3§ storebrowse FEK 7 iXLE(E, 15
A killall AuthManagerDaemon ServiceRecord selfservice storebrowse,
« EAT Linux 89 Citrix Workspace R BIEFA A #FER SSLv3 il
ERBRTEEMNE, 7 [WFClient] E4 iR FECE £ :
« SSLCiphers=GOV
HERBAE, EtENRFIAIEH COM 1 ALL,
AR

5 TLS WrARE—#, MREERE selfservice 3§ storebrowse FE T WWEEE, MHTHEN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

CryptoKit =31

CryptoKit hitZs 14.2 5 OpenSSL 1.1.1d hr&E k.

MEEH
IEINEER R BEMUMEBEELE, Fi&N TLS_RSA_ WEBEATRERFRE, HEHEMABEEES.

TLS_RSA_ ZHEHERTEMMR. HR, FRAEZFESHR TLS_ECDHE_RSA_ Z3E M. NREMNIFIFREE
TLS_ECDHE_RSA_ ZWEM, NBATFHERSS, BRHBIRKARZR. WTFEFHESMHIE, 3% 1536 i RSA
Ztho

S UTERZEES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS v1.0 X#FUUTERES !

« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS V1.2 S5 AT EREH:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

+ TLS_EMPTY_RENEGOTIATION_INFO_SCSV
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} =r

AR

BhR4s 1903 RERARAE, Citrix Gateway 12.1 KESM4z#F DTLS, &% Citrix Gateway B9 DTLS Z#¥
NWEREHNER, ESHEZRE DTLS MY

BHEMS

ERAARNERES, ERHESH SSLCiphers WEEXJ ALL. COM T GOV, BIAMERT, ZAWE SICAROOT
Jconfig BRTHWALL_Regions.ini XHHIEEN ALL.

TE/LATBESSFIH ALL. GOVl COM 1=2#:

« ALL
- ZR2E 3 MEWE.
« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
« COM
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

BEXHEHRER, FERENEN.

A% TLS_RSA_ WEWBEAFRHAFFRE. XEFREGNEERTLER. B2, A5 RHkM4As Citrix
Virtual Apps and Desktops Bm/E3#%, Citrix Workspace N BIEFHEIERT R B XERINEFRER,

HNRBEENZ LMY, BEATE Enable\\_TLS\\_RSA\\_1&&H False,
THREFANZHEEMGTIR:

« TLS_RSA_AES256_GCM_SHA384
» TLS_RSA_AES128_GCM_SHA256
» TLS_RSA_AES256_CBC_SHA256
« TLS_RSA_AES256_CBC_SHA

« TLS_RSA_AES128_CBC_SHA

+ TLS_RSA_3DES_CBC_EDE_SHA
« TLS_RSA_WITH_RC4_128_MD5
o TLS_RSA_WITH_RC4_128_SHA

AR
RERITEBEHFERRCAER.R HEEFH AAXBINEHFLALTS. RATUEEFHR
TLS_RSA_3DES_CBC_EDE_SHA Zf3EH, TJUFERRSEREFIHITIAIEXLERFH

BXEE DTLS v1.2 B4Rz 8, 15505 Citrix Virtual Apps and Desktops XA4R 89 BiE R E5aER .
WEFH:
NRIEHERNEhAS 1901 RERhA, BRITUTESE:
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MR .ICAClient BEAETUHBFAHNEBRT:
o MR ATT\\_Regions.ini Xt

o ERE AllRegions. ini X, &TE [Network\SSL] S MRS HRIMUTIT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA_=

MRLFAPHNEXHRFREE . ICACLient XX, MWET Citrix Workspace ZARFHLH TR, EXM
BRT, BREXLINENRINRE,

TRIE T ESEFNZBES:

=1 - ZREAHIFIR
AR
PREFEZWEESHIDEM FIPS 71 SP800-52- #il, B MNZRESHRAIFAT (D)TLS1.2 Ek, ESHE1 -
FREHIZFIIR, THRZEBEGTZFENSS R,

Storebrowse

February 22, 2022

Storebrowse R—RERF SRS B2 EHTRENREGSITLRAER. BidfER storebrowse LAEERF, B
ERT L BEHAITIAT B EIRE:

o AINRIFAEE.

s JIHERENEABIETNEA RN AEFNEE.

« MERRENRAEEITRMECEIT RN BEFNSE.

- BRANZEAELGNNARFNKENTIESR.

. BHBRTHMRARER,

o EIMEEIIEENSIE,

storebrowse SCEREFEEE /util XHFHREM, BATUEREME THIZXH. 0, /opt/Citrix/
ICAClient/util,

WEFMN

storebrowse S2AREFEE libxml2 E#HEE,
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BB AHHIKENNBER
ARG ET LUBEEIR:

o ALUEAHSITH storebrowse %
o AILUMER Ul BEhE TR,

ARIT storebrowse %,

HITIRSIELLER Storebrowse 1E58IHEE

LURT, {RTEMER BBIBRSS iR 11T 15156, Workspace EEMANG 7 5SRERSH ENTAXGRY, A,
£/ Storebrowse B AREFNSERIEN, FAXFRSEL . KSRE=FBEEF HHLEEHER
Storebrowse E#%%| Workspace &, HEEEHNENBARSEEMEINEE,

B Citrix Workspace R 2R 2109 ki, HEHEER Storebrowse #47iE#E8Y, Workspace & AR
5ini2iRS SR LNRATAXHRT . IR TE=AEEF intR B EE Workspace BRBEEAIEIE,

AR

o WIESRTHEERERIPBPEA TIRSELUNTTH, BXFMEE, 152 Citrix Workspace S HIER
BIRSELME

« INEBEE SICAROOT/config/AuthManConfig.xml X% AuthManLiteEnabled H{&
®EBA True, NILLIERINEERATA, RINERT, WEIZERN False,

A%

AT ER N 4B T B LM storebrowse LR T ERK storebrowse #%,

RN RIS
-a, —-—addstore
PiEA:

RINEEMXFETEAE SR ARE UK ServiceRecord sFiP2F#12, ki REINAREENE URL, R
ARINBZFARE RN, R IR,

StoreFront LMyEs<mfl:

e

./storebrowse -a *URL of StoreFront or a PNAStorex

il

./storebrowse -a https://my.firstexamplestore.net
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AR

B LUfEA storebrowse SERIEFHRINZ M AEE.

2]

-?, -h, --help

BiEA:

RIMAEX storebrowse LREFAZENEAES

SR RS

-1 --liststore
BiEA:

FIH IS E AR IR R IS o
StoreFront LHyEs<mfl:

./storebrowse -1

e

-E --enumerate

WRA:
SIHATAZEIR. AIABRA TRERUTE:

o HBRBR
o BIREM
o HIRENXHFH
EEEPFMER, HE -M —-details <M -E &<,
AE:
i517 -E &S0, MIREZAKRIEMER, WsETRSMIIEED,
A -liststore IREMEANMABE URL,

StoreFront Mg < RA:

e ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery
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21719

-S --subscribed

WieA:

FIHITHNZR. BOABER TRETRUTE:
o ARRAR

o BB

o BRXHE

EEEWMER, B8 -M —-details ea<HiMEl -E s

StoreFront LM< RM:

« ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

e ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery
FAHER
-M --details

JHER:

e 2REEA BN AEFNLNEM. <@
SR N F !

« Publisher(0x1)

+ VideoType(0x2)

+ SoundType(0x4)

« ApplInStartMenu(0x8)

« AppOnDesktop(0x10)

+ ApplsDesktop(0x20)

+ ApplsDisabled(0x40)

« WindowType(0x80)

« WindowScale(0x100)

+ DisplayName(0x200)

+ ApplsMandatory(0x10000)
« CreateShortcuts(0x100000)
« RemoveShortcuts(0x200000)

5-EM -S st —iEEM, et RAN—ISURESFHFFHA

© 1999-2022 Citrix Systems, Inc. All rights reserved.

127



BT Linux & Citrix Workspace [ Bi2F

B/
« BHBITANNAREFLIREELE, 51 CreateShortcuts(0x100000) B#5 -S. -s #l -u @nd—it2
/A,
o EMSFEREEE, 1515 RemoveShortcuts(0x200000) 5 -S a4 —iEfE R,
StoreFront EMas<SRHI:

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery

£ EERISLRAIF, 0x264 2 DisplayName(0x200).ApplsDisabled(0x40).ApplsDesktop(0x20) #1 Sound-
Type(0x4) BB S, iHRFHBEITRNERUKRIFME Lo

AJLUER -M s P ABFFEIFAE S HNZER:

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery
&iE:

o AILAMEAT#HIE -/ E RIS R TIXEE, §190, 512 &R 0x200,
o MRELFMEETEET storebrowse =21, MiEHERS,

1Ti

-s —-subscribe

BieA:

VTS RE B FA s R VIR E R iR
StoreFront LRyEs<mfl:

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BUHITIE

-u --unsubscribe

BiEA:

MIEE N ABERECHITEERNE R,
StoreFront LRy&<Rfl:

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery
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BEh

-L --Tlaunch

WieA:

BHEERHRRNEE, KARFREREMXE, RHERNERENRIE,
StoreFront L#yss<mfi:

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BT

-i --icons

WA

e LA PNG BRI SR EM N BIEFER. ki< 5 -E 5 -S sh$—EfEM.
EREFABEANIRERERT, E#ER best S8 size B85 %,

best £

£/ best 287574, EAILGAARS 28 HIRMMREXNWET. o UMSIREIREIRAFMEAN. best 8#AZR
FiE. MATEMEAHEARENRERINA X, XHL <resource name>.png X717

size &
EREUEE A/ NLRENERR, EEA size 8805k, NRRSBLEFNAEANTRENELE, WaHMER,
size XA WxB &=, Hr:

o WHEMRNEE, FREERTRESTHN, EEIFTE—MERIREEAR).
- BABERE. WHEH, SHENUHK.
AR
BEW ZBFERN, & B ErER,
MRKRIEEXLEE, WETMERBEGRENET. XEXHL <resource name>_WxWxB.png &R &RF.
S F -E 3 -S ST REIMNENRR, XIWEFHAEHLUL png BURFET.
E15726E7E ICAClient/cache/icons S¢i3 i,

StoreFront &< M):

e ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery
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e ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery

BIMERRIE

-W [r|R] --reconnect [r|R]

WA

ENMERIEENABENLATENRSEEMAERNRIE, [f] BT EMEREMAEENRIE, [r] BTEER
ERFRE A RIEM A ERN=IE,

StoreFront L&Al

e ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

o ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery

W IEERE

-WD --disconnect

BiEA:

W FHETE L A B IS PR SIERYIERE
StoreFront LRy&<RfI:

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

KR

-WT --terminate

BieA:
KI\HEE N ABERNRESE,
StoreFront L& REI:

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery

hzZs
-v —--version

WiRA:
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87 storebrowse L AIEFHIRRZS,
StoreFront LM< RM:

./storebrowse -v

RER

-r --icaroot

BiEA:

BERETIERT Linux 89 Citrix Workspace ARFMIRE R, MRKIEE, WEETHRERER.
StoreFront L& /RHI:

./storebrowse -r /opt/Citrix/ICAClient

RAF&. 56, 5
-U --username, -P --password, -D —--domain
BiEA:

BRAPA. BRMEFAESERAIRSESE. WA NERT PNA NABEE. StoreFront MARE BRI GRS, ¥4
ERAERRET. BFEIB I HLRNFAES.

StoreFront EM&<RI:

./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

BRI FA s

-d --deletestore

BiEA:

BYJHTE ServiceRecord Eaf2FHIEME RIS,
StoreFront LHy&< Rl

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

BCE BBIARSS
-c --configselfservice

TEE:
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RERHECETE StoreCache.ctx FEHINEEMRS R U8B, RAMNSEIER N <entry[=value]>, MNRREFEEF
B, NsRmSENLFIE, B2, NRFEENME, VaERARERERE,

StoreFront EMI&< R

./storebrowse -c SharedUserMode=True

70 CR x4
-C —--addcr
R

RERHEY Citrix Receiver (CR) X, HRTEHRMENLAEE, W5 -a <R, BHSTMTNARSE, Hift
T D R

StoreFront EM&<$RfI:

./storebrowse -C <path to CR file>

B EEA A S
-0 —-synclease
BiEA:

FFia¥% Workspace EEHAX G S5i5EN AR ENIZIERS S LN AXHETRS . a<SHETERRIANEE
[EHAERBAXHREY. NREARSEEY, WERER.

TR

./storebrowse -o *URL of Store x*

StoreFront EM&<$RI:

./storebrowse -o https://my.firstexamplestore.net

%7 storebrowse FiiEF

-K --killdaemon

BiEA:

£\t storebrowse F&1EF. AL, KERFAEXIENSHE,
StoreFront L& /RHI:

./storebrowse -K
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FIH IR

-e —-listerrorcodes
WieA:

FIHEMAIERIR S,
StoreFront L& <RI

./storebrowse -e

Rz AR IE MK

-g ——-storegateway

BiEA:

7B ServiceRecord FEEEBFHIEMAIN BB EILERIARMRX,
StoreFront LRI <SR

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery
AR

ME— K 2 FR B RE N A P IS B K 51 R o

REEEN

-q, —-—quicklaunch

BiEA:

fERER URL BEINARER,. ba<(UERT StoreFront NAEE,
StoreFront EM&<RAI:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOlmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>

TiFiER
-n —-nosingleshot
BiEA:

AR 5FIR storebrowse #ig,
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StoreFront EM&<RfI:

./storebrowse -n

XS

-F —--fileparam

WieA:
EREENXHRENRRBINX M,
StoreFront L& <REI:

./storebrowse -F “<path to file> -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>

TR
AR T SMEfER storebrowse s B EIN A2 RIE R TIER:
1. ./storebrowse -a https://my.firstexamplestore.net
AN BB EFIRMNAEENTE URL, 127728 URL, AAERENGSHERZ URL

2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
FIHFrEEA BN AREFNREE. AT E MM ARE 2R HET MmN ERNER.

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery
BaiER. ME—1ir<$iiad PRI RRE T
4, ./storebrowse -K

e SR EBR Z BTN B EIEH X ] storebrowse SFF#2F, MMRABHIRRLILH L, storebrowse #HizR
E— N ER .

P HR

March 15, 2022

A RIRMANE SRR BN EE AR Citrix Workspace R B 2R H YA,
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%

i

fEaRE B B LA T R,

ICA =5 Fedora 29/30
ICA EahalaEx7E Fedora 29/30 £k, AR RIBIUT S BHITRMGE:
1. FERH$RE compat-openss110,
sudo yum ‘install compat-openssll10.x86_64
2. £ ~/.bashrc FMEEWETEUEASIIEHITINE,. HR(EERRIAM Libcrypto .
export LD_PRELOAD=/11ib64/libcrypto.so.1.0.20
AR

5 Wayland &px28#8EL, Citrix Workspace RZF2R1E X.Org RS 2P TIFIETT. XFI& Wayland A2
INEFADINBYRITHR, EECH IR T E—Ti:

/etc/gdm/custom.conf & /etc/gdm3/custom.conf
g WaylandEnable=false
AHHAERLUIER X.ORG RS 25

BATHERNEERIE

5 Windows RS2SR BIERE, MRETHHE “EEEEIRSE.. 7 HEHNEE, EUEFETEEEN, W
BERENARSSREER P imiARFa L (Client Access License, CAL), BxFrAIMFMES, BESRIF,

REEMER

EMERIEERERST Citrix Workspace ARRFFIFENEIERENRIEN, EEARAKN, RSB LNTAR
EFAEN S HIILESEE,

INREFEEKY, Citrix Workspace ZABRFHRRERATGRAERE, SN, RSFBHAUMERNEAERE
BE—1Mh&E, MRBRIERSERAERRS. ORRSHELVAARENATE, WE - NERBAIEIRK.

5% Internet %1

Citrix BiEEWE LAECE DNS (HRARSER) . HEIEEEEBMRITEEENIRSRNBM. WRAEE DNS, M=
BET R ARS 2R MRARAT D IP ftodk, EHeIABCRZ IP itk (MIERHR) 18RS R, TLS EEERTLRENHE,
fmdE IP ik,
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RIBRM R

MR EREENEAENRERD, EESHETERNETR “REBRNAK: Javascript #HiR” BiZER, BE
wpad.dat XHFEHE SICAROOT/util H. BITUTH<S, HRENZARRERINRSBENS:

cat wpad.dat | ./pacexec pac.js FindProxyForURL <http://hostname>

hostname 2\>&1 | grep “undeclared variable”

MRKBTHLHEE, HARSRV LN wpad. dat XHFEFERE, FTEHTEE. BNRER “RELREBRHN
TR, Foadhl, NaRZRE, T7 pac.js, AAHPIIHNENEERUTEREXEREHIN—1T,
H “.V ATER,

var ...;

REREES

MRENSEEEBBEIREZ B, Linux RZRBREN T ERThRETTREFEIRI, MRFE: BIT—MEERR
E&ERF, Fi rngd (BETFHEMH) 3 haveged (3kE Magic Software),

ATESIES
NSERRN, FHRMEHBIMESE

1. IUFERASHIARNERSEZFNEEES, GF:
« Ssllabs.com (EXRRSEREAE Internet HEHUR)
o sslyze (https://github.com/nabla-c0d3/sslyze)
2. £ Linux &/ % WireShark &, #id78%8 (ip.addr == VDAIPAddress) E##iE & (Client Hello,
Server Hello) L&+, SSL #853. £REAHEFIRLZZFHRSB[IEZNELBEN

Citrix 7.1t SDK RIEH
Citrix Optimization SDK 48 BEREHM UIDialogLibWebKit. so kids. ARG E: FITUTIRMEZ—:
1. MT#mE F# Citrix Optimization SDK ##&hk4s 18.10,
a) #3E&R CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialoglLib/GTK
b) MIBRFREISR 4
rm -rf *.o0
c) #3| WebKit xf43%:

cd ../WebKit
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d) Mip#IA UlDialogLibWebKit.so £2:
rm -rf UIDialoglLibWebKit.so
e) 7 WebKit BRHFERUTHS:
make all
% m#9 UlDialogLibWebKit.so.
f) B#mESHE SICAROOT/lib BR.

BT SSL EERSBFEREN

23 TLS i##%hY, Citrix Workspace ZARRFRIAMER TRRE—AmBNS LT ES
MRBEZRIFERIANZBDESNRS S, BEREXHH [WFClient\] B2 HIRBEEET SSLCiphers=ALL,
SFUTEREEEMS:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM

ezl

fEF8 EDT 1hiley, BB RIUTHIRES: 5.7 NEREIH. NREEZBIEAT EDT WEAFHE)
FEOAE 1500 FTAREMBEILA, ATRESHIULRE, BHRITUATRME:

o FHEEXHHIZE edtMSS=1000,

o ERHE: 55 MRS BENEINMER

o TEBRRBHWIERS

o AR AR SS SR AN E A P

RLRAAESHUMLEEIR, OF:

o AMITENMITZITENTEMEER TLS thidkt,. BXFHAES, ESRE TLS,

o ERRTENEEN TLS ERERARIAMNEREGN, EXMERT, GRAIUEEEXHHN \ [WFClient\] &8
DHIGEREIAW SSLCiphers=ALL, AREEHBINEZEZHIIZITkillall AuthManagerDaemon

ServiceRecord selfservice storebrowse,

o EIZTENRAESHIBEREFHIERN, IS BAdEZHERRMHE Citrix. Authentication #1 Certificate #9
IEB.

o Hfthjn)R,
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&R

&

Citrix B EERS 28 LERRIHMRZA Citrix Virtual Apps and Desktops. b9k, BERFIEE EEREHN
Citrix Workspace R 2.

NRERRTRIEE, NWaTEeK Citrix Workspace B BZFHECE UK Citrix Workspace R BIEFEHER A
==,
 E2E Citrix Workspace A2 FiE#E - BBE Citrix Workspace M BEFEZ T LR ICA FRERNFERHIE
SaE
« Tk Citrix Workspace W REFHERA T - Bk Citrix Workspace R AREFHER A T T UKL H
S REIE R R
+ BF UDP &7 - LkIHAERT LITEPRERIML E1RHF P iBF (VolP) iEEH iR —5E
o EARFRAR Citrix Virtual Apps #1:&BF Linux 1 Citrix Workspace N B2 - Citrix Flrithigss
MRFASMREMEE, FZIEEETIEERERFMN Citrix Workspace R BIEFFIBRSS 3354

BT

RRHEHR

ERFRP, WD (FED) FROMEL ML RN HRERE LN SHIFSHRNER. ARELABTESIIR
FEROABXIFHIRERE Lo

7f VDA LHZREIBEN RS RREHR, SHEFRITFEN, FRIANRBHRAK. B, X11 (Linux/Unix E
HFEY) RERE—HNA R LREHR,

ARGIERERER, Citrix BEERBNARFLHSRRLHESHIRES %, B, FF vsvnc Ba F—MAYLE,
REE PR ENERBEGNESERNEOEESE, UWTRARRASRURATHLEREHR:

+ XNGPU ig&
o ERASERESS

X11 GPU &cE

ST Intel BBEER, BERR
20-intel.conf 89 xorg.conf.d FRIE—MEEUTREHH:

Section ”Device”

Identifier ?Intel Graphics”
Driver ?intel”

Option ?AccelMethod” ”sna”
Option "TearFree” ”true”
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EndSection

s3F NVIDIA Ef, &7E xorg.conf.d Xk EI B2 EMEER “MetaModes” MM, WFFERNEN
LUES 5 MR MetaMode, EHRMUTRA:

{ForceFullCompositionPipeline = On}

f5lgn:

Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”
AR

RREK Linux 9% BERTRRER xorg.conf.d 84,140 /etc/X11/xorg.conf.d =% /user/share/X11/xorg.conf.d

HEEER
ERUTHS:
« Compiz (#&AZE Ubuntu Unity #), &% “CompizConfig Settings Manager”,
iz1T “CompizConfig Settings Manager”,
TEEH>HRET, WHEATEHEER2RE D,
AR
/A “CompizConfig Settings Manager” BYRIZ1E, FENEIRMBERERMEIERFBR,
« Compton (IMEMEAERF). BXTEMNFMAER, E21 Compton BETT/XXH, FId0, BEBITUATHS:

compton --vsync opengl --vsync -aggressive

HRALER

MREANRIFRXER, RRETSBEBMANTRERLE, EXMERLT, STIEEMERANBELENGR,. §X
FEERENIFMEE, 1ESH Control keyboard behavior (IFHI#&1TH),

dESR

BETEEON, REFOEERSAMREMNEOUE, SBEEES, ERRLAE, BEE0EESEIREITE
B EE OB HIE O ERRIR T

EfrmRAE M

Citrix Workspace AR RIZNEOBNRS AZHEOERRRS. B2, XLEENRS X TR IHEBEAEH R
2R
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TeEmRAN

BiRMTREMREN, BRITIUTEE:

1. 17 wfclient.ini B2 &>,
2. 7£ [WFClient] #849®44E LI F17: UselconWindow=True
3. REHXAXM

HATERE

MRATHEABSEREAEIAEM, WATREMEUBERY MR AILUSRKIEMEIGRHIRE N REHABRIES L)

o
ER AR

1. #T7 wfclient.ini BE2& 4.

2. 7z [WFClient] S5 HRmMATITZ—:
CursorStipple=ffff,ffff (EHIFRENE®)
CursorStipple=0,0 (FAITEBEREE)

3. REHXANMH,

FBINF

RBRASASBHEZREON, FEREOPNEEHGERL. REEE X Windows RESHEEERESERN
EXRE. MEREE, BARTMNERERAESHNEERE,

EREFXBETRSENEEEN
EZEIRRSS 20T, AP RILUERMER 256 B, hETRE MME AR, ENBREFEBESARIREE,
U BhE B R R

BERERRSEHEMANGIREDNED REE IR GHRR =L ERRININEE. MREIMNERERERR, BEILRME
BEUENBINRNIEES. ARELLEIRE, Citrix Workspace MZREFHEPIRRNIAGBIRERIZIE, HER/LP
HEH—RLIAER.

BRIHIR
Citrix Workspace 223t HiEF &/ fEA EUC-JP 5t UTF-8 /4D, MARSENIER SIS FR%wIB, Citrix
Workspace 2R AT X EFRIEZ B 1TH IR, AR SR ERU T RET HIE:

s REFAERSSE LHESEBRNXMN
o REFESHMHERS R LEBHIXMH

LEREE Z R MET RS A EFPIANSSTHNEIEFN.
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ERFJERNESNERE, BRATUERANLITEZERBERITHEDR -span, @dizEm, oJEeRIEETI
HNETEET.

@2 Desktop Viewer TEZINEE, ERAILAEBOKRIEFTOSLRKIETOZEIE, SENERERENS
28,

BE.
WFRBALESERONRE (BFEERAUHNEOTHRIE), BRERFEER,

- Span ETR AU THER:
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

MBIEET h, WIEE stdout gt BREBHIR, R h 2EANETE, wlica FiEH,
MRIEET o, MWKIFEHORKHHE override-redirect Bk,
IJ\Il:,\:

¢ ENAEEARED, EEEFASTRENE NEER —EEANSEE— LT
« [EAOWZEOEER AN, REER, BEERCEHERK,
o REEEIERTIERMBRLILE,

WMRIEET a, Citrix Workspace ZAEFERANE—NMEFMEETRPETNRIE,
Citrix Workspace M HEFREERN -span EHEN B REmSHFIR:

o BMEREFRSENENES.
o BMEREEREXEE EANE T AR KIS,
o OMERFIEERIHINAR. AR AMMAMNLSE EREs.

WRKIETE 0, wfica ¥ER _NET_WM_FULLSCREEN_MONITORS B EMEOEESRPERENNEORE (10
RXIFFZINEE) . BN, FBEARTHUERTRIERAENHR.

AIUERA U T o <RI E O EERE S RHZIhEE
xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS

MRRERE, RARXZEIZIE. NRTXE, ARFE—IBEEEEMEN. AIUER -span 0 REBZEEM
&

MEpLITIREBTIMNI EREBH=IE:
1. EaLRTEAHR, #BA:
Jopt/Citrix/ICAClient/wfica -span h
P& SaiPmER R RaEm S 7R B LT stdout 1, AERE wfica.

2. BETXERTRES,
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3. EHSEAEAYF, #BA:
Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\1\]1\]

W, X\ yH z BER LENSERHNSE 1 PRENSEES. 2NME w SHEERENKNS. mNMEw M XIEE
FRrEXEIE EANE TANEMNEE. IMEw. X. y Mz EEKERER. Kak. ZMMANDEEEREE.

BE:

o BN ERBNEMRS 28], EX WFICA_OPTS T2, BEENITE, BHRIEREXH BF
fiIF SHOME/.bash_profile s SHOME/.profile), FEHEHFHM—ITHEENX WFICA_OPTS T &,
fign:

export WFICA_OPTS=”-span a”
o tkEEm Citrix Virtual Apps and Desktops &i&-

o MERBEREH selfservice 5 storebrowse, EMIRERHIEZ, WERFETEEBER, HFET
LU an S MIpRiHAE :

killall AuthManagerDaemon ServiceRecord storebrowse

N AR

BRIEFZBRHERRIEUCERIMNAEFHHEMRIE, HRLRENRERE A IRRSH P R EHRRERE, BEZEHR
EIEZAT ENREH< (FlmAlt+Tab), Bhla<RIXEIRSSE.

fRRTTA: fER Ctrl+F2 EeTERBABAEINGE, EEER FMOREIRIETD, &% 17527 SICAROOT/con-
fig/module.ini #i& TransparentKeyPassthrough i€ &5 No. LR EZEZRBRFAEINGE. B, &7
BERE@IEE All_regions.ini XHHRMLLIEERE = ICA X,

PIEEIRIEH
EIRIAMLE RSN

B#t, AT Linux 89 Citrix Workspace 2R PHIMEBENEE B —RIXZH—TREBE. FREsIERiAN
KRGS ENRERE /dev/videod, BEZREERIHTENPHIRNEREREN.

ERHMERMITSENIINME, FRITUTRE:
1. &#1% SHOME/ .ICAClient/wfclient.ini BB&EXH,
2. 7£ [WFClient] S5, FIMUATIEE,
HDXWebCamDev-ice

f5a0, #h0 HDXWebCamDevice=/dev/video2 UERLKHIREMETIE] /dev/video2 HIMEEEN.

©1999-2022 Citrix Systems, Inc. All rights reserved. 142



BT Linux & Citrix Workspace [ Bi2F

MIRTHEE

AEPIHL, MERGNEERERAUERBNRATATESAHRFG TUAREA M.

ErEEEERES
BT VDA i 2 RHSA S RS8R TE R P ik £ RIRE AR #H TR, EARVFNIRENEE,
ERAEET, BRITUTERE:
1. % SHOME/.ICAClient/wfclient.ini B&1Z,
2. ¥ HDXWebcamDebug {EIRERN True,
HDXWebcamDebug = True
BRLERE, RIESEEREFXEMRUTXH, BEBURATHERNRES:

o 3+F H264 4iE2s: /tmp/file_mode_buffers.h264
« 3+F Theora gf388: /tmp/file_mode_buffers.theora

TE#R T £ FEIRR

File sink
Webcam

(ex. /dev/video0)

Encoder
(h264 or theora)

VDMM

LRGN NN E
IR AFENR S ERELTHRBHIMEREN.
EEAMERGINRBFE, BEMBSITRITUTIRME:

1. E#3 Jopt/Citrix/ICAClient/util #&1%.
2. BT $./gst_read --buffers | -b BUFFERS_AMOUNT [ --input_device
-1 WEBCAM_DEVICE; default=/dev/video0]

BRIERE, BERAMKE, HERKRENEREGNBREE AR ZUTXMA:

/tmp/wewbcam_buffers.buff
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MEIRG AR SR E M —F XA ——-buffers (-b) &M, EAILUEEZMANMEREN LS. Fi, &
SRUTHA:

+ ./gst_read -buffers 150

+ ./gst_read -buffers 100 -input_device /dev/video2

« ./gst_read -b 100 -i /dev/videoO

TE#ERT MB RGN ERN

(” "
Web ] > File sink
ebcam
(ex. /dev/video0) J \. J
s )
»  Video Preview
\ J

/mgaR it 2R
IR AFENIR S & B RS IR 28,
EEARESRNIABFEN, BEMLTRITUTERE:

1. &#13l Jopt/Citrix/ICAClient/util B,
2. BIT Z#EIS M $./gst_read --output_file | -o FILE_NAME [ --buffers | -b
BUFFER_AMOUNT; default=100 ] [ --enableH264 | -e ]

AR ENE—FF XA ——output_file (-o0) &M, EAILUMIK Theora 3 H264 4D AR B4 RAIE X
2, fld, BEBRAUTAR:

« 33F H264: ./gst_read -o ~/file_buffers.h264 -e

o XF H264: ./gst_read —output_file ~/file_buffers.h264 -buffers 200 -enableH264

« ¥F Theora: ./gst_read -o ~/file_buffers.theora -b 100

TE#R T fmbS 2N AR
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File sink

Encoder
(h264 or theora)

Test Source
(smpte pattern)

H264 2R+ 4mk3 23
MRETFTRER H264 REIBTAERETT, WAEER LTS BRI IEE ARSI

1. 10JF X264 GStreamer HHFRBEEHN gstreamer-plugins-ugly W—EDEETFELEF. NRE
libgstx264.so EHAIA, BIE{TUATa<HITRIE:

gst-inspect-1.0 x264

<!--NeedCopy-->

X264 GStreamer BWiIFREE

2. BITUTHSHIE Libgstx264. so FEHMKHIN:

1ldd /<1lib path>/1libgstx264.so
<!--NeedCopy-->
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H264 1t iRIg s

1. 383F vaapi GStreamer HiE 2 & 1EH gstreamerl.0-vaapi W—REET RS, WRE
libgstvaapi.so EHREA, HEEITUTHSHITRIE:

gst-inspect-1.0 vaapi
<!--NeedCopy-->

lvaapi GStreamer WIFMRE

(i

2. BT THLLURIE libgstvaapi.so FERREHIN :

1ldd /<lib path>/libgstx264.so
<!--NeedCopy-->

3. FRRAEMRIERRBIIRRLI
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ERENEE vaapi, BIKRE GStreamer vappi LREEE#TEMF.

W AREE GStreamer 1E5240 gst_read BE
EREM ICACLient BEWERGE, BHAM gst_read ERAKERS,
BERITUTRIELURERS:

1. SIAFLIEHSH GST_DEBUG=2,gst_read_debug:6 # GST_DEBUG_FILE=<Absolute path
>/gst_read.log,

PE =W
T EREHTEREINURBFEEBEN S, EXMERT, K17 GStreamer EFIGERF
2, N gst_read BHRIGELRF| T, BXFMER, BFSH X, BRI GStreamer HELRIE
EIRFEERS, N gst_read ZERER.

2. THEM VDA B ICA X,

3. EA—&¥ L, BITUTaH<LLUEE) VDA ZiE:

<ICAClient Installation Folder>/Citrix/ICAClient/wfica <ICA file
path>/vda.1ica.
<!--NeedCopy-->

gst_read.log XH2FERAZ GStreamer EEEH gst_read BEEMH,

GStreamer ZEHE
EEE GStreamer EZREFQIEAISEIREE, BRITUTIRE:
1. QIB—NXHFRREMERSUYE, fla0: gstIntPipes,

2. IF&iEHSE GST_DEBUG_DUMP_DOT_DIR=<Absolute path>/gstIntPipes, LT EiETRR
XUEHITERE GStreamer iIE,

3. THBEXM VDA ICA X

4. ER—KiRLE, BTUTH<LLURE VDA &iF:

<ICAClient Installation Folder>/Citrix/ICAClient/wfica <ICA file
path>/vda.1ica
<!--NeedCopy-->
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5. ZBR gstIntPipes &8RN, GStreamer NEEFHNEMRTLEEER— T RAXHE. Eit, EaTLiE
ERIREBHFMEEE. THRE—HARHRE:

6. REAXHILARFUTEEENTMAMERT. FI90, Graphviz, TEZIEREENRSHTA:

BERRE:

ERARENTRENTAEMTEER, FhREEEZREE, %% Openimage in new tab (TEHE £
TARRE), AEREEEREICN 52,

W EEFR, E-AMEELERERE GstCapsFilter ;t&EM GstVaapiEncodeH264 TR, XLETHREM KL T 7
AHE. BXRIFMEE, FSHR X,

R
2RSS

£ Windows SR HE N §8EN, ERASHEEREARYEEH, wiclientini FERTRSBIEFIHENTE
EREE. KEEMRSBEMNABEFET. BRARSH-FFAERTEER, BEARSSE-SHAEATEER,.

BRBAZBHEIR

HRBARMERE, ERRNBRRTREXM. Bk Firefox 1 Chrome 4, BIEEREXT i 8 a#TEE A4 8E
ERIEAHBHNAR. EERHEITREZNE LNERLRRREN, SSRFRTERT ICA X,

FETE NS

NRERRFFE Web R 23ETBEIAR, E1EIETT setupwfc g, REFELTE BROWSER, LUEEFREN NN
HERIZA R,
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Firefox s

7z Firefox PEEIRENLAREFE, WRNEEEMLE, BF=iXEA ICA &,

Firefox fY ICA &4

7z Firefox PEAT ICAHEHE, KEMNARFRIETEREN. EXMERT, BEERAEMA ICA &,

[i=%:3t3

MRENEEFBRERER, JRSBIUTHER.
E_MISSING_INI_SECTION - 3iFEREEX 2.7 BEEEXHFH .7 BHEX,
EEXEFEREBHERNES .

E_MISSING_INI_ENTRY - iR EX 1.0, .7 BAPLABERE “..7%

REXHEFEREHIRNES .

E_INI_VENDOR_RANGE - iFEEE X 2.7, BEXHH X RS BF[ELETE “..° TH.

BREXHHH X RS[BEEHESEHF. 1ES5 Citrix BR.

wfclient.ini BZE 5512

MRKRIEHHRE wiclient.ini, NATEESHIL TFHIR.
E_CANNOT_WRITE_FILE - &5 N3 f4:“..
RIFIEESIEER N, FInTHE =,
E_CANNOT_WRITE_FILE - Toi&BUBXXHF: ...

BB E IR 5,

E_PNAGENT_FILE_UNREADABLE - %18} Citrix Virtual Apps xff “...”: TEXHHBR.

—_ E}Z —_
FiRiIREX Citrix Virtual Apps X .. IRRIELE,

fERdEd SEME R IHRER, BZ&REXRA Citrix Virtual Apps XHERATA, BEEEXEREENAERF

R AR E R BHFRTIR, AEREMZHIAEZER. MRBRDAFE:

s WEREERSERINEY
o WEERHME ARSI A Citrix Virtual Apps >,
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PAC X {45812
INREBEEANEBNRE (PAC) XHEERERE, NaXEUTHIR.

RIEBINEM: BEhEcE URL RIEH.

XS RIsE ML E F 2 URL 288, BRI http:// # https://, AZIFEMAR, BEMUFRAEN

B9 URL REHE I,
RIBIMAKM: PAC flZ HTTP TR &L K.

RERTRANT HRNIFEI, NRZ, BEEMIHERL. SN, RSB[AIEIXA. HEER.

REBINEM: PAC Rz HTTP THKEM: HAFBRE,

ARSS 88 L ARTFIERMIERAY PAC XX, IB7EARS 28 LR M, HEEMEE N KR
R MEM: PAC A HTTP TE KK,

T# PAC XHFENHERAK, EEMERH B,

RIBIMKM: BEhELEMANZ,

PAC XtR=, E1ERS SR LEBULN M, HESHEEN KR,

RERMEM: R JavaScript.

R/l PAC AJITXXHF S pac.js XA, EFiRe Citrix Workspace B FBER.
RIBRE LM JavaScript iR,

PAC X &TXH Javascript, B1EARS 3R L1BE PAC X, ZiESEERE,
RIEBRMEM: KIEBEEERALERTIER.

MBRSS BEW MM AR X ER. BERSHR LEEX Y, HEEHRECEN SR,

IEH

LisERAE SAML BHWIEMRARE (R AUTHV3 thil) B, BERUTHEIRER: “Unacceptable TLS

Certificate” (a2 TLS iEH).

f# /3 Citrix Workspace M A2 1906 RE SR AN & HIM LR B, BXEEHRRE, E2RARFLXE

CTX260336,

90R StoreFront ARSS B AR I SFAERIEBLENFEIER, HEBLEPENERLSHFERFAR, BERT

UTHE, SARBHM StoreFront BEE:
1. BMIRE—1 3 2 PEM #EXR R ElIE+.

R

MRLAE PEM BXBES, EEA openss1 LAERE CRT SLANERFEIR . pem X,
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2. LARFSH (BEAroot) RERHGE:
a) B— =B xxtrE$1E SICAROOT/keystore/intcerts,
b) ULREHRGHENBFBHBETUTHS:

SICAROOT/util/ctx_rehash
MBEIHEBMANEMELNEAFZHALREEENRSIDEBHTEMEIE, BARUTREETIRE, ABHEHRM
StoreFront N EE/E:

1. 3REX PEM #&=XAIARIE S
1B IR RBNES, BEA openss SEAIEFE CRT BARIEREE . pem Xt
2. URERHENEFEH (BERroot) HITUUTIRE:
) BizxE 5% SICAROOT/keystore/cacerts,
) BITUTHS:

SICAROOT/util/ctx_rehash

a
b

Hth
B

A B E 2 R ML T ia) s

KARIE

ETRRSBET BT Citrix Workspace M BREFXHRIE, BHER wiica 1BF. IZFEREINRERSSMNLKILE
RIFEHLIHEHITIER

EET syslog ZRAIRRILES, BBER 6 8 SyslogThreshold FMFIEREX## WFClient] 2455, HIRER
BREEHN LOG_INFO RESHHE BEIERINEE. SyslogThreshold HEKiIAEN 4 (FLOG_WARNING),

B, BRE wfica, BIFEHEB X RN HEEIR, HIGER 6 89 PrintLogThreshold 70 % [WFClient] #6843
PrintLogThreshold ¥ & 0 (<LOG_EMERG).

BEXAXERNEAEE, BBREELE, BX syslog BBRIFMER, BB syslog itE,

EEXMLE

wfclient.ini FHEN KB EBLIE All_Regions.ini FENNMNEER, XFZIEBEAEEN. I+, wiclient.ini X
8 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &84 sh iy & BE X7 canonicalization.ini hE XM A%
B, %gBAHER. EXiFMEL, 527 SICAROOT/config B R4 # All_Regions.ini #1 canonicalization.ini
X4
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BREHINAER

MRBTHESTHONERTHNABREFBRRE, S ZEOREMNBREFHIER, ZNAEFAIERRK
(REETHIREBINARTNAREFES), FLEERT, FPRERSHAMUAREFRNHME TIZHTHD, HER
BEYEIZHITH OB BEFERHERERZE .

ERRRIIRE, FEERIERTRONEZARER. T UUCP EXM8iE, NAEFRYEGEURSEREEE—ME
X, XLEHEXHPENUERUR T ERNRERSR.

B5h Citrix Workspace [ Bi2F

3R Citrix Workspace MBREFXRER, HET “‘BANAEFRIAXEHZXEEEE HE. FRTUERXKRE
HENXFIEET 2 ICAROOT 8% Citrix Workspace M BEFREZEMRINUE, NHTIGETE, BRI
A, Citrix BT T REZ—!
+ % ICAROOT EXAREER.
ENEREERENXT ICAROOT HFiET &2, HEIAMEm=IEFDH Citrix Workspace M HEF. MRME
TZEIRHEE, WEsEREMENX ICAROOT IFIREE,

~
-z

« % Citrix Workspace AEFEMREIBIAMIE. HXRE Citrix Workspace L ARFHFHMAREE, &
BRLENLE,

NEREFE Citrix Workspace M BEFREIINIE , BEEHZERIMER /opt/Citrix/ICAClient
o SHOME/ICAClient/platform B,

Citrix CryptoKit (Lai#7} SSLSDK)

EEREEEIETTH Citrix CryptoKit (BUgi#575 SSLSDK) = OpenSSL Mk4sS, AILUERAM TH<:
strings libctxssl.so | grep ”Citrix SSLSDK”

EA LATE AuthManagerDaemon 3§ PrimaryAuthManager EiEfTiba<

BERESN

NREOERREAERMNRBASRMBANINGE, EHRASTREREEM, 530, KDE §OEEEMEA Ctrli+Shift+F1
2 Ctrl+Shift+F4 WA STERE 13 3 16 Z[ETHE, MBBFLRE, BFERUATRRSR:

o B FHRRERE AT BASHSZIRS [IERAS, Fi0, ERRERXT, ZINE Ctrl+Shift+F1 prgt
FIARSS SBIHRAS Alt+F1, BB IS SHEEATRAHIBAS, EEH SHOME/.ICAClient/wfclient.ini
89 [WFClient] SpAHHIUTEE: WGBSR AHBAS Alt+Ctrl+F1 BETR Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift B2k} Hotkey1Shift=Alt+Ctrl,

s BELWEZEARAMERASEEARIRS R/, XERASTEAMPE, BEREBEZRRR, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 4> &, & TransparentKeyPassthrough i& &4 Re-
mote,
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- ENMCEEOEES, EEALEERRINREAS,

inE Croatian %42

LTI 2a#RE ASCl FREMAIXTIESR Croatian B&#HRFRIITZEMI.

1. TEMEREEX A WFClient #8535, 3§ UseEUKSforASCII & &% True,
2. ¥ UseEUKS €& % 2,

HERE
ERENHIBREANGER, FEH wiclient.ini BEXXHFHUTEE:

KeyboardLayout=Japanese (JIS)

ABNT2 52

EAECEY ABNT2 BEHER, EEH wiclient.ini REXHHHUTERE:

KeyboardLayout=Brazilian (ABNT2)

AR

SNSRI FRRLRRETAIZIT, EM SICAROOT/config/module.ini BM5IRPERRABE MRS 2376/F0

Windows Media Player

Citrix Workspace M FT2FAIAE&E GStreamer plugins, TEMEERIER, LRATEESSBIRS /B
REMER, BNEMEEANEGSERMIEHEREET —Mat. LREBESRNE, HELSHRSSE L
P EEIRXIEE, #5R Windows Media Player X 4EN&RIR, ERIEFERXEBEEEHN, E7 Citrix
Workspace RARZFIELZER. Fit, RSB[BBEREMEXSRMEGEEST,

EOHBERT, REMEISTEE Windows Media Player Fi#&siiaisn, BRIMNAZIE LGS, HFETAERE
Wt

E# R BRILHIRIEE, HEBRRERRNIEPBBEN, FHITUTERE:

1. I B E B ET “SpeedScreenMMAVerbose=0n” M ZEl SHome/.ICAClient/wfclient.ini (261) £
[WFClient] &84,

2. BEEMLRBEHNBBRSEN B wlica.
3. EHRSEHIUILHE IR,

4, iBF (ERBHHS) SHREAHEGRERXEBN MIME 28, $iE2RMAZZHERERHN MIME 28 (a0
“video/x-h264..),
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5. ¢%48 SICAROOT/config/MediaStreamingConfig.tbl, E&&iZRM MIME X817, 7% “.” 5 MIME
KEZEHEN “?77, HIGBZAZER.

6. M3 RILERERNEMEAERNES (£R) $E2-5,
7. ¥E2UEM MediaStreamingConfig.tbl 2 &R RETHEN—4 GStreamer pluginsiEMITEN.
AR

HAE ATEIRG MIME 268 /5%% GStreamer $&fH#1TH#IE,

BITHORE

BRE—HTHO, EE SICAROOT/config/module.ini BBEXHHFIMUTEE:
LastComPortNum=1

ComPort1=device

BREEM N HZNETHA, EE SICAROOT/config/module.ini BB HhFMUTERE:
LastComPortNum=2

ComPortl=devicel

ComPort2=device2

IR

mFTFIE T EER Citrix Workspace BRI fE A E s WS IRHE B
HIEEIR, iR 11 (E_MISSING_INI_SECTION), E&i@E*xt, EEREH,
ME$1T7ia1T Citrix Workspace R RIEFFRT, LHEIREEBKRETT appsrv.ini X4 RKEISHSTHIEENIRE,
E_BAD_OPTION - i1 “...” .

IR L. BB,

E_BAD_ARG - £ .. AETHBE: ..vo

JEI .7 HBE T BB

E_INI_KEY_SYNTAX - Z$A “.. 7 (fEECE X “..7 F) TKo

REXMHHH X RS BEEHESERIF. HRIE—EEEX S

E_INI_KEY_SYNTAX - {& “..”(ERE X “...” f1) TH.

REXMHHH X RSB[BELBESERIF. HIE—MEEEX Y
E_SERVER_NAMELOOKUP_FAILURE - T % E#Z5IRS 2 .7

TERRER S5 22 TR,
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TEBN—THZ XM oo BRI HHPASARIAEHFEL.
RERTHEEHEERPMSENRAT. WREAMAR, BFUBIE, HFERRETRIEERHESRF
IRSZEERC . BEIMERHER UTXHAIBEERMIE: ...
EIMEEHERRTIHEIRE SR

PHIER
NR1EERA Citrix Workspace R AEFENEEIA, AIAERERRAZFHINHREIZEIES. s SR EBItEME
HIZHTIR AR HEE B RIS ZIA .
FREYS Citrix Workspace MBEFE XIZEIEE:
1. EREBRH, 8A util/lurdump, BIVEERIFLFITRSN UKL (0ERTHE) LR HRATIEE.

IR ER— N B FRISUE RN, HPaER4aiEAES. Citrix Workspace RAEFHEREXHR
BUKRERFEENE,

2. BExxfrkiEss Citrix AL ZA], BREXHHESEENEER.

x5 EREDERHTHIEHR

BRI UERERPOERREDNNER. KRR — M FEERNE~HREHETR, BdIR, BANEERAL
IR EEISEA R TR IS M H AR M INEE, EEEPOHR, BRALUES U T EERERE:

o XA ARER.

o EERIE EPBRBERIIEHXATMITANNEERF.

o NRIEFEARIE, EPBREFRXATEITANNBEFOERTIHASRS[OEEERE (FFRSSEE
FTERTFFERRR XHIN BER) o

o BEEERGRIITHRE.

SDK #1 API

January 14,2022

Citrix E#\i@iE SDK

Citrix EBERHF L TAE (SDK) ¥R ICA YW EMEINBERS RS B[inNAEFNE P HREER.
R S3 28 i R A E M AR AL T Citrix Virtual Apps and Desktops fg$528 Lo

MRBHEMEBEFHTERS EMIEDIER, BHER Citrix RAZR.

EENIEE SDK 121H:
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« 7£ Citrix fRZ328 API SDK (WFAPI SDK) 5 @2iilBiE ThaeE & A U eI 2 R IiBiER Citrix EPIREIZF
R A2 4i2#E0 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 2 #tHIEINE
BRI T RE EPEENEE,

o ARERFERANS N EIBERFEFNERRAE,

+ EINiEE SDK £E WFAPI SDK 7 8E4R S R @8 AR 55 2800,

BXRIFMER, B2 Citrix Virtual Channel SDK for Citrix Workspace M AB#ER for Linux (E@EERTF Linux
i Citrix Workspace A2 Citrix @& SDK).

H917317

BEXHRSITBENSHRNEER, 158 Citrix Workspace app for Linux Command Reference (BT Linux &y
Citrix Workspace M AREFHRSEE),

a1t SDK

YERERTF Linux 89 Citrix Workspace Fzf#2F# HDX SoC it RIN—&84, BEAISINT “Fafhfk SDK”
It SDK 2R BB QIFIMEMEBIRAA. K104, SHRIRENESRSA.

FRABRTUERT &K SDK RIZBSET Linux B9ig&89MHEE, It SDK iFF & AR A Citrix Workspace A
2R ICA 51Z4AH (wfica) BIBEMHY B, 1BHRIEATTHZEMER, wfica BEIAmExLE,

XL AT LUBIE /5 A A R IIAESR A BN EM AL Linux & HIMERE:

o RN AFAHRIEERGH JPEG 1 H.264 $URRINNERARD
s EHBATLAISERGNRENSE

o BEEHIERGIELRSHIRIES TR

o AFRXZEHE X1 NIRERFIFRREE S HNA R RARS

BXER, ESH Citrix Workspace app for Linux - Platform Optimization SDK G& B F Linux & Citrix
Workspace A2 - Faffik SDK).

ICAIRESE

February 11,2022

ICAIEBSEXHRAEMRIGEM ICA XHIREYIR, AFEERRABENX Citrix Workspace ZBIEFNITA. &F
ATLUER ICA RESE3 Citrix Workspace R B2 FHR BT # THIEHR.

ICAigES% (PDF T%)
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