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KT IbhRs
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2209 FHIIERA
ZH5EA FIDO2 #4175 H 30 [BATYAR]

EEMRASG, EaJLlER FID0O2 ReZEX NN AR RSB TEHRIE, FIDO2 Z2ZHAATIRTRMET —
MITEAN, TERMANAFPZRTEATEEE FIDO2 WM BREFHEmETEHEIE, X FIDO2 AR, &
£i7 FIDO2 Authentication (FIDO2 S{4I83iF),

AE:
MREEY USB EE@ER FIDO2 18%, i5M SICAROOT/ XE# T usb. conf X #ikR FIDO2 &%
B USB EE MM, IEFHaIEEENELIHE] FIDO2 EibhiEE,

HIMERT, FIDO2 BRI TEARS. BFA FIDO2 BBKIE, EHITUUTERE:

1. 8M1&El <ICAROOT>/config/module.ini X,
2. #%2) “ICA3.0” 9
3. 1I8E FID02= One

IEThEE Y RISz HFHH PIN B3AIARIRINEERDE S HIIEERF ((XR USB). AIMECEETF FIDO2 R2ZHNSHRIE,
BEXUEFHNERILINENGES, FSRER FIDO2 B9 tRNAE NS 10T,

LEipial%#F FIDO2 W AR Web imE, BET—FKRT, BRIHNLLEH. MREZFEEA PIN (R
A4NFF, &S 641MFN) EIMTR2EHR, WSTTEERNBEA PIN,

MREZHEEE PIN WERTEM T REEH, NWRRHELLZRNTER.
PR :
fErTgeTiA A FIDO2 SH IR E —aig& EMEIE— MK,
AR
BAMBRAIMERE P EHIEEFFREREREFFRPHTIER, HFATPREAZRIBHN S, Citrix 7&EZ

THREFR BT AR AV S 1 22 f5), (EXIIREBUHE XL THREMN R . Citrix JRERIRIER GRS, BBUEMEZMNR
IRIITIRME, BIARERLEFIFEHEE Beta hids,

BEMNEILRINEE [RATRAR]

VgD, SR dEHRREXHF KeyboardEventMode MEXREARENERZBAER, SERATEEFREHA
RILH Ul 5EBL,

B Citrix Workspace R 2R 2209 2, Eal MR BREANRNIRERSFEEFRNBEREENER, &q
LL%$E Scancode =% Unicode e @R AR,
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BXIEFMER, BEREEMERES PN BEERNEILRIIEE,
AR
FAMBRAMER A EREIEEFFEREREFIFERFHTIN, FATFREEZERENVS, Citrix 7EZ

THREFR BT AR A SZ 1 Z2f5), (EVGIIR U X L THREMN R 5. Citrix JRERIRIERIGH™EE. BBUEMEZ WK
IRHITIRMR, BINABRELEFHIRSEIE Beta hitds,

SEH BRRERR [RATRAR]
B Citrix Workspace B2 2209 #2, Scancode BEMNERNZIBUTT BESHS:

. BiE106 B
. % FiE ABNT/ABNT2
. BIEkERE

Scancode BEBNERZIFT BREGRUNFFEREERBERSER,
FHINBERTRALX .
AR

RAFEARAIEE A EEIEE R HEREF IR FHITUIL, HATFPRBEZRRONS, Citrix FEZ
THREFUhRAYSZ 152G, EXGRIRMEH XLTIREM R IR, Citrix FIRESRERIFMmEY. RBMNEEMTR
IRHITIR(E. BINABEEEFIFIRSEE Beta hiids,

Microsoft Teams 1&321h4E

- NARFEFEEEA: BiEAT Linux 89 Citrix Workspace B AB#2F 2209 #1 Citrix Virtual Apps and
Desktops 2109 #2, &RILUfER Microsoft Teams FHMRERAEREHENBIER,

« /= DPI Z#5a9i838104E: BA T = DPI Thae, HEEEANE 4K B/R288Y, Microsoft Teams ¥SAEINE
UFFARNMUE, HFEXNEGE, BICENENEENE (G, RERBFBHATIRS B REHD), BMBEBE
FRER, FERARENERRENUE. ERALERINEGE, BERE[F wfclient. ini BEEXHHH
DPIMatchingEnabled S#i&& N True, EXFMEE, ESIRZIF DPI L,

« WebRTC SDK #4: BTk Microsoft Teams B WebRTC SDK krAEEFHKEIRA M98,

RN KR A
BZshR4siEE, EATF Linux 89 Citrix Workspace M BEFS U TERS:

+ glibc 2.27 Sk EEAR A
+ glibcxx 3.4.25 RES kA

N B2 RIFTIREE
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} =r

AR

Ubuntu 22.04 A= £ ARFRIPIIEE. Eit, MREE Ubuntu 22.04 ELETHAREFFRIFER, MIRTEE
Fi£7E Citrix Workspace MAREFFEMENNARFNSE. EXNARFRIPFHIEAEES, BSHAKEE
1R,

2209 HERERIEA

BRETNARFRIFIIREG, REZICRINETEREATERRNEOPMNE Web TEN S HRIEEERR
. [RFLNX-9004]

FEREBERT Linux B9 Citrix Workspace T2 2007 /5, £/ Storebrowse FiINAEE DR ER
KBtiEl, RARAEESSRRAT ERNNNAREFRERS. [CVADHELP-20618]
MEBBRS B AEEEI N ARG, ERNmETEsHil— M ek, [CYVADHELP-20039]
YEMFNTRNZ G ERHHE L BRFEN, BE_TUAEFAEESHIER, [CVADHELP-18198]

2209 HEAI B

Y& E5h Microsoft Edge MAREFRIER, Microsoft Edge EIFffRBARMILLAIRNE R, MRERAT MU
TRE, WaHIEHR:

- DPIMatchingEnabled fEI&&EX True
- BTRBERNEFREILGIRIEEN 100%

[HDX-39764]

SNFEEZMEFHNEEE, 2RSSR EEHIRIIEIRSESS VDA IR ERK M. ARG EZENIEA
+, [HDX-44255]

BEEMIGENIZEOMRG, VDA AJgEsiR. H&EDDC LERAT “&FFin USB Ig&EER” KIEHIEES USB
REEEIWS (Bl USB LEXEMN) B, SEIMLILA#, S, 3ER usb.conf XHFHBNERINA
vid=xx pid=xx split=01 and intf=00,01, Z/&, &AM Citrix Workspace R BiEFEEH
RIEHIGBEEMAIGENIED. [HDX-44117]

£ & F Debian 11 89 Raspberry Pi ARMHF #&1E &4, RiERBohIsERK W, Citrix BINEFERETF
Debian 11 # Raspberry Pi ARM64 &% 45 & F Debian 10 89|HAR Raspberry Pi ARMHF £ &%,
[HDX-41729]

BEREKFEY, ERFTIEFEFAMBBRSEFTRER. Fit, ERIETHERESERAIERNABEE, #R
AR H BEIARSS LUMIBRIES. [RFLNX-9051]

HERMERZREHBHEYRSE, FESHNBR. BRAEREBHBBRSHERB. [RFLNX—8951]
7£ OpenSUSE SLES 15/, HEEZDIEEFMHERN, AIRERBE—Meii®F. [RFLNX—9109]

1ERI8eF5%7E RHELY #1 Fedora 36 EBRaEBIBRS. [RFLNX-9128]
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} =r

AR

BXREBHRARNEFNTETNR, BSHEME,

FHARR A

FEDABRE T EXBENNRIE Citrix Workspace W RZFEHIE B 2128 T FH R HAIRA P AV IhEERI B8 &
E"]lEJLﬁEl\JTEII_»O

2207
FEINEE
BFRESMRERIERINEE

Wai, 7 Citrix Workspace RZFEFH, BN EMIEAMEEAER 200 2. AFIRETILE, FILEER
HRPEMT 200 EWHEER, EAMHEPELSNREXNETMNABEFZERM,

BT ItiseINEE, Citrix Workspace R ARZFHHSEAHEEMERFR/NE 50 28, Alt, XREXNEMNHBREFN
AP ARSTIE, i, FiReYE (RTT) 48587 150 =5,

BARRANE, &R IERE LR RMEENOP SRR P X RIS SR8, $ItbE58I8E, £ module.ini X
%89 [ClientAudio] B/ HARMT U TFEE:

+ PlaybackDelayThreshV4 - I8 EHHEHHMIAES (UZFHEA) . Citrix Workspace MR
28R EBNIFFEMRERRIFILEEFELET. PlaybackDelayThreshV4 BIZRIAER 50 BFb, XY
AudioRedirectionV4ig&EX True BY, hEHAEK.

« AudioTempLatencyBoostV4 - U EMEHERA LN EBER T B UM T FRE B WS,
LLESEMALEE+RE HHEHFENEMARERENEM. B2, SMAESHBER,
AudioTempLatencyBoostV4 MWK IAEIE E ~ 100 E . X H AudioRedirectionV4 & &
A True B AudiolLatencyControlEnabled & # True B, kB A E M. RIABERT,
AudiolLatencyControlEnabled B{EIRE RN True,

BXINFEABLERNEENIFAER, FERASMXEPHNATRESSMRERNERINEERD.

25 DPI ILEC [ AT SEAR]

fEibhR7s, 7£ Citrix Workspace R AEFHIZERN 2R ¥=M DP| 8MES BN AR F MK ERIERAER
EMELES, BJLFE Linux BRHHRIREFFRIAERE, VDA 2IERFEICRE B oEH.

DPI ZEREERTARTNSOPRERSE, INEAEMTURBTFEEENRITERUTASR:

. MARERF
¢ XK
o Btk

© 1999-2022 Citrix Systems, Inc. All rights reserved. 6


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#known-issues
https://www.citrix.com/support/product-lifecycle/workspace-app.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#audio

BT Linux & Citrix Workspace [ Bi2F

- HftERTER
PR

B#i, DPI EECINEERLIFE P i LD E4EmELEl, R DPI EMfEiRE, M Microsoft Teams (RICEIRETALE
Rz

BXRUABAILLINEEIFAER, 1B8E5ZF DPI T,
AE:

RAMERAIERE P EHFEFIFRREREFFRRH TN, HFATPREAZRBEHN S, Citrix FEZ
THREFR UG hRAYSZ 1522151, (EXDIRMEUH X ETHREM R %, Citrix FIRESRIBRIRM™EYE. REMUMNEEMTR
IRHITIRF. BINAERLEF IR EZE Beta hR4s,

E5USBREEEW

BahRASE, Citrix Workspace AR AFFRAES USB i&&. 4 USB i&&AILUAITZIINEE, XLETHEERE
SEAFREORTETHNEHINERENN. E5 USB &G SERTMAMSMaANEHARN HID 8%,

Bai, 24 USB REEERNERAIEHAA, FIIREEETE Desktop Viewer H,

BLIMR, ERIEHHEREHBANLEN, RESWKEMEER. Eit, $EE8mMEES VDA, E4kmEd, &F
BEEEXHREFIEAENEER. MINERT, E48 USB RENBHEERLTEARS.

BEXEEES USB REEEMNFAEE, BESH USB XHEFHNES USB REEERET.

B T SN0 S E RS IFINAE [FARTASAR]
Bashrasi2, Citrix Workspace MBREF RIS EMR. WINgET AR B P RFMmi&t, IURERFER, @5
SHERTHEER FRBRES M. PERESTMMBEENSM. Citrix BiNEER BEN SRS EIFHIEEE,
IANBEAT, CIEERINGERTERARS. EXNAFESF, NREHFHEFIMIERERXEN, BIUTHREIEERY
BEo
PRI
RIEIRIT, WERESMEAT LEHERINEE
BXFMER, BRSSPI T SRS bR IFTEEER 5
=

RAMGIRAIEE A ERIEEFFRHEREFFRFHTUNL, HATFRBEZRRONS. Citrix FEZ
THREFR BT AR A S 1 22f5), EXIIREBOH XL THREMN R 5. Citrix JRERIRIERIGHN™ RS, BBUEMEZ WK
IRHITIRME, BIARERLEFIFEHEIE Beta hids,
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SFERRE

£tk Microsoft Teams (Citrix HDX 7£ “XF/hRas” pi#tf7 7 ifk) BY, EaILIERAERARENEEREREHE Hig
WeREBIBAMEHENIGE. U, RIGEERIEREENTRRE, HEALNKESEEEIEN. EXMERT, BIE
EHENESIMEEEAENEEINEILE, Microsoft Teams b kBESKIXTHER. EUTERT, BLE
WEERRAE:

o HIRRERIS N EMLER

o SNEIGEARAIAR (0, EFEM)

AR

LIhEEIRTE Microsoft Teams #H ISR EFHE A, E 72 Microsoft {Ia# Itk EF, 5518 Microsoft
365 roadmap (Microsoft 365 B&4E), thall&iE CTX253754 THRXIEEMRM S,

B2 R

o YiEMERM Lightweight X11 Desktop Environment (LXDE) £ RER T RshS B MTMSBIEZE, &4
B 53HEE EMIRHEM—RERE <XXX> EZEMTHIZER. IREFIEBMENMERE (ACR) HKIET
M (SR) REEBEH, NRKETZHEE, BHRHN, APSEIEHEK. B2, NREERE ENEMEMAL
B, SHEEPISKT RS HILR IR, H73% Esc 3 Enter BFaBHAF KM, [CVADHELP-17478]

+ AT Linux 89 Citrix Workspace M AEEFAlfEs B EF /S cloud (I <xxx-yyy-cloud. com>)
89 URL i@ A= URL, BMEE(TRRZAM URL 7Rk, [CVADHELP-19480]

o ZAEA HDX MBIREHET, RIETTRESMFIER. LA (RTE VDA hr7s 2203 FritEl, [CVADHELP-20223]

s EENBAMNEARERFSZ VDI 2iEzEHE—1 VDI i 5— 1 ELGHNNRAEFZEEFFEMAR
ARERkM. RIENNTABREFAIERTE—RINBREML, [CVADHELP-19899]

+ 1£ Skype F{ERMERGN IR MRET, L AIaER B RER. [HDX-37860]

« 7z Citrix Workspace FZfB#EF+, HDX RealTime MSREIAMSAEIE T 15K A MIPEG Mg A&
Mo [HDX-40352]

+ 1 Microsoft Teams BiFHEIRZRE XN ARFEN, EHNEHATESBEIMENE, HILREANRER
WIREARIEE, FINISERAER CREFHENEM), WRAGESGARNNURESRER, BEIFROMBH
5, [HDX-38032]

« Citrix Workspace M BEFHRIMARE SR AT se A EREM. 3§ Citrix Workspace M ABT#EF S VDA Rz
2109 A EERA—EERNSHIItR®, [HDX-40287]

« M -span o @< BN wfica B, RIERIAETABMHBFRERIANETRSR. ¥, A -span hH<R
o wfica B, MBTERERIRFIRENERETIRATAET AT, [HDX-32519]

« f£/A -span o ®<BEE wfica Y, RIEAIRET ZBMHBFIERIANE RS, R, HH -span h&<$R
sh wfica BY, HanEiZIAA RSN ERBYIRAETATH. BXFMER, E2RAG<SE%E, [HDX-32519]

« £ TCP #1 EDT/UDP iE# =it H#iia, MR— MM L% SSL #iR, MFHMEZTAIESE A BB R
K. MR MMNZEN TLS BEEARRE, HFEFFPHLEZBEE —MHGETEE, WsHME SSL iR
[RFLNX-8747]

o UESRInREEITET AENAEFFIPINEEN Citrix Workspace R BEFHITEMET, x1lvnc RS2
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B, EEAN. B, BT AER x1lvne RS ETIEERERTEN. [RFLNX-8933]

o FERBRINEE RN AEEN, Storebrowse WETRES KM, LR XE Debian 32 (2 ERFAP HM,
[RFLNX-8743]

o 7£ 32 fi Linux i+ BN L RES B T HAREFFIPIIEER Citrix Workspace R BIEFE, ErIfESIREIHIRHE
8. [RFLNX-8809]

« {£f storebrowse -a LRI ARAEHER storebrowse -E an$%A, Storebrowse #Za]
BESRIK, IEiRE{RAE Raspberry Pi i2FR &I, [RFLNX-8803]

2205
HhigThae
Storebrowse K 5 {330 IEIE5RINAE
AR
tkThaEZ®ER T Citrix Workspace R BER.

BARAE, FHENEFERERTE Citrix Workspace MARFH, MABEFAEEERTERRRE L. &
RMTEFNRAFRER, BINENFEESHIIESHE, UEESERARHIIEENRINAFTEEMRANTE.

TR LAER AuthmanConfig. xml XfFH# StorebrowseIPC ZEAXFSHITH Storebrowse #5530 3IE 1
gilj.]ﬁbo E‘ﬁiA'I‘%E;R—F’ t}]*ﬁlj]ﬁ :_F**Fﬁ'{k o

B{HI8IF R INAE X 15E A storebrowse HITLA T2k

« Storebrowse -E: FIHETAER,

« Storebrowse -L: Brh5B A HANERENZEE.

« Storebrowse -S: FHITHEKER.

+ Storebrowse -T: &IHEENAEENFAE RIS,

+ Storebrowse -Wr: EFnEEENARENL T ENRSEEMMFEENRIE. [r] ETUEEMEEFEHA
EEN=IE.

+ storebrowse -WR: SEHEEEENABENL T ENRSEEHAIEENRIE, [R] &G EMEZFREE

IEM T FFEEN RIS,

+ Storebrowse -s: T8 E RN AREIEPIIIEE X Ro

+ Storebrowse -u: MisERAREEPEUEITIREENERo

« Storebrowse -q: EAE# URL BEIBIERF. H<SIGERT StoreFront ABE,

=

AR

o A LUGZ H— S ERRIRM storebrowse ®% (A AuthMangerDaemon),
o BPRIEERINENERT=HE.
o BRIERIEERE, BERKAERIEE,

BXFAER, BBRSHRNIEEEIEE,.
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KAER [BATRR]

KABRMBEATEEEERRENIFSMNE (2-365 k) ARFBERRS. BAWLER, SEHEEENNEER
21 Citrix Workspace M AEZFHERER.

f&BNILINEE, BaBERE Citrix DaaS RIFEREZAEKE 365 X, It BETKIASENESERH, BAERT, &M
EIEEEE 4 XREGAL, UREENE, RE, YEEX 4 KW@ EES Citrix Workspace N BEFFEGERTIE
£,

AR

#ﬁﬁ%ﬁ"ﬂ#&_ﬂﬁ%)ﬂ?’_EﬂFIr‘iTiﬁ‘EﬁFEEr‘iﬂﬂﬂPLﬁ/JﬂJﬁ, HABPRMAEZREON S, Citrix TR
FREEARAYSZ IS ERM5], (BN HEBGHX LN R, Citrix ATRERIRIBRIGM™ENE. REMENEZHNR
IRHITIRME, BINABEELEFFIRTSEIZE Beta hitds,

ﬁ*ﬁémfm Sy ]ﬁ%l;ﬂﬂ(ﬁ%io

R AN ET B TR B A IR
AR
tkIheEEBIER T Citrix Workspace R BIERF.

&I 7E A LATE Citrix Workspace [ B2 IR ER B F b Ftit, LUBRI&AINS B FHR ik KB B REIE,
BREAEZNSEXEMNARE, WIRIAERT, Global App Configuration Service iR [EI#Y 55 —NRz A & AR 00
AAANAEE. MERE, AFBERTUTREMNEEE.

BXEMER, ESRBENARE URL FmE Citrix Workspace [z 2R 0 o B iS ERE F B FeR s 8
shRINER 57 -

22 A LaunchDarkly i35
BashRAsiEE, &rILlfE Citrix Workspace FZBEFHZ A LaunchDarkly BRS.
ﬁ*ﬁ%{m ISy ]ﬁ%lmlﬂ $ IEY*éo

B2 R

« Internet BRAIZRAZE A IFIE R DNS RRSS 88 FIaE LA R URL clientstream. launchdarkly.
com, FIt, Citrix Workspace MAEF =M% URL %X AKE DNS &iy (EXR=# @it 1000 %) .
[CVADHELP-19559]

o ERANBREFRIPIIEN, RERICRIMAENER UIDialoglibWebKit3. so EMEHIIFEEREOA
BEREEVER, LLEREETE gnome #l kde SEFIEFBEIFR R, [RFLNX-8027]

o 2% M7E Raspberry Pi ARMHF Z P ighR A 3 5 4 £iz178 VDA £IF#HTITEN A st 2 S MK I1E T Mo
[CVADHELP-18506]
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o ERAMAMKEREMRSAFAREN, AREIERUTHIRER:

“Response for Secondary Token request is not 200/400/404 42” (G1%#BI <R IERMNME T2
200/400/404 42)

iteial@ & 41 Fedora 35 £, [RFLNX-8603]

2203
FHEINAE
%#5 EDT IPv6

Bahkasi#2, Citrix Workspace WBiEF%# EDT IPv6,

S5 TLS thilhi7s 1.3

BAhRAE, Citrix Workspace ARFZIHERER 24NN (TLS) 1.3 i
BEXFAER, BB TLS,

BEX Web [A&EE

B 2203 &, wimse@=ErIATF Citrix Workspace R R1ERF. ZrRILUEE Citrix Workspace R RIERF ARl SR B4R M
BHEX Web MB®EE,

AR
BHEX Web N AEEAZZFEEZ EnsREHmBEEE

ﬁ*ﬁémﬁzua 1ﬁ§|ﬂ§EX WEb }_‘_}Eﬁr‘_‘r_o

B{I0IFEIRINAE SLI0 4 ThEE
BashRANE, SI0IEsRINAES 5 storebrowse ST TIRE:

« Storebrowse -E 5B AR R,
« Storebrowse -L Bai5B &G A MRNEE.
+ Storebrowse -S F|HiTiFEAE R,

3

AR

@A LI 4E(ER AuthMangerDaemon FE R storebrowse &<, H BERRIVAMZAHIGEIL & 510
SRINAERR MHSTH%,

BXFMER, ESE Storebrowse B S 938 IFIE58IHEE,
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RERRDILIRINGE

REABRAIAFLEZTFAREE LNEEREBA/ZETIR. RANBERT, kELTFEARS. BARE, &F
mRmEEEMEPSE Citrix Virtual Apps and Desktops # Citrix DaaS (LL&i#FA Citrix Virtual Apps and
Desktops fR$3) =if.

BhR7s 2203 &2, Citrix Workspace MARFZHUT=MHFENRERBRSEN:

e NAF—K-RNEBHH - BRI\ wfclient.ini XHHH KeyboardLayout &, EFHEEHES
ERIEBNEL ERS S, R KeyboardLayout EIREHN 0, REREBFEE S 2 VDA, IRF
KeyboardLayout BEIEBANREES, WESHENRERELE VDA, ERIFHENEFHBREHE /A
BHEAERBALILMNEN. ENAEN, HIEHBERIZNARER. XEF—R - 2iERHRERER
Citrix Workspace [ Bi2FiER R EAR R R,

- RUTIEEY - ENEFHEETRN, WAMSEEFiHERTRED RS 2.

o FRAY - IBTREFIRERRS S LEENREEER.

BXFAEER, BEARERRERY,

Microsoft Teams HyZ & OIXFSIN

7z Citrix Virtual Apps and Desktops 2112 i E@hr A iEd HDX # TR, &R LUTE Microsoft Teams
FRSZIMEORTHRMSN, ATUBEEMARBEINIFHIRN. EXHHEONENEAESR, BB Teams
Pop-Out Windows for Chats and Meetings (Teams BFEIXRASINAHEHEND),

NREEEITITRIBAAHY Citrix Workspace RZB2FE Virtual Delivery Agent (VDA), i&i#i2, Microsoft i
SFABHFEONRB. BR, ETUARIZIFEZINED (2203 XESHRAE) #9 VDA = Citrix Workspace M BiER
WS, BEARIIESRA, FEHINGEEREZRG, BELEANAMEEL,

} =

P =

I IHEENTE Microsoft Teams #HIE KW EFHEAIH, Microsoft # B Itk E#E, HEE CTX253754 FREXXX
MEFHNAS,

12387 USB IRENBMEEMINAE

E:2

PR, EEMEREHBENRER, RESWEDEER. Fit, REBEEE VDA, EAREF, EF
EE0

BEREXHGREFHEABHDNEER. RIAMERT, USB RENBNEEDLTFEANRS. BXFHAER, 3
USB #8453,

BfEE R

o IR AREHE Citrix Workspace ARSI E# TSR, SHIIEEKFE_RME, BIETER
IN#IT B R IIEFIROL. 3 AuthManLiteEnabled 8E&H True FEXE SR Citrix Workspace R A#E
PR HBtRE, [RFLNX-8694]
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2202

A glibe 2.34 AESRANREREHRRERA T R ARFRIFIHAE Citrix Workspace 2R
&, BERAKSISEEMBHNRANTESKK, [RFLNX-8358]

Y&fER Microsoft Teams 54T P2P BIERSMAINHFH—RHEN, HFEEFHEIR, —1 CPU ZOH
A ATRERIEINE) 100%, [HDX-38974]

Citrix Workspace M REEFAZFET Debian bullseye 895fhiads Raspberry Pi &{E&4t, [HDX-37000]

HIEEEE ICA XENRIEHMSIERTHEN, M wfica TR EIMNTIREER 0, B2, ZEIMNE
FREAE, MR 2. Citrix Workspace RFE#ZFhR7s 2106 SiEBRAFSH IR, [HDX-38916]

7£ Citrix Workspace A2, fEIZIFSILIT Microsoft Teams BiERY, EaaEsiB iR BN MEHEE, IthAT

BERUTHEIZHEE:
“Call could not be established.” (Fi&EIrMEm,)
[HDX-38819]

2202 HRYHTIETHAEE

&@id Citrix Gateway = UDP Z45i

AE

It isRIhREEimiE A T Citrix Workspace N ABER.

fE4dshiasm, Citrix Workspace M A#EF XA T UDP SMMEURIRMEAER 2 (DTLS) thil. Hit, &EaILLE
it Citrix Gateway i5ia] UDP 47,

@i Citrix Gateway B/ UDP 47, 1EHITUTIRIE:

1.

2.

SME <ICAROOT>/config XHFHITH module. ini X
#%| [WFClient] 9 Hi8BUTEE:
EnableUDPThroughGateway=True

#3% [ClientAudio] BAHIRBEUTRE:!

EnableUDPAudio=True

BEXFAER, BEEREIXETHER UDP S50,

=

AR

WNEFEA StoreFront default.ica Bt &, 7 [Application] 9 Hi&EH EnableUDPThroughGateway
WEMRLTFE module. ini XHFIRERNE, B2, EREEFEH module. ini 27 [ClientAudio] 24
Fi&E EnableUDPAudio f, It4h, BRI TFE StoreFront default.ica BEEHIZENE,
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B2 R

« &% Citrix Workspace R A2, FIMNAREHEHISEN, SIEFOTELEET. RFKE Ubuntu
16.04 £%=% 1ibpcscd E, MsHBtkiaE, [HDX-36574]

« 1£ Citrix Workspace R 12 2112 /1, E{1EI Microsoft Teams HSTEIEHIT A MLIRGHET, Ha
8 CPU FAEXFaERRE. [HDX-37168]

« BF CPUFABZXR100%, Hlt, E2iBFI4EER-M. [RFLNX-8200]

- EERABMN GUI BoNSERIETR, /A Desktop Viewer TRz FHREHRFIRARE LRIRIEREA
RERRNM, HETRUTHIRHER:

TERERIERR. 7

BR, AT T RERMEEIIERNERSIERR.
[CVADHELP-18971]

o ERHRANEFIHIRIERF LIETH Windows VDA L, A%/ inmiksh2sbReT 7EpRaT IR Zh 28 OIS
KRXHARERKY, HFETUTHRER:

“You need permission to perform this action.” (&FEZHITIRIERIIR,)
BIERZ A LUZ Ubuntu 21.04 Al Fedora 34 SXE Sk A,
[CVADHELP-18448]

« Internet /A ZRAEF P IFIEFH DNS BRS23AT8E T A4 URL clientstream. launchdarkly.
com, AL, EATF Linux & Citrix Workspace i AEFaFbrm URL &% DNS &ifl, HIRMERRERSE
WEDBMN Linux BPIHVEETTR DNS i), MMS2 DNS iRs528#H. [CVADHELP-19140]

=

AR

3f LaunchDarkly #8289 DNS i algERE—RNAE=F05h,

2112

2112 avFEINRE

XA R R

Wai, Citrix Workspace ZA#EFEETR— 1M EANT, HAGRSXANBEERER, Blt, RUERFIXRNUE,

FEXREF, ATHEIREXENERAGRE. Flt, ERIUEMMENRPREITOUE, BARRT,
$**m4klu\0

A
o 1R .ICAClient BEET YRR EXHRF:
iRk AL1_Regions.ini Xf§

HE,
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ZRE ALL_Regions.ini Xff, 3&%& [Virtual Channels\Thinwire Graphics] 2 #IKE RN T1T:
InvertCursorEnabled=
InvertCursorRefreshRate=
InvertCursorMode=
R . ICACLient XHFEAREE, ISR Citrix Workspace MARFHESHLE, EXMERT, KERGIIEENE
N E.
ZRAMThEE, FRITUTRE:
1. 8% SHOME/.ICAClient/wfclient.ini EEBXfH,
2. %% [Thinwire3.0] 9 HI&BUTERE:
InvertCursorEnabled=True
AR

Y Citrix Studio R FERMMREIDIRHITERRENEIRE AR ERIIMREDEEN, KITFRRE,

BEN S REH

ERAFHIERMY (UDP) Fifittian, BENZMMENMERET. BX¥4AEE, BRABEEN S,
AR
Lh3E5RTHEERE VDA 2112 B SR A,

Bx1% Citrix Workspace MABEF LERABENSMEEE UDP FHMMNER, ESRZ M E A UDP S50
7o

ZRHSNEMEE [RATYR]

BAhR4siEE, Citrix Workspace ARFRERIEPERFAE AN EMEERE AN, i, FRAITEFM
HDMI S5 &9 BMERN A <50

RINBERT, WIheETFERARS, ERAIINEE, B7 module.ini XHig AudioRedirectionV4 BEIRE
77 True,

BXRIEFMER, BSRAS,
AR
HZhRZAEE, module. ini XFHH VdcamVersion4Support BiEERE I AudioRedirectionVv4

o
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#@d Citrix Gateway £ UDP S5 [HAFYIhR]

EAhrAH, Citrix Workspace ZAB#2FZ#5H T UDP S5MMBIERERMER 24 (DTLS) hill. Hit, ERILLE

it Citrix Gateway ifia] UDP &E5fi,
@i Citrix Gateway B/H UDP &4, BHITUTIRIE:
1. % <ICAROOT>/config XHFEHFTH module. ini Xt
2. #%3 [WFClient] S92 Hi&BUTEE:
EnableUDPThroughGateway=True
3. #%32| [ClientAudio] SHHIRBEUTEE:
EnableUDPAudio=True
BXFAER, BSREIXEPEA UDP S5,
AR

NEER StoreFront default.ica B &, £ [Application] #4958 EH EnableUDPThroughGateway
HEMRSETFE module. ini XHFIRBENE, BR, EREEFH module. ini 27 [ClientAudio] 24
Fi&E EnableUDPAudio &, HEEMERFT LS T StoreFront default.ica BEEEHIEENE,

BRERZRFHVIEIRINAE
AR
ItkigeRIThEEEimiE A T Citrix Workspace N ABER.

EARRAF, Citrix Workspace [ Bi2F X IHEM TR RBAENERN AR,

BANEREREY, BREFRFRIERSB[ANZTARPRNEEEFR. FTURNEMERAS M EEF, HERNBIFREXE

BheFo

R

£ Linux P im L% 1ibpcscd B,
AR
BINERT, LETREREEASH Linux RITHRIRIMRAT, B2, ErIEREERL Linux RITRHE
HARRZAhZEE Tibpescd B, 0 Ubuntu 1604,

BRAIIERINEE, BHITUTRME:

1. &#12l <ICAROOT>/config/module.ini Xk,
2. ¥% SmartCard &%,
3. i&& DriverName=VDSCARD.DLL,
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Microsoft Teams i kAR INEE
AR
LT INEEINTE Microsoft Teams # B INEEEH/GRIA. Microsoft #H L BB, 1E&F CTX253754 FREIX
MEHMAIAS,
+ 1 Microsoft Teams FiERITHIN

TEAkAF, S5EEEERZREMN, EAILE Microsoft Teams EIEHAENERIZHIN, RISEHNGE, EEJUNH
EREHITIRE. FEIEMEN

EistIHZREMEE, FRE Microsoft Teams REMMAVERIZHIN, HERBNRWNBS5ETUAFRIELE
H9IER,

RBEFING, BIUNHZEREHITER. REMEMENR. TRE, SERBIEFIN.
PR

o Linux EP IR ENARP T EBEHREFEMAR, #5272, E Linuxx BERIEENBRPFBREZRSE, 2T
BEPREEETEFHSOET, XET Microsoft BIFRH,

o EUTAPZENRYY RIEBIERE, BREGSGEARAIA:

- RAER
- iE FETAH] Microsoft Teams SEE s FRAF,

R E: AR AR AREUESRITEIRGRTL,
+ % Dynamic e911

fEAhRasH, Citrix Workspace AR ZIFtSE 2N, £ Microsoft BIZER. EAREENEEZRBTER
B, ERMETUTIEE:

o EEEMRAEITN

o BMREAR
RALBMAKIE RIS Eis17H Citrix Workspace N BREFHZFIIE, Ik VDA Liz{Th Microsoft Teams &
P o
Ray Baum JARERIG o1 M EMAIAEMUBEXIENN AR LN E S (PSAP). BERT Linux B Citrix
Workspace 2R 2112 2, f#F HDX B9 Microsoft Teams {8 M Ray Baum BIE#E, EEFIBIIRIERS
RITHRPSFEE LLDP E, #AEXFIbIIaE,

B E R

o KETEHEMMINE, SIA=EIE, BMMAMSETERER. & VdcamVersion4Support (BEGMABE N
AudioRedirectionV4) &N True RHItiE#, [RFLNX-6472]
+ 7£ Microsoft Teams =3t 2 SSMEIELRIE, SIAAEEEEIERNRT 15 RRATAER#1T. [HDX-29526]
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s ERBEHZRIEHE, Y Microsoft Teams EX4ER TN L B RBIGEFIETH, BRIHEEZRBHLGEINE
¥R, [HDX-34978]

+ 7£ Microsoft Teams 3@ iEHRE], BEN ATEE= AR, [HDX-36345]

o WEKRIER S FHEA T E aERi%-R280BMERNAThAE, [HDX-34582]

o ZRFEATEEEMNIIIBHISIETRESELN, EAT Linux & Citrix Workspace R RER 2104 RE SR
e EMtiaE, [CVADHELP-18402]

s EREPERESMATESREMESEERR, FNERNEMSIETSEE, [CVADHELP-18723]

o EZIBAT Opus FiFiEE (BEEGZNBENEM) HWEMKELN, REEERFiH LY Citrix Workspace
FIFRER 2106 RESIRATTRER HIEME, HIMEBNERRZE ICACLient BRPHER opus.dll x4
BEMEMEEERZERN opus lib X+, It opus lib X#HEE AVX-512 1595, ZIESERZIHERF N
Hik CPU, [HDX-36440]

« MNEBRSHEFAREEEIZNAEEN, BRNELATESHIN— MRk, [RFLNX-8486]

« ZXREMRSAFRAER, SRFEADSITHNKILlall selfservice SR IEBHRSHETRESK
M, [RFLNX-8248]

211
g ThEE
R BEThAERY Workspace [H AT AR]

k7Y Citrix Workspace REFEFE#1TT 1k, UELHIFA Workspace 2B8eTheE, BXFAER, ESHR
Workspace Intelligence Features - Microapps (Workspace £ 8EIhEE - R FR) o

Eﬁi‘tﬂﬁ(uhﬂ'ﬂ
L/{H'J ’ 12%8’] EE;/m'{kll_ATEHE%%% VDA E"]E%H ziﬁq]_‘LElL/—TTo
TEARRRAER, BETRSEE VDA MEMIKSIE RS,

FEFBEEX Web MARE [HATKR]
TElthRZA R, & L5E:e Citrix Workspace ARSI SRALRNEEX Web MBHEE.

BERLIEIESEEX Web AREERNZ Global App Configuration Service s iFisiaEsy URL 5k, 7
BEfEFILLThEE, 7RIN URL /&, mTLAFE Citrix Workspace M BZ2FEHARMK S REPIREBREX Web MABE URL,
BHENX Web MAREEIEEAN Workspace R AEFEOHRITH.

BEXHREAPEE Web MARE URL 09458, 15205 Global App Configuration Service,
EMiREENX Web AEE, BHREKFS > RNIMBRH,, EFEEX Web ZAEE URL, RAFREHHIBR.

FERBESEE, BBFE AuthManConfig. xml XEFERBEEX Web NABEE. EXEFAEE, BHBREENX
Web NA®E,
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=z .
AR

SEETEENX Web MAEEEA AuthManConfig. xml X#FIHAI URL, ATUEERNBENX Web R
AER AuthManConfig. xml SR INAER URL,

ERT 64 IMNBBRGHEER [KATALIR]

tehRA<£2 A T £ 32 (I AIEFF B RGN BAEMENRE S, ZRAESINTIERT 64 (I AEFBIMLE
BENEEMNZS. BXEFAER, BERMNSEG.

BHEE L RIEBE [RARTRAR]

fEasRAR, Citrix Workspace BFIER SHHIERFHAE-FIRFROEEDAMAE.

BAEHERE, BEERRRAERSRNESBPRNEEE. TURNNIENAS ML, HELRFEXE
BhEE.

EREIINGE, EHITLTRIE:

1. E#12l <ICAROOT>/config/module.ini X%k,
2. #%%| SmartCard &%,
3. i&& DriverName=VDSCARDV2.DLL,

Microsoft Teams 1&32I04E

o A llvm-12 FINT FEVRII: EARRRZAF, A 1lvm-12 FMT—18&A Llibunwind-12 library 8
MR, B2, BRIMBERT, ZKBMERBEMEERAEE, EFEEPFHRE Libunwind-12
library, Bx%%#¥ libunwind-12 library BF4AEE, E2H Microsoft Teams i1k,

o CIFEHMR. Bohigmitl. REMHEERIERINEE: MR Microsoft Teams & 7 B ohig sixFIFR Z 0
#M, Citrix EERK Microsoft Teams BRBEBENE. BN, KIABERT, XEETLFEARS. BE,
BIAERT, EFEHEMETLFERARS. BXEMAER, ES1 Microsoft Teams 7i1te

B2 R

« EEFIREHENMERIRETR, TRSEEMERIRIE—R, AL, TP iKEEMEERERBETEZM
HAiETT. [HDX-34114]

« MiEATF Linux 89 Citrix Workspace RZFERF 2109 25EHF Windows # Citrix Workspace M BEF
2109 EATF Mac 1 Citrix Workspace 2109 i#17 P2P i@&i&BY, MOUSkK, [HDX-35223]

2109
FEINAE

REA] FEMIERINAE
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UF0, B HDX Broadcast 2iErI 4 IIEEE, MRSERGHE AR ZEMNEZLIARE, EHRISEEDIZM
FE*EE,_%_E"J@DO

FEUthRAS, BAUERETREAENEIRERENZ L. IFEORRKE, HEEATNSEETHITTIREME
BRI 2 BIBRIRESE,

AR

3% Citrix Virtual Desktops z#ittI18E,

AEICRAVIESRTINEE

Wat, #ABRATFE Citrix Workspace AEFHIKEREXHNT R, BEXHIBEFRRIIX 4R, EUAF
EIMARRI kP U E B EX 5,

BHitbhrasi2, Citrix Workspace MA#EFSIANT collectlog.py TR, EaILERZTAEMTRINX 4R IRERE
X, AIAERAGSITEITIIR., ERNBEXGNEREEN. ATUMEMARS S TR ZEENBEXH. BXIFH
; %) 1@%'% E:‘L,:-Lai’-o

RS EL M
AR
teTheEEwiER T Citrix Workspace M AERF.

RS ESNMERRSRAREMIRLD T XHERS RS RAVA G T AER&E. TIERRSHSITRIRNA, BFRERELL
BzhE Citrix Virtual Apps and Desktops #1 Citrix DaaS.

Bx7£ Citrix Workspace M ARFH L HRSESMENERNES, BERRAER,
Bxh Citrix Workspace NARRFRERSESMNES, BBRTERSES T,
BXFMER, 557 Citrix Workspace XSHRIIRSIEL S

s41EIEAT Google Chrome #y Citrix Workspace Web i B {RIFIRSELEMNTIF

SHEEAF Google Chrome 1 Citrix Workspace Web i B {RIFAR 5 EL MM T TNEEE AR B AR TR AR PR
i, AILEEATF Linux 2109 9 Citrix Workspace R AR ERIEA T Google Chrome # Workspace Web
B, ¥ B Google Chrome Web [ A& EFRH, Workspace M ERFEER N KSR BHATIE SN
5 Citrix Workspace Web ¥ Ei@f{s. [FBY, Workspace W AZFH Workspace Web i E< R Workspace
BRI SR A P RS TR ER RN R AN AR FNREH. EXFAER, FSHARSEST.

BENET

EABEBENEZMY, BEFFME VDA LEEESHHRERE, BENZTMAIRUIFRIRE, HERINHNZIMERSES
X, DIRMEERNARGE, BENSMAMINETFEBARS. BEXFAER, BBHEEN SN,
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} =r

AR

MRE SN AERFFE UDP S4aszft, M7 VDA EEREENEM, URIFELRE| UDP SHa(d,

HTARSIES MR Storebrowse 1E38INEE

LLAT, {REERBBIRS I\ HITIEER, Workspace EZMBAXHASTERSSLNTBAXERY. Eit,
£/ Storebrowse B BAEFNRESIEN, FXIFRSELEIE AZRE=ZFEEFFHENEHER
Storebrowse %#%%) Workspace &, #EE&ERENBARSELETIRE.

BibhRZEE, YiEthER Storebrowse #17i%1%8S, Workspace EEHAX GRS TERSHE ENTRAX GRS,
LEInBE BB F B =H B R P iRt EBIEE Workspace BBt thaEAIRI E,

3 =r

AR
o IERINEERIECHETBA T RSESMNTAH, 8XFMEE, B2 Citrix Workspace (4D

BRRSESMEE S
« YR BETE SICAROOT/config/AuthManConfig.xml X &% AuthManLiteEnabled HI{E

®EN True, MLIERINERTH, RINERT, WEIKRER False,

Global App Config Service (AERATIRAR)

fFERAERT Citrix Workspace B Global App Configuration Service, Citrix B2 R 8e0%i8d &£ EERIR
531214t Workspace fRs3 URL.

ERBEE MG, BHAE AuthManConfig.xml X h B B It W aE. S 1 F $ICAROOT/config/
AuthManConfig.xml HHMUTEE:

<key>AppConfigEnabled</key>
<value> true </value>
<!--NeedCopy-->

B % Workspace g% URL IBH¥AER, &2 Global App Configuration Service 344,

} =r

AR
iEATF Linux 89 Citrix Workspace [z B2F{XfEH Global App Configuration Service 121 Workspace
AR%5 URL,

Enlightened Data Transport (EDT) MTU %}

=
=)

Citrix Workspace MBI 2FHI7EX#5 Enlightened Data Transport (EDT) st A& (MTU) £, T

7 EDT iV rT SR A M, HIRESOAAEF KR,
BXFMER, 5507 Citrix Virtual Apps and Desktops x#4ehad EDT MTU £31E8453
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EMZERPEEZEEXAPREF &

EitbhRZ A, Citrix Workspace MBIEFSIANT —MET, sl d BT EMEERPHMAARIBEEZFHHIFIEMN
LIERHKR, RIBILAAREFARIER, BULUATNAEEMSEZIER, IR FEMUEZRKEOEIREHMLE
BEK,

AE:

tkhae?E Citrix Workspace R AR EHERZ L, Itih, x86. x64 1 armhf b @F X HFAE,

BEXFAGER, BEREMSIERFEIZEEXAARE

IheEnE &8

MREFIRIEAE Citrix Workspace M AR H A, FKTA1L7E Citrix Workspace R ARIEF oIS 2R RM
HThEE, BMEZTHAEE RN MLL. Ak, HIVEERIEEREURE R LaunchDarkly WE=75MRS. BXEHITHE
AR BN mEEHE LaunchDarkly, FRIFEEE 7 FE L HIERERNHAIER A, EXMERT, ERIBEREE
RiBIHRE URL 38 IP #uiit B A% S LaunchDarkly B9 E,

BXFAER, BERMETSEL

B E 8RR

 ELIFEATF Linux 19 Citrix Workspace [ AI2F#TH Microsoft Excel #SMEIEIE > MEZT LT, HIBR
1% B H SR DT RETT A IR TAEATT 7 [CVADHELP-16509]

« fE/ VDA ks 2106 BY, Microsoft Teams A RREHZAEEMMER FTAlsEs%L K. [HDX-34002]

+ 7£ Ubuntu 20.04 L+, RA=MAEEN, BMRSXAF AEUETAEEIE. [RFLNX-8155]

2108

2108 FRRYHIEINAE

N RiEFFfRIF

M RREF RPN EEER.

[ B2 RIPIHREE R IGIE 1T Pl IEAR S5 28 E REEMIINFRIIE, E4M7F7E Citrix Virtual Desktops ¥ rliE. B XiFA]
BER, B2 Citrix Virtual Apps and Desktops XHFHHEZE SRS

MRAEFRIFEZFNAEFIRERIE, FERANLTFEARS. B, BBHE AuthManConfig. xml X%
PECEZIIEE, 7 RN BHIIEEIRERN B BIARS B T E B A%k,

BahRAs#E, ERILE Mozilla Firefox i&fTHRiEI M Citrix Workspace B B2 B S RIPINE R,
BXEMEE, BBANARFERI.
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BIMECEEIRINAE

LIET, module.ini XHH VdcamVersion4Support BYEMZIRIAMEIRE RN True, EARRAS, RRINEIRE
71 False, EHitt, RER A Citrix HDX Audio WEABIMIEEERIETET. LWIERINENENEEREMIZEN
True R RAREM /D BB SRR,

ZEALkThEE, BHITUUTRME:
1. 21ZEl \<ICAROOT\>/config/ XF=HITFH module. ini X,
2. %ZE clientaudio SAHFMUTEE:
VdcamVersion4Support=True

3. ENRHBSEUEEREN.

BfEE 898
o SHMAPREERIXAHEEMMERIERARERKK, [CVADHELP-16828]
o EAET WebkitGTK+ MEMZMABE, HHRBRNBEERAIESKK. [CVADHELP-17748]
o REMAREFFRPN, SE Ul TRSEMN, HE/REME, [RFLNX-7729]
o E2¥%ER Citrix Workspace MARRFH, NARFRIFIEEARELAERET. [RFLNX-7858]

ITFBIN FBIERF. [RFLNX-7704]
« 7£ Microsoft Teams &iYHAiE], #EF “Fi 11 frame” AR S L AT BER SR TR R R. [HDX-31929]
 7£ Microsoft Teams #shiEiEHAEl, Desktop Viewer alae TS TMM, [HDX-32435]

« Zi{fFEH Citrix Workspace N REEFEMEE XN AEFIRESKLN, ICACLlient. log XHBERUT
HE:

“Waiting for handler grpc to be ready.” (FF4 212 grpc &%)
[HDX-32575]

2106

2106 HavFTIEINEE

EATFNRENBEER (BCR) 8 Chromium #xAFESR (CEF)

EF CEF (N BNBTEERNEERSRIFM, RIANERTRAZIEE
AR
armhf FARZHILINAE,

BEXFAER, BERERET CEF 89 BCR,
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B HIRSHE AT

R ENEMIRSIE R RE Citrix SERIEBERNXIFEH,
AR
Ars588 VDA BB MRSIERIT AR ETo

BXFAER, FERBMRSIERS,.
ARSSESNE (AHRATLIR)

Ltkzhae?E Citrix Workspace Rz T2 89 AT AR TS ki R o

IRSIESM PR R APRE R L T 3HE SRS RVA G ] AERNKE. TIE=RSIEITIRRINME, AP ERE L
BapE Citrix Virtual Apps and Desktops #1 Citrix DaaS.

Bx7£ Citrix Workspace M ARFD R HRSESENERNES, BERRAER,
Bxh Citrix Workspace NAREFRERSELMNES, BBRRERSES .

BXFMER, 557 Citrix Workspace XASHRIRS ELS 4B D

[ A2 IRIFIGSRINAR SLL01EThRE
UEl, BMEREHERTNARERFRIFIE, SHKIEEESENBMRSEFHEEERZERP,

BAchR4siE, Citrix Workspace RAFESINT —MAI, ZAM AT ERN A SIS RSN BRSEERE
AHEERBRICRIRBERHRIEE.

BXFAER, BERNAREFRI.

P RmEmgsaThee
LUET, i&BFRBAILUIM Desktop Viewer HIEIETHETAFH E,

BARAER, REXRPRSEMRSEGH—LEER, WE, RPEMEH#H, UESZH Citrix Workspace BIFMIR
F—3, ILIZRINAERHREMZ TR AR,
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Acc&nt Settings
Refresh

About Citrix Workspace
Accounts

Log Out

AE:
ZUNERT, IiEsRIhaEEZBEHHI Citrix Workspace NMAR2FhrZx 2106 Fizfit,
EUNREIAMABENING, BHRITUUTRE:

Sf1E SICAROOT/config/AuthManConfig.xml #¥ WebUISettings MEI&E S False,

Microsoft Teams 1£38I14E
o LFl, BERBHEZN, RAETRHATETBUTRIENERTRERE,

EUthRAH, FERENTREERFENBREPER. FTLER VDA RPRATREAENEMRFS, &
ENETHRERER—NMBESK, EEFEABHNER K ERTRFENET.

EXRERAT, ERIUMERBREE— T REHITHE, Desktop Viewer BEOZERX (RAK. FFRHK
BME) B, BREHAEREL,

B2 R

o {#AERT Linux 89 Citrix Workspace M B1ER 1912 B, BIMGIREEBAIRESLM, SREELHN, S
MG A EHUER S HII R, [CVADHELP-16210]

o REWKE Microsoft Teams MM BEIE TSRV S50, EMAERHEMERRE 20, SMEEME,
[CVADHELP-16846]

o 2R THAMMERZ FRENXHTiERKK, [CVADHELP-17337]

« 7 Linux i EBshIEIT ek M. BRAT SRRt [RFLNX-6960]

+ M GStreamer 1.15.1 B, MK BGINETATESEK, IEATRERMFTIERE, [HDX-30550]

2104
2104 hay3fIgThEe

Red Hat Package Manager (RPM) KN BIEFRIPZIF S0 ThEE
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RPM hixz#9 Citrix Workspace [ A2 I TE 2155 A2 F1RIF.
BXFAER, BFERANBEFRI.

HDX Enlightened Data Transport #i¥ (EDT) Ayi&38I04E

ERHARRAH, MERE HDXoverUDP i&EX Preferred, M@ EDT #ITHIBE WIS A EL UREH, HEIR
5 TCP,

BRTZENREME, BEUTRITHITZE EDT 1 TCP:

o WMRER
o DEAEMEMER
o BFIGBETHEREE

ISR ThRE M 4ERE B e BN EDT BIRVEIZRT B, 1852, FRREVER UDP FiafaA, HEBEXMER TCP,
AOINERT, EIREI TCP /5, @M EHFEHSERE5 298I —X EDT,

Microsoft Teams i1t

EARhRAEF, RAERT, OEERDELATFERARS. RITBNEFEFANERERNZRNHITEIE, BRNE
FREH.

IS SEARAER Fin LM ERN SR,

BRSSELEM [FARTRAR]
AR
IhEEER AT AR iR, Citrix BN IEE IR R E AL IhRE, E#1T:EM, BEA LT Podio &R&:

Sign up: Service continuity Tech Preview for Citrix Workspace CGEf: BR5iE4S:M Citrix Workspace
AU AT AR) o

RS ELEERR R AR E /R T SERHI 2R MV B AR, TIERSEITRORMME, AP
BapE Citrix Virtual Apps and Desktops #1 Citrix DaaS.

BXFMER, 557 Citrix Workspace XASHRIIRSIELS SO

B2 R

o FERANKNEANBTEEME, BIEE YouTube BEREZPHITHER, BEESBARTMREIRE O, [RFLNX-5349]
o TEEN SEIERAE7E Microsoft Teams hEZREH, FIMAJgER%E, Dell Wyse & i 5070 1 5470
HItERR, [RFLNX-6537]
« EERT Linux K Citrix Workspace R B2FHER Microsoft Teams B, HLEEEAIAER B IMNFTFFEE
[RFLNX-6719]
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o LCARASARIR T B Bh FRuH BN RERIR E MM S Fhia)@, [RFLNX-7006]

« {8 Chromium Embedded Framework i, X HBANBNEEBTEESSH CPU FIBZES, [RFLNX-
7217]

o YIEIE cefenablemediadevices FFEATF Microsoft Teams BY, EFRRKTTELTEAER 5. $ETF
CEF 89 BCR 15885 Microsoft Teams ER&fER & HILAE, [RFLNX-6689]

s TEARAGHNENARFSAMNARRFZETMN, EXGTHNNEBEEFAREEEZE2EREXNTERT B
[CVADHELP-14812]

« @EIERTF Linux 89 Citrix Workspace R 21T Microsoft Excel HSAMEIHIE > BTN, HURE
G B R B AT BE T AR TR T 7 [CVADHELP-16509]

« EMAT Linux B9 Citrix Workspace M ABi2FFHRZs 2101 #1 2102 aJge=1E Citrix Director h B REMME
i |P sk [CVADHELP-16923]

o SIS ENEBMATRESHIMELD, LhRBMEIMERSURIERSH, [CYADHELP-17290]

2103
2103 HRYFTIEIhAE
EEZETRERME

EXhRES, BIUREFEZETRRERTREINER. HRARERERENETAR. BIEGMTRERMERRENRL
=&, MMIRSLARIAF K1

FRBEEH BHRE AuthManConfig.xml X B Bk Thae. S 2 SICAROOT/config/
AuthManConfig.xml #HHMUTEEUSREERERBIEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REERMIEERERRIVS, 1 EINBREFERETNREREREIED,

BEXFAER, BERAEEZ EnERENRo

XFFRESEE S EEM
ERHRANER RS, SERSIHE 32 MENEE,
EXMRES, BREEUUERIEPERA 64 NEIEE,

Microsoft Teams 1&32Ih4E

BRINERT, VPO MSnmRID S IMELRFEARS.
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B2 R

o SRBITRMUNISTBIERESHEMER, A ERHEMERRIEZH], TMLEME. [CVADHELP-

16846]
+ £ Microsoft Teams MSMEIE L2+, BEN LK LED TJRERINIE, FMEMIAATaE=F1E, [CVADHELP-
16383]

« k8% AudioLatencyControlEnabled HERINMEIRE N True, 4858 T B4R, [RFLNX-6620]
+ Microsoft Teams I REEZINEEETAEER FAIBERAK, [RFLNX-6659]
o SIFRRKIESIFFFERER, HdxRtcEngine.exe #IZAIAEREIMNEH, [RFLNX-5885]

2101

2101 FRYFTIEINEE

E P inIREh2ST (CDM) 332 THAE

FEUbhRAH, WEMRSIIREHERETH R HHEMIMNIL 2INEE,

WE, ERILCARIEFEE N A REEEE ERGTIREDZR 8114k 5o
ERIESRETIHEERIHEE, FERFBEBRHNRET. FHRENATZIENBEE.

B, FERILUKESREIRIEN BRE9IHRIEA.

Debian R4 G RN ARRFRI LW ETIRE
Debian kixas#y Citrix Workspace N BEFIE 15N BIEF R,
ELRTRENBERFRIPAY, BERE Citrix Workspace R AR ZBIMEHBETUTHS:

export DEBIAN_FRONTEND=”noninteractive”

sudo debconf-set-selections <<< ”[dcaclient app_protection/
install_app_protection select yes”

sudo debconf-show qicaclient

* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb

<!--NeedCopy-->

Microsoft Teams 1£38Ih5E

+ Citrix Workspace M AEFLEREFMEES Microsoft Teams ¥ E—#2iTH,
o BRI S EHRIFIRANTNGE, HATESENSMEE,
« HTTP REXFER ST,
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B2 R

o FERABENXARIEN, ARESHIMAMIMISHRIRT. LinFEEHNRRNETEERAEAN Chromium ST
HEZR (CEF) MSM. AAERBRIERENSELEHIMER. [CVADHELP-14804]

- RREFMERIENIRIENR, ZRIEAESTHRENE, BATEERNIESHILR®, BRS5E2EME
ANE#e+, [CVADHELP-15028]

+ 7£ Microsoft Teams & FEMRUIERXT, MITERETRESERIBRIERET/EM, YS5&EENEREL
#0 USB Bk 2 Eiged, sEMLtaE, [CVADHELP-16400]

« £ Microsoft Teams e FEMMUIER T, HdxRtcEngine. exe #HiZAIRESEIMEH, [CVADHELP-16504]

ERNiA)=
2207 R EREE

o X¥FEE ICABIFIZAT CAS WRZAREE, PTaEsHI CAS $iEksER DNS #i4, [CVADHELP-20018]

« £/ storebrowse f<B, MRFMHMBEE_NEZABE, EATRTENE— T EABEEBHNAREFHS
Ho RS ER, ERHERNEARFRKREZE, YABRKEENNABEE, [RFLNX-8953]

s ERARIEF, EH Windows Media Player SRR, BATNITRSERTEERMSAFIER, XL &7 DDC
PIRE T LT RISIS A SHIMULRRE, S0 TFFr:

“ERNMRARIDSHITIESE IR BN S =TI

“Windows Media EEm” iE R “AiF” (FRINEE)

“NEBABTEER” KER “AF (BHARE)

“InvertCursorEnabled” i&&} “BOTH”, #1z ~/.ICAClient/wfclient.ini X7 T LU TF&E:
* InvertCursorEnabled=True
* |nvertCursorRefreshRate=60
* |nvertCursorMode=1

[HDX-37259]

2205 e REzR

 7£ TCP #1 EDT/UDP &=t #Aia), snR— Ml E&4% SSL #1R, WA MEZE TR NS AIBERMmAK.
RAE NN Z B TLS BBEFR, HEEFPRLEBES—MMUHITER, WRHLE SSL #iR. BR7GE:
7z ICA Xt HDXoverUDP E14i& & On g Off, [RFLNX-8747]

« 7£ Citrix Workspace 2 #2F 9+, HDX RealTime MEHRENMIRAELET 2 #:5% A MIPEG MIEX BB %
#o [HDX-40352]

« Citrix Workspace M AR HPHIMMEEGRATRE T EEMEM. & Citrix Workspace A #2F 5 VDA ks
2109 SEERE—EFERN S IR, BRAE: RITUTEREZ—

1.

&% Citrix Studio,
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2. YR “ERMSIRRIDEHITES RIRIRE,
3. METHFIRPEEHWENREEN, [HDX-40287]

o £ storebrowse -a ®$HIMNMNEAREHRER storebrowse —E ea$#EAS, Storebrowse #2H]
BERRK, IERIERIE Raspberry Pi i&ERFRHIL, fRAZE: RITUUTIRMEZ—!

1. 1% Jopt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. AMUTEB:

<StorebrowseIPCDisabled> true</StorebrowseIPCDisabled>
<!--NeedCopy—-->

[RFLNX-8803]

o FERAINEB RN ABIER, Storebrowse MZERTRES KM, AR Debian 32 (iR ERFH I, iR
AAE ITUTREZ—:
1. 1% Jopt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. AMUTEB8:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy—-->

[RFLNX-8743]

o WETRETATE Ubuntu 22.04 LTS £ Citrix Workspace R 2FH Debian 38, WEAMMNEREER
Ubuntu 22.04 LTS £38% ICAClient FrEM Tibidnll B8, fRAZE: L% Citrix Workspace
N AATER/ Debian #HEaZ#1, 7 Ubuntu 22.04 LTS EJhiT%%E 1ibidn11l, [RFLNX-8839]

2203 FRIE IR

+ 72 Ubuntu R EHEE SN ERSNER G ZESENY (RDP) NARFEN, BMEFFIETENESMNE
T, BRE—NETRBETHNSR, Fil@d RDP EZEITESE2 A1, Biks RDP NAREFHNERER AN
“Use all my monitors for the remote session” (ERKMFIEETRBHITITIZRIE) BikiE, ELEER
MZ B RBEEPHMLRZ, [CVADHELP-16768]

o ERFEMEEHE, Citrix Workspace LB FAR =% Clientname Ml clientaddress &£ @4
DDC., Htt, FERAEFIFIZMBEF U IP fFEM Set-BrokerAccessPolicyRule AIRETAIE EiETT.
[CVADHELP-17667]

o 7£ Skype ERMERGH LB INET, MK ATERETER, [HDX-37860]
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2202 HRIE IR

s FRARARERHBERSHAAREN, ATRSETUTHRER:

“Response for Secondary Token request is not 200/400/404 42” G14#BI <R ERMNMN T 2
200/400/404 42)

iR L £ 7% Fedora 35 L. f@R755%: £ authmanconfig. xml f%E gnome-keyring S HZR,
BEMH gnome-keyring, EHRITUTRME:

1. SMEl Jopt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. AMUTB:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy--> " °

[RFLNX-8603]

2112 gy EREER

« 7£ Citrix Workspace 2R 2112 /1, 7B Microsoft Teams MSTEEHITHRLIRENA, KAk
B CPU FIAZEATRE2 RS,

AT EREREITUTHL!

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

"UseDefaultCameraConfig”:0 }

<!--NeedCopy-->

[HDX-37168]

« 7EfEA glibc 2.34 HEBRANRERKRRERA T AR RIFIHEER Citrix Workspace B2
&, RIERASISEENBHRANATEIKK. BEMEERASISEVHITRE, BHRITUTERRE:

- ENRERERR. BR, RIVFXFAEMER glibe 2.34 AEBRANIRERZHBENAEFRF
TIREs
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- BERERFNMEEN, ARERLXIHENZ Citrix Workspace AR,
- BIKHRERAHTIIE, HMABRERETMER rm -rf /etc/ld.so.preload Xff.
[RFLNX-8358]

o SRBAXAKN, XFREETARE. M Linux BRI EVERR, ENRXRZR P S HIITE>E, [CVADHELP-
16170]

+ 2% Citrix Workspace R FB1EF. FIINAEENSEEE, RA%E Ubuntu16.04 £%=% 1ibpcscd
E, RIEEORRELEET.
R E: AIABITU FREZ—!

1. £ Linux PR RE libpcscd E. i, /A apt install libpcscd &% 7 Ubuntu
16.04 %% libpcscd F,

2. MBTLERE libpcscd &, &% /opt/Citrix/ICAClient/config/module.ini EEENX
/%% VDSCARDV2 . DLL B4 DriverName B9 VDSCARD . DLL E%:

[SmartCard]
DriverName=VDSCARD.DLL
[HDX-36574]

« 1£ Citrix Workspace R RIEFH, EZIFHILIT Microsoft Teams BiERY, ERIAEXIBEIEENEME, LhhY

BERUTHEIREE:
“Call could not be established.” (F3xEIrMEN,)

RS % EIREHFEIT Microsoft Teams i&i&, [HDX-38819]

2111 PHEFI A
o WEkRIERZFHEA TR FIRREEMEMERNATIAE. [HDX-34582]
s BRENARER, REAESETAEE, [RFLNXK8337]
« ZidE5h Citrix Workspace A28, BEIRSAF REARELETH, HERUTHEIZES:
AREXKIES 2
EIEI &Rk 2s#0 Azure VM Debian 10 & B It RIS, [RFLNX-8336]

o 7EfEA glibc 2.34 RESMANIRIERARRER AT LARFRIPIIEEN Citrix Workspace R,
BRIFRASISEEMBHRAN IR K. BEMEFRASISKWETINE, BHRITUTERERE:

- EWMTERERSA. B2, RITAIZIFEMERA glibc 2.34 RESRANIRIER ST E RN BEFFRIPIEE

- BEBRERFNMERN, REFEAKIENZ Citrix Workspace MHTERF.

- BEXNIRERAETSS, FMNRBERERZETRWER rm -rf /etc/ld.so.preload X
[RFLNX-8358]
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2109 N ERIRIER

o E0# Citrix Workspace R R12FE, ATRERSBETHMIER SHOME/ . local/share/webkitgtk FhagidHE
EFXM. BRFERFoMERXLET
X, [HDXK28187]

« EDDC EEAT “Zix0” %I, 2iAEMA Citrix Workspace MREF BiSE RN AREF T ESK M.
[HDX-31016]

o ZRXFERASEEENIRIIBHISETERILK, EAT Linux # Citrix Workspace R FB12RF 2104 REShR
AEBHLRE, BRAERFMNSEREE. [CVADHELPR18402]

s ERFPHMESEMEZEISETR, ARENXESREMERISE—R, A, B iEEEMEEREA T AEM
HAiE1T. [HDXH34114]

s XAETNAEFEHHENHESRG, wiica #IETEERAN. Eit, NBAEFESBEHHMNREETEX,
[HDX-34701]

2108 HHIEA A=A

o ERANBREFRIPIIEN, REZICRIMEENNER UIDialoglibWebKit3. so EMSHIIFEIEREOA
RERRE1EA. [RFLNX-8027]

s MRFERALBIRSB[MEHTE (GSLB), E4EFE (TTL) HENBANTERRIEFRZ RS (DNS) MR,
Ith, 5 WebView #17SHRIEATAER KK, [RFLNX-3673]

o YESREEEEIRET AENBAEFRPIIEEN Citrix Workspace MAREFHITENET, x1lvnc RSS28
B, EEAN. B, ST AER x1lvne RS EITIEEERTEHN. [RFLNX-8933]

2106 HHEHIF

s EREARIEF, FHCEF-BCREEMERE, BEESTENREE BCREMEL (190 YouTube %),
REESTRESRIHMITANNARRF, LR BBARS 4 StoreBrowse BanbttHil. fRRTGE:
BREARBIHEGNERER, BREEXIETEE, ABREREREH. [RFLNX-7704]

- ERERIED, #MH CEF-BCREETANERG, BEEIFESIHFRIFUE, BEHE=AXFR CEF
HIFRHIS M, [RFLNX-7724]

s ZHEMAERS—NUARFET BCREME (FId YouTube #%R) B, JHBREAKHMEF &
[RFLNX-7730]

« £/ CEF-BCR EEEmn@mE, *AEEAN Web @Y, HiZEERSERDEME, [RFLNX-7667]

+ £ Microsoft Teams = 3F | ST EIEHAIE], HIAAIAEIE@IEMAI 15 WAL A EE#T. BRRDZE: &
module.ini X, ¥ VdcamVersion4Support BI4i&E R False, [HDX-29526]

2104 P EXIRIE

« 7£ VDA hit4s 1912 LTSR CU2 &, =iFAIsEsMiFERE. 1E Delivery Controller LERT £ RIS H I
thinRR, R AR VDA AE&EIMA 2012 XE®ARAS. [RFLNX-6960]
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2103 R ERNEA

s EOSTEIESRERELZHIE, Microsoft Teams FIEER TSI , BIERIBERRAL R, [CVADHELP-16918]

2101 R EFER

o KEHEHEMANSAET , ESAS(ELE, [BISMENRETTEER, & VdcamVersiondSupport & True =
LR, fBRAERELE VdcamVersion4Support iRE A False REAZS5HiET, [RFLNX-6472]

+ 1 Microsoft Teams 2iX#AiE]l, SIMAIAEREHBTNARE, BEF K LSHIMLAA, [RFLNX-6537]

« BB, Citrix Workspace RBIEFAJETA7E Microsoft Teams 2 ENBISH, [RFLNX-6662]

o YT cefenablemediadevices tr&EBT Microsoft Teams By, RN ERTHIEE T1E. BET
CEF 89 BCR 15885 Microsoft Teams ER&fERR & HIEE, [RFLNX-6689]

IBAR>C 1

BEXEREPELEE (EOL) Mr=SmhRas, BSIHIHMR S,

F=FEH

Citrix Workspace 12 FIAE & & 1RIB A T XA E X MK FHITIF RIS = 4

ERAT Linux 89 Citrix Workspace R RBEFE =55
LI INEE

B, Citrix 2RHEWIETNEE, FAIREFRME XIS BETIMENRFRNG. Citrix FIEZEE
METHRERISZIFERA), EXNDRHEBHXLINREMNRIR. Citrix TRESRBERRITEYE. RBMNEEMTRINITER
. Citrix REAFRERM IR M, FEATRehEEAREREX LI,

AGERMFRE

September 30, 2022

XK
P ER

Linux R#x%:
o hRZ 2.6.29 SEEARA

B =Ia]
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« &=/>55MB
o MREHE FRAIRNRER, WHIMEE 110 MB

+ X FER HDX MediaStream Flash EE @K £ &4 (system-on-a-chip, SoC) &%,

RAM,
FEMIER:

+ 256 BHEARENTIER

EEMRRRID2S
.

+ glibcxx 3.4.25 REShRAE

¢ glibc 227 HEBIRA

. gtk 2.20.1 SEEBIRA

+ libcap1 3 libcap2

» libjson-c (FAFHaeLEM)

« X115 X.0rg (R%#F Wayland)

o udev ZiF

o B4 Linux EE1E&4H (ALSA) libasound2
+ PulseAudio

BERRS AP RE:

+ webkit2gtk 2.16.6 S E=EARA
+ libxml22.7.8

e libxerces-c 3.1
YRARRDE3E

« Speex
« Vorbis fRfgF328E

ET Red Hat Package Manager (RPM) B9 £ EK:

+ chkconfig

MEER
EZATNE
. TCP/IP

H.264 XK

XJF x86 185

£1GB
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o REBHIRMEEN 1.6 GHz
xtF HDX 3D Pro IfgE:

o RDIEBHIRMEEN 2 GHzZ
o REINEEREDIZRFVAIEMS

33F ARM &&:
o Bl H.264 #5571 HDX 3D Pro #iHZEAMREM H.264 f#ig2s,

HDX MediaStream Flash @

A% HDX MediaStream Flash EEBMFAEEXR, BE2RMINHLXE CTX134786,
BINEESENREAZFIERASRMEGFIIIREHEZNERNER, UFBARNITEURSZEEEXNES,

EP#xegEY (CEIP) ERER

« z1ib1.2.3.3
o libtar 1.2 AFESRA
+ libjson 7.6.1 XEEhRZ

HDX RealTime MR GHMIAEIEE K

o 5Video4Linux #ZAEMMLRIZEM
+ GStreamer 0.10.25 (FHEShrZ 0.10.x), BIFLITHRH “plugins-good” &,
A,

+ GStreamer 1.0 (REFJMA 1.x) , BIFRITHRE “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &

HDX MediaStream Windows Media EF@EX

« GStreamer 0.10.25 (HESHRA 0.10.X), BIFEHKARAH plugins-good M-, —MME, Ak4s 0.10.15
HESHRAELUEE HDX MediaStream Windows Media EEEMEK,

HE,

+ GStreamer 1.0 (HEHMA 1.X) , BIFLITHRM “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” #1 “gstreamer-libav” &

#iF:
o TNREM Linux X1THRHEAREE GStreamer, FLIM GStreamer TIE#HIT T
o FRAFELERE (B, “plugins-ugly” REHEE) TTaEEEMBRIEARMNHIEFAKREFAIE, B55R%
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EIRRBKAR T KEER,

HREBATEERER

+ webkit2gtk fz7s 2.16.6
+ glibcxx 3.4.25 REEhRAE

Philips SpeechMike &3k

« 1518 Philips Web 555 AR EAR X IR ENE T

R AR RIFHER
B AR FRIPIEERES U TRIER SR Gnome Display Manager:

« 64 fi Ubuntu 18.10. Ubuntu 19.04. Ubuntu 19.10 #1 Ubuntu 20.10
+ 64 i Debian 9+

» 64 1i CentOS7.5+

* 64 fii RHEL7.5+

« ARMHF 32 {if Raspbian 10 (Buster)+

3 =

AR

AR RIFThRE R 1B glibc 2.34 ESMAHHRIER S,

Microsoft Teams it ER

RARARA
« Citrix Workspace R 2R 2006
L7

e GStreamer 1.0 HESARA LUK Cairo 2
+ libc++-9.0 ERARA

e libgdk 3.22 ¥EEARZ

« OpenSSL1.1.1d

o X64 Linux X1ThR

o RM£1.8 GHz Wix CPU, wIERXmiSAai@iEaEHr 720p HD R
o XWiZEM#% CPU, E4#EHN 1.8 GHz, HRAZEDH 2.9 GHz MEERK/RESMINER AR

B30I RThAEE
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e LibsecretE
« libunwind-12 =

RS ELMER
AIRFRE LR :
+ libwebkit2gtk-4.0-37 hias 2.30.1 KEFhi A
« ¥F Ubuntu/RHEL/SUSE/Fedora/Debian, EiVEREZHH libwebkit2gtk-4.0-37 kixas 2.30.1 HE
EhRAs,
 XFH Buster i2ER 4K Raspberry Pi, Zif&=s libwebkit2gtk-4.0-37 kit 2.30.1,
+ gnome-keyring 3.18.3 sk =R s,
o Libsecret BR%
pE
BhRZA 1910 #2, [REBIERFHRUT GCC hras£&H48e, Citrix Workspace R RIZRF 7 BEIRTHAIEIT:
« EAT x64 KAREMM GCC hrZs: 4.8 HEBARAS
» EAT ARMHF xR 4548 GCC hiads: 4.9 EShA

BhRZs 2101 &2, NHRERFHEUTERE, Citrix Workspace R FAT2R 7 BEI&FHRIGTT

« GCC 4.9 XEBRRA
« glibcxx 3.4.20 EShRA

BhRZs 2209 2, NHIRERFHEUTERE, Citrix Workspace RFEF 7 BERFHRIE T

glibcxx 3.4.25 REShRA

REMTIE

Citrix Workspace RZA#2RF5 Citrix 7= @EFIE i ISR RS

EREAE X Citrix =R4EFARNEER, URTHRARN Citrix 2L ENF SR, B2 Citrix =R EmE
HA%,

ARs3ER &K

StoreFront

« A LUEA Citrix Workspace [z B2 Y i1 % 2 1M FR A iR 25 i@id R 3 483240 Citrix Gateway ifinl
StoreFront RZAEIE:
- StoreFront 1811 KES ks,
- StoreFront 3.12,
o ALEREE TIERT Web i Workspace B StoreFront, i&BF Web 8 Workspace 247 M Web 3
%1281518) StoreFront NABERMNIR, BXILEENRE, 55H StoreFront XHPMEZEIEE,
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EEENIE R
EE
iEATF Linux 89 Citrix Workspace R FAf2FZiF@id U TE—E B HTTPS #1 ICA-over-TLS .
o X¥F LAN Z#z:
- M StoreFront AR5 StoreFront iEATF Web #9 Workspace

o WTFREMNTZERNAMIER !

Citrix Gateway 12.0 RE=HrZ
NetScaler Gateway 10.1 &xEShk 2
NetScaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x

Netscaler Access Gateway VPX

Bx StoreFront =#%# Citrix Gateway IRZEHIER, ESR StoreFront MAELER,

IEH

EWHRBRS [T IHZENR2ER, BEAUTIES:

TH (BER) I

MPREMX ERET ZTRAIER, AP RS ENMREARNIERMANEMEIRIES, kREFBFEMA Citrix
Workspace [zm#ERiAia Citrix Zifo

AR

NREERNTEEZEMRBIES, NEERAZEEMERES, WIIEATESRK, BARIEBRESTE
MERES, MREEFBRESHES:, WEETNARFELERH. KT IHIERFERRERIES.

HRIESH
MNFMANTEHBHEN, BERAARBNRERERED ZMEE CAILER.

MFRMAERIHEN, FE—TEEXZEBUDEZNRE CAIER. B5RAEERKRLEREHE.

FRAPIRE LRERIES

EFATLS, AFRELFTERERIES, A ERIERSSHIED LRIEBMEANMESR. BIAMER T, Citrix Workspace
AR S AT IER.
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IEH
Class4PCA_G2_v2.pem
Class3PCA_G2_v2.pem
BTCTRoot.pem
GTECTGlobalRoot.pem
Pcs3ss_v4.pem
GeoTrust_Global_CA.pem
DigiCertGlobalRootCA.pem

BECTTIES

AN

Verisign Trust Network
Verisign Trust Network
Baltimore Cyber Trust Root
GTE Cyber Trust Global Root
% 3 XAHTIEBMENIG
GeoTrust

DigiCert 2518 CA

BEMEBATAER—ZRNERRSSENEMRSIES. Citrix Workspace AREFXIFBEREFES, BRYM

RIESRARN T 2RI ERX LIS,

B UE ERERBRAEBHERET, FINERESMAAM (SAN) I BHESRSBAMIIRIIER, B IEBMEN

BN QIIEBMANY A X LIEF.

BHriEEBKiE Citrix Gateway

MREEBERE S FEES, LI ZHPEHEBHINE Citrix Gateway BRSRBIEH. BXES, ESIA Citrix

Gateway SR HRRVED & HRENIEFo

91R StoreFront ARSSBLERESFAEMRPIERLENFENER, HEBLEPENERLUSHFERFAR, BERT

TP, SARBZRM StoreFront A®E:
1. BIRIRER—1 3 %1 PEM XM ahE+H,

e

NRHAFE PEM t&XAVEH, 1EFEH openss1 LAERE CRT RABNEREIE A . pem X,

2. ZEER (@~ root):

a) B—1 =z xxE%IE SICAROOT/keystore/intcerts,

b) ETHEEITUTH<:

SICAROOT/util/ctx_rehash

XA RS B P IIE SRR

Citrix Workspace R 25|\ 7 BN ISHIARSS SE I SRER,
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BE:

%% Citrix Workspace AR Z#l, EHIARSSE/AMX EHEPERILAFIRERRE, UTERTEE
ATRERRIK

o RSBV KECE BIEHIROIRIESD

« IRSB[RMKEETBIEFIEPIENER
 IRSF[RMKECE BRI HAN LRI FELES
¢ REB[IAMKEEBERIXELWREIER

IIERRSS BRIEREY, Citrix Workspace AR EHERRS S (M%) REHFAEIER. 524 Citrix Workspace
NRREFRA—#, EUSBRIBEPEENE. MIREMEBYREE, EHERKK.

5 Web F5333FaviE HERRAALL, HWERIREMM™E, T2 Web R RBHDIERSEEMRIES,
BFARSE (HWX) RE—HERIIES. —HRERMERTRSSEH Citrix Workspace R A2 EREEK.

MBEMXEE T XLEGROGEE, BERUTREHITECRNEIE, EREEHRAE Citrix Workspace BEFE
FRVARIES

o RSB BIEFTA
o fFIFRENER
o RERIES

Citrix Workspace ARFRIIEFAXEIERREEH B M. ks, Citrix Workspace ARFERRIEHREE
ERBIRIES. R Citrix Workspace MARFERNMSERFIRIES, EEFEAK.

BE:

o REEBMEANMEFTLSMRIER. MREFECAX—BMmENEIES %, BHEENEEERES
BUIRIE . 130, HEiFEER M RIEEERRSSHEBAVES (DigiCert/GTE CyberTrust Global Root
0 DigiCert Baltimore Root/Baltimore CyberTrust Root), #EXERAF&&E L, XFHMRIEBELH
B, EHEMEE L, RE—MEBTA (DigiCert Baltimore Root/Baltimore CyberTrust Root).

o NBEEMX EEEET GTE CyberTrust Global Root iE#, MiXtemE &% Y Citrix Workspace [
BREFERERY, BSREIEBMANGN L UBELAERMNRIER. ZEIR, BRIEBPREARIH,
PREIEB R NLt,

o RLRSBHNK MR RERIES, EMEEEEHRZILt. EMMENEIERMA T,

MRAMKEE T UATERBIES, FATAIUERUTESR, BIIRIES:
o IRSBIB|IUEF A
o TBIRRERER

Citrix Workspace N Bi2F#ERAXEMER. ERIERAFIEE LMRIES, R Citrix Workspace A2
B —EEMIERMARIES, FEWAME (g, "ERIES), EEERT. TN, EFEEEK. WWEEERM Citrix
Workspace M BR2FFrENTELNES, BRIFEANF Citrix Workspace MBI IEFRE AR A ERIES,

MRAMKECE T A TIER:
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o IRSEBIEBTH

o TBIFRERES

o SIRAOIRIED
Web 335533 a] e R BESHIZMARIE S, 1B, Citrix Workspace BREF AL ZIEIRMIRIES, FIEEEEK,
KU MEANMERS N FERES. EXMERT, IRNXEEMERENES (EFREERIES), F0:

o IRSEBBIEBTHG

o THIFERES 1

o TBIFRERES 2

BE:

o REEPMEANMERARIXEZHNHREIES, MRFESMRIES, HERBHRANRIEBNDERE
EERANRIES, WERALIER, AXMERLT, ELEFEERNREES. FlM, REHRANIRIE
# Class 3 Public Primary Certification Authority BN X &2 K HE3ES Verisign Class 3
Public Primary Certification Authority - G5, 1852 , M=k AKIIRIES Verisign Class 3 Public
Primary Certification Authority - G5 eI/, Zhka¥ &% Class 3 Public Primary Certification
Authority, EEMAKRIEBARERARXERZ N EHES.,

o RXEFZMHENEBHRIEBABHEEMNERERN (MHAWR), EXXELEWFREELEERRNMEL
BEIF (RE), LEFEIUBRXEZEHNHERERSEENREIES (90, REIFEIES 2) ROFFE,

WEEALRE (RBERIEBMNRXEZNHREES) :
o IRSEIEBTHG
o TBIFRERES
HEEREMXEENERARXEZNPEIER, BAMXEEERBRAHRIES:
o IRSEIEBTHG
o TBIFRERES
o REIRREZREES [R#EFE]
TR AWM KRB ARSS 2IEH:
o IRSEBIEBTH
EXFMERT, SR Citrix Workspace MBREFHAFZIFBERERES, EZFEK,

Workspacecheck

F=REHZA workspacecheck.sh #E%5 Citrix Workspace M AR REGN—E9, ZMAEREEZNIEER
EHEFRBRAER, LUEHF Citrix Workspace ARREFHEMEINEE, ZHAMUTREGH Utilities BRH,
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i517 workspacecheck.sh fiiz

1. 7£ Linux I+ BT Fif 5o
2. X cd SICAROOT/util #i% Enter BEMIIRENHFEN Utilities B
3. A ./workspacecheck. sh LUsfTHZ,

AN AREFTIRERR
Citrix EH N AR BN ARFNRERKINR PR RMHZIF,

SRR ENEEE, Citrix 2TMLZEAERSERESTERXIRNNARFHRERFAE X, AT EBBEX—R
%, Citrix TR BEREZHNEAR NN AREFRIRERSRAZNR R, NRILEARTES TR IFHNBEFH
BIERGEX, Citrix Ra#t—FS AT R,

L. HEMER

September 30, 2022

BT M Citrix Web ihsx (WAEATFEH) TEX#REE Citrix Workspace 2.

FohRE

M Citrix FETIE FHUTRAE,

Debian #t&

RIBERIRFRARARREMELE Icaclient R,
ZEMABA USB EEM, FRIBGIIRMERRAREHRERP— ctxusb REFE,

AR

ABRFRAMRE, BRREEMEBEMRAN Icaclient M ctxusb W&,

LACRIE=E RE

Debian %4t (Ubuntu. Debian. Linux Mint

%)

icaclient_22.7.0.20_amd64.deb BEhIRS X5, 64 {ii x86_64
icaclient_22.7.0.20_i386.deb BEhARS X%, 32 i x86
icaclient_22.7.0.20_armhf.deb BEhR$ZX#F, ARM HF
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RHEEBR NE
ctxusb_22.7.0.20_amd64.deb USB #1441, 64 il x86_64
ctxusb_22.7.0.20_i386.deb USB #48, 32 fii x86
ctxusb_22.7.0.20_armhf.deb USB ##48, ARM HF

£/ Debian B @R

M Ubuntu E£#9 Debian & %% Citrix Workspace A 2R, &7 Ubuntu Software Center FriTFFix L
BwHa,

ELUTHRER, B
packagename ERHEER AR ENREEHE R,

Itid#83t Ubuntu. Debian 3¢ Mint RS STMAN RGO EEREE, EERLUBEWEH X4 HEHE THM.deb
RHEERREZRGE, HRFEEIRH— T REEEESE, BT THEMRINLAERN. NRLEURNRAE
1223, Citrix BiUEER gdebi (H<17T8H).

UEFM:
Z#E qcaclient M4 E,
EEAGITRERGE, BRITUTERME:
1. LU (root) AR BHER.
2. I EIREO.
3. @SN gdebi packagename.deb BfTUT=ZMHRMGEMNRE, Fl0:

» gdebi dcaclient\\_19.0.6.6\\_amd64.deb
+ gdebi ctxusb\\_2.7.6\\_amd64.deb

ZE FEMRGIFER dpkg, 5% gdebi Bith dpkg -1o
MEFEANZE dpkg, EETEA sudo apt-get -f install. REFMAERKIIKHIN,
= paa
o ctxusb MEEHED, AFEFEHER USB EEMINEE.
o BhRA 21012, REI—MRENRT, BERELTENBEFRI.

4. #R EULA,

%4 Debian 48 HHN ARFRIPANG
BHhiR7 2102 2, Debian iR Citrix Workspace R B1EF 158N AZFRIPIEE,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 44



BT Linux & Citrix Workspace [ Bi2F

BELRTRENAREFFRIPAN, EERE Citrix Workspace MARF Z I MEIHIETUTH <!

“export DEBIAN_FRONTEND=”noninteractive”’

‘sudo debconf-set-selections <<< ”1dcaclient app_protection/
install_app_protection select yes”’

‘sudo debconf-show +dcaclient’
‘sudo apt dinstall -f ./dcaclient_<version>._amd64.deb’

<!--NeedCopy-->

£ Debian ¥ & R ERRSESM

BHhR4s 2106 &2, ATLL7E Citrix Workspace R BZFHY Debian ARads_EREERRSZIESM,
£ Citrix Workspace AR ZH1, MEmEITUTHS:

sudo apt-get update

sudo apt-get install libwebkit2gtk-4.0-37 gnome-keyring libsecret-1-0

Red Hat #1461

RIBERIRFRARERREMLE ICACLient BB,

EFERER USB EEM, BRIBEBHRIEFAFKAREMREEH— ctxusb HFE,
AE:

NBRFRAMRE, BRREERBEMREN Icaclient Ml ctxusb BREE,

LACR L=t AES

Redhat #4& (Redhat. SUSE. Fedora %)

ICAClient-rhel-22.7.0.20-0.x86_64.rpm HBNRS =1, EF Red Hat (81F Linux VDA), 64
fiI x86_64

ICAClient-rhel-22.7.0.20-0.i386.rpm BBIRS %, BF Red Hat, 321 x86

ICAClient-suse-22.7.0.20-0.x86_64.rpm HENARSS =¥, EF SUSE, 64 i x86_64

ICAClient-suse-22.7.0.20-0.i386.rpm BHBhARSSsz#, EF SUSE, 32 i x86

ctxusb-22.7.0.20-1.x86_64.rpm USB #48&, 64 1ii x86_64
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RHEEBR NE
ctxusbh-22.7.0.20-1.i386.rpm USB #48, 32 1iI x86
AR

_SuUSE 11 SP3 Full Package (Self-Service Support)_RPMIHEEFH,

fER RPM B 8#1TRE

MNEREE SUSE EM RPM #riFE %% Citrix Workspace AB1ER, &M@ YaST = Zypper 2B 2F. RPM st
BEERE . rpm EE. MREBDNEHREI, WIGHIEIR.

72 Red Hat 118 & EPEL =04
M Fedora/Red Hat TIE F#14 H/0E RPM #{ta,

EXHERAZENEER, 1§21 https://docs.fedoraproject.org/en-US/epel/#how_can_i_use_these_
extra_packages.

a0, 7£ Red Hat Enterprise 7.x £, aIUfERU < R4 EPEL 28R

“yum localinstall epel-release-latest-7.noarch.rpm’

em:

RPM 4+ B EIRR A REMMRENNE RS, B TFHHARELRG, BITEINERE OpenSUSE EEHLITH
£/ zypper install <file name>, 5#7E Fedora/Red Hat £ yum localinstall <filename>,

M RPM BRF G =%
WEFM:
Z# qicaclient B4 E,
1. i&8 EPEL Zf#R,
2. LU (root) AP B1HER.
3. BEEFRAN Zypper BITUTF=MREEHNRE,
&iE:
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o ctxusb BAEMHGE, BEREZRGELUFHER USB EE M,
« ctxappprotection BrENHE, XETHBLENREFFRIFAFRT LEZNTE.

4. FIA—MERHED.

Yt F SUSE R
e zypper in ICAClient-suse-19.12.0.19-0.x86_64.rpm
e zypper in ICAClient-suse-19.12.0.19-0.7386.rpm
e zypper in ctxusb-2.7.19-1.x86\\_64.rpm
e zypper in ctxappprotection-21.4.0.2-0.x86_64.rpm

3F Red Hat =:
+ yum localinstall ICAClient-rhel-19.12.0.19-0.17386.rpm
« yum localinstall ctxusb-2.7.19-1.7386.rpm
« yum localinstall ctxappprotection-21.4.0.2-0.x86_64.rpm

5. #Z EULA,

RERKNNEE
2 TF Red Hat 89%17hk (RHEL. CentOS. Fedora %) o4, tNRHBIMIUTHEIZHER:

requires libwebkitgtk-1.0.s0.0"
ERIM— EPEL 7262 (ATLAFE https://docs.fedoraproject.org/en-US/epel/ & 21#AES) o

Tarball #%46

RIECHRFRARFRENTETENER— MR8,

R BET SES

Tarballs GEAFEMKITRAENMARE)

linuxx64-22.7.0.20.tar.gz 64 1iI Intel
linuxx86-22.7.0.20.tar.gz 32 {i Intel
linuxarmhf-22.7.0.20.tar.gz ARM HF

+ M Debian #4838 RPM B4 % % Citrix Workspace AR, XEXHESZFER, RAEIIREHR
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SRR C e SENE R I
« MREATEXTEME, BM tarball #FE %4 Citrix Workspace 2R

AR

BENERRNTEN LERARMARNRESE. WMRHITIHEE, ERIRSEIEREENAFELANITN.

£/ tarball R-@H1TRE
AR
tarball REBRITERIIICE, BRRERBIN, ENRERBRFERAKBIN,
1. TR EHED.
2. ¥ .tar.gz XHHNATRERE—MTERFP. 50, AN tar xvfz packagename.tar.gz,
3. A . /setupwfc HiZ Enter BiziTRERER.
4, EZIINME 1 (K% Citrix Workspace R AERF), ARG Enter #.

5. BAFIREREBRNBREMEMN, ARG Enter B, &, 1% Enter BERIAMIE =% Citrix Workspace 7
AR,

X (1R) BRPRIERIAREBRN /opt/Citrix/ICACLients

FESAPHWBIALEB RN SHOME/ICACLient/platform, platform BREGHWLRENIRERAE
FRRIARIRRT, g0, $HOME/ICAClient/1linuxx86 & Linux/x86 E£&),

AR
WNRIEE TIEZRIAGIE, 157 $SHOME/ .profile & $SHOME/.bash\\_profile # SICAROOT
FigEZMNE,

6. RARTIREIRIEET, BN y HiZ Enter &,

7. AILLUEERE TR Citrix Workspace MARBFERIEHNEEFED, RESEFCE—HEEER, AP
MmEzh Citrix Workspace M ABERF. BERTA FEN v B BER.

8. MR ZHBRE GStreamer, NAILUEREE® GStreamer 5 Citrix Workspace MAREFER, UKkE
& # HDX MediaStream Zg{kiniE, B3 Citrix Workspace MBIEFS GStreamer &5, BERT
TR Yo

=

AR

HERLFEA L, Mtarball RMEBRETFIHRSBARAERTES KDE #1 GNOME £RETB I,
BRWIa1 gstreamer-0.10 S HITLLIRI, NRBFVILERM, ELIEREHZ (A ctri+c ) Hiz
17684 gst-inspect-0.10 -- gst-disable-registry-fork --version, 7%
2fE, AUERNBRRANER FEHIETT tarball #4,
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9. MELUF (root) BARBHER, iE%FH Citrix Virtual Apps and Desktops 5% Citrix DaaS (LA&I#RH
Citrix Virtual Apps and Desktops Bgs5) HIE 476 VDI M EZF %% USB 2%, EIRTA TR y AR
USB %1%,

=

AR
MBRZLUEINAF (root) BIHER, MEERUTEEES:

“USB support cannot be installed by non-root users. Run the installer as root to access this
install option. (USB z#7% %3k root P =%, 1L root AR SMEITRERR, LUbbRE
IR, )

10. RETWGE, TLEXREFERET. BRERERERF, BRA 3 7% Enter i,

ENE

2B tarball REE#HTIR, ERRERFANTETERR RPM 1 Debian B8,

KA HFIELTE ICAROOT RENBFPHENRTEE R, FHFNAFRPWRINREE RN SHOME/ICACLient/
platform, platform TEERFAH W LRENRERAERNIFIARF, FlE0, SHOME/ICAClient/1linuxx86
= Linux/x86 &, 1B REBIAREE /opt/Citrix/ICAClient,

#i*:
o B Citrix Workspace MR, BAUSHITRENRFHEBNER ZHER,

« 0% Citrix Workspace 20, AIRER=EGHMIER SHOME/ . local/share/webkitgtk H#9
HHREEXH. BRGERFoIBRXLEEF .

7£ tarball Z4 L% Citrix Workspace N Ei2F

1. X\ $ICAROOT/setupwfc #Hi#& Enter BiziTLERERF,
2. EMRERFR, B8 2 HiZ Enter %,

7£ Debian/Ubuntu g5 &4 E# Citrix Workspace B2
M Citrix Workspace M AR LREXXHKPBITUTHL:

apt remove dcaclient

apt autoremove
=1

apt remove dcaclient

apt purge qdcaclient
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7 Fedora/RHEL/CentOS {41 Citrix Workspace N AREF

M Citrix Workspace MBEFREXHFFBTUTHS:

yum remove 7icaclient

B

Z M Citrix Receiver E#1%l Citrix Workspace R 2R, iBM Citrix T T# % ixinde Citrix Workspace [ZF
BEHHITRE,

Citrix Workspace REEINEREE RSN ARFN. BHMNURBHEHERRENAEFN, BEHERBT Uk
£/ Citrix Workspace R AR, REBTTHRELZUTREZFMARER,

NI

November 2, 2022

BB NSENH, AEBEFAERERT Linux 8 Citrix Workspace R B1ER.

[z PRI

NABEEFBAURNNAEFNESERGE—MIE. —MAPAUREZ MINBBEHRETEENAREE 2B
%, EERAREEOSTERENZRINEENRAEE URL, "TLi@d Citrix Workspace R B2 ih1X LR ABE,

Rz AR IS RS R

a]U7E Citrix Workspace 2RI TR ARIESEE: Workspace. StoreFront. Citrix Gateway A
[EMBENX Web MA@,

Workspace

Citrix Workspace E— 1M EF=WE I NARE, @i MgEEnEtEefg—tipRNARES. SENRE
(FR) . XEFFEALUZ Citrix DaaS. NAMNAER. FMMBoIRAIEF. SaasS Ml Web R BIERF UK 2S5 A
BF. BXiFAER, E58# Citrix Workspace #iR,

StoreFront

StoreFront 27t W AR ENBIER, K8 Citrix Virtual Apps and Desktops ik s N BIEFNSEES
-2 TR ERNNAEEFR.

BXEMER, HE StoreFront 34,
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Citrix Gateway L BEE

¥ Citrix Gateway EEENAFAF MREBMLZINERHTTER. I, M Internet SHERUBEHITIERNAF

BEX Web [AEE

B 2203 &, wimsei@=ErIAT Citrix Workspace R R1ER., ZrRILUEE Citrix Workspace FRIEFF AR S4B M
BEX Web MERE,
EEAIThEE, R Global App Configuration Service T8, MIEHITIATIRME:

BERXNIEIEHBEEX Web AREERNZ Global App Configuration Service st URL Fi&RS, &
mEHBEENX Web MARERE, &7 Citrix Workspace R REFRFNM - REPIRESE X Web MABE URL
SiER FHBMAFIE, BEX Web RABEFEAN Workspace ZBR2FE QT

BEXNBRLEAFEE Web MABE URL #4152, 55 Global App Configuration Service,

=W

BEX Web MABEFRZFHEE S BT 8EFEHRHIEE
EMFREENX Web RABE, EHREWKS > FNSEMERKF, EZFBEX Web RABE URL, REBEMHER.
ERARBEEME, BHIE AuthManConfig. xml XHEFRBHEBEENX Web MAEK. ERRZLAER:

1. ¥Mn% $ICAROOT/config/AuthManConfig. xml EEEX M.

2. AMUT%RE:

<key>AppConfigEnabled</key>
<value>true</value>
<!--NeedCopy-->
EFEAIkThEE, 302R Global App Configuration Service FaIFH, MIEHRTUTIERME:
PAITUATEREEN:
1. 1%l $SICAROOT/config/AuthManConfig.xml EBEX .

2. FMUTEE:

<key>AppConfigEnabled</key>
<value>false</value>
<!--NeedCopy—-->

3. BEUTAXNRMBEEX Web RZABEXREEN URL 5K,
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<AllowedWebStoreCache>
<value><URL1></value>
<value><URL2></value>

<value>....</value>
</AllowedWebStoreCache>
<!--NeedCopy-->

AR

Qe AENX Web MABREEFEA AuthManConfig. xml X FIHA URL, STEERBEENX Web A
AER AuthManConfig. xml SCRERMMEIMY URL,

$$R AEE URL FmnZ Citrix Workspace W AZFH
BRI LMER U T AZRAFP RS R EMEENNAERMENKAER:

s MAFRESFHRNNKFEE
o BEEERTHFHEFRNEHAI
o @ CLI AR AEE

mAFREEFHRANKFER

FiIh#& % Citrix Workspace ARG, BERUTRER. AP EERNETHR 4t stARSS 3 tuit 7 881519 R A
BEFMEE. BPENRKAHIEAESE, Citrix Workspace B AREFE R IR NIEERE. MRIIEMALN, Citrix
Workspace i AZF R TP ERZKF.

Citrix Workspace - @

Add Account

Enter your work email or server address provided by your IT
department.

Cancel

EEAFPEBFHHREKS, BEONKERIHENKENNABEFPIENES.

» EE#%3 Workspace ZAEE, &R Workspace URL,
o EE$%E StoreFront ARIE, iHRHZIRS 28 URL, fld0: https://servername.company.com.
- E@iF Citrix Gateway #17:&#, EmAFRHE Citrix Gateway WELREHZ.
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N A E AT B FHME R B TR IR
AR
teIheEEEIER T Citrix Workspace R BER,

EIER LA7E Citrix Workspace R 2 PR ISR BB F B M tal, LABEIRILS B FHR bt XEXAIR S, 4N
REEZIMSEXBRINARE, NERINERT, Global App Configuration Service iR[E1#9 55— Rz B E &G A0
AR AEE, MERE, APHRER U EMNERE,

EERIEINEE, BRITUTIERE:
1. 812l SICAROOT/config/AuthManConfig.xml Xfk,

2. BUT%BIREN false,

<key>AppConfigEnabled</key>
<value>false</value>
<!--NeedCopy-->

@i CLI AR A
LUEERSMMERSSTIEOREEMAT Linux & Citrix Workspace R EER.

BXFAMEER, B33 Storebrowse #4.

wE
AIUTHRERGE, BEXEE, Aa%%E Citrix Workspace R FEER.
arlfEek Citrix Workspace MARFRHBHAS, REEMITEXEN M,

BEXZ#E
1. 3 Citrix Workspace N AR FHRHFEXHEAIN—1MNTBFH, ZH G EXHENZ T A plat-
form.major.minor.release.build.tar.gz(fa0, Linux/x86 F & &4 A linuxx86.13.2.0.nnnnnn.tar.gz),

2. RIBFEEN Citrix Workspace ZAEFRHEE. 30, =TLURI TLS ARIES LA FIE B INE HADHRA HIIE
B, XFZ25 Citrix Workspace R FRIEF REERIARLERD

3. THAXH PkgIDo
4, FHILLTTT, LUERREGBENK:
MODIFIED=traceinfo

Heh traceinfo BEETRERAMEXEIENGES.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 53


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/storebrowse.html

BT Linux & Citrix Workspace [ Bi2F

5. REHXAXM,
6. ITARMHENHFIX platform/platform.psf (g0, Linux/x86 F&mIFIFRA linuxx86/linuxx86.psf).

7. BRMRAEXHTIRUARBIS R SFAHENR. NAERH, WARSZSHRENRTENHINEIR. ELATLL
BREEMEAEEAXAIADN, HENRNERGEERNGRINFIT. REEXHTIRPBTISFA:

o XfFRE

o HEXERER

o FHRMHE (BEIREN cor)
o MR

- FREE

|

o K/

8. REHXHIXfo

9. fEM tar L EMME Citrix Workspace ZRREFRHFEEXH, fld0, tar czf ../newpackage.tar
.gz *, H newpackagez 7k Citrix Workspace R FEF S B X HFRIB T,

S webkit 1%
iEAT Linux i Citrix Workspace MBEFEE libwebkit2gtk (2.16.6+).
libwebkit2gtk AL TFHE:

o Bu#7T Ul F38, webkit2gtk 5 BRNBEEMINAERS. A webkit2gtk iR7s 2.24 S EShRAIRENE
&R YouTube A,
 webkit2gtk ki 2.16.6 RESRAEGH T B RN U KRB RETEHIETE,
o ZNARFESRIMN Linux KITHREBMELF, FHRESHN webkit 2E8,
AR
webkit2gtk 5L Linux Z1TAR EARBI A, BEEEERUTIEMEAMBRAE:

o 1£%% Citrix Workspace R A#2F 1906 Z &1, MIRIIE webkit2gtk.
o BohE%HF webkit2gtk 2.16.6 SAESMAHR Linux K1THREYE Sk,

Bap
B R IRIR TR PR ME R —MR X N KEFRHER Citrix Workspace AR
HIRIGIFIRE S ICAROOT R ENIEMERMETEBE R

e
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UTFERBEERTM Web SR RE, WAREATEA tarball MR, RFEPBEATHKHEEBIRSERK
BT

KRR/
BUELIRIERA FB5h Citrix Workspace MAEER, &:
1. XN /opt/Citrix/ICAClient/selfservice

2. R Enter# (Hrh /opt/Citrix/ICAClient A%% T Citrix Workspace MBREFHBER).
Do you accept the EULA? (f82%1%S= EULA?) IHiEERENE I,

Citrix Workspace - &

Do you accept the EULA?

CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms
of service covering the Citrix product(s) and/or service(s) with
which you will be using this component. This component is
licensed For use only with such Citrix product(s) and/or
service(s).

CTX_code EP_T_A10352779

Cancel Accept

3. BEHESRERNNERE,

==

REEBERERHXIFREAT Linux 89 Citrix Workspace W A2FR, 7= 27 Do you accept the
EULA? (8R%#S EULA?) IHERE,

Linux 2@

AIUERAX M ERSMNEmFERR Citrix Workspace NBERF.

rERESEmS, XA MEEE B Citrix Workspace REf#ERF. Linux B9%1ThikasF @, Citrix Workspace RZFfg
FRREM R B AR,

BRI

EGEEED, B8E Citrix Workspace M AREFREMNEIER, EOLUEHUTRS:
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s RENETAN
o ERIFENNBEFNKE
o BEXHMIREHRINR

BRI

B SmMyRER, EEEASR Citrix Virtual Apps and Desktops = Citrix DaaS (LLgi#kH Citrix Virtual
Apps and Desktops BRS) BItkF, ALk, &89 T AL FARTESEREIE— KA ZNZE Citrix Workspace
. REARESERE DA K, EREM Citrix Gateway 3§ Access Gateway AR5585. iF 7 UM Citrix Workspace
FRIBRIK

1. EEETHEERNIKFTE E, RITUTEREZ—:
o ERINKF, BRERMN. FERRAEERRKRURNESER.
o EENIKPERANNABERNFAGEE (BIMNRANX), BREERE.
o EMFRIKF, FRIHER.

2. RERRLRTHITERE, HIURTE, RRSHHITEHIIE.

KEET
AUEARRENBINRELETRE (2FKRR), EARKARE, IEERINEOPETR (FOER).
o EEETDHEENENRE L, ERKEERMEETIERE MR

fEART LU= A Desktop Viewer TEEZIhEEs S B EMITERIENE O E,

Desktop Viewer
533 BB P ip e PSR E R A N E KT e =B B A AR EME W ERVELHARR,

LEPEESHENEEXERN, &R Desktop Viewer, APMENMSEIUREAGHNENEE, WAIUEH
EREREE. EXMIHAERT, Desktop Viewer TEEMEAFAFEREOMRIEFEOS2RRIEFFOZE]
#f, BENERE RSN ERETE. AFAUERRE—BFI&E %A Citrix Virtual Apps and Desktops =
Citrix DaaS EEEREREZETIEURERZ M REH. RETATFRIMFFIERERIE. &% Ctrl+Alt+Del 5.
WU R MSIEFEENEAN A EEERFPHSIE,

# Ctrl+Alt+Break 73 HE O+ 2 Desktop Viewer T A2 %4,

BEEREERIE
Citrix Workspace [ FA#2F R A E M A E RN SENN BER. fli, MEERERER,
o EERICHEENENNE L, ERENERNAREFNKEPH—HED,
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IR 1
ENRENNAEFFEIHNENRE ENXSF, AILUTHIRA £REE.

1. EEETNEENXAIGRINE L, SR REIREDES, AEERUT®EIZ—:
o %5 - AFREHNAEF RIS NI
o Qi - ATKEHNAEFRIEARS NEHX o
o TiHRNIR - FAVFRESNAEZF R ARX .
o BREWIE - BRKEBNAIEF AR A4 R TR
2. BERNM, EEME, AREE—ERGEIFIIERNESR.

AR TS S8
BREZRNEMERGK, AIUESENRERNAERFSRENIME R NENERENBS:
EEETXHEERNE e NAMERENNE L, &R TRz —!

o EARNZRXMMEEE - ATFRERNBEFERZRNANEREN.
o MERBENZRNMMBZBEN - FRIFREBBREFERZXMMEEEN.

Flash Player

A LLESE Flash ABMETAR. LkABEETE Flash Player 1 &R, HSEMM. shEfINAERF:
EEETXHEER Flash TE L, #FUTERZ—:

o AR - REBHRRE, BrgsBRERREMN,
o MUURE - RERFBRLEEFERREM,
o §REHAIR - 8RBT Flash ABERT.

JEZE

&3 Citrix Workspace M RERF, AP AMRSBEIARENSENNARERES, URIREZSEHR Windows,
Web #02r4HBEIARSS (SaaS) AER. aJLU&E Citrix StoreFront i@t Web Interface 17/ Web TTEm&IE
BFEsE,

/8 Citrix Workspace Ul iEEEIE TR

Citrix Workspace M AEF ERRIBERA AWK IEE (B, AP EEINRSSS) UK Citrix Virtual Apps and
Desktops =¢ Citrix DaaS EERAREMNSEE TAF A ANENKEMNARERF. AIUFEREER > kP EiLE
StoreFront AR 28H9 URL, SHEWIREE 7TEFBFHIERNMA L, NS HNB TR TIRE.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 57



BT Linux & Citrix Workspace [ Bi2F

e

WNR 7 StoreFront fR5588 LM SN AEEERAERENER, WEIRMHBFRERES, HENBEENS
FREURF AR, 33F Citrix Workspace AR, #ERMARE URL HME—IRRIZNEEE,

ERIETABER, BPRSKEERUTERR: Rk, KENVARER. ERIR1E, BRHENNER. B
R SRR IR AN EAR, 158 EHIZERS N RIFA(E B R R I 2 R

EEEIERE

AT LA Citrix Workspace MBS Citrix Virtual Apps and Desktops g% Citrix DaaS RS 85 2 Bl ViEZE B
RERINEE, MEHXE, ERAIUAZSMERESXLIGE,

BAEEANAFNESHIRRARSES, BXA “BR” —ARATRAFESSEERRITHESMUK S,

}‘}\ AN T:EIXIJJ\J%J\_%J\/

g Citrix Workspace M2 R MR E RN AEFEIRE, BT 2IRSS/ERE, thib, FaI UM
5k Web % 8841 &

EAH<170IES Program Neighborhood = StoreFront fR52819i%H
NEFM:
MR AAEEST Citrix Workspace ZAR2FME REMMN. NEHKE, BEEAUTHSHITRM:
./util/storebrowse --addstore \<store URL\>
1. RNEEEINSERZAEFNE— D, Lt ID AEUTHSZ—RRMNTHRSIANE—FrRIEH:
o FIHARSS 2R ERVFRE REMNARER
./util/storebrowse -E <store URL>
s JIHEEITHNSEMNARER:
.Jutil/storebrowse -S <store URL>
2. BITUTHLTUBHREHNAER:
.Jutil/storebrowse -L <desktop or application ID> <store URL>

NRFTFEEERS S, EERUERFEENMRSRMUES SOCKS RIBFARFER. BXFHAER, FEH
RIERARSS 286
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M Web 525012 R

M Web %588 B2 iEMNEEBBEEEREIEZTEDINIT. HTFEFESHARNGEMIRERS, Alt, TEREE
FRRITRERE,

MREFshA Firefox. Mozilla 8 Chrome i&& .mailcap 1 MIME X, EERUTXHER, BiTXLEER,
. ICA Xt map Citrix Workspace AR RIITX M wica, BEREAMNYEE, HEMESUN KRR E,

1. BT T&H <SS Citrix Workspace MAREFHIFEERRE, NRLEINFRIAMUIE, WATESEHR
ICAROOT Wig &, ErRILUERZHLMIXER

xdg-mime query default application/x-ica, ®%JUuRE “wfica.desktop”s
export ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource install --size 64 SICAROOT/icons/000_Receiver_64.png

Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica

xdg-mime default new_store.desktop application/vnd.citrix.receiver.

configure

2. 8l BB ¥ B X Jetc/xdg/mimeapps.list (@ & & 2 8 & %) = SHOME/.local/share/
applications/mimeapps.list (mimeapps.list). % X 89 7 %k &% 7 7 [Default Ap-
plications], BRUTASA:

application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new_store.desktop;
EOREREEH “EEN/‘ NEEF" KBNE LA E Firefox
sHF “Citrix ICA RBEXHRNE”, 1EifEF:
« THz&dp “Citrix Workspace R FT2F Engine (2R3A)”
&

o “EREM..”, ABEEXH /usr/share/applications/wfica.desktop (Em Citrix Workspace iz
AREFNEERRE)

5

« SHOME/.local/share/applications/wfica.desktop (ERIEEERRE),

B

BAEUEREEROERRLEDNNER, KRR — M FEERNEFNRHTIE, BdIR, BAMEERAILL
MEERISSH ERAEEH TR ISR NI, EEEDOR, APAUET U A EEREEE:

o XA ARERF.
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o EERIE P BRBERIIEHXATMITANNAEERF.

o NRIEFEARIE EPBREFRXATAITANNBEFOERTIA SRS [OEEERE (FIFRSSEE
ATERTFFERRR XHIN BERF) o

o BERERERIITHE.

EEERE
EEAERTOEEER, FRITUTIRE:
1. 7£ Citrix Workspace L A#EFSEH, BHEEF .
IS B R A RIBRSS 33 H 5 KB B = iE,
2. AT RMEZ—:

o EFEARSES. BRTEREUESH, NEEHEM.
o ER—NBER, XHAZEH.

fic&a

November 2, 2022

fERERT Linux B9 Citrix Workspace NAEFE, APFBAMTEES BrifnEENBEFNEHR.

BB

REXH

DERBRSERFARMIEE, AUEH Citrix Workspace B BIERIEE X, XEREXHESR wfica
RIS, ETLURIER AR B S R B & 1

MRBRATRERE, WrARSERRARIE, MIFMEENSE. HIRETERSSBIEBKETRE XA PRI
Bl

AINRE

INREEAE Citrix Workspace RAEFHAFHEIAE, BB SICAROOT/config BRHM module. ini
REEX .

=

AR

R ALI\\_Regions.ini #FWENLERENFEE, WAEEA module.ini FHZFENE,
A1\ \_Regions.ini FIENTLTEST module. ini FEE,
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RIS

W R X 4 SHOME/.ICAClient/wfclient.ini R &E T, wfica ¥ &3 & #l $ICAROOT/config/
wfclient. template #7812, BRI HET, FrME IR AEIFE Citrix Workspace M AB125 B
Fo

RPgE

BEARPNAREEN, BERAFH SHOME/ . ICACLient BRFM wfclient. ini X, LXHHINEER
2R Fi% R P R REIERE,

WA EXH&E
ERGIwfclient.ini FMEBENME, B ALL\\_Regions.ini HIEE AL ETEE,

MBRIEE—NE, WHEEBZE. SHOME/.ICAClient/ATI\\_Regions.ini X & L ITHED 58 /N E
$ICAROOT/config/ATT\\_Regions.inixX#&HigBMN AL, BREEHERES,

AR

Fwfclient.ini FIRENEMRTLLSTFE module. ini FE,

2%

SN HTENSEEREAIES ML T, SMROMLIESERNBIRTL, BRBTR—ANSE; fim, 8%
B\ [ClientDrive\] S&FHERENEEMET (CDM) BxX,

MRIERBIEE, BNRKBHAEFARINSHIEERIAE. NMRENSHREFEEREEE, WEBMNARIAE. F,
fRig InitialProgram 8¥ER—1MES (=), BRRMERE, FITEP, BERRIME EREREITER).

Rk
ATT\\_Regions.ini XfHsEEMXARILIRENSH. ERURGSHNERERFRHRIRERE,
NFERIEERERE, FIRUTIRFEN

1. ATT\\_Regions.ini - kXHFHPHNEZES U TXERHE:
o EREM L ICA X
« wfclient.ini
2. module.ini - MRMEKE ALL\\_Regions.ini. &E#E .ICAXHFH wfclient.ini PIREE, N
RIS HHIE, B2, XEERT ALL\\_Regions.ini FHZBEMRS.

MREHPERXEPERILEE, WRER Citrix Workspace ZB2FHBHHERIAE,
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} =r

AR

IR FRIMFFEGIIMER. FlEl, BFL2ERERE, RBaE IMwfclient. ini FIRERELE(E,

Global App Config Service [ A EATAKAR]

fERHAERT Citrix Workspace B Global App Configuration Service, Citrix B2 R g @S EHEENR
12 Workspace BgsS URL,

ERBEEH, BHBAE AuthManConfig.xml X B B ILTh gk, S fnE SICAROOT/config/
AuthManConfig.xml HHRMUTEE:

<key>AppConfigEnabled</key>
<value> true </value>
<!--NeedCopy-->

Bx Workspace fzs5 URL igER¥4M= 2, B2 Global App Configuration Service XX#%,
AR

JEATF Linux 89 Citrix Workspace [z 2R &R Global App Configuration Service 121 Workspace
AR URL.

e geThae Y Workspace [BARTSAR]

2111 g4y Citrix Workspace RZB#2F#1T T 1k, UIERRESFIA Workspace EaEThRE, BXIEMER, 1ESH
Workspace Intelligence Features - Microapps (Workspace £ 8ET08E - ) o

AR

RAMGIRAIEE A ERIEEFFRHEREFFRFHITUNL, HATFRBEZRRONS. Citrix FEZ
THREFR BT AR A SZ 1 22f5), (EVIIR B X L THREMN R 5. CitriX FTRERIRIERIGH™EE. RBUEMEZ WK
IRHITIR(R, BINABRELEFFIESEIE Beta hiids,

25 DPI ILEC [Re AT AR]

BhR7s 2207 &, Citrix Workspace ARFHIRENERIWEM DP| FRES BN N AREFNKESIEFRIMER
ELES, AJLUFE Linux BPIHFIREFRIERE, VDA 2IEMERE B EH.

DPI BREERTARTMENWERERE. WA TURBTEEENRIETUTRAR:

. NARER
¢« XK
- BR
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« HttEfTHR
BINMERT, IR TRERARS. ERALILIRE, BHITUTERME:
1. S#1% SHOME/.ICAClient/wfclient.ini B2& x4,
2. %% [WFClient] S92 Hi&BUTEE:
DPIMatchingEnabled=TRUE
PR
B#i, DPILECTHEEARSIIHE P in L3 #4E ML ).
W% DPI FEikfESS, M Microsoft Teams b ATRET A E EiR IS 1o
AR
BRATGAR A% A EEIFE IR A REF IR RHITNI, HATPRHEEZRIRNNS, Citrix RSz

THREF U hRBISZ1FE G, EXOIRMEH XETIRERIR 5. Citrix TRESRIERIFH™EN. RBUHMNEEMYR
IRHITERME, BIABERLEIFEHEE Beta hiids,

KABR [BRATEIR]

KABRINBEEAFEEESIE AR BENFRENE (2 3 365 X) NRFBRIRES. BALIIEE, EXHERBENNEE
AR Citrix Workspace M AREFINERER.

EBNtkTheE, B AERE Citrix DaaS RIERZAIEKE 365 K. I BETKEHSHMNEGAR. BINERT, &M
EIEEETF 4 XFEDEAR, UWREENE ARG, YEEX 4 XRELZEEZ Citrix Workspace N BIEFHGERIE
.

=3

AR

RAMERAIMER P EHFEFFRREREFFRRHTNE, HFATPREAZRBEHNNS. Citrix FEZ
THREFR U hRAYSZ 3522151, (BXGDIRMEUH X ETHREM R %, Citrix FIRESRIBRIRM™EYE. RBUMNEEMTR
IRITIRF. BINAERLEF IR EZE Beta hR4s,

B KA B RINGE
BERAFTEMEAUTIEEE Workspace FIEFEEXKAZTER:

&% Citrix Cloud,

£ Citrix Cloud =#las, BEREBA FANKE,

ERTEXEEIED > BEX > Hitll,

| F:&5h% Reauthentication Period for Workspace App (Workspace M FB1EFHEH & 9 18EHR
)

g Current Reauthentication Period (H#iE#HSHIIEHAR) FEZAM Edit (4%Ri8).

6. 7£ Current Reauthentication Period (YaiEH S HWIEHAR) FEEPMNFIRIIRE.

7. #%77E Current Reauthentication Period (UBiEFSMHIIEHAR) FEAPMARRHE KT E,

> w Ny =

o
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BXFAER, ESRTEF “Workspace N ARZFHERFHIIEHAMR 25 PA95HAA:

B citrix cloud x 4+
€« c
Reauthentication Period for Workspace App @
This is the maximum time your subscribers can stay signed in to Workspace app before needing to reauthenticate (between 1 and 365 days).

Current Reauthentication Period: 2 Day(s) Edit

Learn more about Workspace reauthentication periods.

Opening Apps and Desktops

How do you want users to open apps and desktops in their workspace (Citrix Virtual Apps and Desktops only)

In a native app ~ Uses a locally Installed version of Citrix Workepace app -provides the best experience for the subscriber’s platform

Allow subscribers to install the latest version of Citrix Workspace app if it's not automatically detected. Don't select this option if subscribers don't have permission to install software.

Sign In Policy

@ Disabled

Define the company usage policy that your subscribers must read and accept before signing in and accessing resources. Learn more

RIOIESRE B 10 JUIE
KAEREORNEEPRSEOH,

1. iAiA Citrix Workspace R 2.
LB 2 RE B IIEE .
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y Stare )
SrparcariL Chimpd] Loy

-

€ Workspace

citrix

2. EREHNEREER.
AR FEEEREIFRZIRET.

©1999-2022 Citrix Systems, Inc. All rights reserved.

65



BT Linux & Citrix Workspace [ Bi2F

W 'S-I:III'E‘.

cifrix

Citrix Workspace is requesting additional
permission

Btay Signed in

3. g&F Allow (#2F),
AR

MREFELERTER, EREINENBRRER, HEEE 24 /\WEHR—RK Citrix Workspace RAEF.

BRXAERIEE

FE@ERAATLE Citrix Cloud Ul i AuthManConfig. xml XFHRZEAXA B RINEE. (B2, £ AuthManConfig
xml XERIgBENEREEEE Citrix Cloud Ul FigENE,

£/ Citrix Cloud Ul

&% Citrix Cloud,

£ Citrix Cloud =#lad, BERBEA LANRE,

ERTEXEEIXET > BEX > EiET,

i F:&5h%l Reauthentication Period for Workspace App (Workspace B2 FHEH 5 5 10IEHE
&) o

5. #i Current Reauthentication Period (HaiEfHSHIIEHAR) FEZAM Edit (4Ri8).

6. 7£ Current Reauthentication Period (aiEHSHIGIEHARE) FERPHAN 1R,

>N =
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&8 AuthManConfig.xml x4

Y

EERKAERINEE, HEHRITUTIRE
1. #1%l <ICAROOT>/config/AuthManConfig.xml X,

2. BERAOTHATRKESME:

<!-- AuthManLiteEnabled - enable AML - true/false -->
<key>AuthManLiteEnabled</key>

<value>true</value>

<AuthManLite>
<primaryTokenLifeTime>1.00:00:00</primaryTokenLifeTime>
<secondaryTokenLifeTime>0.01:00:00</secondaryTokenLifeTime>
<longlLivedTokenSupport>false</longlLivedTokenSupport>
<nativelLoggingEnabled>true</nativelLoggingEnabled>
<platform>linux</platform>

<saveTokens>true</saveTokens>

</AuthManLite>
<!--NeedCopy-->

EMZBERPEEZEEX AP REFF S

Bhk4s 2109 2, Citrix Workspace RZF#EF5IANT —MNMAD, ZAR A A FENKZIERPHINAF K EFFRHT
IRMLZIERBIFKIR. RIFLLAFREFHFHRIEKR, ERILURENAEENEZBER, WIHEATFEIERREBAEREN
RIZEIER,

AR
o ItkThBETE Citrix Workspace N REEFHEEEHZZHF, kb, x86. x64 #1 ARMHF 2% 15896,
EAEXAFPRETRS, HHRITUTRE:

1. #ZI SICAROOT/config/AuthManConfig.xml BB,
2. BERMIIUTERES:
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<UserAgentSuffix> </UserAgentSuffix>
EEEXXAEHEIE App 1 Version TRfl:
<UserAgentSuffix>App/AppVersion </UserAgentSuffix>
WMREZFI App 1 AppVersion, ERIERIAT (/) #1THMR.
o MRMLERFBET Ul B9 Citrix Workspace R AERF, MU TRAAREREREMSEERS:
CWAWEBVIEW/CWAVersion App/AppVersion
o MRMLEFERTRBETF Ul 19 Citrix Workspace NEER, WUTRFPRIEEEREMEIERF:
CWA/CWAVersion App/AppVersion
&
« N8R K1E UserAgentSuffix FRFEREZRI AppVersion, MEEEMLLIER I Citrix Workspace

Rz FRR2 R AR Ao
o E#/E5h AuthManagerDaemon #ll ServiceRecord LUEER4E,

WMREFIFEFE Citrix Workspace R AR HINIE, FiT8 U7 Citrix Workspace R AR SR AZ /M
BITHEE, BNMETHREERFTFALL. AL, WAVEERTIREREURE A LaunchDarkly B8 =78RS.

TEREHITEARBENTRRESRAE LaunchDarkly, FRIEEERE 7 LEHISREMNHAERHE, EXMERLT,
EARIBSRIREREIT S E URL 3 IP it A% 53] LaunchDarkly £,
LGB U T A BEREHEE LaunchDarkly BmERE(E:

BREHEILLT URL B9RE

« events.launchdarkly.com

« stream.launchdarkly.com

« clientstream.launchdarkly.com
« firehose.launchdarkly.com

« mobile.launchdarkly.com

«+ app.launchdarkly.com

EARFFIRPFILH IP ik

MBHAEAFFIRDFISE IP sk, 3525 LaunchDarkly public IP list (LaunchDarkly 2/ IP 51&) , FREXY
HIFRE IP #ASEEMSIR, YR AFRIEENH ST ESTBEN, UWESEMENERFRE—N, BXEM
SEMTERRSHIEAES, ESH LaunchDarkly Status HE,
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LaunchDarkly Z4EK
NRETE Citrix ADC LIIRMEEIRER “X7, BRIICATHNNBEFE DSBS U TRS®E:

« LaunchDarkly &3
+ APNs finf28hR S5

Ed 2 A LaunchDarkly f753
BhRZs 2205 &2, &e1llTE Citrix Workspace R+ LaunchDarkly BRZS.
Z2 /A LaunchDarkly BRs, EHRITUUTERE:

1. E#13 <ICAROOT>/config/module.ini X{##*H5%2| LaunchDarkly 2843
2. #EEE B EnableLaunchDarkly #EHIEBENEZRA,

AR533

pEs

i

i

kTheEE®IER T Citrix Workspace R BIER.

RS ELEHBR R AR E YR T SERHI 2RI M AAE H R A, TIERSNEITRORMME, BF#EE L
BzhE Citrix Virtual Apps and Desktops #1 Citrix DaaS (LL#i#FA Citrix Virtual Apps and Desktops AR$3).

B %1 Citrix Workspace AR P L RIRSELMENERNES, BERARER,
B %M Citrix Workspace M AIEFRERSIELEUNER, BBRLLERSEST,

BXRFMER, 15217 Citrix Workspace SRR RIRSSIE L4 S5

BEEZEnERRHE

Bhizs 2103 &2, AILUREFABHNZ ERERETRER. fREEEARENETARN. BEGMTERMERRE
MBEMRIE, MMRSHAAF AL,

ERBEEH, BBAE AuthManConfig.xml X B B ILLTh gk, S fnE SICAROOT/config/
AuthManConfig.xml HHMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REERMER IR, EFEEINARFERSRERPNRERREN. EXNAREFETRERNEAEE,
BB AREFEREET.

BRERREHR, BRGESETNNAEFERSERN, AREERBTR. LEERRENRNEE,
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HE, WAILLBEEEBBRS T O Ctri+M BB RERFIHEE,

Screen Layout - x

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTRREREFENRE, 5EERNYAREERNRHE,
ER— RSN LR BIVERER. AR, IERIRERRBEFEHTET.
PR

- BRARREEMRERERIEPHNREFERBIEE.
o ILTHRE(GE R FARS AR R E.

R FRiER 25
B FRREF S5 A P &R Citrix Workspace NRREFTHNBIEFES. AMAMTHRAIBENBIZEFA:

« BRRRNERZNNABER
o XNEPNAFFEERNNABRER.

BXFMER, 557 Citrix Virtual Apps and Desktops X #4rBI 8RN FAFEF4H,

N T2 RIF
AR

N A2 R IP SR ES B T X B IR E R AP R ThREMVIA PRI TT. FEFEMN APl BRIk RREIZ T#
B, HIREERENARFRIPFREBEEFTUHNBEXNTAREIARMRF. B2, BERFRAANKE,
BRRESMICRERNM A EAESEI. BARNSSLURFIMFRXLRT, BRI EFRIEEREEEMN
BEPRMUT BRI,
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N AR RIPE—IMINThEE, 1R Citrix Virtual Apps and Desktops EfiR 858 R M. ZINAEREIT
FFHZRBIEKNERHRTEERGETMNEN. AEFRIPAVLEEERE EERNBAFZENSRMESSFINE
8. &AM MR EESNFRESE U ERAREICRBBENF BHRES.
&
« f#/ tarball. Debian #1 Red Hat Package Manager (RPM) &8 %% Citrix Workspace [z 72
B H5IEINEE. LESh, x64 F1 ARMHF Bi—S 3SR R L1,

« ItIhEETE Citrix Virtual Apps and Desktops MasithZE = #, 1thsh, 73§ Citrix Virtual Apps
and Desktops iR$35 StoreFront & ERRIZEES,

R 2 RIPIHAE B R IGTE I o1 IEAR 55 28 E REMIINFATIE, E 4 M7F7E Citrix Virtual Desktops ¥aliE, & XA
BFAER, 583 Citrix Virtual Apps and Desktops FRIBCE SRS

BhikZs 2108 2, MARFRIFEINERSEFER. NARFRIFEXFVAEFNESERE, FERIANLTEA
K. BR, BBHE AuthManConfig. xml XHHEENRZEFRIPIIEE, 7 REX B HIIEEREMN BBARSS 1
R EEBZYEE.

BARRAR, EaUE Mozilla Firefox izfTHAIEIM Citrix Workspace M BIEFH BRI ZRIPHE R,
Bh7s 2012 &2, NARFRIPIIEER—TISLE LIRS,

WEFM

[ AR RIPTHRERIE & U TRIER S K& Gnome Display Manager:

« 64 i Ubuntu 18.10. Ubuntu 19.04. Ubuntu 19.10 1 Ubuntu 20.10,
+ 64 i Debian 9+

64 {ii CentO0S7.5+

64 {ii RHEL7.5+

ARMHF 32 {if Raspbian 10 (Buster)+

AR
N ARRFRIFINEERZIFER glibc 2.34 EShRAAIZIER S

MREEA glibc 2.34 FEBRANBRERFARRERA T NARFFRIPTIAEN Citrix Workspace [ 12
P, BERASISTEENBHNRENTERIRK. EMRERGSIFRBHITRE, BHRITUTESRE:

o ENMRERERS. B, RIAFIIFEFER glibe 2.34 RESREMNIZIERFTE BN BREFRP
Ao
- BERERFNMERN, ARERLIHEE Citrix Workspace A2
o BIXRRERFHITIG, HMABRIERZTMIR rm -rf /etc/1d.so.preload X,
RERNARFRIPAG:
£/ tarball #iFE%%E Citrix Workspace M AEFR, BERUTHEE,

“‘BEEBRENBEFFIPAH? Warning: You can’t disable this feature. (Z&: FEEZRLLINEE, ) HAENEH
Citrix Workspace M2, 7FeEiHEEZA, BXEAER, B5RAEERER, [default SINSTALLER_N]:”
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BAY URENAEFRIPALT.

RIANBERT, FRENBREFRIFAN.

BRI ENUEENREN. AEREEFRBHENGE, NAREFRIFET BERIHIEIT.
L& RPM R+ B HhBIN BiEFRIFAN:

BhRZs 2104 &2, RPM ki Citrix Workspace [ 15K A2 RIF T8,
BERENARFRIFANS, BRITUTERE:

1. =% Citrix Workspace R B2,

2. M Citrix Workspace B iEFRERF D RENBIEFFIF ctxappprotection<version>
e,

3. ENEMARAUEERER.

%% Debian R EHHRN B2FFRIFAL:
BhRrzs 210132, Debian hiz Citrix Workspace [ B2 215N BIZFRIFINEE,

BEERTRENBREFFIFAY, BEERE Citrix Workspace AR ZHIMEIHETUTHS:

export DEBIAN_FRONTEND=”noninteractive”
sudo debconf-set-selections <<< ”dcaclient app_protection/
install_app_protection select yes”

sudo debconf-show -icaclient
* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

.rpmiR

BHAiR4s 2106 #2, Citrix Workspace MBEFSIAT —MER, ATRNASHRIIEESNEMRSEGRE D5

B RBEICRI R FRIHIRINEE.
NEHIITERSRICEN BREFRIF:

BRI TARREME SICAROOT /config/AuthManConfig. xml H4REZ 1!

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeylLoggingEnabled</key>
<value>true </value>
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<!--NeedCopy-->

FNEYRSHEG RELENBEFRP:

BRI TARREME SICAROOT /config/AuthManConfig. xml H4RiEZ 1!

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice App Protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeyLoggingEnabled>true</AntiKeyLoggingEnabled>
</Selfservice>

<!--NeedCopy-->

S5 IEi
s R/ MZRRIPHRREN, NARFRIPFESEERSIET.

PR

« BB, WRM Snap Store FREMNTBRRFEEEIT, WREBHZRRIFHER. BASE: R7) Citrix

Workspace AR BEXHHSHLIMILABNNBER. 55, XFANARER.
« HERHUEBERFRPEONEREEN, BMER (BEEAPRZFRIPNNARER) BETAKE,

EBAMIRSIERAT
G EEBEAMRAIMERRE Citrix SERIEHEHXIFEH,
AR
Bhiz 2111 &2, ER 2RSS 2 VD MRS E RS,
BINERT, BHMRSERITLATERRS.
BEREMKESIETRE, FHRITUATRE:

1. S#1%l <ICAROOT>/config/module.ini X%k,
2. %3 ICA 3.0 %9,
3. iI¥& MobileReceiver= 0ff,

EPARETR (CEIP)
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eS¢ BieA BIBEREMA LB
FeEM AR Citrix P43 2tE itk (CEIP) M Le#iBaI#ERh Citrix #25 Citrix
EAF Linux #9 Citrix Workspace R A#EFHRE. 7

Workspace MREFUWREREM S
ERBYE, HEDRBEIEREE
Google Analytics,

Hthf5 2

Citrix H#2BRE&5 Citrix BTN ERFZFFEBEREIE, tsh, ERER Citrix Trust Center (Citrix FEH L) L1
489 Citrix Services Security Exhibit (Citrix REZ£M4RTR) FHIBEABIT HFITHRI,

Citrix &£/ Google Analytics M Citrix Workspace R 2R I E F L #iB1ERN CEIP —& 4. EOUESR
Google wfaIshiE Google Analytics WEEHI 28R,

&RRm Citrix #1 Google Analytics &% CEIP ##8, s3FUtiEzD, 73 Google Analytics IHEREIEBE—MAISh, %
HIREUTEHOME_NRETRA * TR, ERITUTRIELUER M Citrix #1 Google Analytics %&i* CEIP #iE:

1. §#12l <ICAROOT>/config/module.ini X#*H1%2| CEIP 245,
2. #EEE EnableCeip #¥HIEE N Disable,

AR
¥ EnableCeip ZAi&E N Disable /7, AKX Google Analytics Ws RS CEIP $iET

Fo XLEHIETRRIRIRIERFIRZAM Workspace R FAEFMAS. XFTFUIRIE, ESMEIU T FHIRIEREIN
REE:

fiiE: <ICAROOT>/config/module.ini

#8453: GoogleAnalytics

%HB: DisableHeartBeat

&: True
AR

LA (EU). BUMEFX (EEA). ImEMEE (UK) 898 P UESIE.

Google Analytics Wsen94sE CEIP #iETRBIE:

1BIER SR Workspace NBEFHR  NAEFRBF Workspace N BEFiE
x* =
RIEBENFE YmiFeRhR A WHTE M ABERE
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Citrix Virtual Apps SHEIERE EREIN AL BRAN B EEMIIEE
and Desktops &iEE5h RAER
EERNFRER AR RIFECE

N2 FismEs Etn

[ FRiEFFiemesE & aah Citrix Workspace AR B, ZIEReS BN XKIFPEEN— 1 EIR. 5INNAERF
{5285, EAT Linux 89 Citrix Workspace M REFHE R MAERS USH,
A A A ER TR RS

o B Bnh Citrix Workspace M B1EF
o XEAHEMBMNAER
s BREHEMBIEAER

3 =

AR

EE libappindicator B ERNAEFIETS. BN Web ZEFERH F&EH Linux Z1THREY
libappindicator B,

ICA-to-X iE

A LLEETT Citrix Workspace W BREFM TEhAERS R, FRHHETAIEMIF X1 1ig&,. ErEFEE
HITIES R Microsoft Windows R RREFER A4 AR Citrix Workspace MATERFHI X &gl UNIX T
o

AR

Citrix Workspace 2R RHEAT S0 X &%, EXLERT, Ti8%E L% Receiver BEIEMBRS R,

BUtkF AT Citrix Workspace MABERF (BIfER ICA-to-X RIB) XiFAbRSS 38 ICA,

izf7 Citrix Workspace AR, AJLUEEMARTFIE X1 HHERR4H Linux @AY ICA = X11 ik, 8
2, I¥zREEEADEM X BRF, AIME—TREPEETT Citrix Workspace M ARFHERSMNEIZS. 1E
XERT, 81 Citrix Workspace M BiEF#HaRHigH £ X B FEANIEE,

ERTRHNELRETIRER ICA-to-X KENEMTF Linux B9 Citrix Workspace M RZFHIRE:
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Fe: =
= E
\ - -—
o o \.________,.,--
XenApp server Linux server %11 Client
Citrix Workspace App  UNIX, X Terminals,
for Linux X Emulation Software

BRBIXRS, FE— Linux lRS#E7Y ICA = X111 KIE:

o MNREAE X Ls, WAUEEERTE X LinRME X ARZFEMN Linux BR$Ses LiafT Citrix Workspace Rz
.
o MNREHEFTAMEA Citrix Workspace R FEZFH UNIX TiEls, TRE—ARSSRALURE, LRSS
LIZ2iz1T Linux B9 PC
2@ [CA MY BIThEERR 4R X1 MAIRIEE. BINERT, REEFERIRshasMEHINE LMIRENEE. W
RERA X Lis (BE&E4MIKEER), WIRBHRZMM. WREQEM UNIX TIEWMR AR ARER, AIURITUTRE
ez —:
o LUNFS 1SR ERIEEM T IEuL b3diath UNIX ek, RAERKE PRI E Mz IR EA9 NFS &3
=

™O

o fEFA NFS 2 SMB {32 (f5l40 SAMBA) =iiRz2: A NFS EA (5140 Microsoft Services for UNIX) o
HETHRER S E R EIRIFIGE:

« USBEEMH

- BReREER

+ COMHOEEM

BMERERIENIRS (L FEM, BASEEMEET X1118&,

o FRBEFIFITEINESEE X11 18&, EFEA LPD $TENThRE MARSS 28 Fahifial UNIX #TENH, & ERAMLSEIT
EN#flo

o AEBEEAZEEEN, FHRACEREETT Citrix Workspace MBZFHITEN L REMKLIBEN, HHR
SREXRURE, B, SEFHENETOERERENRSEBLZET GStreamer IR (REMR).

B “PRE 38R ICA” M X &igst UNIX TesaEED Citrix Workspace MAERE, ERITUTRIE:
1. £/ ssh 5 telnet EZF I AERIBHIZE

2. EHEIEE 9 shell &, & DISPLAY IR L 28 B AHAMILE, FIi, 7E Cshell FRAUTAR:
setenv DISPLAY <local:0>
AR
MREM ssh X aSEEIAERENIEE, WEFRLE DISPLAY IMETE,
3. EFHIEE _EMHSIRTRA T xhost <proxy server name>

4. BIE Citrix Workspace NAEFREREARINREB RN, MREALE, BERIEFFETE ICAROOT 2%
BIRENERALIFHNRER R,
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5. #%3 Citrix Workspace ZARZFHNRERR, EHSRAEOP, BN selfservice &

RSB EFIHNBEEM
BERSBRIFFAIEABTEER, EERTTUISERASMNBEFITAERBHNABEFFE URL, f, MRES
IERMERA Microsoft Outlook HBIEITF Ti5mE Web SimnvsEiE, MEERARFIE LA e T HREHIX M,

BERSBRIEFIRNDEER, SERAIUESMHRME Citrix BR, XEFTUMAFREELENERE. TUEE
M URL 268

. HTTP

« HTTPS

« RTSP (Real Player)

« RTSPU (Real Player)

« PNM (IBhR Real Player)

FLUHERT, BEARSENAERFTH URL:

« Citrix Workspace MR &8 SiEHNMNAREF
« Citrix Workspace M A#F T EEZEH RS

REBRIEFIHNBEERERS R LRE, IRBFEESUTAS, WBIAER T2 Citrix Workspace AR
HJE A I ThRE

« AX;R
« Firefox. Mozilla 5 Netscape z—

ERZFFEE RealPlayer i HEEHIER TRARSEBIEFHNBEER:
1. FTRBREEXH wfclient.ini,
2. 1% [Browser] B BRI TIRE:
Path=path
Command=command

BESNGHETRITXHRENE R, ZH<SERTAEEEMRN Y URL WRTHITX 4R, ERMTHR
5583 R1x8 URL, fI40:

$ICAROOT/nslaunch Netscape. Firefox. Mozilla
g ERIEE A THA:

o WiEfT nslaunch SERAERFLUE URL #XEIM AR ST OH
o MIRRBRXFIRIPMWEMNNGE, BEERNBHIIER

3. 7z [Player] R HERATIEE:

Path=path
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Command=command

%122 RealPlayer AIAITXHFEMNER. ZH<TRATABEERMNZEA URL MRTHRITXHER, 4
M AR 55 88 &% B9 URL.

4, REHXAXH.
AR

I FXWIPERIRE, FEIEEN NS RealPlayer AJHITXHFRENB R. FEEREATRITXHNTEER
&, a0, 7£ [Browser] #orer, AJLUSERRIZEN /usr/X11R6/bin 3k /usr/X11R6/bin/netscape. 1tth,
SRR LB FIMNIE RETHMEE N B S NRMNTIR, MBERIEEXEIGE, NMEERBFHYE SPATH,

EEGHES Citrix Workspace hHIBRSRIFFP HABEEM, BHRITUTIRE:

1. FTFEREXH module.inio
2. ¥ CREnabled igBEXH O0ff,
3. REHFAN

Connection
BB EE

FAEENERMIRE LR RERBERFRENIFRD, FEEMEMINEZ BRI — TR, BRMNEERATLL
ER—NEZNERENREMENAS. EEERSRE (MIEM/FIRE) LEH—TESTULEENR, MmE
RERPT RN EH RS

+ [BF SpeedScreen IERINE - SpeedScreen ERINEIRS T = EAHEZE 4 TSRS, 7T LMk E#,
AAEAPRENE RIR, LR ENNEIES BT AE121E. #A SpeedScreen Latency Reduction
Manager AI7EARSS 28 LB AIkIhEE. BAIAERT, 7E Citrix Workspace M AREFS, IIHEESTHAZA, 1t
IHEENE S R E T BATB A. B2 “Citrix Workspace app for Linux OEM’s Reference Guide”
(GERT Linux 89 Citrix Workspace MAB#EF OEM £E15/)),

o BRIEES - BURESEFDR BT ERERNEUEE, IHEEFEE LA ERRFRELENRERIUE, 87
LIRB RS RIEER G TR, £/ Citrix SMRENEGREARILE R S ALLINEE.

o BNEOKXD - BEOXNNERIEEBBEMERNR KD EFFIRERIERT,

o RLERGEL - FEREER/ B 256, 7E Citrix Virtual Apps and Desktops 5 Citrix DaaS ik £, i&BRIE
P,

- REESRE - IRERT SMmgt, AUER Citrix“SHRE” KRG BERFERERERMILE,

BREIEHRIER, B5F “WEHR" B PanEiE,
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Fi&
ClearType F&¥E

ClearType F AT BT REFMETFANRE, TMERF AT BIHREEIBEFMTELIARE, ClearType
FHREBNMAFEREFEREN. ATLETHSXALIHEE,

WA LOES AT A TR RIS E TR RE:
1. SHMEMEREEXHH [WFClient] 843,
2. REUTIRE:
FontSmoothingType = number

He number ATUBUL TFEZ—:

& TR

0 fEFARIS & ERYASH ENIAD,
FontSmoothingTypePref i & & X T IIL{E,

1 FEETB

2 TR

3 ClearType (KFEF&HZXR) Fig

FrETE ClearType FEiB#8=125 Citrix Workspace M ARZFHHERER,
BE:

fRSS 25 AT LUE ICA XHHBERE FontSmoothingType. IHEMMRLESSTE [WFClient] igEHIE,

MNRAIRSBFZEIRE N 0, [WFClient] hpITIRE R EA M E %N :
FontSmoothingTypePref = number

Hh number AJLEBUATFEZ—:

=1 TR

0 FEETEE

1 FEETEE

2 AR

3 ClearType (KFEFHBR) FE (RINEE)
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Xk
EERNAX T REER

Flt E X, RASMAFPRER MR EE:

« PN “SE” XK
o AP XY X (72 Windows XP g “IREIHL”)

BIRHXHREER, LEBEERFRNEHRXERNUE, Fib, XEXHRERENRSBLBENRSRFECE
PRFEEFE. WMBAEREREATEEER, fINESHARERTERS[ZFHRSEN, WFETFREOE
IR (ELETEES, BRAIUERITBES MRS FZPHRSSE) , BAXEREER/LFFEER.

BERERHRXHREEM, FRITUTERE:
BEITE module.ini XHHEIBRBERBARHRXHREER, AGRINTATIEEXHRMUE:
1. B TFa7HME module.ini (%0 SICAROOT/config/module.ini) :
[ClientDrive]
SFRAllowed = True
DocumentsFolder = documents
DesktopFolder = desktop

Hrh documents # desktop 79 UNIX X453, SEESFBERFH ‘X f1 “SE” XHRHERNTE
Bz, fgn:

DesktopFolder = SHOME/.ICAClient/desktop

o AEREFNEABIIEENFREE, FlI SHOME,

o AXMNSHIEEE,

« EENBEROAABIEF ngERGER. B, ZBROIEBRGHIE P IR & FHH.
o £ C HEAREKENIEFTo

& P iR ohas Bt

B E PRI EhEsRET, ATLUE Citrix Virtual Apps and Desktops # Citrix DaaS fR$328 LRGBS RPTEEAE
IHAFIEE ENER. F1, a0 Citrix AP RIERAIREHEE H BEIEIE1T Workspace R 2 HZS A F 1%
HELEHEMER,
& P IRIRENER ST B] AEE R B RBER T AMABFIRE L, AMAFIREEE CD-ROM. DVD s U &, AFRAERIE
HRIE AT LAE I IR &, IhSh, AR BRURRRMAR %S, BRSSEBEE N AR P iRIREhesIRETET

o ARTLURRIE A 7Z fE R S 4

o ERIEHREERAXLEXH

- AEREERREFEAMIREZEHARS 288 LAVIREDEE b,
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Citrix Workspace R 2Rz #t33 Citrix Virtual Apps and Desktops #1 Citrix DaaS RS 283 EMNE P IRIgE
MU, B LtEIhEE, ARSER LITTTHIRIZRN AIEF eI nEEEI A A P IRENISE, WRPIRENEAMS, NA
BFMNAKRRMEERMIEIT—F, FRXLINERZAT, BRIIRSHEE IR IRISEMR,

} =

P =

Zeiaa7t Linux (Security-Enhanced Linux, SELinux) R £E X Al ge &M% P iHIRsh2sR 30 USB &
EREENIETIT. IERERTF Citrix Virtual Apps and Desktops #0 Citrix DaaS. IR EEFEREH—7h
EINIhEE, B2 SELinux, AGERSS EHITERSE,

B R A IR THER IR AT (HE4E

o BHEEPIRIEHRMRET - AT EERTEEREARIREXHRRNEAHI MR FIARSS 25 LREE RN 5
o, ERATHMSAFRNSBETEIEERE /tmp, LS, 1EET CD-ROM. DVD gt U B#EFABEFMHIEE
B =,

o SIAREFIRIREHEFINGT - 1540 CD-ROM. DVD M1 U BFABTEFMSEETAF RS LNEMRHBER. ERIE
HAle) IR AT IR &3 B REBKE B ohIRYEIARSS 88 £ T — AT AR EDER R 1o

Citrix Workspace Rz 122! Citrix Virtual Apps and Desktops 5% Citrix DaaS B, SIRKkZ2ARFIRIESE
BN, MEHELEFIHIRENEME . 7 AEAREREFIEHE P IREEMGNEAE, BXEAEE, EEH

Citrix Virtual Apps and Desktops 3,
FB PRI LA B BN ISR A IR Bh 2R
AR

BRINBAT, BRHSEFRREEMRNANSBERADSEFREERN. EXREEERAE, BE
wfclient.ini #¥ DynamicCDMZE % False,

LUdl, #5Z CDM iplR I EEN A FAE ER BN AEE.
B 2012 kiite, Citrix Workspace MR A ERESNARE CDM X#Hihia,
pES =

FERERT Web B9 Workspace B, XHFiARIEBESIETERFEAE, ZIgBRINLE RS RESITIEEDT,
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File access

Choose how to access files on your computer Ffrom this session.

Read and Write

Read only

Mo access

@® Ask meeach time

Cancel OK

ALER wiclient. ini XHREMRFVBENXHRES. €A GUIIREXHIHRINIRES, NemnFEEE
FfiRo

FERERIEP, AILLUBEM Desktop Viewer SHEIEIED > XA RXHEERIE B XA RINRR S,

A = 0 By Pod b

Home Cerl+Alt+Del | Full-screen ' Preferences Disconnect Sign Cuk

ENARFRIEFR, FJLOEIM Citrix EEP OB RIIHEERIZE XA RRES.
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Citrix Connecktion Center

servers and applications:

10.151.246.35

Managed Win10 SIN Desktop $552-86

| Properties... | | Preferences || Disconnect || SignOut |

XA R ERE BLIERRGT O X (R B IR R B ER 12
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. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERRBXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace R A2 215 7E ML HT ENHL AR A #4525 A I & ROFTENAL L ATHTED, BHARER T, PRIp@E
SIS #HITEM, BN Citrix Virtual Apps and Desktops #1 Citrix DaaS AR HITIUATRE:

o ERAFIRERLUAIRBIFAETTENIR & _E#HI1TITED
o AINFTENHL

B2, XEQERHIFEMEHRREREETEN. FIWN, RAFAFERFIRERBIAENAEITEN L#ITIENE—
TEOARE, XTEFRRERS TEEN, B2, EREMRPARSEERNEER, AXMERT, ERIEFEN
BFiggE LEERHTENNTIRHETTIRE

Ef, ARNRERBAIESBEREEILAARFIMITENRO, Aitt, HERSSE LK ICA BREHERTF K
COM iEMRBERER “BRA",

ZRFIAFIRE LRERITEINFIR, FRITUTIRE:
1. ITAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAITENN
+ SICAROOT/config BRARHIFFE Workspace AR AP IITEN. tREAITHFRERFBIEET
BEEREAEMRSEFNARF,
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2. 1EXHH [WFClient] B9 BANUTREA:
ClientPrinterList=printerl:printer2:printer3
Heh printerl. printer2 F2FRETEINBIEH. AES (1) HRSITEINEHER.
3. REFFHXEAX M.

BRES A TENHL

iEAF Linux B9 Citrix Workspace M AEFX# Citrix PS @RITENNIRENIEF. Eit, EELEERHIBITEM
&, FFBEIRITEMEITENNIEA P IRE A ERAVTENNL LTI ED, EREFERT (BINS AR IRENITIRER
SIFERITENIREHIZFR) , ETREEFHEEMRT Windows 89 Citrix Virtual Apps and Desktops 5§ Citrix
DaaS 5t E P imiTENH.

RIEARSS 23 LIRGIAMITENN, FHITIATIRIE:

1. M Citrix Workspace B2 B alRS 8%, REERiE1T Citrix Virtual Apps and Desktops 3§ Citrix
DaaS 8yt &l

2. 7 “FFHIR” FEH, ROREFIRE > FTEL.
3. 1F XM REH, EERIFTEN.
LB 2R AR INFTENHLIA Fo

4, FRZASHNRE “BFRIHEME, TRE" SMEITEN. HESESIETENER, SEVITEESERS
BUEAIEZIN, B0 “HP LaserJet 4 from client name in session 3”7,

BRFMITENNBFMER, E2H Windows BIFRSFHE,

B4

BhRZs 2112 2, module. ini XHB VdcamVersion4Support BB ES R A AudioRedirectionV4,
AudioRedirectionV4 MEIAEIRE S False, Fltt:

« ALSA ERTFinEEMigE, HBEMGHFEMRE,
+ #A Citrix HDX Audio MERIABSR B ERIERE R
o —RRBEF—NEARFAILEA Citrix HDX Audio i&#&.

AILUE AudioRedirectionV4 BEIEE RN True, FHit:

« PulseAudio ERFIHREMIEE, HEZIFTIMIRE,

« —RALBZMNAEFEREIMLE.

« Citrix Workspace ZB#2F ERRIEHRANFAAMEMNEE. SMEES5RENREIN—EDR, M
£ Citrix HDX Audio, &8 AR EISIE RIS A ABERIZ &,

o HAHBHREMIREN, IEREHEN.

« HDMI FEF B E T E MR EEE R,
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ERAILINEE, BRITIUTRE:
1. % <ICAROOT>/config XHFEHFTH module. ini Xt
2. %ZE [ClientAudio] B HRMUTEE:
AudioRedirectionV4=True
3. EFRSRIEUEEREN.
&iE:
o RN ENETE RINERHR AR,

o FABERT, BEIDNEEFHNENMNERENENGTERRS. BXNAREBAZER XML RGN
BER, BSREIR.

Citrix Workspace M FEFhRZs 2010 SR T 23 257 ICA THEERY R,
EXIFRH:
ZAMERT, AudioRedirectionV4 Ei&E N False, SR HKREHERIAE, WEELLTEHRE:

+ 1£ Windows Server 2016 Lizf789 VDA #, B AERIERESERNEMNILE. MESIMEEMNEE AR
INESANNLE. & AudioRedirectionV4 EIREN True B, IHIRENIGEIRR,

o BFEMSEARATIFSINIEEEM, ¥ AudioRedirectionV4 Hig&&E N True B, LIRENSEIIRR,

+ 3gE7E Windows 10. Windows 7 1 Windows 8 R FAHEREIA SIS, £ Windows Server 1&1F
4t (g0 Windows Server 2012, 2016 #12019) &, ELAEREIASINILE. EBMEHT Microsoft
EERERIEFHIREIFTE,

o HDMI S E R LIFSIMNEEEE M, & AudioRedirectionV4 EHIZEN True BY, HIRENSEMER,
82, Citrix Workspace MBIEFAIER BERKRERIEPIEEN HDMI SMi&E,

AudioRedirectionV4 {EiREX False i, BERERLT, RIAFTMKERNRRELENIIA ALSA i8&, AILLE
TS B E Hthig &

1. RIERELEZMHNAR, EFHHTA-IEEXH. EXRELEXHFNERNATZBFRERANES, BS
FRRIAR B,

2. WMAKE, BRMUTED L SIZENERS |

[ClientAudio]

AudioDevice = \<device\>
<!--NeedCopy-->

FEAEOHR, RESEFETIRFRSH ALSA EBEEXXfHH.
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} =r

AR

HAEFTE Linux BIERFHMNX—EREUT LR UE, Citrix BEEMNRMERAXHE, THREXTHILER
BFAER.

BT RESMRENERINEE

Wai, 7 Citrix Workspace AR, TipEMEMMSEAMEE AER 200 2. AFRETIE, FILEER
HRPIEMT 200 EWHEER, EAHHEMELSNREXSTMNAEF=ERM,

wid it iE5IhEE, Citrix Workspace MARFHHRARHEERERR/NE 50 21, Hlt, XREXFMLAREFH
FAPAERSEINE, s, FiREE (RTT) 48587 150 =),

Bhizs 2207 &2, Er] LUEHRE YRR EMBOR SMME A X RIZS T MR E. FXJILIE38INEE, E module. ini
x4 [ClientAudio] B85 HFRIMT LTS

+ PlaybackDelayThreshV4 - {8 B E pIMARS (UZFAENM) . Citrix Workspace R AR
SEREBENSIERFENRBIRFRISLE HELF, PlaybackDelayThreshv4 BERIAER 50 ZFb, XY
AudioRedirectionV4i&&X True B, BEAEK,

¢ AudioTemplLatencyBoostV4 - 4 EMEMHERALIBEEX T E AN YRR E B W K H,
ttESEMAHE+RE BWHEHTENEMAREIINI N B2 SMAESHEHEER,
AudioTempLatencyBoostV4 B IAE IR E ~ 100 2. X H AudioRedirectionV4 & &
53 True B AudiolLatencyControlEnabled & & 5 True Bf, W& H A EH. HRIABEART,
AudiolLatencyControlEnabled MEIZEN True,

BAERT, AudioRedirectionV4 MEIRE N False. EEALLINEE, ERITLUTIRIE:
1. S#1%l <ICAROOT>/config X#EFHITH module.ini 32,
2. #%Z [ClientAudio] B9 HFIMUTEEB:
AudioRedirectionV4=True

3. ENRMRIEUEEREN.

Bo# 7 ESNE A E R SR TAR [RATRSER]

B 2207 hr#ie, Citrix Workspace R 12 ZH5EIRE HiR. IEThAET AR AP RGIMmI&it, IURERF &R, E
EHRREHRRES M. PERETMMBENSZM. Citrix BIERBEN FHMIURGEFHIERE,

AINERT, EIEHRINELTRARS. ELNARRAT, MRERHESRMIFLBAEN, BT LEEER

BEo
BEALLINEE, EHRITUTRE:

1. 8%l <ICAROOT>/config X&HKHITH module. ini X
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2. E4# 3 [ClientAudio] E 9 HiRW FFRE#H EnableEchoCancellation 8#HE:
EnableEchoCancellation =TRUE
PR
RiERt, WEREFMEA T LEERFMEE.
AR

RAMERAIER P EHFEFFRREREFFRRHTNE, HFATPREAZRBEHN S, Citrix FEZ
THREFR U hRAYSZ 1522151, (EBXGDIRMEUH X ETHREM R %, Citrix FIRESRIBRIRM™EYE. RBUMNEEMTR
IRITIRF. BINAERLEFHIRHEZE Beta hR4s,

BREYE P I S ST

KLIEFIESIAMRETE, 7 Citrix Virtual Apps and Desktops =k Citrix DaaS AR 28 _EizfTRIN RIEFIE e LUl
BR&ELZENEERERBERES, ERUERSHE LHNSMNERRESNRE, MAPATUEAFPRELRE
BRE, MRAFPREERSBOSHIREBIRERR, BRAMEPRKIZE,

FEFIHEMRN A RESAIRSBNMETRIZSHNAET. SHREWS, FRSMEEMTNHREREXR, SMREM
EIRIEFRERRIARSS 28 CPU =,

A LUEA SRS R P in B AR TR B, BXIFMER, 55 Citrix Virtual Apps and Desktops 3244,

BiEN S5

BhR7 2109 &2, Citrix Workspace AZFXFREN S, ERBEENSMN, SXFFH7E VDA LB SR
BRI, BENTMAIRMUIFRIRE, HERINONTMESEEN, RHEBNAF KL, BENSMARIALTEA
RS, BXFAER, BBREENEN,

BhRZA 21122, BISRESMEER AP SRR (UDP) S5EmetErEm,
ERIPRE

« BENZMEEZRFF Streaming SIMD Extensions (SSE) 4.x 89 CPU 41238, HBHENSMSF X SSE
4.x By CPU b 12gs—i2fEmet, Citrix Workspace RREFRIBER X Hlo

EF8 UDP E47

UDP Esiir] LiR=iEd Internet $kTRYEBIERIRE, M UDP ik TCP,

BhRZA 21122, BENSMERER UDP S5EMmeTilrm. b, BachRasE, Citrix Workspace AR 25
F UDP E#invueiRFimE= et (DTLS) thill. Fit, EATLLEE Citrix Gateway i5ia UDP &#fic BIMER T,
IteIhRE FRARE,

Bk 2202 &2, i@ Citrix Gateway Z#F UDP S5firyiaarhae@= ] AF Citrix Workspace A2
£/ UDP B4, 1BHITIU TR E:
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1. 7 module.ini 89 [ClientAudio] Z85 g & LA %I
+ 3% EnableUDPAudio i&EX True, BIAREN False, IHEEEZA UDP S5,
o $BIER UDPAudioPortLow 1 UDPAudioPortHigh 5% UDP B2 MRS/ IR AKO
Fo. BIANERT, FEAKO 16500—16509,
2. BINERT, BENSIE VDA LR FERERESHESZF UDP Bifl. MNRZAT BIEN M, BRMOTARE
BRPIHIRSH[EMNEGE U UDP B4, Fit, ERMNEMHRESE B, FatRME).

ERHEMEMR FRPBENSAR  BPRLOEMR

2 g g
= B (i3
RESS|ENSTR 5 = (i3
=
ARsses LEOESImR & ey (i3
=
RS ERESME R (i3 (/i3 i
=

Z&id Citrix Gateway B/ UDP 47, 1EHITUUTIRIE:
1. Bfi%l <ICAROOT>/config XH4HHITH module. ini X
2. %% [WFClient] 98B TEE:
EnableUDPThroughGateway=True
3. #%%| [ClientAudio] B9 HIEBEUTEE:
EnableUDPAudio=True
AR

WMEFERA StoreFront default.ica B2 &, 7 [Application] 9 Hi& &R EnableUDPThroughGateway
BEMRLETE module. ini XEHIEENE, B2, BREEMFHE module. ini X7 [ClientAudio] &%
Fi%E EnableUDPAudio f, It4h, BRI TFE StoreFront default.ica BEEHIZENE,

PR

« UDP E5iEMEZMiERAeIA (BD, A TLS 5t ICAMEMRIE) . EIERFER, SHEmER TCP,
« ICAEEMRKLAIREST M UDP F5fi,

EFim LR UDP

1. 812l SICAROOT/config/module.ini X,
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2. £ [ClientAudio] 29 FIREUTHE:
EnableUDPAudio=True
UDPAudioPortLow=int
UDPAudioPortHigh=int
3. 7 [WFClient] 9 TigBUTRA:
EnableUDPThroughGateway=True
4, 8% SHOME/ .ICAClient/wfclient.ini X,
5. 1 [WFClient] #9 FIZBUTARE:
AllowAudiolnput=True
EnableAudiolnput=true
AudioBandWidthLimit=1
Bk
« [WFClient] #4 %/ AllowAudioInput.EnableAudioInput#lAudioBandWidthLimit
B BENEREHEATF UDP &41f TCP &4,
o MRKIKE .ICACLient Xk (REBARREHRBINAE), BB Citrix Workspace 2/

EEFXHE, WRESE . ICAClient XX,
o Y AudioBandWidthLimiti&EN 16, ZF % ENSIHRERNT,

6. 7€ Domain Delivery Controller (DDC) Li&E LI F5e8g:
+ % “Windows Media EEm” &€& R “B1t”,

¥ “i@id UDP i s 4" 8B H “A .

¥ “Ll_ UDP Xy ESaseEd 4" 1IRE R “BRA".

¥ “BIMRE” 8B ‘P,

B2k Citrix Workspace W BEFHERA X

ICARAREZ TBENMK, BEREREN CPUNFEREER, BF, MREAEFEFEIFRR, BHEERIUTIER
REFIERE

o BREREFIRREISFRITIFRIAREX M, ERAZFIHIKEIERREIIGR AR, X ET RS SR ERE
k. MRERVERERIE, XA ERAIERTERKE,

o BERTEAMITENNL EFTENRBINAY, TEAMFTENNL EFTENSCALRY, FTEN MBS ARSS SRt 1%, SIRE
RAEEEE, XA EmaTaERERRKE,

o BEERZEEAT. BRSEEARNTHESERARESRRE, FEZSHIEMERE.
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BREMEN
ERBAEMEN, FRITUTERE:
1. §MF <ICAROOT>/config X#HFEHITH wfclient.ini Xt
2. %% [WFClient] B HIRBUTRE:
AllowAudiolnput=True
AR

73 AllowAudioInput EBMigEMERIER T UDP SZ4if TCP S5,

UsB

USB ZRAFAFTEEIENSEIN S AEN USB 8E&#1TXE, BIEEXHREFIEHABEHEERG, AR
ALK USB IRERBAITEN, ARKSEEEMIEENEH. FIAMERT, USBiRENBHEERLTREARS.
ATRATIZEEER USB REEHE:

o INFFERENES

o EEEF

« PDA

o ITEDH

o RN

« MP3 #7523

. R2KRE

o TR EERN
USB ExAHE Citrix Virtual Apps and Desktops 7.6 3iE &k, Citrix Virtual Apps and Desktops # Citrix
DaaS AW AR EBFHIREHIT USB EEM, HEFTERHEEA e EMLE. BXFMAER, BESH Citrix
Virtual Apps 7.6 X344,

HESMESRBEBRAEE LAN FRiichiZsss USB A% ias (MUIMAESGH. E5R. HESMEN) s
B R, BEERT, HESHRRERENETAEMER.
ENTEFSESEEEE U TARNEE, RITER USB X5

.

- B

- Wik

. B

- REEEEH

AR

A% A USB&&E (lan, Bloomberg &40 3D Bix) BLERMER USB i, BXAHMER USB &0
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EREANNES, 55
CTX119722,

BINERT, FXHFFELEHRAN USB i&& @i Citrix Virtual Apps and Desktops 5% Citrix DaaS #1Tinf2iE .
B0, AFAREREERE USB EEEIRFARMN NIC, stk NIC #HITZEEZRREFTEEN, BRIABERT, FTZHEE
IR AR M S E A LU T RE USB &

o IEPHiEHACER
« &8 NIC
« USB &428

EEHaTATERRERERN USB I8&MBRIATIR, ERE SICAROOT/ XHXHAM usb. conf Xk, BXIFHMER,
ESH “ERAHTREEEN USB I8&FIR,

Ea¥% USB & &nEEEIEMERT, BEEM USB RN, FxFMEL, B2 Citrix Virtual Apps and
Desktops 324,

USB 375 TFRIE

HAFEAN USB ig&ht, RiRHE USB RESEHEITINE, WMRAW, WEEMEEMRE. NRFINRIIELERLL
’E, WREESMEEFER.

BISENAFEBEIREEERNAANNEEPIEN USB 188, EXMIERT, BUEEXHEEFHERABMEE
BE, ZEEKENEECAIENER. RABERT, USBIRENBEHNEEAXTERRS. BEE USB&&NE5
BEM, BHRITUTRME:

1. S#i% SHome/.ICAClient/wfclient.ini EEEXH,

2. BT E:

DesktopApplianceMode=True
3. 8% /opt/Citrix/ICAClient/usb.conf EEBEXH,
4. GEUTERIREIN:

« CONNECT - i&E “CONNECT” XBFUERIEF A ERBIEEN BEE M.

o ALLOW - igE “ALLOW” XBFUATNERIEFIREBHEEMIRE.
BE, RKET “CONNECT” 5 “ALLOW” XEF, NgEFERIFHEREHBENBRNEBHEE
o

R E NG
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid
ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid

MREEEEFEREmEEER, SUWAFEAN USB EEUMTEEENSIEEOLMAETES,
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RBEFMEIEE

EHER, 3 USB RFEFMKRENBATHIREN, BFAIWASENSENER. AXMERT, HAPENER
B, ZREFIEEMIENRE. BRITIAREFHRERSTEECMIENRE, BRUNEEMEREEHRAEN
BAZIRE.

AR

MBRAREEFWRSIENCERENERLIZESIF USB ABEFMHIEEM Linux T{EL, Citrix Workspace
AR ESZIGE. FETRESITH—MRILA Linux XX, FEik, Citrix BIETEiEERF %
%, HEZRINER: Browse removable media when inserted (BN AN GR). EET Debian #9
&&H, BFEA Debian e @EDER U TIETRAITIIZ(E: Desktop (M) > Preferences (&i£m)
> Removable Drives and Media (aI#zhikzh28f1/v &) . 7 Storage (1fi#) &M< A9 Removable
Storage (A#mhfEfiE) T, EUH%ES Browse removable media when inserted (&N S AIFEEIN
) EikiE,

SFFEFIE USB IREEER, B EEUT/ LS,
#iE:
o BRIgEFIE USB ISR EEARSSHHRBERR. EXMERT, BMETFHTEFPRRDRME, KEERF
fBRE W ERA USB i&&.
o ZNAREFAZIF USB ISENESIEEETER,

USB
#AIN USB SRBEAN 2P LA T USB iR &2
« B (2£01)
BEZRNX. A, BYA MIDIizHI2E,
o WO (X05)
XEIGES HID £, E@FERMUEHBASIRG, SENERGINBIT. EhTFaflNERKEAIMER.
o EEEGAE (2£06)

BIEHEIENAREN BEAN R EEGAIEE, ZRERE R RN (PTP) REAER NN (MTP)
REGERITTENREMIMNG ENERTRERARBEFERE, FETEIEN B SEMINTERBE
ERMNUERERE—K,

MRBNERAARBEFERE, WNEREF IR, MAFE USB Xfi.
o FTENHL (R 07)

BAFLATENERHNERFENY K ), BRASHITINERNEEELIRER, SIRETENTEREEH
BELABRREGIRE. AXBMERT, TEITREEERITEINE, ARNEETREREMSE, Flw, &
IEERRE,
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FTENNLE S E%E USB FHER Al LUER TR
. RBEFH (£08)

RENNABTEFHIRER USB NERHR, HtASEFMHLEEHE USB SMERERIRENR. CD/DVD IRap
25 SD/MMC ®ix+28. WEHHEAFHEINENRELREATEFMHED, SEERBERE. KEAND
Filo BHMEIFHRELE:

« 01 ZERBVAFIRE
+ 02 B28f CD/DVD i&#& (ATAPI/MMC-2)
« 03 BApHEHIRE (QIC-157)
o 04 BB IAIRENS (UFI)
o 05 mBIpERAIREHES (SFF-8070i)
« 06 KEBoEM SCSI ML THRNARBEFEILE
BEERT, BT EFIRREERRFKILRAABTEFMIRE, Eit USB STHRHHFRHFEN.

BE: KRFEMN, ELREEAMERENASEFHRNMREE. FREEZRETFEIAEAKRTERMER
& (BEEFRIEHSRRIEE USB X5 ML SER, EFEILRRE, FJLUBRSSHEENELEXGFBEIER
IR RN 2R AR IET T,

. RER2M (K 0d)
RELZ2MRETUUNERABTRE, BEATRIFFAISBFRNER, LXABEHRIPEE,
. MAEFRE (£ 0f)
X FEEMESRE. ORENE. TET. HHENSNHEETF > AETRERS.
o ARFEREMREHEE EfeflRf)
LIS ERRNEFENNSEARR USB BXRESIRERNNYN, XLREBEETARNERFE M),

USB ig&3%
BRIA USB SRESMMIIELLERZLLT USB 18& %!
« J&fEF0 CDC 1zl (302 #01 0a)
BEAHA#EZE. ISDN EECER. MRS A KR—LEBIEFEEN 2.
#AIA USB SREEF AVFERXEIRE, RAERN—ME&EARERMHS BN E B SiEE,
o AMEFENORE (£03)

BEEMBNNHLILE. BENAKEEDGE (HID) €1F: B2, Bin. BHEE. BER. SR8, X%
EhHIEs. HHAESThEE.

F2% 01 XHR3ISEO%, THRAKRITER,
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BRIAR) USB SRBER AR F6EMA USB 85 (3 03, 7301, thi¥ 1) 3t USB Bir (£ 03, F% 01, i 2), Lt
REREAEERE USB 25, ABOREBMBEMBEGHITIEIMNNE, FRERIENREN, BEF

A E AT ERXERE.
« USB&&2 (3£09)
USB 4 A PRI EEET AT BN, TRTEHNXEIRE.

- BB+ (X0b)

BREF IR RS OEIHERAE R PR FSNERXEERIR RS, UNEERARNEREFFRTHE USB <k,

A LAEERERIZIZIER TR LR B RE R IR K88, MAFE USB ¥
« WA (3 Oe)

IR BHE A T IEMSTSASIIE R B0IR S, GIMNRMERGEN. FIDEAEN. RIIALSNR. R BN

Ha, UR—EXFEIRBIEEDEN.

EIAMERT, HDX RealTime RSB GHASAERE IR ERIEMBBEIIEEE,
o TETHEE (£ e0)

BEMERSHNTLITHIZE, HINBREHEEFISRMES,.

He— g2 T aE R MR RAOM A ISR, HEERXBIIINEIRE (FIMBEFREFIEF T .

A USB SREEF A VFIERXEIRE, BR, FIRFEER TRMIAE USB ST+ EMRIREVEHIZ &

USB ig&7%I%

ERIAEH T2 & T KREY USB IREREE. BEHERE, i57E SICAROOT/ éRIEAFIRE LM usb. conf

XHERBFIARN TR,

BEMIIR, AJLURIIFHBIRBEMAN, UAWSELAACEFFAAREEH USB i8&E. EERE

NS I=HIEARSS BB HAIGE. ARS8 EAMNITHIER X LG PRIHLL IR &,
EERIEEWNARIARRE BN T

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # R2[EIR: AWFEHMISE

poliiibpanei ke p3)
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USB SRBERN

B CIEEEmAMNIEY, 581 USB Web = EiR1tA9 “USB Class Codes” (USB Z5I43) , b= ARt h
http://www.usb.org/. API&& L usb.conf XHFHRIHREHNIRAHER7: {ALLOW:|DENY:} EGER—AETF
LU FARSEMNRIAR:

i WA

VID RERTFPRIANE ID

REL RERTFPBIARZA 1D

PID REWRFP~Mm 1D

% IREHR TSR O R R RZE
F% IR EHR TSR O R T PR F3E
|| IR EHR TR R T PRI

CIEERBSMNEY, ROERLATFHRLL

s MRS KNG,

o MNKERTEEHH # 5IANNELETR, REBNERDRR, BaBBRET,

o EHARTNAIRITESNZAK,

s BEDRRHNSIRIEHZEE, BRELMERFRITAFHIE, Fli, Deny: Class=08 SubClass=05 2—%
BXEN; Deny: Class=0 8 Sub Class=05 2—& TN,

o tREUIERLEEER = /%, VID=1230,

5l
TENRAIZTRTHAPEELE usb. conf XHEN—MED. EXRMHEXLMRN, ARSE EHFFEHER—AMRN,
ALLOW: VID=1230 PID=0007 \## ANOther Industries, ANOther Flash Drive
DENY: Class=08 SubClass=05 \## Mass Storage Devices

DENY: Class=0D \## All Security Devices

BEtEL

EREGERAT, BUEREHS@mAE U EZEN USB gEMAN. B8 THFIEE LR SICAROOT/
config/module.ini X{# WEClient 9, &0 FF~i&E DesktopApplianceMode = Booleans
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TRUE EREHEAR USB i &# A LIERThBYER. NZARSS
2 CEMRD) HAFRE RBMANEEXH) LY
USB HBEFRRfER “4B4L” MR ILIGEE, REATE
BRI Ao

FALSE BheY&HE USB i&& R Ao

AE:
IBHIRE “CONNECT” X BFUERIEF BN BRIRENEHEER. S, BHIRE “ALLOW” XEBFUAFRIE

RNEFREEMNEERILE. B2, NRIKET CONNECT 5t ALLOW XBF, REESEHEREFHIEANNS
BEIEEM.

S5 USBiEEER

B 2207 hRi2, Citrix Workspace AR AIFIRDES USB i§&, E& USB IREFLUAITSININAE. XLLINEER
B EARENZEORTEPNESIAERIMN,. £5 USB &R AISER SR N LA HID i&
o

Bai, 846 USB REEEANERERIEFAIA, HF9I1&EEERE Desktop Viewer #,

FLERE, EREMEHKEHBNSEN, REIWEHNEER. Eit, REEEERE VDA, FEHikEH, &F
BEEEXHFREFNEAENEER, RINERT, E45 USB RENEHEEEVRFEARS.

USB 2.1 REEhAF USB EGIRENHE, BIZNFIREEIR— USB SAHZRNER, ERRERAENE
Bt =24k, EP—E0S 00-ff BFMRE N Fig&. WiRBSAHEMIRIRRE USB &&RHMN
USB B4R F&ERER USB S4B TRE,
AR EEFPRER EAMNESIRER LG ENENFNUTIRE:

s BMERUSBigE, &

o —HHRMUNFIRE (FDIRE)

BARES USBig&EE, BMEERWIHERFAIA, RIERHELENGES ENENARFEAMERIRE, SFEMNRK
#9 HDX izf2{&3efr R Citrix Workspace & i,

TSN EITH, BERERAHFSIMNLEMN HID 1238 USB BNIRE. MRBMEEEAER USB BE#{17H#
&, ZgERFEEI MU HDX SHEEHITEER, BE, BIMAH HDX SIEELETME, ATUKRRE
358, X5EAENHSMEHIZFBIER USB EIBERLENENFAE. XE2EN USB SN ST,
AARBNIENRERTRAACERERHAENAMERENESREN—HON, BHERETEXERM, XK
TENEGREN, ER- LARRENBRITEERLELE, TRERERIENTAEFPERI.
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Efp xR, Citrix BINEIRDEGIRE, HENEREMRER USB @ENFEO. iRBEAHEREMFIRER
HEFIRGR LN AREFER, SERHEMALR HDX @3aH Citrix Workspace AR, ERMNAFERENI
BRRIEEIEHMITEIEER.

EEEE4a USB itENEEER

BLERE, EREMEHREHEBNREN, RESWENEER. Eit, REBEED VDA, EAXhMEH, EFESE
SEEXHREFHIEABHEER. RINMERT, £5 USB ikENBMEERLTREARKS.

ERRESS USBIREMWBRIEER, HFRITUTIRME:
1. S#7%8 SHome/.ICAClient/wfclient.ini BEEEC .
2. AT %B:
DesktopApplianceMode=True
3. Efnzl /opt/Citrix/ICAClient/usb.conf FRE& 4.
4. QB TERREMN:

+ CONNECT - i&& “CONNECT” XBFUERIEF AN EAIRENEHEER,
o ALLOW - igE “ALLOW” XBFUATFNERIEFIREBHEEMIRE.

B2, MRIKET CONNECT s ALLOW X#7F, REESIEHEREHIBNNSBEHEER.
T ERN
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid°
ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid
REFMN:

5%M USB ig&—#1, BRRAMNEAILE2RIE Citrix Workspace M ARZFEEDigBIZEMNISERN, Citrix
Workspace [ Fi2FERXLEHNARE 2 IYFskFE LWL USB & E L FITERIE.

SMNBHBEXRT (Y. EERER). BS (1) URS5iHSA USB FRATMEIREELRHSIRS TR
SHAR, XETESHIEFEN USB RERARIMRBSH USB ig& MR T Tz,

REMVBSFMNE—THRBEN, £ # FRZERAETR. MNE LM FHTRE (RREREFER). NAS
REHFIEOLEE—FAN, EFAAEIREFRONESMNIGR 2,

EEBUKEIN, BHITUATERE:

1. E#13 Jopt/Citrix/ICAClient/usb.conf 3t
2. IRIEZEFMGEMN,

Tl ERIN

ALLOW: vid=046D pid=0102 ## Allow a specific device by vid/pid
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ALLOW: vid=0505 class=03 subclass=01 ## Allow any pid for vendor 0505 w/

subclass=01

DENY: vid=0850 pid=040C ## deny a specific device (including all child

devices)

DENY: class=03 subclass=01 prot=01 ## deny any device that matches all
filters

CONNECT: vid=0911 pid=0C1lC ## Allow and auto-connect a specific device

ALLOW: vid=0286 pid=0101 split=01 ## Split this device and allow all

interfaces

ALLOW: vid=1050 pid=0407 split=01 intf=00,01 ## Split and allow only 2

interfaces

CONNECT: vid=1050 pid=0407 split=01 intf=02 ## Split and auto-connect

interface 2

DENY: vid=1050 pid=0407 split=1 intf=03 ## Prevent interface 03 from being

remoted

BT LA A MR S EORE AN S A 2B R RYIR &

IR A

vid=xxxx USB & #&#M# ID (Fa+7#HlEs)

pid=xxxx USB &&= & ID (Tf+7<i#H{Lm)

rel=xxxx USB &#&hk4s ID (TE{I+7<i#HLEE)

class=xx USB ig&£KAIMREE (A4 HI1XED)

subclass=xx USB ig&FEMREE (A1)

prot=xx USB ig&thiX S (A4 HI1XED)

split=1 (zk split=0) ERERD (HFFD) NERRE

intf=xx[,xx,xx,...] EERESRENREFEZEOSE LLES AR
#HEIREETIR)

BN SHERC AN AMNE USB 8%, MIRKIEETASE, ARLEERZSHHNEAENIRS,

USB Implementors Forum #iFBEE XM, FEMBENERBHIMINETIR. USB-IF E4ir a9 ID
IR, AIEA%ETR (M lsusb) EERFEIRENMNE. =&, R4HZEO ID:
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<username@username>-ThinkPad-T470:/var/log$ lsusb

Bus 004 Device 001:

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

Bus

003

002

002

001

001

001

001

001

001

001

001

Device 001:

Device 002:

Device 001:

Device 005:

Device 004:

Device 003:

Device 006:

Device 045:

Device 044:

Device 043:

Device 001:

<!--NeedCopy-->

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

1d6b:0003 Linux Foundation 3.0 root hub

1d6b:0002 Linux Foundation 2.0 root hub

Obda:0316 Realtek Semiconductor Corp. USB3.0-CRW

1d6b:0003 Linux Foundation 3.0 root hub
138a:0097 Validity Sensors, Inc.

5986:111c Acer, Inc Integrated Camera
8087:0a2b Intel Corp.

17ef:609b Lenovo Lenovo USB Receiver
1188:2001 Bloomberg L.P. Lenovo USB Receiver
1188:a301 Bloomberg L.P.

1188:2901 Bloomberg L.P. Keyboard Hub

1d6b:0002 Linux Foundation 2.0 root hub

| <username@username>-ThinkPad-T470:/var/log$ lsusb -t

/:

/:
/:

/:

Bus 04.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 10000

M

Bus 03.Port
Bus 02.Port
Port 3: Dev
50006M

Bus 01.Port
Port 1: Dev

43,

Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 480M

Dev 1, Class=root_hub, Driver=xhci_hcd/6p, 5000M

If 0, Class=Mass Storage, Driver=usb-storage,

Dev 1, Class=root_hub, Driver=xhci_hcd/12p, 480M

If ©, Class=Hub, Driver=hub/4p, 480M
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| __ Port 1: Dev
usbhid, 12M

| __ Port 4: Dev
usbhid, 12M

| __ Port 4: Dev
usbhid, 12M

| __ Port 2: Dev
M

| __ Port 2: Dev

12M

| __ Port 2: Dev
M

| __ Port 2: Dev
M

| __ Port 2: Dev

usbhid, 12M

Port 4: Dev 6,
usbhid,

Port 4:

usbhid,

_ Port 4:

usbhid,

Port 7:

Port 7:

Port 8:

Port 8:

Port 9:

12M

Dev
12M

Dev
12M

Dev

Dev

Dev

Dev

Dev

46,

45,

45,

44,

44,

44,

44,

If 2,

If o,

If o,

If 1,

If 1,

If o,

If 0,

If

If

If

If

If

If

If

If

0,

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Audio, Driver=snd-usb-audio, 12

Class=Vendor Specific Class, Driver=,

Class=Audio, Driver=snd-usbh-audio, 12

Class=Audio, Driver=snd-usb-audio, 12

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Wireless, Driver=btusb, 12M

Class=Wireless, Driver=btusb, 12M

Class=Video, Driver=uvcvideo, 480M

Class=Video, Driver=uvcvideo, 480M

Class=Vendor Specific Class, Driver=, 12M
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<!--NeedCopy-->

YEFEEN, BERITSHINERT USB £E518&. IFDSHAREESREVIENIFNRERLERFEANRINESKR
B XK.

Split=1 RV E R RENMEFROFENFDIRER L,
Split=0 RRFFFRNDERIRE.

AR

WNRZBE split 28, MEREREA Split=0,
intf SECERUTHRIEN BEINE SIS EFIED. MR, ZIREGNAIESRENFEEO.
Big—1E4 USBi&& (570 Bloomberg 4 $##) Ha75MEO:

+ 00 - Bloomberg 4 ## HID

« #01-Bloomberg 4 $## HID

+ #0 2 - Bloomberg 4 HID

« ##0 3 - Bloomberg 4 R iHiEE
+ 0 4 - Bloomberg 4 #&S5MiEE
« 05 - Bloomberg 4 R hi@iE
o BNHER T IR &N 1.

CONNECT: vid=1188 pid=9545 split=01 intf=00 ## Bloomberg 4 Keyboard HID
CONNECT: vid=1188 pid=9545 split=01 intf=01 ## Bloomberg 4 Keyboard HID
CONNECT: vid=1188 pid=9545 split=01 intf=02 ## Bloomberg 4 HID

DENY: vid=1188 pid=9545 split=01 intf=03 ## Bloomberg 4 Keyboard Audio
Channel

DENY: vid=1188 pid=9545 split=01 intf=04 ## Bloomberg 4 Keyboard Audio
Channe'l

DENY: vid=1188 pid=9545 split=01 intf=05 ## Bloomberg 4 Keyboard Audio
Channel

£/ Citrix Viewer #1784 USB 8B EEM
BMIGEIHERE USB i85, FHITUUTIRME:

1. ERERIEFR, SMIIEETH Desktop Viewer,
tBIE BRiR 29 USB 18,
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A = (] L ; * )

Home 5 h Ctri+Alt+Del Window Prefer MICes 5 ot Disconnect Sign Out

P Bleomberg LP Bloomberg Blometric Module
Bloomberg LP Keyboard F B HID Device
Bleomberg LP Keyboard Audio b HID Device
Generic Lenowvo EasyCamera

Manage Devices

2. BEERRE, BERPTEIRET,
EMERTERDERE USB 185, BEHITUTERME:

1. SMEIEER > K& 857,
It R RiF 28 USB 1%,

@ Citrix Workspace - Preferences

File Access Devices

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device {optimized or generic) and policy restrictions

Device Current Connection Redirect to Session Virtual Chanmnel
1 LuLal Fiau e
Policy Restricted

Bloomberg LP Bloomberg Bio.
Local Machine Redirect
Generic

Bloomberg LP Keyboard

Remote Session Redirect

Generic
HID Device

Bloomberg LP Keyboard
Local Machine Redirect

e el

Refresh Cancel

2. RIEFEEIREZINEIEE,

3. BEfE,
EEME BN ARG EEE.

AR

TBFRFT R RS BTN 8 1R & 55 1RV & AR LA g S BV
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P& RGN

BUAMER T, HDX RealTime MARGHAAUEIE I IRIRIEMLRGH LR, BERLEBERT, BURSERARE
F3 USB Z#5ThEEEEME BN, BER USB ZEHEEMSERGN, 52A HDX RealTime WS BGHAAESS.

ML RGN EE R
TEHRXTMEBREGNEERNLRBA:
s MEZBBEINEEBDF—ES RTME %%,

o MEBRGNEEEEHT 32 11 64 (I AIEF. FIa0, Skype. GoToMeeting, i&fERA 32 sk 64 (L
BEVISIENEBEIEEMR. I www.webcamtests.com

o MERGVHNBEFREER, §lM, 3 Skype EEERAMERGNIETHEZEE GoToMeeting B, &
IBH Skype WM& IS GoToMeeting Z&&1EM,

EATF 64 UNARFNMKERGINETR [BRATSEAR]

BhrZs 21112, 64 UM AR TRHMERENEER.

o GStreamer #EZRRRAS 0.1.X 2 1.X, BEEREUATRGHREN YRR,
o« ICAClient lR&x&TF 2106 (FNIREAMZE GStreamer 1.x)
o Gstreamer hrZAFiEM4:

- gstreamerl.0-plugins-base

gstreamerl.0-plugins-bad

gstreamerl.0-plugins-good

gstreamerl.0-plugins-ugly

gstreamerl.0-vaapi pluginf libvaE
X264

AR

GStreamer EHFMIMRASHINS GStreamer {EZRMAMAS—E, BI90, NREZE Gstreamer 1.2.4, NIFrE
Gstreamer 1.X 3EHBIRRASEAIA 1.2.4,

ML RGN EERRE
BERITUTSE, REMATF Linux B Citrix Workspace R A2 L 64 (LM AEFBCEM AR B MERGI EE R

ok
BEo
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$B 1. KiE ICAClient WEZE +

¥ AllowAudioInput EIREN True LIBAMBREGNNEERINEE. FMINERT, £ ICACLient WREHE,
IEIRE R True,

R AllowAudioInput fEi&E X False, FEHRITUTRIELUEBAMEBEN EEAIIEE:
1. 818l ~/.ICAClient/wfclient. ini BBBEXHHITEHHEITRIE,
2. ¥ AllowAudioInput Ei&ER True,

AllowAudiolnput=True

S 2: 1BiF Theora fRiZREE

RINRE ICACLient #¥ AllowAudioInput EIREH True &, BWINERTSEE Theora fi52%. LhRE
BEETRHMNREDSE, HEEIEZIEERN. B2, mIERNEHEF VDA £M 32 i AERF.

BERITIUTRIELUIRIE Theora RSB E 2 #F 32 (LN FAERF:

1. 72 VDA k%% Firefox 32 fiL,
2. ipEREBENMSLE S, Wit https://webcamtests. com/,

Theora RiZEE R L #FE M VDA £# 64 i AEFNNERENEEMIIE, BB H264 HIGR[/ETLZFFER
VDA ERY 64 (U AIEFHIMEREN EE RLIEE.

$18 3. itE H264 HiDgs
H264 miggs+FmEm VDA £H 64 (IR ARFHMNEBENEERIRE. ERA H264 RS, HIMITUTERE:
1. Sl ~/.ICAClient/wfclient. ini BEXHHWNEH#ITRHIE,
2. ¥ HDXH264InputEnabled {&EI&& X True,
HDXH264InputEnabled=True
EHATU T RIELOIE H264 JRiSR 2T 21F 64 (I AERF:

1. 72 VDA t%%# Firefox 64 fiL,
2. iFEMERBENNRIE S, MUt https://webcamtests. com/o

$B 4. BIERGRHIN
BCE H264 g2, MRMBRGNEEMIHEERZRE VDA £ 64 N AR, BRIERF KT,

A 64 N BAREFHNREESGINEERINGERTF GStreamer #2328, ICAClient /A GStreamer {EZRARZA
0.1.x 8 1.X, EARIURTEMNRSHLEERN YRR,
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$I2 4.1: 13T ICAClient iixzs
I ICAClient lRASEE =T 2106, LIHEFERHZE GStreamer 1.X. RHIARZASH ICACLient AJRES LMK,
BERITUTS BRI ICACLient RARTETENRFARLERN GStreamer EZR:

1. ERSTERAUTHS:

cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->

1ls -alh
<!--NeedCopy-->

2. BiF gst_read symlink @&5%2 gst_readl.0 = gst_read0.1., OTEFR:

L0 JE £0

U= = s s e

1
1
5
1
1
1

J
<]

WATLTE util BRHiafT workspaceappcheck. sh iz, HISIF5IA GStreamer {KIIMAIEE AU H o

Citrix BiWVERASFHETF 2106 B ICACLient FRAEUK GStreamer 1.X.

$% 4.2: 1BIF Gstreamer rZAF0EM
BT GStreamer 1.X 1EZRSN, EAMREL T HEIEHE:

e Gstreamerl.0-plugins-base
* Gstreamerl.0-plugins-bad

* Gstreamerl.0-plugins-good
* Gstreamerl.0-plugins-ugly
* Gstreamerl.0-vaapi plugin

« ibva library
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* X264 library

BXREFRpLuginsHiFMERE, BB GStreamer L5/,

=z

AR

GStreamer EGFHMANIS GStreamer EZRMRA—. fli0, WRELE Gstreamerl. 2.4, NFE
Gstreamerl. x fEFAIRRAER A0 1.2.4,

BEETUTHSUESE GStreamer EZRHYATHRES:

gst-inspect-1.0 —--gst-version
<!--NeedCopy-->

BXUFEHRNGER, RS RSIEHRED REIME RS,

Xcapture

Citrix Workspace N BiEEF R4 B85 — M EEEFRAERF xcapture, N AEFIREAFPERSSHEWEIRS
X SEEARFE ICCCM #I5ER X Window RIBERF Z B IREFEIE. MP A LUER xcapture T RME:

o HRMEESREXE, AEAFRERE (BFEATS ICCCM AENNARERF) SEREOPETHNAE
F2iBEfXERE,
o EEZRENOS X BRIFSLAER xmag 3 xv Z B E HIER

BMHSITBE Xxcapture, ERITUTRE:

ESSRTEODEAN /opt/Citrix/ICACLient/util/xcapture, #AE# Enter 8 (E /opt/Citrix/I-
CAClient 2 Citrix Workspace M BIEEFHNZEER).

EMBRRESEES, FHRITUATIRE:

1. 7£ xcapture 3HiEHER, B From screen (MER). KIFHTR+F 4%,
2. MUUFESH#TIRE:
+ Selectawindow (&FE—1EO). BAMBHIESFHNEO LS, AERERITHR.
+ Selectaregion (G£EBR—MXIE). RERITLRE, FERNEDHITLLERESHINXIH,
+ Cancel the selection (BUEER), BEHERIFAR, REBITPRSNARERE, SEARTUICE
PR eIz
3. 7£ xcapture 3HiEiES, 2 To ICA (2] ICA). xcapture IHHMEIEEAET K, RREETLEEE,
4. BRERE, EMNEEEORSNEBEF P ERERMILS S,

EM xv EHEERTOFNNAER, BRITUTERE:

1. M xv REFIENHIER.
2. 7 xcapture XHiEER, 2&HE From XV (M ICA), fAFEE ToXV (2] ICA). xcapture IHEMEIEELET
%, RREELEES,
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3. BTG, EMNERE BN BREFPEAENIMEILRS.
ENEREORHNARFERIE xv, BRITUTIRE:

1. MEZBOPNEAREFEHENNES.

2. £ xcapture SHIERER, FiE From ICA (MXV), AF&TE ToXV (RI1CA), xcapture RN EELEDT
t, RRETLEES,

3. BwE, BESME xv H,.

FEAR
SFFNITE B R ¥

LG, Citrix Workspace RARRFSETR—MELE, HAESNANBEEE RER, BAit, REXDFNUE,

M7 2112 12, AFEBSRIEXANERGERE. Blt, ERIUBRMMEXAPRIIXTHIUE, FAERT, It
ThEER F R AIRTS.

R
« IR .ICAClient BEFETHAAFNEN4EH:
MiER AL1_Regions.ini Xt
xE,
ZRY AL1_Regions.ini X, &% [Virtual Channels\Thinwire Graphics] #5BRERINLTT:
InvertCursorEnabled=
InvertCursorRefreshRate=
InvertCursorMode=
R .ICACLient XHFEAREE, NER Citrix Workspace NBEEFH SR, AXMERT, BERGIEENE
INEE,
ERALLINEE, EHRATLUTRE:
1. Sfi% SHOME/.ICAClient/wfclient.ini EEEXH,
2. %32 [Thinwire3.0] X HIREUTEE:
InvertCursorEnabled=True
AR

% Citrix Studio HpERMSAR RIS HITEHEFRMNEIRE N Do not use video codec B, HiFA
=R,
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BT
B ERAT

HEX RAR SR M T BT LUAEX 5 M IREx 75 SR AR RAT I B AL, FEEX RAFMAMIELEX RIFmARIRA
EFEERALIE.

=
ItkThie 7z Citrix Virtual Apps and Desktops 7.8 (&Emhk4s) =% Citrix DaaS LiEiTHRIERHT A, BRiA
BT, ERLTERARS,

ZRAIThEE, BRITUTRE:

EXHSHOME/ . ICAClient/wfclient.ini 8 [WFClient] #f5 5, #N% A8 RelativeMouse=1,

P BERBRILLIE, BaRFETERD, BEEERENE EXBREXYRATIENFAES, BSHEEEXNRIT
BE&D.

RRUELLTNEE, EHITIATHRIE:
A Ctrl/F12,

BRLIIEERE, BREA Crl/F12 eIRSBIEHUBESETFHEY . ERAEXN RN, FRSRSESEFIHETHU
B

BEALLIhEE, BHRITUTRE:
A Ctrl-Shift/F12,
ZFAOREE R, BEXHILINEE,

EEAEXT RATE
o, EZEI RelativeMouse LT E:

+ RelativeMouse=2 ERIFE ORGSR S AL ThEEH G EECE.

+ RelativeMouse=3 #8£ 5. BUEHRIFILINEERL FRUERTS,

+ RelativeMouse=4 & FifRiTIEH IR ERA B AR ALIEE, WEXEATFAE—AFPBERERH
[ e R E B ohis A s 2 XY BT,

EELRE®S, BANOTFARERE:

+ RelativemouseOnChar=F11
+ RelativeMouseOnShift=Shift
+ RelativemouseOffChar=F11
+ RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar #9578 {E7E Citrix Workspace M BE2FREMHH
config/module.ini 3x## [Hotkey Keys] F5Iii. RelativeMouseOnShift 71 RelativeMouseOffShift #J
EIRBEBFERNEHE, & [Hotkey Shift States] kFFit,
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$EFE Ctrl+Alt+Delete #4A S :

1. MEWARASKETEEMEE Lol Ctri+Alt+Delete A&,
2. EHENEREXHR WFClient 2855, B& UseCtrlAltEnd:
+ True &R Ctrl+Alt+End &% Ctrl+Alt+Delete A& 15 EITIZ R Ho
+ False (BAIAIRE) F- Ctrl+Alt+Enter 3 Ctrl+Alt+Delete A& &R ETIZRE.

EEFmETER USB EEMARE Bloomberg v4 $4:
B, ®7itE Domain Delivery Controller (DDC) & /5 RiZ %S,
1. Z#k Bloomberg $### vid 1 pid. 130, 7 Debian #1 Ubuntu FiEf7 A Fa<:
lsusb
2. %% SICAROOT #4448 usb.conf xtff,
3. 7£ usb.conf xRN T B U AFT Bloomberg ##:#17 USB EE @, RABFREZXH.
ALLOW: vid=1188 pid=9545
4., EFRHEFIH LR ctxusbd SFIFERF. a0, 7£ Debian 1 Ubuntu HiEfTUAFa<:
systemctl restart ctxusbd

5. BHEFHRIE. BRETEEAN Bloomberg v4 BERNKIEAEER, UEHITEEM,

IR BB EER
ERFARBAFEEAN Chromium HAER (CEF)

£ 1912 iz iEOkR A, BCR EAET WebkitGTK+ WEMRENAE. BR, TEEFF KL, FEMENR. B
FR7s 1912 &2, BCR ERAETF CEF 98, tIhaeFET BCRNAF KL, EHEBTRRMEERER. TmAENE
R ERENH B IR R

Bhi7s 2106 2, &F CEF BN BABTEERFTEEER. FABERTERZMEE.

MRFE, 7 LUK SICAROOT/cef/libffmpeg.so & ¥ Workspace i A2 & R & 1 12 &9
libffmpeg.so X#4&Ei N EEFAERMAERNEEXH Libffmpeg. so.

AR

ARMHF &R #FIIhEE,
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BRETF CEF 89 BCR
ZEBAET CEF 89 BCR, BHATULTEE:

. Bf13 $ICAROOT/config/All_Regions.ini xX#, He, SICAROOT 2 Citrix Workspace R f
EFHNEBIALEER.

2. ZE [Client Engine\WebPageRedirection] HRHIRBEUTERE:
UseCefBrowser=True
Ex0a)E:

« #£~/.ICAClient/All_Regions.ini Hi§ UseCefBrowser ®EHIEE N True BY, HiE. @&fEHxX
MEE IME aJRe L2 EMAFER T, BL4L SaaS 5 Citrix iRAR NS BESFEAN, EHATF Linux B
Citrix Workspace AR AL FFHIE. EAPXHFHIE IME,

o YEEREAET CEF 89 BCR B8 Web TEEE MY, AIEESKEIRIIERHEIR. tiRBEIMAE Citrix
Workspace [z f#2FhR4s 2106 RE=ARAH,
ARG % EEBPETUTHSUBEEZIEBEAE nssdb #:

certutil -A -n ”badssl.cer” -t ”C,,” -d ~/.pki/nssdb -i ~/
Downloads/badssl.cer
<!--NeedCopy—-->

B LHHNSHIT:

-A - EEIBERRIIER,

-n - IERHNEMT. BRI ANAR, BAFHIMIER.

?badssl.cer” - M badssl.com i 5 S HABERNZFF,

- -t ”C,,”--t &R TRUSTARGS, C % CAiEH, BXFMM=E, 1H8F Google i,
-d ~/.pki/nssdb - $#iBEMNMLE.

- - - REEAXH, WEBATRMER 4B &,

AX BCRHEE, &2 Citrix Virtual Apps and Desktops SCHRIRYHI S 23 A A E E Ho

B EERE

AEFNE HDX Broadcast BohEFimEEEREDNRE, Citrix B &5 1kThaE5 HDX Broadcast &iErI &2 ThAELS
&R,

HATRETRE. MEEREHULTEFELTZRENESCEZRERE, ARAIESMNERIENFER. #d HDX
Broadcast BEhE P IHEHIEZINAE, EAT Linux 89 Citrix Workspace M A2 F A LU SIE R E SNF R,
FHEMEAFPEMEREIZEINSIE,

ERSHR EERLIEES, BREZEFoh#TEMEZTSLETIE, Citrix Workspace 2 a2 EMMEEIRIE,
FIEMEERIIHERAFPICEENERS AL, MREEHITAF MR, WEBHEMEEIETRRAARE
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T TEREENEE. MRAPRETHMBENARERF, WASHTEMENER. AP JEEMERIERTE
BERRiE.

BHAERT, EATF Linux 89 Citrix Workspace i AIZFEER 30 WBEXEMEEMANRIE, XENEMEE
SHEHIT=R,

&t AccessGateway &Y, ACR ReJf. EFLEMEERR, BESHERSSENEF G EBRAKIEIEMINEE,
£ AccessGateway L#{TERE.

B xEE HDX Broadcast BEhEFIREMEREMIREE, ESA Citrix Virtual Apps and Desktops X#%.

FEFN4E HDX Broadcast &iERTEeEINEE, ZTHAEELAL TR ARS.

[BF HDX Broadcast 21ERI M INAES, MRS5EAXHNNAER ZENEEHET, BRINHTHEEDIZNEERFR
B I, TLAFEHENEEN B CNERFRSE, MACIHRTEES K, FIEMREER. F
HAie), BEMEMP AR, REKHMRE, AENAEFBET RS, ENEIERN, XEXEREREN
REFH,

W, EAUESEAIEETENEIREAENZ K. FIALERINE, IFEORRKE, HEETHSEETRHT
TREHERE R 2 BIB9RI R E],

R

BILUEAEMERE Ul BERELF KRR EA T RESISENRERE. BINERT, WERERN 80, RKXET
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BEEET 100 (RZEFAEN), AIUKBERIMEREN O (R2ETERR).
VEMWEFTERE, FIHENESRER. BRAURESKEH#ITRE,
Bhizs 2109 2, REAEEERERALTERRS.
BERIERINEE, BRITUTERE:

1. EM%l /opt/Citrix/ICACLlient/config/module.ini BBEXH.
2. 72 [WFClient] &9, EHUTIRE:

SRNotification=False
AR
3% Citrix Virtual Desktops szt IhEE,

REBMEFHEMERNSIETEMNN, NREMERDE, FTEEDERMNTHIT. ETREEFERR
Y ESMBERENEE, TREKEE 25 WIERQNERDE. ARRE—RIEENNE RHAMERN 180 1) k=
HENER, IRFEFTEMIETEAENER, BoFF REMERIERRZAERER,

MR EAT HDX Broadcast 2iErIEE1E, NATRIEBEEMNIGARORKH 1494 T 2598,
Citrix Workspace FAF B S LRSS 281& B
HE:

HDX Broadcast A EE (FRHEKILE) ERSE LEAS—TIhEE, ELERAMXMN, ZR@AMX
iR B2 BE HDX Broadcast £iErI 24 TRk,

FERSIET SRR
SIE EMEERRRCERERSIE SN,
SIEFEHBNREIGENIAER 1807 B o), WIRFE, TTUEKSEFIEEFEXIERFITARESHE, &
FARRTEEIHITE DI,
7N
MRIEKSIFEFRFFITARSHNEKE, SRR MNHAZHE SIS, XMERATRESERERNN
AR eesihnZ=iE,

EARETEMEEERIKRO 2598, KRIEEERERIETREMROSERIREFREXNKAS,
BXEEREIRMERBNER, BEASEIFERKLE,

=z

AR

SIEATEMRAERS S IER. BRI, BRERS [ EEERR,
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ZIRIKIERE

Citrix Workspace I ARRFRE T SR, AESSHNERKAAFPIFEFRHSEAF KR, ERIRENAER
MREEY, XLERARTTLUURARF KR, 0T

« HDX MediaStream Windows Media EE &
« HDX MediaStream Flash EE®

« HDX RealTime MZIBENINIAESE

« H.264

=

AR

Citrix %#¥ RTOP 5/ GStreamer 0.1 K& Linux 89 Citrix Workspace FZFT2F 1901 RE = A4

H17,

HDX MediaStream Windows Media EE& A

M Linux BPIR&EISRNEM Windows S E ERBZBEHFNBEREELSH 5=, HDX MediaStream
Windows Media EE @A LU AH mERIEH, Windows Media EEEIRM T —FEAFIEEMIERS S HBK
EARIEITRSSCHFBINE] . FEit, BRET BREBEEXHHNTRER,

Windows Media EEmARAED Windows =@ Eiz17H Windows Media Player U R EAIBRESMERE, It
Iheer iz L s, EhaiE:

« BRTHER (ASF)

. BEEEGRERA (MPEG)
o BRI (AVI)

« MPEG &57% 3 & (MP3)
« WAV EEXH

Citrix Workspace MAEFTEEE T XA RE MediaStreamingConfig.tbl, AT Windows $E R &
130 GUID 34 GStreamer ATLUERAR MIME 388!, AT EMILIRIRR UITUTIRIE:

o BRI Z AIRA A ZIFHRAT 528/ X8 o

o PRIE7FTERRRRY GUID LGRFIEIREARSS 851 2 Mo

« @A MIME ZFERFMNESSE, UAIFEIERR GStreamer SHARRIE R,
o BIERMEBRTAFIRE LM GStreamer FHHNEARNGHXBNWEEXEE.

BEEF IR, BRI UATAP REERETREAEEREEAN <http:/ /> <mms://>FH <rtsp://> B
URL p9884E, miE@d Citrix RS B[BFIAMRAMEER. RSB[BOFTEAFREEOIFEFURREZFGS (B1F
B, E. Bk, SENBE) . B, RESBALEEAEELE. KIERERIRE LAESRZEAE GStreamer
o

Z35:3 HDX MediaStream Windows Media EE A, i&HITULT2E:

1. #EE GStreamer 0.10 WEMNAPI&E LRELRHE, XR— M RSEMEXIELR, BEBERT, Bk
GStreamer, RAEBRE Citrix Workspace MAB1ER, MUAFREEIZE Citrix Workspace R BiZRED
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B HNEA GStreamer,

AZE Linux RIThREBEIE GStreamer MATIM http://gstreamer.freedesktop.org T GStreamer

o

2. ERREFRHEI, BENAFRETRE BRI H LB REMEN GStreamer thilllRiGH. FILUER gst
-launch TRABFRIHEGHEEERERAMNETT. 1R gst-Taunch sTLUEK URL, MFRENIEHEBIRNHETT.
540, 3&izfT gst-launch-0.10 playbin2 uri=<http://example-source/file.wmv>#

WEMIRE S RETS E B,

3. Eig% L= Citrix Workspace L BiEFEY, MR EMFEH tarball s, &% GStreamer EIM (HFF
.deb# .rpmRHE, WFBEEETM).

FEES TP IRRINTIER KB EI

o« BINERT, BHALLINEE. ATLUER All-Regions.ini 89 Multimedia #8453 9 SpeedScreenMMACSFEN-
abled WAL IhEE, MBIFILLETIZE R False, Windows Media EE @A T EAELIE,

o BIANERT, FiE MediaStream ThEEERER GStreamer playbin2 #hile X FERE P IBIRENZ SMNUFRE
MediaStream Ih&E, BIUMEEIZHIH playbin hi¥. BFIHIRIIIAEALED Al1-Regions.ini X
2R EER S SpeedScreenMMAEnablePlaybin2 #IfERA playbin2,

« Citrix Workspace M Bi2F T AIRIBMRFIRXHSREEE S XM, i .asx H .nsc X, WEATAE,
AP RTIEE— A5 | XL 4R R MR E URL, M gst-Tlaunch AIRIEEEN URL BEEX.

XF GStreamer 1.0 H3EEEIN:

o BINBERT, GStreamer 0.10 BF HDX MediaStream Windows Media EEM. GStreamer 1.0 {X1E
GStreamer 0.10 <] HBYER,
o MBE[FA GStreamer 1.0, BEHALUUTIHA:

1. & GStreamer HHENREB R, HHNLTEMBERENELITHR. BRERAKRLEMMN GStreamer
WREARXMS. HE K RERREHN /usr/lib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,

2. EHREFEAT Linux 89 Citrix Workspace BRRFNRER R, I (root) BRPREMBINBE RN Jopt/C-
itrix/ICAClient, IEHX AP REMIRINB RN SHOME/ICAClient/platform (fitn, Eer, platform &Y
Z linuxx64), BXEMER, BBRTEMEE,

3. @i 7 GStreamer HEH B R P IEE — N S % Kk %% libgstflatstm1.0.s0: In -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0, It % B & #&
SERAMNR, Fig0, A sudo.

4. 3% gst_playl.0 B1E#EKeS: In -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play.
Lt B ETRER ERFRINR, fitn, A sudo.

NREE HDX RealTime MR G MIAELEFFEH GStreamer 1.0, &M gst_read1.0 {E/i%REX2E: |n
-sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read.

B A GStreamer 1.x
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E 1912 hkZBIB9RRAH, GStreamer 0.10 EXFHZHEAEEMHRIARE. B 1912 ki, EAILUE GStreamer
1.X BEEE AR IARRZS,

PRI

o EHAISAEY, MEMREIERAIRETAIRTHA TR,
o Y%7 ARMHF i&& L5 Citrix Workspace M ABTEFFEY, GStreamer 1.x AIBETEIRTIHATE,

L% GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html %% GStreamer 1.x &
ZORLA TR

+ Gstreamer-plugins-base
* Gstreamer-plugins-bad

* Gstreamer-plugins—-good
* Gstreamer-plugins-ugly

e Gstreamer-Tlibav

TSI 32 S

FERL Linux OS &17hR (5190 SUSE #1 openSUSE) £, RFRIREIHRAZIRBINRTIRFH GStreamer M. 1E
XMERT, THRABHERMMERE X

1. M https://gstreamer.freedesktop.org/src/ TR,
2. REAR
3. EMMEBENREERENER,.

4. BITUATF@L:

$sudo ./configure
Ssudo make

$sudo make dinstall
<!--NeedCopy-->

BAERT, £ERMZHEISXENMT /usr/local/lib/gstreamer-1.0/,
BXRHBEHRNER, BERMINHOE CTX224988,

BEcE GStreamer 1.x
EfEE GStreamer 1.x LUES Citrix Workspace FAEFESER, B shel IR TR AU TRES:
+ SIn -sf SICACLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 116


https://gstreamer.freedesktop.org/documentation/installing/on-linux.html
https://gstreamer.freedesktop.org/src/
https://support.citrix.com/article/CTX224988

BT Linux & Citrix Workspace [ Bi2F

+ SIn -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play
Hr,

« ICACLIENT_DIR - AT Linux 9 Citrix Workspace [ AR RERE,
o GST_PLUGINS_PATH - GStreamer ME# B #E. I, 7£ 64 i Debian i+t &M £, LLEEE A /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,

PR

o TERRZS 2106 ZHIMIARASHR, A GStreamer 1.15.1 HESIRAR, MERGINEEATERKK, RIETTHE
U &R,

HDX MediaStream Flash &\

@3 HDX MediaStream Flash EEm, ATLLSEI Adobe Flash ABEAFIGEAMIER, MMTEFIESHRER
HIER T A B PR S E M E R S A MR R R

1. WIEAFPREEERESTIEER. BXFAER, FEHARENR,

2. Fwfclient.ini B8 [WFClient] 249 GEBTHERFPWFAEEZ)H AT1L\\_Regions.ini 8 [Client
Engine\Application Launching] &4 GERTFHREFMEFAEREF) FIMUTSE:

« HDXFlashUseFlashRemoting=Ask: Never; Always

£AFI%%&E LB A HDX MediaStream for Flash, ZRAERT, ILERBEIMT. Itit, RESmAR
ER—NMEE, WOHEEEEEEIES Flash BEN Web TTEMR L ZAS.

« HDXFlashEnableServerSideContentFetching=Disabled; Enabled

3¢ Citrix Workspace Zi2F BRI R RS BN TR, RIAMERTILELBENERA,
« HDXFlashUseServerHttpCookie=Disabled; Enabled

BRAZEZA HTTP Cookie EEM, BIAERT, LLEIRE X Disabled.
- HDXFlashEnableClientSideCaching=Disabled; Enabled

5¥ Citrix Workspace 2 FiREXH Web AABAREATFIHEFIIE. RAMERT, BERERN
[S)=)::

« HDXFlashClientCacheSize=[25-250]

B MB REAENEFPHEFHNAN LENANTENTTF 25 MB F) 250 MB ZEIMEAE, RKEX
NREIES, FRFFEFFONERE, UEEHERRT. BARLT, EREN 100,

+ HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

BT RS BIHA B IRENINAEIRINMIR A E X Citrix Workspace B BEFFERNERFSER, BHABRT,
HEIRERN
Persistent,
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AR XEUTERATTRERELSH:
HDXFlashEnableServerSideContentFetching &5
Enabled.

3. BAZ A Flash EF M@, 7£ /config/module.ini &, & FlashV2=0ff &2 FlashV2=0n L/EBiZ38E,

HDX RealTime R B &N NSAELE

HDX RealTime 2 7 WA B G EFFETRIBS WML IOL BRNH BT, AT REAFPEERS
HDFaces # GoToMeeting. Skype for Business Z&r BiZFFEHMALR EIREEEE,

1. BIEAPIEERTHEZSMINEEER,

2. WiFMultimedia EINBERTERA. BEREEHA, BTH SICAROOT /config/module.ini Xf¥,
SRIEHE [ICA3.0] Fo M MultiMedia 2FIREN Ono

3. B RHEEMINEEN “ERNAMEREY” N ENERRNE R RAMERETE RS MHEN.

/M HDX RealTime MRIEGHSAEL

BUAMER T, HDX RealTime MERGHAUEIE I IRIERIEMER G LR, BERLEBERT, BUESERARE
F3 USB XFpaEE M RGN BRIIIER, BIRITUTERME:

+ 2 HDX RealTime MEHREHNMIAESS
o AMERGIERE USB 3251088

1. TEABRL.ini X489 [WFClient] 289 iR TS #:
AllowAudiolnput=False
BXFAER, BBHEMIAMLE,
2. T usb.conf X, ZXHEEMTF SICAROOT /usb.conf,
3. MIBREERELITT:
DENY: class=0e # UVC (2ti\i&d HDX RealTime MEREHMIRAESR)

4. REHXAXM.

@i Citrix S AN S 221X SaaS ML SRIhRINEE

st SaaS WARRFHNRLFRRMETHAFRRIELHN SaaS KARFNSE—AF 4L, SaaS NAEFS Single
Sign-On —i2ieflt, BEERMEAURIPARNIMENERLAFARERZTERENHERENES. BREBILRP,
R LARRIESTHFE Web 3 :2F0 Web ik 52285 B9 15 1R R

iEATF Linux 89 Citrix Workspace [ B2 i@l i misHl RS ERA SaaS AR, @idiziRs, SEEAU
REERBANZIFER. £/ Single Sign-On UIRABIKE,

MR
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IIE libgtkglextl BRE A,
Mz=3Zft SaaS MAREFEBUTME:

- BEEREE - 5 TIRE. BHRMER.
+ Single Sign-on - /A Single Sign-On BMER,
o ERTAERNAEFINILEER - AN E BN BEFHITETRIRNE S,

AR

£/ Citrix Browser Engine 89 SaaS {X1f x64 #1 x86 ¥ & =%, 7£ ArmHardFloatPort (ARMHF) 7
H ERZ R

BRINMAERIBEEHEIRSERE SaaS MARFRER, BSEHIRIEHISE,

B SaaS AR5 Citrix Workspace AEFH¥AE S, ESRIEMAT Windows # Citrix Workspace [
BRRFEXEH Workspace &,

H.264

Citrix Workspace W B#EF 1 & Citrix Virtual Apps and Desktops 7 BR$5#9 H.264 &2, 3% HDX 3D Pro
B, EEXHERREERRREERINGE, ZERALTFRARS. 50F JPEG HiRIE:EMELL, LIhEEE WAN
Mg HIRME T FEM T W HNER N AEFIENR R,

REBAT R HITIRIET R ALLIIRE (UK ER JPEG HiRIGRLIEER) . B UTEREEIEHRED 28
FNATEBRSHER TEBXARER. iREETFRELECESEFEGEXFHIFX R AEERIRHER
B CPU BB,

BE:

BB I INEE, 15701/ Citrix Virtual Apps and Desktops g Citrix DaaS M3 R 2 R F I ER LRI E,
MEBFEAT LTMIGE, H.264 HISKERSSEATFEARS, Bz Citrix Workspace R AEEFH AR,

PRREEERRIDE 1.

fEwfclient.ini X, ¥ H264Enabled i2E 4 False, IHigBERSZANAERE,
BERAXARE, BRITUTERE:

BRFEERRELSSERE, Ewfclient. ini X#H¥ TextTrackingEnabled i2& 7 False,

FRENL

AIEAERTERR LR RUERE. #ARERFEFERRN XSync i JPEG HFEMNRERERMLES T,
1. WIS JPEG BT X LI,
2. 7z wfclient.ini 8 Thinwire3.0 2437, ¥ DirectDecode #1 BatchDecode i& &% True,

AR B “HAEEREE” EREA TR XSync”,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 119


https://docs.citrix.com/zh-cn/citrix-access-control.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#workspace-configuration

BT Linux & Citrix Workspace [ Bi2F

AEIER
ERMkRAS, debug.ini M module.ini XA FEEREIER.
Bhik7Zs 2009 2, ERILEAU TRz —EERSIER:
o RITEO
« GUI
[F#, Bhk4s 2009 &£, debug.ini BEXHRM Citrix Workspace B2 RERF RS MR

HEIEREESHR Citrix Workspace ARRFEEFMAEE. KEEXNERENHRI AT IERBERE, E=FHF
RARELEAAEIER SDK (1EX Citrix Workspace RAEFF &1L SDK B9—EB R4 7E—iS) REALAS
BRI,

AL B EE B HAT AT HELE:

o ZETMIHBMEER G H AR, BERMHNEEREFILER.
o hBNENREEMBIREE.,
o IREEEER,

WMEMER root AFPMIERE Citrix Workspace MAEF, NBABIEEME /var/log/citrix/ICAClient.
log ®, &M, BHEIFEME S{ HOME } /.ICAClient/logs/ICAClient.logH,

Z % Citrix Workspace MAEFR, HoIBE—1RBHR citrixlog MWAF LAEREIZRIEE

1. EHSRTF T, EME /opt/Citrix/ICAClLient/util BR.

N

BT T < LU E BE TR,
./setlog help
I R RFE R A<,

TRIET SRR EENREREE: BERORENGSITESES, BERATR:

RIR SFRES

#r= LOG_ASSERT
SR TC_CM

EF CEF#9 BCR TC_CEFBCR

2 P i S SRS TC_CAM

B TC_CONNCENTER
EFImBERD TC_CCM

& PRI E) 28 AR TC_CDM
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&RIR

54

2 P i TENATLBREY
2 P s TENATL RS

FIK

o

EfAER
BNEYRIESS
IPC

SRR RS
PRI IREhIZEE
E4 230

FRAR ARG

MS Teams
HithE
INIRENIEF
PNA RIS
ESHAS
SRCC

SSPI &%
BHE+
BEIARSS
BEIERSY B
StorefrontLib
3L s
Thinwire
BREORE
EINEE
PAL

ul

HE%E

TC_CLIP
TC_CPM
TC_CPM
TC_FONT
TC_FRAME
TC_GA
TC_IME
TC_IPC
TC_KEY
TC_VDLIC
TC_MMVD
TC_MOU
TC_MTOP
TC_LIB
TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
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1RIR

UlDialogLibWebKit3
UlDialogLibWebKit3_ext
USB FirizR
SANIR ThAZ e

Web Eff

WinStation Xzhi2FF
Wfica

Wfica3|%

Wfica Shell

Web #BhigRF

¢

GUI

HE%E

TC_UIDW3
TC_UIDW3E
TC_CTXUSB
TC_VFM
TC_WEBKIT
TC_WD
TC_NCS
TC_WENG
TC_WFSHELL
TC_WH
TC_ZLC

RIS > RIFIRE, AN ER Citrix Workspace - EiETxHEE,

TEIRERIF IS BRH | FUTIE NS, BILAER U TE:

. B2A
. (UREEE
.

. ¥4

ZINERT, BERRRETIZEN Only Error (XfREEIR)-

BATFIUERAEHIE, FEit, RERaTsea™E&M Citrix Workspace NARFHIEEE, RUHIPERBTEN 7 EIN

fERIFARA.

EEFBNETIERESE, BHREHXH. XEEREREPHSNA.

PEAFTICREN MU Z NG BEE. 2R Citrix BEEEIXIEE,

AR

WNRMBR ICACLient. log Xff, MHMEHBENETIERARS ctxlogds

flgn, WREEBHNRRAAFTFNRERER, BEITUT

LA .
MY

© 1999-2022 Citrix Systems, Inc. All rights reserved. 122



BT Linux & Citrix Workspace [ Bi2F

systemctl restart ctxlogd,

TEhR7s 2006 M EFRAFEAAETIER:

NREERBRMZA 2006 RERRE, BEAUTIEERAEIER:

1. FEHHEEM Linux i+8# _E%% Citrix Workspace R BiER.

2. ¥ ICAROOT HREERBENTEMNE,

a0, /opt/Citrix/ICAClient,

BINERT, TC_ALL EAFRARSLURMABERER.

3. ERERTEERNAE, BHTAATF SICAROOT By debug. ini XGHEMENRERSHRME [wfica]

B,

ANER “+7 FSHRERSE, FI9, +TC_LIB,

ERILUINRE B S AR REX.
g0, +TC_LIB|+TC_MMVD,

TRIET wica ERMEHEBNBRERELE:

1RIR

B

EUEM

WFICA (&i&EE5h)
FTED

EZIRF - WD
EZIRF - PD
EZIRFF - TD
SREEXBIXH
SRR EINIRThIZ /B IR EH
REMAIRENIZ P

& P IR E) 28 AR Y

e
=

()

OM (&fsiwR)

o
LS

i}
anp
(a7ay
7

TraceClasses &

TC_TW
TC_EUEM
TC_NCS
TC_CPM
TC_WD
TC_PD
TC_TD
TC_PROXY
TC_MMVD
TC_VD
TC_CDM
TC_CAM
TC_CCM
TC_TWI
TC_SCARDVD
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TR T ERPORR R HANRERELE:

R TraceClasses &

EEHD TC_CSM

T&RYIHT setWebHelper BIiRERSE:

TraceClasses &

#% logSwitchi&&R 1 (BA) : 0 (BEH)

f: logSwitch =1

HEHR:
R ctxlogd TFEME, WETE syslog RERERA,

BEXRNEIELEHNERNTEEMEMRNBENER, 158 Syslog iLE,

Syslog fi2&

BUANERT, FiE syslog AEERTETE /var/log/syslog . BEEHEXHHREMAM, 57 /etc/rsyslog
.conf XfH# [RULES] 8853 T4 TIT. £,

user.x —/var/log/logfile_name.log

REFBNER, REERUTHSENBL syslog BRS:

sudo service rsyslog restart

FEILANANES:
o B syslog RF A, &M syslog #i5f7&<: sudo service rsyslog restart,
 HBBRHEIESHE, B rsyslog. conf XHFLAM $RepeatedMsgReduction on,

o BEEWAE, EHEFRICETR rsyslog. conf XEFFkH $ModLoad imuxsock.so 17,

mEETIER

MNUTFLAEHERZERSER:
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o IREBIHEE: BUHAER syslog BRSS 288 rsyslog.conf SXEFHILLTAT:
$ModLoad imtcp
$InputTCPServerRun 10514
s BFIGECE: @I localhost Bt ini2iRS3 2800 IP ik, 7€ rsyslog.conf XHHRMUTT:

*.% @@localhost:10514

WEEBEXH

WA, ZARATFE Citrix Workspace ARFHIREREXHNT R, BEXHIBEFRNXGRF, EUAF
EIMARBI R BE XX o

B 2109 k2, Citrix Workspace MA#EFSINT collectlog.py T, BFMREIMHFEPUTE BT . AL
FERBSITEITZIR. ERNAEXHNEEER. ATUMEARS 2F#H1T TH,

wEEMN

« Python3
s FEFIMIZERGFERS

Bhi4s 2109 &2, T MmN, LUER collectlog.py TRKREBE M

« logcollector.ini X# - REEHEXHHIZFFMERR,
e collectlog.py Xt - WEBAEXHHEHEFRTFN cwalog_{ timestamp } .tar.gz EHEXH.

ZRNERT, [hdxteams] AHEIFEFHMEl logcollector. ini X LUkEE Microsoft Teams BAEX . 18
2, BHILURBLITEEE logcollector. ini XEHhARME AR :

1. &M% ${ HOME } /.ICAClient/logs/ICAClient.log/logcollector.ini 3Xff.
2. RIBUTREIFMUE BE XA Lt :

[component_name]

log_name1l =“log_path1”

log_name2 = “log_path2”

NREFEANRMA 2109, HBETUTIEKREREXH:
1. FHHEEM Linux i+8#_E%% Citrix Workspace A2
2. EHLTH, BMF /opt/Citrix/ICAClLient/util B

3. BITUT®<:

./collctlog.py -h

RBETRUTHLHEERGER:
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usage: collect_log [-h] [-c CONFIG] [-a ARCHIVE]optional arguments: -h,

--help show this help message and exit -c CONFIG, --config CONFIG The
logcollector.ini path & file -a ARCHIVE, --archive ARCHIVE The archive
path & file

4. RIEFREBITUT®L:

e ./collectlog.py - ERRIARFEPNEEXERKEDEXHE, HERIAREPEERENESED
BEX .

o ./collectlog.py -c /user_specified_path/logcollector.ini-FEHEBFIEE
BEPHNREEXHFREREXHE, HERAREFREEFREFENESENBEEXXS

o ./collectlog.py —-c /user_specified_path/logcollector.ini -a/another_user_spec
/- FERAPEEREFNEEXHREHIEXS, HEAPEXNRBREFRERENEENBAETX

logcollector.ini B & X % B9 X IA 88 & & Jopt/Citrix/ICAClient/config/
logcollector.ini. EENBEXHHRRINERZEA /tmp.

5. Sl /tmp XHFHUE cwalog_{ timestamp } .tar.gz EFHEXHF

AR

HEXHBREEXHZ N cwalog_{ timestamp } .tar.gz 9 /tmp XHFEH,

Microsoft Teams {1k

{8 Citrix Virtual Apps and Desktops 5§ Citrix DaaS X Citrix Workspace R BEFAET =& Microsoft
Teams #1Tfifk. Microsoft Teams kM TF Microsoft Skype for Business &9 HDX RealTime {1k, FRIAY

2, B Microsoft Teams PR RHIFTAAHRSE VDA FiEATF Linux 89 Workspace ZB#2FH,
i@id Microsoft Teams fiifk, ERTF Linux 89 Citrix Workspace MBRFXIFEM. MR REEZEINAE

AR

+ Microsoft Teams £1b{X1E x64 Linux &1ThR L= %,

« Citrix Virtual Apps and Desktops #0 Citrix DaaS #3z#F Microsoft {1k,

« 3t FfEA Dell Wyse &R i, & A Citrix Configuration Editor 4348 /var/.config/
citrix/hdx_rtc_engine/config.json XMW EESH, EXFHAREE, 52 Dell
o

BXNEAEARTIEEMER, BFIRE Microsoft Teams A EIZFE MRS B#FHITIEE,
BXRKERMER, 1585 Microsoft Teams L ER,

BXEMEER, iE2@ Microsoft Teams 441 Microsoft Teams EE M.
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BIECE IG5’ IR
R Microsoft Teams F2& 7 Bt sz RIFIR S MEIED, Citrix EE MM Microsoft Teams & &AL & K E.
BN, BRANERTRERXLERT, B2, B Citrix Workspace EBERF 2104 2, EIEERERBARTFZRRS,.
B Citrix Workspace M A#EF 2112 2, BIER A LUETHRITUTRIERBERBIMNGE UARZ MM (FlamyasA
EE. CPUIESHE Mg .
1. 813 /var/.config/citrix/hdx_rtc_engine/config.json 3t
2. ZETRI:
« EnableAECE 1 KRB, 0 RTEMAEEER
» EnableAGCE 1 RTBHA, 0 XRTEMBMLmHITH
* EnableNSE1RTEA, 0 RTAZEAEEIDH

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

”EnableAEC”:1,”EnableAGC”:1,”EnableNS”:1

<!--NeedCopy-->

BiERRE, YW webrpc BE (/tmp/webrpc/<current date>/) FREFEUTEEURIIERES
S

/tmp/webrpc/Wed_Feb__2_14_56_33_2022/webrpc.log:[040.025] Feb 02

14:57:13.220 webrtcapi.NavigatorUserMedia Info: getUserMedia. audio
constraints, aec=1, agc=1l, ns=1
<!--NeedCopy-->

EA Microsoft Teams FY4RiD 28 M AE(L B 28

HdxRtcEngine & N7E Citrix Workspace R FA#2F# WebRTC #1452, AFAE Microsoft Teams &
EMo. HdxRtcEngine.exe AILFfAiR=A CPU ERBHEMER TRl UAZHREFEMM (RE) HPE, 7
HEBYMEY 240p. 360p. 720p #11080p.
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MR E IR AR R E BT ERRRMNRED YR, FRRERENRFFEESRDEHEERTESH

DR, RERDSENEITURNES ZENNE, BEURNESSRWRS [ ZENHE.
NTFEEEHCHERTASHERNIGR, TRYH T OMEREL:

B M AE BADR EMETIE
iR 1080p (1920x108016:9 @30 3
fps)
720p (1280x72016:9 @ 30 fps) 2
18 360p (640x36016:9@30fps 1
= 640x480 4:3 @ 30 fps)
e ] 240p (320x18016:9 @30fps O
320x240 4:3 @ 30 fps)

BIREFRASM (JRE3) H¥RE (FII0 360p), IBMEIHREBITUTHL:

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

”OverridePerformance”:1

<!--NeedCopy-->

Microsoft Teams FIEEIZR
EEA Microsoft Teams WHEEIRR, BHITIUTigME:
1. EM&l /opt/Citrix/ICAClient/debug.ini X,

2. &2 [HDXTeams] %%, W TR

[HDXTeams]
;5 Retail logging for HDXTeams 0/1 = disabled/enabled
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HDXTeamsLogSwitch = 1

; Debug logging; , It is in decreasing order

; LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel = 0

; None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

WebrpcLoglLevel = 0

<!--NeedCopy—-->

R LB 7E config.json XHHRFMUTTREAEEER:

"WebrpcLoglLevel”: 0,”WebrtcLoglLevel”: 0
}

<!--NeedCopy-->

3 Wvm-12 700 libunwind-12 E&HEIN

BhR4s 2111 &, A llvm-12 F7 &7 libunwind-12 ERFIEKHIT. B2, RIMERT, ZKRBIERAEFEES
FEE. BRBUTSBEFEERFHTE libunwind-12 &:

1. THLR,

2. WANUTITURE Tlvm FEEZR A M4

wget -0 - https://apt.llvm.org/llvm-snapshot.gpg.key|sudo apt-key
add

<!--NeedCopy-->

3. WAUTITUEE 1lvm FEERYIR:

sudo vim /etc/apt/sources.list
<!--NeedCopy-->

4. HIOLAFAT:
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deb http://apt.llvm.org/bionic/ 1llvm-toolchain-bionic-12 main
deb-src http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main
<!--NeedCopy-->

5. BT THLUEE libunwind-12 E:

sudo apt-get update
sudo apt-get install libunwind-12
<!--NeedCopy-->

Microsoft Teams i {LAYIERINAE

+ B Citrix Workspace R RT2FFHI 2101 hite:

- Citrix Workspace M AEFRERZFBES Microsoft Teams ¥E—#2iTH,
- SR s BRI ANSINLEE, HFRTFEENEME R,
- HTTP REXZIHEZ SHRIT,

+ B Citrix Workspace R R#2FH 2103 hiite, BRIAERTREA VP9 MIAmEIEES,

« B Citrix Workspace RZF#2FH 2104 fRi2, BRIAMER TREAERERIE. RINENEREERARNEDSE
BHZRRXHITRIE, BRAEAEN. EESERRERF i ELKIMHNAERNZHMEEA

« B Citrix Workspace R 12789 2106 hRi2:
- LT, BEREHEN, RAETHEHTERBNTRDRNERTFRELE.

EXREF, MERENTEETIREENBZREFET. JLUEE VDA RETBTREXEZNEMNR
B. ZENETR LRER—NMBIESR, EERSABHNERFERERFENET,

HEXREEXT, ERIUMAERSTEE—IREHTHEZ, Desktop Viewer EREOER (RAL.
ERZE M) B, BEAEHEL,

« B Citrix Workspace R BZFH 2112 kit

AR

LAITFIhBEITE Microsoft Teams # B IhAEEFH G A A.Microsoft # H b B 378, B LU EF CTX253754

LUFKER S A4 BB F A AN e o

- 7z Microsoft Teams Fi&ERKizHI#
ExkAd, S5EFERSERERN, KA LE Microsoft Teams @iEHRENERIZHIN, KEZHINE,
AL R EREHITIER. HiBEEHMEN.
BRI HEREMNEE, F8T Microsoft Teams REIRZEAIERIZHIN, HEREMNASINES5ETTLL
AVFEIEALIEIIER,
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REESNG, EAUNHERSHITER. REMEMENR. TRE, SERBEHIN.
PRI

* Linux BRI EAFRTESEHNEFEMAR. 52, 7 Linux BFREENARFHERER
BE, HETARPREEEFIREALT, XEBTF Microsoft KRR,

* ERUNARS5inR EETHA Microsoft Teams SEE it LR AP Z 88 =3¢ SUBiERRE,
BEREFBOEM AT, #RTTE: AR UIASIREUE R EHGED,

- %% Dynamic e911

fEARRAH, Citrix Workspace MABREFZHEIASESMFL, £ Microsoft IBEFEE. BEAREENE
BIRBPERN, TRET LTI

* BEEMEEHRE2E

* BHIREAR
RIEERANKIER KA EE178 Citrix Workspace MBI YFIIE, MIE VDA LizfThI Microsoft
Teams & i,
Ray Baum AR EREG 91 lEN AR EEEEANNARLR LN E R (PSAP), BiEAT Linux
B9 Citrix Workspace M BERF 2112 2, £/ HDX 89 Microsoft Teams fi{tiEM Ray Baum 9%,
SRR ThRE, BEFIHAIRERFERITRPLAE S LLDP B,

«+ B Citrix Workspace R FB1EF# 2203 hrie:
Microsoft Teams #Z & MR SIN

fEAhRase, 7 Citrix Virtual Apps and Desktops 2112 St E @ kA5 i@id HDX #1TLET, @A LI
Microsoft Teams ERZ AN EO#HTIRARIN, ATLUBEEHAXBREIHERR N, BXEHEOTEER
FES, BB Microsoft Teams Pop-Out Windows for Chats and Meetings (Microsoft Teams A
FIRFARIWAREED)

MRIEIEEIETERIBMR AR Citrix Workspace M A2 Virtual Delivery Agent (VDA), 75112, Microsoft
BREFRBEFEONRB, B2, FMEEXLZTE, EELEANNANNEALILZFZIED (2203 XE
=hRZ) B9 VDA g Citrix Workspace R BIEFEhRs,
AR
LLEIDEEIRTE Microsoft Teams # G RMEH G R A.Microsoft #H tbE BT, &a] LUEF CTX253754
LURB S B A S,
« B Citrix Workspace [ B12F# 2207 fRiE:
SIFERERE:
£ Microsoft Teams (Citrix HDX £ “X(F/hRas” h# T T iifk) B, EaILERSRAREEERER
H HBRBCRBIBHMEISE. fld, RISEERTERCENEHARE, FEENEABEEIEN. EX#
BERT, BMEENENEEIMEIEEINEEINEILE, Microsoft Teams &R kBES K IXIIHER. £
UTFERT, BEASBERARE:
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- HERERISIEMgEN
- SNEGEAETAN (B, BEFEN)

P =

tbIh8E{R7E Microsoft Teams #HIERMWEH S A, BT # Microsoft S KL E#, ESIA
Microsoft 365 roadmap (Microsoft 365 B&45El) . thalLi&iR CTX253754 T A EMA AL,

+ B Citrix Workspace [ZF#2RF#H 2207 hiite:

- NAEFEZEER: BIERT Linux 89 Citrix Workspace Rz B 25 2209 #1 Citrix Virtual Apps
and Desktops 2109 2, EaLUfER Microsoft Teams HMREREEFhEELENAERF,

- = DPI X #00i833104E: BRAT = DPI Ihée, HEEFERANE 4K E/R888Y, Microsoft Teams fMsHE
MBAFFAENMGE, HFEXNEE, TEENETRENM (N, REREBATIHZEREHT), &
MBRAEHET, FERAREREFREBENMUE, ERALLIERINEE, BHEF wiclient. ini &
BEXHHH DPIMatchingEnabled 2#i&EHR True, BXFMER, ESFZE DPI LA,

- WebRTC SDK #+4%: RTF 1kt Microsoft Teams #9 WebRTC SDK frAEF4&2lkRZ4s M98,

%5 NetScaler 2% (NSAP) EHEE

LAETTEA LR ThEER (A9 NSAP EINEEIhEER 2006 kRt 22X, Fig HDX Insight #iE5e 4% B NSAP &
POBEHUREEARKRIE. FERETRIENTT BN, NSAP BIEEIALTERRS. BEHEZHA,
357 module.ini x#HtI# VDNSAP t5&E NSAP=0ff,

BXEFEHMESR, S Linux Virtual Delivery Agent sx# ey HDX Insight #0 Citrix Application Delivery
Management R332 89 HDX Insighte

ZERTEMEFAML
HINEERE TR Z BNRIEETHRHERER. SEREMEENETHRLET.
WEFM
HETHREREERIN T
+ StoreFront v3.15 EE R,
« MR .ICAClient EFETFHATAFMEXHHKH:
fiips All_Regions.ini Xt
%
BREE ALL_Regions.ini X, &7 [Client Engine\Application Launching] #8284 FINLT
(o
SubscriptionUrl=

PreferredWindowsBounds=
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PreferredMonitors=
PreferredWindowState=
SaveMultiMonitorPref=

MR . ICAClient XHFEREE, WIER Citrix Workspace ARFH ML, EXMERT, KERGIIEENE
NigE,

Rl

s EERETHE LEFABRXN TR — M RIEHFFIRE,
BWBmZRIEN, ZRIEGEEENERN TEHEEE RS EMNEEGIE T
s TERETBR LEEREXN TR — I REHFFLE,
EMBEMZRIEN, ZRIEREEENERS LELREXTET.
s FEORATHHRENREHESNERRETZRE, ABRTIRILERR, ZREFHEELFIEX TEAR
BEREETR. ENMBHZRIEN, ZRERET2REA TEMEEREETR.
&iE:
s BRFRERBEERNR, FERBNREEEN StoreFront L,
« MBEEFENE RS EMIEREM StoreFront BHHFIMISESIE, WEHBREE—INEDPRREE
FrERIENHERER.

REHRRE

EERREGRIE, BERITUTERE:
1. #£% 28 Delivery Controller (DDC) £%%t StoreFront 3.15 {E=EiRA (FFHET v3.15.0.12),

2. NTHTIE FHERT Linux B9 Citrix Workspace M2 1808 S E S RIS ZS, AEFETEE
&1 Linux i+ &M L,

3. ¥ ICAROOT FIRTEIRBHREME,
4. 1% All_Regions.ini XHFE2EEET CAClient XXk, MR7EE, EKEMBR.

5. 72 SICAROOT/config/All_Regions.ini 3x#+&E#H FEX SaveMultiMonitorPref, BiAERT, LFE
BIER “true” (RRUINEERTFITIFRS) . BEXMALLINEE, BRILFEISER false,
NREEH T SaveMultiMonitorPref 891&, T 7ifikk .ICAClient s2f4Zh7z7EH All_Regions.ini
X, WUBALIHEFRTEURTEEFEENEEXFHERNT, ERIRIEZAEERIEIEE SaveMultiMoni-
torPref i5&.

6. BEfREZE.

7. 72 Desktop Viewer TEEPEHREHRBUREFLUANRERB. FRATARER—FKBH, BRMA.
BE “REMR N, BIREEARE, XMARTURREERT. REHEE, EREERES,
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8. EiFEESMRIETIEH,
EfMRmRIE. 2IEREERNEN TEERE RS LIERMLEET.
BRRES AR ZFNTR:

« BF Linux ETEEREERRENE, A, FTXFEZINERBFREEORARIENGR.
s BZPMEAEFARSHENERSFRESIEEEERREPAZLR, FATESSHHARTTUNEIITA.
o BFEREIMNG StoreFront #H1TEE

EX S es LA Citrix Virtual Desktops
1. 3%#% Desktop Viewer H & & Tk,
2. ®EEO.
3. EFANEREsZiEESD Citrix Virtual Desktops BE. WIS M ERBTREANET—FREE.
4. 7£ Citrix Virtual Desktop TE# &, #EFELR.

BER BEM N ENS.

Workspace 55028

Citrix 3IN7T Workspace Ezh28 (WebHelper) B HE X BN SEMNBIERF.

LUET, BEERAT Linux B9 Citrix Workspace W BIZFIR AN S 3BE T A A P RIE NPAPI BEiE % RS EMMN
BiEF,

fERfERA =R, Citrix 3l NT Workspace E&2 (WebHelper), EERBIbIN8E, 153§ StoreFront BBE @
Workspace BEzha &£i%iER, LM Citrix Workspace M BiEZF R,

BARZs 1901, Citrix Workspace BE&1285 StoreFront 1 Citrix Gateway MEZEERR. LINAETIEEBIBE
Bzh ICA stFF#M Citrix Workspace M ABEF R,

BXEE StoreFront (B R, BESIMENRFONE CTX237727 #pg Solution - 2 (f@# 4% - 2) > a) Adminis-
trator configuration (a) EEREE),

AR

Citrix Workspace Baigs & ai{iEA 5 StoreFront MEZER. FEMBERT (40, @i Citrix Gateway
HERE) FXFEZBEmER.

Z M8 Workspace Web Ul 2=

ERE=HEEF N ERMN BB PRI HREENER T Linux 89 Citrix Workspace R FA2FEY, ZNARERF
AlaesmF CPU EAZKEE 100% fMESITmAL,

A7 A REIRR Ul R

© 1999-2022 Citrix Systems, Inc. All rights reserved. 134


https://support.citrix.com/article/CTX237727

BT Linux & Citrix Workspace [ Bi2F

1. ERUTa<THREFN G
rm -r ~/.ICAClient
2. ®%%| SICAROOT /config/AuthManconfig.xml 3.
3. ¥ CWACapableEnabled sIfRBUAEX N false,
4. BEERT Linux 89 Citrix Workspace R B2, $EEIBBIAHRITXEmMEIBE Ul,

REHRERY

RERRBES ATFEEZTFAIRRELNEERERRZETIR. RIANERT, INELTFERARS. BALIGRE, &
FingRhR=ERY 2 EMNNBEFNRH,

BhiZ 2203 &2, Citrix Workspace BREFXZIFUT=MAENRERBESIEN:

o XA K - 2IEBEHET - RIE wiclient.ini X KeyboardLayout B, BEFHREHRERERIEBE
NEP BIfRSS 2. 3R KeyboardLayout EIREHN 0, RAREER L E VDA, I1ERE KeyboardLayout
BEIREAREES, WIESRHENBEERLE VDA, EREHIENE P inRE%S R E A EE AR ILE
. BENAEN, HEEAERIZNARER, XES—R - 2iEEhERRZER Citrix Workspace R 2
N AIARE® S,

o RAFHBEY - FEREFIHREGRN, LEMSEEFIGEREHERY FRSS.

s FRAY - IBTREFIRERRS S LEENRERR.

NEFM:
+ 7£ Windows VDA /5 Unicode BRI AXIFMAER, BESRMIRPONE CTX226335,
+ 72 Linux VDA LB AohSRE|FRRELS . BXFMRER, BSRNSEERRRD
o BEHEESEAT XKB lib,

o & A Windows Server 2016 5 Windows Server 2019 B, & & it 3 HKEY_LOCAL_MACHINE\
Software\Citrix\ICA\Icalme FMREKEZE, FMHEIMRIMEZ M DisableKeyboardSync iy
DWORD &, REEZEILKEAN 0.

« IR .ICAClient EFETHATAFMEX !
fiips All_Regions.ini X
1
BRY AL1_Regions.ini X, &7 [Virtual Channels\Keyboard] 2853 BRI TIT:
KeyboardSyncMode=

KeyboardEventMode=

EREND

Citrix Workspace M AigFiRfitA R REMEERE, BTRA=MTRANREEHRBRLEN.
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EEAEVAFREEERERRERY, BHRITUTERE:
1. MBHMXIEAHA] Citrix Workspace W REFEIRT, FEFEIE,
xE,
&S, SMBIRREEZE, REETUTHS:
util/configmgr

IkAHE 257 Citrix Workspace - EiETHEE,

wipboand Limel ipscheanitation setling

2. BEHBEERETFR,
I ERRERRRYIRENHE,
3. ERLUT®EBZ —!

o NEF—R - 2EBEH - ERREHBNERIERHNFES E VDA —R&, Unicode BEBMNEXZN
BE—R - 2IER IR BIEEF R,

o AFBHEEY - BREREPERT FFPIHBENERERBEBRFLE VDA, Unicode BEMANER
RAVFIISE D R BIHEF LD,

o FRY - IERBFIHERARSHE LFENRESRR, SERFPHTRENRBREM/EX, Scancode §##
MANERZAE S RANHEEED, MRAFRFETERE “Unicode”, NATMBREFHEERRS
VDA LavigRmEEE.

4. BHRFMXA,
EFERREXHSERERBEMRRASL, BEHRITUTRE:
e wfclient. ini BEXMHUBBEMENREERR.
NEF—R - 2IEREHEY

ERLLER, BHRIEN, EAHEELAENERHBRKALS E VDA, RIEwfclient.ini XHHH
KeyboardLayout f, BEFGREHNESESIEBINAL ERSE. R KeyboardLayout BIREHR 0, &
SREBERPE VDA, 1R KeyboardLayout EIREMSEIES, MESISENEEIEES 2 VDA,

BRI, BRITUATRE:

1. &M% SHOME/ .ICAClient/wfclient.ini BBBEXH,
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2. AMUT%RE:

KeyboardSyncMode=0nce
KeyboardEventMode=Unicode/Scancode
<!--NeedCopy-->

Unicode #EIBAERZNET —RX - RIEBEEEHEF RN,
RFEIERES
BRLLINEERE, MRSIEIRFEFIHRELNRERRLELTN, SENRERBYSERMLET K,
BREFHERR, BHRITUTRE:
1. Sfi% SHOME/ .ICAClient/wfclient.ini EEBEXH.

2. FMUT%E:

KeyboardSyncMode=Dynamic
KeyboardEventMode=Unicode (or KeyboardEventMode= Scancode)

<!--NeedCopy-->

Unicode #RMNERZ A TSRS ERBIHFE,
TR
BRILINEERE, BRERFHKEPEFWNRERE, HBER VDA mEEHR.
BRBFHRR, BHRITUATRE:
1. Sfi% SHOME/ . ICAClient/wfclient.ini EEEXH.

2. FMUTEE:

KeyboardSyncMode=No
KeyboardEventMode= Scancode (or KeyboardEventMode= Unicode)
<!--NeedCopy-->

Scancode BRANKAZAE S EXHEFET, MREFREDSETEER Unicode, NBTHEEREF HEERR
5 VDA ims 27 BHERE,

AR

Fwfclient.ini XHHIEE KeyboardSyncMode="" (=) BY, EXEERRTIZ 510917, TERERAS
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#1779, BM SHOME/ . ICAClient/wfclient. ini XHRERERR, HEREBRNEESHME
FiRfE B—EE&IEE VDA,

BEMNEN
Citrix BN AREBRERBRETS ERER U TREBRAANER:

o REFETM Scancode #ER,
o AUBEREFMNXELS —X - 2IFBEHETA Unicode Ex,

AMEwfclient.ini XEHEK KeyboardEventMode WERE, B2, ITREREMEE, BHWFRENG
= VERENEFPmIGEFER Citrix HERNE,

RAMNRIULRINEE [RATRER]

LA, EREEESEHEEX4F KeyboardEventMode MNEXRBBEFARANBEANER. REATERBEEEA
A Ul I,

B Citrix Workspace B2 2209 2, ERIUMF#EHNBEHRNERIREROTEEFNFANBEEZHNER, &5
L13%#% Scancode 5% Unicode fE @M NIRT,

2EA GUI BERZWANRI, BHRITUTRE:

1. MBHMXIEAHA Citrix Workspace W BEFEIRT, EREIER,
% 2R Citrix Workspace - & EHxHEE,

2. BE “BE"
TR LB BT ANV R NE IR E AR D .

© 1999-2022 Citrix Systems, Inc. All rights reserved. 138



BT Linux & Citrix Workspace [ Bi2F

Citrix Workspace - Preferences - =

General  Accounts  File access Mic & Webcam Keyboard || About
Keyboard layout synchronization settings

Select an option to sync the client keyboard layout to the server:

© sync only once - when session starts
Allow dynamic sync
Don't sync

Keyboard input mode settings

Select an option to set the keyboard input mode:

Scancode
© Unicode

Note: Scancode is the recommended option For the "Don't sync" setting.

Save and Close

3. EEMT™EmZ—:

+ Scancode - RN BEMNF P IRER LS VDA, VDA BERBNNFR. MARSSHERTR.

« Unicode - ¥ZEME P ik %%%) VDA, VDA 7£ VDA R4ARMMERENER. NATFIBREER,
RINERT, ERBRWAERILE N Unicode, BXBRINEXNFMEE, BBREEMEE DS P
HNEERERRED.

4. BHREANXE,
AR
RENBEFENRECEMERINAREFEEY,. MREE Ul AESEEBANER, wfclient.ini X
KeyboardEventMode MWEEHEHL S BEIEH.
BN, RgEERNEXEEREEME, M VDA ERHIERERR.
4153%3% Scancode H# N Caps Lock 589588, Scancode 1E #§%3%%I VDA, VDA HEER 1E XETFRN
o
MBI Unicode FHEA Caps Lock ZiapI5E, F4F a H4:%3| VDA, Rk, BNfE VDA FERMRIERERE, FF
a st MERE L.

=
FAMBRAMER A EREEEFFEREREFIFERFHTIN, FARFREEZRENVS. Citrix 7EZ
INRETN ST hRAVSZ 2=, (EXUMIRHEBXEETNEEM R iR, Citrix JRESRIER G E . KBEMMEEMI K
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IRATIRME, BMNAETEFIFRHEE Beta hivds,

SR RRERR [RATSAR]
B Citrix Workspace M B#EFhrZs 2209 2, Scancode BRBNERAZFUTT BEEME:

« RiE106 &
« BEIE ABNT/ABNT2 &
o SRKRE

Scancode BRBANERNZFT BREHGREUKFIEREGERSEN,
RINERTERALE .
AE

RATGARAIEE A ERIEEFFRHEREFFRFHITUL, HATFRBEZRBONS, Citrix FEZ
THREF AR AT IFERG], EXGRIRMEH XETIREM R 5. Citrix ATRESRER A EN. RBMNEEMTR
IRHITIR(E, BINABEELEFFIRSEIE Beta hitds,

£+3+ Windows VDA #1 Linux VDA BB H B XiF

Linux & Linux & Linux & Windows Windows Linux Linux
FinEEy  FIRRER  FPIRREET XiHigE VDA %%  VDAHE  VDAHER
B B 1% R = ID #/5 (ID) wmE Tk

T RIAE ara - > ar-SA 00000401 ara -

FIRIAE ara azerty > ar-DZ 00020401 ara azerty
(AZERTY)

=iE (5t at - > de-AT 00000407 at -

)

EbF B 3B be iso- > fr-BE 0000080 be iso-

(alt. 1SO) alternate c alternate
EEFIBYE be - > nl-BE 00000813 be -
®MFTE  bg - > bg-BG 00030402 bg -
RIDMITIE bg phonetic - bg-BG 00040402 bg phonetic
(G359

RMFIEE  bg bas_phonetsic bg-BG 00020402 bg bas_phonetic
(FriEE)

"EE br - > pt-BR 00000416  br -

(BA)
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Linux &
PRI

ENDRTE
U5
(4T M)
FEHEFiE

Linux &
PingERm
B

by

ca

ca

ca

ca

ch
ch
cn
cz

cz

de

de

dk

ee

Linux &
PingEET
&

eng

multix

fr-
legacy

fr

qwerty

mac

mac

mac

Windows
XiHig &
ID
be-BY

en-CA

fr-CA

fr-CA

fr-CA

fr-CH
de-CH
en-US
cs-CZ

cs-CZ

de-DE

de-DE

da-DK
et-EE

es-ES

es-ES

fi-FI

fr-FR

fr-FR

en-GB

Windows
VDA %
%= (ID)
00000423
00000409

00011009

00000c0c

00001009

0000100c
00000807
00000409
00000405
00010405

00000407
00000407

00000406
00000425
0000040a

0000040a

0000040b
0000040c
0000040c

00000809

Linux
VDA 3%
B

by

ca

ca

ca

ca

ch
ch
us
cz

cz

de

de

dk
ee

es

€S

fr
fr

gb

Linux
VDA 3%
Tk

eng

multix

fr-
legacy

fr

qwerty

mac

mac

mac
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Linux &
PR
B

354E (Mac-
intosh)

RIE (XE,
e, &
Win )
HHEE

T Il
®FFIE
BIRZIE

FaKIE

WiE (ENE,
EFtk)

FRHRIE
KEiE
BEAFIE
Bi&

BHiZ (Mac-
intosh)
ig
FIIFIE
(AL T 3EM)
M PE5EIE
M PEG5EIE
(IBM LST
1205-92)

I FB3EIE
(7AE)

R 4T
MEE

RETE

Linux &
PingERm
B

gb

gb

gr
hr
hu
ie
il

in

iq
is
it
jp

jp

kr

Tatam

1t

1t

1t

v
no

pl

Linux &
PingEET
&

mac

extd

ibm

std

Windows
XiHig &
ID

en-GB

en-GB

el-GR
hr-HR
hu-HU
en-IE
he-IL

en—-IN

ar—-IQ
is-IS
it-IT
en-US

en-US

en-US

es—-MX

1t-LT

1t-LT

1t-LT

Tv-LV
nb-NO

pl-PL

Windows
VDA %
%= (ID)

00000809

00000452

00000408
0000041a
0000040e
00001809
0002040d
00004009

00000401
0000040f
00000410
00000409
00000409

00000409
0000080a

00010427

00000427

00020427

00020426
00000414
00000415

Linux
VDA 3%
B

gb

gb

gr
hr
hu
ie
il

in

iq
is
it
us

us

us

Tatam

1t

1t

1t

v
no

pl

Linux
VDA 3%
Tk

mac

extd

ibm

std
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Linux & Linux &
PImRER  PImEE.
A 5]
WEIE pl
(QWERTZ)
BEE pt
BEZE pt
(Macin-

tosh)

FTEEILE ro
(HTAE)

ERHETIE  rs
BERHFETIE  rs
(HITiE)

#HiE ru
BRIE (1% ru
)

&IE (Mac- ru
intosh)

InEIE se
IHEE se
(Macin-

tosh)

gL  si
&

HgtimiE sk
HgtimiE sk
(QWERTY)

RiG th
&RiG th
(Pattachote
)

BERIE tj

Linux &
PingEET

std

latin

typewriter

mac

mac

qwerty

pat

Windows
XiHig &

pl-PL

pt-PT

pt-PT

ro-RO

sr—Cyrl
-RS

sr—Latn
-RS

ru—-RU

ru—-RU

ru—-RU

sv-SE

sv-SE

s1-SI

sk-SK

sk-SK
th-TH

th-TH

tg-Cyrl
-T3J

Windows
VDA %
%= (ID)

00010415

00000816
00000816

00010418

00000c1a

0000081a

00000419
00010419

00000419

0000041d

0000041d

00000424

0000041b
0001041b

0000041e
0001041e

00000428

Linux
VDA 3%
B

pl

pt

pt

ro

rs

rs

ru

ru

ru

se

S

si

sk

sk

th

th

t]

Linux
VDA 3%
Tk

qwertz

mac

std

latin

typewriter

mac

mac

qwerty

pat
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Linux & Linux & Linux & Windows Windows Linux Linux
PIRERIE FREEF  FPiREST XigigE VDA % VDA %52 VDA #3=
BH B & B4 | ID %= (ID) wE RUSYN
THHE tr - > tr-TR 0000041f tr -
TEHE tr f > tr-TR 0001041f tr f
(F)
FiEhx tw - > en-US 00000409 us -
ER=iE ua - > uk-UA 00000422 ua -
BiE (£2E) us - > en-US 00000409 us -
#iE (Mac-  us mac > en-US 00000409 us mac
intosh)
HiE us dvorak > en-US 00010409 us dvorak
(Dvorak)
B us dvorak- - en-US 00030409 us dvorak-
(Dvorak, 1 1
EFER)
HiE us dvorak- > en-US 00040409 us dvorak-
(Dvorak, r r
5FZTH)
HiE (£E, us intl > nl-NL 00020409 us intl
Efr, It
g8)
HEE vn - > vi-VN 0000042a vn -
VDA #&#H%H

VDA BEBINREEI EENEE A “VDA” BEH/E, MALEF HNRREFRIZBENM. EXFUTREMNREE: PC/XT
101, 102. 104. 105. 106,

BEARSHIHRERR, BFRITUTERME:

1. &b wiclient.ini 324,

2. BIITFFRER KeyboardLayout BHYEE:
KeyboardLayout=(Server Default)
KeyboardlLayout BHEMEIAMER (BPEESH).

3. ENRMRIEUEESRE,
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XA LB KB

Citrix Virtual Apps Services RIEEER X, MIERGLARFRRE. EIBTALHERS, HEAWER
pnabrowse T B & RIS,

Citrix Workspace A2 RIRBIMS R B FE RS, (XY BERBHNARERF S ERMBIIS I 2B KB

o RFIRGIERBHNBNX AR
o BPAELLEE Citrix Workspace BIEFREEZXH

g, E4EMA Citrix Workspace MBEEFEE B4 Adobe PDF XX, #9i%%i#%0 Adobe PDF Viewer Zz 3
MR RRERF. BRIERGTIRENEARER, SUAPRTEEEEENELTAR.

EERFmLEEA FTA, BHRITUUTRE:
1. WINEEXBRINYAREFEWRFEREITHNNAEERF.
2. ERMEBAHNAREFNTIRMARS S URL, FiE1T6<:

.Jutil/storebrowse -1

./Jutil/storebrowse -S <StoreFront URL>
<!--NeedCopy-->

3. ERMTIEXET./util/ctx_app_bind &%

.Jutil/ctx_app_bind [-p] example_file|MIME-type published-application [

server|server-URI]

f5lan,
.Jutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
4. WIFEERITANX G R EERBZF A iHREhaMST (CDM).
5. WEHZHFLAER XN BIZE B EHITH,

RERHHRAER S X LR X

Citrix Workspace M2 IRERH A EE R E Citrix Studio FELEMIZE.

WEFH

WIHERTERIIRE T FTA N AEIERSSE.

BERXHT BR5EAT Linux 9 Citrix Workspace R BIEFXEX, BHRITUTIRME:
1. RERAEF.
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2. E=3| Citrix Studio,

3. AAEF LR RITARTERES.

4, EEUE,

5. £ “GL1TEH (A1) FEPAHM “%™” UBSHSITRIE, RERE “HE,
6. TAEF LR RITARTERES.

7. SEEEHLBIREL,

8. #E#FEA&E Citrix Workspace AR 5% AEFEXBKIFIET BE.

9. BENMAMEIHMHHEE,
10. BRI LA XEPRMNTBER P K LEA FTA.

=z

AR

StoreFront XHEBXBXNFUEER “F7 BINBERT, BREXHEEXE,

4% Citrix Analytics

Bkl 2006 2, Citrix Workspace AR EHAMEMRILERERH ICA 2iEFHRE T Citrix Analytics ik

o

&% Citrix Analytics mfaERLtE SHIFMAER, BB RN EBIEEM Virtual Apps and Desktops 89 Eh#E

AT Linux & Citrix Workspace BR2FELI0N, AIEZNAREFMARLEEM4NR2MEHESEE Citrix
Analytics, BAfE, K7 Citrix Analytics BRS 28 L RAEFEEAE, B Citrix Analytics WiFiER, ESHA
Citrix Analytics.

BERRAF RE

Citrix ICA thiY{ERERRA - REEPEE [TUI VC] i)z Citrix Virtual Apps and Desktops ¢ Citrix DaaS 5
FHARS B/ ZEIEREER. TUl hUERnEiEEnEr fim (U] AfER.

BT Linux B Citrix Workspace M AB#EF 15 TUI VC Tk, IthINRETI#FEBIE P iniEiRS 28 &% 1XM TUl #iEE,
BRima AR Ul i8X A5, thThaer BB EEHIBNABMRERN 2R, AILUTE module. ini XHHEJiE VDTUI
#i&: VDTUI - On/Off

Bhi4s 1912 2, VDTUI iRERNE BT, AL, HEEmNAEFNAEER “EER <Application>” 3HEE,
R, BEHER—EER “EEEE <Application>” SHEE, ZIHEFEXS TR ARFEHNEE. B2, NRE
HAREIRE X, “IEEBEER) <Application>” SHEERZMARMNARFEONS, BEERIET.

BXEMBERFAES, B2 Citrix Virtual Apps and Desktops x#4er#y Citrix ICA EilEE,
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S5k

September 30, 2022

B Citrix Workspace M2 2012 2, &rILUTE Citrix Workspace MBREFHEE BN RIEMIEE, HEERRE

BLEHEFAER. XFr]LURMEFIIAI,

RMEMNEFEIHEIESHE, MECERANSEENTBHNTTEENRAER.
A=W
S P IIERRINEENE B E FIER,

WEFM:

L4 libsecret &,

BRINERT, LIheet FEBRES.

EEALLEIRINEE, BRITUTERME:

1. #HEEBEXH: SICAROOT/config/AuthManConfig.xml,
2. ¥ AuthManlLiteEnabled H{&EIZE N True,

Storebrowse 5 {318 F1E3RINAE

=,
AR

BhR4s 2205 &2, WInsEZiE&AT Citrix Workspace B2,

Bhi4s 2203 &2, BHIRIEXHEER 2R1E Citrix Workspace NAREFH, NABEFAEEETEERRREL, MU

RUEFHAFPGE, BMENEFESHIRIESE, UELZERARKEFENBHNFRTEERBMAZE,
BHIIELRTHAEZ 55 storebrowse AT TFIIE:

« Storebrowse -E: FIHARER,

« Storebrowse -L: BE5ELZHARENER.

« Storebrowse -S: FIHITHRANER,

« Storebrowse -T: &ILIEENABENFIERE.

« Storebrowse -Wr: ENEFEENABENLTEDRSECHFEZENRE, [f] RO EREZRE

EFFEERN RIE,

« storebrowse -WR: ENMEHEENABENLTEDRSECHAERNRIE, [R] ETUSEMEEHRE

SESRIEMMFIERNRIE,
+ Storebrowse -s: ITEHEERNAREIEFIEERR.
+ Storebrowse -u: MIEERFABEERECHTTIRIEEMN IR,
« Storebrowse -q: FERAE®E URL BaIARER. Lta<UEMAT StoreFront FZAMIE.
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} =r

AR

o AR Z BI— AR E R RIRAY storebrowse % (£/ AuthMangerDaemon),
o SHWIHEERINENERTFEE,
o BRIIEREE, BRXAERDEE.

Storebrowse AL &/ & /10 IEIE3RTHAE
INERT, BMWRIEERINEES TEARS.
R gnome-keyring ReJF, <HIETFETE BENHIEREFS,
ERHENGFEREESE, BERAUTSERZMA gnome-keyring:
1. SM&l /opt/Citrix/ICAClient/config/AuthmanConfig.xml,

2. AMUT%RE:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy-->

Bhaek
EEERT Linux 19 Citrix Workspace M REFHEEESEF X1, AU StoreFront 1z%I&E2E StoreFront
AR5 28,

Citrix Workspace M ABfEF X5 PCSC-Lite #1 PKCS#11 IRshiZ B HANEEFiEEES. BIABERT, Citrix
Workspace BREFMEEEF—MUEMEE opensc-pkecsll.so,

Citrix Workspace M B2F A UEIEFREMBE S Efth PKCS\ ##11 RehiZF K E opensc-pkcsll.so, AL
FERAUTIEFEESENUE:

1. HEEEXH: $ICAROOT/config/AuthManConfig.xml.
2. #3177 <key>PKCS11module</key>, EIKIEFMIEFINEERIZITH <value> TTEH,
AR
MBEMNT RAEFMUERNXHR, Citrix Workspace M BREFE S 2 $ICAROOT/PKCS\
##11 BRPHIER . WATLUERLL “/” Frk4asRE,
MIBREsE£E, BRBUTHSEERH SmartCardRemovalAction, LIEEE Citrix Workspace i BE2FHITTA:

1. FKEEEEXH: SICAROOT /config/AuthManConfig.xml.
2. #3117 <key>SmartCardRemovalAction</key>, ##¥& noaction & forcelogoff HRMEIZRIZIT
B <value> &,
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FIATAN noaction. FHITEMATERFMEIEREUNRERFRE E-RITERB L hERIIRE,
forcelogoff RESTEMIFRE 8B RESIERR StoreFront RBIFTEEIEM <SR,

BREERXE

INRFEARSS 2R Citrix Workspace R AREFHEEATEE+R, Citrix Workspace MARFHZIFEMEEERIR
%

AL ERERATUTHRE:

BEEEERBMIILE - @ Citrix Virtual Apps and Desktops g% Citrix DaaS (LLgi#FA Citrix Virtual Apps
and Desktops iRS3) BRSZ28#H1THHKIL,
s BERNARFXZR - AFXNERRNERGNARFIHRAE RIS,

BRFHENLZ2MIFEHE, YNBIRARESHWIEAEE (90 TLS) #1755,
BRNEEERXSF, BRRFUTRMAE:

BERIEERMEBLGHN ARSI S PC/SC Tk,
HIEATENEERNRIERF.

% PC/SC Lite 36,

o REHIETT pcscd FIFIER, ZIEFIRMER PC/SC AR e RIHIEH
o £ 64 URFiH, 64 (If0 32 kR4 libpscslitel G GUFIEE,

Wt W o

}

BXERSH LREETEFZIFNIEMESR, 15281 Citrix Virtual Apps and Desktops X HERIIES BE+o

BRE R IFHVIEIRTHEE
AE:

it

tkThaeE@iER T Citrix Workspace R BER.
Bk 2112 &, Citrix Workspace B2 2 #5E A T8 s8R ik R 23 nVBNERN A ThEE,
BAEREREN, SRR RESERSBNEAHPVEEFR.
AIAEAEMERN B AR sE R, HEKRNEIFREXLEEEF,
R
£ Linux FP i ER% 1ibpcscd B

AR

BIANERT, LERTRERREEARSH Linux ZITIRIVEMIRAT, B2, ErIfEREEREL Linux Z1THRIE
HARRZAs %% Tibpescd &, %0 Ubuntu 1604,

ERRILIERINEE, EHITLUTERIE:

1. &#12l <ICAROOT>/config/module.ini Xk,
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2. #% SmartCard &%,
3. i&& DriverName=VDSCARD.DLL,

%15% % (nFactor) S91E3E
ZESHIEERAFPRUEGINISMIEALERFIARINIE, MMIEETNAEFNZ 2.
ZESHRIEFEEEHRIETBNXBNERREREITHEERESE,

## Citrix Workspace R ZF @I EE 3T StoreFront LR B B R IFMNERM EMERZ I, Citrix
Gateway 89 Web ERITmEATE B 1IR3 EIMARS 2B EA LN

BXIFMER, 557 Citrix ADC x4y SAML B3 183FMZ E (nFactor) 953,

L #5fEA FIDO2 #1THHIIE [FATAMAR]

EAhRASG, EaLlER FID0O2 R2Z B EINNAREFREmFTE KWL, FIDO2 Z2FHAAtIVRTRET —
LS, TEMANAFIWFTREENANZIF FIDO2 M BAEFREE#ITEHRIE, BX FIDO2 Bif4ER, B
£i7 FIDO2 Authentication (FIDO2 S{4I83iF),

AR

WMREET USB EFmER FIDO2 8%, i5M SICAROOT/ X4k TR usb. conf X fiks FIDO2 i&&
89 USB EE @AM, IthEFHAIEEENETIRE FIDO2 EiiEE,

BIANERT, FIDO2 SMHIEIEATFERRS. 2R FIDO2 HHIIE, HHRITUTERE:

1. Bfi%l <ICAROOT>/config/module.ini X%,

2. ®E ICA 3.0 35,

3. 1I8& FID02= One
IhEE M AIZ#HE PIN BBMARIIEEN K S NRIEIEF (R USB), ATLEEET FIDO2 R&EHNB K RKIE,
BRVEZFHNERLINENES, BSRIER FIDO2 B EIA S5 10T,

YiZipiniE FIDO2 M AREFE Web 556, BET—RIBR, BRGENREFH. NREZREMFEHR PIN (&0
4A40NFR, 5% 64 40FR) FMTREEH, WKREEREFEA PIN,

WREZHERE PIN NIERTEMT Z2EH, IREREZ2EHNTER,
AR
FAMBRAMERE A EEIEEFFEREREFIFERFHTIN, FATFREEZRENVS, Citrix 7EZ

THREFR BT AR A S 1 Z2f5), (EXIIR U XL THREMN R 5. CitriXx JRERIRIERIGH™ESE. BIBUEMEZ R
IRHITIR(R, BINABRELEFFIRSEIE Beta hitds,
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ZR\BlE

September 28, 2022

ERFRENIERS Citrix Workspace AEF ZEIEERS, AILUEA Citrix Gateway ER & AREMR Citrix
Workspace [ iR E.

AR

Citrix iX7E StoreFront fRE 235 AP && ziaEA Citrix Gateway.

BAAGE: PSR AT LURYE B ARIAE A i O Ao 1R S PR LE SR 0583, 7268 Citrix Workspace R A2 FHY,
MRBLZITEARS BN EIBRLE [P HALBREIFISMIE Internet it (EIMISE#EIEFEHR, 5 NAT) BORILERA AR, N
N ECE MR,

AIERIARSS 28,

{G&ERF Citrix Virtual Apps and Desktops 3 Citrix DaaS (LAgi#5 Citrix Virtual Apps and Desktops
fRs5) #E (FEAT XenDesktop 7) : SOCKS RIBIRZHBHLLRIEIRSE (LIRS MRIEBIRS .
HTTPS KIBRRSZ B FRBET LM (TLS) BERIEIRS ) . BI LAEARIRARSS 28R PRI IS HI N BEFN k35
ia], #4032 Citrix Workspace M Ai2F SRS 28 2 EMEHE, Citrix Workspace FZA#EF 2% SOCKS fl%
2REMN

PR Citrix Virtual Apps and Desktops =k Citrix DaaS #8&: M TLS #hi%# Citrix Secure Web Gate-
way 3 SSL Relay f@RA%R, Z#FTLS1.0 1.2,

Citrix Gateway

Citrix Gateway (LU#i#iy Access Gateway) {R#5 StoreFront RIFRBEMIER. Itsh, EIRREA LIRS
FA P S SEET R AR R 603 AR IR

Z@id Citrix Gateway EEREMNARER, EHRITUTRE:

1.

FRUTAZZ —IEEEE RIRM Citrix Gateway URL:

. BEREABBRSTAFPREN, RASIRTEERMKFIHEESZAN URL,
o UnEABBRSXAFR RIS, aTLU@Eid e HE D > kP > HinkEimN URL
o WMRIEET storebrowse SSEILNERE, BEMSTRHAN URL

% URL IEEMXMSENAEE (EFMEREE)

« EEEE Citrix Workspace AR IINE— TN EEE, BEEAUTERXH URL, Fi: https:
//gateway.company.com,

CEERIBENABTE BEEAUTHEAMN URL H W https://gateway.company.
com?<storename>, Lt&h&d URL WX RN EFERN;, BN EZURLHPEE= (ESF
7)o SIREEL storebrowse EZFFFENAMEE, AIaEHREE storebrowse s HANEIS5(iE
URL,
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2. RERAE, FRENAFPE. BRNRS<SEERIZNARE (BEMX), BXLTENFEMAEE, BB
Citrix Gateway 14,

BMRIEERE, BETENEEMNBER.

RIZRRSS 2R

RERSBHATREIMBINEF B IER, H4E Citrix Workspace B #EF 5 Citrix Virtual Apps and
Desktops g Citrix DaaS #BE 2 iafiEZ.

Citrix Workspace A2z #F SOCKS AR TRE:

« Citrix Secure Web Gateway fi=z£AIE#MY Citrix SSL Relay
« Windows NT Fifl/masz (NTLM) S15383E,

SRR RITIRTE Trusted_Regions.ini #1 Untrusted_Regions.ini #pR#&I7 “Auto” (Bzh). “None” (%)
1 “Pad” (E7) XK, MMRMEMA “SOCKS”. “Secure” (&%) =t “Script” (BlZ) £E, BERIEXLEHLMATF
FIRFRINE MR,

AR

BWREMLEERE, BHEA TLS,

e RIERSER

BEERENERAZSREMYN, SEkERRBAT Y Windows NT B/l (NTLM) S5 1ENSE, MR
WA, NWEEEAEME BB eIEiE T MAIE R i

BE.

NTLM Z#F%Z OpenSSL 1.1.1d # libcrypto.so FE. TERAFIEE L REXLE, XEFEBEESE Linux &
1ThR. WA LIM http://www.openssl.org/ #17 T

Secure Web Gateway #1 SSL

ALK Citrix Workspace R FB#2F 5 Citrix Secure Web Gateway iR E#ZF 2 (SSL) RHRSEME—i2,
Citrix Workspace [ FB#2F 3245 TLS thille TLS (fFmER£14) 2 SSL hNMSFinE kR4, EER T2 T/
40 (IETF) 72352 SSL AMIRENFRESE, ¥ SSLERHR TLS, TLS @i RERS RS MNRIE. BB RMEM
HEREMNE, REREHERENT2, FLAR (BEXEBFASL) ZREM TLS RRELEEENRE. K&
PARTREREREARIENME, FI30 FIPS 140 (BxFR{s S EARE) . FIPS 140 @—MINEIRE,

Secure Web Gateway

EE BRI s 4 E R TR Citrix Secure Web Gateway, 4 Citrix Workspace i BiEZF SRS 22 8]
FiEERETSEE, NREELBERENX TER Secure Web Gateway, N Citrix Workspace MAEFAZE#1T
REREE.,
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MBEREMEPWARS ] ERET Citrix Secure Web Gateway KI2, NalUEH4ER T A Citrix Secure
Web Gateway {1, sNREAPAER, Citrix Secure Web Gateway RSB ERYT—RE, HEAXREE
Citrix Workspace R B2 7 BefEm

« Citrix Secure Web Gateway R8T 2RENES (FQDN),
« Citrix Secure Web Gateway fR$23#i%O S,

AR
Citrix Secure Web Gateway kg7 2.0 RZiFh4RE=,
FQDN Uzl 7I L AT = MERER 53

. TNE
. chials;
. TR

flg0: my_computer.my_company.com 2— FQDN, FERE®XFIHEENZ (my_computer). Hialis
(my_company) TR (com), M TREKIEMNAS (my_company.com) #AES,

SSL Relay

ZRNERT, Citrix SSL Relay 1/ Citrix Virtual Apps and Desktops 5§ Citrix DaaS BR$323 89 TCP i%0 443
#1T TLS 2385, SSL Relay WaZl TLS i&E#E, SREHIEBREEEAIIRSS.

YNR¥% SSL Relay FEEB J1iinfr 443 USMYEMIEO, AT ZIFFREMITHOSIEES Citrix Workspace R
o

Bl LAfEA Citrix SSL Relay RIRELUTFIER THBERS:
« ERAT TLSWARIRESRSEZIE
BXREBEMEA SSL Relay RHREZERZ2MER, ESE Citrix Virtual Apps 1%,

TLS

LR, SZHREVERAR TLS ik 1.0, XIFB9E&E TLS hRAH 1.2, BhitA 2203 &2, Z#¥9&S TLS hR4h 1.3,
I LL@id7E [WFClient] 2853 FRi N LA FECEETURITHI GBS R0 TLS Wil a9hRAs

o MinimumTLS=1.1
o MaximumTLS=1.3

XEBEZRIAE, ERBPEN, FRESEARXEE,
&
o TRANEHIER, MFEEXLE, MREEREE selfservice 3 storebrowse B 7 XLE(E, 15
X killall AuthManagerDaemon ServiceRecord selfservice storebrowse,
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« AT Linux B9 Citrix Workspace R AZFAR AR SSLv3 il
« TLS1.0/1.1 (&R F =2 #HzhR4s#9IBRR VDI 5 Citrix Gateways
EERTIEMNE, 157 [WFClient] S5 il FECEEm:
+ SSLCiphers=GOV
IERERINME, EAMrIRFIREY COM A ALL.

AR

5 TLS ik AEBRE—, MREERSE selfservice 3 storebrowse FEX T WWERE, MATIEN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

CryptoKit &1

CryptoKit hitzs 14.2 5 OpenSSL 1.1.1d hr&Erk.

e
IEIEER T2 BEMUMNEELTE, FI%HN TLS_RSA_ MEBEATRERFRE, HERMNBEEE S
TLS_RSA_ ZHEMHERTE2MER. Bk, FRAZHEHR TLS_ECDHE_RSA_ EREMH,

NRERIFIRARECE TLS_ECDHE_RSA_ ZIEM, NBATEHEIRS, FRHRBMEFAR. WFEFRHRIHRIE,
3 #% 1536 fiI RSA % %R,

XPFUTEREEEMS:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS V1.0 X UTEEEH:

« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
+ TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS V1.2 &2 LA T ZRBEH:

» TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

TLS V1.3 U THEEH:

+ TLS_AES_128_GCM_SHA256 (0x1301)
« TLS_AES_256_GCM_SHA384 (0x1302)
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} =r

AR

BhR4s 1903 RERARAE, Citrix Gateway 12.1 KESM4z#F DTLS, &% Citrix Gateway B9 DTLS Z#¥
NWEREHNER, ESHEZRE DTLS MY

BHEMS

ERAARNERES, ERHESH SSLCiphers WEEXJ ALL. COM T GOV, BIAMERT, ZAWE SICAROOT
Jconfig BRTHWALL_Regions.ini XHHIEEN ALL.

TE/LATBESSFIH ALL. GOVl COM 1=2#:

« ALL
- ZR2E 3 MEWE.
« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
« COM
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

BEXHEHRER, FERENEN.

A% TLS_RSA_ WEWBEAFRHAFFRE. XEFREGNEERTLER. B2, A5 RHkM4As Citrix
Virtual Apps and Desktops =k Citrix DaaS m/g%#%, Citrix Workspace AREFEEERTERAXLEZEEN
B9IEI,

ARBEEHRLY, BRIFE Enable\\_TLS\\_RSA\\_ i&E&X False,
TEHEEFANZEEMSTIXR:

« TLS_RSA_AES256_GCM_SHA384
« TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
« TLS_RSA_AES256_CBC_SHA

+ TLS_RSA_AES128_CBC_SHA

« TLS_RSA_3DES_CBC_EDE_SHA
« TLS_RSA_WITH_RC4_128_MD5
« TLS_RSA_WITH_RC4_128_SHA

AE:
REMITMTEBESHAFERRCAEE HEEFH BAXWMIESFARARR2. TAUEZEFH
TLS_RSA_3DES_CBC_EDE_SHA ZBBEH, fJUERATEREFIHITREXLEFA,

BXEE DTLS v1.2 Wi¥4AE 8, &S Citrix Virtual Apps and Desktops X4 BiE N S5,

EFMH:
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MBEEANERZA 1901 RERIRAE, BHRITUTHTE:
MR .ICAClient BEEAETYUFRAPMNEERT:

o fBR ATT\\_Regions.ini XfF

27

o BRE AllRegions. ini X, &1 [Network\SSL] S0 HIZE R LRI TT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA_=

NBEUFAFPNEXMGRPREE . ICACLient XK, MR Citrix Workspace MABIEFHN SR, X
BERT, BREBXLEINEENIRINLE,

TR T SHEPHNEEES:
®1- BHEHXFIIR

AR

ERFIEEDEMHIEM FIPS #1 SP800-52- MM, #iF MEBEMHXAFAT (D)TLS1.2 &, E5HAKR1-
THREHZIIIR, THREBEGTZFENSERIT.

IEH

YIEERAAER SAML BHRIENNARE (A AUTHY3 thil) B, SERUTHEIREE: “Unacceptable TLS
Certificate” (FAM#E=8 TLSIEB),

i/ Citrix Workspace R 2R 1906 REShRASFSHILLRE, BXHEHBRITE, BESRUTAIRFONE:

« CTX260336
» CTX231524
» CTX203362

IR StoreFront [RE BT AIRESFAFERINEBLENFREIER, HEEREFEIEPUIFEEREA,, BT
LUTHE, SARBERM StoreFront AR

1. PR —NHZ A PEM &89 HEHES,

Rm:

MNERHRAE PEM #ERXBHEF, EFEH openss1 LAEREE CRT BRBNEPRHIEA. pem X,
2. LAF&% (GB%Aroot) RERHE:

a) B— =z xxtrE %12 SICAROOT/keystore/intcerts,

b) URERHEHAF SMHETUTHS:

SICAROOT/util/ctx_rehash
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MREBXNEBMANEMEANHAR AR IREEENRSFIEBHITEMEIE, BRBUTIRAHITIEE, ARBHRM

StoreFront N AR :

1. $KEX PEM #&XEVARIEF,
1B MRERRFMRROOES, B openss| SEAREFRE CRT RXAERIEA. pem Xt
2. URERHEHNAFSH (BER root) HITUUTRIE:
a) ¥izxtrE#IE SICAROOT/keystore/cacerts.
b) BITUTHS:
SICAROOT/util/ctx_rehash

HDX Enlightened Data Transport 11X (EDT) #9138haE

ERHARRAH, MRE HDXoverUDP i€EN Preferred, M@ EDT #1THVSIEZE IS AEL #IEE K, HEIR

2 TCP,
B Citrix Workspce RZF#2FhRZs 2103 2, BAT RIEFEMERN, BEUTEEHRHT=E EDT #1 TCP:

o IMRERE
o RIEAREEMER
o BRHBEThERERE

ItEESRINBE M 4ERE BNy EDT BYRVIERRRTE). B, FRREVEM UDP aFrIm, HEuAER TCP.

BRIANERT, BEIREITCP /5, BENEHFHSER 5 21EI—R EDT,

Enlightened Data Transport (EDT) MTU %)

Citrix Workspace RB#2R 2109 2## Enlightened Data Transport (EDT) shpyg&AfEias i (MTU) £

=7 EDT thiXerI e MBRE M, HIRMHECH AP A%,
BXiFMEE, ESA Citrix Virtual Apps and Desktops saiehy EDT MTU £ E1E8453

%45 EDT IPv6

8 Citrix Workspace R F#2FFhiiAs 2203 2, %5 EDT IPv6,

Storebrowse

November 2, 2022

(=

Storebrowse B—HEFFIFS RSB ZEF TR ENREHSTLRER, @A storebrowse SLBIEF, B

ESA LIEhRITICT B BR(F:
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o AN RIS,

s FIHBERENNABEEFHNERHNAEFNRH.
o NERENNAEETEMEBCHITENBREFRE.
« BRMNZAEARHNNAEFNKEBRES .

« BEIEAXHBHINAERF.

o ERMERITTERNRIE,

storebrowse SSEREFEEE /util XHFHEMH, BATUEREME FTHIZXH. 0, /opt/Citrix/
ICAClient/util,

WEFMN

storebrowse S2BREFEE libxml2 EFE#EE,

BoERXHmHNEEMNAER
BRMA AT URRR:

o ALUEAMSITH storebrowse w4
o AILUER Ul BEhE iR,

ARIT storebrowse 4,

SHXTARSZIELE 4R Storebrowse 1E3RIHAE

LURT, {RTEFER BBIBRSS i1 1TIE 156, Workspace EiEMANGH 4 SRERSH LNTAXGRY. A,
£/ Storebrowse BaI AREFNKERIEN, FAXIFRSELR . KSRE=FBEEF HHLEEER
Storebrowse E#%%| Workspace &, HEE&ERENBARSEEMEINEE.

B Citrix Workspace R Ff2FH 2109 ki, HEHEER Storebrowse #47iE#E8Y, Workspace &8 AR
5ini2lRS R LNRTAXHRY . IR TE=HEEF iR EEIEE Workspace BB BEEAIEIE,

=

=

o HIERINEENECHETRBA T RSELENTTH, BXFMES, 551 Citrix Workspace XX i4HavE2
BRSESEME .

« MNRBETE SICAROOT/config/AuthManConfig.xml X% AuthManLiteEnabled H{&
%EHR True, MLILRINERTAH, RIMERT, WEIRER False,

B

AT ER %48 T ZE] LM storebrowse SEREF T ERK storebrowse #%,
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AR A S
-a, ——addstore
WieA:

RN EMXFEIRELAE SR ABE UK ServiceRecord sPFfEF#i2, i< REINAREIERNTE URL, MR
AN ABEERY, WiEHIER,

StoreFront L& < /RHI:

[ETERON

./storebrowse -a *URL of StoreFront or a PNAStorex

ANk

./storebrowse -a https://my.firstexamplestore.net
AR

AILUEA storebrowse SEREFHRINS N BEIE,

#Eh

-?, -h, --help

BiEA:

1Rt % storebrowse SLREFRANFMAEE

Bt 57 P v

-1 —-liststore
BiEA:
FIHEBRINAIR AR,
StoreFront LH&< R

./storebrowse -1

e

-E -—-enumerate

WieA:

FIHATAZRIR. RINERTRETRUTE:

o FRBR
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o BB
o FRXHE

BEEFMES, B -M -—-details <LHME -E &%
=
iz{T -E 8, MREZRIKRRBEEE, WRETRSHRIEED.
N -liststore IREMEAN R ARE URL,
StoreFront M&s %R l:

+ ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

+ ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery

21T

-S —-subscribed

WieA:
FIHITHRNZER. BIAER TEERUTE:

b

o FRB
ERBANR
o FFEXHFE

)

ED

.

b

BEEFMER, 5 -M —-details soSHME -E &<,
StoreFront B985 <7150

« ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery

FAER
-M --details
R

A SERE AR ARENEL. aoEES -E A -S ho—RER, kndRAN—SRR5FRB¥E
BRI 2 A:

« Publisher(0x1)
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+ VideoType(0x2)

« SoundType(0x4)

« ApplInStartMenu(0x8)

+ AppOnDesktop(0x10)

+ ApplsDesktop(0x20)

+ ApplsDisabled(0x40)

« WindowType(0x80)

« WindowScale(0x100)

+ DisplayName(0x200)

« ApplsMandatory(0x10000)
+ CreateShortcuts(0x100000)
« RemoveShortcuts(0x200000)

&E:

o« BREITANNBEFSIEXSEKE, 5% CreateShortcuts(0x100000) 4k 5 -S. -s # -u 555 —it2
(EJzEN

o ENRFIEREEE, 1515 RemoveShortcuts(0x200000) 5 -S a3 —iE R,
StoreFront My < 7R 1:

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery

£ L EME<$REIH, 0x264 £ DisplayName(0x200).ApplsDisabled(0x40).ApplsDesktop(0x20) #1 Sound-
Type(0x4) B4AE, i@HREFHEITHNERUKRI¥ME L.

FILUER -M s 2 FIH BB MR IFAE SRR

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery
g/iE:

o AILMERT#FIE -/ OERIS R TXEE, 10, 512 &R 0x200.
o WNRFLFME BT IAEID storebrowse 121, MHEEERS,

1Ti

-s —--subscribe

WieA:

TTIRERE B A i R AV E R iR

StoreFront Hyss <RI

©1999-2022 Citrix Systems, Inc. All rights reserved. 161



BT Linux & Citrix Workspace [ Bi2F

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BUHITI

-u —--unsubscribe

WieA:

MIEER BB EFEUHITEERNZ R,
StoreFront Mg < Rfil:

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

B

-L --launch

WiRA:

BHE5BERHRRNEE, KARFREREMXE, RHERNERENRIE,
StoreFront By < 7Rfl:

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

Etr

-i --icons

WRA:

Itas< A PNG #URENREM N BEFET. <5 -E 5 -S s —ikefER.

EREFABEANIRERERT, E#EA best S8 size BH%,

best £

£/ best 287574, EAILGAENARS 28 HIRMMREXNWET. o UMEEREIREIRAFMEAN. best 8#A%R
. MATEMEAHARENRERNA X, XHL <resource name>.png X 1R17.
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size &
EREEE A/ NMIRENENR, 1B6EA size 88575, NMRRSBVBLEFRNAT A NTRENER, NSHMER,
size B2 A WxB &z, H:

« WAHBNEE. FrEERERRIES R, BItRTE—MERIFEER
« BABBRE, HER, SERMUL

AR
BEW RH4EN. & B 2rIEN,
MRKIEEXLESE, WE2ETHAEIREGRENET, XLEXHL <resource name>_WxWxB.png &1k
W F -E X -S AL REINENHER, XWHHGEHUL png B REET.
Et5r7zfE7E ICAClient/cache/icons x {3k,
StoreFront W& <$Rfil:

o ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery

+ ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery

BEERIE
-W [r|R] --reconnect [r|R]
PiEA:

EMEREENARENL T ERSEEMMERNRE. [r] AT EMERMEINFERENRIE, [R] ETEER
ERFE A RIEM T ERN=IE,

StoreFront Wyss <RI

e ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

+ ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery

W RIEER

-WD --disconnect

WA

Wi FHHEE N A B IS RIFR A RIERERE
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StoreFront M98 <715

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

#ZIERIE

-WT --terminate

BiEA:

KI\HEE N AEENRE RIS,
StoreFront B&n < 7Rfi:

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery

Rz

-v —-version

BiER:

&= storebrowse SLREFHRZS,
StoreFront By&n<7Rfi:

./storebrowse -v

RER

-r --icaroot

BiEA:

BERETIERT Linux 89 Citrix Workspace ARFHIRE R, MNRFKIEE, WEETHHRERER.
StoreFront B#n<7Rfi:

./storebrowse -r /opt/Citrix/ICAClient

BR&. &5, 7
-U --username, -P --password, -D --domain
WiRA:

RREPA. BRMEFAESERALRSS. WA ENERT PNA NABEE. StoreFront NAEERIRILGR<S. ¥4
ERAERRET. BEIB I HLTHWNFAES.

StoreFront Mg <R 1:
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./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

PR A S

-d --deletestore

BiEA:

BYSHTE ServiceRecord Ea2FHIEME RIS,
StoreFront B8 < fl:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

Bt E BEhARSS
-c --configselfservice
BiEA:

SRERHECETE StoreCache.ctx FEHNEBRSR U8B, RAMNSEERX A <entry[=value]>, MRREFEEF
B, NsBHgENYaE, B8, NREEEM, UsERZERSILE,

StoreFront Mg < RfI:

./storebrowse -c SharedUserMode=True

70 CR X%
-C --addcr
JHER:

SEERRAE Citrix Receiver (CR) X, FHEREFMSNMUBEE. Wlis -a HoHR, BES M LAHE, B
TR

StoreFront <R 1:

./storebrowse -C <path to CR file>

B A
-0 —--synclease
BiEA:

F1a% Workspace &S AX 4 SEEN A B ENTERS S LN AXHHITRS, ta<SEMTFEMRIANEAS
[EFRAEAXGRS. MREARSESNE, NWEERER.
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AN
<.

./storebrowse -o *URL of Store x*
StoreFront B8 <Rl

./storebrowse -o https://my.firstexamplestore.net

%7 storebrowse P2

-K --killdaemon

BieA:

£k storebrowse E&AEF. AL, FEMRFEEENSHE,
StoreFront B& <R fl:

./storebrowse -K

FIH RS

-e —--listerrorcodes
WA

F S E AR IR D,
StoreFront Mgs<$Rfil:

./storebrowse -e

Rz FAS I R

-g ——-storegateway

WieA:

AE7E ServiceRecord E AR H MR ARSI B RRIAR X,
StoreFront Mg <$Rfil:

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery
AR

M — P 5% 2 MR T E 5 R I A RS TR RO R K 51 R R

©1999-2022 Citrix Systems, Inc. All rights reserved. 166



BT Linux & Citrix Workspace [ Bi2F

PSS =En)

-gq, -—-quicklaunch

WiEA:

fEAERE URL BRI AER. Itha<{UEMTF StoreFront RZAEIE,
StoreFront B < fl:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>

TFER

-n —--nosingleshot
BiEA:

YALRSFIP storebrowse #1g,
StoreFront B8 < mfl:

./storebrowse -n

XS

-F —--fileparam

WiRA:

EREENX AR EMFRBEX o
StoreFront By < 7Rfl:

./storebrowse -F “<path to file>” -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>

TER
AR T SMEfER storebrowse s BRI AZFRIE R TIER:
1. ./storebrowse -a https://my.firstexamplestore.net
AR AR IS H RN AEERTE URL, i2 T2 URL, EAhEEEM&G<THEERZ URL

2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

FIHFTEE AT AEFNRE. RN EIMNNAEERTIREEQRNEHER.
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3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery
BahER. ME—1 i <$iiad PRIERR T
4, ./storebrowse -K

It Es S5 E R Z BT N EIEH X7 storebrowse SFPIEF. WRKRBAMIR RIS, storebrowse #i2i§
F—\EEERE,

R HEER

November 2, 2022

A hIREANE BRI EEBNEE AR Citrix Workspace B2 H IV R,

Connection

A gEiB B LA T E R R,

ICA =55 Fedora 29/30

ICA BahalaER7E Fedora 29/30 L&, R RIBIUT S BHITRMGE:
1. FEAHSRE compat-openss110,
sudo yum ‘install compat-openssll1l0.x86_64
2. £ ~/.bashrc FREFFTEUEBNSIIIEHITINE, HRIEERRIBN Libcrypto B
export LD_PRELOAD=/1ib64/1libcrypto.so.1.0.20
AR

5 Wayland &pkgs#8Lt, Citrix Workspace R A#2RF1E X.0rg RS8R TIEIETT. ¥ F3& Wayland R
INEFIN R IThR, IBECE AR T E—DI:

/etc/gdm/custom.conf & /etc/gdm3/custom.conf
g WaylandEnable=false
FHEAERUIER X.ORG RS2,

ERATHERNEESIE

5 Windows IRESBEINEEN, MRERHEHE “EEEZIIRSS... EENHEE, BURFAETEESTO, NE
REEB NIRSE BB R P IBIARNFAIE (Client Access License, CAL), BXiFaMEAER, BSEFD,
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REEMER

EMERIEERERST Citrix Workspace BRRFFIFRNEIERENRIEN, EEARAKAN. RSB LNVTAR
EAEN S HIILEREE,

INREMEEKY, Citrix Workspace ZABRFFRRAERATGEAERE, SN, RSJB/ERHUFMERNEAERE
BE—MH&E, MBRIERFERAERRS. ORRSELVAARENATE, WE - NERBAIEIRK.

5% Internet 271

Citrix BiEEWE LAECE DNS (HRBARSER) . HEIREFEEREBRITEEENIRSRIBM. WRAFEE DNS, Me
BET R ARS 2R RARAT Y IP ftodk, eI LABCRsZ IP itk (MIERHR) 18RS ], TLS EEERTLRENHE,
i3 IP ok,

ARIRHL MR

NPREZEEANEASHNHERN, BESHEIIERNER “NEENKLK: Javascript #IR” #BiREL, 1B
wpad.dat XHFEHE SICAROOT /util H, BITUTH<S, ERENBARREEINRSBEINS:

cat wpad.dat | ./pacexec pac.js FindProxyForURL <http://hostname>

hostname 2\>&1 | grep “undeclared variable”

MRRETHLEE, RARSHE LN wpad. dat XHEETERNGE, FE#HITHLE. BNRET “MELKRSHN
Te.. Fadhl, WaURZR#E, TH7 pac.js, AAHPIEHNENIEERUTEREX GRS FIN—1T,
Hep“. ABESR,

var ...;

RIEREERE

MBENEEEBBRITEA B5H, Linux RZHBBEN S FERINEETREFER—. RAE: BT —MEERK
E&ERF, i rngd BETFHEMY) 5 haveged (3kE Magic Software),

BHEMS
MSERRRN, FHRMEIBIINE S

1. IUFERASHIARNERSEZFNEEES, GF:
+ Ssllabs.com (ERRSRAE Internet HIEHIR)
o sslyze (https://github.com/nabla-c0d3/sslyze)
2. £ Linux Z A8 WireShark &1, #/R3278%8 (ip.addr == VDAIPAddress) & #E& (Client Hello,
Server Hello) &, SSL #57. £REEAHFFIRLZFHRSH[IEZNELDENS

© 1999-2022 Citrix Systems, Inc. All rights reserved. 169



BT Linux & Citrix Workspace [ Bi2F

Citrix {1k SDK RIEH
Citrix Optimization SDK Z{4+B&&FEHAI UIDialogLibWebKit. so kids, ARRTTE: BITUTIRMEZ—:
1. \TEBE F# Citrix Optimization SDK #4&hizr7s 18.10,
a) ¥R CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialoglLib/GTK
b) MIBRFREIRIMH:
rm -rf *.0
c) #%3| WebKit xff3%:
cd ../WebKit
d) MipsIA UlDialogLibWebKit.so £1:
rm -rf UIDialoglLibWebKit.so
e) £ WebKit BRHFERUTHS:
make all
4 m#9 UlDialogLibWebKit.so.
f) BESHE SICAROOT/lib BR.

BT SSL EEMNSBEREY

B TLS i&#%Rd, Citrix Workspace AR ERIAER FRIRE— AT SN ERELEY.
MRBEZEIFERANBBEGRRS S, BEEREXMHH [WFClient\] B2 PIRBERE LM SSLCiphers=ALL,
XFEUTESREHRES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM

pez Ll

fEF8 EDT 1hilhy, BB RIUTHIRES: 5.7 NEREH, NREEZBILERT EDT NWEAFHAN
FEOAE 1500 FTMRMSFRILEY, AIESHILRE, BHITUATRE:

o EREXHHRIRE edtMSS=1000,
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ERRHIR
ERBRAI R ESM AR HIRNEE. =W T:

o EERHE 58HBRIERSEENHIMMIER
o TEBRRBHIIERS
o TAERAILARS SSRGS

RLR@ER R SEHIMILEEIR, B

o AMIITENMITZITENTIAMEER TLS thidkt, EXFEMES, ESR TLS,
o ERRUTENFEN TLS EEEARIBNFREGRN, EXMERT, BRUEEEXHHN \ [WFClient\] &8
DHIRBERER SSLCiphers=ALL, AREEHBEZEZANEIT killall AuthManagerDaemon
ServiceRecord selfservice storebrowse,
o ERRTENFEEHIBEREFHIERN, IS KAdEZHERRME Citrix. Authentication #1 Certificate iy
IEH.
o Hfthjr),

RHEERE

Citrix B EEIRS 28 LER BRI AH Citrix Virtual Apps and Desktops =§ Citrix DaaS (W &i#rA Citrix
Virtual Apps and Desktops fgs5). It4h, BTEMAFI&E EERSEME Citrix Workspace R 2.

MRFERRTETIERE, NWETUEK Citrix Workspace B RZFMELE LUK Citrix Workspace R BI2FRIERTT A

===y VN
l%’&ﬁbo

 E2E Citrix Workspace A2 - B2E Citrix Workspace N BIEFERZ AT LR ICA FRERHE SR
=aE

« B4 Citrix Workspace R ARZFHFERAT - Bk Citrix Workspace 5 2 F 89 A 0% o] LU SR T
SRR R

+ BF UDP &7 - thIhAERT UTEF ML LR 1T IP B35 (VoIP) iEEERM—Bik

o FRRMRERERT Linux 89 Citrix Workspace [ B#2F# Citrix Virtual Apps and Desktops =X
Citrix Daas - Citrix REftIEse IR FH S MRASHIIEEE, S MEREINRERERMM Citrix Workspace R 2
I ARSS 28 3R 14

ER
RRHEHR

ERFRP, WD (FE) FROMEL ML RN HRERE LN SHIFSHRNER. ARELABTESIIR
FEROARB KA I RERE Lo

£ VDA LHZREIBEN RS REHR, SEEFRIEFEN, FRIANRBHRAK, B, X11 (Linux/Unix &
HFEY) RERE—HNA R LLREHR,
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AR, Citrix BEERBNAREFEHSRRAHESHIRES %, B, F vsvnc Bai F—MALH,
RIEE P in ENELEGNESERNE SRR, UTRARRAETRTHLREHR:

« X1GPU g&
o ERASEESS

X11 GPU &2 &

SHF Intel HBEER, BEEH
20-intel.conf & xorg.conf.d FRIE— M EEUTABHIXE:

Section ”Device”

Identifier ?Intel Graphics”
Driver Pintel”

Option ?AccelMethod” ”sna”
Option "TearFree” ”true”

EndSection

33F NVIDIA Bz, 3&7E xorg.conf.d X FiFIEESEMEREN “MetaModes” SEMMX . Xt FFRERKNED
LLUES 57 fRM MetaMode, EFIMUTRE:

{ForceFullCompositionPipeline = On}

f5I4n:

Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”
FE:

REH Linux 2% 8ERARRER xorg.conf.d B2, 20 /etc/X11/xorg.conf.d 5 /user/share/X11/xorg.conf.d,

HEEER
fERUT®<:
+ Compiz (#AZ Ubuntu Unity &), &4 “CompizConfig Settings Manager”,
iz{T “CompizConfig Settings Manager”,
EEM>HEET, WHEPBHEER2RE .
=

£/ “CompizConfig Settings Manager” BYRi1H, FEAHEIRMBRERME RSB,
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« Compton (MNFMELBIERF). BXTENIFMEE, ESH Compton METT/>XH, Fid0, EETUTHS:

compton --vsync opengl --vsync -aggressive

HRAIER

MREANRIEEXERE, RRETSBEBMANTERLE, EXMERLT, STIEEMERANBELENGRH,. §X
IEERENIFMEE, B2 Control keyboard behavior (FHIB&1TH),

HEER

BELEEON, REFOEESSAMREMNEOUE, SREEES, ERRLEE, BEEOEESRTIREITE
SR E O HIE DA ERRIR T

ETRA

Citrix Workspace AR RIZNEOBNRS AZHEOERRRHS. B2, XLEENRS X TR IHEBEAEH RS
E ¥

TeEmRAN
ERETLEMRAMNE, FHRITUTRE:

1. #7F7F wiclient.ini BBt
2. 1% [WFClient] #8554RiELLT4T: UselconWindow=True
3. REHXAXH.

FHATERE

MRATHEABSEREARAEM, WATEEMEUBR R AILUGARKIMEBRHIRE N RBHABRIES LR

o
ERATEE

1. #77 wfclient.ini BE2& 4.

2. 72 [WFClient] 3oHRmMUATITZ—:
CursorStipple=ffff,ffff (FHiFgBNEE)
CursorStipple=0,0 (BHIRgBENBAR)

3. REHXANMH,
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FBINH

REASASBHEZREON, FEREOPNEEHGERL. REEE X Windows RESHEBERESHERN
MEXRE. MERRE, BARTMNEREAESNEERE,

EREFXBETRSENEEEN
EZEIBRSS 20T, AP RILUERMER 256 B8, ETRE MIRE AR, ENBREFEBESARIRAE,
U BhE B R Ro

B e R A AN GIRE DS R E R SRR EEE MR, MBRIMNEREAERR, @Rt
BHENEIR RN IEES. AEELLmEs, Citrix Workspace ZAEFEEFIRERIVAGBIRELIZIE, HER/LY
HEH—RELRIABIR.

Citrix Workspace 23t RiEF & EA EUC-JP 5t UTF-8 /45, MARSS_NIER SJIS FR%IE, Citrix
Workspace 2R RAEXLEFRHEZBHITERI, AR SRERU TR HIEDE:

s REERSHE LHESMERNMG
o RIEFESHHERS B LEEHIXMH

LEREE E R MET RSMEEPAPIANSHTHNEIEFN.

LRAF|EMNESNERE, BRAUEAGRTITS BT8R RITHED -span, BidizEm, aJUeRSIEEmI

BT ETo

@i Desktop Viewer TR IEE, BRIUAEROKSETOS2RIFEEFOZER, GENEXETENSETR
B,

HE:
SHFRATHIIETONSIE (BEERACHNEOFNSIE), BRERFEER,

- span ETRAUTHER:
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

MEBIEET h, MIFE stdout PHHBETERYIR, MR h STEEMEDE, wlica B,
WRIEET 0, MAIEBOEHE override-redirect Bt
JINCy

¢ BNAEEALED, EEEFASTARENENEER —EEANKE—TIE.
s TEAONZEOEES AN, REER, BLEERCEERK.
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o REEBEERRIERMIPRILE,
WMRIEET a, Citrix Workspace ARRFRZIREIE—MEFE EREHERNRIE,
Citrix Workspace A2 BREHRE -span EIER EREHRSHTIR:

o BNMERERNERN SRR,
o MMERFEERREXKEE EANE T AR KIS,
o MMERFIEERIHTNAR. AR EMMAMNLSE EREE.

WRKIEE 0, wfica ¥ER _NET_WM_FULLSCREEN_MONITORS B EMEOEERPERENNEORE (0
RXZFFEINEE) . BN, FBEARTHMUERTRIERAENHR.

AUERAMTHRSRNAE A EEREE L6
xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS

MRRERHE, RARXZEIZIE. NRFXE, ARFE—IBEEEEMEN. AIUEA -span 0 REBZEER
&M

ML ITIREBTIMI B REBNSIE:
1. ESLRTET, B
Jopt/Citrix/ICAClient/wfica -span h
P& SaTPmER R RaR S FIR BT stdout 1, AERE wfica.
2. B TXERRERS,
3. EMERMAT, #BA:
Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\1\]1\]

W, X\ yH z BER LENSERHNSE 1 PRENSERES. 2NME w ISHEERENKNS. B MEw M XIEE
FRrEXEIE EANE TANEMNER. IMEw. X. y M zZEERKENER. Kak. ZMMNANDEEEREE.

B5E:

o EEIN KRB EBRS 281, EX WFICA_OPTS T2, EENIET S, BRIEBEEXH (BF
iF SHOME/.bash_profile & SHOME/.profile), 7EEFFHM—1THEX WFICA_OPTS T&,
Bign:

export WFICA_OPTS=”-span a”
o BB RN AEFNEERIE.

« MRBREH selfservice 5 storebrowse, EMRENRHIEZ, WERFBETEEBEN, HET
LA e < HpRFHAE

killall AuthManagerDaemon ServiceRecord storebrowse
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N BEF

TR fA S RHEREUEAA N AEFHEMRIE, HITLRENREAREFRASAF REHKERRE, BEER
EIEZATENREHS (Gl Alt+Tab), BhBH<RIXIIRSSE.

fRRTTE: fER Ctri+F2 BeTERBRBAEINGE, EEAR MOREIRIERN, &%EM R ZHR7E SICAROOT/con-
fig/module.ini &% TransparentKeyPassthrough i€ &5 No. LR ERKZRBRIBAEINEE, BZ, &9
BERE®IIE All_regions.ini XHHRMLLIEERE= ICA X,

PEEIREN
BIREANE RGN

B#i, EATF Linux & Citrix Workspace [z A2 R BEN EE R —REZF—TRNEREN. FIEBIERIAN
BRGIGRHNENREREZ /dev/videod, BEZREERIHTENPHIRNEREREN.

BAEANTHSRE VAl TR, FEEFIERAPABIAEENFIBIRE:

sudo apt-get 1install v4l-util
<!--NeedCopy-->

ERL T <LHIHRIRE:

v41l2-ctl --list-devices
<!--NeedCopy-->

SR RE IR BN T A -

user@user-pc:~ $ v4l2-ctl --list-devices

UVC Camera (046d:09a6) (ush-0000:00:14.0-1):
/dev/video2
/dev/video3
/dev/medial

Integrated Camera: Integrated C (usbh-0000:00:14.0-8):
/dev/video®
/dev/videol
/dev/media0

<!--NeedCopy-->

RIBRTE TS, ERINEEREN. EEIUEREPNEET—, Citrix BINERE—1F5l, Ubuntu FEEHIE
, AERGEEED—1 5T TBENNZ IR FRFIR, EFILUER /dev/videoO # /dev/video2,
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2R HEMERMITEENIRINME, FHITUTRIE:
1. Sfi%l ~/.ICAClient/wfclient.ini BB XEHNEH#ITHRIE,
2. 1% [WFClient] #8539, HFMUTIRE,
HDXWebCamDevice=<device path>

40, M HDXWebCamDevice=/dev/video2 UERZFIEEMETZH /dev/video2 HIRMKRIEEN.

MiRTHEE

AEPH L, MERGNEERERAUERBNRATRTESAHRFG TUARENA M.

EFMERER
AR 7E VDA i B RBIASR S JRbD 88 E % P i ERYSRRE A EOHTTHE . EAFIIRENEE,
ZRRAMRI, FRITUTIEE:
1. Sfi%l ~/.ICAClient/wfclient. ini BEBEXSHWNEHITRIE,
2. % HDXWebcamDebug {EIZEH True,
HDXWebcamDebug = True
BRKERE, FEOSEFEREAREMRUTXE, BEEBURTARERNRIDE:

o 3F H264 4iE25: /tmp/file_mode_buffers.h264
« 3+F Theora gi388: /tmp/file_mode_buffers.theora

TE#R T £ =R

File sink
Webcam

(ex. /dev/video0)

Encoder
(h264 or theora)

VDMM

LB RGEH N 2R
IR AFENRESHERELTERBHIMEREN.
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./gst_read --buffers | -b BUFFERS_AMOUNT [ --input_device -9
WEBCAM_DEVICE; default=/dev/video0]
<!--NeedCopy-->

EEAMBRENVILB[EL, BMBLITIETU TR

cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->

‘S./gst_read -b 100 /dev/video0®
<!--NeedCopy-->

BRWENE, BERMMME, FHERRBMEREEGVIRERE FX BT 4!
/tmp/wewbcam_buffers.buff

MR RGBSR AR BME—FF XN ——buffers (-b) &, ERILIEEEN AL RGN RE. Fld, 1§
ZHRLUTRA:

+ ./gst_read -buffers 150
+ ./gst_read -buffers 100 -input_device /dev/video2

TERER T M EENNHERN

File sink
Webcam

(ex. /dev/videoO)J

Video Preview

RN SR
HERXAFEN RS EERERRIEE.
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./gst_read --output_file | -o FILE_NAME [ --buffers | -b BUFFER_AMOUNT;
default=10 0 ] [ --enableH264 | -e ]
<!--NeedCopy-->

EEARESFRNASFRN, BMBITEITU TSRS

cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->

./gst_read -o ~/file_buffers.h264 -e
<!--NeedCopy-->

AEXPRERE—F X ——output_file (-o) &I, EALUMR Theora 5t H264 fiTEE U R EERMAIE HX
2, e, BEAUTRE:

o XF H264: ./gst_read -output_file ~/file_buffers.h264 -buffers 200 -enableH264
« XF Theora: ./gst_read -o ~/file_buffers.theora -b 100

TER T fwbSas Nt 2R

File sink

Encoder
(h264 or theora)

Test Source
(smpte pattern)

H264 2R+ 4mb3 23
INRETRAFR H264 REIBTAEEETT, WAFEER LTS BRI IEE AR

1. J83F X264 GStreamer BT EHN gstreamer-plugins-ugly W—E2EETESEF. NRE
libgstx264.so EHRAIA, HETUATaR<THITRIE:
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gst-inspect-1.0 x264
<!--NeedCopy-->

X264 GStreamer WiFREE

2. BT THLWIE 1ibgstx264. so FERKIRIN:

1ldd /usr/lib/x86_64-linux-gnu/gstreamer-1.0/1libgstx264.so
<!--NeedCopy-->

R libgstx264.so XMHAREFE, WHKTMERLUT <R GStreamer f&f:

sudo apt-get install gstreamerl
O-plugins-ugly
<!--NeedCopy-->

H264 - YRIg2E

1. B3F vaapi GStreamer EHREEN gstreamerl.0-vaapi W—BREETESL B, WRE
libgstvaapi.so EHEIA, EE{TUTaR<THITRIE:

gst-inspect-1.0 vaapi
<!--NeedCopy-->

lvaapi GStreamer WIERIREE
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2. BT &S IE libgstvaapi.so FEERRFRIN:

i

ldd /usr/lib/x86_64-1linux-gnu/gstreamer-1.0/1libgstvaapi.so
<!--NeedCopy-->

3. BRRMERIRKAVRIIII,

ELEMNEE vaapi, BRI GStreamer vappi LEEFEHITIREE

WERER GStreamer HE52H gst_read HE
EREM ICACLient BEWERTGE, BUIM gst_read HERAKERSE,
ITUTREUKERS:

1. STARGRFHIETU TSRS
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export GST_DEBUG=2, gst_read_debug:6
<!--NeedCopy-->

export GST_DEBUG_FILE=~/gst_read.log
<!--NeedCopy—-->

+ =

AR

E2EEHFTERBEINURBFEERBEN S, EXMIERT, Fi1H GStreamer EZIGERT
2, A gst_read EHIGERS 7. BXFMER, ESH X, BIUANE GStreamer ERIEE
HEIRFIZEERS, B gst_read EBER.

2. THEM VDA R ICA X

3. ERE—&#L, BITUTH<LLUREN VDA &iE:

cd Jopt/Citrix/ICAClient
<!--NeedCopy-->

./wfica <ICA file path>/vda.ica
<!--NeedCopy—-->

gst_read. log XHRERANZ GStreamer ESH gst_read BEEMA,

GStreamer ZEHE
EEE GStreamer EZREFCIERSEIAEE, BHRITUTRE:
1. QIB—XHFREERSUYE, fla0: gstIntPipes,

2. IF&KEHSE GST_DEBUG_DUMP_DOT_DIR=<Absolute path>/gstIntPipes, T EIETR
XUEHITEE GStreamer i,

3. THBEXM VDA K ICA X,

4. ER—KiRLE, BTUTH<LLURE VDA &i&:

cd /opt/Citrix/ICAClient/
<!--NeedCopy-->

©1999-2022 Citrix Systems, Inc. All rights reserved. 182


https://gstreamer.freedesktop.org/documentation/tutorials/basic/debugging-tools.html?gi-language=c

BT Linux & Citrix Workspace [ Bi2F

./wfica <ICA file path>/vda.ica
<!--NeedCopy-->

5. ZBR gstIntPipes B&mXH. GStreamer AEEPHNEMREBTEER —TRXMH. Eit, TG
ERREEENFEERE. TER—HSIHBIRE:

6. REAXHILARFUTEEENTMAMERT. FI90, Graphviz, TEZIEEEBNRNSHTA:

EEE IR

AR

ERATENSEESEAEMTEE, FAEEEZRNEE, %F Openimage in new tab (£ £
TATREE), ARRETEREBN KR,

W EEFR, ETNEETERERE GstCapsFilter ;&M GstVaapiEncodeH264 TR, XLETHEEMKE T 7T
AnE. BXREFMER, BHSF U,

%5
AU

£ Windows RSB HE N §EER, EEATHEERERYEER, wiclientini FERTRSBIEFIHANTE
EREE. KEEMRSBEMNABEFET. BRARSH-FAERBTEER, BEARSSE-SHAEATEE R,

BRIBERBHNEIR

R BRAMHMERE, EHREERRRRERENH. b Firefox #1 Chrome sb, AIREREXHARKI K e HITARLE A AE
EEIELABNAR BEEEdREZNE ENERARZREY, NEBRRKRTERE ICA X
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FFE N5

NRERRE Web B 2ETBRIAR, BTEIETT setupwfc #l, RERELTE BROWSER, LUEEFREN KN4
BRI BT,

Firefox fl'%s

7z Firefox PEERERLAREFE, WRNEEEML, F=iXEA ICA &,

Firefox fy ICA &4

£ Firefox PEAT ICAHEHE, KEMNARFRIETERSN. EXMERT, BEERAEMA ICA &,

FCE IR

MRENEEFBRERER, JRESBIUTHER.

E_MISSING_INI_SECTION - 3iFEREE X ... BECEXHFH .7 BHEKX,
EEXAEFEREBHIRNES .

E_MISSING_INI_ENTRY - iR E X #:.0, .7 BAFLABERE “..7%
REXHEFEREHIRNESR .

E_INI_VENDOR_RANGE - IiFFe B X 1.7, BEXHHH X IRSB[BHMETRE “.”7 T

BREXHHH X RS[BEEHES BT, 1ES Citrix BKR.

wfclient.ini fg B8

WNRKEHLRLE wiclient.ini, MATEESEII TR,

E_CANNOT_WRITE_FILE - &S N3¢,

REFEEHUREN I, fINEHE=E.,

E_CANNOT_WRITE_FILE - Ei&eUE>cf: ...

B IR Y tH $E o

E_PNAGENT_FILE_UNREADABLE - F;%i%EY Citrix Virtual Apps xf4 “..”: TtEXHHE R,
— E}z —

Tesk35%8x Citrix Virtual Apps S2fF .0 SURIEIELE.

SRR @Y SEINE R B IAREE, BixRENEA Citrix Virtual Apps and Desktops 3¢ Citrix DaaS XX A=
o BREEEXRPERNARFRHTURNRERMNRRTIR, RAEERZAILNZER. MRERDAFE:
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« WEREERNEBETNEY
o MEEFRHBBFRSI A Citrix Virtual Apps and Desktops 5% Citrix DaaS Xff.

PAC 04581
NREHBEERANEBNERE (PAC) XHEERIERE, NaXEUTHIR.
RIERNKM: BehEcE URL FIEH.

EX L B R IE E ML B F 2 URL 288, BRI http:// fl https://, AZIFEMER, BEMUFRAEN
B9 URL KEHE IR,

ARIBMEN: PAC B HTTP TEKK: EERK,

MERTEWANT FIRNBRMIE, MRE, BEEMUHER, TN, RSB[IEEXH, HEER,
ARIBHMEM: JPAC fiids HTTP TH KM A EREZ,

AR5 88 EARTFIERMIEREY PAC XX, BTERS 2R LB M, HEEHMEEN K.
REEMKM: PAC fld HTTP TE KK,

T PAC XHBNEEAK, FEMERHEIR,

REBEVRM: BRNEEMERT,

PAC XR=, B1ERRS SR LB, HEEMEEN KR,

RIBIMEM: FL3F JavaScript.

/b PAC BTSSR pac.js XA, Efig# Citrix Workspace R BER.
RIS JavaScript iz,

PAC X+ B&TLMH JavaScript, E7EMRSS R LEE PAC Xft. HBiESHEE,
REBIONEK: REBEEERALERTER,

MBRSS B IFWR MR X RER, BERSR LEEXH, HEERICEN SR,

Hith
R )RR

Erlae R 2 & ML T IRlRR,

KHARIE

BT RRSB[BEE T Citrix Workspace R BREFXARIE, EER wiica 125, IZFEREIRERSSMNLKIE

KEFTHHAITIER.
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Ei@id syslog RAFIBRILER, BBEN 6 #9 SyslogThreshold FNEIRRE R [WFClient] o5, 1tHigE &
BREERN LOG_INFO RESREE BEIERINEE. SyslogThreshold HIEKiIAEN 4 (FLOG_WARNING),

B, BB wfica, BFHEBRREINITERIR, HBEN 6 8 PrintLogThreshold 7% [WFClient] &84,
PrintLogThreshold 8923 &% 0 (=LOG_EMERG),

BXATRERNEREER, BBHEEIZSE, BXsyslog BBNFMEE, BB syslog iLE,

REXMHRE

wfclient.ini FHE N KB EBHMTE All_Regions.ini FEXNMNEE, XEFZIGEAREER. LI+, wiclient.ini X
% [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &84 sh &1 & B &S AL canonicalization.ini RE XTI
B, ZIRBAHEN. BEXFMER, 1551 SICAROOT/config BR# All_Regions.ini #l canonicalization.ini
X,

BRHHNAER

MREBTHRSTHONERGTHNNAREFBRREA, WS ZEOREMNBREFHER, ZNBEFATRERRK
(RRETHREERATNAEFES), FXERT, FRERSHEEMNARFIRNE TZHRTHO, HER
BEMEZHITIRONNAEFEEHRRERZE O,

ZRRRILRIE, FEERIERITIRONNARER. X UUCP #XAN8iE, NAEFRHEURSEREEE—ME
X, XLEHEXHENUEIUR T ERNRERSA,

&z Citrix Workspace S B2

N Citrix Workspace MBEFRER, FET “HAZNAERRIAXERZXHESH” HE. RETEERAKRIE
HENXIFELE ICAROOT 8% Citrix Workspace BREFREZEBINUE, NHTILBENTE, BERILR
7, Citrix BiHITUTREZ—:

+ % ICAROOT EXAREBR,

EMNEREEMREXT ICAROOT FETE, ERAMEHRIERE Citrix Workspace AR, INRMNE
TZEIRES, WrseRERENX ICAROOT IMELE,

+ % Citrix Workspace WAEFEMREDBIAMULE, BXRE Citrix Workspace L ARZFH#MAREE, &
BRAZENLE,

MR Citrix Workspace M BEEFREIINIE , BEEHLEFMR /opt/Citrix/ICACLient
o SHOME/ICAClient/platform B%.

Citrix CryptoKit (L{gi#F} SSLSDK)

EERMEIEEIEITH Citrix CryptoKit (LLFi#r5 SSLSDK) =% OpenSSL BIkRAS, AILUERUTiH<:
strings libctxssl.so | grep ”Citrix SSLSDK”
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®a 7 AuthManagerDaemon = PrimaryAuthManager EizfTitb&<

BERES

NREO SR REAERNBAESRMBANINGE, EHRESTATRENEEM. 5130, KDE EOEEEMER Ctrl+Shift+F1
2 Ctrl+Shift+F4 WRASTERE 13 2 16 Z[EWHR, MRBEFILEE, BERRUATRRSER:

o B FHIRIEINE— A HIBA S M EIRS SEEA S, F, EERIEEXT, I Ctrl+Shift+F1 srgd
FIRRSSRImRAS AltHF1, BRIMFASHEENERAAMBRAS, EEH SHOME/.ICAClient/wfclient.ini
8 [WFClient] SR TRE: BB AMEAES Alt+Ctrl+F1 BREE) Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift E2&} Hotkey1Shift=Alt+Ctrl,

s BELFNEZEEARKAMERASCHEARIRS R/, XERASTEAMLE, BEREBEZERR, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 84 &, & TransparentKeyPassthrough i& &5 Re-
mote,

. ENMRBEREOEESS, FEELERRINREAS,

inE Croatian %42

LTI A #RE ASCl FREMAIXETIAES Croatian BE#HRFRIITZEMN.

1. EHENEEXHH WFClient #53H, 3§ UseEUKSforASCII & & 7 True,
2. ¥ UseEUKS &€& N 2,

HiERE
EREHIBRENGER, FEH wiclient.ini BEXHFHUTRE:

KeyboardLayout=Japanese (JIS)

ABNT2 &

EAECEY ABNT2 BEHER, EEH wiclient.ini BREXXHHRHUTERE:

KeyboardLayout=Brazilian (ABNT2)

R

SNR AR FRIRLERRIRIERIZIT, EM SICAROOT/config/module.ini 7R PEFRABE MRS 2376/

Windows Media Player

Citrix Workspace A2 Al aE%&H GStreamer #ifF, TELBIERIEX. LRFBEERSHRSB/IEREM
K. ENEANEEANEHSBRMEHEFEE— MM LkREEE2RQNE, HESSERSR LB
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—MEIRXIEE, $#5T Windows Media Player 7EERXHBE A, AREFPERXFBEAR, ER Citrix

Workspace RABFIELIZIER. FEit, RSBEIFREMEXRRBEALS,

FELBIERT, REH#ERTSE Windows Media Player iz, BNAREIEL89EM, HETEERE

X o
BB R RILERINEE, HEBREFROZBREBRERY, BHRITUTIRE:

1. IEBHISEC B % “SpeedScreenMMAVerbose=0n” # iM%l SHome/.ICAClient/wfclient.ini (Z4) &

[WFClient] &84
2. BEEMEIREHNERS EFHEE wlica.
3. BHSHEMIL IR,

4. ER (ERERHHD) SREBGRERRHHN MIME X8, $FERRUNZZIFEREKRN MIME L3 (Fi10

“video/x-h264..),

5. #4818 SICAROOT/config/MediaStreamingConfig.tbl. B &iZRH MIME & K17, % " 5 MIME

KBZEHA “?77, HIRBEREAREI.
6. W3 RILFRBERNEMEFRREE (£R) $B2-5,

7. ¥&2/Em MediaStreamingConfig.tbl £ & 21 R% 7 HEH—4 GStreamer f&EHHIE it &,

=z

AR

R LTEIRG) MIME 268 f5%%E GStreamer (G177,

BRITHORE

BRE—1HTHO, B%E SICAROOT/config/module.ini BBBEXXHFHRMUTEE:
LastComPortNum=1

ComPort1=device

BREM I HZNHETEHO, 3B SICAROOT/config/module.ini BEXHHRINUTEE:
LastComPortNum=2

ComPort1=devicel

ComPort2=device2

EiR
mFETFIE T EER Citrix Workspace BRI A fE A E s WS IRHE B
ISR, HiRMAE 11 (E_MISSING_INI_SECTION), &&iFExX iy, FEERH,

M#$47i517 Citrix Workspace R FB#2FEY, ILEIREERKETT appsrv.ini XHHRILEISH

LITHEEIRA.
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E_BAD_OPTION - &1 “...” £

I L BB

E_BAD_ARG - &1 “...” AELHEH ...

JE .. BRE T BB,

E_INI_KEY_SYNTAX - Z$A “..” (EEEXH .. F) T,
EEXAHH X RS HETHESERF. FelE— T EREXMH
E_INI_KEY_SYNTAX - (& “..” (R & X1 “...” #1) XX
EEXHHH X RS[EEFES ST, FEIR— I EREXHS.
E_SERVER_NAMELOOKUP_FAILURE - &% 5IRS 28 .7
ToERRITER S5 28 2 FFo

TEBN—DHSZ I oo BEIEEAIHEEHHPASARIEDAHFERo
RERTHFEHEERPMENRAT. WREMAR, BEFUERE, HFERERIEERHESEE
IRSZEERC . BEIMERHER. UTXHAIBEERMIE: ...
ENERAERRTIEIRE BRI

PHIER
snR7EREA Citrix Workspace M ARRFHBRIAM, FJERERRAZENIIRMZIES, WESTEBILENE
HIZHrIE R H R A BRI B IR,
FREYS Citrix Workspace MBEFE XIZEIEE:
1. EREERH, BA util/lurdump, BiIVEERIERFITFFRSE UKL (NBETEE) HIEERHITHER.

IR ER— BRI kE RN, HAhaER4aEAES. Citrix Workspace RAEFHEREXHR
BUKRERFEENE,

2. BaxXfrkizts Citrix AL ZA], BREXHHESEENEER.

5 FIRAIERHITHREHR

RAEUEREEROEREDNEE, KR — M EEERNEFNRHTIR, B3ZIR, BRAMEERAL
IR E RIS A RN EEH TR E IS H AR M IR, EEEPOHR, BRAUEBS U TR EAERER:

o XA ARERF.

o EESRIE P BRBERIIEHXATMITANNAERF.

o NRIEFEARIE EPBREFRXATEITANNAEFOIER TEHA SRS [OEEERE (FIFRSSEE
ATERTF R XAV AER) o

o ERERGRIITHRE.
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SDK #1 API

April 13,2022

Citrix E#\i@iE SDK
Citrix EEINBERHF A TAE (SDK) ZiFAMER ICA MY EMEINEERS RS B IHN ARFNE P iHIREERF.

IR S3 28im R PN E M AR AL T Citrix Virtual Apps and Desktops 5% Citrix DaaS (BL#i#r Citrix Virtual Apps
and Desktops fR%) ARSS2%L.

MRBHEMEFHTERE EMRDIER, BHR Citrix AL,
REINiEE SDK t2fit:

« 7£ Citrix Bg5528 API SDK (WFAPI SDK) 55 @ ii@iE ThAELE & 65 LB F R E@ER) Citrix ERIMIRThIZRE
R 2R 41230 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 289 E3%E
EXFENT RS EINBERNERE,
o ARERFERANS S EIBERFEFNERRAE,
 EHEE SDK HE WFAPI SDK 7 8E4R S k@ E AR S 23 i,
BXRIFMER, B2 Citrix Virtual Channel SDK for Citrix Workspace M2 for Linux (E@EERTF Linux
i Citrix Workspace [Zm#2F#9 Citrix &g SDK).

#1731

BxX:SITSENSHMIELR, B35 Citrix Workspace app for Linux Command Reference GERBTF Linux &y
Citrix Workspace MAEFHSEE),

Fafiit SDK

YERERTF Linux 89 Citrix Workspace Fzf#2F# HDX SoC it RIN—&84, B&EAISINT “F&fhk SDK”
It SDK 2R BB QIFRIMEMBBIRMA. K104, SHRIRENESRSA.

FRABRTUERT &K SDK RIZBSET Linux #9ig&8IMEE, It SDK iFF . AR A Citrix Workspace A
12FRY ICA 51Z4AH (wfica) BIBEMHYT B, BHRIEATTHZEMER, wfica IS mExLE,

XL AT LUBIE /5 A A R IIRESRA BN EM AL Linux & HIMERE:

o RN AFAHRIEERGH JPEG 1 H.264 $URRI IR
« EHATLAIERGNRENSE

o BEEHIEERGIELRSHIRIES TR

ARZFE X1 BRER SRR HER A A P RARS
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BXER, ESH Citrix Workspace app for Linux - Platform Optimization SDK G& B F Linux 9 Citrix
Workspace A2 - Faffi SDK).

ICAIRESE

February 11,2022

ICA B EXHRAEMRIGEM ICA XHIREYIR, AFEERRABENX Citrix Workspace BIEFNITA. &F
ATLUER ICA RESE3 Citrix Workspace R BZFHR BT #THIEHR.

ICARES%E (PDF T#)
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