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o 2 ARM64 R FRL51

o RRFTEEREEIAMN BEERER FIDO2 #iTH M1
o 2HF 32 UNAR

o ERMEINRE ZBIE ARG AR 3

« BEX Web NABEFHNREEELEE

o BRERANEIVEIRINEE

o T RBERR

o ZNRRERAVIERINAE [IRATAKAR]

o HETHIRER

« BEUWERIIEIRTINAE

%15 ARM64 R R 451

JEATF Linux 89 Citrix Workspace MAEFZISET ARM64 A REMHIEE, WTFLINEE, BRITERERFRY
BHEET AYEET ARM64 191 ER4E Citrix Workspace AR Z#FIX 4. BEXUHNAFZERSEL
xR RN AEFER.

AR
ERET ARM64 AR EMRIIGER, EATF Linux #9 Citrix Workspace R BEFAZ LT IO8E:

« {£1£89 Microsoft Teams

o {11k Skype for Business (RTOP/RTME)
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o ZIAEER
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SIFEER AN AR ERER FIDO2 #1755

BRPEEEIERT Linux 89 Citrix Workspace NAEFERASMN BEERN, JUERELEHE FID0O2 2&ZH#T
SR, T2BATRHARLENZ2EN, fliiz<e PIN B, £¥WHHEIRG. Rl+&. ZEEE. QFIEHESF, 5%
FIDO2 Wiz 8, iE2i18 FIDO2 Authentication (FIDO2 B4I&3iE) .

Citrix Workspace M B2/ Citrix Enterprise Browser £ FIDO2 H{33iFRIEIAN K25, EER A UEE
W emgs AL A Citrix Workspace MABREF#HITEMNIIE. EXFAES, BRRIFEEEI AN AEENER
FIDO2 #1717 % Ik,

S 32 UAn
LAal, SIEERBRENX 32 (AR, XARAERESHI—1RIE,

BiERAT Linux B9 Citrix Workspace R FfEFARZs 2212 #2, 3 32 MR HBRIANTBRRS. Fit, HiFE
ElBY EAE 5] -G LUARIR

ERRAR, EJURAR 32 XN, A7 RMLIEEINEE, Ewfclient.ini XERHRMT—1ERN
Cursor32bitSupport BWEFEEH,

BXIFAER, BEBRE 32 (1.

M EE AR B 2 8] & FIFRERE S (NS 3%

Ual, BRETERNENKEZEEG XA, EXRREF, ERIUERDENREZEERIFRIAEM 4N 4R, 7
Linux Virtual Delivery Agent &1, —XEHIAMGIRIERNRAEIBEREZHR 200 MB, BXIFMER, BRI EH
FIRENE X 1o

AINERTRBALLIIEE. BXFEMAER, BSFER N EIMNRE 2 8 S GIFRENS SRS 5,

BEX Web NAEEFNREREEINEE
BEEEN Web WABETNRERBEINE, EBUEZETRREGBNERREEEEX Web NABEH,
BXRIEFMER, BFBEEEX Web NABEETRHNREEE,

REMNRIUILIRINAE

LR, EREEESEHREBEXGTH KeyboardEventMode BXRBBARNBRGNER, LEBTERBEEBA
9 Ul 55,

B Citrix Workspace MAER 2209 {2, EaIUMFHENBERENERIRER S PEEFRNEEBNER, &8
LL%3% Scancode = Unicode fE/iEmAER,

BXEFHAER, BBREERNEIE5EIIEE,
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X REERR

Scancode BEMNERZIFUTY BREHE:

« HiE 106 @&
« B S ABNT/ABNT2
o SIRARE

BXFAER, BRI RRENR.

BT HIRER

LAHT, FRETHIRESHMAERIANERAB UL ZE RN, B, HXHER

. E55 ID MBAFK,
BXIFAER, BERIET HEIRER.

HEUSERIERINEE

fElbhRAs, feftT LUTIE5RINEE:

L4 CItI‘IX Elu\%%?"ﬁﬁ*ir‘_
. %”‘5% DS El&.\

Citrix BEWESARER

g, SFTHERNENERN

Citrix BEWELAREFUEMZREMATNNEAE. EEAREFENREFAASTHEMEASREFE tar.gz X

e,
BXIEFAER, 1525 Citrix BEWELFER.

B2FIkE DS BE

DS AXKUREFRE BS. MREAEE ds'logs, aJku@id#E Authmanconfig.xml xRl DsLogsDisabled

TR HE

BXIFAER, BBHEA DS BHiX,

L 1L# Microsoft Teams HIEHT

BigH# 4 A9 Microsoft Teams %0 EOL

2024 % 1 B 31 H, Microsoft $%7£f#H VDI Microsoft Teams k= Microsoft Teams X2 &EORA REH
S, (RERZEOMGK. KIERZIFZEONEERN Citrix Virtual Apps and Desktops #1 Citrix Workspace [z
FREF RS A ek 4EE AL LA Microsoft Teams Thas, BXF¥AMER, BHHFEVEHEM Microsoft Teams

BE0 EOL
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting#improved-error-messages
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp#citrix-log-collection-utility
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E#7F WebRTC #¢9 SDP #&=0 (B it+k!)

Citrix I XITE R KR4 7 F WebRTC 33 455 SDP 18X (B it&l) B9%#F, HMERZFH—i+180 Citrix
Workspace [7 B3 %2 7 hit 25 7 BE 4k 41 45 B3 F L £k 1k B9 Microsoft Teams Th&k. XA RS, BEREHFH
WebRTC ## SDP #&{ (B it%l) o

2309 R AT
o ZPRRESHIEIRINAE
BREATLRINEERITTEIIR, BB AT SR8 IRETTH,

2309 FEZEFE

+ 1 Microsoft Teams 1, HEHZREINARFHAZREANN, KA (H2NE58) BETHNRES
EEETREAREf, HEHZERBHER “WEEO” EsETHTWHN AEFE, thaHBLtaE, [HDX-54395]

s FIENIRBRANTEEANLLE, MREBREAFSE, WEsER—&£HIEES, [HDX-55087]

o EIAAR Microsoft Teams EEHZNAEFRREN, EAERBIIRE, tRARBTFEZNAEFRA
ERBEHM. [HDX-53442]

+ Microsoft Teams &% & A §E T A FRENIE i s _E3=1THY Citrix Workspace MAEFMNLUFIME. SZIFhES
€911 18 B R Microsoft Teams E911 ERE A iN T #48 ID MAEFMtiitpd & BBtk &, [CVADHELP-
22752]

2309 FEIE A

BRT 21 B REs A0t saIhAEhiR BIAVIRRRSN, SR E HMBE R ™,
AE:

BXEBHRAFREENTETIR, HSRERNR-.

FHARRZAS

REIABRME T HXENRIE Citrix Workspace [ 2R HI 46 B B 21202 2150 RHAMR AR TIETIRERI BB S
BYEERIE S

2308
FEINAE
RIBARSS 2309 HTTPS thils2F

LU, REEER SOCKS thilEEEINERS 8. BIEAT Linux B Citrix Workspace R B1ER 2308 &2, &ha]ld
£/ HTTPS thiliEE I RIEARS 28
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#deprecation-announcement-of-the-sdp-format-plan-b-from-webrtc
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#deprecation-announcement-of-the-sdp-format-plan-b-from-webrtc
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#enhancement-to-multiple-monitors
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp#:~:text=Support%20for%20dynamic%20e911
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp#:~:text=Support%20for%20dynamic%20e911
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#enhancement-to-multiple-monitors
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new.html#known-issues
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BXRUEER HTTPS thil¥THKEBIFAER, BSRMNERSEHEH HTTPS iV,

% MJPEG MR

FEARRES, H264 Fidszis MIPEG M EEGN. MEBREGVERSESE MIEPG, MMREBIFNEGRENES
HIMRE, RIABRTEALINEE. B2, MRMEBBENFF MIPEG, HINERHER.

S SSLERMALIEBRE

feashias, Citrix Workspace R A2 215 SSL EZNARSIERREZ, InREEN T EF G LHIEREEIEHE
METRPAR, ERALNEE, Citrix Workspace BJUEIES RAIERBRERHHIEBH TLS &%, RIMERTEAL

Thigs

1R T EHhEE SDK

W AIAT /O hEef & AEMAH API, ERTF Linux B9 Citrix Workspace M FRTEFHIEINEE SDK 12118
':"l‘io ﬁ;&ﬁgﬂﬁn 5%} .lﬁéjlml'/{—FITQﬁ

. FRBIEAIERES (CSMP)
. EIMIEENIE R LIBEAT S A
. BRI RO

. pizsE

XFERTEERBRASEORNZ EIIRRERES
WA, &ATLUER Desktop Viewer EWE OS2 RIRAELREXSE ORI Z BT,

BARZAE, ERILERRERER CtrtF2 T2REXSHEORNZETR. fli, YRESERT2RERN, 1
Rig “Ctrl+F2”, KEREFRE2FR.

BRINERT, LIhee FEBRES.
BEXFAER, BERAXFATEERENSEORAZ BRI R ERES o

S FEHBN RS

4T Microsoft Teams BY, BTLUER “HHBIRE" bR EAE HZWCRBEEMMEENILE. §i, BRgEEED
ERIRBEN “WHRE", HEENREABEEZEIEN. EXMHERT, BEEHNENRSMEIEEAENEEINEIRE,
Microsoft Teams h 2GR EESKZFPER. EUTERT, ELERBHIRE

o HERERIZS T EMREN
o SMNENGFARTAR (Flg0, EFEH)
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/secure#https-protocol-support-for-proxy-server
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/using-example-programs#client-side-media-player-csmp
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/programming-guide#virtual-driver-feature-flag-functions
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/programming-guide#virtual-driver-feature-flag-functions
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/programming-reference
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp#support-for-keyboard-shortcut-to-switch-between-full-screen-and-window-mode
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AT WELRIL R Microsoft Teams FREHEENZF

ZHl, BRWMMREDER, SREBREEEENFES. §i, ESEBRIAZEMA Microsoft Teams RiXETHE
BHES. W—HRRAERBEHERSBE Microsoft Teams. LRSS HRLRF AR E,

fEAhRAH, Citrix Workspace MARFXIFREREERES. WXIHERATHBREE,
WEFRM:

BEHERHRARN Microsoft Teams,

B ol

903 App Protection MR REHBRMNRBRIZRHRIREN, REESULNIIEERIRLEAF AR EMNNAEF IR
RiF. MRMEIREEY, EMVAEFRKERIERAL, AETUTHRER:

Citrix Workspace - =

Session terminated
Session is terminated as App Protection has detected policy tampering. Contact your system administrator.

OK

BXREELCNINEEIFAER, BESRREEE,

AT R

« ARM64 ig & T M BRGEN EERMRS ELME
. BRMIEGEXRREMELIRSSMILE
¢ ZRAESRR

BXRATGRINEERITTRIIR, ESRE AT SR8 TIAEDIH.

BfEE 88—

s EE_BRSHEDP, EARERS5EA Topaz USB &R EMEM USB &N AREFIAERE. TR K
SHEREA USB EE AN SH LA, [CVADHELP-23053]

« & A F Linux # Citrix Workspace i 2 F F 4 5 2206 X E = kR 45, & Al 88X & & F Citrix
Workspace MAEF. NUEELZAFEXTEAREEERNASHIMLRH, [CVADHELP-22775]

« BRTHRBRNAEER (BCR) MEEE, HEE ik LAfESBREATENH, HItNANRERIEEEEN
Web mEMA#EFHREEZRM, [CVADHELP-21764]

o EERERFREISIEDNEIE A HDMI S57i8%. [CVADHELP-18849]
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview.html
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o REEAT Linux B9 Citrix Workspace R BIEFH 64 il rpm R4-E8, =3 32 (IFENEGESEH
ER, [CVADHELP-23347]

o EEREIXTIHRN, EA8ETEE YouTube Web i FEE BN KRESABTHEREDRAXD. EAT
Linux 89 Citrix Workspace MAEF 2106 siE sk HBlttiag, [CVADHELP-20399]

« f#f Storebrowse -E g -S <& PNA AREN, ERIEREEHTHRREMHIIE. EAF Linux B
Citrix Workspace M BEF 2205 E S RA = H LR, [CVADHELP—22917]

o YIERRER “Ctrl + Alt + Enter” BY, # “Enter” SEHBEFIBEREIEMRL, NEMERT Linux 89 Citrix
Workspace M AEFBHH Linux VDA fSESRIEHRA SHILR@, [CVADHELP-22930]

s TREBREBEEE S L, ABXMTEBEMER. EATF Linux B Citrix Workspace [z A2 R4S 2307
KHILERE, [HDX-52458]

. FﬁbAiﬁFk’ﬁ)\EﬁEjJEr_r%%Ea‘, FRIBE T A ER A BT LU REXFERRIE, [HDX-52816]

s ENHKRRIER, EAIRELER USB iR EEnTINAREFSEmE, [HDX-52155]

s ERIRERBEIFER Chrome EHN RN EEMREEEANASNTANE, YEFERERT Linux 1
Citrix Workspace M BER 2305 i s iFa9ih s s Btk E, [HDX-50561]

2307
HIEIhAE
BTIIE Windows Media Player EE AN RLE R A

EARRAS, SINT — MR bash fi4ds, BFRIEEAT Linux 89 Citrix Workspace R R#2FH Windows Media
Player EEMAMAEFFEMERE, ILINAEBBIT 45 Windows Media Player & mINAERYMFE HBR AT E], EI8IFED
B, EaILERA RAVE RS2 2 higHE948E rave_troubleshooting.sh,

BRATRLEhR

o IR ESHY HTTPS thidsz#F
o Y##ER DTLS 89 IPve UDT
« A ARM64 i&& 8 App Protection X35

BXREATGIRINEENTEIIR, BSE AT GRS,

B2 R

« 7£ Ubuntu 22.04 E¥ AllowMultistream EIRE N True BY, EaJgeT 47 Citrix Workspace R A2
FehRZs 2303 th/EEhsxiE. [HDX-49916]

o T HEEZ ICABEhMZAT CAS MNARME, dJaea I CAS $iEkER DNS #38, [CVADHELP-20018].
[CVADHELP-12344]

« H&4TFF Avaya WorkPlace BY, EMNARFIESERRE L2FEEENE, [CVADHELP-21558]

o YIEFERBRIASIAN, XRMNEE ks IEEIMNBIEFM=Sm . [CVADHELP-22336]
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting.html#system-diagnostic-script-for-rave
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview.html
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2305
FEINEE
1858 7 2 +F GNOME 42 &% [/E$HIThEE

EAMRAH, EATF Linux 89 Citrix Workspace R B2 2 A GNOME 42 SmHFEREREMRAH Ubuntu
22.04 EREMNRBHERFL,

BXFAEER, BERRERRERIED.

BRATARITESHNEF G IME

EFIRMNERIEES (IME) ThaElsa T &AM T Linux i Citrix Workspace R B2FHERH. HigfEEiE (CIK)
BEFNNRANETRER, ZUTHERLT, EILEERERE R IME:

o &7 Linux EREHPE—IRENRH IME, &
o ZIZRRSSE LIRE AN IME,

BXFAER, BERATIESHNEF i IME,

KON T B P IR RN )

BNEMLIEIR G ERY, tHINaEthaERBMINE M. NERT, BALIEE.
EZXRHEINEE BESME /opt/Citrix/ICACLient/config/module.ini BB BE X % H & B
JitterBufferEnabled=FALSE,

AT 64 (INMKBBENEER
BARRZAE, 64 (INAREFXIFMERENEER. BEXFAES, BESANEEE.

7£ Azure AD #3745 200 %14

EAMRAES, BTF 200 Z1MER Azure AD AR A UEEHELZAPNNAEFNKEH. U1, R—AFTEEEX
LN FRE P AR Ho

=W

P &AM Citrix Workspace R 2R A SHH EME R e A LLINAE,

7£ Ubuntu 22.04 t3i% App Protection

BE&RT Linux 89 Citrix Workspace R 2FFhR4s 2305 &2, &ERTBUM Ubuntu 22.04 £# Citrix Workspace [
A2 B e RIP Y B IR F A2 F R Ho
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#keyboard-layout-synchronization
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#client-ime-for-east-asian-languages
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#webcams
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18 7 EEIRIE L LI 1k Microsoft Teams &i%

BET, HIES 54K Microsoft Teams 2iXEY, MR&HRITHBERZE, Citrix Workspace MEAREFHEL MK
€89 Microsoft Teams RE e NBRRE,

BAkRASEE, BMEEMR A Microsoft Teams &ilBial&E RATREAR/RXE, Citrix Workspace M BiEFRE T
{£89 Microsoft Teams RRE A NERE,

& T i1k Microsoft Teams #SM&EIEAIALE

BARRAE, BRIAERT, WAKE Microsoft Teams MSTE NI BABES . A7 XMXZEF, BREIERN
M WBIERN R EMARESE T E, XMERNEESETFAREINIMERRILINDN, MNMAMEREERHERE
BIEEL,

BEXMEENELE, SN APEHELURMSPETR (130 720p. 360p F) MEMULR, AFBUATEMRR, &€
EinmAE). WEFRMHF. AR, BRERIBERETULAENESREN YR, Eit, AMERAPRMT RENMKRE,

AT R

o EFRNEEIARE Z B2 HIFIAE ML SR 3=

% ARM64 (KR

o IFER TLS 89 IPv6 TCP

o 32 fUNARSZFEAVILIRINAE

o STEEEREAMN BREERER FIDO2 #1T8 M
o JR1LEY Microsoft Teams $REFEE IR 1%

BREATLRINEERITTRETIR, BB AT AR B RETTH,

BEE8R)=

« BFRHINNARFER Microsoft Windows API MME (21444 E) B, REINSEIRAsERPIRER. F
90, SNRERHEIZSM 20 7, ZMSARTEEREMK 15 #), [CVADHELP-22162]

o .ICAClient Xff&s .NSAP_Data XHHAX/NAIRESBIRAK/), HEAERESTIMER P IRIRE, £
NetScaler A7 HDX Insight B¥&®BlLia, [CVADHELP-22616]

» ERRSBRY, 1E IGEL Z1TARFM Mozilla Firefox ITAZRIPHRIEFLK, [CVADHELP-22436]

o HEMERT Linux 89 Citrix Workspace MR RZS 2209 FITH N AEZFHEEEY, AIfEstIl SSL
%, [HDX-49324]

o L VDI hpER Windows & (UWP) i BREFZiR R FIDO2 #1175 M IIER, EATF Linux & Citrix
Workspace WBIEFAIRERFIEMR, [HDX-48942]

o HEIEMRWKE Microsoft Teams FiEZEGERE, KB TH— gzip X, EMRLH Microsoft Teams
B, SRR EBIEGNARNERER, [HDX-51694]
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o WATRET A ERERERXHERT Linux By Citrix Workspace B2 s 2303 #1TH A6, IthinfEk %
7£ Red Hat. Ubuntu 22.04 #1 Debian 11 Linux %%ThR L. [RFLNX-9620]

o MREMEBARRFIEREERE Citrix Workspace R, ZNARF IR, HEERTAESKEIL
THIRES:
“GLib (gthread-posix.c): Unexpected error from C library during ‘pthread_setspecific’: Invalid
argument.” (GLib (gthread-posix.c): pthread_setspecific #jElUsZIsk B C EMEIMEIR: BRTK. )
[RFLNX-9445]

o A LibAnalyticsInterface.soRARESHIKREXMHEIR, ErRIRET 2=k 8 Citrix Workspace
Rz FFERFHI Google Analytics #8. [RFLNX-9705]

2303
G IhAEE

KAER

KABRBEEAFEEEEREENIFEEE (2-365 X) ARIFERRS. BRALIHES, BERELEHERM
Citrix Workspace M BE2FHER &,

fRENILINEE, BB RE Citrix DaaS SIERZAEKE 365 X, Wi BETKBASENEREAR. RABERT, &8
EIERERE 4 RREGAR, UWREENE, RE, SEEX 4 XNi@idEEST Citrix Workspace 22U EBTIE
.

BXEMER, BERAKAETR,

%5 HDX iEH M FIDO2 #1753 301E

EARRAESF, EAUE HDX KIEHFERTEN FIDO2 R FH#HITHMIRIL, FIDO2 Z2ZPAATIVATIRHET —
MEiEs, TEMANAFIWFTREENANZIF FIDO2 M BAEFREE#ITEHRIE, §X FIDO2 Bif4ER, &
£i7 FIDO2 Authentication (FIDO2 S{4383i),

AR

NREEE USB EEMEM FIDO2 %%, 1M SICAROOT/ XK T usb. conf X filkk FIDO2 i&&
8y USB EE MMM, tEFHEIEEBETIRE FIDO2 EHLEE,

BINERT, FIDO2 BHIIELTFEBRTS.
BXFAER, BERHER FIDO2 #1175 H %Ik

et Y SO BRI RE

BAhR4siEE, Citrix Workspace RAFEZ#FEIEHR, IIIAEE AR AP REIMmIET, TUNERF &R, EE
HRTREZFRREEM. PERETMMBEN S, Citrix BINERBEN FMURGEFRIERE,

BXIFAER, BERS0H T EMEEERSIFIIRE
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Citrix Workspace [ B2 FH A EsnBa

TECHBI IS IRIEEERIGEMNEIFEM Citrix Workspace MABREFHEH. BERAILUSELERF 5
Citrix Workspace B2z pi st Fevs Hetal2, £ Citrix Workspace MBEEFEOS, MNRER. BEmihE
HFEIEEMREIEIRAEE RERMES, RASBHRETH, NEMBRNAREMBEAEIEITH Citrix Virtual Apps
and Desktops #1 Citrix DaaS &3 StoreFront M AE/E.

FENERETLUREAM 10 2892 1440 5%, EcULBIHEREEIRATN 5 BIEHK. FI3: 10, 15, 208
25 D% FRNERT, FEEREER.

AR

IEINREER T mEfE.

BXIAEE InactivityTimeoutinMinutes B93¥45 8, 5518 Citrix Workspace A2 FHAERNEI S5,

HRMEZ RGN EE @R E RIEH
EATF Linux &9 Citrix Workspace R A2FIE X FEBMERGENEE M E RIER-,
BEXFAER, FEAEONERENEERNE SEM,

BN BN A EE [ SN 2R IR BRF IR R
8 Citrix Workspace R F#2 2303 heAsi2, EREAET CEF #9IK BRE B IR BIBF R 2,
BEXFAER, FERAKENRBABTEE RSN G SE IR SIEFENRZ.

SR PIV £
EARRAF, Citrix Workspace MBREFZIFUTHRH N ABZHIEIE (PIV) &:

- IDEMIA F—HE= 8+
« DELL TicTok &8+

BReRIRENIEFRIIEREMAL
Citrix Workspace R F#2R 2303 fk4s&#% VDSCARDV2 . DLL BHHE-RIREIZFHIMEREAE R IEE M, XLIEIgT)

AR BT8R4 1 VDSCARD. DL L,

Microsoft Teams 1Z38IhAE
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=g =pr =t

8 Citrix Workspace [ F#2R 2303 ka2, GIERI AR SR E LM ED, ERILEEINE, MRESF
S MLZERH BRIARNBMERETRE, WATAEREISE— ML,

BEXFAER, BEREEEEMSE,

B S8R

o L@ Citrix Virtual Apps ipiRlB=iEeY, BEFEZENERNHE A fEs BRE BN AEFRITRER.
[CVADHELP-20368]

o HEHREZMARERE, SEREAUESXE, JEAEIENBHN. KB L —MENRIEFATERFE,
HEEMBERNMEEEE - NUAEF BN —HFER. SEERIEPRBHBNAREFNTR LI,
[CVADHELP-21914]

o EFIRETAEMBBARSS > DPAEH > KA IRE > KIEIRE > BHESIUER D T8Y 24 /B3 HIRT RIS o LhiR)ER{X
E=NABERHR, [CVADHELP-20866]

o ERZANMHM VDA £iEHEENEI USB 1&&E ik USB 18%& 5, RIFRIAERRAXMF, LhiaE{RE Ubuntu £
HE, [HDX-30219]

o fEAREHIEFARAS VDSCARDV2.DLL M%E 88+ R Citrix Workspace B2, ErRIRERBEIIEAER
WMo AN eLux R1ThR EHI. [HDX-44314]

2302
¥igThaE
Citrix Workspace N FRiEF AR EGHBAT [BARTRSAR]

TEMBRIESRIEEERIGENEIFEM Citrix Workspace MAREF DT, EERAMIEEERAF BEH
Citrix Workspace B2z si st Fev s Hetal2, £ Citrix Workspace MBEEFEOS, MNRER. BEmfE
HFEIEEMREERAEE RERMED, RASBHRETH, NEMBRNAREMEEIEITH Citrix Virtual Apps
and Desktops #1 Citrix DaaS =i&3 StoreFront M AE/E,

TEDBIHERTLUE AM 10 95021 1440 53%h, BobiBrERBTEIEFRAIA 5 BIfEEk. F170: 10. 15, 205 25
S, RINERT, FEENEEN, SEEAUMERA PowerShell i=3#EE inactivityTimeoutIinMinutes B,

BXuEEE InactivityTimeoutinMinutes B9i¥4(5 8, #5218 Citrix Workspace A2 FHAERNER S5,
AILAEEA Podio R AR AT RIRH R IR
AR

RAMERAIER P EHFFEFIFRREREFFRHH TN, FATPREAZRBENNS. Citrix FEZ
THREFRSThRBOSZ 1 FER M, BYGDIRHEUH X LINREMI R R, Citrix AIRESRIBRIRA™EY . RBMNEEMNR
IHITIRE. BINAERLEF IR EE Beta hR4s,
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TIEEIE
BT Linux # Citrix Workspace B2 I ER S IBRE,

Citrix Workspace W BZFHIMEREMR 1L
BARRARE, A AuthManLite #1754 30ER, iEMAT Linux A9 Citrix Workspace MBREFHIMERESE T R E.

BATRSEAR
« BEX Web ABEFHNREEELEE

BXRATGRINBERISTTRIIR, ESRE AT SR P8I TIAEDIHE.

BfEE 88—

« EATRERBEIEM T Linux B Citrix Workspace A #2RF+ 89 ctxcwalogd.service 5 Linux VDA &
ctxcwalogd.service &4 4%, [HDX-44569]
o EATRETIETEIR LAY Microsoft Teams RIUFRINZ AL RE K. LB EEEEIE HP ThinPro 21ER 4%

TERRRERIERSF, [HDX-47166]

2212
HHEINEE
INT B P IREENE A [EARTIEAR]
BNEEPIABERIREIRY, ILINREAEIMRAIISE . FIABERT, WA TFRARS.
EERILINEE, BRITUTIRME:
1. EM3l /opt/Citrix/ICAClient/config/module.ini BEXHHTEHH#ITHRIE,
2. BREMERIES], MTFR:

‘AudiolatencyControlEnabled = FALSE®

3. RINTARBRHEEE X

‘JitterBufferEnabled = TRUE®

3

AR

RAMERAIER P EHFEFIFRREREFFRHH TN, FATPREAZERBENN S, Citrix FEZ
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THREFR BT AR Y SZ 1 2251, (BVIR MBSO XL THREM R 5. CitriX FTRERIRIBERIGH™ B, RIBEMEZ R
IRHITIRME, BINABRELEFFIRTEIE Beta hitds,

XFBENEMNKE
B#hRZsE2, Citrix Workspace MARFBERIEPERIETTANAMEMGERE A, s, EIFEEEIA,

RINVBERT, 2B REECTHANELTEEANRS. EZEHILINEE, 5% module.ini XX F 3%
AudioRedirectionV4 M{EIEE X False,

SRR
BARRANE, SMREIERALTEARS. BTFRHEMVRESERIEF B EM.

ERAILTIAE, E7E wiclient.ini X AllowAudioInput KEIRE R False,

& Citrix 1489 Microsoft Teams FY%5 S MR 42
A
BRRERET wgeto

B Citrix Workspace M AR/ 2212 kasie, &M F Linux B9 Citrix Workspace Rz A#2FH# Citrix (L1689
Microsoft Teams BIE L IFE SR L S &%, ERNE P2P @iEHet, EALUETEEESZ (More) >Apply
Background Effects (AL SMR) REMLLINEE,

AT R
o STFF 32 AT
BXEATGIRINEENTEIIR, BSRR AT G R8I E,

BEfEER—
s BRERFHENENG, EOEKFIENNEEEFRIER. [CVADHELP-20787]
o EARETEER TicTok EHae£&F Citrix Workspace M B#2F, [CVADHELP-20578]
o EETRET A B IDEMIA 121895 8RB R Citrix Workspace KA 2R, [CVADHELP-20652]

s YEMEEREABAT ST EMIER Speex FFFDEER, Citrix Workspace A2 A= FLEMR,
[CVADHELP-21212]

« H&M Citrix Workspace M AR T #HHEMERE, Citrix Workspace NARFLERHMATREREANTE
. IBEESEHTE longlLivedTokenSupport SEIREN True B¥A 2 HILILRI, [RFLNX-9160]

s BERRIENTATREREIES ID #iRES. fli: &M “-transactionid” £#%. [HDX-45618]
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« 2% Citrix Workspace NREFHER root AFRRIEEH=IEN, KIETERBH, [HDX-46967]
« REEMBDN Citrix Workspace R FARFE, AIAERHIIUTHIRES:

“The X request 130.1 caused error:”10: BadAccess(Attempt to access private resource denied”
(X &K 130.1 S3541%:"10: BadAccess (Ziihin% BEREEL)"), [HDX-44416]

2211
sHThEE

tEhR AR T BB T o B M REAIAR E MERYIR) L,

BfEE 88—

« EXAIRENSIMEOG, VDA SRR, H&7%E DDC LEAT “FFik USB IEREEH” KHKES
USB ig&iEEDimm (FIa0 USB kEXEN) B, sHItkia#A, [HDX-44117]

« /M USB Ex @S, Bloomberg4 g9 QWERTY BRTIgESBIERIR1EF, [HDX-44555]

o @A aeTiE7E Citrix Workspace MBI EMAIEA PIN 8389 YubiKey &%, [HDX-44951]

s HRBEHEHEEEEEITN, ERELEBMNZRIPFHNARFSE, [APPP-110]

2209
FEIhaE

Si%EA FIDO2 #1TH KM IRIE [HARTASAR]
ERRRAR, EAILE HDX £IEFHEA TR FIDO2 £ BHPHITHHIIE, FIDO2 2eZARNI A TIRHET —
METEAN, TERNBFZAFHBARXNSE FIDO2 NN BIEFSESEETEHNRIL, B FIDO2 MiFHEE, &
£% FIDO2 Authentication (FIDO2 &{438iE),
FE:
WMREET USB EEmER FIDO2 8%, M SICAROOT/ XX TR usb . conf xt-iks FIDO2 8%
B USB EE @AM, MEFHAIEEENERE FIDO2 EiliEE,
ZHAERT, FIDO2 B FEARS. EREMA FIDO2 B4HIIE, EHMITUUTIRIE:

. §MZ <ICAROOT>/config/module.ini X,
2. %3 “ICA3.0” 2%,
3. i&& FID0O2= On.

e IhRE LAz RF A PIN BAIAREIHAERD @R NIIEEF (R USB). AJLIECERET FIDO2 Z2ZANSHRIL,
BXRYEFHMERLLINENER, BSRER FIDO2 ByZIE A E IS 17 301E

LEmipia#F FIDO2 W AR Web M=, BET—FKRT, BRIHNLLER. MREZFEEA PIN (R
4NFH, &S 64 1FR) EMTRETHA, WBFTEEREEA PIN.
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MREZ/ERE PIN ERTER TR, WRABMELLBZRANTER,.
BRME:
ZrTae AR FIDO2 MRS — aig& EMEIRE— MK .
AR
RATAR AT E A EEIFE = IRRHEREIFRFHITURE, HATFPREEZRBONS, Citrix FiER

THREFR U hRAVSZ 152151, (EXGIIRMEUH XETIREM R %, Citrix FIRESRIBRIRM™EN. RBUMNEEMTR
IRITIRIF. BINAERLEFHIRFEZE Beta hR4s,

Microsoft Teams 1%38IhaE

- NARFLZEEEMA: BEMAT Linux 89 Citrix Workspace [z B 2R 2209 # Citrix Virtual Apps and
Desktops 2109 it2, A LUf#EA Microsoft Teams A RBEHZIRERE N BIER,

+ /= DPI 250918331048 BA T & DPI Thee, HEEFEANRE 4K 2/R288Y, Microsoft Teams ¥SAEINE
UFFABRNMUE, HFEAXNEGE, BICENENEGENM (G, RERBFBHATIRS B REHD), BMEBE
FRER, FERARERERARENUE. ERALIERINGE, BEREFE wfclient. ini BEEXHHH
DPIMatchingEnabled £#i&&HN True, BEXFMMEE, FESFZHF DPI T,

« WebRTC SDK #4%: AT f1kE Microsoft Teams # WebRTC SDK irzA<B 4k 2k zx M98,

RAMENFA RS
BZhR#s#E, iEFT Linux 89 Citrix Workspace WBREFS U TER

i

. glibc 2.27 XBBkRA
o glibcxx 3.4.25 ESHRAE

App Protection =i
==
Citrix Workspace B EFh R4 2305 2818 Ubuntu 22.04 <3z #5 App Protection, Eitt, tIR&EE

Ubuntu 22.04 £%&4£7 App Protection #k, NaTAET A7E Citrix Workspace A2 R ch AR FAF2
FRKmE. &% App Protection Hi¥4is 2, 1&21% App Protection,

BATRSEAR

o BEBAEIERINEE
o XY REETS

BXEATGIRINEENTEIIR, BSRE AT G E,
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B2 R

« BAT App Protection Thigfa, RERICRINETERERFERRNEOFME Web TEHN S HIIEEE
#8357 @, [RFLNX-9004]

o FERZIERTF Linux B9 Citrix Workspace A2 2007 /&, 8 Storebrowse RNk AR ERIfERER
KEvial, MLt EERN AEES AR AL N AEFEERS. [CVADHELP-20618]

- NEBRSAFAREEZRIzNAEEN, BRUE LAIESHIE— Mk, [CVADHELP-20039]

o HEMRNTRANRTEBHHE N AREFE, BofE- T NAEF S HIER, [CVADHELP-18198]

2207
FIEINEE
BTiREE MR EERINEE

Wai, 7£ Citrix Workspace RZABEFH, TFBEMEMHRAREE HER 200 2. ATFIRETILE, FILEER
HRPEMT 200 EMWHER, EEXEEEAEESNREXNSNNBREF~ERH.

wid it igsRIhEe, Citrix Workspace R AR FHRAMESEAERA/NE 50 2, FEit, XREXFHMLAREFH
FAFHRSENE. b, FiREYE (RTT) 48527 150 =7,

BZARRZNE, R IERE LR EN PR SR P X RIS S5 E. X TIHtE58I8E, £ module.ini X
##9 [ClientAudio] B/ HARMT U TFBH:

+ PlaybackDelayThreshV4 - {8 B E PIMARS (UZFAENM) . Citrix Workspace R AR
2R REBNRIERFERBRRIFILE HRF]. PlaybackDelayThreshv4 BMIBIAEHN 50 2, XY
AudioRedirectionV4i&EX True Y, BEHAEM.

+ AudioTemplLatencyBoostV4 - 1 EMEMHERALNBEEX T EUAN YRR E B W LK H,
tEtESEMAHE+RE BWHEHTENEMARERIINI N B2 SMAERSHEHEER,
AudioTempLatencyBoostV4 B BRIA B i&E E # 100 Z #, X H¥ AudioRedirectionV4 i&
B 7 True B AudiolatencyControlEnabled iR &R True B, WS R A EH. HKIABRT,
AudiolLatencyControlEnabled B{EIZE RN True,

BXRUFEEALEREENFAER, FERASMXEPNATIRES SR ERNERINEERD.

EA USBREETER

Bk, Citrix Workspace MARFAIFIFRDES USB i8%. 84 USB I&EAILIITSIINAE, XLETHEERE
IEAFRNEOBRTEPHNESIINERKNN, E5 USB g&ERRGIS1EH S MMM AR AR HID g &,

Bal, 4 USB REEEANERERIEFAIA. F7IREFETE Desktop Viewer #,

PLE, ERIEREKREHBANRER, RESWENEEM. Ftt, RESBEERE VDA, EdhEd, EFE
BEEEXFREFNEAENEER, RINERT, E8 USB RENEHEEEVLTFEARS.

BXEEES USB REEEMMIFAES, B2 USB XEPHNES USB IREEERERD.
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Bt T BARE A E PRI ThAR A TLEAR]

BAhR4siEE, Citrix Workspace R FAFEZ#FEIEHR. IIIAEE AR A A REIMmIET, TUKRERF &R, EFE
HRIIREZFRREEM. PERETMMBEN M. Citrix BIERBER FMURGEFHIERE,

AINERT, BIEHMRINELTRARS. ALNAFRREAIT, NRERZHESRMIFLBXEN, BNTHLEER

aeL
BEo

ERRIE:

R, WEREFMER T LSRRI

BXFEAEE, BERASIIXERRINE T FHEISEER TR D,

=

59

IhEE

=

ARG A ME A ERFEFFRHEREFFRRAITULL, HAZFRBEZRIFHONS, Citrix FER
T AR A2 1 ER G, BV M XL THRER R 5. Citrix FIBERIRIBR IRM™EY. KEMNEEEN R

IRHITIRE. BINAERLEFHIRPEE Beta hR4s,

AT R

%5 DPI &f

BRERATLRINEERITTEIIR, FS AT AR EITIRE

B2 R

L&EMERA Lightweight X11 Desktop Environment (LXDE) 2R & FEsh= @ ki MEEZER, R4
B 53HEE LMIRHIEM—EERE <XXX> iEEEMAHEIRES. MREFEEHEFERE (ACR) HRiET
M (SR) REEEEH, WRKERZHES, BHREN, APKEKEKR. B2, NRETRE FNEMEMANA
B, WEHEPAREKERSHIIB iR, #7iiz Esc 3¢ Enter #FohiBHAF £®E. [CVADHELP-17478]
EATF Linux 89 Citrix Workspace M AEF A sEa @& F R & cloud (F170 <xxx-yyy-cloud.com>)
89 URL i@ A= URL, BMEE(IRRZ# URL 7590tk. [CVADHELP-19480]

=i HDX négﬁsﬁmaq, RIEFTRER M FFERE, ILiRR{R7E VDA kR4 2203 FriHIR, [CVADHELP-20223]
EZMERXGNEARFS5%1 VDI 2iEFZEHE 1 VDI RIES— M EXFHNEAERF ZEISEFIMMERNES
BEE- S zlﬁﬁﬂ%&%ﬁj‘ﬁ‘éﬁ&—ﬁxﬁmsﬂP\]?Eﬂl‘ulﬁ_\zo [CVADHELP-19899]

@EEATF Linux B9 Citrix Workspace RZFERF 2205 kRl st TIEERY, EalAES B EISIE M IEZ R,
NREIT R LR JPEG X2 R Force a specific default lock screen image (GE#IfERSER
RiABRAEER) RECEREYRATHNAE Citrix VDA 2203, N HLka#, [CVADHELP-21572]
£ Skype HERMSBEN IR, MEAsERERER. [HDX-37860]

£ Citrix Workspace M A#2F+, HDX RealTime RS BEHMMIAELEF 2 FR A MIPEG SIS a9iE5&
Mo [HDX-40352]
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2205

£ Microsoft Teams EEHHEI L ZRBRN BIEFHN, EHEATESEINR AT, HILLRANRRERZ
WURERIZE, FINISERAER CREFBHENEM), WRASESGARNNURERIRER, BT ROMAEN
%2, [HDX-38032]

Citrix Workspace [ fA#2F RS E G AT sE T A EMRE . 3 Citrix Workspace i FA#EF 5 VDA ke
2109 A E=RA—EFEAN S EILE®, [HDX-40287]

£/ -span o®<Bahwfica Y, RIEAIRELEZBMHFEFMEIANETRSS. A, A -span h#<E
shwfica B, HENEEFIAFIGENERBRTIRTET AITH, BXIFMER, HBAmSS%, [HDX-32519]
£ TCP #0 EDT/UDP #E#E= i8], AR — Ml &4 SSL #i2, WA MEESBIESENSERE R
KMo MRAEMMNZEN TLS BERRE, HEFEFPHITEES—MINEHTER, MBIt SSL #iR.
[RFLNX-8747]

LiIESA R EERIRET BB App Protection 158E#Y Citrix Workspace M BREFHITEMNE, x11lvnc
PR 2BGER, EEAK, R, EasTEEE x11vnc RREB[BEISEZDHEN. [RFLNX-8933]
ERRRINEE RN ABIER, Storebrowse MZERTRERKK, LAY TE Debian 32 (g ERFH HI,
[RFLNX-8743]

£ 32 i Linux & _EREB AT App Protection 1h8E Citrix Workspace RREFRY, Eages Uz
EiREE, [RFLNX-8809]

£ storebrowse -a ®<$HRIMNABEHER storebrowse -E d3$#28, Storebrowse ]
BES kM, IEIRE{RTE Raspberry PiigER G HM, [RFLNX-8803]

FEINEE

Storebrowse B985 {518 F1E3RINAE

BAShRAES, FHWIESHEERERE Citrix Workspace WAREFYF, NABE$AEEEREERRERE L. LIk
RMTEFNAFAER, FNENEESHIESHE, UEETERARHSIEENRIINAFZEERBARE.

EAIAER AuthmanConfig. xml X{&HH StorebrowseIPC ZAx S FTFF Storebrowse # & {38318
BIhEE. BUABART, UIHRINEER FEARS.

BHI8iFEiRIhaek 5E A storebrowse HITLATi2(E:

Storebrowse -E: FIHETHER,

Storebrowse -L: BaI5B 4 HENRNIEZ,

Storebrowse -S: FIHITRNZER.

Storebrowse -T: &IHEENBAEIENFIERIE,

Storebrowse -Wr: EHEFEENABENL T ERSECMIFERZNRIE, [r] ETUEEMEZRFHE M
EENRIE.

storebrowse -WR: EffEEiEENARENL T EIRSEBMAEENSIE. [R] ETIEEMEEFREE
MRIEMFEENSIE,

Storebrowse -s: ITIRETE RN FAEE FHIEE R Ro

Storebrowse -u: MIEBERN FBEEFECHITIRIEEMNE R,
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+ Storebrowse -q: FEAEE URL B AEF. L&H<SUEMATF StoreFront RAREIE.

AR

o TR LG Z Bi— AR RIRE storebrowse &% (A AuthMangerDaemon),
o BHEIEEERNENERTEHE,
o BALLIERINEERE, RHEFREKAERIEER.

BXFAER, BRSO RIEERIE,.

KABR [KATRR]
KABRINBEATIREEERRLENFEMNE (2-365 X) ARFERKS. BRLIEE, EXFERERDRME
Citrix Workspace M A2 FHE R &,

HEBNLEINEE, BmBERE Citrix DaaS SIEREHEKE 365 X, It BEFTKBSMNESREHR. RIABRT, ZH
FIERERF 4 RAERAR, UREENE. AE, HEEX 4 XRETEEES Citrix Workspace AR FSUERIE
Ko

AR
RAFERAIEE A EEIFEFFRHEREFFRFHITUL, HATFRBEZRBENONS, Citrix FEZ

EFR BT AR B9S2 5 Z2f51, (BXIDIREROH XL THREM R 5. Citrix FIRERIRIBRIGM™ B, BBENEZ W R
RHITIRME, BINABELEFFIRSEE Beta hitds,

ﬁ;éﬁém'fm Sy ]ﬁ%l’mikﬁ%io

R B ISRV E T BB FERMFRI B s R TR

TIIERI LUTE Citrix Workspace 22 PR IRIGRY BB F B thL, LABEIRELS B FHR bt XEXAIR S, 4N
REEZMSEXBRINARE, NRIAMERT, Global App Configuration Service iR[E1#9 55— 5z & &G A0
AEERFAEE, MERE, APHRER TR E M ERE.

BXFMER, BBRBENAERE URL Fz Citrix Workspace W ABEFHXAEHHNBEENETEFENE
Eb&ﬂ;uﬁﬁo

B2 R

+ Internet HAIZ R E A IFIE A DNS RS2 FATAE T AT URL clientstream. launchdarkly.
com, FAIt, Citrix Workspace MAEF Mm% URL %i%XiF% DNS &if (EXR=#miBid 1000 £) .
[CVADHELP-19559]

* /B App Protection Ihiesy, REEZIZRINAEXIEM UIDialogLibWebKit3. so EEMSHIIEEIREEHE
BIREREE/ERA, LLiREEE GNOME 1 KDE S EmIFEHSRIMR, [RFLNX-8027]

« 2 M1E Raspberry Pi ARMHF B R ikl 3 5k 4 LiE1789 VDA KiE#HITHTEN AT R S B KR IE T ML,
[CVADHELP-18506]
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o ERAMAMKEREMRSAFAREN, ARIERUTHIRER:

“Response for Secondary Token request is not 200/400/404 42” (3% B < hEE RN R 2
200/400/404 42)

ithinl@@ & 41 Fedora 35 £, [RFLNX-8603]

2203
FHEINAE
%#5 EDT IPv6

Bahkasi#2, Citrix Workspace W B2 %# EDT IPv6,

3% TLS thilhi7s 1.3

BAhRAE, Citrix Workspace iARFZIFERET MM (TLS) Ak 1.3,
BXFAER, BB TLS,

BHEX Web MA®EE

B 2203 &, &a LM Citrix Workspace B2 IAIRIRALRMNEEX Web MARKE.
AR
BEX Web MABERLH ‘EEZERSEREHE" ik

BXHMER, BBEBEEX Web NABE,

B HIEEIRINAE SRI0ETNAE
BARRAE, FHRIEERINEEXFHER storebrowse HITIUT#RIE:

« Storebrowse -E 55l AE IR
« Storebrowse -L B&5E A AMIRMIEE,
« Storebrowse -S 5| HiTIEMNEIR,

AR

RIS EER AuthMangerDaemon FRERE storebrowse <, HBERSRAVARA S 515301
SRINBERR 245,

BX¥ER, E2E Storebrowse B S 9I5IFIE38TEE,
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RERRDILIRINGE

REABRAIAFLEZTFAREE LNEEREBA/ZETIR. RANBERT, kELTFEARS. BARE, &F
IR A2amEYPE Citrix Virtual Apps and Desktops #1 Citrix DaaS (LA#i#F# Citrix V|rtual Apps and
Desktops iR$3) =i&.

BhR7s 2203 &2, Citrix Workspace MARFZHUT=MHFENRERBRESEN:

o NEAF—K-REBHH - BRI\ wfclient.ini XHHH KeyboardLayout &, EFHEEHES
SEBHNRELS BRS S, R KeyboardLayout HIREHN 0, RAEEIER L 2 VDA, WRE
KeyboardLayout EREAREIES, WESHENREERLSE VDA, ERIFHIENEFIHERRR
BHEAERBALRILMNEN. ENAEN, BIEHERIZNARER. XEF—R - 2iERHRERER
Citrix Workspace [ AiZFiE R NIRRT R.
- RUTEEY - ENEFHEETRN, WAMSEEFHERTRED RS2
o FRAY - IBTREFIRERRS S LEFENREERR.

ﬁ*ﬁémfm S} 15%[%%@%%%@&0

Microsoft Teams H% & OWIFRFISIY

7z Citrix Virtual Apps and Desktops 2112 s{E&hrasigid HDX #TH AT, &ERILITE Microsoft Teams #rfE
AN EO#HTWMRAMRIN, ARSI EMARETERRIN. BXHHEOEENEMES, BHS1E New Meeting
and Calling Experience in Microsoft Teams (Microsoft Teams FEFr=INFIBEIFAL) XA,

MNREEETITRIBMR Y Citrix Workspace B FEf2F S Virtual Delivery Agent (VDA), i&i#i2, Microsoft i
SERABRFANE, B2, SEAUARIZHZINEOD (2203 XE=Ak4) # VDA 5 Citrix Workspace MEERF
WS, BARIIESRA, FEHINGEEREZRG, BELEANAMEEL,

} =

P =

ILIHEE{NTE Microsoft Teams # G KR EFHSEIH. Microsoft #H Itk E#HE, EAILIEF CTX253754 1L
RECOEERMN S,

12387 USB iRENBmMEEMINAE

BLEatR, EEMHEKREHENRER, RESWENEER. Fit, REBEEE VDA, EXREF, EFE
BEEENHREFNBABHEER. RIAMERT, USBRENBHEERALTERRS. BXFAER, HSHA
USB #8493

BfEE R

o IR AREEHE Citrix Workspace M ARF T E# TSR IR, SHIIEEKFE R, BIETER
IN# T B R IIEEIROL. 3% AuthManLiteEnabled 8B4 True FEXE S Citrix Workspace R A#E
Rt HBtRE, [RFLNX-8694]
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o EEM glibe 2.34 RESMAWIRIERSPRERAT App Protection Thaer Citrix Workspace Rz
BEE, BERASISEENRIRANTERKLK, [RFLNX-8358]

« LHEfEA Microsoft Teams #%37 P2P BBIEH SIS WNHEF—ERIEN, ATFERFHIR, — CPU KO
A ATRERIE NS 100%, [HDX-38974]

« Citrix Workspace MB#EFAZIFET Debian bullseye B9#ihk7s Raspberry PiigfE&4:, [HDX-37000]

o HIEEHHEE ICAXHNSEFHMSFERIHEN, KNwfica saSiTREINTIIREER 0, B2, ZEIME
FEEAE, M’ 2. Citrix Workspace MR 2106 siEmhAP IR, [HDX-38916]

« 7£ Citrix Workspace R REFH, EZEITHILIT Microsoft Teams HBiER, EAIAESBEIEBUEMHFE, LAY
BERUTHEHIZES:

“Call could not be established.” (FsxEEIrMEM,)
[HDX-38819]

B8]
2308 pyERER

s PRNEEATEEONMRGE, MRERHAARE, WARIER—FEIRERS. JURKILLEIRES.
[HDX-55087]

2307 FRERN R

« 12 Ubuntu kg4 22.04 #fER Debian BB EIERREFAT Linux 89 Citrix Workspace M ARZFET, &
RUFILUTEIR:

AppProtectionService-install.service BRI LK, BXIFMEE, EEF “journalctl-xe”,

BMERINRET App Protection, EthsUrElthsEiR, [RFLNX-9995]

2305 FHERM B

s YEFERBERTASTIAN, TN HNEEINBEFMEE L, [CVADHELP-22336]
 LZITH Avaya WorkPlace Y, BN AREFIKERE LS REREUE, [CVADHELP-21558]

2303 FER B

« £/ Ul %4 Citrix Workspace 28T, AIAEF A7E Ubuntu 20.04 71 22.04 %% App Protection
EE. MBRSGZEZRFERSGITRERENAERF. [APPP-1067]

« 72 Ubuntu 22.04 £¥ AllowMultistream Ei&EH True BF, ErAJEETAE Citrix Workspace 12
FEhiZs 2303 FEahRiE, [HDX-49916]
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o WATRET A ERERERXHERT Linux By Citrix Workspace B2 s 2303 #1TH A6, IthinfEk %
7£ Red Hat. Ubuntu 22.04 #1 Debian 11 Linux %%ThR L. [RFLNX-9620]

o MREMAREFIEREERE Citrix Workspace B2, ZMAREFIRERFLEIMLN, HEERTRESKEIN
THIRFES:
“GLib (gthread-posix.c): Unexpected error from C library during ‘pthread_setspecific’: Invalid
argument.”

fRRTER, HRER glib R4S 2.76 XEEARAS. [RFLNX-9445]

2211 gy xNiaER

s BEHRIENTTRERENES ID #BiRHES. Fla: XM “transactionid” XX, RAE: PHWHEXFHEBE
Firg, [HDX-45618]

o REMFsH Citrix Workspace R AEFN, AfEHIIMTHEIRES:

“The X request 130.1 caused error:”10: BadAccess(Attempt to access private resource denied”
(X 35k 130.1 S35812:710: BadAccess (EidihiR1% B REIELSE)")

BEEUHMERIE,

fRR7T%: BME SHOME/ . ICAClient/wfclient.ini BBEXHH¥ IgnoreErrors=9,15 &ift
7 IgnoreErrors=9,15,32, [HDX-44416]

o LM Citrix Workspace R RIEFFE HHEME R, Citrix Workspace NARFERERAEREIRNTE
. RBEERIEFRE longlivedTokenSupport SHEIRE N True WA BRI, RRAE: H
TUATRIEZ—:

. §MZl /config/AuthManConfig.xml xXff.
2. %% [AuthManLite] BAHEHUTEE:
<longlLivedTokenSupport>false</longlLivedTokenSupport>

[RFLNX-9160]

2209 FHER R

« 41&B5h Microsoft Edge M AEF<IERY, Microsoft Edge BAR2RARMELGIFENE R, MRERAT L
TIRE, WEHIIEHEIR:

- DPIMatchingEnabled {&Ei&&X True
- BETRBRBHRMERHLLGIRIEEN 100%

[HDX-39764]

s WFEBSZTAFNEE+R, 2REATRFENRIIERARSEE VDA RIFTTRESKN. BRAGERENBA
£, [HDX-44255]
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« EEMEIEEMIENG, VDA ATRESHERR. H&7E DDC EBAT “FFiE USBREEER” £MHIEES USB
REEEImS (Fla0 USB LEXEMN) B, SEIMLELAM, S, IBTE usb.conf XEFBRNERIMNA
vid=xx pid=xx split=01 and intf=00,01, Z/&, &AM Citrix Workspace R Bi2FE5h
RIEHIGBEEAIGENED. [HDX-44117]

« & F Debian 11 #y Raspberry Pi ARMHF #{E& %, RiEBohAIRERKK, Citrix BINEERETF
Debian 11 #9 Raspberry Pi ARM64 121E =45 & TF Debian 10 89IHAR Raspberry Pi ARMHF &/ & 4t.
[HDX-41729]

o BEREKFE, ERFIEATEFSMEBRSEEFZTHRR. B, ErIREFRURENTNERNABE. B
F5ERIRH B BIARSS LUMIFRIES. [RFLNX-9051]

s EEREERTEHBHEMRSE, FTRASHNBR. AT ERRYEBMRSHER B, [RFLNX—8951]
+ 7£ OpenSUSE SLES 15 /v, HIGEZIIREFEME, AaEBR—MEEr®F. [RFLNX—9109]

« 1A B &% £ RHEL9 #1 Fedora 36 ERch BB AR S, fBIR A% H{FE SICAROOT/config/
AuthManConfig.xml X#H¥& AuthManLiteEnabled B{EIRE N False, [RFLNX-9128]

2207 FEERBE
o XAFE# ICA BEpMEAT CAS MNAREE, rlRexstIl CAS $iEusEr DNS #i, [CVADHELP-20018]

« £/ storebrowse f<B, MRFRMHMBEE_NLABE, BT ENE— N LAEEBMNAREFIS
H. FRRAZER, ERMNEANZARFISEZA, SABRMERENNABE, [RFLNX-8953]

s ERERIEF, €A Windows Media Player 3ERISTET, BARAT I BERTEIERISAFIE K, (RHE7E DDC
RIGE T LTRSS A S IR, TR

- “ERMIMRRIDERHITESE KB R “H ER T HRIXE”

- “Windows Media EEM” 8ER “AF” (BRHALE)

- “NEBABTEEW KBERN “AF (BHAEE)

- “InvertCursorEnabled” €& “BOTH”, #7t ~/.ICAClient/wfclient.ini SXfFdiaRNT LU TE:
* |nvertCursorEnabled=True
* |nvertCursorRefreshRate=60
* |nvertCursorMode=1

[HDX-37259]

2205 FHERMBE

 ELIEATF Linux 19 Citrix Workspace R AR12FF 2205 hrim s TiEEE, ERlsERB I KIEMEZR-,
MBESF LAY JPEG X428 E A Force a specific default lock screen image (G&flfERSE
WRIABRAEEG) RESBEREMRREHNAE Citrix VDA 2203, MHIMLAH, @RS ESFHLE
Citrix Workspace R Bi2FFhras 2207 S E=hras, [CVADHELP-21572]
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« 7£ TCP #1 EDT/UDP #EigiRHAia], sNR— M Bk 4% SSL $5i%, MM MEZESRfERE NS RIERMmEK,
MEFHE MM ZE TLS EBEEARRF, HEFFPRBIEBEIT—MMEHTIER, WS SSL #iR. BRAZE:
£ ICA xf4%% HDXoverUDP E14%i& &7 On = Off, [RFLNX-8747]

« 7£ Citrix Workspace i fA#2F 9+, HDX RealTime MEHRENMIAELEF 2 7% A MIPEG WSS B9EE&
Mo [HDX-40352]

« Citrix Workspace R Bi2F PRI ERATAE A EMEM. & Citrix Workspace R A 2R 5 VDA ks
2109 A ESRA—EEANRHIILRA, BRAE: RITUTRIEZ—

1. &% Citrix Studio,
2. YRIE “ERMSTRRRID IS HITESE RIRIRE,
3. METHFIRPERHEIENREED, [HDX-40287]

o fff storebrowse -a MSHMMAREHER storebrowse -E fn$#%8Y, Storebrowse #27]
BERKRIK, IEiRBRIE Raspberry Pii2ERFRHIL, MRAZE: HITUTIREZ—!
1. S#1% /opt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. AT %E:

<StorebrowseIPCDisabled> true</StorebrowseIPCDisabled>
<!--NeedCopy—-->

[RFLNX-8803]
o FERZINEBRINABIER, Storebrowse MEERTRES KM, AR Debian 32 (IR FRFHHI, iR
AAE ITUTREZ—:
1. 813 /opt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. RAMUTEB8:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy-->

[RFLNX-8743]

o ATRETATE Ubuntu 22.04 LTS %%t Citrix Workspace R B #2FH Debian #fF 6, LWAMMNERER
Ubuntu 22.04 LTS EAR7E#E ICAClient FAFEM Libidnll 3FE, fERTT % ERE Citrix Workspace
[ ET2FH Debian a2 81, 7 Ubuntu 22.04 LTS £ %2 1ibidnll, [RFLNX-8839]

2203 gy xniaER

+ £ Ubuntu mEFPEHEB ST ETBNELRERSENY (RDP) NARFN, BMEEFHITENESITE
T8, BRE—NETRBETHS, TiEid RDP EZInERE 2 A, Ei&H RDP NAEFHMERIATAHAY
“Use all my monitors for the remote session” (ERZEMNFE EReESHITIZIERIE) SEE, ELEEN
MZERIMEEP BRI, [CVADHELP-16768]
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o ERFEMZEHAE, Citrix Workspace BEEFA A= Clientname #l clientaddress B8#if%i#ss DDC,
Ak, FRAEFNBMIEF I IP #1T/HEN Set-BrokerAccessPolicyRule AJRETIAIE & T1E,
[CVADHELP-17667]

+ 72 Skype FERMSIRENFE ALY, AT ERER, [HDX-37860]

2112 FRER R

o SRBAXAKN, XFEETARE. M Linux BRI EVERR, ENRXRpRP S HIITE>E, [CVADHELP-
16170]

2111 R EHIEE
- BRENAEER, REAESETNES, [RFLNX-8337]
. ZiRBH Citrix Workspace R Ai2FE, BEBRSARRETLETETH, HERUTHIRES:
FAPEXHIES 2
5B EBkR <A Azure VM Debian 10 & lkiERE, [RFLNX-8336]

2109 FHER B

« En# Citrix Workspace R REFEY, ATBEARS B MR SHOME/ . local/share/webkitgtk ffyidHA
BEXM. RRFERFohBRXLEETF
X, [HDX-28187]

« EDDC EEAT “ZimN0” &, 2iA#EMA Citrix Workspace N BEFEHSE RN AREF TESKLK,
[HDX-31016]

o ERXERASEESNRIEBHRIETESKM. EMRT Linux 89 Citrix Workspace R BERF 2104 REShR
ABHLRE, BRAERFHMNSERER, [CVADHELP-18402]

s EEFIHEMEMEELREFR, TRASEREMEEIRIE—R, AL, FFiHEHEMEERIEAIETARM
BRIE{T. [HDX-34114]

o XFBTREAREFEIIHENEELEN, wiica #EMERAK. Flt, NAEFITESEHFMNRERERERK,
[HDX-34701]

2108 FHERN RE

s MREALBRSB/OEHTE (GSLB), LR E (TTL) AR ERNATERSEFHE RS (DNS) ML, E
itk, A WebView #4175 HIIEFTRERKM, [RFLNX-3673]

2106 HRYER RE

« ERE=ER, €A CEF-BCREEMNARE, #EARRBEBZIYAERAUE, HILRENRRZE=75X
Fri CEF B9BRHl, [RFLNX-7724]
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s SREMGERS—TMEARFRE BCREME (B9 YouTube %) B, FWNBIEFSHRER G,
[RFLNX-7730]
 f£/ CEF-BCR EEmNESRE, XAEEMH Web TEE, #HiRAEHMHERS B#HME, [RFLNX-7667]

2103 FER AR

o EASREIERRELZHE, Microsoft Teams AT8E R TS TMN , BIE ] gE R RIARLE R, [CVADHELP-16918]

2101 FEERBE

« B, Citrix Workspace MBIEFAgETA7E Microsoft Teams E2IENRIMSA, [RFLNX-6662]

IBAR>C 1

BXEmEPELEE (EOL) Wr=Ghkas, BSIHIHR .

F=FEH
Citrix Workspace [z 12 rI8E & 2 1RIB A T XA R E X MR FOHITIFRI M E = 5

iEAT Linux B9 Citrix Workspace M B2 5$ =778 (PDF T#)

UM IHEE

B, Citrix 2RHREMINE, FRAIREFREE XA BETREN RGNS, Citrix TEZ LR
MINEERSZRFZRMG), EDRMHEHEXLEIRENRR, Citrix AIRESRIBRIGMN™EN. REMNEEUN RIRNITEE
Fo Citrix RENF R LW MThEEF @k, HERTEEMN EEAREREX LI,

FRARTRG hir R BYZHRE

November 26, 2023

BRATERPHRIINEE D R EFFRRBREFFRPER, HATFRUAZRBHNS. Citrix TIEZREAT
BRI R IINAERYSZHF RG], EDR M XLETNREM R IR, Citrix JRRSRERIBMmEN. KEMNEEENR
IRHITIR(Fo

ZERasBIERINGE

B 2309 hR7cEE, UEINRETER AT RF IR (H,
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ERZNETEN, MREFTHJTBIERIYT REHEREEFER, IEFE0YT REERERENHERENERS.
te5h, HEBRMSZMETRSNRIEN, INEFT RIEXEETRE. MREFMHBZIFETR, IERENHOTRRE
o

=

AR
IETNERN 2 F5 E B R FIm N BN B Es.
BRINERT, LIset FEBRES.
EREMALThEE, BERITUATRIE:
1. Sfi%l SHOME/.ICAClient/wfclient.ini X%k,
2. BEIWFClient 2453
3. AT %E:

MultiMonitorPnPEnabled=True
<!--NeedCopy-->

BN a)E:

o YEFHIRIEMNEORNRE2FEN, ARERE_TETHEN, JEARLTEEF - TETRLERE
o [HDX-55370]

BJLUEEA Podio REA AT RIR R 1R

BRHESEKRRREIIE LIRS S 5NIEAE
B 2308 hixAsite, IhIhREER AT MR PR,

ElehZAEIEE T B, Speex #1 Opus fREFDSZENRINT BIEQ BRI (PLC) ThaE, 1E5RAVEIEHE AT L
KR RELAEURIT B8 ER T EMIENHF. PLC BEITEMWERANKIES, LRI TREH
EERRFENHDAR, FMES UDP S5MpEsnttat. FIAERT, ERIELTFEARS.

EEALLEIRINEE, BRITUTERME:
1. £#1% /opt/Citrix/ICAClient/config/module.ini BB X4 H 3 Hi#{T4RE,
2. BINTAIRBREEEAX:
JitterBufferEnabled = TRUE
<!--NeedCopy-->
3. BRAOTFRER PLC:

PacketlLossConcealmentEnabled=TRUE
<!--NeedCopy—-->
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4. BHR UDP =#nIhge,

BILAfER Podio RE ALK ATERRIR AR 1R,

% RARRIT S %

B 2308 hR4siE, tEIhREERATURARTF IR H,

iEATF Linux # Citrix Workspace [ F#2F FH % Stz R TR 15 2 Atz &, IhREA TS EHUCRE it
BRBA. BASERITEFENERRITERERENRE, £ HDX 2EFEPFEALARFHREN, BAUS5%
RRIERREHEITRE,

RIRRE E IR FAENRFAOT!

o ERIE: BIEMITIR,

o Rop: FRRFEREMIZRE, ARKFHERER.

o BRTGEN: BRRFEREMITRE, AERARIEGREIMER,

« BEREZHY GMTARESD) . ARRFERZMIER, HERETHA.

ERIPRE

o AEIFRIENEN, XEKEAFHMTEHEE.
o 7£ Linux VDA +F%#

S0 a)=E:

« 2RERIRES Join Displays (MAERE) (FRBER) MZERBRLIHLSMIT, [HDX-52394]
o TEIRETIATE ASUS iER F AFHRIRRRAGRE. [HDX-52521]

BILUEEA Podio REAMEATAShRIRHE R 15o

> #F5ERH DTLS 89 IPve UDP

B 2307 hR4siE, tLIhREERATRARTF IR H,

LART, @i IPv4 M 2iHEAT Linux B9 Citrix Workspace R A#EF 5 Virtual Delivery Agent (VDA) Zialfd
DTLS &%,

fEAhRAH, Citrix Workspace M B#EFZ#pER IPv4 # IPv6 iz DTLS i&E#.
BIAER T B LLINEE,
E5EABF Linux 89 Citrix Workspace R B1EF 4R IPv6 DTLS 5 VDA BiFiEiEl, THIEEHMEE.

BJLUEEA Podio REA AT RIR HE R 15Ro

SHHER TLS 9 IPv6 TCP

B 2305 hiwasite, hIhREER AT R PR,
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LAET, @i IPv4 M =iFERT Linux B9 Citrix Workspace M AB#EF S Virtual Delivery Agent (VDA) z a8y
TLS %%,

fEashasH, Citrix Workspace [ Ri2FziFi@d IPv4 1 IPv6 E2izs9 TLS &%,

BINER T B ALEIhEE.

fEiEAT Linux B9 Citrix Workspace R A#2FH R IPv6 TLS 5 VDA HiziEiZE, THIGEHMEE,
BILAfER Podio RE A IR ATERRIR AR 1R,

AR Microsoft Teams R EREHF IR 1
B 2305 hRASiES, MIhRETER AT AR 1R 1.
BT Linux B9 Citrix Workspace MB2FE Microsoft Teams {STEE IR T SUHAIERERI,

HUatRE CPU BFRIBER. E4hMZAF, GPU EA] BT T HImmi#iTHRIG, MMEE CPU AR, HEEA
CPU ZREMRAEET&A GPU NEZF IR, ISR H.

WEFM:
BRRERET RN GPU BahiEfF. MRALE, FHEAUTHLRERNN GPU KapizrF:

sudo apt install va-driver-all
<!--NeedCopy--> "

BIAERT, IR TFERARS. ERAITIEE, BFHRITUTRE:
. &l /var/.config/citrix/hdx_rtc_engine/config.json X,

2. KENUTESE:

"VideoHwEncode": 1, }

<!--NeedCopy--> "

BILUEEA Podio REAMBEATRSARIRHER 5o

%5 DPI Itfg

B 2207 hR4siEe, thIhsEERATURARFERH,

7£ Citrix Workspace MBEF IR BN E =0 ¥EM DPl FRES SN BEFNSE ST AN ERTE, a7
BU7E Linux BPIGRIRBFTSRINAERIE, VDA SIEMERIE BhEH.

DPI #RMEERTARTHNSDOPRERSE, LA TURBTFEEENRITERUTASR:
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. NARERF

o X

. Bf&

« HftERTER

AR
DPI ILERIhEE{R 235 GNOME. KDE #0 Xfce £SmEIFiE,
BOINERT, IR TERRS. ERALLIIEE, BHITUTERE:
1. S#7%8 SHOME/.ICAClient/wfclient.ini B2& >+
2. ®%5 [WFClient] SR BEUTHRE:!
DPIMatchingEnabled=TRUE
PR

B, DPILACIHRER IR P ih EEY 348 EL Bl
%R DPI Ei{ETRS, Microsoft Teams i AIBET AR 15,

s11EiEAT Google Chrome i Citrix Workspace Web ¥ B R#EIRSELSIEN L1

B 2109 hiAsite, hIhREER AT R PR,

H{EE A F Google Chrome # Citrix Workspace Web B RIFIRSEL NI E AR R INE I+
. ATUTEEAT Linux 2109 89 Citrix Workspace M A2 5 EMIiEA T Google Chrome # Workspace
Web ¥ B, Itti B Google Chrome Web R AEEHiR#. Workspace M FBIEFHERN HIST BHZAHE S
EMMIS Citrix Workspace Web ¥ Bi#fTi@(5, BB, Workspace MR EFH Workspace Web ¥ B2 ER
Workspace Z#8 A7 28 A F e E R ERIE A P E ARRFARE. BXEMAER, BBARSELL,

Global App Config Service

B 2109 hiAsite, EIhREER AT R PR,

fERHEERT Citrix Workspace B Global App Configuration Service, Citrix B R a5 @E S EHEENR
12 Workspace BgsS URL.

ERMBEFHE EBHBAE AuthManConfig. xml XHF S B ILIHEE. S MM = SICAROOT/config/
AuthManConfig.xml HHRMUTEE:

<key>AppConfigEnabled</key>
<value> true </value>
<!--NeedCopy-->

B Workspace fks5 URL i€ EMi#4MM= S, E50F Global App Configuration Service 344,
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AR

« & A F Linux & Citrix Workspace [z F #2 & {X fi£ /# Global App Configuration Service 12 fit
Workspace A5 URL.

RAMGIREEX KRR (GA)

BRS58ThRE IERX & BhRZs
RIBARSS 2889 HTTPS iz 4% 2308
SIEERRAMN BEERER FIDO2 #178%% 2309
IE

¥ 32 fUSehR 2309
FEM ™ RE A SR [ 2 18] 2 AN RE G ST A AN {4 3 2309
BEX Web MABEHNREEELEE 2309
BEMMNRTUESRINAE 2309
X REBESRR 2309
%5 ARM64 (R R 4514 2309

ERBERMFAM

November 26, 2023

23X
BHER
Linux R#%:
o fRZx 2.6.29 HEFHRA
piEsa):

« &=/ 55MB

o MREHE FEF/RNRES, WHHMNEE 110 MB

+ 3t F /A HDX MediaStream Flash EEE# A £ &% (system-on-a-chip, SoC) i&#&, ZVHEE 1GB
RAM,

KRR
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp#keyboard-input-mode-enhancements
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp#support-for-extended-keyboard-layouts
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new#https-protocol-support-for-proxy-server
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+ 256 BHEAENMIET

e NP

.

+ glibcxx 3.4.25 ESHRA

. glibc 227 HEBIRAE

+ gtk2 (2.20.1 HEShRA)

+ libcapl sk libcap2

+ libjson-c (BFMaELM)

+ X113 X.0rg (F%#F Wayland)

o udev ZiF

o B4 Linux EE16&4H (ALSA) libasound2
+ PulseAudio

BBNARSS AP !

« webkit2gtk 2.16.6 HE&HRA
. libxml22.7.8

e libxerces-c3.1
YmfRTDERE

» Speex
+ Vorbis RfRR328E

#7T Red Hat Package Manager (RPM) M99 2 &K

« chkconfig

MLEER
IR i
. TCP/IP

H.264 £k
XFF x86 %5

o WIBBRMRMEEN 1.6 GHz
33F HDX 3D Pro InsE:

o WIERHIRMEEN 2 GHz
o BEINEERIEIERFAYIES
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xtF ARM i&&:
o H# H.264 251 HDX 3D Pro #FZEEMREH H.264 #5235,

HDX MediaStream Flash EE[

A% HDX MediaStream Flash EEEMFAEEXR, BESRMIRFOLXE CTX134786,

BWEESENREZAEARAHE NS AR RXERNER, UMARMIEURSTEEEXNES.,

SHBIEER

FEFEAS OpenSSL 89 cURL 7.68 S E Sk #{T=H 4101,

EPxmeREY (CEIP) £/ ER

« z1ib 1.2.3.3
o libtar 1.2 XEEHRAE
+ libjson7.6.1 KEShRAS

HDX RealTime REHFEHMAEIEER
+ 5Video4Linux %A MMLEEERA
+ GStreamer 0.10.25 (HESHRA 0.10.x), EIFRITARE “plugins-good” &,
&,

+ GStreamer 1.0 (HEShRA 1.x), BIFLITHM “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” 0 “gstreamer-libav” &

HDX MediaStream Windows Media EEAEXR

+ GStreamer 0.10.25 (X EFARE 0.10.X), EIFD &hRAH plugins-good 3, —R&M S, AkZs 0.10.15
HEShRAELUHE HDX MediaStream Windows Media EEBBNEK,

HE,

+ GStreamer 1.0 (HEBHRA 1.x), BIELITARK “plugins-base”. “plugins-good”. “plugins-bad”.
“plugins-ugly” 1 “gstreamer-libav” &

&E:

o WNRMEH Linux X1THRPAEFE GStreamer, AILAM GStreamer TTE#H1T F &,
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o SEAFLEAE (BM, “plugins-ugly” FEMRIE) FIREREMBRIARHIERLREFAIE, BES5RE5R
B RBERLFKER,

HEBATEERER

« webkit2gtk 7 2.16.6

Philips SpeechMike E3k

« 3518 Philips Web 5 I REAE X R EHIEF

App Protection Z3k

App Protection IiEERE& U FRIER S LUK Gnome Display Manager:

« 64 fi Ubuntu 18.04. Ubuntu 20.04 #1 Ubuntu 22.04

+ 64 {ii Debian 9 #1 Debian 10

» 64 i CentOS 7

« 644 RHEL7

« ARMHF 32 {ii Raspberry Pi OS (&7 Debian 10 (buster))
+ ARM64 Raspberry Pi OS (EF Debian 11 (bullseye))

AR

o INREFEAB Citrix Workspace MBREFETF 2204 hk, App Protection IgeB AR glibe
2.34 HEShRASBIRIER S,

« 7£ Ubuntu 20.04.5 {ESkAF, HEWT .deb REEXHES, Snap Store RERFREITH. It
ZEEFAXZFAFRRT. BAlt, 4NELEPEHABTITHEER gnome-software. gdebi #
synaptics SEHMMREREZFRE Citrix Workspace R BiEF.

Microsoft Teams i1t EK

AhRA:
« Citrix Workspace M2 2006
/G

+ GStreamer 1.0 XEEARA LK Cairo 2
libc++-9.0 XESHRA

libgdk 3.22 H{EShRES
OpenSSL1.1.1d

X64 Linux &Z1ThR

BEf:
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o 51K 1.8 GHz 3% CPU, BITESAX SR=i8GEIE RIEIZ 15 720p HD £
o WizEMiZ CPU, EA#ERN 1.8 GHz, HRAZE/) 2.9 GHz 8955% Intel Turbo Boost A

BHIRIESSRIhAE

e LibsecretE
e libunwind-12

RSSESMER
Bk 2106 &, aJLU7E Citrix Workspace [ZFA#2FH Debian frads 2RSS ES M,
fE% % Citrix Workspace A2 Z#i1, MEIRSITIUTH<:
sudo apt-get update -y
WIFNER LRI -
+ libwebkit2gtk-4.0-37 kit 2.30.1 REShRA

MREEME Debian, EHETUTHS:

sudo apt-get install libwebkit2gtk-4.0-37
<!--NeedCopy-->

NREFERRIZ RPM, BE1ITUTH<:

sudo yum 1install libwebkit2gtk-4*
<!--NeedCopy—-->

s$F Ubuntu. RHEL. SUSE. Fedora g Debian, Citrix BiX&ERERIH libwebkit2gtk-4.0-37
hR7s 2.30.1 REEHRES,

33 F 5% Buster OS B Raspberry Pi, Citrix Bif&% % libwebkit2gtk-4.0-37 ks 2.30.1,

+ gnome-keyring 3.18.3 XE S kA
- WMREFERMZ Debian, BFEITUTHS:
sudo apt-get install gnome-keyring
<!--NeedCopy-->
- WMREFERAR RPM, BETUTHS:

sudo yum install gnome-keyring
<!--NeedCopy-->

e Libsecret
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- NREEANE Debian, BFETUTHS:

sudo apt-get install libsecret-1-0
<!--NeedCopy—-->

- MREEAMZE RPM, BETUTHS:

sudo yum install libsecret-1x
<!--NeedCopy-->

&E:
BhRZ 1910 &2, NHIRMERFARELUT GCC hias&Hps, Citrix Workspace M ABIEF 7 BERTAEAIETT:

o EATF x64 FREM GCC Arzs: 4.8 SiERARE
o« EAT ARMHF x&#45498 GCC hieas: 4.9 HESRA

Bhi7s 2101 &2, [RERERFHEUTERE, Citrix Workspace MR 7 B TERIETT:

o GCC4.9 BB
+ glibcxx 3.4.20 HESHRAS

BhR7s 2209 &2, [RERIERFEHEUTERE, Citrix Workspace R FA1ERF 7 R TERIZIT:

glibcxx 3.4.25 EShRA

REMTIE

Citrix Workspace R A#2F 5 Citrix = mMFiE Yai2 2 Ish 9% S

ERIAEX Citrix =R4EGARANGER, URTHEAN Citrix 2ELEZFSENSSRE, 1E28E Citrix =R4EamE
GE

RSB ER
StoreFront

« A LUER Citrix Workspace R 2R 2 5052 2 1A ki 45 i@ 2R 48 & 3% 0 Citrix Gateway 3kifia)
StoreFront R FHEIE:
- StoreFront 1811 MES R,
- StoreFront 3.12,
o TILUEREE TERT Web 89 Workspace 89 StoreFront, i&FBF Web & Workspace 1217 M Web 331
Y2318 StoreFront M ARIERINIR. BXLILEBERRE], H5H StoreFront MXHEFMEZEEEET,
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EEENIE R
EE
iEATF Linux B Citrix Workspace 2 Zisi@id I FE—FR B HTTPS # ICA-over-TLS %,
o XIF LAN ZE#z:
- M StoreFront fR559 StoreFront 3iEHF Web 89 Workspace

o WTFREMNTZERNAMIER

Citrix Gateway 12.0 XEE R4
NetScaler Gateway 10.1 RE=Hx7A
NetScaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x

Netscaler Access Gateway VPX

B StoreFront =51 Citrix Gateway HrAEHIER, E5F StoreFront WAL ER,

Certificates GI#)

EWHRBRS [T IHZENR2ER, BEAUTIES:

TH (BER) I

MBREMX ERET TRIER, AP RS LA MREARNIERMANEMELRIER, thREFBTFERA Citrix
Workspace [ZR#2RifiE Citrix Zik,

AR

NREERNTEEZEMRBIES, NEERAZEEMERES, WIIEATESRK, BARIEBRESTE
MERES, MREEFBRESHES:, WEETNARFELERH. KT IHIERFERRERIES.

HRIESH
NFMANTEHBHEN, BEAARBNRERERED ZMEE CAILES.

MFRMAEBRIHEN, FE—TEEXZEBUDEZNRE CAIER. B5RAEERKRLERGHE.

FRAPIRE LRERIES

EFATLS, AFRE LFERERIES, A ERIERSSHIED LAIEBMEANMES. BIAER T, Citrix Workspace
AR S AT IER.
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IEH
Class4PCA_G2_v2.pem
Class3PCA_G2_v2.pem
BTCTRoot.pem
GTECTGlobalRoot.pem
Pcs3ss_v4.pem
GeoTrust_Global_CA.pem
DigiCertGlobalRootCA.pem

BECTTIES

AN

Verisign Trust Network
Verisign Trust Network
Baltimore Cyber Trust Root
GTE Cyber Trust Global Root
% 3 XAHTIERMENIG
GeoTrust

DigiCert 2548 CA

BEMEBATAER—ZRNERRSSENEMRSIES. Citrix Workspace AEFXIFBEREFES, BRYUMA

RIESRARN T 2RI ERX LIS,

B UE ERERBRAEBHERET, FINERESMAAMN (SAN) I BHEERSBAMIIRIIER, B IEBTLN

BN QIIEBMANY A X LIEF.

s ERKE Citrix Gateway

MREMIEBFEFEEREESR, BFTFZFEIEBHME Citrix Gateway RS #|IEH. BXER, E51 Citrix

Gateway SCHHRRVED E HR{ENEFo

91R StoreFront fRSSBLERMESFRERIEBLENFEER, HEBLEPEIERLUSFEEFAR, BERT

TP, SARBZRM StoreFront NE®E:
1. BIRIRER—1 %1 PEM XM EhE+H,

e

MRHRAR XM BE R .pem BIEH, EEA openss1 TREFFIERERN.pem X4 BE.

2. ZEER (@FE N root):

a) B—1E %12 SICAROOT/keystore/intcerts,

b) #ETHEEITUTH?:

SICAROOT/util/ctx_rehash

XA RS B P IIE SRR

Citrix Workspace A2 5|\ 7 BN 18I ARSS 33 B IESRER,
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BE:

%% Citrix Workspace L A#E2F Z#i, EMIARSS/AMX EHIEPERILAFARERRE, UTERTEE
ATRERRIK

o RSBV KECE BIEHIROIRIESD

« IRSBRMKECET BIEFAEPIENER

o BRSF[RMKECE BRI HAN LRI FELES
¢ REB[IAMKEEBERIXELWREIER

IIERRSS BRIEREY, Citrix Workspace R AREFEHERRS S (M%) REHFAIEIER. 524 Citrix Workspace
NRREFRA—#, EUSBRIBEPEENE. MIREMEBYREE, EHERKK.

5 Web F5333FaviE HEEERAALL, HWERIREMM™E, T2 Web MR BADIERSEEMRIES,
BFARSE (HWX) RE—HERIIES. —HRERMERTRSSH Citrix Workspace R AEFEREEK.

MEMXEE T XLEGROEE, BERAUTREHTECRNIEIL. HEREERAEE Citrix Workspace MBEFE
FRVARIES

o BRSBB|IEFTA
o nfFIFRIENER
o RERIES

Citrix Workspace AR RBRIEFAXEIERREEH B M. ks, Citrix Workspace BRFERRIEHREE
ERGIRIES. R Citrix Workspace NBAREF R EERGIRIES, EEFEK.

BE:

o REEBMEANMEFTLSMRIER. MREFECAX—BMTENEIESZ%, BHEENEEEERES
BUIRIE . 130, HEFEER N RIEEERSSHEBAIES (DigiCert/GTE CyberTrust Global Root
1 DigiCert Baltimore Root/Baltimore CyberTrust Root) , EELRAFGE L, XM MRIEBELH
B, EEMEE L, RE—MEBETA (DigiCert Baltimore Root/Baltimore CyberTrust Root),

o MNREEMX EEET GTE CyberTrust Global Root iE#, NIxXtmFi&& LAY Citrix Workspace [z
BREFERERY, BSRIEBMANGRN L UBELAERMNRIER. ZEIR, RIEBREARIH,
PREIEB BRI,

o RLRSBAMKMAREIRIES, EMEEEEHRZIt. EMMEINEIERMA T,

MRAMKEE T UATERBIES, FATAIUERUTESR, BIIRIES:
o IRSBIB[|IUEF A
o TBIRRERER

Citrix Workspace M Bi2F & ERAXEMER. ERIERAFIEE LMRIER, R Citrix Workspace [ AEFH
B —EEMIERARIES, FEWAME (GId0, mERIES), EERTh. BN, EFEEY, WEERM Citrix
Workspace M BiEFFRENHIERES, BRF 44 Citrix Workspace N BiEF iR EEE MM A SRIES,

MRAMKECE T A TIER:
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o IRSEBIEBTH

o TBIFRERES

o HIRAUIRIES
Web 35533 a] e RBESHIZMARIE R, 1B, Citrix Workspace M BRZFASZEEIRMIRIES, FIEZEEK,
KU MEANMERS N FERES, EXMERT, INXEEMERENES (EFREERIES), F0:

o IRSEBIEBTHG

o THIFRERES 1

o TBIFRERES 2

BE:

o REEPMENMERARIXEZHNHREIES, MRFEZSMRIES, HERBHRANRIEBNDERE
EERANRIES, WERALIER, AXMERLT, ELEFEERNREES. FlM, REHRANIRIE
# Class 3 Public Primary Certification Authority EEHENEIRZ R ERZ M FESES Verisign Class 3
Public Primary Certification Authority - G5, 1852 , MRSk ABIRIES Verisign Class 3 Public
Primary Certification Authority - G5 581 f, Zhka<#& &1 Class 3 Public Primary Certification
Authority, EEMAKRIEBARERRXERZHEHES.,

o XXEFZMHENEBHRIEBABHEEMNERERN (MAWR), EXXELEWREELEERRNMEL
EEIF (RE), LEFFAIUBRZXEZHNHERERSEENREIER (F90, REIFREIES 2) ROFFE,

WEEALRE (RBERIEBMNRXEZNHREES) :
o IRSEIEBTHG
o TBIFRERES
HEEREMXEENERARXEZNPEIER, BAMXEEERBRAHRIES:
o IRSEIEBTHG
o TBIFRERES
o REIRREZRERES [FifEF]
TR AWM KRB ARSS 2IEH:
o IRSEBIEBTH
EXFMERT, & Citrix Workspace MBEFHAFZIFIARERES, EZIFEK,

< SSL EEN AL BRE

Citrix Workspace R F#2FFhRZs 2308 25T SSLIEEMNAFIEBREI, LIREELT B G LAEHERIREH
BMETHPER, EALTEE, Citrix Workspace RILGIER S RAIEBEZHINERH TLS &, RIMERTREA
IteZhEE,
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Workspacecheck

BA=IRMMA workspacecheck. sh #E4 Citrix Workspace AR L EGN—E2, ZHIAKREERNILE
REREFMBRAER, UXH Citrix Workspace ABRFNEMEIIME, ZHANTREGH ULilities BR
#,

iz17 workspacecheck.sh [z

1. 72 Linux it EMPITH iR S,
2. X cd SICAROOT/util #i% Enter BEMIAILERHFEM Utilities BR.
3. X\ ./workspacecheck.sh LUETRIZ,

R IR IR (ER S
Citrix EH N AT BN ARFNRERKIFR PR RMHE,

SRR ENEEE, Citrix SMLZARSERSTEZXIFNNAEFIRERFAE R, AT EBBEHX—R
%, Citrix IS BEREZHNEAR I RN AEFHRERARAIERRD, MRIEFTESFZIFHNABREFH
BIERGEX, Citrix Ra—FSREE LR,

Rk, HENER

November 26, 2023

BILUEI M Citrix Web ihsx (REERTFE) THEX#HREE Citrix Workspace A2~

I53E Citrix Workspace 2R
BERITUTESBUIE RS L ER Citrix Workspace R BI2FHI S aihRZs :
1. IR —EBED.
2. BITUTHS:
stF Debian #x4:

dpkg --list | grep -i dicaclient
<!--NeedCopy-->

cat /opt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy-->
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3+F Red Hat #4a:

rpm -ga | grep -i icaclient

<!--NeedCopy-->

HE

cat /opt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy—-->

tF Tarball #hira:

cat /opt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy-->

FohRE

M Citrix FEDIE FHUTREE,

Debian &

RIBEIRERFARRENRE Icaclient HFE,
EFRER USB EEM, BRIBEEHNRERARRENRERP— ctxusb HEE,
=

ABRFRRMEE, FRELEMERRDED Icaclient M ctxusb BHEE,

LGRS IE=E i RE

Debian #f (Ubuntu. Debian. Linux Mint

%)

jcaclient_<version>_amd64.deb BBIARS X%, 64 i x86_64
icaclient_<version>_i386.deb BBARS X, 32 i x86
jcaclient_<version>_armhf.deb BBARES >, ARM HF
ctxusb_<version>_amd64.deb USB #1461, 64 1iI x86_64
ctxusb_<version>_1i386.deb USB #&, 32 1iI x86
ctxusb_<version>_armhf.deb USB #4488, ARM HF
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5573 Debian M &3 {T4
WESRE:

BT EELREMBUTHNRRAER, NRAEREDHFR,

M Ubuntu £# Debian ##& %% Citrix Workspace [ f#2FET, iE7E Ubuntu Software Center F3THF XL
BwHa,

ELLTRBAS, &5
packagename i HEBER AL RNREEHZ T,

Itid#2st Ubuntu. Debian 3¢ Mint RS SITMANRGEEERSE, TERLUBEWEH XA HEHE THM.deb
B ERREZRGE, HRPEEIRH— T RHEEEESR, BT THEMRINLERS. NRLETANRAE
123, Citrix BIWEER gdebi (<¢17TH).

AR
7 Ubuntu 20.04.5 {EEARAH, HEWE .deb REEXHE, Snap Store RERFRBITH, tRERRF

AEFRAPRER. Ath, WAELEPERGLITREEH gnome-software. gdebi #l synaptics &
Hih i RERFZE Citrix Workspace MR,

EERABTTREREE, BRITUTERE:
1. LU (root) AP BHER.
2. IR EIHRE O,
3. ERUTHSZ—BITRE:
o apt- FEAUTHSLTEAGRIXFRMN Citrix Workspace lARTER:
sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->
ERE USBHHE, BETUTHS:
sudo apt dinstall -f ctxusb_<version>._amd64.deb
<!--NeedCopy-->
« dpkg -1 - fERAUTH<SLE Citrix Workspace ZBiER:

sudo dpkg -i dcaclient_<version>_amd64.deb
sudo apt-get -f install
<!--NeedCopy—-->

ER%E USB B8, FHETUTH<:

sudo dpkg -1 ctxusb_<version>_amd64.deb
sudo apt-get -f dinstall
<!--NeedCopy-->
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+ gdebi - AU TH$RE Citrix Workspace N B-ER:
gdebi dcaclient_<version>_amd64.deb
<!--NeedCopy—-->

ERE USB 48, EETUTHS:
gdebi ctxusb_<version>_amd64.deb
<!--NeedCopy-->

AR

ctxusb REBAAED, BTFZHHERA USB EXEMINEE

4. BhrA 21012, 2HBUTRERRT, BERERE App Protection:

{ Configuring icaclient |
Do you want to install the app protection component ? Warning: You cannot
disable this feature. To disable it, you must uninstall Citrix Workspace app.
For more information, contact your system administrator.

Do you want to install the app protection component ?

no

<0k>

5. FERR ML App Protection A,

£ Debian %8 _EEiR TR % App Protection 4AfF
BhRk4s 2102 &2, Debian ki Citrix Workspace M B2 5 App Protection Thgk,
BEEXRTRE App Protection 4Af%, iE7E%%E Citrix Workspace M ABEF Z BIMZIRIEITU TS

export DEBIAN_FRONTEND="noninteractive"
<!--NeedCopy-->

sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"
<!--NeedCopy-->

sudo debconf-show +icaclient
<!--NeedCopy-->
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sudo apt dinstall -f ./dicaclient_<version>._amd64.deb"

<!--NeedCopy-->

Red Hat #48&

RIBEHIRIER AR REWRE ICACLient BEE,
EFEREA USB EXM, BIRIBEEHRIERARREMREEP— ctxusb RHEE,
AR

NEERAMEEE, BRAETEMERRERN Icaclient f ctxusb &S,

Bl BB wE

Redhat ##4& (Redhat. SUSE. Fedora %)

ICAClient-rhel-<version>.x86_64.rpm HBHBIIRSZE, EF Red Hat (&#E Linux VDA), 64
i1 x86_64

ICAClient-rhel-<version>.1i386.rpm BHBNER$S =, EF Red Hat, 32 1 x86

ICAClient-suse-<version>.x86_64.rpm BEBIIRSZH, HF SUSE, 64 {iI x86_64

ICAClient-suse-<version>.1i386.rpm BEhARS =5, EF SUSE, 32 i x86
ctxusb-<version>.x86_64.rpm USB 34 8, 64 fii x86_64
ctxusb-<version>.i386.rpm USB 248, 32 1iI x86

==

SUSE 11 SP3 Full Package (Self-Service Support) RPM##HEEFH.

fEF RPM {8 1TRE

NRE7E SUSE LM RPM #rfEa %2t Citrix Workspace MB12R, 5#M YaST & Zypper 212, RPM 528
BEFERE . rpm RtE, NMEBDXRBHEBIN, WIGHMEIR,

R

RPM #4 0 E BB R RET ML B ER K.

o XfFEA SUSE WEF, 357 OpenSUSE EM&s<1THER zypper install <file name>F
BHREZI
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o XFfFRA Red Hat 9%, 57 Fedora/Red Hat EfEA yum localinstall <filename> F
HHREZIRMY,

M RPM Rt B R
R
WIIEREEREMBUENRAER, MRAEREDHFR,
1. i&E EPEL Zf#&/E,
AR

xtF RHEL #1 CentOS, 5% EPEL FhEE,
SAEZ BERINRE Linux VDA, BXINfAIRE EPEL MER, ESIMHA,

2. LUE (root) BFRBHESR

3. ?T;:F_ jﬁuﬁﬁuo

4. BIEPREAN Zypper BITUTF=MRHEENRE,
R

o ctxusb BANERHE, ELEZRHEULFER USB EEM.
e ctxappprotection BEERHEE, VY EEREE App Protection AN A REZRHE,

¥t F SUSE =&
e zypper in ICAClient-suse-<version>.x86_64.rpm
e zypper 1in ctxusb-<version>.x86_64.rpm
e zypper 1in ctxappprotection-<version>.x86_64.rpm
3+ Red Hat &=#:
+ yum localinstall ICAClient-rhel-<version>.x86_64.rpm
+ yum localinstall ctxusb-<version>.x86_64.rpm

« yum localinstall ctxappprotection-<version>.x86_64.rpm

RERKNREE

£EF Red Hat B9417hR (RHEL. CentOS. Fedora &) &, MNREMUTHIRHEE, FHHRM— EPEL 68 (%
AfE 887 https://docs.fedoraproject.org/en-US/epel/ sk 3l) :

requires libwebkitgtk-1.0.s0.0"
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Tarball #4a

RIBEHRERARERAEHRETENEF—M R,

BB R RNE
Tarballs (&R FEMLITHRAHIRIAZE)
Tinuxx64-<version>.tar.gz 64 1ii Intel
linuxx86-<version>.tar.gz 32 i1 Intel
linuxarmhf-<version>.tar.gz ARM HF

3 =

AR

« IRBHEXREME, BM tarball Zii-@ %% Citrix Workspace MBER., (IREEETEEAS
B, 7EM Debian #EE % RPM #Ea % Citrix Workspace B2,

o BENERBENITEN LERRMARNRESZ. MRHITIIRE, ERIRSBIHREENAFELAN
TR

£/ tarball it @H1TREE

AR

tarball HEEFRPITRBINICE, BARRERHI, SRR PIRERFIERFRBIN,

1 A EHED.

2. ¥ .tar.gz XHHABRNEI— =B RP. Fld, BAN: tar xvfz packagename.tar.gz,
3. 8 . /setupwfc #i% Enter Biz1TL&ERER.

4, EZIINME 1 (RZ Citrix Workspace M B1ER), fA53% Enter .

5. BAFMEREERMERFMEM, ARG Enter B, (&, % Enter BERINIBERE Citrix Workspace [
RiERF.

5 (IR) BPRIBALREBRRN /opt/Citrix/ICAClient,

ISP HNBAREB RN SHOME/ICAClient/platform, platform BRSHINREMIRIERAL
FERBIARIRAF, B8N, SHOME/ICAClient/1linuxx86 &k Linux/x86 F£4&),

AR
MRIEE TIERIAMULE, 57E SHOME/ .profile g $HOME/ .bash\\_profile # SICAROOT
FIgEZNE,

6. ROURTMSURIFRT, BN y Hi% Enter 5
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7. BJLLEER TR Citrix Workspace ARFERIIEHNSEIFEFR, REIBRHEE—IFERIRT, BRI
M3 Citrix Workspace R A1ER. BTERTA TR v LUBREM.

8. MBZHIBERE GStreamer, MATLLIEREER GStreamer 5 Citrix Workspace R BEFER, UKkE
& # HDX MediaStream Z&{kmniE, B3 Citrix Workspace WABIEFS GStreamer &5, BERT
FTHEN Yo

AR

HERLFA L, Mtarball RMFBRETFIHRSBARAERTES KDE #1 GNOME £RETBEME,
ERAIAH gstreamer-0.10 BYS IR, MNRBRILLRIE, EHLIEREH#TE (EA ctri+c 8) Hiz
7% gst-inspect-0.10 -- gst-disable-registry-fork --version, {7
25, AUERBRIAANIE R FEMETT tarball 46,

9. WMRLUFI (root) AR BMNESR, EEER Citrix Virtual Apps and Desktops 5% Citrix DaaS (WABiFRA
Citrix Virtual Apps and Desktops BR%5) WE%% VDI R AR USB %, EIRAF TR y AR
USB %#¥.

AR

MRERZLFIAF (root) HHER, WKERUTESER:

“USB support can’t be installed by non-root users. Run the installer as root to access this
install option. (USB Z#F:%H3E root BRRE, B root BFR B ITRERR, LUARtbRE
i&lﬁjo)

10. RERHE, TREXBFBERET. BRERERERF, BHRA 3 H# Enter 5

iZlE=

DB IFIET 2 ICAROOT R BENFFHMNREER. FERNAPHNBRINZEBR A SHOME/ICACLient/
platform. platform T2 R RFAHWREMNRIERAEMNITIRF, FldN, SHOME/ICACLient/1linuxx86
R Linux/x86 F &, AP RERINEGEER| /opt/Citrix/ICAClient,
&ZiE:
« B Citrix Workspace R ABIEF, SAUSHITRENAFERNAR BHER.
o 0% Citrix Workspace M B2FEH, AIREFR2EEIMIER SHOME/ . local/share/webkitgtk 89
THABEX . BRRT AR F MRS LT .

7£ tarball Zuff L1 Citrix Workspace N 12

1. X $ICAROOT/setupwfc #H#% Enter Biz1TLERRF,
2. EMRREF I, ERA 2 7% Enter 3,
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7£ Debian/Ubuntu 2/ &4 Citrix Workspace B2
1. fTA—MIREL.
2. FRUTRSZ—BITRE:
sudo apt remove dicaclient -y

<!--NeedCopy-->

sudo apt autoremove -y
<!--NeedCopy-->

xE,
sudo apt remove dicaclient -y
<!--NeedCopy—-->
sudo apt purge tdcaclient -y
<!--NeedCopy—-->
AR

TR UERRIERAAE T ERFR Debian BFE,

7 Fedora/RHEL/CentOS i&E R4 % Citrix Workspace M ABERF
1. TA—MERImED,
2. FAUTHIEBITRE:
yum remove ‘icaclient -y
<!--NeedCopy-->
AR
T a UERRER AT E T MR RPM &,

I Citrix Workspace M REFHEHE2E M. BXF4ER, ESREWIE Citrix Workspace 5z T2 Bk 228
7o

B

75885 Citrix Workspace M AEF 281, BRIERZHRERN Citrix Workspace MAEFHNZAIRAS, B Xi¥4s
B, iB83WiE Citrix Workspace M BIEFEBIMRZASER -

EFEHEIEHhR A Citrix Workspace R R1ERF, iBM Citrix TE TEHRERHM Citrix Workspace N B 1EF.
WFREIRE, EOLUIRRBUTRES D PRI BHITIRE:
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« Debian #ta
« Red Hat #+a
« Tarball #f

MRENRFHRRET Citrix Workspace E#ERF, RASKNRBERARER, HERIRMANRE, B2, NF
Tarball B8, EEBUTHR: BE—IXERFLRETRERFINEZARESR, E5—IXHRPRET BIRA
MR ARERF. EXMELT, ENRFRETEEFER MRENNEERF.

Citrix Workspace RREMERIE RSN ARZFN. BN URNEHERRENBRZFN, BHART U
48 F Citrix Workspace M#EF, RERE THRELSUTRESIFMER,

NN

November 26, 2023
ANB—HBENH, AIEEFAEREAT Linux 89 Citrix Workspace B B1ER

IR ARG RER Citrix Workspace M ARFHIZFIMRZAS. BXFMESR, BEBSRKIE Citrix Workspace [ZF
EFBIRRZAER S

R FREE

MAEEEAFATANNAEFNESEREE—NMIE, — NAFPAURE S N AREHIRBEREENA/IEZEY)
. SEGRHEATRENZRNIZENNARE URL, ATLUEE Citrix Workspace B BIERFiHIR)X L i 5.

BXNABERNFEES, 25 StoreFront i,

N R R RS

a[U7E Citrix Workspace [z 2R AR RN LA TR ARS8 :

» Workspace

« StoreFront

o Citrix Gateway MRE&EE
« BEX Web MAREE

Workspace

Citrix Workspace E— 1 EF=WE N ARE, f@E I MESEEHEtEef— RN ARES. SENRE
(BB, XEFFEALUZ Citrix DaaS. RANAER. FtMBohR AIEF. Saas Ml Web R BIERF UK 238 A
2R, BXxiF4EE, 1555 Citrix Workspace #if,
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StoreFront

StoreFront 27sthi kW BB IERBER, XA Citrix Virtual Apps and Desktops i IN BIEFNEERE
1S FRFERNNAEEF.

BXFAER, BB StoreFront Xt

Citrix Gateway NMAREE

¥ Citrix Gateway BEBE RN A VFAF MREBMLZINER#ITER. B, M Internet simi2BE#ITERNAF.

BHEX Web W EB®EE
B 2203 &, &AM Citrix Workspace F B2 iAIRIRALRMNEENX Web MBREE.
ZFEAITHEE, R Global App Configuration Service FJA8, MIEHRITUTIRME:

BEAMKIFEEREAENX Web AREZRME Global App Configuration Service s iFisiak URL 5I&RH, 7
g EENX Web AEERE, 357E Citrix Workspace [ AREFEHRINMF RBHIREBE X Web RARE URL
sk TR, BENX Web MABEBEAN Workspace AR2FEOPITH,

BEXARLAPRE Web RAREIE URL B¥AES, 520 Global App Configuration Service,

AR

BEX Web MABEARZF ‘BIELERERFEHRE" ik
EMiREENX Web AEE, BHREKF > RNIMBREK,, EFEEX Web AEE URL, AEEEHMHIBR.
ERABEEME, BHHE AuthManConfig. xml XEFBHEBEENX Web MAREK. ERRZEHBIER:

1. %l $ICAROOT/config/AuthManConfig.xml EEEX .

2. BT E:

<key>AppConfigEnabled</key>
<value>true</value>
<!--NeedCopy-->

EFEAIkThEE, 302R Global App Configuration Service RAIF, NIERTUTERE:
MITUUTECE SRR

1. Ef12l SICAROOT/config/AuthManConfig.xml BEEEX .

2. AT %EB:

<key>AppConfigEnabled</key>
<value>false</value>
<!--NeedCopy-->
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3. BIUTARNFMBEEX Web RARBEXSMEER URL 5,

<AllowedWebStoreCache>
<value><URL1></value>
<value><URL2></value>

<value>....</value>
</AllowedWebStoreCache>
<!--NeedCopy-->

=,
AR

REEBEENX Web MABE[ER AuthManConfig. xml XHFIHA URL, AIUEERBEENX Web [
AER AuthManConfig. xml 2R MERMY URL,

B ARE URL 7% Citrix Workspace N AEFT
ERIMER U T A ZRAFPRUEEREMEENN AEFFENKAER:

s MAFREFEFHRANKFER
c EEETHEFHENERI
o @ CLI AR RS

BAFRESFHRANKFER

RINREE Citrix Workspace R ARG, YEERBhZNARERFN, BERUTRER. AP EEMANEF it
SRS eR AL A BB AEFARE. AP BARIKF =S, Citrix Workspace AR H=IRIGIEERE,
WNRIIERLTN, Citrix Workspace B BEFSIRTAFERZK .

Citrix Workspace - &

Add Account

Enter your work email or server address provided by your IT
department.

Cancel

BEAFPERBFHREKS, BEIONKERIHENKENNBEFIENES.

« EE#EE Workspace MAREIE, &M Workspace URL,
o EE#EZ| StoreFront AR, IBRHIZRS (M URL, FlE0: https://servername.company . com
« E@Ed Citrix Gateway #17i&#, EmA M Citrix Gateway WR£REH S,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 56



BT Linux & Citrix Workspace M BiEF

N ABEENETBFHANEEAN

&I 7E A LATE Citrix Workspace B iR G BB Frb¢Htitt, LUIBRIAINS B FHR 4k B RIS,
BREAEZNSEXBEMNRARE, WHIAERT, Global App Configuration Service iR [EI#Y 55— Rz B/ 3G AR 00
ARLENAEE. NERE, AP RER UGS E MR RIS,

EERAILINEE, BHRITUTIRME:
1. Sf1El SICAROOT/config/AuthManConfig.xml X,
2. BUUT£BEIRENR false,

<key>AppConfigEnabled</key>
<value>false</value>
<!--NeedCopy—-->

W CLI R A®EE
HEERSMERSSTIEORIEEMAT Linux 1 Citrix Workspace NBER.

AXPEFMEE, B2 Storebrowse 43,

®E
BAIUTHZERGE, BEXRE, ARE%E Citrix Workspace AR,
aJLif&eg Citrix Workspace MARFRHBHNNE, AREHRTEXLEXH,

BEXRE

1. % Citrix Workspace L AR FRHEXHBAI —IMZ=BRP. ZRMH X4 N E A plat-
form.major.minor.release.build.tar.gz (5170, Linux/x86 F &M EXHFA Linuxx86-<version

>.tar.gz),

2. RIBFREFEXK Citrix Workspace LAEFRHEE, a0, BTLUARI TLS ARIES LUEEFEBNE NADRL BIE
B, XA2Z2i0E Citrix Workspace B FEFRENAEMRID .

3. {TAXMH PkgID,
4. BT, UETRREREEEBH:
MODIFIED=traceinfo
Heh traceinfo BiETERAMERE EINES.
5. REHXFZ M,
6. FTFAHMGENHTIE platform/platform.psf (i, Linux/x86 F&MFIERA linuxx86/linuxx86.psf).
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7. BRRAEXATIRIARBISIRASPAEENR. NAER, WARRZSHREMRE RN HIEIR. FEeLATLL
BREEMEAEERXAHIA), HENRNERGSERAXAGRINFIT. REEXHTIRPBTISFIA:

o XfFHEE

o HEXERER

s FRHE (BEIREN cor)
« MR

. FRiEE

|

o K/

8. REHXHIEXH.

9. fEM tar < EME Citrix Workspace REFRHEEXH, flW, tar czf ../newpackage.tar
.gz *, Hi newpackagez #A# Citrix Workspace N BIEFIR 48X E o

589 webkit ¥
iEATF Linux 89 Citrix Workspace iBi2FEE libwebkit2gtk (2.16.6+).
libwebkit2gtk EEUTHE:

o BT Ul K38, webkit2gtk SHIEBNAEERINEERS. FH webkit2gtk iR4s 2.24 HEShAIRINE
&R YouTube &K,

+ webkit2gtk fias 2.16.6 REREMAEGH T B RAEL U RS RFAFHIETEL

o ZNAEFSEHM Linux RITRZRBMEL, FHRHESHHN webkit 228,

AR
webkit2gtk TEEL Linux ZITHRFAET A, BERERUTEMERRRA X!

« 7£%%t Citrix Workspace A 2R 1906 a1, MR webkit2gtk,
o BEPEIZHF webkit2gtk 2.16.6 EBIRA Linux RITHREIEShRZA,

Bzh
A UTELRRT A T MER—E SR EIFEFR RS Citrix Workspace R B2,
HBREIRIEE 2 ICAROOT B AIEAERMHNLERR.

=R

TFHEARERTM Web PN %L, WREATEA tarball B9%E, ARFERTHAFEBBRSER
SIS
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KRR TT
BRELKIHRERA FBsh Citrix Workspace NMB#ER, 15!
1. X\ /opt/Citrix/ICAClient/selfservice

2. #Enter# (Hrh Jopt/Citrix/ICAClient %7 Citrix Workspace MAEFHNBER)-
Do you accept the EULA? ({Z2%#%S EULA?) SHEEREIEI.

Citrix Workspace - @

Do you accept the EULA?

CITRIXLICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms
of service covering the Citrix product(s) and/or service(s) with
which you will be using this component. This component is
licensed For use only with such Citrix product(s) and/or
service(s).

CTX_code EP_T_A10352779

Cancel Accept

3. BEHESMERINNARE,

AR

RYEBEREFEXIFEERT Linux 89 Citrix Workspace W B2, 42 E~ Do you accept the
EULA? (182%3#%% EULA?) IHFIE,

Linux £

AIUERAXHEREMSmIfER Citrix Workspace A2,

ERERmET, FalbMEEFE Citrix Workspace AR, Linux B&fThikasRE, Citrix Workspace [ F#2

FFRTER SR ARE,
7£ Ubuntu £, Citrix Workspace MBEFERERNT:
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Q citrid

g

Citrix Workspace

BRI
ERBEEED, FRE Citrix Workspace M ARRFHEHNERT, B LUTHUTRSR:

s RENETAN
o ERIAENNBEFNKE
o BEXHMIREHRINR

BRI

B SmEmMyBAER, ©EEASE Citrix Virtual Apps and Desktops = Citrix DaaS (LLaT#kH Citrix Virtual
Apps and Desktops iR) B9k, ALk, T8 IT HAZIFARATEELSEREIE— MK F002! Citrix Workspace
. RETRESERENDE KA EREM Citrix Gateway 3§ Access Gateway AR5588. iF 7] UM Citrix Workspace
FRIBRIK

1. EERITCHEENIKFATE L, RITUTEREZ—:
o BINIKF, BRERM. BEE5RAEESKAURNESEER,
o EENIKPEANABENFAEE (BINRGAMX), B8 ERE.
o EMIFRIKF, FREMER.

2. REBRRELRTHITERE, HIRTE, RRSHHITEHIIE.

KEET
ALUEARPRENBIRELETRE (2FRN), EAKARE, IEERINEFAPER (FOER),
o EEETOHEENENRE L, EAKEERMENETER—MR,

EAT LIS A Desktop Viewer T Ri=IIREshSEREMZERIENEORE.

Desktop Viewer

EXAP R EMNKEN S XNERAEZEARNAEMELEROEEUTRRE.
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LYRAFPREESHEMSEERERN, 1&FM Desktop Viewer, AFPMENSEIUREAFAHEMERE, HallE2H
ERETAEE. EXMiFEE LT, Desktop Viewer TEEMEEATFRAAEGEONSETEOS2RSIEEOZEY
i, BENERETRSNZETRSE. APTUERRE—AFI&E EMNZA Citrix Virtual Apps and Desktops =%
Citrix DaaS E#FERKEAREZEWIEURER S M REH, RETATFRIMFAERERIE. &% Ctrl+Alt+Del 51
M E UM SIEFEENERA NS EEERAPHSIE,

# Ctrl+Alt+Break ¥ HE O+ E7~ Desktop Viewer TE#4H,

BEEMREERIE
Citrix Workspace [z 2R Rl A EEF M A E RN SENNARER. fli, MEREDEH,
o EERIGHEENEANE L, S#REMEENAEFNKERH—HET,

IR 1
ENRERNBEFFEIHNENRE ERNXSF, AILUTHILRA £HEE.,

1. EEETHEER AR IE L, EE— N RGIREEE, ARERUTERZ —!
¢« %5 - A KEHNAEF RIS NI
o Qi - ATKEHNAEFRIEART NEHX I,
o TIRRNIR - FAVFRESNAEZF R,
o BRERR - BRKE N BEF AR BTRIET.
2. BERN, EEME, AREE—ERGZIFIIERNS.

ESANE S S8
BREZRNEAMERGK, ATUESENRERNAERFSRENINE R NENERENS:
EEETXHEERNE e NAMERENNE L, ERUTERZ —!

o EARNZRNMMNEREN - RIFREHNYBEFERAZNMMEREN.
o MERBENZFRNMMBZBEN - FRIFRE N BREFERZXMMEEEN.

Flash Player
AR Flash AEMETAR. LREEEE Flash Player 127, HaENR. siEfNBERER:
FEENEERN Flash 5l b, ERUTERZ—:

o AR - REBHRE, ErgsBRRREeN,
o« FMUURE - RERFBRLEEFERR LM,
o BREBWIF) - RET Flash AEREBRT.
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JEZE

@id Citrix Workspace AR, ARAIURSMBLRNENSEMNNARE, URRIEEZHIE Windows.
Web f#4EIARSS (SaaS) AR, A L@ Citrix StoreFront =i&id Web Interface tIZ2#918 Web TIEEIE
BPRiARE,

&£/ Citrix Workspace Ul #2355

Citrix Workspace i B2FERRIBAFAMKSIEE (B, AP EZEIARSEEE) UK Citrix Virtual Apps and
Desktops = Citrix DaaS B REBEMIEE ERAF A ANENKEMNARERF. oUEREIEDR > kA ERE
StoreFront AR$32869 URL, SiEMIRAEE 7TETEBFHIEFRMA LI, W& N B TR #HI TR S,

'

R A StoreFront RS 8: LML ABIECERABERMNER, WELHMBFRERES, WENABENE
FREURFEFMIRRE. X4F Citrix Workspace A R, ¥ ETRMNARBME URL HM—1RRZNAEE,

ERRIAEER, BPRSEERUTEDRR: WEkx. fRENZBERF. BRISE, FREHENNER. E
E SR PRI N BT, 158 X ERS RIS S R RN N B R R

EERLE

AT A Citrix Workspace M B#2RF 5 Citrix Virtual Apps and Desktops = Citrix DaaS RS 88 2 8| 89iEiE A0 B
RLRINEE. IBHE, FaUAZSMERBERXLEILE,

BEREERNAFNESHIREARAKES, BXRA ‘AR —HARATRAFESSEERRITHNES UK S,

MEF LTINS BREEH IR

g Citrix Workspace M AREFER LM SEEN BEFELRAT, BIAIE T JIRSISSMIER, LI, EaMmSTT
g Web 5381 ER.

A% <178)22 Program Neighborhood & StoreFront fR53 32193
DB

MR AR EXT Citrix Workspace LBREFM=EMM. MAKE, HEAUTHSHTHM:

./util/storebrowse --addstore \<store URL\>
<!--NeedCopy--> " *°

1. REEBERIINIEENTAREFNME— D, 1t ID AEUATHSZ—FHRIMITHSIBNE— I FRH:
o FIHARSEE LR FRE KR EMNAER:
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./util/storebrowse -E <store URL>
<!--NeedCopy-->

o FIHEEITTHNKSENNABRER:

.Jutil/storebrowse -S <store URL>
<!--NeedCopy-->

2. BITUTHSUBHRESENARER:

./util/storebrowse - L <desktop or application ID> <store URL>
<!--NeedCopy—-->

MRETFEREIRS R, VWAeFEmEERRFRRSHFUER SOCKS KEBFHH. EXFAES, BSH
RIERARSS 230

M Web 331528 6132 E1E

M Web ¥eBa2IENEEBEEE R EIEPADNIT. HFEFESHARNRKRRMIRERSE, Hit, FTERE
FRIPRITRERE,

NREFshA Firefox. Mozilla 8 Chrome i&& .mailcap M MIME X%, EERUTXHER, BT XLEEL,
. ICA X% map Citrix Workspace R AFRIAITX M wfica, BEEREANYEE, BEMMER0NKIERE.

1. FETUTH<S RS Citrix Workspace EARFHIFEEARE, MRLEIFRINMUIE, NWEERSER
ICAROOT Mg B, ErIUERAZALMIHER

xdg-mime query default application/x-ica, ®%JURE “wfica.desktop”s
export ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource install --size 64 SICAROOT/icons/000_Receiver_64.png

Citrix Workspace app
xdg-mime default wfica.desktop application/x-ica

xdg-mime default new_store.desktop application/vnd.citrix.receiver.

configure

2. 8l B B i B X Jetc/xdg/mimeapps.list (B & & 1 8 & %) o SHOME/.local/share/
applications/mimeapps.list (mimeapps.list). & X # 89 7 5k &% M A [Default Ap-
plications], BRUTASR:

application/x-ica=wfica.desktop;

application/vnd.citrix.receiver.configure=new_store.desktop;

)

CEEBBAEL AT/ RS RENE LR Firefox.
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53 F “Citrix ICA IREXHRE”, HikE:
« ThzzgFp “Citrix Workspace M FTER Engine (BiA)”
B4

o “GERAHM..”, SABEEXHE /usr/share/applications/wfica.desktop (&Em Citrix Workspace [
RREFNEERRLE)

14

« SHOME/.local/share/applications/wfica.desktop (EMEIFEBRRLTE),

HEEFARD

BAEUEREEROERREDNEE, R — M EEERNEFNRHIEAR, BIZIR, BAMEERAILL
IR E RS A RN ERH THEIS I H R IEE, EEEPOR, BRAIUBSUTAEAERER:

o XA AERF.

o AHERIE WPBRERIEHXAERITANNEERF.

o NZEREASE. EPBREFXATITANNBEFNER A SRS R[OEEERE (FIERSHREE
FTEMIFFERER XHN RTER) o

o ERERGRITRE.

BIEEE
SEAEEPOERERE, BRITUTERME:
1. 7£ Citrix Workspace M RIZEFSEHR, BHEEFR D,
LB R R RIARSS 28 H 5 BB =iE,
2. RITUUTRMEZ—!

o EEIRSER. BIFERSUESH, HBEEHEM.
o EE—NNUAER, XFARED,

AR R EE5RTEE
LUET, IRBRBATLUM Desktop Viewer BIENETHET A E,

BhRZs 2106 2, REXEFS5EMRSEG—EDTR. WE, XPRMERH, UESZHH Citrix Workspace BI5h
MRFF—Ho HLIBRINEERHREMNFOTERF KL,
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Acc&ﬁnt Settings
Refresh

About Citrix Workspace
Accounts

Log Out

AR
ZINERT, IigsaIhaEE=ZBEHAY Citrix Workspace R BEFhRZs 2106 FHizfit,
EREANMIBENINE, BRITUTIRE:

£M3 SICAROOT/config/AuthManConfig.xml #¥# WebUISettings BEIRE N False.

fic&a

December 1, 2023

EAEATF Linux i Citrix Workspace AR, ARFIAUTEESBHRERENAEFNKE.

®E
[r=eats

EENBREGENFAEANIZE, AILUEX Citrix Workspace ERFMEEX . XLEREXHESR wiica
FEEIRTIRER. FTLURIERS SR E SR IIBOS R B B AR

MRBATRIERE, WAkERRERIE, MIEMEENSE. HIRETERSSBSERKRETREXHPIHE
B

AINRE

INREEAE Citrix Workspace R A2FHAFHEIAE, BB SICAROOT/config BRHM module. ini
REEX .

AR

MR ALI\\_Regions.ini FWNENZEHREANREE, WA=EH module.ini FWZEZ BN E,
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ATU\\_Regions.ini FWENMLEEST module. ini FHE,

RIRX 1

WM R X % SHOME/.ICAClient/wfclient.ini A &E %, wfica @i & B SICAROOT/config/
wfclient.template #iTOIE. BIRUERXHE, FRAIIERIGRARIFRE Citrix Workspace iBEFA
Fo

BRIgE

ENAFPNAREEN, BERAFK SHOME/ . ICAClient BRFM wfclient.ini Xk, LWXHHIIGER
R R FIZ A P R REERE,

WA EXH&E
ERGIwfclient.ini FMEBENME, B ALL\\_Regions.ini BIEE AL ETEE,

MBIEE—ME, WIEERZE. SHOME/.ICAClient/ATI\\_Regions.ini X & L ITE 56/ E
SICAROOT/config/AT1I\\_Regions.iniXHHigBENTTREE, BRREERIEH,

AR

Fwfclient.ini FIRENEMRTLLESTE module. ini FEE,

BINXHERHHHNSHBRATENEBDH, SMBOTLUESERENEMF X, IBTETFR—ANSE; Fin, 5%
B\ [ClientDrive\] 5&FixIEEN2EME (CDM) H%,

MRIERBEE, BNRBHAEFARIINSHIEERIAE. NMRENMNSHEFEEREEE, WEBMNARIAME. F,
fRig InitialProgram 8HER—1MES (=), BRRMERE, FIREP, BERRIME EREREITER).

RIEek
ATT\\_Regions.ini XHEEEMXHRILIRENSHE. ERLURGSHNERERRIRERE,
N ERIEERNERE, BIRUTIRFEN

1. ATT\\_Regions.ini - tkX#HMEREE U TXHFHIE:
o EIER ICA X
« wfclient.ini
2. module.ini - IR MHFKE ALL\\_Regions.ini. &E#E .ICAXHFH wfclient.ini RIREE, N
FRLXETNE. B2, XEEFRZ ATL\\_Regions. ini FHZBEHREE,

MREHPEAXEPEARILEE, WREA Citrix Workspace [ Bi2FHEBHHZIAE,
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} =r

AR

IR FRIMFFEGIIMER. FlEl, BFL2ERERE, RBaE IMwfclient. ini FIRERELE(E,

Citrix Workspace [ BiZFHIRE B

TECHBR IS RIEEERIRENEEEM Citrix Workspace RBIEFHEH, B 2303 liAMESREE, SE
BRI s ER A BabiEss Citrix Workspace M AEF 2 Bl iFHZ BT EIE, 7E Citrix Workspace MABEF&EO
, WRER. BENMTEEENNEIERRSEREEMERN, RAREHRETHE, FEHENAREMEEE
7789 Citrix Virtual Apps and Desktops #1 Citrix DaaS i&zk StoreFront M FB&E/E.

TENBENETLIEENM 10 58E] 1440 S, EoULBRHEREEIEF4IA 5 BB, Fiwm: 10, 15, 20 8
25 e FINERT, FEREFEDER,

AR
ILIHEEGER F ibE,

ERBEEH, BHBAE AuthManConfig.xml X B B Itk Th gk, S At E SICAROOT/config/
AuthManConfig.xml HHRMUTEE:

<key>ITOEnabled</key>
<value>true</value>
<!--NeedCopy-->

B FE A LA PowerShell #EE inactivityTimeoutinMinutes Ei.
EEPIETEN EEE InactivityTimeoutinMinutes #9518

1. T # Configuring Citrix Workspace using PowerShell module (f& F# PowerShell &ig & Citrix
Workspace #2),

2. WAER APl B ID FIZREAA BEERIZIEIR, B XFFIVERTF AR Citrix Cloud APl B4 S, 158
i# Get started with Citrix Cloud APIs (Citrix Cloud API \iJ),

3. ESAIESR, 5% Citrix.Workspace.StoreConfigs B B Z %4 Import-Module cmdlet, tigi2
W, NESLEXHHBERDIEIT Import-Module ./Citrix.Workspace.StoreConfigs.

4. ENEZEBERGE, BT Get-Help -Full KUIXE4F & cmdlet B9 % B, I 40: Get-Help Set-

WorkspaceCustomConfigurations -Full
5. i, EETUTHESUIE inactivityTimeoutInMinutes 8EBH 1 /6.

Set-WorkspaceCustomConfigurations -WorkspaceUrl -ClientId -
ClientSecret -InactivityTimeoutInMinutes "60O"
<!--NeedCopy-->

BEFEFBEF K LET ERSS; BARBT—RHAFITIH,
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RARFPARNT:

o EERFHIIZAHRER—KBH, BR— BT RIFERIEHEIE,
 APTIUEERFERHRBAHSEFERNARESR, EXMERT, REDITHNEREENEEENE, H
DU AR LR AREN R,
AR
REBIINEE R 7L Wayland (ERZUABIFE YA £ 1THR. St F 8 & Wayland B&1THR, BBUEUT
F—RAEER: /etc/gdm/custom.confzf /etc/gdm3/custom.conf g WaylandEnable=

false,

KAFR

7 Citrix Workspace R f#2R 2303 REBMAESR, KkABRINEATEHEEERRICEMNRFENE (2-365X) W
RIFEFRES. BRLLEES, EXRELERERME Citrix Workspace BREFHE R R,

1EBNtkThEE, BAERE Citrix DaaS KIERZFIEKE 365 K, i RETKEASHMNEGEL, BANERT, &1
FILEEE 4 XRREG AR, UREE &, ARG, YEEX 4 XW@ESEED Citrix Workspace B BIEFEET
.

B KA B RINGE
BERAFTEMEAUTEEE Workspace FIEEFEEXKAZER:

&= Citrix Cloud,

£ Citrix Cloud &=#las, BERBA LAMNKE,

ERTEXEEIEN > BEX > Hitll,

i TR 51%l Reauthentication Period for Workspace App (Workspace W BE2FHNEH 5 750 EHE
R)o

5. #i Current Reauthentication Period (H#iEHSMHIRITEAR) FEZHM Edit (FHiB).

6. 7£ Current Reauthentication Period (YaiE#H S HIIEHAR) FERPRNFIRHIRE.

7. &7tz Current Reauthentication Period (UBIEFHSMHIIEHIR) FEPMARKRHE KT El,

> wnh

BXEMER, BB TEF “Workspace N AEFHER S 7 IIERAR 8853 PAISLA:
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H citrix cloud x  +
€ Cc
Reauthentication Period for Workspace App @
This is the maximum time your subscribers can stay signed in to Workspace app before needing to reauthenticate (between 1 and 365 days).

Current Reauthentication Period: 2 Day(s) Edit

Learn more about Workspace reauthentication periods.

Opening Apps and Desktops

How do you want users to open apps and desktops in their workspace (Citrix Virtual Apps and Desktops only)

In & native app ~ Uses alocally Installed version of Clirix Workspace app - provides the best experience for the subscriber’s platform

Allow subscribers to install the latest version of Citrix Workspace app if it's not automatically detected. Don't select this option if subscribers don't have permission to install software.

Sign In Policy

® Disabled

Define the company usage policy that your subscribers must read and accept before signing in and accessing resources. Learn more

RIIESRAV S 7 I0IE
AAERBEOBRNEEPRSEHH,

1. iAiA) Citrix Workspace R 2%
LR 2R B HRIEE O,
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y Stare )
SrparcariL Chimpd] Loy

-

€ Workspace

citrix

2. ERENEREER.
AR FEEEREIFRZIRET.
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W 'S-I:III'E‘.

cifrix

Citrix Workspace is requesting additional
permission

Btay Signed in

3. g Allow (23,
AR

MREFELERTER, EREVNENBRIBT, HEES 24 /)\WEFR—X Citrix Workspace R A2,

BRXAERIEE

FERATLE Citrix Cloud Ul i AuthManConfig. xml XFHRZAKAERINEE. (B2, £ AuthManConfig
xml XHEFRIGEMNEFESTE Citrix Cloud Ul FigERE,

1/ Citrix Cloud Ul

%% Citrix Cloud,

£ Citrix Cloud f=#las, BERBEA LANRE,

EERTEXEEIET > BEX > EiET,

i F:&z5h2| Reauthentication Period for Workspace App (Workspace N A2 FHEH &5 10IEH
&) o

2 Current Reauthentication Period (L#iEfHSMHIIEHAR) FEZAM Edit (4Ri18).

6. 7£ Current Reauthentication Period (UaiEH S HIGITHRE) FERPHAN 1 X,

> wn e

o
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8 AuthManConfig.xml ¢

Y

EERKAERINEE, HEHRITUTIRE
1. 1%l <ICAROOT>/config/AuthManConfig.xml X,
2. BROTHRREESME:

<AuthManLite>
<primaryTokenLifeTime>1.00:00:00</primaryTokenLifeTime>
<secondaryTokenLifeTime>0.01:00:00</secondaryTokenLifeTime>
<longLivedTokenSupport>true</longlLivedTokenSupport>
<nativelLoggingEnabled>true</nativelLoggingEnabled>
<platform>linux</platform>
<saveTokens>true</saveTokens>
<compressedGroupsEnabled>true</compressedGroupsEnabled>

</AuthManLite>

<!--NeedCopy-->

EMZFERPEZEEX AP REFF S

BhR4s 2109 i, Citrix Workspace RZAEFSINT — M, ZIAWA] A FEMLEERFHINAF RIEFRFRHT
IRMLZIERBIFKIR. RIBELLAFREFHHRIER, ERILURENAEENEZER, LINEATFEUERRBAIFEREN
RIZZIER,

AR
o ItkThBETE Citrix Workspace MAREFHSEEHRZHHF, Itsh, x86. x64 #1 ARMHF 2 S iF096,
EAEXAFPRETRS, HHRITUTRE:

1. #ZI $SICAROOT/config/AuthManConfig.xml BEEXf,
2. BERMIIUTERES:

<UserAgentSuffix> </UserAgentSuffix>
EBEXEHREIE App M Version 7Rfl:
<UserAgentSuffix>App/AppVersion </UserAgentSuffix>
WNREFRI App 1 AppVersion, ERIERIAT (/) #1THR.
o MEMLZERFBEET Ul B9 Citrix Workspace R AEER, MUTHFAREREREMEERS:
CWAWEBVIEW/CWAVersion App/AppVersion
o MNEMLZIERFTRKEET Ul 89 Citrix Workspace MARERE, MU THEARIEEEREMLZIERS:

CWA/CWAVersion App/AppVersion
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B/
o N8R %k1E UserAgentSuffix FRFEKREZRI AppVersion, MHEEMLLIER I Citrix Workspace

Rz A2 hR 7o
« EF/E5h AuthManagerDaemon #ll ServiceRecord LUEER4E,

ARSS &S

RS ESNEERRSRAREMIRD T XHERS TS RAVAM T AMER&T. TIESRSHSITRRNE, BRERLL
BzhE Citrix Virtual Apps and Desktops #0 Citrix DaaS (LLgi#rA Citrix Virtual Apps and Desktops &)
B %7z Citrix Workspace M AREF R IFRSESEMNERNER, BERARKER,

BXIFAES, 1521 Citrix Workspace KR4 HRRIR S5 E 4148893

EE%EnERRHE

Bhia 2103 2, AIURERBNZ EREFSMEER. TRARERERENETAN. BEEHTERFMETRE
MBMRIE, MMRFRABEF 4L,

ERARBEEMH, BHAE AuthManConfig.xml X B ALt ThEe. S M F SICAROOT/config/
AuthManConfig.xml FHHMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

REERNEREMERIE, EFEEINBREFETEEMTHNRRREEDN. BXNAREFERSENRNEAES,
BEBANREFEREET.

BREREHR, BREESERNNAEFERSREN, ARERRETE. LIMEERRERRHYIEE,
FE, wALiEEEBRS B O Ctri+M B RER BN IEIE,
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Screen Layout - 8

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTHIER S PIEREINRE. HEERNTAREERNRHE.
ER— N RS MU AR BIERER. ARG, SIERRERRBEFEHITET.
PR

- BRARREEMERERARIETHNREFRBIEE,
o IEIHRE(GE R TARMC AU R R E.

BEX Web N ABERHFREEEINRE
8 Citrix Workspace A2k 2309 2, BEX Web ABEEFHREEEREAFEEBENX Web AR
[EPREZ B TRERTREIER,

ERAMBEEME, BYHRE AuthManConfig.xml X B B It IhEE. S M 2 SICAROOT/config/
AuthManConfig.xml FHHMUTEE:

<key>ScreenPinEnabled</key>
<value> true </value>
<!--NeedCopy-->

QEERINT SIENERRMZE, &7 867 Citrix Workspace Ai2FREHEIRERFIET,
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Cltrix Workspace

< >C () hetps://mywork.cloud.com

Switch Account 1

T Accounts
@ Citrix Workspace i SrmniWiiriepes:

Home

Favorites
Feed %

Actions - APAC Managed
— Desktop

Apps b

0 0 - O B

Desktops e
Favorites

All Desktops

[) Files >

EiERERRB, 7 Citrix Workspace NAEFREPEERERF, WWHEERRERBMIEE,

Screen Layout - &

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.

Click Save to save the layout and to apply it to the selected desktop.

Click Undo to revert to the layout you set previously.

Virtual Desktop: | APAC Managed Desktop -

Reset Undo

MTHERSPEREINRE. HEERNYAREERNRH.
ER— RSN AR BRERER. ARG, SIERRERBEFHITET.
PR

- BRRREEMEREARIETHNRETERBIEE,
o IETHRE(GE R TARME AU R E.
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N TR 25!
R A2 3 s vr A P 12 Citrix Workspace MARRFHHNARFES, JUAUTHREIZRAEFA:

o BRRRNEARENNEER
o XNEPNAFAFEERNNBER.

BXEFMEER, E2F Citrix Virtual Apps and Desktops #4962 M FFEF 4

App Protection

=

App Protection SE&Ed Xy EMRERAFARINRENILIERIETT. FEKFERN AP ERZ EHRRERIR
TR, IIEERLRE App Protection REEEERILHWHEXMNEARETARMRIF. B2, BERER
SHKRR, REEMCRBENHAEZTERESEN. BARNSASIRFFMFRX LR, BRIILERIEER
EREMEBEFRHUT IR,

App Protection 2—IHiNThaE, ATLIERER Citrix Virtual Apps and Desktops BHR 8RR £, ZINAER
HTEFIESREICENEEHRERRGEMIEES. App Protection aIpf L ERE  2/R89HEF SEMSURE
BEFENEER. ZMEANLEARNREESNFREE UL EAREICRSFBBRENF ABRER.
&k
« f#/ tarball. Debian #1 Red Hat Package Manager (RPM) 2 &% Citrix Workspace [z 72
RIS H5IEINEE. LESh, x64 F1 ARMHF 2M—= S Fa0R R,

« IbIh#E7E Citrix Virtual Apps and Desktops By asthZE R L1, 1thih, 73§ Citrix Virtual Apps
and Desktops iR$3 5 StoreFront & RRZHETR,

App Protection THEEE RETEVF Al IEAR S 88 L R EMIINF AL, EMM7FE Citrix Virtual Desktops # i, Hx
PRIRIEAE R, 15208 Citrix Virtual Apps and Desktops FRHERE SRS

HAiR4s 2108 &2, App Protection ThEEMB5e£i2fEM. App Protection ThEEX SN AEFMEERIE, HERKIA
LBFEARS. B2, BB AuthManConfig. xml XHHEE App Protection IThak, A 8exd FHIRIEEIESE
B BRS RN R E R B IZIhEE.

BZhRASE, ERILE Mozilla Firefox izfTHAIEIM Citrix Workspace [ Bi2FHEsZRIPHE R,
BHhiR7s 2012 &2, App Protection mhfe@—MsL0 4 IhEE,

R

App Protection IhEERiE & U TRMERS LUK Gnome Display Manager:

« 64 fi Ubuntu 18.04. Ubuntu 20.04 #1 Ubuntu 22.04

+ 64 fil Debian 9 #1 Debian 10

64 it CentOS 7

64 fil RHEL 7

ARMHF 32 {if Raspberry Pi OS (&7F Debian 10 (buster))
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+ ARM64 Raspberry Pi OS (&F Debian 11 (bullseye))

AR

NREFER Citrix Workspace RFREFRTF 2204 ki, App Protection ThEE AL #HER glibc 2.34 5
EShRASHIRER S

NEEMFH glibc 2.34 RBESMANIRIERFHLERET App Protection Th8ER Citrix Workspace [z
BiER, BRMERASISEENBMNRAANTTRESEK,. EMRIERSGSISERKEITIRE, BHRITUTERRE:

o EMRERERS, B2, RIFIFEMFER glibe 2.34 REShABRIER SRS A App Protection
Iheg,

o BERERAMERN, AEERLRENE Citrix Workspace R AER.

o BEILIMRERSAHITES, FMNEIRERFEFHER rm —-rf /etc/ld.so.preload X,

%%t App Protection 45 :
£/ tarball #EE%E Citrix Workspace MABREF, BERUTHES

“BEERE App Protection 41? Warning: You can’t disable this feature. (&%: REe2AItIHEE,) HAE
# Citrix Workspace M2, FHEIGHZR, EX¥AES, B5RAAEEREKR, [default SINSTALLER_N]:”

BN Y LUR% App Protection A1,

ZINERT, A%%E App Protection A4,

ENRITENUEEREN. RABEEENRDITENGE, App Protection T BEIRTRERIEIT,
%3 RPM #1189 App Protection 4% :

BHAR4s 2104 &2, RPM ki Citrix Workspace M ATEF2#F App Protection Ih8E,

ER% App Protection A%, BERITUUTIRME:

1. %% Citrix Workspace R AR

2. M Citrix Workspace R BiEFRERFH L% App Protection ctxappprotection<version>.rpm
YL

3. ENBRHAKUEEREK.

%% Debian #& 1 App Protection 4 f4:
BhiR7 2101 &2, Debian ki Citrix Workspace R B2 App Protection Ih&g,
EXIRRREE App Protection d, iE7ERE Citrix Workspace M AR Z BT MEmEITU TH<:

export DEBIAN_FRONTEND="noninteractive"
sudo debconf-set-selections <<< "qdcaclient app_protection/
install_app_protection select yes"

sudo debconf-show icaclient
* app_protection/install_app_protection: yes
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sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

BhR4s 2106 i, Citrix Workspace RZAEFSINT —MED, BFREASHEIEERSEN RS ESERES 5!
RCE R EEICRN R FREHEIRIEE,

ANEMRILEIEEE App Protection:

BRI TARARSMEI SICAROOT /config/AuthManConfig. xml H4RiEZ 4

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeylLoggingEnabled</key>
<value>true </value>

<!--NeedCopy-->

NBEBRSHE SR EAE App Protection:

BRI TARREME SICAROOT /config/AuthManConfig. xml H4REIZ 1!

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice App Protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeylLoggingEnabled>true</AntiKeylLoggingEnabled>
</Selfservice>

<!--NeedCopy-->

ERE-
o BIMEZRIPRIRER, App Protection $445EE&IET.
BRI

« BB, WRM Snap Store FREMNTARFERET, WREBHZRRIFHER, BASE: R85 Citrix
Workspace 2R BEXHHSREIMILEMNNBEF. 55, XANARER.
o YEZHNUBRRFRIFEONFSEER, B1TRR (BREREPARFRIPONARER) BETARE,

BMRSIETRAT

R ENEMRSIERRE Citrix SERIEMBHNXIEH,
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AR

Bhizs 2111 &, TR ERARSEE VDA BIBMINSIEREs.
AINERT, BEMRSERITLATERRS.
BRI TES, BRITUTRE:

1. M3l <ICAROOT>/config/module.ini X%k,
2. #%EICA 3.0 5
3. iI¥& MobileReceiver= 0ff,

EPAREITR (CEIP)

SRR3R BiPA BiBEMAta?
FRBEMER IR Citrix P43 2tE TRl (CEIP) M Le#dBaI#EEh Citrix #25 Citrix
BAT Linux &y Citrix Workspace Bi2FHRE. a

Workspace M RIEFIRSEREM  SMMMELE.
ER%KIE, HENBEIERXE
Google Analytics.

Citrix $#z8RZ5 Citrix EITTHARZFFBIBER IR, tbsbh, &R Citrix Trust Center (Citrix SEHL) ER
489 Citrix Services Security Exhibit (Citrix REZ£MER) FHIEEANBRITEFITHRIP,

Citrix &/ Google Analytics M Citrix Workspace i 2 F U & KL 3B R CEIP W—5, BRAIUEE
Google anfashiEH Google Analytics WERIEIE,

&Rk Citrix #1 Google Analytics &ix CEIP 8, ¥ FULiERD, 73 Google Analytics IREBIEUEE—MiIoh, %
BIRTELU TR MIBEZNRIEHH * RoRo IBHRITUUTIRIELUERR M Citrix 1 Google Analytics &% CEIP #iE:

. §MZ <ICAROOT>/config/module.ini X##FEH4%E CEIP &H5.
2. #EEEB EnableCeip #RHEHIEE N Disable,

AE:
¥ EnableCeip ZHIRE N Disable &, ERILIERLE Google Analytics WEErRET CEIP #iET
2. XEHIETRSIRRIERS A Workspace RBIEFHRZN. T ILIR(E, BSMEILUTER2 HRIEEIY
REE:

fiI8: <ICAROOT>/config/module.ini

#45: GoogleAnalytics

%H: DisableHeartBeat
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{&: True
AE:
F&REEE (EU). BUMZFX (EEA). BEAEE (UK) AP EER,

Google Analytics Waser945E CEIP #iBTREIE:

1BIER YR Workspace MAEFHR  BAEFBF Workspace MBEFIE
™ =
RIEBENAE RIFERhRAS WHTE R FAEERE
Citrix Virtual Apps BSOS EHEIY RN BEEMTHEE
and Desktops &iE/Ezh RAER
EERAFAER App Protection B2 &
N REFE 2R BT

[ R a e E & B s Citrix Workspace M BEFE B, Ziana2BAKIEPEEN— ER. SINMBERF
{5285, EAT Linux 89 Citrix Workspace M RZFHE R MERES IBGH,
A AE AN ER TR aER S

o BxBEnh Citrix Workspace M BER

o XMHEMBIEAER

- BREHBHBIEAER

AR

%= Z libappindicator R BFEEE RN AEFIETER. BEM Web ZEEAFEM Linux ZIThREY
libappindicator #{$a,

ICA-to-X i

A KIETT Citrix Workspace A2 TFitAIERS 3R, HRAHETAIEMSIF X11 Mig&. ErEFE
BIHTUAESE Microsoft Windows M BZF R G4 T AR Citrix Workspace M AEFH X Lixm UNIX T
Euh,

FE

Citrix Workspace NBEFHFERT 2 X 188, EXEERT, FIEE LRE Receiver REIEBRSZE,

BUtkFh A =ia1T Citrix Workspace R (BMEA ICA-to-X K1) X#FAMRSS 28 ICA,
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iz1T Citrix Workspace MAEF, aJLUEEMAATE X11 HHERBIAM Linux £EH ICA ZE X11 #6833, E
2, I ZEHETAIEM X111 BTRR. JUE—MRFEDENETT Citrix Workspace B REFHNSINEIZS, 7E
XMERT, 81 Citrix Workspace M BEEF#Ha2EHEE XX T RNIES.

HERTRHELETIZER ICA-to-X KEMEMATF Linux B Citrix Workspace M ARZFHIRE:

g ""f
- -—> "
— G
XenApp server Linux server X11 Client
Citrix Workspace App  UNIEX, X Terminals,
for Linux X Emulation Scftware

BIRBNRRS, FE—1 Linux RS8R 7Y ICA = X11 K

o MREHE X Lif, WaIE@ERATA X Liniedt X AZFH Linux BRE 28 LizfT Citrix Workspace R/
2.
o MREBHETEMA Citrix Workspace ABTEFH UNIX TEil, TEE—SRSBHFALURIE, LRSS
21T Linux #9 PC
R FARERET ICA thiXBIThEER A ERA X11 MARIES. BIABRT, REEEAIEsIesat A E FRIREhER. W
REA X LiR (BEESERMIERNSE), EEHAZRM, NREEMEM UNIX TR ARER, AIUHRITUTE
TigfEZ—:
o BUNFS SREREREMN IEiL EREiac UNIX TRlh, ARRKE P mIRs28 i ismizCE A NFS =&
=

™O

o {5 NFS 2 SMB {32 ({740 SAMBA) =ifRz28 A NFS EA (5140 Microsoft Services for UNIX) .
RLEHRER R EIRIFIRES:

« USBEEM

o BEEREER

« COMmOEEM

BNEAFRIEMRS BXIFEM, WASRKEMERE X11 i’&E,

o REBEPIHITEINGEBEE X11 &%, E6EA LPD $TENThRE MBRSS 288 Fahinial UNIX 4TENHL, SNEERMLETT
ENtlo

o FEXFEERZEEBN. BR, BEREEIETT Citrix Workspace R ARZFHITEN ERENERGY, EH
REBRYAE, B, SENGHNEEREIAERENRSSE LRET GStreamer % REWH) .

B “BRS3e0 ICA” M X &imsk UNIX Teub/Esh Citrix Workspace M ABER, EHRITU TFIRE:
1. A ssh 5 telnet E#ZE AERERNIE S
2. EHEIEE 89 shell &, % DISPLAY IR T RIGBEAAHIEE, M, 7E Cshell FRAUTHEA:

setenv DISPLAY <local:0>
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} =

PE= W
MR ssh -X LEEFIAERENIEE, NXHELE DISPLAY IMETE,
3. ERHIGE FMSHSIRTRA T xhost <proxy server name>

4. 33E Citrix Workspace M BIEF 2B REERIANREBRT. NRARE, BERIFFELTE ICAROOT 2F
BIRBEANERALNREER.

5. #%3 Citrix Workspace ZAREFHNRERR, EHSRAEOP, BA selfservice &

REBREFFIRATEER

BERSBAFFAIEABTEER, EERTUMSERSHYAREREFPITANELGHNAREFSH URL, fli0, WRE
=IEFEA Microsoft Outlook HAIEITFH THEMEE Web TUmEmyHEE, WIEFERRFILE LHRERITHRAENX
o

BERSBIEFIHRNDEER, EERAIUESMHRM Citrix BR, XEFTUMAFRHEELENERE. TUEE
M URL 263

« HTTP

« HTTPS

« RTSP (Real Player)

« RTSPU (Real Player)

« PNM (IBhR Real Player)

FEUTERT, BEMRRSSENMBEFITH URL:

« Citrix Workspace M 2R &8 SIS AEF
« Citrix Workspace AF T EEZEILRAS

RS BIEFIHNTEEAERSSELEE, MRBRFEESUTHE, WBIAER TR Citrix Workspace AR
HE A Itk ThRE

+ RealPlayer
+ Firefox. Mozilla  Netscape z—

EBEZEPAREE RealPlayer K BNIER T EARSEIEFHABTEEM:
1. sTHBEEXH wfclient.ini,
2. 7£ [Browser] Zo2HERUTIRE
Path=path
Command=command

BEENEETHITXHRENER. ZHa<TEATREEERNNLNE URL NRTHITXXHEM, SEEMSR
5583 R1x8 URL, f4n:
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$ICAROOT/nslaunch Netscape. Firefox. Mozilla
g ERIEEUATHE:

* 1517 nslaunch SEAERFLUE URL #XEIFARIN KR E O,
o BRRZRTIRPIETA LR, BEERNTEBRIETR.

3. 1£ [Player] #oHERIATIRE:
Path=path
Command=command

%2R RealPlayer THITXHFIENE R, ZH<SEATABEERNZEAE URL WETRITXHETR, 4
M AR 55 88 &% 89 URL.

4. REHXAZLXS-

} =

AR

S FXAMERFILE, FEIREN KM RealPlayer ATRTXHRENE R. TEEIEETHRITXHRTER
&, flan, 7£ [Browser] #mh, mILUKERRIRE N /usr/X11R6/bin M3k /usr/X11R6/bin/netscape, It
4, BRI LETIMIE RBIIEENE S HRMNTIR. MNBRIEEXLEIRE, WiERAF LA SPATH,

EEGHES Citrix Workspace HMIRSBEEFIRRNAEER, BRITUTIRE:

1. TF module. ini BB,
2. ¥ CREnabled igBEXH O0f o
3. FREHXAZIHF.

JEZES
&R

FAEENEROIRE LR RERBERFRENIFRD, FEEMEMINEZ BRI — TR, BRMNEERATLL
ER—NIEZNERREMREMENAS. EBEERSRE (MIEM/FIRE) LEH—TSHSTULEENR, MmE
RERPTENHEH RS

+ [BF SpeedScreen ZERNNE - SpeedScreen FERIMNERIRES 7 S EANEZRE A THUMERE. 7T LMk,
AAMAPREENE RIR, LA NSRS BT AE1R1E. £A SpeedScreen Latency Reduction
Manager AI7EARSS 28 LB AIkIhEE. BAIAERT, 7E Citrix Workspace M AREFES, IHEESTHAZA, 1t
R ESEREEPNRIAEHE. BXFAES, BHSRERT Linux # Citrix Workspace AE2ERF OEM
HEZEER.

o BRMEES - JEEHTT RO BEREHNIUEE. KIEETEFE LR ERTRRERNMBERERE, B
LIRS R RIEES A TN, A Citrix SRRENBEGES S EKILE T2 ALk

o BNEOKXD - BEOXNNERIEEBBEMERNR KD, EFHFIRERIERT,

o BLBEE - BEEEUR/VEl 256, 7E Citrix Virtual Apps and Desktops 5§ Citrix DaaS i £, i&ERIE
IR,
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o REBEERE - MRBAT SMBE, AIUER Citrix “SHRE” KRIEERFERERERKILE,

BXREEHRNER, B2H “WIEHR” BOPREE,

Fi

ClearType F{&xFi8

ClearType FAFBIREFIREMETFHNERE, =

o RRFEHEFEH
o JHERIER.

iEd LR IhREFR A SRR R -

ClearType FAFEXMAFEEFEHEM. AILFTAIKHALLINEE,

WA LUBE AT A HRIERIEE TR EE:

1.

2.

(=1

SHMEIEREE AR [WFClient] #4.

RIEBLUTIRE:
FontSmoothingType = number

Heh number LB TFEZ—:

h

ERMIEE FHAHE AT,
FontSmoothingTypePref i¢EE X 7 Ith{&,

AT
ClearType (KFEF&R) F&

TEBH ClearType Fa#isiEm Citrix Workspace M BEFHTRER,

BE.

ARS5 28 mT LUEIE ICA XHHECE FontSmoothingType, ULEMMELSTFE [WFClient] FigBmE,

NRARS 2 ZEIREN 0, [WFClient] AT E R RE S H R
FontSmoothingTypePref = number

He number AT BV TFEZ—:
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& TR

0 FrEEFE

1 TEEFEE

2 AR

3 ClearType (KFEFHBR) F&E (BALE)
X4k
RRERHX M RKEER

It ETXH, RASMAFRERMIHXHE:

« BPY “SE XX
o AP X" X3 (72 Windows XP #rg “IREYSAY”)

BIRHXMHREER, BreBEERRNEHRXERNMUE, Fib, XEXHRERENRSB[LBENRSBFEE
PREFEEALE. HIMEEREERATIEEER, fINEBIAFRERFRRSH[IFHRSEFT. WTFEFRENEH
SIEE FEHETRIEF, BRAUERIEEETR MRS BIFHIRSER) , HAXEREER/LFFEER.

ERBFHGREEM, FRITUATRE:
@id7E module.ini XHHEIRZERBARKGRETER, RERINTATEEXHRMUE:
1. BT module.ini (170 SICAROOT/config/module.ini) #:
[ClientDrive]
SFRAllowed = True
DocumentsFolder = documents
DesktopFolder = desktop

Hrh documents #1 desktop 75 UNIX X458, BEZSFIBERFN Y M “SE” XHRHERI5TE
B2 f5I4N:

DesktopFolder = SHOME/.ICAClient/desktop
o ALUERERRIEMESIEENIFETE, Fitn SHOME,
o AXMISEIEEE,
s IBENBRUT LB TP iRIGEMAER. B, %8 RUMEMGTHIE P iRIE &I FRF,
o £ C XEANIRTHEFE R0
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& P ImIK N 23 IR

Wi P iRIREh2sEY, AT Citrix Virtual Apps and Desktops #1 Citrix DaaS fRZ 28 EHIREhSB BT EE B E
ARG E ENER. F130, a0 Citrix AP &iER89IR5hE8 H BRI EIiE1T Workspace R B2 M2 F 1%
FEHENER.

&P IR SR IREYA] LUEE R B RBEH BB IgE L. &MAFIRERE CD-ROM. DVD=H U &2, ARERIE
BRI AT A X iR o IESh, AP BIRGLRAAF RS, KRS B[EEN AR IHIEEN2RIRATET

o APEILUAREAMIF R 4

s ERIFHEERXLEXH

s AEREENREFEAMIREDEEHARS 28 LAVIRENESE E.
Citrix Workspace R 2Rz #5 533 Citrix Virtual Apps and Desktops #1 Citrix DaaS BRE2BEZENE P IRIEE
BT, BT IEThEE, BRSSER LBITHRIZRN e e AR EERI A A FIR&ENIRE. AP RENERTS, KA
BFMAGRRMGERHITIT . ERAXLEREZA, FRIIRSBEESIFEF HIRERT,

AR

L2138 Linux (Security-Enhanced Linux, SELinux) Z£EX A ge 2 # MM F iRIRsh2s s3T50 USB &
EREENIETT, WERER T Citrix Virtual Apps and Desktops #0 Citrix DaaS. IR FEFEREF—7Fh
mFhThEE, B2 SELinux, ABERSS EHITERSE,

B R A IR HER ARG P HE1E |

o BHSEPIRIEHRMRE - AT EERTEEREARIREXHRRNEAEHI MR EIARSS 25 LREE RN, 5
W, ERATHSAFRNSBEEIEERE /tmp, ks, 1EMET CD-ROM. DVD gt U B#EFABEFMHIEE
B =,

o HBREFFIHEN[RG - BUABTEFHRETAPRELNEMEH AR, KFEFMHIREEHE CD-ROM.
DVD #1 U £, ERIEFHEHIFEMINIREESHE REKT B oS ZIARSS 88 L T — M a] BRVIRRIS 2o

Citrix Workspace Rz F12FiE#£2! Citrix Virtual Apps and Desktops =k Citrix DaaS B, SIRKkZARF IR
MUY, MREMRELEFIHIRENRMRE . 7 AEAREREFERE P IREEMSNRAE, BXEAEE, FEH
Citrix Virtual Apps and Desktops 3#4.

BB PR LA A BT TR AR BT IR Eh 2R

AR

FINBERT, BRSSEFHIEcEMFRNSBRAISEFHEEMS. EXAEEERA/E, BEE
wfclient.ini #% DynamicCDM &} False,

Bhik7Zs 2101 &2, SRFHVIREHERAYIAE R B EIMNIL 2INEE.

WIE, ERILARIEFRE A EEEEERG IR ZREI AR50
ERIESRETHRLRINHEE, HERTBERFTET. BIRENATZEENBHEE.
BN, EEILUSESRBHSIENERAIEEES,

al, @d COM ipiRXHHiRBEE A TAE EkRENNAEIE,
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B 2012 kg2, Citrix Workspace AR AT EEESNARE CDM XHifia,

=

AR

EAEAT Web 89 Workspace B, XHIFFIREESIEFRIFAE, ZIRERINRE HEREEEIETL,

File access

Choose how to access files on your computer from this session.

Read and Write
Read only
MNo access

® Ask me each time

Cancel OK |

AR wfclient. ini XHEERFNBEMXEBREL. €A GUIIREXHIHRNIRES, MaElREEE
PRi7Ro

ERERIEF, PILEIEM Desktop Viewer SAEN &L > XA IRINHEERIE B X #iAEARES o

A = 0 Ry Pl A

Home Ctrl+alt+Del | Full-screen | Preferences Disconneckt Sign Qut

HENARFRIETR, TLOEIM Citrix EEHR OB AP EERIRE X 45 RES
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Citrix Connecktion Center

servers and applications:

10.151.246.35

Managed Win10 SIN Desktop $552-86

| Properties... | | Preferences || Disconnect || SignOut |

XA R ERE BLIERRGT O X (R B IR R B ER 12
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. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHERREXFFHRNRERIFE.

B 25 P i ¥ T EN A

Citrix Workspace R A2 ZHF1E LT N A e A #7455 5 B i & ROFTENAL L ATHTEN, BHARER T, PRIp@EE
ISR ITE, BN Citrix Virtual Apps and Desktops #0 Citrix DaaS ¥R HITIUTRE:

o ERFPIRERLUARBFAETTENIR & _EFHI1TITED
o AINFTENHL

B2, XEQERHIFEMEHRREREETEN. FIWN, RAFAFERFIRERBIAENAEITEN L#ITIENE—
TEOARE, XTEFRRERS TEEN, B2, EREMRPARSEERNEER, AXMERT, ERIEFEN
BFiggE LEERHTENNTIRHETTIRE

Eff, ARNRERBATESBERERILAARFNISMITONRO, Ak, BERSSE LK ICA BEREHERTF K
COM xR BEREN “EEA"

ZRFIAFIRE LRERITEINIIR, FRITUTIRE:
1. {TAEEXH wiclient.ini, ZXHUFUATUEZ—:

« SHOME/.ICAClient B, BT R&I£EAFTENN
+ SICAROOT/config BERARHIFFE Workspace MABEFBFIITEIN. tREITHFRERFEBIEET
BEEREAEMRSEFNARF,
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2. TEXHHE [WFClient] S BAUTREA:
ClientPrinterList=printerl:printer2:printer3
Heh printerl. printer2 EE2fmEITENNMNEI. BES (1) PREITEMNBIEE,
3. REFEHXENZ Mo

BRES A TENHL

iEAF Linux B9 Citrix Workspace R B#EF X Citrix PS #BRITENNIRENIEF. Eit, EELTHERMIBITEM
&, FFBEIRITEMEITENNIEA P IRE A ERAVTENNL LTI ED, EREFERT (BINS AR IRENITIRER
SIFEBRITENIRSHIZFR) , EAEREFoHEERT Windows B9 Citrix Virtual Apps and Desktops 5§ Citrix
DaaS it E P imiTENH,

RIEARSS 23 LIRGIAMITENN, FHITIATIRIE:

1. M Citrix Workspace M BiEF B alRS 8%, AEERiE1T Citrix Virtual Apps and Desktops 3§ Citrix
DaaS Byt &l

2. 1 “FHR” REH, FROREFRIRE > TEH
3. 1F XM REH, EERIMFTEN.
LB 2R A INFTENHLA Fo

4, FRZASHNRE “BFRIHEME, TRIE" SMNEITEN. HESESIETEONZER, SEVITEESERS
BUEAEZEI, B30 “HP LaserJet 4 from client name in session 3”,

BRFMTENNBFMER, ESH Windows BIFRSFHE,

B4

LIME P IREINMEYE, 7 Citrix Virtual Apps and Desktops =k Citrix DaaS BR$328 EinfTHIN RIEFFaeasiEid
BPg& L ZENESRERERESNRE SN, EUEAERNE PRSI HITESE, AXEMER, S
i Citrix Virtual Apps and Desktops 324,

SR EIRE
BhRZ 2212 2, BIABAEMREITE. ATREISMNEEEEF RN EIN,
BEAILThEE, BEwfclient. ini X#si§ AllowAudioInput BIEIRE R False,

AR

o FINERT, EERIHEERHNZ S NMMESREIEDIL FERRS. BXNABAZXNMEEE
BER, BEHEET,
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SRS EMLE
BhkZs 2112 %, module.ini XEFB VdcamVersion4Support BB ESHE A AudioRedirectionVv4
o BIhR#s 2212 #2, AudioRedirectionV4 MEAEIRE RN True, Eit:

« PulseAudio EERTFIHREMIEE, HEZIFTIMIRE.

o« —RAUBSZMNNAEFERSIMLE.

« Citrix Workspace M A#2F ERsiEF el BNAME R EMNLE, SMEESSANREEN—EET, i
277 Citrix HDX Audio, FIUERIERHNARFFEESMNLE, BAIUEREREERRIASNESE,
ZigEHREFIHITENMNRASMEE. NELE, BAUUMEFRHBITEINRGRERBERRINENEE.
EREFPIRTBENORIASINRER, MEBEARASTMREHIERIET.

o AEBEREIMREN, RIEFEHER.

R AudioRedirectionV4 MEIEE N False:

« ALSA ERTFinEEMigE, HEMGHHFEMRE.
o T—PRIER, RE—MHESRN—1ER “Citrix HDX Audio” WERX, X5%FF ik ERNERINEEEITR,
o —RRBEFE—NRARFRILEA Citrix HDX Audio &&.

E¥ AudioRedirectionV4 i&E7 False, EHITLUTIRIE:
1. S5l <ICAROOT>/config XHFHITH module. ini Xk
2. BZE [ClientAudio] SO HFIMUTEE:
AudioRedirectionV4=False
3. ENBRHRIEUEEREN.
BEHPRE

ZHAERT, AudioRedirectionV4 EIEE RN True, ¥ AudioRedirectionV4 MEIEEN True B, F1E
LU E51PRH!:
o WMBEER root BANIEMSBSITRERDSIE, SiXiEE PulseAudio IRS220Y, ZIRSRATAESIEHE
., EXMERT, SRS ESTRFERNZIFREMEEM ALSA &,
WERIE AudioRedirectionV4 EIEE N False, NEFELTERNRES:
BT AEAERFEPERERNTMESE. FIEZSMIEENRENRILNSHEANNE E B
AudioRedirectionV4 EIREN True BY, ILRHIIGSEIRER,
o TEFH HDMI SHMigEAZIFSINIEETEEM. ¥ AudioRedirectionV4 {EigE R True BY, IHIR&IIGE
EIfRR,
AudioRedirectionV4 {EIREH False Bf, BEBRT, RIASMEERANRFAEREMNIIA ALSA i&&E. FJLUE
HTRES BisE HMhig &
1. RIESEXREMIAR, ERFTHF—IREXH. EXRCREXHNERNAXMARBRNESR, 55
RERINEE
2. MERE, BHRMUTER QI ERNEES
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[ClientAudio]

AudioDevice = \<device\>
<!--NeedCopy-->

EXBIP, REESFETIRIERSH ALSA EEEXX .
AR
HIEFTA Linux RIERFFWX—EEHUTF ERMUE, Citrix BIEEMRERSA X, THREXTHILESR
BIFAER.

BFiRESMREIE5RIN6E

Wai, 7£ Citrix Workspace MR, TEMEMNRAREE HER 200 2F. HFIEETIE, FEREKR
FHEPIEMT 200 2WHIER, RAMEEPEBSNRER BN PR LR,

i thigsaThae, Citrix Workspace R 2R R & Ak H & R ERR/NEI 50 28, FEit, KEXEMLAEFD
BPRRERINE, L, FiRAE (RTT) 4587 150 2.

BARZs 2207 2, EA] LUAIRE SRR EMOFSMME 2 X RIZS SRR, X FLIE&RINEE, £ module.ini
X [ClientAudio] #8825 T LTS

« PlaybackDelayThreshV4 - {8 EHHEHMIBER (WUZFAEG) . Citrix Workspace M RBEF
22 REBNSFFENBEIRRIFIIE 4L, PlaybackDelayThreshV4 BIEIAEN 50 ZFb, XY
AudioRedirectionV4 €& True B, WBHAEK.

+ AudioTemplLatencyBoostV4 - ¥ BFMEHERA LR BER T B UKW TR E K M %K,
EESEMBHE+RE BHHEHTENEMTRMERTINS N B2 SMATRSHEBLEER,
AudioTempLatencyBoostV4 M ERIABEi&E & » 100 E #, X & AudioRedirectionV4 i&
B 7 True B AudiolLatencyControlEnabled IR E A~ True By, kB AEM. RILBRT,
AudiolLatencyControlEnabled B{EI&E S False,

it T SO BRI RE

B 2303 hiAKREmhrAE, Citrix Workspace M AR ZIFEIAER. ILINRET AR AR RAIMm&t, JUXE
BRP&ER, BEERDESHMERESN. FERETMMBEN S, Citrix BiVERBEN SRS EFRIELE.
AINERT, BIEHRINELTRARS. ERNARRAS, MRERHESRMIFLBAEN, BNTHFLEHER

BEo
ERAILINEE, BRITUUTRE:
1. S5l <ICAROOT>/config XHFEHITH module. ini Xk,
2. %3 [ClientAudio] B9 FHIRI TERESH EnableEchoCancellation B5kHE:

EnableEchoCancellation =TRUE
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ERRE:

RIBIRIT, WERESMBERTEIEHEKRINE. EXEREBSTMNIEARFS, BSH Citrix Virtual Apps and
Desktops 34,

BN &P iR E B AL
BhR7 2305 &2, Citrix Workspace 12 BMETE A IEREABS L AR FRRIBMIM S 5T, BIAMERT, BALLINEE,

B2 A ESME Jopt/Citrix/ICAClient/config/module.ini & & X & 7 & 18
JitterBufferEnabled=FALSE,

BiEN E5T

HhR4s 2109 2, Citrix Workspace M REFZIFEEN M. FHEEN SR, EXEFaE VDA LRESIMR
BRI, BENEMAIMNIFREIRE, HBRINNEMESESER, WRHSBNARAR, BENEMRINLTEA
;lkll_..\o ﬁ;&ﬁéﬁt: Sy 1ﬁ’%|§| EJ\E &)ﬁ\o

BhRZA 2112 2, BERSIEMRERRF KRR (UDP) S5aEmetiEtrm,
B RIPRE]

o BENZMEERFF Streaming SIMD Extensions (SSE) 4.x 9 CPU 41238, YBHENSMSF X SSE
4.x B9 CPU s 12g3—iefE MY, Citrix Workspace iBEFAgES <,

2F UDP &1
UDP S iR =@ Internet HITRYRIENRE, ©fEA UDP Ik TCP,

BhiR4s 2112 2, BENSREER UDP SRt HetiefEm. ko, BahRaEE, Citrix Workspace MAREFXIFA
F UDP B3iniiRiREFmEST M (DTLS) thile Fitt, ErILUEE Citrix Gateway 1517 UDP Z4fi, BABRT,
]J:thJ bl?ﬁﬁﬁﬂ( BXo

Bhi4s 2202 &, Citrix Workspace [ fAi2RF#5@:d Citrix Gateway &89 UDP &4fi,
Z/5A UDP B4, 1BHITIUTRIE:

1. M5l <ICAROOT>/config X#&HITH module.ini <,

2. 7= module.ini #9 [ClientAudio] 284 HiEE L T :

» ¥ EnableUDPAudio &R True, BiIAIRE N False, LLEFZMA UDP B4,
o 93If#EH UDPAudioPortLow #1 UDPAudioPortHigh {5 UDP B4inE BN s/ R AR
So BINERT, MmO 16500—16509,

3. 72 Domain Delivery Controller (DDC) Ei& & LI T 58E:
« J5i@id UDP Y MIEIMI&E N 1.
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« F@Ed UDP il By ESasteF g BENE B A,

4, RINBERT, BENZIME VDA LR TERARSHEXR UDP i, IREEZABENEIM, BT Domain
Delivery Controller (DDC) Lig&E A T 58K

s BEMRERENY,
Fitt, ERHNEMEEFE, HARLUXZE UDP S,
@i Citrix Gateway /B UDP &4, 1BHITIATIZIE:

1. i3l <ICAROOT>/config XFHITH module. ini X

2. %3 [WFClient] B Hi&BUTEE:
EnableUDPThroughGateway=True

3. %3 [ClientAudio] FHHIEBEUTER:
EnableUDPAudio=True

4. 72 Domain Delivery Controller (DDC) Li&E LI T 5EK:

$iEd UDP thiX SR E A %
B

3
@2 UDP il S iser et BN ERA.

R

<

5. BiAERT, BiEN ST VDA LT ERRESHBEXHE UDP 5. MREEZABEENSIN, &% Domain
Delivery Controller (DDC) Ei&E AT 58K:

« BEMEERENT.

USB

USB ZRAFAFATEEIENKSEIN S AEN USB & # 17X, BIEEXHREFNEAEHEERG, AF
AL USB IRERBAITEN, ARKeEEEMIEENEH. FIAMERT, USBiRENBMEERLTREARS.
AITATREEER USB 18& 815!

o INFIREHEE
o BEEFM
« PDA
o FTEDH]
o &N
+ MP3 #&ikas
. RIRE
o TR EB RN
USB EF@AFEE Citrix Virtual Apps and Desktops 7.6 St E Sk,

HESMEBRBEIERSEE LAN HiRhiEiF USB B2 i8E (BIIMKBEEN. ZRX. HESEMEN) FRNENE
IR, B, BEERT, MESHIAMERENEEREIMNEM,
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ENNAEFNKEIEERESFFUTRENIRE, FILAER USB 3245
o B

. Bi7
- Witk

- Bl

- RABEH

AE:
TR USBi&& (g0, Bloomberg $22#0 3D Bi%) EREAER USB i, BXxAEMERA USB i&&HE

EREIMNER, HE5H
CTX119722,

ZABRT, FZFFELELEAN USB i&& &2 Citrix Virtual Apps and Desktops ¢ Citrix DaaS #1TiEiZiE i,
g0, AP EREREEIAE USB EERIRARM NIC, Xt NIC #HITIREERRTEEN. RINERT, FIINEE
R M S E AR A L TR USB 18#&:

o IEPFiEECER
o SR NIC
« USB &428

EFEHAATREEEN USB i&mBIATIR, 15418 SICAROOT/ XHRHH usb. conf X, BXFHAER,
BEBIE “EAHTIEEEEN USB RETIR”,

Ea¥% USB & &2 TR EMEnm, BEEM USB RN, FxXFEMER, EH2H Citrix Virtual Apps and
Desktops 324,

USB Z5H TFIRIE

HAFEA USBig&RY, KiRHE USB RIS E#ITINE, MRAW, WEEMEEMRE, NRIRINREIESERZIL
®’E, WREEESMKEEPER.

RIEENHAEETESmSEELFINEEmPEN USB ig&, EXMERT, EdREXHIREFIEABEE
BiE, ZEEREHEEREENERE. RAMERT, USB REMNEHNEEBLTERRS. BiE USB &M B
BEM, EHRITUTIRE:

1. Sfi%l SHome/.ICAClient/wfclient.ini EEEXH,

2. FMUT%B:

DesktopApplianceMode=True
3. &3 /opt/Citrix/ICAClient/usb.conf EEEXH.
4. BT ERIRETN:

« CONNECT - & & “CONNECT” XEFUESIEF RN B RBIRENBMEE M.
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o ALLOW - i&E “ALLOW” XBFUAWNEREFBEBHEERIRLE.
B2, MRKET “CONNECT” 5 “ALLOW” X#¥F, WREEXFHAREHABABRENZBHNEE
Ao

REHN A
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid
ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid

MRAEEEFERASEEEER, SUAFPEAN USB IEEMMTEEANSIEROLMEETER,
B RIPRE:
« X¥F USB EXEM, usb.conf XHHREXKREAIEEREEM, HH USB REFELEIEEMEZIE. W
R usb.conf X#REREEE 2000 MFFRF, WML, #FRAE: B URBRERNIEERLUR D

usb.conf XHFHNERTEH.
o« NYUEMEEEOLTESRNAZIFER USB EER.

RBEFERE

HAER, 8 USB RFEFMHRENBASHIEN, BAIWASEMNKENER EXMERT, AP EMER
B, ZREAREERIENREH. BRIIATEFHRERSEECRIENEE, BAROAEEMERGRIFHER
EDNES -

=3

=W
NBEBAREEHKIESBENCEENELZZSIF USB AREEMHIEEH Linux TEus, Citrix Workspace
M ARFEERERZIEE. HERERITA— MK Linux XHXI%EE, Eit, Citrix BIVERLERERF &
&, FBIAER Browse removable media when inserted (ENBHHISAIFSEH ). EET Debian #9
RES, EER Debian FEZ@EER U TETRMTIIZ(E: Desktop (@) > Preferences (&i£IN)
> Removable Drives and Media (A1#zhRzn28f17 /&), 7 Storage (7zfi%) &+ £ Removable
Storage (A#ahiEfiE) T, EUEES Browse removable media when inserted (&S AIZEIN
) E3RiE,

SFEFH USB IREEEM, HEEIBRU T/,
&
BRigE P USB IREEEMRSREREBH. EXMIERT, BMEITHTEFHIENRMEG, KBEFHLE
WRWERA USB i&&.

USB %
#AIA USB SRBEFMIM A VFERZLLT USB k&
« B (X01)

BEERX. AR, BYA MIDI izHI2E,
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WiEEO (% 05)
XLERES HID £, ERFERMEMBASRG, i, EEENRBIGMMT. EaFaMNHRIRIMNER.
BIEEGRAIE (3£ 06)

EUELEIRNA RN HIRENSFE EEGAIESE, ZEERUTMIEBRGE MR B S EtINE R E:
- B & (PTP)

14

- IR (MTP)

Cameras might also appear as mass storage devices. And it might
be possible to configure a camera to use either class, through
the setup menus provided by the camera itself.

MRENBETAARBEEFHRE, WRERTFIREERRY, MAFE USB X,
FTENHL (2 07)

BAFLATENERHRNERFENY K ), BRASHITINERNEETEIER, SIHEEHTENNTEEETR
BEABRAREARE. AXBMERT, TEITREEEMITENE, AEFETRERAEMSE, fiM, &
IEE SRR,

FTENVLEE % E USB <FHER Al LUER TR
RBEFE (£08)

RENNABEFMHIEEH USB NEFEE. HthEERT USB EiEmmEsR. CD/DVD ikahzgfl SD/MMC
BREE. ARMEENIREEARNMNEME, ERET - IATEFMHEED, XERSUEEAERE. BEIEN
MFH. EFNBFEEE:

01 ZMRHNFIRE

02 #2849 CD/DVD i&#& (ATAPI/MMC-2)

03 FBAREHIRE (QIC-157)

04 sy iR IxzHEE (UFI)

05 saR R IREh2S (SFF-8070i)

06 K& ER SCSI ML RN ABEFHILE

BEERT, TLLEIEFIRRESRRFRKILRABTEFMIRE, Eit USB SZHRHHFRUFEN.

BB RFAN, BERSEAMBRENATERHELHEGE. FRELZERRSEEATEARBTEFMER
& (BYEFImEEhasiRg ey USB 245 M5 ER, ERRILNEE, ATLRRSSBEENELEXFELER
IR RN 2R RS IET T,
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} =

=

Bal, MRBFFEEAER USBEEME USB 3.0 EmpiEFEEME Linux VDA, B U &2
USB 3.0 #&1&,

. RER2M (£0d)
RER2MRETUNERABTRE, BEATRIFFIRBFRNER, LEOBHRIPEE,
o PABETRE (0f)
X eENAETREBIRS, 0
- MEERKS

SIVE:< ol
- ity
- RN
- FEEt
o NARFHEMENSSE L fe f1xff)
TGS ERABMEFENNZEARR USB BXESIRERNNN, XLREBEETARNEFE (M),

USB i&& 3%
#AIA USB SRESMMIELERZ LI T USB 18&£:
« @S58 CDC #zl (3£ 02 # 0a)
BEAHAEZE. ISDN BECEE. MRS AKR—EBIEFMEEN S,
#AIA USB SRESF ARIFERXEIRE, RANHFN—MEEAIREHRS ENREE BER,
o AMEFEZNOKRE (X03)
BEESHRANG LIS, BENAIEDRE (HID) T

- B

- B5

- {ERIRE

- BERTFIREm
- fRRER

- BEXRIETIER
- &3

- EHIThEE

F 01 XFFA5IREO%E, aIHBEMBAAER.
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BRIABY USB SRER A Ao iFfEA USB 85 (£ 03, 701, i 1) 3¢ USB BiF (03, F% 01, i 2),
IRERFANEMERSE USB 28, KEOREMBIFAEBHTHYNNE, HFEERIENREN, BEF
EAHERMNTEERXEIRE,

« USB ££628 (3£ 09)
USB S4B A PRIWINEEEET AT BN, TRTEHRXERE.
o BBk (K0b)
BREFRFHREEFRMAE R PR FRMEREEFERE, UREFBRANERERFFRSHE USB .
BILUERE R RIZBERINRRIL R E sk F88, MAFRE USB X
« MM (3 0e)
WSS 3 FA TR AR AR XA L B0IR &, flsn:

PRGN

- HEREEN

- RIS 25

- —LBMiEER

- —EX ISR EE AN

BIMERT, HDX RealTime RMEBBEMIMIAELE Al R Mt HAEREREN 15,
o TEIEHIZE (3£ e0)
BEMRESHNELITHIE, FINBREHEHISSMES.
Hp— g &l RER A RRAOM AR, HEERXBIIINEIRE (FINBEFREHETFF) .
#AIA USB SREEF AIFERX LIRS, B, AIREFEER TR USB X ERNIREHIRE.

USB g &%z

TR L B A E R R K EBY USB g EHTER. EEFTERE, B1E SICAROCOT/ RéRIERFIRE LR usb. conf
XAFRERIARNTIR,

B LOEE AT B SRBE AN A A VP SIELRGNEE TR B 289 USB IREREMTIR, EERRBEI MG LRI
M= HImARSS SR MHAIR &, RSB/ EAMNITFIER XS EPIPLIRE,

BRI EWNNABARE BN T:

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control
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DENY: class=03 # UVC (webcam)
DENY: class=0a # CDC Data

ALLOW: # RR[EIR: AWFFEHMISE

USB Z:ESFNY

1R SUESRMAINIES, 5208 USB Web b5 EiR{AY “USB Class Codes” (USB Z3I4H3) , &b ML S
http://www.usb.org/s FFi&& E usb. conf XHHAIEIEMMNRABRER: {ALLOW:|DENY:} EER—HEETF
LU ARBEMNRIAR:

i iR

VID RERARTTPRMNE ID

REL RERRTF PR 1D

PID RERARTFP~m 1D

% IREHR TSR O R TR
FHE IRE RS E OHR TP EF3€
|| IREHR TSR O R T PRI N

BZRBEANES, ROERATEI:

s MRS KNG,

o MNKEATREEE # 5INNIIEERE, REENEZIRAT, BEaZEEE,

o ERARTHNEIRTRKZE,

o AEDRANSEEHZE, BREHMERFRAMRRFRE, FI50, Deny: Class=08 SubClass=05 2—%
BXEN; Deny: Class=0 8 Sub Class=05 2—& TN,

o tRCUIERLEEER = f/5, VID=1230,

5l
TENRAZTTAPEELE usb. conf XHEN—IMED. BEXRMHEXLMRN, ARSE EHFFEHER—AMRN,
ALLOW: VID=1230 PID=0007 \## ANOther Industries, ANOther Flash Drive
DENY: Class=08 SubClass=05 \## Mass Storage Devices

DENY: Class=0D \## ALl Security Devices

BaR=

EEEEEERERXT, SUUEREPSEmAEeEEN USBI§&MAR. & MHFIEE LR SICAROOT/
config/module.ini X WfClient Z5 5, RN TFFARIEZE DesktopApplianceMode = Boolean,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 100


http://www.usb.org/

BT Linux & Citrix Workspace M BiEF

TRUE EREBAR USB 18 &# ] LAE B ER, XREHRSS
2 CEMRD) HAFRE RBMANEEXH) LY
USB HBEFRRER “4B4L” MR ILIGER, REATE
BRI Ao

FALSE BheY&HE USB i&& I Ao

AR

HIRE “CONNECT” XBEFUESIEF RN BRRENEMNEEMR. B, FHRE “ALLOW” XEBFLUAIFNE
RIEFIREEMNEEMIRE. B2, NRIKET CONNECT ¢ ALLOW X8F, Mig&EEHREkEHIENE
BN EMEEM.

& USB iR EMBEHETER

PLRME, ERFHEREHENEEN, RESWBENEER, AL, &EBHEET VDA, 7 Citrix Workspace
MR 2207 hiAd, EREEIREXFREFHEAEMEER. AIAERT, USB RENEHEERLTEA
Ko

EiRE USB i8& (BMIREMEARIRE) NANEEM, FRITUTERE:
1. &%l SHome/.ICAClient/wfclient.ini BEE& 4.
2. FIMUT%EB:
DesktopApplianceMode=True
3. &Mzl Jopt/Citrix/ICAClient/usb.conf BEE X .
4. REUTERIRENN:

« CONNECT - i&E “CONNECT” XFURESIEF BN B RIRENBMNEE M.
o ALLOW - & “ALLOW” XBFUAWNERIEFBEBEERIRE.

B2, MRIXET CONNECT s{ ALLOW X7, REESIEHEHRHHBANZEHHEER.
TR
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid°
ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid'

E4 USBREETER

B 2207 k2, Citrix Workspace ZBREFAFIFRSES USB i&&. E& USB & T LUAITSININAE. XLEINEER
B ERATERNEARTETNESUINEREIN, £5 USB iR&ENRFIEHERSIMAMMaNEHAMA HID 1%
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o
Bal, 4 USB REEEANERERIEFAA. F7IREFETE Desktop Viewer #,

PR, ERIEMEHREHBNREN, RESWEDEER. Eit, REEBEERE VDA, FEAMREH, &F
BEEEXHREFHIERAENEER. MINERT, E46 USB RENEHEERLTEANRS.

USB 2.1 XE@mAX%HE USB EGRENHR, BEZNFirEBEE— USB SBAHZRNER, HEREXAREN
EBEEHINAZ 840, EP—E0S 00-ff BFRRE N FigE. LIRBESHEMMIARRE USB & ERAHHE
USB S£R AR FEZR USB 437 E.

AUREREPRGER EAMNESRER LG ENENFNUTIRE:

« BMEAUSBigE, &
o —HHRMUNFIRE (FDIRE)

BEES USB &N, BMEERRESAO A, gEEHELEN RS ENAMENBEFERMERILE, SE K
8 HDX izi2{&3eFrEEay Citrix Workspace & i,

NFHEMTEEH, BERERHFEIMNLEM HID &8 USB BNIRE. MRBEMREEAER USB @iE#1T5H
%, ZigEERAgEEI ML HDX Si@EHiTEEM, B2, @M HDX SI@E£EZMNY, ATUKRNRE
A1, X5EAENHSMEDEFBIER USB EBERLENEMNRE, XEEN USB SHMihiNHIRS T,

AARBNIEITIREETRACESENMENAMERENESREN O, BHEREIRTIXLERM, ¥R
TENESREN, AR LARREHBRITEER/LTELE, ATEKAENNARERF TR

Efg xR, Citrix BINEIRDERIRE, HENEREMAER USB@ENFEN, RERAHEREMFIRER
HERIKRS EWRBREFER, SERENRKE HDX &3 Citrix Workspace AR, ERMXAIFRAENE
BERRITEIEAHHITERIEER,

REHN

5%#M USB ig&—1¥, ERANEFIEERIRIE Citrix Workspace B2 FEBEHIR B EMNREZFEN, Citrix
Workspace 2R ERXLEMMRE A IFRIELEHL USB @& H R ITERIE,

SEANLEE—MEEXREF (Allow. Connect = Deny). —1MES (1) MRS HZ M 5= USB FREHH
LIRS ELEENTIER SR, XEDESENRE TS USB & ARIMRB S8 USB 8& R R iR,

REMVNZESFMNE—THHEN, £ # FRZERAETR. MNE LM THITRAE (RRAREFER). LAS
REWFIEOALEE—FAN, EFABEIREFEOANESEMNGR 2,

REBIKEIN, FHITUTERE:

1. 8413 /opt/Citrix/ICAClient/usb.conf >,
2. RIBEZEFMGEMN,

RIS EFN
ALLOW: vid=046D pid=0102 ## Allow a specific device by vid/pid

ALLOW: vid=0505 class=03 subclass=01 ## Allow any pid for vendor 0505 w/

subclass=01
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DENY: vid=0850 pid=040C ## deny a specific device (including all child

devices)

DENY: class=03 subclass=01 prot=01 ## deny any device that matches all
filters

CONNECT: vid=0911 pid=0C1C ## Allow and auto-connect a specific device

ALLOW: vid=0286 pid=0101 split=01 ## Split this device and allow all

interfaces

ALLOW: vid=1050 pid=0407 split=01 intf=00,01 ## Split and allow only 2

interfaces

CONNECT: vid=1050 pid=0407 split=01 intf=02 ## Split and auto-connect
interface 2

DENY: vid=1050 pid=0407 split=1 intf=03 ## Prevent 1interface 03 from being

remoted

AT LAE R A MMERE IR S HOE AN AR E IR E

SRS PR

vid=xxxx USB i&#&#RE ID (P +75#HIE3)

pid=xxxx USBig&&r=& ID (mufi+73#bIes)

rel=xxxx USB i&#&HhRs ID (I9{i+7<i#tHIH)

class=xx USB ig&£3IMREE (L7 HED)

subclass=xx USB ig&FHEMRED (RAL+7EHIRE3)

prot=xx USB & & i3 (Bt HIE3)

split=1 (5% split=0) EERFD (HFFD) NERKRE

intf=xx[,xx,xx,...] EEEARENREFEOE (LUESHRMML/S
#HEEETIR)

BN SEEFGI BHNE USB 8%, MRKIEEEFASH, ABTEAEZSHMNEAERNIRSE.

USB Implementors Forum S R4 BE XS, FEUNRBE XHERBHNIMERNTIR. USB-IF if4fimE
AR ID B5IR, ATLUMEREETR (i lsusb) EEEFEIREMENEE. =M. afED ID:

<username@username>-ThinkPad-T470:/var/log$ lsusb
Bus 004 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub

Bus 003 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub
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Bus 002

Bus 002

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

<!--NeedCopy-->

Device

Device

Device

Device

Device

Device

Device

Device

Device

Device

002:

001:

005:

004:

003:

006:

045:

044:

043:

001:

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

0bda:0316

1d6b:0003

138a:0097

5986:111c

8087:0a2b

17ef:609b

1188:a001

1188:a301

1188:a901

1d6b:0002

Realtek Semiconductor Corp. USB3.0-CRW

Linux Foundation 3.0 root hub

Validity Sensors, Inc.

Acer, Inc Integrated Camera

Intel Corp.

Lenovo Lenovo USB Receiver

Bloomberg L.P. Lenovo USB Receiver

Bloomberg L.P.

Bloomberg L.P. Keyboard Hub

Linux Foundation 2.0 root hub

| <username@username>-ThinkPad-T470:/var/log$ lsusb -t

/:

/:
/:

/:

Bus 04.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 10000

M

Bus 03.

Bus 02.

Port 3:

5000M

Bus 01.

Port 1:

Port

Port

Dev

Port

Dev

| __ Port 1:

usbhid, 12M

Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 480M

Dev 1, Class=root_hub, Driver=xhci_hcd/6p, 5000M

If 0, Class=Mass Storage, Driver=usb-storage,

Dev 1, Class=root_hub, Driver=xhci_hcd/12p, 486GM

43, If 0, Class=Hub, Driver=hub/4p, 480M

Dev 46, If 0, Class=Human Interface Device, Driver=

| __ Port 4: Dev 45, If 0, Class=Human Interface Device, Driver=

usbhid, 12M
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| __ Port 4: Dev
usbhid, 12M

| __ Port 2: Dev
M

| __ Port 2: Dev

12M

| __ Port 2: Dev
M

| __ Port 2: Dev
M

| __ Port 2: Dev

usbhid, 12M

Port 4: Dev 6,
usbhid,

Port 4:

usbhid,

Port 4:

usbhid,

Port 7:

Port 7:

Port 8:

Port 8:

Port 9:

<!--NeedCopy-->

YEFEN, RERMSHERT USB £E4i18&E.

B,

12M

Dev
12M

Dev
12M

Dev

Dev

Dev

Dev

Dev

45,

44,

44,

44,

44,

If 1,

If 2,

If o,

If 0,

If 1,

If 1,

If o,

If o,

If

If

If

If

If

If

0,

Class=Human Interface Device, Driver=

Class=Audio, Driver=snd-usb-audio, 12

Class=Vendor Specific Class, Driver=,

Class=Audio, Driver=snd-usb-audio, 12

Class=Audio, Driver=snd-usb-audio, 12

Class=Human Interface Device, Drivers=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Wireless, Driver=btusb, 12M

Class=Wireless, Driver=btusb, 12M

Class=Video, Driver=uvcvideo, 480M

Class=Video, Driver=uvcvideo, 480M

Class=Vendor Specific Class, Driver=, 12M

FRBYWREEARELIFNFEDRERLKERFNENERK

Split=1 RRHMBEE SIREFHNEE FEOFERIFDREHITE L.
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Split=0 RR-ZILFHEEIEE.
AE:

R split 2%, WEREREA Split=0,

intf SUSRFEXTUIRERLATINE S RENIETED, NRZ, ZRMEENANESIEENHREED.

Big—1E4 USBi&& (ffI30 Bloomberg 4 #£2) HH/MEO:!

«+ 00 - Bloomberg 4 $## HID

+ 0 1-Bloomberg 4 $## HID

+ #0 2 - Bloomberg 4 HID

+ %0 3 - Bloomberg 4 & E5@EE
+ $0 4 - Bloomberg 4 B S5EE
+ 05 - Bloomberg 4 & E4hi@E

o BNRER T IEREIR &N 6.

=H

=H

CONNECT: vid=1188 pid=9545 split=01 intf=00
CONNECT: vid=1188 pid=9545 split=01 intf=01
CONNECT: vid=1188 pid=9545 split=01 intf=02

DENY: vid=1188 pid=9545 split=01 intf=03 ##
Channel

DENY: vid=1188 pid=9545 split=01 intf=04 ##
Channel

DENY: vid=1188 pid=9545 split=01 intf=05 ##
Channel

&/ Citrix Viewer #1784 USB I8 & EEH
BMIGEENERE USB 18%E, BHRITUTRE:
1. EREREP, SMEEETH Desktop Viewer,
LEEE 21k 5789 USB i,

= =]

Ctrl+ Al 4+ Dl Window

## Bloomberg 4 Keyboard HID
## Bloomberg 4 Keyboard HID
## Bloomberg 4 HID

Bloomberg 4 Keyboard Audio

Bloomberg 4 Keyboard Audio

Bloomberg 4 Keyboard Audio

Bleomberg LP Keyboard ¥ HID Device

Bloomberg LP Keyboard Audio HID Device

Generic Lenovo EasyCamera

Manag

je Devices

2. BEERE, BARPTEIRET,
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EMENETIERDERE USB 188, EHITUUTRME:

1. SMBEED > &REE 7.
LB 2 RiF2H USB 8%,

@ Citrix Workspace - Preferences

File Access Devices

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device (optimized or generic) and policy restrictions

Device Current Connection Redirect to Session Virtual Chanmnel
LuLal Frau e
Policy Restricted

Bloomberg LP Bloomberg Bio
Local Machine Redirect
Generic

Bloomberg LP Keyboard

Remote Session Redirect
Generic
HID Device

Bloomberg LP Keyboard
Local Machine Redirect

P

Refresh Cancel

2. RIEFEEPIREZUHNEIEE,
3. BEHRE.
EENRERNAIREERE,

AR

TBPRPT R RIS BTN aY 1% & SRV B AR LU g & VR

PLE RGN

BIABERT, HDX RealTime MEBENMSAELRIREREMZBENIEE, BERLEERT, ERIESERBFE
FA USB ZiSThREERME RGN, B6EA USB ZinERMEREGI, BE2A HDX RealTime MEBGHITSAESE.

ML RENEERD

TEEXTRRBEENEERLRIRAE:
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« MEBEIEEDF—ES RTME #%,

o MEBGHNEEEEHAT 32 (If1 64 (I AERF. §13, Skype. GoToMeeting. &fFEH 32 {ii3X 64 {4
BEMIGIEMEIRENEE R, F1%0, https://webcamtests.com/,

o MERGHHNARFRSER. 130, % Skype EEFERAMERENEITHEEBS GoToMeeting BY, &
B Skype MURMZREENS GoToMeeting &1,

ERAT 64 (INAEFHNNEBRENEER

Bhi4s 2305 &2, 64 (U AEFZHMERGIEER,

o GStreamer EZRARZS 0.1.x 8( 1.x, BEEFEURTF RGP LER Y EThRES,
o« ICAClient lr&x&TF 2106 (MNIREAMZE GStreamer 1.X)
o Gstreamer hrZAFiEM4:

- gstreamerl.0-plugins-base

gstreamerl.0-plugins-bad

gstreamerl.0-plugins-good

gstreamerl.0-plugins-ugly

gstreamerl.0-vaapi plugin#l libvaE
X264 &

=

AR

GStreamer EHFINRANINS GStreamer MEZEAIRRA—E, a0, WERELE Gstreamer 1.2.4, NG
Gstreamer L.x iEHFHIRRAEATA 1.2.4,

M RGN EEDRE
BIRATUTEE, MEATF Linux & Citrix Workspace B2 L#Y 64 (I A2F SEMREMERGIEE R

ab
BEo

S 1: %Ik ICAClient EZE +

% AllowAudioInput {HIEE N True LUISANKZRGNEERIIE. FRIAMBERT, £ ICACLient WREHE,
IEIRE S True,

R AllowAudioInput fEi&E X False, EHRITUTIRIELUE AMESIRENEEMINEE:
1. Sfi%l ~/.ICAClient/wfclient. ini BEXHHWNEH#ITRIE,
2. ¥ AllowAudioInput Ei&EX True,

AllowAudiolnput=True
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$12 2. I8F Theora RIZSEE

FIhRE ICAClient #¥ AllowAudioInput EIRERN True 5, TINERTSHEE Theora HiEES. LR
BEETRHMNEEDS, HHEETEINEER, B2, hmIEI3SIF VDA LW 32 (I AERF.

BRITUTIREMEIE Theora BB EE R 32 INAERF:

1. 7£ VDA k%% Firefox 32 fiL,
2. iFEMRBENNRIE S, MUt https://webcamtests. com/o

Theora RiZEERZFFE M VDA £ 64 (I AREFHMBRENEEMIIE, BLE H264 fHi3R[ETIAZFER
VDA EBY 64 (INBEZFHNERENEERIDEE.

$2 3. A& H264 4RiZ23
H264 rig2g<#5mEm VDA £/ 64 (I ARFHNEEENEERRE. ERA H264 figss, HAHRITUTERME:
1. §fi%l ~/.ICAClient/wfclient.ini BBEXEHWNEHITRIE,
2. ¥ HDXH264InputEnabled {EIRE N True,
HDXH264InputEnabled=True
EHATUUTRIELIIOIE H264 4RSS 64 (U AR

1. 7£ VDA k%% Firefox 64 fiL,
2. ipEREBENMNSL S, MitA https://webcamtests. com/,

SR 4. BWIERFRBII
B H264 Hi3ER/E, WRMBBREHNEERINET<F VDA L8y 64 I AR, BRIERFKHI,

A 64 (I ARFEHNNKREGNEEAINEEETF GStreamer 1248, ICAClient /8 GStreamer EZEARZS
0.1.x 8 1.x, EFBURTEMRS R LEN Y FITRZS,

S 4.1: 1iF ICAClient fg4s
iE ICAClient lRAREST 2106, LIBHEMERMNE GStreamer 1.x, RHIRAH ICACLient ATRBERERK,
BHRITUTHSBREIE ICACLient IRAZREETENRAPREN GStreamer 1ES:

1. ESRTPRRALUTHS:

cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->

1s -alh
<!--NeedCopy-->
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2. WiF gst_read symlink @&##&El gst_readl.0 5 gst_read0.l., MATEFR:

WAILE util BRHiEfT workspaceappcheck. sh filads, FHIEIESIE GStreamer KREIMAIER 2B H.

Citrix BiWERASFHET 2106 B ICAClient Rz GStreamer 1.

+I% 4.2: I5IF Gstreamer kRAFiGH
BT GStreamer 1.X {EZ9h, BN MLELUTHEEL:

* Gstreamerl.0-plugins-base
* Gstreamerl.0-plugins-bad
* Gstreamerl.0-plugins-good
* Gstreamerl.0-plugins-ugly
* Gstreamerl.0-vaapi plugin
« ibva library

e x264 library

BXRREFRpLuginsHiFMIER, BB GStreamer L5,
=W

GStreamer {EHFBIMRANINS GStreamer HEZRIMRA—E, 0, NRZEE Gstreamerl.2.4, NFFE
Gstreamerl. x {EFBIRRASE AN 1.2.4,

BETUTHSUEE GStreamer {EZEHYBTARES:

gst-inspect-1.0 --gst-version
<!--NeedCopy-->

BXUFEHRNGESR, RS RSIEHRERD REIME RS,
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ERMERETEEBNLE ==
B 2303 A& RESh AR, EBTF Linux # Citrix Workspace M AREF 2 ML RENEE B#ITE SERML
2, EEAILINEE, BEHRITUTRE:

1. Sfi%l ~/.ICAClient/wfclient.ini BE&EXH,

2. 7= wfclient.ini XtbFHMUTEER:

HDXWebCamEnableBackgndEffect=True
<!--NeedCopy-->

AR
FREIRE N Ul F1X Ul BFimEAERMESRENERE RS SIEMIhEE.

EERAEFAF AEZASIENINEAMSRENET RS SIEMTEE, BRITUTIRE:
1. 72 Desktop Viewer 8 HEEM, LEHGER Citrix Workspace - &iETHERE,

2. BERMEBEHIEN R, EREHILTIHEE,
A - = ] By Pl 0]

Switch Ctri+Ale+Del window Preferences  Disconnect Sign Out

B Citrix Workspace - Preferences
File Access Webcam

Webcam redirection configuration

Disable Background Blur Effect

Remove background blur effect from the webcam stream

3. EFREAEREMNRELEUZBERMKZBEENEE RN ERIE/MIEE.

4. BEHHE.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 111



BT Linux & Citrix Workspace M BiEF

%55 MJPEG WER &M

BiEAF Linux 89 Citrix Workspace R A2 2308 hrAi2, H264 RF sz MIPEG MER G MBREIE
MERHIT MIEPG [£48, MMREEFHEGRENESHMERRE, RINERTBALIEE. B2, MRNERGNF
%#5F MJPEG, ItIhaeR#EEA.

Xcapture

Citrix Workspace L AREFRHEBE— M ERMIEFNAERF xcapture, LN AREFRIFEEAFERS SRS
X RE EFRFE ICCCM #5EH X Window R Bi2RF Z B3R ER 88, BB LUER xcapture HUiTLATIZAE:

s BRWEERREXE, HEAFRERA (BFEFHS ICCCM AENNARER) 5&EEEOPBITHNABE
FZ B EFIXERE,
o EEREOS X BRARIFSEARER xmag = xv ZEEHEfZ

BM&HLITEEN xcapture, EHRITUTRE:

ESSIRTEOPEAN /opt/Citrix/ICAClient/util/xcapture, #A/G#&R Enter & (E /opt/Citrix/I-
CAClient 2 Citrix Workspace MBIEFHNZERR).

EMBRRESEER], BRITUTERE:

1. 7£ xcapture 3$iEHEH, ## From screen (MRR). HIFETH+F4,
2. MIAFESH#TIESRE:
+ Selectawindow (G&#F—1&EO). BAMBHIESFHINEO LS, AEREERTPR.
+ Selectaregion (G£EFE—MXIE). RERIGER, FENEDITLUERESHINIXIH,
+ Cancel the selection (BUHER), REHRAAR, REBIGPRSNARERE, $EARETUICE
FRBA9I%ERE
3. 1£ xcapture 3HiEHES, B To ICA (FI ICA), xcapture HHMEEKEAETL, RREELEEE.
4. BTG, EMNEESOBNNBEFDERENAIMEILT S,

EM xv EFEIERTAFNNARER, BRITUTRE:

1. M xv REFIEREES.

2. 1E xcapture XiEFES, 2dE From XV (M ICA), ZAE&8E ToXV (8] 1CA), xcapture RN ERLET
, RREELEES,

3. BTG, EMNERE OB ABRERFPERERNAMILES S,

BEMERETOFHINBREFERIZ XV, FRITUTERE:

1. NEESOPNAREFEHERMNES.

2. 7£ xcapture XHEER, 2 From ICA (M XV), A% E ToXV (FI ICA). xcapture IHMEIEZELET
t, RREELEES.

3. BMEGE, BESRMEE xv H,
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FEAR
SFFNITE B R ¥

LG, Citrix Workspace MARFSETR—MRANR, HAESNANBRE RER, Fit, REXDARNUE.

MARZE 2112 2, AMEIERIRIENEANERAGRE, Eit, ErTLURMREXRPREXFNUE, RIAMERT,
IteThRE FEBRE,

WESH:
« IR .ICAClient BHEETHAAPHEXHEF:
MiER AT1_Regions.ini X
HE,
BRY AL1_Regions.ini X, &7 [Virtual Channels\Thinwire Graphics] 2 8RERML TT:
InvertCursorEnabled=
InvertCursorRefreshRate=
InvertCursorMode=
MR .ICACLient XHFAREE, NER Citrix Workspace M BEFHEHLE, EXMERT, HERGEENE
INRE,
ZRALLINEE, EHRITLUTRE:
1. S#i% SHOME/.ICAClient/wfclient.ini EEEXH,
2. %3 [Thinwire3.0] o HiEBUTEE:
InvertCursorEnabled=True
AR

Y Citrix Studio hRIERMSAR RIS HITERFRMNEIRE N Do not use video codec B, HiFAR
=K%,

5 32 UjeAn
AT, HEERBEX 32 (¥R, XirEER RS HI— N RE,

BiEATF Linux i Citrix Workspace A 2R 2212 2, 3t 32 (AR RZVARFEARS. Fit, HXi5E
B9 RAER)T LUE R

HiEATF Linux 89 Citrix Workspace Rz FF2Fhkas 2309 &2, aJ 2R 32 M iniz i, J 7 SSItbigRIngE,
Fwfclient.ini XHHHFMT—1EA Cursor32bitSupport MEHEH,

BEAX 32 AR, BHRITUTRME:

1. &M% SHOME/.ICAClient/wfclient.ini EBEXH,
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2. ¥%3| [Thinwire3.0] B2 Hi&BUTEE:

Cursor32bitSupport = False
<!--NeedCopy-->

BT
B ERAT

ABX BARSTRHR M T AT LB A MIREI 5 RBR BRI EANET, FEAEXN RARRAMIFEX RATRNBI N A
EFEERALIEE.

AR

LtkTh8E(7E Citrix Virtual Apps and Desktops 7.8 (skE=hz7) 3K Citrix DaaS LiEfTHSIERAH. ERIA
BERT, ERATERARS.

EEALLINEE, BHRITUTRE:
EXHSHOME/ . ICAClient/wfclient.ini 89 [WFClient] 35, #in%E RelativeMouse=1,

BB AR, ERRSHETES, BEECEHEEE. AXEABEYBRIREIFAEER, BSRAEEEXN BT
EEiTa

ERCELLINEE, BHITLAUTHRIE:
N Ctrl/F12,

BRLLIIEERE, BREN Ctrl/F12 el IRSSBIETHUBES TP HREY . ERENRIFN, FARPSRSESEFIHETHI
B

BEALLIhEE, BHRITUTRE:
S Ctrl-Shift/F12,
REBFAREERIY, WEXFLLINEE,

E3EAEXT BARE
o, EEEI RelativeMouse SR LT E:

 RelativeMouse=2 E&iEE OB RS E A ThEEF IS EEGE,
« RelativeMouse=3 tA2 B A. HEHFIFIINEEA T EERT.
+ RelativeMouse=4 Z s Rirfsstiemol 2R B ARZ AT, EERTAE— MR RFERERMN
N FRFEF R B 5B A2 AEN Bir.
BERE®S, BEHANOTFARELE:

« RelativemouseOnChar=F11
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+ RelativeMouseOnShift=Shift
« RelativemouseOffChar=F11
« RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar #9527 #89/&7 Citrix Workspace M BIEFREM B
config/module.ini X & [Hotkey Keys] F%lIti. RelativeMouseOnShift 1 RelativeMouseOffShift #y
HIGEEFANENEE, 7 [Hotkey Shift States] Sk F7IH,

£ Eig Ctrl+Alt+Delete B4A 4 :

1. HEWARAESKETEEMSEE LA Ctri+Alt+Delete A&,
2. EHENEREHR WFClient 285, & UseCtrlAltEnd:
o True &R Ctrl+Alt+End &% Ctrl+Alt+Delete A& 152 2TIE = HE.
+ False (BAIAIgE) Fw Ctrl+Alt+Enter % Ctrl+Alt+Delete A& 152 ETIZ R HE.

HEEFmETEA USB EEMEE Bloomberg v4 1 :
B4k, %E Domain Delivery Controller (DDC) B BiZ%EK,.
1. ##k Bloomberg $24#9 vid 1 pid. %30, 7 Debian #1 Ubuntu FizfT A Fa<:
lsusb
2. %% SICAROOT # 448 usb.conf xtff,
3. 1£ usb.conf AN TR E U AFS Bloomberg $##&i#17 USB 2@, ABREZXHE.
ALLOW: vid=1188 pid=9545
4. ENRmHEF LM ctxusbd SFP#2F, #1301, £ Debian #1 Ubuntu FETUTH<:
systemctl restart ctxusbd
5. BEIEF KRS, BERETHEAN Bloomberg v4 BENSIFAEESR, UEHTEEM,
AR
SR LURIILL FECEREE A selectconfiguration a<:
ALLOW: vid=1100 pid=0101 disableselectconfig=1,

selectconfiguration @ VDA FHETFEEE USB ig&H&m<.
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EREEER

tInEE R IFE S RiEMEA Bloomberg 84 v4 71 v5 80, WIhEERM T EFERERIER R EERRENEES,
BERRGASEROMRSN. EMSEOGRUA—FEERZ 2 SE.

BEALLINEE, EHRITUTRE:

1. £ SHOME/.ICAClient/wfclient. ini X#HigIN T =44 BloombergRedirection Z43,

BloombergRedirection=true
<!--NeedCopy-->

2. PITEREEATRRNEIESE,
2RItk INEE:
1. £ $HOME/.ICAClient/wfclient.ini X##i TFA~4iE BloombergRedirection &4,

BloombergRedirection=false
<!--NeedCopy-->

2. PITEREERDPRMEFRESE,

AR

BZERE S false B EER R RERANE FIRF AT A, BAMEROBEEHTEIRIE.

XFERTEERBRASEORNZ EIIRRERES
LT, ZELUER Desktop Viewer W& OS2 FRATELREXNSE ORI ZE TR,

8 Citrix Workspace R 2% 2308 42, e UfEARERER CtrtF2 £2RREASEORAZ BT, )
0, HRERFLFLRERN, MR “Ctrl+F2”, KERERRHESRE.

BRINERT, LIhset FERRES.
BRI
1. REFMRIZATF Linux i Citrix Workspace R FBEFRY, IR U AP N EXHXRHPELEFE . ICACLient:

ftiBx All_Regions.ini 3%,
xE
ERY All_Regions.ini 3xf#1£ [Client Engine\Application Launching] 584 Z b AR T1T:

FullScreenShortcutSupport=x*
<!--NeedCopy-->

2. F#nZl Jopt/Citrix/ICAClient/config/All_Regions.ini X% FErRf&ck FullScreenShortcutSup-
port By{&:
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FullScreenShortcutSupport=true
<!--NeedCopy-->

RINERT, BEREEA Ctrl+F2,

TR LB E XIRER, REBHADRENEIBHAR, F1d ALL_Regions.ini X#FH KeyPassthrough-
EscapeShift 71 KeyPassthroughEscapeChar.

TERNM M BUIHKBE U TR

BT 2lib) =1
KeyPassthroughEscapeShift All_Regions.ini BpA9 [EE [Alt. Ctrl. Shift. Alt+Ctrl.
i\ ga] Alt+Shift, Ctrl+Shift.
Alt+Ctrl+Shift], BRiAf&E: Ctrl
KeyPassthroughEscapeChar  All_Regions.ini 89 [EEii#@ [F1. F2. F3. F4. F5. F6. FT7.
8\ ] F8. F9. F10. F11. F12. ®B=.

ms. Tab. &f=], BIAE: F2,
AR HSHINSEEFRE LM
oz

fFisn, sNRBEER “Ctrl+Shift+F3” fERRBHRERE, EETAI TR

+ KeyPassthroughEscapeShift=Ctrl+Shift
+ KeyPassthroughEscapeChar=F3

ER M

s MIREFERNREEESSEFIRRERAREEIRFECERARER, 2RUMAXAIEREER, AT
PIRRIERFRAERLLIRER, Fla0, MREER “Ctrl+ F3” fER Linux RER AN R FARERE, TTEE
A “Ctrl + F3” 8¢ “Shift+ Ctrl + F3” #E4 Citrix Workspace R BEFH2RIIEF %,

o Ctrl+Alt+F* or Alt+Ctrl+F* (F* 218 F1-F12) 2B F7E Linux FREINAR 2 EE# TRV RER, X
LRERT SR T2RYIRAX,

o Alt+Ctrl+Plus 3¢ Alt+Ctrl+Minus (MS MRS BB FRE LHRE) MHED Linux REAHRHFTS
XF86Next_VMode/XF86Prev_VMode, FizATF kg, Hit, XEHEREAT LRI X,

A EERABEEM
ERATHNBRNEEERN Chromium # A\X1E%2 (CEF)

£ 1912 hrz#if9kRk A+, BCR ERAET WebkitGTK+ MBMREMNE. BR, EEE KL, FEMERND. B
W7 1912 2, BCR EAETF CEF W&, kDhaeFET BCRAF AR, EEMTEREERAEL. NELENE

T IERENH E i o
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BhiA 2106 &2, &F CEF NN RABTEERFTEEER. RMABERTBRZDEE.

MREE, 7T SICAROOT/ber/libffmpeg.so B 12 &1 ¥ Workspace [ F 12 & B f & 18 # &9
Libffmpeg.so X4&iRNEEAMHRAEEIFNEENH Libffmpeg. so,

3 =

AR

ARMHF &R HILIhEE,

BRETF CEF #9 BCR
ZFAET CEF 89 BCR, BT TIRME:

1. $Mi% $ICAROOT/config/Al1l_Regions.ini Xf, Hrh, SICAROOT 2 Citrix Workspace [z
EFRNRINEEER.

2. #%ZE [Client Engine\WebPageRedirection] BRHIEBUTEE:
UseCefBrowser=True
BRM:
« £/ BCREY, EABHEAN Web AR AIRETAIET.
BNE

o« #£~/.ICAClient/Al1_Regions.ini #¥ UseCefBrowser #EHIEE N True i, Hi&. B{FHFX
MEHIE IME ATREEAEMAFTRP I/E, &£ SaaS 5 Citrix AR H ML S E AN, EBT Linux By
Citrix Workspace RREFALZIFHIB. BAFXMFHE IME,

o HEEAEAET CEF 19 BCR B5h Web TEEEME, AJAESREIRAIERHEIR, teinl@E B E Citrix
Workspace [ f#2FFhias 2106 REShRAH.,
R E EEHEPETUTHIUBEERIERSAE nssdb #:

certutil -A -n "badssl.cer" -t "C,," -d ~/.pki/nssdb -i ~/
Downloads/badssl.cer
<!--NeedCopy-->

aLHNSHIT!

—A - FAERERRINES,

-n - EBHET. WSHRIEEN, BTAFRMEM,

- "badss'l.cer'" - M badssl.com i FHABEBHIZ R,

-t "C,,"--t %K~ TRUSTARGS, C &% CAEH., BXFMESR, 158 Google ik,
-d ~/.pki/nssdb - $#iBEMNMNLE.

-1 - REBAX . EESBETHRIMERXHNUIEMZTR.

A% BCRWEE, #E20F Citrix Virtual Apps and Desktops X4 2SN A EE o
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EEE N S BABEE [N LR IR BIEFHERRE
B Citrix Workspace A2/ 2303 72, EREANETF CEF p9I KRB E IR MIBFHEER, BRERRE, &
MITLLT#R(E:
. SM3 SICAROOT/config/All_Regions.ini x#, He, $ICAROOT 2 Citrix Workspace M F
EFHNRIALERR.
2. Z [Client Engline\WebPageRedirection] BHAHFMUTER:

CefCachePath = <folder for CEF based BCR tmp files>
<!--NeedCopy-->

B EER

AEFTNE HDX Broadcast BhE P i EEIEIEIhAE, Citrix BiVEEIkIhaE5 HDX Broadcast £iERI 14 THEESS
SR,

BHTHMEFEE. NEEREHEERXELHEENES CEZRERRE, AP s MNEIENFERE. @it HDX
Broadcast BhE P IREFEZEINAE, iEA T Linux #9 Citrix Workspace R BER ] LU B &I RIS FF i,
FEMNFAFPEMEEIZEMNRIE,

RSB EERILLINEER, AP TEFohITEMEZIN 44T (E, Citrix Workspace &2 xEiXEMMEZIISIE,
BISHMEERTISHEAFBEEMEESHAL. IREEHTHF SHRIE, NWEEHEMERIETREAFRE
T—MERERHITIEE. MRAAREIEMBRHEARER, WAKHTENENEE, AP REEMEEINTE
ENRIE,

BIMERT, EAT Linux & Citrix Workspace MARF#ER 30 WERREMERNANSIE, XENEMER

SREHIT=R,

&g AccessGateway iE#ZRY, ACR ReJf. EHLEMEERR, BFESVERSSENEF G EBRAXIEIEMINEE, #
7£ AccessGateway Li#{TEEE.

B XA E HDX Broadcast BahE ik ERIEZEMNGEA, 1§ Citrix Virtual Apps and Desktops 4%,

AEF/ 48 HDX Broadcast £iFEI 5 M ThAE, ZINREZRIA T BRRES.

B F HDX Broadcast 2iErI 14 ThEEE, MRSERGHRARRF ZEMNEEPY, BRNA4SEIZNBREFN
BH. im0, TP EFHFNBENBCHNEZA IR, MYEMNHNETEES —KKN, BERRF[EE. 0
HAiE), BEERAFNAMEHRIE. RENEMRZE, HENBRERFREETAFRE, ENEIDEEN, XERORERERN
Fﬁ*ir%_q]o

WE, EAUESREAIEETFENEIRELRENT K. FIAILIERINE, FEORKE, HAEETNSEETRHT
TREMEESIR Z AR R REE,
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N

AR ENERE Ul ERRELNRBELATRENRENRERE. RINERT, IEREN 80, ZKAER
geBE 100 (RTZEAED), AURKRMEREN O (R2ETRR).

RIERINEREREN, EITRBANEERER. EURESREHITRE,
Bhi7s 2109 2, IEATEMNERNRRIALTEARES.
ERAILERINGE, BRITUTERE:

1. 8fi&l /opt/Citrix/ICAClient/config/module.ini BEXH,
2. 72 [WFClient] &85, EXIUATIRE:

SRNotification=False
AR
3% Citrix Virtual Desktops 51t ThaE,
B E BohEFIREINEENSIET SN, NREMEZFNE, SIETEMINEEMERT. SEEEIREERE

USHERIENEE, ATREKEE 25 WIERENEZRR, AEHFE—RAIKRENNE FAMER 180 ) K=
HERER. IRSEAEMIEELTAENER, BT FRENERNERZRERNER.

MEEAT HDX Broadcast &3ErT &, MATFRIEEEMEINROER 1494 T H 2598,

Citrix Workspace AR T ABE RS 2RIEE,
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BE:

HDX Broadcast 2iFa/RMHEE (FRAKEIKILE) ERSBLEEAS—TIhEE, BEHERM XN ZRERMX
iR B2 B HDX Broadcast £iErI S48k,

ERRIER MR
RERMNEERRIRSELBARIETEML.
RNE MBI RIS ENRIAMEN 1807 B ). MRFE, ALIEKSIEFETENESERETARSHEE. &
FARRTEEMHITEHIIE.
"R
MRERSFRIFHTARSHNEKE, STRSBIIFMAHBEFECHIRE, XMBERAIESEREZNN
FF BB ZRIE,
FARETEMERERKO 2598, RIFCERERFTELRKOSKEIGEPE XMIKOS,
BEXEEREFTRMEERNER, BERAREIRERIRLE,
AR

SIEAEMRAERS SEREH. ERAILIEE, BEERS S EEERRK,

ZIRRIERE

Citrix Workspace MARFRE T 2K, AEYSNEREBARETRHESERFAFR, EERENRER
MEmEAY, XERARATLURFEFERE, TR
« HDX MediaStream Windows Media E& M
+ HDX MediaStream Flash & ™
+ HDX RealTime MRIBENNSAELE
« H.264
AE:

Citrix ¥ RTOP 58 GStreamer 0.1 855&BF Linux 89 Citrix Workspace M AB2F 1901 B SR

#7,

HDX MediaStream Windows Media & A

EM Linux BPRIEEHRIMNER Windows S E FIREZEAHREANBEREERSH 5, HDX MediaStream
Windows Media EE @] U A#H mEKREH, Windows Media EEERM T —MIEAFIEEMIERS 28 HiEK
BARIEITES XX HFEINE. Ft, BET ERBEEGHNTFRER,

Windows Media EEmATRAEM Windows 2@ Liz17H Windows Media Player W R BB KESMERE, It
heer iz S s, HRaiE:
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. BEFHER (ASF)

. EHE&ERA (MPEG)
o ESTRIMSASHE (AVI)

. MPEG Z47% 3 2 (MP3)
. WAV mEct

Citrix Workspace MABREFTEE&E T XA RE MediaStreamingConfig.tbl, BT Windows $ERIEE
&3 GUID %k GStreamer AJAERM MIME 28, AT EHILEIRRUITUTIRME:

o PUEFERRPRINZ AR AR A Z FEH R AT 838/ XS =

o MELEFERFER GUID LsaHIEIRRIBRS Bim=Ho

« @A MIME FFHERFMESSEH, UAFEIERRE GStreamer SHARRE R,
o BEMEERBABFIRE LM GStreamer IFFHNERNXHXBNBEENXEE.

BEEFHRR, EAUATFRAFISEEZRETREAREXEREER A <http: / /> <mms:/ /> <rtsp://> B
URL 898K, mdEi@id Citrix RSBAAREAHXIEER, REV/HTAP BREEAINEERURLZTHGS (81F
B, . 1. SN, B2, REF[TCEBETMERIKE, LEEERIGE LEERRZHEAE GStreamer
[E=N

Z3:3 HDX MediaStream Windows Media EE @, i&EHITILTi2E:

1. #FE GStreamer 0.10 WEMAFIEE LRERKRMYG, XB—PMHRSEMEIELSR, BEBERT, BARE
GStreamer, AEERE Citrix Workspace AR, UAYFRE IR Citrix Workspace M FHZFED
BHEA GStreamer,

K % ¥ Linux & 17 bk #8 € & GStreamer, 4 8 L K http://gstreamer.freedesktop.org T #

GStreamer,

2. ERABFIHRE, EANRPBETLE EEMAX LB REMEN GStreamer RGN, ATLUER gst
-launch TARFRIHEHREERERNIET. 1R gst-Taunch aTLUERK URL, NIFRFEIEHEIRIETT.
g0, #EE1T gst-launch-0.10 playbin2 uri=<http://example-source/file.wmv> ¥
BEMINE TR ERRER.

3. Eig% =% Citrix Workspace M BiEFEY, MR EMFEH tarball B4, &% GStreamer #EI (HFF
.deb# .rpmRHE, WSBEEEITM) .

FERSEPIHEIIAEE XM ETL

o BIAMERT, BALIhEE, ATLER All-Regions.ini B Multimedia 24 ## SpeedScreenMMACSFEnN-
abled EWZALLIHEE, MERFILETIZE R False, Windows Media EE ¥ AT EABIE,

o ZINERT, FiE MediaStream IhEEERER GStreamer playbin2 hille 3t F R A iRIRENZ SNUFRE
MediaStream Ih#g, AIUMETIZHIMN playbin hi¥. B imiRENINAELLLEIT Al1-Regions. ini X
ISR FERS P SpeedScreenMMAEnablePlaybin2 EBER playbin2,

« Citrix Workspace [ 2T IRBIBHRIIRXHSREE RSB XM, 3 .asx H .nsc X, INEATEE,
AR BIEE— AR5 | AXEXHRBWIRE URL, A gst-launch AIRIEEERN URL RSB Ko

XF GStreamer 1.0 B;EEEM:
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o BINERT, GStreamer 0.10 BF HDX MediaStream Windows Media EE @, GStreamer 1.0 (X7
GStreamer 0.10 Re] B ER,
o MNREMFA GStreamer 1.0, BEFEAUTHEA:

1. & GStreamer FEHNREBR. BUHNLTEMNBERENETR. BRERKERLEWHN GStreamer
WEEARXAMB. HE R ERREH /usrlib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,

2. BEHERTF Linux 89 Citrix Workspace M BREFHNEZEB R, 5 (root) BFAFREMEIAB R K /opt/C-
itrix/ICAClient, FE$ AP REMERINE RN SHOME/ICAClient/platform (i, He, platform &L
2 linuxx64), BXEFMER, BHBRALENLE,

3. i £ GStreamer HEH B RPIRE — T S # % K = £ libgstflatstm1.0.s0: In -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 $GST_PLUGINS_PATH/libgstflatstm1.0.s0, 1Lt % B & &
SERFAMNR, B, A sudo.

4. ¥ gst_playl.0 BEfEREs: In-sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play.
L H B ETRER ERFRINR, 0, A sudo.

+ JIRE7E HDX RealTime ME RGN IMIAESEHER GStreamer 1.0, &EEMA gst_readl.0 fEAiEENSS:
[n -sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read.

EF GStreamer 1.x

£ 1912 hRZ HiRUhRASA, GStreamer 0.10 EZIFZEAEEAMNEIARZE. B 1912 ki, EEI LU GStreamer
1.x EEE R IARES,

PR

o IBIAISTET, SRR EHEIEIN AT RE T AR TREA TR,
o« Y&72 ARMHF i&& Bz Citrix Workspace R F#2RFR, GStreamer 1.x RAIBETERFAIAT(E,

Z% GStreamer 1.x

M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html &% GStreamer 1.x &
ZORNLUT R

+ Gstreamer-plugins-base
« Gstreamer-plugins-bad

* Gstreamer-plugins—-good
e Gstreamer-plugins-ugly

e Gstreamer-Tlibav

TEASHIA 32 S

FERL Linux OS &17hR (5190 SUSE #1 openSUSE) £, RFRTREHRAZIBINRTIRFH GStreamer M. 1
XMERT, THRABHERMERE G
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1. M https://gstreamer.freedesktop.org/src/ THRM{,
2. RENVAR,

3. SMEIBENRGERENER.

4. BITUTHS:

$sudo ./configure
$sudo make

$sudo make dinstall
<!--NeedCopy-->

BINERT, M #EISXEAITF /usr/local/lib/gstreamer-1.0/,
BXRHFEHBRIEE, BSRIRFLE CTX224988,

fdE GStreamer 1.x
EFIE GStreamer 1.x LUES Citrix Workspace M REFEEER, BEA shell B RANAUTES:

« Sln -sf SICACLIENT_DIR/util/libgstflatstm1.0.so $GST_PLUGINS_PATH/libgstflatstm1.0.so.
+ Sln -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play

Hr,

o ICACLIENT_DIR - AT Linux 9 Citrix Workspace [ BIZFHIREREZ,
o GST_PLUGINS_PATH - GStreamer a8, a0, 1 64 fil Debian i+ &M £, LLEEE RN /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,

PRI

o TERRZAS 2106 ZFiBIkRASH, A GStreamer 1.15.1 REBIRAR, WMEBGVEETEAIEERKRY, RIEA]
RER BN R,

HDX MediaStream Flash £

&3 HDX MediaStream Flash ExEm, ATLASEI Adobe Flash ABERA PGS AMIER, MMEFESHRENR
HIER T A B P RES B EN SRR RS R,

1. BIEAFPREEEREETINERER. BXFAER, FEHRAENR,

2. Ewfclient.ini & [WFClient] 8% (EHATHEAFPHFREER) L ALL\\_Regions.ini i
[Client Engine\Application Launching] 4 GEBFFEFMFERF) HIMUTSEC:

« HDXFlashUseFlashRemoting=Ask: Never; Always

ERAFI5E LB HDX MediaStream for Flash, BUAER T, IHEIEBAMT, M4, RESEBF
T—NHEE, WEHEEEEEEIES Flash BEMN Web TTEEKIZAS.
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HDXFlashEnableServerSideContentFetching=Disabled; Enabled
53 Citrix Workspace [z 2 B AR R A BRSS Stin N B IRENINRE. BIANBER TIEIRBERERA.
+ HDXFlashUseServerHttpCookie=Disabled; Enabled
BREZEZA HTTP Cookie EEM, BIAMERT, LEIZEH Disabled,
« HDXFlashEnableClientSideCaching=Disabled; Enabled

¢ Citrix Workspace R FA#2F1RERM Web WA BAREARFHEFIRE. RIMERT, HERER
BEMA.

+ HDXFlashClientCacheSize=[25-250]

B MB REAENEFHEFNAND, WENA/NTUZNF 25 MB 2 250 MB ZEiEaE, RKEX
NRBES, BRBFEFERRNIEAR, UEEHEHRE. RAERT, IEIREHN 100,

+ HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching

FIET AR SS BRI BRI AEIR IR B E X Citrix Workspace M R2FERNEEFRE, ABERT,
HEIEE R

Persistent,

FE REUTERTARERELSE:

HDXFlashEnableServerSideContentFetching igE 5

Enabled.

3. ZIAEZH Flash €@, £ /config/module.ini &, % FlashV2=0ff &2 FlashV2=0n LB AiZkE.

HDX RealTime R HRGHMIAESE

HDX RealTime 12T WA RGN SAEFETRIZS WM WCI B AN FERNE, WA HBEAFAEERS
HDFaces #y GoToMeeting. Skype for Business %57 BiZFF AR IR E1EEE.

1. BIEAF SRS HEZSMINEEER,

2. WiEMultimedia EBEREEEH. ERERBR, &I SICAROOT/config/module. ini X,
AEHE [ICA3.0] 85 HH MultiMedia BFI&REHN Ono

3. B R HEEMINEEN “EZRNAMEIREY” R ENERRNE R NAMEREGIE RS MHEN.

2/ HDX RealTime M RGNS ESE

BIAMER T, HDX RealTime MARGHAUEIE T IRIERIEMLR G LR, BERLEBERT, BUESERARE
F3 USB BB EEME RGN BRIIIER, BIRITUTERE:

2 HDX RealTime MR EHMIAESE
o ARMERGIERE USB 251088
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1. TEHMERL.ini XY [WFClient] B35 aRmL T2
AllowAudiolnput=False
BXFAER, BSEMIAEE,
2. T usb.conf X, EZXHEEMTF SICAROOT /usb.conf,
3. MERECERER A TAT:
DENY: class=0e # UVC (BkiAi@id HDX RealTime MR MSAESR)

4. REHXFAZLXS-

@i Citrix BTN 2R H1R SaasS ML e IOk IhAE

xt SaaS MARFMEZLIFHRETHAFRRMNELHN SaaS NARFNA—RF AR, SaaS ZARFSRERER
—igieft. ERRIEAURIPASHNNENRLAPRERZERNGNGUERENRES. ERGBIRF, SRR
HEXHFE Web k5250 Web i 2K BI89 A RIAR,

BT Linux 89 Citrix Workspace M BEFZHH@E iFRERIRS R SaaS MAREF. @idiZRsS,
REGERBINIHER. EREAZIZURABTRE,

3

AR IDN

DR
Wi libgtkglextl BEERM,
MZE32ft SaaS mARFEA U THE:

- ICEBR - 5TRE. BRNER.

s BRER - TARRERENER.

s BERATARKARFIVERIR - IS ANARFHITETERNEE,
AR
A Citrix Browser Engine #9 SaaS {X7f x64 #1 x86 F& L%, £ ArmHardFloatPort (ARMHF) &
H ERZZH

BXRUMAER BT HIRSEE SaaS MARFNEE, B8 Secure Private Access X1,

H.264

Citrix Workspace R B#EF X127 Citrix Virtual Apps and Desktops 7 B89 H.264 E#2, &% HDX 3D Pro
B, LB ERREEEREDEINGE, ZERALTRARES. SME JPEG HFEEMEL, bk WAN
W& LR T FEME W HNER N AREFENREMEE,

3 =

AR

7£ H.264 &, EHATF Linux 8 Citrix Workspace R 2R Z1F YUV 420 183X, FZ#HF YUV 444 &3,
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REBAT R HITIRIET R ALLIIRE (UK ER JPEG fiRIGELIEER) . EeIUTEREEIEHRED 28
FNLTEARSHNER TRAXARER, igERATRELESEEFEGRENSHIFRBXEERN R DER
Bt CPU BB,

BE:

TFEAE I INEE, E701E A Citrix Virtual Apps and Desktops g Citrix DaaS M 3i R 2 R F I ER TR E,
MEBFEAT TMIGE, H.264 FEERS S EATERRS, BiE Citrix Workspace MABEFHILEER,

B RREEARRD SIS

fEwfclient.ini X, ¥ H264Enabled i&E 4 False, ItigBEXS2ANAERER,
BRERAXARE, BHITUTERE:

BRFEEARELSSERE, Ewfclient. ini X+ TextTrackingEnabled i& & False,

HEWE
ERHRAS, debug.ini M module.ini XHERFEREASIES.
BhRr4s 2009 &£, B UERUTAZZ—EEEBEE:

o BRITEO
« GUI

E#, Bh4s 2009 &2, debug.ini BEXHRM Citrix Workspace RBRRFRERFRECHHIER.

BES¥ Citrix Workspace ARRFHEFMES. BEFXUNEEEHHFIBTRERERER, E=AFAAR
AILUER BEUE SDK (X Citrix Workspace R BIEFF &1k SDK BW—ER 5 R4RE—iS) R ALk HEUWREN
il

AILUER BEEBRITUTRE:

o DHIFIHRMEAEGHIEE, BERENRERIRIER,
- IBNENEEMBEREE.,
o IREEIEEN,

WMEEER root AFPMIERE Citrix Workspace MAB12F, MBAKISEME /var/log/citrix/ICAClient.
log &, &M, BEEFEME S{ HOME } /.ICAClient/logs/ICAClient.logH,

Z%E Citrix Workspace MABEFR, BalE—1EHR citrixlog WAF MAIEHEEIZRIEE

17O
1. ERTRTFAT, SME /opt/Citrix/ICACLient/util KiF.
2. BT TS LU E BEE IR,

./setlog help
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B R RFRE R A<,

TRIE T SRR EENREREE: BRI ENGSITESES, BERATR:

R ImEERO

& P iR IR B 28 B
545

& P mFT ENALBR Y
& P UmFT ENALBRGY
FR

ot

ShiZES
BNEYRIESSR

IPC

SRR

YR IRENIE
EZEL0

FRARBRST

MS Teams
HithE
hIXEEENIZ
PNA NS
ESHAE
SRCC

SSPI &%

BHEE

HE%E

LOG_ASSERT
TC_CM
TC_CEFBCR
TC_CAM
TC_CONNCENTER
TC_CCM
TC_CDM
TC_CLIP
TC_CPM
TC_CPM
TC_FONT
TC_FRAME
TC_GA
TC_IME
TC_IPC
TC_KEY
TC_VDLIC
TC_MMVD*
TC_MOU
TC_MTOP
TC_LIB
TC_PD
TC_PN
LOG_CLASS
TC_SRCC
TC_CSM
TC_SCARDVD
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&RIR

BBNARSS

BEIBRSY B
StorefrontLib
ERIREhIZ
Thinwire
BREORE

EHLEE

PAL

ul
UlDialogLibWebKit3
UlDialogLibWebKit3_ext
USB FirieR
PSAIR EhAZ

Web &%
WinStation RzhigF
Wfica

Wfica3|Z

Wf1ica Shell

Web #BhiZF

FHER

GUI

HE%E

TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
TC_UIDW3
TC_UIDW3E
TC_CTXUSB
TC_VFM
TC_WEBKIT
TC_WD
TC_NCS
TC_WENG
TC_WFSHELL
TC_WH
TC_ZLC

HERE > RIFIEE, SRR Citrix Workspace - E3ERXHEIE,

TEIRERIF IS BRF RGNS, IR TE:

. B2H
o (NREEIR
. BB

o
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BINERT, BEICFHETIREN Only Error ({XREiR).

BTFIUERKEHIE, Eit, RERATaea™E#M Citrix Workspace R ARFIEEE, RYHPERBTEN 7 EIN
fERIFARA.

RN ETRERNE, BEREHXH. XEEFEIEPHISNA.

PEAFTIEREN MISEZNIRBET. ISR Citrix BEEETRXIEE,

AR
WMERMIPR ICACLient. log X, MpMEFHE&HEWERS ctxcwalogds.
B0, MREEANERRARAZIFNRERR, BETUTHS:
systemctl restart ctxcwalogd,
TEhRZS 2006 K ERARARE A B EME:
INRICERAZMZ 2006 RERMRA, FHEAUTIEEHABETIE:
1. FEHAEEM Linux itE# L% % Citrix Workspace M2,
2. % ICAROOT BT EIRENREMNE,
a0, /opt/Citrix/ICAClient,
BINERT, TC_ALL R FEARSLURHFBIRER.

3. BINEREERNAE, BT SICAROOT By debug. ini XEGHBAENRERSHRME [wfical
B,

FINEAR “+” FESWERERSE, Fw, +TC_LIB,

TR E B S 2RI RRZ.
g, +TC_LIB|+TC_MMVD,

TRIET wica R L HBNRIREE:

RIR TraceClasses &
E TC_TW

EUEM TC_EUEM
WFICA (&1E/B5h) TC_NCS

FTEN TC_CPM
EZIRRE - WD TC_WD
BT - PD TC_PD

EEZIRE - TD TC_TD
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1RIR TraceClasses f&
SHREEXRBMH TC_PROXY
SRR B INIREhIZ /B IR TC_MMVD
EINIRENIZF TC_VD

& P im IR nh 2% AR Y TC_CDM

R TC_CAM

COM (G&fsimA) TC_CCM

p TC_TwWI

BRe+ TC_SCARDVD

TR T ERPORR R HANRERELE:

R TraceClasses &

EEAD TC_CSM

T&RYIHT setWebHelper HIiRERSE:

TraceClasses &

¥ logSwitch 888 1 (BH) 30 (/)
Tl logSwitch =1

S HERR
R ctxcwalogd TFEME, MKTE syslog RRERES.

BEXRNEIELBHNERNHTBEMEMRNBENESR, 158 Syslog iLE,

Syslog &t &

BINERT, FiE syslog BEEHREE /var/log/syslog,. BEBERAEXHNBREMBIR, EXE /etc/
rsyslog.conf X##p [RULES] #9 F4REBUTIT. a0,

user.* —/var/log/logfile_name.log

RIFFIREERR, ARERAUTH<SERRBE syslog RS
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sudo service rsyslog restart

FRERENNER:
« ERIEH syslog @E0IA, EMIRR syslog #i5178<: sudo service rsyslog restart
 HBREIMESHE, B rsyslog. conf XHFLAHM $RepeatedMsgReduction on,

o BIEWAR, BHERICEER rsyslog. conf X#EFks $ModLoad imuxsock.so 17,

2 AERE
ZRARERTWE, BRITUATERE:
o RSEBHAEE: BUHER syslog BRE M rsyslog. conf XHEFHILTT:
$ModLoad imtcp
$InputTCPServerRun 10514
o EFIRECE: BidF localhost B imiZARSSE3MY IP #hdik, 7 rsyslog. conf XML TT:

*.* @@localhost:10514

WEREX A

LT, &BATFE Citrix Workspace ARFFKREEEXHN TR, BEXHSHEFRENXERH, EBRF
EIMARRIX kP U E B EX 5,

B 2109 k2, Citrix Workspace ATEFSIANT collectlog.py TE, BFMREMNSXHTHUEBREXXH. &7
LUERGTITETZ IR, £HNAEXHAEREE. FTUMAHIARSS 28#H1T T &

WEFMN

+ Python 3
« FERFIMITERFERS

BhR4s 2109 &2, T ENRXHE, UER collectlog.py TRKEHEX#:

« logcollector.ini X - REAEX IR,
« collectlog.py Xt - WEBEXHHEERTFN cwalog_{ timestamp } .tar.gz EHEXH.

ZUNERT, [hdxteams] AHFIEFRINEl Llogcollector. ini XEFLUKEE Microsoft Teams BIAEX . 18
2, B LURIBU T2 logecollector. ini XA INEth4E 4 :

. $M= s{ HOME } /.ICAClient/logs/ICAClient.log/logcollector.ini X,
2. RIBLAUTRGIRINULEE B E XX A4 4 :

[component_name]

log_namel =“log_pathl”
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log_name2 =“log_path2”

NREFERANRIMA 2109, 1E&EE U T I R2UE R EXH:
1. FHHAEEM Linux itEH_ERE Citrix Workspace B B1ERF.
2. 1T, SMB /opt/Citrix/ICAClient/util Bz

3. BITUAT&HL:

./collctlog.py -h
RERUTHTHEEER:

usage: collect_log [-h] [-c CONFIG] [-a ARCHIVE]optional arguments: -h,

--help show this help message and exit -c CONFIG, --config CONFIG The
logcollector.ini path & file -a ARCHIVE, --archive ARCHIVE The archive
path & file

4. REFESTUT®HS:

+ ./collectlog.py - FRRIANBEHINEEXHRTERETX M, HERIABERREREFNESEN
BEXH.

o ./collectlog.py -c /user_specified_path/logcollector.ini - ERABFIEE
BEPHNREXHRERSXH, HERIABEPRERTFAESENBEX 4.

» ./collectlog.py -c /user_specified_path/logcollector.ini -a/another_user_spec
/- ERAFPEEREFNEEXHREHSEXS, HEAFRPEXNRERAREREFENEENASE
#,

=

=W

logcollector.ini B & X % 89 #X JA B & & J/opt/Citrix/ICAClient/config/
logcollector.ini. EENBEEXHHIFRINEREREA /tmp.

5. Bl /tmp XFHUE cwalog_{ timestamp } .tar.gz EHEXHE

/.

|_H_

=,
2.

m

EXHRBREEXHE N cwalog_{ timestamp } .tar.gz B /tmp X,

ARSI EERIE5RTNRE
B Citrix Workspace M B2k 2309 #2, 1RMT LUTIERInEE:

o Citrix BEWELRRERF
« ®E DS HE

Citrix BEKRELRERF

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 133


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp#citrix-log-collection-utility
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp#disable-collecting-ds-logs

BT Linux & Citrix Workspace M BiEF

Citrix BEWELAREFUEBEWERATNNEESE. EXARFENIREFAASTSHEREASREE argzX
(GEasH

IR FME—7 AT F Citrix BEWELRER:

1. SMEFRMKF RS,
2. BENEBRRER,
3. ﬁﬁ”&%am
Citrix Workspace = *
| Collectlogs
Add Account About

Enter your work email or server address provided by your IT department.

Clicking on 'Add’ will redirect you to an external browser for authentication.

Cancel

&,
EN FREFIE T e Efn R R R > WE B T

Citrix Workspace
Preferences
Connection Center
Troubleshooting

About

Collect logs

Quit

BE,
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ST H, M3 Jopt/Citrix/ICACLient/util B,
BT T&$: /logmgr

AT IR Citrix BERELARRFRR.

Citrix Log Collection Utility - X

Collect logs

Click "start collecting logs" and then reproduce the issue. This gathers the most
recent logs.

Click "Collect existing logs" to gather the logs that might have captured the issue
from previous occurrences.

Start collecting logs Collect existing logs

WE2HMBNEE

1. Sz Citrix BERELBERF, ARREFRBERS. KEBERUTRES:
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Citrix Log Collection Utility = &

Collect logs

D Log collectionin progress...

Click "Stop collecting logs” after the issue is reproduced.

Stop collecting logs

2. EREAETR.

3. ENZNEGE, BHFLERERS. KERETUTRER:
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Citrix Log Collection Utility - X
Collect logs
Click "Save logs" to save the logs to the desired location.
Last saved log: Wednesday, September 06, 2023, 01:55:56 IST (+0530)  Save logs
Start collecting logs
4. BEREFEEURERS. ATREFEENX4RREEREOETH.
cancel wam Q
(s Home < Girohit | Music ®
[ Desktop Name Size Type Modifle
aks.cer 6.9kB X.509 Certificate 28Aug
[® Documents aks.pem 20kB  Text 22 Jun
0 Downloads c:ntﬂmrkspue-iuistinm.ku.gz 7.3kB Archive Thu
EEEE T e e
& Pictures
E videos
B 1caclient
+ Other Locations
5. BERTF. BEXMHERT. LINRETRUTES:
137
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Citrix Log Collection Utility = =
Collect logs

Click "view saved logs" to view the recently saved logs.

Last saved log: Thursday, September 14, 2023, 02:33:54 IST (+0530) Viewsaved logs

Start collecting logs

6. BHEREREFNASTUEEREFNES. RENASXHETREUTREH:

Extract 4+ CltrixWorkspace-issueLogs.t... 1= @ ® &
& | Locations £/
AuthManConfigaml 4.0kp XMLdocu... 06 September 202...
AuthManSr atest 16.1k8 unknown 06 September 202...
dsloglatest 4367k8  wknown 06 September 202...
v ICACHent.log 25bytes  application... 06September 202...
Lurdump.bxt 24bytes  plaintestd... 06September 202...
UserSysteminfo.txt 120bytes  plintextd... 06September 202...
workspaceCheck txt 2.3k8 plaintestd... 06September 202...

AR
MRERBLEFRKERS, Nk —KZEEE, BRAEBEENERE:

A File named "CitrixWorkspace-lssueLogs.tar.gz” already
exists. Do you want to replace it?

The file already exists in “administrator”. Replacing it will overwrite its
contents.

Cancel Replace

WERERE
1. #77F Citrix BEWELBER.
2. BEWENEBELETEMERBEGPHREINANES. TAXHAREESREOUREFREET.
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Citrixworkspace-IssueLogs.tarfvra

Cancel Name|
I Music Name
X @ Desktop
&) Pictures @ Downloads
& Videos Music
@ nls
£3 1cAclient B ovf
@ Pictures
£ Documents B Public
@ snap
Download:
£ Downloads @ Templates
@ videos

+ Other Locations

16buildLogs.tar.gz
certnew.cer

cherry.tar.gz

Citrixworkspace-ExistingLogs.tar.gz

Citrixworkspace-IssueLogs.tar.gz
cldblr-com.crt

=| cldblr-com.pem

=| jfrog

loggingLogs.tar.gz

=| nohup.out

=| Pkgld

- | prathapnetscaler.pem

sfuinsstoreLogs.tar.gz
= staf.out

Size

671.2kB
877 bytes
712.7kB
174.2kB
642.5kB
2.5kB
2.5kB

80 bytes
636.0kB
312 bytes
687 bytes
1.2kB
643.2kB
197 bytes

3. BEHFRERFIE ASREIHEMXMAR, UEAMMPIHRBEX S, EIEERUTRES:

Citrix Log Collection Utility

Collect logs

Click "Vview saved logs" to view the recently saved logs.

Last saved log: Thursday, September 14, 2023, 02:33:54 IST (+0530) View saved logs

Start collecting logs

4. BREERENAEUEERS.

Extrat  +  CltrixWorkspace-issuelogs... 1= @ @ @
@} Location ]
AuthManConfigxml 4.0kB XML docu... 06 September 202...
AuthManswrlatest 161k8 wnknown 06 September 202...
dsloglatest 436.7kB unknawn 06 September 202...
ICACHient.log stytes  application... 06 September 202...
Lurdump.txt 24bytes  plaintestd... 08September 202...
Usersysteminfo.tat 120bytes  plaintestd... 06September 202..
WorkspaceCheck txt 5.3k8 plaintestd... 06September 202...

BitkE DS BE

<key>DslLogsDisabled</key>
<value>true</value>

Collect existing logs

x

~

o =]

Type

Archive

X.509 Certificate
Archive

Archive

Archive

X.5089 Certificate
Text

Text

Archive

Text

Text

Text
Archive
Text

&2

Modified
28 Mar
09:32

28 Mar
19Jul
Mon

19 Apr
28 Mar
7Sep

28 Mar
28 Mar
11:29
09:27
Yesterday
11:14
14:34
Yesterday
Yesterday
5Sep
11:02
30Jun
19.Jul
09:31
Yesterday
12:30

DS BEBWEREEE. MNRAEE dslog, AILUGEEE Authmanconfig.xm| SXERRINIL T EAEHZRA:
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<!--NeedCopy-->

Microsoft Teams HI{i 1t

{8 Citrix Virtual Apps and Desktops 5§ Citrix DaaS X Citrix Workspace R B AE T =@M Microsoft
Teams #1Tfifk. Microsoft Teams b2 TF Microsoft Skype for Business # HDX RealTime fift. RREAI
2, A& Microsoft Teams R WFrEEFET B A 4482 VDA FIEBT Linux 89 Workspace MREFH,

i@ Microsoft Teams fiitk, EAT Linux & Citrix Workspace MEBREFXIF SN, MHMEEHLZINEE,
=

+ Microsoft Teams b {X1E x64 Linux £1THR &%,

« Citrix Virtual Apps and Desktops # Citrix DaaS #3z#%F Microsoft fiift.

o 3t FEA Dell Wyse fWEE F i, 35E A Citrix Configuration Editor 4548 /var/.config/
citrix/hdx_rtc_engine/config.json XHHRWEESEH. BEXiFMAEE, 5519 Dell X
o

BXNEAEABTWENER, BHKRE Microsoft Teams By S E TN S B#FHITiEE,
EXRZZRBERWER, EEF Microsoft Teams HALER,

BXFMER, ESE Microsoft Teams 14F Microsoft Teams EE M,

BINECEIERINAE

R Microsoft Teams E2E 7 B ahig iz HIFIEFINHIEI, Citrix EEBA Microsoft Teams & EH & K E,
BN, BiAMERTIEBRAXERET, B2, B Citrix Workspace RZAERF 2104 2, [EEEMRIEMIIALTFZARS,
B Citrix Workspace AR 2112 &£, BEATLUEIRITUTRIERELBIAGE R ASMAA (Fla0i 28 A
BEE. CPUIE SRS Mg .

1. S#1n3 /var/.config/citrix/hdx_rtc_engine/config.json <.
2. RELTEI:

« EnableAECfE 1 ®R~BA, 0 RT-EZEALEEHEK

+ EnableAGC{E 1 RTEHA, 0 RTERBMLBHITH

« EnableNS & 1RTBEA, 0 RAERAREIF

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

"EnableAEC":1,"EnableAGC":1,"EnableNS":1
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<!--NeedCopy-->

BiAAE, M webrpc BE (/tmp/webrpc/<current date>/) FREEFEUTEEURIEFRESR
2355
/tmp/webrpc/Wed_Feb__2_14_56_33_2022/webrpc.log:[040.025] Feb 02
14:57:13.220 webrtcapi.NavigatorUserMedia Info: getUserMedia. audio
constraints, aec=1, agc=1l, ns=1
<!--NeedCopy-->

EA Microsoft Teams HY4RFD28 |4 AL B 28

HdxRtcEngine R#NTE Citrix Workspace R FR2FH#H WebRTC #4512, BT IR Microsoft Teams &
Mo HdxRtcEngine.exe AJUFEIRAM CPU ERBHMNER Al IASHNRESHMIA (4RB) HWE, 7
REBY{EH 240p. 360p. 720p #11080p.

MR B IR ER R R RAE B R AR RNREN R, AREERENRFERDEEERTERN
DR, RABERDETUSHNES ZENNE, BIURNESSRINRS SR ZENHE.

NTFREEECHNERAIRASMERNGER, TRYIET O

IhRIERE BRSSP SERRIE
B 1080p (1920x1080 16:9 @30 3
fps)
& 720p (1280x72016:9 @ 30 fps) 2
= 360p (640x360 16:9 @ 30 fps 1
3 640x480 4:3 @ 30 fps)
FEE 240p (320x18016:9@30fpsk O
320x240 4:3 @ 30 fps)

ERECWN (REE) DPRE (BI50360p), EMRIRBITUATEHS:

mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json
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"OverridePerformance":1

<!--NeedCopy-->

Microsoft Teams KB E W&

E79 Microsoft Teams ERBFEUE, BEHITUTIRME:
1. &3l Jopt/Citrix/ICAClient/debug.ini X,
2. &2 [HDXTeams] %%, W TR

[HDXTeams]
; Retail logging for HDXTeams 0/1 = disabled/enabled

HDXTeamsLogSwitch = 1

; Debug logging; , It is in decreasing order

5 LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel = 0
; None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

WebrpcLoglLevel = 0

<!--NeedCopy-->

WATLUESTE config.json XHFFHRIMUTITREBHABERE:
{

"WebrpcLoglLevel": 0,"WebrtcLoglLevel": 0
}

<!--NeedCopy-->

73 lvm-12 50 libunwind-12 FE&K#iIR

kR 2111 2, % llvm-12 M7 &4 libunwind-12 BERSH&EIm, B2, BAERT, ZKHTTERBEEFIEE
RRTETE. IR TS B R Fa% libunwind-12 B

1. THAR,

2. WANUTITURE Tlvm FFEEZ A M
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wget -0 - https://apt.llvm.org/llvm-snapshot.gpg.key|sudo apt-key
add

<!--NeedCopy-->

3. WAMUTTURE 1lvm FEERYIR:

sudo vim /etc/apt/sources.list
<!--NeedCopy-->

4. HIMTFAT:

deb http://apt.llvm.org/bionic/ 1llvm-toolchain-bionic-12 main

deb-src http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main
<!--NeedCopy-->

5. BT TH<LURE libunwind-12 E:
sudo apt-get update -y

sudo apt-get install libunwind-12
<!--NeedCopy-->

BB R EO

8 Citrix Workspace [Zf#2R 2303 hiiAie, SIMEDUARERERE S EMEED, ERLLERINEE, NREE
ZAOMEERH BRIAMBRIMERERE, W UERTS— 1ML, BRAIIERINEE, EHRITUTRE:

1. M3 /var/.config/citrix/hdx_rtc_engine/config.json X,

2. BEILITES:
mkdir -p /var/.config/citrix/hdx_rtc_engine

vim /var/.config/citrix/hdx_rtc_engine/config.json

” NetworkPreference” :1

<!--NeedCopy—-->

3. RIEEEFERAUTEZ—FH “NetworkPreference:” &:
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BIANERT,

o N
Wi-Fi
FHMLE
VPN
IF[l
A

o 0 A W N

INRFKIZEEME, WebRTC #4435 A ERETHEL,

Microsoft Teams 1L 9ILIRIHAE

«+ B Citrix Workspace FZfE#2F#9 2101 HRite:

Citrix Workspace M RfZFRERFE S Microsoft Teams #E—ET .
e 2B EFBEANEINEE, HRATRENTMEE,
HTTP RIEXFER SHIIE,

« B Citrix Workspace R FB1EFH 2103 fRitS, ZRINER T2 VP9 SARAZDES,

« B Citrix Workspace R F#2FH 2104 k2, BRIAER TRZARIE IR, RIVTENEREEARNEDRS
BNZRXHITRIE, BRANERAEN. EEEERRERTF K ELXMHNAERFREA

+ B Citrix Workspace 25 2106 Hrite:

AT, BEREHEN, RARTRAEERBNNRIENERTFRELZ.

EAREF, MERENTEETERSENBEREFTET. JLUEE VDA RETBTREXAENEMR
B, BEENETHELBER—NIBIESK, EEREABHNEREERERFRERER,

ELERAT, BRALUMREREPEFE—FEHITHEZ, Desktop Viewer ER&EOENX (RAMK.
TRz B, BRAZEEL.

« B Citrix Workspace R 2 2112 HRite:

P =

LU T Ih BE X 7£ Microsoft Teams # H Ih 8E B #7 /5 ] Ao Microsoft # Itk BB, EAUEE
CTX253754 ISREXXXEEFHI NS,

7Z Microsoft Teams Hi5RiF4IX

EARIRAS, 25EEERZREEN, EAILTE Microsoft Teams EiEHRENEREHIN. RFEFHINE,
TR HERBHTIER. REHEMIEN,

ERHHZREMNEE, FRE Microsoft Teams RRITHHIERIZHIN, HERENRNSS5ERLL
AWTHELERIER,

REESNG, EAUNHERSHITER. REMEMENR. ThE, SERBEHIN.
PRI
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* Linux BRI ERARTESEMRETFEMAR. 52, 7 Linux BFREENARFHERER
e, HETARPREEEFIZHAET, XETF Microsoft KR,

* HERUHERF SinS EiETTHZAN Microsoft Teams SEE P in LA Z 689 =33 U@ iEHAE],
BEREFBOETAATAE. #RTTE: B R UMAZINREUE R EHGED,

- %# Dynamic e911

fEAhRAH, Citrix Workspace MABEFZHoISE2MN, £ Microsoft IBIREE. BEAREENE
EIRBPERN, BIRET LTI

* ECEMEEE T
* BHIREAR

REERNKIER RS EE1T8 Citrix Workspace AR YaIIE, MIE VDA LizfTh Microsoft
Teams & i,

Ray Baum A ERE 911 BN AR BEEIENMARL LN E R (PSAP), BiEATF Linux
8 Citrix Workspace A2/ 2112 &2, /8 HDX 9 Microsoft Teams £ &M Ray Baum BJ5%
B, EXFFILINRE, BEPIHRNRERARITRPXSMES LLDP &

« B Citrix Workspace R AEFH 2203 hiid:
Microsoft Teams KL EOHIXNEIN

£ hRAF, 7£ Citrix Virtual Apps and Desktops 2112 i E S fras @it HDX #ITHMAAS, BRI LTE
Microsoft Teams FERAZ N E #HTMAIMRIN. ATLUBEEMARBEIHER RN BXHEEHEOEEN
BAER, ESR Microsoft Teams Pop-Out Windows for Chats and Meetings (Microsoft Teams A
FIRFARIWAREEO) .

MR EEIEITIRIBARASHY Citrix Workspace R #2F = Virtual Delivery Agent (VDA) ,3&i#32, Microsoft
BRaFAREORB, B2, ELMEERLGRE, EELEAMANNBARIZIZAIED (2203 XE
=hRZ) 89 VDA g Citrix Workspace R Bi2FhR S,

P =

Itk I BE X 7£ Microsoft Teams #EH E KW E#H G A A, Microsoft #H LB #H S, BT UESF
CTX253754 ISREXXXEEFH IS,

+ B Citrix Workspace R 25 2207 HRie:

- NARFEZEEA: BEAT Linux 8 Citrix Workspace F f#2F 2209 #0 Citrix Virtual Apps
and Desktops 2109 &2, EaILUER Microsoft Teams R REREEFhEELEN ARERF,

- = DPI Z#509i%381048: BRA TS DPIIhEE, HEEFERANR 4K B/R8884, Microsoft Teams fMsfE
MBUFARENLE, HFEXNEE, TIEENERGENE (fii, LERBHYIHZEREHT), &
MBBRAEHRER, FEBNASHIEAEENUE, ERALMWERINEE, HHREREwfclient.ini g
BEXfHH DPIMatchingEnabled S#ugE N True. BXFAESE, 1ESIMZHF DPI Lit,

- WebRTC SDK #%%: AT {1kE Microsoft Teams # WebRTC SDK irA&B 4k 2Ikkzx M98,

« B Citrix Workspace R F12FH 2212 hrie:
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& Citrix k8 Microsoft Teams By SAEHIFN
NS
BRRERET wget,

8 Citrix Workspace R FA#2FH 2212 kA2, EMATF Linux 89 Citrix Workspace R FAE#2FH# Citrix
£# Microsoft Teams MEZIFE FEMAN LT S EIR, EWNH P2P @IFPET, ERILLEEEEESZ (More)
> Apply Background Effects (RAHESME) REMILLINEE,

« B Citrix Workspace 1259 2305 HRite:
- 58 T ERERIEX LU 1L Microsoft Teams i&iE

WUEl, HEB548 Microsoft Teams £iXEY, NREHERIFHEERE, Citrix Workspace [z
B R Microsoft Teams REARES#NERIER,

B 2305 fr4site, BMETEMRLEY Microsoft Teams &Y HAEIEE RiTsi#EXE, Citrix Workspace
N RREFREL MR Microsoft Teams RRE A= NEERIE,

- MET M Microsoft Teams 5@ IEAIALE

B 2305 hRAsiE, BAERT, JHAHE Microsoft Teams MRS IFIL S ABES R, B 7 XM,
B FREE YN WRUENFETIERHREBEERE, FJUNEBRRR RS INEBIERNR
EMER,

B XENAR, SMAPMAILRES YRR (FI50 720p. 360p F) WS MR, REBR
TEMER, SFRRME. WEXHEF. AR, BRERIBEREEBLENRAREDHE, MMH
FiE A P R s LR IATE,

« B Citrix Workspace [z 125 2308 hric:
- ZFHBRE

AILUER “HHBhE " ThAERIREE LAY Microsoft Teams Frizi sk BB R AVEHENIE & FIE0, RIS
BEHERILEN “HWERE", AEENFEAEEEIEN. EXMERLT, BMEENENREINEIELR
BT EIEIZE, Microsoft Teams g kBESKIXEHER. EUTERT, ELEREHE
®E:

* YERERISNEMgEN
* SMNEIREAE AR (B, EFEMN)
- AT IELRERAE Microsoft Teams FEHESNLIF

ZHl, aREBREEFIEMNERSE, Fi, ESEEBEAEMA Microsoft Teams SR EHRHNE S,
M—MRRR A E 2R HEHEEN Microsoft Teams, RS HEL AR FRFE,

B 2308 k72, Citrix Workspace MARFZIFRIEREERERES. WXIFTEAT BB A,
A
FEH R4 Microsoft Teams.
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%#5 NetScaler R A#EF 4% (NSAP) EHLEE

LUBifE SR TR R 5 R0 NSAP EINEE I8 R 2006 MRET22 1. FiE HDX Insight #iE5s 238 NSAP &
POBEHUREEFRNLRE. LHERE T XIENAT BEMEEE, NSAP EEERIALTERRSES. E¥HEEZA,
357 module.ini x4 t# VDNSAP 15E NSAP=0ff,

BXEHMES, ES1A Linux Virtual Delivery Agent sx# a9 HDX Insight # Citrix Application Delivery
Management fRss %89 HDX Insights

ZERTBMEFTAML
HINRERE TR 2 BNSIEETRHBRER. SERETESHEENERBERNERSE L.
WEFM:
HEThRERIE RN
« StoreFrontv3.15 XEFhRAS.
o MR .ICAClient BEFETHAAPHEXHRF:
ftiBx All_Regions.ini 3
%
BRE AT1_Regions.ini Xff, &7 [Client Engine\Application Launching] #98ERARMUT
(I
SubscriptionUrl=
PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=
SaveMultiMonitorPref=

MR . ICACLient XHFEREE, NS Citrix Workspace ARRFH ST, EXMERLT, KRGIIEENE
NRE,

R

s EERERHR LEFARN TR — I RIEHFRFIRE,
ERRHZEN, ZREREARNEL TEERERSE LERNUEET.

s BERETRSE LEEREA TR — T REHFREFIRE,

ENRHEZSEN, ZRERTHERNERSE LELREXTETR.

s FEOBRATHHRENREHES N ERBETZEE, ARTRE2ERN, Z2EBHSERETERR
BEREET. EMRMEREN, ZRERTEREX TEMEETRSEET.
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&

« FRRENHBEESETE, FETRREEERR StoreFront L,
o MREEFRANEREE LEMEED StoreFront BErfSMNEERIE, WRERREE—IRIERRERE
FrESIENHRIER.

RERR

EEARGTEERTIEE, ERITUTIRE:
1. #£%7Am Delivery Controller (DDC) E£%% StoreFront 3.15 FESh4 (FTFH=T v3.15.0.12),

2. N\TEHIIE FHEIERTF Linux B9 Citrix Workspace M A1EF 1808 liE = AHIANERkRas, REEEHTERE
&89 Linux it &H L.

3. ¥ ICAROOT MRZEEIRBENREME,
4. 2% AWl_Regions.ini X#+2E%EFET JCAClient X3k, INREE, BEEEMBIR.

5. 7£ $ICAROOT/config/All_Regions.ini X &k FEk SaveMultiMonitorPref, ZRABERT, IthFER
BIER “true” (RTWULINEERFHTFRE) . BEXHLLINEE, HFLUFEISER false,
WMREEH T SaveMultiMonitorPref 1i(&, NXFifikk JCAClient x4+ 7z7£89 All_Regions.ini
S, W LEERLR U A EEAENEE X G mA. ERHRIFZaIEERICEIEE SaveMultiMoni-
torPref 1575,

6. BEfRERE.

7. 1% Desktop Viewer TE#ZPREREFRBURTFLUINRERR. REATARET KB, TR,
B “RETERT N, BARBEARE, SMAGESAKRTELRRT. ®REARE, BFEETRER,

8. EiFFEESMRIEFEH.
ENRmRIE. 2IEREERNEL TEERERSE LERMLEET.
BRRES AR FHTR !

« BF Linux ETEEREERBEME, Alt, FTXFEZIERBFEREORARIENGR.
« BZPMEAEFARSHENERSFRESIEEEERNREPAZZR, FATESSHHARTTUNEIITA.
o ZPEREIMNG StoreFront #1TEE

EXR s mes A Citrix Virtual Desktops

1. %#% Desktop Viewer F & & T#Eiko
2. ®EEO.
3. ERNERESziEEL Citrix Virtual Desktops F&. RIS MNERBHREANET—HRE,
4. 7£ Citrix Virtual Desktop TE#m, #ERE2R,
BRI BEmAEMNS.
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Workspace =528

Citrix 3I\T Workspace E&i2s (ctx-webhelper) LEHE XN SEHN K BIERF,.

LT, FBERT Linux B9 Citrix Workspace [ FRI2 R A W8Sl VP A P ARYE NPAPI BB R AR SE MR
FERF.

fERRIRA R, Citrix 531 N7 Workspace B8 (WebHelper), EE B ItIhAE, 535 StoreFront BEBE H A
Workspace BEahg8 ZixiER, LM Citrix Workspace 2R R,

BAiRZs 1901 &2, Citrix Workspace B5h885 StoreFront # Citrix Gateway MEIZEEFRS, WIHEERIZEBIBE
Bah ICA et Citrix Workspace R BREFRE,

HXEE StoreFront WE R, BBRAIRHALXE CTX237727 #y Solution - 2 (fB R4 - 2) > a) Adminis-
trator configuration (a) EEREE),

=W

Citrix Workspace Bah234ai{UER T 5 StoreFront WEZEERE. THMBER T (FIa0, & Citrix Gateway
HERE) FXFFZEnhas.

2 H## Workspace Web Ul iz

FRE=AERTFIRENERENBBARTXEREERT Linux 8 Citrix Workspace M BEFR, ZMNAERF
AgE=mF CPU FEAZEIXT 100% mTELMmE,

AT IR Ul R

1. FERAUTa<HIBREFRI M4
rm -r ~/.ICAClient
2. %3] SICAROOT/config/AuthManconfig.xml Xff,
3. ¥ CWACapableEnabled iFMERIEE XN false,
4. BhiERT Linux # Citrix Workspace MB1EF. BEZIBBIRHTXHMEIBRK Ul,

BEMERY

REG/EIATEETAIRRE LNEERERBEZETIR. RABRT, LWELTERRS. BRLMERE, &
FinRRHRE=ERY 2 EMNNBEFNRH,

Bhg7s 2203 &2, Citrix Workspace ARFZIFUT=MFAENRERBRETENX:

o NREAFS—RK - 2IFBEI - BIE wlclient.ini 3Xfb# KeyboardLayout E, BEFHBEHRESESIERE
RED BIARSS 28, MR KeyboardLayout EIREN 0, RSREREL 2 VDA, IR KeyboardLayout
BERERNRFEES, NESHENRERALSE VDA, ERIEHENE R RERRA AN ERESRE A=A
£, BENAFEN, BEHAERNARER. I, NREERERAEMEET VDA RIE, ERHEER. )
B¥—k - 2iFBEIRINER Citrix Workspace M BEFEENIINEER .

o RWEIEEY - ENEFHEEHERE, MAMSBEFiHEREEREDFIRS 2.
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FRY - fErEFiRERRS S LEERETR.

WERM:

7 Windows VDA /=M Unicode BEFRMAIINEE, BXFMES, BESRAMIRPLNE CTX226335,
£ Linux VDA LB AmSRERRBRP . EXFRER, BERDSEEFREED
BEHBRFRFEAT XKB lib,

£ B8 Windows Server 2016 & Windows Server 2019 B, 5 S #1 3 HKEY_LOCAL_MACHINE\
Software\Citrix\ICA\Icalme FMREZE AR, FIN—NMERRIZFFA DisableKeyboardSync
# DWORD fEH ¥ ZEIREN 0.

R .ICAClLient EFETYURAFRMEXHXH:

fips All_Regions.ini XX

5%

ERE AL1_Regions.ini X, &7 [Virtual Channels\Keyboard] 8353 B9 KRB ARMIATAT:
KeyboardSyncMode=

KeyboardEventMode=

CERETD

Citrix Workspace M AfEFiRMHAFR REMNEERE, BATRA=MTRANEEHFERFEN.

EfFETAFREEEREFRREY, BRITUTIRE:

1.

MBER XA Citrix Workspace R FEEFEIIRH, EFEIET,
HE,

A&, SMEIRERE, ARBITUTHL:
util/configmgr

B 2R Citrix Workspace - EiEIIHEE,

Eryboaid lapewl ipsdhrianiialian sellings
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2. BEEEETFR,
L 2 RRERRRYIREH,
3. ERLTEHZ —!

o XEH—R - RIEBRH - BTRRBAHBRESIEBEIREDGE VDA —%, Unicode EEBMANERXZIR
BF—R - RIEBHNRRIEEFIRD

s RFHEEY - ERERIEPENT B IHRENERERBHSELE VDA, Unicode BEBNRER
RAVFIISE D RABHEFIEDL

o FRY - EREFIHEARSHELFENRERR, SERFPHTEENRBEMBEX, Scancode §#i
BMANERZRRS RANHFIET, MRAFELEDIERE “Unicode”, NHUMBREFHRERBS
VDA EHBREHFER.

4. BEHEFREMXH,
BERAREXHRERERETRRAY, BRITUTERE:
e wfclient. ini BEXHUBARENRERR.
REL—R - KIEBEET

BHRLINER, BMsIEN, BERRHEELNEDNREGHEEEL 2 VDA, RIE wfclient.ini XHHH
KeyboardLayout ff, EFiHERTESERIEBHNAL EIRSE. IR KeyboardLayout BIREHRN 0, &
SFREBREPE VDA, IR KeyboardLayout EIRENEIES, MESRHENBEREKRELE VDA,

ERFIET, ERITUATRE:
. 5% $HOME/.ICAClient/wfclient.ini BB,
2. FMUT%B:

KeyboardSyncMode=0nce
KeyboardEventMode=Unicode (or KeyboardEventMode= Scancode)
<!--NeedCopy-->

Unicode #EMNERRNES —R - RIEBHIRHEEFIEDL,
ARVFESES
BRLLIEERE, MRFEIEFEAIHRELNRERRLLELN, FENRERBHSERELET K,
BRBFHRR, BHRITUTRE:
1. &M% SHOME/.ICAClient/wfclient.ini EBBEXH,
2. RMLLTFEE:

KeyboardSyncMode=Dynamic
KeyboardEventMode=Unicode (or KeyboardEventMode= Scancode)
<!--NeedCopy-->
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Unicode #EMNERZ A TSRS ERBIHF R,
TREE:
BRILIEERE, BRERFHRKEPEFNPRERE, HBER VDA mEEHR.
BRBFHRR, BHRITUTRE:
1. $fi%l SHOME/.ICAClient/wfclient.ini EEBEXH.
2. RIT%B:

KeyboardSyncMode=No
KeyboardEventMode= Scancode (or KeyboardEventMode= Unicode)
<!--NeedCopy—-->

Scancode FEMNER RS ERNNHETET, NMBFERARSEMEERN Unicode, MHAHREFIHERGR
5 VDA w18,

AR

Fwfclient.ini XHi&E KeyboardSyncMode="" (%) B, BRIGERZZBIHITH. EZBIRTT
A, BEHEEEM SHOME/ . ICAClient/wfclient.ini XA, HEB, ESIFEEHN, BibE
SHMEFmEE—R&XE VDA,

BEMNEI
Citrix B ARRRERBREL ETEA U TRERNER

o REHIEMA Scancode #ER,
« AFSMBESHREL K - KIEBEHHESTE Unicode 3t

AUEwfclient. ini XHEKR KeyboardEventMode WEE, B2, AT REREMLE, BHYRENG
2. VERENEFHIEEER Citrix EENER,

BEMANEEERINEE

LUF, BREEETEHEREXHF KeyboardEventMode MERBATANERZWMANER. SERBTEERERA
REA Ul &1L,

B Citrix Workspace MAEFF 2309 &2, EaIUMFHENEREHNERIZEBSPEEFANBRBNER, &7
LL3%3% Scancode = Unicode fERERAER,

2EH GUI BERZWANRI, BHRITUTRE:

1. MiBERIXig A Citrix Workspace M ABEFEIRS, EREET,
k%25 Citrix Workspace - EEIIHEE,
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2. BE REEY
ERINERERNRIRERS.

Citrix Workspace - Preferences - =
General  Accounts File access Mic & Webcam Keyboard || About

Keyboard layout synchronization settings

Select an option to sync the client keyboard layout to the server:

© sync only once - when session starts
Allow dynamic sync
Don't sync

Keyboard input mode settings

Select an option to set the keyboard input mode:

Scancode
© Unicode

Note: Scancode is the recommended option For the "Don't sync” setting.

Save and Close

3. EEUT®EIZ—:

+ Scancode - BIZBUEMNZTFIHBERXE VDA, VDA BEMMBENNFR. HZARSBIHBRERR.
+ Unicode - ¥ZAMNZFiREE%%3 VDA, VDA 7 VDA h4ERBERNFR. MAEF HERER.

BRINBERT, EFERERANERNIZER Unicode, EXBEBANREXNFMAES, BSREBEFERE D XALEH
NEEREFREHI.

4, BHEFEMXHA,
AR

REREEFNREEENMERINARFEER, MREE Ul AESRERAER, wfclient.ini X
KeyboardEventMode WE#HEH=BETIEH,

flan, RREERNRXEEREERE, M VDA ERRERENR.

L153%4E Scancode H %A Caps Lock Ziniy$EhY, Scancode 1E $%i%% VDA, VDA SR 1E RERFH
o

MREEE Unicode H# A Caps Lock ZiamI#, F/ a KA&ix% VDA, Eit, BME VDA ERRIERERGR, F
ffa thaHMERE L,

X REERR
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BiEAT Linux &9 Citrix Workspace R AEFARZS 2309 &2, Scancode BEBMANERZIFUTY BEEAR:

« HIE 106 #&
« B S ABNT/ABNT2
o SIRARE

Scancode BEBANEXZIF BREHRURMEREFRRRS RN,
BRNBEATEAL:RE. B2, BT TETIMIPEREE “HiE 106 #E":
1. S#1% SHOME/ .ICAClient/wfclient.ini EB&XH,
2. AT %EB:

KeyboardType = 106 Keyboard (Japanese)
<!--NeedCopy-->

ERFARITIESMEFiG IME
EFIRMNERIESS (IME) ThaElsa T &AM T Linux & Citrix Workspace R Bi2FHERH. BigfEEiE (CJK)
BEFHNBANERER, NREE Linux BRHPERENRN IME, &RERSELEE IME, NETLUEERER
E P IME,
EFRLIEE, BRITUTIRE:

1. Sfi% SHOME/.ICAClient/wfclient.ini EE&EXH,

2. FMUT%E:

KeyboardEventMode = Unicode
UselocalIM = True
<!--NeedCopy-->

MREMNZE P Linux RITHREB ERIEITH iBus, NHMEE KeyboardLayout . HA7E wiclient.ini B2&
XEPIRIBER IME ESIAMISELE, MTAR:
o XFHX IME - KeyboardLayout = Chinese (PRC)

« XFHiIE IME - KeyboardLayout = Japanese (JIS)
o XFFiE IME - KeyboardLayout = Korean

138 7 2+ GNOME 42 #&7h /EPHIThEE

B 2305 keasiEe, AT Linux B9 Citrix Workspace A2 2 #5EH GNOME 42 K EmFERESR4H Ubuntu
22.04 FEEMNERFBBRF .

£+3+ Windows VDA #1 Linux VDA 22 H B %%
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Linux &
PR
AR
FIHI{AIE

FIHAE
(AZERTY)
EE (Bt
#)

EbFIBTE
(alt. 1SO)

EEFBYiE
RINFILIE

RINFILIE
(fE41ES)

RINFILIE
(FEE)

EE (L)
=i ()
[EjENa2b 4
RRiE

fEiE
(QWERTY)

Linux &
PimEEH
B

ara

ara

at

be

be
bg
bg

bg

br

by

ca

ca

ca

ca

ch
ch

cn

cz

Linux &
PimET

& Gz
- >
azerty >

- >
iso- >
alternate

- >

- >

phonetic -

bas_phonetsic

- >
- >
eng >
multix >
fr- >
legacy

- >
fr >
- >
- >
- >
qwerty >

Windows
XiFigE
ID

ar—-SA

ar-DzZ

de-AT

fr-BE

nl-BE

bg-BG

bg-BG

bg-BG

pt-BR

be-BY

en—-CA

fr-CA

fr-CA

fr-CA

fr-CH
de-CH
en-US
cs-CZ

cs-CZ

Windows
VDA ##2
%= (ID)

00000401
00020401

00000407

0000080

C

00000813
00030402
00040402

00020402

00000416

00000423
00000409

00011009

00000c0c

00001009

0000100c
00000807
00000409
00000405
00010405

Linux
VDA 2
B

ara

ara

at

be

be
bg
bg

bg

br

by

ca

ca

Cca

ca

ch
ch
us
cz

cz

Linux
VDA 2
Tk

azerty

iso-
alternate

phonetic

bas_phonetic

eng

multix

fr-
legacy

fr

qwerty
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Linux & Linux & Linux & Windows Windows Linux Linux
PIRgEEN FPinESn  FPiREST Xiig = VDA%  VDA#EZ  VDA#ESE
BH B & B ID %= (ID) whE U
=iE de - -> de-DE 00000407 de -
=3E (Mac- de mac > de-DE 00000407 de mac
intosh)

BEIE dk - > da-DK 00000406 dk -
ZRITIE ee - > et-EE 00000425 ee -
FEYIEHE es - > es-ES 0000040a es -

(BRI TEM)

FEYLSHE es mac > es-ES 0000040a es mac
(Macin-

tosh)

F=iE f4 - -> fi-FI 0000040b  f4 -
JEIE fr - - fr-FR 0000040c fr -
S5iE (Mac-  fr mac > fr-FR 0000040c  fr mac
intosh)

EE (EE) gb - -> en-GB 00000809 gb -
ZiE (Mac-  gb mac > en-GB 00000809 gb mac
intosh)

HiE (BE, gb extd > en-GB 00000452 gb extd
Ve, &

Win )

RS gr - > el-GR 00000408 gr -
"EMITE  hr - > hr-HR 0000041a hr -
wFF)E hu - - hu-HU 0000040e hu -
BIR=1B ie - > en-1E 00001809 e -
HAXIE il - - he-IL 0002040d 41 -
HiE (EPE, n eng > en-IN 00004009 n eng
=3al9)

FARIE iq - -> ar-IQ 00000401 g -
KBE is - -> is-IS 0000040f s -
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Linux &
PR

m
il

Hi& (Mac-
intosh)
EiE
FEIIHIE
(RLT3EM)
M FE5EIE

M FE5EIE
(IBM LST
1205-92)

I FB5EIE
()
R 4T

(QWERTZ)
BEFE
BEFE

(Macin-
tosh)
TEORIIE
(tRf)
ERETIE

Linux &
PimEEH
B

it
jp
jp

kr

latam

1t

1t

1t

lv
no
pl
pl

pt

pt

ro

rs

rs

ru

ru

Linux &
PIRREaT
&

ibm

std

qwertz

mac

std

latin

9

typewriter

Windows
XiFigE
ID
it-IT
en-US

en-US

en-US

es—-MX

1e-LT

1e-LT

1t-LT

1v-LV
nb-NO
pl-PL

pl-PL

pt-PT

pt-PT

ro-RO

sr-Cyrl
-RS

sr-Latn
-RS

ru—-RU

ru—-RU

Windows
VDA ##2
%= (ID)

00000410
00000409
00000409

00000409
0000080a

00010427
00000427

00020427

00020426
00000414
00000415
00010415

00000816

00000816

00010418

00000c1a

0000081a

00000419
00010419

Linux
VDA 2
B

it
us

us

us

latam

1t

1t

1t

lv
no
pl
pl

pt

pt

ro

rs

rs

ru

ru

Linux
VDA 2
Tk

ibm

std

qwertz

mac

std

latin

typewriter
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Linux & Linux & Linux & Windows Windows Linux Linux
PIRgEEN FPinESn  FPiREST Xiig = VDA%  VDA#EZ  VDA#ESE
BH B & Bz ID %= (ID) wE U
&IE (Mac- ru mac > ru-RU 00000419 ru mac
intosh)
IHEE se - > sv-SE 0000041d se -
IRBiE se mac > sv-SE 0000041d se mac
(Macin-
tosh)
EXEL st - - s1-SI 00000424 s -
B
B tkmE sk - -> sk-SK 0000041b sk -
HgtimiE sk qwerty > sk-SK 0001041b sk qwerty
(QWERTY)
B th - -> th-TH 0000041e th -
gt th pat > th-TH 0001041e th pat
(Pattachote
)
BERIE tj - - tg-Cyrl 00000428 tj -

-T3J
TEHIE tr - > tr-TR 0000041f  tr -
TEHE tr f > tr-TR 0001041f tr f
(F)
R tw - > en-US 00000409 us -
5R=iE ua - > uk-UA 00000422 ua -
HiE (£2E) us - > en-US 00000409 us -
#iE (Mac-  us mac > en-US 00000409 us mac
intosh)
HiE us dvorak > en-US 00010409 us dvorak
(Dvorak)
HiE us dvorak- > en-US 00030409 us dvorak-
(Dvorak, 1 1
EFER)
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Linux &
PR
BH

E3

(Dvorak,
EF%H)

RiE (XE,
Es
i)

s

VDA &% /5

Linux &
PingEEHn
B

us

us

vn

Linux &
PimET

& Bk
dvorak- -

.

intl >

Windows
XiFigE
ID

en-US

nl-NL

vi-VN

Windows
VDA ##2
%= (ID)

00040409

00020409

0000042a

Linux
VDA 2
B

us

us

vn

Linux
VDA 2
Tk

dvorak-

r

intl

VDA & RBINAERI FBN A “VDA” 8%/, MALEF HNBRARIGBEINM. EXFUTREMREE: PC/XT
101, 102. 104. 105. 106,

EREARS[IHBERD, BRITUTERE:

1. Bz wfclient.ini x4,

2. BUIFFTRER KeyboardLayout BHEMME:

KeyboardLayout=(Server Default)

KeyboardlLayout BMMZRIAMEN (BPEEXH).

3. ENRHBSEUEEREN.

X HEBIKEX

Citrix Virtual Apps Services ATgEERE X, MIFRGLARFIRE. LIBTALHRNS, HEATER
pnabrowse sTHE X fRHIX .

Citrix Workspace R 2 rIIRBIMIX R BFE RS, RUBLHHRAREFS BRI X H B REXEY

o RFIRFIBRBNANBHXHER
« APAEILLGEE Citrix Workspace MAEFERZXHF

a0, EE 8 Citrix Workspace MBEEFEEBE 4 HEY Adobe PDF x4, #4940 Adobe PDF Viewer Z 2
MR BEF. BRIELGTIRLNNARER, SUAPREEEEENMNELZHAR.

EERFIHEEA FTA, EHRITUTERE:

1. WIAEEXKHINBRERFRREE R BTN BERF.

2. BRMEAHNAREFHNTIRMARSE URL, HiE176H<:
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.Jutil/storebrowse -1

./util/storebrowse -S <StoreFront URL>
<!--NeedCopy-->

3. ERAMTIEXETT./util/ctx_app_bind &<

.Jutil/ctx_app_bind [-p] example_file|MIME-type published-application [
server|server-URI]

54,
.Jutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://awddcl.

bvt.local/citrix/store/discovery
4. WIFEERTANX G R EERBZE P iHREhaMST (CDM),
5. WEHZ M LUER XN BRZERHEHITH,

RBERBHRAER S XL X
Citrix Workspace M AR IREHNAEZERE Citrix Studio FEEMNILE,
NEFM:
W RTERIIRE T FTA N AEIERSSE.
BERXHT BR5EAT Linux 9 Citrix Workspace R BIEFxEx, BHRITUUTIRME:
1. RERAER,
2. &3 Citrix Studio,
3. ENARFLEERAARE, AEEEREM.
4, EEMUE,
5. T “GL1TEH (A1) FEPHM “%™” UBLI S 1TRIE, RERE “HBE”.
6. TAREF LR RITARTERES.
7. EEXHEBIREK,

8. &AL Citrix Workspace M AR 51ZN ARFEXBNAET BE.

9. BENAMERMHHEE,

10. BB ALEXBPRENSBREZFiHLEA FTA

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 160


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/configure-xenapp.html#file-type-association

BT Linux & Citrix Workspace M BiEF

} =r

AR

StoreFront XHRBXBNFIRERN “H7 RIMERT, BRAXMHEEXEK,

MR IR E 2 B S H ARG S 3k

LUET, EREERMNENEEZBEHIXA, HERT Linux 89 Citrix Workspace B2k 2309 2, ErILTE
A RIS E 2 B E SRS RIS 43, £ Linux Virtual Delivery Agent 1, —&REHIFMIRIERNRATIR®E
WEN 200 MB, BXIEAER, EBRXXHEHIFIENESE,

BRINER T B ALIhEE.

AR

B x64 1 ARM64 Linux RIThRZHF1E NP R E 2 18 8 FIFREIE S 4R 4%,
ERRAILTNEE, BRITUTIRME:

1. 8M& /opt/Citrix/ICAClient/config/module.ini BENXH.
2. % VDGDT myfE4wiEs Of fo

2 #% Citrix Analytics

BhRZs 2006 #2, Citrix Workspace R AR2FE#HAMEMN LB ICA 2iERB#EERE Citrix Analytics AR

o

A Citrix Analytics AERALLE BFEMES, ESRIEREN B ENEZA Virtual Apps and Desktops B9 EBhiE

iEATF Linux 89 Citrix Workspace M BEFELIEN, AIEZNBEFMAFEE4NZ2MEREEEE Citrix
Analytics, BAE, 7 Citrix Analytics BRS5 88 L AEE AL, B % Citrix Analytics WiFHER, &S
Citrix Analytics,

B RE

Citrix ICA thi){ERERR A - REEPIEE [TUI VC] #Y7E Citrix Virtual Apps and Desktops 3¢ Citrix DaaS 5
FHARS B/ ZEIERER. TUl hUERnEiEEnEr fim (U] AfER.

iEATF Linux B9 Citrix Workspace R A2 #5 TUI VC Thig, LtINRERIEEBhE P ink ARS8 R ixm TUl $uBa,
FRIHATLAAE Ul BRA M. tIEEr BB EEFRIABINEENET. BJMTE module. ini XHHR VDTUI
tr&: VDTUI - On/Off

Bhe7s 1912 2, VDTUIiFERIAREBEANF. Elt, HERHNARFNABET “IEERBE) <Application>” 34i&
. Bk, BHEHEZ—RET “EEiZEE <Application>” 3HEE, ZHEFERE RN BAEFEHNHE, B2, W0
RBIATEIRBENX, “[EERD) <Application>” IHEEREMETHMEBRZFEONE, BEERRET.

BREMEENIFMER, E2 Citrix Virtual Apps and Desktops xx#4/a9 Citrix ICA gEibiEE,
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SRS EE S EEM
ERHRANEF RS, SERSZT 32 MEMEE,

B 2103 hiiAie, BREFUUE—IRIERER 64 MEDEE,

SRk

November 26, 2023

B Citrix Workspace R 2 2012 iE2, &aILi7E Citrix Workspace B BEFHEE BHRRIEHEE, HEZRRE
B LE#FAER, WIERINEERME T EFMAF R,

BNBENEES DTS, WMESERARRIEENBHNAEEENEANERE.
AR
It & IR R TR N E R ER B ER,

WEFM

&% libsecret &,

AINER T B ALLIhEE.

Storebrowse 19530 1E5RINAE

BiRZs 2205 &2, BHRIEHiEER ERE Citrix Workspace MAEEFS, NAREFAEEETEERREL, U
RUFFNAFGR, FMENEESOIRIESHE, UBEERARSEENENNAEESHANEE,

BHI8FE iR INAE X #5E A storebrowse HITLA T2k

« Storebrowse -E: FHAAER,

« Storebrowse -L: BEI5B&ZHEABFRNER.

« Storebrowse -S: FIHITHEKER,

+ Storebrowse -T: &IHEENABEENFAERE.

« Storebrowse -Wr: EfEFEENABENL T ENRSEEBMAEZENRIE, [ ETEEMEEZFRE
W ERENRIE,

« storebrowse -WR: EFEEEENABENLTEIRSEBHFEENRIE, [R] ETUGSEMERZME
SERIRIEFM SN RIE,

« Storebrowse -s: ITEHEERNAEEPRIEE R R

« Storebrowse -u: MIBERFAREEREUEITIRIEENZ R,

+ Storebrowse -q: FRAE#E URL BahARER. i< {UERATF StoreFront RZAEIE.
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} =r

AR

o TR LG Z i— SR RIRE storebrowse % (A AuthMangerDaemon),
« BHRIEEEINENERTFEE,
- BRLLERINEERE, BHFRABERINEE.

7£ Azure AD F1373% 200 %4

B 2305 hikAie, BT 200 Z1M4E89 Azure AD BFRRILEE DL ZBANNAREFNRE. Ua, B—RAPEEE
AXENAREFNSRHE.

ZEALkThEE, BHITUUTRME:

1. &M=l SICAROOT/config/AuthManConfig.xml FHFIMUTEE:
<compressedGroupsEnabled>true</compressedGroupsEnabled>
<!--NeedCopy-->

AR

FFIM Citrix Workspace R 2R A HH EME R A BB A LLINAE,

Storebrowse FZE ) F 1330 IEIERINAE
HINERT, BHINIEERINEELTFERRE,
9N gnome-keyring ReJF, ShEKEFETEBBIHENEH,
BRFIEREFETREESIE, BERUTLSBEZR gnome-keyring:
1. SMEl Jopt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. FMUTEE:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy-->

BheER
EEIEAT Linux 89 Citrix Workspace M BEFHEE S £, HUi@Ed StoreFront 2% & EE StoreFront
ARZ5 280

Citrix Workspace MA#2F X155 PCSC-Lite #1 PKCS#11 IRshiZFHEN FAMNERERIEF38. RINERT, Citrix
Workspace HAREFREEET—MREMBEE opensc-pkesll.so.

Citrix Workspace M AEF A UEIEFfREMBESEft PKCS\ ##11 RehiZF 3 opensc-pkecsll.so, AL
FRUTIEEESENMGE:
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1. ¥EIEEXH: SICAROOT/config/AuthManConfig.xmls
2. #3347 <key>PKCS1lmodule</key>, &IRhiZF B R INE ERIZITH <value> TtHEH,
AR

MBEEIMNT RAHEFUERNXHSR, Citrix Workspace M Bi2F ¥ SA1E $SICAROOT/PKCS\
##11 BRPBOERIE. WEILERALL “/” FFAHBITERE,

MBS EEE£S, BIRBUTSEESH SmartCardRemovalAction, LEE Citrix Workspace M REFHIITH:

1. HKEEEEXH: SICAROOT/config/AuthManConfig.xmle
2. #3897 <key>SmartCardRemovalAction</key>, #i& noaction 3 forcelogoff HMEIER%IT
B <value> t&d,

BIATAAN noaction, FHITEMRBEFEMRFMHEIVERUNRERFRE sE-RITEMB L hERIIRIE,

forcelogof f 1&EBEMIFRE BERBTERR StoreFront FRBYFRE EIBFIShE

EREERZ

WNR1EARSS 2840 Citrix Workspace MAREFHRNEAT S8R, Citrix Workspace M AREF IS fERi%
2

AL SR FRATUTRE:

BEeEERBMHWIE - | Citrix Virtual Apps and Desktops 5 Citrix DaaS (U{gi#r Citrix Virtual Apps
and Desktops fR$3) RS EFHTHHRIL,
o BRRNAERXE - ATXFE R FHNER BN AEF AN EE RS,

TR FHENZ2MIFEHR, YIBIRARESHRIEAEE (30 TLS) #1755,

BRIMERRXSF, YNEEUTHRMA:

R

oW oo

CRERIRRBNE LB ARFLAFE PC/SC Tz,
KB TENE R FHEDER.
# PC/SC Lite 8,
o REHIBIT pcscd TFIFER, REFRMEERA PC/SCinREReRMHiat,
o £ 64 fUFRSH, 64 {iF0 32 k7Y libpscslitel R BUAFE,

t

AXERSHB LRETAEFZIFMNIFMESR, 1523 Citrix Virtual Apps and Desktops S4B EE+,

BRERZIFAVIEIRTHAE
BhR7s 2112 &, Citrix Workspace R A2 ZHnE A T5 s RiR-REERBMERD A THAE.
BALRERN, SRR RSESERSBNEAHPENEER.

AR EMEED R RIBVE sEF, HEKRNEIFIEXEEEFR,
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NEFM:
7 Linux FP i ER% 1ibpcscd B

AR

BIANERT, LLERRERREEARSH Linux ZITIRIVEMREAF, B2, ErIfEREEREL Linux Z1THRHE
HARRZAs %% Tibpescd &, #I40 Ubuntu 1604,

ERRILIERINGE, EHITLUTERIE:

1. 13l <ICAROOT>/config/module.ini Xk,
2. ¥% SmartCard &%,
3. i&& DriverName=VDSCARD.DLL,

5 PIV &

BhRZs 2303 &2, Citrix Workspace AR ZIFUTHNN AFHBIIE (PIV) *:

« IDEMIA F—E8E+
» DELL TicTok B8+

BReRBEIEFRIIEREM AL

Citrix Workspace R fE#2F 2303 hixas2$E VDSCARDV2 . DLL FBREFIRGHIZF AU M REAE R IEEM L, XLEHLIRTH
feBBhFi8ighiR4s 1 VDSCARD.DLL,

%13 % E (nFactor) SHI0F
ZE S B IIFEREFP IR ETIMNY IR LIRS H R, MMmibarARFNEE M,
ZESMRIEFERESMNMIELBMXBENERRERETHEERRLE.

##1 Citrix Workspace R BIEZF @I EEH Y StoreFront SSMIMREE R ISMNERM EMERIFIEHIN, Citrix
Gateway 89 Web ERIEATE SRR EMRS B[O ER LN

BX¥MM=R, B2 Citrix ADC sti4shng SAML 54 38IER 2 E (nFactor) 5951k,

X#57E HDX =& ERA FIDO2 #I1THHIIE

B 2303 KRiE2, BEIL7E HDX £iEERA LR FIDO2 £ RAHITENWIE, FIDO2 ReZRPHNEWRTIRMET
—mhTESR, TEREMANBFRIWZHAEXXE FIDO2 MM BAREFREEHATE NI, Bx FIDO2 MiFMER,
&% FIDO2 Authentication (FIDO2 B4I83E) .
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} =r

AR

NREEE USB EERMEA FIDO2 &%, 15M SICAROOT/ XHF T usb. conf X ifk FIDO2 1&&
B9 USB EEREAMM, LbEHFHATEBETIRE] FIDO2 EiliEE.,

FINERT, FIDO2 HMHIEATREBRS. 22 FIDO2 BHIIE, HHITUTERE:

1. M3l <ICAROOT>/config/module.ini X,
2. %2 ICA 3.0 &%
3. 18E FID02= One

IEThEE M RISz HFHE PIN B3AIARIRINAERVE S HIIEER ((XR USB). AIMECEETF FIDO2 R2ZHNSHRIE,
BEXUEFHNERIINENGES, FSRER FIDO2 B9 tRNAE NS 10T,

LiEminin)z#F FIDO2 W AERFS Web M=, BET—KRT, BRIANLLEHR. MREZFEEA PIN (D
4NFR, &% 64 1NFR) AMTRETHA, WBTEERIHA PIN.

NREZHESE PIN NERTEMTREER, WRARMERERRTER.
RBRE:
farTRe LA FIDO2 S MIERE 88 & IR — MK .

SFEE R AN AR ISR ER FIDO2 #TS R I0IE

BiEATF Linux B9 Citrix Workspace M BEFhRZ 2309 2, AREESRAMNAEENTTUEREER FIDO2 2
SREHRITEMHINIL. TEBPEIFARRENZ2HAN, fli0ze PIN 8. £¥ERS. RIE. Saef. QFFIEH
%, 5% FIDO2 B¥4AERE, &% FIDO2 Authentication (FIDO2 B{4%83E),

Citrix Workspace 2R ER Citrix Enterprise Browser 153 FIDO2 S41IERIZRIANI S, ERGTUESE
BT3¢ Citrix Workspace [ 21T S WA 238,

ESALThEE, ESMEB SICAROOT /config/AuthManConfig.xml FHHRMUTERE:

<key>FIDO2Enabled</key>
<value>true</value>
<!--NeedCopy-->

BEMIIAN KL, BRBFBESME SICAROOT/config/AuthManConfig. xml FEXRKRIEE, ATHEMN
{85 CEB. chromium. firefox fl chromium-browser,

<FIDO2AuthBrowser>CEB</FIDO2AuthBrowser>
<!--NeedCopy-->

BE X AL

T&RIRET Citrix Workspace MBEFABANEEX FHRRIENEE:
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= Ln AN v
LRRER SDK BB IIELRE ERE T4 pl]
PRI ERE FiEEAN SDK AP&/EE/E  libCredinject.sc cis S -B%E=H
BER/IBEE BRI
5
B E XIHEE Fafith SODK  AP&/ZB/E  UlDialogLib.so & EahN -
AE n ERAEIfEE
UlDialoglLib- A
WebKit3.so
Storebrowse Citrix BFRZ/Z5 5 Storebrowse  &#
Workspace [
Bz

Z2B|IE

December 1, 2023

EMRENIERS Citrix Workspace AREFZEREER S, AILEA Citrix Gateway FR LB ARERL Citrix
Workspace [ RiEFEE,

AR

Citrix 2i7E StoreFront fRE 35 AR i&& ziE)ERA Citrix Gateway,

BAASE: PR KIS E] LURYE B ARMIAE A i O Ao 1R Sl PR L $R 8@, 7E68 A Citrix Workspace R A#2FH,
NREBETBARSBIAEIMLE |P it BREIFISMB Internet itk (BIMISEHIAEEEHR, 3k NAT) AIRIZERLASE, N
Rz ECESMER L,

AIERIARSS 28,

{ERTF Citrix Virtual Apps and Desktops sk Citrix DaaS (Lgi#rA Citrix Virtual Apps and Desktops
ARS3) #BE (FEATF XenDesktop 7) : SOCKS RERSHEHXLLRIERSE (BMALLMRIEIRS .
HTTPS RIEBIRSBREFWE T LM (TLS) BERIERSR) . B UEAKIEARS 28R IRHIWLEHINIEF H 1k 15
i), FaE Citrix Workspace M BREF SRS 2 EMERE, Citrix Workspace FB#EF3z1F SOCKS fl&
2RI

%R Citrix Virtual Apps and Desktops =% Citrix DaaS #8€: M TLS ¥k Citrix Secure Web Gate-
way 3k SSL Relay iR A%, Z#FTLS1.0 % 1.2,
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Citrix Gateway

Citrix Gateway (LUi#r59 Access Gateway) RIS StoreFront M ABIEMNERE., Lttih, BIEREEA LUFMITH
AP KEM BRI EIR,

Zi@id Citrix Gateway EiEREANBER, BHRITUTIRE:
1. FERAUTAHEZ—IEEEERRRMHEM Citrix Gateway URL:

s BEREABBRSAFRREN, RASIRTEE “HFmik/,” [HEESHAN URL,
o UEEABBRSAF RIS, aTLUEid e HE D > P > HinEmAN URL
o WMREET storebrowse S EIIERE, BEMSTPHAN URL,

% URLIEEMXFSENAEE (EREEE) !

« EEEE Citrix Workspace AR IINE— TN ARE, AEAUTERXH URL, Fi: https:
//gateway.company.com,

CEERIBTELABIE BFEAUTHERAMN URL H W https://gateway.company.
com?<storename>, k&hAx URL WA NERERN,;, BT ZURLFEE= ESF
1) . MREEL storebrowse EHFNFENABEE, AJREFEE storebrowse < HAMNEIS35(E
URL,

2. RERTAN, FRENAFPE. BRNRS<SEERIIZNARE (BEIMX). EXETERNFMAEE, ESHE
Citrix Gateway z#%.

SHEIERRE, BERENSENNBRER.

RIEARS 2=

RIBARS 23/ T IR I ML A NSEA B Bh35 1), FH 412 Citrix Workspace B2 #2F 5 Citrix Virtual Apps and
Desktops gk Citrix DaaS ZpE 2 [a]#iE.

Citrix Workspace [z A#EF 1 SOCKS #1 HTTPS il AR L FTRA:

« Citrix Secure Web Gateway f1z£ R 2#HiY Citrix SSL Relay
« Windows NT /M (NTLM) B85,

ERNERENER SOCKS thilBshRE, BRITUTRE:
1. &zl ~/.ICAClient/All_Regions.ini BE&EXfH,
2. EFUATEMS:
a) B3 ProxyType, AILUE SocksV5 BE ProxyTypes
b) ®# ProxyHost, AILURTHERAM ProxyHost:

<IP>:<PORT>, f§l40“10.122.122.122:10807,
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} =r

AR

- BEAMNIE, 52 EDT, Z2H EDT, 157 ~/.ICAClient/Al1l_Regions.ini EEEXHH
[Network\UDT] &4 =% HDXoverUDP BI4i& &R off,
- EMELNREER, B5EA TLS,

RIERRSS23HY HTTPS thils2#F

LUaT, ReeER SOCKS thilGEZERINIERS 28, B Citrix Workspace M A#2R 2308 #2, Ea] AR HTTPS i
WER I RIERSS 8.

EEA HTTPS i3THRE, BHRITUTERE:
1. 413 ~/.ICAClient/All_Regions.ini BL& X
2. #%Z [Network\UDT] &%
3. EBUTHA:

HDXoverUDP=0ff
<!--NeedCopy-->

4. %% [Network\Proxy] B4,
5. BEHRUTREMY:

« 3 ProxyType, BILUERA Secure £/ ProxyTypes.
+ B3 ProxyHost, ETLURLITFHEIUAI ProxyHost:

<IP>:<PORT>, f§lg0 “192.168.101.37:6153”,

R IBARSZ R
BEERENERAZS2RENNN, SE%RERRBA T Windows NT B/l (NTLM) B49I15EM%E, MR
iXeI R, NIEHEAEMEE RN EE TR NFN (R Y.

BE.

NTLM %3#F%EE OpenSSL 1.1.1d # libcrypto.so B, BEAFIEE L REXERE, XEEFEBEESTE Linux
%K1ThiR. tBETLUIM http://www.openssl.org/ #4T T,

Secure Web Gateway #1 SSL

AL Citrix Workspace R 12 5 Citrix Secure Web Gateway iR 2 E#ZF 2 (SSL) MRS EME—i2.
Citrix Workspace i F#2F 3 TLS thille TLS (FHER L) 2 SSL hNMSFinE kA, EER I T¢E/)
4 (IETF) 1352 SSL AMKITENFRESE, ¥ SSLBERHR TLS, TLS @idRERSR[RIHRIE. BB RMEBM
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HERBUNE, RMREMEBENRS, FLAER (BEXEBMNASL) EXRER TLS REEHEEENTE, X
HATTRERERERRIEAINE, 5130 FIPS 140 (BXFREEAIEMRE). FIPS 140 B—MINEARE.

Secure Web Gateway

AR EE R hakiE = T EA Citrix Secure Web Gateway, 3£ Citrix Workspace M ABEZF SRS 2 E#Y
BEREMHLLEE, IREEEEERTEA Secure Web Gateway, M Citrix Workspace R BE2FAEE I
&

MEREMEPIARS 2 ERET Citrix Secure Web Gateway K12, NaJ e 4 & T A Citrix Secure
Web Gateway {1, MRFEAPLIE, Citrix Secure Web Gateway RS 8 HEHF—MKIE, HEXARE
Citrix Workspace R BEFA #efER

« Citrix Secure Web Gateway iR 3&#5T2IRERIHE (FQDN)o
o Citrix Secure Web Gateway RS 238050 S,
AR
Citrix Secure Web Gateway hixzs 2.0 Rz iFh4rigE=t,
FQDN g5 AT = MERER 5

o ENAB
o HhiEE
o TRRSE

flg0: my_computer.my_company.com 2 — FQDN, ER K XFIHENSZ (my_computer). wigis
(my_company) IR (.com). AEBHATREIENA S (my_company.com) #RAEE.

SSL Relay

ZINERT, Citrix SSL Relay £/ Citrix Virtual Apps and Desktops g Citrix DaaS fRs32s LAY TCP i[O 443
BT TLS Z2i@fE. SSL Relay Uk TLS &R, ARBHIERREEEAZIRSS.

1R SSL Relay BB M 443 LISMIEMIRO, WATRZIREGITHOSIEES Citrix Workspace [z f#g
o

AILUER Citrix SSL Relay sREREU TEA THEERE:
s HERAT TLS HAFigESkRSHRZIE
BXEEMMEA SSL Relay RBRRERLMNIES, BB Citrix Virtual Apps X4,

TLS

LART, STHEVERAR TLS hiAA 1.0, ZF09&ES TLS hRAN 1.2, Bhias 2203 2, <#F89&E TLS hrdH 1.3,
BJLL@id7E [WFClient] #8453 RN LA FEC B IETURITHI BB IS R HY TLS il a9k :
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e MinimumTLS=1.1
o MaximumTLS=1.3

XEERIIAE, ERBIL, BREEEREXLEE,
&

o TANEMIER, MFEEXLE, NMREERE selfservice 5§ storebrowse FEH 7 iXLE(E, 1EE
A killall AuthManagerDaemon ServiceRecord selfservice storebrowse,

« AT Linux #9 Citrix Workspace RBEFARAFER SSLv3 il
o TLS 1.0/1.1 fER T2 #iZhk4a#9I8kR VDI =% Citrix Gateway,
EERFINEMNE, 157 [WFClient] &9 SRl T EEm:
« SSLCiphers=GOV
HERRAME. EMERFIA9EHN COM # ALL,
AR

5 TLS ke AEBRE—, MREEBLE selfservice 3 storebrowse FE T LHERE, MARHEN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

CryptoKit =37

CryptoKit hias 14.2 5 OpenSSL 1.1.1d &k,

IEIEER T2 BEMUMNEELE, FI%&HN TLS_RSA_ MEBEATRERFRE, HERMANBEEE S
TLS_RSA_ ZHEEMHE®RTE2MER. Bk, FRAZHEHR TLS_ECDHE_RSA_ ZREMH,

NRERIFRARECE TLS_ECDHE_RSA_ ZBIEM, MNBATEEIRS, FRHEBMFFAR. WTFEFRHRSHRIE,
S #F 1536 i RSA #4R,

XPFUTEREEEMS:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

DTLS v1.0 XHFUTEEEH:

o TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS v1.2 ZHFUTEEEH:
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« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

TLS v1.3 XU THREMS:

« TLS_AES_128_GCM_SHA256 (0x1301)
+ TLS_AES_256_GCM_SHA384 (0x1302)

=W

BhiA 1903 RESMAEE, Citrix Gateway 12.1 RE=hR4Z#F DTLS, & Citrix Gateway #9 DTLS %
RNEHREAHNER, BSHESZR DTLS i

BHEMS

ERAARNERES, ERHSH SSLCiphers WEEXJ ALL. COM F GOV, BINMERT, ZAWIE SICAROOT
Jconfig BRTHWALL_Regions.ini XHHIEEN ALL,

TE/ATBESHSFIH ALL. GOV M COM 1=#:

« ALL
- ZF2E 3 MENE.
« GOV
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
« COM
- TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)

BXHEHRER, BEREHEN .

#1459 TLS_RSA_ WEBEHFRERNRT. XETHEHFNEIERTULFA. BR, AXFS5FMIRAER Citrix
Virtual Apps and Desktops 3§ Citrix DaaS m/a%#%, Citrix Workspace AEFRHEIERTERAXLEEBEN
HYIE T,

ARBESNRLMY, BERE Enable\\_TLS\\_RSA\\_I&&X False,
TEHREFANEHREMTIX:

« TLS_RSA_AES256_GCM_SHA384
« TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
« TLS_RSA_AES256_CBC_SHA

« TLS_RSA_AES128_CBC_SHA

« TLS_RSA_3DES_CBC_EDE_SHA

« TLS_RSA_WITH_RC4_128_MD5
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o TLS_RSA_WITH_RC4_128_SHA

AR

EERITEEEAEBRCAERE HEEBFHR EBEAXEIYNEHRFATE ETUEEFH
TLS_RSA_3DES_CBC_EDE_SHA ZWEEMH, AILUERIRSRKERIMITREXLEFA.

BxEE DTLS v1.2 Bi¥E 8, B2 Citrix Virtual Apps and Desktops X4 eR#Y HiE M (4257
WEFH
MREERRERA 1901 RERIRA, BRITUTSE:
MR .ICAClient EFEETHAAFANEERF:
o MR ATT\\_Regions.ini Xt

27

« ERE AllRegions. ini X, &TE [Network\SSL] S92 MR LRI TIT:
- Enable_RC4-MD5=
- Enable_RC4_128_SHA=
- Enable_TLS_RSA_=

NRYFIAFEXHRKAREFRE . ICACLient X3k, MiER Citrix Workspace LAEFHNEM R, X
BERT, BREXLENRINZE,

TRIIE T SHEPRNEEES:
= 1- BEREGXFIR

AR

HEMNFTEZRENGIYSE FIPS- #1 SP800-52- MER, BIMMNBREMGNAFATF (D)TLS1.2 i, iF
2RR 1 - ZEEGZEYR, TREEBEGTXEENEA R,

Certificates (GIEH)

YEERAER SAML M RIEMNARE (ER AUTHV3 thil) B, BERUTHIZES: “Unacceptable TLS
Certificate” (RaJ#ZE=m TLS iEH),

£/ Citrix Workspace R 1906 REBRANSHIULRE, BXEFEHRGE, BSRUTRRROXE:

» CTX260336
« CTX231524
» CTX203362

R StoreFront RE[EZIRESFAFERIEBLRENTEIES, HEBREFEIEPUIFEERER,, B5ART
UTHE, SARBHM StoreFront &S

1. B2MRE—1 S PEM BRI EHEH.
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R
WMRHAE PEM BXBNES, EFER openss 1 LARERIE CRT BBNEPRER . pem .
2. UAF& GB%Aroot) RERHE:
a) B— =z xxrE$1E SICAROOT/keystore/intcerts,
b) URERHEHNARSMHEITUTHS:
SICAROOT/util/ctx_rehash

MREBIHERMANEMLNHAZAFP IR EENRESSSEEHITEMNEIE, BARUTIRBHTIRE, RAEBEHRM
StoreFront R AHEE:

1. $KBY PEM & HARIEHo
1B MBERRBARRBIESR, EEH openss | SEAEREE CRT XHBEFHHiRH.pem X,
2. URERHENAFSH (BER root) HITUUTERE:
a) BizxtrE$13 SICAROOT/keystore/cacerts.
b) BITUTHS:

SICAROOT/util/ctx_rehash

HDX Enlightened Data Transport i#iX (EDT) 891385

ERHARRAH, WMRIE HDXoverUDP i€EN Preferred, M@ EDT #1THVEEE WIS AET HiEEE, HEIR
2 TCP,

8 Citrix Workspace A 2R 2103 2, BATRIETEME, BEUTEREHHITEE EDT #1 TCP:

o HIRER
o REARMEEMER
o BPImBEchERMER

ISR ThRE P 4B AT B e WA EDT BYBUEIRRTEl, 1852, FRRRYER UDP e/, HEXMER TCP,

FINERT, EIREITCP /5, BENEHFEHSER S DI —R EDT,

Enlightened Data Transport (EDT) MTU %3}

Citrix Workspace R F#25 2109 ¥ Enlightened Data Transport (EDT) ppIRAEHE AL (MTU) %3 ©R
=7 EDT XM rI EMAMRDMY, HRMUBCHEAF 55,

BXEMEER, E2F Citrix Virtual Apps and Desktops x4 EDT MTU & Z1EB53

%+ EDTIPv6

8 Citrix Workspace R FAf2FHR4s 2203 #2, 4% EDT IPv6,
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} =r

AR

TCP #1 EDT #3%=#F IPv6, B2, £F TLS B TCP f1&ETF DTLS &9 EDT =%+ IPv6,

Storebrowse

November 26, 2023

Storebrowse B—HEFF RS RSB ZEF TR ENREHSITLRER, @d#EA storebrowse SLBIEF, B
BRI BT T B EiRE:

« ANIRFARIE.
FIHERENNAEERNE LT AREFRE.
« MNEBRENNABETEMECEIT RN BREZFFREH.
« BRANMZAEAHHNNAEFMKEBRES .

« BEEXRBHINARER.

o ERTERIMTERNRE,

storebrowse SLAREFEBEE /util XMHFDRME, EATUEREME THRIZX . 0, /opt/Citrix/
ICAClient/utils

WEFM

storebrowse SLBEEFEE libxml2 EEa,

BEE A mHKENNEER
BRMA AT USHER:

o ALER®<SITH storebrowse %
o AIUER Ul BaiE R

AS7RIT storebrowse <,

TR SZEL 4R Storebrowse 138158

LURT, TEER BBRSHE M #1TIEERN, Workspace EREMBANGASRERS R ENATBAXGRY. Fit,
£/ Storebrowse B BREFMNRSERIEN, FTXIFREEL L. KEZRBE=AEFF HHNEHER
Storebrowse i#i%%I Workspace &, HEREEHEEBRSESIEIEE

B Citrix Workspace B2 2109 e, HEhER Storebrowse i#1TiEZEr, Workspace ZEiEf XX 41§
5iniZiRES R LWATANHRES . IR TFHE=AEEF inR B EE Workspace BBt tBaEARIE,
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AR

o IR INRENESBET B AT IRSESENTIH, EXEAESR, 1551 Citrix Workspace X4 HHIES
BRSESEME .

LA

AT ER % 4B T B LM storebrowse LR EAK storebrowse &%,

ARINR RIS
-a, —-—addstore
BiEA:

RN EMXFERFAE SN ARE UL ServiceRecord SFiFIEF#IE, Itam<$RENARIEHNEE URL, MR
RIS RN, MR IR,
StoreFront Mg <$Rfil:
e
./storebrowse -a *URL of StoreFront or a PNAStorex
Tl
./storebrowse -a https://my.firstexamplestore.net
AR

AILUEA storebrowse SEARERHRMS NN AEIE.

FEBh

-?, -h, --help

TR

1RE X storebrowse SEAEFAENFARER

SN AEE

-1 --liststore
BiEA:

FIH S ARINBIR B EIE.
StoreFront L& <$/RAI:

./storebrowse -1
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e

-E --enumerate

WieA:

FIHATAZRIR. RINERTRETRUTE:

o FRBR
¢ BRBM
o FFEXHE

BEEFMESR, B -M --details LM -E &%
AR
iz{7 -E Ry, MREZAIREHEERE, WEETSHRIEED,
5 -liststore IREHEANZARE URL.
StoreFront B <Rfl:

o ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/Store/

discovery

217159

-S —-subscribed

WA
FIHITHNZR. BIABER TEETRUTE:

o HRB
o BRER
o FFEXHFE

EEEFMER, B -M —-details MM -E %<,
StoreFront M98 <715

o ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/Store/

discovery

« ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/Store/

discovery
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HHER
-M --details
TR

H&HSERREHNNBERN BT, kadEES -EH-S #d—REM, IHdRAN— 1 SME 5B
S BB T A

« Publisher(0x1)

« VideoType(0x2)

« SoundType(0x4)

+ ApplnStartMenu(0x8)

« AppOnDesktop(0x10)

+ ApplsDesktop(0x20)

+ ApplsDisabled(0x40)

+ WindowType(0x80)

« WindowScale(0x100)

+ DisplayName(0x200)

+ ApplsMandatory(0x10000)
« CreateShortcuts(0x100000)
+ RemoveShortcuts(0x200000)

&iE:
o« BERBEITHMNBREFAEREEE, 5% CreateShortcuts(0x100000) &5 -S. -s # -u < —it2
EJ=EH

o EMFERESEE, 515 RemoveShortcuts(0x200000) 5 -S &< —i2ER,

StoreFront #ys <=1

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery

£ EEME<$RIH, 0x264 2 DisplayName(0x200). ApplsDisabled(0x40). ApplsDesktop(0x20) #1 Sound-
Type(0x4) HEE. HHIETIHEITRNZRURIFMAE S,

AILUER -M s 27 BB FRRIFAE S NEIR:

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix/Store

/discovery
&iE:

o AR SRR EE, Flgn, 512 & 0x200,
o WNRFLFME B TEET storebrowse 21, MigHERS,
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1T

-s —--subscribe

WieA:

TT RS RE B A I PRV E R iR
StoreFront M <l

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

BUHITI

-u --unsubscribe

BiEA:
MIEENABERBUEITEENE R,
StoreFront Mg < /Rfil:

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

Bap

-L —--Tlaunch

WiRA:

BE5EAHRRNER, KSAEFMEREXHE, BHEMINEERNSIE.
StoreFront Mg <$/Rfil:

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/Citrix/

Store/discovery

EtT

-i --icons

WieA:

<Ll PNG BRIV S EM N AREFE. <5 -E 5 -S sa < —ER,

ERPARANIRERNELR, BEA best 28 size ¥ 7%,
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best £k

£/ best 287574, EAILGAARS 28 HIRMHMREXNWET. o UMEREIREIRAFMEAN. best 8#AE2
FiE. ATEMEAHEARENRERIA X, XHL <resource name>.png R RF.

size &%
EREUEE A/ NLRENERR, EER size 885k, NMRRSBLEFNAEANNSRENELR, NaHMER,
size XA WxB &=, Hrh:

o WHERNNEE, FEERSEESTHN, EtREE—MEREHEEARD.
b nggﬁ@ﬁﬁgo ‘I’EE’JETLE]«%: ﬁf%?ﬂ"]ﬁl%ﬁo

=

AR
EW 2H4FEN. EB AL,
MRKRIEEXLEE, NWETMERBEGRENET. XEXHL <resource name>_WxWxB.png & R1F.
S F -E 5 -S S RENE N RR, XFEMHASEHL png B REFEIT.
Etr7zi57E ICAClient/cache/icons 43k,
StoreFront M <Rl

e ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/Store/

discovery

+ ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix/Store

/discovery

BEERIE
-W [r|R] --reconnect [r|R]
BiRA:

EMEREENARENL T EDRSEEMAERNRE. [f] AT EMERMEHNAEENRIE, [R] ETEER
ERFE A RIEM T ERN=IE,

StoreFront Mg <R f1:

e ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/discovery

o ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/discovery
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W SiEERE

-WD --disconnect

WieA:

W FHETE L A B IS VPR SIERYIERE,
StoreFront M <l

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/discovery

KR

-WT --terminate

WieA:
KI\HEE N ABERNRESIE,
StoreFront M <l

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/discovery

PN

-v --version

BieA:

&= storebrowse L BEFHIARZS,
StoreFront B# < 7Rfil:

./storebrowse -v

RER

-r --icaroot

BiEA:

BERETIERT Linux 89 Citrix Workspace ZAEFHIRE R, MRKIEE, WESTHRERER.
StoreFront M98 < 7Rfil:

./storebrowse -r /opt/Citrix/ICAClient
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BR&. &, 17§
-U --username, -P --password, -D --domain
WiRA:

BREPR. BRMEIFARESERARSES. LA ENERT PNA NABEE. StoreFront NARERIRILLE<S. ¥4
ERAERWET. BEIB T HLTHWNFAES.

StoreFront Mg <R f1:

./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/discovery -U

userl -P password -D domain-name

TR FE RS I

-d --deletestore

BiEA:

BYH7E ServiceRecord EaEFH MM ABIE,
StoreFront B8 $ /R l:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/discovery

ECE BBIARSS
-c --configselfservice
WA

RENFHECETE StoreCache.ctx PEMENBBRSH Ul 8B, REMSHIELA <entry[=value]>, MRRFEHR
B, WkHiRENZRE. B2, NREEXME, WaERAZERERE.

StoreFront 9@ < R41:

./storebrowse -c SharedUserMode=True

70 CR X%
-C --addcr
AR

RER MY Citrix Receiver (CR) xtff, HRREHRMENLAEE, W5 -a H<ER, BESIMNABE, Hift
TR,

StoreFront 9@ < R41:

./storebrowse -C <path to CR file>
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B2 E AR

-0 —-synclease

JHER:

FFia% Workspace EiZHBAX T SEE N BEE E’\JEEHEQ%EJ:E’\JEJ}ﬂY#i&ﬁIE% ESHETEFRBIANAS
[EHMEZEAXERS. MREARSESYE, IBERER.

g

./storebrowse -o *URL of Store x*
StoreFront B8 <Rl

./storebrowse -0 https://my.firstexamplestore.net

X7 storebrowse sFiFiEF

-K —--killdaemon

WHEA:

£k storebrowse E&1EF. AL, FEMRAEEENSHE,
StoreFront By <RI

./storebrowse -K

FHEIRLH

-e —-listerrorcodes
WieA:

FI MBI IR,
StoreFront Mg <$/Rfil:

./storebrowse -e

IVAEESERES

-g —--storegateway

WiRA:

FB7E ServiceRecord E &R MBI FAEEILEBRIARX,
StoreFront M <Rl

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore.net/

Citrix/Store/discovery
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AR

M — P 2% 8 AR T 5 R I R RS TR RO R K 51 R e

RERTN

-gq, -—quicklaunch

WieA:

fERER URL BEIMER. Ita<UERT StoreFront ZA®IE,
StoreFront W& <$Rfil:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJkOlmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>

SEialdsd

-n --nosingleshot
BiEA:

YHLRSFIP storebrowse i#1g,
StoreFront B8 <Rfl:

./storebrowse -n

NS

-F -—fileparam

BieA:
EREENXAREMRRBE .
StoreFront Mg mfl:

./storebrowse -F “<path to file>” -L <Resource Name> <https://my.firstexamplestore

.net/Citrix/Store/discovery>

TER
ASCER T JfAIfER storebrowse 3<% BEIRN AIEFRIER TIER:
1. ./storebrowse -a https://my.firstexamplestore.net

AN ABEEHRENAEENTE URL, i858 URL, RAZEEENSLHEEAZ URL
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2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/Store/

discovery
B EARNNBEFMEE. ERHNEIMNLARERRNHEHE MmN EHERE.

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/

Citrix/Store/discovery
Boh&ER. M E—erSaiad PIREEIRE R .
4, ./storebrowse -K

a5 B R Z BT N EIEH X7 storebrowse SFPIEF. WRKAAHIRRILE S, storebrowse #i2i§
E—\EERE,

SR HEER

December 1, 2023

PR ENE B HEBERRMA Citrix Workspace R 2 H BB E]RT,

JEZ S

A gE B B LA T E R R,

ICA =5 Fedora 29/30
ICA BahalaER7E Fedora 29/30 LR, fRRFAE: REBUTES BHITIRIE:
1. FAEHS$LE compat-openss110,
sudo yum ‘install compat-openssll10.x86_64
2. £ ~/.bashrc FREFFTEUENSIIIEHITINE, HRIEERRIBN Libcrypto B
export LD_PRELOAD=/1ib64/1libcrypto.so.1.0.20
AR

5 Wayland &nkgs#att, Citrix Workspace RAB#2RF1E X.0rg lRS 28R TIEIETT. 31 F3& Wayland R
INEFDINRITHR, IEBUE AR T E—1I:

/etc/gdm/custom.conf & /etc/gdm3/custom.conf
g WaylandEnable=false
FAHEHBRLUER X.0rg RS

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 185



BT Linux & Citrix Workspace M BiEF

BERATHERNEERIE

5 Windows RS 8BEILEEN, MRETTE “‘EEEZIRSSE... HEENEE, EUEAETEESO, WA
BEEERNRSBEREZ PSRN AIE (Client Access License, CAL), BXFAIMEARER, BB,

REEMERE

EMERIEERERST Citrix Workspace R BREFFIBENEIERENRIEN, EEARAKN. RSHLNTAR
EFAENZHIILESEE,

INREFEEKY, Citrix Workspace ZARFHRRERAMGAERE, SN, RSFBFRAUFMERNEAERE
BE—NM&E, MRRIERFERAERRS. ORRSHELVAARENATE, WE - NERBAIEIRK.

522 Internet 27§

Citrix BiEEWE LAECE DNS (HRARSER) . EREEEEBMRITEEENIRSBNBM. WRAFEE DNS, M=
BET R ARS 2R RARAT D IP ftodk, eI ASCnsZ IP itk (MIERHR) 18RS R, TLS EEERTLRENE,
fdE IP bk,

REREES

MRENREEEHDBIREABE, Linux RIZPBIREN R FERINRER REFIEIRR, MRS E: BIT— MEERD
E&RER, ff rngd (BFEH) ;X haveged (kE Magic Software),

BHEMS
SNRERRN, FHIRAERAINE

1. IUERAZMITARKERSEZIFNEZLEY, GF:
« Ssllabs.com (ERRSRAE Internet HIEHR)
o sslyze (https://github.com/nabla-c0d3/sslyze)
2. £ Linux F /% WireShark &, #3278 (ip.addr == VDAIPAddress) & ##E& (Client Hello,
Server Hello) L&, SSL #857. £RBEHEFIRAZHHRSH/IEZNELENS

Citrix i1t SDK RIEH
Citrix Optimization SDK B8 & REME UIDialoglibWebKit. so kiids. RS HITUTREZ—:
1. WTF#E & Citrix Optimization SDK &k 18.10,
a) ¥3E&RE CitrixPluginSDK/UIDialogLib/GTK:

cd CitrixPluginSDK/UIDialoglLib/GTK
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b) MIBRERAE ISR
rm -rf *.0
c) #%3| WebKit xf43%:
cd ../WebKit
d) #ip&E%E UlDialogLibWebKit.so t1:
rm —-rf UIDialoglLibWebKit.so
e) £ WebKit BRPFERUTHS:
make all
4 m#E UlDialogLibWebKit.so.
f) BwESHE SICAROOT/lib BERH,

BT SSL EERSEEREN

237 TLS i##%hY, Citrix Workspace AEFRIMER FRIRMH—A™BNERBHNES,
MRBEZIFERIANEBESNRS S, BEREXMHH WFClient\ B9 FIgBE BRI SSLCiphers=ALL,
SFUTEREEEMS:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013). ALL. COM

pezE-sli
£/ EDT 1hilhy, ZrRIEERBIIUTHEIRES: 5.7 WERCHA. NREXRBIEAT EDT WERAFRB)
FEOAE 1500 FHRRMAIFELRN, AJRESEIIRE. HHITUTERE:

o HEREXHHIZE edtMSS=1000,

ERREIR
ERBRAI R ESM AR EIRNEE. =FWT:

o EEHE 58 0IERSEEHIMIEER.
o TEBKRSHIEIERS.
o TAERAIARS S MILRINIEEIKS o

RpAr e SR HIMILEREIR, B

o RHITENFZZTENTENERA TLS thiXE s HMEiR. BXFEMER, BFSR TLS,
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« ZREVTENFTEXY TLS EREARBNEBREGNUTESHNE IR, EXMERLT, ETUEREXHHN
\[WFClient\] A HIBBERBE R SSLCiphers=ALL, AREEHMBIMEEZHIET killall
AuthManagerDaemon ServiceRecord selfservice storebrowse,

o ERRITEN ARG EMIEREF RN ATEREIEIR, IS BAUEZHERIEMH Citrix. Authentication
0 Certificate B9IEH.

o Hithia)H,

&R

Citrix B EHERS & LER KM AR Citrix Virtual Apps and Desktops 5§ Citrix DaaS (WU &i#r A Citrix
Virtual Apps and Desktops &%), It4h, EERAFI&E EERSZMM Citrix Workspace ZRiER.

NEFEREFTERERE, WA LlEK Citrix Workspace M BIEFHEE UK Citrix Workspace R BIEFIER T A
LIRS e,
« BZE Citrix Workspace N B2 - BERE Citrix Workspace N ERZ A LK ICA FRENHRH1E
StaE
+ B2 Citrix Workspace M ABEFMERAT - Bk Citrix Workspace B2 RIE R A T IE AT LR RS
SRR R
+ BF UDP 47 - thIhaERT UTEFE MRS LRHF IP B35 (VoIP) EEHERI—BE
o« ERARMIRARZERT Linux & Citrix Workspace [ F#25#1 Citrix Virtual Apps and Desktops g
Citrix Daas - Citrix RUFERMIRA S MRANEEE, F2HEETHEEEER I Citrix Workspace M ATE
FHARSS 23R4

Er

RRHER

EXFERF, WD (HZD) FERNMBLNH2ENEATRE LRSERRREHROER. TRELERATESURE
FERIOARB XA IR R E o

7£ VDA LR SUBEN IS R R MR, HEUREEIZF G, FR5INBRBMENK. B2, X11 (Linux/Unix &
HFES) RERE—HNA RS LREHR,

AREIERERER, Citrix BEERBNARFEHSRRAHRESHIRES %, B, FF vsvnc Ba F—MALHE,
RIEZ PR ENERBEANESERNEOEES, UWTRARRSRURATHLEREEHR:

+ X11GPUg&
o ERASEESS

X11GPU &

SHF Intel HBER, BEESN
20-intel.conf 89 xorg.conf.d FalE—MEEUTRABHISH:
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Section "Device"

Identifier "Intel Graphics"
Driver "intel"

Option "AccelMethod" "sna"
Option "TearFree" "true"

EndSection

stF NVIDIA Ef, &7 xorg.conf.d XTI B S ENEERN “MetaModes” MBI 4. W FFIERNED
LLUES 9 FRA MetaMode, &ERMUTARA:

{ForceFullCompositionPipeline = On}

f5gn:

Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”

AR

RREK Linux 9 % BERARRER xorg.conf.d 884,130 /etc/X11/xorg.conf.d =% /user/share/X11/xorg.conf.d,

HEEIRSR
FERUTHS:
+ Compiz (#&AZE Ubuntu Unity #), &% “CompizConfig Settings Manager”,
i&51T “CompizConfig Settings Manager”,
EEHN > HRET, BHETBHEER2RE D,
I
£/ “CompizConfig Settings Manager” BINiZ1E, RAEIZMESERM RSB,
« Compton (MBMEAERF). BXTENFMES, B2 Compton BETT/XXHY, FId0, BEEBITUTHS:

compton --vsync opengl --vsync -aggressive

HRALER

MREANRERXER, REETSRE|WAATAERLE, EXMERT, BIIEEMEANRERINA[, §X
IEERBNIFMEE, 5585 Control keyboard behavior (EHIEE1TH),
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HESR

BELEEON, REFOEERSAMREMNEOMUE, SBEEES, ERRALEE, BEE0EESEIREITE
B EhE QBN H E O ERRIE T

EfrmRA M

Citrix Workspace AR RIZNEOBNRS AZHEOERRRS. B2, XLEENRS X TR IHEBEAEH R
2R

TeEmRAN
ERUETEEMRRMN, FHRITUTRE:

1. 77 wfclient.ini BBE >
2. 7£ [WFClient] &89 h4miELLT1T: UselconWindow=True
3. REHXIZXX .

FATERE

MRAGHAESEREHEETAEM, WaTsEE BRI R, AILUSARKISREI@RHIRENBRENARREE IR

o
ERATEE

1. #77F wiclient.ini BB&>f+.

2. 7£ [WFClient] B #mMUT{TZ2—:
CursorStipple=ffff ffff (EHiFRBENE®)
CursorStipple=0,0 (EHiFLENBE)

3. REHXFZ

KB

BRABASIBHEEEON, FERBOPNEEHERAE. ILREEE X Windows RS HEBERESHERN
HEMRE. MEREE, BARTMNEREAESHNIERE,

EREFERTRIEeTK

ERDIIRS 2R, AP RTLUERGER 256 B, ETURESMEN ZREARR, ERAREFEBENHeREE, U~
EE R TR Ro
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BERERRSEHEMANGIREDNED REE IR GHRR =L ERRNINEE. MREIMNERERERR, BIRME
BEENEINRNIEES. AEELEIRA, Citrix Workspace REFHEPIRRNIAGIRERIZIE, HER/LP
HEH—RLIAER.

BREEIR
Citrix Workspace i A#2Fxt HiEF#HER EUC-JP 5 UTF-8 F/R4REE, MARS|NERM SJIS FR4mI5, Citrix
Workspace [ AfEF AT XEFRIEZ B 1TH IR, IR ER SR ERU TR RET HI 6 :

o REFERSHE LHESHEENIXMN
o REESMHERSSE LEBHUMT

R SR MY BSHERRFAANSHRPHIEIEFN.

ERFZENNESTERE, BEFAIUERGRLTEZEREERIZEIED -span, EIIZEN, AILEERIIEETIN

2T ETo

i@id Desktop Viewer TE#ZINEE, BAUAROUSEROSLRSETOZETNR, GENERETENSER
&% Ho

BE.
WFRALESERONRE (BFEERACHNEOTHRIE), BRERFEER,

- span ETRA T
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

WMBIEET h, MIEE stdout higH BREBHIR, MR h 2BANETE, wlica FiEH,
WMRIEET 0, MAKEHOEFE override-redirect B,
IJ\I[:\:

o BUAERERILET,. EERFASARENENEER —EEANKRE—MET.
FEEONZEOEESRAIN, KEEF, BTEERCEHERK.
REIEE R TERMIFR I E

o

\

WMRIEET a, Citrix Workspace ZAEFFEAIE—NMEFMEETBTETRNRIE,
Citrix Workspace M BERFBREERMN -span EEN B RismSNTIR:

o BMEREFRISEN RS,
o BMEREEAREXKEE EANE TARKEIS.
o MOMERFIEERIRIAER. FRER. AMFIGMIDSET RS,

WRKIEE 0, wfica ¥ER _NET_WM_FULLSCREEN_MONITORS B EMEOEERPERENNEORE (10
RXFFZINEE) . BN, FEARTHUERTRIBERAFENHR.
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AUFERAUTHRSRNAEOEERE R T RZIEE:
xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS

MRRERHL, WAXEZIEE, NRFXE, ARFE— T EBEEEEMEO. FJUER -span o REBEEEME
Ho

MELITIREBTIMI B REBNSIE:
1. ERSRTEOP, #BA:
Jopt/Citrix/ICAClient/wfica -span h
FAFIgE SRIFTEE 2R RRSHIREALE stdout 1, RERE wfica.
2. BETXERTRFES,
3. EdiRTEAOF, AL
Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\]J\]1\]

W, X, Yy Ml z ER LENSBRHNSRE 1 PERERES. 2NME W BEERENENE. M MEw M XIEE
FREXEIE EANE TARNENSE. IMEw. x. y Mz EEKENER. K. EMMENDEE ENER.

BE:

o BN NERENEMRSES 281, EX WFICA_OPTS £, EENIMTEZ, ERIEREXH (B
fiI1F SHOME/.bash_profile st SHOME/.profile), FEEHFIN—ITHENX WFICA_OPTS L&,
f4n:

export WFICA_OPTS="-span a"
o tEERFEREmMENYAEFNRERIE.

« MERBEREH selfservice 5 storebrowse, BEMIRENRHIE, WERFBETERBER. FEd
LU en S MlpRiHAE :

killall AuthManagerDaemon ServiceRecord storebrowse

N R
TRt RHERREUERAANAREFHEMSIE, HILRENRREEFHRASHAF T EREE, RBEER
ERERATENRESS (fla Alt+Tab), BA¥H<SRIETIRS .

AR E: ER Ctri+F2 BRERBAFEPENE, BEEER TRRERIFED, %R ERTE SICAROOT/con-
fig/module.ini % TransparentKeyPassthrough i€ &5 No, LR EFZARRIZREINEE. BR, &9
BEEEEEE All_regions.ini 3XfEahiRmnitig ERE = ICA X,

BT HIRER

WUET, FrAsEIREEHERINEIRABURFHIZERMER, B Citrix Workspace RAEFRRZs 2309 2, iR
HELEN#E, SETHRFENHRNAE. F£5ID MRBFR. YEFGER ICA BHSNEERA T IRSEL M
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DEEMIE R FERH=IEN, SIHIMXEHIRER,

fln, MRSFRHEY, WEERUATHIRER:

Citrix Workspace X
e Session launch Failed.

Error code: UnavailableDesktop.
Transaction ID : Oedc6ec-ac7 2-4cbf-9767-3F1864d70e31.
Description: The resource is unavailable currently. Please try again after some time, or contact your administrator if the issue persists.

OK

RILE RGN
EIRRIAMLE RSN

B#, AT Linux 89 Citrix Workspace A2 PHIMEBENEE B —RIXZHF—TREBEN. FrEsIEiAN
KRGV SMSTEIEERKZ /dev/videod, BEZEENITENPHNNEMEZ RS,

BAEAUTHSRE VA TR, FEIHRFHAEBIANENFRBIRE:

sudo apt-get install v4l-utils
<!--NeedCopy-->

ERL T <LHIHIRIRE:

v41l2-ctl --list-devices
<!--NeedCopy-->

ERIRE IR EIG T At

user@user-pc:~ $ v412-ctl --list-devices

UVC Camera (046d:09a6) (ush-0000:00:14.0-1):
/dev/video2
/dev/video3
/dev/medial

Integrated Camera: Integrated C (usb-0000:00:14.0-8):
/dev/video0
/dev/videol
/dev/media0

<!--NeedCopy-->

RIERTER TG, ERAINERGN. ERIUEREPIEE—, Citrix BINERE—1HRS5l. Ubuntu ZEEXE
&, EERIRELET— I WEBENNS IR, EIRflR, ERTLUER /dev/video0 fl /dev/video2,

ERHEMBRIITRENEOAME, FRITUTERE:

1. §fi%l ~/.ICAClient/wfclient. ini BEBEXHEHWNEHITRIE,
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2. 72 [WFClient] #5/, HFMNUATIEE.
HDXWebCamDevice=<device path>

40, & HDXWebCamDevice=/dev/video2 UERLFIEEMETE /dev/video2 MIMKZIEEN.

MiXTHEE

FEFIEL, MERGENEERRRAUEFRROELTATERPMERGE TULREAMT,

ErFiEEER
EARTFTE VDA i BRI S RIS TE R P im - £ SRARE A K#HITH R, EATFNIKBNEE,
ERAERR, BHRITUTRE:
1. §fi%l ~/.ICAClient/wfclient.ini BB XEHNEH#ITHRIE,
2. ¥ HDXWebcamDebug {EIZE R True,
HDXWebcamDebug = True
BRIERE, REREEREPXERUTXHE, EEBRTFAHERNRIEDE:

o 3T H264 HiEEs: /tmp/file_mode_buffers.h264
o 3F Theora gi328: /tmp/file_mode_buffers.theora

TEER T £ FAEIRART

File sink
Webcam

(ex. /dev/video0)

Encoder
(h264 or theora)

VDMM

LRGN NHXEFHEL
IR AFENR S ERELTRRBHIMNEREN.

./gst_read --buffers | -b BUFFERS_AMOUNT [ --input_device =9
WEBCAM_DEVICE; default=/dev/video0]
<!--NeedCopy-->
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EEAMEREINREEL, BEMBHITBITUTHS:

cd /opt/Citrix/ICAClient/util
<!--NeedCopy-->

‘S./gst_read -b 100 /dev/video®
<!--NeedCopy-->

BRERE, BERUMAME, HERRBMEBREGEVRAE PXEIEL T H:
/tmp/wewbcam_buffers.buff

MR IBGEINIR SR TEMNM—F XA ——buffers (-b) &M, FaLUEEEMNRAIMKRIBENIGE. B0, &
BRELUTRE:

« ./gst_read -buffers 150
+ ./gst_read -buffers 100 -input_device /dev/video2

TE#R T M RGN IR

4 A
] . File sink
Webcam
(ex./dev/WdeoO)J \. J
4 ™
> Video Preview
N J
Ymh32s it 2R T

R AFENIR S EERE RS 28,

./gst_read --output_file | -o FILE_NAME [ --buffers | -b BUFFER_AMOUNT;
default=10 © ] [ --enableH264 | -e ]
<!--NeedCopy-->

ERRARESFNHBFER, BMRLTEITUTHL:

cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->
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./gst_read -o ~/file_buffers.h264 -e
<!--NeedCopy-->

HERRFENE—F XA ——output_file (-o) &I, FEAILUNIR Theora 3 H264 fides AR BERAIE HX
£, e, BERUTAA:

o XF H264: ./gst_read -output_file ~/file_buffers.h264 -buffers 200 -enableH264
« 33F Theora: ./gst_read -o ~/file_buffers.theora -b 100

TEER T fmbIas Nt BRI

File sink

Encoder
(h264 or theora)

Test Source
(smpte pattern)

H264 4R 28
NREFRER H264 RIBIBRTEERITIT, WABERLUT S BRIOIE LK :
1. 38iF X264 GStreamer EHEREEN gstreamer-plugins-ugly W—OEETEST. NRE
libgstx264.so EHRAIA, EEITUTHRSHEHITRIE:

gst-inspect-1.0 x264
<!--NeedCopy-->

2. BITUATHSEIUE 1ibgstx264. so FERIEKHIN:

1ldd /usr/1lib/x86_64-1linux-gnu/gstreamer-1.0/1libgstx264.so
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<!--NeedCopy-->

1R Libgstx264.so XHAREFE, NBAERUTaR<RE GStreamer &EfF:

sudo apt-get install gstreamerl
0-plugins-ugly
<!--NeedCopy-->

H264 W iRiD e
1. I3F vaapi GStreamer EH R EEN gstreamerl.0-vaapi W—BREETESL D, WRE
libgstvaapi.so EHREIA, EE{TUTaR<THITRIE:
gst-inspect-1.0 vaapi

<!--NeedCopy-->

Plugin Dete
Name

2. BT THLLUEIE libgstvaapi.so FEEAUREHRIN :

ldd /usr/lib/x86_64-1linux-gnu/gstreamer-1.0/1libgstvaapi.so
<!--NeedCopy—-->

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 197



BT Linux & Citrix Workspace M BiEF

3. FRRAERIERRRI KRR

BERENEE vaapi, BRE GStreamer vappi REEE#HITEME

WEERER GStreamer 122270 gst_read BE

EREM ICACLient BEWERTE, BUAM gst_read BIRFIKEHRS

ICho

TUTEREUKRERSE:
1. ITAZRGHIEBETUTHS:
export GST_DEBUG=2, gst_read_debug:6

<!--NeedCopy-->

export GST_DEBUG_FILE=~/gst_read.log
<!--NeedCopy-->
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=W

T = EHEWERFUNBFFEBENX 4, TEXMIERT, FHi1A GStreamer EZRIGELRF
2, A gst_read BRIGERF 7. BXFHAER, BSH X, BINANE GStreamer EZIZE
EIRMEERS], Hgst_readiREBELH,

2. THBEMVDAH ICA X%,
3. ER—&iR L, BITUTHSLUZ6h VDA =i&E:
cd /opt/Citrix/ICAClient

<!--NeedCopy-->

./wfica <ICA file path>/vda.1ica
<!--NeedCopy-->

gst_read.log XHRBERAZ GStreamer 1EFH gst_read BEEMM,

GStreamer EEKN%E
EEE GStreamer HEREECIENIMFEE, BRITUTRE:
1. BIEB— XX EEREERXYE, fi7: gstIntPipes,

2. FIAREHSH GST_DEBUG_DUMP_DOT_DIR=<Absolute path>/gstIntPipes, [ligig==gi=Y =1
XHBTEE GStreamer fiIE,

3. THAEM VDA B ICA XX,
4, EE—&iHLE, BTUTHESUER VDA =iE:
cd /opt/Citrix/ICAClient/

<!--NeedCopy-->

./wfica <ICA file path>/vda.ica
<!--NeedCopy-->

5. ZBR gstIntPipes 88 AXH, GStreamer AEEFNEMIRESTEER— A, ALk, EATLK
TRIEEEMWAEIEE. TR ARSI

6. REAXHLARFUTEEENTMUERT. FI90, Graphviz, TEZIEREENNSHTE):
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EEERINEIE:

ERAFENREESEAEMREE, FAREEZREE, %Z Openimage in new tab (FEFm&m+H
TATRERE), ARRETEREBN K.

W EEFRR, B NEETANEHE GstCapsFilter ;w&EM GstVaapiEncodeH264 TR, XEINREMAKR T %
DHE. BXREMEE, BB XK.

RAVE & 4ti2 Bl

IR ETHIZA rave_troubleshooting.sh, AFRIIAFZEEMNAKFNEEES ZIFRESTMUAMT B
(RAVE),

AR

RAVE 2—10 HDX Thig, ZiFirImEBGEERMER Citrix VDA B Windows Media Player E%E .
BERITUATRIERIBITHIA

1. & rave_troubleshooting.sh T#iiZzs,

2. 7£ Linux it BT F i =,

3. A rave_troubleshooting.sh --help & rave_troubleshooting.sh -h AI&E&EXZ#FHN

BmLITEH.
4. BATEHEHF— L

» rave_troubleshooting.sh -w& rave_troubleshooting.sh --webcam - Lk
CHNMBRENEERIEITRE. XBRIAGFL.

» rave_troubleshooting.sh -r & rave_troubleshooting.sh --rave - R <
FJiz{T RAVE B9t %, LB ER—MER h264 MidMmmss & 0.

LB B R RSB E R AR,
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BRAUSBEEM

ynfa¥% Android FHIEER 79iER USB?

A LRI T FrRIE Android FHEERAER USB:
1. £/ USB B45%ER Android FHNEERIRETIERT Linux 89 Citrix Workspace M ABEFHN RS,
2. EFH L%EEFE USB E#EER (MTP 5% PTP), S¥FAZ# Android F4l, Z#FHIRERK PTP,

3. ERBHENUTAR, MIEEHARTT (VID) S3REX Android FHMMEE ID, MIEEHARTT (PID) FFKE=
m ID:

Tsusb
<!--NeedCopy-->

4. 1278 Android FE#1#9 VID # PID,
5. &%l usb.conf X,

6. £ usb.conf X # KX B # 1 CONNECT vid=<vid of your phone> pid=<pid of your
phone> split=01 intf=00 17, 510, BEMTARHEITHRM:

CONNECT vid=18d1l pid=4ee2 split=01 intf=00
<!--NeedCopy-->

7. Sfn%l Desktop Viewer TEHAIGERE,

8. EBREZEMH Android FHl.

/XIJ [l
23 83

£ Windows SR8 HE N §EEN, EEATHEERERYEEH, wiclientini FERTRSBIEFIHANTE
EREE. KEEMRSBEMNABEFET. BRARSH-FAERTEER, BEARSSE-SHREATEE R,

BRIBERBHNEIR

R BERAHMERE, EHREERRRRERENH. bk Firefox #1 Chrome 5b, AIREREXH ALK e HITARCE A AE
EEIELABNAR BEEEdREZNE ENERARZREY, NERRKRTERE ICA X

FEE I8

MRERHFE Web 552382, ETEIETT setupwfc g, RERIELTE BROWSER, LUEEFFERIMIZN
HERZF R,
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Firefox %

7z Firefox PEERERL AR, MRNEEEMLE, F=iXEA ICA i,

Firefox 719 ICA &t

7z Firefox PEAT ICAHEHE, KEMNARFRIETVERDN. EXMERT, BFE2AEA ICA &t

[i=%:3t3

MRENEEFBRERER, JRSBIUTHER.
E_MISSING_INI_SECTION - I8iFFeE X 2.7 BECEXHFH “.7 BN EK.
EEX M EFEREBHIRNES .

E_MISSING_INI_ENTRY - BIFECE (.7, .0 BOFUABERE “.7,

REXHEFEREHIRNES .

E_INI_VENDOR_RANGE - ®iFELE X f:%...”, B4R X RS I[UELETEE .7 THo

RREXHHH X RS[BELHES BT, E5 Citrix B R

wfclient.ini B2E 412

WNRKEHRLE wiclient.ini, NATEESHIL TR,
E\\_CANNOT\\_WRITE\\_FILE - Cannot write file: "..."
REFERMIEFN NS, FINTHETIE,

E\\_CANNOT\\_CREATE\\_FILE - Cannot create file: "..."

ellfESEZE2 €/fE: pfu k:-

E_PNAGENT_FILE_UNREADABLE - ;%38 Citrix Virtual Apps X4 “..)": RIEXHHER.

- EE -
53532 Citrix Virtual Apps XX “...7%: RURIEL,

R BT EEINS S IHRRER, BizFEMEA Citrix Virtual Apps and Desktops 3¢ Citrix DaaS XX ARa

Ao, BEEEXRETERNAEFRFURNFELRMHRRTIR, RRERZHNNZER. NREBRDAEE:

s MEREERSEETNENE

o WEERHMERSIAM Citrix Virtual Apps and Desktops =k Citrix DaaS X,
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Hth
EZAE

A B E 2 R ML T ia) s

XA=IE
ETRIRSBIESEHT Citrix Workspace MBEFXFRIE, BHER wiica BF. IZFEREIRERSSMNLKILE
mELRHITIESR.

BiE syslog RAICRILER, EREN 6 89 SyslogThreshold FINBIEE X489 [WFClient] 9 th, IHIgEE
BR#%E%N LOG_INFO XEERE R BEIERINEE. SyslogThreshold #IBRiNEH 4 (FLOG_WARNING).

B, BRE wfica, BIEHEB X RENIRHESEIR, HIEERN 6 89 PrintLogThreshold 710 % [WFClient] %643
PrintLogThreshold #92kiAEH 0 (=LOG_EMERG).

EXEERENFMES, BEBRESTWE, BX syslog BEMIFMES, ESH syslog i E.

EEXMRE

wfclient.ini FHEN KB EBLIE All_Regions.ini FEXNNMNE R, XFZIEBEAEEN. I+, wiclient.ini X
89 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &% #i& & B &4 M7E canonicalization.ini FESIR A&
B, ZIRBAEEN. BXFMELE, 581 SICAROOT/config B R+ #9 All_Regions.ini #1 canonicalization.ini
Xf4o

BRHHNAER

MRBTHESETHONERGHNNAREFERREA, WS ZEOREMNBREFHER, ZNBEFAIEERK
(RRETHREENATNAEFES), EEERT, FRERSHEREMNARFIRNSE TZHRTHO, HER
BEMEZHITIRONNBEFEE R RERIZE .

SRR, FEEEIERITRONRARER, T UUCP EX8E, NARFRYEGEUREEFEEE —MIE
Xfo XEBEXHPRIENUERUATERIRERSA,

Bz Citrix Workspace N Ei2F

3R Citrix Workspace MBEFRER, HETR “BAINBAREFRRIAXER ZXEESE EE. REERRE
HEXFIET 2 ICAROOT, fFR¥ Citrix Workspace M AEFRESFFIIAMIE, WHTIGELTR, BRALR
7, Citrix BT TIRIEZ—:
+ ¥ ICAROOT EXNREBR.
ENERFEHRENXT ICAROOT HiET 2, HEIAMEIH=IEFLH Citrix Workspace N AHEF. MENE
TNZEIZES, WEgekREMRENX ICAROOT BT =,
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+ % Citrix Workspace AR EMREIBIAMIE, BXRE Citrix Workspace L ARZFH#AREE, 5
BRAZENLE,

MR SRTE Citrix Workspace M REFRERBINIE , BEEHREFMR /opt/Citrix/ICACLient
o SHOME/ICAClient/platform B,

Citrix CryptoKit (L{gi#rs SSLSDK)
EEREIEEIETITH Citrix CryptoKit (LLFi#rH SSLSDK) =% OpenSSL KIhRA S, AILUERUTHS:
strings libctxssl.so | grep "Citrix SSLSDK"

EA LATE AuthManagerDaemon 3§ PrimaryAuthManager EizfTitan<

BEREAN
NREO SRR ERAERNBESRMEANINGE, EHRASTTRETEIER, §120, KDE BOELEREM Ctrl+Shift+F1
2 Ctri+Shift+F4 pRAa1ERE 13 3 16 ZiE)f. NRBFILRA, BRRXUATHRRSR:

o B FIERIRIENIE— A AR S EIRS RIRBAS, flW, EEEEXT, BiAK Ctri+Shift+F1 prgd
FIRRSSRIHRAS Alt+Fl, BRHMBEHNREATARMBAS, EEH SHOME/.ICAClient/wfclient.ini
B [WFClient] 395U TERE: HgBXIEAMBAS Alt+Crl+F1 Br&3E) Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift 28 Hotkey1Shift=Alt+Ctrl,

s BELMNEZREARKAMERASHEARIRS R/, XERASTEAMPE, BEREBEZRRR, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 4 &, & TransparentKeyPassthrough i& & Re-
mote,

- ENMRRBEREOEESS, EEELFERRINREAS,

2 Croatian %5

LTS a R ASCH FREMAIXETIAESE Croatian &% RIITEE M.

1. 7EAENERE XA WFClient #8539, 3 UseEUKSforASCII & &% True,
2. ¥ UseEUKS ig&H 2,

HERE

EEEWRIERENER, BEF wiclient.ini EEXHHHNUTERE:
KeyboardLayout=Japanese (JIS)

ABNT2 g

EFeET ABNT2 BEMER, EEH wiclient.ini BEXHHHUTRE:
KeyboardLayout=Brazilian (ABNT2)
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IR

NRAHIRE FHRLRRETAIZIT, EM SICAROOT/config/module.ini B5IRPER RABE MRS 23760

Windows Media Player

Citrix Workspace A 2 aI8E&H GStreamer i, TELBIERIER. LRAFBEERSHRS B/IEREM
K. ENEANEEANEGHSBRMEHEFEE— MM LREEFE2RQNE, HESSBRSR LB
—MNEEIRIHIEIE, $57 Windows Media Player EE X BT BEIEM, ERIFPERXFBEER, EA Citrix
Workspace ZARZFIELZER. Fit, RSBBFREMEXSRMEEEST,

FELORIERT, RE#HEIETEE Windows Media Player izt sn, BINIREIEZMIE, HETEERE
X o

B BRICEIRIEE, HEBREFROSIERREBERY, BHRITUTRE:

1. IGEHEEC B ET “SpeedScreenMMAVerbose=0n” &N ZEl SHome/.ICAClient/wfclient.ini (Z61) &
[WFClient] 843,

2. BIEMLIEEENEBRSER R wlica.
3. BRSEEI IR,

4, iBR (ERBHHT) SEREAHEGFRERXEBN MIME 228, $iEZRMATZHEREHRHN MIME 28 (F1a0
“video/x-h264..”),

5. #w1g SICAROOT/config/MediaStreamingConfig.tbl, B &ZRA MIME £EK1T, % " 5 MIME
KBZEHEAN 77, IEBERZAZER.

6. W3 RIHFRBERNEMREERXESE (£R) $R2-5,
7. ¥fEXER MediaStreamingConfig.tbl 5% 5%=% T #HREM—4A GStreamer i&HHIE i+ BN,
AR

WEILIFEIRA MIME £ 5%% GStreamer 41 THERD,

ATFIE Windows Media Player EEAMRSLERMNEIZA

£ 2307 RRAsH, SIAT—#M bash s, BFIRIEEMTF Linux 89 Citrix Workspace K B#2F# Windows
Media Player EEEIAEFAEMERE, tLINAERBITSEE Windows Media Player EE AThaE M FEHERRET B, B
WIFECE, ERIUER RAVE BIRS12 I AR #t#948E rave_troubleshooting.sh.

BITROLE
BREE—HTHA, 1EE SICAROOT/config/module.ini BB HHFMUTEE:

LastComPortNum=1
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ComPortl=device

BEREEM N HZNHETHA, EE SICAROOT/config/module.ini BB AN TERE:
LastComPortNum=2

ComPortl=devicel

ComPort2=device2

Eix

RERYIL TR Citrix Workspace R AREFR AT HI A E A M IRE .

HINEEIR. $HIRMAE54 11 (E_MISSING_INI_SECTION), E2AtEX 1, EERH,
Man$47isfT Citrix Workspace R AZFEY, IHIREEEHRETT appsrv.ini XHHRREHIGHSTHIEENRA,
E_BAD_OPTION - %17 “...” T3

I L RS

E_BAD_ARG - J&I7 «...” EETLHEBE: ..o

JEIR LT HBE T TR,

E_INI_KEY_SYNTAX - Z4A .. (TEE & SfF ... #) T
REXAHH X RSHBEEHESERF. HelZ— M EEXH.

E_INI_VALUE_SYNTAX - f& “..”(TER & X “...” #) THKo
REXHHH X RSB[BEEHEBERIF. HIE— I EEXH.
E_SERVER_NAMELOOKUP_FAILURE - T:%&#%5IARSS 28 “..7%
AR S5 282 TR,
TAEBN—DHSZ XM oo BE AR HHPASAREDAHF E o

BB S FEMEERPASARAE. MRELMAE, FFUEE, HERRRILHEIRESHERE,
IRSZERER BT, BEIMERHER. LUTXHRAIBEERBIE: v
EIMERHERRTIEIRE SR

INR7E(ER Citrix Workspace AEREFBRIRM, AIEERERRAZR HREISHES, ILEERIEBILALS
RIS HTR R R RS B RIE B iZia) o

JREXS Citrix Workspace MAEEFEXMNIZHER:
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1. FREBRF, A util/lurdump, BIEESIELFHFRSH UK (WNETEE) HIEMEHRITIGES.

WA BER— N EEFMSME RN, HPaERAiEAES. Citrix Workspace ARFHIEEXHA
BUKRERFEENE.

2. BExxfrkiEss Citrix AL ZA], BREXHHESEENEER.

x5 HIRADE TR EH

BAEUEREEROEREDNEE, KER— M EEERNEFNREHTIR, B3ZIR, BAMEERAL
IR E RS A RN ERH I THE IS H R B IEE, EEEPOR, BRAIUBIUTAEAERER:

o XA AERF.

o EHERIE WPBRERIEHXAEITANNEERF.

o NZEHREASE. EPBREFXATMIIANNBEFNER A SRS R[OEEERE (FIERSHREE
FTEMTFFERER XHN RIER) o

o ERERGRITRE.

SDK #1 API

June 6,2023

Citrix E#@& SDK
Citrix EMBERHF L TAE (SDK) ¥R ICA UMW EMENEIBRS RS B[IHNARFNEF HIREERF.

BRS 2sim B INEE N BFEF AT Citrix Virtual Apps and Desktops g% Citrix DaaS (LLgi#FA Citrix Virtual Apps
and Desktops fR%) ARSES k.

MRBHEMEBEFHTERS EMEDIER, BHAR Citrix RAZR,.
REiNiEE SDK 12

« 1£ Citrix Bg5528 APl SDK (WFAPI SDK) #5 EHNiBIEThAELE & 65 R IR R @ E /Y Citrix EEIAIRENIER
R 241210 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 12189 E3%5E
BRRENT RS BPOBENEE.

o ARETREERANS D BINEERFIRRFNEZRRE,

o EINEE SDK BE WFAPI SDK 7 B4R B @B R AR S5 2800

BXFHER, 57 Citrix Virtual Channel SDK for Citrix Workspace app for Linux (B@E3ERTF Linux B9
Citrix Workspace zf#2R# Citrix E#&@i& SDK).
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https://developer-docs.citrix.com/projects/workspace-app-for-linux-virtual-channel-sdk/en/latest/
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m<1751A

BEXRSITBENSHRNEER, 158 Citrix Workspace app for Linux Command Reference (GEFBF Linux &y
Citrix Workspace NAEFH<$EE),

& SDK

YERERTF Linux 89 Citrix Workspace R FA#2F# HDX SoC itXIf—&845, BEA15INT “FE&1#H1 SDK”,
Itk SDK ZIFEBCIFIMZAMEROERZ. KI0FE. SMRERENESES.

FRABTUERT &ML SDK RIZSET Linux B9ig&89MEE, 1t SDK ¥ F & A& A Citrix Workspace A
2R ICA 5I1ZAMH (wfica) IR B, 1BHRIFARIHZEMEN, wiica KIS mExLE,

SR B] LUBIE B B LA T ThAESRE BN SR 1L Linux IRERIIERE:

o RN AFEHSIEER G JPEG 1 H.264 $UBRIINRAFRD
s EHATLFISERGNREFENSE

o BEIIERISIEEGRRER S HIRES R

o AFXRHE X11 RS IRRMER HHM AR RARS

BXEER, B2 Citrix Workspace app for Linux - Platform Optimization SDK GZFF Linux 89 Citrix
Workspace NBEF - &1k SDK),

ICARESE

November 26, 2023

“ICARESE” TERMHE T EMRIGEM ICA XHIREMNTIR, IWITEAFERRBEX Citrix Workspace 12
FHITTR. BaILUER “ICA&ESE” tumEmst Citrix Workspace MR HIRIMT B THIEHR.

ICARES%E (PDF T#)
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https://developer-docs.citrix.com/projects/workspace-app-for-linux-command-reference/en/latest/
https://developer-docs.citrix.com/projects/workspace-app-for-linux-platform-optimization-sdk/en/latest/
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/downloads/ica-settings-reference.pdf
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