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. MAEFFHE. Citrix Workspace R BEEFRMEMNENEE. Citrix Workspace P R E Web 35285
THYIsIEL,

ek A Citrix 35 AR89 IT Eatigg#h, Citrix Workspace M AEFRIE FEBANEEEN. EREMNBH, BiEs
SR T 1%,
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o ZHEA TLS 89 IPv6 TCP

o ZRRMITSZRE

o ZNEBIRERRVIEIRTNAE

« Chromium BRARIEZRAIRRASF K

« ARM64 & &N SIRAEE M

+ Storebrowse &< #IIERINEE

o WEINT — R

s WERFESAS

o REE T [RATKIR]

o BMMNERBBER [FRATALAR]

o DHT HERFEAIINEALE [BATSAR]
o XFFMFERY [KATAER]

+ App Protection 5 Microsoft Teams £y HDX (LB A M [HARTRLAR]

% +s DPI L

7£ Citrix Workspace M BEEFHIZEMN SR HEMN DP| BRES NN BEFNEE ST NENEHETE, =
WTE Linux BRERIRBEFRENGERIE, VDA SIEMGERE B ohEH.

DPI EREERTFARTNESHWERE RS, LIRS TURBHFEEENRITETUTRE:

« NAER

¢ XK

- B&

- HtERTER

AR

DPI ILEZthaE{R 23 GNOME. KDE # Xfce @iz,

BIABERT, IR TFERARS. aUERG<STRAES GUI BRLtThEE, BXIFMER, BSR<E DPI LA,

*#¥ER DTLS 19 1IPve UDP

BAET, (6@ IPv4 MEZIHEMT Linux B9 Citrix Workspace M F#2F 5 Virtual Delivery Agent (VDA) Zial#y
DTLS ##.

feashias, Citrix Workspace [ AiEF i@ IPv4 # IPv6 Eiray DTLS &,

RAINER T B AL IhEE.

BXEMER, BBIAZHEEA DTLS #91Pve UDP,
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X TLS 89 IPve TCP

LAaT, @i IPv4 MEEiFEMAT Linux B9 Citrix Workspace M AB#EF 5 Virtual Delivery Agent (VDA) Zalfy
TLS %%,

fEashRasH, Citrix Workspace [ Ri2F i@ IPv4 # IPv6 i2iza9 TLS &%,

BINER T B LLINEE.

BXREMMER, BBEFHER TLS 89 IPve TCP,

% RiRIT S
EATF Linux #9 Citrix Workspace R B#EF M S S iiT R IAER I 2 miliTig &, LIIAEAR PR ERUCREM

BERBA. BASEREFENERMITERETRENRE, £ HDX 2EFPFERALARFHREN, BAU5%
RRIERREHITRE,

BXFAER, BERZ = METR.

1 ERERRVIESRINAE

ERZNETEN, MREFTHRUBIERIYT REHENEER, IEFE0YT REERERENHENERS.
te5h, HEBHMSSMETRSNRIEN, INERFT RIXEERE. MREFNHBFETR, JERENHOTRRE

o

=

AR

IEINREN S F £ B e il — A B B RS,

RIANERT, IR TFREBRS. BXFAER, FERZ T ERaEpIEREE

Chromium BN\ RELRHIRREFHF

Chromium B A\TUESR (CEF) BMRABALET 117, WRAARETFHRARERR.

ARM64 &N ZRAEERF

IZITERATF Linux 89 Citrix Workspace M AEFHET ARM64 (A REMMIGE A I§ &S IREEE AN, BX
FHRER, BEFZE ARM64 (R AL,
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https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/graphics-and-display#enhancement-to-multiple-monitors
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new#support-for-arm64-architecture
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Storebrowse < HIIEIRINAE

LT Storebrowse 5442131858, AIiREE L INAEE:

o —L-LUFh, LaFIHRMEIKP PR NNAEEE, EARRETP, hHSETIE T EREAEE.

o —a-LFl, WHSRFMENABEHREMZAREN URL, EARRAER, MRTIRENEN, EHSHERE
B2k B RMETE URL,

o —K-LIFh, Lan<N&ILFRA Storebrowse P2, EAhRAH, —K <L HBIFM StoreFront. =R A
5 NetScaler Gateway #iEH,

B T HERPRIAME AR

852 7 INEN AR aIadiE], Mmsus 7 HEZER PRI EELR,
AR

e IhEE(X7E StoreFront M EBEEFIER,

AINERT, IR TFREARS. BXFAER, F5H
B T HE R PRI AT,

T — N

fEAhRZH, 7£ Citrix Workspace MBREFHHRMT — ¥ gtk 3 89#E UIDialoglLib3.so,
pE =

UIDialogLib3.so 2%AERT Linux 8 Citrix Workspace R FIEFF 2311 hiiasiy—E8 5 224,

WERFEMAE

BRI UNERFEMEE. 5K Storebrowse S$EXAENSFEEREXEHR. AIUEUTUERIIBS
%

${ HOME } /.ICAClient/logs/userActivitylog/

BINERT, BREDESATFRARS. EXFAER, FERRERFEDES.
2311 PEIRATL
o BMNERBTEL

. BUET EAELEDNTIELE
. REHEEES
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#improved-loading-experience-for-shared-user-mode
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting#collecting-user-activity-logs
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o REZRER
« App Protection 5 Microsoft Teams #9 HDX b BRI

BREATLRINEERITTETIR, BB AT AR B RETTH,

2311 FERERIR
« EEERUH Microsoft Teams MARIBIEH, ARG AIAERENIH, ERAILEE, B% config. json
XN AdaptResolutionAllowCroppingVideo %k, SITFR:

/var/.config/citrix/hdx_rtc_engine/config.json

{

"AdaptResolutionAllowCroppingVideo"
01
b

<!--NeedCopy-->

MRFER config.json XEREFE, BHEEE,
[HDX-55028]

c FRFKRBANTEEMNERE, MREREAFRIE NAESER—&FHIRHEEB. [HDX-55087].
[HDX-52897]

. ARBEFEAGHNAREFNRSTSIEEIRN, SRS IERRMEERnERRTSZERR, [CVADHELP-
22224]

o EATREEREI, EM Citrix Virtual Apps and Desktops 7.15 CU4 74k %I 19.12 CU5 #3% Epic Hyper-
space 4% 2021 5 11 AMKRARE, Epic Hyperspace 2E—H0EREINTH. [CVADHELP-21563]

2311 PRIERNE)EA

s BRIRER, IRMNEEHTIN=48 ETHTBR—AETHE, [ERBEFORAMIELFRR. [HDX-55840]

« AT Linux 89 Citrix Workspace M2 FEEAE T Fluendo EHRIAZES 28K Ubuntu i+ EM LR
#HTMLS EE @, HItRBMEFNEFERET HTMLS EE @IhaER Playbin GstPipeline B, ®F
Fluendo BBfivfRiSEs 18 E, [CVADHELP-22564]

o EWREIBESERT, BA USB EEMAZ R THEaUEREINE:

- Thales DactylD20
- NITGEN FDU06M/S

[CVADHELP-24076]. [CVADHELP-23852]
o EWRIBERERT, BA USB EEMAZ R TEoUERaEIRE:
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- Thales DactylD20
- NITGEN FDUO6M/S

[CVADHELP-24076]. [CVADHELP-23852]
o B, EEIRETIEITF SaaS MR, HERRSKEILTHIRES:

“curl_easy_perform() failed: SSL connect errorin /var/log/citrix/ICAClient.log.”(url_easy_perform()
S /var/log/citrix/ICAClient.log 4 SSL H#E#ZHiR.)

fRRFE: MATUTREZ—!
1. BEAUTHLRIE OpenSSL ArAs:

openssl version
<!--NeedCopy-->

2. Mzl Jetc/ssl/openssl.cnf 2,
a) 3+F SSLv3.0.2 RERRA, BIREIUTE:

Options = UnsafelLegacyRenegotiation
<!--NeedCopy—-->

a) 33F SSLv3.0.4 REBRA, BREUTE:

Options = UnsafelegacyServerConnect
<!--NeedCopy-->

[RFLNX-10662]
AE:
BXREHMARNRBTESR, BESREMIRI,
FRHARRZS

RESABRM T EXHENRIE Citrix Workspace [ H 45 B B 21202 25 M RHAMRA ISR BB E
BIRERE R

2309
FEINEE

AhRA R T LURIIRE:

» % ARM64 (R R L1
o EEEERASHNABERER FIDO2 #1751 I8E
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o ZFF 32 (kAR

o ERNEMREZEEHFARENES A K
« BEX Web ABEFHNREEELIEE

o BRERBAEIERIEE

o T REETR

o ZNEREBBHIEIRINEE [RRATAKAR]

o HTHIRHER

o BEUERIIEIRINAE

¥ ARM64 A 7454 ERT Linux 89 Citrix Workspace R ARIEF X158 T ARM64 (A REMMIE &, XTI
e, HIERERFREGPEET RWEET ARM64 191 & ER % Citrix Workspace R ABZFHI Z#tHIS . &
BERHNARERSEEMAREN LRENBEFER.

=r

AR
FERAET ARM64 (AR EMAYILER, EBT Linux B9 Citrix Workspace M ABZFE A U TIhEE

« {£1£B9 Microsoft Teams

1k i Skype for Business (RTOP/RTME)
- FRB/ABEERM (BCR)

o ZIRAEER

SREEETIAMN ARENER FIDO2 #THHMIIE BREEIERT Linux B Citrix Workspace R
BRAMTBEEN, ATUERLER FIDO2 Z2FAHTHENRIE. TL2BAXFFAALENREHA, fIUR
2 PIN 3. £¥HREIRG. RIR. BEeR. AFIERE. X FIDO2 Mi¥ds R, #E2i8 FIDO2 Authentication
(FIDO2 S13383E) o

Citrix Workspace 2R Citrix Enterprise Browser ¥ FIDO2 B30 ERIZIAR K28, BERAUEE
F 28R L FA Citrix Workspace M ABREF#HITEMNRIE. BXFMERE, BB HEEEDIA Y FHE S ER
FIDO2 #1TB 1A%k,

XHr32 ftts  LAET, HEERBEEX 32 UtinlY, HirAERRERHR—RE

BiERAT Linux &9 Citrix Workspace R FfEFhARZs 2212 #2, 3 32 MR HRIANTBRRS. FEit, HiFE
EI R AR (R AT AR

EARRRAR, Ea]ZART 32 MR, AT RILkEEEE, wwifclient. ini XHEFRFMT—PER
Cursor32bitSupport BfEiEHk,

BXIFAER, BBRE 32 (1.
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https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/keyboard#keyboard-input-mode-enhancements
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/keyboard#support-for-extended-keyboard-layouts
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#enhancement-to-multiple-monitors
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting#improved-error-messages
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting#enhancement-to-log-collection
https://fidoalliance.org/fido2/
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/authentication#support-for-authentication-using-fido2-when-connecting-to-on-premises-stores
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/authentication#support-for-authentication-using-fido2-when-connecting-to-on-premises-stores
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AR ENREZEEFAMEWESANXAR  Ual, SREERNMENREZBEER XA, ERRES, EAUER
MEIMSRE 2 B BRI SRR, £ Linux Virtual Delivery Agent 1, —xEFIAEMGIRERNRATIRER
27200 MB, BXIFRER, BFERAXAEHIFIRENEX I,

AINBER T BRI, AXFMER, BEREM D E MR E 28 E FIFNRENE SIS %,

BEX Web NABEFHNREREENE BEIBEX Web NABEFHNRREETELLE, ERIUELERRRERE
R REFEEEX Web RABEH,

BXHMER, BBEBEX Web NABEHHF

BE/BMNENIGRINEE AT, BREEBEIEREEXHHHN KeyboardEventMode EREAFRRR BB
B, REATEFRZWANRIH Ul £,

B Citrix Workspace M2 2209 &2, Ea]LMFifEHANBRENEIREBLPEERNRNEREHNER. &5
L1i%#% Scancode 5 Unicode ER#EEMNER.

BXFAER, BEEREERNEEREE.

SR BRAMRA  Scancode BAMNRRZIFUTY BRERR:

« HIE 106 &
« BE1E ABNT/ABNT2 $g#&
o SIRARE

BXFAER, BBAZET RREMR.

B THIREE LT, FIEHIRESHERINERABURAHINZERNER, B, HIREEEINE, 8F7
BRI EREIRMAEE. F5 ID MiRBEFR.

BXFAER, BFERNHE T HIRER.

BEWERIERINEE  EARES, RHETLUTER06E

N CItI’IX Elh\”&%}ﬁﬁ*ir‘_
. %ﬁﬁ DS El&.\

Citrix AEESARF Citrix BERELAEFAIENZKRERAENNEAE. KEARFEIIREFARE
FRFE BSREFE tar.gz XHFH,

BXFAER, 1587 Citrix BEWELFER.
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https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/file/file-copy-and-paste.html
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/session-experience#copy-and-paste-files-and-folders-between-two-virtual-desktops
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/graphics-and-display#screen-pinning-in-custom-web-stores
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/keyboard#keyboard-input-mode-enhancements
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/keyboard#support-for-extended-keyboard-layoutss
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting#improved-error-messages
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting#citrix-log-collection-utility
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2 tE DS BHE DS BERBWKEMREES. MRAEE dslogs, aIbi@EEE Authmanconfig.xml st
DsLogsDisabled ZkEGHE

BXFAER, BESHEA DS B,

R 1kE Microsoft Teams KT

BRI A Microsoft Teams £ EOL 2024 &£ 1 A 31 B, Microsoft 7/ VDI Microsoft Teams f#;
k832 Microsoft Teams St EFOAF RENZHE, NERHLZEORKR, HAEALZIFLEOEER Citrix Virtual
Apps and Desktops #1 Citrix Workspace R 2R A7 ELR SR E R LEL LAY Microsoft Teams Thag, Hxi¥
MEE, ESREVEHHAN Microsoft Teams #&MO EOL,

Ef7 A WebRTC #2189 SDP 183X (B it%l)  Citrix itXITERRhR A<+ 7 WebRTC 3¢ X451 SDP &z (B it+%l)
=R DAERAZRA—ITRIM Citrix Workspace R BIEFFHRZAS 7 BE4R 4L 55 R FLE (R (LAY Microsoft Teams
BB, BXIFMER, BEBREMRFH WebRTC A8y SDP #&30 (B itH) »

BRATRLEhR

N ERERHVIEIRINAE

%

BREATLRINEERITTEIIR, BB A TSR B RETTH,

B S8R

+ £ Microsoft Teams /1, YEHZRBINAREFHABREANN, BEA H2WB5E) BERNES
LERTREREH, HEHERBHER “WETO” EEETITMANN AEFN, BBk, [HDX-54395]

o FRINBBABTEEANMRE, NRERUAFRIE, WAlEsR2R—F#HIRHEE, [HDX-55087]

o EEME Microsoft Teams BIFEZNARFREN, GoiExBRRE, LaFREhTEENAEFNR
EFAESHM, [HDX-53442]

+ Microsoft Teams &2 & Al B T /A TR BN £ iis /2 £3E547HY Citrix Workspace AR YFIME, ZHFHE
€911 1EEFH B Microsoft Teams E911 E2&E AxiN T M48 ID MdEFMtiik by < BBtk &, [CVADHELP-
22752]

2308
FHEINEE

RIEBARS 2 HTTPS il #F  LLFl, ReEfEA SOCKS thilGEZR R ERS 2. BiEATF Linux B Citrix
Workspace 2 2308 &2, EWaILUfER HTTPS hlEEEIRIEARS 25,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting#disable-collecting-ds-logs
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#upcoming-microsoft-teams-single-window-eol
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#deprecation-announcement-of-the-sdp-format-plan-b-from-webrtc
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#enhancement-to-multiple-monitors
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/optimization-for-microsoft-teams#:~:text=Support%20for%20dynamic%20e911
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/optimization-for-microsoft-teams#:~:text=Support%20for%20dynamic%20e911
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BXRUEER HTTPS thil¥THKEBIFAER, BSRMNERSEHEH HTTPS iV,

=¥ MIPEG MEEHA  EARMRAER, H264 s MUPEG MEEREN. MEBENERNEESE MIEPG, M
RUBEFNEGRENESHNNER, RIAERTERALIEE, B2, MERMBBEENAZE MIPEG, HIhEERmE
Ao

315 SSLE M ARSI BRI LA, Citrix Workspace WARRFRZIFE opt/Citrix/ICACLient/
keystore BEREANRFIIPRER. LWEBREREM Citrix AEXNIEBNERIBER. B2, NKIKIERME
Mg (CA) IEBHREERR Linux RITHRNARFIEBEREP, BEFNXLERFIEBEEZ, FHLABIBREZEHER
Jopt/Citrix/ICAClient/keystore,

fEAhRAH, Citrix Workspace MARFXHS M RFIERREZE, TER SSL EEZHNRIARSIERRE:

"/var/lib/ca-certificates",
"/etc/ssl/certs",
"/system/etc/security/cacerts",
"/usr/local/share/cert",
"/etc/pki/tls/certs",
"/etc/openssl/certs",
"/var/ssl/certs",

ICAROOT() + "/keystore/cacerts"
<!--NeedCopy-->

T BIANARSINERRZS, FTLERSE AuthManConfig. xml X#shFin Certpath FEFRAFMECH
INIEE& R,

BREMER, BB SSLEENASRIEBRZ.

1aR T EikiEiE SDK @ ARMATF |/0 ThEERE OEIMHF API, ZAF Linux # Citrix Workspace R FA12FHY
REPhEE SDK 1FLUER, BXFMAER, FSHAUTER:

o B imRAERES (CSMP)
o EMAIRENIZERF TIREATE RIEK
o EINIREHIZFF AR OThAE

o RwiESE

HATELREASHEORAZEHRNBRTESARX  Ual, ZUAER Desktop Viewer ENE O RFZH
FeRERSEOENZETHR.

BARRAE, ERIUERARERER Crl+F2 T2RFRASHEOEAZER. Fl0, YSSEEFLTFL2RERN, 0
Rz “Ctrl+F2”, KERERRESRE.

BRINERT, LIhset FEBRES.
BEXFAER, BERAFATEERERNSEORAZ BRI R ERES o
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/secure#https-protocol-support-for-proxy-server
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/system-requirements#supports-system-certificate-paths-for-ssl-connection
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/using-example-programs#client-side-media-player-csmp
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/programming-guide#virtual-driver-feature-flag-functions
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/programming-guide#virtual-driver-feature-flag-functions
https://developer-docs.citrix.com/en-us/citrix-workspace-app-for-linux/citrix-virtual-channel-sdk-for-citrix-workspace-app-for-linux/programming-reference
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/keyboard#support-for-keyboard-shortcut-to-switch-between-full-screen-and-window-mode
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R T Microsoft Teams BY, BILMER “HBIRAE INREAREAH HEWCRBBAMHBIEE. §
W, RREERKZERREN “BHRE", HEENEREERTEN. EXMERT, MEENENSSMBIELS
BEESMNEIGE, Microsoft Teams W RBESKIXFIHER. EUTERT, B EEBEHBRAE:

o HEREERIS N EMREN
o SMENREARRIAR (B0, BEFEW)

FINT HELRS LA Microsoft Teams FREFEEMNXF 281, BRAMBREIER, &REBREEMEEEH
LS, fii, EEEBOFEMA Microsoft Teams SURHBRNES . M—HR RS AR EHEFHEE Microsoft
Teams, RASHRERFPARRE,

EashrAs, Citrix Workspace MAREFZHRIEEERKIES. WETEEA T HIREINEE.
EFMH:
EH B R4 Microsoft Teams,

SREREUEN  W1R App Protection MRk RERHRA R BRI REMIREN, RWEKLNINEERIBA LA F AR E
PN BEFREESE. MREVZREEN, ENNAEFHSERIERLL, AERUTHIRES:

Citrix Workspace - =

Session terminated
Session is terminated as App Protection has detected policy tampering. Contact your system administrator.

OK

BXREELCNINEEIFAER, BSRREEE,

BT iR

» ARM64 & & ZHRME BB EE MRS ELIE
- BRTESEXRREIELUIRSTMIEEE
© ZRBIESE

BREATLRINAERITTETIR, BB AT AR Y IRETTH,

BEfEE 88

s EE_BRRRP, GRS 5EM Topaz USB ERRFEMEM USB IRENNBEFEAER. TR
RAPEAEA USB EE MmN S Hltk, [CVADHELP-23053]
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https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/features.html#policy-tampering-detection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview.html
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« ¥ERT Linux 8 Citrix Workspace M BEFF4&E 2206 AESRAG, ErIsEXEEF Citrix Work-
space MAEF, REBEAZAFPREX TEIRAREEERNAsHILtRZA, [CYADHELP-22775]

« BATHNHNEBHNAEER (BCR) ThiEE, HERF I LARERBIHATENE, HILFANREIEE [N
Web IUE A B FREEZDM, [CVADHELP-21764]

o EARERFRIISIFTRNEI SR HDMI S47i&&. [CYADHELP-18849]

o REEMT Linux B9 Citrix Workspace MBIEFH 64 {iI rpm HEEE, R 32 RMENEATESEH
fthER, [CVADHELP-23347]

o EEREX TR, EA8EXEE YouTube Web iR FEE BN BEABTHIEREPRAXS. EATF
Linux B9 Citrix Workspace B2k 2106 SiESRA S E LR, [CVADHELP-20399]

« {3 Storebrowse —E 5t -S S<&E#EES PNA NAREE, EAIAEREHTRASHRIE, FAT Linux B
Citrix Workspace M B2 iR 2205 S EShiA= HtaE, [CVADHELP-22917]

o YIRERIRER “Ctrl+Alt + Enter” BY, #& “Enter” BB MIRER(FIEMN, XEMEZERTF Linux B9 Citrix
Workspace M BERFEM Linux VDA SESIEHA sH IR, [CVADHELP-22930]

s TREERBEES L, AGKGLABMER. EAT Linux 8 Citrix Workspace R #2FhR4s 2307 &
SHIkEE, [H DX—52458]

. BEIR 1%/‘#9‘3)\$§EjJJJ_T%§ET, AERAERE LU FEXFEARIE, [HDX-52816]

s ENHRRIER, EAIRELER USB FigEEEM TN AREFEE, [HDX-52155]

s EARERBEIER Chrome MR BRRNBEERREEERANABTHNEETUE, SEERERT Linux 89
Citrix Workspace M BEFF 2305 hia s a9 St s S BBtk RE, [HDX-50561]

2307
FEIhEE

BT Windows Media Player EEAMNRZAERMNMIZA EARIZAS, SINT—PHK bash iz, BTFIREIE
AT Linux 89 Citrix Workspace iz Hi2F® Windows Media Player B EINAEFREMNECE, LINAERBI T4
52 Windows Media Player EERINAER S FEHIBRETIEl, BIIEACE, ERILUER RAVE RS2 M 2 -hig 4948
& rave_troubleshooting.sh,

& Citrix i1k Microsoft Teams M SRR  NERHE:
FRREEET wget,

EARRAH, EATF Mac B Citrix Workspace [ZRi2F#HI Citrix fL1tH Microsoft Teams B7EZ 15 SARHIF
BB, TaNE P2P @iEFR, EaLUEEREZ (More) > Apply Background Effects (R AESME)
SREEF LtLIhRE,

BEXFAEER, BEASSEMTESNE.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting.html#system-diagnostic-script-for-rave
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#background-blurring-and-background-effects
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BATRSEAR

o KIEBERRSEEM HTTPS thili%
o #5EA DTLS #9 IPve UDT
M ARM64 i&#&8I App Protection #%

BXEATGIRINEENTEIIR, BSE AT GRS,

B2 R

« £ Ubuntu 22.04 £ AllowMultistream Ei&EA True BY, EATEELATE Citrix Workspace R/
EFhRZs 2303 RBEIRiE. [HDX-49916]

o XFE# ICABEAT CAS WRABE, FJRERHIN CAS #uEER DNS #i8, [CVADHELP-20018].
[CVADHELP-12344]

o LITFTF Avaya WorkPlace B, ENNBAEFHSERR LS RE2601E, [CVADHELP-21558]
o UIMERABETASTAN, MFHNIER e IEENARFME®E L, [CVADHELP-22336]

2305
HEIhEE

#5873 GNOME 42 BEGRERTSMINEE Ea4hRET, EATF Linux & Citrix Workspace MR X ER
GNOME 42 SEFEMESAH Ubuntu 22.04 EXEMNERRBRL,

BXBFAEER, BERREHRERI .

ERTATESMNE, R IME  FRIEENERIES (IME) ThaEtEse 7 EE AT Linux 8 Citrix Workspace Rz f#2
FhERRX. FiEMNEE (CJK) E=sFHNBANETRER, EUTERT, EaLUERERZ Al IME:

o &E Linux BERImHRE—MREXMW IME, &
o iR ERET AN IME,

BXREMER, BERARITESHNEFiE IME

HEINT FPIREEIE NG BMEMSIERIEEIRY, thIhEethAERRFRAMINE . BIABERT, BALIEE,
BRI, BEEME /opt/Citrix/ICAClient/config/module.ini & B X 4 # & 18
JitterBufferEnabled=FALSE,

AT 64 INMKBRGNNEER BAMREE, 64 UNAREFENERENEER. BXEFAER, BSANEE
o
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview.html
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/keyboard#keyboard-layout-synchronization
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/keyboard#client-ime-for-east-asian-languages
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/webcams
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/webcams
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7£ Azure AD 3215200 2N fEARkRAH, BF 200 ZMAM Azure AD BRRIUEF D ECA1Z B P A
FHRE. Ui, B—RAREEEEXENRREFNRHE.

=W

P #M Citrix Workspace R 2R A SHH EME R RS A LLINAE,

7£ Ubuntu 22.04 325 App Protection EBi&RAT Linux 89 Citrix Workspace R FB#2Fhrs 2305 2, &a
UM Ubuntu 22.04 £#9 Citrix Workspace M B#EFE:Z RPN EINN BiEF £,

#58 TEERIE T LUk Microsoft Teams &iF  LiAl, LHES 5K Microsoft Teams siXAY, NRRHERIT
H|ERE, Citrix Workspace MZREFHE LM AE Microsoft Teams FRATEx# N\BEIRIZT,

BZkRZNE, BMEEMRLE Microsoft Teams siXHAiaI&E RArsi#AE R H, Citrix Workspace MBREFSHEZL i
189 Microsoft Teams RREWF S NEEER,

MET 1K Microsoft Teams SIS IGEIFALR BAARAR, BIABRT, WELH Microsoft Teams 57
SR EABRES . 87 X%, BERARERNIMKSIGCEENREMNAREEETHRE, XMHERINEEE @
ARE LD IERFLIN, MNMAFEREEREREEEERE,

B XMHAER, STAPESATLURMIWERAR (10 720p. 360p F) HS MR, RERRTZMHER,
BIERREEN. WBFHS, A, BERERIERETUAENESREDYR, AL, AFRERFRMTRERME

¥,

BATREE AR

o ERNEINSEE Z S HIFAAM S X HK

o 1% ARM64 (kR 451

o HFFFER TLSH IPVE TCP

o 32 (AR IFRYIGIRINAR

o ZIFEEREIAHIN AEERGER FIDO2 #1TH T
o AR Microsoft Teams IR 15

BREATLRINGERITTRETIR, BB AT AR Y RETTH,

EfEEming
. BT REIMEAREEA Microsoft Windows API MME (2845 E) B, REINSIMAEEER, )
o0, MPEREIZI20 7, FMATEEIER 15 %, [CVADHELP-22162]

« . ICAClient x##ks .NSAP_Data XHHMA/NAIRESEBI /AKX, HETRESEMER P IHIIRIE.
£ NetScaler £EEA7T HDX Insight By I, [CVADHELP-22616]
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview.html
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o FRESBRE, £ IGEL %1ThRF M Mozilla Firefox ITAZFIFHNRIER LK. [CVADHELP-22436]

o HEMERT Linux 9 Citrix Workspace RIFR#2FFhias 2209 RITH N AZFHSERN, FAESHIL SSL
iR, [HDX-49324]

« 4 VDI g9i@A Windows F& (UWP) i BEFZiR#EA FIDO2 #{TH IR, EAT Linux 89 Citrix
Workspace M BEF RIBES(E1EMR, [HDX-48942]

o HIEAERIH Microsoft Teams FIEEZEGEITEY, SBTEH— gzip XfF. ERLH Microsoft Teams
1, SRR EBEGNARERER, [HDX-51694]

o WATRET A EREEERXNHERT Linux B9 Citrix Workspace R FRf2FhR4s 2303 #1784 161E. iRk %
7£ Red Hat. Ubuntu 22.04 #1 Debian 11 Linux %%ThR L. [RFLNX-9620]

o MREMEARFIEREERE Citrix Workspace B2, ZUARFIRERFLLMLN, HBEATREESKEI
THIRER:
“GLib (gthread-posix.c): Unexpected error from C library during ‘pthread_setspecific’ : Invalid

argument.” (GLib (gthread-posix.c): pthread_setspecific #ial4zIsk B C ERNEIMEIR: BHER.)
[RFLNX-9445]

« £/ LibAnalyticsInterface.so BEREREIRENNHEIR, EalsELEHRZRE Citrix Work-
space RATEFH Google Analytics #i#E. [RFLNX-9705]

2303
FEINEE

KABR KABRVEATETEERECENFFEMNE (2-365 X) ARIFERRS. BALGERE, EXEEERE
HRiElsR it Citrix Workspace M AREFHERERE.

HBENLEThEE, #aBRE Citrix DaaS SIEREZAEKE 365 X, i BETKISENEREAR. RINERT, EH
EIEEEEF 4 RRESAY, WKEERE, ARG, HEEX 4 XWiEidEES Citrix Workspace M RIEFBUERTIE
o

BXRIEFMER, BBAKAER.

X157 HDX £iEh(ER FIDO2 #1785 HI0IE  7EAhRAH, EAILITE HDX KiFHERLER FIDO2 2 H#H1T
B{HWiE, FIDO2 ReZFAACIWATIRMT —MEES, THRRANBFRBIIEBENEXZHF FIDO2 N AR
SEHTERIIE. Bx FIDO2 Bi¥4ES, B2 FIDO2 Authentication (FIDO2 B433E) .

FE:

nREEs USB ExEAfERA FIDO2 i&%, M $ICAROOT/ Xk T8y usb. conf xxfhffifk FIDO2 i%&
FBUSB EEAAMM, LEEHFHATEBETIRE FIDO2 EiEiE.,
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https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/security#persistent-login
https://fidoalliance.org/fido2/
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E‘kl}\ rﬁ/R—F, F|D02 %ﬁ}q_llELa:**Fﬁ'{k KXo
BXREMER, BBRAZFEEA FIDO2 #7518,

Bt T B ERRRIFIIAE  BARRASE, Citrix Workspace A2 5B HRR. ILINEEE HSEEY AP =AM
®it, AIURERFAR, EEEREIHERESN. PEREFTMNEENZM. Citrix BINERBERZHML
RISEIFEIIERE,

BXFAER, BSR00H T SMEEERSFIRE

Citrix Workspace I/ B2 FHRENEBR FEMNBNINERIRIBEERIGENEREM Citrix Workspace
MAREFTEHE, EERAIEEERF BahEE Citrix Workspace RB2F 2o A FHN SN E R, £ Citrix
Workspace i BEFEOF, MNREIR. BREIMITEIEENNEERAEEZRETME, RASBMBEEEH. T
EMBEASEmMEEEITH Citrix Virtual Apps and Desktops #1 Citrix DaaS &3&s¢ StoreFront R F®EE.

TENBRETLIEENAM 10 58E] 1440 D8, EoUBRHEREEIEF4IA 5 B, Fin: 10, 15, 20 5
25 % FRNERT, FEEREEB.

=

AR

EINRENER T mEfE.

BxyEEEE InactivityTimeoutinMinutes B4 8, i&£05 Citrix Workspace R 2 A ERNEE 88530

ERMERENEEHENE ZEM EAT Linux 8 Citrix Workspace M AEFIE L HEAMERENEE AN
B RIER,

BEXFAGER, FERERMNERENEERNE SEM,

EEENNBENBEEREMI KR IR EIEFEREE B Citrix Workspace AR 2303 hrasi2, EREHE
F CEF B935S SR ECE ImBY SUBFIERR 12,

BEXFAER, BEREENRSBATEE RSN LE IR SIEFENRZ.

SEHPIVE  #EDARESH, Citrix Workspace MBREFEXFUTHIMABRIEE (PIV) +:

- IDEMIA F—ft® 8+
« DELL TicTok %8&+

ZaERIREIIEFRIIEREM ML Citrix Workspace [ZA#2R 2303 kA& &#E VDSCARDV2 . DLL EHeREZFHY
MEREARREEM ML, XEILRINEEFBFBIhR4 1 VDSCARD.DLL,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/authentication.html#support-for-authentication-using-fido2-in-hdx-session
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/audio#improved-audio-echo-cancellation-support
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/security#inactivity-timeout-for-citrix-workspace-appp
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/webcams#background-blurring-for-webcam-redirection
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/browser-content-redirection#configure-path-for-browser-content-redirection-overlay-browser-temp-data-storage
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Microsoft Teams 1Z38IhAE

FREEEMSLEO B Citrix Workspace A 2R 2303 hiiAie, EHERIMAEARERE S EMEED, FAL
1ESRINAE, WMREA S MK EZH BRANEHMERETE, WAIENREISZ— MWL,

BEXFAER, BEREEEEMSE .

BEE8R=

o Sfmi@id Citrix Virtual Apps ipiRlB=iElY, FEFEZENERNE I es BRE 2R AEFRTRER.
[CVADHELP-20368]

o YEIBREZINAREFN, SARIERNESXHA, REFEIENBH. KB L MSENBIERERETE,
HEEMBERNMGEIEEE - N UAEFBHR—FER. HEEXIEPRHIBNAREFNFS IR,
[CVADHELP-21914]

o EWRIBETZEIRBBRS > DAFER > KFIRE > KSR E > MESLE 2 THY 24 /NBdHIBdiEE . IhialE{X
E=MAEEFEN. [CVADHELP-20866]

o EBZXMHM VDA 2iEHERNE) USB 18 & BTk H USB 188G, RIFFTREESRAXM, in#XE Ubuntu £
H#. [HDX-30219]

o fERRENIEF R VDSCARDV2.DLL M%E 88+ R Citrix Workspace R 2R, Rl ERBEI14EER
o IEEENIE eLux K1ThREHIE, [HDX-44314]

2302
FIEINEE

Citrix Workspace M B2 FHAECHEBA [RATKAR] FEDNBNINESRBEEERIRENEIFEEM Citrix
Workspace M AEEFHTHE. SERAUIEEERF B5hiEH Citrix Workspace M AERF 2 Bl A FH S HATE £,
£ Citrix Workspace ARFEOF, MREIR. BEIMEERENNEERREERERMEN, RASBHE
&, NESHBINASEMEEziTH Citrix Virtual Apps and Desktops #0 Citrix DaaS 1%z StoreFront [
REE.

FEBRETLIEEAM 10 28E| 1440 £, FEoULBREREEIERATA 5 IS, Fim: 10, 15, 20 5%
25 3%, BIAMBERT, FEEREEN, BERTUER PowerShell BIREZE inactivityTimeoutinMinutes
B

BXINEEE InactivityTimeoutinMinutes Bi#41s 8, 15517 Citrix Workspace W AEFH A EBIE 5.
FILUERA Podio REA I AT ARIR LR 15,

AR

RAFGRAIEE A ERIEEFFRHEREFFRFHITUL, HATFREEZERBEONS. Citrix FEZ
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https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/optimization-for-microsoft-teams#configuring-a-preferred-network-interface
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/security#inactivity-timeout-for-citrix-workspace-app
https://podio.com/citrix/capworkspaces/apps/feedback-for-inactivity-timeout-for-citrix-workspace-ap-2/items/new
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THREFR BT AR Y SZ 1 2251, (BRI EBUH X L ThREM R 1% CitriX FIRERIRIBRIGMM™ B, BBENEZ W R
IRHITIRME, BINABRELEFFIRTEIE Beta hitds,

SHEIE  EAT Linux B9 Citrix Workspace [ 2RI TEIR HEE R AN,

Citrix Workspace L B2 R REMR L BZ&RRAE, A AuthManLite #1781, ZATF Linux &9
Citrix Workspace M HEFHMHEERE T K E.

AT

« BEX Web ABEFHNREEELIEE

BREATLRINEERITTRIIR, BB AT SR 8 TIRETTH,

B2 R

« BEIRERBEIEA T Linux B Citrix Workspace A2 F## ctxcwalogd.service 5 Linux VDA ##y
ctxcwalogd.service k443, [HDX-44569]

o EEIRETIETEM M Microsoft Teams KINPRIINAE RER, WRELEEEE HP ThinPro BFR 4%
TERRRERERSLH, [HDX-47166]

2212
g IhEE
WINT EFSEEE AN [ARTREAR]  BMEMSIERKEIEY, WWIhEEAERERTMNE M. BINERT, tIhaek
FERARS.
ZRAMThEE, BRITUTIRE:

1. &M%l /opt/Citrix/ICACLlient/config/module. ini BEXHHTEHFHITHRIE,

2. ZRAEMERIZS], S0TRR:

“AudiolLatencyControlEnabled=FALSE"

3. RUNTFARBRHEEhE X

*JitterBufferEnabled=TRUE"®
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} =r

AR

RATAR AT E A EEIFE = IRRHEREIRRRHITUR, HATFPREEZRBNONS, Citrix FiEZ
DHREFR ST hRBOSZIFERMA, BIGDIRHeU#H XL R R, Citrix FTRESRIBRIRA™EY. REMNEEMXR
RHITIRME. BINAEREEFIFRHEE Beta hiids,

ZFSIFIMEE  BAKRAE, Citrix Workspace ARFERERIERERAER AN EMEEREZT, It
b, EZFFEMERNA,

RINBRT, ZABHRBREETHNELTEERS. EZHILINEE, 57 module.ini XX & 3
AudioRedirectionV4 r{EigE A False,

SREMRE BARAE, SMREERIALTEERS. BFRESMMNIEEREREFARN LN,
BEAILINEE, 3BT wiclient.ini 32+ AllowAudioInput BEIEE R False,

BATRSEAR

o 25 32 (UNAR

BREATLRINEERITTRETIR, BB AT AR B IRETTH,

BEfEE R

. BREREEHEREBENG, EOEEFIEMNEEFIES. [CVADHELP-20787]
o AR EMER TicTok Eae£&EF Citrix Workspace M FB#2F, [CVADHELP-20578]
o EARETEER IDEMIA RIS RERE R Citrix Workspace MA#2F. [CVADHELP-20652]

« UEMEEREABAT ZMEMIER Speex fHiEFDEER, Citrix Workspace [ RIRE = F 1L,
[CVADHELP-21212]

o Y1 M Citrix Workspace RERREFEHEFAEHE R, Citrix Workspace M BREF T ERHRAERER
B Es. RERESHEHRE longlivedTokenSupport S8 EIRE RN True B A = H I Ik 18 &
[RFLNX-9160]

o BEISIERTRESEIES ID $HIREE, fil: %M “-transactionid” £, [HDX-45618]
o %% Citrix Workspace MRRZFHEA root BFRNRBEHSIERN, SiEdfERBH, [HDX-46967]
« REMBDN Citrix Workspace M ARFE, AIAERHIIUTHIZRER:

The X request 130.1 caused error:” 10: BadAccess(Attempt to access private resource denied” (X
E% 130.1 S8R “10: BadAccess (2idifinE BERIELS)") . [HDX-44416]
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2211
FEINEE

ItEhR 7SR 7 B B Fofus B R M RERN AR RE ME A9 1R) T,

BEER=

« EEEIEENSIMEOG, VDA TSR, HEEDDC LBAT “FFik USBREEER RIHKES
USB ig#&iEEslin= (fla0 USB L&BXEMN) B, SHIMLEHR, [HDX-44117]

« A USB ExX @G, Bloomberg4 89 QWERTY BRI BT FISiEH, [HDX-44555]

A aeFiErE Citrix Workspace M AEFRFEMAGERAT PIN 8889 YubiKey i&#&. [HDX-44951]

o HRBEHEHEEEAETH, Rk EEZEIPNEAEFIEE. [APPP-110]

2209
FEINEE

ZRfEA FIDO2 #1TH M [RATMIR] EARRAH, EaJLiE HDX 2IFHRERTLED FIDO2 LB P#HT
SH%IE, FIDO2 ReZPAANBURTIRM T —ELESN, THRRNBFA BB HE FIDO2 W AEEFHK
KEHTHMHRIE. A% FIDO2 KI¥MAES, B2 FIDO2 Authentication (FIDO2 B4383iE) .

=

AR

R EiEE USB 2 mEER FIDO2 8%, M SICAROOT/ X% FH usb . conf sxfFefffiEk FIDO2 i%
EH USB EERMN, LLEHAIFEBETRE] FIDO2 EilEE,

FINERT, FIDO2 BMHIEATREBRSE. 22 FIDO2 BMHIIE, HHITUTERE:

. 8fn3 <ICAROOT>/config/module.ini X,
2. ¥%3 “ICA3.0” 5.
3. 1&& FIDO2= On,

EThEE MRSz H5HE PIN B3AIARIRINEERVE S HIIEERF (YR USB). AILIECEET FIDO2 R2ZHNS KK,
BXPBEFHEMERLLINENER, BESRER FIDO2 szt E IS 17 501E.

LEmipiel#F FIDO2 Wz AR Web M=, BET—FKRT, BRIHNLLEH. MREZFEEA PIN (R
4NFH, &S 64 1NFR) EMTRETHA, WBFEEREEA PIN.

MREZEERE PIN WERTEMTRLEH, WREMELSZANTER,
PRI
ISETRETC AR FIDO2 B MRS E — 818 & EMBIE—MKF,
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} =r

AR

RATAR AT E A EEIFE = IRRHEREIRRRHITUR, HATFPREEZRBNONS, Citrix FiEZ
THREFR U hRAYSZ 1522151, (EXUDIRMEUHXETIREM R %, Citrix FIRESRIBRIRM™EY. RBUNEEMTR
IRHITIRF. BINAERLEFHIRFEZE Beta hR4s,

Microsoft Teams 1Z38IhAE

- NARFEZEEEMA: BEMAT Linux 89 Citrix Workspace [z f#2F 2209 #1 Citrix Virtual Apps and
Desktops 2109 it2, &ALUf#ERA Microsoft Teams R RBHZINRERE N BIER,

« /= DPI 250918331048 BA T DPI Thée, HEEFEANRE 4K 2/R288Y, Microsoft Teams ¥SAEINE
UFFARNMUE, HEXNEGE, BEENENEENME (G, RERBFBHATIRSEREHD), BMBEBE
EHER, FaRAREREREENMUE, BEALERINEE, EREK wiclient. ini EBEXHHHN
DPIMatchingEnabled £#i&& 58 True., EXFAELR, BBRZH DPI LA,

« WebRTC SDK #4%: AT #1kE Microsoft Teams # WebRTC SDK irA&<B 4k 2k zx M98,

REMENARIES  BAMAE, BAT Linux 8 Citrix Workspace RRBIRR 5 Ll TE#E:

« glibc2.27 XE=MRAE
+ glibcxx 3.4.25 HESHRA

App Protection Fif
=

Citrix Workspace [ B Fh R4 2305 2 81# Ubuntu 22.04 <3z App Protection, Eitt, IR &EE
Ubuntu 22.04 %47 App Protection #tk, NaTaET A7E Citrix Workspace R 2 B ohEE AR FIFE
FFHSmE. &% App Protection Bi#4Rf5 2, 1521 App Protection,

BRATRSE IR

o REWNEUEIRINEE
o X RRERR

BXEATGIRINAEENTEIIR, BSE AT GRS,

EfEE 8RR

« BT App Protection ThiEfE, RERIZRINERTREREATERRNEOPME Web TTENSHIIEEE
2R HE, [RFLNX-9004]

« A&EBEMTF Linux B9 Citrix Workspace [ fA#2R 2007 &, M Storebrowse MM ABERIEERER
KAEl, HIURBNREERE BB ESRRRT A HRNNAEFRERS. [CVADHELP-20618]
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o MNBBIRSAF REEERS SN AREN, BRTE LARSHR—MEE®, [CVADHELP-20039]
o HEMBENFRNZGEBHR N ARFN, BHE M AREFIRESHNER, [CVADHELP-18198]

2207
FEINEE

BFRESMREMILIRINEE  LUEI, 7£ Citrix Workspace ZRIEFH, FIFENEMHRAREEFER 200 2
. AFIRETIME, RERRZRPIEMT 200 EWHTER, KEXEHEAELESNTEXSMNAREFZER
Mo

@i thigsgIhaE, Citrix Workspace MABREFHNRAREE PER R/ NE 50 27, FHit, KEX SN AREFN
BPERERINE, ks, FREE (RTT) 48587 150 =7,

Bk, S LOERE YMBRRENK P SIMME X FRiESBIMHEE, WTFIbiEsRIN8E, £ module. ini
X [ClientAudio] #8825 T LTS

« PlaybackDelayThreshV4 - {8t & FrIMiaALs (UZF %), Citrix Workspace ZAiERF
REREBRNIEHENERRIFLE L. PlaybackDelayThreshV4 BZRIAEH 50 2P, XY
AudioRedirectionV4ig&&XR True B, LBHABK.

« AudioTemplLatencyBoostV4 - Y EMEHERA LW BEEX T B UK TR E B ML
B, WESEMEEERE BEEFENEMARETHNEMN. B2, STHMaE8ESHNTER,
AudioTempLatencyBoostV4 WEINEIRE X 100 2, XY AudioRedirectionV4 ig
B2 True A AudiolLatencyControlEnabled i&&H True i, BHAEM. BIAERT,
AudiolLatencyControlEnabled Bf&Ei&EH True,

BXRUFEEALERIEENIFAER, FEASMXEPNATRES SR ERNERINEERD.

EAUSBREEEM BAhAE, Citrix Workspace AR RIFIFSES USB &%, 86 USB I&&mILUAIT
ZUIhRE, XEMEERELEAAENZORTHPNESIINERLIN, E5 USB iR&EMNRFEIEIER SR HE
AFlE AR HID i2&.

Bal, 4 USB REEEANERERIEFAAH. F7IREFETE Desktop Viewer #,

FLERE, EREMEHKEHBNLEN, REIWEHNEER. Eit, KEEBEERE VDA, EHiREH, EFE
BEEEXFREFIEAENEER, RINERLT, E48 USB RENEHEEEVLTFEARS.

BXEEES USB REEEMMIFAES, BSR USB XEPHES USB IREEERERD.

BoH T B HPR RIS TIRE [RARTRSAR] BAshR4sE, Citrix Workspace B2 25EIR HiR, IINRET K
B AFRGIMZIT, JUNRERFP AL, EEERDEIIHERESMN. PERETMNBER S, Citrix ZiUER
BIEN B RLRIGE TR RE,
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AINERT, BIEHMRINELTRARS. ELNARRAT, MRERHESRMIFLBEN, BNTHFLEER

BEo

PR -

RIERIT, WEREBEMER T BIEHERINEE,

BEXFEAEER, BEASIIXEREINE T FHEIEER SRS,
AR

RAMERAIMER P EHFEFFRREREFFRHHITNE, FATPREAZRBENN S, Citrix FEZ
THREFRSThRBOSZIFERM, BYGDIRHEUHXLINREMI R R, Citrix FTRESRIBRIRA™EY. RBMNEEMNR
IRHITIRF. BINAERLEF IR EZE Beta hR4s,

BRATRSERR

« %#F DPI tAg

BXEATGIRINEENTEIIR, BSR AT G E,

B2 R

o Y& Lightweight X11 Desktop Environment (LXDE) E2RER T B oISEH M FMLERZN, R4
B S5IHEE LRHIEN—RERS <XXX> WiEZEMAEIRER. MREFIHEMEMERE (ACR) XRIE
A5 (SR) HIEEEH, NSETZHEE. BHEHN, BARPEEEE%. B2, NREERE ENEMEMI
B, SHEEP KT RS HILR IR, »93% Esc 3 Enter #FshiRH A £m. [CVADHELP-17478]

+ JZAT Linux & Citrix Workspace M AREFAIREs BB & FR & cloud (10 <xxx-yyy-cloud.com
>) B9 URL @R n=iE URL, BMEE1RR4H# URL 7580Lt, [CVADHELP-19480]

o ZiAERA HDX MBIREHET, SIETTRESMFIER. Hia@(RTE VDA hkzs 2203 FitEl, [CVADHELP-20223]

s EENBATNEAREFSZA VDI 2iFzEEHE—1 VDI KI5 5— 1 BELGHNNRAEFZBERFMEMAR
ARERRM. RIEHNAEFAIRERTE—BRIEBINEML, [CVADHELP-19899]

o @EITEAT Linux 89 Citrix Workspace R A2 2205 fris st TiEER, EafEsiB RIS IEMFEZRE,
NREIF R LR JPEG XA FR Force a specific default lock screen image (GE#IfERSER
BABIRAEEG) SEEREDRAEFHFMAE Citrix VDA 2203, M= HItkiaE, [CVADHELP-21572]

+ 1£ Skype FERMERENINEMIRET, A AfER 2 RER. [HDX-37860]

« 7£ Citrix Workspace R B#2FH, HDX RealTime MEIBENAMSAEREFZHFFRA MIPEG & IB &
Mo [HDX-40352]

+ 1 Microsoft Teams BiZFHEIRZRE RN AREFEN, EHNESATERIEIMRNE, HILREANRER
WHRERIZE, FINIMSERAER CREFBHENEM), RASESTARNNURESREER, BT ROMAEN
%, [HDX-38032]

« Citrix Workspace R Af2FPHIMSAKERATRE T EEMEM. & Citrix Workspace A #2F 5 VDA ks
2109 FEERA—EFEAN S EILE®R, [HDX-40287]
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« fE@ -span o@®meEsIwlica i, KIFAKLESHHBFRETANERSE. B, A -span h
e/ wiica By, HANEEIAFIRENERRIIRAET AT, BEXEAEE, BERAGLEE,
[HDX-32519]

« 7£ TCP #1 EDT/UDP ZE#ZZiX 8, MR — il L& 4 SSL #i8, WA NMEESATEsERNERE R
KMo MRAMMNZEHN TLS BEARRE, HEFEFPHILEES—MIEHTER, MBIt SSL #iR.
[RFLNX-8747]

o UEEIREEEZTIRE T AE App Protection 1186y Citrix Workspace M AEF BB, x11lvnc
BRES2BBGER, EEAK, R, EasTEEE x11vnc RREB[BEIDEZDHEN. [RFLNX-8933]

o FERRIMEE RN AREERN, Storebrowse MZETRERKN, LLial{RX7E Debian 32 (I ER S+ H Mo
[RFLNX-8743]

o 7£ 32 {i Linux i+ &M L =REE AT App Protection 1h&ER Citrix Workspace MAEFE, EalgESUgE!
fEiREE, [RFLNX-8809]

« £/ storebrowse -a @<RMNBREEHER storebrowse —E &i$#%Et, Storebrowse &
ZETRER KM, IR TE Raspberry Pii&ERZH M, [RFLNX-8803]

2205
FEINEE

Storebrowse W& HI0IFIEIRTHEE BARAEE, BHIIEMIEERERE Citrix Workspace RBIEZFESH, A
AISEAMEEETERRER L, IWIEERETEFNAF AR, BNENEFESHRIESE, WEEERARRIEE
MR AEEENRAZE.

EaER AuthmanConfig. xml X StorebrowseIPC Z$AXFARITH Storebrowse K& 143
IEE5RINEE. RAINERT, IHRIhEER FEART.

B I8IFIEsRIhAE S #5E A storebrowse BITIA TI21E:

» Storebrowse -E: FIHAIBAER,

« Storebrowse -L: Bal5B4AHhANENERE.

« Storebrowse -S: FIHITHRNER,

+ Storebrowse -T: &N ABEHNFRE RIS,

« Storebrowse -Wr: EfiEHEENARAENL T ENRSEEMAIEENRIE. [r] ETUSEEMEEFEHAT
EENRIE

+ storebrowse -WR: EEEiEENAREENL T ESIRSEEHTERENSIE, [R] ETREMERFEE
MRIEMTFEENSIE,

+ Storebrowse -s: T ENBEEPIIEE ERo

+ Storebrowse -u: MIEERABEPECHITIREENE R,

+ Storebrowse -q: F£AEE URL BN AER. t&H<${UERATF StoreFront ARKE.
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} =r

AR

o BEILURZ BI— B4R RIS storebrowse &< (£ AuthMangerDaemon),
o SHWIHERINEIER T =EE,.
o BRALLERRINEES, B KAERIEE.

BXFAER, BRSO RIEEEIEE,.

KABER [BATMMN] KABREAFCEEEREENFENE (2-365X) RFREZFRRSE. BHLLIGEE,
ST EEERERERMH Citrix Workspace i BREFHERER,

fEBNLLINRE, RRBERE Citrix DaaS RIERZFILEKE 365 X, i BEFKASCENEGEAR. BABERT, &N
FIESETF 4 RRESAR, UREERE, ARG, SEEX 4 XMW@ EES Citrix Workspace R A2 EUERE
K,
AR
BATGARAMER FEREIEEFHREREREFIRERHITIR, FARFREEHERIGNNS, Citrix FEZ
IHEEFT R ARAY 2352, (BVUMIREBUEXETNEERN R R, CitriX AR RIBERIGI™E . ZEEMEEMNTK
IRITIEME. BNABELESHIEHIE Beta ks,

BEXFAER, BERXAEF.

MAEENETFETFHENEmAI  EIMERT U Citrix Workspace [z 2 RGBT Hb ¢4 thl, UBEIAR
RSB T XN ABE. MREESTSEXKNMARE, WEHIAERT, Global App Configuration
Service REIMNE— MR ABERANATERAREE. WEHRE, B HRERUTIREENAREE,

BXEMER, BBRENARE URL A Citrix Workspace [ 12 F XN AEEHET B FHMEHE
AR ILER Do

B2 E R

+ Internet iFiRIZRME FIREHE DNS BRS 28 ATAET A MM URL c Lientstream. launchdarkly
.com, Ak, Citrix Workspace iiAEF=@EZ URL Xi%iF% DNS &i (EX=##MRiBiZ 1000 £).
[CVADHELP-19559]

* /5 App Protection Ih&esY, REBRICRINAEXIEMR UIDialoglibWebKit3.so ENSHRIEER
BIEOFRERRIER, LtinAEE GNOME 1 KDE £EFEFRFRAR, [RFLNX-8027]

« 2 M1E Raspberry Pi ARMHF B A ik 3 5k 4 LiE1789 VDA KiE#HITHTENTTE R S HKIE T M Lo
[CVADHELP-18506]
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o ERAMAMKEREMRSAFAREN, ARIERUTHIRER:

“Response for Secondary Token request is not 200/400/404 42" (13BN < M IERNME R 2
200/400/404 42)

ithinl@@ & 41 Fedora 35 £, [RFLNX-8603]

2203
FEINAE

S1FEDTIPv6 BE7hr4sie, Citrix Workspace RZAEFZ# EDT IPv6,

%45 TLS thiXhk#s 1.3 BashizkiEe, Citrix Workspace ZBREZFXFERERSMEMIN (TLS) i 1.3,
ﬁ*ﬁém'fm %) 1ﬁ%[m TLSO

BHEX Web WAEREE B 2203i#2, EaUM Citrix Workspace R EREFHRIRASHNBEENX Web RARE,
AR

BEX Web NABEARXE ‘BESEREREMRRE" WEE

BEXEMER, BEBREEX Web ABEE,

BRIRIELIRINAE R0 ThAE  BAKRANE, SHWIEERINAERIFER storebrowse T TRME:

« Storebrowse -E 5|l AE IR.
» Storebrowse -L B&5E A AMIRMIEE,
« Storebrowse -S 7 HiTIEME R,

F=3

AR

EE kg ER AuthMangerDaemon E R storebrowse &%, HBEERRMRASEED SHKIE
1R ThRER 2 5.

BXFMER, EBE Storebrowse B S 9515FIE38T18E,

REGMRRLSIERINE BEARRALSATEEEFHESE LNERREHRZETR, RIAMERT, WA FEA
RE. BAR, BERm#EERBEsBEREPE Citrix Virtual Apps and Desktops # Citrix DaaS (UAgi#rA Citrix
Virtual Apps and Desktops iRS) =i%.

Bhg7s 2203 &2, Citrix Workspace AR ZIFUT=MFAENRERBR T EL:
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o REAF—K - 2FBEE - BB wfclient.ini XEH® KeyboardLayout &, ERHBETE
AHESERHNESIRSSR. R KeyboardLayout EIREN 0, RAREBES B VDA, MNERIE
KeyboardLayout BEiRBAREIES, WESHENREEATS S VDA, ERIEHENEFiHRERERR
W ERERBASIULNEN,. ENAFENR, BEHEAZRIZNAER, NES—R - IEENERXE RN
Citrix Workspace R B2 EENBARERF.

o AUTIEEY - EREFHERTEN, MEMSERFPmERTHERES RS

s REF - IBREFHERARS S LFENRERR.

BEXFAER, BERBRERRED.

Microsoft Teams 92 EOMXM AN 7 Citrix Virtual Apps and Desktops 2112 siEshkas+i@id HDX #
1TIRMLES, ERTLLTE Microsoft Teams FERSMNEO#TIRMEN, ATLUBEEFHANBEIHERRIN, HX5H
HEOHEERIFMAES, BSH New Meeting and Calling Experience in Microsoft Teams (Microsoft Teams
PR INABIERR) Xid.

MREEEITITIRIBARAHY Citrix Workspace M B#2F 5 Virtual Delivery Agent (VDA), i&i#i2, Microsoft ¥
REFABEARE, B2, TAUAEIZESINED (2203 RESHRZE) # VDA = Citrix Workspace NAERF
WA, BEARIIESRE, EIEERLTE, B2 LEANAMNIE,

=

AR

I IHEE{NTE Microsoft Teams # G KN EHEEIH. Microsoft #EH b E#HER, EAIIEF CTX253754 1L
RECOEERM NS,

1587 USB iREHIBMEERINE PLEME, EREHEKREHHENREN, RESWEHNEER. AL, ®REB
hiEEEI VDA, EahA s, EREEIEEXHREFHERABEMEER. FIAMBRT, USB RENBHEERL
FEARS. BXEAES, BESH USB 20

BEfEE 898

o IR AREFHTE Citrix Workspace MARRFHIWHHATTHMWIEN, SOWRIEEORBERME, BMEEMR
T EMIIERTIL. & AuthManLiteEnabled i&#&H True FEXRE S Citrix Workspace [ F
EFERAHIItR, [RFLNX-8694]

s EEA glibc 2.34 AESRARERARRESA T App Protection Thag Citrix Workspace [z
BiEFE, BRIEFRASISEENBHNRANAIAERKY, [RFLNX-8358]

o« LIEfEA Microsoft Teams #4317 P2P BBIEHSIMKNHE/F—EIEN, AFERFHIR, — CPU &0
A AT RERIEINE] 100%, [HDX-38974]

« Citrix Workspace MAB#EFAZFET Debian bullseye B9#ihk7s Raspberry PiigfE&4:, [HDX-37000]

o YEEmhHEE ICA XHENRIFHMKIEFEHEN, M wfica dSTRIINTEEREER 0, B2, BKRIINE
FEWEAE, M2 2. Citrix Workspace RA#2FhR7s 2106 HE=hAHR IR, [HDX-38916]
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« 7£ Citrix Workspace M REFH, EZITHIKLIT Microsoft Teams BiER, EAIAESBEIE BN EMHFE, LAY
BERUTHIRER:

“Call could not be established.” (&M, )
[HDX-38819]

BRI
2308 FEER B

s BRNERABTEEONMERG, NMRERHAFARE, WARIER—FEIRERS. JURKILLEIRES.
[HDX-55087]

2307 R EFR)R
« 72 Ubuntu kg7 22.04 FfER Debian 40 EERTEER T Linux 8 Citrix Workspace R RIZFET, &
AL&@J LX—Fial?c
AppProtectionService-install.service f{&iiIEI LK, BXFMES, ESH “Journalctl-xe”,

BMMERMINRE T App Protection, EthukzittsEiR, [RFLNX-9995]

2305 FHER B

o YEFERBEETASTAN, TN AEHNEEIBEFMEE L, [CVADHELP-22336]
« LZITH Avaya WorkPlace By, BN AREFIKERE LSREREUE, [CVADHELP-21558]

2303 I ERN R

o f#F Ul =4 Citrix Workspace RZA#2F8Y, AIBEFA7E Ubuntu 20.04 71 22.04 %% App Protection
hEE. BRRFZEREAGSITRERENAER. [APPP-1067]

o £ Ubuntu 22.04 £ AllowMultistream &i&&4 True BF, &aJaeF%7E Citrix Workspace FZF
EFhRZs 2303 REEIRIE. [HDX-49916]

o ERTRETT A EAEEERXINERTF Linux B Citrix Workspace R B2z 2303 #1753 HI8IE, thia@kx 4t
= Red Hat. Ubuntu 22.04 #1 Debian 11 Linux &£17hR £, [RFLNX-9620]

o MREMEAEFETERIBE Citrix Workspace A R, ZNARFAIRESEIEMN, HEERTRESIEIL
THIRES:

“GLib (gthread-posix.c): Unexpected error from C library during ‘pthread_setspecific’ : Invalid
argument.”
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RS ER, WRER glib fR7s 2.76 XESARA, [RFLNX-9445]

2211 FHE AR
o BHRENTESHIIES ID $HiZHES. M M “transactionid” . BASZE: BEHREXFHEE
TEH 44, [HDX-45618]
o REMFDH Citrix Workspace R AEFN, AfEHIIMTHEIRES:

“The X request 130.1 caused error:” 10: BadAccess(Attempt to access private resource denied” (X
3EK 130.1 SR 10: BadAccess (BidihR1E BAREELS)")

BRBUHSSERIE,

fRRAZ%: BMEF SHOME/ . ICACLlient/wfclient.ini BEX#HHE IgnoreErrors=9,15
BN IgnoreErrors=9,15,32, [HDX-44416]

o H&M Citrix Workspace MR T #HHEMRERE, Citrix Workspace NAREFERMASERZIRATE
&, REESHETHE longlivedTokenSupport 2#EIEE N True WA SHIItRM, RS ZE:
PATU T REZ—:

1. 813 /config/AuthManConfig.xml x4,
2. #3| [AuthManLite] SR HEHRUTRA:

<longLivedTokenSupport>false</longlLivedTokenSupport>

[RFLNX-9160]

2209 R ER R

o YIEEBE Microsoft Edge MATEF=IERT, Microsoft Edge BIfF IR EMLLAIREN B R, MRERAT U
TIRE, NHMIEHEIR:

- DPIMatchingEnabled {&i&&X True
- BRRHPNEFIFLAIRIZER 100%

[HDX-39764]

s WFEESTAFNEER, ZREATRFRENRIIERARSEE VDA RIFTRSKN, RS ERENIBA
£, [HDX-44255]

- EEMIGENEOMS, VDA FJEERER, H%7E DDC LEBAT “BF ik USB IREEER” HKEHBEES USB
SEEZTES (B30 USB kBXEN) B, SHBbE, S5, IETE usb.conf X EANERMN T
vid=x* pid=x* split=01 and intf=00,01, Z/&, &AM Citrix Workspace R RiEF
BERIEHRBEEEMIRENEO. [HDX-44117]
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« £EF Debian 11 #y Raspberry Pi ARMHF 1 F 2457, KiEEMAIGESEAK, Citrix BNEERET
Debian 11 #9 Raspberry Pi ARM64 217 4isk & F Debian 10 #9|HARk Raspberry Pi ARMHF &1 &4,
[HDX-41729]

o BIEREKFE, ERFIEATEFSMEBRSEEFZTHRR. Flt, EAIREFRURENTIERNABE. B
FERIR H BBIARSS LUMBRIES. [RFLNX-9051]

« TERMUEREREHBHEYMRSE, TEsHNBR. BRGERBRYBBRSHEN B [RFLNX—8951]

+ 7£ OpenSUSE SLES 15 /1, YIGEZIIREMET, AaESER—MEErN®F. [RFLNX—9109]

o AT RE T A 7 RHELO # Fedora 36 EBoh B BIBRS. MRS % HWERE SICAROOT /config/
AuthManConfig.xml &% AuthManLiteEnabled K{EIZE S False, [RFLNX-9128]

2207 FHERRE

o XAFE# ICA BEpMZAT CAS MNAREE, rlRestIl CAS $iEuksr DNS #i, [CVADHELP-20018]

« £/ storebrowse f<B, MRFRMHMBEE_NZABE, BT ENE— N EAEEBMNAREFIS
H. FRRAZER, ERMNEANZARFISEZA, SDABRMERENNABE, [RFLNX-8953]

s ERERIEF, €A Windows Media Player 3ERISTET, BARAT I RS TEIERISAFIE K, (RHE7E DDC
RIGE T LTRSS A S IR, S0 TFFE:

“CERMIMRARRD SR HITER BN S EMTUHXE

- “Windows Media E&®” &BH “A¥F (BRINEE)

‘NEBATEEMR” IKEA ‘A (BHAEE)

- “InvertCursorEnabled” i&&X “BOTH”, #7t ~/.ICAClient/wfclient.ini SXfEdiRMT LU TE:

* |nvertCursorEnabled=True
* |nvertCursorRefreshRate=60
* InvertCursorMode=1

[HDX-37259]

2205 R ER AR

 EIIEATF Linux 89 Citrix Workspace RZR12FF 2205 hRim s TiEEE, EAlRERB R KIEMTEZ-,
MBEF R LA JPEG X285 A Force a specific default lock screen image GEHIFERIFE
HEUASIRATER) HIKSEREVUREFREANAR Citrix VDA 2203, NSHIMILR@, @RS E2FAKE
Citrix Workspace M2 R 2207 StE=hkads. [CVADHELP-21572]

o 72 TCP #1 EDT/UDP &#=iR#Aia), sR— MM ER4E SSL #1R, W MEEE 2R N2 AERMAK.
RAE MY Z BN TLS BBEFR, HEAEFPHELEEI—MMUHITER, WaHMIE SSL #iR, BR7SE:
7£ ICA X% HDXoverUDP E#i&&% On =% Off. [RFLNX-8747]
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« 7£ Citrix Workspace [ FA#2F 9, HDX RealTime MEBREHNMIAELEF 2 7% A MIPEG WSS BEE&
Mo [HDX-40352]

« Citrix Workspace M Af2FPHIMMEERATRE T EEMEM. & Citrix Workspace A #2F 5 VDA ks
2109 i ERRA—EEANSH IR, BRSEE: FITUTREZ—,

1. &3 Citrix Studio.
2. RIE “EAMSARRD IS HITES RKIKIRE,
3. METHFRPERHEIENREER, [HDX-40287]

o i storebrowse -a M$HRMNBEEHER storebrowse -E d&3$#%As, Storebrowse #
ZOgE KM, IR Raspberry PRI, RS E: BITUTEREZ—:

1. 413 /opt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. AT %E:

<StorebrowseIPCDisabled> true</StorebrowseIPCDisabled>
<!--NeedCopy-->

[RFLNX-8803]

o EARINE BRI ARER, Storebrowse AAIEERRN, LR Debian 32 (i F RGP LI, #
ARFE PATUTRIEZ—!:

1. 813 /opt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. RAMUTFEB8:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy-->

[RFLNX-8743]

o WATBET A 7E Ubuntu 22.04 LTS %% Citrix Workspace R f#2FF B9 Debian 3 8. bEL KK R
A2 Ubuntu 22.04 LTS EAR#E®E ICACLient FREM Libidnll #ékE, RS E: ERE Citrix
Workspace R F#2F# Debian #8828, £ Ubuntu 22.04 LTS B3 1ibidnll, [RFLNX-
8839]

2203 FEER B

+ 72 Ubuntu s EsEBE 2N ERSNERGRZSENY (RDP) NARFN, BMEFAETENEZME
T8, HRENETRETHNS. FiET RDP EZInELEZA1, 2%+ RDP ZAEFNERET A
“Use all my monitors for the remote session” (ERHKMFIEETRBHITIRIERIE) SiFiE, ELEEN
MNZBR|EBER=HBIRFA, [CVADHELP-16768]

o TEZBEMZHAE, Citrix Workspace RARFEARS®E Clientname # clientaddress Sf&i#4
DDC. Ak, FRAEANEZMHZT, U IP #1TiHiER Set-BrokerAccessPolicyRule AIBETALE
I [CVADHELP-17667]
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o 7£ Skype FERAMNERGHINL ML, MRAIERETERF. [HDX-37860]

2112 FHER R

o EREAXAR, KIFEETNEE, M Linux it BHEER, NS5 8 P2 HEEE, [CVADHELP-
16170]

2111 FEEREE

s BRCNABEEN, REAERRERABE, [RFLNX-8337]
« ZidE5h Citrix Workspace ZRi2FEY, BEIRSAF RETELEITH, HERUTHEHIZES:
BAREXKIES 2

1EIRIX SRk 4<#0 Azure VM Debian 10 A& ElLba#, [RFLNX-8336]

2109 R ER A=A

« 1% Citrix Workspace R B2, TEEFR=BE5MIER SHOME/ . Llocal/share/webkitgtk gy
WHAREX M, RRAERFobRXLERE
X1, [HDX-28187]

« EDDC LEAT “%HmNO” Hig, =ik Citrix Workspace MABREFBEMEEH N AEF ISR K,
[HDX-31016]

s DIAFEABERINRIEBHNRIEATERELY. EATF Linux 89 Citrix Workspace M AR 2104 RE=AR
AREHULLE, R ERFMANSEEREIE. [CVADHELP-18402]

s EEFIHEMEMEELET, TEASHEMEZEISIE—R, AL, TP ikEEMEERIEAI AT AT
BRIE{T, [HDX-34114]

o XAETRNBEFBIEENEERE, wfica #EAERKK. FEit, NARFTESBHHMREPEL.
[HDX-34701]

2108 R ERN A

s MREALBRSB/OHTE (GSLB), FEERFIE (TTL) IHERENATEER2EFIHE 4% (DNS) MR,
itk, A WebView #4175 HIIEFTRERKM, [RFLNX-3673]

2106 gy xNiER

« ERERER, €8 CEF-BCREERANEG, REFARBEERBIYFRMUE, HILRENRRZE =5
FHR CEF B9fR%). [RFLNX-7724]

c SREMEERS—TMEARFEE BCREME (B9 YouTube %) B, YMBIEFSHRER G,
[RFLNX-7730]
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« f#/ CEF-BCR EEmNESR, XAEEMH Web TTHEE, #iRAETHSMWRSEHME, [RFLNX-7667]

2103 I ERN R

s EISREIERRREHEZHIE), Microsoft Teams FIRES T TN , BIEFRRERRAL R, [CVADHELP-16918]

2101 gy xNiaER

« BAY, Citrix Workspace R R ET 8T A7 Microsoft Teams FEMENNNSH, [RFLNX-6662]

e

BEXEFATBENGER, F2HAFHAH.

IBAR>C 1

BXEmEPELEE (EOL) Mr=Gmhkas, ESIHIHMR I,

E=HEHA

Citrix Workspace [z 12 FI8E & 1R IB LA T XA E X MR FHITIFRI M E =AM

BT Linux &9 Citrix Workspace WBEF$ == (PDF T#)

SKIe1EThRE

B, Citrix 2RHEWIETIEE, FAIREFRME XA SIIENBETIEN R FONG. Citrix FIEZEE
METHREASZIFERA), EXNDRHEBHXLIIREMNRIR. Citrix ATRESRIBR R EY. REMNEEMTRIRNITER
. Citrix REAF R LR MIRE M@, HE IR EEAREREX LR,

AT G hig HEYZHRE

January 31, 2024

RATSRFPHNETIREREIFEFHFRREREFHRPER, HAZFREXZRBRINS, Citrix TEZRARH
R R ITHAEM A RG], BNIDR M XLETIREM R IR, Citrix FJRESIRIBERIFMmEN. ZEHNEEENR
IRRITIRME.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/deprecation.html
https://docs.citrix.com/zh-cn/legacy-archive/workspace-app-and-receiver.html#citrix-workspace-app-for-linux
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/downloads/third-party-notices-linux.pdf
https://podio.com/webforms/24420869/1782179
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AT REITIEET &R

TRIE T HEATGRPHTIEE BAXLEIRRMRIE, FHEERIGRE,

N Btk A et (it RifRS (REETR)
BN ERBDBIER 2311
PRt T ESNE KRR T AN AR 2311
LREMEERY 2311
Bt T HERPEAIN AR 2311
IRIEERER 2311
App Protection 5 Microsoft 2311

Teams B9 HDX (i {kp9 A M

BRYUEEEXRREMEUESEM 2308
12

AR Microsoft Teams 12458 2305

RSz 1

FEEATF Google Chrome 89 2109
Citrix Workspace Web ¥ B#1{®
FHRSIES MM

Global App Config Service 2109

U U (U U S Y R L

[

BN ERBBELN

2311 WRAFEVRATAGLR  RiERE

Ak, Citrix Workspace EARFXIFATEMEEANZRABER (EDT HH), HAFBIRERNS

HIRERRRNMEHTERN, HINRERUH T IR R AHIXBIE P (458,
ERAIhEE, BREFER VDA IR 2311 siE=RE,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#loss-tolerant-mode-for-audio
https://podio.com/webforms/29208824/2383965
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#improve-audio-performance-during-audio-loss
https://podio.com/webforms/29208834/2383970
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#support-for-audio-volume-synchronization
https://podio.com/webforms/29149541/2375675
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#improved-loading-experience-for-shared-user-mode
https://podio.com/webforms/29208807/2383963
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#fast-smart-card
https://podio.com/webforms/29222872/2386238
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#app-protection-compatibility-with-hdx-optimization-for-microsoft-teams
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#app-protection-compatibility-with-hdx-optimization-for-microsoft-teams
https://podio.com/webforms/29149542/2375676
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#enable-packet-loss-concealment-to-improve-audio-performance
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#enable-packet-loss-concealment-to-improve-audio-performance
https://podio.com/citrix/capworkspaces/apps/enable-packet-loss-concealment-to-improve-audio-perform/items/new
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#hardware-acceleration-support-for-optimized-microsoft-teams
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#hardware-acceleration-support-for-optimized-microsoft-teams
https://podio.com/citrix/capworkspaces/apps/improved-performance-experience-for-microsoft-teams-vid/items/new
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#support-for-service-continuity-with-citrix-workspace-web-extension-for-google-chrome
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#support-for-service-continuity-with-citrix-workspace-web-extension-for-google-chrome
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#support-for-service-continuity-with-citrix-workspace-web-extension-for-google-chrome
https://podio.com/webforms/29222866/2386236
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#global-app-config-service
https://podio.com/webforms/29222871/2386237
https://podio.com/webforms/29208824/2383965

iEATF Linux i Citrix Workspace M HEF

EEALLINEE, BHRITUTRE:

1. &% SICAROOT /config/module. ini BEBEx#FH [ClientAudio] B HFMUTAR:

EdtUnreliableAllowed=TRUE
<!--NeedCopy—-->

2. ERALEE, BEAFELERTBEAFEEM ) o

P =

Ltk IhEETE %6 Citrix Virtual Apps and Desktops hitads 2311 fER1 A,

PR T ESRER BB SR RE

2311 WRAFEIRATRR — RIFERE

EARMRAES, T MERERERNSNRE, N7 EIMX—L#HINEE, “BENEM M “PERETIN KFLES
BNSEERNEFBIESRE. AR, TEAZKEIBRN (EDT BH) = UDP S5HER, EHRHIFMNERER
Bifle BUABRT, LHERINEELTRAIRTS.

EERIIEIRINEE, EHRITUTIRE:
1. 813 /opt/Citrix/ICACLlient/config/module.ini BEXHHTEH#ITHE,
2. BITFREREEHRX:

JitterBufferEnabled=TRUE
<!--NeedCopy-->

3. BERAOTFRER PLC:

PacketlLossConcealmentEnabled=TRUE
<!--NeedCopy-->

4. BREMNERSBIRNE UDP SZ5iTh8e,

XPBEMEERY

2311 WRAFEIIRATLR — RIFERE

H 2311 hr#i2, EATF Linux # Citrix Workspace MAEF X5 VDA 5EHNSIMEE 2 BRSNS 2. WE,
A AR VDA SME 28RS EHEENEE LRIFERNEE, BalRARE, BRINERT, INELFE
m#klh\o
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/audio#support-for-audio-over-edt-loss-tolerant-mode-preview
https://podio.com/webforms/29208834/2383970
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/about-this-release/features-in-technical-preview#loss-tolerant-mode-for-audio
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/audio#enabling-udp-audio
https://podio.com/webforms/29149541/2375675
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EERLIEE, BRITUTIRE:
1. 8413 <ICAROOT>/config X{*HTFH module.ini 3,
2. #ZE [ClientAudio] SR HAFMUTEE:

EnableVolumeSync=TRUE
<!--NeedCopy-->

3. ENRMAIEUEERER.

i

=
REEEA VDA Ak 2308 i EBMRAA BEB A LLThaE. BXEAME S, B2 Citrix Virtual Apps and
Desktops MM EREERET -

Bt T HERA P RABIINHAR

2311 IRAEVRATRNR kGRS

4858 7 INEMZ A IEFr R AVETE]), Mmed 7 H= A PR NE K5,
AR

tbIhEE{X7E StoreFront MAEEHER,

RIANBERT, IR TRBRS. BEALLINEE, FHITIUTEE:

. B3 AuthManConfig.xml BEX#.
2. ERUTRBRENRN True:

<key>KioskSFUIEnhanced</key>
<value>True</value>
<!--NeedCopy-->

TRERE e+
2311 IRAPEV AT kGRS
REBEREWRENET HDX PC/SC WEBREREEMMEH, EBER WAN FIEHEREERN, JURS!

=3
Eo

anp

7 Windows VDA Sz #IREE §E+
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/whats-new#audio-volume-synchronization
https://podio.com/webforms/29208807/2383963
https://podio.com/webforms/29222872/2386238
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Z7£ Citrix Workspace N Ai2FHEARESERER, BRITUTIRE:
PRDEEFERE VDA hEIARTEARTS, 7 Citrix Workspace MAREFHIVARTFZARS. BEEAMREKEHE
RINEE, BEHITLAUTIRLE:
1. 813 /opt/Citrix/ICACLlient/config/module. ini BE&x#FE [SmartCard] 45,
2. AT %EB:

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

Z7% Citrix Workspace MWBEFHZAREFEEEER, BRITUTIRE:

Z 7 Citrix Workspace B2 FHEAREEEFER, BMEEXH /opt/Citrix/ICACLient/
config/module.ini & [SmartCard] o #ipk SmartCardCryptographicRedirection%
o

1R4#E ATR 57 PKCS11 1R

EARMRAS, SINTHNEEXH scardConfig.json, kXHRAFEERIRESEEINERN, RIBEMEE
BE MR E (Answer to Reset, ATR) 5 & 21 Z 45 # (Public-Key Cryptography Standards, PKCS) 11 #&
H, scardConfig.json XHEEEBERIIEEENMNEE, BRIAMEN OpenSC PKCS11 EF, XHHHy
DefaultPKCS11L1b EIIEE T HESEERMN ATR 5304 hayEfa & B &R LA EAAIBHA PKCS11 iR,

ERNERERTNEER, BERLEARTREBRAHH scardConfig. json Xt
AR

NREEBBRESEREELEHBEIERTEE RN SSO THAIE, BHRIAGIEE 7 EMA PKCS11 &Rk,

PR

REREEEFRZHFNE—INK =T RN ICA BIER N ERSPEA 7T REREERN ICA, AFREEREFRFEZR ICA

%] RDP Mk =73, FXLEy R FEER.

o RERBEEEMEERZIF F—RINZR R (Cryptography Next Generation), FHitt, HREEsEF R IFHE
£z (Elliptic Curve Cryptography, ECC) % 4E+.

o RIEEERE RN R R IR AR R

o RIEREHERALFFEREEEE PIN 13,

Bxie)E

7£ Red Hat8 LfEA Gemalto £33 Citrix Workspace M BEF# TR N RIERISERK W, RS EN: MITUTE
Ez—:

E# scardConfig.json:

1. M= /opt/Citrix/ICAClient/config/scardConfig.jsonBREXH.
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2. ¥ DefaultPKCS11Lib & DefaultPKCS11Lib": "/1lib/pkcsll/libeToken.
so

B,

E# SmartCardCryptographicRedirection #{&:
1. M=l /opt/Citrix/ICACLient/config/module.ini EBE&x#H+H [SmartCard] &4
2. BIMUT%EB:

SmartCardCryptographicRedirection=0ff
<!--NeedCopy-->

App Protection 5 Microsoft Teams 9 HDX b IERE

2311 iR AFEIRATGR  RiEERS

1R ¥4 7 Desktop Viewer #={ T % Citrix Workspace B #2F 2R T App Protection BY, f{k# Microsoft
Teams 7 HRBHZ, YEAE Microsoft Teams hBEEHZARN, REENESEHLITER:

o ATHREEETANEAEZEFNE ED - (V2 VDA hiidsiy 2109 SiESMRAE, 75 ERItbEn,
o REETH, AFEEN VDA RELEAERS.

=W
FFIERTF Linux 89 Citrix Workspace MAER, “SEHZE EMBIALFEBRES,
ERA “KEHE B®M, BT config. json XHFM UseGbufferScreenSharing &8, W
™
mkdir -p /var/.config/citrix/hdx_rtc_engine
vim /var/.config/citrix/hdx_rtc_engine/config.json

{

"UseGbufferScreenSharing":1

}

<!--NeedCopy-->

BRAT App Protection B k8 Microsoft Teams &z #¥ Citrix EEINEREEHE, XAFEINEZSIEMNE
TE8o

PR
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« BT App Protection 89{:1b# Microsoft Teams A FEB A T AN BEFHA (LAA) WEA KA
EHZRER,
s TEBRIAHAZZFHZMNAR, FI6ER BCRNERAR. MREZAER, RERETNER,

BRIBIEEEXRRREIEUIRS SIEE

2308 R AFEIATGR RiGEERE

ElehZ 1SS T B, Speex A1 Opus fRRFDEZENHRINT BIEE BRI (PLC) ThaE, 1ESRAVEIEHE IR I
NI BEL A SR T 8 A E# T IEMNENHIF. PLC BBITERMERRNVIIES, HIERIEEHETRREH
EERRFEMNHDAR, AMRET UDP SM0SEMItaE. RINMERT, HERNEATFERRS.

BEALLERINEE, FRITUTERME:
1. M=l /opt/Citrix/ICACLient/config/module.ini BEXHHTEH#HITHIE.
2. BINTFIRBRHEEE X

JitterBufferEnabled=TRUE
<!--NeedCopy-->

3. BERWTFRER PLC:

PacketLossConcealmentEnabled=TRUE
<!--NeedCopy-->

4. 2R UDP S4nIhgE,

AR Microsoft Teams 12 HEH IR L 135

2305 RAEFEIEATGR RiGEERS

BT Linux # Citrix Workspace B2 A Microsoft Teams i3Ti@iE R M 7 e B4 REIRTE,

HUatRE CPU BTFRIBERN. E4hkAF, GPU XA BT T LM THRIG, MMmEEE CPU AR, HEEA
CPU RRBMRAEE TEA GPU NEEF IR, WIhEEIFEHEF,

EFMH:
BHFRERET &N GPU RahiEF. MRRZE, EEAUTHSRERNN GPU IKaigrF:

sudo apt 1install va-driver-all
<!--NeedCopy--> """
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BINMERT, IR TERRS. ERALLIhEE, BHRITUTERME:
1. 8% /var/.config/citrix/hdx_rtc_engine/config.json xt,
2. KB TERSE:

{
"VideoHwEncode": 1, }

<!--NeedCopy—-->

H1EEA T Google Chrome 19 Citrix Workspace Web i B RIFIRSES NS IF

2109 RAFEIRATGLIR = RiFERE

sH7EE AT Google Chrome 1 Citrix Workspace Web ¥ B RIFIRS EL N HIAEE AR AT LR+
‘. AILTEEAT Linux 2109 # Citrix Workspace A2 F HEMiEAF Google Chrome # Workspace
Web ¥ B, It B7E Google Chrome Web AR EHIRMH. Workspace AR IZER N KN BIAHIER
EMMYS Citrix Workspace Web ¥ B@i#1Ti@ (5. EBY, Workspace [Zf#2F# Workspace Web ¥ B=fEH
Workspace 70 F ) % 38 FH P sE S 1E R RIEl A R R 2R IR E. AXFAER, BSRRS &L,

Global App Config Service

2109 RAFEIRATLR —RiFEERE

fERFHERT Citrix Workspace B Global App Configuration Service, Citrix B2 R g @E I ETEENR
12 Workspace B URL.

ERBEEME, BHBAE AuthManConfig. xml X BERBILIHEE. S/ B SICAROOT/config/
AuthManConfig.xml FHRMUTEE:
<key>AppConfigEnabled</key>

<value>true</value>
<!--NeedCopy-->

B% Workspace fRs5 URL i€ EMi#4HM= S, E5iF Global App Configuration Service 344,
pE=

« ERATF Linux B Citrix Workspace Rz &R Global App Configuration Service 21 Work-
space ks URL,
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RATMGIREEX KRR (GA)

ARS3EThRE IERX & fEhRZAs
% #5 DPI LEC 2311
#f#EFA DTLS 9 IPve UDP 2311
SHHMEA TLS 89 IPve TCP 2311
% RARIT SIS 2311
1 ERERHIERINEE 2311
ISR A AR SR ER FIDO2 #175M%IE 2309
X 32 AR 2309
TER D EE AR E 2 18] & FIFREME SISk 2309
BEX Web MABEPNREEENEE 2309
REMNRIVILIRINEE 2309
X RRBETR 2309
215 ARM64 (R R 454 2309
RIBARSSBRAY HTTPS il 4+ 2308

REGERMFAM

January 23,2024

23X
BHER
Linux Riz:
o fRZx 2.6.29 HEEHRA
BT

« &/ 55MB

o MREHE FRA/IRRNRED, WHIIEE 110 MB
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/secure#support-for-ipv6-udp-with-dtls
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https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/graphics-and-display#screen-pinning-in-custom-web-stores
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/keyboard#keyboard-input-mode-enhancements
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/keyboard#support-for-extended-keyboard-layouts
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/whats-new#https-protocol-support-for-proxy-server
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/secure#https-protocol-support-for-proxy-server
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« 3 F{EHA HDX MediaStream Flash EE @A K £ &4 (system-on-a-chip, SoC) &%, ELEE 1GB

RAM,

FEMAER:

+ 256 BHEAENIET

e P

JE:

glibcxx 3.4.25 ESHRAS

« glibc2.27 REShAE

+ gtk3

. gtk2 (2.20.1 HEEHRA)

+ libcapl sk libcap2

« Libjson-c (BFMHaeLEM)

+ X115k X.0rg (F%#%F Wayland)
« udev X#F

o B4 Linux EE16&4H (ALSA) libasound2
+ PulseAudio

« UIDialoglLib3.so

BEIRS AP RE:

. webkit2gtk 2.16.6 S{E&RA
o libxml22.7.8
e libxerces-c3.1

URARRDERE |

« Speex
+ Vorbis 4rfi#FE28E

E7F Red Hat Package Manager (RPM) f99 £ &k

« chkconfig

PILRER

MBI

« TCP/IP
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H.264 £k

T x86 &%
o QIESIHRILEREN 1.6 GHz
3+F HDX 3D Pro Ih&E:

o WIERHIRMEE N 2 GHz
o BEINEEREDIZRVAIES

%fF ARM 1&#&:

o B H.264 15 HDX 3D Pro #HEEFERAEH H.264 iR,

HDX MediaStream Flash E&m

A% HDX MediaStream Flash EEEMFIEEXR, ESRMIRFOXE CTX134786,
BINEESERRAZFIEASRMEFIIHEEHEZNERNER, UNBARHEURSZEEEXNES,
BHIIEER

FEFHT OpenSSL 19 cURL 7.68 iE S R4 # 1T = Z 3 10IE.

ERiFREH (CEIP) ERER

« z11b 1.2.3.3
« libtar 1.2 E&EkRAs
+ libjson7.6.1 sk&E=EARA

HDX RealTime RERGHIMAEIEER

+ 5 Video4Linux #EMMLEIZEM,
« GStreamer 0.10.25 (HEShr4s 0.10.x), BIFLTHRN “plugins-good” &,
xE,

« GStreamer 1.0 (XEEM A 1.x) , BIEXITRHN “plugins-base” . “plugins-good” . “plugins-
bad”. “plugins-ugly” #1 “gstreamer-libav” &
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HDX MediaStream Windows Media EEAZEX

+ GStreamer 0.10.25 (HE=h4A 0.10.x) , BIFSD KhAEH plugins-good R, —MME, HRa
0.10.15 S FE= A E LUFHE HDX MediaStream Windows Media EEmMER,
XA,

« GStreamer 1.0 (XEB/M A 1.x) , BIEXITRE “plugins-base” . “plugins-good” . “plugins-
bad”. “plugins-ugly” #1 “gstreamer-libav” &

&E:
o TNREM Linux X1TARPAREE GStreamer, BILM GStreamer TIE#H1T F &,

o SERARLAR (9, “plugins-ugly” HEIHHE) FTEEREMBRRANEIEHLRIVFRNE, ES5R45%
EEREKARIUF KE,

HRBABEERER

+ webkit2gtk ki 2.16.6

Philips SpeechMike &3k

« 3518 Philips Web 5 I REAB X R EHIEF

App Protection Ex

App Protection InEEREE U TRER LR Gnome Display Manager:

« 64 fil Ubuntu 18.04. Ubuntu 20.04 #1 Ubuntu 22.04

+ 64 fil Debian 9 #1 Debian 10

» 64 i CentOS 7

« 64 fii RHEL 7

« ARMHF 32 i1 Raspberry Pi OS (#7F Debian 10 (buster))
+ ARM64 Raspberry Pi OS (&7 Debian 11 (bullseye))

3=

AR

o WNREEAH Citrix Workspace RBEFETF 2204 ki, App Protection IhgE A 3%EM glibc
2.34 REShRARIRIER S

« £ Ubuntu 20.04.5 XES kAR, HENE .deb REBXHES, Snap Store RERZFIFITH. It
REBFAZIFAFRTR. AL, BAELHEPERAHGLTHEER gnome-software. gdebi
synaptics FHEMRHLERZFRE Citrix Workspace [ AiER
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Microsoft Teams L EK

RARARA
« Citrix Workspace 2 2006
/LN

« GStreamer 1.0 AFESRAELIK Cairo 2
o libc++-9.0 XEEHRA

« libgdk 3.22 siEShRas

« OpenSSL1.1.1d

o X64 Linux X1ThR

o 51K 1.8 GHz 3Wi% CPU, BITEAXT mAR=iEIE REISZ 15 720p HD S
o WizzEMmiZ CPU, E&#EERN 1.8 GHz, HRAZE/H 2.9 GHz 8953& Intel Turbo Boost #k

BRI EoRINEE

« LibsecretE
e libunwind-12

ARSSELSMEER

BhRZ 2106 &2, aLfE Citrix Workspace R FEf2F8 Debian 7k £ 2RSS ELSR M,
7R % Citrix Workspace MBEF 2 /], MEHETUTHS:
sudo apt-get update -y
WINFNER LRI -
+ libwebkit2gtk-4.0-37 kit 2.30.1 XEShiA
- WMREMFERMZ Debian, EETUTHS:

sudo apt-get install libwebkit2gtk-4.0-37
<!--NeedCopy-->

- MREEANZE RPM, BETUTHS:

sudo yum 1install libwebkit2gtk-4*
<!--NeedCopy—-->

- 33F Ubuntu. RHEL. SUSE. Fedora s Debian, Citrix V&L &R libwebkit2gtk-4.0-37
ks 2.30.1 REFHRAS,
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- S+FEF Buster OS 89 Raspberry Pi, Citrix Eilf&%%: libwebkit2gtk-4.0-37 7 2.30.1,
+ gnome-keyring 3.18.3 XES kA
- WMREFERMIZ Debian, FETUTHS:

sudo apt-get install gnome-keyring
<!--NeedCopy-->

- MREEANZE RPM, BETUTHS:

sudo yum install gnome-keyring
<!--NeedCopy-->

« Libsecret
- NREEANE Debian, BEETUTHS:

sudo apt-get install libsecret-1-0
<!--NeedCopy-->

- MREEAMNZE RPM, BETUTHS:

sudo yum install libsecret-1%
<!--NeedCopy-->

#iF:
BiRZ 1910 &2, NHIRMFRFAREUT GCC Mia&as, Citrix Workspace M BIEF 7 BERTAERIEIT:

o EAT x64 FRLEMN GCC hixds: 4.8 HERHRA
« EAT ARMHF A Z#4548 GCC hieas: 4.9 HESRA

Bhi4s 2101 &2, [REZERGHEUTERE, Citrix Workspace M2 7 8 TERIETT:

« GCC4.9 EFMA
« glibcxx 3.4.20 E=EARAE

BhR7s 2209 &2, [REZIERGHEUTERE, Citrix Workspace M AR 7 s TERIZTT:
glibcxx 3.4.25 AESHRA

REMTIE

Citrix Workspace ZA#2F 5 Citrix /= @HFrE 1S TIFhR A9 5% A,

ZRIAEX Citrix =R4EGAHANGER, URTHFAN Citrix 2ELEZFSENSSRA, 1E28F Citrix =R4EamE
A%
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ARs3EREK

StoreFront

« A LUEA Citrix Workspace [z B2 Y i1 2 2 1 FR A iR 25 i@id R 3 48 E1E#0 Citrix Gateway ifinl
StoreFront Rz AEIE:

- StoreFront 1811 &EEhRZS,
- StoreFront 3.12,

o ALEREE TIERT Web #9 Workspace 9 StoreFront, i&MTF Web # Workspace 247 M Web 3
%1881515) StoreFront R AEEHAR, BXUILEBBHIRE], 15205 StoreFront XYM EZ T EE0,
EEAED
EE
iEAF Linux B9 Citrix Workspace M 2R % #p@id I FE—EER HTTPS #1 ICA-over-TLS %%,
o 3+F LAN &%

- {#F3 StoreFront AR5 89 StoreFront &M TF Web & Workspace

o WTFREMITIEERNAMER:

Citrix Gateway 12.0 RE=ERAS
NetScaler Gateway 10.1 XES x4
NetScaler Access Gateway Enterprise Edition 10

Netscaler Access Gateway Enterprise Edition 9.x

Netscaler Access Gateway VPX

B StoreFront z#%1 Citrix Gateway HrAEHIER, ESF StoreFront MAELKER,

Certificates GI#)

EHRBS[NETLIHZBNR2ER, BEAUTIES:

TH (BE®) P WREEMXEZETEZRHIER, APRE XL EARIEBMRTEMERRIES, kR
HEHB TR Citrix Workspace R BERA1E Citrix Fifo

AR

NREEENTEEZEMRES, NEERAZEERNERES, WIIEATREEKK, BARIERRESTE
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AFIRER, NREEFRBRESHES, WEETNAEFELER. BAEEFPIHEBEFERFRERIER.

RIER  NFMANTEHAITEN, SERAERBNRERERR S RKFEE CAEF,.

SHFRIMAFEBIHEN, BE—TEEXREBUDEZNRE CAIER. B5RAEERKR LIRS,

FEAPRELLERIET ZEFEATLS, APKRELRERERIED, ZAEBRIERSIIED LAIEBMEANEEEZ, B
INERT, Citrix Workspace [ BEFZ3F U TIES,

IEH I AL
Class4PCA_G2_v2.pem Verisign Trust Network
Class3PCA_G2_v2.pem Verisign Trust Network
BTCTRoot.pem Baltimore Cyber Trust Root
GTECTGlobalRoot.pem GTE Cyber Trust Global Root
Pcs3ss_v4.pem %8 3 KRHTIEBMANE
GeoTrust_Global_CA.pem GeoTrust
DigiCertGlobalRootCA.pem DigiCert £F1R CA

BEAIES BEMIBATRBR—EAEERSENEZMRSERIED. Citrix Workspace M B2F 2 FHBACAHE
B, BERGIRIEFALNR 2 REEAXLEIES,

A E EEABRMEBNERET, fINEREEAE (SAN) I BHEERSB/EMIIRNIER. HEIEBIEN
BN RIIEBMAEN IS E X LIEF.

BENEBHMMNE Citrix Gateway MRERIEBFEREEFEER, HFFZPEHESKME Citrix Gateway
RS IER. BXER, 158 Citrix Gateway HEFVEIE FEHEF,

IR StoreFront [RE B[ ZIRESFAFERINEBLENTREIES, HEEREREIEPUZFEREA,, BT
WUTHE, SARBEHRM StoreFront AR

1. BIRIRER—1 %1 PEM XM ahE+H,

e

MBHRAIXGT BR . pem BIER, 5FEA openss | SLABFIEIERER . pem XHT EBR,
2. ZEER (@R root):

a) B— =z xxtrE$1E SICAROOT/keystore/intcerts,
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b) &&ETHFETUTHS:
SICAROOT/util/ctx_rehash

BERSSIIEPIIESRE  Citrix Workspace M ABIEFSINT B8 HUARS 233 E B0 SRS,
BERR:
%4 Citrix Workspace R ABREFZHI, EHRIANRSSREMX R BERIEAFIRERES. UTERTEE
BRSNS

o RSB[BHMKAEE BIFHIRIRIED

o RSB[BAMKEEFCIEFIEREES

o RSB[BIAMKECE BIEIHAHTHBIPENES
s RSB[BAMKEEVFERIXEZRIEIES

WIEARSS 2 HET, Citrix Workspace R BEFRERRS S (FMX) REMFIEIESH. 524 Citrix Workspace
B RRFIRE—#, EUSBIBERES S, MREMEBYRAE, EE/FRK.

5 Web % 8ehHEBEBSELL, WHBEBMMIE, 5 Web NABMEIEARBEEHNIVES.
KRS (M%) RE—AERNIES. —AFEMIIEHTELSH Citrix Workspace [BIZRIEZEK.
MBFEERE TXEERIOES, FEAUTREHTESENRIE. KEEEHME Citrix Workspace RS
FIRVIRIES:

. BESEBR

- FEIPIENES

. ROURIES

Citrix Workspace AR RIRIEFIAXEIERREEH B M. ks, Citrix Workspace BRFERBRIEHREE
ERGIRIESR. R Citrix Workspace MARFRSERGIRIES, EEFEK.

BERR:

o RUEERMENMEFTSMRIER, NREFECEAX—FMEENRIESZE, BHERENECEFEREY
BUIRIE R, B30, HEEER N RIEERRSSHEBMIES (DigiCert/GTE CyberTrust Global Root
#1 DigiCert Baltimore Root/Baltimore CyberTrust Root), EELREF&E L, XM MRIERELE
M. EEMEEE, IE—MEBTA (DigiCert Baltimore Root/Baltimore CyberTrust Root).

o NREEMX EERET GTE CyberTrust Global Root E$, Mixtem & LR Citrix Workspace k7
RREFERERK. BEEIEBMANER X UBESIERNRIER. 5EIR, RIEPREASIH,
FRAIEB R NLt,

o RLRRSB[BAMXMRREIRIES, BMEEEEHRRZIL. EMMENEIERMAR{1T.

MRAMKEET U TERBIER, HOTUERUTEE, ZRRIES:
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o BRSEIEFTA
o TBIRRERER

Citrix Workspace M Bi2FEERAXHEMER. CRIERAFIEE LMRIES, R Citrix Workspace R RT1EFH
B —NEIEMIERRIESR, FEWBAME (B0, RmEIRIER) , EEEAT. S, EEERAK. tEBRE Citrix
Workspace M HAEFEIEMFEEER, BREAHF Citrix Workspace B BEFE R T AEMN A SIRIER.

MR AMKEE T LA TFIUES:

o IRSEBBIEBTH

o TBIFRERES

o HIRAIRIES
Web 3145 28 AT sER R B IRAIIRIE . 1B, Citrix Workspace N RREF A2 BIHEIRRIES, EUIEZIGRK,
HUEBMEANMEAZ N FENES. EXMERT, ANXEEMERENES (EFREERIES), Fa0:

o IRSEBIEBTH

o THIFRERES 1

o TBIFRERES 2

BERTR

o REEPMEANMERARIEZHNHREIES. MRFESMRIES, HERBRANRIEBNDERE
EERANRIES, WEALIER, AXMERT, ELEFEERNREIES. FlM, RERANIRIE
# Class 3 Public Primary Certification Authority EEHENEIRZ R EZ M FESES Verisign Class 3
Public Primary Certification Authority - G5, 1852 , #NHREhRABIIRIES Verisign Class 3 Public
Primary Certification Authority - G5 581 f, Zhka<#& & Class 3 Public Primary Certification
Authority, EEMRAMRIEBRERRXEEZHEHES,

o RXEZMHENEBHRIEBEBHEBEMNERERT (MHAWR), EXXELEWFREELEERRNME
EEIF (RE), LLEFEAIUBRZXEZHNPEIERSEENREIES (B9, REIFREIES 2) ROFFE,

WEEAREE (BERIEBHNRIXEZNFENES) :
o BRSSEBIEF A
o RBIFRERES

HRERMXEENEARXXEZNREIESR, FENMXEEFEFIRAERIES:
o BRSSEIEFTA

o TBIRREER
o THIRREZRERES [FHEF]
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FREWX NP KECEIRSS SFIES:
o BRSF|IEF A

EXMIER T, R Citrix Workspace i B2FH R EIFTARIENES, EERHEK.

S 1 SSLEBEMASIEHERE  LLET, Citrix Workspace W ARFREZIFE opt/Citrix/ICACLient/
keystore BERENRFIEBKRRIR, BRFE2EM Citrix MEXMIEENERBERRZ. B2, ENKEEPME
Mg (CA) IEBHRBEERR Linux RITHRIRFIEBEEZER, BEFNXLERFIEREEZ, BHRLAEBRERHEIR
Jopt/Citrix/ICAClient/keystore,

EAhRAH, Citrix Workspace MARFXHEZMRAFIERREZE, TER SSL EEZHNARFIERRE:

"/var/lib/ca-certificates",
"/etc/ssl/certs",
"/system/etc/security/cacerts",
"/usr/local/share/cert",
"/etc/pki/tls/certs",
"/etc/openssl/certs",
"/var/ssl/certs",

ICAROOT() + "/keystore/cacerts"
<!--NeedCopy-->

BT RINWARLINER RSN, FaTbi@idE AuthManConfig. xml XN Certpath FERAME S
INER&R, WTFAR:
<!--Cert bundle file for Selfservice with AuthManLite. -->
<Certfile></Certfile>
<!--Cert folder path for Selfservice with AuthManLite.-->

<Certpath></Certpath>
<!--NeedCopy-->

HIhEEE T B LR RERIEH ENET BF &R, EAT Linux & Citrix Workspace R AEFZ#HF
SSLEENS N RAGIEBRE. WINRELTTEIRINERE,

Workspacecheck

B2 HME workspacecheck. sh £ Citrix Workspace MBIEFZE SN —E9, ZBAEREEHN
RERTHBFERAER, LU Citrix Workspace MREFHEMEINEE, ZAUTFLREGM Utilities
BRH.

iz17 workspacecheck.sh [z

1. 72 Linux i+ ENHITF iR =
2. A cd SICAROOT/util ##% Enter BEMAIREHRHFEM Utilities BR.
3. #A . /workspacecheck. sh LUa{TiZ,
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FEFHIN BREFRER SR

Citrix ZEHNEF BN AEFNRERKIFRPFRMHIE,

ZRRRRENRLN, Citrix 2ITEZNERTEESTAERIFNUARFRIRERAET X, AT HEHBEHX—R
%, Citrix TREEBEREZHEAR I RN AEFHRERFRAIER DD, MRIIEETESFZIFHNBREFN
BIERGEX, Citrix Ra—FSRAE LR,

L. HEMER

November 26, 2023

aTLuEiIE M Citrix Web b (RAbA FE) TENHERZE Citrix Workspace AR

I53E Citrix Workspace B2 AR

BERITUTEBUIE RS L ER Citrix Workspace BB S FihRZs :
1 A EBED.
2. BT T&m%:
34F Debian 34a:

dpkg --1list | grep -i dcaclient
<!--NeedCopy-->

gE

cat /Jopt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy-->

5tF Red Hat ¥i$&2:
rpm -qa | grep -i dicaclient
<!--NeedCopy-->

HE

cat /opt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy—-->

3+F Tarball ZeEa:

cat /opt/Citrix/ICAClient/pkginf/Ver.core.linuxx64
<!--NeedCopy-->
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FrhRik

M Citrix FEDIE FHUTRAE,

Debian #4tE

RIBEHNRERSFRENRE Icaclient B8,
EFRER USB EEM, BIRIEEHIRERFRRENREHF— ctxusb #®tE,
AE:

HBRBEAEE, BHRREERMAN Icaclient M ctxusb K8,

RHEERR S

Debian ##& (Ubuntu. Debian. Linux Mint &)

jcaclient_<version>_amd64.deb BENRSE#F, 64 i x86_64
icaclient_<version>_i386.deb BHBNARSS 2, 32 i x86
jcaclient_<version>_armhf.deb BENRS %%, ARMHF
ctxusb_<version>_amd64.deb USB 4, 64 i x86_64
ctxusb_<version>_i386.deb USB #f48, 32 1L x86
ctxusb_<version>_armhf.deb USB #f4+&, ARM HF

£/ Debian B E#HITRE
WEFM:

PSR EEREMBLENRAER, MRAERED PR,

M Ubuntu E#9 Debian ##FE %% Citrix Workspace MA#EFFE, &7 Ubuntu Software Center friTFFix e
R4,

TR, BR
packagename B AT ERRTRENRE BN E T,

33125 Ubuntu. Debian 8¢ Mint ER&<THAANSGE R EIELS, SR LUEINEXXGNNEHE TEHMN.deb
REBRLZEZNGE, HWREEEREN— 1 HHEEESS, AT THEARLNSLER Y. NREETRNRGEE
&3228, Citrix BiVE#ER gdebi ($17I8),
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AR

£ Ubuntu 20.04.5 AE=RAH, HEWE . deb REEXHES, Snap Store RERFRHITH. hRERF
FAEZFAFRTR. Fib, HAELIRHERHLTHEER gnome-software., gdebi fl synaptics
EHMI R ERFELE Citrix Workspace M B#2F.

EFASTTRERGE, BRITUTERE:
1. LUSH (root) BAREHER.
2. IA—EBED,
3. ERAUTHLZBITRE:
o apt - ERAUTHLSREERKBXRM Citrix Workspace ZAER:

sudo apt 1install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy—-->

ELE USB Bif+a, BETUTH<:!

sudo apt dinstall -f ctxusb_<version>._amd64.deb
<!--NeedCopy-->

« dpkg -1 -fERUTE<$RE Citrix Workspace R 2R :

sudo dpkg -i dcaclient_<version>_amd64.deb
sudo apt-get -f install
<!--NeedCopy—-->

ELE USB e, BETUTH<:!

sudo dpkg -i ctxusb_<version>_amd64.deb
sudo apt-get -f install
<!--NeedCopy-->

« gdebi - AU TH<SRE Citrix Workspace 2R :

gdebi dcaclient_<version>_amd64.deb
<!--NeedCopy-->

ER%E USB BH+8, HETUT®<:

gdebi ctxusb_<version>_amd64.deb
<!--NeedCopy-->

=

=W

ctxusb REBRTED, AFZFER USB EEMIIEE

4. B4 210182, SHBUTRERRT, BERERE App Protection:
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{ Configuring icaclient |
Do you want to install the app protection component ? Warning: You cannot
disable this feature. To disable it, you must uninstall Citrix Workspace app.
For more information, contact your system administrator.

Do you want to install the app protection component ?

no

<0k>

5. &R RMERE App Protection 42,

£ Debian %4 8 E iR %% App Protection 4B HHhxr7 2102 i2, Debian ki Citrix Workspace Rz
FFz#F App Protection I58E.

BIIRREE App Protection B, iEfERE Citrix Workspace MAZF 2 BIMEREITU TaH<:

export DEBIAN_FRONTEND="noninteractive"
<!--NeedCopy-->

sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"
<!--NeedCopy-->

sudo debconf-show +icaclient
<!--NeedCopy-->

sudo apt install -f ./dicaclient_<version>._amd64.deb’

<!--NeedCopy-->

Red Hat #i4-&

RIBEHNRERSFRENRE ICACLient B8,
EFEHEAR USB EE @, BRIBENIZIERFERAREHRERHD— ctxusb #%ta,
AR

NBERBMLEE, FRREZEMERREN Icaclient Ml ctxusb RHEE.
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LARR L=

Redhat & (Redhat. SUSE. Fedora %)

ICAClient-rhel-<version>.x86_64.

rpm
ICAClient-rhel-<version>.i386.rpm

ICAClient-suse—-<version>.x86_64.

rpm
ICAClient-suse-<version>.i386.rpm
ctxusb-<version>.x86_64.rpm

ctxusb-<version>.i386.rpm

BBNARS Z#F, EF Red Hat (&4F Linux VDA), 64 fi
x86_64

BBNERS Z#F, BT Red Hat, 3211 x86
BHBhARSS <, &F SUSE, 64 i x86_64

BHBhARSS X, &F SUSE, 32 i x86
USB #{4&, 64 1i x86_64
USB %8, 32 i x86

AR

SuSE 11 SP3 Full Package (Self-Service Support) RPM #ZtHEEFA.

fEf RPM R 8L 1TRE

NRE7E SUSE LM RPM #{Ea %2t Citrix Workspace MFB12R, 5 YaST 8 Zypper 212, RPM 528
BEERE . rpm RHFE, MNREHDDEBHMRFIIN, NEHIEIR

e

RPM 2+ B E RS A LR MRRH L ER o

« XFEMA SUSE %, 757 OpenSUSE L@ <17 ER zypper install <file name>

TEHALREZR G

« 3 Ff#EMH Red Hat &, i57F Fedora/Red Hat L& yum localinstall <filename>

THHAREZ .

M RPM #ifFE&%E
REFMH:

BRI RRELEMALENRAER, WRAZRED PR,

1. 1&E EPEL =R,

+ =

AR

xF RHEL #1 CentOS, 5% % EPEL Fh#fE,
RE7ZREMTI%RE Linux VDA, BXIARE EPELWER, BSEBRHA,
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2. LU (root) B BHER

3. A EIREO.

4, BETE BN Zypper BITUT =M HRHGENRE,
AR

« ctxusb BRERHE, BEREZRHELUZFHER USB EEM.
« ctxappprotection A&, NHEERE App Protection A4 REZRFE,

3FF SUSE R3k:
« zypper in ICAClient-suse-<version>.x86_64.rpm
« zypper in ctxusb-<version>.x86_64.rpm
« zypper in ctxappprotection-<version>.x86_64.rpm
31F Red Hat =i:
« yum localinstall ICAClient-rhel-<version>.x86_64.rpm

« yum localinstall ctxusb-<version>.x86_64.rpm

« yum localinstall ctxappprotection-<version>.x86_64.rpm

RERINHRHEE  EET Red Hat W&77hk (RHEL. CentOS. Fedora %) =, MREIMATHEIRHES, EHRM

— EPEL 72 G¥4R{S 207 https://docs.fedoraproject.org/en-US/epel/ #k3!) :

requires libwebkitgtk-1.0.s0.0"

Tarball ##4a

RIEEHR ARG RENTETENEF—MREE,

LARR L= AES

Tarballs (&R FEMLITHRAHIRNI AR L)

linuxx64-<version>.tar.gz 64 1iI Intel
linuxx86-<version>.tar.gz 32 1i Intel
linuxarmhf-<version>.tar.gz ARM HF
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AR
c MMREHENRENME, BEM tarball Zi-@ %% Citrix Workspace N, MNREEEHRET[AH
EHHRHE, BM Debian R4-E3E RPM R-@ Rz Citrix Workspace A 2R

o BENEHEBENITEN LERRMARNEES Z. MRHITIIRE, ETRSBIHREENAFELAN
Th.

£/ tarball RFE#HITRE
AR
tarball REBRPITERBINICE, BARREKHT. ENHNPIERFIE RFEKBIN,
1 A RBED.
2. % .tar.gz XHEHNABRRRE—T=ERP. fld, BA: tar xvfz packagename.tar.gz,
3. A . /setupwfc #i#% Enter BiaiTRERER
4, EZERIME 1 (R Citrix Workspace M B1ER) , S5 Enter #,

5. BANFIEREBRNBREMEMN, A5 Enter B, 3E, & Enter BERIAMIBE L Citrix Workspace [z
AiERF.

R (1R) APRBHAREBRA /opt/Citrix/ICACLient,

IESNAPMNBIALER RN SHOME/ICACLient/platform, platform RR4HITREMIZIERS
ERRIRRIRET, B, SHOME/ICACLlient/linuxx86 &% Linux/x86 F4&).

AR
MRIEE TIERIAMLE, 57 SHOME/ .profile 5 SHOME/ .bash\\_profile # SICA-
ROOT g E iz E.

6. ROURTMSIRIFR, B y Hi% Enter &,

7. AILLERR T Citrix Workspace M AREFEREIEHNREIFET, RESEBE— P REET, AP
MeEED Citrix Workspace R BIEF, BERTA FEA Y UWBHER,

8. MRZBIBRE GStreamer, MALUEREER GStreamer 5 Citrix Workspace MAREFERK,
REEXHF HDX MediaStream Zi#&mMiE, Ei§ Citrix Workspace i B1EFS GStreamer £k, &7
BT TEA Yo

AR

HEREFE L, Mtarball M BREFFPHESSHALAERTES KDE 1 GNOME £/E T B LM,
BEURNMA gstreamer-0.10 BS S HINLL R, NRBRILIR, FLIELREHE (EA ctri+c B) His
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78 gst-inspect-0.10 -- gst-disable-registry-fork --version, iz
TESLE, JUERERIRMNER FEHIET tarball &,

9. MNRLUSFI (root) BFRBHESR, HEEN Citrix Virtual Apps and Desktops & Citrix DaaS (MEi#RH
Citrix Virtual Apps and Desktops iR53) ME %% VDI MABEF RS USB %, TR PRy AR
USB %1%,

AR
NRFRBLUFAF (root) BHER, WRERUTESHE:

“USB support can’ t be installed by non-root users. Run the installer as root to access this
install option. (USB %#FAH3F root AF&%E, L root AR BHEITRERRF, LUARLtREE
I,

10. RERHE, TREXBFERET. BRERERERF, BHRA 3 HiZ Enter i,

ENE

HIEHIEL 2 ICAROOT REBEAFFHHNRZEE R, EFNBAFPHNRINREERA SHOME/ICACLient/
platform.platform Z 22 R4 LEMRIERAEMBIIFIRA, Fla0, SHOME /ICACLlient/1inuxx86
R Linux/x86 &, AR RERINGEER /opt/Citrix/ICACLient,

&E:
o ZBE#F Citrix Workspace MR, BAUSHITLZENAFHERNAR ENER.

- % Citrix Workspace B2, AlaEf~=Bnhfiik SHOME/ . local/share/webkitgtk
B HREE . AR AR FohfiffX LB M

7£ tarball # ¢ L E1#; Citrix Workspace N Ei2F

1. 8 SICAROOT/setupwfc #i#% Enter BiE{TRERR,
2. EMRREF, BRA 2 7% Enter &,

7 Debian/Ubuntu i2ER 41 Citrix Workspace M BiEF

1. fTA—MEIREO.
2. ERAUTHLZ—BITRE:

sudo apt remove icaclient -y
<!--NeedCopy-->
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sudo apt autoremove -y
<!--NeedCopy-->

HqE,

sudo apt remove icaclient -y
<!--NeedCopy—-->

sudo apt purge qdcaclient -y
<!--NeedCopy-->
AR

Tt o] UERIRIER SR E T AR Debian R4,

72 Fedora/RHEL/CentOS i&F R4 EN#; Citrix Workspace M ABEF

1 TR RmEO.
2. FRUTHS

BITRE:

yum remove ‘icaclient -y
<!--NeedCopy-->

=r

AR

BRI LUIERIRF R AR E T ARG RPM &,

I Citrix Workspace MABREFHEEEEM. BXF4ER, ESREWIE Citrix Workspace 52 Bk ZS 28
7o

B

7£8 5 Citrix Workspace NBEF 281, BRIERZLHRERN Citrix Workspace MABEFHNZHAIRAS, B Xxi¥4E
B, B8 WIE Citrix Workspace [z Bi2FE8IRRZ<ER 9o

EF BB Citrix Workspace R B1ER, iBM Citrix TETHEHRERHM Citrix Workspace N B 2.
WFREIRE, EOLUIRRUTRES D PRI BHITIRE:

« Debian %41
« Red Hat #4-£2
o Tarball #%#&

IMRENFRFHRRET Citrix Workspace LR, RASKNRERNARER, HERIRNNRE, B2, WF
Tarball B8, EIBUTHR: BE—INEXPLETRERFINEZARER, 5 MXHXPRET BRHFRA
HNAEERF. EXMELT, BHNRADITEFER MR AER.
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Citrix Workspace FREMERIERENNARZFN. ENNURNEHERRENBRZFN, PHART U4
£:&/ Citrix Workspace R, SERETHESUTHRESHMEE,

NAEIERE

January 31,2024
BNB—NBENH, AEEEFAERERT Linux 89 Citrix Workspace B B1ER.

TR G RER Citrix Workspace M ARFIZFIMRZAS. BXFMES, BHSRKIE Citrix Workspace [ZF
EFBIRRASEB S

N BB S

NABEFBATANNAEFNRSERSE—MIE. —MHAAAIURAES TNABEHREZTEENAEEZE
g, ERRRHOSMEENZRMIZENNARBIE URL, aTLGEE Citrix Workspace 2R 1A LR A&
[Eo

BXNABERNFEES, BS5 StoreFront i,

N R ERY SR

A7 Citrix Workspace N B2FEHaRN L TR ARERE !

» Workspace
 StoreFront

« Citrix Gateway MW E&EE
o BEX Web MAE®EE

Workspace

Citrix Workspace 2— M EF =MV HABEE, f@IEMAREENEhReF—MIFRNARERF. KENNE
(BR). XLEZFAIUZ Citrix DaaS. NBNAERF. AN AZEF. SaasS # Web [ Ai2R UK 528 R F
BF. BXFAES, E2H Citrix Workspace i,

StoreFront

StoreFront 27tV A EN BER, §3 B8 Citrix Virtual Apps and Desktops iR N BIEFMESERE
-1 TFRAFERNEAEEF.

BXEMER, HE StoreFront 34,
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BT Linux & Citrix Workspace M REF

Citrix Gateway W A®E

1% Citrix Gateway & AR IFRHF MAIZBRILINERHITIERE, FI70, M Internet IR MBERITIEZENAF,

BEX Web [AEE

H 2203 2, &AM Citrix Workspace R R2FIFRIRALNEENX Web MARE.
EFAIThEE, W2 Global App Configuration Service TJA, NERITUTERE:

BHEEXIFESHEEX Web RAREERNE Global App Configuration Service 4 iFifias URL Fi&ke, &
miEsiEENX Web RAKERE, &7 Citrix Workspace M ARZFHFINKF REPRMHMEEX Web RZARE URL

TRt BENX Web MABEEZEARY Workspace M AR &EOPITH.
BEXNBRLEAFEE Web MBS URL iF4HE S, #2801 Global App Configuration Service,

AR

BEX Web NABERXE “BELEREREHRE" Wk,

EMFREENX Web RABE, BHEWKR > FNSBERKS, EFEAEX Web RABE URL, RAEREMHER.
ERR&ESY, B4FE AuthManConfig. xml XrhEEBEEX Web MAREE. BEAZEHAER:
1. 812 SICAROOT/config/AuthManConfig.xml BE&EXfH-
2. AT %B:
<key>AppConfigEnabled</key>

<value>true</value>
<!--NeedCopy-->

EFEAIThEE, 302R Global App Configuration Service RAIH, MIERTUTERE:
HITATEEEENR:
1. 8417 $SICAROOT /config/AuthManConfig.xml BEEX%,
2. HMUT%E:
<key>AppConfigEnabled</key>

<value>false</value>
<!--NeedCopy-->

3. BEUTARFMBEENX Web BB EXAEERN URL 5k,
<AllowedWebStoreCache>
<value><URL1></value>
<value><URL2></value>

<value>....</value>
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</AllowedWebStoreCache>
<!--NeedCopy-->
pE=

[eextEEN Web ABEER AuthManConfig. xml X#h5IHAY URL, AIAEZENEENX Web [
AEER AuthManConfig. xml e maERsMY URL,

BN ARE URL 7% Citrix Workspace N BiEFT

ERILMER T A ER AP R R EMSENN BREFFENKAER

s MAFREFFHRANKFER
o BEEETRFEFNEHLMN
o @3 CLI AN AEE

mAFREEFHRANKFER

Fith% % Citrix Workspace ARG, YEERBHZNAERFN, BETUTER. AFREEHNBFHRA I
SARS SR A BRI AIEF K E. ARANTIKFRIFAERE, Citrix Workspace AR RBEIRIIEERE,
NRLWIERTI, Citrix Workspace AR ERTAF ERIZIKF

Citrix Workspace - &

Add Account

Enter your work email or server address provided by your IT
department.

Cancel

BEAFRBFHREKS, BSONRERIHENKENNBEFMENES.

« EiE#5 Workspace AENE, it Workspace URL.

o EEiZE StoreFront ABE, BRMEIZRSES(HM URL, #lg0: https://servername.company
.com,

- E@ET Citrix Gateway #17i&#, EmAFREME Citrix Gateway WR£REH S,

A ENET B FHANaAN

EIAERI LAFE Citrix Workspace R 2R IR IEERI R FEbithht, LIBENAIS B FEp At XREX MR AR S, 40
REEZIMEEXBHNARE, NRIMERT, Global App Configuration Service iR[E1#9 55— 5z B & &G A0
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NEENAEE. WERE, AFRARER LR E M FEREE,
ERRAILINEE, BRITIUA TR
1. &= SICAROOT/config/AuthManConfig.xml X%,
2. BUTHRBEIRER false,

<key>AppConfigEnabled</key>
<value>false</value>
<!--NeedCopy-->

@i CLI AR A s

UEERSMERSSTIEAOREEAT Linux 9 Citrix Workspace MR

BXIFMER, ES% Storebrowse 249,

®E

AIUTHRERGE, BEXEE, Aa%% Citrix Workspace 2R
arlEeg Citrix Workspace ARFREBHANE, RREMITEXLXH,

1. % Citrix Workspace L AR FRHEAXHRBRAIN -1 ZTBRHP. ZRGEBXHENEMA plat-
form.major.minor.release.build.tar.gz (5l #1, Linux/x86 F & M 8 X % A Linuxx86-<
version>.tar.gz),

2. RIBFEEX Citrix Workspace ARFRHE, 90, AT TLS HRIELUERIEBMAE N9 A HIE
B, XA2i0E Citrix Workspace B EFRENARED .

3. {TAXMH PkgID,
4. BT, UETREEREBEHR:
MODIFIED=traceinfo
Hrp traceinfo BiERERAMEHREEHIE S,
5. REHXFZ M.
6. IFZMGaHFIE platform/platform.psf (g0, Linux/x86 F&EFIFRHA linuxx86/linuxx86.psf).

7. BN GEXHTIRIARRISIRGSFAIMEENR, NAER, WARSSHETEMREENEIER. BRI
BREEMEAEEAXHIARDN, HERRNBRGEERAXGRINGNT. REEXHTIRPBTISF7:
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o XfFRE
o X
o FRMHE (BEIREN cor)
o MR
. FREE
)
o K/
8. REHXHIEX o

9. £/ tar < EMIEE Citrix Workspace BREFRMHEXH, fldl, tar czf ../newpackage.
tar.gz *, Hef newpackagez J#f Citrix Workspace S B XA T,

R webkit %

iEATF Linux B9 Citrix Workspace i E#2FEZ libwebkit2gtk (2.16.6+).

libwebkit2gtk EEUTHE:

« BT Ul E38, webkit2gtk SXIBNBEEMINAERD. £/ webkit2gtk iRz 2.24 RESIRAIRENE
&R YouTube SME &K,

+ webkit2gtk kit 2.16.6 RESARA L T B RAW UK E RETHRAIBTIE,

o ZNAERFSEHE Linux RITHRZRBMEL, HRHESEHH webkit 28,

AR
webkit2gtk TEELE Linux ZITHRFARETAE. BEERERUTEMERRRA X!

« 7£%% Citrix Workspace A 2R 1906 Z &1, MIRIIE webkit2gtk,
o BohEHF webkit2gtk 2.16.6 SAESAHR Linux K1THREVE Sk,

=)

AU ELRIHRTH FIMEh—fS N EmifEREsh Citrix Workspace RMBERF.
HREFETE ICAROOT IRENIERALRGHNLZEE R,
'

TFHEARERTM Web P %L, WREATEA tarball B9%E, ARFERTHAREBBRSER
SIS

KRIRHRTRTT

BHELRIRRRA B Citrix Workspace MB#EF, 15!
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1. X /opt/Citrix/ICAClient/selfservice

2. ¥R Enter 8 (Hrh Jopt/Citrix/ICAClient %% 7T Citrix Workspace MARRFHNER).
Do you accept the EULA? (&2FE#ES EULA?) SHEERERIH M.

Citrix Workspace - &

Do you accept the EULA?

CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms
of service covering the Citrix product(s) and/or service(s) with
which you will be using this component. This component is
licensed For use only with such Citrix product(s) and/or
service(s).

CTX_code EP_T_A10352779

Cancel Accept

3. BERESMERIIN AR,
AR

REBEREFEXiFEERT Linux 89 Citrix Workspace W B2, 42 E~ Do you accept the
EULA? (8R&E#E= EULA?) SHEME,

Linux £&

AR SRS M EmIFE R Citrix Workspace R ERF.

ERERmEP, oM Fs Citrix Workspace B B#ER. Linux B9&1ThkasRE, Citrix Workspace R F#2
FFRRTERI R B RE,

7£ Ubuntu £, Citrix Workspace MWBEFERERMNT:
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Q citrid

g

Citrix Workspace

BIEI

ERBEEIAM, EHRE Citrix Workspace ARRFFEPNERT, EOLUTHUTRSA:

s RENETAN
o EERIAENNAEFNKE
o BEXHMIREHRNR

B

B SEMNABRER, BFEAA Citrix Virtual Apps and Desktops = Citrix DaaS (I#1#rA Citrix Virtual
Apps and Desktops iR3) Mk, Ak, &89 T HARLZFARATESEREIE— MK ZHNE Citrix Workspace
. REFRESERE AT E KA EREM Citrix Gateway 3§ Access Gateway ARz 25, F = LAM Citrix Workspace
HRRIBRIK P

1. EEERITCHEERNIKATIE L, RITUTEREZ—:

o BRMKF, BRERM. BEE5RAEESKAURNESEER,
o EENIKPEANNABERNFAEE (BINRGAMX), B8 ERE.
o ZBRIKF, BREMER.

2. BRERE LARTAHITRE. HIUETRE, miRSSHITHHIIE.

KEET
ALUEARKRENBIRRELETRE (2FRR), EAKARE, HEERINEAPETR (FOEN),

o EEETOHEENENRE L, EAKEERMENETIER MR

ERAAI LU= A Desktop Viewer T B AEGHSEHR SN ZESIENETOERES.
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Desktop Viewer

TR A REENREN S XN ERATEZE R A NFREM BV FERNEEUTRE,

LEAPEESHENSAERERN, &R Desktop Viewer, APMEMSEIUREAGHNENEE, WAUEH
ERNEARE. EXMiFEERT, Desktop Viewer TEEGEAFBAETOMSEEOS2RSIETOZELY
#f, BENERERENEZERESE. APAUERE—AFi&E LHZA Citrix Virtual Apps and Desktops =
Citrix DaaS EEFERERIEZ A URERZ N SE@, RETATFRIMFIERERIE. K& Ctrl+Alt+Del 51,
MR AR MSIE SR S EE A RIS,

# Ctrl+Alt+Break i§1E# 1 &S O+ £ Desktop Viewer T 22 #%4H,

BohENEERIE
Citrix Workspace [z B2 Al U EFEE I A SN SEMNAERF. Fl0, MERELERET,

o EERIGHEENENNE L, SREMEENAREFNKER—NED,

IR 1

ENRENNAEFFEIHRENRE LS, ATLUEHIERR ERREE,
1. EERITCHEENXEIRRNE L, EE—RIFVIREIEE, ARERU TRz —:

o B5 - AV RESNBEFIRIE S NAHI M,
3% - AT RERNARFRIERENFM M,
o TIRRNIR - FAVFRENABEZFHRAE .
o BREWIE - BRFEBNBIEF IR A BT EER.

2. BEAM, EEME, AREE—1ERGEIRIIERNER.

s g SN
BIREXRNEMEREK, AIUERENREENAIEFHREHAME 7 NS MERENASE
EEETOHEENZ e N ME RGN TE L, SR TERZ—:

o EARNZRXMMEREN - ATFRERNABEFERZRNANER G
o MEARNZRRNAMEBEN - FAVFRE N AEFERAZRNMEZ RGN,
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Flash Player

AILUESRR Flash RBEMNETAR. kRBEEE Flash Player 1 87R, HEEWM. shEfBERF:

EEETXHEER Flash A L, #EFEUTRDTZ—:

o MAURR - REBHRRE, BrgsRRReMN,
o« FMUURTE - REEFBRREEFRERR 2N,
o BREBWIF) - RET Flash AEREBIRT.

R

i@ig Citrix Workspace N AB#ERF, ARAINZStBEARENEEMNNAER, URREEER Windows.
Web f12R4EIRSS (SaaS) MAERF. aJLu@ Citrix StoreFront siif@is Web Interface I7ZMIA Web TTEEIE
RBFIsE.

£/ Citrix Workspace Ul & 2235

Citrix Workspace AR ERIRIBAFA WK IEE (B1, AP EEIINRSSS) Uk Citrix Virtual Apps and
Desktops =¢ Citrix DaaS € RARENSEE AP A ANENKEMYARERF. AUFEREXR > kP REiLE
StoreFront fk$38389 URL, SENRECE T E T B FHMERINKA AT, MBI N B FRpEALETERE,

e

WNR 7 StoreFront fRS5 28 EMNZ NN ABEEERAERNE, WELRMBFRERES, HENBHEHENS
FREURFEFMIARE. 33F Citrix Workspace AR, HERMNARBE URL HM—1RRZNAEE,

ERIENVABER, BPRSBEERUTERR: WEX. SENLARERF. ERIR1E, BREENHNER. E
B R AR N EAR, 158 EZERS A RIFAE S SRR N B R

REERRE

AT A Citrix Workspace M B2 5 Citrix Virtual Apps and Desktops g Citrix DaaS BR$38s 2 B fiE A B
RLERINRE, IBHE, FAIUASMEREXEIRE,

EREESMBAFRNESNIRITTERESES, BXA ‘AR —AEANTHAFRESSEERRIITHES MUK S,
MEB LTINS BREIE R IR

& Citrix Workspace M BiEF 1 LK EH N HEFERE, BIZT SIRSS/INERE. Lih, FalMd
5k Web % 2841 &
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fFEAH<1T8IEZ Program Neighborhood = StoreFront [RE2880iEHE HERMH:
MR ARIEST Citrix Workspace ZARZFME REMN. MEXE, EEAUTHSHITRM:

./Jutil/storebrowse —--addstore \<store URL\>
<!--NeedCopy--> " °

1. FREEEINRERTAEFNE— D, 1t ID ATEUTHSZ—HRINITHSIANE— P F R H:
SRS SR EHFE R EMN BER:

./util/storebrowse -E <store URL>
<!--NeedCopy-->

o FIHEEITTHANSEMNARER:

.Jutil/storebrowse -S <store URL>
<!--NeedCopy—-->

2. BITUTHSUBHRESNARER:

./util/storebrowse - L <desktop or application ID> <store URL>
<!--NeedCopy-->

MRELFEREIRS R, WAEFEREERRIRRSSFUER SOCKS KBFHH. EXFAES, BSH
RIERARSS 286

M Web 553 6I2%ERE M Web XEBEERHMRIENEEESERELENEDINT, AFFEESMHRRIREEEM
BERY, Eit, JREEFHHITREERSE,

MBEFsh Firefox. Mozilla 2 Chrome i&E& .mailcap M MIME X, EFERAUTXEHER, BEidXLEE
2, . ICA %=z Citrix Workspace RABEF AT wiica. BFEREMNEE, EHERES0N K288
&

1. BT TR LS Citrix Workspace MARRFHIFERER R, MRLEIEBRIAMIE, NoTsERENR
ICAROOT Mg &, el AR < MitER
xdg-mime query default application/x-ica, #JRE “wfica.desktop”s
export ICAROOT=/opt/Citrix/ICAClient

xdg-icon-resource install --size 64 $ICAROOT/icons/000_Receiver_64
.png Citrix Workspace app

xdg-mime default wfica.desktop application/x-1ica

xdg-mime default new_store.desktop application/vnd.citrix.receiver
.configure
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2. ol B B X /etc/xdg/mimeapps.list (@@ &2 R % %) = SHOME/.local/share/
applications/mimeapps.list (mimeapps.list)., & X #& 8 FF 3k &% F K [Default
Applications], ERUTREA:

application/x-ica=wfica.desktop;
application/vnd.citrix.receiver.configure=new_store.desktop;
TRIBEREEH “BiEW /| “UARERF RBERELEE Firefox.

tF “Citrix ICAREXHRND”, 1EiEEF:

« THz&dr “Citrix Workspace RA2F Engine (2R3A)”
HE

o “ERHEM--", REEEREXMH /usr/share/applications/wfica.desktop (@ Citrix Workspace [
AEFNEER R

gE

« SHOME/.local/share/applications/wfica.desktop (ERIFEEZRE),

EEPO

BAAUERERFOERRLEDNNER, KRR — M FEERNE~NRHETR, BdEITR, BAMEERAILL
IR EEISEA R EEH TR RIS H AR M INEE, EEEPOHR, BRAUBI U T EERERE:

s XHINAERF.

o EHERIE EPBRERIEHXAERFITANNEERF.

o NZEHREASE. P BREFXATMITANNBEFNER THASRSS[OEEERE (FIFRSHEE
FTEMTFFERER XHN BER) o

o ERERGRITRE.

EEEE EEREEPOEERERE, BRITUTERE:
1. 7£ Citrix Workspace [ AiEFSEHR, BHEEFR D,
LB R RIARSS 28 4 5 B BRI =i
2. BUTUT#RMEZ—:

o EERIRSER. BIERSUESH, BEEHEM.
o EE—NNABER, XFAREN.
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R P SRS 5RINAE

LIET, IRBRBATLUM Desktop Viewer BIEEBHET 1 E,

BhR7 2106 2, REXPRSEYRSEG—RET. WE, FHPamesut, UESAH Citrix Workspace #y5h
MRFF— o HLIERINEER HREMFHTER KL,

Acc&ﬁnt Settings
Refresh

About Citrix Workspace
Accounts

Log Out

=

AR

BANERT, LhERIhEEE=IIEFM Citrix Workspace R FE2FHRZS 2106 Figfit,

EUNRE A IBFIUINL, BRITATRE:

S#2l SICAROOT /config/AuthManConfig.xml ##& WebUISettings W{&EIZEH False,

Rz FRE R AR50
January 31, 2024

KEABNBUATARE:

o NABREFEIED
o HEWERNI AT

AZEE SR =Pran

January 31,2024
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®E
[Gh=eets
BEENSRIGERANEAMNIZE, ATLUEK Citrix Workspace MBEFMNEEX 4, XEREXHES R wTica

BEIEIREY, B LARIER BV E S SE MR R R B & o

MRBATREHRE, WrARZERNARIE, MIFMEENSE. HIKRETERSSBIIEBKETRE XA HFEB
B

AINRE

MREEFRA Citrix Workspace R BEF AP HEIAME, EEHR SICAROOT /config BRFM module.
ini BEEXH.

=3

AR

R ATI\\_Regions.ini dMENLERENFEME, WASER module. ini SrZZENE,
ATT\\_Regions.ini ®pENLLESEST module. ini hHE,

RIRS

R SHOME/ . ICACLient/wfclient.ini F&E#%E, wfica @ EH SICAROOT /config/
wfclient.template #T8IE, BEULERHEY, FrdrEBUERARIFRE Citrix Workspace [ Ri2RFH
Fo

BFigE

ENAFRNAREEN, BEBMRAFM SHOME/ .ICAClient BRI wfclient. ini X, 32 HHHG
BN AT ZB P EREE,

WIFECEXH%E

BRI wfclient.ini fMEENME, EE ALL\\_Regions.ini PEEAIFHERSIETEE,

MRIEE—ME, WIEFERZME, SHOME/.ICACLient/ALL\\_Regions.ini XA LATERSB/IVE
SICAROOT/config/ALL\\_Regions.inixX#i&BMETEEE, BFRREHEMRERS,

AR

Fwfclient. ini PigEMNERLELESTE module. ini FHE,
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28
BRI HNSHIMRAZIZT T DH. SMEOMUESHEENBNAL, ERBTE—ANSY; fid, 3K
M\ [ClientDrive\] 5&FimiRzn2est (CDM) Hx.

FMRIERBEE, BNRBSAEARRINSHIEERIAE. NMRENSHREFEEREEE, WEBMNAEMIAE. F,
g InitialProgram 2%ER—1%S (=), BREMEMFE. EIRER, BRARINME ERERETE

F)o

Rk

ATL\\_Regions.ini XHEEEMXHETLUEEN S, CoRHSHNERERHITSHE,
ST AEERIERE, BRUTIRFEENS G
1. ALT\\_Regions.ini - kXHFhaEEES U TXHFHE:

o EEM . ICAXH
« wfclient.ini

2. module.ini-wWREK%E ALL\\_Regions.ini. &&E .ICAXFH wfclient.ini $Fig&E
&, NERLLXGTHNE, B2, XEERZALL\\_Regions. in1 & BEHRE,

MBEEPERSCHEPEARIZEE, WIEER Citrix Workspace M BEEFREHHEIAE,
AE:

WRERRFEFEGIMER. H, BFRLERA, RBaZIMwfclient. ini FREELE,

EMZFERPERZEEX AP REFFH

BHAiR4s 2109 k2, Citrix Workspace BZBREFESINT —MNMEM, ZEW A B FEMEERBHINA P REBEF TSR
IAMLIERIRIR, RBLLAFRBEFRFERIER, ERIURENAEEMEZIER, HEATFEUERRBREIREN
IR

AR

- ItkThEETE Citrix Workspace FREFMEEBERZ X, Itoh, x86. x64 1 ARMHF 2% 25198,

EAEXARAEFHR, BRITUTERE:

1. #% SICAROOT/config/AuthManConfig.xml BExf#.
2. BEFMIIUTEEH:
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<UserAgentSuffix> </UserAgentSuffix>
EBEXEHRERE App # Version TRl
<UserAgentSuffix>App/AppVersion </UserAgentSuffix>
WMREZFI App 1 AppVersion, ERERIAT (/) #1THMR.
o MRMLFERFKBEETF Ul 89 Citrix Workspace MA1ER, MU THAPREEEREMSEIERF:
CWAWEBVIEW/CWAVersion App/AppVersion
o MEMLZIERFTKBEET Ul 89 Citrix Workspace MARERF, MU THARIEEEREMZIERS:
CWA/CWAVersion App/AppVersion
&

« N8 %k1E UserAgentSuffix FRFEKREZRM AppVersion, MHEEMLIER I Citrix Workspace
[z FRf2FEhR Ao
« EFiEE AuthManagerDaemon 1 ServiceRecord UfEESAEM.

Xk
EERHFRXHREER

Flt E X, RASMAFPRER MR EE:

« APK “RE" X%k
o BPE ‘XY Xtk (7 Windows XP sy “Fa9sid”)

BIRHXHREER, LEBEERFRNEHRXERNMUE, FHib, XEXHRERENRSBLBENRSRHECE
PRFEEFE. WMBAEREREATERER, fINESSHARERTERSH[ZFHRSEN, WFETFR@OE
BIFLE (ELETRES, ARAUTUERITRES MRS F[IPHRSSE) , BAXEREER/LFFEER.

ERBRGXHREER, FRITUTIRE:

BEITE module.ini XHHEIRRBERBARHRXEREER, AGRINTATEEXHRMUE:
1. S#13 SICAROOT/config/module.ini Xt
2. 5% E [ClientDrive] SO HRMUTRER:

SFRAllowed=True
<!--NeedCopy—-->

3. &% SHOME/ .ICAClient/wfclient.ini 3.

4. EHE [WFClient] S9HIEBUTERE:
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DocumentsFolder=documents
DesktopFolder=desktop
<!--NeedCopy-->

Hrh documents 1 desktop 73 UNIX X%, SEESFIBERFHN X 1 “SH XHXHNERNT
EREZ. fgn:
DesktopFolder = SHOME/.ICAClient/desktop

o AIUEBRRTPNERSSIEENFEEE, fl70 SHOME,

o AXMIBEIEEE,

« BENERSMTBIEFHIGEMRNER, B, %ERVIEBHNHNE P IHIRERNFHTR.

o A C XEAMNIREHEEER o

SRR B4R

January 31,2024

EP{&REITR (CEIP)

&=k 6 iEA BITBEMHTA?

FoE I fEFRAHUE Citrix ®P A&+ (CEIP) X te#dBa#EEh Citrix #25 Citrix
EAT Linux B9 Citrix Workspace  Workspace M REFHERE. A%
RRREFWEREMERLIE, H8  MM4EEE.
EhiGEE&1%x5 Google Analytics,

Htiz 2

Citrix $#z8 &5 Citrix BTN AR ZFRBIBER IR, tbsbh, ERE Citrix Trust Center (Citrix 5EHL) ER
489 Citrix Services Security Exhibit (Citrix REZ£MER) FHIEEARITEFITHRIP.

Citrix &£/ Google Analytics M Citrix Workspace [ B2 IR E & 3iEEN CEIP M—& 5. EAUES
Google nfashiEy Google Analytics UgEErI%E,

bk Citrix #1 Google Analytics £3% CEIP #. X FiLthEzh, 4 Google Analytics WEMEIRBE— MM, %
HIBEUTIOMEZNRIEHA ™ TR BERITUUTIRIELUERRM Citrix #1 Google Analytics %% CEIP #u&:

1. 815 <ICAROOT>/config/module. ini xfsH4= CEIP #6453
2. #EBEB EnableCeip #¥HIREN Disable,
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} =r

AR
¥ EnableCeip ZfiigEHN Disable &, EAIUEZRA%Z Google Analytics WM RER ™ CEIP iR
TR, XEHIBETRZISRIERSIMAF Workspace R AREFRA. FIIRE, ESMEIUTHOHIRIER
WG EE:

fii: <ICAROOT>/config/module.ini

Z4: GoogleAnalytics

%B8: DisableHeartBeat

{&: True

AR

FeHARE (EU). BUMEFX (EEA). ImEHMEE (UK) B98P RERIE.

Google Analytics Waser94sE CEIP Bt R EiE:

1BIERGRA ™ Workspace MR#EFhA [NARFEEM Workspace MBEFIES
RIEBIF# IFERhRA WHTE R FAmEIERE

Citrix Virtual Apps and ~ B41IiEEE EREIN A BRANBEEMIIEEEA
Desktops iERNRE B

EERLFAER App Protection &2 &

%#5 NetScaler [ A#EF 4% (NSAP) EHEE

IURIER SR TR HEY NSAP EHLEETIAER 2006 MRET2Z R 5. FiE HDX Insight #iE5T 2k E NSAP &
MBEHUKRERESNRE. LA ERET ENAY REMIELE. NSAP EMNEERINETFEARS. EREER,
A7 module.ini 3xfH1i VDNSAP #7& NSAP=0ff,

BXEHMER, ES 1 Linux Virtual Delivery Agent sx#er iy HDX Insight #1 Citrix Application Delivery
Management fRSs %89 HDX Insights

2 #% Citrix Analytics

Bk 2006 2, Citrix Workspace 2R E# 7 NEM XIS 28 B89 ICA 2iEFEIEZ S Citrix Analytics Ak

o
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A% Citrix Analytics IAEAILLE BHIFAES, BESIAMEEEN EENEZEA Virtual Apps and Desktops FIE BhiE

iEAF Linux 89 Citrix Workspace R AEFELIRN, AIfEzNBiEFmLEERHNReMmEAEERmE Citrix
Analytics, BAE, #1E Citrix Analytics lRE 28 L3 rFIEMEEE. B% Citrix Analytics Hi¥E 8, EE8E
Citrix Analytics.

Z2EMSHINIE

January 31, 2024
EBAIBNBUTHE:
. T2l
. R2BIE
o SHKIE

g ks

January 31,2024

App Protection
AR

App Protection SE&Ed Xy B MR ERAFARINRENILERIETT. HBEKFEN AP ERZ BEHRRRIR
T, IIEERLEE App Protection REEEERI L WHEXMEARETARMRIF. B2, BERER
SHRR, BREEMCRBENHAZETERESEN. BARNSASRFFFRXE R, BRIILERIEER
EEEMARZE TR ET BRI

App Protection 2—HinzhaE, AR Citrix Virtual Apps and Desktops BHR{#18RM T 21, ZINRER
H T EP RS RECSNREEREERMGEMEES. App Protection afA Lt BRE F EBRH A A EIEMSRE
BENZRER. ZWEEABLLAFNRGERIFSREURERREICRBBENFTIARRESR.

/i
« f#£/ tarball. Debian #1 Red Hat Package Manager (RPM) 3@ %% Citrix Workspace [z 72

RSzt IR, Ib4h, x64 F1 ARMHF 2H—S 3R,
« ItkThaE7E Citrix Virtual Apps and Desktops Mt ZBE 15, o, 723 Citrix Virtual Apps
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and Desktops fR$55 StoreFront & FERAMNIES,

App Protection ThaEERE/EFAIIEAR S 28 L REMIINIFAIIE. EXMETE Citrix Virtual Desktops ¥, %
FAMiEAER, B35 Citrix Virtual Apps and Desktops FREE LS

BhR4s 2108 i€, App Protection ThEEEI B2 21EMH. App Protection HgEX i AREFNKESIE, HERIA
ATFEARSE. B, B4HE AuthManConfig. xml X#HEE App Protection ThaE, A REX BHIGIEERE
221 BB ARS IR RE S A RINEE.

BAARANE, EAILE Mozilla Firefox iz{THAIEIM Citrix Workspace B Bi2F B2 RIPHIE R,
NEFM:
App Protection ThEERIE & LU FRERS UK Gnome Display Manager:

+ 64 fi Ubuntu 18.04. Ubuntu 20.04 #1 Ubuntu 22.04

64 fif Debian 9 #1 Debian 10

« 64 fif CentOS 7

o 641 RHEL7

« ARMHF 32 {if Raspberry Pi OS (&7F Debian 10 (buster))

+ ARM64 Raspberry Pi OS (&7F Debian 11 (bullseye))
AR
nREERE Citrix Workspace ZAEFEF 2204 hik, App Protection Thag R #EMA glibc 2.34
HEBARAHIRIER S
NREFEM glibc 2.34 RESRAWIRIERFADLERBAT App Protection ZhgE#y Citrix Workspace k2
BiER, BRMERASISEENBNRAANTTRESEK,. EMRERSGSISRKEITIREG, EHRITUTERERE:

o ENRERERS. B2, BITAIIFEER glibc 2.34 EShAHIZIER S B A App Protection
Ihdk.

o BERERGZMEEN, ARFERKIEREZ Citrix Workspace MBERF-

o EBILHRERFAHTIG, HMNBRERFZTME rm —rf /etc/ld.so.preload xft.

%%t App Protection 4f4:
{8 tarball #xtrE %3 Citrix Workspace RZBREF, BERUTHEE,

“BEBRE App Protection £Af4? Warning: You can’ tdisable this feature. (Z4: FEEZRALLINEE.) HTENE,
Citrix Workspace R f#2R, 7FHESHER, BXEAER, BS5RABERKR. [default SINSTALLER_N]:”

BN Y LR App Protection A1,

ZINERT, A%%E App Protection A%,

BB ENUEEREN. REEEEFRBITENE, App Protection ThaE7 BEIRTEAIET T,
%3t RPM ¥ &+1 App Protection 4814
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BhiA 2104 &, Citrix Workspace FZA#2FH RPM hitZsz#F App Protection Thag,

B2 App Protection A%, BERITUUTIRME:

1. %% Citrix Workspace R 2%

2. M Citrix Workspace MREFREEFFRE App Protection ctxappprotection<version>.
rpm#Ee,

3. EFRHRFUEERER.

%% Debian #4-@ 41y App Protection 4f4:
BhR7 2101 &, Citrix Workspace R F#2F# Debian krZ3#F App Protection Ihgk,
BELRTRE App Protection 4B, iE#ER%E Citrix Workspace MBEF 2 BIMERIRIEITU Ti<:

export DEBIAN_FRONTEND="noninteractive"
sudo debconf-set-selections <<< "dqcaclient app_protection/
install_app_protection select yes"

sudo debconf-show qicaclient
* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

B4 2106 i&2, Citrix Workspace AR SINT —MNET, BATFREEASHIEEESRERSEERED R
R B RIBRICRR REIHIRINEE

ANEHIITEIRSEE App Protection:
BRI TARSME SICAROOT /config/AuthManConfig. xml HEiEiZXfs:

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeylLoggingEnabled</key>
<value>true</value>

<!--NeedCopy-->

HNEMRSEGREEE App Protection:
BRI THARSME SICAROOT /config/AuthManConfig. xml H4iE%

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice App Protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeylLoggingEnabled>true</AntiKeylLoggingEnabled>
</Selfservice>
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<!--NeedCopy-->
ENE
o BIMEZEIPHIRER, App Protection $44:1EE A 1ET.
PRI

o BB, MRM Snap Store FRENNAERFEEEIT, WARBHRRIPNER. MR E: B3 Citrix
Workspace AR BEXHHSHLIMILARNNBER. 55, XANARER,.
o YESHUERRIFEONFREER, BIRERE (BEREPRZRIFPVNABER) BETARE,

Citrix Workspace B2 ELERY

NECHBR IR RIEEEIREMNERBEM Citrix Workspace REBREFEHEH, B 2303 liAMESRESE, S
RAETLIBEEAF B Citrix Workspace M AR ZAi A FM = NETIaI&, 1£ Citrix Workspace ZAEF&EO
B, MREIR. REFMITEEENREERNZEREEMNED, RASEHRETIHEH, TENENFEEMERE
7789 Citrix Virtual Apps and Desktops #0 Citrix DaaS si%5} StoreFront FZ R &EE.

FEERETLISEAM 10 283 1440 . EULERMER EIEFRAIA 5 AIEE. F: 10, 15, 20 5
25 e FINERT, FEREFEDER,

=W

InEEER T HE
ERRBEEH, BufixE AuthManConfig. xml XtEhEBILIIEE. S E SICAROOT/config/
AuthManConfig.xml FHRMUTEE:

<key>ITOEnabled</key>
<value>true</value>
<!--NeedCopy-->

HEF A LUERA PowerShell #i#EE inactivityTimeoutinMinutes Ei%.
EEPIETEN LA E InactivityTimeoutinMinutes #9518
1. F# Configuring Citrix Workspace using PowerShell module (/8 PowerShell &i2& Citrix Work-
space #1R),

2. WAER APl B ID AR REE A IZIER, BXFFREEREMAAMERA Citrix Cloud APl HiZAER, 55
i# Get started with Citrix Cloud APls (Citrix Cloud API \i'J).

3. ESALER, & Citrix Workspace.StoreConfigs B RpE&&ZZ#4 Import-Module cmdlet, 2
B, MBEZLEXHRNERDEIT Import-Module ./Citrix.Workspace.StoreConfigs.

4. BNZERE, BT Get-Help —-Full LUSKE4SE cmdlet B# B, fla0: Get-Help Set-
WorkspaceCustomConfigurations -Full
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5. i, \EITUTHELSMIE inactivityTimeoutInMinutes 8&R 1 /)6

Set-WorkspaceCustomConfigurations -WorkspaceUrl -ClientId -
ClientSecret -InactivityTimeoutInMinutes "60O"
<!--NeedCopy-->

BEREMEER R BT ERGS; BARBIT—RHHITI,
RARFARINT:

o EEFHEIZOWEER—FEMN, B— M AT REEFIEHANIET,

s APAUBEHFRIFERERBNHREERNBRER, EXMERT, RETNSHEENCEENE,
LA AR YR A IS RIE.

AE:

TESHBRIINRER 215 L Wayland fERBABIF N & 1ThR. 33 T8 & Wayland BI&1ThR, BBUE L FE—A

AR /etc/gdm/custom.conf = /etc/gdm3/custom.conf FfyWaylandEnable
=false,

XABER

7£ Citrix Workspace M A2 2303 RESHZAT, kABZERMEAFEEEEREENIFSMNE (2-365X%) A
RIFERRE. BRALLINERES, EXEFERERHERE Citrix Workspace M ARFHE R IR,

fBBNILINEE, BB RE Citrix DaaS RIERZAEKE 365 K. I BETKBSENEGAR. BRABERT, &M
EIDFETE 4 REEGER, WREENE, A5, YEEX 4 XR@EZERER Citrix Workspace M B2 BGERTIE
£,

RRBXKAERINGE
BHERFEMEA L TIEE Workspace RIBHEBEXKAER:

&% Citrix Cloud,

£ Citrix Cloud &=#las, BERBA FANKE,

ERTEXEE XD > BEX > Hitll,

1 F:&z5%| Reauthentication Period for Workspace App (Workspace M2 FHEH &1 10EH
FR) o

5. #i Current Reauthentication Period (LaiEHSHIIEHAR) FERZHM Edit (4Ri8).

6. 7£ Current Reauthentication Period (YaIEFHFHWIEHAR) FEEPRNFIRHIRE.

7. %77 Current Reauthentication Period (UpiEMSHINIEHAIR) FEPMARREE KA &,

H N

BXEMES, BBATEFR “Workspace AREFHNENSHIIERR" 29 PRIFRA:
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H citrix Cloud x  +

&«

c

Reauthentication Period for Workspace App @&
This is the maximum time your subscribers can stay signed in to Workspace app before needing to reauthenticate (between 1 and 365 days).

Current Reauthentication Period: 2 Day(s) Edit

Learn more about Workspace reauthentication periods.

Opening Apps and Desktops

How do you want users to open apps and desktops in their workspace (Citrix Virtual Apps and Desktops only)

In & native app ~ Uses alocally Installed version of Clirix Workspace app - provides the best experience for the subscriber’s platform

Allow subscribers to install the latest version of Citrix Workspace app if it's not automatically detected. Don't select this option if subscribers don't have permission to install software.

Sign In Policy

® Disabled

Define the company usage policy that your subscribers must read and accept before signing in and accessing resources. Learn more

RIIESRAV S 7 I0IE

AAERBEOBRNEEBRSEHH,

1. 47 Citrix Workspace R 2.

LB 2R B R IIEE .
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y Stare )
SrparcariL Chimpd] Loy

-

€ Workspace

citrix

2. ERENEREER.
AR FEEEREIFRZIRET.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

87



iEATF Linux i Citrix Workspace M HEF

W 'S-I:III'E‘.

cifrix

Citrix Workspace is requesting additional
permission

Btay Signed in W

3. g Allow (223F).

AR

MRBFELERTRE, ERBVNEZNBERRT, HEES 24/ \WER—RK Citrix Workspace A#ER.

BRKXKAERINE

& 12 57 7] W 7£ Citrix Cloud Ul 3 AuthManConfig.xml X F 2B KA ERNE. B,
AuthManConfig.xml xX#HigBrEFESTE Citrix Cloud Ul igBHE.

Bt

£/ Citrix Cloud Ul

&% Citrix Cloud,

£ Citrix Cloud &=#las, BERBA FANRE,

ERTEXEE XD > BEX > Hitll,

1 F&5h%| Reauthentication Period for Workspace App (Workspace B2 FHEH &1 10EH
R o

5. #i Current Reauthentication Period (HaiE#HSHIIEHAR) FEZHM Edit (4Ri8).

6. £ Current Reauthentication Period (YsiZEHSMHIIEHAR) FERPHA 1 XK.

W
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£/ AuthManConfig.xml >t  EZRKABRINEE, BRITUTIRE

1. 8413 <ICAROOT>/config/AuthManConfig.xml X,
2. BRINTAREESME:

<AuthManLite>
<primaryTokenLifeTime>1.00:00:00</primaryTokenLifeTime>
<secondaryTokenLifeTime>0.01:00:00</secondaryTokenLifeTime>
<longLivedTokenSupport>true</longlLivedTokenSupport>
<nativelLoggingEnabled>true</nativelLoggingEnabled>
<platform>linux</platform>
<saveTokens>true</saveTokens>
<compressedGroupsEnabled>true</compressedGroupsEnabled>

</AuthManLite>

<!--NeedCopy—-->

December 20, 2023

EMRENERS Citrix Workspace ARZFZEHEER e, AILUfERM Citrix Gateway &R £ RE&ER Citrix
Workspace [ BiEFEE,

=

AR

Citrix #iX1E StoreFront fRBZ 25 A& ZaER Citrix Gateway.

o BAASE: PIZEREASE AT LURYE B AR AL AN IS O A Sk PE L BB B @, £ Citrix Workspace [ A2FHY,
MRBLIDEIREZ A IBMLE P HALIRESEISNGE Internet ik (EDMSEHbitsEiR, 5 NAT) BIRLEREALE, N
RzBECE S ER st

 AI{EHIARSS 28,

o {GERTF Citrix Virtual Apps and Desktops =k Citrix DaaS (W ai#r Citrix Virtual Apps and Desktops
ARSS) #BE (FEATF XenDesktop 7) : SOCKS RERSHBXLLRIERSE (BMALLMERIEIRS .
HTTPS KRS #BH FiAERSM (TLS) BiENERS ) . o UERARIRARS 23 R IRHIM LS NIEH ki
ia], #4032 Citrix Workspace R Ai2F SRS 28 2 EME#E. Citrix Workspace ZA#2F 2% SOCKS fl%
2REDN.

« {X[R Citrix Virtual Apps and Desktops =k Citrix DaaS & f#/8 TLS #iX#9 Citrix Secure Web Gate-
way 3k SSL Relay fi@RA %R, Z#F TLS1.0 % 1.2,
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Citrix Gateway

Citrix Gateway (LLgi#FH% Access Gateway) R#F5 StoreFront MABENERE, Itih, BHEREALIFMIES
AP ¥ SEM R FAERFBIARIRER,

i@ Citrix Gateway EiEREMN AR, BHRITUTIRE:
1. FEAUTAEZ—EEERERRZMEM Citrix Gateway URL:

- BEREABBRSAFRREN, RARIRTEE HFMKF” HEESHAN URL,
o USFEHREMRSXAFRREN, rTLUET R IEED > P > HmnkimA URL
o WREET storebrowse S EIIERE, BEGSITHHEAN URL,

% URLIEEMXFFENARE (EFEEE) !

« E3%E#3 Citrix Workspace R BREFHEINE— M ABIE, BEFERAUTHEIH URL, fig: https:
//gateway.company.com,

s EEBIRENABE, BEHAMUTERXMN URL, Fla: https://gateway.company.co
m?<storename>, Wzh# URL WX RIERERSRK; BNEZURLHPEE = (ESFH) . IR
Ei&@T storebrowse EZFIENABEE, AIAREREE storebrowse &<$HMANEIS351# URL.

2. RHHRTH, ERATNARE. BERNLLSHERIIZEARE BEMX), BXELENEAEE, ESHR
Citrix Gateway 2%,

SHEIERRE, BETENSEMEBRER.

RIEARSS 23
RIZARS 23 T IR HIMLE A9 N UL FD i 3h3h1a), H k32 Citrix Workspace B B #2F 5 Citrix Virtual Apps and
Desktops g% Citrix DaaS #B& 2 jElf9iEE,

Citrix Workspace M AEF X1 SOCKS 1 HTTPS i IR A FTRA:

« Citrix Secure Web Gateway f1=z£RI2Hi¥ Citrix SSL Relay
« Windows NT Gify/maRz (NTLM) B350,

ERARIBEENEA SOCKS thiXBaiRE, FEHRITUTERE:

1. &M%l ~/.ICACLlient/All_Regions.ini BEXH.

2. BHUTREM:
a) E# ProxyType, Al SocksV5 BfEProxyType,
b) E# ProxyHost, aILURIATHERAM ProxyHost:

<IP>:<PORT>, fg0 “10.122.122.122:10807,
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} =r

AR

o BFERMNIE, B2MEDT, E2HEDT, 5% ~/ . ICACLlient/All_Regions.ini EEXHH
[Network\UDT] &B4 3% HDXoverUDP BI4i& &R off,
o BIfIRCNReER, BRATLS,

REBARS28H HTTPS il
WaT, REEER SOCKS hiluEEEINIERS 2. B Citrix Workspace 2R 2308 &2, &l UfER HTTPS #h
BOEEEIIEARSS 28
EEA HTTPS i3THRE, FHRITUTERE:
1. SM3 ~/.ICAClient/All_Regions.ini BEZ&>2,
2. BZ=E [Network\UDT] &B4%3
3. BREUTHA:

HDXoverUDP=0ff
<!--NeedCopy-->

4. %% [Network\Proxy] B4,
5. BUTREMY:

« 3 ProxyType. RILAfEA Secure {7 ProxyType,
« 57 ProxyHost, mTLURLA TSI ProxyHost:

<IP>:<PORT>, ffig0 “192.168.101.37:6153,

ReRIBARSE SR
BEERENERAZSRENNN, SkERRBATY Windows NT B/l (NTLM) S5 1ENSZE, MR
XA, NITHEMEMEE R EETE M ER i

BHE:

NTLM Z#F%E OpenSSL 1.1.1d # libcrypto.so B, BEAFIEE L REXTEE, XEEBEESTE Linux
%1ThiH. tBRTLUIM http://www.openssl.org/ #4T &,
Secure Web Gateway #1 SSL

AT LUK Citrix Workspace R #2F 5 Citrix Secure Web Gateway iR 2 EEF 2 (SSL) PHRSERE—iE.
Citrix Workspace R fEFX# TLS thile TLS (ffHER2M) 2 SSL thilMRFMITEMIRAS. BEBMITIETE
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4 (IETF) 72858 SSL AMEIRENF R ESE, & SSLERZ R TLS, TLS BiiRHARS B[S M IIE. FIERMEM
HERBUHNE, RMREMEBENRE, FLAR (BEXEBRMNASR) EXRER TLS REEHEEENTE, X
PARPRERERERWIEAINE, 5190 FIPS 140 (BXFRERAEMRE). FIPS 140 B—MINEARE.

Secure Web Gateway

AUESEEREP4ER T#EA Citrix Secure Web Gateway, 3k Citrix Workspace MABEFSRS B ZEM
BERMLLEE, NREEEEERTER Secure Web Gateway, M Citrix Workspace . BE2FAEE I (A
=1

MREREMEPWARS ] ERET Citrix Secure Web Gateway XI2, Na]UEH4ER T A Citrix Secure
Web Gateway 12, tNREREFHIET, Citrix Secure Web Gateway [RS8 EEYF—MIE, HEMBARE
Citrix Workspace R F2F A fefER

« Citrix Secure Web Gateway BREZ 238952 2R ERIIHE (FQDN)o
« Citrix Secure Web Gateway RS 2380505,

=

AR

Citrix Secure Web Gateway hgas 2.0 Rz #FhdrE=,

FQDN & JuZIRE 5 H AT = MARER 7

o EHRF
o FRiE
o TRERSE

flan: my_computer.my_company.com 2—- FQDN, EAE&KXFIHENB (my_computer). wiaig
(my_company) TR (.com). FREEFMTRGIERES (my_company.com) FRAEZ.

SSL Relay
ZUNERT, Citrix SSL Relay 1/ Citrix Virtual Apps and Desktops = Citrix DaaS BRs38s E#9 TCP %50 443
#17 TLS 23815, SSL Relay WaZl TLS i&E##E, SREHERKEEERIIRS S,

R SSL Relay BB R 443 LISMOEMIEO, WA ZIFRARITHOSIEES Citrix Workspace 72
o

aLUEA Citrix SSL Relay SRIRFELUTFIER FHBERS:
« TRAT TLS ARG ES5IRESRZIE

BXEERER SSL Relay SRMBREERLMES, 5 Citrix Virtual Apps 324,
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TLS

LA, ZHREVERAR TLS i 1.0, ZIFMRS TLS hRA<A 1.2, BhRkZ< 2203 2, ZIFMv&S TLS k4R 1.3,
BJLL@id7E [WFClient] #3453 FRifsin LA FEC B IETURITHIREGS Y TLS MhilavhRas:

o MinimumTLS=1.1
e MaximumTLS=1.3

XEEZRIAE, ERBHPEN, FREESEAEXLE,
- pE
o TICABHMIERE, MBIREUXEE, MREERH selfservice 5 storebrowse FEX T XLE(E, 1EE
A killall AuthManagerDaemon ServiceRecord selfservice storebrowse,
« iEFATF Linux #9 Citrix Workspace MBEFA A FFER SSLv3 il

« TLS 1.0/1.1 (iEA T #FzhkA<9IBAR VDI 5% Citrix Gateway.

ERBRTEEMNSE, 7 [WFClient] &84 AR L T EC & £ :
« SSLCiphers=GOV

ERERIAE. EMAiR5a9E» COM # ALL.
AR

5 TLS ke AERE—#, MREERSLE selfservice 3 storebrowse FE T LHERE, MARHEN:
killall AuthManagerDaemon ServiceRecord selfservice storebrowse

CryptoKit =3

CryptoKit hias 14.2 5 OpenSSL 1.1.1d &k,

MEEH

IEINEER T2 BEMUMNEELTE, Fi%&N TLS_RSA_ MEBEATRERFRE, HERMNBEEE S
TLS_RSA_ ZBEMHE®RTE2MER. Bk, FRAZFHEHR TLS_ECDHE_RSA_ EBEMH.

NRERIFIRARECE TLS_ECDHE_RSA_ ZEMH, NAFEEKSE, EFRHBHIBFIRR. WFEFRHSHRIE,
#¥ 1536 fii RSA %R,

U TBRENEN:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
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+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
DTLS v1.0 X#FUUTERES !

« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
o TLS_EMPTY_RENEGOTIATION_INFO_SCSV

DTLS v1.2 X#FUUTEREH:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

« TLS_EMPTY_RENEGOTIATION_INFO_SCSV

TLS v1.3 2T EREMS:

« TLS_AES_128_GCM_SHA256 (0x1301)
+ TLS_AES_256_GCM_SHA384 (0x1302)

=3

AR

Bhias 1903 KREmhrAEE, Citrix Gateway 12.1 REEhaAz#:F DTLS, &% Citrix Gateway #9 DTLS =
RNEHREAHNER, ESHEERE DTLS iy

ZRENY BRAFRANEBRES, BES% SSLCiphers WEEXRN ALL. COM = GOV, BRIMERT, &k
mfE SICAROOT /config BRTFMALL_Regions.ini X#HHigENALL,

TE/AZEESHSHIE ALL. GOV 1 COM #=Z44#:
« ALL
- R 3 MNEWE.
« GOV

- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)

« COM
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
BXWERRES, BERTEEN

#4579 TLS_RSA_ MEBE4FRERFIFRE, XETHEANEIERTIFA. B2, AXFS5RMRER Citrix
Virtual Apps and Desktops 3k Citrix DaaS m/E%#%, Citrix Workspace AREFREIERTEAXLEEBEN
AYIEIR,

HRBEEMREM, BERE Enable\\_TLS\\_RSA\\_i&&X4 False,
TEHREFANEREMTIX:
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« TLS_RSA_AES256_GCM_SHA384
« TLS_RSA_AES128_GCM_SHA256
« TLS_RSA_AES256_CBC_SHA256
» TLS_RSA_AES256_CBC_SHA

« TLS_RSA_AES128_CBC_SHA

« TLS_RSA_3DES_CBC_EDE_SHA
« TLS_RSA_WITH_RC4_128_MD5
« TLS_RSA_WITH_RC4_128_SHA

AR

EERITEBEHAEARMAER HEEFA BAXBINEHNTFTRE. EAUERFAHR
TLS_RSA_3DES_CBC_EDE_SHA &M, FJLUERITSHKBHIHITIIAEXEFRA,

BXEE DTLS v1.2 B9i¥4i= 8, 35217 Citrix Virtual Apps and Desktops X4 HiE N £S5
WEFM:

MREEREIRA 1901 RERRAE, BRITUTSE:

WR .ICACLient BEFEETHRIAFMEBRF:

o B ALL\\_Regions.ini X

=7

« ZREE ALLRegions. ini X, &7 [Network\SSL] #oHILE RSN TT:

- Enable_RC4-MD5=
- Enable_RC4_128 SHA=
- Enable_TLS_RSA =

NRYFTAPNEXHFFPARER . ICACLient X, MisT Citrix Workspace MBREFH SRR, EX
BT, BREBXLEINEENIINLE,

TRINE T SHEPHNEEES:
®1-BEEGEIIR

AR

RIENFIEERENIFES FIPS- M1 SP800-52- WEXK, sl M EBEMHNAYAT (D)TLS1.2 &%, &
SR 1 -BEEAXFIR, THREDEHUTIFENSSRIT.

Certificates GI#)

LISFERAAEE SAML M EEMNAEE (ER AUTHV3 i) B, BERUTHEIRES: “Unacceptable TLS
Certificate” (RA#ESHI TLS iEH).
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fEF Citrix Workspace R 12 1906 R ESRABI S H IR, B XMPEHIRIA, BESRUTHIRPONE:

» CTX260336
« CTX231524
» CTX203362

1R StoreFront RSB B ZIRESFAFERIVEBLRENFRERER, HEELREREIEPUZIFER AP, BT
LUTHE, SARBRM StoreFront AR :

1. BIRIRER—1 3 %1 PEM XM ahE+H,
R

MRLAE PEM BHES, EER openss | LAEFR CRT EXHIERER 7. pem X,

2. LWAF&% (GB%Aroot) RERHE:
a) B—1 ez xxE%I2 SICAROOT/keystore/intcerts,
b) UREHRHEHAR SMHETUTHS:
SICAROOT/util/ctx_rehash

MREBIHEBMANNA N EAZ AP RS EENRS IR HTEMNIIE, BERUTIHBHITIRE, ARBHM
StoreFront MZFE/E:

1. $REY PEM & X B9IRIEF.
RR: MREABMAERIIES, EER openss | ARFHE CRT #&XUHIERFEIRA.pem X,
2. URERHENEFSH (EERN root) HITLUTIRE:

a) BizxtrEFIE SICAROOT/keystore/cacerts.
b) EBITUTHES:

SICAROOT/util/ctx_rehash

HDX Enlightened Data Transport i#¥ (EDT) 8915815
ERHARRA T, IR HDXoverUDP &R Preferred, Mi@d EDT #THVEIRE IS AIETEIRE W, HEl
1RE TCP,
B Citrix Workspace ZA#2FiR4s 2103 2, BATRIEFEMEN, BEUTEREPHIT=E EDT M TCP:

o PIRERE

o REARMEEREE

o BPImBEmhERERE
IEIBsRThEE I 4a5E BRI EDT ESRVERERTE, B2, FrRAvESR UDP £l elH, HELHER TCP,
BIAERT, ELREI TCP /5, BENEHRKFHEEMR 5 29iEI—R EDT,
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Enlightened Data Transport (EDT) MTU %3

Citrix Workspace R f#2 2109 x%#% Enlightened Data Transport (EDT) RIS AEHmEN (MTU) 4. T
=7 EDT eI EMMBRDM, HIRHUSOHEAF 55,

BXFMER, 5507 Citrix Virtual Apps and Desktops x#4ef9 EDT MTU £3EB53

%+ EDTIPv6

8 Citrix Workspace [Zf#2FhR4s 2203 2, z#F EDT IPv6,

P =W

TCP #0 EDT #B3z#¥ IPv6, B2, &F TLS #9 TCP f1&F DTLS 89 EDT F2#F IPv6,

X #5ERH DTLS 9 IPve UDP

LUET, @i IPv4 MEEiFERT Linux B9 Citrix Workspace M AB#EF S Virtual Delivery Agent (VDA) z &y
DTLS &%,

B 2311 kA2, Citrix Workspace B2 2i%i@id IPv4 M IPv6 Eiz#y DTLS %%,

BINER T B ALEIhEE.

£5EAT Linux 19 Citrix Workspace R Bi2FH 4R IPv6 DTLS 5 VDA BN, THIGBHMAE.

Z#EA TLS 89 IPv6 TCP

LAET, (@ IPv4 M2 HEM T Linux B9 Citrix Workspace M F#25 5 Virtual Delivery Agent (VDA) Zial#y
TLS &%,

B 2311 ka2, Citrix Workspace R AR & IPv4 f1 IPv6 2 TLS &%,

RRAINER T B ALLIhEE.

E5EATF Linux # Citrix Workspace R Bi2FH 4R IPv6 TLS 5 VDA EiiEiZe, £HIGEHMES,

S5k

January 31,2024

B Citrix Workspace M2 2012 2, Ea]LUTE Citrix Workspace NMAEFHEE SN IWIEMHEE, HEERRE
BLEMEFAES, IERIRERM T EFH AP 4L,

BMEMEESHEIESHE, UMECERANREENTBSHNFITEENMAER.
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} =r

AR

S P ISIEIRRINEENE =B E FIER.

MEEMN:
2% libsecret &

AINER T B RBILLINEE,

Storebrowse #5430 3R TN EE

BiRZs 2205 &2, BHRIEHEER ERE Citrix Workspace MAREFS, MAREFAEEETEERREL, MU
RUEFFNAFER, FMENEESHIRIESHE, UBEERARSEENENNAETESHIANEE,

BHI8FE iR INAE X 5 storebrowse HITUA T2k

« Storebrowse
« Storebrowse
« Storebrowse
« Storebrowse

D P AER,

. BRI 5EARHRRNER,

D BT RIB R IR,

D RIHEENBBRENFIERE

« Storebrowse -Wr: EMEREENABENLTEDRSECUMFEZNRIE. [r] ETFEIIEEHR

BT ERNRIE,

« storebrowse -WR: EfEFHEENARENLTENRSEBHAEZENRIE, [R] ETGEMIEERR
BENRIENRFEZENRIE.

« Storebrowse -s: JTHEIEENAREERHIEE R R,

« Storebrowse -u: NEENMABERECEITIREENE R,

« Storebrowse -q: #EAE#E URL BahARERF. < (UEMATF StoreFront AEE.

AE

o TR UG Z Bi— AR RIRE storebrowse &% (A AuthMangerDaemon),
o BHEIEEERINENERTFEHE,
o BALLIERINEERE, REFREKAERIER.

1£ Azure AD 35 200 21N A

B 2305 hikAie, BT 200 Z1M4E89 Azure AD BFRILEE DL ZBFANNBREFNRE. Usl, B—RAFREEE

AXENBREFNRHE.

BREALLINEE, EHRITUTRE:

1. &#=l SICAROOT/config/AuthManConfig.xml HFIMUTEE:
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<compressedGroupsEnabled>true</compressedGroupsEnabled>
<!--NeedCopy-->

=

AR

P &M Citrix Workspace R 2R A HH EHE R B A LLIhEE.

Storebrowse E2E I 5 1 I0IFE5RINEE

BUANERT, BHIEIFEEINEER TZERES,

R gnome-keyring AaJ A, ShUISEMHEEBBIHIERET,

ERHBERNFREESE, BERUTSERA gnome-keyring:
1. 813 /opt/Citrix/ICAClient/config/AuthmanConfig.xml,
2. AT %EB:

<GnomeKeyringDisabled>true</GnomeKeyringDisabled>
<!--NeedCopy-->

Bk
EEEAT Linux B9 Citrix Workspace N AEFHEBE £ £, 4708 StoreFront #£HI&EE StoreFront

ARZ5 880

Citrix Workspace MBEFXiF5 PCSC-Lite #1 PKCS#11 IKshiZ B F AN EREFIRF£88. BUABRT, Citrix
Workspace HAEEFREEEFR—MREMEE opensc-pkecsll.so,
Citrix Workspace BRI I IEfEM B E M PKCS\ \ #11 RzhiEF+#E opensc-pkcsll.so, &
MUERUTEREFHEESamNuE:
1. #3EEH: SICAROOT/config/AuthManConfig.xml,
2. #3517 <key>PKCS11lmodule</key>, RIRzpiZFAIE RINEIEERIZITH <value> TEH,
AR
MR T WEHZF A BRI MR, Citrix Workspace REEFRS#2 $SICAROOT /PKCS\
#11 BRTWBN I, BEILERLL /7 FkBI4sTiRR,

MiErE e S, BRBUTSEEH SmartCardRemovalAction, LUEE Citrix Workspace N REFHI1T
A

1. #FEBxH: SICAROOT/config/AuthManConfig.xml,
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2. #3147 <key>SmartCardRemovalAction</key>, #3¥& noaction = forcelogoff A&z LRZ
1789 <value> T&EH,

BIMTAA noaction, RHITRAATEMRFMENEIEUKRERIRE sE-RIT LB SRERIRIE,
forcelogoff BIEBEMFREERATERR StoreFront REYFIHE A <ShE,

BREEERZR

WNRERS 23 Citrix Workspace MAEFTRINEA T E8E+, Citrix Workspace MARZFIEZ S EEFIE
*25

AL SR RRATUTAE:

BEEFEERBMIILE - @ Citrix Virtual Apps and Desktops g Citrix DaaS (LA&1#FA Citrix Virtual Apps
and Desktops iR%5) ARS8 1THHIIE,
o BRERNARFXZR - AT ERTNERTNARFHRAEERIRE.

BRFHENZ2MIFEHR, YIBIRARLSHRIEAEE (30 TLS) #1755,

BXRMERFXSF, YNAEUTHMA:

o BEEFRIRRBEMNERHBHNARFSAFE PC/SC Tlkirk,
o REEATERE R FIREIER.
« 24 PC/SC Lite 48,

}

o REHIBIT pcscd FPER, ZEFRMER PC/SC iARE e -REYFIEH.
o 7£ 64 IRZEH, 64 I 32 (k7K libpscslitel REBUAFFTE,

BXERS B LREBTEFZIFMNIEMEES, 1523 Citrix Virtual Apps and Desktops SX#HBIE EE+,

BRERZIFAVIGIRINGE

BhR7s 2112 &, Citrix Workspace R iR Z4E A T8 s Rk -REERBMEED A THAE,
AR, SRFRRRAERSBNEF HHONEREF,
IR EMERE R RIAVE sE &, HERNEIFEXLEREF,
WEFM:
£ Linux EPim ER% Libpcscd &,

AR

BIAMERT, LEARERREEASH Linux ZRITIRNVERIREAF. B2, ErIREREEREL Linux Z1THRHE
HARRA =L Tibpcscd &, g0 Ubuntu 1604,
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ERAURNGE, BRI TIRIE:

1. EM% <ICAROOT>/config/module.ini X%,
2. #%% SmartCard 9.
3. i8& DriverName=VDSCARD.DLL,

S5 PIV &

BHhR7 2303 &2, Citrix Workspace RA#RFZHATHEI N ASFHRIE (PIV) +:

« IDEMIA T—H88E+
+ DELL TicTok %8+

BReRIRENIEFRIIEREIMLIL

Citrix Workspace M AE#ER 2303 hrA@iE VDSCARDV2 . DLL BHERIRTIEFHIEEEEXIEE MM, XLEEE
IheeEBFiEdhk4s 1 VDSCARD . DL L,

%#5%5E (nFactor) 5 51E

ZESHIIEERAF RHUTSNISMERBLERSIHRNR, MMEENBREFHNR 2,
ZESHRIEEFESNRIES BAIXKNTRERERBTHEEREE,

Z#1 Citrix Workspace R RIEF @ E B 53¢ StoreFront SCHIMRBE RTISMERM FMERTIFI N, Citrix
Gateway 89 Web ZRIEIEEE R EP RS 2B ER LD

BXIFMES, 1ESI1A Citrix ADC X489 SAML 54 38IEMZE (nFactor) S35,

X512 HDX =iEH(EF FIDO2 #1TH A5

B 2303 iRit2, ERIL7E HDX £ EALZERE FIDO2 £ ZAHTE MWL, FIDO2 ReFANT WA TRMET
—MEEAR, TEHNBPZHZEANTNNZE FIDO2 WNARRFESREEHETEHNEIE, % FIDO2 MiFAER,
iH#£0% FIDO2 Authentication (FIDO2 B4I83E) .

=z

AR
MREET USB EEmEA FIDO2 i8%&, i5M SICAROOT/ Xk Fr usb . conf x4k FIDO2 i&
B89 USB EFEMN, LLEHaIEEBETRE] FIDO2 Eih@iE,

HIMERT, FIDO2 B4R FEARS. BEA FIDO2 B4IIE, BHITUTIRE:

1. §#=FI <ICAROOT>/config/module.ini X,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 101


https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/saml-authentication.html
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https://fidoalliance.org/fido2/

iEATF Linux i Citrix Workspace M HEF

2. 5 ICA 3.0 &%,
3. 1®& FIDO2= On,

LEThRE Y RISz HFHE PIN B3AIARIRINEERDE S HIIEERF ((XR USB). AILIECEET FIDO2 R2ZHNSH I,
BXRYEFHEMERLINENER, BSRER FIDO2 szt E NS 17 501E,

LEmipia) 5 FIDO2 W AR Web M=, BET—FKRT, BRIHNLLEHR. MREZFEEA PIN (R0
41NFH, &S 64 1FR) EMTRETHA, WBFTEEREEA PIN.

WMREZHERE PINWER T AN T R2®HA, WRFHRRLTHATER,
PR
faalgeT A EA FIDO2 SHMIIERE — a8 & MR — MK,

SRR A AR R IS RER FIDO2 #1T S5 I8IE

BIEAT Linux B Citrix Workspace [ F#2FhR4s 2309 2, FAAEERAMMN AREENAIUERAESEE FID0O2 £
EFFHITRMNEE. ZL2BAFAERENL2HA, fliiRE PIN B, EYFER. B~ SR, [BIEH
%, BX FIDO2 Mi¥4i= 8., E5i FIDO2 Authentication (FIDO2 &#33E).

Citrix Workspace M B2/ Citrix Enterprise Browser £ FIDO2 B3 3iEAIEAIAN 2. EER A UEE
FFx Citrix Workspace [z FRIZF#1T &I IERTN M 33K B,

EEAIINEE, ESMME SICAROOT /config/AuthManConfig.xml #FHMUTEE:

<key>FIDO2Enabled</key>
<value>true</value>
<!--NeedCopy-->

BERBIAN W, BRBREESME SICAROOT /config/AuthManConfig. xml HEXHKBRIEE, T
ger9ERN CEB. chromium. firefox flchromium-browser,

<FIDO2AuthBrowser>CEB</FIDO2AuthBrowser>
<!--NeedCopy-->

BEX S HIIE

THRIRET Citrix Workspace NBEFAIBHNEEX SBRIENESE:

BRI EG
LRREF SDK BRIRIEEEY fERBIE I pll
RIRERE ZiEHEAN SDK BRR/ZR/8 libCredInject.so cis B -HE=H
BER/IBEE BTSSR
5/
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SKRERF

BE X XIEIE

Storebrowse

January 31,2024

JEZE

B &R

ERIZRENBRIKE LRNERERMB R

ER— NI ERNE RN BN EENAS

SDK

Fafuik SDK

Citrix
Workspace [z
BigF

RERFIRHREH RS A

+ JSF SpeedScreen FERMMiE - SpeedScreen RN

SRR

RP&/En/a

ab
RETR

FAF % /[%5

fERRE IS

UlDialoglLib.so &

#1 UlDialogLib-

WebKit3.so

S Storebrowse

7 BThE

SHRRIELES
gl

BEpte - 2
BERAFHERE
A

28

BRI RS, FEAMEMINEZERE— N TR, ARMEESALU
o BEERSR (MIFMFAIRE) LEH—SHSTULEEN, MMk

EIRFHTHMRE. AT RIULH,

AAPAPREEE R, LA NIRRT AER1E. £A SpeedScreen Latency Reduction
Manager AI7EARSS 28 LB AIkIhEE. BAIAERT, 7E Citrix Workspace MAREFES, IHEESTHAZA, It
R ESEREEPNRIAEHE. BXFAES, BHSRERT Linux # Citrix Workspace AR OEM

NEEIER.
. BRBYEES -
LIRSS

ED,

o FRES

BXWERRNER, F5H “WERR 89 FNEE,

TREMBMERNR NN EHTIZERIEET,
o R/LERGEL - WEEER/ B 256, 7E Citrix Virtual Apps and Desktops 5% Citrix DaaS ik £, i§BRIE

RE - NRBAT S5MGt, AILUERA Citrix “BMRE” RWKIGERA

BERERE

HEEET R B EREENEER, HIREFTEESVERARRRERMNBREESE, BF
EESMHTRMRE. A Citrix Z5MRENERERE RIS E 7S M LLIhEE.
o BUNEOXN - BREOKXNEREIE

RRIRE,
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https://www.citrix.com/downloads/workspace-app/linux-sdks/linux-platform-optimization-sdk
https://developer.cloud.com/citrixworkspace/storebrowse-classic-password-insertion/docs/overview#examples-1
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting.html#connection
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B EERE

A EFS 48 HDX Broadcast BohE P inEHEZEINEE, Citrix BiEEtk1h8E5 HDX Broadcast TSt IhEELSE

AR,

HTREFRE. MEEREULTERELLEENBSZCEZRERE, AP IR MNESIEMAFERE, & HDX

Broadcast BEIE P IRERIEREINEE, EAT Linux 89 Citrix Workspace N RIEF A UG EI SIZ M E SN FF iR,

HEERAFPEMEEIZEMNRIE,

RSB EERILLINEER, P TEFohTEMEZIN 44T (E, Citrix Workspace &2 xEiXEMEZIISIE,

HISEmEEATHEBFBEEREEZ AL, IRFEEHITHFRSMRIE, NEEmEMEEIEPRAFE
T—MEREBEIHIEE, NMRAFPRGEIFEMREVARER, WASHITENENERE. AP REEMERIRTE

BRI

BHAERT, EATF Linux B9 Citrix Workspace M ARRFRHERF 30 B INEMEENANRIE, XENEMEE

SR HIT=R

®id AccessGateway iE#ZRY, ACR ReJf. ELEMEERR, BESVERSSENEFHE EBRAXIEIEMTNE, #

7£ AccessGateway LTS,

B XA E HDX Broadcast BahE ik ERIEEMNGEA, 1i§2iA Citrix Virtual Apps and Desktops 1%,

=IEATEEM

AEF7 48 HDX Broadcast £iFaI S ThAE, ZINREZRIA T B RARES

B A HDX Broadcast 215 INREE, MRS5EXHHRAER ZENEEHET, BRINATSEEIIZNAREFH
BOo BN, TEAPEHNEENECERFIERA, MAUEMNENDEES -, BEEMRTER. =i
HAle), BEFERPNAEHRIE. BRERAMKE, HEANBAEFRERFE. EMEBIIERN, XEXEREREN
BEFH.

WE, EAUEREAIEETENEIIRBELAENT K. FIAILIEERINE, IFEORKE, HAEETNSEETRHET
TREMEESIR Z ARRREE,
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N

AR ENERE Ul ERRELNRBELATRENRENRERE. RINERT, IEREN 80, ZKAER
geBE 100 (RTZEAED), AURKRMEREN O (R2ETRR).

REMNEFERE, FITRENESRER. BAURESKEHITRE,
Bhr4s 2109 {2, RiEAEMEBIBRINETEARKS.
BEAIERINEE, BRITUTERE:

1. M=l /opt/Citrix/ICACLient/config/module.ini B&XH.
2. 1z [WFClient] 25, EHUTIRE:

SRNotification=False

AR

3% Citrix Virtual Desktops Z#ith8E,

REBNEFREMERNIETEMNN, NREMERDE, IEFIEEDEFNITHIT. ETREEFERZ
Y ESMBARENEE, TREKFE 25 WIERICNERR@, AEFTE—RAUKENE FOAEN 180 1) k=
HERER, IRFEFTEMIETEAENER, BoFF REMERIERERAERER,

NRBAT HDX Broadcast 2iEFrIfM, MAFIEEREMIIAGEOFEH 1494 #2598,

Citrix Workspace AR T B & RS 2RI E,
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BERER

HDX Broadcast 2RI EE (FREMKILE) ERSB LEAS—TIhEE, ENERMXMN. ZHERMX
iR B HDX Broadcast £iErI 5214 Ak,

fERIER MRS

REA RMERRSERBARIEEML.

RIEA B ERIRIRENRINMER 1807 G ). MRFE, JLUEKSFTEMESIERFITARESHRE. &
SRR TEERHTIHRIL,

BR
MREKKSIFRFTRSHREKE, SUEBRIATTHNHBEF B WIS, XMERTESFERERNN
BREEsiAnZEIE,
FARIETREEERER RO 2598, BRIFEERESFUEMKOSHKIIEEPEXHNRAS,
BXEEXIEIREURBHNER, BBRASIEIRERKILE,
AR

ZEFARMRNERS BIRER. ERAILLIIE, BEEERS S EERER,

HDX fZ &K

January 31,2024
THIBNEBUTRHE:

. EFHER

=L

o BRI

s NBBRNBEER

» Microsoft Teams BIfi 1k
s RERIFFIHANBTEER
« ICAIRESE

ERNER

January 31,2024
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/session-reliability-policy-settings.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/graphics-and-display.html
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BEE%EnERRHE

Bhia 2103 2, AILRERBNZ ERERSHEER. TRRERERENETAN. BEEHTERAFMETRE
MBEMRIE, MMRFLABAF 4L,

ERMEEM, B4HE AuthManConfig.xml X FERBILIhEE. S E SICAROOT/config/
AuthManConfig.xml HFMUTEE:

<key>ScreenPinEnabled</key>
<value>true</value>
<!--NeedCopy-->

REERNEREMERIE, EFEEINAREFETEEMTHNRRREEDN. BXNAREFRERSETRNEAESR,
BBRNRREFEREET.

BRERERR, BREESERNNAEFERSREN, ARERRETE. LITEERRERRHYIEE,

HE, tWaILUEETEEBIRSE O HRER Ctri+M RERERHHIEE.

Screen Layout - 8

Select a virtual desktop from the list. Select one or more tiles to create a display
layout for the session.

Click Reset to reset layout choices you saved.
Click Save to save the layout and to apply it to the selected desktop.
Click Undo to revert to the layout you set previously.

Virtual Desktop: = Managed Win10 SIN Desktop -

Reset Undo Save

MTHIERSPIEREINRE. HEERNNAREERNRHE,
ER—IRE MU AR BIERER. AE, SIERRERBEFEHITET.

PRI

- BRRREEMRRERRIETHNREFRBIEE.
o IETHRE(GE R FARME A UEIFI R E.
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https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/session-experience#app-indicator-icon
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BEX Web N ABERHFREEEINRE

8 Citrix Workspace R A#2FhR4s 2309 2, BEX Web NAEEFHNRREEEIREAFEEBEENX Web R AR
EPREZETRERAENER,

ERRBESH, BoAE AuthManConfig. xml X ERALLIIEE. SME SICAROOT/config/
AuthManConfig.xml HFMUTEE:
<key>ScreenPinEnabled</key>

<value>true</value>
<!--NeedCopy-->

REERNTHEAERRIZE, 487 Citrix Workspace M BiEFREFEIIRRERBIET,
Citrix Workspace o =

< > C & https://mywork.cloud.com

Switch Account 4

s A L&
@; Citrix Workspace Q Search Workspace

{a} Home

Favorites
Q Feed [

Actions - APAC Managed
- Desktop

9 Apps >
[) Desktops v
Favorites

All Desktops

[ Files >

ERERERRB, 7 Citrix Workspace MAEFREPEERERR. WIEERRERBIIEE,
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Screen Layout - X

Select a virtual desktop from the list. Select one or more tiles to create a display
layout For the session.

Click Reset to reset layout choices you saved.

Click Save to save the layout and to apply it to the selected desktop.

Click Undo to revert to the layout you set previously.

Virtual Desktop: | APAC Managed Desktop -

Reset Undo

MRS PEREINRE. HEERNYAREERNRHE,
ER— PN RS ML R BRERER. AR, RIERRERBEFEHTET.
PR

- BRARREEYERERARIETHNREFM/IEE,
o IKTHRE(GE R FARC AR R Eo

%5 DPI Itfg

7z Citrix Workspace R A2FHIE BRI 2R ¥R DP| BRES BINT BRFMKERIEPEM EETEER, 7]
UTE Linux BRIGFIREFBNERE, VDA SIENEREBRIER,

DPI BREERTARTMENMERERE. IR TURBTEEENRITETUTAR:

. NAREF

o MK

- B

o HERTE
AR

DPI ILECThEE Sz GNOME. KDE # Xfce @R,

BIAERT, LINEERTFRARS. aAIERS<SITRES GUI BALLIhEE,
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H1TIED

1. §f% SHOME/.ICAClient/wfclient.ini BE&EXH.
2. %% [WFClient] 2 Hi&BUTEE:

DPIMatchingEnabled=TRUE
<!--NeedCopy—-->

GUI

1. RS > RIFIRE, SR Citrix Workspace - EiEHEE,

@ Citrix Workspace - Preferences X
General File Access Devices
High DP1: Enable and match client DPI scale settings
changes will take effect once you reconnect to this application
OK Cancel

2. SMEIEIEDR,

3. EREBHLTEREE I DPI 558 B 8 I%1E,
4. BEHWE,

AR

E#En DPI g B8R EEEHEES Citrix Workspace M ARRFEEM.

PR
DPI ILECIhREARSTHF A TR &R

o EEFUREITHYNRGER.
s TRIZEETHNRERIE, HAXERRBEE T AR DPI A,
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ZERETREFAM

HINEERE T i R 2 BINRIEE TRHRER. SIERETESHMEENEREERNERSE L.
WEFMG:
HEThRERIE RN
« StoreFrontv3.15 XEFhRAS.
« MR .ICAClient EFETHAARNEXHXH:
fiiB% All_Regions.ini 3
HE
ZRE AL1L_Regions.ini X, &% [Client Engine\Application Launching] 2853 #9454 AR
T
SubscriptionUrl=
PreferredWindowsBounds=
PreferredMonitors=
PreferredWindowState=

SaveMultiMonitorPref=

R . ICACLient xR 1FHE, WisT Citrix Workspace MBREFHNEMEE, EXMIBERT, BREIEEN
ENIN I

Rl

s BERETRSE LEFOBRA TR — T RIEHFREFIRE,
ENRmHZSEN, ZREREHERNEN TEERE TS LAERUEER.
s HERETRR LEEREXN TR — M REHFREFRE,
ERRZEN, ZRERTERNERSE LE2REXTET.
 EEOBRATHHRENZEABES N ETRBETZRE, ARTIRE2FERN,. ZEB48ERFEXTERR
BEETRET. ENRMRIEN, ZRERE2REXTEREETHEET.

&HE:

« FRRENEBESETE, FETRREEERR StoreFront L,
o MREEFRANEREE EMEED StoreFront BErfSMERERIE, WEHERREE—IRIEPRERE
FrESIENHRIER.
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REHR

ERRAREHRRIEE, BHRITUTRE:

1. %75 Delivery Controller (DDC) E£%% StoreFront 3.15 FESh4ds (FTFH=T v3.15.0.12),

2. NT#HTTE FHIERT Linux 89 Citrix Workspace W12 1808 i E S RAHINERIR S, AEIEEHTEE
&1 Linux i+&8M L.

3. ¥ ICAROOT R TEBIRBENRENMNE,
4. % All_Regions.ini X4 2&EFET ACAClient XXk, MR7EE, EEEMBR.

5. 7 $ICAROOT/config/All_Regions.ini (& FEk SaveMultiMonitorPref, ZIABERT, IFER
BER “true” (RRNULBELRTFITFRE). BXFLLINEE, HBILLFRIEE R false.
WMREEH T SaveMultiMonitorPref 1i(&, NXFifikk JCAClient x4+ 7z7£89 All_Regions.ini
X, AR ERER U AT REFEME B X4, ERHRIEZAIEERICEIEE SaveMultiMoni-
torPref 1535,

6. BEfTREZE.

7. 1% Desktop Viewer TE#ZPREREFRBUREFLHINRERR. REATARET KB, BTRI,
BF “RERR" KN, EFREANRE,. EMEBREURTELIRT. ®EHRE, BRREERER,

8. EiFEZSMRIERIEH.
ENEHRIE. FIEFTERNEXTEERETS LHERUEET.
FBRRMES AR FH R

« BF Linux ETEEREERENE, Alt, FIFEZIERBFEREOARIARIENGR.
s BZPMAREFARSHENERSRERIEEEESNREPAZELR, HFAUTESSHHNRAITUNEIITA.
o BPERAEIMNG StoreFront #1TEE

ER 4 ES A Citrix Virtual Desktops

1. %#% Desktop Viewer F & & T#Eiko

2. EEEO.

3. EANEREziEESS Citrix Virtual Desktops B&. WIS ERSFREANET—FRER,
4, 7£ Citrix Virtual Desktop TE#2/, ®EFELR,

BEEBT RIIRENES.
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Z B ERHIIEIRINGE

FERAZINERB, NREETRSTENERIYT BRISHENEESE, R8T RESEAEFENHENERSS.
Lo, HEEHEZNERSBHSIEN, SIERT RIIXEETREE. NRERNFBRE RS, SIERRENFTNTBR
=

AE:

IEINREN S Fr £ B Ras il — R B RS,

BRINERT, IR FRARS.

ERRLLIIAE, BRITUTRIE:
1. i3 SHOME/ . ICAClient/wfclient. ini 3k,
2. HEIWFClient &4,
3. AIUT%E:

MultiMonitorPnPEnabled=True
<!--NeedCopy-->

PR
o HEAEREBRNEERAMITEN LNETREEN, SIENNERBHEIEFSAERER, [HDX-58023]
BfEERYR:

o HEFHRFIENEORANREEFER, ARERF-IMETEN, JEATRLTEAES - TETRSLERE
o [HDX-55370]

ICA-to-X f{i2

BJLAiz1T Citrix Workspace ARFH T FiEAIERS 2R, HRBEEETMIEMEZR X11 NigE, BEFE
BEHITIHES R Microsoft Windows AR F4 A Citrix Workspace AR X £imak UNIX T
ik,

AR

Citrix Workspace N BREFRHFERATZM X 18&, EXEERT, EIE&E LR%E Receiver REEBRA R,

U7 E1T Citrix Workspace M R (BIfEA ICA-to-X RI8) XAk ICA,

izfT Citrix Workspace MAEF, aLUSEHMAATIE X11 HHERBIAM Linux £@EH ICA = X11 #%i638,
2, I ZnHETAIEM X111 BTRR. JUE—MRFEDENETT Citrix Workspace B REFHFINEIZS, £
XFERT, 84 Citrix Workspace R REF#HEEBH L X EIMNIES.

LERRNERETIRE R ICA-to-X RERIERTF Linux 8 Citrix Workspace R BiEFH RS
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Fe: =
= E
\ - -—
\_______--' .____--' \._______.,-o-'
XenApp server Linux server %11 Client
Citrix Workspace App  UNIX, X Terminals,
for Linux X Emulation Software

BRBIHXRY, FE— Linux lR$S8{7Y ICA = X11 RIE:

o MREE XL, WalLTB@EEATR X KiniRdt X RARFR Linux iR5588 _£izfT Citrix Workspace RZF3
EF.
« MREIPEFAFERA Citrix Workspace ARZFR UNIX TiEls, FRE—ARSSERTURIE, MRS
LUEiE1T Linux B PC
MAEFET ICA hilBIThaR LA fE A X11 PR IRIRE. RINFERT, ReefEMAIkEhazRas e R ERIREhER. 4
REMA X LR (BRELERMIRE), IREHFEE@, MREMEA UNIX TIRERARARER, AIURITUTHE
BigfEz—:

o LUNFS SER AR TIFE_ EEHZAM UNIX TR, ARKEE P mIKchasiReTEmIZAE LR NFS &
=

™o

o £ NFS 2 SMB 32 (5140 SAMBA) ZiARs322 LA NFS Z i (5190 Microsoft Services for UNIX) .
FEINRE RS E BRI RIRIEE:

« USBEEM

o BREREER

« COMmOEEM

o BMERFRENRS BN, BFAIFSIMEEE X11 8%,

o FERBEFHITENNEEER X11 18&. 5 LPD TENTIREMARSS 88 5hiA 1R UNIX #TEDH, SEERAMLETT

ENtlo
o REREERAZEFFAN. AR, EEFEMEIETT Citrix Workspace AIZFIITEN L REMERGN, HF
RESBRYAE. BR, SENEHNEERTAERENRSSELRET GStreamer BX%F (REN).

EMFEH “BRSau ICA” M X &imsk UNIX Trit/Ezh Citrix Workspace RBER, BEHATIUTIRIE:
1. f#H ssh 3 telnet EZFZAERIEAIZE

2. ERIBIE LY shell 7, 15 DISPLAY IFE T 218 B AAMIEE. i, 7E Cshell FBAUTHE:

setenv DISPLAY <local:0>
AE:

MREA ssh —X EEIAERERNILE, WXHILE DISPLAY IMRTE,

3. EEMIGE NS SRTRA FEA xhost <proxy server name>
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4. 33E Citrix Workspace N AEFREREERIAREA R, NRARE, BRIEFETE ICAROOT 2F
BIRENERAEMHNRERR,

5. #% Citrix Workspace ZARFHNREAR. EHTRIEAF, BA selfservice &

S22
ClearType F&xFi8

ClearType FATBINAEFREMETFHAMNRE, SIEE U TIHREFRTASMMIERE:

o BRFEHEFBEH
o JHERIER.

ClearType FEFBXMAFEREFHEM. AILETHIXHALINEE,
WA LOET AT A TR RIS E TR A
1. SHMEMEMEEXHH [WFClient] #84.
2. HIBUTIRE:
FontSmoothingType=number

Heh number AJUEULATFEZ—:

& Th

0 ERMIEE _ EMAHE IR,
FontSmoothingTypePref i EE X T It (&,

1 FOEFH

2 TR

3 ClearType (KFEFHR) Fi&

TREBH ClearType FB#isiEm Citrix Workspace MBEFHHFRER,
BERT:

RSS2 m LiEiE ICA XHEEE FontSmoothingType. ENMKLEESTE [WFClient] FIgEME.

NRRSW/HEZMEIZEN 0, [WFClient] R TIRE R RE 2 B 2T :
FontSmoothingTypePref=number

EHeh number AJUEBUATFEZ—:
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& Th

0 rEEFEE

1 TEEFEE

2 TR

3 ClearType (KFEFHBR) F&E (BALE)
xcapture

Citrix Workspace L AREFRHEBE— M ERMIEFNAERF xcapture, LN FAREFRIZEEAFERSSBZHERS
X 2@ EARFE ICCCM #5289 X Window M ABIERF 2B RER B, AP A LUER xcapture ITLLTFIZ(E:

- BIRWIEESREXE, HEAFISEEE (BFEATE ICCCM HSEHNAER) 5EEEATBTHR AR
B2 RIS HIIXLERE,
o EEEEOS X BFRIESSBIERFE xmag 3 xv ZEE B
BMESITRE xcapture, ERITUTERME:
SR TIEOPEAN /opt/Citrix/ICACLient/util/xcapture, ARGk Enter # (Hr /opt/C-
itrix/ICAClient 2 Citrix Workspace MBEEFHNTEBR).
EMNAFIGEEEES, BRITUTIRE:

1. 7£ xcapture 3iEHEH, #F From screen (MER). HIFETR+F4,
2. NATFESH#TIEE:

+ Selectawindow (GEBE—NENA). FAFBHINESFINEO LS, RAEEEBRITPR,

+ Selectaregion (G&FE—INXIE). RERIGER, FENEDITLUERESHINXIH,

+ Cancel the selection (BUHESR), BEHERITAR, REBITFRNARERE, SEARTUEE
FRAiEsEo

3. 7£ xcapture 34iEiES, & To ICA (2l ICA), xcapture HHAMNEEEAETH, RREELEEE,
4. BiRSERE, ENEEEOBSNERRERF P ERENIES S,

EM xv EHENEREOPNNERER, BRITUTRE:

1. M xv REFIMENIER.

2. 7£ xcapture XHEER, 2 From XV (M ICA), AiFEE ToXV (B ICA). xcapture IHMEIEZELET
, RREELEES,

3. BRmE, ENEESOBNEBEF P ERENNES .

EMNERFOFHINABEFERIZ XV, FRITUTERE:

1. NEERBOPHNAREFEFENEES.
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2. £ xcapture SHiEES, FiE From ICA (MXV), AF&DE ToXV (RI1CA), xcapture iR EELLEDT
t, RRETLEES,
3. BwaE, BESME xv H,

SR

January 31, 2024

SLIE P IESIAMRETE, 7 Citrix Virtual Apps and Desktops =t Citrix DaaS AR 28 _Eiz1ThIN BIEFIGaES @i
BPIE&E L ZENEZEERBUESNRESM. B UEARENE P RSN HTES. EX¥HER, B55
i Citrix Virtual Apps and Desktops 324,

SFFEIMRS

BhRA 2212 2, BIABAEMREITEE. BTFREISMMNEEEEF RN EI,
BEALINEE, EEwfclient. ini X% AllowAudioInput MEIRE R False,
AR

« AERT, BEIDHEEFHNEZ R NMMERENETLTERRS. BXNABEAZRNMMEREN
BNER, BEHEET,

XFZNEMILE

BiRA2112#,module. ini XM VdcamVersiondSupport B4iEE® &N AudioRedirectionVv4
o BRRZA 22122, AudioRedirectionV4 BEIAEIRE N True, Hitk:

« PulseAudio ERTFIHREMIEE, HEZIFTIIMIRE.

« —RAUBSZMNNAEFERSIMRE.

« Citrix Workspace M A#2F ERiEFE] BNAME R EMNiLE, SMEESSANREEN—EET, i
277 Citrix HDX Audio, FIUERIERHNAEFFEEEMLE, BAIUESEREERRIASNESE,
ZIREHBREFP I ENBNRIAS RS, WALE, ERIUNERPHITENNASIREPELRIASTNRE.
EREFPIRTBENORIASINRER, MR ENRASTMREHIAERIET.

o AEBEREIMREN, RIEKBHER.

MR AudioRedirectionV4 BiEigE# False:

o ALSA EERTFIBRIEMiRE, HFENZFEMRE.
s E—IRIEHR, RE—MESRM— 1R “Citrix HDX Audio” MZFRNX, X5% i RN EEITR,
o —RRBEFE—NREARFERILER Citrix HDX Audio &&.
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EJ¥% AudioRedirectionV4 i&& 4 False, BHITIUATIRME:

1. 8f1% <ICAROOT>/config XF*HTFH module. ini Xt

2. BZE [ClientAudio] SO HFIMUTEE:
AudioRedirectionV4=False

3. ENRHRIEUEEREN.

ERIPRE

ZABER T, AudioRedirectionV4 &i8EHR True, ¥ AudioRedirectionV4 MEIEE R True &,
FELLTEXBRS:

« WMREMEA root BPIRMESITRERBMSIE, itiEES PulseAudio RS 388Y, 1ZARSBAIRERIELE
B, AXMIBRT, BMKERIREIFIRERAMNIIFREMRERN ALSA E.

WMERE AudioRedirectionV4 Eig&E N False, NIEEUTENRS]:

BT AEERFPERNERNSTMESE. FFEZHMITBNRENRINSHEANNEE B
AudioRedirectionV4 {EIRE N True B, LEIRFNGSERIFRR,
o EFF HDMI B & A IFSIMSZTEEM. ¥ AudioRedirectionV4 {EigEH True B, LEIRHIS
BERIER,
AudioRedirectionV4 EigE N False i, BEBERT, RASMIEE2NEAEENZIA ALSA 1&&, AL

B TRED BiEE EMIRE !

1. RIERELEMOAR, EFHITA-—TEEXt. AXBEREXHNERNAZMARAFNESR, /55
FEEFINZE,
2. WMBLE, BHRMUTEDRLSIZENERSD

[ClientAudio]

AudioDevice=\<device\>
<!--NeedCopy-->

AP, KEEEFETRIERADN ALSA BEEEXHEH,
pE=
FHAEFRE Linux &ERATHX—SBHMUTF LRME, Citrix BiVEEFIRIER S, THREXEHREER
BEAE R,

BT iReEMmEnERINEE

Wai, 7£ Citrix Workspace RABEFH, RFBREMNRARLE HER 200 2. ATIRETIE, FILEER
HEPEMT 200 EWHRER, EEXMEEAEESNRENEMNBIEFEF .
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wid it igs8IhEe, Citrix Workspace R AR FHRAMEEAERA/NE 50 2, FHit, XREXFMLAREFH
FAPAEREEINE, i, FiReE (RTT) 48527 150 =,

BRRZS 2207 2, S0 LOUERE Y AR R EMK P MM P X KiE e B MAE, X} T I ERINEE, #£ module. ini
X489 [ClientAudio] #8493 AN T LTk

« PlaybackDelayThreshV4 - {8t & FnIMiagks (UZ# e, Citrix Workspace ZRiERF
RERABRNEHENERRIFLE L. PlaybackDelayThreshV4 BZRINEH 50 2D, XY
AudioRedirectionV4i&&X True BY, LBHAEK.

« AudioTemplLatencyBoostV4 - Y EMEHERA LW BEEX T B UM TR E ML
B, LESEMBHERE BHEAENEMATRERINEM B2, SMAEIHEBERER,
AudioTempLatencyBoostV4 WEIAEIRE X 100 2, XY AudioRedirectionV4 ig
E True B AudiolLatencyControlEnabled i€ &4 True BY, LLBHAER. RIABERT,
AudiolLatencyControlEnabled K{&i&EH False,

B T BRI TERRSFThAE

B 2303 lrA K EmhRAi, Citrix Workspace 2R ZHFEIFEERR. tLIhAET AR A REITIT, sTUKER
PR3, BIFEERIEHRRESM. PERESMMBEBERL S, Citrix BIUERBENFHMURGEFHIERE.
AINERT, BIEHRINELTRARS. ALNARRAT, NMRERZHESRMIFLBAEN, BNTHLOEER

BEo
EEALLINEE, BRITUUTRE:
1. EM=E <ICAROOT>/config X#kHITH module. ini Xt
2. i5%3 [ClientAudio] &9 H#RIN T RE#H EnableEchoCancellation B#ME:

EnableEchoCancellation=TRUE

PR

RIBIRIT, WERESMER T EEHMKRINE. EXERESTMNIEARFS, BSH Citrix Virtual Apps and
Desktops 344,

BT &P i e s

Bhg7s 2305 i&2, Citrix Workspace Rz FR#2F BMETE M IEIR K BT AR R (RIB MO 5. BUAERT, BALLI)
Ao

EXRALINEE, BEME /opt/Citrix/ICAClient/config/module.ini BE X4 HEIE
JitterBufferEnabled=FALSE,
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BEN FH

BhRZx 2109 2, Citrix Workspace ARRFXZIFHIEN S, FHBEN SN, EEFEF7E VDA LRESHR
BRI, BENTMAIRUIFRIRE, HERINNTMESEEN, IRHEBNAF KL, BENSMARIALTFRA
){klu\o ﬁ;&ﬁéﬁt:n.;, 1ﬁ§|§|§l§r—afﬁ

BhRZA 2112 2, BiENESMERERRFIERMIN (UDP) S3nEmetiRiEm,
ERNRE!:

. BENSMEEX Streaming SIMD Extensions (SSE) 4.x 8 CPU 41288, YBEiEN S5 F%#F SSE
4.x B9 CPU s 1233 —itefEmet, Citrix Workspace iZABEFAIgER X,

BF UDP &3

UDP SE4fir] LiR=i@ Internet 3-#TRYRBIEMIRE, ©fEM UDP mIE TCP,

BhiA 2112 2, BiENSESMEER UDP SfEinetER, s, Baskaie, Citrix Workspace R BiERFZ#5H
F UDP B3finikiRiRfEmEST M (DTLS) thile Hitt, EaTLUE Citrix Gateway 58] UDP S, BABRT,
ﬁtlﬂﬁ'éka:**ﬁﬁﬁuo

BhiA 2202 &, Citrix Workspace B2 2#Fi@id Citrix Gateway &4t UDP &H4fl,
Z/5A UDP B4, 1BHATIUTEIE:
1. % <ICAROOT>/config X3#HTH module.ini 32,

2. 7£ module.ini 89 [ClientAudio] &% Hi& & LA T

+ ¥ EnableUDPAudio &&H True, BiAi&EXN False, LEFEA UDP &4,
« H36ER UDPAudioPortLow #1 UDPAudioPortHigh % UDP SMAEMANS/IIRA
mOS. BAERT, EAKO 16500—16509,

3. 7= Domain Delivery Controller (DDC) Li&E LI T 54!

o J5i@d UDP XY ZII&E R 2 1Fo
o F@ie UDP il By E4Ase i Z ik E BB Ao

4. BNERT, BENSIE VDA LA TFERARSHASR UDP &4, MREBZABEN ST, 157 Domain
Delivery Controller (DDC) Ei&E AT 50K:

Hitt, £ERNEMRESRE, HERTUZE UDP 54,
@i Citrix Gateway B/ UDP &4, iBHITIATIRIE:

1. EM=E <ICAROOT>/config X#kHITH module. ini Xt
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2. %% [WFClient] B HI8BUTRE:!
EnableUDPThroughGateway=True

3. #%3l [ClientAudio] #HHIEBEUTEE:
EnableUDPAudio=True

4. £ Domain Delivery Controller (DDC) Li&E LI T5EH:

« f@Ed UDP Y ESMIRE N 121Fo
 f@Ed UDP il By S SaseiERiRBENE B M.

5. BINBERT, BENSME VDA LA TERARSHESIF UDP i, MREEZRAEENZM, 7E7E Domain
Delivery Controller (DDC) Ei&E AT 50K:

SR

January 31,2024

ZIRIRIERE

Citrix Workspace ML HZFRIE T SRR, AIEYSHNERKAAFIFEHRMUSERF KK, ERIRENAER
MREEY, XERARFTLURARBF AR, S0TFR:

+ HDX MediaStream Windows Media &)
+ HDX MediaStream Flash EE®

+ HDX RealTime MER G MIAESE

 H.264

} =

AR

Citrix ¥ RTOP 51/ GStreamer 0.1 #¥3ERATF Linux # Citrix Workspace R A2 1901 REShR
THTF

HDX MediaStream Windows Media & A

EM Linux BPRiIgE /RN ES Windows £E LIRS EEBEMBREERSH %, HDX MediaStream
Windows Media EE BT Uf#A#H mEREH, Windows Media EEERM T —MIEAFIEEMIERS 28 HiEK
BRIEITE ARG, Fitt, BEETERBREGHNHRER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 121


https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/multimedia#hdx-mediastream-windows-media-redirection
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/multimedia#hdx-mediastream-flash-redirection
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/multimedia#hdx-realtime-webcam-video-compression
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/multimedia#h264

iEATF Linux i Citrix Workspace M HEF

Windows Media EEmARAEI Windows =@ Li517H Windows Media Player W BB KM ERE, 1Lt
heer 2L s, HPaiE:

. BRFMR (ASF)
o EHEGERA (MPEG)
. ERSARESE (AVI)

« MPEG Z#i% 3 2 (MP3)
. WAV EBxH

Citrix Workspace MABREFTEEE T XA RE MediaStreamingConfig.tbl, BT Windows $E R
= GUID #i#sk GStreamer AILUERRK MIME 228!, A LIEHLFEIRR URITLUTIRE:

o MR Z BRI TR ZHF AR 828/ X8 o

o MELEFERFR GUID LsaHIEIRRIARS Bim=Io

o MIME MIME FREFRRMESSEH, UATEBIESRN GStreamer SHBREIIRIR,
o BEMEERTIAFIZE LN GStreamer FHMNEARNHLBNEEXEE.,

BIEFIRRE, EaUAFAPEEERBIREABEREEA N <http://> <mms://> 8 <rtsp:
/ /> 89 URL pgfx, mdk@d Citrix ARS8 5 AR AR MIRIEE, RS B[ASTIGHPIZEERDEE UL ZEEH]
e (BIEEK. 8EF. Fk. SENHE) . B2, RESB[TALEEMAEAXIIE, WINEERLE LEESRZER
GStreamer

EZ323 HDX MediaStream Windows Media EE [, i&EHITILTi2E:

1. #RE GStreamer 0.10 WEMNAFPIRE LRERRYE, XR—IMHRZHEAHER, BEBRT, BARE
GStreamer, AEE%% Citrix Workspace 2R, UAFREI#2% Citrix Workspace Rz Ai2RFAD
E XA GStreamer,

AZH Linux X 1THR& B 3E GStreamer, WA UM http://gstreamer.freedesktop.org T#
GStreamer,

2. ERAEFIRRN, BAAFRBEERE LBROXGLRBREMRTN GStreamer hillRiEH. BTUERA
gst-launch THEFRIHEHRSERERRIET. MR gst-launch sTLUEK URL, MIFTEHEH
BpaEliEfT. B30, iEiafT gst-launch-0.10 playbin2 uri=<http://example-source
/i le.wmv> HIGEIINR T HEDS IEFIBR

3. 7Ei&#& £®=E Citrix Workspace A2 FEY, MREMEM tarball B4, 1§k GStreamer &M FF
.deb# .rpm%KHa, TBEHEHTR) -

EHEESE P IHRIRER XHEI

o« BINMERT, BAILIEE. ATLUER All-Regions.ini B Multimedia &85 ##9 SpeedScreenMMACSFEN-
abled WAL ThEE, MBFILETIZE R False, Windows Media EE @A T EFLDIE,

o BUIANERT, FiE MediaStream Ihae#RER GStreamer playbin2 thille FEREF IRIRENZ INIFRE
MediaStream I, AIMERIZHIM playbin hil. BFimiRENThAE4 L@ T ALL-Regions. ini
XS IREESHH SpeedScreenMMAEnablePlaybin2 EmER playbin2,
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« Citrix Workspace M AREFT/HIRFIBRTIRX G SR EE S, Fli0 .asx F .nsc X, MEREE,
AP S%IHEE— 5 AREXHXEMIRE URL, €A gst-launch AIiEEER URL REEH.

XF GStreamer 1.0BEEEM:

o BINERT, GStreamer 0.10 BF HDX MediaStream Windows Media EEM@., GStreamer 1.0 X
7£ GStreamer 0.10 RA]ARER,
o MNREMFHA GStreamer 1.0, EFEALLTIRA:

1. & GStreamer HEHNREBR, EHNLEUBERENELITR. BERAKRLENM GStreamer
MREARXMSR 8 AT EKRA [usrlib/x86_64-linux-gnu/gstreamer-1.0 or SHOME/
.local/share/gstreamer-1.0,

2. BHREFEAT Linux 89 Citrix Workspace R BREFHNRER R, 1 (root) BRPREMNBINBERH /opt/C-
itrix/ICAClient, IE4SIAEAREMNEINE RN SHOME/ICAClient/platform (1, Ee, platform TJiL
2 linuxx64), BXEFMER, BHBRALENLE,

3. il GStreamer HH B RHIEE — N S i 1% K R % libgstflatstm1.0.s0: In -sf SICA-
CLIENT_DIR/util/libgstflatstm1.0.s0 SGST_PLUGINS_PATH/libgstflatstm1.0.s0, Lt BAIEEEER
FHRORPR, 0, #EA sudo.

4, % gst_playl.0 A1E#EmEs: In-sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play.
Lt H B OTRER ERFRISR, N, A sudo.

+ WNRE7E HDX RealTime MEBENMAELEPER GStreamer 1.0, iEFERA gst_readl.0 fEHI%ERS:
In -sf SICACLIENT_DIR/util/gst_read1.0 SICACLIENT_DIR/util/gst_read,

B GStreamer 1.x

£ 1912 frz AiBIkRAH,GS treamer 0.10 @5 SR A EEMBIFIARZ. B 1912 ki, BRI GStreamer
1.x BEBE B IARR S

PRI

o RERALSAEY, fRIRANFIEHIEI A RET EIRTREA T 1F,
+ 41572 ARMHF &% E/=5h Citrix Workspace R AE#2FEY, GStreamer 1.x AIRETARTHAT 5,

%% GStreamer 1.x M https://gstreamer.freedesktop.org/documentation/installing/on-linux.html
2% GStreamer 1Lx EZMLTFHEL:

+ Gstreamer-plugins-base
+ Gstreamer-plugins-bad
+ Gstreamer-plugins—-good
+ Gstreamer-plugins-ugly
» Gstreamer-Tlibav
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A Z#HEI G EFELE Linux OS &1ThR (190 SUSE #1 openSUSE) £, R4GRTEEHRARIBLARTIRAH
GStreamer BRFE, EXMRRT, THIRABHERMMERE ZHEHIXH:

1. M https://gstreamer.freedesktop.org/src/ FTERM{,
2. REAR.

3. SMEIBENRGERENER.

4. BITUAT@m<:

$sudo ./configure
Ssudo make

Ssudo make dinstall
<!--NeedCopy-->

BIAERT, £ERMTHEISTHENMT /usr/local/lib/gstreamer-1.0/,
BXRBEHBRIER, ESREIRALNE CTX224988,

ftE GStreamer 1.x EFEE GStreamer 1.x LUES Citrix Workspace B BEEFEEER, AR shell 12
RN TERE:

« Sln -sf SICACLIENT_DIR/util/libgstflatstm1.0.so0 $GST_PLUGINS_PATH/libgstflatstm1.0.so.
+ Sln -sf SICACLIENT_DIR/util/gst_play1.0 SICACLIENT_DIR/util/gst_play

He,

o ICACLIENT_DIR - AT Linux 9 Citrix Workspace B2 HREREZ,
o GST_PLUGINS_PATH - GStreamer ®iE & E. I, 7£ 64 i Debian i+ & #H £, LthE&EFH /us-
r/lib/x86_64-linux-gnu/gstreamer-1.0/,

PR

o TEhRZS 2106 ZHIMARAH, A GStreamer 1.15.1 SiEEMAE, MEBRGINEERATRERRY, SiF
FIRER &R

HDX MediaStream Flash & @A
&3 HDX MediaStream Flash EE @, ATLASEI Adobe Flash ABERAFIGEAMIER, MMTEFIRSHRER

BRI T 0 A P IR =AM E BV B SR AT IR R

1. WIEAPREREAESIMEER, AXFAEER, BERARENR,

2. gwfclient.ini 89 [WFClient] %4 (ERTRERAFAMNMREERE) HALL\\_Regions.ini K
[Client Engine\Application Launching] 4 GERFHEFMFERF) FINUTEE:
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+ HDXFlashUseFlashRemoting=Ask: Never; Always

ZHAPI8E LB A HDX MediaStream for Flash, BRNER T, IHEIEEBAMT. LI, RESEBAR
T—INHEE, HREEREEREEIES Flash RAK Web TEIHEKLIZAS,

« HDXFlashEnableServerSideContentFetching=Disabled; Enabled

st Citrix Workspace 2R 2 A2 RS 2R in A B IREINEE. BINER FHERBRNEEM.
« HDXFlashUseServerHttpCookie=Disabled; Enabled

BRZEA HTTP Cookie EEM. BINERT, WEIZER Disabled.
« HDXFlashEnableClientSideCaching=Disabled; Enabled

3t Citrix Workspace M AiZFIREXH Web NBBARERR P mEFINEE. RIMERT, HEEER
[=1=1:E8
+ HDXFlashClientCacheSize=[25-250]
L MB ABAIEXEFIHEEZNADN. ENANTUZNTF 25 MB 5 250 MB ZjalfEaE, EEIk
NIRRT, BRIBFEFFHNMEANS, UEEFEEHTAS, BRIVERT, LWEIZER 100,
« HDXFlashServerSideContentCacheType=Persistent: Temporary; NoCaching
FIET RS BRI BIREINEEIREVMIARAE X Citrix Workspace R AREFERANEEEE, BIABERT,
LEIRE S
Persistent.
AR REUTERTASEIEELLSH:
HDXFlashEnableServerSideContentFetching i¢E 5
Enabled.

3. BINEH Flash E€@. 7 /config/module.ini &, ¥ FlashV2=0ff &2 FlashV2=0n LB Bi%3hkE.

HDX RealTime MRIE&HNNITELSE

HDX RealTime 124 7 M RGN EFFIETRIBS WM IOL B RN HRYE, AT REAFEERS
HDFaces # GoToMeeting. Skype for Business &5 B2 AR IR EEEE.

1. WIEAPEERERESTINERER,
2. WiEMultimedia EINBEREECEA. BEREBA, B SICAROOT/config/module.ini

X, SRR [ICA3.0] o Hp MultiMedia 2Fi&ER On,
3. B BEHFERTIHEEN “ERNAMSEZREEY TEENERRNEZERNANMEIREIEBSHEN.

#/H HDX RealTime MRIEGHMLSTESE

BIMER T, HDX RealTime MABREHAAEIE T IRIERIEMLIRGH L, BERELEBERT, BUESERARE
A8 USB $FIhaEEEMER G BRIIMLER, SIMITUTERE:
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o M HDX RealTime MBIEEHMNITELE
o MK BHENBA USB Z#FIhEE

1. 7EMRL.ini X4 [WFClient] ZRo iR T&44:
AllowAudiolnput=False
BXEMER, BEAMIARE,
2. fTF usb.conf xtf, ZxX#H@EMF SICAROOT /usb.conf,
3. MIBREERELITIT:
DENY: class=0e # UVC (Ztiki@id HDX RealTime MEB G MIAESS)

4. REFEHRAZLX .

H.264

Citrix Workspace M B#EFx%15 2 Citrix Virtual Apps and Desktops 7 BR$389 H.264 B#Z, &% HDX 3D Pro
B, WAE X FERREEEREDEINEE, ZIERALTRARS. SIME JPEG FFEEMEL, kI WAN
ML LRI T FEM T UHNERLBEFREMR SRR,

AR

7£ H.264 &, ERATF Linux #9 Citrix Workspace AR ZHF YUV 420 18, FZ#H YUV 444 &=,

REBATERGRAHITIRIFIRAMIIE (UKRSER JPEG HFIDSELEER) . BT REESFEIDSEX
BHNATFERRSHER TRANARE. HKEFMTRELESESREGREXAHIFXBXAEERDHER
B CPU B9RZAS,

HERR

BEIEILINEE, E70ME R Citrix Virtual Apps and Desktops 3¢ Citrix DaaS M5 R = R H AT TR E
MRFEATEHILE, H.264 FIEBERSELLFEARS, B Citrix Workspace BR2FHIEER.

BRREERRAEDSES R

rwfclient.ini X9, ¥ H264Enabled i2E} False, IHigEXSZANAERE,
ENBERAXARE, BRITUTERE:

BERFEFRARELSEZERE, Ewfclient. ini X#+i§ TextTrackingEnabled i E 5 False.

Microsoft Teams BI{i1t

January 31,2024
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A Citrix Virtual Apps and Desktops 5§ Citrix DaaS kX Citrix Workspace R R AET =& Microsoft
Teams #1Tffifk. Microsoft Teams k2T Microsoft Skype for Business # HDX RealTime fiift. RREAI

2, A% Microsoft Teams R KFrEEET B A E48Z] VDA FIiEBT Linux 89 Workspace MAZFH,
i@d Microsoft Teams fitk, EAT Linux & Citrix Workspace MBREFXIFEIM. MHMREEEZINEE,

AR

+ Microsoft Teams b {X1E x64 Linux £17hR L& #¥.
« Citrix Virtual Apps and Desktops #0 Citrix DaaS #83z#f Microsoft ik,
o 33 F A Dell Wyse t9EE P im, &M Citrix Configuration Editor 4558 /var/.config/
citrix/hdx_rtc_engine/config.json XHhiEESH. EXIFAEE, ESH Dell
X%,
BEXRNAEAESKENESR, BRI Microsoft Teams B EWE TR EINS BHTIRIE
BXRAFAERNES, ESHE Microsoft Teams ER,

BXEFMER, E51E Microsoft Teams 44#1 Microsoft Teams EE M.

SINEC AL 5RINAE

&R Microsoft Teams F2& 7 B ohig s = HIFIR S MEIET, Citrix EE MM Microsoft Teams & &AL & M {E.
BN, BRINBERTIERBXEER, B2, B Citrix Workspace MATER 2104 2, @R EMETEAING T 2RRE.
8 Citrix Workspace ZA#2R 2112 2, BERAILUBT AT TRIERERBINGE RS IMAA (FlanmasA
BE. CPU IS SHEMuninsss) .

1. 8#1n% /var/.config/citrix/hdx_rtc_engine/config.json .
2. RELTEI:

« EnableAEC{E 1 ®R=EH, 0 R-EAERHER
« EnableAGC{E 1 RREA, 0 R-EABAEETS
« EnableNS & 1&RREA, 0 RREAEEINE

mkdir -p /var/.config/citrix/hdx_rtc_engine
vim /var/.config/citrix/hdx_rtc_engine/config.json

{

"EnableAEC":1,"EnableAGC":1,"EnableNS":1

}

<!--NeedCopy-->
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https://www.dell.com/support/manuals/zh-cn/wyse-3040-thin-client/thinos_9_1_x_rn/vdi-configuration-editor?guid=guid-c0db67bd-809e-4496-a9b6-ea696a3c4ce5&lang=en-us
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting#log-collection
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BiiARE, WM webrpc BE (/tmp/webrpc/<current date>/) hREEFEEUTZEURIIERE
HFBEM:
/tmp/webrpc/Wed_Feb__2_14_56_33_2022/webrpc.log:[040.025] Feb 02
14:57:13.220 webrtcapi.NavigatorUserMedia Info: getUserMedia. audio

constraints, aec=1, agc=1l, ns=1
<!--NeedCopy-->

[ Microsoft Teams H4RD 28 M gE(H B 28

HdxRtcEngine &Nz Citrix Workspace R F#2F+H WebRTC #4512, AFAE Microsoft Teams &
EMe HdxRtcEngine.exe AIUFfhi R CPU ERBHNIER FRAIUASZHREF LM (RIB) 2P,
ATAEMI{E Y 240p. 360p. 720p #1 1080p.

R RSB ERRRADRHE T ELBERRASANREDWER. ARRERENREDSRDHEERTESHN
DR, RIRISRIHER IR EFS ZENNE, el lENES SSRGS EZENDE.

NTFEEEHCHNERATASPHERNGR, TRYET MR

i M AE BAS R EMERTE

i 1080p (1920x1080 16:9 @ 30 3
fps)

o 720p (1280x720 16:9 @ 30 fps) 2

] 360p (640x36016:9 @30fpss 1
640x480 4:3 @ 30 fps)

eI 240p (320x18016:9@30fpsk 0
320x240 4:3 @ 30 fps)

EREREIM (4REE) D¥ERE (619 360p), EMEZIHETIUATHRS:
mkdir -p /var/.config/citrix/hdx_rtc_engine
vim /var/.config/citrix/hdx_rtc_engine/config.json

{

"OverridePerformance":1

}

<!--NeedCopy-->
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Microsoft Teams HIH L&

3} Microsoft Teams BREASURE, BRITUTERE:
1. 83l /opt/Citrix/ICAClient/debug.ini X,
2. &% [HDXTeams] &%, I TRFrxR:

[HDXTeams]
; Retail logging for HDXTeams 0/1 = disabled/enabled

HDXTeamsLogSwitch = 1

;5 Debug logging; , It is in decreasing order

LS_NONE = 4, LS_ERROR = 3, LS_WARNING = 2, LS_INFO = 1,
LS_VERBOSE = 0

WebrtcLoglLevel 0

; None = 5, Info = 4, Warning = 3, Error = 2, Debug = 1, Trace = 0

WebrpcLoglLevel = 0

>

<!--NeedCopy-->

WATLUESTE config.json XA TITREBHABEUREE:

{

"WebrpcLoglLevel": 0,"WebrtcLoglLevel": 0
}

<!--NeedCopy-->

7 Wvm-12 70 libunwind-12 FEfRFIR

Bhias 21113, A llvm-12 FmMT &R libunwind-12 FEERHFERHT, B2, BIAERT, ZKBIERRAFGEE
PAREE, FRBUTSREFMEEPFHRE libunwind-12 E:

1. THAR,
2. WAUTITURE LLlvm FAEERAS M

wget -0 - https://apt.llvm.org/llvm-snapshot.gpg.key|sudo apt-key

add
<!--NeedCopy-->

3. WAUTIUERE L Lvm FEERYIR:

sudo vim /etc/apt/sources.list
<!--NeedCopy—-->

4, HMLAFT:
deb http://apt.llvm.org/bionic/ 1llvm-toolchain-bionic-12 main
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deb-src http://apt.llvm.org/bionic/ llvm-toolchain-bionic-12 main
<!--NeedCopy-->

5. BITATHLURE libunwind-12 E:
sudo apt-get update -y

sudo apt-get install libunwind-12
<!--NeedCopy-->

FEEEEMEEO
8 Citrix Workspace [Zf#2R 2303 k&S, EMEDUARERERE S EMEED, ERLLERINEE, NREE
AWML IEEH ERIARNBIERERE, WAIUERIZ—1 MK, ERFALIERINEE, BRITUTIRE:
1. M3l /var/.config/citrix/hdx_rtc_engine/config.json X,
2. BIEILITES:
mkdir -p /var/.config/citrix/hdx_rtc_engine
vim /var/.config/citrix/hdx_rtc_engine/config.json

{

” NetworkPreference” :1

}

<!--NeedCopy—-->

3. RIEEBHEAUTEZ—FH “NetworkPreference:” 1&:

Yo N
Wi-F
FHMLE
VPN
[l
e

L]
o U1 A W N

BUAERT, WRFKIGEIME, WebRTC #1451 EEERRETRAEL,

Microsoft Teams i1t AYIEIRINEE

+ B Citrix Workspace [z FE#2F# 2101 hrie:

- Citrix Workspace B2 LR £2FES Microsoft Teams $E—i#2T &,
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- Bt BRI ENIRE, FRTEENEMEE,
- HTTP REXIBZEREHRIE.
« B Citrix Workspace RZFE#2FH 2103 fit2, BIAERTREA VPO Msn4miED2E,

+ B Citrix Workspace ZRi2FH 2104 k2, BIAMER TRERAREHERINEE. BIBRNEREFERANETE
BNERXHTIRIE, BRAEAEN. ESSERRERF K ERIHNFERNZIRIEA

« B Citrix Workspace [ AEFH 2106 hiid:

- Ual, SER\EHEN, RMUAETHEHEERSNTLIENERTRERHE,

EAXhREH, IERENTEREIRBENBZRENE TR, AILER VDA KRHBTRERENEMNRE
o ZENETHR LRER—NMBERS, EEREABHNERFERTIRFEEIEP,

ELEBERT, BOUUMTERERIEE— Bi#fTH=E, Desktop Viewer EXHEORT (RAK.
TR =/NME) B, REHEREL,
« B Citrix Workspace R AEFH 2112 higi2:
FE
LU T I 8E1X £ Microsoft Teams # HTheE E /5 7] A, Microsoft #E H kB8, BT UL E
CTX253754 LUEREXXX S EFHM S,
- 1 Microsoft Teams iERiF4IX

EARkRAS, 25EEERZREEH, EAILUTE Microsoft Teams @iEHREIERIZHIN. RFEHING,
ERILHZERBHITER., RIEIEMEN,

EEHIHZRENRE, BT Microsoft Teams REMHMIEREZEHN, HERBHNRINSE5ETTU
RIFIELERIIFER,

RIGERNG, BAUNEZEREHITIER. REMEMENR, TRE, RERREHING
PRI

* Linux EF G ENARTEBIERIREFEMAR, 852, £ Linux EFRIEENAPFREZER
BE, HETARPREERFIRHALT, XEBTF Microsoft KR,

* ERUHNARSER EEITHIZA Mlcrosoft Teams KEEFiH LNAF ZEHN R R EELRE,
BEREFBOETM AT, #RTTE: AR UINASIREUE R EHAGED,

- %#% Dynamic e911

fEashiase, Citrix Workspace MR XZIFS 2N, £ Microsoft BIEEE. BERERNE
ZRRATPERN, TRETUTI8E:

* ECEFMRBEIFY
* BHIREAR
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RELBMNKIER RS BT/ Citrix Workspace R BREFHN YIS, m3E VDA £iEf7H Microsoft
Teams &P i,
Ray Baum A2 ERE 911 I EMRNAR I EFXFMNMARRENE R (PSAP), BEAT Linux
B9 Citrix Workspace R A#2R 2112 &2, /A HDX B9 Microsoft Teams {448 M Ray Baum B9%
B, EXFHILIRE, BEEFPIHNRERARITRPLAES LLDP &,
+ B Citrix Workspace [R5 2203 hrie:
Microsoft Teams HZHOMEM=IY
fE4hrz<, 7£ Citrix Virtual Apps and Desktops 2112 {E &z @it HDX #4744 BS, &AL
Microsoft Teams FERAZ AN EOQ#HTIRMSIN, ATLGEBEEMHAXBEIHERSIN. BXBHEOEEN
FAER, B3 Microsoft Teams Pop-Out Windows for Chats and Meetings (Microsoft Teams
FIRFARIWAREEO)
MRIEEEETTIRIBARASHY Citrix Workspace Rz f#2F = Virtual Delivery Agent (VDA) ,3&i£32 , Microsoft
BRe2FAREORE, B2, ERMEERLGRE, EELEATANNEBARIZHLIED (2203 RE
=hRZ) B9 VDA g Citrix Workspace R BI2FhR S,
AR

Itk Ih BE X 7£ Microsoft Teams ¥ H E KM E#HE A A, Microsoft #H LB #H Y, BT UESF
CTX253754 LUEREXXX S EFH M S,

+ B Citrix Workspace A2 2207 hRiE:

- NARFEZEEA: BEAT Linux 89 Citrix Workspace R A #2F 2209 #0 Citrix Virtual Apps
and Desktops 2109 &2, EaILUfER Microsoft Teams R REREEFhEEEEZN AERF,

- = DPI Z#5091%381048: B TS DPIIhEE, HEEFERAMNR 4K B/R8884, Microsoft Teams fMsfE
MBUFAENLE, HEXNEE, TIEENERGENE (i, LERBHYIHZEREHT), &
MBEREERETR, FEBMASREREREENGUE. EBMALILEINEE, ERE”K wfclient. ini
FREXHHH DPIMatchingEnabled £%i&&85h True, EXEMER, BHSIAZHF DPI L,

- WebRTC SDK #%%: AT {1kt Microsoft Teams # WebRTC SDK irZA<B 4k 2z M98,

«+ B Citrix Workspace R fE#2FH9 2305 HRite:

- 1R TERIRIE LU 1L Microsoft Teams i&iE

WHT, HEB 574 Microsoft Teams &iYBY, WR&HERITSBRRE, Citrix Workspace A
REFHEI MU Microsoft Teams RE AR NERRIER

B 2305 kR4si2, BIfEEMREY Microsoft Teams &iXHAiEI&E RIS #E X H, Citrix Workspace
MABRRFHAEHLH Microsoft Teams REHBARSFENERIET .

- METHRKH Microsoft Teams IS IGEIFAL
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B 2305 hrasi2, BHAERT, 3K Microsoft Teams MAARINITI S AEIES 15, B 7 XMk,
BT FBIE LN PRUENRETFIUESRMUSEBERL, FTUNEBERRRRNSINBIENR
EER,

B XE AR, SMAPHAURESHERR (Fia0 720p. 360p F) WS MR, BAEBR
TFEMRAR, SERRINE. NEFHF. AR, BRERIBEREEBLENSEAREDWER, MMA
FE A PR (R AT

« B Citrix Workspace #1259 2307 HRie:

**Background blurring and replacement for Citrix Optimized
Microsoft Teams*x

**Prerequisite: x*
Ensure that you have installed the “wget’.

Starting with version 2307 for Citrix Workspace app, Citrix
Optimized Microsoft Teams in Citrix Workspace app for Linux
now supports background blurring and background replacement.
You can use this feature by selecting **Morexx > xxApply
Background Effects*x when you are in a meeting or in a P2P
call.

For more 1information, see [Background blurring and background
effects] (/zh-cn/citrix-virtual-apps—-desktops/multimedia/opt-ms
-teams#background-blurring-and-background-effects).

« B Citrix Workspace Rz 125 2308 hRite :

- XEHBRE

BILUMER “WBNRE" NREEER BN Microsoft Teams Ak BB FAIEENIS S, I, Rig
TERZERREN “HHRE, HEENRESEEEREN. EXMERT, EMEEHNENRSIIEE
TEHNEEIEILE, Microsoft Teams haiFRBES K XEHER. EUTERT, ELEHLEH
BhRRFS:

* HERERIZS N EFMEN
* SNEIREAFATAR (Fla0, EEFEM)

- AT MELRE R Microsoft Teams FREHEENLIF

ZH, aREBREEFHEMNERE, Fli, SEEBEAEMA Microsoft Teams £iURERMNE S,
M—mRRR A EBIREHEHEEN Microsoft Teams, RS HELAF AR FE,

B 2308 hr#si2, Citrix Workspace MAEFZISRIEEERRIES. WZISEB B THBREINkE,
WA
FE R4 Microsoft Teams.
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MR ERABEER

January 31,2024

EATFREENATEEBH Chromium #A\H1ESR (CEF)

£ 1912 frz w09k A, BCR ERET WebkitGTK+ MEMREMANE. BR, TR KL, FEMERND. B
hR7s 1912 2, BCR EAETF CEF M&10. ttIheeFE T BCRAAFFLE, EEMTRNEERERL. ITmAEMNE
R B RENHBIH R

Bhi7Zs 2106 &2, EF CEF BN BAREERF2EER. RABRTER R

MREE, ALUE SICAROOT/ber/libffmpeg.so B 1Z & i& Workspace R B2 F 54 & 2 B9
Libffmpeg.so X#&fANAEHRBHEDEBNEIEXH Libffmpeg.so,

pES =

ARMHF F &R Z#FIEIhEE,

B 2311 ixAsi2, Chromium fr AFHEZE (Chromium Embedded Framework, CEF) BARABEAEE 117,
AR A TR B B TR R 2R

BRETF CEF #9 BCR

EFAET CEF 89 BCR, BHATULT#8E:

S#i% SICAROOT /config/Al1l_Regions.ini x#, &, SICAROOT £ Citrix Workspace iz
BREFNRIALZERR,

2. & [Client Engine\WebPageRedirection] HHaHREUTEE:
UseCefBrowser=True
PR :
o A BCREY, FEABHENORN Web MAREFRIAETIEIET.
BANE:

« £~/.ICAClient/All_Regions.ini &% UseCefBrowser #EIEZER True Y, BIE. &
{RASCANERE IME AJRE A ERATERP IR, $% 2 SaasS 5 Citrix SR ANTUH S 2345 S AT, EAT Linux
8 Citrix Workspace R BEFAZIFHIB. BAFXHEFIE IME,

o HEZIREMAET CEF 89 BCR B8 Web MEEE M, AIAERKEIRMIERHEIR, thiamE M E Citrix
Workspace [z FB#2FhR4s 2106 KR EShRAH,
RS %: ERHEPETUTHSUEBERIERSEANT nssdb A
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certutil -A -n "badssl.cer" -t "C,," -d ~/.pki/nssdb -i ~/
Downloads/badssl.cer
<!--NeedCopy-->

BLPRNSHIT!

- A - AEURERFINES,

-N-IERHNEM. LBHENARN, sIAFHRMIER.

"badss'l.cer" - M badssl.com =S HEHEBHIRFR.

-t "C,,"--t&®=RTRUSTARGS, C&T CAIEH. BXiFMAES, HBH Google ik,
-d ~/.pki/nssdb - #iBERNMIE,

-1 - REBAXM. WESBATHRINBER 4B,

BX BCRHEE, 12 Citrix Virtual Apps and Desktops SXHERRHS3HI 5 88 A A E E [Ho

FEE N M ERARETE RS NN 5K 23 IR BB EMER R
B Citrix Workspace [ A#2F 2303 i, EREAETF CEF KRR B IR IR HEEE, BRBERRE, &
MATLUT#RME:
1. 8413 $ICAROOT /config/Al1l_Regions.ini X, He, SICAROOT 2 Citrix Workspace
N AREFHNRINZEE R,
2. #Z [Client Engline\WebPageRedirection] SaHFMUTRE:

CefCachePath=<folder for CEF based BCR tmp files>
<!--NeedCopy-->

January 31,2024

BERSBIFFRABEER, EERAIUSEETAMYAREFPITANERGNRAREFPH URL, FI50, WRE
=iEFEA Microsoft Outlook HAEIHTH TiEME A Web FiEME, WISERAFIEE ERXIRITHAMEHNX
o

BERSRIEFHABTEER, BERAIUESXMRME Citrix ZR, XERIUAAFRESEHENSE, TUEE
ML URL 268

« HTTP
« HTTPS
« RTSP (Real Player)
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+ RTSPU (Real Player)
« PNM (|BhR Real Player)

FEUTERT, BEARSHENAERFITH URL:

« Citrix Workspace N BEF&E & ENMNBERF
« Citrix Workspace MBEFTAEZAENRE

REBRIEFIHNBEEMERS R LRE, IRBEESUTAS, WEBIAER TR Citrix Workspace AR
HE A TR :

« RealPlayer

+ Firefox. Mozilla 5% Netscape 2—

EREFFEE RealPlayer My HEEMIER TRARSHIEFHNBTEER:

1.

2.

fTREEXH wfclient.ini,
7£ [Browser] BHHEHUTIRE:
Path=path
Command=command

BEENESHETRITXHMENER. ZH<TEATRAEEERNNNE URL RTHITXHRM, SREMSR
5S8R URL, f130:

$ICAROOT/nslaunch Netscape. Firefox. Mozilla

g BRIEEUTREA:
« JBIETT ns launch EARRF LG URL #EXFIIMABRIH KBRS O+,
o BERAZHTIRPNE NN, BEENTEBRINER.

£ [Player] S5 HEHIUATIEE:

Path=path

Command=command

%122 RealPlayer AIAITXHFIEN B R, ZH<TRATAEEERMNZEA URL BRTRITXHER, 4
M Bk 3588 & 3%BY URL.

. REHXHAZX o

} =

AR

T XWIPERIRE, FEIEEN NS RealPlayer AJHITXHRENB R. FEEEEATRITXHNTEER
&, flan, 7£ [Browser] #mh, mATLUKERRIRE SN /usr/X11R6/bin i /usr/X11R6/bin/netscape, It
4h, SRR LUSFIMNIE RETHMEE AN B S HRMTIR, MBRIEEXEIGE, NEFERABFHYE SPATH,
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ZEVHED Citrix Workspace RS BEEF AT EEM, HHITUTRME:

1. T module.ini BB,
2. ¥ CREnabled gB®Ex O f,
3. REHXFAZX

ICARESZE

November 26, 2023

“ICAIESE” MERMETEMRIEEN ICA XHFIEENTIR, REmAFEESBAENX Citrix Workspace M ATE
TR, WELER “ICARESE” TmEyy Citrix Workspace M BIZFHEIMT I THREERR,

ICARES%E (PDF T#)

4

January 31,2024
IERIENBUATRS:
o BAR
o AR
o A
« USB
o MEIBEN
o FPBIREHIEME
o FTEOHL

AR

January 31, 2024

B3 ERAR

FEX ERARSTRFR M T A F LA A MIRE 5 A RBR BRI ERNET. FEAAX RARRATMIREX RATRNBRIN A
EFEERALIEE.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/cursor.html
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} =r

AR
1tezhEe{X7E Citrix Virtual Apps and Desktops 7.8 (FE&hi4) sk Citrix DaaS EizfTHRIEHRFI A, BRiA
BERAT, EBRLTEARS,

ZRAMThEE, BRITUTEE:

EXMHSHOME/ .ICAClient/wfclient. ini 89 [WFClient] &4, #iN%E RelativeMouse=1,

P BB AR, EXRSETES), BEETBHEBE. AXEAEYRREINFAER, BSRAEEEXN BT
E& .

ERCELLINEE, BHITLAUTHRIE:
N Ctrl/F12,

BRLLIIEERE, BREA Ctrl/F12 TR IRSSBIETHUBES TP HREY . ERENRITN, FARPSRSESEFIHETHI
e

BIEALLIhEE, BHRITUTRE:
S Ctrl-Shift/F12,
REFAREERNY, WEXFLINEE,

AR RARE

o, EEEI RelativeMouse R LT E:

« RelativeMouse=2 E&iEFE ORFHE RSB AIINEEH K EHE,

+ RelativeMouse=3 tAX B . BUEHRIFIINEER THUERS,

+ RelativeMouse=4 EFifBiris s Ie N B R B AR AL, WRNERAFAE— BN
[ FR2 5 B 502 A R AR BT

BENREST, FAMINTARIRE:

+ RelativemouseOnChar=F11
+ RelativeMouseOnShift=Shift
+ RelativemouseOffChar=F11
+ RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOffChar #9527 ##9{E7 Citrix Workspace MBEFREM DA
config/module.ini X # [Hotkey Keys] F%lIti. RelativeMouseOnShift 1 RelativeMouseOffShift #y
EIREEFEAMNENE, & [Hotkey Shift States] sk TF5IH,
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FEAR

January 31,2024

SFEHITEN B R A%
Wi, Citrix Workspace AR & ER—MELNT, HHAES5NANBERERER. BAlt, REHXIEARRU
&

Mhi7s 2112 2, ATEBSREXANERAGRE, Fit, ERIERMEXRPREIATNUE BRABRT,
LtEZhEER FE AR,

MR
« MR .ICAClient EFEETHRIAFPHEXXHFIH:
fiigk ALL_Regions.ini Xt
HE,
ZRE ALL_Regions.ini xff, i [Virtual Channels\Thinwire Graphics] 2 BIRERMUT
17:
InvertCursorEnabled=

InvertCursorRefreshRate=

InvertCursorMode=

R . ICACLient XA 1FEHE, WisT Citrix Workspace NBREFHEHRE, EXMERT, BEREIEN
ENINC A=

ERALThEE, BRITUATIRIE:
1. §i% SHOME/.ICAClient/wfclient.ini BEBE&EXH.
2. ¥3| [Thinwire3.0] B2 HiEBUTEE:
InvertCursorEnabled=True
==

% Citrix Studio HpufE BN RIDEH T ESERENEIREN Do not use video codecHf, ¥
ek,
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S<¥5 32 (Ut

LUEl, HEFERABENX 32 ik, XirAERgEsER—1BE,

BIEAT Linux 19 Citrix Workspace R A#2FFhRA 2212 #2, 3 32 IARMZRBVAL FRARS. ALL, H*i5E
R BAE 0] RS LA IR

Bi&ATF Linux 9 Citrix Workspace FZBEFFARZAS 2309 #2, BIUEREXT 32 RN 15, A7 LILLILI8THEE,
fEwfclient.ini XHFHRMT—1EA Cursor32bitSupport HIHESH.

EREN 32 ARSI, ERITUTIRE:
1. &% SHOME/.ICAClient/wfclient. ini BEBEXH.
2. ¥%3 [Thinwire3.0] BHHIREUTER:

Cursor32bitSupport=False
<!--NeedCopy—-->

AR B

January 31,2024

Z RARRIT ST

iEATF Linux # Citrix Workspace R F#2F FH % R fitiz R TR IS 2 mitizig &, IhaER TR EBUCRE it
BRNEN. BASERITEFENERMITENEHRENRE, £ HDX 2FPHANAEFHSEN, BAUS%
RERIERAEEITRE,

RIR R E R IRERIEN N FEUT:

o EFRTE: BEAIER.

o Roh: BRRFEREMIZIRE, ARKFHEEER,

o BMARTGE)N: BRRFERERITRE, AERARNIESREIMEE,

« ERBEEHY MUTHERE) . ARRFEERMIZR, HERETA.

B RIPRE:

o AEFRIEOEN, XEKEAFHMTSEHERE.
o 7£ Linux VDA ERZH

S5

« 2RERIEES Join Displays (MAZRE) (FRBER) MZERERLZIHLHMIT, [HDX-52394]
o TEIRETIATE ASUS fiER F AFRIRRRAGRE. [HDX-52521]
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W

January 31,2024

BETH
£ zEiE Ctrl+Alt+Delete B4 45 :

1. BEWABASEETZEMEE LOIZ Ctrl+Alt+Delete 5,
2. EMENEBE S HR WFClient 2899, A E UseCtrlAltEnd:

o True &7 Ctrl+Alt+End £ Ctrl+Alt+Delete A& &3 EIZE E.
« False (BHA&E) F+ Ctrl+Alt+Enter £3% Ctrl+Alt+Delete A& LR EITIZRE.

EEFmBTEA USB EEMEE Bloomberg v4 #4:
B, ®J1E Domain Delivery Controller (DDC) H/= iz,
1. &% Bloomberg %4289 vid #l pid. 130, 7£ Debian 1 Ubuntu T Fa<:
lsusb
2. %% SICAROOT #4448 usb.conf 3tff,
3. £ usb.conf XA TR B A FXS Bloomberg ##&:#17 USB EE @, ARBREZXHEF.
ALLOW: vid=1188 pid=9545
4. BMBHMEF KL ctxusbd PR, w0, 72 Debian #1 Ubuntu FizfTA Fa<:
systemctl restart ctxusbd
5. BHEFESE. BHRFEEREAN Bloomberg v4 BRNSIZEEESR, WEHTEEM.
AR
EE LRI FERERZA selectconfiguration m<:
ALLOW: vid=1100 pid=0101 disableselectconfig=1,

selectconfiguration 2 VDA ATFEE USB &&HNH <,
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IhEE A B SN RIEER Bloomberg #4 v4 M v5 0. IWIEERM T EFMARESIEPRIFEAREMNEES,
BB MRORIN EMEMEOGR U —HEERZIRENRIE,

EEALIhEE, BRITUTIRE:
1. # SHOME/ . ICAClient/wfclient. ini Xkl FArR44E BloombergRedirection &4,

BloombergRedirection=true
<!--NeedCopy-->

2. PITEREEATRRNEIESE,
2 HIIhEE:
1. £ SHOME/.ICAClient/wfclient. ini Xkl FArR44E BloombergRedirection &4,

BloombergRedirection=false
<!--NeedCopy-->

2. WITEAEEAHRIRMNIESE,
AE:

BiERE S false 2 BEEE R I REIRANE FIRPHIETA, BAMEROBEEHIEIRIE.

XFBATHE2REASEOENZEYRAVEEIRES

LUET, ERILER Desktop Viewer EME OS¢ REHEERERSE ORI ZEITIHR,

8 Citrix Workspace R A2 2308 42, EaUfEARERER CtrtF2 £2REASEOEA Z TR, 5
0, HREFLFLREERN, NRR “Ctrl+F2”, KEIEHRE2FER,

BRIANERT, LIheet FREBRES.
BR%IEE:

1. REFRIER T Linux B9 Citrix Workspace M B2 F8, MR YFAFPHNEXEXRFELREFE .
ICAClient:

ftix All_Regions.ini x4,
HE
ERY All_Regions.ini 323 1£ [Client Engine\Application Launching] 54 E b AR T1T:

FullScreenShortcutSupport=x*
<!--NeedCopy-->

2. 8Mm=l /opt/Citrix/ICAClient/config/All_Regions.ini x4 #&40 FFrR{&Ek FullScreenShortcutSup-
port B9{&:
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FullScreenShortcutSupport=true
<!--NeedCopy-->

BRINMERT, BEMRERS Ctrl+F2,

AT B E X IRER, REERBENTRNSB2HER, Fl ALL_Regions. ini X+ KeyPassthrough-
EscapeShift 71 KeyPassthroughEscapeChar.,

TERNM M BUIHKE U TR

B

KeyPassthroughEscapeShift

KeyPassthroughEscapeChar

B>
All_Regions.ini Fgy [EEiEiE\ g
=

All_Regions.ini &pf9 [EEE\ 5
]

(=l

[Alt. Ctrl. Shift. Alt+Ctrl.
Alt+Shift, Ctrl+Shift.
Alt+Ctrl+Shift], BRiAf&E: Ctrl
[F1. F2. F3. F4. F5. F6. F7.
F8. F9. F10. F11. F12. B=. 0

S, Tab. =], BiAfE: F2, FE:
HESNES BIEFHE FiiRE,

fflsn, sRBEERA “Ctrl+Shift+F3” fERRERER, RETNSMM TAR:

+ KeyPassthroughEscapeShift=Ctrl+Shift
+ KeyPassthroughEscapeChar=F3

PR

s MIREFERANREESSEFIRRERARBEIRFECESRARER, 2RUMAXAIEREER, ARE
PIRRIERFRAERLIRER, Fl0, MREMEA “Ctrl+ F3” B8 Linux RIERAN R FTIRIER, MTEE
A “Ctrl+F3” g% “Shift+ Ctrl + F3” £ Citrix Workspace MBI R IR %,

o CErl+ALt+F'x" HALE+Ctrl+F'x" (F'+' 238 F1-F12) 2B F7 Linux FRYEIIELLE 2 [@)##1T
PHRMREIRER, XLERBEET SR TR X,

o Alt+Ctrl+Plus 3k Alt+Ctrl+Minus (NSRS BEHAFRE LHKRE) M S Linux REFHNFTS
XF86Next_VMode/XF86Prev_VMode, FiEATRiEH, Hit, XEHEFEAT LRI R,

BEMERY

REHRBES ATLEETFIRRELNEEREFRZER. RANERT, INELTFERARS. BALIGRRE, &
FinRRHRE=ERY 2 EMNNBEFNRH,

BhR7s 2203 &2, Citrix Workspace AR ZHUT=MHFENREHRBRSENX:
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NEE—R - 2EBEE - RIE wiclientini X#H i KeyboardLayout &, EFHRBEFRBRE
SERHMNEL HRS . R KeyboardLayout EIREBEHR 0, RARZE RS 2 VDA, MNREE
KeyboardLayout ERBEAFEES, NESHENRERZESE VDA, ERIFHHENEFIHRERFR
WEERESHMASUNER. BEVAEN, HFIHEABERNARERF. 5, NREFERERJEMEEE VDA
R, BEREREN. NEF—R - 2IFRHEEIXZN Citrix Workspace M ARRFEZEHNRIABRER.
AWHHERY - ERFFIHRERFN, RN EFRRETERDIRSE.

FRY - fErEFIRERRS S L FENRERR.

WEFRM:

72 Windows VDA t/=f Unicode REH/FIMESIIIAE, AXFMES, BESAFIRFLNE CTX226335,
£ Linux VDA LB AmSRERBRF . EXFRER, BERDSEEFEED
BEMFBEZEAT XKB lib,

&£ A Windows Server 2016 8 Windows Server 2019 i, & $# % HKEY_LOCAL_MACHINE\
Software\Citrix\ICA\Icalme IMRERZ ARG, Fil—MIMERMEHADisableKeyboardSync
B DWORD fEH iz EIEE R O,

R . ICACLient BFEETHAIAFMENMHKH:

ftiB% All_Regions.ini 34

HE

ZRE ALL_Regions.ini X, i&7 [Virtual Channels\Keyboard] &5 8KE AR T1T:
KeyboardSyncMode=

KeyboardEventMode=

REREDD

Citrix Workspace e RIAF AEMNREIRE, ATRA=MAENEEHRBRSEN,

EERETAFRRERERRTREY, BRITUTERE:

1.

MBHRXIZEHH Citrix Workspace B AEFEIRH, HEFEIET,
HE,

AL, SMITRRE, ARETUTHS:
util/configmgr

ItEHE 2R Citrix Workspace - EiEIIHEE,
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Eryboaid lapewl ipsdhrianiialian sellings

2. BERERITF,
L 2 RRERERYIRETH,
3. EEUT®EIZ—:
o NEF—R - 2IEBEH - BRREHBNESIERHNFESE VDA —R, Unicode BREBAEXZN
BE—R - 2IER IR IED,
o AFHTRY - ERAEREPERTEFHBENEREHENSEAL E VDA, WFAFISESER,
BINERMED Unicode BEBAE,
o FEY - EREFHEARSS LFENRETR, SEFFPRPEENRBERBTLX, Scancode i
BMANEXZRESEXNEFLET, NRAFELETEE “‘Unicode”, NXTHRREFIHRERRS
VDA EHBEHFER.

4. BEHEFREMXH.

BEHAREXHRERERERBREY, BHRITUTIRE:
gmwfclient.ini REXHUEBARENESHE.
REY—R - KRBT

BRLLIER, BHREN, EFHEELNENREBHRBEERFELS T VDA, BiIEBwfclient.ini XHHH
KeyboardLayout &, EFmRERERERERINALSFRSE. R KeyboardLayout EIRER O,
RERERRESE VDA, R KeyboardLayout EZBEAREIES, MESHENREEES S VDA,

ERFMART, BRITUTIRE:
1. §i% SHOME/.ICAClient/wfclient. ini BEBEXH.
2. FIMUT%E:
KeyboardSyncMode=0nce

KeyboardEventMode=Unicode (or KeyboardEventMode= Scancode)
<!--NeedCopy-->

Unicode BEMNERRNES —R - RIEB R RHEEFIEDL,
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AVFEIRES
BRLLIERE, MRREIRPEFIHEE LNREFRHRETL, STFENRETRLBERBLETN,
EEFIER, BRITUTERE:

1. 8% SHOME/.ICAClient/wfclient.ini BEBE&EXH,

2. BT E:

KeyboardSyncMode=Dynamic
KeyboardEventMode=Unicode (or KeyboardEventMode= Scancode)
<!--NeedCopy-->

TSRS ER, BINERRETA Unicode BEMNE,
TRF:
BRNINMER, TEERFHSEPEEHHRERE, HFER VDA RRERR.
ERERINET, BHRITUTRE:
1. i3 SHOME/ . ICAClient/wfclient.ini BEXH.
2. BIMUTEE:

KeyboardSyncMode=No
KeyboardEventMode= Scancode (or KeyboardEventMode= Unicode)
<!--NeedCopy-->

Scancode BERMNER AL ERNHETET,. NMBERARSEMEERN Unicode, MNAHREFIHERGR
5 VDA ix#EmFER,

=z

AR

Fwfclient.ini xX4HigE KeyboardSyncMode="" (=) B, RVEEREIZ 51T . FEZHI
wiThS, BEAEEMN SHOME/ . ICAClient/wfclient. ini i, HE, E2IEEHE,
BILESHtE iR S —EAIXE VDA,

BEBHAERX  Citrix BNFRNREHBRES ENER U TRERNER:

o RREFEIM Scancode #ER,
o AUBEREFMNXELS —X - 2IFBEHETA Unicode E,

apEwfclient.ini Xt EM KeyboardEventMode MEZE, B2, ATHEREME, BHNTR
MR, YERENEFIHIEEER Citrix EEFENER,

BEMNENIGRINEE  MEl, BREEBEIEMEEXH+H KeyboardEventMode WERBATRRRERA
R, REATEFRERMANRIH Ul £,
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B Citrix Workspace M AEFF 2309 &2, ErIUMFHENBEERNERIZERSPEEFRANBRERNER, &7
L1i%#% Scancode 3 Unicode ER#E R NER,

2E/A GUI EERZWANRI, BHRITUTRE:

1. MBHMXIEAHA Citrix Workspace M ABEFEIRT, EFEETR,
P25 Citrix Workspace - EiEIIHEE,

2. BE RET
ERAILEIREBRNEIRER 7.

Citrix Workspace - Preferences - X

General Accounts File access Mic & Webcam Keyboard || About
Keyboard layout synchronization settings

Select an option to sync the client keyboard layout to the server:

© sync only once - when session starts
Allow dynamic sync
Don't sync

Keyboard input mode settings
Select an option to set the keyboard input mode:

Scancode
© Unicode

Note: Scancode is the recommended option For the "Don't sync" setting.

Save and Close

3. EFRUTEDZ—:

+ Scancode - FRBMNEMNZFIRBRKZIZEE VDA, VDA BERBNNFR. LARSH[IHREHER.
+ Unicode - ¥&ZAMFFiREE KL %E VDA, VDA 7£ VDA RERERNFR. MARF HERER.

RINERT, ERRRWARRIZER Unicode, BEXRARNERNNEMER, BESRERHERE D XAEH
WECEREFRREI.
4. BHREANXE,
=W
RERBEFERECEMERINAREFEEY. NREE Ul FERREBAER, wfclient.ini
KeyboardEventMode K& #{EHL & EEIEH,

flan, BRKEERNRXEEMRERS, M VDA ERRERENR.
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4155%#% Scancode Hi#E Caps Lock 351aR98E8Y, Scancode 1E #§%3%% VDA, VDA BE/afERA 1E KETFR
do

INRITERE Unicode H3EN Caps Lock i, F/F a F4%5 VDA, HEitk, B VDA FRBIERETR, F
FatbadIERR L.

T EEasE  BiERT Linux 89 Citrix Workspace M AB2FhRZx 2309 2, Scancode BEREIMNENZIFLL
T EREGR:

. HiE 106 25
. WEFiE ABNT/ABNT2
. SRR

Scancode BEMNERZIF BRETR UNFIEREFRRERTSER,
BANBERTRALZR, B2, BRITTEIIINSEREE “HIE 106 #E":
1. §i% SHOME/.ICAClient/wfclient.ini BEXH,

2. AT %EB:

KeyboardType=106 Keyboard (Japanese)
<!--NeedCopy-->

ERATATESNE R IME EFiEENEmESE (IME) Thagsa T &M T Linux 8 Citrix Workspace RZF#2
FHRERSRX. BEMFHE (CIK) BEEFRNBANETER, MREE Linux EFRHEPERENH IME, St&EziE
ARss88 E3gA IME, WRILUAZERZE P IME,

BEALLINEE, ERITUTRME:
1. §#% SHOME/.ICAClient/wfclient.ini BE&EXH,
2. AIMUT£E:

KeyboardEventMode=Un1icode
UselLocalIM=True
<!--NeedCopy-->

MRENFE P Linux ZITHRGEEEEEBTH iBus, MHMigE KeyboardLayout B, %% wiclient.ini it
BEXHHIREEHN IME BESEMmgEIE, WTFR:

o 3FHX IME - KeyboardLayout=Chinese (PRC)
« 3FHIE IME - KeyboardLayout=Japanese (JIS)
« tF&E IME - KeyboardLayout=Korean
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1858 7 2 ¥F GNOME 42 sgEm B R & HIThEE

B 2305 kgasie, EATF Linux B Citrix Workspace R B2 #5EA GNOME 42 K EFERESRAH Ubuntu
22.04 EREIRERRRAL.

£+3+ Windows VDA #1 Linux VDA Y& H B %%

Linux xR
Un PR A IR AR

EvR(=he
(akvA(=he
(AZERTY)
BiE (st
)

EEFIBSIE
(alt. 1SO)

EEFIBSIE
RINFILIE

RINFITE
(fE4iEE)
RINFITLE
(#EE)
WETE
(B7)
SR

B

x)

& (=
IEAXZiE

=

Jilll3

SEIE (=
X, 1&4%)
SEIE (=
x)

SEIE (Bt)

Linux £/~
IHRERE

ara

ara

at

be

be

bg

bg

br

by

Ca

ca

Cca

ca

ch

Linux xR

mRETE EIE

azerty >

- >
iso- >
alternate

- >
- >

phonetic >

bas_phone%ic

- >

eng >

multix >

fr- >
legacy

- >
fr >

Windows
XiRgE
ID

ar-SA

ar-DZ

de-AT

fr-BE

nl-BE
bg-BG
bg-BG

bg-BG

pt-BR

be-BY
en-CA

fr-CA

fr-CA

fr-CA

fr-CH

Windows
VDA ##
%5 (ID)

00000401
00020401

00000407

0000080
C

00000813
00030402
00040402

00020402

00000416

00000423
00000409

00011009

00000c0c

00001009

0000100c

Linux
VDA ##
il

ara

ara

at

be

be

bg

bg

br

by

Ca

ca

Ca

ca

ch

Linux
VDA ##
TR

azerty

iso-
alternate

phonetic

bas_phonetic

eng

multix

fr-
legacy

fr

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

149



iEATF Linux i Citrix Workspace M HEF

Windows Windows Linux Linux
LinuxZF~ LinuxZF~ Linux&pF XiFHigE VDA & VDA ##& VDA &
AN REERRE mREETEH RESH ID %5 (ID) o Tk
=E (Bt) ch - > de-CH 00000807 ch -
[E1)Na274 cn - > en-US 00000409 us -
ERIE cz - > cs—-CZ 00000405 cz -
R cz gwerty > cs-Cz 00010405 «cz qwerty
(QWERTY)
=iE de - > de-DE 00000407 de -
=& (Mac- de mac > de-DE 00000407 de mac
intosh)
BZEE dk - > da-DK 00000406 dk -
ZDVRITIE ee - > et-EE 00000425 ee -
AL FiE es - > es-ES 0000040a es -
(HITEM)
FEYIFIE es mac > es-ES 0000040a es mac
(Macin-
tosh)
F=iE fi - > fi-FI 0000040b  f1i -
BB fr - > fr-FR 0000040c fr -
5iE (Mac-  fr mac > fr-FR 0000040c fr mac
intosh)
HiE (EE) gb - > en-GB 00000809 gb -
®iE (Mac-  gb mac > en-GB 00000809 gb mac
intosh)
i (E=E, gb extd > en-GB 00000452 gb extd
e, &
Win £)
wEE gr - > el-GR 00000408 gr -
REWITIE hr - > hr-HR 0000041a hr -
®WFFIE hu - > hu-HU 0000040e  hu -
BRZE ie - > en-IE 00001809 e -
B il - > he-IL 0002040d il -
IiE (ENE, 1n eng > en-IN 00004009 1in eng
E¥al’9)
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Windows Windows Linux Linux
LinuxZF~ LinuxZF~ Linux&pF XiHgE VDA ## VDA ##& VDA ##
WHEERE IRES%E  EEETE RSE ID %5 (ID) wE Tk
RHITRIE iqg - > ar-IQ 00000401 -q -
kBB is - > is-IS 0000040f is -
BKF)E it - > it-IT 00000410 1t -
= ip - > en-US 00000409  us -
BiE (Mac- jp mac > en-US 00000409 us mac
intosh)
ig kr - > en-US 00000409 us -
FEIISHE latam - > es—-MX 0000080a latam -
(BT M)
I FESEIE 1t - > 1t-LT 00010427 1t -
I FESEIE 1t ibm > 1t-LT 00000427 1t ibm
(IBM LST
1205-92)
I FESEIE 1t std > 1t-LT 00020427 1t std
(t5)
RIRATIE Lv - > 1v-LV 00020426 1lv -
WEGE no - > nb-NO 00000414 no -
W=1E pl - > pl-PL 00000415 pl -
WEIE pl gwertz > pl-PL 00010415 pl gqwertz
(QWERTZ)
BEFE  pt - > pt-PT 00000816 pt -
BEAE pt mac > pt-PT 00000816 pt mac
(Macin-
tosh)
TORIE ro std > ro-RO 00010418 ro std
(F5E)
ERETIE  rs - > sr-Cyrl 00000cla rs -
-RS
BERFTIE  rs latin > sr-Latn 000008la rs latin
(HIT1iB) -RS
HiE ru - > ru—-RU 00000419 ru -
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Windows Windows Linux Linux
LinuxZF~ LinuxZF~ Linux&pF XiHgE VDA ## VDA ##& VDA ##
WHEERE IRES%E  EEETE RSE ID %5 (ID) wE Tk
®E (HTF  ru typewrites ru-RU 00010419 ru typewriter
#)
&i& (Mac- ru mac > ru-RU 00000419 ru mac
intosh)
EREE se - > sv-SE 0000041d se -
EREE se mac > sv-SE 0000041d se mac
(Macin-
tosh)
Rl si - > s1-ST 00000424 s -
B
HRERIE sk - > sk-SK 0000041b sk -
Hrigkmidg sk gwerty > sk-SK 0001041b sk gwerty
(QWERTY)
B th - > th-TH 0000041e th -
B th pat > th-TH 0001041e th pat
(Pattachote
)
BEEE t] - > tg-Cyrl 00000428 tj -

-T3J
TEHE tr - > tr-TR 0000041f tr -
TEHE tr f > tr-TR 0001041f tr f
(F)
Kk tw - > en-US 00000409 us -
5m=iE ua - > uk-UA 00000422 ua -
HiE (£E) us - > en-US 00000409 us -
%iE (Mac-  us mac > en-US 00000409 us mac
intosh)
B us dvorak > en-US 00010409 us dvorak
(Dvorak)
HiE us dvorak- - en-US 00030409 us dvorak-
(Dvorak, 1 1
EFERH)
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Windows
LinuxE~ LinuxEF~ Linux&®pP XiHigE
MR mERtR  WRRESTE RS ID
KB us dvorak- > en-US
(Dvorak, r
BEF%H)
3iE (X(E, us intl > nl-NL
EfR, 3t
#)
HRE vn - > vi-VN
VDA #EfFH

Windows
VDA 2
%5 (ID)

00040409

00020409

0000042a

Linux
VDA ##2
whE

us

us

vn

Linux
VDA %2
Tk

dvorak-
-

intl

VDA BE#BINEERI EENEEA “VDA” BEFF, MEAILEF HRNRERBIRENM, ©IFUTRENER: PC/XT

101. 102. 104. 105. 106,
BEARSH/IHERERR, BRITUTERME:

1. BEzh wiclient.ini x4,

2. BINTEIREHX KeyboardLayout BHEME:
KeyboardLayout=(Server Default)
KeyboardLayout BMMEIAMER (BFEEXH).

3. ENRHRIEUEEREN.

USB

January 31,2024

USB ZRAFAFEEEIENMKSEI S AEN USB 8 # 17X, BIEEXHREFHEHAEHEERG, AR
ALK USB IREBAITEN, ARKREEERIIHENRE. FRINMERT, USBRENEHEERLTERRS.

ATATRZERER USB 18&81E:

o INTFIREHER
o BEEFH
« PDA
FTENML
Y
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« MP3 #&ik2s
o B2I8E
o AR EBAN

USB EZxE@FEE Citrix Virtual Apps and Desktops 7.6 S EShkzx.

ESMEHBIREIER S EE LAN I RhiE i USB AFigE (FIMNMERGN. ZRX. HESMEN) PENE
I8, BR, BEERT, MESTMHAMERENEEREINER,

BN AEFNSERIEERIFUTRENIRE, EILFMER USB 25

.
. Bi7

- Wik

- Bl

- RABEH

AR

T A USBi&& (g0, Bloomberg 5840 3D i) EBRENER USB i, BxNEMER USB &
EREANNEE, BEEH
CTX119722,

ZABRT, FZFFELELEAN USB i&&&id Citrix Virtual Apps and Desktops 3¢ Citrix DaaS #1TiZiZiE %,
g0, AFETEEREIERE USB EERIRARN NIC, 3tk NIC #TZEERERNEEN. BRABERT, FIH/EE
W BRI EEPER L TREMN USB 18E&:

o IEPFiERCER
« &8 NIC
« USB &428

EE A AT IERERERN USB REMEIATIR, 1548 SICAROOT/ XX#¥kHi usb . conf ., BxXxi¥MiE
B, 5 “ENRHTREERN USB RETIR

EAY USB EZEEEIENEE, BBA USB KM, HXFHES, iE507 Citrix Virtual Apps and
Desktops 324,

USB < #H T{FRIE

YA USB ig&RY, KiRHE USB RESE#ITIOE, MRAW, WEEMEEMRE. NRKINRIIESERZIL
®’%E, WREESHKEPER.

RigENTAFEEIRERERASENKEREAN USB ig&, AXMERLT, BIEEXHREFHIERAEMEE
MfE, ZSEREHNEEAZIENEE. RABERLT, USBRENBEHNEERLTFERRKS. BEE USB 8E&ER
BEM, BEHRITUTRE:
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1. &% SHome/.ICAClient/wfclient.ini BE&EXH,
2. FMUATEE:

DesktopApplianceMode=True
3. §fFl Jopt/Citrix/ICACLlient/usb.conf BEEX#,
4. REUTERIRENN:

« CONNECT -ig& “CONNECT” XEFUERIEHFHNBAIRENEHEEM,

o ALLOW - g8 “ALLOW” XBFUAWNERIEHHREBEHEERIRE,
B2, WRKET “CONNECT” = “ALLOW” X#F, NWREESEREKREHBNBRNSEMEE
o

R ERNRG)
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid
ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid

MREEEEEREmSEER, SUWAFEAN USB E&UMTEEEANSIEFEOLMEETESR,
=W
MEEFHER “CONNECT” XEFHILEEE T USB %88, 71§ DesktopApplianceMode i&E R

True, USBi&&=BmhEEAEI VDA £iF, & DesktopApplianceMode #E=Ri&&E 7 false BF, USB
BEF=EHEEMET VDA 2%

ERIPRH:

« XtF USB EEM, usb.conf XHHREXKKEETREREIEM, HE USB &AL AEEAEIRIE. WM
R usb.conf XFHEERBE 2000 MFF, NSHBEM, BARAGE: ATUMBRSEEEAIAE ERLURLD
usb.conf XHHPHFRFH.

o (NEEPKEEOLFESNAZHER USB EEH.

RBEFMHELE

EER, 35 USB AREFMEFMENTHEEN, AP SWFSENSENERE, EXMERT, HRAPEMEE
B, ZEBFRETAIEMREH. ERIIAREFHEEESTECAIENEE, AP KIAEENEEEBRHAEN
BAZIEE,

AR

NMBERAREEFHLSIENCEBENELIZIESLIF USB ABEEFMIEEM Linux TEH, Citrix Workspace
M ARFEERESIZIRE. HETRESITA—MHIA Linux XIS, Eit, Citrix BIERLEERF &
%, FBIAEF Browse removable media when inserted (ENBSRIS RIS ). EET Debian #9
%%, 5EA Debian FELEDIER U TETRMITILIZ{E: Desktop (2#) > Preferences (&i£)
> Removable Drives and Media (EJ#z138zh28f17 /&) . 7€ Storage (7#fi) £+ LAY Removable
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Storage (FAI#ahizfiE) T, BUHiES Browse removable media when inserted GENBSSAIRZEIN
F) BEiEiE,
WNFEFiIH USBIRREER, EFEUT/R.
&iE:
RigEFim USB IREEE MRS X[ REEBH. EXMERT, BMEITHTEF IR, ABEEMEILS
SWEBA USB 1&&.

USB %

#AIN USB SREEAIN 2 P& LU T USB iR &2
« B (£01)
BEZRX. AR, B MIDI izHI2E,
o WEEEO (3£ 05)
XEIRES HID 264, EREREINBASRE. kit TEENRBIRIT. BaFEMNRBINEE.
BIEERALIE (2 06)

BIEEEDENARR, SN EFHEEGAESR, ZEERUTIOSEGERETENSEMINEIRE:
- B A&y (PTP)
13
- iRIRENIY (MTP)
Cameras might also appear as mass storage devices. And it might

be possible to configure a camera to use either class, through
the setup menus provided by the camera itself.

MRBNETRAARBEFMHRE, WNERTF IR, MAFE USB X¥F.
FTENHL (3 07)

BAFLATENERHRNERFENY K ), BRASHITINERNEEEIER, SIHRETENVTEREEH
BELABUREGIRE. AXBMERT, TEITREEERITEINE, AMSEETREREMSE, Flw, &
IEEBGRAER,

FTENVLEE £ 8 USB FHER TRl LUER TR
« KBEFME (3£08)

RENNAREFMH LS USB N7FRRNE, Hitt@EEe USB EEmiER. CD/DVD xzh2sF SD/MMC
BREE. ARMEENREEARNINEME, ERET —IATEFMHEED, XERSOEEAERE. BEIEN
MFH. EMBFEREE:

« 01 ZRAVAFIRE
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02 ga%py CD/DVD 3&#& (ATAPI/MMC-2)

. 03 BARLAIRLHIEE (QIC-157)

. 04 BREIERAIRENSS (UF)

. 05 SR EIERALIRENSS (SFF-8070i)

. 06 AZBSEM SCS| ML TRIIA R BIEIEE

BREERT, TUBEPBRDEROHIARREELE, Eit USB THHTELBN.

B RN, BLRSERAMELRENATEFHEINERE. FEEEEREFEEIATEARSEFMR
& (BIEFIRREERIRGTE USB X5) AL ER, ERFEILKEE, AJLRRSSHFEENAEILEXXHEIER
I IR EhERARETHIETTo
AR
Bai, MRAFBEEAER USB EEME USB 3.0 RapiEFEE®E Linux VDA, &% U BN
USB 3.0 ##1&,
« RNBZ2M (£0d)
RERZ2MRETUMERETRF, BEATRIFFISBFRNER, LXABEHRIPEE,
o PABETRE (0f)
XEgEAENAETREBIRS, 0

- MEfERmE
- DEBIY
- it
- BRI
- WERt
. MARFHERMRUEEE ( fo 1 ff)
2B EERRUESEDINGRFE USB BASREXMNY, RERSEEETARUEEE (XM,

USB ig&%

BRiA USB SRESMMIELLEE LT USB 18& %!
« JBfEF CDC =4 (3£ 02 %1 0a)
BEAHA#EZE. ISDN BECEE. MKREECEE AR —LBIEFMEEN .
#AIA USB SREEF AIFERX LIRS, RAEFN—MEAIREHRS ENREE B ER,
o AMFEEFHENORE (X03)
BEESMRANELIEE, BEMANEDRE (HID) T
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- BE

- Bx

- {ERIRE

- BERFIRER
- feRER

- il
- &3

- EHThEE

F3 01 XFFA5ISHEO%E, AHREMERER.

BUIARY USB HRBE R 20 1F6EA USB %24 (3203, 701, X 1) 3 USB B4R (303, F3£ 01, thiX 2),
iR EREAEMERE USB 2%, KEDREMBABESHITIEHNNE, FEERIENSEN, 88F
EAMERMTZERXEIRE,

« USB &£k28 (3£09)
USB 42 A PRI EEET AT BN, TRTEHRXERE,
o BBk (K 0b)
BREFRFHREEFEMIE R PR FRMEREERRRE, UREFBRANEEBFEFRSHE USB .
FILUERERERIZIEERINEEIL NS RE Rk R, MAFE USB #%
o 87 (£ 0e)
TUSTSE 25 FA TR E UM ALSTAR XA B0IR &, 4N

- ARG
- BB,
- BTN
- —eeeyREs
- T RAAEIARNL
BRIAMER T, HDX RealTime MG HIASTIE 48 TR (R S BHGHL 1L
. T (X e0)
IEMAESNTAEHE, AOBEREHSHET.
HAp— iR & AAR M RN, REEEXRONERE (PINETFRERETRIT.
BRik USB SESRAVPEXERE, B, AAEESATRIOHT USB S ERURNEHasE.

USB ig&75I%

EEUEFHAZEEDIREN USB g &15EE. ZEHEHE, 57 SICAROOT / hépEAFRE LMW usb. conf
XHERBFIARN TR,
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AT LGB AT Y SRS A AP SIELRGAER PR B &8 USB IREREMTIR, EEET UM IR
MPEEHIRARS SRR AR &, RSB ERMNIEFIER XSS PRLEIR S,

EERIEEWNABIARKE BN T

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # 2[R AWFEHMIgE

USB SREgANY

B QIESRIRIMINIES, 15505% USB Web ihs HiRMHA9 “USB Class Codes” (USB 5I1488) , Zib= IRt A
http://www.usb.org/e BPI&& L usb.conf XhrSBEMNRAERA: {ALLOW:|DENY:} ER—HE
FUAFAREENRAR:

i WA

VID RERARTFPRMANE ID

REL RERRTT PRI 1D

PID REWRFH~Mm 1D

S IRE R TR O R TR
FH IRER TSR O R TP EF3E
U |m| IR E R TT SR O R T PRI Y

BIERBEANEY, ROFELATE:

¢ MRS KNG,

o MNKEETEEHE # SIANNELETR, REBNERDRER, BaBRET,

o ERARTHNEIRTRKZE,

s AEDRANSIEEHZE, BREHNERFRAMRRFE, FI30, Deny: Class=08 SubClass=05 2—%
BEN; Deny: Class=0 8 Sub Class=05 2—& TN,

o tRCUIERLEEER = /50, VID=1230,
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BNl
TENRFERTAFRELE usb. conf XHHN— 82, BERMXLEMN, RSB ELTFEERB—AMN,

ALLOW: VID=1230 PID=0007 \\# ANOther Industries, ANOther Flash Drive

DENY: Class=08 SubClass=05 \\# Mass Storage Devices

DENY: Class=0D \\# All Security Devices
BoiEz
AEEEEEAT, STUERENSEOEUFZEEN USBIgENAR. E5TNEFI&E LM SICAROOT

/config/module.ini x# & WfClient 25 &, & FFAiRi& & DesktopApplianceMode=
Boolean,

TRUE EAEEAS USB & &# ] LIE BRI A, V2RSS
# CEMRD) HAFiRE CREBMNEEXH) k89
USB SRE&HPARMER “B4” MNEILRERN, REATER
EhES A Ao

FALSE BoitEE USB g & " Ao

AR

EIRE “CONNECT” XBFUERIEFENBRARENEHEER. B, HIRE “ALLOW” XEBFLIRIFN
IRIEFIREBMEERIGESE. BE, NRIEET CONNECT 5t ALLOW XEF, Mig&ESIEMERE BN
BRI B EE M.

& USB iR &EMBIEER

FLRME, ERFHEREHENEEN, RESWKENEER. A, &EBHEET VDA, 7 Citrix Workspace
NZFBER 2207 lrEd, EREBBIEEXHFREFHIEAEMNEEM. RIMERT, USB RENEHEERLTEA
Ko

ZEZE USB i8& (EMIRENESILE) NWEDETER, ERITUTRE:
1. 1% SHome/.ICAClient/wfclient.ini EBB 14,
2. AT £E:

DesktopApplianceMode=True
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3. &M=l Jopt/Citrix/ICAClient/usb.conf BEE X .
4, GEUTERIREHN:

+ CONNECT -1&& “CONNECT” XEFUERIEFHRINBRIRENEHEEM,
o ALLOW - 188 “ALLOW” XBFUAWNERIEHHBEBHEERIEE,

B2, MRIKET CONNECT s{ ALLOW X7, REERIEHERHHBENNZEEER.

SRR
CONNECT: vid=046D pid=0002 # Allow a specific device by vid/pid°

ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid'

E5 USB REEEM

B 2207 k2, Citrix Workspace ZFBREFAFIFRSES USB i&&. E& USB & T LUAITSININAE. XLEINEER
B ERAAENEARTETNESIINERSENN. £5 USB iR&ENRFISERSMAMMam AR HAMA HID 1%
o

Bal, £4& USB REEERNERERIEFAIH. F718EFETRE Desktop Viewer #,
PR, ERIEMEHREHBNREN, RESWEDEER. Eit, REEEEERE VDA, EHREH, EFE
BIREXHFREFHEABHEER. MIAMERT, E46 USB ENEHEERLTFERRTS.
USB 2.1 REERAZHF USB E5RENHME, ISP FIREEIE— USB SLAHERENER, LEREXRABED
FEBEHINAZ 240EE, HPE—EOS 00-ff BFRRE N Fi&&. iEBSHEMMIIARRE USB & &IRAHN
USB S£R A TFEZR USB 4831 F.
AUREREFPRGER EAAMNESRER LG ENENFAUTIRE:

s BMEAUSBiRE, &

o —HHRMUNFIRE (FDIRE)

BREH USBigEN, BNMGERWIHRRTH, WRIEGHELENES EMNAENBREFEAMERISE, SiERK
B9 HDX izf2{&3eFrERI Citrix Workspace EF i,

NFBHEMTEITH, BERERAHFSTINLEM HID 1238 USB BNIRE. MRBMEEEHER USB BE#{TH#
£, ZgERTEELMAHN HDX SINEEHITEEM, BE, BIMARN HDX SEBEREFME, ATUKRRE
318, X5EAENKSMEHZFBLER USB EBERLENENRE. XE2EN USB SHMihNHIRS T,
ASRENIEHREBTRECEREXFHMENEMERNENESIREN -2, EHEFRIIXERH, KL
TRERNEGREN, AR LARBENBITEER/TEALE, ALERARIENNABEFFFRIN.

EfpAXERE, Citrix BWERDESRRE, HANKLAEHER USB BENFED., iRBETHEREMFIRED

HEFHER EWRARFEER, SEREMRAR HDX £32H Citrix Workspace AR, RBHRXAIFEFIERIR
BERRITEIEHHITERIEER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 161



iEATF Linux i Citrix Workspace M HEF

REHN

5%# USB ig&—1¥, BRANESIREZRIE Citrix Workspace M AEFEEPIgBHIGEMNIRIERZEN, Citrix
Workspace [z 2R fE X LA MRTE s P SPE LML USB 1 &# A BIiniERiE,

SEANLEE—MEEXEF (Allow. Connect 5 Deny). —1MES () MRS HEZ N 5iEm USB FREHPH
KRz LECRT RS 2. XETRBSBNTE N USB REAFKIFRE M USB e &R fF TR,

RENMVNZSFMNE—TFHEN, £ # FRZERAETR. MNE LM TH#HTRE (RREREFER). KRS
IREHFIEOALERE—FAN, EFAEEIREHIEOANESEMANER 2,

EEMLKEMN, FERITUTERE:
. 213l Jopt/Citrix/ICAClient/usb.conf x4,
2. RIEREEMRER,
TR ERN :
ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid

ALLOW: vid=0505 class=03 subclass=01 # Allow any pid for vendor 0505
w/subclass=01

DENY: vid=0850 pid=040C # deny a specific device (including all child
devices)

DENY: class=03 subclass=01 prot=01 # deny any device that matches all
filters

CONNECT: vid=0911 pid=0C1C # Allow and auto-connect a specific device

ALLOW: vid=0286 pid=0101 split=01 # Split this device and allow all
interfaces

ALLOW: vid=1050 pid=0407 split=01 intf=00,01 # Split and allow only 2
interfaces

CONNECT: vid=1050 pid=0407 split=01 intf=02 # Split and auto-connect
interface 2

DENY: vid=1050 pid=0407 split=1 intf=03 # Prevent 1interface 03 from
being remoted

BT LA A MR S HOE AN S A 2B B AYIR &

ORIt 5 WiRA

Vid=xxxx USB i&&MHNE ID (FOI+7<# &)
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RS A

pid=xxxx USB &&= & ID (FfI+7<i#H{Lm)
rel=xxxx USB &#&hRk4s ID (EE{I+7<i#HEE)
class=xx USB ig&£ANMREE (FRL+7#HI1XED)
subclass=xx USB ig&FEMREE (A7)
prot=xx USB & &N (FM+7iEIREE)

split=1 (= split=0)

intf=xx[,xx,xx, -]

EERFD (HFHFD) NERRE

EFEFRENFIEFEOE (UESHRIMA+7#
Ll

BN EHERGIN BHNE USB 1%, MRKIEEEFASH, ANETEARGZSHMNEAERNRE.

USB Implementors Forum faszs 4 BEE NI, FRUKRBE XHIERB PN ENTIR, USB-IF R4ipiE
BRI ID MBIR, STLUERSETA (B0 lsusb) EEFEIREHENE. =&, iRZA<fiE0 ID:

<username@username>-ThinkPad-T470:/var/log$ lsusb

Bus 004

Bus 003

Bus 002

Bus 002

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

Bus 001

<!--NeedCopy-->

Device

Device

Device

Device

Device

Device

Device

Device

Device

Device

Device

Device

001:

001:

002:

001:

005:

004:

003:

006:

045:

044:

043:

001:

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

ID

1d6b:

1déb:

Obda

1déb:

138a

5986:

8087:

17ef:

1188:

1188:

1188:

1déb:

0003

0002

10316

0003

10097

111c

Paz2b

609b

a001

a301

2901

0002

Linux Foundation 3.0 root hub
Linux Foundation 2.0 root hub
Realtek Semiconductor Corp. USB3.0-CRW
Linux Foundation 3.0 root hub
Validity Sensors, Inc.

Acer, Inc Integrated Camera

Intel Corp.

Lenovo Lenovo USB Receiver
Bloomberg L.P. Lenovo USB Receiver
Bloomberg L.P.

Bloomberg L.P. Keyboard Hub

Linux Foundation 2.0 root hub

| <username@username>-ThinkPad-T470:/var/log$ lsusb -t
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/:

/:
/:
|__

/:
|__

Bus 04.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 10000

M
Bus 03.Port
Bus 02.Port

Port 3: Dev
5000M

Bus 01.Port
Port 1: Dev

|__ Port 1:
usbhid,

|__ Port 4:
usbhid,

|__ Port 4:
usbhid,

| __ Port 2:
M

|__ Port 2:
12M

|__ Port 2:
|__ Port 2:
M

|__ Port 2:
usbhid,

1: Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 480M

1:

Dev 1, Class=root_hub, Driver=xhci_hcd/6p, 5000M

2, If 0, Class=Mass Storage, Driver=usb-storage,

1:

Dev 1, Class=root_hub, Driver=xhci_hcd/12p, 480M

43, If 0, Class=Hub, Driver=hub/4p, 480M

Dev
12M

Dev
12M

Dev

12M

Dev

Dev

Dev

Dev

Dev
12M

46,

45,

45,

44,

44,

44,

44,

44,

Port 4: Dev 6, If 1,

usbhid, 12M

Port 4: Dev
usbhid, 12M

Port 4: Dev
usbhid, 12M

Port 7: Dev
Port 7: Dev
Port 8: Dev

6,

If 2,

If o,

If 0,
If 1,

If 1,

If 0,

If o,

If 1,

If 3,

If 1,

If 4,

If 2,

If 0,

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Audio, Driver=snd-usb-audio, 12

Class=Vendor Specific Class, Driver=,

Class=Audio, Driver=snd-usb-audio, 12

Class=Audio, Driver=snd-usb-audio, 12

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Human Interface Device, Driver=

Class=Wireless, Driver=btusb, 12M

Class=Wireless, Driver=btusb, 12M

Class=Video, Driver=uvcvideo, 480M
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|__ Port 8: Dev 4, If 0, Class=Video, Driver=uvcvideo, 480M

|__ Port 9: Dev 5, If 0, Class=Vendor Specific Class, Driver=, 12M

<!--NeedCopy-->
HEEN, RERITSRMNUERT USB E61EE. IRDSHREEARELIENIRNREEAERENENERIR
BHR,

Split=1 RRHMEE SIRFHNEE FEOFARDREHITEL.
Split=0 RTRILFENER KRS,

AR

NR72EE split 5%, WEREREA Split=0,

intf SHKERXWITFRELATINE S IRENRETED. NMRZE, ZREENARIESIEENFAEED.
Big—1E4 USBi&& (fI30 Bloomberg 4 $##) HH75-MEO:

#0 0 - Bloomberg 4 %4 HID

+ #0 1- Bloomberg 4 %4 HID

+ 02 - Bloomberg 4 HID

+ ##0 3 - Bloomberg 4 B S5MEE
+ 04 - Bloomberg 4 & Z5hiE@E
« 05 - Bloomberg 4 & EMi@E
o BVMER T IR &N 8.

CONNECT: vid=1188 pid=9545 split=01 intf=00 # Bloomberg 4 Keyboard
HID

CONNECT: vid=1188 pid=9545 split=01 intf=01 # Bloomberg 4 Keyboard
HID

CONNECT: vid=1188 pid=9545 split=01 intf=02 # Bloomberg 4 HID

DENY: vid=1188 pid=9545 split=01 intf=03 # Bloomberg 4 Keyboard Audio
Channe'l

DENY: vid=1188 pid=9545 split=01 intf=04 # Bloomberg 4 Keyboard Audio
Channe'l

DENY: vid=1188 pid=9545 split=01 intf=05 # Bloomberg 4 Keyboard Audio
Channe'l

£/ Citrix Viewer #1754 USB 8 & EEH

EMIREE D ERE USB 188, BHITUTRME:
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1. EREREP, SMEIEETH Desktop Viewer,
LEEHE 2Rk 89 USB i,

= M O % ¢ SO

Hormie 5 Ctri+AlL+ Dl Window Priefer 52 yout  Disconnect Sign Out

L meamsa ® GoEan Bloomberg LP Bloomberg Blometric Module
Bleomberg LP Keyboard ¢+ B4 HID Device
Blaomberg LP Keyboard Audio ¥ HID Device
Generic Lenovo EasyCamera

Manage Devices

2. BEERE, BARPIENRET,
EMNEERIERD EHE USB i8&, 1BHITIUATIRME:

. SMEIEED > REHD.
LB 2RiF2H) USB 1%,

@ Citrix Workspace - Preferences

File Access Devices

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device (optimized or generic) and policy restrictions

Current Connection Redirect to Session Virtual Chanmnel
LuLal Frdu e
Policy Restricted

Bloomberg LP Bloomberg Bio.
Local Machine Redirect
Generic

Bloomberg LP Keyboard

Remote Session Redirect

Genernc
HID Device

Bloomberg LP Keyboard
Local Machine Redirect

S e 8

Refresh Cancel

2. RIEREEP]

X
B
i
i
=
i
o
i

3. BEMWE,

EENRERNAIREERE,
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} =r

AR

TBFRET R RIS BTN 8L 1R & S5O RY & AR LA g & R

PRGN

January 31,2024

EIAERT, HDX RealTime MEBEHNMSAELRIREREMZBENIELE, BERLEERT, ERIESERABFE
FA USB Z#ThaEEEMER Gl E6EA USB ZREENEEREGH, E2A HDX RealTime MBS MSAESLS.

LRGN EE R

TEHRXTFMREGEINEEERLRBLER:

« MERGHIEERAFR—ES RTME %%,

o MEBGNEECEERT 32 (If1 64 (I AERF. F170, Skype. GoToMeeting, &fER 32 (i3 64 L
BENWIEMEBENETE R, Hl#0, https://webcamtests.com/,

o MERGVHNBEFREER, §lM, % Skype EEERAMSRGNIETHEZEBE GoToMeeting B, &
iBH Skype MEMLEIRENS GoToMeeting £&1E,

EAT 64 NINAREFHNEREINEER

BhR7s 2305 &2, 64 (UNARFZRHMERGIEER,

o GStreamer #EZEARZA 0.1.x 5§ 1.X, EABUATFREPLEMN YATRES.
o« ICAClient frasmTF 2106 (INRMFEAME GStreamer 1.x)
o Gstreamer KrAsFiE G :

gstreamerl.0-plugins-base

gstreamerl.0-plugins-bad

gstreamerl.0-plugins-good

gstreamerl.0-plugins-ugly

gstreamerl.0-vaapi plugin#l libvalE
X264 &
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} =r

AR

GStreamer {EHRRENXITS GStreamer EZRMARE—E, Fli0, WR%ZE Gstreamer 1.2.4, N
Fre Gstreamer 1.x fiEGHIRRAEATA 1.2.4,

MEBRENEEDRE

BITUTEE, AEATF Linux B9 Citrix Workspace R B2 L8 64 (I AEFSUEMECEME RGN EE R

1=}
Eo

an>

$18 1: 1BiF ICAClient WERE + 5 AllowAudioInput Ei&EHN True LIEBRMEZEEINEEMINEE. 2N
BERT, £ ICACLient WREEMIE, WEIZRER True,

MR AllowAudioInput EIRE N False, BRITUTRIELEBAMERENEEBINEE:
1. Mm% ~/.ICACLlient/wfclient. ini EEBEXGHNEH#ITHE,
2. ¥ AllowAudioInput EigEH True,

AllowAudiolnput=True

$8 2: WiF Theora F3BEE MIhRE ICACLient #¥ AllowAudioInput EREHN True i5,
INMERTRECE Theora 4iFes. LmIEBEETRENIRIDEE, HAEEIEZIEEN, B2, LHRIERINZE VDA
9 32 (IR AR,

ERITIUTRIELUIRIE Theora RSB E 1 32 U ARERF:

1. £ VDA k%% Firefox 32 il
2. BHRMERENNIRES, Wikl https: //webcamtests.com/,

Theora RiBEERZFFE M VDA £ 64 (I AIEFHMERENEEMINE, FE H264 HRi3H[ETAZFFER
VDA EBY 64 INBEFHNERENEERIDEE.

H 3. icE H264 4phgsd  H264 fmigsdz#FmEm VDA £/ 64 (I RIEFNMESRGIEEWIE. EEMA H264
/RIDER, WIAHRITUATRME:

1. &zl ~/.ICACLlient/wfclient.ini B&X4HWEHITHIE,
2. ¥ HDXH264InputEnab'led {&i&&H True,

HDXH264InputEnabled=True
BT TRIELUIRIE H264 RIS B E 24T 64 (UM AER:

1. 7£ VDA k%% Firefox 64 fiL,
2. FEIMKRENMRIE S, MikA https://webcamtests.com/,
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TR 4 WIERFKRHIM EE H264 Hi3eEE, MRMERENNEERINERZH VDA £8 64 (I BRER, BHIE
R GHRRIIL

Em 64 (N AEENMKEGYECAEERETF GStreamer 38, ICAClient A GStreamer ELEhRZS
0.1.x 8¢ 1.x, EFEBUATEMRS L EN Y FIRZ,

S 4.1: Bk ICAClient fgAx 303 ICACLient lRAREET 2106, UFEMERNE GStreamer 1.x, B
HARRAEy ICACLient algeskie,

BERITUTESEREIE ICACLient lRAREETENARSRREN GStreamer 1E48:
1. EHSTHRAUT®HS:

cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->

1s -alh
<!--NeedCopy-->

2. Wik gst_read symlink 2&#Es gst_readl.0= gst_read0.l., WTFEFR:

] Z

L0 JE £0

. :'} H Ja
.8M Ja
.0K Ja
26K Ja
30K Js
30K Ja

20
20

55K Je

55K Je

20
- O

51K J:
55K J:
32K J:

HE L util BR$iafT workspaceappcheck. sh s, HIIESIA GStreamer RBIAIE D 8%
o

Citrix BiWERASFHETF 2106 8 ICACLient lrEUKk GStreamer 1.x,

$IE 4.2: 1WiF Gstreamer FrA&MiEH [RT GStreamer 1. X BRI, EBNLEUTHERHG:

+ Gstreamerl.0-plugins—base

Gstreamerl.0-plugins-bad
+ Gstreamerl.0-plugins-good

Gstreamerl.0-plugins-ugly
+ Gstreamerl.@-vaapi plugin
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« ibva library
¢ X264 library

BXZE FRp luginsHiFAER, B58E GStreamer R1Em,
AR

GStreamer fEHFMRRZEMIS GStreamer EZRIMRA—E, Hli0, MRZE Gstreamerl.2.4, 1
FiE Gstreamerl. x iEHHIRRASER AR 1.2.4,

BETUTHSUEE GStreamer EZRR Y FTMRES

gst-inspect-1.0 --gst-version
<!--NeedCopy-->

BXWERRNER, FSRMERRED RBIM AR &

HENE RGN EERNE SIS
B 2303 ik RESARAER, EBTF Linux 89 Citrix Workspace M BIEF 21 MK RGN EEmHITE SR/ L
12, EEALIEE, BRITUUTIRE:

1. &gl ~/.ICAClient/wfclient.ini B&EXH%,

2. & wiclient.ini XEHHRIMUTER:

HDXWebCamEnableBackgndEffect=True
<!--NeedCopy—-->

AR
mRE%E R Ul X Ul EF %R AERMSRENEE RIS SRHMIhEE.

EHEAERAF REZASIERNSNERNEBENEEANYG SIEMINGE, BRITUTERE:
1. 7 Desktop Viewer 5%, ItHEHEER Citrix Workspace - EiExHEE,

2. BEMBRGIEDR. HIDFHILTIEE,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-linux/troubleshooting.html#webcam
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<
oy o P 0]
Ctri+Alt+Del Window Preferences  Disconnect Sign Out

HH R T

M Citrix Workspace - Preferences
File Access Webcam

Webcam redirection configuration

Disable Background Blur Effect

Remove background blur effect from the webcam stream

Cancel

3. EPZEAEREMMREEEUEBEBRMERENEERLE RIEMINEE.

4. BEHHAE.

¥ MJPEG W& EHA

BiEAF Linux 8 Citrix Workspace R 12 2308 hxAi2, H264 iF sz MIPEG KRG MBBREIE
MERHIT MIEPG [£48, MMREEFHEGRENESHMERR, RINERTBALIEE. B2, MRNERGNF
%#F MJPEG, IIhaeRsEEA.

& P inIKah 25 Bt

January 31, 2024

EidE PRI EhEseRET, ATLUE Citrix Virtual Apps and Desktops #1 Citrix DaaS R385 LRGSR T EEAE
IHAFIEE ENER. F1, a0 Citrix AP RiERHIREHEE H BREIEIE1T Workspace R Ri2FHZs A F 1%
HELHENMER,
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=P IRIRENSRIREYA] LUEE R B RBEH BB iIgE L. &MAFIRERE CD-ROM. DVD=H U &2, ARERE
HAlel ] LUERX &g, II, AMBRENRRAMAFIRE. BRSBEENARIFE P mIKEh2ERETRY

o AP AILURREAMIEF RIS
o ERIEHEERXEXF
o REBHERRFESHMIRE)ZR RSS2 LBVIREDES Lo

Citrix Workspace R Ff2F2#55t3 Citrix Virtual Apps and Desktops #1 Citrix DaaS FRSE2BEZNE P IRIEE
BT, BT IEThRE, BRSSER LBITHRIZRN AEF e Ip R EERI A A FIREMNIEE. AP RENERMS, KA
BEMARZRMGERHITIT . ERAXLEEZA, FRIIRSHBEEIFE P HIREMRT,

AR

L2188 Linux (Security-Enhanced Linux, SELinux) Z£EX A ge 2 #2 MM F ikIR5H 23R ET 0 USB &
EREERIETT, WERERT Citrix Virtual Apps and Desktops #0 Citrix DaaS. (IR EFEEFEREP—7h
MMINEE, ERZA SELinux, ARERSSEHTERSE,

BRI A IR HER IR AT M 1E

o BSERIRREHRRE - AT EEREERMEARIREXHRAEMAEBI R FIARSS 23 LREE R 5
n, ERATHEAFRNSBETIEERSE /tmp, 1tksh, 1EET CD-ROM. DVD 5t U BEABEFMHIEE
BIEH <.

o ISEFHIRENRMRG - BUATEFHRETAFKRELNENEHER, AFEFMHREEHE CD-ROM,
DVD #1 U &, ERIEHEHIMAEMINIRERH B REK B oG ZIARSS 88 L T — N eJ BRVIRRISR 27T

Citrix Workspace Rz f#2FiE#ZZ] Citrix Virtual Apps and Desktops =k Citrix DaaS B, fIRKkZARTFIRIEE
MUY, MREHELEFIHIERNRMRS . B UAEAREREFESE PRGSO AE, BXFHAEE, FEH
Citrix Virtual Apps and Desktops 3#4.

PR LU A BT I E AR R A R T 25
AE:

RINMBRT, BABSEPREDRMNFENSBANSEFREDEMS. ERAGEERAFE, BE
wfclient.ini &% DynamicCDM i&E# False,

Bhizs 2101 &2, XBRFFBVIREHERHVIAIR R BEIMNIL 2INEE,

W, ERLUARIERIE R EE LR SR IR EIERHI I EIR Ao
ERIESRETHEERINHEE, FEREFBRNRET. FHIRENATZEENBEE.
B, ERILUKESREIRIEN RREVIHRIRA.

Wi, @d COM ipeXHaiRBEe A TFrE eRENRAEIE,

B 2012 kg2, Citrix Workspace RA#EF AT EEESNARE CDM XHifia,
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} =r

AR

EAEAT Web 89 Workspace B, XHIFFIREESIEFHRIFAE, ZIRERINGE HEREIGEIETL,

File access

Choose how to access files on your computer Ffrom this session.

Read and Write
Read only
Mo access

@® Ask me each time

Cancel OK |

FUERAwfclient. in XHEEMGFHNRENXHZEY. £H GUIIREXHIHRRRES, MeimFRE
EFfro

HERERIEP, AILLUBEM Desktop Viewer SHEIEIET > XA A RIXHEERIEE X HIHRINRR S,

A = 0 By Pod b

Home Cerl+Alt+Del | Full-screen ' Preferences Disconnect Sign Cuk

ENARFRIETR, FTLOEIEM Citrix EEH OB HRIEERIE B X 45 RRERS
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Citrix Connecktion Center

servers and applications:

10.151.246.35

Managed Win10 SIN Desktop $552-86

| Properties... | | Preferences || Disconnect || SignOut |

XA R ERE BLIERRGT O X (R B IR R B ER 12

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 174



iEATF Linux i Citrix Workspace M HEF

. Citrix Workspace - Preferences

General | Accounts || Fileaccess || Mic&webcam

Mapped drives

For quick access, you can map drives from your local computer.

Drive

Add

Save and Close

wfclient. ini XHHPREZFHNREIITE.

FTERL

January 31,2024

BRESE P IR TENA

Citrix Workspace R A2 21 7E LT ENH A e A 745 5 B I & ROFTENAL L #ATHTEN, BHARER T, PRIp@EE
BIESRI#HITE, BN Citrix Virtual Apps and Desktops #0 Citrix DaaS ¥R HITIUTRE:

o ERFIRERILUAIRRIFAIETENR & E#ITITEN
o AINFTENHL

B, XEQEARHIFEMERREREIRTEN. FW, RAFHFERFIRERBIAENAEITEN L#ITITEE—
TEOARE, XTEFRRERS TEEN, B2, EREMRPARSEERNEER, AXMERT, EREFEN
RPig&E FECERFTENN T ZRHITIRS,

B, ARNRERBAIESEREEILAARFISMITNRO, Aitk, BERSSE LK ICA REEEHERTF K
COM imMiRBEEN “BFA".
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ZRFAFIRE LRERITEINFIR, FHRITUTIRE:
1. {THAEE S wiclient.ini, ZXHMFUATUEZ—:

« SHOME/.ICAClient B, BT RHI£EABFTENN
« SICAROOQT/config B RAIMR4IFrE Workspace S FREF B HITEIN. tRAIGHRERFASIEES
EEBXERAEMRSERFNARF.

2. EXHH [WFClient] S35 BAUTAE:
ClientPrinterList=printerl:printer2:printer3
Heh printerl. printer2 EE2MmEITENNMNZI. BES (1) PRBITEMNBIEZE,

3. REHXHIEX .

BRESZASHFTENHL

iEATF Linux B9 Citrix Workspace R B#EF X2 #F Citrix PS @BITENNIRNIEF, FEit, BELEFERIBITEM
ECE, FAFBRIRITERSEITENN S A& A TN L #1TTEN, ERELEERT (Bl AFIEEMNITENRER
SIFERITENIREHIZFER) , EAEREFehEERT Windows B9 Citrix Virtual Apps and Desktops 5§ Citrix
DaaS LSt E P IHFTEN,

BIERSS 28 LIRGIAMITENN, FHITATHRIE:

1. M Citrix Workspace N2 B ahiRSS 88iEHE, SREERIETT Citrix Virtual Apps and Desktops 5k Citrix
DaaS Byit&EHl.

2. £ “FHRT EED, RREFIRE > TE.
3. & XM RKER, ERHFIMITEI.
LB 2RI TENHLIR Fo

4, FRZASHMEE “BRHENE, TR HEOMSEITEIN,. ILESESIEITEWRR, SANZEEmRS
BIEBIEEM, BN “HP LaserJet 4 from client name in session 37,

BXRFMITENNBFAMESR, H2H Windows BIFRSAE,

RIERLE

January 31, 2024
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BIRESHERAT

BENEMIRESIEERE Citrix SESIERBERNXIEH,
AE:

Bhizs 2111 2, BB ERARSSEs VDA BYREMIASIEREs.

FINERT, BRESERTLTERRS.
ERREMIRSIETEE, BRITUTERE:
1. EM% <ICAROOT>/config/module.ini X%k,

2. #3 ICA 3.0%5.
3. i8& MobileReceiver=0ff,

N IR e R BT

N RiEF e astEEBah Citrix Workspace M BiEFR BRI, ZiERasBEMKIFFEEN— 1 BIR. SINNBER
{528, EAT Linux 89 Citrix Workspace M RZFHE R MRES LISGH,

TR TER TR RS
« BB Citrix Workspace M BEF

o XAHEMBINAER
o REHEMBHNAER

=

AR

%2 libappindicator BB FEEERNARFIERE. BN Web REZATFEM Linux Z1ThRH
libappindicator e,

Workspace =528

Citrix 3IN7T Workspace Ezh28 (ctx-webhelper) LUBHB R AN EEMNAER.

LUET, BEERTF Linux B9 Citrix Workspace N ABIZFIR AN M 3B EH A A P IRIE NPAPI Bl % AR S EMMN
BiEF,

fERERA =R, Citrix 31 NT Workspace E&2 (WebHelper), EE B IbIh8E, 153§ StoreFront BBE @
Workspace Ezhag &£i%iER, LM Citrix Workspace M RiEF R,

BAiR4s 1901 &2, Citrix Workspace E5h885 StoreFront # Citrix Gateway HEIZEIZEFRE, MWIHEERIZEBIBED
Bzh ICA stF#M Citrix Workspace MAEF R,

HXEE StoreFront WEE, BBRAIRHALXE CTX237727 89 Solution - 2 (fBRA% - 2) > a) Adminis-
trator configuration (a) EBREE).
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} =r

AR

Citrix Workspace Baiss Hai{iER T 5 StoreFront MEZEERE., EEMER T (0, &@id Citrix Gateway
M) FAXFZBEMEE.

2 B#H Workspace Web Ul iz

FRE=AEE P IRENEREN BRI BEERTF Linux 8 Citrix Workspace M HIEFR, ZNAERF
AleesBTF CPU EAZEIXE 100% MR/ LR,

fRRTSE: YIREIEM Ul &=

1. FEAUTHLHRIBREFRI M.
rm -r ~/.ICAClient
2. #3 SICAROOT/config/AuthManconfig.xml st
3. ¥ CWACapableEnabled Fm&mEEX N false,
4. BEhERT Linux 89 Citrix Workspace R RIEF. FEZIBBIAHRITXEMEIBH Ul,

TER RIS E 2 B S HIFANRERE S A S 1 3k

WET, EREEERENKEZEERINZA. BiEAT Linux B Citrix Workspace M FA2RFARZs 2309 &2, f&a]IU7E
AR R E 2 EE SIS HR 43, 7 Linux Virtual Delivery Agent &, —REHIMMIRIERN R AEIRE
WER 200 MB, BXIFAER, BB ERIFENESE,

FINER T B ALEIhEE,
AR

274 x64 1 ARM64 Linux RIThRSZFHER N EINRE Z B S ARG S A XX 4%,

ERAILLINEE, BHRITUATRIE:

1. 813 /opt/Citrix/ICACLlient/config/module.ini BEXH,
2. % VDGDT myfaswiER Of fo

X HEBKEX

Citrix Virtual Apps Services FIgeE R E X, MIFRGLAREFIRE. LIBTALHERS, HEATER
pnabrowse T B & RIS 1,

Citrix Workspace R 25 AR 4L BIFE RS, (RYBRBHINARERF S5 B RIS A LB K EXAT

s REIRFIBRBHNANBHXHER
o APAEILLGES Citrix Workspace MAEFERZXHF

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 178


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/file/file-copy-and-paste.html

iEATF Linux i Citrix Workspace M HEF

g0, EfERA Citrix Workspace MBEFEEBEA%HH Adobe PDF x4, #i%%niE Adobe PDF Viewer 3
W AR, BRIERATIRENNARR, SRR EEEERMNERTRNS.

EEREPIRLEEA FTA, ERITUTERE:
1. MIAMEEXBNNBRERZWERIEREITANNAER.
2. ERNEARMNBRERFMTIRMARS R URL, BiETH<:
.Jutil/storebrowse -1

./util/storebrowse -S <StoreFront URL>
<!--NeedCopy-->

3. ERALITIEZETT./util/ctx_app_bind &%

.Jutil/ctx_app_bind [-p] example_file|MIME-type published-application
[server|server-URI]

fian,

.Jutil/ctx_app_bind a.txt BVT_DB.Notepad_AWTSVDA-0001 https://
awddcl.bvt.local/citrix/store/discovery

4, WIFEEMTANX G REERARF HIRshEEMS (CDM),
5. WERXHLUERXKHNBEFRETH.

REXBHINBERFSXHFREXEK

Citrix Workspace 2B N AEE AT Citrix Studio FEEMIEE.
WEFME
W REEEIRE T FTA NN AEIERS .
BRXMHT BR5ERT Linux 89 Citrix Workspace MRBEFXEL, BERITUTRE:
1. RfAER,
2. &ZZ Citrix Studio,
3. ENAEF LBRERETERE, AREEREEL,
4. EEME,
5. £ ‘G178 (AiE)” FERPAM %™ UK HSTRIE, RAEEE “HBE
6. ENAREF LB ERITERIEERM.
7. EENHSERIXEL,

8. HEREHE Citrix Workspace M B#EF 5N BREFEXBENFRET BS&.
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9. BENAMEIMHRE,
10. BB ALAEXBPRENSBEZFAHLEEA FTA

AR

StoreFront XHFFERXBENINRKEN “Fo BUABERT, BRAXHREXEL,

BERAFARE
Citrix ICA thilfERERR A - RE R MEE [TUI VC] 1% Citrix Virtual Apps and Desktops g% Citrix DaaS 5
FHARS 2B 2 EMERIEIE, TUl thitEminiEsnmr fm (U] AER.

BEF Linux 8 Citrix Workspace R Bi2R % TUI VC Thee, LLINEERTZERNE P iR s 4% TUl MigE,
EPURATLGAR Ul BRA M, A ZEBEEFIZHABIRRNET. AILUE module. ini X VDTUI
#%: VDTUI - On/Off

BhiZ 1912 &2, VDTUIfRERINRBAF. Ait, HEEsNARFNTBEER “EERD) <Application>” HE
. Bk, BREHEERF—EER “[EEEE <Application>” IHEIE, ZIHEEXER RN ARFEINHE, B2, W
RBMATERBENX, “EERBE <Application>” SHEESZNAEMNARFEOMNES, BEERIET.

BXREPNBENIFAES, ESHA Citrix Virtual Apps and Desktops szirfy Citrix ICA EiEiE,

SRS EE S EEM

ERBRANEFER, SERSTH 32 MEDEE.,
B 2103 hiAie, BRSAUE—ITFIEFER 64 TEMEE.

SDK #1 API

June6,2023

Citrix E#&& SDK

Citrix EINBERHFFLX TAE (SDK) Z#FAERA ICA iV EMEDIEERS RS 82K AR2FNE P iRRHE
o

AR S5 2sim R INiEE R FRREF LT Citrix Virtual Apps and Desktops 5 Citrix DaaS (WAgi#r Citrix Virtual Apps
and Desktops fR%) ARSS2% L.

MRBHEMEFHTERES EMRDIER, BHR Citrix AL,
REiNiEE SDK 12

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 180


https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/session-experience#file-type-association
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« 7£ Citrix Bg5528 API SDK (WFAPI SDK) ®5 @B i@iEThAELE &5 LIS F R OEER) Citrix ERIMIRhIZRE
R 241230 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 289 &8
ERFFEN T RS EINBERIEE,

s ARERFERANS N EIEERFIEFHNERURAE,

o« EBEE SDK HE WFAPI SDK 7 #6455 ERNiBIE MIAR 55 281

BXREMEER, E2F Citrix Virtual Channel SDK for Citrix Workspace app for Linux (E@E&EBF Linux #9
Citrix Workspace A2 Citrix E#L@EE SDK),.

<1751/

BXMPTSEMBHEMNELR, B2 Citrix Workspace app for Linux Command Reference ((ERTF Linux #9
Citrix Workspace MHEFH$EE),

Fafiit SDK

YERERTF Linux 89 Citrix Workspace RZA#2F# HDX SoC %I —&85, BAI5INT “F&ifii SDK”,
Itk SDK ZIFEBEIFIMZAMEROERZA. KI0FE. SMEERENESES.

FEARAIUERFEEMRL SDK RIZSET Linux Ig&EMMERE, It SDK 2 F & AR A Citrix Workspace A
12FEH ICA SIZAM (Wfica) AIBIEHY B, EURIFNTRZENEN, wiica SmEEXLEE,

XLESRB] LUBIT B LA T ThAESRE BN S AL Linux IRERYIERE:

o RHNATFAHRIEEGR JPEG 1 H.264 $UBMINRAERD
o EHIATEFIERGNREFNIE

o BIIEHISIEEGRRERI ST RR S ERE

o AREHE X11 MiRER AR B REER HENBPRNRS

BXER, E5A Citrix Workspace app for Linux - Platform Optimization SDK (& F Linux 8 Citrix
Workspace [ B#ER - &t SDK).

Storebrowse

December 19,2023

Storebrowse B—HEZFF SRS BZEHITRENRE G SITLRRAER. @IEHA storebrowse SRR, &
BRALBHRITUT B ERE:

. ?ﬁﬂﬂﬂﬁﬁ F‘Eﬁr_o
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FHBERENNABERNER TN AEFRE.
« NBEENNAEEITHMBUETRNBREFMNRE.
« BRAMZEABRGHNAEFNKERES .

« BEIEAXHBHINAEERF.

o ERMERIETTERNRE,

storebrowse SLEEFEEE /uti |l Xk, EUEREMETHIZXX S flin, /opt/Citrix/

ICAClient/util,

WEFM

storebrowse SLBEEFEE libxml2 EREa,

BHERTHNKEMNARER

BERM A AR UBEIRIR:

o ALUEAHSITH storebrowse %
o AILUER Ul BEhE R,

ASRIT storebrowse 4,

$ITARSS ELERY Storebrowse 1E58Ih4E

LR, RTEGEF B BNAR S5 @ #F 1T & BT, Workspace EEHANH A SZRRSBLNTAX GRS, B,
£ Storebrowse BN ARFMKARIEN, FXIFRSELEIE ASHRE=ZFEEF HENHEER

Storebrowse iE#%ZI Workspace F&, HESENEERARSESIEINEE,

B Citrix Workspace M F#2F# 2109 k2, H&thER Storebrowse #17iE#ERY, Workspace & AXHR

5inigiR5S 8 LR AXHRY . IIhEEETE= AR mHNERNEE Workspace BB BAEAIRIE,

=

AR

o WIBRTHEENEREBER B A TIRSESMNTH, BXIFMER, &

BIRSELEE .

A%

AT ER N B T EE] LM storebrowse SRR ERAK storebrowse &4,

25 Citrix Workspace X#4rg9fig
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AN BEE

-a, ——-addstore
BiEA:

RINEE XSRS SRR ABE UK ServiceRecord sPiFf2F#tig, thar<REINARENEE URL, MR
AR B ERK, N HIMEIR.

StoreFront M98 <$7Rfl:
e
./storebrowse -a *URL of StoreFront or a PNAStorex
il
./storebrowse -a https://my.firstexamplestore.net
=W
BILLER storebrowse SEREFE RIS N AEE.

DUdD, WS RFMENNAREHREINAREN URL, B 2311 MiasEe, BRTHAEDIEEI, Ha<SHERER
Z A A BT ARINARTE URL,

B

-?, -h, —-help
JER:
1REE X storebrowse SEAEFAENFARER

SN AEE

-1 —-liststore

BiER:

FIH IS E AR IR R IS o

StoreFront EEy&s<RfI:

./storebrowse -1
AR

LARD, L XFUHARMEIKS R BN AREE. B 2311 i, an<idyh T ZRNAEE.
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&S

—-E —-—-enumerate

BiEA:

FIHATARIR. RINERTRETRUTE:
o WIRBR

o BRBAR
o FRXHE

BEEFFMES, B -M --details a<Hime -E &<
AR

iz17 -E sp 9 BY, MREZAIRREEERE, WEERSHIIEED.

N -liststore IREMEENNARERE URL,
StoreFront By <713

+ ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/

Store/discovery

+ ./storebrowse.exe -E -M https://my.firstexamplestore.net/Citrix/

Store/discovery

2175
-S —-subscribed
BiEA:
FIHITHRNZR. BIAER TEERUTE:
o FIRBR
o BRHBR
o AENMHR
BEEFAREE, B -M —-details &K= -E &<,
StoreFront K& <Rfl:

« ./storebrowse.exe -S https://my.firstexamplestore.net/Citrix/
Store/discovery
+ ./storebrowse.exe -S -M https://my.firstexamplestore.net/Citrix/

Store/discovery
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HRER

-M --details
JHER:

e SREIERANNAEFNL M EL, kaBES -EM-S T —RER, kaSRAN—ISHESMHIFH
SR N F !

« Publisher(0x1)

+ VideoType(0x2)

« SoundType(0x4)

+ AppInStartMenu(0x8)

« AppOnDesktop(0x10)

» ApplsDesktop(0x20)

« ApplsDisabled(0x40)

+ WindowType(0x80)

« WindowScale(0x100)

« DisplayName(0x200)
 ApplsMandatory(0x10000)
« CreateShortcuts(0x100000)
« RemoveShortcuts(0x200000)

#ZiE:
o ERBEITHAMNBREFAEREEE, 5% CreateShortcuts(0x100000) &5 -S. -s # -u S —i2
f5F,
o EMIRRFRIERELE, 5% RemoveShortcuts(0x200000) 5 -S &85 —iEfE .

StoreFront Byas <715

./storebrowse.exe -S -M 0x264 https://my.firstexamplestore.net/Citrix

/Store/discovery

£ L EME<$REIF, 0x264 2 DisplayName(0x200). ApplsDisabled(0x40). ApplsDesktop(0x20) #1 Sound-
Type(0x4) HEE. HHIEHIHEITRNZRUKRIFHAE S,

AILUER -M s 25 A BRI AE SRR

./storebrowse.exe -E -M 0x264 https://my.firstexamplestore.net/Citrix
/Store/discovery

&E:
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o AJLAEA TSR R TR EE, fI90, 512 &R 0x200,
o WNRFLFME BT AED storebrowse 12, NHEEBERNS,

iTi5

-s —--subscribe

JHER:

TS E N B ETIIEE AR
StoreFront #Is <1

./storebrowse -s <Resource_Name> https://my.firstexamplestore.net/
Citrix/Store/discovery

BGHITI

-u --unsubscribe

R

MIEEN BEEPECHITIRIEE AR
StoreFront By <=1

./storebrowse -u <Resource_Name> https://my.firstexamplestore.net/
Citrix/Store/discovery

BEh

-L --Tlaunch

WieA:

BE5BAHRRNEE. SARFMEEEHXE, REERINEENRIE,
StoreFront M <l

./storebrowse -L <Resource_Name> https://my.firstexamplestore.net/
Citrix/Store/discovery

BT

-i —--icons

JHER:
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e LA PNG BRI KR EM N AEFER. k<5 -E 5 -S s —EfEM.
ERWFAFBANURENELT, EER best B8 size 885 %.

best 2 M best 8¥75%, ERILIRINARS 28 LIREMRER/NER, AIUHERBERZIRAFIEA. best
SHHERFE. NBAFENRLHARSHNREMISGE. XL <resource name>.png & RTF.

size 88 EFEUEEANNREMELR, BMEA size 8855, NRERSBLZRNATE A NTRENEL, s
HI IR,
size BEX A WxB &=, Hrh:

« WAHEHEE. FrEERRRIESIE, RtIFTE—MERREEKR .
« BABBRE. 2R, SEEROUHK.

=3

AR

BEWE4FEN. BB ErEN.

MRRIEEXLEE, WETMEABEGRENET, XEXHLL <resource name>_WxWxB.png & {R7F.
HF -E 5 -S S RENENRIR, XA EELL png B REFET.
E5726E7E ICAClient/cache/icons %,

StoreFront My <= M:

o ./storebrowse -E -i best https://my.firstexamplestore.net/Citrix/
Store/discovery

+ ./storebrowse -S -i 16x16 https://my.firstexamplestore.net/Citrix
/Store/discovery

BEIMEERIE

-W [r|R] --reconnect [r]|R]

WA

EMEREENARENL FEDRSEEMAERNRE. [f] BT EMERMENAEENSIE, [R] ETEER
EEAA A RIS E RN RIS,

StoreFront B&s < fl:

o ./storebrowse -Wr https://my.firstexamplestore.net/Citrix/Store/
discovery

+ ./storebrowse -WR https://my.firstexamplestore.net/Citrix/Store/
discovery
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W FF 1B

-WD --disconnect

WRA:

W FFEE N A B IR P SIERER
StoreFront #yas <Rl

./storebrowse -WD https://my.firstexamplestore.net/Citrix/Store/
discovery

KIERIE

-WT --terminate
BiEA:

KI\HEEN ABEENRE RIS,
StoreFront K& <R fl:

./storebrowse -WT https://my.firstexamplestore.net/Citrix/Store/
discovery

hR s

-v —-version

BiEA:

&7~ storebrowse L BEFHIRRZS,
StoreFront B8 % 7Rfl:

./storebrowse -v

RER

-r —-icaroot

BiEA:

BERETIERT Linux 89 Citrix Workspace ZAREFHIRE R, MRKIEE, WESTHRBERE R,
StoreFront B8 < /RI:

./storebrowse -r /Jopt/Citrix/ICAClient
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HP&. B, 8

-U --username, -P --password, -D --domain
BiEA:

RREPA. BRMEFAESERALRSSE. LA ENERT PNA NBEE. StoreFront NABEERIRILER<S. ¥4
ERAERRET. BEIB T HLTHWNFAES.

StoreFront By < R=M:

./storebrowse -E https://my.firstexamplestore.net/Citrix/Store/
discovery -U userl -P password -D domain-name

TRIBRR AR RS I

-d --deletestore

WieA:

BYH7E ServiceRecord EaEF MM ABEE,
StoreFront Mg <$Rfil:

./storebrowse -d https://my.firstexamplestore.net/Citrix/Store/
discovery

B E BBIARS

-c --configselfservice
AR

RERHECETE StoreCache.ctx FEBINEMRS K U 1§E. RAMNSEIER AN <entry[=value]>, MNRREFEEF
NemtigENLFIE, B2, IRFEEME, WaERZELRERE,

StoreFront By <= M:

./storebrowse -c SharedUserMode=True

70 CR Xt
-C --addcr
R

RERR A Citrix Receiver (CR) XX, HRRERMENLAEE, W5 -a HSiER, BB TNARSE, Hif
TR
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StoreFront #ya<R4:

./storebrowse -C <path to CR file>

B2 SRR A X

-0 --synclease
BiEA:

Fria% Workspace EEEAXH 5EEN ABENRZRSSE LN AXGHITRY, W< TERRIALARZ
EFRAEAXARD. MREARSESN, WRETRHEIR.

e

./storebrowse -o *URL of Store x

StoreFront M <Rl

./storebrowse -o https://my.firstexamplestore.net

X7 storebrowse sFiPiEF

-K --killdaemon
JHER:

£\t storebrowse Ea#EF. Fit, FERAEEEMSHE,
B 2311 frAiEE, -K < ETIRY StoreFront. =RAREED NetScaler Gateway.

StoreFront By <=1 :

./storebrowse -K

5 IR

-e -—listerrorcodes
BiEA:

FI S E MBI IR D,
StoreFront B <R fl:

./storebrowse -e
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VSR ES

-g —--storegateway

BiEA:

787 ServiceRecord FAEEBFHIEMAI AEEIEERIARX,
StoreFront B8 <Rfil:

./storebrowse -g “<unique gateway name>” https://my.firstexamplestore
.net/Citrix/Store/discovery

AR

ME— K 2 FR 0 BB RE N A P IS B K 51 R o

TR FE

-q, —-—quicklaunch

WiRA:

fEMERE URL Boh AR, tas<{UERT StoreFront A&,
StoreFront B&s < fl:

.\storebrowse.exe -q <https://my.firstexamplestore.net/Citrix/Store/
resources/v2/Q2hJkOlmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore
.net/Citrix/Store/discovery>

STFERF

-n --nosingleshot
BiEA:

YRLESFIP storebrowse i#1E,
StoreFront B8 <Rfl:

./storebrowse -n

X2

-F —--fileparam

JHER:
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RN BREMNEREMX .
StoreFront Hys <715

./storebrowse -F “<path to file>” -L <Resource Name> <https://my.
firstexamplestore.net/Citrix/Store/discovery>

TR

ACER T W{AER storebrowse < BRI BIEFREE T ER:
1. ./storebrowse -a https://my.firstexamplestore.net
NN AEEFRENAEENTE URL, I8 T2 URL, RATEEENGSHEERZ URL,

2. ./storebrowse.exe -E https://my.firstexamplestore.net/Citrix/
Store/discovery

FILFEE AN AEFNRE. ERHXEEMHINAEERTIREEORNEHER,

3. ./storebrowse -L <Resource_Name> https://my.firstexamplestore.net
/Citrix/Store/discovery

BEIEIR. MLE— o< hYHR H PRI RS Mo
4. ./storebrowse -K

eSS Bl NBYEIEH X 7 storebrowse F1P1ERF, MR KBIIRRILES, storebrowse #i21E
E—/\BERH,

BEHEER

January 31,2024

PR ENE B REBEERRMA Citrix Workspace Rz 2 H BRI AR,

%

”

A gEiB B LA T E R R,

ICA =55 Fedora 29/30

ICA BrhrI8Ea1E Fedora 29/30 ERK, #BRFE: REBUT S EHITIRME:
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1. FERG<$RE compat-openss110,
sudo yum install compat-openssl10.x86_64

2. £~/ .bashrc HgBERETEUFEBIESIJIEHTNH. HREERRKIBN Libcrypto
export LD_PRELOAD=/1ib64/1libcrypto.so.1.0.20

AR

5 Wayland &m28t8Lt, Citrix Workspace RZA#2F7E X.Org RS2 TIFETT. X F& Wayland fERE
INEF N R IThR, EBCH AR T E—I:

/etc/gdm/custom.conf g /etc/gdm3/custom.conf
iy WaylandEnable=false
FAHEAERUIER X.0rg RS 2%.

EAXTNARNRERIE

5 Windows REBEIEER, MIRETHE “EEEEIRSS - HENWEE, BEUEAEREETO, &
REEBNIRSBEER AR AIE (Client Access License, CAL), BXiFaIMFMAER, BB,

RIEERTER

EMERIAEREST Citrix Workspace ARRFFIBHNAIERENRIEN, EERREAKAN. RSH[LNTAR
FARR ISR,

INREFEELM, Citrix Workspace ARRFERAERMKBHAERE, TN, RSSF/ZRUFMERNAGRER
H—PHRIE, MREIERFERAEERS. NRRSB[BLENATAREDATRE, WE P ERBETEEEN.

5% Internet &#F

Citrix B EEML LELE DNS (H8RSE) . ML EEEREBRITEEENRSEBNET. MRFEE DNS, N
BB RIS ARSS 2R NARAT 0 IP tthdk, BRI IP sttt (MAFEHR) HEEMRS R, TLS EEERTLRERIFE,
3 P st

RNEEEES

MRENEEEBSHBEITGA B, Linux RZRBREN T ERIhEETTREFERIRE, MRFAE: BIT—MEERD
E&RERF, f rngd (BEFHEH) =X haveged (kB Magic Software),
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BHEEM

INRIERRI, FIRAAINE X
1. JLUEREMIARNERSSFNTEES, SF:

+ Ssllabs.com (EXkREREE Internet iHRINIR)
« sslyze(https://github.com/nabla-c0d3/sslyze)

2. 7 Linux Z i WireShark &, #8:3788 (ip.addr == VDAIPAddress) &##iE& (Client Hello,
Server Hello) L{#&#k SSL #47, £REEHEF nLEHHRSS[IESNBEES

Citrix {1t SDK RIE#

Citrix Optimization SDK #8884 FEHN UIDialoglibWebKit. so k. fRA%: HITUTERIEZ

1. MT#HTE FZ Citrix Optimization SDK ##&hik4s 18.10,
a) #EIE2Z CitrixPluginSDK/UIDialogLib/GTK:
cd CitrixPluginSDK/UIDialogLib/GTK
b) MIBRFREISR 4
rm -rf *.o0
) %% WebKit stff3k:
cd ../WebKit
d) #ip&EE UlDialogLibWebKit.so &:
rm -rf UIDialogLibWebKit.so
e) 7 WebKit BRHFERUTHS:
make all
% m#A UlDialogLibWebKit.so.
f) ¥#ESHE SICAROOT/lib BRH,

EAT SSL EEMBEINEN

B3z TLS iE#%Rd, Citrix Workspace AEFRIMER TRIRME— AT ENSEBBES.
NREERTFERIBNTEEMHHIRS S, BEEREXHR WFClient\ B2 BRERT SSLCiphers=ALL

o

R TERBEEN:
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+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM

pez Ll

fEF EDT thillhy, ERIGESBIUTHIRER: 5 “7 NERENA. MRERDELERT EDT NERERHEN
NFERAIME 1500 FHRIBR SRR, FIREs IR, HHRITUTERE:

s EREXHHIZE edtMSS=1000,

EREIR
ERBIRF R E R A R EIRNEE. =MW

o EEHHE 53HIIERSEEHEIMINER.
o TEBRRSNIIERSS.
o FTAERILARSS SRR ZRIK

RELpAr e SRR I ERER, B

o M BT BN EDEER TLS VN tiER. BXFMAER, BSHE TLS,
o EHENEEN TLS EREARANEBEGANTESENEIR. EXMERT, BOUUEEREXHH
\ [WFClient\] #HHHgBEERE XM SSLCiphers=ALL, REAEEHBEZEZANET KIllall
AuthManagerDaemon ServiceRecord selfservice storebrowse,
o ERITENREEMIEREFIHERN AR EIEIR, IS BAUEZHERIRMH Citrix. Authentication
0 Certificate B9IES,
o Hfthja]&H,

Citrix B EHEIRS 88 LER KM AR Citrix Virtual Apps and Desktops 5§ Citrix DaaS (WU &i#rA Citrix
Virtual Apps and Desktops fg5). Itt4h, EEAFI&E EERSM Citrix Workspace AR

MEFEREFRERE, WA EH Citrix Workspace MABEFHERE LUK Citrix Workspace R BIEFHERTS A

LS 1t

 E2E Citrix Workspace [ Bi2FiEE - B0 E Citrix Workspace 2RI R LUFR(E ICA FRERH iR
S taE

« B¢ Citrix Workspace W B2FMERA - Bk Citrix Workspace 2RI R A 0IR ] LUBR R SR T
BRI R

« 2 UDP 47 - tLIhAEF ITEFEEMMLE LIRS IP B85 (VoIP) EEPIERM —BE
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o« ERARMIRARZERT Linux &9 Citrix Workspace [z F#25#1 Citrix Virtual Apps and Desktops g
Citrix Daas - Citrix RUFHERMIRA S MRANEEE, FEHRETHEEEER I Citrix Workspace M AE
FFHORR S 28 %A1

=
A2 /JN

Al

RRER
FEXFERF, WD (FHZD) FERNMBLNH2ENERTRE LRSERREHROER. TRELERATESURER
FERIOARB XA IR R E o

72 VDA Li#R$UBN IS R R, HEUBEREIZF RN, FRSINBRMRNKR. B2, X11 (Linux/Unix &
HF&RS) RERM—BAIRMEREHR,

ARGIERERHER, Citrix BINEERRNARFLHSBRREHRESHIRES %, B, F/F vsvnc Ba F—MAYLE,
RiEE PR ENERBEGNEERNEOEES, UWTRARRARURATHLERSHR:

« X11GPU i&&
o ERASEERS

X11GPU &

SHF Intel HBER, BEEN
20-intel.conf 89 xorg.conf.d FalE—MEEUTRABHISM:

Section '"Device"

Identifier "Intel Graphics"
Driver "intel"

Option "AccelMethod" "sna"
Option "TearFree" "true"
EndSection

s+F NVIDIA Ef, &7 xorg.conf.d XL FIGRENEEN “MetaModes” EMMIN M. W FFRIERNED
LLUES 5 fRM MetaMode, ERMUTRE:

{ForceFullCompositionPipeline = On}

Blgn:

Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”
pE=

REH Linux 2% 8 ERARRER xorg.conf.d B2, 30 /etc/X11/xorg.conf.d % /user/share/X11/xorg.conf.d,
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HEEIER

ERUTHS:
+ Compiz (#&AZE Ubuntu Unity #), &% “CompizConfig Settings Manager”.
iz1T “CompizConfig Settings Manager”,
EEM>HEET, BEEPEHEER2RE .
AR
/A “CompizConfig Settings Manager” BYNIZIE, EAEIRMBERESEIERFBE,
« Compton (IMEMEAERF). BXTENFMER, E2H Compton BETT/XXHY, Fla0, EEBITUATHS:

compton --vsync opengl --vsync -aggressive

HRAIER

MREANRIFRXER, RRETSBEBMANTRERLE, EXMERLT, BIIEEMERANBELENGR,. §X
IEEREENFMES, 557 Control keyboard behavior (EHIEEITH).

HEER

BETEEON, REFOEERIAMREMNEOMUE, SBEEESL, ERRLAE, BEE0EESRIREITE
BanE M RNAHIE DR RIR T,

EfrRE

Citrix Workspace A#ZFIENEOERSASREOERERS, B2, XEERS X EFRIHEEEAEH T
S ¥

TeEmRAN

ERETSEMREME, BRITUTRE:

1. #T7F wiclient.ini B2 & X5
2. 7£ [WFClient] E845 7438 T17: UselconWindow=True
3. REHXAZX .
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FATERE

MRATHEABSEREARAEM, WATREEMEUBR R AILUSARKIRMEBRHIRE N BB A BRIES LR

o
BEATE S

1. #77F wiclient.ini BB&> 1

2. 7£ [WFClient] B9 %M TITZ—:
CursorStipple=ffff,ffff (EHITEBENEE)
CursorStipple=0,0 (FHixigBHNEE)

3. REHXIEU.

FBINH
RBRASASIBHEZREON, FEREOPNEEHGERAL. LREZE X Windows RESHEBRRESHERN

HERE. MBEFRE, BAREMNEREAESHNIERE,

EREFEETRRNEEEN
ERDIARSS 20T, AP RILUERGER 256 B, ETREMSMEN SZHFRR, ENAREFEBEAEREE, L~
EnhE BT Ro

BER &R A AN GIRE IS R E R SRR LR E MR, MBTEIMNERERERR, @It
RIS RNIEES. AEMELEmE, Citrix Workspace ZAEFHEFIRRVEGBIRESIZIE, HER/LP
HEH—RLIAER.

BRHEIR

Citrix Workspace i A2F3 HiBF#HER EUC-JP 3¢ UTF-8 /45, MARSB[NER SIS FRHE, Citrix
Workspace [ 2R A XLEFRHEZ BHITERI, WA SRERU TR HIEE:

o REFAERSHE LHESHEENXMH
o REESMHERSSE LEBHIUMF

tEREE Z R MET RS EEPAPIANSHTHNEIEFN.
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ERRERINES P ETE, EXRAIUERGLITSZERRETEED -span, BT ZER, AJURKERSIEETHIH

HNEREETo

@3 Desktop Viewer TEINEE, ERAILEBTOKRIEFEOSLRKIETOZEIE, SENERERENSER
|

HERR

NFRATEFEBTONRIE (BEERAUNEOFNRIE), BRETFEER.

- Span ETRAUTHER:
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

MBHEET h, WEFE stdout PHEETERTIR, MR h SEAETE, wfica HEBE,
MRIEET 0, MEEFEFORHE override-redirect B,

JINCy

¢ ENAERERARED, EEEFASTRENE DEER —EEANRE—TEI
s [EAOWZEOEESRS AN, 2EER, BEERCEHERK,
o REEEIERTIERBIFRLILE,

WMRIEET a, Citrix Workspace MAEFFEERE—NMEFTEERSPERNSE,
Citrix Workspace R A2 BREHRM -span EINE AN B RBHESHTIXR:
o BEMEREES TR,

o MMERFERFRRXKEE EAMNEA T AR RIS,
o MMERIEERIHTNAR. AR AMMAMASE EEE.

WRKIEE 0, wfica §EH _NET_WM_FULLSCREEN_MONITORS HEMNBOEERHIERENMEORRE (0
RLFZI088) . BN, BEARTMAERTFIEKRFAENTR.

AR THRSRNAE A EEREE ZIFZINEE
xprop -root | grep \\_NET\\_WM\\_FULLSCREEN\\_MONITORS

MRRERL, WAXEZIEE. MRFTXE, JRFE—IEZEEMEN. AILUEMA -span o REBZEEME
Ho

MEBLITIEEBEIMIM B RBIRIE:
1. EHSRAEOFR, BA:
Jopt/Citrix/ICAClient/wfica -span h

APg&YAFEE 2 RERSTIRERLE stdout F, ABRE wfica.
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2. BiEFXEERBRES,
3. ERSIEREAT, BA:
Jopt/Citrix/ICAClient/wfica -span \[w\[,x\[,y,z\J\]\]

W, X, Yy Mz ER EENSZBEHNTE 1 PRENSERES. BMEw BEEREN GRS A MEw M XIEE
FIBEKENE EAMATANENSE IMEw. X y Mz EEKENER. K. AMMGNDEH SIS,

BERR

o EETHIMEBMBEMRSZH, EX WFICA_OPTS T8, EE XIS, EHEREXHE (B
fiIF SHOME/.bash_profile st SHOME/.profile), EHEHFHM—ITHEEX WFICA_OPTS T&,
f4n:

export WFICA_OPTS="-span a"
o tEENFEREmMESYAEFNRERIE.

« MRBEREH selfservice 5 storebrowse, EMFRERIHIEZ, WERFBETEEBEN, HFET
LU dn S MpRiHAE

killall AuthManagerDaemon ServiceRecord storebrowse

TN RERF

ZRIEF2RHSRSFBEUCANMNARFHEMSIE, HRLRNENREREFHBARSAF RERIRE, BE%EH
EINEZATENREHS (FlW Alt+Tab), ARG LXIIRSS.

A E: R Ctri+F2 BREREAFEPEE, BEER TRRERIEFEOD, &R ERTE SICAROOT/con-
fig/module.ini % TransparentKeyPassthrough i€ &5 No, LR EFZARRIZAEINEE. BZ, &9
BERE@IEE All_regions.ini XHARINLLIEERE S ICA X%,

BT HIRER

LT, FIESIRESHERIANEIRAEURRH I ZHEIRER, B Citrix Workspace RZA#ERFARZA 2309 &2, #HiR
HEZEN#H, 8FTHERNENHRAE. 5 ID MRAFR. YSEFGER ICA BHSEERA T RS ES T
eI R FTERHEIEN, IHIMXEHEIRER,

flan, MRZFEEHRM, WEERUTHERES:

Citrix Workspace X
e Session launch failed.

Error code: UnavailableDesktop.
Transaction ID : Oedc6cc-ac7 2-4cbf-9767-3F1864d70e31.
Description: The resource is unavailable currently. Please try again after some time, or contact your administrator if the issue persists.

0K
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PILEIRIEN

EIRIAMLE RSN

B#1, AT Linux 89 Citrix Workspace A2 PHIMEBENEE B —RIXZHF—TREBEN. FREsIEiAN
FBEHNSMHTIREREF /dev/video0, BESEENITENPHRNBENEREN.
BAEAUTHSRE VA TR, FETIHRFHEBIANEENFRBIRE:

sudo apt-get install v4l-utils
<!--NeedCopy-->

EAL T <LHIHIRIRE:

v41l2-ctl --list-devices
<!--NeedCopy-->

fEATRE S IR E N TR |

user@user-pc:~ $ v412-ctl --list-devices

UVC Camera (046d:09a6) (usb-0000:00:14.0-1):
/dev/video2
/dev/video3
/dev/medial

Integrated Camera: Integrated C (usbh-0000:00:14.0-8):
/dev/video®
/dev/videol
/dev/media0

<!--NeedCopy-->

RIBRTER TG, ERINEREGN. ERIUEREPIEET—, Citrix BINERE—1FS5l. Ubuntu FEEHIE
A, EbEEIREET— I MEBENNS IR, FEIRfld, EaLUER /dev/video0 fl /dev/video2,

EREMERMITEE ARINME, BHITUTIRIE:
. BfiF ~/ . ICACLlient/wfclient. ini BRBEXH4HTEFITHIE,
2. 7£ [WFClient] 35, HFMUTIEE.

HDXWebCamDevice=<device path>

a0, 7 HDXWebCamDevice=/dev/video2 UERLEHIEEMEE] /dev/video2 HMEIEE.

Mt Thae

EEPIG L, WERGNEERBERAUERBNRA THATEZFAFRFG TUAREA M.
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EFEMAENER  EIUEE VDA i R RS RIGSER P T ENRFEARKHATHER. EAFNKENE
i,
EEAIER, BRITUTRE:
1. 83~/ . ICACLient/wfclient. ini BEXHHEH#ITHRIE.
2. ¥ HDXWebcamDebug /&EIREHN True.
HDXWebcamDebug=True

BRIERE, HIESFEREAKERUTH, BEBURTARERNREIDS:

o 3T H264 HiEEs: /tmp/file_mode_buffers.h264
o 3+F Theora Ei388: /tmp/file_mode_buffers.theora

TEER T E IR

b File sink
Webcam
(ex. /dev/video0)

Encoder
(h264 or theora)

VDMM

MEBRGEIMNABER  EXRFENRSERELTERBEINEREN.

./gst_read --buffers | -b BUFFERS_AMOUNT [ --input_device -9
WEBCAM_DEVICE; default=/dev/video0]
<!--NeedCopy-->

cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->

'S./gst_read -b 100 /dev/video0®
<!--NeedCopy-->

BRERE, FERIAMRE, HERKREMNEREVHIRIGE HXOZLI T !

/tmp/wewbcam_buffers.buff
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RIS IR G AR SRR EN—F X H ——buffers (-b) &, FAILIEEEMXWMELRGIILE. Flm,
BEEAUTAS:

+ ./gst_read -buffers 150
+ ./gst_read -buffers 100 -input_device /dev/video2

TE#ER T M BREN SR

File sink
Webcam

(ex. /dev/video0) J

—[ Video Preview

mHIERNNBER R RFENRNS EERERIRIE .

./gst_read --output_file | -o FILE_NAME [ --buffers | -b BUFFER_AMOUNT;
default=10 0 ] [ --enableH264 | -e ]
<!--NeedCopy-->

EEARESFNRFER, BMBITEITUTHL:

cd Jopt/Citrix/ICAClient/util
<!--NeedCopy-->

./gst_read -o ~/file_buffers.h264 -e
<!--NeedCopy-->

BB —F XA ——output_file (-o0) %M. FATLUNIR Theora 5 H264 4riges AR B4 RAIE H
X&, i, FERUTRE:!

o XF H264: ./gst_read -output_file ~/file_buffers.h264 -buffers 200 -enableH264
« 33F Theora: ./gst_read -o ~/file_buffers.theora -b 100

TE#R T fmb5 23 ML 3R
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File sink

Encoder
(h264 or theora)

Test Source
(smpte pattern)

H264 +4RiDes  MNRETIAEY H264 REIBTEEREIT, WA T S RIGIEE KM

1. I X264 GStreamer {EHEREERN gstreamer-plugins—ugly W—ESEET RS, NMREE
libgstx264.so EHRAIA, BEITUTa<SHITIRIE:

gst-inspect-1.0 x264
<!--NeedCopy-->

ibuntu/+source/gst-plugins-uglyl.0@

2. BITUTHLWIE Libgstx264. so ERMKHEHIM:

1ldd /usr/1lib/x86_64-1linux-gnu/gstreamer-1.0/1libgstx264.so
<!--NeedCopy-->
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MR libgstx264.so XHREFE, WHAGERALUTHSRE GStreamer 1&f4:
sudo apt-get install gstreamerl

0-plugins-ugly
<!--NeedCopy-->

H264 WE+4RiDes

1. 33 vaapi GStreamer HHREEN gstreamerl.0-vaapi W—EREETESAT. WRE
libgstvaapi.so EHRAA, BHETUTaSHITRIE:

gst-inspect-1.0 vaapi
<!--NeedCopy-->

2. BT T &< URIE libgstvaapi.so FERIMKEHIN :

1ldd /usr/lib/x86_64-linux-gnu/gstreamer-1.0/1libgstvaapi.so
<!--NeedCopy-->
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3. FRRAERIERRRI KRR

EREMEE vaapi, ERE GStreamer vappi LEEEHITERE.

WEERER GStreamer 122270 gst_read BE

EREM ICACLient BEMNEBERAE, BHUAM gst_read BRAKERE,
TUTRIEUKERS:
1. FTARRHBTU TS

export GST_DEBUG=2, gst_read_debug:6
<!--NeedCopy-->

export GST_DEBUG_FILE=~/gst_read.log
<!--NeedCopy—-->
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=

=W

LT 2iEEAERERFIURBTFEEE SN, EXMERT, HK(1h GStreamer EZRIZERT
2, Agst_read BRGBRT 7. BXFMEE, BSH X, BIVNANE GStreamer E5i&
BRIRMNEELRS, ~gst_read BEBEERI.

2. THBEM VDA ICA X,
3. ER—&i%L, BITUTH<LLUREN VDA &iE:

cd /opt/Citrix/ICAClient
<!--NeedCopy-->

./wfica <ICA file path>/vda.1ica
<!--NeedCopy-->

gst_read. log XH2FERANE GStreamer LM gst_read BEERH,

GStreamer EEE E&EE GStreamer EZREELIERNEIREE, BRITUTIRE:

1. QIB— A XHICREMESAXH, flin: gstIntPipes,

2. {TF&#*SH GST_DEBUG_DUMP_DOT_DIR=<Absolute path>/gstIntPipes. W&
ETEXHNEE GStreamer &,

3. THEXM VDA ICA X,
4. ER—&H L, BTUTH<LLUBEE VDA £iF:

cd /opt/Citrix/ICAClient/
<!--NeedCopy-->

./wfica <ICA file path>/vda.qica
<!--NeedCopy-->

5. ZB=® gstIntPipes B&aXH. GStreamer AEETHNEMRETEER — X HF. FHit, &
LB EEMNAIE ISR, TEE—HAXFHNRE:

6. REAXHLARFUETEEENTNMRT. FI90, Graphviz, TEIZIEREENMNSHIRE):

BEERRE:
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ERARENTRENEAEMTEER, BFABEEZTEE, %% Openimage in new tab (TEHE£H
TARRE), AEREREEREICN 5.

W EERR, ENBELEEE GstCapsFilter m&EM GstVaapiEncodeH264 wk, XEINEEMKE
BRI NE. BXFAER, BSH .

RAVE B & 4is B
BANRMBTHA rave_troubleshooting.sh, BFRIIRARENKHINETES ZIFTEFTIMAY B
(RAVE),

AR

RAVE 2—1 HDX Thik, iFikpImEREGNEERMERA Citrix VDA # Windows Media Player EEF,

BRITU T RIERBITHIIZ
1. 758 rave_troubleshooting.sh T#iiz#i4s,

2. 1E Linux it BT FiE R

3. ##Arave_troubleshooting.sh —--help® rave_troubleshooting.sh -hazg
FTRNGSITEH
4. BATEHEHP— @S
+ rave_troubleshooting.sh -w = rave_troubleshooting.sh —--webcam -
R HSARMERENEE @IS TRE, XERIAHS.

« rave_troubleshooting.sh -r#rave_troubleshooting.sh --rave-fH
b8 <4 AE1T RAVE B0 E, AP ETR—MER h264 Mt sfsssse &0,

LB R 2R RS ECE M RFII
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BRAUSBEEM
ynfa¥ Android FHEE R 79iEMA USB

AILURII FRrTIE Android FHEER @A USB:
1. /A USB B453%&M Android FHEZRIRETIEAT Linux 9 Citrix Workspace M AR2FHI RS
2. 7EFML%EEFE USB &R (MTP =k PTP), StFAZ# Android 41, #FHEHA PTP,

3. BRBFBEANUTAS, MIBEHART (VID) S3REX Android FEHAMRNRE ID, MIEEHARTF (PID) FFRE
ma ID:

lsusb
<!--NeedCopy-->

4, 1278 Android FE#1#9 VID # PID,
5. &fnFlusb.conf xf&,

6. £ usb.conf xx#% %k B #F M CONNECT vid=<vid of your phone> pid=<pid of
your phone> split=01 intf=00 17, 0, FEZM T RHITRN:

CONNECT vid=18d1l pid=4ee2 split=01 intf=00
<!--NeedCopy—-->

7. SfnZl Desktop Viewer T A= HRHIGERE,
8. EBREZEMH Android FHl.

/XIJ”,_

233N 5

£ Windows SR8 HE M §EE, EEATHEERERY SRR, wiclientini FERTRSBIEFIHNTE
ERNEE. KEEMRSBAMNABEFET. BRARSH-FFAERBTEER, BEARS S-SR EATEER.

HRIBE R BHRIR

HRBARMERE, ERNRBSIRREREXM. Bk Firefox 1 Chrome 4, BIEERET Hi 5 28#TEE A 8E
ERIEABHNAR. EERHETREZNE LNERLRRREN, SSRRFRTERT ICA X,

FEE N BT

NRFERFE Web ¥E23eTBEIR, BEIRTT setupwfc g, &EFELTE BROWSER, LUsEFRHENIH2EH
RN R Mo
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Firefox %

7f Firefox PEERENL AR, MRNEEEMLE, F=iXEA ICA i,

Firefox 1 ICA &t

7z Firefox PEAT ICAMEMHE, KEMNARFRIETMEREN. EXMERT, BE2AEMA ICA &t

FCEHIR

MRENERFBRERER, JRSEIUTHER.
E_MISSING_INI_SECTION - IiFECEX s -7 EEXMHHH “7 BREX.
REXHFEREBRIRRESR .

E_MISSING_INI_ENTRY - 38iERES fF: “-" “" BDHRBHABERE “7

EEX A EFEREBHIRNES .

E_INI_VENDOR_RANGE - i&iFEREX 2“7, BEEXHHH X RSB[BHFER 7 B

EEXHHH X RSB[BELHESEHF. ES5 Citrix B HR.

wfclient.ini A Z L2

WMRKEHRE wiclient.ini, NETEESHITHEIR,

E\\_CANNOT\\_WRITE\\_FILE - Cannot write file: "..."

RIEFERMUERFEI HEE; fIEHE =,

E\\_CANNOT\\_CREATE\\_FILE - Cannot create file: "..."

B IR R Y tH £

E_PNAGENT_FILE_UNREADABLE - F;%i%E Citrix Virtual Apps >tff “-” : TR XHHE R,

g

Toi%iEEY Citrix Virtual Apps >cf - 1 FR#3E,

TER BT SR BINAER, BiZz&FRWHA Citrix Virtual Apps and Desktops g Citrix DaaS XA

. BEEEXRSPERNARFRFURFERFBHARRTIR, RAEERZHIANZHER. MRERDHAFE:

s WEREERKREINEY
o WEERSHMBEFS|I A Citrix Virtual Apps and Desktops =k Citrix DaaS X,
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Hth
R )RR

RGBSy 3> W Tl

KHARIE
ET RS B/REEIER Citrix Workspace MARFEXARIE, EER wiica BF. LEFEREIRERSSRMEL
REFTHHAITIER.

EiE syslog RAICRILER, EREN 6 19 SyslogThreshold FHIMFIEE X 48 [WFClient] 95, LHIgEE
BRf%EEHN LOG_INFO RESHEEBEICRINEE. SyslogThreshold HZkiAER 4 (FLOG_WARNING),

B, BRE wfica, BEHEBRXEENIRESEIR, FHIEMERN 6 8 PrintLogThreshold #10% [WFClient] %43
PrintLogThreshold #923\ &% 0 (<LOG_EMERG),

BEXAZTWERNEMAEER, BFBREENRE, BX syslog BBBRIFMER, FSIA syslog BcE,

REXHRE

wfclient.ini FHEMEBELAE All_Regions.ini FEXWRMFKE, XHZIGEA LY. tkoh, wiclient.ini X
#£89 [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &4 sh&yE N5 B# XM canonicalization.ini &A%
B, ZIRBTHEN. BXIFMELR, 158 SICAROOT/config B R# All_Regions.ini #l canonicalization.ini
X,

BREHINAER

MREBITHABTHONERFHONABREFMBEIEZE, W ZhOREMTBREFHUEN, ZNBEFAIESEN
(REETHIREBINARTNAREFEAS), FLEERT, FPRERSHAMNARFRNME T ZHTHD, HERE
BEYMEIZHITIH OB BEFERHERERZE .

ZRRRIRE, FEERIERITIRONNAER. XF UUCP £XN8iE, NAEFRHGEURSEREEE—ME
X, XLEHEXHPENUERUR T ERNRERSR.

B Citrix Workspace N Bi1EF

R Citrix Workspace B2 kREH, HET “BRADNEARFRIAXGRZXGEIH HE. RETERRIE
HE SIFE T 2 ICAROOT, R Citrix Workspace ARFRETERINMIE, NHMEBENTE, EFRRILE
&, Citrix BWHRITU T REZ—:
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« ¥ ICAROOT EXANREHR.

EERFERENT ICAROOT HFET 2, EEIRAMLIRRIERDH Citrix Workspace N A#EF. MRNE
TNZEIRES, NaseREMRENX ICAROOT IR E,

+ ¥ Citrix Workspace MBEFEHREINRIAMIB., BXx%EE Citrix Workspace MABEFHIFHEER, &
BIRLENLE,

W R gl ¥ Citrix Workspace M HEFLZEINRINNE, BEEHFREFME /opt/Citrix/
ICAClient g SHOME/ICAClient/platformBR.

Citrix CryptoKit (L{gi#r5s SSLSDK)
BEREEEIEITH Citrix CryptoKit (LUEi#7 SSLSDK) sk OpenSSL MhRAS, BIUERMUT&HS:
strings libctxssl.so | grep "Citrix SSLSDK"

EA LATE AuthManagerDaemon 3§ PrimaryAuthManager EiEfTitan<

BERESN
NREO SR REAERNRASRMBANINEE, BHRASTIRETEER, 5190, KDE GOEELEEER Ctrl+Shift+F1
2 Ctrl+Shift+F4 R aERE 13 2 16 ZE)ifk. NRBIILRA, BRXUATHRRSR:

o BE FNERRIUE—AARA SIS FIRRS BIHRAS, B, EEREXT, BNE Ctri+Shift+F1 st
FIRRSEBRIFRAS Alt+F1, BRHMNEMEENERAMRAS, EEH SHOME/.ICAClient/wfclient.ini
89 [WFClient] B TRE: HIRESBAMBEAS Alt+Ctrl+F1 BR5TE) Alt+F1:

- ¥ HotkeylShift=Ctrl+Shift E2th Hotkey1Shift=Alt+Ctrl,

s BRINWEREABFERECHELAZIIRS R, XERASATERMLE, EREHZER, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 284> &, ¥ TransparentKeyPassthrough i& &5 Re-
mote,

- ENMRREEOEESE, EHELFERRINREAS,

itf2 Croatian %5

LTS ARG ASCH FREMAXETIRES Croatian B R[RIITZEIMI.

1. 7EAENERE XA WFClient #8539, 3§ UseEUKSforASCII & &% True,
2. ¥ UseEUKS ig&H 2,
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HERE

EREWHIBREANGER, FEH wiclient.ini BEXHFHUTEE:

KeyboardLayout=Japanese (JIS)

ABNT2 g

ERREY ABNT2 &2, BEEH wiclient.ini BEXXHFHUATERE:

KeyboardLayout=Brazilian (ABNT2)

FithRE

R AR FRFLERARRTRIETT, EM SICAROOT/config/module.ini M5 R+ iER RIBEMRS 285 B,

Windows Media Player

Citrix Workspace M AEF A 88848 GStreamer i, TAMEERMIBR. LRAEESSHIRS R IEREM
B, BENEROEERANEGSERMIBHEFE—MEH. KAFEEEWENE, HESSHRSHELHN
— M EIRXEIE, #8 Windows Media Player M fHET @R R, ERIEPERAXHEEER, AH Citrix
Workspace A#EFELZIER, Alt, RSJBRIEREMEAKIRBEARR S,

FELHIERT, RE#ERTSE Windows Media Player iz, BNAREEL89EMN, HETAERE
X o

EiB e BRI EIRIEE, HEBRRERRNIEPERENY, FRITUTERE:
1. IRFPEECEET “SpeedScreenMMAVerbose=0n" 7Nzl SHome/.ICAClient/wfclient.ini (2f) £y
[WFClient] &85,
2. BIEMLIEE N EBRSER R wlica.
3. BHSEEIMILEIRNT,

4, iBF (ERBHHT) SHRAHEGFRERXEBN MIME 28, $iEZRMNTZHEREKRHN MIME 28 (F0
“video/x-h264..”),

5. 4748 SICAROOT/config/MediaStreamingConfig.tbl, #E8&i2RM MIME 2£EM17H, & " 5 MIME
KEZEWEN 7, IRBERAZER.

6. W3 RILHRERNWAMBEAEREE (ER) FB2-5,
7. ¥fEMER MediaStreamingConfig.tbl 53 % 5I%=% T #HREM—4A GStreamer i&HHIE i+ B
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} =r

AR

WEILIFEIRA MIME £ 5%% GStreamer 41 TR,

FF%iE Windows Media Player EEANAAERMMA  7£ 2307 leds+, 5INT—NF# bash #lads, BF
WIEEAT Linux B9 Citrix Workspace MAi2FH Windows Media Player ExE@IhEEFrRMNEE. thIIAERED
F 4852 Windows Media Player EE BIhaEREBEHEBRET B], BYIEECE, EaIER RAVE M RS2 Zchig i
#94ERE rave_troubleshooting.sh,

BITmOIRE

BREE—HRTHA, EE SICAROOT/config/module.ini BB HHFMUTEE:
LastComPortNum=1

ComPortl=device

BREM I HZMNHETHO, EE SICAROOT/config/module.ini BEX#HRNUTEE:
LastComPortNum=2

ComPortl=devicel

ComPort2=device2

EiR

mFETHIH TR Citrix Workspace M ABIEF A gEH A E s RIS IRE B
HIEIR, HiRAHEA 11 (E_MISSING_INI_SECTION), #8iEiaxxXty, EEBH,
Man$17is1T Citrix Workspace RF12RFRY, IHEEIRBEBKETE appsrv.ini XKL D6 S1THIEERR A,
E_BAD_OPTION - i&m “---7 Ko

W - BB

E_BAD_ARG - 11 “-” BEHELMEH:

JEm -7 HBET BB

E_INI_KEY_SYNTAX - Z$8 “-” (fEE&EXH “-” #) XX

EEXHHH X RS[EEBES EHIF. FEIR— I EREX .
E_INI_VALUE_SYNTAX - & “--” (EEEEXH “-” F) T

FREXHHH X RSS[EIHES M. FRIR—MEEEX .
E_SERVER_NAMELOOKUP_FAILURE - & &E&2IRS2 “70
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TERRTERSS 282 TR,

TEBAN—DHZ I -0 BB AR RS R B H Eio
KERTHFTHEERREINRT. NREMEDE, BFFUEBE, FERRERIEERHESRE
IRSZERERCE . BEIMERHER. UTXHAIREREE: -
ENERAERNRTILEIRE BRI,

snR7EREA Citrix Workspace R ARFHERIAE, FJERERRAZENIIRAZIER, WESTHEBILENE
RIS HTR A H R RS B RIE & iZia) o

FRER5 Citrix Workspace MAEFEXNIZHESR:
1. ELREERH, B util/lurdump, BVEESIELFITFRSNUR (NBERTEE) S mETHITIES.

R ER— B 2RI ME RN, HPaERaEAES. Citrix Workspace AEEFHEREXHR
BUKRERFLEENE,

2. BExtrRiEsg Citrix AL 28], BREXHHESEENEER.

x5 EREDERH I THIEHR
BRI L EAEEPOEREEMER. WER— M EEERANEFNRETIR, Ed%ITA, BRMNEERAILL
IR E R ISEA R EEH T E IS M H AR M INEE, EEEPOHR, BRALUEI U TR EERER:

o XA ARERF.

o AHERIE EPBRERZIEHXATMITHANNBERF.

o NRIEFETARIE, EPBREFRXAEEITANNBEFOERTHASRSHBOEEEE (FIFRSSEE
PNTEMT SRR X BRER) o

o ERERCRAITEHE.

SFUE S

ERHkRAS, debug.ini fimodule. ini XFRAFEEESTIER.
BhiRZ 2009 &2, ERIUERUTAEZZ—REHTUE:

o IO
ul

=}

(@)
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E#, BhR4s 2009 &, debug. ini BEX#HRM Citrix Workspace B2 RERFRESHHIFR

BES% Citrix Workspace ABEFHEFMERS. REEXUKREREZNHRI BERERERE. E=HFARAR
BILUGEF HEWsE SDK (FA Citrix Workspace RF#EFEF &1k SDK B—ER 3 HR48E—i2) SRRZAA I B BN
o

AJLUER BEEBRITUTRE:
o ZETAMIHBMEMEREHIMAYEIE, BERMEHNSEEREFEILER.

o HEEREEMNRERRE.,

o IREEEED,
WNRMEA root AP RLE Citrix Workspace B2, MBEREMEE /var/log/citrix/ICACLient
.log, &N, BEEEMEE ${ HOME } /.ICAClient/logs/ICACLlient.logH,

%% Citrix Workspace R A#2F8Y, HelE—NEHR citrixlog WARULEBREIZRINEE.

1. EHSERTHT, 8MZE /opt/Citrix/ICACLient/util &R,
2. BITUA TS UIRE HEEED,
./setlog help
A R RFRERI AR <,
TRIIE T SRR R HEGHRERE: BRIFENSOTETES, BEATER:

RIR A&

= LOG_ASSERT
Rt TC_CM

EF CEF 89 BCR TC_CEFBCR
=P IR S SRRGY TC_CAM
B TC_CONNCENTER
A imifERO TC_CCM

& P iR IR Eh 2% PR GY TC_CDM

BI18 TC_CLIP

& P uRFTENATL ARG TC_CPM

& PR TENATL B TC_CPM

FIK TC_FONT

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 216



iEATF Linux i Citrix Workspace M HEF

RIR A&

il TC_FRAME

iz S TC_GA

RINERIEES TC_IME

IPC TC_IPC

BT TC_KEY
TFRIIRENIEF TC_VDLIC

E4 140 TC_MMVD# & bR

AR E SR EEBNEE AR Citrix Workspace R RiEF HEI BRI,

53

e

Ol BERIB B LU iE )R,

ICA =5 Fedora 29/30

ICA BEhFTRERTE Fedora 29/30 Lk, MRS REBLUT S BIHITIRME:

1. FRGLRE <!|JEKYLL@5180@0>,

<IJEKYLL@5180@1>

2. 7E<UJEKYLL@5180@2> FiRENIR L B LUEN S RIEH TN LLIRFEMEKIBN <! JEKYLL@5180@3>

=9
<IJEKYLL@5180@4>

AR

5 Wayland &m28t8Lt, Citrix Workspace RZA#2F7E X.Org RS2 F TIFETT. XK Wayland fERE

INEFZ BV RITHR, IEEUHERLL T E—T0T:

<IJEKYLL@5180@5> 5% <! JEKYLL@5180@6>

g <!JEKYLL@5180@7>
AEHERUER X.0rg RS2

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 217



iEATF Linux i Citrix Workspace M HEF

BERATHERNEERIE

5 Windows IREBEIIEEN, MRETHEE “EEERIRSSE - HENWEE, BEUEAERERESTO, WA
BEEERNRSBEREE AN AIE (Client Access License, CAL), BXFAIMEAREER, BB,

EEMER

EinEERIEREST Citrix Workspace R AZFFIRHEIGRENRIEN, EETESKK. RSB LNTHAR
FARRI RIS,

INREHERELM, Citrix Workspace MARRFHRIRMERMBIMERE, TN, RSBESHUFMERNAERER
H—THRIE, MRRIIERFEMAERRS. NRRSHE LNATARENARRE, WEZ M ERBAIEEEN.

5% Internet &7F

Citrix BiVEEWE LAECE DNS (& ARS8 . EIREEEEBAIMTEEENIRSRIBM. WRAEE DNS, Me
BETTRISARS SRR MARMT A IP ik, AT LAZONIR IP ok (TNIERTR) HEEMRSER. TLS ERBERTLRENES,
i3 IP ok,

REREES

MRENRBEEEBHEAREA B, Linux RZFEREN T ERINEER ReFE R, BRTE: BT — ML

Sai2F, i <!JEKYLL@5180@8> (EFr#) = <!/JEKYLL@5180@9> (3RE Magic Software),

BEEMS

INRIERRN, FIRAAINE R
1. JLUEREMIARNERSSFNEEENS, 2F:

« <IJEKYLL@5180@10> (ZKARS52]AH Internet 5IR)
+ <IJEKYLL@5180@11> (<!JEKYLL@5180@12>)

2. #E Linux P8 WireShark i, 827888 (ip.addr==<!JEKYLL@5180@13>) = #kiE € (Client Hello,
Server Hello) Li#&# SSL #43. LROEHAEFF mLAEHHRSSESINTEENS

Citrix i1k SDK RIE#

Citrix Optimization SDK 4+ 88ERERMN <|JEKYLL@5180@14> 7, fAAE: HITUTIREZ—:

1. W@ F# Citrix Optimization SDK #x#&hxr7s 18.10,
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a) #EE&#E CitrixPluginSDK/UIDialogLib/GTK:
<!|JEKYLL@5180@15>

b) MIBRFREXR 4
<IJEKYLL@5180@16>

c) #3| WebKit xf43%:
<lJEKYLL@5180@17~>

d) #ip&E%E UlDialogLibWebKit.so &:
<!IJEKYLL@5180@18>

e) 7£ WebKit BRFPERAUTHS:
<lJEKYLL@5180@19>
4 r#H UlDialogLibWebKit.so.

f) BmEEHE SICAROOT/lib BERH,

BT SSL EERSEEREN

231 TLS i##%RY, Citrix Workspace AR RIMER FRIRMH—ATRNEABHNES,
MREEEINFTERENEBESFNRS SR, 1T E X4 WFClient\ 28 5 F 18 & i B & I
<IJEKYLL@5180@20>,

XPFUTEREEEMS:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028). ALL. GOV
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013). ALL. COM

ezl

fEF EDT thillhy, ERIESBIUTHIRER: 5 7 NERENA. MRERSELERT EDT NEXEHEN
NFEUAME 1500 FHBURREAREILN, FIRERHILRR, EHITUTERE:

o EEREXHHIEE <!JEKYLL@5180@21>,

EHEEIR
ERBIRF R E B MR R EIREE. =MW

o EERHE 53R EEHEIMNER.
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o TEBRRS MRS,
o TAERIARS S MILRINIEEIKS

RLR@ArRea SHHMILEEIR, B

o AHITENALZERZ T ENTEADEER TLS Yt HIEiR. BXFHER, BSE TLS,

s ERUTENZTEXN TLS EREHARBNEEBEGHNTESEINEIR, EAXMBERT, BT UELREXH
B <IJEKYLL@5180@22> o Hig BEE B LM <|JEKYLL@5180@23>, ABEEEHSohEZEZAIIETT
<IJEKYLL@5180@24>,

o EEHENAEYMIERE IR BN TESE ISR, IS S#AUEZHEREM Citrix. Authentication
N Certificate BSEH,

o HfthiaR,

R B

Citrix B EHERS B LERKH AR Citrix Virtual Apps and Desktops 5§ Citrix DaaS (U gi#rA Citrix
Virtual Apps and Desktops k%), It4h, EERAFI&E EERSZIMM Citrix Workspace ZRiER.

NEFRETERERE, WA LlEK Citrix Workspace M ABIEFHEIE & Citrix Workspace R BIEFIER T 4
LUR = AR,

« E2E Citrix Workspace [ Bi2RFiEE - B0 & Citrix Workspace [ 12 AT LUFR(E ICA FRERHE R
=ERE

» B Citrix Workspace M B2FHNERA - Bk Citrix Workspace [z FBi2FF B A T0IR ] LUBR R SR T
SRR R

5 UDP 47 - thIhaE AT ITEFE ML LR HF IP 3EF (VoIP) EEHTERI—B

o FARMRAAEZERT Linux &9 Citrix Workspace 2B 25 #1 Citrix Virtual Apps and Desktops =X
Citrix Daas - Citrix RUFHIZRMIBAE M RAAIMERE, S MREINRERERMM Citrix Workspace R F#2
I ARSS 28 3R 14

&l

=
RYIZZ AN

REHR
EARFRP, WD (FZD) FROMBLNMEDRRERERE LNSHIEFSHROER. ARELABTESIR
FFEROAB KRR Lo

£ VDA LHREUEN TIB R RENN, SHEEBRIEF KN, FRIINBRHRIKR. B2, X11 (Linux/Unix &
HF&Y%) RERE-HNA ARG LREHR,

AMIEREH#HH, Citrix BNEEAREAEFEHSRRAHRSIRESE. B, FF <[JUEKYLL@5180@25>
BEF—miavasl. RIEFF E ENERANEERNEOEES, U TRAMRARIBTHIERSHR:
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« X11 GPU ig&
o ERASEERS

X11GPU &

SHF Intel HBER, BEESN
20-intel.conf 89 xorg.conf.d FalZ—MEEUTRABHIS !

Section "Device"

Identifier "Intel Graphics"
Driver "intel"

Option "AccelMethod" "sna"
Option "TearFree" "true"

EndSection

3+F NVIDIA E#, i&7E xorg.conf.d X&HiLFIESEMEEN “MetaModes” &M, S FFERNED
LUES 53R MetaMode, EFMUTRA:

{ForceFullCompositionPipeline = On}

Bign:
Option “MetaModes” “DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}”

AR

REH Linux 2% 8ERARRER xorg.conf.d B2, 70 /etc/X11/xorg.conf.d =% /user/share/X11/xorg.conf.d,

HEEIRR

ERUT®L:
« Compiz (#&AZE Ubuntu Unity #), &% “CompizConfig Settings Manager”.
izfT “CompizConfig Settings Manager”,
EEM>HET, BHEPEHEER2REE .
=W
£/ “CompizConfig Settings Manager” BIRZIZIH, RAIRMBRERMELERGB.
« Compton (IMEFMEAERF). BXTENFMER, F2 Compton BETT/XXH, Fla0, EBITUATHS:

<IJEKYLL@5180@26>
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HRALER

MREANRIEREXERE, RRETSREBWAAIRERLE, EXMERT, YTIEEMEANRERENGE. X
EERZHIFMES, BB Control keyboard behavior (Z#I5&21TH).

dEER

B EON, REFOEERITMREFNEOUE, SBIEEL, BERRILNE, BEEOQEESBIREE
B EnE OBAAHIE O ERRIR .

EtrREE

Citrix Workspace AR RIZNEOBMS AZHEOEERRS. B2, XLEENRS X TR IHEBEAEH R
E ¥ON

TeEmRAN

ERMETEMFRAMYE, FHRITUATIRE:

1. 77 wfclient.ini BB &>
2. 7£ [WFClient] & ®48 L F1T: UselconWindow=True
3. REHXIZX .

HATERE

MRATHEABSEREARAEM, WATEEMEUBR R AILUEARKIRME BaHIRE N RBHABRIES LR

o
BRUIRER R

1. #77F wiclient.ini BB&>f+.

2. £ [WFClient] B9 %M T2 —:
CursorStipple=ffff,ffff (EHiIFEENER)
CursorStipple=0,0 (&HiTEBRHAE)

3. REFHXAZXM

FBINF
RBRASASIBHEEEON, FEREOPNEEHGERL. ILREEE X Windows RESHEBRRESHERN

HEXRE. MBEFRE, BAREMNERERESHNHERE,
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EREFXBERSENEETY

EREIARS R, AP RILLUERMERA 256 B, IETREMIMEM ZIHAGR, N AEFESEABIREE, L~
EBE R TR,

BEReRRE N GIREDNED R E R SRR LR E MR, MERIMNEREAERR, @It
BHENEI RN IEES. AEMELEm4s, Citrix Workspace ZAEFEE P RERNAGIRELIZIE, HER/LY
HEM—RLIEER,

s
BRiEIR

Citrix Workspace i A#2Fxt BiEF#HER EUC-JP 3¢ UTF-8 /4D, MARSS[NER SIS FRmE, Citrix
Workspace [ AfEF AT X EFRIEZ B 1TH IR, IR ER SR ERU T RES HIE:

o REFERSSE LHESMEBRNIXMN
o REESMHAERSSE LEBHXMT

R E SR MY BSHERRFANSHRPHIEIEF.

ERZENNESTERE, BEFAIUERAGRLTEZEREERIZEIED -span, EIZEN, AILUEERIIEETIN

HETEETo

i@id Desktop Viewer TE#ZINEE, BAUAROUSEROSLRKSETOZETG, SENERETENSER
&3 Ho

HERR

WNFRATEFITEREONRE (BFREEAUNEOFNRIE), BRERTEER.

- Span ETRA U THER:
-span [h][o][a|mon1[,mon2[,mon3, mon4]]]

MNRIEET <!JEKYLL@5180@27>, M7 <! JEKYLL@5180@28> i B R85 R IR <! JEKYLL@5180@29>
SRBHETE, wfica FBE.

MREET <IJEKYLL@5180@30>, MiEEORHHE <|JEKYLL@5180@31> B1%.

JNCy

o BUAERERLILET,. EERFASTRENEOEES —EEANKRE—MET.
s [EAOWZEOEESR AN, 2EEF, BLEERCEHERK,
Rep@d SR ZIERMIERILE,
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NRIEET <IJEKYLL@5180@32>, Citrix Workspace M RIEFRHEXIE—MEFE ETReRETHNEIE,
Citrix Workspace A2 BREH R -span SEIE A EREEHESHITIR:
o BMERERSERN SIS,

o BNMEREERREXEE EANETAREIS.
o OMERHEERIRIAER. FRER. AMFI G MBS ERES.

MRFKIEE <!JEKYLL@5180@33>, wfica #%fEHR _NET_WM_FULLSCREEN_MONITORS JEE MEO &R+
BERENNEOHE MRZFHZIEE) . B, BEARTHUERTRIERMENHE.

AILMER U T an < kMR E O EIESR T T FZIh6E:
<!|JEKYLL@5180@34>

MR=BEL, WAL, MRAXE, ARFTE-—TEREEEMEN. AJLUER </JEKYLL@5180@35> i%
BEBEEEMEO.

MEpLITIREBTIMI B REBNSIE:
1. ESLRTEOR, BA:
<IJEKYLL@5180@36>
P& SapmER R Rsm S IR BHm LT stdout 1, AERE wfica.
2. BIETXERTRES,
3. EMRETEOR, BAL
<!JEKYLL@5180@37>

w. X, y Ml z EREENSBINSE 1 PHBASERES. B MEw BEERENEMNE. AMEw M XIEE
FREXEIE EANE TARNENSR. IMEw. X. y M zEEKETNER. K. EMMENDEE ENER.

BERER:

o EEENEREEMRS A, EX WFICA_OPTS T2, EEXMETE, ERBEEXH (B%
fiIF SHOME/.bash_profile st SHOME/.profile), EEHFHM—ITHEX WFICA_OPTS T &,
f514n:

<lJEKYLL@5180@38>
o IEERFEREMESN AEFNRERE,

o R BEE selfservice 5 storebrowse, EMIBRBIAHE, WEHRITETSREBEN, FiET
DU a5 M pRiHAE :

<IJEKYLL@5180@39>
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N BEF

FRBEERRIEUEREAMYAREFIEMSE. HALRNENRRRRTFIRASHAF RERRE, RE5ER

1&rTRE
BEEATERREDS (Fla0Alt+Tab), BARKHSRETIIRS S

2%

fRRTTA: fER Ctrl+F2 EeTERBEBAEINGE, EEER FOREIRIERN, &%EM A2 SICAROOT/con-
fig/module.ini &% TransparentKeyPassthrough i€ &5 No, LR A ZRBRZAEINEE. BR, &9
REREWITE All_regions.ini XHHARMILIS B REE ICA Xt

BT HIRE R

WET, FrAEIREEHERINERABURFHIZERMER, B Citrix Workspace ZAEFhRZs 2309 2, iR
HEE N, SETHRNENHERANE. £5ID MRBFR. YSEFRER ICA BoHEETRAT RS ELME
DEENIER TRHEIEN, SHIMXEHEIRES,

BN, MRZFEREHRY, WEERUATHRER:

Citrix Workspace x
e Session launch Failed.

Error code: UnavailableDesktop.
Transaction ID : Oedc6ccd-acT2-4cbf-3767-3F1864d70e31.
Description: The resource is unavailable currently. Please try again after some time, or contact your administrator if the issue persists,

oK

MEEIREN
BIRENANE RGN

B#i, EAF Linux &9 Citrix Workspace [ B2FHHRNEREN EE B — R IF—TMRNEREN. FIEBIZRIAN
EIR G RIEEREZ <|JEKYLL@5180@40>, @& ZEHENITEN RN EMLEBEN.

MHIERUTHLSRE VAl TR, FaEFIHAFPABESAIRENFEILE:
<IJEKYLL@5180@41>

ERUTH TS

<IJEKYLL@5180@42>

Ee R EI W T iad

<IJEKYLL@5180@43>

RIBRTER TS, ERINEERGN. EAIUEREPNEET—, Citrix BINERE—1%R5l. Ubuntu FEEHIE
&, AbEIREET— I MEBBENNSZ IR, EIRfld, EaLER /dev/video0 fl /dev/video2,

ERHMHRITRBENIINME, FRITUTERE:
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1. M3 <|JEKYLL@5180@44> BB X HH X HiH#THIE,
2. 1z [WFClient] & 534, HFINUATiEE,

<IJEKYLL@5180@45>

g0, 7 <!JEKYLL@5180@46> LIEZZHIRBEIRGTE) <! JEKYLL@5180@4 7> BIMER & o

MIATHEE

EEFIEL, MERGNEERRRAUEFRNEXTATFERPFRRAE T ULRENAMT.

EEMERRR R VDA HE RIS RIDSERER P H £ SRR A KHEITI R, ERFNRENE
i,
EEMAIER, BRITUTRE:
1. M3 <!JEKYLL@5180@48> B & X HH T HH1T4HRiE,
2. % <lJEKYLL@5180@49> Ei&E /9 True,
HDXWebcamDebug=True

BRIERG, HIESFEREAXERUTXY, BEBURTRERNRILDS:

o 3T H264 EiEEs: /tmp/file_mode_buffers.h264
o 3+F Theora Ei328: /tmp/file_mode_buffers.theora

TEER T £ EIRR

b File sink
Webcam
(ex. /dev/video0)

Encoder
(h264 or theora)

VDMM

MEBRGENMNRBER  EXRFENRSERELTERBINEREN.

<IJEKYLL@5180@50>
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EEAMEREINREEL, BEMBHITBITUTHS:

<IJEKYLL@5180@51>

<!|JEKYLL@5180@52>

BRIERE, BERMIRE, HERRENEREVHNRAE AR SIZUTXMHF:
/tmp/wewbcam_buffers.buff

MR AR EIMIR 2R P SRR —FF % 79 <!JEKYLL@5180@53> i£I, E o] UIEEEMIRXHIMLBGEIILE. 5,
BEHAUTRS:

« ./gst_read -buffers 150
+ ./gst_read -buffers 100 -input_device /dev/video2

TERER T M RGN FR

HIDBNHBR HRAAFENRSEERBRIIRIDE.
<!IJEKYLL@5180@54>

BEAREFNINBFEN, BMBITEITUTHL:
<!|JEKYLL@5180@55>

<!JEKYLL@5180@56>

PR R —F X 79 <|JEKYLL@5180@57> 310, A LA Theora 3¢ H264 fRiTeE IR EERBIIE X £,
fan, BFBEUTRE:

« 3F H264: ./gst_read -output_file ~/file_buffers.h264 -buffers 200 -enableH264
« 3F Theora: ./gst_read -o ~/file_buffers.theora -b 100

TEER T fmbDas Nt BRI
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File sink

Encoder
(h264 or theora)

Test Source
(smpte pattern)

H264 +4RiDes  MNRETIAEY H264 REIBTEEREIT, WA T S RIGIEE KM

1. B x264 <!JEKYLL@5180@58> B & 1F A <!JEKYLL@5180@59> W—ERnFEF RAH. MR%E
<IJEKYLL@5180@60> EHRRTA, HIETIA N an<#ITIRIIE:

<IJEKYLL@5180@61>

e/gst-plugins-uglyl.0@

2. BITUATHLRIE <|JEKYLL@5180@63> FEERIARHIIN :

<IJEKYLL@5180@64>
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R <IJEKYLL@5180@65> XHATF1E, MATER U Tan<L % E GStreamer $if+:

<!JEKYLL@5180@66>

H264 fE+-4RiDes
1. 33 <|JEKYLL@5180@67> $& B & £ 79 <!JEKYLL@5180@68> W —E R EFETF R L R, MR%E

<IJEKYLL@5180@69> EEH eI A, HIE{TU T < #1TRIE:

<|JEKYLL@5180@70>

2. BT &S UL libgstvaapi.so FEEARFIN:

<!|JEKYLL@5180@72>

229
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3. FRRMERIERKAVRIEIII,
ERENEE </JEKYLL@5180@73>, iH&RER </ JEKYLL@5180@74> ZEI5rH TR,

WEERER GStreamer #2220 gst_read HE

EREM </JEKYLL@5180@75> BEMERTZE, BHBFM <!JEKYLL@5180@76> tRIRHPIULEH T,
BRITUTRELUMERS:
1. TAKRABITU TSR
<IJEKYLL@5180@77>
<IJEKYLL@5180@78>

== ,
TR

)

T EREHERERNURBFEREBSHNXHE, EXMERLT, Fi1H9 <JEKYLL@5180@79> 1&
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RgERF 2, AN <IUEKYLL@5180@80> #RRIEE LS 7. BXFMER, BSH X, BRI
<IJEKYLL@5180@81> {ERIEEFHIRME SR, N <!JEKYLL@5180@82> & &HELS,
2. THEM VDA ICA X,
3. ER—&#L, BITUTH<SLURSN VDA &iE:
<IJEKYLL@5180@83>

<IJEKYLL@5180@84>

<IJEKYLL@5180@85> X2 fERAMAE <! JEKYLL@5180@86> 1E%2#] <! JEKYLL@5180@87> BEERHT,

GStreamer EEiNE ETE <!JEKYLL@5180@88> 1EZRIFERIEMSIIREE, BT TRE:

1. BUE— N XUIERIEEASE, BN <IJEKYLL@5180@89>.
2. TAABHSH </ JEKYLL@5180@90>, LT BIET A M7 <! JEKYLL@5180@91> {1,
3. FEE% VDA & ICA X,
4. ER—AB L, BTUTHS LS VDA £3E:
<l JEKYLL@5180@92>
<IJEKYLL@5180@93>

5. ZBR <JEKYLL@5180@94> & =X, <!|JEKYLL@5180@95> NEEHFMEMRBTEEEH —TRX
fro Eit, ERIMKNEREENAEIE. TARE—HRXFNRG:

6. RESXHLARFUETEEENTMURT. FI90, Graphviz, TEIRIEREEMNMSHIRE):

EEE I
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} =r

AR
TRAEN TERREAEMTER, BAREHZTREE, %% Openimage in new tab (EHiEHR £+
HTEE), AGRIEBEEEHEBONEES.

N EEFR, F-MEETLIEERE <|JEKYLL@5180@96> swHEHM <! JEKYLL@5180@97> &, XLEThREMKRET
EAME. BXREMAER, BEH 0

RAVE & 4ti2 il

FAINRMH T A </ JEKYLL@5180@98>, ATFWMIIRAE BN KHIEDES IHTIZSMMSAYT B (RAVE),
AR

RAVE 22— HDX 1hgE, ZHFMHBIMERENEEBMER Citrix VDA 89 Windows Media Player EE .

BRITUTRIEREITRIA:
1. 758 rave_troubleshooting.sh T#iiz#i4s,
2. 7z Linux it BT F B =,
3. A </UEKYLL@5180@99> 7 <!JEKYLL@5180@100> aJ&EE L IFH i 1T8E,
4. BATEHEHA—HL:

+ <|JEKYLL@5180@101> 5 <!JEKYLL@5180@102> - £ th &5 S AT X ME R G EE MIETHE.
XEIRINGB R,

<IJEKYLL@5180@103> 5 <!JEKYLL@5180@104> - £t an < FIiETT RAVE BT, LEHEET
—MEK h264 iAsmREE O,

LEBPR 2R RS ECE MR

BAUSBEEM
anfA% Android FHEERER USB

BRI TR G Android FHEERAER USB:

1. £/ USB B45%&R Android FHEERIRETERT Linux B9 Citrix Workspace M ABEFHN RS,
2. 7EFM LR USB iEEER (MTP 2t PTP), X3FAZ# Android F41, ZiFHIE=A PTP,

3. BRBFBENUTAS, MIEEHART (VID) S3REX Android FEHMMERE ID, MIEEHARTF (PID) FFRE™
ma ID:

<!|JEKYLL@5180@105>
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4. £ &R Android F#189 VID # PID,

5. &3 </JEKYLL@5180@106> 314,

6. £ </JEKYLL@5180@107> X tRE#HM <!JEKYLL@5180@108> 17, a0, IEIZWM FRARHEITARNM:
<IJEKYLL@5180@109>

7. S#13 Desktop Viewer T Ef=2rhpig&E,

8. ERBEEMH Android Fill.

D

2N S

£ Windows SR8 HE M §EHEN, EEATHEERERYEEH, wiclientini FERTRSBIEFIHANTE
EREE. KEEMRSBAMNAEFET. BRARSH-FFAERBTEER, BEARS S-SR EATEER.

BRIBERBHNEIR

FRB R MNEREN, ERXERR/IRTHRENMF. bk Firefox #1 Chrome 4h, AIRER B H AN K28 HTARLE A BE
ERIBAHBNAER. EERHEdBEE ENERLREREN, JRSERTERT ICA X,

FEE N %S

MREARE Web J%EENERRIE, E7EE1T <!JEKYLL@5180@110> #i, &BFELTE BROWSER, LUIEE
PR ST 233 89S R 12 N2 o

Firefox il

7z Firefox PEERERNAREFEN, MRA@EEEML, F=iXEA ICA .

Firefox 719 ICA

7z Firefox #EAT ICA fEHE, SEMNARFRIETERBR, EXMERT, E=AEA ICA &,

@E%%E =

MREMEEFBEETER, FJRSHIUTER.
E_MISSING_INI_SECTION - 3iFECEX F: -7 BREXMHHH “-7 BHEKX.
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EEXAEEREHIRNES .

E_MISSING_INI_ENTRY - BiFECEXfF: “-7 “7 BOPBABESRE 7
REXHFEREHIRNESR .

E_INI_VENDOR_RANGE - 1iFEeEX#: “-7, BEEXHHH X RSSB[MHNETE 7 B

BREXHFH X RSBHEBEISESRF, 15 Citrix B R,

wfclient.ini B2 &2

WNRKEHLRIE wiclient.ini, NATEESEIL TR,

<|JEKYLL@5180@111>

REFERMIEFN NS, FINTHETIE,

<|JEKYLL@5180@112>

(ellfESESE2 €/ E N kz-

E_PNAGENT_FILE_UNREADABLE - T;%3%8) Citrix Virtual Apps X “-” : TbEXHHE R,
—af—

F£iREY Citrix Virtual Apps Xt “-” 1 IPRIGIELE.

SRR ET EEIN S S IBRRR, BizFEXNEA Citrix Virtual Apps and Desktops 5 Citrix DaaS XX A=
o BEEEXRPERNARFRFURNNERMNRRTIR, RAEERZAILNZER. MRERDHAFE:

« WEREERSHEBETNEY
o KMBEEIREBBFRSI A Citrix Virtual Apps and Desktops =% Citrix Daa$S 2.

Hth

EZAE

e

A B E 2 K LA T ia) s

KHARIE
ET RS B/REEIER Citrix Workspace MAEFXARIE, BER wiica BF. LEFEREIRERSSFMAEL
KIERTHHEITIER.

EiE syslog RAICRILER, EREN 6 19 SyslogThreshold FHIMFIEEX 48 [WFClient] 9 5, LHIgEIE
BR#f%E%7 LOG_INFO REERE R BEIERINEE. SyslogThreshold BIBRINER 4 (FLOG_WARNING).
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B, BB wfica, BFHEBREINITERIR, HEEN 6 89 PrintLogThreshold 7% [WFClient] &84,
PrintLogThreshold #92kiAEH 0 (=LOG_EMERG).

BEXATERENHAEE, BBRAENE, BXsyslog BBNHFMEE, ESHE syslog iLE.

REXHIRE

wfclient.ini FHEN KB EBLIE All_Regions.ini FEXNNMNE R, XFZIEBEAEER. I+, wiclient.ini X
## [Thinwire3.0]. [ClientDrive] #1 [TCP/IP] &% 895 B # 4 1E canonicalization.ini RE IR A5
B, %gBAHEN. BXiFMEEL, 525 SICAROOT/config B R4 All_Regions.ini 1 canonicalization.ini
Xfo

BERMHINABER

MRBTHESTHONERTHNABREFBRRE, WS ZEOREMNBREFHNER, ZNAEFATERRK
(REETHIREBINARATNAREFAS), FLEERT, FPRERSHHAMUAREFRINYME T ZHTHO, HER
BEYEIZHITH OB BEFERHERERZE .

RN, FEEEIERTHRONRARER, T UUCP EXR8E, NARFRYGIUREEFEEE—MIE
Xfo XEEXHPRIENMUERURATERIRERSA,

B35 Citrix Workspace R FEiEF

R Citrix Workspace ZAEFRER, HER “BAINARFRINXEHZXGEIH HE. FRAIAEERKRE
MM IFRZEE ICAROOT, #R# Citrix Workspace ZAEFRETIERINIE, MHTEBEILTE, EFRLLRA
7, Citrix BT T@IEZ—:
+ % ICAROOT EXALEHR.
ENERTFEREXT ICAROOT HiET 2, BHEIAMEIH=IEFE) Citrix Workspace M AEF. MENE
TZEIFEE, WABEREMENX ICAROOT IFRE &,
+ 3 Citrix Workspace W AZF EMRERBRINIE. HX%% Citrix Workspace ZAREFHNFAES, 1B
BIRALENLE,

MR E&ETIE Citrix Workspace AR REIRIALE, BEEHREFME </JEKYLL@5180@113> 5
<IJEKYLL@5180@114> BE=-

Citrix CryptoKit (L{gi#rs SSLSDK)

BEHIEELLETH Citrix CryptoKit (Xa7#5% SSLSDK) 3 OpenSSL tkEAS, AERLTHS:
<IJEKYLL@5180@115>

®E[ 7 AuthManagerDaemon = PrimaryAuthManager EizfTitb&<
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BERES

NRE O ERREAERMNBASREANINGE, BHRASTIRETEIER. 5130, KDE §OEEPRER Ctr+Shift+F1
2 Ctrl+Shift+F4 WRASERE 13 B 16 Ziat, MRBIILEE, BERRUTRRSEER:

o BE FRERRIE— A4 RA SIS FIRS SFIRRAS, HlI, EERERXT, BNE Ctri+Shift+F1 g
FIRRSEBIRRAS Alt+FL, BRHBNEMEENERARAS, EEH SHOME/.ICAClient/wfclient.ini
89 [WFClient] BB TRE: HIRESBAMEBAS Alt+Ctri+F1 B5TE] Alt+F1:

- 3% Hotkey1Shift=Ctrl+Shift 2% Hotkey1Shift=Alt+Ctrl,

s BRINEEEABAMERECEHELAZIIRS R, XERASFTERMLE, ERBEEEER, BE
SHOME/.ICAClient/wfclient.ini 8 [WFClient] 4 &, i& TransparentKeyPassthrough i& &5 Re-
mote,

- ENMRRBEREOEESS, FEELFERRINREAS,

w2 Croatian &&

T 2ATH R ASCI FHEMLZFIAS Croatian BEHFBABTIZE ML

1. 7EMERZ AR E XY WFClient #93, % UseEUKSforASCII €& True,
2. ¥ UseEUKS i&& X 2,

HiERE

EREXNHIBRANER, BFEH wiclient.ini EEEXXHFHUTERE:
KeyboardLayout=Japanese (JIS)

ABNT2 &

EAEIEN ABNT2 #209ER, 15FH wiclient.ini BB TRE:
KeyboardLayout=Brazilian (ABNT2)

A

SN AR FRIRLRRIRINRIZT, EM SICAROOT/config/module.ini B7IR &R BABE RS 23550
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Windows Media Player

Citrix Workspace R B2 al4E:8 %5 GStreamer i, TAREBIERMER, LRAFEE2SBRSRIEREM
B, BENEROEEANEGSERMIBHEFE—NMEH. HAFEEEWENE, HESSHRSHELHIN
— M ERIRXEIE, #87 Windows Media Player M 4HET @R a, ERIEPERAXHEEER, AH Citrix
Workspace ZA#EFELZIER, Alt, REJBRIEREMEARIRBERR S,

FELBIERT, RE#ERTSE Windows Media Player iz, BNAREIEL80EMN, HETAERE
X o

EiB e BRI EIRIEE, HEBRRERRNIEPEREN, FRITUTERE:
1. IRRPEECE®ET “SpeedScreenMMAVerbose=0n" #iNZl SHome/.ICAClient/wfclient.ini (3f) £y
[WFClient] 843,
2. BIEMLIEEENEBRSER R wlica.
3. BHRSEEIMILHEIRINT,

4, iBR (ERRHHT) SHREAEGRERXEBN MIME 28, Si&EZRMATZHEREHRHN MIME 28 (Fa0
“video/x-h264..”),

5. 4348 SICAROOT/config/MediaStreamingConfig.tbl, #E8&i2RM MIME &893, &£ " 5 MIME
KEZEWEN 7, IRBERAZER.

6. W3 RILHRERNWAMBEAEREE (ER) FB2-5
7. #¥fEER MediaStreamingConfig.tbl 53 % 5I%=% T #HREM—4 GStreamer i&HRIE i+ B,
AR

el ATEIRA MIME 288 fF%4E GStreamer G4 #1TH#RD,

BT it Windows Media Player EEEMNAKERIIMZA £ 2307 frAdH, 5INT—NHH bash iz, BF
WIEEAT Linux B Citrix Workspace M A#ZFH Windows Media Player EE AThaEFF BB E. thIhaeEE
F4E5E Windows Media Player EERIhRENESIEHIBRETIE, EIIERE, ERIUGERA RAVE HRSZIZHTHI AR
48[ rave_troubleshooting.sh,

RITIHRAIRE
BERE—HRTHO, E%E SICAROOT/config/module.ini BEX4HhFMUTEE:
LastComPortNum=1

ComPortl=device

BREM N HZNETHED, BE SICAROOT/config/module.ini BB 4hFMUTEE:
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LastComPortNum=2
ComPortl=devicel

ComPort2=device2

iR

mFTFIH T EER Citrix Workspace M ABEFI A gEH AV E s MESIRHE B

HIEEIR. BiRAEE4 11 (E_MISSING_INI_SECTION), &8ExX1, EFRH,
Man$17is1T Citrix Workspace RZF2RFRY, IHEEIRIBEBKETE appsrv.ini XKL D6 S1THIEERR A,
E_BAD_OPTION - i&m “--7 Eio

W - BB,

E_BAD_ARG - i&m “--” BEELEMBEH: -

FET -7 HBET BB

E_INI_KEY_SYNTAX - Z$8 “-” (EEEEXHF “-” #) XX

REXHHH X RSB[BEEHEBERIF. HIE— I EEXH.

E_INI_VALUE_SYNTAX - & “--” (EEREXH “-" F) X

EREXHHH X RS[ELHES M. FEIR—EEX .
E_SERVER_NAMELOOKUP_FAILURE - Eix&#3IRS3E “7

TR RS 882 o

TEBAN—PHS I -0 BB AR SRR EEH Eixo
KERRHFEHECDHRRSIIRDH, NRRMAR, BEFUELE, HERRRILEIREBAEE,
RS EEZ O, FEMEEAER, UTFXHTRREREE: -
ENERAENRTIHEIRE BRI

SNR7E(ER Citrix Workspace AEREFBRIRM, AIEEREMRAZRN HRHEISHES, IWEERIEBILALS
RIS ETR) R R A B RIE B %A,

FREX5 Citrix Workspace MABRRFEXNIZHESR:
1. ELREEBRH, 8B util/lurdump, BEESIELFITFRSNUR (MNBERTRE) SIEMETHITIES.

R ER— BRI ME RN, HPaEkRaEAES. Citrix Workspace AEFHEEXHR
BURERFALENE,
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2. BxXfrkiEss Citrix AL ZA], BREXHFHESEENEER.

x5 FWIRADERH TR

BRI UEREEROERRLEDNER, KRR M EEERNEFNRHTIR, B3ZIR, BAMEERAILL
IR EREEA RN ERH I THEIS AR IR, EEEPOHR, BRAIUBSUTAEAEEER:

o XA ARERF.

o EERIE P BRBERIIEHXATMITANNAERF.

o NRIEFEARIE EPBREFXATEITANNBAEFOERTEHA SRS [OEEERE (FIFRSHEE
PATERTF R XAV AER) o

o BERERSRIITIRE.

SRALES

ERRAS, <!JEKYLL@5180@116> #1 <! JEKYLL@5180@117> Xt FERERZIDR.
Bhrzs 2009 2, ERIUERIUTAE2z—iEHEWE:

. BoITED
. GUI

B+, Bhkz 2009 2, <!/JEKYLL@5180@118> EZE 4§ M Citrix Workspace R i2F R &i2F RS H M
Fo

BE=¥% Citrix Workspace WARFHEFAEE. BEFRUNBE BRI BERERIERE. E=AHEZAR
AILUER BEWE SDK (X Citrix Workspace R BIEFF &1k SDK B9—Zp S E4RE—ES) R AL HEUREN
o

AL BEE B HATIATHELE:

o DHIFIHIRMEAEGHIAEE, BERENRERRIER.
- BNENEEMBEREE.
o REEEREN.

WMEEA root AR XPREE Citrix Workspace MATER, NHEREMEE <!JEKYLL@5180@119> /1, &N, H
B EMHEE <JEKYLL@5180@120> A,

%% Citrix Workspace R 2R, #oliE—NEH <[JUEKYLL@5180@121> MAF LA HEIZRNEE.

17O

1. E@SRAAET, SMZE </JEKYLL@5180@122> &%,
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2. BITUTHLISEAEEET,
<lJEKYLL@5180@123>
IS R RFAERT S L,
TRIE T SRR EENREREE: BERINENGITESES, BERATR:

FFImBERO
by Sl NS |
518

& P IRFTENALBREY
% P URFTENATL RS
FK

o

Ef R
RINERIEES

IPC

SRag gt

VR EhEF

FRARBR S

MS Teams
HithE
INIRENFE R
PNA R[S
EEHES

SRS

LOG_ASSERT
TC_CM
TC_CEFBCR
TC_CAM
TC_CONNCENTER
TC_CCM
TC_CDM
TC_CLIP
TC_CPM
TC_CPM
TC_FONT
TC_FRAME
TC_GA
TC_IME
TC_IPC
TC_KEY
TC_VDLIC

TC_MOU
TC_MTOP
TC_LIB
TC_PD
TC_PN
LOG_CLASS
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RIR

SRCC

SSPI &%

S

BEIARSS

BERRST B
StorefrontLib
ZRREhIE R
Thinwire
BEREORE
EPLEE

PAL

ul
UlDialogLibWebKit3
UlDialogLibWebKit3_ext
USB ririeR
SAIR EHAZ e

Web &
WinStation Ikzh#2F
Wfica
Wficas|g
Wf1ica Shell

Web #BhigRF

4

ta

HE

GUI

HE%E

TC_SRCC
TC_CSM
TC_SCARDVD
TC_SS
TC_SSEXT
TC_STF
TC_TD
TC_TW
TC_TUI
TC_VD
TC_VP
TC_UI
TC_UIDW3
TC_UIDW3E
TC_CTXUSB
TC_VFM
TC_WEBKIT
TC_WD
TC_NCS
TC_WENG
TC_WFSHELL
TC_WH
TC_ZLC

HERE > R{IFIEE, SRR Citrix Workspace - EERXHEIE,

TEIRERIF IS BRF UGN, RILAERUTE:
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- B2H
o PREEIR

o TE

o 4
BRIAERT, BEICRETEER Only Error ((UREIR).

BTFIUERASEIE, Hit, RERrTgEs™E#m Citrix Workspace M AREFHIMEEE, REMEREEENAEY
ERFARA.

EERFFENETRERE, BEREHXH, XEEFEIEPHITNA.

PHAFTIEREM FHRPEZVHIGEET. HEHEER Citrix BEEIERIEE,

AR
NRMER ICACLient. log X, MumEFEHEWERS ctxcwalogd,
B, MREEANZRAAZFINRERR, BETUTH<:

systemctl restart ctxcwalogd,

TEhRZS 2006 K E R Mt /= A B SHE:
NREERBIRMRZA 2006 RER A, BEAUTIEEAATHE:

1. FEHHEES Linux itE# L% % Citrix Workspace R B2,
2. % ICAROOT MMETERBNREME,

g, /opt/Citrix/ICACLient,

BUANERT, TC_ALL HAFBARSUIRERERE.

3. BEREREERNBEE, BTAUTF SICAROOT B debug. ini XHEHKFRBENRESHFHME [wfica
1 &5,

ANER 7 FSHRERE. flg, +TC_LIB.

TR EEN S 2RI REX.
Blgn, +TC_LIB|+TC_MMVD,

TR T wiica KRR EARNAERERSE:

R TraceClasses &
i TC_TW
EUEM TC_EUEM
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(E2S

TraceClasses &

WFICA (iEE5h)
FTED

ERIRF - WD
EHIRF - PD
ERIRF - TD
S5REAXXH
SRR INIREHIZ /IS IR IR
EIIEENIZE

& P IR IR TR ARAY
B

COM (&fsimH)
T4

BRe*®

TC_NCS
TC_CPM
TC_WD
TC_PD
TC_TD
TC_PROXY
TC_MMVD
TC_VD
TC_CDM
TC_CAM
TC_CCM
TC_TWI
TC_SCARDVD

TRIIE T ERROER N HAAN AIRERE(E

(L3S

TraceClasses &

B

TC_CSM

T&RHT setWebHelper BIRERS(E

TraceClasses &

¥ logSwitchi¢&R 1 (BA) 0 (BA)
il logSwitch =1

HEHR:

R ctxcwalogd THREME, MKTE syslog FRERAE.

BEXRRAERLBHINERNTAENERNBENES, 15517 Syslog iiE.
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Syslog it &
BIAERT, FiE syslog BE#REE /var/log/syslog. BEEEHSEXHFNBRIRMBM, BE /etc/
rsyslog.conf x#d@y [RULES] #85 T4RIEUTIT. Hl40,

user.x —/var/log/logfile_name.log

REFFMBER, ARERUTHSENBE syslog RS

sudo service rsyslog restart

FEILANANES:
« ERIEH syslog BEAIA, MR syslog #5178 <: sudo service rsyslog restart,
o NBRHIEESNEE, B rsyslog. conf XL $RepeatedMsgReduction on,

o BEERAR, EHERICEER rsyslog. conf Xtk $ModLoad imuxsock.so 17,

P =Rl e

ERAREETIRE, BHRITUTRE:
o RSSBHEE: BUHERE syslog BRE38M rsyslog. con XHHLITT:
$ModLoad -+imtcp
$InputTCPServerRun 10514
o BPIRECE: BT localhost B imi2iRSa3MY IP #hlik, 7 rsyslog. conf XML T{T:

*.,% @@localhost:10514

WEBEXH
Wal, ZARATFE Citrix Workspace MARFHIKEREXHNTE, BEXHIBEFRRXGRF, EUAF
EIMARBIS KPR B EX %,

B 2109 k2, Citrix Workspace RBEFSIANT collectlog.py TH, BTFMFRNXHFRPREREXHF. &7
WUERHSITETZIR. £RNAEXHRAEREER. o UMAHARS 21T T3,

WEE

« Python3
o REFIMITEREFERE

BhRZs 2109 &2, BT mMHXH, UEA collectlog.py TRMEHEXMH:

« logcollector.ini X#-REBEXHNBHMER.
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« collectlog.py XH-WERAEXHHBEEREN cwalog_{ timestamp } .tar.gz E%

Xfto

BINERT, [hdxteams] AH¥HME Llogcollector. ini X LlUksE Microsoft Teams BB E
. B2, EHaLUERLTEEE Llogcollector. ini XHHhAFMEMAL:

1. Mz ${ HOME } /.ICAClient/logs/ICAClient.log/logcollector.ini X
2. RIBUUT RGNS BE SR RAA L

[component_name]

log_namel= “log_pathl”

log_name2= “log_path2”

NREERABIRMZA 2109, E@EE U T R2EREXH:

1.

2.

THEHAEEN Linux I8 EZ%E Citrix Workspace MEBEF.

EHS1TH, 8ME /opt/Citrix/ICACLient/util &R

BEITUTHS:

./collctlog.py -h

BETUTHSHAEER:

usage: collect_log [-h] [-c CONFIG] [-a ARCHIVE]Joptional arguments
-h, --help show this help message and exit -c CONFIG, --config

CONFIG The logcollector.ini path & file -a ARCHIVE, --archive
ARCHIVE The archive path & file

RIEFBEBTUTHS:

+ ./collectlog.py -FERRAREFHNEEEXHFRIKEREXH, HERARRHIRERENESE
B EHEX M

+ ./collectlog.py -c /user_specified_path/logcollector.ini -fERHA
FIEEREPNREENGHREREXMH, FERABEREEREAESENBEXX 4.

+ ./collectlog.py —-c /user_specified_path/logcollector.ini -a/
another_user_specified_path/ -ERBFPEEBREFNREXHREBEXH, HER
FEXMEBEPEEREFEAESENEEX .

AR

logcollector.ini BEXHWERILEEZE AN /opt/Citrix/ICACLlient/config/
logcollector.ini, EEMEEXHFHEIARZER /tmp,

5. M3l /tmp xEFEHFWE cwalog_{ timestamp } .tar.gz EEXH.
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AR

AEXHFiEREEXHFZN cwalog_{ timestamp } .tar.gz# /tmp ek,

B ER AR INRE

8 Citrix Workspace R FAf2FhR4s 2309 2, R4 T LUTIG3aI05E:

o Citrix BEWELARER
« 2H DS HE

Citrix AFELARF Citrix BERELAREFIEMZRERAENNEAE. KEAEFEIIREFARE
FHIGFRE BEREE tar.gz X,

IR FME—75 AT FF Citrix BEWESRER:
1. SMEIFMKF RS,

2. BENERS,
3. ERWERE

Citrix Workspace = X

| Collectlogs |
Add Account About

Enter your work email or server address provided by your IT department.

Clicking on'Add’ will redirect you to an external browser for authentication.

Cancel

&,
N BiEF e S ENR P R I EFEHIR > WE RS,
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Citrix Workspace
Preferences
Connection Center
Troubleshooting

About

Collect logs

Quit

1. E@$179, SM3 /opt/Citrix/ICACLient/util B,
2. BITAT®H<: ./logmgr

LA Citrix BEWELREFRRE.

Citrix Log Collection Utility - X

Collect logs

Click "start collecting logs" and then reproduce the issue. This gathers the most
recent logs.

Click "Colleck existing logs" to gather the logs that might have captured the issue
from previous occurrences.

Start collecting logs Collect existing logs
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WM EE
1. Sz Citrix BEWELBER, ARREFREEES. KEBERUTRE:

Citrix Log Collection Utility = &

Collect logs

D Log collectionin progress...

Click "Stop collecting logs” after the issue is reproduced.

Stop collecting logs

2. EREETR,

3. ENMzAEE, BHEFLEEERS, EBERUTES:
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Citrix Log Collection Utility - X
Collect logs
Click "Save logs" to save the logs to the desired location.
Last saved log: Wednesday, September 06, 2023, 01:55:56 IST (+0530)  Save logs
Start collecting logs
4. BEREFEEURERS. ATREFEENX4RREEREOETH.
cancel wam Q
(s Home < Girohit | Music ®
[ Desktop Name Size Type Modifle
aks.cer 6.9kB X.509 Certificate 28Aug
[® Documents aks.pem 20kB  Text 22 Jun
0 Downloads c:ntﬂmrkspue-iuistinm.ku.gz 7.3kB Archive Thu
EEEE T e e
& Pictures
E videos
B 1caclient
+ Other Locations
5. BERTF. BEXMHERT. LINRETRUTES:
249
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Citrix Log Collection Utility = =
Collect logs

Click "view saved logs" to view the recently saved logs.

Last saved log: Thursday, September 14, 2023, 02:33:54 IST (+0530) Viewsaved logs

Start collecting logs

6. BHEREREFNASTUEEREFNES. RENASXHETREUTREH:

Extract 4+ CltrixWorkspace-issueLogs.t... 1= @ ® &
& | Locations £/
AuthManConfigaml 4.0kp XMLdocu... 06 September 202...
AuthManSr atest 16.1k8 unknown 06 September 202...
dsloglatest 4367k8  wknown 06 September 202...
v ICACHent.log 25bytes  application... 06September 202...
Lurdump.bxt 24bytes  plaintestd... 06September 202...
UserSysteminfo.txt 120bytes  plintextd... 06September 202...
workspaceCheck txt 2.3k8 plaintestd... 06September 202...

AR
MRERBLEFRKERS, Nk —KZEEE, BRAEBEENERE:

A File named "CitrixWorkspace-lssueLogs.tar.gz” already
exists. Do you want to replace it?

The file already exists in “administrator”. Replacing it will overwrite its
contents.

Cancel Replace

WERERE
1. #77F Citrix BEWELBER.

2. BEWENEBELETEMERBEGPHREINANES. TAXHAREESREOUREFREET.
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Cancel

11 Music
(& Pictures
B Videos

£ IcAclient

£ Documents

EJ Downloads

+ Other Locations

Name|

Citrixworkspace-IssueLogs.tarfvra

Name

@ Desktop

@ Downloads

Music

@ nls

@ ovf

@ Pictures

B Public

@ snap

@ Templates

@ videos

‘| 16buildLogs.tar.gz
certnew.cer

‘| cherry.tar.gz

Citrixworkspace-ExistingLogs.tar.gz

Citrixworkspace-IssueLogs.tar.gz

cldblr-com.crt

=| cldblr-com.pem

=| jfrog

loggingLogs.tar.gz

=| nohup.out

=| Pkgld

- | prathapnetscaler.pem

sfuinsstoreLogs.tar.gz

= staf.out

Size

671.2kB
877 bytes
712.7kB
174.2kB
642.5kB
2.5kB
2.5kB

80 bytes
636.0kB
312 bytes
687 bytes
1.2kB
643.2kB
197 bytes

3. BEHFRERFIE ASREIHEMXMAR, UEAMMPIHRBEX S, EIEERUTRES:

Citrix Log Collection Utility

Collect logs

Click "Vview saved logs" to view the recently saved logs.

Last saved log: Thursday, September 14, 2023, 02:33:54 IST (+0530)

Start collecting logs

4. BREERENAEUEERS.

Extract | +  CltrixWorkspace-issuelogs.t.. 1= @ @ &
% Location: ]
AuthManConfigxml 4.0kB XML docu... 06 September 202...
AuthManswrlatest 161k8 wnknown 06 September 202...
dsloglatest 4367KB  wiknown 06 September 202...
ICACHient.log 2stytes  application... 06 September 202...
Lurdump.txt 24bytes  plaintestd... 08September 202...
Usersysteminfo.tat 120bytes  plaintestd... 06September 202..

WorkspaceCheck.tat

WERFESNEE

3348 plintextd... 06 September 202...

X, AR TUERE BEX M

${ HOME } /.ICAClient/logs/userActivitylog/

View saved logs

Collect existing logs

~

o =]

Type

Archive

X.509 Certificate
Archive

Archive

Archive

X.5089 Certificate
Text

Text

Archive

Text

Text

Text

Archive

Text

BINERT, ARENESLTRARS. BEHEEZA, 357 Authmanconfig.xml SXFARIMLUFEA:

&2

Modified
28 Mar
09:32

28 Mar
19Jul
Mon

19 Apr
28 Mar
7Sep

28 Mar
28 Mar
11:29
09:27
Yesterday
11:14
14:34
Yesterday
Yesterday
5Sep
11:02
30Jun
19.Jul
09:31
Yesterday
12:30

B 2311 A, B ERFERIEE. 5K Storebrowse s $HXMERNIFREFEH
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<key>UserActivityLogsDisabled</key>
<value>true</value>
<!--NeedCopy-->

2 b DS HE DS BERKKERERS, IRAHE dslog, aTLl@E7E Authmanconfig.xml s ERmmIL
TEARGHEE
<key>DslLogsDisabled</key>

<value>true</value>
<!--NeedCopy-->

January 23,2024
AN ERRRIRNEEERTSANTES. Citrix =@mFIEE, RIBXLEAE, EolREMt L SRE,

Citrix iEME A ERBERMRIRUREEBHENE, EEARAFAEARSEEN, JEFEES I FHANTY
ﬁIjJHbo

EFANBEARSILEMER, Citrix EAMRAFHEITEIRMHZRE, ERRGERR.

EEE P RIBRAAR A/t R

=] BEHEPERF AR TEEFPRIFRAY AR 2 &ik

%3 WebRTC SDP &=, 2309 ¥4 Citrix Workspace [

(it B) BREFAREISEZIFHIMR
7

£ Microsoft Teams fiift 2309 ¥4 Citrix Workspace [

PRFREOEN AREFARIZHEZEOE
iR, BXREFMER,
BEBRREY R R A2
o

EATF Linux 89 Citrix 2305 2311 TiEH

Workspace B B1EF

(x86)

minica 2305 2311 &Em

ctxh264.s0 2303 ¥F 2024 5 5 Ak H.264 BHE— P HRED,

Raspberry Pi3/3B &Z# 2303 BT 2024 £ 5 AfiEE &
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#feature-matrix-and-version-support
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#feature-matrix-and-version-support

EEEF MR/

mA BREHEHPERFT AR TEEPRIFRAIRRZ &ik

GDI 2311 BT 2024 F 2 AR TiEH

ARMHF 2303 BT 2024 F 2 AMiEE ARM64

GTK2 2209 BT 2024 F 5 AR GTK3
VDSCARD.DLL 2209 BT 2024 F 2 AfiEE VDSCARDV2.DLL
Gstreamer 0.1 2205 2311 Gstreamer 1.0
Web #46 2010 2101 FTERGE

SUSE 11 SP3 Full 1908 1910 TiEH

Package (Self-Service
Support) RPM #f4a

pacexec Z#HIXH 1912 1912 TER
pnabrowse - 2103 storebrowse
Flash EE® 2006 2006 FERNGRNEEEW

(BCR)
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