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ESHTTH , WABRMEMERIBE. HI20 , -c SharedUserMode=True,

[#559402]
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AR RERNTUERIETREM XANES (FAFRMEBREFREERED)  RESERAREEMERHR. FEER
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BRCFAED

BRI PBBEFRABRE—IBNES RS BHE MRS 2D, Citrix Receiver for Linux XIFRBEED , (B2 |, REEERA4A
AT LRI ERXLAER, 7ESKhr |, AR R BB FREBREARER |, ERESHEH SAN) I BHRASRE %
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RPEK

BRETTHLUF (root) A P HHEREN %3 Citrix Receiver for Linux , {BERRMACE Receiver B , RELUFIR F~ 514
BRABEAA USB X, BINRABIEHFAAARITRE  WAFTUMERALTEE—MARAREAHGHEIR : BT HS—
FEFFRINSE 23 \BY StoreFront , 8% Receiver AL R H.

KRELRKNEREDBEARREK

Citrix 3¢ 4 hdxcheck.sh ¥4 Receiver RIRIKMHBHI—EDSY. LR ELHIE R EBIHE B RGEKUER
Receiver for Linux FEIFTEThEE. ZIA G TREHREER Utilities B3R,

1217 hdxcheck.sh 7
1 fIF— M REO.
2. ZFicd SICAROOT/util % Enter 82 S AT 4R/HEEI1) Utilities B3R,
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¥ Citrix Receiver for Linux BY AT AU Sk, ATRAM Citrix Web v (R 8 R IR LR 4.

L7 QSRR L nE

Debian {441 (Ubuntu, Debian, Linux Mint %)

icaclient_13.4.0.10109380_amdé4.deb BENRS R | 64 1u x86_64

icaclient_13.4.0.10109380_i386.deb BBNRSHF , 32 (i x86

icaclient_13.4.0.10109380_armhf.deb BBMRSSTHF , ARM HF

icaclient_13.4.0.10109380_armel.deb BBIRSHF , ARM EL

icaclientWeb_13.4.0.10109380_amdé4.deb {¥ Web Receiver , 64 {ii x86_64

icaclientWeb_13.4.0.10109380_i386.deb {¥ Web Receiver , 32 {if x86

icaclientWeb_13.4.0.10109380_armhf.deb {¥ Web Receiver , ARM HF

icaclientWeb_13.4.0.10109380_armel.deb {¥ Web Receiver , ARM EL

ctxusb_2.7.10109380_amdé64.deb USB 3k , 64 iz x86_64

ctxusb_2.7.10109380_i386.deb USB #44 , 32 {31 x86

ctxusb_2.7.10109380_armhf.deb USB #4441, , ARM HF

ctxusb_2.7.10109380_armel.deb USB #4441, , ARM EL

Redhat #1441 (Redhat. SUSE, Fedora %)

ICAClient-rhel-13.4.0.10109380-0.x86_64.rpm BENARS 3 , T RedHat (83FE Linux
VDA) , 64 {ii x86_64
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ICAClient-rhel-13.4.0.10109380-0.i386.rpm BEIRSSHF , & T RedHat , 32 4 x86

ICAClientWeb-rhel-13.4.0.10109380-0.x86_64.rpm {XBRF Web Receiver , ZF RedHat , 64 {i
x86_64
ICAClientWeb-rhel-13.4.0.10109380-0.i386.rpm {¥ Web Receiver , #F RedHat , 32 {i; x86
ICAClient-suse-13.4.0.10109380-0.x86_64.rpm BBNIRS HF , ET SUSE , 64 {3 x86_64
ICAClient-suse-13.4.0.10109380-0.i386.rpm BENRSCHF , BT SUSE |, 3212 x86
ICAClient-suse11sp3-13.4.0.10109380-0.x86_64.rpm BBIRSSHF , EF SUSE 11sp3 (413 Linux

VDA) , 64 {if x86_64

ICAClient-suse11sp3-13.4.0.10109380-0.i386.rpm BENRS 85 , EF SUSE 115p3, 32 {37 x86
ICAClientWeb-suse-13.4.0.10109380-0.x86_64.rpm {X Web Receiver , #F SUSE , 64 {x; x86_64
ICAClientWeb-suse-13.4.0.10109380-0.i386.rpm 1X Web Receiver , #F SUSE , 32 {i; x86
ctxusb-2.7.10109380-1.x86_64.rpm USB k{44, |, 64 37 X86_64
ctxusb-2.7.10109380-1.i386.rppm USB #R4+-40, , 32 fu x86

Tarballs (ERTEMRITHRAKMELE)

linuxx64-13.4.0.10109380.targz 64 i Intel
linuxx86-13.4.0.10109380.tar.gz 32 {i Intel
linuxarmhf-13.4.0.10109380.tar.gz ARM EL
linuxarm-13.4.0.10109380.targz ARM HF

X ¥ Web Receiver W B S HEMRFHIREBZBIRENREER T ES Web Receiver ik imst , & BB
RE FTEMIREIR. BEBIRS FTEMKEIRE Web Receiver BT SRR EIRANRE |, (BRERSTHMR.

R R FXHF Web Receiver , B BRI AITHRAFABEXIFEMRZMEXNHERHEA , BRI Web Receiver,
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WNRRKEATRRAS S04 , 5 M Debian BEEEL RPM BB %I Citrix Receiver, XU HEE ESTHEA , KAE(I1L2BahRE(LM
RO, WRERHESERE | M arball BB Cirik Receiver,
M Debian #4a 223t Citrix Receiver for Linux

INSRE M Ubuntu _Ef§ Debian %23 Receiver , #RAJ8EL A TN4E Ubuntu Software Center HR] IR A S5FT FRoxX L4k 44
/.

EUTULERS | 8% packagename i B E B E TR,

BEIEF25S Ubuntu/Debian/Mint fE Res SATAAY A BEIES. EIE T USRS AN EE+ 2 T3 deb BREAFERR
FKaufra., WRERESBI— M HRAEEHES BT TREMRRNLERG. WRIATHRNRGREHESS | Citix 2
Wit/ gdebi (1T R) HATLLINRE.

FRGSITRERHR
1. I (root) AP EHER.
2.3 TR IsEO.

3.J@14 A\ gdebi packagename.deb ;Z1TRA T 3 MRAERKRE. HIA0

e gdebiicaclient_13.4.0.10109380_amdé64.deb
e gdebiicaclientWeb_13.4.0.10109380_amdé64.deb
e gdebictxusb_2.7.10109380_amd64.deb

FEE : A EBITFE) dpkg , 4 gdebi B dpkg i
FRFRIRRE icaclient §1¢FEak icaclient Web #RE, - ctxush $AHENRTEN , 2EHIBA USB EEMIILS.

4. NREFE R dkpg , BB sudo apt-get -f install L (F{aTHR ok AR ERIR .,
5. 355 EULA ¥ el M.
M RPM #x{4A1%2%E Citrix Receiver for Linux

AR SUSE _E M RPM 3R M %% Citrix Receiver , W5{$ /8 YaST &% Zypper SRABFERF , MIEE A rpm KRR, rpm St
FEF RN THBRZ AT AERRFIRN , (NZE pmikEm, RGOV ERREIRN , EEER5NR,

FE  B{FF RPM BEBIRBRIERGIHITIRGE , B33 Citrix & 3CE Installing Citrix Receiver for Linux 13.2.1 on SUSE
Linux Enterprise Desktop (#E SUSE Linux Enterprise 2 k%% Citrix Receiver for Linux 13.2.1) ,

FEATUEAT | 5% packagename B NELENRGBMLTR.

FEE  RBRENS | FEHEET Red Hat 9K A, (RHEL, CentOS, Fedora %) %3 .. FZ libwebkitgtk-1.0.50.0” ,
ZR RN EPEL 7248 (FTRAFE https://fedoraproject.org/wiki/EPEL E3RENEMEE) , XHEATDUZHERK AR, |, BB
BEIAHEH Web K,

£ Red Hat &% EPEL 72EE
1 AR E TS SR RPM 48 -

https://fedoraproject.org/wiki/EPEL#How_can_|_use_these_extra_packages.3
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2.45020 , X¥F Red Hat Enterprise 7.x :
yum localinstall epel-release-latest-7 .noarch.rpm

187K : RPM M- EIR R A RRAMRKRNN SR, E NI RENIRMG |, Citrix BIXELE OpenSUSE _HIERS1TH{ER
zypper install <3 4> , sk £ Fedora _E{#f yum localinstall <filename>,

W& EPEL 4SS | WM RPM X% s Receiver
1 DU (root) B REHER.
2. 1Bit4ge )\ zypper in packagename.rpmizfTA T 3 MNkEEM TR,
HE  APYRsR icaclient 3Rk icaclientWeb F#FEL,  ctxusb FXEFENAIEM |, $RAEXTIER USB B m A HF.
3. THAIGEH.,
S+F SUSE &3 :
zypper in ICAClient-suse-13.4.0.10109380-0.x86_64.rpm
zypper in ICAClient-suse-13.4.0.10109380-0.i386.rpm
zypper in ctxusb-2.7.10109380-1.x86_64.rpm
*+F Red Hat &% :
yum localinstall ICAClient-rhel-13.4.0.10109380-0.i386.rpm
yum localinstall ICAClient Web-rhel-13.4.0.10109380-0.i386.rpm
yum localhost ctxusb-2.7.10109380-1.386.rpm
4. $S EULA,

M tarball #%4-m %3 Citrix Receiver for Linux
R Tarbal AR PITRHIR S , AR AR, SRR IERITE RS KBIRN.

1 T &im&EH.

. fRE targz X, BRBRDEI—ATERP. WFREIZER : tarxvfz KB LFRLargz,
. B Jsetupwfc , SRJ/51% Enter BEITREREF.

CBESEIAE 1 (3 Receiver) |, SRJFIR Enter 42,

C BAFTREREBERMEEMEFR , AS59% Enter 58 |, 23R Enter BIEZNAGIE R Receiver,

v A W N

454X (root) Al PEREEMERA B Kok /opt/Citrix/ICAClient ,

JEAEAAR PRFERNBUAB R A SHOME/ICAClient/platform,  (Platform 2 RSeeTX TRKIRIE RS E ARRRF. 6l
70, Linux/x86 &M BE Rk SHOME/ICAClient/linuxx86) .

HE  RIEE TIEBAGLE | E7E SHOME/ profile 8 SHOME/.bash_profile # $ICAROOT iR B E.
6. RETIRTRNREARVERT |, SR\ y FHI% Enter 82,

7. AIRUESE R B Recever EEIRMNEEIES, DRI EEAE— N RAET , AT RUAF E3) Receiver, 7E
R TR Y USSR,
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EE  EHREIEENA E R Receiver I ERIER 21T , 57 SHOME/ profile 3 SHOME/.bash_profile i) SICAROOT %
BINE.

8. IR HIE LI GStreamer , MTTPLEIR BB GStreamer 5 Receiver &£5% , 3k HDX Mediastream 2 AN %
R HF. T Receiver 5 GStreamer &AL, , BIEM SRR FEA Y.

AR EEEFA L, M tabal AR BRER Fin i RER S AGERRES KDE # GNOME £afijaiEie. BEXVIET
gstreamer-0.10 Bf Bt EE. aNRBFLAE |, ER LRI (FA ctri+c) FE1TH4 gst-inspect-0.10 -- gst-
disable-registry-fork --version, #{Tit&4< /5 , JEINET tarball REFREFMASIBE RGHEL(AH,

9. qNRPUFAA = (root) B%&F , MRTRLIEIE A XenDesktop #1 XenApp fIE &% VDI I FBFE F%cdk USB %, #Edp
SR MR y TR USB X HF.

EE  MRARAELUER (root) A AEHER , RSB B/RAITEZ47HE - USB support cannot be installed by non-root users.
Run the installer as root to access this install option. (USB X 3#¥7tiAmdE root B &%, ELA root A S MEITRERF ,
RAV (Rt e e, )

10. REFTRfE , EREXBRBRER. BREKTERF , HHA 3 3HR Enter g,
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ATRUEE FE R RIS Citrix Receiver MF-BHRINS , AR HEFTTEREBENEE. N EREEE1EERBYUEH
KA RENEG MRAT.

=z

VN

FIREBRERFIHITERME , 1§21 Citrix %33 Installing Citrix Receiver for Linux 13.2.1 on SUSE Linux Enterprise Desktop (#£
SUSE Linux Enterprise s2MH_E% % Citrix Receiver for Linux 13.2.1)

BN Citrix Receiver for Linux &3

1. ¥% Citrix Receiver X BXH BB —MTBRF . A EBEIXHRKFRA platformmajor.minor.release.build.tar.gz (4
20, Linux/x86 & RERAaI 44 linuxx86.13.2.0.nnnnnn.targz) .
2. {RIBFEFE Y Receiver KR, 40 , aNREFERUERMAVMIUEAUET , °TAERAEHRINETK TLS AREF , XA
SEARME Receiver WiRRIZARER Y. TXHT TLS AREDBIRMEEREEA , B2 19 Citrix Pl e
— HH R _ELRIRUER
BRNEUEBMFEREE | ESEY Citrix P aasiigeh s
— BLEF 5 SSLFITLS

3. #TFF PkgID .

4. BMRLTT . BFERTRBEMSH : MODIFIED=traceinfo K7 traceinfo BHERERAMEXRMNANEE. HEEHER
BAHAEE.

5. RFFHFRANLL4F.

6. FTHFRAEEX Y3 platform/platform.psf (120 , Linux/x86 & I%FR A linuxx86/linuxx86.psf) .

7. BIRAAEINHSRAR ST A ER . RAEFSF |, RN G AN TS, ERAEEERT
AIEBESHRIR/N | BE NRIMEE R SERIETT. REEIHTIRF TN HA

pratEid]

XS PEIZ

FIRHER (MIGZIRE A cor)

R

FiaE

pA|

A\

8. RIFFFRIMNA A

9. {#ftar s S EHMIE Receiver SRFBIH |, HI40 : tar czf ./newpackagetargz * , HA newpackage 2 #1 Receiver 44
BB TR,
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J23h Citrix Receiver for Linux
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A AR IR R PN —FhS2 15K £ mIE A ;B3h Citrix Receiver,
#NR Citrix Receiver RLERAINAL KB RF |, EHRBIELE ICAROOT & E AFEH KR RIRE X,

RN
ITHBIRERT A Web AFTHEERE | DAERTEA tarball BHFHE EHMS BRI,

ELIFIR R T f23h Citrix Receiver

R IRIR /NG O8N /opt/Citrix/ICAClient /self service 73k Enter & (F /opt/Citrix/ICAClient %% T Citrix Receiver ]
H3x) .

M Linux =@ 23 Citrix Receiver
AT PAFE Linux S EFMEAE A HEIR2S S AZ) Citrix Receiver , 31 J330 Receiver,
EXLEET |, WU H E3) Citrix Receiver,  Linux BATThRAARE] , Receiver FT7EMS A IAE,
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{5 FH Citrix Receiver for Linux {£24 ICA-to-X {t1#

Jan 05, 2017
AT BUEE1T Citrix Receiver N L/ESE FERRS 25 | FP M EEmBIEANSIF X11 k%, BEHITHERE | TTRUE
Microsoft Windows I FAFEFFA 4 Toik{E A Citrix Receiver i X Z&imak, UNIX T,

=z

1=

Citrix Receiver S ERA T L7 X &% , FEXLERT , Fi&E LT3 Receiver BEEEMRRTR. PAFAZIE1T Citrix Receiver (B
1R ICA-to-X RIB) NFRAARS- 2537 ICA,

51T Citrix Receiver B, TR EA A AT X11 it E @4 Linux £E) ICA E X11##25. B2 , T ZEEEE
mEFEAM X11 BIREE. XEBEFREETTE— N RGEFREHETT Citrix Receiver MZ M EIAE , S B iRt £ X2 RREIKR
%,

WE B REELZETIRE R ICA-to-X 1t Citrix Receiver for Linux FRAARZ :

e =)
- - "
XenApp server Linux server X11 Client
Chtrix Recelver UMIX, X Teminals,
for Linux X Emulation Software

BREWEARS , FE— Linux RFHFTTY ICA ZE X11 I -

o MREH XK , WATLAEIRE AT X Kzt X & AFEFFH Linux iR%-25_E£151T Citrix Receiver,
o MNREEEITAE Citrix Receiver i UNIX TAESE , BFE—ERFARFTLAIE. HLRFEFTURIELT Linux i PC

SFFHITIRE

7 FRFEFFIET 1CA RN ThREIR BHA(E A X11 & mitE. BOMBIUT , RAeEMIKahasmRa R Egkzhes. anR(E
X35 (BEREAMKENET) [ XHRERBE. WREAHEAD UNIX TEES N BT , ATABITA TSR EL — ¢

o DU NFS & AE FAMERIRM T e _EaRE AN UNIX TS |, SAERE Fundksh e i Stz IR LA NFS 325 A.
o {HF NFS E|SMB IR (140 SAMBA) Zkhk%-25_EB) NFS & i (6140 Microsoft Services for UNIX)

REDREARMERE A IRRE

o BNMEAERIEMMMS AR IFEM , ALK SR X11 R/#&,
o RLKRE FURtTENHLLEE X11 1%, FEEM LPD ITENTRE MRS 2FFahiila) UNIXFTENHL , B3k LR FTENHL.

{F R “PRS25um ICA” M X Kigak UNIX TExk 238 Citrix Receiver

1. /8 ssh 5k telnet EEZIBERIEHNRE.
2. FERIER L LA shell 5 |, ¥ DISPLAY FRAERE AAMIRR. B30 , £ Cshel FEATRHEA :
setenv DISPLAY <local:0>

EE - iRFERGSssh -X EEERERIEARE , NTTHFRE DISPLAY NELE,
3. AR R LM SIRRTT A xXhost <(REEIR$-23 2 77>
4. fNR Receiver A REAIMALEBRF |, EHARFINELE ICAROOT ®E MFER RN LEER.
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EPEL Citrix Receiver for Linux
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BT FREERTS tarball BB TR,  ERRIERG AR AT AMER RPM 1 Debian F+-4,

W IMEAE ICAROOT RE MR FinTkBxR. IEFNA P LRNINAB R A SHOME/ICAClient/platform, platform
8 B RGN R HIRIE RS A BARIRS . fIZ0 , Linux/x86 FEAT B R4 SHOME/ICAClient/linuxx86, 45X %
RPN LEZR /opt/Citrix/ICAClient,

1. J@ids )\ $ICAROOT/setupwic 3% Enter 4,
2. EMERE Fum , R 2 IHR Enter 2,

=z
=

FEENF Citrix Receiver for Linux , A SHITREN A FHERA S HER.
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I8 Citrix Receiver , i PRI £ E BNARIEIAEmMAN BFfEF , PUEARIBEZE R Windows, Web FI3k#4ED fR % (Saas)
WRF2ERF. ®BUEIT Citrix StoreFront 8iBiT Web Interface #I1Z ¥ Web TWEEIE A FEAR].

{# FB Citrix Receiver Ul E3 &R

Citrix Receiver ETURIEA FHK ARE (D, AEERINARS %) BAR Citrix XenDesktop 3% Citrix XenApp E1E RECER
WEBRA A BN EIUSEAN BRF, ERAEEM > KFmE , BARRUEE A StoreFront fAR%28#K URL k3 8 F-Hp
it (ANRECE T ETHFEMFAK AL BCPITAECE.

-
TIE/T

BN A StoreFront R %525 LML AN ARG A T HRNEHR , K" REEENBEEBRERNINT. B R e
TEECE N AR JER IR AN (E AE— N BREEFR. YT PNAgent, FRJE URLEB/R , FEME— AN FARJE.

EEERNABEIER , BT R ESmANN AfEFEE AT A Citrix Receiver T LR + (I05) ST, B mmsii
FAREFEARTTEREREHEIER , £F1F , Braat— kB EEs). BRAEREESL—MEE.

A iEERE

AT Citrix Receiver 5 XenApp # XenDesktop k%23 Z BIFNEHACE ZTZNARE. NMELE | BT RUAS MERFE X
=

AEDHERNBANA Citrix Receiver Fl PEPFITHEVES I FTRARIREDFE. RAEHE QA PRES IR TELE
& (BARHHOXA A —REANTHHRMYNA IS SEE AEHE SPUTHRES MAX S,

o & STV W2 R IR

o Xt S RIBHNEREIH TSRS

o {FRACEXHEEN Receiver
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NGRS B D AR SES A

Jan 05, 2017
B Receiver T MR HEY AFEFEISRES , EDOIE T RIRSSHNERE. b, AT IAN G LS1TER Web R¥E28FT FhiEk.
1# A4 4178132%) Program Neighborhood &% StoreFront fR45-28 iz

BEHRRS R LAEURNARE  XEIRAMG. WATE  BEAUTHSRMEBRE

Jutil/storebrowse --addstore
1 RREEEDN SN BAFEFHE— 1D, AT 642 —F R TH 3| BRE—NFR/ S
o FHARS R LT E S EMN RRER

Jutil/storebrowse -E

o I EITRMSEAY AR

Jutil/storebrowse -S
2. I\@'ﬁ'u—an quﬁﬂiﬁ&h‘?Fﬁi&r—

Jutil/storebrowse —L

MRTIRERERS R, B ATTAEEE TR RS R EE SOCKS RIBEMEE, BREMEE |, 219 Connect through a
proxy server (JBIIIEARS 251%H)
M Web x4 28 Bl &

WMRAEE T Mozila, Netscape 8% Chrome , IEHEL BB % LT RET B3HYT

MR FEFshA Firefox, Mozilla 3k Chrome i&E .mailcap F1 MIME XX , EXSCHHEA B , PATE .ica UEFREB fB3h
Receiver AfPITC#F wfica, EfFRHEAMNYEZS , MFEEAN S BN ERECE.

1. &% mailcap X (7€ SHOME &) |, ERIEEk &% .mailcap SUHFFRMELTT
application/x-ica; /opt/Citrix/ICAClient/wfica.sh %s; x-mozilla-flags=plugin:Citrix ICA

2. BEHRMIME XX (F£ SHOME ) |, EEIZ S .mime.types SCAFFFRILTAT

application/x-ica ica

ica BB x- XK ica B—F A EEXMEFE S ECHLH (Internet Assigned Numbers Authority, IANA) STHEFIFEIER
MIME Z&8Y
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X5 RIRHNER S THUEHR

Jan 05, 2017
R ME RiEEP OERHENEER., HREE— N EEEANESHEHTE , BEZTA , AFPMEE QA X E
Z A ANERHA TR E S M R RIS, ik OG , BB UT ATAEIEER ¢

o XMNFFEFF.

o IEHSE. BRERLERAVEIFRAUTAITI N BT,

o NKVEFMTFFSE, MWIRERAERKIMEMITIF NN AR B TSRS S0EEER (FRIEMRS SRECE ATEM T iE
I RN FRFEFF) .

o ERIEREWMSITIUE.

EIEE

1. 7£ Receiver &R | BEREF(,
LR BIRERNRS 2 , X TENRS S BIILENAE.

2. PITATHRIEZ— -
o EE—RFEE  ARNFWITREER, HHREEHREM.
o EER—MNATREFF , ARXMNERANARFNEA.
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RTECEXH

EEYSFEERAKNE BHIRE , ITRAMEY Receiver WECE X, XLECE XHES R wiica [BEhifisEE, TRURIESRE
P 5 B SRR SR B R & AR RIS

FEE , MRERTREHZF , WARERIERE , MIEHRENSE. XUERSBSE R EERCE X4+ FTigE
X

¥ EW N BT Citrix Receiver Fif°

MREWE R AT FE Citrix Receiver i~ , 1§68 SICAROOT/config B3R K] module.ini BLE .
EE
E )\ module.ini FEEECEE , IRIER B AT HMECE 4B = module.ini REOE , BRITTETE Al_Regions.ini hiRm&E., R
All_Regions.ini FEANKBRE T ZHAE , MPEARER module.ini R HIME.,

KESNFTH Citrix Receiver i/~

R SHOME/.ICAClient/wfclient.ini SLEEARTELE , wfica £IBTE H SICAROOT/config/wfclient.template KA1 ZE. F
BUNARAR SCIFY |, AT B BORHE A TR SR BT #T Ciitrix Receiver A F.

BN ATHE R PR ER

MRERERNY ATHER FRTEER , EE30Z A F# SHOME/ICAClient BR @ wfclient.ini X, X ERELR
N T PR SRS,

BuFACE M 4E

WRERS wiclient.ini FE£LBRE , TRALE All_Regions.ini FEE AVHERREREGETGEE. BXRFMER , ES 5
$ICAROQT/config B3z All_Regions.ini 3Z#4.

EE
MRENEBBBAESNMEREHF | wiclientini RERMERI LS ST module.ini RAIE.

RKTXHPHSEK

A FIE NS EERAZ SN . SIHABUFESTELENEHRITK , FRBETR—ANSE ; fla1 , 20
[Client Drive] 5% FimdXsh=5iR4f (COM) Bk,

RIERBIEE , BN BINIMTMREINSEBIECIOAE. WRENTSWEFEEXRIETEHE , WEENFAZNAE ; Fizn , R
InitialProgram /FIRES (=) {BIREE , WENHAZUAE (BRERETER) .

ek
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All_Regions.ini 6 o] PNEBE M X HFR BN S . EFLRBISHNESEBHRERE. NREHFEUWANATHE
Receiver B/ , &% module.ini,

XFAEATEE KER |, BE R IRFEA S

1. All_Regions.ini, 3 HHRESERATXHFHIE :
o JEFEMN .ica 3UHF

e wfclient.ini
2. module.ini, MR FE All_Regions.ini, ZEEHER .ica XHEL wiclient.ini iR EHE , FFEXEERET All_Regions.ini 5
B 7RSI , NPRE RS 1E.

IMRAEHAEMAHEARIKENE , MEER Receiver AR IEGAE.

=z
=

BARRIFFAEBISMELL. H1a0 , BTRERA , REBEE T wiclientini iZERELE , DIHBRRS SH A REXLLME.
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{£F Web Interface Bit& Citrix XenApp (ABIFRA]
PNAgent) 1&E#x

Jan 05, 2017
AEB{UERTAE Web Interface _£{FF XenApp Services g7t StoreFront _E{#FHIHkR PNAgent fIEFE .,

selfservice, storebrowse F1 pnabrowse ZE1EI AV FIEIEIZTT XenApp Services uh i IR S 255X T E AR EIR (B ,
ERARNAREFMRSHFER) . XURFITUERENER , W] ATAEXEM (A UERRNERATUAREAR
WENEIR) . pnabrowse AT ABIE AWM , A A ARANREABRRIR.

AT L _Eiz1T Citrix XenApp BIATE B P B E X HIEAERLE S0 configxml 3E X, A EfETE Web Interface fR%-2%
., BArEshEF—AERE , SANZRSZENEERIE. /A, BIRE configxml XT8N ) EfgE B AR E
MAFAR@E.

Important
configxml 3z XenApp Services 3t i E L IFTA 1EHEE,

RAANE

XenApp Services St R AT EER A A , MIEAHRNAREFTER. HWIRHRALKHFRNS , FEAFER pnabrowse ITFFE A
.

Receiver A DURAIKISCHREVEIR, BEFERGEEB R A HNERHEZT | FERA FaTRUBT Receiver EF XM , 4R
BEAHBNNAREFSEAACHRSHEEAMRREL., 5120 , Z{F A Receiver EFE A4 Adobe PDF XX , WA+
Adobe PDF Viewer Z 2NV FBFEF. [RIEAA THUMN AR , BNAAETTEEFEHNHNEAHNE.
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B MAER | ATRURIGR(E Citrix Receiver tA8E , IR HBRIEA AR, "TRUEZ AT AR FFMALERE -

o MRS FIR%E

ACE USB 3%

RS TTER A T RIMERE
=2 MR

R R EERIERE

BRET A PR

Citrix Receiver TH4+%F XenApp #1 XenDesktop RS 2HEEM R FimiR Z ST, BEE FimR&me , RS 25 _ LETHEE
I AR aES TR 5S4 A A& R AIERRE . XAAPERENAIANES  NARFNAS R GEAMIZ T, #FHX
LETHREZ BT , EIHIRARS 23 IF R P R iR 5T,

HE L4385 Linux (Security-Enhanced Linux, SELinux) 2248 ATAEA #2005 FubIR N2 A 5 F0 USB EE M ThaEHIET
(7£ XenApp #1 XenDesktop £) . INRFE(FAHP —FEFFFTIRE , B SELinux , AFTERS R LHTRLE.

HR 5% Fin X EhaR

BER FuRiksh2S st |, AU XenApp gk XenDesktop RS 28 LR ENZE BT E R A BIAMA ~i&& LB, #40, 7L
¥ Citrix B PLIEFRIRENZE H BLSTEZ1T Receiver At A P& EEANB R,

LVEIFEF |, B RIS A 8% (B CD-ROM, DVD 8% USB N754c) EEBMIEMBERXI A, TH , 8l
REFMAFPEARXLERIRR. WRBSHFEENAFE FRIESIRRET , B AR IRAE MRS , EREH
[EIAMEX L | RIS HER R A MK TAR ST 259K Bh=5 L.

BPFZR IR BH 2R A0 5T AT (3% -

o FHAE FinIKENZRM S A EIE RIEESRENE A PR & U ARSI IR ST R AR 55 25 L FE B IR BN AT, N | AR
5] BB TR 5T A BRI B A E B RER /tmp , AR CD-ROM, DVD 8f USB RELER MR SRR S,

o FAE FURIRENESML S AT M CD-ROM, DVD #1 USB RELASEHAEEER ARE LNENERBR , £AEHALIL
BN & 23 B R B o ST 2R &35 £ T — ] IR shas .55

Citrix Receiver i&#Z! XenApp 5 XenDesktop B , ZNRF AR FimiR &S , M ERELE Finikahssifst. TRMER
REG KB AP HI R FiniR S RSN A, BRFMEE |, ESH XenApp # XenDesktop 3C#Y.

RPRAME R EERHAER ST IRFNZE. BRFIMER | BS R E EE,

EE  IOAMBAT |, BRESE Finikshn i EN S BRMESE Findkshsitst. E2REEEBBANE , EE wiclent.ini
3% DynamicCDM & & A False,

R 5% T TENATL

Citrix Receiver SZIFEMEITENLAR AHIEFERI A AR S RFTENIL ESHTITED, BUAEIAT |, FRIEE T AIE Rt TR |,
BN XenApp AVFF FRITRATIRME

o TEA FIRZ AT RUARIK T BITENR & L3 THTED

o RINFTENHL

BR , SLEREAREHASAEMEMETHERERE. Fa0 , AFRFER RSB ETETTEN EETITENR —H
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BARE , XEF BN ERZTEEN , EEFLINEF AL EERIEREK, EXFELT , FEXMAARE LRERN
FTENANZ R TIRHI,

FI# , AR R LRI TRES T REEIE A PR AMITEN R, Akt , BFERSF LR ICA SRIE B 3hiERE Fin COM i
REERENERA.

PR&IA P _ERCERHTEMS IR

1. TFFECE S wiclient.ini, ST T T UEZ — :
e SHOME/ICAClient B3 , FATERHIEAAFFEHTEDL
e SICAROOT/config Bk , BTIRHIFTA Receiver A FHTENYL (BKALFTE R FEIEESUREIXER selfservice F2 1A
)
2. FESCHEH [WFClient] BB RATASR -
ClientPrinterList=printerLprinter2:printer3

Hr printerl, printer2 2 TETENMMEFR. AES () nBSITENLEHRE&E.
3. REFFRINLSUF.

1£ XenApp for Windows _ERR &% Fum$TENA,

Citrix Receiver for Linux 3Z#F Citrix PS @RFTENHIRENFEF. HEt , HFASEIBEA T , THRAERMIITEMECE , A RaE
MLRFTENHER A S & AHIIESEAOFTENAL_E B THTED, (BEFLAERT (FI20Y4 A A& R TENAR AR STFFE FFTENHLIREhFE
FFEY) |, ATREREFNTE XenApp for Windows _EBRET % FumFTEDAIL.

TEAR S5 25 _EBRSHASHITEDAL

1. M Citrix Receiver [GahiR$-20%H | SRFERENZ1T XenApp HITTEAL.
2. A ET | IKRBERE > FTEML.
3. S EAT |, BAHIRIFTENL.

BEEPR BRI TENALE .

4. {FRZE SRMKE B FipMLg, & g id KK TENL., EXZHBAT , THERETEINEFR , SRV L E R
% AT R BFTENHN L FRIS(N , BIAN“HP Laserjet 4 from clientname in session 37,

BRAITEMEIFREE. , 1§55 Windows RIERGECA,

£ XenApp for UNIX 5% Famd TERA,

£ UNIX HE |, 5 2m% e Citrix Receiver & XHIFTENABKENAEFF, AR & LIFTEN ARG/ RRERS 40T FR Y FRAE Fr A 3T
EAg .

B{F A FREMBIEIT Citrix XenApp for UNIX FTENZIR SRt TEDAL , BIE QMRS B RTTENTRE. BXRFMMER B3R
XenApp F1 XenDesktop St ) XenApp for UNIX ZB4y,

HR 5 %% i = 43
SR PR E ISR | 42 XenApp 5 253k XenDesktop BTHI AR T AT LB A R & BT R B RO A8 S

FE. EUMERS S LASNERRETNRE , MAATUER RS ERETHRE. MREAIGRESREH[NT
WMRERENE , BRAWEPREARE.
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B Fin SRR ST T RER A RS AR RS 2 W fT. EMREMS , FREMEURT RN MM A , SRR
BR%as CPUHHEZ.

ATAE AR X R Fin B ARIR ST TECE ., BXRFMER , ES M XenApp M XenDesktop 344,

TR &R Citrix XenApp for UNIX B, ANZFFE Fim e iR 5.
WEIEZA SRS

BEEAT AR ERARGEENZOA ALSA B &, TTRUAT AT IREL RIS E H MR E

1 REXEFREBNA S, ERFFTHF—MREXH. FREChEXHNETNNATRARBIREER , ESREAIE T
A E X Receiver,
2. WBENE  BERMATERAGEMNERS

[ClientAudio]

AudioDevice = <device>

Hrb device (R TRIERLM ALSA BLE .
EE  HEEE Linux MERZTNX—EEEM T LR E, Citrix BINEEFHIRERG M , 7 A XERILEERER

£S5

H/Cro

BCE USB X3+

USB ¥ A A AR R UK AT SAER USB WEITRE., MO USB REBAFHITEN , AR &R EE
mMEHEMSEHE, TRATERERK USB REAENFERSE. HaERE. PDA, FTENNL. 3. MP3 ks, Te2lk#&
AR R

USB EEMEK XenApp 7.6 (BRE=hRA<) 2k#E XenDesktop, EEE. , XenApp AXFABREREK USBEEM , AT
ERRRLE A BEXIFE MRS . BXEMEE , 1555 XenApp 7.6 XA,

ARBGRIER /&% RIBMIMER X 3F USB 8% (BIaNMEERGI. Xl HERE) FRENESTEE,
XenDesktop SVERNEHSHF FFIERE , hA{EH USB 3THF ¢

RaE
EREF
Hil

ROZE SRR

EE WK EA USBiRE (45120 , Bloomberg 88 3D [AR) ACE A USB 30iF. BXAHAE R USB REALE KEgAL
NEKMEE , BFSH CTX 119722,

ZOABILT | RXFFFLEAAIK) USB 1R %K 81 XenDesktop SHTEARER. 620 , A ATRER IR NER USB iEHEI RER K
MgEOR., WXFREHITERERERNEEHN. ABAT , AP TFI2E88 USB 8% AT XenDesktop &8 :

o WFIERCER
o SMHIMRIEOR
o USB &4z

TEH ] BT IFREER USB RERENASIZR | E4wiE SICAROOT/ ) usb.conf XX, BRIFM(EE |, 1§82 Update the
list of USB devices available for remoting (S #T A TIRFEEIER USB iXREFIR) .
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E 3 USB R BTFeE R iU m |, 152 USB RERHN, BXVEHMEE | WS XenDesktop 44,

USB A5 LRI

RPN USBR& R , ROUEIRIE USB SREESTZRETITRE , IRAKF , W HEEMEEMKE. MRIVAKKIELE
ERRE , WA EA R EmPEA.

T BYRERERATIRNRE , YRFHEA USBREN | ZREcEsEEMEENRE. EBIUKmRATEH USB k&
HERFARETERARE.

BRIEEAEE R EmREER , SRS USB REUPITEEANSEEO MR T ES.

REEFHERE

Y USB AR EFMEEBAAMRmE , 0RA AT SEMUKmAGER , WA AEMERN , ZREFAREEREEMN
RH. BHRAREFHRREETCOEZEMUEE , BRWEENEXEBBRHAETBNALRE.

AR IR AR EEMRBBACIEE ANTELETFE I F USB KB EFMREH Linux T , U Receiver KA L EHESX
’E , HETRESITFF— ALK Linux SCEENeS. EI , Citrix BIERERE A RS , HBHAIER Browse removable
media when inserted (JEABTRISERIHENN L) . FEET Debian ik & L , ATRAf# A Debian FEAMITIGERIE , AiEA
K %E#% Desktop (M) > Preferences (E3%%H) > Removable Drives and Media (RT#2ENBRzhaS N T) |, SR/G1E
Storage (f#fif) &M KA Removable Storage (R]#zN1FEfE) T , /&% Browse removable media when inserted (3@ A BT
WA R) BIEHE,

7EE : #R Client USB device redirection (% P USB IR&BEEM) MRFAREEITIH , MABEFERERIALMEA USB
WEHTER , BMER FunIkahs s 23Tt 2 anitt.

PILRIRARAI,

ZUAMBULT , HDX RealTime MILEFRGHAINELE AT I (AR EMK G MERE. (BEXLEABERT , EageSE KA FER USB
XIFThEEEE ML RGN, At , Y%A HDX RealTime MRS MINELE. BIRVFMEE , B2 H Configure HDX
RealTime webcamvideo compression (ECE HDX RealTime RIS LAINESE )

ZANBOL T Ao vRER) USB 26

ZRIA USB SREGHL A vFEHE AT USB 14825

B (2£01)

BEERN. HFE. BN MIDI L8,

WO (3£ 05)

XER RS HID 2 , BIEERMENNMAS R , BENERFIEMIT. EahFaMhERIERIMEHE.
R IEERANIER (3£ 06)

BURKEBAAANITY.  BOROABALIE R STRER L ERAE TR | St AR R EHPNY (PTP) BEEARZEHTNY (MTP) K &G 24
BTEANSHAMSINE, BHETREBRAKRTEFMHERE | SRR B SRAHN B AR EAVIMERR R E—3.

BHEE  MRENEBRAXRTEFERE , NNERR FnIkshadikyy , MAFE USB i,
FTENHL (3£ 07)
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SARFLATEMLE AN B EYRY (3 ff) |, EERSEFTEMUERE MEESFEMET. SUBHTEMATRERA PRI
ERARE. EXWAHMERT , ITENTRERE (ERITENNZE |, DMBERTTREREAMSE , fian , #EEGRLHE,

FTENHLIAE 218 USB THFAUE M FHLAT AIE S T £,
KBEGEMH (2£08)

RE NP KRBEFHRERE USB NFESN ; Rt KB EFM#EREAIE USB SNEREIXEhE5. CD/DVD JEzh254 SD/MMC
FERF. FEHTENDEEIENRENRHABTEFMEXD , BEGEEERR, TOANMFI. SMNTFREHE !

01 ZFRAINF R

02 #%UH CD/DVD &% (ATAPI/MMC-2)

03 AR IR % (QIC-157)

04 HAEIHERFIRBHES (UFI)

05 SRR IR Zh 2§ (SFF-8070i)

06 KEB/MEM SCSI KL TR AR EFMHRE

BEEBAT , TUETE AR R RNR AR EFMERE , FL USB SHFHARLFEM,

ER  RFAM , ALRSERATARNATEFMKIEE. Rt FIREZSESFEAFEARTEF MRS (8
TE FindXhaRETE USB 30F) Mk RR. BRIERMILKE , ATROK AR S 2R BCE AR I SCAHIB IS 2 PR s 2R iR g AT
RAERSM (3 0d)

NERSMRETTLIBERNSRYT , BF BT RIS FRAER, EESEHRIPEE.
MANETTREE (3 0f)

XEREAELEERS . ORENE. ST, HRENFMNMEETENAETRERE.

N A E ALY P4 SE (36 fe NI FF)

IR &F AN E MNERA USB BXE AR ERMTNY , XLEMPESR BRARNERE (K1)
BOATE DL FIELE1ERRR) USB iR &3

ZRIA USB SREEHLUFELEEHELAT USB 1IR&3K

IE{=H CDC #=) (3£ 02 71 0a)

AFEATIRAZS. ISDN BECES. MR ERLF AR — LR AE E25.

ZRIA USB SREE A AVPEX LIRS , BAHPH—MRE AR A S EINEm B SHEER,
AKRFEO®RSE (3 03)

AEXFMANG L RS, MUKARAROERSE (HID) 815 : 8. BAr. T86hR&. BIER. £RS. HXIEHES. %4
FHEHITHRE,

T3 01 XFpASI SHRA3E , AT FARER.

BUAR USB SREEA A USB 8 (3£03, F3€01, WMX 1) Sk USB fAF (3£03, 7301, WRX 2) . XERANRMEIR
A USB 3THF , KEB M MBAR ARSI TN AR | FFEERRIEMEEZ R , BF TERMEAMTREAXERE,

USB 435 (3£ 09)
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USB &£k a8 VPRI IR &SRR AT EANL.,  THRITFRVIAX IR .

FHEFR (3K 0b)

FRe I RAEEIFEMA TR T REMNEMA T RI RS | UEREABRAREREREFSS 0 USB £54,
AT RAE SR RIEARERThRE R ERE R RES | MARE USB .

o (3 Oe)

PSS EIE AT AIEOSRTASTAR AR | GIANPIERIRGAL. BSEARNL. AROURAERES . R mEes , Uk —
LSRR B R B ARAL .

EUAMBILT , HDX RealTime PR SRAG AN ELE 7] SR SLERE MR RG AL IERE.

Tz HIZE (35 e0)

BIEFPIE L I TULIEFIRE | BIANER STHIEHI=5 40 Bluetooth,

Hrp— 2R & AT REIR LB MLR TIIR) | BB CHERISME (15120 Bluetooth 238K Bluetooth FiAK) .
EOA USB SRIEA AVFERIX LR S, BE , IR EERTRAGIR USB 3THE MARMS KR E.

AT T AR E R USB 1R %313k
B Ywie P& L SICAROOT/ T usb.conf LA AEHEHARMNIFIZER |, 7T EHHEiEEEE £ mE USB IRESEHE.

REFIIR , TRARIETREAN , UAFSIEEIOATEFAIAREEM USB g, B QBT ARSI MALR %
B RS AR AR E . IRF I LAANGEERATFIEZ R .

EARREX AMEOARRRECENT :

DENY: class=09 # Hub devices

DENY: class=03 subclass=01 # HID Boot device (keyboards and mice)
DENY: class=0b # Smartcard

DENY: class=e0 # Wireless Controllers

DENY: class=02 # Communications and CDC Control

DENY: class=03 # UVC (webcam)

DENY: class=0a # CDC Data

ALLOW: # Ultimate fallback: allow everything else

B USB SRESHLI

18R ¢ DI SREE LAY |, 3ES 5 USB Web % i http://www.usb.org/ 324K “USB Class Codes” (USB Z$514tAD)
A FR# L usb.conf FRREERLNK ARAEA « {ALLOW:| DENY} FIR—AETRATHRCEMNFER -
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NI Wt

VID WER TRV 1D

REL REWRRFPHIRA 1D

PID REWRIPR=5R 1D

w’E& REMRFEHOMBITFIZE
SubClass REWBBRFSHOMBITFIF
Prot REWBRFSEFHOMBRITF Y

BIEFRIEANES |, &7 AN EEEM

HUARX KN,

MNEER BT BE AR 43I ANAEER., LRENTENEST , BEZREE.

SAERITHAERITAM 2K,

RERBRNTHEE 2 | (EREEL I ERFHARTTFE. 6120 , Deny: Class=08 SubClass=05 B—&BHAN ;
Deny: Class=0 8 Sub Class=05 &—£&Teainl,

o FMCERILELEE R =", fian , VID=1230,

N

TERRBIERT AF&E L usb.conf SLEFH—NERY . BSCHEXLAN , AR [ LAEFEMRRK—AMN,
ALLOW: VID=1230 PID=0007 # ANOther Industries, ANOther Flash Drive

DENY: Class=08 SubClass=05 # Mass Storage Devices

DENY: Class=0D # All Security Devices

A==l 5

ERMEEENXT , BTAE R EUE mAIRRANEER USB BRENAR. E8MAFRE LR
SICAROOT/config/module.ini 348 WEClient 39 , #2420 Fi7riX & DesktopApplianceMode = Boolean ,

TRUE | XITFEMAKUEM USB &% , IRAKET RS AR (EMERM) BB AEE CRIMNECES ) L USB RI%HH
RN X R E , WZEERE3.

FALSE | ARE3{E{T USB X%

RS TR T HIMERE
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Citrix BIUERIEIRS 28 _H{F IR IR AN XenApp B XenDesktop , £ &% _H{F R ETARASH Receiver,
WNRAE BRT ToiERE , W] AXS Receiver KIECE PAK Receiver fYE A AME ZTE Y , LURSMERE.

o ECE Receiver & - BLE Receiver iEE 0] DAFRAR ICA FT BRI ToIF1E SitRE

o F Receiver KEMA I - B Receiver BIE A T ARSI S MHEREERE T B 78

o J3F UDP E3 - HThBERT AFERAZEHIMLE _E{RIF IP VB E (VoIP) &R —

o {FARFIRAM XenApp 1 Receiver for Linux - Citrix RETHIIEIRFNIE FHEMRARIMERE | FZHAENRESERATN

Receiver RS- 254114
BCEIERE

EIRRENBIRAR & LR R MBIRT RINES |, FEEMREMDNEEZ FFREI— PR, A PMEIE e DAOkE—

MNTEZM R RINBEMAZ EXMRENAE S, BEERS S (MEMAFARE) LIED —TERZHUHSEEY , NMEOEEMFTN

eIt = MERE

¢ J3H SpeedScreen JER /N - SpeedScreen SEIR AN I8 T R g i AR FAE N RS FAR S R VER iR FH e RE S 45 14
THIMERE. {#F SpeedScreen Latency Reduction Manager ] 7E iR S5-25 L /B FLTIBE. ZRABILT |, #£ Receiver 5, EIN
REXTREE AR | FE (U S REE THRANEA. E5H

— Citrix Receiver for Linux OEM's Reference Guide

( {Citrix Receiver for Linux OEM £%358g) ) .
o SHBUBEY - BuREM TR/ B IERERNOSIEE. HIRERTEE AE AR RIS EEFAEESER | EBTRURSK
T IIEREA M T ROMERE. F M Citrix ST EFE G E48 R E R )2 AThAEE.
o B/NEAKXK/ - BEOKNERENEREBZMERRII/NA/N. 1E XenApp Services ¥R b, RESTEIEM,
o BU/LEIEE - KEEE/E) 256, £ XenApp Services s b, R EATEE.
o [MEFEHRE - IRBAT SIS , TLUMER Citrix MR ERM R ER TS RERERTKE.

2P UDP i
UDP FHMrT IR S @ Internet IxFTHIEIENGE. MEE B AHEEIRTMY (UDP) MR HmX (TCP),
BEEEDUTF R

o UDP ZHMIEMBRLIEFATTR (BD , {F/8 TLS 8% ICA MBRWETE) . FEHIELET , FTHEH{ER TCP,
o |CABIEMSLRRTaEA RN UDP EHl,

1. £ module.ini ¥ ClientAudio A& E AT EmR :
e & EnableUDPAudio & &EH True, BLAREA False , LR EG2EA UDP &47.
o A R{E A UDPAudioPortLow #1 UDPAudioPortHigh 85 UDP Sl 2/ BR/MIRKIEAS. BUAEARE 16500

2. ?’EEHIJ‘I\EEJ:STE&EEF%%DH&%%E%%&E , MEFEREMBABATERE (), A5HAMK) .
& P EE R E
= & (3
= = + &
BR%as LRESURE & & & (3
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fi& fi& (S i

2R UDP B B RMEE KRR T , SIEHEEM TCP MiE UDP,

M Receiver KI{E AL

ICABAZT T SENMNL , BERERESN CPURIFRER, B2 , MREMEET TSR , B BRI T HEREEFE

BE

o BH{FE AR FiRIRENSEETAR AR, FRR FinIREhS ST AR KBS | RS BT AR & 2 S TR
MRIEEAE ERIE | X— IR TRE B ER KA.,

o BRIEAMFTEI LITENKEISCRY. FEAHBITENAL LATENSCAYET | FTENSCARH BT AR S s iedt TE M. ISR &L
RI€ | X—d Rt AT AE B EARK AT A].

o BHRFEMZBANE. BHRZHEEANSNKEERRETTT , AMTRES SRR,

RS % HAMRE

Receiver Gh& T ZFIA |, AIEYSHE AR FAEFIRESEA AR, EHEIFTENARFNEEE | XURARTTR
FRFAER , IFER :

e HDX MediaStream Windows Media E 5 [f]

e HDX MediaStream Flash EE[A)

e HDX RealTime ML IRGHINITELR

o H264

BCE HDX Mediastream Windows Media EE[A)

FEM Linux A AEEARIBEIL Windows S _EIR S AR NE N EER S5t , HDX Mediastream Windows Media
EEM AR T STsKA#, Windows Media EE IR T —FER PR S MIER S 25 BB AGE TR SCERMLE) , A
MR T 3E R ARSI AT T oK

Windows Media ZE ) A[32 FHEEFU Windows £ _Eiz{TH Windows Media Player ARk S BB tERE, BLIhREN 2 304F
SHMHER  HPadE

o S&KIMEI (ASF)

E5)ERE KA (MPEG)

EIMFIRATES (AVI)

MPEG Audio Layer-3 (MP3)

WAV g X

Receiver FAEET X AMREEI T MediaStreamingConfigtbl , AT Windows 4% R KI& =, GUID 35 Al GStreamer A]
RMERE MIME 2689 AT DUSE AT SR AR TA THRAE -

o [ LRI R RN Z BUR AN STHFAO RIS 828/ L& =K.

o [HIEFFFE(AEAK GUID RagIENREIAR &S 25in =21

o [IA MIME FRRFRMEMSE , AR EBURM GStreamer SR FRAEZRLE

o RIEAFIRE LA GStreamer STIFAIRIAS ATV EIRFIERE B € LACE.

BER FURIRE , B0 ARV PR & B IERIE T IR A HER SR B A& http//. mms:// 3% rtsp:// B URL B4R |, TAEE T
Citrix RS- 23FAIRBAHER LK, REB[LTEHAEEEREEEAUR L X ZH G4 (AEFR. &5, F1E. S=2MBk
) (BRI S AEIE. HIIREESKR & L BB SR K GStreamer fE,
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St Windows Media ZE g [a)

1. 7EFR%E GStreamer 0.10 KB A AR & LB G , IR —ANFHRZEMAIELR, BEBAT , MK GStreamer , 44
JEB &I Receiver,
KL ¥ Linux ZAThRAFEBE S GStreamer, AT http://gstreamerfreedesktop.org & GStreamer,

2. ZEAE FIRIRER , E A PR EERE BRSO IR TR GStreamer WMKIRAAF, RTRAMER gst-launch 3K/
EFMHEE S REATEIT. R gst-launch ATRAER URL , RIFTHRHEMAEITIE1T. B0 , 1§1E4T gst-launch-
0.10 playbin2 uri=http://example-sourceffile.wmv J# & TR 2 BoEH ERHI% K.

3. 7R %3 Receiver B |, #E1%E4% GStreamer 1E7,

HEESE PRl BUNRER XA T

o IMBEAT , IR T ERRAE. TTRAER All-Regions.ini i Multimedia #3451 SpeedScreenMMACSFEnabled 3555
MWL, REGHERIRE A False , Windows Media E 3 )% F3 TR 401,

o ZLABEMT , BB MediaStream ThEEERSE F GStreamer playbin2 #1Y. "TRAEF All-Regions.ini f] Multimedia 54>
SpeedScreenMMAEnNablePlaybin2 IR FE R FumiZ EUASMAETE MediaStream ThagE R TMGE RE R ) playbin 3
W, B Funte BhRENI4kE{E A playbin2,

o Receiver TLIXIRRIIE MR CHBORBES S , H40 asx 8¢ .nsc 30, B ATRE , AFNIEE — 5] X4
BUAIARAE URL, {£F gst-launch A[3FFSEH) URL 2 BB,

A& HDX MediaStream Flash E g a]

181t HDX MediaStream Flash =g , FJRASREL Adobe Flash WA TER PR &AHIER , AMERN ST T2 KB T AR
PR AL BT B S SN ILIMI% TR

1 MARARAFRZHBESIMINGEE K., BXEMEER  EERAGEK,
2. 7t wfclient.ini i [WFClient] Z84> (C&ERT4EE A FHATAIERE) 2k All_Regions.ini ¥ [Client Engine\Application Launching]
B9 GERTHEFRRFAERF) RMLTSH

o HDXFlashUseFlashRemoting=Ask | Never| Always
AR % LIEA HDX Mediastream for Flash,  BRIAEL T , WS E X Never (W) , BiEEEIES Flash IR
B Web TR , ¥ AR BR— 4 NEE | @RIAFESRINE.

o HDXFlashEnableServerSideContentFetching=Disabled | Enabled
A Receiver RS RARF MmN ARESEE. ABAT , WS HGRE X Disabled (22A) .

o HDXFlashUseServerHttpCookie=Disabled | Enabled
JEFEEER HTTP Cookie ExEM. ZRAET , B ¥R E X Disabled (22A) .

o HDXFlashEnableClientSideCaching=Disabled | Enabled
4 Receiver fTigEXK) Web WA SRSEAE Fin&kadhne. BOAMET , WS ¥REX Enabled (EfEA) .

o HDXFlashClientCacheSize= [25-250]
PA MB SAETE X B P FRIR/N.  HR/NTTRAR 25 3] 250 MB Z [BJHMEM{E. XEIAR/INRBIR |, S hiiREFH
HWERNS  MEEHEHNE. ZUABIT , s HREH 100,

e HDXFlashServerSideContentCacheType=Persistent | Temporary | NoCaching
MBI RS RN BRI AN A E X Receiver FRMEFERE, RUMBEILT , WS HURE A Persistent (#%
) .

ea
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7£E 1 {1 HDXFlashEnableServerSideContentFetching &4 Enabled (2/5/) B , A HEIEELSE.
3. BAZEA Flash E5E M. 7E /config/module.ni & , % Flashv2=0ff EgkA Flashv2=0n M JSFZTh8E.

BCE HDX RealTime PL&IFAR AN WS E 45

HDX RealTime 24t 7 — M ME GV MUELEIER , BT RESMWAS VI FEFHTTTHE , NMHRBFAEER
GoToMeeting with HD Faces. Skype for Business 257 FIfE PR 1S R AEMEREAT

1 MARBFRETHESTThEEE K,

2. WREBRAZEAEIIERE, Jt , EFTFFALT SICAROOT/config B3R module.ini BELE L |, SR JaifiA [ICA3.0] &4
K MultiMedia 2R & A“On”,

3. JE I B I X VEAE AN 2 T XU X2 SR ARATL TR L ARV FRER AN 22 e R R4S 15 L J2 R S 43U

2 FH HDX RealTime P& B A A5 E 48

ZHAMBELT , HDX RealTime MARGA AN EA T IR L AEMGIRBAERE, BEZEENT |, LlESERASAFER USB
TRBEEEMER G, Akt , PIRRITRAT R -

o ZXFH HDX RealTime ML EG M MITEL R

o AMEFGH B USB XFFThaE

1. FEAENY .ini SRR [WFClient] BB R RMIAT 54K
HDXWebCamEnabled=0Off
AXREMEE , ESRERECESUEE E X Receiver,

2. FTFF usb.conf 34 , ZXHEE 7 F SICAROOT/usb.conf 4,
3. BRSSIERIEAITAT ¢

DENY: class=0e # UVC (default via HDX RealTime Webcam Video Compression)
4. RIFFHFRINAILA

BLE H.264 XHF

Receiver XFF B/~ XenDesktop 7 $2{itAR%-#I H.264 EJE , 434% HDX 3D Pro EJE., WEACE X 3FE IR E4ERAGREDIITNEE |
ZINBEZNAL T ERRE. 5IF PEG JrfighdasAatt | LThBETE WAN M4 HIRHE T £ 2 ML \WNETEN AFEFREMLS
HIMERE.

RIBA T B AR TIRIETT A A ThAE (DARBCAIER JPEG Yrfiftoas i IREE) o o AEIR B R AR Ymfitoas S 354t
FTRARENELTRAXERE. XHNTREAEBER REGEXASFAR A SRR DB CPUKIRA.

BE  ZRCEMIhEE |, Eo{E XenDesktop M RERBEFHEATINRE., MRERT TINRE , H.264 fRISEERS S
R TFERIRE , B7E Receiver R ILiA(E .
2R B AR mi L e S -

7£ wfclient.ini=h , % H264Enabled X' &4 False, XFEARLEFAXAIRER.
NEE AR ER
BRRE A mARRD S ST e, 7E wiclient.ini 53 TextTrackingEnabled i& & 4 False,

=R EIMERE
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AAME B R L BRI B, HEALIR EISRARRDAIGER () XSync ThREduet JPEG JrALid) R A =,

1. M{REM JPEG FEXFHXLEThEE,
2. 1€ wfclient.ini {8 Thinwire3.0 #f5 , ¥ DirectDecode 1 BatchDecode i&'& A4 True,

EE BRI RIS R R SR R A XSync”,
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Jan 05, 2017

ATRUB I SCFFHIL T TR SR TR PR

pacy=prl

ALE ClearType FRFETNRE
FCERIASUREE M
WERSSMIGNBEEM
EHIREITA

{§ /A xcapture

BN EREEA
MR EVE T SEME

AEXS FRAR

WEE LM

ATRAE #d Citrix Receiver RPN EETCRRE T IEM. ATRUESIRENERAN, EREHAN BREFIREREE
SRR &),

EHEBR

BVE KEMYRBEF , FEIET XenDeskop &k XenApp IRE—MKF, AL, IT SRSHF A RATBES BSREE — D Hk -~

ANIZ| Citrix Receiver 1, SRE ATREL ZSKEXTHIAIK P NetScaler Gateway 3k Access Gateway %25, AN
Citrix Receiver # ik =,

1 FEEEHSHEAERIK ~IE L, PATAF#RMEZ—
o TR, EBRERM, BRBAZIFAAMATRESRA—NBEKAEENERE | TAMERZS A K
ol
o ZEYIKAERNNAREFAEE (BINAMX) | FaEdwE.
o ZfhERIK/ , B ERIER.
2. RBHRRE LR TIRE. BRI RR B RGN BRI,

FHRARBRAN

IIhAELE Citrix XenApp for UNIX @35 RAT F,

TUEAPRENENRE LB REE (2FE8X) | HARARE , KEEMINEOFER (FOEN) .
o EHEINEERNHE MR E L , (£ Display desktop in (B/REEAR) EHOERE—FHERK,

Receiver for Linux 1727 You can enable Desktop Viewer (#m[PAJSA Desktop Viewer) TEA=ThEE , FBt , ATAETF
AXHREHEE s ENIRARENSBEERESENEAACE.

Desktop Viewer

AR EBEARRNMSIWER., L3538 AR EARE R AR ERDE A PRARMSEREZ MR, EEEEU
SEEH A PEE R A S S5ECE EENREERUR T ETi% & Receiver for Linux,

YAPRESHEMLEZERN , A Desktop Viewer, BFPREMEEAIUZEAMNEMNEE , il URKZFHEH
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BXZREEEA Desktop Viewer AR E3U#HBIIREIREEFIINSRECERE , 2 Linux OEM $58,
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o XE - AR EEN AFEFFZEIE AAMS .
o Ak - AVFRESN AR FFZEERE \AHIC 1,
o TTUIRIANAR - A AVF R E SN TR R A1,
o FRERAIR] - REBY AR AR BEIRAMI A I B RIER.
2. INREERET AT IR X AMSCAFRTIRABR S — %, EXEEIH PR & ERE MU ERERT T AR B, SR
m, EEME  AREE— N RRETEIKIKEHES.
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AT ASE B R AR T B AR PR (AL R At 32 e KUk AR SRR AL A =X
FEE T EAER) 22 ST XA LR SRGAL A L | Uiy —

o (ERAEAIZ TR FILE TR - AV R BN FFE (8 22 Je A L& SR AR AL
o NMEMEMEZTRMMLE RGN - N AF R EN RFEFERZ TR ML G

W& Flash Player

ATPLEFE Flash RBRIBRAR. HWABIEELE Flash Player 1 BoR , FHEIE0R. shE M RRERF :
EEEBREERNFlashTTAE L , SR TSR — -

o HURA - IRSERRE , BAsEARET M.
o NMEUAE - RIEELBRREERFRRL LM,
o FXERAE) - SR EBIR Flash A EBR R,

A ClearType FIAT/ATIAE

ClearType FRFEINRE (XNHRATFHRETRIERTIEE) TRSMBRFERNRE | RIERTERFBSIERERTREFN Tk
SSHRIBER . ATRTIFERRHAICNRE | BRE IR JwiBln i AL E ST A [WFClient] 39y F I R ERIEE FIR A
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FRAETEIRFN ClearType TR #I41R S Receiver I TR 2K,

EE  RFATLUBT ICA XHECE FontSmoothingType. BLREMAELSTTE WFClient] PREMME., NRBF K
RERERN O, AMEEIRE [WFClient] FHRIFEARERTE

FontSmoothingTypePref = number

HA number ATRABA TN EZ — -
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2 PRAEFTR

3 ClearType (KFFHE) FiE (BRARE)
AL BRI S R E E M)

FEW LT, SRR PR P MR

o FFfH“smE Xk
o FFHSIAY SIS (72 Windows XP =k SREISTAY”)

RS SR EE @, AR E AR SRR E , MBARRRKIAR S 25 2B AR 55 2R A RO B AR 2 (B R PSSR A
B, WREEFLENTEEER , SINAESs AP RTEERARRG ST RS RN, STETREMFESS TS (i
KTpuhT , AAAEREBB AR RS FITHRSSS) | SRR EER LR EER.

M=t LT ENEL

RS AL, B BEE moduleini PEIAAN & B R BRFHRERERER , SA/FFE WFClient] 558 4L
E , BERENT

1 BRAUF XAZRANZE) module.ini (420 SICAROOT/config/module.ini) & :
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SFRAllowed = True

2. BRUFXARME] [WFClient] 354 (5120 SHOME/.ICAClient/wfclient.ini) = :
DocumentsFolder = documents

DesktopFolder = desktop

Hedocuments Fdesktop & UNIX X4 , BIEENRIRER P X M-S/l LM B RNTERKZE. Hia0

DesktopFolder = SHOME/.ICAClient/desktop

o AIRUKERIZR TR N TEE AR AR |, a0 SHOME,

o WIRNXM NS HIEEE.

o TEEMBRUAREBIET B Fini &R |, BB R T EME R Fini & MR,
o WER C EE RINIKENRERF.

RERFHHNBTETEM

B RS R RN AEER , B R IR E EAAN BIEFITIFEAMNY BREFFHN URL, B0, tRELTEFTER
Microsoft Outlook F[BIFTIF T #51m FA Web WmEAER , NPRERRA A& _ ERNEHTF RN 4. BdREHER
FinNBEEM , TS EE REC Citrix TR , IWIMER P ERE BIFrItERE.

AUEEBBIT URL 265

HTTP (XX AEHiN)
HTTPS (R&MIXAEHTNY)
RTSP (Real Player)

RTSPU (Real Player)

PNM (|HAR Real Player)

202R Citrix Receiver REGEMN BRFHIUEEHRAEANES , NEFERRS N AFEFTH URL,

RE [P AISNAECHAERSH LS , BOAER FE Citrix Receiver FATFBRRE | EFTRE K22 RealPlayer
AR Firefox, Mozilla 8 Netscape HIZE /D—NEes .,

=z
1=

%% RealPlayer for Linux fVERE2. | 1§25 hitp//www.real.com/resources/unix/,

FEMAZP A B A RealPlayer ANYES B N EHIRSF2521% Flis B EE M

1. FTFFECE S wfclient.ini,
2. 7£ [Browser] BB EHATRE :
Path=p&1%

Command=#4

HA R 2NEa T BUTUHETERNESR |, 4B TAEERE AN TS URL KT PITIHRIR |, SEMT RS 28 A XK
URL., 40 :
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Command=%4

Hrp {22 RealPlayer AfUTXHATAEKE R , SRR TAEEER KL HEAK URL AT RATXHHETR | EEMH RS 25
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4. REFFFRINAIA.

=

SNTFXPAHEERE , AEEE TS RealPlayer \JHITXHAENBER. AZTEIEEITPIITHRTRERZ. Fian, 7£
[Browser] 884yeh | ALY Path & 4 /usr/X11R6/bin T3E /usr/X11R6/bin/netscape. Itt4h , AT MERESABHRFIRARIEE
ZANEREH., MRRIEEXERE , NEERA RN ET SPATH,

M Receiver k[F RS- 252K Fin N B E E (M)

1. #TFFBCE X module.ini,
2. ¥ CREnabled X EE & A Off,
3. RIFFRINLSLF.

FEH R ATA
H FOmFE Ctri+Alt+Delete 42404 -

1. HWEMPLE AR & TR R UL _E A3 Ctri+Alt+Delete 24,
2. EMNVECE S WEClient §B4ye , MNVHBACE UseCtrlAltEnd :
e True &K Ctri+Alt+End £%% Ctri+Alt+Delete 4B &5 8 FEFE LM,
e False (BRARE) FIR Ctr+Alt+Enter 2% Ctri+Alt+Delete &5 5 F2 L H .

{# 3 xcapture

Citrix Receiver A& — MBIV FBBFEFF xcapture , AT#HBEBNA FERE RHINIRS X SE_ERFES ICCCM F3EM X
Windows v f2fF 2 AT BT HdE. A eI RAME A xcapture BRATRATH4E -

o FIRMNEERRREXIY , HFEAFREEA (BEARTE ICCCM MSEHNARERF) SEERROPETHRNAREFZ S

XERNE,
o IEEKENS X BIAREKATERF xmag 2k xv Z A HE B

Min41Tf53h xcapture

SRR M/ opt/Citrix/ICAClient /util/xcapture 33% Enter 58 (E /opt/Citrix/ICAClient )&% T Receiver 8
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1. 7£ xcapture XHiEHEF |, B2 Fromscreen (WFH) . KRBT N+FE.
2. NATFESHEHT8ER -
e Select awindow (EE—1EMA) . BN IBEEFNED LS , RERERRPEE.
e Select aregion (GEE—MXIZ) . RIERIAAR , RESCHRLUEFER HIRXIES,
e Cancelthe selection (BUHIER) . BERAFARE. RERIAPRSARIEENIE , BdAM0T DEVETHEERE.
3. 7£ xcapture SHEAES , 8 To ICA (FICA) . xcapture IREAMBREK KA, , ROREAEMIREE,
4. TG , ENEEFO BN BREFPE RIS,

M xv EHIZERE AP KN BfRERF

1 A xvhEHHENHES.

2. 7E xcapture SHEHES |, #ady FromXV (M ICA) , SR8tk To XV (B ICA) , xcapture IREAMEREIG KA, , RRIE
e ISERHISH

3. HMSERSE , ENEEER O SN R E AN AHEG 4.

MIERE RN AR FEHIE] xv

1 NEEROPN AREFEHHEMAES.

2. 7£ xcapture XHEHEF , B FromICA (A XV) , R/FEE To XV (F]ICA) . xcapture IREKEIEEZEZN , FRRIE
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3. BERUE , BEEREE) xv .

B ENERA S
REHANA HDX Broadcast Bzh% FIREFEEINEE. Citrix BIXEKILTIAES HDX Broadcast £VET e hBELE & E .

HATMERTEE. WELREUTE RETLLERENESOERRERRE , APt NELERHERE, B3 HDX
Broadcast Bah%& FinEFMEREDNEE , Citrix Receiver A UG EISVERESNTTRESE | B A PEMEERIZ NS
i

ERSF S ERANTEEE  BPRTHE T TEMEE AL T/E, Citrix Receiver B Z A SXEMERRISE , ERIEH
EENEERFBUEEERSRA AL, WRFEHTAFASHRIE , MEBSENERTRET LM AR R—MERER
HIXPEAE, MNRAFARLEHMBE N AR , WAKHTESENER. A RREEMEREMERNSE,

EOMBIUT |, Citrix Receiver §%4F 30 MBS AEMERMTITNRE , IHNERMEZRZIREITZXR.

BId AccessGateway JEHRT , ACR RATH., ZEFLEMBEER | EENENTERSFME Fus L ERASETEMIEE , 3
AccessGateway H{TACE.

B XELE HDX Broadcast Bah% FunEANERAINER , 1§28 XenApp 1 XenDesktop 344,

MRSV St

AE AR HDX Broadcast SARAI FEMEThAE | AINAEROALL T BRPRAS.

JEF3 HDX Broadcast &I SEMINBESE , AR ST R AN AT 2 MRNEETE , BN SSER IV BARFRNED. 5
W, LR FEFNEEN TR EMIKER , MUENEMEBER XN , BLEFRSER. SVUHE , $EHEA
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RVERNER. WIREAREFR 25 MRKINERFE , REFE—RARENNE (BUAK 180 #) k=uEER. R
KB EMRETAEINEE | B3R FinEINERTRER R E T,

R BT HDX Broadcast £i&A[ et , A TARBEMNBLAGE KR 1494 454 2598,
Citrix Receiver f PTLIEBE =IRG8 E. BXRFEMEE | 155 1Y XenApp #1 XenDesktop 44,

Important

HDX Broadcast £iEF M FE (FRARMKKE) ERSX_LERS—MhaE , B@EAR MY, 28 AM<EGERE 2 A HDX
Broadcast &VE A SEMETNBE,

HAXS AR

AAXSRRARSTRFR M T AT DAY A M ARLEXS A TURABR AR E ., HEARXT AR AT IELEXS ARG NN RFRFF &
RERRE.

=z
=

ETNAE{XAE XenApp &% XenDesktop 7.8 (BRESIRA) EE{THSETRE. AT , ERLTERRE.

EERANThEE |, ERITUUTIRE -
1EX 4 SHOME/.ICAClient/wfclient.ini g [WFClient] 854> |, %N B RelativeMouse=1,
X R RLLTIRE | (BARFFEANES) , EESKHIBRE.

He7N
BXRBREXRARNBENE Z SR, | S5 & 0A757 AR AR .

TRUEINRE , EPUTRUTHR4E -

BN Ctrl/F12,

ERNEEE |, EEIRIR Crl/F12 DRSS RTESHU B SR FinEd (EREMN RN , ARPRE R SR FintaftvE) .
EERThEE , ERITRUTRME

B Ctrl-Shift/F12,

KERAREERN , e XMLTEE.
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Iesh | EEEXT RelativeMouse {#FAAITE :

e RelativeMouse=2 #E&VE & QS E b S A ThBEF B HIBE.
o RelativeMouse=3 i B, BUEFFRIFIIAEL TUERA.

RERBE GRS FARNANTAURHRE

RelativemouseOnChar=F11
RelativeMouseOnShift=Shift
RelativemouseOffChar=F11
RelativeMouseOffShift=Shift

RelativemouseOnChar #1 RelativemouseOff Char {5 FFH{E1E Citrix Receiver TR ] config/module.ini SZEEA
[Hotkey Keys] T34, RelativeMouseOnShift #1 RelativeMouseOffShift K{EIRE E(F FHHRS Y , 72 [Hotkey Shift
States] k%I,
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e SOCKS RIERFHFHLEAIERFE (WRATEMAIERS . HTTPS RIBMRSH/® TLS BEARIFRSSS) . ATRUME
FAAIEAR S 25 S BR B PILE A \ S AN 35 3518] | FF4LFR Receiver SAR$-28 2 [EERE. Receiver 373F SOCKS F1R £ IR
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o {EREHEREM (TLS) PRI Secure Gateway =X SSL Relay fiRiRAER., IFFTLS 10F) 1.2,

o [fkdE. PR AR AT DURSE B ARt it Ais O ek BRI BURBET .  7E(E M Receiver Y , aIRELITT KRS S5 PIFERILE
IP #uhEBR ST ZISMER Internet bt (RPRIZEHBAEAEHR | Bk NAT) AIRIERETACE , IR ACE SN,

BEARIERS S TIEE

RIPAR S 25 BT IR B A Ss 1B ubila) , FE4LFR Citrix Receiver 5 Citrix XenApp 8% Citrix XenDesktop 3B 2 [B]f1ERE.
Citrix Receiver 3#F SOCKS 1Y (FEMF Secure Gateway #0 Citrix SSL Relay) . Z&AIBHMIF Windows NT FTifl/ L
(NTLM) S45IE.

FTIFRAIEZEELS R4, Trusted_Regions.ini # Untrusted_Regions.ini fR&IA4“Auto” (B3f) . “None” (o) Fl“Wpad &8y,
MREFE(FASOCKS”, “Secure” (R£) s “Script” (JIA) Y | EUwIEXLSUHFAM IFFRPIRINFABZER,
EE

BRI ReER  FERATLS.

B Re IR S SH TER

BIEERE N E RS ARIRRNET |, SHEERNEAT X Windows NT Fifl/Ig (NTLM) SOIFRSE. tnRtpnY e
B, T EEE A E R A s TR U AN{E ALt X
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NT LM ZHFESREER P& L% OpenSSL JE libcrypto.so,  Linux RAITHRANFIEE ML E , (BREE , Wl IEFHEDF M
http://www.openssl.org/ 3T F#k.

5 Secure Gateway 8, Citrix e EHET B gk
AT Receiver 5 Secure Gateway Bk R EHETFTZE (SSL) PR EEMIE—HE, Receiver XIF TLS MY, TLS ({EMELRS
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t) & SSLUMXERFIIAREhRA . EEXRM T2 T¢F/MA (ETF) fE%E SSL IR AERTT RS 5 , B SSLERA TLS,
TLS B RHMFH[IHRIE. BIRRNEFHETEMRE , KRB BENRe, FLAR (AEXEBFER) TK
B/ TLS SRRESIREEN TS, XLARRBEZSRERRIEMINE , F140 FIPS 140 (BXFMESLLIEARAE) . FIPS 140 2
— AN INEARHE,

5 Secure Gateway E#&

AP “Normal’ ifﬁ—tjz Relay (k) #EUTER Secure Gateway , k24 Citrix Receiver 5 %25 Z [BFE S 44
LB, yu%q’— Normal ) XA Secure Gateway , 3FH A i8I Web Interface #H4Ti%E#E , MIAFEEXT Citrix
Receiver BHTHTACE.

Citrix Receiver {f FB1E1Z1T Web Interface RS g5 LA BCE MR BIEIEZ ST Secure Gateway IS8 B XA Citrix
Receiverft B IERFGZFHFXERMEE , S Web Interface 3044,

MREZLMRPIIRF LTI T Secure Gateway (I8 , WFATRALE Relay” (P4K) 10 T{E M Secure Gateway fRI#, Hx
VRS | 55 XenApp (Secure Gateway) 3044,

WREA“Relay” (k) 183K , Secure Gateway fRE-23 Y T—MRIE |, FFE VIS Citrix Receiver BHTACE A REF A -

e Secure Gateway fR%#HITLRELIFE (FQDN),
e Secure Gateway JR&#1is0S. EEE , Secure Gateway 2.0 lRAARIHF Relay” (h4k) =K,

FQDN RIAFS L AT =AMA AL ERSY
o FHl&
o AN,
o TRERIS,

40 - my_computermy_company.com £— FQDN , R AE#XFE EH.4 (my_computer), =& (my_company) FITi
38 (com), FRIENBATREIRALE & (my_company.com) @ H FRAIRA .

@it Citrix SSL Relay $HTE#E

ZIMBILT , Citrix SSL Relay {#F XenApp AR%-25 £/ TCP g 443 3Ki##1T TLS T2 MBS, SSLRelay eE| TLS i&E#HhT |, 4
R BIEB R EERmTIRS 2.

R SSL Relay BLE F{RNT 443 USMIEAGEA |, MAREAZIEAF AR O -SHEEL Citrix Receiver,
ATAfE A Citrix SSL Relay SRIRFERL B FTHIBERS

o EEAT TLS WAFRESRSRZE
o 7E XenApp AR%255 Web fR$-23 8] (JEIT Web Interface)

75 KECEFEA SSLRelay RMRERGLLMEE , ESM XenApp XA, B XK Web Interface BLEAFE A TLS MNEH1E
, I Z %) Web Interface X4,

EeEFBR TLS
A PO 7E [WFClient] ZF 4 p 7sin DA Be BB SRS HIRES i TLS UMYX BIRRA -

e MinimumTLS=1.0
e MaximumTLS=1.2
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XERIAE , EARETIIL. ERIEFEAEXLE.

AR TR EEhAEF , BMEBUXLE, MREERE) selfservice 8% storebrowse JEE B T XEEE , NI killall
AuthManagerDaemon ServiceRecord selfservice storebrowse,

EE : ARRAR Receiver for Linux 25 1E4# A SSLv3 H1Y.

S$F TCP %4 , Citrix Receiver for Linux 335 TLS 1.0, 11F1 1.2 ARPAFZRLE, Receiver 5 XenApp/XenDesktop z [E]f]
TLS 3&E# :

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_RC4_128_SHA

TLS_RSA_WITH_RC4_128_MD5

TLS_RSA_WITH_3DES_EDE_CBC_SHA

+F UDP %3 , Citrix Receiver for Linux 323 DTLS 1.0 AR AT #5584, Receiver 5 XenApp/XenDesktop Z [B]#) TLS i&
¥

e TLS_RSA_WITH_AES_256_CBC_SHA

e TLS_RSA_WITH_AES_128 CBC_SHA

e TLS_RSA_WITH_3DES_EDE_CBC_SHA

R PR & L RARRIE

BEATLS , AFR& LFERRRIESD , 7REERFFED LAREBMARYAMESR . BABAT |, Citrix Receiver STHFA
TEH,

UEH R A
Class4PCA_G2_v2.pem VeriSign Trust Network
Class3PCA_G2_v2.pem VeriSign Trust Network
BTCTRoot.pem Baltimore Cyber Trust Root
GTECT GlobalRoot.pem GTE Cyber Trust Global Root
Pcs3ss_v4d.pem Class 3 Public Primary Certification Authority
GeoTrust_Global_CA.pem GeoTrust
DigiCertGlobalRootCA.pem DigiCert £ HtR CA

BB ER PIRE _LRFARES |, BN AXIERMRAMMARIES. BR , nREREREMERMANA , N
DIAMEB IR AMREURIES |, IR HTRESI A RE L.

EE : Citrix Receiver R3ZFFBIT 4096 {uF4EH,  WMIRHEREPIMAAADRARIERM BREB UK RS EPAKE/NTEL
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EE : Receiver for Linux 13.0 {FBA#IE &M c_rehash . RS 13.1 B E4hRAN{E ctx_rehash TR |, tnbA T 08T
{ERRUES

WMREFTESNEPIMA M INA B A A PR S EEN RS ZDERHITRAE |, EAR T RBAR TIRGE , ARERM
StoreFront & Bl JE.

1. #KEX PEM REAARIES.
R | ARIEABIHARANES |, B openss| SKAFE A CRT #NHIEF 44 A pem XX,
2. DREFEHRMHBMAFSH (8% K root) BUTRUTIRE
1 X EHIE] SICAROOT /keystore/cacerts.,
2. BITA T R4
$ICAROOQOT/util/ctx_rehash

fEAFIERES

305 StoreFront fRSS-28 FTUiAIR S FTE BANEB LA BRED , EFEREPEIEBUSHFEERAF , BEAPTUTS
1%, SAJSE N StoreFront N A JE.

1. ByhFRER PEM #& N EREH,
IR ANRIRAE AR SRS |, 5 openss| STAFEF CRT ARRANEPEE# A pem T,
2. PREMRHBMAFSH (8% R root) BUTRITHRE
1. ¥ HEEHE) SICAROOT /keystore/intcerts,
2. ULERHERAFPSMHEITA TG4
$ICAROOT/util/ctx_rehash

JERERE R

Citrix Receiver for Linux XIFZFERERE RS, MRFANARS Z5F0 Receiver SAERERYIF , NEBERTTASKHILAT A
%

e Smart card logon authentication (EBBERERSFHIIE) . FADWEERFTRT Citrix XenApp JRE-25 %t PR TR HRIE.
e Smart card application support (BREREMBRFXRF) . AWIFERERNCAMLBRFHRAMEERRE.
FRERMIEMREMIEEHE , MBEIRARESHIIERIBE (61201 TLS) FH1TEH.

EXIMBRERITF , AT &HE -

BRERIZRHBNEEMNNBREF LIRS PC/SC TRk,
IR FE R TN SR RIS,

WA PC/SC Lite B/{4AD,

WM ERFFELT pescd AR | AREFREMER PC/SCARIESERAF A4,
1E 64 LRG|, 64 {u 32 (ZARASH libpscslitel BB AIMIFLE.

BE : RE(FARA SunRay 2.0 BRE SARASIR S 2584 SunRay & , MRZR % PC/SC SRCOM bypass 4, , i #44A
] )\ http://www.sun.com/ T,
BRERF 2 LECEERERSTFHNFEAEER , 1§25 XenDesktop #1 XenApp 344,
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FA Pt = AR FAFE A,

BT NetScaler Gateway y&# = AN R

1. $5EEH IR MM NetScaler Gateway URL, FJIUBIE AT AR Z —BATHIRE
o EX{ERBMRENAAREN , RELIREERMK AXHAEEFHA URL,
o DURERBMREXAAREET , o] URT S EH %R > K > Rk URL
o MREIEIT storebrowse €SEIIESRE | EHEHSITFHA URL
Z URLFERE M AEE N AR JE (3 MEFERE) -

o EEEE| Receiver EHEINSE— NN ARJE | B{EAKIA https//gateway.company.com,

o BERIWFENHMIE , BHEMBIUA hitps:/gateway.company.com?, EFEE , & URL HIREZUNIRSRAERE R ; 18
MIEZ URLFAEE = (FSFH) . MREB storebrowse EHEIFEN ARJE , ErTREFEAE storebrowse 4
AXE55]#E URL,

2. ARG |, (FRENA RS, BRNTLSMERIZNARE (BEMX) . FXESRVEARERS |, ESH

NetScaler Gateway 3X#%4,

SHRIETRE BB RENEEmMNN BREF.
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FoAth[a)

EEALE AR

wfclient.ini BLESE R

PAC 148 R

Hibstz

o [ Citrix BEARSHFFRPI TR X SHTER

ZEH(R)
FEATRELIB R AT E R,
Windows Media Player Joi&i% i Lesg sS4

Citrix Receiver A]EI®H GStreamer #fiff , TLAMEE KRR, XEE LIBRSEKEMEX. FREXRKREERNE
HAEMIER EEAE—NMEL. NPITRE |, BASERE SR LB R—MERMEIE , 5 Windows Media Player 7%
XHENERIRE, ESVEPERE IR E RS RN , B Citrix Receiver #B28 , ALt , fR$F2[FEREMAETK
SRR E,

FELHIERT , REHEIEREFAE Windows Media Player FRFUHE3N , B EAIMARIG LRt , I ETRERMHRIK
Xt

RS BRIERINAIE | SE B RERRNETHEBRRM , BPITAUTRE

1 B ECE LR “SpeedScreenMMAVerbose=0On"# N $SHome/.ICAClient/wfclient.ini (2561) B [WFClient] #8473 .

2. B E NI REh B BIIRFEH S350 WFICA,

3. RSB AER AR

4.3 (TEIREREH ) SERKIEHFIRERCIRE MIME 28 | s E DR N SR IERK MIME 2880 (6i2n“video/x-
h264.7) .

5. 4iEE S0 MIME 2817 ) SICAROOT/config/MediaStreamingConfig.tbl; , 7£“"5 MIME 28y [EFEA?”, X
FER AR,

6. X5 RILEEREUMHAREARENESR (ER) HIR 2-5,
7. ¥E 3R MediaStreamingConfig.tbl 4 & %% 7 ME—28 GStreamer fEEHIEBITEH.,

FEE AT AEIRA) MIME 258 f5 &3¢ GStreamer FFE1 THERD.,

BIAEMERR E AN RIRE R E=Th

5 Windows fR%252B3LEHN , R BIRH A “Connecting to server..” (IEFESRFI[EIIER..) JHEMKINEIE , BEAER
JREREEREN , BARERE AR H[EER PR IRVFATIE (Client Access License, CAL). BXRFATHIFAMER , ES RV
A RA T,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.51
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SR EMMERRE R RK

MRSEHERRIREST Recever ERMRE , NEMERARTEENLKK. XEBHTRSSLTRRERRHTIEN.
IREBFIEERM , Receiver BB MANMABMERE. BN , RE[IEEXUMGEKNBCRE B —MFSE , MRHLAE
KRIERFENITERRE. B , MRMFHF LNATRARFNARE , WEBEZMERBATRELKK.

IRICA(E RS 27T Internet ZFRIEER S 25

Citrix BIXEFEMEHEE DNS (BERSF2R)  UARERITRERZINMSREHR. MRAEE DNS , NeIBeTTiER RS
IRBFRAENTN 1P MuAE, S, ATLUEBID IP ik (MIERFR) FEEMSES  (BIFEE , TLS ERFRTLRENRE (MF 1P
Hht) .

EEE I B /R “Proxy detection failure” (RIEAGIMNIKY) FRiBE

MR EFRCE AE A B IERN |, (B8 EER B R “Proxy detection failure: Javascript error” ({RIEASN %k K
Javascript %) SMEIEE , ¥ wpad.dat STEEHIFE] SICAROOT/util s, ZfTLT 44 , H hostname J3iiEiE2Im
REZZENAL :

cat wpad.dat | ./pacexec pacjs FindProxyForURL http://hostname hostname 2>&1 | grep “undeclared variable”

MRKBRGSHL |, WAARS 25 LM wpaddat XHFETERB , FEHTRE. BREB/R assignment to undeclared
variable .” (BB XFHANEE.) Shdmd  NaTRBERRRE. FTH pacjs , At PIE SN TERUTERRNEX
HIRERRIN—AT , Hep . AZEA.

var..,
LV EEREEE

MRENEFEEHINRAREA B3 | Linux RAZFRRIBENE T4 RINBERT BETF AR, EfRIRILIAIE | EIE1T— M4
Ja&F , #lan mad (ETHEM) 3 haveged (kB Magic Software)

KRR BITiInRE
BRIE—ANBEITUO , EE SICAROOT/config/module.ini BEE STA4HRMUT &R :

LastComPortNum=1 ComPort1=
BEREFAEZ N HITEO , WEFE SICAROOT/config/module.ini BLE XHFHRMAT LA -

LastComPortNum=2 ComPort1= ComPort2=

JEZSENPS

ATREL BR—MERXNEIE |, FEH E B SEMRIERSBEEHNEIINGERR". BEZANRAELSER TSRS
o, B

o AMITENALTAE T EATTA @A TLS MXET.
o TABTEMNAE YHIEKRE FYmiE BT, 1S XN “He% sk “BEsKiR {4t Citrix/Aut hentication/Certificate BIEF.
o Hiftha)@l,

BIR[A)
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M AFSBE Fwh 2

KR BN (BREA) RERT NS BN EEERE LSRRI REAmOER. EEE LR EURIEF R
RARBEIBGSF RS RS W, REE VDA F¥RE 2B T8 A7 3k , FERREEE ARSI AN AREEEE
i, X11 (Linux/Unix BIFEFRE) MANR BRI AR —BothatE RER A IE.

AL B |, Citrix BIXEE RN BRFLH S RREFIRDSHIRET L , B, S5 vsvnc B RN F—W%s), EH
Linux B ANEF ZNEM , BARURTEAER Fin LERRNERRGUREERRE D EES. XLERS AMARRTE :

e X11GPURE
o {FHHASEIRZS

X11 GPU BtE
SF Intel S/ERIFE |, &K 20-intel.conf {1 xorg.conf.d FEIE—NMEESUTREKISH :
Section "Device"
Identifier "Intel Graphics"
Driver "intel"
Option "AccelMethod" "sna"
Option "TearFree" "true"
EndSection

X+F Nvidia BIJE , i67E xorg.conf.d XKk HIEEEEMELE K ‘MetaModes SN . ST HHERKENLUE S5 FHH
MetaMode , ERMATAS :
{ForceFullCompositionPipeline = On}

g :
Option "MetaModes" "DFP-0: 1920x1200 +0+0 {ForceFullCompositionPipeline = On}"
FE AR Linux 5 & BEBARRER xorg.conf.d #8412 , #il40 /etc/X11/xorg.conf.d 8% /user/share/X11/xorg.conf.d,

EEHE
ﬁﬁHU—an e
e Compiz (#x A% Ubuntu Unity &) ., FELRIE“ComprizConfig Settings Manager”,

1z17“ComprizConfig Settings Manager”
EEA > EET , SR UEEEREFEO”
FZE : “ComprizConfig Settings Manager*{§ FIBTRAEHE |, F R E REAIELE RS B3,
e Compton (MNEIKAFERF) . AXTEMFEMEE , E2 M Compton A TIRERE/XA. fi2n , FiE1TA T 64

compton --vsync opengl --vsync -aggressive
TR ARSI ISR AR

MRFEARRBIERRE , FEBRSBREMATREALE, EXFENT , MEEMERNREXNNAR, FXEERE
KIVE(EE , 7§55 Control keyboard behavior (3558 1TH)

Bt E AN AL FELIS

BHEAN , FLFOEESLIRENINEOCE , SR EESL, ERRLEE , BFREOEESVRIES T AN
{RERHIE DB HIE R,

Bprsr st
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Receiver (A& AT AZHMEABIRRZNE OB , (EXLESRFHFAS X Inter-Client Communication Convention (X &
InEIEEAE) TEHRE.

RAESTENERRAM

1. FTFF wiclient.ini BLE ST
2. 1£ [WFClient] p54mtEL T4T : UselconWindow=True
3. RIFFERIIAS A

HEILEAR AT Tt [R) L
MRHARHI G S REMARANN , MATELETAR, TN R EBHRENRERAE , FMIITE,
FEARE

1. FTFF wiclient.ini BEE T4,
2. £ [WFClient] S AT 72— -
CursorStipple=ffffffff (HNIRMREBE ER)

CursorStipple=0,0 (¥XArEE AE)
3. REFFRINZF.

RREBBINGEAE

BRSNS L EREON , IFEQEOTREARGAREIHAL. XE# X Windows RS S AERESERNKEM
RRME. B EE , FEAREIBEERERAESHARRE.

ERARAF AR RNAGIREZL

ERZIRS N, AAATROEEREA 256 @R,  HERmiEE IR 43R @R | (N AR FREBIRE EXiAGRME | L
AR E B RER .

BX AR IRIE AN AL HSAR AR 1T RO 5 0 @ARSK = A S ERERNINEE. Tt NBIEE E AR EF Bk | 1B ikt
BRI IER S, ARREIURA | Receiver B IHIRE A @AREZURE | HER LS E T — XK EER.

RE_LEBOEREEFR

Receiver 33T REF#HE M EUC-JP 8 UTF-8 FRH4RAD , MARSSNIERM SIS FR4RED. Receiver TUATEX LT FFEZ AT
i, EAMBRRSFLAFOXHRELERS S LERAMRGFHIMN |, TRESSEHINGERE-M, WRBIELR
Iy REMEEFTIANS TN EETH.

BEEEZ N BMSER— I SE

LRLSEMAEZ N LA | BT UERGSTZ ERS B RITHIER -span, BT ZER , AT RLEE L ENR
BIR.

BT Desktop Viewer TREAINEE , BAIMERAUSERASEFSETAZ AN , BIENARZBRSME BIRE I,
BXREMER  FSRIETH AR,
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BT  TXRATESHRAERTORNSE (BRERAMKEOFKLSIE) , -span JTTE[ER.
- span EME AT :

-span [h][o][a | mon1[,mon2[,mon3,mon4]]]
R h , WAHELE stdout it MR TIR, NRICATEERERE , MFRE wfica,
MR o , NAEFAKTEEEECMHNETHEM.

TE BV REALERE. REEERTHENEOEESN , 7ERE. SEFAMNIEATESIATL , FEKR
BRI , WITEEFHR., RBEETERSERMRIE.
R a , Receiver Bl G2 —MNMERTA KSR T BRI,

Receiver {BEH AR -span EIRE ALK RFMSHT IR, ERARMEADEREENE NS , AP MEEFRHEXISA LA
METHRENSR , ERANMETEERES £, T, £, HasrEs.

ARAKIERE 0 , whica KA _NET_WM_FULLSCREEN_MONITORS jHENE R BHEFPIEKMNMELORR (ARZIFFL
TheE) . BN, BERRT IV ERRIEKRTHNG R,

AT RAE AT a4 SR\ & F B S B B SHHAThie

xprop -root | grep _NET_WM_FULLSCREEN_MONITORS

WRIEEwE | RARIFAIEE. MRAZS  JeRE— M EREEMEH. ALER -span o,
N HTREBEZ M ERSNSE

1 EGSIRRTAL , B
/opt/Citrix/ICAClient/wfica -span h

APREYRITER R NSRS R mHE) stdout FF , RJFIRH wiica,

2. EE XSRS .
3. TEMAIRRFAL , B
/opt/Citrix/ICAClient/wfica -span [w[x[y,z]l]

Hepw, x, y Mz 2L 1 PRGN ENRMS , ERAME w B, BIEE—MFER BN ; AN MEw M x i
BIEEMBBA LANATARNENSR ; FAEMEw, x. yMz i, BEEXEE. T, £, HAGHERS.

BE : 350 selfservice BB aF1ERE Web Interface Z a7 , IE X WFICA_OPTS &8, At , §miBHACE X4
(EE T SHOME/.bash_profile 3 SHOME/.profile) , FEEFRM—FTHRE X WFICA_OPTS &A=, #i40 :

export WFICA_OPTS="-span a"

BEE , WIRESCEX XenApp 1 XenDesktop £E =4 5201,

FRE 53N selfservice B storebrowse , NASABIREEEhWEHE , DUEFIMNZAEREB AN, FEI AT oS Mk

%

killall AuthManagerDaemon ServiceRecord storebrowse

HICERE £ RSB AE RAHN 7R FFaH thaid

HIREMRE R R Fin RS A RERIER , A BEREREERT BG4S (Bl Alt+Tab) |, BURK &S KX
R 5545
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EfgRI A , EFER Ctri+F2 R XARABEREDRE  EEER PRRESERA. fEFRAE £
$ICAROOT/config/module.ini 3% TransparentKeyPassthrough Bk & . ¥ REEIEREDNRE , BETEEEETE
All_regions.ini AR MR E KBS 1CA XHF.

WA
£ Windows VARSI HER | SHERNS R B/RFEAR DN 525

wiclient.ini FEA T RF[EK s NBEECHEE. XESBAMNYBREFIZT. ERARSSHE-ZPINAEER , ES
% Set up server-client content redirection (RERZH-FEHNEEETH) .

TR E R BIRES , N EEHRARIRAREF A

i Firefox F1 Chrome 4} , FTRER RS HAMIN SER I TECE A REERZIE KM RIR.  aRET Web Interface #HTi&ER , N
ARAIE)HH IR IFRM Web Interface T, (BAEZHIEE S#EX R E ENEIARTIE RN , TR RERTF ICA X
.

ALE -5 Web Interface £5&1F FIIE RN 25

V(s BRI SE , BETTENERFIRE MIME $3E2EE | DUBFENYE251E2) application/x-ica MIME 25U ¥iiEak
ica TR, SICAROOT /wfica BEfBE R TS BN FIFE 1T,

TRAE AN SR E BN ST 25

ANRAEFHFE Web RSE2FENIEZE)M |, E7EE1T setupwfc B , WEMEAE BROWSER , PIFSE AT WS A IR 12 504
78

FK7E Firefox F a2 Mk FBFE FINE A kY
KB ICA i,

ICA #5147 Firefox FE /5 , BREMN AREFSEEREB.
SRR ICA S,

H A8

AT REE2IBE NS S A AR,

FKABENE fR 55252 B EFE7R Receiver XFI&TE

ATAE A wiica 72 FE R R AR 5528 A X A LEVE G S KB (A],

B syslog REUCKMAEE. , ERER 6 I SyslogT hreshold A INEIRLE L4 [WFClient] B3R, XK B AMELRA
LOG_INFO X E 5B E BEIERThEE. SyslogThreshold BIZRNEH 4 (=LOG_WARNING),

B, B{E whica BiHBAXRIRAESNR | VER{EA 6 B PrintLogThreshold 7% [WFClient] &84y,  PrintLogThreshold
ZRIAMEH 0 (FLOG_EMERG),

BRECE syslog AR | E S HRE RS,
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BHECE R ENBRER

wfclient.ini F A 5 B #NITE All_Regions.ini FEXT KB , SHEFZREAGEEM. LS, wiclient.ini THEFAH
[Thinwire3.0]. [ClientDrive] 1 [TCP/IP]ZBA R IEN B BFVIRAE canonicalization.ini P X NKELE |, TR EABEE.
BXREMEE |, 1555 SICAROOT/config B # All_Regions.ini 1 canonicalization.ini 324,

ZA TR BB T A B R A0 N AR R & 2 [e) &L

MRERAHNARFFEVEHTHH , NS ZonH RN ARFYEN , ANARFIESER (ERERERHEER
RTNRREFAS) . EXFEAT  FREESHHMANARFIENSE T XRMEA , XFEEEEIEXBITIHAKNA
RFAERKINARR B XA .

BRRRILRE | 5 LLERELETIRSITIRO KN B ; 2RE VUCP HXBUE , I AREFIRE R RESREE —MIESC
. XEBIE TR BEBUR T AIRIERSE.

JoiE B 5h Receiver

R Receiver k23 , FFEB/R“Application default file could not be found oris out of date” (¥XAEIN FBFEFERIA LK
XHETH) BEE , BERTEERRIEME NFMEALE ICAROOT, R4 Receiver RiREIFEIMAMVE , MR EATE., B
iR R |, Citrix EWHITUA T IREZ— -

e } ICAROOT EXLATKER,

BERERBIEMIENT ICAROOT MEAE | W NRIRRIE/G3) Recever, MRMNMBRAFRIAE , METRERIERTE X
ICAROOT HEAE.

o ¥ Receiver EFRETIZNMAGIE. BXELRU Receiver KEZE | ES M TEF%EE Receiver for Linux,

WNRIAHE Receiver RFIBNAGE |, BTEE M d< A& /opt/Citrix/ICAClient 5 SHOME/ICAClient/platform B3k,
KRB RE A XA R

RGO BRI EAERMASRMANIRE , BRORASTIRENERIER. a0 , KDE HAEHEIMEM Ctri+Shift+F1 %]
Ctri+Shift+F4 BB SERE 13 B 16 Z AV, MMRIBEILFEE , FZAATHRRAE

o G FANEEHARTUR — AR SRR S 2 in i S, BN , ERHAERT |, ZOAK Ctri+Shift+F1 B2 AR 525 v
BAE At+Fl, ERHMFHERICE NS AAMEE S | 1§ EH SHOME/.ICAClient/wfclient.ini ) [WFClient] &84 1A
T8 : WiREA¥AMEEA S Alt+Ctri+F1RRETE Alt+F1 :

e 3% Hotkey1Shift=Ctrl+Shift {4 Hotkey1Shift=Alt+Citrl,

o G FNEHREEMARASEHRARIMS . XA SAERME, EREEHFEN | BT
SHOME/.ICAClient/wfclient.ini i8] [WFClient] Zp4 , 3§ TransparentKeyPassthrough A 1EFE.

o EFECERMEIES | FHAALLFAZAREAS.

7B )2 FAE Croatian 484
T FEATRARN ASCIl R ER & B B4 Croatian AERL7 RITAZ AL,

1. 7EABRYBCE SO WFClient BB843eh | % UseEUKSForASClI &% True,
2. % UseEUKS WEA 2,
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FABEFK Citrix SSLSDK 8% OpenSSL hi A4S

BMAEIEEIZITH] Citrix SSLSDK 8k OpenSSL KIARAS , ATRMEAA T 45
strings libctxssl.so | grep "Citrix SSLSDK"
AT A#E AuthManagerDaemon g% PrimaryAuthManager _Eiz1Titd5 4

AR Fip LR RERE

EREX EEREMNER |, FEH wicientini BLEXHHHIATRE -
KeyboardLayout=Japanese (JIS)

BARFER P LA ABNT2 G4

ZRCEXT ABNT2 R AER |, WEEH wiclent.ini BRESCHFHRIATARE :
KeyboardLayout=Brazilian (ABNT2)

B R AR IR T T 1

M SICAROOT/config/module.ini {13 R P 1EFRMECR RS 255 /3.
EEACERR

MREMERLFBRENER , TRESHI TR,

E_MISSING_INI_SECTION - Verify the configuration file: "..". The section "..." is missing in the configuration file.
(E_MISSING_INI_SECTION - FEREXH: ... BLEXHPRD.75B5. )

BB M EgmiE R E TR,

E_MISSING_INI_ENTRY - Verify the configuration file: "..". The section "..." must contain an entry "...".
(E_MISSING_INI_ENTRY - EREREH: ... “.BoPaas«.”4H. )

FCE M EgmiR R E IR,

E_INI_VENDOR_RANGE - Verify the configuration file: "...". The X server vendor range "..." in the configuration file is
invalid. (E_INI_VENDOR_RANGE - K ERLEH: ... BLESHPH X fRS2RENFEE.." T8, )

FCE S X RS FMEAEECHIR. FS5 Citrix BXAR.

wfclient.ini B E4E%

MR K IEHALREE wiclient.ini, RIATAESHEIILTHAR.

E_CANNOT_WRITE_FILE - Cannot write file: ".." (E_CANNOT_WRITE_FILE - Jo3ERT£: ...)
RAPERPIRER 4 ; BlanTTHE ).

E_CANNOT_CREATE_FILE - Cannot create file: "..." (E_CANNOT_WRITE_FILE - FoikfliE3c4: ...)
B TR BE R tH 4R

E_PNAGENT_FILE_UNREADABLE - Cannot read XenApp file "...": No such file or directory.
(E_PNAGENT_FILE_UNREADABLE - J5j%iHl XenApp 3C#F«...”: Toht3crekB%. )

— 8B —
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Cannot read XenApp file "...": Permission denied. (FCi&iEER XenApp 3C#“...”: BRMIELE, )

IR S EMES RN RIRR , (X RIBEXREK XenApp XHEARTTH. 51E View (fLE) gachi%iE Application
Refresh (NFREFRIF) DARIFE A A EREIIER , RAREFSXARIZARIR., MRZERNAREE , BFRE ZEERSEA
T EME |, PAROXEIARECSE ST AT 5| AR XenApp 3CH.

PAC XX tH5ER
MREREREERAIEBSNECE (PAC) XMHEERIEAE , NEKE TR,
Proxy detection failure: Improper auto-configuration URL. ({IB4iN%¥: B3hECE URL RIERA. )

1N 2T E i BT Tos URL 2688, B9sRA http// # https:// , ANIFFEMZER, I ERCAB B URL 26
BUFHER.,

Proxy detection failure: .PAC script HTTP download failed: Connect failed. ({{IB4M2: .PAC JIZ HTTP TRk M:
EEAM. )

KRERAWMAT ERNEFRSGEIE. MRE  FEIBIFER. WRAR , FTRKPARSS , HHEER.

Proxy detection failure: .PAC script HTTP download failed: Path not found. (XIS .PAC JHiZ HTTP Tk
W RAEIREIR. )

PR 28 EARFAERTERI PAC U, BTEIRS <8 L PAC XXt , BREEHACE NS,

Proxy detection failure: .PAC script HTTP download failed. ({32405 .PAC fiJ& HTTP TE &M, )
TR PAC RIS AW, EEINERIEA.

Proxy detection failure: Empty auto-configuration script. ({RIB&NKKB: BNEERNAEAT, )

PAC XHAZ, HIERF A/ LER PAC U , SBREEFACE N .

Proxy detection failure: No JavaScript support. ({{IR&MN%KM: A~33F JavaScript, )

R PAC ATHATIC B, pacs IAICHF, EEH %K Receiver,

Proxy detection failure: JavaScript error. ({{IE&MZM: JavaScript %, )

PAC XXt EIE TLH) Javascript, EERSF R LIER PACH. FHESFREE A,

Proxy detection failure: Improper result from proxy auto-configuration script. ({CIE&NZM: IEBShECE A K
SRR ER. )

MRS FHFREINIR AR KA. FERS [ BRIV, SEEHIENEES.
HAthdx
AEBFE T FE6E A Receiver IAJREH I EME WARHEE.

An error occurred. The error code is 11 (E_MISSING_INI_SECTION). Please refer to the documentation. Exiting. (i
WERR. 8 RAESA 11 (E_MISSING_INI_SECTION), &£/ =m3Ay. EERL. )

MASATIZIT Receiver B, BLIBEE R BIREBTE appsv.ini XA ARIKEIGS1THIEE MU,
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E_BAD_OPTION - The option "..." is invalid. (E_BAD_OPTION - &I “...” Jt3. )

W BRAD S

E_BAD_ARG - The option ".." has an invalid argument: "...". (E_BAD_ARG - &I “..."h B THSE: ... )
PR T TS

E_INI_KEY_SYNTAX - The key "..." in the configuration file "..." is invalid. (E_INI_KEY_SYNTAX - BC& 3 #“... K

FEEX AT X MEF/ANFEEEHR. B HECEX .

E_INI_VALUE_SYNTAX - The key "..." in the configuration file "..." is invalid. (E_INI_KEY_SYNTAX - Be& X #“... "4 K
B«.”Tt¥. )

FCESAF I X RS F[MNBEEECTIR. FE—HECEX M.

E_SERVER_NAMELOOKUP_FAILURE - Cannot connect to server "...". (E_SERVER_NAMELOOKUP_FAILURE - JCiki&EHZ!
I8 |

TEMEMT RS 25 B FR.
Cannot write to one or more files: "...". Correct any disk full issues or permissions problems and try again.. (Jcik
BEAN—AMREA: ... EE B SR ESEARRER , REEK. )

BREESFERE D HRASASREE, MREMEE , FFUERLE , HEGVIRRIERHERIRIE.

Server connection lost. W EFNE#EIFE L. These files might be missing data: "..". (JRFEIEEEL. WEINEE,
KRER, XECHTEERRDBEE: ... )

EERTE I ERIURMRIB R AR,
[8) Citrix HARSFFE IR X SHHEE
INRFE(E Receiver BBZIRIM , ATAEREMBAIII HRMSUIEE. LSS HBLEAN SIS IR B R AR

Bz|a,
K155 Receiver B REIZSHIEE

1 ERBBFHRN utillurdump,  RIEELFLATFITIPREN R (WA TaE) HILRBR RIS,
B 2 R — ARSI E R A | HeP AR IRAAMER . Receiver BUE SLAHMMNA MR & R BMIE,

2. FIERIES Citrix ARZIFRD )87 , BREXHTFESBINEEE.
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Jan 05, 2017
T#&FH T Citrix Receiver for Linux £ 4 1T5%K.

N .3
YA =N

AT PUES 8 -2, -help B} -h %I wfica B storebrowse ZEUSHF K.

wfica

BEMEEM , AFTE wiica FRAHAHR , MITHMHATEES.

BRITHHRIE

WEEHEE BRI E B SOEE.

AR EHEMRSK U T, TEETHAREE B E EE.

e T B RESC .

TERE .

it

-desc iitHA

-description 188

-desktop 44

-file connection 3144

WEERRPRCCE. HERER R A ERE R module.ni 3T,

REZANE PmECEX M. HREERFR PERE RN widientini 3C4,

-protocolfile 344

-clientfile 344

TEL TR BRI E BR Citrix Receiver (EABLFR (A name 36E) . THMABFRAIRE
&R, {BANR(EA Sunray "%, NEHALFREIRE BIREH MACHIE, XK
ICAClient/wfclient.ini i ClientName &B &= , M@id & -clientname name 434
EERE.

-clientname & #g

BIRHSEIR. -help
BIRIRAEE. -version
BRI S FRF R, -ermo

WE Receiver TR MHME. XY TRE ICAROOT MEAE, -icaroot B
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TR RN AR FETE FRIksh2R R 8HTIREK UNIX B1Z,

SRR, e
BRBHBEECR. -keylog
WESWELTSH. -geometry WxH+X+Y
REHGRE. -depth<4 | 8 |16 | 24 |
auto>
BEGMSRT R, -span [h][o]
[a | mon1[mon2[,mon3,mon4]]]
FRETARENELR. -private
FRXZEEENECK. -shared
FEERRMBIE A AN BAREFFRTFRTE, -param FF &

-fileparam unix 12

2 AS=SHOME/tmp) , IMIAREZNENRENFELFERMNER, BEESLEN
DI EIARE (RATNTERAXIRET) .

RREMR ;4. -username F 4
ERANELATR -password ZFL

SRR ERTR ~clearpassword "J&& 2"
eI -domain 3,
TEEWIATEFF. _program F2
TEEEFERMVMBIEFER. ~directory B3%
THEE. -sound

KAEE. -nosound
WEIEFRHER. XERNTXMA As=path /& , K path TIBEMEZE (f] | -divemap F1¥E
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1R VtEA #/iE

-L. --launch FEEEIEFHEINEAMRIFNEIR., HETE G5
5Pk hRIEMEE., SHAREFHE¥AL , Rt
ERIMERENSE.

-E. --enumerate | W2 BRI, ZHABREIREHR, BIRBHRMEIFRASH

s, FJRAMER --details &5,

S, - FIHITER IR, ANBRTIRBIR. BIRBFRAMRIRAI S+

subscribed k. ATRAf#E A —details &5,

-M. --details EEREREKEAHNAREFNEME. HERHE HrpF a3z B ITiAIATT storebrowse

5-E5-SiE — NS, GRS EFEEEEX N AEER M. WRBTXFEN , MGtk 0.

M. A0 : Publisher(0x1), VideoType(0x2). BT LAt ERR (6
SoundType(0x4). AppInStartMenu(0x8), 0, f 512 &8 0x200)
AppOnDesktop(0x10), ApplsDesktop(0x20).

ApplsDisabled(0x40), WindowType(0x80),
WindowScale(0x100), DisplayName(0x200) #1
ApplsMandatory(0x10000),
CreateShortcuts(0x100000) AT A5 -S. -s #0 -u &
&FER , MTRNNRREFAIEESRLE.
RemoveShortcuts(0x200000) FTAS -S ¢5&1EF
AR T B S8 % E.

-v, --version ¥ storebrowse HIIRASE AZIFR AR .

-h, -?. —help %4 storebrowse I, ER R B IR R AR FO B BE R

U, -usemmame | KAFAZBARSES. 5 StoreFront 55 AR , MUK SERECEA

X35 HTTP BasicAuth , BRI ZRE XL

-P. —-password | KERL{EELRFER. .

-D. --domain BBERLE RS 25

-r. -icaroot 64 Receiver for Linux L3R ER. MRKIEE , WAEEITIRAEE.

-i, --icons PA PNG /& IR B EE Y FAFEFEAR , FLA/MNR | POLICY_DESC_ID best 2% A& 00 <RIR

5 -Egk -S 1% EIBid best 5k size S¥FERE. ZFR>.png HIEIRR.
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. IGFEET best BU, RIS B LIRUWIA | ROLICY_DESC_ID size SHiigh WxB ,
NREEIER. TIVSHERSSCANBIOER | R W RIRERNTEE (FRERRER

K/lv. POLICY_DESC_ID best 2¥ZERTHMEN | &, Bt , AF—MEIEFEE AN B2
FROBERNEN  TUMUMALE. REERE (B, §OBRNGH) . B

e e RW, TRUEBMEEE B MRATER , WA

MIRIEIE T size SH, MERMARIENIMIE | gty MEmers = HEGAHELR. 4

ERERR. BRI % h <&IRE FR>_WXWXB.png.
EXFFEAT , EFRERELE - 3k -S EUR B
FFEIRRHE.
-u, - WFEE N A JEFEUBTT RS € N RIR.
unsubscribe
-s, --subscribe | 1TPIFEE N FEJE+ HITEE TR, R E(EFAAREH Receiver , Program
Neighborhood Agent fR%-28 ERIVT IS =
.
-W[r|R]. - BNEERCHMITFESINAE. r AR FEMERTBEMTNAE. REH
reconnect [r|R] EETAENMEEIFRAE.
-WD, -- W T A 4va. ST ia e Bl IE Z AMALE.
disconnect
-WT, --logoff EHTAESE. NI Sa41THsE N A G 2 [BHAE,

1. -liststores ¥4 2250 StoreFront A/ JE , B storebrowse A
PABX AN RS, XN AlERIEEE
ServiceRecord RIFFIFMEN ARG, M4, B4
%1& Program Neighborhood %53

-a, --addstore BHNAEE (BRFEEMIXANESIEMEER) | BRENAEHENTE URL, 1REK , NAH

FRFICREARERF. EHE—KHER.
9. - FNEERFICREEEFFEMNONABFERETA | LHLSXANTER :
storegateway mx. Jutil/storebrowse --storegateway "<ME— 3<%

R>" < RS JE URL>'
BE WML FRVINIETS E R F 7 & Y

KIRSF,
-d, --deletestore | BUHTERSICREEBEFFIEMYAREIE.
¢, - FERFFRE 1E StoreCache.ctx PEMEHKIEBIRSN. | /~f5l : storebrowse --configselfservice

configselfservice | U RE. XAMSERER A . MR{NFHELRE , U | SharedUserMode=True

AR ERLE. NRGAEE , NAER%E ~ ~
RERE, BF : LEAEBEAKNE, MEANES

SRR EAS (7£ StoreCache.ctx ) HIX
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R \BA gﬁﬂﬂ , (E ST 6 R K.
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K, - 22 1I storebrowse [F&AEFHFE. S I SR T I
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EE : pnabrowse SKFIREFC A |, (B{NAEEMIZIT Web Interface (¥ Program Neighborhood Agent it , DASREUAR S 25 #0
EEGERMIIER , FAFREERDEBIEIR. Citrix AEREXT StoreFront iz R JE{# A pnabrowse ; &3 k1{E B
storebrowse, storebrowse A IZ R i A\ S AN R ERRIENE, -U. -P # -D %31 R 865 Program Neighborhood
Agent S REEEER.

pnabrowse KR ES M AITEE BIERMARF 5. AIESEETRLA

o XenApp IRFEFMIBFR , STROEI -S A -A,

e 1317 Web Interface FIfR%25/ URL , X$RZ2%0 -E 70 -L,

pnabrowse SKAFEFFIR BIFE/RARINERKR AR L& , 315 XenApp AT &R
% | i

S | FIHARSRS  —RFAE —1T.

-A | FIHER RN RREF , — N BRREFE—1T.

- 5-A%EFA, TRTREKSEAGHNAREFEXKEE , MBS Publisher, Video Type, Sound Type,
m | AppInStartMenu, AppOnDesktop, ApplsDesktop, ApplsDisabled, Window Type, WindowScale I Display
Name,

- | 5-AZEER , TEFRERNSERMHNARFERNEENENS]. WEHFE -3 (1-1023) , ZSHE

M | 5SS BT MEERAN : Publisher(1), Video Type(2). Sound Type(4), AppInStartMenu(8).
AppOnDesktop(16), ApplsDesktop(32). ApplsDisabled(64). Window Type(128), Window Scale(256) i
DisplayName(512),

-C | BEANEEIR -A JBES , KA | XEHFATIEE R Fins | LiEERIE AN ARFNTEREREE ; 6
m, NAREFATR. NERSS. EASHE. BReRE. TMANERE. XL/ : /tmp/xxx_Lica,
/tmp/xxx_2.ica , H xxx [ pnabrowse FFRHT3HEIBHFEARIAT L.

-d | 5-LESERMIERE XDG £EX .
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- | TR -A B P EER R BE TR N AT EANE A3 kAR, IR[E xpm 8K .png XX, RAREURTER
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-f | TR -A B PR C R A TR Citrix XenApp SLAR & 7R,
U | EE—ITRAA  BTERFESAIERS RN BRI,

p | FEE—AER , AT RAAESARERSFNS BRI,

DA %532 43t Citrix XenApp (Program Neighborhood Agent) Services Zhag , ATRAREIRTS XenApp #1 XenDesktop ThagLE&{E

A

® | B

]

-D | ¥8E—1ME , BT ER 81T Web Interface RS- 258k2 1T Citrix XenApp (Program Neighborhood Agent)
Service KR S5 25 IS HHIIIE.

-E | AR Citrix XenApp M2 A C KM ETIR.
MRERBISE -E M -L , STHFRRE—MEREEYR. KARFMEAL , TR EERAFEITIRS.
STEMEIR , NTEREERE AR ERL S , BHSIS5EIFEHIRT R
LR RREIEEE & N AR B NEER RN B REFR.
XK hRrEIRR ) & N TR BMEXNEIES ) Program Neighborhood 3Tk,
KA VARRFENE.
EFR : xpm AT EIAR S TERE 1R .

-L FEEEERIINEAMRIRENLFR. WSEAA Citrix XenApp F /22028 A RIFRKIER. RERTEE -E
L, TP HRE—MEEA Y. KARFHEAL , TR FEERAIFETIPRE.

N FEE—AER, RS EIREEER | (EA TR HINAY , IRG A 238 FHER
E_PASSWORD_EXPIRED,

-P FEE—NER , ATFER B TizT Web Interface BIARS-288k1=1T Citrix XenApp (Program Neighborhood Agent)
Service KRS 2R IS AL,

-U ¥E—NMHAFE , BTERAEIEE1T Web Interface RS 2581z 1T Citrix XenApp (Program Neighborhood
Agent) Service HIRS 25 IS A EKIE .

- W R R TR TESh VB HNESRE,
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