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‘@ Devices

o Mo b & @

m FII.A;H:HIH Mic & Webcam Keyboard Security & Privacy Advanced

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device (optimized or generic) and policy restrictions.

Learn More
Device Current Connection Redirect to Session Virtual Channel
g . Local hi Poli icted
Apple Inc. Biuetooth USB... il lire olicy restrict
Video Local machine
- -~
Apple Inc. FaceTime HD C... Remaote session 4 ; Optimized
Generic _ e g i
aDconnexion SpaceNavigator -°¢3 Machine edirect eneric ~
Storage Local machine -
Western Digital My Book 1230 Remote session 4 Optimized
Audio Local machine
Microsoft Microsoft LifeCh... Remote session Y) Fed Optimized %)

When a session starts, connect devices automatically
When a new device is connected while a session is running, connect the device

automatically
COM Ports
COM Port Device
COM1 None ¢
COM2 None <
COM3 MNone 5
COM4 None v}
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o Security & Privacy

General File Access Devices Mic & Webcam Keyboard Security & Privacy Advanced

Smart Card  Privacy

These settings allow you to control how TLS is configured for secure HDX
connections.

Compliance mode: None

oo

Crypto module: FIPS
TLS versions:  TLSv1.0, TLSv1.1 and TLSV1.2

Certificate revocation list: Attempt local cache and network check

Require TLS for all connections

~
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Restore Defaults
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Mavericks Z B OS X BRARN 2373,

FAM Citrix =54
TRIE T 5A&ARAHR Citrix Receiver for Mac 323 Citrix =5 (ARABNBARA)
XenApp XenDesktop StoreFront VDI-in-a-Box
Windows Server 2012 R2 :
e 78 78 36
e 77 27 35
. 756 76 30 54
o 75 _ 2.6 53
25
. 71
Windows Server 2008 R2 : 2 21
e 65
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PUF N4 28 5 AR AN Citrix Receiver for Mac 3% :
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e Mozilla Firefox 22.x (EXE ShRA)
e Google Chrome 28x (B ESIRA)
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e 130 MB 7] & (8]
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https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.11



ViR FAFER , TAEM Web XY 280a].
o ERZE Receiver :
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BXREMEE , BSM Citrix TETEm_LH3CE NetScaler Gateway Plug-in v3.1.4 for Mac OS X (El Capitan Support) (G&RT
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Citrix Receiver for Mac X355 XenApp 8 XenDesktop 37 A TiEdE :

e HTTP
e HTTPS
e |CA-over-TLS

Citrix Receiver for Mac U TELE :

X+F LAN g% X T REANRIE R AME &

Citrix NetScaler Gateway :

o 111 (B¥E VPX)

e 110 (fF5 VPX)

o {F A StoreFront Services 2% Receiver for Web ik £ i) e 105 (A#F VPX)
StoreFront

o {FH XenApp Services ¥ Web Interface 5.4 for
Windows

Citrix Access Gateway :

e Enterprise Edition 10.x (f13E VPX)
e Enterprise Edition 9.x (f#& VPX)
e VPX

Citrix Secure Gateway 3x ({¥5 Web Interface ¢5&1F
)

A x{#F StoreFront B3 Access Gateway i NetScaler Gateway K52, , 155 5% Access Gateway 2k NetScaler Gateway
R4 K StoreFront 3T,

SH%iE
X$F-%|] StoreFront fi%E# , Receiver XFA T SMIIUEATL
Receiver for StoreFront StoreFront NetScaler £l NetScaler %
Web ({#Rix Services ¥4 XenApp Services Receiver for StoreFront Services
WEy) (A<#) Y (AHL) Web (H%52%) YR (A<HL)
EL = =
e 2 2 2 2
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**ZAF OS X 1010 HEAERETR , WIMZE /D& OS X 10.10.2,

5$FZ| Web Interface 5.4 fiE#E , Receiver X3F TS BAE 7%
7EE : Web Interface {FARE EXR T NBH T 2SS HRAE.,

Web Web Interface NetScaler ¥ Web NetScaler ] Web Interface
Interface (j% | XenApp Services ¥451 | Interface (j¥|%3%) XenApp Services ufim
i)

Ef P
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F4&% Receiver for Mac 12.2
FFEREFELE Receiver for Mac

M Receiver for Web £33 Receiver

M Web Interface &R FE&EEE Receiver
#%[%& Receiver for Mac

E7e

FA AT BUBI AT 7 7% %03k Receiver : M Citrix Web 3s%e% . E13hM Receiver for Web 3 Web Interface AR {# FE T
WD K (ESD) TARE.,

B M Citrix.com =23 :

o M Citrixcom B EH TEuL R FKER Receiver i) Receiver FT A AR RURI M B FHME AL (MAERRSZF URL) SKIRE—1
MK, Receiver ffiE - SEEFHRHE SSB% M NetScaler Gateway 8%, StoreFront JRE-25 , SATFIRRA BRIk TR,
LEINEERR N E TR FHBAFAIMK ~ &0,

=z
1=

BXERKAFARIEREAC KA P& LXK Receiver WA .

o 1R Receiver &M Citrix.com PASMKSE s (5120 Receiver for Web 35 i3) TEHM , NAAXE X {ERKA PRITE TR T
MR & L.
o WRME S EERE Receiver , E{E A& BIEAIE.

M Receiver for Web 3 Web Interface Bzh%3

o EX{EM Receiver WA A LUET A MRS 2% URL B R BE & AR EK S,
{6 AR Fik445 & (Electronic Software Distribution, ESD) T A &3t

o EIX{EM Receiver WA P AIRS 25 URL SRISLEIK .

Fah%3 Receiver for Mac

FFERAM Web Interface, RILALZaE M Citrix Web skex (BI3IED : http://www.citrix.com) ¥ CitrixReceiverdmg B #
TEEIA PR ERLIK Receiver,
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2% Receiver for Mac

1. M Citrix Web 3t iR TEHRER I Receiver RANH) .dmg Xt , FEEFTIF.
CEEARE L SR,

. TEARNERE L, STk,

. BEREESF TN RK.

CERFEENTE L, BERE,

AR & N\ EIE R A FNERD,

o b~ w N

FK % Receiver for Mac 12.2

FFM Online Plug-in for Mac 11.x #7H4%. tAJRAM Receiver forMac 11.3, 114, 115, 116, 11.7x, 11.8x, 11.9x,
120, 121, 12.1.100 #THEK.

Important

ShareFile &£ A0 M 11.8 fRASFH#if%. R 2% Receiver for Mac 5 ShareFile A5/, , NFHERASIRRE T3 ShareFile & FRFEfF ,
DA AR AT PALRES 7 () AR I AR R

X TEREFALE Receiver for Mac
XtF{E B StoreFront KERENSTE :

o RAEMUERIRIR Netscaler Gateway Fl StoreFront U4 = FiXLE=R#EIABCE NetScaler Gateway 1 StoreFront
3. ¥ StoreFront SIBHIE R XM MEIRFHMFF , FEBH A FfE%R ST Receiver fGaNMA A& AR AT Frtb B &3
#.

o {EAFRAERIIHMNEERE , ATBUBKIA A NetScaler Gateway B URL, Z1Rf&4% StoreFront (A ATRAECE T
ETERFHMFAIM AT, U] I8 5 R N F Bt

o F—FIAREIR StoreFront XA ATIABLE — Receiver for Web ¥hm., BENF AR FHK Receiver, ijj[a) Receiver for
Web ¥ AR M Receiver for Web RE T E& XY (BEAFE , ARHEHE) .

S+F{E 3 Web Interface fIERE :

o FEHAH Receiver for Mac 12.2 fi] Web Interface S5 |, 541 A FHLK Receiver AL, B0, sTAfEBE RS E A
PIRRRENRE |, DU AR E D FEFREIRFThRASH Receiver,

M Receiver for Web ZfZ Receiver

AT UM Receiver for Web #528 Receiver , DARf{R F P AE= R AN ST 2832 Y FFE F 2 B2 %3k Receiver, {&B)) Receiver for
Web s , AT RUEE Web T[] StoreFront &/ ARG, 205 Receiver for Web 3 iR #MZE F Fi%&H Receiver KFEA
IRA , RGEAIRRA A TE LY Receiver, BFRFEMEE |, iS5 StoreFront 3C#Y,

M Web Interface 53X fE#HBZE Receiver
EIhEE{E T35 Web Interface ) XenDesktop 1 XenApp hR4s.

A Web TREERE Receiver , IR A FIEE A {E A Web Interface Z BT T Receiver, Web Interface 12T & i
KIMFNFRZITFE , BTRINATLUEHRLE Citrix 2 FunEiBAE R FHIEF |, KE3ISHA A EREIETTE.

AT Pt AR B I A2 ACE M FE FA Pi11R) XenApp Web S qBF B 30IZ1T.  413R Web Interface &iNEIA ~i%H
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R Recever RtF 2 fa , AR TR AL R REAEN AFEFFHEMH

ALE USB EEM

feE LA St

BcE CEIP

A& N FAFEFACAT - M IREHK XenApp FNREEIEMELE. TSNS EFHm SN A FREEE XN AR FRA.

eEERSES — REBMRSEN | AR AFER AN Receiver B AR EVT N AFEF.

A& StoreFront — AU —LEN FIRSE | XN FARJER 42 XenDesktop ¥4 M XenApp I MR EFN AR |, FPRX

LRI EAE i, DMEEX AT,

o [ FIEIK FEE — MAFREREVREERNBREFNEmMNIK PN ERER. EXREEH |, BROnFank
EIK FEARIAGR.

o WRAA A MSNBRILIITIERE (FI20 , AN Intermnet SLRAR U B TIERE) |, EEIT NetScaler Gateway AL E S #%
I, BFRFEMES , B2 Netscaler Gateway,

ALE USB EE[A

HDX USB X & EEMINEER USB REEEMEIAAEE , SMAREETER USB &% . #4120 , BTG NEIREN25E
BRI AT EAL , FFNEINE AR EITE N AR FP iz shas . ELERIE , AT RME RRDIERD AR | BIEE
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Managed Win10 SIN Desktop
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Apple Inc. iPhone
| Wacom Co.,Ltd. STU-430

Cancel Connect
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A B D) NG oroh6

3.ERRERNERSE , ARRInEE. WREERRW , WEBR—FKERHEE.
4. FEETERME AP REREER L, K USB REKRAE USB HARTIIH

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.19



Devices

) mE & = e O

General File Access Mic & Webcam Keyboard Security & Privacy Advanced

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device (optimized or generic) and policy restrictions.

Learn More
| Device Current Connection Redirect to Session Virtual Channel

: = Local hi lirect Poli tricted

Apple Inc. Bluetooth USB... onloe edirec olicy restri

Video Local machine -
Apple Inc. FaceTime HD C... Remote session Y) Fachrec Optimized
Generic . R — i
3Dconnexion SpaceNavigator -°¢8! machine ire eneric -
Storage Local machine -

Western Digital My Book 1230 Remote session e Sptitze
Audio Local machine -
Microsoft Microsoft LifeCh... Remote session Y) Fed Optimized

When a session starts, connect devices automatically
When a new device is connected while a session is running, connect the device

automatically
COM Ports
COM Port Device
COM1 None ¢
COM2 None ¢
COM3 MNone v
COM4 None g

5. % FEMT USB WEMENIBIESE! | Rl @FS L.
6. WP BR—&KIHE. BEAH USB REEREIGHAE
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USB Devices Detected
Click to connect the devices to your session.

{E AR USB &%
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EARVETEMERE RGN 2598, FIEFEER SR MR A S KRR E T E X imH S,
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MR RIE.

Reconnecting...

Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
to stop.
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Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
1o stop.

A& CEIP

HE CEIP B MR WELBIRFBIAER 7 REHRR 23 E8EF) Citrix,  ATRAREREA Receiver i R eMFIE R FRKE
W) CEIP 25181,

R
2/ CEP R, 3§ EHNEE TR Receiver for Mac lRAMRIMEE. ; (N EEK—ik., mIMEEXT Citix EEEBHE , BAXEA
MR P EANARRAN A BB R, ESNEZEA CEP B EF—Ik.

RER CEIP, RERBFSS | FRITATHRIE

1 EEERFET | EFREMMERL.
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4. BEME.
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o Security & Privacy

DBy b = e o

General Accounts File Access Devices Mic & Webcam Keyboard Security & Privacy Advanced

TLS Smart Card RHINEWY

Customer Experience Improvement Program

Help make our products better by joining our Citrix Customer Experience
Improvement Program. Learn More

o | agree to send anonymous data and usage statistics to Citrix for the
purposes of product analysis and improvement.

No, Thanks.

Crash Reporting

° | agree to send anonymous crash report data to Citrix for the purposes
of product improvement.

No, Thanks.
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1. £ XenApp 8k XenDesktop fg%5-25F1 Web Interface JR%5#5 LiRE SSL Relay , ARIREUFIRE M FHIRSZEH. BXF
=8 , 7529 XenApp 1 Web Interface 3244,
2. ERAFPRE L RREWARIES.

A PR & EREARIES
AERRF TLS #) Receiver SIR%- 7217 , RELF TLS SMRBERS , AR E_ EARES T IBER S FEH_LAOTE
FBAMAHAE L MRS,

Mac OS X [T #) 100 MEKMFEBIRIES , MRERERHEAIES , A RUMEBMANMFIFERIEHZRES A
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Al , LAk EEREASNA AR LRERED , MARILAF#HTRE , SERURTAAALRNKRBANE, "AFE
ML EMAESFRIERARME] Mac OS X 4At &,

BHERRINEAR
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2. FEFINER SHEES , AR R B AR EEMU TR —
o Bk (UEPRUERTYHRTAF. )
o ARG (EPEATEREHHMER,. )

3. BEHMHE".

4. FE KT NEEPRANE , RERTTF .

MIEPRIREEEEe |, AtBA T SSL W& FimAl{E A SSL HE N AR FE .

KT SSL RH&

KEBNBNB57E Citrix Receiver for Mac 12.0 3T SSL 34 ICA A FALER SR B XM=E, KaTABCETE Citrix
Receiver FRTF ICA EHRNFLE SSLIRE,. XURIEAERFPRATER ; BROXLRIFEMLIEIT Receiver IR E _LiE1T

D
e,
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YA =N

AR H A A ETR SSLRRE , HIA04 1R OS X AR% R H AR aNR & EIRMRIR T AT HINT

SSL R BIEATRE -

SecurityComplianceMode, AR ERTESMAET, WMEXREE SecurityComplianceMode , FIPS ¥ FB{EZNAE. It
REMEAEEE :

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.46


http://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-9/secure.html#par_richtext_5
http://docs.citrix.com/zh-cn/web-interface/5-4.html#par_downloadfile_d4e7

e None, EHHERAEMMEBREI
e FIPS, {#fH FIPS inzztie
e SP800-52, 3&#I{#EA NIST SP800-52r1 &#iiE

¥ SecurityComplianceMode & & A SP800-52 :

defaults write com.citrix.receiver.nomas SecurityComplianceMode SP800-52

SecurityAllowedTLSVersions., iR ETEE MMM RARIN M TLS YHGRA. HAEERESIARTIR , STIFTREERHT
ZAE, MREREEFHRE , 8 TLS10, TLS11H TLS12 ¥ FA/EZAE. WREHIERESIE

e TLS10, ¥5REAVHERK TLS 1.0 MY,
o TLS11, FEEAVHERM TLS L1,
o TLS12, #5EAVFHERM TLS 1.2 MY,

¥ SecurityAllowedT LSVersions & N TLS1.1FTLS 1.2 :

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

SSLCertificateRevocationCheckPolicy. IINBERTRABE Citrix BR$2SRNMBSHRIE | IREK FIHRE SRS S Z AR
SSU/TLS iR AT LM, WREREHHER OS X & it =@ SSL TR AVERRIANA X RHEE B v {EAREH Y
B,

FERERERN , & AInRERSH[NEBREAERMH. FESTRAIFNEBBMHIIREE. a0, TR FiRicEAR
KEHAMIERSIER , WA UEEARRGEAMMMEIERS R, o, T EBRENSIECE AR BERIET FiAIE
PRMIIRZ A AFRAER.

WFRMAEFIER (CRL) KEEEMERMAE IFNELINEE. CRLAEE AFEE AL INEPFAANZIETHRZE R 2 DNS
AMRESMEENBHTSIER (FEIHRMZAIIERN) .

R ERERERE

e NoCheck, ABUTUERMEHIIRKE.

e CheckWithNoNetworkAccess, PITIERBEEFIRAE, (MEASHIEPBRITIREME. FIENRSBHLZK. ITH
#5 SSL Relay/Secure Gateway AR %525 /RIIAR - 2 iEPIAIESR Y , BFIEBRESIRHAAEE.

e FullAccessCheck, BUTEPBEHFIRKE. FHAANMIERBIIREEMFTEN AR, XTHEAR SSL Relay/Secure
Gateway R HRIIRS SHERWIERY, , EHREPREEIIRIHAEE,

e FullAccessCheckAndCRLRequired, PUTIEPBBEHFIRKE | BIR CARSL. (FAAMIEPR BT REENTEN R A,
BB LERIER BRI IEEE EE,

e FullAccessCheckAndCRLRequiredAll, HYTUERM4ETIRKE , BFEIR CA. FRAMIERRHEIIRGFHEIFTESER.
BB BHERER BRI E EE,
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AR KR E SSLCertificateRevocationCheckPolicy , FullAccessCheck % F{EERIA{E.

¥ SSLCertificateRevocationCheckPolicy 1% &4 FullAccessCheckAndCRLRequred :

defaults write com.citrix.receiver.nomas SSLCertificateRevocationCheckPolicy FullAccessCheckAndCRLRequired

ALE SSL 5mg
BT EITEY LA E SSLRE | 57E Terminalapp #iz1T defaults €54,
defaults 2RTRTHM. ZwigAMiks OS X B plist XN R FREN G ST BREF.
BEYRE , FPITLATIRIE
LITF AR > KATA> i,
2. FE i, BT a4
defaults write com.citrix.receiver.nomas
Hep
D ERRERETR.
: ATARRRERIIIFX | -string 2% -armay,  MREEFRECATRE , N AZRR LI K.
DRENE. MRENES, FREREETEME , MAERTER SRS ME.

&40

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

EFRAROABCE
BERREEEEHIOAME , BRITUTRME
LTI AR > RATA > %",
2.5 RIEH BT T a4
defaults delete com.citrix.receiver.nomas
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defaults delete com.citrix.receiver.nomas SecurityAllowedTLSVersions

FRAFPRAARETSMRE
BCHThRANK) Citrix Receiver for Mac (RR4s 12.2) #5| N7 SR EMBHATIEERIGRDIGE , HPEE !

o YHTREMECERFRE., EFRWRAT , ERSRMAXRNEENTEAEZERGST | SRR XNRE
WEIEIFE R, JNRAREHTIR , XXt T ARBREMAE KN E R T 7 AN A PR,

o EFE TLS k. Citrix Receiver for Mac AAFEIRIE S RFE TLS IRAKIRS SEANER , HESAERTIERKND
wEIL, B BHEXNMAREEDEA SecurelCA, IS, WATIEF AT TLS EEAMRS 2HEH,

Wit AR LSRR EIE TLS WP T LA FHEm
o WEAHEN

o FLE MR

o EFRG Y TLS kA

o EFFRBIHFIER

o XHTHE TLS EHEBARE

TENEA T AT R PR E VIR T2 SRR E
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General File Access Dwicss Mic & Webcam Kayboard Advancad

Smart Card  Privacy

These settings allow you to control how TLS is configured for secure HDX
connections.

Compliance mode: None B
Crypto module: FIPS B

TLS versions: TLSv1.0, TLSv1.1 and TLSv1.2

Certificate revocation list: Attempt local cache and network check

| Require TLS for all connections

' Restore Defaults
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