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Devices
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General File Access Mic & Webcam Keyboard Security & Privacy Advanced

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device (optimized or generic) and policy restrictions.

Learn More
| Device Current Connection Redirect to Session Virtual Channel

: = Local hi lirect Poli tricted

Apple Inc. Bluetooth USB... onloe edirec olicy restri

Video Local machine -
Apple Inc. FaceTime HD C... Remote session Y) Fachrec Optimized
Generic . R — i
3Dconnexion SpaceNavigator -°¢8! machine ire eneric -
Storage Local machine -

Western Digital My Book 1230 Remote session e Sptitze
Audio Local machine -
Microsoft Microsoft LifeCh... Remote session Y) Fed Optimized

When a session starts, connect devices automatically
When a new device is connected while a session is running, connect the device

automatically
COM Ports
COM Port Device
COM1 None ¢
COM2 None ¢
COM3 MNone v
COM4 None g
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USB Devices Detected
Click to connect the devices to your session.
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Reconnecting...

Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
to stop.
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3. BRERE NI,

Create Policy

= Select settings
Studio g
|‘ 1
(&l Versions) - | [ Session Reliability b el
Settings: 0 selected View selected only
Settings
U 4 Machi F Session reliability connections Select
i Computer setting - ICA\Session Reliability
sumrary Not Configured (Default: Allowed)
P Session reliability port number Select

Computer setting - ICA\Session Reliability
Not Configured (Default: 2598)
¥ Session reliability timeout Select
Computer setting - ICA\Session Reliability
Not Configured (Default: 180 seconds)

Cancel |
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1. J25} Citrix Studio,
2. FTFE P B ShEHER RS .
3. BRI E NI,

Create Policy

B Select settings
Studio 9
1
l [All Viersions) - | [ Auto Client Reconnect - e
Settings: 0 selected View selected only
Settings
U 4 Machi F  Auto client reconnect Select
e Computer setting - ICA\VAuto Client Reconnect
Summary Not Configured (Default: Allowed)
F  Auto client reconnect authentication Select

Computer setting - ICAMVAuto Client Reconnect
Not Configured (Default: Do not require authentication)
P Auto client reconnect logging Select
Computer setting - ICAVAuto Client Reconnect
Not Configured (Default: Do not log auto-reconnect events)

} Auto client reconnect timeout Select
Computer setting - ICAVAuto Client Reconnect
Not Configured (Default: 120 seconds)

b Reconnection Ul transparency level Select
Computer setting - ICA\Auto Client Reconnect
Not Configured (Default: 80 %)
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Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
1o stop.
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o Security & Privacy
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General Accounts File Access Devices Mic & Webcam Keyboard Security & Privacy Advanced

TLS Smart Card RHINEWY

Customer Experience Improvement Program

Help make our products better by joining our Citrix Customer Experience
Improvement Program. Learn More

o | agree to send anonymous data and usage statistics to Citrix for the
purposes of product analysis and improvement.

No, Thanks.

Crash Reporting

° | agree to send anonymous crash report data to Citrix for the purposes
of product improvement.

No, Thanks.
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> TLS B2 & 3 2 B Citrix Receiver for Mac
TLS MR EFEBRFANLE

1. £ XenApp 2k XenDesktop fR%-25F1 Web Interface fR%#5 Li&E SSL Relay , ARIREUFIRE M EHIRS ZHEH. BXF
M{5E. , ESR XenApp #1 Web Interface 344,
2. ERAPRE LR EBHRIED.

£ PR E L RERIED
TESSAT TLS Y Citrix Receiver for Mac 5R$-28352 18] , 2RE(FE A TLS KBREBERTSE , APRE LV E T AL AR
& ZHEP_EHREBIMA AL 2 HFRIETS.

Mac OS X [T #) 100 MEXKMBEBIRIES , MREREMHEAIES , AJRUMIERMANAFIFERIEHZRES A
FREL.

AR , EBAREREREBESNTAARE LLRIRED , MAZILEAF#TRE | XBATREALANREINRE. AE
MELELNFAEREIRERZRINE] Mac OS X 4At 4,

BHERRINEAR R

1 WEBSEBRM. XEshEs AR HE RN RRERF.

2. FERIRERSHEIES , W EARt SR B RAF TR T &R — ¢
o B (EPBERTHRA,. )
o ALy (EPERTRE&EMAER,. )

3. Bl

4. FE KRB IPEAEP NGRS , ARBAE T,

REHRETTE | THUSMAT TLS B PHFER TLS MM AR,
KT TLS K

I RNBNB57E Citrix Receiver for Mac 12.3 ilid TLS 4 ICA & EACE L2 R E LMEE. TTABRCEE Citrix
Receiver for Mac F AT ICA EHMFL TLS ®RE., XLKREAEAFARETER ; FROXLERIK FELZ1T Citrix Receiver
for Mac iR & _LiE1T6 4.

=z
=

ATRUEE H A ETE TLS SR , B0 4iR&H OS X RS- HSBHMAE R & EIRMER A RiTHI .

TLS RIEBIEATRE :

SecurityComplianceMode, A% RERTEESMAEL, WMEXREE SecurityComplianceMode , FIPS ¥ F{EZNAE. It
REMERESE :

e None, a&HHERAEHMET
e FIPS, {#FH FIPS %24tk
e SP800-52, 32&FF NIST SP800-52r1 &t
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¥ SecurityComplianceMode & & A SP800-52 :

defaults write com.citrix.receiver.nomas SecurityComplianceMode SP800-52

SecurityAllowedTLSVersions, & E+EE M INEHABIN M TLS RA. HASERESIARER , IIFTREERE
ERE, MRKEBEMKRE , {E TLS10, TLS11H1 TLS12 ¥ AEEGAE. WREMIEAEIE

e TLS10, ¥5EAVHERAK TLS 1.0 /MY,
o TLS11, FEEAVHERM TLS L1HMY.
o TLS12, F5EAVHERM TLS 1.2 M),

¥ SecurityAllowedT LSVersions W& N TLS1.1FTLS 1.2 :

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

SSLCertificateRevocationCheckPolicy. BIhBERTRABGE Citrix BREG2SFAMBESHRIE |, IREK FinRE SRS S Z AR
SSL/TLS iEfmEkR e, RERSIER OS X B Finht=iiBid SSLATIHRFZAVE RN X 1545 & A Al {SARUEHIFAX
M.

FERERERN , B AR RERSH[INERREEEHMH. FESTRIFNEDBMHIIREE. i, TR FiRicEAR
KEHAMIERS IR , WA UEEARRGEAMMMEIERSR. o, T EBRENFIECE AR BERIET FiAIiE
PRMIIRZ A ARFRAER.

WFRMRAEFIER (CRL) KB R BMEBMA S IFNELINEE. CRLAE AKFEE AL INEBF AN ZIETHR ZE R 2 DNS
AMRESMEENBHTSIESR (FEIHRMZAIERN) .

W ERERERE

e NoCheck, ABUTUEPMEHIIRKE.

e CheckWithNoNetworkAccess, HUTIERBRHIIRKE. (UEAAHIEPRBETIREME. AN AXSEH2K. XTH
#5 SSL Relay/Secure Gateway AR%5-25 i /RIIAR S 2 uEPIAIESKR Y , BFIEBRESIRHFAEE.

o FullAccessCheck, PITUERBHIIRKE. FRAMIERBHIIREEIFTENSESR. X TFBEHR SSL Relay/Secure
Gateway R HRIIRS FHERWIESRY, , EHFPREEIIRHAEE,

e FullAccessCheckAndCRLRequired, PUTIEPRBEHFIRKE | BIR CARSL. (FAAMIED BT REENIEN A A,
BT LERNIER B RBIEEFEE,

o FullAccessCheckAndCRLRequiredAll, HYTIEPBEHFIRKESE , BIEIR CA. FRAMIEBBHIIRTFENAEN X =
BB BHERER BRI E EE,

=2
=

BRI E SSLCertificateRevocationCheckPolicy , FullAccessCheck ¥ FR{EZRIAE.
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¥ SSLCertificateRevocationCheckPolicy % & >4 FullAccessCheckAndCRLRequred :

defaults write com.citrix.receiver.nomas SSLCertificateRevocationCheckPolicy FullAccessCheckAndCRLRequired

ALE TLS 5k
FEEIEEETEMN LACE TLS & E |, V51E Terminalapp H1z1T defaults #34
defaults ZRTRTHM. wigAMikR OS X B plist XN AR FFREN G ST B,
BEYRE , FPITLATIRIE
LITF AR > KATR> %
2. R, BT T a4
defaults write com.citrix.receiver.nomas <name> <type> <value>
Hep :
<name> : FRAREREIR,
<type> : BTFARRIRBELBIMFFL |, -string 5k -array, MNRIREBXF TR , AT BRI £,
<value> : REMI(E. MRMENES , FEEIEET ZME , NAERTKAIRENME.

Bign :

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

EIRAECABRCE
BRREEEMHIOAE , BPITUATRE
LITF AR > KATRA> %

2. i, BT T &4

defaults delete com.citrix.receiver.nomas <name>
He
<name> : PR ERIEHR,

Bign 245
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defaults delete com.citrix.receiver.nomas SecurityAllowedTLSVersions

FRAFAARERESERE
TOTARAA Citrix Receiver for Mac (hRAS 12.3) #5| N\ T 2L MRS INEEFNIEETNEE | P E4E -

o WHTREMIERFARE. ARPRAT , FRSTEMBERXNRENEEAEZREAGST  S2ERLMEXNEE
WEIAEE ER s NAAREHTAN , XEd 7T AXRATEUE RN E EMIE T A AR A FIRR.

o BEETLS &%, Citrix Receiver for Mac A EIIE-SERRFE TLS MRARIARS 282 L AiEHE , HAbs S aEATEEMM
wEE, BN, B NARERCEA SecurelCA, W4 , WA UEZRT TLS EEMRS BEH,

B R R L HMEEFL R AE TLS R AT FI LA FHER
o REAAIER

o BLENHIELR

o EIFEYM TLS kA

o EEEPMHFIR

o XHATA TLS EEBRARE

TEGEA T T WA R REVIRIK T2 FFRFLRE
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General File Access Dwicss Mic & Webcam Kayboard Advancad

Smart Card  Privacy

These settings allow you to control how TLS is configured for secure HDX
connections.

Compliance mode: None B
Crypto module: FIPS B

TLS versions: TLSv1.0, TLSv1.1 and TLSv1.2

Certificate revocation list: Attempt local cache and network check

| Require TLS for all connections

' Restore Defaults
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