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2:[%) StoreFront T4,

M Web Interface &g Ff##0% Citrix Receiver for Mac
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1E%3k Citrix Receiver forMac 8tz fa . AFFIRAUTERESRT AT EN AfEFNLm -

ALE USB EEM

feE LA St

ACE CEIP

BN RREFALT - MRER XenApp FNEEIEMECE. T HEMRERFRENAFREEE XN BREFRA.

eEERSES — REBMRSE , AR AFERKA S M Citrix Receiver for Mac i~ RENT RN AR

A& StoreFront — AU —LEN FIRSE | XN FARJER 42 XenDesktop ¥4 M XenApp I MR EFN AR |, FPRX

LRI EAE i, DMEEX AT,

o [ FIEIK FEE — MAFREREVREERNBREFNEmMNIK PN ERER. EXREEH |, BROnFank
EIK FEARIAGR.

o WRAA A MSNBRILIITIERE (FI20 , AN Intermnet SLRAR U B TIERE) |, EEIT NetScaler Gateway AL E S #%
iE, BXREMER , 5509 Netscaler Gateway,

ALE USB EE[A

HDX USB X & EEMINEER USB REEEMEIAAEE , SMAREETER USB &% . #4120 , BTG NEIREN25E
BRI AT EAL , FFNEINE AR EITE N AR FP iz shas . ELERIE , AT RME RRDIERD AR | BIEE
FAESTNY (PTP)IRE (BIANERRLARAL) | AN (MTP)IRE (BN Sk ks BRI REs) . POSR%
AR AR (%5120 3D Space Mice, 3. &) .

Nz
xR

REFEEN ATRFFRTER SR USB,

USB EEMIEATLLT Citrix Receiver for Mac :

e Windows
e Linux
e Macintosh

BOABAT | £AVFELLIRN USB W& (E M USB EEMINAE , MIBLEHABIAN USB R&ER. B NESEHTHFERE
6] THBER) USB R & HIFIFRIIRBI ] AT BIURER) USB W&KE , AR NA FEERS+ ATA,

He7N

MTHFERAFRENBERRENBRINE |, Citrx NG SR8 S E K USBIRE IR,

LA ENIBIE ] BT EE M &% A USB & , FFATRUET WAN SRt S iERER ek, BEBNT , &t
REENEE R B (EEF , THN THFAESERNMREEZ M.
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I FTHITUSBEFEM , Citrix Receiver for Mac ¥ AAMNE RARMKABRE 74 R SMART 4R,

BEF=ERSCHFSS USB 3.0 &AM USB 3.0 s E LA EEIAEE | B0 , BT ERBRBAL LA akin B R 4EE 5 COM
REPEE, P STRIERE) USB 2.0 3z USB 3.0 R &HIEA USB BRE(M .,

—HRETRENSRIEE , WME RGN ERWAKFEEO RS (HID) 1248 , MR EINEEF ATRETTARIILELT 5 R
AAEVRE , L RIEM USB EHNEIE.

BABATAREEMELERE  XERERERTAMAE. S0, R EZEIBEANED USB ERNMEEORETER
M.

B{FH USB EEM , EHITLA TR -
1. USB B & 1EEILE T Receiver R % .
2. ABUE AR NEER A ARG A FIRY) USB %4

Managed Win10 SIN Desktop

Choose the devices you want to connect to your virtual session

| 3Dconnexion SpaceNavigator
Apple Inc. iPhone
| Wacom Co.,Ltd. STU-430

Cancel Connect

. T00PM
A B D) NG oroh6

3.ERRERNERSE , ARRInEE. WREERRW , WEBR—FKERHEE.
4. FEETERME AP REREER L, K USB REKRAE USB HARTIIH
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Devices

) mE & = e O

General File Access Mic & Webcam Keyboard Security & Privacy Advanced

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device (optimized or generic) and policy restrictions.

Learn More
| Device Current Connection Redirect to Session Virtual Channel

: = Local hi lirect Poli tricted

Apple Inc. Bluetooth USB... onloe edirec olicy restri

Video Local machine -
Apple Inc. FaceTime HD C... Remote session Y) Fachrec Optimized
Generic . R — i
3Dconnexion SpaceNavigator -°¢8! machine ire eneric -
Storage Local machine -

Western Digital My Book 1230 Remote session e Sptitze
Audio Local machine -
Microsoft Microsoft LifeCh... Remote session Y) Fed Optimized

When a session starts, connect devices automatically
When a new device is connected while a session is running, connect the device

automatically
COM Ports
COM Port Device
COM1 None ¢
COM2 None ¢
COM3 MNone v
COM4 None g

5. % FEMT USB REMEINEESE | Bl @F 1L,
6. WP BR—&KIHE. BEAH USB REEREIGHAE

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.20



USB Devices Detected
Click to connect the devices to your session.

1 FAFNMBIES USB & &
AP E B BISVE 2 Biak 2 faiE#k USB 8%, £ Citrix Receiver for Mac B , LAMEILER :

o ELVEEENEEFEMNEEWEEN BI/R1E Desktop Viewer f{] USB &,
o MR USB RENGEIEMHETER , ISR BINSE B EEEREE , XEARMER] DR RX —[a) .,
o M GMIEESL , E{EH Windows 2 Wik 8 5k USB 8%

ACEJFEA%UE S (EDT)

ZINBILT , EDT Z£ Citrix Receiver for Mac &b F BRE.

Citrix Receiver for Mac 2HR#E default.ica XA RER EDT REFHMENVN .
BHEM EDT , FELImETA T a4

defaults write com.citrix.receivernomas HDXOverUDPAllowed -bool NO

LB VAR SRR i B ShE SR

KRB ESEEMGERT IR EEREH B RER ANER L. ARNAT AR EEERON AR  EE
ML ER .

KB FERAMESEERS S LRIFEIRE. AREREKTT  BPRERABRAL , EERFRIXIEEN B —IR/EK
RiEE. RAEERTEETAETRBRNE  EMBERRK R FTRESNAREFTE. SEF S ERERA M
MR TERSHRIE,

Important
Citrix Receiver for Mac BB PTLiABE B RS B[/IRE.

TAEA R ALVETRIE SEHRR LI (TLS).
EE

TLS {% A % & F0 NetScaler Gateway 2 (8] & ¥ IBGRHH TN,

fE RS AT SR
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SR EEMEER ORI B AV LS E AT St

SVEATSEMER I SRIER ENRBOAER 180 ¥ (3 0ét) . EATMEKESSETTEMESERIFTIPRENNEKE | Hhse
WEZEREZARFREAE , Al , ERLRRAFENHITRHRIE.

7N
BE , MREEKSERIFTIPREESE , ATBES A FREIAT MBI A RE , AiEREERNWAFEIATRZ S
W,

A TFEMER LRGN 2598 , FIFEERE 2R R0 S R E T E X mH S,

MREAFER A TFENHTEHRIER TENERDCHHNSE SRR IGEIEMEEYE. ETUEE &~
IEMEIEEXSHRIEREE , EER REMEEEPHNSEN IR A PR TS HRIE.

MREREERT VR EMANE IR ESEREE , IR RIAFZEER. SUE SR SR R ETTE
ERNEKEZ G, KEJEEECASWTRFRAE. 25 BRnEEMER KRR ER AN , A REREK
BITTRERKIRE.

Reconnecting...

Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
to stop.

Cancel Reconnection

Ln:1 Col:1 Sel:0|0
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SRR SEMEOATER S RIEH. BRMETEE  FRERS S EIRMRE.

AL SVE T et
EABIT . 2SR T AR,
EHBLFTRIE , EHUTUTHE

1. B3 Citrix Studio,
2. FTFFSVE TSt EHE RIS
3. BRERE NI,

Create Policy

= Select settings
Studio -
|‘ 1
(Al Versions) - | [ Session Reliability - pel
Settings: 0 selected View selected only
Settings
U 4 Machi F Session reliability connections Select
T e Computer setting - ICA\Session Reliability
sumrary Not Configured (Default: Allowed)
P Session reliability port number Select

Computer setting - ICA\Session Reliability
Not Configured (Default: 2598)
P Session reliability timeout Select
Computer setting - ICA\Session Reliability
Not Configured (Default: 180 seconds)

Cancel |

LW=parIE Sid o)
EOMBEIT , 2VERT SR RE N 180 7.
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HE  TRMYEE XenApp/XenDesktop 7.11 R E S i RANPELE “AVE AT St AR I S
EEMAVET MR | EPITIATIRE

1. JB3h Citrix Studio,

2. FTHEVE T SEMEE I SRR
3. YmiEEE{E.

4. BFEE.

RER RE BN
HAERT | RAREEMERL T RRRES.
EHMT SIREHEIES | ERTITHE

1. B34 Citrix Studio,
2. FTHE P B ShEFnEHR S .
3. BRERE AL,

Create Policy

. Select settings
Studio !
1
l [All Viersions) 7 | [ Auto Client Reconnect - P
Settings: 0 selected View selected only
Settings
U 4 Machi ¥ Auto client reconnect Select
e Computer setting - ICAMVAuto Client Reconnect
Summary Not Configured (Default: Allowed)
P Auto client reconnect authentication Select

Computer setting - ICAVAuto Client Reconnect
Not Configured (Default: Do not require authentication)
* Auto client reconnect logging Select
Computer setting - ICA\Auto Client Reconnect
Not Configured (Default: Do not log auto-reconnect events)

F Auto client reconnect timeout Selact
Computer setting - ICA\Auto Client Reconnect
Not Configured (Default: 120 seconds)

b Reconnection Ul transparency level Select
Computer setting - ICA\Auto Client Reconnect
Not Configured (Default: 80 %)

Cance _|

BCE % Fim B ShE AR i
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MERT |, B FinBshERERRNRER 120 ¥,
AR ATRMYAE XenApp/XenDesktop 7.11 R ESRAFEE & Fifn B SEHEK RN 5R%.
REYE AR B ENEREN  BPITAUTRE

1. j23 Citrix Studio,

2. FTHE FisEshE IR .
3. YwiEiBATE.

4. BF OK (183F) .

PR&I :
ERIEARS 28 VDA _E |, Citrix Receiver for Mac {8 120 #MENBRE , SAAXRETK.
ECEENEERA A RmBRAELS

KVEAFEMNE P B EINERESAMAKERAER~Rm. WJRER Studio REXEHUR FREAEREZRA,
EOMBET , EFEEA AR E B ERE R 80%.
REYEMERA A RMBERHELS , FHITIUTRE

1. B3 Citrix Studio,

2. FTFFEHEE U B ERAE .
3. YwiEfH.

4. BFEME.

B A EF RN E T A E

SR RFFIESN Citrix Receiver £VRHISER STRMRS , EEFEARZ BT, WL HRTIAR - SEER A X BRI 7T m K3
HEHRESTRARE Rk, SOfRIRILRIE | Citrix 3538 T AhRASH) Receiver for Mac S ISIE R S B S EHNE
IR,

& Piun A shEINEREAR VTS A0F B P MR IRTIR R B B shEFNEEE)H Citrix Receiver £3F, 0] PAf# FX L8 i
Citrix Studio 5 #) 5% 3 FThBESR K Kkt F 1AL

=z
1=

ATRA(E A StoreFront () default.ica SUARIEHF Fin B SEFNERMSE A FEMERIME.,

B FimBshE R

ATRAE R Citrix Studio skig B RS A% FinBshEER. BABRT , R TRRARE. BXREIULRIKNGES 18
SFAHIARNE Fit B S EFNEEE S .

{# 3 StoreFront HK default.ica 3C#EA[E 2L AutoClientReconnect FRISEIEERME ; BMAEIA T |, LREERE X 120 7 (3%
295 .

wWE bl A
TransportReconnectRetryMaxTimeSeconds TransportReconnectRetryMaxTimeSeconds=60 120
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ATRAMEA Citrix Studio SR GRS RAAETEM. ZNABAT | HIhEEd T EANRE.
{3 StoreFront K default.ica XH AT BRSVETTEMHIERRBRHE ; ZOABIT , LBREERE X 180 % (3K 3 24+)

wE Nl BOAE

SessionReliabilityTTL SessionReliabilityTTL=120 180

& PinBshEE MR St TERE
>4 Citrix Receiver for Mac SR Fik B shEIHEFMAETRMN |, FESENTER ¢
o EINEEERTALEFFOLT KA ; EITH S B REMEEAEZATNRIKNE, AFRNEEHTTERE.

EOMBEIT , EFNERANTRZRIBAMN 5 D THAETE ; N EERR M (B inEshENERMSETEMN) 1
BECAE , IR0 2 26070 3 2060, TRIERT ARERENA LA B/REETE 8

& ClixViewsr View Dovices <) < Wus woxll Sei2EPM Q =

a0 e Managed Win'10 5 Deskiop
F Georg S

C B hipsy//www.google.comyint
P Appi For queck sccess, phace your bookmarks here on the bookmarks bar. Import bookmarks now.

@' chrome DOWNLOAD =

Keep Chrome at your fingertips

® ®
3@;

SN
ATERG SRR ELRATAENSERNKERE. F20 , ZIAB A com.citrix.receiver.nomas NetDisruptBrightness 7 80, ZRIA
BT, EREX 80, mAEANEERIT 100 (FREPEA) , JEH/MERENO (2B RER) .
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o DIARNEINERN (RESEWTINERN) AroWEEm. HEMESEIRANA LAER

& Citrix Viewer  View  Devices ) 7 Eus WxE Sen1zePM O =
[ ] [ ] Munaged win10 SIN Desidop

: .t x
[ Searted Coreection Restored
[+] ht www.google.com . o e oo v ras

Keep Chrome at your fingertips

® a ®

o X i B EFERMSETEMEHNSEE D RA—FERSIEEMERRENEEHE. fERUEEEZTZME
TERRIA,
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Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
1o stop.

A& CEIP

ZHE CEIP B MR ESIEFIFZOAEMR 7 XEEIER S L& E) Citrix, BJTRARERT{E A Citrix Receiver for Mac > &4 > Bk
T FRESEE YR CEIP 25150,

R
2/ CEP R, 3§ EHNEE ATREER Citrix Receiver for Mac JRAMIRIMEE. ; (X EF—k. mIMEEXS Citix EEEBHE , BEAX
ATRUR MR P AN ARBRARN D AIEN. S SNEZER CEP B EF—k.

RER CEIP, RERBFSS | FRITATHRIE

1 EEEREOF | EFRLMET..

2. EFERET R,

3. BEAUMRTRM. Bl , BEM CEIP , EREA , Hhbt.
4. BEME.
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o Security & Privacy

DBy b = e o

General Accounts File Access Devices Mic & Webcam Keyboard Security & Privacy Advanced

TLS Smart Card RHINEWY

Customer Experience Improvement Program

Help make our products better by joining our Citrix Customer Experience
Improvement Program. Learn More

o | agree to send anonymous data and usage statistics to Citrix for the
purposes of product analysis and improvement.

No, Thanks.

Crash Reporting

° | agree to send anonymous crash report data to Citrix for the purposes
of product improvement.

No, Thanks.

ACE N AFfEFACfT
BT XenDesktop 5 XenApp /4 K FRRRFFIT | %% AR AN T 7 RN A S FRRR A I AT
Web iiiast

ARAPITIEMECE , Citrix Receiver for Mac K@it Web yi[aiEst « EF W ESnnAREFNEm. AARFTETHNE
#517117) Receiver for Web 2% Web Interface 3hm , W 3HE ARV ATEF. £ Web MIRERT | R EMN AFEFHR
RANMELM FRE LN BRI RS,

BB

JBITH StoreFront K FERANEY Citrix Receiver for Mac Fral# Citrix Receiver for Mac BCE A3EH StoreFront s , ATARCE
ERIRSHE , TEAERT , BATRUET Citrix Receiver for Mac 1TV FFEFF. IXFPIGRE A AL 57430 N RIS RIK
WA, ZEEMRSENXT , BTMRERECERS]. BESNURBEEN ARREFXETRE. YHP— AFEENVA
FEFFRS | 2N AR ROEE A U BRI A PR & LN RS,

V7la) StoreFront 3.0 ¥ =i , A FEEE Citrix Receiver for Mac BARTR AR B KL, 4 < Citrix Receiver for Mac $;
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AT A PR HIEMRISE |, S5 Receiver F1 StoreFront 3.0 BT

1£ XenApp 3 AN FFEFFET , Z3EIRIEIT StoreFront I A JEAR)X LN AFEFNA FRER | ESLBEEEAMNNA
EFRAE YRR, XEiRBRET Citrix Receiver for Mac [a R B IR,

AL BB R S5

SRR |, @I StoreFront K SR ANZEY Citrix Receiver for Mac a4 Citrix Receiver for Mac B2 & k#5 StoreFront s
=, TEEERSESR | ER AVEERRE ~85T Citrix Receiver for Mac PRI TENERFE, XFHEEK A PR
S#%shN AR ERRIR AL,

EEBRSERT  BTDMRIEFEZERS]. BIERNUARAEEN AfREFXRTFRE.

o BEFNAENYARIENHTAEAPITREN AR | BEFHS KEYWORDS:Auto AIEIAEAE XenApp -F & ik L
FEHRERNREANEKRE. AFPEREZNAMIER |, EsBESMNKNBREF , TERAFIMTHE.

o EmAFPNENRAER , BFE1E Citrix Receiver for Mac HIFEIESIRFIIEE BN ARF , MEHESTEK , BEFR
g8 KEYWORDS:Featured M N A2 FitRR AT,

BREMEE , 1ES M StoreFront 3044,

2R XenApp FBE ) Web Interface &4 XenApp Services ¥ , 1EBIE— MR, ShmAIEHREAIR AR T EREN
Web Interface fOhRA, BARFEMEE , iESH Web Interface 3244,

BCE StoreFront

{8 Storefront 7 , BAEKN AR IEXHRTHE Citrix Receiver for Mac RS S IAEFNEIRAT BRSNS TR S A K.
I A —Ley A JE | XL R G2 XenDesktop 4 A0 XenApp 5 2 @AV AR |, X RIRICEE—IT ,
PAMEELXS BRI A,

1. ZHIHELE StoreFront, AXFMEE , 53 % StoreFront 3C#Y,

FE  MTREFRHRERR |, Citrix J2EET —MEMR , (&A1 Citrix Receiver for Mac FEEE .
2. A CloudGateway BeEN FRJE , B{ASIREARSHHE M XenApp F1 XenDesktop N FEFECE N AREME. ~AEES

Citrix Receiver for Mac FH{T4HAACE . BRIFEMEER |, iESF StoreFront TR
— BN FEE

5 F Ptk ~EE

THRSE , WRm A PRI EAEE N ARFNEEABRKAEE. STUERNTAIEZ —REER
o FCEETHFHMFAIK PRI

o [ FFRHERIM

o [ F PR B ENAEMKRE URL

o [ FFRHFFEARIKSER

Ao AT FFBRAHABK ~ A T

o] UK Citrix Receiver for Mac L& AETEHFHMEMIK ~&IL. BEE , BAEERREFHEE Citrix Receiver for Mac
B EEH )\ BT T I MIEAR S22 URL,  Citrix Receiver for Mac ¥4B3E154 4% (DNS) JRE (SRV) T HE-SEFHP
LA <BXA NetScaler Gateway gk StoreFront fi%5-25 , AAEIRRA PERAAREFEERN AR FHEm|.

BFCE DNS 5SS ASIFETRFUMERATL , 1§55 StoreFront XA
— BB TFEF U KT
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ERCE NetScaler Gateway PUE T {# FIE FHi¢EHbiE & 3R StoreFront Bf NetScaler Gateway 3% % |, 55
NetScaler Gateway L4
— Connecting to StoreFront by Using Email-Based Discovery

({E RETRFHiMHA A TLIERE StoreFront)

@) PR A E &3

FATAE R StoreFront SRKEIEBAKFFHRIERHAEEMNER . XU HRELAF  MERFEBENEE
Receiver, =23 Citrix Receiver for Mac [ , B R EFTFR S4B e BLE Citrix Receiver for Mac, iNSR&RELE T Receiver
for Web i e , BB Pafa] ALk S 5kER Citrix Receiver for Mac B &34,

BREMEE , 1ES M StoreFront 3044,
[ A PRt B A R E URL

#AT A {#E B Citrix Receiver for Mac Setup URL Generator g3 A &K A{5E /M URL, FEZL % Citrix ReceiverforMac zJ5 , F
FREHRT URL RIECE HMK PANAR AR, FRLSCAREF TR EK PAMBFIMFRERE |, X5 BRI AL BT
BRF.

[ A PREFFIRARKKAER

MR AR FRET EFHARKEREE | BHRESRTUTEER  MER RS AnERIHEE N AR FMEH :
o FLERIRM StoreFront I AR &k XenApp Services S URL ; 20 : https://servername.example.com
o Z{FM NetScaler Gateway #H1TiAIR] , FEHA NetScaler Gateway ik, =R AF T ERSHEAE A

B *EE NetScaler Gateway ¥ E. |, 55 7% NetScaler Gateway 3044,

FB P FTK PRVEAR(S BT, Receiver BB iEsE. NRIUEATH |, Citrix Receiver for Mac ¥4 /R FERENZK
/.
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PRI T TR R Citrix Receiver for Mac FE :
o BFEINEHEAS,

V5= L]

RESVETEM

FIE TR PR ES

B 52 iR

R8T & Fumdkshas

MLETR PR COM S

B EEEA S

MTMEREE, MEEEEUTE RETLARENED CRERRERR , At NESERTTRER., BEXR inashE
TR |, Citrix Receiver for Mac AJRMGINE ICA ARRIESNTINES | I B R AEMEREIREIBNLIE,

ERF = LERNIREE , AATHTFNHTENERR LT/, Citrix Receiver for Mac B—EEAEINEEAE , B
BIEFMERAINEE A FBURER SRS L. MRFEHTRASHRIE , WEAsEMERTRT AR R—MNE
SREARRISNEAE. ANRA AR MRE AR , NASHTENEMER.

ERARSH LR RERER FinBshENER. AXFMRER , 25 XenApp #l XenDesktop XA,

Ep )= Eid]
WMREMEETTIEEF, EILEEN A KESOERIIR , AT UEREsENRE. SFRFE XenDesktop FRCELIN
AE.

AATRENAE SE AR B AN N BRERF RE SR T E T CERamMERH B3, MRSEAEmEAER R , N
At am, YR PSR EH BN, Citrix Receiver for Mac £XH£H , AEBE3EA.

Important
EHEPEEL SBIIEE L  EAE.

RESEEFEM

BR&SETTENREE | REERTH , AANATTURSERFENRAREFNMEmEH. 620, TERAEE N EER TR
KREREMNKEE , MACNEIEBER KN , BREFRGEE. EXHFNTENE , 2ETEEDREREEOER
REFNE T —ERFERRE.

BRI RS ECE NE N RER ISR 0 R P B R — NS HEE.

FRRS R LR ERESE M. BRAETVEMRN Receiver TEAFEMEE |, B3 M-SR EER S REN RS
REZ:ZPS R

BRRBIFENHASE , FERE FiaE N ENEERRRENSE T SRR E,
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TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_3DES_EDE_CBC_SHA

JEE : Mac OS Sierra _bEiz47H4 Citrix Receiver for Mac AZ3ERPLF TLS BHLEH :

e TLS_RSA_WITH_RC4_128_SHA
e TLS_RSA_WITH_RC4_128_MD5

EHET LM (TLS) B TLS MR FARAEhEA, BB TFE T {E/MA (ETF) 7£3%E TLS FFEARERTFAES 5 |, % SSL
FLZATLS,

TLS B fe LRSS 2R F ML, %&?E‘}M][@ﬂ/ﬁ SREMRAE , KREHIEBENTSE., FLAR (BEXEBFAR) K
6/ TLS SRRFEHIEBENRE., XLABRARECTSRERBIEMME | FIaNEFHSELIEARHE (FIPS) 140, FIPS 140 22—
AN NEERAE,

B XEEMEA SSL Relay kR R KL LMEE , B2 XenDesktop F StoreFront 3T4Y,
EE

Citrix Receiver for Mac X Citrix Receiver for Mac 5 StoreFront 2 [Blf1iZE#E(E A& (OS X) iR,
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> TLS B2 & 3 2 B Citrix Receiver for Mac
TLS MR EFEBRFANLE

1. £ XenApp 2k XenDesktop fR%-25F1 Web Interface fR%#5 Li&E SSL Relay , ARIREUFIRE M EHIRS ZHEH. BXF
M{5E. , ESR XenApp #1 Web Interface 344,
2. ERAPRE LR EBHRIED.

£ PR E L RERIED
TESSAT TLS Y Citrix Receiver for Mac 5R$-28352 18] , 2RE(FE A TLS KBREBERTSE , APRE LV E T AL AR
& ZHEP_EHREBIMA AL 2 HFRIETS.

Mac OS X [T #) 100 MEXKMBEBIRIES , MREREMHEAIES , AJRUMIERMANAFIFERIEHZRES A
FREL.

AR , EBAREREREBESNTAARE LLRIRED , MAZILEAF#TRE | XBATREALANREINRE. AE
MELELNFAEREIRERZRINE] Mac OS X 4At 4,

BHERRINEAR R

1 WEBSEBRM. XEshEs AR HE RN RRERF.

2. FERIRERSHEIES , W EARt SR B RAF TR T &R — ¢
o B (EPBERTHRA,. )
o ALy (EPERTRE&EMAER,. )

3. Bl

4. FE KRB IPEAEP NGRS , ARBAE T,

REHRETTE | THUSMAT TLS B PHFER TLS MM AR,
KT TLS K

EEDNBNBSLE Citrix Receiver for Mac BT TLS 7 ICA SERBER L HEMA *MEE. TTECELE Citrix Receiver for
Mac FRAT ICA EHENFLE TS RE., XURBAER A RAFER ; FROXLERIEE /21T Citrix Receiver for Mac fi%

& bzt

=z
=

ATRUEE H A ETE TLS SR , B0 4iR&H OS X RS- HSBHMAE R & EIRMER A RiTHI .

TLS RIEBIEATRE :

SecurityComplianceMode, A% RERTEESMAEL, WMEXREE SecurityComplianceMode , FIPS ¥ F{EZNAE. It
REMERESE :

e None, a&HHERAEHMET
e FIPS, {#FH FIPS %24tk
e SP800-52, 32&FF NIST SP800-52r1 &t
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¥ SecurityComplianceMode & & A SP800-52 :

defaults write com.citrix.receiver.nomas SecurityComplianceMode SP800-52

SecurityAllowedTLSVersions, & E+EE M INEHABIN M TLS RA. HASERESIARER , IIFTREERE
ERE, MRKEBEMKRE , {E TLS10, TLS11H1 TLS12 ¥ AEEGAE. WREMIEAEIE

e TLS10, ¥5EAVHERAK TLS 1.0 /MY,
o TLS11, FEEAVHERM TLS L1HMY.
o TLS12, F5EAVHERM TLS 1.2 M),

¥ SecurityAllowedT LSVersions W& N TLS1.1FTLS 1.2 :

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

SSLCertificateRevocationCheckPolicy. BIhBERTRABGE Citrix BREG2SFAMBESHRIE |, IREK FinRE SRS S Z AR
SSL/TLS iEfmEkR e, RERSIER OS X B Finht=iiBid SSLATIHRFZAVE RN X 1545 & A Al {SARUEHIFAX
M.

FERERERN , B AR RERSH[INERREEEHMH. FESTRIFNEDBMHIIREE. i, TR FiRicEAR
KEHAMIERS IR , WA UEEARRGEAMMMEIERSR. o, T EBRENFIECE AR BERIET FiAIiE
PRMIIRZ A ARFRAER.

WFRMRAEFIER (CRL) KB R BMEBMA S IFNELINEE. CRLAE AKFEE AL INEBF AN ZIETHR ZE R 2 DNS
AMRESMEENBHTSIESR (FEIHRMZAIERN) .

W ERERERE

e NoCheck, ABUTUEPMEHIIRKE.

e CheckWithNoNetworkAccess, HUTIERBRHIIRKE. (UEAAHIEPRBETIREME. AN AXSEH2K. XTH
#5 SSL Relay/Secure Gateway AR%5-25 i /RIIAR S 2 uEPIAIESKR Y , BFIEBRESIRHFAEE.

o FullAccessCheck, PITUERBHIIRKE. FRAMIERBHIIREEIFTENSESR. X TFBEHR SSL Relay/Secure
Gateway R HRIIRS FHERWIESRY, , EHFPREEIIRHAEE,

e FullAccessCheckAndCRLRequired, PUTIEPRBEHFIRKE | BIR CARSL. (FAAMIED BT REENIEN A A,
BT LERNIER B RBIEEFEE,

o FullAccessCheckAndCRLRequiredAll, HYTIEPBEHFIRKESE , BIEIR CA. FRAMIEBBHIIRTFENAEN X =
BB BHERER BRI E EE,

=2
=

BRI E SSLCertificateRevocationCheckPolicy , FullAccessCheck ¥ FR{EZRIAE.
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¥ SSLCertificateRevocationCheckPolicy % & >4 FullAccessCheckAndCRLRequred :

defaults write com.citrix.receiver.nomas SSLCertificateRevocationCheckPolicy FullAccessCheckAndCRLRequired

ALE TLS 5k
FEEIEEETEMN LACE TLS & E |, V51E Terminalapp H1z1T defaults #34
defaults ZRTRTHM. wigAMikR OS X B plist XN AR FFREN G ST B,
BEYRE , FPITLATIRIE
LITF AR > KATR> %
2. R, BT T a4
defaults write com.citrix.receiver.nomas <name> <type> <value>
Hep :
<name> : FRAREREIR,
<type> : BTFARRIRBELBIMFFL |, -string 5k -array, MNRIREBXF TR , AT BRI £,
<value> : REMI(E. MRMENES , FEEIEET ZME , NAERTKAIRENME.

Bign :

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

EIRAECABRCE
BRREEEMHIOAE , BPITUATRE
LITF AR > KATRA> %

2. i, BT T &4

defaults delete com.citrix.receiver.nomas <name>
He
<name> : PR ERIEHR,

Bign 245

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.46


javascript:void(0)
javascript:void(0)
javascript:void(0)

defaults delete com.citrix.receiver.nomas SecurityAllowedTLSVersions

FRAFAARERESERE
Citrix Receiver for Mac 12.3 #15| \ 7 ZInL MM ThaefIgsachas , Hohais

o WHTREMIERFARE. ARPRAT , FRSTEMBERXNRENEEAEZREAGST  S2ERLMEXNEE
WEIAEE ER s NAAREHTAN , XEd 7T AXRATEUE RN E EMIE T A AR A FIRR.

o BEETLS &%, Citrix Receiver for Mac A EIIE-SERRFE TLS MRARIARS 282 L AiEHE , HAbs S aEATEEMM
wEE, BN, B NARERCEA SecurelCA, W4 , WA UEZRT TLS EEMRS BEH,

B R R L HMEEFL R AE TLS R AT FI LA FHER
o REAAIER

o BLENHIELR

o EIFEYM TLS kA

o EEEPMHFIR

o XHATA TLS EEBRARE

TEGEA T T WA R REVIRIK T2 FFRFLRE
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General File Access Dwicss Mic & Webcam Kayboard Advancad

Smart Card  Privacy

These settings allow you to control how TLS is configured for secure HDX
connections.

Compliance mode: None B
Crypto module: FIPS B

TLS versions: TLSv1.0, TLSv1.1 and TLSv1.2

Certificate revocation list: Attempt local cache and network check

| Require TLS for all connections

' Restore Defaults
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