Citrix Receiver for Mac 12.5

Jul 03,2017

KT BhRA

Fixed issues

Known issues

RErEK
L% Citrix Receiver for Mac
RCELSS
Pl s
A& Citrix Receiver for Mac

WRBERE

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

p.1


http://docs.citrix.com/zh-cn/receiver/mac/12-5/about.html
http://docs.citrix.com/zh-cn/receiver/mac/12-5/about/fixed-issues.html
http://docs.citrix.com/zh-cn/receiver/mac/12-5/about/known-issues.html
http://docs.citrix.com/zh-cn/receiver/mac/12-5/system-requirements.html
http://docs.citrix.com/zh-cn/receiver/mac/12-5/install-configure.html
http://docs.citrix.com/zh-cn/receiver/mac/12-5/optimize.html
http://docs.citrix.com/zh-cn/receiver/mac/12-5/improve-user-experience.html
http://docs.citrix.com/zh-cn/receiver/mac/12-5/configure.html
http://docs.citrix.com/zh-cn/receiver/mac/12-5/secure-communications.html

>F Citrix Receiver for Mac 12.5

Jul 03,2017
I3 Citrix Receiver for Mac , i et B Bhila)4E XenApp 8% XenDesktop fR%-25 ERAHKIFIR, BREM(EM Citrix Receiver
forMac JE# &8 , BT Citrix Receiver for Mac , Fi P R] ARER R thihaitE N FEF A=,

M Citrix Receiver for Mac FETE FEBREARA,
12.5 R FTIETIRE
BEN (£

EMT XenApp # XenDesktop B &N (#4181 AR ST TCP Sk A4 A Enlightened Data Transport (EDT) 3
Citrix WHCRALAEIEE . 5 TCP 1 UDP A8LL , EDT 7EIEEEES WAN 1 Internet iE e 2 (il A FAK ., EDT shSIE
AU WIS &, FRRIF SRS [T RUERERFAMEAE,. EDT 42 UDP Eit EME , RS 7T B ICA &l
BE (B Thinwire B2, XHHEH (B FindkshafiRe)) | ITENMSHEERR) NPIERILE. 20R UDP ARA]
A, BENEHR BN TCP, BXRFMER , FEHEEN(EH.

H.264 fiRRS3tThAE

Citrix Receiver for Mac ILEEA{FE R VideoToolbox (& FFMpeg 34T Thinwire £1EH H.264 f#RL, Btsh , BRI FBIE
4 H.264 fgidzf (RE—1TH) .

AFARUEE 7 macOS LipthdTAT 6 & SR FIAIE A Jwfhoas .

defaults write com.citrix.receivernomas PreferH264HardwareDecoder —bool NO
FPEATIABIT 4 macOS s TIA T a4 SEf# ) FFMPEG #2R55S -

defaults write com.citrix.receivernomas PreferFFMPEGDecoder —bool YES

Thinwire EE41EK OpenGL £

DARY , (N4 {F = mASEEME (DCR) BA{ER OpenGL, H7E , Citrix Receiver for Mac t{§ f§ OpenGL #4T7ET Thinwire
KEESE.

XA f2H A B 232 F+ T 7E Citrix Receiver for Mac 12.5 F5E1TH9 Thinwire S EAEIMERE.

I R St ThaEE

AN XFHT I1CA S4B HBCCapMB fIZHF, %5 B e midehl Citrix Receiver for Mac {# FI# W B F IR KK/,
HBCCapMB & & A AH%1E Rl 7E StoreFront ki default.ica SX4# [Application] P B TR B RS, ZIAER
48,

B5E GPU fE IR

Citrix Receiver for Mac NEB1EW GPU MacBook Pro {EFE# GPU , AMiEE TEHEMERZXE,

HHIE £ R SO HF
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Citrix Receiver for Mac 12.5 2465 i) 8

Pbikxd4 : Citrix Receiver for Mac 12.4
Citrix Receiver for Mac 125 A& ARZA 12, 121, 121100, 12.2. 123 F 124 FRFFEBEUEDNTHEE :

o FRTEEREREREEEE Fin , B E/R“No Certificates found on card” (FEZRER EIRAZNEMNED) FRIEE.
[RFMAC-432 , #650298]
o [R%25EAAE UTF-8 I gt TR A , N AR JERIN K K.
[RFMAC-565]
o B3 SAML N FFEFFRY , AJRES I Invalid Request” (ESKTTH) 4Eix
[RFMAC-598 , #LC6558]
e ReceiverHelper AJE&Z4MRE ., CEIPRegistry.json .2 TLa K JSON B4 IRE) S,
[RFMAC-639]

o JE4H Citrix Receiver Bf )\ Launchpad B, Finder FEiE A MHRIN AFEFRY , FERLTFH#RIEE : Cannot connect.
Unable to communicate with Authentication Manager service. (JoiziZE#E. Joik5 Authentication Manager fR$-1815.
)

[RFMAC-648]

Citrix Receiver for Mac 12.4 285 iin)

Ebik3d% : Citrix Receiver for Mac 12.3
Citrix Receiver for Mac 12.4 A& kA 12, 121, 121100, 122 M 123 P EBEMERMUTEHBE :

e Citrix Viewer AN [a) iR 5525 0% IERAERE MR,
[#581829]

e {5/ Citrix Receiver forMac 12.1 8 , 2nREMIFHUE , ABIEEN AFEFHRR/ NI ATRER EER.
[#604943]

o X BRI TIREMECEREMAL N EBRSMS , Citrix Receiver for Mac BER KN FAFEF & O AT BESINIERE.

[#652254]
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o ERCAMMNRATEFE , A RETTIATE MR KNS L migak iR 17304,
[#660657]

o FEMLRIRFNAE LRFFILAFET , VDA SRR RERWTTRES.
[#660661]

o 7£ VDA £IATE RN MAEFHEASMNDRER | Insert BAREIER.
[#660669]

o WAL ESVET BRKITEMHNERH AT A.

[#667462]

Citrix Receiver for Mac 12.3 2 & & ¥ il

Eh#kxt4: : Citrix Receiver for Mac 12.2

Citrix Receiver for Mac 123 B& R4 12, 121, 12.1.100 1 12.2 FRIFFEBEUE LA THEE :

o R Citrix Receiver for Mac LB AFRNRIEARS 2 , REEHETE (SSL) EHELKM.

[#640652]

Citrix Receiver for Mac 12.2 2 & E ia) il

Eh#kxt5: : Citrix Receiver for Mac 12.1.100
Citrix Receiver for Mac 12.2 B&ARZA 12, 12.1F1 12.1.100 FRFAEBEUEATEHEE -

o BETEE/NLMESHEE L Alt BRI Alt-l FARMIFAIRE,
[#LC3796]

o fRRTIEEEEMA URL BEIE ASCI FFHE AR % 232 i 2 52 [8) 5 A (e #L
[#1.C4470]

o AIRAMERIRT HDX N FFEFF& A e/ MR A th /e B/REE &K R)E.
[#LC4668]

o fRIRT EREREIE S HIUE K AR,

[#LC4907]
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o fRIRT NERREFEHEIRS 20 ZIMTERIEE RER AL,
[#LC5157]

o fi#RT Ctrl-Tab AERAEBEERE KA R,
[#LC5367]

o fRRT EFNEEEIINASEN GRS N IERKIER,
[#LC5395]

o BET HDX £1EFHIZ1TH Microsoft TAE £ H % Fim /AR B EE R,
[#LC5454]

o AIRAAERT 7E NetScaler Gateway HALE T A FUEB S AR SR EFER W[,
[#LC5455]

o fRIRTIE ICAHFIERE T ScreenPercent ZHIIELLT Receiver for Mac 22 FEA T Bah&iEiR,
[#605353]

o fRIRT G EIBERENDEN VM FHERNIE I T T2 Receiver for Mac gRitHIRIE.
[#612051]

o AIRAMRIR T FHIEH B 44K Receiver or Mac N A ASLAIBECE IR,

[#638176]

Citrix Receiver for Mac 12.1.100 265 f{[a) 5

Pk 3t @ Citrix Receiver for Mac 12.1
Citrix Receiver for Mac 12.1.100 & hRA 12 F1 121 FRFTEBEUELTHEE -

o R TIBIT Cisco ASA 9.32 SSL VPN %R} Receiver for Mac £31E5 MA(a) L.,
[#1LC3887]

o fRIRT BINEIRIFKRA @ FRIN RN FAFE I SRR AR A .
[#LC4296]

o BE T AEMIEEHSBERER TR SSLXTFNAR T MAC RIEMEHR #IRTHE MR,
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[#LC4367]
o BE T IPV6 EH#E| NetScaler Gateway &k KKIaIHE,
[#LC4512]
o BETEHMALN DEREEP X FHELIBERE TN REMFHFHIED,

[#603635]
Citrix Receiver for Mac 12.1 F 2 &5 i|a)t
Pbis$4 : Citrix Receiver for Mac 12
Citrix Receiver for Mac 12.1 A& RA 12 FRIMEBEMURATHEE :

o BRTEM OS X PIEM VPN 3T , Citrix Receiver /E/GM T VPN BB T AN TTAEREIE AL E K PRI,

&R T 7E OS X El Capitan FRLVEE T I3 B VBN IER BIRMIALHR,

[#582397]

o BETEAMESNBET F5 RIPIERATESH K M =] H.,
[#582885]

o BRTSERNAE R E M FECEWREREAFRWR,
[#583033]

e {&E T Citrix Receiver for Mac 11.9.15 1 12 F SHE B FHRN+ HEF SHIRE,
[#586179 , #577922]

o BETEH—AMNMRERFE , Citrix Receiver B3RSt 5 — 4N AR THHRIEN R,
[#592460]

o BETREASERHFEN—NEE , B Ctrl-Q BERA & R IERESEMIRE,

[#600601]
Citrix Receiver for Mac 12 &2 {& & 1[a) 3
FIRAAERT SERERERB RWIUANEIR, FLRBDIARMBR , FANEBRLAETR.
AKhpA+ 2B ERH AR

o ERAEWES , FEMMEETATERERNBEE (‘TETZAV > M ZOTF LT3V, BEREFEREERIK
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) . WIBESRERE A “Please log on to My Virtual Desktop” (EEREIFKMEMUSRE) .
[#L.C2682]
o [ERTEEZL A Receiver MR TTAES SEUSIRNITREFT,
[#551605]
e CIDR FIREFH OS X RIBLET & B # 21
[#564250]
o {UFEM OS X eidFIRMFT 256 PFFF.
[#567089]
o XT&AT Barefruit FFA M DNS SMREFE MARIFEL ISP, WEMEANATRG E T RES K.

[#572456]
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Citrix Receiver for Mac 12.5 2 &1[a)

FERBAF R T LT EMFEL :
o {FRAIEERNS , BT EDT BHTHIEE KK,

[#664725 , RFMAC-464]

o MNEHMUTTF EEANERERT |, Citrix Viewer ATESFE macOS 1012 EESNRY ., MRTHEAAIERER T L FERT
ERATBERHREN , haRELRE.

[RFMAC-618]
o WRIAATAEReMIERRS, BXRFMMES  EERART/OIE C(TX220962,

[RFMAC-668]
Citrix Receiver for Mac 12.4 F )2 4jq) 8
EARAD R T AT EER
o MMM , B IR EH (EDT) ZATHREE R Y.

[#664725]

e 7£ VDA 7.11 S FHIRA{# Ak EDT BLE K NetScaler Gateway B, 73| TCP 4 , FAEIRE TCP fEIIBHHIARE
ER.

[#665617]

Citrix Receiver for Mac 12.3 s 2 &0a) 8
EAREAS LI T LT EZ00)3 :
o IEAFRELELE T HRIERS 30T , BBIEHER VDA for Desktop OS AJgE4S kK,

[#659683]
o EIPVeIETF , TRAEFERAT RLEHTR SSU KWSETREE KK,

[#659700]

Citrix Receiver for Mac 12.2 82 &0(a)
EARRAF AT UTFE XA
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o MRETMERERIFETIETT ZNIHFRATE , Receiver AJRERIER.
[#511140]
o AFHRETUIATE HOX M ARRFE SR 0S X i fEThRE.
[#637963]
o BB USB EEMINAEEE M USB CD/DVD JREHzEHT , IRFNZSATAELMAHE .
[#645484]
o ZNR“USB A REFRE AR, FL USB RE A REERTETRIEIER.
[#649082]
o FEFEUAFEUT , 1R USB REIER Fun B ShEMERET FRchiEsk , B USB REBA B HTTRETLIZEMRER.
[#649714]
o FHEZ| Receiver for Mac 12.2 eIk P , RECATRESIRRA PR HMARLH.
[#649885]
e E1E1T Mac OS X 10.9 AL+ , HDX £1EHIE1TH Microsoft \TAE K% i Al BeToiEiia) Bae+ .
[#650298]
o SAEINERE , THASERSE TR EMER TR MR,

[#652154]

Citrix Receiver for Mac 12.1 F 2 40in)
EARRRAF &I T LT E XA :
o Windows ER/HE B RINEE S mE MK/ NTRESEATELRM.

[#525833]

o W Chrome EEEMKEG , REARER BRHIRIHE.
[#564961]

o ERBRMMFFAZEMNRERF , SEL DGR RIS,

[#581829]
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o BEALFFHBIE OS X 1011 (E Capitan) HEME , MAFTATRBNERER, MREREIERELM , B1E
P RIS IR A S S BREREHISAE.

[#601542]

Citrix Receiver for Mac 12 i) E 4r) 8t
EARRAT R T AT E R
o MRSVEERMT R E A MG SRR E AR/IML , EFNERN G RA N TREAEHER.

[#411702]

o HDX W RREFFrIReA RS, MREILRIR |, BHEsh BREFF , FHE AT R A N XTI E X IX LN FFE
Fr.

[#426991]

o TEHLIZEITHRE OS X Mountain Lion (10.8) I8 AR 8E41E Receiver A RA LB EIFFRERMTHERESE, MREE
TtEd , A AR SR SRA AR TS, MAZERE THER.

[#504302]

o EZBRAEET , MREFLE T ENBRa | TENARFIRESBIRIER RS L,
[#506532]

o 1£ DirectX 8¢ OpenGL ¥ 2 iz T E R & EBUAL Rl sE 4 SBUEARAK.
[#510745]

o MRWEKTZMED , BHTMNELIERDITH] , SSL SDK TTRELFRMBAEREAMC A BT, WEAR B RIF MR
HIRIETRHE Rl

[#511574]
o BMFARHESRENKERTIN , AATRTEERENBAN [T,
[#511877]

o MRAREXERBTAALTERRENS , BEBINAAK Lync RSN BT RS TR, WREIWLEZ , A
DIRF IR EESC R AT,

[#512074]

o MREMAEERAATHNARFZE | 1 Receiver FEFBEIMN FHFEFZFRA[8ETLIA RV Broker #1 StoreFront _EHE
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. WRETUGEE , BAATAMERITR , REBENM TN REF.
[#515097]
e Windows #4578 E BRI A% R & N MK/ NTTRERESIE KA.
[#525833]
e {£ Gemalto .NET £BERXY XenDesktop 5.6 BHTHMIIEE , RVEAIRETIA RS,
[#550781]
o (£ PIV ERERES , Receiver TLIAEHNEHE| XenDesktop 5.6 &1,
[#550986]

e {#FH OS X Mountain Lion (10.8) B , #1053 Receiver 11.9 8% 11.9.15 F4&kZF| Receiver 12.0 , [33)] Receiver AJgEA S B FT
FFHhRANE) Receiver FA|BAR A< Receiver,

[#552496]

e 7£ OS X F{Ef Google Chrome jXIST=5EY , M FERAZ_ LMK ICA IHATRER SBURZ A ICA X |, S SHHIERH
S|

/Cnro

[#564961]

o ERE|WIPNABKSES , F AR RETCIA U AR ERD, [#568394]
R AAESRIEE BRI\ £ AR |, XenDesktop T RAXRAK IR AT RER B BT,

[#570480]
e 7£ OS X ElCapitan (10.11) k , L EMY BFEFIEE N EFAIES BIR.
[#582397]

e 7£ OS X Yosemite (10.10) # , Safari fFHRIRARTBESHK Receiver fE38E A MPARRLE . @i S AEFT N FBFEF/ £
s FOA B R LR,
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XIFHIRIER S

Citrix Receiver for Mac XU TFIRERST -
macOS Sierra (10.12)

Mac OS X El Capitan (10.11)

Mac OS X Yosemite (10.10)
Mac OS X Mavericks (10.9)

AT
1=

Mac OS X Mavericks Z Bl Mac OS X KZAThRANSZ 43,

AN Citrix =5

Citrix Receiver for Mac 5PAF Citrix F=iaf A Y IFRRATRS . EHREE X Citrix it G FREER |, AR T fiffES
Citrix &1 ST RIF=RARA , B2 Citrix =Rk AR,

SRR TR
Citrix Receiver for Mac 5RLTF NS 253 A

e Safari7.0 (MESIRA)
e Mozilla Firefox 22x (SKESARA)
e Google Chrome 28X (BXESHRA)

BAEsK

e 131 MB O] FR#& =)
o FRIEFERSZZMIER B1THIMLEEL Internet &

e Web Interface :
e T XenApp Services (X #RA PNAgent Services) u5rifl Web Interface 5.4 for Windows , 8 M Citrix Receiver for
Mac AAN AR ARINBFREF , HEMN Web XY 257im].
e ERZE Citrix Receiver for Mac :
e (itrix Receiver forWeb 2.1, 25%126
e Citrix Web Interface 5.4
e StoreFront :
StoreFront 2.x B{E = hRAs , FAT M Citrix Receiver for Mac ¢ Web %28 A#. 17710 S FIFEFF.

JEZ; S

BNSRAE OS X El Capitan _Eiz4T Citrix Receiver for Mac (I REEZERIBRE)E , NEE TR NetScaler Gateway #hifd, HX
VER |, S5 Citrix THRmE_EAISCE NetScaler Gateway Plug-in v3.1.4 for Mac OS X (El Capitan Support) ((EBF
Mac OS X (3Z#F El Capitan) f4 NetScaler Gateway fffF v3.14) .
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Citrix Receiver for Mac X355 XenApp 8 XenDesktop B I TiE#E

e HTTP
e HTTPS
e |CA-over-TLS

Citrix Receiver for Mac 3L TFELE -

X+F LAN &

e {#fH StoreFront Service 8% Citrix Receiver for Mac 8% Citrix Receiver
for Web ¥%f 5] StoreFront
e {F XenApp Services ¥ s Web Interface 5.4 for Windows

X T REANRFE AT

Citrix NetScaler Gateway :

111 (&¥E VPX)

110 (433 VPX)

10.5 (B¥E VPX)

Enterprise Edition 10.x (B#& VPX)
Enterprise Edition 9.x (B1& VPX)
VPX

Citrix Secure Gateway 3x ({X5 Web
Interface t5&1E M)

B <{FH StoreFront ZFZ& NetScaler Gateway HI{E 2. , 55 % NetScaler Gateway JC#4PAK StoreFront 3244,

=gy Calla
+F5 StoreFront BI3EHE |, Citrix Receiver for Mac X3FA T SHRAFFAIE ¢
Receiver for StoreFront StoreFront NetScaler F| NetScaler %I
Web ({£Fi% Services ¥h5 XenApp Services Receiver for StoreFront Services
WEy) (&#) uhex (254,) Web (i%%52%) she (454)
EZ = b
1, = b z* o
BHEIB
BELhE z* o
WHEE z* i
(% + &
24h%)
SMS IEE* IEIE*
HEER** =3 z*
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Receiver for StoreFront StoreFront NetScaler FI NetScaler %I
SIS Web ({£Fix Services ¥4 e XenApp Services Receiver for §t orREMONbServices
Wwas) (&#) R (A1) Web (iX%2%) Hrkeastiag: )

" {X4F Receiver for Web 3Rl &% NetScaler Gateway [EPETF AT | MAEBEE LREADIAKIKAIELE.
**ZFF OS X 10.10 H{ERAEREK , WRE/DRE 0OS X 10.10.2,

5+FZ| Web Interface 5.4 fiE#E |, Citrix Receiver for Mac X3 T S RAEATE
7EE : Web Interface FRARNEBAFRNIMNL L LS EFHIIE.

Web Web Interface NetScaler ¥ Web NetScaler ¥ Web Interface
Interface (j%] | XenApp Services ¥4 | Interface (j¥|%3%) XenApp Services ¥
i)

EZ =

b1 =3 = b= =

BHEIB

RS = piss

WEE (3% + 2 =

BELHhE)

SMS b P

HRER** = =

AP+ £ (FZ NetScaler £ (FZ NetScaler Gateway

Gateway #fi4) )

*RIEBE NetScaler Gateway HIEBEF A A , MAERE LR BERERIKNAEL.
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Citrix Receiver for Mac XFEEDNTECET{E B EREEFHEAE ;

o XHF RTINS AIAIRIA) Receiver for Web/StoreFront 2.x R E&ShRA. XenDesktop 7.1 K E ShRADL XenApp 6.5 B E
EhRAFITEBE RS R,

o STFERERMINFRFERF (BI20 Microsoft Outlook #1 Microsoft Office) A FAX IR M RAEFFVE ST
WF &L TINE,

o {FRAZMIEF — Citrix Receiver for Mac XFFEZ MEBE—ANHEZ N EEREEER. WRASEEEREANL RS , X
LR TR ARE DETIRTE N A2 , B4 Citrix Receiver for Mac,

o EWBkAIED - IR EE(FAWBL , WEELE Citrix Receiver for Mac 5 PR BN S 2 (A3 ST Bt — B HNERE.

XF X NetScaler #HTERE RS HEUE

WMREEER EEEZANRES |, NEAERERINIEEHITIHMIAER , Citrix Receiver for Mac £4@/REEFRIER, FEHFRIEH
B, Citrix Receiver for Mac £ /NEMAZRERER ; BISHIAES , &&% 530,

WMREER ERBF—MEREF | Citrix Receiver for Mac £ FIED , NMEREHITER. B2 , BNV S XS+
KEAN R D HERE TS MR BRhAiE.

FERERFHRIEFEE PKCS#11 5k
EE  RoEHIRIE PKCSH11 A8,
TN EEEE S UIIEFEE PKCS#11 A8 | i HITUATIR/E

. 7£ Citrix Receiver & , ¥ B %M.

. BERETEEFL.

. EREMERT AT, BEEEER.

. £ PKCS#11 FEG |, S04 YA0MESE ; BAFHADNEE) PKCSH1L B TERIE (INREKT I FTEiEsk)
CIEFRE MR |, BRI,

XIFHNERES. PRMGFMERERACE S
Citrix Receiver for Mac XFFKER Mac OS X 3 R ERERITR23AMEBP B4, Citrix EIRIUELAT B IR

v A W N R

XIFHNERES ¢
o B USB iEFHERERE RS
XIFHIFENS -

o Clariify
e Activeidentity & FiphRA
e Charismathics % FighRAS

X ERE
e PIVE

o BRI (CAQ)
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Gemalto .NET &£

HIRBHNEK Mac OS X 3R Eae MR ET B HEHOECE A PR & BB TR ME.
BRI

IE BRI e L |, MIEFMEER PRE L.

Citrix Receiver for Mac ANMR72 A P FTENER &R

Citrix Receiver for Mac REAEER R FHIERER PIN, PIN RIFEREIRMERSFHI TR |, MIRERZTTAEE B NWEE
.

FHNEEEEE | Citrix Receiver for Mac REFHEIEAE.

EREEESHMRIES VPN REZESE R , B AWRERE NetScaler Gateway $i#EFHF iR Web &R , E—SEEH
FRERHM PIN SHTHMIE. £ NetScaler Gateway fiHIB T EiB H4 %K uEviA) StoreFront M@ AT ERERA 7.

MRFRES

BEEM

Configuring Citrix XenDesktop 7.6 and NetScaler Gateway 10.5 with PIV SmartCard Authentication (PDF) (4 Citrix
XenDesktop 7.6 # NetScaler Gateway 10.5 it & PIV ZRERE4IUE) (PDF)
Smart Card Support with Citrix Receiver for Mac 11.9.15 on OS X 10.10.2 (OS X 10.10.2 .k Mac 11.9.15 &R HF)
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I RE. Tk, EPEEEIE Citrix Receiver for Mac
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AhRAHK Citrix Receiver for Mac A& —NEydi&3EA CitrixReceiverdmg , X#5i@id NetScaler Gateway #1 Secure
Gateway #H{TEARI[A].

TEARSLF

T

FohZeE Receiver for Mac

F4&% Receiver for Mac 12.2
FFEREFELE Receiver for Mac

M Receiver for Web £33 Receiver

M Web Interface &R FHFEIE Receiver
#%[%& Receiver for Mac

E7e

A AT DUE S AT A% Citrix Receiver for Mac : M Citrix Web st 5223 . B3hM Receiver for Web 8§ Web Interface &
RARAE AR FRES % (ESD) TRARE,

B M Citrix.com =23 :

o M Citrix.com Bk BB F &k 535X Citrix Receiver for Mac ] Citrix Receiver for Mac B A0 DUS 45 \ B FmpEhit (T
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Learn More
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Reconnecting...

Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
to stop.
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|‘ 1
(Al Versions) - | [ Session Reliability - pel
Settings: 0 selected View selected only
Settings
U 4 Machi F Session reliability connections Select
T e Computer setting - ICA\Session Reliability
sumrary Not Configured (Default: Allowed)
P Session reliability port number Select
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P Session reliability timeout Select
Computer setting - ICA\Session Reliability
Not Configured (Default: 180 seconds)
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Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
1o stop.
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o Security & Privacy
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General Accounts File Access Devices Mic & Webcam Keyboard Security & Privacy Advanced

TLS Smart Card RHINEWY

Customer Experience Improvement Program

Help make our products better by joining our Citrix Customer Experience
Improvement Program. Learn More

o | agree to send anonymous data and usage statistics to Citrix for the
purposes of product analysis and improvement.

No, Thanks.

Crash Reporting

° | agree to send anonymous crash report data to Citrix for the purposes
of product improvement.

No, Thanks.
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- BB %5 2R B SR EC BB I HER TT N (BRE TS
- MR %5 2R B R EC B BT AT R &4 I BRET

WU RS ZUERET | Citrix Receiver for Mac IUZEF FISAE RS ZHEDEIRSF2E (BMX) RUEMFBFIED. SEFEHIRAK
Citrix Receiver for Mac 4 , LAKRBTIUE PR AZEE. WRIEPBAEIREE |, T LY.

5 Web JI%E 23R FUEBRIRARLL | BLREREM™AE, 2 Web X EREBIE—AESTHRIED.
WIRRBRG S (BMX) BCE—HIEMANED. —AREMENER T4 S5 Citrix Receiver for Mac HEH £ K.

BEAMKEE T A TERKIER. BINEEEMEZARAIENE AMERNEE , AN e MRIEPR¥H Citrix
Receiver for Mac {8 :

- B AR SS ZRIES
- 7B BRI
- INBIRRIES

#RJa , Citrix Receiver for Mac $#E T XEEHEREAR, Citrix Receiver for Mac iR EHE R B ST IRFIBIER",
703k Citrix Receiver for Mac AMEERFIARIER" , EHE KK,

Important

FUAFRMANMETZMRIED. MREFEERX—FMTRAERE  EHRENECEFE B SARIES. 620, HaTFEE
BT ABEAR R BR &- 2 EBIE+ (DigiCert/GTE CyberTrust Global Root #01 DigiCert Baltimore Root/Baltimore CyberTrust
Root) , fEFLEAFEE L , W MBEPEFT A, fFEHMEE L, RF—FH (DigiCert Baltimore Root/Baltimore CyberTrust
Root), #NRLEAEM K EACE T GTE CyberTrust Global Root , iX%6H Fi% %&£/ Citrix Receiver for Mac =G LM, ESFIEPMA
VAR ARG E R FRARIET. FEEE | IREBRRASTH , frgEHt 2.
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FLMRS BB R AR RZIEARIES | AMECSARE R L. EN™RRRIERMALT.

MAEREAMKEE T U THERIES. BEHEFERALLE (RBRED)

- B AR SS ZRIES
- 7B [ERES

ZJa , Citrix Receiver for Mac ${FFXPMED., EEEEERER RS LEBER, IRAT— N EMBEIERRIES , AN
ZAEE (BN IRBIARBER”) | EERASh, TR, EEEAW, FEE , HACERM Citrix Receiver for Mac ST EIIE
F , BEE AV Citrix Receiver for Mac M BHH. ZEERRIER.

MAEREAMKEET A TES :

- NGB S5 AUE T
- B [ERES
- FERAARIES

Web |45 32 AT AEA ZMR A4S RIIRIES, {BE |, Citrix Receiver for Mac ¥R ZR4SRHIRIES | R IEES L.
HUSFPMAYMER L NFEIMER, EXFEAT , BEAMXEENEFENED (BARERIED) , 40 :

- IRBIBR S ZRUET
- 7BIR ERE 1
- 7R [EREH 2

KIiEE. EXFMBAT , BEDFEEMANFERED, #1201 , FRERARIRIES“Class 3 Public Primary Certification Authority” R B AHN
I3z X% 4 pih (AEF “VeriSign Class 3 Public Primary Certification Authority - G5”, {B2 , HNME S ARABFRIET “VeriSign Class 3
Public Primary Certification Authority - G5 B , iZhRAKE 4 “Class 3 Public Primary Certification Authority”, B SARASHIFRIES
MERR &L A EREF.,

EE
RREANFENEBAREBAFARKNEREERR (MAMSR) | BXXELNFEEBABTRNMAELR (WEE) . X—

Important
EUAERAN RN AL PR XA R BNES, XEFITAAES MRES | 31 B RN e A E R RS E B AR A GRS
| ERIH R R4 R FNER S BR ENES (Blan°RBIsRENES 27) KA T3k,

EEHAFEANRE (RIIREBNZ LM ERES)
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- 7B R S5 ARUE TS
- 7B [ERES

B SRR XA E N E AR N ERNFERES , EAM R EEE RIRAKARES

- 7GR 55 2UE TS
- 7B BRI
- TRBIRE X4 P ERES [ ]

REWUAM KA E RS FES

- T RS- ZE TS
EXFMEDLT , 202R Citrix Receiver for Mac #AZIFTAFERNED | EEERK.
1Bt NetScaler Gateway #H1Ti%E¥#

B nFE A FREIEIT NetScaler Gateway iE#EEI4 K XenMobile F1E , AT IAKHELE /5 StoreFront B &{E A, BAVIE
BPRA A IRBURTEBZE R & K XenMobile R4S,

WNRIEMLEHEBE XenMobile , WIEIH ¥ NetScaler 5 StoreFront A& BRI R AFAFED A FE0ZF2 A FEIT NetScaler
Gateway 5 StoreFront ZE3EHE, XAEFE A% AVF A FiEdE StoreFront , TMIBIE XenApp VilalE AN AR |, Bt
XenDesktop Via) AR E., FAFET Citrix Receiver BHTIERE.

A Xi@iT NetScaler Gateway FLEXEEERIEE | ES I NetScaler Gateway 5 NetScaler A6 3044,
5 Secure Gateway &%
AT B{LERTER Web Interface IEHE.

ATAZE Normal (E38) #5508k Relay (FP4¥) 3 F{E M Secure Gateway , A Citrix Receiver for Mac 5BR%-25 2 [EHE 512
HLEiE, MR Normal” (&) A T{EM Secure Gateway , FH A BT Web Interface #HTi%H , IR FEXS
Citrix Receiver for Mac BHT{EAECE.

Citrix Receiver for Mac {8 F3#E Web Interface B % 25 A2 ECE MR BIEHEENE1T Secure Gateway IRS25. B XA Citrix
Receiver for Mac BCEARIERE SR EHNVEMEE | 1555 Web Interface 3044,

MRLLEMEFP RS 25 LK T Secure Gateway fRI2 , RIFTRATERelay” (Fdk) X T Secure Gateway {12, &
J“Relay” (k) HRANEMSE , 55 XenApp # Secure Gateway3tAY,

WMR{EMRelay” (k) #%3X , Secure Gateway fR$ZHE S T— MR , M4%F Citrix Receiver for Mac #HTECE 7 BEf#
F:

e Secure Gateway R 25T LR E AT (FQDN),

e Secure Gateway R&#1is0S. EIES , Secure Gateway 2.0 lRAARIFRelay” (k) 3K,

FQDN RIAFFSH AT =ANMARER S -
o TH %L
o (AN,
o TRZRIH,

20 : my_computermy_company.com &—4 FQDN , EAE#KxFH E44 (my_computer), (a1, (example) TR
(com), =EBHEATALEIHAZE S (example.com) 1B H FRAIRA
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B AR AR TIER

RIBAR S 28 AT RHIMLL BN SRR 3k 71R) , FFALER Citrix Receiver for Mac 5RR%5 28 [BIfi%EHE. Citrix Receiver for Mac 7]
B 32HF SOCKS M2 AIEPHY.

5 XenApp g XenDesktop fR%251@{5Ht , Citrix Receiver for Mac {#F#E Web Interface R85 _LimARAc & IR IR & 251%
E. AXHM Recever EEARIERSFHREREE , FS I Web Interface 44,

155 Web fR$-253t1TIB (50T , Citrix Receiver for Mac B P& & L AZUA Web NS RERRIERSHRE. B
R 7E B iR & FECEZNA Web I 22 IR S 28R B .

183 By A TIER
M2 5 k3% BT AR 1E B ARt Fvm O i akBR I ¥EaEd . anRAEFE R FE AR k3% , Citrix Receiver for Mac AJRBEBLER
B k35S Web JRE-25H0 Citrix RE-22B(S. XTFHAEEE) Web JREZ[HB(S |, B ISR HTTP B1(S (AR IEEFEH

T4e Web JR%2% , WIBEBIARE HTTP sig[d 80 3% 443 #H{Ti8{5) . XT Receiver Fl Citrix fR$F5-2380815 , B k3EAm s
W1EIB 1494 #2598 _E3HT AL ICA #1E,

BNEREHAIEFT T WEEHIFEHE (NAT) BCE , &ATA(ER Web Interface X APIEBMEEISMIB b ABR ST FNSR O . 520 , 20
£ XenApp 8k XenDesktop AR$- 2SR ECE A &kttt , RURTRUE Web Interface BEE A Citrix Receiver for Mac 3415
ik, #J5 , Citrix Receiver for Mac { RSMIBHIE MG O SIEER S 25 . BRFEMEER , S Web Interface A4,

{87 TLS #HTi%E
Citrix Receiver for Mac 12.3 3 3#¥XF-5 XenApp/XenDesktop i TLS iEEF R T HREHSHRK TLS 1.0, 115112 :

TLS_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128 GCM_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_RC4_128 SHA
TLS_RSA_WITH_RC4_128 MD5
TLS_RSA_WITH_3DES_EDE_CBC_SHA

7FE : Mac OS Sierra _E3=1T#) Citrix Receiver for Mac ANFFAF TLS BAEEH -

e TLS_RSA_WITH_RC4_128 SHA
e TLS_RSA_WITH_RC4_128_MD5

EHETEM (TLS) B TLS MR FARAEhEA, BB TFETE/ A (IETF) ££8% TLS FFREAr R FF 21155, B SSL
BEZATLS,

TLS IR MRS HSHRIE. BURAMEIHETBMRAE , RRBHEEENRS. FLAR (AFXEBUFAELR) BK
£ TLS SRRESRIRB(EN TS, XLARARECTRERKIERINGE , FIa0EFHMEEALEARAE (FIPS) 140, FIPS 140 2—4
IEEBRAE,

BREEFER SSL Rely KMARLIKRLTLHIEE , 1525 XenDesktop #1 StoreFront 3CA%,

-z
TE

Citrix Receiver for Mac X Citrix Receiver for Mac 5 StoreFront Z [B)EIE{E T4 (OS X) M%7,
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> TLS B2 & 3 2 B Citrix Receiver for Mac
TLS MR EFESHRANEE

1. £ XenApp 3k XenDesktop fR%-25F1 Web Interface fR%-#5 Li& & SSL Relay , PARIRERFI R AT EHIARSZHED. BXF
M{5E. , \ES[R XenApp #1 Web Interface 344,
2. ERAPR&B L EREBHRIED.

£ PR E L RERIED
TESSAT TLS Y Citrix Receiver for Mac 5R$-283%2 18] , RE(FE A TLS KBREBERTSE , APRE LV E T AL AR
& ZHEP_EHREBIMA AL 2 HFRIES.

Mac OS X [T #) 100 MERKMBEBIRIES , MRERERHEAIES , AJRUMERMANMFIFERIEHEZRES A
FRE L.

AR , HBARERERBESNTAARE LLRERIRIED , MAZ LA TRE | XEIRT IEALANREINRE. ZAE
MELRLNFAEREIRERZRINE] Mac OS X 4At 4,

BHERRIEAR R

1 WEBESEBRM. XE3Es A HE RN RRERF.

2. FEBRIRER SHEIES , W EARt SR B RAF TR T &R — ¢
o B (EPRERTHRA,. )
o ALy (EPEATREMAER,. )

3. Bl

4. FEEREIPEAEPRNERD , ARBAE T,

REBRETTE | THUSAT TLS B PMAIER TLS M AR,
KT TLS R

EEDNBNBSLE Citrix Receiver for Mac BT TLS 7 ICA SERBER L HRMA XS, TTECELE Citrix Receiver for
Mac FRTF ICA EHENFEL TS RE., XERBRAEAFARAFTER ; FRX R FEEIZ1T Citrix Receiver for Mac Bi%

& bzt

=7
TE

AR H A ETE TLS SR , B0 4iR&H OS X RS HSBHMAE R & EIRMR T RizHI .

TLS RIEBIEATRE :

SecurityComplianceMode, }HRIRIZERLEMMEEN, MRKECE SecurityComplianceMode , FIPS ¥ FB{EBLAE. iR
BERNERERE

e None, AsEHNHEAEGHME
e FIPS, {#FH FIPS fnzEttith
e SP800-52, 2&%{F A NIST SP800-52r1 &M
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¥ SecurityComplianceMode & & A SP800-52 :

defaults write com.citrix.receiver.nomas SecurityComplianceMode SP800-52

SecurityAllowedTLSVersions, iR ETEE MY MEHABIN#50 TLS tURAS., HEERBESIARETIR , TFFTREERE
ARG, MRKREEWIRE , E TLS10, TLS11F TLS12 ¥ HAERGAE. WREMIERAEAIE

e TLS10, F53E AVFEM TLS 1.0 BMX.
o TLS11, #5%E AVFERR TLS 1.1 MY,
e TLS12, ¥ AVHERK TLS 1.2 M),

¥ SecurityAllowedT LSVersions W& N TLS1.1FTLS 1.2 :

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

SSLCertificateRevocationCheckPolicy. BYIZNRERTABEE Citrix BRE2FMBESHRIE |, IREK FinRE SRS 8 Z AR
SSL/TLS EfmEkR M, IHRERSIER OS X & Fiphd3=5Ul it SSL T T2 A VE HAB 21T X 435S B A AT {SARVEFIRAN
B,

FERERERN , B AR ERSH[INEHREEEHH. FESTRAIKIERBMIIFREE. fi , TR E FinhcE A UE
BHAMUERIR | EREAHAMBIERIIR. WS EREPREN SR ENRBERIE T B ERmMIIReF
FRFRFER.

WEBMAEFIER (CRL) KB R EMIEPMA S IFNELINEE. CRLAEE A EIE REL INEPFANZIETHRE & R 2 DNS
AMRESMEENBHTSIESR (FEIHRMZAIERN) .

W ERERERE

e NoCheck, RHUTIERMEHTIRKE.,

e CheckWithNoNetworkAccess., BUTIERREEFIRKE. (UEFRAHIERRBHFIREM. AL EREH2K. XTERF
SSL Relay/Secure Gateway % &5 REKIAR S 2RIEBRIUERYL , BIRIEPBEHFIRIAAEE,

o FullAccessCheck, PITIEPR4HIIRKE. FRAMIEDRBIHIIRFEIFAEN K m. ST HER SSLRelay/Secure
Gateway fR% 25 RIIRS FVEPWIESR N , BIRIEPRMIIRHAFEE.

o FullAccessCheckAndCRLRequired. HUTIERB4HFTIFRIGE | BAR CA RIS, FRAHIED BHSIREENTEL L R.
BT DEAREP RS RBIEIEE FE,

e FullAccessCheckAndCRLRequiredAll, HUTIERRB4HFIRKE , BFEIR CA. FRAHIEBRIIRERIIFTENEAR. B
TR BEMED RS RNBIEFE EE.

=2
=

INERFKIRE SSLCertificateRevocationCheckPolicy , FullAccessCheck ¥ FR{EZRIAE.
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¥ SSLCertificateRevocationCheckPolicy % & >4 FullAccessCheckAndCRLRequred :

defaults write com.citrix.receiver.nomas SSLCertificateRevocationCheckPolicy FullAccessCheckAndCRLRequired

ALE TLS 5RR%
FHAFEEITEN LECE TLS®E , i57E Terminalapp #1z1T defaults 54,
defaults ZRTRTHM. wigAMikR OS X B plist XN AR FFREN G ST B,
BEYRE , FPITLAUTRIE
1L T AR >RATA> R,
2. I EfTA T4
defaults write com.citrix.receiver.nomas
Hep :
P EREERETR.
: ITRRRERIIITX | -string 2% -array, MREEREATRE , N AZBR LI K.
DRENE. MREAES, FREEET S ME , MAERTR SRS ME.

Bign :

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

IR AEABCE
BRREBEBRIAE , EHITETFHRE
1 T AR > RATA> R,
2. R ETUTRS

defaults delete com.citrix.receiver.nomas

He
D PRRBHRLIR.
B0 :
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defaults delete com.citrix.receiver.nomas SecurityAllowedTLSVersions

FRAFAAREREMRE
Citrix Receiver for Mac 12.3 #15| \ 7 ZInL MM ThaefIgsachas , o ais

o WHHTREMRERFAREA. ARURAT , ENSREMAXNRENEEAERERGST  5S4EREMEXNERE
WEIAEE ER s NAAREHTAN , XEd 7T AXRATEUE RN E EMIE T A AR A FIRR.

o BETLS &%, Citrix Receiver for Mac A ESIE- S1F RRFE TLS ARS8 L% , HAE S 84E AT EEMM
PEE, BN, BEAANARERCEA SecurelCA, M4 , WA EZERT TLS EEHMRS 2ER,

B fE T2 FBEHL 5 A4E TLS IR T 5 JLAFTER -
o REAAIER

o BLENHIELR

o EFEYM TLS kA

o EEEPMEHFIR

o XHATA TLS EEBRARE

TEGEA T T WA R REVIRIK B2 MFEFLRE -
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Yy Securlty & anacy

[_‘ g 4| &

General File Access Dwicss Mic & Webcam Kayboard Advancad

Smart Card  Privacy

These settings allow you to control how TLS is configured for secure HDX
connections.

Compliance mode: None B
Crypto module: FIPS B

TLS versions: TLSv1.0, TLSv1.1 and TLSv1.2

Certificate revocation list: Attempt local cache and network check

| Require TLS for all connections

' Restore Defaults
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