AT TRE
Jun 19,2017

12.6 PRFTIETHEE

Citrix Receiver B
Citrix Receiver B Fiefit Citrix Receiver for Mac LK HDX Real Time Optimization Pack RIBZNEHT , NEEFh TEHEH.
JBid Citrix Receiver 41 , & ABShARIRHTIRAK A S B RHBEAR KZMEH1E R MR EEHM Citrix Receiver,

ZHAEIRT |, Citrix Receiver BB NEBH , FESXKEEEH. FHOFAM , Citrix Receiver ¥ @41 A &S FTHIFLE
BH.

a] LK Citrix Receiver MR E AL T ESEM :

Notify me when updates are available (5 #7] AR I@&01FK)
Do not notify me when updates are available (5 #7o] FABSAEANIK)
Leave updates up to my administrator (¥ EMBAKNEIER)

A PAEIRFZE Citrix Receiver for Mac 1 StoreFront _FECE Citrix Receiver 3. £ Citrix Receiver for Mac & |, &g B %&m %
VEAERCE Citrix Receiver 5T,

(XY FINELRIFET StoreFront ik B , ABE{#f StoreFront fit& Citrix Receiver . Citrix Receiver for Mac B3 NBEENE
R PiphcE F @R,

A % 1E Citrix Receiver for Mac HECE Citrix Receiver BIEL |, B AILE BahE .

Thinwire 32 {7 ¥eAr3dF

Citrix Receiver for Mac IU7EFE Thinwire 3235 32 fi)ehr., FERHIRAK Citrix Receiver for Mac # |, 205R4E VDA F{EF 32
RIYERR , SEARNBII N BRARE, EARRRAR Citrix Receiver for Mac 1, YARELAEIRTHAIETT.

BES IR S 2EBRIE SRR

Citrix Receiver for Mac 12.5 R ESIRATF3I AT £HH. EMTEHERFSFEBRIENSG) , SHFITESHIBENEs. B
FEER | ESRARF/OIE CTX224709 MUK Secure Communications (R4&i#{E) XAYRMA.
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Citrix Receiver for Mac 12.6 2165 i) 8

bb#s$4: : Citrix Receiver for Mac 12.5

Citrix Receiver for Mac 12.6 & ARA 12, 121, 121100, 122, 123, 124 F1 125 PRFAEBEURNTHEE :

o (M WebEx £ZFEMN , £ZFRE LRt B RREETH.
[RFMAC-689 , #LC6462]

o {ff WebEx it , FILFHEEZE , AN ARFIEALER@NEA LI,
[RFMAC-690 , #LC6255]

e 7£ macOS Sierra # , Shift-Insert IRBEXTATRER S VEFR.
[RFMAC-696]

o & WebEx &/Mbja , EABAXREEN , AN AREFIEASEMHETR.
[RFMAC-742 , #.C6840]

e {#f Google Chrome &I Citrix Receiver Fzh RFEFHS , “EfEEahNRREF.."E AT gL,
[RFMAC-744]

o EITREIMMLET , XenDesktop &ETTRES BRI Z R,
[RFMAC-808]

o ARG , MERRNSLI., BEHHEEOFTHBUE T2 Citrix Receiver ESMNRH.
[RFMAC-832 , #LC7682]

o (FRMRSKRZI% Pk URL EE M , A& “— XK MR S URL ATRER 23 , (B4R ETH.
[RFMAC-856]

e 7£ macOS Sierra 10.12.6 Public Beta kzak macOS High Sierra Developer Preview NEfRAE A Safari bt , v AFEFHI =
E A RER B30,

[RFMAC-869]

Citrix Receiver for Mac 12.5 F 2& & f[a)i
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Pbies$# : Citrix Receiver for Mac 12.4

Citrix Receiver for Mac 12.5 & kA 12, 121, 121100, 122, 123 M 124 FFEBEEMELTHEE :

o EMEREREREREME Finhf , A ERNo Certificates found on card” (FEEBE R EHAZUEAES) FHRIHE.-
[RFMAC-432 , #650298]

o JRF25EMAE UTF-8 IRz gt TIa Rz A , B AR JEA IR K.
[RFMAC-565]

o A%h SAML N FFRFFRT |, AJaESHH I Invalid Request” (3ERTRH) 4%,
[RFMAC-598 , #LC6558]

e ReceiverHelper ATaE&Z4MBY . CEIPRegistryjson 24 Foa ) JSON B4 IRtk R &,
[RFMAC-639]

o JF4H Citrix Receiver B A Launchpad 8% Finder 5B AN BFEF AW , FHFEREAT4RIBE : Cannot connect.
Unable to communicate with Authentication Manager service. (FoixiE#k. Joix5 Authentication Manager fR%5-E15.
)

[RFMAC-648]

Citrix Receiver for Mac 12.4 sr 2 4& & f|n)

Eh#kxt5: : Citrix Receiver for Mac 12.3
Citrix Receiver for Mac 12.4 BI& kRS 12, 121, 121100, 122 F1 123 FRFAEBEURNTHEE :

o Citrix Viewer N[ fR$5-25 A X IEMEN SR A A,

[#581829]

{8 Citrix Receiver for Mac 12.1 & , 2nR{E AR UE |, FARITEN BFEFHR K/ NI ATBERN S 1ER.

[#604943]

EEXBRECFESHEERFEAZ AN BREN |, Citrix Receiver for Mac E&#HIN FAFEFE O T EEL NI E.

[#652254]

ERERTNN RREFE , F AR RETTAFE ML IR B8 _EwiBE R 3CIF.
[#660657]

o TEMLEIRFN S ERFIMHET , VDA &IETTREAMTFESR,
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[#660661]

o 1 VDA &ESE A M BARFF{E ASMDEAR |, Insert SRR,
[#660669]

o R IEESTAS BIRAFTENHN B /RIFAT A,

[#667462]

Citrix Receiver for Mac 12.3 265 i) 8

bb#s$4e « Citrix Receiver for Mac 12.2

Citrix Receiver for Mac 12.3 G5 AR 12, 12.1, 12.1100 #1 12.2 FRIFFBEBEUR T HEE :

o N3R Citrix Receiver for Mac BB AEANRIRARS 28 , REEEFTE (SSL) EHELKM.

[#640652]

Citrix Receiver for Mac 12.2 F2&E )

Ebik st : Citrix Receiver for Mac 12.1.100
Citrix Receiver for Mac 12.2 15 R4 12, 12.1 #1 12.1.100 FHFFEBEMUEATHEE :

o BETEE/NLMESHEE L Alt BRI Alt-l FARMIFHIEE,
[#L.C3796]

o fRRTIEAEEMA URL EEIE ASCI FRIET AR S 25 B % F¥in 22 5E (6] K A (A 8.
[#L.C4470]

o AIRAMRRT HDX N AFEF& AR/ MR At /a B/REE &K R,
[#L.C4668]

o fRRT HREREIB S MUK WA,
[#L.C4907]

o R ME T R LM RS 250 = ST kAR E RERAIE) L,
[#L.C5157]

o fRIRT Ctr-Tab HERNEERENEHMSVER R,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.
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[#L.C5367]
o fRRT EINMEHTINESEN SERE ST AN ERK R,
[#LC5395]
o BET HDX £IEFIEITHI Microsoft LA £ E & Fim oA R ERER AR,
[#LC5454]
o ARhRAfFRT 1E NetScaler Gateway FELE T A FUEB S HIIER SE B FNER K MR,

[#LC5455]

o fiRIRT 7L ICA STHHFEE T ScreenPercent SIS L T Receiver for Mac 52 FHER T B EMIRIE,

[#605353]

o fRRT BGROEIBERENDEN VERTTEZ A T T2 Receiver for Mac AFiStHIRIEL.
[#612051]

o AIRAMRIR T FHIEH B4EFIZRET Receiver or Mac N F RS AIRECE fIa) .,

[#638176]

Citrix Receiver for Mac 12.1.100 2 & & i) &t

Eh#kxt4 : Citrix Receiver for Mac 12.1

Citrix Receiver for Mac 12.1.100 B ERRA 12 1 121 PGB EUEUTHEE -

o fiRRTIBIT Cisco ASA 9.32 SSL VPN &8t Receiver for Mac 21K KAIALE.
[#LC3887]

o fRIRT ERNEFIRITRHN @ FRIEETN FAFE I TR A5 A ) #.
[#LC4296]

o BE T AVEMIFEEHSBE RGN T SSL X ENAR T MAC RIEMEHR ERTEERRE,
[#LC4367]

o BET IPV6 1EHEZ NetScaler Gateway £ MK [a) 7 ,

[#LC4512]
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o BETZMMARNHERHETXFHRIBIERAT N ERMETFHRIRD,

[#603635]

Citrix Receiver for Mac 12.1 285 iin) &t

Eh#kxt4: : Citrix Receiver for Mac 12
Citrix Receiver for Mac 12.1 B&RRA 12 FRIFEBREDEUTHEE :
o BETHEA OS X FRNEM VPN T , Citrix Receiver Z£/ZA T VPN #IIE R T A8 ToiEEREE| B ECERIIK PR,

BR T 7E OS X El Capitan FRLVEE T I3 B I SVERIER BIRMIEH,

[#582397]

o BETEUIESMNBIEL F5 ARIRIEEIHE SR BAE) .
[#582885]

o BRT RVERN A ARG E M PR ENRERE TR,
[#583033]

e {85 T Citrix Receiver for Mac 11.9.15 1 12 F S B F R IR+ BT S HIRH.
[#586179 , #577922]

o BETR—/NBIEFE , Citrix Receiver BK3 B— N FAFRFIHTHMAIEN A,
[#592460]

o BETREAETHEEN—NRE , BY Ctr-Q A SR IEMILEHNIRIT,

[#600601]
Citrix Receiver for Mac 12 F 2& & {[a)i#t
KIRAFRRT SERERERARNLNEE, FLRGNAMBER , BATHRRAENR.
KhpA+ E BRI AR

o EHBHIEF , EEMNEEFOFEBREENBE (“TETAY M ICASF LTV, BEERFERIERNK
) . WHESKFRE A “Please log on to My Virtual Desktop” (WE&RENFKIEINSEE) .

[#LC2682]

o [FREEZRKZ A Receiver MUK T RES SRS RNRETREF.
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[#551605]
o CIDR RINEFMH OS X ARIFLIT 4 B 28,
[#564250]
o {UFEM OS X idFIRMFT 256 PFHF.
[#567089]
o XTI Barefruit FFRK DNS SR EE MIRAFIELL ISP, NEMEIRTREE TRER KK,

[#572456]
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Citrix Receiver for Mac 12.5 2 &1[a)

FERBAF R T LT EMFEL :
o {FRAIEERNS , BT EDT BHTHIEE KK,

[#664725 , RFMAC-464]

o MNEHMUTTF EEANERERT |, Citrix Viewer ATESFE macOS 1012 EESNRY ., MRTHEAAIERER T L FERT
ERATBERHREN , haRELRE.

[RFMAC-618]

Citrix Receiver for Mac 12.4 122 &0in) 3
EARRAF AT ATFE XA
o {FRMIEEEES , BT FFEA%IRIEM (EDT) #HITHRIEE KK,

[#664725]

e 7£ VDA 7.11 SR RRRRA{E R EDT BLEM NetScaler Gateway B , i&E#E| TCP ki , B AEIREI TCP KEIRHLHIA 42
ER.

[#665617]

Citrix Receiver for Mac 12.3 2 &jn) &
EARRAF R T LTFE 50 [A) 8 :
o HEAFERZLERET RIEIRSZET , BENEHIEH VDA for Desktop OS AJREA KK,

[#659683]
o EIPVEeIETF , TREFERAT REEHETR SSL KWSETREL KK,

[#659700]

Citrix Receiver for Mac 12.2 2. &1(a)
EARRAF LT UTFE XA

o MMRETEMERRIREFTIETT ZNMFHALIE , Receiver AJRESHERD.

[#511140]
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o FAFFRETUIAE HOX M ARRFE SR 0S X i fEThRE.
[#637963]

o BB USB EEMINAEEE M USB CD/DVD IRzhzEHT , IRFNZSATAELMAHEE .
[#645484]

o ZNR“USB AN REFRE AR, FL USB RE A REAERTET R IEIER.
[#649082]

o FEFELAFEUT , 2R USB REIER Fin B SN EMERET FRhiEsk | B USB REBABFHETRETUIZEMHER.
[#649714]

o FHEZ| Receiver for Mac 12.2 JeiEiERIIK P , RECATRESIRRA PR AR .
[#649885]

e 7E1E1T Mac OS X 109 WAL , HDX £iEFIE1TH) Microsof t I K% i) RETLIA VIR ERE R
[#650298]

o DEEMNEERE , TRASERSE RN ENERD R ARG,

[#652154]

Citrix Receiver for Mac 12.1 F &2 %0[a) 8t
EARRAFZILT LT EXRE
o Windows EXHE BRENAREEE NN A/NTEESFETERM.

[#525833]

e M\ Chrome BziElsEE/E , AL fes BRMERHEE.
[#564961]

o BEFRKRMMFB[REEMMERMAF , SRLIVERBS R,
[#581829]

o WEALETIHBHE OS X 10.11 (El Capitan) WWEHE , GAVETALTARNENERE, MBEERENERELY , e
PRI IR Rt S R EIERE L AR,
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[#601542]

Citrix Receiver for Mac 12 #r ) 2 %l1[a) &t
EARRAF AT LT E R
o NMRLEERMANEEAANGSIRNE AR/IML , EFNEENGSIRREOTERENRER.

[#411702]

o HDX W RREFFAIReA ARSF. MREILRIR |, BHEsh BREFF , B AT RPR AN X TR E X IX LN Fife
Fr.

[#426991]

o THEALETTHNZ OS X Mountain Lion (10.8) (1 FRIREAFE Receiver B RE LRI FRHPEFMTHENES. MR
DR , BAAURATE BB AETHES , MARAT THRER.

[#504302]

o EZBRAEET , MREFLE T ENBRa | TENARFIRESBIRIER RS L,
[#506532]

o 1f DirectX 8¢ OpenGL ¥ 2 FFizfTHIE E R & EBUAL R BE 4 SBOEARAK.
[#510745]

o MRWKTZMED , BHTMNELIERDITH] , SSL SDK TTRELFRMBAEREAMC A BT, WAR B RIF MR
HFIETRHE R LI,

[#511574]
o BBFIHESRENKEPXE , BFAJRETEESENBN T,
[#511877]

o MRRTXEEZBTRAFATERKRENE , BEBIHIAHRASH Lync REN BT EBCA A", REILLRE , A
DIRF IR EESCH AT,

[#512074]

o MRFHMALKERAITRNHAREFZ/G , 7 Receiver L EBRIRNN FBFEF &R aETCiA R N Broker #1 StoreFront 5
F. aREBILLEE |, BATUBETEE , AEBEM RN RRERF.

[#515097]
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o Windows #i#riHE B/REARE S & O MK/ NTRESESVE R
[#525833]

o {F Gemalto NET %ZHRERXf XenDesktop 5.6 FHTHMEIUER , £VERRETLIA B30,
[#550781]

o {EF PIVERERES , Receiver JTAEFTEHEE XenDesktop 5.6 &i&,
[#550986]

e {#F OS X Mountain Lion (10.8) B} , 2a05&R¥% Receiver 11.9 8% 11.9.15 &%l Receiver 12.0 , J23h Receiver T] g2 S [FRFT
FFHThRASB) Receiver #0|BRRZASE Receiver,

[#552496]

e 7£ OS X FfEf Google Chrome XSE25HT , W FEA~ L) ICA XA RIRESSBURHZ A ICA XX , M SEHBFERIH
B

[#564961]

o TRE|WIPNA KA , B ATRETC/ A B BUT HIR BRD, [#568394]
A FPERMEIESTERRISH A\ £ FEEE , XenDesktop T AR A RGP BES IR T4+

[#570480]
e 7£ OS X El Capitan (10.11)  , BiAE MY BREFEEREFSUEF BIR.
[#582397]

e 7£ OS X Yosemite (10.10) & , Safari BFHLRARA ] REAN Receiver fEXREE HFOMMRLE, BT BSREIT NN BREF/ =
HEE FOA B R RE,
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XIFHIRIER S
Citrix Receiver for Mac XU TFIRERST -
e macOS Sierra (10.12)

e Mac OS X El Capitan (10.11)
e Mac OS X Yosemite (10.10)

=2
YA =N

Mac OS X Yosemite Z BT Mac OS X K ThRAS 23735,

FAM Citrix =54

Citrix Receiver for Mac 5PAF Citrix F=faf A YR IFHRARA TS . BAREE X Citrix F=aAEa BREE |, AR T fiffif
Citrix 25 I T FHF R MRRA |, B2 Citrix =i a B,

AN TS
Citrix Receiver for Mac SPATF NS5 3 A ¢

e Safari7.0 (RESIRA)
e Mozilla Firefox 22x (R ESARA)
e Google Chrome 28x (RESHRA)

BAEK

e 140.7 MB 1] B4 =5[]
o FRIEERSZ[MIERE BTSSR Internet &

e Web Interface :
e 5 XenApp Services (X #rA PNAgent Services) s Web Interface 5.4 for Windows , B M Citrix Receiver for
Mac AR AZARN BFER , THEM Web fI5E2570R).
e IR Citrix Receiver for Mac :
e (Citrix Receiver forWeb 2.1, 25%126
e (Citrix Web Interface 5.4
e StoreFront :
StoreFront 2.x & ShRAs , AT M Citrix Receiver for Mac B¢ Web 1|4 28 A4/ [7] i FIFEFF.

JEZ;

NSR7E OS X El Capitan _kiz1T Citrix Receiver for Mac (IR PIEEIERTIER[a)# , MFEEFHEK NetScaler Gateway i, Bx
VWREE | 5257 Citrix TETRE_LM3CE NetScaler Gateway Plug-in v3.1.4 for Mac OS X (El Capitan Support) (G&RF
Mac OS X (3#F El Capitan) f{ NetScaler Gateway #f# v3.14) .
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https://www.citrix.com/support/product-lifecycle/product-matrix.html
https://www.citrix.com/downloads/netscaler-gateway/plug-ins/netscaler-gateway-plug-in-314-for-mac.html

Citrix Receiver for Mac X355 XenApp 8 XenDesktop B I TiE#E

e HTTP
e HTTPS
e |CA-over-TLS

Citrix Receiver for Mac 3L TFELE -

X+F LAN &

e {#fH StoreFront Service 8% Citrix Receiver for Mac 8% Citrix Receiver
for Web ¥%f 5] StoreFront
e {F XenApp Services ¥ s Web Interface 5.4 for Windows

X T REANRFE AT

Citrix NetScaler Gateway :

111 (&¥E VPX)

110 (433 VPX)

10.5 (B¥E VPX)

Enterprise Edition 10.x (B#& VPX)
Enterprise Edition 9.x (B1& VPX)
VPX

Citrix Secure Gateway 3x ({X5 Web
Interface t5&1E M)

B <{FH StoreFront ZFZ& NetScaler Gateway HI{E 2. , 55 % NetScaler Gateway JC#4PAK StoreFront 3244,

=gy Calla
+F5 StoreFront BI3EHE |, Citrix Receiver for Mac X3FA T SHRAFFAIE ¢
Receiver for StoreFront StoreFront NetScaler F| NetScaler %I
Web ({£Fi% Services ¥h5 XenApp Services Receiver for StoreFront Services
WEy) (&#) uhex (254,) Web (i%%52%) she (454)
EZ = b
1, = b z* o
BHEIB
BELhE z* o
WHEE z* i
(% + &
24h%)
SMS IEE* IEIE*
HEER** =3 z*
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Receiver for StoreFront StoreFront NetScaler FI

NetScaler 3

B AED Web ({£Fi% | Services s XenApp Services Receiver for §t orREMONbServices
Yrog ) (ZH1) ShER (AH) Web (i#%3%) Hateudthas)
* {X7E Receiver for Web ¥ i AR A% NetScaler Gateway EFEF AT A , MAER S LE B TR KIKIENF.

**ZAE OS X 1010 HEARRER , WIMZE /D& 0S X 10.10.2,

5+FZ| Web Interface 5.4 fiE#E |, Citrix Receiver for Mac X3 T S RAEATE
7EE : Web Interface FRARNEBAFRNIMNL L LS EFHIIE.

Web Web Interface NetScaler ¥ Web NetScaler ¥ Web Interface
Interface (j%] | XenApp Services ¥4 | Interface (j¥|%3%) XenApp Services ¥
i)

EZ =

b1 =3 = b= =

BHEIB

RS = piss

WEE (3% + 2 =

BELHhE)

SMS b P

HRER** = =

AP+ £ (FZ NetScaler £ (FZ NetScaler Gateway

Gateway #fi4) )

* {RAELA NetScaler Gateway MIERER AT , MIAER & LR BRI KIKAIAEM.
BRER SR EK
Citrix Receiver for Mac 357\ FRCE T FIEREF SO -

o X AAETIN AL HIIRIH Receiver for Web/StoreFront 2x R EShRA. XenDesktop 7.1 R E ShRAE, XenApp 6.5 R E

ERRARTERE R R MR,

o STHRFERERHINFFERF (Bl20 Microsoft Outlook #1 Microsoft Office) A X IR M MAZFF VG ST

WFERBINE,

o {EMZMIEH — Citrix Receiver for Mac PR Z MEBS—PRZ N EREFGAER. WRAFBEERBNZRS X

LR TR P& s BN BFERF |, B4E Citrix Receiver for Mac,

o TENUBkAES — IR EE(FE BBk , WEELE Citrix Receiver for Mac 58 SIS 2 B i —Hr0iEiE,
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XT3+ NetScaler #HTERER S HEAUE

MRERER EFHEZARESR |, NEAERERINERHITEHMIAER |, Citrix Receiver for Mac £ /REEFREH, EFEH
B, Citrix Receiver for Mac £IR/REM A ERERERD ; BYSHIER , &% E30.

MRERER ERB—MERIES |, Citrix Receiver for Mac RERKIES , MREHITIESE. BE  BNMOABMASXEER
RERRERDASTIEZ I TR HIIEAR BEhaE.

FERE R B HRIETEE PKCS#11 83k
EE  RNoEHITAE PKCS#11 15k,
ENEEE RS Y RAFFEE PKCSH#1L A8 | W HITUATIRAE -

. 1z Citrix Receiver & , ¥ E15%M.,

. BEHTLHMEERL.

B REFRRAERA S, AEHEEER.

. TEPKCSHITFERH |, A UAOMEEE ; BN ISR PKCS#1L BRI E (RIRFSIE FrFissh) .
A URERE |, BREER,

v A W N R

SRR, PR RRCE

Citrix Receiver for Mac Z#AH85 Mac OS X AL R RBFMBFIRNE, Citrix DRI FATUIRIE,
ST IR -

o B USB IEHEIERIE RS

ST A -

o (lariify
e Activeidentity & FughR A
e Charismathics & kR A

SIFERET ¢

e PIVE
o IEMAAF (CAQ)
e Gemalto .NET &

RN Mac OS X 3R BHERE-RES M ME T EHH HHECE A PR & RN TR,
PR

o IERWAFAMEAERRER L , MIEEMER M RE L.

e Citrix Receiver for Mac NMEFZFE S AT EIE &% .

e Citrix Receiver for Mac RNIFEERRAEA FINEBEE PIN, PIN (EREUEIRIER G TANE |, THRME RS T BEE B B
i,

o HAEEEERSG , Citrix Receiver for Mac REFHEEAE,

o EWERERSMNEIIES VPN [FELEER , B Y%kik NetScaler Gateway #fFFHET Web TWER , fE5—HEMER
FRERAN PIN SHTHMAKAE. {#H NetScaler Gateway HifFIE S HIEH MR StoreFront AERATEEERA .

f s E
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e Configuring Citrix XenDesktop 7.6 and NetScaler Gateway 10.5 with PIV SmartCard Authentication (PDF) (A Citrix
XenDesktop 7.6 #1 NetScaler Gateway 10.5 it & PIV HEeRSH%IUE) (PDF)
e Smart Card Support with Citrix Receiver for Mac 11.9.15 on OS X 10.10.2 (OS X 10.10.2 _E Mac 11.9.15 % RERXFF)
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http://support.citrix.com/article/CTX200294
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Citrix Receiver for Mac XFEEDNTECET{E B EREEFHEAE ;

o XHF RTINS AIAIRIA) Receiver for Web/StoreFront 2.x R E&ShRA. XenDesktop 7.1 K E ShRADL XenApp 6.5 B E
EhRAFITEBE RS R,

o STFERERMINFRFERF (BI20 Microsoft Outlook #1 Microsoft Office) A FAX IR M RAEFFVE ST
WF &L TINE,

o {FRAZMIEF — Citrix Receiver for Mac XFFEZ MEBE—ANHEZ N EEREEER. WRASEEEREANL RS , X
LR TR ARE DETIRTE N A2 , B4 Citrix Receiver for Mac,

o EWBkAIED - IR EE(FAWBL , WEELE Citrix Receiver for Mac 5 PR BN S 2 (A3 ST Bt — B HNERE.

XF X NetScaler #HTERE RS HEUE

WMREEER EEEZANRES |, NEAERERINIEEHITIHMIAER , Citrix Receiver for Mac £4@/REEFRIER, FEHFRIEH
B, Citrix Receiver for Mac £ /NEMAZRERER ; BISHIAES , &&% 530,

WMREER ERBF—MEREF | Citrix Receiver for Mac £ FIED , NMEREHITER. B2 , BNV S XS+
KEAN R D HERE TS MR BRhAiE.

FERERFHRIEFEE PKCS#11 5k
EE  RoEHIRIE PKCSH11 A8,
TN EEEE S UIIEFEE PKCS#11 A8 | i HITUATIR/E

. 7£ Citrix Receiver & , ¥ B %M.

. BERETEEFL.
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XenDesktop 7.6 # NetScaler Gateway 10.5 it & PIV ZRERE4IUE) (PDF)
Smart Card Support with Citrix Receiver for Mac 11.9.15 on OS X 10.10.2 (OS X 10.10.2 .k Mac 11.9.15 &R HF)

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.18


http://docs.citrix.com/content/dam/en-us/solutions/industries/downloadable_docs_public_sector/Configuring_Citrix_XenDesktop_7.6_and_NetScaler_Gateway_10.5_w_PIV_Smart_Card_Authentication.pdf?_ga=1.239168003.1645281778.1424707660
http://support.citrix.com/article/CTX200294

I RE. Tk, EPEEEIE Citrix Receiver for Mac

Sep 18, 2017
AhRAHK Citrix Receiver for Mac A& —NEydi&3EA CitrixReceiverdmg , X#5i@id NetScaler Gateway #1 Secure

Gateway #H{TEARI[A].
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o Mt fh = @ i
General File Access Mic & Webcam Keyboard Security & Privacy Advanced
usB

virtual channel support for the device (optimized or generic) and policy restrictions.

Learn More

_ Device Current Connection Redirect to Session Virtual Channel
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Apple Inc. Bluetooth USB... M- edirec olicy restri
Video Local machine 2 Redi Optimized
Apple Inc. FaceTime HD C... Remote session :
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Storage Local machine -
Western Digital My Book 1230 Remote session v} Red Optimized
Audio Local machine

Microsoft Microsoft LifeCh... Remote session ¥} Ped Optimized
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COM Port Device
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USB Devices Detected
Click to connect the devices to your session.
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Reconnecting...

Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
to stop.

Cancel Reconnection

Ln:1 Col:1 Sel:0|0
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1. B3 Citrix Studio,
2. FTFFSVE TSt EHE RIS
3. BRERE NI,

Create Policy

= Select settings
Studio -
|‘ 1
(Al Versions) - | [ Session Reliability - pel
Settings: 0 selected View selected only
Settings
U 4 Machi F Session reliability connections Select
T e Computer setting - ICA\Session Reliability
sumrary Not Configured (Default: Allowed)
P Session reliability port number Select

Computer setting - ICA\Session Reliability
Not Configured (Default: 2598)
P Session reliability timeout Select
Computer setting - ICA\Session Reliability
Not Configured (Default: 180 seconds)

Cancel |

LW=parIE Sid o)
EOMBEIT , 2VERT SR RE N 180 7.
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1. B34 Citrix Studio,
2. FTHE P B ShEFnEHR S .
3. BRERE AL,

Create Policy

. Select settings
Studio !
1
l [All Viersions) 7 | [ Auto Client Reconnect - P
Settings: 0 selected View selected only
Settings
U 4 Machi ¥ Auto client reconnect Select
e Computer setting - ICAMVAuto Client Reconnect
Summary Not Configured (Default: Allowed)
P Auto client reconnect authentication Select

Computer setting - ICAVAuto Client Reconnect
Not Configured (Default: Do not require authentication)
* Auto client reconnect logging Select
Computer setting - ICA\Auto Client Reconnect
Not Configured (Default: Do not log auto-reconnect events)

F Auto client reconnect timeout Selact
Computer setting - ICA\Auto Client Reconnect
Not Configured (Default: 120 seconds)

b Reconnection Ul transparency level Select
Computer setting - ICA\Auto Client Reconnect
Not Configured (Default: 80 %)
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Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
1o stop.
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AT RUR MR P AN RBRARN D AIEN. EEFERA CEP B EEH—Ik.

RER CEIP, RERBFSS | FRITATHRIE
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o Security & Privacy
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General Accounts File Access Devices Mic & Webcam Keyboard Security & Privacy Advanced

TLS Smart Card RHINEWY

Customer Experience Improvement Program

Help make our products better by joining our Citrix Customer Experience
Improvement Program. Learn More

o | agree to send anonymous data and usage statistics to Citrix for the
purposes of product analysis and improvement.

No, Thanks.

Crash Reporting

° | agree to send anonymous crash report data to Citrix for the purposes
of product improvement.

No, Thanks.
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MREPITHAECE , Citrix Receiver for Mac ¥4g it Web va[aiE= : EFNEARNBREFNERE. AR ESETHFNE
#8177(r) Receiver for Web % Web Interface 3hm , SR IERMTHRNAREF. £ Web iAAEKT , REBTAIN AFEFIR
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WA, EEBRSERXT , BTMMRIEFERE RG], BaESERNUREEN AfREFXETFRE. YHP— M AFEENA
FEFFRS | 2N AR ROEE A U BRI A PR & LN RS,
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=z
AN
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o SSL Relay iR AR SEHET LM (TLS) #1Y
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B k35S Web JRE-25H0 Citrix RE-22B(S. XTFHAEEE) Web JREZ[HB(S |, B ISR HTTP B1(S (AR IEEFEH

T4e Web JR%2% , WIBEBIARE HTTP sig[d 80 3% 443 #H{Ti8{5) . XT Receiver Fl Citrix fR$F5-2380815 , B k3EAm s
W1EIB 1494 #2598 _E3HT AL ICA #1E,

BNEREHAIEFT T WEEHIFEHE (NAT) BCE , &ATA(ER Web Interface X APIEBMEEISMIB b ABR ST FNSR O . 520 , 20
£ XenApp 8k XenDesktop AR$- 2SR ECE A &kttt , RURTRUE Web Interface BEE A Citrix Receiver for Mac 3415
ik, #J5 , Citrix Receiver for Mac { RSMIBHIE MG O SIEER S 25 . BRFEMEER , S Web Interface A4,

{87 TLS #HTi%E
Citrix Receiver for Mac 12.3 3 3#¥XF-5 XenApp/XenDesktop i TLS iEEF R T HREHSHRK TLS 1.0, 115112 :

TLS_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128 GCM_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_RC4_128 SHA
TLS_RSA_WITH_RC4_128 MD5
TLS_RSA_WITH_3DES_EDE_CBC_SHA

7FE : Mac OS Sierra _E3=1T#) Citrix Receiver for Mac ANFFAF TLS BAEEH -

e TLS_RSA_WITH_RC4_128 SHA
e TLS_RSA_WITH_RC4_128_MD5

EHETEM (TLS) B TLS MR FARAEhEA, BB TFETE/ A (IETF) ££8% TLS FFREAr R FF 21155, B SSL
BEZATLS,

TLS IR MRS HSHRIE. BURAMEIHETBMRAE , RRBHEEENRS. FLAR (AFXEBUFAELR) BK
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2. EAPRE L REFWURES.

R PR & L RRRIEH
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1 WEBBUEBRHNI. XEB3Esh AR e) N AfRERF.
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o ARG (EPERTRENHERF,. )
3. BEHYE.
4. FEETINEIERRNER |, KRR 9T .
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XF TLS 5Rhg

AEHNBNBS7E Citrix Receiver for Mac Fi@id TLS 4 ICA & EELE R RGN E. "JAELE 1 Citrix Receiver for
Mac F AT ICA EFERFELE TLS ] E., XERBAERAPRETER ; EUX R EE L1217 Citrix Receiver for Mac B
& LiziTdh 4,

TE
TBUBEH SRR TLS R, BINLRAEE OS X BS BB HIRE BT RIS,

TLS RIEBIEATRE :

SecurityComplianceMode, A HRIRIZERLEMMEER, MRKECE SecurityComplianceMode , FIPS ¥ B{EBLAE. iR
BERNERESE
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¥ SecurityComplianceMode & & A SP800-52 :

defaults write com.citrix.receiver.nomas SecurityComplianceMode SP800-52

SecurityAllowedTLSVersions. HIRETEFE WM NS BN #EZH TLS PMXARAS. HEEAESIAREKR , XIFTREEMNT
BAE, MRKEEHRE , 8 TLS10, TLS11H TLS12 ¥ F/EZAE. HRBEHIEREAIE

e TLS10, F53& AVFEM TLS 1.0 MY,
o TLS11, #5%E AVFERR TLS 1.1 MY,
e TLS12, ¥5EAVHERK TLS 1.2 M),

¥ SecurityAllowedT LSVersions & N TLS1.1FTLS 1.2 :

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

SSLCertificateRevocationCheckPolicy. BYIZNBERT A Citrix BRE2FMBESHRIE |, IREK FIHRE SRS Z A
SSU/TLS iR AT et IRERHHER OS X B gk =ii@id SSL TFHEFE & E HAE AN X156 € I AT {SARE T IRAX
M.

FRILETN , BSEeRERS BRERRTERM. FESMEIMERBAIIRKE. S0 , TMSE SHRT U
EHAERIIE , REREFOFPERIIR. 15 , ETLSEBRENSIRE AR AERIET B BHFIEL /R
ARV,

WEBM4EFIER (CRL) KB EEMIEPMAE IFNELINEE. CRLAEE A EIE REL INEPFAANZIETHRE E R 2 DNS
AMRESMEENBHTSIER (FEIHRMZAIIERN) .

W ERERERE

e NoCheck, RABUTIFPMIHFIRKNE.

e CheckWithNoNetworkAccess, BUTUERMEFHFIFRNE . (MFEFRAMIEDBHEFIIRTFM. MBS ESEHH2E. X TER
SSL Relay/Secure Gateway fR% 25 i /RHIBR S 2EBIIERY , EIHUEPREHFIRHAEE,

o FullAccessCheck, BYTIEPM4HTIRKE. FRAMUEPRIFSIRFMEMAESRR. XFTEHR SSL Relay/Secure
Gateway fRE- 2 HRHR S SHEPRIFY, , BIERBEFIRFLAEE,

o FullAccessCheckAndCRLRequired, PITIEPRMR4HTITRKE |, {BIR CA[RSL. FERAMIEBBHIIREFERIFTEN K =.
BB LERED BT IRNIIFEEER.

e FullAccessCheckAndCRLRequiredAll, HUTIER B4HFIRIE , BFER CA. FAKMIERRHEIIRFENFTEIAR. &
B DEMER RS RIS EE.
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AR KR E SSLCertificateRevocationCheckPolicy , FullAccessCheck % F{EERIA{E.

¥ SSLCertificateRevocationCheckPolicy 1% &4 FullAccessCheckAndCRLRequred :

defaults write com.citrix.receiver.nomas SSLCertificateRevocationCheckPolicy FullAccessCheckAndCRLRequired

ALE TLS 5%
EHEIHTETEN LACE TLS & E |, VB7E Terminalapp #iz1T defaults 454,
defaults 2RTRTHM. wigAMikz OS X B plist XN B FREN G ST BREF.
BEYRE , FPITLUTRIE
1L T AR >RATA> R,
2. ERIH, BT T4
defaults write com.citrix.receiver.nomas
Hep
D ERRERETR.
: BTARRRERBNIT X | -string 8% -array., MRRELKIAFRS |, WATAZBRILTF X,
DRENE. MREAES, FREREET SME , MERTR S REME.

&40

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

EFRAROABCE
BERREEERHIOME , BRITUTRME
1 T NARF>KATIA™>RiE",
2. T EfTA T4
defaults delete com.citrix.receiver.nomas
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defaults delete com.citrix.receiver.nomas SecurityAllowedTLSVersions
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Citrix Receiver for Mac 12.3 15| \ 7 2T £ M BUHTIRENIGIRThEE , HPE¥E :

o YHTREMECERFRE., ERPRAT , ERSRMARNRENTEAEZERAGST | SSRReMAXNRE
WEIEIFE SR, JNRAREHTIR , XYt T ARBREMAE KN E R T 7 AN A PR,

o EFE TLS iEHk. Citrix Receiver for Mac AAFEIRIE S RFE TLS IRAKIRS EANER , HE SRR TIERKND
wEIA HX, BHAKNUAREECEA SecurelCA, 14h , WaTAEFRT TLS EHEMRSFZHES.

Wt ERLMEERFEAIE TLS EIREF T JLAHHER
o WEAHEN

o FELEMTELR

o EFRG YU TLS kA

o EFRFRBIHFIER

o XHTHE TLS EHEBARE

TENREA T AT AR AR E VIR T2 MR ERE
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Smart Card  Privacy

These settings allow you to control how TLS is configured for secure HDX
connections.

Compliance mode: None B
Crypto module: FIPS B

TLS versions: TLSv1.0, TLSv1.1 and TLSv1.2

Certificate revocation list: Attempt local cache and network check

| Require TLS for all connections

' Restore Defaults
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