HIIGINRE

12.7 P FIETNRE

¥ #F macOs 10.13 (High Sierra)

ARRAA3E A FE B macOS 10.13 4 Citrix Receiver for Mac BH“ @A USB EE " HA RSN, E{EH macOS 10.13 F¢
B BAUSBEEM” , BERAMIRFOE CTX228208,

{EF StoreFront HERERIF

F&{$ A Citrix Receiver for Web 4b , Zs#]|, Citrix Receiver for Mac #E3%3#%%! NetScaler Gateway g% StoreFront BRI fER T IFE
REREHRIE.

SRS 25 A FRIE/RS (SNI)

Citrix Receiver for Mac IETFFECE 7 R% 252 #7F57R (Server Name Indication, SNI) i8] NetScaler Gateway , PMEFR FaEMS
BENEshEEMNAFEF. FX SN FFEAEE |, B RARPOXE CTX125798,
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Citrix Receiver for Mac 12.7 2485 f[a) 3

bb#s$4: : Citrix Receiver for Mac 12.6
Citrix Receiver for Mac 12.7 B&kR4 12, 121, 12.1.100, 122, 123, 124 125 126 FRFTEBEUEATHEE :

e fE/f NetScaler i , @I ERER /53N VDA AJREAL/ER. Citrix Viewer G TIAR , MAEH RN,
[#RFMAC-445]

o GRE| XenApp Essentials 3HE FAIESHIIER , FTREA & BRI A\ R 2R,
[#RFMAC-976]

o T Citrix Receiver for Mac B , RJBETTIAIEM{R 7 USB EE M ACE L.
[#RFMAC-981]

o CARMIN AFEFFAREAREE R PIHD URL,
[#RFMAC-982]

o Citrix Viewer AJREL TS TIAN .
[#RFMAC-1050]

e FEiz1T High Sierra B Mac _HE ARIPFRTRESHH IR R

[#RFMAC-1073]

Citrix Receiver for Mac 12.6 248 & f4a) 1

Eh#kxt4: : Citrix Receiver for Mac 12.5
Citrix Receiver for Mac 12.6 & ARA 12, 121, 12.1100, 12.2. 123, 124 1 125 a6 EUEUTEHBE

o {fM WebEx £ZFEN , AZFRE LRt B REREEFH.
[#RFMAC-689 , #LC6462]

o (M WebEx i} , FILRBELZF , ANAREFAIREASERERNEAHIL.
[#RFMAC-690 , #LC6255]

e 7£ macOS Sierra & , Shift-Insert IREEXF A EARN2/ER.
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[#RFMAC-696]

o & WebEx &/Mbja , EHBXEERN , AN ARFIEASEMRETR.
[#RFMAC-742 , #1.C6840]

e {f Google Chrome &I Citrix Receiver Bzh BFEFES , “IEfE BN BRERF. "B RERAAHIL.
[#RFMAC-744]

o E{TREIMMLET , XenDesktop &ETTREA B RAZ .
[#RFMAC-808]

o NATRRFREIE , MBI RMSHI, BERHEEAFTH BN ST Citrix Receiver ESMNRH.
[#RFMAC-832 , #LC7682]

o FAMFHREIR Fum URLEEMAS , BE “— MRS URL \JRES B3 , (B4R ETH.
[#RFMAC-856]

e 7£ macOS Sierra 10.12.6 Public Beta kgak macOS High Sierra Developer Preview NEfRRA< 1 /A Safari bt , v FAFEFHI =
[TEEEENEER

[#RFMAC-869]

Citrix Receiver for Mac 12.5 2 & & f[a]i

P44 - Citrix Receiver for Mac 12.4
Citrix Receiver for Mac 12.5 G815 kR4 12, 121, 121100, 122, 123 124 FRFFEEREMUENTHEE :

o FAEREREFEREEE Finhf , A E/RNo Certificates found on card” (FEERER_EIRAREUEMIED) FRIBE.
[#RFMAC-432 , #650298]

o JR%F25EMAE UTF-8 IR gt TIa Rz A , B AR SRR K.
[#RFMAC-565]

o A%h SAML N FFRFFRT |, AJaESH I Invalid Request” (ERTH) 0%,
[#RFMAC-598 , #1.C6558]

e ReceiverHelper A& EZ4MRH, CEIPRegistry.json 4,2 Joa i) JSON B&H Bk [a)E,
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[#RFMAC-639]

e JI4H Citrix Receiver B )\ Launchpad g% Finder J2shB A AN BEFERFAK , FERUTEARIEE : Cannot connect.
Unable to communicate with Authentication Manager service. (JoikiZE#e., Joix5S Authentication Manager fR$%-1815.
)

[#RFMAC-648]
Citrix Receiver for Mac 12.4 F 25 K[a)#
Pbik 3t : Citrix Receiver for Mac 12.3

Citrix Receiver for Mac 12.4 & kR4 12, 121, 121100, 122 fM1 123 PHFAAEBEURNTHEE :

e Citrix Viewer AN[a) fi 5525 X IERRRE M AF.
[#581829]

o ] Citrix Receiver for Mac 12.1 & , anR(ERFAME , VAEILENBREFR R/ NHFUIHRATEERRZIER.
[#604943]

o EXBRBNTEINEETERZ N BREM | Citrix Receiver for Mac B & AN AFEFE O T RES NG E.
[#652254]

o FRACAKMMNRIEFN , A RETATEM IR ENES LyREak R
[#660657]

o TEMLRIRZNAS HIRFICHHRS , VDA SIE T RESMTFHERE.
[#660661]

o 1 VDA £EEKE XM RFRFFh(E ASMDERER |, Insert SERERIMEM.,
[#660669]

o WA IEFESVES BRIKFTENMN BRI ATA.

[#667462]

Citrix Receiver for Mac 12.3 2 & & ¥t

Eh#ext4: : Citrix Receiver for Mac 12.2
Citrix Receiver for Mac 123 B& R4 12, 121, 12.1.100 #1 12.2 FRFFEBREUE LA THEE :

o N3R Citrix Receiver for Mac LB ANFRNRIEIRS 2 , REEFETE (SSL) EHELKM,
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[#640652]

Citrix Receiver for Mac 12.2 2 & E i[a) @t

Pb#est4: : Citrix Receiver for Mac 12.1.100
Citrix Receiver for Mac 12.2 @& R4 12, 12.1 1 12.1.100 FRFFEBEURUTHBE :
o BETIEE/NESHEE L Alt S2EEE Alt-| FARMTFFHA) .,

[#LC3796]

o fRRTIEAEEMAA URL BEIE ASCI FRFET AR S5 23 5% /i 22 1E 6] R A A1 8L
[#LC4470]

o ARRAHRRT HOX & AFEFF & A fEm/ MM KL JE BoREE G AR
[#LC4668]

o fRIRT BWHEREIE S HIIER WA,
[#LC4907]

o fRIRT NEZRNEFEEMEIRS FHWZMITERIEE RER AL,
[#LC5157]

o f#RT Ctr-Tab HERNMEEEENEESVERIEH.
[#LC5367]

o fRIRT EFNEER A LVEN SRR E MRS N IERRIRE.
[#LC5395]

e BET HDX £VEFIEITH Microsoft ;EAL R R IR AR B EERHAIE.
[#LC5454]

o KhIRAMRRT 7E NetScaler Gateway EACE T A FER S M IRUER SVE B FEH R WA A)El.

[#LC5455]

o fi#RTIE ICAXHHIEE T ScreenPercent 2¥HITEL T Receiver for Mac 2 BRI T Esh& AR,

[#605353]
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o fRRT HMGBIOTAIEREREN VAR SVERT FIEIEAMIE L T 53X Receiver for Mac gaistiIalEL,
[#612051]
o ARRAKRRT FHALEH B 44530 Receiver or Mac NME A RS AIER B MG 51,

[#638176]

Citrix Receiver for Mac 12.1.100 2 4&& f{)[a) &t

Eh#kxt4: : Citrix Receiver for Mac 12.1

Citrix Receiver for Mac 12.1.100 A& kR4S 12 #1 12.1 FRIFTEBER T HBE

o fRIRTIEIT Cisco ASA 9.32 SSL VPN iEH#RT Receiver for Mac £ (a17

[#LC3887]

fRRT B AFRIT RN @ FRM R EEN AR B AT aIEE.

[#LC4296]

BET VW TFERIF SBERTER TR SSLXFHARIE T MAC RIEMER SRTHERIE)

[#LC4367]

BE T IPV6 %3 NetScaler Gateway &%k MR,

[#LC4512]

BRT EXRMARN BEREET X FHERISBRER AT A BRI F R,

[#603635]

Citrix Receiver for Mac 12.1 2485 i[a) 3

bb#st4 : Citrix Receiver for Mac 12
Citrix Receiver for Mac 12.1 B&RA 12 FRFABEBEUNELNTHEBE

o BETFA OS X FNEM VPN ZIFhT , Citrix Receiver ZE[EAT VPN fIE N T B I TT/ZEREE B BCE RIMK P a) i,
o R T 7 OS X El Capitan FREFE T N UEFRLIEREE B/RANEH,
[#582397]

o BRTEUNESMNBIBI F5 ARIEERIHE SR B,
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[#582885]

o BETRERNNAE ARG EEM P RENREIREF MR,
[#583033]

e &5 T Citrix Receiver for Mac 11.9.15 1 12 F S BB F 2 AR+ BT S MR35,
[#586179 , #577922]

o BETEI—1MNBFRFG , Citrix Receiver kKX B—ANN FFfEF TS HEAFHIR)E,
[#592460]

o BETREAEFHEEN—NAE , B) Ctr-Q AR IEMIEENIRIM,

[#600601]
Citrix Receiver for Mac 12 F 2& & [a)it
KIRAFRRT SERERERARNLNE-, FLRGNAMRR , HATERLERETR.
KhpAF E BRI AR

o HEHENEF , EIENEEFEOPFERERNEE (“TET AV M IZOTA LT FaV, EREEEREERNK
) . WEE SRR A “Please log on to My Virtual Desktop” ((EEREIFKMEINEM) .

[#1C2682]
o [ERFEEZL A Receiver HEIE AT RES SEURIRNTRIEFF.
[#551605]
e CIDR FRIRJEPHI OS X AIPLEIT 4 B H28%.
[#564250]
o {UFEM OS X LI FARAIFT 256 NFH.
[#567089]
o XPTREKT Barefruit FF&M) DNS SAREE MEHHFELE ISP, NEMEANRIRKEE T RES KK,

[#572456]
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Citrix Receiver for Mac 12.7 12 &0in) 3

FEARRAFRIT UFEHEE
o HLRAETEAT ERAXHASETM RGN , Citrix Viewer AJRESIREIEJE(A)#,

[#RFMAC-1078]

o (FRAAMFE IME ) ICA VEREFFAS |, Citrix Viewer AJRERESMRHE .
[#RFMAC-1079]

o E{FERMEXIRER Mac F |, iEHE) Windows 7 VDA BI04 (M) RNIRTUHILST.
[#RFMAC-1107]

o “REEEIEAET UHAES BRI Ul TTRTRER BENT.
[#RFMAC-1113]

Citrix Receiver for Mac 12.5 2, %0 [a) 8t
ERRAF AT LFEXRE
o (FRAMIEIERERS , Wi EDT HTHIBE KK,

[#664725 , #RFMAC-464]

o MIEEHRMTIF S mEAIERERT |, Citrix Viewer AJBEAFE macOS 10.12 FE4MNEY ., R4 mAER &R T E2FEXT
FRFEFREHERX  haREtaE,

[#RFMAC-618]
Citrix Receiver for Mac 12.4 # &, 0/=) 8t
ERRAEFRILT AT E AR
o ERAIEEZE , B ITIREIEEH (EDT) SATHEER Y.

[#664725]

o 1£ VDA 711 5 BHARRA {40 EDT BLEM NetScaler Gateway B , ZE#E| TCP kM , FAAEIRE] TCP EIRALHIA
A,

[#665617]
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Citrix Receiver for Mac 12.3 2 40 [n) &t
EARMRAF AT LT EXRE
o EAFPERZLERET RIERSZEN , BEHIER VDA for Desktop OS AJREA KK,

[#659683]
o EIPV6e HIREF , TREHERT XREEETE (SSU KNSE TR K K.

[#659700]

Citrix Receiver for Mac 12.2 {2 &Aa)

FERRAEFRILT AT E AR

o MRETEMERERIFETIZEITT ZNMIHAKE , Receiver ATRESTERD.
[#511140]

o MAFRIRETLIATE HDX NAREFEATER 0S X FH L EITIRE.
[#637963]

o BB USB EEMINEEEEM USB CD/DVD JREh3ShT , IRENhES ATaEAHaRH .,
[#645484]

o NRUSB I RIERE A HHEK" , L USB REFIREFERET NEER.

[#649082]

o FEFLAFEUT , R USB BEER Fin B EMERT FETEE | F USB R&EBH G RETTIA ERER.

[#649714]

o FHEZ| Receiver for Mac 12.2 JRiEiERIIK P , RECATRESIR R PR HMARL .
[#649885]

e 7E5E1T Mac OS X 109 ARG , HDX £VE"Ia1TH Microsoft T2 L% U] RETLIA VIR ERE R,
[#650298]

o SEENERE , TRASERSE M EMERT TR,

[#652154]

Citrix Receiver for Mac 12.1 2 40in)
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FEARAFZIT LT E5R
e Windows B E B/RAEREE AR A/ NTRERERERL.

[#525833]

e M Chrome Bz EEE , AL A RES BRFMRAESR.
[#564961]

o BEEHKMMFH/REXEMMREMF , SIS,
[#581829]

o BEALETEBHE OS X 1011 (Bl Capitan) M , ZAETATOARNES S, NRERETERELY , H
RIS R R A 64 BRENEREIAAIE.

[#601542]

Citrix Receiver for Mac 12 F 12 &0 [a) it
EARRRAF AT LT E &N :
o NMRLIERMANEEMRNGSIRNE QR/IME , EFNEENGSIRREOTRERENRER.

[#411702]

o HDX NARFATREAARE. MRBIULRIR , FHsNARERF , BT AT X IHRA NI RN B X TIX N AR
Fr.

[#426991]

o ITHAIZITHIRZ OS X Mountain Lion (10.8) ff FRTRELTE Receiver B R RE LER|FHHEERM T HENRESE. MRS
DR , AT DSEE SRR AEFHE  MAR SRS FEER.

[#504302]

o EZBRABEET  WREHAETENBRE , TENARFIRERBHEEERE L.
[#506532]

e 7 DirectX 3k OpenGL ¥ FFE Friz{THIE K E B 4% EBU N2 B Al Re SEUEARHK.

[#510745]

=0

o MRLRTEZMED , (BHFMFELIEBEEH , SSL SDK FfRELMRMBIEREAMC A TR, WEAR SR F Bk
HRIEF R B R IR,
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[#511574]
o ¥RFIJHESWENEIEP N , AFAJRETAESIENBN [T .
[#511877]

o MRREXERBTAFALTERRENS , BEBINHASHE Lync RN BRI A", REIWLEZ , BA
WIRF AR EE RN AT

[#512074]

o MREHALEERAITRNBFERFZJG , 7 Receiver FEFRZIRNN AR F&FRATBET/A R N Broker 1 StoreFront s
. MREILLER , BT RMRITE |, REBEI TN BRERF.

[#515097]
e Windows ##r7HE BRI A% R & H MK/ NTTRERESE KA.
[#525833]
o {£ Gemalto .NET ZBERXY XenDesktop 5.6 BHTHMIIERS , VETRETIA/A3).
[#550781]
o M PIV ERERAT , Receiver TIAE#EHE! XenDesktop 5.6 &8,
[#550986]

e {#F3 OS X Mountain Lion (10.8) i , #1054 Receiver 11.9 8% 11.9.15 FHLK&ZI Receiver 12.0 , [23) Receiver TJfE4 S ENFT
FF R AN Receiver F1|BAR A< Receiver,

[#552496]

e 7£ OS X F{Ef Google Chrome jRSE25AT , M FEAZ_ LMK ICA I ATRER SBUEHZ A ICA XX , S SHHIERTH
S|

/Cao

[#564961]

o EREWIPNABKSES , A AR RETCIA RSO AR ERD, [#568394]
A REISEE VBB £ FARES |, XenDesktop T AFHRHAH) RG] RER B BT 5.

[#570480]
e 7£ OS X El Capitan (10.11) k£ , ilE @AY BFREFEE A EHRSWEF ER,

[#582397]
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e 7£ OS X Yosemite (10.10) & , Safari fIFHLRARA ] REAN Receiver fEX R HFOMMRLE, BT BSREIT NN BREF/ =
HEE FA B R RE,
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XIFHIRIER S

Citrix Receiver for Mac XU TFIRERST -
macOS High Sierra (10.13)

macOS Sierra (10.12)

Mac OS X El Capitan (10.11)
Mac OS X Yosemite (10.10)

AT
1=

Mac OS X Yosemite Z Bl Mac OS X KIThRAN 4.

AN Citrix =5

Citrix Receiver for Mac 5PAF Citrix F=iaf A Y IFRRATRS . EHREE X Citrix it G FREER |, AR T fiffES
Citrix &1 ST RIF=RARA , B2 Citrix =Rk AR,

SRR TR
Citrix Receiver for Mac 5RLTF NS 253 A

e Safari7.0 (RESIRA)
e Mozilla Firefox 22x (R ESARA)
e Google Chrome 28x (RESHRA)

BAEsK

e 140.7 MB 7] & =8
o FRIEFERSZZMIER B1THIMLEEL Internet &

e Web Interface :
e T XenApp Services (X #RA PNAgent Services) u5rifl Web Interface 5.4 for Windows , 8 M Citrix Receiver for
Mac AAN AR ARINBFREF , HEMN Web XY 257im].
e ERZE Citrix Receiver for Mac :
e (itrix Receiver forWeb 2.1, 25%126
e Citrix Web Interface 5.4
e StoreFront :
StoreFront 2.x B{E = hRAs , FAT M Citrix Receiver for Mac ¢ Web %28 A#. 17710 S FIFEFF.

JEZ; S

BNSRAE OS X El Capitan _Eiz4T Citrix Receiver for Mac (I REEZERIBRE)E , NEE TR NetScaler Gateway #hifd, HX
VER |, S5 Citrix THRmE_EAISCE NetScaler Gateway Plug-in v3.1.4 for Mac OS X (El Capitan Support) ((EBF
Mac OS X (3Z#F El Capitan) f4 NetScaler Gateway fffF v3.14) .
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Citrix Receiver for Mac X355 XenApp 8 XenDesktop B I TiE#E

e HTTP
e HTTPS
e |CA-over-TLS

Citrix Receiver for Mac 3L TFELE -

X+F LAN &

e {#f StoreFront Service 8% Citrix Receiver for Mac 8% Citrix Receiver
for Web ¥%f & f¢] StoreFront
o {§ XenApp Services ¥ s Web Interface 5.4 for Windows

X T REANRFE AT

Citrix NetScaler Gateway :

12.0 (B%E VPX)

111 (/4% VPX)

110 (A4F VPX)

105 (43% VPX)

Enterprise Edition 10.x (B3#& VPX)
Enterprise Edition 9.x (BF& VPX)
VPX

Citrix Secure Gateway 3x ({¥5 Web
Interface Z5&{$ )

B X StoreFront #3& NetScaler Gateway HI{E 2. , 155 NetScaler Gateway CR4PAK StoreFront 3244,

=gy Calls
S+F5 StoreFront f{i&E#HE , Citrix Receiver for Mac XA T BAMIEA L
Receiver for StoreFront StoreFront NetScaler %I NetScaler %I
Web ({ERix Services ¥4 XenApp Services Receiver for StoreFront Services
ik (A1) YRR (AHL) Web (%528) Y (AHL)
B4 = b
1, = b p ="
BHEE
B8 p b
WHEE y p
(5 + &
24h%)
SMS 2 Bx
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=]
Receiver for

=]
StoreFront

StoreFront

ﬁgre? Scaler &

ﬁ?etScaler Y|

Web ({£Fix Services ¥ XenApp Services Receiver for StoreFront Services
B AIEH Wwas) (&#) R (A1) Web (N%2%) ¥ Netllaler
Gateway fafF)

* {X1£ Receiver for Web 3 sm AR A& NetScaler Gateway EBEF T , MAERE _LEBE LRI KIAIFEH.
**EFE OS X 1010 _H{FEFA%RER , WIZE /DRI 0S X 10.10.2,

XFFE) Web Interface 5.4 fiEdE |, Citrix Receiver for Mac XDV TEMEAEATE ¢
7EE : Web Interface {F ARNIE EXFNBH T 2SS HERAIE.

Web Web Interface NetScaler £ Web NetScaler ¥ Web Interface
Interface (iX] | XenApp Services ¥hm | Interface (i¥)¥%2%) XenApp Services ¥k
WEy)

E4 =

b2} = B = b

BHEB

BELhE p B

WHE (% + 2 =

B

SMS 2* o

e = =

BAIEH £ (FE NetScaler £ (% NetScaler Gateway

Gateway #ft) )

*{NIEEE NetScaler Gateway KIEFEF A , MABRE LEAE LRIV L.
BRER B HRUEKESK
Citrix Receiver for Mac XFFELLTRCEF(FEREERSHIIE ¢

e 3¢ Receiver for Web/StoreFront 2x R E Shii4ds. XenDesktop 7.1 K E ShRAEL XenApp 6.5 R E SRAIFITERER FH%

UE,
o FFERERMNAFERF (%5120 Microsoft Outlook #1 Microsoft Office) i Al XY NS HENY FIFE FFavE ISRt T
WFE LN,

o {FAZMEF — Citrix Receiver for Mac XIFH L MERE—NIESNEEEREESER. WRAFABERERBAL RS, X
LAERR TR PR & LETEATE N MTERF , A% Citrix Receiver for Mac,
o EXWBATEF - AR FEFAMEL , NFZEE Citrix Receiver for Mac 5 PR EBIAE 2 (B3 B i — S HEEE.
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XT3+ NetScaler BHTEBER SFHEAUE

WMREEER EEEZANRES |, NEAERERINIEEHITEHMIAER , Citrix Receiver for Mac £I@/REEFRIER, EHFRER
B, Citrix Receiver for Mac 247" A EEE R ; BISHIIEE , £18% 530,

WMREEER ERBF—MERIES |, Citrix Receiver for Mac £FFRIES , NMEREHITER. BE , BNV A\ S 2 S8+
KL BRBUSHESH I TSR IIE AR GE4E.

FERE RS HBAIEFEE PKCS#11 483k
R RoRTgE PKCS#11 #5R,
FEhEEEE S HIIEFEE PKCSH#1L 483k | i PITUA T34k -

. 7£ Citrix Receiver &1 , 1EHF e %EI@.

. BEHEREFFETL.

B REFRREAT , BEHEEER.

. TEPKCS#I1FER |, ¥4 MAES ; AN SR PKCS#11 AR TERIME (NREKF L FTEtEsh) .
RS AR S | BTN,

u A W N R

IR RS, PIEMEMERE RECE X

Citrix Receiver for Mac 32 AHRS Mac OS X AR ERE R RSMMEPEME, Citrix 2T B IARIE.
SRFANERRS

o JBF USB IEEHERERIZ RS

SRR RN

o Clariify
o Activeidentity & FimhR4s
e Charismathics & FishR A<

MFFERET

e PIVE
o & MvilA)Fk (CAQ)
e Gemalto .NET &

HIRBMHNEK Mac OS X 3R Eae LR NET B HHOECE A PR & A TR .
BRY

o IFPIATFEEEER L , MAEEMEER RS L.

e Citrix Receiver for Mac NMEFEF AT EFI%HE .,

o Citrix Receiver for Mac RIEMESIRTEF FROETEER PIN. PIN AERERERIRIERSTHITAIE | THIRIERLZ AT AR B C R F
il

o FHANEBEKSG , Citrix Receiver for Mac REFNEHEAE.

o TR RSMEIIUES VPN BELEEA , AAUI% I NetScaler Gateway ##43FE Web TU& R , E8—SEMER
ERERAN PIN SHTHMKAE. #H NetScaler Gateway #iHIE T HIEHHRIUETR) StoreFront RERTERERAF.
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MIMEE
BRHEMER  FEH :

e Configuring Citrix XenDesktop 7.6 and NetScaler Gateway 10.5 with PIV SmartCard Authentication (PDF) (4 Citrix
XenDesktop 7.6 #1 NetScaler Gateway 10.5 BC& PIV R F A IIE) (PDF)
e Smart Card Support with Citrix Receiver for Mac 11.9.15 on OS X 10.10.2 (OS X 10.10.2 _E Mac 11.9.15 & RER )

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.17


http://docs.citrix.com/content/dam/en-us/solutions/industries/downloadable_docs_public_sector/Configuring_Citrix_XenDesktop_7.6_and_NetScaler_Gateway_10.5_w_PIV_Smart_Card_Authentication.pdf?_ga=1.239168003.1645281778.1424707660
http://support.citrix.com/article/CTX200294

BRER O RUERZSK

Sep 18, 2017

Citrix Receiver for Mac XFEEDNTECET{E B EREEFHEAE ;

e X Receiver for Web/StoreFront 2x R EShi4~, XenDesktop 7.1 R ESHRAEL XenApp 6.5 R ESIRAHITERERHH%K

ik,
o STFERERMINFRFERF (BI20 Microsoft Outlook #1 Microsoft Office) A FAX IR M RAEFFVE ST
WFERBME.

o {FAZMIEF — Citrix Receiver for Mac XFREZ MEPE— N Z N ERERGESER. MRAABEERERBALIRES , X
AF R BT EA FR&E LETRAB N AFER | B4F Citrix Receiver for Mac,
o EWBPAES - IR EE(HAWEL , MEELE Citrix Receiver for Mac 5 PR SIS A 2 (B3 3 B it — B H5ER:.

XF X NetScaler #HTERE RS HEUE

WMREEER EEEZANRES |, NEAERERINIEEHITIHMIAER , Citrix Receiver for Mac £4@/REEFRIER, FEHFRIEH
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”~
W

-~
W

<3 £ 4 O

5. %FEMT USB RBMEINEERE , BN@F L1,
6. AP BR—KIHE. BEAPR USB & EREITHSIE

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

p.25



USB Devices Detected
Click to connect the devices to your session.
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Reconnecting...

Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
to stop.

Cancel Reconnection
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1. B3 Citrix Studio,
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Create Policy

= Select settings
Studio -
|‘ 1
(Al Versions) - | [ Session Reliability - pel
Settings: 0 selected View selected only
Settings
U 4 Machi F Session reliability connections Select
T e Computer setting - ICA\Session Reliability
sumrary Not Configured (Default: Allowed)
P Session reliability port number Select

Computer setting - ICA\Session Reliability
Not Configured (Default: 2598)
P Session reliability timeout Select
Computer setting - ICA\Session Reliability
Not Configured (Default: 180 seconds)

Cancel |
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. Select settings
Studio !
1
l [All Viersions) 7 | [ Auto Client Reconnect - P
Settings: 0 selected View selected only
Settings
U 4 Machi ¥ Auto client reconnect Select
e Computer setting - ICAMVAuto Client Reconnect
Summary Not Configured (Default: Allowed)
P Auto client reconnect authentication Select

Computer setting - ICAVAuto Client Reconnect
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* Auto client reconnect logging Select
Computer setting - ICA\Auto Client Reconnect
Not Configured (Default: Do not log auto-reconnect events)
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b Reconnection Ul transparency level Select
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Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
1o stop.

A& CEIP

ZHE CEIP f B M RIWESIEFIFENAEIR 7 XEHIER £t L& E) Citrix, "] RARERS{EF Citrix Receiver for Mac > &£ > Bk
T FRESEE YR CEIP 25150,

R
2 CEP R, 3§ EHNEE ATEE Citrix Receiver for Mac JRAMIRIMEE. ; (X EE—ik. MBS Cirix EEEBME , FAX
AT RUR MR P AN RBRARN D AIEN. EEFERA CEP B EEH—Ik.

RER CEIP, RERBFSS | FRITATHRIE

1 EEEREOF | EFRLMET..

2. EFERET R,

3. BEAUARRM. B0, XA CEIP  WEREAR |, ¥ht.
4. BEME.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.33



o Security & Privacy

DBy b = e o

General Accounts File Access Devices Mic & Webcam Keyboard Security & Privacy Advanced

TLS Smart Card RHINEWY

Customer Experience Improvement Program

Help make our products better by joining our Citrix Customer Experience
Improvement Program. Learn More

o | agree to send anonymous data and usage statistics to Citrix for the
purposes of product analysis and improvement.

No, Thanks.

Crash Reporting

° | agree to send anonymous crash report data to Citrix for the purposes
of product improvement.

No, Thanks.
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BARNREER & NN PR HEF,

BB

JBITH StoreFront K FERANEY Citrix Receiver for Mac Fral# Citrix Receiver for Mac BCE A3EH StoreFront s , ATARCE
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o SOCKS RIEfRFHRHKLTLRIERER (MHRARLRIERS. HTTPS REREE) . TRMERRIERS 22 KREIMLE K
AubFndEEyga) , 3E4AME Citrix Receiver 5RRS-25 2 [BIfEHE. Citrix Receiver for Mac X3 SOCKS Fl 2RI MY,

e Secure Gateway, AU Secure Gateway 1 Web Interface , @it Internet AA T NEMEHIIR S 2Sieta— &
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NetScaler Gateway 344, B *<7E NetScaler Gateway R&_ELEPERERIFKHSE CAFHEREMEE | ESMHow to
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o ARG (EPERTRENHERF,. )
3. BEHYE.
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AEHNBNBS7E Citrix Receiver for Mac Fi@id TLS 4 ICA & EELE R RGN E. "JAELE 1 Citrix Receiver for
Mac F AT ICA EFERFELE TLS ] E., XERBAERAPRETER ; EUX R EE L1217 Citrix Receiver for Mac B
& LiziTdh 4,
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TBUBEH SRR TLS R, BINLRAEE OS X BS BB HIRE BT RIS,

TLS RIEBIEATRE :

SecurityComplianceMode, A HRIRIZERLEMMEER, MRKECE SecurityComplianceMode , FIPS ¥ B{EBLAE. iR
BERNERESE
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¥ SecurityComplianceMode & & A SP800-52 :

defaults write com.citrix.receiver.nomas SecurityComplianceMode SP800-52

SecurityAllowedTLSVersions. HIRETEFE WM NS BN #EZH TLS PMXARAS. HEEAESIAREKR , XIFTREEMNT
BAE, MRKEEHRE , 8 TLS10, TLS11H TLS12 ¥ F/EZAE. HRBEHIEREAIE

e TLS10, F53& AVFEM TLS 1.0 MY,
o TLS11, #5%E AVFERR TLS 1.1 MY,
e TLS12, ¥5EAVHERK TLS 1.2 M),

¥ SecurityAllowedT LSVersions & N TLS1.1FTLS 1.2 :

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

SSLCertificateRevocationCheckPolicy. BYIZNBERT A Citrix BRE2FMBESHRIE |, IREK FIHRE SRS Z A
SSU/TLS iR AT et IRERHHER OS X B gk =ii@id SSL TFHEFE & E HAE AN X156 € I AT {SARE T IRAX
M.

FRILETN , BSEeRERS BRERRTERM. FESMEIMERBAIIRKE. S0 , TMSE SHRT U
EHAERIIE , REREFOFPERIIR. 15 , ETLSEBRENSIRE AR AERIET B BHFIEL /R
ARV,

WEBM4EFIER (CRL) KB EEMIEPMAE IFNELINEE. CRLAEE A EIE REL INEPFAANZIETHRE E R 2 DNS
AMRESMEENBHTSIER (FEIHRMZAIIERN) .

W ERERERE

e NoCheck, RABUTIFPMIHFIRKNE.

e CheckWithNoNetworkAccess, BUTUERMEFHFIFRNE . (MFEFRAMIEDBHEFIIRTFM. MBS ESEHH2E. X TER
SSL Relay/Secure Gateway fR% 25 i /RHIBR S 2EBIIERY , EIHUEPREHFIRHAEE,

o FullAccessCheck, BYTIEPM4HTIRKE. FRAMUEPRIFSIRFMEMAESRR. XFTEHR SSL Relay/Secure
Gateway fRE- 2 HRHR S SHEPRIFY, , BIERBEFIRFLAEE,

o FullAccessCheckAndCRLRequired, PITIEPRMR4HTITRKE |, {BIR CA[RSL. FERAMIEBBHIIREFERIFTEN K =.
BB LERED BT IRNIIFEEER.

e FullAccessCheckAndCRLRequiredAll, HUTIER B4HFIRIE , BFER CA. FAKMIERRHEIIRFENFTEIAR. &
B DEMER RS RIS EE.
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AR KR E SSLCertificateRevocationCheckPolicy , FullAccessCheck % F{EERIA{E.

¥ SSLCertificateRevocationCheckPolicy 1% &4 FullAccessCheckAndCRLRequred :

defaults write com.citrix.receiver.nomas SSLCertificateRevocationCheckPolicy FullAccessCheckAndCRLRequired

ALE TLS 5%
EHEIHTETEN LACE TLS & E |, VB7E Terminalapp #iz1T defaults 454,
defaults 2RTRTHM. wigAMikz OS X B plist XN B FREN G ST BREF.
BEYRE , FPITLUTRIE
1L T AR >RATA> R,
2. ERIH, BT T4
defaults write com.citrix.receiver.nomas
Hep
D ERRERETR.
: BTARRRERBNIT X | -string 8% -array., MRRELKIAFRS |, WATAZBRILTF X,
DRENE. MREAES, FREREET SME , MERTR S REME.

&40

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

EFRAROABCE
BERREEERHIOME , BRITUTRME
1 T NARF>KATIA™>RiE",
2. T EfTA T4
defaults delete com.citrix.receiver.nomas
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defaults delete com.citrix.receiver.nomas SecurityAllowedTLSVersions
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Citrix Receiver for Mac 12.3 15| \ 7 2T £ M BUHTIRENIGIRThEE , HPE¥E :

o YHTREMECERFRE., ERPRAT , ERSRMARNRENTEAEZERAGST | SSRReMAXNRE
WEIEIFE SR, JNRAREHTIR , XYt T ARBREMAE KN E R T 7 AN A PR,

o EFE TLS iEHk. Citrix Receiver for Mac AAFEIRIE S RFE TLS IRAKIRS EANER , HE SRR TIERKND
wEIA HX, BHAKNUAREECEA SecurelCA, 14h , WaTAEFRT TLS EHEMRSFZHES.

Wt ERLMEERFEAIE TLS EIREF T JLAHHER
o WEAHEN

o FELEMTELR

o EFRG YU TLS kA

o EFRFRBIHFIER

o XHTHE TLS EHEBARE

TENREA T AT AR AR E VIR T2 MR ERE
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General File Access Dwicss Mic & Webcam Kayboard Advancad

Smart Card  Privacy

These settings allow you to control how TLS is configured for secure HDX
connections.

Compliance mode: None B
Crypto module: FIPS B

TLS versions: TLSv1.0, TLSv1.1 and TLSv1.2

Certificate revocation list: Attempt local cache and network check

| Require TLS for all connections

' Restore Defaults
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