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KT IbhRs

October 31, 2023
THBERT Windows 1 Citrix Workspace M BEFMFINEE. 1558088, BEEENREUNEHRI-,
AR

EES AR FRIINAE? HNNBET —EFR, XFEMAUE—HAEREIXEIE, FRERARTEMR
FREIVTHREDIE, HEEFREMTAY Podio REPFEEHZEMR K.

2309 hryHTIEIhEE
AR

BARRAR, 1EHR Microsoft Edge WebView2 Runtime kizdsi 117 siEShRAS. Bl 1B INERERIIRZ
LURENE I INEE AR 5 R £EXMEE,

AhRAFIEIN T LUT N8R

o .NET WEMNERMG

o MET Virtual Apps and Desktops BIEEH{RLE

+ 1% Citrix Workspace R BIEFHIRFAFEDARINT “MBEHBR” 3E
- &ixF>% Citrix Workspace R BZFH R 1%

« 3H Citrix Workspace N Bi2FHRTIFEL BT

o FAGLITRORERERBRESL

« ATEEMZRE Citrix Workspace R BEFH® S

o IR T BB RN EBINEE

o Citrix Workspace M BR2F 0L ERZF BT [BATKAR]

o %5 EDT BN [BATLIAR]

« k8 Microsoft Teams BIEH

« App Protection

XHENEEEH

ERBR BTG

VDA 1Rt E R EmHZIEE KRR KE Microsoft Teams

£ DoubleHop & &R App Protection

« Citrix Enterprise Browser

- i@ Citrix Enterprise Browser #4754 341iE

NET B E s & FME

B2 T .NET Framework 4.8 4+, S FEEEIE AR x86 F1 x64 &4, Citrix Workspace MABEFEEE x86 hx
Z4s89.NET Desktop Runtime 6.0, Bx¥4HEE, E21 NET 2%,
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2Z&7 Virtual Apps and Desktops BN AL
=W
B Citrix Workspace M 27 2305.1 2, thIMgE@EEERATENARE, B 2309, EATFARMEA
B

al, Bab#EMNEENAFREAER. efAFRIgEIEELENN, HERAPXATIHEE, RAEMEEE
BSH,

BHENNARFNKERARESEFE. B, HBMEATF Windows i Citrix Workspace R 2R L1
MY BPRFNER, WIERBITILAR R T #E XEIIRSHEXER.

BXFAER, BEHANET P AREFIRENEAL,

7z Citrix Workspace L ARR2FHASIEPHRMNT “HIEHR LI

SINSFEHIBRETIR A 7 50E AP AR U KRB THIEHR. TUARBEEUTREA TANRFERHH Citrix
Workspace RFf2FEAR, AREEMERRRIE#ITIA,

“HIPEHIRR” TRYRI AETN T

o KIERIB

o IWERE

s WERE

- EEVAREFHIE
o #EEY

k%% Citrix Workspace [ 2RI 15

RRRIFEDT s @A Citrix 6/ Citrix Workspace AR fERBEINEMER, B URXE
W, LAFEBNEA 1R EER Citrix Workspace B2,

BXIFMER, BB Citrix Workspace ARFHRGITRFRINT “HEEHPR” 3£,

sk8 Citrix Workspace W BiEFMEIFE % Bt

BRLERE, HAFXHAENSEN, RASRRIEIEHIKERIE, MRE Windows MERFREATELERR
EREXHE VM, MILTHEERTREBBI T T EEER,

BXFMER, ESRAEE Citrix Workspace M AEF RHIRIFE L EiTE,

BT ERAGLTRELERERRRASNGS

ET, ERLUER GUI SUNENEEX M REEREFRRRY, EIthRAET, SINTRATFERAGLTRELERENS
BRI <Lo
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BEXFAGER, BERERAGSTRELERENRED,

BT EEFRE Citrix Workspace N AiZFH&H<

£ CleanInstall #<HERZANBENMERRETL, FIMXHEINEIMRE, AT TERREB Citrix
Workspace [ B1ER.

a0

CitrixWorkspaceApp.exe /CleanInstall
<!--NeedCopy-->

R 1# Microsoft Teams B3

EMigiE A Microsoft Teams 2% EOL

2024 % 1 B 31 H, Microsoft $%7£f#H VDI Microsoft Teams it {kE{E=FH Microsoft Teams X2 &EORAA REH
T, NEHZEOFR. HAFERSIFZEONEERN Citrix Virtual Apps and Desktops #0 Citrix Workspace [z
BEFIRAA SRR LML Microsoft Teams gk, BXiFAER, BEBREDEHE LA Microsoft Teams
BEOEOL

E#7F WebRTC #2189 SDP &= (B it!)

Citrix i+ XI7ER KRR A7 A WebRTC 3¢ Zi a1 SDP 8 (B it%l) BIZ#. SR FLK—IHXI Citrix
Workspace R F T2 FF kR 2= 7 B 4% 47 4 Fl FL L6 (1L B9 Microsoft Teams IheE. BEXIFHER, BEERAEHRFH
WebRTC ##9 SDP #&3{ (BitHl) »

App Protection

XHENEEEH
EERTF Windows 9 Citrix Workspace MBEFHANRRET, BN TAREHRUTXMHSE:

MEXHE et
EntryProtect.dll ctxapdotnet.dll
entryprotect.sys ctxapdriver.sys
epclient32.dll ctxapclient32.d1l
epclient64.dll ctxapclient64.dll
epinject.sys ctxapinject.sys
epusbhbfilter.sys ctxapusbfilter.sys
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#upcoming-microsoft-teams-single-window-eol
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#deprecation-announcement-of-the-sdp-format-plan-b-from-webrtc
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MEXMHHE g
entryprotectdrv ctxapdriver
epinject6 ctxapinject

X HBIAREE %ProgramFiles (x86)%\Citrix\ICA Client {us&,

MREERF ERERXGRZARMEIFRERHATTIRD, BFEHRIFIIR.

it gl

905 App Protection MR EHRNRBRIDRRIKREL, REESUNINEERIR LA R AR EMNNAEF R
RiF. MROMEIREEY, EMYAEFRKERERRAEL, HERUTHIRES:

Citrix Waorkspace App X

| Session is terminated as App Protection has detected policy tampering. Contact your
. system administrater.

—> Copy text to clipboard

Close

AR
I IhEERTEENIE £ %89 Citrix Virtual Apps and Desktops k<& % /71 B

BXREELCNINERIFAER, BSRRBEE,

i@ Citrix Workspace [ Ai2FiEf VDA HEESEmHEZINEE

LU#i, BA App Protection [&, 1§33 k8 Microsoft Teams ZRLmEEE, EA App Protection RAFEH
RER.

BiE AT Windows 8 Citrix Workspace R FB#2RF 2309 kR4, ENfEZ B T App Protection, tig Rty
Microsoft Teams ERASEEHZ,

BXEFMER, FEHS5 Microsoft Teams B9 HDX (i ihayzE A M,

7z DoubleHop #5145 App Protection

Wk == A App Protection Ihag, k= 2157 Citrix Virtual Desktops £iEsizfTH Citrix AR A
EFiREasid. ENE=RgsH, EuLlEEEAT App Protection SRR EMN AREFMEME. E2E, App
Protection IhgeH kMo

W7E, 5INT Windows A%, RFEENKRZRPELLITFABAT App Protection HERHIEINR A2 MK
H. BXEMAMEL DoubleHop BzN&EMFMESR, ESIAEA “MHiE DoubleHop Bz 1B E,
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Citrix Enterprise Browser

FRAEIFEETF Chromium kr7 117 89 Citrix Enterprise Browser fr# 117.1.1.9, & % Citrix Enterprise
Browser B9i¥4= 5., &7 Citrix Enterprise Browser X#4,

i&@id Citrix Enterprise Browser #1{T5{538F

LA, #0R Citrix Workspace N ABREFHEHKIESLIEESH, EIiEXAER Enterprise Browser. #IEE!
Citrix Workspace R B2 H EHITI NI A SE4¥ 4R Enterprise Browser,

BEATF Windows i Citrix Workspace R 2R 2309 s (33RZF Chromium ki4s 117.1.1.9) #2, XM
BIEFRISAEE, &4 857E Enterprise Browser & Hi# TR 10IE. ©EA MRS Citrix Workspace [ B-ERF
BITHMNIE, o, LEINREIRIRETET R,

== .
AR

o thINEEEATF Workspace R AE[E.

@ Citrix Workspace x o+ .
o 8 o iy oQ
@ Workspace
Password:
Use Okta Verify Push
citrix
2309 IR AT

+ Citrix Workspace M B2FHFHRERF BN
« % EDT Bt
o IEERT B BRI EEINRE

BREATLRINGERITTETIR, BB AT AR B RETTH,
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2309 FEEEEE

RIE[EE

BifESRTE Citrix Workspace M RIEFHARINEMIKS, BEIRS AT ARSI T,
[CVADHELP-23124]

S ERE/ \ MU LERBIMNES B Citrix Workspace B AEFBHELXGHNBEFARESAK, HE2
TUTHEIRER:

tthRZ<89 Workspace R HHEERINE, BESENERREKR.

[CVADHELP-20555]

i@ Citrix Gateway EIL i, MRERKK, SIFUEETLAMER EDT #TiEEHEIEER TCP, 1R HDX
BERMFRREIEERIZMER, SIERIEET AE5. [HDX-49878]

FERENNEZEFiE URL EE M, & URL alRe T A RMEAER Fis LITH, FHErTaE7E VDA £iTH, H
it BANREER ENIEFIHNRNBSEEMINEEE ping 0%, MURAREF G ULREIAEEEERHN
URL., 3R ping EXN, ©REL URL EEMIER, #H URL 7% VDA LiTH. MAEER, &AL
FELE ping EAEN AR IHHEER,

ERHIE ping EAENIIFFHEEM, BHIEEUT MR
HKEY_LOCAL_MACHINE/SOFTWARE/Wow6432Node/Citrix/ICA Client/SFTA

&#5: OverridePingCheck

28 REG_DWORD

E: 1

[CVADHELP-22824]
INRERE Desktop Viewer HFLAEELBREMNA/)N, RIERRERTFERE, [CVADHELP-22063]

Citrix Workspace Z#EFRESTHE, A GPO M SITARBENABEN, ErESKRIIBHHIRET.
[CVADHELP-23345]

HAER “BRIREMENER EMEEIELFEREREMATESAK, HEREIRES. [CVADHELP-
22507]

Y BEBIARSENIEE N False EEA 7T Desktop Lock Thagry, ERIBETERMMARE, WAL ERBHR
. [CVADHELP-23052]

Fi#ikia) Global App Config BRS3288S, FRiNMkF RIRERIEBRY, ERIAET EF MM . [CVADHELP-22999]

F4%%l Citrix Workspace B2 2112 ABREIRASE, ERIAEFEEMER 1ICO SDK 19 API B FBig
FHEE=iE [CVADHELP-22940]

YU=MWABIES StoreFront E£aiET, EETAETEM Citrix Workspace Bt Bi2F =& mE. [CVADHELP-
23606]
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BFR&R

o 233 .msg St At Microsoft Outlook ERIHMEMEIEZ AN A REEEATAES KM, [CVADHELP-
22542]

o WAL AERERERINEEER Citrix Workspace NAER, REFEESNAREETEARISFHRIE
BR. UTFERTFTHIMRM: HXEE GPO ST E K, B U R BEERSEXIZE N false BEH
7 “Silent authentication to Citrix Workspace” (&3¢ Citrix Workspace BWEIR R ZHI0IE) KRBT,
[CVADHELP-22641]

+ M Citrix Workspace [ RI2FF Y, ERIBETEM AREIEEH. MREER disableiconhide *if
KEIZEN “true”, NsEMLtRE#, [CVADHELP-22916]

o 2477 Citrix Workspace A2 =8, BEIRSAFR REREEREINXE, EAIETEITH Citrix
Workspace MAEF. NHUREMEFIHOELEXHIASHIMItRM, [CVADHELP-22683]

« ITFEmBY, Desktop Viewer ZFfaJgE=tHEE B, [CVADHELP-22925]

s FREFEEMENERIISEN, MR ADC SrTAMHIKE, BT EFER “BEEER” B EMEE
Zls=@. [CVADHELP-22881]

+ M Citrix Workspace [z B2 FF kA 2305—2307 A4k fa, ErIeL s8R K mHRiEA R, [CVADHELP-
23429]. [CVADHELP-15550]

o fEALER Windows SH50iER Web IRS3230F, Web imABT L EZEZFiF LEM, HETESER
ZIRSS 28, BCR KIEEEIRE N DIRECT R &Ik, [HDX-51739]

o HIEM Citrix Workspace B EHERE R, Citrix Workspace MBREEFERHAERERITE
B, X UEMERBENXIER Citrix Workspace M AREFNA SHII A, [RFWIN-31415]

RGRE

« wfica32.exe #iZAJ e ERA A SIEHEIEZEIMRH, [CVADHELP-22249]. [CVADHELP-22234]
« iEATF Windows B9 Citrix Workspace R 12 2212 hRAS A fE T35 B & X PAC X ik BHIE 1.
[CVADHELP-22503]

App Protection

« 7£ Citrix Workspace M AR 2212 siEm R4 EER Corsair K70 &R, AIEERMABAT RERIZ
RINEEME QXX BRI LR, [CVADHELP-23157]

2309 FrIERE)=

o R ICAXHHTHT ICA XHHXHFELL Unicode SIFRIEF RS, EAIRETEZBMRIE, NHEEMN
SE2R AR AR IE H T EHITRMIIE, ABERA Citrix Workspace A2 F BT A AiEF R K@
B, AR, AT ERIRB, KITRNESEEREAT 2307.1 ir4sH Citrix Workspace [z #2
R, BER#HRE. [HDX-55649]
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- B “ERBEXNEAR 8ER, Citrix Workspace AR LR BRIREIRRI e I L =h#55h, [CVADHELP-
21829]

o EREBERT, & Citrix Workspace NBREFEERINARFISEN, SosRIAREIRES, HP
—&HBHHENIEED, 5—57 Toast @, [RFWIN-31561]

o WRMAEIE STOREO BHMNABEZMPARET=EFH, WEAGSITREERT Windows # Citrix
Workspace FF#2FEhRas 2309 FIRERK W, fRART ARER RN ERRHETENNABEZR, WM.

CitrixWorkspaceApp.exe STOREO= “AppStore;https://sales.example.
com/Citrix/Store/discovery;on;HR AppStore”
<!--NeedCopy—-->

Py =W

BREHRRARBRETTEYIR, ESHE AR,

FHARR A

FESARRME T EXBENNRIE Citrix Workspace W RZFEHI L A 2128 T FM R HAIRA P AV IhEERI B8 8
BYIRIRRE B

2307.1
FEINEE

tEhR AR T BB T o R M REAIR E MERYIR)EL,

B E 8RR

« 7£ Microsoft Teams #, HFHEREFITARFHAZREANEN, BHEA (H2NE58) HETHNES
LERTRER R, HEHZEREHEAMEETOARETITWHNE AR, thatBita, [HDX-54395]

2307
FEINEE

FINT WMIELZI LA Microsoft Teams HiEHIE S iE

ZHl, BERMBIREDEE, aREBREMERENEES, fi, EERBEHEZIAN Microsoft Teams &R
BHES., B—ERAEZIREHEFREE) Microsoft Teams, LhRIASHEL R AIRRE,

f£7<hieasH, Citrix Workspace AR ZIFIRIESERMES. WS IFTEA T MR EINE.
EEM:
EH B RHARAH Microsoft Teams,
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https://www.citrix.com/support/product-lifecycle/workspace-app.html
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AR

BT Microsoft Teams AN EHE, LRINEEAATA, BHEE CTX253754 i EHM S,

Citrix Enterprise Browser

AhRAEEETF Chromium ks 112 #9 Citrix Enterprise Browser hi7s 112.1.1.24, F& % Citrix Enterprise
Browser 89348 8., 15207 Citrix Enterprise Browser X4,

Citrix Enterprise Browser f®{EHT

BH3&R T Windows 8 Citrix Workspace M 2 F 2307 krasite, BEERATUEFBRE EREMIEH Citrix
Enterprix Enterprise Browser A 1.

AR

ZUNERT, i&EX Workspace M ARER R

&
IT EBETLLES U TARZ—EE Citrix Enterprix Enterprise Browser RS NETE:

 AEEEIIR (GPO)
+ Global App Configuration Service (GACS)
+ web.config.file.

&F:

FREECE A ENMAREER. BREPERA—MGERIBRIZRES .

MREHARBEZIESN, BE 1821 Workspace ARE, ZREAIEEREA.

o SWFRLHP, BEBENME, MEAFE Citrix Enterprix Enterprise Browser #1274 1% & 9 Wi
X AR, NaBRZRESR.

« EJ3 Workspace FZABERAILIHEE, EERASIEUATE—RETNAUTIRE:

- set the CEBShortcutEnabled attribute to false in the web.conf1igfile.
- disable the Enable Citrix Enterprise Browser shortcut property in GPO and GACS.

fEFHERBETR
B R A UEAE A Citrix Enterprise Browser 1 75 =B 14 3k#z % Citrix Enterprise Browser A =X 1E

“FHE” HB ERBEE R
AR

i@id GPO #1TEEEIEATF Workspace #1 StoreFront,
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https://support.citrix.com/article/CTX253754?_ga=2.97575065.720441965.1633910494-935350695.1633365909
https://docs.citrix.com/en-us/citrix-workspace-browser
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E A Citrix Enterprise Browser A, BEHRITUTIERE:

1. &idiE1T gpedit.msc $TFF Citrix Workspace 7 FFEF4A ST R EERIRR
2. EItENEBET AT, BEEEERR > Citrix 41 > Citrix Workspace > Citrix Enterprise Browser,
3. #%EBA Citrix Enterprise Browser RiEA 0 %ET,

2! Lacal Group Policy Editor — [m] ®
File Action View Help
= rEl= HE T

> (] Windows Settings Bl s e

~ (] Administrative Templates
- Enable Gitrix Enterprise Browser Setting State Comment
~ [ Citrix Components hertcut
v [ Citrix Workspace shortc [ Enable Citrix Enterprise Browser shortcut Mot configured No
> [ App Protection Edit policy cetting

Requi " & Enable Citrix Enterprise Browser shortcut [m] X
| Citrix Enterprise Browser equirements:
T O Secure Browser Al Citrix Workspace supported

= Citrix Work Und platforms E Enable Citrix Enterprise Browser shortcut
[ Citrix Workspace Updates

[ Client Engine Description:
[ Compliance This feature enables the Citrix @® Not Configured
(] Diagnostics Enterprise Browser shorteut on the
= oRI Start menu. O Enabled

Comment:

[ Fast Connect APl Support O Disabled
[ Global App Config Service Supported on:
[ Multi-Stream ICA
5 [ Network routing
» [ Remoting client devices
> [ SelfService
[ StoreFront
[ User authentication
(] User experience

> [ Contral Panel | Extended £ Standard

Al Citrix Workspace supperted platforms

Options: Help:

This feature enables the Citrix Enterprise Browser shortcut on the
Start menu.

1 setting(s)

BXRINAMER GPO KI¥MAER, BBIAHEEN R EEERTIE,
Global App Configuration Service (GACS)

£ %l Workspace it & > N FBiZF B & > Citrix Enterprise Browser, #A/5 /= B & Citrix Enterprise
Browser ###EH.

BxEsER GACS Ul BixdiE 8, #&817 Citrix Enterprise Browser XA4FRBYAE -~ R E—3,
AR
XMEEAEAT Workspace # StoreFront,

web.config stfF:

R TEB CEBShortcutEnabled Ei4,

<properties>
<property name="CEBShortcutEnabled" value="True" />

</properties>
<!--NeedCopy-->
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==
BT web . config Bi&IiERAF StoreFront,
&5 web.config:

E 3 A Citrix Enterprise Browser (RiEAT, BHRITUTIRE:

1. ERAXAYIERITH web.config 32, ZXHFEEAMTF C: \inetpub\wwwroot\Citrix\Roaming

directory,

2. ERXAPHREBRIKATR (EREZERKF 2757 Store)

f5lgn: <account did=... name='"Store'">
3. £ </account> frigzri, SMEZBFPKFHNEEHAFMUTARAS:

<properties>
<property name="CEBShortcutEnabled" value="True" />

</properties>
<!--NeedCopy-->

THEE web.config XHHRAGI:

<account>
<clear />

<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">
<annotatedServices>
<clear />
<annotatedServiceRecord serviceRef="1__Citrix_F84Store">
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
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<property name="CEBShortcutEnabled" value="True
">
</properties>
</metadata>
</annotatedServiceRecord>
</annotatedServices>
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>

<!--NeedCopy-->

BEER—

« EEMATF Windows 89 Citrix Workspace RZFRi2Fhi A 2212 kE=RAT, EEEX Web ABEFRER
EBHERTHRERRANEMSEEUTER TAZRIF: MREEREFRESSE App Protection §i%
1, NEshENEE. fSE2RP, 22ESEMINFEM, [CVADHELP-23189]

o BT wfica32.exe halgEHIEKRE, Citrix Workspace MBREFSIETAESIFER, WREARILRE, &
ATRESUREIEM ID 29 1000 MosEiRE S, [CVADHELP-23341]

o Y MIE R F Windows B Citrix Workspace [ f #2 FF bk 4< 2303 3% ¥ & kit 4 i/ ia] Linux VDA B,
Wfica32.exe AIBERAK, YSTEKMEAFITRSHSH BRI, [CVADHELP-23037]

o tNREERA Citrix Workspace MAEFARZS 2305.1 B RIRARIBEHALAN N BEFHTMELIRE, 1
AR MELATRETT A R B R, HEL LR R E R &IETE Citrix Workspace [ F2FH5ER 7 i B E .
[RFWIN-30798]

2305.1

L IhEE

&7 Virtual Apps and Desktops HE AL
AR

tIhREBEER TN AEME, WAMNAEREENRAT MR,
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iEATF Windows &9 Citrix Workspace T2

Ual, Bal#ENEENAFREAER. AP RIgEIEELEMN, HERAPXATIHEE, RAENEEE
FHSHY

I:_E' Connecting

Starting...
[

BHENNAEFNKERHEARESEFE. B, HBEEEATF Windows & Citrix Workspace R 2R L2
HT AP RFNGLE, BT ILRF RN TREXEHHRSHEXES. BAEREIRENEG TA.

iz

RTST-APAC RTST-APAC RTST-UK 7-
XenCenter XenRTCenter Zip

‘' @

i
RTST-UK RTST-UK RTST-UK
Access 2019 Edge Excel 2019

All Apps

Ll Deskiops

I"J Files

citrix

£ Type here to search

BREUUEEEXBHENEEXIERN, MANXENER. MREEFEHHEAFPZHXEANKE, NEER—

FEEHR.
BiEATF Windows 8 Citrix Workspace R FB#ER 2305.1 2, INEEESRETRINETFBEARS.

BILAGEA StoreFront () SIERVEMRTUSALLINEE. BXFRER, FEHANET BNV AEFNSENEE
A58,

AR

RATBRAIHEE P EHIFEFIFRRBRESIFRRH TR, HATPREAZRBRIN S, Citrix FEZ
THREFR BT ARV SZ 1 22051, (BVIR B X L THREM R 5. Citrix FIRERIRIBERIGH™ B, RBEMEZ R
IRHITIR(R, BINABRELEFFIRSEIE Beta hitds,

BILUBIE Podio $RHHE X ILINAERI R 5o
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IREx Storebrowse <R
R IES P ERER Storebrowse SSMMITIRES. BREMIIRE, BEE - launch SR H—NgE—HI
%, HTERATRMNBMER — X KMKREFETF ica.error XHH, ZXHEEEIEN,
AR
BEESWER - launch S$AXEZFRM. ica T BE. BN, FEEMIZXH,
BT IRERIHIIR M EBEETF %LOCALAPPDATA%\citrix\selfservice\cache, ERILIRIEEE
XL 1,
BRIANERT, LLIERIhRERTFRARS.
TERER® - EHREHTHRE:

-launch -f <uniqueFileName.ica> "launchcommandline"

For example:

SelfService.exe storebrowse -launch -f uniqueFileName.ica -s store0-5
c3ec0l17 -CitrixID store®-5c3ec0l7@Ra9a8e3ac-099d-4577-b84e-
€33d0695df39.Notepad -ica "https://cwawiniwstest.cloudburrito.com/
Citrix/Store/resources/v2/
YT1hOGUzYWMtMDK5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5Lk5vdGYwYWQ-/Tlaunch/
ica" -cmdline

<!--NeedCopy-->

% +% StoreFront W AEENFH B QRIES %

iBEATF Windows B9 Citrix Workspace R FB#2FF 2305.1 2§ StoreFront M BAREENFIE. STUER TEN
Efa—fs=A Citrix StoreFront R BB E#1THDRIE:

+ fMA Windows Hello #1 FIDO2 22 %, BX¥MER, BESREMSHIIEA,

« M Azure Active Directory (AAD) 1R B2 IIZFFRIT M AAD Byt E# 8 =& R 3 Citrix StoreFront
FAEE. BXFARER, BESREMSHIRIES .

+ Workspace E# AR A%¢ Citrix StoreFront 2 AE#1THHI0IEM A A BB EMRHIHAIT Azure Active
Directory &#ipintkEg, BXFMER, FSHZHF Azure AD I LH5IE,

HUER Microsoft Edge WebView2 1EARE M 28i#1THE StoreFront MIMX S MHIIE, 7 #EEALLIIAE.
AR
EHR Microsoft Edge WebView2 Runtime kixasi 102 SiE = HR 7S,

AT LUER Global App Config Service F4AEEIIT R (GPO) #1R5 StoreFront N BEEBAMREIE A%, X
BAES, 155A%F StoreFront M AR ERFTURIES AZB5 .
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7£ Azure AD 3715 200 Z N4

EAhRAESH, BT 200 ZMEAR Azure AD BRRAIMEE D RAGZAFPNNBEFMKE. UEl, R—ARLTEEEX
LW REFMNKE.

AR

R &%AM Citrix Workspace R B2 SHHERE R BEB A LLThag,

App Protection

R EICRILRINEE
B IERINEE, MBFEUTRMEZ—, NWSESHIEMEBRSEY (SSP) RRE LEARBRIER:
- BEERUTE—SRBAET App Protection:
- EREEHESEE App Protection £i%iE,
- £ /startappprotection &#<178% a5 App Protection 4,
o MNBEERERESIEHEFTE App Protection SEEHE MK ER /startappprotection &%
T8, WEBRHE—IZFRIPVRREREARBEIZREF.
=
Global App Configuration Service (GACS) F14A%EET % (GPO) RESE S ERTT A, g0, NREITiXLE
BREZAT GACS g GPO Zi&, NESMHINIEM SSP RRE L RBRARERIZR.

XHENEEER
EERT Windows 89 Citrix Workspace M RZFHREMZAS, BEHRUTIXEHR:

« EntryProtect.dll
» entryprotect.sys
« epclient32.dll

« epclient64.dll

« epinject.sys

« epusbfilter.sys
« entryprotectdrv
« epinject6

XEETHRERE %ProgramFiles (x86)%\Citrix\ICA Client)\ ko

MREEFXEXAHZPNESRRANEFRPIAFTIRD, BEERMXGINERATIIR.
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Citrix Enterprise Browser

hRAEIEETF Chromium ks 105 89 Citrix Enterprise Browser ki 105.1.1.27, % Citrix Enterprise
Browser B934 8., 15207 Citrix Enterprise Browser X4,

PR AsY R

ER 2N ARG SRR IRMEMNT BIZEFHAME Citrix Enterprise Browser, EERTILUIE. SEMITHYT B
BF. RRBAPTULUREEZER citrixbrowser://extensions FTEEMERZYT BIEF. BXB%ILE, B
27 Global App Configuration Service.

BEXMARENFAEE, BEHSENGET R

1&2ePIE8 Web 71 SaaS AR LaY SPA 58 CHE

ItkThEEIEER T Web 71 SaaS R AERF MRS HRIEMEH. Y Web SEM Web SIEMH iframe BRI,
BONMEE T BRI, FERIENSHIERATIEA Web 5, &4F iframe, 82, KEMIEZAE Web
T,

£/ Global App Config Service ZI2 Citrix Enterprise Browser

BEEFALUERERT Citrix Workspace # Global App Configuration Service (GACS), @id&EHEENIRS
21t Citrix Enterprise Browser i& &,

Global App Configuration Service E7EiL B2 REMEE Citrix Workspace #1122 Citrix Workspace [ f#g
FigE. IInseaiFEERMER Global App Configuration Service i§&#i& & ok F 41 8B K7 A 245 & R A 7 /5 o
#9 Citrix Enterprise Browser, EZERIMEA LUER API 5 GACS EEAF REECEFEELLT Citrix Enterprise
Browser ig&:

+ “Enable CEB for all apps” (HFrEMNAIEFERA CEB) - ¥ Citrix Enterprise Browser i& AT M Citrix
Workspace M F2FTF Web # SaaS AR HIZRIAR 25,

+ “Enable save passwords” (BRREER) - AFSELRLAFREEE.

+ “Enable incognito mode” (BARSER) - BAXZARSEN.

+ “Managed Bookmarks” (REH%) - AFEERAKHEHRET Citrix Enterprise Browser.

+ “Enable developer tools” (BEFXARTIE) -7E Enterprise Browser HEAHBEAFLARTE,

+ “Delete browsing data on exit” GRHETHIBRNILIEIE) - AFEERAE Citrix Enterprise Browser #£

AR H B R BR IR LE S04
+ “Extension Install Force list” G2#IR#ET BEFTIR) - AFEERE Citrix Enterprise Browser 7%
LY RBER.

+ “Extension Install Allow list” (i BEEFREAFIIR) - AFEERRERFATLUARME Citrix Enterprise
Browser (i BREEFHIALYIR, Lt5IFRAEER Chrome M _ERAE,

BXF4MES, E21AEA Global App Configuration Service &1 Citrix Enterprise Browser,
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&iE:
o BFMEVNKS KNS,
+ Global App Configuration Service BIFFE N K AL EEE T LT 25:

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
]

<!--NeedCopy-->

o BEFHALUSXLEIZENBRIFEREIRE. BXIFMEE, 5217 Global App Configuration Service
X1,

RAFRfRE
Ei@id GACS EEAF REAEZE Citrix Enterprise Browser, BHITUTIRME:

1. EAELMNERESR citrix.cloud.com,
AR
eI Citrix Cloud kP89 5488, 521EM Citrix Cloud —X.

2. HITBMRIEE, BEELANEKERE, AE%ERER Workspace FRE.

-

Home
i ~
My Services . ( o
i O il 1 20
Library i . ) . L
Library Offerings Resource Location Domain Notifications
Identity and Access Management ( View Library ) ( Edit or Add New ) ( Add New ) ( View All )
Network Lacations
Resource Locations
Licensing
H
Workspace Configuration |
3 0 S 0 @& 0 ) 0
Support Tickets J o
ytics Files Remote Browser Isolation Secure Private Access
Notifications e and usage insights Secure content collaboration with anyone Protect corporate network from web based Zero Trust Network Access to all IT
on any device powered by Citrix Sharefile. attacks, sanctioned applications.
System Log
MMage How to Buy Request Demo
Learn more Learn more Learn more Learn more
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ItATE £ Workspace itE R R,
3. BENAREFES > Citrix Enterprise Browser,
miE, ELEE. E#%% Citrix Enterprise Browser IhgEI&E,

BxXFMER, 52813 Global App Configuration Service &3 Citrix Enterprise Browser,

AT
+ k8 Citrix Workspace [ 2Bl R L Bt
BXREATGIRINBEENTEIIR, BSRR AT G EIThEE R E,

B2 R

L AllowAddStore SHIEEN N EHERAEENR (GPO) A <SiTHEORM HTTP RAREEN, &8
RESREIUTHIRER:
Tt EEDIRS 28" [CVADHELP-22184]

£ @ LA Workspace Environment Management (WEM) #2388, RATEKERETH. BT
FT7F ICA X, MIEBEHITH=RE. Citrix Workspace MBI RZx 2209, 2212 #1 2302 & H I itk &,
[CVADHELP-22318]

Bl f# 7£ ;£ M ¥ I HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Dazzle\ T ¥
PutShortcutsOnDesktop MEIKE N False 25, ERE LOIENENRNIELTFERARKS.
[CVADHELP-15550]

BMERBITAEAZSFRIFNNARFNSE, SO AERE=ANARERF Pega Robot Studio, &5
F7T App Protection 89 Citrix Workspace [ Af2Fit= Ik, [CVADHELP-21146]

N8 Windows 10 2ERZLIEEIBIBS RE, Citrix Workspace M BEEF Al se iR F MZIRER S 73
R FAfERF. [CVADHELP-21986]

A HmIEmE LT Citrix Workspace MABEFFER, EEAGHNEE LETHNEA AN BIEF R
TiEBH. receiver.exe XFRHMIEBIATHIIt AT, [CVADHELP-21604]

Y155 R Citrix Workspace MAEFRN, AfEFR2ETS5EE GPO &GS TREMNZ MK X NN BIEF
M=EHE. Computer\HKLM\Software\wow6432Node\Citrix\Dazzle F CurrentAccount B =
TEIZEN ALTAccount BT [CVADHELP-21124]

LRELSESRIFNYBAERFE, EAIEXEER Print Screen # (PrtSc) #EVR S & E. £ Citrix
Workspace MABiEF ENBEBIRSEAT App Protection Byl tkiaIR, [CVADHELP-21979]

NFCRARERE, e EEAEERN URL Amik~, [CVADHELP-22438]

F&EIERTF Windows B9 Citrix Workspace [ 2R 2203 LTSR /&, ERIgEREIHR. HEEXRFMMN
Fo & R A RS H R RIFRAITFF SelfService Ul Bf = HItA]RE, [CVADHELP-22696]
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BB, @EaTaeTiEM Citrix Workspace R A2 ARZS 2305 BahERE. S RRRIETIRTERE,
RIEWFERHLIKE, AERIERWHEREIRES: “SSL Error 27: No localsecunty certificates
could be loaded.” (SSL $#1% 27: TiEmME iR £iE+H,) [CVADHELP-23095]

BT App Protection 8915 R FTREZERT Windows 8 Citrix Workspace R B1ERF 2212, 2202 =
2303 Hr#ABY, REFRERBIFMEANHAZRUTHIRES:

T RERS ‘@C:\Program Files (x86)\Citrix\ICA Client esources.dll, -104’ (appprotectionsvc).
Verify that you have sufficient privileges to install system services.” (& i & % g & “Citrix
XenServer Windows Management Agent”(XenSvc). EMIEEEEEE BEBHIBIRRZERSRS.)

[CVADHELP-21995]

MREEERRSIENHEEPHITEAMBITRE (RAr@IEsk#%zh), Citrix Workspace B2 rIAERFLEM
[z, M Citrix Workspace R B ERFhras 2302-2303 A4&EY, R HIEHMAEZENSIE, WML R,
[RFWIN-29663]

EEeRERD, AEERRERMERE (PAC) XHERET (E, BxIEMIEMN HTTP ERERKRXIINE
A LS (CDN)o [RFWIN-29203]

BB T BT StoreFront &1{2%3EA Microsoft Edge WebView H8gAt, MMREREE HTTP B4 E1IE
(EXRFHRIERREZHIIE) , MIEBRIHAFEHE, Edge WebView HI %28 5 H10IEE ORI 8ER X o
[RFWIN-30061]

LREELREXTITAN, EaEX A% Desktop Viewer MiEZERE L BT AN E MK EN B o
[RFWIN-29875]

Windows 11 ##HIER LS HM— P EIMNY&EBIA Citrix Workspace pzFBi2FEHRHI Citrix Workspace
%H. [APPP-1263]

FEBFT App Protection B91E R T2 Citrix Workspace MAEFR, “MKBEERM” (T “SHEIR” $)
PR FAREE IR, [APPP-1242]

2303
HigThae
ERENNRABTEERSMNN KSR IR BIEFENRER

B Citrix Workspace R F#2R 2303 kizcie, EREAETFT Chromium Embedded Framework (CEF) B35

EEEIm

B EUIETFIERR 12,

BXFAER, BFEAKENRBABTEE RSN KGRI SIEFENRZ.

%1+ StoreFront B AR ERNFH B R IIES %

AT Windows # Citrix Workspace [z B#2FF 2303 z#f StoreFront R AmEENFH I, A LUER TENE
fa—#hA A Citrix StoreFront BB E#ITHHISIE:
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« &/ Windows Hello #1 FIDO2 &%, BXEMER, BFSHEMSHIIES .
+ M Azure Active Directory (AAD) 1A S REIZFIEIAN AAD BIitE & =% R Citrix StoreFront
RAfEE. BXFMAER, BESHEMSHIEIES .
» Workspace BE &R %¢ Citrix StoreFront [z A E#1THHIIEM A A R EM 25T Azure Active
Directory &MfipiREE, BXFMER, HSHH Azure AD FEIZ IR,
HfERA Microsoft Edge WebView2 fEARE 28 1THEE StoreFront MIMXSHIIE, 7 #EEMALLIIAE.
AR
EH1F Microsoft Edge WebView2 Runtime iz 102 siE =R,

A LUER GPO &5 StoreFront EBEEERBBEHRRRIESE. BXIFAEE, 1B5BHZIF StoreFront MNARBER
EIIE B

& T i1k Microsoft Teams SM&EIEAIALE

BARRAE, BRIAERT, WLKE Microsoft Teams WIS INFIEAKES . B7XM%E, BIREIEY
DR LUEAFTE T ERERERIEARR, FJUNEBRER RN INBIENREMN AL,

B XMHAER, STAPETLRMIMWERSRRE (510 720p. 360p F) MS MR, BEBRTFSHER,
BIERREN. MEFGE, BERiERBERIERERBLENSARENWER, MNMAMERFPRUSEMNITELE,

AR

LtkThEE{RTE Microsoft Teams #HBEHET M. % ETANEE, 18%ZE https://www.microsoft.com/ 3
2 Microsoft 365 B4 E., Microsoft #H L E#AT, ErIIUEF CTX253754 LUK EHRAAS,

App Protection r91%38118E: & DLL A

£/ App Protection B—28%3, HITMER ML LILRINEE, AIEEENRI Citrix Workspace AiEF R ELXR
ZENAEISEERE (DLL) R EERNEE, MBEANT HEFRAEESR, Citrix Workspace MARZF =i NIE
XLEF T F L N HX LEARIR,

AR TAGRRAR DLLEN:

o Citrix Bp0IEEEE
« Citrix Workspace B2 Ul
« Citrix Virtual Apps and Desktops

BXEMES, ESE App Protection x4,
s mEA:

teThREBId RiEXd KB IRIER SRR (N3 DLL FRREYAE AP EMA) BOIBERAEER. XEMERETE
EEJLURMERFRP, FHEREEHEXNENERNEETANRSE, B2, BERFRANARE, & DLLHY
WMAAER SR, BARNIBEORFIFARRX LR, BN ERIEEHELEMIEPRETENRF.
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Citrix Enterprise Browser

RAEIEE T Chromium ks 109 89 Citrix Enterprise Browser ks 109.1.1.29, % Citrix Enterprise
Browser Bi¥EE, 1§28 Citrix Enterprise Browser 3244,

StoreFront %3 Secure Private Access

EREBIER, EIER LUER Secure Private Access R 7527t StoreFront HEZE Web #1 SaaS MWBEF. &
BREBENAEFG, REAPTUEREEEEMNT 2SR Citrix Enterprise Browser 177 Web #1 SaaS R 12
Fo

BXFMAER, 555 Citrix Secure Private Access x#4shpyzsith Secure Private Access,

AT R
« EATF WebEx EHHZEF KN AiZFEE
BXRRATGRINBERITTRIIR, ES AT SR B ZIAEDTH,

BfEE R
o %%89 URL i@t Citrix Enterprise Browser MIFI&&EBIBGAN K 28FTFF. [CTXBR-4718]

o ELNEDNIFRISMNRIERBOFIREHRER SSON B, WENAREFANBRNINAEFHSENTREIBEER, B
Citrix Workspace R ff2FAR4s 2210.5 LU Citrix Workspace FZBIEFF RZs 2203 CU2 LG, MHM
ithia) @, [CVADHELP-21786]

o H1EM Citrix Workspace TN AREFR, wfica32.exe #IZAIAERBIMELLHIRTHIZEE, RETEA
T BIEN SRR A 2 HI IR, [CVADHELP-20999]

« H1%EMA PowerShell MA7Eint2 it B4 L% Citrix Workspace FZFA#2F 2212 BY, Citrix Workspace
NAREFRERFIESFL LRRREERETEN EFRRE 2, [CVADHELP-22278]

s UEEEBSAEKNE (GPO) AHSTRELSINEBEN, HEA— I NABETERT2REE.
[CVADHELP-22034]

c REARSAELLARTEMNIERHED, MIERTEPRAE, [CVADHELP-21835]

o ERNARESHNIRIELHEIZER true WIER TR AREIEG, Citrix Workspace AlsEREBR LTBE
N, HENBEESRRIESERI&ER false, [CVADHELP-21582]

« % VPN BrF i &g, 2iXipmiEA T Windows i Citrix Workspace [ 12 A] BE & 5k ¥,
[CVADHELP-21662]

o YIEMERA Microsoft Teams M HP EliteBook G6 it = H =R EY, A FII T OMIELEBIE,
[CVADHELP-20763]
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o &EIRETE7E Bloomberg %842 5 5% Bloomberg $#4 2013 L/ Bloomberg Kif Ai2F. /EBHA T App
Protection ThEEMI R Firh &2 Citrix Workspace M B2 iR 2302 BF & H FLIkA) &, [CVADHELP-22221]

BEEXHHNNAEFEN, ZHARFRERERAI RS T, [CVADHELP-21618]

iZTEBRSER, msedgewebview2.exe #HIZATAER S CPU FEAEE S, [CVADHELP-21610]

s ATFEFENNABEIEBMNIERREREIER, RNEZABEARESHINER, BRAEE, BRIUERAUTE
MERPOIOEIER B HIER:
#&12: HKLM/Software/wow6432node/Citrix/Receiver
&#: SkipStoreCertificateRevocationCheck
28 DWORD
f&: 1

A

o

#&1%: HKCU/Software/Citrix/Receiver

&#: SkipStoreCertificateRevocationCheck
#8: DWORD

E: 1

[CVADHELP-21931]

o ENMERKEN, BONUENKNITEFEZREAE, SRELTEORAHERIEE ERENSHIILR,
[HDX-44997]

o YEEmATFIER SR DPI i, Desktop Viewer Tt BERE, [HDX-45206]

« BEREGED, HEHTFEZAISEN, ZRETRIRBETE—ISENGEE, I, EZN21EM Citrix
Workspace [z 2 FEIRRIRER1EES 1 Lo [RFWIN-29773]

2302

FHEINEE

BT AN FR AR M R E BV R &R ALE

tEhR A EFTE IR R BB E R B R AN B AE F M R E R (1 T 155889 A P (8530

& Citrix Workspace [z 2 21X R BT FHZE#ZR Citrix Workspace MR2F S ER Workspace #HIThaer—
Do B ENNAEFREEN, SERUTRT:
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Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

T

1224 Global App Configuration Service Al R REFMEZRIENEFEFIRTILEN true B, AHIMILIRR,

BERRETERMER ST RON T E RN ENMN BREFNKEH NRERBEMIMEENNABEFNRHE, 58
HEUH,

WA LUERICEROE IR, £ NRERINAEERNE R,

ZHEIREERRIE? NEUTER T 2HIRR:

s APEREMET XN AEENNBER,

« &HB 7 Workspace #=4IIhaERR B SR A RIS N AIEFEBIRE,

+ Workspace i=HIEfEEETER P in LI§ B HIRINE,

pE =

EMEEEMAPNEMEREEN AT ENSETIRENS LD, BXFAEE, HSRER “SAEEN W
ERRE EFNEEHET,

Zoom HEMFNE R InN AEFEE
WE, ERILEAEFIRNAEFEENEERE Zoom .

BEXFAER, EBHE Zoom HEHMNE P inN BiEF B,

%245 StoreFront [ ABEMFHRIIET # [FRATEAR]

BA&hAsiEE, i&AF Windows # Citrix Workspace [ Bf2F %15 StoreFront B BB ERIF N IIE A %K. AL
BTENEE—MARE Citrix StoreFront N AR E#ITEHIEIE:
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+ A Windows Hello #1 FIDO2 2%, BX#MER, BESREMSHIIEA,

+ M Azure Active Directory (AAD) 1A S REIZFIEIAN AAD BIitE & =% R Citrix StoreFront
ARG, BXFEAER, BESREMSHIRIES .

» Workspace BE &R %¢ Citrix StoreFront [z A E#1THHIIEM A A R EM 25T Azure Active
Directory &#ipialsg, BXIFMER, BESRZEF Azure AD FREVEHIAIE,

HfERA Microsoft Edge WebView2 fEARE 28 1THEE StoreFront MIMXSHIIE, 7 #EEMALLIIAE.
AR
EH1F Microsoft Edge WebView2 Runtime iz 102 siE =R,

A LUER GPO &5 StoreFront EBEEERBBEHRRRIESE. BXIFAEE, 1B5BHZIF StoreFront MNARBER
FVIRIE S SR

=

AR

RATAR AT E A EEIFE IR RHEREIRRRHITURE, HATFPREEZRBNONS, Citrix FiER
THREFRBhRBSZIFERMA, BYGDIRHEUHXLINREM R R, Citrix AT RIBRIRA™EY. KBMNEEMXR
IRITIRF. BINAERLEFHRFEZE Beta hR4s,

BILUEE Podio FREERMA R ITNEEN &R 5o

FI TSR Microsoft Teams HYS MG &IERTH

BAMRAR, YEENRES FNESIEEPRMNERIASIMIGEE, Citrix VDI 252 k8 Microsoft Teams £F
BIAY S 438 5 1548 LA DT ARk s5 BRIA B

B2, NREE Microsoft Teams HBAFEIE Ti8%, EROIEEEME, HEREREESEIAE, 755k Microsoft
Teams EF2 g1, EHNEFEFSEFE,

App Protection 1#38I04E

BashiAiEe, EAF Windows B9 Citrix Workspace R 2 A& Global App Configuration 5431
FBEBhARSHEMHECE App Protection. LAFT, EREEFEAERENREEXLA M,

WNREER Global App Configuration Service ERREBRIZRMMRBHIAINEGE, XEINEEERMERT MK
IEH B BhARSS $d o

AR

Global App Configuration Service BB ERTEMNAER. EIMSEE. Web R AEFM SaaS NATE

. X RigaaER Delivery Controller #1 Citrix Secure Private Access #1TiE%l. BXiFHEE, &
217 “App Protection” X#4HHEEE D

BXEMER, ESRE App Protection 1E33IhEEZES,
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Citrix Enterprise Browser

hRAEIEE T Chromium ks 108 89 Citrix Enterprise Browser ks 108.1.1.97, % Citrix Enterprise
Browser B934 8., 15207 Citrix Enterprise Browser X4,

i@t Citrix Enterprise Browser 17 Fi& Web 71 Saa$S B2

fE4hR4sHy Enterprise Browser #1 (F£3&AF Windows 9 Citrix Workspace FZA#2F), Citrix Workspace

Nz A2 Al BRI E AEE Web N ARTEFFIMNEE SaaS M AEFEREE Citrix Enterprise Browser 13T,

AT LLEEM Citrix Workspace [ F#2FH Sz Citrix Enterprise Browser

LURT, &R LAEFTF Web 3§ SaaS R AEFEM Citrix Workspace R ABTERFT7F Citrix Enterprise Browser,

BAhRAEE, ERIAEREM Citrix Workspace RZF#2 #1377 Citrix Enterprise Browser, £T&$T# Web 3§ SaaS
MR, @iditkhae, EETLIERMIAR Citrix Enterprise Browser, MAREEER#TEMESE, BANBERLT,

ok
LEThEERT Ao
LN ] Citrix Workspace
@ Citrix Workspace Q Search Workspace
Home w
@ % Y gy % @ % 4 g xg g
Q Feed o
©SG Gmall GSG Gstite GultureAmp sesaop Frterprise Excel 2016 Fieldglass
4 Actions OUN an... rowser
|
o o o B e o o , o
=g ¢ @ S ¥ m Sl O
[j Files Gmail GoToMeeting PLitzagj-ial Jira Miro Notepad++ O:Z:ﬁ:ﬁ;nal
LN ] Citrix Workspace
@ Citrix Workspace Q, Search Workspace
et
Q Feed e
™ ’;/_/4 . a w @ Enterprise Browser
Acti ~
¢ Actions v / ¥7 ¢ Compass
3 Apes
& @) visio2016
() Desktops
¢ @ wera2oie
[ Fites
View all applications
P!
= N ST NN . A= {m]
X2 P BT Secure Private Access SR8 ZE /b —1 Web = SaaS M EEFHIRIR,
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B2 R

2212

%R Citrix Enterprise Browser 2EIANILI2S, FLEEEMETSMIZE XM SaaS NBRERFF AT Citrix
Enterprise Browser £377, [CTXBR-4106] [CTXBR-4405]

M Microsoft Edge WebView2 Runtime ks 109 RESRAR, ZiXMBEEX Web RN A®E B A
B REARERAM. [RFWIN-29200].

margeTeiim Citrix Workspace M BiZFEHRANMBSENNAREE. YESXAMEES MRS HIIE Citrix
Gateway FQDN B5#& StoreFront ZABEEMHPEEENE (FlWl https://servername.company
.com?Store Service) B¢, gtatIttia@E, [CVADHELP-21516]

MREEARZEBERBREZAHEH Citrix Workspace MABERF, NAEBNERNEASITH. Eit, E#
EEEHNEAEEE T EE Citrix Workspace MB#EF, [CVADHELP-20912]

Z%E Citrix Workspace MAEFE, ErRIELEEohE RIS M AT, [CVADHELP-20593]

EZERBIRETD, SHAFMAEEAETNERISER, YTAEFEOMSEHIFREANE RS
[HDX-45043]

EFELRIAM AMD GPU %5, Citrix Workspace A 2R 2206 HESRA D fER B R EMANTH
F&AME. [HDX 46264]

Fix8E BCRClient.msi, #FA7E Citrix Workspace MREFRER B H I THIR:

BCR Plug-in X

| Your installation cannot continue. The installer detects
= that prerequisites havent met. Please install Citrix
Workspace App or contact your administrator

OK

[HDX-46964]

HigThae

==
AR

BashiRAsie, &R Microsoft Edge WebView2 Runtime kr#s} 102 siEEhrads. BXFAER, BEERAR
FERMFEM

ERIRNBREFERE
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iEAF Windows i Citrix Workspace M ABTERF 2212 MERME P mNBIEF B2, 4 Citrix Workspace
B R AR m LM EE Secure Access Agent Mlims 4 (EPA) & ERIEFRENSE AN F A IHENBERF.

BBIItLThEE, EIRRFTLUIRMMM B NERIEH & BEN EERTNNE
BEXFAER, BEATF IR AREFEE

Zoom EMHHEF IR AEF B [RATIR]

BiEAT Windows 9 Citrix Workspace A ERF 2212 {2, ERMEAUEREF RN BEFEENEEER Zoom
EEN S

BXFAEER, BEATF R AREFEE

BILUEEALE Podio REIBRETHEATLHIR 1R,
AR
ﬁ*ﬁW%Tﬁ%FTE%E#H%YE@E#W%¢LHMW,#ﬁ%Fkﬁ%¥&ﬁMM§thmT§x

TR ARA 352240, (BXGIR X IhRER iR, Citrix ATRESRIBER IR EN. SEMMEEU KR
ITIRE. BINAEELFIMEFEE Beta i,

BB EHThR A1z 5l
EERMEN UEBARPRNIREN B EHEINRAS

BRI LS Global App Config Service #igE maximumAllowedVersion B F AR 2SSz HkRk A,

Global App Config Service f#y=f JSON STf:

{
"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value": [
{

"pluginSettings": {

"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",
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"stream": "Current",
"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",

"delayGroup": "Fast"
}

"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"

}

<!--NeedCopy-->

RBMARE, AFiEE LR Citrix Workspace i A#2F 2 BEEHEIE maximumAllowedVersion Ei4H1EER
R 7o
pE
« Bail, AIEAM JSON XHFRINAESHTEZEHMEN, ELARBRALNERIEH
upgradeTolLatest #l maximumAllowedVersion BEME. BE, XMTERKHNESEH, EoJLI6E
A5 JSON XHHEIMEIE,
 EXWEMBHRAEES, %5 Global App Config Service F1f9 upgradeToLatest & &Ei&H
false, SIRILIEER true, M2 maximumAllowedVersion.
« &gk pluginid, Btk ID 2532l Citrix Workspace M2,
« MREERA KT Global App Config Service hEEEhA, MEKIAERT, Citrix Workspace A1z
R E R E = E AR,

EREIRTEHIINRMUEER
Citrix Workspace N RZFIMAEXZHHEGNREBSIFRE, GXFAER, BBHMIRPOXE CTX253779,
BABREERNARER ISR RIERBHAITERRET.

BE T ERARNX A EIMENERERER
WAET, EEEAXANSHEIESHIBNTBRRERF

BAREE, RABRTE—FEHREEN—TRAENEE. RELEEREPEITERYN, 7HRBEEIEE. 0
RRERRETDE!T, WRSBIMBRNEE, RFEBFRTETHBEEIEE,
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Citrix Workspace App 4

Your session did not launch successfully. Iif you are currently offline, reconnect to
Waorkspace and relaunch the resource.

Transaction |d: 4c2ea391-316d-460e-9d3a-T4b56e5435b6
Error code: 3006 (authentication session has expired)

—> Copy text to clipboard

Close

@ Citrix Workspace X
Sign out from Citrix Workspace

Some of your applications or desktops are still running. Save your work
before signing out to avoid data loss. [

Sign Out Cancel

Ear B EEEM L FIR Citrix Workspace M AREFSIEFER, thalllBGRUESESRTE,
AE:

BRI HEZARFERIEHRE.

App Protection #1238 I04E: & DLL SEN [HATSAR]

¥E/ App Protection B9—&84%3, HITMEE ML LILRINEE, AIEEBNRIP Citrix Workspace AiEF R ELX
ZENEISEEE (DLL) RFAEERNEE, MBEANTHEFRAEER, Citrix Workspace MARZF = NIE
XTI 2 L N HX LEARIR,

LAAT, HERATRGARIIEE(GER T RFRIPHEIMN BEFMKE. E4AREFR, BRI AT HEERE, NEEE:

. FTEENNBREFNSESIE
« Citrix Workspace i BEFSMRIEE O (43t%8E/StoreFront)

LESh, IHIEIRThREINTE |

o URFRIPANG LEEFREARAEHES DLL A, ZERERE
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Access 2016 *

e digital signature on wiicazd.exe 1s invalid.[Error s (no error text available
I The digital sig wficadd i5i lid.[E 1116 ilable]]
— Copy text to clipboard

Close

o YARAMEEERE DLL #FE LB 2/RIEH,

@ Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.

GRAERE:
IEINEEEE THEN KB IRIERAFMSEThEE (INF; DLL FrRRV4SE AP IAR) BUiRIRREIEIER. XEMEKREEEER
LURMERIP, FERSELEEEXNME THENEZETANRE, B2, MERERANARE, ME DLL M5 ATIEE
=T, BARENSBEIRFFFRIXLERR, BFRIIEEFEERFEEEMNTEPRERT BRI
AILEAIE Podio FRESFMILE ARSI,
AE:
FAMBRAMERE A EEIEEFHFEREREFIMERHTINR, FARFRHEEEZERENNS, Citrix FiEZ
INRETN S hRAVSZ IR, (EXUMIRHBXLEINEEMN RiR, Citrix JRERRIBERGITEE. ZBEMMEEEN R
m TR, BINAEEEFIFEREE Beta ks,

S EBIAZE App Protection
Iz, 7 Citrix Workspace M Af2F&REHAE, RINMER TR%RE App Protection 4.

ZEHREH MBS App Protection S3&ER SR ARERB5 App Protection,
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@ Citrix Workspace X

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Maote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install Cancel

Wtk S %EIERS, App Protection BEREEIIEIER.

} =

AR

MRIERBALEEE, WFTFERER App Protection BWEF~, App Protection 2EERBEHIZRIPHE
TREAA T B EIEED.

@A WL fE A /startappprotection & < 17 2 # /S &) App Protection A . B2, St ai® /
includeappprotection FXEBFH.

=

AR

LLET, Citrix &% 33EA Citrix Workspace M BEFRERIABFIATR FRERNRBRICRIEE. EE,
B 2212 i, XLEHERIASTFZARS, FEFERARITRHITERE. X GPOBENEE, ESIF App
Protection B2 & BI1E58INAE,

App Protection 1321748 : RREHER MBI

BARRANE, HEARRIRANEMAZERIPHERATREMIRN, ERAIUEEERH. B% App Protection RIFHYZE
FERER, 1588 App Protection ®IFHA72 &

HIUTERN S ERE:

- ZNETREHEATIASNREREDRHIMNM,
28183 Print Screen & ENEREEE,
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} =r

AR

FEHRIANSMETEMNET—R, IRECEFBIZIAFZHBEREREE, ZBNSBRBI.

Desktop Viewer {1t

LR S 3858 4 S mhB ia1485E 5 #Uskifi1k Desktop Viewer {535, Desktop Viewer TRzl REITH, AaER BRI
I Windows 2B RER. BERRLUETR AT EMREE NS IAN—LEUZF R RAURNERRIEEIX AR :

o iiE: HKEY_CURRENT_USER\SOFTWARE\Citrix\XenDesktop\DesktopViewer
o &#: ExtendConnectScreenMS

« 284 DWORD

« {&: 00000000 (U=ZFHENMIAIIER)

AR

EMERECE = A ERY.

Citrix Enterprise Browser
pE=
EiEATF Windows 8 Citrix Workspace [ FA#2FhR4s 2210 &, i@id Citrix Enterprise Browser 77
Fi5 Web #1 SaaS FZAEFIHEER FEARS.

hRAEIEETF Chromium kizs 107 89 Citrix Enterprise Browser ks 107.1.1.13, &% Citrix Enterprise
Browser (458, &8 Citrix Enterprise Browser 34,

+ 3% Citrix Enterprise Browser 8 &1 T{EX%

M7z, &AL Citrix Enterprise Browser B0 & A TEX 883 LU TFFFrE TIERER. ERILLEREREHEN
YT IE TR,

TR SERRANKREAFREN Web 3 SaaS NWARFXBIEE, SR 2EANNAEFRNEMR
§HER, MREISIIENEE, NL&E Enterprise Browser HHITH, MRFRZE, MBI RELRFEENER
AR IR EITHo

BXEMER, 1585 Citrix Enterprise Browser i&& A T{EH 528,

B2 R

o BMERBFE—MED, Citrix Workspace M AREFHRIRREIEFIER, [ Workspace (=) MAEE#TT
B3I = B AR
A LUBE RN TERRRE L BRIERER:
On 32-bit systems:
- Location: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle or HKEY_CURRENT_USER\Software\Citrix\D
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- Name: SuppressCertSelectionPrompt
- Type: String
- Value: True

On 64-bit systems

Name: SuppressCertSelectionPrompt

Type: String
Value: True

[CVADHELP-20844]

« L VPN A EEREHREEN, 2idinEEATF Windows # Citrix Workspace W 2 F Al fE s k1K
[CVADHELP-20376]

SERE T EPA MR AREERITEHIRIERTER N2 94 (EPA). Z&% Citrix Workspace RZFB2F M
FRHRRAEH T 2210 HESRAN B IILRR, [CVADHELP-21387]

o TE1LBY Microsoft Teams @iEHAIE], #m A AES I NBEIRIRZS. [HDX-44438]
« Citrix Analytics T MBRZEH P AMEW S ML HEXINIETT. EMEREUTHESM, thBIER:

- {5A Citrix Workspace Ai2F, MARFREESIELFETRESHNEED 15 5%,
- EANNAEEXKFERBA CAS.

AR

EETNRBEINAEFREEN, FfoAZESMEHEXH CAS B, NYUEET Web ITHNBRERF
sy = mE U i@ A&, Citrix Workspace R BERHRINMNE—MR ARG, F2EFEZNAERF.

[CVADHELP-21448]

o EEREEXATHACATHNABERFN, HtbdtVBEFSLTENBREFIEaEIENaHBESERHBIN
F#2F. [CVADHELP-20742. CVADHELP-21277]

2210.5
FEINAE

LEhRZAERR T BB FUA R MERE. REMMBEMIR,

B IHNAEFEE [RATEAR]

iEATF Windows i Citrix Workspace M B2 2210.5 BfEREE iR AIZF E1EIheE, & Citrix Workspace
R RREF M AGaREMERE Secure Access Agent Ml s 24 (EPA) &4 SR IEBFREN BN FF RN BIEF.

BBIILThEE, EERRPTLURMMM B NERIEH & BEN SR TN,
ERRNAREFEESEUTSR:
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B G HAMTE Global App Configuration Service FisERALRAFIRE LFARMNAIE, BT ARTTKAR,
BB AILIERE Secure Access Agent M= 47 (EPA) RI32,

« Citrix Workspace i FB#2FM Global App Configuration Service SRERIEFIR,

+ 1R#EM Global App Configuration Service 3kEx#9%1%, Citrix Workspace N F#2Fi@id HohE MRS T
HAERHE. MBZAIRERS ERERE, Citrix Workspace MBREFEMARIBHRE, MEEBRER

#, Citrix Workspace Ai2FafZRIEEH (NRTHNREREADSTFLENMA) .
Citrix Workspace N BiEF MRS RE BfH B EHRE,
Citrix Workspace M AB#EF R Citrix Workspace EiREohER R,

TERAT TIERE:
Admin configures the Agent installers made
=~ agent requirements for available by Citrix
(r;_:' - the end users
e
Citrix Global App Configuration Citrizx auto-update
Workspace app Senice Semnice

checks for the
list of required

agents
Citrix Workspace app downloads the required
agent packages and installs or updates them

Citrix Workspace app automatically updates the
agents whenever an update is available

in to the agents with the Citrix Workspace

@ Citrix Workspace app automatically signs
credentials

.

AILER Podio RESEMILEARTANAR. BZHIE, RINGESERRUKNESIFAEE,
AE:
BAMBRAMEE A EEIEEEFHFEREREFIMERHTINN, FARTFRHEEEZERENNS, Citrix FiES
INRETN ST hRAVSZ IR, (EXUMIRHBXLEINEEMN R IR, Citrix JRERRIBERGIN™EE. ZBEMMEBEN R
mHITIEE, BIAREEREFIFEREE Beta hrds,

B E AL RINEE
Citrix Workspace AFIEZFHEIRA T REBEE (PAC) 1 Web RIEB 1L I NN (WPAD) 4&ES B 5h
o
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Citrix Enterprise Browser

hRAEIEETF Chromium kg2 105 89 Citrix Enterprise Browser ki 105.2.1.40, % Citrix Enterprise
Browser B934 8., 15207 Citrix Enterprise Browser X4,

B2 R

tEhRZACARR 7 BB FRH A ERE. REMMREEMRE,

2210
FIEINAE
E R RE RGN EE RS RIEH

iEATF Windows 89 Citrix Workspace M BIEFHEZ HEAMERENEEANYE SIEM. SR LUBTIEFEIE
M > & > B AY SRS IEER S AL ThEE.

iEAT Windows 11 £ Web 71 SaaS W AB 2~ App Protection 1381048

Itk App Protection #38haEfit 7 Windows 11 E# Web #1 SaaS B2 B P AR £ThEE, Lthi43RINAE

P A=]

AILUEE E M Secure Private Access &F#Y Citrix Enterprise Browser %15

PRAIASA D PR

LA P ER M RERREY R F ik in R B B IR 53 AT LUEER IRBIE NSUZ HBOTSR D PR, LURL D YRED AN ARRD AR STXY X LE Ui ==
FEEREm. BIEAT Windows 89 Citrix Workspace 2R 2010 2, &e] UERAE F AL B REX L 53

=

AE:
UZRAMRETHNEPSEMSINNEEMSARE, FRN Microsoft Teams [REBEWENFRERNBEE
FERRINADBOYE,

RiINERT, ®E 7T Citrix Workspace W e F 210 MEFP I EZHARUES., EBRAMLAHE
HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream g E U TEF B E B, T B HEB
A

BTR KE SRl EZE

EnableSimulcast B 1-3 (BHIgEN 1)

i

180. 240. 360. 540.
720, 1080 (Microsoft
Teams Z#FHHPHE)

Fal

MaxOutgoingResolution 2%
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e Eyit] Bl ESWE
MaxIncomingResolutior E#g = 180. 240. 360. 540.
720. 1080 (Microsoft
Teams Z#FHY 3 #EER)
MaxlncomingStreams  ##k = 1-8
MaxSimulcastLayers — ##k = 1-3 (BHIRER 1)
MaxVideoFrameRate B 5 1-30
MaxScreenshareFramel ##k 5 1-15

PR EMRIE 7 DWORD,

Citrix Enterprise Browser

AhRZABIEETF Chromium ks 105 #9 Citrix Enterprise Browser kg7 105.1.1.27, # % Citrix Enterprise
Browser #9i#4i= 8., 1557 Citrix Enterprise Browser 34,

E=@n& Citrix Workspace Browser

Citrix Workspace Browser B7#54 Citrix Enterprise Browser, BEXZEHWIMBEM citrixworkspace:// Bk
# citrixbrowser://,

FERNF @M EAE PSSR R — N EE#ITRIEE, R IRiE O F .

o 7@ UL FapRERNRE RS @R RE G R EE T RO LARNER.
o REME (FlNs<M MS) TR SBESRE LEIRRTR, UBLERFE P IMEHZ,
o HEXF@MXEURMIEF @S FHENEMZTR (FIIRNEEXE) AaENHES URIf&aMT.

3% Citrix Enterprise Browser i& i T{EX| 4128 [BATRSAR]

WM7E, EA LR Citrix Enterprise Browser B2& AiTH &R TE Citrix Workspace M REFHERENFIE TR
SRR N BIEF. IIhBEREIRM T —Fh7E Citrix Enterprise Browser {3TH I fFi%i%a Web #1 SaaS WA
BENAE, B LOAEERERANRSITATAEMIETFiHESRE RER,

&t Citrix Enterprise Browser 77 FE5 Web 71 SaaS M AiEF

BashrA#e, Citrix Workspace M Ri2F ] BRFRERES Web R FZFE M5B SaaS M ARFE#IFE Citrix
Enterprise Browser #1377,
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} =r

AR

EiEATF Windows # Citrix Workspace A2 hR4s 2210 &, @i Citrix Enterprise Browser 377
FiE Web #1 SaaS [ AEFIEEL FEBRES.

TSR B [BATARAR]

ERIU RN A E EE GRENT BREFFME Citrix Enterprise Browser, BERARUIHE. SEMEHI
BiEF. REZAPAMIRIBEEX citrixbrowser://extensions TEENERZY BEF. BEXEZIRE, EEHA
Global App Configuration Service,

AR
HEIhEER (N RIERMTAL AR, BEGNIMEFREEEA, BETS Podio R,

BXRNMWERENEE, 1555 Citrix Enterprise Browser XX#4,

£/ Global App Config Service ZI2 Citrix Enterprise Browser [H A5 Hx]

BHWEEAUERAERT Citrix Workspace B Global App Configuration Service, i@ & &ERrARS IR Citrix
Enterprise Browser i&&.

Global App Configuration Service E#Eit B RAEMEZE Citrix Workspace F1E# Citrix Workspace 22
Fi&E, LWIHEEAFERRMER Global App Configuration Service & MEERAAERN BN ENARES
B9 Citrix Enterprise Browser, EIERIEDLER Global App Configuration Service EBEFERILLT Citrix
Enterprise Browser i&&:

+ “Enable CWB for all apps” (HFrE R BiEFE/ERA CWB) - ¥ Citrix Enterprise Browser i& BT M Citrix
Workspace M ABiEFTF Web #1 SaaS M HTEFRIZRIANI S

+ “Enable save passwords” (BREREER) - AFSELRLRFREER.

+ “Enable incognito mode” (BAKRSER) - BARZARSER.

+ “Managed Bookmarks” (ITEH%) - AFEEEFHEHXET Citrix Enterprise Browser,

+ “Enable developer tools” (BBFAARIER) -7 Enterprise Browser R EREZRAALZART .

+ “Delete browsing data on exit” GRSESHIBRNILIEIE) - AFEERAE Citrix Enterprise Browser 72
AR HH B A PR AR L $5 42

+ “Extension Install Force list” G2#lR#&T BEFTIR) - AFEERE Citrix Enterprise Browser %
I BIER.

 “Extension Install Allow list” (" BEEFREATFFIR) - AFEERAEE M oI LURINE Citrix Enterprise
Browser i BIZFHIAWTIR, WHIRFMAT Chrome W ENANE,

&E:
o IEIHERERNPRIERMIFTN SR, BEEEMNIFETEEBR, 5ES Podio &&#,

o RATSREIME P ERIFEFIFMEREREFFRHHITUL, HAZFRREEZRBENNS, Citrix 7
EZINRETR S ARAOSZIFERA, BIDRABEXLEINREMNRIR. Citrix JRRSREBRIGM™EN. KB4
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BN RIBHITRE. BIUARBEEEFIFEREE Beta A,
o BMAMERXD KNS,
+ Global App Configuration Service FHFrE N HEEIEEATE T LU TR:

{

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"

]

<!--NeedCopy-->

o BEERBLILEXEIGENRRIETEILRSE. EXFMEER, 5217 Global App Configuration Service
X%,

BRI AR
« 75 App Protection

BXEATGIRINEENTEIIR, BSR AT G R8T E,

Bi2E R
o ESINTSREET TS DPI 328,
- RIARIEANS, ERAENSYER, Wit DPI i,
#EERIEmBY, Citrix Workspace AR R=IH B4 Windows & F iRl /R ¥4 DPI

ZEMIRES HDX 2EHITILES, BINEFREB A TEMEA DPI Ui, CHEEEASOMERERS
(1920x1080 L L) B,

- BED (BMATF T RERAEL) (MEFHATIEDPI BNNIBREARER, HEREERHFERT
fEM. IETFRERERTIBRNAREFESIN—ERIER, FIWME HDX ZIERASHAFMSHBIXAE
1RHEo
LWMAEEARR DPIRE (FES DP) MERIEEDIAM Windows EFIHE, XBR—1EI{TA%E
T,

=z

AR

%S Microsoft Teams 9 HDX (b R & A,
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- FRE=ZNMEMAFRIERRERIBE (WIKHK “DPI TREA”) , EHAF Windows 89 Citrix
Workspace M RfZF 284 Windows B is_ E#Y DPI 458088, EIERXT, Windows 2%
SREEERE Citrix Workspace MAEFH HDX £1iEMY R, TEEECMEIE DPI MMM BER
—#f, FEINTE DPI gttt 100% RYiER TER R,

[HDX-43720]

. Y GPO FNBZMMRAAEHED GUI FINRER— StoreFront iRS BME MM AREEN, FaES
HI— M INERE, TKAEIEER%K, [CVADHELP-20776]

« H&EE GPO M[E— StoreFront RSB ARMM N B E &R, EE S =M A ISR e =8 811 K Mo
[CVADHELP-20655]

« BIfEEE GPO Z/A T Global App Config Service %88, Citrix Workspace M AEEF iR EEE
Global App Config Az%528. [CVADHELP-20775]

o 7£ Windows 2106 st E Sk A A Citrix Workspace M BI2FR, HiG ICA RIEThEERT e R EIEA,
[CVADHELP-20824]

o WFIHAF, receiver.exe HIZATAER BN, EAIRERTEIEATF Windows #9 Citrix Workspace [ f#2
FF 2206 sk E Sk EE Rk, [CVADHELP-20986]

o EZEMRAE Microsoft Teams AR INTF, EHBIBANER FINBIE, St BIEED, LR
fB/REM, thaEFF L HdxRtcEngine.exe #i25 AT HI, [CVADHELP-21095]

2209

Hhigzhae

BENEHARASIES] (AT AR]
EERNA R UERAR PR EH BB EMRA,

FEE R L@ 7E Global App Config Service & & maximumAllowedVersion #1 minimumAllowedVer-
sion B4R SEERIEHIMR AR,

Global App Config Service #1895 JSON 2f4:

{

"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
])
"settings": [
{
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"name": "Auto Update plugins settings",
"value": [

{
"pluginSettings": {
"upgradeTolLatest": false,

"deploymentMode": "InstallAndUpdate",
"stream": "Current",

"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",
"delayGroup": "Fast"

}

"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"
}

<!--NeedCopy-->

RECE, AFig&E L Citrix Workspace AEEEF2BHEMIN F LACEZ ENRS T AR,

MR EFK Citrix Workspace A2 F BehEM B EM A, E71E Global App Config Service # maximumAl-
lowedVersion # minimumAllowedVersion BN BEAARES.
AR
- B, AIEAM JSON XHHFRIMNAESHTZRFMEN, ELARBRALNERIEH
upgradeToLatest #l maximumAllowedVersion i&EWNE, B2, NFERNSEH, EAILUE
B5RG JSON SXHARIMEIE,
- B BESHERARAES], %50% Global App Config Service ##y upgradeToLatest i&&i&# false,
MEiIGE R true, maximumAllowedVersion #1 minimumAllowedVersion #4288,
o EME pluginld, RAEBEMETEl Citrix Workspace M B~ER.
« MREER KR Global App Config Service EEEhA, MIIAERT, Citrix Workspace [z
R E ISR kRS,

BRI
1. BahEMREES.
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2. Sfn3l Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle Ffz&
BBiZo

3. IZRBUTREMNEMERE:

o EMRIMKLFR: Test-EnableAUVersionControl
o A DWORD
« H: 0 RT"EEZH, KTFO0XRTERH

4. EFEs Citrix Workspace B LUEFHRAIBE 4 Ko
AILLGEE Podio & ERMHAE XILINEER R IR,
AR

RATSRAIEE P EHFFEFIFRREREFIFRHH TR, HFATPREAZRBRN S, Citrix FEZ
THREFR BT AR A S 1 2251, BXIIR XL THREMN R IR, Citrix JRERIRIERIGHN™ RS, BBUEMEZENR
IRHITIR(E, BINABRELEFFIRSEIZE Beta hids,

WebRTC BHE&AR, ERFLEL1LA Microsoft Teams

BAF R Microsoft Teams 89 WebRTC ras2F & ZIkk4s M98,

157 VDA L BEzhES Citrix Workspace fBiEF
Wi, ErLUEE eI T EMRET VDA SR EchEHIEE:
£ 32 it 8L L

o I HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
« JEMEME: AllowAutoUpdateOnVDA

o JEfRFRAED: REG_SZ

o EMREEE: True

7£ 64 (It EM L

o SEMEI: HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\AutoUpdate
o JEMERME: AllowAutoUpdateOnVDA

o JEAAFRZHEE: REG_SZ

o EMEREEE: True

HET BN ARRFMKERBEHAR [BATSAR]

Hal, Bal#EMNEENARREAER. efAFRIgEIEELENN, HERPXATIHEE, RAEMEERE
BSHY,
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iEATF Windows &9 Citrix Workspace T2

(@ Connecting

Starting...
[

Cancel

RGN AEFNRERERESEFE. BHX, HBMEERT Windows & Citrix Workspace R Bi2RF LR
HTRRREFNER. XEMTILRAF RN TREXEHRSHEXER. BIETRERENEGTH.

RTST-APAC RTST-APAC RTST-UK7-
XenCenter XenRTCenter Zip

")
RTST-UK RTST-UK RTST-UK
Access 2019 Edge Excel 2019

All Apps

Desktops

cifrix

£ Type here to search

iEATF Web 89 Workspace 2551k Ihig. AR EIUEBEEXBMHENEEXHIBH, MAEHIEE, MNRE
FRoIHBAPZEHXANKESE, BT —RESEHE.
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® 88 ¢ Carxworkspace x + .
€ C . d* EBYOE»=O :
w Bookmarks
(& Citrix Workspace Q:

o Q commented on ticket WSUI-6109 - "WSUI loader doesn't spins as expected in satari and
{n} Home native cwa apps. works properly in chrome”. Recent Apps
[ Feed
G SAP Fiori
- Reported ticket commented
o
commented on ticket WSUI-8063 - "Rotate the access keys”. =
£ € OneTrust
£ hows > -
b4 G Chrome
(] Deskiops >
o ﬁ Jira
[ Fites >
Yiew all applcations
Recent Desktops v
L &z Ml APAC Managed Deskiop
Vigrw ol deskions
citrix

Recent Files

BILAGE AR AR AR B A It Thags

1. T EMRRERS.
2. Efn%E HKLM\SOFTWARE\WOW6432Node\Citrix\Dazzle,
3. BIEHFM—1R A NewLaunchExpSupport BEEMERFRTE, ARIFEHMEIRERN True,
4. EFEsh Citrix Workspace Rz 2 LUEFH A4 3o
AR

X{UEARTF Workspace (&) &if.

ERE:

« HZETEIEER, Citrix Workspace MAREFNESESIEFHNNAREFEOBERNENE RS, HEWFH
BEEESIENSHIIL R,
o EFXRESNEAEFITINEE,
AILGEE Podio REIRMEE XILIHEERI & 5.
pE=
RAMBRAMER A EEIEEEFFEREREFFERFHTIN, FAZRFREEZERENNS. Citrix 7EZ
IHAETR e MRAY L 35221, (BXGMIR B LETHREM iR, Citrix ATRESRIBRIGI™E . KEMMEBEMN KR
IRRITIRME, BINABELEFHIESIE Beta lrzs,

Citrix Enterprise Browser (L(5i## Citrix Workspace Browser)

AhrAE@EETF Chromium ks 103 #9 Citrix Enterprise Browser k7 103.2.1.10, % Citrix Enterprise
Browser 893¥4 8., 1520 Citrix Enterprise Browser X4,
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« Citrix Enterprise Browser it &2

FEB X H R EREREE Citrix Workspace tkFHIMAER (BIINAEIER. BE. BENEMLE) HFR
7. BFEH Workspace MABESIZEEEXH, EEREBRISMTEMELITRN EER,

3=

AR

FHEREIRRZ 103.2.1.10 HEXRERKREE, RELZARFNEEIKMNEF. BEXEREMNASES
RIREN, ZAREFHNMEIEREER.

BT R
o REEEETFFERNRE
BXREATLRINEERITTRIIR, ESRE AT SR8 TIRETTH.

B2 R

o« MAEER, HEMERT Windows 89 Citrix Workspace RBiEFHiEH#HE, 2B R—MIETF AN
AEENERIHE.

EEALEBE, BREUTEMERE:
£ 32 iR LG

HKEY_LOCAL_MACHINE/Software/Citrix/Dazzle
##: ShowSigninPageOnLogOff

8 REG_SZ

f&: True

£ 64 IRGZL:

HKEY_LOCAL_MACHINE/Software/Wow6432Node/Citrix/Dazzle
&#5: ShowSigninPageOnLogOff

8 REG_SZ

f&: True

[CVADHELP-19967]

o A EBE 3T R o B Applocker # M BB 1k Citrix Gateway & # 5 Citrix Workspace B9 & M.
th, R = temp XHEFX B EZ DX H VPNXXXXtmp 89 If B X 4. BN 5 At & M
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Secure Access Client # {& » DisablelconHide,
HRoIEXLE 4, [CVADHELP-19709]

o HEiEE PNAgent it BRIE RN AZFEY, EATF Windows B Citrix Workspace R =
UTHE:

REHETHIR.
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[RFWIN-28208]

« Citrix Workspace M B2FEBERIET A, {CVADHELP-20317]

2207
HrigIhge
12/ HDX #17#Y Microsoft Teams (1L B9E SHEHAFIZLE

i&AF Windows 8 Citrix Workspace M FAf2FITESZ #E A HDX #4178 Microsoft Teams ik -RRE SARHAF
HRo

BRILEHME RHEEREEXBGERE SR, HBIENETITRE (BANEE) REEBIN . &IhEER
BT P2P sBIiER.

3 r

AR

EIIREMFEE S Microsoft Teams Ul/#zsR%E k. ZEOZIFRER VDA BHE 2112 REEAMANNBE R M.
BEXFAER, BEEASEOINAHIR,

PR

s FEFHEERMAREXNE RSk,

o BEERETRERIEZEISHEE. YEXFAHFHEHRB Microsoft Teams EFiEE VDA B, EEMRE
BERAXA

o ENEE ICASIEG, BEEXH. B2, Microsoft Teams Ul ER—1344, FERZEIREMATEAR
%o Citrix #1 Microsoft IEEHRS AR AR,

o EREREGREN, &MIEEE Internet,

=

LI BE X 7E Microsoft Teams ¥ H ¥ kW EH E ™ A, Microsoft #H It B, BFEFHMIRHPLXE
CTX253754 #1 Microsoft 365 Public roadmap (Microsoft 365 AFFERLEE]) LUAEBSAEFHMAE,

ER RS BRENEERE KM [BRATER]

BT Windows # Citrix Workspace R AREFIESZFERAME RGN EEANE SIEM. TTUERUTEMRER
BFALEThRE:

o UE: HKCU\Software\Citrix\HdxRealTime,

« &#F: EnableBackgroundEffectFilter,

+ 284: DWORD,

o . 0 RTERR. AAHMEHRRTERH. MRZEFRFEREN 0, WSBRAEEREMKE, HEA
SOIBIRHIRRBVENED > & > BB RIRHEEE,

FEIV
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KH ICA 21z /1, 1FXH VDA EMRZBEGINERER,
LT Podio FERHA X IINEEN R I5Ro

BU# T BEhERTALR
BaEHIIaER BRI Citrix Workspace AR2FEMEISHIRE, THREMAF Fl.

Citrix Workspace N BiEF 2T EH THIZN AEFNRF A AiRA. Citrix Workspace MAEFRIBAFE
M REREE, USSR,

RETAE, FRERUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(iR~ EhEHMLLN)
3R Citrix Workspace M BIEFHAIERELEERNERNE, W2 REHMET.

BENEHHIERINAE (AT AR]

Citrix Workspace R Bi2FMEX TR A T RESMEE (PAC) il Web RIZB 1L MY (WPAD) #:IES B 5h
B

AR

RATBRAIEE P EHFFEFIFRRAREFIFRHH TR, FATPREAZRBEN S, Citrix FEZ
THREFR BT AR A S 1 22f5), BRI BUH XL THREM R 5. CitriXx TRERIRIERIGH™ RS, BBUEMEZR YR
IRHITIR(R. BINABRELEFFIRSEE Beta b,

BILUBIE Podio &RERHA X IINEEM R IR,

Citrix Enterprise Browser
AHRAEIEET Chromium AgZs 102 89 Citrix Enterprise Browser hgzs 102.1.1.14,
« i@ Citrix Enterprise Browser T/ Fi5 Web #1 SaaS N AERF [HATR%kR]

BashR4siEg, Citrix Workspace BZB2F A ANEIE RS Web M ARFEMIMNG SaaS HAEFEEE
Citrix Enterprise Browser 3T, AILERA Podio & EFMILE RN AR.
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=

=W

RATAR A E P EEFEFFERERE~FRPHITUL, HATFRRHAZREONS, Citrix
THEZRETERMN R, BINDRHMHXLEINRENRR, Citrix JRSRERRO™EG. B8
MBS REHITIRE. BNABEEFFEREE Beta iz,

&% Citrix Workspace N BEFEHEEEM

#%E BT Windows # Citrix Workspace ML 2 M RHARAEHE 2207 B, RLASRTAPER. RF
Workspace A& ES 2IRTER,

BEEER—
RIE[ERE
« fi1LH Microsoft Teams A aERIEIFERE SR S HIFBIA S IMI&%E, [CVADHELP-20528]
AR
& E 17 Microsoft Teams &R EH/EH Ao

 MRETE Citrix Workspace M RiEFRE#EIZE T AllowAddStore=N, MI&Eid AKX REHS1TER
geo DNS URL BB &G RERKK. [CVADPHELP-19853]

o Citrix BHIIFEIESE (AuthManSvr.exe) AlgEaEE R EIMEH, [CVADHELP-18901]

BFRRmE
o FEABENX Web MABEER, Citrix Workspace B T2 F S SEHEIGE RSN K88, [RFWIN-27855]

2206
FEINEE
£ HDX #17# Microsoft Teams L A% RAEMFMR [HARTALAR]

&R T Windows 9 Citrix Workspace M2 2206 &1, Citrix 3I\T /A HDX #17# Microsoft Teams fk
LB SRR AV AR TR S AR
g, ERILEME SSEREEXEGBRER, HFBEIEMMEEITRE (BANES) REEEIMFi. %I
BERTABTF P2P siEESIY,
AR
o FEIRARTGRRP, ZINEER BB EMRIUEITIES], FEKS Microsoft Teams FF A&/ iR ALK
« MEREFE Microsoft Teams IWAIBIEPEIFARYE, BB EMRNE AN E#HITER AL, B
EEREN, REEEMBEN Microsoft Teams, ZINBEERLZMIG, LLRFIMER, Ak, EREZEOX
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#F (VDA 2112 HESIRA),
BHENEATREMNME, EERAFR VTR /R LERE U T ERDU
fii&: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream

« &#R: VideoBackgroundEffect
« 28 DWORD
« E: 0 (BE2A). 1 (BEA). 2 (BE2E%KEIR, hEE=F% VideoBackgroundimage S+ AR1N)

RYERBEMEREGMIFRME RN, TFEUATEMERD:

+ &#R: VideoBackgroundimage
« ¥E: REG_SZ
« {: my_image_name.jpeg

AR

X5, flgd my_image_name.jpg (HEEHXHRENBZTR) HIREERF&E LR Citrix Workspace
WAREFLZEESR C:\Program Files (x86)\Citrix\ICA Client .

BET ER R

Citrix Workspace M A2 2206 5 Intel £/ GPU 12t T EZ A aER#
- B2 GPU SHEERK, B85 7Bk

EE T LUTFERR:

« 7E Intel % 10 X GPU E B LIEHASTE ST MIEERE,
« Intel #1 AMD GPU L# “EHME" g “Ht T TBUNXKIE” HREES,

App Protection p91g3gIh8E . RAEEN [BATRSAR]
Citrix Workspace N BEFIE A RREARZIENNEISTEHERE (DLL) RS EEMNEREBT A FRSE,
MRESIEEEEN T EARZEENER, Citrix Workspace B2 EamMEI 2 FFH S 1IN ZEIR,

tesh, MMRESIESEIZAIRNEERAZEEHEER DLL, App Protection 2fALERIEEHH B RIBIRES, X
FHIRE SRR EN AREFRERIE.

BILUEEALE Podio &ML A TR AR,

} =r

AR
FAMBRAMEE A EEIEEFHEREREFIMERHTINN, FARFREEZERENNS, Citrix FiEZ

THREFN L hRAYSZIFER G, EXGRIRMEH XETIREM R IR, Citrix FAIRESRERIFAmEY. RBMMNEEMTR
IRITIRME, BMNAETEFIFRHPEE Beta hivds,
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iEAT Windows 11 /9 Web #1 SaaS A2 App Protection 1381048 [ AR TSR]

Itt App Protection 1#38Ih8EMR LT Windows 11 E#9 Web #1 SaaS M AEF AP IEKRMEZEINEE, LhIEsRINEE
AT L@ E A Secure Private Access E A1 Citrix Enterprise Browser 3518, ERILUEE Podio REFMEAR
iR, BXIFMES, 1E5H App Protection 3%,

AR

RAFERAIEE A ERIEEFFRHEREFFRFHITUL, HATFREEZRBENNS, Citrix FEZ
THREF U hRASZIFEG, EXGRIRMEH XETIREM R IR, Citrix ATRESRERIFAmEN. RBMMNEEMTR
IRHITIR(E, BINABEELEFFIRSEE Beta hitds,

B T BEhEHT AR [HATAR]
BB HheE 2 B5hiE Citrix Workspace M BIEFEfMEIRHRA, THREMAL FHo

Citrix Workspace N BiEF 2O EH THIZN AEFNRIF A AiRA. Citrix Workspace MBEFRIBAFE
M REREE, USSR,

LETHE, BFRERUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(EfRREEEHRI)
R Citrix Workspace M BRZF A TG A REEMMIERE, NaEBRBHRR.
R LldiE Podio R AR RIRETAR.
pE=
RATBRAIMEE P EHIFEFIFRERBREFIFRERHITUER, HATPREAZRBIN S, Citrix FEZ

THREFR BT ARV SZ 1522051, (BRI EBOH XL ThREM R 15, CitriX ATRERIRIBRIGH™ B, BBEMEZEWR
IRATIRME, BMNAETEFIFRHEE Beta hivds,

B DPI LS

BHi& BT Windows B9 Citrix Workspace i B2 2206 £, BRiAE R T=RE A DPI i, XEmkE Citrix
Workspace M BEF=2id Bt aitt Windows Z PGSR 9 ¥EM DPI 4808 B 5 Citrix i #TAE, 1F
AL EH—EB5y, Citrix Workspace AR “BAEEI” TRMN “& DPI” EMA B M. EX$HAER,
ESFAFIRFOE CTX460068,
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Bk =4 oz PR 79 S

B2 R

R SRm

« 7E3EATF Windows #9 Citrix Workspace B AEEFY, FEERAF UL ZETSREENHEEZ B
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B2 E89E)=
RIE[EE

« MiERAF Windows 19 Citrix Workspace [ B2 F it & F & e, Citrix ADC & &I gEsHR%. [HDX-
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BEFMIRERIE

BXREMER, BEREST ICAXXHZ2EED.

BENFNEH
fE/ UDP S5ife by, BENEMIMAEATR. BXEAREER, BEREEN S,

Microsoft Teams i1t

} =

AR
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BxitheeExEAER, EBA StoreFront 2l Workspace URL iF#,

TIEFBEEX Web MARE
bR, EE L@ ERTF Windows B Citrix Workspace MBREFISEFALHMEEX Web MEBBEE,

EEALThEE, BEAXTHFEENX Web MAREEARME Global App Configuration Service # s iFiA AR
URL ZIRAP, #Rmes, &rLi7E Citrix Workspace R AEFHFMIKF BREPRHEBEENX Web ZA®E URL, B
EX Web [z A@EEFEDH Citrix Workspace R BiEFEAFTH,

BEXRBERENX Web NABENFAEE, BESREEN Web AHE,

% #ETF Windows Hello 71 FIDO2 R& %M S5 10IE
fElthRA S, FTLER Windows Hello 1 FIDO2 42483 Citrix Workspace #1754 31E,

BXRFMER, BESFEN Citrix Workspace #1750 1IERIE M %,

MIINT Microsoft Azure Active Directory (AAD) B AAD A S iIEFMit B E R E R (SS0) Z Citrix
Workspace W EBiEF
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fElbhR A, EALUMIINT Azure Active Directory (AAD) B AAD J B3R F M it B &8 a & R 3 Citrix
Workspace B2

BXREFMER, BSFEN Citrix Workspace #1750 E M 7%,

% #% Azure Active Directory FIB9ifin)

7EItkhRZ<F, Workspace EEGaILE Citrix Workspace B2 F# 178 4 1IER B P EEE H3a 51T Azure
Active Directory £ fihia)5eES.,

BXEMER, BEBREEE Azure AD EIEHFIHIRIERSD

IR ESME

Ltbhi A5z 3 Citrix Workspace Web 7 BHHRS ES M. AT LUEERTF Google Chrome 3 Microsoft Edge 9
Workspace Web i B 53T Windows 2109 #9 Citrix Workspace MAEFE AR, XL BAET Google
M _E R A EFD Microsoft Edge mn#Em Web b2 3KE,

Citrix Workspace [z F#2 54 5 3 S 28 BRI AHLH B E MY 5 Citrix Workspace Web - Bi@f5. R,
Citrix Workspace [z FA#2F#1 Workspace Web i B Workspace & #8 F 657 55 28 F 7 RESS 72 R T HA 8137
B E R AR K H.

BXEFMER, BERARSES .

Microsoft Teams 1%33104E
LU FILEEIRTE Microsoft Teams #HIhEEEFE ™ Ao
Microsoft #H It E#HEY, EAILEE CTX253754 LUREABHM AL,
+ %# WebRTC: Lthiassz$F WebRTC 1.0, a{REEIFHIAS AR R ERE,

. REHZILEIE: EOUER Microsoft Teams HHREHEZIEERAZENUARERF. BORETRR.
fEALLIhaEX MRS Citrix Virtual Delivery Agent 2109,

« App Protection =M : B/ App Protection /5, BT LUESE%E HDX i 1£IHEERY Microsoft Teams

HERR

EBENLETHEE, EAUHAZERNKREPETHNAEFEOD, EALIhEEX MR Citrix Virtual Delivery
Agent 2109,

Note:

Full monitor or desktop sharing is disabled when App Protection is enabled for the delivery
group.

. RESEEBNFR: 7E Microsoft Teams FEAENHEFRAY, AMAZHFLEEHIHEEFMHFNAS,
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Microsoft Teams i1k

i&AF Windows B Citrix Workspace 2109 kA2 #51E VM BN AEF L&D 489 Microsoft Teams Ai#1T
AR ERMEE. BIERNAEEHEE,

525 Bloomberg ##& 5

AhRA 15 Bloomberg #24 5. ZfF/ Bloomberg 24 5, #AREIMKRFmIER. BEXRERENVEAMESR, 18
2if) Bloomberg 48 “BcE Bloomberg % 5” #43,

B2 R
FTEEN

RUE=FUARFRRNEREENE, NTEEMERHNNAREFREESE, [CVADHELP-16897]

BFRRE

fFEREAT Windows # Citrix Workspace MBEFE, “FFia” XBREFEAXNTEEARBEoHRIF. FINFEARER
WERWHIT T BB, [CVADHELP-17122]

B IRIE AR

/A Citrix Workspace M REFRY, FAAT 9 9 COM %O S #HTIEZENIR SR AE RGPS, [CVADHELP-
17734]

RIE[EE

« BiEAT Windows B Citrix Workspace [ i2FA4&EIZ 2106 B, fEARERSERDNARFIS
ERTRERAN, HETUTHRER:

TEEEFIRS SR, BE5RAEERRAHRAUTHIR: EisEitit EREE Citrix XenApp k58, (B
#F551% 10060) [CVADHELP-18137]

o 2AfEH VDA LLEMERT Windows B9 Citrix Workspace N BIEFEEBMEIBEIN, MEIRENT
e HIEKRRE, [HDX-28691]

o MBEEZETRIFGEPIED HDX (1LTE Microsoft Teams FHZRE, REAZEERRETAHBEETE
Tes. EINEmAEA Desktop Viewer TE#ZFH Desktop Lock Bt Il tkia, e 2 RBMBAEE
MNETRE, MEEED—NEEMEGEP, EafETEERAT Windows i Citrix Workspace R F#2F 2106 3¢
BEahRAE LB TR,

HEARRER, ZATZEREREHLZINGE:

+ YN5R7E StoreFront = ICA X2 AT Desktop Viewer, &#&
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+ fNR Desktop Lock IEEEEAT, Rae£Z=F 2R3, [HDX-34200]

BTHEFRPNIEEE, BESREME-,

2108

FEINEE

BOET “ARKF” RE

BRRASINT BHER “RINKF” BR.

@ Citrix Workspace

Welcome to Citrix Workspace

Citrix Workspace &iEf A EEHHEAT

BIERALUE BN EIRSEBRE, NEEBEREERFP BEIM Citrix Workspace £iEdiF 2 B A A% med
B8, WNREEENIEIEMRASERERIA. BREINAIENER, Citrix Workspace MBREFREBEFHE. A5E6H
BRAESEMBEEETHNENY BiEFMEm=igs Citrix StoreFront E®E,

BXEMER, BB Workspace £1EHIARERNER
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} =r

AR

EIERREEN Workspace (&) KIEEE N EBI,

ZHFEENX Web RABE [RATYAR]

EikhRA S, EETLGEEERTF Windows 89 Citrix Workspace M ABREFFiaRALNBEEN Web MAEEE. EfF
RIkIhEE, BERXFEHFBEEN Web iABEEZRMNE Global App Configuration Service s #ERA URL
FlRMA, FNBE, EaLE Citrix Workspace R ARFHFMKF REDRHEEEX Web MARBE URL, BEX
Web A& EEED Citrix Workspace R AEFEOHRITH.

BXEEBEX Web MABENEER, BEREEX Web NABIE
=

FAFMSRAEEAEEFEESHEREREFIFERHTINR, UREZERR, Citrix MEZINEETM SR
A, BB EBEXEIHEEN R, Citrix FTRESRIERIR™EM ., KBMENEEMN RIGHITIRIE B
WAEY Beta IRAZBEBEE=IFIER,

StoreFront 2 Workspace URL 5% [HAF%kR]

L SRALA MAH StoreFront #ZE Workspace B, RZRFBAFahGHH Workspace URL Az Higmig#&
89 Citrix Workspace AR+, @dLtbIhae, BERATLEAF M StoreFront 2 AEEL4T# % Workspace
MEEE, BNEARRERERD,

BXIIhEERI¥MIES, 520 StoreFront 2| Workspace URL 7% [ AT % HR ]
AR

RAFGIRAIEE A ERIEEFFRHEREFFREFHITNIL, URHERB. Citrix FEZIHEEF KRS
FEERf, EXNMRMHEHEXEINRERNR . Citrix AIESRERIFTEN. ZEMMNERMN RIFRITERE. B
WAEN Beta i A<BBBE LR H,

BEfEER—
BR[SHIWIE
R Citrix Gateway =iEi88Y, Citrix Workspace Rl ATE BRI 2R R RE#I TS 530, [RFWIN-23829]

ETEFRPNNARE, BFERHEHEE,

2107
FEINEE

EPA 1Z321/58
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BzRRAR, Citrix Workspace RAEF I T&iH7E Workspace S8 %%t EPA . RERHG, BRKS
431 (Advanced Endpoint Analysis, EPA) 3188 &LieE T Citrix Gateway LEEENKESARSER, S
mJa, EE7x Citrix Workspace ABREFERE.

pE=
OEEIMETEE T nFactor SHIIERY, LLIHREAEK.

BX EPA PHERIFARESR, BEBRERIE R0 HEE.

Citrix Workspace [/ FBi2F Beta [ii2=

BZhRas#S, EAI LU Citrix Workspace R BIEFHNIIE REBhEHM IR Beta hidsHi#1TMiK. Beta R4S
RERERSS I RNBERAER Z kRN EAIARRE, 3§ Citrix Workspace M BEFEE N BEEHY, &
BRI EFTE,

EEHE Beta s, EMEFREETORH THREHER Beta @i&:

o W7 - TR TR ERRAE R
+ Beta - 2Rk, RN S @ARA 285 IE91R)

@ Citrix Workspace b4

Update Settings
Do you want to be notified when updates are available?
Yes, notify me

Mo, don't notify me

Use administrator specified settings
l _ You don’t have sufficient privileges for changing above setting.

Select the Update channel

Releaze

stable release updates.

Leam More

Save Cancel
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AR

Beta IRAAI it E FAEEIFE MR B REFIFFER#HITUIL, URHERBR, Citrix 7%= Beta iiArI%#F
6, ERDEIRMHR RRLH LR, Citrix ATRESBRERBRI™EGE. RBHEMERUEN RIFHITIZE
BN E Beta lRAEREBELEFHIRF,

EXREAFEMBENIFMAES, EBH%E Citrix Workspace M2 Beta it

SRUT SR IIENS] [ART k]
BZhRAsEE, ATLUERLITHIHINT Citrix Workspace M ARIEF#ITHHISE:

o EF Windows Hello #1 FIDO2 & RN S I8IE
o MBIOINT Microsoft Azure Active Directory (AAD) B AAD A B ZMIEFMHEN B EER (SSO) 3
Citrix Workspace F B2

Microsoft Edge WebView2 Runtime kg 92 Sk E S HR s,
AR

BHhR4s 2107 &2, Microsoft Edge WebView2 Runtime &2 Citrix Workspace M BiEF R ERFTT
B, £ Citrix Workspace 2R REE, REEBFRNERKRREEEFE Microsoft Edge WebView?2
Runtime, MRHAE, MWHITRE,

MRESIRAUIFEE R F9% % Citrix Workspace M2, B Microsoft Edge WebView2 Runtime &1z
£, REBELEABRTUTHER:

You must be logged on as an administrator to install the following

prerequisite package(s):
Edge Webview2 Runtime

1tkIhEE{RTE Workspace (Cloud) SpEHZ %,

BRSHRIENS
ERASHRIENG, EERUTRITUTSE:
1. BEaEmREES,
2. SMEIUTEMRER:
- UEEGAE:

- XWF 64 fiiigfER%: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
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- XF 32 iR (ERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
« LIFEERAR:
- XF 64 sk 32 iRfERS: \HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle
3. SIBABUTREMNEMRE:
FMERBMETR: EdgeChromiumEnabled
KA FRIHRE
f&: True
4. E#Esh Citrix Workspace Rz 2 LUEFH BV B E o
AR

RAMGIRAIEE A EREEFFRHEREFFRPER, URHEERBR, Citrix TEIIETERNZER
5, B HMHEX LN R IR, Citrix JRESRIBERRI™ELE. ZEMMERMN RERITERE.

%48 Azure AD #1558 [RATISR]
fEAkRA, MBENERARETHE, ETUERREHIHTIHRIE

Microsoft Edge WebView2 Runtime ik 92 s E S hR 4o
AR

BHiRZs 2107 &, Microsoft Edge WebView2 Runtime #4227k Citrix Workspace N BEEFRERFTT
B, 1£ Citrix Workspace M AIEFREHE, REEFRNERFAREEREE Microsoft Edge WebView2
Runtime, MR#HARE, WHITRE,

ERFMRIRERSHIIE

EEMAET Azure AD EBFHRRINEHINE, EERBIHRITUTIER:
1. BEhEMREES.
2. SMEIUTEMRERE:

o X F 64 i # F & 4. Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\
Citrix\Dazzle

o XF 32 fiigfERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
3. IBAEBUTREMAEMRE:
FMERBER: EdgeChromiumEnabled
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KA FRHE
&: True

4. EFiEs Citrix Workspace Rz T2 LUEFH A4 o

451E Workspace RIRT2R (TN A2 I [RATLAR]

BhR4s 2107 &2, BEF A UTE Citrix Workspace M AEF RE B A ML ENN BIZF LIRS, EaILUER
Global App Configuration Service RF2E LtThaE. BXFPRELINAENES, 1ESH Global App Configuration
Service,

LtEIhEEIEEERA T2 Kiosk IR FiEfTHNIRE UK Citrix Workspace ®hEi: ML IR BIERF.

B2 R
W

R4 App Protection /5, BEBNATRESELE HP G5 RYIEEXIHENATHS. [RFWIN-24103]

RIE[EE
s BATIERREEINREN, RRARELAHHNNARFENA/NTESKK, [CVADHELP-17089]

s FANAREBREREZF M VDA R, FRBABEEMTE Chrome %188 EATBER KK, [CVADHELP-
17430]

s FRPELRERN, HEEHR UPN RIEER, AETEKARLERNEBRN, E2REIRIEETESETRUTEIRE
B

BRERFBEAER, Eit. [CVADHELP-17620]
« 7£ Microsoft Teams iR B EHMSEIERT, Desktop Viewer IRt LB LM, [HDX-32435]

BTEFRPNRERE, BFSRHEAE,

2106
#i8ThaE
Global App Config Service

#EER T Citrix Workspace B Global App Configuration Service 1 Citrix B2 RaEgiEd £ EENIRSIE
it Workspace Bgs5 URL #1 Workspace [ BiEFI&E,

BXRFHMER, 15218 Global App Configuration Service X4,
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A Ti@d Global App Config Service B S HI0IES HEBITEAERIETT

Citrix Workspace i A2 IR E T SN A TR L EAR MR FFESHIRIESHINETR, BRT NARNAEREYT
% (GPO) E2&4h, ErAILUERA Global App Configuration Service £ FEARER _EF &S DTSR,

£ Global App Configuration Service /1, ¥ Store Authentication Tokens BMi&EH False,

BXFAES, 131 Global App Configuration Service 344,

ARs3EL

o

pLE
RS ESNEBFRHRAREM R T XERS TS REVANG A BERERE. TIETRSHSITRIRNA, BFRERLL
B E PN BEF MR,

BXEMER, ESR Citrix Workspace XSRS EL 1SS

Microsoft Teams 1%38IhaE

Desktop Viewer # N&REXBS, AP AIUM Desktop Viewer BEMFIERETIEE— T REHRTHEZ. &5
AR T, AP ALEE Desktop Viewer 50, ELEERXT, AR AUMFERETERE—IREHITHE
Desktop Viewer BEH&EOEN (RAK. TRFR/IVE) B, BEHERELL,

T Chromium #9388 53 m URL

REARBTEEBARFER URL REAMEFHEERZIRSHZEUANMMRSSBEERZZT A iK. ERIUEARSSHENE
Fim EBERBEXS I #1TECE,

FERARIEIR (GPO) B, &8 Delivery Controller LigEBRSS 2858, £ Citrix Workspace M1
F LR EE P inHRg,

ElthRAH, B% Google Chrome # Microsoft Edge #xin T & URL EEEXiF.
R

« Citrix Virtual Apps and Desktops k7 2106 s E Sk,
o NEBREERY BEFRA 5.0

E3% Google Chrome %28 MBI A URL EEM, iEM Citrix Workspace M F2FREX 4 PIZITU T

A
<.

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose
Z MM URL EEmAEUHEAM Google Chrome ix%188, 3EM Citrix Workspace R T2 R4 KHRIETTLL
T

%ProgramfFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /
verbose
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B x1E Citrix Workspace MAEFHEE URL EEAEMNER, BSRNEANEEE .

BEXNEBANBTETANFMEL, 155 Citrix Virtual Apps and Desktops SR HETR 2SN A EE Ao

BT ICA X R 2 [RATAR]
ERRAF, HERENLAEFNKSERIEN, ICA XS THEIFMEE,

TEARRRAF, iU Citrix Workspace N AREFEENNARFNKESIEREIELE ICA XA URE 71858
B2,

Citrix Workspace AR IEARVFER ICA XHEFHEERARNGFF, MIERMEET. HIHEESEHRRERE U
REARMFENTIREREA ICA XHNEMBERME. WIHEEBERFEERT Web #9 Workspace E/EzhRIRRINEL
BEFMIRERE

BXREMER, BEAEST ICAXXHZ2EED.
ERMARIETIEENRIR, EER Podio &,

BieE M
RIE[EE

+ R Google Chrome. Mozilla Firefox 3¢ Microsoft Internet Explorer fE42k3\ PDF 5238, ZidfE
A Citrix PDF $TEDHITEN X AT kK. [CVADHELP-16662]

« ¥EATF Windows i Citrix Workspace RZAB#2FAEEIRRAs 1912 LTSR CU1 5t CU2 /5, RIERSEMRTAE
25K, RET Enlightened Data Transport (EDT) thiXps, fNRiEER @S Citrix Gateway E3z89, N
I, [CVADHELP-16694]

o &% VPN SibrFriEsE VPN B, ZiA6ERERT Windows i Citrix Workspace 5 B2 B shi T2 Al 68
%M, [CVADHELP-16714]

s ENHZRZED, KREFPEZMAET A% %4 Delivery Controller 5 Director, VDA hir#s 2003 &E =
hRzss iR, [CVADHELP-16783]

e ¥ CurrentAccount EI&E JEMER HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle FTH
AllAccount RIRETEEK. BE—IMHEZMNABEKFNSEHILLE», [CVADHELP-17229]

s AFBEATEFMNN, 2REFEMT Windows 9 Citrix Workspace M BZFAIAER LK. [CVADHELP-
17267]

o SR THAMNE LIEENXHTEERRK. [CVADHELP-17337]

o EHRIERIWNEAE, 7 HDX RN T46EA Microsoft Teams BY, & XM A 0472643 & BE =2 R IE A TEo
[CVADHELP-17398]

BRRE

o BAPXREABRNERER (IME) EXAEPRANXNAKEN, XATEKETTIRBE LANXEEZ S,
[CVADHELP-15614]
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o YEESRAMREARBINBEFN, FERE ENRESXBIRTEKRFEARE. 3§ Citrix Receiver for
Windows 4.9.6 742! Citrix Workspace MEB#EFE, aHILtR&, [CYADHELP-16967]

o B ping.citrix.com EEfTEMROESRNRTESEK, [RFWIN-22672]

o REESMETHEAZH Windows i&& EAE Unicode AR &1{B Citrix Workspace ik~ {ER#ER ASCII
AREMMERF. MR Unicode BREHEEFEBRNFRAFRLFH, Workspace EEHEARKTEX
EHAEBR. [RFWIN-23040. RFWIN-23046]

BTEFRPNRARE, BFSREHEL,

2105
FHEINEE
e 301 EEMZFRFEENX URL

Citrix Workspace MR FIMEAFERME L HTTP 301 EFE @M StoreFront 5% Citrix Gateway EE @2
Citrix Workspace #9 URL.

NRE M StoreFront ;¥ F Citrix Workspace, NaTLL&EE HTTP 301 &4 StoreFront URL EE @ Citrix
Workspace URL, Eitt, #IHM StoreFront URL B, RaBshigEETERE Citrix Workspace.

BEMmRA:

StoreFront URL https://< Citrix Storefront url>/Citrix/Roaming/Accounts AIEEM
%l Citrix Workspace URL https://<Citrix Workspace url>/Citrix/Roaming/Accountss

Microsoft Teams 1Z38IhAE

o WE, ERIUNREREREEEMEED,

SM3) \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream#FBIEZ&H NetworkPreference
(REG_DWORD) #o3EpRm1,

RIEFEEERUTEZ—:

LA
Wi-Fi
FHUL
EZNE
£

o U1 W N

BUNERT, MRKIGEEME, WebRTC A5 | LRKERRERAEL.

o BRERTUREAEIMEEER 2 (ADM2), UERIRREM&EER (ADM) BFOEEZRX. 2HADM2 5
BYFRRREIE R 5% 5o KA KAYIE) L,
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EZ2 | ADM2, #ES# 3 \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream Al
—ANg& A DisableADM2 (REG_DWORD) BEMERI, AEIGEIREN Lo

BTRFRPNNERE, BFSRHEHE,

B2 R

RIE[EE

ERIEAT Windows B9 Citrix Workspace 21 2FEt, App Protection MZERRI 8T A BRI HRIFTRTE
FHEEEREL. RSBIZERSL (W0 Windows Server 2019) ER#EM Citrix Workspace MRS
IR, [RFWIN-22120]

#1347 Git bash EiEfTH<rAIeER%k K. BRAT App Protection 1h&EfY Citrix Workspace BEFSH I
e, [RFWIN-22187]

RERIARAH Citrix Workspace R EFE, &= StoreFront BYalae U AR TR, [RFWIN-22419]
=iRIRH Citrix Workspace B2 I ek, LA F ZRR TR E LIS IR, [RFWIN-22491]
ANAEFEESERESAHAENBDHEFHRER, BRZEMNRESXBHLAREFIESEAK. £
Am$TRERE Citrix Workspace R BI2FEY, SRKIEE storedescription, M&HIithE,
[RFWIN-22510]

R AT EREIAHERRIPH B2 5 HSP 5 CET ThagmtE R, % 11 4 Intel Core 40222871 AMD Ryzen
5000 R5I%ER RN ARFITESEIMNEE, [RFWIN-22592]

R “HDX BER " R E R “Bi%”, HEBAT “EDTMTU R3”, NHER BN AEFHEE
B, AIRERERRFRBRUN—FEEHES. [RFWIN-22697]

EATF Windows # Citrix Workspace R RIZF AIRe /AN BIEF, HREREBRE L, ZOBRFET
Intel Iris Xe B+, [RFWIN-22952]

£ Microsoft Teams s=xd S MSMiEIERAIE, HAXRtcEngine.exe #IZRIAER TR, REIIHETRR
ZRRBIEBEFSEMLR-A, [HDX-28616]

M Outlook A Microsoft Teams =i¥BY, & NKIFSARIAET ALEHiE1T. EARBEN Microsoft Teams &9
ER T IARINE 2 HI R, [HDX-29558]

£ Microsoft Teams &iyiAial, ¥ BRATIEH BEEMIALE, WSAATRESRIAEARE. [HDX-29668]

RGRE

BT #EER gfxrender.dll, Wfica32.exe HIZATEEREIMEH, [RFWIN-22446]

gzl

7£ Citrix Workspace M AREFHNERRLTENLA L, BEIFSERNRIVEF TJaEREBARIRES ], Bx
HHER, ESRMIRARLXE CTX30779%4,

ETEFRPNRERE, BHEEEAEE,
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2103.1

FEINEE

REHHICENERIAE

RERBRBENELIERRS ST, ZEma]ATFARRETR (GPO) HEgH GUI i2E.
ERARPETE, BESEPERRSSRERR, AETREAHRBERRSRS[EEFRRAY .

BEXFAEER, BERAREREIES S,

BT EREHESHEIEShEENEDR
SHBMELESINEAFEEMHBE L, SEERAREERAASEENRINERBARE.

Citrix Workspace MARFSINT BT 2 I EAR S EFESHIIT SRR, AT, HRITIERM
TAEEITR (GPO) HFESKERE B 1HISIE SRR %,

AR

IHERERECHEFIER,

BEXFAER, BERENINIES .

Microsoft Teams 1Z38IhAE
o MABERT, VPO VSRS MELTFR2RARS.

o DN, BEhEIEEEl. RS NEIECBERERINEE: MR Microsoft Teams F2E 7 Xk, Citrix EEA
By Microsoft Teams ¥ EEEBNE, TN, XEETIFBINEGER True,

e DirectWShow EIEREINET S,
EERENAZ IR, FHITUTIRE:
- BIEMREES.
- SMEILITXREAME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream,
- FHMLTE: "UseDirectShowRendererAsPrimary'"=dword: 00000000
HETERIME:

* 0: IR
* 1: DirectShow (Zki\)

- E#E5 Citrix Workspace MBER.
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B2 R
BR/SHWIE

o BIEBAT ERFIFERIREH don’t ask again for 60 days (60 XAFEigE) FZ /G, Microsoft
Azure ZESHIIENRIRERRTHITH R IIE,

=

BATRNAPRHENASIE, MIFMENASEFEH. NRAFER webview SHI8IE M FAREE
AR, AATRSEIRTEETEMNIIE, EAEIEERT, Internet Explorer cookie 155
Bo BRINBERT, EEATBARES (17E cookie), AILUER GPO M2 AIEES, WMRZAIE
8, cookie BAR1FEME, HETFHEIEFER,

[CVADHELP-14814]

o TEMANT Azure Active Directory (AD) #9i&& £, ¥ Citrix Workspace MABEFEIRARNBAREE, A5
HBEEREREREN, TAUETAENER, i, TEAEREMBPKAER. [CVADHELP-14844]

Ere )l

o EERETREBAGNZ 2%, [RFWIN-20912]

RIE[EE
« BEIERTF Windows 974 Citrix Workspace M BEEFEoIE A EEAY, A4l Citrix Workspace [
BiEFREERE8ET. BRET “AMNBIEFAR” e EIttEA, [CVADHELP-15654]

o ERERSBAERKO 8080 HERT, Citrix Workspace M BIEFRIRET FIEERIE £ HMN AREFF S
. &EMF Windows i Citrix Workspace 2R T AERRERGOmAChEMARIARO 8080 R H IR
ItialRk, [CVADHELP-15977]

« EATF Windows #9 Citrix Workspace M RiEF Al s 2R IEAR ARG E, FIERIBMAEH Microsoft
Windows &R Z RSt R@, [CVADHELP-16017]

o ERAPKIETIRT ALT + Tab $6t, AJEITHERT Windows B9 Citrix Workspace i AEEFHNHTAE
Mo [CVADHELP-16379]

o IMESFIFMEOESR/ ML, Print Screen Btalse LAk RRE R, [RFWIN-16777]

+ WNRIETE Microsoft Teams EEFERMLRENFIIA, HDXrtcengine.exe AIRERTRTME, AR
Fik: ESREIRFRNE CTX296639, [HDX-29122]

o ZiXFEM IME 85 DBCS X4h, ATRERR/D TRI%. Windows 10 2004 #2ER A HIIkA, [RFWIN-
20006]

o FEIRMIIGE C:\ProgramData\Citrix XHEMREAT eSS Citrix Workspace M AR EIMEH.
[RFWIN-22753]

+ 7£ Microsoft Teams M@ IEL 2, BEM LAY LED mJaEANF, TSR sE=x 1k, [CVADHELP-
16383]
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BRRE

o BF GERH” MI—KAY, EAT Windows 89 Citrix Workspace R BEFAIBE T £ X H. BRTHERN, HEF
PR “IBH” LR Citrix Workspace B2 EF. [RFWIN-21518]

BTEFRPNNERE, BFSRHEHEE,

2102
FEINEE
RESNHIIEHF

LA, ARETHRESHEIINEFETEN L, N2 Windows SIEEERTAEEREEE, WARAFER Citrix
Workspace R A2 #1T 2 HI8I0E,

e, ERETRESHRIENEFHITEN L, MRAEEREAEZMEE Windows ZIEEERP, NsBREHRIE
R, EREMAREER, A5, Citrix Workspace B2 HRIERS (R FEE Windows ZIEEEEH,
XEALUTETEEZERER, RARNETEEHR Citrix Workspace M B2FZ8i7E Windows EiEEEBRHF R
=R,

Microsoft Teams 1%38IhAE

o DET SN2 IMHR,
o RS TR AT,

B &8 ia
RIE[EE
o YEERAFEABAT vPrefer WAy Citrix Workspace MBEFEM B . R E ERREFHITHEN A

FE, ZNAREFEITANTRSET— M EEER. MRXMRERE—EFE, WEEBRITHZNBERER.
[CVADHELP-13237]

« 2R vPrefer 3tU/E, App-V KBEFIEREIRERS S EBE), MIEESHARS:S EE5h, [CVADHELP-
15356]

o DA EHIERENAEFZMEY, StoreBrowse.exe L RAIRETERTEATNAREFNTETIR,
[CVADHELP-15952]

« Y EnableFactoryReset FMRIEF RN False B, EiXEH Citrix Workspace R BEZF A gE K
HETUTHIRER:

tEINREE A,
[CVADHELP-16114]

« BEWRETNRERTRET A USE CDF BRER, [CVADHELP-16587]
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RBRE

+ Receiver.exe #iZAeEsEIMNEH, [CVADHELP-15669]

BRRE

o BAPXREBRWNERER (IME) EXFEPRANXNAREN, XATEKETEIRBE EANXEEZ S,
[CVADHELP-15614]

BTEFRPNNARE, BFERHEHEE,

2012.1
G IhAE

tEhR AR T BB T BuH B A M RERIAR E MERYIE) L,

BEEER—
« 3 Citrix Workspace [ F#2F MhR4s 2012 BehEfHEIESARALK, HERUTHIZES:
“Could not load file or assemble Newtonsoft.Json” (F&m&ExxH=Hi2ZF 5% Newtonsoft.Json)
1% &7£ Citrix Workspace M A2 EE R RENELE LEA T BEhEMN A S H IR,
fRRTER, M Citrix TEDUE T3 Citrix Workspace M2 2012.1 B SRAHF R,
[RFWIN-21715]

ETEFRPNRERE, BHEEEAE,

2012

FILThEE

ZRBAFIE

ERATF Windows 89 Citrix Workspace W REFIERHEEAF) B,

ERTES

HEWEEL T Citrix Workspace R AREFWE RSN R, XA TR Citrix #THEHE, HEHMERE
BHIER T B R s,

WE, ERILMER GUI & BE.

BEXFAER, BFERESE.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 81


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#known-issues-in-2102
https://www.citrix.com/downloads/workspace-app/windows/workspace-app-for-windows-latest.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#known-issues-in-20121
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#log-collection

iBEAT Windows 9 Citrix Workspace R BiEF

T #53¢ Citrix Workspace s# 1T E@ S 5 I183F

AHRASIANT X4 Citrix Workspace #TiE E@E S P ISIEMZF U KR StoreFront MIIE %5,

mEm Citrix Workspace HTEI2 R EHISIE

Citrix Workspace MR 2F3INT AE3T%R (GPO) HErE LB A@ERA Citrix Workspace TR TE MR, LHEE
B&fE Citrix Workspace M BiEFEEBE R AR A& R Citrix Workspace, &AM T /9% & £/ Citrix
Workspace BETHEE (ERER) B, AEMALIKE,

BXFAER, BERLETEN I

App Protection & E 1L 58IHAE
ET, BIMERT, SHRIEEERMNEMRSEHFNEREZ IR,

FRRASINT AHEIEN R (GPO) HKEE, ZEBAVERNASHRIIEERENBMRSEGHRENHRERBRIZR
MR B EHIRIIEE.

AR

Itk GPO £ZEEERIER T ICA 71 SaaS £iE. ICA #l SaaS =iF4¢4E R Delivery Controller # Citrix Secure
Private Access #1751,

BXEHMES, BB App Protection B2 ERIHE5RINEE,

Microsoft Teams 1Z38IhAE

o WEAREAUTERELZESIEREIERENRIFE.
o WebRTC A3 EMEXFET A IRRE LRRENHERS R,

B2 R
RE. HEH. AL

« SN EAFeIEZRES LRI Citrix Workspace BR2FR, ZIREAXTsEWMIbR, RAEEMOIE.
[CVADHELP-15397]

SIE[EE

s EZRTRIFEH, RHASEAUKAFRETEEEK. EREEENEENITENN S HII R, [CVADHELP-
13614]

o MITUTREZ B, FIRERHIIR ST EIEE:

- {EH Storebrowse &< M StoreFront 12 ICA X4,
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- £/ ICA X BN BERF, MIFMREEEE.
[CVADHELP-15221]

o ENFERTRP, FREAFERETNRESNBHINAEFTESEAN. IREATESMNAP - LAIBIRK
FERFIRE, MEHItkAE, [CVADHELP-15576]

« BEATF Windows # Citrix Workspace M AEFRENERIKIENIEZEIIFREHK, . MRM Citrix
Workspace NAREFIHHAERER, NABEKFIEEEBERA—IMNAEEWKS, MIFRIARFREHK .
[CVADHELP-15728]

o 2947 Microsoft Teams BEFHEENRETESSRER, [HDX-27041]

+ 7£ Microsoft Teams @iE, SiAnJseaMik44E, 2A8 UDP RERONSEIItEM, [HDX-27914]

RBF&R

 1E3HEATF Windows B Citrix Workspace ARF#HITEMRERFNERTEARISHRER, 2l
MRET LK. RIEEMEREEEAEENEERS L. €A Citrix Gateway URL F2& Desktop Lock
B = HEL LA,

AR
B x A Citrix Gateway URL #1 Desktop Lock B2 & i& B F Windows 89 Citrix Workspace iz

FA#2 78y, 1% Desktop Lock BB Z A — B BINRHIM B R, NRBRRFBRKEE, EFER
Ctrl+Alt+Delete GERFHEEN) 0 Ctrl+Alt+End GERFEHINN) EH.

[CVADHELP-15334]

« MR “BDPI"KBR “R” & “F”, WEBHRERIEN, CD Viewer TREZFWELTTRAIRELZR LI R
WLECIR & HY a0 DPIIRE. AFIRER DPIIREATF 100% B tia, [CVADHELP-15418]

« ¥ Citrix Workspace Rz A2/ MR 1912 FEFIMRA 1912 CUL /E, MARFKETIRIE, AHBE 10
S RESE. [CVADHELP-15766]

ET@EFRPNRARE, BHSREHE,

E A [r)
2305.1 FHER R

o #xEnh Citrix Workspace R FEIEFRT, RARGELKIRRIEMARIEER, [RFWIN-26399]

o YEMIMBETRBIIRTBENERE (FIa0, EEXIHEN) B, Citrix Workspace ARFEREEET. Ul X
FAFHEEN AN REFERNFEFEERA/N. [HDX-47575]

s ERINTARIEZR, EUESFRIRRFENDHNE cNASESERLAH BRATHET
StoreFront MR AEF SE B NAKRINEE (RFRATEME) B, MNHAEEDSHIXMER.
[RFWIN-30327]
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« i@ Citrix Gateway BINEE, MRIERRK, RIEFRELERRA EDT #1T&EEHELREI TCP, 113 HDX
BIEMFMERIEERNISHER, SIETRETERT. [HDX-49878]

2303 R ER A

o MREEXRRSIEFNEEFHITEARGRE (RingE#an) , Citrix Workspace N BIEFAIAES(FLEM
R, M Citrix Workspace B2 HrZs 2302-2303 F4&BY, IR 2 BiEMEENSIE, NWSHILR R,
[RFWIN-29663]

2302 R ERaE

o EAIHEFLATE Bloomberg $### 5 3¢ Bloomberg $%# 2013 L5/ Bloomberg £ BIEF. EERAT
App Protection Thae R gieh %2t Citrix Workspace MABEF RS 2302 By IR, @RS HZ, 7
% Citrix Workspace R A2FARZs 2303 &SI U T EMRIHAEHR ST EN:

- SEMEB: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\epusbfilter
- {&: [DWORD]
- DisableUSBFiltering=1

[CVADHELP-22221]

2212 FpERBE

o Y4185 BCRClient.msi BF, 7£ Citrix Workspace MBEFRERBSHIMU T HEIR:

BCR Plug-in b4

| Your installation cannot continue. The installer detects
= that prerequistes havent met. Please install Cirix
Workspace App or contact your administrator

OK

[HDX-46964]

+ 90 Citrix Enterprise Browser 2ZiAtgs, FLBEXAIERNET MM SaaS MARERF LA Citrix
Enterprise Browser 1377, [CTXBR-4106]

2210.5 FHERBE

« EEERATIAERTHNARERFN, HttAtNBEFEENAREF AR aHBEREELAHIN
F#2F. [CVADHELP-20742]
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o EXRLRIAR AMD GPU &%, Citrix Workspace MBIER 2206 i EShAF fEa B LB MRS
RENF,
RS ERERUATAERR:
- Key: HKLM\SOFTWARE\WOW®6432Node\Citrix\ICA Client\Engine\Configuration\Advanced\Modules\Gf

- Value: [DWORD]
- ForceVP=1

[HDX-46264]

2210 FHER B

o YUEEmATFIER SR DPI i, Desktop Viewer TEE It BERE, [HDX-45206]
+ Desktop Viewer TR 2RIEX TRIAELTZEBET, HEETETMNIRFERER. [HDX-45189]
o EFEEEAEN, §ONMENANTERSFIFAE, [HDX-44997]

2209 gy xNiaR

TEUbhR AR H R IR,

2207 FEER B

FbhR A& B R TR,

2206 HRYERN RE

FEIbhR A B R IR,

2205 gy xniaER

« EEAT Windows # Citrix Workspace MBEFET, B4&S54mG (AAC) % REEXiE 6 NEE, [CTXBR-
2941]

« #A USBig&:iAim e, Citrix Workspace RZAR#EFAIBER E7RIEAR Citrix Workspace - R &% &34
iEHE, [LCM-10369]

+ 7£DDC tEABEMETREREG, R2IEHERTERS BT BRAE M B 5h a5 HITEE, [HDX-39558]

2204.1 FHYER R

o REBEFREENRFDHAE Microsoft Edge WebView2 b, fEBHER TLEERT Windows 89 Citrix
Workspace [ RiZFRTRER KK,
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fRRTT%: UEBEREHRE MicrosoftEdgeWebView2RuntimelnstallerX86.exe, AEEiXTEE
FTF Windows #j Citrix Workspace R B

[RFWIN-26329]

2202 FEERBE

« Citrix Workspace (A2 FHME MR EREIIRIEAIRERSBERE 10-30 9%, EXEMES, ESHAIR
HIvE CTX335639, [RFWIN-25752]

2112.1 FEERaE

« HEAT App Protection B33ERETF Windows B Citrix Workspace M BEFEE & BE8Y, Print Screen
BT AR REHE, [RFWIN-25835]

« Citrix Workspace [ AEFH MR EREMIRIFAI RS SBERY 10-30 9%, BXEAER, ESRMIA
Ful E CTX335639, [RFWIN-25752]

o BARESMNIIEE, MERT Windows 89 Citrix Workspace M BIZR - $HRTRER 2 A Th. [RFWIN-24813]

o YIREE Microsoft Windows 11 #+&#| LA Citrix Workspace R RBER, EFEMIEELEM EofkEaE
%, [WSP-13311]

« {E/ Citrix Enterprise Browser Bt, BMESFRIFHNEOER/IME, HEABRAZRIPHN URL EONRES
B, [CTXBR-1925]

« MREBAT “VNEBATEEA" ke, WEEER Google Meet, [HDX-34649]
fRRFE:
1. #% https://www.youtube.com/* EifEHEFIFI TR+,
2. 1% https://accounts.google.com/* FEBHIIEIL=FIRS,

3. EEfA Google Fvik= (g0 YouTube) EERER Google HF,
4. 7£ Google Chrome WR—:fI+/E5h Google Meet,

« 1£ Citrix Workspace A 2R 2112.1 R, 7E4E Microsoft Teams MLEIZPIT ARG, K=
&9 CPU FIAEMTRERES.
fRRE: Eins LB T EMRE:
Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream
##5: UseDefaultCameraConfig
#8: REG_DWORD
&: 0

[HDX-37168]

+ 1£ Citrix Workspace R B#2FH, TEZIZLIT Microsoft Teams EBIEEY, ERIAERIBEEBNIEMIE, LAY
BETUTHIRER:
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Call could not be established. (FTixzEM,)
RARFE: BiIEHEIT Microsoft Teams &iE.

[HDX-38819]

2109.1 FHRIERIE

FEUEhR A HiH L TR,

2109 FEERRE

MBELBF BHLET KT 2109 89 Citrix Workspace MB1ER, MEBEERREMARZAN 21.0.9, N L&Y
BPREMHERZERIEEN, ¥ET Entry point not found (EFEIANOR) FHiZHE, BHEHEN, ZHERKHEX,
F B Citrix Workspace R BEFEEH IR 21.0.9, [RFWIN-25008]

MREWEERE Google Chrome RRETIMNBY B, NHITFEY Citrix Enterprise Browser 3555, [CTXBR-
2135]

2108 FHERN R

AREEEREERFRARTFRN, [IEFERFHTENLERIER (RSELME) TEEBR. [RFWIN-23906]

2107 FEER B

TEUbhR AR H R IR,

2106 FEYERBE

s EEATRSELUIEENNEBIES, BT 2BmMER. Unicode AFR=@d3ttia, [RFWIN-23439]
o A VDA EREMERT Windows 89 Citrix Workspace N BE2FEEEMEIBENN, MEIRENT
RERHIMEKPE, [HDX-28691]

2105 FHER B

o ERIEHE, HERERTERHMD THERN, HAIEFSE FHAXIFERTIH, [RFWIN-23152]

2103.1 FHERaE

« BEBRSEGEONT, RERNFAETEAEAER. ATE=FHNRE, £/ Intel Xe B RESEII
a7, [CVADHELP-17005]
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- RINEARIE. PXHHE IMEREFRAETEERIE. BEROANMUETRFER, FEFTRTEET,
EAEMNNARFNKEERIEN SaaS NARFRNASHILAM, [RFWIN-21158]

o 2XIBH Citrix Workspace M BREFHRERK K, YA EIRETRRE B S IR, [RFWIN-22491]

s ANARFUEKRERESAHAENBNEFHIRES, BERZHEMNRESXBHLBREFIESEAK, F
<7 REmRE Citrix Workspace LA FBY, MRKIEE storedescription, MaHIIELERT,
[RFWIN-22510]

o HEEAEMA Microsoft Teams HDX L1723t siBiEey, BIETTRERKM, IR VDA R4/ 2103 &
kR4S, iEATF Windows 89 Citrix Workspace R A#2F 7 2103 SkE=ARA, MHBLAM, LthiEHaE
Virtual Delivery Agent (VDA) 2106 FE#&E.

2102 R ERN R

o ZidE5 ICARIBATRER KN, BHERSS(FERIKO 8080 AR BE XK , IR, [CVADHELP-
15977]

s HENARFERIED, HEE Microsoft Paint PITHEFIHMERETY, Microsoft Paint N BEFMAEILIZA
RER TS MR, EROMERX TEMIENSHIMLAR, [RFWIN-21413]

o EAECE T Azure Active Directory ZE54383E (MFA) B9 EN L, BMERERERFRFERIREM 60 XA
FTHEGEEDR, RFAHKERERIER. [RFWIN-21623]

« 7EEIA Azure Active Directory Bit&# L=idE R Citrix Workspace L B2F A sERA K. KETFH
WIFR RS ML, [RFWIN-21624]

s BHEATHNRERIEN, BERSEHHEEREREF S, 1 Delivery Controller LERAaA#N AEFH
imERESEY, SHILtARE, [RFWIN-21629]

o £/ ALT + Tab #X2iANIRE O aEx S Citrix Workspace MAREFHATHRRE. EFAWEX TR
KAERSH IR, [RFWIN-21828]

« WRELE Microsoft Teams @IFHERMLIRENHISA, HDXrtcengine.exe AIRERBFTLIMN, R
Fik: ESREIRRNE CTX296639, [HDX-29122]

2012.1 FHER A

TEIbhR AR B R IR,

2012 FpEREE

o MREZABZRIFVEARFFMIWER, NAESETUTER: “CHEARFHFIRAA..” ARRE
WEN, BETUTHER: “TEFNEARER. ” REIBEXRRE, SRIPFNNARRFBELLTIE, B
ERE MR MIER. [WSP-5497]

s ERATNRBRBTEERHN Chrome R%2sH, LEPHITHINAIN-RHTEEN, ZIRM-RAIRETIEITH. f#
R7%E7, 72 Pop-ups blocked (PELET#HEED) EE+i%#E Always allow pop-ups and redirects
(LAY REEOMEEMR). [HDX-23950]
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+ 3 Citrix Workspace [ F#2F MhR4s 2012 BREFHEIESARAEK, HERUTHIZES:
Could not load file or assemble Newtonsoft.Json (FEEmEX#xizF5%E Newtonsoft.Json)
{R&7£ Citrix Workspace MAEFNERERREMNLA_ EBRT BahEHE A S HILE T,
f@R7AER, M Citrix TEIUE FE Citrix Workspace R 27 2012.1 BEMAHF IR,
[RFWIN-21715]

o MNEBEINARFEE, RBEEERT Windows B Citrix Workspace M REFHITHEZEHORE, NAR
FEARERENE#TIEENRSSS . [HDX-27504]

- MREAEATF Windows 8 Citrix Workspace NAEFHEEEUBRMNAREFE, ZNAEFIEZEE
& ‘TR B RFHN TR, [HDX-27505]

IBRR 1

BXEREAELEE (EOL) Mr=mhkas, ESIHHRE,

E=7ER
AT Windows i Citrix Workspace A2 R RE B 1R IE L T XS E X R FHITIFRI N E = A4

BT Windows 8 Citrix Workspace MRiEF =778 (PDF T)

BTN bR BYZHRE

October 31, 2023

BATRRPHRIINEED EFEFFRRBREFHFRPER, HATFRUAEZRBINS. Citrix TIEZREAT
BRI R IINAERY 220, EDR M XLETNREMN R IR, Citrix JRSRIERIBMmEN. KEMNEEENR
IRHITIR(Fo

1R T B R E RV EIETRE
B 2309 hiAsite, IthIhREERA TSR P,

LI, EAF Windows B Citrix Workspace M BEF N1 SSON S EES MR, UEFERRAFEEERE
53| Citrix Virtual Apps and Desktops 15, XS5 IIEERF B EEIGE EXNE#ITE R RIEHEREEMN
MAERFMNEE, MEREXENHITEHIEIL.
XAER P SRS TR BN AR LU IR

o AEFEMERHRWIESZ (FI30 Windows Hello 5% FIDO2) #1TEZBEHHIE, #mER (SSO) FE—1
BREEFHIIEARS (FAS) BIKTINAS,
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o REFAKBAT SSON 19 Citrix Workspace N BEFEEEHBIEE.
+ FE7 Windows 11 i+&# LB R %R EAEK B2 (Multi Provider Router, MPR) i&#l,

WL F IR AR 1T 5 RAVTRER.

fElthRAH, Citrix Workspace N BEFZISER IR EEINEE, X2 SSO Ai%. ©FIA Kerberos

SHBIIMARAFEE, S TRRAERINRE. NE, APRAUEAER Windows SH1BIEER

Citrix Virtual Apps and Desktops #1 StoreFront,
FE: 324 Windows 10 #1 Windows Server 2016 Rz #51hIh8E.
ARENR:

+ Citrix Workspace M2 23.9.0 RE Sk A
« Citrix Virtual Apps and Desktops 2308 s E= R4~

XHrH VDA 2R ShR AN
¢ WFERIE:

- Windows Server 2019
- Windows Server 2022

o WFBERIE:

- Windows 10 k7s 22H2
- Windows 11 fx7s 22H2

WEFRM:

o BFURTIR RIS,
« FE Active Directory BWEIZRRZ,

StoreFront 71 DDC ig &

BEAUTRESEREBIFE:
EF=W
NRECHEFEFRE TEHESE, WaTBhItFE,
1. 7£ StoreFront L& & Citrix Workspace 2R

a) #TFF StoreFront Studio.
b) HENARE > * EEEMNIIES .
C) BREEE,

gE,
1. @ sEesER Citrix Workspace Rz 2R :

a) #I7F StoreFront,
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b) {THRARE > Receiver for Web i > BB G KA %,

C) BEREERE,

Select the methods which users will use to authenticate and access resources.

| Method

Domain pass-through

W User name and password
4

Can be enabled / disabled separately on Recerver for Web sites

Smart card

Can be enabled / disabled separately on Receiver for Web sites

HTTP Basic

Pass-through from NetScaler Gateway

Installing and uminstalling the authentication methods and the
authentication service settings are included in the advanced options.

2. 1 DDC +=H Remote Credential Guard =5,

|

[

Farrate Cresantal Guprd meds
®

EBoed
Eencte Dttt it einde of st

Prostma
Barmcty Cycieiaa Guard mde 2 daarses

= b 5 Do Sl VDA s
Wirtual Darbvary dgert THIE Mo sncion O 2500 Srgie-wssan O

Tian e s b ey i eepaiee] v b ddeos Darembery 1ebenian's bae sregie e

T B rndoen by wemng et o b degnan o tan Al dreteTmak” M dhd
D Ly TR NS S
e
Dt

T Mt DA 31V DA Gl SITT SOME (D WO SN0 BT

By et o sariieg = s

= e

3. BEHHE.
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VDA & &
1. % VDA LavitBHERE\ERER\RE\ZEER.

2. 7= VDA L/=F Remote host allows delegation of non-exportable credentials GZiZZH A¥FE
KRR SHAER) Windows HEE,

U Lesall Geosp Policy [ditn:
Fde  Amma Veew  belg
=% am s Bml T
J Local Computer Pebey T e...-.—-lDP- -Ahtroihobk’’p°F’oz ”ik°2ei./o D P
- Computer Configunation
" . Rrmote hoat sliren debrgation of  Teitng State Crememgnd
Sobtmare Sestings ewpeitable ciedesrii
Ao et — « A Al deleyuteng dilish credrstisbi wah NTUM-oaly jaro = Mol condgused Hex
- :W.u.. Temglaien Bt psdary setting :' A ottt deel desh Cidetvetink Mok (ordupured L]
Contral Panel 3L Incryption Gracie Remedution Mok condequred hig
| Hemwerh Erqueemaets 1, Aliow deleguiing ferth credentish. Mok condiguesd tic
| Bt At larit Windown Servm HI1E 1 Al dulagating freth cosdantiah with HTL- _ Meo# cordgueed e
Jlng Wanddsws 10 Version 1708 _ - e il -
. St Motns ared Tk Descrphban i Allow delegating teoed credentialy Mot confiqueed he
w 2 fyntem Rty baced sllowy delegation of A Mg delegatng tivnd edentsibi wth NTLM- snly sorver 5 Med condguied M
Acces-Denied Assistance mn-gpasiably orvdanisls 3 Dty debeating defuuit credental Han condepued iy
| ¥ -
;“’P — Wit oy cribitisl debigation, 2 Dy clebbguatireg reuh Crbdentuy Mot qordayieed P
2 T devens pravice snmpoable verson 3 Deny delsgabing peved credentiss Mk condgueed tg
:“""‘" of cradantish bo the rermote bodt 2/] Rustrict debogation of credhmibiah 8o remcte senam. Mok configueed he
! Dewioe Guied Thit experirs wisrd be the ek ol
1 Dewice Fauith Anetaton Serace credentul aft from sechens on the
| Dece nislatan HeaE b
:D"“f'c"h ¥ you enablls the polcy iettng, the
3 Disk Quotae bt uppoets Restcted Aden o1
Driplay Pt Cidentadl Gubsd mepds

3. E¥Esh VDA it&E .

EFIHSE
1. BEREFHTENEMANS,
2. WREFHITEN 64 i,
3. $TFFARBRYRIESS.
4. SMEHENERE\SIEER\Citrix 284\ Citrix Workspace\F F~ 5331,

5. B2E/= A Remote Credential Guard A5,

Lol Grossp Poficy it
fie Mton  Wiew Felg
o fm s B T
[ Locsl Competier Policy _
= O Chesgor "’;T_m" - fratle Hemote redntisfGusrd g itate Dt
TR —— - . 1 Marage App Protecton Mot configrured o
v (] Adeninistrathes Templlabey Bl 1| Prnt nioring peninien cookie. Mot conflgured Mo
w O CitrimComponety | TR ]
I — A8 o Workspn e syt i Mot [nge Wlidem ke Stk rund b sten Pt curdegn [
e Prcsdation Pplatiorrra i rbeeon sutrEeston Mot corgurmd Mo
CE [r— 1 Lol usew rame s paveword Mot configured Mo
1 Citen Erteegeiie Boowaer o i ey n3 alliow 1] e - o el sty Mot conliguned Na
1 Cnea Senure Bepmty Vicrnpacr towe Remote Crodental | 5van cid e st P gl L3
Citrn Wortapuce Updain l'-:wln- m—:w o When T s Rl by e el ke Mt comibgarnd L
o e
1 Ll Ergerer f' ',ﬁ':_ﬂ_'lh g on Ly rraarte e Brrecsol Prokey hoa 688 rrus e Mt coeliguned Mo
) Complacs st tic ation] will e wnad o 1] Wit It suthenticatan toket Mot conligured Ma
| Disgrostics e ¥ thee PR LT
o
1 Fast Corvant WA Sappant
] kel g il Senie
WS ICA
Mgtk souting
v Rerrestere ched devcr.
s
Storefront
| Uer thertication.
1 Ute enpeivierce
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& Enable Remote Credential Guard

E Enable Remote Credential Guard

(O Mot Configured ~ Comment:
(®) Enabled

() Disabled

Cptions:

Supported on:

Previous Setting Mext Setting

All Citrix Workspace supported platforms

Help:

Use this policy to allow the Workspace to use Remaote Credential
Guard for Single Sign-on. When this policy is enabled, the same log
on credentials (pass-through authentication) will be used to
authenticate to the remate server.

OK Cancel

6. BREFIE LM Internet ETHEE .,

AR

MREEEMRPEE TEHER, WAIMBRIITE,

1. 1#/ Internet %&£ StoreFront BRSZ88FMEIRIEiE = 5IR. B

a)
b)
<)
d) BHEBEREETE,
e) #
)

f) BHXAMAE,

MEEHIER > WK Internet $37F Internet i£IR,
BE&e > Kt Internet, SAGFRETILS,
IEEHE B Intranet &0,

AIERME SR HTTP 3¢ HTTPS #1Y A9 StoreFront FQDN 89 URL.

2. 1% Internet Explorer & BF SHIIEILE, EfEiK:

3. MEFIER > M4 Internet 377 Internet 3£,
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4, BEHETEIRWMF > & Intranet,
5. BEEEXES, HEEEREZLIRE — &t Intranet XigE O,
6. EAFPBMIRIEERS, ERERAYSAFRIMNBLEDES.

$2, User Authentication
ﬂgl; Logon
() Anonymous logon
() Automatic logon only in Intranet zone
(O Automatic logon with current user nam
() Prompt for user name and password

(

7. BEHAE,
BILUEIE Podio RERHA X ILINEEM R 5o

Citrix Workspace N AEFHHREREFEN
B 2309 hirasite, LEThRETER AT Sk PigfH.

Citrix Workspace A FRERFHAF REET TH0H, RETHRNHIIMIUAREMEEHNAF 8, KA
BERT, MREEFATERRS.

WEFN

« Net6. BXIFAER, HEH NET 25K,
- E2GBR#E

TRIEMHETHXRE Citrix Workspace [ B2 B R T B RF4HE B

RERE FriR bR =]
SfRE 1GB
FK 1GB

BERARLERRF, BERE Citrix Workspace M BiEF 2 pifE M RBIESHGSTIHE B A,
EREMRRESR:

1. BEEMREIER,

2. EMEUTAMAE:

£ 64 fUitEHH:
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Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix
qE

£ 32 it EAH:
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix

3. BIEFREEEMERT newinstallFlow H I HiIGE 7 “TRUE”,

[ Registry Editor - X
File Edit View Favorites Help
Compute\HKEY_LOCAL MACHINE\SOFTWARE\WOW6432Node\Citrix

VMuware, Inc. ~ | Name Type Data
Windows abj(Default) REG_SZ
v | WOW6432Node 2BnewlnstallFlow  REG_SZ True
Adobe
v | Citrix
AppProtection
AuthManager
CitrixCAB

CitrixEnterpriseBrowser
Dazzle
End User Devices
ICA Client
Install
InstallDetect
PluginPackages

v Receiver

fEREI<LTT:
I LRR AT HEA

Citrixworkspaceapp.exe /NewInstaller
<!--NeedCopy-->

ETRAPRENRE

A LB F5hi51T CitrixXWorkspaceApp.exe TEZF AR L EERT Windows B9 Citrix Workspace Rz 312
o

1. Bap CitrixWorkspaceApp.exe Xff,

Rp Wik Citrix Workspace ARFFIRHNAESRY, HEFTENEHREZNARER.
®

Preparing your device for workspace
installation...

RENEAMNE, BEIINER Citrix Workspace REREFERE,
2. Bk, HEPEHI Citrix YFE i TIE,

3. FEFHES “Citrix A" FHak8REE, Citrix Workspace MR IR ELEIHTTHMINTE R
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@ Citrix Workspace =

Preparing your device for workspace
installation..,

Installing Prerequisites...

BE:

EL2MBEATF Windows 89 Citrix Workspace REFRERFAFRET, BRLEEERARERERMN
&SR App Protection, 82, EBRFUBLIRRERFEEHCTATREEXLEINEE. BXHLT
EBFAER, BSHUTEE:

s BRER
« App Protection

LU Podio RERMA X IINEEN R IR

=+ EDT BHithiY

B 2309 kA, IhREER AT PR,

B EDT BRI HFSMEE M, LEINEEIEIR T BRI AKX A F K58,
THREER VDA R4 2308 BSR4,

BINERT, I FREARS.

ERA EDT BHiESs, BEEEU T IMEREHEMBITEN.

mEiEATF Windows 8 Citrix Workspace R RTER:

o JEMED:HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\Engine\Configuration\Advan
« {E&#: EdtUnreliableAllowed

o {H£8: REG_SZ

o EHUE: 1
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#include-single-sign-on
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#start-app-protection
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W FZ=iE VDA:

o MR HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\Audio
« {E&FR: EdtUnreliableAllowed

o {353 DWORD

o EHE: 1

xFI{Fuh VDA,

o EMERI: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Audio
« {EZ#: EdtUnreliableAllowed

« {EZ:5: DWORD

o EHE: 1

BILUBIE Podio RERHA X IINEEM R IR,

EATF WebEX i&HHNE F ik AiZFE1E

B 2303 fR4NES, UEINBETER AT AR IR 1,

B 2303 R4S, ZRFTH. REMBEH WebEx #EitF, HAEBARS Zoom iEHiER. MABE/ KR EERA
LT Global App Configuration & &7 8EfERILLThAE:

{

"serviceURL":

{

"url": "https://storefront.acme.com:443"

"settings":

{

"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,

"appSettings":

{

"windows":

[

"assignedTo":

[
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"AllUsersNoAuthentication"

1,
"category": "AutoUpdate",
"settings":
[
{
"name": "Auto Update plugins settings",
"value'":
[
{

"pluginId": "CO3BAE37-F3AC-4D63-8

BC1-3C9CD2BC9E8D",
"pluginName": "WebEx VDI
AutoUpgrade Plugin",
"pluginSettings":
{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",

"detectRule": "UpgradeCode: {

AA2AACDC-D30B-433F-A602-3E25975010A6 }

n
)

"isBlocking": false,
"isFTU": false,

"maximumAllowedVersion":

3.1.0.24263",

"minimumAllowedVersion": "0.0.0
n 5
"stream": "Current",
"upgradeToLatest": true
}
}
1
}
1,
"userOverride": false
}
]
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<!--NeedCopy-->

BJLUEIE Podio RERHA X IINEEMI R IR,

PRI B B E R R E
B 2209 hiAsite, thIhREER AT R P,

BT BALINRE, ERILIIEMTH LRIt SR E. BALIEERE, Citrix Workspace RARRFRBIERBERT
B EENRE. BoISEE, SERIAET.

f, Cibrim Werkapule 1 L

Deskiops

AR

citrix a

B o™ & amBES™MmE T D

BJLUEEA Podio &AM AT SR,

Zsith App Protection

B 2210 hiAsiEe, thIhREER AT R P,

App Protection 121 MR 2%, FIPRINNEFAEZRBICRE. KREIMETEREEENEE. B, App
Protection IhgE{Et 3t Workspace &igiR . f5Bh4sith App Protection, App Protection ThaEl B2l s RS
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https://podio.com/citrix/capworkspaces/apps/client-app-management-for-webex-plug-in/items/new
https://podio.com/webforms/27851912/2178465
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W AR, BIEMATF Windows B Citrix Workspace R F#2R 2210 i, App Protection AT A% Windows
B LAY BRER.

BILUEEALE Podio &AM A TSR,

%#5@ER Web #1 SaaS M ARRFAILEEESER (SSO) 43

B 2204.1 kA, thInsEERATRARF IR H,

FRE=AEHRMER (IdP) i, ILIhEERIL T RS Web M EBIEFEHM SaasS MAERFM SSO BB, 138 SSO &
WA SRER A0S, T©ERTE IdP 5 EE Citrix Secure Private Access LU&E SSO #93& HI M %
&M, SXAURERF AR, siR2EMAER [P 3¢ Citrix Workspace MARRZFMEERBHEE Web 5
SaaS M AREF#ITE RN,

AILUERALL Podio &I AR TR AR,

FATMIRE EX L AR (GA)

AR5 ThRE ERX & hRZs

ME T Virtual Apps and Desktops BIZEh{RLE 2309
k8 Citrix Workspace N Bi2FH a4k Bitk! 2309

RAGERMFRAM

October 31, 2023

2K
BHFER

« &1 2 GB RAM,

o TRIEMHTEXRE Citrix Workspace [ BiEFFr IR T EHIFHAE R

TLRLR PRt == ]
EX ik 1GB
FH& 1GB
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AR
- REBFNEREERECENHETERITNE,
- NMRERERFIZEIEFRENEEBTERE, WARERZIEFE, MEE CTXInstall\\
_TrolleyExpress—\x.log FiEFHEIZHEE

MHER

+ Microsoft Edge WebView2 Runtime iz 117 siE S R4S
« .NET Framework 4.8 #1.NET Desktop Runtime 6.0.20
« B¥hRAAIMicrosoft Visual C++ Redistributable

Microsoft Edge WebView2 E3k

« Citrix Workspace M %2 5 Evergreen Bootstrapper k489 Microsoft Edge WebView2 Runtime
HEE—,

« Citrix Workspace N B2FRERF AT LUIERE Citrix Workspace M B2 2R % Microsoft Edge
WebView2 Runtime, 82, BRITIL RS, EnHuEES Internet, 34E, EATLITERE Citrix Workspace
R RIERF Z iR ESIEMBIM Microsoft Edge WebView2 Runtime Evergreen Standalone Installer
8,

o IGEMAMBRGRRLLT URL:

https://*.dl.delivery.mp.microsoft.com fER% Citrix Workspace i Bi2Fdi2h
T# Microsoft Edge WebView2 Runtime, EX¥4{= 8, &5 Microsoft Edge i = 7215515,

https://msedge.api.cdp.microsoft.com#z Microsoft Edge WebView2 Runtime &
#

Internet iz

WEMBIERGHELT URL:

y=r.
AR

HEERAFERIEEERNBRELR AL Citrix Workspace BEF, # B Microsoft Edge WebView2
Runtime FEEN, REBELEHETUTHER:

“DHLEBERENERT RREUTHEREE:

Edge Webview 2 Runtime”

NET £k
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https://developer.microsoft.com/zh-cn/microsoft-edge/webview2/
https://developer.microsoft.com/zh-cn/microsoft-edge/webview2/#download-section
https://learn.microsoft.com/zh-cn/deployedge/microsoft-edge-security-endpoints
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WEFN

« .NET Framework 4.8 #1 x86 fxZ<#9.NET Desktop Runtime 6.0.20, BME7E X64 R4, thhHiZst x86
kRS,

+ %7 Citrix Workspace M AZFLHIEHPRENET, BHEREL Internet &%,

o EEREN

"

*
YIEEAFERIEEEANERER A Citrix Workspace M RER , BRFHHRZE.NET Framework
4.8 #1.NET Desktop Runtime 6.0.20 B, RERFELM,

REFHE
.NET fgz& WMNAERE?
Citrix Workspace R B #EF 1904 XEShRAE 73% 1. Citrix Workspace MABEFRE.NET
Z NET Framework 4.8, B&7T.NET Framework 4.8 f1&#hk4<#I.NET Desktop

Frameworkspace 4.8 4k, Citrix Workspace i  Runtime 6.0 IR BAEFTE, HREREZRE,

2R 2309 HESIRAIFERTE X86 1 x64 R4GAHE  FE Internet iE#%, & HTERIFIA

A x86 hrZ#.NET Desktop Runtime 6.0, downloadplugins.citrix.comis URL,
Bk 20 SHFEE Internet EENILE, BEEALHE
BFETHIE TH Citrix Workspace MRZFHIBR
TRIERF, Lo, EERRAIUEREESZE (Fim
SCCM) R&EXLER,
ik 31 1ERE Citrix Workspace R EFZ I, &
EEAUSFIM Microsoft hsaziE NET
Framework 4.8 #1 .NET Desktop Runtime 6.0,
BT HRMRAH.NET Desktop Runtime 6.0
(6.0.20 HEFhRA) -

Microsoft Visual C++ Redistributable Z:x

Citrix Workspace N Bi2F EER#hk4<# Microsoft Visual C++ Redistributable,
pE =
Citrix B EER KR AH Microsoft Visual C++ Redistributable, &, ARSEHAEESHMERS
iR

BHiRZ 1904 &2, Microsoft Visual C++ Redistributable %22k Citrix Workspace M BIEF L EEF1T &,
Citrix Workspace L AREFREIER, REEFSNERFFEEEE Microsoft Visual C++ Redistributable

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 102
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EFE, HFEXENHBITRE,
AR

NRIEHNRGEHRETE Microsoft Visual C++ AIBEITAMNE, ERIFEERNERE Citrix Workspace [z
FREFARER KK,

DEBIEREESLE Microsoft Visual C++ Redistributable 21,

A% .NET Framework g Microsoft Visual C++ Redistributable Zitin|@pkbEHEb:, &5 Citrix FiR0X
= CTX250044,

EREK
EEAR S B IR

nREFFH Citrix Workspace i AiEF LI, EERAThEEATEME R LaunchDarkly 8% =75 7E Citrix
Workspace ZA#ZFHaIS2EAZRMIINGE, BIEZINEE XA Lt.

FHREMEMEENTRALHE LaunchDarkly BiRE, BHEEE T HIEHIEREMHAERRIEN RN EX
MIERT, EIRERKERBIFE URL = IP sttt AE#HE LaunchDarkly #9mE.

AILUEAEEEILLT URL BURE:

+ events.launchdarkly.com

+ stream.launchdarkly.com

e clientstream.launchdarkly.com
e Firehose.launchdarkly.com

« mobile.launchdarkly.com

MBHAEAFFIRDFILE IP #oat, 35205 LaunchDarkly public IP list (LaunchDarkly 28 IP 5I&) , FKEXY
HIFTE P #ABEERMSIR. AIUERALSIREK T HRENHAIBEEER T BohEH, WESEMEMERFRE—H. X
ERZEMTERREIFEES, B2 LaunchDarkly Status B,

LaunchDarkly £4:Exk
NREE Citrix ADC LU TRSMIRMIBERENX, BRIV AEFETERS U TRSERS:

« LaunchDarkly g%
+ APNs fiilfr28ARSS

/M LaunchDarkly fzs3
AL ERERERITR (GPO) %82 LaunchDarkly AR,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ BRi2F A RIS R EERIER
2. HIHENEET AT, BEEEER > Citrix £ > Citrix Workspace > &%,
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https://support.citrix.com/article/CTX250044
https://app.launchdarkly.com/api/v2/public-ip-list
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3. ERRIEME=HREMIERIRITEHIREN “BRA".
4. BENRAMMBE,

] m|

BXFFRHANGES, HSEEA Citrix BE%0.

REMTIE

Citrix Workspace [ 2 5 L aiFi B = % #589 Citrix Virtual Apps and Desktops. Citrix DaaS (LL#EI#FH
Citrix Virtual Apps and Desktops &%) #1 Citrix Gateway hRAFE, XLEhRATE Citrix 7= @4 AT = T

+ Citrix Gateway End-Point Analysis Plug-in (EPA) #£ Citrix Workspace £ #, #E4<# Citrix
Workspace R RB#EFH, XEER nFactor BHIERA2XiF. BXFAES, E21 Citrix ADC X
HARBRTRS P IRIER 5 S 17381 EPA 1358ECE /9 nFactor SHEIEHM— AR,

« [RYFFIXIET Microsoft MERMZIFRY B FHET, A X#F7E Windows =% Citrix Workspace [z
RERF.

« Windows ARM64 #&ERFRIE(HE SRR T #HEMATF Windows 89 Citrix Workspace R 2R

« —B Windows 10 fRAZEMRS L IERE, ZRABEFRBEH Microsoft I#HRS HLZ#F. Citrix ¥
EHHEAZSNRERAPBITHRME. Bx Windows 10 £RRSWER, EEH Microsoft &
Windows 4@ B #AEE RN 28,

iEATF Windows & Citrix Workspace R AEF ST Windows #2ERARE:

1RIFRS

Windows 11

Windows 10 Enterprise (32 {iifll 64 fikiiA) . HX%AH Windows 10 kiAB#MES, ESH Windows
10 5:&ATF Windows #9 Citrix Workspace MBEFRIES .

Windows 10 Enterprise (2016 LTSB 1607. LTSC 2019)
Windows 10 (Home Edition*. Pro)

Windows Server 2022

Windows Server 2019

Windows Server 2016

* AR EESHIEIE. Desktop Lock. FastConnect API LIREEMANEA Windows i+ EHMEE,
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Windows 10 5§ 11 58 F Windows £ Citrix Workspace S BREFHNFES L

T&RFIET Windows 10 lRZES UAERT Windows #9 Citrix Workspace [ B2 F AR A RS,

Windows 10 hkZ&sS

22H2
21H2
21H1
20H2
2004
1909
1903
1809
1803

} =

AR

REBHRZA S

19045

19044

19043.928
19042.508
19041.113
18363.418
18362.116
17763.107
17134.376

Citrix Workspace [ 2Rk

2206 RE=RAE
2112.1 X Eishias
2106 REBRA
2012 REBRA
2006.1 REBRA
1911 REShRA
1909 & ESha
1812 REShA
1808 RE =4

Windows 10 kA 52 K# Citrix Workspace [ FRIZFhi AR, 190, Windows 10 kitzs 21H1 5 2106

ZHTBRRA AR RS

T&RFET Windows 11 iiaS URERTF Windows 89 Citrix Workspace M R2FHEN #E B RS,

Windows 11 k&S

22H2
21H2

LRMEE

October 31,2023

REBRRZAS

22621
22000

Citrix Workspace [z FBiEFRRZA

2209 REERAE
2109.1 R EShia

AIM Citrix W TFHTERZARN THIE (GIRE) TF Citrix Workspace MBER.

AUBEUTARRERHG .

« BETEF Windows R EXRERFo

HE
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s FABSITRAERATEEFXHE. REGSHNTEEY, EXFEAHSITRERE Citrix Workspace A
BFHNER, BEREAGTSH

AE:
RIIEREEREMBNENRAER, MAFERISFFETR,
FEREERMNIFEERNRHITRE:

BPMEEREA URE Citrix Workspace AR, NYRBEESHIIE. 2aEF. App Protection 1 Citrix
Ready Workspace Hub 5T Windows #J Citrix Workspace R AREFE & ERAN A EEEE RN,

TRERT UEERAFAF F1HRE Citrix Workspace M AEFRES:

REXHRX REKRR

i
fr
pal

EATF 64 fii: C:\Program Files H&i%Hit#
(x86)\Citrix\ICA Client, EBTF

32 fi: C:\Program

Files\Citrix\ICA Client

BF %USERPROFILE%\AppData\LocatsEErigdEA
Client

P

o

BRI B ERFLEM Citrix Workspace WBIZFRISEAI, HERINHEELRE,

RBFEEM%E Citrix Workspace M ABiEFHN &<

£ CleanInstall #<LERZAHBENMERRES, FIMXHEINEIMRE, AESHTENMREM Citrix
Workspace 2R

fBign:
CitrixWorkspaceApp.exe /CleanInstall
<!--NeedCopy-->

ETRAFRARENRE

AILUBE FENIETT CitrixWorkspaceApp. exe RERFENRLEEHATF Windows i Citrix Workspace A
2o

1. BEpCitrixWorkspaceApp.exe X#HBETER,
2. FERFHES EULA, AGdMERE,
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3. HEBEERNRNEMANENITEN L#ITREN, SHHE—TMREAEWNEER. BXFMER, BESREE
BHHIIE,

4. FREERNRETREN, MREEELESILABA App Protection ThaE, EEHPREEEE App
Protection 5 i%iE,

5. BEBET Windows WLEREFTRETE,

@ citrix Workspace X

Welcome to Citrix Workspace

Citrix Workspace app installs software that allows access to
virtual applications that your organization provides,
including software that allows access to the applications
that use your browser.

Workspace - Allow applications access to your webcam and
microphone.
- Allow applications to use your location.
- Allow access to local applications authorized by your
company.
- Save your credential to sign in automatically.

Click Start to set up and install Citrix Workspace app on
your computer.

citrnix

Star_t Cancel

g

& Windows MRS

1. S#1% Microsoft RZ RS,
2. 2% Citrix Workspace.
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3 : | Citrix Workspa pe po

(R

Home

asi

Apps

, G

Gaming

&

Movies & TV

Citrix Workspace

Citrix
009 et
Library
Help

1. #& Get (FXEY), Citrix Workspace M BEFB R,

FILUBSIEE FRIM G SITIETRBE X Citrix Workspace 2R RERF. REEBFOBERHNRERFZAE
BEIAGIGNE R, TERERSEEFXMH. BRHEURBHZ TN AREFEERNIEIYE R,

Z#H Windows &$17%%E Citrix Workspace RARER, ERHGIRTNHE—THEAUTRE:

ARANRERSHELENT:

CitrixWorkspaceApp.exe [commands] [properties]
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mATBHIIR

BRABPDRWT:

« ERASH

o BTSN

o RESY

« HDX T18E2 %K

o BETMAR RIS
o BHIIESH

HRSH
g iRE
?2 8 help FIHFrEREGSHE 4.
/silent EREI P REARENEEMIETR.
noreboot ELRESEFRIEERENBIRT. BIEEBTRENE

HIRREY, FEEREH USBgE&TAiR5. RE7%E
BEfBhg&EA2HE USB &%,

forceinstall HERZPREN Citrix Workspace M REFHEMA
NEREHFZEN, WHXIEEER: MR
Citrix Workspace M RBEFRAFARIUR R ER K
KIGEY, FEFERALFX,

AR

forceinstall FFX2 rcu FxMEHE, rcu FXxBhZA 1909 EBEFH. EXFEHAEE, BESHAFR.

EEIEL S
o ME] A SR

« ®5%: AutoUpdateCheck
o 5BA: Ik@ <35 Citrix Workspace M BZF1EE Al A BB # TN,

TERARENE:
AutoUpdateCheck s#%{& BieA 5l
Bah (BRANEE) AABEETHENRNAEZLZHE CitrixWorkspaceApp.exe

Ao AutoUpdateCheck=auto,
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AutoUpdateCheck &<1& BB 5l
ES) BUHEHNASZAsEEAHE  CitrixWorkspaceApp.exe
Mo FoneEEH, AutoUpdateCheck=
manual
EZH 2 HBEH. CitrixWorkspaceApp.exe
AutoUpdateCheck=
disabled,
AR

AutoUpdateCheck A ESH#, KL EF A E AutoUpdateStream. DeferUpdateCount.
AURolloutPriority EEMEE,

EREBHAIARE

« @a¥AutoUpdateStream
B - MREEEABEEMR, WaLUAREEHIARAE, EXFEMAEE, ESREGEHERR,

TEZFIRERE:
AutoUpdateStream &3 41& e AN
LTSR N BshEH KRS R4 2R CitrixWorkspaceApp.exe
#o AutoUpdateStream=LTSR.
EE] B sh B B RHhkas#y Citrix CitrixWorkspaceApp.exe
Workspace [z R12F. AutoUpdateStream=
Current
R EFEA

« 8% DeferUpdateCount
o HEA: {EREHAANT UHRBAAE. BXFAER, E5R Citrix Workspace B

TERARENE:
DeferUpdateCount &:<1& BiER 5l
-1 (BHAE) AR ER B CitrixWorkspaceApp.exe

DeferUpdateCount=-1
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DeferUpdateCount &:$1& BB 5l

0 BTN TTAERERE (0
WE—&iEM. FTHEREEEXIL
BEHES.

- AR nORER], LUSiREEIRIE

— a0,
I)ﬁ\_‘LEIL/—.ﬁ n /9-'\0

CitrixWorkspaceApp.exe
DeferUpdateCount=0

EEEMETF “n” CitrixWorkspaceApp.exe

DeferUpdateCount=<n>

AR

B & A F Windows 8 Citrix Workspace K7 B #2 # kit 45 2207 &2, B &) E # I 8 B 8 Ll 2,
DeferUpdatCount S FEMH.

B MTR

« @%: AURolloutPriority
o BB HMRAMRARFAIARN, Citrix RTERERMHREEER. GRS, ErLUEHITER ARG
M- B &) BT LA IR EE #o

TEZFRENE:

AURolloutPriority #5<1&

iR

Tl

Bz FRIARE)

%7z Citrix BEEBI3 T A HARUR

CitrixWorkspaceApp.exe

FIEH, AURolloutPriority=
Auto
PS ERER T AR AR UL R . CitrixWorkspaceApp.exe
AURolloutPriority=
Fast
F EBERASHRE P EINERINEIERH, CitrixWorkspaceApp.exe
AURolloutPriority=
Medium
2 IERBER T B RS SR AT UL R B HT, CitrixWorkspaceApp.exe
AURolloutPriority=
Slow
FHERE S
=L
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» #7<: ALLOWADDSTORE

o REA: AFERIBIEENSHEENABE (HTTP 3 https).

TERATHENE:

ALLOWADDSTORE #:<1& 15t8A Al

S (BiAE) RAFERNIMERENARE  CitrixWorkspaceApp.exe
(ER HTTPS B2E). ALLOWADDSTORE=S

A AEFERMAMFR M AEE CitrixWorkspaceApp.exe
(HTTPS) fnir &N A/EE ALLOWADDSTORE=A
(HTTP), g Citrix Workspace
N AREFERIRAFREN, WRE
Ao

N ARAFBPFNSEMEESHNE  CitrixWorkspaceApp.exe

s

ALLOWADDSTORE=N

R BB EREREES

o 7% ALLOWSAVEPWD

o W AWEERURENLABEERE. WSBGERTEA Citrix Workspace R HiYHIR A RIS,

TEZERAEMNE:
ALLOWSAVEPWD <& e il
-S (BUAE) NAFFREFEENABENEL CitrixWorkspaceApp.exe
(ER HTTPS E&28), ALLOWSAVEPWD=S
N RRFRIFE. CitrixWorkspaceApp.exe
ALLOWSAVEPWD=N
A AFRERLNABEE (HTTPS) CitrixWorkspaceApp.exe

MIFRLMAREE (HTTP) MEE,

ALLOWSAVEPWD=A

ERGLITREEENAREENRA

Ei57%E StoreFront A& E URL, BT TIRE:

CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR

App Store
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<!--NeedCopy-->

Zi5E Citrix Gatewaya A& E URL, BHRITUTIRE:

CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.com#
Storename;On;Store
<!--NeedCopy-->

Hrh, Storename 5 -EERENNARENRIT.
AR
 EZNABEIRETR, RA— Citrix Gateway WAEE URL BBE, HAZEEXFEFIREUHIH
(2% STOREO),

o FALLFERER Citrix Gateway RZARE URL A5/ Citrix Gateway B9 PNA Services ifisi,
+ 18% Citrix Gateway RA®EE URL BY, REE “Discovery” 244,

EEEZSTMNVABE, BHITHUTRE:

CitrixWorkspaceApp.exe STOREO= NetScaler Storej;https://ag.mycompany.
com#Storename;0On;NetScaler Store

STORE1="StoreFront Store;https://testserver.net/Citrix/MyBackupStore/
discovery;on; StoreFrontStore

<!--NeedCopy—-->

AR

o BEMENABE URL E3E discovery UIIRITEES KB IRIE,
+ Citrix Gateway ZAE URL B R EEEBEMNMAREE URL FIRPHE—ITEE,

TESH
B App Protection

« @ startAppProtection
o HiEA: BERHIEFIHZRBCIRNFEHRTRRETIMNEES, Bh App Protection AHHiRHILRNE
2,
o =ffl: CitrixWorkspaceApp.exe startAppProtection
BXIEMER, EBE App Protection,
AR
startAppProtection %2 includeAppProtection FxMEif, includeAppProtection
FRBA 2212 EEFH. BXFEAER, BSRFH.
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Hepg Citrix BRATUR B3 28 Z S

o« #8%: InstallEmbeddedBrowser
o 5BA: HEBR Citrix SRV 28 BT
o f5l: BT InstallEmbeddedBrowser=N FFx LHEERERN TN 5 22 THAE,

IIELUTER T 7 BekBR Citrix BRNTUNI S 28 IS0 14
o DHRE
o MFEBE Citrix BRATUX 53288 Z# HI X BIRR A #H1TH R0

SnRER Citrix Workspace MARFhRAEE Citrix SRR KR Z#EIX 4, HEGEEARIIRA 2002, Wik
AR 8 —#HFIX S TEARARE B EhEHR.

o &% INSTALLDIR
o ¥BA: 5 Citrix Workspace M ARFRENBEXNREB R, BIAKZEA C:\Program Files)\
Citrixe

o mffl: CitrixWorkspaceApp.exe INSTALLDIR=C:\custom path\Citrix.
AR

Program Files XX+ KZRER SR, MREMEM Program Files WIMIBEX K, EHRIZX A
BIEHBINRH AR BRI

RE—IRSMFEAMN

« #%: ADDLOCAL
* WBA: $EF ADDLOCAL %% Citrix Workspace AREFH— 1S MEEAMY. ERALLEN, MRREMF
FELA M, Citrix Workspace RARFERINREMEHRAN

AR

BTN EREBERE Citrix Workspace 2RI EASE A HAT 7 ADDLOCAL §, BINERT,
WNRAKIEELE ADDLOCAL B, MITEZ % Citrix Workspace R B2 BT R &I E A,

TRYIET ADDLOCAL 2RI M

ADDLOCAL JEm&RIm HHERFR 154

ReceiverInside Receiver R BEBREHEHIRHEIEX SDK AR
£

ICA_Client HDX 3| AR TR ICA XHRSIER
g,

BCR_Client BCR &P i BTFLEXNSNAREEBMELT.
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ADDLOCAL sFfzR1mm TR BiEA

UsB USB &P BTaE USB EE[AELE,

DesktopViewer Desktop Viewer &P i EKEN AP REESR,

AM AuthManager BRI EIRES - IANA P
Citrix Workspace Rz 2~

SSON SSON BRBEREN - SRERER.

SELFSERVICE BHEARS iEAT Citrix Workspace ByiE#,
BFANEL.

WebHelper Web #BEhi2F FTF&x%288 544 Workspace
R AR M A BiE .

WorkspaceHub Win Docker RE—MTBAFPNIER. UEX
ZANHITHEERT B 2R
Fifo

CitrixEnterpriseBrowser 28 A¥rAFTE Citrix Workspace Rz

BRFHRUR LA RITH Web
5 SaaS M AEFRIAHLN KR,

B0, ERUTESS, SR URESSPRIIRAN:

CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,ICA_Client,BCR_Client,
USB,DesktopViewer,AM,SSON,SelfService,WebHelper,WorkspaceHub,
CitrixEnterpriseBrowser

<!--NeedCopy-->

AR

BRRZS 2212 2, BRARE App Protection 58k, Hitk, AppProtection AEE ADDLOCAL MBERGE,

%% Citrix Casting

« @5%: IncludeCitrixCasting
- WA EREIEPRE Citrix Casting,

B % Citrix Casting B¥4E S, 35517 Citrix Casting,

HDX 185k

RENEAARBEEM
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o % ALLOW_BIDIRCONTENTREDIRECTION
s W IETRREERFPIRSENZEBATNEARBEER. EXFMAESE, H2i Citrix Virtual Apps and
Desktops S AHRRIIN E A A E E M SIS E 357

TEZATENE:

ALLOW_BIDIRCONTENTREDIRECTION

wmeE BieA il
0 (BAE) BTIWAAREERARTFEARS, CitrixWorkspaceApp.exe

ALLOW_BIDIRCONTENTREDIRECTION
=0
1 BTIWAABREERALFBARS, CitrixWorkspaceApp.exe

ALLOW_BIDIRCONTENTREDIRECTION
=1

KB BIERFIIR

o % FORCE_LAA

 JiBA: #57R Citrix Workspace AR FHE R in AN AREFIHAGHRE. BEAEERINRRE
Workspace MBERF, LUELAHEEBIET. BXFMESR, BB “Citrix Virtual Apps and Desktops”
XA A FARZ 1R

TEEAAENE:
FORCE_LAA tr <& iRA ANl
0 (BXIAE) IR RRERMNBEFIFNAS, CitrixWorkspaceApp.exe
FORCE_LAA =0
1 IERREFPIFEAMNABERFIFR  CitrixWorkspaceApp.exe

B, FORCE_LAA =1

AP E LIRE URL EEMINEE

o <. ALLOW_CLIENTHOSTEDAPPSURL
s HiEA: EAFEELEEA URL EE@INEE. BXFMESR, ESH “Citrix Virtual Apps and Desktops” X
YA R FR 2 1 1Al

TEZATHENE:
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ALLOW_CLIENTHOSTEDAPPSURL

e PR 5l
0 (BIAE) ERAPIEE 2R URL EEMAL) CitrixWorkspaceApp.exe

ab
BEo

ALLOW_CLIENTHOSTEDAPPSURL

=0
1 AP KEELER URLEE@A CitrixWorkspaceApp.exe
Ao
ALLOW_CLIENTHOSTEDAPPSURL
=1
BRI E R

» #7%: LEGACYFTAICONS

o YA BEELESHFERTSITWNNBREREE X3RN XK XIS 4 HET.

TEZATHENE:

LEGACYFTAICONS &<1{& iR

Tl

False (BRIAfE) ERSITHANNBREFEA XL
BIXERBI X B ET. RE
7 false BY, BIERFHNEER
HISERE BRSO E R — 1 E
o BRIFRAERBIEIRR /R
BN P72 Fr BT S RY3E R EAT
Ao

FEREITRANNBEFEEXH
RER BRI S B BT

True

CitrixWorkspaceApp.exe
LEGACYFTAICONS=False

CitrixWorkspaceApp.exe
LEGACYFTAICONS=True

BRI AR RESH

£ “FFIR” RBEMSE LIEERESXNER
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meE BiEA BEREWR il
CitrixWorkspaceApg 5 “FFia” &R RIAMERT, LARFE ERRESAREEHE
.exe EEFRANER. TEFE > FRERER T, > FhEiERF >
STARTMENUDIR AILTE Programs X  Workspace T, BiEE
JeFhIETE REE A AR YT STARTMENUDIR=
e Workspace,
CitrixWorkspaceApp EEREREARNER, FLUSEREARNNEN ERESXKEERE
.exe DESKTOPDIR i SEN > FiatEr >
Workspace T, EEE
DESKTOPDIR=
Workspace,

AR

A DESKTOPDIR 31T, 5% PutShortcutsOnDesktop IMig&&A True,

EHIYS B B ARSS B9 IR PR

» @3 SELFSERVICEMODE

 BA: $EHINT EBIBRSS Citrix Workspace Rz 2R A P R EAiAIE.

TEZATRENE:

SELFSERVICEMODE & <1& BiEA

Tl

True ETAPERIARBEMRSAFSR  CitrixWorkspaceApp.exe
Ho SELFSERVICEMODE=True
False ETAPTRAREBRSEAR  CitrixWorkspaceApp.exe
Ho SELFSERVICEMODE=False
EHIEIETEE

o #%: ENABLEPRELAUNCH

« AR ERRETR. BXFAER, BEBRNAEFEE,

TEZAHENE:
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ENABLEPRELAUNCH @< &

iR

Tl

True

False

ETn=IETR LT BRRARE.

ETRRIETRB L TREBRTS.

CitrixWorkspaceApp.exe
ENABLEPRELAUNCH=True

CitrixWorkspaceApp.exe
ENABLEPRELAUNCH=False

PR “HREES I A “EINEE B

« @%: DisableSetting

o HRA: RERESXNEMEEEN, FEFESAEERRTET. AXFRERS, BEHE "SHEEm” &

PR EIRE.
TEZATRENE:

DisableSetting ®%&

iR

il

0 (BXAE) £ ‘BREER RPETHRIEAR  CitrixWorkspaceApp.exe
MEFERHED, DisableSetting=0

1 E “BREETN” RPEREFME CitrixWorkspaceApp.exe
37U DisableSetting=1

2 E “BREEM” RPERRES CitrixWorkspaceApp.exe
AL, DisableSetting=2

3 £ “EREEN RPREREAR  CitrixWorkspaceApp.exe
MEFEREHED, DisableSetting=3

BREFAERSEITR

o &% EnableCEIP

« WHE: IBRES5EFFREEIR (CEIP), BX¥MER, B2 CEIP,

TEZFRENE:

EnableCEIP #5418

WA

Tl

True (BRIARE)

False

BEEMA Citrix R ERETR
(CEIP)

IR Citrix FFARETR

CitrixWorkspaceApp.exe
EnableCEIP=True

CitrixWorkspaceApp.exe
EnableCEIP=False
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B AlwaysOn Rz

e #%: EnableTracing
o %BA: =) AlwaysOn ERERINAE,

TERATENE:

EnableTracing &s%1&

WiBA

BNl

True (BHUNRE)

False

BB AlwaysOn EREZINEE,

2/ AlwaysOn [RIRTHAE,

CitrixWorkspaceApp.exe

EnableTracing=true

CitrixWorkspaceApp.exe

EnableTracing=false

EEAKIRGIAFIRERN R

REFRBTRENSIHENSTRMERE

<% CLIENT_NAME

WER: IEEIRSEARINSIAFIZEINEFR,
<ClientName> - 8RS} LARINF AP ISENE T, BIABFA %COMPUTERNAME.,
Rff: CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

» #7<: ENABLE_DYNAMIC_CLIENT_NAME
o BiBA: ATEFRBMSHENBIER. EXOTENRTE, EREIMBSEZESL.

TEZATRENE:

ENABLE_DYNAMIC_CLIENT_NAME

e PR 5l
= BNgE) AFEFIHZIRSIHENZIERE. CitrixWorkspaceApp.exe

iy

RTAUEPIHAIFSITENZITE
E, 7 CLIENT_NAME EBMisE
_/|\{Eo

ENABLE_DYNAMIC_CLIENT_NAME
=Yes

CitrixWorkspaceApp.exe

ENABLE_DYNAMIC_CLIENT_NAME

=No
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BHEIESE
BRERERER

o % /includeSSON

o I EREUBERBMRE, 18R Citrix Workspace M B2FH Single Sign-On AR, GXI1F4E
B, BEREEES I,

o f5l: CitrixWorkspaceApp.exe /includeSSON

PED=W

includeSSON S22 =% Citrix Workspace M AER.

BRERER

+ <. ENABLE_SSON
« 35B3: Citrix Workspace WAB#EFi@id /includeSSON e RENBHBEER. BXFMAEER, 523

BB %I,
TEEFTRERE:
ENABLE_SSON #:41& BiBA il
2 BNeBE) ETERRARERER. CitrixWorkspaceApp.exe
ENABLE_SSON=Yes
& BTRERERLTERRS. CitrixWorkspaceApp.exe

ENABLE_SSON=No

#n# Citrix Workspace B2
ERETF Windows MEEHIZEFEE

AT MIERIE RSP EIEIZEA T Windows B Citrix Workspace M B12F. B X#AE S, BEBRHEER T Windows
#9 Citrix Workspace M FR2F 2857

AE

7£ Citrix Workspace M RiEF R E, E=UE—5E# Citrix HDX RTME S+ @1 R, BEHRTEAE
iZIE=7

ERGITRE#THE
AIAMEBLTTRAN L T < E% Citrix Workspace AR :

CitrixWorkspaceApp.exe uninstall
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<!--NeedCopy-->

st F TR EE Citrix Workspace RBERE, EBTUTHX:

CitrixWorkspaceApp.exe /silent uninstall
<!--NeedCopy-->

AR

Citrix Workspace M AREFRERFAEHS GPO AXaUEMERI, FREHHESFEXLETMRT, MR
AMEEEE, BER gpedi t EFoEFEEMFR,

HEHEER
IR

s BXRREBEFEXNEIRNE, &S5 MsiExec.exe and InstMsi.exe error messages (MsiExec.exe #
InstMsi.exe #IZHEE),
o BXAFHEXRIEIRMN, E2H System error codes (RFHEIRAHE),

ZEEFATMNE

RINERT, REEFASUTUTIE:

REHENMHE REEFE
BEER BEAT 64 fii: C:\Program Files #&i%5ig#%
(x86)\Citrix\Logs, i&RTF 32 fii:
C:\Program Files\Citrix\ICA
Client
RBF %USERPROFILE%\AppData\LocakiGiFriziEogs
HPEHERR
IR

s BXREBEFEXNEIRNE, B2 MsiExec.exe and InstMsi.exe error messages (MsiExec.exe
InstMsi.exe $#iRER) o
o BXRASEXRMBIRA, BB System error codes (RFHEIRARD),
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REEFATMNE

MINBERT, REREFASUTUTIE:

REHEXMHK REEHE
BIER BEAT 64 fii: C:\Program Files 8&i%Higr#
(x86)\Citrix\Logs, &MTF 32 fii:
C:\Program Files\Citrix\ICA
Client
RF %USERPROFILE%\AppData\LocakEifrizgAEngs

=& Citrix Workspace M Bi1ZF
Z=E& Citrix Workspace M BIEFRHERIRINEE.
EE Citrix Workspace Ri2FH, UTHMERKESR:

« FAIBEEEMIKP N AREE.

o BBIRRSIEGRENNERER. EERFEMRDI,

o BBIIRSHEM IR LR KEK,

o BEHNXHFREFHNED.

. BAFAMKILE,

s BIENREREIMRIGE,

« JZAT Citrix Workspace R A#ERF#H Citrix Gateway ;RIS E.

MESTREmITU T o< UEE Citrix Workspace NB-ERE:

"C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe
" —-cleanUser
<!--NeedCopy-->

ERTERTEER, BERAUTHS:
"C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe
" /silent -cleanUser
<!--NeedCopy-->
AR
BESHPFERKRE U,
&= & Citrix Workspace M AREFAEZMUTARE:

+ Citrix Workspace N BREF Rt RE,
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o S8 ICA BiEI&E,
« Citrix Workspace [ BIZFHIASEREIYR (GPO) EEEIRECE,

BE

October 31,2023
AT L@ LT A% E8E Citrix Workspace R RTER:

« {E/ Active Directory /R fl /S sl 43k 2EZ A F Windows #9 Citrix Workspace M B2, B% Active
Directory M58, 1B5REMR Active Directory Fmflfizs,

« 1EBEENEATF Web #9 Workspace Z#i, EREiEATF Windows & Citrix Workspace R A#iEF. BXi¥
MER, BESREREHT Web 1 Workspace,

« R/ Microsoft System Center Configuration Manager 2012 R2 8B F #1443 % (ESD) TH. BXi¥4A
=5, 1E2RER System Center Configuration Manager 2012 R2,

« £ Microsoft Endpoint Manager (Intune), HxXi¥4{s 8, ST Microsoft Endpoint Manager
(Intune) &8 Citrix Workspace NMABEF.

5/ Active Directory Fl/=flfiizs

AILUfEA Active Directory BRI HIZAIRIBA L LEMERE Citrix Workspace M2, Citrix BiERZAmIER
BX.msi Xf. BXEHAENERES, 15205 Microsoft sz,

231 Active Directory B, BHRITIUTIERE:

1. AEMEAeE— AR (0U),
2. AENHEIEN OU fIB—MAKIEX R (GPO).

BX7E Azure Active Directory el OU MfE R, i&ESIRTE Azure Active Directory iR SHEE P OIRELR
fir (OU),

EEL (iR
RSN XTI PRIA TS HREIEMZ

o HEIHRHERE - IEEMNRASEETRIE, BMEREFE, HBWEHRLE, Fid, i&E DesiredVersion
= 3.3.0.XXXX LEHLEIEE MR ES, MNREEE T ETRES, FIi03.3.0, RRESKSEEEZAE
(3.3.0.1111. 3.3.0.7777 &) HEfIhRZ+8ITAC,

s MEEMB[HMEESR - KBHIEEES Citrix Workspace MAREFREREFRGENMELE, BRHME
BTN, HIFHEHEE “RE RRIGER “FIEAN

s HABAFIERER - EfTRASHNMERZ URMARHITEHIENMELZ, SURAPHAANHZEH
FEFIFREHE AR,
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¢ REBREEFBIITED - XEMIITETREEIREREF. BXMITEL, BERAERAGSTEH

fizs

Citrix Workspace MAREFREREFSIEATREMEZ Citrix Workspace R AEFHNEITEVNERHF 4R
. AN FIERTF Windows #9 Citrix Workspace M BEFH T TUE.

pEEit) TEE ZMiER

i8N CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

1A CheckAndDeployWorkspacePethisekAngRatavdypdarkspacePerUserLogo
.bat .bat

BARMBEMZ, FHITUTERE:

I AR ERERIa,

ERITEEERAFRE > % > Windows &8 > 7,
EARBERTRI GNEMNERD, ERER.

ERETRXN, BHENNMASEERROXHE, ARKHANIEE
ERMREP, BEAFM, ARERRNSELF RN R,

ok e

EHEEAT Windows 19 Citrix Workspace WAB1ER, BHITUTR?E:

1. FoicevEBItBENRFIg&ES RN OU f.
2. ENMRMARPREHER.
3. BIEMRENRHEREEEFMINEEPTIH,

ZipRiER T Windows #9 Citrix Workspace B2, BEHITUTRE:

1. FEEEMFREIAE P ig& SR EeIZR OU fo
2. EfRMAPREHER.
3. BIEMRENRHEREREEZFMINEEFRTIH,

fERERT Web 9 Workspace

EENERT Web # Workspace, ErILER Web Tim&id Xl 55281418 StoreFront M A E.
TEMN S BEREIN BREF 28, ERITUTERE:

1. REFRTF Windows 89 Citrix Workspace M BER.
2. MERTF Web 89 Workspace &% Citrix Workspace B2

MEREATF Web B9 Workspace #MEIRZEFRARRAE Citrix Workspace MABER, RAKETR—FRET. BT
EREGBNTHHREERT Windows 89 Citrix Workspace R B1ER.
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} =r

AR

AT Web 89 Workspace R3ziE F B FHBHAIKF 23,

MREAUTRE, WIRTRANRS 3L,

1.
2.
3.

¥ CitrixWorkspaceApp.exe FHEZit+ &N,

¥ CitrixWorkspaceApp.exe Ef& A CitrixWorkspaceAppWeb.exe,

EREMBES EZHEX—EmBNATHRITXMH. WREMR StoreFront, 555 StoreFront B EAED
EXHEE StoreFront,

£/ System Center Configuration Manager 2012 R2

AILUER Microsoft System Center Configuration Manager (SCCM) &8 Citrix Workspace M2

AL R4 @ SCCM 25 Citrix Workspace A2 :

> wnh e

®] SCCM EpEr7m Citrix Workspace g
NS &=

¥ Citrix Workspace [ FR2FEBEEIR 4L
PIBREES

B SCCM =pE 70 Citrix Workspace W RER

1.

¥ T#m Citrix Workspace M AigF L4245 Configuration Manager AR$5 28 R FE A0+
Bzh Configuration Manager =518,

%% Software Library (%{f%) > Application Management (B2 E1E), A%E% T Application
(WFAER) H#T Create Application (RIBZNEEER).
EEHE £ “Create Application” (BIBNABRERF) B,

7 General (E#) &i&t, #%#¥ Manually specify the application information (FapisENEE
FER), AEE2EE Next (FT—%).

72 General Information (E#ER) ERP, EENAEFEE, HIMEM. HES. RERZ.

7z Application Catalog (MAEFER) MSH, BEHMER, fim, B, NAREAEH. BFEIF,
RE%ETE Next (F—H),

AR

RAFRILEREELAMEERER,
7z Deployment Type (ZELH) Higth, & Add (Ri0) LUEEE Citrix Workspace [ FHIEFI&EE

EEHE 87 “Create Deployment Type” (BIEZPERE) @S,
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7. 7= General (£#) &F&H: &8 Windows Installer (*.msi <) HZEEE, %% Manually specify
the deployment type information (FpigEHBEXEER), AEEE Next (T—2),

8. 7= General Information (E#zE) EiRD: IETWBAREFMES (f0, Workspace ZE), AFH
#i Next (F—%),

9. 7 Content (RZA) ERH:

a) 1 Citrix Workspace MR REXHFITEMERR, a0 SCCM RS 23 £/ Tools,
b) BRERFIEEAUTIZ—:
o CitrixWorkspaceApp.exe /silent BTFRINBRRE,
o CitrixWorkspaceApp.exe /silent /includeSSON BFERIEE®E,
o CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false ATUIEEBIARS
#{ %2 Citrix Workspace R 2R
¢) 3 Uninstall program(£1Zi#2fF)5E CitrixWorkspaceApp.exe /silent /uninstall
(BFiEE SCCM ),

10. 7£ Detection Method (#:753%) F4&: %% Configure rules to detect the presence of this
deployment type (EiERTRINZEZEFEULIERBMNNN), ASEE Add Clause (RIIFA),
AT &R “Detection Rule” (FM#M) 3HEE,

+ % Setting Type (&B%E!) 18BN “File System” (XHF%).

« 7£ Specify the file or folder to detect the application (EEZE# NN AEFNXEHXHEF)
T, RELTED:

Type (%2Y) - fF FhReH, %42 File (1),

Path (8&#2) - %ProgramFiles(x86)%\Citrix\ICA Client\Receiver)\

XHHXHRZIR - receiver.exe

Property (Bf) - fE FhI&ES, %% Version (hik7)

Operator (ZHfT) - E FAKSEH, %1% Greater than or equalto (KAFHETF)

& - B AT Citrix Workspace B FRiZFHRRZAS

AR
iEATF Windows B9 Citrix Workspace W REFA K BIEALLMNAE,
11. 7£ User Experience (BF{FL) High, i&8:

+ Installation behavior (%#£177) - Install for system (BHELHRE)

+ Logonrequirement (BFREX) - HFERER

+ Installation program visibility (ZE2Fa0MH) - Normal (EEE)
g Next (F—%),

AR
BN/ ERE R BRI B R AHA I,

12. 7 Summary (BE) &%, WIIEBBXENRE. 8&T—%,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 127



iEATF Windows &9 Citrix Workspace T2

13.

LB 2 RARIE RS

£ Completion (5r) B8, FHEELE (Workspace #E) 3572 Deployment types (ZEZHRE) T
i,

14. #& Next (F—%), RE%E Close (ki)

AN &R R

1.

2.

3.

7z Configuration Manager i=fl & & 8 & Citrix Workspace M B 2%, #A/5i%£#F Distribute
Content (2&AH%A).

kBt &7 “Distribute Content” (D%K7A) B,

7z “Content Distribution” (R&92%) &g, #E Add (5i0) > Distribution Points (5545),
LB 2R “Add Distribution Points” (Fila%m) IHEE.

FEERMHEAEH SCCM fR58:, AERE OK (FE).

7z “Completion” (5EBk) EEF, BEREITEE.

4. BEHXHL

j% Citrix Workspace R 2 FEBE 2154 A

1.

£ Configuration Manager #z#lashA%EE Citrix Workspace MA#1ERF, AGi%#E Deploy (HE),

ItEEE 2R “Deploy Software” (BEBHE) @S

. EEREVAEFNES (JURREES, LAURHEFESR) FiEF Browse (H5%5), AR2E Next (T

—$)o

7z Deployment Settings (ZEi&E) H&S, 3§ Action (21F) ®REXR “Install” (%%), & Purpose
(A#&) &EX “Required” (4F) (BAEXTAB5RE). 2HT—F,

7z Scheduling Gt¥l) &, BEEBMEE EBBRMEHIITL.

7 User Experience (BF{&18) Bi&H, i&E User notifications (BF @) 175; % Commit

changes at deadline or during a maintenance window (requires restart) ({ER/GHAIRa4iPRT
EIRXEN (FEEHBH)), AGEE Next (T—%) LR “Deploy Software” (BEHH) AS.

7f Completion (5Em) EigH, BETHIHES.

ENEHEMRRIRE (NELRFRRENTFERIT).

frimmig#E b, Citrix Workspace M ARFERSFLHH Available Software (FIB#H) TER. RIBFIECE
BitRl, REFEMME. BUAILMRESESIEITHIREH#ITRE, REFKBE, RERSKRERGPOFER,
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ellfEba- =y

1.

B5h Configuration Manager {44, A58 & Assets and Compliance (= 5&#11%) > Overview
(#8) > Devices (1&8%&),

AiEE Device Collections (33&%£4) #Hi%#F Create Device Collection (BIEISEES),
It 8= Create Device Collection (8IEEEES) MS.
7 General (E#M) HEH, BNILEMN Name (2#), AEETE Browse (H%5) EFRRFEIES

XREIREEE, AIUZE SCCM gIENRINREESZ—
BETF—%,

7£ Membership Rules (RE&HHN) EEF, BHEATLIEIEEH Add Rule (FRinmn),
kA% 2% Create Direct Membership Rule (SIZEERREHHN) BF.

« 7£ Search for Resources (EHEF) TiKH, RIBELIEMNIREF LR Attribute name (B4 &
R), FHRHEMRMAELLERIEE,

BHET—H, 7£ “Select Resources” (£FRFR) BT, EREEEMIEESHN—HOHIEE.
7£ Completion () Ei&H, BETHINES.

BExRH,

. 7 “Membership rules” (FIRBHHN) EEF, BFIHHAM. 2E “Next” (F—H).

£ Completion (5Em) @RS, EETHRINEE. B Close (ki) LI5EA Create Device Collection
(BIBEEES) S

g EE S Device Collections (1&&5%4) H7d. 7 Deploy Software (ZE#) mSHRE
B, FgEESETFIREESHN—H59,

} =

AR

% MSIRESTARTMANAGERCONTROL E14i& &/ False B¢, £/ SCCM A& Citrix Workspace [ 12
A gk,
RIEFABIDH, EBTF Windows 89 Citrix Workspace M BRZFHAESBUILAMMRE, Ithsh, ZidrATaE
RfEBERIN.

£ Microsoft Endpoint Manager (Intune) 52 Citrix Workspace [ Bi2%

E7£ Microsoft Endpoint Manager (Intune) F&8& Citrix Workspace R A2 - 2541 Win 32 AR, ER
TR AE:

1.

IR
o AT EEREMENMAERXMGIXES, g0 C:\CitrixWorkspace_Executable,
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o HIHSUHFFRERN G R M SXHAT . intunewin XEH,FIIIC: \Intune_CitrixWorkspaceApp

o

+ Microsoft Win32 Content Prep Tool FRrERIX 3, g0 C:\Intune_WinAppTool., Ltk TAHE
B FERESH RN - intunewin B, &AM Microsoft-Win32-Content-Prep-Tool F#i#T
#I8,

2. BRREMENFMERXHERA intunewin XH#:

a) B SIRTN, ARG EEE Microsoft Win32 Content Prep Tool B9 XX # 3, 40 C:\
Intune_WinAppTool,.

b) &7 IntuneWinAppUtil.exe %,
C) ERATT, WAUTER:

o BEXfFE: C:\CitrixWorkspace_Executable

o RENXMH: CitrixWorkspaceApp.exe

o BHXHFE: C:\Intune_CitrixWorkspaceApp

Jintunewin XHEBIE,

3. B aRmal Microsoft Endpoint Manager (Intune):

a) #TFF Microsoft Endpoint Manager (Intune) %14 : https://endpoint.microsoft.com
/ ##home,

=W

LITIE<$ REETE https://endpoint.microsoft.com/##home EHiT, EHA LIS
https://portal.azure.com HRIMEEE,

b) g Apps (AREF) >Windows app (Windows [ F1ER), AEES +Add (+5M).

c) M Apptype (WEREFRZHEE) Thiylx$iEE Windows app (Win 32) (Windows AER (Win
32))

d) # App package file (WBEFEXH), #3 CitrixWorkspaceApp.intunewin X, fAG&EE
OK (#57E).

e) #i App information (ARRFER) HAESHARGE. B, HBNLHE, RELEE OK (HE).
f) 2 Program (i2F), WAUTER, ABRE OK (HBE):

o« REMS: CitrixWorkspaceApp.exe /silent
EH#FHm<: CitrixWorkspaceApp.exe /uninstall
s RETH: RA

M “Operating System Architecture” (RIERFAAERLEN) FIRFEINERE X64 1 x32, 121
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AARAAILAZ Win 1607 MESARAFIERIIRES,

h) 2% Detection rules ((&iU#LM), %+ Manually configure detection rules (FahECER M
) X Rules format (FE=R), AE%EE OK (HEE).

i) BE Add (7o), EEFEN Rule type (MR, REHETE OK (HBE).

« 312 Rule type (MNIZAY) » File (Xf4), MEZRTTLE C:\Program Files (x86)\
Citrix\ICA Client\wfica32.exe (Rfil).

+ % Rule type MIMIZE) ;y Registry CEft), &5 A\ HKEY_CURRENT _USER\Software
\Citrix £/ Path (B&1%), %A Key exists GEi&xmi7z7E) 1/ Detection method (i
MFTE)

j) #iE Return codes (REMLE), MERINEERBEEEN, REEE OK (BE).
k) & Add (&) BRARFEARME Intune #,
4. WBIFERER TN
a) #F Home (X%) >Apps (ZFE%EF) >Windows,
b) ## Device install status (8ELERE).

RERSERLTET Citrix Workspace M ARG EHE,

NABEECE

October 31, 2023

N AREE

ASCEEBNEEREE Citrix Workspace M AREFRIRERIENSE Y,

NABEEFBAURNNABEFNKERGE—MIE. —TAPAIUREZ NNABEHREREENAREZEY]
i, EERRHESMRENRRIISENRARE URL, ATLLEE Citrix Workspace [ T2 118X L5 A S,

Rz AR IS RS R

a[LA7E Citrix Workspace AR AR TR ARIEZE: Workspace. StoreFront. Citrix Gateway [z
[EFBEX Web FZA®NE,

Workspace

Citrix Workspace 2— 1M EF=W I NARE, A@EIMESEEEtEeF— RN AERES. SENRE
(FR) . XEFFEALUZ Citrix DaaS. RNAMNAER. FMMBohRAIEF. Saas Ml Web 5 BIERF UK 235 A
2R, BXiF4EE, 1555 Citrix Workspace #if,
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StoreFront

StoreFront 27sthi kW BB IERBER, XA Citrix Virtual Apps and Desktops i IN BIEFNEERE
B2 FTRPERNNAEREEFR.

BXFAER, BB StoreFront Xt

Citrix Gateway NMAREE

¥ Citrix Gateway BEBE RN A VFAF MREBMLZINER#ITER. B, M Internet simi2BE#ITERNAF.

BEX Web A®EE

teIhEERHMIEATF Windows B Citrix Workspace R A2 iRISRARNEE X Web M ARBENRIR. EFEMALL
Ihee, BEEAMTIFHFTETEN Web MABEEZINZ Global App Configuration Service s ¥ ER# URL 7R,

BEXARLAPRE Web RAREIE URL B¥AES, 520 Global App Configuration Service,

fmrLifE Citrix Workspace R ARZFRHRINKF RREPIRMHEEX Web A®EE URL, BEX Web HABIEFTE
##1 Citrix Workspace R AEFEOHTITH.

EMREENX Web RABE, BHEWKS > RNSMERKF, EFEEX Web RABE URL, REREMHR.

B ARE URL 7% Citrix Workspace N ABREFEH
ERILUMER T A ZR AP RGN EIME I BEF RNk ER:

« MAFREFEFHRANKFER
o BEEEETHEFHERMFRIK, 2T

o @ CLI AR RS

o FRECX

o (ERERENREERIR

mAFRH‘EFHEANIKFAEE

FiTh %% Citrix Workspace ARG, BERUTRER. AR EEHNBLF Rttt 5vARSS 383tk 7 863715 K2 A
BEFNKE. AFRRNTKFSIEEE S8, Citrix Workspace AR EEIRIIEERE. MRWIEMDI, Citrix
Workspace AR IR AP ERIZIKF
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@ Citrix Workspace - O X

Welcome to Citrix Workspace

EFEAPRBEFHILEKRS, BESLOREERINEENKENNARFMENGEE.
» EE#%3 Workspace ZA®EE, E#RfH Workspace URL,
o E51%%) StoreFront M A®IE, BRH1ZARSS 219 URL. f140: https: o

« Ej@ig Citrix Gateway #17%#%, BAMERFEESIFMEEREENNAERE, FERNEEFIWNEE
Citrix Gateway BR T =2 AR N FAEIE.

- ERTFAERENNARE: mAFRME Citrix Gateway ZLREH .
- EREISFENABENISE: RUATERARAFRE Citrix Gateway T2 RENE UK AREIESTFR:
CitrixGatewayFQDN?MyStoreName:

a0, WREZH SalesApps KN AREET serverl.com BATIiEfEAR, &5 HRAppS 89N AR ERT
server2.com BRTIZEAE, MWAFAGIEEA:

* serverl.com?SalesApps LUifia) SalesApps, &N
* server2.com?HRApps LLiiial HRAppS.

CitrixGatewayFQDN?MyStoreName IgEERF A @I M URL BIB—1 ik, HETRERTF
BEF BT R,

fERNARRE URL B2E Citrix Workspace MAEF/G, BENElE T ELE X4 B ik PRI SRz,
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Account Settings
Refresh
About Citrix Workspace
Accounts
Switch Accounts
MyWork
Store

Log Out

FERETRESHRIENEFmITEN L, MRRPEEKREFMEE Windows EIEEERRF, NRERFNRIERT,
BEREWMAREER, A5, Citrix Workspace AEFERIZRS B[ERRZE Windows EIREEEH, Xi¥a]
LUTETSRE R, EAEFEERERP Citrix Workspace WBEF 2 A17E Windows iR & BB b F i REER,

ECEE T BB FHREFAIMK R I

f2& Citrix Workspace M A 2R USRI E T B FHbFAIMk A LB, ERLEHAE Citrix Workspace 2R
g, APEERABCHETFRMFMIE (TMIFARSSES URL). Citrix Workspace R B2 iG1RIBIHE R4t (DNS)
ARSS (SRV) iIZRHaE 5 s FHRF i X BXHY Citrix Gateway 3k StoreFront iR 88, N AEFHERHIRTAFER
LR R B R E AR AR o

2 Citrix Workspace [ AR S EET B F M4/ £, 5207 Global App Configuration Service xx#4
f#y Getting started (NIJ)o

Z 7 Citrix StoreFront 5t Citrix Gateway A& EREE T B FHH4AIMKF KM, 1§21 Configuring email-
based account discovery (ERBETHBFHBEHNK, LI,

@i CLI A RS
UEBEERBMMERGSTIEOREERT Windows 89 Citrix Workspace MAER.

BXBEAER, BEAGLITEHIR.

e F R A FREC S

StoreFront {=4tFRBCSCf, FAF AT LUFT A EEFRAD S LUSE R FR /S S

el LUER StoreFront SREIBZE &M EREIFAE SMTEC X, BXEXHRELAF, UWEAFEBEMRE
Citrix Workspace R B#2F. &2 Citrix Workspace R R1EFE, AP REFTZ4EIAIELE Citrix Workspace
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RAERF. MREEBEEAT Web # Workspace, AFPERIUMXLELERFREY Citrix Workspace [z A2 FBE X

o

BXFAER, ESH StoreFront XXiLrREIN A P S A B SRS o

fEFRLA SRR R EIRIEIR

BEFAARERERRIRFINSERE Citrix StoreFront = Citrix Gateway, ERITUTi&ME:

1.

2.

BiLIETT gpedit.msc $T7F Citrix Workspace N BIEF AR TR EERIER,

EHENRET ST, EEEERIR > £HEEER (ADM) > Citrix 414 > Citrix Workspace > Store-
Front,

%% Citrix Gateway URL/StoreFront k%1%,

EEREERET, AEEEET. MREALKEKISE, WA StoreFront ik~ #1 NetScaler Gateway
URL B9%1%%

EEFEHREAN URL,
8% 5 Citrix Workspace M REF—EERNEARE URL:

STOREx="storename;http[s]://servername.domain/IISLocation/discovery;[On

, Off]; [storedescription]"
f&:

o X-E#H 039, AFRNAEE,

+ storename - ABENETR. EXANSTE StoreFront fRS328 FEEENZH—,

+ servername.domain - REX ABEHNRS BN TLREHSZ,

+ lISLocation - IIS WM BEERKE. MARE URL #4715 StoreFront MEd x4+ 8 URL —%, [
BEE URL 8988 =Xa0 T : /Citrix/store/discovery, EFKEX URL, 3EM StoreFront hSH—NEIX
%, FIBEARREEITH, AEEH Address stEHH URL,

+ [On, Off] - Off EMANFERMERANNAREIE, MMERF B ERETIHRXLENAREE, WRK
IEEMNAAERS, MBAIAZER On.

» storedescription - RZFARIE#YIREA, $1%0 HR App Store,

AINELIERE Citrix Gateway URL. AN URL BIBFE (UDS59R) :

mfjl: STOREO= HRStore;https://ag.mycompany.com##Storename;0n;Store
Hh #Store Z#12 Citrix Gateway EEME FBEIE BT

AR

« Citrix Gateway A& URL B AR FIRFHE— URL (5% STOREO),
s EZNABELER, RAFER—M Citrix Gateway MBS URL BLE.
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o EALLAERRER Citrix Gateway RZAREE URL Rz Citrix Gateway 89 PNA Services =,
+ 18% Citrix Gateway ZA®EE URL Bf, REE /Discovery B,

BHhiR7 1808 #2, ¥t Citrix Gateway URL/StoreFront ik 5| REE MM ERISEN BRZFENRBHEESIETN
M. *EEEE,
AR
Citrix Workspace R B#EFhias 1808 RESBHMAFEEELMREFTHITES, MRFALKE 1808 XEShR
I, MHRESE Citrix Workspace [ BIEF R EIEREK,
PR

« Citrix Gateway URL R/ &#iE, SR StoreFront URL.
o RE#F%4 Citrix Gateway URL,

AR

BRPZEALGES Web RS 285m0 N ARE. AFPEIUM Web il2s& 5 Citrix Store, SABEM Web BahEid
NABREFHEHE. ENNREFRSERHFBAREN Citrix Workspace N BZFHITHEE,

EXMERT, TeEREN AP RERNKF R, Xal i@l U T IgE R :

o EmR Citrix #1174 ¥ CitrixWorkspaceApp.exe £ CitrixXWorkspaceAppWeb.exe
IASE SR IR A 3BT . BB EZXHE, FIaREPRERZRRIMNKA I EE,

o ARMITRERER: B Citrix Workspace N ARZFREBSHEERINKAER, BROTHRR, &
4R EREE T R BEIRIRAR DAY Self-Service T2 T2 A EnableFTUpolicy, X2t EH#ITHIRE,
HLZATRERFFRERF.
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A EnableFTU - .
Ei EnableFTU S .
{® Mot Configured Comment:
() Enabled
() Disabled
Supperted o [ ) Ciri Workspace supported platforms
Options: Help:
Use this to enable\disable the FTU dialog
Cancel
18R AR S5 A MR AR

s3FEA Citrix XML Service B93EHTF Windows #9 Citrix Workspace RBI1EF, AJLUSHERE HIERIRS (401
ZhRs (DNS) &%, mIE IP #odik,

BE.
Fx3E DNS IFiEWERMEC B AEALLIEE, TN, Citrix BiAEEZRS 25 /S A DNS &R,

BIAERT, DNS BMATTEARS 28 LA FRARS, 7£ Citrix Workspace M BREFFLAFERRS. X DNS &
FRATTERRS 38 LR FERIRAET, 1ERIREX DNS & #ra9E(a Citrix Workspace M AEFRIR[E IP #hiik, 7E Citrix
Workspace REFHARELEH DNS B#F#if.

ENRERFIRERA DNS BT, ERITIUTRE:
INRBRSZFEBE-EA DNS SFRMEMT, NHEBRSERFIRE LI, AJUXENAYIRERA DNS ARM#T.
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JINCy

AMRFESEATEUESETENE, FREERLERERS. RITTMRIIEIMRFEESERATESE
HILBYRREES IS LARRR . EREMRRIESRT BIEXIL, EREEMRZAT, BSBHITED.

1. BEFREMET xmlAddressResolutionType 7Fi1ZE HKEY\\_LOCAL\\_MACHINE\Software
\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions\

Lockdown\Application Browsing,
2. KEIZENRN IPv4-Port,

3. MXAPKRENS I AR EELTEF.

JEZE

i@ig Citrix Workspace N B#ERF, BRI BEARENEEMNNAER, URRBEEER Windows.
Web F02R4HEIRSS (SaaS) AER. U@ Citrix StoreFront giif@id Web Interface 17| Web TTEm&IE
BFPEIAIE,

/8 Citrix Workspace Ul &35

Citrix Workspace M BREFETRRIEAFHNIKAIZE (B, BPIEZEIMNRS2) UK Citrix Virtual Apps and
Desktops 5 Citrix DaaS B2 AR EMNIRE R TR AN EINESEANAEF. TUERERED > KA UEEkEE
StoreFront fR%52889 URL, B NREE T ETEFHMERKI AT, N@id N B FapAFthib#ITiE,

ERIENVABER, BPRSBEERUTERR: WEX. SENYARERF. ERIR1E, BRHENHNER. E
MU AR AN EAR, B8R E .. EFRHERRIEIE.

StoreFront | Workspace URL i¥#

@2 StoreFront % Workspace URL &%, @ErRILEAFRERIVHIER TERLAF M StoreFront ZARIEL
#7752 Workspace R ABEE

EIE, ENFrERELRF#AE Citrix Workspace R BEFEFHMT —1 StoreFront BZAE/E storefront
.com, EREEER, &ALLTE Global App Configuration Service #1f2 & Workspace URL B 5 {‘store-
front.com’:’xyz.cloud.com’} 8 StoreFront URL, Global App Config Service 3§ithi& B #iX AT Store-
Front URL storefront.com WEEMAFEE L& LAIFRE Citrix Workspace [z B2,

RMEIIEEE, Citrix Workspace Bz B2 %589 Workspace URL xyz. cloud. com FIIAS— 1R A
5. REEPBEhE Citrix Workspace M BEFRY, 8377 Citrix Workspace N ARG, LA StoreFront
BZA®EIE storefront. com {32l Citrix Workspace MABEFH. AAEBLALUER Citrix Workspace [
2R R A EIRH PSR S StoreFront RZAREIE storefront. com, EIEGE B LUEHIAE MA P B9IG = i%
#_EM Citrix Workspace R FREF Bk StoreFront RZ ARG storefront. com, MIBRAILGEE Global App
Config Service ek,
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EREA%RIEE, BRITUTIRE:

1. 5/ Global App Config Service ¥ StoreFront 2 & 73 Workspace # 5t, & % Global App Config
Service B8, &2 Global App Configuration Service,

2. #w%8 App Config Service FfyfE:

{
"serviceURL": {

"url": "https://storefront.acme.com:443",
"migrationUrl": [

{

"url": "https://sampleworkspace.cloud.com:443",
"storeFrontValidUntil": "2023-05-01"

}

]
}

b

"settings": {

"name": "Productivity Apps",

"description": "Provides access StoreFront to Workspace Migration"
J

"useForAppConfig": true,

"appSettings": {

"windows": [

{

"category": "root",
"userOverride": false,
"assignmentPriority": 0,
"assignedTo": [
"AllUsersNoAuthentication"

1,
"settings": [
{
"name": "Hide advanced preferences",
"value": false
}
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<!--NeedCopy-->

==
AR

MREREREEBMAY, BER POST,
MREEAERENENERAHRE, 1EEA PUT HREENERNHEEFMEZZRMNLE,

3. 1£ serviceURL #5935 StoreFront URL storefront. com {5 URL B9fE,
4. 72 migrationUrl 55 mEEE Workspace URL xyz.cloud. coms

5. {#F storeFrontValidUntil mTi& & M Citrix Workspace W B12FH#ik% StoreFront i A& EHIET & R,
LFEEATHAFE, AILURIBEHNERIGE L TE:

o X7 (YYYY-MM-DD) M5B8
AR

MREIRMET I ENAEE, MiEHE URL BHIEIZEMMIER StoreFront NAREE, NRERMETIERMN
HH#A, StoreFront MZAEEREIRER BHEARIER.

#ix App Config Service i85, BETUTRER:
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@ Citrix Workspace - O X

Introducing the new Citrix Workspace

Access everything you need to do your best work. You can complete most of your workflows
within Citrix Workspace.

Switch to Citrix Workspace now

Skip (3)

BP &L ANtz Citrix Workspace B, Workspace URL #7002 Citrix Workspace MEREFEY, HEKE
TEHRIEHRT. AP AUERBRIETHISFIRIER ZA =R,

SR EE

October 31,2023

KEDBENBUATHE:

o T
o HRMFEIE

0

October 31, 2023
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FohEH

MREBLEERT Windows 8 Citrix Workspace RZAI1ERE, iEM Citrix THIE FHHLEZNAREFHRHR
fRAs, BXRENER, BSRAREMEH,

SlmEE:D
#hR7s#y Citrix Workspace R 2RI, Citrix 27E%% 7T Citrix Workspace BRI AKX ER,
AR

o NREEE T HIRBILRIEWN SSL, 157 Workspace BehE#HARSS https://downloadplugins
.citrix.com/ LM Citrix $ZUEH,

« BEhEHAERTF Citrix Workspace A 2R 2104 #1 Citrix Workspace A2 1912 LTSR CU4
Z HIHIRRZS,

o WMRZNAMESR Internet SEEA BEIZINEH,

o BUIANERT, Citrix Workspace E#itE VDA LA FEZARES, XEHE RDS £HF RS ITEN. VDI
Remote PC Access it+& .

+ Citrix Workspace BE#iff=# 7 Desktop Lock Byt EH L FERIRES,
« EATF Web 89 Workspace AP FaeBzh T2 StoreFront &g,
+ Citrix Workspace E#{XEF LTSR &5,

« Citrix HDX RTME for Windows F& i #£ Citrix Workspace E# s, 3 LTSR 1 % &k 4< 8y Citrix
Workspace B2 _E# HDX RTME B3aI B, BER—585,

« BhR7 2105 2, #f&ek Citrix Workspace BE#HE&E, Workspace EHERFET C:\Program
Files(x86)\Citrix\Logs 1. BXBEIERNER, BESRBEKRELDD.

o FEERTUEEERRENLF EE#H Citrix Workspace NBERF, &8 LIS T A B S H@MXIEHH
Citrix Workspace R 2 FEIRH IO T EHRSTHLLIRME, EFEFNEMa AT Citrix Workspace
M FRREFRAF RENEFIFEER T RNESL,

s BEAUERATREEHEE (PAC) 1 Web RIZEZRIMIMN (WPAD) 1B h1T B EhEH, LRI
FESEHITEHEIEN, TR,

« MRFMTIEEDCHE ZBEMH, Citrix Workspace #&FE4iAin Citrix BohEH RS S, HEEBHE
HAE S I AT EEIR:

TEEEDIRS 2
FohFEHEFGE, EFBERT Windows B Citrix Workspace M E~ER.

LB SREEMEEIRE EREM Citrix Workspace N HEFH HFikRaAs, Al LIM HKEY _LOCAL_MACHINE
\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Uninstall\CitrixOnlinePluginPa
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{IEZf DisplayVersion iM%,
BEESREETHEERE, BHRITUTIRE:
1. A F@EMXiEgsH Citrix Workspace [ HEF ElF.
2. EESREET,

Citrix Workspace [ A2k A 2 REXFEBHH.

%% Citrix Workspace 725 Beta [Ri2F

3% Citrix Workspace M ABEFEENEMEHRN, SEWIIEEN. BEEEHNAFKHRE Beta ivzds, ERITUT
R

1. MAEZHERITF Citrix Workspace M ABiER.
2. EMBEISREER > Citrix Workspace 3.

3. Beta hRAA AR, MTHFIxRFiERE Beta, 8&HFRE
LR B @R & o

@

@

Update Settings

Do you want to be notified when updates are available?

fes, notify me

A Citrix Workspace >
Usd

l | You are about to switch to Beta channel. Some features might
not work as expected.

Sedect il
Do you want to continue?

Beta

T
Leam More

Save Cancel

TMIra Farcy THoTiceEs

4, pFEREEHE Beta hrds,
EM Beta lRAIREI L IRA, BHRITUTSE:
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1. MEZHERITF Citrix Workspace R ABiER.
2. EfMEISREER > Citrix Workspace Ei,
3. HEMGBEREBR, N “BINEE” THYIRPIERRE, RAERTRE.
AR
o MMRBEAMENTH, WEREEFEH,
+ Beta lxARMEZE A EHIFEFFRHEREFHRPH TN, HHERS, Citrix TS Beta lrdny
SIBRG), ERIMETIRMRIERRHXERD, Citrix TRESBIBRIBNTEN., KOENEBHITRIE
HITIRIE. BINABEEFIFEDIE Beta iids,

#5171 VDA L B5EH Citrix Workspace W HER

Bi&RATF Windows i Citrix Workspace R RIEF R 2209 2, aJLUEE AU T EM&EE VDA LERBEHE
#Ihee:

£ 32 it EM L

o MR HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
o A AllowAutoUpdateOnVDA

o JEAFRIEE: REG_SZ

o EMREEE: True

7£ 64 (It EAM L

o SEMEI: HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\AutoUpdate
 JEMAERMAE: AllowAutoUpdateOnVDA

o JEFRAEE: REG_SZ

o AMEREIE: True

B EHThR Al

i

BRI R U EERA R PR &0 B s EHhR A,
EERAALLEEE Global App Config Service #igE maximumAllowedVersion B F ARSIz HkR A,
Global App Config Service f#y=f JSON ST#:

{

"category": "AutoUpdate",

"userOverride": false,

"assignedTo": [
"AllUsersNoAuthentication"

]’

"settings": [
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{
"name": "Auto Update plugins settings",
"value": [
{

"pluginSettings": {

"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",
"stream": "Current",
"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",
"delayGroup": "Fast"

"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"
}

<!--NeedCopy-->

BBMARE, AFiEE LR Citrix Workspace i Ai2F 2 BEEHEIE maximumAllowedVersion Ei4H1EER
R 2o
&iE:

- BEl, BIEM JSON XHHRIVMESHTE2REMEN, BLAREBERALHNERREH
upgradeTolLatest fl maximumAllowedVersion i&EMNE, B2, WTFERWNSE, ErRILIE
B5x61 JSON T4 MBYE,

o B EMBHREREES, B50F Global App Config Service 9 upgradeToLatest i&&Ei&H
false, #N®J¥ true, maximumAllowedVersion EHA,

o Emee pluginld, BREEMSIE Citrix Workspace AR

« MREER KT Global App Config Service HEEEhA, MERIAERT, Citrix Workspace [z
P44 S S S A9 BT FR AR A,
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BHiEHMNELEE (Citrix Workspace E3)

AIUMER LT AR E Citrix Workspace E5i:
ARBEITR (GPO) BIEIRIR

@we1TEO
GUI
StoreFront

el

fEFRA R R EIRIRIREE Citrix Workspace it

1. &idiE(T gpedit.msc #T7F Citrix Workspace R 2 AR R BEER, ARSME “HENRE” T2,
2. #%P|EIEER > Citrix A% > Citrix Workspace > Workspace %,
A Citrix Workspace Updates O x

E‘ Citrix Workspace Updates

Previcus Setting

ADMK Migrator encountered a policy that does not have a supportedOn value.

() Not Configured Comment:
(®) Enabled
() Disabled
Supported on:
Opticns:

Help:

Enable Citrix Workspace Update Policy
Auto ~
(] LTSR OMLY

Citrix—%orkspace—Upd ate-DeferUpdate-Count

1 w

Mot Configured — Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialeg.

Disabled - Citrix Workspace Updates option is hidden from the
Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
automatically.

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LTSR updates will be available.

Citrix-Workspace-Update-DeferUpdate-Count:

-1: User can defer any number of times,

0: User would not see remind later option.

nurmber: User would see remind later options with the
given count.

ot | [ aony
3. BRSZATEH - aREEANCZRAUERAREZA Workspace Ei#fi.
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5.

} =

=W

EEERAN, RATBHEHER, BRRRIERESREEMKRFAIE Workspace E#iETL,

BEA - HEEHRA AN, EaLLERBmEBBM R FNEEH. B Workspace B#ifE, EMERA
Citrix Workspace FE# 5 FHIFIRPIER U TERZ—:

o B - RABEEURERNEEEHEN (BRINEB). XUERT Citrix Workspace RB#ER 2207
ZHIARZAS, £ 2207 SiEShka, Citrix Workspace MBEFEHEEE#HTHN, EFTARTS
BHIE,

o Fif - RATAAEMN AL @M, FIeEEH.

ZEFR(NIR LTSR LUXIREX LTSR BYE#ro

6. M Citrix-Workspace-Update-DeferUpdate-Count Fiz|&d, @EE—NMNTF -1 3 30 ZiEpE:

o MREH 0, WASEHUGRERKETR. SXEHEHREEHITEH2ETR Update available (E#
AIA) R’

o REN-1, WSS RUGRERED, F 27 Update available (F#HaH) {#5. EAILUEERE
HMERER R

o 1T 1-30 ZEMEEX T H#%E Update available (F#HTH) 2RHUGIREERETUL T AR
TR LARIBE L FER P E X M EHRE E i@, B2, Update available (E#afA) iR MeiHin,
BRI EREERIED,

AR

Bi& AT Windows 8 Citrix Workspace R B2k 4s 2207 &2, BzhBHIEER S, Citrix-

Workspace-Update-DeferUpdate-Count FEE R 2N EFER,

BN EEHMIER

#hR7s#y Citrix Workspace M AEFRIAR, Citrix STEFERTHRENEL B, FRISH, ErRILUTHIERTH
18] IR R BT LUZ UL BB 3o

BEEXHAE, EIETT gpedit.msc UEHARKNKRERER, EITENEET AT, #HESEER > Citrix
4814 > Citrix Workspace > i§ EREFHMIER,
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A Set the Delay in Checking for Update O >
[5] Setthe Delay in Checking for Update B Next Setting

() Mot Configured Comment:

(®) Enabled

() Disabled

Supported on: | Ay Migrator encountered a policy that does not have a supportedOn value.

Opticns: Help:

Delay Group This policy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users,

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad.

- (Medium)- Available updates are rolled-out to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad.

Medium
Slow

EEERA, ARMERATHRESR, EFUTERZ—:

o 1R - TERATHAPRESHIHAME tH B o
o 1 - TERXHHABREY AR L B .
o 18 - ERAHARBREE L ER

= .
AR

ERERAN, RATENERANEH. EARAERESREEIRTIRE Workspace EHEIR

ERmLTHRERE Citrix Workspace 57
@I EZRE Citrix Workspace W AEFIHEEH ST

ATLLEIETE Citrix Workspace MAEFREMEIEEH TS HREE Workspace B#f. BXIFAER, BEA%
T
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@i fEL s Citrix Workspace NWABREFGERAG SIS

WA UEREEA T Windows B Citrix Workspace A2 /EEEE Citrix Workspace E#i. £/ Windows &

$178M3 CitrixReceiverUpdater.exe MiIE,

@&, CitrixReceiverUpdater.exe i F CitrixWorkspaceInstallLocation\Citrix\Ica Client
\Receiver, AILBETZ# X CitrixReceiverUpdater.exe URZESHHB O DIHEMNHG TS
o

f514n,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority=fast

=3

AR

/AutoUpdateCheck AHESE, BIEEAEERE /AutoUpdateStream. /DeferUpdateCount.
/AURolloutPriority EEMSE,

ERER AP R mEE Citrix Workspace E3f

MEBFPAUERSREETMNIEERS Citrix Workspace FidE, XE—TETFHAFANESE, HEXEGEN
ERTYHFAF

1. ARBE@EMxXiEe Citrix Workspace B2 EliF.
2. EERES&E RN > Citrix Workspace E3i.
3. ERUTBHERDZ—:
o 2, @HMHK - 4 Citrix Workspace L RIEFEEME, EUEE,
o &, FE@EMEK - Citrix Workspace WBEFEEFRRNARBEHE, EFEEH.

o EAEEREEMNILE - FHE StoreFront iR55E LRERNIZE,
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(@ Citrix Workspace

Select your preference for update notification

(@) ‘Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Do you want to be notified when updates are available?

4. BERR

AR

o 2, BHENE, FEBMBETGERT Citrix Workspace W ABTERF 2207 Z i8Ik E. 7 2207 HE
BShkasm, Citrix Workspace MAEFEMEBoH#THN, EMAANTIRIENE, NRERS, FTE8

MPED, BFHOEER.

o IEEILARETE Citrix Workspace R A2 EARFIREN “BREER RNLTBRHIBIAT. BXIFHESR,

BEAEREERRED,

£/ StoreFront &2 & Citrix Workspace Fii

1. FRAXAHIBRITHF web. config X, EXHBEENMTF C: \inetpub\wwwroot\Citrix\Roaming

directorys
2. ERXHHPHIBRIKFATER (EHEZELKFRF5A Store)
flg0: <account did=... name="Store">
£ </account> tridzal, SMEIZAFKFNEY:

<properties>
<clear/>
</properties>
<!--NeedCopy—-->

3. f£ <clear /> tricREHRINBE S EFHIFIC.

<account>

<clear />
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<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">

<annotatedServices>

<clear />

<annotatedServiceRecord serviceRef="1__Citrix_F84Store'">

<metadata>

<plugins>

<clear />

</plugins>

<trustSettings>

<clear />

</trustSettings>

<properties>

<property name="Auto-Update-Check" value="auto" />

<property name="Auto-Update-DeferUpdate-Count" value
=nqn />

<property name="Auto-Update-LTSR-Only" value
="FALSE" />

<property name="Auto-Update-Rollout-Priority" value=

"fast" />
</properties>
</metadata>

</annotatedServiceRecord>
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</annotatedServices>
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<c'lear />
</properties>
</metadata>
</account>
<!--NeedCopy-->
BUMNEXREFRENFAEENT:

+ Auto-update-Check: #57= Citrix Workspace [ BiZF1EE & BEFHET B 5hi# T,

- Bzh (BN - BEteEMRTER
- F&h- REAPM Citrix Workspace MBREFRARE R B A HREIERNA KIKNEH
- BEH - FRITEFRRE.

+ Auto-update-LTSR-Only: 15REH{NET*T LTSR,

- True - EMEFIEBERIRITIEN LTSR BRHEH. XEE LTSR Eif.
- False (BiA) - EMERFENE B YFIHREH.

+ Auto-update-Rollout-Priority: i5RE]EEEHEREFHIZ(FHAEL,

- 1R - FERASHARRBDIE FF 4R RS @) FE 7 # HH B o
- B - FERATHARR B HAHE H S,
- 18 - FERA(THABREE RASHE L o
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+ Auto-update-DeferUpdate-Count: 35=A]LUIEREFIEMARE

==
Pa =W

IEENERTRENEH, TRATXRTEIEMENRTNER, BNBFASEEEATIERERN

iﬁIDxiO

- -1: BFREUERREREBEER,
- 0. BREEEEUERERET.
- A BRAUEEUGREETIEER X

i EE

October 31, 2023

iERAF Windows # Citrix Workspace R BiEFiR iR E12IhEE, 1 Citrix Workspace MABIEFRAMARE
FNEE Secure Access Agent Fim= 4 (EPA) {EHFERIEFRENSENF P IHNBZER.

fRENILLINEE, BIERALUIEMIMENERIEH ABENEEFBINRIE,

EHEREEEUATSER:
« EERAMMAE Global App Configuration Service FisERLAFIEE LFAEHNNRE. SERTUETE
Secure Access Agent M= 4 (EPA) RIE,
« Citrix Workspace M Bi2FM Global App Configuration Service SREXIEFIR,
« 1R3BM Global App Configuration Service SKER#%IR, Citrix Workspace N Bi2Fi&id BohE MRS T
HAENGE, NRZERERS ERENE, Citrix Workspace RAREFEMANIENTE, NEERER
1, Citrix Workspace Bi2F A RIBEH (MR THNRIBRAS T RENIRE) .
Citrix Workspace M BiEF A MR1EERE BT BB RIE,
Citrix Workspace M ARiEF R Citrix Workspace EiEHohE R,
&
o MR EPAF ZTNAEHREFE, WRTEERRIL ARSI B ML &S,
o MRNABERKS UG ERETE, HELXEEFOSERRE, BEHEEEEHMARNEN.

TEREAT TIERE:
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Agent installers made
available by Citrix

Admin configures the

agent requirements for
the end users

©

Citrix Global App Configuration Citrixt auto-update

Workspace app Senice Sernvice

checks for the

list of required

agents

@ Citrixe Workspace app downloads the required

agent packages and installs or updates them
Citrix Workspace app automatically updates the
agents whenever an update is available

@ Citrix Workspace app automatically signs

in to the agents with the Citrix Workspace
credentials

BE:
F=E Global App configuration Service 7 8E B BiEHF EIRINEE.

o WF=MA®E, AIUTE Citrix Cloud B1Ei7]~# Workspace & 255 tifia Global App configu-
ration Service Ul, BXEZE8, ESREER Citrix Workspace 2R,

c EMBAMNABERERTFTEACHNABEREETETHHN AN, 5517 Global App
configuration Service 3244,

AILAER AT AA R BiE M EIERIN6E

+ 1/ Global App configuration Service Ul - Rt A AT B ERFIRAHIE F Io
« &/ Global App configuration Service API - RIS AT @I B M AT N RE, LUEHRA. BEER.
B h By E EfR .

f#5 Global App configuration Service Ul =BG EIE
WAEERTENARE, SEBRALUER Ul 8ERIE (EPA/Secure Access. Zoom i#fEsr WebEx &) o
1. &= Citrix Cloud,

2. ERBELAMNZEES, %% Workspace i E,
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citrix

Home
Jr— - o - .
W7 G & (Y
] jall = =
Library .
Library Offerings Resource Location Domains Notifications
dentitysnd Accoss Monagement iowtiway ) Faoraaten ) ((hednew ) (CviewAiD)
Network Locatins.
Resource Locations
Licansing
Workspace Configuration
- v s . P e
Support Tickets 5 = <
bass Endpoint Management Filos TS Adoptar for ServicoNow
I . . . o ,
systamLog

o - O e
—

o us n s o0 E148

Remote Browsar Isalation Securs Private Access

IEATIE 3 Workspace EZE TUE,

= citnx

“

Workspace Configuration
Access  Authentication  Customize  Servicelntegrations  Sies  Service Continuity

App Configuration

Filterby: () Andreid [0 Chrome0s (I HTMLS (D905 O Mac () Windows

App Protection App Protection Local Filter o

CYAD/DaaS Settings

Data Collection & Monitoring

Select

thesa policies st the;
Devices & Keyboard

Display & Audio
Security & Authentication
Shorteuts

Updates

‘Workspace Appearance m
3. BENAREFREENF,
4, BEHFH,
5. R Windows Si%iE,

6. M Client App Management Agent Settings (ZF i BiZFEERIILE) ThFI&R+iEE Windows
ENRFTRARIE,
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Citrix Enterprise Browser
Auto Update Check ~

Data Collection & Monitoring
Specifies if the update check must be manual or sutomatic.

Davices & Keyboard

Display & Audic Auto Update Defer Count

W
Security & Authentication Specifies the number of times that user can defer far the
Shortcuts
Client App Management Agent Settings
Updates ~

This setting enables you 1o specify the agent i for your as part of the
Client App Management feature

Workspace Appearance

Workspace Preferences

This setting is not applicable.
Reset all to default

This setting is not applicable.

This setting is not applicable.

Windows [etect multiple options ~
[ E&nd Point Analysis
D Zero Trust Network Access

[] zoom

This setting is not applicable.

®

£ Gobal App Configuration Service APl ERIGEHER

1. 1/ APl B2Bi& B HIGEME 2 Global App Config Service th, BXFMELR, BEBIWM SRS URL FED
BB,

2. EBEANABE/MWAME LT Global App Configuration 3§ &7 &Ein% EPA #1 ZTNA/Secure Access
Client:

{

"serviceURL":

{

"url": "https://storefront.acme.com:443"

"settings":

{

"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,

"appSettings":

{

"windows":

[
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"assignedTo":
[

"AllUsersNoAuthentication"
1,
"category": "AutoUpdate",
"settings":

[

"name": "Auto Update plugins settings",
"value':

"pluginId": "8A8AF6C0O-11F6-4343-
BA2D-A85A766170D4",

"pluginName": "Citrix EPA Client",

"pluginSettings":

{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",
"detectRule": "UpgradeCode:{
37A181F7-870E-4BDF-BOEA-E3B4766119FE }

n
)

"isBlocking": true,

"isFTU": true,

"maximumAllowedVersion": "
23.8.1.24",

"minimumAllowedVersion": "
0.0.0.0",

"stream": "Current",

"upgradeTolLatest": true

"pluginId": "9A8AF6C0O-11F6-4343-
BA2D-A85A766170D5",
"pluginName": "Citrix Secure Access
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Client",
60 "pluginSettings":
61 {
62
63 "delayGroup": "Fast",
64 "deploymentMode": "
InstallAndUpdate",
65 "detectRule": "UpgradeCode:{
66 FOED53AB-11BE-4E9C-87E5-CD4A81DA2A4D }
67 ",
68 "isBlocking": false,
69 "isFTU": true,
70 "maximumAllowedVersion": "
21.8.0.0",
71 "minimumAllowedVersion": "
0.0.0.0",
72 "stream": "Current",
73 "upgradeTolLatest": true
74 }
75
76 }
e g
78 {
79
80 "pluginId": "CO3BAE37-F3AC-4D63-8
BC1-3C9CD2BC9E8D",
81 "pluginName": "WebEx VDI
AutoUpgrade Plugin",
82 "pluginSettings":
83 {
84
85 "delayGroup": "Fast",
86 "deploymentMode": "
InstallAndUpdate",
87 "detectRule": "UpgradeCode:{
88 AA2AACDC-D30B-433F-A602-3E25975010A6 }
89 i
90 "isBlocking": false,
91 "isFTU": false,
92 "maximumAllowedVersion": "
3.1.0.24263",
93 "minimumAllowedVersion": "0.0.0
" J
94 "stream": "Current",
95 "upgradeTolLatest": true
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1,

"userOverride": false

<!--NeedCopy-->

TRIIG T RGEEICERM. EMNHEE.

| RIS E | & | 358A |

==

lisBlocking| True =% False | % isBlocking 8#U&& 4 true BY, ZIEHE WAL RIES, HEAEITENERET
FREBRUIEMFET I, Citrix BiVEE EPA & B R EHEF, |

|pluginName|| #E##I&REF &R, pluginName ATUER, |

Ipluginid| | fE#80 1D, FEEK. |

|delayGroup| t&. . 18]

WIE A B A E AT IElE AR, |

|deploymentMode|InstallAndUpdate/Update|InstallAndUpdate: {&#aI£FmRE, HBATUERFARA
#1TEH. Update: RAWEH, FAUSHRE. |

[None|| i ERPUTIEMIRIE, |

|detectRule| FEE2E, | RERHFRBTERE. |

|[maximumAllowedVersion| | it 2 FBIRERZ. |

|[minimumAllowedVersion| {&# s FHIREARA, |

|upgradeToLatest|True g False|

HIAUEE 7 false 7 B+ maximumAllowedVersion #1 minimumAllowedVersion, True: B#i#iiE% &
HFHVRIARAS. |
|Stream|Current

HIGER “Current” 7 BEIEIRR LR B EHIEH |
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BP IERE
1. FHHAREEHAT Windows # Citrix Workspace M EFhras 2212,
2. ERELREBLEFMI,,
3. FMBNT NARFEEIRENNABE/ K,

TRUFEEFHALUTER:

Hold on a minute while we
configure additional software
required by your organisation.

“

H

(REEIE)

bi

4, RESERE, BERUT Toast @50:

@ Citrix Workspace

Installation complete
All apps or plugins are successfully installed.

Know more

5. BERTRESUTREREMNENT,
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(@ cCitrix Workspace Updater *

Citrix Auto Update

[~) 2 apps updated successfully.

EPA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

ZTNA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

You need to restart your device,

Zoom iEMAVIEMHEIE
E%HF Zoom G T EL. REMBEMH, HEARS EPA R ZTNA EHHER,
B/ BEB AT Global App Configuration 1&& 7 8EFI AL THEE:

{
"serviceURL":
{
"url": "https://storefront.acme.com:443"
}
)
"settings'":
{
"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,
"appSettings":
{
"windows":
[
{

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 161



iBEAT Windows 9 Citrix Workspace R BiEF

"assignedTo":

"AllUsersNoAuthentication"

"name": "Auto Update plugins settings",

[
1,
"category": "AutoUpdate",
"settings":
[
{
"value'":
[
{

"pluginId": "1A4BB471-022C-4C87-

BDCD-0B64FB42869C",

"pluginName": "Zoom VDI AutoUpgrade

Plugin",

"pluginSettings":

{

34225638-14F3-4059-BE34-175AC9B35435 }

n
)

1,

"delayGroup": "Fast",

"deploymentMode": "
InstallAndUpdate",

"detectRule": "UpgradeCode: {

"isBlocking": false,

"isFTU": false,

"maximumAllowedVersion": "
5.11.2872",

"minimumAllowedVersion": "0.0.0

n
b

"stream": "Current",
"upgradeTolLatest": true

"userOverride": false
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<!--NeedCopy-->

N g AL

October 31, 2023
EBIENBUTRS:

s NARFRA

o BET Virtual Apps and Desktops BB E{RLE
s NAREFRIFILE

» SaaS NAER

o HUBUWERIEEIN

N RER 32 Y

October 31, 2023
i&@id Citrix Virtual Apps and Desktops #0 Citrix DaaS Xt BIEFR, EERERUTARUNERF KR!

« Web ipiatgE= - R K PITEMEE, Citrix Workspace N BEFBREE T 8 281A 0 N B2 MK mn
IRk, A LTHRSESAEER T Web B9 Workspace, LUERHERAIENNBREF. EHERXT, F2%
EAREANREEAFNEE L.

« BEIIRSER - @i i§ StoreFront kP #mEl Citrix Workspace M ABi2F 3k Citrix Workspace [
EFEE NEMA StoreFront Web 55, ATUEEBBIRSER. BEIRSERAFEM Citrix Workspace
MARFRAFPAEmTRNERER, XML EN AP ARSHBINABENEREM. EEBRSEXT, &
IRIBEEERERG. BT UM EN AR XBFIEE,

AR

BRINERT, Citrix Workspace AR AFEEEFEERE “FiR” XPEHERNTARER,
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o RIREHREN - BIERRILUE Citrix Workspace ZBR2FERENBMERE “HiR” PR KE ERERK
RRRFMKERESR. MBS Citrix Workspace AR EIARIE M, FERES RR A FEEREN
Windows SR ERFBEEXHHNNARR, ZUBEREZAERIINARFNIUE,

BXFMER, B2 Citrix Virtual Apps and Desktops X4 HR I E (A ER D

B BBIRSIER

i#@id B1#%3% StoreFront ik~ i3I Citrix Workspace B2 s ¥ Citrix Workspace M B2 FE B HiEH
StoreFront i1, FTLECE HBNRSEN. LEEE2FAF M Citrix Workspace BF REITIRIN BIEF. XM
B9 FE K38 S 1% ahiR A R S RO R 3B Ao

AE:

ZUINERT, Citrix Workspace MAREFAFRAFEREEH ‘TR RETERNNBER.
EEMRSERXT, EOLRIESERERS. BN UNREIENREF XETIRE.
BRBEHINR AR AN BEFRENIREEE:

s EREMNAREFIEANBFNARER, WELKIGHEM Citrix Workspace N AREFF kR, BEFRSH
KEYWORDS: Mandatory MiinZINBEFiRAEERE. ~A=BEAFRERTECEIT RGN BEFN ‘MR ik
Ijl,

« EAMARERPITRE N BREFNNAREE, BEFRE KEYWORDS: Auto MnELRRERE. AFRES
ZNFAEER, RN PEFIEEHE, mAERFFiTik.

- BmBPEENEARER, HEEESE Citrix Workspace B “¥5ik” FIRPIIHEBNNAREFUEEESZ T
A3, HEERTHE KEYWORDS: Featured KNz Bi2Ri% BEE E.

ERA RIS SRR B EX N BEFRIES U E

1. #@dia{T gpedit.msc 77 Citrix Workspace 5z T2 A R8T R BIEIER.
2. EHENEBET ST, BEEEEEIR > Citrix 4 > Citrix Workspace > BBIARSS.
3. #%EREE SelfServiceMode %%,
a) EREERAUEEERSHEF RE.
b) EREZBUFMITRNBRER. WETREEBRSHEF RE.
IR BN AR RS RS,
RIB R BRI,
R AFHE.
=#As Citrix Workspace Rz 2R LSRRI B E Ko

N oA

f£F StoreFront KPR B B E XN AREFIRES NBMUIE

A UM StoreFront ShsafE “FFia” HEME @ LB REAR. ATLUETHIZERME <annotatedServices>
48 C: \inetpub\wwwroot\Citrix\Roaming ## web.config {5 :
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o BRRESRKESAL, 5#A PutShortcutsOnDesktop, i&&: true 5 false (Bikx false).

o ERRESURE “FFHR” Feadh, 15 PutShortcutsinStartMenu, i&&: true  false (ZRiAA true).

o T “THR” HBhERAFIRE, 5ER UseCategoryAsStartMenuPath, 1&8E&: true =f false (ERiAH
true),

=
Windows 8. 8.1 #1 Windows 10 RAFE “FFiR” SREBHIERARNXH T, MBS RN BEFRRERI

U TERNEBIER. ‘NAER” AE@d Citrix Virtual Apps and Desktops #0 Citrix DaaS & X # “251”
FXXIp,

o B TR RBEGPAFREREARNSBERENER, BFEM StartMenuDir, &8 FHBE, BRREAR
ESPNET: NP g =k v

. BEENMRESRENNAERS, B#A AutoReinstallModifiedApps. &E: true 5 false (BiAA true),

« BEESAELARERESRETENER, BfEA DesktopDir, &E: FHHEME, IBTREARBAIINX
HRBERo

« EREEF I “add/remove programs” L8IE%& B, A DontCreateAddRemoveEntry, &H&:
true 3§ false (BkikX false),

o EMRNABEFUFREENERBRMENNARFEXMEREES R Citrix Workspace Eitr, &R
SilentlyUninstallRemovedResources, i&&: true g false (Eik# false),

£ web.config XX/, FEXRRMEIHKFE XML 55, 1E@ET TR U T LATC SRS
<account id=... name="Store"
ER SRR Z </account> #Rig.
EWFER D ERZ A, TERIJLTUR SR
<properties> <clear> <properties>
BILUSRBIEARINEI LI D8 <clear /> iRidZfE, SMEMS—1T, HREBMAME, Flan:
<property name="PutShortcutsOnDesktop"value="True"/>
AR
£ <clear /> IR Z IR I B TR T REREELN. FINEERMAENRR <clear /> iRiZE FANEIRE,
LU R UL ER 5 89Y Rl -

<properties <property name="PutShortcutsOnDesktop"value="True"<property

name="DesktopDir'"value="Citrix Applications">
BEERT

EZREBBESD, BH—RVEA—ERSB[RELRSH[ANERE, #R Citrix StoreFront EIBITHI A RTE
EBERNEMEMIRS R LIETT. TG, BENREMMONEREREDIRSSZAH, UWEEHPERNEMRS
5. BXIFMEE, 15207 StoreFront i,
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£/ Citrix Virtual Apps and Desktops 7.x 7 ENBEFIREBHENXNAERFREANNAE

BJ LUK Citrix Workspace AR FRENBIEET ‘AR XePRKE LRENAREFNSERESX. B2,
ERES Zair9iEAF Windows B Workspace hras#ffil, B2, hias 4.2.100 5| N T /A Citrix Virtual Apps
BNARFEERFINARFRESRARENDIRE, NRIFEPE—LUARFREEET—RNUERT, LINEERIES
BH.

fEF XenApp 7.6 PHNENAREFIREBE XN AEFREDRNUE

£ XenApp 7.6 HECEBNARF R HIRESN:
1. 7£ Citrix Studio #, HIMARFRERS.
2. AVAEFRERRES, RN, FHEREH, ALUsENABRR RN NARER.
3. ANAEFEEEENE. 25BN SEIFFEERPIENUE,

4, ENBEFERNFERS, TLUERIEEER Citrix Workspace NMBEF RN AIEFNZER, Fla0, R
Z70 Microsoft Office R BIEFHIRIEA T, BN Microsoft Office,

5. & “BREFXNFMIBFRE” EFIE,

6. BEME,

Application Settings

Studio

Identitic ation !
Location e ey
i Vst

File Type Assaciation

FRRIMESER SN W AR FIRHITHF RS
FELUFERT, Citrix Workspace M ARZFRIMMEHZ S HI.EXE FIRAITHAE:

« BRERN, NAEFHFHSHIER, NE
. FENNAEFFREITRFESR,

EInRES RZ B R

1. EFFIETEN IRV BREFEFR,

2. BENAEFFRENZITMNEHZHEN—MEBRAE.

3. MARE, BEE—MAFIR (HE, BIRIEBRNEFREITER).

4. FIEMRRITUAGEATF Windows B Workspace BETSiBE MEHZ S HITFIRROIEX LEFR,

NREAT RemoveappsOnLogoff 1 RemoveAppsonExit, *BRFEE XS RNEBEIN BREFKEIER,
TBER U TRRR T ERIEIGIER :
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1. f#H regedit &0 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ
/d “true”,

2. f£ A regedit & M HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”, HKEY_CURRENT_USER #9ft4ck=TF HKEY_LOCAL_MACHINE.

Iy

AMRFEFRERSBERE, JRFEENMRERERA. Citrix TEHRIEEIMRFERECATLESEEY
IMBYRREES IS LABRR, EFREMRRIBSRT BIENIY, EREIMRZAT, BSBHITED,

RIFTBENEREHEENSLE LTSI RRFRAIRITX S

1. ZEFHRITEN L, NFAENBREFCIBEFERAINITX . ETHEIBEFERATRITXE, BEMERAER R
FIfEMA Citrix Workspace M B2FEHITEMN; Citrix Workspace MBEFEEER AT RIT -
2. M%BAPPDATA%\Citrix\SelfService RREVFRAHIT G, BREE exe X4,
3. BXERITXHEHIEIMEHRE,
4. WFEMENESNEFHITEN, HLE U TEMER:
a) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /vCommonStubDirectory
Jt REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
¢) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. W R E E, & &7 U
£ HKEY_CURRENT_USER t fig & WL T & &, HKEY_CURRENT_USER W ft &t & & F
HKEY_LOCAL_MACHINE,
d) BEFHEFER Citrix Workspace [z B2 SRR B R E K.

IRA:
KTEFENRT L AREFRES BB,

ARFAPEFRRERET “FR” XRHHNNBRER (BBRS)

MREEHRH N EERENARER, BAVTAPERERNIIWGESRM AR 2PN EER

MRFLEAPEREERERE “Fia” XEPNEAEF. UBBRSEAEE Citrix Workspace AR, 1E
HRHT, EEAILRIEFEEE B s TRECHIFN5E HI N
REFXRFIRE,

INRFLEAPERENET “FiR” REPWRARERF, KA Citrix Workspace BRRFEREEE@MED, RE

EIEHEF R ENNAEFRESIREERE L. NEREERE LN/ LI NBAEFERSYAEFRE,
RIEFZEA B RECHE SN BERF.
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“FIR” PP RREEARARFRESR

MRAFPE—ARAUHEN, BURTE2FRBHAFCFERENARFRESR. FHEBERT, REBNHFERZN
Yi88ipnial; &% Citrix Workspace AREFERHPITEMAEE, AENEEERT Web #9 Workspace, &8I LU
Citrix Workspace M B2 EEE 71T BBhiAE M AR RES KB EEAUIE,

WNRAHEEPELE Citrix Workspace A2 BN A A Citrix Workspace i RiZFELE

BRPREAAREE ‘T RePHNERuE: PutShortcutsinStartMenu=False. BN EBIARSS
X, Citrix Workspace W REEFHASIENHIE
FHRETE “Fria” Xeh, RIEERSLARERIEEHTT
i 6=

BB NAREFRESRBRERT “FiR” XePHRE L

MRAFPRERIVBEARER, BEMENAEFTKEST ‘FiR” XePHREL, HEREETRELNEDIXHX
#,

NRFHEE Citrix Workspace M BEFEEFEMNA K Citrix Workspace M RiEFEE
EFREANHREE “FR” REh, SelfServiceMode=False, Figa] AR BIEFERE
BIRTE “FFIR” B,
MREEERFMAENAREFRESATREERE L, 79 Citrix Workspace R BiEFERE
PutShortcutsOnDesktop=true. Fifa]FEHIMN HIE
FHEERERE L,
MREHFEREFERESRNBREERE LA HERSD, K Citrix Workspace R Ri2FEE DesktopDir= B
FHENBEFNREX TN ETT,

£ XenApp 6.5 % 7.Xx B ENAREFIRE

MREGEBREAANUEUES AR BETHERNUERIXERES X, 15EMA XenApp BNBEFIRE:

MREBSSYREFLERHKENRIEFNKREME, K Citrix Workspace AEFEE
MEELTEBRSERLRE “FFia” HiER, BT PutShortcutsinStartMenu=false ¥ 2B ENFAE

AT 421Fo FigE,
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N FRIE P IR ETE 5! S R BT E SR

MRFENAEFEREXMHRPET, BERUTER:

NREFHEE Citrix Workspace MEBREFREE “FFa”
REhNARFREARERERLXBNER (X
%) &,

NRELE Citrix Workspace M BEFHETE “FFiR”
FERN BRI TR EX4FFEF,

FESHEOR BB RIFRN RiER

7 Citrix Workspace R 2 FE B
UseCategoryAsStartMenuPath=True,

#3 Citrix Workspace M Bi2FEE
StartMenuDir=“FF48" B XHFE M.

MREFFERFEREMAPAZRRRNEEINAER, WA UERF EHARHBFRNBEZRF.

WNRIEFEE Citrix Workspace R BZ2F1E T HT bR
FRAR FAERF.

WNREFHEE Citrix Workspace R BIZFEiR SRR
Rz 2o

BN BRI PN AERF

ECEAMtN BERF RN AR

7 Citrix Workspace R A2 FE B
RemoveAppsOnLogoff=True,

foE Citrix Workspace FRiER, ff
RemoveAppsOnExit=True,

o BIEEMAEREMRENNBAZFMIE Citrix Workspace B2 PRI BIERF, M AF R &
KEYWORDS:prefer="pattern”. LtIhaEFRH “Air AIERFIARE,

ERFWTEN LRENARF 2, Citrix Workspace MAREFIFIERIEENER, UAERTEESHR
BEiZNBEF. MREBELMEE, Citrix Workspace BREFEITIZNAIER, ERCIRREAR. B
M Citrix Workspace AR & O+ BNZNAEF, Citrix Workspace ARFEREIAREN (&

%) MAER.

R £ Citrix Workspace M BIEFINBEE T £ EERBER, MR Citrix Workspace [ HER
R BE BCHIT I Z N AR F. MERAA M Citrix Workspace M ARRFMHEEFNE T ENE %N BER,
Citrix Workspace [ R EUEITIRZN AR, BREH.,

AR

Citrix Workspace NARRFITRENNAIEFEN, BEAXETF prefer. EITRNAREFEBRMXBFHER

© 1999-2023 Cloud Software Group, Inc. All rights reserved.

169



iBEAT Windows 9 Citrix Workspace R BiEF

1M

AURAENLAERFZRIEEXRTF prefer, RIF—MLEMARHEILXRFNARENLAREF. AIUEEEEEH
ERUTEL:

o BISEXAERAMTENNBIERMIE Citrix Workspace MABREFPIZHEMNARERE, BHINXAERSH
KEYWORDS:prefer="pattern”, LtIhEEFRH “Athr AIERFIAR",

ERPETEN ERENBERF AT, Citrix Workspace WBREFIFIERIEEHNER, UHERTEESME
EiZNBREF. MREBEAMEE, Citrix Workspace RBREFEITIZN AR, BFRCIEREAR. BF
M Citrix Workspace [z A2 F3HiE BB ez N AEFE, Citrix Workspace 2R B ohasth 26
(BN%) MAER.

MR AP Citrix Workspace R BE2FIMNBENE T EMEixRBEF, WTK Citrix Workspace B2
Rl BTG BGEIT R Z M AR F. WMRAA M Citrix Workspace REFAFHEH T E M EENBER, Citrix
Workspace N BEFEBCHITIRZN AR, BRHH,

AR

Citrix Workspace N B#EFITIRAEN BEFN, ENAXET prefer. EITRANBEFEBRINIXBEFTRER

E1ER.

AUAENLAERF S RIEEXRTF prefer, IF—MLEMARHELXRFNARENLAREF. AIUEEEEEH
fERLUTE:

+ prefer="ApplicationName”

N BEFRMENS B EREA AR MPIEENN BIEF 2 A ERNBEFELE, tLNBEFRTR
AUE—18E, BEUR—1MEE, MREEE, WEERMASIS. FAFNEBSINERNXFREN AT,
BEFAKDANE, MARFRMLEEANERRFHRITHNEZIFEER.

KEYWORDS:prefer= “Programs” THyBIEA EBEILA

Word \Microsoft Office\Microsoft =
Word 2010

Microsoft Word \Microsoft Office\Microsoft 2
Word 2010

=Hla McAfee\VirusScan Console =

Virus McAfee\VirusScan Console =

=HEa McAfee\VirusScan Console 2

« prefer="\\Folderl\Folder2\...\ApplicationName”

HWHERERASTENREA A HBREUR “FiR” RETHTBENAREF S METE. “Programs” Xk
B ‘TR XRARTHFXMHR, AbBIEEESEENREFUBEZX G RANERNAERF. MRE
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RhETE, WFEEFERASIS, RREXAANE, £XTBETEERIIE Citrix Virtual Apps and Desktops
#0 Citrix DaaS i2F A N EHENBEEREA.

KEYWORDS:prefer= “Programs” THyHIEA T Ui

\Programs\Microsoft \Programs\Microsoft =

Office\Microsoft Word 2010 Office\Microsoft Word 2010

\Microsoft Office \Programs\Microsoft =
Office\Microsoft Word 2010

\Microsoft Word 2010 \Programs\Microsoft 5
Office\Microsoft Word 2010

\Programs\Microsoft Word \Programs\Microsoft Word b3

2010 2010

« prefer="\Folderl\Folder2\...\ApplicationName”

EXREFERRS “FHR” FR TRENRES X B EAETE, REMNENBEPSNEENAREFZR,
BRILUER MBS RES FRERXX 4R, RREAAXFBRZLIRHIBNEBRER, LEFIFEEER. W
RBEEHETHE, WHEBEASIS, REXSKNE. EXNRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer= “Programs” THyHEA T EEIE

\Microsoft Office\Microsoft \Microsoft Office\Microsoft =

Word 2010 Word 2010

\Microsoft Office \Microsoft Office\Microsoft S
Word 2010

\Microsoft Word 2010 \Microsoft Office\Microsoft 2
Word 2010

\Microsoft Word \Microsoft Word 2010 =

BEXHEMXBFHNES, ESIH StoreFront XL AL0ER 2 Y “EABEI,

vPrefer E5h

Rk, FLUEEE Citrix Studio Fi&E KEYWORDS:prefer="application” Bi43kisE VDA L L&MW
RG] (FEASKREPFRA “AHRf)”) SAkETELmHMNARERF B,

BhRZ 4.11 &2, EXEZE=HE (He Citrix Workspace BREFEFRESRIEN VDA LinfT) &, EIETLUES
Citrix Workspace MBiEF2ERB5h:
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« VDA L R2ENNBREFNAMES IRAIEASMYBREFER) o
s MAEFIEELM,

vPrefer 1£ StoreFront 3.14 # Citrix Virtual Desktops 7.17 BSR4 AT,

BN BEFER, Citrix Workspace R RT2F1§i%EY StoreFront AR 38 EFER R REIEHFEMR A AIRIE vprefer
IREMAI&E, Citrix Workspace B2 VDA B9 Windows M ERFERNAEFNRERRZ, NREFE, N
B ARG, BN, BEEZNRRERFRNITE LM,

MREENBIEFARE VDA L, Citrix Workspace M B2 SRt ENBERF. B StoreFront infmit
HBERIIEMRER, 520 Citrix Virtual Apps and Desktops 4Bz 4B & 8 S E L8t FAIZF B 5o

MREFRFLEHE VDA LB BREF M AMszfFl, i 7% Delivery Controller £ B PowerShell ¥ Lo-
calLaunchDisabled &% True., HX¥4E8, H2iA Citrix Virtual Apps and Desktops i,

I IhAER B FEMRE BRI BIER, MMIRMHEMRSHNAREE, FJUERARIRTSR (GPO) BEERIE#IT
BB, IRABERT, VPrefer REXNK=ZE2HLTFERRS.

=

BERFRERE Citrix Workspace RZFERRY, #amzsit GPO FiRIIRMIRIRX 4. HxmzAt GPO H
AMIERXAHBIFAER, BERAARBNRERRR XN TAHE, SHEIXGNIETPRRENEGIRE.

1. @17 gpedit.msc 77 Citrix Workspace FR1EF GPO BIEEIR,
2. EHENEET ST, BREBEEIR > Citrix 4AfF > Citrix Workspace > BBIRS.
3. i&#% vPrefer 5ES,
4. ®EEERA.

5. MR AERF TRFIRP, EFUTERZ—

s AYFIERNARERF: ETEEE VDA EMFENARRFERNAEFl, Citrix Workspace M AEF#1E
RERENTAREF (B1FCE4. itHE. SFR. HRTEO%5EN Windows NARER). ARG,
©%7E VDA LBz AR, MIFERENARF LB,

s AFERENEARER: ETUEE6) VDA LERENNARFNAMES, MRNARFERLEE
VDA L, NGBt ENBIER. BIABERT, % vPrefer SREIGENECERN, AFERENNER
R FERRS. WETIFIZEAR. HERELN Windows BIERFKR ARRZFHIFRTE.

o AUFMBRARER: ETUEEHERZ ML LN AR EF,

6. BHNAMAE,
7. ENBRHRIEUFEEREK.

PR :
« EMAT Web i Workspace R 51k IhEE,

& 7T Virtual Apps and Desktops = ch{kE

October 31, 2023
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iEATF Windows &9 Citrix Workspace T2

AE:
B Citrix Workspace R 2FFhr4s 2305.1 2, @S ERATaNARE, B 2309 &2, SR T 4N A
G

WET, Bai#ENEENAFREFTER. AP RIEERHEELEME, HERF XA TIHEE, HABNEEE
B8,

(@ Connecting

Starting...
[

Cancel

BHENN AR SERERESEEE. BN, HFEEEAT Windows 8 Citrix Workspace N2 Lig
#HTRAREFNER. XEMTILRAF RN TREXEHRSHEXER. BIETERENEGTHA.

Citrix Workspace

EDRTST

Home

RTST-APAC RTST-APAC RTST-UK7-
XenCenter XenRTCenter Zip

‘E @ mE

")
RTST-UK RTST-UK RTST-UK
Access 2019 Edge Excel 2019

All Apps

Desktops

cifrix

2 Type here to search

BREUEEEXBIHENEEXEERN, MANNEHAER. MREERHHBAFZHXEANKE, NER—

FERER.
Bi&RAT Windows 89 Citrix Workspace R 2R 2305.1 2, ttIhaeE =N AREERRIALTBERS,

BIAERT, LLINREEZIGA] StoreFront (i) SIERRFRARS.
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NREFRTIRE
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“BREER” &

I B E B HE Citrix Workspace ARFEMNARRENEFENBREEMRNTAEREAR, X#
AILARRAF B XEERAP Y AEERIEERNISE, Bfms, BRILL

o —iERE ‘BRERET Ko
o ERFRBEUATRELE:
- BiEE
- EEPL
- ECENERS
- REMESE
- =DPI
- XHER
- REAXMERER
- Citrix Casting

EAERRRPIEE “ERE IR EM

ATLUfEA Citrix Workspace HBIEFASEKIR (GPO) BIEERIEHE “BEE SN &
i@idiz1T gpedit.msc 77 Citrix Workspace B B2 FF A RIET R EIEIER,
EHBNEBET AT, REEERIR > Citrix Workspace > BEIIRS > S&EHETHET,

ERE A ERE TR,
EERERAEEHXIEFH Citrix Workspace M B2FEfRH AR R RIRE “SREER” T,

>

=

AR

AINERT, ERARECE XD

£ “BAEE” RPBEITILE
AT LfEA Citrix Workspace M AEEFAREN R ERRRESAEEMERPRERAFJEENSEIRE, BEREIR
B, BERITUUTRE:

1. @dia{T gpedit.msc 77 Citrix Workspace 5z B2 A R8T R EIEIER.

2. EHENEBETST, BEEEEEIR > Citrix Workspace > BBIIRS > SR EETUET,
3. EFEATERENIEERRE,

TR T SR LOEFANET AR S ME R R0 -
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il 121F

RECE BRigE
[=)=1:E! iR E
[Sh-t ERigE

BT “BREER RPREUTRERE:

- BEENES

o EEPL

« = DPI

o BUREWE

» BIERREFNETE

o BEMESE

o BREANMEIMERR
o XHFHER

« Citrix Casting

EREMRAIEIRE “EREEN” KPR “EE Workspace” IR
AIUEREMRRIERST ‘SAEER” RPREEE Workspace £,

1. BabEMRFIER.

2. SfnEIHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle.

3. tIE— I ERHREFMET EnableFactoryReset G HIGE N U FERER:
o True - £ “BREREN” RAZT “EE Workspace” i1
« False- 7 “B&EEI” KPR “EE Workspace” &I

F “EREER RPRRE “Citrix Workspace B#” I
pE=
“Citrix Workspace E#” MBI SRISER RS “BRE XM RPEFEENEMERRR,

@idia1T gpedit.msc 77 Citrix Workspace R BTEF A RIS R EIEIER,

. EHENBEET ST, HEEEER > Citrix A+ > Citrix Workspace > Workspace Eif,
%1% Workspace S350,

. EREZRESAEENKRPIEE “Workspace B#” & E.
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Citrix Casting

Citrix Ready Workspace Hub $#FIRIEMYNIBRRE A E—E, EREMNBETRPRNNARRFNLHIE, T
NARFERETIRE (F—LEWR), GBI ARRFMERSE, MUOIEERENmEITS,
Citrix Ready Workspace Hub £ Raspberry Pi 3 & E#iEmiL. =17 Citrix Workspace R FA2FHIS&IFIE

%) Citrix Ready Workspace Hub, HigMAREFHEmESFRANE R L, Citrix Casting 1X7£ Microsoft
Windows 10 hi4s 1607 &E&hkAs Windows Server 2016 £33,

Citrix Casting ThaE A iF NBThG AN R2MtIB R ERNAER, HEARSE LET.
=W
« EATF Windows # Citrix Casting z#F Citrix Ready Workspace Hub hit4s 2.40.3839 KBRS
S HRRASH Workspace Hub RIBET AR R 410N E S B IR IR,
« EATF Windows i Citrix Workspace [A#EF (RA®EERRE) A4 Citrix Casting Thig.
WEFM:

s EIREEBRATEFUELN Hub,

+ Citrix Ready Workspace Hub #1 Citrix Workspace Kz #8210 TR —MLE 5,

« s¥F1EIETT Citrix Workspace R B#EFRII&&E S Citrix Ready Workspace Hub ZiafER#%0 55555,

« XF Citrix Casting, ~EELHO 1494,

o %0 55556 A Eh&ES Citrix Ready Workspace Hub Zial#y SSL i#E#28920iAi% 0. FTLITE Raspberry
PitvigERmE LEEEFRRAM SSL w0, wNRMEIET SSL#wA, ArP¥EES Workspace Hub Zjalzar SSL
PE:

« Citrix Casting 1%7£ Microsoft Windows 10 kixZ 1607 &E kR4 Windows Server 2016 £ %15,

o EREMEISEIT /IncludeCitrixCasting &< AR Citrix Casting,

EZE Citrix Casting BE5h
AR
B AR “BREED RNLBHIONE. EXFAER, BFSHBREEN Ko
1. ARBF@EmXiEgsr Citrix Workspace B BIEF B H &R S & E %,
LB 2 R R BT IEE,
2. &#% Citrix Casting,

LtbEY % 2w Citrix Casting 33iE1E,
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@ Citrix Casting

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(O Mo, de not launch the Citrix Casting on startup.

Save Cancel

3. ERLUTERZ —!

« & - #8772 Citrix Workspace R A2 EzhEtEz Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, R#ERzhEESN Citrix Casting) - #87F

7 Citrix Workspace Rz F#2r Rz Bz Citrix Casting.

%% No (&) EWA=LXILHFIRERNRIE, ZIREXET—RES Citrix Workspace [z i2F8Y

W o
4, BHEEREUNBAMENER.

Ve

#{ai Citrix Casting 5 Citrix Workspace N B2FE AR

1. &= Citrix Workspace MRERF, HEEHNLE EERAEST.
IEEHE ERa A8 Hub 5K, %51% % Workspace Hub SR &89 RSSI EHF,
2. ERELSREREN Workspace Hub, SAEERUT®ERZ—:

. BRATENIREHBEERARRIFEEEEN Workspace Hub i&&.
o 'EAETE Workspace Hub & RREBEHEBRER.

} =

AR

Bt Citrix Workspace i A#2F =i Citrix Casting.
f£ Citrix Casting BAHFES, RET LUTEMR:

1. SaiEERHSIERREINE.,
2. RIFET.
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3. WiFERE, ATELYRERGRIE

4. EREFR, BT Workspace Hub FRinEIMiE .,

5. RPEBMXIEFH Workspace Hub BIiRH &R R B AT A RBRTSIEERE, HiBE Citrix Ready
Workspace Hub,

Citrix Casting - Refresh

Current screen | Superior-Lake
casting session

Available Favorites tab

Workspace hub

raspbermypi .
set as favorite

. . a3 tes
List of available haiyang_test

workspace hubs
liangc-dev

WorkspaceHub-debao

Workspace
hub icon

ELoRZIES

3R Citrix Workspace [ BEF LA NESEEANMEMAET A Workspace Hub # 52 #1Ti@(E, BRFEEERS
FERA T &I

1. Citrix Workspace i AB#2F#1 Citrix Ready Workspace Hub ZEZEIE—M4%.

2. f£Ezh Citrix Workspace ARG E LB T EFH B EFIEEIET.

3. Bz Citrix Workspace M BEFRI&ETE Citrix Ready Workspace Hub BSSEEIR (MF 10 K B&HEEZ

e EREIIEEEEY/)
4. 1£ Citrix Workspace B2 F S ah Xl k38, AEEAN http:
et HEERET Workspace Hub i &8iF4E S,
5. 7z Citrix Ready Workspace Hub s £RlF, H=idEmZEREEI Workspace Hub,

B 18] Kz PR

1. &% 5 Citrix Ready Workspace Hub i&#2IE—M4& Z &, Citrix Casting REEMH.
2. WMERHIMMLAE, Workspace Hub i&& ERIsEEHERER.

3. EBY B, B Citrix Ready Workspace MBREFHNERBERNIFEEZ R,

4. I BEXT, TERHEMETRREENTERS.
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5 ®ELMNETRELEEATKE, RERNSEHSB0MAERE. §li, BEOIWRRETNK. BEAAX
ET,
6. ERERFT2IERE, MRIETT Citrix Workspace R AEFHIEEMTHE. EBRIARRS, WEERNS
BETfEiR.
7. AL PIREBRNRIE,
8. Citrix Casting ZIFHRAFREIPEN 1920 x 1440,
9. Citrix Casting 3%z#§ Citrix Ready Workspace Hub hiz4s 2.40.3839 EEhiads. FHAkRA# Workspace
Hub BI8ET A R4 NS RS BH IR IR,
10. &ATF Windows #J Citrix Workspace AR (MABIERE) FZHIHINEE,
11. 7£ Windows 10 Build 1607 /1, aJaEFEAEME ML T EEzH Citrix Casting,

&% Citrix Ready Workspace Hub #i¥4i{s &, &% Citrix Virtual Apps and Desktops x#4#9 Citrix
Ready Workspace Hub #43

SaaS WV HEiER

October 31, 2023

xf SaaS MARFNZ2BIERETHAFPRMNELHR SaaS NARFNSA—RF AR, SaaS L ABFSRERER
—EfRf. EEANEAURIFARNINENRLBFAREEZTERGNRIERENRS. EEATLUESTIEX
E Web u5=2#0 Web st 52285 B9 i 1R R SSIRIL B B9,

iEATF Windows &9 Citrix Workspace R B2 #&id Citrix Secure Private Access £/ SaaS N, &
TiZARSS, BEEATUREERRINZRGE. ERERERURABTESE.,

ME=ZRAT SaaS MARFAEBUTMRS:

- BEERR - HTIR(FE. EHRMNER.
¢ BRER - ERARRERENER.
s BRTARNBEFIVERIR - I EANAEFH#HITETRIRNEE,

Citrix Workspace Rz f#2F1E Citrix Enterprise Browser (LA&1#5A Citrix Workspace Browser) E£/E5) Saas
MR, BXEE, 1555 Citrix Enterprise Browser 3X#4,
PR

s BHMBRATIHATMAZAT TENELGNAER, ABEBIHNNARRFPRITITENG S, EHATLUR
7= PDF, fi#R75%: BFEERATHIIE, 1BRRATEEDT,

o NAREFHIRNNIAABEREIER.

o 1&F4(E R Storebrowse f< 17 SaaS MARER.

Bx Workspace FRBRi#fE S, &2 Citrix Cloud 8 Workspace &,
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RSN AT

October 31, 2023

Citrix Analytics

Citrix Workspace 2R B&iIRN, ATt AEE S Citrix Analytics. BAE, 7 Citrix Analytics
RSS2 EAMMEMERE. &% Citrix Analytics Fi¥4iE 2, &20 Citrix Analytics,

Citrix Analytics fREHIIERINAE

AR, Citrix Workspace AEFRIUR 2 RMMERK RN AR IP it £4#%) Citrix Analytics BRS.
SRRERHEBWELLEIR. ©RILEEEN Citrix Analytics lRE 2R TIRRE S5 EEXIFEX,

BUAERT, IP#itBER%XS Citrix Analytics BRS. B2, ErRILUERFMRRmESSE Citrix Workspace [z
PR 2 A It T,

E2H P it AEER, ESMEIUTEMREEHE SendPublicIPAddress FM&Rm&E 7 Off,

o 1£ 64 i Windows i+&# L, S#iZl HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix
\Dazzle,

o 7£ 32 il Windows 8L, SMiZI HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

} =

AR

o Pt im R EREBR FHRHNE . RE Citrix Workspace M BiEFEaE Bz BEFNED
IP sk, {BFLEHIEDTRERER.

s EHHNEFFRIIER (=TT Intranet RiE17) , BEHWEZEH S LR URL https://locus.
analytics.cloud.com/api/locateip FINAR &,

Citrix Workspace iAEZF &30, aTUMEMRILE R EH ICA RIFRLMIGHIRE RS Citrix Analytics iR

o

A% Performance Analytics ifaERALLE SRIFAES, BSREEEIES,

EP&REITR (CEIP)
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LESiNE5 ¢

FCEMEAME

e 0k €7

iR

Citrix ZP&%eE1t % (CEIP) M
EATF Windows &9 Citrix
Workspace M BRZFUREREM
ERBYE, HEDRBEIEREE
Citrix #1 Google Analytics.

BIBERERFTAEN

kGBI T Citrix 1253 Citrix
Workspace [ A#EFHRE. I
REfNMERE, NERARBRELES
RHER, HFRSKIFHEEAR
FRBMEM SR E,

N _EFRR, Citrix ke Citrix Workspace M BEFEREFEREREIE, MiEE Workspace MBEFHRE. I
BEMIMERE, FH AW Citrix AFRFAXENEYNEERER, URAFRSKFEHEEARRENEMENRE, HIBRAL
CREERERMO. RKEHERBAREITEN, BASRE CEIP SIEMFENRER P #ITON.

Google Analytics Waser945E CEIP #iBTRBIE:

RIERGhRA *

RIEBAE
TRiEFRE
BEIEHEEDR
BERS /Y

EFBLOIFRER

RERNBE RS B

3 r

AR

Citrix Workspace FZF
2R *

HEERIR

LZRIEFRE
EEDOERBR

Citrix Virtual Apps
and Desktops &iEEzh
RE

StoreFront =l
Workspace URL i¥#1h
BERE

Citrix Enterprise
Browser kg

SHEIRE

EEREDIY

B IRREERE

App Protection B2 &
REHARL TR R / SR 7R

Citrix Enterprise
Browser A&

BARZ 2206 &2, Citrix Workspace MBEFASMAITEREE (EU). FMHESF
BPBEWERM CEIP B, WMREHEF AILINEE, EEMHER Citrix Workspace R ARER.

Citrix Workspace R/
BFIES

VDAER

N AEERE
B TE RO R A
BEIEHRS

B EEE

X (EEA). EEFI%E (UK) B9
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BRI EIET

BhRZs 2205 2, ARMEERMALURRU TS BELELZ CEIP i (FTEM “&3” PEENTELENFEMEUET
EXES IO

1. AR EHEMXIEFH Citrix Workspace M BEFEfT.
2. EERSREET
LB B R e R EDETIXIEE,
3. EEFEURWEE
4. EER, SRR CEIP ER725,
5. BH R

ERAERBF SHEMEIU T EMRIHZEIGEEE:
B%1%F:. HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
SFMRT: Enable CEIP
f&: False
AR

—BEEFER, HE0E Enable_CEIP EMRIUSEN False, BeILUBE SMEIU T EMRIFFIREEFR
FEIERIXRERA CEIP #Ecx (BMRIERFA Citrix Workspace RABZFhRA)

. HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
SEMRF: DisableHeartbeat

f&: True

Htf5 2

Citrix IRIB& 5 Citrix BTN EREF O BEIEIRE, HI%8 Citrix Services Security Exhibit (Citrix fr% £
MERR) PHMEXE#EITERIP. “Citrix Services Security Exhibit” (Citrix g% 24 Ex) alE Citrix Trust
Center (Citrix f5E®) KB

L2 MM HIEIE

October 31, 2023
BEDBENBUTHE:
. B2
. R\|E

o SHKIE
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WEERRYIR

fER A Citrix Gateway 1EA S HRMIZFHEEEI Citrix Workspace
£/ Azure Active Directory 1A & p1R 2R E @S Citrix Workspace
f# M Okta tEA B iR MIERFEEEE Citrix Workspace

zeft

October 31, 2023

App Protection

App Protection IhgE@— M ININEE, AI7ERERA Citrix Virtual Apps and Desktops #1 Citrix DaaS (W#i#iA
Citrix Virtual Apps and Desktops fgs3) BYiRfiEsgmR LM, ZINEERS T B HZRAICINRRHREER
R AB9EE I, App Protection AR5 L BERE FMAFR SENHRESFNEER. RWEAIHLEAAMNKEER
BRESEUNERARZICRBBENFBAHRER. BXFMES, BSH App Protection

A

App Protection SEER THEx BEMIEERAFARINEENIHIANIE (HRERSREBZLTARTIRE APLEA)
App Protection SREEEEEBHWBEEXNERARETARMERIF. B2, MERFRENLRE, BRESEM
LERBEOFGEVESHIL. BARMNFASIRFMBRXLERD, BRINLEZRIETHEEENBESPREME
BRI,

Z & A TF Windows 1 Citrix Workspace R B#2F LE2 & App Protection, E8REE—XH M “EBTF
Windows B9 Citrix Workspace R FEF" 2853

AR

App Protection 1X7E MhitAs 1912 FHIAFHRBY 2215,

’e7 ICAXHHMZ2M
teIhRE R BN IR F MK ESE R o ERE 032 |CA X EfiR g R 2 M,
Citrix Workspace R AR#EF AT EER BN ARFNKERIERNR ICA XS EFHEERFAED, MIEfEER,

LEIhEE ETEEBRE W & U REAREMER A se i A ICA XHFNEMEERG. WINfEtERTFEERAT Web iy
Workspace FEmEIME AEFNEESIE

[

@2 Web i5ia) Citrix Workspace ¢ StoreFront BY, t132#F ICA XtF&R2M, MRTLLEE Web piRIZ i, T
E PRI IR EITH N &R . MREMEMANLI28IA1R StoreFront, &7 StoreFront ZE# web.config 3¢
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HHERAUTER:
StoreFront frz Bt
2.x pluginassistant
3.X protocolHandler

W ERE R ARIER, BRI Workspace AR, MRKFETZIRT, 1EBMRNKE cookie HEi,
9NRZ Workspace &, MAILIBLSMEKFIRE > 5% > NARFNKARDEATREREFIHEIIZE,
TR LRI ESMNO B U B EREHEERERNETH ICA XHBIRE, ERUTERRE:

o BPiG EREREENTR (GPO) BIRER,
+ Global App Config Service.
« EATF Web # Workspace,

£/ GPO:
EMEIEMFRETE RS ER ICA XEBHIRIE, BRITUTERE:

BiLiE1T gpedit.msc $7T7F Citrix Workspace M BIEF AR BERIER,
EIHENEET ST, BEEEER > Citrix A1 > Citrix Workspace > Client Engine.
EER2 ICA XHRIERHERHRHIEENERA.

BENAMBE,

> wnd e

£/ Global App Config Service:
ALLfER Citrix Workspace FZR#2FF 2106 ®f9 Global App Config Service,
EPEIEMTFIETEASEA ERY ICA SXHBEIRIE, BHRATIUTIRME:
KPEIEERE ICA X REhEMHIRER True,
B Global App Config Service Hi¥4ifs 8, E2i# Global App Config Service i,
fERIEAT Web 9 Workspace:
EREEREAT Web #9 Workspace BYZIEfEAIEE R E T ICA X, BRITUUTIRE:
iz1T PowerShell #3R, &E&HELE DisallowICADownload,

AR

DisallowlCADownload FEERTFEREF StoreFront &,

Workspace &gy R ERNEEES

BERATUEENENENE, MIBEERAF BaIM Citrix Workspace AR RIEFHZAIMNENETEE, NRR
i BEFMEEEENNEEREALTERRS, EREEM Workspace FiEsH, REDENFSHMERIAIEMN
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NAEEMEESES Citrix StoreFront AR E.

TENBRER LUSEAM 1 58E 1440 K. BIMERT, FEREFENEN, EERAIUERA PowerShell 1R
F2& inactivityTimeoutinMinutes B4, f#Eitba THIEATF Citrix Workspace E2&#I PowerShell &3k,

RARBFARNT:

o EEHE=20, SHREEOFEET—FEN, RTI—TATRIEERICIEIET.

o AEREENTEMNBREATHET 5 98, BHFETo

o APAIUBEERISEREREBNHSSERNEER, EXMERT, FESDHHNSKEENERENE, 1A
BT EER LN ARENRIE,

EER g Workspace (&) SiEABE AR ETHIEB,

October 31, 2023

ZH#f% Citrix Virtual Apps and Desktops Az$5285 Citrix Workspace R BEF 2 BIREERE, A UERIN TR
TH—RFIREFARERR Citrix Workspace M EBREFEE:

« Citrix Gateway: BXER, ESRAT R ERLUK Citrix Gateway # StoreFront X%,

o BAASE: WILERAASER] LURHE B ARt A% O 7017 5 PE LE SR E5&@i

o TEEHET2M (TLS) 1.0 E 1.3 k.

« FF7E Citrix Workspace M BEFEETEILEEX RN ERS .

o ICAXHEERS

o AR 2 (LSA) RiP

« {PRIEATF Citrix Virtual Apps SErIRIEARS 2. SOCKS RERSERLLNIERS R, RIEARSB/ATE
BABR&IXT 4R B9 15 1) 0 5R B LB RYIAIal, X LEARSS 2818 4L 22 Citrix Workspace R F12F 5 MRS 88 Z [BIHViE#.
Citrix Workspace R A#2F 3z SOCKS 1R 2RI

o HubIE

Citrix Gateway

Citrix Gateway (LI#i#r A Access Gateway) Ri75 StoreFront RABENERE. LI, FATFEERRIFMITSH
FA P 3S REM R 2RI A R R,

Z@d Citrix Gateway EiESEMNARER, BEHRITUUTRE:
1. BRUTAZRZ—EEEERARMM Citrix Gateway URL:
- BEXEABMRSAFPRAEN, RASRTEERMMHSIHEEFREN URL,
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o UEFEHREMRSXAFREN, rTLUET R IEEIED > P > HmnEimA URL
o WMBEET storebrowse s S EIERE, BEHSITHREAN URL

Z URLIEEMXFSENAEE (EFIEEE)
« EE#EE Citrix Workspace M BEFKREINE— M ABE, BERUTEIN URL:
- https://gateway.company.com

- BEEISTENARE, BEAKIA BIm) https://gateway.company.com?<storename> # URL.
1tz URL MR A AEmEE; E77EZ URL HEE = (FSFR) . NMREBE storebrowse E#% 54
ENEBIE, AR ER storebrowse @< HANGI 5] URL,

1. RGRETH, FRSHAFE. BEARSSRERIZNASRE (BEIMX), AXESBRNEMAEE, BE5E
Citrix Gateway 2%,

BMHRitRE, BETENEENEAER,
I B A TIERE
RALERA A AT WAARYE B ARt i A i O A 5k PE L 3R 61385 . SR GEFRAASE, & AT Windows 9 Citrix Workspace

[ A2 RIIEHPE A &S Web ARS528H0 Citrix RS 281815,

2 Citrix #&EH0

i i) 1| HAER

Citrix Workspace A  TCP 80/443 5 StoreFront i&fE
=

ICA g HDX TCP/UDP 1494 iR AIZF RIS E
BESETEMMNICAE  TCP/UDP 2598 iR A RIS E
HDX

ICA g HDX over TLS TCP/UDP 443 iR N AR F RIS E

BXHEOMFAES, BESREFMIRF0XE CTX101810,

fFhaRL et
EmEReM (TLS) BEM SSL (R2ERFRE) MiN. ERMIZI(ENA (IETF) 738 TLS FRUTERNF R
$kE, BHEZATLS,

TLS B RMRSZFZMNEIE. HERMBAEETEMRLE, REREHIERENTS, FLAR (BEXEBNA
R) ERMER TLS KRBHIBBEENRE, XEARTTERERERRIENME, FINBHRESLERE (FIPS) 140,
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FIPS 140 B— P INZEAR .

WERE AP I&E&EM Citrix Workspace R BIER, 7863 TLS BB IEEEEN. B XRIP StoreFront @815
B, #B StoreFront X#4hmyL 2355, HXHRIP VDA B5 8, 1207 Citrix Virtual Apps and Desktops 32
R EEEL 2N (TLS).

FILAGE R LA SRBEHAT LU HRF

o BHIFEM TLS: HITBRINER TLS BFEAFAREENME (84 Internet) BI%ERE,

« sg%lfERA FIPS (Federal Information Processing Standards, Ex#Bfs SQEIRE) @ SEEARTANE B
M NIST SP 800-52 HAVEIN, XLEETRRIAL FEARS.

SREIEFAREERRASEY TLS A4S ER TLS ZEM: Citrix 2#F TLS 1.0. TLS 1.1 # TLS 1.2 thi¥.

o (UEEIRERRS 3.

- RERTERHERSF/IEDS.

o BEREIRS SIEBIMAL K,

o ERRENEFWHES WRERSB[BEENEREFHED) .

AT Windows 9 Citrix Workspace MAREFZFUTERT TLS 1.2 thiXMZEBEH:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

BXRZZFNEHREANER, BESEAMIRPOXE CTX250104,

BE:

ATEERZeM, UTEEEGEFH:
o BEH RC4 # 3DES
o BIZRA “TLS_RSA_*” WEBEEH
« TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
« TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
« TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
« TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
« TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

« TLS_RSA_WITH_RC4_128_SHA (0x0005)
« TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

TLS =35
1. @17 gpedit.msc 77 Citrix Workspace R R#2F GPO EIEEIR,

2. EHENEET AT, BESEERIR > Citrix Workspace > MR, AREERE TLS MEMEXERE RS,
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A TLS and Compliance Mode Configuration O *
E‘ TLS and Compliance Mode Configuration Previous Setting Next Setting
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ o)) Citrix Workspace supported platforms
Options: Help:
Require TLS for all connections This opt!on enables Citrix Workspa.ce t.o ider!tifly Secure ~
connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS1.0
TLSversion | TLS1.0| TLS1.1| TLS1.2 ~ 2.TL5 1
3.TLS 1.2
TLS cipher set | Commercial ~
The Security Compliance Mode values are:
Certificate Revocation Check Policy - FIPS - Enabling FIPS mode forces Windows operating system
- and its sub-systems to use only FIP5S-validated cryptographic
Check with no network access ~ algorithms.
. . - Mone - Mo compliance mode is enforced.
Policy Extension OID. | v  SPaDD-52 - NIST 5PE00.52r1 compliance is enforced.
. A When you select SPB00-52 from the Security Compliance Mode
Client Authentication drop d)cruwn . the following Certificate Revntcyation gheck Palicy
Not Configured o (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All

3. BFEEABRATLEREUKINERS SR LEE, REU TR
AR
Citrix iR TLS UEMLeEE,
a) ERERWFIEEZER TLS L5EH Citrix Workspace M BIEFX 5B £ %M FAIEFN S maviEss
fE/ TLS,

b) MREMEMBEX THIFIRS, EFHERAYEDR:

i. - FRHHMITEMER
ii. SP800-52 - i%#% SP800-52 LUEM NIST SP 800-52, {NXARS2FHMKEM NIST SP 800-52
NN P Vb= dlifu A0

=

e =

R EHE SP800-52, NEBH=fER FIPS #t/ERvME, BMERERFSA FIPS hEitte 15,
ERBA Windows R AL INZE: & FIPS FEZRATME. BWAEMESR, &N, Citrix
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b)

Workspace MR RIRER T A EZE B RGN AEFNKE,
WNRi%EHE SP800-52, BRI P MBI ERIGE R NFTETLIHEEEM CRL,

%% SP800-52 5, Citrix Workspace M A EFGIIERSF/IEHBEEEM NIST SP 800-52 #H#JiE
o WMBRSIIEBREM, Citrix Workspace R BIEF A ETEER.

i. B FIPS - &R IR REIER FIPS HUEMNINE, b, EERIRIERSARIEHH Windows
TR RAME: & FIPS RREZATNE. BEMESZ, BN, Citrix Workspace MBEF
AIRER A EE R B RN BIEF NS,

MATFE TLS RS2 THIREH, EFROS. FAESHRINTIRAHR Citrix Workspace R AEF
UEETIEERRSS 28, FILUSEBERMIEOS. Flim, *.citrix.com: 4433 R¥F7EiHO 4433 L
FAAE L. citrix.com BEMNEMIRS 2. IEPHMRENRS ZLIEBHRNERNERE. 1R Citrix
Workspace BHIRBIREEMAE, EEBRIEL,

M TLS hRZARER, @EFELTERZ—:

TLS1.0. TLS1.15( TLS 1.2 - REAAIAIRE, XE¥ TLS 1.0 BRAMS ERIL S ERE A ZINER
It T,

TLS 1.1 50 TLS 1.2 - EAIET AT HRERER TLS 1.1 8 TLS 1.2,
TLS1.2- 1R TLS 1.2 BFUSSER, MERINEREED,

TLS =5 - EsafIEASEN TLS BE, HiEE “BF"(GOV). “B%5”(COM) 5t “£%”(ALL), &
KIFAER, FERMIRFOXE CTX250104,

MIEBBFOERESED, ERUTEREDR:

ERBRNENER TS - EERIEPRHEIIRRE, NERAITIERHETIREME. FIE0EZRESBH
2Bg, ¥EBE SSL Relay/Citrix Secure Web Gateway BRSS 23R AR S 21T B HIER B HFIRKE
ER RGN,

SERIHRKE - EERIEBRETIRINE. FRASMIEERHETIREHENMED X n. WRZEEENB
HER, EREWIEL, EPRHETROETRTRIIEFRSSEENRSSIIIBHAEE,
FERLIFNREM CRL - EXRMIEBRHETIRKE, EIRIEPMANGBRI. FERAHNITERRHEIIRE
EHFFE R AR, NRKIEBPWRHEER, EEEEIESL, THRFAFEGXENIEBRHETRNKRITERESE
E,

2PFERLIHNECEN CRL - EXRIERREIIRKE, SIFER CA. FRAMIEEREIIREFMENR
BRES, IRREEBNFRHEER, EEEWIELE, TRAEVENIIERHEIRNITEEEE,
TRE - RERTAIEBRHEIIRICE,

fERHEY B OID =] LU Citrix Workspace M AR REIACERIEE 71T I PM LRI ARS
28, MEREFRFERRYE OID, Citrix Workspace MBREFIGNIZEZ S ERRY E OID MRS 2SZIEH,

MERIHEMIBIERER, ERUTERED:
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BEA - RATF S DI,

BRIERIERES - IR IRR AP ERIES.

SNSRATRE, WEENESE - (VAT LOEEREIRABNE R TA .

KECE - B AREES A IRS HIIE,
o EREENIES - FRE “FRIHIER” ERHMRENE A HIES.
a) EAEFIHIEREETIEEMRIERNIEN, WEETURERTAF,
b) SR AMERIFILHREE,
BXREMIMNBMBIERTIRNER, BSHMRPOXE CTX250104,

BI{EARSS 28

SEHEIMITEIEIRS SRk

A{=AR5S 28 FR B RBE AR Citrix Workspace M BZFIEZEPNEEXRHBHIRITIZETX R,

fEFLLERES, BERAIMIEHEFIRNMRIHEEZINERGNARFIRE. BRHERESERS, MAEE
EENEEXE, AR, SEXNEHENRAEERER i

& FB L R BE BT PR LE 3 B R A2 Al & K P A BR S5 280

RINERT, KIHIRETFEFHEEEFINRS SR, ERATERKIENMR, RSEXTA Windows BI{EiE
AXIFKIM R, You can configure this using the Windows Internet zone setting.

&, FILUER Address IRERIFFIEEMRS 2R ik, RS B[BUIMMZ X IHERBRFNRS BINES HIRTIR,

a0 cps*.citrix.coms
ERAREN RERER B AR ERSHREE

WEFM:

M Citrix Workspace MBEFAN (SFEZETL) BH.

@idia1T gpedit.msc 77 Citrix Workspace R R1EF GPO BEIEEIR,

EHENEETRT, BESEER > Citrix 41 > Citrix Workspace > R4S H > fi B Al SRS HEE.
BB ALGES Citrix Workspace MBEF#HITXIEIRS,

R EATIERSHREE. WEATUSREIR P HER SRS [BHITIRG.

72 Windows Internet Xigi Pz, EREFin-ARS8RMIE. ISEMUERATF Windows B “Tl{Eik ="
Xi%o

6. TEHIHEFEES, R B Windows LUSMYRT{Z L S KIRME P inARSS 28tit, ATLUERIE S 52 RRITIR.

7. BEHREMRA,

ok wn =

PR BB LRSS SRR E R S CCHIAREY, IR RIALE, HRREIRN S,
ERIEE, BIUSIRIRMIRS RFME Windows SIS EM AR, Hi, x3F SSL &, EHRS 8RR
59”http://” Hhttps://”
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AR
XfF SSL &R, MIAEEIEB AR, XFIE SSLERE, HIZF MERKARNFAERS 2.

s, EHIRIEARER StoreFront FQDN #RNEIA# Intranet KIS A EE =X , BXELR, BSAS )W
SHp9iEER Internet Explorer i& &,

B A ImERIEEE
BT AFSRIE SRS SBENER 2N, FRIHESEAR MNEEFRIRGINMA. ZreNHMEREHN SSO hiE.

Xz A SIEEE

Internet X, £7%X. Web RTAFIAE, AaiF SSO
Intranet Z7mX. Web RTAFIAE, fiF SSO
ZRREAYIE = 288 Toin 4% PR B AT RERE L2
SEE Z%mX. Web RSN, fiF SSO

LREFEEERENMXIEMNEIAMERN, FJiEsERMTHEE:
HDX File Access

(3§ Your virtual desktop is attempting to access your local
files.

Select the level of access you want to grant to your local files,

= No access
Do not permit your virtual desktop to access your local files.

= Read-only access
Permit your virtual desktop to read but not write to your local
files,

= Read/write access
Permit your virtual desktop to read and write to your local files,

[ Do not ask me again for this virtual desktop.
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Citrix Workspace - Security Warning

L J Anonline application is attempting to access
files on your computer.

— Block access

Do net permit the application to read or change your
files.

—> Allow reading only

The application cannot change files.

— Permit all access

[] Do not ask me again for this site.

HOX Microphone and Webcam
e i

Your virtual desktop is attempting to use
your microphone or webcam.

Do you want your virtual desktop to use these devices?

= Mo access

Do not permit your virtual desktop to use these
devices,

< Permit use of these devices
Permit your virtual desktop to use these devices.

[7] Do not ask me again for this virtual desktop.

EERAI LB A AR EM R P EZNEES A InER I EEEMRIRERUIATH. EXOFNEERTF
AR EEEMRIENFAESR, BSRMRAFOXE CTX133565,

ICA XHERRS

ICA X & BT EBMRIPE R T REIAREENN T AEFSHE, Citrix Workspace [ B2FiRIEEIERISHIAHRT
SRERNBEFNRERL, FHIEMFAERSSHEITER. ErRILUEAARENREERR StoreFront REC
B ICAXHER. FIMERT, ICAXHERINERER.

BX7 StoreFront BA ICA XHEZIRSHEE, 1587 StoreFront XXM E A ICA XHEZ RS,
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BE ICA XHER
AR

MK CitrixBase.admx\adml FinElzsith GPO, MEA ICA XHZE 2 HEIEAI e 1F1E

1. &itiz1T gpedit.msc $T7F Citrix Workspace M REF ARSI R EERIEIR
2. EHBNEETST, RESEER > Citrix At
3. EEEH ICA XHE L REHIREREEFEP—MET:
a) BEH - IBRERI UGS B IEBIELURINEI /S IEHIea M A F5IRF,
b) FEIES - BHEERAMAFTIRFPHRBRAENEZIEBIEN. AIUMNEZIEBBEEPEFIHIGEZIE
Bl
C) RLWE - NRBRIEFELUTIERZ —,
i. WAFEZNED (BRL): NAFKEAERSBACEENNARFNKERS. FELTHRES
B, stllReES, BTFREN, RERHEK.
ii. EHTREZBHNBHHRERAR (FR2) - BHAREZRALHEZNRIENBER—FHEBRT. A
USRS B e BUERE (BAINRE) o
4. BENBMBEERTFICHRE,
5. E#Es Citrix Workspace R FAZFRIEUEFTHMAI B E K

EEFDRKBFERIES:
ERHRFERIERN, RITENEMUTRARTIRPHITIER:

1. MAEBMENM (CA) BE—PMRBEEZIER SSL FZIEH,

2. MRENEWVEFER CA, BERZEA CAIE—MIBERIEH SSL FRIEH,
3. fERAIARY SSLIEFH.

4. flE—MR CAIEH, HFER GPO BT FHLERES RARAFIEE.

FrR 2K (LSA) RiF

Citrix Workspace R F#2F32#5 Windows Zittz 241 (LSA) (R, E4IFRARS IR LNFIEHEAXIE
Bo WXFARERERME LSA BFIHNRFRI

B IEAR S 21 TR
RIEERS A TRHEIMBINSEF AR, HBEERTF Windows 89 Citrix Workspace M BIEF SRS 28 28]
W%, Citrix Workspace 2R 2% SOCKS M1z e REMIN.

5hR%&28#1738158Y, Citrix Workspace AR ERESITERT Web # Workspace #IBRS 88 LinfZAEi B
ERERLE.

£5 Web RS 3##Ti@58t, Citrix Workspace N R2FRERED AP i&& LE8IA Web 1412889 Internet i&
BHRTRENNERSHLE. HMEERFIEE ENZIA Web J55284 Internet 1% &,

Ei@id StoreFront LAY ICA SXHRFIFITHRIBIRE, BSRAIRFOXE CTX136516,
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HIL B 15
SmartControl A 1FEIEREEEMEHERMIFRAER. Fli, ERIRFERLEAFERDEMGFIETERE, &5
LUfER Citrix Gateway £ SmartControl ThEESLIURIE,

Y Citrix Workspace R B#2FA Citrix Gateway BF 2Bk B, ARKZET N, EXMERT, B
W7 ER A SmartControl ThaE, RATF IR EARGFEMX, RE, aTLUERALHE ICAKE, Hik ICA RIEIhEER
¥ri&fER SmartControl Thak, BRI Citrix Workspace FZF#2R#0 Citrix Gateway SEERRBIALRHIRLL,

Citrix Workspace MAB#EF=#%E A NetScaler LAN RIBEmSIE, FAHERBEGRESESMISAE, RE
EITIHEERERS 23,
RAIAMER AT AR E b
o BAAE: BUREREENZMNEOSREE KBRS
o ISARE: AIUERRERESG DLL £— 32 M RERSSH[TIEFEMIERS S
A LAE A R IR R EIRERSE A R dm e 88 SR AL B H b IR,

BXHERERNFMES, B8R Citrix Gateway Xyt ICA KB,

HILRIES S - ioE

AR
NRFENEE T HSAENNSAE, WaSRERERS.
fER GPO EIRRIRECE s !

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F LA RIS R EERIER
2. HItENEET ST, BESEIER > Citrix Workspace > W&,
3. EEUTRTIZ—:
o WFEAENE: EFEFoHEEE NetScaler LAN RIERE, #EERH, ARRMEENEMN®HAOS,
o WFohASNE: %ZER DLL i2E NetScaler LAN RIZHHE, ERBEA, AGERM DLL X4
12, 40, C:\Workspace\Proxy\ProxyChooser.dll,
4. BENBMHE.

fEREMRRIESRE HiL IR
o WFERSHE:

- BEEMREFEEBHESMT HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,

- ©JZ DWORD &I, WM TFFix:

"StaticProxyEnabled"=dword:00000001
"ProxyHost"="testproxyl.testdomain.com
"ProxyPort"=dword:000001bb
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o WFEIEHE:

- BEEMKREERH FME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy,

- £ DWORD &ml, FFrR:
"DynamicProxyEnabled"=dword:00000001
"ProxyChooserDLL"="c:\\Workspace\\Proxy\\ProxyChooser.dl1"

ERRMIED
PESES

o HTTP RZFBSIE
« HTTPS RZ/&IE
« Citrix Gateway 10.5 &EShk4

Certificates Gr#)

AR

EATF Windows 89 Citrix Workspace L AREFEZZ#MFER, HFEETENER. Fib, IEREEED
HARHE.

« THA (BER) iEH
* Root

o BECFHES

o HERER

TH (BER) iH
MRITEM X EFEEZTHAIES, BT Citrix FREMBFIRE L REALDHERBIMAL N MELBIRIER,
AR

NREEENTTERIETZEMXES, WSETAZEENERES. SAMEAEFRVRIEBNSHILT
Z2E, APAEREEEHSSN, RERNARFELEEH.

RIEH
NFMANTEHBITEN, JUERARENREERIRD ZMEE CAILES.
WFRIMAEBIHEN, ARAUE-PNEEXZERGEUNAHRE CAIES, BESRAEERKAURSHE.
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BECTTIES
BECTHERER—HANE MRS LER.

Citrix Workspace [ A2 ZIHERAHER. BREBAAANRLEEEABRER. BRMEBHNERTRIEE
ERSB/BEMIIRMERESHEMN (SAN) T BIES. FAGIEBMENEFATIEBME N 5 TMRXLIES,

HRiEHEF

MREHIEBEPEEFRENER, BFEZFEEBKHMNE Citrix Gateway RS RBIEH. BXER, 5SH
Configuring Intermediate Certificates (BB HELER).

IERmETIE
IER R E#HE5IZR (CRL) 3F Citrix Workspace AEFIRERSBIEBREERH. ERREFHFTHRERS SN
MEBESHIIE, REAFIRESRSHBZEN TLS ERNEAR2MN,

AIEZMERIEA CRLIGZE, i, 1L Citrix Workspace M AEFEE A RRNEEAMIERTIR, tBoIUER
BENRNEEZRMFMLIELETIR ERLSERRENFIEENRIERERIETE CRLZEFATBFRER.

NRBERHTENPESIERIRE, EBH Citrix Workspace BBERF. EZRBEXFFE Citrix Workspace
HE (BIFEEPD).

BEXFAER, BERCHEZ2EE D,

SIBEERE AR S

iEATF Windows 89 Citrix Workspace N B2 AI#EBN&E R Microsoft Windows B9 lEBEIEHEERE R E]
ABENRE, PEARER—MMERE, NEEMBEBH LA ZENER, XRA NN EREERERE
i,

WA, YERAFHERSSHEN, TERIEREINMNIEREEITERRNRSE. HA Microsoft Windows Fyiilk
IEBEELNRE, &7 LUBIEERS SBEVERRIIERS BB RIEN TR,

i&EATF Windows 89 Citrix Workspace Rz FR12FF B/ BL & a6 F I 35 Bl E A M A B4 B I S ik ;R s TR 1B+ A AR
SRIEP. NRBS[IPBSMEENRSSSIEBALE, EAT Windows B9 Citrix Workspace L REF LS
EHITo
BRINASERWIFBEEIAENES, B2 Microsoft ik,
=
TR EE T BV EIHARY B H EFR E AR BEETIR. S, BMELEZIRE, EHAkELEEM=
o
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S5k

October 31, 2023

Citrix Workspace M B1EF, SEHEESHRIE (2aERm SSON). BEEELUK Kerberos Bi@FHIIE, &
MR E &M ARREEMNFHIIE,

HE® (BRER) BMHEIE

HEE (RRAERHE SSON) AFEEEH#ITEMRIE, HEXREMHTHMHIIERAMEA Citrix Virtual Apps
and Desktops #0 Citrix DaaS (I#1#k# Citrix Virtual Apps and Desktops fE).
AR
MREEHRRTRIERFEZAT Enable MPR notifications for the System (W% 4= B MPR &2#0)
%Bg, M Windows 11 ALHHFEE (BERER) BHRIENEE.
BAE, 3ERE (2RER) SEFENERE, XHEMTLUEZDIEM Citrix KARF, MAXERBER, BFHRR
BIIRE EUSTTR S ARBERNRE, USRI ENRL,

L85 R Citrix Workspace R FAEFR, BV EIRE RN AEFMNSE MK “FHa” FaigE—iaE%E StoreFront,
ERERHERE, EAUESR Citrix Workspace MBREFHBHEINNBEFMNEESIE, MAZEEMBANENE
1o

Fig Web 51 2388 EREFE ALK R (GPO) ERERREERAER. BXFERAARKETSR (GPO) BREIRE
BRABRNEMAES, 155RER Citrix Gateway iEER R ER

EOUER U T ERENEH I TENZERIARLENREERER:
o meITEO
« GUI
AE:

EAXER, NMESER. BRERM SSON rILIERfER.

EeMTRIRETREERRER
EASFRZIEPEERRER, BRITUTIER:

StoreFront EHERE.

7z Delivery Controller LEZE XML SERS

&% Internet Explorer i& &,

ZEAF S AT RGN Citrix Workspace B RER.

:'>P~’.N!—‘
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7z StoreFront tECBEHE S & F

BAEFAFEHEHITEMIE, FERREMEEEA Citrix Virtual Apps and Desktops #1 Citrix DaaS, mA&
FEENNS I NAEFNEEEITIHIIE,

fF Storebrowse SLAEF RN AEIEER, EHNEREEAEKRENNAEFNSE—EZE Citrix Gateway
IRE53s, G1F “FHR” RRIGE, BELRERE, TLRMNARE. KENREFNSEUNEHFENETR, Mt
BEZRBNEHER.

R4 Citrix Virtual Apps and Desktops $&, aILERAEEREHISTE StoreFront LELE # B RSB RIE.

BEFRTEARNABNIREZENEE:

Fafl EEFAES HtE 2

StoreFront LEEZER SSON Bzh Citrix Studio, AE®ZENA 48485 Citrix Workspace [
s > EESMRIEAE - VAR EFEERLAERN, ex8mE
[E > BRAEERE, SRR ENSEBYIE AP

ZMEE NRAA)o
FEERT Web 9 Workspace B AREE > EHT Web 19 3457 Citrix Workspace R
A Workspace i > EESMIRIE BEFESERAERN, ExEHE
B - AEE > BREER. SRR ENSEBYIE AP

EMEE (WERTA).

& Citrix Gateway FrEHE & H

ERARENREEERYT Citrix Gateway EHERER. B2, BLAHEREE Citrix Gateway LEBEEARSH
EMEEEZE (88 1 ~MEEM nFactor) S48,

=

@idiE1T gpedit.msc $TFF Citrix Workspace M ABIEF GPO BEEEIR,

2. FHEVERETRT, EEEERIR > Citrix ¢ > Citrix Workspace > B 5418, AEEFE
Citrix Gateway 5231 Single Sign-On 88,

3. BEEBA.

4. BENAMEAE.

5. E#iEsh Citrix Workspace Rz B2 UEFR A E BAE Ko

7£ Delivery Controller L& XML EFARSS

7£ Citrix Virtual Apps and Desktops #1 Citrix DaaS £, UEE R & % 7£ Delivery Controller L7 LT
PowerShell &a:

asnp Citrixx ; Set-BrokerSite -TrustRequestsSentToTheXmlServicePort S$True
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{&2X Internet Explorer i &

1. 1/ Internet Explorer ¥ StoreFront [RESEFMEITIEiE =R, BAHRM:
a) MIEHEREE Internet £,
b) #E%e > Internet, AFEEIES,

tEAHE 243t Intranet 0,

C) ERER.
d) FINERELNA HTTP 5% HTTPS #hiYA9 StoreFront FQDN #9 URL,
e) BHENANMBEE,

2. 1% Internet Explorer H & B F B RIEIZE. EEK:
a) MiIZHIERBE Internet i1,
b) BHRL%EM £ > A& Intranet,

C) BEATENXET, IHERTRRSIEE — 43 Intranet KFHE O,

)

d) ERFPBHRIEERSR, ERERAYsIAFRZNZEEHER,.
3«!‘ User Authentication
:’;_!‘ Logon
(C) Anonymous logon
() Automatic logon only in Intranet zone

-:;J Automatic logon with current user name and password

() Prompt for user name and password

e) BEHEMNAMHE,

ERABSITERAORERAER
/A /includeSSON Fx%# Citrix Workspace M2 HEH S5 Citrix Workspace [ Ri2F MUEFIHAYE
B
AR
L&A TF Windows # Citrix Workspace [z F#2 Bk &% Single Sign-On A8, RZ#FEH /
includeSSON FxF+4;=2| Citrix Workspace N BiZFEHI SRR Eso

fEA GUI EERRER

1. #3 Citrix Workspace MAEFZREX#H (CitrixWorkspaceApp.exe)o
2. Wik CitrixWorkspaceApp.exe UBBRERR,

3. TRARERERRERTH, AEBARSERIET,

4. BET—F, RAERBIRTERRE.

TIEAEEHNBAZREAEER Citrix Workspace BREFERIMENASEE (REE— N NEEE) -
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ZiEBT Web 19 Workspace +EEE A ER

A LAE AR RIS R B IR TEE AT Web #9 Workspace LELBE SE R,

@dia1T gpedit.msc ITFERTF Web #9 Workspace GPO EI21EiR,

EHENRETA T, BEEEER > Citrix A4 > Citrix Workspace > BF 5581,

EEAMAR ZNEEEEHEEIEENERA.

BEEREBSMRIIL. EMAFERT Web B9 Workspace ERENEREIBEETIZERER LHTENHR
Uk,

5. BHAYWWAE ICAEERITHEBSMNRIE, ETUBLD EMSHRIERS, HaFEmEiEE LEEER,
6. BEHNAMAE.

7. EFEERT Web 89 Workspace LSRR R E K.

:'>S’~‘!\’!"

BIEESEERRRIIBSTEERAERAER, H#E ssonsvr.exe #IERGBEEIBRT

£/ Active Directory ELEE S &R

B A LU T 5 B LU A Active Directory A858& 1y Citrix Workspace M B2 FEREE @S KT, EXMIER
T, AIUEREIBFRIFNRIE, MEFEACLWREIHETIL, a0 Microsoft System Center Configuration
Manager,

1. T# Citrix Workspace R BIEFEREXH (CitrixWorkspaceApp.exe) HEERESENMBHRE L, #H
+=%7 Citrix Workspace M F2F8 BiRit B TEESIHIRZ R34

2. MERTF Windows # Citrix Workspace R 2+ T2 EIREX CheckAndDeployWorkspacePerMachineStart
.bat &R,

3. RERARLURM CitrixWorkspaceApp.exe MAIBMARES,

4. 7£ Active Directory /A5BREIBITHI A0, BN CheckAndDeployWorkspacePerMachineStartupScript
.bat ERBEsIAE, BXIBESHHEANIFMEE, 1HSI7 Active Directory 4.

5. BHBENEET =H, BEBERIR > HIN/MERERUFM receiver.adml X,

6. &l receiver.adml #if/E, BEEHENESE > EBER > Citrix 8¢+ > Citrix Workspace > BF 5
BIAE, BXFIMEREHFAER, BERRAAEEENREEER,

7. ERAMAR ZNELREHBHIRENERA.
8. EREREBSHNEIE, ARRENM.
9. EMRIITENMUEERE.

7 StoreFront tECER A& F

StoreFront it &

1. 7£ StoreFront AR5528 £ /= 5N Citrix Studio, AEERNAEIE > BESMHRIESE - MAE/E,
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2. ERIEER,
Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway

BPIEhE
BHBIESIRRNEHEEEREE E, I¥CRTREERAARREEN BN ERBANER. Citrix Workspace
R FRR2FRIE T AT R TE A 1768 5 M I0IE S RRHYIETT,
ATigER M, RITMERETAEENR (GPO) HISREE S HIRIESIEEME,
AR
WERBNESBERIEAH.
EERARENR (GPO) R AEMHIHIIESH, FHITUTERIE:
1. &idiEfT gpedit.msc $TFF Citrix Workspace R FEF A SRS R ERIR R,
2. EHBNEETAT, RESERIR > Citrix A% > B8RS,
3. EEFHESHRIESHERSD, ERUTERZ—:
- BB BRENRIESHEMEERR L. RABERT, 8BR “BBA
- BEA: BTENRIECHRREHRERS L. RARNIEENRDN, BFEFWNEHERE.
4. BEHENAMNBE,

BHiRZ 2106 &2, Citrix Workspace M AEFIRUEB TR EAMEE FEHESHIITSHENEMEDR, RTINS
GPO E2&4h, FaJLUER Global App Configuration Service 2 1FfEA bz 1765 S HIIE SR,

7£ Global App Configuration Service #1, ¥ Store Authentication Tokens BHi&&H False.
AT LUERA Global App Configuration Service @it A FAEZz —BLELIEE:

+ Global App Configuration Service B R & (Ul): EFERAF RE#TEE, BBIAEE Citrix Workspace

R AR
« APl: EfFH API B2EIRE, 12817 Citrix Developer 14,
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REERNERS

AILERRELERETIE, RERRERESERRE. ZIRTERERNTRNERIEZT, HETRRELER.

1. AEBEEEmxXiEse Citrix Workspace MBEFEINR, ARBEHEHE X,
LB B nm R B AT EE,

2. BEEERESR.
LB 2R Citrix EEERZERE O,

(@ Citrix Workspace
Advanced Preferences R
Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Citrie Workspace Updates Data collection
I Configuration checker Reset Citrix Workspace
Delete zaved passwords Support information
Netscaler Gateway [Default) ~ 0K
About
Version 4.13.0.569
2 2018 Citrix Systems, Inc. All Rights Reserved.
Third Party Motices

3. MiEEEEH%EE SSONChecker,

4. BEET. RER—M#HESR, ERUEHIRES.
REENEREORRUT:

1. K& ETFBERERNIEHER.

s FEERINCRAZBELERRELER.
o BEHN DV IERERNERNER.
o gEH X ERZREREREERER.
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2. RftiEF: EREH EETIRBRRET. EEEMP, NERER.
3. Bff: RS, f50, 2K
4. Wit FERBEITRRENIHEE .
5 HAEER: RHAEXNRNEMESR, sfBdINREd,
BRREEXSMBERMBENERNIFAES.
FERL T AT

1. ERERERRE,

2. EREEHR.

3. MERMEREEM: 2EF “Citrix Single Sign-On” iR B AMBIZMIZFEFIRDHE DI, FHIMKIRMHIE
FEMNRERA 2B R—NMEBEEITIZ. 1R Citrix Single Sign-On BREFIRPIEMEMAE, T
HUMEREREFIMVNIIER2ET—NEEH 7, HESHMES,

4. BRERHRETIET.

5. AR MIAMBERT, IWREREBEEREFiHL.

6. Internet WL LXIFIZE: BSXIF Store/XenApp Service URL FiNE “Internet i&” iR £ X157
=H,

MBETARKAEELLXE, HEPHMERMERN, BEEEFTASRERIE O BEFEPTHANERER,
B R B IE RS
7. StoreFront BWEHIIES .

=

AE:
o MNBEFEZERT Web 89 Workspace, MR RFER,
« 30K Citrix Workspace MBREFEEEZ I NEREE, WaEFEERENNARE LIETEHRIES
JEMIt.
o AEMHERRENRS. FARERL.G

FRfE “BRENEI O “RERER HEIm

1. &Sis1T gpedit.msc $TFF Citrix Workspace M ABEF GPO EEER,

2. #%ZE Citrix 481 > Citrix Workspace > EE1BR%5 > DisableConfigChecker,
3. BREEARREEA S EME 0PN BT IRET.

4. BEHENAMAE.

5

. 817 gpupdate /force &%,

PR -
feEte &~ a4E Citrix Virtual Apps and Desktops iR528 = “I5E%1%%] XML Service HiER” BB E =
(LIRS

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 203



iBEAT Windows 9 Citrix Workspace R BiEF

Citrix Workspace M BiEF AT EEREIFNES ((FHEENERLARFN—BSRM) RITERUIR. S
R AT EEBNHINEAR (ping.citrix.com) @& aiAal, LLiZWTNIXAIZE B HBR RN RIE (BMSIRAAIA) WS alkE
BRZz—. BizfTllix, EAREHEMXIEHA Citrix Workspace N ARRFHIEREHE LT > BLBRNEE, M
RFIFRF%EE Beacon checke ({Eintazas) EMH R TIEIT.
MIRER TR AU T E—1ER:

« @30 - Citrix Workspace [ FiEFHETS R IIEL R fE1To

o ARa]ifin - Citrix Workspace MREF T AR E1To

o EB43EI350E - Citrix Workspace B B2 AT LU el BRI Bk 2 (54T

AR

o TEEAT Web #9 Workspace &, XEEMAER TSR,
o MIRERATLURFRIRSE, IREFIBAMSHI9.txt,

i#d Kerberos #1TIHEE (2RER) HHRVIE
®EFGER T EERT Windows B Citrix Workspace M B 2 5 StoreFront. Citrix Virtual Apps and
Desktops # Citrix DaaS Z @ i9iEE,

Citrix Workspace MBI F XI5 A E RS EEEERA Kerberos #TIHEE (2AE R SSON) H533E,
Kerberos 25/ Windows S{4183F (IWA) & &M—FEHI0TES .

BAE, IE Citrix Workspace R 2 FHEBENAI#1T Kerberos B85, Eitt, EHIEEAFIRE ERESR
RENZE IS R PRAAFERAS K. AP UERTASMIIEAZERHFNELMINER, FINEsURmEEE:
YIRHE S 1P I0IE2S.

FRSERERIEE T EEESHIEN Citrix Workspace MAB#ER. StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS B¢, Citrix Workspace R BigF¥#:

1. EERERAEHHIREREF PIN.

2. f£/ IWA (Kerberos) @ StoreFront 3iE P &4, SR, StoreFront @&y Citrix Workspace R FERF
Rt xa A Citrix Virtual Apps and Desktops #0 Citrix DaaS M5 2.
AR
[z /= H Kerberos LU ERSMY PIN 1278, MR KA Kerberos #4343, Citrix Workspace Rz
FREREE-EEIER StoreFront #1784 53E,

3. HDX Engine (Z#i#i7 ICAE %) KEae+ PIN 224 VDA, MmfERAF & RE Citrix Workspace [
#EFsiE. Citrix Virtual Apps and Desktops # Citrix DaaS SR EERNER.

E3% Kerberos SHKiEATF Citrix Workspace 2R, BEREZMHN Kerberos BEEBRER &MU T &M

+ Kerberos R7£ Citrix Workspace [z fB#2F 58 FHERES A= Windows Server i5i9ARSS 288 > Bl (EA. 15
EERSBHITER, ETLUET “Active Directory BRI ENEE" TARE ZET,
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o LA Citrix Virtual Apps and Desktops #1 Citrix DaaS E/EF Kerberos, A7 iR & EHFFRE
Fi Kerberos, &7 2 RAEfIIE Kerberos IWA %I,

+ Kerberos #RFERTREANEAELRZNRIE. BEAFEREENEREERBLRTRNEBNITZERER
SiEE,

==
= .

I

AMRFIEREFFLATRSRE R, FTRFEEMRERERR, Citrix TERIERIMRFIEREHR
HESBRHMBRAEEBF[URR, ERAEMRFEERFEEXR, BHEREREIMRZAHTED.

i#id Kerberos SHMIHERE (RRER) FHNIESHERESER
S EGURMEZEI, B8 Citrix Virtual Apps and Desktops X4 HIRIFEFE SRS
LEERTF Windows B Citrix Workspace BEFE, BEE U TaSITER:

e /includeSSON

e R TR TE IO N5 893 B Al £ =% Single Sign-On A%, MMEEHN TEXEE%ER IWA (Kerberos) &
StoreFront #1T& %10, BB RAMGFMHEEEEF PIN B8, HDX Engine R S e RE4HMTIRITIE
&%) Citrix Virtual Apps and Desktops #0 Citrix DaaS B {EAILt PIN 53, Citrix Virtual Apps and
Desktops #1 Citrix DaaS Bat M B aERIEE—MEBFHM HDX Engine 3KEXLL PIN 3,

AINER TRA— T EXES ENABLE _SSON,

MRR LRI 1EIZE B Single Sign-On, EEAERENREERIRAEE Citrix Workspace R AR

1. @17 gpedit.msc 77 Citrix Workspace 7 124 SRS R BIRIER
2. EEREIEER > Citrix A% > Citrix Workspace > B B30I > b A 212355
3. EEBREBESHRIL,

4. EFEs Citrix Workspace Bz LUEF AR Ko
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fid& StoreFront:

7z StoreFront fR%588 LREE BHINIEARSHY, MRFHEBAT. KRB EAEM Windows S3510iE, TELEFES
ERED, FRIFEIERERIMNEBEFIRFEAEEFERE StoreFront,

BXREe AT StoreFront (N5 S, 551 StoreFront MXHEHIVERE S5 1IERS.

4% Azure Active Directory Fp9 458

FfFipial Azure Active Directory sl TR SRERFT AR TR, Workspace B R AR Citrix Workspace
N FAFERF# 1T B A I0IERI A P BCE HaRHIH1T Azure Active Directory £#Fimia5#g, =17 Citrix Workspace [z F
ZFH Windows i+ EHSRE RE Microsoft Edge WebView2 Runtime 99 siE =4,

BXMEA Azure Active Directory BeE &4/ 1R) SRER TR IFMIE SMLEA, 155 Azure AD R HFipiaIScAY, itk
73 Docs.microsoft.com/zh-cn/azure/active-directory/conditional-access/.
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} =r

AR

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

% +%F StoreFront M REENFX B HIRIES &

B&RATF Windows # Citrix Workspace B2 2303 i2, ErILUIEAA RIS (GPO) &1k} StoreFront
N AEERBM RIS A F. £ Citrix Workspace M B #EFhr 2 2305.1 &1, &= LIERA Global App
Configuration Service BEAILLINEE,

aUEARTENER—MA A Citrix StoreFront N AR E#H1TE DI :

+ A Windows Hello #1 FIDO2 22 %, BX¥MER, BESREMSHIIEA,

+ M Azure Active Directory (AAD) 1A S REIZFIEIMAN AAD BIitE & a5 R Citrix StoreFront
ARG, BXFEAER, BESREMSHIRIES .

» Workspace BE B¢ Citrix StoreFront [z AE#1THHWIEMN A A R EMEHHA1T Azure Active
Directory &#ipialsg, BXIFMER, BESRZEF Azure AD FEVEMEIAIE,

HfERA Microsoft Edge WebView2 fEARE K28 1THEE StoreFront MIMXSMHIIE, 7 8EEMALLIAE.
AR
EH1F Microsoft Edge WebView2 Runtime iz 102 SiE SR,

ATLLfER Global App Config Service F14A%EET% (GPO) #1iRJ9 StoreFront R AEEBBH RIS %o

£/ Global App Config Service
BR%ThaE:

1. 7£ Citrix Cloud x&#rh, %3 Workspace Configuration (Workspace B2&), sA/mi%E App Config-
uration (WAREFRE).

2. B Security & Authentication (Z2MFBHIIE).
3. MRk Windows £3i%1E,

4. MAT StoreFront 5{334iEA Microsoft Edge WebView T1i%|&+i%F Windows S8 E B Ao
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Microsoft Edge WebView For StoreFront Authentication

This policy allows to control the WebView where the StoreFront authentication related web content
is loaded. Microsoft Edge WebView?2 provides support for modern authentication methods for
StoreFront authentication.

Android This setting is not applicable.
i0S This setting is not applicable.
Mac This setting is not applicable.
Windows Enabled v
HTMLS This setting is not applicable.
Linux This setting is not applicable.

4=
AR

MEEM BT StoreFront 514 343EH Microsoft Edge WebView THi%I&H%EE Windows =i E
2/, MWE7E Citrix Workspace i FHiE2F H A Internet Explorer WebView, FHitt, R3Z#F3d Citrix
Storefront N A EERAFNEIES Eo

£/ GPO

BRZINEE:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 24 RIS R EERIER.
2. EHENEET AT, BREEEREIR > Citrix Workspace > BF 51T,

3. B& Microsoft Edge WebView for StoreFront authentication (:ZfF StoreFront 8 Microsoft
Edge WebView 514301F) HeEHIEHIZE ) Enabled (EEA).

.=/ Local Group Policy Editor
File Action View Help

e @M= HEm Y

./ Local Comp

gLbolig _ User authentication
v Selectani ) ,
Tootere Sottng lect an item to view its description.  Setting State Comment
| Windows Settings 2 Manage App Protection Not configured No
v L Citrix Werkspace |i2] Kerberos authentication Not configured No
1 cer iz Local user name and password Enabled No
Citrix Secure Browser |iz] Single Sign-on for NetScaler Gateway Not configured No
1 Citrix Workspace Updates \iz] Smart card authentication Not configured No
| Client Engine |i@) Smartcard Removal Policy for x64 machine Not configured No
| Compliance |i@) Smartcard Removal Policy for x86 machine Not configured No
- Diagnostics 1] Web Interface authentication ticket Not configured No
. DRI
| Fast Connect APl Support
1 Multi-Stream ICA
1 Network routing
1 Remoting dlient devices
1 SelfService
3 grefon
1 User experience
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4. BHNA, ARBEHE.

ZHIkERIEE, Citrix Workspace R AEFER Internet Explorer WebView, Hith, &3z#¥F Citrix StoreFront
Rz A e T VAR IE 5 7o

Hth S HIIES

R LA fEA Citrix Workspace M AEFE B U TSR IENHl. AEUT S B RIENGIERRIZER, BT Citrix
Workspace M A#ZEFH Windows i+ BHMFREET Microsoft Edge WebView2 Runtime 99 siE =7,

1. EF Windows Hello B8 - BxEBET Windows Hello BB 18IERi%BE, iE2ME & Windows
Hello IV kiR 5B #&IG B - IEB{EE, kA Docs.microsoft.com/zh-cn/windows/security/identity-
protection/hello-for-business/hello-cert-trust-policy-settings.

3+ =

AR
AHERIGERE (Ba&EF SSON) WETF Windows Hello B985 4583,

2. ET FIDO2 £ ZEHMEFMRIE - FIDO2 R ZHRACVRTRET —MHEFWMARAF 2REBATE
BHMITEMIIENAR. EALESE®E Citrix Workspace #1TETF FIDO2 R ZFHANEHIIE. R
FERP R FIDO2 2e&A@idH Azure AD A 1 Citrix Workspace #1751, B2RBEATE
ZRRETABR, Mtk Docs.microsoft.com/zh-cn/azure/active-directory/authentication/howto-
authentication-passwordless-security-key.

3. Ibsh, EETMIANT Microsoft Azure Active Directory (AAD) B AAD A B iRIIEFMIt BN &=
& F (SSO) 2 Citrix Workspace M AB#EF. BxEE Azure Active Directory BIREMWEZFMAEE, &
278 & Azure Active Directory 15/Rs3, it} Docs.microsoft.com/en-us/azure/active-directory-
domain-services/overview, Bxufa¥ Azure Active Directory i&E#2| Citrix Cloud 8958, ESRE
Azure Active Directory ##%2l Citrix Cloud,

BEeE*R
iBEATF Windows 9 Citrix Workspace R 2R 215 A TS e B HI0I0E:
- HEGMKIE (BEAER) - YHFER Citrix Workspace MARRFN, BEBES IR HRE Mk EEE,
Citrix Workspace M BREFEUT AR ERHRNEE:
- FEREEEEEZ Citrix Workspace M AEFHNEMNRIIEE B TR EMEITHHIERIRI S EIEH
KEMNAERF.
- EFERASEEERENERT, STERMANENIZE EIE1TH Citrix Workspace MABiERF, RPORE
RBNERA BRI R B AER,

BEESMNIIEEEMR StoreFront # Citrix Workspace M ABEF LHEE,

o WEXFHIIE - R B M IIEA TR EEREEESBANBFR BB 2 B #HTIER, TEERTEEN,
AIERALLINEE, B, BRIIBETH, ¥ANENERIREERNABES AFERNERZHEIE, Fi§
DisableCtrlAltDel /%18 & False LU AFERE R, RS HIIEEE StoreFront B2 &,
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BEFEANEREMIIE, StoreFront EE R A LAFHXRE—NAREERRF {8 B9 I0E Uk E
BERBPIRIE, F57ARTE StoreFront x4 & h# TR, BB StoreFront X4,

o ZNUER - MREEFEASMES, WHAATEMEEFR. MREEEEFRIENERSE, WXEIEBERTFE
RPig& LETNFRE R AER, &iF Citrix Workspace MR

o BERIREBZMHIIE - ERHEBEMRIEREER Citrix Gateway 1 StoreFront B2&,

- Ej@id Citrix Gateway ifia] StoreFront, ERBREEEEEEUNEHIHITE DI,
- 3 Citrix Gateway SSL BECEi& B EHIE P IHIEB S M IRIERN, BMEENRE. B2, BHITFHILER
BHEIES RS MR RS,

o WBKRIE - IMRBENH, WHEETE Citrix Workspace [ ARIEZFMAF M EINRE 2 B2 EE,

o LIEHFERERRIN AR - SRR ATEE (W Microsoft Outlook #1 Microsoft Office) faiFEFYTE
PN BREFNEESIETH X HITHREE R RN,

o IEBHMFEEERER L, MIFFHEETHRFIEE L

« Citrix Workspace ARFRAMRERAFIEREZFEEL, BERENZHE PIN, PIN NEAFRIEHHEEEEIE
DUARER, FREFHEEEER,

o ENEREFRRE, Citrix Workspace MBREFA2EMEESTE,

o HNEREEEMNIRIEHTRER, Citrix Workspace ARFEALIFEIME AMSE (VPN) BEERHKIEM
B5h. B VPN 5E8EEEMINIELE SR, ERE Citrix Gateway #EfF. EREHEFEM PIN Z2 Web ;T
H, EE—YRER#HTEHRIE, #£A Citrix Gateway {EHF BT E@ES B IRIEAIR StoreFront RERTE
BERAF.

« Citrix Workspace i F#2F B#i2F 5 citrix.com #&f5, B Merchandising Server 5 Citrix Gateway
EMEREREHEIERRS.

A
=

I

HLRERERIEIMR. ITMRFEREAFTIUTERSHOE, JRFEENRERIERS, Citrix TARIER
EMRRIERER T S SRE AR EEEBE LR, BHRETEREIMRZAHITED.

BABREREMNRIIBAERER, BHITUTRE:
ERgEEART Windows B Citrix Workspace R ABIERF, BELEREES U THSITiEm:
« ENABLE_SSON=Yes

PRRREF—THTEESHRIENAE, BALIEEAELE Citrix Workspace AR % X Ex PIN
"Ro

o TEEMREESRTD, SMEILUTREHE SSONCheckEnabled ZRHIZEN False (MBEHKRLESE S
BRAM)

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols)\

integratedwindows\
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HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

iteEA R AT A L Citrix Workspace AR & 41 1K0IEEE R E K Single Sign-On A4, # 73F Citrix
Workspace M B#EF A StoreFront #1753 3IE.

& StoreFront B RS EEE S HIIETMIE Kerberos, iR TEIMN&GSITEM %L EERAT Windows 89 Citrix
Workspace N HEF:

o /includeSSON REHEQER (HR) SHEIL. BRREEFUMERAETENEESHIEIE,
s MRAFEAAEMSHIIESZE BINBFRRMNER) ERiER, WHaiTh:
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No

SRR B HIEERI B IEEE RISHRERE, F ¥ Citrix Workspace R 2R #E Citrix Workspace MAREFE
RHERiEIERE PIN,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER

2. HEEEER > Citrix 4B+ > Citrix Workspace > B B{5I8iF > At P {6,

3. EREREBESHRIL. RIELRENZSIRE, ERAWAE ICARITEESHRIDAT U ERBERERS
I,

it & StoreFront:

- FRESMNIIERSE, HEPEEREIRE,
BXBEEEFRAT StoreFront MIiFAER, 155 StoreFront XEHMECE 515 10 IEARSS .
BEAPIREXIHERAEER, BRITUTIRE:

1. BEPMENEIRIERS NS ENEHRE,
2. REMFIEIMEZDRIEH,
3. REMAEZE Citrix Workspace W BEF.

EFEEBERAR, FRITUTRE:

BAERT, MRS MEBEK, W Citrix Workspace [ AEFHIRRAF MIIRFIEZFIER, AT Citrix
Workspace ZFAEFRE AEARINES (RIBEEERIRMERE) SULEIITHIIES. IREEENNERIES, 1
ZMEARALEN, HREEREMAIBERT ERNET,

BROEBHIAEUTAERR:

o A EA LR SR ETEIE R A RN,

o EREQPLIER RSABZEEAKEN 1024 {iI. 2048 5% 4096 i,

o BIRRARNEERTES,

EREEAEMUAEIERF EEHEH (UPN),

o ERARPRASNEEEEFERNEF RSN RIESFRAEERRE.

o EPMKEHERPRIEBMENME Z —BALEIRS EETE TLS IBFNRXMN AV ERNA S #HEM (DN) 2—.

ERUTAEZ — A BUEBANERE S
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« £ Citrix WOFkSpaCG NRREFmLTH, BEED AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry I

RINERT. ¥ TF SmartCardDefault 8 LatestExpiry, MIRESZMEBFEEH, W Citrix
Workspace [ BREFFRTEFP MRERE—MES.

BT RERMENEMRIN SmartCardDefault LatestExpiry }o
HKEY_CURRENT_USER OR

HKEY_LOCAL_MACHINE\

Software\ [Wow6432Node\

Citrix\AuthManager #:

CertificateSelectionMode={

Prompt

£ HKEY_CURRENT_USER ARZEXMEM SRS T HKEY_LOCAL_MACHINE HRY{E, BISiFtEEBIA P EFEIES,
£/ CSP PIN &7, BHITLUTERME:

ZINBERT, mAFPE5R0 PIN 27 REiERT Windows 89 Citrix Workspace M BREZFMARE e EMZRS 2 M
12/ (CSP) #21ft. Citrix Workspace ZRiEFERENETAFEA PIN, 5% PIN #2458+ CSP. M1RE
It S HBEEFAEEENREER IAAFESHIERERIEEE PIN), W=k Citrix Workspace R B 2FED
ERER CSP A LIERE PIN £8, 2F8A PIN BT,

ERUTHZEZ—ER PIN FERNLAESR:

« 7£ Citrix Workspace [ B#2F @ <179, I8EI%EM AM_SMARTCARDPINENTRY=CSP,
e B LTI E 7 N B SE A R I HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BREFFFMBIREN

MiREE se B, Citrix Virtual Apps £iE%E1#, R Citrix Workspace M BEEFTESEREFEEENFHRIE
Hi%, EEERTF Windows #9 Citrix Workspace [ A2 L2 B S5 LAsg #1525 Citrix Virtual Apps
&, MAFTE Citrix Workspace M RREFSIEFMARIFERRS.

PR

ERERERINRIEER Citrix Workspace ARt R, AFRZETAEER.
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1% Linux VDA ZiFHuEEEE £,
21 Citrix Workspace N AZFHERAIRELEEER, BRITUTIRE:

BUNBERT, RELERERE VDA LA FEARE, 7£ Citrix Workspace ARRFH LA FREARS. BERARE
BRERER, BEXBM StoreFront if =iy default. ica XHHEEUTEE

copy[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

27 Citrix Workspace N AEFFEAMRREERER, BRITUTIRE:

Z7£ Citrix Workspace M AZFHEARREERER, BEMXE StoreFront is =i default. ica X
k% SmartCardCryptographicRedirection £,

BEXEAER, BEAEEF

EE Citrix Workspace BT R S (9 583EF

Citrix Workspace MREF3INT HEK3TER (GPO) HErE LB B@ERA Citrix Workspace TR TE M, I
B&fE Citrix Workspace 2B E RGBT BanE R Citrix Workspace, NEHAMATER&E LM Citrix
Workspace RRETHE®E ($£2ERH SSON) B, FEMLLHRE,

REMRIGE(ER, YIREUTHRA:

¢ BHERARRER.
o MIAMTEEMKRFIESRTIE SelfServiceMode BHIREN Of o

BRTRTSNILE:

. @EIEfT gpedit.msc 177 Citrix Workspace N BIEF ARSI EERIER,
. EIHENEBET AT, BEEEEIR > Citrix Workspace > BEIIRS.

. BHmEE Citrix Workspace iR mE P IIEHRIEHISHIZBENEB A,

. BENANE.

A W N -

FE1EEAT Windows #9 Citrix Workspace N BIEFEEFZEMAFZ

ZUNERT, EATF Windows # Citrix Workspace K BREF=BHMER EXBANAR R, EEMAFRITRINE
oiEFE, BEREBAFIE LREMRR:

1. 83 REG_SZ @ HKLM\SOFTWARE\Citrix\AuthManager\RememberUsername.
2. BHMERE R “false”,

E /A Remember my password (ZEHMNZE) SFEHEIEEHER, BELTETERT Windows B Citrix
Workspace M AEFHEFIHTEN LI T EMmRm:

« B872: HKLM\Software\wow6432node\Citrix\AuthManager
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o KA REG_SZ

o &#: SavePasswordMode

o E: MR

AR

EMRGEBEATYTESHTENG, TJEFEEMRERERS. Citrix TERIEEFMRFEERERAT
LSHHIMMIRIAAEB ST UMRR, FRIMRFEERTEENG, BREAEFREIMRZAHTED.

E51E4E7F StoreFront R ABEIEREE, ES815 StoreFront XA EIFE LEIERF Windows 9 Citrix Workspace
M RREFEFEEMAR B,

7£ Azure AD #3715 200 %4

FEAhkEH, BT 200 ZMER Azure AD BRAUEBDECLIZABRNNAEFNEE. U, A—AFLTEEEX
L BEFMKHE.

AR

R &M Citrix Workspace R 2R A $HH EHE R BB A LLIhEE.

BR-RE

Citrix Workspace R AEFEMEERFLZAFRE, ZIERTATFRESHRIERE, SERFHRIEEERT
Hith &R (IdP),

AR
BN T RAENAR-RIEN—BRIINRESS, ESRIEEFERNRAENER.

TERAMB TR, BRUKRSHHREERHER-RIE:

= 1588 AP
E# HTTP i5K EEERT, Citrix Workspace CitrixReceiver

[ FAER R HAIMEIERE 2 A /23.5.0.63 Windows
P-RE8, g, GET /Citrix/ /10.0 (22H2 Build

Roaming/Accounts #l 19045.2965)SelfService
GET / AGServices/ /23.5.0.63 (Release)
discover EMKIEK X1Class CWACapable
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=}
=

TN AHE

&/ Edge WebView FIBEM x5S
RSB IIERIASH P IS

/A IE WebView FIBMx=4%&
BRI AN S

BiEA

LA Citrix Workspace A
BN =N ABEHITSHRIE
BY, BERARERNRP-RER LM
LiER, N, FHKEF /core/
connect/authorize HIM%

BERKo

YAF R Edge WebView 33
Citrix Workspace M Bi2F LB
BT BRSBEIENMXHITE M
LR, WKZIERZFERSENA
F-RERHR. F, 828 GET /
nf/auth/doWebview.do #I
GET /logon/LogonPoint/
tmindex.html BIMLEER,

YLAAER Internet Explorer
WebView 3¢ Citrix Workspace
NARERF LEE T SRS HBINIER
WX HITHHIIER, MEERE
FRSEENAF-RELEHN., Fi,
8% GET /nf/auth/
doWebview.do #

GET /logon/LogonPoint/
tmindex.html BIRLEER,

BR-RE

Mozilla/5.0 (Windows
NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, like Gecko)
Chrome/113.0.0.0
Safari/537.36 Edg
/113.0.1774.50 CWA
/23.5.0.63 Windows
/10.0 (22H2 Build
19045.2965)

Mozilla/5.0 (Windows
NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, like Gecko)
Chrome/108.0.0.0
Safari/537.36 Edg
/108.0.1462.54
CWAWEBVIEW/23.2.0.2111
Windows/10.0 (22H2
Build 19045.2364)

Mozilla/5.0 (Windows
NT 10.0; WOW64;
Trident/7.0; rv:11.0)
like Gecko, CWAWEBVIEW
/23.5.0.43
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= iR BR-RE

BHEX Web MA®E LA @ Citrix Workspace iZA  Mozilla/5.0 (Windows

BERRMBEX Web [ AREE NT 10.0; Win64; x64)

B, ZERAERFRaAERAF-{IE, AppleWebKit/537.36 (
KHTML, like Gecko)
Chrome/113.0.0.0
Safari/537.36 Edg
/113.0.1774.50 CWA
/23.5.0.63 Windows
/10.0 (22H2 Build
19045.2965)

OA=RERLIEILTIES

June 14,2023

INREMERHZ Citrix Workspace HAESRIFHERE, FHOPHRENBT FRNSRUAKRBERI USRS
N ER,

RIEPRRERRATTR UK A XA TR INE S0 TR

o IHRBEMAE: RRBSFAMANER. ZBRIBENKMZRAIFEES, X LIE4M Active Directory
(AD). Azure Active Directory (AAD) B &

o BpRMIER (IdP): BT m Citrix Workspace 2t S HI0IERSHISEE,. ©AFEEEIIER.

« BREBMIIERRS (FAS): BXFMER, BBAGEA Citrix & SHHNIERSN TIEXBERAESE R,

« Virtual Delivery Agent (VDA): Bx¥4E8, E2RA%LE VDA,

« VDA EMAZ: ®x VDAREMAZNER. BXEMER, ESRS MR EE,

« Citrix Workspace/VDA f9 8 =% R (SSO): “B” & “B” BRTE2EZIFAEES Citrix Workspace 5
VDA,

+ Citrix Workspace 2R : EXUERER, BRRAESHLEIETEHEESHRIIFEESE S5 R,

AR

ST FTERELEER, EAEERMRAM Citrix Workspace MBEFA fER S EES .

Citrix Workspace HiE Ei&E 5
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IR EIANE

AD

AD

AD

AD

EMANAD/EE

IdP

73 Citrix
Gateway

BEN & 4H%IE

Citrix
Gateway 55
—NIdP Bx&
(AAD/Okta)

Okta

AAD (fEFR
AAD Connect
# AD)

VDA EfIANE

AD

AD

AD

AD

AD

BRBERE
Citrix
Workspace

=
=

al

all

all

all

BRI VDA
Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
FA#2r/FAS

Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
BiERF/FAS **

XA

fER 7 Citrix
Gateway £
B RMIZFE
Bi@%| Citrix
Workspace,
ERERENS
HIE, 1ES
% BER 515
IEARSS, Hi%

B (LA At
Citrix
Gateway Fh
SR HIERE
Bi@=| Citrix
Workspace &
B BRI TR,

fEFREE SAML
BREREKE
IdP, #ZiRmHA
FRREHEEN
|dP 893214,

&/ Okta {5
SRR
Bi@s Citrix
Workspace.
5 Azure
Active
Directory £
B RMIEFE
Bi&% Citrix
Workspace,
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IR EIANE

AD

AD
AD
AD
AAD

IdP

EEEF SAML
B 1dP (FEiE
ADFS)

AD
AD+QOTP
AAD

T AD #Y
AAD

VDA EfIANE

AD

AD
AD

AD

BRBERE
Citrix
Workspace

=
=

iz

iz

i

all

BRERE VDA

Citrix
Workspace [
A2 /FAS

A3 HF
A3 tF
A3 HF
FAS

BRA4TRNE
1o

XA

ESFE’ SAML
TER B 1R HEIE
FriE#ER Citrix
Cloud, #&#
RAFREEER
B9 |dP BoSTY,
RER

A&

A&

Citrix
Workspace f&
A Microsoft
Edge
WebView, &
ARFERERE
Workspace,
& FAS %%
BRERE
VDA, BXi¥H
=8, BEBHA®
A Citrix X5 5
HIIEARS Y T
EXERERE
Fo

Citrix
Workspace f&
A Microsoft
Edge
WebView, &
AFREAERE
Workspace,
AEBERER
Z) VDA,
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BRBERE
Citrix
Workspace

IR EIANE IdP VDA EfIANE

BREREIVDA

XA

AROINNIEL XPBEEEHH  AD S
I0IERY 1P - §%

&

FAS

Citrix
Workspace f&
A Microsoft
Edge
WebView, &
RFERERE
Workspace,
i@id FAS %%
BOERE
VDA, Bxi¥4l
=8, BB
Citrix
Workspace i#
TEHRIENE
fth75 %o

#iF:

o AD IEESSIAIRIE AR, Kerberos #BEEEITIT.

« **Citrix Single Sign-on (SSONSVR.exe) REESEF it FWAFR B R EBLESER, MEAFER

Windows Hello &%, MZEZ FAS,

« IRBAT LT RERE T RLAFERRE, WaFNSHRIERTETR

- BIVEZE FAS, RAEEATIE Windows F&,

R ETRT.

StoreFront i Ei&E
BRERE
Citrix
HAE AR IdP VDA BIAE Workspace BEERE VDA XY
AD StoreFront AD = Citrix HEESHIIE
Workspace [
BiERF
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BRBERE
Citrix
I EIINE IdP VDA EMAE Workspace BEERT VDA  XHY
2N AD/E StoreFront AD 2£(1) Citrix IWEBES %R
&/Windows Workspace iz iEFfEFA Citrix
Hello & kkfk B2 [FAS(2) E&SHNIER
SR TIEXEH
BRER.
AD Citrix AD =z Citrix
Gateway - & Workspace [
RERIIE R (3)
AD Citrix AD 2 Citrix HEB SR,
Gateway - & Workspace [
NEHIIE R (4)
&

1. fEEmREESRFT, SMEILUITEZHE SSONCheckEnabled FREIEE N False MIREHEFRR
REQERAMN)

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols

\integratedwindows\

The key prevents the Citrix Workspace app authentication manager from checking for the

single sign-on component and allows Citrix Workspace app to authenticate to StoreFront.

2. REER Windows Hello &%, MFE FAS fUIMREEEA 8B SSO.

3. BEXAD geBininE s, ERNEMER Kerberos,

4. BMfE AD TiRifmEF I, HEEEEIETT. KEM Kerberos,

fEA 4 Citrix Gateway 1Eh B3R IEIEFIHE @S Citrix Workspace

October 31, 2023

5E:

ANEHTEREHERS MR, NREESHAMMXIZER AP, EBREE Citrix Gateway HREHEBRE
AB MBI AR .

Citrix Cloud Z#FERZHE Citrix Gateway 1EA B HREIEFT SR TERMITIRE #ITE DRI,
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W EA Citrix Gateway SHIIE, ERILL:

o GgEE A Citrix Gateway P #THHIIE, WEHEEHBED Citrix Workspace ifialasi Virtual
Apps and Desktops SFEHHIETR,

+ % Citrix Gateway SHIIE. #ERHMEZINEES Citrix Workspace &&ER.

c FREBSHRIE. BiF. RS FHIHRER. RESHIRIEENEE, AENARREERD Citrix
Workspace iiialFr BRI R,

1% Citrix Gateway SHIIES LU= RhRALESER
« Citrix Gateway 13.1.4.43 Advanced Edition SiE Sk
NEFM:

+ Cloud Connector - E.EEM ARS8/ R L% Citrix Cloud Connector 14
« Active Directory, HHREE .
« Citrix Gateway xR

- BTEFALAKE, BEAMMX - ERAERER,

- BEEM XL Citrix Workspace BiT A& # 1T BRI, M%7y OpenID Connect 1R/,
Citrix Cloud 5Mxz [@l89E S5 & OIDC ¥, ZIMCH RITSEHITHFER, FAlL, EUMELEIE
PLTXLESCEHITE S,

- H#REYP - wFF Citrix Gateway EF %I NTP Etjal,

BXFMEE, 152807 Citrix Cloud X489 Prerequisites (&% M),

7002 OAuth IdP B2 a1, EFEELIGE Citrix Workspace g Citrix Cloud, LUEE IdP hEBMXER S %
W&, BXNAIEENIFMES, 218 Connect an on-premises Citrix Gateway to Citrix Cloud (i§7s#h
Citrix WZ#%) Citrix Cloud). FeMIRER, ¥4EMEIE OAuth IdP SEFRIENZ i ID. ZHMEER URL,

MREERBZ Internet Explorer. Microsoft Edge. Mozilla Firefox #1 Google Chrome, N&BERERT
Web #9 Workspace BB E@E. NZHMINMCNEIZE N, F2EREEE,

AR

MRAAEE HTMLS EFRRRESERREIERAZE W, WAaRAEERSHIRIESZ.
e 28R /E 5 StoreFront URL Y, &4 Receiver 1275
MRIGERFHRERS, BRARKEEANZAIRR, MIEZATFHEN, BXEMAEE, BFBHA:

« Microsoft xx#4##y URLAllowlisto
+ Google Chrome x4y URLAllowlist,

=z

AR
Citrix Workspace N Bi2FERIMINIEIZFE A receiver:, HFERENAVFERNEF— URL,

FAER LN EMIE, MU TROERAGR, UEEER B NIERSHA StoreFront URL, it E AEER]
LB IR AR .

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 221


https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-ad-gateway.html#prerequisites
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-ad-gateway.html
https://docs.microsoft.com/zh-cn/deployedge/microsoft-edge-policies#urlallowlist
https://chromeenterprise.google/policies/?policy=URLAllowlist

iBEAT Windows 9 Citrix Workspace R BiEF

This site is trying to open Citrix Workspace Launcher.

https://go.citrite.net wants to open this application.

D Always allow go.citrite.net to open links of this type in the associated app

Open Cancel

LT iR T d{a# Citrix Gateway i&& 7 IdP,

£ Citrix Gateway 613 OAuth IdP 5:E8

82 OAuth |dP S IRIERBS RIATES:

1. 8l OAuth IdP BREX %,

2. 70 OAuth IdP %B&,

3. %% OAuth IdP SREE4RE 2 AR SS 25
4. 2RHPEIES.

12 OAuth IdP F2& x4
1. Z4E/A CLI g2 OAuth IdP BEE XM, EHEGRTH TRAUTHS:

add authentication OAuthIdPProfile <name> [-clientID <string>][-
clientSecret J[-redirectURL <URL>][-issuer <string>][-audience
<string>][-skewTime <mins>] [-defaultAuthenticationGroup <
string>]

add authentication OAuthIdPPolicy <name> -rule <expression> [-
action <string> [-undefAction <string>] [-comment <string>][-
logAction <string>]

add authentication ldapAction <name> -serverIP <IP> -ldapBase '"dc=
aaa,dc=local"

ldapBindDn <administrator@aaa.local> -ldapBindDnPassword <password
> -ldapLoginName sAMAccountName

add authentication policy <name> -rule <expression> -action <
string>
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bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <integer> -gotoPriorityExpression NEXT

bind authentication vserver auth_vs -policy <OAuthIdPPolicyName> -
priority <integer> -gotoPriorityExpression END

bind vpn global - certkey <>

<!--NeedCopy—-->

2. B/ GUI 8 OAuth IdP BEBE >, EHRITUTIRME:

a) BRIEMAEH Citrix Gateway B, AESME Security (Z£) > AAA - Application
Traffic (AAA — N BIEF7E) > Policies (58) > Authentication (5{18iF) > Advanced
Policies (54%H) > OAuth IdP,

Rty

b) 72 OAuth IdP siEm+, #i Profiles (RREXf) %W+, ABEdH Add (Fi),
c) E2& OAuth IdP BBE&>f+
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+ M Citrix Cloud > Identity and Access Management (5{3iR31#1i5REE) > Au-
thentication (H4IE) EMEHREHIFHIME G ID. BHEMEER URLE, UEBILS
Citrix Cloud #vi%EZ,

+ 1£ Issuer Name (kX 17&EZ#F) RSP IEFEANMX URL, 180, https: //GatewayFQDN
. COMo

« XA LU7E Audience (ZRX) FERHPEHIFHIEME P Do

+ Send Password (&#%): ERALLEMLREERERTHE. RABRT, EmLTFE
BIRT

d) 7£ Create Authentication OAuth IdP Profile (8IZ5438iF OAuth IdP BB f+) WEL, i&
B TSHMNE, AGEE Create (81E).

+ Name (&%) - BRRIFREXHNETR. BAUFE. BFRTYILFR () Fk. BMIEER
ABFH. BEUREFR (). 2 (). #5 #). =% (). at 5 (@). £S5 (7). 5 () T
ZFW. SIRMEXHRE, BLEERET,

+ ClientID (%7 i% ID) - #7iR SP MM—F T8, WINRSH[EML ID HMEFRKEE, RAKE:
127,

s BFIREH - BAPNENRSSRETNZATRE. RAKE: 239,

+ Redirect URL (Z&@E URL) - ¥ AAHAHNIE/ LM SP _EMES,

o MEBRB - BT HSEMRS BTN RAKE: 127, =fl: https://GatewayFQDN
. COMo

+ Audience (Z4&) - |dP RixpISHERIBRRG A, R ARRIIEL SR,

« Skew Time ({RERiE) - IETHERE Citrix ADC EENSHE EAFRINRE (LIRS,
BN, R skewTime 79 10, MShERNERERA (SaiEdE - 10) 985 (HF08diE + 10) 2%,
B35 20 98, BIAE: 5

+ Default Authentication Group (ZRIA B HIIE4H) - Y IdP EHE B £ nFactor R E
AMEEXHN, WEFMISIERNFAEINRFINE EAUESHRIEREHRER
(AAA.USER.IS_MEMBER_OF(“xxx™”)) ff# FH, M#5IR5 5 #i 75 # %8 nFactor 72, |&X
KE: 63

HARFAMBEREXHNIED, UEERBITEIEHBEIBENERR, FRTIRIAVAS, ARSI HIIER
THETIEEFERFINE, RAKE: 63
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710 OAuth IdP 5B

1. 7£ “OAuth IdP” i@+, #i Policies (5588), #AE&E Add (Fi).

2. 7z Create Authentication OAuth IdP Policy (£1iZ5303E OAuth IdP 5%B8) TiE L, REBUTESH
K&, AG%EE Create (8IE),

« Name (&7#F) - SHIRIERIEIETT,

Action (i&fF) - ZRiISIBMERE STHFRIBT,

Log Action (HE#RME) - ERSIHRILRNEFRNEE BERIENET. IFaHMRR,
Undefined-Result Action GREXHILERIRME) - REEITHLERKRTE X (UNDEF) B AITHYIZIE,
ERIETFE

Expression (FRirx) - HKEEHTFIRFFEIERNERINE ZREN. Hld0, true,

Comments (iFig) - WEREERREMITIL,
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Diatkbssgrd C ol it 820 Regadns e u PSR B sty

- Create Authentication OAuth IDP Policy

% sendPassword &4 “ON” (BRINEEHR “OFF”) B, AR EREEMEH@ g L e@iEEis Citrix
Cloud, @idZei@iEfkEAr SREAFEERBIEY A Citrix Virtual Apps and Desktops B/ SSO,

% OAuthIDP %:eg#0 LDAP SRERSIE I BN S 15 10 IEAR 5 28
WE, BEER OAuth IdP HEr848E R4t Citrix Gateway ERIEINE HI0IEARS 28,

1. E R4 Citrix Gateway B/, 4G SME Configuration (i2E) > Security (%) > AAA-
Application Traffic (AAA-RBIEFTRE) > Policies (5i2) > Authentication (&)%) > Advanced
Policies (54:%H8%) > Actions (i£{E) >LDAP,

2. 72 LDAP Action (LDAP &) RE L, #i Add (Fmn),.

3. 7£ “Create Authentication LDAP Server” (BIEZS1334E LDAP fRE28) REL, REUTSHNE, A
58 Create (81E),

+ Name (&#F) - LDAP RS S21ERIR T,

ServerName/ServerlP (fR$3232%F/IRS2s IP) - 121 LDAP ARs32889 FQDN ¢ IP,

71 Security Type (Z£%3!). Port (i50). Server Type (FR52:%3!). Time-Out (#BAE) %
BEHME,

WRE %S Authentication (H{338E),

Base DN (Eiii DN) - 734 LDAP 1£Z&89E ., FI80, dc=aaa. dc=local,
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« Administrator Bind DN (ZE&45%E DN) : 4% 2l LDAP [REBHAF B, Fli, admineaaa.
local.
« Administrator Password/Confirm Password (ZI2RZM/HINZE) . BT4EE LDAP 3,
« B Test Connection (i) MiXEHIGE,
+ Server Logon Name Attribute (fR5Z2REFREEM): %E#ZE “sAMAccountName”,
o HttFEARQIEFE, AT UREREHITERE.
4. Sfn% Configuration (E2&) > Security (Z%) > AAA - Application Traffic (AAA - NEREFRE)
> Policies (%) > Authentication (H{)I8F) > Advanced Policies (B4:%8) > Policy (51),

5. 7= Authentication Policies (B)I83F588) Re L, #d Add GFm).

6. 7£ Create Authentication Policy (SIESHI0IESRE) REL, REUTSHMNE, AG%ET Create (8
#).

« Name (&#5) - LDAP B{3I8F IR,

+ Action Type (i&fF3E!) - i%#F “LDAP”,

+ Action (i&fF) - i%&# LDAP 1&fE.

+ Expression (RiAR) - SREEAFWHRFEIERNWRINEERER, W, true™™,

BirH2E4ES VPN
BIEBeRAED VPN F23744# Citrix Gateway #17 CLI AR R, A Putty (2MM) &id SSH B R7AH
Citrix Gateway,
1. Bepan<TERAER, fli Putty,
2. fEF SSH B R4 Citrix Gateways
3. BAUTHS:
show vpn global

=

P =

REHEEAIES,

4. Z5|dacH Citrix Gateway ERHES, HERAUTHS:

show ssl certkey
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5. EEMENANES, ARBAUTHTURIR2E4EE VPN:
bind vpn global -certkey cert_key_name
Heh cert_key_name RiEHHIBETF,

6. BAUTHTUREIEIREEE2BEMES VPN:

show vpn global

7£ Citrix Gateway B EERE N F R IIES &
5eR¥ Citrix Gateway & & X AP /5, EHRITIU TS ELTE Citrix Gateway PRI EIBERE 7 FHIIESH Z.

BEHEBIRBE NS RIS AR, B EEER Kerberos EiEMmIEEREH#ITHHIEIE,
Citrix Gateway R ZHEINFN Kerberos 4958 ik (KCD), B2, AXNET KCD S41IE, BEXFAMEE, 5
SRR E CTX236593,

RENEREEUTSRE:

1. Kerberos ARZEIREE
2. BEPIREE

Kerberos AR ZE/KEE
1. 7% Active Directory ®¢il7E KCD AP
Kerberos HEZiFE T R AHIET, UHMERRIEAFNEH, ©F5REFE. RESS[MEHS L+ (KDC).

771k Kerberos IEEiE1T, BFRIHFER KDCiERFIE. FRHSAELEREAF S, BBAER KDC
HITEHEIE, ARZTREIEREN AS IERNRIL
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IE

MemberOf | Dialin | Envionment | Sessions | Remote control
Remote Desktop Services Profile |  Personal Vitual Desktop |  COM=+
General | Address | Account | Profile | Telephones | Delegation | Organization |

3] keduser
First name: I Initials: |
Last name: I
Display name: [keduser
Description: |
Office: I
Telephone number:; | Ciher...
E-mail: |
Web page: I Cther...
oK Cancel Loy Helg

2. BIAP SRS EHEF (SPN) KB,
R ImERAR XA SPN #1754 31E,

o RS EHEFR (SPN): BRSEAREH (SPN) 2RSS LHIMME—ITIRAT, Kerberos SAIRIEMER SPN %
RS LG SRS B RIKF KK, WWIHREATEF RN AEFERIKFANRSSHRIE, BEEFIRLEK
F&7r0it,

SetSPN 2FF1E Windows &#& &1 SPN W AEF. EH SetSPN, aIUEE. 4wiEMMIPR SPN Et.
a) £ Active Directory fRS289, ITHS IR,
b) EHSRTEOR, BAUTHS:

setspn -A http/<LB fqdn> <domain\Kerberos user>
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c) E#fgik Kerberos AP # SPN, BT Ta<:
setspn -1 <Kerberos user>
1T setspn &<E, SHM “TIR” EI+E,

-

d) i%#% Trust this user for delegation to specified services only (V&b RERATEER
%) %I Use any authentication protocol (EREMBMHIIEMY) £, A0 Web IR 255
%R HTTP ARSS.

IFS

MemberOf | Diglin | Enviorment | Sessions | Remote control
Remote Deskdop Services Profie |  Personal Virtual Desktop | COM
General | Address | Accourt | Profile | Telephones Delegation | Organization
Delegation is a securty-sensitive operation, which allows services to adl on
behalf of another user.
" Do not trust this user for delegation
™ Trust this user for delegation to any service (Kerberos only)
% Trust this user for delegation to specified senices only

™ Use Kerberos onky

{* Use any authertication protocol

Senvices to which this socount can present delegated credentials:

Service Type | User or Computer | Post Service N
hilp WEBSERVER

i F L|
™ Bxpanded Add... I A emave I

I oK I Cancel Aok Hedn I

3. AEFIHEIE DNS 2 RUZEHMXH SPN:

7£ Active Directory ## 0 TXT DNS 2%,

==
AR

BRI, _Kerberos 7k, #IESHMEHZ. FQDN %2 7R Kerberos, .
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kerberos Properties

Test (TXT)  Security

Record name juses parert doman § left blank

Fuly qualfed doman name (FGON
R - -3

Text

[[] Dedstie this record when L becomes stale

Record trme stamp

Tmetobve (TTL: 1 0 0 DDDDD HH MM S5

e

HAMSIMNEHNE P iEER _kerberos.fqdn iEREE, flg0, MRFFWEMAT citrite.net, BIERSFKA
LURBRESAIH *.citrite.net B9 Web 4= MZEIE, BZ, MRMXEH% gateway.citrix.com —## i FHMEpiE,
EPIRIRIER S TIAIREY Kerberos i,

Eitt, HmelE— DNS TXT iBR, ZieRIEEHE P imEk _kerberos.gateway.com #3REX Kerberos
FIELU#TT BRI,
4. ¥ Kerberos BB NS IRIEA R,
a) 7 NetScaler BFelE— KCD #F, 7EXE, HITEEFINITIIENE, BETUIE keytab x4,
AR
MREERAERE (RWEPEHMINERE) , WK ARSS SPN 2 E I HTTP/PublicFQDN.

com@InternalDomain.ext,

« ¢ - Kerberos g, @ERENAIIHE G,

« User Realm (AP - XRAFHREEESR,

+ Enterprise Realm (fdl47il) - 7% KDC FERIAA BMIEEAZRAFEL KDC HES
7 B ERHIET,

+ Delegated User (ZkAF) - XREERIEMNS EH1E AD FelEH KCD 89 NetScaler A ik
Fo H{RERFDIEW,
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= Configure KCD Account

READINESS.LAB

b) MRSIEEREXHERNRERK KCD kP, BIEREHEDSHWIE. R EZEMNIRS 2.
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MName

|rr|].rss¢:|

inherited from Global Session Parameters,

Detault Authonzation Acoon™

ALLOW -
cingle Sign-on to web Applications™

QM "
Credential Index*

PRIMARY ol

single Sign-om Doman

readiness
HTTPONly Cookie™
YES L

Enable Persistent Cookie*

OFF v

Persistent Cookie Validity

KCD Account

[ +][z

| kcduser

Home Page
I

Unchecked Owverride Global chieck biox indicates that the value

= Configure Session Profile

25

override Global

L

1)

(EERIERE

C) BEMNRIERBBPBEINSHIIE. BINMEIRENRS 2, XLEREERTME P IHRINELHN S HIIE.
BNMEZG A, FELFEER KCD. B2, i siRE UPN XHAFR SMEESR.

=W

BJLAREA IP #otitsg EPA 1R X £ EMANEBIREFRMNIERIRE, HEMR Kerberos SEM

LDAP fFA B3 IIERIEZR.
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EREEF T
EAWRMIHERERE VDA, BRITUTSE,
WEFM:

o EMANERIITHE
« BA7T SSO 1 Citrix Workspace 2112.1 S¥ES R4S
s EENEERESRENUE URL

o IGIFREEFIHM AD 89 Kerberos, EFIFIRIERFNIUEEE] AD A #EFRE Kerberos Eiif,

TERAENSSEPESEEN—E URL:

« M URL & FQDN
« AD FQDN
o EEETNKIEMEEIH SSO B Workspace URL,

1. MNREFEAMNE Internet Explorer. Microsoft Edge 3 Google Chrome, EHITUTIRIE:

a) BENes,
b) EEF R EITFA A FrRRIEES,

Show Contents

Enter the rone assgnments ham

Value Name Value

hitps /201 6dc-ca-owa-w akscoud com 1 Local Group Poboy

| ] 1 Lecal Group Pobey

.

hitps //pubbcnsaks doud com 1

Local Group Pobcy

a) #EHENEE > Windows 4% > Internet Explorer > Internet i=#|EiR > K2 H.
b) 1T “Site to zone Assignment” (MmEIXIESE) FIR, REFMTILHFE URL, ER— (1),

c) (Fik) iB17 Gpupdate LA FAEEEL,

2. MREFEABZ Mozilla Firefox X428, EHRITUTERIE:
a) IR,
b) EEZREHEAN about:configs.

C) EZNRHHLE,
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d) EEEREFEF, %A negotiate,
e) MIEZFEMEIBETIZRF, 18T network.negotiate-auth.trusted-uris 258 E HiE(E.

Farteeds SegoTile euTh irebed wis i ] e

T + % N N1
3

XEFTER T &P IRMECE,
3. £ Citrix Workspace 2R sk %285 R % Workspace,

EXAFRTENANT SRR & LN P A&,

Kerberos &=

AR
BN EIE R 7 REE T I IS 1B,
EaS$RFASH Windows PowerShell &1, BT T &< LUEEITE SPN BAR Kerberos EiiFLS5ir:

KLIST get host/FQDN of AD

1/ Azure Active Directory fFr &3 iR1E2F15EES Citrix Workspace

October 31, 2023

AT LUER Azure Active Directory (AAD) 1ER &R 2R LIE Citrix Workspace #9885 %& R (SSO), Het
SEMAENES/VM, E&iks/VM 038 T Azure AD B9if=/VM,

ERALEE, ZXRaLUER Windows Hello i@/ 7 AAD His=xd Citrix Workspace #4178 S & Ro

« ALUERA Windows Hello @& Citrix Workspace R R2F#1TE AT,
« fEA Citrix Workspace R ARF#1TETF FIDO2 B EHRIE,
« {&B) AAD MINAT Microsoft AAD #9it&#l (AAD fER IdP) F&#FiAinleaERE Citrix Workspace [z

AR,
EXYNEMTZAEFNSENSERER, ERILURINTARERE FAS 5iE2E Citrix Workspace AR

AR

RBEFERA Windows Hello BY, A gestmiee m&RE Citrix Workspace &R, B2, TEiHRIE & HBRIEIIR
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AREFNKER, RARTERANBRINENE, 2RERIRREE, ERILUE FAS # SSO B1E I IR A
EFMREE,

WA

1. % Azure Active Directory #E#%%| Citrix Cloud. BXi¥4{s 2, &5 Citrix Cloud X#4989iE Azure
Active Directory i&#%%| Citrix Cloud,

2. BF Azure AD M RIELUA R TEX, BXEMES, E5iH Citrix Cloud X4+ Enable Azure AD
authentication for workspaces (AI{EXEMA Azure AD SHLIE) .

BT Citrix Workspace BB &R, ERITUTRE:

1. £/ includeSSON EZ& Citrix Workspace M BER.
2. 1£ Citrix Cloud ®Z /8 prompt=login B
3. {EM Azure Active Directory Connect E2& Azure Active Directory Hif,

fE Citrix Workspace N AZF LIz SSO
WEFH:
« Citrix Workspace hi4s 2109 St &E Sk,
AR
WMRERER FAS #17 SSO, MAREZ Citrix Workspace B &,
1. MHEED includeSSON HWEEMm<ITRE Citrix Workspace AR :
CitrixWorkspaceApp.exe /includeSSON
2. M Windows EF i ER BN SSON ARS8,

3. BEHENESE > SIEER > Citrix A1 > Citrix Workspace > BF 5433 Citrix Workspace GPO
BRI P Z %D,
AR
XL EREE T LUEIT Active Directory #IXEIR Fimig &, XM Web x%28iA1a Citrix Workspace Bt
TRERITISE,

4. BFRIEFSEERAIZILE.
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e e— =
B Lacs Py :mhx-u-uuuu E e
fie  Achon Vs Mg i et st
e am s Bl T
S Compan .'—%l ‘
: :m‘:‘; Local mar samms sl possrsnd Sy Supporied 0% [ un it Werinpacs sapporiad platiam
w (7] Adminainti . Kipnige gy Fevtusion |
w [ Gt Componanty sl ieang, I Eesbaren i abon
w _cmmmu. B ol whas e ot povinerd | e et
& ae AN drm Werkipaur vepparied 5 St g g o et ke (b
il TR FERPRY FENTPY) L St cmed mthand s, [ — -
T P— o B By b 0 BRI -t St e it oot o e Gy o
Sl Chnt baginy Ut W, iy 14 L o Py fos 5 48 P themgh s o for 4l KA [P
- m: “"“"q:‘“"“m W bt e bepm By, oy 3 el Vi ek e by vt froee
- :9"“"‘ ean hor the Cae 7] Ui Vgl Dy S vt mﬂ:::qmrum-uu
1 et Comnct W g w."_"""““" bt e b B
. oy -l hrrasgh paluri shaon (8n 0w ety tor Ll L]
2 bt soica || iy e s g e g A e g
) elftarice mm“* bt phece e 8 108 ke choth b B bymem B
L et e “Basly B
_'.Llw-nun n‘ .- F ki - Whemman g Yol by S prvroneraed, (rieshng
- . | " L3 ok Pl [tV ity e bl ;mwmu
L3 '-._E-m_,ﬂ._w? et chamd wnm tha umar's WIS crmdantsshy.
w 2 L |
T — e
& GPO R TFANSis R
* https://aadg.windows.net.nsatc.net
* https://autologon.microsoftazuread-sso.com
o https://xxxtenantxxx.cloud.com: Workspace URL
& Revuirann se
A Fde Achon Viee  Faeoetes  Window  Help -
. ".Im :_‘fﬁﬂ 2e 1o Tone drzignment Lint Properties rd
7] memugm-mi Swmng | Eplan Precedence _|
vf?mmimxm P -
2 Windows Sesti
:' - . “_‘:1' - [Entiew e pves assQrenents hee. I_ID‘
» [ Citrei Commponents ke Mame: Wk ¢ Cacal
5 21 Sysmem e N
w ] Windows Compenents hega aologon micrackarresd 450 com ] L
» ] Bicmetrics IhiipecAowanare choud oom ] L
w ] inkemet Explones Rl
w [ inbermet Controd Py B
| Secunity Page.
» [ Windows Defender An
2 [Extra Registry Seitings
w gl User Configraration
3 ] Softwate Settings |
5 [ Windows Sestings 3 >
Sppoted on: A least intermet Explorer €0 in Windows F with Serv
oK Crcel | |l .
T E————
€ :|\.,t-1urm,{mf
AR
% Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle &
AllowSSOForEdgeWebview ;:fit&i& &% false Bf, AAD M SERHLTREARS.
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7z Citrix Cloud #% /A prompt=login

ZiAE R T A Citrix Workspace BHT prompt=login, BEMERFERERFERRESHEREEMA Azure AD,
W REHLEITH NI,

Al A EER Citrix z A P2 A prompt=login. EM % Workspace Configuration\Customize\
Preferences-Federated Identity Provider Sessions HERZH*.
BXEFMES, BSRAFIRPOLXE CTX253779

& Home > '-‘.":-'<s|:a:»:Confia.'ationo

Workspace Configuration

Access Authenticate Customize Service Integrations Sites Service Continuity App Configuration

Appearance Feature@

Workspace Sessions

Federated Identity Provider Sessions

oxEEmf /)

When Workspace is configured to use a federated identity provider, the authentication session and its lifetime are controlled by the identity
provider. When enabled, Workspace forces a login prompt with the identity provider when a new Workspace session is needed. When disabled, a
subscriber will not be prompted to authenticate with the identity provider if accessing Workspace with a valid session, achieving single sign-on.

AR

ZEMA AAD SHEMNES AAD #9ig& £, w03 AAD B1E Workspace # IdP, Citrix Workspace 7 f#2
FASRTEANERE. BREUERIEKS HFRIKF BB R,

EAVRAFEREMKFAER, BEUTEMRIZEER false,

= Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle 59
Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle T8l EFH HM— 1" & ~ Al-
lowSSOForEdgeWebview 893 iR =/ REG_SZ, HEHMEIRE N False, &, RAA M Citrix
Workspace M BEFEH, WAFAIME N ASRNEREMKA SR

f#F Azure Active Directory Connect i Z Azure Active Directory 5i&

o WMRIGRBERRE Azure Active Directory Connect, 57 User sign-in (BF&ER) TUE L% Pass-
through Authentication (E@&HRIE) FABRAE BXFEMEE, iESHE Microsoft X4
Azure Active Directory Pass-through Authentication: Quickstart (Azure Active Directory BiE &1
BOIE: PHENID)

+ R Microsoft Azure Active Directory Connect Z7£:

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 238


https://support.citrix.com/article/CTX253779
https://docs.microsoft.com/zh-cn/azure/active-directory/hybrid/how-to-connect-pta-quick-start

iBEAT Windows 9 Citrix Workspace R BiEF

1. #%#% Change user sign-in (FXAFER) 15, ABRE Next (T—%).
2. #&#% Pass-through Authentication (B@5/)WKIE) ERAERAE.

AR

MBEREFEHEIGEZEMN Azure AD EMNES Azure AD, MET LBk T, NRIEZEMAN AD, NES
kerberos B9 IRIE#TIHEIE S 191,

£/ Okta fE A B iR tiEF1RE @S Citrix Workspace

September 25,2023
AILLfER Okta fEA SR IERER (IdP) 235 Citrix Workspace BB SE R,
RN
+ Citrix Cloud
- Cloud Connector

AE:
MBEFRHE Citrix Cloud, BEXZRUBHEEEER, BNEVEEFHBERRER I EEESR, B
X Citrix Cloud Connector #9158, 3217 Cloud Connector &,

- Citrix Workspace
-BESMRIERS (A1i%). BXFMAEE, BESHRER Citrix RESH RSN TEXEAERER.

« Citrix DaaS (LLgi#FA Citrix Virtual Apps and Desktops AR%3)
« B0 AD 59 VDA SEIIAN AD B¥IRI& &
« Okta fAF

- Okta IWA 32 (£/ Windows S{4383iF)
- Okta I9iE (RTLAMRZFEREE T & Okta 383E) (RI5E)

+ Active Directory
1. & Okta AD RI2:
a) 1€ Okta B 1P+, #iF Directory () > Directory Integrations (ER%£/).
b) %% Add Directory (FiNE®) > Add Active Directory (70 Active Directory).
C) BEREBREABAREMNRZEERNIEREEREER,

d) & Set Up Active Directory (i&E Active Directory) &4, #A/5% % Download Agent (T
RIE),
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e) ¥ Install the Okta Active Directory agent (&% Okta Active Directory {32) iZ{EHIREFRE
Okta AD H12%%: % Windows fR%238 L,

AR

EREREZ I, EHFHE Active Directory integration prerequisites (Active Directory
ERHESRE) PRINBERY

2. EEBER Windows B4I83F (IWA):

a) 7£ Okta BEAIIF L, # Security (%), 5% Delegated Authentication (Zk5%H%
iE)o
b) M TRE M TIE LA On-prem Desktop SSO (AihsZmEm SSO) # 4, AfE% T Download
Agent (T#EHMRIE),
c) 7 IWA % E Routing Rules (BRE#N) . HEX¥HMiELE, ESH Configure Identity Provider
routing rules (BCESHRMIZFEEEM) o

3. Bah Okta EFI1F,

=

e =

o R& Okta IWNA KEERSHERARN, AIUMBIMA Windows HHig&ER. EBEESBT
R, HBEERR IWA BRUEHZERF EE.

myWorkspace
Sigring in with Windows Authanhcation

o BXRUARMEARANIEAEE, 55 Install and configure the Okta IWA Web agent for
Desktop single sign-on (REMEERFRESERERM Okta IWA Web K1),

4, @3&ER CitrixCloud (https://citrix.cloud.com)HBHE Okta 15 IdP, BXE 8, 529 Citrix
Tech Zone xx#4e#9 Tech Insight: Authentication - Okta (BARBZ: SHIIE - Okta).

AE:

BI UM Citrix Workspace RSN RER, HENTRIE Tech Zone X% R EBEAR.
5. BRI EIMNBREFNESENEAER, EAILEE FAS ZitE Citrix Workspace R AREF.

AR

WNRAKEE FAS, RARTEWAN AD AR EMNEE, BXFAESR, BH2AEA Citrix K& S BRI
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RSN TIEXERAERER.
WMERKEM FAS, 5B E Citrix Workspace R AEFZ#F SSO,

HDX

October 31, 2023

t

KEABNBUTAE:

o

. EFHER

o {£1B9 Microsoft Teams
o HDX &4

s NRBRNBEER

s WANBEEH

« ICAIRESE

ERENER

October 31, 2023

ZRREXHE
BEALRE/N\NERBSERTF Windows # Citrix Workspace MREFLESHFER.
ZETREETHENEREZBEFHERMLITNOME, ExiEHE, EREBATUEBFRRNSPEMAR,
KIETLURB U TAMA B S B ReE#HT:

o 2REBN, KEHETSZNETR, NARFNRERM—FERIXERREF,

Citrix Virtual Apps and Desktops #1 Citrix DaaS: EETA—29 B HYINE TSR Desktop
Viewer &0, EBEXLERBNEIETIRETOANKD, AEREERAK.

s BORN, [EFETENETEER, NAEFFAZERIZETERSEF.

Citrix Virtual Apps and Desktops 711 Citrix DaaS: ZHE—28 (ME#HH “SEA”) PNIESEMERE
B, BORBERRYE, 2RESEEENETRER. MRETMRELHT, W—88& LAIUERZ T EIMSEE,
NREMNAEFNSESIEEREE ENEETRE, ZERBERASEPNEETR. T, RIEFFRESRIHE
TR E BREs.

BERAZEREXS, BREMUTEI

« APREERENZRZ T ETRES.
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o BERGILCNEIEE ER8. & Windows F& L, EMIFRTRET N, BEINLE > RAHEERE
™ RERIASITERRETRMET.
s NFIERBZE:
- Citrix Virtual Desktops: £/ Citrix itBHHRIKILE “ETRERT” KEEEEFNZRE,
- Citrix Virtual Apps: RiEZREH Citrix Virtual Apps RS 23k :
* EF Citrix iTEVRIRILE “BRNERS)” REBEEFNEFRE.
* 1£ Citrix Virtual Apps g5 2389 Citrix BIBiEH &%, &%, AREESERTIEER:
- BiRSEREN > BB > IR5S5233AE > HDX Broadcast > /R
- BIBRS BB > BAPTE RN > IRSBRIME > ICA> B7R) #
* SERTFEIRIENERNRAANZF.

KERBEEGEBAR (ULKBRE), UREEBHERAT. NRIKENEFRBKR, ESHEENNNELTNAER
ZRHIFE—EBD BRER.

EX s mes A Citrix Virtual Desktops:
1. i%#% Desktop Viewer F & & T#Eiko
2. ®EEO.
3. ERNEREBZEES Citrix Virtual Desktops &R, HRENERBTAYET—FER,
4, 7£ Citrix Virtual Desktop TE#=r, #EE2R,
ERENEET B E0s.

& % 7 Citrix Virtual Apps and Desktops #1 Citrix DaaS i+t B2 ZHNEFREER, BESRMIRFLXE
CTX115637,

P RS

8 Citrix Workspace BZ %25 (W& HDX Engine 14.4) BY, RBEZFAIHAIA, BIAIER GPU #17 H.264 f#
1. AT GPU 23 API EX DirectX #5fmNE,

Z# /A Citrix Workspace [ BiEFAREIT R EIEEREBEGMEID, BRITUTERE:

@idiz1T gpedit.msc $T7F Citrix Workspace R RIEF A KRS R EERER.
AHENEET ST, BEEEEEIR > Citrix Workspace > BF{f18,
EERERES IR,

HREERA, ARREMANHEE.

> wnN
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A Hardware Acceleration for graphics

E‘ Hardware Acceleration for graphics

Previous Setting Mext Setting
() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: .
All Citrix Workspace supported platforms
Opticns:

Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for rermote graphics. When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs. When enabled, Citrix Workspace will attempt to use the
client GPU to accelerate the remote graphics. On client devices
that deo not suppert this feature it is disabled silently,

BIIERTNEHN ICA ZERE T REEUKREEERATEAINE, HREUTEMRDI

JEMRZREEE: HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\GfxRender,

Graphics_GfxRender_Decoder #1 Graphics_GfxRender_Renderer 89{EX A 2, MEEHN 1, N
RNIEEFRAET CPU AUAERS,

fEFRREMHARRITHAERT, TRERLATRRE]:

s MREFIHERE TN GPU, #EEP—NERBEE - GPU LA FERRE, NWKER CPU 7S,
o &E#2 Windows Server 2008 R2 Eia#789 Citrix Virtual Apps BRSS 2384, iEAREERAF 8 Windows i&#&
LERBHARD. MREALINEE, NSHMERE ERXAR MR T F B R R R,
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BB TR

A EEX AT ERENEINENSERR. EUEZTERE LS —aFRRETHRIFNINRE/N\EGETSR,.
HJLA7E Desktop Viewer 2 REEHBEMFHREEINE TH. RN TEFR, ERIULKIKFAFIEELU
REEDRAZSIEMERS. REFFAHERSEIVRNIEEBNERIRERR.

A AR BT DPI 48 sk DPI iR R RE818E DPl. NARMNETRRMRE, BRABEXNHENERRE,

tREMNERT2RE. BERSRRERE, FEFEMERSLATHNAER. KEEERTFSLEFmHTHMEE
S,

BiEATF Windows & Citrix Workspace M2 2106 {2, 2R, ZETRKAERIEUZIFENETHER. RIAE
A, ERETHRATERARS. EZERBTRF, IREMETBHNEHFEIL/\NEMNETSE, HRNENE
TRRERNABEMERIEE TR, NREBIIRE, EMETHEBRZE, TNAZEMRIEETS.

AILUERE IS E U T MR R % BnasigaRThEe:
« HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer

Z#: SplitAllMonitors
8 DWORD

f&:

DPI 4818

Citrix Workspace K2 8% DPI AN, 58 Windows &P im L8 2R ¥#5M DPI S8t flig B S &
N BEF NS ESIEH#TTILE,

DPI BRLFIFBERTARYT. BONKRETRES, UEBHFEMEENRIETNARERF. X4, BEMEMER TR,

BINERT, WIEELTFRARS, ERFMEAGINKFILE. B2, NEXE, BERAMAR UERARENR (GPO)
EEER (BitENEE) BE DPI EK.

EfE/ GPO BIREIREE DPI 48/, EHITUTEK:
A GPO BIREREE DPI 4878, EHRITIU TSR
1. @dia1T gpedit.msc 77 Citrix Workspace 7 B2 4 SRS R EIRIRR
2. HEIHENEET ST, BEEEER > Citrix £ > Citrix Workspace > DPI,

3. &F= DPI %k,
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& High DPI O ®

=] High DPI

{7) Not Configured Comment:
(® Enabled
() Disabled

Supported on: | Al Citrix Workspace supported platforms

Opticns: Help:

Scale the sessicn for high resclution? Use this policy to manage session scaling.

Enabling the policy makes the Citrix Workspace DPl aware along
with the flexibility for the session to change according to the DPI
applied in the multi monitor session.

Mo, use the native resolution v

Mo, use the native resolution
Ves

Enabling the policy provides two options
1. ¥es - Scale the =ession
2. Mo - Use the native resolution

The pelicy is disabled by default. Disabling the policy lets the
operating system scale the resolution.

4. EELTERZ—:

a) B-#BTaERIEHREAS DPL.
b) &, ERAANIPE - RRHBERARBIYE,

5. BN AMME,
6. EMSITH, BT gpupdate /force s AN AFRMEIER,
EEARTAFR AEECE DPI 485, EHRITUTIRE:

1. AREBm@EMIXESH Citrix Workspace R Bi2F E1F.
2. EERgERnHEEE DPIRE,
3. EBRUTFETZ—:
a) & -IETERIEPNAS DPL,
b) &, ERAHPPER - 57 Citrix Workspace R B2 VDA L& DPI H3#17R B,
C) AVFRERABROME - ABRT, R TEFRS, X%, B Windows %2 DPI 4818, L%
TUAEE ‘= DPI” REIZE N “ZA7,
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4. BEHERTF
5. E#As Citrix Workspace R FZF 1% UEFR A E BE Ko

AE:
HitFE S

« DPI g5 ZE Citrix Virtual Apps and Desktops hixzs 1912 LTSR s E &S hxr7so
o EARZHIERT, BNERE, ERANSHE (DPIE) 8E,

o BNEBAFRERGER D EREHA Citrix Workspace R F#2F £# DPI &4, 2 Windows &F
i DPI 81K tb i B 100% LISMIERIER, RAMAERISHRET R, KR FZHAEBRE

DPI 8 Lb BBy % & B as.

« BiEmM=SH Citrix Workspace ZFA#2F R AR SIEE O MUEEZE Windows EF i EEZE#) DPI
b, XZ2IHMINEE, BINNEZEFHEERE DPI 4875 F 100% L EBYE#EIIH AR XenApp #

XenDesktop IFIREIEFA. IR FIRES SR ER AR,

BX3 DPI i) @ 1 THEHIRIE R, ESRAIRPOXE CTX230017,

H.265 514wt

Citrix Workspace R 27 2 #5fE A H.265 MINRAEILSEHITRZE A MRBIE A IR, HM7E VDA # Citrix
Workspace R 2 HziFH B A H.265 15M4mEIDEE. MRS LA GPU R #HEMA DXVA #0##4T H.265 f##

B3, “EfZE H265 fi#hs” SRERIRERR /A, SIERELRE H.264 MT4kRDEE,
WEFM:
1. VDA 7.16 XEERZ,
2. 7£ VDA L2t 3D B TIEH 1L ERS,
3. 7£ VDA RIS ARG 23 BURE (1 RET SRR,
AR
1% NVIDIA GPU %#F H.265 4Ri3.
EERT Windows 8 Citrix Workspace BEFH, MINREELARENEZA,
E/ Citrix AKX R (GPO) E1REIRE Citrix Workspace N AZFERERNER H.265 F5H45:

@idiz1T gpedit.msc $T7F Citrix Workspace R RIEF4A KRS R EEER.
AHENEET ST, BEEEEEIR > Citrix Workspace > BF{fL8,
EEFEER R H265 AREZER,

EEERA.

SR AMEE.

ok w

fEREMKRRIESSACE H.265 MSN4RED:
£ 32 R RF ERMAEHMERZ A H.265 11514 |
1. 77 “B17” S HER regedit BaIEMREES,
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2. 8§ 1 3 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,
3. lE—1%5% EnableH265 ) DWORD MHiZzMHEIRE RN 1.

£ 64 (HRFRL LRMAENMEFEA H.265 M54k :

1. £ “iB17” dnSfEM regedit BohiEMREES.

2. Efn%E HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client
\Graphics Engine,

3. tlE—1%&54 EnableH265 & DWORD WHEiZMHEIREN 1.

ENESIEMUEEREN.
AR

o NREEAT Windows B9 Citrix Workspace R FBEF AR R ERERTZR T ERE IR RE,
EfZR H265 fFIDSRIRIS BRI 2, HEZIhEREER.

« =17 HDX Monitor 3.x TELUMRERBERIEFBMA T H.265 MM4i388, B x HDX Monitor 3.x T
AEMFESR, BSRMIRALE CTX135817,

L8 Microsoft Teams

October 31,2023

c RRH=
o RIOSEMERELEER
o AEFEIEHRF

WebRTC #9AH%R, ERTFRI MK Microsoft Teams

BhRZs 2209 #2, BT Microsoft Teams B9 WebRTC hrzs2 H4k Zlkk s MO8,

£/ HDX #1TH) Microsoft Teams it HYE SEHIFIN R

iEAF Windows 8 Citrix Workspace R A2 IITE S #E A HDX #4178 Microsoft Teams b R SHEHAF
HRo

FBOLUEME SREEAEEXBGERE S, FEIEMMNETEITRE (BAMED) FEEEINTHR. ZINEER
BT P2P si8iE=IN,.

AR
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EIIREMAEE S Microsoft Teams Ul/#zsR%E k. ZEOXZIFRER VDA BHE 2112 REEAMANNBE R Mo
BXEFAEE, FEHAZEORNUANR,

PRI

o ALIFEERMAPEXNYE 2SR,

¢ BEMRTRERIFZEFEEE. YEXAHEHREBL Microsoft Teams REFEE VDA BY, HEEXRE
BERAXHEL

o EFERE ICARIERE, MEEXA. B2, Microsoft Teams Ul Er—1344, IERZEIHRRMATERR
Ao Citrix A1 Microsoft IEEHRL AR AR,

- EMERERN, REQHIEEST Internet,

AR

Lt ThEER7E Microsoft Teams # KM BEH SR . Microsoft # tH b B ES, EEFH CTX253754 Al
Microsoft 365 Public roadmap (Microsoft 365 AFFERA&E]) LGKEAAEIHF AL,

REHE
Bhk4s 2006.1 2, 7£fEA HDX {#LH Microsoft Teams M ARRFHIEHRREZINEEPSINT FIhEk.

£/ Microsoft Teams £ZMABXIETF Desktop Viewer EOHIAZS. Desktop Viewer FOIMINXE (B
PimdsthsEm. MAER) BETHEE,

£ Windows 10 &4, LT R%ES Desktop Viewer EOEEMNFREILETT:

o “FFIR” SR, “BERT XHEM “ESUET.

o EESEAMERMBRZER.

c ZIRETAE DPI RENZE L, MRAHMUAREFS 2N FANERRESE, HEHDPISASF
Desktop Viewer @O+ £ 28 DP| RILAL,

s BENECEESEPNEAREFNER LNSETR “NARFMFLE",

Ul e ARk

HdxRtcEngine.exe #NE Citrix Workspace R Ri2F+# WebRTC ##4351%, BT 42 Microsoft Teams
BEM, B Citrix Workspace ZA#ERF 1912 AESMAE, HdxRtcEngine.exe BIFfdHSRA CPU fEREB
HIER T WESHRERDOWE, FTEEMEN 240p. 360p. 480p. 720p #1 1080p.

MEET T2 (BFFA webrtcapi.EndpointPerformance) # HdxTeams.exe #¥ia1LEiETT, HERAEE
WE T ERARERRAIURNNRES R, FRDSEDEEERAIESNIHE, RELSENETURWES ZEN
W, WAIEWNES SRINARS 8 Z B HE.

NFREECHNRAFTASHERNER, BHMPIEEXS:
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B M B BADME SEMETE
= 1080p (1920x1080 16:9 @ 30 3
fps)
720p (1280x720 16:9 @ 30 fps) 2
(= 360p (640x36016:9 @ 30 fps 1
% 640x480 4:3 @ 30 fps)
EEIE 240p (320x18016:9@30fps O
320x240 4:3 @ 30 fps)

Citrix Workspace N BZFHAEMREEZ:

SMESEMERER HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream H8IE LU E RN :

=2l KE & e

OverridePerformance DWORD 0;1;2;3 SR SCINFR BHY I RE, B
MANATFT0R 3 ziE, H
0 RTIE, 3R

BEXEER-RIGBROER, BSRREDIERELES,

A% Microsoft Teams L {LAiF4AER, EEIE Microsoft Teams fi1ke

A OEHERR

AL HdxRtcEngine. exe RREIERERINGE, MRS MMERNEARSEBERNE AEC THRERNINEIRENHE

P

o

SiEEMKREEE HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream H 8 LU A RIN:

Z#: EnableAEC

58 REG_DWORD

#iE: 0

(0 RRER AEC, 1XRTEA AEC, 1R Regkey &F7E, HdxRtcEngine FRMERINTTHABHE AEC, MEILIME
RERE I AE N, )

Microsoft Teams fiL{LHIILIRTHEE

« BEERAT Windows i Citrix Workspace MATERF 2112.1 &2, LU TIhEE (Z2E OIS FEHIR/REUEHIRR)
{X7£ Microsoft Teams ¥ RiEHEFHEA A,
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Microsoft #H It E#HBY, EaILIEE CTX253754 LURBCSUEBEHMAE,

- @A Microsoft Teams HMZEFOHIXRMSiY: 1 Citrix Virtual Apps and Desktops (2112 &=
W) Fid@ss HDX fibfE, EaL7E Microsoft Teams RERZMNEOHITIRMSIN, TLHBIE
FMAREHIHERRIN BXRBEBOEENIFMEES, 1551 Microsoft Office 365 th L Teams
Pop-Out Windows for Chats and Meetings (Teams BTHIXRM<INAEEFO).

INRIEEEETTIRIBM AR Citrix Workspace [Zf#2&3k Virtual Delivery Agent (VDA), Microsoft
RRagEaFAEEAORE, B2, ERVEAFLTENATBZH, BAUARIZHSZIEOD
(2112 siE=hR4A) B9 VDA 5 Citrix Workspace N BIZFhRZS.

- BFEH: AIUERRFIEFINZEFHERENEFINREFSMINNEMAF. 5—US5E&7
g . BB IRBARTIERNEIAZNER. WA UERIREZRSE, H BRI
Oz,

- REUTHIR: ERBEHERERE, EAS5EHRTLLESERITEIIZHBERITENR. A5, HER
BHARTLUHETIESZIER, BERGHNG, EUEHEENEE LOREMNRTRN, UK
BRI S L HZ T HIN

PRI

TERHI AP 5= EIETTHZAAN Microsoft Teams SEZ F in LR AP Z M =33 iBIERRIE, IERIEFIN
ERMAR A, BRGE: AP AN LEREGERIZHISOED,

- Dynamic e911: Citrix Workspace M ARZFZFHE L 2N, 7 Microsoft BIZER. B4ERE
BENEERBRERN, SRATATFHRITUATIRENED:

* ECEMERE T
* BHIREAR

REBEHMIKIER = Ei51789 Citrix Workspace M ABIEFH LB E, miE VDA L£iEf789 Microsoft
Teams B i
Ray Baum 22 ER¥ 911 MU EN T AEUEFEXIENMNARRLNE S (PSAP). BEATF
Windows £ Citrix Workspace [ZB#2R 2112.1 &, £/ HDX # Microsoft Teams k&M Ray
Baum 893E#.

- WARFHE: UEl, Y&k Citrix Studio BB T HDX 3D Pro HE&ES, 3§ i: A Microsoft
Teams FHNREHZREERENBERF

BiEA T Windows  Citrix Workspace B2 2112.1 # Citrix Virtual Apps and Desktops 2112
£, REHZINEEAEE Microsoft Teams RHZNAEF. B HDX 3D Pro B85, ErRIURZRN AR
Fo

« BIEATF Windows 89 Citrix Workspace FZFB#2F 2109.1 &2, LUFINEERTA

- % WebRTC1.0: iR T Windows # Citrix Workspace FZf#2 2109.1 3% WebRTC 1.0, &
REEIFRIISAS AR R ERE,
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- REHZEINAE: EFLER Microsoft Teams FMRELEHAERHSEE MV BAER. FOHEN
R, ERLIEERMZRE Citrix Virtual Delivery Agent 2109,

- App Protection 7% M: S App Protection /5, BERILUEIEEE HDX £ 16I08ERI Microsoft
Teams HERRE, EBMLINEE, BRAURAEEENSERETHNARFEO. EALNELARE
Citrix Virtual Delivery Agent 2109,

P =W

ZfI¢AE A App Protection By, B2 BISEEHEE

« EAT Windows 9 Citrix Workspace M B2 2109.1 £ VM &N BIERF EMZ 3 168 Microsoft
Teams Hz LU IHAE:

- RN RS ARSTEIE

- HIESN
- BRRH=E

« BiEAT Windows 89 Citrix Workspace R FR12F 2106 i2:

- Desktop Viewer & FeR&EAE, AP ALUM Desktop Viewer BEMFIERBEDER—IRFEHT
#H=, #HOERXT, AP AIUEE Desktop Viewer 80, EXEEERXT, AR IUMFRERRETIER
— P EEHITHE. Desktop Viewer ENEORR (RAK. ERIZ/IVE) B, BRAZREL.

« BiEAT Windows 89 Citrix Workspace R 12 2105 i2:

- B LAREREREEEMEE,

2 fin 2 \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream # €| & & A
NetworkPreference(REG_DWORD) 89K,

RIERERFEUTEZ—!

*

*

*

*

*

o U1 W N

A

: Wi-Fi
DRI
7N
DA

BINERT, MNRKFIGBEME, WebRTC #1435 BIGEZFRIETTHRL,

- EEIUBEAEMIEEER 2 (ADM2), UEF AR EMIZEER (ADM) BFNEEZRN, %A ADM2
B TRAEERSZRNE XBRH,

Z2 ADM2, ES#E \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream 3
glE—NE} DisableADM2 (REG_DWORD) 89X, AGSEIZEN 1,

o BERATF Windows i Citrix Workspace M AB 2R 2103.1 2:

- g‘klk IQE/R—F VP9 ?L%ﬁ«ﬁﬁﬁFE%%%iArL:.F**m%/u\o
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M. BohtgiEisdl. RSNEIRERILRTIAE: N2 Microsoft Teams L& TiX kIR, Citrix
EEMEK Microsoft Teams S EBREREMNE, BN, XLEETISEHAIEE N True,

DirectShow MEARIAZMER.
EENENIAE I, FRITUTIRE:
1. BanEmREIES.
2. SMEILITXEAMAE: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStreams
3. BHLUTE: "UseDirectShowRendererAsPrimary"=dword: 00000000
HithrAEAY(E:

* 0. (R{AER,
* 1: DirectShow (Zi\)

4. E#BE5 Citrix Workspace MBER.

« BIEATF Windows 9 Citrix Workspace B2 2012 i2:

NEAREAUERBHERIEPRIETEN RIS
WebRTC A5 EIMEFER P inig & LEERNNERS .

+ BiEAT Windows 89 Citrix Workspace R 12 2009.6 i2:

Microsoft Teams £ &3Ei& &5 R BRUFER S HIIME LS.

WebRTC 145 | Zr] LUEHMHEE iR R LI REN R AR DY, WebRTC R4S EERH#ITE R,
MR B EE R BRI,

Citrix Workspace M AfZFR&EEFE S Microsoft Teams #E—E2T .

EIEHPREUHTIAE - U ENBB-EEIENHESERERNEY, EIERGIEE,

RELZHOATIGE - HERZERBE, XY EEXER Desktop Viewer BE. LI, SN
Desktop Viewer & OINZHME F it E DR ELE,

« BEERAT Windows i Citrix Workspace M A2 2002 #2:

f#8 Microsoft Teams =T EX S, Citrix Workspace W BREFaE Y AEMNMIBXEER
BR—1MI®iIE, ©REEHZ Desktop Viewer 50, EHZHTMBHMERAME D, /L
Desktop Viewer 8, RREEZHE R,

« BEERATF Windows i Citrix Workspace M ATER 2302 #2:

BT HILEH Microsoft Teams WSS EERITH - YEEN KA LNESREPHNIIASINEE
B, Citrix VDI h233 1k Microsoft Teams B M M S IHIEZ %R U LA IR S ZRIAES

B2, WREHE Microsoft Teams FEBHIEIR Ti&%E, EHEREME, HETEBERERBINME. 5
& Microsoft Teams EEF 2 #i, ERERITEFRT,

« BIEAT Windows 89 Citrix Workspace B2 2303 i2:
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- BETHRAH Microsoft Teams WA IGEIENELE: BHABRT, XAEKLH Microsoft Teams 157
SWBEB AT BB, A7 XMTE, SR IEYNDBRUENFIETIUERHSEEIEEE,
A EEARER SIS GBI REM AL,

W XMHER, SMEREATLIREIYIERARR (5190 720p. 360p F) WS MR, BEEURT S5
HZE, SFhRRED. MEFTS, BREREERIEREEBLAENRAREDHE, MNMAFRERFREHMR
ESRIADE,

=W

LtEIhEERTE Microsoft Teams #HEHEAIAH. B* ETAKEE, B8%ZE https://www.microsoft.
com/ #1#2%& Microsoft 365 B4 El, Microsoft #iHi Itk E#ET, EEIIEE CTX253754 LUFRESHYE

WAL,
« BiEHTF Windows # Citrix Workspace B2 2307 #2:

- HINTIEMRKH Microsoft Teams FIBIEENXIE: 21, BRAMBIREIRE, SR EBMMEME
EEBRMZEES, fitl, EEEMIAZIA Microsoft Teams £iNFHEMRMES., M—HNRRAEER
HHEF B Microsoft Teams. LRIFASHELBFFBRE,

ARk, Citrix Workspace MBREFZFRIEEERNES, tXFTERATHEREINE.
NEEMH:

Update to the latest version of Microsoft Teams.

=z

P =W

RB7E Microsoft Teams BN EHE, LRINEEARAIA. 1EEEF CTX253754 A IEEMAAS,

HDX &4

October 31, 2023

HDX BENEFLHE

HDX BiER &M 8 rhEd iR HXE P E et ICA RIENEERETE, RHEPKNBERTIRENRSE,
X—RENEATERESVMFEHECRIIZTF K, LERESEEMNEF,

RUEFHREMN. BROXAEE. ERPOIER. ESHNURRMDOPER, FIREA B EK,

BRHENEXEREMURE ICA REFHHERRS SN REEF=ERFZ M, MRBMXMWER, FHERELD,
LR R EHIERN SIE=ENTIMH R IFMERE M,

[EEATF Windows # Citrix Workspace R ABERF 1811 MEmARA A Ik INEE,
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BE:

HDX BiENmEHEE K IIGMEFKEE VDA T THBEHX, Hlt, ZRARF.OXE CTX125027
PFTRER s DB R R X RERAEER,

BiEN &

Bi&EnN &5 Citrix Virtual Apps and Desktops # Citrix DaaS ##—##l%l, A& MER Enlightened Data
Transport (EDT) ¥EX ICA EZMEEINNAITIEE. BXiFMES, 21 Citrix Virtual Apps and Desktops X
AR EERZ R E .

NEBABTEER

October 31,2023

FEBRNBTEEA=MEIEE VDA IREMAEFTIRPH Web T, tbihgesE A Citrix Workspace MBRFERF
LGB ENSE|ZE, Z5IZSM URLIZER HTTP #1 HTTPS W%,

AR
AILUEABRLIEFIRIEEEEE@E VDA IR (URAREZFHEER) B Web FiE,

B® Internet Explorer X%1285h, HIMBANBEERINAERZFF Google Chrome 28, RLBABTEEMINAER
Web JSEBHARETAINEFIHEE, HEIZEE Citrix Workspace N AEFHERNMMER N 588, LLINEEEMLE
fEA. TELENERZMBETIER. XEMATUBENEEREHN Web 5l (EHER2EE HTMLS5 5% WebRTC
STy Web @) BSBIFRF 438,

+ cookie ZRIFEFRHAFE: BRUHENBIKEN, RAFIRTEERHMNERE.
¢ NRBUEFBIEHARIES.

BXFAER, BRI SERNETEEM,

BN REAREE RS MR LR IR EIEFAEREE

B Citrix Workspace 12 2303 ki, EREAETF Chromium Embedded Framework (CEF) #3158
FEIRNIEEERR. ERERRE, BERITUTRE:

1. T EMREIES.
2. SfiF HKCU\Software\Citrix\HdxMediaStream &Kz,
3. BIERABUTEEMNEMRE:

o SEMERMZFR: BCRProfilePath
o EMFRE: F/F&H <folder for CEF based BCRtmp files>

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 254


https://support.citrix.com/article/CTX125027
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/browser-content-redirection.html

iBEAT Windows 9 Citrix Workspace R BiEF

4. E#RED Citrix Workspace [z T2 AEFT MBI E 4.

REARBEE M

October 31, 2023

NEARBEERAREAFEERRZREF HENMENZIZF i URL EER. RSEHKELTE Studio FiIgE, BF
ImERBENIZE Citrix Workspace M2 FAHEEN R ERIERTIZE,

Citrix #EF %2 URL EE iR END TR HREEEMNEMYBEFIAR. B2, RIENETIMASES Windows
ERIRFERANEARTEE M,
AR TE 22 —BANENETEER:
1. AR (GPO) BIRMEHR
2. FRmES
AR
« WAAREEREAMNAERIFRLTEBRSHSIERAREER,
o MAERSSMNEF K LEANEABTEER. ERSSHFFin E2EN, ZIEEEEA,
o 83% URL B, aTLUEE— URL Si U S0 URL 7R, SILUERES (*) fEX@E M.
ZFEH GPO EEEIREANEABTEEM, BHRITUTIEE:
BREERREERT Windows 89 Citrix Workspace [ BEFEHEBARIENT R ERIRIREE.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ Ri2F A RIS R EERIER.
2. ERAPFRETAT, HRETEER > FMEIPER (ADM) > Citrix A > Citrix Workspace > B (K,
3. BEEWARNBEERRE,
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E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled
() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether

its Desktop or Application is decided based on the Type specified
=

below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

OK

| [ concel | [ appty

1. EEAHRNNAEFHAREZFFRT, REBTFEHEEDH URL BHEREZMR.

AR

3% URL BY, $8E % URL USSR URLFIR. RIUGERES (%) (ERBERM.

2. MEEMZIFERNE.AHERET, REFEERZFVAEFNEH,

3. EAWEEME VDA 9 URL &+, BAMSMEERK URL. BHSHRIIR.

4. EEEEER URL BENERGNAEFIK@ER? ETUUEAR URL

5. BEBTUBTR—MYIR, HHEZMUHSAFEERE VDA B9 URL FEHFIHAER URL LA, ZEHX

M5B RHIINBEF BT,
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URL-specific published application or desktop overrides:

Value name Value
hitps://www sample com Published Browser 1

http://" intranet net Published Browser 2

6. EAWEEMEZF K URL FEH, BASTAMRSBEEMEZF K URL. B SRR,

&4 URL BY, 82 URL USSR URL 5IR. BIUERES (%) (ERBERR.
7. BEHEMAMME.
8. E@m$1TH, iBfT gpupdate /force @<,
EfAEMREANAARTEER, FHRITUTERE:

BEEANEAARBTEER, &7 Citrix Workspace REAREFE i LR M Citrix Workspace R BEFRE K
C:\Program Files (x86)\Citrix\ICA Client) i&fT redirector.exe /ReglE &%,

B5E:

o EHRFREETAMUFASHENBEIFELE. Hld0, MRIZKET VDAFMMLUE URL https: //www.my\\
_company.com BEEEAEEMIIEFinf VDA, ML EEIFEEE,

« URL EEMXEZIHEN URL: HINTER R ARAIRALI= AR 28 SMIEIR URL, BEAEBURTF IR
28

« MRBRBMBEBRNENNEBZFERZ A StoreFront tkP~, = StoreFront ik ERBFRIGHE T
B ARFHERARIE.

o FRMEEONE URLEEEEFFIHENETR. URLEE@E VDA B, MBEMNNBEITHF, EEEH
URL BE#mAm-= .

o TR, BFHRH. PDF S0 AT,
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o WRINVEFE—TPIRS B NXHREXE, HEFNABTEERREER—SITEN LIEERN “BRA”, Citrix
BIVERRRS S/ REXBRENRNE (URL) EEAINEE, MUHIA URL EEAEEIET.
+ 1f Internet Explorer 1, #HI&E > Internet 3£ > 5%, AEEENEHD THEBE=A RS
I REEE,

PR
MREERBTFRIESHARAMEM, WAREFERLENH,

EF Chromium #93$ 28235 Wm URL

NEABTEE @A FEERARSSBNEF G LRSS URL BEAMEFIREEAIRSSZURMRSREEHEEE
P o

AR 53255588 1E Delivery Controller LigE, ZFrinHbgE Citrix Workspace NAEF Lig 8, XL HEERAR
BE31% (GPO) BIBERHITIRE.

BHhR4s 2106 &2, B% Google Chrome # Microsoft Edge #in T W& URL EEExiF.

WDEFMH

« Citrix Virtual Apps and Desktops kixads 2106 =& = Hxr7x.
o NEREEMEYT BEFRA 5.0,

E3% Google Chrome %28 MBI A URL EEM, iEM Citrix Workspace [ Ff2F REX 4K PIZITU T

A .
~ .

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /verbose
AR
7£ Chrome %188 EERAXLER ST, FEM Chrome W LR AERENEARNBEE AT B
EMWE URL EEMAAFEUHEM Google Chrome ¥I%328, &M Citrix Workspace M HEFREX 4 EHIBEITIU
Tap<:
%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /verbose
AR
WNRTEIHIE RSB B TEN U TR, BRBIZER:

Websocket connection to wss://... failed.

B x7z Citrix Workspace MAEFHEE URL EEEMNEER, BERAWNARREE M,
BXNNRBRIEECEMFMEE, ESH Citrix Virtual Apps and Desktops ST 528 N A EE o
51k Desktop Viewer BEOTHES, BHITUTIRE:

INREEAT 24 Desktop Viewer &0, MEIAERT, A FIEENRENKEE L. MRAFBERENEES R
H, AXXERENESTET AR, BEEIMRRFER, T UZRRIAMTRH L Desktop Viewer &0

T,
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JINCy

FAMRBEFLRSHTENG, THEFEEMRERERA. Citrix TARIIEIMRAEEREBTYSHE

DRI RRERB IS LURIR, BREMRFIESEF BB, EREIMRZE, BESHHITED

« EAFPREL, REREMISENYFIAFETEIZMISEARSG TR, EUTIRRIZ—FEIE—ER
DisableDimming # REG_DWORD %H. MIREEi&& LfEM Desktop Viewer, MEEENM&EB:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer
&, AJLUBSEUTEMRITIZ —F6)/EHEREN REG_WORD £BREX A#EKRE, METEHITH:
« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer
o HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXEEMRIAZ A, EZEER Citrix Virtual Apps and Desktops # Citrix DaaS B2 R EENILINEEIRE
T ERBR,

RBizZxBRENETIFEE, HIW0 1 5 true,

NRFKIEEFKERBEXBIREHR 0, 1 Desktop Viewer §OIB LR, MNRIEET ZMKEB, WEERUTMRES.
HRFNE-— N REREEHEEOSELE:

HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...
HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

> w N

ICAIRESE

June 14,2023

ICA IRESEXHRACIMFRIZEN ICA XHIRETIR, RAWEERBEX Citrix Workspace ARFHTH, &iF
aLUEA ICA & EBSEx¢ Citrix Workspace R Ri2FHZ BT I THEHRR,

ICA&ES% (PDF T#)

8E&E

October 31, 2023

KEABNBUTRE:

o BAR
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o BE

o FTEM

« USB

o B IRIRRNERIRSY
« ZRX

AR

October 31, 2023

B3 AR

EXRARIIEERTE B E AR R & — i RIS ohiER.
BXS BATERRR RSB Z BIIGRRIEE, HIW, ERABRGEGEBNNAmN, ZIEIFEER. YRAREFER
WREREERAT, ENERIE 3D WRIGRY, SHITENTRELIFNUETEX,

XS RAR SRR M T BT LAEX 5 M IR 75 kAR RAT I B AL, FEEX RAFMAMIELEX RIFmARIR A
EFEERALLERE,

TRILEEAPMNESIEENM FECEIZINE, XA LIERAMITHITIEER ) B .
AR
HEINRERE B A BN R E=IEREA.

INRERAEMERRIERY default.ica XHEEZIIEE, WEMERIFLLLRE, ZIREMARFA.

fEREMRRIESRE BN BT
REEZINGE, BRUTEMRIKENER, AREMBIRE, UEEREN:

EFZINGeEEIEEM TR, EHITUTRE:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

EFZIeeESRAFREM LA, ERITUUTRE:
HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

o Z#r: RelativeMouse
o A REG_SZ
o {&: True
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} =r

AR

o EEMREESFIRENERLLERST ICAXHLE,
« 7£ HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER #ig B EXAHER, RENERIGESS
B,

£/ default.ica XHE B BT

1. T defaultiica <, ZXHEBEMTF C:\inetpub\wwwroot\Citrix\<site name>\conf\
default.ica, H sitename HERIEN AEIEENZ M. X F StoreFront &/, Bik.ica XHBEMLT
C:\inetpub\wwwroot\Citrix\<Storename>\App_Data\default.ica, E#H storename
BRIENAEER ARIGENET,

2. 1£ WFClient &4 ##HmM—1N3 5 RelativeMouse B9EMRI, FEHEIRENS JSON MREBEMEE.

3. RIEFEREE:

o true — BAMEX B
+ false — 2B BT
4. ENMBEUMRIEUFERER

AR

EEmRFESETIRENERELAST ICAXHRE,

M Desktop Viewer /= BB RAR
1. &% Citrix Workspace R AR,
2. BRIERGHNKERIE,
3. M Desktop Viewer TE# 1, HEFEIED,
LB 2R “Citrix Workspace - BiED” B0,
4, EEERE,
5. EENBIFKET, BRAGHEENRIT.
6. BENAMBE,
AR

M Desktop Viewer E2E ¥ BAMUE ZIhRER B F B R1E,

W

October 31, 2023
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BEREA

BJLUEZE Citrix Workspace A2 F RN BB RHHINENEA R, BRRERESNEKZE, AIUEE Citrix &
gakst. Windows HBIITAURRIENRERF.

1. &idi=1T gpedit.msc $T7F Citrix Workspace R B1ZF A KRS R EEER.
2. EHENEETST, BEEEEIR > Citrix 814 > Citrix Workspace > F A {53,
3. EFRERES TR,
4. EEERAUNFIEIET,
5. E#iEsh Citrix Workspace [ FEFE 1% UEFR A E BE Ko
Citrix Workspace M A2F X1 32 fiGEIR:
Citrix Workspace R A2 #F 32 (IGREBER. AT HWTLENARFRE, ESEmtAUTHREEAERE:

o EEPOIIEEFRIRNNARER,
o ‘TR FEBLK
o fES1=

IJ\IB\

AMRFEFLHESBERE, JRBEENREBRERA. Citrix TEHRIEEIMRFEREHFILYSEE
HRVIB RS IS LURR R, EREMRIRIESTEENIL, EREIMERZA, BEBHITED.

B EHEREE, A 1T HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences  F I — ™ & &
TWIDesiredIconColor WFREEMRMHEHEIRENMEE. EirsNEERER 4. 8. 16, 247 32
i/ R. MRMBEFRERIE, AP AIUAEREERENRERE,

RS LTEEXNAEFRESANUE

A “FHR” RBEEMRMXEEmIREARINEE, AILUEE LA AREFHRESKE Windows BFBREFMEE
£o APARMM Citrix Workspace B RENT AN AREF. “FHR” ReERMNSEREANEET A AR T
HNREAR, HERTREEU—RNARHR—HiZONBEEFNEF,.

irE#A SelfServiceMode, HEAB R TIEE RN True, HBIERI SelfServiceMode 1558 & R False
B, EXRANBEBRSEF Rim. Ak, EEILUM “FFE” RBEMMSmREA FRRESNER) HRTiRN
N ARERF.

BRMERRFAUERZMEMRIKERBEXRERES NG .

fERRES

« BPRTERBR AT, ¥ SelfServiceMode 15518 B R false (INREAER) BY, FIERARFIYRE
R AR, MRMKEFRRRESXER, AP EFBHMXIEFH Citrix Workspace R FEZFER LHY
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RIFREY, WWEMRSERET.

s APREERE—NARE, ‘W7 M G EMATE, BAELAFEEEZNARE, EERAUE
F H P ERA RN RIRIRFIN S MK P B RERAR, B RE A LUESEE A init B L FahREm R
(HideEditStoresDialog) sRi2{E55%INR. MREELRABMAFEFUAIE, BABTUEBNXETRES ‘G
BRI IR, LB AR P B) AR NS MIRRIK o

« BATEER Windows &4 ERBIBRR B2,

o AILUEE A BE XA EMRIGERNKEREAR. BRANERTRANKERESR. FEIMRILES, BN
BEzh Citrix Workspace M RERF.

o 1T “FRR” FERPRIERES T, FHRAMINESIRE UseCategoryAsStartMenuPath,

AR

Windows 10 RAKFTE “FFia” HEHBIBRMARAXHX, LAEFREETRERERXHLT, B2, FEE
A Citrix Virtual Apps EXH “H51” FXHKPET.

o AIATERELEZHHRM [/DESKTOPDIR="Dir_name”] {5, UERFMERESAKER RN NHKR, KE
REES A ZHFRFR .

o EAFEMEKDI AutoReInstallModifiedApps AINEA “BeIEHREECHEHNEER" . B
AutoReInstallModifiedApps &, MRS/ LEAGHWNBAEFNESEBYHAMBNEAENBER
Pt B E2R. 2B AutoReInstallModifiedApps /&, NAERFNESERBLEFSEN, HEE

&P ERBREYIRE A N ERIFBT B A E. BIAMERT, AutoReInstallModifiedApps & FBAK
=

eNo

fEREMRRIER B EX N AREFRESHNIE
AR
o BABRT, FMRIERFFBEER.
o ERENAREZAIECEMRTL MREHAFEERMEEZBESCEMRI, BSZAFR SR
1. & Citrix Workspace R AR
2. REIMRI, AS
3. EfECENAEE.

EETFXITH SR

TEREHIRE R AIEFReBAFEREZEBR,. Bl TEKEHITE, ERMNIRREERUERBNIFLEZ
B#%5), MEABEESMEE LEHMBECHEARERF. T Citrix Workspace 1R, HBEBUEMRERF
IR EEETERITHl, WA LA AR INENE A Img&HiT TIEXES,

NP

AMRFEFLHRSHTEND, ARFEEMTERERR, Citrix TEHRIEEEMRFEREAF LS

IEYRRREB IS AR, EREMRFIESTEIENI, EREIMRZE, BSLHITED.
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X EmEAHE Citrix Virtual Apps BR$S 23+ 012 WSCReconnectModeUser H{E2iIl 5 /Eit%& 15 WSCRe-
connectMode., E%#HIVEEAILLEX Citrix Workspace R RIEFHIITH.

Citrix Workspace M A#EF WSCReconnectMode AMRILE :

« 0= AFEFMERINETAUERIE

o 1= AREF RN ENEE

o 2= RN FRREFRIFNEEE

« 3= NAREF BRI EEE

+ 4 =Citrix Workspace RETHIEFIERE
o 8 =7 Windows B RE iR

« 11=3M8MAH

BHTEXES
BEREATEXES, EeRUT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (321i)
Z#: WSCReconnectModeUser
A REG_SZ
EIE: 0
BT EMRIMMEIME 3 BH 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (321iu)
##r: WSCReconnectMode
A REG_SZ
EHIE: 0

AR

MRERECNEFPRDT, AT LUE WSCReconnectAll s ARIFIGE A false,

32 it BB EMRRIT
EMERD: WSCSupported
f&: True

AR R
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- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

- HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FMmRT: WSCReconnectAll
f&: True
EMRINERE:

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"

- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties’

- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle’

- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

MR : WSCReconnectMode
#: 3
FEMRERF

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FART: WSCReconnectModeUser
B: EREHERCBRIME.
EMRIEREZ

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelD
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (i BB EMRD:
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FMERD: WSCSupported

f&: True

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStoreID

+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FAERD: WSCReconnectAll

f&: True

AR E

SERRRIN:
f&: 3

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectMode

AR R

EMERIN

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectModeUser

B: EREHERSIEEMRR,

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelID

+\Properties
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- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

BEMHANIESE

A LAs @ AN X AR Citrix Workspace M AEFEITHIRMNLMHE S “BEAEEN” R, BXEMESR,

BEA BRER &R
RERBES ATFEERTFIRRELNEERETRZETR. RIAERT, WINELTFERARS. BEHRBEDINEE
AWFEFIHRRETEEHED ENNBEFNKESE,
ZEH GPO EERIREERETRRESL, HHITLUTIRME:

AR

GPO EEEMES =T StoreFront # GUI B2 &,

. @iiE1T gpedit.msc 1777 Citrix Workspace R/ 2 4H5RBE X R EEBIRIR,

EHENNEESRFPEET ST, RESEER > KBEEER (ADM) > Citrix £ > Citrix Workspace
> P {538,

3. EEFRRISE R,

_l\)l—‘
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A Keyboard settings

O >
Ei [Ereezimg= Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ Ajj Citrix Workspace supported platforms
Opticns: Help:
Allew dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~

This feature provides you with the following options:

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two cptions,

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EEREBERA, ARERUT®ERZ—!
o ATHSEAL - NTHIRER, EERHE. BEXAFFAHREFREN, BENSBEEFHREFERALE
fRS3E8. EhfE, WETERIANFITIES BAEF i IME.
AMETUER RGBS TE M HED,
s REBERRTEL - M THERBERIERL TRz —!
- REP—RK - [ERHN - ERERSEEFAIRRERBEDIRSR. EERENEFHRE
HREMMEERESHRASLNEN. BENAEN, HEFEHERER.

- FAEY - EREFPRERRS S LEENRERR.
5. EERNABMHE.

BERETLAFRAORERETREY, BRITUTERE:

1. WBRIKIERRHR Citrix Workspace AR ER, EESREED > BEMESE.

LB B R FIE S = IHEE,
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@ Citrix Workspace

Keyboard layout  |anguage bar

Keyboard layout synchronization setting

Use the keyboard layout synchronization feature to synchronize the client
keyboard layout to the server.

(® Sync only once —when the session launches

() Allow dynamic sync

() Don't sync

2. EEUT®RIZ—!

o (NEP—R - ZIERTIY - BERNERIERHNM VDA BF REHRFB —Xo
o AFMSEY - EREREPER T FF IHERI R RER /SR D E VDA,
o FEY - EREPIRERRS S LEENRENR.

3. BEHRF
ZHH CLIRERERARY, BERITUTIRE:
MERTF Windows 9 Citrix Workspace MBEFREXHXFIEITUTH L,

BEBERT, Citrix Workspace i B2 REXH A F C:\Program files (x86)\Citrix\ICA
Client,

« EEHA: wfica32:exe /localime:on

o BH¥M: wfica32:exe /localime:off
FREFIRRESREETRSEE i IME GaXNE%RIESR). MREAHE. PXFEFHETENAFPRAETERRS S
IME, M#Fu@EdEEESHiziTwiica32:exe /localime:of f REBEFAREEGEET, BPEEIT—
MREN, RIERERAITZRSJIRHENBERR.
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B, VREFSRREFREEDSIEPFEER, ERRILR, EM Citrix Workspace AR IHHENER.

ERGLTHRELERERRERD

LAFT, ERILERERAR RBERXERLREXHREERBHFESL, 1 Citrix Workspace AR 2309 k4,
SINTUTSHLREAGLTRERERERBRY

e iRH

wfica32.exe /kbdsyncmode:once BRERSERLERN “NRAT—R,
wfica32.exe /kbdsyncmode:dynamic BRERSENLER ‘TSRS,
wfica32.exe /kbdsyncmode:no BREBRSERLERN “FRAL .

MERTF Windows 8 Citrix Workspace M BAEFREXHFFIET LEANGS,

WEERT, Citrix Workspace MABREFHZREXHHTF C:\Program files (x86)\Citrix\ICA Client,

7£ Windows VDA LB R&aFET
PEI=
LUTEREMUERTF Windows Server 2016 &EShras, £ Windows Server 2012 R2 B RixraAH, BRIAE
RTEREERY I8

1. BoriRmiESsHSME HKEY_LOCAL_MACHINE\Software\Citrix\IcalIme,
2. 82 DWORD £HE DisableKeyboardSync HEHEEIZERN 0.
1 ZRRERRERP I
3. ENRIRIEUFEERES.
£ VDA 70 Citrix Workspace MR L ERARRGRE, HRRERBIEHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

EEORTRIERERBEETRIE P HRERR.

7z Linux VDA BB R ERS
BaamSRAFHEBEITUTHS:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\CurrentControlSet
\Control\Citrix\LanguageBar"-v "SyncKeyboardLayout'"-d "0x00000001"

BH#E50 VDA UFEEHRER.
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BX Linux VDA ENREHRBRESINENFRES, BSHNSEERRRFED.
iR B RBH X IEIE:

B RERFHELBNMNIEE, ERUTRIEESSEETIRERETRE. RETRRANFERD A ETM. B3R
BHHEES, FEFH—RIEAEFIERAAS SR HIAEBNFHFRN

i

5
EHREETLRSHTENE, TEREERRERIFRL. Citrix THREFIRRSEBERTE S
AN FMEBELIRR, EFHHRBBEREENG. EAIRRZE, WSLHTEY.

R RGERIE MR BB EE:

1. BEEMRFEERHSMEI HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
2. #%& %5 HideNotificationWindow 12— N= R REEMERT,

3. % DWORD EiREHN 1,

4. BEHWE,

5. EfBmhIEUEERER.

o FERRANSIR (BIMN, ERPBEENNAEFER > UEERSHIET) BITNZENARFLE5EFIHE
BRRRY. BREE. FENRSS (VDA) LREFFEHERA UAC,

 MRAFPRKEFHE LNREHRRBELNRSBIAZFHNGR, HTFZ2ER, RERAREHRFENEDIE. TXE
IRBIVREHRBRANBENT2EW. ENSERBTRRAPIE, HEHAERERRIE,

« 72 RDP &i&, TR Alt + Shift RS XNERREFR. RAZE: EH RDP KIEPRIESZIRER
Ro

BEE

BELETRETNERBAES. RABRT, BSEESERET.
AR
ItbIhEeE VDA 7.17 RESIRA LIETHRIEFR R A,

£/ GPO EREIRACEIESI=:

BEEETNAEFREPNERENIES.

=

@idiz1T gpedit.msc $T7F Citrix Workspace N REF ARSI R EEER.

2. EHENBEEIAFREET AT, BEEEEER > FHEEEIR (ADM) > Citrix 41F > Citrix Workspace
> AP,

3. EEEFEERK,

4. EEFEBA, ARREUTERZ—:

s B-IERENBRERRIERERESE,

« &, BREIESE - B RENARFRIETRREIESE.
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5. BENAMMBE,
ERERAFREREESE:
1. AREHBHMXIEFTH Citrix Workspace M REF B R ER SR E LD,
2. EEREMIES,
3. EEESHEETR,
4. EELTERZ—:
a) B-EBraEREHETRETI
b) &, REIES - ERESIEHRREIES .
5. BERF
Pa=Eb e AV eSS

@

Keyboard Language bar

Display the language bar in a session?

The language bar lists the languages that you can choose in an application
session,

@) Yes.

O No, hide the language bar.

Save Cancel

AR
o ALEEBSIETERIZE,
o MRNEE—MANES, EREBESEBEAERIERET.
F “EBRENET” RPPREIBSIZETR£:

FILUE MR SR B ETR FRRREE S = E TR,
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1. BrhEmREE=S.
2. SME HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration

\Advanced\Modules\LocalIME,
3. glE—4 DWORD f&3& ToggleOffLanguageBarFeature, HIEHIZREHN 1 LE “SREER” KPR

“BERE” ET

WBARFIRENERELS (IME)
=
NREFEAE Windows 10 2004 kRiER ST, NESIEDER IME e A eS8 B F R R A, XL
TR E=HIRFIERN. BXIFAESR, ESE Microsoft ZHXE,
FEREGSITRAEREBAE s IME:
« EFAEAEFIME, &M Citrix Workspace MBIEFREX %, C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:on &<,

@ Citrix Workspace >

Enabled.

IME on the client side will be used in the terminal session.

L

« ERABEAEF N IME, &M Citrix Workspace N BIEFREX ¥, C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:off &%,

@ Citrix Workspace x

Disabled.

IME on the server side will be used in the terminal session.

AR

AILUEARLITHAXwfica32.exe /localime:on BREBAZE IR IME IEEFBEED.

« BEXHBEAEF K IME, EM Citrix Workspace MBEFLZEXHE C: \Program Files (x86)\
Citrix\ICA ClientizfTwfica32.exe /localgenericime:off &<, HLAEIMBERER
REIFEE.
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@ Citrix Workspace x

Generic IME is disabled.

MREAGLTERAZATBAZFE IME, WaELi@EdiEiTwfica32.exe /localgenericime:on &<HE
R B FRiZIEE.

@ Citrix Workspace x

Generic IME is enabled.

L

P

Citrix Workspace N FiZFE LIRS R #H1# ThAE, ATLLEIT wfica32.exe /localgenericime:on @
SRBARLAZIE. B2, BEHERESEENREESTIRAX. NRRBHRELIGENRX, THEFREH
BRAEF IME.

ERERAFRAEREERE ik IME:
WAZEFE IME % VDA 7.13 siEShRS.
ALEdEARERRERS KERABAE R IME I, BXEHER, BERREFREFEY,

Citrix Workspace [z 2 A EECERRAGETILUEABAZ P i IME, B LURIBERIZE RN A B MIXLEEIR
R TIER,

1. AReEHEMXiEF Citrix Workspace M BiZFBERHIEREZEF 0.

2. EFEEIM M IME,
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@ Citrix Workspace - Preferences -

Local IME Connections Display Flash

Cheaes meiit rrstbese
L. se Input etnod

() Enable Server IME

Salecting this option dizables the local IM|

() Set Lecal IME to High Performance made

Selecting this option consumes less bandwidth with optimum performancs

%) Set Local IME to Best Experience mode

Salecting thiz oplion consumeas rmore bandwidth with an uninterrupted IME expenence

Hat key combination: Shift+Fd

0K Cancel

TEEBED A ARZFAER IME &3

1. BAMRSEE IME - 2R 4 IME B ReEERERSSE LIRENIES.

2. B IME RENSMHRERTN - EFRERRIER TMERZM IME, HETR 2R RIEE O IhEE.

3. ¥&tt IME RBEAREFREER - EXMKEAFARHNERTEAZM IME, hEBSAEHRE. RIABER
T, EFRATEAEFR IME BERIED,

PRIMBYECRIN BT R =i%,

fEREMRRIES B BAREE:

BRTEAZF IME B, sILGEA Shift+F4 AEEERREN IME &, IME EXHNFERERESENEG LAET.
BIAMERT, BAZFIE IME WREBLTFERARS.

EEMERFEEEDR, S M3 HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

%#% AllowHotKey H#EE2INMEEHR 1,
B LUER Shift+F4 HRRESIEREEFERE IME &K,
EAXLERBASHITIRE, IMEEXHFRENSHIMAESIENEG LM
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Local IME Off

High IME Performance

Best IME Experience

PR

« BAZEF IME A% Search Ul % UWP (&M Windows F&) AR LUK Windows 10 B2{ERSR
Edge X188, AR E: BNERRS S IME,

« BAZAIH IME £ FRIPEINH Internet Explorer 11 AARZ L #E, MR E: AILUERA Internet 3£
BRIFRN. BRA, BRHREHIUHETEBRIFRI.

FTED

October 31,2023

FTENHL
BEAPRE LRTEINIRE

1. ZAFPKRE L, MNARERFPRHITENREPEFRES,
2. EEFIRKERTFLE, BE “BRMAN, FHEN ‘BRES" M ‘BEEMFERES ETL.

FRRRE

ERVFEM Windows TR s Rifitiz i8] BN A AISmE, Citrix Workspace ARFRBEUTERTADET
RERa:

o EHUET XAWANTERE, UKk
o HigEATIKEEXTFIRBREE,

ERERE L, EREERT, Citrix Workspace MARRFLEERLNIZENER. REREHAREIEFRFER
HILAT K,

BECAARRRENZILEETRERE, BHRITUTRE:
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o TEHKEY\\_CURRENT\\_USER\\SOFTWARE\\Citrix\\ICA Client\\Engine\\Configuration
\\Advanced\\Modules\\MobileReceiver #H6l#E REG_DWORD & DisableKeyboardPopup,
#

. BEKREN 1,

AR

£ x64 i+ 8 L ,357E HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\Engine\Configuration'
FelEZE,

R LUREAUT 3 HARREN:

« Automatic (Bzh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
+ Always popup (22%H) (FE#ERE): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MF3#t) (REHERE): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1

PDF #TE[)

i&EATF Windows 89 Citrix Workspace M Bi2FZFER1EF#1T PDF #7760, &@id Citrix PDF @R #TENHIRENTZ
R, &R LUTENGEA Citrix Virtual Apps and Desktops # Citrix DaaS Lzt E N AIEF L E/E s,

LI MITEDIHEIEF%4Z Citrix PDF $TEDHIETIRY, $TENHUIRENIZR 2G5 PDF #¥§1it PDF FRAE 4G
o BEfalt PDF 2EAIAR PDF EEREEILUHITES, HMAERIEZRITENHIITED,

Citrix 2ifEF Google Chrome i#5383% Adobe Acrobat Reader Z%& PDF,
A LU7E Delivery Controller £f#R Citrix Studio EH Citrix PDF #TEl,
WEFM

« Citrix Virtual Apps and Desktops 7 1808 s E= 7.
o MMERIITEN LEVRE— PDF 5%,

25 PDF4TEN, BRITLUTRME:

1. 72 Delivery Controller £, A Citrix Studio, EAMERREFEETI R, PJUACIEMER, WeJRE
AR,
2. ¥Ezht)Z PDF BRTENNERIRIGE R “ERBA7

=#E50 Citrix Workspace [z B2 IE UERHIE 2E M.
PRI :
+ Microsoft Edge %288 7z % PDF Z=&EFITENTHAE.

R Windows Continuum £ Windows 10 594 B ik BB NS T

Windows Continuum 2 Windows 10 89—IIhaE, ALURREFIRISENEREE, EBT Windows & Citrix
Workspace AR Windows Continuum, SEHSERER,
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NFEATMIEThAENIZE, MRKFEEBREHNET, Windows 10 VDA FUFRERIERNEEH, EET #85/ME
R, EUSERRER. EEAZFHIRE L Surface Pro -84 —8ENREE HIFHSEERE, AETIRE
PENSSmEmERzEiR, AXFEMAER, B2 Citrix Virtual Apps and Desktops XHF#9iE Tt & &1
TR BB AR o

ERATHRITRENEFHEE L, YEEEREMEZEDRIEN, Windows 10 VDA $iell RS FE R AN BAT.
YEAESIEIEPERSNS BREBNBAAN, BTN, kIEEE VDA LRI TFRARS. ERAILIEE, FE
F Citrix Studio &2 iR B g 4R SR BE

FiREBMEXIRE T EETHENEFRE:
o THARIFRH,
o« FeRENEENMENBEFSUERERITH.
o« ES=EE RO wH,
o MESEPRIFRT BT,
SEENREEFFNAFART, ETUETFREMNRRN PC—H#1TRE
AR

EATF Web 89 Workspace 7%#F Windows Continuum Ihgg.

USB

October 31,2023

USB %+

USB Z# i E1E R Citrix Virtual Apps and Desktops #1 Citrix DaaS B35 & & #£# USB & & #H 1T H,
AL USB IRERBAHRITEN, AR ZEERSTREREHEMSE, IR TZEEEN USB 8&8IENFRE)
28, HEeRIE. PDA. 1TEMH. 1. MP3 . RLREMFEMRITEN. Desktop Viewer BFRRILIEAT AR
PR ENETEH 2 S 9 LFE Citrix Virtual Apps and Desktops #1 Citrix DaaS Lf#8H USB i&#&.

HESMEBRBIBEEIRS =R LAN IR 15 USB B &% (FIINMEEEGEN. Z5xX. HESMEN) FHENE
BN, IR A XIS EFERIEN Microsoft Office Communicator Al Skype M E#HITRE,.

BN AEFNSESIEEREFUTRENIRE, ELFMER USB 28

o B
o BAR

o BEEF

%% A USB &% (fia, Bloomberg & 3-D Bi5) BEBHRGER USB %%, HXEE Bloomberg #B&EHE
8, B8 E Bloomberg 4
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BXNEMET R USB RBEEREMUNES, BERAMIRPILXE CTX122615,

ZNBERT, FXFFELERAN USB 1&%&i@id Citrix Virtual Apps and Desktops #1 Citrix DaaS #{Tinf2iE iz,
BN, MPEREREINER USB EERIRSMRM NIC, FESXWXMIGEHITIZEERE, RIAMBERT, FIFEEM
MRREFMKESIERERU TR USB &%

o HEIFEHECER

« &8 NIC

+ USB %423

« USB Bz &R 2s

ERREIELEEM USB REFTZIZER, BEARESTETZER,
BIAMERT, AR TYIEER USB &R TFEMNARFRIE:

o IEPFiEECER

« &M NIC

« USB &428

« USB EfZ&Fcas
o BIRE

¢« RBEHFMHRE
USB Sz TIEA:

BF#EN USB igE/E, RARRIE USB RMEEXZIREHITIE, MRAW, NESKETEERIEMKE. MR
EREgIEAERIILIRE, NREEAMKEPRER.

BFiEA USB ig&lN, cmAFErEN, SHAFRRINMLE. AR UERSOERNBIEHLE USB ig&iniz
ERIENSE, iE, APAIMUEE USB X%, UBERIEZAN/IIEREENNME USB R&HaBhinie
EREIR A EMN S E.

BIAER T AVFERZR USB ig& 3
#AIABY USB SRBEMN 7 FER R EXAIE USB ig&.

BAMLTIRFPTIH T XE USB g%, BEERREXRRBEHTIINCERA EEEMNBEFMNKESETATHE
ITIZAEER, b3 USB IR&EXFNM TR

o B (X3 01) - BEFHAANRE (XRX) . SMEHIREM MIDI =528, FIXSMkEBEBEER
XenDesktop 4 HESRAZIFNENEZELH, 5 (X 01) FEATEMEAER, RAXLERETTEMN
N FRERFPAEIER USB R TImiEIE:

AR
HEe& g% (10 VOIP Bi%), EE#HTHIMCE, BXIFAEE, B52RMIRF0xE CTX123015,

o PIEEEEOIEE (X5 05) - XUEGERMFARFEDRE (HID), B2ERRM “SH” @MAZREG, HEE
BHERGIUGMT. B FaMNERFERAAEER.
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o BSER (K30 06) - SEHIBENMREN HEAVERZHFHEEGAEE, ZEERERFREIHIY
(PTP) s A iminil (MTP) SEGERIITENFEMING, BNETEERRAXRBTEFHIRE, FTREER
OB AN B SR EN T ERBEERNUERRERE—X,

=3

AE:
MEBVNETHABEEFELE, WNEREF IHIKEIsMET, MAEE USB

o FTENHL (251 07) - BARLATENERENEFEDI 3 ), BRASEITEMNERNESTEILEIH,
ZINREATENN FIRER A NMBELB AR EGI8E. AXMMERT, TEITRBEERBITEINE, AWIEET
RfEMEME, fii, s#EEGME,

ITEMHIBEERE USB HFMBER T BRI LUEE ITE
AR
288 & (5 2R EE B INEREAVITENN) EEFTRINGRE, BXIHEE, IBSRAMIRFOXE CTX123015,

s KBREFME (£5708) - REMMNAZEFHIRER USB NERZE; HttABEFMIGEEE USBHNERE
f2Ikmh38. CD/DVD Izh28#1 SD/MMC Fi+28. WEANSEFEENRSHREATEFMED, SEE
RIS BEENMFI. KBEFME (X 08) FERTENNARES, ANXRERETEMNNAEFFRA
M USB s#t{TiniziEE. ENRNTFEEE!

01 ZRHNFRE

02 #2849 CD/DVD i&#& (ATAPI/MMC-2)

03 s MR HIE & (QIC-157)

04 sy IxzheE (UFI)

05 BRI FERAIRTHES (SFF-8070i)

06 K& fERA SCSI Mt TR ABEFHILE

BEERT, LUEIEFIRREERRFKILRABTEFMIRE, Eit USB STHHARHHEN.

« ABZ2MN (X3 0d) - RAREMREFTUMBRABTRE, BEATRIPFITREFRNER, HXTEHMT
RIFEE,

o f5A (K3 0e) - MSAKRER TIREMIMSASTAERM IR E. MERGH. LB, EPIREIR
25, FLEBMEESRFIRE UR—EFRRNEDEN.

EERT

AEZHMTRIEEER XenDesktop 4 EBMAZFHNENESFH, KLEMRLEE (GIMNEBEENLIEE

HIRMBRGEN) FEHATIINCE. BRI, BESHEFMIRFOXE CTX123015.

« PMAEFRE 5 0f) - XEQFEEMEERE. OXENR. ST BRENSNHEEHEIAET
Ri#IRE

o MARFHNMEERE (X3 fefl ff) - T2 REEARUBFHENINTKE USB RARITTEMBIMINL, 1
WEERETARNEEE K3,
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AIAER THELERZR USB ig& %K
#AIABY USB SREEFMINAF A FE R L T REX5IE USB ik

« ®BfEM CDC 12/ (3£ 02 # 0a), ERIN USB SRESFAVFEERXLIRE, RAHFHN—MIEDTERREHMSEMNS
HHSNEE,

o AMEFEORE (£03), BasMEANELEE, BENAGFEEDGE (HID) 81F: B2, 85 88
&, B, FRE8. HIEHIES. MHEMESThEE.

FE 01 XA “519#0” X, oHREMBEARER.

ERIARY USB SREER A7 fER USB 8 (203, F2£ 01, thi 1) 5 USB Br (03, FFE 01, ¥ 2),
XEENEMERE USB 2§, ASOREMBERWERHITEYMIE, ki, ERIENSEN, BEF
EAMERNZEERAXERE,

o USB ££k28 (£ 09), USB EABATFRMINREEETAMITEN. BRTEHRXLRE,

o Biek (X0b), BREFEFROEFERADRFRFHENEMATERFIRRE, UREFTRALEEREY
SHE USB <,

I LRS- RIZIBERINARIL B sE Rk F88, MAFE USB X%
o BRI (K el), Hp—Lig&EmRRMXBOMERR, HEEEXRNIIMNEIRE BINEFRENESF

BAR) o
A USB SREBEF IFIERX LIRS, B2, BERKRERRESHEA USB HiRMILRNIR,

o HttKIRE (5 ef, 72 04) - Hh— Q& n BRI R MR TA1E). Bk USB SIS F A VFERX LR &,
B, BERHRERRERER USB SZHHREIHEINIR,

B AIHITIZIZEZ USB 1R&ETI&R

ISR T Windows 89 Citrix Workspace [ A2 &R IR X 4 A B el iz i i EI K maY USB k& 8EE, EH
AYFEFERAFEIRTERT Windows B9 Citrix Workspace #1TE M, XA T BEREMN AT X4
\C:\Program Files\Citrix\ICA Client\Configuration\en

qE, BEEES M AFIRE LAUEMR, MR T EMREL:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="DeviceRules”
Value=

BERT

AMRFEFCHLSBERD, ATRFREEMTERERG, Citrix TERIEFETMRFEREHAFISHY
HAVR RS IS LURR R, EREMRIRIESNTEENL, EREIMERZAT, BSBHITED.

PR AE U E A

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name="DeviceRules”
Value=
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BIDREF @A AN,
B% USB & RIKIGBENIFMEE, ESH Citrix Virtual Apps and Desktops >xt4er#y USB 1§ &I E,

E4 USBREETER

USB 2.1 XEmhrAZHF USB E6 &S, E N Fig&EBEE— USB REHZSNMER, WEEERAED
FRBEEHIMEZ R 4EE, HP—EOS 00-ff BFMRENFig&. HRGEHS5HEMIMIARY USB &&= 13
#8 USB R&RLUR TR USB S48,
A EERiRGS EAMNE SIEERAEDENENUTIRE:

o BANEEUSBiG#E, &

o —HHMMFIEE (FIEE)
¥AE46 USBig&ER, BMREEWIHERAAIH, BAREHELENGS EFMNAENAREFREAMERIGE, SiERK
89 HDX izf2{&3aFrERI Citrix Workspace & F i,
MNFHBFNEFEESH, BEREATEIMLEN HID 2/ USB ENIEE. NREMEEMEHER USB @iEHiTE
%, ZgEEREEE MU HDX SIBEE#HITEEMR, B2, Eidr HDX SSNEELX S, JUTIRE
758, X5FERAENHSMIEERFBETER USB TIBEZRAENEMAR, iTHEERN USB SMIMNHIRERFE,
AARETIEHSERTAAZREREZNMENEMERINENE S I8EN—H 2N, SHSFRIXEEM, L
EENERREN, TR LRAARERRIFRTELEIE, TRESERIERNARERFRMN.

Efp xR, Citrix BINEIRDEGRE, HENEREMRER USB @ENFED. ENFIATHEREMFIRE
RIHERIRRS ENRAREFEER, SEREMAH HDX &3ar Citrix Workspace AR, ERXATFRFAEN
RERRITEIEHHTERIEER.

REMN

5%M USB &&—#, EREPIEEMZEMNRIER EHEF i Citrix Workspace NAEFREFEZEATEL
ME&IRE, Citrix Workspace R A2 X LEAMNIRTE s ¥FeiFELEHL USB igER LTRSS,

BEMNFaE—MEEXEE (Allow. Connect 8 Deny). —1NES (2) UMRENHZ N 5iS USB FRLGHH
LPREE LTRSS, XL ESHEN T & USB & ARITIE ZH USB g &R R Tz,

REMVESFMNE—THHEN, £ # FHZEEUEIR. MUWE LM FHITRE (RRERFEFER). NAS
REHFIROLEE—FAN, EFAEEIRESRONELMNER B,

g &N

« ALLOW: vid=046D pid=0102 # i@iZ vid/pid A FEEILE

« ALLOW: vid=0505 class=03 subclass=01 # % subclass=01 B s iR 0505 KIES pid
« DENY: vid=0850 pid=040C # {415 EikE (BEFREFIRE)

« DENY: class=03 subclass=01 prot=01 # 4 FFra it E R LA B IRE

o CONNECT: vid=0911 pid=0C1C # s H B ehiEEisEigE

o ALLOW: vid=0286 pid=0101 split=01 # {5 L& &H A iFFrEREO
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« ALLOW: vid=1050 pid=0407 split=01 intf=00,01 # {FHHBE R aiF 2 MEO
o CONNECT: vid=1050 pid=0407 split=01 intf=02 # {FHF B EhEEEO 2
« DENY: vid=1050 pid=0407 split=1 intf=03 # pA1EiZ0 03 #Wixi2iAia

AT LAE A A MME RS S HOE AN A RB B YIR &

TIRBH 5EA

vid=xxxx USB i&#&#MwE ID (P+75# %)

pid=xxxx USBig&r=& ID (mfi+73#HIes)

rel=xxxx USB &#&hks ID (EE{I+7< L)

class=xx USB ig&£3IMRE3 (RA+7EHIRE3)

subclass=xx USB ig&FHEMREE (ALt HED)

prot=xx USB & & i3 (Bt HIE3)

split=1 (5% split=0) EERIFD (FFFD) NERRE

intf=xx [« xx. xx. ...] REESRENIEFEASE (LLESHRIFEAI+7
HHELEDFIR)

BN SEEFRGIT AHNE USB 8%, MRKIEEEFMSH, ANSTEAEZSHNEAERNIRSE.

USB Implementors Forum s BENME,. FREUKEE XHERBRHHIENTIR, USB-IF E4irE
BRI 1D K%K, BT AEREE Windows & EIERPHEERA UsbTreeView ER B T RN T EIRE I
. e kRA#EO 1D,

YEEN, RERTESHINERT USB £E581k&E. IFOSHAREESREVIENIFNIRERLAERFANEITESR
B K.

o Split=1 "RV E AR EHEEFIEOFERFD RS HITEL,
o Split=0 RARZILIFNDEEIRE

AR

WRZBE split B8k, WREMEA Split=0,

intf SREFLTBRERLATNESIREMNFEFED, NRBE, ZRMEELATESRENMEED,
ZEEARBE=MEOMNES USB BENigE:

o #0O 0 - FMEREBIHR
« 0O 3-HID Xig&inm (FEMFHSIZRE)
o B0 5-B8/EfHME0

BINBEA TR &AM EE:
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« CONNECT: vid=04T7F pid=C039 split=1 intf=03 # s ¥+ A 5hiERE HID &%
« DENY: vid=047F pid=C039 split=1 intf=00 # e =R S
+ ALLOW: vid=047F pid=C039 split=1 intf=05 # siF mgmt intf BR B zhiEE

BRIg &N RS

BT Windows B9 Citrix Workspace MAEFEIE—HBIAZEHN, XM LT EREREENILESE, H
HEAREFPEEBIMNIEELET.

AILATE LU T B2 4UEMRPIEE AT RN E RN

o HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\GenericUSB (32 i Windows) =§
e HKEY_LOCAL_MACHINE\Software\WOwW6432Node\Citrix\ICA Client\GenericUSB (64
il Windows) , 7% DeviceRules H9ZF 7 5{EH,

B2, f£5EATF Windows i Citrix Workspace ZA#EFH, BILARA USB i& & #1 N SEEERE =X LEBIAF M
BHEMAT Windows 89 Citrix Workspace R RIEF BRI SN, ERITUTRE:

1. @dia1T gpedit.msc 77 Citrix Workspace i B2 SRS R EIRIRR

ERAFEET ST, REEEER > Citrix A% > Citrix Workspace > imi2iEiEE Finig& > &M USB iz
R,

%1% USB i& &1 SREK,

EEERMA.

72 USB iR EMNALES, ML (HEEFE) EEE USBREMN,

BENAME,

N

o o~ W

Citrix BiVEE R ILRIEIMRB R P IR HHEIARMN, 755E R ERIREF N H BN LR BB EEXITH.

i USB 1845

ERESIEP, 79 USB i&&7E Desktop Viewer FHIRE T RER, Ieoh, EAIMMERT > & &FEFIFS USB
8o

By Pad e

Ctrl+Alt+Del Preferences Jevices Full-screen Disconnect Shortcuts

Unknown Device (Vid1384 Pid0017)
Plantrcrqics Plantrenics Blackwire 320

Lngitecl/PFUSB Receiver

Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) 3

Manage Devices

Audio Device

AR

CONNECT x#EFxnifBmhER USB k&, BE, MRFDES USB kELUATEA USB EXE@IYRER
CONNECT x%F, MHFM Desktop Viewer st OFahitFizig & LUEZAFHILE,

ERNARFRIESR, 759 USB 8B REEERLH,
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Citrix C tion Cent -
@ Citrix Connection Center > Styles
Connections Session
E‘Sj Active Disconnect
E-{E) FTLPA77M30S008
™ Adobe Acrobat Reader DC - \\Remott Full Screen
Log Off
Preferences
| Devices |
Unknown Device (Vid1384 Pid0017)
| Plantronics PIarNonics Blackwire 320 3 | HID Device
Logitech USB Receiver Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB449) »
Application Manage Devices
< > Teminate

1 Server used, 1 Remote Applications

Close

BEIERED, FRITUTERE:

iEATF Windows 89 Citrix Workspace AR 2109 5| A\89 CONNECT XBF A FBmMEEMR USB i&&. 1
REBRAFREHEENROEEPENERE, CONNECT AMATLIE R ALLOW L,

1.

2.

6.

@idia1T gpedit.msc 77 Citrix Workspace B B2 FF A RIS R EIEIRR,
ERPEET ST, BEEEER > Citrix £ > Citrix Workspace > iZi2iEEE P g% > EH USB it
&,

#e#E USB g &N SRR,

ERE B M.

£ USB ig&MNIAES, FINEBEshiEZR USB ig&.

fin, CONNECT: vid=04T7F pid=C039 split=01 intf=00,03 - #iF#F5 8 &i1&& UKIED 00 #1 03 #EOM
BEh&ERE, HRFIZIRENEMED,

BN M E RTF I ERRS,

Bk USB &% B ahiE B k.

Citrix Workspace M BEFIRIEN LS EARILENE SN B sEET CONNECT #ERIEH USB i&#&. aTTE
Desktop Viewer T 2 EXEER, M TFEFT.
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=y Ty

Home Cirl+ Alt+Del Preferences Full-screen o . Keyboard

-1" Citrx Workspace - Preferences

File Access Connections Monitor Layout

Microphones and webcams

Sesmion Settings Global Setings

I} Connect automatically Preferred Webcam
() Do not connect Automatic

() Ask me

Digital cameras and scanners Relative Mouse Settings

T) Connect automatically [ use relative mouse

) Do not connect

%) Azk me

eneric USH devices

[[] When a session starts, connect devices autom atically

[[] When a new device is connected while a session is running, connect the device automatically

Cancel

ERRBHH N EEETFIRERL AN EEREREF/EIETFiIER. RAERT, FTEAXERE, MRUM
BohiEiEmA USB k&, IJUENE IR,

siE, BERTLEIEM Citrix Workspace A2 AR R ERERBERNHRIERBZ AP EET, "IUTE
BEIRRIR > Citrix A4 > Citrix Workspace > imi2iE % P ifig & > @A USB mi2iEE T I B A F 588,
MR HRBE S BIARIZ R “BLE USB i&&” M “# USB 1&& 7,

BHIRDIRERINRE:

BIABERT, EBTF Windows i Citrix Workspace R BIEF GRS EI& &N FBAHRIZ A Split=1 HE &% &,
B2, AUERRINEWLIRS A RELEIZEMNFAEER Split=0 7N E 5% &.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER.

2. TAFREBETAT, HEBEER > Citrix A% > Citrix Workspace > iZi2iEiEE A g% > @A USB it
i,

3. IR IRE R,

4. ERBEBMA,
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5. BEHENAMHERFICHRE,
AR
Citrix 2 EAERNIREMNRIRNFTEFRDPFERERIED, MIFEXEFINRENN. HIRESTTRRIR
ARFAH.
PR -

Citrix ZWEREIFD MK BENBED, BRSZE: F£RBA USB EEARZREEEAIENMEE. BEIEM
HERtEE, BEAMILERIENEE,

Bloomberg ##

Citrix Workspace AR IR ARRFMKERIEPER Bloomberg B, FAEmAMRIEHFRE. AT
FEREEAT Windows B Citrix Workspace M Af2FBys & R MR mIERE A Bloomberg #41haE.

SingseaEtt, Bloomberg #RREHMTINRE, BIAYFAFAIEMSHHEIEHRITRS.
Bloomberg #R/BAEE—MIIE shell 921 USB & &4HM:

o BEE

o Fe8URENES

o BIMISE

s ATRABEXEGEEETRSAN USB 428

« HID #%58, fIMEMigENFHS. S EMNRAETE
M7 XEGENEMINEE, SIMSEEZIFRLIRRE, BETHMESR LED,
HIMEFEREMLEFR USB 8%, FREESIENERETAEE. KEERAEEMEENRIETA, BRMEIEER
WEREMIEE. i, TRERES—ISIE—EER, FRES I SIEZEHE,
FEUER Bloomberg BE#1TZ M5, ZBRNEESIEINEFABEER.
ficZ Bloomberg i#& 5:

BiEATF Windows 8 Citrix Workspace A2 2109 hiit2, 5IAT—1## CONNECT X#EF, UAWERIE
Bopflig&iE NN BohiEE USB 1%&. HAAFE USB ig& sz sy, ATLUER CONNECT XgFEik.
ALLOW x%2=,

} =

AR

Citrix Virtual Apps and Desktops 2212 kgrzer#9 Studio F5IANT “EEETAMNARLE 2" &, TEEL
AT Windows 9 Citrix Workspace M ARZFHHNE FindREREE Bloomberg 5 $##. BXELi¥4
55, &7 Citrix Virtual Apps and Desktops X4/ ZE Fin USB i@ EEREMM (AR 2)

st FiEATF Windows # Citrix Workspace [z Ff2FhR4s 2212 Z 5ifvhRA, FHIZx T a0@ER CONNECT x5

—]

¥

1. &idiz1T gpedit.msc $T7F Citrix Workspace R RIEFA SRS R EERIEIR,
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2. EHENEET ST, BESERIR > Citrix 41 > Citrix Workspace > iZi2iEiE% P inig& > BMH USB
ImAEER

3. IR IRE R,

4. EERBEBR.

5. 72 USB i@&EMNXAAEF, FIMUATHRU (IRFFE).

+ CONNECT: vid=1188 pid=A101 # Bloomberg 5 4= 44HEIRFI1RIR

« DENY: vid=1188 pid=A001 split=01 intf=00 # Bloomberg 5 =%

+ CONNECT: vid=1188 pid=A001 split=01 intf=01 # Bloomberg 5 $## HID

« DENY: vid=1188 pid=A301 split=01 intf=02 # Bloomberg 5 &= 4fimH

+ CONNECT: vid=1188 pid=A301 split=01 intf=00,01 # Bloomberg 5 $#&=47 HID

AR
BITRHHD SATRTF AR, AFEEETHEZITERRE,
6. B FARHE RFLEREE,

7. FEEIEOR, ERERATF, AREMETSERREERN—NHRITEEE, HENENRIMEET
BEsEREER A,

Ithid#24E Bloomberg %4 5 AIEER, XESBEARKRE DENY SNsEH R |MNZMEERELBA USB EE
M, Meddiir@EEH#TEER. CONNECT MUAFEIEEMESIER. #E EARHRIRE UL S BEHE
KEVIZ R,

it Z Bloomberg 5% 4 % 3:
IJ\IB\

AMRFEFLHESBERE, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEE
HRVB RS IS LURR R, EREMRIRIESNTEENL, EREIMERZA, BSBHITED.

1. EEMRPIREI TR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB
2. ITUUTREZ—!

« EFHAILLINEE, XFFHREN DWORD. &#54 EnableBloombergHID 1958, ERBEIREN L.
o EXRAILLIRE, BBEIREN O,

iEATF Windows BUBRAIEM 11.2 RE4ihRAshiR it Bloomberg $## 3 #%
Bloomberg %## 4 x3HEATF Windows Receiver 4.8 R EmhRs,
HmERSEREA Bloomberg #& %1

o EREBRNIEGHHREEAT X Bloomberg #2125, &% Desktop Viewer i@k Bloomberg §#
%%, MRKMEM Desktop Viewer, BILEEITHNAEMITEN LT MR,
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« MRKBAX Bloomberg #&#%2#F, Desktop Viewer ¥Emx:

- WARAT Bloomberg %## 3 1i%%, E75 Bloomberg Fingerprint Scanner (Bloomberg 5
LAY 71 Bloomberg Keyboard Audio (Bloomberg #&547).

- — M ERBETAMNIEEBT Bloomberg $##& 4, 1Li%% £~ Bloomberg LP Keyboard 2013
(Bloomberg LP % 2013),

« MMRBA T Bloomberg 581 1%, Desktop Viewer # ¥ ERMmMES. Eh—NS5U—BETH
Bloomberg Fingerprint Scanner (Bloomberg fg&i3##{%) , 53— &= Bloomberg Keyboard
Features (Bloomberg B2Ih8E),

« MEKXRL% Bloomberg {8 WILLE IR, Bloomberg 18413 & B ATREFR = 7E Desktop
Viewer 2R, MR ZFKE, Bloomberg is AN AIRE R EZHITEER. BMAUKRERAT
Bloomberg #7509 E Ath Bloomberg i&&#& .

o FALUGEFMRFNE, WRIAREBR T X
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICAClient\GenericUSB\EnableBloombergHID

MEEREEHERN O (B), NWREB* Bloomberg BRMEZ . MREHN 1, WIEEAZR.
/EF Bloomberg 2% #%:

=

AR

Citrix Receiver for Windows 4.8 i&id SplitDevices 5ES5| N\ T3 E&1&&MNEZ . B2, 3T Bloomberg
HBE 4, EER Bloomberg BEINEER B L HRIL,

5t Bloomberg RN TRL USB REEEMIRIENH RN RINERTRERIE:R.
o ERLEMEBALRE, BExEa<iTH ENABLE_HID_REDIRECTION EMavEiEE  TRUE, .

CitrixOnlinePluginFull.exe /silent
ADDLOCAL="ICA_CLIENT,PN_AGENT,SSON,USB"
ENABLE_SSON="no"INSTALLDIR="c:\test"
ENABLE_DYNAMIC_CLIENT_NAME="Yes"
DEFAULT_NDSCONTEXT="Contextl,Context2"
SERVER_LOCATION="http://testserver.net"ENABLE_HID_REDIRECTION="TRUE"

o EREBNEGERAXE, BRESTHRIEGNRSPH Windows EME:

1. #TFF “EMREESR",

2. SMEBIAT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. W%{E EnableBloombergHID =7F, &# T8, LUEESUEA Lo

4. wWNRfE EnableBloombergHID R7%7E, &8/ —1%& % EnableBloombergHID # DWORD {&, #
RIEERUE Lo
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=A%t Bloomberg &% #:
B LRI AR B E 22 A% Bloomberg B2 HIZ 1
1. EETBENEGRGNREPIT M REES,

2. ST ERRDU:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. 31RfE EnableBloombergHID =7E, E#1TENR, UEEEIERO ().

NR{E EnableBloombergHID R7%=1E, MiET~KkEMA% Bloomberg #&E1% . ELEBERT, FRE
EEEMRE,

ERBAXFENER TER Bloomberg 524
o AITEBAHIE SR ARE A Bloomberg BEXFHNIER TERRE, B, TEESMRIEZEHZEZHINEE,
H B TR =B B MR M4E 5 B DN AYIR) R,
+ Bloomberg #&Z:@EZBNAIALRNSEAEMBRIER, FRERITEMTHIZE,

« W% Bloomberg B2 BN EEEREIRIET, 7 8EEAE A Bloomberg &%, IREEHHZ Desktop
Viewer, M2 USB i&&M%IEH2#MIEEE#, 7 H Bloomberg 5§22 S5 t3t Bloomberg ##
g &EET.

o BRI EETEME Bloomberg 18831, 7 REEMIESURINEE. MBREARMREIELURINEMIREHIE
P, REBREETUTARS:

- MRBEAIEHFISE N BONERISE, HE

- UATRPERRTERLS.
5, MRERIRIFZFIEER Bloomberg %, HBAMAFIEIESORNSERDIZR, IBSORMBERR
Bx, HEERIERLEER.

3

AR

3tF Bloomberg 3, ENRIFHAMARG O UERIESORINEE, HEXEZHEZ, 21 Bloomberg 4 #17E%E
Mo

BERZFEMH Bloomberg ###:

o MREBRNIEHFEAT X Bloomberg BRI R, BREBESIREPHZTHBRIE. BERBIE
$iich H BRI AR B R B9 1) &

« BHA% Bloomberg #&8M & FEHEIEEER Bloomberg #2EMigE. MEXARE—IHIEE. NRE
fEARIZE Desktop Viewer, Lti&&#i7 “Bloomberg Keyboard Features” (Bloomberg $g#1h8E), &
EmELigE A AXTERELZ A Bloomberg 3,

B F Bloomberg @& %X ¥ Mm% A Bloomberg 12BN FMigE, EAfASERBNESOENENHTRNERE
Bz #EEd AR,
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HDX Plug and Play USB & EE

HDX Plug and Play USB i€ & EE M EFIEE S EEARIRS 2. BAIGESEEEN. AEN. EEEREN
POS &&. BB LREFAE RSN —EigEHITEE M. ERSS HRERENERF &S LN AARE, KED
BETAIRE. BXFAEER, 1525 Citrix Virtual Apps and Desktops scisgy USB & F sk £ 2=,

BE.

NRERS B[/ HEEPEAT Plug and Play USB 8B EEM, AFRREEBEZZRIBLE,

FFEIATE Citrix Workspace R A FHRINRIZE HaE A T HEL IR EEETMHE TS RERRSHMIHITIR
To WWIRBREMERFESUIIRE Z FHEAIRE.

R&EPFin COM in R EIARSS 28 COM im0

BEE AR COM inOREY, EREMERKAILUEASAFIRE COM imOEENIRE. A UGERTAHEMKZIRE
AR X EE AR AT

AIUESR SRRSO EFiG COM ix0. LA UFATERE (LikRsS) BETASERRIERESZEF K
COM irOIBkgt, BXxHBEMIES, 7B Citrix Virtual Apps and Desktops 3214,

BE:
COM mOmRET 5 TAPI RS,
1. 3¢F Citrix Virtual Apps and Desktops ZE, ERAZEFH COM imOEEMKREEILE,
2. &% Citrix Workspace W B2,
3. ESiRTEAF, BA:
net use comx: \\\\\client\\comz:
Hrh:

« X NERSHE LN COM KOS (KO 1 2 9 AJATREY),
o Z HEMREIHZE AR COM 505,

4, BRINZIRE, BESSRIBEOPEN:
net use
R ERETAIIREN2S. LPT i OFMETA9 COM 1%,

BEENKEINARFPERLL COM RO, BRENAFIRERETIMGIIRO. F, MR¥EFF i LR COM1
BREYEIARSS 288 EAY COMS, BESIERIERKEN COM irMiREREE COMS, fEMALLIRS COM iR, RNETERE
FHAFigE LR COM mO—#

EcE USB St
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} =r

AR

o HAARRZESHT Windows B Citrix Workspace M RERFEY, @A asit GPO SN &A=
R, BRAZEM GPO FRRIMERXGRIFAER, BSRARKBNREEER, WTHE, SAEN
XERNIEFRRBAFTIRE.,

o ItkThBEINTE Citrix Virtual Apps BR&328 LRI A

EicE USB SJHiRE, BHITUTIRE:

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER.

EHENEET ST, RESPER > LHEEER (ADM) > Citrix 441 > Citrix Workspace > B {&1L,
REEEELER USB EEMERHSM.

RIBIRE,

BEHNANE,

UEERRRITFH cmd =55

BT TS

gpupdate /force,

N

oo~ W

RBEFERE

REBFABTEEMILSE, BT USB X5, BRAILLESE P R RchER MRS FHITIZZS R, EAILEIERT
Windows 8 Citrix Workspace [ B2 HRESRIBERE F IRi&E > B IREEh e AT XY TR B, AL ERRS
B, ARERE, BFRIRE LNIREIEG B RS B R E ERIREERETT. XEREHEE TR NE GRS IREEREFT
FREEES L

MR AR E IR BRI 2 B E B X HIA0 T

Thae B P iR IR ch 2SR gy USB & #¥

L NINEY =) = £

BIECE RIFA AR b= £

AESERER2RREE £ MRAF fEBNKETRNT 2R

BREEM, MK “E”

MRFENEATEA USB MEFIHIKENR MR, HESEARZABAXSEFMRE, BELAERTFIRRED
J|IRGHITEER, AEAEREL USB THHTEEM. MREIEFHBZEBANZILE, WIFERER USB 25
HITEER, ARTERERETF KGR,
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& PR IXohas g &t

October 31, 2023

&P IR ERIRGT A EN S B P in Z B LA LR, XHFRENAHBMHNMEELERMG. BEFEE
FREfAI T AR BB M SRR IR SR (R MR =R

FINERT, BRAILINEE,
BRAILLINRE, BIREUTEMERD, AREHBHRSES:

B%12: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\Parameters
& DisableFullStreamWrite
2% REG_DWORD

f&:
Ox01 - #H,
o HEH-BA

iEATF Windows B Citrix Workspace M A2F ZIFEAF I8E LTSS, UEXERERIUESIEPER. AP
AT AT 481

o ZERAhiAE) AR RNRR. FTENHLA] COM im0

» ERIESAM Windows BIMkiR 2 (8134178 ARG

o RITMSIERBRBIESN (RAEFSZH.wav XHF)

FEERiEEH, Citrix Workspace M AEFERRS (R ESMAIANEFinR52s. COM imOM LPT i50. RINER
T, RAEEFIHIENZRMST ZIARS SRR RRT, HAZFIRITENVIOIRARS SFITENBAT, XEREFIRITEINERER
BRERERIRIE, XEMMNELSFRIERENEFARTA. ENSERPEHENERNR, HERRPT—RER
R EHIE.,

AUFREEAFEKIIEMSAFIRE, THEEERENAHME, BXFMELR, BSH Citrix Virtual Apps and
Desktops 3z

RRARBFIRHIRG

A LUEA Windows Server Manager TEREERFI&&EME, HPaiERohas. FTEMHMEOSER, BXAH
HIMMEAESR, ESRITERERSHIERX Y,

BEEMEF XX

BRI AREEMRE T EETVNHSERHREFHEXENSR. ERSH LNEREF RSN, B RH
HWERMERBEAGAAE (UNC) sHEEMMHNTIRIE. YEERSBLEBTEFHXGREER, HERAFER
P& FRETERHEXAHREERN, REERAF BTN TS,
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RERAFPEENXHERZEAN UNC #ZERERIEAN, MARBTHAIRE LNTEBXH RS, MRETIMRER
UNC $##%, BEPmXGHEEERIERNERAMFNNIRENE. BEXFREE, QENANAFREERERTFIRXHREE
@, &8 Citrix Virtual Apps and Desktops X4,

RE P iniRk ) 28R ey B E MR IR EhER 2 7T

&P iR s AT IS ENIR IR SR R T EE MBI A A& E ERIRENER. B0, BB Citrix B =IEFH H IREhaseR
53ETTERTF Windows 84 Citrix Workspace M BEFHIAFI&E 89 C IRENES,

B P IRk EhER A IBER A B BT Citrix REEEMIZMEF. WF “XHEER". Windows HREEBFNEHIR
BEFMS, XEMNEERSEMEMMKZRITBIE—HFE,

ARELREF, AILURAEENSENNAREFRSS[EENEE P HIREheE B eiRE Bl — A4 ENIRESRET. K
INRERITIZS M V FHAREIF RS 2 Bcth & F i IR chEsRIIR RS 21T, MMAS T EER=EFM CD-ROM IRxh2s
DE—NE=DRRNT. (MRBRHB[BOR T HMBNRNRER.) HEERERRAUTIENZRE

B PRI AR TS AR5 R mnET AT A Rk

A A

B B

C v

D U
AT ARG EHITECE, FRSF|BLNBRENSEFIHRHREFALE AR, Eit, RSBEDHFEFEELNES
HYIREhER R T
ETHIF, KARS2RM9IEENEE C 2 M, IEahas D et N, XiF, FRIRIREMAIUERARA CH D Rapss. X

FAERERIEPEI LT IREhERARET :

B IR ETT ARSseE @ AT AR A1
A A
B B
C C
D D
BT EHRsS RS C NIRRENEREIEREN. FEEMEERZEFM CD-ROM Ra)sf B FIIRIRFHTT

i (fign, C>M. D>N. E>0), XEIRENBFEFTFRESEAIBHIMBIXEERIRGT L E AR, MREFMLEIKEH
BRIREY R 5 AR S SRR BB AT AEEIRVIREER AT, LR IREhERBREPIE Ko
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MRFRAT BoEFPHIREMRY, SUEAFRREEEIRSBLEMEIZTFP IR, RIABBE P HIENERT,
EENRE, BEEZERERS RHRS) RETR. WaEAREREFITHIE RIS SHMENNAE, BXE
BREYI¥4RE S, &80 Citrix Virtual Apps and Desktops 32,

ZnkX

October 31, 2023
Citrix Workspace MAREFZIFZE P HER NN, AILUGAMBRENEZERTNAT:

o SERYEED, BIANEMFEIEEIENMNESN.
- RENRFILBER, IWR5ER.
o TSR] SSARHo

Citrix Workspace ARFAF AT AR R EB S FREZER OREAEZEIHIGENERN. Citrix Virtual
Apps and Desktops #1 Citrix DaaS AP EAILUER Citrix Virtual Apps and Desktops #1 Citrix DaaS &=%&28
ENETE B S E MM B 5.

£H 2R

October 31,2023

AR R EIRIEIR
BTN R AR R EEEIREE LT RAFN

o MLEERH

. KBRS

» ARG EREE

- AFEH

. mEAFILE

. AP#R
&R LUE receiver.admx/receiver.adml iR X4 B TFIRERMAMIT B EIR, TR, BERAS
BEEIRITHI & SRR M. & Citrix Workspace ARFIGBENATENM U RS I FRNAFIEEN, SAIFE
BER. EEREMARPIGE LHTEN, BERIRE LNAHARKREESRS N IERS S,

Citrix ZiER Windows A5t %R (GPO) EIEERECE Citrix Workspace R BER.

ZHEBEHFEHE CitrixBase.admx M CitrixBase.adml U R BEEER X (receiver.adml 5
receiver.admx‘receiver.adml®).
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i~
admx fl.adml X#BFREMTIRPREE Windows Az,

W 8 k& VDA & % T Citrix Workspace R B #2 ¥, T ADMX/ADML X & & fii F \<installation
directory>\0Online Plugin\Configuration B®¥.

MR L% Citrix Workspace [ T2 Bf k=% VDA, T ADMX/ADML XX#43@E I F C:\Program Files\
Citrix\ICA Client\Configuration B,

BB N TFRKEE X Citrix Workspace M AREFERXERESEUENER,
AR

Citrix B & ERRERIMAAH Citrix Workspace R FE2F##AY GPO ik,

et X E

receiver.adm <Installation Directory=>\ICA
Client\Configuration

receiver.admx <Installation Directory=>\ICA
Client\Configuration

receiver.adml <Installation Directory=>\ICA
Client\Configuration\[MUIculture]

CitrixBase.admx <Installation Directory=>\ICA
Client\Configuration

CitrixBase.adml <Installation Directory=>\ICA
Client\Configuration\[MUIculture]

=

AR
o NERFKE CitrixBase.admx\adml iFmzlzit GPO, B ICA XHEZHIEAESFEKR,.
o F+4% Citrix Workspace M REFR, BRBRIMIERXXERNEIZEH GPO ., SANGFRELTNILE,
EXFMER, BSHUTERE:

Ert GPO 70 receiver.admx/adml x>, EHITIUTIRME:
AILfER.adm EiR X HE B A GPO F1E TR GPO, E&iFEtb A X< EIE ADMX X4# Microsoft MSDN x

o

o

Z % Citrix Workspace M EBREFE, SEHILU @R :
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XA

EHIRIR

EHIBRIE

receiver.admx

CitrixBase.admx

receiver.adml

CitrixBase.adml

Installation Directory
\ICA Client\
Configuration\receiver

.admx

Installation Directory
\ICA Client\
Configuration\

CitrixBase.admx

Installation Directory
\ICA Client\
Configuration\[
MUIculture]receiver.
adml

Installation Directory
\ICA Client\
Configuration\[
MUIculture]\CitrixBase
.adml

%systemroot%\

policyDefinitions

%systemroot%\

policyDefinitions

%systemroot%\
policyDefinitions\[
MUIculture]

%systemroot%\
policyDefinitions\[
MUIculture]

=r

AR

3§ CitrixBase.admx/CitrixBase.adml #1012l \PolicyDefinitions X %t, UEEEEER >

Citrix A > Citrix Workspace F89#Exr > 4o

RIEALE

October 31, 2023

VAR =t

FERRIERE AR UAEIE N AEFEE IR EN RN ERER BRNEhEYE, MAAFREENERNEAR, TR
BRI IETBMRIE. MBRMSIERERFERE Citrix Workspace B2 EEITRIBEE (GIRA
FEER) 8EN.

RS SEREEE T ARFNERE, AFEEAT Windows # Citrix Workspace [z AT R H iR INF K
PR, ERHHT—IRIEZE, RIEMBEESREFR. BRIARAER ctxprelaunch.exe E&IEPIETT, B
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HEARF Mo

BXRFMER, BRRAFENEELHAM “Citrix Virtual Apps and Desktops” —X & iEM B SIF RS
o

BIAZBAIEMALIEE. BB B AIEALHINEE, B7E Workspace £ 175 E S ENABLEPRELAUNCH=true,
WE MR EnablePreLaunch i&& R true, BIAMEE null REFBEITHEER FEZRRS.

pE=
MREEREEF BT ENEE NS IHAEE (SSON) BHWIE, NEBEEBMEE. MREEERIEER (SSON)

MABBFIREE, 5% EnablePreLaunch EMERTNEIZE N
false,

AMRUERN:
o HKEY_LOCAL_MACHINE\Software\ [Wow6432Node\]Citrix\\Dazzle
e HKEY_CURRENT_USER\Software\Citrix\Dazzle

BRMERNTEE:

o ERTER - MESIEERFNEEEISMNIIEZEES, MERENRETNEREN R, BEELERER
SNEFER. APRALESERB Citrix Workspace [ AR & TS 5hThEE.

o ITRIBTEE - B ITRETE I RIS EE RN, HRINFBHXERFREEFBETEBIEHRIEERR.
RBFAH RN FBHE B RBEXM DM, ERTER. AHEMEMRS B[R, EREFEITRIN
BIERNBE. B0, WMRITRIBTEEIRITE 13:45 #17, ZEKFR LT 13:15 2 13:45 ZjEE6h. EEE

EmEEER,
£ Citrix Virtual Apps k5528 LR BSNEIE:

o SIR. EREMRTETIN AR, UK
o BB N AEFN R RBIRE,

THEEA receiver.admx XHBEXFUBETIEE. B2, EAUBIEECIMRERERFTSHEE, AIUERE
EATF Windows &9 Citrix Workspace Rz BiEFHAiaI S > B RE.

+ HKEY_LOCAL_MACHINE BEEEFiH&ZEIEFE N
o f&rr i@ HKEY_CURRENT_USER EER—itBH LAFRNAF RERENIRE. AR LTEEERRE
AJEf HKEY_CURRENT_USER f&, ZRILAAA P RMAFER BRI

HKEY_LOCAL_MACHINE FftR{E:

3t F 64 fii Windows # £ & %45: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

FF 32 it Windows $&1E& 4 HKEY _LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

&#: UserOverride
2%A: REG_DWORD
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f&:
0 - &£ HKEY_LOCAL_MACHINE {&, BpfERIBY777E HKEY_CURRENT_USER &2 2801t
1- A HKEY_CURRENT_USER & (WNRxXL(EERE); SNER HKEY_LOCAL_MACHINE &,

Z 75 State
28 REG_DWORD

&:

0 - 2SR EIThEE.

1- BRENTRE. FURhEERERFNERETSHRIEERE.)
2 - BRIRINTER. (FEEIThAERER Schedule BZERIBYIEIEED.)

&#5: Schedule
28 REG_DWORD

&:
“HRINTREEL” BIETE] (24 /B3l FEABERRUTEREN:

HH:MM M:T:W:TH:F:S:SU Eeh HH #0 1:0:1:0:1:0:0, Z=IELFRIE
MM J9/) B 25 F0 93 $9 %5 13:15 ®) 13:45 Z 8250,

M:T:W:TH:F:S:SU A—ARKE
ABH, g0, BEEEH—. BH=
MEBHE 13:45 BA “IHRINTE
&7, &% Schedule 18EH
Schedule=13:45

HKEY_CURRENT_USER ifiz(a:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

XLt State 71 Schedule AR5 HKEY_LOCAL_MACHINE E&#ENE,

Desktop Viewer

TRV ERANELER, EXAPAREMEENS RANEKRATESERPNREME L ERETLmR
B EZEIEMEENAFARURAF A UREEZENEEIRATERT Windows 8 Citrix Workspace 1

FHigE,

LAFEESHEMSERER, &#A Desktop Viewer, AFPHMENSETUSEAGHENSEE, haUEH
ERLTAKE. EisRSERFR, Desktop Viewer TEEINEEAAFAEE ORI A EMKEHEHAMKEA T
BHgERZREmE. AP UERR—RAFI&E EZ4 Citrix Virtual Apps and Desktops #01 Citrix DaaS #E#ERi&

EEETMERZ T KH.
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} =r

AR

RZfER Citrix Workspace MABARFEXEISE LNRES R, TEFER Windows“IEHEiR” BXRRE D

W,

Desktop Viewer FayERmA
£ Desktop Viewer £i%#, Windows #1585 +L 5@ asitit &,
Ctrl+Alt+Delete fmzttsit Hilo
BB, ERMIRBEEL Microsoft HBNTHAEMIZ B BismA it Bl
£ Desktop Viewer {9—IsEBITNAE, #% Ctrl+Alt+Break 5344 & O+ 2 Desktop Viewer T 2i21%4,
Ctrl+Esc KX F)iTi2 AR E.
AR
BIABERT, SR Desktop Viewer &k, Alt+Tab BESIFEAINEOZEIRE ST, R Desktop
Viewer EREEANEOF, Alt+Tab BERIFININEO ZEIRESE D,

AEFTIRH Citrix RITHRAS. AEEFY (1, Ctrl+F1 F5) EEM Ctrl+Alt+Delete, Shift+F2 &E2
FRAME RN Z BN BiEF.

AR

A Bext Desktop Viewer HETRHENEE RIEHNNARFNKERIE) EARERFEY. B2, EIUEHEHA
TFEAHHNARER, BEMNBEFZIE.

RStERERER
BRI LB AP BohRIER RS8BT B KA,
EENENEAR, BRITUTIER:

1. BapEMRmIESE.
2. SMEILITERE:

o £ 64 {iI it & #1 Lk: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\Engine

o 7£ 32 {iit®#Hl L: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\Engine\
3. AR TR

o A REG_DWORD

o BZFF: ST INACTIVE MS

o 5 4 REFERSIETBRIEL) .

BEBIEMRIET, RSETBUESIMEL IR, SMTHREENZ. BERILERRSETS, BRITUTER
E:
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1. BahEMREES.
2. SEITRE:
e £ 64 fil it E M £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\
o €32 3 EMLE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\

3. eI IEMRDL

o A REG_DWORD
« &#: NotificationDelay
o B U= unErE (B, 120000)

SO T BN R F M R E RV EREEA
Citrix Workspace 2302 RASTE E#TIEEEI B A SN RN AIEF A K EmeTiR M T IR A P A5,

Y Citrix Workspace R B2 =R RI##rFiEREs Citrix Workspace B 2F A Workspace #=HIThBErs—
BB BN AEFRREEN, SERUTRE:

Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

Cancel

X% Global App Configuration Service FH R REFEZESTENEINEFRTILEN true B, A2HIMIIRT.

BERFHITERMER ST E RN EMYBREFNKE, IRERBEHIMEENNAEFNSHE, B8
HEH.
WA LUERISERE IR, £ RERINAEERE LD,
ZEIFTERRIE? NEUTER T SHIRR:
« APEREHMET LIFXNABENNABER,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 301



iBEAT Windows 9 Citrix Workspace R BiEF

« %H 7 Workspace ZHIThaEic B EE R RN AEFEEIRE,
« Workspace £ EfnEHATE R F ik LR B A BIAE,

AR

EERATANENEEEEN S TENEETRENSED, BXFAEER, BFSAMHE “SREEM XWiE
HEACE EERNATL,

sk B8 Citrix Workspace W BiEFHAIIFE L BT

8 Citrix Workspace R AR 2309 frAie, BALIIERE, HAFXAENKEN, RARR—FER, RTEE
HRERIE. IR T ERERNIETRIETEERNER.

AR

SHFESOAESEmEAE, LogoffOnClose #1 PromptMessage X EFVER T EE X THENE XD E.
EERILINEE, BRITUTIRME:

1. 213 Citrix Studio,

2. BHEAMSMERFHRGE,

3. MAfIEEERS FikEFRERY VDA,

4. BEREEN. WS HIYERTARE,

5 AEMSMERFREETRE,

6. EFEFTEM VDA, EUMEHPRIMRXEF,

7. BEEFE. WA HIMYRE K E DT,

8. EMBAFERHIE LogoffOnClose XEBFIRE N true,

9. BEWE, XAEMKENSHIMUATIHEE:

Save energy X

Disconnect will close the window but will keep the virtual desktop
running. You can resume your work later.
Sign out can help conserve energy. Remember to save your work.

(SEERIAIRE)

£ “Save energy” (Tig) BEARBENXE
ERILITE Save energy (T58E) REFBEENIE,

1. BRE—BMOPHIR 18 HITIRF.
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2. 7EBAFERHIE PromptMessage X EFIRE N NIEX A,

i

KEYWORDS:LogoffOnClose=true PromptMessage="Do you want to Log off?

<!--NeedCopy-->

Edit Desktop

Display name:

TSVDA-2019

Description:

’ KEYWORDS:LogoffOnClose=true PromptMessage="Do you want to Log off?"|

The name and description are shown in Citrix Workspace app.

C] Restrict launches to machines with tag:

@ Allow everyone with access to this delivery group to use a desktop
-_i_- Restrict desktop use:

Allow list

u have not yet added any users or groups

@ Enable deskiop
Clear this check box to disable delivery of this desktop.

B Session roaming
When enabled, if the user launches this desktop and then moves to another device, the same session is
tions are available on both devices. When disabled, the session no longer roams

“ Ceneel

3. BEME, XHAEMKESHILLTIHEE,
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Save energy X

Do you want to Log off?

(TREBRENIRE)

filt

Citrix Workspace [/ f#ZF Desktop Lock

October 31, 2023

AEESAMEmFTRER, ATLUEER Citrix Workspace 2R Desktop Lock, mTLAfER Desktop Viewer
(MRBERBA), BZF, TAE {XAEBNEIN—HIEm:

o Ctrl+Alt+Del

o BiED

. 8%

o BFRERE
B7% Desktop Lock 18EiERTF Windows 89 Citrix Workspace M BREFEEMNZEAITEN LinlT, XEHE
MERTRESBRHEETHNAEE, T2 PNAES, 743 Citrix Receiver for Windows 4.2 RESRAER
B LM Desktop Lock ks,

AR
FRBAT Desktop Lock iEATF Windows #9 Citrix Workspace B2, BREERERFRIRF

HFNE—IRH, 2REZAFTANRERENSTEITHIF. B, RETURTERRAOMERBRE
ERVED, Lok, HEIhEEGZIRRE, RN ARER.

A /includeSSON trE%EERTF Windows B9 Citrix Workspace M ABTEF. A adm/admx XHH <17
ENRENARENERER. BXFMER, BHBERE,

AE, UEBREMMEA Citrix THIIE ERMEM CitrixWorkspaceDesktopLock.msi & # Citrix
Workspace [z f#2F Desktop Lock,

+ Microsoft Visual C++ 2005 Service Pack 1 Al R1TAEME. BXEMER, ESH Microsoft FHIE.
« 7£ Windows 10 (E3EASLEEH) 1 Windows 11 EZH,

o XRE I A 1hiEREER] StoreFront,

o MINIERYLR R,

« APIg&EHIERZE LAN 3 WAN,
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AN IR IR
BERT

BRAMN A2 IR A s T AR i, MRIFEFERARREY RIEREEMERNA T T2 E. AXIF
=8, 15507 Citrix Virtual Apps and Desktops X4 pIER & At BF2F 15175 URL 2B

&/ Citrix Workspace /2 Desktop Lock

« ALK Citrix Workspace Ff#2R Desktop Lock 5L Citrix Workspace MBI2FINEELE SR :
- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 {2 th 5z A2 %3]
- R, WMESHIIESE R I HRIE
« BFFF Citrix Workspace M2 Desktop Lock SiEmEEEE HAIRIE S
+ Flash EEm7E Windows 8 REBMRAFLFEAIRS. Flash EEmE Windows 7 L FEARKES.
+ Desktop Viewer £33 Citrix Workspace Rz f#2F Desktop Lock #1777 #ifk, &B “Fm’. “BR". “&
A fBR” B
+ Ctrl+Alt+Del 7£ Desktop Viewer TE# LA,
« K Windows HRiEgISEETITZRIE, B8 Windows+L BR5h,
« ZMiEiED Desktop Viewer TR mEZR, Ctrl+F1 ft’%k Ctrl+Alt+Del,
- ARBRIRSKEH, BELHEE LOBRAMBFEEXH. BMERAFEHE, BEXHERREELIREE L,
FEETREXHEERRE,

AR
%% 7 Desktop Lock, 3 H 3% 87 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle &

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle## LiveInDesktopDisconnectOnLo
RE N False, Himm MARIRIVFVIEINIRERRY, JESISIRIMITIEE,

%% Citrix Workspace 712+ Desktop Lock

LR REER T Windows B Citrix Workspace M 2R, U@ Citrix Workspace A 2 Desktop
Lock ETEHRmE, BEXFEASERNIE, BE5H

BreFo
1. EARMEERRKFER.
2. EBRLRETRET, BITUTHS:
flgn:

CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store"
<!--NeedCopy-->
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Z& < TF Citrix Workspace R AZFMRESTFH LR Plug-ins > Windows > Citrix Workspace app
Xk, BXBLFMER, BEBRLETH Citrix Workspace [ Ri2FREX 1.

3. BERENFEELWE—XEH, WE CitrixWorkspaceDesktoplock.msi, IthAtIEE R Desktop
Lock A%, REBIRTHITIZNE,

4. RETHN, EMRHAFRE. MREEHRNKEHLEAFSHER, WEA Citrix Workspace 212

3
¢ Desktop Lock BRi%i& &,

B ATEREZ GEERAFIEE, TEMER Shell hHbg%sE CitrixWorkspaceDesktopLock.msi Ff
BHKF, MRzKFHEEHMNER, ST EERNERILE,

2517 Citrix Workspace Desktop Lock BB %, EERUTHLT:

msiexec /i CitrixWorkspaceDesktopLock.msi /qn

Fd& Citrix Workspace 1772 Desktop Lock
LIEEBR B E R, Desktop Lock 2BHBEHMENENEESIE,

M Active Directory SRBERIFA LEF P EREIA SR E i N RBR RS,
FRLTENFTBANEESKAEE Citrix Workspace B2 Desktop Lock,

« & receiver.admx (8§ receiver.adml) #0 receiver_usb.admx (.adml) X#-2E MEHFIARRD (AT,
REEHIE HENEE” KAFEE > SEEIR > LHEEER (ADMX) > Citrix A45H) . .admx XHI
F%Program Files%\Citrix\ICA Client\Configuration\ &,

« USB &i&W - BFEAEAD USB g%, ZitESEMERERIENEE, TERAFPRE, ENEEEs
USB i&&H I EBRERAF REF.

- BH USB &M,
- 7£ Citrix Workspace B2 > imi2iEEE P inigsE > @A USB imiziEiEd, BAHESENE USB
REMFH USB IRE 5K,

o IXTHESBRET - 7£ Citrix Workspace M HEF > MIZERE A IHIRET, BRAHEE “FF HIREh2smE” 5
BE,

+ £57 - 7£ Citrix Workspace M AiEF > mIBEEF A mgET, BAHEE “BRHERN” K,

FeEE £ LUES Windows Desktop Lock &4/

1. E2& StoreFront,
a) ¥ XML Service EEE 7 DNS s#tuhtfigtr, LUFKEY Kerberos %1%,
b) EZE StoreFront 5= LUG#HIT HTTPS ifinl. SIEMAISERMAN NS ENIRSSIER, FHEZIA Web
U AR HTTPS 487,
C) BEVERAEITHEEEESNRIE (FRIAEA)-
d) BH Kerberos,
e) BA Kerberos MR &ER#ITEB S HRIE,
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f) £ IS BIA Web = EEBERARHERER Windows {4301,
g) 1ERR 1IS B Web S RHEE SSL HREEE P IHIEH,
2. (FRAREEETH SIS AP IE&E DAt B 5EER,
a) M%Program Files%\Citrix\ICA Client\Configuration\ §X Receiver.admx &R,
b) #&kxBHFEIEER > LHEEER (ADMX) > Citrix 4% > Citrix Workspace > B 543 1iE,
C) BRSRRSHRIL
d) BRZEMAFZMES,
3. =%k Citrix Workspace [z %25 Desktop Lock 271, BRBERF &,
a) ¥ Delivery Controller 8 URL 702 Windows Internet Explorer ByEI {5k s &R,
b) BE—1M3H4ER URL FH0Z Internet Explorer a5 5 &R P, &R E desktop://delivery-
group-name 50 URL.
c) BH Internet Explorer LUER IS5 =M B BB RINEE.

LAEFigE ERET Citrix Workspace R F#2F Desktop Lock B, sa@fliT—HaVE £ RHEE. Fl,
REmEH Windows BEERBIRKRIIZE N “BEEH", WAREMFIRE LM Windows BEEFBIRERIKIZE R
o], AP#BAMZAFIEETH. Desktop Lock ATRAF EER A FRA—HHRS, XMUEAFAE Citrix
Workspace [ZfA#2F Desktop Lock A&,

ftik% Desktop Lock

BESBMERT IR NMES, TR

1. ERAREMEE Citrix Workspace [ZFA#2F Desktop Lock BYF A EIE R ik & Ro
2. EREIATHRIENRZRFR Windows Ih8E:

« f#iB& Citrix Workspace R 2 Desktop Lock.

« fipRiEAT Windows 9 Citrix Workspace 2.

¥ Windows (RiZREBTZERIE

A& Windows BREZREEEIRERIE, ATERNEIHD ERRER,

Windows

* Win+D - &/ MERE EHFREE D,

+ Alt+Tab - BECERIHME D,

o Ctrl+Alt+Delete - 2/ Ctrl+F1 #1 Desktop Viewer T&#Z,
o Alt+Shift+Tab

+ Windows+Tab

« Windows+Shift+Tab

+ Windows+ Fr8 F /78

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 307



iBEAT Windows 9 Citrix Workspace R BiEF

Windows 8

Win+C -“4T7” #B3%H.
Win+Q -“1EZR” BERIRH,
Win+H -“H=” BR%H,
Win+K -“i&%&” B&#%RH,
Win+l -“&8” B&IRH,
Win+Q - @R ABEF.
Win+W - #RigE,
Win+F - #23=x%,

Windows 8 [ BiEF

KMH

Hth

Win+Z - % ZE R FAERFET,

Win+. - ZRREFEXN.

Win+Shift+. - ZREFEATT.
Ctrl+Tab - BRI S ARFHEIER.
Alt+F4 - XA AR,

Win+D - TF = &E.
Win+, - JISE K&,
Win+B - REI=HE-

Win+U - T “BHERIEEPL,

Ctrl+Esc - BaiRE.

Win+Enter - {77 Windows iR A

Win+X - TR R T RIgER S,
Win+PrintScrn - Sl FRERBHEES “BR”,
Win+Tab - 3T i85

Win+T - FiSESE=HRITANE .

RH4F R IAS (SDK) #1 API

June 14, 2023
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IEBIRIRAERR SDK

IEH15NAERR (CID) SDK A% AR QB &2 Citrix Workspace KBREFFEREF HITEN LR
BYIEH M StoreFront fRE2S#HITHDIIE. CID BRAPMEERIRIAERRL StoreFront fRE2288, MEZFHITETE
BEEMBHI0IE,

Certificate Identity Declaration for Citrix Workspace for Windows G&RF Windows &9 Citrix Workspace
IEBSMER) NSRMREN 2212,

BXFMER, 27 Certificate Identity Declaration SDK for Citrix Workspace app for Windows GERTF
Windows #9 Citrix Workspace R Ff2FiEAAIEBARIRAER SDK) X4,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK $2{t—4A7#] API, XL AP| S LURIZA N R EMPITE AR,
tt SDK AEESMTH, BATCETERT Windows # Citrix Workspace M BEF REEHN—E55,

3 =r

AR
5BohExEL APl FE ICA XHREAEERMNBEFMNEEIEN B IR
CCM SDK Ihaetuiz:

s RIEBDD
- RIFEREMR ICA XH BN BREFHRHE,
o DIEETER
- SERAEETORITIFEBRERM, ATUNAERIEREMIE R RITEFEERE.
o RIEEH
- SERAEEROHITEHEIRIELM. TUNAERIEREMIERAFP RITEHERE.
s SEER
- RERENGERRNEBHZIENEREXER. ZIEEEKERE. VARFRENRATENA
EF=iE

Bx SDK x#4p9i¥ s 8, 5218 Programmers guide to Citrix CCM SDK ({Citrix CCM SDK 2 5#5/))

Citrix E#0&EE SDK

Citrix EEBEERHF & TEE (SDK) AR ICA hiYME Z EINEERT RS 28 imMN AIZF R P mRizF.
RS 23w i@ E N B2 T Citrix Virtual Apps and Desktops RS 28 £, MIRERNEME A IFEFEAET EIHIK
HiERE, EBER Citrix BAXF

REiNiEE SDK 12

« 1£ Citrix Bg552% API SDK (WFAPI SDK) fr 5 EHNiEBIEThAELE & 65 R LA Fr R @B /Y Citrix EEIAIRENIERE
R 241230 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 12189 E3%3E
EERHENT RS EINEEN .
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» Windows #5301 APl, FAFIERMEAELR KIS ICA SERNE =AM AR,
o ARETREERANEINBETRHIREFRERRN,
o EPLEE SDK FZ WFAPI SDK 7 8B4 BN EIE RIARSS 28 o

Virtual Channel SDK for Windows GZFF Windows BIE#\EE SDK) MISR#HRZ T 2302,

BXRIFMER, E20 Citrix Virtual Channel SDK for Citrix Workspace app for Windows GZFF Windows
9 Citrix Workspace R A#EFEMA Citrix Eiki@iE SDK) ik,

Fast Connect 3 ZiEiHE N API

Fast Connect 3 £ APl RO B FHSEAFR (SSO) IaERMAF EiE, tLINEEEEAT Windows i
Citrix Workspace M AR12F 4.2 NESHRAFAI A, @it API, Citrix SYEAEERT LIRS HIRIEM KR SSO =&,
ZrmEf StoreFront BBEFERIEINL AIEFNKRE, RAEMARFSXLERITFNERE,

Fast Connect APl for Citrix Workspace for Windows GEFBF Windows 89 Citrix Workspace # Fast Connect
API) MISHThRZAS7 2212,

BX¥4MEE, &7 Fast Connect 3 Credential Insertion API for Citrix Workspace app for Windows (&
FAF Windows 9 Citrix Workspace [z 2FERR Fast Connect 3 1B API),

BTFEEERT Windows 9 Citrix Workspace #Ipii4s

XEEZRTFEEMEE Citrix Workspace A28 R GRS,

Scripts for deploying Citrix Workspace for Windows (AF&&i&AF Windows #9 Citrix Workspace By
) BRMhREAH 2212,

Storebrowse

October 31,2023

AR

AAVERTF Citrix Workspace HAMEE, §X=IBE, 55R EATF Workspace i Storebrowse 2%,
Storebrowse E—HEEF IR S5RSER[ZEHITRENGLITLRES. ©RETX StoreFront FFRERIEUKRA
Citrix Gateway #7553,
i3 Storebrowse SLA1EF, BEIRRAILBEHITIATRIE:

* 5;§7JDF"FHI‘§I"_°
s FJIHBERENNBBEFNE LM AEFFREE,
o BEFHEFERERBHNENNARFMSEERM ICA XH,
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iEATF Windows &9 Citrix Workspace T2

« {&F Storebrowse <174 R ICA X4,
. BMERTHNARER.

Storebrowse L FEFRE T Authmanager . Citrix Workspace R BiEFRESHK/G, Storebrowse 5t
BREFEEMT AuthManager LR,

ERIAREH Authmanager AfF—2%iET Storebrowse SLAER, HQE U T EMRRR:

MREER %L Citrix Workspace M ABIEFRT:

£ 32 it EN L [HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\AuthManager\Insi
£ 64 (it EN L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\A

HmAF (EEER) K% Citrix Workspace B2

£ 32 it EAN L [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 (it EHN L [HKEY_CURRENT_USER\SOFTWARE\WOW6432Node\Citrix\AL
2K

 iEATF Windows 9 Citrix Workspace R F#2F 1808 S E S hiias.
&’ 530 MB #ya] LA =8l
« 2 GB RAM.

REMTIE

Storebrowse SLAREFSUTIREREFRE:

1BRIFRY

Windows 10 (32 fii#0l 64 fiikik7x)
Windows Server 2022

Windows Server 2016

Windows Server 2008 R2 (64 {iIiRs)
Windows Server 2008 R2 (64 {iIiRs)

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 311



iBEAT Windows 9 Citrix Workspace R BiEF

EiE
Storebrowse S-HIEF LA TRENEE:

« HTTP RS
« HTTPS RIS
« Citrix Gateway 11.0 E =k

AR

E HTTP NE®EIES, FAG<S1T7i Storebrowse LAEFRNEZER,

BRI
StoreFront [R5

StoreFront X ERARRNZ B IIEA ZIARINAEE, BFLESEZHARINER. BTLLEE, EOIRNARE
B, RLFGHIIEHERINER TLATFRERRS,

o APENEE: BABHNNAREERIINER. RABERLT, FAES—  NASEN, EXSMIRIELTF
BRARS,

o WEE: JWIMATIEE Windows iBH#HITEMIRIEE, EEBMERIINARE, BFEMALER, BERE
Citrix Workspace M HEFREREESMNRIE. EXNEBNEAEE, BESREEEESHKIT,

« HTTP Basic: LtAZHRBE=AFFIHERM Web I MibER, EPERIINIRAF RERBREREN AR
ZME, StoreFront £/ 1IS FMEARSHIIETHEEE EIEE WS StoreFront AR%583, A5, StoreFront
fERIEARS K Broker XML Service 1310 RIEERBUKRIRIARE R, BxafEH HTTP Basic 5143
IENE R, BBREES M AT HTTP Basic,

Storebrowse SLAREFEZIFES U TE—AFH#ITEHDINIE:

« £ Storebrowse LBIEFREN AuthManager, ¥ E: £/ Storebrowse L BIEFH, &EE
StoreFront L= HTTP Basic S43IEA%. HAF R Storebrowse s $1R IR, A EEM.

« EREAT Windows & Citrix Workspace MABEFHFBEEM Authmanager, HE&FERFEBS G
B, RIAERLEAE. BXRFMAER, BESHEEES KNI,

BB A HHIKEBENBERF

NEAUEENNABERNERER, MABEMFEA ICA X,
AE:

& T Storebrowse &4+ SaaS AR HEAHHNRS.

mLRE

LU EBD R T BXATLIMA Storebrowse SLARFEFEANGSHIEHEER.
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AR A IS

-a. ——addstore

BiER:

IR AEIE, REMAEENE URL, MNMRREXBES, NREHER,
AR
Storebrowse L AIEF XIS N AMIERLE,

StoreFront &< RGI:

e

storebrowse.exe -U *username*x -P *password* -D *domainx -a *URL of Storefront

*
il

‘\storebrowse.exe -U {Username} -P {Password} -D {Domain} -a https://my.firstexamplestore.net
Citrix Gateway < Rfl:

e

storebrowse.exe -U *username*x -P *password* -D *domain* -a *URL of CitrixGateway

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>

BN

/?

BiEA:

125X Storebrowse LAREFAZNIFHES.

51t N PR I

(-1). ——liststore
WiRA:

FIH A P AR INBI R AR T

StoreFront Ly <$ReI:
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.\storebrowse.exe -1
Citrix Gateway &< Rfl:

.\storebrowse.exe -1

s

(-M 0x2000 -E)
BiEA:

MR R

StoreFront &< RAI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.firstexamplestore.net/Citrix/Store/discovery>

Citrix Gateway &S RHGI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.secondexample.net>

RIRBEh

-g. ——quicklaunch

BiRA:

5/ Storebrowse XHEFAEAGHNBAEFMEmEM ICA X#H. quicklaunch EMEXRE—NEE
URL et N UK ABEE URL, Ezh URL, aTLUE StoreFront fgs388, A LU2 Citrix Gateway URL, ICA XX
7 %LocalAppData%\Citrix\Storebrowse\cache BRF4EM.

ALUETU TS RRBEAE R HmNN BRI EmanEsan URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/
discovery

BAMNER) URL AR

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

StoreFront RIS RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJkOlmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
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Citrix Gateway 898 <7Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub

apps and desktops } <https://my.secondexmaplestore.com>

Bk
-L. —=launch
JHER:

53 Storebrowse S:AEFEMIFRIE A BN AEFMNSEFFERN ICA X, launch EMERIZHERINZFRLL
KR AE@ERE URL, %5, ATLLZ StoreFront BRZ52s, tATLLR Citrix Gateway URL. ICA SXf1E %LocalAppData
%\Citrix\Storebrowse\cache BRH %K,

BITUT L URREAGNNAEFNKENE TR

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
than<rYiaHInT

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

Z B LR BRI FREE launch SN B,
StoreFront ERI#s <R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway &< RHAI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

RGBT

-S. --sessionlaunch

WA

ERALHS, ESRILURMEAEE. BIENEHERZTEHNER. ETEUTNRIEASE:

s AF&

. B

. 85

o EFRHNEIRAIZT
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« FZAMEIE URL
BR, IRAFPRRMEERE, AuthManager BiRTENERE, RERIER.
AILUEIT A T i SR E A BN BRI K mn A RN R:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IhEs<S Ry T

"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

EZEBEE P UMEARRNBIRAIE -S ETHNRASE,
StoreFront EMIESRHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/

discovery >
Citrix Gateway 898 < 7Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>

X%

-f. -——filefolder

WRA:

AEATHNAEFMSENEEXBEFEM ICA XX,

BENEMFEEX A RA MM A RRMIEAT Store URL B9%IN. NMARE URL BJLAZ StoreFront fRS523, WATLIZE
Citrix Gateway URL,

StoreFront M@ < mfl:
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway ERIEn<RHAI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

ERER B 33IE
-t. ——traceauthentication

WER:
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4R AuthManager BB E. X2 Storebrowse SLAREFFERAE AuthManager WIERT, ASERE
L. BEE localappdata%\Citrix\Storebrowse\logs BRHEM,

AE:
EMA LR AP NS TR ENRE— 12,
StoreFront LRI#s <Rl

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway 88 < 7Rfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }

il

-d. -—deletestore

WiRA:

MR AR StoreFront =t Citrix Gateway R AR S,

StoreFront ERER< A

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway 898 < 7Rfl:

.\storebrowse.exe -d https://my.secondexmaplestore.com

IREx Storebrowse SRS

B 2305.1 kA2, ERIUTEX A ERE: Storebrowse S MWHITIRS. BEREMIIRES, B%E - launch &%
FRE—E—NXGE, aSEREIRENEMER — Xt KKREEFETF ica.error X, ZXHRE
B,

AR

BEEHER - launch BLAXGERIN. icaF BR. T, FERZXH.
BT RERTHR MM EBFETF %LOCALAPPDATA%\citrix\selfservice\cache, ERILIRIEEEM
X LE S 15
INERT, EEmeet TFERRS.

TERERT - BB R LR
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-launch -f <uniqueFileName.ica> "launchcommandline"

For example:

SelfService.exe storebrowse -launch -f uniqueFileName.ica -s store0-5
c3ec0l17 -CitrixID store®-5c3ec0l7@@a9a8e3ac-099d-4577-b84e-
€33d0695df39.Notepad -ica "https://cwawiniwstest.cloudburrito.com/
Citrix/Store/resources/v2/
YT1hOGUzYWMtMDK5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5LK5vdGVwYWQ-/Tlaunch/
ica" -cmdline

<!--NeedCopy-->

i#@id Citrix Gateway LB S E R

BAERIMEEATFEEMAHTE M, HERZZIRMEM Citrix Virtual Apps and Desktops # Citrix Daa$S
(L #T#r A Citrix Virtual Apps and Desktops fRE) . BAIUER, MEEMNE NN ARFASAEMHTINR
iE. AINNFBEIER, EREIRIEH Citrix Virtual Apps and Desktops # Citrix DaaS 1 “FFia” &g EEEE!
Citrix Gateway AR5 28,

Citrix Gateway hiias 11 REBRRAZFHILINEE,

WEFME

BxifAR Citrix Gateway BEBE# mERNLEFRM, BEHALEHERSHEIE,

B LAEFAAREEST R (GPO) BB &M Al Citrix Gateway LRI S B RITEE.

1. @idiE1T gpedit.msc #77F Citrix Workspace R 2R GPO BEER

EHENREETST, BEBSEER > Citrix 444 > Citrix Workspace > B 5 4363 > i@id Citrix
Gateway 523 Single Sign-On,
ERTHET B RARER “Single Sign-On” 3£,

4. BENAMAE.

PR

E#asn Citrix Workspace M AREF SIS UERMHAYERE K.

7z StoreFront fR5528 L= A HTTP Basic SHKIES %, LUEED Storebrowse SLA2FHITEEENE
Eo

MREE HTTP NABE, AR ERZIARREEIZNABEUCERBE RSN EHEAEREMN
RE, WAZREAGSITETRTERENEREE BASE NREREAGSTRMEEIE, BERANMS
AuthManager &R,

Storebrowse SLHEF LHINZIFRE NN ARE (£ StoreFront ARs328 LEZE T Citrix Gateway),
{X&A Citrix Gateway ELE T 2 ESHIIEET, A AIFEH Storebrowse SLAEFFRIEIE T NTIEE,
Storebrowse SLAEFMHSITIER Username (-U). Password (-P)# Domain (-D) K&Kk
NG, HEBTRAAGHER.
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211 ICOSDK WE=ANAERFZA SSON, FeIZLTEME:

« ¥ Mt % IN: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

o ERE: E=ANARERNTERRZ

o SEARAEE: reg_multi_sz

w5l

« 3 At % IN: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson
o SEMRME: C\templlabc.exe;C:\temp2\xyz.exe
o JEMAFRAER: reg_multi_sz
=
o FBOILUREZIMNASSHRNE=SANAER.
o hRZs 2107 REERAZFILINEE,

iEAT Workspace fJ Storebrowse

October 31, 2023

i& A F Windows #9 Citrix Workspace [ B #2FF 7 Citrix Workspace R B 125 # B B AR 55 F1 A4 th 28 B iR 2
Storebrowse %%, ©iXfE Storebrowse A &M% Cloud #1 Workspace Ihgg,

F=3

AR

o AAVEATF Citrix Workspace =g, HXZAMIE, 5205 Storebrowse i,
o IEIhEE R B RiEH Storebrowse 2%,

o MWIARERABERMBAMPIRIINMNERGAREFER LTI

o I EfERA Storebrowse s <$1TF SaaS NAREFHIELRHHAR.

WmLRE
LUFE DRI T H XA UM Storebrowse SLAREFEANGSHIFEAREE,
AR

o IThEERSZHF CTX200337 iR Efth B BIARSS M an <o
o AILFES LR THRITU T2,

« —a "discoveryurl": BEaSLTRINAEE, S ARERAT SSO WUEEREHRIERT. §
a0, AAD EIIANiEE webview #ITHHRIEMNIEE, EHMIGE L, BERSHIIEHRT.
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- mffl:SelfService.exe storebrowse -a "https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery"
o —d "discoveryurl": BERAREE,

- Tffl:SelfService.exe storebrowse -d "https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery"

« —e "discoveryurl": Ll JSON XS HEBRFME S, Lt <R resource.json X4 FHEE %
LOCALAPPDATA%\citrix\selfservice BRIALE. Citrix Workspace R 12 F & ik F5E 0K
SARETISHS, FERAPYIER.

- mfjl:SelfService.exe storebrowse -e "https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery"
WMREARAEE resource.json FEERIAMIE, BAIMIEEEDHER.

- f5l: .\SelfService.exe storebrowse -e "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery""C:\Users\<username>\
Documents\Fiddler2", X & ¥ resource.json X ff 77 i £ C:\Users\<username>\
Documents\Fiddler2 .,

e« —-q "FriendlyName""discoveryurl": #ALGSHITIEEZRITSER .
- +ffl:SelfService.exe storebrowse -q "Excel 2016""https://cwawiniwstest

.cloudburrito.com/citrix/store/discovery"

+ —launch "launchcommandline": f£/ resource.json ## “launchcommandline” Bh& K.

AR
- M resource.json £ “launchcommandline”,
- ERITHLZEI, EMIE resource.json XFHIEER “launchcommandline” #fiEs /o
- R fjl: SelfService.exe storebrowse -launch -s store®-5c3ec0l1l7 -

CitrixID store®-5c3ec0l7@@a9a8e3ac-099d-4577-b84e-e33d0695df39.
Notepad -ica "https://cwawiniwstest.cloudburrito.com/Citrix/Store/
resources/v2/YT1LhOGUzYWMtMDk5ZCOONTc3LWI4NGUtZTMzZDA20TVKZjM5LK5vdGVwYWQ

-/launch/ica"-cmdline

$ 4T -launch "launchcommandline" Jg, ica X #% % 72 & 7 %LOCALAPPDATA%\citrix\
selfservice\cache BR™H, Wi ica XHLUBEHER.

o —liststore: FIHTE SSP RHRMHINAEE. MAREIIRPES storelD, SMNNABENEZI URL,
- Tffl: SelfService.exe storebrowse -liststore
AR

Citrix Workspace [z 24 FiEs RS BERAT - liststore &<,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 320



iBEAT Windows 9 Citrix Workspace R BiEF

Selfservice.exe storebrowse -liststore <% storedetails.json X 7Zf&7E AppData

\Local\Citrix\SelfService #,

AR

October 31,2023

SRAES

BEWEELT Citrix Workspace R AEFWE RS E, XA ERER) Citrix #ITHEEH, HEHMERT
AR TR,

eI LUfER GUI kRS,

WERE:
1. AREEHENXEFM Citrix Workspace M BREFERFHEERESHE LT,
2. EIEATWE.
B ER “BEWRE” SHEE,
3. ERUTHERNZ—:
o i
o th
o ¥4
4, BEFRRERSUEN R RERHTNAE,

AEWELZFIRHTT
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@ Log collection

Logs help to diagnose and troubleshoot issues.

C Log collection in progress...

Stop collecting logs

Click Stop collecting logs after the issue is reproduced.

5. EMAEGE, fHFLEEERS.
6. BHREFESKHAEREIFMFME,

B B SR ERERIE
B

o EENERBER
- AEER

o MEEHE 2R

o QMIEZR
 Direct X ZHifE8

L/

« Citrix Workspace N B2 R4

o BERGERE (AR, Service Pack Mk RLEH4)
« Internet Explorer Rz

o BRIAFIE

« ActiveX Flash hixzs

« NPAPI Flash fg#

P iE

+ HKLM\Software\Citrix\AuthManager
« HKLM\Software\Citrix\CitrixCAB
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HKLM\Software\Citrix\Dazzle

HKLM\Software\Citrix\ICA Client

HKLM\Software\Citrix\Install

HKLM\Software\Citrix\InstallDetect

HKLM\Software\Citrix\PluginPackages

HKLM\Software\Citrix\Receiver

HKLM\Software\Citrix\Receiverinside

HKLM\Software\Citrix\XenDesktop

HKLM\Software\Policies\Citrix
HKLM\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones
HKLM\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains
HKLM\System\CurrentControlSet\Control\NetworkProvider\Order
HKCU\Software\Citrix\AuthManager

HKCU\Software\Citrix\CitrixCAB

HKCU\Software\Citrix\Dazzle

HKCU\Software\Citrix\ICA Client

HKCU\Software\Citrix\Install

HKCU\Software\Citrix\InstallDetect

HKCU\Software\Citrix\PluginPackages

HKCU\ Software\ Citrix\ Receiver

HKCU\Software\Citrix\Receiverinside

HKCU\Software\Citrix\XenDesktop

HKCU\Software\Policies\Citrix
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains

EHEE

NRREFEHRE
RAAEMEE

HDX
Receiver shell. Auth Manager F1BBNARSS 1
ZHEBE

Always-On BE
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7 Citrix Workspace [ AEFHRAFRZHRRNT “HEEHR L1

8 Citrix Workspace R A2 2309 hR7AEE, SINT HEEHRRED, LABKE R F AU RBMHHTHIEHR. 0L
AERPEFMUTRBATANRSIERTSH Citrix Workspace M RIEFENR, RS EFHERPRI E#TiAIR,

“EUEHERR” T RYR] AN T

o KiERIB
o IKERE
s WERE
- EEVAREFHIE
- B
Open
Sign Out
Connection Center
Open Citrix Enterprise Browser
Advanced Preferences
Check for Updates
Send Feedback Troubleshooting >
Collect Logs Exit

Check Configuration
Reset App Data
Help

%ki%H % Citrix Workspace W RZEFEHI R %

EERIFET A FEEA Citrix £ Citrix Workspace M ABEF S IERAIAESBRINEMRT, Etha i LixE
I, EEBhFEAME 1 Citrix Workspace M R2FK,
AIMER U TP BIER R 5

1. AEBEEMXEPE Citrix Workspace MAREFEIR, ARERHREHSR > B R R, LEHEHI Submit
Feedback (RX&iR) BH.
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@ send Feedback X

Title*

Example: Unable to launch desktop/application

Tell us more*

Include details such as:
* What results you expected
* What results you got
« Steps to recreate the issue

o The log file and attachment file size must not exceed 20 MB

Logs

We recommend you to click "Capture my issue" to capture detailed logs.

Attachments

For example, screenshots or screen recordings of the issue.
Choose file No file chosen

Your feedback will be used to improve Citrix Workspace app. Learn more

2. REIEN Title (R).

3. £ Tellus more (HFHKNTEZER) FEPRMEMIFMES.
4. g Capture myissue (HREMIEM), LEHFEHHBAERERR.

@ Log collection - X

Log level

Medium ~

Click "Start collecting logs" and then reproduce the issue to collect the
latest logs or click "Collect existing logs" if you are not able to
reproduce the issue.

Start collecting logs Collect Existing Logs
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a) BPEHFBKERS, AREWRNBUKERHH B,
b) EMZinEE, BHFLKERS.
xE,
MRETFENZIE, FREWERETES,
c) ERzREE, 2HFELKERS.
5. EWMFAEXHERE Capture my issue (HEIHFEHEMITM) =ik,

6. BEERXM, ARFNABTHRAENRENKE, fIFsEESFEEREIX MG, SERSXHFERBFREH
FRFIRAX AN 20 MB,

7. BEHEZE, ItIEEI Feedback report (RiRHRE) BE.

Feedback report X

Feedback report is ready at
C\Users\abhishekro\Desktop\FeedbackPackage 20230816 064249242 zip
and copied to the clipboard.

You can send this report manuallly to the following email ID:

wa-windows-feedback@cloud.com LD

You can also click OK to open your default mail app.

o

ZIp X EEBEXME. (ERNIR SRR RIR LUK M,
8. EAILUMER I TR R IRk & Rk Citrix:
s BEHEBERARETFHNBNBYGR AR,
HE,
o FRIRRELXFRMHBTFEMH ID,
AR

EHRRBFEREFRINT . Zip X
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