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Device Posture

February 20,2024

Citrix Device Posture [RESR—MEF AL R, FIFEBEEREBHIMNITRIRGELIHENRLEERAERE
Citrix Daas (Virtual Apps and Desktops) 5 Citrix Secure Private Access #i& (SaaS. Web ffE#2&. TCP
71 UDP R A#ERF) HiFRMNIR, BEREGENRESREILEEEANTFRREFSEENHNEXERE, Device
Posture REEAFRLAFBERZAMELRZENEMYE (TE/BYOD NRLKRE), MMEEHNMNEPESIRIT
SEERN,

WEFMN

o #¥AJER: Citrix Device Posture BRE#IFI2Z Citrix DaaS Premium. Citrix DaaS Premium Plus #0
Citrix Secure Private Access Advanced ¥ rIER—EF 53 #E EthiF pIEAE F = LA E Device Posture
FRESIBAEAMTINE M. HFHIINAH, FFHAMEIHTHBENSHIIE SKU, BR—EEBEBEAEERFER
Device Posture fR.

o TIRMTFES:

Windows (10 #111)
macOS 13 Ventura
macOS 12 Monterey
- i0S

- IGEL

AR
- RINERT, EFRZFNTE LETHIRERITIEATEM. EAILUM “Device Posture” TiE £
B RE” BRIMRRIEM “FEM” BEXNBEELER.

- RAMERT, EXFHNFE LIETERLEEMATE XM Device Posture HIEHIEEWITZATE
Mo ERILIM “Device Posture” TUE LR “RE” BEHREHEMN “REM” BRHBELER,
- A771E Device Posture RS H2#F i0S, EPA ZFIREMEAER T i0S B Citrix Workspace [z
REFN—HINEN. BXRRANFMAESR, ESERAT i0S M Citrix Workspace AR

- 7377 Device Posture fR55 £ #F IGEL 121ERZ, EPA ZEFIHZEN IGEL BRIFRFEN—EED MW
B, WNFHE IGEL && L= EPA RIS, EBER IGEL Z#FHIR.

« Citrix Device Posture i (EPA ZEPIR) . —MERERNHBER, BNLETIFSIZE L7 88E1T Device
Posture i, WM ARFAZEARMEIERNREN O EiRR _ ETHMZE,
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MREERIRFIERNE, NWHRLEEREENR EPA 2 ik,

o ZHFHNILIE8: Chrome. Edge #0 Firefox.
o BHAIBECE: EAF Device Posture IREEHEZHILE L1 EPA B, SIUEMHAE/ RIBEBENAFUT

15
- https://swa-ui-cdn-endpoint-prod.azureedge.net
- https://productioniconstorage.blob.core.windows.net
- *.netscalergateway.net
- *.nssvc.net
- *.cloud.com
- *.pendo.io
- *.citrixworkspacesapi.net
TSR INAE

o {#F IGEL $211t89 Device Posture BRs3, f#/ https://podio.com/webforms/29062020/2362942 i+
FRBEARo

« i0S Device Posture sz, f#/H https://podio.com/webforms/28888524/2338366 ;A% ik.

o IR BREMMEMERE, #A https://podio.com/webforms/29051759/2362665 AR,

+ CrowdStrike 5 Device Posture lRS%EmM. HX¥MES, &2 CrowdStrike 5 Device Posture 554

- PR hRo

THRE

EEA AN Device Posture HRESRIER RIGENRESHRELHEEEHATERWIELER. ATFERNIG
FWH—FFALRNENHTEM. BPAIUMRIELS Citrix Workspace MARRFE R,

UTRATHEEFAXNEGH. FEMMELERNESHRFZ M

s EMRE—FRETMARENKEERBATERATNENEE, BENAIUTELHERZREIMIAGRE Citrix
Secure Private Access #igg¥ Citrix DaaS &

e REMGE - FAMARBENRBREKRA A @5 X RHIAIE Citrix Secure Private Access ZBiED
Citrix DaaS ZIRRE R L EIMLEILE,

o BEER: - FTRHESRBRERNEERRIELER.

BiSEDNEM. FEMMIBLERIIEEIEE LS Citrix DaaS # Citrix Secure Private Access RS, E&ERS
REERIRE D LRKIREEBEHININEE.
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Device Posture

Compliant Use Case
i “ - -
SRk e
I @, || End Device meets @ Unrestricted | Vi e S
policy requirements Access
Devicn Postune o i °
Serdice — A_..;L: - .
Mon -Compliant Use
Case
" =
End Device meets @ umited | o e
policy requirements ACcess W G" L.:;J
Dwronin Posiurg
3 SN vy Chipme  Delaklerong
Denied Login Use Case
L] -
Jum  FndDevice donotmeet @  Denied R
1 policy requirements Access f’: ﬁiﬂi
Duratl Posiung &55 I
T R h{' ‘;‘l
; Y ¥

AR

o BMEBITRENFAEE Device Posture %88, 30, 3F macOS, BER A UA LN EBRERE
AAGRRAIIEE, Ef, T Windows, BIERF USRI EIEFENENS. FMRIEES,

« Device Posture B NE B HI0IERT/ B R 2 BT,

s BX “GHV M REN WENX, BEBE EXo

Device Posture iE89131%

Citrix Device Posture BRSEZ 1%L T3t

Windows macOS i0S IGEL

Citrix Workspace fzF#2  Citrix Workspace i A%  Citrix Workspace R fEf2 -

FFhR s FFhR s FrhiRs

1BRIERShRA IRERGhRA IRIERGhRA -

X (FE. XHRMBE) X (FE XHaNBE) - X (FE. XGFRMKE)
IR B WIRAIE - -

MK E MR E - -

MAC ik MAC sttt - -

#Hig (770 #Hig (775 - -
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Windows

Microsoft Endpoint
Manager
CrowdStrike

BEIES

%

s

FEHFEME (321D
FEHFEMER (64 1)
#wEFEmR (32 1)
#HFEMR (64 1)
Windows S aERR

Windows E3r&s FxE

E

AR

macOS

Microsoft Endpoint
Manager
CrowdStrike

REIED
R
hmE

i0S IGEL

« AT Device Posture fREZ#3%i0S, EPA B im2IEAERTF i0S i Citrix Workspace 2R
W—E P NEN, BXRANFMEES, FESHEEATF i0S B Citrix Workspace A2

5 Device Posture BNE=H5&E/K

k%7 Device Posture IRSIZRMEMAMNPAMIN, ZIRSZEAT LS Windows #1 macOS EMUTE=ARRARE

Bfo

+ Microsoft Intune, BXi¥A=8, i&E2iE Microsoft Intune 5 Device Posture &5,
o CrowdStrike, BX¥AER, 2% CrowdStrike 5 Device Posture &5 - #l % hRo

ficE& Device Posture

Device Posture EREEHMNAE, REVTH B XL RN A BEiFRER, SMKRREHE—TURE, BIE
;M. FEMFELER, LI, SUERREASMITREREE, NREETEHERNEHREEXIZE, WRETEEE

1k,

1. % Citrix Cloud, ZABEMXEREPEE “GHMIARNER"

2. g “Device Posture” %I+, AEEt ‘S,
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AR
+ Secure Private Access [REZEFAINEZREEEARFP REALMNSMZFET “Device Pos-
ture”,
o WFEREANAF, Device Posture B#RIESIERZEIZ Device Posture g, #mAED
& BdECE Device Posture 588, 82 Device Posture HKigfE, ©EEHEMAIFE THIH,.
« HEERIBEEA Device Posture EFA %5, EEA Device Posture, E¥ALAK “Device
Posture EZR” AXBE “H’

3. BE “QIEIGREE,
4, £ T, ERENAEIRNTS, TieEE “Device Posture” ET1 HERTHMNER £, EHALUETES
M Windows B2t macOS, kRzZiFA.
5. 7EERBEMNIA, EREEHN Device Posture H—E 0 HITHIRE, ABRERSAITENEMG,
AR
o BREREILP, BRFRELEEMAEILD, TN, ERILELIE Device Posture RESETEN
REIUEP, SEM Device Posture ETIANEE FHIFP, BXFAEE, BFSRENBESSIIPE
BB S NIREIE P L EIREIEP,
o BRETIGEIFH, HIERABENELERIFISE EM EPA EFH,
« E/ Device Posture fRE#ITHIE I PREAZIFIIR R HIOLE,

6. BE “RMEMAN” USIEZ MMM, AND FERABFZS N,

Create device policy

‘With davice posture, you can define a set of conditions that control which devices have access to various services and data sources,

Platform

Select the apearating system for this device pasture scan. @

Windows AV
Policy rules
Select a condition and apply access rules for your services and data. @

Citrix Workspace App Version ' @

Citrix Workspace App Version A | [ Greater than = N 22.10.5.6

—l— Add another rule

7. FETHREENFGHN RIER B, ERREPMSIN AP IREHITH R,

. &
. FEH
. piElRIEL
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Device Posture

8. WINRBEHIRM,

9. 7E MELSP, MALITERBHIRT.

o AT 12 100 ZEifE. BVEREMRTRESHIELER, AREFEM,

o EREBRERMERES.

« ABEERBNRIEA SRIEMARHATIT G,

10. 2EHEBIE,

Create device policy

With device posture, you can define a set of conditions that contral which devices have access tovarious services and data sources.

Palicy result

If pelicy conditions and rules are met, the device scan will classify the user device as one of the following: @

@ Compliant

The device will be considered compliant and full access will be granted.

) Non-compliant

The device will be cansiderad “nan-compliant” and restricted access will be granted.

O Denled access
The device will be denied access to all resources.

Scan details
Mame and set the priority order of this device scan. @

Mame *

Device scan name

Priority * @

Priority number (1-100)

BERER:

g ‘IR B YIRAXIZER “F, Device Posture SEEAHeEN, ERAKIEEZAT, BINEHR
RERECEEH, HEMXIREPHRITXEES,

48 Device Posture i

ECEH Device Posture FRERFITE “RERE NENKETE T, EHUMLNEIERBRENERR, GHAIUMIE
EER. FASMFRREE,

Device Posture

Device Scans

Windows

Priority

12

7

20

mac0S Others

Policy Name

dev-post-check-access-deny

dev-post-check-allow-acess

dev-post-check-access-restrict

Result

Deny

Compliant

Non-Compliant

Create device posture here
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£ Device Posture f2E& F F32iAiE] (FEEIEN)

Device Posture ®iEfg, AFEEERHITLAEMAREN. s 2B Citrix DaaS Brs5#0 Citrix Secure
Private Access fRSSHIFR%, FT1R3E Device Posture 121t £ T304 EIR R, Eitb, #4508 Citrix DaaS #1 Citrix
Secure Private Access E2& HfEF Device Posture 1&gl 1Tih1EEE,

EAHMN Studio B REFRIEERS Citrix DaaS && (Fi'ahR)

AR

1. &= Citrix Cloud.

2. 7z DaaS #iME L, BF “BE,

3. MEMERHEE] 3244 25,

4. EEFEIRYE Device Posture BREAITNIEHINRTH, AREE “RE
5. 7 “REXRMNAE TEH, BE HEEKK

6. B Citrix Gateway iEiZ1T_EAVRIE BT LR IE R X IEZ R,

Edit Delivery Group >
demo-group
Users Access Policy
Load Balancing Configure smart access policy expressions to control user access to resources. Only user connections
that meet the specified expressions can access resources in this delivery group. For example, you can
Desktops restrict user access to apps and desktops in this delivery group to a subset of users and specify allowed
user devices.
Application Prelaunch Palicy Status
Application Lingering Citrix Gateway connections Default Enabled v
Mon-Citrix Gateway connections Default Enabled &
User Settings
StoreFront
App Protection
Scopes
Access Policy
Restart Schedule
License Assignment
Add

a) £ “RIEHRE TEL, ERFEUTRENEE
b) MEEERBLE, AEBEHRMEM,
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C) NEERENEZUBRREENFEUERSRMITE: EiLISRPREAN Workspace, EEFEAN
COMPLIANT 3 NON-COMPLIANT,

Edit Policy >

Add criteria to filter user connections. A criterion comprises a smart access filter and a value. You can add inclusion and exclusion criteria.

Policy name: Policy state:

u Connections meeting the following criteria

() Match all (@ Match any
Filter: Value:

Workspace NOM-COMPLIANT @
Filter: Value:

Waorkspace DEVICE_TYPE_WINDOWS Ty

<= Add criterion

C] Connections not meeting any of the following criteria

No criteria added

o

=

=W

REDEGSWENARMANE ZrHEFKNIEELMER, B2 EAAS (COMPLIANT #1 NON-
COMPLIANT), &M, Device Posture SEr&IE T EIETERIEITo

PRIRE D EMTESIS, Device Posture FRSIESIRES1RE XKEKBIRERFITEM NN RBITE, BIER
Getnaz N0 SRES AR RBE AR B 2NN

« DEVICE_TYPE_WINDOWS
« DEVICE_TYPE_MAC
o FRIRVERERZR (KB)

#78 Device Posture 19 Citrix Secure Private Access B0 &

1. &= Citrix Cloud,

2. 7t Secure Private Access Bl £, BEHESIE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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3. FEMSAM=FEE “NHRRE", ARRET “CIEREE .

4. HWNERBRR A1 RBE R,

5. £ MAEFY, ERGTCEHIRITILRIENN BEFH—ANARERF.
6. BE “GIEMN AHREEEIRMM,

7. WAMNZFMANNEERR, ARREE “T—F7

8. ERAFNZM. BRFHRRAAFRTNARERF IR SRR R o

9. g + 7N Device Posture 14,

10. MThIZ&di%E Device Posture i EMIBIERIER,

11, FEEXGEFBAUTEZ—:

B - ERTANIGE

« REM - ERTARBNKE

12, BFT—%,

13, REFETEEFMANARE, ARRE “T—F7
HENHEETREENIFAER.

14, ZRAILIBIEFRER, ARRE ‘TR

BXEBRINARBNESIFARES, BSR LEEGZ MANBYIERERK,

AR

ERIREFREEPIFIC A EMFE R EMEY Secure Private Access M AEFHH M ARKIAZAER,

Device Posture a0fa, &8I LAFEFRA IS LHITIAIR,

" Step 2: Conditions
P Rule details

User®

Summary

) J—
(+) Add condition

| Cancel |
M J

Conditions

Matches any of RV Select a domain N administratoradminis
Actions AND

Device posture check ./ Matches any of A Compliant, Non-Compliant

Back

RELRBPME

1% & Device Posture 588 /S /A Device Posture [, UTERETFTRELRAFES Citrix Workspace AR RE

BF#E.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Device Posture

RELAPBT RGNS
pES =
macOS FF#A Chrome FERERTE, NESE, REMEMEEAT AR Citrix Workspace URL #9
& P AL S 2T o

o YRERFERRKEESES Citrix Workspace URL https: //<your-workspace-URL B, &R
R& AP (T Citrix EndPointAnalysis M BER.

©

Citrix Workspace

» T S e P |

~

o YRAFPBEHITH Citrix End Point Analysis BF, Device Posture &/ ifsiR#E Device Posture 58§
ERBITHABRRS

o MRFRIZE ERRERNH Device Posture EF i, NAFBREEAIIET “BRRE” f “THEFR
EHHTE. BRBASEE “THEFR .

o NRIHS FERRRETEHM Device Posture FFin, MARKFERESE “KWE,
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©
Citrix Workspace

Befare you can sign in to Citrix Workspace, we need to confirm
that your device meels certain requirements

Check again

Please download and install the Device Posture client

Download plug-in
@ Eng Privacy Policy

i@d Citrix Workspace N BEF#HITHRABFRIZ

« YR LA P @ Citrix Workspace [ A 12 & & & Citrix Workspace URL https://your—
workspace—ur L B, REELKIE LM Device Posture P 1RIE Device Posture S ERIEITH
EEE S

o NRIHERIEE ERLERIW Device Posture FFis, MAFBREETHIIET “BRAEE” 1 “THEFIR
BRITIE. AFRSREE “THEPH .

o MRIHE FERRET RN Device Posture EPiE, NAFAXKABEXET “KE,

BAHPRZ - Device Posture &%
1R#E Device Posture HBEE M, TTRESHII=FhaTaEl,
MREZRTSRIERM, WiZIGEHIIRR,

o A -AWRAAFER Secure Private Access g Citrix DaaS ZEAZEFIMIAENREE R,

o FEH -TFRALKEPLL Secure Private Access 5 Citrix DaaS & BRI RiA RN EE Fo.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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@Cltri:‘w«x‘kspaze
G
- 1 '@ 2
. . " Phosenrod s — ]
Citrix Workspace
) =
Before you can sign in to Citrix Workspace, we need to confirm -
that your device meels certamn requrements Cifrox : C-ornpliant
(& Citrix Workspace
- ¢
Redirecting te log
@
o cilrix ) Non-compliam

INRA IR RIEFRM, BRIREWAXNERFR, WRHI HEHREL” HE.

©

Citrix Workspace

Befare you can sign in to Citrix Workspace, we need to confirm
that your device meets certain requirements.

o

Access denied
Device does not meet certain requirements

If this persists, contact your administrator and provide this 1D
5e5949b6-42c2-4e26-9112-b77e3560efcS

6® English

HAWIHEHRIELTEMEENHE (kR  EERTTLIERBENARGIELN BERELMSE LRUER.
IEITHEEIEFETSF, A https://podio.com/webforms/29219975/2385710 MRS AR.
RITUTHBRLURIMBESCHR

1. SMENRERS > REREE,.

2. BEHEE,

3. BERE, AREHBERBNFRNBRIELER TSNS TIVER. RSB 256 MFR.

4. BRREFNEAEENHER RN ETEENESIET. MRKERILEEE, WSIBEECHR, EF:
EERELNER T ERERE Lo

gE, GALUBAKRENHE LNEEXERBTMAX, UEERELETER.
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5 BE “R®E

BYKIHREIFRRIELE, MEETERNIERS.

1571 Device Posture S H 3T H 1T EHR

AUERMIEEE Device Posture E4BE:

« Citrix DaaS Monitor
« Citrix Secure Private Access & HIER

Citrix Daa$S Monitor £ Device Posture &

BITUTHBEEE Device Posture lRSMEHRAE.

1. NREAPIREEHIRMIIFRIMIELNRIENRS ID.

2. &% Citrix Cloud.

3. /£ DaaSHiML L, BE “BE, ABRBEE B ERE

4. 7£ Monitor Ul ik, 18R 32 IEE ID, AREE “F4HEE",

Manage

Timee: G7717/2023 331 PM Endpoant windows
Transaction Details:

:_9 Endpaint Device

Device Posture
VDA Device POSTURE SENCE 3Cans the endpoint devices for compiance based on polkces Sefined by the dminstrator. Lesm More

e il @) Ieomplete - Usexpedied Erer
Failed to sawe endponnt deta contact Ctrm

Secure Private Access i=4IEik_# Device Posture S

HITUTHEEE Device Posture lREMEHHE.
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[y

. &3 Citrix Cloud,

2. 7f Secure Private Access ER L, BEHEEIE,

w

. MEMS B BITHIRER .
4. BE “SHEE BEXRTH “BEEEZ” #EELUEE Device Posture E4AE,

Diagnostic Logs (26198)  Device Posture Logs ()

Filters
POLICY RESULT Policy-Info = "Key-Word" Last 1Week 4 ‘ m
(O Compliant
(O Non-Compliant
O Login Denied Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
TIME (UTC) POLICY INFO POLICY RESU smarus OPERATING SYSTEM N D DESCRIPTION INFO CODE
Tue, 11 Apr202311:47-..  NoMatchingPolicy Non-Compliant @ Success Windows 85562ba3-7fc8-4839.
Tue, 11 Apr 2023 11:45:... NoMatchingPolicy Non-Compliant @ Success Windows 0dd908ad-b8ec-484...
Tue, 11 Apr 2023 11:45:. NoMatchingPolicy Non-Compliant @ Success Windows a4182959-¢7cd-4a9d.
Tue, 11 Apr 2023 11:44:..  NoMatchingPolicy Non-Compliant @ Success Windows 0dd908ad-bBec-484,
Tue, 11 Apr 2023 11:44:. ms-MEM Compliant @ Success Windows 0dd908ad-b8ec-484.
Tue, 11 Apr 2023 11:43:. ms-MEM Compliant @ Success Windows 0dd908ad-b8ec-484.
Tue, 11 Apr 2023 11:42:.. _ms-MEM Compliant @ Success Windows cbS73151-4817-45ch-.

« EERTULUREZHBTERDPHRS ID HEES. SHHEKRELN, URKREAFPETRS ID.

©

Citrix Workspace

Before you can sign in to Citrix Workspace. we need to confirm
that your device meets certain requirements.

o

Access denied

Device does not meet certain requirements

If this persists, contact your administrator and provide this ID:
[5e5949b6-42c2-4e26-0112-b773560efcS |

@ Englist

o MNREBMEEIRFTHKLM, Device Posture RE2ETRXEF 1D, k35 ID 7J7E Secure Private Access Ak
SIEHERPHE. WRAETTEDLBEMFRDE, NRLAFPEUS Citrix ZHFEIIHEES ID LUERRRRL

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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©
Citrix Workspace

Before you can sign in to Citrix Workspace, we need ta confirm
that your device meets certain requirements

'

Unexpected error

Something went wrong while determining your device

requirements

If this persists, contact your administrator and prowide this ID:
| ¢6108781-9999-4339-8240-698690427759

% Enaglick

o Windows Z /i BEa] LI LTt 2)

- %localappdata%)\Citrix\EPA\dpaCitrix.txt
- %localappdata%\Citrix\EPA\epalib.txt

* MacOS FFixBE AT ATE LU R WS E]

- ~/Library/Application Support/Citrix/EPAPlugin/EpaCloud.log
- ~/ B/ FR#ER Support/Citrix/EPAPlugin/epaplugin.log

Device Posture $£i2AE

AILL7E Citrix Monitor #1 Secure Private Access #=HIER EEE LT 5 Device Posture fREHEXMEE. T
FrEXLEAE, BIVEBER Citrix IF2I1FREBRA .

o IREVECEBYERBRRIN

o TAEWHMER R

o TENIBEHEE/FRERX

s REAFETRIFAEERK
o TEAIER B GRS

BRI

+ Device Posture BREFRZ#FEENX Workspace URL,

« FEZXiA Device Posture tliiziiE, ERASEMA Device Posture ThaEFRTE BRI BRI RER E /L5 53
— Bt

+ Device Posture BB ERE ARSI ER. FRABEREARY 10 DHAHEER,
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 WREFE Citrix Workspace B T RS ELSMIED, H#H Device Posture IRESEXH, MAFAIRETE
&% Workspace, XZFEN Citrix Workspace RIERFI&&E EHAMEEFEREN BEFEHEH,

« SNR1E7E Citrix Workspace FEEE T KB ML EFZER, N Device Posture FERERTIHEE, R
BEAFRESR Citrix Workspace BE A ##ig &,

s SN EARZIUE 10 MR, SMEERSAIUE 10 M0,

+ Device Posture REFRZIFE T AEMNIARL

ARS3B

il

o 4BE: EIEBEMGT, Device Posture RESEEREFEEIMEIN 2 FORMIER, XFIERAIgEIEM, BAB
RFEMEE, 5180 Microsoft Intune HE =45/,
o RJEM%: Device Posture [REEEREMNMEM, BEE%1{ PoP, AIHEZEE.

EX
5 Device Posture IREHEXHNEMAAEMAEE XN T,

s EMIEH—REMERENKEERBAAFERATMENIGE, FANATUSELEAZRE#IAE Citrix
Secure Private Access &g Citrix DaaS &R

s FEMILE - FEMERENRIEERBE AW BII IS RHIIEIR Citrix Secure Private Access #HiRH
Citrix DaaS BIFERE R L EIMLEMILE,

CrowdStrike 5 Device Posture £5% - fi'ahk

February 20, 2024

CrowdStrike Zero Trust Assessment (ZTA) @i it BEEAKRRIGEN ZTA T2 95 M 1 5 100 RiRMeLsH
Wi, ZTA D EHE BRE LR S IRTET.

Citrix Device Posture R o] LIERLKRIHIEEH ZTA kB A Citrix £EENARS (DaaS) # Citrix Secure
Private Access (SPA) #RRITEIEIAIR (BFEEAIE) -

Device Posture BB G ALK ZTA D EBIEERIEHN—397, HEKIHIEEALAEM. FaM EHinn), EEE
#uifia), RN, BETLUERXINDERIB M SN AEFM=SE MUK Saas 1 Web N AREFHIBESR (B
iAiE) . Windows 1 macOS FE&axiE ZTA HEEEK,

fic® CrowdStrike £

CrowdStrike £REEE TN NIFS .
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Device Posture

% 14 1z Citrix Device Posture fR5#1 CrowdStrike ZTA BRB Z BB IIEE. X214,

%24 EBEHEBLUER CrowdStrike ZTA 233N, 2434 Citrix DaaS #1 Citrix Secure Private Access

HIREYEBETIRo

% 1% 7£ Citrix Device Posture 5570 CrowdStrike ZTA [RS 2 B2 {E1E

HITLU T2 ELTE Citrix Device Posture fRs5#0 CrowdStrike ZTA BRSS Z Bl I {E1E,

1. &% Citrix Cloud, REMXEREDER “SHMFEEE",
2. B “Device Posture” %Ik, AfGRk “B1E”,

3. BE B EHR,

Device Posture Device posture is enabled w
Create device postures and enable optional integrations to enforce application access control policies,

Device Scans Integrations About

Configure integrations from the available options below.

Microsoft Intune

B Microsof b}

Integrate with Microsoft Intune in order to enable more policy expressions in your conditional rules, such as
whether the machine is Azure AD-managed, MDM-enrolled, is rooted, or has anti-malware installed.
Learn more about Microsoft Intune integration

CrowdStrike Falcon® Insight XDR

Integrate with CrowdStrike's Falcon Insight XDR: Endpoint Detection and Response (EDR) platform. Connect

Learn more about CrowdStrike Falcon® Insight XDR

=

AR
HE, BRAILISME Secure Private Access BRS GUI £EMISMEKTH “Device Posture” %I,
ARBET SR ET+,

4. gF CrowdStrike IEFRMBIE SR, ARG8T “1EHE ., CrowdStrike Falcon Insight XDR &R &S H M.
5. WAEF D MEFHER, ARRE “RE
AR
o A LM CrowdStrike iTJP (2% > APl R IRMEHE) FKEX ZTA APl EFi% ID ME P i
/,Eé:l%ﬁo
o BREZESEEHMEFAEIRENERN ENEERZILE T,
KREM “KEE” TH “BERE” &, BHANEREI.
MRERAHY, WRERTH “BE . YAREEESKE, ARRE “EMEE
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Device Posture

$1% 2: BIE Device Posture $iK

WITU TIREECE S, LUER CrowdStrike ZTA 28kERFN, $24txt Citrix DaaS #0 Citrix Secure Private
Access ZRRIE BEISIRL,

1. 8F “RERWE &UF, ARRE “CIBRERE

Create device policy X
With device posture, you can define a set of conditions that control which devices have access to various services and data sources.
Select the operating system for this device posture scan. ()
Windows AV
Policy rules
Select a condition and apply access rules for your services and data. (@
m)

/ CrowdStrike

Less than < N H 0-100 o

N
‘ Risk Score N ‘

+ Add qualifier

+ Add another rule

2. ERORIRIENTA,

3. 17 “RERHIN” #, %#E CrowdStrike,

4. ¥F XiTS BREIR, EFRY, ARRAXLIE.

5. B + FI—MEER, ATHZE CrowdStrike Falcon RSS2 BEIRT.
AR

A LU I 5 79 Device Posture B2 BRI E AN —EEER,

6. FETEEREENFMEN RBER F, EFUTERZ—

« &M
o FEM
o EEER
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Device Posture

Policy result
If policy conditions and rules are met, the device scan will classify the user device as one of the following: @

@ Compliant

The device will be considered compliant and full access will be granted.

O Mon-compliant
The device will be considered “non-compliant” and restricted access will be granted.

O Denied access

The device will be denied access to all resources.

Scan details
Name and set the priority order of this device scan. (@

Name *

crowdstrike-compliance-allow ‘

Priority * ()

10

Enable when created

7. WARBHEMAIREMTL.

8. BHtIE.

EX
X Device Posture BRSHAMA A EMAEE XM o

s EMRE—FRETMARENKERERBATERATNENGE, BENAUTELEAZREIM IR Citrix
Secure Private Access &g Citrix DaaS &R

s FEMILE - FEMARENKREERB AW BIIIHRHIAR Citrix Secure Private Access HIRH
Citrix DaaS ZIRRE R L EIMLEMILE,

518

Device Posture RS

Microsoft Intune 5 Device Posture £

February 20, 2024

Microsoft Intune RIEEHEHEEIGAF IR AL AN EMIEEREFMES. EAFER Citrix Workspace Hiial,
Device Posture ATLLE Microsoft Intune &R P HIGERES, HEMRXLERE B Citrix Cloud Mg &EIAER
M. FEM EoinnE), BEEELIH AP ERIE, Citrix DaaS # Citrix Secure Private Access FirES kit
SREMIGERRIIEE D LS A EMNAEFNEEU K Saas 1 Web m R ETS0AE (BEERR),.
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Device Posture

ficE Microsoft Intune &5

Intune EREER— T2 AR T EITIE.

% 1% ¥ Device Posture 5 Microsoft Intune BRSS&ER, X2EHITH—XI4E5ES), BRIZ7E Device Posture

5 Microsoft Intune Z gz 51E.

$IB 2. EBEFERLUER Microsoft Intune E8.

#12 1: J% Device Posture 5 Microsoft Intune &£5%

1. Eipie) &7 &I, BERUTAEZ—:

o TEEH9NI5E28 _Eifial URL https://device-posture-config.cloud.com, fAG&EEE “Gm” EMN+,
+ Secure Private Access ZF - 7 Secure Private Access GUI £, EAEMSHMERT, &k Device

Posture, AlGRE “CM° @+,

Device Posture
Create device postures and enable optional integrations to enforce application access control policies.

Device Scans Integrations About

Configure integrations from the available options below.

Microsoft Intune

Integrate with Microsoft Intune in order to enable more policy expressions in your conditional rules, such as

whether the m: ne is Azure AD-managed, MDM-enrolled, is rooted, or has anti-malware installed.

Learn more about Microsoft Intune integration

Device posture is enabled

Connect

2. B RS B, ARRT “EE . EERWEEBE Azure AD #1THHIEIE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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https://device-posture-config.cloud.com

Device Posture

af Microsoft

Sl s microsoft.com

Permissions requested

Review for your organization

Device Posture Integrations
Cloud Software Group, Inc. ¢

This app would like to:
~ Read Microsoft Intune devices
. Read Microsoft Intune configuration

~ Sign in and read user profile

If you accept, this app will get access to the specified resources
for all users in your organization. Mo one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

-

EFRIRRM “KREEE” Eoin BEE” B, EERAUSIRIRERTRE,

MREMARY), WREETH “FE". KNRHEESIKE, ARRE “ENEE"
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Device Posture

S 2: EIE Device Posture 5§

1. B2 “g&EE EIR, ABRET “QIEBISERIE,
Create device policy

With device posture, you can define a set of conditions that control which devices have access to various services and data sources.

Policy details

Policy name:

| Windows_MEM_Compliant

Platform: Priority: @

| Windows N || 22 ® Enable when created

Policy conditions
If all of the following conditions are met

Microsoft Endpoint Manager

I Microsoft Endpoint Manager NS ] | Matches all of N || Compliant X  Managed X N

Matches any of

() Add Rule

Matches all of
Matches none of

Then the device is:
@ Compliant (Full access is granted)
(O Non-compliant (Restricted access is granted) @

(© Denied login

2. WMANERBHZTHIGEMSER.
3. EFBILRIEHTA,
4. 15 “EFEHN” &, %EFE “Microsoft Endpoint Manager”.

5. EF—NFE, RAEERELEN MEM 452,

o XFE—ILE, FNA OR &+,
o XWF “2EPILE, MNA AND &%,

PE =
SR LUS LN 5 )9 Device Posture EC&RIE N —2 (A,
6. ENI&EN: B, RIBEEEENSMY, EEUTERZ—

o A (BRFR2HENR)
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Device Posture

o REH RFZRIBENR)
o EBRER

BEXCIEZRBHNBEZIFAEE, BFSRLERSRTER,

£/ Device Posture fRZ 1B IGFZIEH

February 20,2024

EFA Device Posture IRSECEISZIUHINE, BEANTIMEIGESNINLEILP, —B Device Posture fRSH
FEEMMMEEILS, BEBARATLUFESEIERREEN Device Posture HEEH—EF 5

FRED
» Device Posture fR£1X#F PEM & HIEFHAEE,

« E7F Windows E#TIEEIEBINE, HAFEHAEENRRELRIGE LM EPA B H, WTFHEMEE,
EAFEAMERINR, BAZFNHAENFAREE, 551 Device Posture I,

« 72 Windows FREAFEENRN EPA FFi%, 157 T EPA P mEGFHMAEETU TS,
msiexec /i epasetup.msi

« f&F Device Posture RRS#ITHIEFIE B ERZFAE BRI,

o MRRFIUEPHPERERES, WHTEESRIEBAREIEBHTEE EHTIRA PEM X4,

Example: chain.pem

KA Ak ARk AAKRKKAAA A Ak kkkhkhkhkhkhkhkhkhkhkhkkkxk

————— END CERTIFICATE

EHIREIER

7£ Device Posture =P L&##H “€E",

BE “BE, ABRRE “SAMRIER,
TEIERER S, FEFIEPER, N2HF PEM £3,

£ EBXH B, BE EEIER EERMAEIES.
BE TH, ABRRE ‘BN,

ok w e
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Device Posture

Import Issuer Certificate X

Issuer certificate will be added te the Endpoint. View certificate details in certificate table once created.

Certificate Type *

‘ PEM (Privacy Enhanced Mail) N ‘

Certificate File *

cgwsanitydc.pem ‘ ( =+ Choose Certificate )

PREIERFITE “RE™ > “MAEILER Fo BRAIUSASZSMEFR.

BEESANIES

1. 7z Device Posture =51 L-&8& “88”,
2. T “‘MEHIEPR H, Bk “BFE
3. MEEFIEBRETIE T SAHMEEIER,

Issuer Certificates X

Issuer Certificates will be used to validate the device certificates as per the configured policies.

Import Issuer Certificate

Issuer Certificates Policies Status |
cgwsanity-DC-CA cgwsanityde.pem NA Valid oy ET
int-CA combinedchain.pem NA Valid o ET

Windows:
1. M “FFR” R&d, I THF “HETEREER .
2. BIRIEPRERE Certificates - Local Computer\Personal\Certificates .

 THR BBV BER P B IEIIE,
s “RiTE” JIAS5ERER GUI LEEBEMZITE Z AT,
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e ZE B = H=E
(5 Certificates - Local Computer A || jssued To Issued By Expiration Date  Intended Purposes Friendly Name

v & Personal 22134c6b0a3-e753-4009-b4b1-95d1...  Microsoft Intune MDM Device CA 17-10-2024 Client Authentication ~ <None>
mliCeGiicates] 72 APACENGWAUMIMIN citritenet  ftlpintuneca01 18-10-2024 Client Authentication ~ <None>

- Eﬁj:’drif:?:uffmﬁ“t'°” || 2] APACENGWAUMIm|N citritenet  filissuingcaO 18-10-2024 Client Authentication  <None>

- Intermpediate Certification £ gZEJ ele6e5a6-b87c-4725-bd2f-2f4d2..  MS-Organization-P2P-Access [2023] 24-10-2023 Server Authentication ~ <None>

= gz;;Je1eGe5a6-bB7c4‘1725-bde—Zf4d2... MS-Organization-Access 19-10-2033 Client Authentication ~ <None>

_| Trusted Publishers
_| Untrusted Certificates

macOS:
1. 7 Keychain Access, AE%ER “B47
2. BE XH > “|SAIB” USNIES,
k& FERLAERNEBMEE R,

Keychain Access

My Certificates  Ke,
login
APACMACCOD2CXKJXML7H
Issued by: ftlpintuneca01
Expires: Friday, 4 October 2024 at 9:06:09 AM India Standard Time

Local ltems Coertificete

5 System

=) System Roots Kind Expires Keychain

29-Mar-2025 at 6:14:10...
04-Oct-2024 at 9:06:09...
private key -

15-Sep-2025 at 11:27:17...

> certificate
v I APACMACCO2CXKJXML7H

? APACMACCO2CXKJXML7H
> @ FD31E28D-D668-4040-81CE-EC239E15D339

System
certificate System
System

certificate System

EF Device Posture 31 Daa$ StiE% AEIEH!

February 20, 2024

7E:853 Citrix Device Posture ARz31417) Citrix SEENARSS (DaaS) BB, SR LGREIHITERE S,
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AR

XAZERNEE, MmEF*NEAER Device Posture B2E& Studio SREEHIRAI,

EtRAIG, g1 T —MER Device Posture ARZ45% (COMPLIANT #1 NON-COMPLIAN) £ Citrix DaaS &R

EERE I IEIhRERIHRES,
7% Citrix DaaS L7438 NON-COMPLIANT & &8 E A 2B S HIRMEINEE, BRITUTSE:
1. 7 “Citrix DaaS i2&” TE L, BHEEETF,
2. BEHEEEDR,
3. EEREIERREL,
4. & “EFRRE” B, & “FRHEEREER .
3%k

5. & “REIRE” B, & R, ARRE “‘REF .

Edit Setting

Client clipboard redirection

Allowed
This setting will be allowed.

@ Prohibited
This setting will be prohibited.

“ Description
Allow or prevent the clipboard on the client device to be mapped to the clipboard on the server, By default, clipboard redirection is allowed.

To prevent cut-and-paste data transfer between a session and the local clipboard, select 'Prohibited’. Users can still cut and paste data between
applications running in a session,

After allowing this setting, configure the maximum allowed bandwidth the clipboard can consume in a client cennection using the Clipboard redirection
bandwidth limit setting or the Bandwidth limit for clipboard redirection channel as percent of total session bandwidth setting,

~ Related settings

Clipboard redirection bandwidth limit, Clipboard redirection bandwidth limit percent

(- Ya=D

6. £ “ARIMTEN ES, 8& “HENBANTEN", ARFIEREIERS HiREH.,
7. B NRAFIRENDIESE, ARERE HREH.
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Create Policy

E) Summary

Filzers: 0 selected View selected only
Filter 4 I value
| ¥ Delivery Group
| ¥ Delivary Group type
¥ Organizational Unit (0L
] ¥ Tag
“* Filtars for user settings only
| ¥ Access control
¥ Citrix SDWAN
¥ Client |P acdress

¥ Client nama

¥ Usor or group

8. 7 “MNECHREE EF, RE R M TR NRINRE,

£ Gateway fR52817 254, A NON-COMPLIANT, G imla&H+iHA\ NON-COMPLIANT.

Assign Policy

Access control

Apply policy based on the access control conditions through which a client connects.

Access control elements:

Mode Connection type Gateway farm name Access condition

Allow With Citrix Gateway ™ Workspace NON-COMPLIAN B Enable

9. WARBRIET. ZERRIBERBHTZIMSKIATRKGEER, F, REFEIIREZMERAERR. e
WRE (RIE)o

10. BFH “ER
AR

BIAERT, ZREBATREARS. BRAZREALUZEENATERNVAR . ZARKAIMELENARRE, MR
ST ERBINRERBIRARIRINKE, FEEEAKE, BEESTFNALLRE,

AT SR BRSO &

2SR ERER 2 A0, BRIEERREURRE (I IRTRET. FEEETGIH:
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Device Posture

« ¥F3kH COMPLIANT Lisig&mAR, 28 Citrix DaaS &R, R EHIREMLPRE,
 XF3kEB NON-COMPLIAN &L &AF, Ha5EAEEHMEREIR Citrix DaaS #HiR.

Device Posture H&

February 20, 2024

2T 5 SaaS/Web #1 TCP/UDP M AEEFHEXRHEEIM, Secure Private Access BRE#EFIRIEFSHFIGERSH

==
ICAO

EEFRERSTHEE, BRE “BERSHET &UF, SEILRERRER (G, FTEANELER) ALEER.
ﬁ;&%ﬁ’ﬁéﬁt: 1Sy .lﬁ%lﬂ I—ﬁE iSio

‘E12 Device Posture 5551 Citrix Endpoint Analysis ZF i

February 20, 2024

Citrix Device Posture [RER—FE T MRS E, AIEBEERREIRITRIREEVNIHENELERA ERSE
Citrix DaasS (Virtual Apps and Desktops) 5 Citrix Secure Private Access #i& (SaaS. Web B2, TCP
#1 UDP RZFEER) HYIRTRINIR,

BELIRIEE L1517 Device Posture i, &HifEixi&#& &% Citrix EndPoint Analysis (EPA) B s, X2—
FIR 2R AERF. Device Posture R4 Citrix AfFHIRIAREH EPA B IHIE1T,

Z% EPA &/ i

7£iziTHAIE, Device Posture REAREETHIRTRAAFR THHZE EPARF K. BXFAREE, BFEHA S4H

Fifiige

BE, EPARFBRAFERMEESNRE AT RS L THARE, B2, EELRRELETREEPLELE, ©
NRFEBRFEERGANRY EPA FF K. AXEREERNANIREE EPA ERHENFARES, BERELRLE

EREREIED,

AH&iERTF Windows 59 EPA /i

LR AcH) EPA ZFFIE& MBS, Windows hk EPA BEFREERRERRIAEAR. BHARTHRERRLAFRE
1842725 Device Posture RS FAMEIIRAH EPA BRI LiEIT. BHTADAR, SAUEERIFRNREE
EPA EPim
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Device Posture

} =r

AR

BohAR Bl TS ER, /A https://podio.com/webforms/29214695/2384946 AT 5 hR.

EPA EF WS

AERLKNBEFEERS (GACS) 5 Citrix Workspace MBIEFRERZFEMN EPA #ITH R, BEILUE
BRHHETIRAS % EPAEFIR,

+ 5 Citrix Workspace W BRZFEMA EPA EFiE (FMAR) : EPA ZFAigth5 Citrix Workspace R RTER
£, XMERFERALBPTEERE Citrix Workspace R AREFEZRE EPA P,

- MRAHGEEERET EPARF I, FAKRLAFPRET Citrix Workspace R FB#2R, NIEMH EPA
BFRFRRETZIE L. AN EPA ZFIHATFRERSLE,

- @, mESLBAFEH Citrix Workspace AR, NBABERT, £ EPA B st Mig&ES
Bk, (B2, WMEKKE EPA ZRHIERER Citrix Workspace MBIEFREMN—IFOHITRE, MG
EPA EFIRIFREBEIRE R,

} =

AR

+ X7 Windows & £#5 EPA iS5 Citrix Workspace MAREFHNER, Bt THKMER. FH
https://podio.com/webforms/29219973/2385708 ;%5 hio

« £/ GACS 7 REFif: GACS 2 Citrix IRItMRA R, BTFERRFIRHE (&) M9 K. GACS iRt
HNEEFHRS FIRERLRIGEEARNMN EPA A, TERLBFPTM. HX GACSHESER, BERN
falfER Global App Configuration Service?,

AR

« Windows 1&&1{X3z#F GACS, BT 9% EPA &P %,

« BB GACS B2 EPA B %, BHELKRLE ERE Citrix Workspace M ATERF (CWA).

o MRERZAFIEE LUEERNRERE CWA, Tl GACS BERERMNEERINERE EPA BF i,
o MMRERLAFIEE LUAPKIRETE CWA, T GACS BERHERNAFNRERE EPA B iH,

FERARGBETIAEN LR K. EEATLUET Microsoft SCCM FHRHBET RS R RMH EPA B i,

5 NetScaler 1 Device Posture —icfE AR EIE EPA 2 P i

ELUTEED, EPA ZEFiEA LS NetScaler #1 Device Posture —#2fEf8:

o {#F EPA #1787 NetScaler WBIEN S IRIF
« BT NetScaler pyAtx%, #H%5 EPA
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Device Posture

Device Posture BRSZIE R HhRZA<HY EPA P iRHEX EI&IEE, B2, £ NetScaler &, BERATLUAM KRR
228 ErY EPA 98 EIE LU T hRASIEH

o AR RiIFIGE ERY EPA EP IR NetScaler H7fERER IR S,
o N RIRIGE R EPA BP iRk A S AT NetScaler LEEERISEEIA.
o MR KRIFIGE AU RETMARAD EPA B PR,

BXEZER, BSRAEHT.

% EPA i 5 NetScaler 71 Device Posture —i2{EHN TR EIN

Y4 EPA P55 Device Posture AR$5#1 NetScaler —2fEMHEY, AlfEsHMAmIGEETRTN EPA ZFPIRARES,
il NetScaler FRERAR EPA FFif LiEfTHIE L. XAlaE= S5 NetScaler M&L i & 89 EPA B IRIRATR
Lfd, Ftt, NetScaler JRESIBTRARP T2 NetScaler L127EH EPA ZFAighRZS, JBiXFhmzs, FTEIY
BITATEREEEN:

o MREZER EPARBENBENSHIIE. S HIRIEHMXEMIRSS SR, WEINEE NetScaler 22 EPA
B mEVARAE S, XEME N T HR GACS 5 Device Posture [REF &R &3k 4sHy EPA B GHIX R4
IR &

o BILUEEA CLI 3¢ GUI & EPA RRZASIZHIZE A “MA". NetScaler 13.x REBIMRA X X LR EEH,

- CLI: EABENSHIIEMAEMIEEINARS2EH CLI &<,
- GUI: ERAEMmMXEPIRSSHN GUlL, BXIFEMER, BB Citrix Secure Access & imBIiE S| F
o

CLI &2 fl:
add rewrite action <rewrite_action_name> insert_http_header Plugin-
Upgrade ""epa_win:Never;epa_mac:Always;epa_linux:Always;vpn_win:

Never;vpn_mac:Always;vpn_Llinux:Always;""

add rewrite policy <rewrite_action_policy> "HTTP.REQ.URL.CONTAINS("
pluginlist.xml")" <rewrite_action_name>

bind authentication vserver <Authentication_Vserver_Name> -policy <
rewrite_action_policy> -priority 10 -type RESPONSE
<!--NeedCopy-->

HIEaE

February 20, 2024
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Device Posture

FERIRMHEH X Device Posture lRSIE. FHEMREATHNER. EXED PREXNERMASRIEYRBC itrix
RARAF RS MINPEENE Xo

BRI

Citrix Device Posture P WA HIENM T AWS 1 Azure =iRSEF. ATEMTRAENTS, SITHEFIFILUTX
JEI

« AWS
- EEREE

- ENEFSP

- KM CE==4E)
o Azure
EEFES
FaRR

T GRrhnsg)
EEHEE

UTRRSEE. BT BSMEHHRRE BRI,

o ATRGEMAMIBXBEN Splunk RS, (EEERH,

o BXiZEAIA P IAEBER Citrix Analytics Service, &5 Citrix Analytics [RSE#UEAIE TRESER.

- AFEERFEZAEN Citrix Cloud REBERS. EXFMRER, ESIA Citrix Cloud lRSEFRBEMAE
SISV Y EUFLIE IS E ST

5 CLE S

Citrix Device Posture RS A E P EE R @12 Device Posture Ul EEERRS. U TEF WA ZIRIE Device
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