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+ BEXTIEKX URL 3zHf

Device Posture [REMAELIFHENX TFX URL, BT cloud.com URL Z4h, ERaILUEREIAER URL
Skeifia) workspace, HfRIERIFMIEHIMEEAIE citrix.com. BXBEXIEMFMER, BE1Y BEEEHENE.
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12 " F 2024

o ZFEENRSSRMPRENE - SR
Device Posture [RSIMIEZFFN WM RHPAFEZRE, AXFAMER, BSH LSREZHHHE.

23 —F 2024

« f£M Device Posture fRS#HITISEIEFPRBENER .
£/ Device Posture [RE#ITIREIIBRENRINBER LK. BEXEFEAEE, BHSR EEIEPOE.
+ Device Posture Rt IhaE

Device Posture IREMIEZIFUTIOE:

- IGEL &£ #F Device Posture iR,
- Device Posture IRSIMIE RSB BEFMME MBI E,

BEXEAER, BEH LERE.
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+ Device Posture 5 Microsoft Intune W& EX A%

Device Posture 5 Microsoft Intune WERIMEER 5. EXFMAEE, 52 Microsoft Intune 5
Device Posture 5.
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o BEERTIRERSIRSH Citrix Endpoint Analysis P i%

EPA ErPimaT LIS NetScaler #1 Device Posture —ii2fEf, 5 NetScaler #1 Device Posture —ic AT,
EEHTEREFRRERE EPAEF K, EXIFAER, B8R EEERTEEREIRSH Citrix Endpoint
Analysis &
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o i0S A& LS RESIREXIF - A%
Device Posture lRSIMEE i0S T A& EZXEF, AXFMAER, BSH EERE.
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22 /\H 2023

£ Citrix Device Posture RS #HTISEIEPHRE - TR

Citrix Device Posture BRI LIS AXT Citrix DaaS # Secure Private Access ZEM ET33AE (5
BEIAIR)) , AIERIRIEABEPMANMRELRIREEINIEIE, UHELMEIEET S, BXFEAEE, B5H
BREIUEPIE.

17 )\H 2023

« Citrix DaaS Monitor FHig&RESEH

MER L7E DaaS Monitor HEZFSEREIRSEHMLIEEE. BXEMAER, i527 Citrix DaaS Monitor
J:E"]-LQ EEI>Ij(/|L\$T¢.

23 —H 2023

o GERERS
Citrix Device Posture [REZ2—FETFTENERAE, AJHEMEEABFRTRIREENIHEENELERA
geifin) Citrix DaaS (B BiERFMsm) =X Citrix Secure Private Access &8 (SaaS. Web M BiER.
TCP #1 UDP R B#1ERF) . BXIFMEER, BB IENRE
[AAUTH-90]

+ Microsoft Endpoint Manager 5 Device Posture £5§

B# 7 Device Posture BRI AN Z b, Device Posture RRSERI IS H M E = FH iR REM.
Device Posture 5 Windows #1 macOS £/ Microsoft Endpoint Manager (MEM) £/, Bxi¥4E
£, &8 Microsoft Endpoint Manager 5 Device Posture &£5%.

[ACS-1399]

IRERSIRSS A F R

October 21,2024

Device Posture IRSEMIHEXN T HaI A, EERRIUEEFIREREA Device Posture RS Z g3t 1T,
XEEEREROMEESERBNRARPIRENEN, AREEFINERERILSE Z AR MM EIREIE, N
B TH Device Posture RENERLBFIEENEIE, HIHGEH A=, BEH. FEMMEL, B, It
DEFEWRLAFILEREITHEEEIRE, Hk, ©ESEREBTHEFEHILRERSE, BERALUE Device
Posture 1#HIEIR EEB IR, NEXKE, EEREDTUZAMIREN.
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Device Posture

AR

MRS E FRE EPA TP, MNRAHEEARARE EPA Z %, Device Posture REsmRRELRAFRMHE—
NTHRE, BFTHEARERF R, SWKRELBAFRLTEER.

BRAMRER

1. &R Citrix Cloud, ZAEMNXEFEEHIEE SHMARER,
2. BFEGERS Tab 8, REpsE BE.

3. Bl RERSEERMA A X ONo

4. EWINEOF, ERRPEEE,

A Enabling device posture will impact the subscriber
experience

Device posture scans all user devices before allowing users to log in. Users
who have already logged in must have to relogin to enable device posture
service to scan the subscriber devices.

If users have not installed the device posture app, they are prompted to
download and install it.

Device posture will be enabled to subscribers in a few minutes (sometimes
up to an hour) after it is enabled on the Device Posture page.

® Enable device posture in test mode (optional) @

@ | understand the impact on subscriber experience.

Confirm and enable

5. R HWIAHEA.

EMRE R TR A Device Posture fRE AT, Device Posture & ER—&RIAMERN TR,
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Device Posture

Home » Identity and Access Management > Device Posture

Device Posture

Create device posture polices to enforce application access based on the end user's device

o Device Posture is enabled in test mode. Go to the Dashboard to view activity

Device posture is enabled (Test mode) ‘

BEERAIMURESERESABHRBNNN, EXFAEE, BEARERERS, RIEABER, RELAFEESH
Compliant (&#). Non-compliant (R&#) # Denied (#%{E4), BEERAIUEEHER EEE IR,

IR EEENRARERD

1. B HRR E+.
X PHAE BERETHENGH. FENMERBIELNIREHE,
2. EERWRMER, FRE EEES ik

[Home > Identity and Access Management > Device Posture

Device Posture

(Create device posture polices to enforce application access based on the end user's device
@ Device Posture is enabled in test mode. Go to the Dashboard to view activity

IDashboard Device Scans Integrations.

0 Diagnostic Logs

Device posture is enabled (Test mode)

| |

Filters
« POLICY RESULT ‘ Policy-Info = "Key-Word” ‘ Last 1Week
Compliant
Non-Compliant
Login Denied Results are limited to the first 10000 records. Narrow your search criteria for more relevant results.
Time Policy Info Policy result Operating system Infocode | User name status
2024-04-0113:42:51 DeviceCert Compliant Windows NA NIA ® Success
2024-04-0113:32:22 DeviceCert Compliant Windows NA NA @ Success
2024-04-0113:2901 NoMatchingPolicy Login Denied Windows NA NIA @ Success
2024-04-0113:2858 GeoLocation Compliant Mac NA NIA ® Ssuccess
2024-04-0112:19:16 DeviceCert Compliant Windows NA NIA ® Success
2024-04-0112:19:14 GeoLocation Compliant Mac NA NA @ Success
2024-04-0112:14:09 NoMatchingPolicy Login Denied Windows NA NIA @ Success
2024-04-0112:14:06 GeoLocation Compliant Mac NA NIA ® Success
2024-04-0112:1251 DeviceCert Compliant Windows NA NIA ® Success
2024-04-0112:12:09 NoMatchingPolicy Login Denied Windows NA NA ® Success

Export to CSV format

EERALUM Ul TR,

FEEFHERERANIRER

MR BEEFIFEFRE A Device Posture fRS, iHHTU TS B UBENIRER

FEN L, Br EBRRERS iRFAX OFF,
R T RERERSEERHRER

R BN

0, @R RERSERA A X ON,

>
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5. EMIANEOS, EEFELUTHMNED,

o ENHEXTERRERS
o RTHHTHERLR M

6. R HWIAHEA.

MRS B R A =R T
EMMERIOTERIE B, S0 LENRRT T2 Device Posture, SAEBXEH Device Posture (3%
ERE), MAEFZEN ENREX TERIEEIRE.
FERT:
o EMINAEINTEREFRR 28], BSVEEEEEMER, EIHER TI&ENRIREE P LR
THRIRESBFARE, MNMAESIERFMmAFIAE B4 iAR. EIEER T, E4ifn SRR R
Bl AFBRPREOERRAMASTR, B2, EEFIFER, IERSEIEMIERR, MMATERE

F&RMIzE,
o ItAh, MMNEEIUTERE AR, ATRSHIEN. BIUFARKERTE, URAREMRLD R,

Ha AR P HERR

June 19,2024

AUERMIEEE Device Posture E4-BE:

« Citrix DaaS Monitor
« Citrix Secure Private Access =&k

Citrix DaaS Monitor £ Device Posture E

HITUTHEEE Device Posture REMEHAE,

1. MNRZRAPIEEEHIKMIIFRIBIELNRIFNRS ID.

2. &% Citrix Cloud,

3. 7 DaaSHML £, BF “BE, ABRBEE KWW ERE
FEBEMAFRES, BR32MES D, RERT “FHHEE
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Device Posture

Secure Private Access =4k L# Device Posture =

HITUTHBEEE Device Posture REMEMHAS.

1. &%= Citrix Cloud,

2. 7£ “Secure Private Access” B E, g “B1F”, AEEFE “BHER .
3. B WAL BRTHN “EEEL” #EELUESE Device Posture EHAE,

Diagnostic Logs (26198)  Device Posture Logs ()

Filters
POLICY RESULT Policy-Info = "Key-Word" Last1Week Vv m
UJ Login Denied Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
Tue, 11Apr20231147...  NoMatchingPolicy Non-Compliant ® Success Windows 85562ba3-7fc8-4839
Tue, 11 Apr 2023 11:45: NoMatchingPolicy Non-Compliant @ Success Windows 0dd908ad-b8ec-484...
Tue, 11 Apr20231145:..  NoMatchingPolicy Non-Compliant ® Success Windows 24182959-e7cd-4a9d.
Tue, 11 Apr 2023 11:44: NoMatchingPolicy Non-Compliant @ Success Windows 0dd908ad-b8ec-484...
Tue, 11 Apr 2023 11:44:..  ms-MEM Compliant @ Success Windows 0dd908ad-bBec-484...
Tue, 11 Apr 2023 11:43...  ms-MEM Compliant @ Success Windows 0dd90Bad-bBec-484...
Tue, 11 Apr 2023 11:42:.. _ms-MEM Compliant @ Success Windows Cb57315¢-4817-45¢h-.

- EEGALUREZEHBSERFHNRS ID mERS. SHHREIELN, tanRLAFETRRS ID,

o MRHMEEIR T KL, Device Posture iR

E£28TX5 ID. k25 ID AJ1E Secure Private Access iR

SIERIERPIRE. MRATEEEPRRED, WRLAFAILS Citrix ZHREMIHZES 1D LRRE-,

o Windows BB E A LIE LTt 2] :

- %localappdata%\CitrixX\EPA\dpaCitrix.txt
- %localappdata%\Citrix\EPA\epalib.txt

* MacOS FF im BERT LATE LR WS E]

- ~/Library/Application Support/Citrix/EPAPlugin/EpaCloud.log
- ~/ B[R FA#ER Support/Citrix/EPAPlugin/epaplugin.log

Device Posture 128

A LL7E Citrix Monitor #1 Secure Private Access =HIER L &EE LT 5 Device Posture IREHEXMEE, T
FrEXLEARE, BINEBR Citrix IFZI1FREBREE,

IRENECE RIS R I

o THEITHhHREE

o TENIBEREE/FREN

o RFLWET RIFAESEK
o TEAER B UG R RS
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Device Posture

Device Posture H&

June 19,2024

&R LUER Device Posture BRSSP RS SRS 1T IS AN M EHERR . BEF Device Posture BREBixHiR, B8 T
Device Posture £ EMIEHIIRIEI £, BAEIZRMBEHRRE E =5 Device Posture BRSHEXMIZETEE.
AUBLEEEESHEUEEASNEAGE, EoLURESKRER (M. REAMMELES) ALIEER,

Home > Identity and Access Management > Device Posture

Device Posture Device posture is enabled

Create device posture polices to enforce application access based on the end user's
device

Dashboard Device Scans Integrations

Last 1 Week N

Logging and Troubleshooting

Diagnostic Logs (O

Device Posture @

‘ 397

@® Compliant 162
Non-Compliant 113
@ Login Denied 122

See more

FE
Device Posture BE A LLTE Secure Private Access RS &I K, EEFEFRESEE, BEE
“Device Posture A& %Wk, EAILRIERIRER (5. TANMNELER) AR, GXBLZiFME

L, ’ 1@’5@1/)%5 IChO

BIRGE NSRS M Citrix Endpoint Analysis Z i

October 21,2024

Citrix Device Posture [RE2—METFT SRS R, TTHEBERERBHRITRMEEVIECHNELERA§EIAE
Citrix DaaS (E#\wzmEiEFM=m) =X Citrix Secure Private Access %5 (SaaS. Web ZA#ER. TCP #1 UDP
NAER),.
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/diagnostic-logs-for-enterprise-web-and-saas-apps-access-failures

Device Posture

BERELIREE EEMIERESHE, SAEZIESE ERE Citrix EndPoint Analysis (EPA) EfFig, XB—1PREE
BN AERF. REZRETSTERSIBES Citrix XN RHThAH EPA B P iE—IEiE1T.

%% EPA E /i

712178, Device Posture RESIRTREAAFEETHN THARE EPAZ PR, BXIFAER, 58 KRLAF

. BE, EPARPIRAEEAMEERNREIA TR L TEMTE, B2, EEKRIEE LBEMESIEBRERRE,
WNZEEEEERIFRNRMN EPA B IR, BXREEEEERIARNEN EPA ZRIHMNFMAEE, BERE TRIF
BE EREGEIEP.

FRiEATF Windows 89 EPA X i

EmHRAH EPA ZFiRE, ZIAMERT, EBTF Windows B EPA BEFIRREEAREREHR. BiARAIHRE
KLAPIRERAES Device Posture IRESRAMNSEMIRAR EPA BFiF LiBE1T. WFBEHAR, BHAECREAFTE
ERIGENRR EPA & im,

EPA EF NI AR

EPA ZPima] LUER Global App Configuration Service (GACS) 35 Citrix Workspace MR RERFE
FZHY EPA #1793 %, WRIUMERRGEHEIRH#HITH K.

+ 5 Citrix Workspace L AiZF &K EPA TR iR ER2RF: EPARFIRLREREFSEATF Windows B
Citrix Workspace R F#2F 2402 LTSR &5k, @I LILER, REAFEEERE Citrix Workspace A2
FFiERim=EE EPA BF i,

3% EPA P imfER Citrix Workspace M ARFHN—S 2 #1TRE, BFEAGSITEM £ EPACLient.
ffan . /CitrixworkspaceApp.exe %% EPAClient.

AR

o BUAERT, 1E7 Citrix Workspace M AEF—I92 1 EPA BPmREL T REARS. BAERGLT
%I R ZEEPACLient.

s MRLIFEEERE EPAR IR, HERLAFPTET Citrix Workspace MAEF, NEARINE EPA
P ifo

« MNRBLAFEH Citrix Workspace MB1ERF, MWEINERT, E£HH EPA ZEA it MigE SRR,
B2, R EPA EFigkRIENER Citrix Workspace BRRFLEMN—EH#HTRE, NIHE EPAR
PR RBEIRE T,

+ 5 Citrix Workspace i FfEFEMK EPA B inRERFMATLS NetScaler —&£FH. HxiFHE
B, 1E2H 5 NetScaler Mig&RE—EEMANEE EPA TP .
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/device-posture.html#end-user-flow
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/device-posture.html#end-user-flow
https://docs.citrix.com/zh-cn/device-posture/device-posture-certificate-check#install-the-device-certificate-on-the-end-device
https://docs.citrix.com/zh-cn/device-posture/device-posture-certificate-check#install-the-device-certificate-on-the-end-device
https://docs.citrix.com/zh-cn/device-posture/device-posture-manage-epa-client-for-device-posture#manage-epa-client-when-used-with-netscaler-and-device-posture

Device Posture

« M GACS &% Fif: GACS 2 Citrix IRIEHBRAR, BTEREFPHRAE (E4) B9 K. GACS Higfit
NEEHRS THRZIHIREERA SN EPA A, MEFTRLAF T, BX GACSHEZER, HEH
anfafER Global App Configuration AR%3.

AR

+ GACS £ Windows &#& ENZ 155 % EPA BF i,

« Eil@T GACS &2 EPA B I%, JEELIRILE L% % Citrix Workspace AR (CWA).

o MRERLAFIRE EUEERNREREE CWA, Tl GACS RERERMNEERERNERSE EPA B i,
o MRERLEFIEE LUBAPIIRETE CWA, T GACS BERHERNAFINRERE EPA EF iR,

£/ Software ET AN AEFin: BERTLLET Microsoft SCCM HHHHE T BN A S5 EPA B,

5 NetScaler Mig&ERE—EEANEE EPA FF %

EPA ZFixrA 5 NetScaler #1 Device Posture LA FEfEh—iE{ER

« 1M EPA F9ETF NetScaler WEIERN 54 30IE
o EF NetScaler Wzsttix, E%& EPA

Device Posture [RE ¥ #iaH EPA EPinHR R L IRI&E. B2, £ NetScaler £, EIERAA LMK EIMNR
228 ErY EPA 98EE LU TFhRASIEH

o SR RiFi&E LM EPA EP iR NetScaler AL FR—Hhras Lo
o B RIRIGE R EPA BP iRk AS A7 NetScaler LEEERISEEIA.
o MNF: KRIFIGETUABEEARZAE EPA BRI

BXEZER, BSH EHTA.

% EPA P55 NetScaler Mg &L 21T E—EEANNEEEN

Y EPA &P x5 Device Posture Service #1 NetScaler —E2fE AR, FaEaHNARIRIEEEITRIN EPA B i%
g7, i NetScaler (i FRERrAR EPA B im LB L. XAlaE S NetScaler £ “EPA ZBFIRkRA" 54
g & FILEL, ik, NetScaler FIRERIRTREAF RE NetScaler LE7EM EPA BFIRHRA, A RILHE, F
MENGHITIU FTREEN:

o MREEFEHBENSHWRIERAMSHIIEHMXEMIRSHECE T EPA, ZiVETE NetScaler £22F EPA
B PR AE . XEME R T HR GACS 5 Device Posture [REF & &HThi4sHy EPA B G R4
IR

+ EPA RRZAEHIRT LIS E 79 MR @3 CLI 3% GUl, NetScaler 13.x RESMRA S FHX LA E Bl

- CLI: % CLl ss 2 BT BEN B HIIEMA Mt 517310 IR S5 25
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https://docs.citrix.com/zh-cn/citrix-workspace/overview-global-app.html#how-to-use-the-global-app-configuration-service
https://docs.netscaler.com/en-us/citrix-gateway/current-release/vpn-user-config/how-users-connect-with-gateway-plugin#plug-in-behaviors

Device Posture

- GUI: FEREZAHMXEIMARS 2 GUl, BXiFMER, 15517 =4 Citrix Secure Access & imp9Ft
.
CLI sp2 R fl:
add rewrite action <rewrite_action_name> insert_http_header Plugin-
Upgrade "\"epa_win:Never;epa_mac:Always;epa_linux:Always;vpn_win:

Never;vpn_mac:Always;vpn_Llinux:Always;\""

add rewrite policy <rewrite_action_policy> "HTTP.REQ.URL.CONTAINS(\"
pluginlist.xml\")" <rewrite_action_name>

bind authentication vserver <Authentication_Vserver_Name> -policy <
rewrite_action_policy> -priority 10 -type RESPONSE

HiEaE

February 20, 2024

AERIRHEH X Device Posture IRSINE. FHEMREATHNER. EXED PREXNERMASRIEYABC itrix
AP RS MINPEENE Xo

IR

Citrix Device Posture ZFP WA HIEN T AWS #1 Azure =iRSEH, ATERTRAENS, SITHREFIZIUTX
15

« AWS

- XERD

- ENEREE

- B CE==4)
e Azure
EEFES
FaRR

T CGRrinsg)
EEHREE

UTERSEE. 178 BEMEAHNTRREE M,

o ATRGEMMAIRLBEEN Splunk RS, REEEIRE.
o HXZEFAFARIEER Citrix Analytics Service, #&#i Citrix Analytics [RS#IEAE THEZER.
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https://docs.netscaler.com/en-us/citrix-gateway/current-release/vpn-user-config/how-users-connect-with-gateway-plugin#control-upgrade-of-citrix-secure-access-clients
https://docs.netscaler.com/en-us/citrix-gateway/current-release/vpn-user-config/how-users-connect-with-gateway-plugin#control-upgrade-of-citrix-secure-access-clients
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/citrix-secure-private-access-data-governance.html#definitions
https://www.citrix.com/en-in/buy/licensing/agreements.html
https://www.citrix.com/en-in/buy/licensing/agreements.html
https://docs.citrix.com/zh-cn/citrix-analytics/data-governance.html

Device Posture

- BFEERHEZAEN Citrix Cloud RERERS. BXEAESR, 1ES1 Citrix Cloud lRESEFRBMEE
IR LA R IR R T,

RS

Citrix Device Posture RS A E P EE R @12 Device Posture Ul EEERRS. U TEF WA ZIRIE Device
Posture SREEECEFMF A UER:

o BRIERGRRAS

« Citrix Workspace Rz Bi2Fshas

o MAC it

o EEEITHIHIE

o GEIEH

o SEMRIEE

+ Windows REBHFHER

« X8 Windows EFi¥4HES

o NHRS - XHE. XHBEENERETE
o 1HFZ

WNFRSAHFRENZTHATE, XRESEEUTRE:

« EP/#F ID

+ &% ID (Citrix £RHIMHE—IRIRRT)
« Device Posture 13t

o IRRIGENAR P it

5 S

Citrix Device Posture RERB AT LRI ZRRELZSFRIPHE MM,

k5 €3]

Citrix Device Posture fR$5 BRIFAEF RRHXHR XA ERE LS/ EFE R ABHEDT,

HIERE

#R4#E Citrix Cloud #UBREBHEE, FFRRESESEITIAZIE 90 XEMRS B,
BE B4R A E T AR S B ERIE R B R,

o BXEAER, BB LUEAE , TH Analytics BEMIRGHRER,
o Splunk BER KT, HE 90 RERLMIER.
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https://www.citrix.com/content/dam/citrix/en_us/documents/white-paper/citrix-cloud-services-data-protection-overview.pdf
https://www.citrix.com/content/dam/citrix/en_us/documents/white-paper/citrix-cloud-services-data-protection-overview.pdf
https://docs.citrix.com/zh-cn/citrix-analytics/data-governance.html
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