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KA BHEIEARS 1909 2 FAS MR HalhRd. AXENAT MEMRAPHITIEEMEE,

FHAkR A

BXFHA FAS hRAHIXHY, 1E5IH:
o Citrix Virtual Apps and Desktops 71906
« Citrix Virtual Apps and Desktops 7 1903

« Citrix Virtual Apps and Desktops 7 1811
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/zh-cn/citrix-virtual-apps-desktops/1903.html
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o Citrix Virtual Apps and Desktops 7 1808

+ XenApp #1 XenDesktop 7.18

XenApp #1 XenDesktop 7.17

+ XenApp #1 XenDesktop 7.16

« 2H89 XenApp # XenDesktop Zgikkas

+ XenApp # XenDesktop 7.15 KHABR S i 2s

FEHIEIZE R NE T XenServer HaihRas (CR) MKHEARRS AR (LTSR) 7= 4 s I HA SRS,

518

« Active Directory JE$BRS https://technet.microsoft.com/en-us/library/hh831740.aspx
« B2E Windows BB RIESP http://support.citrix.com/article/CTX206156

BX& B0 1IEARSS 1909
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KA BHEIEARSS 1909 SELITHIEINEE. EXREEENER, BEHERBENR-,

FAS BEizHI&
BESHRIIRS (FAS) BBIZHIABSIILE, HRAEMBMA—H. FAS =RXIEBHERER. BRITH &Ik
B EFELITIIRE:

« MizHIamSEEEZ ™ CA (LUFTLINAER R PowerShell) ,

o MWIZHI SRS EANEMIMENINEBER T FAS (ULATIHIHAEXPR PowerShell) ,

« BRECE FAS RERFLEMIMIESR, HEEMIWIEEESHHERIANEETES,
o H1TEAHR CA (IREMIRZAESD) o

LAHiRE FAS REHNAREXHEERER. FAASRIEL X,
FAS :5ix48X ID

5 FAS BxKBdia] BEEIR (GER1E StoreFront % Virtual Delivery Agent (VDA) &) MESEE&—MEX ID, &0
LUEFRZ ID &1k FAS BRS88 ERVMBR B4 (FATREE S TIFMANEIRER), UEEBIITHEHR,
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LT EBhR7A 1906 EEEBE:

=R

November 7, 2019
B A B MRS 1909 85 U T,

& EHSER T MR ENCEMRIMBIAER T 5o

A .
= .

T

AMRFEFALRSHTEND, FRFEEMTERERSR. Citrix TERIEEEMRFEREATLSHE
IERIRREB IS AR, EREMRRIESRTEIENI, EREIMRZE, BSLHTED,

B=HEHA

November 7, 2019

RS BYBX & B A I0IEARSS PTAE B SARIE LA T XS E IR BRI B = M4
« Citrix Virtual Apps and Desktops $8=747=B8 (PDF T#)
« @A FlexNet Publisher 2017 (11.15.0.0) f93ErSFRE 4= (PDF FT#)

« FlexNet Publisher x#4%t75: FlexNet Publisher 11.15.0 R &R E = AHREMFRR 4G (PDF T#)

RPEK

September 27, 2019

UFI BT E Windows Server lRA# T i B & B 10 1IEAR S (FAS), 3528 Citrix Virtual Apps =t Citrix
Virtual Desktops 2AE K,

« Citrix BIIERB& Eft Citrix A0S S 235 FAS,
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/zh-cn/citrix-virtual-apps-desktops/system-requirements.html
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« Windows RSB ZERIF. SREMHRIEMIEMIERNAE, SHEBBARAFMAES, HEE
inEXE R P IERTAR.

7£ Citrix Virtual Apps 3¢ Citrix Virtual Desktops =/

« Delivery Controller. Virtual Delivery Agent (VDA) #1 StoreFront fR$Z 23#8 4 12 LRI S RO ZS, ES
i# Citrix Virtual Apps g% Citrix Virtual Desktops 25 EK,

AR
FAS 7£ XenApp #1 XenDesktop 7.6 KEBARSS AR (LTSR) RS X%,

o EREITENBERZA], %X VDA EMNAEKE S MMNIERSARKEE. AXFRER, FEALELAS
E=iba s
EAMRIARSRERER , FEELZ 2T EFEIEI .

REMEE

November 7, 2019

LEMLETIZ

RREEBNIIERS (FAS)

7z StoreFront ZFE@EEHEA FAS f4

[iRNEEh

£/ FAS BIBEHI QAT LUAITIATIRIE: (a) BERMEMIER, (b) EFIERMANM, (c) 8% FAS EREH
IEBIMA N

Fo& A P R

> w N =

o

LREKSFHIIERS

HFRLERE, Citrix BIUEBKEBHIIERS (FAS) REEETARSHE L, HENRS BN ZHS5IHEH R IEBM
ENAEMBIRIP, @A ISO 2R BMETHRRER LS S HIIERSIZHERE FAS,

XL LT A

o BXESMNIIERS

« PowerShell €35t cmdlet, @Nzf2EcE FAS

o FAS E1IEHIA

« FAS A5m1ER (CitrixFederatedAuthenticationService.admx/adml)
o ATERIEBMANME B AIEPER

o MHREITHEMEHGEE
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1£ StoreFront N AE/EFE A FAS &4

E7£ StoreFront [E LB F FAS &5, EEREERKFETUT PowerShell cmdlet, sIREEE—MUALM
StoreFront, HEMNMRNABEEERAENZIR, WTAHHNEBRXERTESBRARE,

Get-Module ”Citrix.StoreFront.*” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName ”FASClaimsFactory”

Set-STFStorelLaunchOptions -StoreService $store -VdalLogonDataProvider ”
FASLogonDataProvider”

B 1HE FAS, EERUT PowerShell fiizs:

Get-Module ”Citrix.StoreFront.*” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName ”standardClaimsFactory”

Set-STFStorelLaunchOptions -StoreService $store -VdalLogonDataProvider ””

ficE Delivery Controller

B{EMH FAS, 1B & Citrix Virtual Apps =X Citrix Virtual Desktops Delivery Controller LUEE A 5 HIEERN
StoreFront fR$32%: in1T Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true PowerShell
cmdlet,

Ao & A 5508

HEREFAS 7, HAERAREDIRMHIVARRIERIETAREER FAS RS2RH5TE DNS it
BE:
HIRIERZIEM StoreFront IR BFHREIZHEA Virtual Delivery Agent (VDA) EE48RIAI DNS #thiitic &,
BIEET AR RN ANRSEBE MRS

HEEER, UTRAERAIEERNMREUNBTHREEN; B2, XHAF2LFEN. RE StoreFront fRS325.
VDA LUK IETEIETT FAS EIRIzHI G rITENEEZIMERME DNS sthit51%, FAS BIEJEE T, HEE, ARBWR
ZAF—TAN—TR5S. MRERZS TR, WR|SHLHTE,
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TE1. ELET FASHRS S L, ;3 C\Program Files\Citrix\Federated Authentication Ser-

vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx # CitrixBase.admx X% en-US
X,

PolicyDefinitions - | = [

i(-) -+ 1 | . < Program Files » Citrix » Federated Authentication Service » PolicyDefinitions W Ol | Search PolicyDefinitions »p |
S
~ - .
47 Favorites MName Date modified Type Size
B Desktop _ J en-US 22/ File folder
4 Downloads - | CitrixBase.admx ADMI File 2KB
1=l Recent places || CitrixFederatedAuthenticationService.admsx ADMI File 4KB
I> 1M This PC
W
3 items =

$IE 2, BRERNBEFZEHIREHES, FBEKREE C:\Windows\PolicyDefinitions #1 en-US Fx¢ s,

$ 18 3. 1517 Microsoft BIBiz4lE (EHLTHIEIT mmc.exe), MEEEFEFRH > HN/HIREESE T, 7
(AR E TR RS 28,

SIETMNARBENRE, EENRK, ARERRINIERR, 3E, b ERGEFNTANFREIEHERENR
BEIT R, HammiziTHEX Citrix 84 (VDAs. StoreFront fg$528. BETR) MFEITENIR KR,

= Consolel - [Console Root] == &
E File Action View Favorites Window Help - (|| %
= j = H lﬂ Select Group Policy Object 2
=] Console Root [N :
| Console | ame W to the Policy Wi P Actions |
Console Root =
Add — N
- More Actions 4
‘fou can select snap-ns for this console: from those avalal
extensible snap-ng, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Mvallsble snap-ns: aron & bcal computer.
Sl:|ap-n Ve Use the Browse button to select a Group Policy Object.
s Device Manager M
F prce M
=1 Disk Management M r
;1_"-. NS I Group Policy Object:
S Enterprise PRI Mir = | |
{a|Event viewer i —
| Folder M ([ A = - &
2 Group Policy Management (= Browse for a Group Policy Object l_-
& Group Policy Management Editor  Mier [ T
=/ Group Palicy Object Editor Mir [ Alow]| | DomaineOUs |Stes [A |
i GroupPalicy Starter GPOEdtor M chang = - B
(@ Intamet Informaton Services (II5... M oty ag Lack in: |3‘Tm°’"‘l "| BEE-
'?I]PS““”{“' M‘:I?'mr | M;‘:" hd Domaing, Ols and linked Group Policy Obiects:
Hame Daomsin
Desaiption: ) Domain Cortrallers ciristest et
This snap-n alkvws you to edit Group Policy Objects whid _—J Damain Policy
or stored an a computer.
[ o<

o] o |

$ B 4. SMEIITF Computer Configuration/Policies/Administrative Templates/Citrix Components/Au-
thentication MEX & FHIIEARSS K&,
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i File Action View Favorites Window Help k]

Y IEEEN TR

| Console Root

i

4 =] Default Damain Policy [de.citritest. net] Pnlicy_

4 2 Computer Configuration Federated Authentication Service  Setting - Authentication
- ;. E Federated Authentication Service Mare Acti
4 [ Policies Edit policy settin [£) Storefront FAS Rule ore Actions
[ | Software Settings ey selting. jl on Cortficate :
b [ Windows Settings Description: & In-session e ——
&[] Administrative Templates: Policy de Servers running the Federated More Actions »
2 [ Citrix Compenents Authentication Service integrate your

Citrix enwvironment with your Active

(3 Authentication Directory infrastructure to allow users

: . =
b [ Citrix Components ~ || to leg in with nen-Active Directory
b [] Control Panel credentials (e.g. SAML assertions).
p [ Nebwork
17 Brinters If you enable this pelicy, you should
B Server specify a list of servers running the
Federated Authentication Service
[ Start Menu and Taskbar using their DNS addresses
b [ System [usercredentalservice.comparny.com).
I | Windows Components
[ Al Settings
b | Preferences
4 %, User Configuration
4[] Policies

p L Software Settings
b (7] Windows Settings
4[] Administrative Templates: Policy de
a [ Citrix Components
# [ Citrix Receiver
[] Client Engine - <] m >

[<] [0 [ >||" Extended A Standard [

AR

i@ PolicyDefinitions sx# 3710 CitrixBase.admx/CitrixBase.adml #iR X8, “Bx& BRINIERS” &
BRIZBR/EE GPO e, “BXA S MRS RIKRBEMGRBE “EIRER">Citrix A4”>“SH1IE" X
AT H,

SRS, { A “RAFHRIERS” K, HEFEA. XBAETEEETRE, ARBEE FAS fR5S38H9 DNS i,
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a Federated Authentication Service e

E‘ Federated Authentication Service

() Mot Configured Comment:

®) Enabled
() Disabled i
Supported on: -
e

Cptions: Show Contents \;‘i-

List the installed servers in youl | DNS Addresses

DME Addresses Value

3 fas-1.citrtest net|

| 0K || Cancel |
| E

| oK || e ‘

$ 6. WAFLE FAS WIRS BN LREES (FQDN),

Eid: MREWAZ FQDN, NMFIRMIRF 47T StoreFront fR5588F1 VDA ZjE—%, XEEZBAERNTI
*%B.

SRT. PERERY “ARE ASHEAMRITHARKEEN. B EREEHMBoNITEN (HEGSITHIET
gpupdate [force) LIEEXRES,

REPIEHIH

BIAMERT, VDA RAFEZSREIHRER. NEXE, AJUFERAKRRIRASEPIIPRERS. Xi¥, SEESR
EHEBHREBEAFPH N ANIEREER, UEZAREFER, i, NREFER VDA 2iEH5t Web AR 28817 TLS
B{3383E, NEnEE Internet Explorer (E/3IEH

© 1999-2019 Citrix Systems, Inc. All rights reserved. 10
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E In=session Certificates

Previous Setting Mext Setting

) Not Configured Comment:
® Enabled
) Dissbled

Optians: Help:

P £ S Per- Certificates and private keys securely managed by the Federated

rompicape |Per-process Authentication Service can be made available to programs
Consent timeout (secands): running in users' sessions, |f this policy is disabled, this feature
will be unavailable.

30

If this policy is enabled, the Prompt Scope setting will contrel
how wcers are prompted for consent. There are three options:

- Mo consent required  -- This option disables the security
prempt and private keys are used silesmtly.

- Per-process consent -« Each running program will
individually prempt for consent,

- Per-session consent == Once the user has clicked ok, this wall
apply to all programs in the session

If this policy is enabled, the Consent Timeout will contral how
long (in seconds) the consent lasts, So fer example, if set to 300
seconds the user will see a prompt every five minutes, A value of
zero will prompt the user for every private key opesation,

oK H Cancel | Apply

ERBXE B MRS EIRITH &

FAS BIRIEFIG A FAS —Efn %%, KT “FHiR” RehETR— 1 ER (Citrix K& SR IIERS) o

BREAEEEFER, ER5ISETMRBMBBIEBER. REIEBMRNAGUABIRN FAS ERIZIEB ML HATRIIE,
WA AERRERAEE TAFTREF—LEHE,

©1999-2019 Citrix Systems, Inc. All rights reserved. 1
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority Publish

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

EEIEBIRR

AT BRRESHMRGMERFER, FAS =RHT =1 Citrix IEBERUEEB S EH,

« Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
« Citrix_SmartcardLogon

@7iE Active Directory JFMXLEER, MRIFFRIQTERIEN, BBEPERIATUREE]. BAUBNE
BRI R MBIK P RETTIH TR,

©1999-2019 Citrix Systems, Inc. All rights reserved. 12
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- Deploy Certificate Templates -

Imnportant:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually, For mere information,
consult the online documentation.

| OK | | Cancel |

AITERE FAS R2M XML XX (AA.certificatetemplate ' BR) S EIEREE:
C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates
INRTANREXLERIR M, BFHR ML Active Directory 5,
EFHHREXLERIR, 7JLUERTE PowerShell d<:

S$Stemplate = [System.IO.File]::ReadAl1Bytes(”$Pwd\Citrix_SmartcardLogon.
certificatetemplate”)

$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport(Stemplate)

Scomtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

Swritabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable

Swritabletemplate.Initialize(Scomtemplate)

Swritabletemplate.Commit(1l, S$NULL)

1% E Active Directory iIF RS
23 Citrix IEBERE, BRE—IRHZ Microsoft IEBMENMRS R_H L BTN, ESIAEXMAIBE Active
Directory iEHAR55HI Microsoft 4%,

MRREDFE—BRSVBLERAER, WSEERFMELNMTABENRAEN]. EHALUENEETEBMELNEA
FEHETIHIR,

©1999-2019 Citrix Systems, Inc. All rights reserved. 13
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(AT LAfEMA Microsoft IEBMANAGIEH & & R IEPER.)

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_Registrationfuthority_ManualAuthorization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Demain Administrator.

This step can also be configured manually. For more information,
consult the online documentation.

Certificate Authority:

ca- 1.citrictest.net\citrintest-CA-1-CA

RIS B HWIERSS

Lt BEED FAS B9iEi. BTG Citrix_RegistrationAuthority_ManualAuthorization &R —ME
PBIER, AERELXEIAFT LA ZRIRAEBMENEZ—

©1999-2019 Citrix Systems, Inc. All rights reserved. 14
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& Citrix FAS Administration Console - connected to localhost = = =

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate t

The required templates are d Click "OK" to submit a certificate request for a Registration
Authority certificate to the selected Microsoft Certificate

. Authority.
\/ Set up a certificate

The CA Administrator must sign in to the Microsoft Certificate
Authority console to issue the pending request.

Deploy

Publish

The authorization templates

Click "Publish” to publish they For more information, consult the online documentation.

Authorize this servi Certificate authority Authorize

ca-1.citrixtest.net\citrictest-CA-1-CA

Create an authorization certi

Create a rule Create

A rule defines a smartcard-cl

You have no rules configured.

EREBERE, ZFEREHIE Microsoft SIEBMAHMITH &M EEMIERTIRP, IEBMRIMEERRBTEE
Issue (M%) =t Deny (1E4) B8R, AEARYULEEE FAS, B3R, BAIEREETIRR FAS iHENKF R
EIER,

File Action View Help
= 2 gz H
ﬁ Certification Authority (Local)
4 g citritest-CA-1-CA
| Revoked Certificates
(] Issued Certificates Refresh Export Binary Data...
| Pending Requests :
|71 Failed Requests Help ssue
=] Certificate Templates Deny

Requester Name
CITRIXTEST\FAS-1§

Request C

Binary Request
_____ BEGIM NE...

Request ID

<] n >

Contains actions that can be performed on the item.

ERPERERS, ARERMATIESIERIER, FAS BIRITH S8R RNTHE, XATRFE/LS#
BB El

©1999-2019 Citrix Systems, Inc. All rights reserved. 15
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

J Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtest.net\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

FCERF AN

F PN StoreFront i< RFRMA A FEER VDA R SFEPFERIER. SMMUSIEEREEERIE
FHY StoreFront fR3585. XEEARSSBAILUERINAFSE, UKAERENN VDA itBEHE,

E5ept FAS IRE, B FUEXEIAAN, $E Create (8I2) IERMMLIIME “Rules” (M) #EW+, AEEE
Create rule (BIEMN), MSUWEEXRUFARIES.

©1999-2019 Citrix Systems, Inc. All rights reserved. 16
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“ Citrix FAS Administration Console - connected to localhost I;li-

Initial SE‘tUp Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default Z W Summary
Rule name: Default
Status: oK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.citrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured
Restrictions: Not configured
Cloud rule: No

BSRWEUTER:
Template (1&iR): BTMERFIEBIIEPER, X2 Citrix_SmartcardLogon #1R, sEHBEEHHIEIZS

Certificate Authority GEHMANAG) : MERAFIEBINEBMANM, BIRUABEBMEIME L. FAS ZiF
AN Z MEB AN LU T e H 5 M T 3 T 1,

In-Session Use (£iEF4fEM): Allow in-session use (RiFSiEHER) EHITEIEERE VDA GE2E A UE
BIEH, NYEFERAEHITEMNRIIENEPEEIHRRER A EFIGET, MEREFIGET, NRSEIERA
TERHEMEE, HERPEHTEHEIEEMHEREEIHRRE,

Access control (iAiElizHl) : WBNIERAT AP ERREINHEZSZMIEPBMEE StoreFront iRSZ 28T ENAT
e

HE:

Access control Gpiaizsl) BN TFLEMEXETE, FILHIUEEMINUEE,

©1999-2019 Citrix Systems, Inc. All rights reserved. 17
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Securty

Group or user names:
BSTF—1 (CITRIXTESTWSTF-15)

Permissions for STF-1

Aszsert |dentity

Restrictions (FR#l) : FTLUERAF A FAS 89 VDA i+ B HEFIR UK AT LEE FAS SAEBHAFYIR, VDA
FIRBINA “HItEHN”, ARIIRRIAN SRR 71K, MREIAMETES, JUEKXLEE,

©1999-2019 Citrix Systems, Inc. All rights reserved. 18
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e |

EI'DUD ar user names:

' A Domain Computers (CITRIXTESTDomain Computers)

Permissions for Domain

Computers

Rehving Party

©1999-2019 Citrix Systems, Inc. All rights reserved.
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i Permissions for Users -
Securty

Group or uUser Names:

" 4 Domain Users [CITRIXTEST \Domain Users)

| Add... | | Femove |

Permissions for Domain Users Allow Dery

User 4 thentication ]

| ok || Cancel Apply

Cloud rule (=#M): YFiAziF

BRI

AT LG E ANk 5| B AR AR ERFMAENE, TRENRERRNBEEMNR, XN aERE A B AR
StoreFront fR$328 (BEEMEMTRE UERITERIAN) EH. BINERT, TR FAS B, StoreFront
SIERBINEGE, FTLUEI R AR R SN E#TE N,

ERIEFIEBIER, 1B7E Microsoft iEHMAEMBIES &R EH Citrix_SmartcardLogon ik, BHEHEZ (i
Citrix_SmartcardLogon2), HRIERE#HITIEN. BT RERMS| BIIEBERRIEZMAEF AN,

FREREM

PATRMUARS, HREFAE FAS BRS8BI8E,

« E@EIETT Virtual Apps and Desktops B5e2Em= R REERZFRF4K FAS,
fEF+4% FAS 281, &3 Controller #1 VDA (UK EMizOAEE) ARBIFTERE,
ESWIEFR FAS ZHiXH FAS EEizH &
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o FRRED— FAS RS BIRETH. MRBATEKEFMIIERSH StoreFront RS58 LA A PEMRARS
2%, APREEERABHNLARER.

ZEAREM

FAS EEEMIGIES, AFERARENEAFBEMAIES. Bit, LHEIEHLELT2RERERF FAS iRSS5%5E, H#
PR ELARPR.

FEMRIE

FAS 78 S AHIESRINA AP IEH. Microsoft iEBMANMMRI LUTHIRT B FAS FRSSBEMRAIRIR, LUKRFRS FAS AR
SR NEMAIEBHIAF

Certificate Managerns
Modde | Bt Madue
Enolment Ageris | Auding | Recovery Agerts | Secuty

For more information see {lglgaated Enrollment Agents;
() Da nat restrict enmliment agents
(® Restrict erroldment agerts

Enralment agents:

Citrix S2ZURINE B X LR, LUME FAS Qe BARAFMURIES. 5190, BINFELE FAS @ “E12” s “SRIFNAF7
ARB AP MAIER.
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R RIFIREE

WA E A A NIEB R R, SR AEE RS StoreFront RS BMFIRIES, WEEMAIRN®E FAS SEEBF &
. FtE, ERILIRENISAHEMLIEBHNAR, UkBFPARAEH#HITEHNIERN VDA it8 . XENEEENEFILE
Active Directory SIEBMANITLLINEEN 1M T8

PAsEIRE

5 FAS RS BMFrEEEYE T KO 80 LUAEE &% IR Windows Communication Foundation (WCF)
Kerberos MRiEHE,

EMEEED

FAS #1 VDA 285 A\ Windows E4-AE. IESRUATFENMNEZER, SHEEHIFIE T IERNEH

HE%B.

B R2tEIR

FRETLER, B FAS SRRV FIEBRITATA, HETNERSIKFFHEANTRISHAIAR. FAS IFHERMEENHR
2R (NRENREREFERUARIR) o

7£ FederatedAuthenticationService.exe.config X iR T RZFIMMERE. HEROIZMLEN, BEAX
LigE, ALk, FRARNGER T EMNEEE (Fla0, 4096 (i, = TPM &RP) MEBITERAFIER.

=8 WA

ProviderLegacyCsp LigE R true BY, FAS £/ Microsoft CryptoAPI
(CAPI), &M, FAS 3{ER Microsoft
Cryptography Next Generation API (CNG),

ProviderName EFEAM CAPI 5 CNG RIEEFIZ R,

ProviderType &S 17 Microsoft KeyContainerPermissionAc-
cessEntry.ProviderType Property
PROV_RSA_AES 24, Riza#h 24, BRIEERFERA
CAPI 5 HSM #H HSM 1A S EHE,

KeyProtection EHIFAAN IS IFE. NREHZEE, TAFER
SEENTFEESR (TPM) ZiHTFE,
KeyLength RSA f#ASAMVEIAKE. IFHEEE 1024, 2048 1

4096 (BRiAfE: 2048),
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PowerShell SDK

B FAS BEERH S ERTREISE, B2 PowerShell REIEMH T ES AT, YEBFEAERE S DRI RAMIE
met, Citrix BiXER PowerShell #1178 &,
U T &4 %5 PowerShell cmdlet:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.Vl

£/ Get-Help <cmdlet name> 275 cmdlet #EIfE 8. TRIIMT /L &<, Hep * ®RringE PowerShell iBid
(fFIanFiE. FREX. i&EB. HIBR).

*-FasServer FIHHEMEE LAIFIEFRR FAS RS2,
*-FasAuthorizationCertificate EIB EMMM” I,
*-FasCertificateDefinition 1=HIE FAS BT ERIEBHNS .
*-FasRule EIRTE FAS LEEENAF AN,
*-FasUserCertificate HIHHERE FAS BEHIEH,

ALEEE FAS ARSS 23ttt skimi2 5 PowerShell cmdlet,

A% FAS PowerShell cmdlet 8158, &2 PowerShell cmdlet,

MERETHERER

FAS 35— TIRER T BRI AR ITERER
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(=) Performance

Maonitor =

&) File Action View Window Help

s HE B= B

@ Performance
4 g Monitering Teo|

- ;.a‘::_"‘l'l"';'”“s Avsisble counters
z _% Repmt: eeter Select counters from compliter:
«Local computer > v|| Erowse. ..
Citrix Federated Authentication Service aln

125015 12:50:22

TRIE T BRI ASHIT RSB IEL D WERMTIIE,

B WA

BRI FAS ERERBIEREK,

#% CSR TER—BYEl M IZAYIE B ERIF .

%A OPS B HRITIRA SRR,

JEKATE] ERFAEEIEBATABRRIEKE,

IEBIHER £ FAS REFRNEB .

55989 CSR BOMHLEIERERIBEREE,

’/F /& ML “E5eh CSR #” RfkiEHE FAS rEZMH . W

KRBT “‘BHE HE, TRESBSIERDHENK.

EHEE

UTERFIHT B FAS £EHNEHAERE,
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EEEMN

[E=#3kiR: Citrix.Authentication.FederatedAuthenticationService]

FERXLEEMY, Uz FAS BRSSBNEEET K.

BERS

[S001] ACCESS DENIED: User [{0}] is not a member of Administrators group
[S002] ACCESS DENIED: User [{0}] is not an Administrator of Role [{1}]
[S003] Administrator [{0}] setting Maintenance Mode to [{1}]

[S004] Administrator [{0}] enrolling with CA [{1}] templates [{2} and {3}]
[S005] Administrator [{0}] de-authorizing CA [{1}]

[S006] Administrator [{0}] creating new Certificate Definition [{1}]
[S007] Administrator [{0}] updating Certificate Definition [{1}]

[S008] Administrator [{0}] deleting Certificate Definition [{1}]

[S009] Administrator [{0}] creating new Role [{1}]

[S010] Administrator [{0}] updating Role [{1}]

[SO011] Administrator [{0}] deleting Role [{1}]

[S012] Administrator [{0}] creating certificate [upn: {1} sid: {2} role: {3}][Certificate Definition:
{4}1[Security Context: {5}]

[S013] Administrator [{0}] deleting certificates [upn: {1} role: {2} Certificate Definition: {3} Security
Context: {4}]

[S015] Administrator [{0}] creating certificate request [TPM: {1}]

[S016] Administrator [{0}] importing Authorization certificate [Reference: {1}]

BERS

[S401] Performing configuration upgrade - [From version {0}][to version {1}]

[S402] ERROR: The Citrix Federated Authentication Service must be run as Network Service
[currently running as: {0}]

[S404] Forcefully erasing the Citrix Federated Authentication Service database
[S405] An error occured while migrating data from the registry to the database: [{0}]

[S406] Migration of data from registry to database is complete (note: user certificates are not
migrated)

© 1999-2019 Citrix Systems, Inc. All rights reserved. 25



BXE B MRS

AER

[S407] Registry-based data was not migrated to a database since a database already existed
[S408] Cannot downgrade the configuration - [From version {0}][to version {1}]

[S409] ThreadPool MinThreads adjusted from [workers: {0} completion: {1}] to: [workers: {2}
completion: {3}]

[S410] Failed to adjust ThreadPool MinThreads from [workers: {0} completion: {1}] to: [workers:
{2} completion: {3}]

Creating identity assertions [Federated Authentication Service]
EiniTHAE), YEERSRERAFERY, BT FAS RS2 D FXEEH,

AERS

[S101] Server [{0}] is not authorized to assert identities in role [{1}]

[S102] Server [{0}] failed to assert UPN [{1}] (Exception: {2}{3})

[S103] Server [{0}] requested UPN [{1}] SID {2}, but lookup returned SID {3}

[S104] Server [{0}] failed to assert UPN [{1}] (UPN not allowed by role [{2}])

[S105] Server [{0}] issued identity assertion [upn: {1}, role {2}, Security Context: [{3}]]
[S120] Issuing certificate to [upn: {0} role: {1} Security Context: [{2}]]

[S121] Certificate issued to [upn: {0} role: {1}] by [certifcate authority: {2}]

[S122] Warning: Server is overloaded [upn: {0} role: {1}][Requests per minute {2}].
[S123] Failed to issue a certificate for [upn: {0} role: {1}] [exception: {2}]

[S124] Failed to issue a certificate for [upn: {0} role: {1}] at [certifcate authority: {2}] [exception: {3}]

Acting as a relying party [Federated Authentication Service]
VDA BRFR B R, XLEEMHRESITRZRE FAS RSH L.

BERS

[S201] Relying party [{0}] does not have access to a password.
[S202] Relying party [{0}] does not have access to a certificate.

[S203] Relying party [{0}] does not have access to the Logon CSP
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AER

[S204] Relying party [{0}] accessing the Logon CSP for [upn: {1}] in role: [{2}] [Operation: {3}] as
authorized by [{4}]

[S205] Calling account [{0}] is not a relying party in role [{1}]
[S206] Calling account [{0}] is not a relying party

[S208] Private Key operation failed [Operation: {0}][upn: {1} role: {2} certificateDefinition {3}][Error
{4} {5}].

In-session certificate server [Federated Authentication Service]
YA ERARIERIEPER, 27 FAS [RS8 LIZFHXEEH,

AERS

[S301] Access Denied: User [{0}] does not have access to a Virtual Smart Card
[S302] User [{0}] requested unknown Virtual Smart Card [thumbprint: {1}]
[S303] Access Denied: User [{0}] does not match Virtual Smart Card [upn: {1}]

[S304] User [{0}] running program [{1}] on computer [{2}] using Virtual Smart Card [upn: {3} role:
{4} thumbprint: {5}] for private key operation [{6}]

[S305] Private Key operation failed [Operation: {0}][upn: {1} role: {2} containerName {3}][Error {4}
{5}].

FAS assertion plugin [Federated Authentication Service]

BERS

[S500] No FAS assertion plugin is configured
[S501] The configured FAS assertion plugin could not be loaded [exception:{0}]
[S502] FAS assertion plugin loaded [pluginld={0}] [assembly={1}] [location={2}]

[S503] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but the plugin [{2}] does
not support it)

[S504] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but there is no
configured FAS plugin)
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A&

[S505] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] rejected the logon evidence with
status [{3}] and message [{4}])

[S506] The plugin [{0}] accepted logon evidence from server [{1}] for UPN [{2}] with message [{3}]
[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}])

[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}])

[S508] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but the plugin [{2}]
does not support it)

[S509] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but there is no
configured FAS plugin)

[S510] Server [{0}] failed to assert UPN [{1}] (the access disposition was deemed invalid by plugin
[{2}]

Log on [VDA]

[E4kiE: Citrix.Authentication.ldentityAssertion]

EERMESTE VDA LIERXEEH,

BEMR

[S101] Identity Assertion Logon failed. Unrecognised Federated Authentication Service [id: {0}]
[S102] Identity Assertion Logon failed. Could not lookup SID for {0} [Exception: {1}{2}]
[S103] Identity Assertion Logon failed. User {0} has SID {1}, expected SID {2}

[S104] Identity Assertion Logon failed. Failed to connect to Federated Authentication Service: {0}
[Error: {1} {2}]

[S105] Identity Assertion Logon. Logging in [Username: {0}][Domain: {1}]
[S106] Identity Assertion Logon. Logging in [Certificate: {0}]

[S107] Identity Assertion Logon failed. [Exception: {0}{1}]

[S108] Identity Assertion Subsystem. ACCESS_DENIED [Caller: {0}]

In-session certificates [VDA]

HAPZEEASERIERN, =7 VDA LiERXEEM
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AER

[S201] Virtual smart card access authorized by [{0}] for [PID: {1} Program Name: {2}][Certificate
thumbprint: {3}]
[S203] Virtual Smart Card Subsystem. Access Denied [caller: {0}, session {1}]

[S204] Virtual Smart Card Subsystem. Smart card support disabled

Certificate request and generation codes [Federated Authentication Service]

[E#4kE: Citrix.Fas.PkiCore]

Y FAS BRSZSBITEERFININETRIER, RIERXLERERNEMNF.

AERS

[SO01] TrustArea::TrustArea: Installed certificate [TrustArea: {0}] [Certificate
{1H[TrustAreaJoinParameters{2}

[S014] Pkcs10Request::Create: Created PKCS10 request [Distinguished Name {0}]

[S016] PrivateKey::Create [Identifier {0}][MachineWide: {1}][Provider: {2}][ProviderType:
{3}[EllipticCurve: {4}][KeyLength: {5}][isExportable: {6}]

[SO17] PrivateKey::Delete [CspName: {0}, Identifier {1}]

HEMRB
[S104] MicrosoftCertificateAuthority::GetCredentials: Authorized to use {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest Error submit response [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest Issued certificate [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Waiting for approval
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

BXES

o HERRENESLET B FAS BE,
o BRIEEFRNABT “BIEHE XE,
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HMERRLEN

November 7, 2019

VI

B & BPIIERRS (FAS) 2—1 Citrix 4AfF, 5 Active Directory iE Bk MtEER, RiFAFE Citrix IFEHTE
ERITEMNRIE. AXENABTHEESTENSENZHENIITRREM,

BAE, FAS ERPEMIRIERAEESEIRARS StoreFront iR 83, StoreFront AE—HLEM S R HIEER,
XUEETTIRIEFE Web S ARWE, SRS EMET StoreFront SDK iE =7 IS HE4#TY B. E&igiHETRE,
A Web b= b3t A P TR BTN B S RIE R AR EER T A FEH Citrix Virtual Apps g Citrix Virtual
Desktops Zi&,

EXHENET RREBERRENTHE REFEAFHI.

o NERERE

« Citrix Gateway &

« ADFS SAML

» B2B tk Bt

« Windows 10 Azure AD EXiZ

R TIEMAEX FAS XENHEE. WTFBARREN, HALUELENLE —XBIFRE FAS HM2ENEEREER.

THRRE

FAS EFR#ER, #EIBHRFRE StoreFront S4381ER Active Directory AP Bahii A S 8ERFIEH, X TAFH
K89 API, LUEEIERREBTECYIEE R+,

LA FEE Citrix Virtual Apps =k Citrix Virtual Desktops Virtual Delivery Agent (VDA) BY, SEF¥HiI0ZIT
B, #B Windows BaBEERMAIRES ERFHRIE,

AERERE

FAS TP ERZMHEHIRIEAT (81 Kerberos 8RB R) Tattuf StoreFront #1THHIIE, HERTIEE
d5E2 FHIIER Citrix HDX &1,

XATERRTNANAF ZRBREEE PIN BERER ‘EBREZBEER 188 (W Single Sign-On Service) B
BERTHIT Windows B3383E, XAIBTFEX Citrix Virtual Apps FHARZA IR HH “Kerberos YRZEIR” EF

Thigs
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BXE B MRS

Fis AP #ERIE B ENRIER IR RPEMLEN (PKI) IS, METCHRSERSERERIFRIEE, XERES
TRIBINESHEIEER, BMERMERFINTREREFREERRERSENRETIB B ML,
LEERERIEIN T — A TFIETT FAS RS 28, ZRSBERTARBAMAERFREIEBHNEN. XEEBZETE
Citrix HDX FIRHF R FERAFRIE, MAREEREERER 1%
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AUTH.LOCAL domain

............... > i Certificate

A
1
1

Associated with

| e |

-{ Certificate Authority

Windows Server

@ FAS User

-‘ Certificate +eessaresens]
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

Federated Authenti-
cation Server

Windows Server

= FAS
= ;"‘ Authorization  ...]

— Certificate

| FASUser g
3_'5 Certificates

Hardware Security
Module (Optional)

Hardware Appliance

g”‘ Users

Private Keys

s

M Authorization
Private Key

Login with

Domain Controller

Windows Server

UPN
walter@auth.local

VDA

Windows Server & Desktop
Operating Systems

'~ FASUser
_', Certificate

."L
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MBRUEUTFEEEEZF RN AEE Citrix Virtual Apps = Citrix Virtual Desktops &, CTX206156 33117
T ¥R,

EREHEP, iI2BERFHEREIMNEN Microsoft IERMENMET A, FHEERINIEHI2E 5 B igizHl 281
Ho (EZiH CTX206156 HRY “MRIHIZHEIES” B85 .)

BXER:

o« BPATEFHIERHRSIER (HSM) SINBMNZEEN T AR (TPM) f. BXFMER, BSRLFRF—
LEMEE—XNRTINALEMEE FAS,

Citrix Gateway ZE

Citrix Gateway HES NI BELM, BIEINT S StoreFront EExdry Citrix Gateway, MG ESHBRIESRBEN
%) Citrix Gateway &~ &, Citrix Gateway GiFZ N EXNSHIIEFITIOET, XLEED 0] A TFHRELTSMITIER
AT Web i,

LeEPE A TS fe g xd Citrix Gateway #TEMRIEEERAFA KIENZRIZREA PIN BB, b, ERFER
&% Citrix Gateway SHEIERA, FBHFE AD ZBHEEEE.
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AUTH.LOCAL domain

Citrix Gateway

VPX

Root CA

Export

f (Certificate

Gateway Server

Issue

Issue

Certificate Authority

Windows Server

&

FAS User
Certificate

‘ Template

&

FAS Authorization

Certificate
' Template

StoreFront

Windows Server

TLS Server

f Centificate

Federated Authenti-
cation Server

' Certificate

BRAEUTFEEEEZERMANEE Citrix Virtual Apps = Citrix Virtual Desktops 5, CTX206156 3F1thi#1T

TR,

EREHEP, iI2BERFHREESIMNEN Microsoft IERMENMAT A, HEERiNizHI2s 5 B igiz 28

Associated with

oy - ?‘ Private Keys

Windows Server

FAS
Authorization

Issue

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

Certificate

FAS User

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

o users

Authorization
Private Key

- o

Login with

Bo (B2 CTX206156 HHY “PRIHIEHIZRIES” 2890

% Citrix Gateway EEBE N F S MRIER ST, EHR Citrix Gateway 5 StoreFront Z [alfFrE EEER @D TLS #
R, BiFAMsS, ESHEEE URL EMEE Ris@ Citrix Gateway BR$ 28, FEAXARFLLEBEHH Citrix

Gateway RSS2 #H1TH AT,

T EAsUser

L R Cerificate

A

©1999-2019 Citrix Systems, Inc. All rights reserved.


http://support.citrix.com/article/ctx206156

KA B HEIERS

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

¥ General Settings ‘ Wersion: [mn {Build 69.4) or later - i

+ Secure Ticket Authority

VServer IP address:

. | VI0.0: SNIP or MIP, w10 1:VIP |
Authentication Settings [aptional) |

Summary ‘ Logon type: @ [Domain - |

amart card fallback: MNone -

Callback URL:

itiona) | hitpss//NetSealerGatewayFQON | /CitriAuthService/AuthService.asmx

A& When no Callback URL is specified, Smart Access is not available,

rm| -

BXES:

« BEE Citrix Gateway, &Si# WA E NetScaler Gateway 10.5 L5 StoreFront 3.6 # Citrix Virtual
Desktops 7.6 ER& M.
o ZEFEEENBTINAIREMEE FAS,

ADFS SAML ZE

*3 Citrix Gateway BIIERARAYFS Microsoft ADFS #8855k, X#¥ATAE SAML S31E#2RF (IdP), SAML
MER— MBI EBRESN XML R, HENAREIITENRFNET(E IdP k. X&RT FAS RSBAITEAFRNS
RIIEZIRE Microsoft ADFS iR$588 (SEMAETSIRGI SAML #9 1dP),

©1999-2019 Citrix Systems, Inc. All rights reserved. 35


http://support.citrix.com/content/dam/supportWS/kA260000000TWYbCAO/NSG_10.5_for_SF_2.6_and_XD_7.6.pdf
http://support.citrix.com/content/dam/supportWS/kA260000000TWYbCAO/NSG_10.5_for_SF_2.6_and_XD_7.6.pdf
/zh-cn/federated-authentication-service/install-configure.html

K& B MIIERS

AUTH.LOCAL domain

r—

Citrix Gatewa . .
v Certificate Authority
VPX ]
Hndows seret | Micosot |
Root CA ) i 8 FAS User
§ cenificate g Cenicate Domain Controller
Gateway Server Issue Template
' Certificate @ FAS Authorization Wind s
Certificate Indows server
ADFS Signature i Template
f Cenificate uPN

walter@auth.local
SAML SP (RP) Alternative UPN

walter@adfs.ext

StoreFront

Windows Server

TLS Server
§ Certificate

Federated Authenti-

cation Server

Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop

Issue Operating Systems

—
r--F-- =ﬂ Authorization
‘L=t Certificate

1
: do. FASUser s FAS User
1 :- | Certificates L @ Certficate
4
Web Access Proxy ADFS Server : | .. E
1 e Login with i
: e
. N £
Windows Server Windows Server :'§ |
! .
1%, | Hardware Security
18 .
15 Server 13, | Module (Optional)
' Certificate L
> : : Hardware Appliance
f) Signature : 1
' Certificate ‘ : G" Users
| = =-- g Private Keys
r) Encryption 1
Certificate 1
' (not used) '_ . M Authorization
Private Key

ADFS Proxy SAML IdP

ADFS BEATREMIIEMFMNEHLLET Internet 2B RIATZRR,; Fli, BEATF Office 365 &M,
BXER:

+ ADFS BIZ2—XM AT IFAER.
o REMEE—XMAT INHREMEE FAS.
o A& Citrix Gateway HZEEANE T EEETRFTL
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B2B 1k iRt

MRBERRABDFLEEANANITENRSE, BERARAGE—TABEEXEMN Active Directory BX& S5 38IEAR
%5 (ADFS) fR5 88, XK AF—RQFMNAF BEHITHHRIEUERS —K AT Active Directory (AD) i,
R, SMEPHEERECHARERER; ADFS 2B EMSEIRTATN AD IFEHRM “EFikA",

ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

Certificate Authority

Windows Server

Windows Server m
UPN
a walter@adfs.ext @ FAS User

1 Certificate Domain Controller
Template

@ FAS Authorization
Centificate
" Template

walter@auth.local

- Certificate Authority Alternative UPN

walter @adfs.ext

Windows Server

StoreFront

Windows Server

Windows Server

Citrix Gateway f Certificate
ADFS Server
VPX
Root CA Export R
 cotioe Federated Authenti-
i [lssue LS S i
Loy 1 (Pm;ﬂa’g Gateway Server Jssue cation Server Citrix
' R Centificate Virtual Delivery
Windows Server A
o ‘) Signature Export ADFS Signature gent
E] Certificate Certificate i
< ] t P FAS Windows Server & Desktop
g re=b=.B8 Ahorisation Issue Operating Systems
iy 'j Encryption SAMLSP (RP) SR cenificate
& 1 Certificate . Jsse = sy
(notused) - [E rasuser | = User
- @ Certificates I @ Cenificate
3 4
SAML IdP

- Loginwith L

|
|
I r
I
I
[
[
Ig1
H
itrix 1 -
|.§, Hardware Security
I .
. 21
Client : LT Module (Optional)
1
: I Hardware Appliance
Windows / MacOS / Linux ] :
1
i &% Users
| ===- M Private Keys
Export Root CA Certificate | a*
l (from ADFS.EXT CA) 1
! Authorization
Root CA Certificate =TT r- QA Private Key

§ (fromAUTH.LOCALCA)

Export

BXER:

o REMEE—XNAT INFREFMEE FAS.
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Windows 10 Azure AD Btz

Windows 10 #5| A7 “Azure AD BX#” B9 &, HMX5E 40 Windows HIIAEM, BEE &3t @
Internet” M9iH 2, LLINEERRIEATEERXITENMTFIRER. 554548 Windows HINAMER, Azure AD £ 4
AT Web i SMZERER 2 B RIERMINEE, XLEAREE “IRF) Internet”, Ft, FMEMEET Internet 19
UBHITIE, MIFMXMDAERIEMHEIT I,

Azure ’\
__! Azure AD

Synchronization

N &
- AD
Citrix Yirtual Desktop
Ci ;I::1=':': - :
)
ClUUd v Armmrt
= ritit

/i

HEBER KR LRE “DAEHNRERF” HS8RG. EHERITENTSET Internet EASHMAY Azure AD I8
FATEMA B DI,

EER, HIEDMEMSWEBERMET IP MUtNEEMNBIET: it TERMER. Azure REMSRHEER,
Azure AD Connect Rl 8834 B ahiEEE] Azure AD., RETFHEA, THIERAEER Azure VM,

BXER:
o REMEEE—XMATINHREMEE FAS.
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o Azure AD &£ —XNABTIFHAREE

ADFS £E

November 7, 2019

M1

X AE T WfaE Citrix 37385 Microsoft ADFS 485

WL AREER ADFS BEAPNEZEEHRTERIHIIEN Web iR L5, FId0, ABAIAEERMAR TRHEIN
MRS THNSR; FEFERRE Windows ERERRIPXLEMNE,

BX& BPIIERRSS (FAS) iE s i Citrix Gateway # Citrix StoreFront 5 ADFS B RASKABEN, ER T AIRESY
NERTIEMRBIE.

thEpE LRk Citrix Gateway £/ Microsoft ADFS B{E#i 7.
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Citrix Gateway

VPX

Root CA

Export

AUTH.LOCAL domain

f Cenificate

Gateway Server

Issue

' Certificate

ADFS Signature
f Cenificate

Web Access Proxy

ADFS Server

Windows Server

Windows Server

TLS Server
Certificate

ADFS Proxy

SAML #&

Signature

f
&)

' Certificate
&

f

Encryption
Certificate
(not used)

Associated with

do e FASUser 4
)| Certificates

- - g Private Keys

Certificate Authority

Windows Server

@ FAS User

' Certificate
Template

@ FAS Authorization

Certificate
i Template

StoreFront

Windows Server

..... > TLS Server
§ Certificate

Federated Authenti-
cation Server

Windows Server

== FAS
. Lf—‘ﬂ Authorization
=t Certificate

Hardware Security
Module (Optional)

Hardware Appliance

a" Users

L M Authorization
Private Key

Domain Controller

Windows Server

uPN
walter@auth.local
Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

FAS User
L Certficate

k]

RLFBIFSIES (SAML) B—MEEM “EERFERNE” 1 Web WEBRERRYS. EBGEUTEM

©1999-2019 Citrix Systems, Inc. All rights reserved.

40



K& B MIIERS

ZE A URL [Single Sign-On Service URL]
Citrix Gateway X LB R BEE#HITH MW, SERAFK Web %1887 ADFS BRS523 Ext SAML &R Web I
E#ITHTTP POST, XBER https:// #ulk, #&=XA: https://adfs.mycompany.com/adfs/ s,

Itk Web 51 POST @& HES, B1E ADFS EERERNEEFREAFH “REHLE,

FRIRFT [k & B #R/ 1K ID]

&K ID 235 Citrix Gateway 7£m ADFS &Rixf9 POST #UEHE MM —1RiRRT, XEi@x ADFS AR EERAER
BIARSS, Fi@X1 ADFS IRIERENAFRMSHIIEREE, MREMEL, SAML SHEIE XML BERFEREIE
1A ID #RIRAYARSS

—MRER T, & ID 218 Citrix Gateway FRS83FRIEM URL, EEERILUSEAAZR, FitgR Citrix Gateway
5 ADFS iEp#IR: https://ns.mycompany.com/application/logonpage,

REHAE [£E URL]

NRSMBIIERT, ADFS E35=AFH Web 3155284 SAML 5{2363E XML POST [E95214 ID BEBEMZESE URL 2~
—, XIBFEZRIA Citrix Gateway RS2 LM https: // #isk, XA https://ns.mycompany.com/cgi
/samlauth,

MRECET Z1EE URL ok, Citrix Gateway AILATER ADFS &ixmIREE POST i —1 URL,

F2IEH [IDP IEH]

ADFS fERFASHIBIE 28534 SAML S13383E XML blob #17%%, BRIFLEHE, #Ak Citrix Gateway B E 79 f#
BIEBXHHESHARNEXEER, IEBXHFBERM ADFS BRS R — XA M.

255 URL [257F5H URL]
ADFS #0 Citrix Gateway %#%F “h R H#” 4. Citrix Gateway @Rtk URL L& SAML 54 583E XML
blob 2FNM&RFHAIEHRI=IE,

XE—IANAEE, FHRERE, XBEE https: // #illk, 87 https://adfs.mycompany.com/adfs
/logout. (EZFE, Ltiittal58 a5 R URL HE.)

icE

Citrix Gateway FBEZHHNB T WNAIRE Citrix Gateway LU ERE LDAP 4 RIEBET, RIIFTEMRIZERS, AT
7£ Citrix Gateway E8IB—& A iFi#H1T SAML SHIIENFH S HIIESREE, LEREELUF AR Citrix Gateway [
SERMERIA LDAP %8,
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MetScaler » MetScaler Gateway » Policies » Authentication > SAML > Policles

0 @ H

Search ~

Request Server

Policies Servers
Add | | Primary VPN Global Bindings
Name Expression
StoreFrontSANL M5 _TRUE AzureAd
157c SAML 8%

BILUGEFA Z AT ADFS BIBITH| S RENAE BEEEH SAML |dP BRS338. [z LLSREERY,
EmE ADFS #178%, HRIHKES ADFS EEH SAML S{HIIESHE,

Citrix Gateway B E

Create Authentication SAML Server 5

Create Authentication SAML Server

.

Mame*
Azurend

55
Authentication Type
SAML
IDP Certificate Name* 253
AzureADSAML v +
Redect URL" Exact

29f-4c20-9826-14d5e484c62e//5aml2
| Single Logout URL

| 291-4c20-9826-14d5e484062e/saml2

nternetProlocn

ntermetProtocolPassword
User Field
userprincipalnarme

. TP X p——
Signing Certificate Name

v|
Issuer Name

hittpssy//ns.citri :-csa'mlﬁemu net/Citrog*

Reject Unsigned Assertion®

ON |
SAML Binding™

POST vj-
Default Authentication Group
Skew Time{mins)

5
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BXES

o REMECER FAS REMEENETESET RN,
o HEARAREN—XEET B FAS #E,
o BRIEE—XHNET “BIFEHE X&E,

Azure AD &£}

November 7, 2019

ek

bR

AN BIE Citrix 37185 Windows 10 Azure AD IhaetE&ER. Windows 10 15|\ T Azure AD, X2—1

FEVEIIAER, A LEIAERPIET Internet K@ @B EAMA RS, UEHTERMBERER.

AEXHEHRTRARERERT — M EBUTRRNES: IT ARRFARRHEEA Windows 10 EEX BT

BEFER A EMAE, APETREERFPORS > XTF > 1A Azure AD ZEBUA RIS,
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(= Settings - (m] =
@ SYSTEM Find a setting e
Display

PC
Motifications & actions BC name vda-win10
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jgin Azure AD
Storage " .
Edition Windows 10 Enterprise
Offline maps Product ID 00329-00000-00003-AA066
Processor Intel{R) Xeon(R) CPU E5-1650 0 @ 3.20GHz
Default apps 3.9 GHz
Installed RAM 2.00 GB
Abaut . )
System type 64-bit operating system, x64-based processor
Penand touch Mo pen or touch input is available for this
display
Channe nroeiet e s pimarads weair sdAitinn o Windoses

MBS ITENE, Microsoft Edge Web x51283§:@id Azure SaaS AEF Web A B:EREIQEIM Web
whe 0 Citrix WE RN AR, UKkEM Azure A2 (70 Office 365),

©1999-2019 Citrix Systems, Inc. All rights reserved. 44



K& B MIIERS

B Access Panel Applicatior %+ — d x
6 B O ‘ ﬁ account.activedirectory.windowsazure.com,a) ‘ﬂ( | = @ ﬁ
Microsoft Azure george@

applications  profile

AzureStoreFront -

82016 Microsoft  Legal | Privacy

KRR

IERERTLEH Azure PFHERARATIMNG, NMSRIFNEHEAR (30 Azure AD #1 Office 365) &R, /K
BP#EIARETEAR, BEMUTHAZE Intranet LIS,

LS ZER W FAEIERAME R MARSZN AT, EH Azure AD Connect FEIF ARSI LUEE Internet #H4E%] Azure,
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Azure ’\
“E Azure AD

Synchronization

% &
) AD
Citrix Yirtual Desktop
® ;I::':=':': 2
a
Cloud “ Aot
ntity

ZEEZENESEF (BHLBESEHAENBIEMA Kerberos/NTLM S4303E) EIlbAREMFRERAS
Azure 1 SAML Zjalfy TLS iE#. MERSMWERMAEI Azure AD B9 Azure R BTERF. A LUER Azure =IREH
IAAS Zp53 AR Active Directory BR$328 VM iz1TEE Active Directory I AR (190 SQL Server #k
IEN

B BEEANBIEFN, &/ Citrix Virtual Apps and Desktops &R BIZFE# 1T, TRIZEEAIR BIE
FE{ER Microsoft Edge K% S & RIhaE@E I A # Azure N AEFTTEHITERE, Microsoft iR iR {EEEMBREFE
& Azure MEB2FHY Android #1i0S B2,

2z DNS X1

Azure AD EXREIER S MR DNS ik, HiE6gRERNERXE, Altt, SRR LER Azure DNS BIX3E

Thiko

©1999-2019 Citrix Systems, Inc. All rights reserved. 46



K& B MIIERS

R EIMER DNS XIig& R citrixsamldemo.net,

Essentials 20 )

Fesource group Mame senver 1

citrixsamldema nst-0l.azure-dns.com,

Subscription name Mame server 2

Visual Studio Professional with MSDRN ns2-01.azure-dns.net.

Subscription D Marme serser 3

dfz2436f-d4fe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALLE

ngl-01,azure-dns.cam,
ns2-01.azure-dns net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ M3 172800

Ermail; azuredns-hostmaster,microsaft,,..
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .

111}
FH A2 Azure DNS BMARZ 8B B M. XEZMNEXIEITMA DNS M58 NS £EH5IH (Fla
citrixsamldemo.net. NS nl-01l.azure-dns.com)

A3t Azure 1789 VM 95| AR, REIBEHNAZEN VM ERER Azure 3TER DNS ig&#9 CNAME #55t. @0
RVM B IP it R T, FEEFohEH DNS XigX .

IHEFE RN ERFISMNER DNS ik FiBERIFE—3, 184 citrixsamldemo.net, {E/AFS DNS (FEREF#H 10.0.05),
FIN—518 Web RZBZERIBIRS8BH “fs.citrixsamldemo.net” £H, XESHKIBMNES BHRIERS.
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BIETARSS

THIERE T — Citrix 3715, HPSE—1 ADFS RS 28:7E Azure iE1TH AD iR, 8IET —1=lRS, 88X

“citrixsamldemo”,

URL

@ WEE APP ; QUICK CREATE ]
atrixsamidema

app.net
VIRTUAL MACHINE i-"‘i CUSTOM CREATE «cloudapp.net
REGION OR AFFINITY GROUP

E MOBILE SERVICE West Europe

} | @ | CLOUD SERVICE

ﬁ EEI BATCH SERVICE
=l

CREATE CLOUD SERVICE v

i Windows E#i47

IR A MESIRS FiETTH Windows VM:

o #4188 (domaincontrol)

« Azure Connect ADFS fR<328 (adfs)

ADFS Web ifiaftIE (Web RZBRERAE, KRIMAE)

Citrix Virtual Apps and Desktops Delivery Controller

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)
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Create virtual machine » Basics

Create virtual machine

Resgurce groups

B AN resnirces
All resource:
. S * Name

‘[ Basics 5
Recent Configure basic settings

* User name
App Services

™

Virtual machines (classic) * Passwiord

B virtual machines

'% Subscription
SQL databases I e Visual Studio Professional with MSDM
& Cloud services (classic) * Resource group
A citrixsarmkdama ~
W security Center T Window Dat
Location
? Subscriptions Waest Europa hd

Browse »

2R

o 7xi0 DNS AR5 2370 Active Directory 15BR 55 f & LL8I B — M Active Directory & (LRI A
citrixsamldemo.net), EiEF5EME, &7 Active Directory IEBIRES &,

s BIE— N EEAPKFA AT (fli0, George@citrixsamldemo.net).

o BT IARS 2RI DNS, Rk, FrERRS28E8M 5 | A tLAR S 288 LUE# 1T DNS fi##f, LLiRIERTiET Azure
DNS &ETESEH. (BXIFMES, BSRAHEFH “HR")

ADFS #=#2850 Web R Ai2F{I2ARSS 28

o 3% ADFS BR3 2NN ZF citrixsamldemo domain &1, Web MEBEFRIERS SN AR EEEIRIIAN T (E4E
, ALk, &7 AD DNS shFzhEar DNS bk,
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o TEXLERRSSS8 Fin1T Enable-PSRemoting -Force cmdlet, LLsiF PS @3 A3EM AzureAD Connect
THRinfEEE,

Citrix Virtual Desktops Delivery Controller #1 VDA

« JEEMAE citrixsamldemo ME R Windows Server E%# Citrix Virtual Apps = Citrix Virtual
Desktops Delivery Controller 1 VDA,

ECEMAR DNS

REFITHIZRE, 155 DNS IR 2BECE HRE citrixsamldemo.net WASIEE, FHAIEEAIMB DNS RS2E (6
91 8.8.8.8) M9k,

2, DNS Manager =0 X
File Action View Help

e R B6E Hm § 86

i DNS Mame Type Data Timesta
4 F DOMAINCONTROL A _msdics
4 [ ] Forward Lookup Zones | sitec
I 2] _msdes. net '_:tcp
v Gl | _udp
B [ Reverse Lookup Zones _ DomainDnsFones
b Trust Points | ForestDnsZones
B .._: Conditional Forwarders ] (same as parent folder) Start ef Authority (904) [24], demaincantral. ctatie
b [ Glabal Logs El (same as parent folder) Marme Server (NS) demaincontrol. static
] (same as parent folder) Hest (&) 1000072 135201
£ adfs Host (4) 10.0.0.13 5/13/201
r domaincontrol Huost (A) 000,012 static
His Host (4) 10.0.0.13 static
Elwap Host (4) 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
< n ¥

AT EIMBESIER:

« wap.citrixsamldemo.net [Web RZBZFARIE VM ERIMNE]
« fs.citrixsamldemo.net [[NEREL & S 1) IEIEARSS Batthht ]
+ enterpriseregistration.citrixsaml.net [5 fs.citrixsamldemo.net 18&E]

Rz3% Azure HiE1THIFRE VM BCEANGEMA L DNS ARS328. AILUBEMZED GUI HiT &1,
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Essentials ~ AN -y DN servers @

Re

e group
e o SUPFORT - TROUBLESHOOTING

* Primary DMS senver
Location ;
West Europe W 2uditlegs > 10.0.0.5
u New support request b Secondary DNS server

Sul nio
df2. d4fa-46ae-be7b-6479cdaeefca
GENERAL
Properties >
A s =¥
i IP addresses >
B DNS servers >
0 Metwork security group >

BUIAER T, W3R IP (10.0.0.9) #utitshas 3 EE. BILAGER IP i BERA S ES P sk, [xd Web R ARRFHIERS
BRI HI B IT LR AE,

FCESMER DNS thit

VM iz{7id#89, Azure REECDHIEAHEAIEHEC4 VM MM IP #iiks) DNS XigiRS 8. XE—WA/EANER
Ihee, BN Azure BUAESE VM BEpEISEC IP sk,

- DomainControl8733 = Configuration

Ecsentials ~ [<a 3. )
Ide SUPPCRT + TROUBLESHOOTING
H Auditlogs >
& Newsupport request >
VD
lafg-a6ae-beTh-647gcdacefca
GENERAL
I gs =
Properties >
Il settings =
& Configuration >
Add tiles
®
RESOURCE MANAGEMENT
Edit & Tags >
& Llocks >
ali Users >
1 Eeporttemplate >

TI% domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com #9 DNS thiit 53 Faza gz 5128,

EER, nERERME, R Web MAEFARIEM Citrix Gateway VM AR IP #iht, (BESEF, 2AH
IP stk B3 F333F 15347 RDP 3518)0)

FER2A

Azure =fEFATLAM Internet BEExT VM 317 TCP/UDP iAia] By ERRIBA ASERN. BINERT, FiE VM EBaiF
#17 RDP i5ia, Citrix Gateway 1 Web A2 LIRSS 8RR o VF/ER O 443 LB TLS,
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Pletwork security group AN N
Netscaler Security rul
SURPORT + TROUBLESHOOTING 1 inbound, 0 outbound SUPPORT + TROUBLESHOOTING
Assodated with
B Auditlogs > 0 subnets, 2 network interfaces W Auditlogs >
& New support request > ssional with MSET & Mew support request >
Subseription D
df22436f-d413-26ae-be7b-6479cdaefca
GEMERAL GENERAL
All settings =
Ut Properties > I Properties >
B P addresses > L Inbound security rules >
B DNSservers > . Dutbound security rules >
@ Network security group > B Network interfaces bl
Subnets >
RESOURCE MANAGEMENT

¢z ADFS IiEH

JETE Microsoft iEBME N LA R Web [RESEBIEHER. XAFIEESRSE (BIFLH) H pk XGEEFEREE
X DNS suatf9iEH, #ARERSTE ADFS #1 Web MBEFREIRS 2SS EREMIEE, PFX XA BER A E R,
MAEFERAUTEREZTN Web IRSESIEH:
o NEA:
- adfs.citrixsamldemo.net [+ & & #F]
o ERESERRBR:
- *.citrixsamldemo.net [RiZ#9Z 5]

- fs.citrixsamldemo. net [DNS F#89%H]
- enterpriseregistration.citrixsamldemo.net

& Consolel - [Con Certificate Properties - la] x |
@ File Action ¥ A e 1 _ &=
@ " & Subject | Genersl | Extensions | private Key | Certification Autherity |
on A |ﬂ| L =l Certificate Enrollmen The subject of a certificate is the user or camputer te which the certificate is issued. You
1] P
2 Consale Root can enter information about the types of subject namie and alternative name values that
;.1_ _#I Certificates (L can be used in a certificate,
4 ) Personal Request Certificat Subject of certificate -
= i The wser ar computer that is receiving the certificate »
e Certif ‘fou can request the fol P 9
b [ Trusted Rg click Enrall, Subject narme:
i [ Enterprise Type: CM=adfs.citricsamldemo.net
b0 Intermediz [ Add = ’
b [ Trusted P ] Computer Commen name v |
lue:
I ! Un.tru sted Web Sarver Value < Remove
I+ [ Third-Part) R More infor |
B [ Trusted Pe o Is. -
b 0 Client Aut The following opt r .Il-t:rnaln-'t name:
. . &
4 Remote D Key usage D}:S | * citrixsamldemeo. net
. ) o -
I+ - Runtirme_T] Application p fs.ntramldm-:.et -
b [ Smart Cor Value:
- Validity period . Add >
I | Trusted De [ | :
—— < Remave
] Show all templates
< m »
< n
oK cancel | [ apply |
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KBRS pfx X, BEZEERIPHITAR.

%= Azure AD

ETHANBTIREH Azure AD SEILIKR BIZREB A T8 Windows 10 1N Azure AD BIF FARIRBE TR,

BB R

BREHM Azure NP HIE—MRBE R,

Add directory

DIRECTORY
Create new directory

MAME

CitrixSAMLDemo

DORAIN NAME

citrixsamldemo &  oamicrosoft.com

COUNTRY OR. REGIOM

United Kingdam 3

] This iz 2 B2C directory,

?EEEETJ ) :I%‘ALEIL/—J__\_/P;ﬁgB-IEO

©1999-2019 Citrix Systems, Inc. All rights reserved.

53



KA B HEIERS

citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

TWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn derain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign in Azure AD with user names such as joe@contoso.com’.

Add domain

Integrate with your local directory

%,

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

Try it now

U

IR EEEAF (AzureAdmin)

£ Azure FRIE— N2 BEIER (FEHREIFA AzureAdmin@citrixsamldemo.onmicrosoft.com) #
FERFKAPERLIEERE,
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

7 Azure AD HiEARERILE

ZRNERT, BPEEKRAAN <user.name>@<company>.onmicrosoft.com BB FHREHIHEHITIRIR,

EAXTERH—SRENBELATERN, ERFERMERTIHNBFERFILL, Bl RLHF B FEREFIKA T
BRIt <user.name>@<company>.com

IR ERREMEHNESL A ATIINEER, RFIER citrixsamldemo.net,
MRERE ADFS LIEHTRERE SR, BERAZEIEE,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

%%t Azure AD Connect

Azure AD F2 & GUI 95 2 EF@EI Azure AD Connect B9 Microsoft T#5iE. 7£ ADFSVM t&&EHTA, &

EREEXTE (MIFREFIRE), LIE ADFS EBA A,
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Express Settings

Install required components

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

PEEER AD FS #1TEX S S IIE R R B RETL,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Identifying users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain

Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).

Werify
For AD F5, you must have the fallowing:
= A Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: f.contoso.com)

Learn mare about AD FS reguirements,

ERZAEIRMNEERIKF EZE Azure,
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Express Settings
Required Components
User Sign-in
Sync
Connect Directories
Azure AD sign-in
Damain/OU Filtening
Identifying users
Filtering
Optional Features
AD F5 Farm
Azure AD Domain
Configure

WVerify

Connect to Azure AD

Enter your Azure AD credentials: [ 7]

USERMAME

|ﬂzurc.‘-".dmm@cntrmsamld emo.onmicrosaft.com |

PASSWORD

Previous

PERRAER AD #o
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& Microsoft Azure Active Directory Connect

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests: (7]
User Sign-in DIRECTORY TYPE

Connect to Azure AD | Active Directory |".

Sy FOREST @)

Connect Directories |citrixsamldemc>.cloud app.net |'

Cromain/OU Filtering
USERMAME

Identifying users
i [CTRINSAMLDEMO\Administrator

Filtering
PASSWORD

nn.olnil‘ L';'E'."E-?‘k;ﬁ:‘ﬁ“

Optional Features

ADFS Farm
Azure AD Domain CONFIGURED DIRECTORIES
Configure

Verify

citrixszmidemo.cloudapp.net (Active Directory) & Remove

Previous

¥&FrEIE Active Directory 34% 5 Azure AD B,
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Express Settings
Required Components
UUser S:gn-ln

Connect to Azure AD
sync

Connect Directories

dentifying users

Filtering

Optional Features
ADFS Farm
Azure AD Domain
Configure

Verify

Domain/OU Filtering

Domain and OU filtering

Diractory |citrixsamldemu.cluudapp.net |' | Refresh Qu/D

_ Sync all domains and OUs
® sync selected domains and Ols

4 [ citriksamldemo.cloudapp.net
! Builtin

Computers

Damain Controllers

ForeignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounis

WNTDS Quotas

Program Cata

System

Users

Configuration

RERRDERDRER R

MREREGHIFEEE, JUKERBIRFHNAFRZRRNERNARF.
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Uniguely identifying your users

Express Settings
Required Components Select how users should be identified in your on-premises directories, [ 7]
User Sign-n ® Users are represented only once across all directories.

Connect to Azure AD ) User identities exist across multiple directories. Match using:

Sync

Object

Connect Directones

SAMAccount

Domain/OU Filtering

e x A specific attribute
Identifying users pec !

. CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain

Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalName |-

e

BZRIALIRRD, SERRFAMIREREN—ARENRAPMIEE,

©1999-2019 Citrix Systems, Inc. All rights reserved. 62



K& B MIIERS

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Domain/CU Filtering
|dentifying users
| fiteing |
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

Filter users and devices

Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.

# Synchronize all users and devices
7 synchronize selected @
OREST GROUP

citrixsamldemo.cloudapp.net I.*-:.‘cr a name or DN of a group Resolve

Previous

MREE, LUK Azure AD &35 Active Directory A%, BF ADFS WEHRIEEERETERD,

© 1999-2019 Citrix Systems, Inc. All rights reserved.

63



K& B MIIERS

Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.

1ent e

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

R EE AD FS F{ERRES PFX x4, 5% fs.citrixsamldemo.net #£9 DNS &7,
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/GU Filterin - - . ) .

g ) Use a Certificate installed on the Federation Machines
Identifying users
Filtering CERTIFICATE FILE a

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [l EBrowse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

RTEERNRERSSE, A wap.citrixsamldemo.net RS asavitiiit, ERIEEFEE Web BEFRERSS L
L& 5 5193517 Enable-PSRemoting -Force cmdlet, LUfE Azure AD Connect RESS3SEH#{TREE,
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect 1o Azure AD
Sync
Connect Directories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Credentials
Service account
Azure AD Domain
Configure

Verify

Web application proxy servers

Specify where to install web application proxy.

SERVER
| Type a server name o P address Add Browse

SELECTED SERVERS

Q VDA citriksamidemo.cloudappnet  Remove

Previous

AR

WMRILF B A TFiziE PowerShell SERKRK, E=EE Web HARFRIEIRS B[MNEH,

NFRSHNERSRE, BEERAINENEERENE, H)9 ADFS gIEZ— RSP, Azure AD Connect 2 ERRZRE

393 DNS XIgHIFREN.
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Select the Azure AD domain to federate with your on-premises directory,

DOnaiN: &

Azure AD Domain

| citnixsamldemo.cloudapp.net |~

TXT record:

MX record:

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

Taxt: M5=ms59661451

Destination: ms596671451. msv Linvalid
You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

38 TXT #0 MX 2 R710%) Azure FRY DNS #itiHE R,

HAME TYPE Tl
@ NS 172800
@ S0A 3600
i A 2p00
f3 CHAME 3600

£ Azure EEITHI SR EHIIE,

WALLE

ns1-01.azure-dns.com

ns-01.azure-dns.net,

ns3-01.azure-dns.org. ree
ns4-01.azure-dms,infa,

Email: azuredns-hostraster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 rer
Expire: 24192040

Minirrurm TTL: 300

msAUT0ET3

adfs-citrinsamldermowestevrepe.cloud... .,
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CitrixSaml|Demo
&3 USERS GROUPS APPLICATIONS DOMAINS CIRECTORY INTEGRATION
DOMAIN NAME THPE STATUS

citrocsamidemo. onmicrosoft.com Basic Artive

AR

COMNFIGURE EPORTS LICEMSES
SINGLE 51GN-0ON PRIMARY DORMAIN 2

Mot Available fes

MRS BEWM, 7ILTEIETT Azure AD Connect ZRi3SIEE,

SR, SMERHbhL fs.citrixsamldemo.net $§i@id im0 443 #H1TiHIAL

& Microsoft Azure Active Directory Connect

The federation service name s citrwsamids

10,0013

The federation service name fx citriwsamis
the following addresses:

104.45.19.208

Verify

Installation complete

& The Intranet configuration was successfully verified.

.net was verified and resolves to the following addresses:

& The Extranet configuration was successfully verified.

=meonet Was verified using an external DNS server and resolves to

B Azure AD Btz

FA P 58\ BB F B ik LUE Windows 10 BEf8H14T Azure AD MINIR1EBY, 565 DNS E& 2R 5m ADFS 89

CNAME DNS i2®: enterpriseregistration.<upnsuffix>,

FELREIF, X2 fs.citrixsamldemo.net,
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enterprissreristration.citrocamibdemo.net IEI
Type

CHANME |
= TTL TTL unit

1 ¥ | Minutes w
Alias

fs citrimsamidemo.net W

INRKEALARIEBMENMN, ESHE Windows 10 i+EH L% ADFS RIEH, X# Windows 1= ADFS AR

%

e Z BIERBITAER P IKF 1T Azure AD SEEXERIR(E,

l

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my password
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

EER: UPN &5 ADFS 1515 hI28aE85IR 1R UPN ILEC,

©19
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

l |
hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned on or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

{55 7 A PP B R R 14 3t 1S BB BT B H B R RIIE Azure AD BHEIRIER B, BRE, iEB5N Microsoft
Edge #Fi&E#EI http://myapps.microsoft.com, % Web s B sh R 8 R B RINEE.

%4 Citrix Virtual Apps 3¢ Citrix Virtual Desktops

AR E A E Azure REEM Citrix Virtual Apps 3k Citrix Virtual Desktops ISO %4 Delivery Controller
#1 VDA EE3M#L,

fEIk =B, StoreFront 5 Delivery Controller 2 EHERMARSE 28 L. VDA kA Windows 2012 R2
RDS T {Ei#iER%, &5 Machine Creation Services £/ (REBREBIERMEERS) . HEUREZRT, BRRETRP,
George@citrixsamldemo.net @& aEBFERBEHITE R,
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HE |

é @|@ httpe//localhost/ Citrin/Storel O = G| @ Citrix Receiver * ﬁ{} ﬁ €€§

Citrix StoreFront e bl

DESKTOPRS

f‘ll’- i Desktops

Details

Azure

7 Controller t iz 17 Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true PowerShell
cmdlet L4 iF StoreFront &R R P BEIE#1T S 95IE,

REBK GRS

7£ ADFS BR5 28 E =% FAS, 3 Delivery Controller B2 & #1 LU 35 Y &l {5 StoreFront (H A7 Z< 7=l &,
StoreFront %75 Delivery Controller R VM L), ESRLEMRE.

fd& StoreFront

73 Delivery Controller BiE—MTENIES, AE¥E IS # StoreFront BBE AR HTTPS, Az AiRA 4431%
B IS 485, #i§ StoreFront E#tEXCA https:,
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a8 Citrix Studio =) e
File Action View Help

= xnE B[=

] Console Root . ) Actions
4 B Citrix Studio (citrisam ClTR!x m -
O Search

I Machine Catalogs Add Server
[ AppDisks Server Group Change Base URL
8 Delivery Groups ; View R
Al Applications Group details
[= policies i Refresh
[# Logging Sase URL: httpsi/ddc. H Hep
4 [ Configuration Mumber of servers; 1
B Administrators Configuration
= Controllers Madify the base URL for services hested on this deployment, For multiple server
™ Hosting deploymants, specify the load-balanced URL for the server group.

s Licensing
I3 StorsFront
[ App-V Publishi Base URL: | https:f/ddc.citrixsamldemo.net ]
£ AppDNA
@ Zones

4 Eb Citrix StoreFront

oK Cancel

Server Group.

< 1] | >

(Change the base URL of the server group. |

3§ StoreFront BE2& AfER FAS IRS8: (EALEMEZEFAI PowerShell BIZ), SAE7E Azure F#TRERNNL, &
O&EE FAS RS LNEHEESRKMERETRER FAS,

File Action View Help

& Event Viewer

I 3 Custom V -
- Date and Time Event ID
4 i Windows

E Applic 1. Information /3172018 %4735 AM Citric.Authentication.Federated AuthenticationService 2 None
[+] Securi (D Information 5/31/2016 D:47:35 AM CitrixAuthentication.Federated AuthenticationSenice
B setup @lnhmation 5/31/2016 94713 AM Citrix-Authentication.Federsted Authentication5ervice
7] Systen (@) Infarmation 573172016 %:46:19 AM MESCLSMICROSOFT=#WID
] Forwa @lnfﬂm‘lﬂtiun 5/31/2016 9:45:44 AM Citric-Authentication.Federsted AuthenticationSenvice
L Applicatic '@ll‘lfﬂl‘lﬂ!ﬁﬂn 5/31/2016 94543 AM CitricAuthentication.Federated AuthenticationService
:E Subscripti @Infﬂm‘luﬁon 5/31/20168 %4439 AM Citrie.futhentication.Federated AuthenticationService
@Inlﬂm‘la{ion 531720168 %44:39 AM Citric.futhentication. Federated AuthenticationService
[Dlnlnlmaiion 53172016 941:23 AM MSSOLSMICROSOFTEZWID
@In[ﬂm‘!aﬁon 53172016 9:38:37 AM Citri.TrustFabric
@In[ﬂl‘maﬁon 5/31/2016 9:38:37 AM Citriv.TrustFabric

Event 204, Citrix. Authentication. FederatedAuthenticationService
General | Details

[5204] Relying party [| \WDNAS] accessing the Logon CSP for [upn: george@ net] in role: [default]
[Operation: SignHash] as autherized by [ \DDCS].

Log Mame: Application

¥ StoreFront i2& 115 Citrix Gateway

£ StoreFront EIizHI &P ERAEESHINIES % GUI % StoreFront EEE AR Citrix Gateway HITHH3IE,
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Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]
' Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting is applied when users log on wath smart cards,

[+ Fully delegate credential validation to Nethcaler Gateway

Bk Citrix Gateway BHIIEETR, EEE— Secure Ticket Authority (STA) #E & Citrix Gateway ik,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

|+ Enable Remote Access
Select the permitted level of access to internal resources

() Allow users to access only rescurces delivered through StorefFront (No VPN tunmel) (i ]

(®) Allow users to access all resources on the internal network (Full VPM tunnel) €
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [ [ MetscalerGateway

Default appliance: | NetscalerGateway
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fE# Azure AD N AEEF B AERE StoreFront

AT Azure AD SAML 2.0 2 5B RINEE, 1ZIhAEHRIERITH Azure Active Directory Premium, 7£ Azure
AD BEET A, @EIENAREFAMERRII— N ARERF.

F ( M GA o
Add an application for my organization to use |
FEATURED APPLICATIONS (17) NAME

’- Add an unlisted application my
I EURTOM . ' organization is using StoreFront

ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are

using, and add it to explore single sign-on
COLLABORATION {314) integration cptions,

CONSTRUCTION (2)
COMTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B8)

EEEEX > FMBENAREERNRIIENAREFAENAF - N B EXNARER.

BB

BUEB— AN 215 X 215 G ENE /R HE “BRE” TUE L EHIZE R RN AREFIELT.

properties

APPLICATION TILE LOGO

EcE SAML B350

REE “MARE EHiRE SN EFERREERRE R,
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storefront

&3 DASHBOARD  USERS AND GROUPS  ATTRIBUTES — COMFIGURE

StoreFront has been added

[JSkip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.
Configure single sign-on

IHERE ISR SAML 2.0 S4I83E, X5 Microsoft Azure AD & & RHEXTR,

CONFIGURE SINGLE SI1GM-ON

How would you like users to sign on to StoreFront?

[#i Microsoft Azure AD Single Sign-On
Establish Federation between Microseft Azure AD and StareFrant
Learn mare

"} Password Single Sign-On
Picrosoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on to StoreFront using Active Directory
Federation Services or ancther third- party single sign-on provider.
Learn more

AR AIURERFHE (a5m Citrix Gateway IREMEEILA) ; FLbRFIH, &8 URL 7 Citrix Gateway
ARE88 £ /cgi/samlauth,
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CONFIGURE SINGLE 51GN-OiR

Configure App Settings

Enter the settings of AzureStoreFront application below. Learn maore

IDENTIFIER

https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogi/samlauth ] |

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

T—RHE&RETE Citrix Gateway F2& 5 Azure AD EHiAHES.

CONFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directory, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-on:
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Download Certificate (Raw) (&)

Download Metadata (ML) (E)

(2]

. Configure the certficate and values in AzureStoreFront
ISSLIER LIRL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-ON SERVICE LIRL
https:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d5ed84c62

SINGLE SIGN-OUT SERVICE URL
https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5e484c62 €

[l confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

T# Base 64 el ¥ RIEBHERERM I URL, ZHEREE Citrix Gateway HWEEFE XL URL,
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mAFDEN AR

BE—NSBARBNRAEFUEEERFH “myapps.microsoft.com” FHITE LER. P BE “BAMA” &
EL5EM. SEd#@E Azure AD Connect RS 8933 B P A BYIAIEIMNPR, AT LIERE MK, , {820 0ERHBR ST XL

P, ERENRER <user>@<domain> #z,

-
storefront
&3 DASHEOARD USERS AND GROUPS ATTRIBUTES COMNFIGURE
SHOW |AII Users v
DISPLAY MAME USER MAME JOB TITLE DEPARTMENT
Azure Admin AzureAdmin@citrixsamlid..
George User george@citrixsamldemao.net

On-Premises Directory Sy, Sync_ADFS_21aT€B050dd...

MyApps T1E

ACCESS

Na

Mo

e

METHOD

Unassigned

Unassigned

Unassigned

ERENBEFE, ZNARFBERFIAR https://myapps.microsoft.com BIEAF K Azure R BREFTIRHE

TNo
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B Access Panel Applicatior %+ — d x
6 B O ‘ ﬁ account.activedirectory.windowsazure.com,a) ‘ﬂ( | = @ ﬁ
Microsoft Azure george@

applications  profile

AzureStoreFront -

82016 Microsoft  Legal | Privacy

5 Azure AD Bx#%f5, Windows 10 BXiSERAFP 2RBERE Azure LAERF. R2EEGFSENNEERTZ IR
B SAML cgi/samlauth Web m1&.

B8R URL

REIE Azure AD i=#IiRREI AIEF. MEBNNARFANESER URL, 1t URL BFRH Web 5855
HeIBREZEEAF EMAE StoreFront 9 “Fi8” R HEA R,

quick glance

APPLICATION TYPE
Web applicstion

PLBLISHER
URL

SINGLE SIGN-0M URL

https:/fmyapps.microsoft.com/signins

@ Wiew usage report

¥t URL #6053 Web 5t5 88 LIFIR Azure AD BEB B EEE MR 2 aiE B Citrix Gateway cgi/samlauth
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Web BifE, XUEREFESERWERL, FHEMTEET Windows 10 Azure AD BIESAFIRERSER, (RFEIR
TEMAPEAN Azure AD E£1E,)

LEFHFEIE Citrix Gateway

RnIRIHIEEE, REIERETT NetScaler (B7E#A Citrix Gateway) #9Jhiz VM, BILUM Azure M ABEIEMBE,
IR B NetScaler 11.0 B9 “BEHiFRIIE” AR,

Bnng Your Own License enabled.
Citrix MetScaler is an all-in-one web application delivery controller that makes applications run five
tirmes better, reduces web application cwnership costs, optimizes the user experience, and makes sure

that applications are always available by using advanced L4-7 load balancing and traffic
rmanagement; proven application acceleration such as HTTP compression and caching; an integrated
application firewall for application cecurity; and server offloading to significantly reduce costs and
consolidate servers, As an undisputed leader of service and application delivery, Citrix MetScaler
solutions are deployed in thousands of networks around the globe to opbimize, secure and control
the delivery of all enterprise and cloud services, Deployed directly in front of web and database
servers, MetSealer solutions cambine high-speed load balancing and comtent switching, hitp
compression, content caching, 550 acceleration, application flow wisibility and a powerful application
firewall into an integrated, easy-to-use platferm. Meeting 5LAs is greatly simplified with end-to-end
mnitaring that transforms network data into actionable business intelligence, Policies are defined
and mana gcﬂ ll-slrng & 5im r.||{ declarative F-I:I“l::l" :ngin:. with na prc;gr.!mrning :-xp:rti-s{ r:quircd.
EYOL is available for customers with Methcaler Gateway VPX or Metbcaler VPX 10, VPX 200 and VPX
1000 licenses purchased via other channels from Citri.

vl finlly Js s

PUELISHER Citrix Systems

USEFUL LINKS Deploying Metscaler VEX |

ERAN AP #ITEPRIENIEEMNEIEE R NetScaler VM, M Web I 2Ri5mmEr IP #thht, 5352, ST
Azure AD VM HEX A nsroot BZ53,

AINVFRNE, ERMEMFEXHEEEENRDD, RE% DNS f#irssism Microsoft iz,

i&17 Citrix Virtual Apps and Desktops iEEAS

THIESEEE— T SAML B9fE 8 StoreFront &£/, ZHMEIEITE, KFHMN SAML BREKEK,
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XenApp/XenDesktop Setup Wizard

What is your deployment

.
L Single Hop

Client Internet Access Gatway

What is your Citrix Integration Point?
storefront |

#EFARf Citrix Gateway StoreFront 188, LLRANGEERO 4433 (MIEERO 443), LUE Microsoft Azure &
. I;E, EALT Citrix Gateway B2 Web i s 47RO % & ok EHRST,

MNetScaler Gateway Settings

MetScaler Gateway IP Address®

w . o . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixzsamldema.net

_| Redirect requests from port 80 1o secure port

AEBER, RN EHIERSISIES URFEEX 4TI,
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Server Certificate

Certificate Format®
| pem ™

Certificate File*

|n5.citrixsamldemu.net | | Browse I = |

[+ Frivate key is password protected
Private key password

oorien

EoE T HI2E LIEEE AD 1k~

EEHEERTIKF R, Fib, FEHE P tabRmE £ S HIEIESZEP. BRWNEFEFENFRERIEI.

Primary authentication method*

| Active Directory/LDAP |i||

IF Address®

|1u_n .0 12 |I:||M
[] Load Balancing

Post®

220 |

Time out (seconds]”

E |

Base DMN*

|'CN=LI5EFS,DC= citrizsamldemao DC |
Service account®

|CN=internaIadmin.CN =Users,DC= |

|_| Group Extraction
Server Logon Name Attribute*

|userprim:ipalmame |

Password"

Confirm Password®

||||i|-|l|-[ ""|ﬂ
Secondary authentication method®
| Mone |

=
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B & StoreFront it
Tk BA, 2R HTTPS B2& StoreFront, At, 5% SSL tiNi%,

StoreFront

StoreFront FQDM®
ddc.citrixsamldemao.net
Sate Path
Sotrix/StorsWeb

Single Sign-on Domain®

citrixsamldemao 4

SCitrix/StareWeb

Secure Ticket Authority Senver”

http://ddc.citrizsamldemo.net/sta

-+
(|

StmraFrant Soares

[

w . o . o . 15 |+

I53F Citrix Gateway ZE

FERAFAMELEED Citrix Gateway Hi0E S IITNBIIEE M.
Tom
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B Citrix Gateway SAML 543 30IF 1%

7z StoreFront A SAML S57EE At Web k= -h6EF SAML 20, FRINFAY SAML 588, ®iAXA NS_TRUE,

Configure Authentication SAML Policy

Name

| StoreFrontSAML |

Authentication _:,'| 18

SAML
Server”

|Azureﬂ.d E||T ?\

Expression®

Operators ~ || Saved Palicy Expressions - | Frequently Used Expressions

WS_TRUE

fEFAZATM Azure AD FREX#Y(E B ECEST SAML IdP RS 28.
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Create Authentication SAML Server

Create Authentication SAML Server

Name*
Azuredd
Authentication Type
SAML
|DP Certificate Mame®

AzureADSAML v +
Redirect URL"
29f-4c20-9826-14d5e48406. 28 fcaml2
Single Logout URL
| 291-4c20-9826-14d5e484c0 2 /saml2

User Field

userprind palname

Sagning Certificate Name

k) ¥

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Repect Unsigned Assertion”®

ON V]
SAML Binding

POST i
(2 Authentication Grou

Sl T T

5

A BT T A

ntemetProtocolPass

Coghar el e

fERTE Azure AD HiEMRIMK P EREIMAT Azure AD 8 Windows 10 £E, /E5h Microsoft Edge HiZ#%3!:

https://myapps.microsoft.com,

Web %1885 A 27~ Azure AD A2
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BXE B MRS

X

E Access Panel Applicatior X +
tecycly

O
6 O Hj windowsazure.com @

Microsoft Azure george®

applications  profile

AzureStoreFront

22016 Microsoft  Legal

BirRFEIEESBEEEREEY B RIER StoreFront RS 23,

E#, BRIEFEARERER URL WEEEEUKS Citrix Gateway i MEIZSEEETSBEEEBE Microsoft
Azure &[],

=E, BIERMA Azure AD W BEHE2EthaeBIEFER URL E1T (RESE—RERERE Azure AD LUIEIIH)
YRTERR) o

Bt R

£ Azure FIRE VM BY, WIZECE A FAREED

RIEAF IP thik#] DNS it

Azure EREPFMFMAFAA VM 124 IP itk (FEIRBIFRA 1057 5) . BIAERT, EXREQA IP ik, Zitite]
LA shASE B DNS #7251 Fo
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Settings

Essentials ~ AR () & A4 e
Res o P
it - PORT + TROUBLESHOOTIN
star on
Running - E 2uditlogs >
Location
& New suppont request >
GENERAL
Il settings =»
!I! Properties >
i settings =
= Configuration >
e id tiles
Jonitoring )
RESOURCE MANAGEMENT
CPU percentage
& Tags 2
& Locks >
il Users >
W Export template >

WEAMA IP ik /DNS EMFEMEE, R VM EE—N 2/ DNS ik, tbitateT A+ E M DNS Xigi X 4Ha
CNAME 31/, UHREMEEHRDET IP#ist, FiE DNS iBR{MELR E#HMIERZ VM,

Assignment

Dynamic [REEL-

IP address @
&0.68.28.181

ldle timeout (minutes) @

D5 name label (optional) @

ns-citrizsamldemno o

sesteurope.cloudapp.azure.com

RERAEAN (Z24)

SHEN VM B BN A —ABAERN, MATeH, REAEFNQE IP L 2E /A P utfrRg. 3R
IMERT, Azure 223§ RDP ¥4 3IFE VM, Citrix Gateway #1 ADFS fRSZR_EFER L TLS W2 (443).

177 VM MO, ARREMRT2AGE. BENEZEMNUATFHERENNMERE.
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s
dfz2436f-d4fa-d6ae-beTb-647acdseetca

BXER
o ZEFECER FAS REMNEENTESEREL

o MBEARREN—XBET B FAS S8,
o BREE—XHNABT “BIEHE XE,

SREE

September 27, 2019
IR BIEHE XERETRESMIRIERS (FAS) NEAREMNEEES.
BXER

« FAS WLEMMRIRENTESE RN LEMNLE—

o BEFREHN—XSETEEN FAS RR24H, ARETERSESERNFRENEXNEMXEHEE,

IEBIANAECE

November 7, 2019

EXNBRE FHRIERS (FAS) WBREE, WES5FE FAS BIITH A HIIERMANIGRSBEEM. XL
BA{E 2K A FAS FriRfitiy PowerShell APl, ERITAXHIEMBAZ A, ERZEE PowerShell EHEETIR,
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ECE Microsoft iEBMA M LLETT TCP iAia

ZRINERT, Microsoft IFBMAMEMER DCOM #1TihiRl, XEaSHEELMPAIER S INRERHITE 2Mi2(E, E
tt, Microsoft {2t 7 —NAfcm, ARAFHIREIEES TCP B0, 7£ Microsoft iEBiik#t+, 177 DCOM EEEM

RH4%48 “CertSrv Request”’DCOM M BEFMEM:

CertSrv Request Properties L? ]
General | Location | Securty | Endporrts | identity

DCOM Protocols and endpoirts

T ... defaull system protocols

Salact the DCOM network protocol ssquence that you want to
=w— add. Enierthe endpoint detals and dick OK when you have
firished

Protocol Sequence Corrmection onerted TCPAP

Disable protocol sequence
Use defaull endpoints
o) Use stats: endpoint 800
Usa intranet range of dynamic endpoints
Use intemet range of dynamic endponts

oK | | Concel

Select DCOM protocol and endpoint SN

Leam more about jotting these properies

oK Cancel

B U EFERHSHR, HEE TCP%OS (FELEHH 900),

E#E5) Microsoft IERMANAEHIRZIEBERE, MREET netstat -a -n -b, MZREF certsvr EHR

% 900:

TCP 0.0.0.0:636
[lsass.exe]

TCP 0.0.0.0:900

[certsrv.exe]

TCP 0.0.D0.D0:3268
[lsass.exe]

TCP 0.0.0.0:3269

LISTENING
LISTENING
LISTENING
LISTENING
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THECE FAS RS2 (REMEMEEERIEBHIATENITEN), EXN DCOM AEF—ME&E T RPC i O#1TAYM
BE. YEFPIHFEMEA DCOM B, EEETIEBARS2E LA DCOM RPC Service, HiERipRFER DCOM AR
53R, X2SEYTHIKO 900, #H DCOM RRSB|[BAIET FAS BRSSBUNENFHITERE,

TR A FIE

H7E FAS IRSBHFERAFIERH, KEZ4EERFANERMNE, UTETHRMNFARENH S FAS BRS2B5TH
lig= (N

JXEX Active Directory BAHI%IR

AILUEE & AD HISAFFIREMEIXHE (Fiin.csv XXff) REGHIEBLERTRE, WMTEMNTFIRMR.

Import-Module ActiveDirectory

$searchbase = ”cn=users,dc=bvt,dc=1local” # AD User Base to Look for
Users, leave it blank to search all
Sfilename = ”user_Tlist.csv” # Filename to save

if ($searchbase -ne ””){

Get-ADUser -Filter {
(UserPrincipalName -ne ”null”) -and (Enabled -eq ”true”) }
-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter ”,” sfilename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne ”null”) -and (Enabled -eq ”true”) }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter ”,” $filename

Get-ADUser — AT Z AP HIRMNITE cmdlet, WU ERGIFEE— filter SHLUERFIHZ#5 A UserPrin-
cipalName BtkPREHR “EBR" BBF,

SearchBase S#Uig 4/ VEHRERAFM AD 857, MNREEHE AD HFIERF, AIEERILI, T8 &Rk
ZREAEAF

CSV £MF I TR
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Bl user_list.csv - Notepad

File Edit Format View Help

"Userprinci a1NamE"H
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuser3@bvt. local”
"testuserd@bvt.local”
"ucs3B@bvt. local”

"ucs3io@bvt. local”
"jimeAn@bver Tasa1"

FAS fRss88

TEH PowerShell IZARAUFIERNARTIR, HEIBRBFIEBHTIR,

Add-PSSnapin Citrix.Ax

Scsv = Yuser_list.csv”

$Srule = ”default” # rule/role in your admin console
Susers = Import-Csv -encoding utf8 $csv

foreach ( $Suser in Susers )

{
$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( $server.Server -ne SNULL) {

New-FasUserCertificate -Address $server.Server -
UserPrincipalName $user.UserPrincipalName -
CertificateDefinition Srule”_Definition” -Rule Srule

}
if( Sserver.Failover -ne $SNULL) {

New-FasUserCertificate -Address S$server.Failover -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule”_Definition” -Rule S$rule

}
}

MREAEZ FAS RSS2, WEERBERFIERMR: —RIEERSE LEN, —REREEBRS S EEMK.
B ERIZAHIT—NE R “default” BN, MREEFFEANMUEZIR (B2 “hello”), NMIFEHIZAEHH Srule

=
gio
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Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default C W Summary
hello g W
Status: OK
Template: Citrix_SmartcardLogon
BETEMAATIES

MREFEAZ FAS fRS328, MAJLILHT FAS RRGEBMASRMEERNAF.
AR

WRTLAER GUI E#EN FAS:

Initial Setup |Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service

An authaorization certificate is configured.

Deautharize this service.

/ Crtearie

You have 2 rules configured.

ATERIA T REEIE:

1. RIEIFIEHSEES: New-FasAuthorizationCertificate
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2. ERAUTHSRENEHFENERH GUID: Get-FasAuthorizationCertificate

3. {# FAS IRSBE#HNEIFIEI: Set-FasServer -Address <FAS server> -MaintenanceMode
Strue

4, BIREENGEPR: Set-FasCertificateDefinition -AuthorizationCertificate <GUID
>

5. £ FAS [RE 2R BHAEIFIER: Set-FasServer -Address <FAS server> —-MaintenanceMode
Sfalse

6. MBRIBIBAGBER: Remove-FasAuthorizationCertificate

o ZENEE—E FAS RENRENTESEHK,
o BAKE S MNIIERSEBBEIE (F RS —X PRI LR,
BRIEE—XHRNBTH M “BRIFHFE X&E,

FASRIRIP

November 7, 2019

st
EibAN

AINBERT, BEIWBERSKS B NEFELAHIGEARC AT IFH,
BRMEERIFALA:

o SEMNAERXBEMFASA (kB Citrix_RegistrationAuthority iEH#1R) .
o« SAPERXEBMFA (kA Citrix_SmartcardLogon JEH1#iR)

P EERANEMNADESR: Citrix_RegistrationAuthority_ManualAuthorization (ZRIAEMERHR 24 /M6 &
Citrix_RegistrationAuthority (BRABBHARFEE).

EREFMHRIERS (FAS) EEEHATHNMWBREBERTN NS BR3P, 2HIENE, FASRS®S
EW—NFAXN, FHEEP W& K EH xS Citrix_RegistrationAuthority_ManualAuthorization 3
PHIEREZRER XZ2—"TREIES, BRIAERBER 24 hit, EBMENEF = B oh il & I IEH;
BAEEBMENKE EHEBERIFNIZNMA BIER. —BEm FAS RS 8B M &L IEH, FAS B & A Cit-
rix_RegistrationAuthority_ManualAuthorization F 853k EX Citrix_RegistrationAuthority iE# (BiAE
MERAME) . —B Citrix_RegistrationAuthority_ManualAuthorization 3%42 Citrix_RegistrationAuthority
IEH, FAS BRS2EMIFRERIEBMZER,
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SEMPADIERREXEIRA AN AI SR, EAEMPUSIERREAFEMARELANARNEERPEERN R A SMAIE
FiER. Eitt, =67 HEBOERABIEARPERRERB P EREF R,

AILUEEERTYIMZ —BCE FAS BRS58:, UERASEMEARNREERISGERIFTAR:

o FIBSEXSEMAGIE AR FIEHHER Microsoft 138 RSA #1 AES mZEiRE2F K Microsoft 4 EAE
TR EIEF o

o SIGEMVIDIERHNFAPNEZEENTFAER (TPM) BB Microsoft FaZAFMIRMER, URHIA
FIEHFAERH Microsoft 1438 RSA A1 AES IZEiR##2F 3 Microsoft R4 AT EIRMIER,

o ERSESTEMVGIEBFAFIEBFAANEAHRSEIR (HSM) HEERINZRS R REHERMAEFS HSM
1’8o

AR EIRE

FoE FAS LUER THI= NSz —fER XA 4igas4m1E Citrix.Authentication.FederatedAuthenticationService.exe.config
X, EXHEERIAE R FAITF FAS BRS28 EM Files\Citrix\Federated Authentication Service <%,

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.Client5DK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA RAES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length —->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.LogLevel"” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrixz.Authentication.UserCredentialService.SystemlLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog"” value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

RYMRS B, FAS A 2RBULECEX . MRERTEMIE, HMEHRH FAS 7 ieRIRFTHIRE,
I TFAErRI&E Citrix.Authentication.FederatedAuthenticationService.exe.config St tEX(E:

Citrix.TrustFabric.ClientSDKTrustAreaJoinParameters.ProviderLegacyCsp (7£ CAPI 5 CNG API zjat]]
1)

& &
true £/ CAPI API
false (BkiA) £/ CNG API
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Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (ZE{ERIZEIZEHEZR)

(=1 &

Microsoft 1#43% RSA #1 AES M&{RHIZRF A CAPI iR

Microsoft i+ BERFER L2 ik CNG = fitiER

Microsoft T & ZAFMEIRMIZR A TPM f2fitigrs. AR, BINAER TPM BTA

P&, (0 TPM BT EMIAER, MRIIITEED
IR FIETT FAS BRS5E%, 1BEWER TPM MEHIAL
EEREFMNE BN S FEN K.

HSM_Vendor CSP/ZR#zfiiR L2 M HSM N Efeft. WFARMNMNE, ZEBFRT
Bo MRBEHRFEEMUIFIRFIETT FAS BRS58E, 154
WIEEY HSM A 5 LARIA R S ST E I Ko

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType ({X7f#R CAPI API RREE)

(=1 &

24 ik B2 Microsoft KeyContainerPermission-
AccessEntry.ProviderType Property
PROV_RSA_AES 24, Rizia%7y 24, FBRIFEER
CAPI 5 HSM # B HSM 1B S HEHE.

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (¥ FAS ZEH1TRARIRIERY, &
BELAEENE) EHFAAN “exportable” #7E, AYER TPM ZiA7E6E GIREHZHD,

& &

NoProtection AT LA HFAER,

GenerateNonExportableKey ik TEFHHA,
GenerateTPMProtectedKey ¥ fER TPM B12FAA, B E7E ProviderName

$5EM ProviderName (140 Microsoft £& 2587
BIRIHIET) 72EFATE

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (f5EFAREIA/), BAIA1)
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=1 &

2048 FRINME. tBAILAfEA 1024 L 4096,

THUERARERT ZEEXHNIRE FUAREREETRALG):

Provider

L “True” “False”
egac
Cgsp Y (CAPI API) (CNG API)
Crypt 32 Lib CNG Lib
Microsoft
Provider EnhanchCéSRSA HSM Vendor HSM Vendor Microsoft Microsoft
Name Cryell):ographic Ksp Software KSP Platform KSP
Provider A
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, @ILERor 4096
[=wsEHN]
1

WRBINRBIEER Microsoft RE+EAEFMEIRMERFF M EMIIEBIAF A IERAH
XERRANREERE, THEHITHMALBRE,

2
L RBINEEL Microsoft FAEAFMIRMIZFFME FAS IRS B ERMEH TPM RECEMIIERTASH, UKk
i@ Microsoft REEAFMEIRMEIEFF MM AP IEBAH,

A ERBIGEERE TPM &R 447 BIOS /2 M FAS fRSS38 1R EX TPM, HBE#E Windows $#%41 TPM;
#ESiA https://technet.microsoft.com/en-gb/library/cc749022(v=ws.10).aspx.
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= PowerShell (i)

FJEA PowerShell BN A TIEREMIUGIER. NFARFEZEIEBMRADBEBRNEBE R FRMAEAIIE
BAAER, BWHITIIRE, TTEER FAS EIRITH & R HERAEMTADIEBERIER,

TR ERAERERIANITIG FAS ERBHIE, HNERATR NP R “BBEHER" M REIEBMENE,

Initial Se‘tup | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.,

Create a rule

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

HI 2 FEIERBMEN MRS 28, FINEHER MMC B % t. A% % Citrix_RegistrationAuthority_ManualAuthorizat
IR IR B HIRIR

4% General () EW+, ERBMAERE, FILTGIF, BFRE Offline_RA, BXEIA 2 &F:
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Subject Name Server lzzuance Requirements
Superseded Templates Edensions Security
Compatibility | General | Request Handling | Cryptography | Key Attestation

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

$B 3. EIERMANEIRS R L, FMEBHENE MMC €28, A% E Certificate Templates GEFHi&
). % New (), sAG%EE Certificate Template to Issue (BIMAIFFER) . HEENIA IR AR,

S 4 75 FAS lREZ2BHMNEFLLT PowerShell cmdlet:
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l
S 5. 7£ FAS RS5280 TPM B4Rk RSA 50, FHi@id7E FAS AR 28 LA LLT PowerShell cmdlet koI
ERBEZIER, FE: BL TPM 2RHBRAKE. RIABHKENR 2048 i, BSHEERBHZIHFNEAKE.,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FAS FfR
% 28 M FQDN>

f5ugn:
New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net
RBETUTRS:
d | débd-b | | h d
I | ‘H I 0 1} pd pe d | IHE |
| 0CAHI [| | 0 i
h I |I| | | ob3ll I; |I I I h | h ||I| ! :
h :I 4 h | | | D (gl 0 |I |.:
0 11| D HAQEHBQAD ! p ¥ | pl | |
| hip qd D ! h 6 d h
| 0 | ) 1o p J5SbFD h qhb |
| | | | | |
) i | d | D
| Hal
AR

s EEESEF, BAER IdGUID (FERAIFHA “5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39”),

« ¥t PowerShell cmdlet i A—Rk 4R “BE", AFEREMIAGIERIIFAA.

o HiEfTik cmdlet BY, ¥R ETE FAS Bollf NBEXHFIRENE, UHREEEANEAKE BRIAA
2048),

« BFELFE PowerShell Zi2rEMIERIBIRIER 2IG -UseTPM 188 7 Strue, ELLRFIER
BEX - 5ER TPM BYFrRi& BRI N (E,

o &7k cmdlet R ERECE X HHHEMIEE,

o EREEMBERN FAS LA FIEBARRES, BERTRRN FAS B ML HRERAE,

o b5, HFAS RSBMAERFIEBUEMRST TPM RIFHAFIEBFAAN, WoIUELIERE X HPR
KeyProtection &i& &4 GenerateTPMProtectedKey,

BRIEATERERNTH TPM, BEEREANE, 7 FAS B3 EH Windows EHEERTEENAREFEE.
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® Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore

@ Information  22/07/2019 12:5%:41 Citriz.Fas.PkiCore
1 Information  22/1

14 Mone
16 Mone

912:59:41 Citric.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citric.Authentication.FederatedAuthenticationService

General | Details

[515] Adrministrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bb61-44af-8d21-
1155d864d82e]

FE: [TPM: True]

R

Application  Number of

Level Date and Time Source
(i) Information  22/07/201

1. Information 22

@ Informaticn

Event 1D Task C..
G12:5%:42 Citrix.Fas.PkiCore 14

91 41 Citrie.Fas.PkiCore 16
22/07/2019 12:5%:41 Citrix.Authentication.Federated AuthenticationService 15

Maone

Mone

Mone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:Create [Identifier afae7c8d-353ff-4cf6-bd96-75fa3e606d3e_TWIN][MachineWide: False][Provider

[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

AR RMIERE: [CNG] Microsoft EAMBHRHIERE

TR 6. BEBRERBDENEINAREES, HRHERFEAEE ERXEXF,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwWwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3F94PAFbNrjEIOHc+48y /WsPgPRgcq9XBwRjzpGj0gORoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9JuJl aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMDQY JKoZ ThwcNAQENBQADgg EBAT JVEjRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]18Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbelglVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcFul@jrd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

SR T: BETE FAS fR523 Y PowerShell RN THSBIEBE R BERIBRZIEBMANAG :

certreq -submit -attrib ”certificatetemplate:\<% B 2 i i iF B # ik >” \<
$ B 6 FWIEPIFERHE>

fign:
certreq -submit -attrib ”certificatetemplate:0ffline_RA” C:\Users\
Administrator.AUTH\Desktop\usmcertreq. txt
BERUTHRA:

PS C:wlsers‘Administrator.AUTH> certreq -submit -attrib “certificatetemplatez0ffline_RA™ C:ilUsersMAidninistrator.AUTH\Des
ktoph\usmcertreq.txt
fActive Directory Enrollment Policy

£4F76160E-0BOC-4D21-A4FD-2E29502177C2}
INETH

A, ATRERHIN “Certification Authority List” GEBMANAETIR) B0, LREIFEEBMLNEEREA
HTTP (Tn&R) #1 DCOM (&B) Ao 28 DCOM &ED (MNRH):
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

EIEEIEEMAENMGE, PowerShell 27 RequestID:

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:-ilsers\idministrator_ AlTH \Des
ktoph\usmcertreq.-txt
fictive Directory Enrollment Policy

L4F76160E-DBOC-4D21-A4FD-2E29502177C2}

1da

p:
RequestId: 106

RequestId: "106™

Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrater.AUTH> _

S 8. EEPMANMIRS R LAIERMANME MMC B, 2EFRENER, BRIEX D, AEHRREE
ZiIEK, FHikiE Issue (ML)

$12 9: 3%$% Issued Certificates (EMAMIERTR), HREINMELBES (5K ID MITER), WELETFIER, %
# Details ((¥4A=8) #EW£., 2 Copy to File (EHIEIXH). BEH IHEHEAT", BHT—F, AXHER
IEFETFED
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)
(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)
[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful

[ |Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

BXHFE “Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)”, 3B AikH
“Include all certificates in the certification path if possible” (JIRFTAENEIEITFBRZFWFFEIES).

F$E10: BSHEPXHFEHIZE FAS RS2,
S 11 @id7E FAS IREZ 2B A LT PowerShell cmdlet EEMAMIER SN FAS BRSS28:

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile <Certificate file from step 10>

fpuan:

Import-FasAuthorizationCertificateResponse —address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfl8-4bZ2cfdb2cald8 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

BETRUTRE:
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PS C:\Users‘Administrator AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth._local -Id S5ac3d8bd-badd4-
ebe-abf8-4b2cfd6?ca3? -Pkes?CertificateFile Co\lsersiAdministrator_ AUTH\Desktop\TPM_UCS_Cert._p?h

Sac3d8bd-ba8i-hebe-abf8-tb2cfd62ca3?
[0ffline CSR]
a5c27fec-1dd7-4c2b-8963-16ec311020fc

113

SE12. XARBERBE FAS BEEFH S,

- Citrix FAS Administration Console - connected to localhost

Initial Setup | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize
An é is configured.

Deauthaorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

AR “RIULRS” SBREEREN D,

$B13: 7E FAS BIBizH| & ik1E Rules (M) &I+, HRELEMLEPIMARIRE,

f£F FAS EEizHla

FAS EEEH S TERITHIEBERIER, AARIER, FIEFARATFAEMTWTIEBRITEAEBERIER,
WITHA FAS iR ERY, ERBEBRRAKBIEBMANNZE. BRS (RERFFHNSE 3) Za:

TR BIERTIUTREBEEXM, WTAR:

<add key="Citrix.TrustFabric.Client5SDE.TrustAreaJoinParameter=s.EeyProtection"®
value="GenerateTEMProtectedEey" />

BXHMENETRINT:
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKeyl|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.RKeyProtection" value="GenerateTPMProtectedKey" />

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<l-= vent log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<= rix.Authentication.UserCredentialService.SystemlLog.Loglevel” wvalue="3" / -->
<!-- Logging: Event IDs to not log (comma separated) —-->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,6 Version=v4.5.1"/></startup></cenfiguration>

—4& TPM 2RHFIBHRKE, BUIARAKEN 2048 i, ESHIEERBAZRINTRAKE,
TR 2 BIARS

TR 3. MIEBMEANERSBFHREERIERER. REEMNEDIERE, RRIEPHIR 3 FEEEEHS

BTRAEE, B, KE TPM RERGEMTIERRFAR. RAERTRIEBNEREN 2 &
TR 4. BREXGMENM TR

<add keyv="Citrix.TrustFabric.ClientSDE.TrustAreadoinParameters.EeyProtection”™
value="GenerateNonExportableKey"/»

=

AR

22X FAS FJfE TPM RIFBSARERBFIES, ER TPM B FAREIETEE KIS,

th

SB,S5: EWMED FAS, XFEFIRSZEMEMEEN M, HRRENGHE. BENEMLPIRESEMAFIES

T, XLRERRTE TPM Hh7zfEf S, MM Microsoft Software Key Storage Provider,
S 6. 7£ FAS EIEfzH 59 1%HE Rules (MIN) EW&, HEELZEMLERMRNIRE,

3

RIS TR HSM FRizfER0EMAUIE B A A A IEBFAR. TRFKRIRERE HSM. &8 HSM FREE— M2

&5, filsn “HSM_Vendor’s Key Storage Provider”,
MR EEIMEIFIEFIETT FAS BRSS8:, BREHN HSM SRE& 98 X EMNEEREFZFNES.

SR EERERITRI A FAS #THRIRERE, BERFHNPE: “BEEHER” M QEIERMENG”,
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to puklish the templates on another certificate authority.

Authorize this service

Create an authorization certicate for this service,

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

S8 2 FEFEIREM HSM B, UUHEE HSM ProviderName ER 21+ 4. 1% HSM ERAKZE CAPI, NI
PR IRIEIZF AT RE MR N N AR S 1R 1E425 (CSP). #12R HSM ERKIE CNG, NISIRERZF AT Key Storage
Provider (KSP),

SR 3. RIBEREXM, WA

<add key="Citrix.TrustFabric.ClientSDE.TrusthreaJoinParameters.ProviderHame"
value="HSM Vendor's Key Storage Provider"/>

BXHMENETRINT:

<2xml version="1.0" encoding="utf-8"?2>
<configuration>
<appsSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!—— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" wvalue="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-— Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!—— add key="Citriz.Ruthentication.UserCredentialService.SystemLog.Loglevel” value="3" / —->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" value="" / ——>
<!-— Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>
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It 75 R 1R 1i& HSM = 28 CNG, F It ProviderLegacyCsp 1Ei& & 5 false. R HSM A Z 8 CAPI, N
ProviderLegacyCsp fERZI& B A true, EIREN HSM M@, LUHE HSM ERHRZ CAPI 2 CNG. 1t
b, EFDR HSM R XXAS T RR7EE R IEXS R RSA ZIARNRZR/NTARKE, FHRfd, BEKERENRINME
2048 fi. MWRIEENBAKEREHH.

S8 4. EfED Citrix REFHRIERS, UMEREXHFIRE,

HB,S5: 7£ HSM W4 pk RSA B3, HiBiE7E FAS BEiz4 &1 Initial Setup (F11KIRE) EM K L#E
Authorize (0 REIBIEBEZRFER.

FB 6. ERIERTEE HSM REMZAY, 1E10E Windows EHASHFHNEARRFFE:

[516] Private Key::Create [Identifier e160881 2-6693-4c54-a937-91a2 e 27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: Falze]

AR [REREF: [CNG] HSM_Vendor MZR1EfERMIZRF]
SRT. DIEBMRNIERS S LENEBHANE MMC i, EFFHFMERIERT R

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
w7 - BEGIMN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

ARBEZIER, FHiEE Issue (%),

AR “BRLERS PEHEREXNA,
= Citrix FAS Administration Console - connected to localhost

F

Connect to another server  Refresh

Initial Setup | Rules | Advanced |

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

Deauthaorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

S 8. 1f FAS EiTHI 5% Rules () BEWR, HEBHZEMLEFMRIIRE.,
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FAS 7FEIEH

FAS =8 FAS IR 28 EH Microsoft IEBEEREMEIET. FRARAREIERE,
BEEMVMERM GUID, 3E7E FAS IREZ 2B ALLT PowerShell cmdlet:

Add-pssnapin Citrix.a\x*
Get-FasAuthorizationCertificate - address \<FAS fR £ 2 B FQDN>

f5lin Get-FasAuthorizationCertificate -address cg-fas-2.auth.net:

dministrator. AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. Tocal

3958424-b8c3-4cac-badd-7eb3cez4591c
3df77088-00e0-4dca-
: MaintenanceDue

: Tcb185f9-5069-4234-8625
: [0FfTine CSR]

= = .
erti1ticateRequest :

nF1cm11HIIEI1HNEqu

gvwWWILOmy U
IhVCNHQEN

d¥D26caFigydfefby
ENMD CERTIFICATE REQUE_T
Status : WaitingForApproval

BRGAAIERTIR, BHEA:

Get-FasUserCertificate - address \<FAS fR % 2 B FQDN>

40 Get-FasUserCertificate -address cg-fas-2.auth.net

WWsershAdministrator. AUTH= Get-UcsUserCertificate cg-ucs-2.auth. Tocal

humbPrint : FBAZZEBTOFAQEES2125A2F96EFDD2D52C73820459
IzserPrincipal Name : a1ter. df=. ext
ole : default
ertiticateDefinition : default_Definition
xpiryDate : 05,/04,/2016 12:02:13
AR

fEF HSM 7#i#FA 8RR, HSM A25i@d GUID #17HRiR. ATLUEBI e LU T ap<#REY HSM Fray#AARY GUID:

Get-FasUserCertificate - address \<FAS R £ 28 8 FQDN> -KeyInfo
Strue

flgn:
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Get-FasUserCertificate - address fas3.djwfas.net -KeyInfo S$true

fas3.djwfas.net

246b1112
ge Provider

: ADZ441FB5S8AB2966AAADE10GEABBA0T6528DEBGGT
: joe@djwfas.net

Role : default

CertificateDefinition : default_Definition

ExpiryDate : 19/81/72618 89:18:48

BXES

o REMECER FAS REMEENTESE R,
o BRESHIIERS FRENA—CEE T E R FAS 82,
o BREE—XFNET Ht “RIEHE XE,

L HMMEERE

November 7, 2019

BX & BPIIERRSS (FAS) 5 Microsoft Active Directory #1 Microsoft iIEBMiA &M R FEMR. HREUEERSM
WRAATLIEFEEE, Eit, FEHIRTHBREMRBEEREMED—ERE T2 KRR,

XA T HE FAS RFEEIRHR 2R, I, EHRT o] LR B HREN AR 2RI B8,

MEBIRREER

TEETRT FAS BEREANERAHMNREEE,.

B2k FAS BRS3 28 UBIE B MANAGFIRITHIZ A L2 X B EMENN—E59, EBREFER, Citrix Gateway f
Citrix StoreFront 2al{=HATHITAF BHWIERAEH; Hib Citrix Virtual Apps and Desktops A#FRZ5IN
FAS #m,
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Citrix Microsoft Microsoft

Federated Authenti-
cation Server

ADFS Server (with
Web Access Proxy)

Certificate Authority Domain Controller

DCOM /

FAS User

Windows Server Windows Server Windows Server

FAS UPN

TLS Server 2| Authorization ' Certificate walter@auth.local
l Certificate =] Certificate Template Alternative UPN
o FAS Authorization walter@adfs.ext

FAS User
Certificates.

Signature
Certificate

Certificate
1 tem plate

Encryption
Certificate
{notused)

Kerberos

oo M G O

Citrix Gateway

Storefront Delivery Controller VDA

indows Server Windows Server & Deskigp indows Server & Desktop
Operating Systems Kerberos i Elut

TLS server TLS Server FAS User

f cenificate £ Certificate L_ﬂ Cenificate

Root CA
§ Cenificare

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

BiAERER 2 M

Citrix Gateway. StoreFront 5 Delivery Controller {Af+ 2 E#& S @id %O 443 3 TLS R4, StoreFront
AR 28U T HiERE, ™ Citrix Gateway (NEHES A HTTPS %0 443 3&id Internet Bz V%%,

StoreFront RS 2 FEHAE 5 30IEM Kerberos i&idi% 0 80 ifia FAS BR$E 88, B KIEFER FAS RS2
B Kerberos HOST/fqdn #7533 LA & StoreFront 3 2389 Kerberos i+ Btk P #5735, &4 Citrix Virtual
Delivery Agent (VDA) B R AP BRI —RMMERRN “EROR".

HDX =xiEi&#£ 2 VDA B, VDA I H5&@:3 5% 0 80 i5in) FAS AR5 28, S A IRIEGER FAS BRSS 2869 Kerberos HOST/fqdn
FRRLAK VDA 19 Kerberos i+ B4R, b5k, VDA iR “EiRaR" 7 BeiAEhEBAIFAH,

Microsoft IEF M A MNESERET Kerberos 18iER DCOM B9@(E, rILUSHEEBE NEHEERE TCP O, Lk,
IEPBMENEIEER FAS IRSSIZEETAIEEMAEBIERE RN CMC HiRE,

e P AERO
Gkt [#A] M StoreFront 1 VDA E&F HTTP

Kerberos, [#iti] DCOM = Microsoft iE Bk
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ARss 28 5 A s O

Citrix Gateway BaAN] MEPBEITENZE HTTPS, [BAN/iH] M
HTTPS = StoreFront BR$523/M StoreFront fR$32%
Z HTTPS, [##] HDX Z VDA

StoreFront [ N\] M Citrix Gateway Z HTTPS, [#t] HTTPS
Z Delivery Controller, [#4] Kerberos HTTP =
FAS

Delivery Controller (3] M StoreFront fR5338ZE HTTPS, [#IN/#iti]
M VDA ZETF HTTP #9 Kerberos

VDA [EmAN/4H] M Delivery Controller Z2F HTTP &9

Kerberos, [#\] M Citrix Gateway = HDX [#]
Kerberos HTTP = FAS

Microsoft JEH & [ A] FAS Z DCOM BEE& &

P2l

EER

<

ATLOR IR IR EIRIRSI D A AT LA

2L BRR

I EER EMPLREEBRIRHHRE RS
INEER ECEAERISE
IEBMANEERR FREIE BN

FAS B3R REHEE FAS BRS38
StoreFront/Citrix Gateway &5 B AR S5

Citrix Virtual Desktops B & f2& VDA #1 Controller

BSMEERDNENBRERSRENAERS, MMATFRAREDHEHERRABRRALAL S,

ARG E

A]15 FAS i+ EHEBh@ET ARRELEMN “H5|S -> FQDN” TR FITIRIR, 418 FAS BRES 880, FFIHISIEIE FAS
BR$3 2889 HOST\ < fqdn> Kerberos #5if. iAial FAS RSE2SMFAE RS B[/ HTNEHEERFEM FQDN EBRELUEZES|E
E, &N, StoreFront #1 VDA TJgE=ihialREIR FAS RS 25,
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FEBREERER, Citrix BVEXNIFRHOPIEITENNE 5K, B4 FAS IRSBITIRIEIZE, K32MbR
FEEXFEEFRHFR,

RZ# 1t GPO R REEM 3¢ FAS ARSS 2R LU ARRAELIZANAY FAS BIER (FN/SNEIER) 26l B0, UR
TERERR FAS BRSSBENEILANES EAITEN FQDN &7,

IEBRIR

NRERFEMFERS FAS —2iR A Citrix_SmartcardLogon iEBiEiR, ERILUMEREHEIZ. ZRFUTIER.

B R IEBER

MREFHLEME Citrix_SmartcardLogon UHFEEMALRIERGBZITE, EHUM:

o BIEBIEPERN—PEIER, RAENEEGEURESENALERGZITE

« £/ FAS PowerShell < &2 FAS, MAREERFRE. (BERFREMGERT Citrix BHAEIREZ R, )
- {#F Microsoft MMC iEB#EREE & Te Publish-FasMsTemplate &3<$ 2 mIEHIER, UKk
- {#F New-FasCertificateDefinition #< & FAS R E ERIEREIBZ TR,

R EREM

1EA LUEDOIEBRR FEY A 2o

BMEEITH . FAS RRBIEBERFAIMIRE. FAS 2BEMEIERRARAPESITIER,
ERERLEREE

BB B, FAS SZBIERBRRDAIXLEIZE, FAS 2IALEGEES Allow private key to be exported
(RFSHFH) KEGEES Renew with same key (fERHBEREIZHLIT).

BMERXLREM, FAS RZBBIEBERPIXLEIRE,

BB LARF, THE FAS IRIEBIFRIRE.

BRI AR I

BMEXLERE Y, FAS RRRFERIER,
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EARER BV RIR B 1

BEMEUX LR, FAS RRHFEER,

By REM

1] LB BOX LIS B LUIRF & IR B LR 5REE,

AR FEENT BREVERSSBHAL2MEE, HSBUEBTEER,

\

ez eRE%

Citrix BB X EIR BNV FAS BRSEVITENIKA B MR WFHMIRS, EATNRKEBTLEHIN
Ro THRBEMEMINR. EATEFEATHMNR, FIa0, 21F FAS BEERBEEREIERUEHTTHRIERR.
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Subject Name lzzuance Requirements
General | Compatibilty | Request Handing | Cryptography | Key Attestation
Superseded Templates Extensions Security Server

Group or user names:

52, Authenticated Users
% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

For special pemissions or advanced settings, click
Advanced.

R fERE R MR

TR LUMEROX LIS B U S ERALREE (NRFR).
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RS 2B %

RE& Citrix R, BEMAIMESXLEIRBUNSEHNARERE WMREE).

R EREM

BMEXEIRE, XERENIZI TFR:

Citrix_SmartcardLogon Properties IL-

| Ganeral | Compathitty | Request Handing | Cryptograpty | ey Attestation |
Supenzeded Templates 1 Bdenzions | Securty | Sarver
Subject Name lasuance Requirements

Require the following for enralment:
[ CH eatfieate menager approval

[+ This number of suthorized signatures, [
¥ you require maone then one signature, autoenmolinent is not sllowed

Palicy type required in signature

| Application pokicy V |
Application policy

Cartficate Reguest Agent V|

Require the following for reenmaliment :
(®) Same criesia as for enrolimert
() Valid exdating certficate
Alowe key based renewal (7]
Heq.ui;es subject information to be provided within the cerificate
requast.

= Cortrol ig dizabled dus to compatbify settings

OK Cancel || Mooy || Hep

EBRESERN
BRI LB IR E, ZIBBNFE LR Windows Server 2003 CA (Z2#ahR7s 2), B2, FAS X%#F Windows

Server 2008 XE=hrasHy CA, Ltoh, W EXFRR, FAS £Z8KiE:21%#E Windows Server 2008 CA (Z2#hR7s
3) = Windows Server 2012 CA (ZE#Ihk7s 4) TRAMEMIGE,

IEBIA NI ER

IEBMANADEER R A SRECEIEBIMAN AR S 28 AR AIE B AR SS 23 A BIE B AR,
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RIIRIR

BEIEBMANREBINAET B SR R HNRIREZAVES, IEBMAVEEERRBIER LB ZER.

BERENT2MERTERE FAS IRSBIMUAREMIERERER, HEZFRTE2RNNML IR, EEA—MER
T, IEBANAEEZENBEIRICEMTWDIEBRIERRG T2THEN, HEERTR FAS IRSSSFENEIRE,

A EIRE

—RIFRT, IEBMANAER ST EBITFIEBMANAIRIMERAEIRE, #MATFEEIENER IEBMENE

EERALECE DCOM TCP MEpASEMN, LUERE FAS BRS5EREBHRIFIES,

PRI

BINERT, EEEMTIEBAREEEEERAAFHRNEREBRIRAERAFPMEIES. MER “REERA

2 IEBIMR A B IR E R — IR,

Edensons | Storage | Certflicate Managers
General | Policy Module | Ext Moduls

citrixtest-DC-CA Properties IL-

Ervolment Agents fudtng | Recovery Agents | Secuy

For mare information see Delegated Enrollment Aqgents)

(®) Do not restiict enncliment agents
() Festict enrcllment agents

Enrolment agents:

Certificate Templatas:

Pemmissions:

Mame Accass Add

0K || Comcel | ek Help

ERBRAR IR B %

WNTFEREE, AILUERBEXRERRKREEMNT REBMK.
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FAS &%

FAS EEZTL 26,

&3 ACL [E#I StoreFront. B~ #1 VDA

FAS Z2BRIIZOZIEFIHLE Kerberos 1k REB I IRITHRE :

hRRE iR

StoreFront [IdP] fE1EX L Kerberos ik LU BB IEFRISIER N B P
7. MIRXLEHFPRENHF EHRIR, AIUSIEIE
PBHIGEBT FAS BB AFMAR,

VDA [fE%i5] X RERGARREBMFAARITEN., L, TFEE
&Y IdP e RHZIREIR, FiZARERR VDA
kP BEEZRNARKEEE.

BPR BgEHIRLEE |dP EBENEF. EER, XS5IEHRM
EZNMEHH “SREMKE” BEXEMEEES, —MK
B, BIRIELSIRPE S IR, . X LFELE
EHIFR StoreFront i P IS RIBA B E S SRR 5o
B@EME, t ACL FRAFHEERREK,,

ECEHN

WNRAF %Mz Citrix Virtual Apps ¢ Citrix Virtual Desktops SiEXBAEEN FAS RS REMLEW, MNIERE
Ho SFMNBMHE—ARIMEERD; BREMS, sJURIREE ACL

ECEIE B A NIRRT

A LARERIHRREEFRENEBER CA. SRECE R LUERERARSHBGRIIER, RABURTIFER, )
90, FRAK “INER” MR FIRBIEBRAIRET BRI FARR A “WE” MR P RERIER.

KIEFIEBN S RIEIES

FAS EER A UEH B F S HRIENIIBRREAFRNKEFAM, fIM, HITHIThEERTATNGE “€8” EBERIE
HE A, FEAESMEN ‘BR7 IEBREERNER.
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FAEARIPANEZRARE

FAS BI2R AT UE FAS BB ATERHR LR (HSM) RZEEMTF AR (TPM) hiziEfasA. Citrix BIERZED
B EMTNEBFAATFETE TPM RRRIPFATA; HOETE “BA” BRI EPRE,

B, STLUSAPIEBFATAFMETE TPM ¢ HSM . FrEEREMRIL “FRISH” BREM, KENZEDH 2048 i,
EMHES

FAS RRSSSBRMIFANEEMETREHAE, XEATATATFHEZMINEENEH.

EERGPNRMEEIR

FAS hEfE—Ln 2 EIBINAE (1HEIIE Kerberos) MT A, “AMEIRFRA" i A%T FAS RRBEAEG T2 ITFINIR. [
FARLEIP LT RO

Citrix Virtual Apps. Citrix Virtual Desktops #1 VDA &5

—M&im=, 7EfER FAS BB 82K Delivery Controller #1 VDA BEEAMRLER, FAH FAS“ESIRGIR" A28k
“Active Directory ##3”, Controller #1 VDA BIBAFTNNEERIEAF. NFZEHZESNEGEE.

## Windows fREZSLeM

FrE RS eSS E N REFF G BHMER, HREMMERAIBEMAIRER S, ML X BREMEMRSSIHETLZENY
BAE, FFASIEREINZEIA RN 4PIEDT,

M EZEEMESHH SR E#HERZEITEN L,

RAR R FRANE R 5518 RDP. dIHFIEE, MERBFPIKFAH#TERFER, LENTIEBMAVATIRERRKAE
=t

BXES

o ZEFECER FAS REMNEENTESEREL,
o BREARREN—XRNEBT FAS AR,
o BREE—XHNBT Hth “@1IF5E" XE,
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iR T Windows & R|aH

November 7, 2019

AXNABT AR ERIEBHN/HEERERN Windows RSB EMHFRAES. JUEAXLERSRENESNSH

IUER M e 1 TR P HE R

IEBHM QRERLE

Windows Active Directory #irfi R EE AP ERNERIIEBHN 2 MERTEE,

o NTAuthiEB7E68: BE4x Windows #{TSHI83E,

WARGERS IR AP IES (BD, FFHEERERE) RUEH

MAENMMERE NTAuth Z6Edh, EEEXEIEE, B certutil BFEPHALUT®HS: certutil -viewstore

-enterprise NTAuth,

o RIEPMFENEREME: —RMS, IEPERRFGREREEMES, b, OREAERIERE, FREITEN
LR REERFEBAAEEXEIER, RIEBSAUFEEIEREED, MERE - MEBLTITF NTAuth

EFEF,

o BRIEPY ERMASER: TTLUE Windows ERE 3R FIIIE EKU IR EMIERBER. 528 Microsoft X
#4: https://technet.microsoft.com/en-us/library/ff404287%28v=ws.10%29.aspX.

TR RS

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

X509HintsNeeded

UseCachedCRLOnNlyAnd.
IgnoreRevocationUnknownErrors

iR

AN, IEBXRBESRRERT BEARE (EKU),

BIMERT, Windows &5diSieR a7 RSA
BOIEFRA. METRERZI IS,

BINMERT, Windows 2idiSiaid BBHIEH. ik
RBEERZIIES,

B A E 4k 5 19 3011,
MREMEBFEEM—MAFEAEEH (UPN), &
BILRHE, LRI RFAP FaieEHE Windows
BRI

ZHMRENE (BREEEEHELIRE).

o HIERIRHER: FIERSBUTEEIALN ST IES, 78EX Kerberos E# T B HIIE. RIUER
“EHITBEHIER N ATEE " MMC S12 8 TR R RIS,
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BXE B MRS

UPN Z#RF0IEFAREY

BNAFIEPEEREERENT BEPaE—E—NAF EEEH (UPN).

Active Directory #5 UPN &R

ZINE R T, Active Directory IS MNHE R MAE B EE R <samUsername>@<domainNetBios> #l
<samUsername>@<domainFQDN> gy &ht > FAYEEN UPN, aJfiE#0 FQDN #afE7EMA RootDSE £ B,
EEE, BMARATUEEZME RootDSE F5EA#Y FQDN bk,

Ltk4h, Active Directory v E AP EAEE 23X UPN # altUserPrincipalNames, XtERBFIREZBFN
UPN 8 LDAP %8,

% UPN #Z A8, Windows E5Edaig (BURTIZER UPN #93i289iR5)) hEHRER UPN, AEEHRER
UPN, RSB EH, MEEHIE UPN, XFa] LR EIM Ay E i,

IEPBRETARSS

MREMEBAEFEE UPN, Active Directory 85 BT xS LEN A RIER U x509certificate B
RERRET, ITENAIUEZRSTALEE GUAERT, ERMNEPER), MUERAFFTTESES,
AGERAAFRHE—MNATLUEE ATNRIGER R EH BE A E BT R P ER LTI B P Ik,

MBEMBEESZ MY, FEBFKRAMRIEEE, Active Directory rootDSE ¥5EIEBMETIRSHMNE., ZRSEE
HFeRERITEN L, HEEMPEBFE x509certificate BMHMEEMNE. T LUER KT ENNETIERREN
MERERIFTRNEF K,

I R R IR F

SRR EE S MREHERN, EEHETATEORIEMEEHSEREEER, XETUBAHRRAS.

bR b el v e

Zag# Windows ERFFER Windows iz Hlgs# 75 R, AT LUBE B E Imhosts 3x#(\Windows\System32\drivers\etc\Imh
RERIEE Windows I+ EHERRIRIEHIEEFIR.

ZAUBBEEFE—TER Imhosts.sam BRHINX . HRERE—1T:

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Heh, 1.2.3.4 3 mydomain g5 & dcnetbiosname BigizHlasHy P ik,

BEFEE, Windows itENIERZESER mydomain, iEFE, TRIARE, HIEFRILES.
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RSB IETE SRR H2S
Z56, Windows $ERILZAFERMEEFIBIZE— N MSDOS BT 8, BEEEZEE, BRI SIRERTEN
HEANUTHS: echo %LOGONSERVERY%.,

55 M 1IEA XN B EEHEEL S RO EN R,

BRI E%EN

BIMERT, Windows i#izhlgi FRATLKFBEZAS. sIUEARKAEERPEBEIRLIRE PR ERIRITHH
TiEH. BARE, BIEHISREREAEXAPERTINMIEHAERER.

g Local Grotp Policy Editer [= [o [

File Action View Help

«= 2@ = HE

'y

=] Local Computer Palicy ~ || Policy Security Setting
4 & Computer Configuration | Audrit account logon events Success, Failure
I 2 Software Settings | Audit account management Success, Failure

4 Windows Settings
- | Mame Resclution Pelicy

5| Audrt directary service access MNe auditing

s Audit logon events Success, Failure
&l Script_:. (Startf.up.-‘Shutdn-.'.-n] ) Audit object access Mo auditing
45 SFcurltyrS{ttlngs 21| Awdit palicy change Success, Failure
4.4 A’qum PD“CiES_ | Aouclit privilege use Failure
b 3 Password Policy . | Ausdit process tracking Me auditing
b L@ Account Leckout Policy | Ausdlit system events Success, Failure

I g Kerberos Policy
4 a4 Local Policies
b Cd Audit Policy
b g User Rights Assignment
p g Security Options

k7 Wimelmae Fisssasall with Ashiamead Tamiisitg

IERIIERE
REIEBERMN

MRGBEERIEBSEHR DERIES (RREE@AA), WaUBS U THLSRIEREBMME: certutil -verify user.cer

BF CAPI BEIER

EEEFISMBAITEN L, TASHEERHBA Microsoft/Windows/CAPI12/0Operational Logs BIEHEIZ R

=
BEo

ATLLEE CurrentControlSet\Services\crypt32 THEMEIIES CAPI BEIERINEE,
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=1

DiagLevel (DWORD)
DiagMatchAnyMask (QUADWORD)
DiagProcessName (MULTI_SZ)

CAPI HE

HE

M
JoiiE £
X509 3R

FIEIE PR

HIRHS

IR

IERREE

IEBMAHENEHIR

IEBRBEHEIR

Kerberos BE

WA

AR5 (0 2 5)
FHTIREE (WPTEBM4EA Oxffffff)
stz Mdig (g0, LSASS.exe)

WA

&4 CertGetCertificateChain 89 LSA (21E4£R)
#A CertVerifyRevocation #9 LSA (2154 %)
EHAMEXT, IERFIEPRBHTIRK (CRL) #E2
AppData\LocalLow\Microsoft\X5090bjects
%A CertVerifyChainPolicy 89 LSA (BiF5%)

WA

TEER T BB RENEBFAEN A ERIEBEFETE
B ERERIEHR,

FTEMIES CRL % misTERYAE T E+89 CRL,
RBHNITRENE, WRMEIERIHER. FSHEILE
PN RAEMETER o

ERFERTER. W0, EBAERRS[IEFHE
BiEHo

EFH Kerberos BEIRR, BESIEHSBMRLAPITEN LB TEMERE:

EEEHT Value name ({E&R#F) {& [DWORD]
CurrentControlSet\Control\Lsa' H&EZK3! 0x1
CurrentControlSet\Control\Lsa\WéeHeDebPelarakters Oxffffffff
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KA B HEIERS

EEHT Value name ({E&R#F) {& [DWORD]
CurrentControlSet\Services\Kd: KdcDebuglLevel 0x1
CurrentControlSet\Services\Kdc KdcExtraLogLevel ox1f

Kerberos BEZRAHIRAEHATF,

o “FEMEIER” FHBMAEBRINIZHT,
o TERMHRABAGEEMRE, JURSMRE:
- KDC_ERR_PREAUTH_REQUIRED (RFmREHRAEI=HI35%IBREITHI2)

- REIFEIR Ox4b
EHETER

EUNAT AR ERIERE RIITHISEN TFl ERFTHES SR,

o HixH128 CAPI2 BE

. FEHIRReAE

« Virtual Delivery Agent (VDA) 2£H&
VDA CAPI B3

VDA Z#BE

iz sE CAPI2 BE

BFRIED, SIEHISBRIDRARENES, MERNUTEAN—RIIBERE,

Operational Number of events: 6

Level Date and Time Source Event ID  Task Category

11 Information 21/06/2016 15:14:54 30 Venfy Chain Policy
{Dlnﬁnm‘latian 21/06/ 2016 1511454 CAPIZ 11 Build Chain

(i) Infermation 21/06/2016 15:14:54 Cap2 90 X509 Objects

(i) Informaticn 21/06/2016 15:14:34 Capiz 41 Verify Revocation
@In!’nm‘lation 21/06/2016 15:14:34 Capiz 40 Verify Revocation
@hﬁ)l‘matiﬂn 21706/ 2016 15:14:54 CAPI2 10 Build Chain

RAEHBETHREEITHE EER sass.exe, MiRHE VDA iRIEHIEHHE—1 %, HIRIEEARM (BEFFH).
#R&EH “ERROR_SUCCESS”,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]

- Certificate

[ fileRef] 23BCRSAFBTF18787ADAAADSCEFOOCCTS05CA 176 .cer

[ subjectName] fred
- CertificateChain

[chainRef] [FFO3F7S9B-52F8-4C93-877A-5DFFE40B9574)

- Flags
[ value] 0
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo

[ Taskid] {FSETFD3F-628F-4CT6-9B1C-49FEDT 863 18F)

[ SeqNumber] 1

- Result
[ value] a
HEflRLeAE

HEHIRET—RIBREMN, XBEMHH 4768, H, IEBATFLE Kerberos Ticket Granting Ticket (krbtgt).

FICER Z A1 B RAE B ETATHITEHRIEUE RIFITHI MRS BT ENKF, EHEEZEETIESR

ERBFERRTEHIRITHISRHITHHIIENH krbtgt KAFKF,
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Keywords Diate and Time Source Event ID  Task Category o
‘az‘,-ﬂwdil Success 21/06,/2016 1514:56 Securiby-Auditing 2624 Legon
A, Audit Success 21/06/2015 15:14:56 Security-Auditing 4624 Legon
Q‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations
oY Audit Success 21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service
©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations
ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
%Mdi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon
@, Audit Success 21/05/2016 15:14:54 Security-fAuditing 4624 Logon v
Event 47638, Security-Auditing x
General | Detsils |
@ Friendly View () XML View
+ System
EventData
TargetUserName fred
TargetDomainName CITRIXTEST.MET
TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceMame krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-302
TicketOptions  0x40810010
Status Ox0
TicketEncryptionType(x12
PreAuthType 16
IpAddress ffff: 192,168,010
|pPort 49348
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001 D1 FCA2ACI0F36879CEECOOO000001 D1 FC
CertThumbprint 23BC&SAFBTF18787ADAAADSCEFOSCCTS05C4176F
VDA Z£HE
S5&REMENNM VDA Re#EZAERTE winlogon.exe 14 ID 71 4648 % B,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
€| [T ¥
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System "
- EventData

SubjectUserSid 5-1-3-18

SubjectUserMame VDATSS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000)

TargetUserName fred

TargetDomainName CITRIXTEST

TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  Ch\Windows\System32\vwinlogon.exe

IpAddress 192.1658.09

IpPort 5117 W

VDA CAPI BE

It VDA CAPI BEE T [sass.exe & MEMBEMIGEINF, BATEIESEHI2ES (de.citrixtest.net).

I:D Information 21/06/2016 13:14:54 CARIZ 30 Verify Chain P...
@ Information 21/06/2076 13:14:34 CAPI2 11 Build Chain

Gj Information 21/06/2016 13:14:34 CAPI2 90 X309 Objects
I:D Information 21/06/2016 15:14:=54 cap2 41 Verify Revocat...
@ Information 21/06/2016 15:14:54 CAPI2 40 Verify Revocat..,
(1) Information 217062016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6012E1E1800EG1BEDBOTIETS86ERBD1 2B7
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA R HE

BRAT Kerberos BEIZRY, 24iAER E TR KDC_ERR_PREAUTH_REQUIRED (AT 2E8) L& Winlogon
2R Kerberos B RIS,

(1) Infarmation 21/06/2016 15:14:56 Winlegon 7001
ll;l'Ern:lr 21/0672076 15 14:54 Security-Kerberos 3
<| il | 3
Event 7001, Winlogon H
[ General | Details |
®) Friendly View () EML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEESE383-TCF3-4331-21CC-A3CE16A3B538)
EventlD F001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 .
= Timal rantard
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RABFHEIRHER

AHFIHTE Windows BERIE LFEAF 2RIERHEIRES.

ETHHEIRER

THAF 2 EE

RATHILEER, BERIEENER. /FAZFZER

RRETEILEER. BTFEHEIENERRIEBFAE.

TEERNRRARENIKA R IFEEFER,

EROERRTEE

A fEAEEE It

Insert a smart card (JENBEEE)

PIN AR IE#
HARIBREIERERIEF.

m)Ff
anp
[a7ay

iu]

L

BEREIR

HEAMSE

HENBEEREEXNERFE, 8 Kerberos &
I 2RE4 TR, BIUAXH Kerberos BRE85
TEBIIRITHI2E, EIRITHI ISR TS HANER,
PEm gl ol = e B ey | i N b e 2y =R b
IE” 3E$, 90 CTX206156 FriR, MigfE@EEEIS—
i®, ENMEEIAEILBAEE et 2anitt,
RERMTEN EREREEBHIRIER, BXERM
N BN EREE R RIEBMIREE, 5213
CTX206156, HBiBSRIEBIAHEME,
RETEARFP KA ELREANNTEREEER.

IEB5IAARAAIENTAH. PIV RRTLEEHBiHRD
CHUID 8¢ CCC XX R = tH LIt =),
REMTEBREFPEM. BXEEFHRENRR, 15
205 CTX206156,

RENEERERTIR R WRIBATEREFR, WILH
BieREFERGHPEMRSE. BXERFHREA,
ESi# CTX206156,

BReRELT BN PIN.

FIRERIEMIRBEIE B LAY ’S, 3E RSA BAXIE
(IF 2048 fiI) . BEXERBRNEEFELNES,
E5 CTX206901,

BrerEmBiE (Blg, AP ZREAT IR PIN)o
BIERTREITERERHY PIN #2891 (puk) KIBRBIHIRR
R, #EAUEAEEFHNBRENTAZEERAPN
PIN, 1R puk REBFREIA, SEWME, WBAEE
REFEBENN RE,
BRERAAAR T IS ERUINE, 5190, B
EREJREC IR “FATAME”, EBERNEEESR, X8
BETAREMKEIIR LR RS, 3E RSABAXE
(NF 2048 i) . BXREMBMHNEEFIELHNESR,
E5 CTX206901,

© 1999-2019 Citrix Systems, Inc. All rights reserved.

128


/zh-cn/federated-authentication-service/config-manage/troubleshoot-logon.html#certificates-and-public-key-infrastructure

K& B MIIERS

BXES

o EEELGHTEEEEER: http://support.citrix.com/article/CTX206156

o EEERERHEM: https://technet.microsoft.com/en-us/library/ff404287%28v=ws.10%29.aspx

« B CAPI BEIER:http://social.technet.microsoft.com/wiki/contents/articles/242.troubleshooting-
pki-problems-on-windows.aspx

« BA Kerberos BEIER: https://support.microsoft.com/en-us/kb/262177

« BEXBEBEE=ZAIEBMANMBEREEEERNIESEN: https://support.microsoft.com/en-us/kb/
281245

PowerShell cmdlet

November 7, 2019

AfERB S FHIIEARS (FAS) BEEHI S AITEENBE. Fid, PowerShell REHIRM T ELHERIER, When
you are using options that are not available in the console, Citrix recommends using only PowerShell
for configuration.

T a00 FAS PowerShell cmdlet:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

7£ PowerShell O, "ILUER Get-Help <cmdlet name> 87= cmdlet ZEBIE R,

A% FAS PowerShell SDK cmdlet #9458, 1213 https://developer-docs.citrix.com/,
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