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K& B HIRIEARSS 2402 LTSR

Juneb5, 2024

HEARASHIBX & S5 IIERRSS (FAS) SHELUTHILTI4E

o WERTHBESMEIIRSIERER, EEEIE SID, FAS EIEBMAENEE BAERERGULE, SFT
SID 2%, 3¢F7# Citrix_SmartcardLogon #EiRFEAT Subject Name (FRERR) BN
Supply in the request (fE3ERFIRME) ETMMBF, LLHFIEINEER G FAS #& KB5014754 Fhi¥iR#9iE
PEPEIETFEEBTT. FEHAINLE Build from this Active Directory information (BTt Active
Directory 52#2) MWAF EXHXLEFHIIETE,

BXRBRBENER, BERERENER,

BfEEREH

June 5, 2024

BA S HIIEIRS 2402 LTSR chig B B EMEH,

[SZ1E)

June5, 2024
BE BHIRIEARSS 2402 LTSR #3% 5 B RIRL,
UTESHREATERBINEEMRIBIE RS A

= .

I

AMRFEAIRSETENR, JRFEENRERERS. Citrix TERIEEIMRFERCATLSEL
MEYEERRE SIS URRR, EREMRFIESRTEIENG, EREIMRZA, BSLHITED.

E=7EHA

June 5,2024

ItEhR A BIEX & B A I0IEAR S5 PT RE L B IRIE LA T S E X R IF RIE = R+
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https://support.microsoft.com/zh-cn/topic/kb5014754-certificate-based-authentication-ch%5B%E2%80%A6%5Dws-domain-controllers-ad2c23b0-15d8-4340-a468-4d4f3b188f16
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/whats-new/fixed-issues.html
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« Citrix Virtual Apps and Desktops =778 (PDF T&)
« @M FlexNet Publisher 2017 (11.15.0.0) Hy3EE B E (PDF T&)
+ FlexNet Publisher xx#4%t%5: FlexNet Publisher 11.15.0 f{ER/E = A4 R4S (PDF T%)

RHEEK

June 5, 2024
o BEEBMHIRIEARS (FAS) 7L T Windows Server E&2 34!

- Windows Server 2022 Standard Edition #1 Datacenter Edition
- Windows Server 2019 Standard Edition #1 Datacenter Edition, 8&RE &% 0%
- Windows Server 2016 Standard Edition #1 Datacenter Edition, &R 8% 0%

« Citrix BIERAEREM Citrix BN S F 2% FAS,

« Windows Server % E{RiF, HATELIFRIEMTGIEBAFAR, BT IFIZARS ;A F T
KB, 1ZARSSEE R LUAR E ML FIEHMTAHE.

« FAS PowerShell cmdlet EZ7£ FAS AR5328 %% Windows PowerShell 64 fiL,

o EEIRMANM (BIE0 Microsoft Enterprise 57 Citrix Ready &I HhISEMERIEMIERB T ENM) +
BEATAZ FA P IE.

o 33F Microsoft LUSMYIERMANM, BEBREUAT/ LS.

- EBMENM (CA) fEREMIRSE Active Directory #5E#1,

- CAEBM FiHEHI28 L NTAuth &R, BXEHMES, ESH How to import third-party
certificate authority (CA) certificates into the Enterprise NTAuth store (40a¥& 5 =AIEHM
ZM# (CA) IEBS AL NTAuth 7=6%)

7£ Citrix Virtual Apps ¢ Citrix Virtual Desktops i5sm:

« Delivery Controller. Virtual Delivery Agent (VDA) #1 StoreFront BRE 3 #H4 R EF ZIFHIARES.
o BEAIRITENBE R 2% VDA NABESMRIIRSARBESE. EXELER, BSRREHEIRITD U
TR¥AER.

AR HEZER, FEEL S EEEIERD.

LEMEE

June 5,2024
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https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/downloads/third-party-notices-apps-and-desktops.pdf
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/downloads/fnp-licensing-11-15-0-ncsd-summary.pdf
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/downloads/fnp-licensing-11-15-0-opensource.pdf
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/config-manage/ps-sdk.html
https://citrixready.citrix.com/category-results.html?compatibility=Federated%20Authentication%20Service%202203%20LTSR
https://learn.microsoft.com/zh-cn/troubleshoot/windows-server/windows-security/import-third-party-ca-to-enterprise-ntauth-store
https://learn.microsoft.com/zh-cn/troubleshoot/windows-server/windows-security/import-third-party-ca-to-enterprise-ntauth-store
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#configure-group-policy
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/config-manage/security.html#security-considerations
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LEMKETZ

REBS BHIIEARS (FAS)

7£ StoreFront RZFAmEEF B A FAS
fidE Delivery Controller

[

A FAS BIRITHI S ITIATIRME:

ok wbh e

BEIEBRIR
REIEBIANG

a)
)

C) f21X FAS fEREHNEBIRL I
)
)

O

d) ECEHN
e) 1§ FAS i##3| Citrix Cloud (®Ii%)

LREKS S MRS

ATREEN, Citrix BINEZARS 2R L RER S FHIIEARS (FAS). LIRS BN NZE SiRiEH|28 st HmE
MZEMBIRIF, ATLUBR T AR Z—R4E FAS:

« Citrix Virtual Apps and Desktops R#i2F (A ISO B BahiETHRRE LB E SHRITRSIZA),
o JR37 FAS RERFXMH (TF Citrix THbS _EU MSI XHFRIFRE) .

X RELTA S

o BXEBNINIERS

o BT FAS #1TEREEER PowerShell €&t cmdlet

« FAS B84

« FAS A% 1ER (CitrixFederatedAuthenticationService.admx/adml)
o JEPRIRS M

o MEEIHEESAEHAE

F+4% FAS

TR LB Rt ARG FAS AR EIEMBIMRA. ARZA, EEBRUTEI

o MITRMUARE, BEREBEFE FAS )RSB[IRE,

o IBSWIEFSR FAS Za1XHF FAS EIizHla,

o FRARELD— FAS RS BREZTH. MRBATEKESHRIERSH StoreFront BRS58 LA A RMERARS
%, APRBTAERIBIINABERF.

BEnhFR, 3EER Citrix Virtual Apps and Desktops REFZFIHIA FAS RERF XM RRE FAS,
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https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#install-the-federated-authentication-service
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#enable-the-fas-plug-in-on-storefront-stores
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#configure-the-delivery-controller
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#configure-group-policy
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#deploy-certificate-templates
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#set-up-active-directory-certificate-services
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#authorize-federated-authentication-service
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#configure-rules
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#connect-to-citrix-cloud
https://www.citrix.com/downloads/federated-authentication-service/
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/config-manage/ps-sdk.html
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#using-the-federated-authentication-service-administration-console
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/config-manage/performance-counters.html
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/config-manage/troubleshoot-logon.html#fas-event-logs
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1z StoreFront AR E+FEA FAS it
AE:

WMREEF FAS 5 Citrix Cloud ££&ER, WEFRITIFSE,

=7z StoreFront 5 LB FAS &5, BERBEERKAIETUT PowerShell cmdlet, MR AERFEEFREN
2, B $StoreVirtualPath,

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider "FASLogonDataProvider"

<!--NeedCopy-->

E(Z1HER FAS, BERLUT PowerShell fiizs:

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider ""

<!--NeedCopy-->

ficE Delivery Controller
AR
RIE(VE FAS 5 Citrix Cloud £&1/A, WEERTLHT B,
B/ FAS, BB & Citrix Virtual Apps =k Citrix Virtual Desktops Delivery Controller LU 5 HiEiEH

StoreFront BR$588: iz1T Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true PowerShell
cmdlet, it EBEZ /04 Delivery Controller, #iEREMNEREBETRIEHS,

=g

L4 FAS 7, 15EARE IR MAARKIERIEEASERPIRSSENTLREESZ (FQDN),
BE.

HIRIERZIEM StoreFront RS &ML EIZIER Virtual Delivery Agent (VDA) E&418R8Y FQDN i2E, &

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 5



K& B MRS

EET AR RN ARIARSS B E RS .

AEEER, UTTRAESRANEENAIFMEITENNENRE. B, XHFRLEN. RE StoreFront fRS328.
VDA LIRIEFEIETT FAS EIRiIzHI it BN EEEIMERE FQDN 5%, FAS BIRIIERIET. BSHTRE 6,

$EB1, ELRET FASHARS %/ E, %3 C\Program Files\Citrix\Federated Authentication Ser-
vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx # CitrixBase.admx X # M &
en-US X3k,

PolicyDefinitions - |o [

:(-:I * 1 | J < Program Files » Citrix » Federated Authentication Service » PolicyDefinitions W ol | Search PolicyDefinitions P |
~ - e o e
4% Favorites Mame Date modified Type Size
B Desktop _ en-US File folder
4 Downloads - | CitrixBase.admx ADMX File 2KB
1=l Recent places || CitrixFederatedAuthenticationService.adm:x ADMX File 4KB
[ 1M This PC
W

3 items =

S8 2, BFHEXEXHEF NGNS, FIEERERE C:\Windows\PolicyDefinitions #1 en-US Fx¢f3k
Mo

$ & 3. i51T Microsoft BEizHlEa (EHLTHIEBEIT mmc.exe) . MEBEZPERE > RN[HBREERSE T, FiN
HERREERERS,

LIRTRNARIET RET, EFNNE, ARERRINEER, 3E, BAUFERGERNTREAFE R ERMAMNE
BRITR, HAmEE{TiEX Citrix 2 (VDAs. StoreFront fR388. BETH) MFEITEVINASER,

Y Consolel - [Console Root] =jall x
E File Action View Favorites Window Help =&
Ll ﬂ = ° IE Select Group Policy Object B
- 1]
-| Console Root Name Wel to the G Policy Wizard » Actions.
Console Root =
Add — N
| Mere Actions 4
Yfou can select snap-ns for this console from those avalal
extensible snap-ins, you can configure which extensions
Group Palicy Objacts can ba stared in the Active Dirsctory
Mvzilable snap-rs: aron a kcal computer.
Sl:|ap-n Venl~ Use the Browse button to select a Group Policy Object.
= Device Manager i
& orce M
(=4 Disk Management Micr -
?_;‘., ohE M Group Policy Object:
FAEnterprise PKI Mir = | |
B,]Evem Wiewer T —
| Folder mier | | _
= Group Palicy Management Micr Browse for a Group Policy Object s
I Growp Policy Menagement Editor  Mir ; §
. Group Palicy Object Editor M [algw | DomameOls [Stes [M |
2] Group Policy Starter GROEdtor  Mer chang LS ) &
|5¥Intamet Information Services (I15... MiT orly Laak in: |ij citrbtes net v| 5 E -
'-?T]Pk:uril\r M:'I"it“" T M;‘-" hd Domaing. OLs and linked Group Palicy Oiects:
Hame Domain
Description: ) Domain Controllers. crbdest net
This snap-n allws you to edt Group Policy Objects whid DdaLlDMMFoII:y
orf stored an a computer.
[ o]
0K Cancel

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 6
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$E 4. SMBGT HENEE/RIE/EEER/Citrix A4/ SFHIIE" THEBES FHI0IERS KL,

" Group Policy Management Editor o x
p Policy Manage

i@ PolicyDefinitions e CitrixBase.admx/CitrixBase.adml #iR3f46S, “BA&BMHIIERS =
BEISBX1EE GPO FEJ A, TS B 3 &, “BEaFHNRIERS" RIKEEREBEEER > Citrix A > 5418
IEXfFRAFH,

SRS, T “BRESMIIERS" REE, HEFER. XBEAEERETKE, UEE FAS iR352589 FQDN,

ce@o H w
TE § 7

FIZ 6. A FAS fR552389 FQDN,
BE:
MREEAZ N FQDN, WHRMIGFEXD57E VDAL StoreFront fRE528 (M1RAE) # FAS ARS8+ ERAINIR
$_§&o ’\E%I‘?ﬂéﬁﬁmg'\&%o

FERT. RERERE “AEE OSHUAMRITHASEIRER, SrREFEEENBMITEN (HENGSITIET
gpupdate [force) LUFEEHR4EN,

RERTH

LERESEER PR VDA 2IEFRUERIEHRE, RREXRFRERIES. BRERIERURENENSAER, SEPH
IEBELERERAERTZAERIEEH FAS MUAFERIEPERIEENA A, REESHEERN,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7


https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/config-manage/security.html#group-policy-settings
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#configure-rules
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BRRERAILERRF A FAS AIE#HZEAF Y VDA 21EHE1T.
BRARERZEREHHEL FAS AIE#HIZIETT,

RTERE WRIUKRBERR, RAERAATEHAFRTRAFRAEATNAEFERSIEPIEBNGIR. B=TE
I

e

¢ FRERE-WETREARERTHEMERLE.
s BHEERE-S M ETHEFRERRTESRREAMLA,
« REEERE - ARREHER, LETSNAIRIERNRERER.

EEB  MREAILRE, NESBNAENRRRESSNNK (U RE). fii, KR 300 #84, AR
USRADHET—RIET. EERTESRIEERMLNRTAR.

EREFERE WREBATIERRE, WYBAFRMERRN, APNIIESEAER, WITARMNT “BREeF
BYBTFFIERE” 58, A FEE Active Directory B REIERY, 1EEALLINEE.

o =W

PE RSB ERE SR IRIE A T VDA EFE 21E.

RS BMNIEARS EIBITHIE
pE=
B FAS BEEEHSERTABHHBE, B2 PowerShell RERMTEZEREM, Hx FAS PowerShell
cmdlet 9158, 5215 PowerShell cmdlet,
FAS BIBIZHIB1ER FAS M—En R, BE “FiR” ZRHRE—ER (Citrix KREBSHIIERS) .
BXERABEERTAN, ER5|SETMUTIRE:

EEIEBRR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8


https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/config-manage/ps-sdk.html
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- BREIEBTEN.
« 1% FAS ERIEBMENIA,

EETUERRERGRE TAFHRARLS B,

BUATERT, FAS BIREHIATIERTIZAHM FAS 5. NIRRT, EELUSMEHAHE LANEEIH RS BT

AR,

Initial Setup | Rules | Advanced Connect to another server ] Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority Publish

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BEIEBRIR

AT EBRRESHARENEIRFEIRR, FASRMET =4 Citrix EBERUBMEB 2 EA.

+ Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
« Citrix_SmartcardLogon

WAE Active Directory JEATXLERR, SHEPEIRE, REREHE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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- Deploy Certificate Templates -

Imnportant:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually, For mere information,
consult the online documentation.

| OK | | Cancel |

AI7ERE FAS 389 XML X1 (B A.certificatetemplate " BR) HHRIIEIRES:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

MNP TANLEX LRI, HEHIR LR Active Directory IR,
EFHREXEER, ATUMEEEMERNSHFPIETUT PowerShell &%

$template = [System.IO.File]::ReadAllBytes("$Pwd\
Citrix_SmartcardLogon.certificatetemplate")

$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport(Stemplate)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

Swritabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable

Swritabletemplate.Initialize(Scomtemplate)

$Swritabletemplate.Commit(1l, $NULL)

<!--NeedCopy-->

1% E Active Directory ir+pks

R Citrix IEPERG, BDAE—NHZ N Microsoft BASERMENIRS P #HITA R, BSREXNABE
Active Directory IEHAREHI Microsoft sti%.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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ANEBIEBMANMB AR GREDME—aRSHE LRAHER. BERIREIEBMANEHITRS.
(AT LA Microsoft IEBMANGHEH & & R IEHIER.)

&4 Citrix FAS Administration Console - connected to localhost — O x

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deg §3 Set Up Certificate Authority X
\/ Set up a certificate a Important Publish
The authorization templates arg CA.
When you click "CK" the following certificate templates are
Click "Publish” to publish the td published on the certificate authority selected below:

- Citrix_RegistrationAutherity_ManualAuthorization

Authorize this service - Citrix_RegistrationAuthority Authorize
- Citrix_SmartcardLogon

Create an authorization certicat

Publishing certificate templates may require you run this tool as
a Domain Administrator.

Create a rule _ Create
This step can also be configured manually. For more
A rule defines a smartcard-clas information, consult the online documentation.

You have no rules configured.
Certificate Authority:

Connect to Citrix Clo Connect

Complete this step if you wish 1

ok | [ Concel |

RINEX S B IIERSS

tbZ BB FAS FIIRIN. BEEH&38ER Citrix_RegistrationAuthority_ManualAuthorization #ig& K —1
IEHER, RAEFERXIATRBIZEREBMENEZ—,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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-+ Citrix FAS Administration Console - connected to localhost =[B8] X

Initial Setup |Ru|es| Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate tg

The required templates are dg

Deploy

Click "OK" to submit a certificate request for a Registration

J Set up a certificate 4 Authority certificate to the selected Microsoft Certificate
P Authority.

Publish

The authorization templates g
The CA Administrator must sign in to the Microsoft Certificate

Click "Publish" to publish the Autherity conscle to issue the pending request.

For more information, consult the online documentation.

Authorize this servig Authorize

Certificate authority

Create an authorization certi

e . See—

Create a rule Create
A rule defines a smartcard-cla

You have no rules configured

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREERE, ZEREERE Microsoft IEBMANAGIEHI & MHEERMIERTIRF, R FAS itEKF REER
BIER, IERMENMERRGACIMEHIELZIER, AT REHRSFEE FAS,

FAS B GRETAE “ERERE", BREERERMANELNIL,
7 Microsoft IEHMANMESI AR, GRETMEES, REERMRRELIEBER, MRIEFME, W FAS E2
EHSREREIGET. MREFEL, WEFHERETHRER.

File Action View Help

@ 5 d= H

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
a j citritest-CA-1-CA - e Jeor Ile e Coubrmiccinn 27 /0700 100 CITRIXTEST\FAS-1%

[ 7] Revoked Certificates 4 View Attributes/Extensions...

7] Issued Certificates Refresh Export Binary Data...

] Pending Requests i

7] Failed Requests Help ssue

[ Certificate Templates Deny

<] n >

Contains actions that can be performed on the item.

FAS BE12izH & 2 BNt S F2A95TRAYEl, XA RERE/ L7 Fhavatia),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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P Citrix FAS Administration Console - connected to localhost |;|i-

Initial Se‘tup | Ru|es| Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

u Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtestnet\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EEEMN

FAS R fER#MN#L StoreFront A5 RIENMA B TEER VDA R ZEFERBIES.
BHEANEEEUATRAR:

o {S{EEIFIEBAY StoreFront BR328,
o REBFIERBHN—HBF,
o RIFERIEHR—AH VDA HEH.

Citrix Bitlz—%8% “default” BN, FA StoreFront 7£BXF& FAS BHEREREZ N,

AT AR E % BE XSRS | ARRIGERERMNMENG, HEEREREEARRANEEMRR, TLUS XL NI
B RMHTRE StoreFront BR$ 33311 Workspace £/, £ “ARIREEE" EIKACE StoreFront BRE38ILBATR
ERBE XM,

BEHGUE (AN EHR ERSRAN) LEsMNeERS, ZmSRHRERTFEMNNGES. “MU” EH+
RETSMHNNEERES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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“ Citrix FAS Administration Console - connected to localhost I;li-

Initial SE‘tUp Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix envirenment.

+ Create rule

Default C W Summary
Rule name: Default
Status: oK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.citrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ZASHBEUTER:

Template (&iR) : BFMERFIERRIEBER, X#FE Citrix_SmartcardLogon #1k, EBHREHIEIZ
(BEBFNEHER)

IEBIANE: FUk AP IEBHARERAGEBIMANME, FAS ERIN S MEBIUANE LR FHREESM A T,
N FEERIEBMANE, BEHERSET “BIREA". ESRIEEMATEE,

In-Session Use (£iE4fEMA) : Allow in-session use (AF&iEHER) ETUTHIEERE VDA GES T UE
RBIEH.

o RIERAFSIERER (RN, BIUER) - IBBENBTERNERERE, HEBFPEHTEHEIEETRAR
PP

. BERAYSERERA-—BAEHITENRIEEERGHER, AZHELAFRSERIET, M VDA £iEFHih
BIMEIRE (580, Intranet Web ibmsixxfHE) aJLUED Kerberos & Ri#t1TihR, AtEEFERASE
FEH,

NR%E Allow in-session use (AFESIEDMER), NWIEKFEA In-session Behavior (&iEH1TH)
ARFEEN BTN VDA, AR, EEFEBIIPHREERFPHNNNLIBEEXS, UENBEFER. 7
W, MEEEFEBEE VDA 23t Web RS 23817 TLS BHIIE, N Internet Explorer AT LUERIES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14


https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/config-manage/security.html#certificate-templates
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/config-manage/security.html#certificate-authority-administration
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K& B MRS

Access control GiaizH]) . WIRSGERBT AR ERREIMEETENIEBAE StoreFront RS 2B ENHIT
Ro WNFREXENE, ERIUARMEIEM AD WWREE,

BE:
Access control (AinlizHl) REWTFLZEMEXETE, FILATUEEMINUEIE,
AE:

MRV FAS BRs388 5 Citrix Cloud #EER, WEZEEREHEEG. HE MM Citrix Cloud B, 3%
28 StoreFront iA1E4XR, &a1 AT Citrix Cloud Fzsith#EFERY StoreFront ERAMERAFN, ZZH N2
i StoreFront ERRY, {H=RE StoreFront iARITR,

BIMUR (BRI “US5107) BIELMEERE FEit, SRR TAY StoreFront iRSSBHITHIRE,

Securty

GI’CIIJP ar user names:

A STF-1 [CITRIXTESTVSTF-18)

Pemissions for STF-1

Assert |dentity

Restrictions (FRf#l): AILUERAFER FAS 9 VDA HHEHMMTIRURAETLGET FAS MAIEBHAF TR,

« EIE VDA RRAVFIEHSEML VDA RILUER FAS ILAP#1TER. VDA MFIRFEINRE AT EN.
- BEAFNRAFEIEEWL AP LER FAS B#R% VDA, BFRMFIRIEERINEEREAF
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1R FAS BRs32889155 VDA M FB9EARE, MpFUERRRIARS.

EI'DUI] ar user names:

' 4 Domain Computers (CITREXTEST\Domain Comput

Pemissions for Domain
Computers

Relying Party

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Securty

GI’OIJD ar user names:

Domain Users (CITRIXTEST\Domain Users)

Pemissions for Domain Users

|User Authentication

=N 87 M Citrix Workspace RS SRR EMAMM, ZE#E Citrix Cloud B, ATLUEERERTF Citrix
Cloud m9ml, 1k4h, fERIBZEES Citrix Cloud 2o r9sEEEES Citrix Cloud /&, &R AT UBEGZAN,
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

\/ Create a rule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

%13 Citrix Cloud

AILUER Citrix Workspace. ¥ FAS iRs323i%# 2! Citrix Cloud, &2 Citrix Workspace 3%,

1. £ “MARE” EMEHMEED Citrix Cloud T, $HiEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

0 Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish™ to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create a rule

You have a rule configured: Default

\
Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- [m] X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. ERBERING, ARRE T,
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4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.
Registration

Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead (deprecated)

AR

Fits ki 24 Citrix Cloud =1 F,

3. ZEORRM—EMET, K7 Citrix Cloud FIREHE. BXFMER, FSEE Citrix Cloud FiE
7 fho

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20
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4 Connect to Citrix Cloud

Choose cloud
Registration
Choose a rule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

|

Confirmation Code:

POQESDAS

( Waiting for confirmation...

=y -

4. WIEEMRRE, BN TSI RFPERFAENRRE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

-.‘

Resource location:

My Resource Location v

D -

&+ Connect to Citrix Cloud - O X

5. EEREFIKF (NRERM), AREEEERE FAS RESBORFMUE, PEHME, AREXAMHINED.
6. FEEEMNEL D, ERMEMNHLIZ—FAN. BET—D

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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&4 Connect to Citrix Cloud

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
2 1will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. EWHEERSP, gEH5EMRUTER Citrix Cloud E#%,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

Choose cloud

Summary

Registration
Customer:

Choose arule
Resource location:

® Summary

Rule: Default
Cloud: Citrix Cloud

Citrix Cloud = FAS BRS328, HEHERE Citrix Cloud tkFP#Y “HRMUE” WAL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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} =r

AR

sty FAS BRSS 28 m LUM& R FIES, MsairRE AR Citrix Cloud # Citrix Virtual Apps and Desktops.
M Citrix Cloud #77Fi&E
M Citrix Cloud ZFRAIE MR FAS RZ8 (40X Citrix Workspace SXEHFRR) 5, 5% Citrix Cloud

PERRMA,

=RECE

Juneb5, 2024
IELPHXBIRM TS SHEIERS (FAS) NEARBMNEERIES.
HEXER

« FAS NZEMMBRENETESERHN N L EANLE—
o HEARAREN—EET EEMN FAS KRREN, HRMETIEREMSESRNERENEXNXENEE,

NEPEF BREKE B IIEARSS

June 5, 2024

IXNBTHEZHEFPIEERSEME (MSP) FEREBBES SHIIERS (FAS) W B, BXFAER, BFBHESE
&&4E#: Citrix Service Provider DaaS.

wEFMN

o f&@AY Citrix Cloud RSB RUEMNEIERIFRNE. BXFFAEE, BFERENEERNR,
o MBRBEIUTHPL-MSP XZR, AXEFMAEE, HBIIEAT Citrix Service Provider 89 Citrix DaaS,

fcE MSP X

1. f#H8 Cloud Connector fi Active Directory =BT Citrix Cloud,

@it %2 Cloud Connector $§asithEht£EMEES Citrix Cloud,
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K& B MRS

WIAS AT T IS REXBUETE S IRFIAAIR & > ST A Ao

Citrix Cloud x EER - H x
<« C (Y @ uscloudburrito.com/identity/domain e * 0@
= | citnx 2 o
© |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh | [ Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v
A
2. RESHEFEKS,
N i R i = B
PR S E TR (), G5 E Manage Federated Domains (ZIZEXE1H)
B Citrix Cloud x  + v o X
<« C (¥ @ usdoudburrito.com/identity/domains e % 0@ :
= citrix 2 o
© ldentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh | [_] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local ] >

Manage Federated Domain
Forest: fasmulti.staging Disable

Forest Preferred Connector Type:Cloud Connector v

HEFEFHREE +. RAEBRENA.
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
SEearc Q
FAS Tenant1 with service profile. +

( Cancel )

3. B PR EEE XX,

P BRES R, ERIEAZANEH S, BIHREEESMIRFIFAHREE > 5 F5IH,

R[EE MSP &R,
4, 1% Citrix Cloud E%&&353 1 FAS fRSS 28,

£~ 89 Citrix Virtual Apps and Desktops #RF7E8Y Active Directory (AD) #eh%eiE FAS, 3§ FAS iE
#3551z AD MXBRNERRMUE, ERE FAS [RS8, BE8RRENLE,

5. REHFEFR
AERZEFBA FAS
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K& B MRS

- EBENSHIRERR (IdP)

HREEFEF . BESMARMILREE > SHWIE, EEFEN IdP H#R AD 5 |dP R¥,
« NEFEA FAS

%] Workspace it E > B30, EREIEBENSHIITHEA FAS,

Citrix Cloud x  +
<« C ( & usdoudburrito.com/workspaceconfiguration/authentication 2 % O :

VRS L

= cilnx 2 o

“«

Workspace Configuration

Access  Authentication  Customize  Service Integrations  App Configuration (Beta)

Workspace Authentication

Select how subscribers will authenticate to sign in to their workspace.

Connected identity providers
For more authentication options, you need to first connect the identity provider in Identity and Access Mana
() Active Directory

@ Aaure Active Directory

Federated Authentication Service
Aathenticaon with the Federated Authenticaon Seice

B 1A

TEMIBRTE P HOBX RIS > AR MSP S BRI, EARI N R FAS, B2 FAS 51, EX MSP #ig
BREHFE.

Azure Active Directory 255 %

June 5,2024

Citrix BX & B2 3IERRSS (FAS) AN T Virtual Delivery Agent (VDA) 28 =& F (SSO). FAS i@idiE VDA
IRMEAFIEBHREM SSO, VDA #£/iZIFHm Active Directory (AD) XA #HITHHIIE, R VDA SIESE, TE
BINHITE MR AT AR AD EiR.

7ES23 Azure Active Directory (AAD) BY, @& a7E AD 5 AAD ZE#1TEY, X2RBPMTENLIEES S,
AXNET R FAS BYM VDA &iEHRIHL SSO 2| AAD FrBmMEMERE, XERF TR EFHITE P RIEEN A5
AAD RIFHIR FRER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 27



K& B MRS

} =r

AR

o FAS "EZERAHECERIRE SSO AT AAD,
o REE FAS 23FHIEH,

o A LAEREMARZNEY FAS,

o AILAEAZHF FAS B9fEfaThik 489 VDA,

T&RELT AAD SSO B AR:

AAD B1HIRIERE VDA BN VDA EIINESH

SEE £/ AAD T4 SSO FERETF AAD IEHBH S MBI
Bx&2 Active Directory BEX& 51 72 ADFS /3 Windows S433E  #fR WS-Trust certificatemixed
WIEARSS (ADFS) R ERA
BREIE=FSMRHRE FRE=FAMRARE FRE=ZARRAE

« ¥E AAD Z7E AAD #HITRP S M IIERE, BRBMAZH AAD B3Ik,
o B AAD 2R AAD BB AR S M IIEEE MBI E it A rE. fii, EXME ADFS sE =7 SHRIHER,
o IMATREER VDA Z4ERBFIANT AD #1 AAD B9 VDA,

IANT3HY VDA
STFIMAT A VDA, EH Windows SHIEIE (1E4 LR AL Windows B14383EsE Kerberos) 5231 SSO Z|

AAD. HFEF M VDA 2iEHi5iE% AAD RIFHIRAERFEY, 23 AAD #1785 1KIE. TEESHIIER T SHRIE

iz

Federated IdP AAD
or ADFS
a
A
; 4. Authenticate
! with Windows
4'. If federated, Authentication
2.AAD-protected | 3 Gpalienge 6. Access Wirdows
app is accessed with token WS
without a token Authentication 5. AAD token
happens at
the IdP
‘ 1. User sign-on to the VDA
authenticates the user A
to AD using the FAS user

Domain joined VDA
! certificate Domain Controller
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BAATE AAD R ERERKSENR.

BEXRE AAD HIRERER, FERTESRESR,

SHFEXEE] ADFS B9 AAD 3, 157 ADFS BRs328 LB A Windows B33,

NFREHE=FSHRMER AAD 15, hEEEMNBRL R, BRAGHSHRMUETREH,
AR

WA SN TR 1A VDA RN T VDA FIHBIRR S 2. B, M FAS B4R AAD 5!
<2 (PRT).

MATREHAN VDA

MATREEER VDA RN AD #1 AAD, ZEFER VDAE, RKEIEBUTHR:

+ Kerberos ZIHEFZIE (TGT), ATt AD BIRH#HITHHIIE
o ERIFSHE (PRT), BT AAD RR#ITEHIIE

PRT 88 FXAAMITENNES. WEME, KT AAD ZMHHRREPEALILES.

BT FAS :@d A VDA RAGEBRMAFA#ITEMIIE, RLRBESEINTEFIEHH AAD SHRIESF 8EeIE2 PRT,
TEESHIETT BHEIETIE:

AAD Federated IdP
or ADFS

4. AAD PRT| 3- Authenticate to AAD 3'. If federated,

with FAS user certificate authentication
certificate happens at
the IdP

2. Kerberos TGT

A

1. Authenticate to AD d A
‘ with FAS user
certificate Domain Controller
Hybrid joined VDA

B4R AAD HERFAERERKSENR.

X FHEE AAD 15, JBECE AAD CBA, BXIFHARER, BSRET Azure AD IEBH S IR, VDA £/ AAD
CBA @3 AP FAS iEHm AAD S$ A F#1TE 1 3IE.
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K& B MRS

} =r

AR

Microsoft 4R TEAEERIEPER, EEMIAREMSR FAS BRIEPRERMER,
3+ FEX &2 ADFS B9 AAD 15, VDA 1ER3 ADFS BR$2 2889 WS-Trust certificatemixed i s3@:i3 A B9 FAS IEHE
AAD B1TBHIIIE. IANBERT, iRsAFEARS,

SHFEAINE=FSHIRMERH AAD 5, FTAEFESRMMRR SR, BORMBEMISEIM WS-Trust certificatemixed
e, BHRENEMORMERE T REEH,

IERMANMECE

Juneb5, 2024

IXNBEE B MEIERS (FAS) WSREE, UESIERBHANG (CA) RSBEM. XEEBINENZHBLT
FAS E1BiT4| 8 %1F, XEiHBEBIERA FAS Friztsy PowerShell APl, EHITAXHNEAHBZE, ENE
B PowerShell ErtA1R,

REMTF FAS 19%1 CA BRSS 28

A BB AREAINIEY, 5 FAS EIBIEHIARERE S CAR FAS:
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&+ Edit Rule - O >
Edit rule "Default"
Template Choose the certificate authority (CA) where user certificates will be generated.  Refresh

You can choose multiple certificate authorities for load balancing and failover.
Certificate authority

In-session use

Name Status
i .
Access control Template available
Template available
Restrictions
Summary

Only show CAs publishing Citrix_SmartcardLogon (recommended).

o

iEEMFRE CA #5147 Citrix_SmartcardLogon IEH#EAR  (SRAEM N AERHEAIER)

MREREANREN CA RETAFER, B CARITREIEEMATIESE,
AR

BERFEXNED CARITERILRS SR, AATLSBHEERNRAGER A UEER CA hER.

FHARTAZK

7£ECE FAS BR558:M2 1 CABRS88/G, RIEFMBEREM CA RSB ZREINEAFIEREMES. b, MREEDN
CARSBZ—RESE, N FAS BRSSBFIREISZ— N ABRY CA BRSS5 28

EeE Microsoft IEHii& M LL#TT TCP 518

FAS &£/ DCOM i#id] Microsoft CA, DCOM fEBIRO 135 RA MRS IEEE E#T0RERO. ZAERT, F
HOZMS 2.

XATBER ML AR SMRNE M. Fik, Microsoft §—MEE &4 OMME,

E7£ Microsoft CA LEEEEHASKO, WEEHFE > 51T >dcomenfg. exe LITH DCOM BREEIR. BIFiTEN
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> FMEfN > DCOM EBEELLE R “CertSrv Request” (CertSrvigX) Ta. fAfG, 1E44E CertSrv iik DCOM Rz
BREFNEE:

CertSrv Request Properties |7 | X |
| General | Location | Secusty | Endoorts | identity |
DCOM Protocols and endpoints:
Y ... defauk system protocols

¥ Select the DCOM network protocol sequence that you want to
Ty~ 5dd Enterthe endpoint detals and cick OK when you have

Protocol Sequence: Corpection-onerted TCP /1P

[ [issble proftocol sequence
() Use defaul endpoints

(Z) Use intranet range of dynamic endpoints.
() Use intemet range of dynamic endports.

o | [ O |

BRRUEFRSER, HiEE TCP%AS (T LEHH 900).
FRGIR, BHAEREAKRO 135 MikH 900,
E#Ez Microsoft SEFHAMA M LR FAE R,

LHREE FAS BRS2 (REAEMEREBMLIAEITEN), BX DCOM AEF—M5&E RPC w0 135 #1THIM
B, YEFIRHEEMER DCOM Y, ©iEETIARS2E A DCOM RPC Service, #iERipiatsER DCOM AR5 28,
X2SBETAHIKO 900 (FE4RFIF), HE DCOM RS BARIETE P mEETIZIH,

AR FIES

47 FAS IRSB[BHRAERAFAIERN, BEZHEAFPNERNE, UTETERMNANENHZ FAS RSB[TM
[lig= 34N
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JXEX Active Directory B H%5I%&

AILUEE E i AD HISARFIRFMEEIXHE (Fiin.csv XXf) RELHIEBLERTRE, MTENTEIRR.

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for
Users, leave it blank to search all
Sfilename = "user_Tlist.csv" # Filename to save

if (Ssearchbase -ne ""){

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-SearchBase $searchbase -Properties UserPrincipalName | Select

UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter "," $filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation —-Encoding utf8 -delimiter "," $filename
}

<!--NeedCopy-->

Get-ADUser E—MNAFEWAFTIRMITE cmdlet, WU ERFIFEE— filter 2EUERFIERFH UserPrin-
cipalName BikPREH “BEA" AR

SearchBase 24/ MEEFIERAFH AD 353, MMREEE AD FHFERF, IR, T8 &R
RREKREAF

CSV EMF TR

Bl user_list.csv - Notepad

File Edt Format Wiew Help

"Userprrinci a1NamE"H
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuseri@hbvt.local”
"testuserd@bvt.local”
"ucs3s@bvt. local”

"ucs3o@bvt. local”
"jimeAN@Bbver TasaT"

FAS FRs588

TE# PowerShell MIZARAUFIERNARIR, HEIBEFIEBHTIR,
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1 Add-PSSnapin Citrix.Ax*

2 Scsv = "user_Tlist.csv"

3 Srule = "default" # rule/role in your admin console

4 $users = Import-Csv -encoding utf8 Scsv

5 foreach ( Suser 1in Susers )

6 {

-

8 $server = Get-FasServerForUser -UserPrincipalNames Suser.

UserPrincipalName

9 if( $server.Server -ne SNULL) {

10

11 New-FasUserCertificate -Address S$server.Server -
UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition $rule" Definition" -Rule $rule

12 }

13

14 if( Sserver.Failover —-ne $NULL) {

15

16 New-FasUserCertificate -Address $server.Failover -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule'"_Definition" -Rule $rule

17 }

18

19 }

20

21 <!--NeedCopy-->

NREEE LA FAS R528, WRERBRERPIERMR: —REERS[/LEN, —RIEHEEBIRS S LK.

W EMZASIE—NEA “default” BRI, WREEEFREGMUEH (FII “hello”), WRFEXMAHH Srule

=
QEO

Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default S W Summary

hello

Z W

Rule name: hello

Status: (8] 4

Template: Citrix_SmartcardLogon
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B EMVIMIES
WMRIEEFERAZA FAS BRE2S, WATLIEHT FAS BRUEEMASEMEERHNAF,
AR

WRILAER GUI EHEY FAS:

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An authaorization certificate is configured.

Deautharize this service.

\/ Create a rule Create

You have 2 rules configured.

B U T REITIZ:
1. SIEIIERGES: New-FasAuthorizationCertificate
2. BRBUTHSROENFHFIEBIGERM GUID: Get-FasAuthorizationCertificate

3. FFAS RS SE#HANLIFER:Set-FasServer -Address <FAS server> -MaintenanceMode
Strue

4, FEEFIEPGEH: Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. FFAS RSB eBHAIFIER: Set-FasServer -Address <FAS server> -MaintenanceMode
sfalse

6. BIFRIBIEAGES: Remove-FasAuthorizationCertificate

BEXER

o ZEFMEEE—XZE FAS REMEENTESE R,

o BIEEREN—XEHET BIRAEKES BHIIERSHE.
o BREE—XNEATEM BIFFE XE.
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K& B MRS

FAERIRIF

June 5,2024

VI

IEBTFETE FAS BRS5 83 ERBARBUEES. RINERT, 5@ FAS RS 2B[BHIMKZARSS 1K 75 NIFME R EXRIRAEAH
REARMENAR R FH,

BRFREBIFALA:

o SEMMAERXBMFLA (kA Citrix_RegistrationAuthority JIEH1ER)
« SAPERXEMFAA (kB Citrix_SmartcardLogon JEH1EIR) o

LFF EBERAEMNMIES: Citrix_RegistrationAuthority_ManualAuthorization (ZRIABEMEHN 24 /1) &
Citrix_RegistrationAuthority (BRABRHIAFE).

EHESSMRIERS (FAS) EBEHATHNMBEEET NSRRI, BHEBNEN, FASRS®:
£ —NBHEX, HEIEP MLV ML XS Citrix_RegistrationAuthority_ManualAuthorization i
PHIEBERIFER. XB2—NMREIES, RIAEREN 24 /Mt IEBMENE T = B 500K I EH;
BAEEBMENE EHEERFNZNMAMLIER. —BEm FAS BRS 8[ M & IEH, FAS B A Cit-
rix_RegistrationAuthority_ManualAuthorization iE$ B zh3REX Citrix_RegistrationAuthority iE# (2INE
MHEAR®E) . —B Citrix_RegistrationAuthority_ManualAuthorization 3%%8 Citrix_RegistrationAuthority
IEH, FAS BRS2MFRERIEBZER,

SEMYADIERREXEIRA RN R BUR, EAEMYWSIERRBATFEFRENLANAR N EERPEERN B SMAIE
FIER. A, 1267 LB BRERAG A ERN B FR EHRERR A EREIFIER,

LGB ERTYIMZ —EE FAS RS38, UERNSEMEARNREERNGEARPTASA:

o FEBEXSEMAGIE BB FIEBAHER Microsoft 1538 RSA #1 AES mZER##2F 3L Microsoft B EHA%E
R 2.

o HREEMVISEB MR PAN S SEEN T AR (TPM) B Microsoft FaZAEMHIREER, UKRHTA
FIEHFA$RH Microsoft 1438 RSA #1 AES IZiR {23 Microsoft R4 AT ERHIER.

o ERSESTEMVIEBFAFIEBFAANEEHR2EIR (HSM) HEFINZERS ZREHERHEFS HSM
B

AR EIRE

F2 & FAS LUER THI=MERZ — A A miE284R18 Citrix. Authentication.FederatedAuthenticationService.exe.config
X, EXHIRAE R TALTF FAS BRS 28 EM Files\Citrix\Federated Authentication Service x4,
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<?xml version="1.0" encoding="utf-8"72>
<configuration>
<appSettings>
<!-- This option switch betwsen CAPI API (true) and CNG API (false) Cryptographic Providers -—>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ —->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —->
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

NEARS BRI, FAS ASREUECEX . MRELTEME, LREMBE FAS A BERRFTAIIZE,
BINTFARIZE Citrix.Authentication.FederatedAuthenticationService.exe.config Xt #rItEX1E:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (£ CAPI 5 CNG API zjat]]
%)

=1 &

true R CAPI API
false (ZXiN) A8 CNG API

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (EFERIZHEIEENEMN)
& &3
Microsoft 1438 RSA 1 AES MR IHIERF ZXiA CAPI 121112

Microsoft i+ B EIR LR ik CNG i=fitiER

Microsoft T A ZAEFMHEIRMER A TPM efitizrr. BEE, BINAER TPM BTAR
o UF TPM BT EMNAER. SR RIEEMNL
HMERRIZTT FAS BRS348, 1B WIERT TPM FEIMNEIE
TR LURIAR B S E AL,

HSM_Vendor CSP/Z Rz iR L2 B HSM iR fit, N FARBIENRE, ZEBFIRE.
INRETRITEEIMEIF R HIZIT FAS fRS388, BEEWIEH
HSM #1775 LUIAE S XTI Lo

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType ({X7£fEF CAPI AP| BIEE)
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(=1 &

24 k. B2 Microsoft KeyContainerPermission-
AccessEntry.ProviderType Property
PROV_RSA_AES 24, [Zizia#h 24, BRIEEER
CAPI 5 HSM #H HSM #=2ER S EHE,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (2 FAS EEHTFAIRIRIERT, 1§
BELAEERNE) EHFAHN “exportable” &, AFER TPM ZiAEME NRBEHZHE).

& &

NoProtection AL AR,

GenerateNonExportableKey ik TEFHHA.

GenerateTPMProtectedKey ¥ fER TPM B12FAA, @B ETE ProviderName #ig

E8 ProviderName (/40 Microsoft T & % $A72fi#iE
HiZF) FHERS

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (15EFAfABIA/N, EAIHRAL)

(=1 &

2048 FRINME. tBAJLIfER 1024 5% 4096,

THUBREARET T ZEEXHRE FUARKREETHAG):
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Provider

L “True” “False”
egac
Cgspy (CAPI API) (CNG API)
Crypt 32 Lib CNG Lib
Microsoft
Provider EnhandCZ[éSRSA HSM Vendor HSM Vendor Microsoft Microsoft
Name Cry?)l':ographic csp Ksp Software KSP Platform KSP
Provider A
2
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, @eIERor 4096
[S=wsESN!]
AN |

RGN BB EA Microsoft B4R RFMHIRMHIEFFHEMEMIERTAAT A FEBTAH

XERINNREGEE, THRHATHMALBEE,

w2
L RBINEEE Microsoft F A Z P MIRMIZFFMTE FAS IRS B ERMEH TPM REEMIIEBTAH, UKk
i@ Microsoft B AEFMEIREIZFZ MM AP IEBAH,

A ERIZEERIE TPM F:E /R X7 BIOS S B FAS RSB ER LM TPM, HE & Windows #1541k
TPM; #&£i# https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
vista/cc749022(v=ws.10),

fEF FAS EIEfzHla  FAS EEEH S TERTHRIVEBERIER, BILAFRIER, FRIERARRITFREMIADIE
PRITENIEBERIFR,

WITHA FAS iR ERY, ERFBEBRRMKBIEBTEANNZE. BRS (RERFFHNSE 3) Za:
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SR 1 BIERNITREBEEXH, WK

<add key="Citrix.TrustFabric.ClientS5DK.TrustAreaJoinParameters.EeyProtection"”
value="GenerateTEMProtectedEey" />

BXHMENETRINT:

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ --—>

<!-- Specify Private Key protection [NoProtectionl|GenerateNonExportableKeyl|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- vent log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<= rix.Authentication.UserCredentialService.SystemLog.Loglevel” wvalue="3" / —->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —-->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

—& TPM 2RFIZRKE, BIARPFKEN 2048 {i, HSHIEE B ZFNTRRKE.
S 2. FHEH Citrix KES R IIERS, UMBEXHHIREE,
TRE 3. BRS.

SR 4. MEBMENMIRS SBF oA HERIERIER. REEIMIDIERE, REIEFHSE 3 REEEEN S
BTRAEE, B, BE TPM RAERCEMTERRAE. FAER FZEBNEREN 2 &

EINEMTIDNEBNFAA RS EREMEE TPM &, BEEAUT PowerShell &<, R EMIMIEBHFABEFHEE
TPM &, PrivateKeyProvider FE&¥§1&& A Microsoft Platform Crypto Provider:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l
Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->

SRS BEREXHRENWN TR

<add keyv="Citrix.TrustFabric.ClientS5DE.TrusthAreadoinParameters.EeyProtection™
value="GenerateNonExportableKey"/»

AR

242 FAS Bl TPM RIPHEARER A FIES, B2 TPM B4 FAREBERERE KIS,
SB 6. ENREDD FAS, XRREIARS BIMREEEX M, HFRKENGENE. MENEMMAARERFZMAFIES
T, XLARERRTE TPM HhizfEfASA, MM Microsoft Software Key Storage Provider,

SR T: 72 FAS BIzH S PiEEF Rules (M) &, HEHZEMLEFMRIIZE.,
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£/ PowerShell =IfEF PowerShell LB A RIESEMAADIEH, W FAHLEEIEBMRNDBIL BN IEBE
BERFEMIDEBOAR, RFEM. T FAS EBEH & R HBRALEMINERER BER.

SR 1. TEAEEEHSHITIE FAS ECERE, BNTRAIR NS E: “BBEIEBRIR” 1 REIEBMLNGE",

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S 2 TEIEBMANADARS 28, FINEHER MMC 28 w48 % T Citrix_RegistrationAuthority_ManualAuthorizat
TEIR IR B RN

4% General (i) %W+F, ERBMAERE, FIRGIFR, BFAR Offline_RA, BXEIA 2 &F:
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Subject Name Server lzzuance Requirements
Superseded Templates Edensions Security
Compatibility | General | Request Handling | Cryptography | Key Attestation

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

S8 3: EIERBMENMRS S L, FINERMAN A MMC E128 5T, AiERT Certificate Templates (GEHIE
). % New (¥rE), sAG%E Certificate Template to Issue (BMAIFFER) . HEENIA IR AR,

S 4 11 FAS IRSZEFMNE LT PowerShell cmdlet:
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

S 5. 72 FAS BRS32869 TPM AER4ERL RSA &40, #ilid7E FAS BRS3 28 LN PowerShell cmdlet sk
BERBER, EE: AL TPM SREIZARKE. FIANBAKERN 2048 (i, FSHIEERBEHFNRAKE.,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN
of FAS Server>

4.

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net

RBETUTRSE:

s EEESEF, BAERIdGUID (FELRAIFHA “5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39”).

« ¥itt PowerShell cmdlet flA—x M “BE", BFEREMTMIEBIFASH.

o HiEfTik cmdlet BY, ERETE FAS Boilf MNBEXHFIREMNE, UHREEEANEHAKE (BRAA
2048),

« BTFELLFE) PowerShell Z2a9EMAAEIEBFAARIERT S -UseTPM 8B H Strue, ERFIER
B R 5ER TPM BRI E R RE,

o BTl cmdlet FREHREE X HHHEMAIEE,

« EREER BN FAS LR A FIEBATRRED, BEMRTERRN FAS Bf ML H4REXAIE,

o th4h, & FAS RS SMARFPIEBUERT TPM RIFNAFAIEBFAAN, WAl UELEEXX 4P E
KeyProtection f&i& &5 GenerateTPMProtectedKey,

ERIFRATERERNTH TPM, BEERBAXE, 77 FAS RS8R LM Windows SHEERFTEENBEFES.
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®Information 22/07/2019 12:59:42 Citrix.Fas.PkiCore 14 MNone
@Im‘ormation 22/07/2019 12:59:41 Citrix.Fas.PlkiCore 16 Mone

1 Information 22/07/2019 12:59:41 Citric.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citric.Authentication.FederatedAuthenticationService

General | Details

[515] Adrministrator [CITRIXTESTWAdministrator] creating certificate request [TPM: True] [correlation: ef1a73d7-bb61-44af-8d21-
1155d864d82e]

FE: “[TPM: True]”

R

Application Number ¢

Level Date and Time Source EventID Task C..
® Information  22/07/2019 12:3%:4 Citrix.Fas.PkiCore 14
1. Information 2 9 12:59:41 Citrixc.Fas.PkiCore 16 Mone
@ Information  22/07/2019 12:5%41 Citrix.Authentication. Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:Create [Identifier afae7c8d-53ff-4cf6-bd96-75fa3e606d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

R “Provider: [CNG] Microsoft Platform Crypto Provider”
$E 6. RIEBFERMBOERTINARIER, HEEREFNEE ENXAE M,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

SR T: BETE FAS FR5523 £A9 PowerShell FRNUTHSBIERE R BERIBRZIEBMANIAE :

certreq -submit -attrib "certificatetemplate:\<certificate template
from step 2>"\<certificate request file from step 6>

f4n:

certreq -submit -attrib "certificatetemplate:0ffline_RA"C:\Users\
Administrator.AUTH\Desktop\usmcertreq.txt

BEFUTAE:

PS C:\lUsers‘Administrator_ AUTH> certreq -submit -attrib "certificatetemplatez0ffline_RA"™ C:\Users‘Administrator.AUTH\Des
ktophusmcertreq.tut
1 1 Enrollment Poli

cy
{4F76160E-0BOC-4D21-A4FD-2E29502177C2}
ldap:

LtbES, ATgEstHEN “Certification Authority List” GEBMANMTIR) . REAIDIERBMEZNEERNER
HTTP (Tm&F) #1 DCOM (k&) S, %4% DCOMEm (MRB):
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

EIEEIEEMAENMG, PowerShell 327 RequestID:

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
fictive Directory Enrollment Policy

L4F76160E-DBOC-4D21-A4FD-2E29502177C2}

1da

p:
RequestId: 106
RequestId: "106™
Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

S 8. FIEPMANMARS R EAIERHALNE MMC EIB%cH, SEFMENER, iERI1ER D, ARERES
ZiEK, HikiE Issue (M1K).

$12 9: %% Issued Certificates (BEFAMIERT =), HEINMMEER (5K ID MILE), WELETFIER, %
# Details (G(¥4=8) %W+, & Copy to File (Ef12IXH), BB IRREAT . BET—FH, AXHER
IEFETFED
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)
(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)
[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful

[ | Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

BB FRE “Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)”, # B FigH
“Include all certificates in the certification path if possible” ($1RATEENEHEIEBREZDHIFREIES).

$E 10: BRUMNIEPXGEHIE FAS RS2,
SI2 11 @id7E FAS R85 A LT PowerShell cmdlet $&EMANAIER SN FAS IR 28

Import-FasAuthorizationCertificateResponzse -address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile <Certificate file from step 10>

fpuan:

Import-FasAuthorizationCertificateResponse —address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfl8-4bZ2cfdb2cald8 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

BETRUTRE:
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PS C:\Users‘Administrator AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth._local -Id S5ac3d8bd-badd4-
ebe-abf8-4b2cfdé?ca3? -PkesiCertificateFile Co\lsersh\idministrator AUTH\Desktop\TPM_UCS_Cert._p?7h

: Sac3d8bd-bhk-tebe-abf8-hb2cfd62ca3?
: [0ffline CSR]
: aSe27fcc-1dd7-4c2b-8963-16ec311020fc

Dok

BHINEMVINEBNFA RS EREMETE TPM &, EEAT PowerShell &<, R EMIMIERHFABIFHETE
TPM =, PrivateKeyProvider FE&¥i&& 7 Microsoft Platform Crypto Provider:
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->

TR 12: XMAREMBE FAS EEEH 8.

~ Citrix FAS Administration Console - connected to localhost = | =] -
Initial Setup | Ru|e5| Advanced | Connect to another server  Refresh
Complete thase setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured,

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR BNULRST PEREEZREN A,
S8 13: 7% FAS BIRizH 5hikiE Rules (M) &Ik, HELEMLCEPIMRNIEE,
3

LRI TR HSM FRiZER0EMAIEBFASAM B A IEBFAHE, TRFRIREERE HSM. B8 HSM BEE—MEfiti2
F&#R, flgn “HSM_Vendor s Key Storage Provider”,
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MR EEIMEIFIEFIETT FAS BRSS88, BREHN HSM SRE& 98 X EMNEEREFZFNES.
SR 1. TEAEEER X FAS #1TMHIRERE, BXEHERNT R “BBIEBER" M REIEBWEN

”
4 o

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S 2 FRIEEH HSM B, UH#E HSM ProviderName N2+ 4. 1R HSM EEME CAPI, M
AR HIZ F AT REFR N I B AR S 1R MAZR (CSP). 1R HSM ERKE CNG, NIXIRHEIZFAIEEN A Key Storage
Provider (KSP),

PR 3. REEEXH, WA

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.ProviderName"
value="HSM Vendor’s Key Storage Provider™/>

BXHMENZTRNT:
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

b 75 2 1Ri& HSM B 28 CNG, At ProviderLegacyCsp f&i& & false, 1% HSM ERA 28 CAPI, M
ProviderLegacyCsp fERIZEE R true, EFIREH HSM HE R, MHE HSM #AKZ CAPIIEZ CNG, It
4b, 1EIEIR HSM R A XA T RREE R IR RSA ZHENSZIFNEAKE, ELREFR, BHKEGERRINE
2048 fii, FMFRIEENEAKESEGZT.

SR 4. BB Citrix RESHWIERS, UMEEXXHPIRIE,

S5 72 HSM 4L RSA Z4A3Y, #iBid 72 FAS BI2izHI &89 Initial Setup (#13418 B) iEW+ L2 & Authorize
(T KEBIEBERIER,

SR 6. BERIERBEE HSM FRERZPAR, EKRE Windows EHEEHRHNARFRE!

[516] Private Key::Create [Identifier e160881 2-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

& [Provider: [CNG] HSM_Vendor’ s Key Storage Provider]

SR T MIEBMANIIARS 8 EBIEBMANE MMC f, &R FAERIBERT R

Request D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
w7 - BEGIN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

ARBEZIER, FHikE Issue (K)o
AR BRUIRS” SBREEZREN .
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" te publish the templates on another certificate authority.

\/ Authorize this service Reauthorize
é is configured.

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S8 8. 7E FAS BITH 5 Fi%1E Rules () &R, HEBZEMLEFMRIIZE.

FAS FHEIES

FAS FfEM FAS BRZ528 89 Microsoft IEBIFERFMHEIER, ERMANEIERE,
EMEEMIMIERH GUID, 7 FAS BRS8N IUT PowerShell cmdlet:
Add-pssnapin Citrix.a\x

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

40 Get-FasAuthorizationCertificate -address cg-fas-2.auth.net:
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ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355‘54L4 bBc3-4cac- haDd—-ebjceL4=31c
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LEF{TIFIL-«TE REQLlE_l'
: WaitingForApproval

REAAIERTIR, BEA:
Get-FasUserCertificate -address \<FAS server FQDN>

540 Get-FasUserCertificate -address cg-fas-2.auth.net

dministrator.AUTH= Get-UcslUserCertificate cg-ucs-2.auth. Tocal

humbPrint : 22 FAOEE9S2125A2F96E7DD2D5 520459
JzerPrincipal Name @adfs. ext
ole 3 defau]t
ertificateDefinition : ault_Definition
xpiryDate 5,/04,/2016 12:02:13
AR

£/ HSM 7=(#FA5AEY, HSM R2@id GUID #174R1R, mILUBEER L T ar<iREY HSM ArivfA$ARY GUID:
Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true
flgn:

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true

ThumbPrint
UserPrincipalMame

- l'h-' .:ul‘i'
CertificateDefinition : default_Definition
securityContext
ExpiryDate
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BXES

o REMECER FAS REMEENETESE RN,
« JBF FAS BRETEELS B HIIEARSS (A RS EHA — S Hp i ABESE.
BREE—XMATHM “BFEHFE XE,

L EMMEEIE

June 5, 2024

B & BPIIERRSS (FAS) 5 Microsoft Active Directory #1 Microsoft IEBMA S EZER, BHRFEESSERS
MRGZE, A, BEIHAEHSRRE MR RSN — T L 2K,

AR T HE FAS BRFEEIRNR 2N, I, TR T AR EHNEMSE L 209 BINEE.

MEBIR R LR

TEETRT FAS 2R EANERAHNREEE,

FAS BRSZ 22U RIEBME IR ITHI BB TR X R EMEMN—I9 . EBSFESF, Citrix Gateway # Citrix
StoreFront EHTHEF SMHIIENAH, Hith Citrix Virtual Apps and Desktops AHARZSIN FAS B0,
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Citrix Microsoft Microsoft

Federated Authenti-
cation Server

ADFS Server (with
Web Access Proxy)

Certificate Authority Domain Controller

DCOM /

FAS FAS User
2| Authorization t Certificate
Template

Windows Server Windows Server

Windows Server

UPN
TLS Server walter@auth.local

§ Certificate

) Signature

' Certificate

Certificate

Alternative UPN
walter@acdfs.ext

FAS Authorization
Certificate
1 tem plate

Encryption
Certificate
{notused)

Kerberos

Citrix Gateway

Storefront Delivery Controller VDA

Windows Server & Deskton indows Server & Desktop
Operating Systems atil

TLS server TLS Server | FASUser
f cenificate £ Certificate Certficate

\VPX indows Server

Root CA
§ Cenificare

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

BiAERER 2 M

M 443 £#9 TLS {74 Citrix Gateway. StoreFront 5 Delivery Controller A2 Elfi&{s. StoreFront BRS
B|OUAITELIERE, m Citrix Gateway (UEZEAIHRA 443 £89 HTTPS i&id Internet Bizmvi%i%,

StoreFront BRE25fF A E B D IRIEM Kerberos #@id im0 80 3518 FAS RS 28, B P IIERERA FAS RS 2SH
Kerberos HOST/fqdn #7i2 L & StoreFront AR5 2389 Kerberos i EHMK A 1RiR. B RIS FFER Citrix
Virtual Delivery Agent (VDA) &R BIFIRN—RMEERN “EROE",

HDX =xiEZE# 2 VDA B, VDA F#@id 5% 0 80 313 FAS ARSS 28, B2 I0IEGEF FAS BRS5 286 Kerberos HOST/fqdn
RRU K VDA 19 Kerberos itEHIARIR, tbsh, VDA HAURM “EiREWH" A &EIHIRNERMFA.

Microsoft iE & M iiESER@ET Kerberos I8iER DCOM RIE(E, AILUSHESE MERAEE TCP B0, iEHM
AHMER FAS RSB EAETAEEMAIBIIBE M CMC 3B,

e By AEEE O
BE B HIIERS [#A] 2F HTTP 8 Kerberos (7£ StoreFront #1

VDA &), [#H] DCOM = Microsoft I Bif& e
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ARss 28 5 A s O

Citrix Gateway BAAN] MEFBITENZE HTTPS, [BA/iH] M
HTTPS = StoreFront fR$328/ M StoreFront [REH(ZE
HTTPS, [4#i4] HDX Z VDA

StoreFront [5N] M Citrix Gateway Z HTTPS, [#H] HTTPS =
Delivery Controller, [#ith] Kerberos HTTP = FAS

Delivery Controller (3] M StoreFront fR$528E HTTPS, [HA/HH] M
VDA ZETF HTTP 89 Kerberos

VDA [ N/#4] M Delivery Controller Z&F HTTP &

Kerberos, [#iX\] M Citrix Gateway = HDX, [#iH]
Kerberos HTTP = FAS
Microsoft iE Bk H143 [#X] FAS Z DCOM EE% %

Citrix Bt &8 B 1 IEARS 5 Citrix Cloud Zap9iEiE

1R AR FAS 53368/ F F B9tk P AR AR SS 0k i3 18] LA T stk
« FAS EEiEH G, TRFKAT

- *.cloud.com
- %, citrixworkspacesapi.net
- BE=FBMREERFAENMLE RENIFREHERT E=H S HRERER)

« FAS BRS3, TEMSBERSSIKF T

- %, citrixworkspacesapi.net
- x,citrixnetworkapi.net

MREMIFREERIERSEE, 1BEA FAS BEREH SRR ERF R, 15, BSHER netsh WAMHWITA
FCE ML AR S5 0K B9t

LZEEREM

FAS BEEZIMIMIES, ZEBATENENEHAR BEMAIES. EEPTHEMLEL 2RIERRIF FAS IRSSeE
FERBIEAN R,

FEMRIE

FAS = 4 MAERMALAFIES. Microsoft IEBMANAG A IFERENEMAIR, JEBRRAEMARIZA LA EMA
IEBBAF.
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citrixtest-DC-CA Properties |7 [HISG
Extensions | Storage | Certificate Managen:
Genersl | PoicyModde | ExtModde |
Enolment Agents | Audéng | Recovery Agerts | Secuty
For more information see Delegated Enrollment Agents;
() Do mot restrict enmliment agents
(®) Restrict erroldment agerts
Enmalment agents:
Everore ]
Ceficate Templates:
Pemissions:
e =
Ewa Al
o T (R ]
Dery |
[ oK || Canoel || Moy || Heb |

R LA R LA E RSB ER AR |

o EMARIRTIRREE FAS BRSS5%.
o IEBRIRFIRNE D FAS 1R,
o NRIIREEAFER FAS AR, fiil, BNAERERRHRRFA A ANAIES.

BEERITIREE
WMECEAMNE D RFrR, EBBECE StoreFront fks38871%, XL StoreFront BRSSSBEMAIEFEIA FAS #iSH

F&h. B, ESaLREIEAEMAIEBHAR, URAFARE#TSHIRIERN VDA itEH. LIk EREN
i Active Directory SLEBMANMR L INEERIH 7T,

A EIRE

5 FAS RS BMFAEEREEIE KO 80 LIEE & % 183EH Windows Communication Foundation (WCF)
Kerberos M4 iE#z,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 56


https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html#configure-rules

K& B MRS

EMETED

FAS 1 VDA 23§25 A\ Windows - BE, tEBEAIURFHRAMEZES, SHEEBATIE T AIUERNSE

14:512.\/# Eo

R ERIR

FRETASA (BE5H FAS AAFIERAE) @I MRS KA FHENRTTSHITA, FAS IIHMERMEEHRE

RIR (RENREREFEUARIR)

£ FederatedAuthenticationService.exe.config X iR T RESINMBEE, HERIEFAAN, BRAX
LiRE, FEit, ASAENSERTEMIATASR (F1W, 4096 i, % TPM RiF) MBfTRAFIES,

2K

=%

ProviderLegacyCsp

ProviderName

ProviderType

KeyProtection

KeyLength

IERMANAEERR
FAS E125

=

StoreFront/Citrix Gateway &5

HiA

HigE 7 true BY, FAS £/ Microsoft CryptoAPI
(CAPI), &M, FAS ¥fER Microsoft Cryptography
Next Generation APl (CNG).

ZFEAR CAP| 3§ CNG RIEZFHIZ T,

27 Microsoft KeyContainerPermissionAc-
cessEntry.ProviderType Property
PROV_RSA_AES 24, a2y 24, BRIEEER
CAPI 5 HSM # B HSM 1B S B HE.

EHTAAN FISH RS, MRBAERE, EAVER
SZEEMNTEER (TPM) BiAEME,

RSA TASAMZIAKE, XEFMEERE 1024, 2048 1
4096 (BAIAfE: 2048),

R

o

EMRRFEIEBRIFHHERR L2
ECEARIIRE
ECEIEBMA A

LHEHECE FAS IRS2%
EERFBHRIE
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B R
Citrix Virtual Desktops & fd& VDA #1 Controller

BNEERDIEHRBRERRENTENS, MAAFRBREHEERRBRASLRZ S,

ARG E

AIE FAS it B EBNBTARIRECEN “R5|S -> FQDN” ZigR#HITIRIR. h1a] FAS ARS5830Y, ZPIRIGIEIE FAS
AR%58889 HOST\ <fqdn> Kerberos #7iR. 8 FAS BRSS 82HFT G ARSS SR U A B HREM FQDN B E U EERS]
M, &M, StoreFront &1 VDA "JaexiAIaI AR FAS AR 28,

Citrix B RN RN AZPIMERIFREITEN, LBREERIR, 8K FAS IRSB[MTIRNEIZE, 13I2MPRE
BE R BEENRRF,

WA GPO R REEH T3 FAS ARSS 28 AR MERR ELIZANAY FAS BIE5 (FN/SUREER) &6l B0, B
FIERRER FAS RS SBENEIANEEEAITEN FQDN &%,

IEFER

NREARFEMFERS FAS —eiR M Citrix_SmartcardLogon iEBiElR, ERIUERENEIZ. R TER.

ERIEPER

MREHLEHE Citrix_SmartcardLogon URFEEHNARERGBBITAE, EHUM:

o SIRIEBEIREI—1EIZE, RENHESHR UFSERNARRIRG AT,
« M FAS PowerShell &s<&12 FAS, MAREERAF RE. (BEAFREEAT Citrix BRIAMEREZF.)

- {#A Microsoft MMC IEH#ER B & Ta; Publish-FasMsTemplate &< 2 mEHER, LUK
- {&F New-FasCertificateDefinition &< FAS hEE ERIEIRZ TR,

e E AR

BAERT, ARPIEBRNEREIANtR, ErLUESGERERPIE R,

BMEEETH . FAS RRBIEBERFAILIRE. FAS 2BMEIEBHAEZAPELSITIER.
EERMIEREE

BIIERXLEREMY, FAS 2ZBIEBERFAXEIGE, FAS 218480E %+ Allow private key to be exported
(RS HFEH) &EUE%ES Renew with same key (ERERZHLIT),
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BEDERXLERES. FAS RBBIEBERPHIXLERE,

BX FAS REVERIRE, FSHALARE,

BRI AR 1%

BMEXLREME. FAS R AIER,

BN BIRIR B 1

EMMEX LR, FAS RZHFEUUER,

By REM

1] LUB BOX LS B LIRS IR B LR 5REE,

AR FRENT RRETVESSBENL 2T, HESBIEBLEER.

Bz eRE%

\

Citrix ZiEMX LR E UNAVF FAS RSBV ENIKA B A REFLEMINR. FAS RSFFEEREMNR. ER,
SEMIERER—F, &ALl

o AWEERIEINHE NER
o AL SHIIER AP IREUER
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Subject Name

lzzuance Requirements

General | Compatibilty | Request Handling

Superseded Templates Edensions

Cryptography | Key Attestation

Security

Group or user names:

Server

52, Authenticated Users

% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

Advanced.

For special pemissions or advanced settings, click

R fERE R MR

Citrix BIEREERXLREY,
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ZIEIREET Build from this Active Directory information (BT It Active Directory 5E#58), SEIEPME
MMEERT BEHREEAFH SID, XAAFK Active Directory tkF 1214t 7 52BST

EeaiRSS 2 E %

RE Citrix R, BEMAIMBHXLERBEUNSERNARKR WNRFE).

EeMmAERREE

BMENXEIGE, XEGEMNIN TR
Citrix_SmartcardLogon Properties |i-
| Ganeral | Compathitty | Request Handing | Cryptograpty | ey Attestation |

Supenzeded Templates 1 Bdenzions | Securty | Sarver
Subject Name lssuance Requirements

Require the following for enralment:
[[]CA eatficate manager spproval

[+ This number of authorized signatures; |1

¥ you require mors then one signature, autoenrcliment is not sllowed

Palicy type required in signature

| Application policy i |
Application policy
Carficate Requast Agent W |

Require the following for reenmaliment :
(®) Same criesia as for enrolimert
() Valid exdating certficate
Alowe key based renewal (7]
Heq.ui;es subject information to be provided within the cerificate
requast.

*Control ie dizabled due to compabbify settings

OK Cancel || Mooy ||  Hep

(EEE TN Ed

IBE LB X LEIGE, ZIBBNFE LR Windows Server 2003 CA (Z2#ahR7As 2), B2, FAS X%#F Windows
Server 2008 EEhRAH CA, Itboh, W EXFRiR, FAS £Z2B&&E:d1%EE Windows Server 2008 CA (Z2#ghk s
3) = Windows Server 2012 CA (ZE#9hRZs 4) ATEMNEMIGE,
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IEBIA N ER

IEBMANADE R R A SRECEIEBIMAN AR SS 28 AR AIE B AR SS 23 A BIE B AR,

RIIRIR

EEIEBMANREB A E T B EIRE R HIRIREZAVIES, IEBMLNEEERBIER LB ZER.

BRENRZ2HERERE FAS IRSSBMULFEMINERER, HERFRITEEBRNOMR IR, EEA—MER
T, EBMANAERR L IESESCEMIDIEBRIBERFRET2IEHEES, HEER T FAS IRSS[IRNAIE
B8,

3 ASEIR

IEBMANAEIR R REBEFIEBMANMBIMEHAEIRE, #MAFERENER, IEBMANMEER T UEE
DCOM TCP FIpsAERMN, LAERAE FAS fRS3236EH HIFIET.

PRIEM

RIANERT, EEEMIIEBRREEREEAAFARNEMEBRIRAERAFAMAIES. LAER “RELEM
RIF” IEBIANG R IR LI B IR RERRS A —AIF A A HITo
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| Cenficate Managers

General |

Palicy Module |

Bxit Maodule

Ervolmert Agerts | Audtng | Aecovery Agents

| Securty

(#) Do not restrict enrcliment agents
C,‘ Restrict enrcllment agents

Enrolment agents:

For more information see Delegated Enrollment Agents)

ERBEARIRAN B A%

WNTFEREE, AILUERBEXRERRKREEMNE RMEBMNK.

FAS E3%

FAS E8ZmZ21IEE,

i@ ACL [E#l StoreFront. A~ #1 VDA

FAS 2B EREIZ R IEFIHILE Kerberos ik REBS A IRITHAE

HiRRE 5 BH
StoreFront [IdP] E1EXLE Kerberos ik LU E EHIEIEE MR NS

o SNRXEENKF R MKF EHIF, ATUEIRIERH
KHEMAT FAS BEEFRAIFRIAF,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

63



K& B MRS

BRKRE WA
VDA [{=#177] XEZERHEEBHAANITEN. i, EFERER
BT IdP RN EROM, EIZEAFERFH VDA KA
BARRNRSWLERE,
BF tETUEEH B [dP ERMAR, HEE, X5IEH

AN “RREMAE" EEENFEES. —&R
Fift, BINELTIRPEEIFFRIKA . XiFr] AL
EHIFRY StoreFront tkF ISR IZF 2| E S E IR
BAMS, It ACL AEAFERMEERK

ECEHNY

NRE LML Citrix Virtual Apps = Citrix Virtual Desktops SiZRBERER FAS ARSSSIEMLEN, MNIZERE
o SMANBE—AMIUMEERN, BAMS, FJURMEE Kerberos ifiplEHFI= (ACL)o

ECEIEBMR NIRRT

AILARRBIGERREEREREBER CA, SRECE A LUEFERIIERSEHRBNIES, REBRTIFR,
w, tRIRA HMNET APEEIEEHNNRATERSRTRRA “RE” NAFPREIEHR,.

SIERIEBN S G RIEIES

FAS B R LUEH AT S HEIERNIEBESERFANRIEPT M.
B, BRREERE “ER7 EREREPIH, CRAEESYEN “BR IEBRETERIMER.

FEARIPANEZRARE

FAS BI2R R FAS BB RTERHR LR (HSM) RZEEMTFARR (TPM) hFiEfasA. Citrix BIERED
BSREMYNEBFAFETE TPM PRRIFFAA. (B “BiN” IEBRIEREN—ES, FASIRMTEAFETPM F
RFAEARTEDL,

B, AILEAPIERAAEMEE TPM 5 HSM 1. FREEREMGHLL “FRIRE” BVER, KEGMEDN 2048

filo

EHET

FAS Hﬁﬁz%%*Efﬁﬁéﬂﬂﬂ'JEEE*ﬂi?‘__rﬁj%ﬁ: E iShy ]Zﬂ:_b E :L,\_JFH:_F B *y*u)\{xﬁﬂm Q E’Jo
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EERGPNRMEETIR

FAS haiF—Lini2 EIRTIAE (A IIE Kerberos) TR, “AHMBEERA" fAX FAS BRBERBTLEHINIR,

WINIEHa4ER FAS BCE,

Citrix Virtual Apps. Citrix Virtual Desktops 71 VDA &5

fEfEH FAS BSR4 Delivery Controller #1 VDA B GEHR£RE!, EA FAS “ERAH Ragi® “Active
Directory 5", Controller #1 VDA A+ K ANEETEAF . HAFREHEZBSMEMHAE.

2311 Windows [RE3R% M

FRE RS H[MUMREFIBIEMERF, HREITERMENMHRSRE.

AOMDIRIE, FHFAEIRME NI E I 4 T,

IR EZ B ENEG B SR eMEETETEETEN L.

MR R XPUEMENRSBUEETZS

WU A VFRINE IR 53518 RDP, Citrix BINAF KA HITEERER, LHRIEBMRVMARERER KA BRI

1o

BXES
o REMECER FAS RENMEENETESE RN,

o HEEREN—XNET FAS (AR,
o BRERE—XNATHEM BIFFE XB.

MERETTER S

June 5, 2024

FAS 835—4H R TIRER G BRI ARITERER,
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@) Performance Monitar

e D E=HE

) File Action View Window Help

@ Performance
v [ @ Monitoring Tools|
B8 Performance
[5 Data Collector Sef
_"ﬁ Reports

— O X
- 8 X
Add Counters X
Available counters Added counters
Select counters from computer:
Counter Parent Inst.. Computer
<Local computer = Browse. ..
Citrix Federated Authentication Service LIPS
Pool Key Count
Instances of selected object:
Search
Add == Remove << b0 12:08:15
[]show description Cancel beom 1.40
Counter Instance Parent Object Computer

TRIIHTHBNITEES. FRIESTRE, BN ITHHES 10 BEFR—R.

E=2u

WA

FIRERERBER (EW)

IEHITER
BOMERERBER

HEREBERBFRITER
MEEAITEL
B RAIR(F

RIETE
1B/ /B HkE

IERERIBEROTIGHREE (UZWHEMN), EAF—
DR RS H.
K& MRS EEEENIERHE,

KA SHRIERSENHAHIEREREREL, £H7
— N HBEIEITT RIS .
K& MRS EELENHLIERERIBERNEE,

ZIMP A FIEBER BROTERZ A E,

KA B MRS S D HRITRNERTAAIRIFL, £AR
— D EREIEIT RIS .
K& B MRS EFERERE VDA 2IEHE.

RIE “SOMEBETRIERE LERKESSHIIERSH
BRNOH, MEESIHER—X, EAR—2HH8k
EiITERH. B “SH#l” HEVEZSREAHTHN
FEFRRERE KB,
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717 Windows & F(a)&t

June 6,2024

AXNABT AR ERIEBR/MEEFRERN Windows RSB EMHFRAES. JUEAXLERSRENESNSH
IUER M e 1 TR P HE R

IERB AR

Windows Active Directory #ipfi REER P EREMEREBN S MEBEE.

o NTAuth iE$726E: 833 Windows #1753 3010, HFUSEIEMARFIES (B, AZIFEAIESREE) BIEH

MAEMMKEE NTAuth g, EEFXLEIES, B certutil iZFHiA: certutil -viewstore
-enterprise NTAuth

o RIEBMAEIEREFRE: —RME, ERERRAREREEMES, ALk, MREFERIERE, AEITEN
FHHPERERFEE AN EIEXLIEH, RIERBHAULTFRISIERFMEP, MERE _MEBSATF NTAuth
i+,

o ZRIEPT EAMATES: LU Windows EEE #3855 EKU IR EMIEHHER, 1555 Microsoft sxi4:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-
R2-and-2008/ff404287(v=ws.10),

PR e 1 5 BH

AllowCertificatesWithNoEKU 2EN, IFB4TEEEEREST BREAE (EKU).

AllowSignatureOnlyKeys BHAERT, Windows &38R A F#1T RSA fRZR
IEBFAER. RIS B EIZITIESS.

AllowTimelnvalidCertificates ZRINERT, Windows £33 g3 iRIES, kD%

=iZIT eSS,

EnumerateECCCerts B B R B 191830,

X509HintsNeeded MBEMEBAESH—MAP AR (UPN), &R
e, WETEAFBPFEEH Windows ERikF,

UseCachedCRLOnNlyAnd. DHERENE (THEITHRLIEE).

IgnoreRevocationUnknownErrors

o EITHISIES: FIEIRSH[UTEERYN “FIEEI" EH, 7Hexd Kerberos E## 1T H130IE, BILUER
“EHITENER N AERE MMC BB R RFXETS,
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UPN 2 #RF0IEFREY

BNAFIEPEEREERENT BEPaE— M E—AR EFHE/H (UPN).

Active Directory ##J UPN &R

ZINE R T, Active Directory Rt EMNBE R MAB BRI EE R <samUsername>@<domainNetBios> #l
<samUsername>@<domainFQDN> gy &t~z EAkazt UPN, =T FQDN #FaiE7E## RootDSE £ B,
BAMEFTLLEA % ME RootDSE &3EAtAy FQDN ik,

Ltk4h, Active Directory mivE AP #AE 23X UPN # altUserPrincipalNames, Xt:2BFIREZBFAN
UPN 8 LDAP %8,

% UPN #Z A8, Windows E5Edaig (BURTIZER UPN #93i20iR5)) hEHRER UPN, AEEHER
UPN. RSB EH, MEEHRIE UPN, XA LR BIMp ey E i,

IEPBRETARSS

MREMEBAEFEER UPN, Active Directory 85 RBTFE#L LN ARIER UM x509certificate B
RERRET, ITENAIUEZRSTALEE GUAERT, ERMNEPER), MUERAFFTTESES,
AGERAAFRHE—MNATLUEE ATNRIGER R EH BE A E BT R P ER LTI B P Ik,

MBEMBEESZME, FEBFKRAMRIEEE, Active Directory rootDSE 335 EIEBIRETIRSHINMIE, ZRSUT
£RBERITEN L, FEEMPAERE x509certificate BMMNEENE. TUERLLLITENRETERRENME
HERPEF S,

I R R IR F

SRR EE S MREHERN, EEHETATEORIEMEEHSEREEER, XETUBAHRRAS.

bt lpee el e

Z 53 &) Windows £ A & 89 Windows % B # T & R, 7 U@L B B Imhosts X # (\Win-
dows\System32\drivers\etc\Imhosts) FERi&E Windows B FEAITEE 28R,
ZUBBEEFE—TER Imhosts.sam WRHIN . ERBERE—1T:

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Hep, 1.2.3.4 5 mydomain ig# &% dcnetbiosname HsgiiEHI2say IP ik,

EREmE, Windows IHEHEERZESER mydomain, TRIERGE, SAERIEE.,
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IRBIEFEERRISITH 25
HRAE, Windows #ERiLiZAAERMNGIEHIREE— MSDOS FIREE, EEENTE, ERMIHTRRED
HBAUTHS: echo %LOGONSERVER%.

55 M 1IEA XN B EEHEEL S RO EN R,

BRI E%EN

BIMERT, Windows i#izhBi FRATLKFBHIZAS. fIUEARKAEERPEIRLIRE PR EXRIRITHH
1TEhl, BITFFARIRRIESS, BT LETT gpedit.msc, BARKKRERE, SizHEETERLBERE
BERSMYE M AEES.

g Local Grotp Policy Editer [= [o [

File Action View Help

«= 2@ = HE

Zf Local Computer Policy ~ [ Palicy - Security Sething
4 % Computer Configuration | Audit account logon events Success, Failure
I Software Settings | Audit account management Success, Failure

4 "'I"r_'“d':’“"s Settings E || i Audit directory service access Me auditing
b NBI.TIE Reselution Palicy ] Audit logon events Success, Failure

=l Smpt_; (Start:.up.-‘Shutdn-.'.-n] 2| Avadit object access Mo auditing
ol SF'CU"WS{“'”QS 2| Awdit palicy change Success, Failure

4 g Account Policies P .
4 o Pl | Auadit privilege use Failure

b 3 assword Folicy . | Ausdit process tracking Me auditing

B g Account Lockout Policy ) g
| Auaclet systerm events Success, Failure

I g Kerberos Policy
4 g Local Policies
b Cd Awdit Policy
b g User Rights Assignment
p g Security Options

k7 Wimelmae Fisssasall with Ashiamead Tamiisitg

IERIEIERE
REIERERM

MERBEEFRIEBSHN DERIES RREEFMLA) , WALIBIUTHLSRIEEBXMY: certutil -verify
user.cer

BH CAPI HEIZR

EEEHSMAATEN L, THFEGEESRHBA Microsoft/Windows/CAPI2/0perational Logs BIEEIZRIN

ak
BEo
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eI HI2RA] VDA it B L, TASEHEERHSNMEINARFMRS BE > Microsoft > Windows > CAPI2 > 2
F. BMBLHIRIF, AREEFERABE.

tesh , EFER T EMRERE CAPI BEIZR HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32,

RIANERT, UWTEREE, SIETEIR. MREFELRIIZIA CAPI2 BEERIRE, BHFFRXEE,

=1 Bi8A

DiagLevel (DWORD) FALR (07 5)

DiagMatchAnyMask (QUADWORD) EFEESR IFREEMER Oxffffff)

DiagProcessName (MULTI_SZ) BHERMOLIE (5130, LSASS.exe)

CAPI BE

HE 588

MRsE £ 5 CertGetCertificateChain #9 LSA (B1F4%)

Coandsek:s £ CertVerifyRevocation # LSA (B1F4%)

X509 332 EIFERT, IEBAESR B #HYIR (CRL) #EE
AppData\LocalLow\Microsoft\X5090bjects

Doananactica i %5 CertVerifyChainPolicy # LSA (&2iF8%%)

BIRHER

FHIRMAS 8A

IEBREE ToiE BRI BB RERERFAEM eERIEBEFERAYIE
PHEEEERIER.

IEBRHOERIR FTEMIED CRL 73 % s ERvthil T HE sERMY CRL,

NREHNITREINE, NWRMELERINER. BFSHRILH
M AAEREENIER ST -

IEBRBHER ERFERTER. W0, EBATRERRSB[EFTHER
IEH.

Kerberos A%

EE A Kerberos AEIER, BERERISBTNRELAFITEN LRI T EMRE:
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BES$TT BB {& [DWORD]
CurrentControlSet\Control\Lsa\KeBs&eg5Parameters 0x1
CurrentControlSet\Control\Lsa\Kekleeb®x\Pagieveters Oxffffffff
CurrentControlSet\Services\Kdc KdcDebugLevel 0Ox1
CurrentControlSet\Services\Kdc KdcExtraLogLevel Ox1f

Kerberos BHEZRAHIIRAEHAEF,
o “REMEIER" FHEMNEBEN DT,
o TERMIRABAGEEMRE, AU

- KDC_ERR_PREAUTH_REQUIRED (BT m/asaEzHasRIBazhas)
- FRHEIR 0x4b

RSB TEEAE

AUNAT AP ERIERERIEITHISSN TFS LT ESHRE.

o 28 CAPI2 BiE

o HITHIRREAE

Virtual Delivery Agent (VDA) Z£HE
VDA CAPI B&E

« VDA 2B E

Hi=HI2E CAPI2 BE

ERIEDR, SEHFFERIDARENLES, MMERUTEAN—RIIBEFRE,

Operational Number of events: 6

Level Date and Time Source Event ID  Task Category

11 Information 21/06/2016 15:14:54 30 Verify Chain Policy
(i) Infermaticn 21/06/ 2016 15:14:54 CAPIZ 11 Build Chain

(i) Infermaticn 21/06/2016 15:14:54 CAPIZ 90 X503 Objects

(i) Informaticn 21/06/2016 15:14:34 Capiz 41 Verify Revocation
@Inr’nmation 21/06/2016 15:14:34 Capiz 40 Verify Revocation
l@jlnﬁ:rmaticﬁn 21706/ 2016 15:14:54 CAPI2 10 Build Chain

RARMHATEBEHIESIE LR [sass.exe, MTIRIE VDA IRUAGEBHEE— I, HRIEHBEXM (BERH).
#£RiR[E} “ERROR_SUCCESS”,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]

- Certificate

[ fileRef] 23BCRSAFBTF18787ADAAADSCEFOOCCTS05CA 176 .cer

[ subjectName] fred
- CertificateChain

[chainRef] [FFO3F7S9B-52F8-4C93-877A-5DFFE40B9574)

- Flags
[ value] 0
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo

[ Taskid] {FSETFD3F-628F-4CT6-9B1C-49FEDT 863 18F)

[ SeqNumber] 1
- Result

[ value] a

HiEHEReAE

FEHBRET—RINEREMN, XBEMHR 4768, HA, IEBATF L H Kerberos Ticket Granting Ticket

(krbtgt).

FUEE Z A ERE R R E T AT #ITE MM LERIFITHIR RS [T BENIKS . FIEEZEERERR

SRBFERRTEHIRITHISRHITH NI krbtgt KAFKF,
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Keywords Diate and Time Source Event ID  Task Category

‘az‘,-ﬂwdil Success 21/06,/2016 15.14:56 Securiby-Auditing 2624 Legon

Q‘Md'rt Success 21/06/2015 15.14:56 Security-Auditing 4624 Legon

C&‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations
oY Audit Success 21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service
©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations
ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff

gk_.ﬂ«udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon

@, Audit Success 21/05/2016 15:14:54 Security-fAuditing 4624 Logon

Event 47638, Security-Auditing

General | Detsils |

@ Friendly View () XML View
+ System
- EventData

TargetUserName fred
TargetDomainName CITRIXTEST.MET

TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502

TicketOptions  0x40810010

Status Ox0

TicketEncryptionType(x12

PreAuthType 16

IpAddress +fff192.188.0.10

|pPort 49343

CertlssuerMName citrixtest-DC-CA

CertSerial Number 5F0001 D1 FCA2ACI0OF36879CEECQOO000001 DT FC
CertThumbprint 23BC&SAFBTF18787ADAAADSCEFOSCCTS05C4176F

VDA Z£HE

S5&REMENA VDA Re8EZHERTE winlogon.exe %14 ID 7 4648 9% B,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
€| [T ¥
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System "
- EventData

SubjectUserSid 5-1-3-18

SubjectUserMame VDATSS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000)

TargetUserName fred

TargetDomainName CITRIXTEST

TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  Ch\Windows\System32\vwinlogon.exe

IpAddress 192.1658.09

IpPort 5117 W

VDA CAPI BE

Itt7= 51 VDA CAPI BEE T Isass.exe gy s MEMEMNIGIEIRT, BTEIEEEHEES (de.citrixtest.net).

I:D Information 21/06/2016 13:14:54 CARIZ 30 Verify Chain P...
@ Information 21/06/2076 13:14:34 CAPI2 11 Build Chain

Gj Information 21/06/2016 13:14:34 CAPI2 90 X309 Objects

I:D Information 21/06/2016 15:14:=54 cap2 41 Verify Revocat...
@ Information 21/06/2016 15:14:54 CAPI2 40 Verify Revocat..,
(1) Information 217062016 15:14:54 CAPI2 10 Build Chain |
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA #4:HE

BRAT Kerberos BEIZRY, 24iAER E 7R KDC_ERR_PREAUTH_REQUIRED (AT 2E8) L& Winlogon
2R Kerberos R INMNE B,

(1) Infarmation 21/06/2016 15:14:56 Winlegon 7001
ll;l'Ern:lr 21/0672076 15 14:54 Security-Kerberos 3
<| il | 3
Event 7001, Winlogon H
[ General | Details |
®) Friendly View () EML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEESE383-TCF3-4331-21CC-A3CE16A3B538)
EventlD F001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 .
= Timal rantard
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#£/A Windows E#4HBE 4% FAS

Fie FAS E#4#% 5 A% Windows AR FEHAEH. ATLUEEA System Centre Operations Manager
(SCOM) &= RiRIBLL A R B TRAZF B 1530 FAS RS HIETTIRR.

FAS RSB EIEEIBIT?

BT FAS REBETETETT, iTuil#HE Citrix.Authentication.FederatedAuthenticationService.exe,

KEDABTNNRBE

FAS EiTRREH

UTE4ZTERN FAS RS EEIETER

E#43xFEA Citrix.Authentication.FederatedAuthenticationService.

e

[S003]

[S022]

[S023]

[S123]

[S124]

E L

Administrator [{0}]
setting Maintenance
Mode to [{1}]
Administrator [{0}]
setting Maintenance
Mode to Off
Administrator [{0}]
setting Maintenance
Mode to On

Failed to issue a
certificate for [upn: {0}
role: {1}] [exception:

{2}]

Failed to issue a
certificate for [upn: {0}
role: {1}] at [certificate
authority: {2}]
[exception: {3}]

WA

FAS BRSSE#NEFER
R HAEPIR T,

FAS BRS3ERH 4R,

FAS BRSSE# N4 R T,

WNREA CA FAS I9KECE
BRIIUABRAFIES, W=
£ [S124] 2 EHIILE
o ZRAPRNERERER
Mo

FAS ZidmE CAERA
FIERE IR, AR
FASECET %1 CA, FAS
BES—1 CARZAi%iE
Ko

i FAS IRSHIREBRNEM. BX FAS SHRBHNTEIIR, BSH FAS SHEE,

&

E4FEIVT, FAS BRSS
BEEATERER.

ATLLM FAS 10.7/Citrix
Virtual Apps and
Desktops 2109 375,
AILAM FAS 10.7/Citrix
Virtual Apps and
Desktops 2109 %15,
ttEHETFEEREN
CA BT EEREET. IR
¥ FAS BE2E AR HSM,
WAl RR HSM TELE
BiElT.

tE=HrIRERT CA BIEE
BIE1T, HELEBR CA,
R FAS BBBENEA
HSM, tirlgE=kn HSM
TAEERBET. ZREH
FHEPHERBNERE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

76


https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/config-manage/troubleshoot-logon.html#fas-event-logs

K& B MRS

=Y ==L @i JRER &F

[S413] Authorization L FAS BBUERENERIE  BUARETLER cmdlet
certificate expiring NEREMIEES. BA  Set-
soon ({0} days left). BERT, NERBIGEPEL FasRaCertificateMonitor
Certificate details: {1} HAEHY 30 XA, MIEXRE  #HITHAE, H8E

SERILES. PowerShell cmdlet,

[S414] Authorization Y FAS IBRGERESERY  —BiIHE, FASEEEE
certificate has expired. XEHEMLLEMS. BINE  RWNAFIES, HEES
Certificate details: {0} T, BREB=EMIE BRIHREK,

%o

5xi&Ezm FAS E¢

MR FAS 5 Citrix Cloud &R, UTEHEEREN FAS REETETER.

E43E R Citrix.Fas.Cloud,

=¥ E LU @i BiEA s

[S012] The FAS service is LEHRTM Workspace  EXRHILEHFZAT, FAS
available for single (B0 Citrix Cloud) #1789 £#K%E (1) EHEEEER
sign-on from Citrix BB RNVIZEBIERS B, (2) RERLFHIPR
Cloud 170 ®, UK (3) BECEER

Citrix Cloud,

[S013] The FAS service is not bEHFRT FAS BiEM FAS &#5 Citrix Cloud
available for single Workspace (BP Citrix HFREAERE. BT, L&k
sign-on from Citrix Cloud) R#HESER, b FTREKESHRERRERMEL
Cloud. [{0}] Further EEGRREAERTEMER (FIUMEHESRERS
details can be foundin  WIREA, £y DRVIEIEE A RARER) .
the admin console. HIXMIE R, B

¥a& “Serviceis not
connected to the
cloud”, XEREETH,
FAS &3 BIE A EMET
5 Citrix Cloud 895%i%,

ZEEH

T EHRTREENNLEHXE SR FAS,
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E4xFEA Citrix.Authentication.FederatedAuthenticationService.

=M

[S001]

[S002]

[S101]

[S104]

[S205]

FAS =(+BE

E BTN

ACCESS DENIED: User [{0}] is
not a member of the
Administrators group

ACCESS DENIED: User [{0}] is
not an Administrator of Role
[{1}]

Server [{0}] is not authorized to
assert identities in role [{1}]

Server [{0}] failed to assert UPN
[{1}] (UPN not allowed by role
[{2}])

Relying party access denied -
the calling account [{0}] is not a
permitted relying party of the
rule [{1}]

UTERYIHTH FAS £BHNEHAEEE,

EEEMY [KESHWIERS]

[E=#3kiR: Citrix.Authentication.FederatedAuthenticationService]

RIERXLEEMY, Uz FAS BRSSBVEEET K.

HEAE

BiEA

=IRNEEHENR FAS WECE, B
ETZ FAS R,

SREEHEN FAS MNEE, B
WERERZE FAS BEA,

=SRMERA %, BRATFRRE
RBITIIRIE. RAFE FAS MINERES
(L% Workspace, MSRER) H5
89 StoreFront fREB(MEAF 5
o

SRS EF S, BiRIE FAS #1U
8, FAFZAFNKFHITHS,

VDA ZiAfEH FAS TR RER,
BiR#E FAS MINEE, FRIFER
VDA,

[S001] ACCESS DENIED: User [{0}] is not a member of Administrators group

[S002] ACCESS DENIED: User [{0}] is not an Administrator of Role [{1}]

[S003] Administrator [{0}] setting Maintenance Mode to [{1}]
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HERES

[S004] Administrator [{0}] requesting authorization certificate from CA [{1}] using templates [{2} and
{311
[S005] Administrator [{0}] de-authorizing CA [{1}]

[S006] Administrator [{0}] creating Certificate Definition [{1}]
[S007] Administrator [{0}] updating Certificate Definition [{1}]
[S008] Administrator [{0}] deleting Certificate Definition [{1}]
[S009] Administrator [{0}] creating Rule [{1}]

[S010] Administrator [{0}] updating Role [{1}]

[S011] Administrator [{0}] deleting Rule [{1}]

[S012] Administrator [{0}] creating certificate [upn: {1} sid: {2} rule: {3}]Certificate Definition: {4}
Security Context: {5}]

[S013] Administrator [{0}] deleting certificates [upn: {1} role: {2} Certificate Definition: {3} Security
Context: {4}]

[S015] Administrator [{0}] creating certificate request [TPM: {1}]

[S016] Administrator [{0}] importing Authorization certificate [Reference: {1}]
[S022] Administrator [{0}] setting Maintenance Mode to Off

[S023] Administrator [{0}] setting Maintenance Mode to On

[S024] Administrator [{0}] setting system health monitor

[S025] Administrator [{0}] setting system health monitor

[S026] Administrator [{0}] setting RA Certificate Monitor

[S027] Administrator [{0}] resetting RA certificate monitor

[S050] Administrator [{0}] creating cloud configuration: [{1}]

[S051] Administrator [{0}] updating cloud configuration: [{1}]

[S052] Administrator [{0}] removing cloud configuration

[S060] Administrator [{0}] Requesting Cloud Registration. Instance: {1}

[S060] Administrator [{0}] Requesting Direct Trust Cloud Registration. Instance: {1}
CloudServiceUrlFormat: {2}
[S061] Administrator [{0}] Completing Cloud Registration. Resource location: {1}, Rule name: {2}

[S062] Administrator [{0}] Completed Cloud Registration. Resource location: {1} ({2}), Rule name: {3},
Customer: {4} ({5})
[S063] A KRS error occurred during cloud registration. The exception was {0}
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HERES

[S064] An unknown error occurred during cloud registration. The exception was {0}

HERD

[S401] Performing configuration upgrade - [From version {0} to version {1}]

[S402] ERROR: The Citrix Federated Authentication Service must be run as Network Service
[currently running as: {0}]
[S404] Forcefully erasing the Citrix Federated Authentication Service database

[S405] An error occurred while migrating data from the registry to the database: [{0}]

[S406] Migration of data from registry to database is complete (note: user certificates are not
migrated)

[S407] Registry-based data was not migrated to a database since a database already existed
[S408] Cannot downgrade the configuration -[From version {0} to version {1}]

[S409] ThreadPool configuration succeeded - MinThreads adjusted from [workers: {0} completion:
{1}] to: [workers: {2} completion: {3}]

[S410] ThreadPool configuration failed - failed to adjust MinThreads from [workers: {0} completion:
{1}] to: [workers: {2} completion: {3}]; this may impact the scalability of the FAS server

[S411] Error starting the FAS service: [{0}]

[S412] Configuration upgrade complete -[From version {0} to version {1}]
[S413] Authorization certificate expiring soon ({0} days left). Certificate details: {1}
[S414] Authorization certificate has expired. Certificate details: {0}

[S415] Authorization certificate checks completed. {0} issues were logged. Next check is due in {1}

IS MER [BXE SR IRIERS]

[E3RR: Citrix.Authentication.FederatedAuthenticationService]
EiE1THAE], HrERSSREHAFRERE, 1T FAS RSB LIERXEEH,
AEAE

[S101] Server [{0}] is not authorized to assert identities in role [{1}]
[S102] Server [{0}] failed to assert UPN [{1}] (Exception: {2}{3})
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HERES

[S103] Server [{0}] requested UPN [{1}] SID {2}, but lookup returned SID {3}

[S104] Server [{0}] failed to assert UPN [{1}] (UPN not allowed by role [{2}])

[S105] Server [{0}] issued identity assertion [upn: {1}, role {2}, Security Context: [{3}]]
[S120] Issuing certificate to [upn: {0} role: {1} Security Context: [{2}]]

[S121] Certificate issued to [upn: {0} role: {1}] by [certificate authority: {2}]

[S122] Warning: Server is overloaded [upn: {0} role: {1}][Requests per minute {2}].
[S123] Failed to issue a certificate for [upn: {0} role: {1}] [exception: {2}]

[S124] Failed to issue a certificate for [upn: {0} role: {1}] at [certificate authority: {2}] [exception: {3}]

TERERS [BE S HBIERS]

[E3RR: Citrix.Authentication.FederatedAuthenticationService]

VDA RRAPERN, XEEMRFBEETINERTE FAS BRS58 L

HERES

[S201] Relying party [{0}] does not have access to a password.
[S202] Relying party [{0}] does not have access to a certificate.
[S203] Relying party [{0}] does not have access to the Logon CSP

[S204] Relying party [{0}] accessing the Logon CSP for [upn: {1}] in role: [{2}] [Operation: {3}] as
authorized by [{4}]

[S205] Relying party access denied - the calling account [{0}] is not a permitted relying party of the
rule [{1}]

[S206] Calling account [{0}] is not a relying party

[S208] Private Key operation failed [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4}
{5}

SIEPIEBIRS 2 [BXE F 1 EIEARS]

[E3RIR: Citrix.Authentication.FederatedAuthenticationService]

LAFPERARIEPIERN, 27 FAS RSJ|LIERXEE N,
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HERES

[S301] Access Denied: User [{0}] does not have access to a Virtual Smart Card

[S302] User [{0}] requested unknown Virtual Smart Card [thumbprint: {1}]

[S303] Access Denied: User [{0}] does not match Virtual Smart Card [upn: {1}]

[S304] User [{0}] running program [{1}] on computer [{2}] using Virtual Smart Card [upn: {3} role: {4}

thumbprint: {5}] for private key operation [{6}]
[S305] Private Key operation failed [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}].

FAS =1t [Bx& S0 RIERS]

[E=#3kiR: Citrix.Authentication.FederatedAuthenticationService]

XEEHH FAS BEEHIER.

HERD

[S500] No FAS assertion plug-in is configured
[S501] The configured FAS assertion plug-in could not be loaded [exception:{0}]
[S502] FAS assertion plug-in loaded [pluginld={0}] [assembly={1}] [location={2}]

[S503] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but the plug-in [{2}] does
not support it)

[S504] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but there is no configured
FAS plug-in)

[S505] Server [{0}] failed to assert UPN [{1}] (the plug-in [{2}] rejected the logon evidence with status
[{3}] and message [{4}])

[S506] The plug-in [{0}] accepted logon evidence from server [{1}] for UPN [{2}] with message [{3}]

[S507] Server [{0}] failed to assert UPN [{1}] (the plug-in [{2}] threw exception [{3}] during method

[{41])
[S507] Server [{0}] failed to assert UPN [{1}] (the plug-in [{2}] threw exception [{3}])

[S508] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but the plug-in [{2}]
does not support it)

[S509] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but there is no
configured FAS plug-in)

[S510] Server [{0}] failed to assert UPN [{1}] (the access disposition was considered invalid by plug-in
[{2}]
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B Workspace 19 FAS [BX & SHKIFRS]

[EskR: Citrix.Fas.Cloud]

¥ FAS 5 Workspace £&ERANRIDRIXLEEH,

HERES

[S001] Rotated Citrix Cloud authorization key [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] The cloud support module is starting. FasHub cloud service URL: {0}

[S003] FAS registered with the cloud [fas id: {0}] [transaction id: {1}]

[S004] FAS failed to register with the cloud [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS sent its current configuration to the cloud [fas id: {0}] [transaction id: {1}]

[S006] FAS failed to send its current configuration to the cloud [fas id: {0}] [transaction id: {1}]
[exception: {2}]
[S007] FAS unregistered from the cloud [fas id: {0}] [transaction id: {1}]

[S009] FAS failed to unregister from the cloud [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] The FAS service is connected to the cloud messaging URL: {0}

[S011] The FAS service is not connected to the cloud

[S012] The FAS service is available for single sign-on from Citrix Cloud

[S013] The FAS service is not available for single sign-on from Citrix Cloud. [{0}] Further details can
be found in the admin console

[S014] A call to the cloud service <service name> failed [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S015] A message from Citrix Cloud was blocked because the caller is not permitted [message ID {0}]
[transaction ID {1}] [caller {2}]

[S016] A call to the cloud service <service name> succeeded [fas id: {0}] [transaction id: {1}]

[S019] FAS downloaded its configuration from the cloud [fas id: {0}] [transaction id: {1}]

[S020] FAS failed to download its configuration from the cloud [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] The cloud support module failed to start. Exception: {0}

[S022] The cloud support module is stopping

[S023] Failed to rotate Citrix Cloud authorization key [fas id: {0}] [current key id:{1}] [new key id:{2}]
[keys in cloud:{3}]

[S024] Initiating rotation of Citrix Cloud authorization key [fas id: {0}] [current key id:{1}] [new key
id:{2}]
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[S025] This service’ s authorization key is present in the Citrix Cloud [current key: {0}] [keys in cloud:
{1}]

[S026] This service’ s authorization key is not present in the Citrix Cloud [current key: {0}] [keys in
cloud: {1}]

[S027] Upgraded the Citrix Cloud authorization key storage format [fas id: {0}]

E% [VDA]

[ERiE: Citrix.Authentication.ldentityAssertion]

EERME=7E VDA LIERXEEH,

HERES

[S101] Identity Assertion Logon failed. Unrecognised Federated Authentication Service [id: {0}]
[S102] Identity Assertion Logon failed. Could not lookup SID for {0} [Exception: {1}{2}]
[S103] Identity Assertion Logon failed. User {0} has SID {1}, expected SID {2}

[S104] Identity Assertion Logon failed. Failed to connect to Federated Authentication Service: {0}
[Error: {1} {2}]
[S105] Identity Assertion Logon. Logging in [Username: {0} Domain: {1}]

[S106] Identity Assertion Logon.\n\nFederated Authentication Service: {0}\n\nLogging in [Certificate:
{1}
[S107] Identity Assertion Logon failed. [Exception: {0}{1}]

[S108] Identity Assertion Subsystem. ACCESS_DENIED [Caller: {0}]

=iEPIES [VDA]

[E4RiE: Citrix.Authentication.ldentityAssertion]

HAPZEEASIERIERN, =7 VDA LIERXEE R,

BHERS

[S201] Virtual smart card access authorized by [{0}] for [PID: {1} Program Name: {2}Certificate
thumbprint: {3}]
[S203] Virtual Smart Card Subsystem. Access Denied [caller: {0}, session {1}]
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HERES

[S204] Virtual Smart Card Subsystem. Smart card support disabled

IERERMZHENERR [BE B HIRIERS]

[E=#skR: Citrix.Fas.PkiCore]

3 FAS IrS38801T B ERFIBIMEIRIFEY, RIERXEE M,

BHERS

[S001] TrustArea::TrustArea: Installed certificate [TrustArea: {0} Certificate
{1}TrustAreaJoinParameters {2}]
[S014] Pkcs10Request::Create: Created PKCS10 request [Distinguished Name {0}]

[S016] PrivateKey::Create [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3}
EllipticCurve: {4} KeyLength: {5} isExportable: {6}]
[S017] PrivateKey::Delete [CspName: {0}, Identifier {1}]

HERED

[S104] MicrosoftCertificateAuthority::GetCredentials: Authorized to use {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest Error submit response [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest Issued certificate [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Waiting for approval
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RABFHIRHER

FHHRBFE T E Windows ERIE LMAF 2RiE REIRES.

ETBHEIRHER HEAMSE
RRREEBLY HENEEEREEXAEBA, B Kerberos ig#%E

HI281E40 T EHE, BiUAXH Kerberos E &5,
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ETHHEIRHER

RZTFULEER. TERIEENER. /AZFZIER

HEAMSE

TR RIITHIEE, HEBITHIRREEIES, LA

BRI MRIE. A “Kerberos SMHIIE". “IHiTHI2E

SHWIE" 5 “HSiEHIgR” IEREMEiEHIgR. tIREE

F—id, BMEENBIEB ARSI,
RAFZAIRELTALEER. BTEMNEIENSRERERAR  REFMTEN ELEREREBMHRIES. HSHEIEH
So NIAERHLE,

BEREIR XBEETREHREIER LAY EBR, & RSABEFX
52 (hF 2048 fiD),
BXES

o NEREREREES

o [Eae-EERHERE](https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2008-R2-and-2008/ff404287(v=ws.10))

o BHE CAPI BEIEH

+ BH Kerberos HEIER

s BXBEE=FIEBMANIEEAERERERIIESEN

PowerShell cmdlet

Juneb5, 2024

AfERES FHIIEARS (FAS) Bzt & RITEENEE. Fid, PowerShell REFIRME T ESHERIET, When
you are using options that are not available in the console, Citrix recommends using only PowerShell
for configuration.

T es$ 550 FAS PowerShell cmdlet:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.Vl

7£ PowerShell @A, AILIEER Get-Help <cmdlet name> 27 cmdlet #BIEE,

A% FAS PowerShell SDK cmdlet Bi#415 8., 52 https://developer-docs.citrix.com/projects/feder
ated-authentication-service-powershell-cmdlets/en/latest/,
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HMERRLEN

June 5,2024

VI

B & BMEIERS (FAS) @—1 Citrix 481, 5 Active Directory IEBMANADIRER, RFAFE Citrix FEFE
HBRITEMHRIE. 2XENBT EES TENBENESMHE MR AREM,

BRE, FAS ERPEMIRIDRAEESEIRA TS StoreFront iR, StoreFront AE—4HLEM S KR HKIEER,
XUEETTIRIEFE Web S ARME, TJLURAEMET StoreFront SDK tE =7 IS HE4#T B. E&igiHETRE,
A Web b= st P T AT B A NIE R AR EE T LA FEF Citrix Virtual Apps g Citrix Virtual
Desktops Zi&,

EXHENET RRBERENTHE REXEAFHI.

o NEEZE

« Citrix Gateway ZpE

o ADFS SAML

« B2B tkFBRgt

« Windows 10 Azure AD BEXiZ

RMTIEMAEX FAS XENHER. WTFARREN, LEMLEE—XZ2IRE FASNEESTHEN,

RREMETR

FAS Bik#EM, BetBXERLE StoreFront B4 Active Directory AP BB MA S REFISER, XEWTAME
BEMK APl, UWEEEREBNEYIESEF, HHPFREE Citrix Virtual Apps =k Citrix Virtual Desktops
Virtual Delivery Agent (VDA) BY, JEBZHIMNEIHEN, H B Windows HERBRMARES ERFHRIE.

LA BRI Citrix IF1EBY, A]15 StoreFront RS EEAREXFR FAS, FAS BT — 1R, AiFE4 Citrix Virtual
Apps = Citrix Virtual Desktops £IEFERZKIFENIERHTEMHRIE. X VDA REXNAF#ITEMNRIEN, ERE
15 FAS HXOIZEIR, X FAS BRUARAFIERFAEH; VDA BARESNEZNATERE (EFEFERIEHIT FAS
HATIARIE)

TEIERT FAS 5 Microsoft iEBMENGER, FH@ StoreFront, Citrix Virtual Apps and Desktops Virtual
Delivery Agent (VDA) 2t RS,
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Synchronization

Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) y Certification
T ' Authority
[~

5 5o

B ol o

) §§. ~
& s \’_\ E‘EQ Assert _ Access Logon
1 & 4 ca s entity - b artificate
(, S 52 Id Certifi

q;z:¥ 857

3 F —5 Federated

2 - Authentication

e g 7 .

~ Service
;,,\_ Nfuse _— Citrix \
| SAML token Citrix AG Basic protocol Brokering
e B — = ool ™
1 Protoco
~ ~ =2

Citrix Gateway Citrix StoreFront

End User

AERERE

Delivery Controller

Virtual Delivery Agent

FAS A BAERZMHMEMHIEIDER (8% Kerberos BE&ER) ket StoreFront #THMHINE, FERIIELR

d5E2 MR Citrix HDX &,

XAFEFRTENAFZIEREE R PIN BERER ‘EREZEEE” 8 (Fla0 Single Sign-On Service) 89
ERTHT Windows B4%3E, XATAFE Citrix Virtual Apps RHARRAFIRER “Kerberos ARFR” EH

TheEs

Fie AP #EINEE CHSIEFIFRAREMLEN (PKI) IS, MELCHESSERASERERIERILE, XEREE

FREIBENESHIIEEE, BIERMEEFNMTREMEFREE PR FSENRETIBHERNIL,

HEEZE RN T — N BTFETT FAS BUARSS 38, ZIRSB[ERGRRBAMABEREELHEN. XEIEBZEE

Citrix HDX R R FERAFRIE, MUREEREERER 1,
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AUTH.LOCAL domain

............... > i Certificate

A
1
1

Associated with

| e |

-{ Certificate Authority

Windows Server

@ FAS User

-‘ Certificate +eessaresens]
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

Federated Authenti-
cation Server

Windows Server

e FAS
= ;"‘ Authorization  ...]

— Certificate

| FASUser g
3_'5 Certificates

Hardware Security
Module (Optional)

Hardware Appliance

@" Users

Private Keys

%S

M Authorization
Private Key

Login with

Domain Controller

Windows Server

UPN
walter@auth.local

VDA

Windows Server & Desktop
Operating Systems

'~ FASUser
_', Certificate

."L
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HBAUEMUTFE e R BRI A XA E Citrix Virtual Apps 3k Citrix Virtual Desktops #1%, CTX206156 Xfitbi#1T
TR,

EMEHEP, iI2BERFHEREIMNEN Microsoft SERMENMETA, FHEERINI=HI2E 5 B igiz 281
Fo (FSH CTX206156 R “Fkigi=HISER" &8500)

BXER:

o BPAREFETERAR SR (HSM) SINBMZEEN T AR (TPM) th. BXRIEFMESR, BESRTLFRF—
LEMEE—XNAT MAREMEE FAS.

Citrix Gateway ZfE

Citrix Gateway HESNIIFELRM, BIEINT 5 StoreFront Ex4#9 Citrix Gateway, MiEESHBRIESBE
3 Citrix Gateway 45, Citrix Gateway @SN ERMNFHIIERIRALED, XLRT A A TFHERT ST
B AT Web i,

EE R AT & REE RS Citrix Gateway #1TEHWIEFERAFAENZRBREA PIN 5, 15, ERIFER
=2k Citrix Gateway SHEIERA, FEFE AD BB+,
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AUTH.LOCAL domain

Citrix Gateway

VPX

Root CA

Export

f (Certificate

Gateway Server

Issue

Issue

Certificate Authority

Windows Server

&

FAS User

] Certificate
Template

&

FAS Authorization

Certificate
' Template

StoreFront

Windows Server

TLS Server

f Centificate

Federated Authenti-
cation Server

' Certificate

MR EMTFE B RN AREE Citrix Virtual Apps & Citrix Virtual Desktops ¥#1%, CTX206156 3F1tbi#1T

TR,

EREHEP, iZ2BERFHEREIMNEN Microsoft IERMENMET A, FHEERiizHI2s 5 B izl 28

Associated with

oy - ?‘ Private Keys

Windows Server

FAS
Authorization

Issue

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

Certificate

FAS User

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

o users

Authorization
Private Key

- o

Login with

Fo (B2 CTX206156 8y “MAEIEHIZHER" #0)o

i Citrix Gateway EEBEN F B MRIER LS, EHR Citrix Gateway 5 StoreFront Z[alfFr G EiEaRET TLS #
R, BEMES, ESHEENE URL EMEE Rfs@ Citrix Gateway BR$ 28, FEAXABFLEBEHRH Citrix

Gateway RRSS 2 #H1TH AL,

T EAsUser

L R Cerificate

A
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StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

# General Settings { Varsion: [ 100 (Build 62.4) or later - |
+ Secure Ticket Authority |

VServer IP address:
Authentication Settings [aptional)

Summary ‘ Logon type: @ [ Damain -

| VI00: SNIPar MID, w10 1e:VIP |

]

smart card fallback: MNone -

Callback URL:

itiona) | httpss//NetSealerGatewayFQON | /CitrixAuthService/AuthService.asmx

A& When no Callback URL is specified, Smart Access is not available,

BXES:

« EfigE Citrix Gateway, &% How to Configure NetScaler Gateway 10.5 to use with StoreFront
3.6 and Citrix Virtual Desktops 7.6 (#0fa% NetScaler Gateway 10.5 B2& 45 StoreFront 3.6 1 Citrix
Virtual Desktops 7.6 &4 MA).

o REFEEENBTINAREMRE FAS,

ADFS SAML &5E

*42 Citrix Gateway BHIIERAR RS Microsoft ADFS 1855, XA B 1E SAML 51342432 (IdP), SAML
HER—MEIFRIEMN XML R, AENBAEFHTENRSNTE AP fik. XFT FAS REBAIFIEAFANS
PIIEZERL Microsoft ADFS BRS328 (SREhAESIR%I SAML 19 I1dP),
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AUTH.LOCAL domain

r—

Citrix Gatewa . .
v Certificate Authority
VPX ]
Hndows seret | Micosot |
Root CA ) i 8 FAS User
§ cenificate g Cenicate Domain Controller
Gateway Server Issue Template
' Certificate @ FAS Authorization Wind s
Certificate Indows server
ADFS Signature i Template
f Cenificate uPN

walter@auth.local
SAML SP (RP) Alternative UPN

walter@adfs.ext

StoreFront

Windows Server

lsue L TLS Server
§ Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
=" . Issue Operating Systems
r--F-- ‘L Authorization
] =t Certificate
H :- 7 5 Certificates L § Certficate
. 4
Web Access Proxy ADFS Server !
| == Login with d
: OO PRI
. N £
Windows Server Windows Server :'§ 1
! .
1%, | Hardware Security
18 .
15 Server 13, | Module (Optional)
Certificate LI
> : : Hardware Appliance
f) Signature : 1
' Certificate ‘ : G" Users
| = =-- (‘ Private Keys
r) Encryption 1 B"
Certificate 1
' (not used) '_ . M Authorization
Private Key

ADFS Proxy SAML IdP

ADFS @2 AF Lttt B NS M LUER Internet sZi2iFR ATEE; 6190, @B TF Office 365 £,
HXER:
« ADFS SE—XE5iFAER.

o ZEMEE—NXNAT IMRREMEE FAS.
o A Citrix Gateway HEBHBEEEETEE,
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B2B

i P B

NREARATEFEERNANITENRS, ERARAGE—NEGEEXEMN Active Directory Bt & B3 10IERR
% (ADFS) R385, XHBATF—RATNAF TEHTENIIIUERS—K AT Active Directory (AD) i,

BERN, 8 APEBEAECHNREERERE,; ADFS 2B RHEMSIIRITABRM AD IFEHRHN “CFKF”,

ADFS.EXT domain

Export

- Certificate Authority

i|lssue LS Server
Certificate
o ) Signature
2 £ Certificate
g
g
& ’j Encryption
& Certificate

Domain Controller

Windows Server

UPN
walter@adfs.ext

Windows Server

ADFS Server

Windows Server

Export

AUTH.LOCAL domain

Export

Citrix Gateway
VPX
Root CA
R centificate -

Gateway Server

Issue

Issue

Certificate Authority

Windows Server

@ FAS User

1 Certificate
Template

@ FAS Authorization

Centificate
" Template

StoreFront

Windows Server

TLS Server

f Certificate

Federated Authenti-
cation Server

f Certificate

ADFS Signature

R (notused)

SAML IdP

Client

Windows / MacOs / Linux

Root CA Certificate

BXER:

f§ (fromADFS.EXTCA)

Root CA Certificate
§ (fromAUTH.LOCALCA)

Export

R Certificate

SAMLSP (RP)

Associated with

Windows Server

—=
=]
. lfi FAS User

FAS

- I
Authorization o

Certificate

Issue

Certificates

- Loginwith L

Hardware Security
Module (Optional)

Hardware Appliance

- M Private Keys

L. GA Authorization
Private Key

&% users
a*

Domain Controller

Windows Server

UPN
walter@auth.local
Alternative UPN
walter @adfs.ext

Virtual Delivery
Agent

Windows Server & Desktop
Operating Systems

] rasuser
Rl cenificae
4

o REMEE—XMATINHREMEE FAS.
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Windows 10 Azure AD Etiz

Windows 10 5| AT “Azure AD BXi%Z” m#E, EBRXS5E4%H Windows ImMA M, BEEH @
Internet” BI%HER, LLINAERRIER FEERITENMTFIREM, 5489 Windows N8R, Azure AD G4
AT Web ik SMZRER S S ERIZRAITNEE, XLEEREE R3] Internet”, AL, FMEMZEET Internet 19
UBHITIME, MIFMXMDAERIMHITIE,

Azure ’\
"E Azure AD

Synchronization

Cloud 5 -

IEEERLIFE LA “DRAEPNELAR” BSHR6. EEXITENTE2ET Internet A& Azure AD 1f
BEFITIEMANF DI,

BAE, EHBERNEMEMEESERET IP NEEMNERIT: Aith. TERHER. Azure HEHMERERER,
Azure AD Connect E# 2885 BhiEiER Azure AD, RETRBE, RAEIERFAER Azure VM,

BXER:

o REMEEE—XMATINAREMEE FAS.
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o Azure AD £ —XEEFAEE,

ADFS ZE

Juneb5, 2024

ek

E1bAN

XA T wfiE Citrix IF185 Microsoft ADFS 856,

W ZAREER ADFS BEEAPNEEHITE RS HIIEN Web MhmmIR2iAE, §Ii0, ASRIRERRRTREEHI
WABSMTHNER,; FEFEATE Windows ERERRIPXLNE,

B & B IIERRSS (FAS) & 42iF Citrix Gateway # Citrix StoreFront 5 ADFS ZRAFKAEER, ER T IiEa%
B TiEmM AR,

LthEpE &R Citrix Gateway £ Microsoft ADFS By{=#i75.
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Citrix Gateway

VPX

Root CA

Export

AUTH.LOCAL domain

f Cenificate

Gateway Server

Issue

' Certificate

ADFS Signature
f Cenificate

Web Access Proxy

ADFS Server

Windows Server

Windows Server

TLS Server
Certificate

ADFS Proxy

AR

Signature

f
&)

' Certificate
&

f

Encryption
Certificate
(not used)

-
1
1

Associated with
| e |

. M Authorization
Private Key

Certificate Authority

Windows Server

@ FAS User

' Certificate
Template

@ FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server
§ Certificate

Federated Authenti-
cation Server

Windows Server

Issue

g FAS
Ez—-ﬂ Authorization
Certificate

Issue

- FASUser 4
)| Certificates

Hardware Security
Module (Optional)

Hardware Appliance

ok v
- g Prsiffgste Keys

MR GEHZRIEN Windows VDA 5 Linux VDA, NEEX5,

SAML ik

RLFEMIFIZIES (SAML) B— M8 “EERIERTE B Web 3

(1%
L

Domain Controller

Windows Server

uPN
walter@auth.local
Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

FAS User
— Certificate

4

BERRG. KEVFEUATER
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E%EMm URL [ SERARS URL]

Citrix Gateway KM AF FEHITEHNRIEN, RIETAFH Web 355887 ADFS ARS528 £3¢ SAML &R Web t1@E
MITHTTPPOST. @& https: // #ik, XK :https://adfs.mycompany.com/adfs/ s,
Itk Web i@ POST & HMES, 8% ADFS HEREMNEETIREIAFHN “REHHE",

FRIRRF [k & & #5/S244 ID]

&K ID 235 Citrix Gateway 72 ADFS &ixf9 POST #UEH B2 —+RRRT, XREi@x ADFS AR EERAER
BIARSS, Fi@X1 ADFS IRIERENAFRMSHIIERE, MREMEL, SAML SHEIE XML BERTFEREIRE
1A ID #RIRAYARSS

—MRER T, & ID 218 Citrix Gateway fRE 85 RIEM URL, EEERILUSEMAAZR, Fite: Citrix Gateway
5 ADFS #xmi#R: https://ns.mycompany.com/application/logonpage,

REHAE [%%E URL]

NREMBRIERT, ADFS E35=AF 8 Web 155883 SAML 54363 XML POST [E195214 ID BEEEMZES URL 2~
—, XiBE 2R Citrix Gateway [RS8 EM https:// #ak, =Xk https://ns.mycompany.com
/cgi/samlauth,

WMREET 218 URL ik, Citrix Gateway ®JLI7ER) ADFS &Rix#EsE POST AiEiFE—4 URL,

F2IEH [IDP IEH]

ADFS fERFASHIBE 2853 SAML 513381E XML blob #17%%, BRiIFLEHE, #AF Citrix Gateway B E 79 fE
BIEBXHHESHAANEXEE R, IEBXHFBERM ADFS BRS5 R — XA Mo

g% URL [#5035 URL]
ADFS #0 Citrix Gateway X% “poUEi” ZR4, Citrix Gateway £@/RiEHL URL LIZE SAML S48 XML
blob 2&NRTLFIERNRIE,

XE—AEINEE, FRBRE. X@ER https:// #ik, =X k: https://adfs.mycompany.com
/adfs/logout. (GEER, Ittt 5 & m%E R URL HEEL)

icE

Citrix Gateway SPEZHNAB T WA E Citrix Gateway LU EIRE LDAP SAIIEER. MINFTMIEER, AT
7£ Citrix Gateway L8IE—& A Fi#1T SAML SHIIERNFH S HIIESEE, LEREELUF AR Citrix Gateway [
SERMERIA LDAP %88,
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MetScaler » MetScaler Gateway » Policies » Authentication > SAML > Policles IF:J lﬂ H
Policies Servers
Add | | Primary VPN Global Bindings Search ~
Name Expression Request Server
StoreFrontSANL M5 _TRUE AzureAd
157c SAML EB%

A LUER 2 AT ADFS BI2ixHI &R = RECEH SAML IdP ARS28. [ZALLHREEET, Citrix Gateway SR EFE
EmE ADFS #178%, HRIFKES ADFS EZH SAML S{RIGIEhE,

Create Authentication SAML Server 5

Create Authentication SAML Server

.
Mame*
Azurend
55
Authentication Type
SAML
IDP Certificate Name* 253
AzureADSAML v +
Redwrect URL" Exa W
20f-4c20-9826-14d58484c62e /saml2
|
| Single Logout URL ntermatP A
| 20f-4c20-9826-14d 5048406 28 /sam|2 ntermetProt ",
Uzer Field
userprincipalnarme &
Signing Certificate Name
W
J L]
Issuer Name
https:;",.l’ns.citri:-csa'mlﬁernu net/Citrog* -

Reject Unsigned Assertion®

ON |

SAML Binding®

POST v
Default Authentication Group

Sk Time{mins)

5
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BXES

o REMECER FAS REMEENETESE RN,
o HEARAREN—ELET B FAS #E,
o BREE—XPNAT “BIEHE XE,

Azure AD &£5§

June 5, 2024

st
VAN

AR TB I Citrix 3F885 Windows 10 Azure AD 1haetBEER. Windows 10 55|\ 7T Azure AD, X2—1

FEVSIINIER, AJLEARIRAES Internet K@ EHEIUTEAMIAN G, UEHTEEMERER.

EXEFHRAIESEERT — M EGUTRENAS: IT ARRFHAFRMETA Windows 10 EERITENAIE L

BFER AU ALEM AR, ARBTIREEIRTHRS > X T > M\ Azure AD EIUS R AT,
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&« Settings
0% SYSTEM
Display

Motifications & actions

Apps & features

Multitasking

Tablet mode

Power & sleep

Storage

Offline maps

Default apps

About

PC

PC name

Rename PC

Organization

Join a domain

Join Azure AD

Edition
Product ID

Processor

Installed RAM
System type

Pen and touch

Find a setting D

vda-winll

WORK

Windows 10 Enterprise
00329-00000-00003-AA066

Intel{R) Xecn(R) CPU E3-1650 0 & 3.20GHz
319 GHz

2.00 GB
64-bit operating system, x64-based processor

Mo pen or touch input is available for this
display

Channs mecsdiet bes se pmaeads segir sdition of Windoss

FMEERITENGE, Microsoft Edge Web 55885i@

ol
uh = Citrix WER AR AR, MUKkHEM Azure AR (5130 Office 365),

Azure SaaS MAER Web mEBEEREIATH Web
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B Access Panel Applicatior %+

é > O ‘ |E| windowsazure.com

Microsoft Azure

applications  profile

Clfrix

AzureStoreFront oo

82016 Microsoft  Legal | Privacy

d X
)

george@

KRR

WA REMTLER Azure FHERATING, MSHEHRNEREA (§130 Azure AD 1 Office 365) #B&EM. RE

BP#EIARETEAR, BEMUTHAE Intranet LA,

AU ZERNRAIERANEERMALKMN AT, ER Azure AD Connect B ¥ RS 7] LUEE Internet #iE3)

Azure,
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Azure ’\
“E Azure AD

Synchronization

% &
) AD
Citrix Yirtual Desktop
® ;I::':=':': 2
a
Cloud “ Aot
ntity

REERNBEAESR (A LEBEIEHAENBIZEMA Kerberos/NTLM B4 5IE) ELARERTREERNS
Azure 1 SAML Zjal89 TLS &%, #FERSAEAMAE Azure AD #9 Azure R 2R, BILUER Azure =RRSH
IAAS EB453 HREYHRE Active Directory BRZ528 VM iz1TEE Active Directory WIIBE MBI (190 SQL Server %1
'’

B BEEANBIEFN, &8 Citrix Virtual Apps and Desktops £ BIZF# 1T, TRIZEEAI BIE
FE{ER Microsoft Edge K& S ERIpaEE T A/ K Azure R AEFTTEHFITERE, Microsoft iR iR {EEEMBKEFE
& Azure N EB#2FHI Android 1 i0S B2,

tIZ2 DNS X3

Azure AD EXREIEREFMAR DNS ik, HiEHgRERNERXE., Altt, SRR LUEA Azure DNS BIX3E

Thiko
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R BIMER DNS Xig& R citrixsamldemo.net,

Essentials 20 )

Fesource group Mame senver 1

citrixsamldema nst-0l.azure-dns.com,

Subscription name Mame server 2

Visual Studio Professional with MSDRN ns2-01.azure-dns.net.

Subscription D Marme serser 3

dfz2436f-d4fe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALLE

ngl-01,azure-dns.cam,
ns2-01.azure-dns net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ M3 172800

Ermail; azuredns-hostmaster,microsaft,,..
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .

111}
FH A2 Azure DNS B ARZ BB M, XLEZMNEXIEITMA DNS M58 NS £EH5IH (Fla
citrixsamldemo.net. NS nl-01l.azure-dns.com)

Azt Azure 178 VM 195 | AR, SIS AZEN VM ERER Azure 3TER DNS ig&#9 CNAME #5t. o0
RVM B IP it ET Y, FEEFohEH DNS Xig>X .

I ERE RN ERFISMNER DNS #hntFi SRR —3, 1§ citrixsamldemo.net, E/HBiFk4%5 DNS (FEREB7 10.0.0.),
FIN—51H Web RBEFERIBARS8BH “fs.citrixsamldemo.net” £8H. XEHKIBMEES SHIIFRS.
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BIETARSS

THIERET — Citrix 18, HP@E—1 ADFS JRE2S7E Azure £i51T89 AD If 8, BIBT—1M=RE, &
“citrixsamldemo”,

URL

WEE APP QUICK CREATE
| @ v =

— app.net
VIRTUAL MACHINE i-"‘i CUSTOM CREATE A rEE
REGICN OR AFFINITY GROUPF

,ﬂqﬁ E MOBILE SERVICE West Europe

'f‘s
L) @ | CLOUD SERVICE
LSt

ﬁ EEI BATCH SERVICE
=l

CREATE CLOUD SERVICE v

212 Windows B,

IR A MESIRS FETTH Windows VM:

« 1%#%H128 (domaincontrol)

« Azure Connect ADFS AR%328 (adfs)

ADFS Web ipiaiE (Web MAREFRE, KRINAE)
Citrix Virtual Apps and Desktops Delivery Controller

.

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)
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Create virtual machine » Basics

Create virtual machine

Resgurce groups

- -
s All resources * Mame

‘[ Basics 5
Recent Configure basic settings

* User name
App Services

™

Virtual machines (classic) * Passwiord

B virtual machines

'% Subscription
SQL databases I e Visual Studio Professional with MSDN
& Cloud services (classic) * Resource group
A citrixsarmkdama ~
W security Center T Window Dat
Location
? Subscriptions Waest Europa hd

Browse »

2R

o 740 DNS AR5 2370 Active Directory RS A& LIEIE— MR Active Directory 2 (It RFIH A
citrixsamldemo.net), 7 5EmME, B Active Directory IE$RSES AT,

s BIB— N EEAPKFA AT (fli0, George@citrixsamldemo.net),

« BTFLLARS2E1TIER DNS, Flt, FraARS8ERN 5| FALLARSS 288 LUE##1T DNS f#if, LHiR(ErIEid Azure
DNS & BTIEER. (BXFMER, BSRAEFH “HWR,)

ADFS #z#128%0 Web M AEFRIERS R

o 3% ADFS BR3 2N ZF citrixsamldemo domain &1, Web MBEFRIEIRS BN AR EE IR T (E4E
, ALk, &7 AD DNS fhFzhEar DNS bk,
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o TEXLERRSZS8 Fin1T Enable-PSRemoting -Force cmdlet, LisiF PS @dhAEM AzureAD Connect

TRZEEE,

Citrix Virtual Desktops Delivery Controller 71 VDA

« JEEMANE citrixsamldemo ME RN Windows Server E%# Citrix Virtual Apps = Citrix Virtual
Desktops Delivery Controller #1 VDA,

ECEMES DNS

REFITHIRE, 155 DNS RS 2BECE HLIE citrixsamldemo.net WASIEE, FHAIEERAIMBE DNS RS2E (6

91 8.8.8.8) Ry AR,

2, DMS Manager X
File Action View Help
e R B6E Hm § 86
2 DNS MName Type Data Timestar
4 F DOMAINCONTROL 7 msdes
4 [ ] Forward Lookup Zones | _sites
I [z] _msdes. net|| ™ 4op
P | _udp
B [ Reverse Lookup Zones _ DomainDnsFones
b Trl.lit.F'.l:lll'ItS | ForestDnsZones
B - E::-r::hltlfnal Forwarders ] (same as parent folder) Start of Authority (S04) [24], demaincantral. static
B (g Global Legs & (zame a5 parent folder) Narme Server (NS) domaincontral, static
] (same as parent folder) Hest (&) 1000072 135201
£ adfs Host (4) 10.0.0.13 5/13/201
r domaincontrol Huost (A) 000,012 static
His Host (4) 10.0.0.13 static
Elwap Host (4) 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
< " ¥
AU T EIAERSIER:
+ wap.citrixsamldemo.net [Web R FRiZFHAIE VM G MNIE]
« fs.citrixsamldemo.net [NEBEX & S0 IERRSS 33041
« enterpriseregistration.citrixsaml.net [5 fs.citrixsamldemo.net 18R]
Rz Azure IETTHIFRE VM BLE A AERILL DNS fR$S28. AT LUBEMLEEO GUI LTI,
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Essentials ~ ¥, A <;' DINS servers @
lesource group
it e SURFORT = TROUBLESHOOTING
* Primary DMS senver
Location -
West Europe W 2uditlegs > 10.0.0.5
u MNew support request b Secondary DNS server

Sul nio
df2. d4fa-46ae-be7b-6479cdaeefca
GENERAL
Properties >
A s =¥
i 1P addresses >
B DNS servers >
0 Metwork security group >

BUIAER T, 3B IP (10.0.0.9) #utitshaS . BILUGER IP #iibg R A HES P sk, [xd Web R ARRFHIERS
BRI HI B IT LR AE,

FCESMER DNS it

VM iz{7id#89, Azure (REECDHIEAHAIE HE4 VM MM IP #ilksy DNS XigiRS 8. XE—WAEANER
Ihee, BN Azure BUAESET VM BEpEIoEC IP sk,

- DomainControl8733 = Configuration

Ecsentials ~ [<a 3. )
Ide SUPPCRT + TROUBLESHOOTING
B Auditlogs >
& Newsupport request >
VD
lafg-d6ae-beTh-647gcdacefca
GENERAL
I gs =
Properties >
Il settings =
& Configuration >
Add tiles
®
RESOURCE MANAGEMENT
Edit & Tags >
& Llocks >
ali Users >
1 Eeport template >

T% domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com #9 DNS it 43 Foéaigiis 28,

EER, mREETHE, RE Web AREFAEM Citrix Gateway VM REAAMA IP #hit, (RBEIEH, 2H
IP stk 3337153317 RDP 3518) o

FER2A

Azure =fERATLAM Internet BExT VM 317 TCP/UDP iAialedERRIBA AEHN. BINERT, FiE VM EBaiF
#1T RDP i5ia, Citrix Gateway #1 Web A2 UIEARSS B2IE R o VPR E 443 LBA TLS,
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s
SURPORT + TROUBLESHOOTING d 0 outbound SUPPORT + TROUBLESHOOTING
Locatian Assodated with
E Auditlogs > West Europe 0 subnets, 2 network interfaces H Auditlogs >
& Mew support request > essional with MDY & Mew support request b
su D
df22436f-d413-26ae-be7b-6479cdaefca
GEMERAL GENERAL
-------- >
Propenti > 1! Propenies >
i 1P addre > >
s > >
bl >
Subnets >

¢z ADFS iEH

ETE Microsoft IEBMAN LB Web FRSIIIEBER, XAFIRERSE (BFEFHA) R pix XHEEREE
X DNS #iftf9iEH. %AFES7E ADFS #1 Web R AR HIERS 28 EREIIES, PFX XA RER A EIET,

MAERUTERE S Web ARSEIES:

- adfs.citrixsamldemo.net [it&#1&#F]
o (EFRESRBR:

- *.citrixsamldemo.net [Xi5&¥F]
- fs.citrixsamldemo. net [DNS % E]
- enterpriseregistration.citrixsamldemo.net
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& Console] - [Co
File Action ¥ -
& File £\, sublect | General | Extensions | private Key | Certification Autherity
L | Ll L il Certificate Enrolime The subject of a certificate is the user or computer to which the certificate is issued. You
) 2
can enter informaticn about the types of subject namie and alternative name values that
'_:‘ C%WSZLT::E L can be used in a certificate.
4 7 Personal Request Certificats Subject of certificate
=] i Th ter that i iving the certificate
= Certifi You can request the fol & user or compu is receiving the certifica
b [ Trusted Rg click Enroll. Subject name: : .
b [ Enterprise Type: CM=adfs.citricsamldemo.net
b Intermedid Add > |
. C t Commen name
b [ Trusted Py [ Computer | | /
= Value:
= Untrusted [+ Web Server i < Remave
b [ Third-Pary 4 Moreindo | e
b [ Trusted Pg - Alternative name:
b L7 Client Aut The following opty T
o - I
b= Remote D Key usage: Ll * citrixsamldeme.net
b [ Runtirme_T] Application p |DN5 fe.citrixsamldemo.net
b Smart Car = R Value: istration.citrixsam
— Valid od
I | Trusted De LR |
[]5how all templates

BERSEA pfx X, BEZEERIPHNTASR.

%% Azure AD

AN B TIREF Azure AD IR BIERAERE T4 Windows 10 I\ Azure AD BB FPIRIRRIE TR,

e R

BREH Azure IPHOIE— M HHER.
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAMLDemo

DORAIN NAME

citrixsamldemo & .onmicrosoft.com

COUNTRY DR REGIDM

United Kingdam E|

[ This iz 2 B2C directory,

TR, BER—MEENE,
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citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

Integrate with your local directory

%,

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

tIEeREER AP (AzureAdmin)

T Azure FRlE— 2 REER (FHRFIFHN AzureAdmin@citrixsamldemo.onmicrosoft.com)
HERFHKA R LIEER,
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user profile

FIRST MAME LAST MAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

7£ Azure AD IR EAIIE

BUNERT, BPEEERA <user.name>@<company>.onmicrosoft.com B9 FaR bt 1T4R

iRo

BAXERH-—SEENERTEN, ERFERTESINEFERFIL, HikitithSRERF B FHRFIK T
foauiit: <user.name>@<company>.com,

ISR R B MEHNEL ATENEEM, RFER citrixsamldemo.net,

MRBIRE ADFS LIEHITRRER, BERAZERE,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

%% Azure AD Connect

Azure AD B2 & GUI 958 2 EFMEI Azure AD Connect B9 Microsoft T# 51, 7£ ADFSVM t&&EHTA, &
FERAEENTE (MIFPRIZE), LUE ADFS EAT A,
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Install required components

Mo existing synchronizaticn service was found on this computer. The Azure AD Connect synchronization
service will be installed. @

Express Settings
Required Components
Uszer Sign-In

Installing Visual C++ 2013 Redistributable
L

Optional configuration:

%R EA AD FS #1TEXE B D IIEE R B RiE,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

fERZ IR EERIKF EZE Azure,
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Connect to Azure AD

Express Settings

Required Compenents Enter your Azure AD credentials: 9
User Sign-in USERMAME
Connect to Azure AD |ﬂzurc.‘-".dmm@cntrlnsamld emo.onmicrosaft.com |
Sync
PASSWORD

Connect Directories

Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Previous

PEFRAER AD #o
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& Microsoft Azure Active Directory C

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests: (7]
User Sign-In DIRECTORY TYPE

Connect to Azure AD | Active Directory |'_

Sy FOREST @)

Connect Directories |citrixsamldemc>.cloud app.net |'

Cromain/OU Filtering
USERMAME

|EITRIXSAMLDEMCh Administrater

Identifying users

Filtering
PASSWORD

nn.olnil‘ L';'E'."E-?‘k;ﬁ:‘ﬁ“

Optional Features

ADFS Farm
Azure AD Domain CONFIGURED DIRECTORIES
Configure

Verify

citrixszmidemo.cloudapp.net {Active Directory) & Remove

¥&FrEIE Active Directory 4% 5 Azure AD @,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 118



K& B MRS

Express Settings
Required Components
UUser S:gn-ln

Connect to Azure AD
Sync

Connect Directories

dentifying users

Filtering

Optional Features
ADFS Farm
Azure AD Domain
Configure

Verify

Domain/OU Filtering

Domain and OU filtering

Diractory |citrixsamldemu.cluudapp.net |' | Refresh Qu/D

_ Sync all domains and OUs
® sync selected domains and Ols

4 [ citriksamldemo.cloudapp.net
! Builtin

Computers

Damain Controllers

ForeignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounis

WNTDS Quotas

Program Cata

System

Users

Configuration

RERRDERDRER R

MREREGHIFEEE, JUKERBIRFHNAFRZRRNERNARF.
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Express Settings
Reguired Components
User Sign-In
Connact 1o AZure AD
Sync
Connect Directories
Domain/OU Filtering
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Uniguely identifying your users

Select how users should be identified in your on-premises directories, [ 7]
® Users are represented only once across all directories.

) User identities exist across multiple directories. Match using:

D and msExchiMasterdccountSID/msRTCSIP-OrginatorSID attnbutes

hailMickMName atinbutes

CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.
SOURCE ANCHOR @
| objectGUID [~

USER PRINCIPAL NAME @

| userPrincipalName |-

Previous

BZRIALIRRD, SERRFAMIREREN—ARENRAPMIEE,
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Filter users and devices

Express Settings

Reguired Components Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.
User Sign-In # Synchronize all users and devices
Connect to Azure AD 71 Synchronize selected @
Syne OREST GROUP
Connect Directories citrixsamldema.cloudapp.net I_;..:_T_, 2 name or DN of 3 group Resolve

Domain/CU Filtering

|dentifying users

| fiteing |
Optional Features

AD F5 Farm

Azure AD Domain

Configure

Verify

Previous

MREE, LUK Azure AD &35 Active Directory A%, BF ADFS WEMHIIEEEARARTERD,
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.
went @

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

R EE AD FS F{ERRES PFX X, 5% fs.citrixsamldemo.net ¥ DNS &#7F,
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/GU Filterin - - . ) .

g ) Use a Certificate installed on the Federation Machines
Identifying users
Filtering CERTIFICATE FILE a

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [l EBrowse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

RTEERRIERSSEM, A wap.citrixsamldemo.net fR52s89itiiit, ERIEEZETE Web BEFRERSS
L& 5 819517 Enable-PSRemoting -Force cmdlet, L& Azure AD Connect BEBE E# TR B,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect o Azure AD | TVDE 3 SErVEF RaMe or 1P Ade e
Sync
Connect Directories SELECTED SERVERS

Domain/QU Filtening Q VDA citriksamidemo.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD F5 Farm
Federation Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

Previous

AR

MRIEF B ATzt PowerShell FERBEELK, E=HRE Web AR RS [ IMANEH,

NFASHNERSE, BEARENEERRE, H7 ADFS QIZ—MRSKF. Azure AD Connect Z EHBRRE
I0E DNS KIgHIFrE.
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Select the Azure AD domain to federate with your on-premises directory,

DOnaiN: &

Azure AD Domain

| citnixsamldemo.cloudapp.net |~

TXT record:

MX record:

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

Taxt: M5=ms59661451

Destination: ms596671451. msv Linvalid
You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

3 TXT #0 MX 2 RA10%) Azure FRY DNS #itiHE R,

HAME TYPE Tl
@ NS 172800
@ S0A 3600
i A 2p00
f3 CHAME 3600

£ Azure EEITHI SR EHIIE,

WALLE

ns1-01.azure-dns.com

ns-01.azure-dns.net,

ns3-01.azure-dns.org. ree
ns4-01.azure-dms,infa,

Email: azuredns-hostraster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 rer
Expire: 24192040

Minirrurm TTL: 300

msAUT0ET3

adfs-citrinsamldermowestevrepe.cloud... .,
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CitrixSaml|Demo
&3 USERS GROUPS APPLICATIONS DOMAINS CIRECTORY INTEGRATION
DOMAIN NAME THPE STATUS

citrocsamidemo. onmicrosoft.com Basic Artive

AR

COMNFIGURE EPORTS

SINGLE 51GN-0ON

Mot Available

WNRILP B, 7ILTEIETT Azure AD Connect ZRigSiEE,

SERiE, ShERHuiL fs.citrixsamldemo.net @R 0 443 #1734,

PRIMARY DORMAIN 2

fes

&% Microsoft Azure Active Directory Connect

The federation service name fs cirixsam

10,0003

the following addresses:

104.45.19.208

Verify

Installation complete

@ The Intranet configuration was successfully verified.

d=mo.net Was verified and resolves to the following addresses:

9 The Extranet configuration was successfully verified.

The federation service Name fs ctrwsamigeme et was venfied using an external DMS server and resolves to

B Azure AD Btz

FA P 5\ BB F B4 st ik LUE Windows 10 8B H14T Azure AD BXiZR1ERT, K5 DNS E&ERER ADFS B9

CNAME DNSiE%: enterpriseregistration.<upnsuffix>,

FEREF, X2 fs.citrixsamldemo.net,
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enterprissreristration.citrocamibdemo.net ‘
Type

CHAME |
= TTL TTL unit

1 W | | Mlinutes W
Alias

fs citrimsamidemo.net W

INRKEALARIEBMENM, E5H7E Windows 10 1+5EH E%= % ADFS RIEH, X#¥ Windows #S1E ADFS AR

%

R Z BIERBITAER P IKF 1T Azure AD SEEXERIR(E,

l

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my password
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

EER: UPN &5 ADFS 131 h28aE05iR 3R UPN IREC,
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

l |
hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

5 7 A P B R AR St 18 BB BT B A B R RIIE Azure AD BHEIRIER B, BRE, BE5h Microsoft
Edge #Fi&E#EI http://myapps.microsoft.com. % Web M BEhER S R ERINEE

%% Citrix Virtual Apps 5 Citrix Virtual Desktops

AR E A E Azure REEM Citrix Virtual Apps 3k Citrix Virtual Desktops ISO %2 Delivery Controller
1 VDA E o

fEIb R fBld, StoreFront 5 Delivery Controller 2% EHRIMARS S £, VDA fEIzA Windows 2012 R2
RDS T E#iE% %, &5 Machine Creation Services £/ (REEBERMESE) . HEi2EZH, BREAP
George@citrixsamldemo.net BT EBERZEH1TEHIIE,
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« 16 ] [ T ]

Citrix StoreFront : H (-

DESKTOPRS

Q, t%ecrr_h Desktops

Details

Azure

#£ Controller £ iz 17 Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true PowerShell
cmdlet L4 iF StoreFront R{ER AP HEIE#ITR AT,

REBK GRS

7£ ADFS AR5 83 L =% FAS, # 5 Delivery Controller &2 & #1 W L 78 &4 B {5 StoreFront (& J 7 4 7= 5l =,
StoreFront %755 Delivery Controller R VM L), ERRLEMEE,

fd& StoreFront

71 Delivery Controller BRE—MTEHIES, S IS # StoreFront EEBREER HTTPS, AA= AN 443 i&
B IS 48, #i§ StoreFront E#tEXCA https:,

bodify the base URL for senvices hosted on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server graup.

Base URL: | https://ddc.citrizsamldemo.net
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KA B HEIERS

3§ StoreFront E2E JfEMA FAS RSS2 (EALEMEIE BRI PowerShell i7s) , SABTE Azure R TRERMNE, XU
MWRELETEE FAS IREH[ LNEHEERRHINERERNZ FAS,

File Action View Help

= nE HE

| ERUATENE Application  Mumber of eve
I g Custom V|
4 _mu Windows

& Applic

Date and Time Event D Tack C..

1. Information /312016 4T:35 AM Citric.Authentication.Federated AuthenticationService None

& securi (@) Infarmation /2006 247:35 AM Citri-Authentication Federated AuthenticationService
B setup {Dlnhmatioh 5/31/2016 94713 AM Citrix-Authentication.Federsted Authentication5ervice
(@) Infarmation 5/31/2016 %4819 AM MESCLSMICROSOFT=#WID
] Forwa @lnhm‘m{iun 5/31/2016 9:45:44 AM Citric-Authentication.Federsted AuthenticationSenvice
[ Applicatic] @Infum‘luﬁun 531720168 %4543 AM Citrie.futhentication.Federated AuthenticationService
_E Subscripti G}Infum‘luﬁon 5/31/20168 %4439 AM Citrie.futhentication.Federated AuthenticationService
@Infnrmation 531720168 %44:39 AM Citri.futhentication. Federated AuthenticationService

@Inlon’nation 53172018 9:41:23 AM MSSOLSMICROSOFTEZ2WID
(D Information 531720016 9:38:37 AM Citrix.TrustFabric
@ Information 53172016 9:38:37 AM Citris. TrustFabric

Event 204, Citrix. Authentication FederatedAuthenticationService

General | Details

[5204] Relying party [| \WDNAS] accessing the Logon CSP for [upn: george@ net] in role: [default]
[Operation: SignHash] as authorized by [ \DDCS].

Log Mame: Application

¥ StoreFront B2 & »fE/A Citrix Gateway

7£ StoreFront BEisHI & hEREIE S I % GUI % StoreFront B2 & A Citrix Gateway LT 1458
JiEo

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate and access resources. i ]

Method

Specify whether Storefront fully delegates credential validation to NetScaler Gateway. This
setting 15 applied when users log on with smart cards.

%) Fully delegate credential validation to Nethcaler Gateway
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Z&£ g Citrix Gateway B3 IIE%EM, 58 E— Secure Ticket Authority (STA) #E2E Citrix Gateway
tk,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

| Enable Remote Access

Select the permitted level of access to internal resources

() Allow users o access only resources delivered through StoreFrant (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnsl] €
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: ¥] NetscalerGateway

Default appliance: [N-m:ale-ﬁauv.ray

EE# Azure AD N REF L B 5% R 3 StoreFront

ATi6EA Azure AD SAML 2.0 2 B RINEE, ZIhAEZHAIERITHE Azure Active Directory Premium, 7£ Azure
AD BIET A, EFEHENAREFMMERFIN— R BRERF.

APPLICATION GALLERY X
Add an application for my organization to use | o|
FEATURED APPLICATIONS (1T) MAME
. ‘ Add an unlisted application my

I CUSTOM ~‘ organization is using ‘ storeFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using, and add it to explore single sign-on

COLLABORATION {314) integration options.

CONSTRUCTION (2)
CONTENT MANAGEMENT (37)
CRM [114)

DATA SERVICES (109)
DEVELOPER SERVICES (B&)

ERBEX > RMIKBAREERHNRTHNAREFAEHBF IR — M EEX X ARERF.
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ECEET

BUE— MR 215 x 215 GENERHE “KRE” nE-L EHZER UBIENBREFHNET.

properties

AFPLICETION TILE LOGO

cifrix

ECE SAML S{7383E
REE “NMAERT RSN EFEFIEERERER,

storefront

&3 DASHROARD USERS AND GROUPS ATTRIBUTES CONFIGURE

StoreFront has been added

[J5kip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure simgle sign-on access to this application.
Configure single sign-on

HERE ISR SAML 2.0 B985, X5 Microsoft Azure AD 2 5 & RHEXT N,
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COMNFIGURE SINGLE S1GM-OMN

How would you like users to sign on to StoreFront?

[#i Microsoft Azure AD Single Sign-On
Establish Federation between Microsoft Azure AD and StoreFront
Learn maore

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on te StoreFront using Active Directory

Federation Services or another third- party single sign-on provider,
Learn more

MRRAIURERTRSE WasmA Citrix Gateway RMHMIVEEILER) ; EibRFI$, &8 URL 7£ Citrix Gateway
R385 £ /cgi/samlauth,

COMNFIGURE SINGLE S1GN-Cip

Configure App Settings

Enter the settings of AzureStoreFront application below. Learn more

IDENTIFIER
https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogifsamlauth /] |

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

T—RFEEETE Citrix Gateway E2E 1 Azure AD FFiARIER.
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Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directorny, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-ons
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate (Raw) @

Download Metadata (ML) (E)

]

. Configure the certficate and values in AzureStoreFront
ISSLIER LIRL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-0N SERVICE LIRL

https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5ed84c62e

SINGLE SIGN-0UT SERVICE URL

https:/Meginwindows.net/blaef2 1b-d29f-4c20-0826-14d5e484 0626

[0 confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

T# Base 64 Alfs X ZIEBHEHIBRIEH URL, EHHERE Citrix Gateway MR B REHHMILXLE URL,

mAF D ENAER

BE—1NSBAEBNBRERUEEERFH “myapps.microsoft.com” EHIE LER. kP BE “BPRMNAE” &
mLE5Em. S EEE Azure AD Connect RSB AF 1K BYARIRR, el UEREMH,, B2 RRRH ST IX L
KA, ERENARER <user>@<domain> &=z,
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-
storefront
&3 DASHEOARD USERS AND GROUPS ATTRIBUTES COMNFIGURE
SHOW |£|II Users v W
DISPLAY NAME USER NAME JOB TITLE DEPARTMENT ACCESS METHOD D
Azure Admin AzureAdmin@citrixsamlid.. Na Unassigned
George User george@citrixsamldemao.net Mo Unassigned
] Unassigned

On-Premises Directory Sy, Sync_ADFS_21aT£B050df...

MyApps T

ERENREFG, ZNBEFEERF AR https://myapps.microsoft.com BRERFH Azure RAREFTIRSE

o

B Access Panel Applicatior % + — O *

& > O |8 acountactivediectory windowsazure.com/a) | = #@ O
george®

Microsoft Azure

applications  profile

Clfrix

AzureStoreFront e

©2016 Microsoft  Legal | Privacy

5 Azure AD BX#%f5, Windows 10 BXERAF 2RERE Azure NARRF., REERSENNEER T ZFE
&1 SAML cgi/samlauth Web T,
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B2R8% URL

REE Azure AD EZHIIRFIEZAERF, REBWNAREFAIANESER URL, It URL BFRMH Web a1
HeIBERIEAFEMT StoreFront M “Fi8” FEREHF .

guick glance

APPLICATION TYPE
Web ﬂpplicntinn

PUELISHER
URL

SINGLE 31GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ View usage report

1t URL #4504 EI Web %583 LU {R Azure AD BEB SIS EE MBI Z aiB B Citrix Gateway cgi/samlauth
Web T, XUEAFELEMNABF, FENXEET Windows 10 Azure AD WERSIFIRMEE LB R, (RAER
TEMAPEAN Azure AD £1E,)

LEEHEE Citrix Gateway

MEIBIFEERE, RFIERETT NetScaler (&R Citrix Gateway) B9Ihiz VM, BJLM Azure M ABREIEBE,
R BIER NetScaler 11.0 B9 “BHFENE” AR,

ERAX AP #ITEPRIENIEEMNEIEE R NetScaler VM, M Web I 22i5mmEr IP #thht, 1535, ST
Azure AD VM HEXHEF nsroot B9z,

AOINYFRE, ERMEMFEXHEEEENRDD, ARG DNS f#irssism Microsoft iizH2s.

iz17 Citrix Virtual Apps and Desktops Bl S

THIELEE— N 5 SAML B9E &8 StoreFront /8. ZEBE1TiE, EiHRl SAML BREK,
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XenApp/XenDesktop Setup Wizard

What is your deployment

() single Hop

Client Internet Access Gatway

What is your Citrix Integration Point?
storefront |

#®EFARE Citrix Gateway StoreFront i€ &, LbRENGEE RO 4433 (MIFiwO 443), LUE Microsoft Azure &
A, JE\E, AL Citrix Gateway BIE Web b s Tim A% AR E MRS,

NetScaler Gateway Settings

MetScaler Gateway IP Address®

w . o . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixzsamldema.net

_| Redirect requests from port 80 1o secure port

AEBER, RN EHIERSISIES URFEEX 4TI,
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Server Certificate

Certificate Format®
| pem ™

Certificate File*

|n5.citrixsamldemu.net | | Browse I = |

[+ Frivate key is password protected
Private key password

oorien

EoE T HI2E LIEEE AD 1k

EEHEEATIKF R, Fit, FEHE IP bR nE £ S HIEIESZEP. BRWNEFEFENFRERIEI.

Primary authentication method*

| Active Directory/LDAP |i||

IF Address®

|1c|_n .0 12 |DIM
[] Load Balancing

Post®

220 |

Time out (seconds]”

E |

Base DMN*

|'CN=LI5EFS,DC= citrizsamldemao DC |
Service account®

|CN=internaIadmin.CN =Users,DC= |

|_| Group Extraction
Server Logon Name Attribute*

|userprim:ipalmame |

Password"

Confirm Password®

||||i|-|l|-[ ""|a
Secondary authentication method®
| Mone |

=
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B & StoreFront ihit

FELRBIF, B6ER HTTPS B2& StoreFront, Fitt, &% SSL thiliEmm,

StoreFront

StoreFront FQDM®
ddc.citrixsamldemao.net
Sate Path
Sotrix/StorsWeb

Single Sign-on Domain®

citrixsamldemao 4

SCitrix/StareWeb
Secure Ticket Authority Senver”

http://ddc.citritzsamldemo.net/sta | 4

StmraFrant Soares

[

w . o . o . 15 |+

I53F Citrix Gateway =

FERAFAMELEED Citrix Gateway HiOE S P IIENB 2B R,
Tom
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B A Citrix Gateway SAML B1{330iFZ %

7z StoreFront A SAML S57EE At Web 5 -h 65 SAML 243, FNzFixxX 7 NS_TRUE #93 SAML 588,

Configure Authentication SAML Policy

MName

| StoreFrontSAML |

Authentication _:,'| 18

SAML
Server”

|Azureﬂ.d E”T ?\

Expression®

Frequently Used Expressions -

| Operators = || Saved Policy Expressions -

KS_TRUE

fEFAZATM Azure AD SREX#YIE B ECE ST SAML IdP ARS528.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 141



K& B MRS

Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azuredd
Authenticabion Type
SAML

|DP Certificate Mame®

AzureADSAML vl +
Redirect URL®
291-4c20-9826-14d5e4B8406 28 /sami2

Single Logout URL
| |29t-4c20-9826-14d5e4B4062e /5ami2
Ussr Fiald

userprind palname

Certificate Name

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Repect Unsigned Assertion”®

ON ™
SAML Binding

PQOST ot
D Authentical on J

Sk T

5

Coghar el e

fERTE Azure AD B A E R EIMA T Azure AD 8 Windows 10 £&. Ezh Microsoft Edge HiE# 3!

https://myapps.microsoft.com,

Web %1885 A 27~ Azure AD A2
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E Access Panel Applicatior X +

6 O Hj windowsazure.com

Microsoft Azure george®

applications  profile

Cifrix
AzureStoreFront aae

22016 Microsoft  Legal Privacy

RirsTEIrRE 2B EEERET S HEIER StoreFront BRS528,

E#, BERIIFEARESRER URL WEEEEMRS Citrix Gateway aMEIZEEEESBEEEBE Microsoft
Azure }iR[Bl,

=E, BIERMA Azure AD W BEHEEhaeRIEFERMN URL BT (RESE—RERERE Azure AD LUIEIIH)
YRTERR) o

Bt R

£ Azure FIRE VM BY, WIZECE A TFAREED

RIEAF IP #thik A1 DNS sthst

Azure EREBFWAEAE VM 124 IP it FERfIFRR 1055 %) . RIMERT, ESREAR IP ik, Z3thte
LA shASE B DNS #3251 Fo
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Settings

Essentials ~ A O B B D
Res o P
it - PORT + TROUBLESHOOTIN
star on
Running - E 2uditlogs >
Location
& New suppont request >
GENERAL
I settings =
!I! Properties >
i settings =
= Configuration >
e id tiles
Jonitoring ®
RESOURCE MANAGEMENT
CPU percentage
& Tags 2
& Locks >
il Users >
W Export template >

WEAMA IP it /DNS EHITEMEE. R VM EEFE—1 2 DNS #that, thititeT A+ E M DNS XKigi X #4Ha
CNAME 31/, UHREMEEFRDET IP sk, FiE DNS iBR{MIGLR E#HMIERZ VM,

Assignment

Dynamic [REEL-

IP address @
&0.68.28.181

ldle timeout (minutes) @

D5 name label (optional) @

ns-citrizsamldemno o

sesteurope.cloudapp.azure.com

RERAEAN (Z24)

RSN VM 5 BN A —ARAERN, MATeE, REAEFNQE IP %L 2E /A P utfrRg. 3R
IMERT, Azure 233§ RDP #%3IFfE VM, Citrix Gateway #1 ADFS RS 8B EFEH A TLS g (443).

177 VM IO, ARREMRT2AGE. BENEZEMNUATFHEREN ML RE.
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Location
West Europe

Subscriptio

isual §

Sub:

BXES

if-dafa-dbae-beTb-64Tacdseetca

o ZEMEER FAS RENRENTESEZHR,

o MBEARREN—XBET B FAS 5,
o BREE—XPNMAT “BIEHE XE,

rules

1inbound, & outbound

associat

0 subnets, 1 network interfaces

SUPPORT - TROUBLESHODTING
B Auditlogs

2 Mew support request

ENERAL
! Properties
2 Inbound security rules

% Outbound security rules


https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/install-configure.html
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/deployment-architectures.html
https://docs.citrix.com/zh-cn/federated-authentication-service/2402-ltsr/config-manage.html
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