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7£ StoreFront Rz AAMIERER FAS

OB LA ERAR

£/ FAS BRI AT IRITUUTRME: (a) BERMENER, (b) EBIEBMEN, () i FAS FERER
IEBMAN

Ao & A P R

REBRE H MRS

HFR2ERE, Citrix BIUSKE BHIIERS (FAS) REEETARSHE L, HENRSSENZHS5IHEH B IEHM
ENADEMBIRIP, @A ISO A2 RHBETHRRER LS S HIIERSIZHERE FAS,

XEREL A S

BE S BRIERS

PowerShell &## 5t cmdlet, aizi2EE FAS

FAS E1BiEH &8

FAS 4B&B&1EHR (CitrixFederatedAuthenticationService.admx/adml)
HTFBERIEBMANITERE BSR4

MRS BN EGEE

1£ StoreFront N AE/EFRE A FAS &4

Z7f StoreFront [E LB F FAS &5, EEREERKFPETUT PowerShell cmdlet, sIREEE—MUALM
StoreFront, HEWMRNABEEERAEHZIR, WTHHNERXERTESBRARE,

Get-Module ”Citrix.StoreFront.x” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName ”FASClaimsFactory”

Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider ”FASLogonDataProvider”
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E(=1HER FAS, EERLLT PowerShell fizs:

Get-Module ”Citrix.StoreFront.*” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService S$store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName ”standardClaimsFactory”

Set-STFStoreLaunchOptions -StoreService $store -
VdaLogonDataProvider ”7”

ficE Delivery Controller

EE /A FAS, BB & Citrix Virtual Apps 5 Citrix Virtual Desktops Delivery Controller LUfEE T 5 HiEEmN
StoreFront fR5328: iz1T Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true PowerShell
cmdlet,

o & 4 5%

ELE FAS |5, BAERREPRHMNARBERISERRMPE FAS fRS5238952% DNS sthik,
BE:
H1RIERZIRA StoreFront RSB B IKEIZIEA Virtual Delivery Agent (VDA) EE+8RIEI DNS stistAe &,
BEETAREY RNV ABIIARS S B MRS

AEERER, UTTHERAINEESIREUNBTFHREITEN; B2, XHTELEN. RE StoreFront fRS323.
VDA LUK IETEIETT FAS BEIZHIGRITENEEZIERME DNS sthit5)%, FAS BIRJEE I, HEE, ARBWR
ZAF—TAN—TR5S. MREAZS IR, VRIS HBBALE,

TB1. #LXET FASHRS 2 L, 3 C\Program Files\Citrix\Federated Authentication Ser-
vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx #1 CitrixBase.admx X% en-US
XK,

PolicyDefinitions - | = [
:(-:I - 1 | J < Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v Gl | Search PolicyDefinitions 2 |
a
~ MName Date modified Type Size

4.0 Favorites

B Desktop _ , en-US File folder
4 Downloads - || CitrixBase.admx ADMX File 2KB
15 Recent places || CitrixFederatedAuthenticationService.admsx ADMX File 4 KB
I |8 This PC

3 items

S 2. BXLERNREH D ERIHITH2E, HIEEKER C:\Windows\PolicyDefinitions #1 en-US F3¢f3H,
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FI§ 3. 15T Microsoft BIRizHIE (FEHLITHITIT mmc.exe). MEREFIREZEXH > FIN/BIBRERLE T, N
PRI EIERIES,

HIETMNARBNRE, EENRE, ARERRINEER, 3E, Wl UEREEENTANIFREBRHEFENER
BEXT R, HMmIniTAEX Citrix # (VDAs. StoreFront fk$528. BB T H) MFTEITENILN AR,

= Consolel - [Console Root] =gl x
& File Action View Favorites Window Help NEIE)
e F = 1= Select Group Policy Object x
=] Console Root Name W to the G Policy Wizard » Actions.
Console Root -
Add — ~
Meore Actions 3
fou can select snap-ns for this console from those avalal
extensible snap-ins, you can configure which extensions
Group Policy Objects can be stored in the Active Directony
Mvzilable snap-rs: aron a kcal computer.
Snap-n Veni ~ Use the Browse button to select a Group Policy Object.
= Device Manager Micr
T oHce M
(= Disk Management M| ;
E Dhs M Group Policy Object-
3 Enterprise PKT M = | |
B,]Evmt Wevar [l
2 Group Balicy Management M Browse for a Group Folicy Object E
[ Group Policy Menagement Editor M -
=/ Group Policy Object Editor M [ClAlowt]| | DomaineOUs [Stes [A |
=] Growp Palicy Starter GRO Editor M :“:‘9 Loskin: [P e —
(i@ Intamet Information Services (I15... M ar ok in! |jr-juh'utaansl V| BEE-
'i[< TP Seeurity N:?'h" | H';‘T * Domains. Ols and linked Group Policy Oiects:
Hame Domain
Desciption: ) Domain Cardrallers cristest net
This snap-in alkws you to edit Group Policy Cbjects whid 57| Defanit Domain Policy
orf stored an a computer.
[ o]

o ] (o ]

S 4, FMIBITF Computer Configuration/Policies/Administrative Templates/Citrix Components/Au-
thentication BEX & B D I0IEARS AR
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i File Action View Favorites Window Help k]

Y IEEEN TR

| Console Root

i

4 =] Default Damain Policy [de.citritest. net] Pnlicy_

4 2 Computer Configuration Federated Authentication Service  Setting - Authentication
- ;. E Federated Authentication Service Mare Acti
4 [ Policies Edit policy settin [£) Storefront FAS Rule ore Actions
[ | Software Settings ey selting. jl on Cortficate :
b [ Windows Settings Description: & In-session e ——
&[] Administrative Templates: Policy de Servers running the Federated More Actions »
2 [ Citrix Compenents Authentication Service integrate your

Citrix enwvironment with your Active

(3 Authentication Directory infrastructure to allow users

: . =
b [ Citrix Components ~ || to leg in with nen-Active Directory
b [] Control Panel credentials (e.g. SAML assertions).
p [ Nebwork
17 Brinters If you enable this pelicy, you should
B Server specify a list of servers running the
Federated Authentication Service
[ Start Menu and Taskbar using their DNS addresses
b [ System [usercredentalservice.comparny.com).
I | Windows Components
[ Al Settings
b | Preferences
4 %, User Configuration
4[] Policies

p L Software Settings
b (7] Windows Settings
4[] Administrative Templates: Policy de
a [ Citrix Components
# [ Citrix Receiver
[] Client Engine - <] m >

[<] [0 [ >||" Extended A Standard [

AR

i@ PolicyDefinitions sx# 3710 CitrixBase.admx/CitrixBase.adml #iR X8, “Bx& BRINIERS” &
BRIZBR/EE GPO e, “BXA S MRS RIKRBEMGRBE “EIRER">Citrix A4”>“SH1IE" X
AT H,

SRS, { A “RAFHRIERS” K, HEFEA. XBAETEEETRE, ARBEE FAS fR5S38H9 DNS i,
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a Federated Authentication Service e

E‘ Federated Authentication Service

() Mot Configured Comment:
®) Enabled

() Disabled

Supported on:

Cptions: Show Contents \;‘i-

List the installed servers in youl | DNS Addresses

DME Addresses Value

3 fas-1.citrtest net|

| 0K || Cancel |
| E

| oK || e ‘

$ 6. WAFLE FAS WIRS BN LREES (FQDN),

Eid: MREWMAZ FQDN, MFIRMITE%MTE StoreFront fRE523#71 VDA Zjal—%, XBIETAHKEANTI
e =

ST, PERERY “ARE ASHEAMRITHARKEEN. BT EEHMBoNITEN (HEGSITHIET
gpupdate [force) LIEEXEMS,
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SIEPIEH RS E BT M A %
A |n-session Certificates

E‘ In-session Certificates

(0) Not Configured Comment:
(® Enabled

() Disabled
Supported on:

Opticns:

Previous Setting

Help:

Prompt Scope | Per-process

Consent timeout [seconds):

|3D

Disconnect on lock

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to pregrams running in
users' sessions. If this policy is disabled, this feature will be
unavailable,

If this policy is enabled, the Prompt Scope setting will control how
users are prompted for consent. There are three opticns:

- Mo consent required  -- This option disables the security prompt
and private keys are used silently.

- Per-process consent  -- Each running program will individually
prempt for consent.

- Per-session consent  -- Once the user has clicked ok, this will
apply to all programs in the session

If this policy is enabled, the Consent Timeout will control how leng
(in seconds) the consent lasts. So for example, if set to 300 seconds
the user will see a prompt every five minutes, A value of zero will
prompt the user for every private key operation.

If this policy is enabled, it is also possible to automatically disconnect
a user's session rather than display the logon prompt. This
functionality provides similar behaviour to the "disconnect on smart
card removal” pelicy, and is useful for situations where users do not
have Active Directory logon credentials,

SIEPIEBHE

BIAERT, VDA RAFEZSREIHRER. NEXE, AUFERAKRIRIRASEPIIPRERS. Xi¥, SEESR
ERIEBHREBEAFPH N NIEREER, EZARERFER, i, NREFER VDA 2iEH5t Web AR 2881T TLS
BHI8E, NELEE Internet Explorer #EBIEH,

BUTE B R FFEE SR

NSRBI, WHAFRHERSN, BRNSIEEEmMMTER, IhERMT RUT “BIRERRNMAEE" 8

BRE91T A, FERWNTHFEE Active Directory BRERNIERIEEER.
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AR

BER T FERRISERT VDA EHFRE R,

fERBE B MRS ERITH a

FAS EEIZHIG1EN FAS I—ER0RE, KT “FR” F2hER— 1B (Citrix K& FHRIERS) .
BXAEREEEY AN, ER5ISERRBBIEPER. REIEBMANAGLURIZ FAS €£RZEBRA TS IE,
WA LERRFRARETAFoITTREF LT R,

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority Publish

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIEPIEIR
AT BERESHMRGMEIRFER, FAS =RHtT =1 Citrix IEBERUEEBE S €A,

« Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
« Citrix_SmartcardLogon

@7iE Active Directory JEMXLEER, MRIZFRIATERIEN], BBEPERIATUREE]. BAUBNE
BRI MBIK P RETTIH TR,

©1999-2020 Citrix Systems, Inc. All rights reserved. 12
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- Deploy Certificate Templates -

Imnportant:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually, For mere information,
consult the online documentation.

| OK | | Cancel |

AT7ERE FAS 389 XML X1 (Bf.certificatetemplate "BR) HIREIEREE:
C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates
NRTANLREXEARIR M, ERFEIRHLEN Active Directory B 5.

BEFRREXLERENR, FILUEATER PowerShell 5%

$template = [System.IO.File]::ReadAllBytes(”$Pwd\
Citrix_SmartcardLogon.certificatetemplate”)

$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport(Stemplate)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

Swritabletemplate = New-Object -ComObject X509Enrollment.

CX509CertificateTemplateADWritable
Swritabletemplate.Initialize(Scomtemplate)
Swritabletemplate.Commit(1l, $NULL)

1% & Active Directory iIF RS

Z4 Citrix IEBRIRG, BAE—PHZ Microsoft IEBMANAGRSEHEFEN]. ESRAEXMNETHE Active

Directory JEHARSEH Microsoft x4,

©1999-2020 Citrix Systems, Inc. All rights reserved.
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MRRELE—BRSELLHER, WIKEBIEBMEANTEREDLFEN]. BLFTUABNERIEBMAN LA

FPEMETIITR,
(eI LAfEFA Microsoft IEBMA NGRS & L R IEHIER.)
- Set Up Certificate Authority -
Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_RegistraticnAuthority_ManualAuthonzation
- Citrix_RegistratiocnAuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator,

This step can also be configured manually. For more information,
consult the enline documentation.

Certificate Authority:

ca-1.citrixtest.nef\citrixtest-CA-1-CA |~

QK | | Cancel |

RINEX S B IIERSS

Lt B S 5h FAS 8938, BEiEHI& /A Citrix_RegistrationAuthority_ManualAuthorization &k 4 B —MiE

FIER, ARRKELEIBTEABZRIREVEBMENEZ —

© 1999-2020 Citrix Systems, Inc. All rights reserved.
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-+ Citrix FAS Administration Console - connected to localhost = |[=] =

Initial Setup | Rulesl Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate tg

The required templates are dg

Deploy

Click "OK" to submit a certificate request for a Registration

J Set up a certificate 4 Authority certificate to the selected Microsoft Certificate
P Authority.

Publish

The authorization templates g
The CA Administrator must sign in to the Microsoft Certificate

Click "Publish" to publish the Authority conscle to issue the pending request.

For more information, consult the online documentation.

Authorize this servig Authorize

Create an authorization certi Certificate authority

ca-1.citrixtest.net\citrixtest-CA-1-CA

Create a rule Create
A rule defines a smartcard-cla

You have no rules configured

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ERZEBERE, HERGLIE Microsoft IEBMEHNMIEH] & HERMIERTIRP, IEBMEIGEERLTIEE
Issue (3%) = Deny ({E4) EXK, AEAELEERE FAS, HIE, BIUEREETARE FAS iHENIKFHE
EIIER,

File Action View Help

sz d= H

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citritest-CA-1-CA ———__BEGIN NE... — Iy S 291071010 1014 CITRIXTEST\FAS-1

| Revoked Certificates [ View Attributes/Extensions...

|7 lssued Certificates Refresh Export Binary Data...

] Pending Requests :

[ Failed Requests Help =ue

[ Certificate Templates Deny

<] n >

Contains actions that can be performed on the item,

ERBERAERS, ARERMATIESIERIER, FAS BIBIZH GBIt 2M5TaMitE, XATRFEE/L9#
BYBYEl,

©1999-2020 Citrix Systems, Inc. All rights reserved. 15
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

u Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtestnet\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EEERFAMN

BFP K StoreFront IS RIBRMA B FHEER VDA NRKEPFERNIER. SMNSIEEZEEIERIE
F#9 StoreFront fRS323. XLEARSZB[BALUSKRIIAFE, UKRAIEAENR VDA itEHILE,

E5en FAS 1IRE, ERFUEXEIAAN, $E Create (8I2) IRMNIIME “Rules” (M) #EW+, AEEE
Create rule (BIEMN). MSUWEEXRUFRIIES.

©1999-2020 Citrix Systems, Inc. All rights reserved. 16
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“ Citrix FAS Administration Console - connected to localhost I;li-

Initial SE‘tUp Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix envirenment.

+ Create rule

Default C W Summary
Rule name: Default
Status: oK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.citrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured
Restrictions: Not configured
Cloud rule: No

BESSREMTER:
Template (1&iR): BTMERFIEBIIEPER, X2 Citrix_SmartcardLogon #1R, sEHBEEHHIEIZS

Certificate Authority GEHMANAG) : MERAFIEBINEBMANM, BIRUABEBMEIME L. FAS ZiF
AN Z MEB AN LU T e H 5 M T 3 T 1,

In-Session Use (£iEF4fEM): Allow in-session use (RiFSiEHER) EHITEIEERE VDA GE2E A UE
BIEH, NYEFERAEHITEMNRIIENEPEEIHRRER A EFIGET, MEREFIGET, NRSEIERA
TERHEMEE, HERPEHTEHEIEEMHEREEIHRRE,

Access control (iAiElizHl) : WBNIERAT AP ERREINHEZSZMIEPBMEE StoreFront iRSZ 28T ENAT
e

HE:

Access control Gpiaizsl) BN TFLEMEXETE, FILHIUEEMINUEE,
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Securty

(Group or user names:
ESTFJ (CITRIXTESTWSTF-15)

Permissions for STF-1

Aszsert |dentity

Restrictions (FR#l) : FTLUERAF A FAS 89 VDA i+ B HEFIR UK AT LEE FAS SAEBHAFYIR, VDA
FIRBINA “HItEHN”, ARIIRRIAN SRR 71K, MREIAMETES, JUEKXLEE,
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ey

EI'DUD ar user names:

' A Domain Computers (CITREXTESTDomain Computers)

Permissions for Domain

Computers

Rehving Party
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Securty

EI’OUD ar user names:

Domain Users (CITRIXTEST WDomain Users)

Pemissions for Domain Users

|User Authentication

Z=HIN: M Citrix Workspace #5143 7 = B3 5z A #9FL M,
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Fe1 Citrix FAS Administration Console - connected to localhost ILIE-

Initial Se‘tup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

\/ Create a rule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

SR

AL EFINRS | BARBGEBRRFMAE NG, TAENREARARANE SR, XEMNAEENBRRN
StoreFront ik 2 (BEEXEBITREUGFERBZFFIERTAN) £FH, HRINBERT, 7£B R FAS B¢, StoreFront
SIERIIAIGE, ALUBIER “HFERERE" mMX EHITEN.

EOIEFIEBEMNR, IBTE Microsoft iEBMAENEIEHI &R EHI Citrix_SmartcardLogon ik, ¥EEHE (N
Citrix_SmartcardLogon2), HiRIERE#HITEN. BT R EHRMG | AFIEBRIRREIEHAFFN,

%13 Citrix Cloud

AL FAS AR 83123 Citrix Cloud LUES Citrix Workspace &6/, i8R Citrix Workspace &
#9388 Citrix Cloud BB AMEM FAS, RETE “WIAIRE” Em£+, WFiEET Citrix Cloud, FgHiEE. ¢
IR ReY, BR Citrix Cloud, #EEEFIKF (NREM), ABEFEEERE FAS RES|NRRUE,

sEMEERE, Citrix Cloud 23 FAS BRS328, HISHETRE Citrix Cloud tkF 8 “HIRMIE” T1E Lo

FRERE

o BITIRAIARE, BREFRE FAS RE{IRE,
« E@EIETT Virtual Apps and Desktops B5e%Em™= R REERZFRF4R FAS,
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o TEF4R FAS 281, 5% Controller #1 VDA (WIREMZOAY) FH&BIFFE R,

o BEEMIEFR FAS ZHi%HE FAS EEIEHI &,

o BFREZELD— FAS RS BIBETH. IRBATHRKE M IRIERSH StoreFront ARS8 iA A REMRMRS
2%, APBTAERIBILARER.

ZEAEEN

FAS BEEMIMIER, ATEAREHNEARBEMAIES. FEit, BAFIEH L SREERERT FAS lRSS8:,
PRI AR,

FEMRIE

FAS 75 4 MIERMK A FIES. Microsoft IEBMANAGAIVFERGIEMAIR, IEBRIRFEMARIRR UAEMK
IEBBIAF.

citrixtest-DC-CA Properties |7 [HEEHN
Extensions | Storage | Certificate Managan:
Genersl | PoicyModde | Ext Modue
Enolment Agents | Audéng | Recovery Agerts | Secuty
For more information see Delegated Enrollment Agentsi
() Do mot restrict enmliment agents
(®) Restrict erroldment agerts
Enmalment agents:
Everore ]
Ceficate Templatas:
Pemissions:
s —
Ewaryone Alow
Deny |
[ oK || Canoel || Moy || Heb |

ERT LA A S HEIE R IR |

o EMARIETIRNES FAS IRSS 83
o IERERTIRIEE FAS #1iRo
o WRFIRNEERWER FAS AP, 6, BiXELE FAS [ “BIE” & “SRIFNAR” AFHAP MAIES,
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R RIFIREE

WECE P FNER S FER, S RECE A {s StoreFront FRSBBHFIRIES, EEMAIEHEE FAS FHEF &
. FItE, ERILIRENISAHEMALIEBHNAR, UkBFPARAEH#ITEHINIERN VDA it8 . XENEEENERILE
Active Directory SIEBMANITLLINEER 1M FEo

PSR E

5 FAS RS BMAEEEYE S RO 80 UBE 5 #318iER Windows Communication Foundation (WCF)
Kerberos M4&iEE%,

EMETED

FAS #1 VDA 2% 25 X\ Windows A, R UATFRAMEZER, EHEEBLTIE T aIERNES

AE%E.

R ERIR

FRETATA, B5EM FAS RAAFIERHIFATE, 1B NERSIKF FHEATISHATAE, FAS IIHMERMBEHR
2R (NRENRERIEFZUAEIR)

£ FederatedAuthenticationService.exe.config X iR T REFIMNMERE. LEXROIELHAN, BEAX
LigE, Alt, AIBEFRMSERTEMNMAIE (FIa0, 4096 i, % TPM fRiF) FETRIAFIEH.

B ieA

ProviderLegacyCsp HigE 7 true BY, FAS £/ Microsoft CryptoAPI
(CAPI), &M, FAS 34{EF Microsoft
Cryptography Next Generation API (CNG),

ProviderName EFERAM CAPI 5% CNG 1RIEEFINZR,

ProviderType E2i5 Microsoft KeyContainerPermissionAc-
cessEntry.ProviderType Property
PROV_RSA_AES 24, RIizia#)n 24, BRIEEER
CAPI 5 HSM # B HSM 1B S HEHE.

KeyProtection EHEIFAAN ‘RIS 75, NREHZFE, ERFER
ZEENTEER (TPM) ZA7EME,
KeyLength RSA FASAMZIAKE, XEFMEEE 1024, 2048 #

4096 (RRIAfE: 2048),
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PowerShell SDK

B FAS BIERH S ERTHBEIE, B2 PowerShell REIRMEH T ESKET, YIEEERAEREAPART AL
meY, Citrix BiXfER PowerShell #1178 &,

T a5 PowerShell cmdlet:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

&/ Get-Help <cmdlet name> 8/~ cmdlet EBEIER. FTRIIET /L @<, HA * Rixing PowerShell ig3F
(BlanFrEE. FREX. iRE. MR-

*-FasServer FIHHEREE HFIFRHR FAS BRS528.
*-FasAuthorizationCertificate B EMAANM” IEH.
*-FasCertificateDefinition =58 FAS BFERIEBME,
*-FasRule EIETE FAS LEENAF AN,
*-FasUserCertificate HIEHERE FAS BFHIEH,

AEEEE FAS IR sHihtkmi2 A PowerShell cmdlet,

A% FAS PowerShell cmdlet 89158, &% PowerShell cmdlet,

MEREIT ¥k a3

FAS 83— R TR BRI AEITEREE
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(=) Performance Manitar -

&) File Action View Window Help

s HE B= B

@ Performance
4 g Monitering Teo|

- ;.a‘::_"‘l'l"';’”“s Avsisble counters Added counters
'; _% Repnn: eeter Select counters from compliter:
«Local computer > Vl | Browse...
Citrix Federated Authentication Service aln

125015 12:50:22

TRIE T BRI ASHIT RSB IEL D WERMTIIE,

B WA

BRI FAS ERERBIEREK,

#% CSR TER—BYEl M IZAYIE B ERIF .

%A OPS B HRITIRA SRR,

JEKATE] ERFAEEIEBATABRRIEKE,

IEBIHER £ FAS REFRNEB .

55989 CSR BOMHLEIERERIBEREE,

’/F /& ML “E5eh CSR #” RfkiEHE FAS rEZMH . W

KRBT “‘BHE HE, TRESBSIERDHENK.

EHEE

UTERFIHT B FAS £NEHAERE,
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BEEMN [KEFHRIERS]
[E3RIR: Citrix.Authentication.FederatedAuthenticationService]

BERXLEEMY, Uz FAS BRSSBNEEET K.

AERS

[S001] ACCESS DENIED: User [{0}] is not a member of Administrators group
[S002] ACCESS DENIED: User [{0}] is not an Administrator of Role [{1}]
[S003] Administrator [{0}] setting Maintenance Mode to [{1}]

[S004] Administrator [{0}] enrolling with CA [{1}] templates [{2} and {3}]
[S005] Administrator [{0}] de-authorizing CA [{1}]

[S006] Administrator [{0}] creating new Certificate Definition [{1}]
[S007] Administrator [{0}] updating Certificate Definition [{1}]

[S008] Administrator [{0}] deleting Certificate Definition [{1}]

[S009] Administrator [{0}] creating new Role [{1}]

[S010] Administrator [{0}] updating Role [{1}]

[SO11] Administrator [{0}] deleting Role [{1}]

[S012] Administrator [{0}] creating certificate [upn: {1} sid: {2} role: {3}][Certificate Definition:
{4}1[Security Context: {5}]

[S013] Administrator [{0}] deleting certificates [upn: {1} role: {2} Certificate Definition: {3} Security
Context: {4}]

[S015] Administrator [{0}] creating certificate request [TPM: {1}]

[S016] Administrator [{0}] importing Authorization certificate [Reference: {1}]
[S050] &2 A [{0}] elEFmm=EcE: [{1}]

[SO051] & [{0}] B =ECE: [{1}]

[S052] B [{0}] Mis=ECE

BERS

[S401] Performing configuration upgrade - [From version {0}][to version {1}]

[S402] ERROR: The Citrix Federated Authentication Service must be run as Network Service
[currently running as: {0}]

[S404] Forcefully erasing the Citrix Federated Authentication Service database
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AER

[S405] An error occured while migrating data from the registry to the database: [{0}]

[S406] Migration of data from registry to database is complete (note: user certificates are not
migrated)

[S407] Registry-based data was not migrated to a database since a database already existed
[S408] Cannot downgrade the configuration - [From version {0}][to version {1}]

[S409] ThreadPool MinThreads adjusted from [workers: {0} completion: {1}] to: [workers: {2}
completion: {3}]

[S410] Failed to adjust ThreadPool MinThreads from [workers: {0} completion: {1}] to: [workers:
{2} completion: {3}]

[S411] FB5h FAS BRSSEYHES: [{0}]

ISR [BXE FHIIERS]
[EHRIR: BfE¥iR: Citrix.Authentication.FederatedAuthenticationService]

EIETTHAE), HRIEARSB[BEAAFERM, B7E FAS IRS 8B LIERXEE M,

BERS

[S101] Server [{0}] is not authorized to assert identities in role [{1}]

[S102] Server [{0}] failed to assert UPN [{1}] (Exception: {2}{3})

[S103] Server [{0}] requested UPN [{1}] SID {2}, but lookup returned SID {3}

[S104] Server [{0}] failed to assert UPN [{1}] (UPN not allowed by role [{2}])

[S105] Server [{0}] issued identity assertion [upn: {1}, role {2}, Security Context: [{3}]]
[S120] Issuing certificate to [upn: {0} role: {1} Security Context: [{2}]]

[S121] Certificate issued to [upn: {0} role: {1}] by [certifcate authority: {2}]

[S122] Warning: Server is overloaded [upn: {0} role: {1}][Requests per minute {2}].
[S123] Failed to issue a certificate for [upn: {0} role: {1}] [exception: {2}]

[S124] Failed to issue a certificate for [upn: {0} role: {1}] at [certifcate authority: {2}] [exception: {3}]

Acting as a relying party [B£4 5 HIRIFARS]

[EHRIR: BfE¥R: Citrix.Authentication.FederatedAuthenticationService]
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VDA B BPREREN, XEFEARFEBITIERTE FAS IRS585E L.

BEMRS

[S201] Relying party [{0}] does not have access to a password.
[S202] Relying party [{0}] does not have access to a certificate.
[S203] Relying party [{0}] does not have access to the Logon CSP

[S204] Relying party [{0}] accessing the Logon CSP for [upn: {1}] in role: [{2}] [Operation: {3}] as
authorized by [{4}]

[S205] Calling account [{0}] is not a relying party in role [{1}]
[S206] Calling account [{0}] is not a relying party

[S208] Private Key operation failed [Operation: {0}][upn: {1} role: {2} certificateDefinition {3}][Error
{4} {5}].

In-session certificate server [Bx& S ) IIEARS]
[E=siR: BhEskiR: Citrix.Authentication.FederatedAuthenticationService]

YA ERRIEPIERN, =7 FAS RSHF LIERXEE R,

BEMRS

[S301] Access Denied: User [{0}] does not have access to a Virtual Smart Card
[S302] User [{0}] requested unknown Virtual Smart Card [thumbprint: {1}]
[S303] Access Denied: User [{0}] does not match Virtual Smart Card [upn: {1}]

[S304] User [{0}] running program [{1}] on computer [{2}] using Virtual Smart Card [upn: {3} role:
{4} thumbprint: {5}] for private key operation [{6}]

[S305] Private Key operation failed [Operation: {0}][upn: {1} role: {2} containerName {3}][Error {4}
{5}.

FAS assertion plugin [BX& B 38IFARS]
[E=fsiR: BhEskiR: Citrix.Authentication.FederatedAuthenticationService]
XEEEMR FAS B SHE4IER.

BENRB

[S500] No FAS assertion plugin is configured
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AER

[S501] The configured FAS assertion plugin could not be loaded [exception:{0}]
[S502] FAS assertion plugin loaded [pluginld={0}] [assembly={1}] [location={2}]

[S503] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but the plugin [{2}] does

not support it)

[S504] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but there is no
configured FAS plugin)

[S505] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] rejected the logon evidence with
status [{3}] and message [{4}])

[S506] The plugin [{0}] accepted logon evidence from server [{1}] for UPN [{2}] with message [{3}]
[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}])
[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}])

[S508] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but the plugin [{2}]
does not support it)

[S509] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but there is no
configured FAS plugin)

[S510] Server [{0}] failed to assert UPN [{1}] (the access disposition was deemed invalid by plugin
[{2}]

BT Workspace # FAS [BX & B4 18EARS]

[EMRIR: E4kR: Citrix.Fas.Cloud]
¥ FAS 5 Workspace £&ERANRIDRIXLEEH,

BERS

[S001] Rotating Citrix Cloud service keys [fas id={0}]

[S002] The FAS cloud service is starting. FasHub cloud service URL: {0}

[S003] FAS registered with the cloud [fas id: {0}] [transaction id: {1}]

[S004] FAS failed to register with the cloud [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS sent its current configuration to the cloud [fas id: {0}] [transaction id: {1}]

[S006] FAS failed to send its current configuration to the cloud [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FAS unregisted from the cloud [fas id: {0}] [transaction id: {1}]
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AER

[S009] FAS failed to unregister from the cloud [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] The FAS service is connected to the cloud messaging URL: {0}

[SO11] The FAS service is not connected to the cloud

[S012] The FAS service is available for single-sign on from Citrix Cloud

[S013] The FAS service is not available for single-sign on from Citrix Cloud.[{0}] Further details can
be found in the admin console

[S014] A call to the cloud service <service name> failed [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S015] A message from Citrix Cloud was blocked because the caller is not permitted [message ID
{0}] [transaction ID {1}] [caller {2}]

[S016] A call to the cloud service <service name> succeeded [fas id: {0}] [transaction id: {1}]
[S019] FAS downloaded its configuration from the cloud [fas id: {0}] [transaction id: {1}]

[S020] FAS failed to download its configuration from the cloud [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] The FAS cloud service failed to start. Exception: {0}

[S022] The FAS cloud service is stopping

Log on [VDA]
[E=#3kiR: Citrix.Authentication.ldentityAssertion]

EERME=7E VDA LIERXEEH,

BERS

[S101] Identity Assertion Logon failed. Unrecognised Federated Authentication Service [id: {0}]
[S102] Identity Assertion Logon failed. Could not lookup SID for {0} [Exception: {1}{2}]
[S103] Identity Assertion Logon failed. User {0} has SID {1}, expected SID {2}

[S104] Identity Assertion Logon failed. Failed to connect to Federated Authentication Service: {0}
[Error: {1} {2}]

[S105] Identity Assertion Logon. Logging in [Username: {0}][Domain: {1}]
[S106] Identity Assertion Logon. Logging in [Certificate: {0}]
[S107] Identity Assertion Logon failed. [Exception: {OH1}]
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AER

[S108] Identity Assertion Subsystem. ACCESS_DENIED [Caller: {0}]

In-session certificates [VDA]

[E4kiE: Citrix.Authentication.ldentityAssertion]

YAPZREEASIERIERN, =7 VDA LiERXEEM

AERE

[S201] Virtual smart card access authorized by [{0}] for [PID: {1} Program Name: {2}][Certificate
thumbprint: {3}]

[S203] Virtual Smart Card Subsystem. Access Denied [caller: {0}, session {1}]

[S204] Virtual Smart Card Subsystem. Smart card support disabled

IERIERMZBEITER [BXE B HDRIERS]
[E#&iR: Citrix.Fas.PkiCore]

Y FAS IR 28017 B ERFBIMEIRIER, RIERXEEMH

HEMRB

[SO01] TrustArea::TrustArea: Installed certificate [TrustArea: {0}] [Certificate
{1H[TrustAreaJoinParameters{2}

[S014] Pkcs10Request::Create: Created PKCS10 request [Distinguished Name {0}]

[S016] PrivateKey::Create [Identifier {0}][MachineWide: {1}][Provider: {2}][ProviderType:
{3}[EllipticCurve: {4}][KeyLength: {5}][isExportable: {6}]

[S017] PrivateKey::Delete [CspName: {0}, Identifier {1}]

REARED

[S104] MicrosoftCertificateAuthority::GetCredentials: Authorized to use {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest Error submit response [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest Issued certificate [{0}]
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AER

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Waiting for approval
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

BXER

o HEFRREMDETELK FAS 2E,
o BRIEEFNBT “BIEFE XE,

MERRLEN

April 2,2020

My

BX& B MEIEIRS (FAS) @—1 Citrix 48#, 5 Active Directory SEBANAUIEER, AP Citrix FEFE
HEHITEMNIE. AXENET TES TENSENETHE HIITFREN,

BRE, FASERFEMNIIDRELSEIRLA TS StoreFront BR$S5 88, StoreFront RE—ALEM B I8IE I,
XEETTIRIEFE Web S ARWE, SRS EMET StoreFront SDK tE =7 IS HE4#TY B. E&IgiHETRE,
EAEIE Web ih st B A # TS SN S M IEIERARMELR T LA T ER Citrix Virtual Apps 5 Citrix Virtual
Desktops ZfE,

EXHENET RREBERENTAE REFEAFHI.

o NERERE

« Citrix Gateway Z&

« ADFS SAML

« B2B BT

« Windows 10 Azure AD EXiZ

R TIEMAEX FAS XENTEER. WTFBARRLEN, HALUELENLE —XBIFRE FAS HFM2ENEEREE R,

THRRE

FAS BIX1EM, #efBERE StoreFront S4333ER Active Directory AP Bk BaERZEER. XX TAER
AR API, UEEIRREBTMACYIEEREFR.

LA FEE Citrix Virtual Apps =k Citrix Virtual Desktops Virtual Delivery Agent (VDA) BY, SEF¥HiI0ZIT
B, #B Windows BB ERMAIRES ERSHRIE,
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BRESHIIERSS 2012

IR

FAS AP ERZMEMHIIEBET (81E Kerberos 2RER) K& StoreFront #1TH MBI, HEZIIESR
52 BHIIER Citrix HDX &1,

EXAFERERENAFZEREEEFR PINBERER ‘EREFZEER” 118 (i Single Sign-On Service) &
BR THIT Windows S4383F, XA BTFEM Citrix Virtual Apps RHB APzt “Kerberos 4REIR” B R
Thiko

FiE AP #ERE B CHAIERIFRAHARMEN (PKI) IEH, MEICHREERAEAEEERINSIGSE, XHEMEE
EEIBINESHNIEER, ESMAEEFNANTRBEEFNESTEFIRRENEETB BRI,

LEEBE RGN T — N ETFIETT FAS RS SR, ZREREABRRAPMAEEEELIEBIEN, XEFBZEE
Citrix HDX B HFERAFARIE, RUOREFERSERER .

© 1999-2020 Citrix Systems, Inc. All rights reserved. 33



BXE B IIEARSS 2

012

AUTH.LOCAL domain

............... > i Certificate

A
1
1

Associated with

| e |

-{ Certificate Authority

Windows Server

@ FAS User

-‘ Certificate +eessaresens]
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

Federated Authenti-
cation Server

Windows Server

e FAS
= ;"‘ Authorization  ...]

— Certificate

| FASUser g
3_'5 Certificates

Hardware Security
Module (Optional)

Hardware Appliance

@" Users

Private Keys

%S

M Authorization
Private Key

Login with

Domain Controller

Windows Server

UPN
walter@auth.local

VDA

Windows Server & Desktop
Operating Systems

'~ FASUser
_', Certificate

."L
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MBRUEUTFEEEEZF RN AEE Citrix Virtual Apps = Citrix Virtual Desktops &, CTX206156 33117
T ¥R,

EREHEP, iI2BERFHEREIMNEN Microsoft IERMENMET A, FHEERINIEHI2E 5 B igizHl 281
Ho (EZiH CTX206156 HRY “MRIHIZHEIES” B85 .)

BXER:

o« BPATEFHIERHRSIER (HSM) SINBMNZEEN T AR (TPM) f. BXFMER, BSRLFRF—
LEMEE—XNRTINALEMEE FAS,

Citrix Gateway ZE

Citrix Gateway HESNIIFELM, BIEINT S StoreFront EExdry Citrix Gateway, M ESHBRIESRBEN
3| Citrix Gateway #& &, Citrix Gateway @1FZME RN FHIIEMBACED, XX B FHERSMIRZ]
AT Web i,

LEEPE A T sefr e kT Citrix Gateway #TEMNWIEEERAA RIERNZRIBTEAN PIN BB, Lboh, EAFER
&% Citrix Gateway FHEIERA, FBHFE AD ZIBHEEEE.
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AUTH.LOCAL domain

Citrix Gateway

VPX

Root CA

Export

f (Certificate

Gateway Server

Issue

Issue

Certificate Authority

Windows Server

&

FAS User
Certificate

‘ Template

&

FAS Authorization

Certificate
' Template

StoreFront

Windows Server

TLS Server

f Centificate

Federated Authenti-
cation Server

' Certificate

BRAEUTFEEEEZERMANEE Citrix Virtual Apps = Citrix Virtual Desktops 5, CTX206156 3F1thi#1T

TR,

EREHEP, iI2BERFHREESIMNEN Microsoft IERMENMAT A, HEERiNizHI2s 5 B igiz 28

Associated with

oy - ?‘ Private Keys

Windows Server

FAS
Authorization

Issue

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

Certificate

FAS User

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

o users

Authorization
Private Key

- o

Login with

Bo (B2 CTX206156 HHY “PRIHIEHIZRIES” 2890

% Citrix Gateway EEBE N F S MRIER ST, EHR Citrix Gateway 5 StoreFront Z [alfFrE EEER @D TLS #
R, BiFAMsS, ESHEEE URL EMEE Ris@ Citrix Gateway BR$ 28, FEAXARFLLEBEHH Citrix

Gateway RSS2 #H1TH AT,

T EAsUser

L R Cerificate

A
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StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

¥ General Settings ‘ Wersion: [mn {Build 69.4) or later - i

+ Secure Ticket Authority

VServer IP address:

. | VI0.0: SNIP or MIP, w10 1:VIP |
Authentication Settings [aptional) |

Summary ‘ Logon type: @ [Domain - |

smart card fallback: MNone -

Callback URL:

itiona) | httpss//NetSealerGatewayFQON | /CitrixAuthService/AuthService.asmx

A& When no Callback URL is specified, Smart Access is not available,

rm| -

BXES:

« BEE Citrix Gateway, &Si# WA E NetScaler Gateway 10.5 L5 StoreFront 3.6 # Citrix Virtual
Desktops 7.6 ER& M.
o ZEFEEENBTINAIREMEE FAS,

ADFS SAML ZE

%52 Citrix Gateway SHIIFRAR LS Microsoft ADFS #8556, X#F¥EIAE SAML 544212 (IdP), SAML
MER—MEITEEZN XML R, BRNAFPERITENRLANAE AP k. X&RT FAS REBAFERFNS
HIIFERL Microsoft ADFS fR$328 (SEMEERIRSI SAML #9 IdP).
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AUTH.LOCAL domain

r—

Citrix Gatewa . .
v Certificate Authority
VPX ]
Hndows seret | Micosot |
Root CA ) i 8 FAS User
§ cenificate g Cenicate Domain Controller
Gateway Server Issue Template
' Certificate @ FAS Authorization Wind s
Certificate Indows server
ADFS Signature i Template
f Cenificate uPN

walter@auth.local
SAML SP (RP) Alternative UPN

walter@adfs.ext

StoreFront

Windows Server

lsue L TLS Server
§ Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
=" . Issue Operating Systems
r--F-- ‘L Authorization
] =t Certificate
H :- 7 5 Certificates L § Certficate
. 4
Web Access Proxy ADFS Server !
| == Login with d
: OO PRI
. N £
Windows Server Windows Server :'§ 1
! .
1%, | Hardware Security
18 .
15 Server 13, | Module (Optional)
Certificate LI
> : : Hardware Appliance
f) Signature : 1
' Certificate ‘ : G" Users
| = =-- (‘ Private Keys
r) Encryption 1 B"
Certificate 1
' (not used) '_ . M Authorization
Private Key

ADFS Proxy SAML IdP

ADFS BEATREMIIEMFMNEHLLET Internet 2B RIATZRR,; Fli, BEATF Office 365 &M,
BXER:

L4 ADFS :Dilz%_yg/é\ﬁémﬁgl%\o
o ZENEE—XNATINRREMEE FAS,
o X Citrix Gateway SES A NA T RETRED,
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B2B 1k iRt

MRERRABDFREEANGOITENRS, BRARARE—TEEEEXRMN Active Directory BX& 517 310IEAR
%5 (ADFS) BRs323, EERAF—RARMAP TEH#THHIEUERS —RAEH Active Directory (AD) 1.
BRE, STAFPBRERAECHATNEREE; ADFS 2851 EMSFIRTATR AD FRIEHRH “©FIKF”,

ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

Certificate Authority

Windows Server

Windows Server m
uPN
a walter@adfs.ext & FAS User

P Certificate Domain Controller
Template

& FAS Authorization
g Certificate
£ remplate

walter@auth.local

| Certificate Authority Alternative UPN

Windows Server

walter@adfs.ext
. StoreFront
Windows Server
Windows Server
Citrix Gateway f Certificate
ADFS Server
VPX
Root CA Export .
1 Cortficate < Federated Authenti-
S i
e ] (pm:cna,tj A 2a[&;mdv5ervel . Issue cation Server r Dol
ertificate irtua eliver
Windows Server A v
3 K) Signature Export ADFS Signature gent
§ I Certficate R cerificate : FAS. Windows Server & Desktop
g [pm, =\ thorization Issue Operating Systems
e Eocoyetion SAMLSP (RP) . SR Centfcate
R (notusea) : Jo o [ resuser 4 Issue | 51 FAS User
: :’ ‘Lv,—' Cgrhﬁfatgg _‘ f Certificate
SAML IdP Vol
; : o Loginwith Lo
o
i
itrix 1 -
|.§, Hardware Security
1 .
Client ,E : Module (Optional)
[
: I Hardware Appliance
Windows / MacOS / Linux 1 :
1
N~
Export Root CA Certificate I Q"
' (from ADFS.EXT CA) 1
! Authorizati
Root CA Certificate S| Ik Cf' F:V;;'ii‘:o"

f (fromAUTH.LOCALCA)

Export

BXER:
o ZEMEE-XNETMNFREMEE FAS,

Windows 10 Azure AD Btz

Windows 10 3| N7 “Azure AD BXE” IS, HEMSS5ESM Windows ST N M, BEEBH3T @i
Internet” MizR, WINEEEFERTEERHENMNFEIRER. S5E5489 Windows iSIIAMEE, Azure AD BEE#
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AT Web iR REAR R B RERINEE, XLEMEE 125 Internet”, Eitt, BMEMEET Internet &9
UBEHTIE, MIFNMDAEREMHITIE.

Azure

&

Azure AD

Synchronization

Cloud

DMZ

|
;

]

AD
Citrix Virtual Desktop
CE -_.-'I::'!=':': ----:
)
Ty Bexert
Ide=ntity

EEER L LT “DAERNRLAFR” BT, EEXITENT2EE Internet AR Azure AD Ihse

FHITEMN B DI,

BAE, EBERNEMEWMEEBERMET IP N EEMBIEIT: Kith. THIRHER. Azure IHMERHEIER.
Azure AD Connect B4 28855 B ohiEiER Azure AD, RETHBE, =EIEFAER Azure VM,

BXER:

o RENMEE—X

TIfAIREMAEE FAS,

. AZU re AD %’ﬁ_i@é\ﬁémf-é-l%\o

©1999-2020 Citrix Systems, Inc. All rights reserved.

40


/zh-cn/federated-authentication-service/install-configure.html
/zh-cn/federated-authentication-service/deployment-architectures/azure-ad.html

BRESHIIERSS 2012

ADFS ZZE

March 25,2020

&7
IXANE T wfAE Citrix 7385 Microsoft ADFS #8568,

YL ABREMER ADFS EBAFRMNEE#ITE RS MHIRIEN Web i SR LR, fldN, ARRIEERRETRHEEI
ARSI THNSR,; FEFEATE Windows BERERRIPXLME,

& B 1IIERRS (FAS) iE 42 Citrix Gateway # Citrix StoreFront 5 ADFS B2 RESKHIEER, ER T A%
AT R TERBER,

LthEpEE Rk Citrix Gateway £ Microsoft ADFS B{E#i 7.
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AUTH.LOCAL domain

CTT—

Citrix Gatewa . .
v Certificate Authority
VPX )
Hindowsserer [ microsoft |
Root CA Export g FAS User
§ cenificate g Cenificate Domain Controller
Gateway Server Issue Template
' Certificate b FAS Authorization Wind s
Certificate Indows Server
ADFS Signature i Template
f Cenificate uPN

walter@auth.local
SAML SP (RP) Alternative UPN

walter@adfs.ext

StorefFront

Windows Server

lsue L TLS Server
§ Certificate

Federated Authenti-
caton erver
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
= . Issue Operating Systems
r——-F-' g Authorization
1 4 Certificate
| wicosort I wicosort [ B T o e
H :- @ Certificates . @ certficate
E 4
Web Access Proxy ADFS Server !
! Login with i
: L e
. N £
Windows Server Windows Server :'§ 1
! .
1%, | Hardware Security
18 .
15 Server 13, | Module (Optional)
' Certificate L
> : : Hardware Appliance
f) Signature : 1
' Certificate ‘ : ? Users
| === Private Keys
D’) Encryption 1 D"
Certificate 1
' (not used) '_ . M Authorization
Private Key

ADFS Proxy SAML IdP

SAML #5&

RLFEIFSIES (SAML) B—ME8M “EERFERNE” 1 Web NERERFS. EEBGQEUTEI

=7 ™ URL [Single Sign-On Service URL]

Citrix Gateway £ AF FEH#ITHRINIER, SIERAF M Web %1287F ADFS ARS8 L3t SAML &R Web |1
E#IT HTTP POST, Xi@ER https:// #ulk, XA https://adfs.mycompany.com/adfs/ s,
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Itk Web 51 POST @2 EMES, &@1F ADFS EERSERNEERIREAFH “REHLE,

FRIRAT [9AEZFR[S=1K ID]

SE1k 1D 245 Citrix Gateway 7£[@ ADFS %% POST $uiEH 8 &M —ITRT, XEX ADFS AR EERRER
B9ARSS, @R ADFS IRIERENAARNSHIIEREK, MREMA, SAML BHIEIE XML B{ERTEFREIE
1% ID #RIRAIARSS .

—M&1ER T, 314k ID 245 Citrix Gateway RS 2EF RNEM URL, EBEFTUIEEARNS, fitgR Citrix Gateway
5 ADFS i&Ep#IR: https://ns.mycompany.com/application/logonpage,

EHAE [£E URL]

NRSMBIIER, ADFS &8RP 8 Web 155884 SAML 54363 XML POST [E95214 ID BEBEMZESE URL 2~
—, XIBFEZRA Citrix Gateway RS2 LM https: // #isk, XA https://ns.mycompany.com/cgi
/samlauth,

WREET 218 URL #tulik, Citrix Gateway "ILA7ER ADFS &RixEIRYE POST FikE—1 URL,

ZRIEH [IDP EH]

ADFS EAFARBI ZBIY SAML 514381 XML blob #1788, BRIFLEH, %Ik Citrix Gateway B E /91
BIEBXHHESNAAREXLEE R, IEBXHFBEZM ADFS BRS BRI — XA M

g5 URL [ 5045 URL]

ADFS #0 Citrix Gateway %#%F “hRF5” &4, Citrix Gateway £@/Riigitt URL Lt SAML S 583E XML
blob 2EFNFRRLFIERIRIE,

XE—IANENEE, FHRERE, XBER https: // #ilk, #&3XA: https://adfs.mycompany.com/adfs
/logout, (EEE, tbiittal58 a5 R URL #E.)

ficE

Citrix Gateway ZFEEANA T WMAMIRE Citrix Gateway LU EIRE LDAP SHIIEET, MINFERIEER, AU
7£ Citrix Gateway L8IEB—& A iFi#1T SAML SHIIENFH S HIIER, LEHREELUF AR Citrix Gateway [
SERMERIA LDAP %88,
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MetScaler » MetScaler Gateway » Policies » Authentication > SAML > Policles IF:J lﬂ H
Policies Servers
Add | | Primary VPN Global Bindings Search ~
Name Expression Request Server
StoreFrontSANL M5 _TRUE AzureAd
157c SAML 8%

A LUER 2 B M ADFS BIRixHI &3R5 RECEH SAML IdP ARS28. [ZALLHREEET, Citrix Gateway S EFE
EmE ADFS #178%, HRIHKES ADFS EEH SAML S{HIIESHE,

Create Authentication SAML Server 5

Create Authentication SAML Server

MName®

Azurend

L
v

Authentication Type
SAML
IDP Certificate Name* 253
AzureADSAML v +
Redmect URL* Exact W
20f-4c20-9626-14d5e484c62e /saml2
| Single Logout URL

| 291-4c20-9826-14d5e484062e/saml2

userprincipalnarme
Signing Certificate Name
v
Issuer Name
https:;",.l’ns.citri :-csa-mlﬁemu net/Citrng*

Reject Unsigned Assertion®™

ON v

SAML Binding®

POST v
Default Authentication Group

Sk Time{mins)

5
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BXES

o ZEMNEERE FAS RENRENTESEHR,
« The common FAS deployments are summarized in the SE{F R4 article.
o BRME—XPNABT “BIEHE XE,

Azure AD &£

October 9, 2020

=iy
AN B EnEE Citrix #7135 Windows 10 Azure AD ThaEfE&E R, Windows 10 #25| N T Azure AD, XE&—%
RN NARER, A LUEIRRAEE Internet 8 EHEIUTENMARILE, UEHITEEMESER,

AR RAEEERT — N EEUTRRNES: IT ARRFAFREEFA Windows 10 EERXITEAIE L
BFER AU ALEM AR, AR BTIREEIRTHRS > XTF > M Azure AD ET7 R LR,

o Settings - m] x>
@ SYSTEM Find a setting o
Display

PC
Motifications & actions PC name vda-winlo
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jloin Azure AD
Storage . )
Edition Windows 10 Enterprise
Offline maps Product ID 003259-00000-00003-A4066
Processor Intel(R) Xeon(R) CPU E3-1650 0 @ 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 GB
About

System type a4-bit operating system, x64-based processar

Penand touch Mo pen or touch input is available for this
display

Channe nroeuet ke o pinaeads seaare sdition of Windos
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EMEERITENE, Microsoft Edge Web 55883§3@id Azure SaaS AEF Web REB#EREIAEM Web
uh= A0 Citrix WER TR AR, WUKkEM Azure lAERF (i Office 365).

B Access Panel Applicatior %+ = d ped
& > O ‘ 8 windowsazure.com ‘;‘h’ | = #A 533
Microsoft Azure george@

applications  profile

ClIfrix

AzrureStoreFront -

©2016 Microsoft  Legal | Privacy

RREH

IEREHTLEH Azure IRESRTING, NMSRINEHERAR (B4 Azure AD #1 Office 365) 1B&EM. B&
BREEINAAERTIEAR, REUTHAE Intranet EHIHEE,

AL ZER N AEIERME ARSI AT, ER Azure AD Connect FEFBREZAILUEE Internet #54&%I Azure,
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Azure ’\
“E Azure AD

Synchronization

% &
) AD
Citrix Yirtual Desktop
® ;I::':=':': 2
a
Cloud “ Aot
ntity

ZEEZENESEF (BHLBESEHAENBIEMA Kerberos/NTLM S4303E) EIlbAREMFRERAS
Azure 1 SAML Zjalfy TLS iE#. MERSMWERMAEI Azure AD B9 Azure R BTERF. A LUER Azure =IREH
IAAS Zp53 AR Active Directory BR$328 VM iz1TEE Active Directory I AR (190 SQL Server #k
IEN

B BEEANBIEFN, &/ Citrix Virtual Apps and Desktops &R BIZFE# 1T, TRIZEEAIR BIE
FE{ER Microsoft Edge K% S & RIhaE@E I A # Azure N AEFTTEHITERE, Microsoft iR iR {EEEMBREFE
& Azure MEB2FHY Android #1i0S B2,

2z DNS X1

Azure AD EREEREEMAA DNS stiik, HizhES ERNEIRKN, Alt, EREALUER Azure DNS BIX1

Thiko
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R EIMER DNS XIig& R citrixsamldemo.net,

Essentials 20 )

Fesource group Mame senver 1

citrixsamldema nst-0l.azure-dns.com,

Subscription name Mame server 2

Visual Studio Professional with MSDRN ns2-01.azure-dns.net.

Subscription D Marme serser 3

dfz2436f-d4fe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALLE

ngl-01,azure-dns.cam,
ns2-01.azure-dns net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ M3 172800

Ermail; azuredns-hostmaster,microsaft,,..
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .

111}
FH A2 Azure DNS BMARZ 8B B M. XEZMNEXIEITMA DNS M58 NS £EH5IH (Fla
citrixsamldemo.net. NS nl-01l.azure-dns.com)

A3t Azure 1789 VM 95| AR, REIBEHNAZEN VM ERER Azure 3TER DNS ig&#9 CNAME #55t. @0
RVM B IP it R T, FEEFohEH DNS XigX .

IHEFE RN ERFISMNER DNS ik FiBERIFE—3, 184 citrixsamldemo.net, {E/AFS DNS (FEREF#H 10.0.05),
FIN—518 Web RZBZERIBIRS8BH “fs.citrixsamldemo.net” £H, XESHKIBMNES BHRIERS.

© 1999-2020 Citrix Systems, Inc. All rights reserved. 48



BE 5 IIEARSS 2012

BIETARSS

THIERET — Citrix 18, HPE@E—1 ADFS RSB 2S7E Azure Bia1789 AD iR, 8IBT —1=RSE, B8
“citrixsamldemo”,

URL

WEE APP QUICK CREATE
| @ v =

— app.net
VIRTUAL MACHINE i-"‘i CUSTONM CREATE A
REGICN OR AFFINITY GROUPF

,nqﬁ E MOBILE SERVICE West Europe W ‘

"-\
L) @ | CLOUD SERVICE
LSt

ﬁ EEI BATCH SERVICE
=l

CREATE CLOUD SERVICE v

B2 Windows Eii#]
BB ENMEEIRS PETTH Windows VM:

o 131%4128 (domaincontrol)

« Azure Connect ADFS fRs388 (adfs)

ADFS Web a2 (Web RREFAIE, RIDALE)

Citrix Virtual Apps and Desktops Delivery Controller

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)

.
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Create virtual machine » Basics

Create virtual machine

Resgurce groups

B AN resnirces
All resource:
. S * Name

‘[ Basics 5
Recent Configure basic settings

* User name
App Services

Virtual machines (classic) = * Passwiord
B virtual machines
'% Subscription
&L databases s arnfigure of 3| fe If: f T £ “
S0L databases wiual Studio Professional with MSDN
& Cloud services (classic) * Resource group
_ﬂ citrisamidamo ~
W security Center T Window Dat
Lacation
? Subscriptions Waest Europa hd

Browse »

2R

« 70 DNS AR$52370 Active Directory 33 iR 55 f & LIBI EE—MTf Active Directory & (b RFIFH
citrixsamldemo.net), EiEF5EmME, &7 Active Directory IEBIRES ARG,

s BIBR— N EEAPKA AT (fli0, George@citrixsamldemo.net).

o HTFILARS 21T AES DNS, Eik, FriERS2EBL5| A ILARSS 88 LUE#HTT DNS f#fr, LHRIERNER Azure
DNS i¢BTERM. (BXEFAEER, ESRESEFHN “HR.)

ADFS #=I28%0 Web [ B2 IEARS 28

« ¥ ADFS BRs5 23812 citrixsamldemo domain #1, Web [ZA#2FRIEARS SBMIALRETTIRI M TIEA
#, Eit, 357 AD DNS FFanEM DNS thit,

o TEIXLERRSZS8 Fin1T Enable-PSRemoting -Force cmdlet, LLstiF PS @i fhAk3EM AzureAD Connect
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T RiEfEEE.

Citrix Virtual Desktops Delivery Controller #1 VDA

o EEMAE citrixsamldemo BWE £ Windows Server E%& % Citrix Virtual Apps =% Citrix Virtual
Desktops Delivery Controller #1 VDA,

FCEMES DNS

REIIEHISEE, 515 DNS IREBEBEE HAIE citrixsamldemo.net WREEE, HAESMEING DNS RS2 (fF
41 8.8.8.8) M A%%.

2 DNS Manager = 0O X

File Action \View Help

e« @ Bc HE §86

&, DNS Mame Type [ata Timestae
4 § DOMAMNCONTROL o _msdcs
4 [ 7] Forward Lookup Zones | sites
I [z msdes. net ._:tl:l:l
D: '-.-- _ _Udp
I ] Reverse Leokup Zenes ~| DomainDnsZones
& J Trust Points | ForestDnsZanes
B - | Conditional Forwarders 5|_ (same as parent folder) Start of Authority (S04) [24], demaincantrol. static
b [ Global Logs ] (same as parent folder) Mame Server (ME) domaincontral, static
] (same as parent folder) Huost (4) 10.0.0.12 51320
£ adfs Host (4) 10.0.0.13 5137201
& domaincontrel Hist (A) 10.0.0.12 static
Hts Hast (4) 10.0.0.13 static
Hwap Host (4] 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
i n >

A T EIBESIER:

« wap.citrixsamldemo.net [Web R BZFEAE VM BRMANSE]
« fs.citrixsamldemo.net [EREX & S 4 IR IEARSS 28 3thdit]
« enterpriseregistration.citrixsaml.net [5 fs.citrixsamldemo.net 48]

B2 Azure HRiz{THIFRE VM ERE 79X (ERLL DNS AR 28, aILUBEMLED GUI HITLLIRIE,
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Essentials ~ AN -y DN servers @

Re

e group
Aern SUPFORT - TROUBLESHOOTING

* Primary DMS senver

Location ;
West Europe W 2uditlegs > 10.0.0.5
u MNew support request b Secondary DNS server
Sul nio
df2. d4fa-46ae-be7b-6479cdaeefca
GENERAL
Properties >
A s =¥
i 1P addresses >
BE DNS servers >
@ Metwork security group >

BUIAERT, W3R IP (10.0.0.9) #utitshas 3 E2. ILIGER IP sibig BERA S ES P sk, [xd Web R ARRFHIERS
ERFNIETHIZR AT AR 1R

FcESMER DNS thit

VM iz{TE#EH, Azure REBCHERSHFIEDELS VM QR IP #iiksy DNS XigiRSS2s. XE—HAERANER
Thig, FEA Azure BRATEED VM BapitsEC IP sk,

- DomainControl8733 Configuration
o - DomainContr 3

an an
AN~
SUPPORT « TROUBLESHOOTING
B Auditlogs >
% New support request 3 ldle timeout (minutes) @
4
GENERAL DHS name label (optional) @
Je=iz ) domainco
Properties > :
Il settings =
& Configuration >
d tiles
®
RESOURCE MANAGEMENT
Edit & Tegs >
& Locks >
s Users >
1 Exporttemplate >

% domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com #9 DNS ithiit 53 ERa igia 128,

EER, mREERERMRG, RE Web AREFAEM Citrix Gateway VM EAAMA IP #hit, (REIEF, ~H
IP stk B3 F333F 157547 RDP 35i8)0)

FEL2A

Azure =fERZL4AM Internet BExT VM 317 TCP/UDP iAia] By ERMIBA ASEHN. BINERT, FiE VM EaiF
#1T RDP iia, Citrix Gateway 1 Web A2 LIRSS 8RR o VF/ER O 443 LB TLS.
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SUPPORT + TROUBLESHOOTING

B Auditlogs

& Mew support request

GEMERAL

HE Propesties
B 1P addresses
B DNSservers

@ Network security group

RESQURCE MANAGEMENT

¢z ADFS IiEH

R

Network security group

unseription 1D

Security rules
1 inbound, 0 outbound

Assodiated with

AR D

0 subnets, 2 network interfaces

ssional with MSD

df22436f-d4f9-46ae-be7b-64 79cdaeefca

2l settings =

SUPPORT + TROUBLESHOOTING

B tuditlogs >

& New support request >

GENERAL

HE Propenties
Y Inbound security rules
L Outbound

B Network interfaces

Subnets

A secuiity rules

Vv v v v

ETE Microsoft IEBMAN LB Web RS 3BIEBER, XAFeIRERSH (BIFEFHLH) R pix XHEEREE
X DNS #iftH9IiEH. %AFES7E ADFS #1 Web R AR AIERS 28 EREMIES, PFX XA RN EIET,

MR ER AT EFAE B R Web ARSS2RIES:

o NEA:

- adfs.citrixsamldemo.net [i+&#H&#5]
. EREERES:

- *.citrixsamldemo.net [XIZB9 & #5]

- fs.citrixsamldemo. net [DNS Ff5%H]

- enterpriseregistration.citrixsamldemo.net

a

Consolel - [Con

& File
o 7|7 0

1 Console Roct
a [} Certificates (L
4 | Personal
= Centifi
= Trusted Rg
| Enterprise
" Intermedid
= Trusted P
| Untrusted
| Third-Part]
= Trusted Pe
= Chent Aut
| Remote D
7 Runtirme_T]
~ Smart Car
| Trusted De

Action

v T YT YT YT YT OTT T

=l Certificate Enrollmen

Request Certificat

‘fou can request the fol
click Enrell,

] Computer
Web Server
i\,‘ More inforr

The fellowing opt
Key usage:

Application pi
WValidity penod

[]Show all temiplates

Subject of certificate

Certificate Properties

The user or computer that is receiving the certificate

Subject mame:
Type:

Commen name v| Add =
Value: -
| < Remove
:»"!-Ittrnuli\-'c name: )
Type
DS v|
Value:
[ | fidd
< Remave

i Subject | Genersl | Extensions | private Key | Certification Autherity |

The subject of a certificate is the user or computer te which the certificate is issued. You
can enter information about the types of subject name and alternative mame values that
can be used in a certificate,

CM=adfs.citrimamldema.net

*.citrixsamldemo.net
fs.citrisam|demo.net

-I:I X
._ﬂ'x

-

v

-

»

OK

Cancel

Apply
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KBRS pfx X, BEZEERIPHITAR.

%= Azure AD

AN EBTIREF Azure AD SHILIR BIERAES A T3 Windows 10 A Azure AD B9 FPHRIREYTIE,

BIEMBER

BREHM Azure TP HEIE— B R

Add directory

DIRECTORY
Create new directary

MAME

CitrixSAMLDemo

DORAIN NAME

citrixsamldema & | .onmicrosoft.com

COUNTRY OR REGHIM

United Kingdam E|

L] This is a B2C directery.

SRR, BER—MEERE.
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citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

Integrate with your local directory

%,

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

IR EEEAF (AzureAdmin)

£ Azure FRIBE— 12 RBEBER (FEHFRGIFA AzureAdmin@citrixsamldemo.onmicrosoft.com) 3#
ERIKF BRI E R,
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

7£ Azure AD FEARHERYS
ZRNERT, BPEEHKRAN <user.name>@<company>.onmicrosoft.com BB FEREEHIHEHITIRIR,

EAXTERH—FRENBELATERN, ERFEAINERTIHNBFERELL, EEtithSRLHF B FEREIKA T
Eo9sthit: <user.name>@<company>.com

IR FRREMENEL A ATIINEER, RFIER citrixsamldemo.net,

MRBIRE ADFS UIEHTRRER, BRAZERE,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

%%t Azure AD Connect
Azure AD E2& GUI W& E 2 ExF M= Azure AD Connect B9 Microsoft T#iTiE, 7 ADFSVM L& T H, i&
FRBENZE (MIFPRIRE), LUE ADFS &R H,
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Express Settings

Install required components

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

PEEER AD FS #1TEX S S IIE R R B RETL,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

ERZAEIRMNEERIKF EZE Azure,
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Connect to Azure AD

Express Settings

Required Compenents Enter your Azure AD credentials: 9
User Sign-in USERMAME
Connect to Azure AD |ﬂzurc.‘-".dmm@cntrlnsamld emo.onmicrosaft.com |
Sync
PASSWORD

Connect Directories

Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Previous

PERRAER AD #o
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&% Microsoft Azure Active Directory Connect

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests: (7]
User Sign-in DIRECTORY TYPE

Connect to Azure AD | Active Directory |'_

Sy FOREST @)

Connect Directories |citrixsamldemc>.cloud app.net |'

Cromain/OU Filtering
USERMAME

Identifying users
i [CTRINSAMLDEMO\Administrator

Filtering
PASSWORD

nn.olnil‘ L';'E'."E-?‘k;ﬁ:‘ﬁ“

Optional Features

ADFS Farm
Azure AD Domain CONFIGURED DIRECTORIES
Configure

Verify

citrixszmidemo.cloudapp.net {Active Directory) & Remove

¥&FrEIE Active Directory 34% 5 Azure AD B,
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Domain and OU filtering

Express Settings

Required Companents Directory: [ citrixsamidemo.cloudappnet | =] L Goale s
User Sign-in ~ Sync all domains and Qs
Connect to Azure AD ® sync selected domains and Ols
Syne 4 [ citriksamldemo.cloudapp.net
Connect Directories [ Builtin
Domain/OU Filtering Computers

dentifying users Damain Controllers
- ForeignSecurityPrincipals
Filtering g Y p
Infrastructure
tional Fe
Optional Features LostandFound

ADFS Farm Managed Service Accounts

Azure AD Domain NTDS Quotas

Configure Program Data
Verify System
Users

RERRDERDRER R

Configuration

MREREGHIFEEE, JUKERBIRFHNAFRZRRNERNARF.
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Uniguely identifying your users

Express Settings

Required Components Select how users should be identified in your on-premises directories, [ 7]
User Sign-n ® Users are represented only once across all directories.
Connect to Azure AD ) User identities exist across multiple directories. Match using:

Sync

Object

Connect Directones

SAMAccount

Domain/OU Filtering

e x A specific attribute
Identifying users pec !

. CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain

Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalName |-

e

BZRIALIRRD, SERRFAMIREREN—ARENRAPMIEE,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Domain/CU Filtering
|dentifying users
| fiteing |
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

Filter users and devices

Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.

# Synchronize all users and devices
71 Synchronize selected @
OREST GROUP

citrixsamldemo.cloudapp.net I.*-:.‘cr a name or DN of a group Resolve

Previous

MREE, LUK Azure AD &35 Active Directory A%, BF ADFS WEHRIEEERETERD,
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.

1ent e

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

R EE AD FS F{ERRES PFX x4, 5% fs.citrixsamldemo.net #£9 DNS &7,
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/GU Filterin - - . ) .

g ) Use a Certificate installed on the Federation Machines
Identifying users
Filtering CERTIFICATE FILE a

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [l EBrowse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

RTEERNRERSSE, A wap.citrixsamldemo.net RS asavitiiit, ERIEEFEE Web BEFRERSS L
L& 5 5193517 Enable-PSRemoting -Force cmdlet, LUfE Azure AD Connect RESS3SEH#{TREE,
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect 1o Azure AD
SyNnC
Connect Directories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Credentials
Service account
Azure AD Domain
Configure

Verify

Web application proxy servers

Specify where to install web application proxy.

SERVER
| Type a server name o P address Add Browse

SELECTED SERVERS

Q VDA citriksamidemo.cloudappnet  Remove

Previous

AR

WMRILF B A TFiziE PowerShell SERKRK, E=EE Web HARFRIEIRS B[MNEH,

NFRSHNERSRE, BEERAINENEERENE, H)9 ADFS gIEZ— RSP, Azure AD Connect 2 ERRZRE

393 DNS XIgHIFREN.
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Select the Azure AD domain to federate with your on-premises directory,

DOnaiN: &

Azure AD Domain

| citnixsamldemo.cloudapp.net |~

TXT record:

MX record:

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

Taxt: M5=ms59661451

Destination: ms596671451. msv Linvalid
You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

38 TXT #0 MX 2 R710%) Azure FRY DNS #itiHE R,

HAME TYPE Tl
@ NS 172800
@ S0A 3600
i A 2p00
f3 CHAME 3600

£ Azure EEITHI SR EHIIE,

WALLE

ns1-01.azure-dns.com

ns-01.azure-dns.net,

ns3-01.azure-dns.org. ree
ns4-01.azure-dms,infa,

Email: azuredns-hostraster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 rer
Expire: 24192040

Minirrurm TTL: 300

msAUT0ET3

adfs-citrinsamldermowestevrepe.cloud... .,
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CitrixSaml|Demo
&3 USERS  GROUPS  APPLICATIONS  DOMAINS  DIRECTORY INTEGRATIOM  CONFIGURE  REPORTS
DOMAIN NAME T¥PE STATUS SINGLE SIGN-ON

citrocsamildemo onmicrosoft .com Basic Artive Mot Available

=
MRS BEWM, 7ILTEIETT Azure AD Connect ZRi3SIEE,

SR, SMERHbhL fs.citrixsamldemo.net $§i@id im0 443 #H1TiHIAL

PRIMARY DORMAIN 2

fes

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

10.0.0,13
& The Extranet configuration was successfully verified.

the following addresses:

104.45.19.206

Verify

The federation service name f= citrixsamidame.net was verified and resolves to the following addresses;

The federation service Name fx citicsamidemo et w35 verified using an external DMS server and resolves to

B Azure AD Btz

FA P O\ BB FHB 4t 5k LUE Windows 10 BEfIB 1T Azure AD BX#%i2/ERY, MR DNS BEMERER ADFS B

CNAME DNS i2®: enterpriseregistration.<upnsuffix>,

FEREEIF, X2 fs.citrixsamldemo.net,
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enterprissreristration.citrocamibdemo.net IEI
Type

CHANME |
= TTL TTL unit

1 ¥ | Minutes w
Alias

fs citrimsamidemo.net W

INRKEALARIEBMENMN, ESHE Windows 10 i+EH L% ADFS RIEH, X# Windows 1= ADFS AR

%

e Z BIERBITAER P IKF 1T Azure AD SEEXERIR(E,

l

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my password
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

EER: UPN &5 ADFS 1515 hI28aE85IR 1R UPN ILEC,

©19
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

l |
hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

{55 7 A PP B R R 14 3t 1S BB BT B H B R RIIE Azure AD BHEIRIER B, BRE, iEB5N Microsoft
Edge #Fi&E#EI http://myapps.microsoft.com, % Web s B sh R 8 R B RINEE.

%4 Citrix Virtual Apps 3¢ Citrix Virtual Desktops

AR E A IE Azure REEM Citrix Virtual Apps 3k Citrix Virtual Desktops ISO %4 Delivery Controller
#0 VDA i,

ELk R fle, StoreFront 5 Delivery Controller R EHREMARS 28 L. VDA fE3RzH Windows 2012 R2
RDS T fEi#iER%, &5 Machine Creation Services £/ (REBEBIERMEERS) . HEURIEZRT, BRETRP/
George@citrixsamldemo.net @EaEBFERBEHITH R IIE.
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< 16 T [T

Citrix StoreFront _ H D

Q, t%ecrr_h Desktops

Details

Azure

7 Controller t iz 17 Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true PowerShell
cmdlet L4 iF StoreFront &R R P BEIE#1T S 95IE,

REBK GRS

7£ ADFS BR5 88 E &% FAS, 3 Delivery Controller B2 & #1 LL 35 Y &T {5 StoreFront (FE A #E 2=,
StoreFront %75 Delivery Controller #RE8 VM L), &SR LEMRE,

E2& StoreFront

71 Delivery Controller BiE—MTEHIES, A/FH |IS 71 StoreFront B2EE AR HTTPS, AZRAiRO 443 1%
B IS 487, #i§ StoreFront EHLEXAH https:,

bdodify the base LBL for senices hosted on this deployment. For multiple senser
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrixzsamldemao.net
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K& S MRS 2012

3§ StoreFront BE2& AfER FAS RS2 (EALEMEZEHA PowerShell BIZ), SAE7E Azure #{TRERMNL, &
O&EE FAS RS ENEHEESNRMERETRER FAS,

File Action View Help

= nE HE

E AT NETE Application  Number of even
I g Custom V|
4 _mu Windows

& Applic

Date and Time Event D Tack C..
1. Information /312016 4T:35 AM Citric.Authentication.Federated AuthenticationService None

& securi (@) Infarmation /2006 247:35 AM Citri-Authentication Federated AuthenticationService
B setup @Inhmatioh 5/31/2016 94713 AM Citrix-Authentication.Federsted Authentication5ervice
(@) Infarmation 5/31/2016 %4819 AM MESCLSMICROSOFT=#WID
] Forwa @lnhm‘m{iun 5/31/2016 9:45:44 AM Citric-Authentication.Federsted AuthenticationSenvice
L Applicatic @Infurmutiun 5/31/2016 94543 AM Citric.Authentication.Federated AuthenticationSenvice
_E Subscripti G}Infﬂm‘luﬁon 5/31/20168 %4439 AM Citrie.futhentication.Federated AuthenticationService
@Inlnrmation 531720168 %44:39 AM Citri.futhentication. Federated AuthenticationService

@Inlﬂn’na{ion 53172018 9:41:23 AM MSSOLSMICROSOFTEZ2WID
(D Information 531720016 9:38:37 AM Citrix.TrustFabric
@ Information 53172016 9:38:37 AM Citris. TrustFabric

Event 204, Citrix. Authentication FederatedAuthenticationService

General | Details

[S204] Relying party [| \WDNAS] accessing the Logon CSP for [upn: george@ net] in role: [default]
[Operation: SignHash] as autherized by [ \DDCS].

Log Mame: Application

¥ StoreFront i2& 115 Citrix Gateway

7£ StoreFront EEEH &R ERBEESHIIES % GUI 3§ StoreFront BE2& A1ER Citrix Gateway $ITHHRIE,

Manage Authentication Methods - Store Service

Celect the methads which users will use to suthenticate snd scoess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. This
settng 15 applied when users log on with smart cards,

[+ Fully delegate credential validation to Netbcaler Gateway

B Citrix Gateway BHIIEETR, EEE— Secure Ticket Authority (STA) #E& & Citrix Gateway ik,
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Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

| Enabile Rermota Access

Select the permitted level of access to internal resources

() Allow users o access only resources delivered through StoreFrant (Mo VEN tunnel)

(®) Allow users to access all resources on the internal netwark (Full VPN tunnel] @
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: ¥] MetscalerGateway

Default appliance: [Nmale-ﬁauway

feE# Azure AD AR B S & F ) StoreFront

AT Azure AD SAML 2.0 2 5B RINEE, 1ZIhREHRIERITH Azure Active Directory Premium, 7£ Azure
AD BET A, @ETENAREFAMERRII— N ARERF.

APPLICATION GALLERY -

Add an application for my organization to use | |

FEATURED APPLICATIONS (1) MAME

B '.- Add an unlisted application my

I FUSTOM .‘ organization is using ‘ StoreFront |

ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on

COLLABORATION {314) integration cptions,

CONSTRUCTION (3)

CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

EEEEX > RNBENAREERNRIIENAREFAENAF - N B EXNARER.

ECEET

BIB—AN 215 x 215 G ENE /R HE “BRE” TUE L EHIZE R RN AREFELT.
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properties

APPLICETION TILE LOGQ

cCifrix

EtE SAML S35

REE “MARE RS NEHEREERRER.

storefront

&3 DASHBOARD  USERS AND GROUPS  ATTRIBUTES — COMFIGURE

StoreFront has been added

(] Skip Quick Start the nadt ime | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.
Configure single sign-on

I ERE G SAML 2.0 S4I8IE, X5 Microsoft Azure AD & 5% SHEXTR,
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COMNFIGURE SINGLE S1GM-OMN

How would you like users to sign on to StoreFront?

[#i Microsoft Azure AD Single Sign-On
Establish Federation between Microsoft Azure AD and StoreFront
Learn maore

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on te StoreFront using Active Directory
Federation Services or another third- party single sign-on provider,
Learn more

R UREEFTHE (MA5RA Citrix Gateway IREMEELE) ; FItREIF, &5 URL 7 Citrix Gateway

R385 £ /cgi/samlauth,

COMNFIGURE SIMGLE S1GN-Cp

Configure App Settings

Entes the settings of AzureStoreFront application below. Learn more

IDENTIFIER
https:/fns.citrixsamldemao.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/cgifsamlauth /] |

[ show sdvanced settings (optional).

| Configure the certificabe used for federated single sign-on (optional).

T—mHaEE& AT Citrix Gateway E2&E /9 Azure AD E#iAER.
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Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directorny, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-ons
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate (Raw) @

Download Metadata (ML) (E)

]

. Configure the certficate and values in AzureStoreFront
ISSLIER LIRL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-0N SERVICE LIRL

https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5ed84c62e

SINGLE SIGN-0UT SERVICE URL

https:/Meginwindows.net/blaef2 1b-d29f-4c20-0826-14d5e484 0626

[0 confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

T# Base 64 AIEERIEPHEFIERMFHE URL, EHEEEE Citrix Gateway HELE REPAMXLE URL,

mAF D ENAER

BE—NSBARBNRAEFUEEERFH “myapps.microsoft.com” FHIRE LER. P BE “BAMA” &
mE_E5eR. S ELE T Azure AD Connect R4 #933 A P itk P B9iA RIARBR. tBAT LUER Efthibk S, (B BEHEBREX L
kP, EAEIRER <user>@<domain> &z,
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-
storefront
&3 DASHEOARD USERS AND GROUPS ATTRIBUTES COMNFIGURE
SHOW |£|II Users v W
DISPLAY NAME USER NAME JOB TITLE DEPARTMENT ACCESS METHOD D
Azure Admin AzureAdmin@citrixsamlid.. Na Unassigned
George User george@citrixsamldemao.net Mo Unassigned
] Unassigned

On-Premises Directory Sy, Sync_ADFS_21aT£B050df...

MyApps i@

ERENBEFE, ZNARFEBERFIAR https://myapps.microsoft.com BIEAF K Azure M BREFFIRHE

o
B Access Panel Applicatior % + — O *
@ > O ‘ E] account.activedirectory windowsazure.com/aj ‘;}( | = @A ﬁ
george®

Microsoft Azure

applications  profile

Clfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

5 Azure AD BXE/G, Windows 10 5 FHFP B AERE| Azure NAREF. BHEGRSENNSEBRZ A
B SAML cgi/samlauth Web B,
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B2R8% URL

REE Azure AD =R PR ARRF. RMEANNAREFIANERER URL 1t URL BFRH Web 315335
HeIZEEEAF EME StoreFront B9 “FFia” St RiES o

quick glance

APPLICATION TYPE
Web ﬂpFIicntinn

PLEBLISHER

URL

SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ View usage report

1tk URL ¥aM5E %) Web 3% 88 R LURR{R Azure AD BB B EEEM T Zaifc B Citrix Gateway cgi/samlauth
Web Ii@E, X{ERTFELRENAF, FEMXEET Windows 10 Azure AD WERRIEREESER. (RERR
THEMAREAN Azure AD &8, )

ZEHEIE Citrix Gateway

REIBIHEERE, RFIERETT NetScaler (&R Citrix Gateway) B9IRIZI VM, BTLUM Azure M ABREIEMBE,
R AFMER NetScaler 11.0 B9 “BEHFRIE” hiidso

ERAN AP #HITEPRILNIEEMNEIEE R NetScaler VM, MmE Web s 2sismmEp IP #thht, 532, %Ak
Azure AD VM XA nsroot K%,

AOINYFANE, FERMEMFIEXHEERENRDN, RE% DNS f#irssism Microsoft 11428,

i&7 Citrix Virtual Apps and Desktops &A%

THESLEE— A SAML BfE e StoreFront &£/, ZEEZITE, KRN SAML EREREK,
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XenApp/XenDesktop Setup Wizard

What is your deployment

.
L Single Hop

Client Internet Access Gatway

What is your Citrix Integration Point?
storefront |

#EFARf Citrix Gateway StoreFront 188, LLRANGEERO 4433 (MIEERO 443), LUE Microsoft Azure &
. I;E, EALT Citrix Gateway B2 Web i s 47RO % & ok EHRST,

MNetScaler Gateway Settings

MetScaler Gateway IP Address®

w . o . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixzsamldema.net

_| Redirect requests from port 80 1o secure port

AEBER, RN EHIERSISIES URFEEX 4TI,
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Server Certificate

Certificate Format®
| pem ™

Certificate File*

|n5.citrixsamldemu.net | | Browse I = |

[+ Frivate key is password protected
Private key password

oorien

EoE T HI2E LIEEE AD 1k~

EEHEGATIKF R, Fib, FFHE P #abRnE £ S HIEIESZEP. BRMNMEFEFENFRERIE.

Primary authentication method*

| Active Directary/UDAP |1||

IF Address®

|1D.G.D.1E|DIM

[] Load Balancing
Port*

380 |
Time out (seconds]”

E |

Base DN®

|'CN=U5EFS,DC= citrizsamldemo DC |
Service account®

|cw=internaladmin,cm =Users,DC= |

|_| Group Extraction
Server Logon Name Attnbute®

|userprim:ipalmame |

Password"

Confirm Password®

|“n"n|-u|-|-[ "‘|ﬂ

Secondary authentication method®

| Mate |

Continue Cancel
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B & StoreFront it

FEbRBIF, 26 HTTPS &ZE StoreFront, Ftt, 5% SSL hilGETL,

StoreFront

StoreFront FQDM*
ddc.citrixseamldema.net
site Path
Joitriz/StorsWeb

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

Secure Ticket Authority Server®
SeCune DL LTI Slinng

http:/{ddc.citritzsamldemo.netfsta | 4

443

I53E Citrix Gateway ZE

ERAP ZMEDEREES Citrix Gateway H0EFHIIEMNBEhE TS,

B )

B Citrix Gateway SAML 5{431IF 1%

£ StoreFront FfEFA SAML 5 E At Web uhsx R fER SAMI KM, FHIMHFHY SAML 5%BE, KX NS_TRUE,
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Configure Authentication SAML Policy

MName

StoreFrontSARML

Authentication T:,-Fle
SAML

Server* -
[Raurend M +](7]

Expression®

Operators = || Saved Pelicy Expressions - |IFrl:qu:nt|3r Used Expressions -

KS_TRUE

KN o |

fEFAZATM Azure AD FREX#Y(E S ECEST SAML IdP iRS528,
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Create Authentication SAML Server

Create Authentication SAML Server

Name*
Azuredd
Authenticabion Type
SAML
|DP Certificate Mame®

AzureADSAML v +
Redirect URL"
29f-4c20-9826-14d5e48406 2 fcaml2
Single Logout URL
| 291-4c20-9826-14d5e484c6 2 /saml2

User Field

userprind palname

Sagning Certificate Name

k) ¥

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Repect Unsigned Assertion”®

ON V]
SAML Binding

POST i
(2 Authentication Grou

Sl T T

5

A BT T A

ntemetProtocolPass

Coghar el e

fERTE Azure AD FiEM B P EREIMAN T Azure AD 9 Windows 10 £, /Ezh Microsoft Edge HiE# 3!

https://myapps.microsoft.com,

Web 3% 28 AR P 27 Azure AD N AER.
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E Access Panel Applicatior X +

6 O Hj windowsazure.com

Microsoft Azure george®

applications  profile

Cifrix
AzureStoreFront aae

22016 Microsoft  Legal Privacy

RirstEIrRE 2B EEERET S HIEIER StoreFront BRSS5 28,

E#, BRIEFEARERER URL WEEEEUKS Citrix Gateway i MEIZSEEETSBEEEBE Microsoft
Azure }#iR[gl,

=E, BIERMA Azure AD W BEHE2EthaeBIEFER URL E1T (RESE—RERERE Azure AD LUIEIIH)
YRTERR) o

Bt R

£ Azure FIRE VM BY, WIZECE A TAREED

Rt A IP #thikAn DNS sttt

Azure EREBFWFMAFTA VM 124 IP #itit (FELRBIFRA 1057 5) . BIAERT, ESRERA IP ik, Zitite]
LA chASE B DNS #7251 Fo
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Settings

Essentials ~ A O B B D
Res o P
it - PORT + TROUBLESHOOTIN
star on
Running - E 2uditlogs >
Location
& New suppont request >
GENERAL
I settings =
!I! Properties >
i settings =
= Configuration >
e id tiles
Jonitoring ®
RESOURCE MANAGEMENT
CPU percentage
& Tags 2
& Locks >
il Users >
W Export template >

WEAMA IP ik /DNS EMFEMEE, R VM EE—N 2/ DNS ik, tbitateT A+ E M DNS Xigi X 4Ha
CNAME 31/, UHREMEEHRDET IP#ist, FiE DNS iBR{MELR E#HMIERZ VM,

Assignment

Dynamic [REEL-

IP address @
&0.68.28.181

ldle timeout (minutes) @

D5 name label (optional) @

ns-citrizsamldemno o

sesteurope.cloudapp.azure.com

RERAEAN (Z24)

SHEN VM B BN A —ABAERN, MATeE, R2AEFNQRE IP %L 2E /A P uthrRg. 3R
IMERT, Azure s2¥Fi& RDP ¥4 3IFfE VM, Citrix Gateway #1 ADFS fRZR_EFER L TLS M2 (443).

17 VM iz 0, ARRENERSARE. EENEZ2IN A RENIINERE,
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Subs:
off:

BXES

o ZEMEEER FAS REMEENTESE LK,
o BERREN—XELET B FAS &E
o BREE—XHPNET “BIEHE X&E,

=RECE

April 2, 2020
AERS TR URIETT A" NEIRM T A SRIIEIRS (FAS) NEARBNEEES.

BEXER

« FAS WLEMISRENTESE AN L ENLE
o HBEARREN—EET EEMN FAS RSN, HRHTERSEERNARENE XNHEBXENEE,

IEBMANMECE

November 7, 2019

ENNBHEBBRIERS (FAS) WERERE, UESFE FAS BEEH AT RMEBMAENIRSB[ER, XL
BR{Z B8R A FAS Frigfity PowerShell APl, ERITAXHFIEMBAZ AT, ERZEH PowerShell EHiE1R,

ECE Microsoft IFHMAHHLLi#1T TCP i8]

ZINERT, Microsoft IEBMANmER DCOM #1TihRl, X2SHEELMPAIER 2 INEERHITE 2RUI21E,
t, Microsoft 2t 7 — B, FAFHEEIEA TCP 0, 7= Microsoft IEBHLME+E, 177 DCOM BREE
WRH4mEE “CertSrv Request’DCOM M ARIEFMEM
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CertSrv Request Properties L?2] x
General | Location | Securty | Endoorrts | identity

DCOM Protocols and endpoirts

T ... defaull system protocols

Select DCOM protocol and endpoint G

satect the DUOM network protocol sequence that you want to
== &dd Enterthe andpoint dalals snd cick OK when you have
firnished

Protocol Sequence Correchononerted TCP AP w

Oisable protocol sequence
Use defsult endpoints
®) Use state: endpoint 300
Use intranet range of dynamic endpoints
Use intemet range of dynamic andponts

oK | | Cancel

Leam more aboul 3otiing these properies

OK Cancel

B ‘IR’ LUAEESIRS, HIEE TCP%OS (LB 900),

BB Microsoft IEBMANMHIRITERBIE, NREEIT netstat -a -n -b, MiZEEF certsvr EHiIT
1% 900:
TCP 0.0.0.0:636 LISTENING

[lsass.exe]

TCP 0.0.0.0:900 LISTENING

[certsrv.exe]

TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:3269 LISTENING

FEE FAS RS2 (FEMEMEECEAIERIANMAITEN), B3 DCOM AE—ME&EE RPC Q#1789
B, HEFPRFESH DCOM B, EiEEEhiE+HRS28 LA DCOM RPC Service, HiEKkipia4sER DCOM AR
538, X2FEYTHIKO 900, #FH DCOM RS2 aET FAS BRSSBAAIEITIERE,
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FRE R A FIE

Y72 FAS IRSSB[BRMEMAF IR, KREBHEERFANERMRE, UTETHRNENENZHZ FAS RSB TM
[l (N

JXEX Active Directory BAH%IR

AILLEE &R AD HREEFYIREFERIXE (Fli0.csv X)) RFIEBERIE, W0TFENTAIFIT.

Import-Module ActiveDirectory

$searchbase = ”cn=users,dc=bvt,dc=1local” # AD User Base to Look for
Users, leave it blank to search all
Sfilename = ”user_list.csv” # Filename to save

if ($searchbase -ne ””){

Get-ADUser -Filter {
(UserPrincipalName -ne ”null”) -and (Enabled -eq ”true”) }
-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter ”,” s$filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne ”null”) -and (Enabled -eq ”true”) }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter ”,” $filename

Get-ADUser 2— AT EWAFFIRMITE cmdlet, U ERFIHBE—A filter SBIUBERFIHE# A UserPrin-
cipalName BikFR&R “BBRE” WAF.

SearchBase S#Uig 4/ VEHRERAFH AD 857, NREEE AD HFERF, AIHERILIT, 8. tERTEE
ZREAEAF,

CSV £MF I TR
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Bl user_list.csv - Notepad

File Edit Format View Help

"Userprinci a1NamE"H
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuser3@bvt. local”
"testuserd@bvt.local”
"ucs3B@bvt. local”

"ucs3io@bvt. local”
"jimeAn@bver Tasa1"

FAS R385

TE# PowerShell EIZRAURIERNARSIR, HeIRAFIEBHYIR,

Add-PSSnapin Citrix.A*

Scsv = ”user_list.csv”

$rule = ”default” # rule/role in your admin console
Susers = Import-Csv -encoding utf8 S$Scsv

foreach ( $Suser 1in Susers )

{
$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( $server.Server -ne SNULL) {

New-FasUserCertificate -Address $server.Server -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule”_Definition” -Rule S$rule

}
if( $server.Failover —-ne S$NULL) {

New-FasUserCertificate -Address S$server.Failover -
UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition Srule”_Definition” -Rule S$Srule

}
}

MREREZ FAS BRSS5%8, WERBERFIERMR: —RITERSE LEN, —REREEBRSSE LEM.
B ERIAHIT—NE R “default” BHINI, MREEFFEANMUEZIR B0 “hello”), MRIAFEEHIZAEHH Srule

=
Qio
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Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default C W Summary
hello g W
Status: OK
Template: Citrix_SmartcardLogon
EFTEMNAIES

WMRIEEFERAZD FAS BREES, WATLISHT FAS BAUEEMASEMEERHNAF,
AR

WEILUER GUI N FAS:

Initial Setup |Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An authaorization certificate is configured.

Deautharize this service.

\/ Create a rule Create

You have 2 rules configured.

IR A TR FEAE:

1. BIEIFIENGES: New—-FasAuthorizationCertificate
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2. ERAUTHSRENEHFENERH GUID: Get-FasAuthorizationCertificate

3. {# FAS IRSBE#HNEIFIEI: Set-FasServer -Address <FAS server> -MaintenanceMode
Strue

4, BIREENGEPR: Set-FasCertificateDefinition -AuthorizationCertificate <GUID
>

5. £ FAS [RE 2R BHAEIFIER: Set-FasServer -Address <FAS server> —-MaintenanceMode
Sfalse

6. MBRIBIBAGBER: Remove-FasAuthorizationCertificate

BXES

o ZEMEE—XE FAS RENRENTESE R,
o BARKE MRS EBBEIE F RS —X PRI LR,
o BREE—XHNET Hith “RIFHE" XE,

FASRIRIP

October 9, 2020

vl
AINERT, RBEIMERSIKS B NEFELAHISEARC AT IS,
BRFRERIFALA:

o S5EMIAIERXEXMFAEE (RE Citrix_RegistrationAuthority JEH1%E1R) o
o SEPEHXEBEMFAEA (kB Citrix_SmartcardLogon JEH1#1R)

KFR EEMAEMAMIES: Citrix_RegistrationAuthority_ManualAuthorization (ZRIAEZRERH 24 /h6Y) &
Citrix_RegistrationAuthority (BIABEXEINEE),

EHESSMRIERS (FAS) EEEH ATHNMNBEBEEM NSRRI P, BHENE, FASRS®R:
£ H—NBHEX, HEIEP ML LR Citrix_RegistrationAuthority_ManualAuthorization i
PHIEBERIER XB—NMREIES, RIAERE I 24 /M. IEBMERNE T = 8 500K IEB;
BAEEBMENG EHEBERFNZNMALIER. —BEm FAS RS #[BM & IEH, FAS B A Cit-
rix_RegistrationAuthority_ManualAuthorization it Bzh3REX Citrix_RegistrationAuthority I+ (2RINE
MHEARTE) . —B Citrix_RegistrationAuthority_ManualAuthorization 3%%& Citrix_RegistrationAuthority
IEH, FAS BRS2MIFRERVEBZER,
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SEMPADIERREXEIRA AN AI SR, EAEMPUSIERREAFEMARELANARNEERPEERN R A SMAIE
FiER. Eitt, =67 HEBOERABIEARPERRERB P EREF R,

AILUEEERTYIMZ —BCE FAS BRS58:, UERASEMEARNREERISGERIFTAR:

o FIBSEXSEMAGIE AR FIEHHER Microsoft 138 RSA #1 AES mZEiRE2F K Microsoft 4 EAE
TR EIEF o

o SIGEMVIDIERHNFAPNEZEENTFAER (TPM) BB Microsoft FaZAFMIRMER, URHIA
FIEHFAERH Microsoft 1438 RSA A1 AES IZEiR##2F 3 Microsoft R4 AT EIRMIER,

o ERSESTEMVGIEBFAFIEBFAANEAHRSEIR (HSM) HEERINZRS R REHERMAEFS HSM
1’8o

AR EIRE

FoE FAS LUER THI= MMz —fER XA 4migas4m1E Citrix.Authentication.FederatedAuthenticationService.exe.config
X, EZXHEBIAMER AT FAS BR%5 28 LM Files\Citrix\Federated Authentication Service X3,

<?xml version="1.0" encoding="utf-8"?2>

<configuration>
<appSettings>

<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>
<!-- specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->
<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>
<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->
<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] —-->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->

<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citriz.TrustFabric.Logging.SystemLog"” value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

REMRS BN, FAS ARRBULECEX . MRENTERIE, BMEMHB FAS 7 BeRIRFTHIIRE,
BINTFArRI&E Citrix.Authentication.FederatedAuthenticationService.exe.config Xy tEX(E:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (#£ CAPI 5 CNG API zjat]]
#)

& &

true {ER CAPI API
false (Zkih) £/ CNG API
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Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (ZE{ERIZEIZEHEZR)

(=1 &

Microsoft 1#43% RSA #1 AES M&{RHIZRF A CAPI iR

Microsoft i+ BERFER L2 ik CNG = fitiER

Microsoft T & ZAFMEIRMIZR A TPM f2fitigrs. AR, BINAER TPM BTA

P&, (0 TPM BT EMIAER, MRIIITEED
IR FIETT FAS BRS5E%, 1BEWER TPM MEHIAL
EEREFMNE BN S FEN K.

HSM_Vendor CSP/ZR#zfiiR L2 M HSM N Efeft. WFARMNMNE, ZEBFRT
Bo MRBEHRFEEMUIFIRFIETT FAS BRS58E, 154
WIEEY HSM A 5 LARIA R S ST E I Ko

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType ({X7f#R CAPI API RREE)

(=1 &

24 ik B2 Microsoft KeyContainerPermission-
AccessEntry.ProviderType Property
PROV_RSA_AES 24, Rizia%7y 24, FBRIFEER
CAPI 5 HSM # B HSM 1B S HEHE.

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (¥ FAS ZEH1TRARIRIERY, &
BELAEENE) EHFAAN “exportable” #7E, AYER TPM ZiA7E6E GIREHZHD,

& &

NoProtection AT LA HFAER,

GenerateNonExportableKey ik TEFHHA,
GenerateTPMProtectedKey ¥ fER TPM B12FAA, B E7E ProviderName

$5EM ProviderName (140 Microsoft £& 2587
BIRIHIET) 72EFATE

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (f5EFAREIA/), BAIA1)
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=1

&

2048

FRINME. tBAILAfEA 1024 L 4096,

THUBREAXET T ZEEXAINRE (BHA

Provider
Legacy
CsSP

Provider
Name

Provider
Type

Key
Protection

Key
Length

[H=wsE N

antlR

REGERRNLE):
“True” “False”
(CAPI API) {CNG API)
Crypt 32 Lib CNG Lib
Microsoft
EnhandczféSRSA HSM Vendor HSM Vendor Microsoft
an ) KSP Software KSP
Cryptographic
Provider

No Protection

Generate Non
Exportable Key

‘ 1024, gploZ-@or 4096

RGN BB A Microsoft RUGZRFMHEIRMHIEFFHEIEMIVERFAAT A FEBTALR

XERMNNLREEEE, THRHTHEMMLARLE,

il 2

LRI REL Microsoft & ZBEFMEIRMZFFHETE FAS IRS B ERVEHS TPM RECEMNIDIEBTAS, UK

@i Microsoft B AEFMEIR IR FZ MM AP IERAH,

A RBIREERE TPM HliE X4 7E BIOS /2 H FAS lRE 8 R EH TPM, HB7#&E Windows h#1#
£ TPM; i&27 https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-vista/

cc749022(v=ws.10),

Microsoft
Platform KSP

A

!

Generate TPM
Protected Key
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= PowerShell (i)

FJEA PowerShell BN A TIEREMIUGIER. NFARFEZEIEBMRADBEBRNEBE R FRMAEAIIE
BAAER, BWHITIIRE, TTEER FAS EIRITH & R HERAEMTADIEBERIER,

SR EEAERERIANITIS FAS ERBHE, BHNERATA NP R “SBBEHEIR” M REIEBMENE,

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS senvice with Citrix Cloud.

S8 2 EIEPMAN MRS 2, RINEHER MMC E12 8T A8 % & Citrix_RegistrationAuthority_ManualAuthorizati
IR F IR S FIER.

%1% General (B#) EWf, EREMMERE, EIRGIF, BIRE Offline_RA, BXHEIR 2 £:
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Subject Name Server lzzuance Requirements
Superseded Templates Edensions Security
Compatibility | General | Request Handling | Cryptography | Key Attestation

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

$I8 3 EIEBMANMRSSRLE, FILERMANG MMC 1285, 8% T Certificate Templates (GEFHE
). % New (FrE), SAE%EE Certificate Template to Issue (BIMAIFFER) . EENIA IR AR,

S 4. 75 FAS lREZ2BHMNEFLLT PowerShell cmdlet:
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

S 5: 72 FAS BR532869 TPM 934 RL RSA %40, FHidid7E FAS BRS328 LN LT PowerShell cmdlet sR8IZIE
PERBER, EE: BL TPM SRFEIZEBRRKE. ABAKEN 2048 (i, BESVIEEREHTIFHNERKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FAS FfR
% 8@ B FQDN>

fugn:

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net

BEFUTAE:

s HEESBF, WA IdGUID (TELRFIFH “Sac3d8bd-b484-4ebe-abf8-4b2cfd62ca39”).

« ¥t PowerShell cmdlet #i3—k M “BE", BAFEREMIAGIERAIFATA.

o HiEfTlt cmdlet B, BiERE FAS BRI MEEXHIRIME, UWHREEFERANEAKE BIAR
2048),

o« BAFTELLFE) PowerShell ZRHEMVIEBIFIRIEERT G -UseTPM 8B K Strue, ALLRFERER
R 5ER TPM AR ERTENE,

o BTk cmdlet FaBERELEX HHIEMIEE,

- EREERBSRN FAS RKEMNAPIEBMRRESR, KEMRTTREED FAS Bt MIEXXHHIREREYE.
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o o, HFAS RESBMERFIEBUERT TPM RPN AP IEBFAAN, Bo] UELE B X HFFR
KeyProtection {&i& &5 GenerateTPMProtectedKey,

EWIEATERTANN TPM, BEERBHX, £ FAS RS2 LM Windows EHEERIEELAREFBES.

® Inforrmation  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 Mone
@Im‘ormation 22/07/2019 12:59:41 Citrix.Fas.PlkiCore 16 Mone
1 Information  22/07/2019 12:59:41

Citric.Authentication.Federated AuthenticationService

15 Mone

Event 13, Citrix.Authentication.FederatedAuthenticationService

General | Details

[515] Adrministrator [CITRIXTESTWAdministrator] creating certificate request [TPM: True] [correlation: ef1a73d7-bb61-44af-8d21-
1155d864d82e]

FE: [TPM: True]
=t

Application Number of events: 3

<

Level Date and Time

Source EventID Task C..
® Information  22/07/2019 12:3%:42 Citrix.Fas.PkiCore 14 Mone
¥ Information  22/07/2019 12:59:41 Citrixc.Fas.PkiCore 16 Mone
® Information  22/07/2019 12:3%:41

Citrix.Authentication.Federated Authentication5ervice

15 Mone

Event 16, Citrix.Fas.PkiCore

[516] PrivateKey:Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3e606d3e_TWIN][MachineWide: False][Provider
[CNG] Microsoft Platform Crypto Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

AR 2HERF: [CNG] Microsoft & INZiRHIEE

TR 6. BEBRERBDENIINAREES, HHERFEARE ERXEXF,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

SR T: BIETE FAS BR523 LY PowerShell RN THSBERE R BERIBRZIEBMALNA :

certreq -submit -attrib ”certificatetemplate:\<# B 2 d 8 if B & &R >” \<
$ B 6 O WIiE B iE R B>

fign:
certreq -submit -attrib ”certificatetemplate:0ffline_RA” C:\Users\
Administrator.AUTH\Desktop\usmcertreq.txt
BERUTHA:

PS C:\lUsers‘Administrator_ AUTH> certreq -submit -attrib "certificatetemplatez0ffline_RA"™ C:\Users‘Administrator.AUTH\Des
ktophusmcertreq.tut
fActive Directory Enrollment Pol:i

cy
{4F76160E-0BOC-4D21-ARFD-2E29502177C2}
ldap:

A, FTEERHI “Certification Authority List” GEBMANMFIR) B0, HRFIPIERMEANBERNER
HTTP (Tn&k) #1 DCOM (EB) EAft. ¥ DCOM &M (41RA) :
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

EIEEIEEMAENMGE, PowerShell 27 RequestID:

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
fictive Directory Enrollment Policy

L4F76160E-DBOC-4D21-A4FD-2E29502177C2}

1da

p:
RequestId: 106

RequestId: "106™

Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

H 8. EIEPMANIMARS2E LAERMLNE MMC EI8% 5, SE/FAENER, iERI1ER ID. ARERES
ZiIEK, FHikiE Issue (ML)

$12 9: 3%$% Issued Certificates (EMAMIERTR), HREINMELBES (5K ID MITER), WELETFIER, %
# Details ((¥4A=8) #EW£., 2 Copy to File (EHIEIXH). BEH IHEHEAT", BHT—F, AXHER
IEFETFED
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)
(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)
[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful

[ | Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

BXHFE “Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)”, 3B AikH
“Include all certificates in the certification path if possible” (JIRFTAENEIEITFBRZFWFFEIES).

F$E10: BSHEPXHFEHIZE FAS RS2,
S 11: @id7E FAS R85 A LT PowerShell cmdlet $&EMANAIER SN FAS IR 28:

Import-FasAuthorizationCertificateResponzse -address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile <Certificate file from step 10>

fpuan:

Import-FasAuthorizationCertificateResponse —address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfl8-4bZ2cfdb2cald8 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

BETRUTRE:
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PS C:\Users‘Administrator AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth._local -Id S5ac3d8bd-badd4-
ebe-abf8-4b2cfdé?ca3? -PkesiCertificateFile Co\lsersh\idministrator AUTH\Desktop\TPM_UCS_Cert._p?7h

Sac3d8bd-ba8i-hebe-abf8-tb2cfd62cal?
[0ffline CSR]
a5c27fec-1dd7-4c2b-8963-16ec311020fc

113

SE12. XARBERBE FAS BEEFH S,

- Citrix FAS Administration Console - connected to localhost

Initial Setup | Rulesl Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize
An butharization certificate is configured,

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR “BIULRS” SBREHEEZEN A,
S 13: 72 FAS BB &% Rules () #EW, HEELZEMNLERMANIRE.,

fEF FAS EIBITHIS

FAS EEfEH S TERITHAERERER, EFRINER, BFRIERARRTFREMIEBHRITEIIERERIBER,
MITH4E FAS IRER, ERZIERERMIEBIEBMEANEZE. BIRS EERFTHSE 3) ZA:

SR BIERTIUTREIBEEXM, WTHFR:

<add key="Citrix.TrustFabric.ClientS5SDE.TrustAreaJoinParameters.EeyProtection"®
value="GenerateTPFMProtectedEey" />

BXHIEN 27T
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName"™ value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKeyl|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.RKeyProtection" value="GenerateTPMProtectedKey' />

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<l-= vent log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<= rix.Authentication.UserCredentialService.SystemLog.Loglevel” wvalue="3" / -->
<!-- Logging: Event IDs to not log (comma separated) —-->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs —-—>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,6 Version=v4.5.1"/></startup></configuration>

—4& TPM 2RHFIBHRKE, BUIARAKEN 2048 i, ESHIEERBAZRINTRAKE,
TR 2 BIARS

TE 3. MIEBMANMERSEF A LERIERIER. REEMINDIERE, KEIEFHTE 3 REEEENS

BTRAEE, B, KE TPM RERGEMTIERRFAR. RAERTRIEBNEREN 2 &
TR 4. BREXGMENM TR

<add keyv="Citrix.TrustFabric.ClientS5DE.TrustAreadoinParameters.EeyProtection”
value="GenerateNonExportableKey"/»

=

AR

22X FAS FJfE TPM RIFBSARERBFIES, ER TPM B FAREIETEE KIS,

th

SRS EMEDH FAS, XERHEULARS EFMRMEEX M, HRRENGNE. MENEMRREREMAIES

T, XLRERRTE TPM Hh7zf#EfAEH, MM Microsoft Software Key Storage Provider,
S 6. 7£ FAS EEfZH 59 1%#F Rules (IN) EW+, HEEZEMLERMRNIRE.,

3

LRI T4R HSM FRiz B89 MAVIE B AR A AIEBFARE. TRFRIRERE HSM. &8 HSM FAEE—MEfitiz

&5, flsn “HSM_Vendor’s Key Storage Provider”,
MR RIEEINIFIEFRIETT FAS fRSS28, BERAEH HSM R ES9EXEMNEEEFZRHNER.

SR EEAEEEH A FAS #T9MRERE, BHNGERAHENSER: “BEIEBER M QEIEBMLNML,
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S 2 FRIEEH HSM A, UH#E HSM ProviderName R 24, 1R HSM EAME CAPI, M
AR HIZF AT RERR N I B AR S 1R MAZR (CSP), 1R HSM ERME CNG, NIXIRHEIZEFAIEEN A Key Storage
Provider (KSP),

PR 3. RELREXH, 0T

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.ProviderName"
value="HSM Vendor’s Key Storage Provider™/>

BXHIMENZTRNT:
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

It 75 1R i& HSM =B 28 CNG, At ProviderLegacyCsp f&i& & v false, 1% HSM E/A 28 CAPI, M
ProviderLegacyCsp fERIIEE RN true, EFIREH HSM HEE, UHE HSM E/A/Z CAPIIEZ CNG, It
4b, 1EIIR HSM R A XA T RREE R IR RSA ZHENSZIFNEAKE, ELREFR, BHKEGERRINE
2048 fii, MRIEENZAKEZBEHZT.

S8 4. EED Citrix BESHIIERS, UMEEXHFHIRIE,

S5 72 HSM W4 RSA AT, HiBid7E FAS B2z &1 Initial Setup (19818 B) i+ L& & Authorize
(B KEBIEBERIER,

SR 6. BWIEREEE HSM FERZHE, FEE Windows EHEEEHHNARREFRE:

[516] Private Key::Create [Identifier e160881 2-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

AR [REREF: [CNG] HSM_Vendor MZREfERMIZRF]

SR T. MIEBANMARS S LAIEBMANE MMC &, &R FARRIERT R

Request D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
w7 - BEGIN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRBEZIER, FHikE Issue (%)
AR “BIULRS” PEEEREI A,
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Initial Setup | Rules | Advanced Connect to another server

Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" te publish the templates on another certificate authority.

Publish

\/ Authorize this service

té is configured.

Deauthorize this service.

Reauthorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Create

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Connect

S 8. 1% FAS EITHISHi%E Rules () &R, HEBHZEMLEFMRIIRE.,

FAS 7FHEIEH

FAS RMEF FAS ARS328 L/ Microsoft iEREEREFMEIER. ERMARKIERE.
ERETMIMIESH GUID, iE7E FAS RSS284 A LT PowerShell cmdlet:

1 Add-pssnapin Citrix.a\x*
2 Get-FasAuthorizationCertificate - address \<FAS R & & K

FQDN>

f5lin Get-FasAuthorizationCertificate -address cg-fas-2.auth.net:
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ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355”34..4 bBc3-4cac- hach:l—-ebjce..llfslc
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LEF{TIFIL-«TE REQLlE_l'
: WaitingForApproval

BREAAIERIIR, BRI

Get-FasUserCertificate - address \<FAS BR 5 & 8 FQDN>

40 Get-FasUserCertificate -address cg-fas-2.auth.net

dministrator.AUTH= Get-Ucsls i1 cg-ucs-2.

humbPrint : 7BA22Z FADEES21254

IzserPrincipal Name wal adfs. ext

ole .

ertiticateDefinition : default_Definition
i 5,04/ 6 12:02:13

M HSM =i#FAERRY, HSM A25@d GUID #1T7HRR. ATLUEBI A LU T ap<#REY HSM FayFAARY GUID:

Get-FasUserCertificate - address \<FAS fR £ 2 &8 FQDN> -KeyInfo
Strue

fugn:

Get-FasUserCertificate - address fas3.djwfas.net -KeyInfo S$true
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fas3.djwfas.net

6b1112
e Provider
: True

: AD2441F858 HAAADE198BABBA9T76528DEBBET
: joe@djwfas.net

Role : default

CertificateDefinition : default_Definition

ExpiryDate : 19/81,/2818 89:18:48

BXER

o ZEMECER FAS REMEENTESE R,
o BESHRIERS FRENA—XEET E WA FAS 82,
o BREE—XHNBT Hts “BRIEHFE XE,

L2 HEMMEEIE

April 2,2020

BX& BPIIERRSS (FAS) 5 Microsoft Active Directory #1 Microsoft iIE Bk &M EFEM. RREUEERSAM
MRESZLIEEREE, Eit, BEHIEH S REMXBEREMEHN— T RESHRE,

AR T HE FAS REEIRNR 20, I, EERT o] UFBHRENEMEIR 2RI A8,

MLR{R 251
TEETRT FAS SBERERNEEAGNRETH.

R FAS BRS3 88 ARIE R MANAGFIGITHIZ A T X BB EMEIN—I9, EBREFEAR, Citrix Gateway f
Citrix StoreFront ReIfEHMATHITHF BB IIERAH; Hih Citrix Virtual Apps and Desktops AHARZ5| N
FAS %0,
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Citrix Microsoft Microsoft

Federated Authenti-

ADFS Server (with

. ifi i Domain Controller
Web Access Proxy) cation Server Certificate Authority
Windows Server Windows Server Windows Server
DCOM
& FAS User

q FAS Us
| Authorization ' Certificate
Certificate Template

o3 FAS Authorization
Certificate
1 tem plate

UPN
TLS Server walter@auth.local

§ Certificate

) Signature

' Certificate

Alternative UPN
walter@acdfs.ext

FAS User
Certificates.

Encryption
Certificate
{notused)

Kerberos

Storefront Delivery Controller VDA

Windows Server & Deskton indows Server & Desktop
Operating Systems atil

TLS server TLS Server © | FASUser
f cenificate £ Certificate | cenificate

Citrix Gateway

\VPX indows Server

Root CA
§ Cenificare

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

BiAERER 2 M

Citrix Gateway. StoreFront 5 Delivery Controller {Aff > iE#9& s @S %O 443 5 TLS R4, StoreFront
RS 2R T HIERE, ™ Citrix Gateway (NEES A HTTPS %0 443 3&id Internet Bz V%,

StoreFront RS 2 FEHAE 5% 0IEM Kerberos i&idi% 0 80 iAia FAS BR$E 88, B R KIEFE A FAS RS2
B9 Kerberos HOST/fqdn 73R L & StoreFront AR 32389 Kerberos i+ E#l bk A #7iR. X 3§ £ M Citrix Virtual
Delivery Agent (VDA) ERAFBRFASN—XIEFERN “EREOMW .

HDX £iEiE#%I VDA B, VDA it @3 i 0 80 17 FAS AR5 83, B A5 FAS BR55 2889 Kerberos HOST/fqdn
#RR LA VDA B9 Kerberos i+ &##Ri%. Itboh, VDA KFURM “EIBAWE" 7 815 1RI3EHMFAH,

Microsoft IE F M A MNiESERET Kerberos 18iER DCOM B0@E(E, AILUSHEEE NEHEERE TCP im0, Lk,
IEBMENEER FAS RS SIRAEL S EFMAIBERERL CMC $#iEE,

RS 28 B AR O

B SRS [# ] K StoreFront &1 VDA Z£F HTTP #
Kerberos, [#it] DCOM Z Microsoft iFHafi&Hia

Citrix Gateway [HA] NBEFIBHENZE HTTPS, [BN/#H] M

HTTPS = StoreFront Bg5538/M StoreFront AR5 2%
Z HTTPS, [4&t] HDX = VDA
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T B A

StoreFront [#A] M Citrix Gateway = HTTPS, [#itH] HTTPS
Z Delivery Controller, [#it] Kerberos HTTP =
FAS

[#X] M StoreFront BRS2ZE HTTPS, [H#A/Hit]
M VDA ZEF HTTP &9 Kerberos

VDA [ A/5H] M Delivery Controller Z&F HTTP 89
Kerberos, [#iX\] M Citrix Gateway = HDX [#giHi]
Kerberos HTTP = FAS

Delivery Controller

Microsoft iERMM &

IS

ERSR

AL IR EIRIRST D A AR L4

=30

ik E

I
HE
palil

o

RE

i
palil

2

IEBMANAERR
FAS 125
StoreFront/Citrix Gateway 5

Citrix Virtual Desktops EE &

(3] FAS = DCOM BEEE

i

H/ \

1

EMRRIEBRIRHHERE L2
FREHRIRIGE

LB IEBMAR A

REHEE FAS RS2

FEERF SRR

F2& VDA #1 Controller

BNEERDIEHRERSRENFENS, MAAFRBREHEERRBRASLRZ S,

HRMEIRE

A]15 FAS i+ ENEBETAFERE B “R5|5 -> FQDN” TR H#ITIFIN. A8 FAS BRSS256, B IRIEIEIE FAS
BR$328R9 HOST\ < fgdn> Kerberos #5iR, i#ial FAS RS BMFRE RS RS A HEEER FQDN BB LUEZES|48
B, &N, StoreFront 1 VDA Bl iARIARREIR FAS ARS8,

FEBREERER, Citrix BVEXNIFRPOPIEITENNA 5K, B FAS IRSB[HTIRIEIZE, H3I2MbR
FEEXF B EFRHFR,

RZ# 1t GPO R REEM 3¢ FAS ARSS 2R LU ARRAELIZANMY FAS BIER (FN/SEIER) =6l B0, UR
TERERR FAS BRSSBENEILANES EAITEN FQDN &%,
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IEBRIR

NBEAFHEFERS FAS —E12HEH Citrix_SmartcardLogon JEBi#EiR, ERILUEREMNEIZR, ZIFUTIEX.

BB IEPER
NREHESEmZ Citrix_SmartcardLogon URFEEHALRIRGAITE, EUM:

o QUEBIEPERN—PEIE, AENEEHEUTESENASERGZITE,

« £/ FAS PowerShellﬁ% B FAS, MAREEAFRE. (BERAFREMGERT Citrix BHARIREZ R, )
- /A Microsoft MMC IEF1RiR &2 7t Publish-FasMsTemplate &€ £ SRR, WKk
- /A New-FasCertificateDefinition @547 FAS HECEERIERAIE TR,

BB
1R USRI BRAR T EYE Ao
BMMELETH. FAS RRBIEBERFEIMIRE, FAS ZEEIERBHAZARELSITIER.

EEERLIERE M

BMEEXLERE M, FAS SRKIEPRIRPAIXEIZE, FAS S1ALEGHES Allow private key to be exported
(RS HFAE) &EUE%ES Renew with same key (EREEZEHASIT).

fEeRnE Bk
BMERXLREM, FAS RZBBIEBERPHIXLEIRE,

ESIH LARF, THE FAS IRIENEFXRE,

BRI AR I

BMEXLRE Y, FAS RRRFEHRIER,

AR B LRI IRIR B M

BEMEUX LR, FAS RRFFEUUER,

By REM
1EA] LUEDOX IR B LU & BRIV A LR SR BR

AR FRENT RREVESSHHNZ LR, HSBUEBLEEM.
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xRk

Citrix BB LR E NI FAS RS BVITENIKF B A REFLEMINR. FAS REFFTEEMEMNR. ER,
SEMIEPER—F, EAEFE:

o AFEERRIFIEHS NER
o RAWEE SHIIER AP IREURR
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Subject Name lzzuance Requirements
General | Compatibilty | Request Handing | Cryptography | Key Attestation
Superseded Templates Extensions Security Server

Group or user names:

52, Authenticated Users
% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

For special pemissions or advanced settings, click
Advanced.

R fERE R MR

ERILUBER LR B U S ERARER (NRFE).
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RS 2B %

RE Citrix R, BEMAIUBEXLEIRBUNSERNARER MRFHE).

EeMmAERREE

BIMEEUXLEIRE, X E N IZ I TFR:
Citrix_SmartcardLogon Properties |L-
| Ganeral | Compathitty | Request Handing | Cryptography | ey Attestation |

Supenzeded Templates l BEdensions | Securty | Sarver
Subject Name lssuance Requrements

Require the following for enrolment:
[ C4 eetfieale manager approval
[+ This number of autherized signatures; 1
¥ you require mors then one signature, autoenrcliment is not sllowed

Fuiw type required in signature

| Application pokicy i |
Application policy
Carficate Requast Agent W |
Add
Hemove

Require the fellewing for reenmolment:
(®) Same critesia as for enrcliment
() Valid existing certicate

Alow ey based renewal (7

Requires subject inforation to be pravided within the cerificate
requast.

" Control is disabled dus to compsatibify settimgs

oK || Cancel || Mooy || Hep |

(EEE TN Ed

BE LB IR T, ZIRBNFE LR Windows Server 2003 CA (Z2#ahRZAs 2), B2, FAS X%#F Windows
Server 2008 RE=hRAH CA, 1boh, TN ESTFR, FAS £28%8&:35%#F Windows Server 2008 CA (Z2Hgfkas
3) = Windows Server 2012 CA (ZE#9kR7s 4) aIFAMEMIGE,

IERMENAERE

IEBMAENADE R R A RECEIEBIMAN AR S 28 AR AIE B HAARSS 283 E A BE B FAR.
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RIIRIR

EEIEBMANREB A ET B SR RIRHNRIREZVES, IEBMLNEEERBIER LB ZRR.

BEENT2MERERE FAS RSB[BIMUAREMIMERERR, HEZFRTR2RNNML IR, EEA—MER
T, IEBMANAEESZEN B RICEMTWDIEBRIERRF TR, HEER TR FAS IRSSB[ENEIREK,

PAsEIRE

—fRERT, IEBMENEERREEBITFIEBMANDNNEN AMERE, EMATFHERIENER. IEBMENG

EERALEE DCOM TCP MBsAEMM, LUERE FAS BRS5EREEBHIFIES,

PREIEM

BRINERT, EEMIMIEBHNFEEREER AT ARNEMEBRIRAEMEFMEIEH. NER “TREVEMA

B BRI E RGN — AR

citrixtest-DC-CA Properties IL-

Bdensons | Shorage | Certfficate Managers
General | Palicy Moduls | Ext Maduls
Ervolment Agents fudtng | Aecovery Agents | Secuny
For more information see Delenated Enrollment fgents

(® Do not restrict enmliment agents
(_} Riastnct enrcliment agents

Enrolment agents:

Certificate Templatas:

Pemmissions:

Mame Aocass Add

ok || Cocel | Ao Help

ERBEIEIRFN B AZ

WNFEREE, ALUEABEXRERRKREEMNE RMEBMK.
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FAS &%

FAS EEZIZ 216,

&t ACL [E#l StoreFront. A~#1 VDA

FAS R2BRIIIZOZIEFIHLE Kerberos 1k REB 15 IRITHRE

hRKRE

StoreFront [IdP]

VDA [fE%i5]

BF

ECEHN

WA

fS1EXL Kerberos i LU FRBRE IEMRRIEE MBI
F5. WIRXLEMSRRENKS BIRF, AU
PHEEBT FAS BB AFINAF.

X RERGARREBMFAARITEN, L, TFEE
A& IdP BRI ZIREIR, FiZARERF VDA
kP EEZRNARKEEE.

XEEHIRLEE |dP AR, &R, X5IERM
EWEHH “SIREMAIE” EEXENFEES, —RXK
B, BRIELSIRPES I, . X LFE LE
EHFR StoreFront P IS RIZA B E S SRR o
B@EME, t ACL R AFHEERK,,

NRAE %Mz Citrix Virtual Apps = Citrix Virtual Desktops SiEXAHEER FAS RS BIEM LN, MNIEERE
FHo 8MANBME—HMINEEED, BEMS, FJUBRMEE ACL

EEIEBMR NIRRT

AILUAARRBIG RN RECE R RBERER CA. SRECE R LUEZRERINRERSEHBGRAVIES, RABUATIFR, 5
a0, FRRA “INER” AP IEIEBHRE SRS ETARRA “WER” B9 P HBIIES.

SIEFIEBN S G RIS

FAS B R AT UzH A FSHNRIEMNIEBREBEAFNRIEFAM, fli, TSR AT NE ‘S8 EBERIE

HE A, FEAERYEN “BR7IEBREERNER,
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FAEARIPANEZRARE

FAS BI2R AT UE FAS BB ATERHR LR (HSM) RZEEMTF AR (TPM) hiziEfasA. Citrix BIERED
BT ROEMTIEBFARTAETE TPM fsRRIFFALE; MEIFE “BiA IEHiERI 2R,

B, STLUSAPIEBFATAFMETE TPM ¢ HSM . FRrEEBREMRIL “FRISH” BREM, KENZED 2048 (i,

EMET

FAS BRSZSiRMIHIFANEKEMZTNEMGAT, XEATARTHEREZMNENEN.

ERGRNRMEEIR

FAS hEiE—Lini2 BIRTNEE (IHELIE Kerberos) MTA. “AER A" 5 FAS EBBAB T EHINR, [
FARLEIR ISR,

Citrix Virtual Apps. Citrix Virtual Desktops #1 VDA EiE5

—Mems, MR FAS BBAR=E Delivery Controller #1 VDA EEGRMNZRLEE, R FAS“ERUH" AaEik
“Active Directory Z#3”, Controller #1 VDA BEBAFNREEREHF. NAEHEZEEMEFEE,

211 Windows fREZRLeM

FRERSSMULERMBEMER, HREMENAMENHHRZNRG. MFReXBUEEMEHRSFEREETREHY
BUE, HFAEIERMLE IR E I R,

RS s Z B S EH AT R eMFEETETEN L.

AR AR E RGP RDP, AR, NEKRAPIKAFITEERER, CENTIERMATANRNERRIKAE
U,

BXES
o EMECER FAS REMEENTESE R,

o MEERREHW—XNET FAS (FREHT,
o BREE—XHNET Hith “RIFHE" XE,

iR T Windows &R aj#t

October 9, 2020
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AXNAT AR ERIEBHN/HEERERN Windows REMBEMHERES. JUEAXLERSRENEINSH

FAER Rl 1T FE HEBRo

IEBHM QAR

Windows Active Directory #ipfi R EE R ERNERMIEBHN 2 MERTEE,

o NTAuthiE$7E65: B34 Windows #1TBHIEIE, HFUGENRMA BAIES (B, R EMIEREE) FEH
MANMKEE NTAuth ZiEh, EEEXLER, B5E certutil BEHHALT#<: certutil -viewstore

-enterprise NTAuth,

o RIEBMFENEREME: —RMES, IEPERRGRERESEMES, FHit, OREAERIERE, FRIEITEN
LR REERFEEBAAEEXEIER, RIEBSAUTFRIEIEREED, MERE - MEBLAITF NTAuth

FEF,

o BRIEPT ERBMARE: AJLUE Windows BB A38%I360E EKU LUK EMIEHHRE. 15207 Microsoft sxi4:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-

R2-and-2008/ff404287(v=ws.10),

TR R RS

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

X509HintsNeeded

UseCachedCRLOnNlyAnd.

IgnoreRevocationUnknownErrors

iR

AN, IEBXRABESRRERT BEHRE (EKU),

BIMERT, Windows &5diSis R a7 RSA g
BOIERMA. METRERZI IS,

BINMERT, Windows 2idiSisid BBHIEH. ik
RBEEZIIES.

B A E L 5 19 381,
MREMEBFEEM—MEF EAEEH (UPN), siE
BURHE, ST RIFRFFaiEER Windows
BRI

ZHRENE (BREESEHELIRE).

o HIERIRHER: FIERSB\UNEFIELM SHIEHIZ” IES, 788X Kerberos E# T B HI0IE. RIUER
“EHITBENIER M ATEE " MMC SR8 T3 R RIS,

UPN & #RAEFRSY

BYAPIEREEREEREMT BERaE— —mAF EEZFR (UPN),
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Active Directory &89 UPN & 75

ZINE R T, Active Directory RIS MNEBE P #MAE B EE R <samUsername>@<domainNetBios> #l
<samUsername>@<domainFQDN> gy &tz EHIkazt UPN, =T FQDN #FaiE1E#A RootDSE £ B,
FER, BMAFTUEEZE RootDSE FiEA#Y FQDN bt

tk5h, Active Directory fEMBAF#MAEER UPN # altUserPrincipalNames, XEZ2AFIEEZAFH
UPN 8 LDAP %8,

% UPN #Z A8, Windows E5Edaig (BURTIZER UPN #03i2a0iRg)) hEHRER UPN, AEEHER
UPN, RSB LEH, MEEHIE UPN, XEa] LUET EIM ey E i,

IERRRETARSS

MREMEBAEEE UPN, Active Directory 88 BTEiEm S LEN A RIER R x509certificate B
RERRED, ITENAIUEZRSTALESE GUAERT, ERMNEPER), UERAFFTLESES,

A mAF RE—NETLGEE AT MRS REE H BRIV EBRIFE R ER L IR AP Ko

MRMPEESZ MR, FEBAFRBHIEEE, Active Directory rootDSE 15 EIE B IRESMME, ZRSEE
HUF2BERIHENL, HEEMPAEBRE x509certificate BMEMNEEMRE. STLERHENNETFIERREXR
MBERERHPAF KA,

I R H 8

LHBEREESMEREHEN, EEHETATEORIEAEEHSEREEER, XETUBAHRRAT.

IS BRI R

Zag%l Windows fERFEER Windows g FIgs# T & R, AT LUBE AR E Imhosts XF(\Windows\System32\drivers\etc\Imh

REHXEE Windows it EHERBEIEHIRRYIR,

ZUBBEEFE—TEA Imhosts.sam BRHIN . HRBRE—1T:

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Heh, 1.2.3.4 3 mydomain g5 & dcnetbiosname BigizHilasHy 1P sk,

EHEmE, Windows BV ERZESER mydomain, EEE, ERiEXE, BIERIES,

IRBIEFEE R RIS 23

EFRAF, Windows BERILiZBFEZMNIEIEHI2RIEE—N MSDOS BT 8, BEEEZTE, ERISSIRTED
Him AU TH<: echo %LOGONSERVERY,

550 1A XN B EEHEEL S RO TR,
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ERKFE&EN

EﬁlM‘E/R-F, Windows iz Hlgss A B ARSI A BEZEE, TTEARRRESTER RSB DA HEIZ R H#
’fT*fE%lJo =F ﬁﬁfﬁugﬁhrﬁtﬁE/uqu:q:‘iﬁﬁgﬁﬂ‘ﬂ']?ﬁ:ﬂu = |_.o

=] Local Group Policy Editor [= o]

File Action \View Help

e 2@ = B

= Local Computer Palicy |~ || Policy - Security Setting
4 & Cemputer Configuration | Audit account logon events Success, Failure
[ _ Software Settings | Audit account management Success, Failure

4 | 'l'"l':il'ld'JWS Settings Z ||| L Audit directery service access Mo auditing
Ir Mame Resolution Pelicy ] Audit logon events Success, Failure

=] Sf‘iPt_’- ﬁta”f‘Pﬁh“td“"""] o] Audit chject access Ma zuditing
= Slr-curlt}'ﬂd‘hngs. . [ ] o] Audit policy change Success, Failure

4 -8 A’.cmunt PDIIEIES_ 41| Audit privilege use Failure

b q Password Policy " | Busclit process tracking Me auditing

I L Account Lockout Policy ; .
| Audit system events Success, Failure

I+ [ g Kerberos Policy
4 g Local Policies
b Audit Pelicy
I [ User Rights Assignment
p [ g Security Options
5 AfnAmur Einss W suiiths Arbismead Cam g

IIE:E’BJ.lIE E 10N
OB IERERIE

MRFEHEFIEBSH A DERIESR (RREEMAAH), WaTLLET U THLRIEEAMM: certutil -verify user.cer

BH CAPI BEIZR

EEEHSMAATEN L, THFEGEESRHBA Microsoft/Windows/CAPI2/0perational Logs BIHEIZRIN
fEo

ATLGEE CurrentControlSet\Services\crypt32 FEEMERIIESI CAPI HEIZRIhEE,

& gl

DiagLevel (DWORD) #4451 (0 % 5)

DiagMatchAnyMask (QUADWORD) EfFEESS IFRESEMER Oxffffff)

DiagProcessName (MULTI_SZ) FEHREBIOLIE (130, LSASS.exe)
CAPI B&
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HE

e 333
IR
X509 3R

BOUEIE AR

HEIRHE

HIRART:

IERAREIE

IERREREHIR

IEBABHEIR

Kerberos HE

WA

&7 CertGetCertificateChain 89 LSA (14 R)
#5 CertVerifyRevocation #9 LSA (21F4R)
TR T, IERFIER B #HFIR (CRL) i3
AppData\LocalLow\Microsoft\X5090bjects
#5 CertVerifyChainPolicy 89 LSA (8iF5%)

WA

TEER T BN EREBFMEM eI ERIEBFMERE
IERRERERIETR.

FTEMIEF CRL & =i8TE ML FEERE+HY CRL,
NREFNITRIEINE, NWRMELERINER. ESHEIE
BHRPEMEIES .

ERFERTER. W, EBFERRSI|EPHE
BRiIEB.

EFH Kerberos BEIRR, BEEEHSBNSLALITEN LQIBU T EMERE:

BB Value name ({&&#F) & [DWORD]
CurrentControlSet\Control\Lsa' BE4%3! 0x1
CurrentControlSet\Control\Lsa\KéeHzDebFalarakters Oxffffffff
CurrentControlSet\Services\Kd KdcDebuglLevel 0x1
CurrentControlSet\Services\Kdc KdcExtraLogLevel ox1f

Kerberos BEIEREHEIRASEHATH.

o “FEEIER” FHENEEBRNIZHT,
o TERMHERABAGEEMNRE, AR

- KDC_ERR_PREAUTH_REQUIRED (BTFmaskaEEH 2IAREHIzHI2R)

- RHHHIR Ox4b

© 1999-2020 Citrix Systems, Inc. All rights reserved.

123


/zh-cn/federated-authentication-service/config-manage/troubleshoot-logon.html#certificates-and-public-key-infrastructure
/zh-cn/federated-authentication-service/config-manage/troubleshoot-logon.html#certificates-and-public-key-infrastructure

BE 5 IIEARSS 2012

EUNAT AP ERIERERIFITHISSN TFl M ESHR .

o 1BiEHI28 CAPI2 BE

HiEHlRReAE

Virtual Delivery Agent (VDA) &£ R7&
VDA CAPI B7&

VDA #4£BE

iz sE CAPI2 BE

BRIED, SIEFISRBRIDRARENLES, MERUTERAN—RIIBERE,

Operational Mumber of events: 6

Level Date and Time Source Event ID  Task Category

I Information 21/06/2016 15:14:54 30 Verfy Chain Policy
{Dlnﬁ:-m'iatian 21/06/2016 15:14:54 CaPI2 11 Build Chain
{Dlnﬁnm‘iation 21/06/2016 15:14:54 CaPI2 90 X509 Objects

(i) Informaticn 21/06/2016 15:14:34 Capiz 41 Verify Revocation
@Int’or‘mation 21706/ 2016 15:14:54 CAPI2 40 'u'n:_-ril‘)r Revocation
lG)In!'l:arr\rmatiﬂn 21706/ 2016 15:14:54 CAPI2 10 Build Chain

RAEHBETHREHIEHR EER sass.exe, MIRHE VDA iRIEHIEHHE—1 5%, HIRIEEANME (B1FFH).
Z5R&E5H “ERROR_SUCCESS”,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]

- Certificate

[ fileRef] 23BCBSAFBTF18787ADAAADSCEFDQCCT505C41T6F.cer
[ subjectName] fred
- CertificateChain
[chainRef] [FFO3F7S9B-52F8-4C93-877A-5DFFE40B9574)
- Flags
[ value] 0
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe
- CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT76-9B1C-49FEDTE6318F)
[ SeqNumber] 1

- Result
[ value] a
HEflRLeAE

HEHIRET—RIBREMN, XBEMFH 4768, HA, IEBATFLH Kerberos Ticket Granting Ticket (krbtgt).

FEWHERZEERAEE R ETATHITE MRS RISRMRSSEBAITENKS, FHERZEETRIERE
ERE T EERATEIHSIEHR T B HIIENH krbtgt AFIKF,
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Keywords Diate and Time Source Event ID  Task Category o
‘az‘,-ﬂwdil Success 21/06,/2016 15.14:56 Securiby-Auditing 2624 Legon
A, Audit Success 21/06/2015 15.14:56 Security-Auditing 4624 Legon
C&‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations
oY Audit Success 21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service
©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations
ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
gk_.ﬂ«udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon
@, Audit Success 21/05/2016 15:14:54 Security-fAuditing 4624 Logon v
Event 47638, Security-Auditing x
General | Detsils |
@ Friendly View () XML View
+ System
- EventData
TargetUserName fred
TargetDomainName CITRIXTEST.MET
TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceMame krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-302
TicketOptions  0x40810010
Status Ox0
TicketEncryptionType(x12
PreAuthType 16
IpAddress ffff: 192,168,010
|pPort 49348
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001 D1 FCA2ACI0F36879CEECOOO000001 D1 FC
CertThumbprint 23BC&SAFBTF18787ADAAADSCEFOSCCTS05C4176F
VDA Z£HE
S5&REHENMN VDA ReHiZHERRE winlogon.exe %4 ID 7 4648 M5B,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
€| [T ¥
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System "
- EventData

SubjectUserSid 5-1-3-18

SubjectUserMame VDATSS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000)

TargetUserName fred

TargetDomainName CITRIXTEST

TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  Ch\Windows\System32\vwinlogon.exe

IpAddress 192.1658.09

IpPort 5117 W

VDA CAPI BE

Itt7= 51 VDA CAPI BE R T [sass.exe & MEMBEMIGEINF, BATEIESEHI2EH (de.citrixtest.net).

(1) Information 21/06/2016 1314:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 13:14:34 CAPI2 11 Build Chain

(1) Information 21/06/2016 13:14:34 Capi2 90 X309 Objects
(j_j Information 217062016 13:14:34 CAPI2 41 Verify Revocat...
(i) Information 21/06/2016 15:14:54 CAPI2 40 Verify Revocat,.,
(1) Information 2062006 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA R HE

BT Kerberos BEERY, 24 AR E IR KDC_ERR_PREAUTH_REQUIRED (AJLLZ2B&) AKX Winlogon
2R Kerberos R INNEE,

(I} Infarmation 21/06/2016 15:14:56 Winlagon 7001
ll;l'Ermr 21/06/2076 15:14:54 Security-Kerberos 3
< il | 5
Event 7001, Winlogon »
[ General | Details |
®) Friendly View () XML View
= System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEESE383-TCF3-4331-21CC-A3CE16A3B538)
EventlD F001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 >
- Timal raatard
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RABFHEIRHER

ATFHTE Windows ERTTHE LBAF BRHEREIRER.

ETHHEIRER

TR P BB RD

RETFULEER, TERIEENER. /AZFHZIER

RATRLEER. BT EHNEENEEREBFARE.

BERHEIR

BXER

WEANMSE

HENBEEREEERNERFE, 8 Kerberos
EHISIEL T IEE, SRR Kerberos EFE45

TR RIEIEHIEE, HEBITHFIBREERILED, TEX
FSEER BRI, /1 “Kerberos SAIIE". “taizl
BHMIIE” 5 “HITHIRR” I ARIT SR, HIRME
BEERFS—E, BMEENEIEBREEXMI LML,
REAMITEN EREREEBNRIER. ESHE LS
TR FAELRZEH,
XBEETRERBRKEIER LY RS, & RSA %18
K5 ()NF 2048 i),

o NEREEEREENE: http://support.citrix.com/article/CTX206156
o BEEEEREMR: https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-

server-2008-R2-and-2008/ff404287(v=ws.10)

« B CAPI BEiE2R: http://social.technet.microsoft.com/wiki/contents/articles/242.troubleshooting-

pki-problems-on-windows.aspx

« BA Kerberos A&IER: https://support.microsoft.com/en-us/kb/262177
« BEXBEEE=FIEEMENHMERAEEEERNIESEN: https://support.microsoft.com/en-us/kb/

281245

PowerShell cmdlet

December 20, 2019

AfERES SHIIEARS (FAS) BEEH S RITEENBE. Fid, PowerShell REHIRME T ESHERER, When
you are using options that are not available in the console, Citrix recommends using only PowerShell

for configuration.

U Tea$ 55 m FAS PowerShell cmdlet:
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

7£ PowerShell O, AILUER Get-Help <cmdlet name> 27 cmdlet #EENE S,

& % FAS PowerShell SDK cmdlet ¥ i¥ 415 &, &£ @ https://developer-docs.citrix.com/projects/
federated-authentication-service-powershell-cmdlets/en/latest/.
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