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d) EEM
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LRSS HIIERS

HFR2ERE, Citrix BIUEBKE BBIIERS (FAS) REEETARSE L, HEMRSSENZ D S5EH B IEHM
ENADEMBIRIP, ATLOEE AT AR Z—%%E FAS:

« Citrix Virtual Apps and Desktops R#i2F (i ISO B BhETHIBRRE MBS B MRIERSEH) , =
o JR37 FAS RERFXMH (T Citrix FHbS _EU MSI X RE)

X RELTA S

- BRESMNIIERS

o AT FAS #17E&EEER PowerShell &5t cmdlet

o FAS BEim414

o FAS A%Em#ER (CitrixFederatedAuthenticationService.admx/adml)
o JEPRIR S

o MEEIHESBMEHAE

F+4% FAS
ERILLES At A% FAS AREIEBIRAE, ARZE, HERUTE:

o MITRMUFARE, BEREBEFHE FAS )RSB[IRE,

o IESUTEFASR FAS ZH1XHF FAS EiEizHla

o FRARED— FAS RS B[IREZTH. MRBATERKESHRIERSSH StoreFront BRS588 LA IRMERARS
%, APBTAERIBINABERF.
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EBnhFR, 3EER Citrix Virtual Apps and Desktops REFZFIIHIA FAS REZF MR RE FAS,

7= StoreFront B EH /S A FAS

AR
MR FAS 5 Citrix Cloud #BEEH, NEFERITILSE,

7t StoreFront 5 LS8 FAS £/, BERAEEAKAEITUT PowerShell cmdlet, (RN AEFEEFRMN
B, 5B SStoreVirtualPathe

Get-Module "Citrix.StoreFront.x" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider "FASLogonDataProvider"

<!--NeedCopy-->

B 1HE FAS, EERUT PowerShell fzs:

Get-Module "Citrix.StoreFront.x" -ListAvailable | Import-Module

S$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService S$store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -
VdaLogonDataProvider ""

<!--NeedCopy-->

foE Delivery Controller
AR
ARV FAS 5 Citrix Cloud iR, MWEEHRITILHSE,

Z{FEH FAS, BB E Citrix Virtual Apps =k Citrix Virtual Desktops Delivery Controller U{E5Ea] 5 HiEEN
StoreFront BR5328: i51T Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true PowerShell
cmdlet, RF|RIBIESMITLZIE, MAE =P Delivery Controller #£.

=i

EREFAS 5, WAERTEPRHEIAREIEIRIEEARIED FAS RS BNTERERS (FQDN).
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5E:
HIRIERZIEM StoreFront RS &ML EIZIER Virtual Delivery Agent (VDA) E&418R8Y FQDN i&E, &
BT A SRR R A HIRSE B EH RS-

AERER, UTTRAERANEERNMRBUNBTFHREEN; BR, XHFRHLEN. RE StoreFront fRS328.
VDA LIRIEFEIETT FAS EIRizHI a0t BN EEZIMERE FQDN 5%, FASBIRIEEI(F. BSRTRE 6,

$EL TRET FASWARS % L, 3 C\Program Files\Citrix\Federated Authentication Ser-
vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx # CitrixBase.admx X # K &
en-US X3k,

PolicyDefinitions = = -
:(-:. * bt | J < Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v Gl | Search PolicyDefinitions »p |
-~ * ifi W iz
49 Favorites MName Date modified Type Size
B Desktop _ J en-US File folder
& Downloads - || CitrixBase.admx 19/ ADMX File 2KB
:-'J- Recent places | CitrixFederatedAuthenticationService.admx 19/07/2019 12:28 ADMX File 4KB
&> (M This PC
v
3 items

SR 2. BXLERREHTEREHIESI2E, HIFEKER C:\Windows\PolicyDefinitions 1 en-US F 3¢5,

H$1 3. iz1T Microsoft BIBiz4lE (FEHSITHEIT mmc.exe), MEBEEAERH > FN/BIREER T, &
AR EIRRIEES,

HIRTRNARBENREY, EEFRE, ARERRIAIER, 5E, U UERTERENTRENFIREIERHETFAENE
BEX R, HMmEIE{THE% Citrix 3 (VDAs. StoreFront fR$538. BETR) WFBEITENAERRE,
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&8 File Action View Favorites Window Help

Consclel - [Console Root]

= 0 X

e @ = B[@ Select Group Policy Object [x
| Gaa ” Neme Welcome to the Group Policy Wizard — | Actions
— More Actions 3
ou can select snap-ns for this console from those avalal
«tensible snap-ns, which extensions
© R S Group Palicy Objects can be stored in the Active Directory
Mvallsble snap-ns: aron & bcal computer.
Snap-n ven Use the Browse button to select  Group Poiicy Object.
S Device Managsr Micr 2 Fok
& orce M
=4 Disk Management i
7, ons Group Policy Object:
FaEnterprise BT = | |
{d]event viewer
IFolder Micr E
2 Group Policy Management M I
[ Group Policy Management Editar Micr
ﬂ&ml’aﬁcydbjectm M i Domainz0Us | Sges lp]
[/ Group Palicy Starter GPOEditor  Mar - -
(G Intemet Information Services (IIS... Mer | Lookin: [ cirest net v BmEE-
'?IIPMJN":?M — 15 Domains, OUs and inked Grous Policy Dbjects:
. |
Description: =) Domain Controllers. ciridest net
This snap-n allws you to edt Group Policy Objects whid E¥) Defaut Domain Policy
or stored an a computer.

FE 4. SMBUT “THENE S/ RS/ BERER/Citrix A/ FHRIE" THBE FHIIERS KK,

i File Action View Favorites Window Help

e a2 HE T

[ Console Root
4 |=| Default Domain Palicy [de.citridest.net] Policy
4 P& Computer Configuration
4[] Palicies
b | Software Settings
B ] Windows Settings
4[] Administrative Templates: Policy de
4 [ Citrix Components
| Authentication
b ] Citrix Components
- [] Control Panel
b [ Metwork
7] Printers
] Server
] Start Menu and Taskbar
b [ System
t [] Windows Components
[ Al Settings
p [ Preferences
4 4, User Configuration
4 || Policies
b ] Software Settings
b ] Windows Settings
4[] Administrative Templates: Policy de
4[] Citrit Compenents
2 [ Citrix: Receiver
[~ Client Engine -

W 5|

B

Federated Authentication Service

Federated Authentication Service

Edit zelicy setting. ) Storefront FAS Rule

| In-session Certificates
Description: |i] In-session ic
Servers running the Federated

Authentication Service integrate your
Citrix enwvironment with your Active
Direckory infrastructure to allow users
to log in with nen-Active Directory
credentials (e.g. SAML assertions).

I you enable this pelicy, you should
specify a list of servers running the
Federated Authentication Service
using their DNS addresses
[usercredentalservice.company.com).

<] [

"\ Extended A Standard /

More Actions ]

AR

il PolicyDefinitions x40 CitrixBase.admx/CitrixBase.adml ik 8, “Bt &SR IIERS” 5

© 1999-2021 Citrix Systems, |

nc. All rights reserved.



K& B HIIERSS 2109

BIRE R GPO FAIM. MITHB 3G, “KASHIIERS" FHRERE “ERIRIR">Citrix AfF>“Z

RIIE” XTI,

SRS, T “BEFMIIERS” KX, HiEFEBEMA, XRAFEEZFE TR, UEE FAS IRS52889 FQDN,

&

E Federated Authentication Service

() Mot Configured Comment:
®) Enabled

O Disabled
Supported on:

Options:

Federated Authentication Service — = -

Previous Setting | | MNext Setting |

List the installed servers in yo DMNS Addresses

DS Addreszes Show...

Walue

fas-1.citridtest .net]

I 6. I FAS BRs22389 FQDN,
BE:

MREMAZA FQDN, WHIRMITEHAS7E VDA, StoreFront BR5588 (S15RAE) 0 FAS AR5 283 ERmIR

F—%. 5EHARKKE,

SET. PEHERY “AHRK MSHUAMRATHARKER. SURFZEENBHDNITEN (HEHSTHRIET

gpupdate [force) LUFEXR4EK.

© 1999-2021 Citrix Systems, Inc. All rights reserved.
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RERTH

LEREEEERFE VDA 2IEFRUENIEHRE, RREXFTERNIES. AREAIEBURENENEFER. RIEFH
IERNELREERABRTEIZMERIERH FAS INATFERIERERIEBRA A, BEESREENN.

A In-session Behavior o x

BRRERAIEREF A FAS AIE#HZEAF M VDA 21EHE1T.

BRBERZRIEFHMEL FAS AIE#HIZIETT,

R
MRIRBEEEA, RAEBEAENRARTAFRBEATNAEFERSIETIEBHAN. B=TEm:

s TREEE — AT RERR 2R HEMERNLSA.
« BWHERE — 8 NETHEFREIMETEERE/AMLA.
s BSERE — BRREHRER, REBNBTRIETRHMEER.

EEEN

NRBALLER, NWEREENAITFIRRIRIERFEMNK (UMM, FN, BK 300 78y, BREUSRES#
BE—RET. BEERTESRRFERALETRBF.

BUTE B T &R

NREALLERE, WHAFYSERRN, BRNSIEEEoTER, LINEERET EMUT “BIREEENRTEE" K
BT R, FAXNFAPEE Active Directory EREIRBHNBRIEEEH.

=W

BER T ERRIGERT VDA ERFE 21,

ERKE B RIERS EIRITH B

© 1999-2021 Citrix Systems, Inc. All rights reserved. 10
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AR

B FAS BIBiIT4| 8 EATF AL HEE, B2 PowerShell AEEMETELSHKEDT, B* FAS PowerShell
cmdlet W18, 5205 PowerShell cmdlet,

FAS EEIZHIG1EN FAS —ER0RE, KT “FR” Re2hER—PEN (Citrix REFHIIERS) .
BAEREEEY AN, ER5ISERRBBIEPER. REIEBMANAGLURIRN FAS £BZIEBRA TS IE,
WA LR FRARET AFohemEF— LS E,

BAINERT, FAS EIRfH G rIEREIZAM FAS IRSS. MRFE, ERILEREH 46 LANERIHMARS 33 1EEE

g i e

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Deploy certificate templates

Deploy the certificate templates in Active Directory.

Set up a certificate authority Publish

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

EBBIEHER
AT BRRESHMRGMERIFYER, FAS =RHT =1 Citrix IEBERUEE B2 ER.

+ Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
+ Citrix_SmartcardLogon

@#7iE Active Directory JEABX R, BERERE, AEREHE.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 11
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Imnportant:

When you click "CK" the following certificate templates are
deployed to Active Directorny:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually. For mere information,
consult the online documentation.

| ok | | cancel |

AITERE FAS 2238 XML X1 (B%F.certificatetemplate ' BR) kSRS :

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

(©) » Program Fies » Gt » Federsted Authenticaton Sen Vo

INRTRNREXLERIR M, BEFHIRHAEH Active Directory B2 R,

EFRREXLEER, ATUMBEEREIRMXHKPIETIUT PowerShell &<

1 $template = [System.IO.File]::ReadAllBytes("$Pwd\
Citrix_SmartcardLogon.certificatetemplate")

2 $CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

3 $CertEnrol.InitializeImport(Stemplate)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

CX509CertificateTemplateADWritable
6 Swritabletemplate.Initialize(Scomtemplate)
7 Swritabletemplate.Commit(1l, S$NULL)
8 <!--NeedCopy-->

Swritabletemplate = New-Object -ComObject X509Enrollment.

© 1999-2021 Citrix Systems, Inc. All rights reserved.
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1% & Active Directory irpRs

R%& Citrix IEBEIRE, BAE—THZD Microsoft RWIFBMENMRS BPEHBEN]. BESHAEXNARE
Active Directory IEHAREH Microsoft scik.

MRAELE—BRSFELLBER, WERKBIEBMANERELFBEN. BBIUAENEBEBMANENARS
PHATILIRIE,

(AT LU Microsoft SEBIMENIGIHIE ZA5TE-BHIR.)
s Set Up Certificate Authority | x|

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_Registrationfuthority_ManualAuthorization
- Citrix_Registrationfuthority

- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator.

This step can also be configured manually. For meore informaticn,
consult the online decumentation.

Certificate Authority:

ca-1.citrixtest.net\citrixtest-CA-1-CA |~

QK | | Cancel |

RINEX G B D WIERRSS

Ltk BS D FAS BUiEi, BBiEH &8 ER Citrix_RegistrationAuthority_ManualAuthorization #iR£EE—1
IEHER, AEBEHRXIBTRBZEREBMENEZ—,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 13
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& Citrix FAS Administration Console - connected to localhost = = =

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate t

The required templates are d Click "OK" to submit a certificate request for a Registration
Authority certificate to the selected Microsoft Certificate

. Authority.
\/ Set up a certificate

The CA Administrator must sign in to the Microsoft Certificate
Authority console to issue the pending request.

Deploy

Publish

The authorization templates

Click "Publish” to publish they For more information, consult the online documentation.

Authorize this servi Certificate authority Authorize

ca-1.citrixtest.net\citrictest-CA-1-CA

Create an authorization certi

Create a rule Create

A rule defines a smartcard-cl

You have no rules configured.

EREERE, ZERBEETRE Microsoft SEBMRHAGIEHI & BHEERMIERTIRF, 1R FAS itENKF REER
BER. IEBMERNMERROITCMETHELIZIEK, AETEEHEEE FAS.

FAS BIRIEHI SR 2Rk “TekEE”, HIEEAEFMESELNIE,
£ Microsoft IEBMANMEHI &, ARBETMEES, AEEFMESUELIERIER. WREFMAE, N FAS EE
ERIARERRIGER, MREFEL, WEHERBETHERER.

File Action \View Help

s 7| 6= H

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citritest-CA-1-CA et e e 99./07 /9040 0. CITRIXTEST\FAS-15

] Revoked Certificates ons...

[ Issued Certificates Refresh Export Binary Data...

| Pending Requests :

[ Failed Requests Help ssue

[ Certificate Templates Deny

<| n >

Contains actions that can be performed on the item.

FAS B2z &= Bttt S 2R sTaRtEl, XAIRERE /L2 #H898tEl,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 14
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w Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup | Rulesl Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

J Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

Authorize this service Authorize
There is a pending authorization request on ca-1.citrixtest.net\citrixtest-CA-1-CA.  Cancel request
A rule defines a smartcard-class certificate that signs users into a Citrix environment.
You have no rules configured.
ECE NN

FAS R fERMNIIZ StoreFront BYE<LRENMA B FEER VDA BRSEREANIER. 8 MRNRKEERETSE
KIEFHH StoreFront frS588. XEARSZBFJAILUARIAFE, UKRAEAE(NR VDA itBE,.

FAS ZVFEEQNRMEE — MMM, HIBINEIESZ R “default” B9, RARINERT, StoreFront 27EB R
FAS Bt iER &7 “default” B9FRMI,

AT LRI fth B E AR S | BARMSEBERMMAENG, HEEEEREETRNBENIR, TG XERNIE
BERMHTRE StoreFront ARZ 25t Workspace £/, /R “ARREE" ETREEE StoreFront IREZ IS IRA TR
ERBEE XM,

BEGE (AN ST EVSIZAN) UEANEAS, ZRSHEEATEIZMNNER. “AN” Em+
RETSMNNEERES.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 15
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“ Citrix FAS Administration Console - connected to localhost I;li-

Initial SE‘tUp Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix envirenment.

+ Create rule

Default C W Summary
Rule name: Default
Status: oK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.citrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured
Restrictions: Not configured
Cloud rule: No

BSSWEUATER:

Template (1&iR): BTFMERFIEBIIERER. X2 Citrix_SmartcardLogon #ik, HEBKEMEIE (&
BENEBIER) o

Certificate Authority GEBMEHM) . MERFIERFIEBMENM, ERBARIEBMENE LR, FAS 2%
RNZMEBMENA R FHRERBMOHTE,. WTFEERNIEBMENN, BERERSETR “EiRTR. ES
FIEBMENEEE,

In-Session Use (£iEH#EMA) : Allow in-session use (AFSIEREHA) EHIEHIEERT VDA GE2EAILUE
FBEF.

o RIERAFSIEDFER (BRIA, BiVER) — EBBNBETERREREE, HERPEHTEHEIERETNA
BHEH,

o BERAFSIERER — BPEHTEMIIEEERARNER, KEHEFL FRLERIET, M VDA £i1EHiF
BIKEIR (B0, Intranet Web ibsmaixxbH=) ATLLEE Kerberos B S &RitiTihiE, Rt EEERSE
FEH,

NE%ERE Allow in-session use (AFESIERFER), WEXFERA In-session Behavior (£iEH17H)

EARBHRBEN AT VDA, AlE, EERERIEFHRETERFNTMANLEREFEXS, UHNBEFER.
W, MREFEE VDA £iEF3 Web ARS 2317 TLS SHLIE, NE@EE Internet Explorer SEHES,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 16
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Access control GiaizH]) . WIRSGERBT AR ERREIMEETENIEBAE StoreFront RS 2B ENHIT
Ro WNFREXENE, ERIUARMEIEM AD WWREE,

BE:
Access control (AinlizHl) REWTFLZEMEXETE, FILATUEEMINUEIE,
AE:

MRV FAS BRs388 5 Citrix Cloud #EER, WEZEEREHEEG. HE MM Citrix Cloud B, 3%
28 StoreFront iA1E4XR, &a1 AT Citrix Cloud Fzsith#EFERY StoreFront ERAMERAFN, ZZH N2
i StoreFront ERRY, {H=RE StoreFront iARITR,

BRIMUR (BRI “MiS51”7) BIELFAERME. Alt, EXFAMRNKRTRIF Storefront BRSEFHITHIIRIE.

Securty

(Group or user names:
ElSTF—1 (CITRIXTESTWSTF-15)

Pemissions for STF-1

Assert |dentity

Restrictions (fR&!): SILUZRAF A FAS #9 VDA i+ EHMMFIR UK BT LUEE FAS A IEBMAR TR,
o E1E VDA SRAVFIEISEWLE VDA rTLUER FAS it P #1TE SR, VDA MFIRIEZIAIRE NI EN.
o BEAPNEATFEIEEHLRF T LER FAS 233 VDA, AFRMFIREBEIASE REEF,
AR

1R FAS fRs3285 VDA AR BIEAE, NWBUEeRBRIARS,
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KA 5 HEIERSS 2109

e |

EI'DUD ar user names:

' A Domain Computers (CITREXTESTDomain Computers)

Permissions for Domain

Computers

Rehving Party

© 1999-2021 Citrix Systems, Inc. All rights reserved.
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Securty

GI’OIJD ar user names:

Domain Users (CITRIXTEST\Domain Users)

Pemissions for Domain Users

|User Authentication

=AM #57RM Citrix Workspace IS H= R @B M AHN, ZE#%F Citrix Cloud B, BJLUEZEEATF Citrix
Cloud B9, 1koh, 7EIRIEERES Citrix Cloud 5 FisEEZEHES Citrix Cloud /5, EERUEXIZIAM.
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Initial Setup |Ru|es | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

\/ Create a rule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

E$#£3 Citrix Cloud

a AR Citrix Workspace. ¥ FAS AR$528i%#%% Citrix Cloud, 1E2#X5E Citrix Workspace % &,
1. 72 “EigE” SR RERE) Citrix Cloud 7, gEHiEs.

£ Comectto Gt Cloud o x

2. (A]i%) EREEEINE. FJLUEREE “Citrix Cloud” (B3A). “Citrix Cloud Japan” g “Citrix Cloud US
Government”,

3. BEER, ARCAEERINEZEFNEEZEERE Citrix Cloud,

Citrix Cloud"
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4. EEREFKF (MNRER), AEEEREEE FAS RSB|BOZRMUE, BERE, ARXAHBIAED.

mmmmmm

5. 72 FAS BBzt ad, EEEM Citrix Workspace IR S A TS EM AN, LA SR %E e
B, (T “MN” EmRH, SEFREIZNMUNANER “R7)

6. 1 “WE” ®EIkH, BiHEsemUsER Citrix Cloud &,
Citrix Cloud =34## FAS FR328, HIEHER7E Citrix Cloud tkFH “HIRME” TiE Lo

M Citrix Cloud BrFFiEsE

M Citrix Cloud Z B &+ #ikk FAS BRS28 (A0 Citrix Workspace XEHFrR) 5, iE7EEEZE Citrix Cloud
FRIEEE A,

=REE

December 28,2021

FEDPHXERMET XA FHIRIERS (FAS) WEAREEMERES.

BXES

« FAS WLEMNIBIRENEESE R/ N L ENLE 3G
o HEFRREN—XEBET ETBMH FAS AREN, HRETEAAMSESRNERENEXIINENTEE,

IERMANMECE

December 28,2021

BN BEE B MEIERS (FAS) WEREE, UESIERHANG (CA) RSBERM, XLERBDNENZHERT
FAS E1Bis4laiF, XLiHAEBIGERA FAS Frizta PowerShell APl, EHITAXHEAHBEZE, ENE
& PowerShell Emt&IiR,
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REMTF FAS 19%1 CA BRSS 28

R AT B ARG, EF FAS BIBIEHIAREREZ 1 CAK FAS,

% Edit Rule — O x

Edit rule "Default"

Template Choaose the certificate authority (CA) where user certificates will be generated.  Refresh

You can choose multiple certificate authorities for load balancing and failover.
Certificate authority

In-session use

Name Status
i )
Access control Template available
Template available
Restrictions
Summary

Only show CAs publishing Citrix_SmartcardLogon (recommended).

Apply Cancel

1EEZRMNERE CA #& 6 Citrix_SmartcardLogon iEBHER  (SEMM R EAEIR) o
MREEFERMNEN CARRHBAABRR, BEXZ CARITIREIERBIMANESE,
AR

BEFNED CARITERLRS TR, AAELTBEREERRSGER A LUEER CA RER.

FHART AZEN

£ECE FAS IR558:MZ 1 CA RS 28E, BEMBEREN CA RSB ZRINEAFIEBEMES. I, MREERN
CARRS82Z—RERFE, N FAS BRSSIFIREISZ— N BRI CA BRSS 85

AcE Microsoft JERMA MM LT TCP iAia)

BUAER T, Microsoft CA 5/ DCOM #1Tihial, X2 SBEALMHABER LN NITERNIRE, i,
Microsoft {2t 7 — M Ff2, a1 A FIiREIE3s TCP %0, 7 Microsoft CA &, fEAF#4 > 517 > dcomcenfg.exe
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$77 DCOM BRE@EIR, BFAITEN > HAEBMH > DCOM L& L E T CertSrv Request (CertSrvigxk) s, ARG
¢w58 CertSrv Request DCOM M BEFRIEM:

CertSrv Request Properties L?2] x
General | Location | Securty | Endooirts | identty

DCOM Protocols and endpoirts

T ... defaull system protocols

Select DCOM protocol and endpoint SN

Salact the DCOM network protocol ssquence that you want to
=w— add Enierthe endpoint detals and dick OK when you have
firished

Protocol Sequence Cormection onerted TCP/AP w

Disable protocol sequence
Use defaull endpoints
®) Use state: endpoint 200
Use intranet range of dynamic endponts
Use intemet range of dynamic endponts

oK | | Concel

Leam more about jotiing ihese prog

oK Cancel

FERH ‘iR UARRSSER, HIEE TCP®OS (ELEHH 900),
BB Microsoft IEBMANAEHIRZIEBERE, MREET netstat -a -n -b, WZREF certsvr EHIR
%0 900:

TCP 0.0.0.0:636 LISTENING
[lsass.exe]

TCP 0.0.0.0:900 LISTENING

[certsrv.exe]
TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:326%2 LISTENING

FE FAS RS2 (FEMEMEECEAIERHIANMEITEN), BX DCOM AE—ME&EE RPC imO #1789
B, HEFIHFERER DCOM B, EEEZIEHARSS2E LA DCOM RPC Service, HiERipRFERN DCOM AR
538, X2SEYTHIRO 900, #H DCOM MRS aeT FAS BRSSBUAIFITIERE,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 23



BRE 57 IIEARSS 2109

FRE R A FIE

Y72 FAS IRSSB[BRMEMAF IR, KREZBEERFANERMIE, UTETHRNAENENHZ FAS RSB TM
[l (N

JXEX Active Directory B 1%5I&
AILLEIE & AD HIEA P FIRFMEEIXE (Fla0.csv XXF) SREAHBHEPERIIE, WMTAERMNTIIFIR.

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for
Users, leave it blank to search all
Sfilename = "user_Tlist.csv" # Filename to save

if (Ssearchbase -ne ""){

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter "," $filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter "," $filename

<!--NeedCopy-->

Get-ADUser 2— M RFEMAFFIRMIRTE cmdlet, WU ERAIGREE— filter 2EUUERF|HZ A UserPrin-
cipalName BikPik7SH “BERA" MWAF.

SearchBase S#Uig 4/ VEHFIERAFH AD 857, NREEE AD HFERF, AIHRIILI, 8. &Rk
ZREAEAF,

CSV EMF I TFIR:
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Bl user_list.csv - Notepad

File Edit Format View Help

"Userprinci a1NamE"H
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuser3@bvt. local”
"testuserd@bvt.local”
"ucs3B@bvt. local”

"ucs3io@bvt. local”
"jimeAn@bver Tasa1"

FAS FRss588

T&EH PowerShell MIZARAUFIERBAFFIR, HEIBEFIEBHTIR,

Add-PSSnapin Citrix.Ax

Scsv = "user_Tlist.csv"

Srule = "default" # rule/role in your admin console
Susers = Import-Csv -encoding utf8 $csv

foreach ( Suser in Susers )

{
$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( $server.Server -ne SNULL) {

New-FasUserCertificate -Address S$server.Server -
UserPrincipalName $user.UserPrincipalName -
CertificateDefinition Srule" _Definition" -Rule Srule

}
if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule'"_Definition" -Rule S$rule

}
}

<!--NeedCopy-->

NRICEE L FAS BRS528, WREMBERPIERRR: —REERSB[BLEN, —RIEREEBIRS R LS.
B LA —NE R “default” BN, MREEEREGANWEH (B0 “hello”), WRFEBEEIAHH Srule
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K

ar

=
Ho

Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default S Summary

hello S W I I
Rule name: hello

Status: (8] 4

Template: Citrix_SmartcardLogon

ENEMIADIES

MREFEAZ FAS fRs328, MAJLILET FAS RAGEBMARHMEERNAF.

WRILAER GUI EHEY FAS:

Initial Setup |Rules | Advanced Connect to another server

Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service

An authaorization certificate is configured.

Deautharize this service.

Publish

Reauthorize

\/ Create a rule

You have 2 rules configured.

Create

BT TRETE:

© 1999-2021 Citrix Systems, Inc. All rights reserved.
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1. RIEFIESEES: New-FasAuthorizationCertificate
2. BRAUTHSREINHFENEEM GUID: Get-FasAuthorizationCertificate

3. fE FAS [REBHFENLIFIER: Set-FasServer -Address <FAS server> —-MaintenanceMode
Strue

4, BEREHENGEP: Set-FasCertificateDefinition -AuthorizationCertificate <GUID
>

5. 1 FAS [REBIBHAIFIER: Set-FasServer -Address <FAS server> —-MaintenanceMode
Sfalse

6. MIB&IBIEAGER: Remove-FasAuthorizationCertificate

BXES

o LENMEE—E FAS RENRENTESEHF,
o BIEEREN—XEHET B RS B HIIERSHE,
o BREE—XNATHM “BRIFHE X&E,

FATRIRIF

December 28, 2021

ek

1WA

IEBEFMETE FAS BRS2 ERIMRANEIEEF. FIAMERT, i@ FAS BRSSBHIMKIRS K, 75 NFME XKD AT
REAMEAFET R,

BRTAEEBIFALA:

o SIEMMAMERXEBRIFAEE (RE Citrix_RegistrationAuthority IEH#ER)
o SAPERXEMFAA (kB Citrix_SmartcardLogon JEH1EIR) o

KPR EBEmANEMNMIES: Citrix_RegistrationAuthority_ManualAuthorization (ZRINEEAH 24 /M6 &
Citrix_RegistrationAuthority (BHABMEBAFE) .

EHREFMHRIERS (FAS) EERHAPHNNBRBEEM EN T B3I R, 2HENE, FASRE#RS
ER—NEAX, HEEP M &N MR XS Citrix_RegistrationAuthority_ManualAuthorization JE
PHIEBERIER XB2—NREIESR, BRIAERE R 24 /M. IEBMRNE T = B =)0 R I IEH;
BAEERMENE EHEERFNENMALIER. —BEm FAS IR 8 M &L IEH, FAS ¥ A Cit-
rix_RegistrationAuthority_ManualAuthorization jE$ B zh3REX Citrix_RegistrationAuthority it# (ZRINE
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MEARTE) ., —B Citrix_RegistrationAuthority_ManualAuthorization 318 Citrix_RegistrationAuthority
IEH, FAS BRS2IMIFRERVEBZER,

SEAMYADIERREXEIRA RN R BUR, EAEMVWDIERRBATFEFRENLANAR N EERPECER B SMAIE
FIER. A, 1267 HZARNER A ERN B EPRER R EREIFIER,

LGB ER Tz —EE FAS R385, UERNSEMEARNREERNGEARPTASA:

o FIETEXTEMAAIERBF R A IEBFAAL Microsoft 1838 RSA #1 AES IR HI2F S Microsoft S &iETE
IR IR

o HXGEMVIDIERMFAFN S SEENTESER (TPM) 558 Microsoft E&BAEZMHIBEER, UKRHWE
FIEHFA$AM Microsoft 1238 RSA 1 AES MR B2 Microsoft R ZAEEIRMERER.

o EREISEMRVEBBAIEBFAANEGHRESER (HSM) #EBHMZERS RZAFERMEEFS HSM

]

AR EIRE

F2E FAS LUER THI=MEMZ —ERX A 4iE2848 Citrix.Authentication.FederatedAuthenticationService.exe.config
X, EXHFIAE R TLTF FAS BRSS25 ER Files\Citrix\Federated Authentication Service x4,

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrizx.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ —->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA RES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informatiocnal) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —->
<!-- Logging: Disable Key Management logs —-->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

RS BRI, FAS ASREUECEX . MRELTEME, LREMBE FAS AR BRITAIZE,
BINTFARIZE Citrix.Authentication.FederatedAuthenticationService.exe.config X rItEx(E:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (£ CAPI 5 CNG API zjat]]
%)

=1 &

true R CAPI API
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=1 &

false (ZRiA) R CNG API

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (EFRRNIZHEIEENZM)

(=1 &

Microsoft 1858 RSA #1 AES &R HIZF BRik CAPI R {Ht12R

Microsoft it BEAFMEIRIEIEF BiA CNG B2

Microsoft FAZBAFMHIRERES #IA TPM f2fitigrs. HER, BINAER TPM BTHA

P&, & TPM BT EMIER. SRIRITEEMN
IR FIETT FAS BRS328, 155 AR TPM FEHIAL
EERREFHNEUBINE S T EMN K.

HSM_Vendor CSP/Z R iR 12 B HSM iR, X FARBIEMRE, ZEBPIR
Bo MREHRFEEMMUIFEFIETT FAS BRS5EE, 174
WEEY HSM A 5 AIA RS SR E I o

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType ({X7£f#F CAPI AP| BIEE)

=1 &

24 k. &2 Microsoft KeyContainerPermission-
AccessEntry.ProviderType Property
PROV_RSA_AES 24, izia%H 24, HRIEE(ER
CAPI 5 HSM #H HSM RS EME,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (¥ FAS ZEHTAARIRIER, 1§E
BELMMEERE) BHIFAEN “exportable” i7E. AYFMER TPM BiEEM QIREEHESZHED).

& &

NoProtection AL HAAR.

GenerateNonExportableKey ko TEFHAA.
GenerateTPMProtectedKey BER TPM B1EfA$H, BT ProviderName &

$5ER ProviderName (5140 Microsoft T &A%
BIRIHIZT) 7Z6EFATA
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Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (IEEFASARIA/N, BRI

=1 &

2048 AIME. thAJLAfER 1024 51 4096,

THUBREARET T ZEEXARE FUARKREETHAR):

Provider p— p—
Legac
Cgspy (CAPI API) (CNG API)
Crypt 32 Lib CNG Lib
Microsoft
Provider EnhandczcéSRSA HSM Vendor HSM Vendor Microsoft Microsoft
Name Cry?)r:cagraphic csP Ksp Software KSP Platform KSP
Provider A
8
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, PIZEM or 4096
REHETG
1

WRBIN BB ER Microsoft R+ EAFMEIRMEIZFF MM EMIIE B A IEHAH
XERMNNLREEEE, TRFTHEMMLARLE,

2

L RBINT4EEE Microsoft F A ERFMIRMIZFFMTE FAS IRS B ERMEH TPM REEMIIERTAH, UKk
@i Microsoft B AEFMEIRIEIZFZEM A P IEBAH,
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A ERIZEEIRIE TPM $EBE X E BIOS 2 A FAS RE R/ ER LM TPM, HBEE Windows 1 #14
£ TPM; 3203 https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-vista/
cC749022(v=ws.10),

f£F FAS E1EizHla

FAS EEfEH G TERTHAERERER, EFRINER, FRIERARRATFREMIERHRITEIIERERBR,
WITH4E FAS IRER, ERZIEBERMEEPMEANEZGE. BRS (EERFTHLSE 3) ZAH:

TR 1 BB NITREBEEXH, WTFFR:

<add key="Citrix.TrustFabric.ClientS5SDE.TrustAreaJoinParameters.EeyProtection"®
value="GenerateTEFMProtectedEey" />

BXHMENETINT:

<2?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 —->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.RKeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Ruthentication.UserCredentialService.SystemLog.Loglevel” wvalue="3" / ——>
<!-- Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

—L& TPM 2RFIZHKE. BRIABHKEN 2048 i, BESHIEEZEHZHNBHRKE.
S8 2. FHEH Citrix KES B RIERS, UMEBEXHHIRE,
TE 3. BRS.

SR 4. MEBMANMRSBFHRBIFRIERER, REIMIDIEDE, REIEPNIE 3 BEERZHAH
BTRAZE, Y, B1E TPM REREMTIEBHNTAH, BIANER FZIEBHNEREA 2 £,
EMIERTIERNFAA RS EWREMEE TPM 1, EEALUT PowerShell &5<, MR FMIAIERRIFAREIETE
TPM =, PrivateKeyProvider FE&¥i&& # Microsoft Platform Crypto Provider:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l
Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->
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FRS5. BREXGMENM TR

<add key="Citrix.TrustFabric.Client5DE.TrustAreadoinParameters.EeyProtection™
value="GenerateNonExportableley"/>

AR
24 FAS AJ £ TPM RIFZSARERBFIES, ER TPM B FAEIEFTERE XIS,

$B 6. EFE FAS, XFREINRSEMRNEREXH, HRREXENE. BEHNBNFAARESHZMARIES
T, XLRERRTE TPM HhizfEfASA, MM Microsoft Software Key Storage Provider,

SR T: 12 FAS EBITH 5 i%1E Rules () &R, HEHEZEMLEFPMRIIRE.

1= PowerShell

AIf#ER PowerShell LUBEHAEREMIER, 3 FAHEREHIEBMANELBVIEBE R IERIMATMIIIE
FHYLALE, HIRIEEM, FaefEA FAS BIREHI & 2 HBRAVEMVAEB S ZiERK,

$IB 1. EEASREH RTINS FAS EEBHAE, BGCERAR NP E: “SPEIEPER" M REBILBMELNE",

- Citrix FAS Administration Conscle - connected to localhost |;|£-

Initial Se‘tup | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

J Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on ancther certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

HB 2RI BMEN MRS 2887, FRIEHER MMC B2 8 . 6% 8 & Citrix_RegistrationAuthority_ManualAuthorizat
REIRFIEIF B HIRIR

1% General (F#) %Mk, EREBMAERE. EIRGIF, BFHR Offline_RA, BXEIR 2 £:
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Subject Name Server lzzuance Requirements
Superseded Templates Edensions Security
Compatibility | General | Request Handling | Cryptography | Key Attestation

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

S8 3: EIERBMENMRS S L, FINERMAN A MMC E128 5T, AiERT Certificate Templates (GEHIE
). % New (¥rE), sAG%E Certificate Template to Issue (BMAIFFER) . HEENIA IR AR,

S 4 11 FAS IRSZEFMNE LT PowerShell cmdlet:
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l
$85: 7£ FAS iR553389 TPM (B4R RSA 240, Hi@id7E FAS ARS8 LA LLT PowerShell cmdlet sReIZIE
PEEER, FE: BL TPM =RHIZHKE. BIABBKEN 2048 i, BSHEEZEHIFNERKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of
FAS Server>

a0

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net

RBETUTRS:

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38b@3a38-9e67-494a-b5fc-ce8fe321diif
: [offline CSR]

TrustArea £
CertificateRequest : ----- BEGIN CERTIFICATE

: WaitingForApproval

s EEESEF, BAER IdGUID (ELRAIFA “5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39”),

« %1t PowerShell cmdlet #ia—R 4R “BE", AFEREMIADIERIFAHA.

o YiEfTIk cmdlet BY, ¥R ERE FAS Boilf MNBEXHFIRENE, UHREEEANZEAKE BRIk
2048).

« BTFELLFE) PowerShell Z2a9EMAAEIEBFAAIRIERT K -UseTPM 8B R Strue, ERFER
B R 5MER TPM RN RI&E R T RE,

o &7k cmdlet FaEREE XHFREMIEE,

o EFEEMBERN FAS &M A FIEBIARRIES, BERTTREN FAS B ML HIRERRIE,

o lboh, HFASRSBMERFIEBUERST TPM RIFHAFIEBFAAN, WO UEIERE X HFR
KeyProtection {Ei& &/ GenerateTPMProtectedKey,

BRIEATERBHANE TPM, BEEMREHAE, 7£ FAS RS2 LM Windows EHEERHPEENARFES.
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®Information 22/07/2019 12:59:42 Citrix.Fas.PkiCore 14 MNone
@Im‘ormation 22/07/2019 12:59:41 Citrix.Fas.PlkiCore 16 Mone

1 Information 22/07/2019 12:59:41 Citric.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citric.Authentication.FederatedAuthenticationService

General | Details

[515] Adrministrator [CITRIXTESTWAdministrator] creating certificate request [TPM: True] [correlation: ef1a73d7-bb61-44af-8d21-
1155d864d82e]

FE: “[[TPM: True]]”

R

Application Number ¢

Level Date and Time Source EventID Task C..
® Information  22/07/2019 12:3%:4 Citrix.Fas.PkiCore 14
1. Information 2 9 12:59:41 Citrixc.Fas.PkiCore 16 Mone
@ Information  22/07/2019 12:5%41 Citrix.Authentication. Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:Create [Identifier afae7c8d-53ff-4cf6-bd96-75fa3e606d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

FE: “Provider: [CNG] Microsoft Platform Crypto Provider”
PR 6. BIIHBERTDEFDIXARER, HIFHREFENME ERXAEX S,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

SR T: BETE FAS FR5523 £A9 PowerShell FRNUTHSBIERE R BERIBRZIEBMANIAE :

certreq -submit -attrib "certificatetemplate:\<certificate template
from step 2>" \<certificate request file from step 6>

fign:
certreq -submit -attrib "certificatetemplate:0ffline_RA" C:\Users\
Administrator.AUTH\Desktop\usmcertreq. txt
BERUTHRA:

PS C:wlsers‘Administrator.AUTH> certreq -submit -attrib “certificatetemplatez0ffline_RA™ C:ilsersMAdninistrator.AUTH\Des
ktoph\usmcertreq.txt
fActive Directory Enrollment Policy

£4F76160E-0BOC-4D21-A4FD-2E29502177C2}
INETH

A, ATRERHIN “Certification Authority List” GEBMANAETIR) BO. HREIFRIEBMENEEREA
HTTP (T0&k) #1 DCOM (&B) Ao 4 DCOM ET (MNRH) :
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

EIEEIEEMAENMG, PowerShell 327 RequestID:

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
fictive Directory Enrollment Policy

L4F76160E-DBOC-4D21-A4FD-2E29502177C2}

1da

p:
RequestId: 106

RequestId: "106™

Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

S 8. FIEPMANMARS R EAIERHALNE MMC EIB%cH, SEFMENER, iERI1ER D, ARERES
ZiEK, HikiE Issue (M1K).

$12 9: %% Issued Certificates (BEFAMIERT =), HEINMMEER (5K ID MILE), WELETFIER, %
# Details ((¥4i=5) EW£., 2% Copy to File (EHEIXH). KA IHSHAT”, BFT—F, AXHER
IEFETFED
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)
(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)
[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful

[ | Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

BXBAZ “Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)”, 3} BxFikH
“Include all certificates in the certification path if possible” (WNIRATAENEUHEITIBREZDHFREIES).

$E 10: BRUMNIEPXGEHIE FAS RS2,
$I2 11 @id7E FAS R85 AT PowerShell cmdlet $&EMANAIER SN FAS IR 28

Import-FasAuthorizationCertificateResponzse -address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile <Certificate file from step 10>

fpuan:

Import-FasAuthorizationCertificateResponse —address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfl8-4bZ2cfdb2cald8 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

BETRUTRE:
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4d6d-87|
ae-1ffogbec27es C:\Users\administrator.STU\Desktop\TPM_FAS_Cert.p7b

t 74d4271f-c55b-4d6d-87ae-1ff98bec27085

: [offline CSR]

1 978816cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
Status : 0k

EHINEMINIDEBNFA RS IERBFMEE TPM B, BEEBUT PowerShell &<, RAMIMIEBHFABFMEE
TPM =, PrivateKeyProvider B8 R Microsoft Platform Crypto Provider :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l
Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->

TR 12: XAAREMBE FAS EEEH 8.

- Citrix FAS Administration Console - connected to localhost == -
Initial Setup | Rules | Advanced | Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An au ate is configured.

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

AR “BIULRS” SBEEZEN D,
S8 13: 1E FAS EiTHI 5% Rules (IN) &+, HEEZENLERMRNIRE,

3

HRBINE HSM FpiZEREMAAGIEBFASAT AP IEBFAH, IWRFRIEEEE HSM. i HSM EB— MRt
F&#%, flsn “HSM_Vendor’s Key Storage Provider”,

MR RTEEIMKIFERIETT FAS BRS58:, BRERN HSM SE& 98 X EMNEEREFZFNES.
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F8 1. [EEAERERIAX FAS #THRIRERRE, BERETE TR “BEEHRIR” M REEBMENE,

Initial Setup | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.,

Create a rule Create

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

S 2 FRIREH HSM B, UH#E HSM ProviderName BN 214, 1R HSM EAEKNE CAPI, NI
PRI IEIE R AT REMR N I B AR S 1R 172 (CSP). #N3R HSM AR CNG, NISREIZFEIEEM A Key Storage
Provider (KSP),

SR 3. REEEXH, WTFR:

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.ProviderName"
value="HSM Vendor's Key Storage Provider" />

BXHMENZTRNT:
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

b 75 2 1Ri& HSM B 28 CNG, At ProviderLegacyCsp f&i& & false, 1% HSM ERA 28 CAPI, M
ProviderLegacyCsp fERIZEE R true, EFIREH HSM HE R, MHE HSM #AKZ CAPIIEZ CNG, It
4b, 1EIEIR HSM R A XA T RREE R IR RSA ZHENSZIFNEAKE, ELREFR, BHKEGERRINE
2048 fii, FMFRIEENEAKESEGZT.

SR 4. BB Citrix RESHWIERS, UMEEXXHPIRIE,

S5 72 HSM 4L RSA Z4A3Y, #iBid 72 FAS BI2izHI &89 Initial Setup (#13418 B) iEW+ L2 & Authorize
(T KEBIEBERIER,

SR 6. BERIERBEE HSM FRERZPAR, EKRE Windows EHEEHRHNARFRE!

[516] Private Key::Create [Identifier e160881 2-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

& [Provider: [CNG] HSM_Vendor’s Key Storage Provider]

SR T MIEBMANIIARSS 83 ERIEBIANIE MMC i, ERFAIERIERT R

Request D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
w7 - BEGIN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

ARBEZIER, FHikE Issue (K)o
AR “BIULRS” PREEREI A,
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Connect to another server  Refresh

Initial Setup |Rules | Advanced

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

Deauthaorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

S8 8. 7E FAS EIzH 5 Fi%#E Rules () &EWR, HEHZEMLEFMRIIZE.,

FAS =EIE+H
FAS =8 FAS BRSS 28 EH Microsoft IFBZEEREZEMEIER. FRARAREIERE,

EHEAMIMIERH GUID, 7€ FAS BRS8N LT PowerShell cmdlet:

1 Add-pssnapin Citrix.a\* ‘
2 Get-FasAuthorizationCertificate - address \<FAS server FQDN> ‘

i Get-FasAuthorizationCertificate -address cg-fas-2.auth.net:
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PS C:\Users\administrator.sTU> Get-FasAuthorizationCertificate fas.stu.net

Id ! e3044634-6790-4ded-asee-d599bbe47ad7
Address : [offline CSR]

TrustArea :
CertificateRequest : BEGIN CERTIFICATE

Status ! WaitingForapproval

PS C:\Users\administrator.sTu> _

BRGAAIERTIR, BHEA:

Get-FasUserCertificate - address \<FAS server FQDN>

i Get-FasUserCertificate -address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate fas.stu.net

ThumbPrint i 2A81185BBF8B696180F5FDE6FACOFBS8FBAEBOSCS

UserPrincipalName : stuart

Role : default
CertificateDefinition : default Definition
SecurityContext

ExpiryDate : 15/07/2021 16:34:50

AR
£ HSM 7=fiEfAARY, HSM R2si@id GUID #1758, S LUBIEERA U T i< IREX HSM shavfAEarY GUID:

Get-FasUserCertificate - address \<FAS server FQDN> -KeyInfo $true

fugn:

Get-FasUserCertificate - address fas3.djwfas.net -KeyInfo S$true
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fas3.djwfas.net

6b1112
e Provider
: True

: AD2441F858 HAAADE198BABBA9T76528DEBBET
: joe@djwfas.net

Role : default

CertificateDefinition : default_Definition

ExpiryDate : 19/81,/2818 89:18:48

BXER

o ZEMECER FAS REMNEENTESE R,
« JBF FAS BREBTEEXS B D IIEARSS (R RS EHA — S H i LABESE.
o BRIEE—XNETH “BRIFHE XE,

L2 HEMMEEIE

December 28,2021

B & BPIIERRSS (FAS) 5 Microsoft Active Directory #1 Microsoft IE B AL R RER, RREUEERRAM
MERESLLIEEREE, Eit, BEHIEH SR REMXBEEMEHN— T RSHRE,

AR T HE FAS REEIRNR 2, I, EERT o] UFBHREN AR 2RI A6,

MLR{R 251
TEETRT FAS SERERNEEAGNRETE.

B FAS ARSS 28 U RIEPBAE A AAFIRIEHISZ M AR X R EMEMN—I59. EBEIFEF, Citrix Gateway fl
Citrix StoreFront 2al{EMATHITHEF BB HIERAM; Hih Citrix Virtual Apps and Desktops AH#ARZ5|N
FAS %0,
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Citrix Microsoft Microsoft

Federated Authenti-

ADFS Server (with

. ifi i Domain Controller
Web Access Proxy) cation Server Certificate Authority
Windows Server Windows Server Windows Server
DCOM
& FAS User

q FAS Us
| Authorization ' Certificate
Certificate Template

o3 FAS Authorization
Certificate
1 tem plate

UPN
walter@auth.local

Alternative UPN
walter@acdfs.ext

TLS Server
§ Certificate

) Signature

' Certificate

FAS User
Certificates.

Encryption
Certificate
{notused)

Kerberos

Storefront Delivery Controller VDA

Windows Server & Deskton indows Server & Desktop
Operating Systems atil

TLS server TLS Server | FASUser
f cenificate £ Certificate | cenificate

Citrix Gateway

\VPX indows Server

Root CA
Certificate

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

BiAERER 2 M

Citrix Gateway. StoreFront 5 Delivery Controller 4z jalfvi@fsi@idin 0 443 5 TLS R4, StoreFront
RS2 (UAITE HiERE, ™ Citrix Gateway (NEES A HTTPS %0 443 i@d Internet BIirANiEiE,

StoreFront IRE B FEABE F 4 KIER Kerberos i@ d i% O 80 517 FAS RS 25, B HINIEME AR FAS RS2
B9 Kerberos HOST/fqdn 73R L& StoreFront AR 32389 Kerberos i+ E#l ik A 7R, X 3§ £ B Citrix Virtual
Delivery Agent (VDA) &R BFrEM—RIEFERM “EIEOR",

HDX =xiE&# 2 VDA B, VDA iF#:@id 3% 0 80 3417 FAS ARSS 28, S IRIEGER FAS BRS5 286 Kerberos HOST/fqdn
R VDA 9 Kerberos it E#ATIR. b5k, VDA &Rt “EHRMIR" 7 885 IRIEBAFAHA.

Microsoft IEF M A HNAESERET Kerberos 18iER DCOM BOEE, aTLUSHEEE NEREERE TCP O, Lk,
IEPMENEIEER FAS IRSSIZEETAIEEMAEBIERE RN CMC HiEE,

Rs388 B A0

BREBMIIERS [#A] 2F HTTP 1 Kerberos (7£ StoreFront #1
VDA &), [#H] DCOM = Microsoft iFBif& N

Citrix Gateway [BA] MERIITENE HTTPS, [BN/#H] M

HTTPS = StoreFront fg5338/M StoreFront ARZ8s
Z HTTPS, [4&t] HDX = VDA
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ARss 28

StoreFront

Delivery Controller

VDA

Microsoft iIEBMM &1

ZEERFEM

5 A s O

[ A] M Citrix Gateway & HTTPS, [#4] HTTPS
Z Delivery Controller, [#itH] Kerberos HTTP =
FAS

[#A] M StoreFront fR5388Z HTTPS, [3aN/%HiH]
M VDA EETF HTTP #9 Kerberos

[BN/5H] M Delivery Controller Z&F HTTP 89
Kerberos, [#iX] M Citrix Gateway = HDX [4giHi]
Kerberos HTTP = FAS

(3] FAS = DCOM BEEE &

FAS EEEMIGIES, AFERRENEAFBEMAIES. Bit, LAGEHLELT2RERER FAS RSS2, H#

PRI AR,

FEMRIE

FAS = 4 EMAERMEAFIES. Microsoft IERMANAG A IFERENEMAIR, IEBRRAEMARIZA LUAEMAK

IEBRAF,
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citrixtest-DC-CA Prop

BExtenszions | Starage Certificate Managerns:
General | Poicy Modue | B Madue
Enolment Agerts | Audtng | Recovery Agerts | Secuty

For more information see roll A
() Do mot restrict enmliment agents
(®) Restrict erroldment agerts

Enmalment agents:

Everyone

ERT LA A S HEIE R IR IR |

o EMRIERTIRIREE FAS BRSS585.
o IEPERTIRIRES FAS #1R.
o RRFIRNEERWER FAS AP, 60, BiXELE FAS [ “BIE” & “SRIFNAR” AFHAP MAIES,

R RIFIREE

NECEMNER D FFR, EBFEER(E StoreFront fRS58851R, UEMAKIEBER™ FAS EBEAFSH. B, &
HUREIBAEMBIEBNOAR, URBFRABEH#TEHRIEN VDA T8, XEXEEENEMTE Active
Directory SUEBMANMRLIIEERI 7o

PASEIRE

5 FAS RS BHFFEREYETHRO 80 LAEE B % IIEM Windows Communication Foundation (WCF)
Kerberos M4&iEE,
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EMETED

FAS #1 VDA 2% 85 A\ Windows £ A&, IWEEAIUAFEMMNEZES. SHEEIDTIE T AIEMNEH
E ICATR Eo

R ERIR

FRETLEA, B FAS fUARA BRI, HEINERSIKFAFHEANRAISHER. FAS FERMEENHR
2R (NREMNREREFBUAEIR) o

£ FederatedAuthenticationService.exe.config St iR TRZFININEBR B, HEIROIZEMAR, BRAX
LigE, Ak, AIEFRMSERTEMNMTAE (Flg0, 4096 (i, = TPMRIF) MiziTEAFIES,

28 WA

ProviderLegacyCsp HigE 7 true BY, FAS £/ Microsoft CryptoAPI
g
(CAPI), &M, FAS 3&fEF Microsoft
Cryptography Next Generation API (CNG),

ProviderName EFERAM CAPI 2 CNG 12IEEFINZTR,

ProviderType &2 Microsoft KeyContainerPermissionAc-
cessEntry.ProviderType Property
PROV_RSA_AES 24, Rizia#k) 24, BRIFEER
CAPI 5 HSM #H HSM 1@ S HHE,

KeyProtection EHIFARR ‘RIS inE. MREGHZE, EAFER
ZEENTEER (TPM) ZATEE,
KeyLength RSA FASAMZEIAKE, XEFREEE 1024, 2048 1

4096 (FRIAE: 2048),

IR
it

AR

AL IR EIRIRST 2 A LR LA

g B%R

A EER EMAPRZEIEBERHBRELZS
HEER EEEARIKIZE

BRI EER S EEEIEBME N

FAS 2R TRHEE FAS IRS523
StoreFront/Citrix Gateway EE & BLER P B4 RIE
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22 A%
Citrix Virtual Desktops BiE5 F2& VDA # Controller

BNEERDIEHRERSRENTENS, MAAFRBREHEERRBRASLR S,

BEEBRIGE

A]15 FAS i+ ENEBETAFERE BN “R5|5 -> FQDN” ZifR#ITIFIN. ih18) FAS BRSS256S, B IRIGIEIE FAS
BR$328R9 HOST\ < fgdn> Kerberos #5iR. iial FAS RS BHIFRE RS R4 A BEBER FQDN BE LUEZES|48
B, &M, StoreFront 1 VDA Bl IAIBIARREAY FAS ARS 28,

FEBREERER, Citrix BIEXNIFRPAEITENNA 5K, B4 FAS IRSBHTIRIEIZE, K3l2MbR
FEEXFBEEFRHF,

FLR 1t GPO R# REEM 3¢ FAS ARSS 28U ARRAELIZANMY FAS B1ER (FN/SAEER) =6l 1B/0gE, UR
TEfERR FAS BRSSBIENEILAES EAITEN FQDN &7,

IEBRIR

MNREARFLEERS FAS —2iR A Citrix_SmartcardLogon iE Bk, ERIUEREHEIZR. R TER.

BB IEHER
NREHFES A Citrix_SmartcardLogon U SEHALIRIRSG B inE, S

o QUIBIEPERN—PEIER, RAENEEHEURFSENASERGZITE,

« M FAS PowerShell <& FAS, MAREEAF R, (BEAFRE(GERT Citrix BRIAERE TR, )
- /A Microsoft MMC IEF &R &R Taf Publish-FasMsTemplate fr$ £ & 1E80ER, UKk
- {#F New-FasCertificateDefinition 5% FAS HEEERIEIRMZ T,

B EREN
&R LUEOIEBRAR FEYE .
BMEEEETE . FAS SRBIEBERFAILIRE, FAS 2BMEIEBHNAZEAPELSITIER.

EERMIERE

BIIERXLEEM, FAS 2ZBIIPERPAXEIGE, FAS 218400 E%H Allow private key to be exported
(RS HFH) &EUE%ES Renew with same key (EFBERZHLEIT),
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ez Rt
BMERXEREY. FAS SBBIEBERPHXERE,

BX FAS RtV EMIRE, FSHATLARE,

e RIEPRE 1

BEMEXERES. FAS RZHRERIER.

BN R BIRIR B 1

EMMEXEE S, FAS RZHRFEVUER,

ey BE M
18] DUB BOX LG B LR S IR RVAH R ERBE,

AR FEENT BREVRSZSEENR2RE, HSBUEBLEER.

R eREM

Citrix BiEXIX LG B ANV FAS BIRSHITENIKF B REALUIMIR, FAS RSFFETFEMANRE. B,
SHEMIEBER—F, EJREE:

o AWEERIEINHE NER
o AL SHIIER AP IREUER
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Subject Name

lzzuance Requirements

General | Compatibilty | Request Handling

Cryptography | Key Attestation

Superseded Templates Edensions

Security

Server

Group or user names:

52, Authenticated Users
% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

Advanced.

For special pemissions or advanced settings, click

R fERE R MR

ERILUBER LR B U S ERARER (NRFE).
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RS 2B %

RE Citrix R, BEMEIMEMRXLEIREUFAEMARKE MREFE).

EEMAEREM
BIMEEUXLEIRE, X E N IZ I TFR:
Citrix_SmartcardLogon Properties |L-
| Ganeral | Compathitty | Request Handing | Cryptography | ey Attestation |

Supenzeded Templates l BEdensions | Securty | Sarver
Subject Name lssuance Requrements

Require the following for enrolment:
[ C4 eetfieale manager approval

[+ This number of authorized signatures; |1
¥ you require mors then one signature, autoenrcliment is not sllowed
Fuics' type required in signstune

| Application pokicy i |
Application policy

Carficate Requast Agent vl

Fiequire the follewing for reennaliment:
(®) Same critesia as for enrcliment
() Valid existing certicate
Alove key based renewal (7]
Requires subject inforation to be pravided within the cerificate
requast.

" Control is disabled dus to compsatibify settimgs

OK Cancel || Mooy || Hep

(EEE TN Ed

BE LB IR E ., ZIRBNFE LR Windows Server 2003 CA (Z2#ahRZAs 2), B2, FAS X%1F Windows
Server 2008 E=hRAH CA, LbSh, N EXFRR, FAS £2Z8&&:3%$F Windows Server 2008 CA (Z2#fiR4s
3) = Windows Server 2012 CA (ZE#9hR7s 4) AT BHEMIGE,

IERMENAERE

IEBMAENADE R R A RECEIEBIMAN AR S 28 AR AIE B HAARSS 283 E A BE B FAR.
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RIIRIR

EEIEBMANREB A ET B SR RIRHNRIREZVES, IEBMLNEEERBIER LB ZRR.

EENT2MERERE FAS RSB[BIMUAREMIERERER, HEZFRTR2RNNML IR, EEA—MER
T, IEBMANAERESZEN B RICEMTWDIEBRIERRFT2iTHgEN, HEER TR FAS IRSSB[ENEIREK,

PAsEIRE

—fRERT, IEBMENEERREEBITFIEBMANDNNEN AMERE, EMATFHERIENER. IEBMENG

EERALEE DCOM TCP MBsAEMM, LUERE FAS BRS5E8R8EBHIFIES,

PREIEM

BINBERT, EEMTMIEBHNFEEREER AT ARNEMEBRIRAEAMBFMEIER. NER “TREVEMA

B BRI E RGN —AIER AR

citrixtest-DC-CA Properties IL-

Bdensons | Shorage | Certfficate Managers
General | Palicy Moduls | Ext Maduls
Ervolment Agents fudtng | Aecovery Agents | Secuny
For more information see Delenated Enrollment fgents

(® Do not restrict enmliment agents
(_} Riastnct enrcliment agents

Enrolment agents:

Certificate Templatas:

Pemmissions:

Mame Aocass Add

ok || Cocel | Ao Help

ERBEIEIRFN B AZ

WNFEREE, ALUEABEXRERRKREEMNE RMEBMK.
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FAS &2

FAS EEZIZ 216,

&@is ACL [R%l StoreFront. FAF~#1 VDA

FAS Z2BERIIZ O ZIEFIHLE Kerberos ik REB15IRITHAE

hRKRE

StoreFront [IdP]

VDA [fE%i5]

BF

ECEHN

WA

fS1EXL Kerberos i LU FRBBE EEMIERENEF Y
F5. WRXLEMSRRENKS BIRF, ATUGIEIE
PHEEBT FAS BEEFRATFNAF,.

X RERGARREBMFAARITEN, L, TFEE
A& IdP R ZIRER, FiZARERFH VDA
kP EEZRNARKEEE.

XEEHIRLEE |dP AR, EER, XS5IERM
EWEHH “SIREMAIE” EEXEFEES, —RXK
B, BRIELSIRPES I, . X BFE LE
EHFR StoreFront ik PSR RIEA ZIE = EIER Ao
B@EME, t ACL R AFHEERK,,

NRAE LMz Citrix Virtual Apps = Citrix Virtual Desktops SFZR MR FAS ARSSSFEME, MNIEERE
o SMANME—AMIUMEERN; BAMs, FJUEMEE Kerberos inializFI=& (ACL)o

EEIEBMR NIRRT

AILUARRBIG RN RECE R RBERER CA. SRECE R LUEZEERINERSEHEGRAVIES, BABUATIFR, 5
90, FRRA “ONER” AP IBIEBRRET SRR B TFANR A “WE” AP HEERIES,

SIEFIEBN S G RIS

FAS BB AT UzH A FSHNRIEMNIEBRTEAFRNSIEFRTH, fIM, HWIZHIhEERTAFNE “E17 ERERIE

HE A, FEAERYEN “BR7IEBREERNER,
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FAEARIPANEZRARE

FAS BI2R AT UE FAS BB ATERHR LR (HSM) RZEEMTF AR (TPM) hiziEfasA. Citrix BIERZED
BT ROEMTIEBFARTFAETE TPM fsRERIFFALRE; EIFE “BiA IEHiERI 2R,

F#E, AILUEAFIEBAATEETE TPM 5 HSM fr, FREZAEIR L “RRISH” 8ER, KENZEDH 2048 i,

EHET

FAS RRSS SRR AMECEMIZTTIEMH AT, XERTARATHEEMAERNEN.

EERGPNRMEEIR

FAS haiE—Lini2 BIETNEE (IHELIE Kerberos) MR, “AtER A" 5 FAS BBEBEAB T EFIR, [
FHLEIR ISR

Citrix Virtual Apps. Citrix Virtual Desktops 71 VDA &5

—fms, EFEA FAS BAAEX Delivery Controller #1 VDA BB RM T £ER!, FX FAS“ERAF" RaBik
“Active Directory Z#3”, Controller #1 VDA BEAHTNXEEFEHAF . HAEZHEZESNESHRS.,

211 Windows [REZR %M

FRERSSMNULERMBEMER, HREMENAENHHRZNRG. MFReXBUEEMEHRSERETREHY
BUE, HFAEERMLEINEETA E I 4R,

g HEZ B SHEH AEReMFEETETEN L.

RAR R FIRANE R 51518 RDP, d0HFIEE, MERBFIKFAH#HITERERFER, LENTIEBMAVATIREERKAE
=t

BXES

o REMECER FAS REMNEENTESE R,
o BREERREN—XNAT FAS hREH,
o BREE—XNET Hith “BRIEHE XE,

MERETTERER

December 28, 2021

FAS 45— TRER I BRYIEAEITEREE
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(=) Performance Manitar -|o] x|

_@ File Action View Window Help
e @ B B

@ Performance

4 g Monitering Teo|
. ;.d:‘:‘l'l""'”“s Ayailable counters
'; _.; “‘Pﬂ": eetor Salect counters from computer:
«Local computer > v|| Browse...

Crtrix Federsted Authentication Service o

Instances of seleched objeck;

T

Y| [ searcr_|
[ shaw deseripton
S—

IBEIES
Added counters o
Caurniter Parent [Inst... Computer
| Remove <<
12:50:15 12:50:22

E :: -m on | 1:40

STANCE Fare o amputer

¥ 10 %ProcessorTime ot .- Processorlnformetion  WPDC

TRIE T BRI, FRIERTTHEE, TSNS MTHESE 10 WEH—RK.

=R

WiEA

TEERERER (BF)

IR
BOMERERIFER

HEEBERZ BRI

MEEATEL
BOHMLPIRE

RIETE

IERERIEROTHFERE (U2 N, ERF
— N EEIEIT RIS .

KA B MNIIERS EEEENIERHE,

KA MRS SO R HENERERIERE, A
B — 2 HEIEIEIT RSt

KE MRS EELENHLIERERIBERNEE,

R A A FIERE R EROTNE R Z A E,

KA SN IIERSS2HRITENEBLBIRIER, £
B — 53 SHEVEUEIT B .

K& B MRS IEERERE VDA 2iEHE,
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BTR WA

16/ /@i HkE RIE “SOMERERBERE EEKESHRIERS
BRNOH, MAESIHEFR—X, ERR—2E
HIEITESH, B ‘SHf” BETESSRERHH
I P2 Bl R B B Mo

iR T Windows & ()&t

December 28, 2021

AXNAT AR ERIEBHN/HEERERN Windows R B EMHEIRER. IUEAXLERSRENESNSH
JER ) 1T FE HEBR

IEBM R EAEALEH
Windows Active Directory #ir i SREE AP & REERANIEBN S MEBEE,

o NTAuth iEH776E: 833 Windows #1753 3010, HFUSEIEMARFIES (B, RZIFEMAIESREE) RIS
MENMREBTE NTAuth FiEdh, BEEXLIESR, 1B certutil BEHRALUTH<: certutil -viewstore
-enterprise NTAuth,

o RIEBMAEIEREFRE: —KME, ERERRAREREEMES, ALk, MREFERIERE, PAEITEN
FHPERERFEE A M EIEXLIE R, RIERBHALTFRSIERFMEP, MERE _MEB4ATF NTAuth
ZiEH,

o ZRIEPY ERMATES: LU Windows EEE #3855 EKU IR EMIEFHER, 1555 Microsoft sxi4:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-
R2-and-2008/ff404287(v=ws.10).

RS RE

AllowCertificatesWithNoEKU 2EN, IEPSNEEEEREEFRT BRHEAE (EKU),

AllowSignatureOnlyKeys BAERT, Windows £ 3IEERAYFH#TT RSA fRZ
HIEPFATH, AT ERIZITIESS.

AllowTimelnvalidCertificates IAERT, Windows &adiEisid BIRIEH, kIR
BERIZTIESS.

EnumerateECCCerts B B R B 19031,
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ARG PR

X509HintsNeeded MBHEMEBAEESH—MAP EEEZTR (UPN), 5E
AIURHE, ETISRFRPFaEER Windows
BREF,

UseCachedCRLOnlyAnd. 2EBHEHNE (BEEEERSLEILE),

IgnoreRevocationUnknownErrors

o HIERIRIER: FIERSBUAEFIEEN HIEFIR” IS, F8EX Kerberos EiE#TH A3, =ILUER
T EHIER M ATFEE"MMC S22 T R R X EE S,

UPN 2 #RF0IEF8REY

BNARIEREEREERENT BEPaE— M E—AF E4E/H (UPN).

Active Directory #159 UPN &7k

ZIAER T, Active Directory vt EMNH PR MAB B EE R <samUsername>@<domainNetBios>
<samUsername>@<domainFQDN> gy &kt > FrIpE= UPN, =1A15#0 FQDN #B&E7E# 89 RootDSE £ B,
EER, BMARTUAEZME RootDSE #iEAtey FQDN bt

k4, Active Directory ivE AP #AE 230 UPN # altUserPrincipalNames, Xt:2BFiREZBFAHN
UPN 89 LDAP %8,

#% UPN #Z A8, Windows E5EHaig (BUATIZER UPN #93i289iR5)) EHRER UPN, AEEHRER
UPN. RSB EE, MEEHE UPN, XAER] LU BIMA a9 E i,

IEFRESARSS

MREEMEBFAEIEER UPN, Active Directory ¥ BB BT E#ET2 TN ABIERLUEE x509certificate EiE
PERNAT, TENAIUERTELEYE GUABERT, ERMIPERE), UERNAFPBRTLESESR,

R4 m AP RME—MNETILUETE A RIS TR E H BE R FESEIF R P A L ThRERI AR F Ko

MRMABEFEEZME, HEAFRAWHIEES, Active Directory rootDSE SEEIERBMEIIRSHIME, ZRSEE
UF£F/ERIHEN L, HFEEMFREFFE x509certificate BHMEFME. ATUEALLTENXEFIERREN
WEREREFRIAF KRS,

S RIS 3R

SRR EE S MAEHERN, EEHETATEORIIMEEHRREEEH, XETURAHRERAS.
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el e

o Windows ERRFER Windows 1fiiz I 23T E F, T LLUBE AL E Imhosts 2 #F(\Windows\System32\drivers\etc\Imh
k2RI E Windows i+ B R8s H 285K,

ZAIB@BEEFEE—TEN Imhosts.sam WRAIX . HRBRE—1T:
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai
Heh, 1.2.3.4 3 mydomain iE#& 5 dcnetbiosname BuigiisH2sad IP ihit,

BEFEE, Windows IHENIEERZESER mydomain, &FE, ERARE, HIERIEE.,

IRBIIEFE fE AR RIS 1 23

FHRE, Windows #ERiLiZAFRERMGEHIREE— MSDOS FiRE 8, EEEREE, BERIIHVRREND
FHEALUTHS: echo %LOGONSERVER%,

55 H 1A XN B EEHEEL S RO TR,

B B ES
BIAMERT, Windows iizhgf R R AR LKA HIZAS. SJUEAKKRRERTETRLIREPHEZRIE Hit
TiEH. BARE, BIEHISREREAEXAPERTINMIEHAERER.

g Local Group Policy Ediitor [=[a[x]

File Action View Help

U N 7 R

=] Local Computer Palicy ~ || Policy - Security Setting
4 & Computer Configuration | Audit account logon events Success, Failure
[ | Software Settings | Audit account management Success, Failure

4 | Windows Settings
i Mame Resclution Policy

| Audrt directary service access MNe auditing

s Audit logon events Success, Failure
&l S:ript_; (Start:.up.-‘Shutdn-.'.-n] 2| Avadit object access Mo auditing
43 SFCUHWS{H'”QS o Auedit palicy change Success, Failure
4 -8 AFcuunt Pnllciesl | Auadit privilege use Failure
b 3 Password Policy . | Ausdit process tracking Me auditing
b Cg Account Lockout Policy | Auaclet systerm events Success, Failure

I g Kerberos Policy
4 g Local Policies
b Cd Awdit Policy
b g User Rights Assignment
b [ g Security Options

7 Windear Firssaall with Adhiamead Saeiisite
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IEREIERE
REIEREXM

MRFEHEFIERSH A DERIESR (RREEM@MFAH), NATLLET U TaHSWIEEEHM: certutil -verify user.cer

2R CAPI HEIZR

EEEHSMBAAHEN L, THFE4EERHBA Microsoft/Windows/CAPI12/0perational Logs BIBEIZRI

ab
BEo

AT LLEE CurrentControlSet\Services\crypt32 FHyEMERTESI CAPI BEIERIDEE.

& BiBA
DiagLevel (DWORD) AR5 (0 F 5)
DiagMatchAnyMask (QUADWORD) B IFAEEMER 0xffffff)
DiagProcessName (MULTI_SZ) FEHEEOLIE (5130, LSASS.exe)
CAPI BE
HE iEA
R £ 7 CertGetCertificateChain B9 LSA (G1#E4 %)
B0 5 £ £ CertVerifyRevocation # LSA (B1F4R)
X509 3% EFMERT, IEBFHERRHTIR (CRL) #EF
AppData\LocalLow\Microsoft\X5090bjects
DTN ctica i #5 CertVerifyChainPolicy 8 LSA (&1F&%%)
HIRHS
iR BieA
IEBAREE FTEE AT EN R EEBFER RIS R IEBFEME R
IERMEERERIES,
IEBRHEOERIR FTEMIEP CRL 73 % s ERIthAL T8 sERAY CRL,

NREBEHNITRIENE, NWMELERINER. FSHEIE
RELIPAEE=ShiE Ak e
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IR i)z
IEPBAREIR EBRERTER, Fli, IEPIERRSB[IIPHE
EANSEN

Kerberos &

ZBH Kerberos AEIER, BEMERIBTNRELAFITEN LR T EMRE:

BLERTT Value name ({&&#R) & [DWORD]
CurrentControlSet\Control\Lsa' B&Z&3! 0x1
CurrentControlSet\Control\Lsa\KeeHzDebPalarakters OxfFfffff
CurrentControlSet\Services\Kd KdcDebuglLevel 0x1
CurrentControlSet\Services\Kdc KdcExtraLoglLevel Ox1f

Kerberos BEICREHERLEHATH,

o “FREMBIER” FHBRAEBRINIZHT,

o TERMHIRABEAGEEMRE, JURMZ:
- KDC_ERR_PREAUTH_REQUIRED (BT mE#kEEITH SEIHavEI=HI2])
- KA 0x4b

gz hlER A TARE B

ABNAT AR ERIERE RIEITHIZSM T EREESRE

o HiEH138 CAPI2 BE

o HiTHIRRLAE

« Virtual Delivery Agent (VDA) & HE
« VDA CAPI B

« VDA 24%BE

Hi=HI2E CAPI2 BE

ERIED, SEFSEFEIDRARENIES, MMERUTEXAN—RIIBEFRE

© 1999-2021 Citrix Systems, Inc. All rights reserved.

61



BRE 57 IIEARSS 2109

Operational MNumber of events: &

Lewvel Date and Time Source Event D Task Category

#1 Information 21/06/2016 15:14:54 30 Verify Chain Policy
(i) Informaticn 21/06/2016 15:14:54 CAPIZ 11 Build Chain

(i) Infermaticn 21/06/ 2016 15:14:54 CAPIZ 90 X509 Objects

(i) Infermaticn 21/06/2016 131434 CAPIZ 41 Verify Revocation
lGjlﬂfrnn'rlati-::nn 21/08/20168 131434 CAPIZ 40 Verify Revocation
@Inr‘nrmatinn 21/06/2016 15:14:34 CAPRZ 10 Build Chain

RARHATEBEHIESIE LR [sass.exe, MTIRIE VDA IRUAVEPHEE— 1, HRIEHBEXE (BERH).
#ZR&EH “ERROR_SUCCESS”,

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] 5]
- Certificate
[ fileRef] 23BCASAFBTF18TATADAMAADSCEFO9CCTS05C41T76F.cer
[ subjectName)] fred

- CertificateChain
[ chainRef] ([FFO3F79B-52F3-4C93-877A-3DFFE40B9574)
- Flags
[ value] a
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame)] |sass.exe

- CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT76-9B1C-49FEDT86318F)
[ SeqMumber] 1
- Result
[value] ]
Wizt AE

HIERIRER—RIIEREMN, XBEHHR 4768, H, IEPBATF 4 Kerberos Ticket Granting Ticket (krbtgt).

FUICHR Z A1 ERRE B ETATHITEHIEUERIEITHIZRMRS BT ENKF. FHEERZEETIESR
BRETFERATHIRITHISEH1TIHIUENH krbtgt WAFKF,
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Keywords Diate and Time Source Event ID  Task Category

‘az‘,-ﬂwdil Success 21/06,/2016 15.14:56 Securiby-Auditing 2624 Legon

Q‘&ud'rt Success 21/06/2015 15.14:56 Security-Auditing 4624 Legon

Q‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations
oY Audit Success 21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service
©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations
ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff

%Mdi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon

@, Audit Success 21/05/2016 15:14:54 Security-fAuditing 4624 Logon

Event 47638, Security-Auditing

General | Detsils |

@ Friendly View () XML View
+ System
- EventData

TargetUserName fred
TargetDomainName CITRIXTEST.MET

TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502

TicketOptions  0x40810010

Status Ox0

TicketEncryptionType(x12

PreAuthType 16

IpAddress +fff192.188.0.10

|pPort 49343

CertlssuerMName citrixtest-DC-CA

CertSerial Number 5F0001 D1 FCA2ACI0OF36879CEECQOO000001 DT FC
CertThumbprint 23BC&SAFBTF18787ADAAADSCEFOSCCTS05C4176F

VDA Z£HE

S5EFRHMEXMNE VDA 2 HZHEER winlogon.exe %14 ID 1 4648 9% H.,

© 1999-2021 Citrix Systems, Inc. All rights reserved.



BRE 57 IIEARSS 2109

Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
€| [T ¥
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System "
- EventData

SubjectUserSid 5-1-3-18

SubjectUserMame VDATSS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000)

TargetUserName fred

TargetDomainName CITRIXTEST

TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  Ch\Windows\System32\vwinlogon.exe

IpAddress 192.1658.09

IpPort 5117 W

VDA CAPI BE

Itt7= 51 VDA CAPI BE R T Isass.exe gy s MEMEMNIEIEIRT, BTEIEEEEEES (de.citrixtest.net).

(1) Information 21/06/2016 1314:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 13:14:34 CapI2 11 Build Chain

(1) Information 21/06/2016 13:14:34 Capi2 90 X309 Objects
(j_j Information 217062016 13:14:34 CAPI2 41 Verify Revocat...
(i) Information 21/06/2016 15:14:54 CAPI2 40 Verify Revocat,.,
(1) Information 2062006 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA #4:HE

BRAT Kerberos BEIZRY, £4AERE 7R KDC_ERR_PREAUTH_REQUIRED (RTLL2E8) L& Winlogon
2R Kerberos B RIS B,

(I} Infarmation 21/06/2016 15:14:56 Winlagon 7001
ll;l'Ermr 21/06/2076 15:14:54 Security-Kerberos 3
< il | 5
Event 7001, Winlogon »
[ General | Details |
®) Friendly View () XML View
= System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEESE383-TCF3-4331-21CC-A3CE16A3B538)
EventlD F001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 >
- Timal raatard
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#£/A Windows E#4HBE 4% FAS

FiE FAS S #¥ S5 A% Windows L ARE2FEH HEHR. oI LUEMA System Centre Operations Manager
(SCOM) &= RARIBLL A R B TAZFI B 1530 FAS RS HIETTIRR.

FAS RSB EERIEIT?

ZME FAS BRS RS IEEIETT,

Fs AR Citrix.Authentication.FederatedAuthenticationService.exe,

EEBHIABNNTALN FAS RESNVKREBNEM. X FAS SHABMNTRYIR, BB FAS SHEE.

FAS EiTRREH

UTEM4RTRERN FAS RS BEIBITIER,

H#kiE R Citrix.Authentication.FederatedAuthenticationService.

=

[S003]

[S022]

[S023]

[S123]

[S124]

B

Administrator [{0}]
setting Maintenance
Mode to [{1}]

Administrator [{0}]
setting Maintenance
Mode to Off

Administrator [{0}]
setting Maintenance
Mode to On

Failed to issue a
certificate for [upn:
{0} role: {1}]
[exception: {2}]

Failed to issue a
certificate for [upn:
{0} role: {1}] at
[certifcate authority:
{2}] [exception: {3}]

WA

FAS BRSSE#HNAFRT
SR HAEPIR T,

FAS BRS3 BB H PR,

FAS BRS3E#H N4 R

WIREfA CA FAS 35K ED
BRINABEFIES,
ME7E [S124] Z/FHM
tEH. ZRAPHNERE
FREK.

FAS ZitmE CAER
FAFEHET AR, 4N
RFASEET % CA,
FAS #1E5S—1 CAR =
RIZIERK.

&

E4PRUT, FAS BRSS
BEZATERER.

B FAS 10.7/CVAD
2109 #E2rT A,

B FAS 10.7/CVAD
2109 #E2rTA,

EARIRERTFIEER
Er CA BLEERIET.
MR FAS BEE R ERA
HSM, Walgea®n
HSM A EEIETo
ItEHrTRERT CA TiE
E®ETT, HETEER
CA, WR¥E FASEERN
£ HSM, tiAgEs
T~ HSM TR EEIET.
S ERATHENHER
AHRE,
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5rxi&Em FAS E%

NREH FAS 5 Citrix Cloud

HFEER, UTEMHRBETRERN FAS REEREEBITER.

H#skiE R Citrix.Fas.Cloud,

e

[S012]

[S013]

REeEH

B

The FAS service is
available for single
sign-on from Citrix
Cloud

The FAS service is not
available for single
sign-on from Citrix
Cloud.[{0}] Further
details can be found
in the admin console.

UTEHRTRERNLEAEGER FAS,

WA

LEEHRTM
Workspace (B Citrix
Cloud) #fTHESRER
FLiZAENS IE H 51T,

LEE4RT FAS BiEM
Workspace (BB Citrix
Cloud) R#ERAFR,
IHE AR AERAE
TERMERE,

E43xJEH Citrix.Authentication.FederatedAuthenticationService,

=4

[S001]

[S002]

EHXE

ACCESS DENIED: User [{0}] is
not a member of

BiEA

Administrators group

ACCESS DENIED: User [{0}] is
not an Administrator of Role

[{1}]

&

R ESHZET, FAS
2KE (1) EHEEER
B, (2) BERATHP
B, UK (3) 2EEEE
%3 Citrix Cloud.

FAS &#%5 Citrix
Cloud W95 E%E. B
B, LEEZETTRERE S TH
[REMAEL (HIaNREE
e IEARSS 28 L AVEE
E e ERAEER) . HIXF
BERN, BHXEAREs
“Service is not
connected to the
cloud”, XRIEETH,
FAS =1 BP=E T
5 Citrix Cloud #9i%#,

=INEEHENR FAS WECE, B
BEARRZ FAS B85,

SRNEHHEN FAS MNMECE,
BIEAETRRE FAS B R,

© 1999-2021 Citrix Systems, Inc. All rights reserved.

67



RS S MRS 2109

=

[S101]

[S104]

[S205]
FAS =(+BE

EHXE

Server [{0}] is not authorized
to assert identities in role [{1}]

Server [{0}] failed to assert
UPN [{1}] (UPN not allowed by
role [{2}])

Relying party access denied -
the calling account [{0}] is not
a permitted relying party of
the rule [{1}]

UTERFIHT B FAS £NEHAERE,

EEEMH [RESHRIERS]

[E3kR: Citrix.Authentication.FederatedAuthenticationService]

RERXEREMG, LmEz FAS RS SBVEET K.

BEMRRS

WiEA

=SRMERFS%, BRATFRER
BRATUIRME. RAYFE FAS #111
ECE (LUK Workspace, fNRi&
) waifsy StoreFront fR$328
=R &1

LML E, BIRIE FAS 11
ERE, A B0k 1T
e
VDA iR FAS HiTSBAE SR,
{B1R4E FAS HINEEE, FAFER
VDA,

[S001] ACCESS DENIED: User [{0}] is not a member of Administrators group

[S002] ACCESS DENIED: User [{0}] is not an Administrator of Role [{1}]

[S003] Administrator [{0}] setting Maintenance Mode to [{1}]

[S004] Administrator [{0}] requesting authorization certificate from CA [{1}] using templates [{2}

and {3}]

[S005] Administrator [{0}] de-authorizing CA [{1}]

[S006] Administrator [{0}] creating new Certificate Definition [{1}]

[S007] Administrator [{0}] updating Certificate Definition [{1}]

[S008] Administrator [{0}] deleting Certificate Definition [{1}]

[S009] Administrator [{0}] creating new Rule [{1}]

© 1999-2021 Citrix Systems, Inc. All rights reserved.

68



RS S MRS 2109

AER

[S010] Administrator [{0}] updating Rule [{1}]
[S011] Administrator [{0}] deleting Rule [{1}]

[S012] Administrator [{0}] creating certificate [upn: {1} sid: {2} rule: {3}][Certificate Definition:
{4}][Security Context: {5}]

[S013] Administrator [{0}] deleting certificates [upn: {1} role: {2} Certificate Definition: {3} Security
Context: {4}]

[S015] Administrator [{0}] creating certificate request [TPM: {1}]

[S016] Administrator [{0}] importing Authorization certificate [Reference: {1}]
[S022] Administrator [{0}] setting Maintenance Mode to Off

[S023] Administrator [{0}] setting Maintenance Mode to On

[S024] Administrator [{0}] setting system health monitor

[S025] Administrator [{0}] setting system health monitor

[S050] Administrator [{0}] creating new cloud configuration: [{1}]

[S051] Administrator [{0}] updating cloud configuration: [{1}]

[S052] Administrator [{0}] removing cloud configuration

BERS

[S401] Performing configuration upgrade - [From version {0}][to version {1}]

[S402] ERROR: The Citrix Federated Authentication Service must be run as Network Service
[currently running as: {0}]

[S404] Forcefully erasing the Citrix Federated Authentication Service database
[S405] An error occured while migrating data from the registry to the database: [{0}]

[S406] Migration of data from registry to database is complete (note: user certificates are not
migrated)

[S407] Registry-based data was not migrated to a database since a database already existed
[S408] Cannot downgrade the configuration - [From version {0}][to version {1}]

[S409] ThreadPool configuration succeeded - MinThreads adjusted from [workers: {0} completion:
{1}] to: [workers: {2} completion: {3}]
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AER

[S410] ThreadPool configuration failed - failed to adjust MinThreads from [workers: {0}
completion: {1}] to: [workers: {2} completion: {3}]; this may impact the scalablilty of the FAS
server

[S411] Error starting the FAS service: [{0}]

[S412] Configuration upgrade complete - [From version {0}][to version {1}]

IS HER [BE B HIRIERS]
[E3RR: Citrix.Authentication.FederatedAuthenticationService]

EiziTHAE, HAIERRSEBAPAMAAERAY, BT FAS RSB LIERXEEM

AER

[S101] Server [{0}] is not authorized to assert identities in role [{1}]

[S102] Server [{0}] failed to assert UPN [{1}] (Exception: {2}{3})

[S103] Server [{0}] requested UPN [{1}] SID {2}, but lookup returned SID {3}

[S104] Server [{0}] failed to assert UPN [{1}] (UPN not allowed by role [{2}])

[S105] Server [{0}] issued identity assertion [upn: {1}, role {2}, Security Context: [{3}]]

[S120] Issuing certificate to [upn: {0} role: {1} Security Context: [{2}]]

[S121] Certificate issued to [upn: {0} role: {1}] by [certifcate authority: {2}]

[S122] Warning: Server is overloaded [upn: {0} role: {1}][Requests per minute {2}].

[S123] Failed to issue a certificate for [upn: {0} role: {1}] [exception: {2}]

[S124] Failed to issue a certificate for [upn: {0} role: {1}] at [certifcate authority: {2}] [exception: {3}]

Acting as a relying party [BX4& S I8IEARSS]
[E3RR: Citrix.Authentication.FederatedAuthenticationService]

VDA BRFPERE, XEEAFEEITIHERTE FAS IRSSE L.

AERS

[S201] Relying party [{0}] does not have access to a password.
[S202] Relying party [{0}] does not have access to a certificate.
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AER

[S203] Relying party [{0}] does not have access to the Logon CSP

[S204] Relying party [{0}] accessing the Logon CSP for [upn: {1}] in role: [{2}] [Operation: {3}] as
authorized by [{4}]

[S205] Relying party access denied - the calling account [{0}] is not a permitted relying party of the
rule [{1}]
[S206] Calling account [{0}] is not a relying party

[S208] Private Key operation failed [Operation: {0}][upn: {1} role: {2} certificateDefinition
{3H[Error {4} {5}].

In-session certificate server [Bx & B HI8IEARSS]
[E=#3kiR: Citrix.Authentication.FederatedAuthenticationService]

HAFERASIEFIEEN, &7 FAS RS8 LIERXEEH,

AEARED

[S301] Access Denied: User [{0}] does not have access to a Virtual Smart Card
[S302] User [{0}] requested unknown Virtual Smart Card [thumbprint: {1}]
[S303] Access Denied: User [{0}] does not match Virtual Smart Card [upn: {1}]

[S304] User [{0}] running program [{1}] on computer [{2}] using Virtual Smart Card [upn: {3} role:
{4} thumbprint: {5}] for private key operation [{6}]

[S305] Private Key operation failed [Operation: {0}][upn: {1} role: {2} containerName {3}][Error {4}
{5}1.

FAS assertion plugin [BX& 5 10iEARS]
[E=#3kiR: Citrix.Authentication.FederatedAuthenticationService]

XLEEMH FAS i SHEHIZR.

BERS

[S500] No FAS assertion plugin is configured
[S501] The configured FAS assertion plugin could not be loaded [exception:{0}]
[S502] FAS assertion plugin loaded [pluginld={0}] [assembly={1}] [location={2}]
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BHEMRB
[S503] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but the plugin [{2}] does

not support it)

[S504] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but there is no
configured FAS plugin)

[S505] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] rejected the logon evidence with
status [{3}] and message [{4}])

[S506] The plugin [{0}] accepted logon evidence from server [{1}] for UPN [{2}] with message [{3}]

[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}] during method
[{4}])
[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}])

[S508] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but the plugin [{2}]
does not support it)

[S509] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but there is no
configured FAS plugin)

[S510] Server [{0}] failed to assert UPN [{1}] (the access disposition was deemed invalid by plugin
({21

BET Workspace # FAS [BX & B9 IIFRSE]
[EskiR: Citrix.Fas.Cloud]

¥ FAS 5 Workspace & &ERANRIERIXLEEH,

AERS

[S001] Rotating Citrix Cloud service keys [fas id={0}]

[S002] The cloud support module is starting. FasHub cloud service URL: {0}

[S003] FAS registered with the cloud [fas id: {0}] [transaction id: {1}]

[S004] FAS failed to register with the cloud [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS sent its current configuration to the cloud [fas id: {0}] [transaction id: {1}]

[S006] FAS failed to send its current configuration to the cloud [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FAS unregisted from the cloud [fas id: {0}] [transaction id: {1}]
[S009] FAS failed to unregister from the cloud [fas id: {0}] [transaction id: {1}] [exception: {2}]
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AER

[S010] The FAS service is connected to the cloud messaging URL: {0}
[S011] The FAS service is not connected to the cloud
[S012] The FAS service is available for single sign-on from Citrix Cloud

[S013] The FAS service is not available for single sign-on from Citrix Cloud.[{0}] Further details can
be found in the admin console

[S014] A call to the cloud service <service name> failed [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S015] A message from Citrix Cloud was blocked because the caller is not permitted [message ID
{0}] [transaction ID {1}] [caller {2}]

[S016] A call to the cloud service <service name> succeeded [fas id: {0}] [transaction id: {1}]
[S019] FAS downloaded its configuration from the cloud [fas id: {0}] [transaction id: {1}]

[S020] FAS failed to download its configuration from the cloud [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] The cloud support module failed to start. Exception: {0}
[S022] The cloud support module is stopping

[S202] The health monitor encountered an unexpected exception and may have stopped
working: exception: {0}

Log on [VDA]
[E4RiE: Citrix.Authentication.ldentityAssertion]

TEERMERTE VDA EiZRXLEEMS,

BER

[S101] Identity Assertion Logon failed. Unrecognised Federated Authentication Service [id: {0}]
[S102] Identity Assertion Logon failed. Could not lookup SID for {0} [Exception: {1}{2}]
[S103] Identity Assertion Logon failed. User {0} has SID {1}, expected SID {2}

[S104] Identity Assertion Logon failed. Failed to connect to Federated Authentication Service: {0}
[Error: {1} {2}]

[S105] Identity Assertion Logon. Logging in [Username: {0}][Domain: {1}]

[S106] Identity Assertion Logon.\n\nFederated Authentication Service: {0}\n\nLogging in
[Certificate: {1}]
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AER

[S107] Identity Assertion Logon failed. [Exception: {0H1}]
[S108] Identity Assertion Subsystem. ACCESS_DENIED [Caller: {0}]

In-session certificates [VDA]

[E4iE: Citrix.Authentication.ldentityAssertion]

YAPZEEASIERIERN, =7 VDA LiERXEEH,

AERE

[S201] Virtual smart card access authorized by [{0}] for [PID: {1} Program Name: {2}][Certificate
thumbprint: {3}]

[S203] Virtual Smart Card Subsystem. Access Denied [caller: {0}, session {1}]

[S204] Virtual Smart Card Subsystem. Smart card support disabled

IERIERMZATER [BEE B HIERS]
[EskE: Citrix.Fas.PkiCore]

Y FAS BRS321THERFBIMEIRIER, RIERXEEH,

HEMAB

[S001] TrustArea::TrustArea: Installed certificate [TrustArea: {0}] [Certificate

{1} [TrustAreaJoinParameters{2}

[S014] Pkcs10Request::Create: Created PKCS10 request [Distinguished Name {0}]

[S016] PrivateKey::Create [Identifier {0}][MachineWide: {1}][Provider: {2}][ProviderType:
{3H[EllipticCurve: {4}][KeyLength: {5}][isExportable: {6}]

[S017] PrivateKey::Delete [CspName: {0}, Identifier {1}]

BERS

[S104] MicrosoftCertificateAuthority::GetCredentials: Authorized to use {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest Error submit response [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest Issued certificate [{0}]
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AER

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Waiting for approval

[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RARPEIRHER

ATFHTE Windows ERTTA LMAF B RHEREIRER,

BREVHEIRER

WRANMEE

TP &R

RETFILEER, TERIEENER, /AZFHZIER

RATHLEER. BTFEHEIENERERHEBTAIRE.

HENBEEIREERNERMFE, 8 Kerberos
HISRIEA T IERE, B4 Kerberos B RE45
TR RIGITHISS, WEFIEHISKRERE LS, TEX
EHERERE ML, 7 “Kerberos S45IE". “IEiss
BEMIGIE” 3 “IRIEHIS” IE AT 28, thiglE
BEES—E, EMEENEIIBAEE XMt 2aitt,
KRIEAHIT BN LR aFBFRIER. BFRRIED
FNFAERHEEN,

EREIR XBEETRERREIER LY BS, & RSA &R
K& (NF 2048 fi),
BXES

o NEREEREED: http://support.citrix.com/article/CTX206156
o BEEEEREM https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-

server-2008-R2-and-2008/ff404287(v=ws.10)

+ 2R CAPI BEi2R:http://social.technet.microsoft.com/wiki/contents/articles/242.troubleshooting-

pki-problems-on-windows.aspx

o B Kerberos B&IZR: https://support.microsoft.com/en-us/kb/262177
s BXBEEE=AIEBMENHERAEEREZRNIBSREN: https://support.microsoft.com/en-us/kb/

281245

PowerShell cmdlet

December 28, 2021
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AfERBS FHIRIEARS (FAS) BEEH S RITEENBE. Fid, PowerShell REHRM T ELHSRIEH, When
you are using options that are not available in the console, Citrix recommends using only PowerShell
for configuration.

T 9%500 FAS PowerShell cmdlet:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.Vl

7£ PowerShell O, AILUEERA Get-Help <cmdlet name> 27= cmdlet ZEEIEE,

B % FAS PowerShell SDK cmdlet 89 3¥ 415 8, &£ i https://developer-docs.citrix.com/projects/
federated-authentication-service-powershell-cmdlets/en/latest/,

BEERLEM

December 28, 2021

ek

E1bA

B & BMIRIERS (FAS) 28— Citrix 481, 5 Active Directory iFBMAHNAMRER, RFAFTE Citrix FFEFE
ERITEMNRIE, AXENBT AES TENBENZIEHIIEARE,

BREE, FAS EBFPBMIIEAEESEIRA A (S StoreFront fR5588, StoreFront BE—H<EM F P IIEER,
XEETRIEHE Web AW, SRS EMET StoreFront SDK siE =75 IIS 43T B. E&I&HBETRE,
E@A7E Web 3 s h3d i P T B ORI S IIER AR IEER T WA F &R Citrix Virtual Apps =% Citrix Virtual
Desktops #HE,

XA T IMREEBRRENTG (REFEAFHT .

o NEPERE

« Citrix Gateway ZpE

« ADFS SAML

« B2B tkFBRgT

« Windows 10 Azure AD BXi%

R TIEMEX FAS XEMNHEE. WTFFARREN, LEMLEE—XZIRE FAS NEESEHEF,

R REMERAR

FAS B3N, BEBRRERLE StoreFront H4303EAT Active Directory P BohiiA B EeFRIEH, XEXWTARF
M APl, UEEEREBMEMIES K. YAF RS Citrix Virtual Apps 3k Citrix Virtual Desktops
Virtual Delivery Agent (VDA) BY, IERiEHIINEIHEN, H B Windows B RMAMESERSHRIE.
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YAR BRI Citrix IF1EBY, 715 StoreFront RS EEAREXR FAS, FAS BT —1RIE, AiFE4 Citrix Virtual
Apps 3k Citrix Virtual Desktops IEFERZKIENIERHITEMHRIE. X VDA FEXWNAF#HITEHRIEN, BRI
%5 FAS HiXEIZiR. X FAS BRUARRIAFIEBIFA; VDA BARZEENEZNEZIRE (BREFEMIERR FAS
PATLEIRAE)

TEIERT FAS 5 Microsoft SEBMENMER, F@ StoreFront. Citrix Virtual Apps and Desktops Virtual
Delivery Agent (VDA) 2t #5AR S5

Synchronization
-~ - =
= == Request|Certificate
SAML IdP Active Directory Microsoft
(ADFs) 4 Certification
Authority
=
B & :
- Fs/ ~~
o~ vy < =
I/J = L (r:? \-:‘? Assert _ » Access Logon
- X 5a; Identity Tl [ Certificate
g 58/
S S Federated
@ 57 Authentication
o 5 .
~ Service
— "'--.. - = Nfuse o Citrix \
o SAML token Citrix AG Basic protocol Brokering
| Protoco
L - ~
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent
NERERE

d5E2FHIER Citrix HDX &1,

>3
a uj

FAS AP ERSMB ML (8% Kerberos B5ER) L2 StoreFront #{TB K8, HiEERIES

XAFERRRANAF ZBREEEE PIN BERER ‘EREZHEER” 188 (5190 Single Sign-On Service)
B R THIT Windows B8I83E, XA BFER Citrix Virtual Apps REIRRA IR “Kerberos HREIR” B F

Thiks
Fis AP EERIE B SNRIEP IR QAEMLEN (PKI) IS, METCERSERS

TRIBENESHIEER, BMERMEEFNMNTREMEFFAEEEFRFHRNRETHLRMI.

BERERIRRIRE. XL

LEERERIEIN T — A TFIETT FAS RS 28, ZRSBERTARBAMAERFREIEBHNENR. XEEBZETE

Citrix HDX FIEHF R FERBFRRE, MUREERAEERER—1F
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AUTH.LOCAL domain

............... > i Certificate

A
1
1

Associated with

| e |

-{ Certificate Authority

Windows Server

@ FAS User

-‘ Certificate +eessaresens]
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

Federated Authenti-
cation Server

Windows Server

e FAS
= ;"‘ Authorization  ...]

— Certificate

| FASUser g
3_'5 Certificates

Hardware Security
Module (Optional)

Hardware Appliance

@" Users

Private Keys

%S

M Authorization
Private Key

Login with

Domain Controller

Windows Server

UPN
walter@auth.local

VDA

Windows Server & Desktop
Operating Systems

'~ FASUser
_', Certificate

."L
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HBAUEMUTFE e R BRI A XA E Citrix Virtual Apps 3k Citrix Virtual Desktops #1%, CTX206156 Xfitbi#1T
TR,

EMEHEP, iI2BERFHEREIMNEN Microsoft SERMENMETA, FHEERINI=HI2E 5 B igiz 281
Fo (FSIH CTX206156 H#Y “MALFITHIZIER" #57.)

BXER:

» BPATEFHIERHRSER (HSM) SIRBNZEEN T AR (TPM) . BXFMER, BSRLFRIF—
LEMEE—XNRTINALENMEE FAS,

Citrix Gateway =&

Citrix Gateway HESNIIFELM, BIEINT S StoreFront EExdry Citrix Gateway, MG ESHBRIESRBEN
% Citrix Gateway &5, Citrix Gateway BEZ M E#NFHIIEMTHOET, XLEET 0] A TFHRELTSMITER
AT Web i,

LeERE A e fE g T Citrix Gateway #ITHMIEEERAFP SIENZXRIRTEA PIN B, b, ERFER
&% Citrix Gateway SHIIERA, FEHEE AD ZEHEHEF.
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AUTH.LOCAL domain

Certificate Authority

Hndoussere [ microsoft |

@ FAS User .
Certificate Domain Controller
‘ Template
@ FAS Authorization "
Certificate Windows Server
' Template
UPN
walter@auth.local
StoreFront

Windows Server

Issue TLS Server
Citrix Gateway § Certificate
VPX
Root CA Export .
R Certificate « Federated Authenti-
f Certificate ) i
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
. Issue Operating Systems
T | i = Authorization
b cenificate
= Issue i FAS User
d__ 5 rasuser = L
r L “' Certificates 4 Certificate
., A
: Login with -

1
1

|

1

|

1

: Hardware Security
: Module (Optional)
|
1
|
1
|
1

Associated with

Hardware Appliance

o U
_— - ?‘ Prsiir:te Keys

4 __ 0’4 Authorization
Private Key

BFAEMFEEERE RIS XEE Citrix Virtual Apps 3t Citrix Virtual Desktops #7145, CTX206156 33 tti#1T
TR,

EIEHEFR, LIREEIFHEREMANZE Microsoft IEBMAENMATA, #H BB HIFITHI3E 5 AR EH 28
Ho (152 CTX206156 H8Y “SAIFTHIZHES” &5) .

% Citrix Gateway EEBEN F B M RIER LA, EHR Citrix Gateway 5 StoreFront Z [alfFrE EiEaRET TLS #
R, BiFEMs, BESHEENE URL EMEE Rfs@ Citrix Gateway BR$ 28, FEAXABFLLEBEHRH Citrix
Gateway RRS3288#H1TH AL,
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StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

¥ General Settings ‘ Wersion: [mn {Build 69.4) or later - i

+ Secure Ticket Authority

VServer IP address:

. | VI0.0: SNIP or MIP, w10 1:VIP |
Authentication Settings [aptional) |

Summary ‘ Logon type: @ [Domain - |

smart card fallback: MNone -

Callback URL:

itiona) | httpss//NetSealerGatewayFQON | /CitrixAuthService/AuthService.asmx

A& When no Callback URL is specified, Smart Access is not available,

rm| -

BXES:

« B2 E Citrix Gateway, &E& “90{a% NetScaler Gateway 10.5 B2 & # 5 StoreFront 3.6 # Citrix
Virtual Desktops 7.6 &&1EA",
o REFEEENBTINAREMEE FAS,

ADFS SAML #E

X4 Citrix Gateway SHEIERA 215 Microsoft ADFS 185, Xi¥aIAE SAML 3122 (IdP). SAML
MER—MEIERESN XML R, HENARERITENRZNTE IdP k. X&RT FAS RSBATEAFRNS
RIIEZIRE Microsoft ADFS fR$538 (EAAERIRGI SAML 9 1dP),
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AUTH.LOCAL domain

r—

Citrix Gatewa . .
v Certificate Authority
VPX ]
Hndows seret | Micosot |
Root CA ) i 8 FAS User
§ cenificate g Cenicate Domain Controller
Gateway Server Issue Template
' Certificate @ FAS Authorization Wind s
Certificate Indows server
ADFS Signature i Template
f Cenificate uPN

walter@auth.local
SAML SP (RP) Alternative UPN

walter@adfs.ext

StoreFront

Windows Server

lsue L TLS Server
§ Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
=" . Issue Operating Systems
r--F-- ‘L Authorization
] =t Certificate
H :- 7 5 Certificates L § Certficate
. 4
Web Access Proxy ADFS Server !
| == Login with d
: OO PRI
. N £
Windows Server Windows Server :'§ 1
! .
1%, | Hardware Security
18 .
15 Server 13, | Module (Optional)
Certificate LI
> : : Hardware Appliance
f) Signature : 1
' Certificate ‘ : G" Users
| = =-- (‘ Private Keys
r) Encryption 1 B"
Certificate 1
' (not used) '_ . M Authorization
Private Key

ADFS Proxy SAML IdP

ADFS @2 AF Lttt B NS M LUER Internet sZi2iFR ATEE; 6190, @B TF Office 365 £,
HXER:

L ADFS E‘B%_Y@/E\ﬁémﬁé-/%\o
o ZENEE—XNATINRREMEE FAS,
o XY Citrix Gateway HEH D BEREFTEET,
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B2B 1 BRGY

MRERRADFEEANANHENRS, ENHFRAEGE—NEEREEXRN Active Directory Bx& S 310IER
% (ADFS) RS 28. XHRATF—RATNAF TEHITHHIRIEUER S —RKR AT Active Directory (AD) iz,
ERE, STAFHEERECHNATERER; ADFS 2EISHMEZIRITATR AD FEHH “EFIKA ",

ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

Certificate Authority

Windows Server

Windows Server m
uPN
a walter@adfs.ext & FAS User

P Certificate Domain Controller
Template

& FAS Authorization
g Certificate
£ remplate

walter@auth.local

| Certificate Authority Alternative UPN

Windows Server

walter@adfs.ext
. StoreFront
Windows Server
Windows Server
Citrix Gateway f Certificate
ADFS Server
VPX
Root CA Export .
1 Cortficate < Federated Authenti-
S i
e ] (pm:cna,tj A 2a[&;mdv5ervel . Issue cation Server r Dol
ertificate irtua eliver
Windows Server A v
3 K) Signature Export ADFS Signature gent
§ I Certficate R cerificate : FAS. Windows Server & Desktop
g [pm, =\ thorization Issue Operating Systems
e Eocoyetion SAMLSP (RP) . SR Centfcate
R (notusea) : Jo o [ resuser 4 Issue | 51 FAS User
: :’ ‘Lv,—' Cgrhﬁfatgg _‘ f Certificate
SAML IdP Vol
; : o Loginwith Lo
o
i
itrix 1 -
|.§, Hardware Security
1 .
Client ,E : Module (Optional)
[
: I Hardware Appliance
Windows / MacOS / Linux 1 :
1
N~
Export Root CA Certificate I Q"
' (from ADFS.EXT CA) 1
! Authorizati
Root CA Certificate S| Ik Cf' F:V;;'ii‘:o"

f (fromAUTH.LOCALCA)

Export

BXER:
o ZEMEE-XNETINRREMEE FAS,

Windows 10 Azure AD Etiz

Windows 10 15| N 7T “Azure AD BX3Z” IS, EMS 5% 48 Windows M AZEM, BEEHT @i
Internet” MizR, WINEEESFERTEERHENMNEIRER. S5E489 Windows iSINAMEE, Azure AD EE#
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AT Web iR REAR R B RERIIEE, XLEHMEE A5 Internet”, Eitt, BME@MEET Internet &9
UBEHTIE, MIFNMDRAZERFEMHITIE

Azure

&

Azure AD

Synchronization

Cloud

DMZ

|
;

AD
Citrix Virtual Desktop
CE -_.-'I::'!=':': ----:
)
Ty Bexert
Ide=ntity

EEER L LRE “DAERNRLAF” BT, EHEXITENT2EE Internet AR Azure AD Ihse

FHATEMM B DI,

EEE, hIERMEMEREESERMET IP MM ESMEIRIT: it ITERMIER. Azure HEMTIRMEIER,
Azure AD Connect R 2834 B ahiEiEEl Azure AD, RETFIRER, RFEIEAER Azure VM,

BXER:

o LENEE—XNE

TIfAIREMAEE FAS,

« Azure AD ER—XBEFRER.
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ADFS %3E

December 28,2021

&7
AXATE T g Citrix 37885 Microsoft ADFS #B& /.

Y% AREMER ADFS EBAPRNEE#ITE RS HIRIEN Web i SR LR, fldN, ARRIEERRETRHEEI
MRS TEHNSR,; FEFEATE Windows BERERRIPXLME,

B & B IIERRSS (FAS) iE42iF Citrix Gateway # Citrix StoreFront 5 ADFS ZREAFKAEER, ERE T JaEa%
AT R TERBER,

LthERE &R Citrix Gateway £ Microsoft ADFS By{E#i 7.
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AUTH.LOCAL domain

CTT—

Citrix Gatewa . .
v Certificate Authority
VPX )
Hindowsserer [ microsoft |
Root CA Export g FAS User
§ cenificate g Cenificate Domain Controller
Gateway Server Issue Template
' Certificate b FAS Authorization Wind s
Certificate Indows Server
ADFS Signature i Template
f Cenificate uPN

walter@auth.local
SAML SP (RP) Alternative UPN

walter@adfs.ext

StorefFront

Windows Server

lsue L TLS Server
§ Certificate

Federated Authenti-
caton erver
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
= . Issue Operating Systems
r——-F-' g Authorization
1 4 Certificate
| wicosort I wicosort [ B T o e
H :- @ Certificates . @ certficate
E 4
Web Access Proxy ADFS Server !
! Login with i
: L e
. N £
Windows Server Windows Server :'§ 1
! .
1%, | Hardware Security
18 .
15 Server 13, | Module (Optional)
' Certificate L
> : : Hardware Appliance
f) Signature : 1
' Certificate ‘ : ? Users
| === Private Keys
D’) Encryption 1 D"
Certificate 1
' (not used) '_ . M Authorization
Private Key

ADFS Proxy SAML IdP

SAML #5A

RELFEITCIES (SAML) B2—MEEM “EERFERNE” 1 Web WERERRS. EEBGQEUTSI

&M URL [ 55 FMRS URL]

Citrix Gateway ZMAF FEH#HITE R NIER, SERAFH Web %287F ADFS ARS8 L3t SAML &R Web &1
E#IT HTTP POST, Xi@ER https:// #ulk, XA https://adfs.mycompany.com/adfs/ s,
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Itk Web TiE POST & HEHfMER, ©1F ADFS EEREANEERREAAH “REHEL",

FRIRAT [MREZFR[S=1K ID]

SE1k 1D 245 Citrix Gateway 7£[@ ADFS &%) POST $iEH 8 &M —ITRT, XEX ADFS AR EERRER
B9ARSS, FH@R ADFS IRIERENAARNS MR, MREMA, SAML BHEIE XML BERTEFREIE
1% ID #RIRAIARSS .

—M1ER T, 314k ID 245 Citrix Gateway RS 2EF RNEM URL, EBEFUIEERARNS, #itRR Citrix Gateway
5 ADFS iER#IR: https://ns.mycompany.com/application/logonpage,

REHAE [£%E URL]

NREMRIER, ADFS &8RP 8 Web 155284 SAML 54363 XML POST [E9521K ID BEEEMZES URL 2~
—, XiBFEZRA Citrix Gateway IREB LM https: // #isik, XA https://ns.mycompany.com/cgi
/samlauth,

WREET 218 URL ik, Citrix Gateway ®JLA7ER) ADFS &Rix#IRE POST FiE#FE—4> URL,

ZZIEH [IDP EH]

ADFS EAFARBI ZBYY SAML 514383E XML blob #17%%, BRIFHEH, %k Citrix Gateway B & 791
RIEBXHHEENQANERERE S, IEBXHEEZEM ADFS BRSSB[BIREN— XA M.

g5 URL [ 5055 URL]

ADFS #0 Citrix Gateway 3% “hRiFs” &4, Citrix Gateway £@/Ri¢iitt URL LiteZE SAML S I83E XML
blob REFNFRREFERNRIE,

XE—IANENEE, FHRERE, XBER https: // #ilk, #&3XA: https://adfs.mycompany.com/adfs
/logout, (EEER, tbiittal58m5R URL #E.)

ficE

Citrix Gateway SEZZANAE T WAIRE Citrix Gateway LU BT A& LDAP BHIEIEBER, MIhSMIRERE, AT
7£ Citrix Gateway L8IE—& A iFi#1T SAML SHIIERFH S HIIESREE, LEREELUFEIIER Citrix Gateway [
SERAMERIA LDAP 588,
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MetScaler » MetScaler Gateway » Policies » Authentication > SAML > Policles IF:J lﬂ H
Policies Servers
Add | | Primary VPN Global Bindings Search ~
Name Expression Request Server
StoreFrontSANL M5 _TRUE AzureAd
157c SAML EB%

AILUER 2 B M ADFS BIRixHI &R = RECEH SAML IdP ARS28. MZALLHREEET, Citrix Gateway s EFE
EmE ADFS #178%, HRIFKES ADFS EZH SAML S{RISIE<HE,

Create Authentication SAML Server 5

Create Authentication SAML Server

MName®

Azurend

L
v

Authentication Type
SAML
IDP Certificate Name* 253
AzureADSAML v +
Redmect URL* Exact W
20f-4c20-9626-14d5e484c62e /saml2
| Single Logout URL

| 291-4c20-9826-14d5e484062e/saml2

userprincipalnarme
Signing Certificate Name
v
Issuer Name
https:;",.l’ns.citri :-csa-mlﬁemu net/Citrng*

Reject Unsigned Assertion®™

ON v

SAML Binding®

POST v
Default Authentication Group

Sk Time{mins)

5
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BXES

o REMECER FAS REMEENETESE RN,
o HERREN—XELET B FAS &E.
¢ BRIEE—XHNET “BIEHE X&E,

Azure AD &£

December 28,2021

vl

AN BN Citrix 3F185 Windows 10 Azure AD ThaEME&ER,. Windows 10 #53|\7T Azure AD, Xg&—1
AU IINER, A AELERPEE Internet S8 EEXITENMAEE, UWEHITEEMNPESRER,

EXEFHRAIEEERT — M EAGUTRENAS: IT ARRFHAFRMAETA Windows 10 EERITENAIE L
BFER AU ALEM RS, ARBTIREEIRTHRS > X T > M\ Azure AD EIUS R AT,

“ Settings

03 SYSTEM

Display

PC

Motifications & actions

Tablet mode

Storage
Offline maps
Default apps

About

PC name

Apps & features Rename PC

Multitasking Organization

Join a domain

Power & sleep Join Azure AD

Edition
Product ID

Processor

Installed RAl
System type

Pen and touch

Find a setting L

vda-winlid

WORK

Windows 10 Enterprise
00329-00000-00003-AA066

Intel{R) Xeon(R) CPU ES-1630 0 @ 3.20GHz
3.9 GHz

2.00 GB
a4-bit operating system, x64-based processar

Mo pen or touch input is available for this
display

Channe nroeuet ke o pinaeads seaare sdition of Windos
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EMEERITENE, Microsoft Edge Web 35188353@id Azure SaaS ZAEF Web REB#EREI QM Web
uh= A Citrix WE R ARRF, UKkHEM Azure AR (190 Office 365),

B Access Panel Applicatior %+ = d ped
é v (::1 ‘ E| account.activedirectory windowsazure.com/aj ';‘h' | = @4 533
Microsoft Azure george@

applications  profile

AzrureStoreFront -

©2016 Microsoft  Legal | Privacy

RREH

IERLEHTLEH Azure IRESATING, NSRS HRAR (F30 Azure AD #1 Office 365) 1B&EM. B&
BREEINAAERTIEAR, REUTHAE Intranet EHIHEE,

AL ZER Y AEERME SRS AT, EX Azure AD Connect FEF RS RILUEE Internet #5412 Azure,
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Azure ’\
“E Azure AD

Synchronization

% &
) AD
Citrix Yirtual Desktop
® ;I::':=':': 2
a
Cloud “ Aot
ntity

REERNBEAESR (A LEBEIEHAENBIZEMA Kerberos/NTLM B4 5IE) ELARERTREERNS
Azure 1 SAML Zjal89 TLS &%, #FERSAEAMAE Azure AD #9 Azure R 2R, BILUER Azure =RRSH
IAAS EB453 HREYHRE Active Directory BRZ528 VM iz1TEE Active Directory WIIBE MBI (190 SQL Server %1
'’

B BEEANBIEFN, &8 Citrix Virtual Apps and Desktops £ BIZF# 1T, TRIZEEAI BIE
FE{ER Microsoft Edge K& S ERIpaEE T A/ K Azure R AEFTTEHFITERE, Microsoft iR iR {EEEMBKEFE
& Azure N EB#2FHI Android 1 i0S B2,

tIZ2 DNS X3

Azure AD EREEREEMAMA DNS ik, HizhiEsS ERNEIRKEN, Ailt, EREFLUER Azure DNS BIX1

Thiko
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R BIMER DNS Xig& R citrixsamldemo.net,

Essentials 20 )

Fesource group Mame senver 1

citrixsamldema nst-0l.azure-dns.com,

Subscription name Mame server 2

Visual Studio Professional with MSDRN ns2-01.azure-dns.net.

Subscription D Marme serser 3

dfz2436f-d4fe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALLE

ngl-01,azure-dns.cam,
ns2-01.azure-dns net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ M3 172800

Ermail; azuredns-hostmaster,microsaft,,..
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .

111}
FH A2 Azure DNS B ARZ BB M, XLEZMNEXIEITMA DNS M58 NS £EH5IH (Fla
citrixsamldemo.net. NS nl-01l.azure-dns.com)

Xt Azure 178 VM 195 | AR, SIS AZEN VM ERER Azure 3TER DNS ig&#9 CNAME #5t. @0
RVM B IP it ET Y, FEEFohEH DNS Xig>X .

I EFE RN ERFISMES DNS ik 5B ERIF4F—3, 18 citrixsamldemo.net, {E/HFS DNS (FERE 10.0.05),
FIN— 318 Web EEFRIERSSEM “fs.citrixsamldemo.net” £8, XEHKIEMNEES S HIIERS.
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BIETARSS

THIERE T — Citrix 3715, HFEE—1 ADFS RS 287 Azure iB{TH AD iR, 81T — 1 &RS, 88X

“citrixsamldemo”,

URL

WEE APP QUICK CREATE
| @ v =

— app.net
VIRTUAL MACHINE i-"‘i CUSTONM CREATE A
REGICN OR AFFINITY GROUPF

,nqﬁ E MOBILE SERVICE West Europe W ‘

"-\
L) @ | CLOUD SERVICE
LSt

ﬁ EEI BATCH SERVICE
=l

CREATE CLOUD SERVICE v

B2 Windows S,
I ENMEEIRS PETTH Windows VM:

o #1288 (domaincontrol)

« Azure Connect ADFS fRs388 (adfs)

ADFS Web ifiafti2 (Web MEREFHE, RMASE)

Citrix Virtual Apps and Desktops Delivery Controller

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)

.
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Create virtual machine » Basics

Create virtual machine

Resgurce groups

B AN resnirces
All resource:
. S * Name

‘[ Basics 5
Recent Configure basic settings

* User name
App Services

Virtual machines (classic) = * Passwiord
B virtual machines
'% Subscription
&L databases s arnfigure of 3| fe If: f T £ “
S0L databases wiual Studio Professional with MSDN
& Cloud services (classic) * Resource group
_ﬂ citrisamidamo ~
W security Center T Window Dat
Lacation
? Subscriptions Waest Europa hd

Browse »

2R

o 740 DNS AR5 2370 Active Directory 3RS B & LIEIE— MR Active Directory #E (It REIH A
citrixsamldemo.net), EiEF5mME, BN Active Directory T $RES AT,

o QIBE—MEEAAKAATUR (Bi50, George@citrixsamldemo.net),

o BT IARE2FIZTAER DNS, Fitk, FrARRS 2SR5 | F LIRSS 28 LUEHTT DNS fi##fr, LbiR(ErNEE Azure
DNS ¢ BTERM. (BXFMAER, BESRESULEFH “MHR".)

ADFS =280 Web R BREFRIERS S

« 35 ADFS BR532: 103 citrixsamldemo domain 1, Web W BIEFARIEIRSS S M IAAR R EEIRITA T 1E4E
r, Ak, &7 AD DNS shFzhsEat DNS bk,

o TEIXLERRSZS8 Fin1T Enable-PSRemoting -Force cmdlet, ListiF PS @SB A3EM AzureAD Connect
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T RiEfEEE.

Citrix Virtual Desktops Delivery Controller #1 VDA

o EEMAE citrixsamldemo BWE S Windows Server E%# Citrix Virtual Apps =% Citrix Virtual
Desktops Delivery Controller #1 VDA,

ECEMEF DNS

REIIEHISEE, 515 DNS RSB BEE AHLIE citrixsamldemo.net WREEE, HAESMEING DNS IR (fF
40 8.8.8.8) HIFE %28,

2 DNS Manager = 0O X

File Action \View Help

e« @ Bc HE §86

&, DNS Mame Type [ata Timestae
4 § DOMAMNCONTROL o _msdcs
4 [ 7] Forward Lookup Zones | sites
I [z msdes. net ._:tl:l:l
D: '-.-- _ _Udp
I ] Reverse Leokup Zenes ~| DomainDnsZones
& J Trust Points | ForestDnsZanes
B - | Conditional Forwarders 5|_ (same as parent folder) Start of Authority (S04) [24], demaincantrol. static
b [ Global Logs ] (same as parent folder) Mame Server (ME) domaincontral, static
] (same as parent folder) Huost (4) 10.0.0.12 51320
£ adfs Host (4) 10.0.0.13 5137201
& domaincontrel Hist (A) 10.0.0.12 static
Hts Hast (4) 10.0.0.13 static
Hwap Host (4] 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
i n >

A T EIBESIER:

+ wap.citrixsamldemo.net [Web R B2FAE VM ERIMANE]
« fs.citrixsamldemo.net [NERER & S5 IR IEARSS 28 th it
« enterpriseregistration.citrixsaml.net [5 fs.citrixsamldemo.net #[E]]

B2 Azure HRizfTHIFRE VM ERE 79X (EMLL DNS AR 28, aTLUBEMLIED GUI TR,
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Essentials ~ on AR <;' DINS servers @

PETELY Custom DNS
Resource group

cier e SURFORT = TROUBLESHOOTING

o * Primary DMS senver

Location ;
West Europe W 2uditlegs > 10.0.0.5
u MNew support request b Secondary DNS server
Subscription |0
df2. §-d4fa-46ae-be7b-6470cdaeefca
GENERAL
Properties >
A s =¥
i 1P addresses >
BE DNS servers >
@ Metwork security group >

BUAERT, MEB 1P (10.0.0.9) itmhSHER. BIAER IP i@ BRASER IP #hit. [xd Web M AR2FHIERS
ERFNIETHIZR AT AR 1R

FcESMER DNS it

VM iB1TE12H, Azure REBCHEMHFIE DAL VM B IP sthithy DNS XigiiRs528. X2—IAIEANEHA
Thie, FEA Azure BRIATESED VM Bapt s EC IP sk,

- DomainControl8733 Configuration
lic IP acdres o - DomainContr 3

Essentials ~ [ ) Aesignment
I Stoti
ree graup P address [ ymamic [
tricsamldemo 13.94.252.54 SUPPORT « TROUBLESHOOTING
risamid 3942525 1 sddress @
B Auditlogs > 13.84.252.54
% New support request 3 ldle timeout (minutes) @
Subscription 1D 4
f224361-d4fG-d6ae-beTh-5473cdacetca X
GENERAL DHS name label (optional) @
] gs = dom
Properties >
Il settings =
& Configuration >
d tiles
®

RESOURCE MANAGEMENT
Eatt & T
& Locks

s Users

Voo v v

3 Beport template

% domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com B9 DNS it 43 Boés igiis 28,

EER, mREREBETMRG, RE Web ARERFAREM Citrix Gateway VM EAAMA IP ik, (REIES, ~H
IP stk B3 3337157547 RDP 35i8),)

FEL2A

Azure =fERATLAM Internet EIExT VM 317 TCP/UDP iAia]edERRIBA ASEHN. BINERT, FiE VM EBaiF
i#1T RDP iia, Citrix Gateway 1 Web A2 LIRSS 8RR o VPR E 443 LBA TLS,
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SUPPORT + TROUBLESHOOTING

B Auditlogs

& Mew support request

GEMERAL

HE Propesties
B 1P addresses
B DNSservers

@ Network security group

RESQURCE MANAGEMENT

¢z ADFS iEH

R

Network security group

Security rules
1 inbound, 0 outbound

Assodiated with

ssional with MSD

Sunseription (D
df22436f-d4f9-46ae-be7b-64 79cdaeefca

AR D

0 subnets, 2 network interfaces

2l settings =

SUPPORT + TROUBLESHOOTING

B tuditlogs >

& New support request >

GENERAL

HE Propenties
Y Inbound security rules
L Outbound

B Network interfaces

Subnets

A secuiity rules

Vv v v v

BTE Microsoft IEBMAN LB Web FRSIIERER, XAFIREBRSE (BIFEFH) R pix XHEEREE
X DNS #iftH9iEH. %AFES7E ADFS #1 Web R AR HIERS 28 ERFEIIES, PFX XA RER A EIET,

IR ER AT EFAE B R Web ARSS2RIES:

o NAA:

- adfs.citrixsamldemo.net [+ E#1& 5]
. EREEBEM:

- *.citrixsamldemo.net [Xi5& 5]

- fs.citrixsamldemo. net [DNS 9% H]

- enterpriseregistration.citrixsamldemo.net

a

Consolel - [Con

& File
o 7|7 0

1 Console Roct
a [} Certificates (L
4 | Personal
= Centifi
= Trusted Rg
| Enterprise
" Intermedid
= Trusted P
| Untrusted
| Third-Part]
= Trusted Pe
= Chent Aut
| Remote D
7 Runtirme_T]
~ Smart Car
| Trusted De

Action

v T YT YT YT YT OTT T

=l Certificate Enrollmen

Request Certificat

‘fou can request the fol
click Enrell,

] Computer
Web Server
i\,‘ More inforr

The fellowing opt
Key usage:

Application pi
WValidity penod

[]Show all temiplates

Certificate Properties

can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate
Subject mame:

Type:

Commen name v| Add =
Value: -
| < Remove
:»"!-Ittrnuli\-'c name: )
Type
DS v|
Value:
[ | fidd
< Remave

i Subject | Genersl | Extensions | private Key | Certification Autherity |

The subject of a certificate is the user or computer te which the certificate is issued. You
can enter information about the types of subject name and alternative mame values that

CM=adfs.citrimamldema.net

*.citrixsamldemo.net
fs.citrisam|demo.net

-I:I X
._ﬂ'x

-

v

-

»

OK

Cancel

Apply
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KBRS pfx X, BEZEERIPHNTASR.

%= Azure AD

AN E TIREF Azure AD IR BUERAETE A T3 Windows 10 0N Azure AD B9 FHRIRBIEIE,

BIEMBER

EREH Azure P HEUB— B R.

Add directory

DIRECTORY
Create new directary

MAME

CitrixSAMLDemo

DORAIN NAME

citrixsamldema & | .onmicrosoft.com

COUNTRY OR REGHIM

United Kingdam E|

L] This is a B2C directery.

SRR, BER—MEERE.
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citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

Integrate with your local directory

%,

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

tIEeREER AP (AzureAdmin)

£ Azure FRIBE— 12 BEBER (FEHFRGIFA AzureAdmin@citrixsamldemo.onmicrosoft.com) 3#
ERIKF BRI E R,
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

7£ Azure AD FEMEHIS
ZRNERT, BPEEHKRAN <user.name>@<company>.onmicrosoft.com BB FEREEHIHEHITIRIR,

EAXTERH—FRENBELATERN, ERFEAINERTIHNBFERELL, EEtithSRLHF B FEREIKA T
Eo9sthit: <user.name>@<company>.com

IR FRREMEHNESL A ATIINEER, W RFIER citrixsamldemo.net,

MRBIRE ADFS LUIEHTRRER, BRAZERE.
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

%% Azure AD Connect
Azure AD B2& GUI W& % 2 ExFmE Azure AD Connect 89 Microsoft T#iTiE, 7 ADFSVM L&ENKTH, i&
FRBENZE (MIFPRIRE), LUE ADFS &R H,
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Install required components

Express Settings

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

%R EA AD FS #1TEXE B D IIEE R B RiE,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

fERZ IR EERIKF EZE Azure,
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Connect to Azure AD

Express Settings

Required Compenents Enter your Azure AD credentials: 9
User Sign-in USERMAME
Connect to Azure AD |ﬂzurc.‘-".dmm@cntrlnsamld emo.onmicrosaft.com |
Sync
PASSWORD

Connect Directories

Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Previous

PEFRAER AD #o
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& Microsoft Azure Active Directory C

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests: (7]
User Sign-In DIRECTORY TYPE

Connect to Azure AD | Active Directory |'_

Sy FOREST @)

Connect Directories |citrixsamldemc>.cloud app.net |'

Cromain/OU Filtering
USERMAME

|EITRIXSAMLDEMCh Administrater

Identifying users

Filtering
PASSWORD

nn.olnil‘ L';'E'."E-?‘k;ﬁ:‘ﬁ“

Optional Features

ADFS Farm
Azure AD Domain CONFIGURED DIRECTORIES
Configure

Verify

citrixszmidemo.cloudapp.net {Active Directory) & Remove

¥&FrEIE Active Directory 4% 5 Azure AD @,
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Domain and OU filtering

Express Settings

Required Companents Directory: [ citrixsamidemo.cloudappnet | =] L Goale s
User Sign-in ~ Sync all domains and Qs
Connect to Azure AD ® sync selected domains and Ols
Syne 4 [ citriksamldemo.cloudapp.net
Connect Directories [ Builtin
Domain/OU Filtering Computers

dentifying users Damain Controllers
- ForeignSecurityPrincipals
Filtering g Y p
Infrastructure
tional Fe
Optional Features LostandFound

ADFS Farm Managed Service Accounts

Azure AD Domain NTDS Quotas

Configure Program Data
Verify System
Users

RERRDERDRER R

Configuration

MREREGHIFEEE, JUKERBIRFHNAFRZRRNERNARF.
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Uniguely identifying your users

Express Settings

Required Components Select how users should be identified in your on-premises directories, [ 7]
User Sign-n ® Users are represented only once across all directories.
Connect to Azure AD ) User identities exist across multiple directories. Match using:

Sync

Object

Connect Directones

SAMAccount

Domain/OU Filtering

e x A specific attribute
Identifying users pec !

. CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain

Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalName |-

e

BZRIALIRRD, SERRFAMIREREN—ARENRAPMIEE,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Domain/CU Filtering
|dentifying users
| fiteing |
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

Filter users and devices

Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.

# Synchronize all users and devices
71 Synchronize selected @
OREST GROUP

citrixsamldemo.cloudapp.net I.*-:.‘cr a name or DN of a group Resolve

Previous

MREE, LUK Azure AD &35 Active Directory A%, BF ADFS WEMHIIEEEARARTERD,
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.

1ent e

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

R EE AD FS F{ERRES PFX X, 5% fs.citrixsamldemo.net ¥ DNS &#7F,
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/GU Filterin - - . ) .

g ) Use a Certificate installed on the Federation Machines
Identifying users
Filtering CERTIFICATE FILE a

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [l EBrowse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

RTEERRIERSSEM, A wap.citrixsamldemo.net fR52s89itiiit, ERIEEZETE Web BEFRERSS
L& 5 819517 Enable-PSRemoting -Force cmdlet, L& Azure AD Connect BEBE E# TR B,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 110



BRE 57 IIEARSS 2109

& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect 1o Azure AD
SyNnC
Connect Directories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Credentials
Service account
Azure AD Domain
Configure

Verify

Web application proxy servers

Specify where to install web application proxy.

SERVER
| Type a server name o P address Add Browse

SELECTED SERVERS

Q VDA citriksamidemo.cloudappnet  Remove

Previous

AR

MRIEF B ATzt PowerShell FERBEELK, E=HRE Web AR RS [ IMANEH,

NFRSHNERSRE, BEERAINENEERENE, H)9 ADFS gIE— RSP, Azure AD Connect 2 ERZRE

393 DNS XIgHIFrEN.
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Select the Azure AD domain to federate with your on-premises directory,

DOnaiN: &

Azure AD Domain

| citnixsamldemo.cloudapp.net |~

TXT record:

MX record:

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

Taxt: M5=ms59661451

Destination: ms596671451. msv Linvalid
You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

3 TXT #0 MX 2 RA10%) Azure FRY DNS #itiHE R,

HAME TYPE Tl
@ NS 172800
@ S0A 3600
i A 2p00
f3 CHAME 3600

£ Azure EEITHI SR EHIIE,

WALLE

ns1-01.azure-dns.com

ns-01.azure-dns.net,

ns3-01.azure-dns.org. ree
ns4-01.azure-dms,infa,

Email: azuredns-hostraster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 rer
Expire: 24192040

Minirrurm TTL: 300

msAUT0ET3

adfs-citrinsamldermowestevrepe.cloud... .,
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CitrixSaml|Demo
&3 USERS GROUPS APPLICATIONS DOMAINS CIRECTORY INTEGRATION COMNFIGURE EPORTS LICEMSES
DOMAIN NAME THPE STATUS SIMGLE SIGN-ON PRIMARY DOMAIN e

citrocsamidemo.onmicrosoft.com Basic Artive Mot Available es

=
WNRILP B, 7ILTEIETT Azure AD Connect ZRigSiEE,

SERiE, MRt fs.citrixsamldemo.net $§i@iE im0 443 #1TiAEl,

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service name f= citrixsamidame.net was verified and resolves to the following addresses;

10,0013

& The Extranet configuration was successfully verified.

The federation service Name fx citicsamidemo et w35 verified using an external DMS server and resolves to
the following addresses:

104.45.19.206

Verify

B F Azure AD Btz

BF BB LE Windows 10 BETH1T Azure AD BXiZi2(ERY, /A DNS EEMEREm ADFS 1y
CNAME DNSiE%: enterpriseregistration.<upnsuffix>,

FEREEIF, X2 fs.citrixsamldemo.net,
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enterprissreristration.citrocamibdemo.net ‘
Type

CHAME |
= TTL TTL unit

1 W | | Mlinutes W
Alias

fs citrimsamidemo.net W

INRKEALARIEBMENM, E5H7E Windows 10 1+5EH E%= % ADFS RIEH, X#¥ Windows #S1E ADFS AR

%

R Z BIERBITAER P IKF 1T Azure AD SEEXERIR(E,

l

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my password
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

EER: UPN &5 ADFS 131 h28aE05iR 3R UPN IREC,
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

l |
hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

5 7 A P B R AR St 18 BB BT B A B R RIIE Azure AD BHEIRIER B, BRE, BE5h Microsoft
Edge #Fi&E#EI http://myapps.microsoft.com. % Web M BEhER S R ERINEE

%% Citrix Virtual Apps 5 Citrix Virtual Desktops

AR E A E Azure REEM Citrix Virtual Apps 3k Citrix Virtual Desktops ISO %% Delivery Controller
#0 VDA i,

ELb R, StoreFront 5 Delivery Controller R HRIRNARS 28 L. VDA fEA A Windows 2012 R2
RDS T {Ei#i2R%, &5 Machine Creation Services £/ (REBEBERMRE) . HEUREZH, BRERP
George@citrixsamldemo.net B EaEBFERBEHITE B IIE,
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HE |

é @|@ httpe//localhost/ Citrin/Storel O = G| @ Citrix Receiver * ﬁ{} ﬁ €€§

Citrix StoreFront e bl

DESKTOPRS

f‘ll’- i Desktops

Details

Azure

#£ Controller L iz %7 Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true PowerShell
cmdlet L4 iF StoreFront R{ER AP HEIE#ITR AT,

REBK GRS

7£ ADFS BR$5 88 %% FAS, #3 Delivery Controller &2 & M LA 75 X4 B {5 StoreFront (B % 7 4 7R 5 o,
StoreFront %755 Delivery Controller @RI VM L), ERRLENEE,

fd& StoreFront

71 Delivery Controller BRE—MTEAIES, S IS # StoreFront EEBRMER HTTPS, Ai= AN 443 1%
B IS 487, #i§ StoreFront E#LEXA https:,
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a8 Citrix Studio =||=) =3
File Action View Help

e« xE B[E

] Console Root . ) Actions
4 B Citrix Studio (citrisam ClTR!x m -
O Search

I Machine Catalogs Add Server

[ AppDisks Server Group Change Base URL

£, Delivery Groups ; View R

Al Applications Group details

5 Policies @ Refresh

[# Logging ) Sase URL: httpsi/ddc. H Hep

4 [ Configuration Mumber of servers; 1

£ Administrators Configuration
= Controllers Madify the base URL for services hosted on this deployment, Fer multiple server
™ Hosting deploymants, specify the load-balanced URL for the server group.
e Licensing
I3 StorsFront -
[ App-Y Publishi Base URL: | https:f/ddc.citrixsamldemo.net ]
£ AppDNa
@ Zones

4 Eb Citrix StoreFront

3 stores oK Cancel
o o =

< 1] | >

(Change the base URL of the server group. |

3§ StoreFront B2 & ffER FAS IRS& (EALEMEZE A PowerShell BIZ), SAE7E Azure i TRERMNE, UL
MWRELETEE FAS IREB[ LNEHEERRHINERERNZ FAS,

File Action View Help

e= #[@ B
[ NEE) Application  Mumber of event

I 3 Custom ¥ -

y ._gi Windows : : De ru:l |me =] - — Event D Tack C..
E Applic ¥ Information /3172018 %4735 AM Citric.Authentication.Federated AuthenticationService 2 None
[+] Securi (D Information 5/31/2016 D:47:35 AM CitrixAuthentication.Federated AuthenticationSendice
B setup @lnhmation 5/31/2016 94713 AM Citrix-Authentication.Federsted Authentication5ervice
(7] Systen {Dlnhnnation 5/31/2016 %4819 AM MESCLSMICROSOFT=#WID
] Forwa @lnfﬂm‘lﬂtiun 5/31/2016 9:45:44 AM Citric-Authentication.Federsted AuthenticationSenvice

L Applicatic '@ll‘lfﬂl‘lﬂ!ﬁﬂn 5/31/2016 94543 AM Citric.Authentication.Federated AuthenticationSenvice

:E Subscripti @Infﬂm‘luﬁon 5/31/20168 %4439 AM Citrie.futhentication.Federated AuthenticationService

@Inlﬂm‘la{ion 531720168 %44:39 AM Citri.futhentication. Federated AuthenticationService

@Inlnlmation 53172016 941:23 AM MSSOLSMICROSOFTEZWID

@Inlnlmation 53172016 9:38:37 AM Citri.TrustFabric

'@Inlalmation 5/31/2016 9:38:37 AM Citriv.TrustFabric

Event 204, Citrix. Authentication. FederatedAuthenticationService

General | Details

[5204] Relying party [| \WDNAS] accessing the Logon CSP for [upn: george@ net] in role: [default]
[Operation: SignHash] as autherized by [ \DDCS].

Log Mame: Application

¥ StoreFront B2 & »fE/A Citrix Gateway

7£ StoreFront EEIEHI & R EREESMHIIES % GUI 3§ StoreFront B2E A1ER Citrix Gateway HUITEHIRIIE,
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Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

&k Citrix Gateway BIGIEET, EEE— Secure Ticket Authority (STA) H#& & Citrix Gateway ik,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

|| Enable Remate Arcess

Select the permitted level of access to internal resources

() Allow users to access only resources deliverad thraugh StoreFront (No VPN tunnel) @

(®) Allow users to access all resources an the internal netwark (Full VPN tunnel) @
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MNetScaler Gateway appliances: [ [+ MetscalerGateway

Default appliance: | MetsealerGataway

&% Azure AD 2R LI ERE StoreFront

ATiEA Azure AD SAML 2.0 2 B RIMEE, %Ihee I ERITHE Azure Active Directory Premium, 7£ Azure
AD BET A, EERENAREFMNMERFIN— T RARERF.
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Add an application for my organization to use

FEATURED APPLICATIONS (17) '

I CUSTOM ~

ALL (2626)
BUSINESS MANAGEMENT (124)

Add an unlisted application my
' organization is using

COLLABORATION (214)
CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM [114)

DATA SERVICES (109)
DEVELOPER SERVICES (86)

MAME

StoreFront

Enter the name of an application you are
using, and add it to explore single sign-on
integration options.

EEEEX > FMBENAREERNRIIENAREFAENAF - MEEXNARER.

ECEET

BUE— AN 215 x 215 GENE AR HE “BRE” WE L EHZE R UBER BRI ET.

properties

APPLICATION TILE LOGO

ECE SAML 5173383

REE “‘HARE ERIR SN EHEREERRER.
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storefront

&3 DASHBOARD  USERS AND GROUPS  ATTRIBUTES — COMFIGURE

StoreFront has been added

[JSkip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.
Configure single sign-on

IHERE ISR SAML 2.0 B985, X5 Microsoft Azure AD & 5 & FREXT N,

CONFIGURE SINGLE SI1GM-ON

How would you like users to sign on to StoreFront?

[#i Microsoft Azure AD Single Sign-On
Establish Federation between Microseft Azure AD and StareFrant
Learn mare

"} Password Single Sign-On
Picrosoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on to StoreFront using Active Directory
Federation Services or ancther third- party single sign-on provider.
Learn more

MRRAIURERFHE (WA5m Citrix Gateway REMECEITA) ; ELHRFIH, &8 URL 7 Citrix Gateway
ARE88 A /cgi/samlauth,
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CONFIGURE SINGLE 51GN-OiR

Configure App Settings

Enter the settings of AzureStoreFront application below. Learn more

IDENTIFIER

https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogi/samlauth ] |

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

T—RHE&ETE Citrix Gateway BE2E /9 Azure AD F#iARIER.

CONFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directory, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-on:
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Drowmload Certificate (Raw) @

Download Metadata (ML) (E)

(2]

. Configure the certficate and values in AzureStoreFront
ISSLIER LIRL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-ON SERVICE LIRL
https:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d5ed84c62

SINGLE SIGN-OUT SERVICE URL
https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5e484c62 €

[l confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

T# Base 64 AIfEE R IEBHERBERMEH URL, EFHERE Citrix Gateway HEEREFHUEXL URL,
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mAFDEN AR

BRE— TN BANBRNARFUEEERFH “myapps.microsoft.com” EHIRNE LER. WHBE “BPAMA" T
EL5EM. SEd#EE Azure AD Connect R4 8933 B P P BYIRIEIANPR, HA] LIEREMIKF, {823 0RAHBR ST XL
A, ARENAER <user>@<domain> #E=,

storefront

&2 DASHEOARD  USERS AND GROUPS ATTRIBUTES COMFIGLRE
sHow  [&ll Users v v
DISPLAY MAME USER NAME JOB TITLE DEPARTMENT ACCESS METHOD el
Azure Admin AzureAdmin@citrixsamlid.. Na Unassigned
George Wser george@citrixsamldema.nat Mo Unassigned
On-Premises Directony Sy..  Syme_ADF5S_21a7eB080d ... Na Unassigned

MyApps T1E

=

ERENREFE, ZNBREFEBERFIAR https://myapps.microsoft.com BSEAF K Azure R AREFTIRDE

To

B Access Panel Applicatior >+ = a *

& > O |8 accountactivedirectory windowsazure.com/a) | = @ O
george®@

Microsoft Azure

applications  profile

AzureStoreFront -

82016 Microsoft  Legal | Privacy
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5 Azure AD BX#%f5, Windows 10 BB RAF ERERE Azure NARRF., REERSENNEEM T ZFE
&1 SAML cgi/samlauth Web T,

B218% URL

REIE) Azure AD =R P AR, MEBNNARFIANERER URL, It URL BFRH Web 53835z
HeIZEEEAF EmE StoreFront B9 “FFia” ST RES .

-~ ”.z—l;l |:—_\.-\..J—n
(LW LW R | 7 ) L W
=

M&PPLICATION TYPE
Web ﬂpFIicntinn

PLBLISHER

URL

SINGLE S1GN-0M URL

https:/fmyapps.microsoft.cam/signing

@ View usage report

1tk URL #aM5%) Web 3% 88 R LUF#{R Azure AD BB B EEE MR ZAiEE B Citrix Gateway cgi/samlauth
Web T, X{UERTESENARF, HEMNXEET Windows 10 Azure AD MERSIFRHBSER, (RFER
TEMAREAN Azure AD &8, )

LEHEE Citrix Gateway

RnIRIFEEE, REIERETT NetScaler (B7E#RA Citrix Gateway) #9Jhiz VM, BTLUM Azure M RBEIEMEE,
IR B NetScaler 11.0 B9 “B#H¥FAIE” M,

FERAX AP HITEHRIINIEEMNEIEE R NetScaler VM, ME Web s 2stsmmEp IP #uht, i&3EE, ST
Azure AD VM FREZNEF nsroot &S,

RINFEDE, ERMESMFENEXGEERERBE, AEHE DNS @iradisrR Microsoft gz Hias.

i&17 Citrix Virtual Apps and Desktops iz ERS

THESEEE— TR SAML B9fE 8 StoreFront &£/, ZHEIZTHE, RKFHM SAML EREREL,
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XenApp/XenDesktop Setup Wizard

What is your deployment

.
L Single Hop

Client Internet Access Gatway

What is your Citrix Integration Point?
storefront |

#®EFARE Citrix Gateway StoreFront i€ &, LbRENGEE RO 4433 (MIFiwO 443), LUE Microsoft Azure &
A, JE\E, AL Citrix Gateway BIE Web b s Tim A% AR E MRS,

MNetScaler Gateway Settings

MetScaler Gateway IP Address®

w . o . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixzsamldema.net

_| Redirect requests from port 80 1o secure port

AEBER, RN EHIERSISIES URFEEX 4TI,
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Server Certificate

Certificate Format®
| pem ™

Certificate File*

|n5.citrixsamldemu.net | | Browse I = |

[+ Frivate key is password protected
Private key password

oorien

EoE T HI2E LIEEE AD 1k

EEHEG A TIKF R, Fib, HFHE P tibRnE £ S HIEIESZEP. BRNEFEFENFRERIE.

Primary authentication method*

| Active Directary/UDAP |1||

IF Address®

|1D.G.D.1E|DIM

[] Load Balancing
Port*

380 |
Time out (seconds]”

E |

Base DN®

|'CN=U5EFS,DC= citrizsamldemo DC |
Service account®

|cw=internaladmin,cm =Users,DC= |

|_| Group Extraction
Server Logon Name Attnbute®

|userprim:ipalmame |

Password"

Confirm Password®

|“n"n|-u|-|-[ "‘|ﬂ

Secondary authentication method®

| Mate |

Continue Cancel
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B & StoreFront ihit

ZERBIF, 26 HTTPS BEZE StoreFront, Ak, &% SSL thilGEmL,

StoreFront

StoreFront FQDM*
ddc.citrixseamldema.net
site Path
Joitriz/StorsWeb

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

Secure Ticket Authority Server®
SeCune DL LTI Slinng

http:/{ddc.citritzsamldemo.netfsta | 4

443

I53E Citrix Gateway =

R AR ZMEEEEE Citrix Gateway HZE D IIEMEEIBE R M.

B )

B A Citrix Gateway SAML B1{330iFZ %

7z StoreFront A SAML 512 HE i Web thmimdER SAMI £, FnFziAR7 NS_TRUE #9357 SAML 58,
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Configure Authentication SAML Policy

MName

StoreFrontSARML

Authentication T:,-Fle
SAML

Server* -
[Raurend M +](7]

Expression®

Operators -

Saved Pelicy Expressions - |IFrl:qu:nt|3r Used Expressions -

KS_TRUE

KN o |

fEFAZATM Azure AD SREX#YIZ S ECEST SAML IdP AR%528.
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azuredd
Authenticabion Type
SAML

T = Y
IDP Certificate Mame

AzureADSAML vl +
Redirect URL"
20f-820-9826-14d5e484c62e /saml2

Simgle Logout URL

| ] ;

| 291-4c20-9826- 14d5e4B4062e/5ami2
User Fiald
userprind palname

Certificate Name

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Repect Unsigned Assertion”®

ON V]
SAML Binding®

POST i
(2 Authent n J
Skt r

5

Coghar el e

fERTE Azure AD FiE I A E R EIMAT Azure AD 89 Windows 10 £&. Ezh Microsoft Edge H i3

https://myapps.microsoft.com,

Web 3% 28 AR P 275 Azure AD N AIER.
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E Access Panel Applicatior X +

O
6 O Hj windowsazure.com @

Microsoft Azure george®

X

applications  profile

AzureStoreFront

22016 Microsoft  Legal

RirsTEIrRE 2B EEERET S HEIER StoreFront BRS528,

E#, BERIIFEARESRER URL WEEEEMRS Citrix Gateway aMEIZEEEESBEEEBE Microsoft
Azure }iR[Bl,

=E, BIERMA Azure AD W BEHEEhaeRIEFERMN URL BT (RESE—RERERE Azure AD LUIEIIH)
YRTERR) o

Bt R

£ Azure FIRE VM BY, WIZECE A AL

R AA IP 3thikA DNS ithit

Azure EREBFWARMFTE VM 124 IP st (FELURGIFHR 10255 BIMERT, BRRERA IP ik, Ztits]
LA shASE B DNS #7251 Fo
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Settings

Essentials ~ A O B B D
Res o P
it - PORT + TROUBLESHOOTIN
star on
Running - E 2uditlogs >
Location
& New suppont request >
GENERAL
I settings =
!I! Properties >
i settings =
= Configuration >
e id tiles
Jonitoring ®
RESOURCE MANAGEMENT
CPU percentage
& Tags 2
& Locks >
il Users >
W Export template >

WEAMA IP it /DNS EHITEMEE. R VM EEFE—1 2 DNS #that, thititeT A+ E M DNS XKigi X #4Ha
CNAME 31/, UHREMEEFRDET IP sk, FiE DNS iBR{MIGLR E#HMIERZ VM,

Assignment

Dynamic [REEL-

IP address @
&0.68.28.181

ldle timeout (minutes) @

D5 name label (optional) @

ns-citrizsamldemno o

sesteurope.cloudapp.azure.com

RERAEAN (Z24)

=HHEN VM B BN A— A ASERN, FRARSH, REBIEFINAR IP it 2% A IP thiutsns. B
INERT, Azure 8¥F¥ RDP 3% % EIFrE VM, Citrix Gateway #1 ADFS RS BRTEEH % TLS KE (443),

17 VM MO, ARREMRT2AGE. BENEZEMNUATFERENNMERE.
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ity rutes

ound, 0 outbound SUPPORT ~ TROUBLESHOOTING

assacisted with
0 subnets, 1 network interfaces H Auditlogs

2 Mew support request

GENERAL

1! Properties

% Inbound security rules

% Outbound security rules

BXES

o ZEMLER FAS REMEBENTESE R,
o BERREN—XELET B FAS &E,
¢ BREE—XHNET “BIEHE X&E,
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