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@ SmartAccess Mode () Basic Mode [ AppFlow Logging [] Down state flush Double Hop

Camﬁcates] Authentication I Bookmarks  Policies I Intranet Applications I Intranaths} Published App\icatinn;] Advanced ]
E Traffic tjAuditing “® Pre-authentication \ﬁchentless :‘ Cache ‘gRespDnder \';);Rewrite(REquest] - ‘

Priority _|Policy Name [Expression [Profie
) [recenver * |REQ.HTTP.HEADER User-Agent CONTAINS CitxRecsiver  recsiver

Ay
Details : receiver \{; Find
Request Profile: receiver Rule: REQ.HTTP.HEADER User-Agent CONTAINS CitrixReceiver

L-a Insert Policy a Unbind Palicy ﬁ Regenerate Priorities |;/] Modify Policy ‘

Cormments | |

D Help

o FEAVESRER KIXINACE ST E T |, 7£ Security (R4) WKL , ¥ Default Authorization (BRIAFEAY) REH
Allow (1F)
1£ Published Applications (EAMMNARERF) EMRL , MRARLFRE (&F T Override Global (Bm£R) &
WEAE) |, VERIRE ICA Proxy (ICA{RIR) FERRE R OFF (%) .

7£ Web Interface Address (Web Interface #itir) FE S |, #i\ URL (EAEE5E&% B FAPHERM XenApp Services ik
M configxml) , 140 http://XenAppServerName/Citrix/PNAgent/config.xml g%
http://XenAppServerName/CustomPath/configxml,

B LVE RSB E | EIUAR 525 .

FEBEHIIER LDAP S50 A7 S50 SRR

¥ SR RRE S E B EIUAR 5525

¥ IR % 2 ECE NE TLS IBFHAEESRIRENE FimiE S , 777k © £ Certificate (IET) &M _EFTH SSL
Parameters (SSL&%) , T FuSMHIAE , Bo¥ Client Certificate (& FuiE$) ®E R Mandatory (3881) .
BE R Access Gateway E{FARIRFUERANERE (SPEMER) K—809 , NZEHR Access Gateway _ExRIE
AT REMER. BXTRIEBFVEMEE S Access Gateway XHY,

A Receiver v AFE FECER IR &

FARAE Access Gateway EERT & FIREBSHRIE , WEETZ FImEBRFEL B AP TEMRIE. BRI %
WIEfE , B AERTIREA PR PSR FAERTR , AR P E TR

1 M ReceiverITIFIK = , FFFE MRS FEPHIA Access Gateway fRS-23HILLAC FQDN |, B0
GatewayClientCertificateServer.organization.com, Receiver ¥ Bz NEBBER FImiEH.

2. AAAURE—ANIOES , Al AN ERERIERI|RFEE—MEP. 3T i0S B AREPSFHIIE , WRREER
Receiver i FIFEFF FEFFRIRIED.
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3. ERFBWHNEDE  BXEETHN A2 FREFEMERTRAFREEMSSER , ARFERARRTFE , AEEE
RIS SRR T ERIE{EE.

4. INRBE PIREPBSHIIERE AT E , A UBSAEBRE L% Back (R[E]) #RAPOTIERER, FEHFMER
T, Receiver B4R TIERE , AR FBRERREE.

5. APRERNIGRERG , TEBIENERENT] BN BFEF. Receiver ¥AEMEIK FENET |, 3B 3h{E FX A 2 ¥k
BREK,
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BLE XenApp Services Sifi &

BERR

{# B XenApp Services ¥f m 73 Secure Gateway 3.x,

{# F XenApp Web 35 iR RISZHF Secure Gateway 3.,

1£ XenApp Services ik m _HYZFFRRRFMIIEATL , £ XenApp Web ¥ i ERIFZHFFRREZMVNR RS HEIEATE.
WREF Web Interface 5.4 , iZhRASZHTERNE NS HF.

EFFBNECE Z AT , TRFHACES Web Interface —#2i=1TH) Secure Gateway, I MEMIEXLEFESEEEREIEIFIR,
WNR{FF Secure Gateway & , WARELE Receiver HELE Citrix Access Gateway R &,

ERTHRaMZEM Receiver 1§ F XenApp Services shis (IABTH#RA Program Neighborhood {38 ) KBS A AR
NARREFAEXMEER | FFEXLE BIRMA IR E _EiZ1TH Receiver, X 51#F Web Interface B {E5EAIET SSLEK
XenApp IEEHATARML , SHTXFmERE |, TTRAECE Access Gateway, 7E Web Interface 5x _Eiz1TH XenApp BRE LS BN
BHALEDIRE.

# XenApp Services i RECE ASIFIET Secure Gateway #HTHINESRE ¢

1. £ XenApp fREuh A , 1% Manage secure client access (BIER L% Figijifal) > Edit secure client access
settings (miERE% FinaARE) .

2. ¥iia) 5 IEBCA Gateway Direct (BXE#)

3. #i\ Secure Gateway f] FQDN,

4. #y )\ Secure Ticket Authority (STA) 52,
EE T Secure Gateway , Citrix Rl s fF A Citrix ZRIARE4Z (http://XenAppServerName/Citrix/PNAgent),
AT AR FABRIABR 126 R i1 FTEHEMK) Secure Gateway B FQDN , TIAMFEREZIBEEE7E XenApp RSk A configxml 32
HHTEEEIZ (FlRnhttp://XenAppServerName/CustomPath/configxml)

A& Secure Gateway

1. #£ Secure Gateway L , {#“Secure Gateway Configuration” (Secure Gateway ACE) M54 Secure Gateway ALE AfE
FRFEE XenApp Senvices 3h R EME PRS2, WEFF Indirect ([B)R) WHJE , M Secure Gateway JRF=MK
FQDN 12 , FHUREITH SR,

2. MASAFPREZBREE , DIIERE B EARIERZKIERFER 2 BCXT Secure Gateway #HT T IERARCE.

4 Receiver Y AR FELERRINE &

1. FTFF Account Settings (HK/RE) , 7E“Address” (Mitib) FE& , i Secure Gateway BR$-25(KIULED FQDN :
o MMR{FFELAIKTZ (/Citrix/PNAgent) BIZ T XenApp Services ub i , ¥4I\ Secure Gateway ) FQDN :
FQDNofSecureGateway.companyName.com
o MRBENLT XenApp Services uh g2 , IFHIA configxml SUARITEERELL | 620
FQDNofSecureGateway.companyName.com/CustomPath/configxml
2. #£ Citrix Access Gateway B , X Access Gateway,
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BTN

o {# M XenApp Services ¥ akfE StoreFront Ak%-25_E{F BB Receiver foriOS X #F Access Gateway Enterprise

Edition 9.x 1 10.x,

{#F XenApp Web sk &3 f] Receiver foriOS X #5 Access Gateway Enterprise Edition 9.x 1 10.x,

Receivers foriOS 3 §F Receiver for Web,

Receiver foriOS 3 #F Access Gateway Enterprise Edition 9.x 1 10.x , PAiji[a) StoreFront f7f#.

1E£ Web Interface ¥ 50 StoreFront _k B 32335 8 SRS R S M HIEFT %

WIRfER Web Interface 54 , ihRAZ AN E N Y28 3.

AIRATER— AR 55 28 LA 2 D E R , BRBURTIERZEEY (4120 ICA, CVPN 8% VPN) #1 Receiver 128! (Web

Receiver BiAMZA ) Receiver) , FTASREEERR] AN —& ARS8 1 TECE.

o FF7E Receiver EAIEIK PR , FHIAMKFER | a8 FHMEbIEES Access Gateway fR%-23ULECA) FQDN, Bia0 , 20
FAFEAZOARZIERRW , WA PN Access Gateway fRFZRITEIKIZ.

E{F AR B FEESIR T Access Gateway iE#Z! CloudGateway $3% , & AACE Access Gateway BLFF StoreFront, B
VilRIABRA T TRBUR T EBE (K CloudGateway hiRA :

o MNRIEMLEFHEE CloudGateway Express , BB K Access Gateway 5 StoreFront #AEEMAIAN , RFNENAE FEOEFE
R FIEid Access Gateway 5 StoreFront i, XFEIE A IAVFA FiZsE StoreFront , W& XenApp a1 2 & 7K
I/ FF2FF , 1812 XenDesktop vilAlEiUEE. FAFIBIT Citrix Receiver S TiE#Hk.

BREEXLEENEE |, S % eDocs F Integrating Access Gateway with CloudGateway (¥ Access Gateway 5
CloudGateway fH&A%) PARIZT m A AT,

AT EBUR AT BRER THBINREM Receiver TRREMER

413 Receiver for CloudGateway Enterprise [RI&TEELE L4

B Receiver for CloudGateway Express FISIEECE L4

ACE Receiver (B E X TTE Fuii/i[R) k%

1E Access Gateway FIECEZ LN (IXR i0S &% , Android iIRETTHIMELE)
FVE R EMR & TVIR)

EATH3Y A2 MDX Toolkit

F{FmFE A PR IEIT Access Gateway iEH: Web Interface #338 , MW Access Gateway BtE A5 Web Interface Bt&1#E
A, 70 Citrix eDocs 5 Configuring Access Gateway Enterprise Edition to Communicate with the Web Interface (% Access

Gateway Enterprise Edition Bt & 55 Web Interface i&{5) REFEBTR,
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BiE Web Interface
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ALE Web Interface sy

{8 iPhone # iPad R &M FETRUEIT Web Interface Sh i f#%ahik & _ENER Safari W3 BN AFERF. BCE Web
Interface ¥hm , FIASECEH M XenApp Y HFEFAEE. IRIZE B INRLHCE XenApp Services g , Receiver & Bah{E
Fi Web Interface ¥, NEEXNBINZEHITHIIABCE.

& Safari X% 253 Web Interface 5.

£ i0S k& LR TR
ERERE L, AP RAMEREENEREEMERER Web Interface Sh .
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—M&3kin |, iEHER Access Gateway B, Receiver S 1EIEIT BAIAIE fGE8EH XenApp Services ¥ mak XenApp Web ¥ /.,
MRKENENE TR | Receiver HBR—&KERE, B HREIFER , sTAFECE—/ MK/ , PAE Receiver BERBIEHEE
Access Gateway,

FHECEK

1 RigA LAMNKFER , AREKFFETRENS (+). W ERTZIKSFE.
2. ERBNETA  RXBREMZNWEFNFRE. FE L EBREMTFER.
3. MBI TFER P |, A EEEYE Rk Access Gateway %4 URL (#5400 , agee.mycompany.com) .
4. EEUTEEREN Y —, FRELHERKNFERRESWN , BERBURTEAMERE,
e Web Interface - 25 Receiver E&FIIEM ] B/r—45 Web 335252508 XenApp Web b s, Il m X#Rk Web
View,
e XenApp Services - 24 Receiver FEAR % Al SE AR AL E BT Access Gateway #H1TEAIE"HIAFRE XenApp Services i
M. TR BRI MR 1R gl RS R ER.
o http// : MRFAZNNABE , REKBR—1FIK , FFEA RS EFERMANBRIE.
o http:///citrix/<R FBRJE & FR> : BN StoreFront N FARE <& FARIJE & #R>,
e http:///citrix/PnAgent/configxml : ¥ ARAMNEIAIR PNAgent I FFJE.
e http:///citrix/<k IR JE & F7>/PnAgent/configxml : 7RIS < FBRJE & #R> <BXiIH PNAgent N BRI JE.
e Access Gateway - A Receiver iR IEIR AT i@ 145 E A9 Access Gateway &R XenApp Services b, EHRE LR
RRHANFERT | FEEERFFRAERLERER  AEHTHRRIEN 2 AR EFERARL M.
5. AMRIEDR S , BEAZBEPREEFERTARE , AERMEEAFTMIED,. BEZXLIEPRETHEBHMELT |, 2
BMEEERIRS . WAREAX.
BT NMRBATHER , FHEEEEDEMIIRS S, Citrix 322N RS [HEEEHRMED , RFAARE
HEHN L2 BT, REREBERERMENMIMAN SSLIEPR. Citrk AXFAKLIES , W RENSEDER L2 MR
Uk,
6. BIRRTF.
7. BAGRRA R EMELS S (NREEFHITRERZIHRIUE) , RARERER. ISR Citrix Receiver Ff& |, 72l
FES , SRR K E R R A TH N BREFF.
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Secure Gateway A& ({J@it Web Interface #H1THIACE) FIATHE NetScaler Gateway ACEIOSHF Citrix Receiver i) RSA

SecurlD S4563IE.
B <1 NetScaler Gateway _EECE RSA SecurlD SHUEHIRER |, ES 5 :

e 7 NetScaler Gateway 11.0 _FECE RSA SecurlD S43&IE
e 7t NetScaler Gateway 10.5 LAt E RSA SecurlD S{438F
e 7£ NetScaler Gateway 10.1 AL E RSA SecurlD H4%AIE

Receiver k{442 FTEM URL X : Receiver {# K RSA Securl D B4 h{UEM 7 URL A Z comcitrix.securid,

MERAFAEEDHI0S &E _FEZET Citrix Receiver 2 FAFEFF1 RSA SecurlD N FFERF , NIAZ%ERE URL X
com.citrix.securid , BAF RSA SecurlD Software Authenticator (3k#4k8) SAFIHRE LK Receiver #,
¥ RSA SecurlD ¥4 k25 )\ Citrix Receiver

Zxy Citrix Receiver (/] RSAER&hE , BEREWA FRBAT SRR TIRE.
PINKE. PIN 2R ({URMF. FEETF) MK PIN EFRHIMKKRIE RSA BIHIRS R LIEE.

B P UEERITHEIRE— IR, A FRRShIET RSA RS BHSMBIFE. BIEHE PIN & , £HA FEEEE
StoreFront R$-2SHISHRIE | ZRS 2K B R ARE A AN AEFNEME.

%} Citrix Receiver {3 RSA 4%
1 S ARALREEIR ) RSA KL HE,

EMINT SecurlD XHFEERFHRES |, %54 Open in Receiver (7£ Receiver 3TFF) 1EASABFME.

iPad ¥ TS AM 3w

{ Inbox (3) bl

August 5, 2015a° " 77

B
@@ Do

DOpeens in

Recevertun

Mizrw

S\H4LHEfE , Citrix Receiver ¥ Bah#TFF.
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m @ 0 i =

BERER  RERER—FKIBE , BRRESEERINSA.
3. XS NHE |, SRG7E Citrix Receiver a5k .

o I NIRHLUR AN ARJER URL,
o HIEF—ib,

IN

SRR

WMNEREE - Arg. B (4120 example.com)

SFPIN'FE , MAERLALE LRI T RRMZNA PIN , BN, 3EHi A 0000, (PIN 0000 2 RSA HIBIAME , {BFRZALAA]
BESFUZE , FHENRLEKRK. )

BEAE FARER.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.19



-
ABC: s8c

5. I BRRAE | REUEIRTREZ T PIN,
WA= 4 2] 8 (IFH PIN , RJRETHAE.

6. RGEhE e KRR ERIERT PIN, EFALK PIN | R SATHE .
B TE R ERRERIR B O KN AR RE.

TR

WMERLN Access Gateway FLE J113H4T RSA SecurlD BHBAE |, Receiver 35 T— AN b 8=, ERLINELS , R~
WMAZIR (BHA) $5RERD , Access Gateway EEEIERNA PEFE T — NS MIBEABEERR. 1% RSA lRE-ZELE MR -
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W A PR AEAREATEN AR . SEABIET T Receiver Ik AEE. BRTMERUTAXZ —REMEER :
o FCEETHTHMFAIK AT

o M FFRHERIM

o [ FFRMBSNEMKRE URL

o [ HFRHFFEARIK/ER

FCE & T HbHmk 2R

aJ L% Receiver Bt E hfE FAETHEFEMERIK AN, BEE , AR RTEFELE Receiver I HEH A\ B C M TR
HEMAEARS-25 URL., Receiver ¥4R#E184& A5t (DNS) fRS: (SRV) IER AR E S FHBFHEIEAR FEXHE Access Gateway %
StoreFront fR%525:02 AppController iR % , AEIRRAFAERURIECHEEN BFEF. SEAHBUE.

JEE : 203 Receiver %E#E) Web Interface /% |, MR FFET B FHMFRIAIL.
¥ DNS RS BACEAZIFETHFAMFRAIL , 1555 StoreFront TR RCE T H F AR ~ &0,

ZRCE Access Gateway PUEIT {5 FAER, FHB43HE A FT StoreFront 2% Access Gateway URL #5%2 F Fi%#% |, 155 %) Access
Gateway (R4 F1EE AT F B A TNIEHER) StoreFront,

6 F Pl it B &30

FATPAF R StoreFront SREIEBAIK PHRIEBEAEEMNER . R XEHREALHA, , MERFeEBEICE
Receiver, %3t Receiver f§ , PR B TR L _ERY or XHEEDATACE Receiver, INREACE T Receiver for Web b , A/
AT P IX el (R 3REY Receiver B &304,

BRFEMEE , S StoreFront XA,
[\ A PRt B A IR E URL

A]PAfEF Setup URL Generator Bt B & AT ahX &M Receiver, &3 Receiver 2 f , AR H8 & URL BIAJACEHIK -
FARERIR, FERLSARFTTREK B FIMERRE |, SR E BN ZARAENER,.

BXREFMER  FEREIER RS,
8 PR R F M ARKKAEE

MRABFRET EFHMARKAFRER  EHRENRTIUATEE , DUER PR lThERR T E N AREFMNEH :

o FEERIRM StoreFront URL Bk XenApp Services ¥t ; 5120 : servername.company.com,

o Z{FF Access Gateway BHTVIlA] , iEHEfit Access Gateway il AR FT RIS AKIER A,
B R<BLE Access Gateway g Secure Gateway RIVEAIEE |, 5% Access Gateway g% XenApp (FF Secure Gateway)
#,

P A ETIK PEVEA(S SR, Receiver ¥ 3I0iE s, ANRIUEAT) , Receiver ¥4 /R A ERERXIK .

SUEHE

f£iPad £, ¥ M Receiver ik PeRiE4EET | 2NR SN AREFSEE 2 BEERNAFE , NA AT RUERNEES0F

45 -
o WiTFiEH: : MK RS | (B4 Windows I 2 Pl S MR BB AMRESIE RS 25 L1517 , FHFE R FHETTAUEshEHMRE |
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Citrix Cloud aJ{$ f FRIRE) Citrix fi# R RHRATNRE , MITHREMECEMITBEC IR, Citrix Cloud JRRIRE F— ¥
21 Citrix XA TR , P E4E XenServer, XenApp. NetScaler 1 Access Gateway,

BE  EHERIET , SRR ARE  FFERTTTERE , EARETTAREIZIRE.
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