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Receiver for Windows 4.4 CU3 (4.4.3000)

Ebhie3t4: : Citrix Receiver for Windows 4.4 CU2 (4.4.2000)

Receiver for Windows 4.4 CU3 (4.4.3000) 44 Receiver for Windows 4.0, 401, 41, 412, 41100, 4.1.200. 4.2,
42100, 43, 43100, 44, 4.4 CU1(4.4.1000)F 4.4 CU2 (4.4.2000) FIFTEBEURUTEHEE

A FRFE Frijiin) znpE
W77, CPU L A FPER
SVE/ER

Aoy FFEFFIIR)

o (ERAMN MIRFTIRIN , FELERMEIEN BFEFFE Chrome RIRETTIXIEMER.
[#LC4327]

o MAHN FFEFFVIE) (LAA) R EMTTHERIFEZRIS R LAA SH)G , FAmIFEesE2FE LAA SE LA BIR.
[#LC5966]

o KLEEONEFEATIREIE O WA | RERIERU TR KSTERE
KECEAL. FL LAA RS T I se R 2.
EHAWAENT BN AR , RERERUTRRRXEE :
NAEFEHHEAM. SESTEANEN. LAANRREFEIEMETREL. EUHREI2e FEADMSEE).

[#LC6291]
o ERAMIN RFRFIEN , Kgb R mSEFELFEX T B3,

[#LC6294]

M. CPU itk

e SelfSenicePluginexe #fE4h ASNTE.
[#LC4509]

SVENERE

o ERZFERFEEXHERIHTIFC R MNN AFEFE | USRI AT RERN .
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[#LC5184]

o 3} SpeechMike MR HANE RN FBFEFIFEHS , SpeechMike AJEA{EIHEST.
[#LC5632]

o FETCIRINFF AT I B{E A CleanUp.exe SHAE¥ Toik Mt EHTINE Citrix Receiver,
[#LC6039]

e HDX Engine AJREAESMERY .
[#LC6047]

o BT NetScaler Gateway 11 )\ Wyse B& Fin /o £ H a2 SBERUTHRHEE ¢

Your client has experienced a problem with authentication to the server. (#HI%E FIGIEXS RS 25 TS B IEREZ[R)

&, )
[#LC6145]

o EEAWTIHIFS hSVEE O I SVE A RESFERC EIREE.
[#LC6403]

Haer

o T Citrix Receiver for Windows 4.4 B, £ XenApp 6.5 L& N TR F T AEA M BaE R R X B FAIBERULRAIE
FMESK. Citrix Receiver for Windows AIRESHIRMIIAN IER , S5 XenApp IRF#K A SN E R EKE S B
BT,

[#LC5772]

ArER

o WERIEE AR Fin S SKETET Bt T 3R —/ NRIS RIS ISR, W R UER T RES)
[#L.C4941]

o {#F Windows 8.1 #1 Windows Server 2012 R2 B} , SC44F2ERY KX AT BE TR R ST S E 3R B IE RO AR AN Y. FRFE .
NAREEE , “BBRE FaINT RAHEEKR.
1. BFBNA FTA - BAZEERA FTA ZRATTA
2. JaF FTA - JSRskZE R FTA Thigk
ERBUERR SR KEXEAR | B2 FRLAKRRE B RZNA FTA,

[#LC5485]

o LFRACRAHNEMAT , HEMBLEEET Citrix Receiver for Windows IELE , STAEERLKEE (FTA) BIARENTT AT RES S
2RIA Citrix Receiver for Windows FTA EI#RHE1L.
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e Surface Pro 4 #1 HP Elite MERGEKRTRERSEEMEIENE, EE | MRMERGERAIFFREAVER |, MERGEK
EEMAREHa KK,
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EeR R  EEAUTIERRR
HKEY_CURRENT_USER\Software\Citrix\HdxRealTime
£Z# : DefaultWidth

Z#) . Dword

B : <P FGR LTI #E2> JRf) (Surface Pro 4) : 1920

HKEY_CURRENT_USER\Software\Citrix\HdxRealTime
&% . DefaultHeight
Z5RY : Dword

B : <PERRAEKSTIFI D HR> JRf (Surface Pro 4) : 1080
[#LC5750]

o EABRFEHTTIEAEMMEARIER Fin RN ECKRE. {$ StoreFront Si— (AR St ISE) .
[#LC5773]

Receiver for Windows 4.4 CU2 (4.4.2000)

Pb#ed#4 : Citrix Receiver for Windows 4.4 CU1 (4.4.1000)

Receiver for Windows 4.4 CU2 (4.4.2000) 434 Receiver for Windows 4.0, 401, 41, 412, 41100, 4.1.200. 4.2,
42100, 4.3, 43100, 44 F014.4 CUL(4.4.1000) FRFFEBEEMUENTHEE :

HDX MediaStream Flash E g 6] ISl
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HDX MediaStream Flash EE
e J2AT SOLFileHook B , Flash R TTiEM Proof HQ.com IEREHE Y.
[#LC4866]

e {FH Adobe Flash Player 22 5§ 18.0.0.360 %41 & Flash WK Web uimBf , Web s URL iR NEIZhEEL 8+ | F1E
RSas (MIEAER) L2,
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7RTip: Exiting Full Screen Mode” (f@/R: IEFERR £ FHEs) SHEIERH. SHEAEE O AR REM AR
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o {FFHECE T HMEB USB B Ik Microsoft Surface Pro & &IS58 , IR SAHT |, Citrix Receiver for Windows £
YER B A] AEa BoRASHh RS,
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Ay A FFI1R)
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[#1.C4217]
o EERTAMNBREFIRKIBEL T EEAMNKEESIER , Desktop Viewer TERAJBEARIAK.
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o MNREER BT AN AFEFAEE VDA | SRR Alt+Tab 8 |, 35 g & NES RS FHT A7 VDA 215 BIR,
[#LC5084]
o NERHAEIC L FEAN , BA7T AN AR RIK L E e TTiZ EMmEIN.
[#LC5091]
o WIFFERT AN RARFFIRIN VDA RIERRT | EFAZ T RERRE1E B ahiam #K.
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SVEERE

o 7£ NetScaler & FUmIEBHHIIERE X TNHE BN P ERBUBEB RIS SERNE AN AREFRY , HEREHM
& Pumksiz 1110,

[#LC4169]
o EINEEEFAmTEAE  REVHRA FNZ FRESETHRE—FE LBRAKE.
[#LC4382]

o MRMAFRE 1B TTENATERF , AFET ROP MNAF RS 2 EREXAFRE , BINTEN BREFIERIEAS
FtEs , FHERAERE LNAESEESR. EER/IMOIPERNAREFEO)E | RIEENRFE.

[#LC4682]
o ST , BiT NetScaler Gateway IEHERIATE T AETTIMAL
[#LC4710]
o {HFRAFULE =i (4540 Cisco WAAS) B, Citrix Receiver for Windows &35 a] §6 4 W FRiZHE.
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o W& fRR T ERLAHFHINTFRI,
[#LC4903]

o FH&Z| Citrix Receiver for Windows 4.4 J5 , BRERE , =X 3a N AR BRTREA KK , EEEH/53) Citrix Receiver
for Windows, BEPRZRUTERIAER :

‘TEEHNRREF. BERASTHFARKR, 7
[#LC4975]

o FERUER P& b 29501E5T Citrix Receiver M\ StoreFront i|a) S 2 AJaEL kM. RThRIME BRERE |, st
REL BRATHARIEE. -

ToRERRIR 25
BREERME I ER
=y

[#LC5039]

e Single Sign-On 72 (SSONSvrexe) AIRESESNRL , RE TR TRES BANEEEIERFR | SHERTF NN TRNIR
Re

[#LC5123]
e (Citrix Receiver ZB& Internet Explorer FERIBBkIT SR,
[#LC5131]

o it Citrix Receiver for Windows FFIB I /EMRIMTLATKRE XS % (GPO) BLEN ARG . YEAEEHEsEIU (VM) BE
OERES , N FRFERF R BETTIAMZS .

[#LC5198]
o HNR7E Microsoft Internet Explorer 2T “Bah#& MR & %M , Citrix Receiver PN FAFEFZETTRESIEE 8.
[#LC5224]

e BFT Framehawk [ , SAF_LHIRBNIREATE XenDesktop 7.8 VDA &iEF AT RETLIABITIE(AIR/E. XenDesktop 7.9 124
THARZH) VDA IR1EE .

[#1.C5302]
o B BE T RATHRERREHN ARFAN QAR , RIEEEERMEMLL.
[#L.C5306]

e {FFH Citrix Receiver for Windows 4.4 33328 , 05R A &% 4 Android %4 , wfica32.exe HE7ESE— AN KA VEF AL
EANRY. ERFPSET , ERENRRRT B A MRN AR FR B IR,
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o BUTHMZEIHEENFHLETET , EATAE EPIC MATEFI AN TR R BIER TR, 7ET04E EPIC M RFEFF & KSR
ATFARIZEIIARY | 2VERTRER TN,
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[#LC5644]
RERE
e (Citrix Receiver for Windows AJaEAESMRE FH B RATHIREE.
“Citrix HDX Engine has stopped working.” (Citrix HDX Engine E{£1E1Z1T. )
[#LC4100]
e 1 Windows Media Player RER #% A .avi 3R, wfica32.exe SHFZAJRESIBTISLAIRA , FHEAJRESESNRH .
[#LC4587]
o BEAMEEHMERMUNAFEFES , Citrix Receiver for Windows AJgExESMNRE H BRUTFRIER.
“Citrix HDX Engine has stopped working.” (Citrix HDX Engine E/Z1E151T, )
[#LC5149]

e 7£ Windows Vista L% Citrix Receiver for Windows 4.4 [0k FBF , Citrix Authentication Manager
(AuthMgrSvrexe) ATRESEZSMNEH .

[#LC5242]

AP

o MRBAT AN BFREFIR , MUENGRRKICREERRE , SVEETATREAE[F Desktop Viewer &R SMB.,
[#LC2930]

o BUTHITIFHEENFHIIFEF , k8 Citrix Receiver for Windows Hfitiziii A\ ] BEA M IR S 28 A X F L TLE P 3 THIRARSE
., XASETLE EPIC K BFEFTTIHN,

[#L.C5459]

Arfm

o BT AAL—KKM StoreFront FTFHFFRITHEMNBTTRES KW , HFERUTHRIBE
TR RRE , TEENERNARERF.
[#LC4308]

o TEIEBOBIRERLZEF |, #£ Receiver for Windows F BI/REIFMNAE IR 1030 HISCA AT RES HINELFD,
[#L.C4687]

o FESMIETER VLC Media Player B , 2R EA T AN AFEFINE |, s X & RESBRZ MEFRESK , AR
BIR—1.

[#LC4744]

o FETLHEAEZT , £ Microsoft Internet Explorer B2 & # L= {$ A GoToMeeting URL ¥TFFET , GoToMeeting EIARA] BEA
EEFEFEBIR,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.9



[#1.C4810]

e 7 FastConnect API fl R [RIVI#ET , K BRI FERIBE.
FONRREFLRIATA, BE/LSHEER.
b, BE&(EA FastConnect API &SRS , Ra N EFRHERRTH R~ AFEFRIER R,
[#LC5602]

Web Interface

o MR FEE ERET EHIERAR Citrix Receiver , Web Interface F¥ARE 7R Citrix Receiver for Windows %3 HH .
[#LC4242]

Hith

o wfica32.exe ¥FE4ds I 100% &) CPU,
[#LC4520]

o {FF SelfService.exe -init —createprovider 454> (f5lZ0 , C:\Program Files (x86)\Citrix\ICA
Client\SelfServicePlugin\SelfService.exe -init -createprovider store https://<StoreFrontURL>/Citrix/store/discovery) 4l
M ARIER , SIEHBERAXERRT. B2 , MRATEMXIFEP K Receiver EIFRLLIRBBRS B FARE , MENE
R MERN BREE |, IR FTRES BoR ARINK 2 S HEE,

[#LC5096]
o wfica32.exe #HFE4SH F 100% 1 CPU,
[#LC5189]

o TJHERL{RER Client Selective Trust (CST)®E , 3B “HDX XA 1R /RATBEL S ST B — AR EEN BN ER , BMEE
1%&7“Do not ask me again for this virtual desktop” (Xt EISEEA TR EREHEME. TSR IEERR
TR“HKEY_Current_User\Software\Citrix\Ica Client\Client Selective Trust” F A48EH VDA QIZZFEMER |, Ei LIt A
A, BME ORI R 2 anit.

[#LC5598]

o & NetScaler igE A TLSV1.2 £fB1ESMIB Windows 7 F Fix &40 StoreFront #K /=, BEESAIBES B/RAFSRIER. ¢
TER A S HRAEIRS .
[#LC5737]

Receiver for Windows 4.4 CU1 (4.4.1000)

Ek#s - Citrix Receiver for Windows 4.4

Receiver for Windows 4.4 CU1 (4.4.1000) £1%; Receiver for Windows 4.0, 401, 41, 412 41100, 41200, 4.2,
42100, 4.3, 43100 0 44 FRFFEBEDEUTHEE :

& iR E) g { |l
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HDX MediaStream VR ER

RH. HE TR RoHE
BRE FPE%R
ANy FIFE i) APRE
FTED

B FimiR & RE

e {F Citrix Receiver for Windows 4.3 B , @it USB 3.0 iEEMIEE (BIERSNRIMRE) JaELEILEITHFBRER
DRIVER_POWER_STATE_FAILURE (0x9f).,

[#LC4542]

e Surface Pro Type/Touch Cover &% 8] FiF USB =M. 1T USB EERA /G , MAREHR/ BEE AT RERBAESIEINB LIk,
BHT , DETERRMIELFN , BELE Surface Pro Type/Touch Cover iR & FHTEREM ., B X XLHNK T/EFRIBRE
ZVE{ER |, ES Y CTX137939,

TR U RMERT KK Receiver, XTIHRIRA , FEFIEATIREMRIZRMETIEM*.

X 32 RIERLE
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

ST 64 (ARERSE
HKEY_LOCAL_MACHINE\SOFT WARE\Wow6432Node\Citrix\ICA Client\GenericUSB

w8 DeviceRules EIFFARIMERT USB X & KIS ETELERLN,

DENY:vid=045e pid=079A # Microsoft Surface Pro TouchCover

DENY:vid=045e pid=079c # Microsoft Surface Pro Type Cover

DENY:vid=045e pid=07dc # Microsoft Surface Pro 3 Type Cover

DENY:wvid=045e pid=07e4 # Microsoft Surface Pro 4 Type Cover with fingerprint reader
DENY:vid=03eb pid=8209 # Surface Pro Atmel maXTouch Digitizer

BIREBMBREFEHTERE |, AXEE R RIRERIEE R m A VID #1 PID,
ERT4ETREM DENY: vid=xxxx pid=xxxx FLRA5047 TIR & HNIF IR E R,

[#LC4992]

HDX MediaStream

o FEAMIN FFRFFIRISIEERTTIF Internet Explorer SEXSEZIEE Flash A Web AR , nRITHFHRAMEN KA
TR, MUEESH Flash RBNANBTSREBERE L.

[#LC4527]
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http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_a8fd
http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_5245
http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_3fe7
http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_9ab4
http://support.citrix.com/article/CTX137939

TH. HE. Tk

o EURIBAMAEE CTX135438 FRRERREHR ANk ~ B O Ea k. NANMBER , InREEREH /53N Citrix
Receiver , “AANiK & QBB #ER A G gE S IRGEE .,

[#L.C4593]
R

o MREAMHUNBFEFER Ctri+Alt+[Key] dRLE4E , FHAINR Alt+[Key] sk Ctri+[Key] BT Citrix 22 , ALK ZAES
RIXERS 25,

[#L.C3592]

o FRATAESTASNARFN , BARREA N NRMAIET.
[#L.C4779]

A FIFEFFR)

o TIIEMAT Mozilla Firefox EH#NN Y28 H URL ERMTEME | NIERM T TaE4 BR— N KBIE.
[#1.C4351]

o HEAVEFIZIT redirectorexe PUEM/BUBEMIN ST |, ATREL B R— N BEED , HPESXSHAAHARENENS
B, BRIEEEEE , AEBRZGEEEO | fRAEE1TH /verbose 1E redirectorexe a4,

[#LC4480]

o BRTAMNARFHRNE X MR @ TIERN , KEFO TR , SREFRERIAK.
[#LC4689]

e £ Citrix Receiver REI 3T A AFEFF[a)H USB EE @AY , CDViewerexe 72 AJRERIBNL,
[#LC5018]

TED

o Xf EMF ITENHLIRENFE FFE IR T SRR, FARRABTRSKY.
[#LC3334]

TsEEn

o BENFR/IMLTTAERTAN , TTEMESFEERTEHR AN,
[#LC3990]

SV /R

o JUAMEMA WPAD B ARIRIEMEBINEESE. EMEEIIMAMSERN , B7RAITIEE : “The network connection to
your application was interrupted. Try to access your application later or contact your help desk.” (52 FErIML& %R
gk, FRHEBERVIREKNBREF , 3ESEARSIFARKR. )
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[#LC3077]
o JLikE) ST AT Sk s A4S B B A RN StoreFront URL,
[#LC3281]

o EFRAMCAAAREL  EFERUTEMRT. DAFEMRMEGARE A true, ZIEMRINKEA true B, 2NRE Fig
WEN L8 E S RI T H AR T |, A3 EARE E ¥R Citrix Receiver EIFR,
HKEY_CURRENT _USER\Software\Citrix\Dazzle\EnabledDefaultFTAs=false (REG_SZ)

[#LC4096]
o “LARFEEMM R Fin B S E SR BNETTERE  REEFIER |, FARKEAFEREER.
[#LC4143]

o IRSTAE PRIk B MR/ NATRETDAEME R , NRIAHRIE 1 T8 , MR HEHEIRZNS. MAMBERE , nRBT 1
TB , BEEh2R ¥ BRA 099 TB, MREHNR FInIREN2R A/ MRS R T | HAR % Fimdah <5 iR 55 5 SR,

[#LC4214]

o ERAMNBIRFUIR (LAA) MEmPE T , EMEED 2 FEANERMBFFEAREERIBIERETER , 1BB
Rz,

[#LC4253]
o (EA“UIHA " Windows BRIER B A BURERKTES HER,
[#LC4452]
o {3 Citrix Receiver i , iV F2FF /2RI BEAREMT 1CO SDK,
[3& RcvrForWind.4_14.4.1000][#LC4550]
o FFIEN BBNRS MR StoreFront B}, SelfService.exe 272 AJRE A B EHIR —/ NIF MHARTE SN B O P HREVE R
[#L.C4628]
o UNMLERT , Epic W AFEFARAREER.
[#LC4731]

o = BNV TR , wfica32.exe HFER]RESEIMNRY |, FHF BRI THNR/EE : The connection to failed with status
(Unknown client error 0) (IR KW , KEACREE Pz 0) .

[#LC4768]

e NotificationDelay Ef R R E#=HITASERMIERAERSNINIEE . EREMRSHE BN RRFN | WENEER
BEARLER. WEEMBRT XA,

7£ 32 {52 Windows _E :
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client
Z#R : NotificationDelay

Z#U . REG_DWORD
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il - <SR, BIAERD>

7£ 64 iz Windows L :
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432node\Citrix\ICA Client
Z#R : NotificationDelay

%¢HU . REG_DWORD

¥iE - <R, BACAEM>

[#LC4969]

ROSE

JAId GPO FHT XenApp RS URL FFIV AT GPO shiF AN FAfJE&FR (620 , storel 1 store2) FEH[E— GPO
B}, Citrix Receiver for Windows AJREAESMRE .

[#LC4145]

o wfica32.exe HFEAJRESBEIIEHRIFESMNBL .
[#LC4482]

e SelfService.exe #F2h F 100% 4 CPU,
[#LC4494]

o iR %H ERAT GPU YIIIREMAVE R RETTIMAY
[#LC4562]

APER

o IWERIEMEMAR ARSI SRR Bt T SRR — NI RN F RIS, W RUERTREESM.
[#LC2783]

e 7£ XenApp 7.5 , BEITA N, Windows RZFES.
[#LC3926]

o ERTEEMMEIMEFSBI/REHIES |, FI40 , “Your apps are not available at this time. Please try again in a few minutes
or contact your help desk with this information: Cannot contact [ServerName]” (&I FRFERF UaTATT A, F/L9E
B, SESEATIE A RIRIHEMEITEE: ToixiE) [ServerName]) #1“The network connection to your application
was interrupted. Try to access your application later or contact your help desk.” (5N FfREFRIMEIEZDHRT, BHEE
BEAREHN AR , @ SEARIFARKR. ) . HEEENT X AFEERREEER T AR,

1£ 32 32 Windows Lt :
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
ZFR : SuppressDisconnectMessage

%A : REG_DWORD

¥R : 24(0x18)

1t 64 {y Windows _Et :
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle
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ZFR : SuppressDisconnectMessage
%HI : REG_DWORD
¥R - 24(0x18)

[#LC4378]

APRm

o MRFHMERREFXERIFTNBREF , REFXBENABER.
[#LC4020]

Receiver for Windows 4.4

Fk4 - Citrix Receiver for Windows 4.3.100

Receiver for Windows 4.4 f12; Receiver for Windows 4.0, 4.01. 4.1, 412, 4.1100, 41200, 4.2. 42100, 43 %0
43100 FRFIBEBEUARTHES

TH. HE TR KVE1EK
B RoH
At FFE i) X s
R/ B RIE RAPRE
HAth
TH. . FHK

o HN#k Citrix Receiver g , Citrix HDX WM 32452 F ol BEARE1T.
[#LC3943]
iz

o BRTSETEMNN , NFVBERTTAEENERNSETIET. NF MR EEEHImR > Far > f6HEm > B3h
ANTEETSSIEIXNEEF BOAIRE T R E A —TUAR/ B ER .

[#LC1252]
o {F Alt+Tab BEFHM Z AV AR A AN EASET RGN AfEFEs.,
[#LC2947]

e (Citrix Receiver #1 RDP &iF - ZMEMEESEA N Ctri+Alt+End’g , BT ELRIEAVEDIAACtri+Alt+Delete”g, K
It, , 7£ Citrix Receiver £iENZMEITHT , RDP VGRS HuE A XA E/ER.

NAKBERE , “Ctr+Alt+ End SRR I A TG BT Citrix Receiver &ERIZNAGE , F B T DURRE LT /MR
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http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_fb6e
http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_dc92
http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_3fc8
http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_aea0
http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_f99f
http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_94af
http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_8418
http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-44-about/receiver-for-windows-4-4-fixed-issues.html#par_richtext_6112

1TIRA :

o 7F 32 (i Windows _f :

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client
£ %R : EnableCtrlAltEnd

Z&A - DWORD

H:1

o 7F 64 {iy Windows _F :

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client
& ¥R : EnableCtrlAltEnd
2#Y - DWORD

B :1 (WHRMER 0, WPEIE RDP &ENENEF Ctri+Alt+End 2448,
[#LC3131]

o JH4K%| Citrix Receiver 4.2 7 , Mk RT HIRAR A EARIE T REARIER .
[#LC3770]

ARy FIFE IR

o BRTAMNARRFRE , SERARLNARE R ERNATE RN S BB TTEL .
[#LC1853]

BRI SHRAE

o ZXFEREFNEIENTLIREDSA (FQDN) BRI A QBERANEMER.
[#LC3305]

e Receiver ELBE N AMNEREAIET X Web Interface 5§ StoreFront fR%5-25F BB S 4 5WERT , Receiver A BEAR&{E
BEE  MERRBNEE.

[#LC3388]
LV ER

o MLETAEMEZNN , MREXENERREESTEAGN ARFRSE  REAHNARRFHN S — KR RNEIR—
E'LEEPQ

[#LC1701]
o HRNMEITHEOSIERESEIEIER.

[#LC2198]

o FE/EMERALE # T HKEY_LOCAL_MACHINE\SOFTWARE\\Citrix\AuthManager ¥ 5% & 4 ProxyEnabled = false ,
XIS FE IE ERCERAIERS RS, ARG 32 (HRERGUKRLEN , Wow64 32Node FLE B ITTHAER.
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[#LC3129]
o EMAIIRH _ERCE T EMAIEIEN 2O RS RECET , TMSWRARARL.
[#LC3181]

o 33 XenApp E RN FAFEFES , 5 AERERHITHHIIEER Receiver 4.2 for Windows I FAIBEAEFE PIN 4%
WEHRR.

[#LC3187]

o BAMHN AREFHECE KEYWORDS: preferalgEAR#CER. F/iE4H Receiver AR SelfService.exe #TESMN KN4 H
Tta)d,

[#LC3190]

e %3 Citrix Receiver 7 , I AFRFFIRIE A BE B BARK I B A BEFE A PR & A0 Frin S AN 2| L BIR.
[#LC3323]

o ZHAEE KM Microsoft Outlook SKBIFFTHERFHMHEHET A Windows SR (wmv) LRATREA K.
[#LC3453]

e Desktop Viewer W& FER YR E OISR |, {88 Receiver T2 XenDesktop £iEF A4 BR—MNFsh T AR,
[#LC3526]

o TIKT Desktop Lock AR Receiver 4.3 (AZHIER , RESIERRESUTINER , MIAKRRITIEINRE.
EEAMEE  EREUTIEMRRM

o 7F 32 {iy Windows _f :

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
Z#R : LivelnDesktopDisconnectonLock
%A 1 REG_SZ
1# : False
o 764 {7 Windows _E :

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle
£Z %K : LivelInDesktopDisconnectonLock

AU . REG_SZ

1# : False

[#LC3579]

o WMRAMITIYT Citrix Receiver FRIE I MBI AHER R HinfN BFE/F , FHX Receiver k%3 Citrix BALIASE , BIFT Citrix
Receiver PN AFEFEREF e B /R TEARIBE. ¢

AN TR LRI AR A

[#LC3609]
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e &I Citrix Receiver for Windows %3Ri , [F—RPHMAEI AT st BRAR TIEEFE LS M UESRE.
[#LC3676]

o %% WHIILIEFH Thomson Reuters Eikon TEA g , £iFAREYWZ T A5 A=A,
[#LC3773]

o MRER LERIET 4.3 ZATHI Receiver for Windows fr4s , FFE B PRIRIMERZ M Windows 7, Windows 8 3% Windows
8.1 F4&Z Windows 10 , J&it RIS FE 7 E1E, Receiver AJBEL KW, =X FH2&%I Receiver for Windows 4.3 42k
M.

[#LC3789]
o X EFNFAVETFET |, wfica32.exe HFZTJHEAZT AN LM,
[#LC3795]

o EiT Citrix Receiver sTHE A AN ERETHINBFREF , 34 %appdatak XHFRFEYAF— MRS 0, TJaESBRIA
THARER -

B 1046: M EINESFF
[#LC3981]

o AT Lotus Notes TRAIKIEIRE O TR E KM FAAEFF RIS,
[#LC3889]

o EFARIRE A AP AR RE EMERIH4RP BR, FANFERKENERIM4R, FREMRRR
UseCategoryAsStartMenuPath [E]B4% “FF 44" 3 52 F0 52 [ AR 2 71 S04 X E AR B 4 L ELE fm) L.

BZEANMBER , WRRE TN RM

o JIfERIN UseDifferentPathsforStartmenuAndDesktop & 4 false B, 7F 3R UseCategoryAsStartMenuPath (=]
A% FHis S S R A2 71 SR B B3

o IERIN UseDifferentPathsforStartmenuAndDesktop & 4 true B, 7 fFERIA UseCategoryAsStartMenuPath J&4%
BTG R AR EAR RIS AR, TEMERI UseCategoryAsDesktopPath 12 s il _E BRI #8041
.

[#LC4052]
o XY Citrix Receiver PERGRIBES KM B /R THERIBE ¢
BTN [SER T NI TR
[#LC4081]
RERE
e {# Microsoft AX Dynamics 2009 g% Excel 2007 B , Citrix Receiver 4 x &Z4MNREFBRUTHIRES ¢

Citrix HDX Engine has stopped working, (Citrix HDX Engine £/ 11517, )
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[#LC3776]
Rk

o ERUSEFFRIEFRIRINE] Citrix Receiver &EPISTR , SLEIFT AR 2 BRN PSR, MRBRSEN
A & TEEAR.

[#LC4097]
o H{F EnableFTURE A false , hItiA2A A Citrix Receiver iE#m S,
I BNEEE S |, W5{# A Receiveradm/Receiveradmx Z2F“B FTURIRIRE :
VHENEE > SHER > Citrix A4 > Citrix Receiver > BBIfRS > B FTU
[#LC4133]
ArRmE
o LHKIEMT Mozilla Firefox ST URL EE @IRMHE , WK T B RES BR— M KEA BAE.
[#LC3409]
o RE T T MRIRE ENABLE COLOR SYNC B , TTAESEFIBETTIZ N A FIRE AT LA , MEBRERA.
ERERAMEBE  BRETEMRRM

HKEY_LOCAL_MACHINE/System/CurrentControlSet/Control/Citrix/wfshell/TWI
ZFR . SeamlessFlags

A . REG_DWORD

18 : 0x10

[#LC3768]

e Ty StoreFront URL B , 2NSRFTFF3+ <] Citrix Receiver BBNRG IR AR T , REANCZANN BREFELBIRAE
FEMR , MIEBRAKE,

[#LC3863]

o FUNMREFARTEME  WNEBRTAE , MIEER-SXLN AT KK ER.
[#LC4065]

o WRFKT Citrix Studio FERANBREFHE , MBRFRSERETERER.
[#LC4124]

HAh

o it LA TARIFRER Citrix Receiver FRRANK SRS , Citrix Receiver FEFXAEAMI AR BAERE (LEREAT , ™
FFSMERERPIER) .

[#LC2100]

o MIEMERIFMIEIEMIR{E ConnectionCenter 25 E&%I{& 8 Citrix Receiver :
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

[#LC3751]

EE  ARRAK Citrix Receiver MEIFERRA 4.3, 4.2, 4151 4.0 FFTEHBE.
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Citrix Receiver for Windows 4.4 g2 %0(a) &t

Jan 20, 2017
Citrix Receiver for Windows 4.4 CU3 (4.4.3000) /12 &0 (a) 2

TEARR AT IR T 2 &R AR Citrix Receiver for Windows 4.4, 4.4 CU1 (4.4.1000) 1 4.4 CU2 (4.4.2000) 2 %0iR)
o

e ACR/SR #8H}fF23iB Y Citrix Receiver BJAEANIZVER. fRRAIEL « JEEYHEH ST Citrix Receiver ZIBE wfcrun32 3
2. [#336, #4115]

Citrix Receiver for Windows 4.4 CU2 (4.4.2000) #r i1 E2 &0 (8]
FEARRRAFIMERZIPL T EHRIBAL Citrix Receiver for Windows 4.4 1 4.4 CU1 (4.4.1000) g2 &0ja] A

o 7ERNA7F Desktop Viewer AR LMSIET B AMAEEN , ATgEASE/RTip: Exiting Full Screen Mode” (32
N IEERE L RER) SHEHO. 42ftiEsE Shift+F2 TTiRs| B BBV ER O MAFSA, ERRIASE |, FiR
Teshift+F2EEENRE , Ram/IMAEEN.

[#LC4445 | #639585]
Citrix Receiver for Windows 4.4 CU1 (4.4.1000) = #4240 [=)
EARRRAFWEREIPLT E &AL Citrix Receiver for Windows 4.4 2 &0iR)

o 1% Citrix Receiver for Windows 5 , a[geA~a &M 3R HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ (f£ 32V R%Z%
7)) F1 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ (7E 64 2%+ ) TrEMFRE Installer,

[#635242]
Citrix Receiver for Windows 4.4 a2 %0[=) &
AEARRAF R T LTFE 5 A :

e F Windows 10 Surface Pro &% LHIEEN BREFRAMAE , 2B R— N TARRES  SBHEERY£EENX". &
iRt | EE TR E A TR R R EEEE

HKEY_CURRENT _USER\Software\Citrix\ica client\keyboard mappings\tips
fERE 1B , FAE 0 BERIER ; HHAMREREH N 1 EAMARR.

[#608346]

Ak
= H

EMRMERALUSSHERE , TRESBBTEENRERERS. Citrix TUARIER M RWERE AR Y SHRE TN BB
DfigiR. (ERIEMRWES FTEIENK. EWEERRZE  FEHORTER.

o ERGTHHENTREBNMEREXARENAE , Windows 7 & fif_EH) VDA SIETAESBRIB/RAE, & iR RERIRAN GFX Rahfz FitaHItaE
B, FER PRI T BIBRRA K NVIDIA IREFE FRad i Rt L
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BIER PinIdk 7 BIBARA) NVIDIA RZhFRFRAAR ARG | WEPITRATHRIE |

1.375[a] NVIDIA $55 AR .

2.ifjl8)*Video” (F3M) &RE.

3. 7£“How do you make color adjustments?” (Z{AE%EEER) T , 1%E3F“With NVIDIA Settings” (#id NVIDIAKE) .
4. 7£“NVIDIA settings” (NVIDIA&E) = , ¥%#F“‘Advanced” (5%k) ERE.

5.7£“Advanced” (5%%) %EH£9F , ¥ Dynamic Range” (hZ&STERE) & E A“Full (0-255)" (52%(0-255)) .

WATNBS EHRA T b GFX IREhAR Fri & it BALSRBA T I AR IR TT .

[#610197]
A
E AN
A% NVIDIA 3Rz0F2 5 B SLACEAE{EE |, 152 % NVIDIA 323k s LA Dynamic RGB Range Capability (2725 RGBIGEIZIAE) T
M.

o WBAEE Pk b T BRI , SEEFRLT H.264 EIRAERE Windows 2008 R2 VDA B | MAEE T, Citrix iz
VDA 1 FIBAREI A LA St A

[#609292 , 611580]
o R Fin L ZRWITHERIENERT , AR TAEMEREISE , SBORHIAFAEHER StoreFront.,

[#567938]
e NetScaler Gateway End Point Analysis Plugin (EPA) R3Z3F4#], Windows Receiver,

[#534790]

o XMEXRFLEN  RKAEESNER—FMERTELBRNHAE. EUERT , ArWTE%i Receiver KEFNEMEL KT, BTHXERIEFSHR
i, @At ERSERFENNER. R i R T XS,

[#481561]
o fEHUAHA BT (BEN , IZ{THICAR Citrix Receiver) |, LRI RFERNA A2 RIETSE , RIS mANBEFETIEE.
[#556174]
o MRAERUEEE REMRIT Receiver , FERKIREFER GA CEIPER , CEIP HFOE X T EATREREKA,
[#556179]
o BT RAVE e AHRM , Bt , FEIEHIXTLIENTIN RealTimes for Real Player A[SER#2/EA.
[#573549]
o {FRABINAEIE , Receiver ¥ BT (Al
o MLELEHRT RSB/ RBAAARGRERIEE. ERNAERTER Receiver B, TLARFTN BREFSITR/EVETRN AFERF.
[#559792 , #560091 , #560360]
o BN MLKEREN , REHFE Receiver A TFRAER TN AREFSEmATMNER. [#560362]

o JE4H Receiver , REEHERN , AR AEREA LA TR,
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[#562107]
o FRERIEAXS XenApp Services ¥ ANHEVER | HINBEIEAT StoreFrontuhiss. EfRRIAIA , ERERERIZAGEM StoreFront ¥ix.,

o AP REPHZEIFE L TTAENA BR%T SSL 93| B , #5140 TLS and Compliance Mode Configuration (TLS FI&HAERELE) . XN ERFMIRASE
.

o REYER FMHNERFERELABRESE., BRAIEEERFNESE.
[#502678]

o FEHAHK TITIFAVER , Citrix Desktop Viewer if B REIREE A IEH A VER.
[#510529]

o WTFFEHHAMA , Desktop Viewer ERBENERTELAFAE. XEHEBITHEM.
[#481561]

o Receiver for Windows REEFERMA /A (FEH) 1K FAR¥E Windows 2012 R2 84 E,
EfRRERE | ERITUATIRE -

1. BTG | 88\ regedit 3£i% Enter 42,
2 HEIITRE -

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Installer
fi3% : DisableMSI 2% : REG_DWORD {8 = 0 (0 BZAWFEITRIE)
[#492508]

o EREYPEEAT , BIHES B RALHAIEBH.
[#488620]

o RAEFALIGIMF S VDA BREINGEE. RRFTIAR(EM Desktop Viewer TRAZ FNEINMTIFEINGEE ; T RRERF | NIETHESAZ EREINGE R RITH
EEABRE.

[#502774]

o LF4MPLMIEMA USB i) USB HAl (Logitech USB H340) i , TR EMRTIURRE. XEREITHER. 7 USBEEANARITEMMML. FERRMIRE
o SERRIERINE.

[#469670]

o FEi@iT XenApp #01 XenDesktop 7.0 2 BTHIAR A TR AN FIFEFF L , 8k Window 2008 R2 L) XenApp #11 XenDesktop 7.0 SRE S iRA L , EE&MBERF R
1EF.

[#517877]
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Ao ESKANFS M

Sep 20,2016

R
BIERST

Windows 10

Windows 8.1 , 32 il 64 {uzhf4~ (/4% Embedded Edition)
Windows 8 , 32 {i#l 64 fihR4< (BE#E Embedded Edition)
Windows 7 , 32 fi#l 64 fuzhf 4 (E#% Embedded Edition)
Windows Vista , 32 {#1 64 fzhRA

Windows Thin PC

Windows Server 2012 R2 Standard Edition 1 Datacenter Edition
Windows Server 2012 Standard Edition #1 Datacenter Edition
Windows Server 2008 R2 (64 s ik7<)

Windows Server 2008 (32 {iz¥ 64 {szhR4)

Rt

ERTEALEMSM VGA 5 SVGA MSEHRL

TR S 3 Windows 3#A8FB £ (%)

B3GR FARMREE | FEMLEOF (NIC) AR AW &Rt
% Pumit BN TR SR ANH GFX IRENFEF |, A REARIE H apE L.

IR E

Citrix Receiver for Windows 4.4 B Fi-F Windows 7 #1 8.1 {E#zCA fisdEi+EH,. AT fiddEEARERAN , F04EF XenApp #1
XenDesktop 7 BE ShRA LK Windows 7. 8 F1 2012 FE4lsE E{RIRM A ALES,

Citrix fR%-z%

e XenApp (ATEET=M)
e (Citrix XenApp 7.6
e (itrix XenApp 7.5
e (Citrix XenApp 6.5 Feature Pack 2 Windows Server 2008 R2
e Citrix XenApp 6.5 Feature Pack 1 Windows Server 2008 R2
e Citrix XenApp 6.5 for Windows Server 2008 R2

EBT Unix ZEZRSe Citrix XenApp 4 Feature Pack 2

e XenDesktop (MAF{EEM)
e XenDesktop 7.6

XenDesktop 7.5

XenDesktop 7.1
e XenDesktop 7.0

e (itrix VDI-in-a-Box
e VDI-in-a-Box 5.3
e VDI-in-a-Box 5.2

o URATPL Citrix Receiver for Windows 4.4 %144 25 (K15 1R1ThAES StoreFront Receiver for Web 1 Web Interface £5&1E
A, RS AR NetScaler Gateway #HEIIATIA,
StoreFront :
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e StoreFront 3.0x, 2.6,2.5F12.1
R E#E708) StoreFront N AR JE.
o FCEH Receiver for Web it/ StoreFront
FF M Web x)¥528375) StoreFront Y i SE., B RULEBZEHIRT) , S Receiver for Web sites (Receiver for Web
¥hi) _ERg“Important considerations” (BEEFEEM) .
Web Interface 5 NetScaler VPN % FigsE&{E A -
e Web Interface 5.4 for Windows Web ¥ =,
IR Web 34281717 R4 L I AN N FAFE R I THEE.
e Web Interface 5.4 for Windows 5 XenApp Services 8 XenDesktop Services ¥ m
o A FERE Citrix Receiver [RAT7% :
RIFER M receivercitrix.com T, , RG4S E AR A IR SIS StoreFront,
#4 M Citrix Receiver for Web 5 (BCE T StoreFront) &,
VM Citrix Web Interface 5.4 %% Receiver,
{# A Active Directory (AD) £B5kB& %15 (GPOs) 2BE,
{#F Microsoft System Center 2012 Configuration Manager 33&,

YRS

e |nternet Explorer
5 Citrix Receiver for Web gk Web Interface f3E#34F 32 {iz Internet Explorer, Fx3$FH Internet Explorer fjAs |, i
£ %) StoreFront ARG EsKF Web Interface REEESK,

e Mozilla Firefox 18.x (XIFHITRAKARAS)
e Google Chrome 218§ 20 (F% StoreFront) ,

RRSETSS

BEEL

X3t Google Chrome NPAPI TS E , 1E5 5% Citrix 1% 3CE Preparing for NPAPI being disabled by Google
Chrome (##% Google Chrome 2R NPAPI)

i
Citrix Receiver for Windows B3 A TF{E—ECE R HTTPS #0 ICA-over-TLS &,

o XfF LAN 1EFE :
e {#fH StoreFront Services g Citrix Receiver for Web x4 /¥ StoreFront
e Web Interface 5.4 for Windows , {§ /A Web Interface @k XenApp Services u5 53

BREMNFFARMNBHEEREE | FS P XenDesktop 7 3244,

o X TREMTFDERNAIIER :
e (Citrix NetScaler Gateway 11.x
e (itrix NetScaler Gateway 10.5
XFEMNBHHEE Windows ®& (AMBITFE , (ERIAEM VPN E0T) UEARMABH RS (ERIAEM VPN E
m)

Bk StoreFront ¥ NetScaler Gateway Fll Access Gateway [RARIMEE , 1§55 StoreFront RETESK,
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BIEBAIEE , BUATHH NetScaler Gateway 152 RRHERT Access Gateway,

KT REEZIES
EE

BRRBEBRHEMER , FERLLEENLLIEETRE-R

E (BER) I

WFEFEM R LT T ERIED , BFARE LVRTARALRREBMA AR WRIES , 7 8E(E A Receiver iR Citrix
TR,

EE
MREENTOERIETREMXHES (RARMEAFETFAAESRED) , RAKBR—#ES% , BHRERRREE. MRA %
BEAMEEMRE , WS B R— N BREFSIR , BENBRFALEE.

A FPIRE L RFERER
BREAPERE ERERIEFBUAREE Web Interface ABIFRERREE | ES MR Receiver B{5% 4,
BELFES

BEAEBRFRER—IBNEI RS BHENREIER. Citrix Receiver for Windows YIFBEFFED , (B2 , REEES
SGHAN T2 RIEIERXLAER, EXFRF |, 7T RERBRFEBKERER , tiERERBLH SAN) T BFEE R
KR EZHRYRAED, HSEEBTRERFAIERMANMEAERMANME L .

sR[EREF5 NetScaler Gateway

MRAEMEPFEFBSPERES , WK X EREBHNE] NetScaler Gateway JRE2EH. HXEE , F2IY Configuring
Intermediate Certificates (BCEH[ENEDR) .

E= gy Calla
STF % StoreFront fiE#H: , Citrix Receiver T3FPA T SHEAE A% ¢
Receiver for StoreFront StoreFront NetScaler F NetScaler %I
Web (fE£Ri% | Services ¥4 XenApp Services Receiver for StoreFront Services
WEy) (A#) R (AH) Web (iX%2%) YR (A1)
Es = =
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)

* R E L REIARI NetScaler #4341,
AR

Citrix Receiver for Windows 4.4 Y #¥i@it NetScaler Gateway 2| StoreFront &A4LARSTH) 2FA (33 + L4 HE) .

S+FF| Web Interface 5.4 fi%#E |, Citrix Receiver XA T HMEAEA A (Web Interface FRARNEBR KRBT L 408
S3500E)

Web
Interfae;:e G Web Interface NetScaler ¥ Web NetScaler ¥ Web Interface

%) ! XenApp Services ¥ Interface (jXJ¥%3%) XenApp Services ¥
A
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o
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o

B AEP 5= (NetScaler #ff4)

* {NIEEE NetScaler Gateway KIEFEF A , MR & LR BB LRIV L.

BREHEEREE |, 1555 NetScaler Gateway CRYF AL E S IIEFEA AR StoreFront IR EIEEB, Bk
Web Interface TFFNFHIIEATEREE , ISk Web Interface BLE SHKAE,

Tk

A& A Citrix Receiver for Windows 4 x F+£& Receiver for Windows 3.x F Citrix BEHIEME 12.x. BEFHREVEAEE | FS
B FHR I E B,

EE

ZNSRZE M Citrix Receiver 3.4 FHREIRRZA 4.2.100 , 3&#=HE Upgrading from Receiver 3.4 to Receiver 4.2.100 Guide ( M Receiver 3.4
F+£%ZE| Receiver 4.2.100 35/8) ) FHIGAASITIRME. RRA 4.2.100 AXFRARP#ITRUARK. T BIERWESIME |, DMER
ERRATE B PEBEE BN TE R R, FHRIERETIREMEEF BB L TR,

HAth

e .NET Framework >k

o EBNRFIEMFE NET 3.5 Service Pack 1, AREARF F M Receiver §ASkaS4TIT MBS BN BFREF. AXRIF
=R , B RERGSITSRECEN LS Receiver for Windows,

o FEZUE NET 2.0 Service Pack 1 F1 Microsoft Visual C++ 2005 Service Pack 1 AJ B &4THER, , MR ERBR
Receiver ®#r, Microsoft Visual C++ 2005 Service Pack 1 ##4-mM&7E .NET 2.0 Service Pack 1, .NET 3.5 #1 .NET 3.5
Service Pack 19 ; AT SR ER L FR 4.

e XFF XenDesktop &k : E{F A Desktop Viewer , % FE%% NET 2.0 Service Pack 1 SREShRAS, ESKECHRAER R ,
BN Intermet WHEIART A , WER B IHRE SIS IERE FENRIITE.,  {FRIARAH Framework M3E .NET 2.0 ATRAKFIAL
W I s EENET(A).

e HX¥ Receiver 5 Microsoft Lync Server 2013 1 Microsoft Lync 2013 VDI Plug-in for Windows Z5&{# FBIHEE | 155 H

XenDesktop, XenApp #0 Citrix Receiver X Microsoft Lync 2013 VDI fFHIST 3T,

o STIFRZERT IEMMILR AL Y
e TCP/IP+HTTP

BRUJBESZERHAE , ESM CTX 134341,

e TLS+HTTPS

Important

ANSRAE StoreFront SR I AR JE AL ZERIECE A HTTP , AZRE DU SER IR 2= HKLM\S oftware\
[Wowé432Node\]Citrix\AuthManager # : ConnectionSecurityMode=Any,
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e

EMERGEES ERAURIBTERS , TERRERTRRMERS. Cirk TARIER EHRMmiER AR 4 S BRIRHRE
BIEURR, FRIIMREES FEIERKE. EHRERETIRZ A TES.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.29



R

Aug 25, 2016
A PURE LT A% CitrixReceiver.exe I AEA, :
o MMM CitrixcomBLEHB F il Stk
o M Citrixcom8kBH Tk R ikEX Receiver i) Receiver F A A e DUB I M A BBFRb4 L (TIEARS2F URL) RIRE—
MK, Receiver e ST HIEHIEAR <BXHE NetScaler Gateway (8 Access Gateway) &2 StoreFront fR%:
2 RERRAPERFRERR, IR BT FRBAAK ~ &I,
AR BXERAMNAFRIERER R LRI Receiver I .
o #NR Receiver &M Citrix.com RASMREE S (520 Receiver for Web 3himy) TR , NIASXT EXERNAFPITETH
TR AN,
o WRRHLE R EERE Receiver , BEREBMEAIE.
e M Receiver for Web B\ Web Interface B3R & B35/,
o EX{EM Receiver A FRRUBTMA MRS 28 URL B FHE R (CR) XHRREWK .
o {FFHEEFH4S % (Electronic Software Distribution, ESD) T A &%
o SE—X{EF Receiver A P ARRS 25 URL BT E R XA BEREIK .

RIEEFERERSHIAE , ANAFTERAGEE ANPREV AT &4 Receiver,
HDX RealTime Media Engine (RTME)

BN I A RNA S & ERANH Citrix Receiver for Windows A1 HDX RTME &3EF2fF. EARANH Citrix Receiver
B , HDX RTME $-B & ErT AT (exe) H,

EE
LI HRAMEFEM RTME IFTNAEM) Citrix Receiver KA FIEEM_EEFEIFAUR.

LR TR Citrix Receiver B |, EEE LT HDX RTME [a)% :

o SURThRAH] Citrix Receiver BERHARAE HDX RTME (R4 1.0.0.1) ; 21RELRE RTME , RFEEH—SPITHTRE.
o ZFFMEHARAHK Receiver FHEEITRFTHIRGIARA (75 RTME f Citrix Receiver) . PARTRFA) RTME AR S ERFTARAS
BE  NXIFMHMRIMAR Receiver FHREIRFTHKIIRSBARA (5120 , M Receiver 4.4 FHEEREHRGPARASHIH RTME B

Receiver44) .,
o MRAEEREEIEAK RTME |, RIEFHFRAHK Receiver ¥ BINFHFHEK FimiR & _EHK RTME,
o MEHFEEFIRAKLK RTME |, BEFEFEFEEBHIIRA.

Important

XenApp/XenDesktop k% 25_Ef) HDX RealTime Connector RIS {RARA #4504 2.0.0.417 (GARRA) , BMESHT RTMEE3#%A ; B,
TEE# RTME 2.0 5 1.8 RTME Connector Z5&1{E .

FEFHKEEF) Citrix Receiver for Windows

St FEF StoreFront IRIEFEIETE :
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o X T BYOD (B®&%E) AP, REMUABIRIR™ M0 S b A L= SO A8 XU BABC B S 9T NetScaler
Gateway # StoreFront jR7. ¥ StoreFront A2 E &AM INE—HEBFHMES |, FEMABFATERET Receiver
JaFHRFFT IR E & S

o BRUEBRXHMNF—IAIEE , BAHB i NetScaler Gateway (8{ Access Gateway Enterprise Edition) f¢ URL, B
# |, IRE4R StoreFront XY FTIABCE 7 ETFFHBAFAINK &L , WIATE &1 A P AR Fhp it

o F—FIER , 1RI8 StoreFront XAYFTIRECE Receiver for Web & , SRJ/E1RHB M Receiver for Web 3% Receiver for
Windows FriRSERECE . BENA PN 4% Receiver, jjja) Receiver for Web #f s A& M Receiver for Web FEE &34

(BREAFE  RRBREWE) .

XA Web Interface KIEREIEFE :

o FHEAE Receiver for Windows ] Web Interface ub s , FHIRIBI Web Interface &% 5% Receiver for Windows FT
RTESECE. AR Receiver, $i2N , FATABIE—ANT AR |, F A FBEBIRINED L K Receiver RF2
Fr.

THEIEEEM

SN
Xf Receiver for Windows 4 x ECEEBEMEIE (RRER) KNEREEER. BXER , BEERAFERGSITSIICE %N Receiver
for Windows #13F /includeSSON (1A,

a] PA{E A Citrix Receiver for Windows 4 .x 7+ Receiver for Windows 3.x 0 Citrix BX#l3E4E 12X,

MR EN AT T Receiver for Windows 3.x , NIRRT HFERAFEAR (BRNEFEEMIRKA HTRE) .
WRUEHAFAAREKET Receiver for Windows 3.x , RIRZFFEITEMN AL T,
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FIAIEFENZL Receiver for Windows

Feb 02,2016
ATRANREN R, WELZ . Windows TIFREE ST a1 TEIT Fahiz1T CitrixReceiverexe RiFEF A %I Receiver, Bk
WTRESHNTRENR , FEMAERAGSTSIECEMRIL Receiver for Windows,

Important

XF Receiver for Windows 4 x ECEHBEMEIE (RRER) KNEBREEER. BXER , ESRERGLSITSHICE %I Receiver
for Windows #2=F /includeSSON fJi5tEH .

MMRATIBRE I E(E R exe X, NESR How to Manually Extract, Install, and Remove Individual .msi Files (204 Fzhig
BN, RMPpREA .msi ) .

FHRIEHAE Receiver DS E B ST

A PAZE XenApp #1 XenDesktop R EIB S MRIEIHST{E A Receiver, AEFNANBENBAMTLEFEE CitrixReciverexe A
St Web Interface g% StoreFront R 251EH(E I B8 S50,

BENZFEHECE R , AP AREEMAEIERI IR XenApp/XenDesktop B, kBT FinitHHK TR HE M

Ui R
FEEEESHERIEMATEK

e (Citrix Receiver for Windows &3 414 CitrixReceiver.exe,
o HHNNEKLE SRBE LI -

o receiveradm (fiF%3 T Citrix Receiver f] Windows 11+E#_E/) %SystemDrive%\Program Files (x86)\Citrix\ICA
Client\Configuration 3z #F3) ; Windows XP,, indows 2003 FJ& % Fugh WRFELE receiveradm 3044,

e receiveradmx, receiveradml (i F%&% T Citrix Receiver i Windows i+&#/1._EH %SystemDrive%\Program Files
(x86)\Citrix\ICA Client\Configuration X&) ; T ADMX TEMEE] GPO |, ES5(F FHER S S ERILE
Receiver R “%TF ADMX #E4R 81 R g4y

o FTEABAMBIEGAIR , ABEER iR & Lk MBCE KA.

R (NMUBEE FumE T XPe ERGI A # R adm X,

NMERERHEERE T A (40 Citrix Merchandising Server 8§ Microsoft System Center Configuration Manager) B, I
B AR ERERE T 5 XenApp/XenDesktop B E B S HIIE :

1. HAEEFITEA _EF &I Citrix Receiver FHE FAAHILARKRE (S receiveradm, receiveradmx, receiveradml) #47THcC
=
AR WARERTIER /NUFNER.

2. f#F Active Directory 20 5kl& %3 Citrix Receiver (420 , {3 XenApp BT
CheckAndDeployCitrixReceiverEnterpriseStartupScript.bat) . A7 A{EH Active Directory 2B 5K EIREH| A KH1E
A receiver.adm, receiveradmx, receiver.adml KACE N AE| KEEFERHKITEL.

BTEREERMNES , Bt , AXANBHAER. BREFEMEE  ESM CTX134280 How to Deploy Citrix Receiver
Enterprise for Pass-Through Authentication Using Active Directory Group Policy (ZR{al{#f Active Directory £ 5RREERE
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Citrix Receiver Enterprise PASSINE B S4EE)
R Citrix SREVENE A 2 ATERA IR P AR FFRIE A S IR R BT B IR
FINLEIHFAE Receiver LI E B S ST :

1. 745425 _E{F ) PowerShell iz1TRA T 454 : Set-BrokerSite -TrustedRequestsSentToTheXmiServicePort $True
2. RABEESIRMA P EHERE FinitEil.

3. FFAPITREIREZ T , 18 WNE Pt B EN B AT A INA AEALIEHFER Citrix Receiver for Windows &%,

4. M Citrix T FZ Citrix Receiver for Windows % 2E4, (CitrixReceiverexe),

B 4473 GUI (A MR AR,
BT :

1. TFF Windows #5448 RE O , HE ik CitrixReceiver.exe FIfEKE K.

2. EHAIRREAT |, BT T4 EE ST SSON ThEem Citrix Receiver : CitrixReceiver.exe /includeSSON, &+
BF G ITESMBECEF L Receiver for Windows —XCFHIEE ; £% /includeSSON A Receiver standard
(CitrixReceiver.exe) BFI# A% %, Receiver enterprise (CitrixReceiverEnterprise.exe) AXFFHAE , iZhRASH Receiver Bk
INRER BB

3. BETARE , BER—&BEIEE | Installation successful (ZEHTN) .

@ Crtrix Recerver

citrpx .
Recelver

W Installation successful

It you received instructions to set up Citrix Receiver with your
email or a server address, click Add Account. Otherwise, click
Finish, and you ¢an set up an account later.

Add Account Finish

{EHH GUI :

1. X CitrixReceiver.exe,
2. A EARRERREAST , EP BARREREEENRISHAT SSON ThEEM Citrix Receiver, XERT{#ER44
1Ti@1T /includeSSON AREZLRLE Receiver,

AR AMEE RUHTROEN |, BRARER RN FUERTEMNRKITEN ERITHR2H .
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@ Citrix Receiver n

Enable Single Sign-on

When enabled, single sign-on remembers your credentials for
this device, so that you can connect to other Citrix applications
without having to log on each time. You should do this only if
your IT administrator has instructed you to. This will take effect
the next time you log on to this device.

Enable single sign-on

For more information on configuring single sign-on, please see

article CTX133982 at citrix.com/support.

Mext Cancel

1B AR SRR SmtE =S (GPO) ALE SSON

MBI T , SSON RIZE 5k M S RELB S ML ; I~ Desktop Viewer H Receiver for Web B |, %5k £ A{# SSON 2
YEF. {$8 Desktop Viewer i , 528 GPO AR A ICA FEHHTEDE S HIIE,

£/ ADM XHECE A P S H8E

1. BTiE1764 gpedit.msc B “FFia kI8 Z YRR | TTH A SRk g% .

2. B EF T EHNECE K receiveradm AR RINEIAILA RIS JRtE S . AIARARRAT EIHER" , SREIEF R/ Bk
> BdEm,

3. BENARAN receiveradm #AR f5 , KX BIFTENECE "> “BIRHER > LM EIFAR (ADM)">“Citrix 2B #4">“Citrix
Receiver>“f P &AL,

JEE : 1RIE StoreFront\Receiver for Web FCEFETERE , FJREMIERAFXTFTE ICA HHTERSHRAE , BB SHIIE
TRER/ER.
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g Local Group Policy Editor - oIl
File Action View Help
oo 2@z Bm Y

1+ [ Network
| Printers ]
5 Server Local user name and password .‘.Smng State
] Start Menu and Taskbar = u] Smart card authentication Mot configured
b & System ™ [£] Kerberos authentication Not configured
p» [ Windows Components B
b [ Classic Administrative Templates (ADM) hie.nalicy tn. inctict sh Y W
Tl AN Settings clien #
i+ | Control Panel |
b 0 Network
| Printers ]
7 Server
] Start Menu and Taskbar Vihe| O Not Configured ~ Comment =
b (] System clienll ® Enabled
B Windows Compaonents :
4 (3 Classic Administrative Templates (ADM) [N | remd] O Disebled
4 [ Citrix Components the |
4 [ 7] Citrix Receiver auth|
| Storefront

| [5] Local user name and password P S Mext Setti

. Network routing :::; Options: Help:
1 User authentication throy.
g Emnﬁn! client devices g; Enable pass-through suthentication Use this policy to instruct m:lmmuu:m;:\n logon ~
ser experience | credentials (pass-through authentication) for the Citrix XenApp
1 Client Engine :?i' I o Allow pats-through suthentication for all ICA server as the client computer.
: | 5
g:;::m.'""‘m the ffj  Conneron When this policy is enabled, the client can be prevented from
rvice aut

|||[C] Wse Novell Directory Server credentials using the current user's logon credentials to authenticate to the
| rémote server by clearing the “Enable pass-through
authentication” check bex.

4 iR User Configuration
[ Seftware Settings
5] Windows Settings
p [ Administrative Templates

The client impozses certain restrictions specifying when pags-
through authentication can occur (for details, see Citrix eDocs at
hitp://suppert.citroccom/preddecs/). If these restrictions are too
strict for your environment, select the “Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

<

4 setting(s)

When run in a Novell Directory Server environment, selecting the
“Use Novell Directory Server credentials™ check box requests that
the client uses the user's NDS credentials.,

£/ ADMX X TEIES HIUE

1. % receiveradmx 0 receiveradml #AR R INEIANI LA KIS SwtE2S . VB SR LGRS X R AEARALE Receiver FRY“XT
ADMX #EARE A EB 5.

2. BINERN eceiveradmx Fl receiveradml #4R 5 , B ITEANECE > SIE AR "> “Citrix ZB4F">“Citrix Receiver>“F| PS4 %
UE”,

3. EFAHA PR ERE.

4. B ERRERE | EIEF S RERS SR RFXTTA ICA BHTHEIE S H5IE %,
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e z2Ez Hml T

15 Local Computer Policy
4 | Computer Configuration

b [ Software Settings Local user name and password Setting State Comment
& ] Windows Settings ' ) ) j Kerberos authentication Met configured Mo
4[] Administrative Templates Edit poicy setiing. e llﬂ Local user name and password Met configured Mo
PR Citrix Components Requirement o B ] 3 7 _ o
4 [ Citrix Receiver ADMX Migra = Local user name and password : -
= cewp policy that d
7 Client Engine suppariedd m LAl | Previous Setting | Mext Setting J
7] Fast Connect AP| Support Deseription: '
7 Mubti-Stream ICA Use this poli | () Not Configured ~ Comment: A
1 [ Netwaork routing client to use
] Remoting client devices credentials (| | ® Enabled
- . authenticati
% ::"5;"“‘: Xenpp sery] | () Disabled . v
- Tr:in':" computer. Supperted on: [ ApMx Migrator encountered a policy that does not have a supportedOn value.  ~
| User authentication When this p o
] User experience cli_:ru can be :
» (2] Control Panel using the cug) Options: wcl
: ._‘:] Py credentials te
: remote serve e ] -
[ Printers the “Enable Enable pass-through authentication Usethll_ policy to instruct the cllm_ttnlusethessrne_ll_:-gon ~
s r auth deati credentials (pa_ss-thruugh authentication) for the Citrix XenApp
) StartM 4 Taskb ) Allow pass-through authentication for all ICA server as the client computer,
= rt Menu and Taskbar The client in connections ) S .
» [ System rastrictions s When this policy is enabled, the client can be prevented from
s [] Windows Components through aut [] Use Novell Directory Server credentials using the current user's logon credentials to authenticate to the
5 [ : FCa— : remote server by clearing the "Enable pass-through
b ]J Classic IMmmlllraw: Templates (AC|| (for details, = e ek B
[0 ANl Settings http:/ fsuppa
4 & User Configuration ;c'.'d":h'“ The client imposes certain restrictions specifying when pass-
& [ Software Settings h” 'Amw through authentication can occur (for details, see Citrix eDocs at
b [] Windows Settings :u:w..": httpe/fsupport.citric.com/proddocs/). If these restrictions are too
i irigtrati : strict for your environment, select the "Allow pass-through
b BB Admisigtsative Templstes :’::::::T:;f authentication for all ICA connections” check box to bypass the
ReFry pass-through authentication restrictions,
TEStrictione,
’ When run in a Novell Directory Server environment, selecting the
Al > |'\ Extended “Use Novell Directory Server credentials” check box requests that
4 setting(s) the client uses the user's NDS credentials.
) ~
ok || cnce || ooy |

KT RERILE (FQDN) FRINE“ SRS R 3R

1 AR FIREE L, B3 Internet Explorer,
2. 7£ Internet Explorer & , BT A">“Internet &> P {S{ERuL S,
3. BEPRIE FQDN FRNE|S2EEREE R F3 (620 https://sflblicat.com) . ¥iNfE , &b sl BoR7E B & 875K

=S
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Trusted sites H

\/ You can add and remove websites from this zone. All websites in

this zone will use the zone's security settings.

Add this website to the zone:

Add
Websites:
https://sf1.blricat.com Remove
Require server verification (https:) for all sites in this zone
‘ Close ‘

BEA Web 3 rURMNE RASEMIE IR G | EFEE LKA ~SHRIESIE

1. fE“Internet I TR “RE TR |, T SIS TMEE R,
2. TEEAENER , REXiE,

3. BHEIBIRIKED , R EFEsER M ITH 2RISR,
4. B AR FimR & AN BT E X,

AR ERLITA S MBI THESERE - NERAARE ; MIRXLRERRASMEE RECER , NEAFEBLRE
BIEW ; EELBNAIRE  BECE GPO , A RI7E Internet M “ASEIME R B E XRH) T ILHE.
82, User Authentication

@i Logon

() Anonymous logon
(") Automatic logon only in Intranet zone

(Of Automatic logon with current user name and password

(") Prompt for user name and password

@i Single Sign-on (SSON) BHTFHANEEFZEM
TRAEES5FERAG4STETT SSON FHE Receiver B XHIEE :

FHRZ HIRIET SSON # Receiver LFAE)K SSON %I 1TA

(5417 - /includeSSON =X3%+ UI
1T
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B %k SSON a4

il
Hm

EAZIEMRm
SSON MREe e - T B R{EATIR(E

i

274k SSON 24

il

EeEEMRm
SSON ZhRERAER - Lo R

iy

2 FH4% SSON 2844

halil

EAZIEMRM

SSON ThEEE 22 - AP SEEE
Receiver , A J57E1%E SSON HIATHRR T
BT 41T%M /includeSSON 8% GUI
EME FHi 4 Receiver

& S R22IE SSON B4

EE - FHEIARRA Citrix Receiver B |, “BRSARERREMSAITA.
ks Receiver for Windows

ZRTRAE R Windows B F2FFAITRE SKA TR (RIN/MFRFEFF) EDEK Receiver,
fE A <1THER Receiver

AT LB s\ AT 54 s &1 TEIEK Receiver :
CitrixReceiverexe /uninstall

M PE _EEIZK Receiver f§ , F Receiveradm/Receiveradml 2% Receiveradmx Sl E E X Receiver JE M RIR{I{RE7E
HKEY_LOCAL_MACHINE #0 HKEY_LOCAL_USER ] Software\Policies\Citrix\ICA Client B=/. WNREH LI Receiver
AJRELIRHISIEX Lk lg , XMAFLSBRIFEITH. ERRFRXLEEE XN | EFhPITHRRE.

b o

= K1

EMERGES ERATLRSBTERME , TRERRENTEREALE., Cirix TTARIER M RmER AR Y SR I @6E
BIEURR, FREMREES FEERR. EHREREIMRZ I TES.
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FRGLSITSHALE FZLE Receiver for Windows

Aug 25,2016
ATPUBFEE 1T E i€ X Citrix Receiver kA2 /F. LhkEF AR ELRITREFINEMEZIAFNIENESRY , 3FE
EK %temp% BRHPKAAF 57.8 MB e AT R, TEERBIEREFXHE. BB B2 N R F EEArihE
Bx.

B

EMFRGESERAILUELSBERD , TRERRERTERRMERS. Cirx TTARIER EHRMmiER AR 4 S IMIRRAE
BIFRR, ERENREER TERERNK., FHREREIMR AN TES.

TGS RE O Citrix Receiver for Windows |, 35 A TIEx ¢

CitrixReceiver.exe [Options]

BRERER
I /? 8% -help
Ll W XBRRIEER
CitrixReceiverexe /?
ANBIFRIA CitrixReceiverexe /help

2 ETE Ul I HRREHT SN

%M | /noreboot

ZUETE Ul EMREHES). TRARREATRIGES, WRERIEBREFHENRR , Receiver RRINLTE

R fikasantEir Uss a4 AR S84 B AEM Receiver RS,
;T;ij CitrixReceiver.exe /noreboot

TR R&I&
Pl /silent
BtE R AR EINEEURI T2 TR T .
i Fi% CitrixReceiver.exe /silent
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EREREREHRIE

ﬁ /includeSSON
RRBALER (HH) SHIIE. FReRra B ETEHIEmR.
#4175 /includeSSON Kt , [ZFAE551%M ENABLE_SSON,  nHRE(#F ADDLOCAL= FEE R IMTNAEE , HALE
2% Single Sign-On , MR PAMAFERE{H ENABLE_SSON,
ENAPREBRERSHIE , PIUAEEETR /includeSSON B4 471 T A TR RAPR L3 Receiver, 78
PigE& L, BN ER EIR AR > 2 HE TR AR (ADM) > Citrix £B4”>Citrix Receiver”>"f P EARAIE"F AT R
B :

1)

B o ZSHhF PR AR
o BREBHHIIE
o AWFXFTE ICABITERESHNIAE (TREFE , BAEURT Web Interface BT S£RE)
ETRESE , EFEIRAAEE. BXRFMMEE , ESH How to Manually Install and Configure Citrix Receiver
for Pass-Through Authentication (AMAFEhEEFELE Citrix Receiver ISRITE R S ML) .
EE B, Kerberos MAMMA A EMEMREAL K. ALEMFIEFTEE., BNEEAZATNETENRE , A
RRRAEERE., BFHARIEER.

i

i . . )

o CitrixReceiver.exe /includeSSON

%

TEFEE T /includeSSON B} B & F

% ENABLE_SSON={Yes | No}

b}
EFERET /includeSSON B FABASER. BUAMEAN Yes. ERBFEET /includeSSON B jE# AR, FhekH

B SERTEWEN, EEE BATERARRENRIENREYE ARV ERSRHRE. TEAS

B 21 SANR.

i

fé] CitrixReceiver.exe /ENABLE_SSON=Yes

i

AlwaysOn FRExR
1%E
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I | /EnableTracing={true | false}

MBS T BRI ThEE., {FABMETTIRM 2 A AlwaysOon IRERDNAE.  AlwaysOn IRERDIBERT # BNk & 5%
" ENEAXRNXRAE. fRRBRSGMELITMEREREN | XEHEERAIEEBEA. AwaysOn IRERREEEZIR
- =

MBI T , AlwaysOn IRERBESTEAIT ClUsers| |AppDatalLocall Temp| CTXReceiverLogs| \xxx.et/ B &,

R
Bl
M
ik

CitrixReceiver.exe /EnableTracing=true

£/ Citrix & AARBEITR (CEIP)

prial /EnableCEIP={true | false}

MRAWSS Citrix B AERBETR (CEIP) , EAZTHEERFIEREER AL Citrix AFB) Citrix 3t H =5

iR - .

: FEAELE,

<

?:ﬂﬁﬁ CitrixReceiver.exe /EnableCEIP=true
FEEREB X

% o

i INSTALLDIR=<%3 B %>

BETKIRIE , HPREBFAKRL K Citrix Receiver REFHTRAE. EIAEA C\Program
Files\Citrix\Receiver, LT Receiver AR 31EFK1E C\Program Files\Citrix & : SAIUEETESS . Citrix Receiver
¥ | MBS

5]

s WMREERHETRFFEE T — ok BR , AR B R \Receiver BxH %4k RlInstallermsi , FFERFEE R+
TR HE A .msi .

TN

EH!J CitrixReceiver.exe INSTALLDIR=c:\Citrix\Test

)7

AR RS A7 F PR &

BEIm CLIENT _NAME=<ClientName>

TBER FinaH , H ClentName ASRIRAEZZIRS FHZNA R EN BT BIAEA

YA
ki %COMPUTERNAME%
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B
i

CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%.

HER FimR IR
% _
T ENABLE_CLIENT_NAME=Yes | No
W AR i HEETT MER Fin 2 FRIGR SITEN MR, YAFESTENLRE |, X i Rafz AN
B | E®. BUAER Yes. ERRAHER FunLHRIHF W HILEMRE R No , 34 CLIENT_NAME BHFsE —/ME.
7~
1;!] CitrixReceiverexe DYNAMIC_NAME=Yes
b7
RITEE A
pvi7
ADDLOCAL=
bl
BR—AFEMEEHELE. FEEZNSHE , ERESHRENSEH , HFESHZAREETIK. 2HRXH KN
5., MRFEEHSE , NEOARKTBAN.
JEZ - Receiverinside 1 ICA_Client 2B HAHRNET , WAL,
JEE 1 K¥5E ADDLOCAL B , Y%k SSON RASMKIFT B HARBALA .
IXLELE (HHAFE
e Receiverinside — &% Citrix Receiver {£% (Receiver #/ERIVNFELREE) .
e |CA_Client - Z23E#RME Citrix Receiver (Receiver B ERWELH M) .
e WebHelper - %3 WebHelper 84, A4 FF M StoreFront #%KER ICA SUEFFFRE{£I%% HDX Engine,
2 s, EATRIBMESHIEES StoreFront = (5 1CO B FumiliZEM) .
;ﬂ e SSON- LEHBELER, FTEAFEEANR.

AM - LR ESHEIEEIEZS.

SELFSERVICE - R BBIRFIEM. WMUEGLSITHIEE AM B , BAER Fi&k& %% NET 3.5 Service
Pack1l, BEBIIRSIEHX Windows Thin PCIREARTTA |, R ERXFF NET 35,

B X AEBBRE M (SSP) 4RERIAFN Receiver for Windows 4.2 R ESIRATR T BEHIIRMEE , ES
%) http://support.citrix.com/article/CTX200337,

BBNIRS AV R A Receiver @O AT B AN AR , A2 /FHEA N G4S1TBshEIE
HENY RFEFF AR,

USB - &3 USB XX#¥ThRE. TEAFEHEH PR,

DesktopViewer - 3% Desktop Viewer,

Flash — &% HDX Media Stream for Flash,

Vd3d - f3A Windows Aero 1A% (I XFFITHRERHRIERSE) .

N
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Bl
A
ik

CitrixReceiver.exe ADDLOCAL=Receiverlnside, ICA_Client, SSON

BLERIBIT Merchandising Server 32 {5 X4 & B & N FRS /5

% ALLOWADDSTORE={N | S | A}
TEXE I P R BRI Bk KB T Merchandising Server Xy RECEMN AEJE ; BTG Ak REE
Merchandising Server X RECERIN ARG , B REEMIIGRXLEN AR /EaE Bt FRak URL, ZHMAEAR S, EM
BFE .
o N - RAVAFHmeEE S KN BREIE.
o S—- NAHFAFANSMGLTENAEE (E8E HTTPS) |
o A- A FRNESMGRENFARIE HTTPS) M3ER£ N BEJE (HTTP), 20 Citrix Receiver 2REGRA AR
TR, NARERA.
0] DUE IS EH MR HKLM\Software\[Wow6432Node\|Citrix\Dazzle\AllowAddStore 3541l ThBE.
g
By | EE : BIAMBAMIAKRSE HTTPS) MAMEIENEHATAHE, EAES , ETUEIT A T EE
FAHTTP N JEEH
1. ¥ HKLM\Software\[Wow6432Node\]Citrix\Dazzle\AllowAddStore & & 3 A LA R AR ndEL £ N R JE.
2. ¥ HKLM\Software\[Wow6432Node\]Citrix\Dazzle\AllowSavePwd % & A A LA AiF A AR EIELS N BRER
L,
3. EJRN7E StoreFront FECEK TransportType i HTTP )N FRIJE | &I
ConnectionSecurityMode (REG_SZ Z£8Y) #Rfn%E) HKLM\Software\[Wow6432Node\]Citrix\AuthManager 3
BHRER Any,
4. BB HFHE3) Citrix Receiver,
7~
EH!J CitrixReceiver.exe ALLOWADDSTORE=N
*

£ PNAgent BRXAEAMRTF N R JE 1R

Pz
]

ALLOWSAVEPWD={N | S | A}

YEE B PR B R A MBI Merchandising Server 354Xt & BL B IV FIRIE ; BRI USSR Ridid
Merchandising Server XX & AL E RN FAFE , (EARRERIIR X LN RS JEakE E B #Rak URL, BUAEA S, %M
BFE

o N - RAVFR P RFERN,
o S- NAKFAFPREFRENARENEN (EECE HTTPS) .
° A- AFAFRERENAEIE (HTTPS) FIER LK FARE (HTTP) KR,
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W AT PUEE E MR HKLM\Software\[Wow6432Node\Citrix\Dazzle\AllowSavePwd 124tk ThaE,

B4
EE : tnR AllowSavePwd RE/ER , RIARF SR T AR,

o 32 (IRERLE FumtEMERIA : HKLM\Software\Citrix\AuthManager

o 64 (IRERLE FIRHIEMERI : HKLM\Software\wow6432node\Citrix\AuthManager

o AU . REG_SZ

o {H : never - 4R PRFERS, secureonly - {XAA PRERENARENZER (BT HTTPS BE) .
always - AFR P RELXENAEIE (HTTPS) MARLN AR JE (HTTP) 6D,

N

1;!] CitrixReceiver.exe ALLOWSAVEPWD=N

%

WEEH

ﬁ AM_CERTIFICATESELECTIONMODE={Prompt | SmartCardDefault | LatestExpiry}

1 FIEIUESRIER. ZOAECK Prompt |, (E¥HRRA P IS IRFEFED, FRUEMEEIOAES (RIBE
BERITR) BORHRDEHIFNED. MREBAERNERUES , NemBAFREL B , FHR R EREMTAERA
TEROETR .,

Ui,

B | i&eT OB E MR HKCU 2k HKLM\Software\[Wow6432Node\]Citrix\AuthManager:
CertificateSelectionMode={ Prompt | SmartCardDefault | LatestExpiry } ¥l ZhaE, 1E HKCU FhiE X EE SR
=T HKLM FfdE |, af Bpth RSB A A+,

VN

1;!] CitrixReceiver.exe AM_CERTIFICATESELECTIONMODE=Prompt

ik

A CSP AAHEIRERER PIN &H

ﬁ AM_SMARTCARDPINENTRY=CSP
6/ CSP AAMETRERER PIN 2B, BOUABAT , mMAFE/RE PIN $27-E Citrix Receiver AR ERE R INE RS

V| 42UFRFF (CSP) 424, Receiver TEEERHIRA M PIN , SR/5% PIN {534 588 CSP.  TEE BT fEMA CSP

e PIN £B |, BIFETRAA PIN,

N

fg CitrixReceiver.exe AM_SMARTCARDPINENTRY=CSP

%
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{$ A Kerberos

IR ENABLE_KERBEROS={Yes | No}
ZRAEA No, #8%E HDX 3122 BN {FF Kerberos SHWAE , FHMUEFATRRER (HH) SHEIERNA.
Bl | s | ESMICE @ Kerberos U E B SHKIE,
7]_(@] CitrixReceiver.exe ENABLE_KERBEROS=No
i)
EIxIB FTA E#5R
% _
T LEGACYFTAICONS={False | True}
{FAETUE R FTA BldR. ZRAEN False. FEERBASITHWMIN 2R BB SUF B RIS B RN FFE
3 bR, IRHSHUREA False , Windows F k) H A AehFE BRI XA A EIAR.  Windows 4 s IEIARER RN
B hRASHI N FRFE P AR 7R o B0 SO AR AR . AR TR IE1T Windows 7 BIAR P23zt Microsoft Office i
B, Citrix 3B FEm,
I~
1};;] CitrixReceiver.exe LEGACYFTAICONS=False
i
JBRmEsNThEE
IR ENABLEPRELAUNCH={False | True}
488 ZNAEA False, BRSVETEIRUER | ES MY N A F 530 E.,
~EIFE CitrixReceiver.exe ENABLEPRELAUNCH=False

18R THR B PRET I NE R

piZ
m

STARTMENUDIR={Directory Name}

ANBAT , NARFE/RETA > FIAERFT. TRUEREF 3 TR IIETEE A S BTN AR FHiRiE
AR, Bla , ERREAREE THA > T EFTEF">Receiver’F , iE+8€ STARTMENUDIR=\Receiver\, F /1]
ARG 58 3032 B FRak i S 2 .

AT PUES R MR UEBICTNEE - i StartMenuDir 2 —NEMERM REG_SZ , PR HEXRE N X EiE, VE :

HKLM\Software\[Wow6432Node\]Citrix\Dazzle
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HKCU\Software\Citrix\Dazzle
XTIESIEE 7 & IRl AFEFIAE (H#RA Program Neighborhood X ##3) ) XenApp RN FBFEFF , AT
RO T TR & Py R SO F8 e AR INE iR A 12 « 8 UseCategoryAsStartMenuPath I —ANE R
Wi | MREG_SZ , FBEMBERE AN true, {FHRAN_EFTARMERIIEMRVE.
B
7R Windows 8/8.1 NAVFIE“FFIa P BB AR, “NARFHRMERSERHRTER , R
1B XenApp & X BRI F X R+ BIR.
NG
o MMRE Funiy FFEFFSC 4% A \office , UseCategoryAsStartMenuPath 4 true , 3FH A5 E StartMenuDiris , N
SR N EE TR > a2 F > Office” .
o MRE Fumhy AFER 3k \Office , UseCategoryAsStartMenuPath 24 true , StartMenuDir 24 \Receiver , [
¥ RFE A NME L FHE"> B> Receiver>“Office” T,
XL B T E A2 EEATREAR. ERMREAR | WIRHBGFENRENBRERF.
TN
1;!] CitrixReceiver.exe STARTMENUDIR=\Office
V7S
FEE N M E B R
% | STOREx="storename;http[s]//servername.domain/lISLocation/discovery;;On | Off]; [storedescription]" [
I | STOREy="."]
FRLGEI AT EE N RIS #R. RZOTFEE 10 MY AEIES Citrix Receiver 55 M. H :
o xAy-E¥0F 9,
e storename - BRIAE A store, WEFRINISTE StoreFront JRS28 LELE B FHR—EK.
e servername.domain - F£EN A EHN RS 2N TERERE .
- lISLocation - IS PRI AR IEK4Z. NABMJE URL %455 StoreFront BE&3CHFH URL —2., NAHJE URL
; BA& A/ Citrix/store/discovery”, EFKEX URL , &M Storefront F S HE—NE&HE , EICEAPITIF , HE
A _
) FTTEFM URL,
e On | Off - A1k Off LB R EFFEEBAERAMNARIE , WM{EA Fae R E Ry AfiE. 0
RNV RARIBREXRTETE , WBHARER On,
e storedescription - [z FAR JER AT GEH# |, 620 HR App Store,
AE  EARAF | FSWENRE URL RAFE /discovery ABEHTEE SHHRIE.
N
1;!] CitrixReceiver.exe STOREQ="Store;https://test.xx.com/Citrix/Store/Discovery"
)7
EAFPEE LB URLEER
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b ALLOW_CLIENTHOSTEDAPPSURL=1
il

s ERFERELERA RLEEAIAE. FTEAFEHERMUR. FEAMEA K Citrix Receiver, FX URLETE
Bg BHIEE , 5209 XenDesktop 7 TR AN FFE iRl R L,

VN

]
1;3 CitrixReceiver.exe ALLOW_CLIENTHOSTEDAPPSURL=1
7
BREMRFEX
i _
0 SELFSERVICEMODE={False | True}

PRIAEK True, RS ¥ SelfServiceMode #RERE A False , AP BANBAEB BBIARSE Citrix Receiver R
Vi EeEAUR. MR, XL AU FHA RSB SR AR (FRARE A SR ARRT N AR
B R

N

1;;] CitrixReceiverexe SELFSERVICEMODE=False
ix
1B REREAAME R
A} DESKTOPDIR=<B F£ #>
BHEREANRERN MR F . KEREFAIFEAIERE.
YA

EE : {# 3 DESKTOPDIR 3EMAT , i&# PutShortcutsOnDesktop JFFRIMIZE 4 True,

RIR% CitrixReceiver.exe DESKTOPDIR=\Office

MR35 Citrix Receiver fRAS3HT K

prial /rcu
\BR RVFIEH Citrix Receiver AR HFFMRAFHE R FThR A .
RBIFE CitrixReceiver.exe /rcu
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FEFTA S ST EIE BRI T EHE

TIRTARE |, B BR—MERRRERINIIEE , REBRAMK - FE. RA & xkER Citrix Receiver for
Windows , “ERANMK S SHEFERG ZsR 46 N\ BT AR Ek AR 55 2833 LU E K /.

AR

WNRFKBT A STOREX SRR ST RACE R AN MG | 2B RERRET Citrix Receiver BITEMA A S TEES B E R
A SHEIE, EBUEHINEE |, BRI HKLM\Software\Citrix\Receiver A 43— REG_DWORD {& EnableX1FT U 3¥H1E
w’REAFO,

X§ 2 (Al TR HERR

WRLREHIEE |, FIER ) %TEMP%/CT XReceiverinstallLogs B R+ Z&mARI4R CtxInstall- 2% TrolleyExpress- #1H
&, i

CtxInstall-ICAWebWrapper-20141114-134516.log
TrolleyExpress-20090807-123456.log

ST RERGI

Tt R RE A AM IR AR E :

CitrixReceiver.exe /silent STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR App Store"
STORE1="BackUpAppStore;https://testserver.net/Citrix/MyBackupStore/discovery;on;Backup HR App Store"

FEER AR (HBEHMIIE) FEARMFER XenApp Services URL N RS :

CitrixReceiver.exe /INCLUDESSON /STOREO="PNAgent;https://testserver.net/Citrix’PNAgent/config.xml;on;My PNAgent
Site"

o447 fah bl s I FRALAT

Citrix Receiver & ABANEITH RN AR FAIEFRN AFREF. EalUEAFRN AR NG ST e B L Mk AR
F. FRNAFEFT %appdata%\Citrix\SelfService 1, FIRN FAFEFHX 2 AN AREFRNEREHR (MREFm=
#&) . #1240 Internet Explorer RI7EAE R FBFERF 3 ££4 A InternetExplorerexe,
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{# A Active Directory #l/~| [SEhEIAERZE Receiver for
Windows

Feb 02,2016
] PA#E F Active Directory 28 $kB& I A<#RHE Active Directory fZRZREEMITE RGP TRERZE Receiver, Citrix s AR
B .msi X, FAMASARE, FHEMEEME -1 R , FERNEAEHT HEFMDEE MK Citrix &8 , FRIUEEER
Receiver Bi#51T, {FAITENECESAFERE T ARKBIEESE (GPMCO)FRHMAEE., BXEIMANENGEE 8
2% Microsoft T4,

Citrix 5T MEZK CitrixReceiverexe MIRGITITEALEINIA, XLREIAAT Citrix Receiver # Plug-
ins\Windows\Receiver\Startup_Logon_Scripts U4 i1ax#T XenApp 1 XenDesktop 4L,

e CheckAndDeployReceiverPerMachineStartupScript.bat
e CheckAndRemoveReceiverPerMachineStartupScript.bat

WNRTEEBNH K] Active Directory AR HABIBITHIAS , RIFJEEAERSHEINARFECEXHTRIEEE NECEXX . R
FMEXLECE 4 |, B AeA A 1EF LY ~ij7la) Receiver BREER.  Citrix SRBIIAEIE BT IER S LeAC B STEERITh
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HKLM\SOFTWARE\Wow6432Node\Policies\Citrix\Dazzle

HKLM\SOFTWARE\Wow6432Node\Citrix\Dazzle

SelfServiceMode True

UseCategoryAsStartMenuPath | True

HKLM\SOFTWARE\Wow6432Node\Policies\Citrix\Dazzle

HKLM\SOFTWARE\Wow6432Node\Citrix\Dazzle

HKCU\Software\Citrix\Receiver\SR\Store\+StorelD
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EMER AR

BRAME

LR
HKCU\Software\Citrix\Receiver\SR\Store\" + primaryStorelD +
\Properties

HKCU\Software\Citrix\Dazzle
HKLM\SOFTWARE\Wow6432Node\Policies\Citrix\Dazzle

HKLM \SOFTWARE\Wow6432Node\Citrix\Dazzle

StartMenuDir

DesktopDir

bt

"

HKCU\Software\Citrix\Receiver\SR\Store\+StorelD
+\Properties

HKCU\Software\Citrix\Receiver\SR\Store\" + primaryStorelD +
\Properties

HKCU\Software\Citrix\Dazzle
HKLM\SOFTWARE\Wow6432Node\Policies\Citrix\Dazzle

HKLM \SOFTWARE\Wow6432Node\Citrix\Dazzle

HKCU\Software\Citrix\Receiver\SR\Store\+StorelD
+\Properties

HKCU\Software\Citrix\Receiver\SR\Store\" + primaryStorelD +
\Properties

HKCU\Software\Citrix\Dazzle
HKLM\SOFTWARE\Wow6432Node\Policies\Citrix\Dazzle

HKLM\SOFTWARE\Wow6432Node\Citrix\Dazzle

AutoReinstallModifiedApps

HideEditStoresDialog

https://docs.citrix.com

True

7t SelfServiceMode
FATrue , #£

NonSelfServiceMode

dh k) False,

HKCU\Software\Citrix\Receiver\SR\Store\+StorelD
+\Properties

HKCU\Software\Citrix\Receiver\SR\Store\" + primaryStorelD +
\Properties

HKCU\Software\Citrix\Dazzle
HKLM\SOFTWARE\Wow6432Node\Policies\Citrix\Dazzle

HKLM\SOFTWARE\Wow6432Node\Citrix\Dazzle

HKLM\SOFTWARE\Wow6432Node\Policies\Citrix\Dazzle
HKLM\SOFTWARE\Wow6432Node\Citrix\Dazzle

HKCU\Software\Citrix\Dazzle
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S AT SR J\—%%ﬁ%ﬁgare\C|tnx\Recewer\SR\Store\ + primaryStorelD +

WSCSupported True HKCU\Software\Citrix\Dazzle

HKCU\Software\Citrix\Receiver\SR\Store\" + primaryStorelD
+\Properties

HKLM\SOFTWARE\Wow6432Node\Policies\Citrix\Dazzle

HKLM\SOFTWARE\Wow6432Node\Citrix\Dazzle

WSCReconnectAll True HKCU\Software\Citrix\Dazzle

HKCU\Software\Citrix\Receiver\SR\Store\" + primaryStorelD +
\Properties

HKLM\SOFTWARE\Wow6432Node\Policies\Citrix\Dazzle

HKLM\SOFTWARE\Wow6432Node\Citrix\Dazzle

WSCReconnectMode 3 HKCU\Software\Citrix\Dazzle

HKCU\Software\Citrix\Receiver\SR\Store\" + primaryStorelD
+\Properties

HKLM\SOFTWARE\Wow6432Node\Policies\Citrix\Dazzle

HKLM\SOFTWARE\Wow6432Node\Citrix\Dazzle

WSCReconnectModeUser TEREHRARAMEE | HKCU\Software\Citrix\Dazzle
ST .
HKCU\Software\Citrix\Receiver\SR\Store\" +
primaryStorelD+\Properties
HKLM\SOFTWARE\Wow6432Node\Policies\Citrix\Dazzle

HKLM\SOFTWARE\Wow6432Node\Citrix\Dazzle

{§ F StoreFront Ik PR E B E XN AREFREARKGE

FEAT UM StoreFront ¥ e “FFia A MEm L EWEAN. TR TFRRERME] Cinetpub\wwwroot\CitrixX\Roaming #
) web.config ST #199 :

o ERIFARIELEEL |, E{F A PutShortcutsOnDesktop, &E : true 8 false (BLiA false) .
o IR ATURIETFIa Sk | 3E{E A PutShortcutsinStartMenu, & : true 3% false (ZRIAK true) .
o I FHIE S ah{ERARIKIR |, WE{E A UseCategoryAsStartMenuPath, &E : true 3§ false (BRIAR true) .

AR Windows 8/8.1 RAVFIE FHA AP ARIRANMR, “NMARF KRB RSERIHRTER , RIEET XenApp

E X SR F R F BIR.
o B TR AR AFHREAFNZERNER , EFA StartMenuDir, &E : FHRME , FRREARBABINTH LK%
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R,
EEHREBYEHNNBFEF |, B{E A AutoReinstallModifiedApps. &E : true 8% false (ZRIAA true) .

BUaHSE EAREREARERANEF , FEEF DesktopDir, iRE : FHEME , fEREFRBEABIRSTHR KL FR.
FER#E Fimadd/remove programs”_E8IE# % H , i5{#A DontCreateAddRemoveEntry, ®E : true 3% false (ZRIAA
false) ,

RN R S LA (HBINAE AN R LA N FRFE IR X R AREE 77 AN Receiver EI#R | 15 1E
SilentlyUninstallRemovedResources, ®E : true 8% false (BXiAK false) .

1 web.config X |, BHRMEIK S XML B4y, EB I BT I ARCEIR S5

BEER S A ARCLE .
TR PEA AR Z AT , FERTJLBURBMEED Y+

ATRLR BRI IER Y T AMCKEE , — N RMEGIE—1T , REHREAFRAE. Fia

EE A ANCHEANKBEME TR RERERKRS., FINEMEAFRAMER B ARCE T A ERAE.
AT BUCER Y RN

BE  AZREHEMEF , FAUEA A RS BUE RS FAMALE. R Citrix StoreFront EIRIEHI & KIETEFHIE
AEAMRS R 51T, TRE , BT E TN E e ERIR S 254 , DMEEHEEFREMRS 5.
{$ 3 XenApp # XenDesktop 7.x F &N AFEFRE B XN AREFREARNVE

AT Receiver Bt E N EshE A FHA"RAP S Em LR EN AREFEmREAR. HIEESPARTA K Receiver fRAsZE
X, BR , A& 4.4 F3| N T XenApp BN AFEFEESHINAREFREARRENTEE. RMEFHPE LN FARFEE
E—BNEERR , WK IEEEA.

MREBRERFEA R E UIEEA A AR AR R B EX g |, B(ER XenApp B ARFRE :

MREBIENARFRERMGEN AREFNRENE , MITR4TEE) | BT PutShortcutsinStartMenu=false ficE
REHERIER FHE" S8 | EPITUAUTRE - Recever oSN AREFEE.
EE  WRE{UEAT Web Interface ¥k,

JEE : PutShortcutsinStart Menu=false & & [Ef1E T XenApp 6.5 #1 XenDesktop 7 X,
1£ XenApp 6.5 FERCEFN ARFERE

7£ XenApp 6.5 FELEGN AREFAMREAR

1. #£ XenApp e FEME RS , RIFEXREM.

2. YA BRER.

3. FEREARE RN FENNAREFREARXRED ST , EFRNEE Pig FHA AR EE, EPXEEER , AERT
WEPREA RN ETR, NRKIEESHRLIR , XenApp ¥ RIEF MBI FHA EAD |, MARKEEIHR
H.

4. WEERMBIR Fig s 2 VAR R Fimit B L EaE s .

5. EHEN A,

6. By OK (HE) .
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Type Apphcation icon
Locabon =
Sarosas leon: - ] Charigs icon.. I
Ut
Shotout preventation
= Advanced et ppphe ataon lokdar

Aocery conbol |
Cortert redieschion
Limss

Apphcstion shoout placement

¥ Add ta the chent's Stant e
St e okl [Catrin Marion phagn onlil
[SrantF older

™ Add phoctcu b the chen's daskiop

ok | cexa | |

{3 XenApp 7.6 FREN AR FREBE XN AREFREARMGE
1£ XenApp 7.6 FELEEN BREFAAEAR !

£ Citrix Studio # , HEINAREFEERE.

N AREFRE FET , SR, FRRET , sTEEI AR AP N BRER.

PN FAFE IR E UAEINR. SR B RUN R BT R EAR TR

ENRREFEAFES | GRS Receiver R FRFEF BIRE ATEAIZERI. B0 , 2nRERM Microsoft Office i FRFEFHY
RiEAI , T Microsoft Office,

P W N

5. PR RE A R IE R P R S EAE,
6. BEHE.
-
Studio I—y
Mantiicetion i‘:?—}“ah;q Woon
Limnit Vinibility =
File Type Association 2 a e‘

HRRAMEEIR T Y AT R R T T 4

WRAPAESRERNEBEN ARFREEER |, RENRFEXN N BREFFRATRTES , Receiver HIRBLAMEHLZRH
EXE F7AREITNRE.

BIhBES R AT LA 5k

1 E% FPimit A LRI N BRRFAFIR.

2. BN AR F AR BRI AR Z R M — N E A E.

3. MBFHE ,FHEE—HEAHE (FE  BEMNEPNEFRIITES) .
4. FIEMERBLAGE Receiver BB BT MR HZ R HIFHR kA IX LR,
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R EAT RemoveappsOnLogoff #1 RemoveAppsonExit , 3B FES IO RITERAE N AFEFMASER | EEAU TR
JERMRSERER

1. {#/ regedit 0 HKCU\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ /d "true",
2. {£F3 regedit %0 HKLM\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ /d "true", HKCU B{f5ckEmT HKLM,

2L EMERMEALARSEERS , TRESBERENTRRMERL. Citrx TTEARIER EMREELSERN Y SHHIN
[FLAREBISLARIR. A EMRwENFTEENK. EWEEMRZE  FHLHITES.
AV EE B ETEMAE L Z_ETRAIR AR T AT

1 EEFTEN L, AN BREFARFRATRITIC. Al , B TE N RFREFRMENE A Receiver ITHER, ; Receiver
BRI PATC M
2. )\ %APPDATA%\Citrix\SelfService SREVFARATBITICHF, ERFE exe .
3. BXEATRATIHERIZIME HZ,
4. NEPRENENZ Pt BVLIRE T EMRRm
1. Reg add HKLM\Software\Citrix\Dazzle /v CommonStubDirectory /t REG_SZ /d "\\ShareOne\ReceiverStubs"
2. Reg add HKLM\Software\Citrix\Dazzle /v
3. CopyStubsFromCommonStubDirectory /t REG_SZ /d "true", REE , aJE HKCU ERCERPATRE. HKCU ik
FET HKLM,
4. 1R IFEFTESN Receiver PUINARE.

7~ A

EFEBNAT N ATRFRET ARSI,

AR PERFRREE THA" RPN ARF (8BRS

WRERAN (BELBED) MARFF , BIFAFR SR 0 RYRITRINE TR R RPN AR

WMRFLERPEREREE THARATNNBRERF B | ZAUMSHEATERE Receiver, FEHAEKXT , BEATURIE
TTRAT #4E - FRECE 528 # KM EFN RREF T RE.

WMRFLERFERERERE THARATRNBTRERF , B | A8 Receiver FREAMER , A EREERE LKL
EHRERFENN BRFRETRERSAL BT | ARFERENAREFRE. RIEFTRERGEFHNE
THRAE HIN FRFEFF.

“Fr R AP R E TN RRFRES

MRAFPE—AFKAITEN , LT A TESAFEREREAR. FHZIBAT , ZRERNAEAENEHAE) ; T
Receiver (BAPITRAECE , SA/FNYEE! Receiver for Web F1 Web Interface, &8P Receiver BLE At T B BMRIMAKER
EARNREEETE.

WRZAELEB I Receiver BN RN FIFEFFuE | 18T PutShortcutsinStartMenu=False BR& Receiver., BI{E{EEBIIRSAER
ARMEETHE EAPHEIAME B | T, Recever ALY N BRFMELE T EET | KRIHERAENBREFR
FTRATHRAE - BEREBEEINE.

BHENAREFREA AR EE TSR AP Em
WRAPRABRIBNATERF , AU HANARFHBREE T RATFREH L, REREERE LRED RS,

MR LB Receiver B FTE N AR FIRIEAREIRE iBiZ SelfServiceMode =False ft.& Receiver, Frg ] RN
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TE TR SR | EPITRATRE -

PUF3R4E -

MRFLER AN BREFREABRERERAL | BT

FRFEFFRAE THA SR EP BIR,

@i PutShortcutsOnDesktop = true BC& Receiver, ATET]
RN AfEFEEREE EBIR.

TRAT3RE -

WMRFERAREARBREERE LS HERT |, B

BUERNAREFRERIRE IR H DesktopDir=Name
BCE Receiver,

£/ XenApp 6.5 B 7 x PIEN RARFRE

MREREREA R E UESA A AR E N BT EIX LetiE /7 |, B A XenApp B AREFRE :

IRFAETUE R THA" R AR | IFPITLATHRIE

WREBEL N AREFRERMENAREFNREME Tt T a8

J&@id PutShortcutsinStartMenu=false ft &
Receiver ¥ B AENAREFRE.
EE  WRE{UERT Web Interface S5,

7 FIFE FF I FE 2R SO SR B e S A S

WMRFLEN ARFAEREXRFT R , FEMANTER :

BNRFE Receiver B FHA AT RN AFEF
RIFARIEE RS (S0HFR) F8IR , ER
ITRUT 45 -

R Receiver B FHA AT RN AFEF
EREHEFBIR | EHITATIRME

BT UseCategoryAsStartMenuPath=True B2 Receiver,

7AE : Windows 8/81 RAVFFE FHA AP ABIRAAHR, VA
R B BORIRAEIR S S FRIR , FRAEEIT XenApp B LI 2

A F R BIR,

BT “FFIE SRS & BRI StartMenuDir= Bit & Receiver,

TESHEOR I HIBR R FFEFF

WREF—MAFEXLFRRNAFERFBZINARERF , 7T RIER PR B RN AL
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M Evernoee
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" - [N
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1 Back

|Search progre =

WNRFE Receiver R4 IR FTE N BFERF | BHITLATIRME :

IR #EE Receiver FEIR H IHIfG I FIFEFr
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ALE AN FIFE AR N AR P
FoE A AR Frtlal N TR AR

o EISE N {F AU RN FFEFMAE Receiver IRV FBFEF | EMINFERTE KEYWORDS prefer="t#x". I INEEFR
KA BFERFR,
ERAPAITEN RNV ARRFZHT , Receiver S RIEEHER , DMENARFREACHENNRE. WREENNE
| Receiver BiTFIXN BFERF , (ERIEiEAR. BN Recever § O Banx i BFEFFRT , Receiver ¥ Eahasith &3 i
(Ek) AR

R A F1E Receiver SMNIRENE T ENNEENFBFERF . TIX Receiver RIFTEDEBUETREZN 2. 20K AWM Receiver &0
FENER T SN EN AR |, Receiver BEUMI TR BfER |, BREE.

JEE : Receiver TEANN AFEFHT , BN AXEEF prefer. TEITHRNAREFEHRXBEFHAEER.
ATPAAEANN BFEF L IRIEE T prefer, RE—ILEIREN TR TN AZIEANNAREF. JUETTHEPERU
g

e o o prefer="ApplicationName"
N TR A FRE R S A B EREA R SUH B RPTEE NN AR F 2 RNE M B FAELEL. Y FRFRRFFEFRATA
2R, WATAE—MEE. REMEE  WFEFERSIS. AAEEMAESS 2N AILES , BILECA
XAKRNE, NARFERLEEANERERTFHPITHERIFEEA.

KEYWORDS:prefer= “Programs” iR jar A TH
Word \Microsoft Office\Microsoft Word 2010 2
"Microsoft Word" \Microsoft Office\Microsoft Word 2010 2
=Ha \McAfee\VirusScan Console 2
Virus \McAfee\VirusScan Console &
McAfee \McAfee\VirusScan Console &

e prefer="\\Folderl\Folder2\..\ApplicationName"
e PR IRAR T S e R MR A TS IR AR T s B N TR Y TR A Z#RAEILEL.  “Programs Uk 2 “FHia %
BEF TR , AR A S LN IKET UAME LR T N ERN BREF. MREZ2TETHE , NFE
ZEASS. LEXHKNE, 4B EEILECARIITIE XenDesktop FURRFARBITHRERIEEHH.

KEYWORDS:prefer= “Programs” FiREA 2Rt
Ao

“\\Programs\Microsoft Office\Microsoft Word \Programs\Microsoft Office\Microsoft Word | 2

2010" 2010

"\\Microsoft Office\" \Programs\Microsoft Office\Microsoft Word =
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KEYWORDS:prefer= 29}8gram5”TEQTkﬁ7?it p= A

"\\Microsoft Word 2010" \Programs\Microsoft Office\Microsoft Word E.f?
2010

"\\Programs\Microsoft Word 2010" \Programs\Microsoft Word 2010 j=

e prefer="\Folderl\Folder2\..\ApplicationName”
X RIS FFia" S B T AR HEE A SRR 12 AR0LEC., RN R BN BREFEFR , AU
WEHEMASIREARENIHR. MRREF RSN 2SR, LERIEEEA. MREKETH
T, MFEEASS. LEXAKNE., MR RLEAR URFARBITRERIEEFA.

KEYWORDS:prefer= “Programs” FHItREA EARLE
"\Microsoft Office\Microsoft Word 2010" \Microsoft Office\Microsoft Word 2010 2
"\Microsoft Office\" \Microsoft Office\Microsoft Word 2010 &=
"\Microsoft Word 2010" \Microsoft Office\Microsoft Word 2010 =
"\Microsoft Word" \Microsoft Word 2010 &

BREARETFHIEE , 1ES Y StoreFront STRSL LA PTG i HABE BT 5.
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ACE XenDesktop #i%

Jul07,2016

AP B ANAECE USB X85, Biilk Desktop Viewer AR ACE X A AR R HIRE.

21 XenDesktop F1 XenApp &L E USB X%

USB AR FPEEEE | BINE AN SKEK USB BEHITAZE. AT USB BEIBALITEN , ARXXZEET
FEEEZEHENER., ] BTHEfRiEEn USB B&BIENFIRENZS . EERIE. PDA. FTEDHL. Hi{. MP3 &z, &2
WEMFRITEN,., Desktop Viewer B AT s T B AR (I EIEIIES] USB & &£ EIAE mE _Eia] FatE.,

HEAME T FFHBURIEIR /53R LAN PR USB RIH &% | FlanMEGk. ZaX. BEamMEl. XK, XERET
{E &N Microsoft Office Communicator #1 Skype #4722 E .

XenDesktop #1 XenApp & E B FF FFZEBMIR R , FIA{ER USB 3XFF :
o BN

. BT
. B

HE AR USBIRE (65140 , Bloomberg 4240 3-D fAR) BCEA{FER USB 3X#¥. A XELE Bloomberg BB H1EE |
B2 5% Configure Bloomberg keyboards (BLE Bloomberg 4##) . AXAHMEH USB REFELERBANNEE , ESH
CTX 119722,

ZANBIUT , RFFEIT XenDesktop F1 XenApp SH45E 2R USB R& I TIZAZLNE. B0 , A ATREE BT EE USB &
BEHRAGHRAOMEEO R, NMESNXFFREHTEREE. ABRT , ARG T5I2E8K USB &% T XenDesktop

g

o WIFIARCER

o SHIMRIEOR
o USB &&kas

o USB EIJEIERLSS

EIRRIE L ZSH USB R TIEFEAE | (BELBIAG TIFTFE A E,
ZHAMBEIRT , NIRRT 525855 USB %% AT XenApp &3F :

W IFERCES
ERHMEEAR
USB 428

USB B ERCES
IR E
KREGHRS

B REHA ST AR USB &&SEEIRNRET |, ES R E 3o s T fsiE ) USB & H31ER,
BXrEINETHHTE USB Z&HIER | E5% CTX123015,

USB X Fp) T /ERIH

RPN USBR& G , REUEIRIE USB SREESTIZREVHTRE , IRAF , WSBHTREEREULE. MRIAKRKIE

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.69


http://docs.citrix.com/zh-cn/storefront/2-6/dws-plan/dws-plan-optimize-ux.html
http://support.citrix.com/article/ctx119722
http://docs.citrix.com/zh-cn/receiver/windows/4-4/ica-overview-receiver-config/receiver-windows-config-xdesktop.html#par_richtext_9
http://support.citrix.com/article/CTX123015

BIERICRE  MRREAEAMRE T EA.

RPN USB R&ER , amAFEREM , FMAFRIFRE. APRETSREERFENIIRTEFREE , JRURERT
LE USB WA TARERTIEMEE. 3E , BFTECE USB 38 , MBIESVEZ ATM/SR&ERAAImA MK ATE USB REHS
Elpriaez )L Pt

REEHFHRE

& USB 34541 , amAgiila) o] PUB I & FuindKsha iR 5 kST , AR RAIBIE Citrix Receiver SREGEZFEER R Finil & > & PRIk
HARRGRACE RN SRGS , XIVERTAREFMRE. MANKKE , BRERN , AFRRE N8 B3RS EE
MRE EIRENR AR, XLIRFN R BN A ARG IR R B I F k.

PIFPSERY TR R 2 RN E BX AT

ThiE B FiindkE s R st USB X #¥F

B TLATERRE E B

ATECE R RIAER E )

AJERERE R 2Bk RS ) WRA P EEEMXKEF R R2MERES , WAE”

R EES BB USB M%& Findk S35 5k | FHFEQETHAZIAAKRB EFM#RE , FEAERT Finiks)sR 5 t1T
BEEM , ARAEBIET USB HFHFHTEEM ., MREKTETHAZ FHBAXRS , W ELEM USB FMTEEM , AR
A IR(E AT FinIREhE RS

RUATR DU T SOFIERRA) USB &3¢
XA USB SRERHLI AL 1FE S b USB &K,

SRS IFRFIIE T IX L USB R &2 , (BHFFLRREIEH TRSMICE /7 RE1E XenDesktop # XenApp <&+ AT HZigiE
&, XEENTHTUR,

o EIM (3£01) . BEFTMGARE (XRN) . FHWHEEN MIDIZEFIRE, WSNETMREEFEREFESW , B2
XenDesktop 4 BESRARITFFIINAE. FIM (3K 01) REMT XenApp , RAXLRZTE XenApp FARATLAE A USB
SR TIRARE .

R FEREE (Bl VOIP BVE) |, FRITASMCE. BRIRERMAIRY , B2 CTX123015,

o YPHHRORE (£05) . XEWERMTAKFEA®RSE HID) , EREFRME KIS WMATRIRE , BIENERIFIRN
1. B FEMNERIRASMEE.

o FRILEMGALIE (2£06) . BIFMESEPAIN, FESABYLIE R STHFF LRGN IEE | S AT A& (PTP) S
RAEHPRN (MTP) B EGEMERTHAN B MIML. HVEARE B RARBEFMHRE , @I A SRR
RPBCERNMERAFE—Z,

BHEE , RN B RAKRSEEFMRE , WA RE Findkshasky , MATE USB 5.

o FTENML (2£07) . BRAFLATENMERANEREYNY 3Eff) | BRRZSEITEMEE MBIEHET. SITHREITEM
AJRERBNIELRUEBESRE. EXWMBAT , ITENTREFE EMITENE | ITMRERTREMHEMEE , 520, &
1EEI G ARIE,

FTENALIBE 7EI%78 USB STRAANE L T AT UER TE.
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AR SRR (FRRIR AETHTEERITENL) FTEMHTIONLE. AXRURERNMEIGRER , ES0 CTX123015,
KEEFM (2£08) . RENNKAEFMREE USB (NFIRENZ | HIW KA EFMREBIE USB SMNETF R IKFNZR.
CD/DVD Z¥zh#5H1 SD/MMC RiER28. E AN EMIIBENRENIRERBTEFMED | AIEHEERSS. SELHEIH
FHl. KREHFME (2K 08) FEAT XenApp , FAXLR K7 XenApp FAT UER USB XIFHHTImfEiEk. SHMmMF
HKAFE

o 01 ZRENIFRE

02 #7YH) CD/DVD &% (ATAPI/MMC-2)

03 HBEYARETIR % (QIC-157)

04 JIAVRERF IR BN ZS (UFI)

05 SRR IR BN ZS (SFF-8070i)

06 KEBEM SCSI ML R KB EFMHRE

BEBAT , TUBI R Finikshzsi 5 KaR KA EFERE , Btk USB STHIFHRE N TR,

BER  RFTAM  BLURSAERMEEENATEFMRIMERE. At , BREZSESFEAFERATEFHRE
(B & PRI hashR ST ER USB X8F) L F-HK.

WEZEM (2£0d) . RETEMHRETTRIBERNERF , B% BTRIPFJSBFBRAREE. WEAOSTEHRIFKE.

PIm (3¢ 0e) . PIMSEBIEATIBVRTASTAR A RIS | GIANPIEIRGAL. BEEEARNL. BRI, R
FEALAERS | AR —ESTF AR B AL ARAL.

EE  REWEMREEAFERLM , (B2 XenDesktop 4 BESRARIFIUINEE. FTLEEMEE (FIIAFEHHEIND

BERIMILESRGA) FEITASNLE. BRIRERMEXIRN , §S /R CTX123015,

PAESTREE (K0f) . FLREOFMEERER. ORENR. ST, HRENRMEETEIAETREERE.

N FRFEFFHRF E AR FHERE (3K fe RIZKFT) . R REE AR AR PFNERE USB XA AWM | XLWE

BFRIAMNERE () .

ERATE DU T BLEEA) USB W& 2K
BRIA USB SRIGHLIUTELEIEREUT USB 184 2S -

Ed

S CDCH2H) (F£02HM0a) . BRIA USB SREEAAVRERIX LIRS , FAHFH— MR E I RHR Mt SR E B S 1E
#.

AEFEABRE (3£03) . BESMWMANGLEE. REMAKRFZORSE HID)BIE @8, Kir. Bfhks. B
MR, (ERkaEs . HEITHIER ., IREANIEHITRE,

T3€ 01 XHRASI SR A3, AT FARER.

BRAR USB SREEA AF(ER USB G4 (3£03, 73601, HRMX 1) 3K USB fAR (3£03, 7301, ¥rX 2) . XERENEE
%8 USB 3THF , KEPH SRR ANFRAR AL EHITAN MR |, HEERFEMRE 5 , B FEAME AT ERXLL
wE.

USB SZks (2£09) . USB A& AVPRMIIREERE|AMITE. THTRRXLERE.

FREFR (3£0b) . FRERRFHAAIEEMAEE T FRMEMATRTE RS, URAFRAR TR
USB &he.

ATRAME A RE R TR R TNRE IR ERE TR 2% , MATE USB 3.

TEATHIE (X e0) . HA LR & RER AR |, SEERRBNSME | 20 Bluetooth SEEEHRAR.
BUA USB REEA AVRER X LR S, BR , FLSRAETRBESER USB STIFRAIRIANR.

BEFMERE (Kef , 73 04) . HPR—ERETLURHCRML IR, BOA USB RIEAAVFERXERE, BE
BLRRRE T REE S LA USB STHFRALIRIANR.

A HTEARERA USB & &35%
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AT DU S 4RiE icaclient_usb.adm SR E F o] IBARIEHEE | £ HA USB BERTERE. XA EE A KEXT Receiver #H1TH
¥, R T E RERSH S -

\Program Files\Citrix\ICA Client\Configuration\en
5E , BT ARESAN A ARE LREMRR , NMARIMBUT MR
HKLM\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="DeviceRules" Value=

TE IMREEBALLSBITE RS , TRHSBFERENRERMERG. Citrix TIEARER EMRMERERAR L SBHI
HIRBREBIFLMRR. LR EMRWER FTEENKR. EREENRZET , FFLEITES.
P ERRRANL N T BN

HKLM\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name="“DeviceRules” Value=
EYRE T RERIARIN,

B XA R EETARIER{EE |, S0 http://support.citrix.com/article/ctx119722/,
A& Bloomberg 484

XenDesktop 1 XenApp <iE3ZHF Bloomberg ##81 ({BARSTRFHA USB 8#4) . TREMHE , RSB TRTTHAL
EEMAERF S P a2 Rl B U MRk S5 ALTRE.

EHA—MAFAREL  HRENS Bloomberg #EHITENAE. URERERSENERABEERFER.
FTFrak <] Bloomberg 4# X §F

B EMEREENURSBTERD , TRESETRENTRIBERS. Citrix FTUARER TEMRmESERA 4 SELI
HIREREBIFAMRR. R EMRMER TEIENG, EREEMRZE  FFLHTES.
1 FEEMERPIEIAT AR :

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

2. PATAT#REZ— -
o FTFFILINRE , XFT2EHY" % DWORD H“&#R"A EnableBloombergHID (% H |, E#ERE A 1.
o TXITMLTHAE  EHERENO.

[k Desktop Viewer & ALK

MRAFERT £ Desktop Viewer @A , MERAMBEIRT , & TIHEIRENSEMEZRE, MRFREANEEZNREMH , X
ARESEX L RE LREETIAME, EEwWEEMR , ETERIGATAFPILL Desktop Viewer & 2R,

wE AMRBEALSSETERS , TRESBFEENTRIRMERL. Citrx TARER EMRRESR FEHA LS BHIM

RiRLERES IR ARR R, FRGEMREERN TEHENR. EREEMRZET , B LHTED.

1 ZRAFREL , RIEREMHLERZNLIT AP TEEEH IR EARSTR , EATERRIz —FP -1 %A
DisableDimming Y] REG_DWORD %B. #NRE/ER%E L{F M Desktop Viewer , B FEEN 4B -

e HKCU\Software\Citrix\XenDesktop\DesktopViewer

o HKLM\Software\Citrix\XenDesktop\DesktopViewer

g, TRUBS AN T ERRB L —F A2 AMER REG_WORD £& Bk XAHtKn , MITEET _ ERA SRR BT
RS -

o HKCU\Software\Policies\Citrix\XenDesktop\DesktopViewer
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e HKLM\Software\Policies\Citrix\XenDesktop\DesktopViewer
18 FIX L AR TR , (R4 XenDesktop B3R5 (ARSI REA /) 8% (F AR RITHRIRE .
I, FAXEEMRZ 8T, BRELK XenDesktop B R EBEAMINEERE T R,

2. B AFBRENEEFRTME , Bla0 18K true,

MRAKIEEHRBESRKEREN O, N Desktop Viewer HAKALRE. WMRIEET ZMKE , MBERAUTMER. HIIxE
PRE—IRERHERERH 2B :

1. HKCU\Software\Policies\Citrix\...
2. HKLM\Software\Policies\Citrix\...
3. HKCU\Software\Citrix\..
4. HKLM\Software\Citrix\...

AoEmm 2 A PR ERRE

[T Receiver f A RE AR HAECE TS , (7] LUE A RIE SRS M icaclent.adm AR RECERE. A AR
gRtEas AT ABATRATHR4E -

o BId4wiE icaclient.adm SXHERY R icaclient #54R |, {2 k(T Receiver &, BXYwiE adm XK SHHEEIT BN
AREMFMEER , B2 HE“Microsoft 25" THY.

o PUT{NHEMER FImREE A SENERFRER.

o MLEAEMZMHIARENRE

Citrix 2R fE A AR FOERACER PR E , (BRI MEREMHEMTE | BIEER R EHAXEMRTN EMRmE

A o

1 DUEHE RS MM TR AAMIZIT gpedit.msc (R RIg N AT RS ITHEAN) SEERARKEEREZGE (KRS
i), FTIFARMRRES .

AR AR EH icaclient AR SAEIARMIRIEZS " , TAZBEETR 2 5 5,

2. TELRSRRE YR AR TAGS | W B TRAEAR SOk,

3. TERRESREAT | R/ BERARAR .

4. SRR | N¥E Receiver B Configuration U (#4218 % A C\Program Files\Citrix\ICA Client\Configuration) , $X
Ja1%+#% icaclient.adm,

5. WEHETIFARINERR |, SRSa 043 X AIUR [B12 12 SR g SwiE 25 .

6. EFAFRETRBOTENEETRT , RIEFEMEAXRE.
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Bl & StoreFront

Jul 19, 2016
Citrix StoreFront 5] XenDesktop, XenApp #1 VDI-in-a-Box X3 F P TE ML , M AR mAN AREFFEHERE2IA
FATRUEIE Receiver Vilal R AR JE .,

[T AT HIANECE |, BEMRECE NetScaler Gateway % Access Gateway , BUSTHER P MINERLE Z SMEETTIESE (451
30, M Internet BOEFR EIEE) .

AE
FELERATBRTAK PR%ERSE |, Citrix Receiver for Windows 1428 B/ |HIK StoreFront AR (BESBEHR) |, MIERR
B AR StoreFront F§ AR H.

BCE StoreFront

1. E%HB StoreFront 3CAY AriA L REFIRCE StoreFront, Receiver for Windows Z3RK HTTPS &, R4 StoreFront R
FREET HTTP , MARHR(E L1725 E ML Receiver for Windows F FTR7EFE P& & i ALLOWADDSTORE
BM#EA T RE—NEMER.

AR T REFKISHARNEER | Citrix 3247 —MEMR |, 8413 Receiver TEIh .

B TEXEHEMER

TEIERIThREE N AR FraetB i e & Z[AF83h, Bl , ATMEER MG REAE R RN I 2 [Ai43) , MAFTESMRE LEHEIECHNAREF. ST
Receiver for Windows , B BBUEMRAER Finik & EEE TR, AT RUERARIE MBI E Pk EIE TAEXER).

B IMREERLASHTERS , TRSBFEEFTRRMERS. Citrix TEARER IMREERERR L SBB I B FUmmR, EREMRES
WEREERR. FEREIINRZAT  EEBHTES.

£ SEBYETEL XenApp IR BHEE T 41% WSCReconnectModeUser &3I4 E MR WSCReconnectMode, =& MHKSEE AT AT M Receiver K1TA.
Windows Receiver ] WSCReconnectMode I RTRE :

o 0= A"EMEEEHIAMEE

1 = AR B E s

2 = [V A2 FF RIHTAS i

3 = V2R IBsh s RIRT B EHE
4 = Receiver REFTF N EFERE
8 = Windows RIS EHE:

11 =3 M 8 K&

%M Windows Receiver [T {EX1EH)

EH M Windows Receiver I THEXEEH] , EAZ AT iEMRM
HKEY_CURRENT_USER\SOFTWARE\Wow6432Node\Citrix\Dazzle ([ 64 {i)
HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle (A 32 {iz)

£7# : WSCReconnectModeUser

2R REG_SZ

E¥E : 0
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BT RTZOAEMN 3 B3R 0
HKEY_CURRENT_USER\SOFTWARE\Wow6432Node\Citrix\Dazzle ([H[a 64 {iz)
HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle (&) 32 {iz)

&% : WSCReconnectMode

%H) : REG_SZ

E¥IE : 0

EE R RR , T REG_SZ {& WSCReconnectAll iR E A false,

FRRATIRE R
BRI ER A P ESSENRSHERS B RNNEKE. EEZGREHIR , 1§7E HKLM\SOFTWARE\Citrix\ICA
CLIENT\Engine\ #1413 REG_DWORD & SI INACTIVE MS, #NR&HBRSFERERPUHEK , FTA¥% REG_DWORD ERE A
4,

BRH

= H

AMRMERALULSHTERE , TRESBTEENRFRERS. Citrix TTERIER EMRwE R E AR L SIS a1
DA, fEREMERmER TEIERNG., MR FELHITER.
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{3 FZATRIE ST R IEARBCE Receiver

Jan 20, 2017

BT GPO AR Inaits & N RS &

Citrix BT AR % |, FHEHEAER T4 receiveradm g% receiveradmx\receiveradml (B{EBURTIRIERS) FECES
Citrix Receiver for Windows f8 & E.

=z

EAK

receiveradmx/receiveradml & BT Windows Vista / Windows Server 2008 i3 ShR4~, ADM XX A AT Windows XP #k A\ KR
A.

=z

TE

3R Citrix Receiver for Windows 2B it VDA RERCER) , N4 7E Citrix Receiver for Windows R3& B F++k%] admx/adml 3. i
30 : <& F HR>\online plugin\Configuration,

1855 WL T FRIEIRENA 5 Citrix Receiver for Windows i3 HE R A& B ERIE L.

P& it X E
receiveradm <% B37x>\ICA Client\Configuration
receiveradmx <% B37>\ICA Client\Configuration
receiveradml <% ¥ B 37%>\ICA Client\Configuration\[MUIculture]
=z
ESISE

Citrix ZEXE{E FERHTA Citrix Receiver for Windows $@ (ERAEARSCHF. SAFRISCHE |, BIREBZ ATRIRE.

H adm ARSI INEIAH GPO

EE  ATRAER adm #EARSCAHBCE A GPO F/3ET % GPO,

1L DB RE 6 M TFE KB AHIZ]T gpedit msc (KRR AT R AITHEAN) REERARRETZHE (MAERE
i), TR RBR SRR RS
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EE  REH icaclient AR FARIH KM IRERT , TTRAZBESIR 2 55,

2. AR R B RN AMEET | S IR k.

3. FERME SRR RN/ BIERARAR

A R RIS EREAR SCEE B <Installation Directory>\ICA Client\Configuration\receiveradm

5. A TH USSR , SR /e X AR B 214H SRIE JRiE 25 .

Citrix Receiver for Window #58R SLEFRFEASHE GPO i it | B2 “ETHEAR "> S HETRHAR (ADM) > Citrix 2B 44>“Citrix
Receiver”,

[ <3 GPO RN adm ARG S BRATIHEE :

“THIAE [strings] TTHAITE KK | AN :

B THE RIS,

F admx/adml AR STHRINEAN3 GPO

EE  TRMERA admx/adml fRAR SCAFECE A3 GPO F/skZE T3 GPO., 5 £ HAB X EIE ADMX X4#) Microsoft MSDN
XE (H4h)
1. %3 Citrix Receiver for Windows 2 f5 , B HIFE4R ST,

admx :
M 1 <ZFE B F>\ICA Client\Configuration\receiveradmx
21| : %systemroot%\policyDefinitions

admt:
M : <Installation Directory>\ICA Client\Configuration\[MUIculture]Jreceiveradmi
21| : %systemroot%\policyDefinitions\[MUIculture]

Citrix Receiver for Window &R 37453t GPO H32 4t | MR42 4 “SIRAEAR ">“Citrix ZB{4">“Citrix Receiver’Bx.

Citrix ZIN(E AR IR icaclient.adm BARSCAAMK I, RERSR. TERSHFEE. BrKAE, TREAARENF
FERECENN,

ZRT AR icaclient.adm FRARSCAF A TIESRIEAASITEALRME . SITI8ERME | B (ERARK BT & AR 4. 0
REH Citrix Receiver REN AEIEANSWRFLARNAB IS , I—RIFFER. WRAFEXRENAAEE  FEA
W LA R RiE 2SS AARAR ST 1

{5 LA SRAE XT AR AR fh) Receiver BCE

AR
YA =N

Citrix Z2WEE RREHHTH Citrix Receiver 243t GPO AR M. SARFIISAES | KRB Z ATHIRE.

XF TLS FN4ATREE

18 FLERBE ATEC & A TR Citrix Receiver BEfS T2 HAMAFNEREIRI RS 250K TLS WA MEESRF SR THIBE.
Citrix V0BT AN AT{S MR RS HERE(E R TLS, Citrix 3 357E Receiver 5 XenApp & XenDesktop Z[&{f#/A TLS 1.0, TLS 1.1
FITLS 1.2 X,

B RRERS |, ATRAE IS % “Require SSL for all connections” (ZSKAFTBIERFE A SSL) BEIEAE , 385 Receiver A5EX
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N TR R RS AT ERAE A TLS,

Citrix Receiver 2R % 2y H RO R 2UEH B FRIRRBRST 25, HA&SUh DNS &R (4120 www.citrix.com) . AT
Receiver fR&I{ZEHE]“Allowed SSL servers” (ftFERER SSL RS 2%) WEFESHIRMIIRIEENIFERS2R. TTAE
LtAbTE e BACAFIIROS ; B0 , *.citrix.com4433 SR 4433 EEFERIERA A citrixcom EEREMREE. &2
IE RS E RS EEBNMAR ESH, R Recever THFRFFSDEBRMAE | EEKHIEL,

B TLS &3 |, BRI TTRESALE ANEK Recever IREATIMRESHNTLIUEF. {FA Client Authentication” (& Fins
HIRAE) REVREESSEIREOR , LEERBMA,. EmMEE -

never supply identification (MAARIZ{HAFRIR)

only use the certificate configured here ({X{& FBTEMALELE HKAES)

to always prompt the user to select a certificate (344N FEIFIED)

to prompt the user only if there a choice of certificate to supply (X4 EEIEFRARKEBIARRA /)

7N
R Client Certiicate” (% UES) B THERARREBHEMELUE SRS EIERA .

IFAR S 2SN T DIEPET , A DURHREELE A SIEB M A ZIXRKBUER B 44513R (CRL) , AMTMAAHIRIRS 2SHIEF A4 5
4, XHETUERRRZRIN RFMABFEIERL®. {FR“CRL verification setting” (CRLIIFRE) ARHEHEFECE A :

not check CRLs at all (}BAA#Z&E CRL)

only check CRLs that have been previously obtained fromthe issuer ({42 PARTMITA B AL FRERA) CRL)
actively retrieve an up-to-date CRL (ZEZNFKEUEHTA CRL)

to refuse to connect unless it can obtain an up-to-date CRL (f&AEREMSIKER R AT CRL , BRFELEEE)

AEFFERECE TLS MARATIBE FEEUEPKRIE OID AR UERM—HHREFAMART Citrix FFHRS .  MR7E
BEALBCE T SRBE OID , Receiver ¥ {UEX FHR T 35 SR HIET.

Hibg 2R B TERNMBEEE —ERER,  ITRUEBEERSIA{RTTLS version” (TLS iRAS) wREFEHH TLS v1.0,
TLSL1ATLS 1.2, [E#f, afRUBHEERBI{NUE AR LR E, XLTLEATE :

BUFERLEE -

e TLS_RSA_WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_3DES_EDE_CBC_SHA
e TLS_RSA_WITH_AES_256_GCM_SHA384

B AEMEE :

TLS_RSA WITH_AES_128 CBC_SHA
TLS_RSA_WITH_RC4_128 SHA
TLS_RSA_WITH_RC4_128 MD5
TLS_RSA_WITH_AES_128 GCM_SHA256

FIPS & hr & M
Citrix Receiver for Windows 4.4 5| N7 TLS M&FEXECEIEMPARCE FIPS (BXFB=EAIEARAE) . (FRThRETT MR R AE
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STETA |CAZER{EF FIPS (Publication 140-2) it HERINESR
FREEHERIIF NIST SP 800-52, BHAERT , WERXLTEARE (REHR“NONE” (F) ) .
=

A3 NIST SP 800-52 EsRESHMEAISE. , S NIST page describing guidelines for TLS implementations (3 t8A TLS 52
IAIAENIA NIST 1)

ZRhRAH) Citirx Receiver B A VFAEE X TLS IRAS , IXWAAEIEA T ICAEHM TLS X, NEFREFNER TR Fintl RS 250
RShRAS.

13 FAXLEThRERT |, WEE“TLS and Compliance Mode Configuration” (TLS FMI&FMAERECE ) REDHITIATIRE !

e %&Fh“Enable FIPS” (J2H FIPS) EiEHELUE Bt HERIER T A ICA 295N,
e ¥“Security Compliance Mode” (Z& & MAER) ®EAH“SP 800-527,
o EHETLS IRA,

TERREAT FIPS 1%,

A TLS and Compliance Mode Configuration

[F] TLSand Compliance Mode Configuration Prsvious Setting

Mot Configured Comment:
@ Enabled

Disabled

Supported an: All Recerver supported platforms

Options:

|#] Require TLE for all connections

Security Compliance Mode § | NOKNE x

[V Enable FIPS
SP800-52

Allonaved TLS servers =

TLSwersion [TLSLO|TLSL1|TLS12 -

TLS cipher suite | Carmmercial v
I Certificate Revocation Check Policy | Full access check and CRL required - I

Policy Extension OID -

y

Client Authentication INot Configured ol

AR
=

ZABOLT , FIPS b FEARE (KiEF) .

ACE FIPS
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BHEA ICAR Fip2 [BECE FIPS MR , EHITIATIRE -

1 EFTENECE > EIEAEAR "> Citrix ZB4"> W% &> TLS and Compliance Mode Configuration (TLS F1&#AEZAC
B) .
2. #£°TLS and Compliance Mode Configuration” (TLS M&MEXECE) &+ , &% Enable FIPS (f3F FIPS) .
3. #£“Security Compliance Mode” (R£&HE) #ae , A TH AR SP 800-52, FLEMIEMIIETE !
o SP 800-52 &#IAEREK FIPS &40 ; BT SP 800-52 Bt , Foits FIPS WRE XM , #bL 2 FIPS #55,
e “Certificate Revocation Check Policy” (MEPR4HEERM) RE A Full access check and CRL required (FEWITTES
PEANBRAE RN CRL) 8K Fullaccess check and CRL required all (£REBHITREVIRIAIREZER CRL)
4. EEFERT ICAERME Y TLS HURA ; MEHFRERTE Fint RS HHNRS TLS A , EHALE
e TLS10|TLS11|TLS12 (EKA)
e TLS11|TLS12
e TLS12

XTF ADMX AR4R )15t

2% StoreFront 3.0 #0 Citrix Receiver 4.3 f5 , Citrix XenApp #1 XenDesktop 3 #F Microsoft BT BRETIEM RN KR IRE
BFARI ([FAETHRAE XML THREI) |, #RoA ADMX 304,

1£ Windows Vista/ Windows Server 2008 R EShRAF , XEHLHERT ADM Xt , FEFRECHKIMCES. ADM X
R AT Windows XP ik NIRF&. ZERREETR (ARBIRmESFAREIRTHE) ABRFAE., £#XZ
BT , BAEPITHE AR EIREZIREFALFEE) ADMX THHRITELE.

PR AR EZERH ADMX XHNERMBE —. RAWMER T RERTREBHESE , EEM T AEEERETEK GPO
I ALLER, SEERRMRAR ADM XAHHERARRE | AR RIWIESR A% ADMX XHEHEIEAEMWIEN GPO ,

{ERAEMB MWIFITHIRS sysvol (RPARAECE) EN—MRRACIE BT RV AR ERT] A AAEE TENEE. A&
PR EENX ADMX XHEHIEIF RN AEERKEZ LM , ERENNETRTAARRERRTH, HBERAT RIBE
I8, BT GPO I RER L.

ADMX 39y AFNES (ADMX) AUFEIES (ADML) iR , STAARKERRTH. XLERZAFARKE TAREEHER
EEErESHER U,

N
YA SN

BLZHAER | BEHRSEHE ADMX 30448 <1 Microsoft MSDN 323,

ADMX #0 ADML R4 F v B

ADM LA ZL0E (TERIRAK Receiver i) BeABut. TRERMT ADM XHEIFHT ADMX S48 HIBRET :

Citrix Receiver fRAS (4.3 ZBIHIAR Citrix Receiver lRA (4.3 REShRA)
)

Icaclient.adm receiveradmx\receiveradm
Icaclient_usb.adm receiver_usb.admx\receiver_usb.adm
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ica-file-signing.adm

ica-file-signing.admx\ica-file-signing.admx

HdxFlash-Client.adm

HdxFlash-Client.admx\HdxFlash-Client.admx

A 3
1=

&5 7E Windows Vista/Windows Server 2008 B E S hRAS_E{EF .admx X , SSEATEA#FER adm X4,

ALK IEIT Citrix Receiver REFEFN A EE X ADMX Fl ADML XHEFIEIF RN BEE |, FHENPIFRFTEHREE

HARTH, TRRMH“TFEES ADMXF ADML AR

ST

receiveradmx

AHE

<22 HF>\ICA Client\Configuration

ica-file-signing.admx

receiver_usb.admx

<223 B F>\ICA Client\Configuration

<Z¥ B3%>\ICA Client\Configuration\en

HdxFlash-Client.admx

receiveradml

<223 B F>\ICA Client\Configuration

<Ze3 B 5>\ICA Client\Configuration

ica-file-signing.adml

receiver_usb.adml

<2 B F>\ICA Client\Configuration

<Ze3E B F>\ICA Client\Configuration\en

HdxFlash-Client.adml

<223 B $>\ICA Client\Configuration\[MUIculture]

N 3
1EE

R Citrix Receiver Rt VDA REACEM , T PATERFL B RKF$KEI ADMX/ADML 3L, 140 - <&$HF>\online
plugin\Configuration,

RIEA S R

FCERVE R SEMHARIEE | BREERERA., ERRERAT ARG S EEERETERTERAHHN AR (3K

RIE) HIBHERA.
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EREBRHER , EEFTENEE - > EIRER > Citrix 84 - > MEKIED -> SETEENEHEREE - > BAEEK
ill 8

3N =7
1=

ZOAMBRT | “BIAERHEER 80.

-
A Session reliability and automatic reconnection = . S - m@g
E‘ Session reliability and automatic reconnection Previous Setting Next Selfing

) Not Configured Comment: -

@ Enabled

() Disabled i
Supperted ©n ADM Migrator encountered a policy that does not have a supportedOn value, P

Opticns: Help:
N Enable automatic reconnection Use this policy to_control how the client behaves when a network failure causes a o
i dropped connection.

Enable session reliability (has precedence if both are selected)

If you select "Enable” and then choose a check box for "Enable session reliability” and/or
| Transparency Level 80| = "Enable automatic reconnection,” the client attempts to reconnect to a server.
H The "Enable session reliability” selection enables reconnection to an 55L/TLS server.

Support for this setting depends on the S5L server configuration. The "Enable automatic
reconnection” setting enables auto reconnection. If both options are enabled, session
reliability has precedence. If session reliability is unable to reconnect, auto reconnection
tries to connect. If "Enabled” is selected, but you de not choose one of the check boxes,
the pelicy is not enforced.

m

Use Transparency Level option to control transparency level applied to XA/XD session
window during session reliability reconnection period.

- 0 means, XA/XD session window will be turned to black window

- 100 means, no transparency layer will be applied (frozen screen)

Troubleshooting:
Some proxy servers automatically disconnect connections that are idle for a certain
length of time. This can cause client sessions to be disconnected when not in use, A

[ oK ” Cancel] Apply
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7 A PR ALK P{EE

Feb 02,2016

B A PRETIREMKEANN BREFHNKAES. MR TR —RAAESR
o FCEETHTHMFAIK AT

o M FFRHERIM

o [AFRAFETFIIMANIKSER

Important

BN E XA Citrix Receiver R PERI FEH/azh Receiver, EF/53 Receiver AR FEEBIRINMK = , F-H Receiver i %
HER S Receiver b FEEREH USBiR %,

ACE AT Bk 2R

ACE Receiver ASRELETEFRBAFAIIK P ATLES |, B X RRFHACE Receiver B2+ , AAFEMABC NEFHREBIE (TN3E
BR%-2% URL) . Receiver ¥iR#EI#H % A%t (DNS) JRS (SRV) IERAfAE S FHPHIEAE XIXAE NetScaler Gateway, Access
Gateway ¥ StoreFront fR%-28 , A/t FER AR RIS EmA N AFEF.

=z
1=

ACEH Web Interface REREARSIFETH T HMHHIK 2RI,

4 DNS FRFSFECE ASTHFETRFEMFRAIL , EZ5Y StoreFront AR AL E £ T F BRIk~ AL,
RHACE NetScaler Gateway , 5% NetScaler Gateway XA R AET T HMFRAILERE] StoreFront,
6] A PR St E & 3

StoreFront IREE &I , AR TS L E & 34 ROERE IV AR JE.

o BUJRAMEF StoreFront RAIE B A FHIEFFABEENER . WXEHEEA A, , MER P BaicE
Receiver, %3 Receiver fi , AP REFT M SCHRI AT ACE Receiver, NRAEACE T Receiver for Web i , BRI
MixLeuh s #REX Receiver B& 3014,
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Receiver S BEWEETAIK, , BHITLLTRME

XTF 32 AL RS , e aIEEMFRM CurrentAccount :
A& : HKLM\Software\Citrix\Dazzle

JEMRITALFR : CurrentAccount

{8 : AllAccount

#F : REG_SZ

YT 64 (ARG , ELIEEMFRM CurrentAccount :
I E : HKLM\Software\Wow6432Node\Citrix\Dazzle

FMEFRMAFR : CurrentAccount

18 : AllAccount

A4HY - REG_SZ
e ml
==

EMRGES ERAT LSBT ERM , TRERRENTEREAL. Cirix TTARIER TEMRmER R Y SHRH I 86
BIFRR, A ENREER FTEERNK, FHREREEMR AN TES.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.84



4%, Citrix Receiver ¥fi&

Nov 02,2016

AT PUA R AL Receiver BIETTHRER,

o Uaka Ny R FF/a3NTE)

B2 iR

X5 DNS & HRfEAT

RAIEAR S 255 XenDesktop ERLESE
1 NDS A PR THF

¥ Receiver 5 XenApp for UNIX ¢5&1E
JBRXE £ NV FFE e

BREAMAUEREE. | 1§55 XenDesktop XM SHHFLVETESFMA LA 7 HDX AR A R EH.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

p.85


http://docs.citrix.com/zh-cn/receiver/windows/4-4/ica-optimizing-wrapper-v2/receiver-windows-session-pre-launch.html#par_richtext
http://docs.citrix.com/zh-cn/receiver/windows/4-4/ica-optimizing-wrapper-v2/ica-mapping-client-devices-v2.html#par_richtext
http://docs.citrix.com/zh-cn/receiver/windows/4-4/ica-optimizing-wrapper-v2/ica-dns-name-resolution-v2.html#par_richtext
http://docs.citrix.com/zh-cn/receiver/windows/4-4/ica-optimizing-wrapper-v2/ica-xd-proxy-servers.html#par_richtext

Ya%a N FH7% Fr 2 skt 8]

Feb 02,2016
ERSETUSNTIRER] e AR FFE R AU EN S R ER M Bt , i A AREENRFRER. TR
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Requirements:
ADMX Migrator encountered a palicy
that does not have a suppertedOn
value.

Description:
Use this policy to enable or disable

Hardware Acceleration for graphics. Setting

[EE] client audio settings
DCIient display settings
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ardware Acceleration for graphics.

[E]Keyboard shortcuts
E]Loca\ App Access settings
DRamote applications

State Comment

Mot configured No
Mot configured No
Mot configured No

Enabled No
Mot configured No
Mot configured No
Mot configured No

the use of hardware acceleration
(GPU) for remote graphics. By default
(and when not configured) the use of
hardware acceleration is DISABLED.
‘When this policy is enabled, receiver
will attempt to use the client GPU to
accelerate the remote graphics. GPU
acceleration is not supported for all
client devices and sessions and will
be silently disabled even if the palicy
is set to enable.
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Use this policy to enable or disable the use of hardware
acceleration (GPU) for remote graphics. By default (and when
not configured) the use of hardware acceleration is DISABLED.
When this policy is enabled, receiver will attempt to use the
client GPU to accelerate the remote graphics. GPU acceleration is
not supported for all client devices and sessions and will be
silently disabled even if the policy is set to enable.
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SEBH A PR AR A P2 SECEEFENE EERUR T &M% E Receiver for Windows,

YAFRESHEINRmAZEN |, 5{E M Desktop Viewer, AFREMEHETTEEAMHMEMNEE T UEEFSH%E
FsmE, ExfiiaERT , Desktop Viewer TRAZhAEAVF A AR O TITHF NS A EHAM S M FHIE AR
. FAFTRMERR—AFRE NS A XenDesktop EHRRE B ETAE RSN £,

EE AP gRE R Citrix Recever B ENR B L FRNHR, TAER Windows ZHIER " EHFR IR,
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1€ Desktop Viewer £iE7 , Windows #ikrs+L 518 A& 4.,

Ctri+Alt+Delete F5m AT E ..

BUERGTERR, THIEAERNYIREE (Microsoft HBNTNRE) MiRERIaATEm AT B AL,

£k Desktop Viewer f—IR4HENTHAE , 3R Ctri+Alt+Break ¥ 72384 B B/~ Desktop Viewer T EA%3%4H,
Ctri+Esc RXENEFE UL E.

R BUABRT | 213R%% Desktop Viewer iR A, , Alt+Tab BESERNINEOZ BV EREO. MR Desktop Viewer
BREFEANFAOF , Alt+Tab BELSESMNINEOZ BYIRESETO.

PERFFIZ A Citrix WithosAa. 2 , Ctri+F1 RS ETL Ctri+Alt+Delete , Shift+F2 L FREXMEOER 2 @)%
N FAFERF. RBEXS Desktop Viewer f BIRAIEINEE (R , XF XenDesktop £1F) {EARGERFS , (BRI EAHHIN AR
Fr (BD , Xf XenApp &1F) fEARGEFI,

ERERET , APTREZREF— N EUEE. SAPITHHRERHITTSHIA R @maiEEE. Fit, Ctrix i) :

o BIRAAN R EE _EME FinRLE ATER A4 F— S EAEE R
o FAARRZNEAZRF—=m , FECRENENEAFEMERIIEREMIER.
o AFPARZNSEARKE —REMEER , FERENAIER

BHEE , ARt BRI AEEMEENITEN AR S22 R @t TiEE,

R MRS EESERER XenApp AHHEIMN BFER |, FEEKALNRF B XenApp BIE G |, Citrix B &S]
—RUMERE RS, EAEANNARFSETHEMR SRS EE -, EEESET , AMIKsh=E BRAMLE
IKzh2% , J XenApp B RAAIE AR50 51 5RRE | LB S ML IKBIS .

ZATAE M A P RESAERRETE RS BRI A E, EFESGENAIR |, B4 HKLM\SOFTWARE\Citrix\ICA
CLIENT\Engine\ # 4 REG_DWORD {& SI INACTIVE MS, IRFBIREFERSFRPIHEK , 7% REG_DWORD HIRE A
4,

TE EMRREALRSBTERE , TRRFRREFRERMERS. Citrix TTERIER EMRMmES AR S SEI
ABBEBFLMRR, ERAERWES FaENKE. EWEENERZE  ES B TES.
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Feb 02,2016
AT RAREMIRSWEN R EM , WIRE Citrix Receiver SEFTRMATIRZ BRERT 2, ATRUA Citrix Receiver 844
FLEZFRBNSHIIE , BFETEFFHRIE. IEBMBMHIIRKEUL Kerberos HIBSHEIE,

Windows THREHLEIASTHF Windows NT BTif)/IELz (NTLM) SHA%IE.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.98



W= =BG =gy Eall

Feb 02,2016
AEDNE T IEIT XenDesktop &% XenApp A Citrix Receiver J3 Fis ER S 4 HAE.

EE
EWIRFIF |, R FimiRiERG %k Citrix Receiver, N AVTEALRIE AR BLE T (S5h RA&FE TR, MIEAKRREITER (GPO) 5
WE , TABENATRET Citrix Receiver RI{EIE R it &4,

4% Citrix Receiver B , A RUB I FIFF A S FIZEIE (SSON) SAIE :

o ERMBHTREK
o FAEEMAFRE

ERGSTREERBERSHRIE

ERGSTREZBIBEE (SSON) HHKIE

1. {#/ /includeSSON FF3&ZE Citrix Receiver 4 X,
o RE—ANHZA StoreFront NAESE (TAERUGHMERTEAILEIR) ; &3k StoreFront N AHEARREBE RS H
RFRIIA R 51,
o BT /53N Citrix Receiver MIAC BB B S ML , ARIEEEH BRI T Citrix Receiver s iR & JaRfIA ssonsvrexe
HRRIEAE(ES SRR PIETT.

=z
TE

BHRRM—AZA StoreFront Z i IEREIAEE | B2 REAG ST I EN R Receiver for Windows,

i AEE R - R RS EE S RIE
EERER S RESRSE SR | T T -

1. %% Citrix Receiver 33044 (CitrixReceiver.exe),

2. WiE CitrixReceiver.exe EahREREF.

3. EBARRERRENSH , EHERRREREEENTIRGRAT SSON TNEEN Citrix Receiver ; XEFRI T ARG LT
FF3* /includeSSON %23 Citrix Receiver,

TR T TR s R
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@ Citrix Receiver “

Enable Single Sign-on

When enabled, single sign-on remembers your credentials for

this device, so that you can connect to other Citrix applications
without having te log on each time. You should do this only if
yvour IT administrator has instructed you to. This will take effect
the next time you iog on to this device

[«] Enabie single sign-on

For more information on configunng single sign-on, please see
article CTX133982 at citrix.coms/support.

MNext Cancel

TE
MR R T HUERTENN R T2 S,

#id /a5 Citrix Receiver AR BAEBSHIIE , ARAEEMENTKT Citrix Receiver fi ik & JaHIA ssonsvr.exe Bt
FIEEES EHERPIET.

ERIBAT AP S EECE SSON SHRIEHERIEIRE.

A 3
1=

5 SSON A X GPO ISR EMZVAMEABABEESHRAE , FFEMENAER E SSONIERIE(T, FRETHNIRESIRE.

51 SSON R 5 r&{F FH ADMX {4
EIRBUU TSRS B ADMX XHACELHFRRE

1. MZELAKRE ST, X+FE R Citrix Receiver 4.3 RE S RANTE | E{E A %SystemDrive%\Program Files (x86)\Citrix\ICA
Client\Configuration X4+ K Receiver ADMX =% Receiver ADML .
2. ¥T7F gpedit.msc , HEBATTENES > SIPHIR - > Citrix 2844 -> Citrix Receiver -> I P BHRAE,
3. BRUTAMITE GPO RE (£ FHAMITEY M/ VDA KEE&ME&T)
o WEERAHIA P AL,
o EREEEH.
o ERBHAEBEMHINE.
4. EFRIEARIRE (HLELET Citrix Receiver) B{ VDA EHESMA,
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W Local Group Policy Editor - o iEN
Fle  Acticn View Help
wo = Em T

L/ Local Computer Palicy _
& & Computer Configuestion a
> i@ mnm‘?@ Local wher name and parisword Setting State: Comment
o 2] Windows Settings g : 1] Kerberes authenticataon et configured K
# [ Administrative Templates Bt ooloe sinns £y [1] Local user name and passwoed Not configured Mo
4 7 Citrix Components Fguuerment _ B
o (B Citrix Bciver ADMX Miged o Local user name and password EN
= cep palicy that d
| Chank Engine supportedOr | [F] Local user name and passward Previous Set Hext Seting
) Fast Connect AP Suppar L
— Description:
[ Whui-Stream 1A Use thiz polis | () Mot Configured  COMmment:
» [ Metwork routing client to use
[ Remating dient devices credentials (f 8 Enabled
. uthents atic
3 SeffService Nenhpp serd | () Disabled
le ‘Sr!'::::nt compater. Supported o gy Migrator encountened a policy that does not have a supportedOn value.
) User sathertication When this pe
) User experience client can be X
=1 Control Panel e o Ry
b 2 Netwark esnol
] Printers h_{!m [ Erabie pass-through suthertication Use this policy to imstruct the client to use the same logon A
] Server authenticatic chedentisls (pass-Ahicugh suthenticatan) foe the Cite Xendpp
Ao pass-through suthentication for all IC4 server as the client computer,
1 Start Merw snd Taskbar A nections
b 2] System 'I':_dn_mtur When thiz policy is enabled, the client can be prevented from
b ] Windews Cemponents mw"m.n; [ U Meroall Directesy Sarver crecentials using the current user's legon credentisls to suthenticate 1o the
b Classic Adminstratoos Tomplates (A0 | ifor details, o remate server by clearing the “Enable pass-theough
a y | suthentication” check bos.
L Al Settings L —
# f Uses Conbiguration 3“""‘::“‘ THE Ehiesi i pebEs £ B et Spbcling whin paii.
b (] Sofwere Settings et youl through suthenticstion can oceur [for details, see Citrix eDoxs ot
b (21 Windows Settings .m'; hitp! support.citraccom//proddocs). If these nestrictions are too
. = imisirative Tempist : strict for your envonment, sehect the “Allew pass-through
] Administratiee Templates ;‘mg authenicaticn fee ol ICA connsctiens” check bex te bypass the
resirictions, pass-through suthertication restrctsons.
When run in a Newell Directory Server emaonment, selecting the -
< 11, Butended "Lt Nl Disictiony Serves credantanls” check Bom nbquests thit
4 petting[s) the client wses the user's NDS credentish.
v
[ox ][ cmea [[ aomwr | .

%) SSON £A kM {5 FH ADM XX

EIRBUTN S ADM AL ELHRIRIRE

1 @SR ENECE > AR EIPER"> TR/ BERAAR "+ T I A28 SR S E 2% .

2. BAEFRINAN ADM #54R .,

3. FINRIN receiver.adm AE4R 5 |, KX BT TEMEE > STRER > LHETREIR(ADM) > Citrix 284 > Citrix Receiver
> AP SHRAE.,
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&z Local Group Policy Editor - olEl
File Action View Help
= aE = Hml v

) Hetwork P _
" Printes
5 lLocal user name and paveword Setting Seate
3 Saart Menu and Tackbar | mart cand authentication Mot confignred
1 System Edit grlicy sefting. 2 i Kerberos suthensication Mot configred
1 Windows Companents Desesighicn: & Local user name and passwond Mot configured
» () Chaitic Adenimistrativn Templates [ADM) mwm.m_‘“un—mm.-.
2, M Sebtings e Local user name and password s
1 Comtrol Panel :::: i ' .
3 Network Torf) G oAl mem A 20t papemord Previous Sefting | | Mext Sefting
1 Printess com
1 Server e Comement:
O igored
1 Stark Menu and Taskbar #helf () Nt Cord
] :‘: ) Enatied
- Windows Components el
# 2 Clamic Aderinistrative Templates (ADM) | (| pema | = Pi8EteS St
a [ Citre Compenents the ok
a (7] Citrin Feiver ity
2 Storefront e
1 Mgtwork ronfieg segird| UPtions: Help:
1 User pthentication thio
1 Remoting chent dedces Hor (] Enalsie pas-thnsugh sshentication Use this palicy be instruct the client to use the same logon A
1 User exparience Bipgs | sredentisls (pass-through suthentsceton| for the Citrin Kenfpg
] Gt Engiess el Al - g ethantic tion bos 4l KA wnrver a1 the client cormgarr,
3 Mhelti- Gteesm G stric} connections
- Fhe Wihen this policy it enabled, the chent can be prevested from
| Eafunvics uth ] Use Novell Directory Server credentials wning the cureent user's loger credantiah to sutharticate to the
4 g, User Configuestion on st werver by clesning the “Enable paas-thisugh
| Sodtware Settings the authestscabon” check bow
. W eastry
™ wm." et . Thet ot aipscsit caTtaIn restiictasna igescifysng whan pads-
¥ SRS T ¥ |, B thinugh authestucahion can oocur (foe deduik, see Cdoin sliocs st
4 settingls) iy support.citvcomiproddecs’), ¥ thase mibriciions am tee
beict Tor yesar wrvvironmisnt, select the “Allow pass-thiough

authertscabon for all ITA connactiont™ chck bos 10 brypess the
past-theough suthentscation sestraction.

"Wehen run i o Novell Diectory Sarce environment, isbecting The
“Use Hovell Dinectory Server comdantish” chack bos iaquatty that
e client uses the user s NDS credemial

oK Cancel Apply

4. FEAHITE N, EF/Ek VDA £ EHEEBEFFTIF Internet Explorer,

5.1E Internet i%E > £ > A{E¥RTF ,  StoreFront fR%FZRMTLIREA (FQDN) (NEZNARERR) WRINFIZIR
d, {40, https://storefront.example.com,

EE
KEETRAE A Microsoft GPO ¥ StoreFront fR 28R MNEI“F[{Fi R, GPO & A REIXIF A AT ; TTRAMEHBHECE > EIRAEIR >
Windows #i4§ > Internet Explorer > Internet $=#HIHER > L RHHRINHIIR.

6. JESSFFEHIE T Citrix Receiver S s,

Citrix Receiver fTFFAY , 2R UFTAFEERENIE , AR EIRUKZMEM Citrix Receiver WEIKIN AR FMEE (BIERF
TR R BRRE) K{&BE StoreFront, FAFREENEFRES , Citrix Receiver &34 3 PRI EIR{EEE! Delivery
Controller , WWERPEITH NV AR (SEM) .

RIBPUT T F24E StoreFront #1 Web Interface _EAZE SSON

1. PLEE R 54y Delivery Controller,

2. ¥TFF Windows PowerShell (IBTEEGMR) . &iT PowerShell , &A% E 534 Delivery Controller {54 B
StoreFront i XML i&EKK454 .

3. IR EME |, FiE I Add-PSSapin Citrix* An#; Citrix cmdlet 3#4% Enter 4,

4. 1% Enter g,
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5. # )\ Add-PSSnapin citrix.broker.admin.v2 3% Enter £,
6. &\ Set-BrokerSite -TrustRequestsSentToTheXmiServicePort $True 3% Enter 42,
7. X PowerShell,

StoreFront it &

1 StoreFront 1 Web Ingterface _LECE SSON , ¥57E StoreFront fR%-25_EFTFF Studio , R F &R SHRAE -> Fn/ ks
Hik. EHEHEEE,

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password

| Domain pass-through £k
(] Smartcard £
(] HTTP Basic

[_| Pass-through from NetScaler Gateway

Web Interface BitE
7 Web Interface EEZE SSON , iE1%E4% Citrix Web Interface & -> XenApp Sevices Y45 -> S AAFSHEE.

Configure Authentication Methods - Xen Ed

Specify how users authenticate when logging on to the site.
Available methods:

M _Prpetes_|

[4] Passthrough

[ Passthrough with smart card
O smart cad

O Anonymous®

* Mot supported by XenDesktop.

Note: You should configure your system to support your selected authentication
method(s) before enabling them. More...

[ ok ] _comce |

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.103



FastConnect API {8 HTTP E£ASHIIES % , %A E2F SIS EIE. Kerberos 1 IWA fXEXSHIIEFEREE. Citrix BIELE StoreFront LK ICA £ 5EREH%x
FHIWA,
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{# 3 Kerberos B &8 B 18 556Uk

Feb02,2016
AEB{VEAT Citrix Receiver 5 StoreFront, XenDesktop 8 XenApp 2 [RIRIERE.

Citrix Receiver for Windows 335 A{# FAEF8ERINEFE X A Kerberos ST E B S #%UE. Kerberos 24 Windows S43&
iE (IWA) R B EK—FSHRIE A,

J2FB Kerberos BBAIESG , T Citrix Receiver (23RS Kerberos B A 3 TEMIAE , AL A RS A EEFRFEATH
HRREERLRIARIBER. AR PUBS A SHARAEATE (B30 , FEE0EMF 2 ZENAEYHFIRAERS) SR &% , MA
T EH— SIS HIIERN TSR £ AN AR,

4 Citrix Receiver, StoreFront, XenDesktop #1 XenApp BCE Ff# B8R S HIEI B B F{(F SRR TERA | Citrix
Receiver ##aN T AR {E A Kerberos LMIF BB SHIAE

1. Citrix Receiver Single Sign-On Service JEHERER PIN,

2. Citrix Receiver {£ 5 IWA (Kerberos) [a] StoreFront 3&UEFB &1, #XJ/5 , StoreFront [6] Receiver {243t 5<7] F§ B3 =m0
MARFNER.
EE TSR |, THLMER Kerberos SHFAE, 7 Receiver LG Kerberos R AT BAFSMA PIN 1278, 2R
EAER Kerberos 4IUE , Receiver ¥ FIEREREHaM StoreFront SHTHMHEIE.

3. HDX Engine (ZBiIFRA ICA & Fim) B EBEE PIN 1£i545 XenDesktop 3¢ XenApp , MWIM{EF F&% 2 Windows &1,
SRJ5 , XenDesktop &k XenApp AZ{HEKERIR.

% Kerberos S4IE AT Citrix Receiver |, SRR Kerberos BB S PA T &4,

o Kerberos 3% R 1E Receiver 5@ THMRIEA{E Windows fR%BHIRS S 2 AIEAEMA. RESEWEREEERIK , &
A PUE TS “Active Directory A PRI TEA EIE" T AR E X%,

o WuRTEEF LK XenDesktop 1 XenApp 1 j2F8 Kerberos, At et Hif{R{E A Kerberos , eI _E 2 F{E{adE
Kerberos IWA %3,

o Kerberos BERXANERTEENEAEAGHRAE, 144(E FATEERE R (= B IALIR R\ ALK AE 2 [ AR S5 E .
AEFPRRABANMBERTAZHE MRV EREESHRIETE. RITEM Web Interface 17743
StoreFront , ¥ EZAMERKE B EXSHIIERRRAR , BHLAR Citrix IR T BFAEE.

B

= ([

FEBP GRS BCE S FIEMRIIEIRIE, EMREMER ERATLALIHTERE , TRFERENRIRBEARL. Citix TTiER
MR EMRGERERN S SRE I RERE S URR, R ERREER FEARNK. FHREREBENRZ A TES.

WRERPIE XenDesktop FMEFRIEEERIE |, BINEEMRESIRIEZ AT , B XenDesktop XA RIMHRENE T2 M4y,
224 Citrix Receiver B |, B E AT 61T EIR

e /includeSSON
BT M IS B L& Single Sign-On 4844 , \TI{E Receiver BEfE{E A IWA (Kerberos) [8) StoreFront #4755
iE. Single Sign-On A4 EEEER PIN |, #X/5 , HDX Engine 7EX§ ZRERIE AN EIRITAZ (L8 2| XenDesktop Bf4{F At
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PIN, XenDesktop Bz \EaEREHFE—MEFHIFM HDX Engine k451, PIN,
BB T & J2AARXEM ENABLE_SSON , i5{RER f3 AL,

IR L L REA LR & E B Single Sign-On , 3&IEIE LT RESECE Receiver :

SIRFEAR > L BAETRAEAR (ADM) > Citrix 2844 > Citrix Receiver > Fi P SHIAE > A 4 F12265

EE - EHER T EFE AV HDX Engine { AEBE RS MEAETMIE Kerberos , EIEZ{E A%
ENABLE_KERBEROS=Yes , . 1%EM <% ] HDX Engine {# ff Kerberos,

EVRAXYEEE | BERPERE EEHE3h Receiver,
BLE StoreFront :

e 7f StoreFront ARE-25_ default.ica X |, ¥ DisableCtrlAltDel & & 4 false.
EE  MRBEE Fini T EALERZ1T Receiver for Windows 4.2 SRE S hRAN , NTCHEHITELSIR.

e 7f StoreFront fR% 25 LECESHWIERSE , EHIBEBE R EE. ZREE SRS Windows SHEAE, TTHEFEE
REIE , [RIEEERBRMNIBNE FinfE A EEE-RiE#E Storefront,

BHXREEER AT StoreFront KIS E |, 155 % StoreFront A RACE SHRIERS .

FastConnect API {#F HTTP EAXRGMIIEFE , ZAEEE SIBEIE, Kerberos Fl IWA IXEXSHIAEATAIRIE. Citrix
IRTE StoreFront AR ICA £H5ERE R 22 A IWA,
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i 5EERE R MIRIE

Feb 02,2016
Receiver for Windows #A T EREEF ML . F % XenDesktop #1 StoreFront BLERMEE. | 155 51X LL4H AT
B, AEINBDEARTEBEERR Receiver for Windows FLE.

HBESHRAE (Single Sign-0On) — U A% FF Receiver i, BB SHBIF TR EBEREIE. Recever AT AR EA
IR AR -

o {FATEREREIRERE] Receiver HEMNIBHIRE B ATH B XITSHRAERN ] SaN BINE mA N RFEF.

o {FRAEREREIEERE] Receiver IRMNIZHIEE B A AMNB BN EEA ] BahEms N AfEF.
HiBSHEIFEEF A StoreFront 1 Receiver BR &,

WHEXFHIRE - BHEX S HIIE ] A FEE RS R A R P2 MERL 2 (AU TIEE.  HWIREETTIAE AEse R
EEFA Bl , AP EAERBSESIEREEH) . WRiES R ELT BN ARIELUSALEE , AER%
DisableCtrlAltDel R E 4 False AAFFEREGER. SHEXFMHIIEFE StoreFront AitE. MRMBEAARFEE
NetScaler Gateway , thEEWALE.

SHER S HRUFIIER SLVF StoreFront B3 R 48 F A4 X B — NNV AR EE R A R 2 MBS H R LR FEE+
BORAIFRITIRE , FTAR M StoreFront 5% & H{TIERR. ESH StoreFront 3044,

ZAMEH - MRIEAEFRZMED , NHATBTANEER., RBAEEERBEAL RS , MXSERTTATER AR

# EETRMB N AR |, 81% Receiver, EFYUEPREFAR |, EACE Receiver,

 PRIEBSHIIE - B ARE RS HMIIEEE(E A NetScaler Gateway/Access Gateway F StoreFront FtE.

o FIAIT NetScaler Gateway/Access Gateway ijr] StoreFront &R , FERIRERERE A Ao DAAREFHITHHIIE.

e 4 NetScaler Gateway/Access Gateway SSL ECE R E F3EHIR FiniE BHHIER |, IMEEMTL. EE , 32H1% -
SEBFHIIESIHEX S HRIERFES .

WEkSVE - RFENBE , WFHELE Receiver M FREIARE 2 MR B —H MR, STHFBEIEE

XenDesktop X#4FH N,

TR RNN B - ISR AFER |, 20 Microsoft Outlook #1 Microsoft Office , fti4rF X el mak v B

RFAETRH TR FERBNER,

BEFMG

A F TERREHTE XenDesktop F StoreFront A4 RER T M.

FRY

MR IE e~ L, MIEAMR& L.

Receiver for Windows NMRFFA FPIUEFIEM |, (B2 AEALER 4% PIN, PIN (NEAFSEHREFEESTAET |, T
AIRHEE RN SF AR,

N EBER T , Receiver for Windows RAEIHEREAE.

X ERE RS MIUEIHITECE /7 , Receiver for Windows A3 REIUE ML (VPN) Single Sign-On Bk iaTREEN., ERE
REEBHMIIES VPN 5 EESER , AR NetScaler Gateway #E3HB1T Web AR , 7£E5—HEpE 8L

A PIN FHTHARUE. {#H NetScaler Gateway 1418 13 BB HH I UETI(E) StoreFront MERATERERAF.
Receiver for Windows Updater 5 citrix.comi#{Z , B Merchandising Server 5 NetScaler Gateway _Ff &8RS H IR
H*A.

Ak
= H
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AEAT RPN EES R MRMERE, EMRmER ERALSSHERNR , TRFRENRKIRMERS. Cirix TTER
WA EMERGE RS E AN S SRE I RS URR, R ERREER TEARNK. FHREREENRZ A TES.

ERLE Receiver , EELENAE U THLSITER :
e ENABLE_SSON=Yes

Single Sign-On R A— 1 ATEBESHMWIENAE, BAIZERELE Receiver 8 % BIR PIN 127K,
BEAh , e POBE PAT kg FE M R B s B TR E -

o HIRFEAR > L METRRIAR (ADM) > Citrix 2844 > Citrix Receiver > F§ FEAIAE > A F 4 375D

o BNRKLI Single Sign-On A4 , WEFE FIUE—IEMRM ¥ SSONCheckEnabled IR E A false .  IiFMERIATFA L
Receiver Authentication Manager &#k Single Sign-On 2844 , EIL 724 Receiver [a StoreFront S THHIIE.,
HKEY_CURRENT_USER\Software\Citrix\AuthManager\protocols\integratedwindows\

HKEY_LOCAL_MACHINE\Software\Citrix\AuthManager\protocols\integratedwindows\

tesh L ATRACK Storefront 2R EGE RS HMEIE , TIE Kerberos, ZE A Storefront B8 K S MHIFTMIE Kerberos , iEEH
THRGSITER RS Receiver, PUTHRETEESERAR. ITEVITEMANIK,

e /includeSSON REH QR (HIB) FHRIE. BREREEFURERETISNEBSHRIE.
o WMRAFERERERIASMA Receiver SMBERTEA (AAFBMER) SRinm , STNXEA :
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No
XAERT R L IR SR A AER | FFEERE| Receiver B ¥ Receiver 74 PIN,

o FEEIGRRE "> EIRIRAR "> A HETRAEAR (ADM)">“Citrix £R4">Citrix Receiver>“F P S HUIE"> A3 2 F360,
BREESHIIE., RIBENEENZLRE , BTREFEEFEATNE ICA BITEBESHRIEERA REEREES %
I,

BLE StoreFront :
o MLESHIIUEIRSES , E G ERERRIEIE.
BXREEERAT StoreFront KIFA(SE |, 1555 StoreFront AR HNACE SO RAERS .

1 BAEPMANARER S R B4EAE,
2. RERMHEN RN E)E,
3. REFACE Receiver for Windows,

BOMET , 2REMEBBEH , N Recever BIRA P MIIRFERES. 3F , FTLUK Receiver BLE AEARIAES
(RIBEREFIRMER) BOULRE I HIRIES. WRZFBEEREFES , MamARRLEMN , HREEAEMBTRERS
TRREIR.

BREBLRAEUTHARR
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AT EA AP S AT RIFEE A BOHA.,

ERELPLIER RSA BIXBBPKEHX 1024, 2048 5% 4096 {iL.

BHEREABERTES.

fERE&RBAFRLAEE R FEREFR (UPN),

R EARZL B S TR ERNE A S BRI EARIE.

PR EHE S HNERINR A 2 — PRILACAR 5523 7E TLS IEF IS RIXH AR B2 FR (DN) Z2—.

ERANT ARz — A EROEHHEE AN

e 7t Receiver d5417% , F5E %M AM_CERTIFICATESELECTIONMODE={ Prompt | SmartCardDefault | LatestExpiry },
FiAFHR/R. XT SmartCardDefault 8¢ LatestExpiry , ZIRA ZMEBRFE &M , U Receiver g /R Wik,

o AT HMERMEEM IR HKCU 2 HKLM\Software\
[Wow6432Node\]Citrix\AuthManager : CertificateSelectionMode={ Prompt | SmartCardDefault | LatestExpiry }.

£ HKCU 7 X HEMRSER ST HKLM FRiE | "] 4Pt B A Il .

ZHUAEAT , M B/RE PIN 32758 Receiver AR EBERMB RS IZMFEF (CSP) 1244t. Receiver fFEFEIIZ/RF FH#IA
PIN , 8R/5%% PIN {5145 586K CSP., MR R ERE R AT RNTLER , R It ESHEREAEERE PIN , U]
¥ Receiver BLE M{ER CSP A#HDAEIE PIN B , BEHA PIN KR,

FRNTAZEZ—E® PIN EHLEAR :

e 7f Receiver &84T , ¥5F1EMM AM_SMARTCARDPINENTRY=CSP,
o B PUTEMERMEEMERIAN HKLM\Sof tware\[Wow6432Node\]Citrix\AuthManager : SmartCardPINEntry=CSP,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.109



BRUERHRIESIRKEE

Feb 02,2016
JBFREP B 4H%FR (CRL) ®EINEESG | Receiver R ERE FJHMNEPERDL ALY, BIiIsEH Citrix Receiver XL THRE |,
AT E RS ZFZAMEBH AL , REAFEESRGRZE TLS EERAKT M,

AAUBRRZ MR CRLAEE. B4, ATRLK Citrix Receiver BELE A AR EHAMIERS SR , AT ABCE A I E A<t /)
BAERSIER, WA, EATREBRENFIECE AR BERIET /1A CRLZ/AA RTFRFAER.

EAMITEA P FTX—FXRET , 23R Receiver IEFEIETT , BERY . MREIEEZEP OERMFTA Citrix Receiver 4%,
*A.

1 UEE RSN NFHIASRAMNZST gpedit.msc (KRS AT R ATHEAN) SEFERARREIRENE (AR
B) |, FTHA R RwIERS .
EE  REH icaclient AR FAEI BRI RIES T , TSR 255,

2. AR RESR TS | SR IR k.,

3. TEIRESREAT | RN/ MIERAREAR .

4. PR | N¥E Receiver () Configuration U (#4218 % 25 C\Program Files\Citrix\ICA Client\Configuration) 3i%&3%
icaclient.adm,

5. WEHEEFTIFRAARINARAR , SR a0 SR AR [B1128 SRR e 25 .

6. FEARBRRIEST | MXATIEBEIEEAR > S MEIRIAR(ADM) > Citrix ZB44 > Citrix Receiver > WX ER > TLS/SSL ¥R N2
MRS ZFARR,

7. TERRMER RS SERM  AREEEER.

8. 1£ CRLIE MRS AF | WHFH P —Em,
o CFH. FHITIERMHSIRKE.
o AREFMEARMAN CRL, FEEBRUEFF AR P CRL, NREBHEBE , MEELSKK.
o TE CRLABESTIER. KWEAMPFMMLE EXEHRIERMAEN CRL, NFRIUEPH BHETIRAT] , MiEELSKMK.
o MMLXIRER CRL, KEXRBMAXEPMAERN CRL, MRIEHE DI , MEESKM.
MRIKBRE CRLIIE , BN RKEFMEEAMK CRL,
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Ehf{R XenDesktop b gk XenApp ARE-25355 Citrix Receiver Z [AIINiB{1EERL , ATRME AU TR LA E A& Citrix Receiver
i

e (itrix NetScaler Gateway (Access Gateway), BXREE , ESRATHFREBLLKL NetScaler Gateway 1 StoreFront
Y=
& ¢ Citrix #7{# F3 NetScaler Gateway kiR StoreFront JRE- B 5 A FRE 2 AREELL.

o [k, ML&RHASEAT MRYE B ARt Fug O e vrakfR L SR aImid . fEF A Receiver Y , aNRELIT R AR S 23 I BBRILE
IP HBHERR S EISMER Internet bt (BPPIZRHINEFEHR | B NAT) IR XIS |, NN ECESMPHAE.

o A{ERFAHRBLE.

o {UEFT XenApp B Web Interface #B% ; I&FMT XenDesktop 7 : SOCKS RIRRRF- R T L AIFRE S (WFRARS
MARIERS2S. HTTPS RIEARS2S) . WTRMEARIERS 23 RRHIME WA SEFN L s8] , FF40E Receiver SR%25 2 [A]
HIZEHE. Receiver 3T#F SOCKS MR & AIFHMN,

e ({¥PR XenApp % Web Interface Zf%E) N&HBT XenDesktop 7, XenDesktop 7.1, XenDesktop 7.5 8 XenApp 7.5 : {&
BT S (TLS) UMXH SSL Relay fiRiR AR,

e XfF XenApp 7.6 #1 XenDesktop 7.6 , &R AEIFIEA A5 VDA Z[AI/3F SSL ik, (B XA XenApp 7.6 &%
XenDesktop 7.6 BL.& SSLEE , 5% SSL, )

Citrix Receiver 5{# f Microsoft Specialized Security - Limited Functionality (SSLF) SR 2HERNINIEFRS , I EHPIE
BiafT. XEAEIRIEEFP Windows FA_ERXHF. FRXUERMERREMFAEE , 1550
https://technet.microsoft.com/zh-cn/ L&) Windows &£ 1583,
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EAaVA BT NetScaler Gateway iE# , WEELE NetScaler Gateway PAFT StoreFront,

o XFF StoreFront ZfE : Bid¥ NetScaler Gateway F1 StoreFront &£4%, , AFNERSHEFER FiEiT NetScaler Gateway %
#E| StoreFront, EFE feF A FIEREE StoreFront DAEVIE IR EAMN AFEF. MBI Receiver #HTIE,

=7
YA =N

NetScaler Gateway End Point Analysis Plugin (EPA) ~32 3545, Windows Receiver,

BREE IR EEMEE |, 15522 Citrix eDocs B Integrating NetScaler Gateway with XenMobile App Edition (&
NetScaler Gateway -5 XenMobile App Edition 88 A%) MAEZT m FIRIEAES, PUFEBIRMET B X Receiver for
Windows FTERERIEE :

e >k XenMobile App Edition AC& 41E Sk FECE ST
e i Receiver for XenMobile App Edition I &G E S04
o MLE Receiver B E X ITE Fimifiln) 5

Z(F AR A IET NetScaler Gateway EEEIFEH Web Interface FB%E , &1k eDocs F# Providing Access to Published
Applications and Virtual Desktops Through the Web Interface (i@id Web Interface 124X+ 2 & %N A2 FF A S i
VAlR]) REFIEBFFTARE NetScaler Gateway BeE -5 Web Interface £&8F .
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I8 NetScaler Gateway Enterprise Edition JH{T1&E#
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FE{FmFE A RSB NetScaler Gateway #HTiEHe |, iB¥ NetScaler Gateway Bt E 45 StoreFront #1
AppController (CloudGateway (I—AMAH) 45&1E M.

o SIF StoreFront FE : AVFNEREIEFEF FIBIT & /L Access Gateway 5 StoreFront , &8/ Access Gateway ZEH£%
StoreFront, IEPE fuifF A FiEHEE| StoreFront AEVIRIEIAE AN AFEF. FAFBET Receiver #HTIEHE.

e X AppController 5§38 : fVFim#ef FiBId & AL Access Gateway 5 AppController 3%3%%1 AppController, 3% 45
PR AppController ASREREL Web iz FFEFFHNRA-ED IR S (Software as a Service, SaaS) & FBF2fF , B E Receiver
P44t ShareFile Enterprise fR%-. FI BT Receiver g% NetScaler Gateway fR{fHEHE,

BHERE DRIEFEMEER | 52509 Citrix 25304 i MY Integrating NetScaler Gateway with CloudGateway (%
NetScaler Gateway 5 CloudGateway fe/%) PARAZT = FAOHAMER, PATEBIRM T A X Receiver for Windows ik
BREE :

41 CloudGateway ACE A VE RIS AL E S04

BI%E Receiver for CloudGateway Enterprise fISIERLE X 14F
B Receiver for CloudGateway Express BISVEECE S
ALE Receiver (B E X TT% Fuiii[a) SRE%

BE{FITFER FREBIBIT Access Gateway i&E#k Web Interface §BE , I¥§ Access Gateway L& A5 Web Interface BC&1{E
A, 70 Citrix eDocs 5 Configuring Access Gateway Enterprise Edition to Communicate with the Web Interface (¥ Access
Gateway Enterprise Edition BC& h5 Web Interface 815) REFEBTA,
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@it Secure Gateway FH{TiER:
;bioiﬁz{oﬂl%%ﬂ:ﬁ% Web Interface IEBE.

AT AR B AR e P 4R {# A Secure Gateway , A Receiver SRS 232 BB {EIRHETLEE. MRAE Normal” (&
1) B T{EA Secure Gateway , FFH A i@ Web Interface #HTiER , NIAFEXT Receiver HHTHTELE .

Receiver {# FI#EIZ1T Web Interface HIfR S 25 _LmfE B B AR BEEEEZ 1T Secure Gateway ARS8, B A Receiver itE
RIFRF[/REMEE , 1525 Web Interface HRMTH.

MRLZLMEPHIRS 25 LRI T Secure Gateway (RIF , WATRALE Relay” (F4k) U T{EH Secure Gateway I, F
K“Relay” (k) #EXKIFEMAEE , ES M5 Secure Gateway XM,

WMRFEARely” (k) #3X , Secure Gateway fRE 25 Y FT—MRIE |, FHAMIRXT Receiver SHTACE A REF A -

e Secure Gateway fR% & HITLRELIFE (FQDN),
e Secure Gateway JR&#81is0S. EEE , Secure Gateway 2.0 lRAARIHFRelay” (p4k) 3K,

FQDN SRIAFZ L AT =NMA R ERSY
o FH &
o (AN,
o TRERIS,

530 : my_computermy_company.com 22—/ FQDN , AAE#&KXF|H EH.4Z (my_computer), =[E)E (my_company) FTR
3% (com), FRIEMHANTRIRIRAZE S (my_company.com) IBH FRAEHAE .
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WL B k3 AT AARE B ARstbib As O savrsifR - BEa i, nRESEPER XIE | Receiver IMRBEBLEHIAIES
Web fR%-25H0 Citrix fR$5251815. X THAFREE Web fREFI[AVBS | BB HTTP B{E (RIEEFEHARE Web
RE2S , W@ BIARAE HTTP 35[0 80 5 443 #HTIE(S) . ST Receiver 3 Citrix fRE-2SH0E(S | P kIS IR im0
1494 F1 2598 Ei#{T A\ ICA JE1E.

BNEREA KIEFT T MR (NAT) BCE |, ST RAMER Web Interface & X APEBMIERISMEBIE AR ST FISG O . 020 , 20
SR XenApp & XenDesktop BR$-25KELE A &tk , RIRTRAL¥ Web Interface BCE AM) Receiver 2t &iithhit, 44X
Ja , Receiver {f F4MNERMIERNIG O SiEER S 25, BRVFEMER |, B2 % Web Interface 3CAY.
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ERATERERRER , OEENRE R VSR Windows al{Suf s Xig., (XIS 2R ME“Windows S{={Fi
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AR NREH icaclient #EAR SAE AR IR T , TAZIEEIR 2 ) 5,
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3. FEiRfESR AR | RN/ BIERAEAR .

4. FEHEARM | X% % Receiver i Configuration 3C4EsE (#4218 % A C\Program Files\Citrix\ICA Client\Configuration) , #X /&
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7. fERfER R | EEREN R R  ABEAFR SSL RS [ XAEFIRLALTEXBAINGEAS : serverSSL Relay i
A5 , He SSL Relay is S THOKIROS. "TMERBEREEZ MRS . B2, *Test.comSSL relay port
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7. TERER RS | EEREM  BRERERA  AREAFN SSL RS SR XAEF IR TN UE S A IR eT{E AR %25 FHnm
H3%1% : servername:SSL Relay S , servername:SSL Relay ig[S , HA SSL Relay igAS 2l OfE A5, ATA
B — NS THIZMRAFE TS SSL BRS-2310%)35% (E50kR)
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SSLProxyHost=csghqg.Test.com443

[Excel]
SSLProxyHost=csghqg.Test.com444

[Notepad]
SSLProxyHost=fred.Test.com:443
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Default.ica 3xf. FH X Default.ica SXHHHEAMEE |, FS% Web Interface BX{EE.

1 VB RS H WA B AMIE1T gpeditmse (KRN AT R ETENER) SEEAERMEIRTHE (N Ak
B) |, FTFARRE YRiE S .
AR NREH icaclient #EAR SAE AR IRIERR T , TAZBEEIR 3 5 5,
2. FEARMRERNATET | T EIEER K.
3. fEiRfESRE | RN/ BIERAEAR .
4. IR | X2 Receiver i) Configuration SC#Fse (F&4218 % A C:\Program Files\Citrix\ICA Client\Configuration) , %X ja
%+ icaclient.adm,
5. WEEFTHRAURINAEMR |, SRR R AR [ 220 SR wiEas .
6. TELARBEYRIEEST | HORBIEEIRER > LHEIRIEAR(ADM) > Citrix ZB 44 > Citrix Receiver > PZ& & E > TLS/SSL ¥z Nz
RS S HRIR.
7. R RS mEREN  BEREEA  ARN TR R AP ERIFHIRE.
o K TLS MRAKRE X TLS k2B , PUSA TLS., 21R%EF T 280G , Receiver ¥=l{F A TLS MBI TIER.
o 4 SSL RLEIRE A Government (BUTF) .
o ¥ CRLIIFIRE NFE CRL A Bt TiER.

{3 Web Interface B , ¥5%E SSLUEPFEERRSFZRMNTENBFR. B RER TLS KMk Receiver 5 Web i3z BBE%R
SHREMEE |, B2 5 Web Interface MXHIEE.

1. ¥ Configuration settings (ECERE) &+ , 1% Server Settings (JR$EE) .

2. 1%&F% Use SSL/TLS for communications between clients and the Web server ({E8 SSL/TLS X% FiS Web JRSG5252
BEIHIEE) .

3. RTFATIMANE L.

4% SSL/TLS & , TS URL 23 A{ER HTTPS MY,

] UK XenApp IRS 2SECE A{E A TLS kiR Receiver SIRE B Z AMBEERT L.

1. M XenApp fR%-25#0 Citrix BIRIEHIAT | ITHEMRETSNN AR F XN BHESHEE.
2. EREK > B FuimEm , FHRIER B SSL A TLS #HX.
3. MERPHE NN ARFEESXLSE,

£/ Web Interface B , WAERE SSLIEFIEERF RANTEANAFR. B XEM TLS KR Receiver 5 Web RF-Z HIE(E
TRHEMEE | ESH5 Web Interface HXEE.
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AT LK Receiver BLE AF A TLS kAR Receiver 51517 Web Interface R F 2R 2 BB EL L.
BHAR RS EERETATRIES., BXEAEE SRS EERIES.

1. £ Windows I8 41X3% ) Receiver ElFr LB RARARE , SRR EFE LM,

2. PRSP B IAG5B LA ERAAER , AREREYRRS .

3. BUMRSRRAEFLBRYBIAECER URL, {FM TLS MEHFBCERURE , ELA https://servername AN AIEF AR S 25
URL,

4. BEFEEHN A ER.

5. HAFPERENERFPEATLS., BXRFEMEE , B FNERAMELE RN,
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ICA X &L A[[HIE Bak B A TSRS 25 N FBFEF
B H

Feb 02,2016

A BUE A TE AEIEER A Web Interface BIEBE.

|CA IR R TNRERT H MR A P AT BaASRMNNN AfEFa M. Citrix Receiver AIARIEE IR KRR AR A {5 IR AOX
M ARRFSREmES , FLENRZEEMIRS 51 TE5h. ATAERARIEXT %R . Storefront 8 Citrix Merchandising
Server AN AREFS LA RS RIEACEL Receiver T2 iklg, ZNABIT , R ICAXXHESR. HXA StoreFront J3
F ICA TR ZTIBERIEE | B2 StoreFront 344,

X+F Web Interface 3 , Web Interface a]#Ej33hid 72 F Citrix ICA File Signing Service BRFFECEN AfREFR LA
), FHASEE. ZRETMERTENMNN NMEBFETEEREE ICA XH.

# Receiver § Citrix Merchandising Server BJ A {# i Citrix Merchandising Server 18 Ri%%| & > 3210 S BRFECE B3i% 4
RUEThEE , NI A{EUERTELL.

REMARMXIRERFLEN ARFREEHELRRIE , FHIT TR :

1 DVEHE RS M N FHAE 2 AMIZ1T gpeditmse CKHRIEN AT R A TTENE) SEFEAERMEIREHE (N Ak
B, FTIFARMIRIERS .
AR IREK ica-file-signing.adm 1R S A E 4B KRG IRiERT " , ATRLRRRSE 2 £ 5 5.

2. FEARMREBRNATES | T EIEER L.

3. fEiRfESREh | RN/ BERAEAR .

4. WIEFERM , RIFINYEE] Receiver f§) Configuration X (EHE T C:\Program Files\Citrix\ICA Client\Configuration) ,
FFi%#% ica-file-signing.adm,

5. WEEFTHRURIMAEMR |, SRR XA LUR B 228 SR SmiEas .

6. FELRBRRIERRT | MOXATIEBEIEEAR > LM EIRHAR(ADM) > Citrix 2844 > Citrix Receiver , SAfFSMEIEA ICA (4%
%,

7. MREREEA  WBEREERHEARTINERE | TCBERIEBIESUANE T SIEREaE 284 |, B NZA 4%
B LUERTES. FTANEBUE P BEMHS E 6L UERIES. FRAKRME TR RER N AFELE LM SN
(bR Ee) sl B FRAEEEN B XL L),

P YA

XAKFCELN | (AAFKETERSSECERELNYBRFREEEs). MRNMAREFREHENESR TN ,
EtRTE) | RBOKIE Receiver R AABR—HZREEHHE., AARBTTERLE , FERLERRNENEZE!
(f: N1 8

MAFRAERE | RELATELATHINYAREFSKEFASA RN RAS. AN A2 Eshas
ZMBEFHAKX | LB (BARE) .
z2)

Ve AU |, Citrix ZIXENTEEHHFASERIRF KSR TR -
1 ARFIERMARAA (CA) BSK—MAIBEELIEF AL SSL &L UEH.
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2. MRERCWEFER CA |, BERZEH CAAE—MRBZERIUEPEL SSLZERIUEP,
3. {EAIMAR SSLUEF , a0 Web Interface fRS-Z5HEH.
4. BIE—ANFIIR CAED |, IE M GPO BB FahREBHN KL FRE.
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"

AoE Web %2540 ICA STELAE B Single Sign-On F
BIHSEREBHETEIERE

AEBLERTFER Web Interface (IEFE .,

E{#F Single Sign-On (SSO) HEH S5k FRMN L EIER | B Citrix RS AL BIEZRINEI A %% L Internet
Explorer T A > Internet &M > 4 FRAHE Intranet s {Suh m X, ZHHERT AEFE Internet T2EIRES (ISM)
RIBEC (%) &=, ATAE protocoll//URL[:port] #& =i B At

1E ICA ST B, WiERMEIRHIEAE. #1420 , 2R ICA P ERTEREHE (FQDN) , RTES, mXigh &
BHthsnfER FQDN, XenDesktop i&E#{X{E R M4 B FRIE.

http[s]//10.2.3.4
http[s]//10.2.3.*
http[s]///hostname
http[s]://fqdn.example.com
http[s].//*.example.com
http[s]//cname.*.example.com
http[s]//*.example.co.uk
desktop://group-20name
ica[s]//xaserverl

ica[s]//xaserverl.example.com

1E3h S XIFAR RN Web Interface S s RT3,
Web 3k g3t 7R 5

https://my.company.com

http://10.20.30.40

http://server-hostname:8080

https://SSL-relay:444

L desktop://Desktop Group Name #&ZiR NI, IR EEMALHRPAE T , NEHESNTHRERHA -20,
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1E |CA U T Citrix BRS 233k mtbh{E R AT —F&K,  FAAEEEEERMEIA %% L Intemnet Explorer TR >
Internet &I > T4 T4 Intranet B {Eu8 A X+

|CA 304§ HttpBrowserAddress £<H 7~
HttpBrowserAddress=XMLBrokerXenappServerexample.com:8080

ICA 324 XenApp %25tk 5 B /=Bl

AR ICA LB E XenApp IRFZ3 It FEL , NERI T —fh& B
icas://10.20.30.40:1494

icas://my.xenapp-server.company.com

ica://10.20.30.40
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WE R Fin T IRAR

Mar 08, 2016

AFEFLERTER Web Interface RIERE.
] AgE A a]{Euh s A Se Ry s OISR T U N IRER E R Fin ISR

o J& Web Interface 3k AR INE) “B] {54 =" 13
o FUHIEMBEE

AR
BT iEHA Citrix Receiver IIESRTNAE | #H#4/Receiver BHARRAT Y .ini BHTH X LoFHFR L,

Ak
= H

EMRMERALUSSHERE , TRESBBTEENREFRERS. Citrix TUARIER M RGBS AR Y SHRE TN BB
DAfigR. (ERIEMRmES FEIENK. EWEERRZET  FEOETER.

. M Internet Explorer T B3E8F | (KX %ERR Internet &I > &2,

C EERTEE R EAR , ARl R

ERZPSERINE DO AT+ |, 42\ Web Interface = #) URL , SRE#TIRN.

. M httpy//support.citrix.com/article/CTX133565 THFMFREFEMRMEMER. T Win32 BARE , HER
SsonRegUpx86.reg , XfF Win64 F &% , v&{# ] SsonRegUpx64.reg,

5. HEHERERIIARE.

A w N R

1. W http://support.citrix.com/article/CTX133565 FEEMFRKRE , FHFEILRESIANBEGEIMNAAEE. T Win32 AR
% , W5{E 3 SsonRegUpx86.reg , XfF Win64 A& , iE{E A SsonRegUpx64.reg,

2. FEEMRRmES R, SAMZE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Client Selective Trust , FEMNX
1B UT BT IR ZOAE S 3R BT R i [ AR E -

TG B
FileSecurityPermission % Findkshas
MicrophoneAndWebcamSecurityPermission Z U NI RLR B AR,
ScannerAndDigitalCameraSecurityPermission USB & & R H A& &
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& W

0 TFoiia) AR

1 RiEa) AR

2 FEEVIEAUR

3 RN P A\ R 48 AN RS

Citrix Receiver %268/ FAFEF 35 StoreFront B{53F2+ , ¥{F A Windows F & fin%&.
X+ Citrix Receiver 5 XenApp/XenDesktop Z [E)ff) TCP i%# , Citrix Receiver 3735 TLS 1.0, 11 #1 1.2 ARIA T ZREE -

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_RC4_128 SHA
TLS_RSA_WITH_RC4_128 MD5
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128 GCM_SHA256

XFFETF UDP fiZEH |, Citrix Receiver 3% DTLS 1.0 AR DA F 2RS4 -

e TLS_RSA_WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128_CBC_SHA
e TLS_RSA_WITH_3DES_EDE_CBC_SHA

2 SP 800-52 & AE=

VHEHELE - > SRR > Citrix 2844~ >“PL& & E"->“TLS and Compliance Mode Configuration” (TLS F&MAARKECE)
TIIANT—/NFEEIE , #A Enable FIPS (JEA FIPS) . HERATHE{R RBEXS BTA ICA E#(E R FIPS HLAERIME., BHA
BT, HEIAL T2 RS Rk .

BIAT HNREEFAER , #A SP 800-52, ZNABEAT , WIEBURE A “NONE” (o) , FEKEH. EIRIEHIA NIST SP
800-52 ESRE M ISEEF{THRME © http//www.nist.gov/manuscript-publication-search.cfm?pub_id=915295,

=
=
SP800-52 & HAEESK FIPS &3, BT SP800-52 i} , FLit FIPS & E AT , #pAEA FIPS #x,, A “Certificate Revocation

Check policy” (EHR48HE5ME) 7 Full access check and CRL required” (FEEHITTELVTRIRAZEF CRL) B “Full access
check and CRL required all” (£ EEHITZLVIIAANREZEF CRL) .
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BRI TLS ARAAN AL SR

ALK Citrix Receiver BLE PR TLS ARAMERDE . RHT —MEEAVHERK TLS PHXRAHIER , XHAHEERT
ICA ZEHRA) TLS WX, NOEFRIBNER TR FinMRS R 0RE TLS fRAS, SEHALE

e TLS10 | TLS11|TLS12 (ZKA) .
e TLS11|TLS12
e TLS12

BT —ANBT IR TLS BIERER. Citrix Receiver AT LSRRI TF %R

o IE

o HH

o AT

[iliiEa TS

e TLS_RSA_WITH_AES_128 GCM_SHA256
e TLS_RSA WITH_AES_128 CBC_SHA

e TLS_RSA WITH_RC4_128 SHA

e TLS_RSA WITH_RC4 128 MD5
BUTESEE

e TLS_RSA WITH_AES_256_GCM_SHA384
e TLS_RSA_WITH_AES_128 GCM_SHA256
e TLS _RSA WITH_AES_256_CBC_SHA

e TLS_RSA WITH_3DES_EDE_CBC_SHA

AR
WMRBAT Require TLS for all connections (ESRFFAAIERAFER TLS) , AXZE StoreFront FIEBSESRIENIRER HTTPS ; DA
HTTP A&\ R ISR, FFETiA/E3h3E SSLVDA (XenDesktop F1 XenApp) .
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Receiver Desktop Lock

Aug 25,2016
LAPARESAMEmEFITZ AN, ATRAE A Receiver Desktop Lock, A FARIRAMER Desktop Viewer (22/EMH) , 8 , T
A HYAFBFR—HEM : Ctr+Alt+Del, B, REMETFESE.

Citrix Receiver Desktop Lock ZEMA T 3BT BN _EIE1T |, iZITEHEAT SSON (Single Sign-On) FECE T M AHIE ; T AR
NiEIE B k2 SSON #i+E#H, L{# /A Citrix Receiver Desktop Lock, 33F PNA#LA., FHEE| Receiver for Windows 4.2x g~
BHFAATH) Desktop Lock fRA,

PIETT /includeSSON #Rs% & Citrix Receiver for Windows, @A F adm/admx 3z4Fak cmndline 35&IR L E K i JEHN Single
Sign-On., BXEMEE , EERERMGSITREMELE Citrix Receiver,

Rig , LBEIR R G4MER citrixcom/downloads L3244t/ CitrixReceiverDesktopLock MSI %% Receiver Desktop Lock,
Citrix Receiver Desktop Lock fIZRZEER

e 7 Windows 7 (413% Embedded Edition) . Windows 7 Thin PC., Windows 8 1 Windows 8.1 &34,
o FAFRE IERR RIS (LAN) 235K (WAN),

ARy TR FFIIR)

Important

BRAMN BRI REAF AR EmIE |, FRIEDE MA R FIRR ORI AT T28E. AXRFMER , ES 5 XenApp M
XenDesktop FIEC & A AR FFjila) Al URL EE (6 .

{# /A Receiver Desktop Lock

o T Receiver Desktop Lock S5PAF Receiver for Windows ZhaELE&{E A :

e 3Dpro, Flash, USB, HDX Insight, Microsoft Lync 2013 ##FFNANHNY FAFE Fij3(R]

o (PRI, WERBERERFHIUE

WrFF Receiver Desktop Lock &G RIEREE TR IR IR T .

Flash EE M £ Windows 8 B F SiRAF A TFEAKRSE. Flash ££ Windows 7 4 F BRRE

Desktop Viewer £t Receiver Desktop Lock fift, , RAB“ER". “BRR”. “BAN F“BR BIHE.

Ctri+Alt+Del £ Viewer TEA Fa]A,

RZ Windows HREEGISEBENEFERIE , Windows+L [R4h, BXRFEMMER. , EZFPK Windows HRIBGZIBZTFELTE,
R MEERL Desktop Viewer $HTREEEIER , Ctri+F1 £fiA& Ctri+Alt+Del,

2% Receiver Desktop Lock

THERIEFEE L3 Receiver for Windows , RAME{#FH Receiver Desktop Lock BIREEINEE. BREMREEERNTE  ESHLLES
BEEIA5151T Receiver Desktop Lock HiR & 45 &1F .
1 EFRAEE RKFER,
2. EGSIRREN , BT THS ((UTREANF_E Citrix Receiver ¥0#E{E > Windows > Receiver SC#seHh)
Bian
CitrixReceiver.exe /includeSSON STOREO="DesktopStore;https://my. storefront.server/Citrix/MyStore/discovery;on;Desktop Store"
BRMSEHEE , B2 Receiver for Windows %3k ISR K& A in £ 172 ¥ ELE %23 Receiver for Windows,

3. FEREN R EME—X T |, MW CitrixReceiverDesktopLock.MSI,  Desktop Lock 1 S#3THF.  IRBBIRRFITHRME.
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4. RETHE , EFEHAAERE. WREFRHRE@AFLUEAASHESR , EE R Receiver Desktop Lock BIRIXEE

BERKZAAFEERRAFRE , HENEH Shel rEHER %% CitrixReceiverDesktopLock msi BT FRAIIK /. anRFHfaMibc ik
P BRTEEFNEIERE,

Ejz1T Receiver Desktop Lock RIgRE&% | B{E LA T 45417 : msiexec /i CitrixReceiverDesktopLock.msi /gn
BC& Receiver Desktop Lock

N E AL PR T —ME1T Receiver Desktop Lock A EEFUASE HEI A TRIANSR .

&£ Active Directory 5&# , BEIEF A EIAS A ARIRKE.

1 RN BT ETE Sk F~ECE Receiver Desktop Lock,

o TffR Receiveradmx (=% Receiveradml) #1 Receiver_usb.admx (adml) SXEEMEZIBE KRS (BHAT , RESHINE I TENERE 5" H
FRE> SR "> 2 HETEAR ADMX)™>“Citrix L4741 ) . .admx 3UHTF %Program Files%\Citrix\ICA
Client\Configuration\ &,

e USB EI&M - AEAEA USB REN , ARESBINTFABHEREEIUEE ; THEAFAXE. EMEEAaREs USB R&IFER
FPREFERZEE.

o M USB SRmEALN,
o fE“Citrix Receiver>“ITAZiEHER Fimi& & > B A USB iImfBiEH "+ , BRFAELEIMA USB i&&HHT USB R& R

o IRZHZFARET - 7£ Citrix Receiver>“TAREHER FiniRE"H , FAMFELE R Fuindkz)#s M 5k .

o EmNX - 72 Citrix Receiver>“EFHEHE Fimik & , BRFHELER FinZ Xk

ACERERIA5151T Receiver Desktop Lock KR &45&1F

1. BC& StoreFront,
1. % XML Service BCE h{F R DNS HubiHfigdr , PUFKER Kerberos .
2. BitE StoreFront ¥ A AT HTTPS Vija), AUEEIBIEPIMANMEZ KRS ZES , FHHEZHIA Web 3hRF RN HTTPS 48
*E.
. MRERBETEEERER (BHABH) .
. J2F3 Kerberos,
. JAF Kerberos F{§ AR BER I TEIE S HINIE.
. 7E IS BA Web b3 F R FREE & iR FHE %A Windows SHATRAIIE,
. BRAR 1IS BRIA Web 3h R RN ERE SSL H2ME & FumiEf.,
2. {F ARG BIRI G A BCE A PR & LA T AL SRR .
1. M %Program Files%\Citrix\ICA Client\Configuration\ § A\ Receiveradmx &4},
2. {FOR BIFSTRAEAR > 2 S TRAEAR (ADMX)">“Citrix ZB44”>“Citrix Receiver’>“Fl S HAIE",
3. BRERERS M.
4. [ERZAHA P2 RS,
3. &% Receiver Desktop Lock Z &7 , BLE AR
1. ¥ Delivery Controller i URL % 0%!] Windows Internet Explorer (B[ {5k m3 3R,
2. A desktop://AZAH4A B HRAE TR 55— AN AZAHEM) URL 7RANEY Internet Explorer Al{5uk mRFIak .,
3. J2F Internet Explorer PA{& FIAT{Eu4 S B B &R ThBE.

N o nnbhow

WA PE& _ERIET Receiver Desktop Lock B , £3&FIHIT— B RRERISIRRME . 20 , R EMEA Windows FREREIRRME
WERRBES , WAERAEE LN Windows ZEERSIRRIEZE A , A FAEIAMNZRE AR EER. SEAMIRA gL
T—8RE., X{UEMTEH Receiver Desktop Lock KA &% .

k% Receiver Desktop Lock
AR GRS T E 5 BN
1. {FA%RMACE Receiver Desktop Lock B ff AR Rk B R,
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2. {ERETA TS ESFEFH Windows ThEE :
o k% Citrix Receiver Desktop Lock,
o filii% Citrix Receiver,

¥ Windows RiER(LIHEETFIESVE
KZ ¥ Windows R EHMEREIEEASIE, NN ERNBENE BIRERE.

Windows

e Win+D - /MtEE LHWFAEERO.

o Alt+Tab - BRUESIMEA.

e Ctr+Alt+Delete - £/ Ctrl+F1 #0 Desktop Viewer T E#=,
Alt+Shift+Tab

Windows+Tab

Windows+Shift+Tab

Windows+ fT 4 £ #54

Windows 8

o Win+C -4TFF " HBLRIR4H.
o WintQ - & BEKIRM.
o Wint+H -2 B KIR4.
o Win+K -iX %" HBRIR4H.
o Win+l -RE"HBEKIRH.
o Win+Q - RN AFEF.
o WintW - R EKE.

e Win+F - R,

Windows 8 I FIfEfF

Win+Z - 2 v FAFE Fi%Em.

Win+. - i 2 F A ST 5F.

Win+Shift+. - i FIFEF A 3155
Ctri+Tab - fEFRX SR FRFEFF i S8 iE %,
Alt+F4 - KA FAFERF.

e}

o Win+D -#TFF£M.
o Win+, - N & H,
e Win+B - R [E| &=,

Hth

o Win+U - T RMERRE LY.

e Ctr+Esc - BahRE.

e Win+Enter - 3TFF Windows #H&k A .

o WintX - THAZLARERH.

e Win+PrintScrn - B2 FRARIBIHREFE B R,
e Win+Tab - }TFFYI#513K.

o Win+T - ST APITHMEN.
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