BB KR KE]

Jan 18,2017
The following issues are fixed in XenMobile 10.4. Fixed Upgrade Tool issues appear under the heading "XenMobile Upgrade
Tool 104" at the end of this article.

Note: As of the release of version 10.4, Worx Mobile Apps are renamed to XenMobile Apps. Most of the individual
XenMobile Apps are renamed as well. For details, see About XenMobile Apps.

When you try to add a public app store app for Windows Phone, when you enter a URL from the Microsoft store, the
upload fails. [CXM-13468]

For some configurations, after upgrading from XenMobile 9 to 10.3.6, devices that were previously enrolled in XenMobile 9
cannot open installed apps or download new apps fromthe WorxStore. Apps also disappear from Worx Home and users
can't access the WorxStore. [CXM-13708]

When you create a WiFi device policy with a defined WiFi password that includes special characters, such as a less than
symbol (<), greater than symbol (>) or an ampersand (&), users are prompted to enter their WiFi password. [CXM-13717]

When you try to upload an iOS enterprise app, an "icon not found" error appears when the icon size exceeds 1,000 KB.
[CXM-13729]

If clustering is enabled and a device wipe is sent to a disconnected device, the device is wiped when it reconnects, as
expected. However, if the device re-enrolls or connects to a different cluster node, XenMobile wipes the device again.
[CXM-13793]

The shared devices enroller permission is enabled by default for the Admin RBAC role in XenMobile Service (cloud)
deployments. As a result, all devices belonging to users with the Admin role enroll as shared devices. [CXM-15203]

When you configure client certificate authentication and the Require Server Name Indication option is enabled on the CA
server, enrolliment fails. [CXM-15312]

When searching for Google Play Store apps fromthe XenMobile console, the search does not return apps based on the
Android operating system on the registered device. For examples, apps that require a minimum operating system of 4.4 do
not appear in the results. [CXM-15653]

When you create a local user assigned to a local group and when the local user tries to enroll using a Windows 10 device,
enrollment fails. [CXM-16895]

When you create a Citrix Launcher policy, users can enroll an Android device, but if you change a policy setting, they cannot
exit Citrix with the password you set in the policy. As a workaround, you need to reinsert the password in the policy settings
and update the policy. [CXM-17157]

When you disable the Enable ShareFile option in XenMobile, in Secure Mail for Android, users cannot access any
attachment type. [CXM-17887]

When you update from XenMobile 10.3.6 with Rolling Patch 1 to XenMobile 10.4, license types of permanent expire with an
error message. [CXM-17900]

When you update from XenMobile 10.3.6 to XenMobile 10.4, even though the license of permanent type is still valid, an
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expired license error message appears. [CXM-17987]

If you manually enter a URL fora Windows public store app and the URL is not from a US. store, the XenMobile console
displays an error. When you use the US. store app URL, the upload is successful. [CXM-18013]

When users receive one-time password invitations for IMEI binding (username and password) and SMTP and SMS
notifications, the first profile installs successfully and the second profile installation fails with the error message "Profile
Installation Fails. A connection to the server could not be established." On iPhone 6 and iPhone 6 Plus devices, there is an
IMEI number and MEID number and the one-time password binds to the MEID number instead of the IMEI number. You
canreplace the IMEI number with the iPhone's Unique Device Identifier (UDID) or use a regular phone number. [#606162]

Attempts to download a Certificate Signing Request (CSR) from Internet Explorer and Firefox web browsers fail with the
error "The Webpage cannot be displayed." Downloading the CSR fromthe Chrome web browser works. [#609552]

If you log on to the XenMobile console, navigate to Analyze > Reporting and then click Inactive Devices, a blank page
appears instead of downloading the file. [#609649]

The XenMobile NetScaler Connector doesn't obtain the Samsung 5.x devices from a sync with ActiveSync. [#613522]

When you create a WiFi device policy for Android with an authentication type of 802.1x EAP, the Password field is no longer
mandatory. [#614932]

This fix addresses a security vulnerability. For more information, see security

bulletin http://support.citrix.com/article/CTX207824.

Note: For this security fix to work, a second reboot of the XenMobile server is required for the fix to take effect.
[#624347]

You cannot currently locate your Android ID by entering *#*#8255#*#* on your phone, as instructed on the
XenMobile Settings > Google Play Credentials page. Use a device ID app fromthe Google Play store to look up your
device ID. [#633854]

Windows Phone enrollment sometimes fails to start Worx Home. [#633884]
Disabled HDX apps do not enumerate in the Worx Store. [#634110]
The XenMobile server shows incorrect user data in the log file. [#636754]

After updating from XenMobile 10.3.1 to 10.3.6, the file type and destination folder in the Files policy properties doesn't
display correctly in the XenMobile console. [#640334]

VPP token max length text box is 256 characters. [#640692]
Windows Phone users can't enroll a device with a sAMAccount. [#640847]

After removing enrolled users from the ShareFile control subsystem, the enrolled users might appear in the user audit log file
of the XenMobile console. [#641342]

After upgrading from XenMobile Server 10.1 to 10.3.x, clicking https://<enrollFQDN>/zdm/enrollmdm.html, the iOS platform
is not listed as a platformselection. [#641771]

When you enrolla Worx Home for iOS device, the MDM enrollment might be successful but MAM registration fails.
[#644892]
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Deletion of nested groups is never reflected. [#647557]

If Manage > Enrollment has more than 2,000 entries, after you click Export the page goes blank and the report isn't
generated. [#647855]

XenMobile administrators attempting to access the XenMobile console might be directed to the XenMobile Self-Help
portal instead. This can happen when XenMobile administrator groups are created with role-based control access and a
group is moved from one Active Directory OU to another. [#647987]

Uploading iOS app fails with error - Uploaded mobile app is invalid. Application icon was not found.[#649574]
XenMobile server might become unresponsive with an Out of Memory error. [#650490]

Device wipe issues because of clustered messaging. [#650555]

When configuring a VPN device policy, you can't specify a port number. [#650972]

After upgrading XenMobile server with clustering enabled, several deadlocks might occur. The server might become
unresponsive. [#651122]

The XenMobile console doesn't include Serial Number details while prompting you to confirm device deletion. [#651185]

SSO Account Policy on XenMobile server 10.3.6 does not work as expected. Users keep getting prompted for password.
[#651860]

Cannot disable iPad app association on XenMobile 10.3.6 for VPP applications.[#652280]

If you delete a delivery group from a device policy, XenMobile doesn't save the change and the delivery group remains
assigned to the policy. [#652321]

SSO account unable to save short FQDN. [#652704]

When a user removes Device Admin rights from their Android device, XenMobile changes the state of both MDX and MAM
enrolled devices to "Orange/unmanaged" and the user doesn't have access to any MDX apps. The MAM state should
remain as "Green/managed". [#655180]

XenMobile 7+ T A 10.4

If the device setting in XenMobile 9.0 for maximum or minimum operating systemiis set to 10 or above and for excluded
devices for MDX and enterprise apps, after upgrading, the rule does not migrate properly. Apps that should appear do not
and apps that should not appear do. [#603412]

If Microsoft SQL serveris configured as case-sensitive, an upgrade fails if the table "Id_Generator" is specified as
"id_generator". [#623300]

After upgrading from XenMobile 9 to XenMobile 10, the Personal Hotspot policy value type is Boolean instead of string.
[#633337]

If an Active Directory group name contains the "@" character, an upgrade fails. [#633718]

If your Device Manager 9.0 server is set up using Local PostgreSQL and you use localhost as a reference for the database
server, an upgrade will fail. To work around this, edit ew-config.properties on the Device Manager 9.0 server and replace all
localhost references with the IP address of the Device Manager database server, then continue with the Upgrade pre-
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requisites. [#635023]

In XenMobile 9.0, when you define the Users organizational unit (OU)in the LDAP connection parameters, after you
upgrade to XenMobile 10, the full root context is not appended to users organizational unit. For example, OU=MDMUsers,
OU=SALES should be OU=MDMUsers, OU=SALES, DC=citrite, DC=com. As a result, you need to make the update manually
in XenMobile 10. [#635981]

During an upgrade, when uploading the support bundle, the error "MAM set up failed, see the logs for details" appears and
the Upgrade Tool retains corrupted MAM data. [#638062]

If an Active Directory group name contains the "." character, a role migrated as a delivery group loses its group association.
[#647590]

If the web proxy setting in App Controller includes the "\" character, XenMobile 10.1 server can't start and the message
"Starting main app..." appears as the server continues to reboot. [#647919]

After an upgrade from XenMobile 9 to XenMobile 10, paid VPP apps do not install from the XenMobile (Worx) Store unless
the app configuration requires installation. [#668102]

In a cross-domain authentication configuration, after an upgrade to XenMobile 10.3.6, devices that were previously enrolled
in XenMobile 9 can't open installed apps or download new apps fromthe Worx (XenMobile) Store or access the Store.
[CXM-13708]

After an upgrade from XenMobile 9 to XenMobile 10, installed public store apps appear as unsubscribed in the XenMobile
(Worx) Store. [CXM-17936]

If the database connection URL is localhost, you no longer must modify ew-config.properties.

If you have RBAC roles configured with access restricted to LDAP and Active Directory or any child, after upgrading, when
you log on to the XenMobile console as an administrator, the same settings are not selected.
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T2 XenMobile 10.4 2 &nia1HE.,

BLE Citrix Launcher B, (U — RGN ERMER. SRR TIAZIER, [CXM-13413]
BN , BPEEHEM Android B&E , REATRESEIMNITIERMEERR. [CXM-13716]

WRAE XenMobile 15l AP RRE T AKKIBFER , ZEEHE XenMobie 104 2 /& , % Secure Hub BIEE] Windows 10 A%
RS, AATOEE B ARV, [CXM-16516]

{# 3 Citrix Launcher B} , 7£ MDM #3XF , FB$TFF XenMobile Store B, BIMEE S H x4 2237 & e | 3% Store
PIEZGANSEZRHITH. [CXM-17097]

Citrix Launcher TTEMWEA BELEBRRS & FTHRAFRIERE F. [(XM-17159]

£ Internet Explore 11 %3225 _E{# F XenMobile 3% &8 , JLARMFH LDAP BCE. [CXM-18324]
XenMobile 2k T B 10.4

IR SR (A

FHikJa , syslog % FECE¥IEAR1TISE] XenMobile fR%25. [#558539]

BB PRFISKIMACEE 101 P25 A. EIt , M XenMobile 9 F+&Z| XenMobile 10.4 J& , XenMobile 10.4 FoiEREE AN IR KRR
RRENERER| Windows 10 F4., {BR , 215R7E XenMobile 104 FEFHRFRIRINE , KB AMINEE. [#608541]

3R XenMobile 9 R FREMFE gpsstats.apk AW AFER , F2&ZE] XenMobile 10.4 ATREA KK, [CXM-17992]

M XenMobile 9 F#kZ| XenMobile 104 f5 , Windows & &4t MDM #{A 2 MAM+MDM #£3 ; th4h , XenMobile
Store A&FTIF. fRRINER , B AEFIEMTIRMIRE. [CXM-18532]

Google Play v #2FF

MR EFEERAT Android 1 &) Google Play N FRFEFF REGARIAR , E8/5 , BUAEIARA BIR7E XenMobile #FHIG+.  E/A
MEFTRENARFRSATREE BB RILE R, [#557996]

SQL Server

WR{EFH PostgreSQL #EE , MAM BEEA KB IEEFIEM. EfRRIEE | 5 XenMobile FIFFZELE | 7K
EMEMARS R, [#632831]

RBAC
F4kfa RBAC B HIT a3 -

o MRAETHREEERAE , WM TEEFHBENR. FAEKE , REEHF=THUR - RBAC, FMARAEE,
o IRBIBRTEENBEERRAE , MBI FTREFAEXIFHR. FRE , FEEPEMIFAIRIRE. ZffRitR
B EEAREREIIFPR. [#569350 , #569395 , #569423]

Citrix Secure Hub #0 Citrix Store
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M XenMobile 9 F4%%) XenMobile 10.4 Z#T , 215 WorStore AHEELAHK , NIBHTIEM K Worx Home #1 Worx
Store Rf&HIAM, MRTTEN , EFEATE S AREEIAMARE (RRARE) . BXBERIERIITEEEE |
BFERIE LRSS, [#619458]

TEM XenMobile 9.0 F#k%| XenMobile 104 , 3# LDAP &I A FEZ AKX E 5 sAMAccountName f5 , (/X MAM &%
B P TCIATE Citrix Secure Hub RHUTESMIIE. [#628233]

Android for Work

FHRSE |, B3 SAML S4EIFEF Android for Work ¥4 , 5 SAMLIEBHY &4 H pem , T XenMobile FREBRSA
RSy RAES. [#631795]

BAFRICALE | R XenMobile ABFIERK SAMLIES , 20 F AR

1. A XenMobile 9 App Controller A SHH#HFLEAR SAMLIES (AppControllerexample.com), ZIEHA PEM &&=, ¥ B4 A
pem,

2.{ M openss| f3 4 £ T PEM XA —A PEX 30 -
openssl pkes12 -export -out certificate.pfx -in certificate.pem
3.% PFX XS \ZF XenMobile 10.3 FR{EA SAML B4 .

4. )\ XenMobile 104 F St REFLERK SAMLIES |, REHHE _EHEF Android for Work 35,
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Nov 29, 2016
FRIEIFERZE R XenMobile Z2{K R LEMF ) XenMobile LA AEE AR S BN AR FEEERNEMZ £,
XenMobile fIZBHAAESRT | WMELAEXS A REALZ EMEE. Hla0 , NREFER RBRFHA FET X% N B FRERET
AR | 3B FEIRERA P IERAHEAR R LR, FEHENT , TEEBE XenMobile #1 NetScaler Gateway., XenMobile
BT &N AfREFMIRE , T NetScaler Gateway {# 3 P AT BUEHERR I .

EBZE XenMobile R4 : AJPAERZE XenMobile AR AR P AT A TOEHER N BB R4S ) IR -

o EFEFINEIMLE ., MREHMA TR, e RAER VPN 3% Micro VPN &8t NetScaler Gateway #TiE#e , A
VIla) BB MEE R AN FRAR FF AN SR

o XEFM. FAFEIBALE XenMobile FiEMHEINRE , XH—kK , L{EATLLTE XenMobile #5H) & F BT E#ER WA TIRHIR
#.

e Web, SaaS Mz HFERF. BT XenMobile #@id Secure Hub ijja)E Web, SaaS Fi%shi FAFERF.

e HT Windows N AfEFFMEilam. AT PUSIT Citrix Receiver B Web %283t T1%E3E , DAM StoreFront ¢ Web
Interface Vla] T Windows BN FFE AN EHAS M.

EIE AL IThEE |, Citrix BIERATIRFEEE XenMobile £H4 :

e NetScaler Gateway, BJRAFRAIREACE R S7E NetScaler Gateway FECEIRE , PASKINS XenMobile, StoreFront =
Web Interface fi#15. 7 NetScaler Gateway F{F FIRRECE @ S8 , PM4AE% XenMobile, StoreFront gf Web
Interface , ARESHEIB(E.

e XenMobile, %I XenMobile j7 , ATRAZE XenMobile =% & ECE KEEFNRE , AAVA FEMEB RS, ST
BRIV AR, Web AR Saas N FFE/F. #3N FAFEF 7] LE$E Apple App Store 8 Google Play # L FiF2
F. FPEEBUEESAET MDX Toolkit 3T/ 3F EEE 6] & g sh i FFEFF,

e MDXToolkit, MDX Toolkit A]& 2T AL RHLAT AR IMIZNFE SN FAFEFF , $20 XenMobile NV BF2fF. T8
N FFEFFfa , ATRAME A XenMobile 1% & ¥ FAFE FF 7R INZ) XenMobile FRIE R EEBURIELE . AT RURIIN A2 F
%50, MATERIENARFHBERNZSE. ESMXT MDX Toolit,

e StoreFront (7[i%) . WAL ZERE Receiver )\ StoreFront 234 ET Windows IR FFE A KA 52 E AT [AIAUR .

e ShareFile Enterprise (RJi%) . 2NREPZE ShareFile , &I UEE XenMobile fEANVER&EREL , XenMobile B{ER R RS
FEEAMCIES (SAML) MR MHARRF. XA ShareFile FLE SHMREFREFHIFAMEE | 1§29 ShareFile SHFuhr.

XenMobile BT XenMobile 5H| & RS S EIRUR N AR FEIENERBRAER. HEH /4 XenMobile iE KIS %
K ZLEM,

EAEF=HIES | Citrix BICRARERETE XenMobile iR AER , DSIRATY BMENRSHTRBEN. W, FIA
NetScaler SSL Offload ThEER] At —HFE1K XenMobile AR F2380tazk , FHEMAENRE. BRUMTEITLE NetScaler LAECER
AN R 1P HSKEE XenMobile 10.x BEERVEMSE | WSS HREE,

B XA R KR S EBERLE XenMobile 10 Enterprise Edition KVER(SE (AIEERRLEME) |, ESH XenMobile 7 K
Stam.

TEABIANBRBAT XenMobile BBEKRESEARLEN, BRSEARLEME , 8555 (XenMobile BBEFH) XFE
RATAMMENS BARREMIERT MENSEBERRLEMN. BXRTERASIE , FSRRAZK.

BaEhEEHE (MDM) $5

XenMobile MDM Edition 3£45&RF i0S. Android, Amazon #1 Windows Phone #ahX & RIEIRINEE (3FS ¥ XenMobile
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FIHFRRETA) o MRETRAER XenMobile i) MDM ZhgE , 7E1E MDM T #3%& XenMobile, #ign , BEEET
MDM EHR TR AR &R B R RME . MARERF , URKRARRTER , FFEREBIERE LI THRIFRE (BIINEER
%) .

FEENAHERIG | XenMobile fR$-884F DMZ o |, aJ3E NetScaler (T8 , &k XenMobile $24LERSMORTF.
BN AREFEE (MAM) $85X

MAM X FF iOS 1 Android %% , {BR3Z3#F Windows Phone &% (54 XenMobile FZFFHEETFA) . MREITRIRE
F3 XenMobile i) MAM THEEM A ERIFZZ 31T MDM j:fft |, iE7E MDM #E FEBZE XenMobile (XFRAX MAM #8xX) . 4l
M, FE BYO ik & RPN ARRFMNMIE ; SRS AR EeBaE N AR FMEREKE. ®ER

BEVEST MDM EA#.

FEMFEREALELT | XenMobile fj 55255 NetScaler Gateway {u Tl , J5# 7 XenMobile 52 fEERSMIERT.
MDM+MAM #&5%,

BEH{E A MDM 1 MAM #£X BT LA i0S. Android 1 Windows Phone 1@ {74z FfE F AR EIE AR BINREEE (S
% XenMobile 3B EFE) o MRETLHIER XenMobile i) MDM+MAM ZHEE , B4 ENT (k) #EATHE
XenMobile, #ian , FEET MDM EERMIVIABRAESE ; FEMMEB RS KRBV BEFURKEFER™ER , FEEBER
W, FEEFERMEWEN BRI eS80 N AR FAERRE & AR,

ERWHEIEIERIS | XenMobile R85/ TF DMZ &, NetScaler Gateway {7 T #73 , J5& 4 XenMobile 12 #tZRSMEG{FI.

XenMobile ZEPIRBMILR T - H—FHERE S 2K XenMobile RS- EFENTIML T , MIERELE DMZ ., MRENTL
RIEER AR MR R ENEER) DMZ | EERIERE. fEEET , BT XenMobile JRFFAFE DMZ &, Fl , BAH
EAENERE K3 L3 TF s A BIA] 72 A DMZ 58] SQL Server F0 PKI AR S5-25.
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Ao ESKANFS M

Feb 13,2017

BRHEMBRMFRMEER  FSRUATIE

e XenMobile FER M
o XFHERHZTA

o up[]EsK

o TJY M

o FA]

e FIPS 140-2 &34
o EEXHF

Eiz17 XenMobile 104 , FE#HEU T RIEARGEK :

o DUTFHA—F:

e XenServer (TIFMARA : 65x 8, 7.0) ; BREMEE |, iHS 5 XenServer

o VMware (ZIFRIARAS : ESXi5.5 8K ESXi6.0) ; HX¥EMEE , B2 VMware,

e Hyper-V (FFHARZA : Windows Server 2008 R2, Windows Server 2012 g% Windows Server 2012 R2) ; Fxi¥4l{5
B, i5£H Hyper-V

XUAZAL IR 25

4 A EE CPU

8 GB RAM

50 GB #if#% 75 8]

XenMobile 10.4 x lRAZSR{F A Citrix o AERRS-28 11.12.1 B E ShiA,
NetScaler Gateway RErEK

F1£ XenMobile 10.4 #3547 NetScaler Gateway , EEHE U TRERLEER :
o DUFHAP—7H :
e XenServer (ZIFMERAS : 6.58( 7.0)
e VMWare (XIFAGRRAS : ESXi4.1, ESXi5.1, ESXi5.5, ESXi6.0)
e Hyper-V (ZHHIMRZA : Windows Server 2008 R2, Windows Server 2012 g Windows Server 2012 R2)
o BRI CPU
e 2 GB RAM
o 20 GB Hi# =R

BIREES Active Directory {5 , XEEFERARSK . KREAFTEIMEZEBIR.
XenMobile 10.4 B¥03E EESK
XenMobile FEFANTHIREZ— :

e Microsoft SQL Server

XenMobile & FE X FFE T2 IR A — 51T Microsoft SQL Server #3EFE (B % Microsoft SQL Server ¥k
BERVEMEE , ESH Microsoft SQL Server)

Microsoft SQL Server 2016
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Microsoft SQL Server 2014
Microsoft SQL Server 2012
Microsoft SQL Server 2008 R2
Microsoft SQL Server 2008

XenMobile 10.4 FF SQL AlwaysOn B] FIE£EFN SQL FEE DASCIISGE FE =] At
Citrix ZGEF2E A Microsoft SQL,

R H{REFE XenMobile L{EFAK SQL Server ik A A DBcreator AR, A X SQL Server RSk FHEL
=2, 7S Microsoft Developer Network s ERIDUF TR (XE4EHE5M A X SQL Server 2014 s E., RE(E
PR HARRA , 35 M Other Versions (HABARAS) 3R IEFRS BRRA)

Server Configuration - Service Accounts (FRE#ECE - IREIK )
Configure Windows Service Accounts and Permissions (BL& Windows AR &K AR )
Server-Level fa €8,
e PostgreSQL
PostgreSQL M 7E XenMobile #, #ZEAPAFEA SRR FERE.
AE : F1E XenMobile [RA#FSZ#5&E BT Windows ) Remote PostgreSQL 9.5.2 1 9.3.11 , {EFFELAFERH :
- % XFF 300 MRF
XPTF AL 300 MEFHIELL , AIEANERERER SQL Server,
- RIFFRE
StoreFront &M

StoreFront 3.6

StoreFront 3.5

StoreFront 3.0

StoreFront 2.6

Web Interface 5.4

XenApp #1 XenDesktop 7.9
XenApp #1 XenDesktop 7.8
XenApp #1 XenDesktop 7.7
XenApp #1 XenDesktop 7.6
XenApp #1 XenDesktop 7.5
XenApp 6.5

XenMobile 10.4 BHBE RS 28 E5Kk
XenMobile 104 Z3FPATFHBERR S 28 -

e Exchange 2016
e Exchange 2013
e Exchange 2010
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RERF MY AREFFEEBS XenMobile 1815 , BEAM JEFITIFERA. TRIM T OETIFIRA.

Opening Ports for NetScaler Gateway and XenMobile
to Manage Apps

You must open the following ports to allow user connections from Citrix Secure Hub, Citrix Receiver, and the NetScaler
Gateway Plug-in through NetScaler Gateway to XenMobile, StoreFront, XenDesktop, the XenMobile NetScaler Connector,
and to other internal network resources, such as intranet websites. For more information about NetScaler Gateway, see
Configuration Settings for your XenMobile Environment in the NetScaler Gateway documentation. For more information
about NetScaler-owned IP address, such as the NetScaler IP (NSIP) virtual server IP (VIP), and subnet IP (SNIP) addresses,
see How a NetScaler Communicates with Clients and Servers in the NetScaler documentation.

TCP Description Source Destination

port

21or22 | Usedto send support bundles to an FTP or XenMobile FTP or SCP server
SCP server.

53 (TCP | Used for DNS connections. NetScaler Gateway DNS server

and _

UDP) XenMobile

80 NetScaler Gateway passes the VPN NetScaler Gateway Intranet websites

connection to the internal network resource
through the second firewall. This typically
occurs if users log on with the NetScaler
Gateway Plug-in.

80 or XML and Secure Ticket Authority (STA) port StoreFront and Web XenDesktop or XenApp
8080 used for enumeration, ticketing, and Interface XML network
authentication. traffic
443 Citrix recommends using port 443. NetScaler Gateway STA
123 Used for Network Time Protocol (NTP) NetScaler Gateway NTP server
(TCP services. .
and XenMobile
UDP)
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http://docs.citrix.com/zh-cn/netscaler-gateway/11-1/config-xenmobile-wizard.html
http://docs.citrix.com/zh-cn/netscaler/11-1/getting-started-with-netscaler/communicate-with-clients-servers.html

389 Used forinsecure LDAP connections. NetScaler Gateway LDAP authentication server
. or Microsoft Active
XenMobile Directory
443 Used for connections to StoreFront from Internet NetScaler Gateway
Citrix Receiver or Receiver for Web to XenApp
and XenDesktop.
Used for connections to XenMobile for web, Internet NetScaler Gateway
mobile, and Saa$S app delivery.
Used for general device communication to XenMobile XenMobile
XenMobile server
Used for connections from mobile devices to Internet XenMobile
XenMobile for enrollment.
Used for connections from XenMobile to XenMobile XenMobile NetScaler
XenMobile NetScaler Connector. Connector
Used for connections from XenMobile XenMobile NetScaler XenMobile
NetScaler Connectorto XenMobile. Connector
Used for Callback URL in deployments without | XenMobile NetScaler Gateway
certificate authentication.
514 Used for connections between XenMobile and | XenMobile Syslog server
a syslog server.
636 Used for secure LDAP connections. NetScaler Gateway LDAP authentication server
or Active Directory
XenMobile
1494 Used for ICA connections to Windows-based NetScaler Gateway XenApp or XenDesktop
applications in the internal network. Citrix
recommends keeping this port open.
1812 Used for RADIUS connections. NetScaler Gateway RADIUS authentication
server
2598 Used for connections to Windows-based NetScaler Gateway XenApp or XenDesktop
https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.12




applications in the internal network using
session reliability. Citrix recommends keeping
this port open.

3268 Used for Microsoft Global Catalog insecure
LDAP connections.

NetScaler Gateway

XenMobile

LDAP authentication server
or Active Directory

3269 Used for Microsoft Global Catalog secure NetScaler Gateway LDAP authentication server
LDAP connections. or Active Directory
XenMobile
9080 Used for HTTP traffic between NetScalerand | NetScaler XenMobile NetScaler
the XenMobile NetScaler Connector. Connector
9443 Used for HTTPS traffic between NetScaler NetScaler XenMobile NetScaler
and the XenMobile NetScaler Connector. Connector
45000 Used for communication between two XenMobile XenMobile
XenMobile VMs when deployed in a cluster.
80
8443 Used for enrollment, XenMobile Store and XenMobile XenMobile
mobile app management (MAM).
NetScaler Gateway
Devices
Internet
4443 Used for accessing the XenMobile console by Access point (browser) XenMobile
an administrator through the browser.
Used for downloading logs and support XenMobile XenMobile
bundles for all XenMobile cluster nodes from
one node.
27000 Default port used for accessing the external XenMobile Citrix License Server
Citrix License Server
7279 Default port used for checking Citrix licenses XenMobile Citrix Vendor Daemon
inand out.

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.13




FTFF XenMobile i A AEIEE &
WSTFTFFL T S8 LA XenMobile ZERI4&E i@ 1=,

TCP i
A

25

80 #
443

80 zk
443

389

443

1433

2195

https://docs.citrix.com

A /e

AT XenMobile BAIARSHI SMTP ¥5[0. ZN%E  XenMobile
SMTP BR$-ZEREARO |, BRI XEAS
FRIEZimE .

5 Apple iTunes App Store XenMobile
(ax.itunes.apple.com), Google Play (&g

80) B¢ Windows Phone N/ FfJE@ iV

FAfEEE. ATET 0S _ER Citrix Mobile

Self-Serve, &R Android i) Secure Hub 2k3&

AT Windows Phone f{] Secure Hub ML AR

JERMN AR,

AT XenMobile 5 Nexmo SMS Notification XenMobile
Relay 2z [BIFQH v,

FATIEL4 LDAP %, XenMobile

T Android #1 Windows Mobile f3EMFIAIE  Internet
T,

AT Android #0 Windows & %. XenMobile
Web Z#I|4 5 MDM IZFE 58 Fim i A A0
RIERE,

AR T ETREIEERSAJER (1) . XenMobile

FAT Apple #XXBANARS (APNs) XenMobile
gateway.push.apple.com g uhiERE |, EHTF
i0S & & 1B ENFIR % SRIEHEX .

ER LAN £ WiFi

© 1999-2017 Citrix Systems, Inc. All rights reserved.

B#x

SMTP fR%52%

Apple iTunes App
Store (ax.itunes.apple.com
F1 *.mzstatic.com)

Apple Volume Purchase
Program
(vpp.itunes.apple.com)

*+F Windows Phone :
login.live.com 0
*.notify.windows.com

Google Play
(play.google.com)

Nexmo SMS Relay g% 28

LDAP SAKUE RS- 258K
Active Directory

XenMobile

SQL Server

Internet ({FA/A IP #iik
17.0.0.0/8 B APNs F4]1,)
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2196 AT feedback push.apple.com f] APNs g
i, BAT I0S REE MRS R HEE,

5223 BT M Wi-Fi B4& i i0S 1R &2 WiFi ®4& £ i0S 7%
* push.apple.com ] APNs B uiEs#,

8081 RATREE MDM A 3THFR AN AR EREIFE Fin

BiE, EAK 8081,

8443 AT i0S #1 Windows Phone & %&£}, Internet

BRI S &R AR O 25K

LAN F0 WiFi

Internet ({EFE/AF IP it
17.0.0.0/8 B APNs F#]1,)

Internet , 3+ RN
BfEFBE ((LERT
Android 1 Windows)

XenMobile

st O BCE AT Af{R M Secure Hub for Android 10.2 F1 10.3 RR3ZEHER Android &858 MINEZBMZR /18] Citrix Bsh A TR S
(ADS)., TEBIT ADS IRIHEMREF BB AR ADS FEEEFE,

EE : ADS I AIRENER T EMAIERS S, FEXFMERLT , AAF ADS iE &G IR 5.

Xt f2 P B ETNRERMEB R P AT T TR -

o % XenMobile fg552340 NetScaler iE$5. IEBHIMEMIAA PEM , FHMREAFUES , MIEREA.
o EXR Citrix SAIHIHEKEAEBREEYRE. EERET  RESTSRERMIES,

FHONEPE E BHNEEE KR & J0iEiEE| ADS , REHEIM. XHEATHERFNETEE BT IEAERPIEIR &R K
Secure Hub 8] A, Secure Hub ANJFMTTiAIAIR] ADS HIi&%&. At , FERFMLEFTFH ADS ilRIThEEST AR & EMIEEE

£

FEAF(R) Secure Hub 10.2 for Android f) ADS , 30T FQDN F0 IP ik TFrim O 443 -

FQDN

discovery.mdm.zenprise.com

https://docs.citrix.com

IP 3tht

54.225.219.53

54.243.185.79

107.22.184.230

107.20.173.245

184.72.219.144
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184.73.241.73

54.243.233.48

204.236.239.233

107.20.198.193
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Ay MR RE

Nov 29, 2016
gy & XenMobile ERtLEMTEREINAEREFACE XenMobile AHREEEER. AAERES XN REIAM
XenMobile 10.4 fMVERZE M RTY RIEMEAVEIE , AR RANAH X LB0 B R MEAEM AT R T HEREEMEK,

AL NI ®RE (RIEESETEMNRE) RNERMEEEIEENEN AEE XY R,

o I RME ATERRE T IEMMBR KR EEN.
o EREFFE AN RETTUEFERTIBBMRRAER,

A HBIRIRE STIARSEE M 10,000 MEEE 60,000 MERHERZEHIMR., NP R eNEREREMIIERE.
B #B27E XenMobile Enterprise Edition _E52AK,

MRXFEAT NetScaler Gateway 7500 (4+Xf& % 10,000 MEZHIEDE) 1 NetScaler Gateway 5550 (4fX¢A#id 10,000
MERMEE) . MITEGHEMSES A EM NetScaler BRI BN E SN B,

WRICET Al REMRLER

Ty Rt &% 60,000 5R%E

BRER WA A FREMERRSR /IR Z 7,500 BIRE

(= NetScaler Gateway MPX 7500, MPX 5550
XenMobile Enterprise Edition XenMobile fR%5-25 5 T REtE
BURE Microsoft SQL Server 4MNER¥IE &

MER (IREXFHRENREFICE)

R T SR EB RSB ENE AR EN AP RENRHER.

REWE 10,000 30,000 45000 60,000
B/ \NIARENEFEEER | 833 3,750 5,625 7,500
XenMobile fg %528 - 154 LAV HE FiE 3 Fiza 3
XenMobile fR%5-2% - B NEFA 3 4 5

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.17




N7z =12 GB W77 = 16 GB
= 24 GB RAM =24 GB RAM
- i RAM RAM ks e
XenMobile - 1
Mo - BESRE vCPU=8 vCPU=8
vCPU=4 vCPU=6
N7z = 8 GB 77 = 16 GB
=16 GB RAM =16 GB RAM
RAM RAM N P
Acti .
ctive Directory VCPU =4 VCPU = 4
vCPU=4 vCPU=4
N1z =32GB N1z =32GB N7Z = 48 GB RAM N7Z = 48 GB RAM
Microsoft SQL Server RAM RAM
?EE SNEBER VCPU=4 (84 4 VvCPU=4 (814
VvCPU= 16 vCPU= 12 #%) #%)

XFFAA 45000 MEFKEE , SQL Server LT FRERLE TAEAFRBOEMNEY 2,000 4>, 3FFAH 60,000 MEEFHKHE , SQL

Server & VAEERLE THELFZHOEME] 3,000 4>, (B RLE SQL Server HLZFE TELAFBRBHMEE |, 18514 Microsoft X&E

Configure the max worker threads Server Configuration Option (L& “BR K L/ELFEEU RS- 2SACE1EM) . )
Ay ML E

XEERIGILE T 15 A SR BT AR BC B S A

Active Directory FiL.& S RNECE XU

Users 100,000

f 200,000

RERH

XenMobile fE%23ACE fSt 4 g R/

R 20 20

N ey 270 50

NI AR 200 0

https://docs.citrix.com
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MDX 50 30
Web & SaaS (Web #1 Saas) 20 20
BAE 50
oA 20
FAITAR) Active Directory 2%k 10
SQL
BRI 1

WA EHENN AR FIE3)
LAY RMEARERE P I MR &1 8 /N R R BN E R BE 1 SR SR 2R

MR T BRI AR , EXENEE , BT HTEMERNREREMERMRLRM , XenMobile RFEHFTRFR
AZRREBEAST—RIEN. EREEMEXIRET  REERARBSFREHERLE I0S W& , AMEAE XenMobile f§
Fam R LR,

XEEMRIES{E BT 50% i i0S ®£-F0 50% B Android 1%
XL E BHTE FHEREM Android &334 T PABTI GCM T840,
1E 8 /INFRGIMAE B[R] [E]FR N , R4 T AN RFEFFHRIES)

o Secure Hub ¥TFF 7 — IR AFIZSR BN N FFE /5

e ITFFT 24 SAML Web N Fif2F

e TEHT 4 4 MAM N 2R

o AT 14 STA DAL Secure Mail {#

e 240 Y STA EIEWIF , 5N EIT Micro VPN f{ Secure Mail EFNEESHHIT— KK,

S EARREEM

AR BN E BB RS R RLEM |, 7§57 Reference Architecture for On-Premises Deployments (3&F
FAMEFZR S KR RLEM) FH“Core MAM+MDM Reference Architecture” (3> MAM+MDM £33k R 4EH]) .

St 05 A AN PR 1)
ZERAFHATY RENNRERNEEEUATREA
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o K[z Windows 4.

o 413 i0S F0 Android &&MNR T S HEXX ThAE.
o G/ XenMobile fR$-25T miEx £ RIE3ZHF 10,000 ™M&E %,

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.20



)
Nov 29, 2016

XenMobile #1 NetScaler Gateway FZEFANIE. B XEREGhRAH 7] FIEY XenMobile THEEI#IER , S [HIt PDF,

A% NetScaler Gateway W a] ¥ , 525 NetScaler Gateway STA4R Licensing (3F®]) . XenMobile {8 Citrix
Licensing BIBVFRIAE, A% Citrix Licensing RE4{EE , B35 % The Citrix Licensing System (Citrix Licensing &%) .

3K XenMobile B , SLAWE|—EHTRARFHMG , HPEEBATREFTIEARER. #E P RReER A4 RET L]
FEETITH, HXx XenMobile Al EXFITRIFKNFMEE |, ES 5 XenMobile licensing (XenMobile ¥#1])

WARGETRS Citrix Licensing , #A/5 T4k XenMobile #AIE. BRI T Citrix Licensing AR 314 57 BEAE AIF ATEX
4, ¥ XenMobile B, BRATERRS-25_E %3 Citrix Licensing, #&th,aT A{$ FIIRA Citrix Licensing §fE& %1% XenMobile ¥#4a]
WE, BXRE. PEMESE Citrix Licensing KEEE. | B2 o {E A5,

R
XenMobile 10.4.x BREsK 11.12.1 Citrix WAHER S 23R E S RAHIFINERS 28 ; BIRRIFERS 28R 45 XenMobile 10.4.x A3&

79

N
Ho

Important
BNSRFTEHR XenMobile BT REBSRBIBEEFE—i#E , FEIETAEMS &5 LEF Citrix Licensing,

Citrix Z2IXERBURIKFTAF NEXX N —HAMEIA. REFELEXHNEHRRIAN , IEFNEXHHasEEHnT. B
2 MREIERRATEMECEARIEI TEHRE XenMobile , WIFERE R LA ARES ¢,

XenMobile A EEE R

EREHEFERTER T , XenMobile ¥AETEIRHAA 30 XK R TI21T , DheeFTL. AR ReeER—x , HilRA
Mt XenMobile FFi4354% 30 K. TR AA T HMA® XenMobile ¥FA[IE |, #AAFE1EXT XenMobile Web 3541 & (15
[8], 7 XenMobile #=HI&F , LT UFENXAIARISKHK K.

R XenMobile ¥ EBZMFANE , {BR—ERBERE— MFANLE.

XenMobile WANERRIfE , B TEABRITEMESBIEDRE. Fla0 , ARG TTEER | BEEFMEENN AR
FHECESTEEHR. B X XenMobile A HEXFIRIEIEMSE. |, 1S5 XenMobile licensing (XenMobile #1]) .

7£ XenMobile =& L& “Licensing” (¥¥7]) WH

4% XenMobile FE X BN REN |, WANEREXIVA 30 REHKAER |, FEMKRE. JUERRE ERNAEE T
AE,
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Licensing

Default license Ewvaluation license

Trial period 30 dayl(s) left
Configure license

Expiration notification

1. #£ XenMobile ##=H) & |, A LAMNERER. ¥ B MEERA.
2. BRAR], AR B4R TR,
RIS Ak

AIFTARRER , FF PR ERERET ., RS —MFIREEsRIE. MRFME—25) (aaddk) skE—K8 (4
W) MZMFINE , XTI BRFERENE—1TH. EXLBERT , WARESEATE RRBE R N aER S
. SRS RASE TR SIS R .

81 XenMobile % & EIEFTAAMIF ATIIE.

1. )\ Simple License Service 3B RIESHE , 75742 B IT 4 Al B8] & 5 E 3R FRTE Citrix.com itk 2, B VE4(E
B, BRI IES .

2.7£ XenMobile #=H|G 7 , BiA_EAKIHER, HIPEE/RRE R,
3. ARl KRR BN A TUE.

4 BECEWTEREATT. EFNERRSIRT , SERINRA  BERFITR. HRIREEEMT XenMobile KFATIE.
NSRRI Citrix WFe[IE |, BERAZ,
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Licensing

Default license

Trial period
Configure license

License type

Product Name Active

No results found.

Expiration notification

Evaluation license

30 day(s) left

\ NG

Local license v

Total number of licenses Number used Type

Expires on

5. RPN R ENASIFRNAE |, AAJF AR,  HEPR BRI RIUEXRAE.,

Add New License

License File Choose File | Mo file chosan
]

Cancel

6. FERMFAFANESHIEAET | SdnsFsc st , ARNEEIFAREX R E.

7. B EE. HFANER EBEI AT B RIERIE T

https://docs.citrix.com
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License type Local license -

Product Name Active Total number of licenses Number used Type Expires on ~

Citrix XenMobile Enterprise Edition|Device v 15002 0 Retail 01-DEC-2015

Expiration notification

8. VrANE B RTE A AL IRAR UG | ERESE, RHFTER RS HE—MFIIE , KiFRE4 BaiiE.
AN NTAEVF A e

aRAE ARz AE Citrix Licensing iR%2% , A Citrix Licensing RS- 3REHE A AVFRIIESN. BXRFMER  FSRFI(E
A&,

LAEFTREL , WREWTERAF. EWTEESIRS , R0FNRE , $ETHFTR. #TREATAT XenMobie
POV, A0SR FTRAMEN Citrk ¥FAE | HERAZ,

3. R ATUES RN B ARV AIE . A IR B N AT E AR 528 A O T BUA R R4

License type Remote license -

License server™

Port* | 27000

Product name Active | Total number of licenses = Number used Type Expires on ~

1001 0 Retail 01-DEC-2015

4 FLEMNTERE :

o VFANEMRS S | BICEARVF AT RS 250K P ot ek Se 2R E IS4 (FQDN),
o inH : EREAGARBAR T SH RS FEENIRA S,

5. BN, NREEATN , XenMobile B 5FRI RS 20&ERK , PRI RFTIATTAT AR IE. MRAF—FA]
iE , 2 BINHEAFTE.

BEMERE R , XenMobile 2HIALTEE -

e XenMobile AfASIFAEAR S 25115,
o FANERRS 25 EHVFRNIER K.
o YFAIEARS 255 XenMobile 3&%.
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MREEAEY) , FRERTFERBEE , STORNBY , ARREUEE.

XenMobile Analyze Manage Configure o IR administrator ~

Perform various connectivity checks for XenMobile. A complete check might take several minutes to run before results appear. If you are not using selected features within the console, clear the selections to
speed the process.

Perform connectivity checks

v 53
e @ Cluster
198.51.100.15
198.51.100.18
Connectivity to IP address or FQDN 198.51.100.18 v
License Server 198.51.100.22 (¥4

Successful Connection *x
Showing 1 - 1 of 1 items

Connectivity results for “198.51.100.18"

Clear Results
198.51.100.22
Server is reachable
Port 27000/TCP is open.
The server is a valid license server.
A ATIE
MREFL ML , JRUERRFUERVFARE. BE , R—KERBEME— AL,
L BT MERTRT |, BEERERMIFNERERNIT. TH0E B RETERARHEIE,
Product Name Active Total number of licenses | Number used Type Expires on v
Citrix XenMobile Enterprise Edition|Device v 15002 0 Retail 01-DEC-2015
Citrix XenMabile App Edition|Device 2 {’j 0 Retail 01-DEC-2024
X
Showing 1 - 2 of 2 items v
Activate
Expiration notification OFF

2. BEE. K EBIRBUEXHAIE,
3. BhiguE. P REELERUE.

Important
MBREFEAIE , YATROERVTEREUERUE.

SR AVEIIEEN
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BUBERRSAHVFAIIESS , AT XenMobile BCE AFERITFANES AN Bah@ 5% , SBcE— &R,
LA RE L , BEHEME AT, KBRS EMEXNTFE.

Expiration notification m

Motify every™ 7 dayi(s) &0 day(s) before expiration
Recipient™
Content™ License expiry notice

2. BREDTRE :

o JEHNSRIEIR : BEN :

o RIXBRINE , M7 X—IK,

o JHRRIXIBRMEE , A AESAET 60 KA.
o WA AR RIS RIE TR ST A AR F BB BALE
o NAE : AWM ATEBEHNT BRI HBERIHE.

3. hRYF. TEEEEIHERIFTIRE W RELET , XenMobile Fraame A B A SR A\ U AR IR BF B , HP B EERN
BFRMANNA, BARBERENMRLIE.
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FIPS 140-2 &t

Nov 29, 2016
EEERRAFBLABTZAT (US National Institute of Standards and Technologies, NIST) & BB F 5S4 IEAR A (Federal

Information Processing Standard, FIPS) 85 T ®& ARG {E AMMEESI T LR, FIPS 140-2 2HAFERSE IR, &
3 NIST JAIER FIPS 140 #HRENEMEE , S W, http://csrcnist.gov/groups/STM/cmvp/documents/140-
1/140sp/140spl747 pdf,

BE  AJUENIA% AT 2H XenMobile FIPS 13,

AR REXRFERIMA HDX I FFER , XenMobile (X3 & EIE. XenMobile {8z AF2 FEIEH XenMobile
Enterprise 45 FIPS 3% &,

1£i0S BT T 5 58UE (data-at-rest) FEHT ¥R (data-in-transit) iNB¢4E(E B OpensSSL F1 Apple 124264 FIPS JAIE
fn#EEsR, #£ Android £, W\i%3hi%&2 NetScaler Gateway T B &S EUR MBI EM BT B (£8P ERE N 15 (E A
OpenSSL 32 FIPS IAUEMN SRR,

Windows RT. Microsoft Surface, Windows 8 Pro #1 Windows Phone 8 _| Mobile Device Management (MDM) fIFTEERS
FAEAER P BURINEARIEE A Microsoft 34t FIPS IAUEINZEAEER.,

XenMobile Device Manager G SEIRFMER TP HIRMEIRE(E A OpenSSL IR FIPS AEME SR, 5 EEANA
RIFS MR & INEARIELA R #3hiR&5 NetScaler Gateway Z [AIFINEMRIELE SR , MDM AT B s S HEE LT BUE1En
ZFIRREIRRT{E R FIPS SN SHE SR,

iOS. Android #1 Windows #31i% %5 NetScaler Gateway Z [B)HIFTA (&P ¥R N B4R EE A FIPS IAMEMZEARE,
XenMobile 1§ BB TIAIE FIPS #3f DMZ #£% NetScaler FIPS Edition & RIS XEHIBMET L, AXEMEE , BS
5% NetScaler FIPS 344,

MDX [ FBFEFF1E Windows Phone 8.1 L5 #% , 1£ Windows Phone 8 _E{&F FIPS 3£ MIN%EF AP, Windows Phone
8.1 _F MDX [ FF2 P T & SEUEH Windows Phone 8.1 %45 NetScaler Gateway (575 140 $uiE{d FR3X L FEF AP
TR,

MDX Vault {# i OpenSSL 3244 FIPS IAMEANZEAEIRNES I0S #1 Android %% £ MDX TR FFE F AR KEEHSHUE.
B RTTEM XenMobile FIPS 140-2 GHLFEER (BIEEESMMEN MERBKFFEIER) | 185 Citrix fARIXAR,
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EE X

Feb 22,2017
XenMobile ¥ F2FFH1 XenMobile =% & EEZCARTHAETERSMOES PER. X EIESHFEREFHREMA | BIE
N AR FF R A A PR EESE S RHZ . BXHTE Citrix FRNLRIHMER | S5
http://support.citrix.com/article/CTX119253,

AFH T XenMobile 104 HEHES.

XenMobile =H| A BEIIRS ]
TRE

VA
=5

ﬁ%h:l
wEE
TR AR 3L

XenMobile v FBF2fF
X JRN ARFIEZEEESHER. Secure Forms BRM{URHBOERRAS.,

FE  BAMIRAE 104 #2 , Worx s TR FEEdp 44 XenMobile & FF2F. XenMobile i FFEFHHI KL ENY FBFEFF
MIBLHITT Eds. BXREMEER , BSMHXT XenMobile I AFEFF.

iOS #01 Android
Secure Hub Secure Mail Secure Web Secure Notes | Secure Tasks QuickEdit
B X X X X X X
faMAR 3L X X X X X X
SR X X X X X X
EE X X X X X X
&E X X X X A X
[iifs%7ars X X X X X X
BE X X X X X X
HEE X X X X X X
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R=E X X X X X X
BERFRE X X X X X X
AEE X X X X X X
In#E X X X X X X
FAXE X X X X X XR iOS
I+ avE X X X X X 3R i0S
& X X X X X X
Windows
Secure Hub Secure Mail Secure Web
IEE X X X
5 X X X
TSR X X X
BERFRE X X X
AEE X X X
B HE X X X
S MNEZEZRERES T

THRERT SN BREFNPRES XARSTHFHERL. XTERUBER AN AFETA. T Windows &% , RZFAAM
EHBRES.

iOS Android

Secure Hub X X
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Secure Mail X
Secure Web X
Secure Tasks X
Secure Notes X
QuickEdit X

https://docs.citrix.com
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LR MECE

FHGZH

ATRME AL TR EAZI FRICRK T A XenMobile AR FHIIRE. SRAEFRICKHEE I, FHHERHERWAHK
Thae.

#%I XenMobile FEB L MNFERM. HXEMIHENE XenMobile FIEREIX. & WL @F1BH , 3§55 XenMobile #7135
it

BRLELR  BERAFERZE XenMobile —77,
AL XT3

FLARMLR e
AT 2 XenMobile iR A REEHNMNERE.

DR AT | TN
wE
1ESRIEFE ) PEERIMN ST 2 IR EAIS% (FQDN), XenMobile
NetScaler
Gateway
VB3 FRRI AN, 1P 3k, XenMobile
PREEIXLE |P M SRAC B B AOE DUR B AL (NAT), NetScaler
Gateway
TR MR, XenMobile
NetScaler
Gateway
185 DNS IP b3k, XenMobile
NetScaler
Gateway
B WINS BRS25 IP #udik (An3RER) . NetScaler
Gateway

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.31



http://docs.citrix.com/zh-cn/categories/solution_content/implementation_guides/xenmobile-deployment/introduction.html
http://docs.citrix.com/zh-cn/xenmobile/10-4/install-configure.html#par_anchortitle_ea51

JRFIFC T NetScaler Gateway FH.4. NetScaler
. Gateway

EE  WIAZ FQDN. FQDN 48R FAmEHN BN S SR EL L RS F/IEPF.

#aT A E A NetScaler Gateway TR %[ S kELE 4.

IC3% XenMobile [ IP ik, XenMobile

MRTH— XenMobile KB , ELREB—A IP HBLE,

FLE RSN , FIORHEMNATE IP i,

e NetScaler Gateway FECERI—/AF IP it NetScaler

e NetScaler Gateway i—4~4M5F DNS %H Gateway

183K Web RIBRS-2540 1P ik, 0. RIBEENIIR , UREIESAFLMED, 0REEM | XenMobile

ZRMEAIRRS S FLEREEEN (MFREA) .
NetScaler

FE : BLE Web RIBRIFE &R, ATRAE A sAMAccountName 2 P E{KRLZFR (UPN), Gateway

IDRECAM X 1P Sk, XenMobile
NetScaler
Gateway

ICRALE IP (NSIP) bk F0F P HERD, NetScaler
Gateway

ICFRFZEE IP (SNIP) HutItAFRIHERD, NetScaler
Gateway

IEFIUEPF K NetScaler Gateway FEHUARS-28 IP kA1 FQDN, NetScaler
Gateway

MRFELEZ N EMRS R , NICFKIERFHIFTAE B IP #bhikF FQDN,

ICFR A A2 H NetScaler Gateway Al PNER ML . NetScaler
Gateway

%20 : 10.10.0.0/24

i \FA i@ Secure Hub 8% NetScaler Gateway 33 TR B [a) 0 AT PSR MI£& 1

B (FpBEEREANFH) .

TR XenMobile fR%-25. NetScaler Gateway. 4MFB Microsoft SQL Server 5 DNS fR45-28 2 (8] XenMobile

HIMLRIERE R 1T NetScaler
Gateway
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Gl

XenMobile EsR#ZEMIK NetScaler Gateway F1 XenMobile B R[1E, 4 < Citrix Licensing fIE(SE. , 1555 The Citrix
Licensing System (Citrix Licensing &%) .

° e st Lz

M Citrix Web uf S3RBUBE AIFRE. BXRFMEE , S [% NetScaler Gateway (& | NetScaler
G Gateway

XenMobile

Citrix ¥FAJWEAR S
5

WEH

XenMobile #1 NetScaler Gateway FE(FAIEHXEAR AR & SHAM Citrix RN BREFRER. FRXFERER , EEH
XenMobile STA4RHIEHFI S A KRS .

V) DA% s Hit FE
R FHREAFIER. XenMobile

NetScaler Gateway

M

EEBITIHA , AAYES XenMobile TS,

o B FHF it #ix
FTFFRT XenMobile fixH XenMobile

NetScaler Gateway

PR

FEREYUEFE. XenMobile Z7#FEZK Microsoft SQL Server & FEE T XAz —_ 1597 : Microsoft SQL
Server 2014, SQL Server 2012, SQL Server 2008 R2 8% SQL Server 2008, Citrix 1 EFE{E A Microsoft SQL,

PostgreSQL A&7 XenMobile & , 3 B VAN ZEMREIRE At sl mis s .

° WEEY A4 IORRE
Microsoft SQL Server IP #shtFluz ] . XenMobile

MR E AT XenMobile i SQL Server fJR& ik ~EAH
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DBcreator A AR,

Active Directory X &

ox
R P ¥ 3 4 N
/s - ¥ i At E
IR ERE B HENIR S 284 Active Directory IP #itiEFNiHA XenMobile
WR{EAEN 636 , E1E XenMobile %3k CA BIRIES , IER{E AR LSIEHRETUREMZE. | NetScaler
Gateway
103k Active Directory 384, XenMobile
NetScaler
Gateway
13k Active Directory JRS#K /. , K FHEZEM /7 ID, ZEEMIRAI4 . XenMobile
Active Directory fR$-#K /& XenMobile FA3EZE ) Active Directory fIK /=, NetScaler
Gateway
1O A F#AE DN, XenMobile
WA ARTERIB KA ; 5120 , cn=users, dc=ace, dc=com, NetScaler Gateway # NetScaler
XenMobile {§ Fi'E k&) Active Directory, Gateway
TESREAEAS DN, XenMobile
It R2E PR R B SRR A NetScaler
Gateway
NetScaler Gateway 1 XenMobile {& Fi'e 5k &) Active Directory,
XenMobile 5 NetScaler Gateway 2 [A]f{%E#E
] W R A ICREE
1T XenMobile EH.4 . XenMobile
T3 XenMobile i) FQDN & IP #idit, XenMobile
RANA AR ARl K FFRFF NetScaler Gateway
1E3%[ENF URL, XenMobile
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P& - yj5la) XenDesktop. XenApp # Citrix Secure Hub

Citrix ZXfE NetScaler Fr{# R AL & [6) Sk ELE XenMobile 5 NetScaler Gateway z [B] &% XenMobile 5 Secure Hub z.
BHNEHNRE. QIBE -/ EIRS R |, F R EE® M Citrix Receiver F1 Web J3144 2855 4%1 XenApp F1 XenDesktop HEF
Windows KN FIFEFFFIEIAEm.  Citrix @iXAELE NetScaler Gateway i {F AR E M S RACE X LR E.

e
A 4
° DUS- ¥ Sis At .
8% NetScaler Gateway F4/14 F4MEE URL, XenMobile

SMNEP URL 2 I PRSI T&E &R Web #isit,

103% NetScaler Gateway [ElifF URL, XenMobile

B EFAIR S 2540 |P b0 R 5D, NetScaler
Gateway

183% Program Neighborhood Agent % XenApp Services ¥t mEIF&1Z, NetScaler
Gateway
XenMobile

18%121T Secure Ticket Authority (STA) i) XenApp g% XenDesktop JR%-=5f FQDN 8% IP | NetScaler

itk ({NBR ICA &) . Gateway
103% XenMobile /23 FQDN, NetScaler
Gateway
183% Secure Hub g2tk FQDN, NetScaler
Gateway

T4 XenMobile

XenMobile g1, (VM) #E Citrix XenServer, VMware ESXi & Microsoft Hyper-V _£3iz4T, ®TRA{# R XenCenter & vSphere
EIREHI & %% XenMobile,

=2
=

MREAEBNNRECE ERWIEIERF (ERANTPREHFXTFIHECE) , FR XenMobile 1EFXATIA],
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XenServer &, VMware ESXi #8554 : 7£ XenServer g VMware ESXi _t& % XenMobile Z & , PAPITUAT#E. BXiF

=2 , B2 XenServer 8 VMware A4,

o TERFMHRIRIEMITEN _ERE XenServer 8, VMware ESXi,

o FEEAYHANITEM, EZRE XenCenter B vSphere, #E%& XenCenter 5% vSphere pitE41IE T M4& %4 XenServer & VMware
ESXi FEH..

Hyper-V #5544 : 7£ Hyper-V %% XenMobile Z 81 , MRBUTIATIRME, BXFMEE , 1S5 Hyper-V (44,

o EABRERGRBRNITEN £ Windows Server 2008 R2, Windows Server 2012 52 f2 8 Hyper-V F1£ &4
Windows Server 2012 R2, % Hyper-V faalt , SRR IEAR S 23 LFERE Hyper-V ¥4 Fk 412 ML MO~
(NIC), ATRAMREEFLE NIC HEEHER.

o o & Virtual Machines/<build-specific UUID>xml 324
e ¥ Legacy/<build-specific UUID>.exp L5 2I EFULN

ANERZEE Windows Server 2008 R2 8% Windows Server 2012 , i5HTRATF34E -

HETAERANRRIRAK Hyper-V JERHATIARR VM BLE (exp and xml) , XS R+4rHE. Windows Server 2008
R2 #1 Windows Server 2012 fRANZHF exp. ST XERRA |, BERREIMWAREH exp 58N H.

Windows Server 2012 R2 RESRPUTIXLERSMELR,

FIPS 140-2 #85X : SNREFTHAE FIPS T %k XenMobile fR%#% , NFETTAR—HLE KM , 20 Configuring FIPs (BCE
FIPS) ATIA,

T XenMobile F= ¥k

ATRAM Citrix Web ¥ i FERF= ik, BRRELERUR , ARERA Citrix Web AL TEEER , MBI T THNK
FFRTRE .

Tk XenMobile k{4

. BZE Citrix Web uh &,

C FEHEEEESD , BHEERIERENKS.

. BETEIEWR,

CETHITAEL , N EHFaSIkS , B XenMobile,

A W N R

-
CITRIX  solutions Products Downloads Buy Support Partners Log Out Q
Ll

Downloads

XenMobile ¥

. BRI IR XenMobile TUH].

. JRFF XenMobile 10,

. B XenMobile 10.0 Server,

. £ XenMobile 10.0 Server fRARE L , #dHFFE XenServer, VMware 8 Hyper-V _E%2% XenMobile R 23R 1455
BT,

©o N o un
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9. RIBFER _EAOULER TR 1.
T#k NetScaler Gateway HIHK#4

ATAPITIA T2 T2 NetScaler Gateway LR &INA NetScaler Gateway W& AR FHE.

. BEFE Citrix Web b,
. BRI FEF Citrix Web b3, FEHERIESH , BEEREREMK /.
. BETEERR,
CETNERTAEL  WER~RFIERS , B NetScaler Gateway,
. BRI 8K NetScaler Gateway TH.
. 7E NetScaler Gateway WA L , RFFEF{E A NetScaler Gateway hRA.
CEEETE , AEE TERMRERGRE.,
JEE : AT Virtual Appliances (BN ) BUFEK NetScaler VPX, ERUHGERR |, ¥ B/NERTEA BIMLEIERE
Fr A3t B A4 REFUATL AR 14513k
8. BAEHE FEAIREIRMGRA,
9. EETHMAKRBRMGNAE L , AEHENEINREHTE.
10. =BG BF& _EAOULER T EER 1.

FEXRERBCE XenMobile
K FIBLE XenMobile B F2EIEFANERS .

N o i AW N R

1. Bid{# A XenCenter gk vSphere 65475 HI4 , BCE XenMobile 4 IP HiEFIF M, BHARS, DNS R85,
2. %3% XenMobile EIFIEHI A FHRBANIAE R R _LADIRIRIE.

AR
{3 vSphere Web Client By , ZiN/&7E B RE SASHR TUE LB E OVF AR TR A EMEMKIEEBMY. Eit , £ BUEES |, 7]
PUB R SR B HT S A XenMobile EEFUANET IP kB ENa) 55,

EmdiRAEOFELE XenMobile

1. ¥ XenMobile 3415\ Citrix XenServer, Microsoft Hyper-V & VMware ESXi, XL , B
XenServer, Hyper-V 8k VMware 384,
2. FERWEIRFRE T |, EES AR XenMobile BT EsGSIRTREAME., AXFMIMEE | BESRAEKEI SRR

5300 =
3. MBI EERFRIEHERE , BEEGSRAEOFTRNEE ZH AL MER |, 4 XenMobile 432 E1E &K -,
BE

AR SUREO BRI, ATERLEA (PKI) JRS-SUETF FIPS (BRDET , XenMobile £1%114 Active
Directory i/ (JLERRLTE XenMobile SMIFETR) 2 SMHTA FA SP3BT AL -
o BEKEZE Dh 8 AT , AN DBENTERAARRR ;

o XEFE (AZZ)

o NEFE (aE7)

o WF (0E)

o BT (). #. 5. %)
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Username: admin
New password: [

EE AR , ARBRMEATR , SIMES. FREREMNE.

4. REFELLTMEEE KRRy BURARE
XenMobile fR%-23# IP ik

ML HEhD

AL | B DMZ SRERIARSRH 1P bk
F DNS JR%2% , B0 DNS BRS-258 P ik
B DNS fR%-28 (FIiE)

v b WwN e

IP address: 192.0.2.0

Netmask: 225.225.225.128

Default gateway: 203.0.113.3

Primary DNS server: 192.0.2.4

Secondary DNS server [optiomall: 192.0.Z.5

Commit settings [uysnl: yfj

EE  AERFEERE R BRI AR A | ERRGHR .
5. @Ay BT ARMYNMEESENT M | SRERA n REEECHERD., Ctrix ZINEA y £ RN ERD, ZEME
B (BTRIFGUBEUR) RIFEIEN—805. BRBFFEERS NGRS , AT EMESIENREEIRE T2 12
B, TUEERERD,

EE  RITRY REMEHRERMRS R , NNRHEACHNED., MRERBIED , FTEEREN.

Generate a random passphrase to secure the server data? [ysml: y

6. (A]k) SREERFMSELIEARAE (FIPS), AX FIPS BRFAEE |, WES FIPS, kA , BF VTR —HNEREM |, 2l
B FIPS SRk,

Enable (y-sn) [nl:

7. RFEATEE U EBIR EEE.
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Local or remote [l-rl: r
Type (Microsoft SQL, PostgreSQL or MySQL) [mispsmyl: mi
Use SSL [ysml: n

Server: 198.0.2.10
Port: 5432
Username: postgres
Passuword:

1. BUREER AR AR FESORfE SR E. B | RRASHEIRE | B r RIOEFEHUEE.
2. EHERPEREEEAY . B2\ mi &R Microsoft SQL , SiEH#E p &7~ PostgreSQL.,
BE:
o Citrix BGEFEFE R Microsoft SQL, PostgreSQL & 7E XenMobile &, 3+ B NAXNIEMNKFREH AtalmFz & /.
o AXFFEIRERETH. IR T A NEIEERERSINRIEHEH.
3. (AIaE) By ATA¥EEF A SSL SHARIE.
4. RHFEE XenMobile fIARS 23T LRERIT S (FQDN), AN EYVARS X R AR S SRS AN B2 F BT AR
%.
5. MRBIEFEHEOSAR TGOS |, RANEHEIEEROS. Microsoft SQL EKIALGM A 1433, PostgreSQL K
AR A 5432,
BANBIEEEHEAAFE.
BN EBHEEEIE 2D,
BNBIEERR.
& Enter I ¥R FERE.
8. (M) Sy USRS XenMobile 75 s &l3kfi.,

0 0 N o

Please press y to enable cluster? [ysnl: y

BE : iR/5A XenMobile #& , TRAGEE G , EWHHFRITHiwE 80 , MEARER R A SASREBE, WREMRAE
&7 B _ETEAIRAE.
9. 82 \ XenMobile k%28 5E£ R HI% 42 (FQDN),

Hostname: justan.example.comn

10. 4% Enter S22 35R E.
11 R ERE. AXRiEARERZFEAER | ESHmHEK,
FE BTk Enter 8¢ (7€ Mac k5 Return §2) $#2RAMG0.

HTTP [BO1: 8O
HTTPS with certificate authentication [4431: 443

HTTPS with no certificate authentication [B4431: 8443
HTTPS for management [44431: 4443

12. BTF&EE XK E XenMobile , BT T —4 KT M ZBTH XenMobile ARAS3H1TFHER A E),
13. MR EAEANNEAEREER (PKI) IEHFE AAERNE , 8 y. B X XenMobile PKI SHEERIEREE. | 1§55 _EHE
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Do you want to use the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:

XenMobile AT sERSSBIBEEEE—iT | IMICAJEET RIR T 2RI,

14 BAFERD | REEHH AT ELLIER.

R AN , AEBRMETFER , fIIES. FLBRMEARA.

15.4% Enter §212 55X E

16. QIEEEIE Rk PSS A Web 1443855 XenMobile 15414 . ES PN | (R S(EA.

Username [administrator]: administrator
Pas=zuord:
Re-enter new password:

EE  BAHERE , R&BRMIAFER , FIIES. FEBRMIHARNE.

17.9% Enter BHETIRE. W ERGEVARGEE.

18. Yit)RI R B AFHEES  FRA 0, RAXEEHTE.

19. SeEEH|FE BRI URL , F4E Web 3| %23 ch 4k )44 XenMobile BLE .

Upgrade from previous release (ysn) [nl:

Btopping configuration app...
Ftarting configuration app...

application started successfully
Btopping main app...

Ftarting main app...

application started successfully
To access the console, from a web brouwser, go to the following location and
log on with your console credentials:

https:/r203.0.113.8:4443~

Ftarting monitoring. ..

£ Web %528 ECE XenMobile

RN BIRFE FFin 218 R & A H 5TAX XenMobile BCEMIFNIATRS 5, 7€ Web MY 28 eliZid %2
1 7 Web %28+ , SAEIaHSR R & DR BN EL RN E.

2. S N\FEA SRR E DR A1 XenMobile 15H & &1 Rk ~H A P& M3,

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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o

XenMobile

User name

Password

BLENTIRAELF , BHTFiE, WD E/R 4] A,
4. BCEVFINE, fREK_EBGFONE , NERFHREA 30 RETEERRIARNE. B RRMNAECE A ATIE K BCE T 118 AN AL
=8, ESEF.

BE  RITHIBI RN XenMobile BIFFEETT B SKBISKIE A XenMobile F¥6 |, FELETFAEMS 5 _EfFE A Citrix Licensing,
S5.EERREL , BHESAN. WK B RS ATNEE.

6. S NEH APNs 1 SSL iz, NREHE i0S %% , FF APNsIEF., FXREREPHKIFEAEE , ESRIEH.

EE  WEREEEHEHRE S

7. MMRERATIE | BBLE NetScaler Gateway, B XALE NetScaler WxXHIFEMSE |, ESF NetScaler Gateway #

XenMobile AR ACE XenMobile BEHIRE.

EE

o ATRA¥ NetScaler Gateway EREFELALANTIMLE (3K Intranet) HISMNE , DIRHEXS NI MILE RS 25, N AFEFFE M
BRIFRLE B QAR EHEBES , AT P YRSERE NetScaler Gateway , ZBEVAIRIPNFER LS R &
.

e & NetScaler Gateway AFERE , EERE ARG , WIUEKRETERMNETE , A8ESFRE.

8. 7oAk LDAP ERE , BMEM Active Directory Vi) B FF14H, A XECE LDAP EEHMIEMEE |, iS5 LDAP flE,
O. LERAMMSRZUAEREBR A FREHE. BRXBMBSHFLEMFMEE  BSREL.
A& EF G5 XenMobile ARS 25 BUSTERENET.
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£ XenMobile FACE FIPS

Nov 29, 2016

XenMobile FEXFR{E B A IEFRAE (Federal Information Processing Standards, FIPS) /85, 81T IR % s L& A% Fr I
BAEERIET FIPS 140-2 INEMEESIFEERIBFE 7. 7E FIPS # T3 XenMobile JR%-25 ] #{R XenMobile & f
v SR 2F R E BT EEEE AR E P HEEETTEE M FIPS 140-2,

1 FIPS #3F %%k XenMobile RS2 28I , BETRU T B& M.

o VMRS XenMobile #43E ZE{E FISMIE SQL Server 2012 8% SQL Server 2014, R ZABCE SQL Server PASKIl &4 SSLIB{5.
BRACES SQL Server e SSLIBIEAIRER , BS54 SQL Server BXALAT,

o 4 SSLIB{SESKTE SQL Server £33 SSLAEH. SSLIUEPRRPLERBE CA 2 REPEkERNEE CA KBEZLIED.
BEE , SQL Server 2014 JoiEiESBACFES. E , Citrix B NEET SQL Server i) FQDN &K SSLIEH.

o NR(FM SQL Server KBEZLZIEP , WFEMA T EHEZLZEBHR CAIEBREIER, PMIELTEIRETER CAIEBS
%! XenMobile fR%-28,

ALE FIPS f85

A PAFE XenMobile fRE- 25 I¥IAT RS2 B FIPS #8x,, TRTAENTTIEBR FIPS, R , nREFTEEF FIPS 44
=, MARFEFFAARTZE FIPS #53( F %4 XenMobile AR%-25. k4L , 20RAEH XenMobile #& |, NIFTERET mANIUSH
FIPS ; FaEfER—/ Bt ERAE FIPS #13E FIPS XenMobile fR%-35.

XenMobile g5 $1THAFFE— M HAT=(E MK Toggle FIPS mode (V)i FIPS #23X) &M, MIEHMEATARAELHT ,
1E4E 7B XenMobile RS2 F RS FF.

1. ¥a% e |, B FIPS mode (FIPS #5) .

2. b3 SQL Server (R CAUEF, 0R7E SQL Server HERB% 4% SSLUERMIAELFUED |, FAMLIEER Yes () , &
BEPITUA TRz — -

a. RFIFFRERE CAUES.

ENCAUFE., BEEA CAMEPR , WIRBHZIERAAEITTIET HTTP URL )\ XenMobile fRS-2578)1 Web ihis, Hx
miilﬂfm B BSRAEERS ) EHES.

3.455E SQL Server FIfR %28 B HRFIHO , FBTFE SQL Server MEIRIAKRZE } XenMobile B3 FHI%IE FE 2 FR.
EE  TRAMER SQL BEREIREL Active Directory Bk AiAia] SQL Server , (B &R ERVIRAS DBcreator 5,
4. Z{FF Active Directory 1k , iERAS\ A 4 "1 N\ 1.

5. XLLIRTTAT | IEAREIT XenMobile ¥lia%%k.

EiA FIPS 2RO HINELE | 155 F XenMobile 54170, EFEET B RHEL In FIPS Compliant Mode (4T
FIPS 3t&8455X) .

SNIES
AT HRANA T a0l i F AUEBLE XenMobile EACE FIPS | A VMware ML EIRAE i 248 X,
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SQL A5t

1. M\ XenMobile | SQL SKfIfERE MRS , B#JE SQL Server 2012 8 SQL Server 2014, EffREHRT S , ESH
How to enable SSL encryption foran instance of SQL Server by using Microsoft Management Console (204a[{E FB
Microsoft &IR%4 & 4 SQL Server RIS fE B SSL M%) .

2. NRZRS KIEMETRD , BHREUTM] : FTFF Services.msc,
a. BHIAT SQL Server fRFHIERIK PEE.
b. 7£ SQL Server F3TFF MMC.exe,

CHEIM > B/REREIESAST , AENEERBMARINEREEATT, £@ SP RN R E LS E T EAUK A A
TEAL.

d.#& OK (HE) .
e. RIREBAHITEN) > DA >WEH | HEIS A SSLIES.
foEREESAMIES (72 SQL Sever RESIREHIHTIEE) |, REAHHEES > TR,
g TEHSA BT |, &,
h. i \FEZ BTBI S BEH BB SQL BRSIK 475
L BUBET AV RGN, AT | RS SR FRE T I FEIAUR | {82 EE A8 IR,
j. X MMC 333 SQL fR%-.

3. 7f% SQL B DiERE3h.

Internet Information Services (11S) W%&5%14

1. F# rootcert (base 64),

2.% rootcert EHIE 1S fR%-25 EAZIAS R Cinetpub\wwwroot,

3. 58P ZRA S R ISR UE B IEAE

4. WELRENEEA.

5. 5P S OE R IR ERHLIU 5 A

6. TH{% .cer AL,

7. 7€ Internt Explorer % 28+ M A1 BR 5525102 cer FTTEMIfL E http://localhost/certname.cer, ARIEPRICAR AR %28
F BN,

8. AIRARBUEPBATE Internet Explorer M¥E28 BIR |, EH RN TFI/RTE 11S fRS-25_L/S A ASP.,
a. FTFF RS 23 51T,
b. £EH > Binfa cDhEEF SMEIm 5.
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C ERFHHBET , KIXRIT Web JRF25(IIS). Web JRFF[MNARRFITR , AJaikiF ASP,
d RETRE , BET—H.
9.¥TFF Internet Explorer 3% %! http://localhost/cert.cer,

BXREMEE |, 58 Internet Information Services (11S) 8.5,

3N =7
1=

ATRUAEIEFR{E R CA B IS 3241,

TEXEA FIPS BLE I A2 S AMRIEH

EHHTIEH AP TR E XACE XenMobile fIBIRES , WITEBATREABESARIED., BXTERLSRMKEMEE , S
[E)Z23E XenMobile,

JBAFIPS :

EERIED : B

EH(QSA() i

Wi HTTP URL LS : http:// /IS #5859 FQDN/ cert.cer
AR%-28 - SQL Server g9 FQDN

im0 : 1433

RAFP4% : eI ENRSK, (B\AFE) .

WL ¢ BRSIK D,

WIRERIR | XREEERER,
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A= giacS

Feb 08,2017

FERRZA 10 Z BiH) XenMobile fRAA , ¥ Device Manager BLE ARHE , ¥ App Controller BL& &= AtERS. XenMobile 10
AT XenMobile 9 Device Manager #1 App Controller, MRZ 10 F44 , &7 BHEABEMAT XenMobile, F, , ZECE R
% , HELE NetScaler FRCE FHEMANRETAIELL 1P ik,

o BIZREIR (MDM) TN IP ik - SEEFACEM XenMobile T R TIREFEF R MDM E &R 1P i
bt MR SSLAFEREUT /.

o BN ABRFTIE (MAM) T3k 44U IP il : NetScaler Gateway SEEEHECE XenMobile 5 3t T (s EEF A
MAM fag PR IP H#idik. 7E XenMobile 10 &, BRIATEULT , KB NetScaler Gateway HIFTBIME iR 8443 Li%H
BB TR 1P ik,

MDM fazk & 2 IP bR MAM gk Fié il IP it 5E£ R ES4 (FQDN) S5iEf FQDN #8[F , BP XenMobile AR%-2§
i FQDN,
ARSI T AU HT XenMobile UM (VM), $EH VM IIAILE VM WmaER SR TN A X,

Py

S ¥ECE AT XenMobile i .

—MEE MDM gk P s/t 1P sk

—/NER MAM BT E2E A 1P #ifik |, {F RFC 1918 & XHSEREIN.
BRSFES.

—ANF{E NetScaler Gateway 45 IP #utp =T A IP,

BRBEBCET XenMobile 10x MSEERLME |, SRR ALEH,

ZaE XenMobile B&ET S

RIBEERERT RE, BIEHT) XenMobile VM, 3T VM F518)1 4 B (¥R B FHR AR K PKI IERZED,
1 3TIH VM dsSATIEHE |, FHMNETE RIK FRIOETERD,

e L]

Cin

ial configuration

or type pour own re

2. RHMEEEFRES , 2 TRIFTR.

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.45


http://docs.citrix.com/zh-cn/xenmobile/10-4/architecture.html

: settings:
ress 7.75.51
.8
: 18.147.75.1
Primary DNS wer [1: 18.147.75. 248

sSecondary DNS server (optional) [1:

Commit setti : (prsnd [yl
Applying metwo settings...
ethB: intr typ mode B, 3 vectors allocated
ethB: NIC Link : Up 188688 Mbps

3. IMREFERBMARRLITHIRRT  FRA Y ; B, ERA 0, REHAFEN,

Encryption passphrase:
Generate a random passphrase to secure the server data

4. MREB(ER FIPS , RN Y ; BN, EEAN,

Federal Information Processing Standard (FIPS) mode:
Enable (ypsmn) I[nl:

5. RREMURE | METEM 2 BTe R ER VM FrismME— M 8iEE. KERITIHE : Database already exists (¥iEED
ZEFE) .

Database con
Local or r
T Mi

Datab name [DB_servicel:

Commit settings (v n) [pl:

1o gnable realtl comrunicat ion between cluster members please open port B8 us
ing Firewall menu option in CLI menu once the tem configuration iz complete

ving server and client certificate p

6. MIASHE— VM {2 EAEPERK R,
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Local or remote (l-/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mil:
Use SSL (ysm) I[nl:

Server [1: sqlZ2012.ug.lab

Port [14331:

Username [=sal:

Passuord:

Database name [DB_servicel: DB_51

Commit settings (ysm) [yl:

Checking database status...
Database already exists.

server and client certifica

enter the same pass = uzed to generate internal Public Hey In
in f node
d for all the certificat of the PRI L[yl:

ting
rting iptab

[ DK 1

[ OK 1
[ OR 1

7. RETARG , REFEHBNHBRERINEIE.
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application started

To access the console, from a web brouser, go to the following location and
log on with your console credentials:
https:/-10.147.75.59:4443~

[Starting monitoring. ..

km=51.wg . lab login:

AR BRMEESE A VM RERINEEMAR., XFAHMHEEEHEFATAD VM AR KR ERS S0 —FR1E.
8. {#F XenMobile 5T 2REKIZKA (FQDN) £ Web {523 FTF XenMobile IZ=H 4.

9. 7£ XenMobile ZHla , BAHEHIA A _EAKIRTFEAR.

Dashboard

BEBPRF TIF ST .
10. EEE T, BERERER.

Support

Diagnostics Support Bundle Links
Create Support Bundles

Log Operations Advanced Tools
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BERRTHEENAEEE  BENERR. REEEER. 5%, FTRUERTHENMA.

Cluster Information

* Cluster Members

e 10 hiinSe e B Pl Firal chakiedn it Sk

LA PURBMRNSRANMEMT R, RANETANE—IMHENAEIRE. EERRINEENA K ATTERT.
7£ NetScaler #5 XenMobile &R E i

BET BT RAEAR AR INE] XenMobile B g , TR RETREFEAsENIRRESE. RBFEHEDIET NetScaler
10.5.x R4t XenMobile @1 FFEM, ERIBITIE THES | RRATFEH PSS XenMobile #HT H3 14,

1. %&3% NetScaler,

User Name

P L] .
CITR!X L

Passweord

EE

2. 7£ Configuration (ECE) %M.k , #adh XenMobile , 2R /587 Get Started (FF48) .

MNetScaler for
XenMobile

Shaw Ulivemed Fratures Welco”1e!

Thin wizard gulse you thioegh the configeration of Meticsier Saature for your Senbdabile deployrmmt.

Integrate with Citrix Preduces
4 XenMchile

4 XenApp and = il chila = 55011 With s hich you e deploying MetScaker,

3. 1%+ Access through NetScaler Gateway (i@IT NetScaler Gateway ijj[a)) &i%EHEF Load Balance XenMobile
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Servers (XenMobile iREZ- 25 HEFE) E3EE , SAfF8 T Continue (

AR

KEX) .

Downioads 'ﬂ'

NatSealar Tor XanhMobik

allation Checklist

— Azcess through MesScaler Gatewsy

Load Balance ShaseFile Storagelones Controllers
- 3 L £ ars baried on the wype of conient Lead Balaree XenMobile Servers

4. % )\ NetScaler Gateway | IP #hit , SR /58 Continue (44%%) .

Methcaler Gateway Configuration

HNeticaler Gateway Settings

5. B HITIU TR ER RS 2IEPEEEE] NetScaler Gateway g4I IP itk , SA/58 5 Continue (4k4%)
e 7 Use existing certificate ({FFIINAED) & , NIIRPIEFREES.
o i Install Certificate (RIEH) WRE EHEFHRS2ZHED.

MetScaler Gateway Configuration

Hoticalar Gatoway Seitings
XanMobiledaseway 18,147, 1584 443
Sarver Cartificate for MetScaler Gateway

® Use owirting certificate ratall Cartificats

+-wg-hab ph_CERT_KEV

e

6. MASHEIERFFHFMES , AR Continue (44%) .
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Authertication Settings

7EE : W& Server Logon Name Attribute (BRF2EREFEM) S471E XenMobile LDAP BECE 2 tHIHER].
7. 1£ XenMobile settings (XenMobile i%&) & , #i A\ Load Balancing FQDN for MAM (MAM Ifa2k 44 FQDN) , #RJa
B Continue (4kE%) .

Kenhobile Settings

EOTH

EE R MAM i E/R24M 1P Hihibi FQDN 5 XenMobile () FQDN 48[,

8. WNR{FE A SSL HHEAEZL (HTTPS) , #E15%3E HTTPS communication to XenMobile Server (5 XenMobile fR%$5253HT HTTPS
B{E) . BR , inRE(FA SSLEEL , E%E HTTP communication to XenMobile Server (5 XenMobile iR 52531 T
HTTPIE{S) , an_EREIFTR, ASELABER , EEHF SSLHEREL (HTTPS),

9. 4B MAM TazkFAE k3N IP L ABRS5-28UE+ , A58 Continue (Z84%)

NeriMebile Setlings ¥
Ams g Lab Testz Contgueption, HTTPS communication to XMS Server

ratsnd MLI4LT535 + Turme OiFF
a4 BOTH

Servar Cortificate for MAM Lead Bslancing

= U existing certificate Install Certilicate

wildoer-wy-lab.pls_CERT_KEY =

[ coe- TS
10. #£ XenMobile Servers (XenMobile fR$%-2%) T , Bd Add Server ((FINARE2S) AN XenMobile 37 5.,
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Server Certificate for MAM Load Balancing

=B widzertomg-labphe CEAT KE o
== TR wakacert-wag-lab phe_CERT_KEV

Nenbiobile Servers

| por

I Akdress
FerMoiske Server 1P Address i ol corfipuve, Pieene ikt on Aed Ferver o configons

[ |
11. %\ XenMobile ¥7 /4 IP #idik |, SR8t Add (3RhN) .

Neriicbils Sorver I Addeome
£

12. ERHTE 10 # 11 BURINE A XenMobile 7552 , ¥4 XenMobile B&EM—ERSy. FEEEISRMMFTAE XenMobile T .

B Continue (Z4%) .

Server Certificate for MAM Load Balancieg Fa

= [ wickcart-mgrtab ph KT K1
T wdsont-wiy-lan ph CERT_KEY

Nenfobile Servers.

Amsmﬁ: & € S

[ o |

13. #if Load Balance Device Manager Servers (Device Manager JR% 28 a8 F1E) ARSI IT MDM T FERcE.

Nenfobile Sermrs. <

e e e g s
14. M NER/E MDM tazk 1 P Huhitid 1P #uhik |, SR /58 Continue (444%) .
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Davabaard Cantigurstian Beperting Draumertation Draniascs

# Bk

Load Balancing Xenbdobile Server Metwork Traffic

Lead Balancing Virtea| Server Config

15. 3xR* B R XenMobile T &5 , Bt Continue (4k&%k)

, /5 8d Done (5TAk) MASTARBLIEAE,

m

* Bk
Load Balancing MenMobile Server Metwork Traflic

Load Balancing Vimual Server Configuration

? hddrem £ L
MIN_XenMohileMO M 10.847.75.56 4436443 HTTPS communication o Xenlobile Server

Kerhioddle Servers
Ackd Seram

B A Poat

72 XenMobile A EEFIEU 1P HIHEKE.

Dahbasrg Ceamiguratica Reparting Dacumentation Dranizedn

MetScaler Gateway

=3

Ul e Ho Sempaee

+o

Cisrant Unevara Licaraas St HOP Bamworrs
+ Locuriy 0 0
Histhcaler Gabeway
 Hethcanr Ginsway
R ATTA LR

St Lislicertsed Feghures #3 glp
ineqrate with Clirts Product

HxmMoble || peees . =

i KoiAp asd XeaDenop

Yenhobile Server Lead Babmdng

e 10417556
MenMabile Server Load Balancing 43 @lp
Bidl g Up

L] Bt TRADLn T T Lo BTG TIVTAnEs {0t
aun

a3
Curens: Ragasen Comtn Ruegawen
0% 0%
T 0%

16. EMAREIN IP HlbE B2 EAIHE1T , 58T Configuration (ALE) @+ , AFSME Traffic Management (
1) > Load Balancing (faZ¥14) > Virtual Servers (EIARS2S) .
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Duhbasrd Configaratica Rapariisg Dotumenistian Dawalosds 0

P WetEaier 3 TraTc Maragenrd 3 Losdidmnchg Vet Frren c| 0|8
Seaegn =
Frodecel Methad Pardstencs % Heglth

o

Shaw Unlicemnd Frofurel

A% AE) NetScaler () DNS B35 MAM Tg A REN 1P ik,

Dainbaard Contiguratisa Decumentatian Dewntaads £

e b AT oo o @& H
Seach =

firiud Serwer BMarse
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KM ETER

Dec 22,2016
You can architect and configure XenMobile deployments that include multiple sites for disaster recovery using an active-
passive failover strategy. For details, see the XenMobile Deployment Handbook Disaster Recovery article.
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R RS 2R

Nov 29, 2016
ANRABE S EL Internet JRE , AJAFE XenMobile FREARIERFFFAZMARE. AL, FEEIHSTHEO (CL)RE
RERFE. FEE , REAERFSTEENENARL.

1. 7£ XenMobile CLI 38 |, G 2 PUEFF “SystemMenu” (REEH) .

2. 7£“SystemMenu” (RGEH) F, B 6 LLEFE Proxy Server” ((RIBARFZ2%) HH,

[2]1 System

[3]1 Troubleshooting
[4]1 Help

[5]1 Log Out

Choice: [0 - 51 2

Back to Main Henu
[11 Display System Date
[2]1 Set Time Zome
[3]1 Display System Disk Usage
[4]1 Update Hosts File
[51 Disnlau Device Management Instance Name
[6]1 Proxy Server
L1 Hamin (LLTJ rassword
[8]1 Restart Server
[9]1 Shutdouwn Server
[10] Advanced Settings

3. #£“Proxy Configuration Menu” ((RIEFCESER) o, S 1 DU%#E SOCKS |, SR 2 PU%E#E HTTPS , SR 3 DL
HTTP,

Back to System Menu

SOCKS

HTTPS

HTTP

Exclusion List

Display Configuration
Delete Proxy Configuration

4. BARIEMRSTS P sudk, SwASHABIR., BRESMAERSFRUSIFNERELL  FEH TR,

jeEieSidl XFFB AR

SOCKS APNS
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HTTP

HTTPS

HTTP {1 THHIAIE

HTTPS FH3t{THHRIE

Back to System Menu
[11 S0CKS
[2]1 HTTPS
[31 HTTP
Exclusion List
Display Configuration
Delete Proxy Configuration

Choice: [0 - 61 1

Enter socks proxy informatiom
Address [1: 203.0.113.23
Port[]1: 1080

Target — APNS

fire you sure to restart the system? [y-sml:

APNS. Web, PKI

Web, PKI

Web, PKI

Web, PKI

5. 3NRIVEFRFE HTTP B HTTPS RIEMRS 25 ERCE R P& MERISHTSMIE , BRA Y , RERAR A MERD,

[0@]1 Back to System Menu

[11 SOCKS

[2]1 HTTPS

[31 HTTP

[4]1 Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

Choice: [0 - 6] 2
Enter https proxy information
Address [1: 203.0.113.23

Port[1: 4443

Configure username & password [ysnl: y

Username: Justaname
Passuword:

Target — WEB
WEB proxy configured. Dverride proxy settingsTly-nl: ]
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6. ANy BemAERFH/RE.
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AR5 =5 B

Feb 10,2017

XenMobile AL MERTRFFHCENKHRIEREIE. ACENBLMREGRBN |, FFMRBIMNEARN, REsibriRs
Zx B,

BHrMAEEREMREE , B2 (XenMobile BHIFEM) PRIRS 2 EM.
RS 28 BERE X

PR AR &

FRKEA true , XenMobile ¥4 XenMobile =l &FRMEE , BMEEMRMIRILL | FL , EREB BRI
. BUAREN false,

Audit Log Cleanup Execution Time (®ixB&ERHITHE])
B EEERMNE |, A& HH:MM AM/PM, 7<) : 04:00 AM, BRAREH 02:00 AM,
Audit Log Cleanup Interval (in Days) (FxB &SR EIEIR(X))
XenMobile fR% 25 NARBEFHAZAEMN R, BAREA L.
Audit Logger (FFHZiCRa%)
WRWEA False , NACFAARE (U) F¢F. BAREA False,
Audit Log Retention (in Days) (F#zHEMRBEHE(X))
XenMobile fR 555N RE HZHEMRE. BARENT.
UEBEIT (7).

XenMobile FEIERTHIZ BT AL TIEPRME., Hl20 , BIEHKT 12 B 30 HER , HFAMBMHREF N 30 X, R
®&1E12 B 1 HE 12 A 30 B2 Eh&E#: , XenMobile 22X TIEH, ZHARE S 2592000 5 (30 X)

5 Microsoft iFH RS s iEis iRt

XenMobile E#EREIERRF AN AL, MRIEPRFFREEE  SFERARERE , BTCKIRERMNE!
60 MERE KA, £ 120 MENEEFNERRFHFEL. BAREHR 15000 2/ (157) .

Deploy Log Cleanup (in Days) (§8%& H&EE(X))
XenMobile fR%-#5 R EEIE AR AREAN T,
Disable SSL Server Verification (2F SSL JR%-288%1E)

FRTEA True , EIEHE LTI HANEEA SSLRFMEBRIE : 2E%K XenMobile fR%#5 L ERAETIERKNS
B , Microsoft CA JRFZFMERMAE , FHEEKRUEBEBMRIEBAR Xenmobile JR%2RFEHRANEL CA KL, K
ANEE A True,
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BREsa
MRRE A true , WAKFRAFIRBEBRSTTAEHE . BHARER true,
JSR/ZRRAT2HK Hibernate Ziit A&

NRIKA True , WL SR Hibernate ZEit{5EAEICR , UMBIHERRNY T2 FiEaERIE. Hibernate 2 AT 5 Microsoft
SQL Server #37 XenMobile E#EMA M. BIABRT , IWAEICRIBECEA , RAESH N AREFMMEE. RNV
SR RINBRA BRI R , I RARE R BEI . XenMobile ¥IHES A
/opt/sas/logs/hibernate_stats.log, BAIAIRE A False,

JE P AR 25

JEFEEER Secure Hub & FumiB4N. {8 true SRIEH. IIARENR true,
ActiveSync 5e£ T H A FIFELEI A P

XenMobile 7E1T PowerShell 54 BARER ActiveSync IR & 2R SRR BIBAMIMN A%, BIARE X 28800 7,
MERBCEAEN

WEERBCERAEN (B ERRBETL , 3K CEP) . ERUERERIEIFER XenMobile BHEFA CEIP. 2R
XenMobile A 15 KIEEAKIK LR , NAZAEN. FARENX false,

Inactivity Timeout in Minutes (FRIEZN#BE(534+))

BN WebServices #BASHI AR %22 B/ INACTIVITY_TIMEOUT |, Lt EMERE X XenMobile JE4#{# F8 XenMobile fR %
#2323 AP 3j3[a] XenMobile 3% & S B = N AFEFHANESNEE RZ AT 4. HBEHME 0 RARANIESHA PR
FEFRE. BARE AR S,

B[ i0s W& EHEMEz K

WRWEA true , BBMATIAB R EEMIRFABNA-TRHE. ArfRAT R CARE (MRFRE) M
MDM FCE %K.

i0S WA EMIFME—ANHEHEER

BAEREEMIRRTHARLEEG , WERMNETEEER RIRER CA RN TSN EE, Citrix ZIERNERE
Lot | BRIEBRIMEIER SR Z R, FEXMERLT , BIRXEREA#T 5000 2% (5#) . HKIAREX 1000
=0 1% .

i0S B EHFMRE—/HHRER

WEAASFEF , EMRERREERE LRE MDM BB A4S EaIEZ B FEFMNEE. Citrid ZNEREHE
Lot |, BRIEBRIMEIER SR Z R, FEXFERLT , BIRXEREA#T 5000 2% (5#) . FIAREX 1000
=0 (1% .

i0S R & EIHRGHA RN

&% XenMobile £/ SCEP (LTFRERAMAEEEM) - PKCS12 [@&F A MDMIES., £ PKCS12 BT , B4
XTERRS 25 LA , FEARPITEMPIE. BIARERN SCEP,

i0S B EHRGHRTAX/N
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FEN MDM &4 i0S BLEXARE-F1 XeMobile i0S RIF S H0FLEBHIA/N. BHARE S 1024,
i0S BEEHRGHREITRE

&7 XenMobile FEEB T BIFHALITIEBMXREL. #5120 , REBKT 10 REH , SFEANEMREAN10 X, 4
WEIETHIZ 8T 9 KiZE#ES , XenMobile £AUAFHES. BIAREHR 30 X,

iOS MDM APNS F.59%30

BLEMEE A APNs 225D , XenMobile [ Apple R %2R #EIX BA TR X,
iOS MDM APNS F.59%30

LEEtEEE APNs 28 , XenMobile [a] Apple JR 5523 X B AN FE X ERD,
MAM_MACRO_SUPPORT

FX MAM EBEEBCE XenMobile fR$-25 . RAE(E R FHMEEIETE Secure Hub FiE Mt Android 8%, iOS & & F FeEfE B
ZHAE Secure Mail FiEff. XEIKRE R FPIERHNIMOE S TESMAISIREI W] EM Secure Mail, HINLEE X
B, FHERBIAE True SRESNBEFHMEEM. & Fin/EME ENABLE_CREDENTIAL_STORE
SEND_LDAP_ATTRIBUTES 2 A E @,

BiR{E R Secure Mail B, Secure Mail £ M Secure Hub $EX B PRI FHPEbAE . 18 F0HB ~ ID. Secure Mail {EFHEG,
FHEpEHIEH TR AL, XenMobile 1 AN A F ID #7R Exchange Server , 3X{§ Secure Mail BEfi B3NS A Pt TS
PEAE, ANRRBBREATMEBE R , XenMobile £327~F PR , (BEAFASERNHTEMES.

NetScaler Single Sign-On (NetScaler 85 %%)

WNRIRE H False , WJAFEM NetScaler B A& 5% XenMobile JR%5-220422 A XenMobile [EEThEE. XenMobile {& A
VTNAERAE NetScaler Gateway £3E ID (205 NetScaler Gateway ELEEFEREIE URL) . ZRIARE A False,

EEERR B B0 B

BRE PR BETR (CEIP) EZIIFEHIES K MAAER. XenMobile &7 EERAMBHEINAE. EH LMK 15 &
Ja , XenMobile 32 CEIP (X#AEN) . BXRFMEE | B2 HRS S BEMERESC/BHAEN. XenMobile £7£
AT ZEEER O,

FMRENA K

RETEAE MDM SiTMEERENA AR AIE. | 0 FAEBIIMERRENAFHERZRE]. BIAERO.
RER A HIBHELE M A PRI E B

XenMobile ZE1T PowerShell 654 PURER ActiveSync i & KIS E I F5R B NIa N KM%, BUARE N 60 7,
M Microsoft WE+5 AR 5525 HRA AT

XenMobile ZEHITIRERI SRR EIERRFFMIAN AL, MREBRFHFREZE , SFARARERE , BTUK
SR EIRNNE 60 MEEKEE. 1£ 120 MERNBNANMERRSHF TR, ARER 15000 2/ (157) .

REST Web &%

JEFEEE R REST Web %, BUAREA true,
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Session Log Cleanup (in Days) (&1&HEFE(X))
XenMobile fi %23V IRBLIEHENRE. HAREANT.
RS 2RER

T XenMobile 7£E MAM, MDM &2 ENT (ft\k) A TIET , R=MENRIMNE T ARFEE, REEHRMA
REFMEEEE. BIREFSOREENARNRE RFHEX B, N TRA7R. TTRFNERRA |, “REIHHE

EBRGARE A ENT,
MREAA XenMobile MDM Edition ¥ A[IE , RESRIEIRS & BU P AR ERFFER , BYRFIHERIALA
MDM. ZNR%&EAHF MDM Edition FA[E , NITTIAB ISR PR ENRE AN MAM B ENT R B A R FEIE,
L RTUE AR A TR BPREIEMAET M RS SEI BIERE A
Enterprise/Advanced MDM #&E= MDM
Enterprise/Advanced MDM+MAM #8358, ENT
MDM MDM &2, MDM

BHIRE BEX B FINEEFIM RS BERPAS. STF MDM FINE , TOSRESBAEARMIZE T , BHRESBAERILK K
MDM, X3 Enterprise ¥1 Advanced ¥Fa[iE , ZNRARSZ$4EK ENT 2t MDM |, BHURS R SRS ERX—. R
RS- 2HE R MAM |, RIFHURS- 25482k ENT,

F YIRS BIEEAFIER , RIE RS [ BMH P ERURS 2 ERE |, #bam RS 28 BEFRMRS 2318, BRI
EFREHEXHFMAEE | FSREEFMEFMAHT XenMobile R HEST A,

BSHE (558

1R WebServices #BEF 2R AR %22 B4 STATIC_TIMEOUT |, ILEMERE X XenMobile 344 F XenMobile fR%E- 22/
3t API 8] XenMobile 156 & BE A E =AM AR FHEE RZ BT, BHARE R 60,

fiR AR H S
JEFEREEA Secure Hub & FiniHE %%, {& false BRHEE®SE. FARENA true,
fih & ARIEFEE0H
JEFEREER Secure Hub B Fip=g. fE false ERAAEE. BUARENA true,
Unauthenticated App Download for Android Devices ([ Android & &KL SHRATNN AFRF TH)

MRREA True , NI BFEE N FAFEF FEE1E1T Android for Work 4 Android %%, 2RS4 Google Play
I AR JE sS4 4 T 3 URL i) Android for Work 1871 , XenMobile ¥ FE It ENE, FEXFMENT , TE URL NeeasE
A S HEIES M —IXMERIE (F XAM —RMSIERS 2 BHEEX) . ZHAIRE X False,

Unauthenticated App Download for Windows Devices ([ Windows i&&HIALE SRR FAFEF FE)

UERTARIE—XRMERIERERIA Secure Hub iR, aREEA False , RIATRLERES HEIERRIN AR
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XenMobile T£Z] Windows %%, AR E A False,
{Ef ActiveSync ID $h4T ActiveSync %k &k

IMFRE A true , XenMobile Mail Manager ¥4 B3 ActiveSync #RiR%F#ER/ asWipeDevice iAHISH. ZHARE R
false,

{XPR>kE Exchange A/
WMFREA true , MZEA4TST ActiveSync Exchange AR FSHMEIE. ZHARE A false,
WebServices #IjZ<HY

FEREANMAEMNAIE AP FEHRER S HIAIEShETH. aRRE T STATIC_TIMEOUT , XenMobile & 75588 (944) Ak
Z 2R EMPEENE B S HEAIES A AE T HA.

WMRZET INACTIVITY_TIMEOUT , XenMobile £7E4 R TESN BT B AEAR RSB I (94 IR S 25 B ENEZ
B S HIESRAAETH. BARE R STATIC_TIMEOUT,

XAM One-Time Ticket (XAM —&tEZEYE)

— XS HEIELSEE (OTT) M TR ARFBERNEME. HEHS/EM Unauthenticated App download for
Android (T Android lNRZ S HEIIERIE FFEF T2) A Unauthenticated App Download for Windows ()
Windows IEESMINEMN ATEF TH) 4E&EA | IBERBAFPITRESMIIEKN AFEF TE. ZHARER
3600000,

XenMobile MDM Self Help Portal console max inactive interval (minutes) (XenMobile MDM BENRS 1 AIsH G &K
AiEshEtRNENRR (53 59))

XenMobile A XenMobile BBIRRSS [T FIEHATESNA A ZHTKI 6%, BIHE 0 RARNESAARIFERE. BOAR
B30,

AN, YmiEE bR IR S5 2 BT
7 XenMobile & , T I BEIRS %, BUJR , £H7ET S LEHIE5) XenMobile BUZZIFMITE.
EE

BEHE3) XenMobile , EIET EPWEIRRRFERAGLIRRTEN.

1.7£ XenMobile #FHlas , BEA LAKERENR. K EREERR.
2. FERRSTAR T E , RERSTRENE. MR EORIRSG AR BT, AT USRI, JmiaAn g sy 25 ik,
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XenMobile Analyze Manage Configure

Settings = Server Properties

Server Properties
&
Add

Display name

Interval

Number of consecutive failed uploads.

Sharefile byPath API fields

Sharefile configuration type :
ENTERPRISE/CONNECTORS/NONE

Connection Timeout

Identifies if telemetry is enabled or not.

Length of Inactivity Before Device Is
Disconnected

User-Defined Device Properties 1
User-Defined Device Properties 2

User-Defined Device Properties 3

Showing 1 - 10 of 111 itemns

Key Value

NetScaler Gateway Client Cert Issuing Throttling  ag.client.certthrottling.minutes 30

ceip.consecutiveupload failures 0

com.citrixsharefile.bypath fields  odatametadata,ld,
url

com.citrixsharefile.config.type ENTERPRISE

CONNECTION_TIMEQUT 5

consoleceip.participate true

device inactivity days threshold 7

device.properties.userDefinedl

device.properties.userDefined2

device.properties.userDefined3

Default value

30

odata.metadata, Id,
url

NONE

false

You must restart XenMobile on all nodes to commit and activate your changes to the server properties. To restart XenMobile, use the command prompt through your hypervisor.

Search

Description

Throttling interval for issuance of NetScaler Gateway client
certificates.

Comma separated set of fields (case-sensitive) that need to be
extracted from the complete sharefile byPath API response

Sharefile configuration type . Possible values being ENTERPRISE or
CONNECTORS or NONE

Session inactivity timeout, in minutes, after which the TCP
connection to a device will be closed (by default 5 minutes).

Length of inactivity (in days) before the device is disconnected.

User-defined device properties.

User-defined device properties.

User-defined device properties.

Showing | 1 | of12 <

AR ST 2 JB

1 BATE, BEEHE BORANIHTIR S 2% B T .
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XenMobile Analyze Manage Configure o admin

Settings = Server Properties = Add New Server Property

Add New Server Property

Key Select an option - @
Value®
Display name™

Description

Cancel Save

2. LB TRE :

o W FEPIRT , EEAENEY., BEXAKNE, PUTEREGE KRB BILRECR Citrix SR,
o {H : IRIBEFMBERMA—ME.

o BIRAFR : MAMBIEE B RIERFH[BUERBP AR,

o Ui : (RIE) BEAFRSSBIEALE.

3. BTHRTF.
YRIEARS 25 B
1 RS2 BHERMET | ERERENIRS 2B,

AR MREFENRFFBIUEF AN REE | SRR BIRERF SRR IRN LT RBEGIS IR A
B, SRR BIRTESISRAM.

2. its, LUK B R R IR S 2SR T m .
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XenMobile Analyze Manage Configure e admin

Settings = Server Properties = Edit New Server Property

Edit New Server Property

Key ag.client cert throttling.mi
Value* 30 B
Display name* NetScaler Gateway Client
Description Throttling interval for

Issuance of NetScaler H
Gateway client
certificates.

-

Cancel Save

3. BELEHUTEER

o B TEEBULTRL
o {8 : BMEMIE.

o BIREHR : BUMATR,
o B : BHEREA.

4 BHRFURFENEY , SREGBUBRIFBREAREEYL.
MBS AR S5 25 JB
L FERFSBIERET | EERBFRARS 25 B,
AR B ET e BN RIEE | ERERRRS AR,
2. bR, LUEPREIRRRASHEAE. B dik.
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At any time, you can access the command-line interface (CLI) options as follows:

e Onthe hypervisor on which you installed XenMobile - Citrix XenServer, Microsoft Hyper-V, or VMware ESXi. In your
hypervisor, select the imported XenMobile virtual machine, start the command prompt view, and log on to your
administrator account for XenMobile. For details, see the documentation for your hypervisor.

e By using SSH, if SSH is enabled in your firewall. Log on to your administrator account for XenMobile.

You can perform a variety of configuration and troubleshooting tasks using the CLI. Following is the top-level menu for the
CLI.

Configuration options

Following are samples of the Configuration Menu and the settings displayed for each option.

[2] Firewall
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[3] Database
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Clustering options

Following are samples of the Clustering Menu and the settings displayed for each option.

[1] Show Cluster Status

[2] Enable/Disable cluster

When you choose to enable clustering, the following message appears:

To enable realtime communication between cluster members, please open port 80 using the Firewall menu option in
CLI menu. Also configure Access white list under Firewall settings for restricted access.

When you choose to disable clustering, the following message appears:

You have chosen to disable clustering. Access to port 80 is not needed. Please disable it.

[3] Cluster member white list

[4] Enable or disable SSL offload
When you select to enable or disable SSL offloading, the following message appears:

Enabling SSL offload will open port 80 for everyone. Please configure Access white list under Firewall settings for
restricted access.
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[5] Display Hazelcast Cluster

When you select to display the Hazelcast Cluster, the following options appear:
Hazlecast Cluster Members:
[IP addresses listed]
NOTE: If a configured node is not part of the cluster, please reboot that node.

System options

From the System Menu, you can display or set various system-level information, restart or shut down the server, or access
Advanced Settings.

Server Tuning options include the server connection timeout, maximum connections (by port), and maximum threads (by
port).

Troubleshooting options

Following are samples of the Troubleshooting Menu and the settings displayed for each option.
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[1] Network Utilities
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XenMobile =% &8 TERAIT]

Jan 18,2017

XenMobile =& & XenMobile FgE—EHE T A, ABREELIT XenMobile , FHERIHEAITHIE., MREREK
XenMobile , EF& %% XenMobile, 3 XenMobile #5551 & AFHN w28 KVER(S 2 |, 557 “XenMobile &M —3+
BN 28 S35

VIR E LIER

EHREGSITIESS |, SR/G1E XenMobile 1244 ECE XenMobile 5 , 4 EFTFF. BAFIOEREIZEVIAEE B |, 1R

HEPEELTKECE |, TERRIATERENTRE., FHaRNAr. MARFIRE A, MEETRXETKRE, FF
168, B EREITHIA A _ LA W REIAR.

TR HESHMBATEHA .

N

1)
N

Import certificates
(trusted S5L, APNs, Configure LDAP*
client certificates)

Initial install settings
to configure now

Configure Configure SMTP & SMS
MNetScaler Gateway™ notification servers

For more information about each setting, along with step-by-step procedures, see the following Citrix Product
Documentation articles and their sub-articles:

e Authentication
e NetScaler Gateway and XenMobile
e Notifications

To support Android, iOS, and Windows platforms, you must have the following account-related setup.
Android

Create Google Play credentials. For details, see Google Play Getting Started with Publishing.

Create an Android for Work administrator account. For details, see Android for Work.

Verify your domain name with Google. For details, see Verify your domain for Google Apps.

Enable APIs and create a service account for Android for Work. For details, see Android for Work Help.

iOS

e Create an Apple ID and developer account. For details, see the Apple Developer Program website.

e (reate an Apple Push Notification service (APNs) certificate. You need an Apple APNs certificate if you plan to manage
|OS devices with your XenMobile Service (cloud) deployment and if you plan to use push notification for your WorxMail
deployment. For details about obtaining Apple APNs certificates, see the Apple Push Certificates Portal. For more
information about XenMobile and APNs, see APNs certificates and Push Notifications for WorxMail for iOS.

e (reate a Volume Purchase Program (VPP) company token. For details, see Apple Volume Purchasing Program.

Windows

e (reate a Microsoft Windows Store developer account. For details, see the Microsoft Windows Dev Center.
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e Obtain a Microsoft Windows Store Publisher ID. For details, see the Microsoft Windows Dev Center.
e Acquire an enterprise certificate from Symantec. For details, see the Microsoft Windows Dev Center.
e Make sure you have a public SSL certificate available if you plan to use XenMobile autodiscovery for your Windows

Phone enrollment. For details, see XenMobile Autodiscovery Service.
e (reate an Application Enrollment Token (AET). For details, see the Microsoft Windows Dev Center.

ZHla BEFEIER

W TAERERENAER NN AFEFAR & BIACE RN & 51,

EE  WESKMAATERE.

(D)
i /
A
Recommended
prerequisites
before adding
apps and devices

Configure ShareFile
Enterprise
or storageZone
Connectors®

Update or create

Check enroliment

BREMEERHAEER DS RA  FSRLLT Citrix R ERHPRET

HERIR

B

RFKP. fafiEm

{#F RBAC firEf

Bl MEIE TIER

RN FRFEFF TR
WTAERERT 1 XenMobile Fr# Nz FFE e ROZ AR URFF .

AR WESHMEATERE.

®

Add apps

Wrap apps with
MDX toolkit as
necessary

Add users & Add delivery Assign roles to ificati des f Add workflows for
roups groups users & groups™® ME I maces tor app approvals*®
g templates invitations
Configure app Add app Deploy apps to
Add apps policies categories™ Apply workflow delivery groups

BREMEERHAEER DS HA  FSRLLT Citrix FRIXEIERHFPRET

HERIR

AR TAER

*&F MDX Toolkit
RN FAFE
MDX ZRBEHELE
BEMEIETER

WTAERERT i XenMobile F R ANFNE M & % B R B A= R .
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AR HESHMBATERA.

Add devices

Upload Configure device Deploy device policies to

provisioning file policies

delivery groups

Configure client settings, such as
beacons, Citrix Secure Hub support,
and ActiveSync Gateway™

Create automated
actions for devices*

BREMTERFHRESENSRA , FEREUT Citrx =X ERHLFRET

wE
MR EFa
EERIR
AR ES
BahtiRE

TEMR FEE TAER

BT ERERT 1£ XenMobile =7 Ak & B ROEARAZ IR FF .

|'/ -
()

Enroll user devices

Check enrollment
maodes for invitations

Send enrollment
invitations

BREMEERHAEER DS RH | ESRILT Citrix =R E

o FFMKF. fEMIEM

e BN

IEFEHTHN BRFREEE TR
W TR B /REES TN BREFIR&EERNEIES , B EEH G P HITIXLES).

AR HESHMEBATERA.

N
Y,

Ongoing app and
device management

View notifications and
monitor devices and apps
on the dashboard

Issue security actions on
devices as necessary

Do connectivity checks, create
support bundles and view logs™

BRET RIS B A AR TFEIMAEK SR ERRHRER  § SRS IS REPRET.
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7E XenMobile 1R{ER0IE) , EFAMHLS SHHRE :

e XenMobile JB%5-2§ : 7£ XenMobile f&%-25 0] PAE UEMETS R T E MR EMHALR, AR FREmEaEn s A/
FrisE S 2T E [ EE  R P I SUE M AR R BI TN ES BRI E = EFHIIE. #id XenMobile FRIE Fik/E
M, #ATAE A Citrix PIN SARAEARECE PIN & ZeMEF03d HARA],

o NetScaIer NetScaler 2 Micro VPN SSL &1 {435 , MIRMBERRE , FAWEE XA FgRna N ARFNRS
HIBUEIRLS ,

e Secure Hub : EHAE , Secure Hub £5 XenMobile fRZ 2 E L. Secure Hub 2% % _EATLS NetScaler B{5HSe
1K INREVETH |, Secure Hub £ M NetScaler ZREREAIIE I , FRAZIE(L#45 MDX N BFERF, Citrix 3 3UE FIE
BEE , UBEHREAKE. BXRXFEEE , 555 Secure Hub —3CHRHRIEBREEF 5.

Secure Hub I’ B BN T MDX B4 A28 : Secure Hub &#EIX5KkRE , 7EN FFEF#BAT /55 NetScaler X Fiaid , PURRE
X MDX #BEFIEAIEAL . Secure Hub WA ATHRAGIN, IR BERE AR BN R FTA R,

o MDX 5% : MDX SREgSFER & _EAEBIRMRERE. MDX 5RIEARH Micro VPN &3] 3B NetScaler , 3EHIPITRHIR
R, ARAEHIPITIRIT SR Finikeg.

BRREMALESHRILN FREZBWTEFRRHIESE , BERERENINERZX  F2H MEFH) TSGR
UE—X,

{§ 8 XenMobile FHPEPIE L LIEREIF A FHITEHRIE. AXRTHIBNGED., SXxEMEEFHAEE B2
TXE:

IBREHIN R e 4 S AR

X PumERSUEHB RS A3

PKI S

TR AR

APNs iE#

SAML B 5 %5375 ShareFile

Microsoft Azure Active Directory fRE 251X &

UEF

BOABILT , XenMobile MFHFFEZRIRMAL KM BEL REEETR (SSLIEH , ATHRSMFHFZAWEFERRKE., Citrix
BWEERMBIERIMARAAM (CA) AR SSLIEFHE L SSLIEH,

XenMobile it F B T HI/ASAEANEEA (PKI) RSB E FUmEPHH) CARBGES. BT Citrix =B R iE A& & F
ZFR (SAN)IEH., STARZSEEE , (NFFNIBECFEK SAN IEH.

B FISEBSMEIENBIN AR BT —MMNITEE | AR FTAEIE HDX AR, BB TR FIREBSH%K
WEES , A Citrix PIN RASS ST XenMobile HIN FIFE R T8 B FAalA).  Citrix PIN &4 T B A S ARAEEK
. Citrix PIN BT HRE FIBIEBRRLBER B A MRTF Active Directory &z,

F 7 XenMobile FiEMHEIE I0S &% , TEM Apple B EFHAiE Apple HEXBANARS (APNs)IER., BXRLE , SR
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APNs iFH,

TREBRTE/ XenMobile ZAHAREPAEIFNZEERY

XenMobile £A#F WEHE T AER R
PEM (BASE64) SSL, 1R
NetScaler Gateway | PFX (PKCS#12) NetScaler Gateway Bzh¥ PFX 3534 PEM,

SSL., SAML, APNs

XenMobile fR%5-28 P12 (FEETF Windows BITEH LK pfx) XenMobile eI FEFAERKTE PKI,

StoreFront PFX (PKCS#12) SSL, 1R

XenMobile STIFRIK SR 4096, 2048 F1 1024 () SSLARNTSHEBIE Ui, 53132 |, 1024 AOEBEAR SR,

XF NetScaler Gateway #1 XenMobile fR$5-2% , Citrix BIXMZA3E CA (N Verisign, DigiCert 8k Thawte) 3REUIRSZHEP.
AT AM NetScaler Gateway &k XenMobile BLESCAFZFAIZUERRELIEK (CSR). 1% CSR 5 , HHIRZE) CA #1784,
CABREIE&LIEH/G , BIA[4E NetScaler Gateway & XenMobile _E%3Z00FH,

7£ XenMobile #_F#FHiFH

B EBRESMERE OUERRFPE—IKE KRR, FRHEEANTHE. REFTEIEPBH PKI EAAEEE | RS RRAENH®
B E T MR EHRRS SHEPFRPFHITER. H20 , LTRERER XenMobile BCE b5 Microsoft CA%/R., 5
Microsoft CA HZEFEN {F AR FimiEB#H TS AL,

FEARNBNBT LBEPBHREANERE. FX4ZE. LEMEER FInEBRERMER  E2RE FinEBEuEB IS 4%
ik,

MEATK

XenMobile ATRESAMIRLL RIEHHFLER | (BRATRERAUHTIHIRALE, [RIFF , XenMobile ATREF R M AIREAR TR AT LBIETH
LR,

mEEH & _EBUE
RIER EHEHEHI S ER BT

o AIUBEFUSA—IEAE , AREBRPEFEETIRAIBRRNEKE |, BRIEEE LR PRCS#12 185K,
o AIUBEHFUFA—MER,

AEATRL LB CA ASRXHEREAITE R CAES (RHREA)  UERATEFRSHRIER SSL & FimiES (FRE) . RE
Microsoft CA SRKRT , FEFEE CAUESR , WWERTTNBE BT CAEPBRTE RS FIEBMIIRSDIHITIERE, R, KER
FinS AR , ZaTUAEE XenMobile AFRSARHTH RS PSR PEHITIER,

SAESE
RRET , BAE (REEPNFRE) TUBESN5RE. Bt , NBRENSR , RESRREIEERBH4 , BTIR7
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BMBFEE. WREKIEEANE  BNBEFRE KB, BT PKCSHLR XHEEBENBE—NKE , LiF PKCS#12 £
NERAEREN |, R BRAE T,

1. 7£ XenMobile #=H| G , BdiTH| G A LAREHRE. PR EREE R,
2. BAEESS. AR BoRER .

XenMobile Analyze Manage Configure i+ A, admin v

Settings > Certificates

Certificates

You must restart XenMobile on all nodes to commit and activate your changes to the SSL and Android for Work SAML certificates. To restart XenMobile, use the
hypervisor console or command-line window.

&, o

Import Add
MName Description Status Valid from Valid to Type Private key w
XM5.example.com Self signed/Generated Up to date 2015-11-16  2025-11-13 SAML v
* agsag.com & Expired 2013-10-23  2015-10-23 SSL Listener v
cacerts.pem Self Signed/Generated Up to date 2015-11-16  2035-11-14 Devices CA
ent-root-ca Upto date 2012-02-22  2017-02-21 Root or intermediate
APSP:3623302e-7cfe-4df8-aad © 22 days left 2015-09-30  2016-09-29 APNs v

Showing 1 -5 of 5 items

3.BESA. B RSEANEIE.
4. FCELTFRE :
o S EFRF , AEEAE. SASEERE R AR K B] R B4R FE T
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Import
You can import certificates or keystores used by PKI components. You can import several
certificates, but you can only have one certificate active at a time.

Import Keystore -
Keystore type PKCS#12 v
Use as Server v

Keystore file™

Password™

Description

Cancel

o FAAFER : RSP | B PKCS#12,
o FfE : 3R F , B EAERNAR, THAERMT
o fR%E. IRFIZEDE XenMobile fR %23 ThEEMAF FRRGIES , B L3 E XenMobile Web $5H| A&, XLFHALE CA
IEH. RAEPRAR AT EEMEMEAAHHNE PIRSHIIERIER, A, EIEaTAE RS 2SHEPB R FiE 75 250
FRRFHOED. WRXFHIERTERR LELETHERKN CA,
SAML, R2FHMFCES (SAML) AFEREXIRS25. Web s AN AFEF K8 R B3R (SSO) ViRl R .
APNs. Ff Apple 324t Apple #EXXBAIAR S (APNs) UETFS , ATRUEIE Apple HEX W4 5 HaR & BIE.,
o SSL TR, LLEHETFE (SSL) {flT2E% XenMobile &40 SSL N&ESh.
o BAARESCHF - MBI ES NRHZERNA pl2 (22T Windows BTTEML LA pfx) HE4ARE.
o HHE : AL IEDHED,
o UHA : TIE , R AESAERRE S SHMABAEX NI,

5. BTN, BAERRMEAERRT.
SAEH

WSCHFEREAREARE S AGESH | XenMobile 5 BT \PAMBIESHE , FENEFOFHES (heMEBR—
BEHEBRE) . RETHREREREPIERHIIER— G | HAGERrS N REES RN — MEBIOME &
B, B

MEHTIRIR , AT AASARIER RN SR, R INESEF S —MEP L. ATEURE iR EE A,
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3. ESASHERIERSAT , dRMERER , FREUET.
4. FASHEER ER AR N O] BANEHER. ERET , BhEREAENAN. TREmMT

o RSB, RFIFIEPRE XenMobile JRF-2STNAEMAE FARRES , B LEHZE| XenMobile Web $5#|45 ., XEAFHAIE CAIE
. RAEBUR BT HEMEMEMAHNE PGS HRAEKIED. A , BB ARS 2HIEP R A EER
WENED., WAESIERTERE LB EEMERK CA,

o SAML, TLFBIAIFES (SAML) AFEIRMESTARS 2. Web b FLN AFEFHI8 RUESF (SSO) AR,

o SSL{TE. TE&EHTFE (SSL) 23 XenMobile N0 SSL MN#IESN.

5. JEEIRE S ARSERRA pl2 (78R T Windows Bt EHL R pfx) KA.
6. FEAEHIEBRAERA . RPRT SEBLEEERAEHTINENGEE.

7. BNEBRRE (ANE) MBS SHAERX 5.

8. BT, IEPRARMERERRS.

EFES

FEEARSE) , XenMobile #IXAKFRGF BN AAFE—MED. NMREZHXAESNEBRE—BHEXNINED , NFEE
EERAISE B ERKHBIR.

BERBPEFES , E7E XenMobile =5 & B EEH & A LAWK RENRDITFRERE , AeBiiEH. ESAME
HEF , SAFES.

YEHRF DN , ERALMEBRVACEENTMRENERINES. R, WRELERE LHEZERSSED  IEBREET
—IKHERE N B SN R,

XenMobile WFH%EIH

FAVE W IR ERAEL ) XenMobile FZHERKES , AEBUEPBHT BN RN ERD, AHBHRNS B EHBIEEREMN
#ifE XenMobile I TIFREIE,

FHIR AT REB S A TR ESTAIES

XenMobile fR%-25

AT MDM FQDN #4 SSLiE$H

SAMLUES (AT ShareFile)

AT AR BT EAAEIRIE (StoreFront/AAIB4) fARFIHE] CAEH
FAF i0S & ETRH APNS IEH

AT XenMobile k%28 Secure Hub IBANAINES APNs iEH

BT5 PKI fZEM PKI A AUEF

MDX Toolkit

Apple FF&E A SiE+H

Apple BERELENH (IRNAERF)

Apple APNS iE$ (BT Citrix Secure Mail)
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Android Z4A B 3L
Windows Phone - Symantec iE$

NetScaler

AT MDM FQDN #4 SSLiE$H

TR > FQDN f SSLiF+

FF ShareFile SZC FQDN #] SSLEH

FT Exchange faz P (ENEECE) O SSLUEH
AT StoreFront a4 SSLIEH

AT arRUERAIARAF A CAUEF

XenMobile JEFIT HA 5 /G
MR AVFERTH |, IEBREATH , EAREBELNIEFIZITELES , tWABEAR) XenMobile &EiE,

Nz
TE

PR AN (CA) 2FESHIRMIZ AT /R LT SSLIEH.

AT Citrix Secure Mail f{] APNs IEH

FT Apple H#EXIE&IARS (APNS) IEREFESTH , A , B HM1E Apple #HEXBEAARS SSLIEBERZ ATEIZFES , 3
£ Citrix [T PPBHTEH. MBEHIH , BrLmilk Secure Mail #EXBMA—HUER. Mo , EREER RN FAFEF
RIEHEXTEA,

BT i0S %% &8 APNs IEH

FEZM Apple BEMBIZE APNs IEH , ZBEFE XenMobile FiEMFNEIE i0S &% . MFUEPRITHY , B KAEETE XenMobile
FIEM , MEARBEEIEHR I0S ®&., BXRFMEE , ESH APNs i,

ATRABIT SR Apple #EEUER ) kB E APNS IEPREFMT IR, B OMERABIEBRE—R PSHER.
EEHIRHAZ BT 30 XF1 10 X , &KW E Apple KX FEMFES] , HPEEUTER

The following Apple Push Notification Service certificate, created for ApplelD CustomersID will expire on Date. Revoking or
allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate.

Please contact your vendor to generate a new request (a signed CSR), then visit https://identity.apple.com/pushcert to
renew your Apple Push Notification Service certificate. (3 ApplelD CustomersiD BIZHIPAT Apple #3X B &N R SIEFHET
Date i, M4AHERHRAFHIERE T EAMBREEFMEMFAHXRED. BIKAENENEUESIEK (BEH
CSR) , #RfEia) https://identity.apple.com/pushcert PAZHTARE) Apple #3% B &1 RSAED. )

Thank You, (JIR4Rm4L)

Apple Push Notification Service (Apple #3%B41RE)
MDX Toolkit (iOS 4> &EF)

Y i0S & biEfTHEMI AFERF (Apple App Store PN FRFEFFERSN) WRET B &AL E U AN K5 ZE P T
4.
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RIUEAR) I0S DAEBE BB , FHITRATHRE

1. M Apple 2MVFFRFZTT P, AiTRIER MDX Toolkit TBRIEAN N AFEFE/E— N BN AT ID, &N AREF
ID 7~f5 : com.CompanyName.ProductName,

2. A Apple 2MbFFR %I , %1 Provisioning Profiles (B&ACEXF) > Distribution (97K) , FEE— I HNHES
MEXMH, XEE—DSHURMNE NN RTRERF ID EZDIR,

3. THAAEREEX M. AXRFEMEE , BS AT I0S Ba AR,

BHHARTE XenMobile fR%-SEBRBAN , FHITIUTHRIE :

1. #£ XenMobile #ZHla , BHACE , A/RATIES.
2. WHiREFE APNS, SSL fnllfrss. RANFEREBENKFTHEDERER.

Android 4R E

BAEREBERT ALK Android I R FFE A FNERRX . YENEARSMENE , B EBTTEtIEEIN A2
FREAHTHRAS

Symantec 12 AT Windows Phone f4\ViEH

Symantec £ fF Microsoft ¥ BFEF+F/ORFHARBELEBHIMFKIREE., FEAENRERITEMANARFF ORI A
Windows Phone 1 Xbox 360 Kz FRFEFF , DMEIET Windows Marketplace Tk, BX¥EHAEE , 15518 Symantec TR K
Symantec Code Signing Certificates for Windows Phone (Symantec Fi-F Windows Phone F{ARE&ZIEH) .

ARIERERI , Windows Phone | PR TTIEEMAN TR AT R AL RN AR , UAREREFLETCRINAT VR
Fr.

NetScaler

BRMRLIE NetScaler FIERIHIFFMESR. , S Citrix SIFFIRF/OAF ) How to handle certificate expiry on
NetScaler (an{am4bIE NetScaler KRERITH) .

0K NetScaler iEHIH , A TTAEM. VRNV ARIE. £/ Secure Mail BfiZE#ZE Exchange Server AR ZEFIFTF
HDX & AFERF (BURTEHHAMNES) .

Expiry Monitor #1 Command Center T] LAFSBNEIRER NetScaler i+ , F/EERITHIREAE. XA TSI T
Netscaler i :

F3F MDM FQDN @ SSLEH

AT M < FQDN f4 SSLIFH

AT ShareFile SZC FQDN f# SSLiF$H

T Exchange faz P (EIEECE) B9 SSLUEH
FAT StoreFront Tz &) SSLUEF

AT EREBHRFISE CAUEH
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NetScaler Gateway 1 XenMobile

Nov 29, 2016

1/ XenMobile A& NetScaler Gateway i , JNEFZR VI[N MSESL S HINENSH]. FIRLTIRE , Bahk& MM A
R RUARNET Intranet ERIIVARSS2S , ATARERE NN AFEFS NetScaler Gateway Z [BJ4J& Micro VPN, &%
RRASLATRTE XenMobile $5%| & ACE NetScaler Gateway,

12 XenMobile 5 NetScaler Gateway HIRAE
ATRAME BIRAEEVE AT S IATEAERE XenMobile 5 NetScaler Gateway FRIEELSIR. EFHRHEEN TSRO EFHE.

START

@ Checkon the system requirements @ Install software, licenses, cerfificates

Download XenM obile

Review System Requirements for XenMobile, product software

MetScaler Gateway, Active Directory, and

Microsoft SQL Server ' l
| Download NetScaler
] Gateway
See supported XenM obile components for
XenMaobile with NetScaler Gateway and l

the M DX Toolkit

| Acquire licenses

Check on supported device platforms.

Acquire certificates

@ Note the settings you need for Xenldobile @ Note the settings you need for

NetScaler Gateway

IP addresses: + Hostname

« Public and local + FQDN or IP address of

+ DNS servers XenMobile

«  WINS S{_erver + Callback URL

. }[(}e?Mnrthni + For XenDesktop, XenApp,
. efault gateway d Sel Hub

¢« NSIP and subnet o crer

Subnet mask @ Configure XenMobile in the CLI
FQDN
XenMobile host name

IP address and subnet mask, default
gateway, DNS servers, database
connections (Citrix recommends SQL
Server remotely), XenMobile host name,
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Microsoft SQL Server IP and communication ports
address and port

________________________________ 2 Set Public Key Infrastructure (PKI)
server certificates passwords

Complete XenMobile configurations in the
XenlMobile console

Optionally, enable FIPS

Configure licenses

l Use the NetScaler Gateway

Import APNs and SSL wizard to configure XenMobile
Listener certificates connections

Configure NetScaler Gateway

}

Configure LDAP

J Open ports in your firewall for user connections from

l Secure Hub, Citrix Receiver, NetScaler Gateway Plug-
] in through XenM abile to StoreFront, XenDesktop,

XenMobile NetScaler Connector, and intranet sites.
Configure the notification server

FIMISH

o RGESKMFFAMN
o RRMEE
o TREEAMZIFIR

©

o TREEAMZIFR
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o EHSIRARAHFEE XenMobile
o 7£ Web j{|¥T 23 ECE XenMobile
o fiiE XenMobile FNEHIRE

e i
MAZEBARRA PDF A& A2 .

-----------

poF ¢ EBZE XenMobile HIRFER]

ACE NetScaler Gateway
1. 7£ XenMobile Web #Z=Hlae , BliEH| A A LARKHRER. W B REERE.

2. 7R %25 FHE , f#if NetScaler Gateway, AN /R NetScaler Gateway TH.
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XenMobile Analyze Manage Configure

Settings = NetScaler Gateway

NetScaler Gateway
When you configure NetScaler Gateway, you configure the authentication mechanism for remote device access to the internal network.
If you use NetScaler Gateway with StoreFront as the authentication server, you need to enable StoreFront as well.

Authentication m

Deliver user certificate for authentication oF @
Credential provider B
Save
[
Add
Name Default External URL Logon Type # of Callback URLs v
aglse v https://mb186.agsag.com Domain 0
agdummy https://10.199.225.200 Domain 0

Showing 1- 2 of 2 items

AU TXRE :

o SR  EEEDBASHRIE. BIAEANF.

o AR EATESNRIAFMIES ; R E A5 XenMobile 55 Secure Hub #Z SAKIFIFT , B{E NetScaler Gateway
AIRE FISERSMIIE. ZHAERX.

o TIRIRMARR  1EIIRF , REEFANEERMEF. BXFEAEE B REEE M.

6. B RTF.

RANETH NetScaler Gateway <451

1. 7£ XenMobile ZH|&+ , BEIEHI A A LANKEIRER, IR ITHEER®E.

2. 7ER%2S T @ , B NetScaler Gateway, [ B /R Netscaler Gateway TUA.

3. R, WA BoRENFK NetScaler Gateway T,
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XenMobile Analyze Manage Configure 3 %, admin v

Settings = NetScaler Gateway = Add New NetScaler Gateway

Add New NetScaler Gateway

Name™ Appliance name
Alias
External URL* Publicly accessible URL
Logon Type Domain only -
Password Required m
Set as Default OFF
Callback URL* Virtual IP* % Add

4. EMNTFRE :

LR - BE\ NetScaler Gateway LB #R .,

A4 - TRLEEEERIA.

SMEB URL : 52\ NetScaler Gateway i/a3ti70R] URL, 140 , https://receiver.com,

BRER PR , BEEMOERER, KA. (REL4SM. BHNRL4M. D, ERMEUEBNR
248, RAEANRE.

WMRERB LN, NRIBSEILE AT, B RIS, X3 TFLeem | FIaMpRIs , FTiAE R ESTE.
FRERER | WFBIsANTF. 5, FREETERNBAESIRIBIMENSE R EZ LT K.

MRFEFERBMT LS , TELE NetScaler Gateway ERITHISMCE PISHF Secure Hub, AXER , EZHA
XenMobile AL EUEPB R 24 S HEAE.

o TEW  EEEFEFEATEEBENIMHIE, ZNAENFF.

o BHEIAE : TR E DRI NetScaler Gateway FEZRAEIR. BHAEAX.

5. HdfRTF. LUAS NetScaler Gateway BRI B/RERMT . AJAIBE BHFIRF L FRmEDBIRRA.

R0 NetScaler Gateway k61 f5 , FTRURM—ERE URL 3EFEE NetScaler Gateway VPN 24 1P #itik, FE : XEAEF
B, BRI TRE DUER T 2M | 5712 Y4 XenMobile JRF5-254T DMZ &,

1. 7£ NetScaler Gateway F& , 4% HRMF M NetScaler Gateway , SA/GEEHRM, I B RHFNHH NetScaler
Gateway T,
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2. 1E3 K ERA URL fFRAR |, B,

3. 45 EV URL, WFERIRTEMREAIHEZ (FQDN) , HEAEEKEAKE NetScaler Gateway, [BI) URL ASRAEMT AT A
XenMobile fg%-285iA0R)f IP btk , {BARAESMIF NetScaler Gateway URL,

4. %\ NetScaler Gateway 3 IP #iit , KRG8 H{RTE.
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IWER T 24 S H5IE

Dec 14,2016
XenMobile XFFARIE— N ERZ A B RPUTETIBRSHIAE , Fla155E B Riia MY (LDAP) 32 # Active Directory, #&7]
RATE XenMobile FRCE S— M Z B RMER , AREA LDAP ILESAA. K FFAXEM.

LDAP @ — ML TNV RN B INY , AT Internet BMY (IP) MG AT A ARNEREERS. BREER
BREBTHZEINXATAWAS. R, MK, REMLAEFEE. LDAP WFE LBLRAMARMHEARQER (SSO) , B
BIRAPESTURSZBHRZ—NEN , ERAER—IRAT WebdiRZ s , IR B3IEREIATIN Intranet,

% il R LDAP fRST4% (FRABRARGRIEFESF (Directory System Agent, DSA)) /a3 LDAP &¥E. AJa , & ik

REB[BEZREBK , RS ZBESHYMNSHEAEHITIRN,
1 XenMobile #¥x/IN LDAP %%

1.7£ XenMobile #=H G , BdizH| G A LAREHRE. K EREE R,
2. 7ERRS23 THE , 8 LDAP, UCEPR IR LDAP d. ATRAMBLIEZAN, Jitaskiiz3%7 LDAP KB R.

XenMobile Analyze Manage Configure -3 %, admin v

Settings > LDAP

LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Support nested groups NO
[
Add
Directory Type Domain Name Server:Port User Base DN Group Base DN Default ~
Microsoft Active Directory agsag.com 10.199.225.101:389 dc=agsag.dc=com dc=agsag.dc=com v

Showing1-1 of 1 items

A INARE LDAP BE %
1.4£ LDAP T L , B3R, AP EIR Add LDAP (7Ri0 LDAP) TR
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XenMobile Analyze Manage Configure e 3 %, admin v

Settings > LDAF > Add LDAP

Add LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Directory type* Microsoft Active Directory -
Primary server” IP Adldress or FQDN
Secondary server IP Address or FQDN
Port* 389

Domain name*

User base DN* dc=example.dc=com @

Group base DN* dc=example,dc=com @
User ID*
Password”

Domain alias™®

XenMobile Lockout Limit 0 @
XenMobile Lockout Time 1 @
Global Catalog TCP Port 3268 @
Global Catalog Root Context dc=example,dc=com @
User search by userPrincipalMame -
Use secure connection NO

Cancel Save

N

. Configure these settings:

e Directory type: Inthe list, click the appropriate directory type. The default is Microsoft Active Directory.

e Primary server: Type the primary server used for LDAP; you can enter either the IP address or the fully qualified domain
name (FQDN).

e Secondary server: Optionally, if a secondary server has been configured, enter the IP address or FQDN for the
secondary server. This server is a failover server used if the primary server cannot be reached.

e Port: Type the port number used by the LDAP server. By default, the port number is set to 389 for unsecured LDAP
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connections. Use port number 636 for secure LDAP connections, use 3268 for Microsoft unsecure LDAP connections, or
3269 for Microsoft secure LDAP connections.

Domain name: Type the domain name.

User base DN: Type the location of users in Active Directory through a unique identifier. Syntax examples include:
ou=users, dc=example, or dc=com.

Group base DN: Type the location of groups in Active Directory. For example, cn=users, dc=domain, dc=net where
cn=users represents the container name of the groups and dc represents the domain component of Active Directory.
User ID: Type the user ID associated with the Active Directory account.

Password: Type the password associated with the user.

Domain alias: Type an alias for the domain name.

XenMobile Lockout Limit: Type a number between 0 and 999 for the number of failed logon attempts. Setting this
field to 0 means that XenMobile will never lock out the user based on failed logon attempts.

XenMobile Lockout Time: Type a number between 0 and 99999 representing the number of minutes a user must wait
after exceeding the lockout limit. Setting this field to 0 means that the user will not be forced to wait after a lockout.
Global Catalog TCP Port: Type the TCP port number for the Global Catalog server. By default, the TCP port number is
set to 3268; for SSL connections, use port number 3269.

Global Catalog Root Context: Optionally, type the Global Root Context value used to enable a global catalog search in
Active Directory. This search is in addition to the standard LDAP search, in any domain without the need to specify the
actual domain name.

User search by: In the list, click either userPrincipalName, or sAMAccountName. The default is userPrincipalName.
Use secure connection: Select whether to use secure connections. The default is NO.

3. Click Save.

YRiEFRA LDAP B

1. In the LDAP table, select the directory you want to edit.

Note: When you select the check box next to a directory, the options menu appears above the LDAP list; when you
click anywhere else in the list, the options menu appears on the right side of the listing.

2. Click Edit. The Edit LDAP page appears.
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Edit LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties

XenMobile Lockout Limit

XenMobile Lockout Time

Global Catalog TCP Port

Global Catalog Root Context
User search by userPrincipalName

Use secure connection

3. ELEMUATER

BRER : 153K+, HEANKNERER,

FRFE - BAFAT LDAP ERSEF ; AT IP Hit s Fe2fRE M4 (FQDN),

HBVIRS 2 - "Ik, ANRECE THIBRSES , BENMENAR S840 1P sk FQDN,

inH : BT LDAP lRESHIROS. BOABIT , MTARELM LDAP & | is SR E KX 389, EHALLM LDAP

EEEE FNO S 636 , A Microsoft B4 LDAP E#:{# Al 3268 , 5k#& 4 Microsoft %4 LDAP i&E#{# A 3269,

W4 TEEBUTFE.

o AP DN : B ME—IAMRTILE Active Directory PN P E. 1EIARGIEIE : ou=users, dc=example 3%,
dc=com,

o ZHELAY DN : 82 \ZHERE DN 204 , L cn=groupname IERFEE. a0 , cn=users, dc=servername, dc=net , H

cn=users 2204 ; DN #1 servername 3&7Riz1T Active Directory BIARS- 25 B #R.

A/ ID : g8\ Active Directory ik FRXEXA 1D,

WD NS PRI,

Bl  BNIBLIREHIE .

XenMobile SIEFRSY : SANT 0 E 999 Z AT , RANKBEREZFHIRE. BIFERAH 0 R7R XenMobile 1548 R &

RIBRMBCEF =X B BE R .

e XenMobile BiEMF[E] : BEANT 0 ZFE 99999 Z AT , FRA BT REIFLIMFRFRND4E. BFERAF 0%
ARSI P EYE FERF.

o £FHEF TCP¥HO : MALRBERREFHRN TCPIFHS. ZNAMEAT , TCPIHHASIRA 3268 ; XiT SSLiZE#: , {FHuimH
= 3269,

o £FBEFRIRLTX : 7% , AR TE Active Directory F 5 £ REREARNEL BB L TE. HIERZEMRIRAE LDAP 18
RZHMOFIE , AT ER |, TTHRTEE KIRHIE4A .

o AFAIEERIKIE : 7E8K31RA+ |, i userPrincipalName 2 sAMAccountName,

o FRAREERE  EREREAREIERE.
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4. BEREURFENEY , SRTIUBRITRERREE YR,
k32 LDAP fE R
1. 7£ LDAP A& | R MR E K.
AR TRUEE RS A BUF AN EEE | EERERRNZ A B,
2. kR, BUEPR BIRERASTERAE. B ADBER.

Wea IR R gy Bl

ALK XenMobile BLE AZSKA AT RADIUS HHIUE R LDAP R — XM BRI TR HRIE,

FSRILRAERT M |, AT RO ILECE S Citrix PIN #0 Active Directory BREEFHESHE—E , MERFAFTEERTMAR Active
Directory A& MER, AASEAEM. BRLTHIRK FSUE R B P2 15,

fCE LDAP & HE

{£F LDAP #1THHEIFESKESE XenMobile ERIIFPMANAMIMNAK SSLIEH., BRIFMEE , ESHEE XenMobile &
FEOEB.

1L E+ , %5 LDAP,

2.1%3#% Microsoft Active Directory , X a8 tidmis.

XenMobile Analyze Manage Configure e %, admin v

Settings = LDAP

LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Support nested groups NO
A%d ! Edl;t {5 ! Delﬁete
Directory Type Domain Name Server:Port User Base DN Group Base DN Default ~
Microsoft Active Directory xmlab.net 10.207.86.51:389 dec=xmlab,dc=net dc=xmlab,dc=net vy

3. KA Port (38) k636 (CEATFL4L LDAP &) R 3269 (JEAT Microsoft 4 LDAP 5&EH#E) .

4 BERREEEEYAR.
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XenMobile Analyze Manage Configure t-3 , admin v

Port* 636

Domain name® g NEL
User base DN* ez dc=net @
Group base DN* dcamm e de=net 1 @

User ID* administrator@s net
Password*

Domain alias* et
XenMobile Lockout Limit 0 @
XenMoabile Lockout Time 1 @
Global Catalog TCP Port 2260 @
Global Catalog Root Context de=example,de=com @

User search by userPrincipalName =

Use secure connection ves @) |

Cancel Save

ACE NetScaler Gateway % &

AR HIRBEEL S 1/ XenMobile 0 NetScaler Gateway 38, E#R A0 NetScaler Gateway 3| , &S IELE Hi
NetScaler Gateway 34,

1 EREF , #if NetScaler Gateway,
2.1%+%* NetScaler Gateway , A /R B t4wiE .
3 ERRER G | IR LS.
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XenMobile Analyze Manage Configure

Settings = NetScaler Gateway = Add New NetScaler Gateway

Add New NetScaler Gateway

Name* THAG
Alias

External URL* https://ag-bml.xs.citrix.com

Logon Type Domain and security token -

Password Required m

Set as Default

Callback URL* Virtual IP* % Add

Cancel Save

JEF Worx PIN 1/ L7

E 2 Worx PIN Ff FA#RLETE | 5% Settings (I®E) > Client Properties (X ihEME) |, SA/5%E4 5 1%4E Enable
Worx PIN Authentication (j5f Worx PIN &#%&E) #1 Enable User Password Caching (SR FPHEE%EREF) . BXF
HEE , ESRE Fin/Eit.

AL NetScaler Gateway A TIBM R £ ShE S HKUE

15 XenMobile L& {E BRI EIMBR S22 BCE NetScaler Gateway SEFLESCHFERE . BXEE , B2 NetScaler
Gateway 44 XenMobile ALE B N% 42 4 8 S HIAE,
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& FimuEBEGEH IS KUk

Feb 16,2017

XenMobile HEHABLE 2 P2 MEBSHEIE. A XenMobile FMEFRFMAAE SN —NRLE |, EERERET
EBRFHIIUE. 7E XenMobile HFEH , WECE E BT T &MMA FARMRERATE , R, &T NetScaler #17#4
WESHIIEERER HR{E SSO EEMR 2.

MREFAT LDAP FEAFLEFE AT RSN ATE , BB IER B ERERK1iR) XenMobile, F Fl#fE{# A XenMobile
A pfEME— PIN 4T, A FREUAIRAUR/E . XenMobile 4132 F1EFE JFLLARAE XenMobile FEHHATE I IEAKIIE
A,

1# A NetScaler (UEBHHIIESIEBIIHS HIAERT , TTRAE A NetScaler for XenMobile [6) % & XenMobile FTEEHIED
. H#Bz1T— NetScaler for XenMobile &,

EXREWTRFESRHET | FAGVMIREBIARLMEHER LDAP TR B ANALRmEKERR LB , XA
ERE FREPNLTLLEXMUESHRIEAER. EXEER  EHSMA XenMobile BEEIFHME LS SHRIE,

X P E B S MEAIBER T XenMobile MAM 425X ({X MAM) F1 ENT #x (X4 A ~EMEI MDM &) . 4B ~EMEIERR
MAM #EZE |, 2 PERE B S HMIIEARERT XenMobile ENT #3, JR{KIKEBLE Microsoft fi$-2s. XenMobile fR45-25#0
NetScaler Gateway , ZBESt XenMobile ENT 1 MAM #&={# A% FIRIEPBFHIIE. BITASCATRRIN T E M HIR.

1£ Microsoft fRG25.E :

1. & Microsoft EIEEH &R RINEREEATT,
2. ARERIANLH (CA) FARNIER
3. W CA BR%23 61 PFXEF.

1E XenMobile JR%-28 F :

1. ¥UEB_EZE] XenMobile,

2. AETEBHNSHEIEAE PKI 3K,

3. BeEEIRIR MRS,

4. ¥ NetScaler Gateway FLE MR St A T 2HTHHRIEK A FIES.

7£ NetScaler Gateway _E , %8 NetScaler Gateway XAYFHELE & FimiEPel R FUmiE-BAIS SO TR I TECE .
\
U - 3 as

o N {FEAX FUFBEHIIER SSL E1EH Windows Phone 8.1 184 , W4I#E NetScaler AN 8 167 IR &5 28 b X
A 443 Z2A SSLAFEER. At , BEEIIRS 28 ExfigO 443 =17 T

set sslvserver <ssl Ib vserver> sessReuse DISABLE
HE  INRBZASSLAEER , BE2A NetScaler IRt FELAUTNEE | X425 E NetScaler EHIMEBETBE.

e 4 Exchange ActiveSync BCEETFUEBHRSHIAE , ES Ptk Microsoft H%,

o WRIELEFAERARSEZERRAI A Exchange Server i) ActiveSync ER £ |, EHREZINEEBEEBERIER/F(E
WEF, BR, 7£ Secure Mail PR EMRMFER , ETEPHRSHRIUEE XK. £ Exchange IS I=H &5 , MIRBITRAT#:
1E :
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http://support.citrix.com/article/CTX215200
http://docs.citrix.com/zh-cn/netscaler-gateway/11-1/config-xenmobile-wizard/configure-client-certificate-and-domain-authentication.html
https://blogs.technet.microsoft.com/exchange/2012/11/28/configure-certificate-based-authentication-for-exchange-activesync/

o JRIN—A Web At XenMobile 1 Exchange § 8 , 3#455E Web R 2F$.
o {FHFuE 9443,

o XX Web ik , WMIURMBANN AR , — BT Microsoft-Server-ActiveSync , —MATF EWS,  SITXF4N B

72 , VB 7E SSL Settings (SSLi1&E) TFi%#* Require SSL (FFZE SSL) .

o M{FIET FHH MDX Toolkit T4 Secure Mail foriOS. Secure Mail for Android #1 Secure Mail for Windows Phone,

[@ Microsoft EIFins| & F iR IEREIFA T

LITHZIEHIE |, SR8 dAdd/Remove Snap-Ins (7I1/BIFREIERTT) .

2. ARMAT BT

UEHHRAR

R (it )
- HETA S
UEPARA A (A3)

Add or Remove Snap-ins

You can seleck snap-ins For this consale from those avalable on your computer and confiqure the selecked sek of snap-ins. For
extensiole snap-ins, you can configure which extensions are enabled,

v ailable snap-ing:

Snap-in

Yendor

= Ackive Control
ﬁALLI'ouzamn M aqer
B CertFicate Templates
Sllcertiicates
i__nlicrtflca‘ucn Autharity
f"-icm:cnent Services
:,_“,;Ccmul_tc-r Managam...
e Device Manager
= Disk Management

J3 Enterprise PKI

[3] Event viewer

| Folder
_.' Group Policy Object ...
“Bintermnet Information. .

[rescription:

Microsoft Cor, ..
Kicrasoft Cor...
Wicrasaft Car...
Microsoft Cor...
Micrasoft Car,..
Wicrasaft Car. ..
Microsoft Cor, ..
Micrasoft Cor...
Wicrasaft and. ..
Microsoft Cor, ..
Microsoft Cor...
Wicrasaft Car...
Microsoft Car...
Microsoft Cor,..

=

Selected snap-ins:

T Console Reat Edit Extensions. ..
3 certificate Templates
Eceutufuuates {Lacal Computer) Remove
Ef_atihcates - Currenk User
Lal Certification Authority {Lacal)

Add = |

Advanced. .,

The Certificate Templates snap-in alows you to create and manage certificate templates,

Ok Cancel

3. RIFUEPHEAR .
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F® Consalel - [Console Root',Certificate Templabes (DCO1.testprisenet )]

@ Ok fctn Vew Fovorites  indow fiel | =151
&= Am E ] E
1 Console oot Template Display Mame = | b Che Versian | Irbended Purpases _«| [ Actions
3 Cantificate Templates (D01 bestpeiss.net) = Envaleni: Agent Windouws 2000 41
[#1 f Cedificatas {Local Computer) 5 Envaleri: gent (Comguter) Windoas 2000 5.1
(¥ il Certificates - Currenk LUser  Envolmenic Aent vL WAndows Server ZO03EnL., 1002 Ceetificabe Request Agent
[# yl Certification duharity {Local) ] Exchange Enrolvert Agert (0ffine request)  Windows 2000 41
g Exchange Enrolment Agank 2 (Gffire request) Windows Server Z003 Ent..,  100.3  Certficate Request Agent
& Exchange Signatuse Criy weindions 2000 6.1
QE‘xrhanmuscr Nenidoass 2000 b A}
Hipsec wrindons 2000 a1
1 1Psec (0Fine requesty wincions 2000 74
3 Kerberos uthentication dingows Server 003 Enk...  110.0  Client duthentication, Sarver Sutherkicatian, Smart Card Logan, KDC Auth
3 Kmy Recavery dgent Wdindows Server SO0 Erk... 1050 Key Recavery Agent
1 Mokile Deathetar Cert Windesws Server 2003 Enb,, 1003 Chenk Authentication, Seoure Emsl, Encripbing File System
1 Mebile Uiger Cart ‘windows Server 2003 Ent... 100,37  Chene Mchenbication, Secure Emal, Encripting Fite Sycten
3 acsp response Sigring windows Server Z0BEnt.. 1010 OCSP Sigring
3 RAS and TAS Sarver Windows Server Z003 Ent... 1010 hierk: Aukhanbication, Sarver Authentication
= Roat Certification Authaity windiows 2000 5.1
] router (Offie renuest) wrindows 2000 41
1 Sm zenpeise oot Wendoads Server 003 Ent.. 1002 Clent Auchenbizaton, Seous Emal, Encrypting Fil System
iﬁﬂmnﬂtﬁﬂﬂ‘ Weindoss Server Z003Enk...  100.2  Clenk Authenbicabion, Secure Emall, Encrypting File System
& sczp “eingows Server 2003 Enk... 1003 Encrypting File System, Secure Emad, [F security IKE mbermediate, Chent &
& Smartcard Logon “wincows 2000 6.1
) smarteard User Weindoas 2000 1.1
= Weindosws Server 2003 Erk... 1005 Clienk duthenbicstion, Sscure Email, Encrypling File System
Subordinate Certificetion utherky Windiows 2000 5.1

Lest “Windos Server ZD03EnL...  100.2  Chene Awthenbication, Secure Email, Encripting File System

best 123 Nendoaes Server 2003 Enk... 1002 Chent Authentication, Saodee Emal, Encrpting File Systemn

o Weindoass Server 2003 Erk... 1007 Chent Authenbication, Secure Emal, Encrypting Fike Systen
imtua—smw weingiouws 2000 3.1
" r 0 3.1

Liser Signature Onky eindoass 2000 4.1
userd “indows Server 2003 Eré... 10003 Clent duthentication, Secure Emal, Encrypting File System
userd “indows Server 2003 Eré...  100.7  Encrypting File System, Secure Email, Chent Authertication

| User-Baquestarhlame-v2 “indows Server 2003 k... 1002  Cher futhenkestion, Ssoure Email, Encrypting File Syctem

B Leer-Requestertameva Windows Server 2008 Enk...  100.2  henk Mathenbiation, Securs Emal, Encrppting File System

] viels Server Windows 2000 41

3 werkstarion Authentication Windows Server ZO03EnC.. 1010 Chenk awthentication =

4| I L[_

50 corificate templates

4. G PIEAR R HIARAR .

3 Trust List Signing 1

— e
3 User Signature Only Ouplicate Template

¥ Web Server All Tasks »
2 Werkstation Authentic ation
Properties

Help

5. R ftER BIR AR,

BE : RIEFEE , ANNEMIET A Active Directory FAMIEPBEIEIE, NF%EF T HER , NYEHAE Active Directory
FRHERE /B TR A PR FIRIED |, XAJEEA SEEM Active Directory $UEEIRELAE,

6.1%3% Windows 2003 Server {E04EARZERY, £ Windows 2012 R2 Server FHZEAM T | EFREBMA YA FEG B A&
‘H & Windows 2003,

7. HERET , EEBE SHORIEM A SRS TR,
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SubctMame | Sever | luusoce Requiemens |
Compatiity | Genedl | Fequsst Handing | Crymtogaphy | Ky Atastation |
Supesseded Templstes | Esermiom: | Seculy
(i o it P

BL sibente sted User:

B v (st sbonBtaspean nst)

D omair Adrirs [TE STPRMEE \Doman Admns)
gDmmUieiﬂTESTFHIGEkDmmUms;

B8R, Erberpeive fickvan (TES TPRISEVE réerprive dvan]

Perrrizsiong lor Surrenticated U e
Full Contsal
Fooad
‘wiite
Ervcll
fugoeracl

=]

ORIORO|§
ooooo

For special pemizions o advanced settirgs, cick ‘"tﬂ'"d
Advanced

= Coeel | [ oo ][ Hee |

8. FEMET |, B IMEMFEEFE XenMobile FLE T FEFINAIEEEA KR/,
T opmmorewtaroae

SbmctMlame | Serw | lousnce Regaemen
Superseded Templates | Ewtenwioms | Secusty
Comparbllty | General | Request Handing | Crvrtoorspty | Key Altestation

Legacy Cryphogeaghic Service Provide v

bgporither, s | D stemmareed by 2P -
M kg o0 2048

Chasaves which copptographic prosdes can be uted fo reguests
O Becaits can ube any pivider avaiatie on the tubpel’s computer
(8 Rogqueits muit i oo of the Holowrd peowider:

Provvglers:

[ Mictnson Erbranced Cptognaptes Provder 110 ~1 (4
|TTMictosoi D SChannel Cryptographie Fovider .
|TIMictosoh Erbuanced DS and Diffe Heliman Cyplogaphic Py
||T_|Mnc|nsﬂ'tEnMr\-crd FiSA snd AFS Cryptographic Provides

| FiMiciosoh RSA SCharrel Crsptooraphic Provider | [#

1 bt Detenvaned by C5P W

T Uze slemiste ngnahre fomat

[ ox [ cocs J[ aow J[ b |

0. FEEMELIT , EHFAEFHRPIRM. NABIGHRTE.
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Properties of Mew Template [z |

[ Estersior
rdireg | Cryptogeact

vei | liusce Flegu

Ny r———

Certificate Templates -

B ey et

0K Cancel

A UEPANA AN ADF ARNFRAR

1 HRUEBMAYA AR .

2. EAMERTREFIAAR , AREEHE > BIMRAKREBRIR.

. Console Root

E Certificate Termplates (D01 testprize.nst)
I _';}‘ Certificates {Local Computer)

p Gl Certificates - Current User

4 I3 Certification Authority (Local)
4 g testprize-TESTPRISECAZ-CA,
[ Revoked Certificates

| Issued Certificates
[ Pending Requests
|7 Failed Fequests

| Certificate Ternplates

https://docs.citrix.com

Flame

| Copy of Web Server

E Copy of Computer

5 Mobile Desthitar Cert

5 Mobile User Cert

5 1day

 hour

E Directory Email Replication

5 Dernain Controller Authentication
5] Kerberos Authentication

S EFS Recovery Agent

5] Basic EFS

5 Domain Controller

B Web Server

= Computer

] User

E Subardinate Certification Suthority
H Administrator

Intended Purpose
Server Authentication

Server Authentication, Client Authentic..,
Client Authentication, S2cure Email, En..
Client Authentication, Secure Email, En...
Encrypting File System, Secure Email, Cl...
Client Authentication, Secure Email, En..

Directory Service Email Replication

Client Autherticstion, Server Authentic..,
Client Authentication, Server Buthentic,.,

File Recovery
Encrypting File System

Client Authentication, Sareer Authentic..,

Server Authentication

Client Authentication, Server Authentic,.,
Encrypting File System, Szcure Emnail, Cl...

<hAdlx

elicrozoft Trust List Signing, Encrypting...

hanage |

Mews 4 | Certificate Ternplate to [ssue

Refresh

Export List..

Mg 3
Arrange lcons »
Line up lcons

Help
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3R L — PR HIRAR |, AR A TRE KRB RERIRA A .

]

Enable Certificate Templates

Select one Certificate Template to enable on thiz Certification Authority.

Mate: IF a certificate template that was recently created does not appear on this list, you may need to waik untl
information about this template hagz been replicated to all domain controllers.

All of the certificate templates in the organization may not be available bo your Ch.

For mere information, see Certificate Template Concepts.

ame

E tang

E Trust List Signing
& User Signature Only
E Jzer-RequesterM ame-v2
I Uszer-Requestertame-v3
E zers

) ugerd

E Wwhork station Authentication
] enbdobie_T emplats

<

Intended Purpose A
Client Authentication, Secure Email, Enciypting File System
Micrasoft Trust List Signing

Secure Email, Client Authentication

Client &uthentication, Secure Email, Encrypling File System
Client Authentication, Secure Email, Enciypling File System
Clignt &uthentication, Secure Email, Encrypling File System
Encrypting File System, Secure Email, Clent Authentication
Client Autkherntication

Client Authentication, Secure Email, Encrypling File System

M CA fr%-z5 03 PEX WEH

1L ERERIERRRSIKAeE— MR/ pHAES. B pfx ¥ L3E XenMobile # , T XenMobile ¥ AaRIEM & &HIA -

5 R AIEH,
2. FESHIAST , BRIRES.

3. EAMERT AT RAAARE , ARSEHRFEER.

a

G File  Action  View Faworites  Window  Help
«o 2@ 0 6= B[

| Console Root

H Certficate Termplates (DO testprisenet)
W Certificates (Local Computer)
Cerificates - Current User
4 7 Personal
| Certificates

| Trusted Root Certification Autharities
= Enterprise Trust

 Intermediate Certification Suthorities
= Active Directory User Object

© Trusted Publishers

7 Uritrusted Certificates

" Third-Party Root Certficabion futharibes
= Trusted People

= Client Authentication |ssuers

_ Certificate Enroliment Requests

= Smart Card Trusted Roots
Certsfication futharity (Local)

4. WP B oRIERER .

https://docs.citrix.com

ls50eed To s

Consolel - [Console RootC

Issued By Expiration Date  Intended

il Adrinistrator testprize-TESTPRISE_CA-C8 msame Ercryptin

Al Tasks v Request Mews Certificate..,

Refrash Impart...

Export List... Sdvanced Operations *

Wiew *

Arrange lcons ¥

Line up lcons

Help

BEHT—H.
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Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other secunity-related tasks,

Before requesting a cerificate, verify the following:

Your computer 15 connected to the netwark
You have credentials that can be used to verify your right to obtain the certificate

5.3%#% Active Directory jEfiikmg , SAEBET—4.

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrallment for cetificates based on predefined cerificate templates.
Certificate envollment policy may already be configured foryou,

Configured by your administrator
Active Directory Enrollment Policy ~

Configured by you

6. SRR P HEAR |, AR sdiE.
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Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll,

T T T T T T T TGO el T S T o Er i e E e, IO TTere T CoTig e Sy s

[ User ) STATUS: fwailable Details w

D user? \jd) STATUS: feailable Dretails
ﬁ More information is required to enroll for this certificate. Click here to configure settings.

[Jusers 1) STATUS: Available Details
4, More information is required to enroll for this certificate. Click here to configure settings.

DUstr-RequesterName-Vz @SiﬁTUS: Aneailable Details v —
b

[ Showe 2l kermplates

| Enroll || cancel

7. FHIE LS AR pfx 3,

-

lisued To lssued By Expiration Date  Inter
Tl fdministrato testprise-TESTPRISE_CA-CA 3142016 Encr
- ] SE_CA-CA 12/16/2016
| Open
| Al Tasks 2 Open
Cut Request Certificate with Mew Key...
Copy Renew Certificate wath New Key...
Delete Advanced Operations *
Properties | Export..
Help I
8. iR , SR,
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Export Private Key
oul can choose bo export the private key with the certificate,

Private keys are password protected. IF you want to export the private key with the
certificate, vou musk bype & passward on & later page,

Do you wank ko export the private key with the certificate?

(@) i¥es, export the private keyl

) Mo, do nok export the private key

9. P IRATRE , MEIFERBETRHTAERNSEL AT RBHE S EE.

Expart Fike Format
Certificates can be exported in & variety of File formats,

Select the Format you want ba use:
) pER encoded binary ¥.509 {.CER)
() Base-£4 encoded %.509 {.CER)
) Cryprographic Message Syntax Standard - PKCS #7 Certificates { P7E)
[l include & certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (. PFX)
Include 2 certificates in the certfication path if possible
[ Delete the private key if the export is successful
(¥ Expart il extended properties

) Microsoft Serislized Certificate Store (55T)

10. BEEAKIIED_EEKE] XenMobile F B K ZERE,
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Security
T maintan security, vou must proteck the private key o a security principal or by
using a password,

[Group or user names (recammended)

[ Passward:

] sssees

Confirm pasaword:

[ Net || cancel

11 BEBRERERIE R IKEhES .
JEB_EZEZE XenMobile

1 72 XenMobile #=Hla , A EAKERER. HIPKEREERE.
2. KR BTERMSA.
3MANTS%

o I\ BE

o REAFEARI : PKCS#12

o FHBM : BFH

o WREAPESCHF - BTN EEERIRIAIE A pfx IEF.
o WL i \AIEP AR A B,
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Import
ou can import certificate P Tipone port several ce e
but you e one ce ime.
Import Keystore b
Keystore type PKC5#12
Use as Server =
Keystore file
Password
Description
/7
Cancel

4. BEFEFA,
5. WIFRACIEMTIITR, PN ERAMAESR.

METUEBRS 530 UE I PKI KK

1L AEREYT , HEEZ > IEFPHEE > PKI UK,
2. KR B EFRIFD Microsof t IEBIRE KK, AP B /R Microsoft iEBRS K EHEEFE.
3MAT S :

o &R BALELR

Web it AR%#R URL : https://RootCA-URL/certsrv/

B 5 WME URL BRIRLERRII—ANHIAT (/).

certnew.cer MAIEHK : certnew.cer (ZRIA{H)

certfnsh.asp : certfnshasp (ZRIA{E)

SHBAUFSR - & SigiE

SSL & FutiFP | WEFRE A TA XenMobile & FimiEBR A AE.
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Microsoft Certificate  Microsoft Certificate Services Entity: General Information
Services Entity
Name™ Test

1 Genera
Web enrollment service root URL* hitps:/f1 feertsrv/

certnew.cer page name*

certfnsh.asp* certfnsh.asp
4 CA Certificat
Authentication type Client certificate
S5L client certificate Select an opticn

Import S5L certificate

4. AT, RINECE Microsoft iERET B AIEMR. E/MRMETIE.

Microsoft Certificate  Microsoft Certificate Services Entity: Templates

SEWICBsEntIty SPE efmnal names of mplates your Microsoft CA supponts. Every Credentis vides uzang this entil 3 eactly one t i When crea he
ou will be prompled to select from the list defined here
Ternplates
1 General
Templates* % Ackd
2 Te
= HTamplabe
Paramets

5. BRI HTTP 2% , ARJe s CA LS.

6. EFR S HEAIMEST AR CA £FR. AR CA BT M XenMobile & FumiEH+ S \HKSER—F45 .

Microsoft Certificate  Microsoft Certificate Services Entity: CA Certificates

Ssrvices E[‘Itlt}' : t YOU war Lae hig: eniity by ] aring the ch wEes, A ety iy valid wihen you sele A all G
[ icatas that might i f i i by 1) may i =i far o | bitiny ro Q
edential provider must be sagned by the same CA According il ave 1o sedact one of the cenificates configuied hera in the Distribution page of the Credential Provids:
1 General
2 Templatas
Name Sesial mamiber Valid from Valid in

3 HTTP Parametars
' I training-AD-CA 14 /225013 02232030

cates

o s FEIRIR AR FF

LAERET , HEES > WEHEH > FRRIERF.
2. BN,
3.FEEAT  MANTS
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o BFR: BAEELR.

i AEENA,

ARSAK - 2 BT PKISKA,
mMERE &4

FEAR © EFRAEPKI SUR T ARAUAEAR .

Credential Providers  Credential Providers: General Information

Mame*

Drascripiion

IESUING Sty
Ezsuing method

Templales

N

BATIERERER , REWMAU TS :

WEHEIL - RSA

WEA R/ 1 2048

L2 EE : SHAIWithRSA
{FHHFLZIR : cn=Suser.username

ST ERESRAAHR  FRERN , ARWALNTSH
o FR : fFEMARAETR

e {B : Suser.userprincipalname

(L =1 ]

SIGH

XNTTemplate

Credential Providers  Credential Providers: Certificate Signing Request
1 General
Key algorithm ==
Signing Raquest
Ky sire’ 2048
¥ 1o
- Signature algorithm SHATwithRSA
Remo D¢ ﬁulljutﬂ narme® on=SUZer USamams
Subpect sternatnes namsas
e Type Value™ ad
Usar Principal nams Susar useiprincigalnams
5. BHNRIMANT S :
o MR CAES : HFEET XenMobile & FigiEFRHIMA CA,
o VSR ¢ EFEEETN: REFREAER.
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Credential Providers Credential Providers: Distribution

1 General Iasuing GA certificate CGH=training-AD-G4, Serial: as . . -
2 Certificale Signing Request Select distribution mode & FPrefer centralized: Server-side key generatior
= | Frefer distributed: Device-side kKey generalion
LNEL |
Only distributed: Device-side key generation

6. X T N EMEESY , BIM4H XenMobile #1544 PKI , FERIFEFERESH. LTAXWBEM , FKOTEBHT XBER,
7. BEHEIT.

8. I TAREBEHINEIT |, EISFH.

9. K FTAHAMRERENMARE , REREFTRHITEKL.

Credential Providers  Credential Providers: Renewal

1 General Fenew cerfificates when they expire m‘

Renew when ihe certificate comes within® f=yS of expiratian

2 Certificate Signing Request

Do not renawy cartificates thet heve elready axpired

3 Distribution

HSend notification OFF
4 Rewocation XenMobile

. NOtITY when the cerificate nears axpiration OFF
5 Rewocation PKI

R
1Eenewa

4 Secure Mail Bc & AF FAETUEBHR S HERUE

¥ Secure Mail % XenMobile B , 5% N FIFEFRE TECE Exchange R HE.
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XenMobile Analyze Manage Configure # A admin v

Device Policies Apps Actions ShareFile Enroliment Profiles Delivery Groups
MDX
App Interaction
1 App Information Explicit logoff netification Shared devices only = @
2 Platform App Settings
} ios WorxMail Exchange Server mail testlab.com:9443 @
Android
WorxMail user domain testlab.com @
Windows Phone
3 Approvals (optional) Background network services mail.testlab.com:443,ap-southeast-1.pushre @
4 Delivery Group Assignments
Background services ticket expiration 168 @

(optional)

1£ XenMobile HECLE NetScaler IEHAZ

1. &3%%| XenMobile #=H| @ HEHA LAKKRER, HEEERMEERE.
2. 7#fR%25 T , B NetScaler Gateway,
3. tNSR AN NetScaler Gateway , WRFRMIFBEEUTRE :

4MEB URL : https://YourNetScalerGatewayURL
BRYIR B

TEEE X

WHEAE - FF

4. 33T A RGBT SHRIERIES | FEET.
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XenMobile Analyze Manage Configure

Settings = MetScaler Gateway

NetScaler Gateway
When you configure NetScaler Gateway, you configure the authentication mechanism for remote device access to the internal network. If you use
NetScaler Gateway with StoreFront as the authentication server, you need to enable StoreFront as well.

Authentication m

Deliver user certificate for authentication m @

Credential provider Select provid...

[
Add

Name Default External URL Logon Type # of Callback URLs ~

5. TRIBRMRRF | BERE—MRURER , ARRERE.

6. ANRE(E A AIERF K sAMAccount BMEMEA A P EERLFR (UPN) I R FR , BRI T FT7R1E XenMobile FECE LDAP
EHES  HEERE > LDAP | BRI TwE , ARERAFERKIEFIERE sAMAccountName,

XenlViohile Analyze Manage Configure t- %,  admin ~
User base DN* de=mmn dc=net @
Group base DN* dcsws e dc=net @
User ID* administrator@wes, e 1ot
Password*
Domain alias* e net

XenMobile Lockout Limit 0 @
XenMobile Lockout Time 1 (@]
Global Catalog TCP Port 3268 @
Global Catalog Root Context de=example.de=com @

User search by sAMAccountName =

Use secure connection NO
Cancel Save
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>3 Windows Phone 8.1 1 10 gz b/ (MRS

+F Windows Phone &% , IARBIRE AR/ (R & SkBE A BEAS - AET X 3U44-F0 Secure Hub & A,

TE
AR AETX 30 Secure HUb S4B FE-BIRT FIR BRI IAERBLE e Windows B ATRIETF 4 A RK PRMRA 5
D,

1.7£ XenMobile #FHlAas , BEACE > W&ERME.
2. 30 |, SAIG1EE S > XenMobile Agent T aadiddbehils,
3. GAKKEE ST , DA IS IR AETX S Secure Hub I B2 FF,

Device Policies

Enterprise Hub Policy ~ Policy Information x
To create the E

e Enterprise Hub policy for Windows Phone app distribution through the Enterprise Hub Company store, you

need the 0 need to have obtained and signed the Citrix C

1 Policy Info

2 Platforms Upload .aetx file

Upload signed Enterprise Hub app

4. LR BLATATAIHRTE.
B FimE P ECE =R

ARINECERTIARLE & NetScaler Gateway BtEfs , AP I/ERAAT -

1 APEMEBIRE.
2. XenMobile £ 7=F8 F413E Citrix PIN,
3. MERA P EEmE XenMobile Store,

4. BB R B3h Secure Mail forioS. Secure Mail for Android 8% Secure Mail for Windows Phone 8.1 Bt , XenMobile 3 AN32/REH
IR P ERDARCEHARGS. A& , Secure Mail ¥ M Secure Hub &K R FimiE$ , FRHIZIT Microsoft Exchange
Server LI TEMHIRIE. 20FR XenMobile 7 Ff23h Secure Mail BHE/RA PIRIEER | BREENACE.

MR FBES TSk Secure Mail , {BARFSRCE I FEH Secure Mail TTIETEARALE
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1. 205 Microsoft Exchange Server ActiveSync £ A SSL IRF2ZHEPRMBRIBELT S , BWAZRACEBRINREZ LREKIR
WEH/FEREF.

2. BUE A ActiveSync &R 382 2 44 Require client certificates (FER FIRIESH) .

Microsoft-Server-ActiveSync (Default Web Site) Properties

General Authentication | Remote File Servers |

Select the authentication method or methods that this virtual directory accepts.
To enable authentication between the Exchange server and a mobile phone,
gither Basic authentication or Chent certificate authentication is required.

[~ Basic authentication [password is sent in clear text]

Client certificate authentication:
" gnore client certificates
o : "

* Require client certificates

(i) Ta configure S5L settings for this ActiveSync virtual directony, use the
~ Internet Information Services [II5) snap-in.

3. 7£ Microsoft Exchange Server L , #% Microsoft-Server-ActiveSync it m B A B AR AIGEBIRE FHIIE (AL
) . &M T Configuration Editor (BCEZmiEs%) > Security (&£1) > Authentication (H#4HRIF) T.
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€9 Configuration Editor

Section: |system.webServer/securityfauthentication/clientCertificateMappings| =

B Deeg =13 system.webServer =
enabl [=1-_ security
=3 authentication
j’ anonymousAuthentication
b= cie gk bk ie sk s

clientCertificateMappingduthentication
'JJUMH'.ILI L= LR W= 8 (8]
iisClientCertificateMappingAuthentication
windowsauthentication

R C &

access
applicationDependencies
aukhorization
ipSecurity
requestFilteting
[#-[_3 tracing
[+ webdav

; asp
caching |
cgi :
defaultDocument
directoryBrowse
handlers

L

NN

.

E Deepest Path: MACHINE/WEBRDOT /APPHOST /Default Web Site Microsoft-Server-ActiveSync
e D r

EE & FE True (R) 5, B0 8T Apply () PUEERAN.

4. 7£ XenMobile #ZH|Q+4E NetScaler Gateway &E : #iRm AR EATSHRERUERREATT | HEERRHE
B T IEMRIBCE S | 2 E3C7E XenMobile FRECE NetScaler iERAZ{H " Tk,

RHTE R BCABIRERME PIRIES , EPITUATRE
1. 7£ XenMobile #=Hla+ , HEEH > W& , AREFEE.
2. BEGEREIRE S .

3.HEERMARS , FHRRUTRE ¢

NetScaler Gateway Credentials : Requested credential, Certid=

BERIERRE EAR FUERIE |, EHITIUTHM?E
L i51TRAF netsh d54&RAEIR 1S Web 35 E4BR K SSLIFPRECE
netsh http show sslcert
2. 70:R Negotiate Client Certificate (¥1#% FumiE$) KA Disabled (22/A) , HEITUATHSRHEMA :

netsh http delete sslcert ipport=0.0.0.0:443
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netsh http add sslcert ipport=0.0.0.0:443 certhash=cert_hash appid={app_id} certstorename=store_name
verifyclientcertrevocation=Enable VerifyRevocationWithCachedClientCertOnly=Disable UsageCheck=Enable
clientcertnegotiation=Enable

B0 :

netsh http add sslcert ipport=0.0.0.0:443 certhash=609da5df280d1f54a7deb714fb2c5435c94e05da appid=
{4dc3el81-e14b-4a21-b022-59fc669b0914} certstorename=ExampleCertStoreName
verifyclientcertrevocation=Enable VerifyRevocationWithCachedClientCertOnly=Disable UsageCheck=Enable
clientcertnegotiation=Enable

MR IiEIBIT XenMobile i Windows Phone 8.1 &R HARIER/FIERES |, EHITUALTIRE :
o BT FFHRARARIES/FERES (cer) SUAHREE Windows Phone 8.1 R &FH EHERK.
IR ITIELE Windows Phone 8.1 _EfiZh%edx Secure Mail , EPITRATHAE

o WUEN FEFFIEMRE (AETX) SR BB A OiR &R IET XenMobile 12 4t.

o IOUFAE N FAFE FFiE M4 hE R E A RIE PR A FIR MR E B S5ATFT 8 Secure Mail 333 Secure Hub N FAFEF
PTEZNEPBAER.

o WIFEARIEEFERHERINAAE ID K4 374 Secure Hub, Secure Mail MK FFEFF T4 hE.
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PKI KK

Jan 03,2017
XenMobile 22 EAEAEEM (PKI) SHIABCE RFRBITIRIR PKIIRE (AR, MESFIKSER) MAEM. XLAHFTRER
XenMobile FIPNERERM (FEBEIE IR THRA(EESA) 2k3#E XenMobile SMNERERME (ANRAH R IV ERNLEM—TR4Y) .

XenMobile Z3FPAT RV PKI S -

o {FEMEPMMANAM (CA)
e B PKI (GPKI)
e Microsoft Certificate Services

XenMobile ZFFAT CA fR%28 :

e Windows Server 2008 R2
e Windows Server 2012
e Windows Server 2012 R2

H N, PKIHEE
ToRATFER |, §4° PKI SREKHIAE TIIThaer 4 -

o K&  EFFBZ4L3EK (CSR) SAAFHES.
o REL : IEIAIEPRETEART,
o BEY : BT FURER.

%F CAMED

ACE PKI SRIKEY , @2 XenMobile FEEAMEAS CAMET R BOMASAFTINR (BRMAKAKE ) KEBKEEE. F— PKIKR
EATUREMEE S AR CA KR (RREEHER) HMIEH. WIR1E PKI SHIAECERRIEHF B CARRES. Akt , TR
UEH_E2RE| XenMobile , RSE7E PKI SRR S| XLIER, XNTEE CA , IEBRIEAES CAMES , EXFTAMBKE , M4
FHEEUES.

BA PKI

B PKI (GPKI) #MXE XenMobile EH#1Y , 7£ SOAP Web flRE B2 51T , BT S & PKI iR T RRE—TE.,
GPKI BMNE XL LT =/NEEAS PRI 4824 -

o &4 ERACAR AT ARIK CSR | K HAEWE PKI FHR [EIH4E 4 HEH,
o IZHR : ERCAAEB M PKI KR (RER) WEEBNEAX (BURTHMAZE) .
o M4 : ERLASREBLL PKI BEALEUED.

GPKI B} fin 2 GPKIERCES. OB BB AR M It X E KA PKI, 52 , RSAF— GPKI
1EACES , EnTrust 55— MEHCes | RIS,

£ SOAP Web JRE A , GPKI JEACSR 0] A A7 B HI R A Web JREHAIES (WSDL) BN, BIE GPKI PKI SU&AR Y Fi& T
URL 85 _EEHA 5 4 XenMobile 2% WSDL EX.

AJROER R BSIFEECHRT IS PKHRIE.  INREERSHFENMAERIE , TR AABRNIIRE (4. REES
5) . XLINREF NGRS —A R PSRRI,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.115



A r2¥2t5H GPKI BRI EHRERE XS , SFE R XenMobile 12X LS AIE. XenMobile it f#4T WSDL
XA, REBECESTAFHLARE (AWLETNEE) DEOEECE4ST S MEETENSH, MEEFIR , NER SSL & Aig 5
HIAEFRTT XenMobile 5 GPKI 3&RCes 2 [RIRIESE.

VRINiE A PKI

1. 7£ XenMobile #zHl& , AERLE > WE > F% > PKI XK,
2. 7£ PKI SCKTRE L |, BT,

BB BIR—NFIER , R EBIRT AT RURINK PKI SSRRIZER!,
3. BB A PKI KK,

B BoR B A PKI SUAk: B HLEE T,

4. 758 PKI KK BRUMEENE L, PUTRAUTHR4E

o ZHR: B PKI KRR AR MERFR.

WSDL URL : § AR BB WSDL v B,
SHRIERR - AR RERNSHRIET I,

P

HTTP BEASAIE : IRUGEREERCES T HRIKA P& MERD,
B eSS | ERFIERB SSL & FmIES,

5 8dTF—2,

BEEHRE B 7R 8 A PKI KR ERLSBhae TUE

6. 7€ A PKI KK SACARTBERE L , KESERRRIKNTBENS R , RERET—5H.
BEBPR BoRIE R PKISKHR: 4k CA MEB R,

7. 12 E M PKI 3K AR CAMER AL , SRR THSARIES.

AR REXETRELIREIARE CA ZRMES , BEITHEEDBREFRRKAAIEBLABERE— CAMUK. N, £
FEERRHURFREN , E2RTA L , ERENARERIESZ—.

8. B {RTE.
S BIRAE PKI Sk FRA&,
Microsoft Certificate Services

XenMobile T H Web FMEME-S Microsoft Certificate Services FE., XenMobile (X ZIFE DX R EIMEFED (FY4TF
GPKI % ZThEE) .

E7£ XenMobile 41 Microsoft CA PKI &K , RFEEUET RS Web FEIAEZA URL, NRFEFFEIm , N{ER SSL & -
I A IF{RTP XenMobile SIFH RS Web R [BIHnERE.

R0 Microsoft SE AR% Sefk
1. 7£ XenMobile #=H) &9 , BEHisH A A LAKEREN , AERTES > PKI UK,
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2.7£ PKI SCIKTE L, BAaim.

B BoR—FaR , P BIRT AT RURANA) PKI SRIRRZERY,

3. B Microsoft WFH RS 31K,

BEAH B IR Microsof t IEFARS Sk RS ENE.

4.0n the Microsoft Certificate Services Entity: General Information page, do the following:

e Name: Type a name for your new entity, which you will use later to refer to that entity. Entity names must be unique.

e Web enrollment service root URL: Type the base URL of your Microsoft CA web enroliment service; for example,
https://192.0.2.13/certsrv/. The URL may use plain HTTP or HTTP-over-SSL.

e certnew.cer page name: The name of the certnew.cer page. Use the default name unless you have renamed it for some

reason.

certfnsh.asp: The name of the certfnsh.asp page. Use the default name unless you have renamed it for some reason.

Authentication type: Click the authentication method you want to use.

None

HT TP Basic: Provide the user name and password needed to connect.

Client certificate: Select the correct SSL client certificate.

5. Click Next.

The Microsoft Certificate Services Entity: Templates page appears. On this page, you specify the internal names of the
templates your Microsoft CA supports. When creating credential providers, you select a template fromthe list defined here.
Every credential provider using this entity uses exactly one such template.

For Microsoft Certificate Services templates requirements, refer to the Microsoft documentation for your Microsoft Server
version. XenMobile doesn't have requirements for the certificates it distributes otherthan the certificate formats noted in
Certificates.

6. 0n the Microsoft Certificate Services Entity: Templates page, click Add, type the name of the template and then
click Save. Repeat this step for each template you want to add.

7. Click Next.

The Microsoft Certificate Services Entity: HTTP parameters page appears. On this page, you specify custom
parameters that XenMobile should inject in the HTTP request to the Microsoft Web Enroliment interface. This will only be
useful if you have customized scripts running on the CA.

8.0n the Microsoft Certificate Services Entity: HTTP parameters page, click Add, type the name and value of the
HTTP parameters you want to add and then click Next.

The Microsoft Certificate Services Entity: CA Certificates page appears. On this page, you are required to inform
XenMobile of the signers of the certificates that the system will obtain through this entity. When your CA certificate is
renewed, update it in XenMobile and then the change is applied to the entity transparently.

9.0n the Microsoft Certificate Services Entity: CA Certificates page, select the certificates you want to use for this
entity.

10. Click Save.
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The entity appears on the PKI Entities table.

NetScaler uEHm 48513k (CRL)

XenMobile XX 58 = AUERMANAMERUER 4853 (CRL). ZNRERCE T Microsoft CA , XenMobile ¥ NetScaler
BHAME., REETEAWMEPRSHEIEN  FEBEATEALE NetScaler iEHm 4853 (CRL) iXE Enable CRL Auto
Refresh (5 CRL B3klHT) . SRR T MAM EXHRE M A PTAERRE LN BERHITEHEE ;
XenMobile ¥ EHMAFUES , FR XenMobile FEFEMERH BSHHE R T ARBIAAERAAIED, HWRERST CRLE
BT HAM PKI SRRS PKI SKIAIR 2,

{£Z CA

] XenMobile 124t CA IEH R REXAIFLEART , Ke12{EE CA. XenMobile ¥iRIEEIEE NS , FENERLIFERIMEA . HEH
FREAER.

FLEEE CARY , ATRLERE AL CA BUEBRALEFIRASHMY (OCSP) 30, MU HINY 3 OCSP XHFh , CA & CA SR HIE
F¥0 id-pe-authorityinfoAccess ¥ & , F1E/RHEM{ZETEM XenMobile NHE OCSP Az 3.,

https://server/instance/ocsp

ACE OCSP REFES , MM RAEESATERE OCSP K&UEH. T CAUFRASRAEREESE. MRT# SR CA FPRNAL
BERE (BIUES) |, WABIE— N CAERZ L 65 id-kp-OCSPSigning extendedKeyUsage 3™ RINZEIR OCSP &4
$.

XenMobile OCSP Responder Service SXHF#E1EKP{FEFAEA OCSP N & AN ERSIE X -

SHA-1

SHA-224
SHA-256
SHA-384
SHA-512

MBRET SHA-256 RERIERNESARIL (DSA. RSAEL ECDSA) BHTEA.
ARIMEE CA

1. 7£ XenMobile 1zH|& , BAEITHIAA LAMEREN , ARRTEZ > PKIKIK,
2.7 PKI KA £, S,

BEA BoR—NF 1R, KPR T ATRURANA) PKI SRIKFIZERY,

3. BEH{EE CA.,

LR BRMEE CA: BEREE .

4. EES CA: BREERE L , PUTRATRE

o ZFR: BANEE CA R M LR,
o ATHERHERIITELK CAMED | BEHEE CA BT AEPEKRELKER. WERIIRERCBTRE > &E >if
H_L# 2 XenMobile BIFREAM CAMEPBAER.

5. 8% 5.
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BEEPR BoRERE CA: SN,

6. fEfEE CA: ZHITmE L , BATRAT#RE :

o FFIISHARMR | I8 CA NHMAMNEDERFIS. WHIIRT , ATEHRRAFSANRRTF , DEERFSISHAR.
o T—AFIIS : BA—NME , ATHEMAN T—1S,

o WERAYY : BNIEBBBHREL.

o ML  BTRANNERARE NI , INREE CA FIMAEBRERN. RER , CAUIRTAXLEMMAIES.

o YRESIAE  BRMEMSE  ERETHRM , RARPEKR , RAREERE.

7. 85,
AT BRMES CA: YA,
8. fEEE CA: Y ATAE L , EWENAEN:

o &P RFWnTAEM. Citrxk BWERESTEIM., EMFH[LERFFEILLS AN KEIRFARE.
o N WEWESAER. FAERFARELER. HHEAER SCEP HFHEXM keyUsage keyEncryption () RA %
IEPFNR A KeyUsage digitalSignature f] RA Z£3IFFH, E—MERT] RN BT mBMLEL,

9.8EHET—H.
BT BRMEE CA: BRALEBIREPHMY (OCSP) .
HEEE CA: FALEFREPMN(OCSP) A L |, PATRATIRIE ¢

o INREmI, CA ZZEHAEFZHM AuthoritylnfoAccess (RFC2459) & , ¥t CA JSF OCSP SUFRE Q. W RiE
mfrF https://server/instance/ocsp i) CA OCSP gy,
o WRFBAT OCSP XX#F , B1%EHF OSCP &£ CAMER. IEHFRERE L2 E| XenMobile i) CAERARK.

10. BATRAE.
5 CA ¥ BIRTE PKI SKIKRIEH,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.119



TR A2 Fr

Nov 29, 2016
EIRIR AL FFZ4E XenMobile RGN ENERAFERRKFREDECE. ENEEBRKRIR, SHMAEGER , T
PREEMEN—BINERIMINECE |, PR FRHEX TR % .

WEEMARIERAG AR, WilZi , XenMobile FEIEBBIRIAIES , RE XenMobile AIRERAEE NS FEP A FLL
R, B EEANEMNE T IRED PRI AR AMERSEER BN M., EEXRLLE , MREBTAAYES.

—NMEERHEFRETRTZMUE , AMXZEY — M RERMNZEGHEES MEPRSR. X, HE—METHERR
FERE. HIa0 , R EIRRMFESF P ERCE C PIERNRE D, U P MAMARERTEETMEER D FES. R, EH CHHE
A D S TERE , Bk CZiméH D BPEA A D MR E.

ETF Ut , XenMobile FHIEIRIREFE FELE BATRATHRE -

MK,

MERBUEBRTE : ERIEHERRR (KR) WAEBMESAX.

MEMTMRERERMSE. Hla0 , BAKRN, BARIE. ORE. IERY REFIERELEK (CSR) .
MERIEBATARER AR,

RE BEHRMGE. REEBEEXRALILE XenMobile PRFTEIEREKH B , EAACE T ISEEE FIE M4 , Flanfe
Wi RECR F A ER B4, BhSh , EELEFAT , XenMobile shXKEHERH B AT AEA K XA fain N AERGLEM (PK) ; 4
FEYL , XenMobile 5 XEXIERH B EH A BES EHTE PKI Ltz meH.

o RELITRE., EIIEETRIRUEFREENER ] ERPR SN 831407 , SREFEXASZARNAN , EREE S
ABEREBAN,

EFECE T ] AR E RBURT A FEIRIR U P i PKI SUKRRZERIAIIAR 7774,

PR T

UKAIAEEHRINES (LK)

o &%, FIRIITA  RDIEARFHG. A2 CSR Al CSRITRAERMANAM (CA) #TEK. XenMobile STHEM=Fh PKI K4k (Microsoft iEF3HR% R
k. B PKIFEE CA) ERANEL A,

o $2MR. FIMULITHA AT XenMobile BUMARIEXIEH4ANIMKE. XenMobile {LSTHFSHIER PKI ERIRRIT.

TIRRAEFERSATRIINA AL, FMEAAAHETAREER. BAME , (WUMEFENELE , ATUER CSR BEEMOERRT. REENEBHARRIEAR
PKCS#12 KEHRE , MU TELAENEFZHER.

EAE

XenMobile 7] FHIERIZ(HERIL AT : EHMAEL. AHAEAERBREAIEREMINY (SCEP) , FERBER FiniF
SIMXES A RER (PR I0S) . FEFLENT , MIRAAHAAEN,

XFIFFHHE (SCEP 4B)) AWEIRREIEF , FEEHNEIEDSE | RETMM RAES. FERAEBERR,
£ SCEP #1XH} , XenMobile FEL KR CA MZEIRE (FEME) |, FRMARFT AInEAEAR T LA AK0NM. BT
[a) XenMobile 32 {#_EAUFH , ATRUEILAAAM,

FENHARMIERAE (RERTEBMHEXMMAER)  RAZLM RAME., XLABEMREIMT

o RAZZIEBIIMIAEA X509 BEARIEMTFEA.
o RA MEERNLIIA X509 ZEARIETEAME.
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RECEFRRMEREFN RAIES , WRESRED LEE XenMobile , ARG EIRIR M2 AP iR X EIES,

L ERREREFNEDARRE TIEDN , A R ERRHEFIUASIHNIRIN. SMERRHEFITRENTEE
PR, BENSHAEARBROHAEN, KEERPURT REHER | RMRAHFL AN |, B FRRHEFE
SREEAGEN , MEERW. Rt RMEZREANHAEN , BRERHEFAIFIEN  BEOERR. E5F
HABERT , BN REEE.

THERT SCEP 782/ XenMobile 9577 :

T 3% SCEP =9 SCEP
i0S BLE RS 2 2
iOS #ahR &SR M 2 i
iOS BLE X piss &
SHTP 7:##} & &
SHTP FLE Fi =
Windows Phone # Tablet £} & =
Windows Phone #1 Tablet B2 & %, WiFi iR & kMRS o
(3X7E£ Windows Phone 8.1
FEHFH Windows 10 hRAS_E374F)

WP
B=FRE M.

o NEBMEH. NEBMENFIMEA XenMobile 4HPHRERIRZE. 7E XenMobile 1 ¥ ZHAERET |, 5% XenMobile A HtE
LR OCSP RSEEN , B BIKRE., SRR MREFEE R ESMHAE TIRSZ2IMZIn, Fian , SHERERE
FaTRERE B IBIERIRERRERAERNEEFRIRE | BXEIEBREAE B 4.

o SNEBEIBAIRAS. XFR“BHE XenMobile” , XFHIER) B 4HE AT AWM PKI FREVAIED. SRR EE XK
HT , MIEHH XenMobile ZEPEE R 44D ARNAE PKI B4, BTHITRES0NE B EE(E B3R 4e5ME A PKI
(GPKI) 3R1K,

o SNEBSIEAMIMBAE. XFRBH PKI” , XFIERUM B ENE AT MWINED PKIREXARIES. Sk XenMobile 1E{EHEEMEPHMRE
B , XenMobile #¥m PKI EEZKE. MFRUEBEM4H , XenMobile ¥ ENEBBSHZED. HALEIER OCSP #MY.

X=FERHAE K, MEAU—ENA : SMEHHESINIENERSBIT M , NI H MBI IDSMT B 5.
UEBLEIT
IEPLG TR B HEINAERBMMAR 5 —MEBR NI FRAR.

HIEE , XenMobile ¥ EEEFHARAFNES , ARBBMHIAANIES , IR RN R MEERRSTUT. MRXAIHA
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(S SCEP) 3o , (RMERMHREFNGAEHHTRM , TN , BEMEBLEARE ZMITRY , TOIERRE
TR,

RUE MR , BRI (X) . MRRETES , B BBRIEESH0 R T BAR T T %45 B AH T
RAIFEITE., MRMTHEZE , URET,

B EIRIR AR

ERRUEFNEREARB LM , TREBRTAHERNMAENMA T A, TSR RRERSRE (AMESSIK) FERsH
BBSRIK (40 Microsoft CA B GPKI) HEIRIRIFEFX AT, EERMKMMR AR LANES . XEKE , ERITEMURIR
ERT , XenMobile #B¥{3E AR SRIRIERR N CAIEBAFRAXNESL . ARAXBIERE EARBERIERS 25 ERBURT BT
W RTTIE.

1.7£ XenMobile Web #=H& , BdizH & A LAMERERN , ARHAEES > TIRRHER.
2 FEEIRIR AR AU £ |, AR,

B BoREIRR R BHEE A,

3. EEtRiR MR BAEERE L , PUTUTRE

AR BAFRMEFRENHE—2F. AR FEATE XenMobile 26| & MHME Y 5| ABCE.

Ui - ERRMAEFRE. REWTFBONAIETE , (BRREUE T B EIC A R R R PSR

AR - AT RN KK,

AT« B Sign (£4) 3k Fetch (1H1) DUEEASATAEREMNIERIGERLHMA L. TR AGERSHE
iE RS

NRIBARSR AT, EAFEIRIR AR PR EAR .

4. BEHT—H,

EE  RE > F% > PKISKAF RN Microsof t IEPB RS SRIAST | XEAEARI AT AT A,
WA BN AR AR AR E B VAR,

5. FEFHRIR AR I iE P& LB RITE L, PATRATHRME -

o HAEL BT RATHREGTESANMESAE L. TJFA{EN RSA, DSA F1 ECDSA.

o WAAA/N : BENESAX AR/ , AR, CFEBCWNATER.
R AFRERURTESAZLEY ; 620 , DSA BAARZRAK/NA 1024 47, FHBRERRNGRE (BURTERMEHSER
) , XenMobile A3EHISTERLAKR/N, BRIAREEMRIRE MK EIRIRMREFECE | RAREE RPN
H.

o BZE  HERTMEPNE. ERRTEHREE.
o {FHAELIR  BNINEPFAEMNIRFIAL DN). #i20 : CN=${user.username}, OU=${user.department},
O=3%{user.companyname}, C=${user.c}\endquotation, MFEEANIETFEL,

Fan , TR FIREBSHBEIE | EIFHMANTRE :
WEAEL | RSA
BREAKUN 1 2048

K L5k : SHAIwithRSA
{FRE LR - cn=Suserusername
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6. RIFRERRAHRFETRMFAE , FREHRM, EEEREHNAER , RAREE I FRA—ME.
TR FURIEBSHRIIE |, BHEEUTRE :

IR P EREFR
{8 : Suseruserprincipalname

AR SERELWIER , ATAEETE{ERM XenMobile 7.
7. BET—b,

SRR BORFEIRAR HEARFF: MR UM

8. FEEIRR MRS MR WAL , PUTLUTHRME

o 1R CAMERS&RT , BERAN CAUER, RTEERUREFEREIE CAXK , AR ERIRHARFKN CAIERRA
KANELRAR EECEM CAUED ; ZERENEREANT SEAIMIKERRECE RIF—L
o TEEHAKRERT  BHEUTERMY ZEHAARFR—F
o EEEPH: RF[MeBHAEM. Citrx BUPCSKAMETHEREM, ©XFF XenMobile KFFMFTEF& , FEEFER
NetScaler Gateway SHIUER O FEFE AN, ERFHF LERFFEILLS KRN KIIAARE.
o BENHN: REMEAER. EAFPRE LERGHEEISA. NHTERER SCEP FHFEXMA keyUsage
keyEncryption (¥l RA MBRERFIE A KeyUsage digitalSignature (K] RA Z&ZiFH, E—MEF AR BTN
%
o {URAHN: RBMEHER. HERSEES AR RBMEHER W IT/EARMER |, BR2HESE R A&
W, HIRE A AR K MEA AT AR, IRAFE AR A,

REFEES N WEIGEAE R IR D 2 REIWBEPLER , FH8E RAZZIEDBM RAMEES., R—MEBTA
FAETEH. HEEERE XXEIEBRHTER.

9.8EFET—H.

A B R EIRIR LA B4H XenMobile W, et RE_E |, BLE XenMobile 7EPNEREIE T HHAR HEAE B E AN A BVER AR
UepalL=cENESEN

12 4EEIRIRGLFLIT: M4 XenMobile TUAE , HTIA FHR(E -

o TEMMEMAMNERT | W — D REAIS Y B SHETFRLE,
o 1RFEE XenMobile 7ERBEHUEBIIARIBAN , HRAX B E AFFFHIEHRE KRR

o IMREFEM XenMobile BENER/GMAE PKI _EBESHAES |, E¥ B4 PKI _ERRERRE AT , FHESKI|RF , BHEAD
iR, “SHUK'FIRE BREE BETIBENFTA R A GPKI 3Kk, M XenMobile BEHIERSE , BEAAE A RAE UK TR
FRIEFRAG PKI,

13. Bl T35,
SRR B EIRR AR B4Y PKI LA, SRR LS MAEBR XS PKI BUTHRIRIE, ST RUERAIZERITHE.
14 R AR B PKITUE L , 20REMN PKI BERES | EHITIUTH#RE -

o KERASNBRREREFZCNI. WA BIRHMS R4 PKI AXMFE.
o 7£ OCSP gy CAEPIFRF , BIEHERFEMIFRE ON). FEE : 7T DN FE{EEA XenMobile 2. #i4A :

CN=${user.username}, OU=%{user.department}, O=${user.companyname}, C=%{user.c}\endquotation
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o ERMEBRTIRT , BAEMIHERRI PKI SHABITRIA M ez — -
APITIEMIRIE.
SITUEH.
B AHAIER PR
o Z1RFEE XenMobile ZERBHUEBIAXIB , HRHAXBHMNERE NI,
AT AR A8 AT 5%
o INREFFEIFBAMIER , WA LUEERETIFHREBEE , B BT TEE N, XEBRIRA T @SR T IRT.
o MREFMABIFAEE , WAIUBITHREBIIBE. BT R ANBTEMBEIEAES | 7 IR BRI BRI

%,

15. pHT—4,
WA B R EIRIR MR ST m. EtREE , ST IECE XenMobile BUFEEHITRATIR(E ¢

o SUTIEH, FEERTAREITIAXEM (BITHEM) FMRETHIRESHIMES (FRBUHRIEATTERE) |
o NEPERNIERAIXE (LKITHIE) .

16. EERRMAEF: 0T E L, MRBALPBEMN I TENT , BHITUTHRE | BEITEBRE NI,
SR R HABTER.

e 7£ Renew when the certificate comes within (M4iEBAENTTEINEIT) FEF , BANMESHARIZ D REITIED.
o (T ERASITEHEHMER. S AR T , EXRRNEPHK AT BIEDT X , AERIEPEEH F
&4, NERR4EE , XenMobile ¥ RLEITIES,

17. 0 RFEE XenMobile FEEITIER/EREBA , WHAZBMTENIF. ATRANBINIBEER 5%
o MNREFFFEIFBAMER , WA LUEEMETIFRELBEE , BRI ITEEN., SRR T EAERSIRT.
o MREFEMABIMFMEE , WATBITHREBIMIBE. RT R4 ANBETEMBEIEAEE | 0 IR BRI BRI

%,
18. NRAE XenMobile FEEHET M A KBE , FHAEBE MR BRRE AT,  TTRUNGI A BAIAFHE
o MRFEEFRMR , WTEFFCSFOBAMNE , B2 FTMIHTAEN, o T ARSI,

o MRGHEGNBLEMES  NTUSFREBENE. BT RO AR T I RIFONE. , EITLIRE & % B0

=&

19. fRE B PR R B 7R, ANIDEBE AL DR AXEBA.
20. B {RTF.
AR HAE PR IR R IR R FFaRAg .
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APNs JEH

Feb 02,2017
ZE{#F XenMobile FEMFNEIE i0S &% , TEM Apple B EF A3 Apple HEX 4IRS (APNs)IEH., ATHEAT A&k
APNS IEPHRIPATEARLER

e {# Windows Server 2012 R2 =% Windows 2008 R2 Server 1 Microsoft Internet Information Server (11S) 8k Mac 11&#,
HREBZ£L1EK (CSR).

e FsK Citrix ;) CSR &4,

o M\ Apple 33Kk APNs IET,

o JIEPHFAEI XenMobile,

EE
o FIFH Apple ] APNs IEFA[I#IT Apple #XEME BRABREEE., MEELSHEZ R4 TXES , NTEEIEAC IR
.

e WNR{FH iOS Developer Enterprise Program 413 Mobile Device Manager #3I5iE$ , WA g4 R NG IEB1E%E)
Apple HEXUET ) 1 75 Z KAV N 457

LE BB SR TIRIELER | EATHHRRIIE | AFHR

& | £ 1S £ CSR {# F§ Windows Server 2012 R2 8¢ Windows 2008 R2 Server #1 Microsoft 1IS 84 Mac 11&
L7 3 Ml &A% CSR,  Citrix B SRAXFA A,
1 £ Mac _+4J# CSR
| ACSRE% 7£ XenMobile APNs CSR Signing Web i3 _E CSR #2354 Citrix (FFEAEHF MyCitrix ID)
X Citrix {F I HB & &/ EIE LR IEP% CSR Z IR [E] plist 3K E KR4,
2
¥ | BEZL CSRIERCE] | fE Apple #EXUERIT /- (FERAE Apple ID) KBEL % CSRIZATHA Apple , SR/ M Apple T
E | Apple #, APNs IEH,
3
# | {F Microsoft 11IS 4] | ¥ APNs IEHSH A PCKS #12 (pfx)iEH (£ 1S, Maczk SSL k) .
Z | 72 pfx APNSIUEH
4 | £ Macintosh i+&#],
_E4Y3E pfx APNsE
+
{#FB OpenSSL A&
Ppfx APNs iFH
% | B APNSIERSAE| | CBEBRSAE| XenMobile,
% | XenMobile
5
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http://docs.citrix.com/zh-cn/xenmobile/10-4/authentication/apns.html#par_anchortitle_4475
http://docs.citrix.com/zh-cn/xenmobile/10-4/authentication/apns.html#par_anchortitle_29db
http://docs.citrix.com/zh-cn/xenmobile/10-4/authentication/apns.html#par_anchortitle_edb2
https://xenmobiletools.citrix.com/
http://docs.citrix.com/zh-cn/xenmobile/10-4/authentication/apns.html#par_anchortitle_838a
https://identity.apple.com/pushcert
http://docs.citrix.com/zh-cn/xenmobile/10-4/authentication/apns.html#par_anchortitle_5832
http://docs.citrix.com/zh-cn/xenmobile/10-4/authentication/apns.html#par_anchortitle_31e2
http://docs.citrix.com/zh-cn/xenmobile/10-4/authentication/apns.html#par_anchortitle_8979
http://docs.citrix.com/zh-cn/xenmobile/10-4/authentication/apns.html#par_anchortitle_f4bb

Apple MDM #EXIEFH IR

1£ iOS Developer Enterprise Program F 41 IS SR &SR (MDM) #E$FBEFHRE] Apple #BER! T/, TR MR
MDM #EXUFRHAIE UK INE MDM #EXIEPBMEIT. B4 TER., IBAEBEM (3F MDM) APNsIEH,

R MDM HEXIFHZ 7E iOS Developer Enterprise Program fRAIZE K , RIPATFEIER -

o EAEBEIIHIED.
o T[RATE Apple #IXUERTFEITIED , RARIEHAF.
e FEE(F IOS Developer Enterprise Program S48k F & TR ERER.

MFIRARPKII IR MDM #EXIES |, NITTHHITEMIRME. MRBEEITHIRK MDM HEXUES |, EELAREK MDM fig iRy
IR, SRJ5¥ i0OS Developer Program Agent &sR%! Apple HEX WP~ ({EFE Apple ID )

BT MDM #ERUEBEBYARALE Apple HEXUET ] PH4IEE. iOS Developer Enterprise Program ABEAFAETE RS
comapple.mgmt fI7=fnE& ID (APNs E8) #) App ID,

EE . WIRERFTAIZUETM Apple ID, 144 , 3% Apple ID 2/AF] ID , MAEZMA D,
{$FH Microsoft IIS §J& CSR

AR I0S IRE B APNS IFRESKNE—H 2 AIBIEPE£L1ER (CSR),  #£ Windows 2012 R2 5 Windows 2008 R2 Server
T UEF Microsoft I1S 4 g% CSR,

1. T Microsoft IS,

2. X IS BIAR S 2EBEIAR.

3. FERFAEREOF , BHEIEREK.

4. BAMNRINAE ODN)EE , Re8aTT—5.

5. AMPTARFAZEFEF%EHE Microsoft RSA SChannel Cryptographic Provider , {4 %% 2048 , R HT—5.
6. MI AN H&IETEERTE CSR U E |, RigaEHTEm.

£ Mac T8, _E43# CSR

. TE21T Mac OS X Mac itBH L , ZENVARF > XATATH , BaiRBinRNARERF.
TR SR AR R |, RE R RIFRE.
. BHERIEIR | K OCSP A CRL KIEMBCAKA , REXHwIFgE"EA.
. EREEVIRIE R L, BEERENE > MIEBAANANESKUES.
CCUEBEEEIRAEMAMTER
1. B FEREShE. REREIRIERHNN AR GIK SR TR bt
2. A%, REBEPNSASA BIKFPRARE.
3. CA EBFHRfeEtlt, IEPAAA AR TR AL,
6. TR F BRI RIS E BN E B |, R /5 SR tdkes,
7. i\ CSRIUHFRIBFR | IEERTEN ERFHS |, RERERT.
8. BT HAAKR/INGEIR X 2048 IAK RSA BIATEEBAAN SR , RFHREMER. 1EX APNS IERIRFEN—EB4> , CSR XX
BEArit LK.
9. IEPEMETTR, CSR iFefE , Batsem.

u A W N R

{$ A3 OpenSSL 413 CSR

MR AFE{E A Windows 2012 R2 8% Windows 2008 R2 Server 1 Microsoft Internet Information Server (11S) 8% Mac i+&#4
AOEPELIEK (CSR) , DAIRATE! Apple SKEKEX Apple HEXEANARS: (APNsS) iE$ , ATRA{FE A OpenSSL,
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HE  B(F A OpenSSL A1 CSR , B 4EHEM OpenSSL Web st i FEkFF&3 OpenSSL,

1. fER3 OpenSSL AL E , Wiy RE OB Shel ATA T &4
openssl req -new -keyout Customer.key.pem -out CompanyAPNScertificate.csr -newkey rsa:2048

2. BB RA T ERIERGREEHNHEE. BIBEKBAGER.
You are about to be asked to enter |nformat|on that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ', the field will be left blank.
Country Name (2 letter code) [AU]:US
State or Province Name (full name) [Some-State]:CA
Locality Name (eg, city) [:IRWC
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Customer
Organizational Unit Name (eg, section) [J:Marketing
Common Name (eg, YOUR name) []:John Doe
Email Address []:john.doe@customer.com

3. AF—HKHEEF , WA CSR FLAREN,
Please enter the following 'extra’ attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:

4. 4R CSR K% Citrix,

Citrix SHERZAR M) CSR FFIBIT B FMpfFra 2R [BI4E X 301

3 CSR %4,

IEPHBEIET Citrix 24 MER] AT XenMobile , A a4 RER HIRAL4 Apple.

1. 7EN¥Eseh |, %531 XenMobile APNs CSR Signing Web ¥ 5.,
2. B Upload the CSR (_E#; CSR)
3. I FFEERES.

EE EPBYIAFA pem/txt #E.

4. f£"XenMobile APNs CSR Signing” Tl , By Sign (&£4) . ¥4 CSR ELFHR LR/ CSR BaRFRISEER T
k.,

B2 4 Fad CSR 123545 Apple UFRER APNS IEH
M Citrix B2 K LHIERZELIEK (CSR) fa , FERHIZATY Apple , DAERER APNS IEH,

R B ARG SR Apple ) FRDERRIE, ERNBRFIE , FTRASEERE] Apple FFR A R
(http://developerapple.com/devcenter/ios/index.action) , Z G445 1 ) identity.apple.com &,

1. fEiX¥eseh |, #3) https://identity.apple.com/pushcert,
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2. B Create a Certificate (fIEWEP) .

3. MREZER{EF Apple SIZEUEP |, 5%+ 1 have read and agree to these terms and conditions (FXE [FiEHFEZ XL
KAL) BiEE | Rf5HE Accept (33%2)

4. B Choose File (3E3FF) |, WWERTEMN LEZ LK CSR, AfG8ds Upload (kZ) . RN ER—FWAEER ,
FAA_ LA,

5. #d; Download (T%k) DAMEZE pemiE$H,
EE - REFERKNE Intemet Explorer B3V RB&EK , RIHE Cancel (HUH) Bk , RENT—EH T,

{# B Microsoft IIS Y& .pfx APNs iE$

3%k Apple i) APNs iFFH T XenMobile , £E £ Microsoft 1S TEAIERIEK , BAEFHSH R PCKS #12 (pfx) x4 ,
SR APNs IEHS A\ XenMobile,

BE  WESTEEMAATAER CSRE IS RS,

¥TFF Microsoft IS,

BHPRSGZETREAR.

ERFZEBEOF |, BHTERERRE.

RYEZEKE Apple 4 Certificate.pem 30, Rfa , BASTICIZNEFREIEP B FH R THE .
WEIRTESE 4 BMERED , RAeRESH.

7 pIX IEBFE R BB AR TR |, RFREME.

HE : 7£ XenMobile 3B FEZUEHHRL,

S A

7. % pfEX EREFIFIERE XenMobile IR %25 L.

8. LB R E%E| XenMobile I=HI4.,

9. 7£ XenMobile =#|ad , BHisH @G LANKREMN. B EERME.

10. BAFAIFH, WA B/ RIERRE.

11 BHSAN, B RSAIEIE.

12. ESAFRG | GERAE.

13. 7EffE+ , 4% APNs,

14. FERAEXHF | RERNEHFSMBIESNNEAEHFRERE | AN,
15. 7E%RES |, AN EAIERHER,

16. BESA.

1£ Macintosh 118 #l_E €13 .pfx APNs uE+

FEFTAR CSR BIE1T Mac OS X B Mac & E |, $XEIM Apple Mg F=#rIR (pem) IEF.

WAAEBIH |, B XS AR5,

MFIREBRMEFECUEPRRE , URFEERNBIATTAERE , RFRTHE. FRNKIERASEIEERSIRF.
BEZED | RREXHER FEHESHUIFEIERSE R PCKS #12 (pfx) IEH.

FNEP 4% T XenMobile RS #HMME—RFR , AREFANEDERTHLMAE | EF pfx THRR , RERTRE.
WABTSHIEPRE, Citrix 2 EAAAH—MRREN, CEMRIEPMNELRT SN , DMERUSEBFISI A.
AREBIRN R F SRR AR ENEOEE A RARE. MAE , RERTHE. REMEDIERNTRT
XenMobile fR%2%.

EE  RITRIARENRBREY AT AR CSR FTRUERSE I ERITENE R FIK S |, Citrix BIXAESM ARG RESRS
HNANBARLNH. BN, ReER APNS IEBAEFER , BIES &4 CSR # APNs i37%.

Nowuv bk wnNpe

{5 A OpenSSL 413 .pfx APNs uE+
# A OpenSSL 8IBUEFHE 15K (CSR) fa , ¥ ]{E A OpenSSL % pfx APNs iE+,
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1 fEH4RAENEE Shel &, fUTATH4.
openssl pkcs12 -export -in MDM_Zenprise_Certificate.pem -inkey Customer.key.pem -out apns_identity.p12

2. B\ PIXAEPXHRER, CERER , BAEBIED_LEE] XenMobile B FEH k(A EH,
3.8 F PIXEPXHHAE , REBXHEHIZ] XenMobile A28+ , UERTRUER XenMobile %% & sk L2,

¥ APNs IEF S A\ ZI XenMobile
EVERFFHUREIFHT APNS IEB 5 , 7K APNs iEF S A\ XenMobile , PUBE X RINZIERE ZHRIAEP.

. #£ XenMobile #FHIGF , BEEH A LAKKRE. I EREETE.
- BEER. R B RIER .

- BESA. HEPEERSASHEIE,

L FESARET SRR,

. FERMEF | 1%E#E APNS,

SRR B p12 XX

CAERD , RARBEEFA

%X XenMobile PHREBHFMEE. | FS LS.

N o i1 A W N R

£59T APNs iEH

REIT APNS IEH , FEPITSCZINEBARINDSER. KJ5 , Viln) Apple #EXIEH =3 LBFNES. BR/E , SiAIE LA
CHIBILES , HREFEBRILNBC ZHIH Apple FTFRA RIKPSAKRES. BT~ E , SOTEBRlE—XAR B AT
T, BUiRlZst R, SOABIEBT FRFFRA SR P, S0TEKERE |, 1§55 LM FAMERIKELR L FRHM Apple ID,

AR BE APNSIEBRII IR , #§7E XenMobile 1ZHI 6 AHECE > WE > . MRIEHEIH , F2BHE.

. ¥5{# 3 Microsoft Internet Information Services (11S) & % CSR.

. 1£ XenMobile APNs CSR Signing (XenMobile APNs CSR &4z ) Web st , & CSR, K58 Sign (%) .
. KR4 fEE CSR 1273848 Apple |, A Apple HEUEH] ] .

. BAEEIT.

. {£ /4 Microsoft 1S A af PCKS #12 (pfx) APNs IE,

. 7£ XenMobile $=HI & ERH APNs uEH, BEHEH aA LARNKREN. WS RRE .
BEUE. AR B oRUER A .

- BESA. WA BRSANEIE,

CESAFRT , EERAE.

. FERMETF |, 1%5FF APNs,

- NSERIT B, A p12 ST

AT, RIFRESA

O 0 N o LT A W N B

B e
N P O
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SAML B 5% 3% 5 ShareFile

Jan 06, 2017

AT XenMobile 1 ShareFile Bt & h{E AL £ FEASRCIES (Security Assertion Markup Language, SAML) 124 %4133 MDX
Toolkit $T43#4) ShareFile #2ZN N BFEFAR K$TAM ShareFile % Fus (4140 Web 5. Outlook FHEHELEISE Fif) MBS
%3 (SSO) v,

o HEAIT4A ShareFile 2. BIT ShareFile %3N FF2FER ShareFile A AR EE M E| Secure Hub #{ TR A&
MBVFARFIRE SAML 5. RINHTESHIESG , ShareFile 3N FAFEF A% SAML £k & %E ShareFile, ¥I4%F
Ja . BARTRAETE SSO A(a) ShareFile e T2/ , FFE AT ShareFile FRASCA4MIANE] Secure Mail EBFHME , AT
EGREER.

o MmEEFTAM ShareFile & g, {# /8 Web %288 H th ShareFile & Fup &% ShareFile (A A4 EE M E XenMobile
BTH P EMIIEURIKER SAML &4, BENHTESHRIERE , SAML &4 4 %% ShareFile, ¥a%RE , AT
BT SSO ij[a) ShareFile & i , A BEGIREFER,

BREANSEARREME , ESH (XenMobile TBEFA) FHNERATAMIIZE NS R REM—3L.
Wi SR
WIRSETTRIAT & 544 , ZBEXT XenMobile 1 ShareFile iz 2 FFECE SSO :

e MDXToolkit 9.0.4 BE ShkA (EFTF ShareFile #% 3 FAFEFF)
o 4% ShareFile #BENN FAFERF
e ShareFile foriPhone 3.0.x
e ShareFile foriPad 2.2.x
e ShareFile for Android 3.2.x
e Secure Hub 9.0 ((&RT ShareFile BENFBFEF) - TEEIEM i0OS 5% Android kRZ,
e ShareFile &I Gk

1R XenMobile 1 ShareFile BEfig1EHE.
BCE ShareFile ()
>/ ShareFile {%& SAML Z 87 , VRN T Fr7RIE{t ShareFile iRl 8 :

1. 7£ XenMobile Web iz%1|& 5 , BBEACE > ShareFile, [EPE B IR ShareFile Ec ETUHE .
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Device Policies Apps Actions ShareFile Delivery Groups

ShareFile

Configure settings to connect to the ShareFile account and administrator service account for User account management.

Domain® subdomain sharefile.com

Assign to delivery groups Type to search Q

s

DG-SDEnroller
DG_win_1
DG_win_2
DG_tongl

DG_tong2

DG_tong3

DG-ex12

DG-devtest L

4

ShareFile Administrator Account Logon

User name* Enter user name
Password™* Enter new password
User account provisioning OFF

Cancel Save

2. REUTERE :

o I : BE\ ShareFile 3B FR , #2010 example.sharefile.com,
o NEAAAHA | EETIERFLEREMEXT ShareFile f# SSO MIAZ{TE.
e ShareFile EIH &K PEF
o AF% : A ShareFile B A%, WA WA REE AR,
o AL : 8¢\ ShareFile ‘B8 G 2L,
o AFIKFES : NRELE XenMobile FEAAFES , BTTHMIER ; 21RE(EM ShareFile BFRERTAERAF, &
BHRBEZEARKS.

AR MREEHB AT BEIRA ShareFile ik PRI , XenMobile £ Bz %A F~E#—> ShareFile #kF , Al 2
FRATAFAKFER. Ctix BIVESERAE/NNRARANACUNKEKE. XS REIIAERE
ShareFile #k FE A RO ATREME

3. B RTE.
FFTHEE ShareFile MDX Kz FBF2F&E SAML
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AT $185&ATF i0S 1 Android i B2 AR &

1. 1A MDX Toolkit T4 ShareFile %z FBFEF. A X{EHR MDX Toolkit TEN AFEFHIEMEE |, S HEH MDX
Toolkit TN FAFEFF.

2.7£ XenMobile I=H| &5 , EHFTHEH ShareFile BNV BFEF. BXEH MDX NAREFHEE |, ESMm XenMobile i
fin MDX [ FAFEFF.

3. M7 LEECEREHE SR P& FERLER ShareFile , BIE SAMLRE.

4.’k ShareFile #1 XenMobile BCEARRIAIATX.

EE : iR XenMobile BIRFTECE R XX FRIERARTRE], 20RIEARIER , SSO AJBE& KK,
IOUE ShareFile #2sh v FIFEF

LERFREL R FTEMELE Secure Hub , WEHHTREMACE.,

2. JA XenMobile Store T # I3 4k ShareFile #zh FAFEFF.

3. [2%h ShareFile #% 3N FAFEF. ShareFile %23 , (BRNE RN L5,
{$ A3 Secure Mail 3&F

LERFAEE L, IR A TEMACE Secure Hub |, i TREMNALE .
2. )\ XenMobile Store T#. &TEIHF&E Secure Mail,

3. 3TIFFIERF R &R , SAJEH2H%M ShareFile Bffn. LB EI<AT A ANZIEEF BRI |, (B RRIMAR P&
i,

AFEA ShareFile & FigACE NetScaler Gateway

MREECE X KFTEH ShareFile & i (620 Web k53, Outlook ilHEkRIEE Fim) #IVIlR) , M4 NetScaler Gateway
ALE M 3FE A XenMobile #E5 SAML SHMRERER | aNFFTR -

o ZHEIMEFEM.
o B ShareFile £ A RS FELE 4.
e 7£ NetScaler Gateway ARS8 _EACE SRRK .

ZERENEEM
PRI /cginfra BRI ERIENAGT ) | BUEF A8 BEIBIIFRIOPIT URL , MAERLEIER.

1. 4wE T XenMobile &R NetScaler Gateway BARS2SHIRE. 7 NetScaler 10.5 & , $6Z Other Settings (E ik
&) , KFEUE%ETHRC T Redirect to Home Page (EEHEITR) S EIE,
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Other Settings b4
|ICMP Virtual Server Response®
Passive

RHI State*

Passive

Fedirect to Home page

Listen Priority

Listen Policy Expression Expression Editor
Dipérators w || Saved Policy Expressions = || Frequently Used Expréssions = Clear

Evaluate

ShareFile
xms.citrix.lab:8443
AppController

https:/ fxms.citrix.lab:8443

Li Connection

2. 7£ ShareFile T , £\ XenMobile PNEFAR S 22 K& FRAILE O S,

3.7£ AppController T , £\ XenMobile URL,
SR E A BT /cginfra B2 AR URL AIX3EK,
BIE ShareFile &VE %R IEKELE 1
BEE T RESIE ShareFile 29ERIEIFERECE 4

1. 7£ NetScaler Gateway BLESRFAREFY , AN S A ER+ B NetScaler Gateway > Policies ((kEg&) > Session (&
W) .

2. 8IE—/NHAVERRE. 1f Policies (kRg) wIEL , Bad Add (i5h0) .
3.7 Name (&#) FE&+ , 2\ ShareFile_Policy,

4. B + IR —TUHR(E. WA BIR Create NetScaler Gateway Session Profile (83 NetScaler Gateway £iEHL
BEX ) WA,
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Configure MetScaler Gateway Session Profile

Configure NetScaler Gateway Session Profile

Mame

Sharefile_Profile

Unchecked Owverride Clobal check box indicates that the value is inherited from
Global MetScaler Gateway Parameters,

Metwork Configuration Client Experience Security Published Applications

Accounting Policy

Onwerride Cloba
Display Home Page &

Home Page

Roné
URL for Web-Based Email
Split Tunnel*

OFF
Sesgion Time-out (mins)

1 L

Client |dle Time-out (mins)

Cligntless Access®

Allow
Clientless Access URL Encoding™
Obscure :
Clientless Access Persistent Cookie®
DENY 3
Plug-in Type*

Windows [MAC 05 X 5

# Single Sign-on to Web Applications =
Credential Index*®

PRIMARY T =

KCD Account

Lo - NI

REUTERE :

e Name (£&#R) : %A ShareFile_Profile,

e i Client Experience (& Fum(Al) wHF , AEREUTRE :
e Home Page (W) : #A“none” (o) .
e Session Time-out (mins) (&G (SM41) : &2 1.

e Single Sign-on to Web Applications (855 RE Web VATEFF) : &R E.

e Credential Index (‘£iE&3|) : 7E3IkKTP , BEHPRIMARY” (FE) .
e i Published Applications (E&%HKNAFER) EMHmF.
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Configure NetScaler Gateway Session Profile

Configure NetScaler Gateway Session Profile

Hame

Sharefile_Profile

Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Cateway Paramaters

Metwark Configuration Client Experience Security Published Applications
Override Global
1CA, Proeey™
ON 2|

Wab Interface Address

hiteps:f xms.citrisx. lab: 6443 |f

Web Interface Address Type*

1Py

Web Interface Portal Mode*

MNORMAL

Single Sign-on Domain

citrix -

Citrix Receiver Home Page

Account Services Address

LEATRE :

e ICA Proxy (ICAFRIE) : 7&3)FR+F , BAH ON (FF) .
e Web Interface Address (Web Interface #tilib) : £ XenMobile AR%-254 URL,
e Single Sign-on Domain (BAmERIE) : S Active Directory fig4z .

EE : BCE NetScaler Gateway £iEELE X4 , Single Sign-on Domain (8 5%RIE) KIS TE LDAP
E XA XenMobile 385714 TUEL.,

5.8l Create (@122) DAEXKEBCEICH.

6. B3 Expression Editor (FRiARJmED) .

* Back Add Expression . L]
Create NetScaler Gateway Session Palicy
Sedact Expresalon Type: | Genera
ShareFile_Folicy
R
Sharefile_Prafile 2+ £ £
HTTF ] fepression Edio:
b Sarwad Palicy Ex i
HEADER
CONTANS
Value
m — NSC_FSAD
tnader Hame®
COnKE
o [0
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FEMTEE :

e Value ({#) :%4EA NSC_FSRD.
e Header Name (#r3k£&#R) : &\ COOKIE,
o HEHTTM.

7. % Create (A1) , A58t Close (%)) .

Create NetScaler Gateway Session Policy

Name*

Sharefile_Policy

Actin®

Sharefile_Prafile AR

= || Saved Policy Expressions  « || Freguently Used Expressions - Chear

REQ.HTTR.HEADER COOKIE CONTAING NSC_FSRD

1€ NetScaler Gateway EFUAR % 25 _FECE SRI&

1£ NetScaler Gateway E#R% 25 LACEA TR E.

1. 7£ NetScaler Gateway BLERFBREFT , EAMNSAERF 8y NetScaler Gateway > Virtual Servers (AR ) .
2. 7£ Details (VEA{EE) &A&T , #dh NetScaler Gateway IR 25

3. B hwtE .

4. B Configured policies (EACEMIKNIZ) > Session policies (£1E%kMg) , A58 L Add binding (FRINZEE) .

5. 1%3% ShareFile_Policy,

6. it B SN AE AL SRIG Y Priority (T5E2%) WS , MESHIHMEMHEMRIARLL , HAU%EERS (WSR/DN) , 0T
BTN,

WPN Virtual Server Session Policy Binding

VPN Virtual Server Session Policy Binding b4
Add Binding Edit = Zearch =
Priority Paolicy Mame Expression Action
10 [ shareFile_Policy RECLHTTP.HEADER Cookie CONTAINS M5C_FSRD Sharefile_Prafile
100 f PL_OS 10.217.232.36 REQ,HTTP.HEADER User-Agent CONTAING CirixR AC_ 05 10.217.232.36 A
1] PL_WB_10.217.232.36 RECHTTF HEADER User-Agent NOTCONTAIMNS C AC_WB_10.217.232.36_4,
0 PL_AG PLG_10.217.232.36 RECLHTTP HEADER User-Agent NOTCONTAINS C AC AC PLG_10,217.232.36_A
Cloise

7.8 Done (ERR) , SA/RIRTFEIZ1THI NetScaler itE.,
“19E MDX ShareFile iz FAF2 FFECE SAML
BHITUUT A | & ShareFile BRB NI FHFEFFZ 7R,
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1. {#F URL https://:4443/0CA/admin/ %3 XenMobile EIERAT A, E&WMERAASFEHA OCA,

2. EEBERYIFRT , AhAE.

Login

L
CITRIXR Please enter the login credentials to
.

access the system

User Name T
Administrator

Password
LR L L L LR L
Domain | Local =
View | Configuration = |

3. RN > NARFF , FHCREB/REFRA ShareFile (N FBFE 0N AFEFFAFR.

XenMobile App Contraller
Ch'll!x ‘Welcome Administrator
=d NenMobile App Contraller
¥ -J System
= Applications
J user st Settings
- Applications

Application Name Digplay Name

W activedirectary activedirgctory

# MobileAppld

C—

ArEricanEx press AmericanExpress
% Delegated Administratan ifSu...
= Fidelity Fdelity Your Personal Investing Resowrce
= Lin - Lnkedin Business-oriented seclal networking sibe
ShareFile [t ey i
& MobileAppll Sharefile_220 ShareFile 2.2.0

ShareFde_iPhane_303

Description

Online access o world-class card, financial,

ShanFile 3.0.3

1&2 ShareFile.com ] SSO & &

1. BA ShareFile &8 55 14%53% ShareFile ik & (https://<Fig> sharefile.com),

2. 1£ ShareFile Web REF , #d5 Admin (EIH)

3. 4% N FioR4wiE Login URL (B3R URL)

, 8K J51%#* Configure Single Sign-on (fC

Login URL (%&3% URL) NWANTFFT/R @ https://xms.citrix.lab/samisp/websso.do?
action=authenticateUser&app=ShareFile_SAML_SP&reqtype=1,

Passwioed Policy Basic Settings

Enable SAML: o
Configure Single Sign-on

Edit Super User Group ShareFile Issuer f Entity ID: ™

Reparting Your IDP Issusr / Entity 10

Motification Histary

¥ 509 Certificate: * Saved Change

XME.example.com @

L

Login Code Sample
Login LIRL:*
Remote Upload Wizard

nitps: '.-'.fxrns.cmx.lanéumlwmao.m?am@

Wiew/Print Receipts Logout URL:

https://docs.citrix.com
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e 7t XenMobile 4523/ FQDN HiHEA NetScaler Gateway BIUARSE 25H99M5 FQDN #01 /cginfra/https/ , SA/5#E
XenMobile ] FQDN fRTEI#R/N 8443,

3R URL EFEN AN T A7 @ https://nsgateway.acme.com/cginfra/https/xms.citrix.lab:84 4 3/samlsp/websso.do?
action=authenticateUser&app=ShareFile_SAML_SP&reqtype=1

o ¥4 5% &app=ShareFile_SAML_SP FE &k SAML #5555 ShareFile 3 3 FRNER ShareFile & FFEF&#R, &4
FREZKIAK ShareFile_SAML , (B2 , X EXACER , HSENIPLFREEMIN—MEF (ShareFile_SAML_2,
ShareFile_SAML_3 , DAHZEHE) .

3R URL BIAEN AN T FT7R -« https://nsgateway.acme.com/cginfra/https/xms.citrix.lab:8443/samlsp/websso.do?
action=authenticateUser&app=ShareFile_SAML&reqtype=1

o [6] URL L5 EARE RN &nssso=true,

E¥UER URL BLAERNZN T A7k : https://nsgateway.acme.com/cginfra/https/xms.citrix.lab:8443/samlsp/websso.do?
action=authenticateUser&app=ShareFile_SAML&reqtype=1&nssso=true,

FE : 5)1E XenMobile 4| 4 RIBREFAIZE ShareFile I FFEFakE ik ShareFile i B , ZFAERNIN BREF4
HREMIM— N THE | XEHEEREWILE ShareFile Web s AP EHEF URL , IR E H G0N FBFEF LK.

4.7£ Optional Settings (F[3%&& &) T , 1%+ Enable Web Authentication (5 Web S#36iuF) Ei%1E,

Optional Settings
Require 350 Login: 7
550 IP Range: ?

SP-nitiated 350 certificate: | HTTP Redirect with no signature = ?

Enable Web Authentication: & 2

SP-Initiated Auth Context: | User Name and Password = Minimum ¥

Active Profile Cookies: ?

B3 save cancel

RurfcE

FHITUA T ECE AR UERE.

1 N ELsFsm https://<Fig>sharefile.com/saml/login,

AW EEME) NetScaler Gateway BRFkHE, MREXHETEH , BRIEATHNAERE.
2. B A FTECE R NetScaler Gateway #1 XenMobile ¥ ER B & F5ERLS,

LB LE <Fig>sharefile.com TE/REH ShareFile XH£, tRFB/REM ShareFile THE | ERAREMAN T IEMER
=i,
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Microsoft Azure Active Directory R z5 X &

Feb 22,2017
51T Windows 10 jIiR & Azure JEHHR —FEX4 Active Directory S#4IIEAT%. AJARA T3 %2 —¥ Windows 10 %
&R Microsoft Azure AD :

o ERFTINRZHIRITTE Azure AD Bx3Z BRE A2+ MDM hiEft,
o MLEXRESE , N “Windows &E"TWHNIT Azure AD BXEEd 247 MDM =hiEft, HTheEfE Windows 10 Phone EARTT A,
o 1£ MDM {8 Azure AD —EB M 1EAEAN MR LRI /K PR —F A

FEAH Microsoft Azure Active Directory &£k FaJUEA A LK XenMobile 5 Microsoft Azure &£/%. 5FA MDM 5 Azure

AD RIERRFEFNE , DMEFEA Windows 10 & KA AT AfE R Azure AD 7. BXFKBRSKFNEREER | E5MH
Microsoft Azure, HXEMZE , 1555 Azure Active Directory EHr.

WRFE XenMobile FRECE Microsoft Azure IRE#HEE |, 30 Windows iR FiX B S M & MR &5 , Windows &~
AR RAMER Azure F . AXABINAECE Microsoft Azure RE. H3A Windows R&FCE “KEFEH R & RIAEE
B FEETINEFRE R,

MREFEFE Azure AD [ FPHBUTLUTEE |, 7857 XenMobile & E Microsoft Azure JRE 5 E

1 AMEEUSHWIEE,., HXEHMEE , B35 Add your own domain name to Azure Active Directory (#BC BIE& 7
Zl) Azure Active Directory) .

2 EHAERERTE , BB Ry RE| Azure Active Directory, BRFEMEE. , ESRHE FEA,

3.8 MDM i8A) Azure AD FIR]{E8ED5Y. At , 78y Azure Active Directory > W27 , SR/ B, MEaEFasm
NAREF. REBHREEE B4t MDM KRR , ARRFRE.

A FENFAFEFT |, T ATAELE XenMobile JRS 2R AT, Zu{# AL EF0 App ID URL :

e MDM &I URL : https://:8443/zdm/wpe
e MDM {FfH %5k URL : https://:8443/zdm/wpe/tou
o [/FAF2/% ID URL : https://:8443/

5. S 3 HIRMA MDM N AFEFF 3 /2 EEX LR FER &M , AR A s E A 42 A MDM &
i,

WEZEIZ T Microsoft Azure i FI2AHRIBLT(EE , A HELE XenMobile 4|8 ECEIRE :

o WFFEF ID URI - 1z4T XenMobile BR %2589 URL,
e FHFID - 3kH Azure N FFEFIRE A,

o X U ID - BN FAFEFFE—IRIRT.

o WEA - k@ Azure N R FFRETA.

1.7£ XenMobile #=Hl A , BiA LAKEHREAR. KB RRERHE.

2.5 FEF , B Microsoft Azure, VBTS2 7= Microsoft Azure TUMH .
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https://azure.microsoft.com/en-us/
https://azure.microsoft.com/en-us/pricing/details/active-directory/
http://docs.citrix.com/zh-cn/xenmobile/10-4/policies/terms-and-conditions-policy.html
https://azure.microsoft.com/en-us/documentation/articles/active-directory-add-domain/
https://msdn.microsoft.com/en-us/library/azure/jj573653.aspx

XenMobile Analyze Manage Configure e admin

Settings = Microsoft Azure

Microsoft Azure

Integrate XenMobile with Microsoft Azure to let devices running Windows 10 enroll with Azure as a federated means
of Active Directory authentication. You derive the values to enter here from your Azure directory settings. Note that
you must also configure a Terms & Conditions device policy for Windows; otherwise, users cannot enroll with Azure.

App ID URI*
Tenant ID* @

Client ID*
Key™ @

3 EREMTERE :

o WAFEFF ID URI : 4 \iz1T XenMobile (AR S5-2540 URL (1EECE Azure RERFTHIAM) .

o fF ID: M\ Azure VRRRFRENHESILE. ENEIMIET |, SRIRBFNFRFERWTS. 52, 7
https://manage.windowszaure.com/acmew.onmicrosoft.com#workspaces/ActiveDirectoryExtensin/Directory/abc213-
abc123-abc123/onprem..& , $8/7 ID & : abci23-abcl23-abc123,

o & /i ID : N“Azure LB NE R HIFFHULE. XENAREFNE—INRAT.

o F4A : M Azure VARRFREREEHIE. EEATE , WIRPEF—FENEHFRFRE. AF , TUAERIHE
PIEHANERILTFER . W AFERFE Microsoft Azure AD FRIEE ¥R HE .

4. BHReE.

Important

A FP1ER Windows 1®& LA Azure AD B , f£7E XenMobile F1ELE K] XenMobile Store 1 Web §5#iR # 5B ¥ (UE T Azure AD
AP, RERTAAF. X TRESE AR & RIENARAF , WIIBITUTIRE ¢

1. 72 %8 > T > A Azure ADF , {3 Azure I PN\ Azure AD,

2. 748 Windows , #R/RIE1T Azure AD 1K P TR SR,
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Tk

Feb 08,2017

W25 XenMobile ETHRATKEETHAT AN , HITAWHALAT Citrixcom £ , FHEEANE PRERERA R LB,

AR T 5T XenMobile :

e J\ XenMobile 9.0 F4%%| XenMobile 10.4,

{#F3 XenMobile 10.4 PNE K XenMobile FET A, BXEMER | ESHAHULETS .

HIHET A3 ETE XenMobile 9 R4 : MDM, App

F0 Enterprise,

BREBENRBMEMFD , FEFEDEERRDRMD R,

HEE  BERAMTFHETAREMN Citrixcom $REX,

e J\ XenMobile 10.3.x %% XenMobile 10.4,

£ XenMobile 2Bl FRAEERE. HXFMEE

EIMERFRTARSE XenMobile 10.3x,

M XenMobile 10 3 XenMobile 10.1 F£&%! XenMobile 10.4,

ES AR,

B, 5/ XenMobile 12| AR KIRAEIETE , M XenMobile 10 5k XenMobile 10.1 F+£&k%| XenMobile 10.3, #&J5 , {3 XenMobile 3% & R HRRAEIRITE , M XenMobile 10.3 F+4&%|

XenMobile 104, HRFMEE , HERALFHGN. FNERFHRTARIXLIES.

FHREEIRILE
XenMobile fR%-28hRAx hRAS FHEE| RS FHE#AZ IEAEFAE
TERSMEAMERF BET,
= Sy =] i i 2
;ﬁ;’fzﬁ”@mﬁ 9 XenMobile | ¢ 55 97106 ;(gzMob"e BEHE | 1040116 | XenMobile %% 9 T XenMobile |53 104 | SEFIF XenMobile 10.4 §9FH T APYE7E XenMobile
’ REHEP.
XenMobile f§%-#% 10 2% XenMobile XenMobile AR %% ¥ XenMobile 10 gk XenMobile 10.1 F£&ZF .
101 101063030 10.3 1030824 XenMobile 10.3 T
XenMobile f§%5-2§ 10.3.x 10.3.x )l(gzMobile 28 104.0.116 | ¥ XenMobile 10.3.x F£&Z%! XenMobile 104, T
104.0.?
104.0?

M XenMobile 10 8% XenMobile 10.1 F£%&ZF!| XenMobile 10.3 g A XenMobile 10.3 F+£&Z! XenMobile 10.4

BEFME

e T XenMobile SEHTHT , E{E A (VM) PR & SR RZHIRIR,

o HMARGRERIEE.

o KEREMEIMIRAMNARLEERK. T XenMobile 104 , HSFRLEK.

MREHRERE | ESREERLHH.

1. 7£ Citrix Web 3% 25 _EERERIK S | 858 XenMobile F14& (bin) 324 FREIAEMAIE.

2.7 XenMobile #=HATF , BEFHIAHE LANEREN. W E R NEERE.

3 BERAEE. W B RRAEERE.

https://docs.citrix.com
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http://docs.citrix.com/zh-cn/xenmobile/10-4/fixed-issues.html#par_anchortitle_6479
http://docs.citrix.com/zh-cn/xenmobile/10-4/known-issues.html#par_anchortitle_11e9
http://support.citrix.com/article/CTX218552
https://www.citrix.com/downloads/xenmobile/product-software/xenmobile-10-server.html#ctx-dl-eula
https://www.citrix.com/downloads/xenmobile/product-software/xenmobile-10-server.html#ctx-dl-eula
http://docs.citrix.com/zh-cn/xenmobile/10-4/system-requirements.html

XenMobile Analyze Manage Configure (<3 A, admin v

Settings > Release Management

Release Management

View the current installed release, as well as a list of all updates, patches, and upgrades to the XenMobile server up to the current date and time.

Current Release 10w v
Name Release 10. 1.4 e
Description Software release build 10. 55 e

Install date and time Oct 26, 2015 12:41 PM

Updates

Q
Update

Name Release Description Install date and time Type v

Mo results found.

AERFTE , EREEH. WK REHEIE.

Update

It is recommended that you create a backup before installing updates.

Upgrade or patch file*

Cancel

5. WE#% M Citrix.com T3k XenMobile FHESCHF | ATEIT SRS S MBI E.
6. TR , ASRFEWEURRN , EHif535h XenMobile,
MRBTFLRR , TR , SRR —FIEHAEMNEREE. RESREHRES , 2 FBEAEHN.

R RKEHE , XenMobile TEEATEEHEF. XFMERT , BRI —FHE , FHERCTEMRT. B2, MR XenMobile HREREHFZN , LUMERGS1T. REEHRIRBRNER
ZLEFEEER.

4. BT, SAEIAM Citrixcom TEE XenMobile FHESUHRRIFALE | ARSI H,
5. BT, RIBTEREHR RS , EFTE3) XenMobile,
: RIEHE , XenMobile FTEERFEEH B3, XFMERT , BHI—REE , IEEEHEREMT. BE , MR XenMobile HREREH B3 , LIMERR LT,

oo

T
EE  MRAGREREEATRER , FRBUATSRENRS MR

1 XA T RZIMIFTIE TR,
2. FHATA.
3. HEH T —MTRZAT , MARS EFEEST.

MRBTELRRE , THAERNTR , SR TR—HKIEHAEMNEREE. RESRERRE , 2 FBEAEH.

4. BERE”, SAEILM Citrixcom TEE XenMobile FHESUFRIRIFALE | ARSI H,
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5. B EH , SRIFTERENRRES , EX/E3) XenMobile.

¢g

EE  REKEHE , XenMobile FTREAFREMNEH. XMERT , HHI—KHE  IBHENEREAT. BR , 2R XenMobile HRBREH B3 , LBAERB LT,
BT MRAGREREEATRER , FRBUATSRENRSMR

1 XA T RZIMIFTIE TR,
2. FHATR.
3. EEH TR, MIARS EFEET.

MRETELRER , EFRERNTR , RER—FIERRBEMMZEE. RRSKEERE , < fBEAEH.

FHiRE & XenMobile &

MRFGRARENTRER | R TSEM XenMobile 10 A EHEA T :
LZEFET S EWRE > RiAEIE L4, bin 30f.

2 AR EETHRNT SSMOBTET R, EXMTA , HEd ST REF ERRGRS.

3. REARS R B EATHREH TR LEST.

4RI E — IR BCEART .
3R XenMobile FTERENTRER . £ BR—FKIEH FMKERIBEE. XenMobile i f5# REUE REIZ=HEH 2 ATHMRE.
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FHER T RWE AT

Nov 29, 2016
M XenMobile 9.0 H£&ZE! XenMobile 10.4 , ¥&{# F XenMobile 104 RNEMFKRTE,

IR T ASTH

1EFTA XenMobile FR% 548, (ENT. MAM, MDM) TFiEHK iOS #1 Android %%
£ MDM #&2{FEM Windows Phone #0 Tablet

AR T IEM A Windows Phone

MDM #&2{ T Windows CE &%

INER1E XenMobile 9.0 BB 7T Multi-Tenant Console (MTC) , RIETEAE MTC 1 ERE3h3I i XenMobile 104 £F2,
XenMobile 10 R3ZH#F MTC , [EIt , PMRET K NHEEXLEFAR FRKH] ., TRAXFRRNEKET  ESEE MTC
PRS2 FH2%Z)] XenMobile 10.4,

XenMobile 10.4 7#F NetScaler Gateway 11.1.x, 11.0.x #1 10.5.x hi4s,

XenMobile 10.4 NEKFLE T EEZHF NetScaler Gateway 10.1x jRAx, Citrix A 354 NetScaler Gateway 101 5
XenMobile 104 £5&{# M., {82 , ATEAME A XenMobile 104 RNE R FE T EFHK NetScaler Gateway 10.1 5E, =z
Ja , Citrix 2% NetScaler Gateway FHEREISTHF R IR A,

Important

FHES R R . THATHERT , BHORBEAXRE , ERCHMAE, MWFRTIEFTRAELESRME. o, HEEEE—6
BEATARIFER TAERLE ST K.

BITHHETRE , BHLTRETE A&,

MRATRNERM , FHERTRESRK. WMRFHRKM , SIRFESSITIEHI G ECE K XenMobile 10.4 SREIFEH B FAHKTA.

XN FK%
Citrix BN ES LT B T H K.

L7EYERRR TV |, SERMTA D& FEMFRTELIR, Citrix @IXELEMEFRERE , UKEKT BARIRUREE
PR RS RERTIINR. RTINS 2 ECEBEMAZ A A BIERTHRIER.

1E NetScaler 11.1 (FR{EE{#F NetScaler 10.5 jr4<) = , Citrix 8i{# A8 NetScaler for XenMobile [ &% E &% NetScaler
Gateway # NetScaler T 18 EIUAR S 232 H NetScaler,

2. AR T BRI R BIERTHR T BCESRE | 6120 LDAP, RERMN TR, BHANREE.
3 AR PITE T FHRFHER LN,  AFHRIREKE TAEMIFAL.

RF M FHRANAE =T

BE5E(EA XenMobile 104 FHETABITRATE , REEAFHRFIITLE K,
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http://docs.citrix.com/zh-cn/xenmobile/10-4/upgrade/upgrade-mtc-tenant-server.html
http://docs.citrix.com/zh-cn/xenmobile/10-4/known-issues.html
https://www.citrix.com/blogs/2016/02/24/mobility-experts-how-to-upgrade-from-xenmobile-v9-0-to-v10-1/

VR TR
FHET A AR EBIEPITURTE , FERRIGE TR AEL T L XenMobile 9.0 #1 XenMobile 104, AT
REIE , MASMEIREHIE (£ XenMobile Enterprise Edition #3E ) sk %k

FRMHAEREWAZ B, NMEBBFRUWAFIE, MR , DREFHFTFBEPITES AR, FHEWKERTEE
XenMobile 9.0 kr7~,

VEFETHRET -
FHET A E5H XenMobile 9.0 PHFTEECE . WEMAFPEEHE—MrAMAERTLREDRS (FQDN) fF XenMobile
104 X6, XenMobile 9.0 FHFTHHIRRIFAZE , EEH XenMobile 104 IR HJBANFIETHIEF,

FHR %R 72| XenMobile 10.4 #ZHIARS , BLBEIFHETAM XenMobile 9.0 1T MR FTH A RAR & BHE.

FHR T RARPATHIERE

ERFHERLTAN , AR ATEETKE] XenMobile 104 :

WAMEE.

REHIE.

AR 552540 SR RE LA REXAOERE  (7E XenMobile 104 FARREHF) .

FEERSIREFLF (MSP) 4,

5 Windows 8.0 A8 SRBR A4 6.,

FERRERAER ; GIRNFKET B B S BCA B R,

FH& BB AR AT BCE SR PR

CXM Web (B Citrix Secure Web &4) .

DLP %k®& (| Citrix Sharefile #4X) .

B5E X Active Directory @,

MREAEELMNMMIARERE , WARELTHEINIATRER., XenMobile 104 Z3IF—MMNRAREKRE ; WAL XenMobile 9.0

FREB— NI FH R , A BERZhFHEKE] XenMobile 104,

e XenMobile 9.0 ¥ authjsp X ATIRBIIEES G REMRE. XenMobile 104 F S| & ARIRSZ Al EH 417N
FERCERTAERE.

o REHERSHREE.

e 7£ XenMobile 9.0 FACEMIFRBIATIEHEST (7€ XenMobile 104 FAZHFF)

XenMobile AL &

e XenMobile 104 REMFE T ARSTHEE N ECLA LA Active Directory B f,
o A EIRGME RIT.
e Device Manager FEIFIERMHEILELE XenMobile FFRAZZAHA , 2N TEF/R. BXRFMER | ESFHE TR,
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http://docs.citrix.com/zh-cn/xenmobile/10-4/deploy-resources.html

XenMobile Analyze Manage Configure

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
Delivery Groups show filter Search Q
o, @
Add Export
O Status Name Last Updated Disabled v
AllUsers
Domain users Jun 13 2016 5:10 PM
Sales Apr13 2016 12:50 PM

TERHHAT |, ATE R BE ORM A ST BRI AR

XenMaobile Analyze Manage Configure £ % admin v
yz g g

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups

Delivery Group Delivery Group Information x

Enter a name for the delivery group and any information that will help you keep track of it later.

——

1 Delivery Group Info Name
2 User Description
3 Resource (optional) 4
Policies
Apps
Actions
ShareFile
Enrollment Profile

4 summary

M XenMobile 9.0 F#£&Z| XenMobile 10.4 B T1ER
TEEBA T M XenMobile 9.0 F4&ZI| XenMobile 10.4 EEHITHREAILIE,
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XenMobile 10.4
Upgrade Tool flow
for MAM

XenMobile 10.4
Upgrade Tool flow
for MDM

XenMobile 10.4
Upgrade Tool flow for
Enterprise Edition

https://docs.citrix.com

Complete Set up and configure Update and run
XenMobile 104 ——»  XenMobile 104 > P
i . Upgrade Tool
prerequisites instance
Copy support bundle Follow prompts and Conne_ct to
| XenMobile 10.4
for upgrade restart the server
console
I
xenMAcI:bpir:Z 10.4 Comple_tt? Migra_tion complete
) post-requisites (devices connect)
license
Complete Set up and configure
Update and
XenMohile 104 ——— |  XenMobile104 ——p - Poaeancrun
. ) Upgrade Tool
prerequisites instance
]
Run help-upgrade.jsp Follow prompts and Cc—nne_ct to
; XenMobile 10.4
on Device Manager restart the server console

v

Apply N
Complete Migration complete
XenMobile 10.4 ——» e p d
" post-requisites (devices connect)
license
Complete Setup and configure Update and run Run help-upgrade.jsp
. - § 5
XenMoblI_e_lO.d » XenMoblle 10.14 ——» Upgrade Tool > i
prerequisites instance
Copy support bundle Connect to Apply
from Followpromptsand | oy yvopile104 —— 3 XenMobile 10.4
restart the server .
App Controller console license
Complete o/ Migration complete
post-requisites {devices connect)
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EAEF T FHK Windows Phone % 544

% XenMobile 9.0 VIR (A5 7ESMAE M Windows Phone B{# A Worx Home 9x) F+2%&Z%!] XenMobile 10.4 B
BIXPITAT IR -

1.3 Device Manager _t3 % Worx Home F+&%I| Worx Home 10.2 , $K /5553 Worx Home 10.2,

2. NA P& &HFshiEE Worx Home 9.,

3. f5/R: A 4 ZE Windows Phone T EF/MAZEE Work Home 10.2 (&2 M Device Manager FEBEZIRA)
4. SERA TR RMASE , #RIEAANETT XenMobile 7+ T A Brid 7K 2 XenMobile 104,

5. 83 NetScaler MR ZREBEFNER , ANTHE TR RLEAFATR,

FTa&E /) App Controller {8 #MEFF

M Citrix.com T T T2k XenMobile 9.0 App Controller Rolling Patch 7, #n:RE %% Rolling Patch 8 , iEEX A& Citrix HiAHF
TR,

1 App Controller IR A , HERE > MAEE., BTEH  RAEERETRNBAMEFXH. BT LR  REEH
JAzh App Controller,

XenMobile 9 A X I AR & & R

# XenMobile 9 F+4&Z%| XenMobile 104 Z & , WK B E LY AR IE B FRE R EIHEGAE , DMEEMA Windows R &FEFHK
JEREMUMKEEZIT. BRVEMER |, S http://support.citrix.com/article/CTX214553,

F£ MAM BX Enterprise 123U FFERES , 20REH T App Controller £ AREHIRGARHR (MABIE) |, NEAFREMI
FAZH , BHXEFREFAMANRE (KBHE) .

Beacons Edit

Store name: ¥ Gtore

Default store view:

R in Bk
BRMRAMH (B4 Citrix License Server) FTRIIRA , FSRAG 2K EHFHET .

e NetScaler : F+2% NetScaler Z 8 , FE IMEGE—1H Netscaler BEE 4 (ns.conf) fRIEIAS, XHTH Netscaler £{ThRS 3%
— NS TFF AR ER I Z s BFE R |, BD NetScaler for XenMobile [A15:, % SBT3 S5 MER NetScaler #1
XenMobile (538, BXEMEE | B2 HACE XenMobile FEHIE B FNE RS2 : XenMobile 10 #1 NetScaler 10.5
=

o [hkdE¥mO : FT XenMobile 10.4 JRS5-2% IP $TH55 XenMobile 9.0 IP fR 452857 F G O 2MEABH k3w 0. A<
XenMobile 104 ¥gAEKHNEE | 1BSFin £k,

o LDAP JR%-2% : F{RET XenMobile 104 fR$5-Z1EHEE|— 1M EkZ 1 LDAP B3, FHKJE  EFEZREHRN , W5
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http://docs.citrix.com/zh-cn/xenmobile/10-4/upgrade/upgrade-tool-post-requisites.html
http://support.citrix.com/article/CTX214553
http://docs.citrix.com/zh-cn/xenmobile/10-4/system-requirements.html
http://docs.citrix.com/zh-cn/netscaler-gateway/11-1/config-xenmobile-wizard.html
http://support.citrix.com/article/CTX200430
http://docs.citrix.com/zh-cn/xenmobile/10-4/system-requirements/ports.html

LDAP fR%- 2SN —/NESNIKE.
PR EETS
TRINE T O RER BRI, BXRAGEK |, ES M XenMobile 10.4 $EFEZK,

M XenMobile 9.0 T#ZE XenMobile 10.4

Enterprise Edition

App Controller MDM

b PostgreSQL ZSHl PostgreSQL b PostgreSQL
ZHh PostgreSQL MS SQL MS SQL

b PostgreSQL Remote PostgreSQL Remote PostgreSQL
App Edition

A3 PostgreSQL A3 PostgreSQL
ZHh PostgreSQL Remote PostgreSQL
ZH PostgreSQL MS SQL

MDM hiZ

Z#h PostgreSQL ZN#h PostgreSQL
MS SQL MS SQL

Remote PostgreSQL Remote PostgreSQL

EBUREETRIS 24 |, XenMobile EZE#EM1[RI7E XenMobile 9.0 Device Manager - SCrEIBHRERRIRAZ. B0 , M5RFT
FRATwA -

o X+F Microsoft SQL Server , B\ AimEA A 1433,
o XIF PostgreSQL , EkiAim[A 5432,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.149
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B VXS PostgreSQL #HTIRARERE , IATTREL TR ¢
1L ATFF3C4 pg_hba.conf , $kZIRATFAT :

host all all 127.0.0.1/32 md5

2. B ITRBEERA ¢
host all all 0.0.0.0/32 md5

3 IRTAASME

4 Z1EIFEFNRS

5. 3T postgresql.conf 3 , SARFREILATAT ¢
#listen_addresses = 'localhost’

6. ZITNAEZHA :
listen_addresses = "*'

R 434 XenMobile 9.0 #1 XenMobile 10.4 BR%-2% IP #hibi/iR] PostgreSQL $URE | ETEE IP HlEMAE ™*'. %)
a0 , listen_addresses = '10.x.x.1,10.x.x.2",

7. 4213 /330 PostgreSQL BRS MAfF T i3,

MREKEE AN EABIRERRAR , MAHRAVHERZIRA , FFEEMRIF XenMobile 9.0 Device Manager (K
EPITIRXIRE . XAFRTRAE XenMobile 10.4 EZEIBURFITIBITHESR.

B EAT R B R B A TR

XenMobile 9.0 FAMEBHRFAFHF (1 S0 0. #. %, +. *. ~ 20 [ (3 M) HEERGEITUIE , BFHRETTEE
XenMobile 104 F4RiEAZ{14A. I4h , 20RFE XenMobile 9.0 FAIBMAMA FHIAMABREAHES (), NESHE
XenMobile 10.4 7 Sl EER B INED, FHERZ AT , BRI BREBE TR TSR T AR AMA A 4
HPREFATES.

SHNZR SSLUEH

SR SSLAEF AR AT ECE SN SSLIEFIXER Citrix STIFXEFFIHMKME, EFOETHATHRZBIEE pkixml, AR
SSLAEHlE XL &,

S XenMobile 9.0 BRK-2EH

INREFHK XenMobile 9.0 Enterprise Edition & , M5 H App Controller BRE-2EH, R/F , ELIBFHREELMER , &
LIRS ZET S A NetScaler Gateway, BRI T SREITIRIELAS H RS ZFIESD -

1. %% XenMobile 9.0 App Controller 382 FEH.

2. FEERYIERT , RHBRFHMMRS IS , A/RRT Export (FiH) .
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Dashboard

Workflows

Settings

Configure

System Certificates
Configuration You can view the certifi
certificates stored on your computer by clicking Import.

Overview All Certificates
Deployment Active  Name Description Valid from
XenMobile MDM AppController example.com Self Generated/Signed 5222015

XenMokile MDM
vy *.citrite.net (imporied) 632014
GoToAssist CITRITEIssuingCA0 (mported) 10252013
Active Directory CITRITEPolicyCA (imported) 10252013
| o T = s
‘“cirienet (mported) 632014
Branding
Metwork Connectivity
Domain Name Server
NTP Server
Workflow Ema Certificate Chain
Name Description Vali from
Administrator
CITRITElssuingCAO1 (imported) 101252013
Release Management CITRITEPolicyCA (imported) 10252013
Receiver Email Template CITRIXRooICA (imported) 11512009
Quick Links

Vaiid to
51912025
8272016
10/25/2023
10252028
10252033
6212016

Vald to
10/252023
10/252028
10252033

Type

Server

Server

Root o intermediate
Root o intermediate
Root or intermediate:
saml

Type
Root or intermediate
Root or intermediate
Root or infermediate

Status

Stats

tes installed on App Controller, including server, root, or intermediate certificates, as well as the details of pending Certificate Signing Requests. You can also install either PEM or PKCS#12

Import

Export

Details

Add to Chain

3. FESHHUERSHEAER AN F RPN ERER |, AJRATHIE.

Dashboard

Workflows

Settings

System Certificates

Configuration o
certificates storad on y

Overview All Certificates.
D Active  Name
A AppConiroler.example.com
e MDN
v * cilrite.net

CITRITElssuingCAD1

Active Directory CITRITEPolicy CA
| cetham B
o “citdenet
Branding

Network Connectivity

Domain Name Server

NTP Server

Workflow Ema Certificate Chain
Name
Administrator
CITRITElssuingCAD1
Release Management CITRITEPoicyCA
Receiver Email Template CITRIXRootCA

Quick Links

gur

Download .cr fiie

Add connector

sted groups

Descri  Export Certificate

Self Ge

(import

(import

(imports Confim . |iuveeres

Password:
(imports
(imports
o |

Description Valid from Valid to
(imported) 10/2572013 10/2572023
(imported) 10/2572013 10/25/2028
(imported) 111572009 10/2572033

Close

x
ntermediate
ntermediate
ntermediate

Type

Root or intermediate
Root or intermediate
Root or intermediate

Status

Status

view the certificates installed on App Cantroller, including server, root, or intermediate certificates, as well as the details of pending Certificate Signing Requests. You can also install either PEM or PKCS#12
r computer by elicking Impert.

Import
Export

New...

Details

Add to Chain

BT LZEMESTIF MRS 25

HE—ARSFE  DMEANZARS 2R R E PN (FTP) Bk £ EHIHHX (SCP) B XenMobile

(28
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RAFE1T XenMobile FHE T A

Nov 29, 2016
If your XenMobile 9 environment meets the following prerequisites, follow the steps in this section before proceeding with

the upgrade.

e XenMobile 9 MDM Edition or Enterprise Edition has an external SQL Server database.

e SQL Server database runs on a non-default named instance.

e SQL Server named instance listens on a static or dynamic TCP port. You can confirm this prerequisite by looking at the IP
addresses of the TCP/IP protocol of the named instance as shown in the following figures.

N
JBEISK

Citrix recommends thatthe SQL server database instance always runs on a static port, because the XenMobile server needs
continuing access to the database. This connection generally traverses through a firewall. As a result, you need to open the
appropriate portin the firewall; therefore, you the need to have the database instance running on a static port

= 5ql Server Configuration Manager

File  Action View Help

&= | #|E=H
‘@ S0L Server Configuration Manager (Local) Protacol Mame | Status |
SOL Server Services W Shared Memary Enabled
& 5qQL Server Metwork Configuration (32bit) ¥ Mamed Pipes Dicahled
> SOL Mative Client: 11.0 Configuration (32bity | s—F¥age Enabled

4 S0L Server Network Configuration
E‘F Protacols for
i@l . " . .
.. SGL Makive Client 11,0 Configuration
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TCP/IP Properties

Protocal [P Addresses |

TCP Dynaric Porks o -
TCP Part
B 1p4
Ackive Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dynaric Porks o
TCP Part
B 1ps
Ackive Yes
Enabled Mo
IP Address fed0: Sefe: 192,168,200, 234%12
TCP Dynaric Porks o
TCP Part
B 1pall
TCP Dynamic Parks 54940
TCP Part —
-
Active
Indicates whether the selected IP Address is active.

o]

Cancel Apply

Help

Pre-upgrade steps

1. Go to the Device Manager installation directory and open the ew-config.properties file. This file is available in
tomcat\webapps\zdm\WEB-INF\classes.

. classes

IS[=] E3

Q(_)V| . = tomcat = webapps = zdm = WEB-INF ~ classes -

hd l‘aJ I Search classes

Organize MjOpen -

- Faworites
B Deskiop
4 Dovnloads

=l Recent Places

= Libraries
3 Docurients
J Music
| Pictures

B videos

1M Computer
& Local Disk (22
o DVD Drive (D) GRMSY

€l Network,

Mew Folder = ~ 0 @
Mame Drate modified | Twpe | Size | I:

e TS e T T rEErETaTST T

=] devicelayer.xml 6/17/2014 6:02 PM *ML Document KB

= download-service.xml 6/17/2014 6:02 PM *ML Document 3KB

= ehcache.xml 6/17/2014 6:01 PM *ML Document 4 KB

= ehcachez. xml 6/17/2014 6:02 PM *ML Document 3KB

= enrollment.xzml 6/17/2014 6:02 PM *ML Document 3KB

= event-service-conkext,xml 6/17/2014 6:02 PM *ML Document 3KB

= everywan-update,xml 6/17/2014 6:02 PM *ML Document 14 KB

| ew-config-reloadable, properties

i

ew-dao.xml

i

ew-managers.xml

i

ew-spi,xml

|| ExceptionMessages. properties

|| ExceptionMessages_fr.properties

|| ExceptionMessages_zh_Hans.properties

i

external-reports, xml

6/17/2014 €:02 PM
6/17/2014 €:02 PM
6/17/2014 €:02 PM
6/17/2014 €:02 PM
6/17/2014 €:02 PM
6/17/2014 €:02 PM
6/17/2014 €:02 PM
6/17/2014 €:02 PM

PROPERTIES File
¥ML Document:
¥ML Document:
¥ML Document:
PROPERTIES File
PROPERTIES File
PROPERTIES File
¥ML Document:

2.In the ew-config.properties file, search for the following URLs in the DATASOURCE Configuration section:

https://docs.citrix.com
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pooled.datasource.url= jdbc:jtds:sqlserver.//<SQLserver_FQDN>/<DB_Name>;instance=<Instance_Name>

audit.datasource.url= jdbc;jtds:sglserver.//<SQLserver_FQDN>/<DB_Name>;instance=<Instance_Name>

|=] ews-config properties Jl

14
13
20
21
2z
23
24
25
26
27
28
29
30
31
3z
I8
34
35
36
37
38
39
40
41
4z
43
44
45
46
47
48
49
50
51
57

# For Microsoft AQL server urll: pooled.dstagource.url=Jdbc:isds:sglserver: //localhost: 1433/ everywan
# For Microsoft A0L server urll with a named instance (urlZ): pooled.datasource.url=jdhc:itds:sglserver: //localhost/everywan;instance=30LExpress
# For Microsoft 30L server urlZ with a Windows authentication (NTLM): pooled.datagsource.url=Jdhc:jrds: sglserver: //localhost/everywan;instance=3(LExpress;donain=sparus-:

# Oracle url: pooled.darasource-url=jdhg:oracle: thin: eyeryman/everimani/ /A localhnan: 1521/ eypryman
pooled. datasource.url=jdhc: jrds:zglserver: //ah-234 Het, —llaug;instances=]

# Pooled datagourss host name

pooled. datazource, hosthane=ah-234. net

# Pooled datasource database

pooled, datasource. database= aug

# Pooled datagourgs user

pooled, datasource, user=sa

# Pooled datasource password

# For Microsoft 30QL server (10 characters minimum) ex: pooled.datasource.password=everywan0l
pooled. datasource.password={aes} ==

# No pooled gatagource driwver

#no.pooled. gatagource. driver=grg. poshgreggl. Driver

# Wo pooled datagource url

#no.pooled. datagource. url=Jdhc:postgresgl: //localhost: 5432 feverywan
# No pooled datagoupcs user

#no.pooled. datasource. USEr=eVELYIAL

# No pooled dataspurce password
#no.pooled. datagsounge . password=gyEryIan

# Andit gdatagoungs driver

audit.datazource. driver=net.sourceforge. jtds. jdbc.Driver
# Audit gatasource upl

audit.datazource.url=jdbc:jtds: sgqlserver: /fah-234 —llaug:instance=
# dudit datagource host name
audit.datasource.hostname=ah-234 net

# hudit datasource datsbase

audit.datasource. database= -1laug

# dudit gdatagource user

audit. datasource.user=sa

# hudit datasource password

3. Remove the instance name in the preceding URLs, then add the port and SQL Server FQDN. In this case, 64940 is the
required port.

pooled.datasource.url=jdbc;jtds:sglserver.// <SQLserver_FQDN>:64940/<DB_Name>

audit.datasource.url=jdbcijtds:sqlserver:// <SQLserver_FQDN>:64940/<DB_Name>

=z

e

Citrix recommends thatyou make a backup, copy, or note of the changes you make in the ew-config.properties file. T his
information is helpful in case the upgrade fails.
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=] ew-config. properties al
18 # For Microgoft 3QL server urll: pooled.gatssource.url=jdhz:jtds:sqlaserver: /flocalhost: 1435/ everywan
19 # For Microsoft 50L server urll with a nemed instance (urlZ): pooled.datasourge.url=3idbeo:itds:sglserver: /flocalhost/everywaninstance=50LExpre
20 # For Microsoft HQL server urli with a Windows authentication (NTLM): pooled.datasource.url=idbc:itds: sglserver: //localhost/everywan;instance=30LlExpress;donain=sparus-:

21 # Oracle yrl: pooled.datasource.url=idhc:oracle: thin: everyman/everymands /localhnst: 1521 /everyman
2z  pooled.datasource.url=jdbc:jtds:sglserwver: f/ah-234. net: :=1laug

23 # Pooled datagourge host name

24  pooled.datasource.hosthane=ah-234. Jhnet

25 4 Pooled datasource database

26  pooled. datasource.datahase= -1laug

Z7  # Pooled darasoyrce user

28 pooled. datasource.user=sa

20 # Pooled datagource password

30 # For Microsoft 30L server (10 characters minimum) ex: pooled.datasourge.password=everywan0l
31 pooled.datasource.password={aes} ==

32

33 # No pooled gdatagource driver

34 #no.pooled.datasource. driver=grg. postaresgl.Driver

35 # No pooled datasource url

36 #no.pooled.datasource.url=jdhe:postogresgl: //localhost: 5432 /everywan
37 # No pooled gdatasource user

38 #no.pooled.datasource. USEr=SYELYIAN

30 # No pooled datasource password

40 #no.pooled. datasource. passvord=gyeryman

42 # Mudit gdatagourcs driver

43 audit.dataszource,driver=tet.zsourceforge.jtds, jdbe.Driver

44§ hudit dazasourcs wrl

45  audit.datasource,url=jdbhc:jtds:sglserver: £/ cinc.nets —llanag
46 # Audit dataspurce host name

47 audir.datasource.hostname=ah-234. .net

A5 # Audit gdatasourcs datahasze

49 audit.datasource, database= 1laug

S0 # Audit datasoupgs user

51 audit.datasource.user=sa

52 # Mudit gdaragourcs password

4. Restart the Device Manager service. Refresh the device connections after the Device Manager instance restarts.

£}, services [_[=2]x
Fle Action ‘Yiew Help
Y EEEE EE D

7, Services (Local)
XenMobile Device Manager - ipti Status 2 =

Stop the service Ehworld Wide Providas Wieh connectivity ... Marual Local System

Restart the service & Workstation et Creates and maintains dien...  Started Automatic MNetwork 5.,

WML Performs Pause Pravides performance librar .., Manual Local Syskern

Description: 6 Wired Autoco g FE2HTE The Wired AutoConfig (DO, . Manual Loral System

:gr'g?gg‘g‘z[;?.’:ﬁxxﬂmcmrbc-com' w.:,(::anTTF‘ ek WARHTTP implements the ... Manual Local Service

Shwindows Upd. all Tasks 3 Enables the detection, dow..,  Started Automatic (., Local Syskem
hwindows Time ————— Mairtains date and time sy...  Started Manual Local Service —

“Ehwindaws Rem Refresh -M...  windows Remote Managem.., Started Autamatic (... Metwark S...

L ywindows Proc properties The Windows Process Activ...  Started Manual Local System

EhwWindows Pres———Fon... Optimizes performance of ... Manual Local Service

Cwindaws Mod Help Enables installation, modific... Manual Local Syskemn

&5 Windows Management Instrumentation  Provides a common interfac...  Started Automatic Local System

“Ehwindaws Installer Adds, modifies, and remave. .. Manual Local Systemn

& wWindows Fant Cache Service Optimizes performance of 3., Started Autamatic Local Service

Gk Windows Firewall ‘Windows Firewall helps prot...  Started Automatic Loral Service

“EhWindaws Event Log This service manages event... Started Autamatic Local Service

& windows Event Collectar This service manages persis. .. Manual Metwork 5.,

&k Windaws Error Reparting Service Allows errars to be reporte. .. Manual Local System

“Ehwindaws Driver Foundation - User-mad... Manages user-made driver ... Manual Local Syskemn

“EhWindows Color System The WesPlugInService servi,., Manual Local Service

“EhWindaws CardSpace Securely enables the creati... Manual Local System

“Ehwindaws Audia Endpoint Builder Manages audio devices far ... Manual Local Syskemn

Gk Windows Audia Manages audio for Windaw. .. Manual Local Service

“Ervalume Shadow Copy Manages and implements Y. .. Manual Local Systemn

“Cvirtual Disk Provides management servi,., Manual Local Syskern

Gk User Profile Service This service is responsible F... Started Automatic Loral System

“ERUPRP Device Hast Allows UPRF devices to be ... Disabled Local Service

51 TPM Base Services Enables access ko the Trust.., Manual Local Service

5k Thread Ordering Server Provides ordered execution. .. Manual Loral Service

“EhTelephony Provides Telephony API(T... Manual Metwark ...

55 TCPJIP MetBIOS Helper Provides support for the Me,,,  Started Automatic Local Service

&k Task Scheduler Enables a user to configure...  Started Automatic Local System
ChSekem Fuank Makificatinn Service Meniars syskem syenks an Gharked Likamatic 1 real Swectern ]

5. Determine if the new XenMobile 10.x server also needs to work with named SQL instance. If so, identify the port on
which the named instance is running. If the port is a dynamic port, Citrix recommends that you convert the port to a static
port. Later, when you reach the following portion of the database setup during the upgrade, configure the static port on
the new XenMobile server.
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You can now proceed with the upgrade.

FHEEESE XenMobile 33

If your system s configured in cluster mode:

1. Shut down all nodes other than the one you will upgrade first. To shut down a node, use Settings in the command-line
interface.

2. Upgrade the node that's still running, as described in the next section, "To enable and run the Upgrade Tool."

3. Afteryou've ensured that the first upgrade has upgraded as expected, rejoin each of the remaining nodes, one at a time.
To rejoin:

a. Restart the node.

b. Do not upgrade the node if prompted.

. Join the node to the cluster's database.

XenMobile will automatically upgrade a node after you rejoin it to the cluster.
4. Performall post-requisite tasks on each node afteryou rejoin it to the cluster.
JERMEITHETA

Bk &I XenMobile 104 B |, F@d 444740 (CL) BAALLA.

Important
WNEREA KRR | 57 XenMobile 10.4 ¥IEECE 2 f5. ViR FHRTE 2 53T,

17 CLI # , AGEHEIE R A LB |, REMAMSEE.
2.8y RTKRE.
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oo oS- Jof- ek -Sef oo e -Sef - oo ook Jef- el -Sef oo e

= Citrix XenMobile -

= (in First Time Use mode) -
o Tef- ek Sef-Sef-Sef ek ek Sef- ek ek Sef- ek ek ek Sef-Sef-Sek- ek ek ek ek ek

Username: admin
New password:
Re-enter new password:

IP address [1: 10.207.87.35

Netmask [1: 255.255.254.0

Default gateway [1: 10.207.86.1

Primary DNS server [1: 10.207.86.50

Secondary DNS server (optional) [1: 10.207.86.51

Commit settings (ysn) [yl:

3. 8RNy BHTHER.

=z
1=

MREATERAL TSR y | WAIRFES S1TIEH] & BCEHH XenMobile 10.4 SRBIFEFEEhFETA.

4. SRR ALY |, IR JEA FIPS (A]3E) . M ABUEREEEE,
5.8y RTIRE.

Commit settings (y-m) [yl:
pplying network settings...

Upgrade from previous release (ysm) [nl: y
Generate a random passphrase to secure the server data (y-n) [yl:
Enable (ysn) I[nl:

Local or remote (l/r) [rl:

Type (mi=Microsoft SQL, p=PostgreSQL) [mil:
Use SSL (ysn) I[nl:

Server [1: sql01.xmlab.net

Port [14331:

Username [sal: xmsadmin

Password :

Database name [DB_servicel: migdemo

Commit settings (ysm) [yl:
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XenMobile ¥J2A IR FE.

Checking database status...

Database does not exist.
Initializing database...

6. EREDEHABERSR. 8 XenMobile {522 REH% (FQDN), EFZ AT A :

e XFF XenMobile Enterprise Edition Z§% , FQDN 5 XenMobile 9.0 MDM FQDN #8[F],
o XIF MAM #3Z , FQDN 5 XenMobile 9.0 App Controller FQDN #8[&].
e T MDM #B3& , FQDN 5 XenMobile 9.0 Device Manager FQDN #8[E].

Important
FAT 9.0 3MEFI 10.4 FRIE FQDN PASRILEL,

Flease press y to enable cluster? [ysml: y

Hostname [1: migdemo.xs.citrix.com

Commit settings (ysml) [yl:
Applying fgdn settings...

7. RNy RATRE.

8. REB(EwH.

HTTP [BO1:

HTTPS with certificate authentication [4431:
HTTP3S with no certificate authentication [B4431:
HTTPS for management [44431:

Commit settings (ysm) [yl:

9.8y RTKRE.
10. EF BB FFTA DS AR | K EEAEXFIEHE AR5,
115\ y ISR E.
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pplying port listener configuratiom...

Do you want to use the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:

Commit settings (ysm) [yl:
Generating SAML signing certificate. ..
Generating server and client certificates...

Username [administrator]:

12. 58 \ XenMobile 3= & B R A - & E,
BRANY RRERE.
XenMobile 104 BR—xMFHETA.

Re-enter new password:

Commit settings (ysn) [yl: y
reating console administrator...
fipplying firewall settings ...
riting iptables configuration...
Restarting iptables...

Btopping configuration app...
Ltarting configuration app...
this may take a few seconds
application started
Btopping main app...
Btarting main app...
not ready to start yet [ OK 1

To complete the upgrade process, from a web browser, go to the following
location and log on with your command prompt credentials:
https:/»10.207.87.35 0w~

Btarting monitoring. ..

igdemo.xs.citrix.com login:

14. 7€ Web %5858\ https://<XenMobile JR%-25 IP Hlit>/uw/ Fla)FHE TR , SRiafEB1E CLI PI5E N EIRHITER.
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€ | D& hitps;//10.207.87.35/uw/#lagin @ Q search h =] ¥ & =

XenMobile

admin

{command-line interface password

CITRIX
Upgrade Tool10.4.0.94
© 2007-2016 Citrix Systems, Inc. Al Rights Reserved.

15. AT B A S 4 = FHk 2 B TR, XERERTAE™HA%. £ Upgrading XenMobile (F+£% XenMobile) T
@t , 8 Upgrade (&) .

Upgrade

Upgrading XenMobile

XenMobile 9.0 = XenMobile 10.4

Do you want to do a test drive upgrade? Do you want to do a production upgrade?
»  Only configuration data (device policies, apps, actions, delivery groups) is > Al data (configuration, devices, users) is upgraded.
ded
upgra > MDM users do not need to re-enroll or reinstall apps.
> Device and user data is not upgraded. D Your current deployment will be down for a while. The time needed for an
2 Your cument deployment keeps running with no downtime as you upgrade depends on the size of the data set.
upgrade. You can make configuration changes with no effect on users D T R T

and devices. ~ N
environment to ensure data consistency while upgrading.

16. 72 Edition to Upgrade (EFRMIRA) WEF , EEEHRMRA. THEHRFSERGIERT %% Enterprise Edition FKIE
B
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XenMoabile

Production Upgrade Edition to Upgrade

» 1 Edition to Upgrade XenMobile 9.0 edition to be upgraded:

2 Upgrade Source

mer. The Upgrade Tool prompts you for
ind App Controlier. The tool then collects
and upgrades your server to

3 Upgrade P

4 Upgrade Summary

5 Next Steps

17. BlF—4.
WMRIEETFHEK Enterprise 3 MDM Edition , R B/x Device Manager i, JRERHIR 18 & 22 AL ITmE L AGHR1E.
ANRIEFEFHR MAM Edition , iEBKEISR 23 SEAK App Controller TUE_LFKIR{E.

18. Y& F#%IA XenMobile 9.0 Device Manager $UBATHEHISCEE. BIEKIRISAREEEE URL MIAR A KR B & H%! Device
Manager WHEIKAFE.

a. B Device Manager TWHIKIAER 1 P HGEERIFFRTE FEM help-upgrade zip U4,

b. ¥ help-upgrade jsp X£HiREZIEA XenMobile 9.0 Device Manager £ <MDM-Install-
Path>\tomcat\webapps\zdm,
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AN zdm -[alx]
Home Share View 0

:(-:' - 1 | . « Program Files (xB6) » Citrix » XenMobile Device Manager » tomcat » webapps » zdm » v O| | Search zdm P |
‘v Favorites Name Date modified Type Size ~
B Desktop __| help-checkenx.jsp 6/17/2014 603 PM ISP File 11KB

4 Downloads __| help-cluster.jsp 6/17/2014 &:03 PM ISP File 13 KRB
=l Recent places || help-deploy.jsp /2014 6:03PM ISP File 12KB
| help-dump jsp 6/17/2014 603 PM  JSP File 10KB

18 This PC |_| help-dump2.jsp 51772014 6:03 PM ISP File 12 KB

f17/2014 6:03 PM  J5P File 5KB
2014 6:03 PM  JSP File 23 KB
/2014 @03 PM JSP File 19KE

| help-engineScheduler jsp

€l Network || helperjsp b/
| help-hcaches,jsp

_| help-log.jsp 6/17/2014 &03 PM 5P File 41KB
| help-multinode,jsp 2014 &03 PM J5P File KB
| help-patches.jsp 1772014 6:03 PM  JSP File 23 KB
| help-pushplot.jsp f2014 &03 PM J5P File JKB
__| help-schedulejsp 6/17/2014 &03 PM 5P File KB
__| help-upgrade.jsp /3/2015 2:44 PM JSP File 11 KB
L | incjsp 2014 603 PM JSP File 1KB
a index f17/2014 &:03 PM HTML Document TKB
|| index.jsp 6/17/2014 &03 PM 5P File KB
g] invitationgone 2014 &:03 PM HTML Decument TKB
L | logjsp 5/17/2014 603 PM JSP File 13 KB
L | loginjsp 2014 &03 PM JSP File KB
| loginerrer.jsp 2014 603 PM  JSP File 10KB
lmmms b imm EATA £ND NKA n Ccil- 1¥D hd
102iterns 1 item selected 10,0 KB d==| =

C.FENYESE AT , F3xE] XenMobile 9.0 iR 25,

d. FZEBR RPN YA 2SR , B ALLT URL : https://localhost/zdm/help-upgrade jsp, BtET¥$TFH XenMobile MDM
Upgrade Helper (XenMobile MDM F&FENER) TRE , BT WEFHFTEMN XenMobile 9.0 F+2&% XenMobile 10.4 FT
FRTBXH. zip X EEEMERIRS S[BIRET |, BNALEMRE.

e Bl Zipit (3TR) , RERBERE LB RNDERIITIRE , WETHRTRHR M.

XenMobile MDM Upgrade Helper

This helper will generate a ZIP with all the needed files for the upgrade . The ZIP file will be stored in the
server database.

Wersion 1.1.1

19.7£ Result (Z5R) T , &%) URL I8 E*505%) 72k T A i Device Manager TU ¢ Database URL (¥tEfF URL) FE&
. KEESIAFEIFEHEHE) Device Manager TWH.
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XenMobile MDM Upgrade Helper

This helper will generate a ZIP with all the needed files for the upgrade . The ZIP file will be stored in the
server database.

Version 1.1.1

ZIP successhidly stored in databzse

Result

sqlservers! || COEY

— copry

20. EAHR T A -
a. M \BHL |, SK/5 BT Validate Connection (WFIEFE) .

b. i NG MEPHERD , SKf5 8% Validate Password (RIE#HRL)

Production Upgrade F)eviceM ager o

1 Edition to Upgrade v 1. Download the Iatest help-upgrade jsp.
2. Add the downloaded file o this location (<MDM_install_Path>\tomcat\webapps\zdm) on your existing XenMobile 9.0 Device Manager.

2 Upgrade Source 3. Open your browsar on the Xenlibila .0 Device Manager and then access he folowing URL: Hp QDN or P5/zcm/heip-upgrade.jep. Keep it paga opan througrut the Upgrade process, as you il nead f refer o t more than once.

Device Manager Data 4. From the Upgrade Helper page that displays, copy the database URL and user name into the fields below. After you complete your entries, click Validate Gonnection. If the connection validates, continue with certificate validation.

App Controller Database URL*  [33/Xdm-akhi-Artemis-040
3 Upgrade Progress Username  fmsadmin ]

Use the same password for all certificates.

Root certificate password

Server rd

o |

21 BHF—3,

22. tNREH T ew-configproperties T4 , ¥ 7E XenMobile 9 MDM _EEH f53) xdm RS , SR/EVIE]
https://localhost/zdm/help-upgrade jsp A HFTAI . XHEAERMEE ew-config.properties X , I HMREZRE
XenMobile MDM 9 ¥R FEA R 1E75.
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23. F—#% , &%t App Controller W FHREAMERF , RRERFF LR —1XIFE. B, 51K App Controller WH % 1
B BB FHK App Controller,

Production Upgrade App Controller x
. 1. Before upgrading from XenMobile 9.0 to XenMobile 10.4, you must apply the latest App Controlier patch to App Controller. Steps to apply the patch:
1 Edition to Upgrade v
1. Download the patch from the Gitrix Downloads site.
2 Upgrade Source 2. Log on to App Controller.

3. Go to Seffings > Release Management
Device Manager Data v

4. Click Import

5. Select the patch you downloaded in Step 1

6. Glick Upload

2. After you apply the patch, follow the steps below to generate support bundie. The support bundie captures all important information to upgrade to XenMobile 10.4_

1. In the App Gontroller command-line console, type 4 and then press Entar to open the Troubleshooting menu

2. In the Troubleshooting menu, b ind then press Enter to open the Support Bundle menu

3.In the Support Bundle m press Enter, and then follow the command prompts.

4. You must encrypt the support bundle. To do o, type y, press Enter, and then follow the command prompts.

3. Upload the support bundie from the previous step.

Cancel  Back

25. 4RE4RIR App Controller TWHEISE 2 B/ HIMAR I TIRME

a. 1€ App Controller 5175 A , B2 4 , SAEIR Enter §8¥TFF“Troubleshooting” (MfEHER) 34,

b. Z£“Troubleshooting” (#EHEMR) 38 , BEA 3, SA/EIR Enter §8FTH“Support Bundle” (3Z#f4,) &4,
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. f£“Support Bundle” (X3FE) X , B 1, R Enter gt , SR/t SIRIHITHRIE,

AR WNESFAL.

26.7£ App Controller WHEKIZE 3 B0 , FEEXIFA , AfaHd Upload (L2X) .

Frek T ARSI (513 XenMobile Enterprise §1 MAM Edition) 3#%M. MREIRAERF,  WSBAIHEE
15 Sp4hA_EAdETE].
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27. B T—4. WAPKER Start (JHR) BHASHIEAE,

Start

Clicking the Start button will begin the upgrade process.
The time needed for an upgrade depends on the size of the

data set.

28.faf Start (FFiR) . WA BB A HETERSH Upgrade Progress (FHEEHE) TWHE , 1HERTRAERER M XenMobile
9.0 HHTHEIEF K. FHRTRET , HEHEREETER 100% , F/EH Next (T—%) R4,

XenMobile
Production Upgrade Upgrade Progress x
Your data is upgrading to 10.4. u cancel the upgrade, you must begin the process again by configuring a new XenMabile instance in the command-line console and then restarting the Upgrade Tool
. Overall progress: user data migration completed 100%
B
2 Upgrade Source Cument sub-process: 100%

Device Manager Data v

Upgrade has been completed successiully
App Controller v

3 Upgrade Progress
4 Upgrade Summary

5 Next Steps

EE
MRFHRRM , TAERREUT REBKER. RJF , FESIAHK XenMobile 10.4 SKEIFEHRaFHEIITE. FREERNITS
IR [\ ARIR [ 22 BT R E R IEER.

“Upgrade Progress” (FH&IFREL) TUHE P AR IR FLRATh TE AR A B8],
29. 8EHT—4%. WA SR Upgrade Summary (FHRHE) TH.

MNRIEFEFHZK Enterprise 2% MAM Edition , Upgrade Summary (F&IEE) REATAEZMMI TRNEFR ¢
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XenMobile

Production Upgrade Upgrade Summary x
Review the upgrade results and debug logs to ens e stul enMobile 10.4. Be oad the e continuing
1 Edition to Upgrade v é
Upgrade log

2 Upgrade Source
Devices Upgraded 5

Device Manager Data '
Apps Upgraded 46

App Controller & Users Upgraded 323
3 Upgrade Progress v Delivery Groups Upgraded 12
Policies Upgraded 44
» 4 Upgrade Summary s

Smart Actions Upgraded 0
5 Next Steps

FNRIEAEFH4R MDM Edition , Upgrade Summary (FHERIHE) TWE A RE2M0 FNAFTR

XenMobile
Production Upgrade Upgrade Summary B
Review the upgrade results and debug logs to ensure that all data upgraded successfully to XenMobile 10.4. Be sure to download the log before continuing.
1 Edition to Upgrade v +
Upgrade log

2 Upgrade Source
Devices Upgraded 604

v
App Controller Appo Upgraded 28
3 Upgrade Progress v Users Upgraded 316
» 4 Upgrade Summary Delivery Groups Upgraded &

5 Next Steps

Cancel  Back MNCSSS

30. #235 Upgrade log (FZkHE) Efr FERBE. BHOLESTHTEZ AT FERAE.
Citrix BN EEE BEUHE S FHES AR FEKE] XenMobile 104 fO5kER . RE. AFBIESEE.
31 TEFAKBESR , i Next (T—%) . WA ER Next Steps (545 I%) WA,
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admin

Production Upgrade Next Steps

1. You must configure licenses on XenMobile 10.4 to enable user connections. To do S0, go to Configure > Settings > Licensing.

1 Edition to Upgrade v 2. If you deployed the server running XenMobile 9.0 in the DMZ, you must change the external DNS for XenMobile to point to the new XenMabile 10.4 server.
3. If you deployed the server running XenMobile 9.0 behind a load balancing NetScaler appliance, in NetScaler, you must configure the load balancing Device Manager instance with the new IP address for the XenMobile 10.4 server.
2 Upgrade Source 4. If you deploy XenMobile 10.4 in a cluster, you must use the command-line interface to enable cluster support and then join the new XenMobile nodes.

. Note:
Device Manager Data v
Please collet support bundie from a newly upgraded XenMobile server before restarting it
1.In the Gommand-line console, type 3 and then press Enter to open the Troubleshooting menu.

App Controller v 2. In the Troubleshooting menu, type 3 and then press Enter to open the Support Bundle menu
3.In the Support Bundle menu, type 2, press Enter to Generate support bundle.
3 Upgrade Progress v Restart the server. Go to Manage > Devie and make sure all devices have been upgraded properly before making any NetScaler changes.
4 Upgrade Summary v Find more information and procedures in Uj
» 5 Next Steps

BRXEDEIBERRR | BSRTHR LA RESMt,
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-upgrade-tsk/xenmobile-upgradetool-postrequisites.html

Tk LR Jaseseft

Nov 29, 2016
After the Upgrade Tool completes, the tool provides a general list of next steps. The post-requisite tasks foryour
environment can vary, based on your installed NetScaler version, whether you used the NetScaler for XenMobile wizard to
configure NetScaler, and your XenMobile Edition.

Be sure to review the following list of post-requisite tasks and complete all that apply to your environment.
1. Configure licenses on XenMobile to enable user connections. For details, see this procedure.

2.If you deployed the server running XenMobile 9.0 in the DMZ, change the external DNS for XenMobile to point to the
new XenMobile 10.4 server.

3. If you deployed the server running XenMobile 9.0 behind a load balancing NetScaler appliance, make the following
changes on NetScaler:

a. Configure a new load balancing virtual server for the upgrade. For details, see this procedure.

b. Configure an address record to point the App Controller server FQDN to the new load balancer for the upgrade. For
details, see this procedure.

¢. Change the Device Manager load balancing virtual server to point to the new XenMobile server IP address. For
details, see this procedure.

d. Change the NetScaler Gateway to point to the new XenMobile server FQDN. For details, see this procedure.
e. The following tasks are required only in these cases:
- If you used the NetScaler for XenMobile wizard 9 with NetScaler 11.1,11.0, or 10.5; or
- If you're using NetScaler Gateway 10.1 (which is not recommended); or
- If you didn't use the NetScaler for XenMobile wizard when configuring NetScaler 10.5 or later for XenMobile.

For the procedures that you should follow for the preceding cases, see the following articles in XenMobile Upgrade
Tool 10.1 documentation:

Create a new MAM Load Balancing Virtual Server Based on an SSL Bridge MDM Configuration
Create a new MAM Load Balancing Virtual Server Based on an SSL Offload MDM Configuration

4.1f you deploy XenMobile 10.4 in a cluster, you must use the XenMobile 10.4 command-line interface (CLI) to enable
cluster support and then join the new XenMobile nodes. For help with the XenMobile CLI, see Clustering Menu Options.

5. Complete the remaining post-requisites, as required for your environment.

This article also covers post-requisites for settings related to Secure Ticket Authority, Network Time Protocol (NTP) server,
XenMobile server host name, update information that did not upgrade, custom store name, and XenMobile device
enrollment after upgrade.

7£ XenMobile FECEFERAE R FiEsE

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.169


http://docs.citrix.com/zh-cn/xenmobile/10-4/upgrade/upgrade-tool-post-requisites.html#par_anchortitle_4738
http://docs.citrix.com/zh-cn/xenmobile/10-4/upgrade/upgrade-tool-post-requisites.html#par_anchortitle_67cc
http://docs.citrix.com/zh-cn/xenmobile/10-4/upgrade/upgrade-tool-post-requisites.html#par_anchortitle_74fb
http://docs.citrix.com/zh-cn/xenmobile/10-4/upgrade/upgrade-tool-post-requisites.html#par_anchortitle_68f0
http://docs.citrix.com/zh-cn/xenmobile/10-4/upgrade/upgrade-tool-post-requisites.html#par_anchortitle_9dae
http://docs.citrix.com/zh-cn/xenmobile/10-1/xmob-upgrade-tsk/xenmobile-upgradetool-postrequisites.html#par_anchortitle_ce16
http://docs.citrix.com/zh-cn/xenmobile/10-1/xmob-upgrade-tsk/xenmobile-upgradetool-postrequisites.html#par_anchortitle_986a
http://docs.citrix.com/zh-cn/xenmobile/10-4/install-configure/command-line-interface.html#par_richtext_12

XenMobile 10.4 only supports Citrix V6 licensing. You must set the local or remote license configuration in the XenMobile
10.4 console to enable user connections, as follows.

1. Download the license file. To do so, see Citrix Licensing.
2.Logonto the upgraded XenMobile 10.4 console: Go to https://<XenMobile-server-IP-address>:4443.

e For MDM or ENT upgrades, log on with your XenMobile 9.0 Device Manager administrator credentials.
e For MAM upgrades, log on with your XenMobile 9.0 App Controller administrator credentials.

3. Go to Settings > Licensing.

XenMoaobile Analyze Manage Configure el %, admin v

Settings > Licensing

Licensing
XenMobile comes with an evaluation license valid for 30 days. If you decide to use your Citrix license, you can configure it at any time. You can install your Citrix license locally or remotely on the license server.

License type Remote license -
License server™ licl.xmlab.net
Product name Status Active Total number of licenses Number used Type Expires on v

BRFMASATRFNERFEAMESR |, BSRT.
MFHERBCE R B BT R AUAR 55 25

Important
12 3t4& XenMobile Enterprise Edition &7~ FH4ki A4 BERE M EEAH , FHE MAM 3 MDM R B EiH R M REA& M.

# XenMobile Enterprise Edition &4 =¥ £k XenMobile 10.4 J& , #ZiA XenMobile 9.0 App Controller FQDN ECE i)
REFEEMRS . AL, EEA NetScaler Gateway BLET A,

AERF5 NetScaler Gateway 11.1 F xR BIFEES NetScaler Gateway 11.0 #1 10.5 iR K FEHAR A,
1L BRHREEHE > ABTE > BIRSES.
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Dashboard Configuration Reporting Documentation Downloads ﬁ

Q  Search here b4 Traffic Management / Load Balancing / Virtual Servers
Systerm > Virtual Servers Qo
AppExpert >
| Add | Edit Delete Enable Disable Statistics | | Action - Search =
Traffic Management e
Load Balancing v o Name State Effective State IP Address Port

ir Virtual Servers

(] _XM_MAM_LB_1921682.10_8443 uP uP 162168210 8443
Services

(] _XM_LB_MDM_XenMohileMDM_172 16,30 38_443 uP uP 172163038 143
Service Groups
Manitors ] _¥M_LE_MDM_XenMobileMDM_172.16.30.38_8443 up up 172163038 8443
Metric Tables 4 »

Servers

2. BEHEm,
3. B TFEEIRS I TEL , BEBEUTIRE , RAeBREHE.

Dashboard Configuration Reporting Documentation Downloads

< Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protecol type. If an application is accessible from the Internet, the
virtual server IP (VIP) address is a public IP address. IT the application is accessible cnly from the local area network (LAN) or wide area netwaork
[WAN), the VIP is usually a private (ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests.

MName=

‘MigrationLE |

Protocol™

‘SSL "|

IP Address Type*
‘ IP Address v |

IP Address™
‘192.168.1.10 |

Port*
‘443 |

» More
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Name (%#) : ARG THERKEFR.

PHY : RE X SSL,  ERIAMEK HTTP,

IP Address (IP #htib) : i )\ JE4E RFC 1918 fFTtadk 18 IP ik |, 5140 192.168.1.10,
vmh iR E N 443,

4. 1£ Services and Service Groups (fRFHARS4H) THE , #F No Load Balancing Virtual Server Service Group
Binding (FLHE T EIRS S RFALE) .

Dashboard Configuration Reporting Documentation Downloads

~  Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings

Name MigrationLB Listen Priarity -

Protocol S5L Listen Policy Expression  NONE
State up Range 1

IP Address 192.168.1.10 Redirection Mode IP

Port 443 RHI state PASSIVE
Traffic Domain = 0 AppFlow Logging ENABLED

Redirect From Port
HTTPS Redirect URL

Services and Service Groups

No Load Balancing Virtual Server Service Binding

No Load Balancing Virtual Server ServiceGroup Binding

5. 7£ Select Service Group Name (%E3FR%F4HEFR) T , #if Click to Select (BAFHRDLIERE) .

Load Balancing Virtual Server ServiceGroup Binding / ServiceGroup Binding
ServiceGroup Binding

Select Service Group Name™*

|Clickmselect ‘ hS ‘|:|
o I

6.8 Add (FRI0) BIZFHTRSAH.
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Load Balancing Virtual Server ServiceGroup Binding / ServiceGroup Binding / Service Groups

Service Groups @ x

Select Add Edit Delete Manage Members Statistics Action - Search =

7.7£ Load Balancing Service Group (fa# T RS4H) WHE L , BAFRSENLHR , WREINORA SSL, RfFHT
OK (TH%E) .

Load Balancing Virtual Server ServiceGroup Binding / ServiceGroup Binding / Service Groups / Load Balancing Service Group

Load Balancing Service Group x

Basic Settings Help >

Mame™

‘ MNewXMS ‘

Protocol™

‘SSL "‘

Traffic Domain

| "))
Cache Type*

‘ SERVER A ‘

AutoScale Mode
| "]
[] Cacheable

State
Health Monitoring

AppFlow Logging

Monitoring Connection Close Bit

| d
MNumber of Active Connections

Comment

8. 87 No Service Group Member (FTLRRFART) .
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Load Balancing Virtual Server ServiceGroup Binding / ServiceGroup Binding / Service Groups / Load Balancing Service Group

Load Balancing Service Group

Basic Settings rd
Mame NewXMS Cache Type SERVER
Protocol SsL Cacheable NO
State ENABLED Health Menitoring YES
Effective State up AppFlo ENABLED
Traffic Domain 0 NONE
Comment 0
DISABLED
Service Group Members
No Service Group Member @ >

9. 7 Create Service Group Member (PIZRFAEMR) TEL , BEUTIRE :

e IP Address/IP Address Range (IP iitit/IP #itiSGREl) @ #i A\ XenMobile 10.4 ARS-23H IP ik,
e Port (3%H) :®E k8443,
e Server ID (JR%-22 ID) : ANRENEEE XenMobile 9.0 5T E! XenMobile 104 BEEFME | 35\ 4 FT XenMobile fR%
SRS A TR ID, FTRUESR XenMobile 104 fR5e8an44TH0 (CLI) , AFHAN 13 A Clustering (B¥£E) &8, DUk
BRE#HT AR ID, CLFERSEZT A ID #7124 Current Node ID (%4870 = ID) .

Back to Main Menu

Show Cluster Status
EnablesDisable cluster
Cluster member white list
Enable or Disable 35L offload
Display Hazelcast Cluster

Current Node ID: hjELliYeal
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Load Balancing Virtual Server ServiceGroup Binding / ServiceGroup Binding / Service Groups / Load Balancing Service Group / Service Group Members Binding / Create Service Group

Create Service Group Member

® |PBased J Server Based

IP Address/IP Address Range™

o w & % pwes [ ]

Port*
| 8443 |

Weight
i |

Server Id

| 181356771 |

Hash Id
|12345 |

State

m Close

10. gl |, A/Rsdsenk.

Load Balancing Virtual Server ServiceGroup Binding / Load Balancing Service Group

Load Balancing Service Group

Basic Settings

Name NewXMS
Protocol 55L

State EMNABLED
Effective 5tate up
Traffic Domain 0
Comment

Service Group Members

1 Service Group Member

Done

11 Bd5em , R/ REHE.
12. e , AR T —HH _LHaETEm.

https://docs.citrix.com

Cache Type

Cacheable

Health Moenitoring

AppFlow Logging

Monitaring Connection Close Bit
MNumber of Active Connections
AutoScale Mode

SERVER
NO

YES
ENABLED
NONE

0
DISABLED
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Load Balancing Virtual Server ServiceGroup Binding / ServiceGroup Binding
ServiceGroup Binding

Select Service Group Name™*

s BEY
o

13. 759FB T , #35 No Server Certificate (FTLRRZ29FP) .

Dashboard Configuration Reporting Documentation Downloads

= | Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings

Name MigrationLB
Protocol SsL

State UP

IP Address 192.168.1.10
Port 443

Traffic Domain 0

Services and Service Groups

No Load Balancing Virtual Server Service Binding

1 Load Balancing Virtual Server ServiceGroup Binding

Certificate

No Server Certificate

No CA Certificate

14. 7£ Server Certificate Binding (JR$-25EPH4PE) T , B Click to Select (BAHPUERE) .

S5L Virtual Server Server Certificate Binding / Server Certificate Binding
Server Certificate Binding

Select Server Certificate™

|Clickmselect ‘ hS ‘

[[] Server Certificate for SNI

o

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

Listen Priarity

Listen Policy Expression
Range

Redirection Mode

RHI State

AppFlow Logging
Redirect From Port
HTTPS Redirect URL

NONE

1

IP
PASSIVE
ENABLED
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15. 7£ Certificates (UEP) T , BAHAEFHK LA NS EHHFHEEK XenMobile 9.0 fREZHUEF , #& OK (ME) .

S5L Virtual Server Server Certificate Binding / Server Certificate Binding / Server Certificates

Server Certificates

LA
m
m
In]

Install Update Delate

Name Common Name

ns-sftrust-certificate

ns-senver-certificate

xs-full “om

xmlab-server net

Action -

Issuer Name

16. B Bind (43€) , R/E7E F—F& L% & Done (M) .

Server Certificate Binding

Select Server Certificate*

‘xmlab—ser-.-er | ) |

[_] Server Certificate for SNI

S5L Virtual Server Server Certificate Binding / Server Certificate Binding

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Dashboard Configuration Reporting Documentation Downloads

= Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings Vd
Name MigrationLB Listen Pricrity -
Protocol SsL Listen Policy Expression NONE
State up Range 1
IP Address 192.168.1.10 Redirection Mode IP
Port 443 RHI 5tate PASSIVE
Traffic Domain 0 AppFlow Logging ENABLED
Redirect From Port
HTTP5 Redirect URL
Services and Service Groups
No Load Balancing Virtual Server Service Binding >
1 Load Balancing Virtual Server ServiceGroup Binding >
Certificate
1 Server Certificate >
No CA Certificate b
S N o -
17. B ERIFRA A RS SR 2 230,
Traffic Management / Load Balancing / Virtual Servers
-
Virtual Servers Qo
Add Edit Delete Enable Disable Statistics Action hd Search -
()] Name State Effective State IP Address Port Protocol Method
] MigrationLB up up 192168110 443 S50 LEASTCOMMEC]
] _XM_MAM_LB_192.168.2.10_8443 up up 192168210 8443 S50 LEASTCOMMEC]
] _XM_LE_MDM_XenMobileMDM_17216.30.38_443 up up 172163038 443 S5L_BRIDGE LEASTCOMMEC]
] _XM_LE_MDM_XenMobileMDM_17216.30.38_8443 ur ur 172163038 8443 S5L_BRIDGE LEASTCOMMECT

ACEHIECR LR App Controller fR%5-2% FQDN f&m BT FHRHIF BT 2%

1. %&%F| NetScaler , 837 Traffic Management (JR=E7®) > DNS > Records (ig3%) > Address Records (dhtihg

3X) , ARfd Add () .
[

https://docs.citrix.com
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1=

MREABLBRFRLETFERE , FIBBHCRASEE RIRS F R TFE RS St LG43 P bR IR S 25

<« Create Address Record

Host Name™

appc-akh3.xmlab.net

192168110 x

I3

TTL (secs)
2600

¥ Device Manager fagk- ¥4 RS 23 BCATER HTH) XenMobile 5525 IP itk

If you deployed the server running XenMobile 9.0 behind a load balancing NetScaler appliance, you must configure the load
balancing XenMobile 9.0 Device Manager instance in NetScaler with the new IP address for the XenMobile 10.4 server.

The procedure differs depending on whether you're using NetScaler 11.1 or NetScaler versions 11.0 or 10.5.

{# F3 NetScaler 11.1 B¢

1. 7£ Integrate with Citrix Products (5 Citrix =& a%) T , 8 XenMobile,
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Dashboard Configuration Reporting Documentation Downloads Q

Q  Search here
e X Dashboard
I System >
AppExpert b NetScaler Gatewa Check the connections to the XenMobile,
pREp Y Authentication and ShareFile servers.
Traffic Management > Test Connectivity
Universal Licenses HDX Sessions
Optimization >
N
Security > Current Universal Licenses Current HDX Sessions
0 0 NetScaler Gateway
MetScaler Gateway > IP Address  172.16.30.37
6,000 1 Port 443 up
Authentication > 5.000
4,000
000 Edit Remove
Integrate with Citrix Products 2,000
0 -OOCOOCHOD OO0 0 -COmO- OO~ OO0
é Unified Gateway 16:18 16:18 XenMobile Server Load Balancing
IP Address  172.16.30.38
31 xenmobile { Port 443 aUP
Port 8443 up
3! xenApp and XenDesktop . B
XenMobile Server Load Balancing
Edit Remove
Show Unlicensed Features Load Balancing Throughput Load Balancing Throughput
(port :443) (port:8443) Microsoft Exchange Load Balancing with
Email Security Filtering
Current Load Balancing Current Load Balancing Not Configured
Requests Requests
0% 0% Configure
Current Load Balancing Current Load Balancing
Responses Responses
nos Ao/

2. fE R EA MK XenMobile Server Load Balancing (XenMobile fR$-285aE %) T , B Edit (4w58) .

XenMobile Server Load Balancing

IP Address 172.16.30.38
Port 443 UpP
Port 8443 UpP

Edit Remove

A% B 7~ Load Balancing XenMobile Server Network Traffic (fazk{ XenMobile fR%-2SMERE) WA,

+  Load Balancing XenMobile Server Network Traffic

Load Balancing Virtual Server Configuration

Name IP Address Port Communication with XenMobile Server

MDM_XenMobileMDM 172.16.30.38 443,8443 HTTPS

XenMobile servers

IP Address Port
10.207.87.37 443, 8443
Done
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3. By XenMobile fRF-2FHSHERIPR , FTTIFXLRE,

- Load Balancing XenMobile Server Network Traffic
Load Balancing Virtual Server Configuration

Name IP Address Port Communication with XenMobile Server
MDM_XenMobileMDM 172.16.30.38 443,8443 HTTPS

XenMobile Servers
Add Server Remove Server

O IP Address Port

o 10.207 87 37 443, 8443

4.3%+#% 9.0 Device Manager fiR%-25 IP #ilik , $X/5 8 Remove Server (Bif&R%2S) .

= Load Balancing XenMobile Server Network Traffic

Load Balancing Virtual Server Configuration

MName IP Address Port Communication with XenMobile Server
MDM_XenMobileMDM 172.16.30.38 443,8443 HTTPS

XenMobile Servers

Add Senver Remave Server {b
[*]] IP Address Port
4 10.207 8737 443, 8443

5. %5 Add Server (RNARSE2S) |, SARARINFTH XenMobile 10.4 AR%-23 IP 3k,

XenMobile Server IP Addresses

Enter the IF address of the XenMobile server that you want to load balance.

XenMobile Server IP Address*
|1n . 207 . 87 . 38
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For NetScaler versions 11.0 or 105

1. 7£ Integrate with Citrix Products (5 Citrix =& aL) T , 8 XenMobile,

DELLLET Configuration

+ System

+ AppExpert

+ Traffic Management
+ Optimization

+ Security

+ NetScaler Gateway
+ Authentication

Show Unlicensed Features

Integrate with Citrix Products
44 XenMobile
4 XenApp and XenDesktop

&4 Unified Gateway

Reporting

Dashboard

NetScaler Gateway

Universal HDX Sessions
Licenses

Current HDX

Current Sessions
Universal 0
Licenses

Device Manager Load Balancing

Documentation Downloads

Check the connections to the XenMobile,
Authentication and ShareFile servers.

Test Connectivity

NetScaler Gateway

IP Address  10.217.232.37

Port 443 @Up
Edlit
Device Manager Load Balancing
IP Address  10.217.232.39
Port 443 @Up
Port 8443 gUp
Edit

2. fEREA MK Device Manager Load Balancing (Device Manager ta#k %) T , B Edit (4wi8) .

Device Manager Load Balancing

IP Address  10.217.232.39
Part 443 gUp
Port 8443 gUp

Edit R

m

move

WA B 7~ Load Balancing Device Manager Network Traffic (2331 Device Manager M4&iRE) T,

https://docs.citrix.com
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Load Balancing Device Manager Network Traffic

Load Balancing Virtual Server Configuration

MName IP Address Port

MDM_XenMobileMDM 10.217.232.39 443 8443

Device Manager Server IP Addresses /
IP Address Port State
10.207.72.216 443 B443 @VUp

Done

3. B Device Manager Server IP Addresses (Device Manager fR$-25 IP Hidit) $RZEIAR , $TFFXERE,

Device Manager Server IP Addresses

Add Server| |Remove Serve Add from existing servers

IP Address Port ‘ State

10.207.72.216 443, 8443 @Up

4.1%4% 9.0 Device Manager R%-25 IP itk , X /585 Remove Server (Bif&RS2S) .

Device Manager Server IP Addresses

|Add Server| | Remove Se’%aj Add from existing servers
IP Address Port | State
10.207.72.216 443 8443 @Up

5. #if Add Server (RMBRSE2S) , SAEARNF XenMobile 10.4 fR%-25 IP ik,

Device Manager Server IP Addresses x

Enter the IP address(es) of the device manager server(s) that you want to load balance, If the server IP address is already added to the MNetScaler, click
Add from existing servers to select the device manager server IP.

Device Manager Server [P Address®

|10 . 207 . 8 ., 38 ‘

¥ NetScaler Gateway B hFEE HHI XenMobile k%525 FQDN

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.183



https://docs.citrix.com

AT, NetScaler Gateway ¥+5® App Controller FQDN, #%5% NetScaler B htE(E Hifél XenMobile 104 FQDN,
XenMobile 10.4 {iilfrix [0 8443 TAEERO 443, #NHR{FH NetScaler for XenMobile [6 5 9 1% & NetScaler , Yaan T RS H

REIF7R , REE AR S50 FQDN,
XenMobile Enterprise Edition

¥ App Controller FQDN E ¥ AFEH i XenMobile 10.4 FQDN
FQDN, FRAERT—NIRHBI,

XenMobile 9.0

At 4844 FQDN

Device Manager enroll.example.com
App Controller

appc.example.net

NetScaler Gateway access.example.com

XenMobile App Edition

, X2 AIRIEA 8443 i) XenMobile 9.0 Device Manager

XenMobile 10.4 Enterprise
Edition FQDN

enroll.example.com:8443

¥ App Controller FQDN E ¥ AFER HH XenMobile 10.4 FQDN , X2 /AERiGA 8443 [ XenMobile 9.0 App Controller

FQDN, TFERFEBRT—RHI.

XenMobile 9.0

At 484 FQDN

App Controller

appc.example.net

NetScaler Gateway access.example.com

XenMobile 10.4 Enterprise
Edition FQDN

appc.example.net:8443

ER

1. 7£ Integrate with Citrix Products (5 Citrix =58 A) T , B XenMobile,

2. 7€ NetScaler Gateway T , # Edit (4#ig) .

NetScaler Gateway

P Address

172.16.30.37
443 up

3. # XenMobile Settings (XenMobile IR E) FEhi4LEE MR

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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FQDN 3% :8443 [f{/in%] FQDN, 420 , SAMPLE-XENMOBILE.FQDN.COM:8443,

XenMobile Settings

App Controller FQDN™
|XDM-AKHB.XS.CITRIX.COI'\oI:8443| ‘

Split DNS mode for MicroWVPN*
| BOTH v ‘

] Enable split tunneling

Continue Cancel

4. B Continue (Z%%%) F0 Finish (52/%) .

#RINZE1T Secure Ticket Authority (STA) BIBRS-25E4 IP Hihitak FQDN

Tk, WK HEMTIZIT Secure Ticket Authority fIAR$-2580 FQDN ) DNS EH5 XenMobile fR%-25 104 f 1P ik, &
B, TS & REDG | Secure Ticket Authority fR$-253F R 1E NetScaler h48E , REENIAE/RYE VPN Virtual
Server STA Server Binding (VPN EHAIRS-2S STA IRE-3485E) FI&RT.

XB , i57E NetScaler Gateway FiRNIE1T Secure Ticket Authority HIRS- 2844 IP #ihitak FQDN , R{KINTFATR :

1. 875 Netscaler Gateway > Virtual Servers (EIR%ES) .

Dashboard Configuration Reporting Documentation Downloads

Q  Search here X
System >
AppExpert >
Traffic Management >
Optimization >
Security >
MetScaler Gateway W

Global Settings

Virtual Servers

NetScaler Gateway / NetScaler Gateway Virtual Servers

NetScaler Gateway Virtual Servers

Add Edit Delete Statistics Visualizer Action -
(] Name State IP Address Port Protocol
[} _XM_ag-akh3 UP 172183037 443 S5L

2. TR NetScaler Gateway EBIURRS- 2540 F Up (IEE1E1T) WKE. EFEHCEM Netscaler Gateway MRS , ARfaHad

Edit (4w%) .

3. #£ Published Applications (E&#AMNAFER) T , #d: STA server (STAfRS2S) .
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Published Applications
No Next HOP Server
1 5TA Server

No Url

4.32F Secure Ticket Authority Server (Secure Ticket Authority fR%-25) B URL , ZE5508 6 R R EM AL URL, SR/FEF
F& Secure Ticket Authority fR%5-25%.

VPN Virtual Server STA Server Binding

Add Binding Unbind
i Secure Ticket Authority Server Secure Ticket Authority Server Address Type
o https://XDM-AKH3 X5.CITRIX.COM:8443 IFV4

Close

5.8 Unbind (BUBSPE) , #A/55 & Add Binding (JRINEEE) .

6. 1f Secure Ticket Authority Server (Secure Ticket Authority fR$-88) FE&E , AESTE 4 Fid T URL,
7.4k Bind (45E) . Close (%[f]) #1 Done (&) .

NTP&E

% WA NetScaler 1 XenMobile A %25 _ERIBTE], 207G T]EE , 4% NetScaler #1 XenMobile fR%-Z§+5 M) [B—N2 ML B
B MY (NTP) BR%5-25.

XenMobile 9.0 T2 Z B AEFHNAIRS R B

2R XenMobile 9.0 ENAEBAREFH , ETTMATHE , DIAHRE IR EEB IR Citrix Store :
1.7£ XenMobile 104 #HIGF , HERE > RFHBEHE.

2. A, RREEUTFR -

o i INFAEENE.

o i : #i A\ host.name.uselowercase,
o {H : i\ true,
o BIRAK : WAL,
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XenlMobile Analyze Manage Configure

Settings = Server Properties = Add New Server Property

Add New Server Property

Key Custom Key - @
Key* host.name.uselowercase
Value* frue
Display name* Use lowercase for host name
Description

3. EH 23N XenMobile fR%E 5.
BRI EFERNEE
RIEF BT T EH

o IERFIRMFESF (MSP) 2R
e HXE M Active Directory M
e RBACAH®
PATAMFALRES , RBACREASL IR, FXREER  JSRADARE,

o HERE
o migration.log U431 A AT A o B Sk A FEUR
o FERGHERSHLE

B X X N F R JE 4 7R

FHERTBERITH— N BE SR ER B E N Citrix Store ZFRBEIZNAE., MRKTTAZNDERIE , NPSRFEE A XenMobile
RS 28 104 Z AHRIBIAT RSl IR 2 —JHTHRIE -

o WMRMAEH Windows ZEFEEKX , ERNBEELHRESCHBOAE. /&, FA I0S # Android & & E R A B P40
M Citrix Secure Hub (BABT#FRA Worx Home) 7345 , SREEHEFR.
o WNRMAEH Windows &£ ¥ E /DT i0S F Android %% , BiXiF Windows A REHEFMHEE.

BEMRIFRIEMEE |, S http://support.citrix.com/article/CTX214553,

TRk fa i XenMobile %%

H7=FHKE|] XenMobile 104 J5 , BAAFEEFFMLERS. BAARORENRIER NS S E)ERE 3% XenMobile
104 R, BR , RETRESERA AENHITHNEE , AeEEMEREE.
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RPE&EER , KELHRAE XenMobile ZHIAFEEIRE , N TEFTR.

Devices Users
Devices show filter
[t ‘ )
Add Import
] status
&
5] ]

https://docs.citrix.com

Enrollment

‘ Q
Export

Mode

>3
Refresh
User name Device platform Operating system version
usluserl@ws. + Net "usl userl” Android 502
us3user3@ee . net "us3 user3d” i0s 841
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¥ MTC FB PRRE-25 FH2K %1 XenMobile 10.4

Nov 29, 2016
R XenMobile 9.0 MDM =% Enterprise Edition J2F T Multi-Tenant Console (MTC) , AT MTC ‘&2 XenMobile 9 32
BLEFSEIHL ) XenMobile 10.4 3K,  XenMobile 10 AA3ZHF MTC , ikt , MRET BN SKB BIRXLE LR RIS,

1 MRIERTE MTC & FiniaTimhc & ML (NAT),
2. % XenMobile 10.4 B35,
3. NREST MTC 2 R Aim A BRsT | EHIT FIHRIE -

a. MR AAVF(E FREF 34T HTTPS 815/ XenMobile 104 fRF#5im (BF Kik0 443) FAKFAERERHIT HTTPS
JB{58 XenMobile 10 fRE2935 0 (330 8443) 5T XenMobile Segtis O ULEL,

b. BLEFAEIRIEH

C ERmABREE , EERAMRSE RGN , M3 XenMobile AR %28 ATMRITANEH .
4. XenMobile fR%525EahifA) , EEAKHILFK zdm,
5. 181t XenMobile #5417 A BRAFAL LA , PIREFKIRRF[EZ Yes,

6. EFEFHRMARE25E , I\ C\Program Files (x86)\Citrix\XenMobile Device Manager for Multi-
Tenant\tomcat\webapps\tenant-name\WEB-INF\classes &L~ 34 :

e ew-config.properties
e pkixml
e variables.xml

7. )\ C:\Program Files (x86)\Citrix\XenMobile Device Manager for Multi-Tenant\tomcat\conf\tenant-name & H|LA 3L
#

cacerts.pemjks
https.p12
pki-ca-devices.p12
pki-ca-root.p12
pki-ca-servers.p12

8. E#l) C:\Program Files (x86)\Citrix\XenMobile Device Manager for Multi-Tenant\tomcat\conf\serverxml H—#aI& , 3%
PAT IR T RS BOA 1.

9. £ serverxml XA IR E AR S IEAEE BT B IR O Ek=s , (BREWwO 80,
10. FEfE iR H &SR £, ALTIERINRATA X2 BiERS<EI 275

keystoreFile="C:\Program Files (x86)\Citrix\XenMobile Device Manager for Multi-Tenant\tomcat\conf\tenant-
name\https.p12"

BYCA

keystoreFile="C:\Program Files (x86)\Citrix\XenMobile Device Manager for Multi-Tenant\tomcat\conf\https.p1"
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11 AT BRI ER 3R 10

truststoreFile="C:\Program Files (x86)\Citrix\XenMobile Device Manager for Multi-Tenant\tomcat\conf\tenant-
name\cacerts.pem.jks"

EHBA -
truststoreFile="C\Program Files (x86)\Citrix\XenMobile Device Manager for Multi-Tenant\tomcat\conf\cacerts.pem,jks"
12. 4 — zip X , AP BA7ELIR 6 £ 8 hEBIKIH.

13. 20N FTid |, FTFF XenMobile 10.4 BRS-234 IP #itik : https:// jpAddress.port/uw/?cloudMode , H port B SiEHEIK
HTTPS &%k, FHkm SRITIF.

14. 12 I+ eRkE FHALIR | 66+ MDM = Enterprise,

XfF MDM FHE |, [0 St RE L3k zip X, EEMRESIEERBER , A CAIEBREN,

XfF Enterprise 4% , [0 S 41/~ & EBIEMT App Controller 3354,

15. XenMobile RS- ZE X E3h/a , /£ XenMobile fR%254 IP ittt (FFIREIFIHOS) FRE XenMobile #ZHIA.
16. EH NAT , DAFEE FTHIBR S 25

17 RIBREERFHIERE , A XenMobile AR S-234F FIAIEH
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RPKF. AefiE

Feb 23, 2017
£ XenMobile 7, ATRABCE A Pk AAIE K B Ak PAAR A A, ] URCEEAHERMEE. B7E XenMobile 1£H)&
ETER RS E R EACEXLRE.

FEEERRT , TRAITRAT#R4E

o BEHEAFPFINRMAFKS, , EFER cov ERNESAKFAFEERMA, HBXRXFMER , ESHA
o M. YmiEEkMiRAHLA Pk S
o {FM .csv EENHSAAFIKFMERXHER
e 7 XenMobile F iRk MIFRZE

AT A A TAEREIE A Ak A e A BIERRGE | BRIASURm R G A S TARRF TR,

o HHEMAECEZ A CMERK, SFEHAR B0 NRLEHMA M8 C MRS DIUREDTRE , DR AE N
B, AREAER  FEMN
o FLEIMEAIFERABMRSI]
e 7£ XenMobile * J3 A B s RILAIIT A FiEM

ERENE L , ATRAPITRU TR

o BERETRAEMVINIESH , mAFPMASETE L ACSPIRES. XLEAPRIES B X REBRERIARIES]. B R EHME
ISR 1IN
o {FA RBACLEAE

o HFBMEIR B LIRME, EMAL XA R AR AERMBEERER. IERMERMEE =MHARNEELRZEE
Secure Hub, SMTP 8k SMS., BXVEMZE | 555 :
o BIEEFIE HIB FIEAR

AN, GwiE R At A Pk

AT AF BN XenMobile piRmAsst i Ak o, el PUERESEXEESAKS., BXNEEXHSANBAFANER | ESREEA
CSVERXHSNAB K/,

1. 7£ XenMobile =% &% , BHEM > . WAEERAFATEA.
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http://docs.citrix.com/zh-cn/xenmobile/10-4/users.html#par_anchortitle_1c15
http://docs.citrix.com/zh-cn/xenmobile/10-4/users.html#par_anchortitle_7c91
http://docs.citrix.com/zh-cn/xenmobile/10-4/users.html#par_anchortitle_b27e
http://docs.citrix.com/zh-cn/xenmobile/10-4/users.html#par_anchortitle_bcc3
http://docs.citrix.com/zh-cn/xenmobile/10-4/provision-devices/autodiscovery.html
http://docs.citrix.com/zh-cn/xenmobile/10-4/users/rbac-roles-and-permissions.html#par_anchortitle_bcc3
http://docs.citrix.com/zh-cn/xenmobile/10-4/users/notifications.html
http://docs.citrix.com/zh-cn/xenmobile/10-4/users.html#par_anchortitle_1c15

XenMobile Analyze Manage Configure
Devices Users Enrollment
Users cshow filter
[t & B8 &
Add Local User | Import Local | Manage Local Export
Users Groups
" | username First name Last name Roles
usluserl@ews.  net usl userl USER
us3user3@wengs net us3 user3 USER
A INAH A Pk

LERFNEL , SERMASAF, W oA A AU,

XenMobile Analyze

Devices
Add Local User

User name™
Password
Role*

Membership

- User Properties

Manage Configure
Users Enrollment
Ernter user name *I
Enter new password k5
ADMIN -
local\MSP Manage Groups

Groups

o o net\Domain Users

ww o het\Domain Users

admin

L= BN

Cancel Save

https://docs.citrix.com
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2. REUTERE :

o P4 @ARAFPE. WFEBAWEFE., TMEEHRTEEER , I laEAXEMNEFE,
WD BRRIEM P,

Al ERY , RERAFAR. FXABKFEEEE B2 R(EMH RBACELEA G, AT REMAER :
e ADMIN

e DEVICE_PROVISIONING

e SUPPORT

e USER

BRGH : E3RP , BEERMAFR— P EZ AN,

AP - ReER FEM. STEEZRNNENAFBY | ERERM , REHITRUTIRE !
o AFEH : 13RS , BEEAN BN RAREXRMESAUNTFRTRANR BT,

o BETRMRFAFEN B RTIUANRERFEM.

AR ZMSIAR BT BRRAREEALEMNT LT , RRAEANK X, BUHELRIHB.
RRBIEAFEN  BRTEMIHTER. AETRREERENIIR , EATRUERIFYIRAREZ K.

- User Properties Add

Active Directory failed logont.. ~

Active Directory failed logon tries i

ActiveSync user email 3

BES user email
Company
Company name
Country
Department
Description

Disabled user

3. R,
YR ik o
1L ERAFPTE ENAFSRF , BHEREFENR,  RiepEwE. I B RwEAA A TE.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.
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XenMaobile Analyze Manage Configure

Devices Users Enrollment

Edit Local User

x
User name* Freida Cat
Password Enter new password
Role* USER -

Membership local\MSP Manage Groups

- User Properties Add

ActiveSync user email
freida.cat@example.com

2. BHERATEER

RP%  TEERRFE,
G - EREAR A .
e EYIRT , BERIAA.
REGH : EFIRF , ARRRNSGRELR PR —N RS ANE. BNAFRERRFIKS | BEUEEF AL HFFZUNE
piz |
o PR  EHITUATRMEZ— ¢
o WTHEREFYNENMARY  FRERIEITHMTEYR. BHTRRFERRMSIR , RELTHUHRITSIRNRER
.
o XNTHERMWENAFBY  FRAEHRN , AEPITITRM?E
o AFURH : FE3IRF  BREEANEN  AREXRIEFS NN T R RARFRM.
o BISERMARFAIEN , RELTRUENREZR PR,
o STEMMRMENABAFEY , FHRAAREEBEUEMENIT LS , AREEANK X, BHELAEBE.

3. B RTFREFENEY , SERTRUARIFA AR RELK.
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sl el

L ERPRE LA K FYIRT , Ak EAN B FKS.

AR B ET R PIKAF RN REE | ERERRIERES AR KS.
2. BifR. LURPR B IREIASHIEAE.

3. S IBRIER R ik |, SE S EEUHA BRI R ik,

SARFIK S

PR AT B & SCERG csv LS A A Pk SR | SO AF 4. AXRERHRANGEE | EHER
HRIRE R,
FE

o XITAMA, , BERBEURSAXHFRAFSL. 620 , ETEE username@domain, #NR&FERAHASKAZHFAN
AH A FIERT XenMobile FFEEE, , RVEEZERNTEM, %A FTUiAE RN LDAP i3 TiEfM .

o YAk SAEI XenMobile NETAFERF , ERERAABLIMESASRZARE. BFiEE , ZREBSEZEEM.
I, BAERNTA S ATREERERIOA.

o AHAFAIIARARFEARLHR (UPN) RS, (BIERATEBWEAREEAEEE. 6120 , % example.com & THEERENR |, 1§
{ERLUT UPN BRI A A - : user@example.com,

HEFEREXMHRE  BREU TSRS AT XenMobile .,
1 7£ XenMobile #=Hla , BEEE > A/, A ERAFRE.
2. BHSARA . WA ERSAESEIMEIIEE,

Import Provisioning File

Format User (7

User property (&

File™

Cancel

3.MTFESAMESE XK | EERR A SEM.
4. BT AL HSMBIBE S X ITENME | SRR,
5. 8%HFA.
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B & XAHIRET
Fahelg B AT A K SR RS AZ) XenMobile FRE & UMK A TR Z —

o APEBELIMTFER : userpassowrdrole;groupl;group2
o AFPREMERIHFE : userpropertyNamel;propertyValuel;propertyName2;propertyValue2

=z

EE

o ERXNHFPHFRERNS () RFF. MRENFERHE—IIEENS , NAMERARFHITFR () 75X, 6, £&
£30FH |, JBME propertyVitest;1;2 WiZiRHR propertyV\itest\;1\;2 JEZ#A.

o AGAMBEVENTE X MA@ USER, ADMIN, SUPPORT #1 DEVICE_PROVISIONING AR B E L E A G,

o AIRTFR () AERIBAER RGN IRT ; Bt , AEEfEE 2P ERASA.

o BHMERXHFHNEMNINVIE., BIEEXH KNS,

ArEERERGI
user01;pwd\;0L,USER;myGroup.users01;myGroup.users02;myGroup.users.usersOl & B &R :

e [/ : user0l
e IFRY : pwd,01
o ffa : USER
o 48 :
e myGroup.users01
e myGroup.users02
e myGroup.users.users.users0l1

ESB—AIRFIF , AUser0;1.password;USER;ActiveDirectory.test.net k7K :

e A/ : AUser0

e I7RY : 1.password

o fjf8 : USER

e %f : ActiveDirectory.test.net

ArEHEENE R
userOLpropertyN;propertyV\;test\;1\;2;prop 2;prop2 value 2B 3%’ :

e FF : user0l
o BH1

o ZFK : propertyN

e {A : propertyVtest;1;2
o FtE2:

o ¥ : prop2

e {H : prop2 value

FCEEMEH R E RS~

ALE R & EMMEX A AV PR XenMobile iR %, XenMobile 2 #-EFHER |, AT EC ML LKA A FE
MEREMIRPITHRER, BT MEBBRS ) AP REHELEN. EEMRETI AT, Bl RUERIE RN | JHE
W IXEHEREM RS , AT U B0 ZEEMEGE. 1£ XenMobile #H 5 R E > ERTmACE MR,
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NEH > ERREAKIMBE. BRER  BERALIMRE,

AR MRETRIER B E BAEIR , WAEBCEEMMER Z AR ERR ., AXBHMERAFAESR | BSRESEE
FIARAR .

1.7£ XenMobile #FHl A , AdiEHlaA LAREHREIAR. HRK B RERE.

2. BEM. AR EREM TS , a8 A RIEMERMERE. BOMERT , BRAAEHER.

3. FEYIRFPEFRE— MRS T | R RENBIMER . RGBS AF A FBE 8BRS ~ilR.

AR EFEMEAF NN REER | SRR A EEMERS IR LA BIR, ARG IRF RN U IRM AN E
i B

XenMoaobile Analyze Manage Configure <3 %, admin v

Settings = Enrollment

Enroliment

Enable and disable enroliment modes for users. You can also enable the Self Help Portal to allow users to generate enroliment links that let them download
Worx Home and enroll their devices, or to send themselves an enrollment invitation.

Name Enabled Default Self Help Portal = Expire after | Attempts PIN length PIN type Templates v
User name + Password ¥ 4 v

High Security v 1 day(s) 3 8 NUMEeric

Invitation URL v 4 1 day(s)

Invitation URL + PIN v 1 day(s) 3 8 numeric

Invitation URL + Password W/ 1 day(s) 3

Two Factor v 4 1 day(s) 3 8 numeric

User name + PIN v 1 day(s) 3 8 numeric

Showing 1 - 7 of 7 itemns

TLE0E S 5
LEEmpIRT SRR, Redmis. T BB HEE. RIBFMERIER , BLBEIRRKEMR.
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XenMobile Analyze Manage Configure admin

Settings = Enrollment = Edit Enrollment Mode

Edit Enrollment Mode

Name High Security

Expire after® 1 Days - @
Maximum attempts® 3 ®
PIN Length™ ] Numeric
Notification templates
Template for enrollment URL __ SELECT ONE — -
Template for Enrollment PIN __ SELECT ONE — -
Template for enrollment confirmation -- SELECT ONE -- -

Cancel Save

2 ELEHATER

o LEERIEEH) : AR | AR ER AR TTEEMR RS, WEERER AMNAEEEICE T,
AR A 0 A HIEBEE R,

o X :f1EFIRT , IRV, XTI R R R M\ A HAHRR .

o BRI : ARFAUEREMFRE , BHAEERBEOUE , TUETHAIEMERE, HESRER ~MATH
BFECE A,
AR B 0 FTRENIBA RS,

o PINKE : BA—MHTF , FREMRM PIN BEHRET/ T,
o BF : FEIIRT , BEMF TR UL PIN 368,
o JEAIARIR :
o JEM URL #4R : 7E53+ , S TUEM URL fOREAR. 620 , iRIBEECEARMAR | EAPEOEHEARE [ A PR E—5
iR SMS , £ 77E XenMobile FIEMHE RS . BRBAERKIFRESR | ES RO HERR.
o JEM} PIN#EAR : E5IRF , BEATIEM PIN ftEAR.
o FEMMRIAEAR : 7E3IRT , BERTEMA FERE RNRIER.

3. BERAE,
R EABAMER
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REMEXEANBMER G | BEREFHMEMMER , HECE BT A REEMER., MRFEATEIHEX B AIIAE
3, DICAS MR EEMCIRIEMEK.

AR RBeRA,E + B, WESHAFE + PINBAZGAEAE.

LR RAr% + B0, WESH S + PIN RE—FRRABOA MR,

EE R AR R R A REBCABARES.,

2. BEHEGA.  FTERNIIE BCARGAMER.  NRRAEMHAEAHE B AROAER | AR AR B RROAMER,
SREMER

ZREMEECREHAEXARTHA A ER |, AT BTAIMES  WATTEERS AP, BEZEAEMEMESH
BRA—MEMER , JUAERAFAFERL RSN,

1 SR EAHER.

EE  TESEAANEMER, MREZAIUAEMER , BRE e BRREIGARES.
2. s A, EMERRBATERRES.

ARSI LS AR

B EEBRS ) LRSS | Tt S IRAE XenMobile FiE R
HEE

o EMERLMUERAHSEIBIMIER , A REEB RSP LR,
o FA—fAIRBEFE A RS P LA —FEAHER,

1M,

2. B EEBRE,. WEMERIIEAEEBMRS A LR, THAAER. EAEERS A LERREMESIERE
AP ER.

AR

£ XenMobile % & (ETRASHEIEREIEA , ATUFER A RE., RINAA A RASGwE4 A P UE_ EREAHEIE, 1%
YRR <.

RBIERE | FEEBERERE A K, BEREARLSBERRAASRARNRKER. FPERTRRA RIS AN
FEFSEEHIRASR. B2 , AMEMAXKNRIFAZE. WRAA RN SEAMHAAMARE , EIERZEXE.

AR nZA<iza
LHITA TR MEZ—
o IERFTE L , B ETRAHIAA,
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Users showfilter

& & = &
Add Local User mport Loca Manage Local Export
Users Groups

o FERRMZASA P IREmSmigA A P IUE L, SEEERA,

User name™ Userd1
Password Enter ney 7
Role™ SUPPORT -

Membership local\MSP Manage Groups

BEAD R BRI SRR,
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Manage Groups

2. FERFIRTT , MALEHR , ARATMNS +). ARASRMNEIZIERF.
3. B kM.
MikseA

AE  BBRAR SRR K S, BRERSRRR P SRARKIK. APERERIE RN AR AR FRiCE
SCAHIEIAUR | BREMARBMARZZNE. WRA AR SEMEMAMAXE , CIPRETREXRIK.

L BT T a2 — :

o ZERFIEL , Sl ETRA A,
o FEARINZAHbA PR EmiEA A A RE L, SaEETEA,

BEAD R EIRA SRR,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.201



Manage Groups

2. EETRASTRE L , AEEBIIRIIA.

3. B A HRAMKRERFEEIAR, LR B RIASTEAE,
4. B BR AR ARV BIBR A

BE : RMETIERUH.

5. EEIPASHEIE L | BdKH],

BIEMEIE TR

AT RAE IR A K Pt MR TEE, NMAeMEART AR PIKERMA SR, AReERAIAER. AEH
PAGE AR TAEARAR U AN AE R K PSR,

BHIXRE XenMobile i , RECE THERAFEMIRE , BOAEECENREZBEER TR, FIUE S TR F B H%
B, XEREAFEETOMRS R, WwH . ETHMPtI AR AR R Pk PREKE ST R THEA.

AJAFE XenMobile SR IFMy BECE TAER

e 7£ XenMobile ZHIAMTHERRET . FLMERREL , TURES MR TN ARFECENTHER. E£LERRELEE
TEREY , AT ATEECE I AR PR TAEIR.
o FCENMREFERSN  ENARFHRHETIEREF  RBECE T UIFEHAFIKAERNA R, ESR@ XenMobile 7
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Ly BFERF.

AR FIK AL ECRS = NMAIEREM AR MRFEHMARMAER IR, , AT RS S A iR RANERE S
##&. XenMobile tREAER AN RES , EATRUEHFRNB) TIERT . THERFEHTH A SRR FEb , DAHEESRLE R
KA,

1. £ XenMobile #ZFH A% , BEEH AG LAKERER. NG RRETE.
2. B ETHER. WA B RTERRE.,

3. BT, BRPR BRI TAER T,

4 BLEMUTERE :

o BER : BATIERMME—RIR,

o i : BMATIERMET (AIE) .

o HLTUPARHIARAR « 7E5RT | WEERERIEEMEFEMEEHAER . 7E XenMobile 5] R E T I8 KARAR D 5> 6172 F8 D
HIEAR, SRl FEAMIAARFEEISR , BRI FUEIEEBC B AEAR .

o ZIRERALERS : 3RS |, ERHTERTENEIEEARER. BIAER 1K, JREREE
o RNFEZE
o 14K
o 2%
o 3R
e %&F% Active Directory 1% : #£5RF , EEATLERKEIER Active Directory 15,
o BHFTMHMEHE  EHAFERTPRATTALNESL , REREHEE. IRT Active Directory K%,
o MEBIRTENFERTG  EPHLFTHNEEE, 1a MRt BRIEEE LT Rt E SR+,
o TENEEMHEAMMAFTHEMEBSIRFPBIRAL , FHITUATERIE -
o BHFRAUEREEHFHFIEARTIK.
o FEHANEPRATEEHRIENZH , RERTIEREURHIERLER.
o HERALERTIRY , TEMNHMBATFEREIRTRARELFZDE—NEENC. Rk , FHEUBEFERRN
BHR BN EIRAE,

5. 8 ERE. BARMNTHERERELERTET.

MRTIERRE , BIUERTHERFMES , EESTEMAXNNARER , REBRTER. THERRETTELITIRE.
MR BREEAREERABEERN TR , DI H— TR,

BERFMEEAMER TR

L ETHERRE LA TERIIRT |, EE—MEENITER. Akt , BRATIIRFHIT , REEF TERF NN RIEE,
2. ZMEETAER , RSB, AP BRIASHEE. Bk dlikR.

BE : RMETIERUE.
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£ RBACALER &

Jan10, 2017

Each predefined role-based access control (RBAC) role has certain access and feature permissions associated with the role.
This article describes what each of those permissions does. For a full list of default permissions for each built-in role,
download Role-Based Access Control Defaults.

When you apply permissions, you are defining the user groups the RBAC role has the permission to manage. Note that the
default administrator cannot change the applied permission settings; by default, the applied permissions apply to all user
groups.

When you make an assignment, you are assigning the RBAC role to a group, so that the group of users owns the RBAC
administrator rights.

EEAE v
REERAE v
XFAe v
HPfe v

{#F RBAC i ERE

B XenMobile HET M &KIEIESH] (RBAC) That , WM B AMASECHUE XA E (BFRAIRE) . XLATRIEHIA P
Xt RGN RERITIRIR A,

XenMobile SKERUFHEIRNAR P A€ , BTHEZE LX S RGThEERIRIAR

EHR, BEFTBEARGIAR.

BEES | RAIREY Windows CE REMEARREHEHE,
X, BT SHTRESIFIEASR.

AP, SETRUER &R B BRI PRA A ERA.

FRTLAE FROA S BAERIR | 181 B E R BB ROAS BE XINTNREZ SMAEASFE RS NRERIVIRIARFHT A~
£,

AETUNEAAMB I (FERF%KR) 5 Active Directory 4B (WATHAERFEEHRNAIR) . MRAFABTEA
Active Directory 20 , RIFTERREFFiEEK , PUESGZFFPHABR. 140 , 205 ADGroupA IfAEHETE Ri%k 4% , ADGroupB
AP UER AT RE , NERBFXHEANMERE A AETR IR EE A R TRRE.

TR AR ISR 1A E.
AJRA{E A XenMobile F(¥) RBAC ZHRERITA T34 :

o AEFAE,
o BARMEIABEA,
o MAMAFNECAE.
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1.7£ XenMobile #=H 5 , BdizH G A LAKEHRER. HIPEEREE R,

2. B ETAAMNVIIRNES]. WKL IETAAKVIRIESIRE , K ERT OMEARFf QUREZ TR EM A
&,

XenMobile Analyze Configure YO A, admin v

Settings = Role-Based Access Contro

Role-Based Access Control

(]
Add

+ADMIN

+ DEVICE_PROVISIONING

+ SUPPORT

+ USER

WMRBHENARFNNMNS (+), AEERIFUBRILHCNFTERIR , 1 TEFTR.

— DEVICE_PROVISIONING

Authorized access
Console features
¥  Devices
Edit device
Add/Delete device
Setting
Restrict group access

3. BEARIAT AR A A e REIAACANNMERRTTURERA G , REEZATE XA BAMMBERAEER AT A
Bt ea, FTiEBERIOAR AR,

o HIRMSELERMRNT , ¥ IR INMA A ImiE AR,
o HIHIRAREIA | B BR—MHAXEE, SAERERERREES A,

4 ZREFArAeIWEIARRE  FRANTEER
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e RBAC £ : MIAFAFAEKMRMTETR. TEEZINEARNERR.
o RBAC R : "t , MR HIEAF A RKER. MREAMENAAE , WITHREFRR.

RBAC R BECAR FAE. EAIEXSHAGRIKMA X RETNBEMIRIRIR, EFED RBACHEIRSE , ATATERAR)
[AFHEH AR T REDIMA BXIKKAERUR. ERABRATIERE ; SO UIERERSOHRAHES SR T BRI R S
Foth f BR0GEIR.

Select a template -

Select a template
ADMIN
DEVICE_PROVISIONING
SUPPORT

USER

5. Bl RBAC #5AR 7 E A MR A AfE FRase e AR A TRLE ST 1A BRAN T BEA BRIE SEIR A TR AHEHI S THRE R AR .

XenMobile Analyze Manage Configure 3 %, admin v

Settings = Role-Based Access Control = Add Role

Add Role Role Info X
b 1 Role Info RBAC name™
2 Assignment RBAC template DEVICE_PROVISIONING - Apply
Authorized access Admin console access

Self Help Portal access
Shared devices enroller
Remote Support access

Public api access

Dashboard

| »

Console features
Devices

>

> App

> Delivery group
» Smart action
>

>

>

m

Support
Setting b

Enrollment

Apply permissions @ To all user groups
© To specific user groups
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6. P EREUHGE T AR AIE | A ThRE S EHE B E LA E.

WMRATETEH G TRES NN =ATE , ¥ BRFE THINRENAUR | SR RIS EBUB LT AN AR, AHTUENRIEAE
AR RIEESI G EDSY ; e TR T EKAMIER | A REEAXEEm. #ia0 , £ TEF , TeRREEHERR
BIERA & BRENBALA RNAFRERE L, BR , EFHEREER.

Console features Dashboard
b Devices
Full Wipe device
Clear Restriction
selective Wipe device
> View locations

Lock device

7. N FAARBR ¢ R HN AEEAIRAA, MRBLERHEMRFA , FERANSIR , ETUNFER—PRS A,

Apply permissions © To all user groups
@ To specific user groups
Search for user groups
> ActiveDirectory
LocalAdmin

M5P

8 B T—8. WAEEROSECHME.

XenMobile Analyze Manage Configure <M %, admin ~

Settings = Role-Based Access Control > Add Role

Add Role Assignment x
Assign the RBAC role to user groups
1 Role Info Select domain testprise.net - Selected user groups:
} 2 Assignment Include user groups Q

LATINEE , LA ENECA R 4.
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o SRR : YR, AImEME,
o GERAFA  BHRRUBENATRANIIR , SR TERIN B BRI IRREINNBRAF AR,
o EEBRFIIRT , ERRMHENKACKNA A, ERENAIAR AR ERIDEE A PHES R,

XenMobile Analyze Manage Configure E- 3l X, admin v

Settings = Role-Based Access Control = Add Role

Add Role Assignment %
Assign the RBAC role to user groups
1 Role Info Select domain testprise.net - Selected user groups:
} 2 Assignment Indlude user groups user X testprise.net
R - Remote Desktop Users
testprise.net\Remote Desktop
Users EI

Performance Monitor Users

testprise.net\Performance
Monitor Users

testprise_.net\Performance Log
Users

AE  ENEER A ERBIGA A | Fad A AL RN X,
10. A H{RTE.
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Jan 06, 2017

ALK XenMobile FEIBEIATLLTER :

o SEFNAFEBEUERES N ARGMHEXTRE, BHATXLEMARAFER . , M 0S REMFTERF. R’E
AEAMA R, EARTEHFRENAIE,

o EMAFRRARE

o FEWEFLKMNBENBMA, (EAENLERE) |, H121 , BT EAMMERELLERARETIRSEN | Sik&EREMN
BHk#F Root ARES. HXRENURERFMER , ESRENLIRE.

Z{E A XenMobile ZIXEH , MRECEMXMEIMS 5. ATAFE XenMobile FREBAARS 25 , ABCE RS HRHER TN
(SMTP) F4Z(EARST (SMS) BISKARST=S , AR A P AIE B FBHAISCA (SMS) @41,  "TRAE @A FP A RIREE AL TH
B : SMTP g% SMS,

o SMTP RHEEIERMATNY , BAEAE B R BT EHIEHIPNY (TCP) Kfdh & F AR IHRALLFHBIE , N SHME
WHIBE, SMTP LTEEHEREB SMTP & i (BMERIEAR) WSS SMTP RS FMMERIB

e SMS 2F#H. Web SiBahBEARGMXAHEMRS. SMS ERAARHENIBETNY , (EREELKIEIFEENRIER & AT AT
FHE.

BERTATE XenMobile PR EIZER SMS KX , DECEBIZERMK SMS MXAEXMNIEBA. 1EEREMA SMS MR EME
RFAT T HRISMLEH SMS £, XLEETIARKHEERIRERBENY , AFEERHESHEEERETRELRHEE.

AP RIS AMAECE SMTP %2580 SMS W% , BARIEER SMS KXk,
PUS-E-Sts

o FMLE SMS MXZHI , BERARGEE AMMERSH[ES. THE SMS REHFZEBFTEEENTHLW RS & LERSZHE
BRETIEERFIMERS (FEXFMELT , BEERFIZUEH Web it R EHERE) ZEXEE.

o WINRLE SMTP BHRIRFHZABERAFAARHE. MRUBRSHEEENDRSSL | ERARGEE RURIECE S
B. MRS ZFZETEMNABERS | BERSIRERN Web SR EEHMNAMECEEE.

o FE—MEREEHIE—A SMTP REBF— SMS BRE-25.

o WML TMILEH DMZ 5 XenMobile FTFF¥%A 25 IAFSEINEIMLE LA SMTP BR$-2% . RMERERS AThAZ X B4,

BLE SMTP RS- 2540 SMS ¥ ¢
1. 7£ XenMobile x4l ath |, sdistlaA tAMEHER, HNEEMRERME,
2. 7B TE , REBMBRSR. WA B RBMRSRTA.
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XenMabile Analyze Manage Configure -3 2,  admin ~

Settings = Notification Server

Notification Server
You can add and configure SMTP and SMS gateway servers to send email and SMS notifications to users.

(i
Add

Active Name Notification Server

Type ~

No results found.

2. AR, PR ER—ARE , AP RSHATEE SMTP MRS58k SMS PISCHIEM.

Notification Server
You can add and configure SMTP

(]
Add

SMTP Server
SM5 Gateway

T ML

o TIRIN SMTP JR52% , V5T SMTP BR%2S , RBSMAAN SMTP fR%25 7 MR EHRERNHIR.
o TR/ SMS W3k , iFEE SMS BIX |, SR/ESFAN SMS WX T it E R ERNHIR.

R0 SMTP BRS-32
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XenMobile Analyze Manage Configure o admin

Settings = Motification Server = Add SMTP Server

Add SMTP Server

You need to configure the SMTP notifications server to send messages to users. If the SMTP server is hosted on an
internal server, you get the server information from your IT department. If the server is a hosted email service, you can
find information from the service provider's website. Only one SMTP server is activated at one time.

Name*

Description

SMTP Server”®

Secure channel protocol None w7

SMTP server port™ 25

Authentication OFF
Microsoft Secure Password OFF
Authentication (SPA)

From name®

From email™*

Test Configuration

» Advanced Settings

Cancel Add

LEENTRE :

o ZFR : S SMTP BRE-250K FXEEZ FR,

o UHH : T , MRS ARAINEA.

o SMTP %525 : MARSHBNENE. ENEITURTLIRERIESA (FQDN) X IP Hitik,

o WRMEYNY : FFIRF , BERESRERWANTLBENN (RBS[EENEALLIHRIE) SSL, TLS .
ZLAEATT.

o SMTP fR%253m 0 : 88 SMTP RF|MEAIEA. ZUABRT , im&ER 25 ; 1R SMTP iE#HFER SSLLL\BiE
X, MmARER 465,
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SHRIE : EEIFER. BAERX.

WMRBASHEAE , TUEEMTRE :

o AF% : BASHTEHRIEERNA - L.

o L BASHRIER FRERD,

Microsoft RLHERLEHIUE(SPA) : 21R SMTP RFHF[MEAHE SPA , FREI. ZAMEAX.
BEEANES - BAR PGB B IR S 2SS IB AT ERERS | BIRERGFAETNEFR. 620, A7 1T,
B NEBFHR : BENEEFHRFBFABIE SMTP AR S5-25 & 1% 5018 &0 B FR A R F BBt

2. B RCE AR IR A FR TR B A .
3. RIFSARE , ARBEMNTRE :

o SMTP ERH : BN SMTP [RSF2RAEHBAH R ERREL. BOAMEA 5.

o SMTP &} : SEARIX SMTP iEKITEFFAFFERATE] (AWM ARN) . RMELIERR SBUHERE KRBTSR , &
WEME. FRRILERERSMIVG ; IERAERBEALE R AR IZXRIHE. BOAESH 30 7.

o A SMTP Y ARK : B SMTP RFZ[REMEFNEFHRFRBR AWML, EIAEA 100,

4. BRI,
RN SMS X%
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XenMobile Analyze Manage Configure o admin ~

Settings > Notification Server > Add SMS Gateway

Add SMS Gateway

Please consult with your IT department about the server info if the SMS server is hosted on internal corporate server; if thisis a
hosted email service, the info is available from the service provider's website. Only one SMS server is activated at one time.

Name™

Description

Key™
Secret™

Virtual phone number®

HTTPS OFF
Country code Afghanistan +93 =
Use Carrier Gateway

Test Configuration

Cancel Add

S} =z
=

XenMobile {X3#F Nexmo SMS JEE&i#. AR AXEF MR NexMo JEELBMIIK - , E VIR Web Ul s ABIEIK /.,

LECEMUTERE :

BFR : BEA SMS RKECEMBHIR. WWFBENIMETE.

Vil : A, RARCEREA.

A - ARG B RIERUEIK PR EHABEIRAT . WFBCAVATEL.

WD ARG EIE RIRHANERD |, YERRELASBEE BT ARSKIK S, FBRAYSETER.

BEIESHS  mILERIESHE (AT40h +1) ZRXEEALTE. HHFETP , BB Nexmo BEIESH , BR#E
ER%¥FE. TTRAE Nexmo Web uih sy F 3R EBIUARRIESHS,
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e HTTPS : tNREAF A HTTPS ¥ SMS EK{EH#Z) Nexmo., ERIAEAR.
BE  EHTTPS&EAFF | [RIE Citrix IFIFESEEHBCAK.

o ERAOXA : fEHFIFRS | B SRR ABZNA SMS ER/IXAIEIE. WFEBIAAR + FTSFFK. BHAERM
BT +93,

2. BTMARCE ME AL TRECE R XMGIER. RO BRERER | S HRIESEMRESEER. HUUH
BRI EEES% 3 EBIE 2 B AKX HE R ETEEAR.

2. BERENn,
ARINIZER SMS R %

ZRTRAE XenMobile FREEER SMS MK , MECEBITIZERK SMS WX ENEM. EZERERERERS (SMS) KX
RIERTIESZRITTHREMSKE SMS 4. XLERERTXANHEMEARELCEETNY , AFEELRBEHRIRREITIEX
FHE.

1. 7£ XenMobile #=H 5 , BdizH| G A LANEHRE. HIPKEREE R,
2. fEBHTE , BNZER SMS BIX, AP BIREER SMS MXHE.
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XenMobile Analyze Manage Configure admin
Settings = Carrier SMS Gateway
Carrier SMS Gateway
(I | (]
Add Detect
Carrier SMTP domain Country code Sending prefix “
Alltel message.alltel.com +1
AT&T txtatt.net +1
Boost Mobile myboostmobile.com +1
Bouygues Telecom mms.bouyguestelecom.fr +33
Cingular cingularme.com +1
Metro PCS mymetropcs.com +1
Nextel messaging.nextel.com +1
Orange websmsmms.orange.fr +33
Powertel ptelnet +1
SFR sfrfr +33
Showing 1 - 10 of 16 items Showing 1 of 2 < | >

3. PUTA TR — ¢

o HBHAMNEZRIMK. HIPKER—IPEE , FEHISARNEIFIZ SRS E A E & ERNEIKHnEE

2]

o HAFERM, WA R Add a Carrier SMS Gateway (RINEER SMS M%) SHEHE,
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Add a Carrier SMS Gateway
Converts email messages passing through the gateway to a pre-defined format, such as an instant message.
Carrier™
Gateway SMTP domain™
Country code™ United States +1 i

Email sending prefix

Cancel

7EE : XenMobile {37 Nexmo SMS jHEfZiS. MMREAKEBMEM NexMo JHEHFBHIK S/ , E VIR Web v i AAIEEIK
ol

BCERITRE :

IN

ZEH  MAZERNER.

X SMTP 35 : B2 \5 SMTP WX REXHIE.
ER[SXAR : £55R+ , BHEERNER/ XA,
B FHRF AR BIER © BIE |, T5E R F IR R RIS,

5. BEHRMBURIMFNEER , BB EBUERNRINFIEER.
B1J32 K0 5 FT I8 KR AR

] PAFE XenMobile ek B R BT EahibiR(E. EMANLIELS PR AEB S EENIEMAER, BOE B AR OIS T =F¢
AREMEEAEEE  Secure Hub, SMTP 8 SMS,

XenMobile A& 1RE &k R EEHHEEKTNE SUBAIMEMR , XenMobile & BahEt XX LEEHIE A REF G AR B K L
Rz,

AR RVTRIER SMTP 3% SMS BEm A AAXEMN , WHREBERAEEHRE. MREEKRERE , YIRINEME
#RAEF , XenMobile 232 REREIEE.,
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1 7£ XenMobile #FHla+ , BEirHl A LANERER. WK EREETH.
2. BAEIEAARAR . SEEPR B RIB AIARAR T

XenMobile Analyze Manage Configure i 3\ admin v
Settings = Notification Templates
Notification Templates
Create notification templates to use in automated actions, enrollment, and standard notification message delivery to users.
(81
Add
Name Channels Type Deletable Manual sending supported v
ActiveSync Gateway Blocked Worx Home ActiveSync Gateway blocked device
Android Download Link SMTF, SMS Android Download Link
APNS cert expiration SMTP APNS Cert Expiration
Certificate renewal Worx Home Certificate is renewed
Enrollment SMTR SM5 Enrollment Notification
Enrollment Confirmation SMTR SM5 Enrollment Confirmation
Enrollment Invitation SMTR SM5 Enrollment Invitation
Enroliment PIN SMTF, 5M5 Enroliment PIN
Failed Samsung KNOX attestation Worx Home Failed Samsung KNOX attestation v
i0S Download Link SMTR SM5 105 Download Link
Showing 1 - 10 of 25 items Showing | 1 | of 3 <2
P DI EIASAR

L BRERM, NREREE(TT SMS WK SMTP fR%E2% , £BR—&KTER SMS # SMTP BAKIEE. ATRLEFIIRD
BAERE SMTP ARS-358 SMS K%,

FARGEFRSENEE SMS B SMTP fRFZHEE , HEEMIEE A LAEMRSFTE. RETERERANEER , TURME
FUBEARAR U , ARECANNINERIE BB ZIARAR

Important
IRIEFRERE SMS 5 SMTP IR 3R E | W IUA/ERIEREB AR UE LB | XA LB S AT R A
BA.

2. Configure these settings:
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e Name: Type a descriptive name for the template.

e Description: Type a description for the template.

e Type:Inthe list, click the notification type. Only supported channels for the selected type appear. Only one APNS Cert
Expiration template is allowed, which is a predefined template. This means you cannot add a new template of this type.

Note: For some template types, the phrase Manual sending supported appears below the type. This means that the
template is available in the Notifications list on the Dashboard and on the Devices page to let you manually send the
notification to users. Manual sending is not available in any template that uses the following macros in the Subject or
Message field on any channel:

o S{outofcompliance.reason(whitelist_blacklist_apps_name)}
o S${outofcompliance.reason(smg_block)}

3. Under Channels, configure the information for each channel to be used with this notification. You can choose any or all
channels. The channels you choose depends on how you want to send notifications:

e |f you choose Secure Hub, only iOS and Android devices receive the notifications, which appear in the device's
notification tray.

e |f you choose SMTP, most users should receive the message because they will have enrolled with their email addresses.

e |f you choose SMS, only users using devices with a SIM card receive the notification.

Secure Hub:

e Activate: Click to enable the notification channel.
e Message: Type the message to be sent to the user. This field is required if you are using Secure Hub.
e Sound File: In the list, click the notification sound the user hears when the notification is received.

SMTP:
e Activate: Click to enable the notification channel.
Important: You are only able to activate the SMTP notification if you have already set up the SMTP server.

e Sender: Type an optional sender for the notification, which can be a name, an email address, or both.

e Recipient: This field contains a pre-built macro for all but Ad-Hoc notifications to ensure that notifications are sent to
the correct SMTP recipient address. Citrix recommends that you do not modify macros in templates. You can also add
recipients (for example, the corporate administrator), in addition to the user by adding their addresses separated by a
semi-colon (;). To send Ad Hoc notifications, you can enter specific recipients on this page, or you can select devices from
the Manage > Devices page and send notifications fromthere. For details, see Devices.

e Subject: Type a descriptive subject for the notification. This field is required.

e Message: Type the message to be sent to the user.

SMS:
e Activate: Click to enable the notification channel.
Important: You are only able to activate the SMS notification if you have already set up the SMS gateway.

e Recipient: This field contains a pre-built macro for all but Ad-Hoc notifications to ensure that notifications are sent to
the correct SMS recipient address. Citrix recommends that you do not modify macros in templates. To send Ad Hoc
notifications, you can enter specific recipients, or you can select devices fromthe Manage > Devices page.
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e Message: Type the message to be sent to the user. This field is required.

5. Click Add. When all channels are correctly configured, they appear in this order on the Notification Templates page:
SMTP, SMS, and Secure Hub. Any channels not correctly configured appear after the correctly configured channels.

eI AR

LR IBAARAR. BEAH B TSR R E , SR A ERE B R RRE TR ZSMIFTERNTE , RBIESEUHR
IEDGEER

2. R TE.

BB SAEAR

AR BREEMREC RMABAAER ; AReMIBRTIE SUBEAEAR .
1 EHIAE B AR .

2. Bk, LUK BRERASTEAE.

2. BB DABIBR I8 SnARAR | B3 ST EGH AR B MR8 FARAR .

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.219



X

Feb 01,2017

XenMobile fR 5523 EIREFREBINRENT IR, HW—HFIISTERBINZERR (IME)/BEEEIRNAR (MEID) ARRKE—i
EXFABEE. BRHREIARTE) XenMobile I=HAT , AIAFENIRMEZRAIHESARESIR, BRREEEXHER
FVEREE | BSRE E& R,

XenMobile & KEE RESIHFMEEUEATEE.

o RE (EAMERREERCHIM , BEILE | Active Sync Gateway BEA] UKL FIERT)

o X (K&HIEARZ MDM, MAM EEFH)

o SRERARMHEMEE , fIMA,E. RETE. BEAGHEE, RERS, LRI BEIUEREDXE. X2 BRI
ABREL

RAEXVEER  FRERE— LN TEE , AR RAGTRERT BRNOHMRE | SERUHET R H2RIERERE.

Last access Inactivity days LV

«" Status
+" Mode
«" User name
Serial number
IMEI/MEID
ActiveSync ID
WiFi MAC address
Bluetooth MAC address
«" Device platform

+" Operating system version
+" Device model
#" Last access
+" Inactivity days
Shareable
Shared status
DEP registered

AUFEFMEE, NREEEXATFIAEE, MERSFHEEE. PITR2RE. MREFREBEMALMIEFEE. &I
BHERERYIBESHE) vt , LEZBEENRE. MEFHSHIHREEN , RMALIEL , XenMobile 27E41
Csv SR FRIX LI SR .

BREHREFAER  FSRUTES

o FENRMEH
MNEEEEXHFSINEE
PATREIRME

@) 50 IR B A
bR

SHiRExR
FIMCHFRE
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http://docs.citrix.com/zh-cn/xenmobile/10-4/provision-devices.html#par_anchortitle_d2df
http://docs.citrix.com/zh-cn/xenmobile/10-4/provision-devices.html#par_anchortitle_bc4
http://docs.citrix.com/zh-cn/xenmobile/10-4/provision-devices.html#par_anchortitle_535c
http://docs.citrix.com/zh-cn/xenmobile/10-4/provision-devices.html#par_anchortitle_90b2
http://docs.citrix.com/zh-cn/xenmobile/10-4/provision-devices.html#par_anchortitle_1d9a
http://docs.citrix.com/zh-cn/xenmobile/10-4/provision-devices.html#par_anchortitle_7262

o WEEEHXMEA
o XERMAFME

FHRIEE
1.7£ XenMobile #FHla , AHEH > ®&. WIREREET@E.
Devices Users Enrollment

Devices show filter

[hd ‘ ) ‘ ) 2
Add Import Export Refresh
Status Mode User name Device platform Operating system version

usluserl@ws net "usl userl” Android 502
(o]O]s] us3user3@sw o net "us3 user3” i0s 8.4.1

2. BTSN, BURPR BORARAINGCE W

XenMobile Analyze Manage Configure £# A admin v
Devices Users Enrollment
Detalls Add Device x
Select Platform e iOs
Android
serial Number®

Cancel m

3. REMTRE :

o RS : 7 i0S 3¢ Android,
o IS BAREFIIS.
e IME/MEID : (7]3% , {U&FT Android %% ) SENIX& M IMEI/MEID {(5E.

4. BRI, WEARRINEIFT BRI E TR NI IRIRHER. SRS |, EREMAMKEE , AREERKKES | Bl
BUERHFWAREFAES.

AR MREFENMREFVNNRIEE | ERRAE BREREIIRN LT ; RATISIRMEATEME | EREgE
INMEFIERAM.
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XenlMobile

Devices Users

Device details

I 1 General
2 Properties
3 Assigned Policies
4 Apps
5 Actions
6 Delivery Groups

7 105 Profiles

Analyze

Enroliment

8 i0S Provisioning Profiles

9 Certificates

10 Connections

Manage Configure

General
Identifiers

Serial Number
IMEI/MEID

ActiveSync ID

WiFi MAC Address
Bluetooth MAC Address

Device Ownership

Security

Strong ID

Full Wipe of Device
Selective Wipe of Device
Lock Device

Device Unlock

administrator ~

T\

Al23

NONE
NONE
NONE
NONE

Corporate

BYOD

QYD7UUSF

No device wipe.

No device selective wipe.
No device lock.

Na device unlock.

SEMTES|HREPORET , FlanF305. ActiveSync ID IR FALERIKEHAMEE. XN TR&EHAN , 5EF AT 5 BYOD,

FATIAES L T RERLBME , BI03% ID, BIERE. BUESLEINFELEMHMES.

6. BMETmSILH T XenMobile RE&HR& B, HIIRERT BTRMEFNERXHTEENETRERE. ZANE
M EREERM , RARNIRTPEE—FMEL. AXRETBRUENARE  F2RATTREE BIELTRAE.

ARV, R BRERN T ZRBMZSIT. BET—%  KRREZIRMRESE , B BREMRNSIRT.

BRSEANBYE  ERBEIEFEIIR LT, A/FRATAMK X, XenMobile ¥IZEIRERZmE .

7. HARREHAEE TN BERENREER.

o EHHECHRRE : BREAECRIEHMIE |, BIECHBMRIEN. FERBBMKIBARIEL, RS DRIEMRIELTR, X

B EXHEBEER.

o WHRERF : B R ENMBERNERR. HREMABMWNAREFHNE. RUENAREFLHR. RK. KEMHEMESR.
o BMF : BORCHERE. HEEMRBMRIENRE. R ENEIZMIRIEL TR,
o YA : BRI, HRMABMZTARE. STEME , RS ANBHRMEERE. EFE—IHEAUEEES

HMER

(VN

BAERUR BE A .

e i0S BLEXMH : B/RE—4i0S BB AHEH , BIEAFR. FE. AR,
o i0S BRMENH : BReWAREREENMHMES , Fl20 VUID, THRMUEZEIEE.
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o iF : BARBHIEH. ETHIERSE RIERERE | FlanZR . RItr. MAE. FIS. THIZATHRISRREK.

o E¥  BRE—NMERRSHRE—MEERES. RESMEENAFE. A8E RS HEAEN_E X S350 UERE].,

e TouchDown ({XfR Android i%%) : B/ bR ESHWIERRIF1_L K A A SMIIERTE), 2485 AR R FRANE
BR1E.

NE&XHISANEE

BRI Az ERBREHERSHFNX M  SZBECHREEEXH. BXRFRGER  FERAFREEEEMH
.

L#ZEEE > &&  ARRGSA. WIPEERSANESEXAXEIE.

Import Provisioning File

File Choose File | No file chosen

Cancel

2 IS, RESHEIESAGLLE,
3 HESN. RERHIIHSARLL.

4. BYREREESR  ERHIET , ARRTEWE. AXRSFHMEETANGEE  BERTFIRIRE,
BUTREHE

A UMNREREPITERENN BREFTLERE, RERERIERME. PE. MBULENR. YAREFTSREAIEN BREFIE
N FAFE A% .

LHEEIE > B EE—RE  RRATRS.
2 RSB , BEETMEFINRAETIRR,
HREOERER S EATIE,
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Security Actions

Device Actions

App Actions

BFITRREFBE. B8 HRSEUHERRRE , BT TER
L2 > ®E  BF—IMTERSE  ARadRe,
2. EREHRAESHEAEF | BEETURIE.

HEE R RMERISHEAE AT B AT Active Directory FRIBRNA PRERSHPRE. NRFE N AR FRETIRIE
2N AR FFBUBERIR RME | SRR PN ATEF LHT S s BIE SRR,

3. W ARAE.

8% & A X BA

BRI DAMNEE WA R E LB, AREMKFHRESR , B RIEA.
1#EE > BERA L , EFRAHAZENN— MRS MEE.

2. @M., WK EREMINEE, WHEATRSIHERCEMN T RS,
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Notification

CMWVVXKX06)6A

Recipients
Templates Ad Haoc v
Channels smTe SMs

SMTP

Sender

Subject

Message

Cancel

3. REMUTRE :

o AR : fEFIFRT , BEBREMEMEKE, TGRS MG MER , EEIEST B BT ERBCE R CA,
Wl EERAREENAR. BIAEN SMTP F1 SMS, #AHEM-FUE RS MEERIBERR.

BN MATERA.

F&A : MRS T,

HE  MAGREERHES.

4. BEIBA.

a5 g

LERERT , EEEHRMO—IREMRE.

2. iR, AR BREASIEAE, B EMbR. HIRETTARUHE.

SHRER

1 IR AR BAESH AT B RN T IRRER.

2. BERF R EFNSHIRA. XenMobile ¥REUTIBEHRERTHEE | IFEHEIHRKN cov U,
3. RGURRN |, ITHERTF cov 30, PUTIHIRAER A ZBUR T FifE MKRLERS. AT DABUHEIRIE.
FapMcA PR %
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AT L7E XenMobile @A T ARFEHRCIEE -

o EETEFHIEMIFEF.
o FEEBMRSIIFEMEET.
o BRI ETHRENRE BRI

EAOERRREINCAATI TASR LA, EREMRSIFEMEREER , W] RERCAAT AR LR
B, MTEFR , EHaTUEZ I XenMobile 16 & P RR & ER-REEERMEN B , RNEAREENREYT , ARk
F#REHKBYOD (RLHE) , KFMPCEE.

XenMobile Analyze Manage Configure # A administrator ~
Devices Users Enrollment
Device details *
1 General Properties

+ Custom Add
2 Properties
3 Assigned Policies + Security information Add
4 Apps - System information Add
5 Actions Corporate Done Cance

Actions Owned by -
& BYOD

6 Delivery Groups uDID 2a5h760d3ceba85ddeff3aa6ef86000b117408dd

7 i0S Profiles
8 105 Provisioning Profiles
9 Certificates

10 Connections

XEE R/

HEZ S ERTOR S FE R AR T BAGSINE & RT3 |, o] AKX L% 31008 5 Fahii A T KR shZ &35k,
XenMobile XFUTF =X FFRELBB AN SAHEFE : Android, i0S 1 Windows,

FIEFIFATHRE S XenMobile B ST WAR A TR
RIS IMEHRERS RS B A LB ELBMZ 2B E2 .. BHAN; BHEEN
EE

o HXRBUATME , BERA T a0 H & BIELTRNE.
o {Ef UTF-8 FHFE,
o FANS () NRMEENMHTHTER. WRENTFRIE—HNEENS , BEARMMITHR () 2HTH L.

Bign , T EH
propertyV;test;1;2
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, VIR T B T
propertyV\;test\;1\;2

o XTIOS&E , WIRMFIIS , FAFFISE I0S WHIMAK,

o MTHMREFE , WINEEFIISE IMEL
e OperatingSystemFamily Fj5%{&% WINDOWS, ANDROID & iOS.

WEBEEXHRE

1050BF3F517301081610065510590391;15244201625379901; WINDOWS;propertyN;propertyV\;test\;1\;2;prop 2

2050BF3F517301081610065510590392;25244201625379902; ANDROID; propertyN; propertyV$*&&ééétest

3050BF3F517301081610065510590393;35244201625379903;i0S;test;

4050BF3F517301081610065510590393;;i0S;test;

;55244201625379903;ANDROID;test .testé;value;

RS TR R — MG, LRREITFE— KBRS T

F%IS : 1050BF3F517301081610065510590391
IMEI : 15244201625379901

BIERGLARS : WINDOWS

B4 : propertyN

JEMEAE : propertyV\itest\;1\;2;prop 2

R BIEARMIE

“EI > RERAPRBELR BREBEREXHNLHRMNE EES
il

AIK B B1F1E? WINDOWS_HAS_AIK_PRESENT I
£

KPS ? GOOGLE_AW_DIRECTORY_SUSPENDED =0
£

BRI RS ACTIVATION_LOCK_BYPASS_CODE I
£
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javascript:void(0)

[wY=)3E05 0T ACTIVATION_LOCK_ENABLED /R
. '
B (BX)
1 (&)
0 (&)
JEB iTunes K = ACTIVE_ITUNES /R
. '
' (AX)
1 (&)
0 (&)
ActiveSync ID EXCHANGE_ACTIVESYNC_ID FE
£
MSP E 418 ActiveSync &% AS_DEVICE_KNOWN_BY_ZMSP /R
. '
B (8X)
1 (True)
0 (False)
EXREHER ADMIN_DISABLED /R
. (=1
B (AX)
1 (&)
0 (&)
Amazon MDM API 7] F AMAZON_MDM /R
. (=1
B (8X)
1 (True)
0 (False)
Android for Work &% 1D GOOGLE_AW_DEVICE_ID X
£
JaAT Android for Work Bk #&: ? GOOGLE_AW_ENABLED_DEVICE &
£
Android for Work Z23& 2554 GOOGLE_AW_INSTALL_TYPE TR
£
1H :
DeviceAdministrator (R& %)
AvengerManagedProfile (L{EfEERE)
https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.228




ManagedProfile (T{ERCE )

BIEIREE ASSET_TAG =y
£
BEIEHRS AUTOUPDATE_STATUS =D
£
A RAM MEMORY_AVAILABLE B
ol ffEfE=a TOTAL_DISK_SPACE £S04
BIOS {58 BIOS_INFO FI5
=S
#1Eit BACKUP_BATTERY_PERCENT B
T E R A MODEM_FIRMWARE_VERSION =
£
FELTPIRZS BATTERY_STATUS =ab s
£
FRIH T, BATTERY_CHARGING /R
. =l
B (AX)
1 (True)
0 (False)
MSP EX1#) Bes &% BES_DEVICE_KNOWN_BY_ZMSP /R
. =l
B (AX)
1 (True)
0 (False)
BES PIN BES_PIN I
£
BES ARS=5E ID ENROLLMENT_AGENT_ID I
=S
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BES AR5 R BES_SERVER o
£

BES AR$-25hRAS BES_VERSION o
£

Bit Locker k& WINDOWS_HAS_BIT_LOCKER_STATUS I
S

WEF MAC it BLUETOOTH_MAC =y
S

EEREsAR ? WINDOWS_HAS_BOOT_DEBUGGING_ENABLED FI5
ES

BEhEIRRBITIFRARA WINDOWS_HAS_BOOT_MGR_REV_LIST_VERSION I
ES

CPU B4R fiF CPU_CLOCK_SPEED £S04

CPU 37y CPU_TYPE T
£

EERIRERA CARRIER_SETTINGS_VERSION =0
£

FHMLKGE GPS_LATITUDE_FROM_CELLULAR el s
£

FHMKLEE GPS_LONGITUDE_FROM_CELLULAR o
£

FHMERA CELLULAR_TECHNOLOGY e

FHL 0L B R R GPS_TIMESTAMP_FROM_CELLULAR =i

Tk B R D 2 GOOGLE_AW_DIRECTORY_CHANGE_PASSWORD_NEXT_LOGIN | %
ES

% Fimik e 1D CLIENT_DEVICE_ID I
ES
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ERRAEEH CLOUD_BACKUP_ENABLED /R
. &
B (BX)
1 (2)
0 (#&)
22 AR T M 2 WINDOWS_HAS_CODE_INTEGRITY_ENABLED o
ES
RIDTEMEASTTIRRA WINDOWS_HAS_CODE_INTGTY_REV_LIST_VERSION F
ES
Bt COLOR =D
ES
AT (A GOOGLE_AW_DIRECTORY_CREATION_TIME FI
ES
LRNEE R ML CURRENT_CARRIER_NETWORK =D
ES
LTS BN E K /XA CURRENT_MCC =R
LRI T ILE R CURRENT_MNC =
£
DEP kB WINDOWS_HAS_DEP_POLICY =0
S
VBRI DATA_ROAMING_ENABLED /R
. {1
B (BX)
1 (&2)
0 (%)
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Device Enrollment Program jEfft H A DEVICE_ASSIGNED_DATE HHA
WL DEVICE_TYPE =D
ES
RETS MODEL_ID =D
ES
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£
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AT PLSIE E KM i0S %% , RANEREHERE L BIR—&KIBEMNBRIESIE, 1517 i0S 7 RE SRAKIR &35 Thee.

WIRAE XenMobile I A RIEITILRIEREA true , ABEEIHEMEIE SHASERE LR, WS, AP UaFahiERs
L ERE TR,

1. 7£ XenMobile IFHIAF , BHER > ®E., WK E MESTTA.

Devices Users Enrollment

Devices show filter

(b ‘ ) ‘ ) | 2
Add Import Export Refresh
Status Mode User name Device platform Operating system version

usluserl@ws net "usl userl” Android 502
(o]O]s] us3user3@sw o net "us3 user3” i0s 8.4.1

2. EFRYER 0S B,
WP EMEEFNNREAEN |, TR AREIIR LT ER. JUAESIRPHENTRE LIRS IRMA N B RIERS

XenMobile Analyze Manage Configure # % administrator +

Devices Users Enrollment
Devices showfilter Search Q
(5 | < ® [ % I -] I I | &) I e | &
Add Edit Deploy Secure Notify Delete Import Export Refresh
Status Mode User name ActiveSync ID Device platform | Operating system version Device model Last access  Inactivity days |«
4] ka@ewwuy SEC14F1C873A5214 Android 4.4.4 GT-19305 08/17/2016 0 day
ot g v 07:40:34 am
Aar’
E EElce net  S7NNSB1R3H38973954LCTSEQLC i0s 932 iPhone 08/17/2016 0 day
" APt 04:48:29 am
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XenMobile Analyze Manage Configure # %, administrator

Devices Users Enroliment
Devices showfilter Search Q
B, 9 e
Add Import Export Refresh
Status Mode User name ActiveSync ID Device platform | Operating system version Device model Lastaccess | Inactivity days s

45 ka@ew SEC14F1C873A5214 {b Android 4.4.4 GT-19305 08/17/2016 0 day

P gt " W vt 07:40:34 am
[T

EE B net  S7NNSBIR3IH38873954LCTS6QLC 105 &
"l ] | = | L] | -] I o

Edit Deploy Secure Notify Delete

XME Device Managed

Delivery Groups 2

Policies 5 ‘

Actions 2

Apps 15 ‘

Show more >

3RS |, ERE, WK BRRERIEXTEE,

Security Actions
Device Actions
& a8 o @
| Revoke Lock | Unlock | selective Wipe
(4 @ 9 a6t
| Full Wipe | Enable Tracking | Locate [ Request AirPlay
Mirroring

4. BERGE, MWK B RRSBIEMIASHAIE,
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Security Actions

Are you sure you want to lock this device?

Message

Phone

Gancel

5. (AIE) |NKBRERESFRE _LKEEMAEESH,

X$FIE1T I0S 7 RESIRAK iPad: i0S K E KM iPad FHHMNZIEIEHEFBRTRANNRG. WTHETI0S 7 RESRA
f Iphone : MRKIHEFEET , FHRHEABEIESH , Apple BAEREHFAA LB RHE TFMHFHEE".

6. EBIERE.
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XenMobile BahA IR

Nov 29, 2016

BERIEFZ XenMobile PEREETS. BashAINAEHR RS, BAaTRUE RIS HE P& Active
Directory 20 MRS , THH#WA XenMobile FRFZ-ZFJANVEMEE. BFUAFAEEKLHR (UPN) ISXMAH B F%E |, 61
20 , user@mycompany.com, JBd XenMobile BENEILIRS , AFHE Citrix BARSHFHF BRI A SIE MR B ZNICR.

Eijjla) XenMobile BENAINBRS: , & SANZ https://xenmobiletools.citrix.com , 4R j5 85 Request Auto Discovery (EiEH
HARIM) .

cirry

. pe
XenMobile | Management Tools XenMobile

agement Tools

What do you want to do?

Analyze and Request Auto Request push Enable APNs-based
Troubleshoot my Discovery notification push notifications
XenMobile certificate for WorxMail for
environment signature i0S

Upload APNs Certificate

Enable push notifications
by uploading APNs

XenMobile Analyzer Auto Discovery Service Create APNs Certificate

Follow steps to identify Request and Configure Submit a request to Citrix
and triage potential issues Auto Discovery for your 1o sign an APNS certificate,

with your deployment. domain's XenMobile which you then submit to certificate from Apple.

Server. Apple.

R BaAI

1. 7£“AutoDiscovery Senice” (Bai&AIRS) WAL , FE4FH—1M%, #i Add Domain (FRNiE) .
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XenMobile | ManagementTools

ADS List

+ Add Domain

Domain Status Last Verification Attempt

Contact Citrix Support

2. EFTFHISTIEIES |, i\ XenMobile FNERBS 4 |, SA/a8 T Next (T—) .

Enter a domain you want to claim

Domain Name

‘ cloud com|

Cancel Next

3. T —RR I ESRIES B C AEAE K.

a. E%I7E XenMobile Tools | M52 4EH DNS £,
b. FEFLEIRMFEF) PSS BT |, FEERAIE ST N KBS A3 — £ DNS TXT 183k,
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ZOIE DNS TXT igxR , FREREAE LB 2 FRMASEHISITERMAREF T AWML, FBEEE ] Mg | 7T
YRR RS AT RURAINBE X TXT ik, BRI T AMAAE/R Al domain.com BIFEET ] A0 DNS TXT
%8B.

C. #5014 DNS TXT iERF AR S IR FLERIBL IR F2HCR.
d. IR [8] XenMobile Tools [/ , Bad“Done” (5E%) , B3I DNS &,

AREBRIMRM DNS TXT B3R, & , vJRAsEH 'l update later” (FREAELUREH) | CFHHRTF. DNS RELERE
EFE“Waiting” (%1F) 1ERFH#ATDNS Check” (DNS KE) /A B,

G BRI E KA —/ N, (ERK TR KN EARERERN., B4, ErRRE ST IPHERRINERRS
TE.

Verify your domain

Before you claim this domain name, we must verify that you are the
owner of this domain. Please add the DNS token atyour domain
registrar to start with verification process within 7 days

1. Copy the DNS token as below
Citrixmobile ads otp=01n856bispaigsw4iemiit

2 Create a DNS TXT record in the zone file for your domain.
3. Paste Domain Token in your DNS TXT record.
4. Next, click 'Start DNS Check’ button below then the system will start

detecting your DNS TXT record.

Il update later Done, start DNS check

4. FIEMIRE | AT ABSEAIRSER. AREATENHPEENAIMRICTK , A% T Add ADS (RN
ADS) .

MRERMBEFBIRINCR , FBEL Citrix BASZIFFCR — M ROIURIEFTEEBHAEE.
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XenMobile | management Tools ;(e“:]Mobile

ADS List
Domain Status Last Verification Attempt
cloud.com Jun 15 2016 3:20 PM

Contact Citrix Support

5. #i \ XenMobile Server FQDN (XenMobile f%-25 FQDN) . NetScaler Gateway FQDN £ Instance Name (345
BFR) , REHE Next (T—2) . WAHE , BRMBGALS]zdm”,

¥ i
XenMobile | Management Tools ‘):(;:]Moblle

XenMobile ADS Information

lobile Info XenMobile Server FQDN
2. WorxHome Info

. NetScaler Gateway FQDN ()
3. Preview & Save cloud.co

Instance Name @

Contact Citrix Support

EFENRESET |, S Worx Home IRFEFRA Secure Hub,

6.5\ Secure Hub (IATEE |, A58 Next (T—25) .

a.User ID Type (F3/° ID 28Y) : W42 A Fasgi{E B 1D 248Y | B E-mail address (B8 FHB{dt) 8% UPN,
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AP UPN (RPEEREFR) SHEFHMFEIEAERENEER UPN, XPIF A AR E A ARSI R S 25310
ik, {#F E-mail address (F-FHRiESIL) B , ARG ERA A AER 2 MES | 8 UPNE | REIGEK
ArmARER,

b.HTTPS Port (HTTPS ¥%[) : i AMRTEE HTTPS jial Secure Hub i, @ A0 443,
c.i0S Enrollment Port (iOS JEMl4O) : #AJEM iOS B FBT/(a) Secure Hub flisR. 8% ki 8443,

d. Required Trusted CA for XenMobile (XenMobile FiSEHIAI{E CA) : TEREREEA{SIERA BB
XenMobile, FEIEIRAA OFF (k) 3 ON (FF) . Y4aidtik LECERTHIEEANED. MREFRANIEE , F
EIFM Citrix BASSF  EHEREEHAIL. BT7THRSIEBEESXMFMEE , 1§25 XenMobile I 72 53044
B Secure Hub F EUFBEEB XNH . BT HREFEBECEERMEMNIENBXNES |, ES5 XenMobile
Port Requirements for ADS Connectivity (ADS &E$# XenMobile sgAEK) BRI HFE.

] n
XenMobile | ManagementTools ;(é:MobiIe

WorxHome ADS Information

1. XenMobile Info User ID Type

E-mail address

HTTPS Port @

3. Preview & Save

iOs Enroliment Port

Required Trusted CA for XenMabile

Contact Citrix Support

AN RESET |, EiEE Worx Home IRFEFRA Secure Hub,

7 MEREAK B REE LRSRHHANTEES. BRIEXBIERAER , AREERE.
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. I
XenMobile |  ManagementTools XenMobile

Preview ADS Information

1. XenMobile Info . .
Domain Information

2. WorxHome Info
Domain Name

XenMobile Information

XenMobile Server FQDN
NetScaler Gateway FQDN @
Instance Name &

WorxHome Information

User ID Type
EMAIL
HTTPS Port &

i0S Enrollment Port &

Required Trusted CA for XenMobile

£ EEMRESET , EiEE Worx Home BIZEFRA Secure Hub,

SISyl

BN A EAFREMSFE. BT UE A ML 4 F0 Active Directory BREEM B OIS , THEHHA
XenMobile f % 2SHVEMEE. FAFPURAFPEERLFR (UPN) &I AFERA 4 |, 20 , user@mycompany.com,

EERBEshEIL , TTRARBESAIARS ]~ https://xenmobiletools.citrix.com,

FEBRAJLFMERT , BAIBEREIXR Citrix SASIFUEREsRI. Akt , FTRURIRTEMDSE | FEEEESH Citrix
FASIFHBA , 2nRAEA Windows &4 , NI SSLAEFEH Citrix HAZHFHERA. Citrix WEIER R , SEAAERR
&0, IREUBEEITRE RS FIAR S 25k,  BLEEREBFE XenMobile BUREEF , DME R A MBS B U RIFIERER

1L RTTEFEREHNEIMRS T/ (MK https)//xenmobiletools.citrix.com) BRBAI , W Citrix SHF1 3 TH—
MEARZTIFERF) , RERHEUTEER

BE A PER TR R,

XenMobile fR %25 £ RE TS (FQDN),

XenMobile KB FR. BRABRT , KBILFA zdm HXHKNE,

/1D 28 aTRAE UPN SRR FHRE. BUATELLT , 288058 UPN,

T i0S iHMHRO (ZNREXR T ZHAMRO S 8443)

XenMobile fR %525 BT HiEsniE g0 (ANRER T RAIROS 443)
(7]3%) XenMobile &1 G FHBEF L,

2 ABATRIEM Windows 84 , BT FHAE -
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o E#KER enterpriseenrollment.mycompany.com /A& & JEBACAT SSLUEP , HF mycompany.com 2824 B REE
fF R PRI, ETERRVERPI L pfx A& SSLUER R HER,

o FE/H) DNS FRAIZ—£LATEEFR (CNAME) 18R |, 354 SSLAEBRHtE (enterpriseenrollment.mycompany.com) BEFZI
autodisc.zc.zenprise.com, Windows %% B A F UPN JEMET |, f& T 3243t XenMobile fRE- 25V ERSE4 , Citrix 7M1 AR
KB FESR & M XenMobile R 28ER— N EHOED.

LEEFRESINES (ANER) ARME Citrix fRFAR0F , EHRRARIFROIEER. i, B ERas R GER.
EE  MRBERZMEITIEM , R MERZIHED. ZIFEPYAFTEM

e SubjectDN , B& ATHEEFARSMITIZA CN (120 enterpriseenroliment.mycompanyl.com) .
o EATHRIBAIMEY SAN (140 enterpriseenrollment.mycompany2.com, enterpriseenrollment.mycompany3.com%) .
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KT BEHITFEEIR A FiRE |, E7E XenMobile FhiEAHX LR L. XenMobile B Figik L3 A RS L | IR AW
B, ME¥%E XenMobile A FECESCHF. #HE Tk, £ AFE XenMobile 5] 8@ PITREEIE(ES. AN K.
EPEN AR, MiREHEESIELULSIE. BSMENE LB EHRE.

FE  RSERVE APNS IEBAREEA I0S REMF. AXRFEMMEE  BSMIES,
BRI EEHRELR , FHEEHE > ERRE. FXFRESR  BERACFR AL MRS,

Android 1% %

1. 7£ Android %% %% Google Play &A@ JE , F#K Citrix Secure Hub W 72T , SRR FAFEFF.

2. WV RARRFN , BET—8% , ARk,

3. Secure Hub R 5T |, BRIRFTFF.

4. WNMENE | anZAZRM) XenMobile fRF-282 7. B AERLHR (UPN) SEEFREFH L , RFRET—5

5. 1£ Activate device administrator (BiEREEIER) BE L , BRIRME.

6. MIARATES , RERIRER.

7. RGATREESKIEAIRE Citrix PIN (IXHURT XenMobile (ECEAI) , AI{EAERESR Secure Hub FHE A3 #F XenMobile
BN FBF2F |, 40 Secure Mail, Secure Web, ShareFile , &, FEE# A\ Citrix PIN Bk, 1EAIE Citrix PIN BRE L | i \—
™ PIN,

8. EHMIA PIN, HAFSFTH Secure Hub, XBFRIA[j5[A] XenMobile Store k& F AT AL 4E Android R & LRIV T2
Fr.

9. MRELEEM S XenMobile BLE him A PR & BIEXEN AR |, BENLRMUMIREN BREFREE., A, B4
XenMobile FELEHFRIBE N AEEE. BivkE , RRNARERF.

BUHEMAEFEM Android &%

FFRTRAM Secure Hub INERBGHEM . FABE AT IFEBUREMNE , &&N7E XenMobile =6 SR &BRHPEB/R. EBE
TOEERRZ EPITEMIRIE, FRERERZRE , LA RS SR,

1. 348 AFTIF Secure Hub iz FAFEFF.

2 IR ERA N FHIE R FAREM , PATRATHRME -

EFHL

a. NBRAMREI TR E T,

b RIARIRE . Wk FIRERIK .

AR L

a. Bi%A LA M B S5 TS

b. AR ITE IR, WK AR .

3.RREHAEM. BER—FKEE  REWAREEERENECHERE.
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4. 52 4%5E .
BRNR G BB .
5.5 RS R BAE IR .

. A Y

i0S & &

1. \i& % _E 4 Apple iTunes App Store T2k Secure Hub I fRFEFF , SRBTEIR& L REXN FAFEFF.
2.7 I0S &&FFH_L , #2I% Secure Hub i FFEFF.

3. Secure Hub I FAFEFFATHFRY | MY AT STIF A SR (K AR 5528 3tk

(BRI RER ARG , BABURT XenMobile HIBCEA . )

Mo Service =

citrix:
Secure Hub

Please enter the credentials
provided by your organization.

mdm. . o]

123 @ : / .com Next

4. RGNS |, AR A MERLEK PIN, BAET—5.
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No Service =

citrRx:

Secure Hub

Please enter the credentials
provided by your organization.

5. RGNS | R , Bl ARFEREHRRI I ABKEE.
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No Service =

ciTRIX
Secure Hub

Please enter the credentials
provided by your organization.

Enroll Your iPhone

Enrolling secures your iPhone and your work
apps. Do you want to enroll your device?

Yes, Enroll
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No Service =

citrRx:

Secure Hub

Please enter the credentials
provided by your organization.

xenmobileuser

(LA L L LR L 9

123 space Next

6. BRIREIE | &I Citrix Profile Service,

se000 etisalat 4G 3:27 PM 22% 0

Cancel Install Profile Install

XenMobile Profile Service
¥enMobile

Signedby *= ' ‘.com
Verified +*

Description  Install this profile to enroll your i0S device with
XenMobile
Contains Device Enrollment Challenge

More Details
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7. 2 1R{=51E.

Remote Management

Do you trust this profile’s source to
enroll your iPhone inte remote
management?

Cancel

8. BIATIT , ARRMAEHER.
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Open this page in “Secure
Hub"?

Cancel Open
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No Service =

citrRx:

Secure Hub

Please enter the credentials
provided by your organization.

xenmobileuser

123 space Next

Mac OS X #1 macOS X%

AJPAZE XenMobile F7E{X MDM #X T EHHET OS X 8k macOS | Mac %%, Mac BFEENERE T .
EF Mac &%, XenMobile £ R EEHITULTIRE -

1. (Fi%k) 7£ XenMobile #FHIAFIEM Mac RERME., ARXREREINVFHES  FSREERME. BTHIUS Mac ®&&
BB &R , B2 XenMobile &% (J&F5)

2. [ A PRI | https://:8443/zdm/macos/otae

e serverFQDN 21z1T XenMobile RS 25 TT2 IR E IS4 (FQDN),
o iz 8443 A AT LKA, MREEEHMRO |, EFRRisO Rk 8443,
o zdm 2 RFFFLEIEFERANBASHEI B, MREEE T HSBI2FR , EXCAERXAFI B FR.

WA AFERFEMERERREHER. ARFAER BRSNS

3. AAHRIERERIES. MREA IOS M macOs BLE T AREEN SSLIERMARGENBRFERIES , BAERIRE
EBRR, BRIEBRFREE , BSREIED.
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4. EEEMN Mac&& £, BAER Safari yilalE .

AR MRAATUERG I , N RUBERINE T RICRAEE | & AEARR .
5. B0AENT , AR BRI LB RIRIR.

a. i P& XenMobile 1RUEF.

xmsi1B0.ctx.local

Favorites | KenMobile MacOS Over-the-Air Erroliment

Welcome to the XenMobile MacOS Over-the-Air Enroliment portal
Before you proceed, it is strongly recommended that you install the XenMobile root certificate; otherwise, enroliment may fail.
To enroll your device, please sign in.

XenMobile root certificate Q:J

Sign in

b. Fi AT AR AT,

@ System Preferences Edit View Window Help

Profiles she.k
A Install “XenMobile CA"?
w This device profile will configure your Mac for the following: 2 Certificates.
-
Show Profile Cancel Cont{mue

FEE : &k XenMobile % 25HI4R CAEPH E AR ES XenMobile Z BIK—ANI{5IB{5181E.
c AraERE , T XenMobile BLEX .
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@ System Preferences Edit View Window Help

@ Profiles

Are you sure you want to install profile "XenMobile CA"?

This profie’s authorship cannot be verified. Once installed, “Root Certificate Authority” and “CTX-
CA-CA® will be trusted on this Mac.

Show Details Cancel Install

- — -

No profiles installed

d RGRRE , A PRARSEER TR,

‘ 7 Profiles wants to make changes. Type your

I I password to allow this.

Username: N
Password: ooo--oo4

concel R

e. WRHRIEMIN IR XenMobile IER/FERCEH T BIR. BAXPLFREUSRESIITIRE M.
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@& System Preferences Edit View Window Help

® < T Profiles
De Brof
e = XenMobiIel QA
XenMobile Verified
2 settings
Description XenMobile Authorities

1stalied 1?-““-2013, 11-58 AM

Settings Certificate

Certificate

DETAILS

Certificates (2)

Description XenMobile Digital Signing Intermediate
A thar it 80N
+ —
6.4 macOS Fe&EMI I~ , A /8E Signin (BR) .
*ms180.ctelocal (v
m iy mumm

Welcome to the XenMobile MacOS Over-the-Air Enroliment portal

Before you proceed, It is strongly recommended that you install the XenMobile root certificate; otherwise, enroliment may fail.
To enroll your device, please sign in.

XenMobile root certificate

Sign in

7. B8\ XenMobile &1E GATACE M UPN 2k sSAMAccountName R A &R , SA/a8E Sign-in (B%) .
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MacOS Over-the-Air
Enroliment Logon

Username

Password

k

7FE : XenMobile {§ ] Active Directory 3&UEFR FEKARBKAEEIRE. EIEF 45T Active Directory #HTIIE.

8. WMREFHETN , N E IR XenMobile Profile Service &[0. FBAHEHEERE |, ¥ XenMobile Profile Service, %3 XenMobile
Profile Service ¥4 7 XenMobile &1f FInf2EIE Mac &%,
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& System Preferences Edit View Window Help
@ Profiles

Install “XenMobile Profile Service™?
This profile will configure your Mac for the following: Device enroliment.

Show Profile Cancel install

L]

v P metanes 1/-AUg-ZUTD, TIID0 AM p—

Settings Caertificate

Certificate
DETAILS
Certificates (2)
Description XenMobile SSL Intermediate Authority
#0

9. BRI MDM FCEX % , AN AEAEL , AR diik,

® System Preferences Edit View Window Help

Profiles

Install “MDM Configuration”?

This profie will configure your Mac for the following: 2 Certificates, Mobile Device Management,
and SCEP Enroliment Request.

Show Profile Cancel Continue

L]

10. AR , A PRAREERER.
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\ 7 Profiles wants to make changes. Type your

| I password to allow this.

Username: D

Password: | eeesssed

concel (R

11 fZh%H MDM RCEX G , ¥ B/R'MDM RE"F#&.

& System Preferences Edit View Window Help
L < 152 Profiles Y —

Device Profiles

e MDM Configuration

. Configuration .

ﬁ : XenMobile Verified

| | 4 settings |
XenMobile CA X "

z 2 settings Description MDM Configuration

Signed Devices Certificate Authority
Installed 17-“9'2018, 12:07 PM
Settings Certificate

Mobile Device Management
SCEP Enroliment Request

Certificate

DETAILS

12. Mac & &IAERAE XenMobile =45 G #0 & & ER R B7R. ARV AR EIEB TR E—HE M XenMobile EH Mac i&
.
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Devices

Status Mode User name Device platform Operating system version Device model
ofOfas)< —] Android 601 lexus &F
oJofs]< e 2 3
EEEB o s A ( SM-GOOOH
ofo]a]x<! ak@ctx loca 05X 10.116 MacBook A

Windows 1% %

] PAZE XenMobile FFMHEITIAT Windows ##E RS HIR % -

e Windows 8.1 #1 Windows 10
e Windows Phone 8.1 0 10

Windows #1 Windows Phone fi A E#:E T HIRZ M.

WIRAF PR E B RIUR Windows 3UBRS , ZAE/SFAXT Windows &1 Windows Phone &4 #9%IE,

SN =7
YA SN

SSLAF2HEBAAR A FED , A 88EM Windows %%, R LT B4 SSLIFEH |, iEPE LK.

HEREBAIE R TiEM Windows &%

] iEftiz1T Windows RT 8.1, PAK 32 fi#1 64 kR4S Windows 8.1 Pro #1 Windows 8.1 Enterprise BA & Windows 10
FR%. ZEAX Windows IRFEHEE |, Citrix BIEECE B3 &AIAM Windows ZIMRS . BXFEMEE , ESHE
XenMobile 2 3 B sh AT F I

1EEE L, TREIFFREMAE T AR Windows B, MM Windows 8 F+2&Z Windows 8.1 FHERIEE , R ARNELBESh
BAAFBEYBREN.

2. ERRIRASR AT | BIRRE" , RRPITRATHRE

o XF Windows 81 , WERIR“PCIRE"> ML "> TEX",
o XJF Windows 10 , iEHIZ MK 7> i8] TSR ERSAR > RS TR A EAR,

3.HINEAT BB FHME I | RERERITIRREIE (£ Windows 8.1 ) ik (78 Windows 10 F) . EjEf kA B
P BATE B A AT R ARl (5120 , foo@mydomaincom) . 3 A& Bkid 240 Microsoft fRE , BIE
it Windows EHINE R & EIEPIT ; EIEERBIRS ITEEF |, MASEAMA A RKBENA A2 NES, #EN4E31A
I XenMobile g% 25 FFaiEMHIFE.

4. NS, RS FAERNER | Ak A MZE XenMobile 1 FZEK—EBS .
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5.%F Windows 8.1 , WEEAF IT EIR SR BN MRS SHEIES |, EICREREACHRE , RREERITH. X T
Windows 10 , iE#EERSARIEAET |, IEBEEEREBC MRS , RERIRER.
FEAREREBSHRIER FiEM Windows &%

ATAEARE B RIAE L FiEM Windows 8%, B2 , Citrix BIEREE3hAHL. BATEAREBNAIMMIER FHT
EMESBIBEERI TR URLETERRA 80 , Fit , IAZRATASBEMREME. Citrx ZINEENHIMRZIE SR
P E R {E R,

1L7ERE L, HREBFREFRA A AN Windows . HAEEEM Windows 8 FH&E| Windows 8.1 FFRIEE , K AAREBEsh
BARFATE ] BRER.

2. FERIRIRASR AT | RIRRE |, ARPITRATHRME

o HF Windows 8.1 , 4% PCRE > Wik > T,
o XIF Windows 10 , E44RIK > > Vrial TAERAEER > S| THRTER,

3. By N\ MVFR TRt

4.7£ Windows 10 t , tNRABECEBFNARI , WEER—MER , EATUFEAA MRS SFHAEE | nP9R 5 FATR. £
Windows 8.1 Lk , 2nR Bsi&MRF2Hbx BN SRR | IFRIRDAKILER.

5. FE AR 55 23t B

o XfF Windows 8.1 , AL TN RS 25H1bE : https://serverfqdn:8443/serverinstance/Discovery.svc, fIRAFRE
SR SSLIEERIG AN E 8443 , 15 AMEN Ain M-S E it K 8443,

o X+F Windows 10 , 3&{F FItHtE : https://beta.managedm.com:8443/zdm/wpe, HNRBTRESHIIE SSL EHERHEO
AR 8443, B{E AN AIGH SEBRIHIIE K 8443,

6. ¥ NI RS,
7.%F Windows 8.1 , E7EFWF IT B RAR AN MRS SNEET |, IEAEEEREBCHRE , ARRIKITH. ST
Windows 10 , IR RFKIEET , IEALFAEAEACHRE  ReRRER.

7 Windows Phone &%

F1£ XenMobile 7E 4 Windows Phone %% , P EE{# BH Active Directory B NEMLE B FAREHBHEFAN 2D, AR KR
BE3IAI , APEEE XenMobile JREZ2ZHIRS2S Web Hitik, 4KJ5 , I 1EER B S EERE _ ETREM.

AE  RETRET Windows Phone MV BB ESZEN BFERF , NERAEMET , EHEREESRES 0K (AF
KL Secure Hub, IEBARFEXIFHENFAER Windows Phone FHfEFF) .

1. 7£ Windows Phone IF R&E | , RIRIKEEFF.

o XfF Windows 10 Phone , 52K P > Vhla) LYEAfakFR > EHE TR EFR |, SRRk P > TEAROARAR
> Fh& &SI,

e YT Windows Phone 8.1 , &2k PC % E > M > TEX , R/GHRIRAMIK S,

2. ETFT—REL , i \BFHMEIEFNERD | SRERIRER.

MRMBEET BAIN , e /NS RFAEREERSEENETT. HEPIITHIR 8.

MRFHMNBEEBNRI , FREDIT T —H. BIEMAFA S, AT EWEE A FERR TR (5]
 , foo@mydomain.com) . XHEAVFELEIE XK Microsoft fRE ; FEIEFLEERIIRS XHEET | MIASAHA PRI A
FEMERD,
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3.ET—REL , M XenMobile fR% 2549 Web Hutit , 6120 https://<itAS>/<KBI&#r>/wpe. 5l
0 , https://mycompany.mdmcoms8443/zdm/wpe., FE : i[OS WEN RIS |, (BN ZSESHT i0S TS s
H4EmE.

4. NRET A FEZNSHTEHIIE |, FRAR PN, ARRIRER.
5. RBIFLRERAEENFE  AERERTERAEERIEBERN. WRMEHFUE , BixdE, BN, BIRHUH.

6. 7£ Windows Phone 8.1 £ , A INBK = , ATRUESE Install company app (&R AFERF) . REHERDREMWY
FRJE | EEPEGER | RERIRTAR. MREBUBEFHIER , KFEEHIEMEE AR Company App Store,

7.7 Windows Phone 8.1 k , ZEEHMIKFARE L |, BTk,

8. ERHNEREIE — RS 2% | BRI B ESR. MRERIEEFEEZTRS S , XenMobile =X EHiEH. XenMobile
L8 3 EMESL 5 IOERRRE , AARERRECA 2 /N, ST RS 23T A Windows WNS 4&5{ES-a)fE & st &%
R, FMTRUE , Secure Hub ¥ EFAEM. TETBEAER~N. NTENHARFRERIR Secure Hub,

RIXTEMEE

7£ XenMobile #EHI&= , TTRAE i0S 3% Android #&& BB P AR EMEE. 0T RAM i0S, Android 2t Windows &I A P&
BRI,

1.7£ XenMobile #=HI 57 , BEEW > FEit. P ERERRE.

Enrollment

Enrollment Q

Enrollment status User Type Mode PIN Token Valid until Create time ~

No results found

2. BIERM., BEBR—ARE , KPS T iEHhEm.

Enrollment
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o REAFSEREEMBE , FRERIBE , AR, FSRALEE T BRECELRERDER.
o ZIET SMTP 8k SMS 6 —RIMHE NRE I M IR | ERTARIIRGEE A5 , B RAXRGEERT fRECE
BERDSIEK.

RIXEH
1 BAHARIEE. TR BoRIEEE R R,

XenMobile Analyze Manage Configure £ A admin v~
Devices Users Enrollment
Add Invitation Enrollment Invitation x
b 1 Enroliment Invitation Select aplatform® | selecta platform -
Device ownership select an ownership type =
Recipient™® Select a recipient type <

2REMTRE

o EFFE : 3K+ , H i0S =k Android,
o XEMAM : EFFRF , BEARIHAT.
o WHEA : EFIRF , BTN,

RIBEEENORGA , CREDRZRENEZRE. WTRFARE , FER0APZLINES ; M THRE , E2REmER
RIEMEE,

8 i PR EEGE
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XenMaobile Analyze Manage Configure
Devices Users Enroliment

Add Invitation Enrollment Invitation

1 Enroliment Invitation Select a platform*
Device ownership
Recipient™®
User name™
Device info
Phone number
Carrier
Enrollment mode*
Template for agent download

Template for enrollment URL

Template for enrollment
confirmation

Expire after
Maximum Attempts

Send invitation

i0s

Corporate

User

Serial humber

NONE

User name + Password

Select a template

Select a template

Select a template

Never

0

OFF

- AN

admin ~

LECEUTRHARE :

https://docs.citrix.com

RArg  BARFE. BRYmtErait il Fak Active Directory i FF7ET XenMobile %525+ . 21RAFEAMA
P, MARARERFRBRFEMEBMMER XA B, RAFE Active Directory RIS |, BHHIRECE LDAP,
BEER  £5)RF , BHEFFS. UDID 3k IMEIL, EFEMERSG , $EBER—IFE , o] AR AN R & HIAE NV {E.

FESHD : ATk , AR ARRIESR,

EER PR | A R SRR EET.

AMHER : EFIRT , AEFERFAXAREMER, AEAAFSE + B, 7 REmaE

o SREM

#3E URL

#%3& URL + PIN
5 URL + 278G
XE A RIE
A% + PIN

R ERAE PIN MEMMERE |, KB RIEM PIN BARTE , ZRTATEEAL oM PIN.

R TEAER : E3)RTP , ATATEEERRIR, SHOERERRETFEIE., fian , 2R%ER 0S FE& , BEBR

iOS Download Link (iOS TF#45iE) %M.
M URL #54R : 7£505k+ |, SadiEihEss.
FMRAERR : E3IRF , BEEMIA.
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o SLERIEEH : b BAREEMMEANRE , ATiELERNE NG, FXEEEMERFERER | FSRICE

B,
o RAEWAH : WFEBRAREEMERNRE , BT EHEMERAENR R, AXRLETMEXFERER 5
PR E MR,

o RIXEGF : ERIFLAIEDAIXETE | SRR (UK BRI M TUE_EaaRAg .
2. NREBRAREEE  EHREREERE ; BN  EHRERE. EEKERIEEMTE _ ERFRET.

EHRE M EE
XenMabile Analyze Manage Configure # N admin v
Devices Users Enroliment

Add Invitation Enroliment Invitation x

b 1 Enroliment Invitation Select a platform™ | i0S -

Device ownership Corporate -

Recipient™® Group M

Domain* Select a domain =

Group™ Select 2 group -

Enrollment mode* User name + Password =

Template for agent download Select a template =

Template for enrollment URL Select a template s

Template for enrollment Select a template W

confirmation

Expire after Never

Maximum Attempts 0

Send invitation I

LECEMTERE :

o I3 : fEFFRF , AEENPIEEFARIEL.

o 4 : 7EPIKRT , AH BRI BIBWA.

o AMMER : 13k TF , REFLATHAFXANEMAIE. ABNAFS + B, ] AEREE
o SR

#iE URL

#3E URL + PIN

5 URL + A

WESHEIE

% + PIN

AR EEAE PIN FEHERXE , 2 BREM PIN #ARFEL | &RTAFEAL S E 7R PIN.
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R TEAER : 23RS |, 2HEATEMEEHIER. SHERREFRETFELI, Fign , nREHF i0S ¥4 , ¥ER
iOS Download Link (iOS TF#5EE) 15,

JEM URL #84R : 7£5RF |, pdEfEes.

FEMMIAERR : 725)RF |, BEEMRA.

R AR - WFEAEREFMERARE , BTHEREMEHAeS R, BXEEEMEXAFERGEE | FSRIE M
1=,

BRAEEIH | W FBRAEREEMESERNRE , BT R RAERNERR. BXREEFMEKIFIER | B
FERCE I E,

REEE | EEFRSIRIR R EE |, sk EX (S ERMEEMR R _ LR F.

2. MNREBRAREEE  EHREREERE ; BN FHRERE. EEKERIEEMTE _ ERFRET.

Iy
RRTAREHE
XenMobile Analyze Manage Configure # %\  admin v
Devices Users Enrollment
i Send Installation Link x
Send Link
b 1 Details Recipients* Email * Phone number* % Add
Channels &
= SMTP
Sender (@)
Subject Enroll Your Device ®
Message Enroll your device to gain access to company email and intranet. For @
instructions visit: 5{zdmserverhostPath}/enrol
0 sms
Message Download XenMobile Agent: ${zdmserverhostPath}/enroll ®

BAUBEREREEBMRSFLEEBE (SMTP B SMS) |, FREAX MR, BXRFEMER 53 H B4,

LEENTERE :
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o WHA : TEERMAGE NN | FAT RN FHPITATHRME -
o FEFHBM - BRAU AR FRME L. HFECAATER.
o MESHD : AWM ANRESH, FBAMNATE.
o HIL{RTF.

HE  ERBRIAWGAN | ERRAARFEAZISIRNIT L , AT AWNNLIRAEEAR. PR B REASHEE.
BAaBERUARERS IR |, SRAEBUEARE ISR,

RRENAVGAN | BERAAREEESHIIRNIT LR , ARRATANKLERN. E3JIR , AR TREUREE
HFIER , REEBUHRIFSIRAEY.

o B : EHEATAXIMEKFRAIBEE, FTRUBT SMTP 5 SMS Z3X 8%, EEMBRFFNRERH LAERS FHRE
Ja, FRERUEXLIEE. AREMER  BFEM B,
e SMTP : BCEMTANERE., MRNEZXLEFTETRANEARNE , BERAMETAEENBIERTIEEMIOAE :
o RFA. BAFERMA.
o &l : BNHEMAIETM, Flan , TEMEMRE.
o JHE : MARRRAWHARNEHES., 520 , TEMENERE AREALRAN T2 FF AN F B RIAR .
o SMS: ILERITRE. WRAERTRTBAEMAE | BERNMEF S RERIE SRR TIEERNBOAE
° JHE : BMARREAWHARIEE. STET SMS IEBH , AMMATEL,

AE  AdbE , BT 160 MERN SMS HER BT L LHERIX.
2. BiRAE,
I+=z
=

ANSRAEHFREE A SAMACCOUNtName , JUJ24 R SR hE 36 S b , IR % A SES RS IE. i , P BEM

SAMAccountName@domainname.com ##}if& domainname,
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A TSR

Nov 29, 2016
4F ENT. MDM F1 MAM R 55 25A=RT , ZXAT PAZE XenMobile %S MECE > EMECESET |, IREIA ARNEMAREE
2, XERECTVAEIER , BIRTHENA. EUSIRZNEMEESHE | FEENSTRZFARIKEX.

MRAKEERS) , MAATRUEMREMEARZIRS]. HIIEENSIFE i0S M Android & & _EE M.
o & AR & IEMIR

1 #Z=RE > EMACE .
2. e, RREEmiE.

Device Palicies Apps Actions ShareFile Enrollment Profiles Delivery Groups
Enrollment Profiles Search Q
(&1
Add
Enrollment profile name Created on Updated on Device limit W
epl 2/11/16 1:44 PM 2/11/16 1:44 PM 3
Global 2/8/16 11:21 AM 2/8/16 11:21 AM unlimited

X
Showing 1 - 2 of 2 items ra

RSB REMEERS , HY2RENATNNEXHEHR. FHEET , BURLER AR FERIRE S, HIREIS
N FF B XenMobile JFA..

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.276



XenMobile Analyze Manage Configure £+ %  Administrator ~

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
: k9
Enrollment Profile Enroliment Info
Description about ep goes here
1 Enrollment Info Enroliment profile name* Global
Total # of devices allowed to enroll urnlimited = @
(per user)

unlimited
1
2
3
4
5

Be & AT R & MR )

1L HZERE > FRECEXH > Hm.
M4 BoREMME R R
2N E SRR |, R e SR E R R R AR EHE.

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
Enrollment Profile Enrollment Info
Description about ep goes here
+ 1 Enrollment Info Enroliment profile name*
i Assignment (Opnonan Total # of devices allowed to enroll 3 - @
(per user)
3. Bl R,

B4 BRAEATAN R,
4 EFERRBFEMRGINL BEINA , RepERE.
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ShareFile Enrollment Profiles Delivery Groups

Device Policies Apps Actions

Delivery Group Assignment

Description about the assignment goes here

Choose delivery Type to search Q

Enrollment Profile

1 Enrollment Info
groups
I 2 Assignment (optional) Allusers
sales
Engineering

MR RERANAREMECES M , FHERE > 3. EREABNMER , R admiE.

£ A, Administrator ~

XenMaobile Analyze Manage Configure
Device Policies Apps Actions shareFile Enroliment Profiles Delivery Groups
Del ivery Grou Ps showfilter Search Q
(5] | e | B4 | [} | B
Add Edit Deploy Delete Export
Status Name Last Updated Disabled ~
. . . Engineering Feb 8 2016 2:39 PM . .
AllUsers
B sales Feb 8 2016 2:38 PM
Showing 1 -3 of 3 items
it & BoREMECE S B
5. fERRET | EERENRARINASANENCEX S , AREE T —SEEHFREFEYL
© 1999-2017 Citrix Systems, Inc. All rights reserved. p.278
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Device Policies Apps Actians ShareFile Enrollment Profiles Delivery Groups
Delivery Group Enrollment Profile x
Select the enrollment prefile that you want the users in this delivery group to see
. Enrollment Profile 1
1 Delivery Group Info &p
ep2
2 User © Global

3 Resource (optional)
Policies
Apps
Actions
ShareFile
Enroliment Profile

4 summary
Back Next =

SATE & MR BT B R RS

WETR&EEMIRGE , nRAPFEREM—DIRE , ABNEEBEUAT LR

1. B3%%| Secure Hub,

2 NBIEMAR S 253t

ER NG

4. NRFENTRERS) , MEBR—FERER , SHAPENEEHERE LR , IIKAEER,
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You have exceeded the number of devices that
your organization allows you to enroll. Please
delete your account in any other device in order
o continue.

AR Box Secure Hub JEf RE.
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HEZRE

Nov 29, 2016

XenMobile AFBECERMZ MR FHZMRE. B, MIRHFRENEE , ERchImREEAE AT LAE KT AR & RN A
FRFAEUE  MAFHSETRERE. CUREFENEL TENFESWIN TEERERLZRE , DREREER
PN

RKTHZEREHER

MDM #&=;

e TJ1E iOS F Android AR FEANFIFA_E{FEF. XenMobile Enterprise =& & A FFEA Device Enrollment Program (DEP)
M. MR LT IRA DEP FEbAE I R R &
o AFFEFIRERSMHIIE. Citrix PIN, Touch ID 1S4,

MDM+MAM #&E=t

H#E7E i0S F1 Android AR ER N _H1{# A,

1E XenMobile 103x B EShRA 4.

RIFFHN MAM K, &RZWMFE MDM TFiER.

{¥3#F Secure Mail, Secure Web F1 ShareFile #s N BFEF. A3F HDX N BFEFF.

{X3HF Active Directory A ; AN3CHFA A FANZE

AN MDM £ZREZFHE MDM+MAM X FEZE M.

/R #Et= XenMobile Y FFEF AR MDX TRV AR ; thiITtALZR & EMAYN RFERF.
EEREMAE T LT XenMobile N BAfEFfE , AAEFRAAESEFRENEN T8, FHAFrEERER , AEERR
Al{EA,

e £ Android %% , AT HTFRLEZERBES/NAFHNEIE , 1E XenMobile 1541 & % Disallow rooted devices (7t
WEFKTF root BERMIRE) REREATFF.

EMHZRER DS

BIRFPITUUTIRE , AREEMHFRE

o HEHZERZEIMBIAER. BSRAEH RBACELERAA,
o BIEHAFRER,. ESEE XenMobile RN, JrigsiMiiRAitmE .
o ARBAENATHEFRZEIMAAWEAR, NARFMIRENZGE, BSREEZA,

f£F MDM+MAM R K0 54+

1. BIE— 1R FRIUT Shared Device Enrollers f] Active Directory 48,
2. BEAMEZREH Active Directory I FIRMEIAE. MREBFEA—NEATIEMEZREZHNFIKS |, EEEHK Active
Directory B/~ (140 sdenroll) , F¥ % B FP7RANZE) Active Directory 48,

HFZREENK
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FHRMERER FER , BIETURRREMN ARRFRER , Ctrix ZNETIIFA ERCERAZFRE ¢

i0S 9 %110

Android M

Android 5.x

Android 4.4 x

Android 4.0x ({X MDM #£x)

BCEHZER®

REAT P REELZRE.

1. )\ XenMobile #=#& , A LAKKERENR. HEEERZER@A.

2. BEETAANIRNES , RERERN. HWNSBRANAGAFESE.

3. A E— B AEFREAMA A NEZRZAEMB A6 FERAR TREXZREFMAZIR. FHLEFEHE
EEF RS | AR IEEREHEEEREE . WREVHREDUEREEME  FAEZREEMA RKFAE RN RFEFH
FB& @IS Secure Hub #If.

BRENAPRNZOAREZMGAFA , SEERERNERFAMFE Active Directory i A2 ECAUR.

XenMobile Analyze Manage Configure o

Settings = Role-Based Access Control = Add Role

Add Role Role Info

+ 1 RoleInfo RBAC name*

2 Assignment RBAC template Select a template - Apply

Authorized access Admin console access
Self Help Portal access
Shared devices enroller
Remote Support access
Public api access
Console features Casiticacd &
Reporting
S Devices
Full Wipe device
Clear Restriction
B selective Wipe device
» View locations
Lock device
Unlock device

Apply permissions ® To all user groups

© To specific user groups

BET—SHENRFE. BIRENEZREZEAMABNIRAESR 1 PR DS T ALZEEEM A LR Active
Directory 28, 7£ FEF , citrix.lab £ Active Directory 18 , MAZREFMA RE Active Directory 48,
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Add Role Assignment

1 Role Info sabect domain citrix lab - selucted user groups:

TR v m citrix.lab

4. QE—ANTHAUBEEERA P AERN N AT RENELRRE. NARFNERE , AT HEESRZREIEMAF
Active Directory ZBAE3<E%,

Delivery Group User Assignments

1 Delivery Group Info Select damain citrix haky - Saluctid UBF QROUpE:

Include user groups . Searth citrix.lab

Deploy to anonymous use

» Deployment Rules

5. EHZ R K & Secure Hub |, A fEfE A= R K EMA Ak A EEME] XenMobile ., ILERP ] #iT XenMobile 327
AEEHEERE. BXHAGE | BSREEE.

6. %%EE&E%&E‘]E@FE%K@W%H@EU%{ CRRSMAN RTERF , RGN SiX LA PRIXIAZA | FHRAS AN ES)
HZRE. EYRTAAR  FREMANKBEARL , DBRERGONZEILZERE. EXHMER  FERLRETNEN
i,

7. BFIERFRE | FPITERMER , ANRET B FREEMA PRk AR B EBE AR & HTA N RTEFF AR

HZ%& B PR

MDM #3{

ArRELEBEFMNTANER , MAESMNEFRE LEHERERANFERER. HZRETMREAN AREFLIBRREBE
W& E, WUEkELZELPEMRRKA FAEFE] Secure Hub B |, %A PRERS AN BREFEIHEINE RS, RSN, 5
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HZREIM AR BREFLEME , MEAFREEMFREURIFRE.
MDM+MAM #&3{,

Secure Mail #1 Secure Web ¥ IEREZ R &AMA M EHEZRES. AFPUESTSMRBERE L. JHMWAFAE
% Secure Mail B Secure Web B} , RS X EHFRE/AFHA XL /.,

— IR RBEE—/1F PERE| Secure Hub, E—AMNAPYRES , T—1MAPABEER., £ TFE2ERA , Secure Hub REH=E
B& LA TR, R P RES SR ATEEIE. AMERH A PARGEARETE R A AR A IR , Secure Hub
ERFE-SPARTR P RAKRE . N AR FFABIRN A R PER.

HERBZEMALERNATEFTHRETRE, EIUREFFHRERAHFRENA, , MEFRENAATUEREHRE L
FHRN FFEFF

Z X Secure Mail 5£HE

o TR Secure Mail HiFR{EMARE , WRIERELAZRENAFAHXE Max sync period (RKRLSHIR) . REWAFTIR

R,
HEFEHNAFrHRE B KRLS R
21 & 25 1 FskEs
6% 20 2 FsEs
58%ED 1INMNAsERE

o [HIERRBKAASH U S X FREMHMA -~ BRAFRERA.
e 7EI0S k£, REEETHARENTRE. MEHMREEAZFRENAFRZ A ANERRE

B4l
T

Shty

RSB AR
S/MIME
KREHE
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Android for Work

Feb 14,2017

Android at Work (LABT#RA) Android for Work) J21z4T Android 5.0 X BSR4 Android & RN — P RETIEX, HTIEEMWIKF, MAFRFMER
EEMAKS. MAREFHNEBUEREIR. #£ XenMobile 1, BT e iF A AEH RS Lo A THERREXHRBEIEAHIRE (BYOD) MR ATFHEH
Android si®%&. BELEEFEREHNEAREHTRRERIER , TURSHIFERE LHAWRANSAKE, ETMERZIRA PN ARISAIERT |, EF2EE
B TEAT R, NRRFMIE, B X Android REFIVEM(EE |, 52 Google Android Enterprise Web T,

f# A Google Play AT/, MRFEHY AR , DUEFBEER % LA Android at Work TEX, ®JRA{#R Google Play FBE#£HFE Android ¥ BFERF , AR
AHME=FE AR, [ XenMobile SR Android at Work B2 AN RREN AR , AIAEEIEWTFETRE. ZREBRBFTIER
. BUEIEFE(E ARERE R & A EFRRE RS PRI FRb . B 3<H XenMobile RN AREFFIEM(EE | 1ES WA XenMobile RZEINAIEY
PRREN TR,

Android at Work ggEsK :

B TR

Google &1 Gk 2

ST EELE 3 BiE1T Android 5.0+ Lollipop FIR%&
4T Google Play f] Google i /=

o APRE ERENTEREH

L]
L]
L]
L]

WRBITRAUTRAE , A B8R E Android at Work I FRFR IR

e ff Google L5A% Android at Work & E {5,

o fJiE—2H Google Play EiE.

o fiZE Android at Work RSB E.

o ZE/bHlE— Android at Work iR £ 5685 .,

e 7£ Google Play R/ FRJER RN, WaKFNEHt Android at Work 2 FBF2fF.

18 Android at Work B ] U{EF FE AU 454 :

Google Admin =& : https://admin.google.com/AdminHome

Google Play =E5#I4 : https://play.google.com/work/apps

B4 REEMETENAFEFK Google Play %7 : https://play.google.com/apps/publish
BT ARSI A8 Google Developer #5%i& : https://console.developers.google.com

L]
L]
L]
L]

Android at Work % &4
RSP ITRATHRAE , 7BETE XenMobile &8 Android at Work :

4% Android at Work ik /=,
WE—MREIK .

F#; Android at Work iF$

JEREA Google Admin SDK 1 MDM API,
RS 1 A E R Google Play.,
RR—BERIShE.

e o o o o o

PATERA B BIN BT R TIXEAT S, TTRIXEMES ST , TR —28 Google Play 4£1R , ACE Android IR E , 3F1E XenMobile %38 Android X FBFEF. &
KAE—AEIRMEA(SE |, 1§58 Google Play & .

A13E—/~ Android at Work ik /=
PORHE TG4 | ABARE Android at Work i /= -

o HIHA ; B0 example.com,
® ft¥F Google WIS BB L.
o BT MV ENMEIR (EMM) I2F2F (140 XenMobile 101 SkESkRAS) fEAFIEIE Android at Work,

R E Google WIERMITAZ , ATABKE R - %5 Android at Work JR%-0K S3F R 2k Android at Work iE,
1. §fiF https://www.google.com/a/signup/?enterprise_product=ANDROID_WORK,

SRS SR T A | AT RS TR E B8 RAIA TS,
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Bring Android to your office

Sign up to use Android devices at your company.

(1) About you
Name

oesn't have to be an official business email

Current work email

Phone
B #
2 BANEERAAER.
@ About you
Name
Justa v User v
Current work email Doesn't have to be an official business email.
justa.user@gmail.com v
v

Phone

B - 415551234567

2 BANERLEEE (BERKSAEERS) .
p.286
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About your business

Business name

EXAMPLE CORP

Business domain address You'll need to verify that you own this domain.

example.com

Number of employees Country/Region
1 employee * | United States s
Your Google admin account
Username Create an accountto manage Android for Work
justa.user . @
Create a password 8-character minimum; case sensitive

R HE— N LRE TR, FASER THMRE.
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g . '," 5 [}

Bring Android to ydur office

With Android, you can manage your company’s devices and keep them secure.

Create your domain admin account

©

Verify domain ownership S
Verify you're the owner of your company's domain and protect its security.

Connect with your provider

@

Allow an enterprise mobility management (EMM) provider to keep your
organization's devices secure.

RUBBET A
FtifF Google BIF AT A Z —IUEEHIE -

o & TXT 2k CNAME iZRANEPREAAN Web 35,

o [EIFAK Web RS25 L3 HTML XX ¢,

o BEMETAM FRC. Google ERUEFRAE—FAIE. AU AEWBHITERMLR , BERTRANLTMUHEI T EH1E
B : https://support.google.com/a/answer/6095407/,,

1 8 Start (FF4A) FHARUEEMIEL.
BYE B IR Verify domain ownership (BB ATAR) TWH. EHRIRTTE L BRI IESRIR.
2. B Verify (3&3F) .
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9 Verify domain ownership

Before you can use Google Apps with domain example.com,we need to contact your domain host to verify that
you own it. Doing this helps ensure that no one can pose as you on Google Apps and send email from your
domain. Learn more

After your domain is verified, we will set up Google Apps email for your users on example.com. This will
automatically re-route your emails to Google Apps. Learn more

osted at GoDaddy.com. If you're having trou

Note: Before you route email to Google Apps, make sure that you create a user on Google Apps for each
person receiving mail at example.com.

VERIFY

e Verify domain ownership
Verification checklist
Follow these steps to help Google verify that you own the domain example.com.
Learn more

| have successfully logged in.

| have opened the control panel for my domain.

| have created the CNAME record.

| have saved the CNAME record.

VERIFY

3. Google JAFAEHISR AT AN,

e Verify domain ownership

Verifying your domain ownership

The domain host is updating your information. This might take a bit—you can close this window and come back to
admin.google.com later without interrupting the process.

Learn more

Estimated time remaining: 5 minutes

4. RENEAIESE , ¥ BRUTUE. # Continue (4K4%) .
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e Verify domain ownership

Your domain is verified!

5. Google AlE— M EZ M Citrix IR EMM S8E 458 , £ERCE Android at WorkGHEREEM AR hE. EHIHEREXE ; MENRESRFEE MK
©he

@ Connect with your provider

Wark with an enterprise mobility management (EMM) provider to administer your company's devices. Contact
your provider directly and provide the token below to set up your device management system. If you don't have an
EMM provider, you can choose one for your organization.

Learn more

6BACCB9072051546

Number of days left before this token expires: 30

FINISH

6. ik Finish (52A%) PASEAR Android at Work IRE. HAEBR—TE , FEREC RENBRIEERRIE,

413 Android at Work JRSIK 25 , TTBLE S Google SIBSHI & WIBEMB M EIIRE,
®E Android at Work RSk P 3T 2 Android at Work JE+

B ¥ XenMobile BXA& Google Play # Directory fR% , #E MEMFFAA R Google T E ) FAZFTRFIKF. BLIRSIK AT XenMobile Si&MAT
Android ff] Google fR% 2 BIKIIRFHEMS R BE. BRIERNSHIRIETHNFREEER | ES
https://developers.google.com/identity/protocols/OAuth2ServiceAccount,

1. 7€ Web J%538h , = https://console.cloud.google.com/project F{E R Google &1 FIEIEE R,

2.7£ Projects (M) %R , #i: Create Project (fIEmMH) .

= Google Cloud Platform Q

S AmM&Admin Projects CREATE PROJECT
S tapl ct -
st F I Columns ~
i= All projects Project name Project ID
EMM Project emm-project-1287
2 1AM EMM Project For AFW emm-project-for-afw
GCP Privacy & Securit;
@ ¥ ¥ Projects shut down and pending deletion
& Settings
ed Service accounts
@  Labels
=] Quotas

3.7£ Project name (B &%) F , BAMENER.
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New Project

Project name

Your project ID will be based on your project name Edit

Show advanced options...

Cancel

4. #£“Dashboard” (#=#ltR) _E , 2 Use Google APIs ({#f Google API) .

EMM Project For AFW ~

Google Cloud Platform Q

ﬁ Home Dashboard

j!  Dashboard
Project: EMM Project For AFW Documentation
= Activity Use Google APIs

ID: emm-project-for-afw (#452816334090) v

Google Cloud Platform documentat
Enable APIs, create credentials, and track oedie end Heonm decumenteten

your usage
Cloud Platform solutions

Try Compute Engine

Enable and manage APIs.

Cloud Platform tutorials

Spin up virtual machines using Google
Compute Engine, Node.js, and MongoD8
to create a guestbook app in this guided

walkthrough. Create a Cloud Storage bucket

Stare your unstructured data safely and
Get started with high availability using Cloud Storage

Get started

Try App Engine

Create and deploy a Hella World app

Get started v

5.8 Library (JF) , 7£ Search (&%) F , ®\ EMM , RFATHRRLER.
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Google Cloud Platform My First Project ~

API API Manager Library
-
«»  Dashboard Google APls
i Library
| O EMM|
o Credentials

Back to popular APls

MName Description

Google Play EMM API APl to manage corporate Android devices

6. £ Overview (%) W L , % Enable (JB/) .

Google Cloud Platform My First Project ~ Q

API API Manager & Google Play EMM API > ENABLE

+»  Dashboard
About this API Documentation  Try this APl in APls Explorer

EE

Library
APl to manage corporate Android devices
O Credentials

Using credentials with this API
Accessing user data with OAuth 2.0
You can access user data with this APl On the Credentials page, create an OAuth
2.0 client ID. A client ID requests user consent so that your app can access user
data. Include that client ID when making your AP call to Google. Learn more
Your app User consent User data
Server-to-server interaction

You can use this APl to perform serverto-server interaction, for example between -
aweb application and a Google service. You'll need a service account, which -
enables app-level authentication. You'll also need a service account key, which is

used to authorize your AP call to Google. Learn more

Your service Authorization Google service

7.7E Google Play EMM API1 3534 , 8 Go to Credentials (3 ZE&E1R) .
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Google Cloud Platform EMM Project For AFW ~

API API Manager Overview

& Overview -
- 4 Disable

or  Credentials
Google Play EMM API

£ This APl is enabled, but you carit use it in your project until you create credentials. Go to Credentials
Click "Go to Credentials” to do this now (strongly recommended).

Overview  Usage  Quotas

APl to manage corporate Android devices
Learn more
Try this APl in APIs Explorer

Using credentials with this AP1

Aceessing user data with OAuth 2.0

You can access user data with this APL On the Credentials page, create an OAuth
2.0 client ID. A client ID requests user consent so that your app can access user
data. Include that client ID when making your API call to Google. Learn more

o

Your app User consent User data

Server-to-server interaction
between a web application and a Google service. You'll need a service account, - -
which enables app-level authentication. You'll also need a service accaunt ey,
which is used to authorize your API call to Google. Learn more .
Your service Autharization Google service

8.7£ Add credentials to our project (MIXIMMEFIFMENE) FIFRS , 759K 1 S8 service account (JREFIKF) .

Google Cloud Platform

API API Manager Credentials
& Ovenview Add credentials to your project

-] Credentials
1 Find out what kind of credentials you need

We'll help you set up the correct credentials
If you wish you can skip this step and create an API key, client ID, or service account

Which API are you using?
Determines what kind of credentials you need
Google Play EMM AP -

‘Where will you be calling the API from?

Determines which settings you'll need to configure.
Choose. -

‘What data will you be accessing?

User data
Access data belonging to a Google user, with their permission

Application data
Access data belonging to your own application

What credentials do | need?

2 Get your credentials

Cancel

9. 7f Service Accounts (JR&MK/) WE_L , 8 Create Service Account (BIEZRREIKS) .
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Google Cloud Platform EMM Test Project ~

z IAM & Admin Service Accounts CREATE SERVICE ACCOUNT 42 PERMISSIONS
aleetolact b Service accounts for project "EMM Test Project”
A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more
iE Al projects
Find a service accour
2 1AM N .
- ervice account name ~ Service account ID Key ID Key creation date Options
@  GCP Privacy & Security 3 App Engine default service account testp gser com No keys
& Settings *3 Compute Engine default service account 97061400220 gser .com No keys

e Service accounts
@ Labels

[=] Quotas

10. 7£ Create service account (QIZRRSIKF) &, &% , SA/51%F Furnish a new private key (IR4tFiRA4A) EiEHE. #d P12, 3%+ Enable
Google Apps Domain-wide Delegation (f2f Google App BIGEIKZEIR) EI%HE , SRfG8E Create (4IE) .

Create service account
Service account name

testemmsvcacct

Service account ID

testemmsveacct [@emm-test-project.iam.gserviceaccount.com G

~" Furnish a new private key
Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
JSON
Recommended

® P12
For backward compatibility with code using the P12 format

~" Enable Google Apps Domain-wide Delegation
Grants a client access to all users’ data on a Google Apps domain without manual
autharization on their part. Learn more

[ change settings for Google Apps domain, product name for the
OAuth consent screen must be configured. Assign the product name
below or configure the OAuth consent screen.

Product name for the consent screen

| anynamewilldo|

Configure consent screen | Cancel

IER (P12 Xt4) B TFEHBIEMITEN., FHOBRERRES— I RLNNE.
11. £ Service account created (EAERFIKS,) MiABR& L , £ Close (X[M) .
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Service account created

The service account "testemmsveacct” was given editor permission for the
project.

The account's private key EMM Test Project-37cb73ad0169.p12 has been saved
on your computer. This is the only copy of the key, so store it securely.

This is the private key's password. It will not be shown again. You must present
this password to use the private key. Learn more

notasecret ru

12. 7£ Permissions (#fR) & , # Service accounts (JRFMK/) , REEEHMIRSIK ATV E Options (3EM) T , 8 View Client ID (EE% Fif

ID) .

Google Cloud Platform EMM Test Proj
[ ] IAM & Admin Service Accounts CREATE SERVICE ACCOUNT +2 PERMISSIONS
EMM Test Project - Service accounts for project "EMM Test Project”

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more
= Allprojects
Find a service account

18 1AM
- Service account name ‘Service account ID Key ID Key creation date Options

GCP Privacy & Security 3 App Engine default service account 2 gser com No keys

Settings 3 Compute Engine default service account 970614002208-compute@developer gserviceaccount.com No keys
0 GEEREEATE 3 testemmsveacet stprojectiam com  37ch73ad01699a3aeb678a01856d06aeBaee1722 Jun 27,2016 owD

View Client ID

@ Labels
[=] Quotas

13. WAPE BIR Google EIRINH| & LK FISAUTERVEMEE. 4 Client ID (% /3% ID) #0 Service account ID (JREMK A ID) E5IFIUGHES Nh i E
EERNME. TEREMEENRES  TRERRS Citix BAXIFATRMEA L8,

Google Cloud Platform Q

API API Manager Credentials

< Overview
- 4 Download JSON | Delete

o=  Credentials ) .
Client ID for Service account client

© Service account clients are created when domain-wide delegation is
enabled on a service account.

Manage service accounts
Client ID 117851552156881497534

Service account testemmsvecacct
testemmsveacct@emm-test-project.iam.gserviceaccount.com

Creation date Jun 27,2016, 4:41:12 PM

Name

| Client for testernmsveaceot

- B
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14.7£ Library (fE) WAL , #%& Admin SDK (12 SDK) , AeBHERER,

Google Cloud Platform My First Project ~ Q
API APIManager Library
<%  Dashboard Google AFls
i Library
| Q Admin SDK
O Credentials

Back to popular APls

Name

Admin SDK

15. #£ Overview (#f%) WAL , % Enable (BA) .

Google Cloud Platform My First Project ~ Q

Description

Admin SDK lets administrators of enterprise domains te view and manage resources like user, groups ete. It
also provides audit and usage repaorts of domain

API APIManager & Admin SDK P ENABLE

43  Dashboard

About this API
# Library

Admin SDK lets administrators of enterprise domains
or  Credentials

Using credentials with this API
Accessing user data with QAuth 2.0

Documentation  Try this APl in APls Explorer

to view and manage resources like user, groups etc. It also provides audit and usage reports of domain.

You can access user data with this APl On the Credentials page, create an OAuth

2.0 client ID. A client 1D requests user consent so that your app can access user

data. Include that client ID when making your APl cal

Server-to-server interaction

You can use this APl to perform serverto-server interaction, for example between -
a web application and & Google service. You'll need & service account, which -
enables app-level authentication. You'll also need a service account key, which is

used to authaorize your AP call to Google. Learn more

16. T EHIRX G Google BIRIFHI A |, RaHE Security (&%) .

to Google. Learn more 9 n

Your app User consent User data

Your service Authorization Google service

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.296



Google Q, Search for users, groups, and settings (e.g. create user)

= Admin console

- ' ~ » 3 —

Users Company profile Reports Security Support Billing
Add, rename, and Update information Track usage of services Manage security Talk with our support View charges and
manage users about your company features team manage licenses

17.1£ Settings (i%%) WAL , 8 Show more (B/REZL) , #A/5#H Advanced settings (SR E) .

GO gle Search for users, groups, and settings (e.g. setup billing) n

= Security

Security

citrixaw.com

Basic settings

Set password strength policies, enforce 2-step verification.

Password monitoring

Monitor the password strength by user.

API reference

Enable APls to programmatically manage provisioning, reporting, or migration via custom-built or
third-party applications.

Set up single sign-on (SSO)

Setup user authentication for web based applications (like Gmail or Calendar).

Show more
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Google Search for users, groups, and settings (e.g. setup billing)

= Security

Security

citrixaw.com

Basic settings

Set password strength policies, enforce 2-step verification.

Password monitoring

Monitor the password strength by user.

API reference

Enable APls to programmatically manage provisioning, reporting, or migration via custom-built or
third-party applications.

Set up single sign-on (SS0)

Setup user authentication for web based applications (like Gmail or Calendar).

Manage EMM provider for Android

Keep your company's devices secure with an enterprise mobility management provider.

Advanced settings

Manage advanced security features such as authentication, and integrating G Suite with internal services

18. B Manage API client access (&2 APl & FigiflE))
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GO gle Search for users, groups, and settings (e.g. setup billing) “

Monitor the password strength by user.

APl reference

Enable APls to programmatically manage provisioning, reporting, or migration via custom-built or
third-party applications.

Set up single sign-on (S50)

Setup user authentication for web based applications (like Gmail or Calendar).

Manage EMM provider for Android

Keep your company's devices secure with an enterprise mobility management provider.

~ Advanced settings

Authentication Manage API client access
Allows admins to control access to user data by applications that use OAuth protocol.

19. 7£ Client Name (Z /2 #R) &, BIAEZHRENZ 4% D , 7£ One or More API Scopes (—/ANEk& AN API EFRIE) & |, &8
https://www.googleapis.com/auth/admin.directory.user , #Xf5 & Authorize (#%AX) .

Manage API client access
Developers can register their web applications and other API clients with Google to enable access to data in Google services like Calendar. You can authorize these registered clients to access your user data
without your users having to individually give consent or their passwords. Learn more

Authorized API clients The following API client domains are registered with Google and authorized to access data for your users.
Client Name One or More API Scopes
1234567891011121314 [hnps://www.googIeapisAcom/auth/admin.direc] Authorize Learn more about registering new API clients
Example: www.example.com Example: http://www.google.com/calendar/feeds/ (comma-delimited)
102668191251038864577 View and manage the provisioning of users on your domain https://www.googleapis.com/auth/admin.directory.user Remove
4BEEF| EMM

WIRFERRAR Citrix RS FHRMEENIRA . MSIKFFLBE SRS , 7 88fEM XenMobile EIEE Android %, Citrix ¥ % £h#48EE] XenMobile #EA4k
BEMEEIE EMM) IREEFEFF. BX Citrix BARFFNIXREER. , 155 H Citrix BoRSTF.

1 EMIASEE | WER Google B/~ , AR Security (R£) .
2. % Manage EMM provider for Android (EIE&AT Android 1 EMM R {£72FF) .
R ERIBT M Google Android for Work ik =882 %) Citrix , FIYE EMM 12(£78FF,

AL RESBE G , TTLAFFIA{E R XenMobile 1554 &SRR K Android 184 . SAFESIE 14 P4 KK P12 3FH. ®E Android at Work fRS-21RE |, BRET
SAML HE8 53R (SSO) , FFZEDTE X —2% Android for Work & % 5k# .
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~ Manage EMM provider for Android

Manage EMM provider Your currently selected enterpise mobility management provider is:
Citrix
The authorized service account credential:

{@developer.gserviceaccount.com

Want to change your provider? @

General Settings Android @
[J Enforce EMM policies on Android devices

S PL2iEH

BIRBLITHBES A Android at Work P12 i :

1. %&3%%| XenMobile &=%1&.

2. B AR LAKNERERITIFRETE , ARATES. RS RERRE.

XenMobile Analyze Manage Configure t- M A, admin v

Settings > Certificates

Certificates
You must restart XenMobile on all nodes to commit and activate your changes to the SSL and Android for Work SAML certificates. To restart XenMobile, use the

hypervisor console or command-line window.

B
Import Add
Name Description Valid from | Valid to Type Private key |~

3. BRI, B ERSASEE.
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Import
You can import certificates or keystores used by PKI components. You can import several certificates,

but you can only have one certificate active at a time.

Import Keystore >
Keystore type PKCS#12 -
Use as Server -

Keystore file* A 4d... Browse
FEUTRE : -

b S\ : fEBIRT , BT,
b A : 25RO pCsH |
b RfE - IR, BEREE.

o WHARESCHE : aTNEEPIRE B P12 ES.

o WG R EGA D,

P OET (M) BEEHEE. 4
4 BESA.
& Android at Work fR%-3i8 & Cancel m

1.7 XenMobile #ZHI &S , ATIRHIA A LAMERER. MK S MEETH.

2. ER%T , B Android for Work, BHATE B R Android for Work TUH.

XenMobile Analyze Manage Configure Wl A, admin v

Settings = Android for Work

Android for Work

Provide Android for Work configuration parameters.

Domain Name*
Domain Admin Account™
Service Account ID*

Enable Android for Work NO

REMNTRE :

o 3% : H\ Android at Work 354 , 5120 domain.com,

o HEM AN,  @BARBEEANA % , 6170 , BT Google FF&AA AT FHBEHIK .

o [REIKF ID : BEARRSIKF ID , 140 , Google JREK R REXHIEE TR (serviceaccountemail@xxxxxxxxx.iam.gserviceaccount.com),
e J3M Android for Work : 257] 5 k25 A Android at Work,
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3. BEREE.

JERET SAML f 88 ps %

1. %:3R%%| XenMobile #Z=HIA .

2. Bt AA EARERER. B RRERH,
3 BEUER. MWK BRIERTE.

XenMobile Analyze Manage Configure

Settings = Certificates

Certificates
You must restart XenMobile on all nodes to commit and activate your changes to the 55L and Android for Work SAML certificates. To restart XenMobile, use the
hypervisor console or command-line window.

Import Add Detail Export
Name Description Valid from | Valid to Type Private key |~
XMS.example.com self 2015-09-14 2025-09-11 SAML v

Signed/Generated

3. fBEPFIERF | BT SAMLUER,
4. B RS IR RERIEAITEN.
5. {F £ Android at Work &1 R EIEERE Google B[] ~. HXITFRIARIAGR | E5 5 Google EHE] /-,

6. 2 Security (Z2) .

Google Q Search for users, groups, and settings (e.g. create user)

- i o~ ¥ (7] —

Users Company profile Reporis Security Support Billing
Add, rename, and Update information Track usage of services Manage security Talk with our support View charges and
manage users about your company features team manage licenses

7.7 Security (%) T, #if Set up single sign-on (SSO) (REHQER(SSO)) , RRAEUTRE.
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~ Set up single sign-on (SS0)

SAML-based Single Sign-On allows you to authenticate accounts for web based applications (like Gmail or Calendar). With S50,
users sign in for one web application, and are automatically signed in for all other Google web apps. For desktop a%lications (or
POP access to Gmail), users must sign in directly with the username and password set up via the Admin console.

Setup SSO with third party identity provider

To setup third party as your identity provider, please provide the information below. @

Sign-in page URL https://example.com/aw/saml/signin

URL for signing in to your system and Google Apps
Sign-out page URL https://example.com/aw/saml/signout

URL for redirecting users to when they sign out
Change password URL  hitps://example.com/aw/saml/changepassword

URL to let users change their password in your system;, when defined here, this is shown even when Single Sign-on is not

enabled

Verification certificate CHOOSE FILE

The certificate file must contain the public key for Google to verify sign-in requests. e
[[] Use a domain specific issuer 2]

Network masks

Il be affected b
k. Use a semic
4.233.16

ingle sign-on. If no masks are spec
on 1o separa I
4.99/32). All network masks m

DISCARD CHANGES SAVE CHANGES

L[]

L[]

L[]

()

ERTTE URL : G2\ B RRMALZH Google I FAFEFF{E MY URL, 4N : https:///aw/saml/signin,
JESHTTE URL : SR JERE A P 3EmEIA URL, 120 - https:///aw/saml/signout,

Change password URL (SEZ3%h5 URL) : 42\ URL LA A AR E RS P ERRS, BI40 @ https:///aw/saml/changepassword., fIREX T HFE , A

FRERIIRR , BIME SSO ANA] A2 01t
Verification certificate (3IFFP) : #ady CHOOSE FILE (3%&3%304) FHSHEIM XenMobile S SAMLIES,

8. H; SAVE CHANGES (1R TZE) .

%E Android at Work &% 5kH&
BIFREETRRN |, DUE A AR M SRR & Q1B TRD.
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XenMobile Analyze Manage Configure # A admin v

Device Policies Apps Actions ShareFile Delivery Groups
Passcode Policy Policy Information x
This policy creates a passcode policy based on the standards of your organization. You can require a code on the device
and can set formatting rules and other passcode rules, such as the grace period before device lock.
1 Policy Info
Passcode Required @
2 Platforms
Passcode requirements
i0s Minimum length ] -
Mac OS X Biometric recognition OFF
Android Advanced rules OFF  A30+
Samsung KNOX Passcode security
. Lock device after (minutes of inactivity) None -
3 Android for Work
windows Phone Passcode expiration in days (1-730) o
Windows Tablet Previous passwords saved (0-50) o @
3 Assignment Maximum failed sign-on attempts Not defined - @
» Deployment Rules

WEEMRE RIS NEA BRI,

1 FxZ| XenMobile #HI5.

2 BEHEE  ARRHRERE.

3. BRI, ARTERIF RIS XIS R BRI, ORGP | EREEITH,

4. FERGRIR (S S TUH.

5. # Android for Work HECE KIRE.

6. KRB AR (4E.

AXREEEMAT Android for Work RIEMIR & SKESHIFMISE. | 1527 XenMobile & HE (1RF &) .

BE Android at Work 1K P& E

WIRFE XenMobile % E Android at Work IBFIIK P58 | A BEFFIAEIRR % LA Android i lFRFFAISREE . BT , 1B 1E Google _E5EAY Android at Work %
BASUREREER , FHRIURSIKF 1D F45E LS.

1. #£ XenMobile Web &) &e |, BdH _FANEHREN. KB REERME.

2. 1ER%ZT , B Android for Work, BHED SR Android for Work F2 & T,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.304



http://docs.citrix.com/zh-cn/xenmobile/10-3/xmob-device-policy-wrapper/xmob-device-policy-matrix.html

XenMobile Analyze Manage Configure

Settings = Android for Work

Android for Work

Provide Android for Work configuration parameters.

Domain Name*
Domain Admin Account®
Service Account ID*

Enable Android for Work YE.

3. 7€ Android for Work WAL , FLBEMATRE :

o WA MNIHRE.

o WEWRK,  BABERARFE.

o fRSKF ID : B2\ Google RSk 1D,

e 3 Android for Work : %3 2% B2 Android for Work,

1£ Android at Work FE & & & B EE

IMRBIERE LR T ESE Android at Work , IRERMRE 2 BT 7@ EINFOREFEEM%IE. HP— P PMIE{T XenMobile Provisioning Tool , 3
B 5— R EEHE T ’E., REMEEEXGER TR RENRE.

AT NFC2 T, WiFi REARB(EHA TR R R E RS A TFABRE. NFC RICKES TRE T B —B .
Py

o >4 Android at Work /5 XenMobile f§%-2% 104,
o MEHTRBENRE , EREFHEEEATEY Android at Work B, ATIATEALF BTN E KSR,
o F—ARERHE NFCIIBE , ZTEELER Provisioning Tool, Provisioning Tool £ Secure Hub 10.4 5% Citrix T 24,

HMEE RBEEC&— Android at Work BEE U , B ERE EMM) X AfEFEIE. 72 XenMobile &, Secure Hub i EMM K FR2fF. {(NAHFES
MEE LERE—NREH. BXFNEZDN EMM KARRFEBRE—A EMM KPR,

AR & LR RN TR ERRE L REREMEER. BRKIET XenMobile EIFEMEE.
BEFAERTH NFC REfE
BRRELREMREFTEEET NFCR#EA X T HIELUS3) Android at Work :

BENREFIAEE (FEHRBIF A Secure Hub) B EMM $24EFRF I FAFE FIBLL TR

AU T EMM {2 4tF2 I FRFE A6 Intranet/Internet (&,

ATRIETEHESRTIN EMM 2R F N FATEFFH SHAL A%,

Wi-FiESFAEE , MEREL T REMNRFAEBIEREFN T EMM R FN AFEF. AR : Android IIERIFFE S IRF{E A 802.1x Wi-Fi,
WENNX (&) .

BEAMIEGE (i) .

REEMW &R &S , kB8 Provisioning Tool M¥UER AR EIR R LR EMERE. ZPUERERT TEEMEERZER Secure Hub, MRFMANKIEE
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& , Android ¥7EXTX & LB ZNECEE.
AcE XenMobile Provisioning Tool

PIT NFCREEZ AT , WIRACE Provisioning Tool, SLACERESGE NFCREEE B HEMEIREL MREMNRE.

ciTRIX

Secure Hub

NFC Provisioning
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AR HERRAZIMATERT , REBES AR AR, T ERFRSENR T MAREXAS , FEAES N NTRIRA. BAF , RN BRFE
MMREFAEE , Bl , BAReR BRI — AR B RS S MR RER.

FRAXA4ECE Provisioning Tool
W34k nfeprovisioning.txt ¥ HMEAREH SD £FH /sdeard/ TR T. RN AR AT DOEBCSCA S 4 AR E.
SCANSCAR A & LU 3

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION=
AT A EMM 1RMFE PV BAEFFRG intranet/intemet &, REH R BERRSFEST NFCREFEFIEEE| Wi-Fi ZJ5 |, R DA ROAEI A B A BE#IT T
#H. % URL J1% 40 URL , REEAEEMET,

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=
ATR EMM RUFEFHRRM. WERABTRIETRETEY. AT EEANNENERT HREBRNKLSIE.

android.app.extra.PROVISIONING_WIFI_SSID=
AT 21547 Provisioning Tool Hi& £ 1 E1E#EH) Wi-FiSSID,

android.app.extra.PROVISIONING_WIFI_SECURITY_TYPE=
XAFRER WEP 1 WPA2, 405R Wi-Fi RS2/ , WFEBRMIRERE.

android.app.extra.PROVISIONING_WIFI_PASSWORD=
R Wi-Fi K2R, WFERIMABRE.

android.app.extra.PROVISIONING_LOCALE=
MNEEHER/MXAE, EEREAAESHANNETFR ISOESHRES (Fla0en) |, 20150 639-1 FIEX. EZR/IMXAIANEEFNKEFEHK SO B/
HOEKARED (4120 US) , 30 1SO 3166-1 FTESL. BiaN , EHEA en_US RRFEXREFTHMZEE, MRKBNEMNRD , W&BaATERHMXINES.

android.app.extra.PROVISIONING_TIME_Z ONE=
WHE BT TN, ERNK AR/ 2R Olson &7R. 6120 , America/Los_Angeles FORATFERTE., RFMALIK , W ESHATX,

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_NAME=
HHBIREARLFHN  FARECRERLEIN BI2FHIEA Secure Hub, FEARXFREMBMIARAT RIFTEME,

MNRFAEER WPA2 {789 Wi-Fi , 5TE#4 nfcprovisioning.txt SCARTRERN T FT7R
android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION=http://www.somepublicurlhere.com/path/to/securehub.apk
android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=ga50TwdCmfdJ7 2LGRFkke4 CrbAk\u003d
android.app.extra.PROVISIONING_WIFI_SSID=Protected_WiFi_Name
android.app.extra.PROVISIONING_WIFI_SECURITY_TYPE=WPA2
android.app.extra.PROVISIONING_WIFI_PASSWORD=wifiPasswordHere
android.app.extra.PROVISIONING_LOCALE=en_US
android.app.extra.PROVISIONING_TIME_ZONE=America/Los_Angeles

MNRIFEANSZRIH Wi-Fi, STEER) nfcprovisioning.txt SCHFRTAERN T HTR
android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION=http://www.somepublicurlhere.com/path/to/securehub.apk
android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=ga50TwdCmfdJ7 2LGRFkke4 CrbAk\u003d
android.app.extra.PROVISIONING_WIFI_SSID=Unprotected_WiFi_Name

android.app.extra.PROVISIONING_LOCALE=en_US
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android.app.extra.PROVISIONING_TIME_ZONE=America/Los_Angeles
FRHY Secure Hub &3
BERBTAN AR FFIORIM | RN AFR e i TR .
1 £ XenMobile #=HlAT , SMZIRCE > MAREF > R,
S BRI BRRFEC.

S e L e

Device Policies Apps Actions ShareFile Dielivery Groups

Apps ‘shr:wf‘I‘.Pr/ cearch a

App Name Type Category Created On Last Updated Disable W

evernote Public App Store Default 9115 740 PM 11/9/15 10:31 PM

SHASHI-WW MOX Default 9/30/15 5:44 AM 10/1/15 1138 AM

calendar Public App Store Default 9/30/15 11:03 PM 9/30/15 1103 PM

chrome Public App Store Default 10/14/15 12:15 AM 107147151215 AM

afw_docs Public App Store Default 10/27/15 7:18 PM 10/27/15 718 PM

atw_pdiviewer Public App Store Default 1/27/15 723 PM 1072715723 PM

afw_divide Public App Store Default 1/27/15 730 PM 10/27/15730PM

afw_chrome Public App Store Default 10/27/15 733 PM 10/27/15 733 PM

afw_sheets Public App Store Default 10/27/15 7:36 PM 1027115736 PM

?55&!3*!8.?'

afw_slides Public App Store Default 127/15 738 PM 10/27/15738 PM

2 Bdb,
LR B RS E .

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps.

3N TERE AT T 5.

A% B 7R Android for Work MV FRF2FTRA.
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1 App Information
2 Platform

L] i0s

] Android

[} Samsung KNOX

@ Android for Work

[} Windows Phone

) Windows Tablet

] Windows CE

3 Approvals [optional)

4 Delivery Group Assignments
(optional)

Enterprise App Information

ShareFile Delivery Groups

Name* | sgcure Home @
Description ] ®
-
App category Al Selected -

4. 524t apk IR, RERE T B LRI,

IERARE RO ER BRI GBRIEEER.

https://docs.citrix.com
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L e s s

Device Polices Apps Actions ShareFile Delivery Groups
Enterprise Android for Work Enterprise App x
1 App Information Uploadan apk fle m
2 Platform
o8 App name* Secure Home
-]
Android Description® Secure Home

Samsung KNOX

App version 1040
v @ Android for Work
Minimum OS5 version 14
Windows Phone
Windows Tablet Maximum O version
Windows CE Excluded devices
3 Approvals (optional) » Deployment Rules
4 Delivery Group Assignments » Worx Store Configuration

5. 3ET—4BRTFE JSON STHWTE , FB/ETIEZTET _EEE] Google Play, X+F Secure Hub , REE _F#ZF Google Play , {BEE JSON LA BEM
FRIEER SHAL{A.

Android for Work JSON

Before the app can be deployed on devices with Android
for Work, you must download the JSON file below and
upload it to Google Play.

Download |SON

FARUH JSON SCAFAEINT

6. 2%l file_shal_base64 {E 37 Provisioning Tool R FEFEP{EMH, iTE : BAM URL WAL,

o WA + FrefiRA -
o KETE / S _
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o EEHBA \u003d High =

IMREKEFEFREEREM SD K LK nfeprovisioningtxt X |, AN ARRFERITREH . (R  MRERFIRAGHE , CHATHRE URLIIR
S

R
Provisioning Tool ZEFCRARL{& FRLL T I -

e Google 7£ Apache License 2.0 T424tf v7 appcompat fE
e Google 7£ Apache License 2.0 TRt HIRITI5E

e Google 7£ Apache License 2.0 T2{itf v7 Palette &E

e Jake Wharton #£ Apache License 2.0 Fig{#i) Butter Knife
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I0S WaEHMETM

Dec 06,2016

A PUB T B F T AE XenMobile FiEfHAE i0S %%

o TTAf# A Apple K Device Enrollment Program (DEP) jE &S E# M Apple 3iE N2 5T ZitXI# Apple FARHREIEE
AL SRR
o TTRAEF Apple Configurator A& , TTWXLAREE B E LM Apple WX , B aIE#.

XenMobile 10.x 3Z#¥ Apple Configuratorv2,

£/ DEP I MRS , AT EMRS AR RS . LET DEP TR EFINISHRMITHYRS. SA/F1E XenMobile FECE A
W&, REIME , TR HRHAREBERERAMARTEA —SREXLRENA /. 4, BT DEP WEREN , %
BRPATER R EBIELIR, XA LRI HIT A FEE X BRI VAT ARMES . BXRE DEP MIFREE , B2
Apple Device Enrollment Program TH.

{4 Apple Configurator JEMAT , FEKIREZIERERETT OS X 10.7.2 BE ShRAAK Apple Configurator iz FFERF Apple
1TEAL. VEi8d Apple Configurator AR IR B HELE RS, AREERITTHREEGE | ¥R Z1EHE] XenMobile BH# Ly fix Lt
kg, FFEERTAITHAEIR X YR % . B XEM Apple Configurator KFR{ER. , 57 Apple Configurator TUE.

1. 7£ XenMobile ##=H) &5 |, A LANKERE. WS E MEETRHE.
2. 7ERRSERT , B oS #itEiEM. HEPK B oS tEFMITE.

i10S Bulk Enrollment

05 devices in XenMobile, you can set up the Device Enrollment Program (DEP) and the Apple Configurator Device Enrollment programs. The DEP
setu ns the profile to specific devices. The “onfigurator Device Enrollment lets you use
pervised devices in XenMobile. The Apple Configurator Device Enrollment program is available in Apple Configurator 1.5 and later.

» DEP Configuration
» Apple Configurator Device Enrollment Configuration

Cancel

MRERE DEPRE , B2 TX. MREARLE Apple Configuratori®® , WS HALE Apple Configurator &,

BlE DEP&RE

WM - WMIAE deploy.apple.com 81— Apple DEP K P/ BELRERIRVE. B DEP Ik Ff5 , ERE—/NEH MDM fR
%23 A7t XenMobile F1 Apple #H{THE{E. At , 4% XenMobile 2243 _E#kE! Apple. Apple #3220 4A3/5 , ¥REIES A\E
XenMobile FHIAR 25 ShE.

HRBU T BIRIITIRIE , 12 XenMobile 5 Apple Z [ZILER,

1 ZHREX_E3E) Apple (A4 | B7E I0S tEEM NI L , &RIT DEP BcE , RFHRESHAS | IFZSHHRFRIENTE
L.
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2. %% deploy.apple.com , BFHREHN DEP 1K, AAFIRIBIZRE MDM BRE2SHBANH T3R¢E, R0 A2 |, Apple ¥R Ht—4
RS2 ShE.

.72 i0S itEAMIEE L , BESASREH | % Apple BRS-254hERINZE) XenMobile,
4. %584 L2 F) XenMobile 5 , R4 BIATRS JZLSMTH.
5. B FHMREERELIRBIA XenMobile 1 Apple e TIELS.

WREHMAKY , FHAECITFELFRRA , FAXETREMERKNKBIRRE. B XOAE XenMobile TR H
B8, BERIROEK,

XenMaobile Analyze Manage Configure el A, admin v

settings = 105 Bulk Enrollment

iOS Bulk Enrollment

To streamline the enrolliment and management iOS devices in XenMobile, you can set up the Device Enrollment Program (DEP) and the Apple Configurator Device Enrollment programs. The DEP
notifies Apple servers about a device profile, which customizes the setup assistant experience and assigns the profile to specific devices. The Apple Configurator Device Enroliment lets you use
enroliment URLs to enroll both unsupervised and supervised devices in XenMobile. The Apple Configurator Device Enroliment program is available in Apple Configurator 1.5 and later.

¥ DEP Configuration

®
Export Public
Key

Allow Device Enrollment Program {DEP) NO
Server Tokens

Consumer key™
Consumer secret™
Access token™®
Access secret™

Access token expiration

Organization Info
Business unit”™
Unique service ID
Support phone number™

Support email address
Enroliment Settings

Require device enroliment 0]

Supervised mode ®

Enrollment profile removal Allow @
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Pairing Alow @

Require credentials for device enrollment

Wait for configuration to complete setup
Setup Assistant Options

Do not set up Location Services
Touch ID
Passcode Lock
Set Up as New or Restore
Move from Android
Apple ID
Terms and Conditions
Apple Pay
Siri
App Analytics

Display Zoom
» Apple Configurator Device Enrollment Configuration

Cancel

6. LEPAFREPASTTA DEP ALE :

HLYERE
o WSEER) : MAKEREDECEIRMLSER]. T BOAMMAT R,

HE—ARS ID : MR ERME— 1D,
IFHRE S  MASHFEESE , AR ENE A AT SIS REE,. WFEBOAMMAT .
SCRFEEF IR L « B A\ AT SRR T BBt

EEE

BREEME  EFETERAFEMRE. BAZKIEM.
ZWEHER - a0REFEM Apple Configurator B DEP MR EHE SR T FRHFTREERE , NARENZ. A
REFNE. BXEIOS REETREEHANFAEE | ESRAFFEAE A Apple Configurator # i0S R & E TS
B,
BRI EMBCE S - EERBAVFREE RS2 MRANECES . IARE TR,
Boxd : AR E R AFIET DEP IR K IE1T iTunes #1 Apple Configurator $HTEIR, ZRIARE KB4,
BERUEIEA BT &M « 1% DEP RETRTEEFERAMARLEE. EIERT i0S 71 RESRA. &
= 1 Y DEP ITIFRUHTE R E H BAEREF ST |, KM KIF4ae122 DEP A (%20 DEP A/, Secure Hub, Xk
7B DEP BRELH) . ARG , MRS XEAN | [RIERAMAREE. Eit , REERUIERHER
i FAMA LR A PR TERIT DEP 7t , FoAiXLE DEP HHARTFLE. EXFMENT , V5N DEP A , N2
JEFA DEP ik /.
FHTRRERE | BRESERAFNRE—ERFE REDTHER , B2 HE MDM RIFEEZR %, HEHUEHR
FRAZEEHENH I0S 9.0 RESIRA.
o X : Apple IXMFEE , ¥RFLATREBF XN , LN 4 rIReTUIEAE

e InviteToProgram

e |nstallApplication

e ApplyRedemptionCode
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e |nstallMedia
e RequestMirroring
e DeviceLock

wWE
YRR AR TFHERLRENAFTERITH OS WEMFLRE (AMEREHNLIR) .

RS : ERE EREEMRS.

Touch ID : 7£ i0S 8.0 R ESIRAKIZR % _LRE Touch ID,

BITRESN R R A BT,

WEAFMRIRR - BRFREFFREISMN iCloud 5k iTunes HMRERE.
M Android #3) : SR M Android %& (A i0S 9 BE SRARE(EBEUE. HEM{VECEFRE AT RIER (AIBhT
IBIR) BFATH,

Apple ID : ZEREH Apple ID K.

KEMEM | TRAFPEIATMAGABEFERRE.

Apple Pay : 1£ i0S 8.0 R ESIRAMIRE _LIRE Apple Pay.

Siri : EBER& _L(EA Siri,

MARRRFAH - REZEADS Apple £ZFHR¥UEMNERLIHEE.

BRI - RE I0S 80 RESMARE LB RAFEER (FRAESRK) .

BL& Apple Configurator % &

XenMabile Analyze Manage Configure te3 2, admin -

Settings 05 Bulk Enrollment

i0S Bulk Enrollment

To streamline the enrollment and management 10S devices in XenMobile, you can set up the Device Enrollment Program (DEP) and the Apple Configurator Device Enrollment programs. The DEP
notifies Apple servers about a device profile, which customizes the setup assistant experience and assigns the profile to specific devices. The Apple Configurator Device Enrollment lets you use
enrollment URLs to enroll both unsupervised and supervised devices in XenMobile. The Apple Configurator Device Enrollment program is available in Apple Configurator 1.5 and later.

» DEP Configuration
¥ Apple Configurator Device Enrollment Configuration

Allow Apple Configurator Device Enroll NO

XenMobile URL to copy in Apple Configurator https://mb187.agsag.com:8443/zdm/ios/otae/dobulkenroliment
Require device registration @

Require credentials for device enrollment @

cance' m

1. JBFF Apple Configurator Device Enroliment ALE.
2. %3 Apple Configurator &&EMEE AR .
3ABHEEMTRE :

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.315



e Apple Configurator FEZHIEK) MDM AES-2F URL : It iEFE R 5 Apple 815/ XenMobile fR 2561 URL , BHFEAER
JERITHIS B RZ URL B 53 #5052 Apple Configurator 51, 7£ Apple Configurator 2 &, j:#ft URL /& XenMobile fR%
LR ERIEA (FQDN) 2k IP #utik , 20 mdmserver.url.com,

o TEHMRE  EERHREERELEFIHIHIEY CSV XHHELE KR ZRINE] XenMobile IR E T+ , RaABEIEM
XER %R, XHFATHRTTEEMERMRE. WAREAERIFNRE.

o TERMEIRABETRREIEM - FMEFTER I0S 7.1 RESBRAWERER A HALEE. RWALNTEEE.

3N =7
1=

2R XenMobile AR %-28{E IR RIS SSLUEH , BT T—5.

4. % Export Anchor Certs (SHEAIER) , REWK certchainpem SXHRT7ER] OS X 4ARLERF (BREAL) .
5. [33h Apple Configurator , SAf%4 = Prepare (#%) >Setup (%E) > Configure Settings (AiERE) .

6. FE R &M WETF , P, 4 P MDM RS2% URL #5152 Configurator 7K MDM server URL (MDM f%2§ URL)
B

7. 30 XenMobile NMEFTRM{S SSLIEH |, EHEREZEMEEF , BAREPMANAF SSL ARE ZHEPIMAN A E B2
Anchor ((85) EP.,

8. {8 Fj USB FEARAOE BE 1 & &E #2115 1T Apple Configurator f Mac , DMERIBTACE Z1X 30 & &R E. RIEE
HEEO , BER—AHEZNAEIR USB 20 SRELIIEFRE.

9. #i: Prepare (#E%) . BXiEid Apple Configurator AR IREHIEM(SE. , 555 Apple Configurator FENTRE A4
%,

10. 7£ Apple Configurator % , Bo& FTE MR & REE.
11 EREE S MR ENE RS | ERHEITHUSES) i0S REE , MEAEXRFERAERITRE.

{£F Apple DEP B4 Tak B HTE$

£51T XenMobile RLERFIR (SSL)VEHI , B4 XenMobile 155 AR E > iR ERINER. ESANEEORED | 5
F sttt SSLAANTE , DUBREBAT SSL. EHSHME /G , XenMobile (& FFT SSLIEF. #3% XenMobile FHHIE
BHIVEE(EE | EEM_EE XenMobile S EES,

L TERE #T SSLAERES , NEZELE Apple DEP 5 XenMobile Z [RIEFEMASERFR. BRE , TJRAUIRIBRAIIF 2 BTHHTRFERS
EHACE DEP RHE.

A X Apple DEP (KIFHMEE , S5 Apple 3044,
BXREHEERXMEMEBAMBRARKMEE , ESH XenMobile 5525 104 2 H0IE)HL,
{£F Apple Configurator ¥ iOS iX & B T B

Important
BREBETZEEMRN | REHATRE IR FEAR 05 , AN RS FRT7EMSME R PRI AR
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1. ]\ iTunes %3 Apple Configurator,

2. 3% 10S W& EHE Apple FLIN.

3. )3zh Apple Configurator, Configurator B/REH—ARE FE TN AES LIk,
4. REEERESIE

a. ¥ Supervision” (YE) EMHEVIH#REIOn (FF) . MREITHIBT EHIEHN MECE KA AP R &8RS , Citrix
BNEERIRE.

b. IR EMEIR (Fik) .
C.fEi0SHF , By Latest (&) , REVERIRMRIIRAH] iOS.
5. YA TRE MBS TR, 75 8E Prepare (M%) .
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BT Apple DEP £33 iOS X%

Nov 29, 2016
REZE(F A Apple Developer Enterprise Program (DEP) ik S 7 8E#E XenMobile %I Apple DEP 1T 10S & & E M F1ETE,
BLREM S0 Apple DEP F&EIHRMEEZKANT.

o TR Avaitt /A HA A K EEVE-S RO F Bt
e IEEAA

o TR WEHAEALIMEKEE (DUNS/ELS)

e Apple B F4R=

A% Apple DEP HI¥4{ZE , 557 Apple K%l PDF, 3% Apple DEP EATAHLEBRERTAA , X—SEEE, It
S ESINEEFTERERESEREEAFEQE Apple DEP , X—RthIEFEEE , XEKER FHEELE—E M EKS
B PRSI,

FRVE Apple DEP itk /=
FAV5 DEP ik R, BRAEMIEE F FASHLREEE e FHRHbE | 620 dep@company.com,

Welcome

Device Enrolliment Program
D Enroll

Volume Purchase Program

@J Enroll

Apple ID for Students

Enroll

LMANALYERSE , WIBIT B FHMHLEIHT Apple 1D (IGETERD,
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-
Check Your E-mail

1. Complate your Apple 1D setup.

2. Enable two-step verification for this account as it is required by some programs

3. Continue your Deployment Programs enrcliment

2. [ J/aEE A Apple ID FHTIEMHTEARIK AR LRE.

Watch 5iC Support

My Apple ID Widoe Sign Oue

Edit your Apple ID. Manage your security settings.

You can make changes to y s -
N Two-Step Verification.

Tani-step venfication is an extra luyer of security designed to prevent amyone

AT SCCRSHING YOUP ACTOENL, EvEn i Ty Rave VOUT DasFaeed,

Gt $tarted

Choose a new password.

Mame, ID and Email Addresses
Pasaword  Change Padiwoed

Password and Security a2
Security Questions.

Addresses
Select a security Question or create ond of your own, This queston will help us

Fhane Numbers wFify your identity $howld you Tongel your paiswand,

Language and Contact Preferences Security Question Nama o your besst friend? %]

Answar

Select your birth date.
Combined with your security questisn, this will help us verity your identity if you
forget your pasyword or reed 1o reset it

seanember [ L - | wiz B

3. ECEFH ERANERIE (FEXY DEP [TPERRRIEAE) . MTXELRIRET , FRAM—IEIESHE , GLBITXE

TE SRR T XERIUER 4 ¥ PIN 53,
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iPhone Watch Support

(]

Add Phone Number.

Enter a phone number that can receive 3MS messages. This can be your own
number, or the number of someone you trust.

Country Uit S2aked (=1} &
Phone Number E

More about SM5

c;lnctl m

4. %3 DEP [T FRAE BRINIR BN ERIESTEAIK FECE.

Deployment Programs

| e | ~1 e l=la ri=lila s « +F LA -
enroll your organization in the: =ian i

Device Enrollment Program A
@& volume Purchass Program

L& Apple 1D for Students

sesnnnsrans] -

Don't have an account? Enroll Mow

ip

5. RMERATVEREE , AREFRBREEIMR. BRWKERKFHREE  FSH T—8oR%S , BNTIAERT DEP
K&,
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Choosea. .

Reseller

Apple Ing. (Direct)

6. %0 Apple % 4R S8k DEP L2457 1D , AAEREIHARFEIEIFESF Apple BRHLEHKIIK /.

FOVeAA T DO LUTLLALINST T LS LAl

] e I
I » >
I ~ ] v
I ,
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Review Your Enrollment Details

|
| |
! I
[} il S i)
|
Gonoral Manager Gonoral Manager
e — |

7. WeE| Apple ZIXHERELRIE , B Apple DEP 1. AR , FIRIR T —af0 AT LT ERIIK 75 XenMobile #31
JEZ;

[ dpple Deployment Progr: = T
£~ C B hupsy//deploy.apple.com/qforms/web/index/avs @

® Deployment Programs

0] Device Enroliment Program

#% Volume Purchase Program Welcome baCk, _

[§] Temms and Conditions

I Device Enrollment Program Get Started >
Velume Purchase Program Get Started >

¥ Apple DEP ik /.5 XenMobile #H£E A%
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1. #£ Apple DEP |71zl , B Device Enrollment Program,

[ spple Deployment Progr: % R
&=

C B https://deploy.apple.com/qforms/webyindex/avs

® Deployment Programs

] Device Enroliment Program

A Volume Purchase Program

Welcome back, N
I Device Enrollment Program Get Started >
Velume Purchase Program Get Started >

[§] Temms and Conditions

2. B Manage Servers (BIEAR$25)

, RIRBEHAMK Add MDM Server (/i1 MDM f353%) .

7 Appie Deployment Progr: = Yol

(Y https://deploy.apple com/devices/html/managedevices html

&
n

0 Device Enroliment Program

E Manage Servers

Manage Sel'vers Add MOM Server

W Manage Devices
= View Assignment History

Server Name Number of Devices Last Connected « Last Connecled IP
A% Volume Purchase Program

XenhMobiie

1 Today 198.23.91.110
[l Terms and Conditions
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3.7£ Add MDM Server (71 MDM JR$-28) 0 , #i \ XenMobile fRZ-2BEHR , R/ E Next (T—25) .

[ Apple Deployment Progr: =

= -

Device Enrciment Program

EE Manage Servers
Manage Devices

WView Assignment History

A% Volume Purchase Program

| Terms and Conddions

& | & hups -/ /deploy.apple.com/devices/html/managedevices. htmi

Manage Servers

Add MDM Server

1. MDM Server Name
Corporate [XenMobile Server
depariment or locabon

Enter a name to reder to this server

Automatically Assign New Devices (D

3|

£

\isiansen

Add MDM Server

Today 198.23.91.110

-

4. )\ XenMobile %25 LA, EM XenMobile &R /AMR |, EHITRLTHRIE -

a. &3 XenMobile #5414 |, SRE#HE FAMERER, WS E R MEERA,

b.ZEBZ T , #ii0S #=EHH.

XenMobile Analyze Manage Configure

Settings

Cerificates Licensing Release Managerment
Enroliment Netification Templates Role-Based Access Control
¥ More

Certificate Management

Credential Providers PKI Entities

Client

Client Properties Client Support Client Branding
Notifications

Carrier SMS Gateway Notification Server

Server

ActiveSync Gateway
Android for Work
Experience Improvement Program

Google Play Credentials

i05 Bulk Enrollment
05 Settings
LDAP

Microsoft Azure

Mabile Service Provider
NetScaler Gateway
Network Access Control

Samsung KNOX

Workflows

Server Properties
SysLog

XenApp/XenDesktop

b.7£ iOS #EIFM A E L , /RIF DEP B E , AFRATSHAN. R TERAH.
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XenMaobile Analyze Manage Configure 13

Semings = 105 Bulk Enroliment

i0s Bulk Enrollment

Te streamline the enroliment and management iS5 devices in XenMobile, yeu can setup the Device Enreliment Program (DEP) and the Apple Configurater Device Enroliment programs. The DEP notifies Apple servers about a device profile, which
customizes the setup assistant experience and assigns the profile to specific devices. The Apple Configurator Device Enrellment lets you use enroliment URLS to enrcll both unsupervised and supervizsed devices in XenMobile. The Apple Configurator
Device Enreliment program is available in Apple Configurater 1.5 and later.

¥ DEP Configuration
®m

Export Public
Key

5.7£ Apple DEP [/ L, 8 Choose file (IE#30fF) EERINITERINAA , AJ8E Next (T—2)

ﬂ Apple Deployment Progr: X

«>cla @i

#& Deployment Programs o

| Device Enrollment Program

BE Manage Servers M an age S ervers Add MDM Server

Manage Devices
View Assignment History Add “Corporate XenMobile Server”

A Volume Purchase Program
) Today 198 23.91.110
2. Uplead Your Public Key
Terms and Conditions

Choose File. BulkEnraliments

bl key certificate i wsed 1o encrypl the Authenbc ation Token file
for secure fransfer to your MDM Server

6. 8 Your Server Token (BRHIARS2540E) £R— RS 25400 (FTRANNYERTE) |, A58 E Done (5EA%) .
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- cC B @iz =
Manage Servers SN pacee
View Assignment History Add "Corporate XenMobile Server”
: ok 3. Download and Install your Server Token

‘Your Server Token

L) Corporate XenMobipTm ¥ Show all doweloads., M

7.7 XenMobile =44 #) i0S #EEMTE_L , ZERF A Device Enrollment Program (DEP) EZh 82" , BESEAS
st |, R LR EELE—SFTERNLSREH.

¥ DEP Configuration

) &
Export Public | Import Token
Key File

Allow Device Enrollment Program (DEF)

Import Token File

Choose the token file downloaded from the Device Enrollment
Program web portal and click Import.

Token File*

Cancel
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8. A TMRIERERAIE Apple DEP 5 XenMobile f1E#E.
Server Tokens

Consumer key”
Consumer secret*
Access token®
Access secret”

Access token expiration

Test Connection

9.7 i0S MEAMTE L , SEAHMDIR | EIEEXEH Apple DEP R &) Apple DEP 1=HIRIKRE , SRR TR,

XenMobile AR %-#5#7E Apple DEP [ B,
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€« C & htips//deploy.apple.com/devices/html/managedevices.htm @iz =

& Deployment Programs sarch for Se ' I -

0 Device Enroliment Program
il Manage Servers Add MDM Server
I Manage Devices
= View Assignment History
>erver Name Number of Devices ast Connected - _ast Connected IP
#% Volume Purchase Program
Corporate XenMobile S 0 Today 50.23.98.206
[ -
|¥] Terms and Conditions XenMablle 1 Todsy 198.93.91.110
_| Corporate XenMobi..pTm 7 # Show all downloads., %

TR T DEP ik %&

AT LB M Apple S/EFT DEP IRz SR THEA T DEP Mik%&. ZEM Apple Ty , FE 7 Apple DEP [/
NERIRML Apple &/ ID DA Apple 3521 KA& %5728 Apple DEP ik FARKEX,

ENEHRSEERAITE |, EIXR Apple £4AZOEER , MIALESBMAT Apple DEP. MRR&ET | \EEREHRIRMEE
H Apple DEP ID, FEEIRHINEBEARER ) Apple DEP 55 AR INZIARE) Apple DEP 1K, tnREFMAE | SR MEEY
8 Apple DEP ID fJ5& 4%l DEP %/ ID, BMEASHEIIZHL DEP % /7 ID , L5HME X ID BAEMRARENHXEER

T4 Apple. BREMEER | ES W Apple Web i,

BIRAAT DEP HIR#%
FIRIBUT SIRIET DEP [ FTEEMK Apple DEP 1K S PI¥1% %5 XenMobile %525 H8KEX.
1. %% Apple DEP [/,

2. % Device Enrollment Program #1 Manage Devices (&I2i%%) , #X/57E Choose Devices By (IEFR&KIE) + ,
WEF T LBAT Apple DEP & & B A% , BY Serial Number (F7%1=) . Order Number (7T#%) =X Upload
CSV File (L3 CSV XXf¥) .
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[ Apple Deployment Pragr: % WY
- &

& https://deploy.apple.com/devices/html/managedevices.html

@& Deployment Programs

|;: Device Enrcllment Program

B s Manage Devices
I Manage Devices
= View Assignment History

#% Volume Purchase Program 1. Choose Devices By:

[E] Terms and Conditions ® Serial Number Order Number Upload CSV File

2. Choose Action:

| Corporate ¥enMobi_p7m ~ # Show all downloads..

3.7 Choose Action (3E#FiR{E) T , REKREH B4 XenMobile JRE-25 , 1587 Assign to Server (HECARS
75) , 1E3IFkRF#d XenMobile fR$-25MEFR , R8T OK (FAE) .
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[ 4ppie Degloyment Progr: % R
- C | B https://deploy.apple.com/devices/html/managedevices. html
# Deployment Programs
0] Device Enollment Program
B Manage Serv :
T S Manage Devices
B Manage Devices

= View Assignment History

#% Volume Purchase Program 1. Choose Devices By:

E{] Terms and Condiions & Serial Number Order Number Upload CSV File

1234567898

2. Choose Action:

Assign to Server w
Assign to Server
Unassign Devices

Disown Devices

L. Corporate XenMobi...pTm

¥ Show all downloads. X

26 Apple DEP & &IMAEE 5% ) XenMobile R S5-2$48 <8k,

L & | B hps L
Assignment Complete
N
'\2’/,/'
Ok
B sssgoment Masory 2. T | Comporsie XenMobipim " # Show ol gowrloads, M
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RPEMERAT Apple DEP fIiR & , HAKIIT.
1L BFEsERT Apple DEP iR,

2 {F R ER SAEH 0S ’E LR EVIARE.

3. %R & ¥ B3N a0 XenMobile ®&ZFMEFE. HARERSHITEHRE |, BHEZFMEISBERAT Apple DEP Bi& & REXH
XenMobile fR%-25.

Apple DEP TS F2¢E RS T Apple DEP (iR &%44 10S BECEIRFEN—E 5 B3hE3N.

----- - AT AN CO% I

£ Configuration

4. %7 XenMobile 15| AR ECEK) Apple DEP BCER 4 /EA T Apple DEP (i %&. RrRBmSRERS.
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It may take a few minutes to set up your Apple ID. ..

5. R AJREAIR IR &R iTunes DAEAERS T2k Secure Hub,
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6. FAFFTHF Secure Hub FHE A EIRE. NRKRBEESK , ARG ATBEESIRRA PRIEFHEAE PIN,
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Feb 09,2017
B Ain Bt e s A RS EEER S Secure HUb MI(ER. ATRMERXLRMECESEKRE |, 0 Citrix PIN, )\ Citrix AKX
FRER R i B

FREME PR AR (JUHE Secure Hub) B , MSBXR Fin/Ett. AXER RECENE FinBHEMEHAER |, 55
PIAXF RHEKNEN AR E S inEEs %,

1. 7£ XenMobile I=H G+ , A EAREREN. I ERRERHE.
2. 7% P FE , iR SRt IR ERE FipEE T mE. ATRAABCTERN, Jeia iR S Et.

XenMobile Analyze Manage Configure E- 3 A, administrator v

Settings > Client Properties

Client Properties
To change a property, select the property and then click Edit.

(5

Add
Name Key Value Description ~
Enable Citrix PIN Authentication ENABLE_PASSCODE_AUTH true Enable Citrix PIN Authentication
Enable User Password Caching ENABLE_PASSWORD_CACHING false Enable User Password Caching
Encrypt secrets using Passcode ENCRYPT_SECRETS_USING_PASSCODE false Encrypt secrets using Pin or AD password
PIN Strength Requirement PASSCODE_TYPE Numeric PIN Strength Requirement
PIN Type PASSCODE_STRENGTH Medium PIN Type
PIN Length Requirement PASSCODE_MIN_LENGTH 4 PIN Length Requirement
PIN Change Requirement PASSCODE_EXPIRY 90 PIN Change Requirement
PIN History PASSCODE_HISTORY 5 PIN History
Inactivity Timer INACTIVITY_TIMER 15 Inactivity Timer
Enable FIPS Mode ENABLE_FIPS_MODE falze Enable FIPS Mode

Showing 1 - 10 of 19 items Showing 1 of 2 < |2

RN P R
1 BAHEM, BEENE BoRAIEE P .
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XenMobile Analyze Manage Configure admin

Settings = Client Properties = Add New Client Property

Add New Client Property

Key Selectan option  ~ @
Value®
Name*

Description™

Cancel Save

2.REPTERE :

o Bt :7ESIRT , BERAMMEMLR. BE  PUTEHTEREE KSR TERAIBEAR Citrix SR,
o {H : BINGEEBIEMIE.
o BER : MARMEMETR.
o B M BMERIREA.

3. BTHRTE.
YRR Fin B
1 R FipEERET | ERERENE iR,

AR REFEANT Fin BN REE | EISRAK BIRER Fin B IRN LT RATHSIRMEAHBE
BT R BIRESIRMA M.

2. fitte, WIPREIRwiEE Fin B TUE,
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Edit Client Property

Key ENABLE_PASSCODE_AUTH
Value* true
Name* Enable Citrix PIN Authentication
Description® Enable Citrix PIN Authentication

3. ELUEMATEER

o HH : TIEEBUTER.
o {8 : BMMIE.

o ZWK: BUEMAFR,

o B : BHERLEA.

4. BERFURGTENEY , SBRTBUHRIFRIEAREER.
WikR2 i Rt
LR P RET | ERERERNE FinEt.

AR B TN BIEFS NN R EE | EREERERNS AR,
2. iR, U EORERASHEE. BRI,

B Fin Bt S

XenMobile BI%ER FinEHE R EEBIAREN T FR.
CONTAINER_SELF_DESTRUCT_PERIOD
BIREFR : MDX A5 ESHAR

B SThBERE L RS 4 E KA ESK A G IR] Secure Hub MHEE N FRFERF. RBITHAERS)E , N BfREFAET
A, BFAREEUEMN XenMobile AR 552571 M. HHRBIEEIEBRE KNS N BREFIN AR IR , BN BRFE
FRR PR, MESNAZEELTFENEKER , REB[TRESHIBERIIER S, 620 , MR AMEKRR
30 X, AAAMER Secure Hub SRR FAFRFFAORS AIRRIT 30 X , MULLSRBEAES.

e RREEMERT I0S 1 Android 4 |, X104 K R 481 E AR SRR (108,
ERCEN SRR  BHERE > BAmEN |, SA/RRINE E X5 CONTAINER_SELF_DESTRUCT_PERIOD,
B : ¥

DEVICE_LOGS_TO_IT_HELP_DESK
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BREFR : @ IT IATFHARRE R EHE
BBt JE A AE 1T SRS A RS BEMTIRE.
TATBEAIME : true Bk false
2IA{E : false

DISABLE_LOGGING
BoRE#  FAREICR

LB AFEZ AR P ARSI EH EEBEENTNRE. K8 Secure Hub F1RERATH MDX N AFEF 2 A B EICRIh
fE. APTEN I TERAX AN ARFNEE ; BMEEE B RNBETIMHESNEE , MITEWMNEE , (B4R
G HEICRIBEHZRANIEE. T ERMEE LR |, £HITATE XenMobile 1554 F &3 Secure Hub 1

MDX i fEFEERE.

Bt EMARE A true B , Secure Hub ¥BRIE N FAFERF HERE X true , DIB{RTEN FAFT SRR BT MDX I 2 F{Z1H1E
xAE.

TREMIME : true 8% false
ZAME : false (REMBEICR)
ENABLE_CRASH_REPORTING
BoREHR : BRARIRE
BT 2 k22 F{E A XenMobile I FIFEFFI Crashlytics (IARIRTRE .
AIHEMIME : true B false
RUAME : true
ENABLE_FIPS_MODE
BIRATR : JAM FIPS 85

B ERS ER & RS A FIPS #53, EBU{ESE |, Secure Hub £7ERIT N —IXEXHLE ARIER G HTE LB NR
.

TAJBEMIME : true Tk false

2A{E : false
ENABLE_NETWORK_EXTENSION

BIRAFR : ENABLE_NETWORK_EXTENSION

MBI T , XenMobile #£ Secure Hub &3BT [ Apple MY [RIELS, EEAMLEY B , BHERE > T inEtt |
N 2 X 42 ENABLE_NETWORK_EXTENSION F${H% & A false,

A : true
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ENABLE_PASSCODE_AUTH
BIRAFR : AR Citrix PIN S35

LEME A EFTIE Citrix PIN TheE, fSA Citrix PIN skIB1TRL/E , AGOERRAFE N EF A PIN (M3EE Active
Directory %) ., MR ZH T ENABLE_PASSWORD_CACHING , 8& 1R XenMobile {FFIFBHMHIIE , RERE
hiaH.

MRAFPITHHSHIAE , Citrix PIN SEAMINE , 7B AR PARNERME BAREFSNE. NRAFARITI
SH®IE |, Citrix PIN SUB1TRL% A THR49! Active Directory BRIEIES , FE/a# &% /& LUET XenMobile TS 4%
Uk,

T BEMIME : true 3% false

ZHAME : false
ENABLE_PASSWORD_CACHING

BIRER . BRAFEREE.

LUEME RS IR & AR 17 A K Active Directory B85, FULEMRE R true B, M50
ENABLE_PASSCODE_AUTH EMEE X true, tNREAT A RLLETRE , XenMobile ¥42RA R E Citrix PIN 84T
B,

T BEMIME : true Bk false
2IAME : false
ENABLE_TOUCH_ID_AUTH
BIRAFR : JAR Touch ID H4%IE
X$F32FF Touch ID HHBUEKIRE , LEMERERE LERAEEEA Touch ID SHKIE., 5K :

A& YsaR Citrix PIN 2k LDAP, 703 LDAP S#HRUEE XA (120 , (UMEBETEBRNSHIAIE) , A
SIFE—A Citrix PIN, #ZEXFMEIL T , XenMobile 22 Citrix PIN , BJ{§ ENABLE_PASSCODE_AUTH i% & false
IRANLL.

75 ¥ ENABLE_PASSCODE_AUTH & &4 false , DAEY A FEshNV BFEFE , BN IR/RARE[E A Touch ID,
TAJBEMIME : true Tk false
2A{E : false
ENABLE_WORXHOME_CEIP
BIR&FR : 5B Worx Home CEIP

BBMERITIF R PR BETR]. XHAEMm Citrix ZIXERRENE YR, HBIRAH B Citrix %3 XenMobile ()
mafir, ATEEMEANMERE.

{& : true g% false

AME : false
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ENABLE_WORXHOME_GA
BIRZHR : £ Worx Home A J3F Google Analytics

IEME 2 s F7E Worx Home #{# f§ Google Analytics WESIRRIThERE., FRURER |, (XY AT IRER Secure
Hub (Worx Home) Bt A& & Hi1H.

TAJBEMIME : true Bk false

ZRAE : true
ENCRYPT_SECRETS_USING_PASSCODE

BIREFR : FREITRMEY R

Lt RMEAVPR EURBIRFEERS 3N & LK) Secret Vault 7 (MIAEETFAWAAFMEF) |, Hl0 i0S AR, BBt
AFEEREMEBERES , BESRNAB LM (FAERNAE B AERRE PIN {5) .

Citrix ZIEBALBEEUREBR S A ARENRSM, Bl , APEBRIZANEKBA Citrix PIN S HKIFE R,
ATRERIME : true 3K false
ZUAME : false
INACTIVITY_TIMER
BIREH < RIS

SRt E A AR ARFHR S T RESRE B 2 JEiR M A FF AR SRR Citrix PIN SIB{TRSHIETE] (SGA5
b)) . A MDX NAREFEANEE WM AREFETERRESATF. MR NMARFBTRWRERAX, AF
BWEEME Secure Hub UPITRLHHIIE, FHRER , RERBERLS T XIRRA P TR BRI,

R fEI0S L, NIEFHI 38 SR MDX K FFEFA9E MDX K FIFE Xt Secure Hub fijia).
AREME  [ERIEEH
ZRAE : 15
ON_FAILURE_USE_EMAIL
BIRAFR R EHE R AR T A RREREBE
BBt 2 s R R Fakm 1T KX R & B ERThRE.
ATBEAIME : true 3k false
BOAME : true
PASSCODE_EXPIRY
BIRAFR : PIN ERESK

SEEMERE X Citrix PIN SRB{TROMAAESIE (BACAK) | BELHEE , RE0REHIFA AEH Citrix PIN 50817,
FRURER , (NS F S ET Citrix PIN SRIB TSI R R EHTE.
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ATRERIME : 1- BINER 99, MRFERFKEAFTEEZEH PIN RIS , R AEREA—NEEE KKE (6120
100000000000) . #ARFHNREMTHHRNT 121 99 X2 (8] , RIGEAIT RN EBCAE RHIEE |, PIN FEHI4A)
PREEREMDISTH | B2 JEk RS,

BRAME : 90
PASSCODE_HISTORY
BIRAFR : PIN Jis2iCR

PEJEMERE X 2 Bi{E IR Citrix PIN SOB1TRE¥E , A EE M Citrix PIN SUBiTRNAEEER. RESUHEE B
FTRREEH Citrix PIN SUB TR AR B 5.

ATRERO(E 1 1-99

RUAE : 5
PASSCODE_MAX_ATTEMPTS

BIRAFR : PIN =30k

BLEMEE R ARG Citrix PIN SRBITRBHXER , X RARGCKIRRA P T2 SMRIE. ARihdiTe
25HRIIER , REEHRHAZH Citrix PIN ZIB1THD,

ATRERIME - (TR IEE%

ZAE : 15
PASSCODE_MIN_LENGTH

BIREHR - PIN KEEK

BB X Citrix PIN i/ MR,

RIREAME 1 1-99

2AE : 6
PASSCODE_STRENGTH

BIRAFR : PIN 3REESK

BEBMERE X Citrix PIN BRIBATRIHMSRE . EXULRER , REUETE FIARRA PR TEHRIER R R E R Citrix PIN
BIETTARY,

ATRERE - R, PEksR
BOAME -
TERANMAT BNBRERENEEAN , EAKBURT PASSCODE_TYPE RE :

BTRRE BB TRZEE ALY FRRF B TSR AN
i BT , AVFEREREIRF WIREDBE— T H— TR,
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RAFER : AAAaaa, aaaaaa. abcdef

AFEA : aallbl, Abcdl#, Abl23~, aaaall, aallaa

& 1L BT AREMRL, a0, RAarER MR IBA TSR AALIARTE |

(BUARE) 444444
1 FRAMBHFTAEEMR. #0 , AARrER

2. FiBMFABeES., #lan , R ER aaaall, aallaa sk aaalll,

123456 5% 654321,
2. FRABTFEAREES. 0, RAVFER abcdl2,

AVFEA : 444333, 124567, 136790, bcd123, 123abc, xy1234. xyz345 & cbal23,

555556, 788888
VFER : aallbl, aaallb, aaalb2. abcl45s,

xyz135, sdf123, abl2c3, alb2c3, Abcdl#, Abl23~

b Citrix PIN 4 THURR AR, BTBTSEDBE— A AETEN—NEFE.

g

ARFtF - abcdl2, DFGH2

3 Abcd12, jkrtA2. 23Bc#. AbCd

% e Citrix PIN B4 THSRRBEA. BITRESNOF—IUT. —MHES, —AKEF
BUR—IEFE,

RAVFER : abcd12, Abcdl2, dfghl2, jkrtA2

AYHMER : Abcdl#., Abl23~. xY12#3. Carl2#,
AAbcC1#

PASSCODE_TYPE
BIRBHR : PIN (8

BLEMERE LR FREB E ST Y Citrix PIN )ERF R FRUEITHD, SR nS , A RBEE T (Citrix PIN), %87
BT, RAUERTENRTNAS (BITH) .

R ERULRER , FPARIEERSE FIRIRREH TS HRIERZE R Citrix PIN SE1TH,
ARENE : BFRF T
BME : MF

REFRESHINT ERVAL

BI/REZFR : REFRESHINTERVAL
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BUABULT , XenMobile &% 3 X&xt B AIURS2% (ADS) BT ping oS BEIXBEEIET. EEXRIFI ARG , 85
ERE > BB ANINEE L REFRESHINTERVAL |, FERERE A/ N2L,

BOAE : 72/ (3 K)
SEND_LDAP_ATTRIBUTES

SHF MAM #32E , ] DABCE XenMobile , PA{E{E AR FHMFEIBAE Secure Hub #iEAM Android 2k i0S &% F F8E
BzhiEM Secure Mail, XEMKE R FPTLEHARIMIE ESHITIIMOLIRED AT/ Secure Mail, PR ERS 23 BH
MAM_MACRO_SUPPORT,

RRENLFBE FIRKEE  BHRERE > BB , M08 E X5 SEND_LDAP_ATTRIBUTES , JHZ41 T F/RX
HiA.

1& : userPrincipalName=S${useruserprincipalname},sAMAccountNAme=${usersamaccountname},
displayName=${userdisplayName},mail=${usermail}

5 MDM &R , BIEERTEE AR,
AT/RBINER T K AR S5 an (i bt fe e

IR ST UEM , XenMobile ¥ ESFHUAFHRLLF. At , MRBEMEBESES , NMARFEESHIEMN L
RFAT , ABILER P B ARE STABMENGEE. RATFHRRANN,
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ActiveSync Gateway

Jan 03,2017
ActiveSync is a mobile data synchronization protocol developed by Microsoft. ActiveSync synchronizes data with handheld
devices and desktop (or laptop) computers.

You can configure ActiveSync Gateway rules in XenMobile. Based on these rules, devices can be allowed or denied access to
ActiveSync data. For example, if you activate the rule Missing Required Apps, XenMobile checks the App Access Policy for
required apps and denies access to ActiveSync data if the required apps are missing. For each rule, you can choose either
Allow or Deny. The default setting is Allow.

For more information about the App Access device policy, see App access device policies.
XenMobile supports the following rules:

Anonymous Devices: Checks if a device is in anonymous mode. This check is available if XenMobile can't re-authenticate
the user when a device attempts to reconnect.

Failed Samsung KNOX attestation: Checks if a device failed a query of the Samsung KNOX attestation server.
Forbidden Apps: Checks if a device has forbidden apps, as defined in an App Access policy.

Implicit Allow and Deny: This action is the default for the ActiveSync Gateway, which creates a Device List of all devices
that do not meet any of the other filter rule criteria and allows or denies connections based on that list. If no rule matches,
the default is Implicit Allow.

Inactive Devices: Checks if a device is inactive as defined by the Device Inactivity Days Threshold setting in Server
Properties.

Missing Required Apps: Checks if a device is missing required apps, as defined in an App Access policy.
Non-suggested Apps: Checks if a device has non-suggested apps, as defined in an App Access policy.

Noncompliant Password: Checks if the user password is compliant. On iOS and Android devices, XenMobile can determine
whether the password currently on the device is compliant with the passcode policy sent to the device. Forinstance, on
iOS, the user has 60 minutes to set a password if XenMobile sends a passcode policy to the device. Before the user sets
the password, the passcode might be non-compliant.

Out of Compliance Devices: Checks whether a device is out of compliance, based on the Out of Compliance device
property. That property is usually changed by the automated actions or by a 3rd party leveraging XenMobile APIs.

Revoked Status: Checks whether the device certificate was revoked. A revoked device cannot re-enroll until it is authorized
again.

Rooted Android and Jailbroken iOS Devices: Checks whether an Android or iOS device is jailbroken.

Unmanaged Devices: Check whether a device is still in a managed state, under XenMobile control. For example, a device
running in MAM mode or an un-enrolled device is not managed.

Send Android domain users to ActiveSync Gateway: Click YES to ensure that XenMobile sends Android device
information to the ActiveSync Gateway. When this option is enabled, it ensures that XenMobile sends Android device
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information to the ActiveSync Gateway in the event that XenMobile does not have the ActiveSync identifier for the
Android device user.

ACE ActiveSync Gateway &
1 7£ XenMobile zHl&+ , BEA LAKEHRENR. B RRENE,

2. £S5 T HE , B ActiveSync Gateway, IEDEEIR ActiveSync Gateway TUH.

XenMaobile Analyze Manage Configure -3 3, admin

Settings > ActiveSync Gateway

ActiveSync Gateway
Allows or denies access to devices and users based on rules and properties.

All devices
Activate the following rule(s) Anonymous Devices

Failed Samsung KNOX attestation
Forbidden Apps
Implicit Allow and Deny
Inactive Devices
Missing Required Apps
Non-Suggested Apps
Noncompliant Password
Out of Compliance Devices
Revoked Status
Rooted Android and Jailbroken iO5 Devices

Unmanaged Devices

Android only

Send Android domain users to ActiveSync Gateway @ @

Cancel Save

3. FERGERA TR T | S RIRRN — ek Z AL,

4. 7£{YBR Android ¥ ¥ Android 13 & %% ActiveSync Gateway F , B LAH{R XenMobile ¥ Android R &{EE
AIXZE| ActiveSync Gateway,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.344



5. B {RTE.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.345



£33 (A% ]

Jan 03,2017

MR EEMEFRE T MLiARIESH) (NAC) %% (40 Cisco ISE) , RJ7E XenMobile &, BT LS AT iE2s DARIE AL NEk B &
BIREH NAC FHFAME. R XenMobile FRAEERENHRIEE KM , FHFEMBAMC A NREH” , NACREF LML
PRI R % .

1£ XenMobile I=HIGH , MIIRFPEFR—DRZ &M, LEBEEEAAREH.
XenMobile XFFIT NAC SRS 82 -

EAEE REREESATEARN. MRAREZAEINELN XenMobile TUEEHX A FHITHHRIE , NIRRT
KE.

Samsung KNOX AMER : KB IREEBICART Samsung KNOX IAMER S 25 HIE A,

FILNN AT - KEREETAGENBRFIRRIETEXNRILNN BREF. AXNBRFNFREFAES  FS
P8 & PR A2 R (A1 & SR

AiEEhEE  RIR MRS 25 BIE " Device Inactivity Days Threshold” (R&EREHNRBBE) RENEN , KEREEDLT
AEHRE. BRFRER  FSRRFHEN.

BROFBNNARER | KERE R SREN BREFIRIRIE T E LB BRERF.
FHEEFNRERF | REREETABEN AFEFIRIRIE T E LS N AFEFF.

AEHBERL - KERFBEERSH,. 7£i0S 1 Android % , XenMobile AR & L MU BTRIME ST A A EENZR
FHOBEITROREE, B0 , #£i0S ®& L , AR XenMobile FZR & A X T BITRLERE , NI O 60 SN E RS, £
PREBLZE, BT REREH.

FEMESE  RIEFENRERBUREREEEAGN. ARMBEHENNBRIFIHITER , EFE=77FIA XenMobile
APl BHTEHK.

BRE  KERSIEPEDCHBH. BRI ZA , CRHERRETTEEREMN.
E3K13 root BPRM Android R&FFEEHRM i0S &% : 1F Android RZ B I0S k&2 BE M.

FHEERE  KERFERNMATITERE , % XenMobile =4, #1201 , £ MAM BT TR SR EBUHEM KR & AIE
TERE.

EE
TRRAH/ A &M T ISHXFER XenMobile IEEMRE LRERIAE. #1201 , AAERKRESL LN AR FORESREMIZEEE
BWAMCH ARG, FEB NACIR & LEFERMMZE b,

e, & P87 [e)4 )
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1 7£ XenMobile #=Hla+ , A EAKERER. WK EREETH.

2. FERRF AT, IR RIS, BCATR B IRMLE IR T

XenMobile Analyze

Manage

Configure

admin

Settings = Metwork Access Control

Network Access Control
Enables device compliance.

Set as not compliant

Anonymous Devices

Falled Samsung KNOX attestation

Forbidden Apps

Inactive Devices

Missing Required Apps

Non-Suggested Apps

Noncompliant Password

Out of Compliance Devices

Revoked Status

Rooted Android and Jailbroken 105 Devices

Unmanaged Devices

3. R E B AR ARG LT RS F N M B,
4. BHRTE.

https://docs.citrix.com
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Samsung KNOX

Nov 29, 2016
AT ABCE XenMobile IAZE ) Samsung KNOX IAIEAR %28 REST API,

Samsung KNOX FI| I IRIERGM Y FE ARt Z RHMRIPHIR MR 2ThRE, HP—FR2RHHBEETNENFA L.
WIERR S 2R & TR 155 SR ENEIR R TR MBS IR &N O RSN (B , 5ISMEEFHMNZ) i,

1.7£ XenMobile Web $ZHIa , BEA LAKERER. IR B REER®.

2.fEFA T/, B Samsung KNOX, AP B x Samsung KNOX TaH,

XenMobile Analyze Manage Configure W A, admin v

Settings > Samsung KNOX

Samsung KNOX

This configuration allows XenMobile server to query Samsung KNOX attestation server REST APIs.

Enable Samsung KNOX attestation NO

Web service URL Add new ~

https://us-attest-api.knox

3. 7£/3 Samsung KNOXAMEF |, %2 B3 Samsung KNOXAUE, ZRIAECAA.

4. %2R samsung KNOX IAUERE 2 HY , Web RS URL EREIHEM. AREEIIRFHITUTHRIEZ— !
a. BEHELATAERS 2.
b. FUHIE , ARWA Web RS URL,

5. S EMUEEMIEEEN. BERENEHEBIHE.

6. IR,
EE

] PA{EF Samsung KNOX Mobile Enrollment £ 4 Samsung KNOX & & EZ] XenMobile (B{E{TM#SahiR&EE:S) F , TEF3h
RESMRE. BXER , 1E2M Samsung KNOX it &7+,
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Google Cloud Messaging

Feb 28,2017

YER SRR TR IR A R 15k RE |, ATRAE M Firebase Cloud Messaging (GCM) #5141 Android & & 2na AR T & E )
XenMobile, ERAMNTEE , EARSIRFHIEGSERAMAHEXIER , DURRA FENERKE] XenMobile fR%25.

& SR

XenMobile 10.3.x
BHTRRZA Secure Hub & il

Google FF&AEIK FEHRE
7£ XenMobile _EF¥TFF#E[E Android.apis.google.com #1 Google.com i 443

IR AREEM

BRI BIRT SMEBAAEIME T FCM IB{EAE.

External Network Demilitarized Zone Internal Network
TR ]
mam.mydomain.nl 4458443 e il hls
. GCM APNS Internet
i sydoanain.nl 843 518 sz Baazy
5229 L
523D I T
& vie e —
Wi-Fi AP
android.apis.google.com 9228,/9229/5230 1 i

MetScaler | WEIF
android apes gecgle com 443 THiE

gcoghecom 843

vl &43

L
¥enMaobile

o | | o | | | [ | o |

o ] o | ]| o ] o v i | 4

oooo opoo
Firewa Firewall

5 FCM ECE Google ik

1L fEREK Google FFREIK PEHREFILT URL :
https://console firebase.google.com/?pli=1

2. B Create a project (fIEMA) .
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Welcome to Firebase

Tools from Google for developing great apps,
engaging with your users and earning more through

mobile ads. Learn more

CREATE NEW PRO.JECT

or import a Google project

3. %\ Project name (MH%&#R) , A/ Create (fI) .

Create a project X

Project name

Xenmobile|

United States -

By proceeding and clicking the button below, you 2gree that you are using
Firebage services in your app and agree to the applicable terms

CANCEL CREATE PROJECT

4. B FAME 2SN ENS , SA/5#8 T Project Settings (ME®RE) .

A Xenmobile £  Project settings

Permissions DATABASE CLOUD MESSAGING ANALYTICS ACCOUNT LINKING

9 Analytics

2% Auth

5.36#% Cloud Messaging . ATAFELLTE_EERAR M A ID MRFREH. KHIXLE , BAELIATE XenMobile A
FaRPIRALXLE. FHIEE |, 2016 F 9 A Z FARRN RS [ ELAEPLINIE Firebase IHHI AP AR , X—RIFFEER.
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A Menmobile b+ Settlngs

GEMERAL DATABASE CLOLN G ANALYTICS ACCOUNT LINKING

Storage AlzaSyalbkoOo S I ] A—_—

Hasting

@ 0w

1 GCM B & XenMobile

1 &g XenMobile =& , ARHERE > RFFEM. LA , A GCM FFHETHRE,

a.Yw%E GCM APl key (GCM API 384R) , SR/aBE \AE Firebase Cloud Messaging Bit & #)_E— /N1 & HIi) Firebase
Cloud Messaging AP| 2&4A,

b. 4wi& GCM & ID , FHRAGFER— N ERAPICRHARMA ID H.

XenMaobile Analyze Manage Configure e M 3, admin v

Settings > Google Cloud Messaging

Google Cloud Messaging
Configure Google Cloud Messaging (GCM) in order to send connection notifications to Android devices that are enabled for GCM. For steps to set up a GCM client app on
Android, see the Google Developers Cloud Messaging documentation.

APl key AlzaSyBr7jG96CWE we

e
e

Sender ID 832

e
2

5NNl =1
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Google Play =&

Jan 18,2017
XenMobile uses Google Play credentials to extract app information for the device.

To locate your Android ID, enter *#*#8255#*#* on your phone. If the code does not reveal the device ID on your device
type, it may be possible to use a device ID third-party app to derive the device ID. The ID you need to retrieve is the Google
Services Framework ID with the label GSF ID.

=z
IR
When searching for Google Play Store apps in the XenMobile console, the search returns apps based on the Android operating

system of the device. For example, a Samsung S6 Edge is running an operating system version 6.0.1. When you search for apps, the
only apps thatappear in the search resultare apps thatare compatible with Android version 6.0.1.

Important

To enable XenMobile to extractapp information, you may need to configure your Gmail account to permitunsecure connections.
For steps, see the Google supportsite.

1. In the XenMobile console, click the gearicon in the upper-right corner. The Settings page appears.

2. Under Platforms, click Google Play Credentials. The Google Play Credentials page appears.

XenMobile Analyze Manage Configure

Settings = Google Play Credentials

Google Play Credentials

XenMobile cannot extract app information without logon information. To find your Android ID, you can type *#*#82554™#" on your phone.

User name™ @gmail.com
Password™ TTITITYL]
Device ID* 123456789123CD01
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{£B) XenMobile FEEME, , FATPATE Windows 8.1 % & _FERZE sk )\ Windows [ FART 5 43X
KN AR, SESNENBREFOSEE BAR , BAFEE Windows N JEFR AT Ak

FAMNBRERF. BEEMENRRERF , SERESMEBAMNBARE , ARBENAREFHER
PR E.

RIFRLLRIE 2 BT , FERHEUATEE
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KLU

o FEMEFF=REE , FEEF Microsoft Volume Licensing Service Center (Microsoft #t &4 a] ik
) B ER
o WARMIE , FEARIEME~REA FRdH4S1TaE

A PATE XenMobile FRMN—ME R K , AELEFATE S APPX XHRHE LIS, REmA S
& APPX STHRA A B A AEE Windows SEARFEIN_E R RV BFER , S 2 AL LI,

Single Sign On (SSO)
o

FEInE

£ XenMobile 413 Single Sign-On (SSO) ik~ , A AR B ERERE—IX , B NEFN ATEfF
1[5 XenMobile MPERIAT IR, APTHERE LA EE. TUBKAERF (B App
Store N FAFERF) LML SSO Ik PSR, LERIRE A Kerberos SHIE/Rimisit.

FE  WRR{UERAT I0S 7.0 RE SR,
7£ XenMobile I FMEMER R KRG , UNEBERNEBEMHAINGDES |, FHARIERZ[IER AERER
#_ HERGFHER.

a] AAYEIE AT Samsung SAFE, Windows Phone #1 Android Sony & &HI5kIKE, )N FEAEE—
EARMME , HRNBBIEAT SRS X ET AN,

e

TTRER

ATPAZE XenMobile A —/NERE |, PAFESE i0S. Android 2k Windows Tablet & & 2 B1EI% &1
T RE R 7R XenMobile Store Web 5748,

&R ALE XenMobile i —ME&5RRE , DMEEA PR I0S &% _Lm BAS RSP HRMEITEME
1. www.apple.com/downloads/macosx/calendars 324t 7 & LU TR A B 7313k,

EE  WIREETREANBR , ARERHRNEI A ARE LEITRKB RS,

VPN

MRF LR FERZ R AT AT R R E R EBUR . ATRAE XenMobile Fr 4032 “ Sk
iR FRME. LA 7E XenMobile EMHREN , RGEamEBRFHRMEM , AABMIEZX
BERRMEHAREEMR &, RLEXSETMAHLEUAEMIERE.

MERATEBERA, , HFEFERAESXAEAES HANETILE , WETARARE
KIVES RIEN RN &R REE . WIUNTRIRERENTFAIMESAaiRH— . 3T
Android F1 i0S &% , WSRIRHE PDF x4, X+F Windows R4 , WMIHRHESCAR (txt) SRR
SR SEEH

XFHLEFERIEMR VPN MXE AR Fn RERIDIBENE 7 , VPN g 7] BT m &% & TH# VPN
W EHEM{EE. BT HFaFE Cisco AnyConnect, Juniper & Citrix VPN HIRE , Al XFFF %
VPN 2447, b , AT SR EEIES CA FHREBZA VPN (1RE VPN MIXIFIHIER) |

ATAFE XenMobile FARMMATECE BIAE ML (VPN) REMRERE | £ REREMmEEE
AL, FMHFEFREA—AFRKE , FTH VPN XEFFHENA T HINE.
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BRER

Web &S I8

ZRTRARIN png 8K jpg XXt , LR E I0S w&BIFRAE. EREFR_FERIERK. EATI0S7.12
EREESMRA, E1E iPad M iPhone LIEMARERIELR , FEAERRIAIELR R I H AT E R M
KA.

AJRAFE XenMobile FEARIN—MNRERME , BILEAER Apple B ZNTISNRERARINZIE £ SR F0X
ABPRREFEIRR | 1E I0S W& LidiE Web WA, HRE(UERTRARWEHAN I0S7.0 KE
BiRAE. BRKI0S REETREERANES , FSREA Apple Configurator # 10S W& ET

SUEHR.

Web B35

WiFi

FIFBLRRE , ZXRT A Web s S EREA Rk Web 574E |, FE(IAN BREF—RZEINER -
HRE L. FATPIEE BT MWERRSERR i0S. Mac OS X #1 Android %1 Web 8748 ; Windows
AR RN R BE{F AR URL,

BT WiFi ke , B QA ARITERFRMHEE WiFi IEERESFREER. - SSID. SHRIEMECE
1.

FUR WiFi skig |, ATRUBTEE MG 2 FRANEEL, SHBIEMT2Rm, EOE ARSI
ftb WiFi lXAEE. , XERENTEREF A LRAA R AR —2, IEEA RS ER
B WiFi R,

Windows CE iEH

XenMobile 1%&TR

PRI % SR LRV F MSMB PKI [0 A P& 2 it Windows Mobile/CE IEH., A XUEFHH PKI
SKEHIFA(ER.  ESRIEH.

N XenMobile ¥ETRRE , FHFBECEFEM Android #1 Windows Mobile/CE 1% £&1%3£%! XenMobile
B} Secure Hub BI1TA.

XenMobile fEIE;

A]PAFE XenMobile RN % % 5&8% , AT M Android #1 Window Mobile/CE &% E0#k
XenMobile, FELRIEE , B AEBEEFRTE RS _LBIFR XenMobile,

ZH A PR R &R R

£ XenMobile ZHI A W& R WHAMER &R, BHARSRETE , FHLACE > WEKRME., 704 |, ATRURINETR
B, ERUARBIIRE , ARIRETUERSRR .

WERBUEES— &K, HFRERT LRTHATH K.
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Device Policies Apps Actions ShareFile Delivery Groups
Device Policies show filter Search Q
o, @
Add Export
Policy name Type Created on Last updated on Status
MBWIfi Wifi 10/26/15 1:03 PM 10/26/15 1:03 PM
Passcode Password 10/29/15 8:33 AM 10/29/15 8:33 AM
Restrictions Restrictions 10/29/15 834 AM 10/29/15 8:34 AM
Personal Hotspot Personal Hotspot 10/29/15 835 AM 10/29/15 8:35 AM
Showing 1 - 4 of 4 items

BAERE R NEREZMIR R , TRAEFRIES NN RIEE , NMAERIRS IR LA BRETRS | 8EATIIRFREK

B, FEIRNAMBREGRKE, MRBAGTETRES , BB REBKFEES.
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XenMobile Analyze Manage Configure

Device Policies Apps Actions shareFile Delivery Groups
Device Policies show filter Search
e <« 1 &8 | ¥
Add Edit Delete Export
Policy name Type Created on Last updated on Status
MBWifi wWifi 10/26/15 1:.03 PM 10/26/151:03 PM
Passcode Password 10/29/15 8:33 AM 10/29/15 8:33 AM
Restrictions Restrictions
x
Personal Hotspot Personal Hotspot * I @
P P Edit Delete
. : Deployment
Showing 1 - 4 of 4 items ploy
Installed Pending Failed
Show more >

NI TR
1L ER&RIE A L, BEEM.

SR BORAR IO SRR XHEAE., TTURFEZ UERHE R,

Add a New Policy

Tvpe or select a policy from the list

o

Exchange Passcode VPN Location
Scheduling Restrictions WiFi Terms & Conditions
» More
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2. BERBAIMMREE , PITUATRMEZ—

o HIREE.
WEBH B 7R BT SR G R SRR 52 TR

o ERRFERTPRARBNER., BERA , KB RTAENLEH. MRIIRDFEERRE  BREHEK., REEPH
RIERBIEXNEET . SAHILRIE T RS E .
BE  MREEHREATELS LS , WRERFESL A 4 BRIKRE.

Add a New Policy

3

Profile Removal
Prouy
Provisioning Profile

Provisioning Profile Removal

3. ERRAEERMTFE, EEFESNECENMBRELSRE S+,
AR RERBIFNTFE A 2HFIH.
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Passcode Policy

4 THERRESTE , ARt T—5. RREENARERBERFES , WHBERAIMRIREC KKK, HWRmAEN
BRI Z (BRI,

5. EFATE. BRMELR 3 EFRNENFENTFATA. XETARRWMST. SIRMEFEMSE. HIEMERES
RFBFANS. BE TS8R TN FATE , REETAFTEFARARBZSECTA.

6. FENECUA L , EFENRANRIBRATA. SEENGAN , WK BRI THERN AR FHERRSHEET.
AE - BT HRUEBRFS IR E ST EANRSAZ A BoR.

Passcode Policy x
This policy creates a passcode policy based on the standards of your organization. You can require a code on the device and can set formatting rules and

other passcode rules, such as the grace period before device lock.

Choose delivery groups S O‘ Delivery groups to receive app assignment

AllUsers AllUsers

sales
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7. BERE.

LSRR R R E R & SR R

Ut E R IR R SRR

1L ERERIERT | S Bmia s iR SR E IR R ISR,
2. B mE .

o MRPATME , T UREBASRENMERE.
o RHAEMER , FEIASTEIETS , AR A SRR,
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XenMobile 1% &% (IRFE)

Feb 10, 2017
ERFALEEERM , 5 Fak Device Policies by Platform Matrix PDF  (3RFANBHIRE SEM5EfE PDF)

7£ XenMobile 5% &9 , AJAMBLE > ®& R ANMABLE R & R,
XenMobile 104 ZFHEBTLATFEHIR S KRG

Amazon

iOS

Mac OS X

Android HTC

Android TouchDown

Android for Work

Android

Samsung SAFE

Samsung SEAMS

Windows Mobile/CE

Windows Phone 8/Windows 10 Mobile
Windows 8 #1 Windows 10 Desktop/Tablet (.86)

Ak XenMobile 10x PRFIFRFEHVFHIESR | FERIFHIRETFA.

XenMobile 10.3 B4 1EXF Symbian & & R34,
o NMEMRKIFEHECE THERKSITER (GPO) , i Windows 10 BZE XenMobile & RE&ES , FCEU T, MRSIMN—ETHZ
& Windows 10 &% _ERFEASEIRIMER |, RESEN S GPO STV HIFKRRE.

NS,
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AirPlay SRR & R

Nov 29, 2016
Apple AirPlay ThEEftifF A IBid Apple BRI AREAN i0S BEFHNBTTLHREIBAFE | SRS LB REANBIBH
BRFBAFRESHM Mac ITEL L,

ZATRAZE XenMobile AR II— MR & KB , NTPRARFE AirPlay & (40 Apple FEALERE (M Mac 1T5541) ARANZIMA AN i0S i’
£, FETDERERMBZUERLEHAELE , ANTER PR TAR S LK APy 8%, BXREREETZREERY
=8 | 59 Apple Configurator ¥ i0S &4 B F 2 B 48,

TEE  ARESURMERT , EHRERAAERNMMTAREHIRE 1D FETER,

1. #£ XenMobile #=HIAH , BHALE > WREKMK. HWIHE B/ NSRRI,

2. BTN, BURPR B R AR TSRS XY VEAE.
3. RITE% , ARERARFTE , 8 AirPlay iR, MAPREEIR AirPlay S350 .

XenMobile Analyze Manage Configure # N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
AirPlay Mirroring Policy Information x
Policy This policy lets you specify specific AirPlay devices to add to users' iOS and Mac OS X devices. For supervised devices,
you have the option of specifying a list of whitelisted AirPlay devices.
b 1 Policy Info Policy Name™
2 Platforms Description
10S
Mac OS X

3 Assignment

4. ERBEEERT , MALTER

o SREEZHR | BARIEIMATEL TR,
o Ui : (ANE) BEAREEAOULEA.

5. BIT—, WK BRRIEFARE.

6. FEF & TH , EERRMEFE. WRAN—NFERE , BRUHETHATA.
TR FARENEEST , FERELE 7 T BN B At E AR,

fE iOS®E
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XenMobile Analyze Manage Configure - N

admin ~
Device Policies Apps Actions ShareFile Delivery Groups
AirPlay Mirroring Policy Information x
PO“CY This policy lets you specify specific AirPlay devices to add to users' i0S and Mac OS X devices. For supervised devices,
you have the option of specifying a list of whitelisted AirPlay devices.
a AirPlay Password
1 Policy Info
Device Name* Password* % Add
2 Platforms
Whitelist 1D
b ios Device ID+ [ Add
LETEEIR Policy Settings
3 Assignment Remove policy @ Select date
Duration until removal (in days)
=
Allow user to remove policy Always h
» Deployment Rules
BEEMUTRE :

o AirPlay %S : MY T HEERMAEMRE , BHEM , REPITLATERE :
o A ID : BLxooxxaxaxaxxaxxxx M AE I (Mac #idih) . WFEBRARS KNS,
o WL : M NIRE I IEHRL,
o HHEFRMEIAMEKE , SR EBUHBUERINR % .
e HEH ID: AZUBIMRZLELAMIIIR, HIRFHERS ID NEFETATHAREHN ArPlay %%, STTHERMNEL
FIRFHEAN AirPlay &%& , FEREHRM , REHITATIRE -
o BE ID : PLxxooxxxxxxxx B NIRE ID., HWFBRAXS KNG,
o HHFRMUIAMEKE , SR EBUHUBUERINE % .

HE  ERBIARE | EERRREEESHIIRMMT LS RERTANNRERFER. WS BREIASHEIE.
BERERAMIERS IR | SEATBUERE SR,

RREIERE  BRENEFEEANIIRNIT LY , ARATANKMLERN. BXIIR , AFATREFURTE
BRI , ERTBGHARIFS R AEYL.
o RMEWE
o 7EMIBRSRIESSA | Bdnsei® H BB AT R EB B R (K).
o MMRBTEFEEN , FHRET A HLLEREABIERBE .

o HEAVHAFBIRIY RS , BHRK. SEELIMAR.
o NMRBHFEHES , 7€ Removal password (BfEERL) Fih , AL FTHIERL,

BiE Mac OS X iXE
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XenMobile Analyze Manage Configure - 2N

admin ~
Device Policies Apps Actions ShareFile Delivery Groups
AirPlay Mirroring Policy Information x
PO“CY This policy lets you specify specific AirPlay devices to add to users' iOS and Mac OS X devices. For supervised devices,
you have the option of specifying a list of whitelisted AirPlay devices.
a AirPlay Password
1 Policy Info
Device Name* Password* (% Add
2 Platforms
Whitelist ID
i0S Device ID* [ Add
’ SEnk Policy Settings
3 Assignment Remove policy ¢ Select date
Duration until removal (in days)
=
Allow user to remove policy Always =
Profile scope User " 0S X107+
» Deployment Rules
BEEMUTRE :

o AirPlay %R : X TEERMMEMRE , BERM , RERITATIRE
o FH& ID : BLxxaxxoxxxxxxx I B4 (Mac #itit) . WFEBAXHANE,
o Y ;I NIRF LR,
o BEHFRMEIAINKRE , SRTIUAABUERMR % .
e HEH ID: AZUBHMRZLELAMIIIR, HIRFHERR ID NEFETATHAREHN ArPlay %%, SSTHERMNEL
BIRFBHEAN AirPlay BE | IERTRN , RERITRA TR -
o EHE ID : P xxoxxxx:xxxxxx NIRRT ID, WFBEAXAH KNG,
o BAEHRMRIRINRE , SRATHTHMBUBRNR &

HE  ERBIARE | EERREEEESHIIRMT LS  RERTHANNREBRFEER., WS B REIASHEIE,
PERERAMIERS IR , SEATBUERE SR,

REEINERE  BRFREFEEANIIRNIT LY , ARATANKMGERN. BXIIR , AFATREFURTE
BRI, ERTBGHARIFS | RAEYL.

o REGWRE
o EBRIRRR S0 | SR A ISR AT (R B BR) (K).
MR BATEEFBW |, B8RSR HOEERRERREB .
AR BRI IRT | BERA. FEFIIAR.,
IMRBTHZEHR , 72 Removal password (HFRERD) 3530 , SEANTHERD,
HEREXHEREEY |, TR ARSE. AEAAS.
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7. BLEEREAN v
8. BT T—#. WA E R AirPlay S5{&5KrE 2 ACUAE.

XenMobile Analyze Manage Configure # N admin v
Device Policies Apps Actions ShareFile Delivery Groups
AirPlay Mirroring AirPlay Mirroring Policy x
PO“CY This policy lets you specify specific AirPlay devices to add to users' i0S and Mac OS X devices. For supervised devices,
you have the option of specifying a list of whitelisted AirPlay devices.
1 Policy Info Choose delivery lype to search Q Delivery groups to receive app assignment
groups
2 Platforms AllUsers Allusers
sales
e #RGTE
Mac OS X fest

b 3 Assignment

» Deployment Schedule @

Back Save

9. FEEHERATAT A , MAUEHRIAA , R RPEF— A HZ N RO HSERBPITA, EFRASRER TN
AR RALTARS IRF.

10. RIFBE R , ARBEUTERE :

o FERPEFA , BEFFLUTKIERE | SR RARRIERRE . BOAEBUATE. MREEX , THRACEH AT,
o FERBEVTRIFSA , SIS, BOAETUAED.

o MRHBERE , FHREEAERR , RIEEFEE B RIAE,

o EMERMFL , BHBIOERNTATNAZAMBERME . FAETSRERR.

o FENIARBRRERESA , EITER. BOAEHUAX.

HE

o EARE > BFEF[BUTRE T HRIFANERANEL THIETER. HBABRERMERT 0S ##.
o BCEMBETINTAFAME., BHMNESERTHIAEYE , AAR BRANEERERS , EXERT I0S.

11 B R1F.
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AirPrint 1% & 5k

Nov 29, 2016
HATATE XenMobile FERANI—AM& &SR , DUMELER PR I0S &4 _Ef) AirPrint $TENALFIRA RN AirPrint $TEDHL, XAERTA
BRI TENH AR &AL T A R F ARSI (450,

FE

o ILIREEEMT I0S 7.0 RESHRA.
o IFTHIRAIE S NITENYLA) IP HIEA BIRFEAZ

1. 7£ XenMobile #zHlaH , BAHACE > WA K. WITEERRE R TME.
2. BATEERIN,  EEERE BRSNS SRemg XA,
3.BEER  ReEmRLAHAFATE , 8 AirPrint, LB SR AirPrint Policy (AirPrint Skig) TR,

XenMobile Analyze Manage Configure H# A admin v
Device Policies Apps Actions ShareFile Delivery Groups
AirPrint Policy Policy Information x
This policy lets you add AirPrint printers to the printer list on the users' iOS device. The policy is available for iOS 7 and later
i devices.
b 1 Policy Info

Policy Name™

2 Platforms
Description

i0s

3 Assignment

4. FEREEERT , MAUTEER

o SREEBHR | BARIENIMAMEL TR,
o B : (AIE) BEAREEAOULEA.

5. 85T —%. WEE/RIOS FAEERMH.
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XenMobile Analyze Manage Configure

Device Policies Apps Actions ShareFile Delivery Groups

AirPrint Policy Policy Information

] devices.
1 Policy Info o o
AirPrint Destination
2 Platforms IP Address* Resource Path+
b i0s Policy Settings

Remove policy @ Selectdate

3 Assignment Duration until removal {in days)

Allow user to remove policy Always

» Deployment Rules

% Add

& X admin v

This policy lets you add AirPrint printers to the printer list on the users' iOS device. The policy is available for iOS 7 and later

6. LEPATRE :

e AirPrint H#F : STEERMPAEZA AirPrint BAF , BATHHEM , REBITLATIRE :
o P Hudit : #y A\ AirPrint FTED&L IP ik,

o WIRKAR : MASITENMLREXM RIRKIE. {ES _ippstcp Bonjour icRIAS AR, 41

a0, printers/Canon_MG5300_series 3k printers/Xerox_Phaser_7600,
o RAERFLURIITEN , A EHUHEABUBARINFTENAL.

AR  ZMEIMATTEN , ERBARREEAINIIRWIT LR , RARAEANNIEIRFAER. R EREASE

e, PEBERAMIERS IR | SEAREUEREE LS IR,

RURBIABITEL , BRFIEFEAIMINIRNT L  AeRTANKMERN. EXIIX , AeREREURE

EHHFIER , REGIUEARIFSIRAEY.

o FMRIZE
o ERBGRET , MBRFIEE | A% AR AT R B R (R).
o MRMAFEFBN , BB EAMUEERERIEB .
o EAVAFBIRERSIRST | BHHA. FTEFEIMAR.
o MRHBLFER , 7£ Removal password (BfREED) 5, ANFRIE,

7. BCEERE RN
8. B T—4. WEPKE R AirPrint KRG ACITAE.
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XenMobile Analyze Manage Configure # %\ admin +

Device Policies Apps Actions ShareFile Delivery Groups
- - - 1 1 H b
AirPrint Policy AirPrint Policy
This policy lets you add AirPrint printers to the printer list on the users’ iOS device. The policy is available for iOS 7 and later
] devices.
1 Policy Info
i Type to search
Choose del!::f)sf ype to se Q Delivery groups to receive app assignment
2 Platforms group
Allusers Allusers
i0s Sales

RG
b 3 Assignment

» Deployment Schedule @

9. FEFEHERATATS N , AMUENIAA , B RPEF A B Z AN RO HSERRATA, EFRA SRR TN
AREFA AR IRF.

10. BRIFRBER , ARBEMNTERE :

o FERPEF , BEFFLUTRIERE , SREAERBRIERE ., BOAEHUATE, RGEEX |, TTHRACEH AT,
EMEVTRIFE D , AHIPFRGE. BOIAEHAIR.,

WMRBERE  FRGENER , AREERER B A6TE.,

FEREFRMFY , RESIOERN S RGN A ZARMERME . BIAETONSRERE.

ENBA EAERRBES Y , AEHFFEER. BAETCAX.

HE

o BHAERE > BE[BUHTRE T HRIFENERANB THIETER. WAERERTERT 0S &&.
o BECEMBEVIMHTAFAMA. EHMNERERTHIATE , ARKBRNEEERS , ERERT OS.

11 5 HR1F.
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Android for Work [z FBFEFBR &I SR HE

Nov 15, 2016
You can modify the restrictions associated with Android for Work apps, but before you can do so, you must meet the

following prerequisites:

e Complete Android for Work setup tasks on Google. For more information, see Managing Devices with Android for Work.
e (reate an Android for Work account. For more information, see Create an Android for Work account.
e Add Android for Work apps to XenMobile. For more information, see Adding Apps to XenMobile.

1. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears.
2. Click Add to add a new policy. The Add a New Policy page appears.

3. Expand More and then under Security, click Android for Work App Restrictions. A dialog box appears asking you to
select an app.

Select Application ID

Select an application. .. ~

Select an application...

Demo Android App Restrictions
Divide Productivity

Dropbox

Evernote

Google Docs

4. 1EF)RT |, ERRNARBIGNBRER , ARSBTHE.

o MRIFBEZRME] XenMobile # (¥ Android for Work & 72/ , W ToiEdkesi®fE. % <@ XenMobile FRANE FFE R4
{52 , 8&[m XenMobile NN A2

o MRV AFEFIRE RBATARS] , ¥ BREXMEXENABEN. AEHAEBUEXNEE,

o MENARFEESZ MRS , % 87~ Android for Work K FF2FFRR B3RS S M.
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XenMobile Analyze Manage Configure

Device Policies Apps Actions ShareFile Delivery Groups

Android for Work Policy Information
App Restrictions com.google.android.apps.docs.editors.docs
Policy Name*
b 1 Policy Info
Description

2 Platforms
Android for Work

3 Assignment

o X\ carla v

5. FERBEEERT , MANTEE

o SREEBFR | BENRIRAIHAMEL TR,
o Ui @ (AIE) BRI,

6. 2 TT—%. HWEPKE R Android for Work -4 TUH.

XenMobile Analyze Manage Configure
Device Policies Apps Actions ShareFile Delivery Groups

Policy Information
com.google.android.apps.docs.editors.docs

App is allowed to use local printing APls @ @

Android for Work
App Restrictions

1 Policy Info

2 Platforms » Deployment Rules

Android for Work

v

3 Assignment

o X[\ carla v

7. ERHNN BREFECERE. BRMRERRT SATEN TR REXHBRS,

8. BCEERE AN
9. B+ T—4. AP E R Android for Work [ FAF2 FFBR$I5EmR 4 BC T,
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XenMobile Analyze Manage Configure #H A carav

Device Policies Apps Actions ShareFile Delivery Groups
Android for Work Android for Work App Restrictions x
App Restrictions com.google.android.apps.docs.editors.docs
Choose delivery Type to search Q Delivery groups to receive app assignment
1 Policy Info groups
Allusers Allusers

2 Platforms DG_win_1

DG_win_2

Android for Work

share_enroller

b 3 Assignment 524DgA
524DgB

DG_tong

» Deployment Schedule @

w [

10. FESERRAAASS A , AUERINA , AR PEF— AR Z N RO HS R IITA. EFRrA SRR T
i TR FF oY BCAAE A4S IR .

11 RIFBETR , RERENTRE :

o FERPEFA , BEFFLUTKIEE | ke R ARRIERRE . BOAEHUATE. MREEX |, TTHRACE H AT,
o FERBEVTRIFA , BRSNS, BOAETUAMED.

o MRHBERE , FHREHRAERR , ARIEEEFEE B RIAE,

o TERPERMFY , BEESUERNTATNY ZAIREERBE . BAEEUASER

o FENIARBRMIEEESE , EITER. ROAEHUAX.

EE

o EARE > RFEF[BUTEE TIHNEATERANBR TILEINER. M BREMNERT 0S &k,
o BCEMBETINTAFAME., SN ESERTHIAEFE , MAR BRNEERERS , ENER.

12. BHRTE.
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APN 2 R

Nov 29, 2016

ATPAA i0S, Android #1 Windows Mobile/CE & & RMNFTEN =B FR (APN) ®R&- KRG, NRTALNERAE -7 APN NSahR &
ZEFEE Internet , ATRAEFLLREE . APN SREEHEG R BIERINFERIGEZERNIE AN ATTL RS (GPRS) Fi{E AR E.
AEMHREEPFEEELHEE.

iOS ®E

Android & &

Windows Mobile/CE & &

1.7£ XenMobile #=Hla+ , AEACE > WK, PR BI/RRERIE T,

2. BRI, ORI B ORAS DTSR SHEAE.

3.8 EES , AREMKIRIAER THE , #d APN. A BoR APN SRIE(SETUH.

XenMobile Analyze Manage Configure £ % admin v
Device Policies Apps Actions ShareFile Delivery Groups
APN Policy Policy Information x

This policy creates a custom Access Point Name (APN) on the device. Use this policy if your organization does not use a consumer

_ APN to connect to the Internet from a mobile device.
b 1 Policy Info

Policy Name™
2 Platforms

Description
105
Android

Windows Mobile/CE

3 Assignment

4. FERBEEERT , MALTEER

o RERAFR : ARMAHRIEL TR,
o Ui @ (FIE) BRI,

5. 8 F—H, M BIRERR A T,

EE  BRRMTATNAN , 2% HETE  FEEEES 0S FA.

6. 8 FATE , CERFMHFA.

TR FARENECE T , B2 RER 7 T AR E T & KERE N,
BCE i0SiRE
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XenMobile Analyze Manage Configure # A admin v
Device Policies Apps Actions ShareFile Delivery Groups

APN Policy Policy Information x
This policy creates a custom Access Point Name (APN) on the device. Use this policy if your organization does not use a consumer
APN to connect to the Internet from a maobile device.

1 Policy Info
APN* &
2 Platforms
User name
b i0S
Password ®
Android

Server proxy address
Windows Mobile/CE

Server proxy port
3 Assignment

Policy Settings
Remove policy @ Select date
Duration until removal {in days)
-]
Allow user to remove policy Always =

» Deployment Rules

Ba(k

REUTERE :

o APN: BAEARMEIR. WEEDRGHEIMEA IOS APN ILAC , BRIZREEH KK,

o P&  ZFHRIETUH APN WA A%, MRAFLRE , FEREXHREARE SR NHNXTRTE.

o WL : Itk APN WA FEEED, CHBHTIRADAME | XD EHTT RS, MMRAEPHOES , NREXHTEAERESRR
WNTRD,

RRS-2S(CHRHbIE : APN {X3Ef4 IP H#bhital URL,

RRS2RAIRERO - APN RIEAEOS. MREWMARS SZAIEHAE |, NI FECAPSATER.

ERRET |, BibRRRR S | SdkZ ARG RE R (X).

o MNRHBTEFAH  EREHMERBERIRE .

o ERFRIFBIRRRRES RS | BEIAR, FETBIMAR.

o MRHBLEFER , 7£ Removal password (BIfRED) i, ANFRED,

BCE Android 8 &
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XenMobile Analyze Manage Configure - TN

admin

Device Policies Apps Actions ShareFile Delivery Groups

APN Policy Policy Information %

This policy creates a custom Access Point Name (APN) on the device. Use this policy if your organization does not use a consumer
APN to connect to the Internet from a mobile device.

1 Policy Info
APN* &
2 Platforms
User name
105
Password ®
b Android
Server
windows Mobile/CE
APN type
3 Assignment
Authentication type None -

Server proxy address
Server proxy port
MMSC

Multimedia Messaging Server (MMS) proxy
address

MMS port

» Deployment Rules

RENTRE :

o APN: BEABAKRILHR. HEERAMSESRMHA Android APN IRZ , ZUSEHHS .

o AP RTHEERILAPN MASE. MRASARE  EREXHREMIRESRTHALTHE.

o WG UL APN MASES, SHEHTIRIANE  SEEHHTT RS, NRKEFROTE , UREXHREMDRELIRR
NS,

o BEE  WREHIERETFIRILIN  BRAZ. TRETORFERETATE Web 3 RHFHIOTLS BN WAP)
ZES PR

APN 28! : G E WILACIZERREAR R, BE APN B RBATRESHRFERS , WRSTLEERRNAMENXL
ULEC, TRAIEFE
* TERESRTEAR.
mms, ZEERERTHEAR.
default (ZRA) . BIESEAERNNFTEREMBIHENSR.
supl, 5 GPS XExf& £ A A EHEE{z (Secure User Plane Location)
dun, #SMEKELIN , RIMER.
hipri. SLAEKML .
o fota., TTAREHHALEATHEEGHEN.
o SHRUESR : 3k , AHEEFRANSHIIERE. AT,
o RFA[AIEMIL  ZERMR APN HTTP RIRH IP shhibsl URL,
o RFAMAIFEND : APN RIEHEEOS. MRESHMARSF[ATEHAE , NIHFECHNATE.
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o MMSC : :ZERIZ M MMS /AR S-254dit .

o ZIRKIBEEIRSZR(MMSHIRHIE : 15 MMS BIENZHAIBERS RS ER. MMS 13 SMS T IR EBE ZIRAEARNS
(ANEAEAM) MAEUES., XERF[BEHFEMINY (21 MM1, . MM11) ,

o MMS 3500 : AT MMS (IEfEEN .

BLE Windows Mobile/CE&E

XenMobile Analyze Manage Configure # A admin v
yZ g g
Device Policies Apps Actions ShareFile Delivery Groups
APN Policy Policy Information x

This policy creates a custom Access Point Name (APN) on the device. Use this policy if your organization does not use a consumer
APN to connect to the Internet from a mobile device.

1 Policy Info
APN* ]
2 Platforms
Network Built-in office v
105
User name L)
Android
Password ®

b Windows Mobile/CE

3 Assignment » Deployment Rules

Ba(k

BEEMATEE :

o APN: BAFEARKETR. WEEWISEZHEA Android APN ILAC , 7RISR K K.

o ML : 7EF)RF , AEEFRHRMKLER, AMEANE AWML,

o A%  ZFTHRIECH APN RA A%, RAFEREK  FREXHREPEERE SR NENZTHTE,
[ ]

WA L APN WA FERD, ABHTIRIDANE | XEEPHTT RS, ARGABPROED , WEEGTERERE SR
WA,

7. BCEEREFN
8. BEHT—4., WA E/R APN RIS ECRMHE.
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XenMaobile Analyze Manage Configure # X admin v

Device Policies Apps Actions ShareFile Delivery Groups

A 1 x

APN Policy APN Policy
This policy creates a custom Access Point Name (APN) on the device. Use this policy if your organization does not use a consumer
] APN to connect to the Internet from a mobile device.
1 Policy Info
i Tvpe to search 5
Choose delivery lype to searc Q Delivery groups to receive app assignment
roups
2 Platforms aroup
Allusers Allusers

105 DG-ex

) DG-helen
Android

Windows Mobile/CE

} 3 Assignment

» Deployment Schedule &

Back Save

9. FEFEHERATATS N , AUBENIAA , B RPEF A Z N RO HSERRATA, EFRA SRR TN
ARFH AR IR F.

10. BRIFRBER , ARBEMNTEE :

o FERPEFA , BEFFLUTRIERE |, SREAERBRIERE ., BOAEHUATE, RGEFEX |, TRACEH M,
o FERBEVIRIFEA , SRERPEAE. BOAETUAED.

o MMRBLRE , EHRLERAEAS , RIEEEEE K E R,

o FERERMFE , BEEUGERNE A TNY Z AR BE . FAEEUASIGEE .

o TENMGABRMEREESY , AETFER, BOIAEECAX,

FE

o BHERE > REF[BUTECE TIHREAREZERPNBER THEIER. A BRAEMAAERT 0S & #.
o BCEMBEINMHTAFAMA. BHMNESERTHIATE , ARKBRNEEERS , ERERT OS.

11 B RAF MR IR

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.385




N 72 Fr Bt & R

Nov 29, 2016

e N FRFEFF B R & RGP AT RUA I0S W TEE A 7R , SNt N M2 FFLhE 1D s AN FRMEE VPN ARARE.

XenMobile Analyze Manage Configure # A admin v
Device Policies Apps Actions ShareFile Delivery Groups
App Attributes Policy ~ Policy Information x
This policy lets you specify the attributes you want to add to apps on iOS devices.
b 1 Policy Info Policy Name™
2 Platforms Description
10S

3 Assignment

4. FERBEEERT , MAUTER

o SREEBHR | BARMEIIAMEL TR,
o Ui : (RNE) BEAREEAOULEA.

5. BE T, WK E RN BRFRTETAEER@E.

XenMobile Analyze Manage Configure # A\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
App Attributes Policy ~ Policy Information x
This policy lets you specify the attributes you want to add to apps on iOS devices.
1 Policy Info Managed app bundle ID* Make a selection =
2 Platforms
Per-app VPN identifier None h
b i0S

» Deployment Rules

3 Assignment

6. LA TRE :

o ILENMRFRLIE ID : 7£3IRT , BEENNARFRYE 1D A HHE.
o MRBTHIY , BHEERNFRIRANBERFRLE D,
o AN REMEE VPNARRT : 785K+ , AN RSMRE VPN MRS,

7. BCERREALN v
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8 B F—ib, MWEPK RN AFEFFEM RIS ECRE.

XenMobile Analyze Manage Configure # %\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
App Attributes Policy ~ APP Attributes Policy x

This policy lets you specify the attributes you want to add to apps on iOS devices.
1 Policy Info Choose delivery Type to search Q
groups
2 Platforms AllUsers
sales
105 R

) 186
b 3 Assignment =

» Deployment Schedule @

-

9. FEFHERATAT A , MAUERIANA , AR PEF— A HZ N RO HSERBPITA. EFRRASRERTHRRY
AR TARS IRF.

10. RITHEREVHR , ARECEMUTERE

o FERPEFA , BEFFLUTKIEE | SRR ARRIERRE . BOAEHUATE. REFEX , TTHACE H AT,
ERBETRISN , ASBERE. BIAEER,

MR BERE , FREENER , AREFRER B AEE.,

ERRERMFY  RESRERN SR A TN Y ZATHBERKE . BOAETUASIRERE.
FEMBA B RRERRES Y , BETTEk. BIAETUAX.

EE

o EARE > BFFBUTRE T HRIFANERANB THETER. HBABRERMERT 0S ##.
o BCEMBETNTAFAME., EHMNESERTHIATE | ARA BRKEEIE TR , ERERT IOS.

11 B R1F.
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K FBFE P (e 2% TR B

Nov 29, 2016

FF XenMobile N AFEFARNRE R , TAEXFERKEEE L. TUARKERE LBAFREERE RN BT
S0k, R, TSR BMIRE , MERERFESLNBATFEFSIR. JRARIEERT i0S. Android 1 Windows Mobile/CE
WREHIN BRI .

— IR RBERLE —FRCRIRAR RS, ATAST XS MG R FFI3R. HFRN AR RS REEE KN AR FFRAMGER | {8
RNEEfE— AN AR AR SRS IR A X LN BFEFS IR, MRAEFHIIRLEZBIE KRG , BICEEM OGN RIS E |, A
fET 7 #% XenMobile 1 IR SR BE & A T FR L F2 7313k,

1. 7£ XenMobile =5 &+ , BHACE > RERME.
2. BRI, BEEPR BRI SRS SEAE,

III'

3.RFAEZ AR TH , fENARERAR. B E R App Access Policy (NWAFEFARIREE) {5ERMH.

Device Policies

App Access Policy _Pollcylnformatlon S - x

Policy Name

Description

4. FERBEEEE L WALTER

o RERAFR : BARMAHRIEL TR,
o Ui : BAKRREHATELEA,

5. 8EF—H, WA ERRIEFS .

FEFETH , EFRHRMEOFE. WRRA—MFEEE | EUHETEMTFE.
TR FARENEEST , FSALHE 7 UT BaNARETF A MERERLR,

6. PAMEFNE N FRECEUN TRE.
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o VilnjRmE : BEME. HESEIE. BIAREALE.
o ZMIIRFIFRM—AHSNNBIEF , FRITHRM , RFPITAUTRE
o WRTEFAHR : AN AREFHETR.
o WRREFINRT : WA ENARFIRRE.
o RAHRFIEUH.
o MERMNEN NV ATREFERXLDSIE.

AR RRBRIANBRER  BRERRREFEEEANIIRNIT LR , ARRGHRNMSERAAEAR. T BRMIASHE
e, S MERAMIERS IR |, SEREBUHRE LS.

RREIENARER  BRFAEFEEEINIIRNIT LY , KRR ANKMERN. BXIIR , RARATREFUR
HFERHSIR , SATBUAARIFIIRAEYL,
7. ECEBRE AL v
8. Bl T —4, WARERT ¥4 REsl AR RS S ECRE.

9. FEEHERATAT A , MAUEHRIMA , RIS RFEFE—AHZ N RO HS RO, EERASRELGURATE
W A2 BCEIAE AR S IR+,

10. RITEREVTR , ARECEMUTEE

o FERREFM , BEIFRUTRIEE |, SRAEKABRIERRE . BONEHUATF. RERK , THREEHMER.
EMEVTRISSN , ATMEPEAE. BRAEECAAR,

WMRBERE , FREENER , AREFRER B AEE.,

ERBE &MY , BESIOERN A TN Y ZAEBERME. BIAET NS IERE .

FENIER BRRESRRESD , BEIFEER, BT,

=r
Yz N

o CDAERE > REFF[BUTEE THHRIEARERANBER THETER. R BRAERRERT 0S #%.
o BCEMBETINHTAFAME. BHMNESERTHIATE , AARBRNEEIERS , ERERT I0S.

11. B E{RTE.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.389



& AR FFBCE R & R

Nov 29, 2016

ARSI A F A I0S REEPE XML ELE S (FRABMESIREL plist) %A Windows 10 Phone, Tablet &, Desktop &% &-&h
ER/ AN R ESFTERENN AR, AREEEN ARFFRSMRERITA. XenMobile £ FREN AR
R RCEHXENRE. BRI AREREMIT AR TR ARF , XERNBREROTETEEZA.

1. 7£ XenMobile =55 , BHACE > RERME. MK B/ &R R,
2. BTN, BURR B ORES 0TS T .
3. RIFEZ  ARENARFTH , fENARFEE. KERNARFEERKEETHE.

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
App Configuration Policy Information x
POliCy This policy lets you define a configuration of a managed app to be applied on the device. For iOS devices, after you enter the dictionary content, you can
check the syntax.
| 1 Policy Info Policy Name*
2 Platforms Description
i0s .

Windows Phone
Windows Desktop/Tablet

3 Assighment

4. FERBEEERT , MAUTEER

o SREEBHR | BARIRIHAMEL TR,
o i : (ANE) BEAREEAOULEA.

5. BET—, WK BRRIEFARE.
A TH , EFRAMEFE. WMRUA—MFEEE | EIUHETEMFS.
TR FARENEER , B5RDPR 6 LUT ik B A iEtE AR,

BlE i0SRE v
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XenMaobile Analyze Manage Configure L %, admin v

Device Policies Apps Actions ShareFile Delivery Groups
App Conﬁguration P0|icy |I1f0l'I'I1EItiOI'I x
p0|icy This policy lets you define a configuration of a managed app to be applied on the iO5 device. After you enter the
dictionary content, you can check the syntax.
1 POliC)‘ Info Identifier® Make a selection -
2 Platforms

Dictionary content™

b & ios

3 Assignment

» Deployment Rules

fic & Windows Phone &% Windows Desktop/Tablet & & v
XenN,IOl‘j”e Analyze Manage Ccnﬁgure
Device Policies Apps Actions ShareFile Enroliment Profiles Delivery Groups
App Configuration App Configuration Policy x
Policy This palicy lets you define a configuration of a managed app to be applied on the device. For iOS devices, after you enter the dictionary content, you can

check the syntax.
1 P0|IC)I' Info Make a selection -
2 Platforms
Parameter name* Value* % Add
108

} B TERE AT » Deployment Rules
Windows Desktop/Tablet

3 Assignment
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Device Policies Apps Actions ShareFile Enroliment Profiles Delivery Groups
App Configuration App Configuration Policy x
PD"CY This palicy lets you define a configuration of a managed app to be applied on the device. For iOS devices, after you enter the dictionary content, you can

check the syntax.

1 Policy Info Add new -
2 Platforms
105 Parameter name* Value* % Add

} Windows Phone
Windows Desktop/Tablet » Deployment Rules

3 Assignment

6. FLEHPE AN v
7. BET—H, WIPKBRN AR FECE RS BCIUE.

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
App Configuration App Configuration Policy x
PO"('.y This policy lets you define a configuration of a managed app to be applied on the device. For iOS devices, after you enter the dictionary content, you can
check the syntax.
1 policy Info Choose delivery groups Type to search Q
2 Platforms Allusers
10S

Windows Phone
Windows Desktop/Tablet

} 3 Assignment

» Deployment Schedule @

8. IO AT Y , MABILRIAA | BEFIRPEF—NHS N BERH S RRENATE. S NA R TR
AR RRATARSIRF.

9. RIFBER , ARBEUTERE :

o ERPEFM , BMEHFFLUTRIENE | SR FHXDFALETRE. BOAETUATF. MRERX , THECEH L.
o EEREVIRITEN , SISV ERYE. BOIAETUANED,

o MRBTFHG , FREENEN , AEIEFEER HEAMEE.,

o ERPELMFED , REEREENT A TY Z ATMTBERME. ZNETUCAE RIEEN .

o ENIERBRNERBESL , BEFFEX. AETCAX.

EE
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o CDAERE > RFEF[|BUFTEE TITNEGHERANBEI THOEIER. HLBRAERAERT 0S &#&.
o BCEMBETINTAFAME., BHMNESERTHIAEFE , AR BRANEERERS , ERERT I0S.

10. B F{RTF.
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N 2 PR SR & R

Nov 29, 2016

&B) XenMobile RN FAFEFBRKRS , Fo] DURETERE LN AREFHES |, RERIBZRERN L ER X LR & EHHT
AN RFREFFIR) R, X8, BRI IRIIEIVEN AR FRE R (ENAREFRIRIET2EL) a4 8 (ENRRFEK
BPEE) FONBEF , HEXBANAHRE, TTRAIOS. Mac OS X, Android (43%4 Android for Work ERFIRS) .
Windows Desktop/Tablet, Windows Phone & Windows Mobile/CE &% f% i FAFE FFij71a) 5kl .

1.7£ XenMobile #ZHl&H , AEHACE > WERM ., WITR B RS& 5RIg TUE.

2. BRI, SRR BRI RS TUH
3. RIFES  ARENRRFTE  ATNARFER. KERNAREFFEARE T,

xenMOblle o o e

Device Policies Apps Actions ShareFile Delivery Groups
App Inventory Policy Policy Information x
This policy lets you collect an inventory of the apps on managed devices so you can detect apps that appear on an app blacklist or whitelist and take action accordingly.
} 1 Policy Info Policy Name*
2 Platforms Description

i0s /4
Mac OS X

Android

Windows Desktop/Tablet
Windows Phone

Windows Mobile/CE

3 Assignment

4. FERBEEERT , RAUTEER

o SRERAFR : AR AFR.
o Ui : BRI AEAA,

5. BE T, WK ERRIEFARE.
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XenMobile Analyze Manage Configure # A admin

Device Policies Apps Actions ShareFile Delivery Groups

App |nventory Policy Po"cy Information

This policy lets you collect an inventory of the apps on managed devices so you can detect apps that appear on an app blacklist or whitelist and take action accordingly.
1 Policy Info ios m

2 Platforms
} » Deployment Rules

105
MacOS X

Android

Windows Desktop/Tablet
Windows Phone

Windows Mobile/CE

3 Assignment

Back Next >

EFETH , ERFRAMKFE. MRUA—MFEEE | EEUHETEMFS.
TR FARENEEST , EERDSHE 7 AT BN E L A MERE AR,
6. T ANEMENFE , REWARESHREFTICHKR. BIAMEATF.
7. BCERRE AN
8. B F—b, WP RN REFERRIESECRME.
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XenMobile Analyze Manage Configure H A admin v

Device Policies Apps Actions ShareFile Delivery Groups
App Inventory Policy ~ APP Inventory Policy *
This policy lets you collect an inventory of the apps on managed devices so you can detect apps that appear on an app blacklist or whitelist and take action accordingly.
1 Policy Info Choose delivery groups Type to search Q Delivery groups to receive app assignment
2 Platforms Allusers Allusers
Sales
i0s
Mac OS X
Android

Windows Desktop/Tablet
Windows Phone
Windows Mobile/CE

» Deployment Schedule @
} 3 Assignment

-

0. FEEERATATS N , AMUBENIAA , A RPEF—AFHZ N RO HS R ATA, EFRABRELAWATE
W FFE PR 53 BoRIAZ A2 5 )R

10. BIFEREITL , ARBCEMUTERE :

o FERPEFM , BETFLUTAIERE , SR XRRIERRE . BOAEHUATE, nRGEFEX |, THRACEH M,
ERREVTRISY , RIS E. BRAETUASZR,

WMRBEFIE  FRGENERS , AREERER B AEE.,

EMESRMFY , REFROEEN RGN Y ZARBERBES. BIAETNSREE.
ENBASERNERRESY , ARIFER. BIAETCAX.

FE

o BHAERE > REF[BUTECE TIHREARERPNBER THEIER. A BRAEMAERT 0S & #.
o ECEMBEVINMTAFAMA. BN ERERTHIATE , AKX BRNEERERS , ERERT IOS.

11 B H R 17,
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N FFE FFOE & R

Nov 29, 2016
AJATE XenMobile a2 —2& 5% , AT E X AFERE LISTHRNARRFY IR , SMREERE BTN BREFIIR. 7
PARIES 24 i0S #1 Android & BCE L IRRE , (BREERAMPUTARNEFAMS. 60 , REEfIEFE i0S & & LiziTE AN A
.

FI# , 3T I0S && , BRI ABEEFE— I0S MAREF., XEMNERFREERRREE T MAREF, EHHIT
FFEFPUE RIRES , RREFER & _ERITIR M ARSI 2 SMME M HARTE SN,

BEAh , IR 10S Wi A REHEX B FRFE FF 912 5k .

RARERMIEARZEL Android LM M & & EER , B2 , BT Google AT FTHHI AP, Bt , N ATRFBIERIETE
Android N BRE ShRA K& LR EIER,

i0OS K&

Android % &

1.7£ XenMobile #=Hla s , AHACE > WHEKRME. PR BI/RRS 5RIE .

2. BRI, ORI B ORAS DTSRG SHEAE.

3.RITES  ARAERSMTH , fENARFEE. WK SR RTEFF8IE RS T,

Device Policies

App Lock Policy Policy Information x
This policy lets you define a list of apps that are allowed to run on a device, or a list of apps that are blocked from running
on a device.
Policy Name™
Description

4. ERBEEERT , MALTER :

o RERAFR : BARMAHRIEL TR,
o Vil BTE , BRI,

5. 8 F—®, WRRERFAT@E.
6. ¥ & TH , EERRMETFE. WRAN—NFERE , BRUBETHATA.
TR FARENEER , ESRSR 7 LT RN E T A KRR AN,
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XenMaobile Analyze Manage Configure L %, admin v

Device Policies Apps Actions ShareFile Delivery Groups
App Lock Policy Policy Information x
This policy lets you define a list of apps that are allowed to run on a device, or a list of apps that are blocked from running
_ on a device.
1 Policy Info
App bundle ID* Make a selection ~
2 Platforms
Options
3 i0s
Disable touch screen m 105 7.0+
Android
Disable device rotation sensing OFF i0S7.0+
3 Assignment
Disable volume buttons OFF  i0S7.0+
Disable ringer switch OFF i0S7.0+
Disable sleep/wake button OFF i0S7.0+
Disable auto lock OFF i057.0+
Enable VoiceOver OFF  i0S7.0+
Enable zoom OFF  i0S7.0+
Enable invert colors OFF  i0S7.0+
Enable AssistiveTouch OFF i0S7.0+
Enable speak selection OFF i0S7.0+
Enzble mono audio OFF  i0S7.0+
User Enabled Options
Allow VoiceOver adjustment OFF  i0S7.0+
Allow zoom adjustment OFF i0S7.0+
Allow invert colors adjustment OFF 0S7.0+
Allow AssistiveTouch adjustment OF  1057.0+
Policy Settings
Remove policy @ Select date

Duration until removal (in days)
=

Allow user to remove policy Always -

» Deployment Rules
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FLEMTRE :

o VATEFIESHE ID : 75k G , BEHENREANN AR S EFEm SRR BREF. MREETY 5
BRRNTFEPRANBREFER.

o M : PLFBEM{LER T I0S 7.0 ESMA. XTEMEMR , R 2AMEF BIANRENFZ4 , WABLTHRE
AK.
o XfIESF

BPRRERE BN

»HREERM

PRSI X - R ZFRHEmE |, ST AR T E R RN LR E.

2 PR/ M BE FRAH

2REIE

M VoiceOver

JEBYER

BRREEA

J2F AssistiveTouch

BRERZATEAE

BRREEEM

o FFERAKER | LT IET{LERT 0S 70 SESRA., STF&IEMR , BARE AKX,
e 7t VoiceOver %
o AFEIAE
o AVFRHEEGEARE
o AIF AssitiveTouch 5%

o REERE

bR RRE S0 |, BEiE A SRR TR BB B TA] (K).

MR BFEFAR |, EaE EIROEEEARIRR B,

ERFR PR RRESRT | REAAR, FTEFBIAAR,

MRBLEHEHER , 7£ Removal password (Hf&%60) 3515 , BAMTHERD,

BCE Android 8B

o]

e o o
o O O
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XenMabile Analyze Manage Configure # N\ admin v

Device Policies Apps Actions ShareFile Delivery Groups
App Lock Policy Policy Information x
This policy lets you define a list of apps that are allowed to run on a device, or a list of apps that are blocked from running
] on a device.
1 Policy Info
App Lock parameters
2 Platforms Lock message
i0s Unlock password
3 Android Prevent uninstall OFF
3 Assignment Lock screen
Enforce @ Blacklist
Whitelist
Apps
App name* [* Add
» Deployment Rules
RCERITRE :

o WHREFBIESE
o BIEHE : AR FERITIFSIE NN ARFIERINIEE.
o RBITERD : BAMRDIN AREFFIERD,
o FRIEENER : SEREA AR RN AREF. AEAX.
o HUESR | BRI W SR B REREIUERE LNEGENE | SRR,
o EFIPIT : BEERFZBMCIEAAFERE LETHRNBRFMSIR , Seada L8R AFERE LETHN AR
HIFIER,
o WRTERF : R, ARPITLUTHRE
o WRTEFAHR : FEFIRT , BERARNEIE L HRA BN ARFRAHR , S o] AN AR IRFP RN
FAFEFF.
o MNFREFFIE , BEERNFTERTHRANRRFLR.
o HILRFIEUH.
o ARRMEIS L BRELBTRFMNNARFEEIITILDSR,

TR ERBIAN AR | EERIAEEERSINIIRNT LT , RIRRAGEMNMRERAEERR. R BIREIASIE
e, BRI IR |, SREBGHARE LS.

RYWEIAN RRERF  ERRARRSFEASHIIRNIT L , ARATANKMERN. EHIIF , ARRHREFUR
FERIIFR  ATHUHAARIFYIRAE R,

7. BCERREALN v
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8. BIT—2 , WE/RN RREFEE RIS ECTA.

XenMaobile Analyze Manage Configure # N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
B i ®

App Lock Policy App Lock Policy

This policy lets you define a list of apps that are allowed to run on a device, or a list of apps that are blocked from running

on a device.
1 Policy Info

Choose delivery Type to search Q Delivery groups to receive app assignment
2 Platforms aroups
Allusers Allusers
105 sales
) RG
Android
agles

b 3 Assignment

» Deployment Schedule @

o [

9. FEEHERATAT A , MAUEHRIA , AR PEF— A HZ N RO HSERBPITA, EFRRASRERTHRRY
AREFH AR IRF.

10. RITHEREVTR , ARECEMUTEE

o FERPEFA , BEFFLUTIERE | SR RARRIERRE . BOAEBUATE. REFEX , THRACE H AT,
ERETRISN , AEBERE. BOIAEEAR,

WMRBERE  FREENER , AREFRER B AEE.,

ERRERMFY  RESRERN A TN Y ZATHBERKE . BOAETUASIRERE.
MG B RRESERES Y , BETTEk. BIAETUNX.

HE

o EARE > RFE[BUTEE TIHREATERANBER TILEINER. M BREMANERT 0S & #&.
o BCEMBZETINTAFAME., BHMNESERTHIATYE , MARBRANKEERERS , EXERT I0S.

11 B R1F.
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R FHFE Fr P23 AR % SR

Nov 29, 2016

ERTRLAREMRE AN , IFERE i0S & & LB N ARRFEAME (AFVEENL) AN, ANUERTIEENMBRE
Fr. EENRREFEEET XenMobile BERIAFREVNAREF. HPNEERFEHRTERERE LEXRBT XenMobile
EPEMNN TR |, BiEER &M XenMobile M B AL ERR & EIK BFRFF.

1. 7£ XenMobile #Z=HI & , BAEERE > BH R,
2. BATEERIN, AR B RSN SRemg XA,
3. EAEZ  ARENHARERFTE , ATNVABRFMEER. WS SR AR FREE RS ETE.

XenMobile Analyze Manage Configure
Device Policies Apps Actions ShareFile Delivery Groups
PO"C}’ This policy lets you set network usage rules to specify how managed apps use networks, such as cellular data networks. The

rules only apply to managed apps.

b 1 Policy Info Policy Name™*
2 Platforms Description
10S

3 Assignment

4. FERBEEERT , MATEER

o RERAFR : BARMAHRIEL TR,
o Ui : BRI AEEA,

5. BIT—, WK ERRIEFARE.
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XenMobile Analyze Manage Configure # A\ admin v

Device Policies Apps Actions ShareFile Delivery Groups
App Network Usage Policy Information x
PO"C}’ This policy lets you set network usage rules to specify how managed apps use networks, such as cellular data networks. The

rules only apply to managed apps.

1 P0|icy Info Allow roaming cellular data OFF
2 Platforms Allow cellular data OFF
s i0s App Identifier Matches
App Identifier % Add

3 Assignment

» Deployment Rules

6. ILEM T RE,

o AFTFHIMEEIERIN | EFTEENARFEA TR ERFHIMAERIRER. HAEAX.
o AFFHMKREERE | EiFIEE N AFEFF 2 B MERFIMSIIRER. BAMEAX.
o NARRFARRATILAS | ST RRMEISIRFTHESNMNRIESF , BHERM , REPITAUTIRM?E

o YARFINRAT  MANARFINAR.

o BHREHNARFREFESIR , RETRUENE N ARFREFESIRT.

AR RRBRIANBRER  BERARREERINIIRNIT LR , ARRGRNMSERAAEAR. T ERMIASHE
e, S ERAMIERS IR |, SR EBUHRE LS.

RREIENARER  BERAEFEEIMNIIRNT L  ARRTANKMER. EXdIX , RRRTREFUR
FERIIFR  RATHUHLRIFYIRAER.

7. BLEBRE AL v
8 I T—H. M BIRRY TR FFMIL {3 A 5ReE 4y BCIUM .
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XenMobile Analyze Manage Configure # A\ admin v

Device Policies Apps Actions ShareFile Delivery Groups
i X
App Network Usage ~ App Network Usage Policy
PO"C}’ This policy lets you set network usage rules to specify how managed apps use networks, such as cellular data networks. The
rules only apply to managed apps.
1 Policy Info Choose delivery Type to search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Allusers

Device Enrollment Program
10S Package

b 3 Assignment

» Deployment Schedule @

Back Save

9. FESEHERATATS N , AUENAA , B RPEF A Z N RO HS IR NTA, EFRA SRR TN
AR AR IR T,

10. BIFRBETR , ARBEMNTEE :

o FERPEFA , BEFFLUTRIERE , SREAERUBRIERE ., BOAEHUATE, RGEEX |, THRACE H M,
EMEVTRIFE D , AHIPSRGE. B,

WMRBERE  FRGENER , AREERER B AETE.,

FEREFRMFY , RESOERN S RGN A ZARMERME. BIAETONSRERE.
ENBAEAERRBES Y , AEHFFEER. BAETCAX.

EE

o BHAERE > REF[MBUTECE TITHIEAREZERPNBER THEIER. A BRAEMAAERT 0S & #&.
o BCEMBEVINMTAFAME. EHMNESERTHIATE , ARKBRNEEERS , ERERT IOS.

11 B RAF MR LR
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N FFE PR 18 2 SR

Nov 29, 2016

ARCAZF R LE A F7E Samsung KNOX & B3N R RE 8 |, IR AR EAFA AORKN AfEF AR 4

L

1 7£ XenMobile #=Hla , BEACE > WHKNE. MK EREERIE T,

2. BRI, AR BRI RS SIEAE,

3. RITE%Z , ARERSM THE , RENRARFRSG). MR 2R A2 FREIHR S E R .

i nalyze dnage onngure
XenMobile Analyz Manag Config PR
Device Policies Apps Actions ShareFile Delivery Groups
App Restrictions Policy Information
Pol IC_V This policy lets you create blacklists for apps you want to prevent users from installing on Samsung KNOX devices, as well as

whitelists for apps you want to allow users to install.

v

1 Policy Info Policy Name™
2 Platforms Description
Samsung KNOX

3 Assignment

admin v

4. FERBEEERT , BATER

o RERAFR : BARMHHHIAEL TR,
o Ui : BRI AEEA,

5. 8% T3, WP E R Samsung KNOX & TUHE.

XenMobile Analyze Manage Configure - T N
Device Policies Apps Actions ShareFile Delivery Groups

App Restrictions Policy Information

Pol ICy This policy lets you create blacklists for apps you want to prevent users from installing on Samsung KNOX devices, as well as

whitelists for apps you want to allow users to install.

2 Platforms

» Deployment Rules

v

Samsung KNOX

3 Assignment

1 Policy Info Allow/Deny New app restriction* [+ Add

admin ~
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6. X T EARME RVF/IBLE S RFNEN AT |, ERTHRM , REPITUTIRE

o FUF/IRHE  EFRE R AR FRENRTERF.
o FivAFEFRS : BEANRFEFREE D ; A120 comkmdmaf.crackle,
o HTRIFEN AR AF/HELE 5K | S TBUEE N AR F R /1R85 RF,

AR RRBRIANBRER  BRERRREFEERINIIRNIT LR , ARRGHRNMSERAAEAR. T ERIASHE
e, SAEERAMIERS IR |, SR EBUHRE LS.

RREIENARER  BRFAEFEEEINIIRNIT LR , KRR ANKMERN. BXIIR , ARRTREFUR
FERHZIIR , SR TBUAARIFIIRAEYL,

7. ECEBPE AL v
8. Bl F—b, AR TR FFARBISRME Sy B,

Device Policies

App Restrictions App Restrictions Policy x
PO"CY This policy lets you create blacklists for apps you want to prevent users from installing on Samsung KNOX devices, as well as
whitelists for apps you want to allow users to install.
1 Policy Info Choose delivery Delivery groups to receive app assignment
groups
2 Platforms Allusers AllUsers

sales

» Deployment Schedule

Back

9. FEFHERATAT A , AUEHRIZAA , A RPEF— A HZ N RO HSERAIATA, EFRASRER TN
ARFH AR IRF.

10. BRIFHBEVR , ARBEMNTEE :

o FERPEFA , BETFLUTKIERE , SR RBRIERTE . BOAEHUATE., REFEX , THRACEH AT,
EMEVTRISN , ARG, BOAEHCR,

MR BERE  FREGENER , AREERER B AEE.,

FERMERMFY , RHSOEERN S RGN A ZAMERME . BIAETONERERE .
TFEMIBA B RREEIRE S |, BEITEk. BIAETUAX.

EE
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o CDAERE > RFEF[|BUFTEE TITNEGHERANBEI THOEIER. HLBRAERAERT 0S &#&.
o BCEMBETINTAFAME., BHMNESERTHIAEFE , AR BRANEERERS , ERERT I0S.

11. B H{RTE.
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N PR Fr BB 5 SR

Feb 16,2017

N ARFEE S IR e N AR AR S ESME R IR ST . MARFBEE X ERENAREFNE Pinf SN
BAREFRSF[AGZBNRIES . CTERNAREFREAE XA B EMEREIEXFF. TCA  Android Al
Windows Mobile/CE %% Bt & I F7FE 718 8 R g .

AR ETEREE T E LB IE AX MM BRRFFREN BT XenMobile , A EBHEEMENEITHNARFRRSE
o

Android &

Windows Mobile/CE & &

1.7£ XenMobile #FHla , AEECE > WK, IR BI/REE 5RIg .
2. AR, BURHE BRSO RAE SHEAE.

3.REHES , ARAEMKVIRIAR T , HEEE. R B IREE R .

XenMobile Analyze Manage Configure # X admin v
¥Zi 9 g
Device Policies Apps Actions ShareFile Delivery Groups
Tunnel Policy Policy Information x

This policy lets you configure an app tunnel. While doing so, you can choose if the tunnel will be used for the remote support

app.
b 1 Policy Info

Policy Name™
2 Platforms

Description

Android

Windows Maobile/CE

3 Assignment

4. FEREEERT , MAUTEER

o SREEBHR | BARIEIMATEL TR,
o Ui : (ANE) BEAREEAOLEA.

5 8@ F—H, MW BIRERIRTFE T,

6. EFATH , EHERNMKFE. MRAN—NDFEERE  BEUHETHMFE.
TR FERENRER , BELR 7 UT i#ANMRE MW TF A MERE RN,

ACE Android % &
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XenMobile Analyze Manage Configure # A\ admin v

Device Policies Apps Actions ShareFile Delivery Groups
Tunnel Policy Policy Information x
This policy lets you configure an app tunnel. While doing so, you can choose if the tunnel will be used for the remote support
app.
1 Policy Info
Use this tunnel for remote support OFF
2 Platforms . .
Connection configuration
s Android Connection initiated by Device e @
windows Mobile/CE Maximum connections per device® 1 @
3 Assignment Define connection time out OFF @
Block cellular connections passing by this OFF (@

tunnel
App device parameters

Client port™ @

App server parameters

IP address or server name*

Server port*®

» Deployment Rules

FLENTRE :

o FRMNBEHTERS | EFRESRILIBIE R TEREH.

AR MIEEDEREEST  RESRLKBNARE.,

o MMRAEFHEFESF , BPITATHRE

EERREE | RHRETURSFUIEE R EENIR.

BERERANERY : BA—MT , BTIEENBREFITLEIMIFA TCP ERE., WFB(NERTREXRMIE
#.

T SUEFGRRT « R AR EIBIE XAETN AR A AR A L.

o JEERE : MR E SCERRNEE NI , N NEE XA RN AREF T AT RMIEKE , DA,
BRAEFH ML BT HIBE « 2 B8R IEE,

HE  RN4BALE WIFi # USB &3,

s AR FRnAS. EASEEAT  HESKRSRmOHER.

IP AR 5525 2 7R - AN FAFEF RS 2500 IP R & FR. I FB{UERTR& KiEAEE.
BS8mA  RARSHRAS.

o WRESFTAESHF , EHUTRATHRIE -

fERIBE TS | WENIT.
A SGEEGRE - R R AR E B IE X RN AR R AT R R .
o FEHGRE : INFRKE USRI R E AT , NER N\ IEE XA TR T A RN R E |, ARbASAL,
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o fEf SSL i | EREAALEEEMARSE SSLIEE,

o BHIFFHMKERIETILIBE | EFE AE2IHEEE.

FE : N4FELE WIFi #1 USB &3,

BLE Windows Mobile/CE&E

XenMobile

Analyze

Device Policies
Tunnel Policy

1 Policy Info
2 Platforms
Android
b Windows Mobile/CE

3 Assignment

Manage Configure

Apps Actions ShareFile

Policy Information

£* JAN

admin

Delivery Groups

This policy lets you configure an app tunnel. While doing so, you can choose if the tunnel will be used for the remote support

app.

Use this tunnel for remote support

Connection configuration

Connection initiated by
Protocol
Maximum connections per device™
Define connection time out
Block cellular connections passing by this
tunnel

App device parameters

Redirect to XenMobile

Client port™

App server parameters

IP address or server name™®

Server port™

» Deployment Rules

OFF
Device - @
Generic TCP =
1 B ®
OFF @
OFF @
Through app settings -

FLEMTRE :

o {FRBEHTERIF | EREAHIEE R TR,

https://docs.citrix.com

AR RIERBERERETS  RELSREBHAE.

o WRANGEFEAESHF | EPITLATHRIE
o ERARE | BHRETURF[UEE R EIERNIE,

o PMX : 7E3IRT , BEREMMPNN. EAEAERM TCP.

o BHREERAERY  BA—MRT , BTHEENMREFAIEMLMIR TCP ER. HFBRINERTRERILIE

#®

o TESEEGRN 1 SRR AR EIEE XA AR AT AT R R,
o JEHGREY : MK E SUERRINWE AT , NgNEE XA RN AR AT ISR EKE , DA,
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BELLEFHMLEERER T Bl : SRR B EE RS,
HE - N4APRIE WIFi F0 USB i%#E,

EEMmE| XenMobile : 7£313R+ , BHREIEHEE] XenMobile AN, ZNAMENBESNRAREFRE.
o REFHERAMANE | BERAEBFEANE. ZUAEA localhost,
o INRIEHE IP HHBERE | 157E IP HUSEEE R R AR 1P ik, 72 IP HhETEA a4 AR 1P ik,
il AR FimisOS. EAZSEEAT , WESERSSmAMAR.
IP #uhF Sk AR S 2R B FR - AN R FIRSE 2210 1P HlEER & FR. W FER{UERTRE& KR rhERE.
o fREZEA  MARSRIHOS.
o INRIEHHTFESF , EPITIATHRME -
o {FRNBEHTIRIREXSF | REATT.
o ESUEHBN : EEFE TR E IR E XITRTN AR S R EK E.
o EERRN  INFR T SOGEBRINEE AT , N EE XFRTN AFEF SRR E , Db hsaf,
o {FF SSLiEH : ERETABEFARS SSLiE#.
o FRIEFHMLERBTHIEE | EF R A2 TR EE.
FE AR WIFi #1 USB %3,

7. BCEBRE A v
8. B T—#. WECKE/R Tunnel Policy (BiEkEg) HECRIE.

Device Policies

- i x
Tunnel Policy Tunnel Policy
This policy lets you configure an app tunnel. While doing so, you can choose if the tunnel will be used for the remote support
) app.
1 Policy Info
Choose delivery _ _
roups Delvery groups to receive app assignment

2 Platforms g

" ; Allusers

Allusers

DG-helen

DG-ex12

» Deployment Schedule @

Back

9. FEEHERATAT A , MAUEHRIMNA , R RFEF— AN HZ N ROHD R, EERASRELGURTE
By FRFRFF Y BCRAE (AR5 IR+,

10. RITHRREVTR , ARECEMUTERE
o FERREFM , BAEIFRLUTRIENE | SKAEKABRIERRE . BONEBUATF. RERRK , THREEHMER.
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ERFE RN, BERIERE. BAERUAAED,

WRBGRE  FRETHAES , AJekEEE ) B FedE,

FEREFRMFY , RESOERN S RGNS ZARMERME . BIAETNSRERE .
MR B RNERRBE S |, AETTEk. BRIAETUAX.

FE

o BHERE > BE[BUHTRE T HHRIFENERANEATHIETER. WAERERTERT I0S &&.
o BEEMBEVINTBEFAMA. SN ERERTHIATE , ARKRBRNEEHERS , ERERT 0S.

11 B H R 77
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R FRFE R BN 23 TR B

Nov 29, 2016

AT i0S, Android, Samsung KNOX. Android for Work, Windows Desktop/Tablet 1 Windows Mobile/CE & 1
I FAFEFFEnERaRng ., B BRRFESORRE , R AREMRRE N ARFANAFRET MR, RRTUAZENBAEFE
LN FIFRFF , AT FTREE R INA N AR F S N MMV RS BREFES, LICRIEEIESI R FAREN , Y AREF
WMER. FHF%LI&EIJEH%CEFH%%I?E‘HE% , {82 Samsung KNOX &% &4h ; Samsung KNOX &% F ALK EIEIE N FFEFF
AR

1.7£ XenMobile #FHla , AHECE > WK, IR B/REE R .
2. BTN, BURPR B RASNNHETIRE X VEAE.,
3. RS ARENARFTE , LN ARFEE. SRR AR FrEZR RS T,

Device Policies

App Uninstall Policy _Pollcylnformatlon - e x

Policy Name

Description

4. FERBISEEHET , WALTER

o SREEBHR | BARIEMIHATEL TR,
o UiHH : EASREEA AL,

5. BITF—H, MW EBIRRIEFS T,

6. £ F & Tl , EERERMEFE. WRAN—DFERE , BRUHETHATA.
TR FARENEEST , FERHLHE 7 T BN E L A MR E R,

fLE iOS®E
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XenMOblle - o o

Device Policies Apps Actions ShareFile Delivery Groups

App Uninstall Policy Policy Information x

This policy lets you specify which apps need to be uninstalled. You can perform silent removal only on Samsung KNOX devices. If you don't find the app in the list, use
the package name.

1 Policy Info
Managed app bundle ID* Make a selection 7
2 Platforms

Q

e » Deployment Rules

Android

<]

<]

Samsung KNOX

<]

Android for Work

<]

Windows Desktop/Tablet

a

Windows Mobile/CE

3 Assignment

FLENTRE :

o ILENMREFMLIE ID : 783K+ , BLIANARFRETHE. MRLTFARBERENAREFF , WIIREETH , &
IR IR FIFEFF .

o MNRALEM , WAL IMFERHRANBRFRAFR.
FEMARMTFERE

XenMobile Analyze Manage Configure H A admin v
Device Policies Apps Actions ShareFile Delivery Groups
App Uninstall Policy Policy Information x

This policy lets you specify which apps need to be uninstalled. You can perform silent removal only on Samsung KNOX devices. If you don't find the app in the list, use
the package name.

1 Policy Info .
Apps to uninstall
2 Platforms App Name* % Add
i0s
» Deployment Rules
3 Android

Samsung KNOX

Android for work
Windows Desktop/Tablet

Windows Mobile/CE

3 Assignment

Back Next>
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FEMUTRE :

o THENNARFF : M TEZRMNENRE , BERM , REPITUTRE
o WA : E3IRT , BENANNARESF , RATHEMANNNRRFLR. MRGTFAKARENRARERF
GYFRH RN, BRI TR,
o BAEVRMPNAIEMBTEFF , S ERUEBUER NN RFEFF .

AR RAEHBREMSIE N BREF  SRERREEAEHIIRNIT LS , RRREANRKEEIRARR. RS
ASHEHE, PAEBERAMERS IR | SR EBURRMRE ISR,

RREIENARER  BRFAEFEEEINIIRNIT LY , ARG ANKMERN. BXIIEX , ARATREFUR
FEKRHSIR , SATBUAARIFIIRAEYL,

7. ECEBRE AL v
8. Bl F—b, AP EIRE TR FFENR RN Sy B,

Device Policies

App Uninstall Policy App Uninstall Policy x
This policy lets you specify which apps need to be uninstalled. You can perform silent removal only on Samsung KNOX devices. If you don't find the app in the list, use
the package name.
1 Policy Info
Choose delivery groups m
2 Platforms
Allusers

Sales

» Deployment Schedule @

9. FEFHERATATS N , AUERIAA , AR PEF— A Z N EOHSERBPOITA, EERASRELAURATE
W A ECRIAE AR S IR+,

10. BIFREVR , ARBEMNTEE :

o FERPEFA , BEFFLUTRIERE , SR RBRIERRE . BOAEHUATE., REFRX , TTHRACEH AT,
EMEVTRIS D , AT RGE. BOIAEHCAR.,

MR BERE  FREGENER , AREERER B AEE.,

FEREFRMFY , RHSOERN S RGN A ZAAMERME . BIAETONSRERE .
MG B RNEEIRES Y |, BETTEk. BRIAETUAX.
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FE
o BARE > REBBUFEE T ITRNEANERNER FTHIETER. BAABREMAERT IOS &%,
o FCEMEZEITNINIBEFAME. LHMNESERTHETE , MK SAMEEIERS , BERMERT I0S.

11 B HR17.
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& RS FFEN 2R B & R

Nov 29,2016

AT ATERE Bl FA7E Samsung SAFE B¢ Amazon _E o] DU A o] UEN S R FRFE FF.

1.7 XenMobile #=Hla+ , BEHACE > WK,

2. BTN, BUEPR B RAS 0T IRME X VEAE.,

3.RIEZ  ARENARFTH , G ARFEERE. PR SR AR R GRS 5.

XenMobile Analyze Manage Configure
Device Policies Apps Actions ShareFile Delivery Groups
App Uninstall Policy Information x
Restrictions PO"CY This policy lets you specify the apps users can or cannot uninstall on a Samsung SAFE or Amazon device.
Policy Name™
b 1 Policy Info
Description

2 Platforms
Samsung SAFE

Amazon

3 Assignment

4. FERBEEERT , MAUTEER

o SREEBHR | BARIRIHAMEL R,
o B : MEASREEA AL,

5. BITF—, WA BIRRIEFARE.

XenMobile Analyze Manage Configure & %, admin v
Device Policies Apps Actions ShareFile Delivery Groups
App Uninstall Policy Information x
Restrictions PO“CY This policy lets you specify the apps users can or cannot uninstall on a Samsung SAFE or Amazon device.
App Uninstall Restriction Settings
1 Palicy Info AppiNames il (% Add
2 Platforms

» Deployment Rules
3 Samsung SAFE

Amazon

3 Assignment Back

6. £ F & Tl , EERRMEFE. WRAN—NFERE , BRUHETHATFA.
TR FARENEREST , EESLE 7 AT @R B A s E AR,
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7. AEEFRNEG N FARENTRE

o VARFHBIRBRE | X TERMEANLAFEFAN , BRI, REPITLUTHRE
o WHRRFAIR : 151K , BEEANNAREF , SR TEIELURINN BT,
o AW : EEMFEBTEHRNARF. BIARE AR,
o HLRFTEUH.

AR RRBRIANRRER  BRERARREFEEEANIIRNIT LR , ARRGHRNMSERAAEAR. P ERMIASHE
e, S MERAMIERS IR |, SRTBUHRE LS.

RREIENARER  BRFAEFEEEINIIRNIT LY , ARG ANKMERN. BXIIEX , ARATREFUR
HFEKRHSIR , SATBUHARIFIIRAEYL,

8. FLEHRE AN v
9. Bl F—, AP EIRE TR FFENZRERBI5RNE S BCIU A .

Device Policies

App Uninstall App Uninstall Restrictions Policy x
Restrictions PO"CY This policy lets you specify the apps users can or cannot uninstall on a Samsung SAFE or Amazon device
Choose delivery
1 Policy Info groups
AllUsers
2 Platforms

Device Enrollment Program Package

» Deployment Schedule @

Back

10. FEEFEAZAHATS Y, MAMERIE , RIS IRPERE—PRZ N B HABCRMATE, EFRNA B RERTHIK
7 TR FF oy RO A4S IR+,

11 RIFBE R, RRRENTRE :

o FEMEFA , BEIFLUTKIEE | SRR ARRIERRE . BOAEHUATE. NREFX |, TTHACE H AT,
EMEVTRITSD , AL E. BOAESECAAR.,

WMRBERE  FREENER , AREFRER B AETE.

ERRE &MY , BESIOERN S A TN Y ZAREBERME . BIAETNSIERE.
FENIER B RRERRESD , BEFFEER. FAETCAX,

S=r
EE
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o CDAERE > RFEF[|BUFTEE TITNEGHERANBEI THOEIER. HLBRAERAERT 0S &#&.
o BCEMBETINTAFAME., BHMNESERTHIAEFE , AR BRANEERERS , ERERT I0S.

12. B F{RTF.
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I BT 2R A SR

Jan11, 2017

You can create browser device polices for Samsung SAFE or Samsung KNOX devices to define whether users' devices can
use the browser or to limit the browser functions that the devices can use.

On Samsung devices, you can completely disable the browser, or you can enable or disable pop-ups, JavaScript, cookies,
autofill, and whether to force fraud warnings.

Samsung SAFE and Samsung KNOX settings
1. In the XenMobile console, click Configure > Device Policies. The Device Policies page appears.
2. Click Add to add a new policy. The Add a New Policy dialog box appears.

3. Click More, and then under Apps, click Browser. The Browser Policy information page appears.

XenMobile Analyze [VELELTS Configure # % admin v
Device Policies Apps Actions ShareFile Enroliment Profiles Delivery Groups
Browser Policy Policy Information x
This policy lets you set rules for using the browser on Samsung and Android for Work devices.
I 1 Policy Info Policy Name*
2 Platforms Description
Samsung SAFE 4

Samsung KNOX

3 Assignment

4. FERBEEERT , MATEER

o SRERAFR : BARMAHRIEL TR,
o Ui : BAKRREHAEA,

5. BITF—, WK ERRIEFARE.
6. ¥ & TH , EERRMETFE. WRAA—INFERE , BERURETHTFE

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.421


http://docs.citrix.com/zh-cn/xenmobile/10-4/policies/browser-policy.html#par_anchortitle_7767

TR FERENEESR 55 MER 7 LT RaR ELCE & RERE RN,
BCE Samsung SAFE 1 Samsung KNOX & &

xenMOblIe Aname Manage COHﬁgure

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
Browser Policy Browser Policy x
This policy lets you set rules for using the browser en Samsung and Android for Work devices.
1 Policy Info Disable browser OFF
2 Platforms Disable pop-up OFF
} Samsung SAFE Disable Javascript OFF
Samsung KNOX Disable cookies OFF
3 Assignment Disable autofill OFF
Force fraud warning OFF

» Deployment Rules

REMUTXRE :

o BRANEE  EEERERFRE LA Samsung HI¥EEE. BUAREAX , RONAVFAAERLN Y. SR
#E , BABERUTER.

REREEND  ESEFETAFELNESE EBRETEIEE.

2XH Javascript : %2R ARV FEIN YEES _EiE1T Javascript,

M Cookie : 1%E#FE 4 L Cookie,

SXHAAIERT  EEES AR BRI RN B INATINEE.

EHBRIEES | BRER PV EM S ERRK Web st R B R BRES,

7. BCERRE AN v
8 B T—., IR RN RIE S ECUA.
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XenMabile Analyze Manage Configure # % admin v

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups

Browser Policy Browser Policy x
This policy lets you set rules for using the browser on Samsung and Android for Work devices.

1 Poalicy Info Chaose delivery groups Type to search Q Delivery groups to receive app assignment

2 Platforms Allusers Allusers

DG-ex12
Samsung SAFE DG-Testprise
Samsung KNOX

3 Assignment

» Deployment Schedule @

= -

9. FEEFERATATA , MAUBERIMTA , HASERFEF— A HZ N RO HD IR, EFRASRELGURTE
W R FF A ECIAE (TSR,

10. BIFRBER , ARBEMNTERE :

o FERPEF , BEFFLUTRIERE , SREAERBRIERE ., BOAEHUATE, RGEEX , THRACEH e,
EMEVTRIED , AHIFRGE. BRI,

WRBLRE  FRTHAEN , AJekEErE s B FedE,

FEREFRMFY , RESOEERN S RGN A ZARMERME . BIAETONSIERE .
ENBAERERBES Y , AT, BAETCAX.

HE

o BHAERE > BE[BUHTRE T HRIFENERANB THIETER. WAERERTERT I0S &&.
o BCEMBEVINTAFAMA. EHMNERERTHIATFE , AKX BRNEEHERS , ERERT IOS.

11 B RAF MR IR
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HJA (CalDav) &% R

Nov 29, 2016
AT PAFE XenMobile iR IN—AMR £ 5RkME , AME A FH I0S 3k Mac OS X i&& 7 INHB [ (CalDAV) ik~ |, & el L HEITKI
AR S{EMSHF CalDAV KRS 23 FE .

1.7£ XenMobile #=Hla , AHACE > WK, PR B/ RERIE .
2. BRI, AR BRI RS SIEAE,
3. RTE%Z , ARERARATE , #EER(CalDav). LK B7RH F(CalDav)5keg Q.

XenMobile Analyze Manage Configure # N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
Calendar (CalDAV) Policy Information x
po“cy This policy lets you add a calendar (CalDAV) account to an iOS and Mac OS X device to enable synchronization of
scheduling data with any server that supports CalDAV.
b 1 Policy Info Policy Name™
2 Platforms Description
10S
Mac OS X

3 Assignment

4. FERBEEERT , MAUTEER

o SREEBHR | BARIRIMATEL TR,
o Ui : (FIE) BEAREEAOULEA.

5. 8 F—4. HNEERFARE.

6. ZFATH  EREBRNINTE, MRAN—AFEERE  BIUSEFHMTA.
SR FARBNREST , ESESE 7 LT HmMg BT A0SR,

BCE i0SiRE
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XenMabile Analyze Manage Configure # N\ admin v

Device Policies Apps Actions ShareFile Delivery Groups
Calendar (CalDAV) Policy Information x
PO“CY This policy lets you add a calendar (CalDAV) account to an iOS and Mac OS X device to enable synchronization of
scheduling data with any server that supports CalDAV.
1 Policy Info Account description® 8]
2 Platforms Host name™
b i0S Port® 8443
Mac OS X Principal URL*
3 Assignment User name*
Password ®
usesst @D
Policy Settings
Remaove policy @ Select date

Duration until removal (in days)
=

Allow user to remove policy Always w7

» Deployment Rules

REEMUTRE :

o PKPUER - BRAK A, HCFECAMATER.,

o FHl4 : A CalDAV R a3atbit, FECVSATES.,

o ¥n[ : HEIEHEE CalDAV IR EANIRE. WFEBAMAETE. ZNAEA 8443,
e F{K URL : @ AR FHEAMER URL,

o AF%  MARFRNEREHR. WFEAMATE.

o R : B R[EA FEEL,

o [ SSL: ERERFEARLEETFTEIERET CalDAV %25, ZNAECAIF.

o RERWE

el Rg S0 |, dEiE A SRR AR BB A (K).

MR BIHEEFAR |, ERTE ARG AERRRAHE.

R PR RRESIRT |, BERR. FEFBIAAR,

MRBLEFEHR , 7£ Removal password (Hf&%60) 355 , BAMTRER,

BCE Mac OS X & E
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XenMcbile

Policy

1 Policy Info
2 Platforms
10S

3 Mac OS X

3 Assignment

Analyze

Device Policies

Calendar (CalDAV)

Manage Configure
Apps Actions ShareFile

Policy Information

-3 X\ admin ~

Delivery Groups

This policy lets you add a calendar (CalDAV) account to an iOS and Mac OS X device to enable synchronization of
scheduling data with any server that supports CalDAV.

Account description®

Host name*

Port*

Principal URL*

User name*
Password

Use 551

Policy Settings

Remaove policy

Allow user to remove policy

Profile scope

» Deployment Rules

8]
8443
®
@ Select date
Duration until removal (in days)
=
Always -
User = 05 X107+

REMUTXRE :

o BRG] AR, FBONMATEL

REE

FHAE : B CalDAV REFasftit, HFEBOAMMATEL.
Wl BAEEE CalDAV RFH[MEMMIRA . HFBIALMATE., BOAEN 8443,
FIK URL : AR FRBERKES URL,

AP%  BARFRERER. WFBANATE.
HRD : HE AT R,
£/ SSL : iR B RERARLERTRERD CalDAV %25, EOAEANTT.

o 7EMIBRSRIESSA | Bdnsei® HEBIER AT R EB B R (K).

7. ECERREALN

https://docs.citrix.com

MRBATEEFBW |, B8RSR HOERREREB .
AR BRI SIRT | BERA. FEFILIAR.,
MRBATHZEHR , 7£ Removal password (HFRERD) 3530 , SEAMTHERD,
AREXHEREES |, BHASARASE. BAERAS. ERIGERT 0S X 107 RESRA.
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8. By F—2. LK ERE(CalDAV)RRE S BECITM.

XenMobile Analyze Manage Configure # N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups

Calendar (CalDAV) Calendar (CalDAV) Policy x

PO“CY This policy lets you add a calendar (CalDAV) account to an iOS and Mac OS X device to enable synchronization of

scheduling data with any server that supports CalDAV.

1 Policy Info Choose delivery Tipe to search Q

Delivery groups to recerve a| ignment
groups Ty group Pp assig|

2 Platforms AllUsers Allusers

sales
10S
Mac OS X

b 3 Assignment

» Deployment Schedule @

o [

9. FEFHERATAT A , MAUENIAA , AR PEF— AN HZ N RO HS RN, EERASRELGURTE
W R BCRIAE AR S IR+,

10. RITHEREVTR , ARECEUTEE

o FERPEFA , BEFFLUTKIEE | SR RARRIERRE . BOAEBUATE. NREFEX , THACEH AT,
ERETRISN , AEBERE. BIAEEAR,

MR BERE , FREENER , AREFERER B AEE.,

ERRE AT RESRERN S AT Y Z ATHBERKE . BOAETUASIRERE.
MG B RRESERES Y , BETTEk. BIAETUAX.

EE

o EARE > BFEF[BUTRE T RIFANERANBEL THIETER. BARRERMERT 0S ##.
o BCEMBZEINTAFAME., BHMNESERTHIAETE , AAR BRANEERERS , EXERT I0S.

11 B R1F.
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FALRIEER A R

Nov 29, 2016
I SRRE AVFRTE I0S R&E LR EFHMEGRE.
1.7£ XenMobile #ZHl&F , AHACE > WERM . WP B/RS& 5RIg TUE.

2. BRI, AR B RSN SREE T
3. BFEZ , REEMKRIBER T , BAHFHML ., A Cellular Network Policy (FHLME %) {SERmEEIN.,

XenMaobile Analyze Manage Configure # A admin v
Device Policies Apps Actions ShareFile Delivery Groups
Cellular Policy Policy Information x
This policy lets you configure cellular network settings on an iOS device.
b 1 Policy Info Policy Name*
2 Platforms Description

105

3 Assignment

4. FERBEEERT , MAUTER

o RERAFR : BRI AR L TR,
o Ui : (ANE) BEAREEANLEA.

5. 85T —%. WEE/RIOS FEEERME.
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XenMobile

Analyze

Device Policies

Cellular Policy

1 Policy Info
2 Platforms
b i0S

3 Assignment

Manage Configure

Actions ShareFile

Apps

Policy Information

admin

> AN

Delivery Groups

This policy lets you configure cellular network settings on an i05 device.

Attach APN

Name
Authentication type
User name

Password

APN

Name
Authentication type
User name
Password

Proxy server

Proxy server port

Policy Settings

Remove policy

Allow user to remove policy

» Deployment Rules

8]
PAP -

®
PAP <

®

@ Select date
Duration until removal (in days)
=

Always 7

6. FLEM T RE :

o % APN
o ZFR : BAMEENZIR.

o SHRUFNKR : FE/FRA L, BEFUAEFSMRIEYFY (CHAP) SRERSHIIEPNY (PAP), EVAEA PAP,
s AF%  BARTEHRIENAFE.

e APN

o B BMAFENRLHR (APN) BLEBFR.
o SHRUESER : £33k , Bty CHAP B¢ PAP, ZXIA{EA PAP,
o AiFP%  BARTEMRIEMAFE.
o HHE : AT HMRAIFRE,

o RIFPRSES : BARIEIRS 23 POLR DAL,

o REWE

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.429




EMbRRIE D |, B dnsEiE A ISR AT R B BRI (X).

MRBIHEZFAR , ERTEHAMOERAERRBH.
EAFRFRERRRR SRS | RTIAR . FEEEINAR.

MRATHFERE , 7£ Removal password (Hif&#EED) 50 , MANLFRIE,

7. BCEBRE AL N
8. Bl F—2b, AP BRFHLMLE SRig 53 BCIUE .

Device Policies

- 1 X
Cellular Policy Cellular Policy
This policy lets you configure cellular network settings on an i0S device.
1 Policy Inf Choose delivery Search - . .
olicy Info Delivery groups to receive app assignment
groups

i alluser:

2 Platforms Allusers Allbsers

» Deployment Schedule @

Back

9. IR , MAMERINE , RIFRPER—DHZ N B HSECRBAITE, EFNAE SRR THk
RSB ASRT.

10. BIFRBETR , ARBCEMNTERE :

o FERREF , BEIFLUTRIEE | ST RABRIERRE . BONEBUATF. RERK , THRECEH AT,
ERFERIFA , BERSRE. BAERUAIE,

WRBLRE  FRTHAERN , AJekEEE e B FedE,

FERREFRMFY , RESIOERN S AT A ZAREBERME. BIAETNSIERE .
FEMIRAR B RNERIBE S |, AEFEk. BRIAETUAX.

xr
Te

o BHEWRE > RFEF[BUTECE TITRIEARERANBER THEIER. R BRAEMAERT 0S & #&.
o ECEMBZEVINHTAFAME. EHHMNERERTHIATE , AARBRKEEHERS , ERERT I0S.

11 8 H R 77,
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R ETH AR R R

Nov 29, 2016

£ XenMobile 1, ATRUAB#NEREE Internet N AFEFEEERREFR ML, HRIMASUERT Windows Pocket PC,
1.7£ XenMobile #=H & , BEACE > RERME. MWK B RR&RIERE.

2. BRI, AR BRI R g SIEAE,

3.0 8% , AREMEGIRAIR TH , SiEEEEs. B REREESRmEETm.

XenMaobile Analyze Manage Configure # % admin v
Device Policies Apps Actions ShareFile Delivery Groups
Connection Manager  Policy Information x
Policy Sets how apps connect to the Internet or to a private network. This policy only applies to Pocket PCs.
Policy Name™
b 1 Policy Info
Description
2 Platforms

Windows Mobile/CE

3 Assignment

4. ERBERERT , MAUTER

o SREEZHR | BARIRIHAMEL TR,
o R EEASREEA RIS,

5. 85 F—%. W% SR Windows Mobile/CE 4 .

XenMobile Analyze Manage Configure #H A admin v
Device Policies Apps Actions ShareFile Delivery Groups

Connection Manager  Policy Information x
Policy Sets how apps connect to the Internet or to a private network. This policy only applies to Pocket PCs.

Apps that connect to a private network Built-in office -
1 Policy Info automatically use

Apps that connect to the Internet Built-in office h

2 Platforms automatically use

Windows Mobile/CE

v

» Deployment Rules
3 Assignment
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6. ILEATRE.

IS NEMAMK ORI ERISER /AT K Intranet , NE Internet FoRFTAEIEISTER Intemnet,

o BENEEIITRAMKNNARFER : 7£51%+T , ATNEIMIMBEZANE Internet. BIAEANE VAR,
o BFNEHKE Internet W ARRFER « E5IRT , RENENMAMELAE Internet,  ZNAEAREIMAML.,

7. BCEBRE AL v
8. Bl F—, WA B REREIER S ECRE.

Device Policies

Connection Manager ~ Connection Manager Policy x
PO”CY Sets how apps connect to the Internet or to a private network. This policy only applies to Pocket PCs
Choose delivery Delivery groups to receive app assignment
1 Policy Info groups )
AllUsers Allusers
2 Platforms sales

» Deployment Schedule @

Back

9. FEEFEALAATY , MAUENINE , R RPER—DHZ N B HAECRIEAITE, EFNAE TR THky
R B AS R T,

10. BIFRBER , ARBCEMNTERE :

o FERREF , BEIFLUTRIEE | ST RABHIERRE . BONEBUATF. RERK , THRECEHMER.
ERMFEBRIFN , BERISRE. BAEBUAIE,

WRBLRE  FRTH AR, AJekFEEE s B FeE,

FERREFMFY , RESIOERN S RTINS ZAREBERME . BIAETNSRERE .
TEMIRAR B RNERIBE S |, AEFEk. BIAETUAX.

S=r
Te

o BHERE > RFEF[BUTECE TIHRIEARERANBER THEIER. R BRAEMAERT 0S & #&.
o ECEMBBEVNTAFAME. SN ERERTHIATFE , AARBRKEERERS , ERERT I0S.

11 B HR 77,
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EFRVT RN % TR

Nov 15, 2016

AT LB EESTRIRRE |, A6 A PR & EHEER XenMobile A XAEYE], WEEE , XFF4 Android for Work f5 I
% , A AR E LR

AR AP REFERH RS, REXKIRIFERRTIREEE XN EIEE NI TEE.
1. 7£ XenMobile =5 G , BHACE > RERME. MWK B/ & R0 R,
2. BTRERN,  BURPR B RASIOHTIRE X VEAE.,

3. BEHItRI, AP E7R Connection Scheduling Policy (ZFEHTXIRES) {EETME.

XenMobile Analyze [ ENET Configure o %, admin v
yZ g q
Device Policies Apps Actions ShareFile Delivery Groups
Connection Policy Information x
Sched uIing PO"CY This policy defines parameters for how and when devices connect to the XenMobile server. You can require users to
manual connect, or for the device to connect automatically, or for connections to occur according to a time range you set.
b 1 Policy Info Policy Name™
2 Platforms Description
Android

Android for Work
windows Mobile/CE

3 Assignment

4. FERBEEERT , MAUTEER

o SREEBHR | BARIENIMATEL TR,
o B BRI REEA.

5. BET—, WK BRRIEFARE.
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Device Policies

Connection Policy Information x
Schedu“ng PO"C)‘ This policy defines parameters for how and when devices connect to the XenMobile server. You can require users to
manual connect, or for the device to connect automatically, or for connections to occur according to a time range you set.

1 Policy Info

Require devices to connect Always

2 Platforms Never
Every

Define schedule

» Deployment Rules

Back

6. ¥ & TH , EERRMETFE. WRAN—NFERE , BRUHETHATA.
TR FERENERER , BEHLR 8 AT AR EF & Bt E AN,
7. RRMEFNEG N FERENTRE

o TEEERE  AET AR EMNER,
B2 OEEAARIOEIRE, EERMEEER A8 LK XenMobile A EFHERS XenMobile i%% , 318
B IR bR AR, Citrix e LM R, EREEN (RERTREBEE
W) | EEERNEETMREERARRENEE, BURREELTEIRS | ETMRREES RS REES
REHOWRIIRE, EUAEBEDNREHEN FE T EEBEHIETNIAL BRNERETE .

o WR : FEHTIER, FIARUNESE LM XenMobile [BahikiE,  Citrix BICRESFA B AT , BAxs
PR R R EPE RIS | B , FIS A TR A WCENE TR PR s,

o 1§ EIRIERIEREHTIEE, MBI | W4 EREPETAIRER SIS , XenMobile #7E FRiR & RN
1ER A AR IR, RIS | B RREM N SMREE—R TR | BRI | T2 A
B RENABHERE, HAMER 20,

o B : MBEM , ARKMEIERST , SR LI XenMobile X HrEHE) XenMobile JR%25 , FFELTE LK
SR PIE S B AR R e, A XAMTR SCEENETSEMEE | 5 MR a0 D
.

o FEMESBRNRIKAGER | ZEE SUNBEEER | AR AU,
o TREMEENIAE—NEE 152 LT — B TSR P S AEE— K.
o EAAMRARBE UTC | $52 XN EREENS A1 & B IR R UNARE (UTC) A,

RE SOEFR A RSB R

BRTIEMA |, B ER—PIER , &R AN EREEFRRNETEE. USRS —MEm , el RN EA
PRI, AR TSR I B SR R E R R RA T RERNTR. HERTRGNAHEAR 30 260, Bk, R
BRBESNTERRN LS 800 B L4 9:00 2 [AlEH , I AHRER LGN TERK L4 8:00 2 L4 9:00 Z [RIKIFAN 745,

Fian , FTEFRFEAEREFEASN TERK_LES 08:00 L4 09:00 Z B TR RIEE , RN L4 1200 BF B E4F
1:.00 Z [B¥H TR R EE , EENTERM LS 5:00 £)_E4F 8:00 28 L4 10:00 2 T4 11:.00 Sz AZE/DH—iEE,
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@ Define schedule

Maintain permanent connection during these hours m
1AM 2AM  3AM  4AM SAM &AM TAM  BAM SAM 10AM 1AM 12PW 1PM 2P IFM 4PM SPM EPM TPM APM 3PM 10PM 1TPM 124M

Maon

Tue

- N
= M
Require a connection within each of these ranges m

1AM 2AM  3AM  4AM SAM &AM TAM  BAM SAM 10AM 1AM 12PW 1PM 2P IFM 4PM SPM EPM TPM APM 3PM 10PM 1TPM 124M

AlEEEEEEEEEEEN
HlEEEEEEEEEEEN
- HlEEEEEEEEEEEN
" HlEEEEEEEEEEEN
ENEEEEEEEEEEEN
Sat

Sun

Use local device time rather than UTGC OFF

8. FCE B E ALY
9. BITF—., AR BRSO BCTUm.
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XenMobile Analyze Manage Configure # A admin v

Device Policies Apps Actions ShareFile Delivery Groups

Connection Connection Scheduling Policy x
Sched uIing P°|icy This policy defines parameters for how and when devices connect to the XenMobile server. You can require users to

manual connect, or for the device to connect automatically, or for connections to occur according to a time range you set.

I Type to searct
1 Policy Info Choose delivery Ype Lo search Q Delivery groups to receive app assignment
groups

2 Platforms Allusers Alsers

sales

Android
Android for Work
Windows Mobile/CE

b 3 Assignment

» Deployment Schedule @

— [

10. FESEHERTAAASS N , RABENAA , B RPEF— A Z N RO HSERRATA, EFA SRR T
N AR AL S IR+,

11 RIFEREVR , ARREDLTRE :

o FERPEFA , BEFFLUTRIERE , SREAERMBEIERE ., BOAEHUATE, RGEEX |, TTHRACE H A,
EMEVTRIFZ D , AHIRSRGE. BIAEHAIR.,

MRBERG  FRGENER , AREERER B AETE.,

FEREFRMFY , RERSOERN S RGN A ZARMERME . BIAETONSRERE.
ENBAEAERBES Y , ARFFEEK. BAETCAX.

FE

o BAERE > BE[BUTRE T HRIFENERANBTHIETER. WAERERTERT 0S &&.
o BCEMBEVINMHTAFAME. EHMNERERTHIATE , ARKBRNEEERS , ERERT 0S.

12. BERAE,
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BXAA (CardDAV) 1 % sl

Nov 29, 2016

A PAZE XenMobile Fifin—M& &K , WM B FH i0S 5k Mac OS X && 70 i0S BXZR A (CardDAV) ik~ , {E AaT DUk
HEER NSRS S3F CardDAV RS 25,

1. 7£ XenMobile #zHl&9 , BHALE > WEKMK. WA B/RE RS ITUE.
2. BERIN, AT BRI INET SRR STEAE.,
3. RFEE , AEHERSMTHE , #EKEAA CardDAV, A B R CardDAV Policy (CardDAV 5#%) T,

XenMobile Analyze Manage Configure # N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
CardDAV Policy Policy Information x

This policy lets you add contacts (CardDAV) accounts for iOS and Mac OS X to an iOS or Mac OS X device to enable

; synchronization of contact data with any server that supports CardDAV.
b 1 Policy Info

Policy Name™
2 Platforms

Description
i0S
Mac OS X

3 Assignment

4. FERMEEERT , BAUTEER

o SREEBHR | BARIRIHAMEL TR,
o Ui : (AIE) BEAREEAOULEA.

5. 8EF T4, HNEERFARE.

6. ZFATH  EREBRINTE, MRAN—AFEERE  BIUSEFHMTE.
SR FARBNREST , ESESHE 7 LT HMgEHF A0SR,

BE i0SiRE
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XenMobile Analyze Manage Configure £ % admin v

Device Policies Apps Actions ShareFile Delivery Groups

CardDAV Policy Policy Information
This policy lets you add contacts (CardDAV) accounts for iOS and Mac OS X to an iOS or Mac OS X device to enable
synchronization of contact data with any server that supports CardDAV.

1 Policy Info
Account description™
2 Platforms
Host name™
3 i0s
Port* 8443
Mac OS X

Principal URL*
3 Assignment

User name®
Password
Policy Settings
Remove policy @ Select date
Duration until removal (in days)
=
Allow user to remove policy Always w7

» Deployment Rules

FLENTRE :

o BRAUIEA @ BEAKAUEA. IHFECNINETER.

FH4 : B CardDAV fREasitiiit,  HFER A IMATFER.

s AEHEE CardDAV fRF2FE AR, HFEAVETE. ZUAEN 8443,
F4{K URL : @A FBAMER URL,

BArg  BARFRERER. WFEAMAETE.

G - AR\ FIER PR,

£/ SSL : ERERFRARLERTFTRIERS CardDAV B2, BUAEMNFF.
R E

el RRg S0 |, dEiE A SRR AR BB B A (K).

MR BIHEZFAR |, ERTEERERAERRRAH.

R PR RRESIRT |, BHRR . FEFBIAAR,

MRATHREEN , f£'Removal password” (HifR#EES) 35 , ANTRIE,

BCE Mac OS X & E
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XenMobile Analyze Manage Configure # X\ admin v

Device Policies Apps Actions ShareFile Delivery Groups

: i i X
CardDAV Policy Policy Information
This policy lets you add contacts (CardDAV) accounts for i0S and Mac OS X to an iOS or Mac O5S X device to enable
synchronization of contact data with any server that supports CardDAV.

1 Policy Info
Account description™
2 Platforms
Host name™
105

Port* 8443
3 Mac OS X

Principal URL*
3 Assignment
User name®
Password
Policy Settings
Remove policy @ Select date
Duration until removal (in days)
=
Allow user to remove policy Always =
Profile scope User = 05 X107+

» Deployment Rules

REEMUTRE :

o PKPUER - BAK A, BCFECHMATER.,

o FHl4 : B CardDAV R ZA0MAIE, HFECAMATER.

o [ : BEIEHEE CardDAV IR 2EARIRE. WFEBAMATE. ZUAEH 8443,
e F{K URL : @ AFFHAMES URL,

o AFP%  MARFRNEREHR. HWFEAMATE.

o IRHD : BRAR[ER D,

o [ SSL: ERERFEARLEEFTEIEEE CardDAV 2. ZNAEATIF.

o RERRE

o 7EMhBRIRRE SN | B AR ATR B BRI (K).

MR BIHEEFAR |, ERTEHAMUERAERRRAHE.

A PR RRE SRS |, BERR . FEFBIAAR,

MRBLEFTEHER , 1£“Removal password” (HfRED) 355 , BAMLFHRERD,
ERESHEREE D |, TR ARZE. WAMENAF. HIER(GERT 0S X107 RESRA.

7. BCEERE AN v
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8. B T—4#. AP E /R CardDAV K& ECRHE.

XenMobile Analyze Manage Configure % N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups

- i *

CardDAV Policy CardDAV Policy
This policy lets you add contacts (CardDAV) accounts for iOS and Mac OS X to an iOS or Mac OS X device to enable
] synchronization of contact data with any server that supports CardDAV.
1 Policy Info
T Type to search
Choose de:::r: Ype 1o searc Q Delivery groups to receive app assignment
2 Platforms group
AllUusers Allusers
105 Sales
RG

Mac OS X

b 3 Assignment

» Deployment Schedule &

-

9. FEFHERATAT A , MAUEHRIANA , AR P EF— AN HZ N RO HSERBPITA. EFRRASRER TN
RREFH RS IRF.

10. RITHEREVTR , ARECEMTEE

o FERPEFA , BEFFLUTKIEE | SR RARRIERRE . BOAEBUATE. REFEX , THRACEH AT,
o FERBEVTRIFSA , BRSNS, BOAETUAED.

o MRHBERE , FHREHERNERR , ARIEEEFEE B RIAE,

o EMERMFL , BHBIOERNTATNLZAMBERME . FAETFRERR.

o FENIAABRMIEREESE , IRk, BOAEHUAX.

EE

o EARE > BF[BUTRE T HRIFENERANEL THETER. HBARRERERT 0S ##.
o BCEMBEVINTAFAME. BHMNESERTHIATE , AAX BRNEERERS , ERERT IOS.

11 B R1F.
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B BFEFEHE] Samsung B 25X & R

Nov 29, 2016

B PIEERR & L EARENN AR EHIZIZHF Samsung %% _EH) SEAMS BF235k KNOX B3 (B AT IIFREME
B, 555 Samsung ) Samsung KNOX Supported Devices (Samsung KNOX XHrHIW& %) TWH) . EHE] SEAMS B25H
N RRFERANERS LA ; £/ KNOX BN AFEF YA FAER KNOX B,

DB

o ®& WAFE XenMobile _EiESE.

o WREPE Samsung MDM 43 (ELM FIKLM) (KR , 1§18 Samsung MDM ¥ ANER4TIR & 5k )
o WARFEAREIIRE L
o 7ERZ _LHIAL KNOX DL FEFF R HIZ) KNOX &8

1 7£ XenMobile I=H|&a , AEHAE > R&KRE.
2. BRI, WA BRI FTRRE X VEAE .,

3. RFFEZ , ARERSMTH , 2N BREFEHE| Samsung %, WK B RENBRFEFF Samsung BAHE
R{=ERMH.

Device Policies

Container P(:,“cyI This policy lets you a SEAMS or KNOX container for apps on Samsung devices.
Policy Name™
Description

4. ERBEEERT , MAUTER :

o RERAFR : BARMAHRIEL TR,
o AH : BRI ATELEA.

5. BIT—, WK BRRIEFARE.
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https://www.samsungknox.com/en/products/knox-supported-devices

XenMobile Analyze Manage Configure # N admin v

Device Policies Apps Actions ShareFile Delivery Groups
cOpy Apps to Samsung POllcy Informatlon bat
Container p0|icy This policy lets you create a SEAMS or KNOX container for apps on Samsung devices.
New app* % Add
1 Policy Info
2 Platforms

» Deployment Rules

b Samsung SEAMS
Samsung KNOX

3 Assignment

6. FEF & Tl , EEERMEFE. WRAN—DFERE , FRUHETHATF A,
TR FARENEEST , B LR 8 LT TR BN F S NENEFN,
7. R EFNE N FAREN T RE.

o FENAREF  XTEARMEINIRPHE N FEF , FRIRM , REPITIATIRE :
o BEAMID , a0 , XFF LacingArt ZFAFERF |, 58\ commobiwolf lacingart,
o BTRFHEUH.

AR RRBRIAN RS  BERRREERINIIRNIT LR |, ARRGRNMSERAAEAR. TR ERIASHE
HE. S ERAMIERS IR |, SR EBUHRE LS.

RREIENARER | BERAEFEEIMIIRNT L  RRRTANKMER. EXIIX , RRRTRFUR
FERHIIR , SR TBUAARIFIIRAEYL,

8. ALE P E AN v
°.8ET—8., HWIKERT—MFARASKNARFEHE| Samsung F25RME S ACTA,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.442



XenMobile Analyze Manage Configure # N admin v

Device Policies Apps Actions ShareFile Delivery Groups
Copy Apps to Samsung COPY Apps to Samsung Container Policy x
Container p0|icy This policy lets you create a SEAMS or KNOX container for apps on Samsung devices.
choese dge:::; . Q Delivery groups to receive app assignment
1 Policy Info
AllUsers Allusers
2 Platforms

Device Enrollment Program
Package
Samsung SEAMS

Samsung KNOX

b 3 Assignment

» Deployment Schedule &

-

10. FESEHERTAAAS N , ABENAA , B RPEF— A Z N RO HSERRATA, EFRA SRR T
N AR BCRAE AR S IR+,

11 RIFERER , ARREDLTRE :

o FERPEFA , BEFFLUTRIERE , SREAERMBRIERE ., BOAEHUATE, RGEEX |, THRACEH AT,
EMEVTRIFE D , AHIPFRGE. BIAEHCAR.,

WMRBERIE , FRGENER , AREERER B AEE.,

FEREFRMFY , RESIOERN S RGN Y ZRMERME . BIAETONSIERE .
ENBAEAERBES Y , ARFFEER. BAETCAX.

FE

o BHERE > BEFMBUTRE T HRIFENERANBA THIETER. WAERERTERT I0S &&.
o BCEMBEINTAFAMRE. EHMNERERTHIAETFE , ARA BRKEEIE TR , EXERT IOS.

12. BRI ARTFLLREE.

FENERE R A , SEAMS I TR FF B/RTER & VEME S W ARSI & IV SEAMS (' E TH , KNOX N A2 F B /RTEAR
A E: IV E T,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.443



TR & R

Jan12,2017

AJRAZE XenMobile A2 4E4R IR & 5RE% , LA6E A XenMobile Frf¢) PKI BLE B MRS HIIE , 6120 PKI SKK, B4AE. &iR
REFEFIREHED. BEXEROFMESR , BSRILH.

"] AR iI0S. Mac OS X, Android, Android for Work, Windows Desktop/Tablet, Windows Mobile/CE #1 Windows Phone
REQREIRERE, SMHYAFTE—ARNENE , R CEXTHHITAAE.

i0S RE

Mac OS X &&

Android F1 Android for Work i% &

Windows Desktop/Tablet X &

Windows Mobile/CE & &

Windows Phone 1% &

BIERILRRR AT, FERBITNATEFANERES , AEMEBMED,
1.7£ XenMobile #=Hla , AEACE > WHERME. IR B/RERE5RIE .
2. BTN, BURPR B ORARNOHTIREE XY VEAE.,

3. RFESZ , ALt TE , AhfEE. IR B RERRIREE .

XenMobile Analyze Manage Configure » A admin v
Device Policies Apps Actions ShareFile Delivery Groups
Credentials Policy Policy Information x
This policy lets you deliver certificates to devices. On iOS, the certificates, such as a certificate for WiFi authentication, can also be used as part of another policy. For
i Windows Phone, the policy is supported only on Windows 10 and later supervised devices.

1 Policy Info

Policy Name*
2 Platforms

Description
105

4

Mac Os X
Android

Android for Work
Windows Phone
Windows Desktop/Tablet

Windows Mobile/CE

3 Assignment
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http://docs.citrix.com/zh-cn/xenmobile/10-4/policies/credentials-policy.html#par_anchortitle_b9d4

4. FERBEEERT , RAUTEER

o RERAFR : BARMAHIREL TR,
o Ui : BRI AEEA,

5. BIT—, WK EBRRIEFARE.
6. & Tl , EFERRMETFE. WRAN—DFERE , BRUHETHATA.
T FERENRER  ESRLHR 7 T BAMRELFERHER.

5 .
FCE iOS’E
XenMchile Analyze Manage Configure & A admin +
Device Policies Apps Actions ShareFile Delivery Groups
Credentials Policy Policy Information *
This palicy lets you deliver certificates to devices. On iOS, the certificates, such as a certificate for WiFi authentication, can also be used as part of another policy. For
. Windows Phone, the policy is supported only on Windows 10 and later supervised devices.
1 Policy Info
Credential type Certificate (.cer, .crt, .der and .pem)
2 Platforms
Credential name™
} 105
The credential file path m
Mac OS X
Android Policy Settings
Android
Remove policy « Select date
Android for Work

Duration until removal (in days)

a

Windows Phone

a

Windows Desktop/Tablet Allow user to remove policy Always k3

<]

Windows Mobile/CE

» Deployment Rules
3 Assignment

Back Next >

Configure the following settings:

e Credential type: In the list, click the type of credential to use with this policy and then enter the following information
forthe selected credential:

e Certificate
e Credential name: Enter a unique name for the credential.

e The credential file path: Select the credential file by clicking Browse and navigating to the file's location.
e Keystore

e Credential name: Enter a unique name for the credential.
e The credential file path: Select the credential file by clicking Browse and navigating to the file's location.
e Password: Enter the keystore password for the credential.
e Server certificate
e Server certificate: In the list, click the certificate to use.
e Credential provider
e Credential provider: In the list, click the name of the credential provider.
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Policy Settings

Next to Remove policy, click either Select date or Duration until removal (in days).

If you click Select date, click the calendarto select the specific date for removal.

In the Allow user to remove policy list, click Always, Password required, or Never.

If you click Password required, next to Removal password, type the necessary password.

ACE Mac OS X & E

Device Policies

Credentials Policy Credentials Policy

1 Policy Info
Credential type Certificate (.cer, crt, der and pem)

2 Platforms
Credential name

The credential file path
Policy Settings

Remove policy Select date

Duration until removal (in days)

it

Allow user to remove policy Always

Profile scope User

» Deployment Rules

Configure the following settings:

Credential type: In the list, click the type of credential to use with this policy and the, enter the following information
forthe selected credential:
e Certificate
e Credential name: Enter a unique name for the credential.
e The credential file path: Select the credential file by clicking Browse and navigating to the file's location.
e Keystore
e Credential name: Enter a unique name for the credential.
e The credential file path: Select the credential file by clicking Browse and navigating to the file's location.
e Password: Enter the keystore password for the credential.
e Server certificate
e Server certificate: In the list, click the certificate to use.
e Credential provider
e Credential provider: In the list, click the name of the credential provider.
Policy Settings
e Next to Remove policy, click either Select date or Duration until removal (in days).
e If you click Select date, click the calendar to select the specific date for removal.
e |nthe Allow user to remove policy list, click Always, Password required, or Never.
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e If you click Password required, next to Removal password, type the necessary password.
e Next to Policy scope, click either User or System. The default is User. This option is available only on OS X 10.7 and
later.

Bt & Android #1 Android for Work & &

XenMobile Analyze Manage Configure & % admin v
Device Policies Apps Actions ShareFile Delivery Groups
Credentials Policy Credentials Policy x

This policy lets you deliver certificates to devices. On 105, the certificates, such as a certificate for WiFi authentication, can also be used as part of another policy. For

. windows Phone, the policy is supported only on Windows 10 and later supervised devices.
1 Policy Info
Credential type Certificate (cer, crt, der and pem)

2 Platforms
The credential file path m

i0s

Mac OS X
» Deployment Rules

} Android

<]

Android for Work

Windows Phone

<]

a

Windows Desktop/Tablet

<]

Windows Mobile/CE

3 Assignment

o [

Configure the following settings:

e Credential type: In the list, click the type of credential to use with this policy and then, enter the following information
forthe selected credential:
e Certificate
e Credential name: Type a unique name for the credential.
e The credential file path: Select the credential file by clicking Browse and then navigating to the file's location.
e Keystore
e Credential name: Type a unique name for the credential.
e The credential file path: Select the credential file by clicking Browse and then navigating to the file location.
e Password: Type the keystore password for the credential.
e Server certificate
e Server certificate: In the list, click the certificate to use.
e Credential provider
e Credential provider: In the list, click the name of the credential provider.

A& Windows Desktop/Tablet i%'&
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XenMOb‘le o o e

Device Policies Apps Actions ShareFile Delivery Groups
Credentials Policy Credentials Policy x
This palicy lets you deliver certificates to devices. On i0S, the certificates, such as a certificate for WiFi authentication, can also be used as part of another policy. For
. Windows Phone, the policy is supported only on Windows 10 and later supervised devices.
1 Policy Info
05 version 10 =
2 Platforms
Certificate Type ROOT e
ios
Store device root b
Mac 0§ X
Location System e
Android
Credential type Certificate (.cer, .crt, .der and .pem) =

Android for Work
Credential file path* m

Windows Phone

Windows Desktop/Tablet
» Deployment Rules
Windows Mobile/CE

3 Assignment

Back Next >

Configure the following settings:

e OSVersion: In the list, click either 8.1 for Windows 8.1 or 10 for Windows 10. The default is 10.

Windows 10 settings v

Windows 8.1 settings v

B E Windows Mobile/CERE
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XenMobile Analyze Manage Configure % A admin

Device Policies Apps Actions ShareFile Delivery Groups

Credentials Policy Credentials Policy *

This policy lets you deliver certificates to devices. OniOS, the certificates, such as a certificate for WiFi authentication, can also be used as part of another policy. For
Windows Phone, the policy is supported only on Windows 10 and later supervised devices.

1 Policy Info
Store device root
2 Platforms
Credential type Certificate (cer, crt, der and pem)
[[e}3
Credential file path

Mac OS X

Android

» Deployment Rules
Android for Work

Windows Phone
Windows Desktop/Tablet
Windows Mobile/CE

3 Assignment

Back Next >

REMUTRE :

o FHRE @ 1EFRT , RETIENEDEMNE. BAMBEM. EREE
o EFBITIEEMANM - (£ B TR E & N AR B RS TE1T.
FERFPITEEMA NN - R B THEEINEPEL NN BAREFEE—REERHITIETT.
SPCORHFRITRERIED) - SIFAATIEFIED (SPC) AT& 4% cab XU,
R - A RIEPS B E R IEBEIEREFHE.
CA- BEMEEE (BFEPENERMAIM) KAIEBEE.
RN - BERAA PN NEBRIEREE.
o EIRIA  JFFHEIEAT Windows Mobile/CE & & flE—EE2HY
o TIRNMHIKR : N , RRSABIEIEUFRE |, DU SR .

BZE Windows Phone X &
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xenMOb“e e o R

Device Policies Apps Actions ShareFile Delivery Groups

Credentials Policy Credentials Policy *
This policy lets you deliver certificates to devices. On i0S, the certificates, such as a certificate for WiFi authentication, can also be used as part of another policy. For

windows Phone, the policy is supported only on Windows 10 and later supervised devices.

1 Policy Info
Certificate Type ROOT
2 Platforms
Store device root -
i0S
Location System
Mac OS X
Credential type Certificate (.cer, .crt, der and pem) e

Android
The credential file path* m

Android for Work

} ® Wwindows Phone
» Deployment Rules

Windows Desktop/Tablet
windows Mobile/CE

3 Assignment

Back Next >

Configure the following settings:

e Certificate Type: In the list, click either ROOT or CLIENT.
e If you click ROOT, configure these settings:
e Store device: In the list, click root, My, or CA for the location of the certificate store for the credential. My stores
the certificate in users' certificate stores.
e Location: Systemis the only location for Windows phones.
e Credential type: Certificate is the only credential type for Windows phones.
e Credential file path: Select the certificate file by clicking Browse and navigating to the file's location.
e |f you click CLIENT, configure these settings:
e Location: System is the only location for Windows phones.
Credential type: Keystore is the only credential type for Windows phones.
Credential name: Type the name of the credential. This field is required.
Credential file path: Select the certificate file by clicking Browse and navigating to the file's location.
Password: Type the password associated with the credential. This field is required.

~N

- BeEARE ALY v
8 B F—b, WP E/REIRERIESECRE,
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xenMObile o o R

Device Policies Apps Actions ShareFile Delivery Groups

Credentials Policy Credentials Policy *
This policy lets you deliver certificates to devices. On iOS, the certificates, such as a certificate for WiFi authentication, can also be used as part of another policy. For

windows Phone, the policy is supported only on Windows 10 and later supervised devices.

Choose delivery groups Type to search Q

Allusers

1 Palicy Info

2 Platforms
108 Sales
Mac OS X

Android

Windows Phone

Android for Work
Windows Desktop/Tablet

windows Mobile/CE » Deployment Schedule @

} 3 Assignment

oo [

9. FEFEHERATAT A , MAUEHRINA , AR PEF— A HZ N RO HS LRI, EERASRELGURTE
By FRFRFF /Y CEAE (AR5 IR+

10. RITHEREVTR , ARECEMU T EE

o FERPEFA , BETFLUTKIEE | ke R ARRIERRE . BOAEHUATE. REFEX |, TTHACE H AT,
o FERBEVTRIFA , BRI, BOAETUAMED.

o MRHBERE , FHREERAERR , RIEEFEE B RIAE,

o TERPERMFY , BEEERNTATNY ZAIREERBE . BAEEUASER .

o TENMARBRMERRESY , EITEoR. ROAEHUAX.

EE

o EARE > BFEF[BUTRE T HHRIFEHERANEL THETER. BARRERMERT 0S ##.
o BCEMBZETINTAFAME., BHMNESERTHIATFE , AAR BRANEERERS , EXERT I0S.

11 B R1F.
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BE N XML 58 R

Nov 29, 2016
WNEREEFE Windows Phone, Windows Desktop/Tablet 1 Windows Mobile/CE &% B E X ATThEE , TTALE XenMobile

PR EE N XML 5k

o B  BEECEREURERIERAYEE

o RERE  BEAFHIAERREMEESH

o RHFHE , BIFERHEENBEIRETHHURADRGER (BENRATEFMAZRGE)
o HISEE , BIFRUCRAERENERIPRESIRG

7£ Windows s{F Open Mobile Alliance Device Management (OMA DM) APl 432 B2 BN XML ELE ., AEIFHRAN
Bhnfa{E A OMA DM API BIEEEE N XML, B X*{EH OMA DM API ¥R |, 1§58 Microsoft Developer Network i
M _EH OMA R & &I,

1. 7£ XenMobile IFH| &7 , BHEE > WERKE. I ERMEERIRAM@.
2. BEERIN, AR BRI SRR SEAE.,
3RFAEZ , AEHEBENTH , BHEEEN XML, AR E/R Custom XML Policy (BEX XML kBg) {SETMH.

Device Policies

Custom XML Policy Policy Information
This policy lets you create custom XML for your policies. After you enter the XML, you can check the syntax

Policy Name

Description

4. ERBEEERT , MALTER :

o RERAFR : BARMAHREL TR,
o Ui : BRAREEAEAA,

5. 8FTF—H, WA ERRIEFS .
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https://msdn.microsoft.com/en-us/library/bb737369.aspx

Device Policies

Custom XML Policy Policy Information

This policy lets you create custem XML for your policies. After you enter the XML, you can check the syntax

1 Policy Info XML content

2 Platforms

» Deployment Rules

6. A TE , EEEFNFL. MRUN—DFARE , SIMsHEbFa,
7 SBINERNGAN T AR BN TR :
o XMLPYE | RASE ISP MBI FA9E E S XML KD,

8. FLEHPE AN v
9. B F—2., XenMobile & XML WNFEIR. NBIE MEBRIIAEERME R, DIALEBETBAMRRAREARL,
MREFEEER , BBREEN XML 5Rig I ECIA.

10. FEEFEAEAAASS Y , MAMERINA , RIS IRPIERE—PRZ N B HABCRMAE, EFRNA B RER TR
7 AR BCRAE AR S IR+,

11 RITERE R, ARECEUTRE ¢

o 7ERPEFSY , BEFFLUTRIERE , SREAERBRIERE ., BOAEHUATE, RGEEX |, TTHRACE H A,
ERFERIFD , BERISRE. BAEBUAAE,

WRBLRE  FRTH AR, AJekEEE s B FeE.,

FERRE MY , RESIOERN S A TNY ZAREMERME . BIAETNSRERE.
FEMIRAR B RNERIBE S |, AEFEk. RIAETUAX.

>} 5
=

o CAERE > RFF/BUTECE T TR ARE RSB FHETER.
o ECEMBEINHTAFAME. EMbMETERHSNREIFTEFA.

12. BTRAE,
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TR SCAF RO ST A SRR 2 SR

Nov 29,2016

AJAFE XenMobile R a1E—4NkR% , AT M Windows Mobile/CE &£ 43 E RSk #435% .

1. 7£ XenMobile =55 , BHACE > RERME. MWK B/ & R R,

2. BRI, BURPR B RIS SIEAE,

3.RITEZ  ARENARFTE , SEBBRSCAMaEk. IR SRBBRSCEMS R RIE = S,

XenMobile Analyze Manage Configure
Device Policies Apps Actions ShareFile Delivery Groups
Delete Files and Policy Information X
Folders PO"C)! This policy allows you to specify which files and folders need to be deleted.
Policy Name™
b 1 Policy Info
Description

2 Platforms

Windows Mobile/CE

3 Assignment o
4 ERBEEERT  BAUTEE
o REEEIR : BAKRMAHBMELFR.
o i SRS AEGEA.
5. 85 F—%. W% SR Windows Mobile/CE £4 .
XenMobile Analyze Manage Configure £« A admin v
Device Policies Apps Actions ShareFile Delivery Groups
Delete Files and Policy Information ®
Folders Policy This policy allows you to specify which files and folders need to be deleted.
Files and folders to delete
1 Policy Info Path* Type % Add
2 Platforms

» Deployment Rules
- Windows Mobile/CE

3 Assignment
Back Next =

6. FLEM T RE :
o ERBRASTAASAER - I T RBIERMESAD AR , BE RN, REPITATIRME
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o PK1E : AR,
o A EFIRT , AE AR, BIAMER M.
o BHRIFHRFHIAEIR |, SR TBGHNMRIFII AR H%.

HE  ERGIASIR  BERRREEREHIIRMT LS  REREENNIERFAER. RS B RFIASTHEIE.
BAdBERURERS IR |, SREEBUERAMRE ISR,

RENASIR  BRBRAAREEASNIIRIIT LR , ARRTANMLERN. B3JR , AR TREUREE
HHFIER , REAEBUERIFSIRAER.

7. ECEBRE AL v
8. B F—3b, LUEPR BIRIBR SIS ¢S Skmg Sy B .

Device Policies

Delete Files and Delete Files and Folders Policy x
Folders PD”C}' This policy allows you to specify which files and folders need to be deleted.
Choose delivery Deli - -
elivery groups to receive app assignment
1 Policy Info groups

2 Platforms cales

» Deployment Schedule &

Back

9. I , MAUENIA , BRI RPERE DL N B HAECREAAZTE, SR NE SRR TRy
RS BCAEASRT.

10. RIFRBETR , ARBCEMNTRE :

o TEREFA , BEIFLUTKIEE | sREA R ARRIERRE . BGAEBUATE. MNREFX , TTHACE H AT,
o FERREVIRISA , BAEAEPEAfE. ROAEBUASIED.

o MRHBGRE , FHREHAERR , ARIEEFEE K HRIRE,

o TERERMFE , BEEUERNE A TNY ZAIMEERBE . EAEHUASIGER .

o FEMIGASERIREEIRES Y , BdlgTEck.  BOAEIUAK.

S=r
EE

o DHARE > RE[MBUTEE T ITEGHERANBI THOEIER. HABRERMERT 0S &#&.
o ECEMBBEVTINTAFAME. SN ERERTHIATE , AARBRNEEHERS , ETERT I0S.
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AT AFE XenMobile s a1 —ANR , AT M Windows Mobile/CE &£ M43 E i A R IAE.

1. 7£ XenMobile 1ZH|& , AEACE > WERMK. WK ERRE R TE.

2. BEVRIN, ORI BRI TSR SRR,

3. RAEZ  ARENARFTE , AEMEREMRRAE. R 2B RAME S ST,

' alyze nage onfigure admin

XenMobile  an Ma Conf I N
Device Policies Apps Actions ShareFile Delivery Groups
Delete Registry Keys Policy Information X
and Values POliCy This policy allows you to specify which registry keys and values need to be deleted. An empty value means that the entry is
a registry key.
b 1 Policy Info Policy Name™

2 Platforms Description

Windows Mobile/CE

3 Assignment

4. FERBEEERT , BAUTEER

o SREEBHR | BARIRIMAMEL IR,
o B BEASREEA AL,

5.8% F—%. AP E R Windows Mobile/CE 4.

XenMobile Analyze Manage Configure # A\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
Delete Registry Keys Policy Information x
and Values Policy This policy allows you to specify which registry keys and values need to be deleted. An empty value means that the entry is
a registry key.
1 Policy Info Registry keys and values to delete
Key™ Value * Add
2 Platforms
" windows Mobile/CE » Deployment Rules

3 Assignment

6. ILEMATRE :
o ERFREMRTAME : ST ERERAESDEMFRME , SBERM , REPITUTIRMGE
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o JEMERM - BNIEMRILIZ. WAMSAETFEL, FMERMEKARN A HKEY_CLASSES_ROOT\ 8 HKEY_CURRENT_USER\
or HKEY_LOCAL_MACHINE\ 3k HKEY_USERS\ FFk.

o A : MAZRIRAERFR , SAGEFERER = URIBREEANE MR

o BHRAEFBAGIEMRNAE , S HRE AR FI M RIAE.

HE  ERGIASIR  BERRREEREMIIRNT LS  REREENNIERFER. WA B REIASTHEIE.
BdBERURERS IR |, SREEBUEAMRE ISR,

RENASIR  BRBRAAREEASNIIRIIT LR , ARRTANMLEERN. B3JR , AR TREUREE
HHFIER , REEBUEMRIFSIRAEY.

7. ECEBRE AL v
8. BT N —b, AR BIRIRREMRRAME S BCm .

Device Policies

Delete Registry Keys Delete Registry Keys and Values Policy x
and Values PO”CY This policy allows you to specify which registry keys and values need to be deleted. An empty value means that the entry is
a registry key.
1 Policy Info Choose delivery Delivery groups to receive app assignment
qgroups
2 Platforms AllUsers e

» Deployment Schedule

Back

9. IEEFEALAATY , MAUERIANE , BRI RPERE D HZ N B HAECREAAZTE, SR NAE SRR THk
RSB ASRT.

10. RIFEBE VTR , REACELTRE ¢

o FEMEFA , BEIFLUTKIEE | sk R ARRIERRE . BGAEBUATE. MNREFEX |, TTHACE H AT,
EMEVTRISSN , AGEPEAE. BOAESEANR,

WMRBELRE , FREENERS , AREFERER B BAETE.,

FERRE &MY , RESIOERN S AT A ZAREBERME. BIAETNSRERE.
FENIER B RRERRESD , BEIFEER. FAETCAX,

S=r
EE

o DAERE > RFE[BUFTEE T ITEGHERANBI THOEIER. HABRERMERT O0S &#&.
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o BEEMBEVIMHTAFAMA. EHMNESERTHIAETFE , ARKBRNEEHERS , ERERT OS.
11 B R1F.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.459



BB PRI 4 S0
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1£ XenMobile # , #ZA]PAZESK Windows 10 BEIREHIZITIRI , ATAR I EXER BT EBIBFNEI TS B AR Health
Attestation Service (HAS) #7441, HAS SIZFHIR ELNEITRIGESNES |, AR5 , WEKIHIERA XL XenMobile,
XenMobile WEKZITRIERERGE |, RIBZITRIGERBERHANE , BELEZ IR ERN B RE.

HAS ISUFBUERLE

AIK BEBFFE

Bit Locker k&S

B ERE R
BENEEREITIRRA
RETEMEREEH
RELTTEMASTTS R A
DEP R&

ELAM ZRENFEFF 2 A EINEK
AA B8]
NZARESE 2R
PCR

BEITE

BRsh T

e EREEH
SBCP 5%

e et /el
PUIER TS =)
25/ VSM

2 /28 WiInPE

BFREMES | B2 Microsoft HealthAttestation CSP T,

1.7£ XenMobile #=H) G , BEACE > RERME. MWK B/ RR&RIRRE.

2. TR0 SRME . BT B RER N SR X VEAR

3.AFES  AREAENTH , AHRESETRIEIRE . Wi RS PRIONER RIS ST,
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XenMobile Analyze Manage Configure *

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
Device Health Policy Information
Attestation PD“CY This policy enables Device Health Attestation, a security and data loss prevention (DLP) feature in Windows 10 that lets you determine the health of 2 Windows 10
device and take compliance actions when necessary.
b 1 Policy Info Policy Name™
2 Platforms Description

Windows Phone
windows Desktop/Tablet

3 Assignment

4. FERBEEERT , MAUTEER

o SREEZFR | BENARIRIHAMEL TR,
o Ui : ARSI ATEA,

5.8 T8, WIPKERRIEFETH.
6. & TH , EERRMETFE. WRAN—NFERE , BRUHETHATA.
TR FARENRESR , S RLR 7 AT RMRELTFAREERN,

XenMobile Analyze Manage Configure - TN
Device Policies Apps Actions ShareFile Enroliment Profiles Delivery Groups
Device Health Device Health Attestation Policy
Attestation Policy This policy enables Device Health Attestation, a security and data loss prevention (DLP) feature in Windows 10 that lets you determine the health of a Windows 10
device and take compliance actions when necessary.
1 Policy Info Enable Device Health Attestation
2 Platforms

» Deployment Rules
windows Phone

Windows Desktop/Tablet

3 Assignment

NEFEFRENFERELRE
o FRREETRIMD | EREAFRRHETRINE. EAEAX.

7. BEEBPEAN v
8. BIHT—&. MW ERRE SRR R BCIUm.
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XenMobile Analyze Manage Configure o

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
Device Health Device Health Attestation Policy
Attestation Pulicy This policy enables Device Health Attestation, a security and data loss prevention (DLP) feature in Windows 10 that lets you determine the health of 2 Windows 10
device and take compliance actions when necessary.
1 Policy Info Choose delivery groups Type fo search Q
2 Platforms Allusers
DG

Window one
n s Phon o6
Windows Desktop/Tablet

3 Assignment

9. FEFEHERATATS N , AUENIAA , A RPEF—AHZ AN RO HS IR ATA, EFRA SRR TN
ARFA AR IRF.

10. BIFRBER , ARBCEMNTEE :

o FERPEFA , BEFFLUTRIERE , SREAERMBRIERRE ., BOAEHUATE, nREFEX |, THRACEH AT,
o FERBEVIRIFEA , SERPEAfE. BUAETUAED.

o MRBLRE , FHRLERAENS , RIEEEEE K E RIS,

o TERMERMFE , BEEUGEERNEA TN Y ZATREERKE . FOAEEUASIGEE.

o FENMGABRMEREESY , AETFER, BOAEHCAX,

HE

o BHAERE > RFEF[BUTECE TIHREAREZERANBER THEIER. A BREMNERT 0S & #.
o BCEMBEIMHTEFAMA. EHMNESERTHIAETE , ARKXBRNEERERS , EXERT OS.

11 R 17,
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Nov 29, 2016

HAIAFE IOS #1 Mac OS X &% ERE LR , MERMMAAKRE . TTAERR. XA ZERNAETE LRENEFR. Hla0,
ERERELFREAREZHFINS , TTAEA ${deviceserialnumber}, ¥ RENBFRIRENAFLFHNES , ATRAER
${userusername}@example.com. BXRZEHIFHEE , 15S R XenMobile 72,

1. 7£ XenMobile =55 , BHACE > RERME. MK B/ &R R,
2. BTN, BURR B ORES 0TS T .
3.RIFEZ  ARAERARAFATH , SEREEHF. HWITKE RRELFCRIBEETNME,

XenMobile Analyze Manage Configure
Device Policies Apps Actions ShareFile Delivery Groups
Device Name Policy Policy Information *
This policy lets you apply a name on a supervised device on i0S and Mac OS X devices. Available in iOS 8 and later.
b1 Policy Info Policy Name*
2 Platforms Description
10S
Mac OS X

i e
3 Assignment

4. FERBEEERT , RAUTEER

o RERAFR : BRI HHHIREL TR,
o Ui : BRI AEEA,

5 & F—H, MY BIRERR & T,

6. FETH , EFREARMKFE. WRAN—NMFEEE  BEUHETHMFS.
T TFAERENEESS , BSRLR 7 T AR E T & KERE RN,

ACE iOS 1 Mac OS X i% &
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XenMoaobile Analyze Manage Configure # A\ admin v

Device Policies Apps Actions ShareFile Delivery Groups
Device Name Policy Policy Information *
This policy lets you apply a name on a supervised device on i0S and Mac OS5 X devices. Available in iOS 8 and later.
1 Policy Info Device name
2 Platforms
» Deployment Rules
b i0S
Mac 0S X

3 Assignment

MEEFRNTFARENRE

o BEREWK  BAR. RNASRENIANAES , AEMREREW—KFR. F20 , @/ S{deviceserialnumber} %% %
HREREAGEMEENFIS |, SfER S{deviceserialnumber} ${ userusername } FR&ZHFEEHIE.

7. BCEERE AN
8 BILT—H. WA EREELFRRIEDECTA.

D nalyze anage onfigure admin ~

XenMobile Analyz Manag Config # N ad
Device Policies Apps Actions ShareFile Delivery Groups
Device Name Policy Device Name Policy x
This policy lets you apply a name on a supervised device on i0S and Mac OS X devices. Available in iOS 8 and later.
1 Policy Info Choose delivery Type to search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Allusers
sales

105
Mac OS X

b 3 Assignment

» Deployment Schedule @

BaCk

9. FEEHERATAT A , MAUERIMNA , R RFPEF— A HZ N RO HDERBPITA. EFERASRERTHRRY
RS BAASRT.
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10. BRIFRBER , ARBREMNTERE :

o 7ERPEFW , BEFFLUTRIEE , SREAERUBRIERE, BOAEHUATE, RGEEX |, TRACE H A,
o IEMEITRIFA , AEIMERE. BIAETUALE,

o MRBLMIG , ERE AR , AREFEEER BT E.

o FERPERMFE , BEEUERNT AT Y Z AR ERBE . EAEHUASGEE .

o TENMGABRMIEREESY , AETFEKR, BAEECAX,

=z

TE

o BHERE > RFE[MBUTECE TITREARERANBER THEIER. A BREMAAERT 0S & #&.
o ECEMBEINHTAFAME. EHMNESERTHIATE , AARBRNEERERS , ERERT IOS.

11 R MR IR
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M Windows Phone B4 Nb AR Oi% £ SR Bg S vERIB S v O A B N BB B A N RE .
FEASKUTEMABEAERRRE -

e kH Symantec f{ AET (aetx) &£ iFH
o {#F Microsoft iz FRFEFF44 T A (XapSignToolexe) &4 i Citrix Company Hub L FIF2FF

EE : 3 F—Fh Windows Phone Secure Hub #x, , XenMobile {X3z3F—FpMbAr (k& . Hilan , E_E# Windows Phone
Secure Hub for XenMobile Enterprise Edition , < iZ{E FAEhRAH Work Home for XenMobile Enterprise Edition 41i#%
ANebebi(NRRE . RFTEAEAE R AERBEVIRA L Hub RAE.

1.7£ XenMobile #=H G , BHACE > RERME. M B/ RR& 5 R,
2. BTN, BURPR B RASNOHETIRE X VEAE.,

3. BIFEZ , K57 XenMobile Agent &My, BEEPKE B IR Enterprise Hub Policy (4)Mv Hub %klg) TR,

XenMobile Analyze Manage Configure # A admin v
Device Policies Apps Actions ShareFile Delivery Groups
Enterprise Hub Policy ~ Policy Information X

To create the Enterprise Hub policy for Windows Phone app distribution through the Enterprise Hub Company store, you need

the AET (.aetx) signing certificate from Symantec. You also need to have obtained and signed the Citrix Company Hub app

p 1 Policy Info using the Microsoft app signing tool (XapSignTool.exe).

2 Platforms Policy Name™
windows Phone Description

3 Assignment

Lo

4. ERMERERT , BALTER

o SREEBHR | BARIEMIHATEL TR,
o B A SREEARTEEA.

5. 85 F—%. A E R Windows Phone £ WM.
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XenMobile Analyze Manage Configure # A admin v

Device Policies Apps Actions ShareFile Delivery Groups

Enterprise Hub Policy ~ Policy Information x
To create the Enterprise Hub policy for Windows Phone app distribution through the Enterprise Hub Company store, you

need the AET (.aetx) signing certificate from Symantec. You also need to have obtained and signed the Citrix Company Hub
app using the Microsoft app signing tool (XapSignTool.exe).

1 Policy Info

2 Platforms Upload .aetx file Browse

9 Windows Phone

Upload signed Enterprise Hub app Browse

3 Assignment

» Deployment Rules

6. FLEM T RE :
o b3 aetx Jf : BTN , SHE aetx IHHE , WEEMIH.
o FRERNAWAONRERF : BENKE , SMBIRWHON RREFNMLE |, SR BRERF.
7. BCERRE AN v
8. BMET—5. WA BRI/ SR E.

XenMobile Analyze Manage Configure £ A\ admin v

Device Policies Apps Actions ShareFile Delivery Groups

Enterprise Hub Policy ~ Enterprise Hub Policy

To create the Enterprise Hub policy for Windows Phone app distribution through the Enterprise Hub Company store, you need
the AET (.aetx) signing certificate from Symantec. You also need to have obtained and signed the Citrix Company Hub app

1 Policy Info using the Microsoft app signing tool (XapSignTool.exe).
i Type b h Se ) ) ]
2 Platforms Choose dger'oﬂ':l;ls' lype to searc] Q Search Delvery groups fo receive app assignment
Windows Phone AllUsers AllUsers
Sales
P 3 Assignment e

» Deployment Schedule @
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9. IR , MAMERINE , I RPER—DHZ N BAHEIECREATE, EFNAEBRELGMATE
W R FF S ECIAE (TS R F .

10. BIFRBETR , ARBCEMNTERE :

o FERREF , BEIFRLUTRIEE | ST RABRIERRE . BONEBUATF. RERK , THRECEHMER.
ERERIFD , BERISRE. BAEBUAIE,

WRBLRE  FRTH AR, AJekEEE e B FeE.,

FERREFRMFY , RESIOERN S AT A ZAREBERME. BIAETNSIERE.
IR B RNERIRE S |, AEFEk. BRIAETUAX.

3} 5
EE

o CDAERE > RFF[BUTEE TIHRIEARERANBR THETER. R BRAERMERT 0S #%.
o ECEMBBEVINTAFAME. EHMNERERTHIATE , AARARBRKEERERS , ERERT I0S.

11 B H R 77,
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AT AFE XenMobile 5 A PRI TRELThBERIMA S | SE AT R0 Android &% A FREM FE R & T RIAISCASSL
. RINSCERT , BT E R & L EFHEZOUEFRNER. Fian , aNREFE Android F /A B) Sorek pdf 32, AT
DIRA SRR ERR S |, KRR E SR .

FI B RRE B AR AN AT SCAF2EEY

o XA (xml, html .py5F)

o HASCH , a3y, B, BFRESERRRS

o {LEATF Windows Mobile 1 Windows CE : &It MortScript A1 B4 ST

1. 7£ XenMobile I=H| G+ , BHACE > B&ERM. MWK B/ NRERIERE.
2. BRI, BURPR B RAS RTINS XY VEAE.
3. RITE%Z  ARENREFTE , BEXM. MWK BRX 4RI EERE.

XenMobile Analyze Manage Configure # N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
Files Policy Policy Information x
This policy lets you upload files and executable scripts to devices.
b 1 Policy Info Policy Name™*
2 Platforms Description
Android

Windows Mobile/CE

3 Assignment

4. FERMEEERT , WMAUTEER

o SREEBHR | BARMENIMATEL TR,
o YiB : (RNE) BEAREEAOULEA.

5. BITF—H, MW EIRRIEFS T,
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XenMaobile Analyze Manage Configure &% %, admin v~

Device Policies Apps Actions ShareFile Delivery Groups

Files Policy Policy Information %
This policy lets you upload files and executable scripts to devices.

1 Policy Info File to be imported™

2 Platforms
File type @ File
3 Android Script
Windows Mobile/CE Replace macro expressions OFF @
3 Assignment Destination folder %XenMobile Folderss\ - @
Destination file name @
Copy file only if different -

» Deployment Rules

6. FFATH , ERERMMMKEE. WRAAN—INFEEE , BIUEETEMFES.
AN FARENEER , BSRLER 7 LT BAT& E A RERE AN,
A& Android B E

XenMcabile Analyze Manage Configure &L % admin v
yZ g g
Device Policies Apps Actions ShareFile Delivery Groups
Files Policy Policy Information x

This policy lets you upload files and executable scripts to devices.

1 Policy Info File to be imported®

2 Platforms
File type @ File
3 Android Script
Windows Mobile/CE Replace macro expressions OFF @
3 Assignment Destination folder %XenMobile Folderss\ - @
Destination file name @
Copy file only if different -

» Deployment Rules
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RLEAFERE :

o ESAMXM : BTN , RESEMEIUHFME |, EERES AN,

o USSR EREXHSMNA, MREFWA B BRBT. ERERE LEBOUHEMRIITIA, ZHAERX.

o B AFRIN | ERETEMATRARS LB ARESA B, ZAERX.

o BARXHFR : 5K F | EFEFMELECUHNME |, ST e SRS H M E, A BT AERA
%XenMobile Folder%\ 8 %Flash Storage%\ £ A& 2ARRARFHIFF K.

o BIFFICHRE : (FIE) MRMIMERERNRF LZAIERHE  FRA—IDARRLHK.

o (NEARNESISH : f£515KkF , BREEBNESHAEXHFEERNESXXH. ARENMNEXHFEERNEHIH

BiiE Windows Mobile/CE&HE

XenMaobile Analyze Manage Configure # N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
Files Policy Policy Information x
This policy lets you upload files and executable scripts to devices.
1 Policy Info File to be imported*®
2 Platforms
File type @ File
Android Script
b Windows Maobile/CE Replace macro expressions OFF ®
3 Assignment Destination folder %My Documents?\, =
Destination file name @
Copy file only if different -
Read only file OFF
Hidden file OFF
» Deployment Rules
RCERITEE :

o EIAMH : BEHNE  RESMBIHNGIE  EEFEESARSH.

o AR EHFEHA. MREEMA  BEIREIIT. ERERELBXHEIAPITHA, BIAERX.

o BMATIEN | EREEDKMNATHNASMEHRER NREZA B, AE X,

o BARER - FEFIRT |, EHREME LR E | SRTENEEERS NS E. IS AT RUMER T REAR
RARRFFFF K -
e %Flash Storage%\
e %XenMobile Folder%\
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e %Program Files%\

e %My Documents%\

e %Windows%\

B ERSE (k) RIIERBZERIR & L2 ATE S 44 | ERA— N ARRLR,

{NEARRINESI MG : 3R F , EEER(ESWAEXHFEERNESIX 4. KAREAMUIEXHFEER N E 64
Rt - mFEHRAAEE. BAMEARX.

RESCH « SRR BREX MY IRT. AEAX.

7. BCERBEALN v
8. Bl F—, KERICMRIESECRE.

Device Policies

i i i i x
Files Policy Files Policy
This policy lets you upload files and executable scripts to devices.
1 Policy Info Choose delivery Delivery groups to receive app assignment
groups

. ; Allusers
2 Platforms AllUusers

DG-ex12

Device Enrollment Program
Package

SharedUser_1
SharedUser_2

SharedUser_Enroller

» Deployment Schedule @

Back

9. IR , MAUENIE , RIS RPERE D HZ N B HAECRIEAAZTE, SR NE SRR THky
R B AS R T,

10. RIFRBER , ARBCEMNTERE :

o FERREF , BEIFRLUTRIEE | SKAERABHIERRE . BONEBUATF. RERK , THRECEHMER.
EMEVTRISSG , AL A, BOAESEUASE.

WMRBEHRE  FREENERS , AREFRER B AETE.

FERREFMFY , BESIOERN S A TN Y ZAREBERME . BIAETNSRERE.
IR B RNERRRE S |, AEFEk. BRIAETUAX.

S=r
EE

o CAERE > RFF[BUTEE THHRIFAREBERANBR THETER. M BRAERMERT 0S #%.
o ECEMBBEVINTAFAME. BHMNERERTHIATE , AARBRNEEHERS , ERERT I0S.

11 B RAF MR LRI
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ATAZE XenMobile BRI —MN&E5REE , BAm F ) i0S 1 Mac OS X R ERMEAMTFR, FERNRE TrueType (ttf) B
OpenType (oft) Pk, AXFFFEES (ttcdk .otc)

AEE  XFFIOS , IRER{UEA T i0S 7.0 REShRA.

1. 7£ XenMobile =5 G , BHACE > RERME. MWK B/ & R0 R,

2. BTRERN,  BURPR B RASIOHTIRE X VEAE.,

3.RIFFEZ  ARAERARAFTH , 555K, WIPKER Font Policy (F{kHRREE) TWMH.

XenMobile Analyze

Device Policies

Font Policy

b 1 Policy Info
2 Platforms
ios
Mac 0S X

3 Assignment

Manage Configure & X admin v

Apps Actions ShareFile Delivery Groups

Policy Information

This policy lets you add additional fonts to an iOS and Mac OS X device. The policy is available on i0S 7 and later devices.

Policy Name™

Description

4. FERBEEERT , MAUTEER

o SREEBHR | BARIRNIMAMEL TR,
o Ui : (ANE) BEAREEAOULEA.

5. 8%, WARERFATA.

6. FEF & Tl , EERRMEFE. WRAN—NMFERE , BRUHETHAT A,

TR FARENEER , S RDR 7 T RANTRE LT & MERE AN,

ALE iOSHE
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XenMaobile Analyze Manage Configure # A admin v

Device Policies Apps Actions ShareFile Delivery Groups
Font Policy Policy Information x
This policy lets you add additional fonts to an i0S and Mac OS X device. The policy is available on 105 7 and later devices.
1 POHC)( Info User-visible name @
2 Platforms Font file* m
3 ios
Policy Settings
Mac 0S X Remove policy @ Select date

Duration until removal (in days)
3 Assignment
=

Allow user to remove policy Always w7

» Deployment Rules

REMUTERE :

o AP RAFR : AR FPELFERIIRFEEINETR.

o ARSI | EEERMBIA A RERFESF , TRARTRE |, R SMERZCUHFRNAE.
o RELRE

el RIE S |, i A SRR AR BB B TA] (K).

MRBTEERAR |, EREEMUERAERRRBH.

ERFAFBRRRR SRS |, ATIAR . FEFEINR.

MRBHFEREN , 7£ Removal password (HFR%RE) i , BANLFTHRER,

BCE Mac OS X &RE
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XenMaobile Analyze Manage Configure

3 Mac OS X Remove policy @ Select date

Duration until removal (in days)
3 Assignment

=
Allow user to remove policy Always ~
Profile scope User w7 05 X107+

» Deployment Rules

[« T admin ~

Device Policies Apps Actions ShareFile Delivery Groups
Font Policy Policy Information
This policy lets you add additional fonts to an 105 and Mac OS X device. The policy is available on 105 7 and later devices.
1 Policy Info User-visible name @
2 Platforms Font file*
10S
Policy Settings

REMUTERE :

o AP RAFR : AR FPELFEIIRFEIINETR.

o ARSI | EEERMBIA A RERFESHF |, TR |, R SMERAUHFNAE.

o RELRE

el RIE S |, ddiE A SRR AR BB A (K).

MRBLEERAR |, EREEIUEREERRRBH.

ERFAFBRRRR SRS |, ATIAR . FEXEIMR.

MRBHFEREN , 7£ Removal password (HIFRERE) Fh , BANLFTHRER,
EREXHERESY |, RHRAFSARS. OAEARAPF. HEmUERT 0S X 10.7 RESRA.

7. BCEBRE AL
8. Bl F—#5. WA ER Font Policy (Fikikm) HBCRMA.
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XenMobile Analyze Manage Configure # A admin v

Device Policies Apps Actions ShareFile Delivery Groups
Font Policy Font Policy x
This policy lets you add additional fonts to an 105 and Mac OS X device. The policy i1s available on 105 7 and later devices.
1 Policy Info Choose delivery Dyipe to search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alsers
sales
ios
Mac 0S X

P 3 Assignment

» Deployment Schedule @

- 3

9. FEEHERATAT A , MAUEHRIMNA , R RPEF—AHZ N BOHSERBPOIA, EENASRELAURTE
By FRFRFF Y ACAAE (AR5 IR .

10. RITHEREVTR , ARECEMUTERE

o FERPEFA , BETFLUTKIEE | sRE R ARRIERRE . BOAEHUATE. MREFEX , TTHACE H AT,
ERBETRISN , ASBERE. BOIAEHAAR,

MR BERE , FREENER , AREFERE R B AETE.,

EMEFRMFY , ARESRERN AT Y 2 ATRBERBE. BOANETCA R ERR .
FEMGA B RREERES N , BEITER. BIAETUAX.

EE

o EARE > BFEF[BUTRE T HHRIFANERANBE THETER. HBABRERMERT 0S ##.
o BCEMBBEVTINHTAFAME. BHMNESERTHIAETA , AAA BRANEERERS , EXERT I0S.

11 B R1F.
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£\ i0S 1 Mac OS X BrE R K 5K

Nov 29, 2016

ATRUK i0S F1 OS X RE IR EACE XML SIS AZF] XenMobile &, I35 44 B Apple Configurator & IR E LS
TR FNPRA,

A5 1£F Apple Configurator 105 B& BF RUEH , MASRENA. H%{#M Apple Configurator AIEELE XA
M{EE , %% Apple Configurator FHEA TR,

1 7 XenMobile =HlaF , BHACE > WERE.
2. BTN, BURPR B RAR N0 RS X VEAE
3. RFFEZ , AREAENTH , BES A i0S M Mac OS X BLEIF. HEPKERFA i0S M Mac OS X ALE X4 RIR (S
SN,
XenMobile Analyze Manage Configure % X\ admin -~

Device Policies Apps Actions ShareFile Delivery Groups

Import iOS & Mac s Policy Information
X Profile P0|icy This policy lets you import a device configuration XML file for either iOS or Mac OS X. The file contains device security

policies and restrictions that you prepare with the Apple Configurator.

b 1 Policy Info Policy Name*
2 Platforms Description
10S
Mac 0S X

3 Assignment

4. ERBERERT , MAUTER

o SREEZHR | BARIENIMATEL TR,
o B ¢ BRI RTEEA.

5. BITF—H, MW EBIRRIEFS T,
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http://help.apple.com/configurator/mac/1.7.2/#/cadbf9e668

XenMobile

Profile Policy

1 Policy Info

2 Platforms
9 i0S

Mac OS X

3 Assignment

Analyze

Device Policies

Manage Configure

Apps Actions ShareFile Delivery Groups

Import iOS & Mac 0s x  Policy Information

L X[\ admin

This policy lets you import a device configuration XML file for either iO5 or OS5 X The file contains'device security policies

andrestrictionsthatyour prepare with the Apple €onfigurator.

105 configuration profile

» Deployment Rules

6. £ F & Tl , EEERMEFE. WRAN—DFERE , FRUHETHAF A,

TR FARENEET , FSHDS%E 8 LT AR ENFAREENAN., .

7. AEEFNESNFAEEMTRE ¢

e i0S FCE 3K Mac OS X BLEXF : SRR SMEBIRSANBECEXHRME | SRR,

8. FLE HPEFN

9. 8FHT—4H. HAEEBRSA i0S H1 Mac OS X BLE U5k 5 BT .

https://docs.citrix.com
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XenMobile Analyze Manage Configure # A\ admin v

Device Policies Apps Actions ShareFile Delivery Groups
Import i0S & Mac 0s X ImportiOS & Mac OS X Profile Policy x
Profile PO“C}' This policy lets you import a device configuration XML file for either iOS or Mac OS X. The file contains device security
policies and restrictions that you prepare with the Apple Configurator.
1 Policy Info Choose delivery Yype fo search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers AllUsers
Device Enrollment Program
10S Package

Mac OS X

b 3 Assignment

» Deployment Schedule ®

Back Save

10. FESEHERTAAASS N , RAUBENIAA , B RPEF— A Z AN RO HSERRATA, EFRA SRR T
N AR ECRAE AR S IR+,

11 RIFEREVR , ARREDTRE :

EMEFY , AHIFLOTRIEE | SRATXUALERE. BOAETCATF. wREREX , THRECEH bk,
EMEVTRIFE D , AHIPSRGE. B,

WRBLRE  FRTHAEN , AJeEREEE s B FeE.,

FEREFRMFY , RESOERN S RGN A ZARMERME. BIAETONSRERE.
ENBAEAERRBES Y , AEHFFEER. BAETCAX.

EE

o BHAERE > REF[MBUTECE TITHIEAREZERPNBER THEIER. A BRAEMAAERT 0S & #&.
o BCEMBEVINMTAFAME. EHMNESERTHIATE , ARKBRNEEERS , ERERT IOS.

12. AERFLURFIIRRE,
{# 3 Apple Configurator ¥ i0S R & B T2 W B A=

Z{#F Apple Configurator , FE—&1E1T OS X 10.7.2 SKE S hRAH) Apple 11HE#.

Important
BREBTFIUEHRN | ROKATERE EIRIEAR 0S , AT EREE BT MIE R SRR A,
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1. )\ iTunes %3 Apple Configurator,

2. i0S R #&EIEE Apple BN,

3. [33h Apple Configurator, Configurator B/REE — AR H B EH TN E RIS LE,
4 REWERESTE

a. ¥ Supervision (I5E) EHEVIEIOn (BA) . MREITHIBE EHIEHN BECE KA R & HIES) | Citrix 32
WHEERIRE.

CIRERENEFR (TIE) .
C.7Ei0S |, B Latest (&¥7) , REUEERENTRHIIRAK iOS.
5. UERARHI TR WERTHN S LIEN |, V558 Prepare (%) .
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18 FF Samsung SAFE B Kiosk 1% 5l

Nov 29, 2016

BJATE XenMobile 815 Kiosk Skl DMEREBTEE R BEFE Samsung SAFE % & EEFA— MRS MEEMNAREF. HIRREXT
EEUETRHE RSN AR FNLVREIFEEEM. WRIREAFEREEEL T Kiosk A R&EFENBE
REERERNEELE .

¥ Samsung SAFE i&& & T Kiosk 8z

1. R ENIRE £ B Samsung SAFE APl %848 , 40 Samsung MDM ¥ A IE B 4% & SRR BTk, GBPIR A ARFE Samsung
SAFE & & L BR%E.

2. 5 Android &% B A EBITRIRER” , diEEa T RE S R AT, IR A4 Android R &1E#[E] XenMobile,
3. 70 Kiosk & 5kBg , a0 N —EBNNEF TR,
4. WX = HXR B RBOEAEYRATE, BREAEEXEA AP EIFEAMRE |, Flan N RREFER",

WMRPUEEM Kiosk N MfRI% % , EAIE— Kiosk #HNi%E HZERMKHT Kiosk w& R, FEHTHAUBRERT
Kiosk ) Kiosk SER& AR IRINZEA T Kiosk #X i Kiosk SRME .

N Kiosk &% 5Rmg
FE

o A Kiosk RIEE KB N A F e TR EARE L.
o FULETR{NE AT Samsung Mobile Device Management APl (MDM) 4.0 R & ShRA,

1.7£ XenMobile #=Hla+ , AHACE > WK, PR BI/RRE5RIE U,
2. BTN, BURPR B ORAR N0 IREE XY VEAE
3. RFEZ  ARERSMTE , & Kiosk, B EIR Kiosk 5REE A,

Device Policies

Kiosk Policy Policy Information %

1S policy lets you activate Kiosk mode on an Android device, in which on Y a speci fic app or apps can run on the device.

Policy Name™

Description

4 ERMEEERT  BALTER
o RERAFR : BEARMK AR EL TR,
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o Ui : BRI AEA,
5. B#F—®, WHAHRER Sa

XenMobile

Analyze
Device Policies
Kiosk Policy
1 Policy Info
2 Platforms

3 Samsung SAFE

3 Assignment

msung SAFE F&{5ETA.

Manage Configure

Apps Actions ShareFile

Policy Information

This policy lets you activate Kiosk mode on an Android device, in which only a specific app or apps can run on the device.

General
Kiosk mode
Launcher package
Emergency phone number
Allow navigation bar
Allow multi-window mode
Allow status bar
Allow system bar
Allow task manager

Common SAFE passcode

Wallpapers

Define 2 home wallpaper

Define a lock wallpaper

Apps

New app to add*

» Deployment Rules

Delivery Groups

@ Enable

Disable

MDM 4.0+

MDM 4.0+

MDM 4.0+

RAAABA

OFF

OFF MDM 4.0+

(% Add

*

MDM 4.0+

admin

= S N

6. LELFRE :

o Kiosk = : 2 H/ERAZEA. AMEABA. HERAN , UTHIAEIRIHK.

o EHRFRMAE  BRAREITR T NabEahiRF LUE R FREBITIF — k&4 Kiosk L FRFRFF , BN Citrix EINERK LT B
=, MREERORNBEHIESF  FRANEIEFNBREFRGBMTEAR.
o ASHIESH  MATDERIESH, ERAIERESNOEAAZITUERLSBSRATKR. (VEAT MDM 40 RES

hRAs

o AFERSAA  EREBAFAFIELT Kiosk B BZIMERSIMAZ, (VEMRT MDM 40 RESMRA. FAE

M.

o AFZEAKK | EEEBANAFELT Kosk EXRERZAEA. {VEMRT MDM 4.0 RESIRA. BIAMEATF.
o AVFERRER | EREBAFAFELT Kiosk B EBRPKEL, {VEAT MDM 40 RESIRA., BAEATF.
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RFERRGA | EREBAFRAFAELT Kiosk iEXRETERIRG A, BUAENFF.

AVHERMIS SRR | WEREEB AR PTEAT Kiosk XN EEIFME I SEIRR. BUAENFF.

JAA SAFE B1THS : tnR&KATAE Samsung SAFE &R E T —MNBABITIEER | EEFTERPHNXTIEBEI T,

AR

o ENFTUEK | EREBAFRFIELT Kosk R HEREFHAEELER. BAER X,
o FNE L : BRAENETIEMKE , AEREHSMBIE A HOE | SRS,

o ENPUEIEAK | EREDBAFRAELT Kiosk B AE RREFEAEEXE K. BAE X, {LERAT MDM 4.0
BEERAE.
o BiBE N : BRENPIFHEARES , ST SMBIER A SUFRE | SR,

o AR : XTFERME Kiosk XS NN BFEF , ERERM , RERITUAUTIRME

o HERTARMNN AR  MAZRINKNYAREFRTELFR. F20 , comandroid.calendar s34 F{# A Android H
BEF.

o BHRFLAMNARF , s tBUEEERNN AR,

AR ERSIENRRER  EREAESSEEINIIRNT LY  ARATANNEHRFAENR. B ZREA
SPEAE. S MERABIERS IR | SR EBUHARE LS.

EURENANARRF | EERAAEEEERNSIRMIT LT  RAERTAMKSEERN. BXdIR , RERTR
FUREFERNS R , SRTBGHARIFIIRAEYL.

7. BLERBE AL v
8. Bl F—2b. WAL EIR Kiosk SRE& 5 ECRA .

Device Policies

. i . . «
Kiosk Policy Kiosk Policy
This policy lets you activate Kiosk mode on an Android device, in which only a specific app or apps can run on the device.
1 Policy Info Choose delivery Delivery groups to receive app assignment
groups
AllUsers
2 Platforms AllUsers o

sales

» Deployment Schedule @

Back

9. FEFHERATATS N , AUENIAA , B RPEF— A Z AN RO HSERNATA, EFRA SRR TN
ARFH AR IRF.

10. RITEREVTRI , ARECETRE
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FERREFY , BEFFLUTRIERE | SR XRRLIEERE. BOAETUNTT. WRERX , THRACEHADER.
EMEVTRISSD , ATEPEAE. BROAEEAR,

MR BERE , FREENERS , AREFERER B AEE.,

ERBE &MY |, BESIOERN AT Y ZAREBERME. RIANETASIERE .

o FEMIGASRRMEZRRESS Y |, dgTER. BOAEIUAK.

Sy=r
EE

o TDAERE > REF[BUTEE THHRIEAREZBRANBER THETER. R BRAERRERT 0S #%.
o BCEMBZEINTAFAME., BN ERERTHAEFE , MAR BRNERERS , ERNERT 0S

11 B R1F.
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1= AT Android |4 Launcher ECE 1R & 5K

Nov 29, 2016
{3 Citrix Launcher a]PAE X X B XenMobile FBZ ) Android &I AL, #a] AR Launcher Bt & SRB& KIS HIDAT
Citrix Launcher ThEE :

o EIF Android %% , MR~ REEVIEFE C N TR,
e (A[i%) A Citrix Launcher EIFRFEE B & EARE AR A Citrix Launcher ¥ B E NS =E .
o 15 FEIRH [BhAE FFRT M \ AT,

RE{$ M Citrix Launcher A] AR FIIX L% &% RIBRH , 18 Citrix Launcher 0 IR AL T BT BHIRIER BN | AAFMbATEIE N
BVIOBRRERSRE , fl20 WIFIRE, HNREMIEBITILRE, Citrx Launcher FARREFALECRUNZEE
ZHMISMR I — R 2R,

#83& Citrix Launcher f7 , XenMobile &&3E , BAEIA Android f3EhFEFF.

1 7€ XenMobile =Hlardh , BERLE > &R, MWADKE BRRE R TTA,

2. BRI, BOADR B RER N SRk SHEAE.,

3.4\ Launcher , A5 3K+ 1%#% Launcher BLE. HET4 B/R Launcher BCE SRR A
4 ERBEEEET  MALTEER

o SRERAFR : BARMHRIELTR,
o WBH : (AE) BEARBEANAA.

5. 85 F—%. W% S R Android Platform (Android &) {sETMH.

Device Policies

Launcher Policy Information 2
Cunﬁguration p°|icy This policy lets you define a configuration of an Android device launcher

Launcher app configuration

Define a logo image

1 Policy Info
2 Platforms Logo image tiboR phg
Define a background image
Background image
Allowed apps
App name Package Name

test test.com

Password

» Deployment Rules
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6. LETRE :

o ENHHRE T : EFER AR Citrix Launcher BIdrERBE XEFE . ZHAERX.

o HHrE ) : BREEARERE , BERNEHSMBIE SOV E | EFE R, STFRSUHEEEEMEEE PNG, PG,
JPEG # GIF,

o ENFEER  EFEREA Citrix Launcher BRERBEXE . ZAMEAX.

o HRER : CRAENERERE , fHMEHFSMBIE A SUHFNVE |, SRR RS, IFRCEEEETE PNG, PG,
JPEG # GIF,

o SRV FFRFF : ST EAE Citrix Launcher R AVHERMES NN B |, EHRERM , REPITRUTRE :
o FREARMNN AR  MAZRMKNNBAREFRTEELFR. B2 , comandroid.calendar A F{%E M Android B ALK

BFERF.

o BAFHRFLUSMN AR , s EBUEBUBRIMN 2.

AR ERSIENRRES  ERERESSEEINIIRNT LY  ARATANNSERFAENR. B ZREA
SPEHE. SRR IR | SR EBUHARE LS.

TUREIEN AR | EERAEEEEEIHIIRMITLS  RARREANUNEERN. BXIIEK , RERTHR
FUREFERNS R , SRTBUHARIFI IR A EYL.

o L : A P N\ EERE A BEIR Y Citrix Launcher,
7. BCEEREFLN
8.8 T—#%. HWEPKE R Launcher BCE SRR N ACIUMA.

9. FLEBPE AN v

10. FEEFEARAAASS Y, MAERIA , RIS IRPIERE—PRZ N B HABCRMATE, EFRNA B RER TR
& AR BCAE AR S IR+,

11 RIFapE R, ARECEUTRE ¢

o 7ERREFSY , BEFFLUTAIERE , SREAERBRIERE, BOAEHUATE, RGEEX |, THRACE H e,
ERFERIFA , BERISRE. BAEBUAAE,

WRBGRE  FRETHAEN , AJeEREEE ) B FNeE,

FERREFRMFY , RESIOERN S AT A ZAREMERME. BIAETNSRERE .
FEMIRA B RNERRRE S |, AETFEk. RIAETUAX.

12. R E.
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LDAP &8 5RHE

Nov 29, 2016
AT PAFE XenMobile #134 i0S & %01 LDAP kg , RIS ZEF A LDAP JREFF[ARNGER , EFEALENKAEE.
I SEREIRIR (3 T — 275 LDAP fR%S 28A9{F B LDAP 38 Z5EmK .

FCEMRIE Z BT , HERM LDAP EHE.

i0S & &

Mac OS X & &

1.7£ XenMobile #=HlAT , BEACE > REKMK. WK ERRERIETA.
2. BRI INET G . LA B RN SRR XA,

3.RFAEZ , ARAERAAFTH , 8E LDAP, MWK E 7R LDAP SRBE TUH.

XenMobile Analyze Manage Configure
Device Policies Apps Actions ShareFile Delivery Groups
LDAP Policy Policy Information %
This policy lets you configure an LDAP server and search policies for querying the server.
b 1 Policy Info Policy Name*
2 Platforms Description
105
Mac OS X

3 Assignment

4. FERBEEERT , MATEER

o RERAFR : BARMAHREL TR,
o Ui @ (AIE) BEAREEAULEA.

5. 81 F—®, WA ERRIEFS(EERME.

6. & Tl , EERRMETFE. WRAN—NFERE , BIUHETHAT A,
T FERENRER  ESRLHR 7 T BAMRELFERFER.

ACE IOSRE
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XenMcbile

LDAP Policy

1 Policy Info

2 Platforms
3 i0S

Mac OS X

3 Assignment

Analyze Manage Configure L& X admin v
Device Policies Apps Actions ShareFile Delivery Groups
Policy Information x

This policy lets you configure an LDAP server and search policies for querying the server.

Account description
Account user name
Account password

LDAP host name*

Search Settings
Description* Scope Search base* % Add
Policy Settings
Remove policy @ Select date
Duration until removal (in days)
=]
Allow user to remove policy Always =

» Deployment Rules

FLENTRE

o BRPULE : BRI PR,

o IKFAPE  WAFIER A,

o KRS WA FDEERD, HOEmOER T MENECEX .

o LDAP E#l4 : WA LDAP [REFZRMNENE. HFEBAMATER.

o {Ef SSL: EFEREARLEXTEEKE) LDAP RE25. BOAENIF.

o BAWE : AMNEW LDAP RE[NBEMANRRFRE. TLMREFTEMACTERENRRRE , BELNFN—MERE
BEMEKAEA. BERm , ARPITUTRE
o Ui : MARRREMU. WFBOAATE.

SO EYIRT , AR, —RETFRE XERRK LDAP MEIRE. BOAENEAL.

o SRR AREMEEMNT A,
o —HRFLETREAT—ETR.
o TRIEFTLRETRERAFBTTR , MITWIREAM.

BRER - MATFIAIE RN FTET mAEE12. 6120 ou=people 3% O=example corp., MFEAMMATFER.
BERAERMNEREE , AT BUE EBUERMIEREE.
HERMNEMEREEEEPITIXLSTE,

AR RRRIARRRE  BRERRREERAYIRNIT LY , ARBGHRNMRERIBEAR. T BoRIASY
TEIE, BEMIBRDABIERS AR | SR TEUEMRE LSRR,
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RREIBRARRE  FRFNEFEEITIRNT LR , ReBRTANKMER. EXIIR , RBhREN
REERNSFR , FARTRUERIFY IR ER.

o IERMERET , MERRIESS | BTk BsERETR B R (X).
o WMRBATEFRR , SR HUEERERIR BRI,
o HEARVFRAFBERRIES RS , Bls% . FEEMINAR.
o MREFTFEEN , £ Removal password (HFREN) 30, BALTHEN.
ACE Mac OS X i% &
i Analyze Manage Configure £ %, admin v
XenMaobile vz g g
Device Policies Apps Actions ShareFile Delivery Groups
LDAP Policy Policy Information x
This policy lets you configure an LDAP server and search policies for querying the server.
1 Policy Info Account description
2 Platforms Account user name
10S Account password
3 Mac OS X LDAP host name*
3 Assignment usesst @D
Search Settings
Description* Scope Search base* % Add
Policy Settings
Remove policy @ Select date
Duration until removal (in days)
=
Allow user to remove policy Always =
Profile scope User - 05 X107+
» Deployment Rules
RENTRE :

o BRFEEA : B\ AT IERK PR,

o IKFAF%  WAFERFE.

o MRS W\ FIEERD, HOEm(OER T MENECE .

o LDAP E#l4 : M LDAP REFZRMNENA. HFEBAMATER.

o fE/ SSL : ERFEREMRLERTRIERE] LDAP 55, BIAMEAT.

o BARWE : AMEM LDAP RE[NBEANRARE. TLMREFEMATERENRRRE , B2 LNFN—MERER
BEEIKABA. BdEm , RRPITAUTRE
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o WiHA : M A RIZRENNA, HWFEBCAWMATER,
o UM : fEFIRF , BEEAL. —RETFRLAE X EHZKN LDAP WHIRE. BUAEEAL.
o USRS AEMIEANNT =.
o P ATULENTREAT &N A.
o FRHERTUETREAEMBFTR , MIEIREA M.
o BWRERL : MATFIAIE R FTET mAEE12. 620 ou=people 3% O=example corp, WFEAMMATFER.
o BT REARMEREE , BT B EUERNIEREE.
o NERMMEMERREEEPITXLLIR,

AR RRBRIARRRE  BERRREERSYIRNIT LR , ARBGHRNMBERABEAR. T EoRASY
TEIE, BEMIBRDARIERS AR | B TEUEMRE LSRR,

RREIBRRRE  FRFNEFEAITIRNTLY , ARBRTANKMER. EXIIX , ReBRHHREU
REERHNIIER , SATRUEMRIFYIRAER.

ERIRET |, BibRRRR S | SdEF RS BIRRETREEE(X).

MR BATEFANY | EF R HEHLEFRERIRBE .

EARFRERRRR SRS | RTIAR . FEREINR.

IRBLHREER , 72 Removal password (RIFRERD) 54 , AMLBHERD,
EREHEREF | AR, AR, HER{GERT 0S X107 RESMRA.

7. BeEERZ AL v
8. B TT—#. WA E R LDAP RRE /S ECIUHE.

Device Policies

: i bt
LDAP Policy LDAP Policy
This policy lets you configure an LDAP server and search policies for querying the server.
1 policy Info Choose delivery
groups
2 Platforms AllUsers
DG-ex12

Device Enrollment Program
Package

SharedUser_1
SharedUser_2

SharedUser_Enroller

» Deployment Schedule @

Back

9. IR MATY , MAUERINA , RAFRPER—DHZ N B HIECREATE, EFNABREAMATE
W AR ECRIAE AR S IR+,
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10. BRIFRBER , ARBREMNTERE :

o 7ERPEFY , BEFFLUTRIERE , SREAERBHIERE, BOAEHUATE, nRGEEX |, THRACE H e,
o EMETRIFA , AEIERE. BIAETUALE.

o MRBLMIG , ERE AR , AREFEEER BT E.

o FERPERMFE , BEEUERNT AT Y Z AR ERBE . EAEHUASGEE .

o TENMGABRMIEREESY , AETFEKR, BAEECAX,

FE
o BHAERE > REH[BUTEE T IHNEANERANE R THIEIIER. KA BREMAERT OS &%,
o MEMEETRINFEFEAME. LHHNERERTHAEES , AR BAMKEERERS , EAERT 0S.

11 A FHRFURIFILRRE
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REL R

Nov 29, 2016

AT AFE XenMobile #6132 fE 1R % SR Bg LR HE AHIED R AR ERER A PR BN ENBIMEL. AFBEEXHKBE (X
MRAGFEEF) B, XenMobile ATRAZBPHATERME R TLER | SEEFER AR ERITER | PAERFRERAFR
(VA=

AL i0S A Android A2 Bk &Kk, FMFATE—ARRNE , ASCEXTHHITNE.
1.7£ XenMobile #=H) G , BEACE > RERME. I B/ RR& R0 RE.

2. BTN, BURPR B RAR N0 RS X VEAE

3.8aduE. WA EIR Location Policy (EfkES) 52T,

XenMobile Analyze Manage Configure # N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
Location Policy Policy Information x

This policy lets you set geographic perimeters for devices, such as radius, latitude and longitude, and you can track the

locations and movements of the devices. You can then perform a selective or full wipe if the device breaches the parameters.
P 1 Policy Info

Policy Name™
2 Platforms

Description
i0S
Android

3 Assignment

4. FERBEEERT , MATEER

o RERAFR : BRI HHHIREL TR,
o Ui : BRI AEEA,

5. 81 F—®, WREERFAT@E.

6. & Tl , EFERRMETFE. WRAN—DFERE , BIUHETHAT A,
T FERENRER  ESRL%R 7 T BAMRELFERFER.

ALE IOSRE
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XenMobile Analyze Manage Configure # % admin v

Device Policies Apps Actions ShareFile Delivery Groups

Location Policy Policy Information x
This policy lets you set geographic perimeters for devices, such as radius, latitude and longitude, and you can track the

] locations and movements of the devices. You can then perform a selective or full wipe if the device breaches the
1 Policy Info

parameters.
Device agent configuration
2 Platforms
Location Timeout 1 0] Minutes =
b i0S
Tracking duration 6 Hours =
Android
Accuracy 328 Feet h
3 Assignment
Report if Location Services are disabled OFF
Geofencing OFF

» Deployment Rules

FLENTRE :

o SELLAR : BEABE , REEFIRTATEHHAFIUIRE XenMobile 2B E RS ERIIER, BHHUEH 60-900 Wak 1-
15 934f, BUAMEA 1044,

o IRERIFLEMR) : BNBE , SRIGTEDIR T AT/ E S4B LIRE XenMobile IREFREHIBEKE, BEHF 1-6 /N\iFaL 10-
360 934, BRAEA 6 /BT,

o MR  AMUE , RETEFIRDBRTK, ERFRBLRE XenMobile IREFRSHBSEFEE. BEEA 10-5000 FEEEK |
ak# 30-15000 TR, BHUAEHN 328 R,

o ZAEMMFEIRE | FEIFER GPS FR& EAM XenMobile &%k, BHAERX.

o IhIBFEA

Geofencing m

Radius 16400 Feet -
Center point latitude™® 0.000000

Center point longitude™® 0.000000

Warn user on perimeter breach OFF @
Wipe corporate data on perimeter OFF
breach
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ERMEEEAE |, BECEITRE

o 2 BAME , RRESIRT , ALEERTHEFEIMNEAN, AEA 16400 KR, FEZRBEPEMT :
e 164-164000 R
e 50-50000 %
e 54-54680 4
o 1-313H
o FLRGE : ALK (6140 37.787454) PAE XOIRERF/ ORISR,
o PLREE ALK (6120 122.402952) PAE SGHRERF/ORKER.,
e Warn user on perimeter breach (25 FBHAA)  EEAFELENKARNESKHESHE. RAMEAX,
RNEEEHT XenMobile B o] B/RELEHE.,
e Wipe corporate data on perimeter breach (Wi REERAWEEE)  EELYAFBHNRNESERAFRE.
ZIAEAX. EREIRE , ¥ B RAHBRFRAER FER
o BAYE , RRESIRTPATHHSHURE MR FREPEEATBIRZ IBERMNAIKE, XERFEIAE
XenMobile MBI RE Z AIREIF FHRE. BOAER 0 R,

BL& Android iRE

XenMobile Analyze Manage Configure # N\ admin v

Device Policies Apps Actions ShareFile Delivery Groups
Location Policy Policy Information x
This policy lets you set geographic perimeters for devices, such as radius, latitude and longitude, and you can track the
] locations and movements of the devices. You can then perform a selective or full wipe if the device breaches the parameters.
1 Policy Info . i
Device agent configuration

2 Platforms poll interval 10 Minutes - @

10s Report if Location Services is disabled OFF
9 Android Geofencing OFF

3 Assignment

» Deployment Rules

o WERG : BAME , RETESIRP AT, KR E XenMobile HABRRBFMLERIAR., HHEAN 1-1440
S5, 1-24 NEAEEREL. FOAEAD 10 2359, BULEREN/IT 10 M alseS S =& KB MA b = ERFIFE,

o HRAEMRFIIRG : LFEA GPS W& Z4ME XenMobile ZXIRE. BIAMEAX.

o SRR
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F o i

Geofencing
Radius 16400 Feet v
Center point latitude™ 0.000000
Center point longitude® 0.000000

Warn user on perimeter breach

Device connects to XenMobile for policy Perform no action on perimeter breac
refresh . )
: Wipe corporate data on perimeter breach

Lock device locally

JERHIE AR , EECEITRE

o H2: WANME , RRMESIRT , RHEERTHEFLMHAEMN. BIAEAN 16400 HR, FEMEHENT :
164-164000 B R
1-50 %
50-50000 >
54-54680 74
1-3185EE
o PLRGE - MAGE (5120 37.787454) PUE SCHIREIRF O A .
o FULRERRE  BALE (fIE0 122.402952) RAE SGIRERHORNEE.
e Warn user on perimeter breach (25 FBtnA)  EEAFBERENKARNESREESHE. AMEAX.,
NETEHZT] XenMobile BN A] BrRE4HE.,
e Device connects to XenMobile for policy refresh (i%#&1%E3#Z%| XenMobile PARIFTRER) : A FPBE B REHEZEUT
Wz — :
e Perform no action on perimeter breach (& RENABITEMIRIE)  FPITEAERIE. XERBAE.
e Wipe corporate data on perimeter breach (BHiAREEGATIEIE) : FEENAKERERGATSIE. BRALE
TR |, 3 BRASHIBRFRIER FE
o BAYE , REEFIRF ATV HURE N FREPERATBIEZ I RNNAKE. XERFAEIATE
XenMobile WEFEMEFH IR F Z ANREIRIAFHCE. ZUAER O,
o BUEIR : FEEMAKERBIERA A RE. BRALERN | ¥ B REERTFE.
o BAME , REEIIRFRATHHAHUREVE A A REZIERKNEKE. XEHAFBH4TE XenMobile 8i5E
HiRR 2R EE AR E. ZOAERF O R,

7. BCERBEALN v
8. BWT—, MWK BRERRIE S BCIUM.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.496



XenMobile Analyze Manage Configure # N\ admin v

Device Policies Apps Actions ShareFile Delivery Groups

i i - - x
Location Policy Location Policy
This policy lets you set geographic penimeters for devices, such as radius, latitude and longitude, and you can track the

locations and movements of the devices. You can then perform a selective or full wipe if the device breaches the parameters.
1 Policy Info

i Type to search - ; i
Choose dEr:V:'lS' ype Q Delivery groups to receive app assignment
2 Platforms arone
AllUsers Allusers
i0S sales
Android

b 3 Assignment

» Deployment Schedule @

-

9. FEEFEAAATA , BALBHRMNE , SIEFIRPER— NN BMHARRBAZTH,  EF0AE BoRER Ty
AREFA AR IRF.

10. BRIFRBER , ARBEMNTERE :

o FERPEFA , BEFFLUTRIERE , SREAERBRIERE ., BOAEHUATE, RGEEX |, THRACE H AT,
EMEVTRIZ D , AHIFRGE. BRI,

WMRBERE  FRGENER , AREERER B HA6E.,

FEREFRMFY , RESIOERN S RGN Y ZARMERME . BIAETONSIERE .

ENBA ERERBES Y , AEHFFEER. BAETCAX.

HE

o BHERE > WME[BUHTRE T HRIFENERANBATHIETER. WAERERTERT I0S &&.
o ECEMBEVINMHTAFAMA. EHMNERERTHIATE , ARKBRNEEHERS , ERERT I0S.

11 5 HR7F.
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AR & R

Nov 29, 2016

AJRAFE XenMobile FrARANARAE % Selg IAFER S0 I0S 8 Mac OX X #& _ERCE TRk =,
1. 7£ XenMobile =55 , BHACE > RERME. MWK B/ & R R,

2. TR INZRINFRNG . AP B IR AR SRl S TVEAE

3.0 8%, ARAERARFT , SElkE. HITKBoRERME RIS T,

XenMobile Analyze Manage Configure # % admin v
yz 9 9
Device Policies Apps Actions ShareFile Delivery Groups
Mail Policy Policy Information x

This configuration allows you to set email parameters. Note that when applied to a supervised device, you need to configure
Email address and User name fields.

b 1 Palicy Info
Policy Name™
2 Platforms
Description
i0s
Mac OS X

3 Assignment -
Next >

4. FERBEEERT , MAUTER

o RERAFR : BRI HHHIAEL TR,
o Ui : (RNE) BEAREEANLEA.

5. BIT—3, LUK BIRBpHSReE & M.

XenMobile Analyze Manage Configure & X admin v
yZ 9 9
Device Policies Apps Actions ShareFile Delivery Groups
Mail Policy Policy Information x

This configuration allows you to set email parameters. Note that when applied to a supervised device, you need to
configure Email address and User name fields.

1 Policy Info
Account description™
2 Platforms
Account type IMAP v
9 i0S
Path prefix
Mac OS X

User display name*
3 Assignment

Email address™

Incoming email

Email server host name™
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Email server port™

User name™
Authentication type
Password

Use 55L

Outgoing email

Email server host name™
Email server port™
User name™
Authentication type
Password
Outgoing password same as incoming

Use 55L

Policy

Authorize email move between accounts
Sending email only from mail app
Disable mail recents syncing

Enable 5/MIME

Policy Settings

Remove policy

Allow user to remove policy

» Deployment Rules

143
Password
Password
i o+
L i 0+
I 0+
L i 0+
¢ Select date

Duration until remaoval (in days)

Always

6. & Tl , EERRMETFE. WRAN—NFERE , BRUHETHMTA.

TR FARENEEST , B HLE 8 LT AT R BN F A ERZEFN.

7. MR AECELMRE.

o BKFUH - BATEEME MR E N AR BRI R, R BOAMAT R,
o KR : £33k, By IMAP 5k POP DUEEZ X A K AEAIPNY. BUAEAN IMAP, 1%4F POP B , DUTRE{ZA]

B IHK.
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FRIZATAR : 2\ INBOX BB IMAP HBHFIK FEE12RT4R (ZNSRAZ INBOX) . M FERAMMATER.

RAPBRER  BAENIMESEERANTER L. WFBAWATE.

FE TRt - SR IK PROTEREER TR, LB MATER.

ENB TR E

B HRFAR S 2 EME « BAE N TFHMEIRS 25 =M 2k 1P ik, M FERIMATFER.

B HREEARS 2RO« BAEABMEARS 28OS, BUAMEN 143, WFEBCHWATEL,

Brg  ABRTFIMKNA AL, AKRIEE SHPNEFHIMA IR @ FRATENTHOMER. HFEBAWMET

E&.

SHAIFER : 3R F |, BHEEREERNSHRRIEER, BAMEATRR, EFTN , T REFER K.

W - BEEARIR S 25 A AT IR D,
o {Ff SSL: SR ENMMFRSH[REDFEARLERTFTESHIIE. NAEANX.

o {EHEFHREE

o HFHRFARF TN  WMNEHIMFIRS 2SN B 1P ik, M FEAIATER.

o HLFHRFARS25mA « MAZLAMERSRNIEAS. WRFHANIHOS |, BEREEIMNNINARE.

o AF%  WMARTHMFK MBI, WEREESHANEFIMB T @ FRHTENIAMER. HWFBANAET
E&.

o SRR : #FRF |, BEPUEREFANSHIIEIT, BAEANEL, EhIh , UTEBTEREX.

o R : R\ (MR ARSS 2RI TR RRD,

o {EHIRIAMENERLMR) | EFEANNELEEERMAR. BAE X , RREBRAMEE. REANFE , ERERTER

BIHK,
o {Ef SSL : LELBMIRSRETEALRLERTESHRIE. BIAMEAX.
o QK

o IE : FLE IOS WER , XEER{LEAT i0S 5.0 RESARA ; ALE Mac OS X B TR,
o AN FHBEEAEIK P2 B3 | R R B A R T HME ALK SRS E B B — MK A AR A E ALK P AR .
ZLAERK.
{SUNBBEDY FRFE P A X B FHRM « 15533 2 ARG S RABEM I0S BN FRFE F & X BB T Hb .
HRARHIMRS  EEEAHEAFRSKIEERRIE. ZAERX, HER{GERT i0S 6.0 RESIRA.
JAR S/IMIME : &Rtk PR B33 S/MIME SAWIERMNE, BHAE X, RENFE , BB RUTHANFE.
KEGHER  £YRY |, EEEFERNEREE.
MBSHER : 7£5)RSP |, EEREFERNNEEE.
o KELWE
o 7EMFRIRRE S |, fadseiF B HAk R AT{R B3 B R) (K).
MRBFEFAR |, E T A RUERAERIRRB .
EAFRFRERRRR SRS | RTIAR . FEEEINAR.
MRALEREHR , 7£ Removal password (RIFRERD) 5534 , WANBFEHIERD,
EREXHERESSD - 3R+ , BERAPSRSE. BAENAF. HERNAE Mac OS X 10.7 RESRA_LATA.

8. FLEBPEANY v
9. B F—, LEPK B IREBERRE S ECRE,
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XenMobile Analyze Manage Configure # %\ admin «

Device Policies Apps Actions ShareFile Delivery Groups

Mail Policy Mail Policy ,
This configuration allows you to set email parameters. Note that when applied to a supervised device, you need to configure

Email address and User name fields.
1 Policy Info

i Type to search S _ . .
Choose delivery e Q Delivery groups to receive app assignment
roups
2 Platforms group
AllUsers Allusers

(0] DG-ex12

Device Enrollment Program
Mac OS X Package

. ShareduUser_1
b 3 Assignment
SharedUser_2

SharedUser_Enroller

» Deployment Schedule @

-

10. FESERRAAASS A , MAERINA , AR PEF— AR Z N B HS RO, EENASRELGURAT
Py TR FF Y RO ATAAS IR+,

11 RIFBETR , RERENTRE :

o FERPEFA , BETFLUTKIEE | sRERARRIERRE . BOAEHUATE. MREFEX , TTHACEH AT,
o FERBEVTRIFSA , SIS, BOAETUAED.

o MRHBERE , FHREHRAERR , RIEEEFEE B RIAE,

o TERPERMFY , BESERNTATNY ZAIREERBE . BAEEUAS SR,

o FENIARBRMIEERESA , EITER. ROAEHUAX.

EE

o EARE > BFEF[BUTRE T HHRIFANERANBEL THETER. HBARRERERT 0S ##.
o BCEMBZETINTAFAME., BHMNESERTHIATFE , AR BRAKEERERS , EXERT I0S.

12. BH AR ARTFLLREE.
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FEEIIR & R

Nov 29, 2016

ATRARE XN FREIRRFHReEAD Safari RT3 MFEEIR. FEEI T DA HIMRLL R, FRFE o] DAfE A Safari $TFF MIS T EA3CAY , A
R EEE. 5 URL SHB ARSI FEE N ST SO, S TERRBRNA.  HRER{NE i0S 8 R E S hRAH
SUERE AT, BX¥I0S BREETSUWEEA WS , WS R A Apple Configurator # i0S % & & T2 W B,

R FESSAEEE R FEMHRI R L AR FEMERT , A FPRRE LBMPE AN, IEE R REER
SMEBEI N RAIX BB,

YA FEuE R Safar WMuTHEE Web 13313k £ Web SBFTHEANME (3044, MEETERAR) i, BHEEEMSIY A
FRFFITIFRHE . R B FiER Web BAFEEE Web 831k £, RATiAERaENAWN BREFITIFHME ; il
fERRFEENAN AN BREFF.

1. 7£ XenMobile #=HI G , BHEE > WERMK., IR EBREE R T,
2. BT, AR BRI SRBE XTEAE.,
3.RAEZ , ARAEREMTH , fHEEE. BB RTEEERKEERM.

XenMobile Analyze Manage Configure # X  admin v
yZ g g
Device Policies Apps Actions ShareFile Delivery Groups
PO"CY This policy lets you define managed domains that apply to the Safari browser. The payloads are supported only on i0O5 8 and
later supervised devices.

b 1 Policy Info Policy Name™

2 Platforms Description

i0S

3 Assignment

4. FERMEEERT , BAUTEER

o SREEBHR | BARIEMIHATEL TR,
o B A SREEARTEEA.

5. BHF—#., WAREIRIOS F&ETH.
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XenMobile Analyze Manage Configure % N\ admin v

Device Policies Apps Actions ShareFile Delivery Groups
Managed Domains PO“C}J' |I'If0rITIEIti0n x
PO"CY This policy lets you define managed domains that apply to the Safari browser. The payloads are supported only oniO5 8

and later supervised devices.

Managed Domains

1 Policy Info ) )

Unmarked Email Domains
2 Platforms Managed Email Domain * Add

3 i0s Managed Safari Web Domains
Managed Web Domain % Add

3 Assignment

Policy Settings

Remove policy @ Select date

Duration until removal (in days)

=
Allow user to remove policy Always -
» Deployment Rules
AMATHE RE I8k v

6. FLEM T RE :

o FEEH,
o HUBSMCHETFHMEE : X TERESEIIRFTNESNBEFIMESR , EREHRM , REPRITLATIRE !
o FEERFHBAEE : BENRFHREE,
o PHRFUURFRFIIME , SE A THUEARGTEFHMES.
o L& Safari Web i : XY TEBEZEFIRFHEAN Web il , EREHRM , AFPITLATIRME
o £ Web i : 58\ Web i3,
o HMHREFEMRE Web s, , SF R EPUENRTE Web i1,

HE  EMGRIASE  BERAREEASHIIRNIT LR  AEREANNEEIRAEER. WA BREIASHE
e, S MERAMIERS IR |, SR EBUHRE LS.

RRBIAEE  BRRIAEFEEIMNIIRNT L  ARRTANKMERN. EXIIX , ReREREFURE
FHrFIER , REEBUELRIFSIRAER.

o RERWE
o TERBGRET , MERRRESS10 |, fadnided® B BRATR B IR (K).
o MRBHEERAH , FREHNLUEREERERBHA.
o TEAVFRAFBRRRIES RSP |, BEHEHK. FTEFLIMAR.
o MRATHHFERNES , 7£ Removal password (Hf&ERL) i , AL FTHIZRD,

7. ECEHRREALN v
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8 BT —., WA B RITESRIE S ECTA.

XenMobile Analyze Manage Configure # A admin v
Device Policies Apps Actions ShareFile Delivery Groups
Managed Domains Managed Domains Policy x
PO"CY This policy lets you define managed domains that apply to the Safari browser. The payloads are supported only on iO5 8 and
later supervised devices.
h i Tvpe to search
1 Policy Info Choose delivery Dpetos Q Delivery groups to receive app assignment
groups
2 Platforms AllUsers Allusers
Sales
I0S

RG

b 2 Assignment

» Deployment Schedule @

~ 3

9. FEEFERATATA , MAUBENRIGA , KA RPEF— A HE N RAHDERBAITA. EFRASRER TN
AREFA AR IR F.

10. BRIFRBETR , ARBEMNTERE :

o FERPEFA , AEFFLUTRIERE , SREAERBRIERE ., BOAEHUATE, nRGEEX |, THRACEH AT,
EMEVTRIZ D , AT RGE. BRI,

WRBGRE  FRTHAEN , AJekFEE e B FedE.,

FEREFRMFY , RESOERN S RGN A ZARMERME . BIAETONSRERE.

ENBA EAERBES Y , AHFFEEK. BAETCAX.

FE

o BHERE > RFEF[BUTECE TITHEARBRANER THEIER. A BREMAAERT 0S & #.
o BCEMBEVIMTAFAMA. EHMNESERTHIATE , AARBRNEEERS , ERERT OS.

11 B H R 77
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MDM FEIn& & 5k i%

Nov 29, 2016

AT AFE XenMobile 4132 — /MR &Z KRG , ATAEZLER IOS 7.0 RESMAKFHIRE _LEE BHIRM iPhone/iPad JHUE
B, BxKE I0S BREETRUEBERANLIR , 52 A(EHM Apple Configurator ¥ i0S W& ET S BRI 8K i0S HEEHM .

BUEPLR — I EHIKM iPhone/iPad"Zhgt , B EEEM AR LKA BRI iPhone”, HIFRFHEMMEIEARE
ZHT, B ESRIE FHF'E‘] Apple 1D FZERSFEIE EFBIER KRR THIR . 1 XenMobile F , ATRUEIE 7 MDM &R &
KBS S RIBIESS | 52d Apple ID FIZEREESK, UAFIREIS BA“ETKIKM iPhone ThREIR & , EILHE ARG H Apple &
HEERTAM XenMobile %4 & BRI K.

1.7£ XenMobile #=Hla , AHACE > WK, PR BI/RRERIE .
2. BTRARMN.  BURPR B RAS TSRS XY VEAE.
3. RIES  ARERLHAFTHE , i MDM EM, 1A B/R MDM SRR {5 S TUME.

XenMobile Analyze Manage Configure #H N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
MDM Options Policy ~ Policy Information x
This policy lets you specify the MDM options setting to be applied on the device.
b 1 Policy Info Policy Name™
2 Platforms Description
i0S
3 Assignment

4. FERBEEERT , RAUTEER

o RERAFR : BRI HHHIREL TR,
o Ui : BRI AEEA,

5 8 F—&. WA EIRi0S MDM SRE&F& TH .,
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XenMobile Analyze Manage Configure

Device Policies Apps Actions ShareFile Delivery Groups

MDM Options Policy Policy Information

This policy lets you specify the MDM options setting to be applied on the device.

1 Policylnfo Enable activation lock OFF  10S 7.0+ Supervised only.
2 Platforms
» Deployment Rules
3 i0s

3 Assignment

o ¥\ admin

6. ILEPATRE :
o SRIMUESE | SRR ARAERBIRMARE LERMES. AEAX,

7. BCEBREALN)
8. BT F—4%. HE¥E /R MDM Options Policy (XenMobile $EM %M ) S ECRE.

XenMobile Analyze Manage Configure

Device Policies Apps Actions ShareFile Delivery Groups

MDM Options Policy =~ MDM Options Policy
This policy lets you specify the MDM options setting to be applied on the device.

groups
2 Platforms AllUsers

sales
10S

b 3 Assignment

» Deployment Schedule @

o LS admin ~

1 Policy Info Choose delivery Dype to search Q Delivery groups to receive app assignment

9. FEREHERATATS N , AUENZAA , A RPEF— A Z AN RO HSERAATA, EFRA SRR TN

AR ERRAARS IR T,
10. RIFMBE L , ARBEUTRE :

o 7ERPEFA , BETFLUTRIERE , SREAERUBHIERE ., BOAEHUATE, REFRX , THRACEHMEm.
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ERFE RN, BERIERE. BAERUAAED,

WRBGRE  FRETHAES , AJekEEE ) B FedE,

FEREFRMFY , RESOERN S RGNS ZARMERME . BIAETNSRERE .
TEMIRA B RNERRBE S |, AETTEk. BIAETUAX.

FE

o BHERE > RFE[BUTECE TITREARERPNBER THEIER. A BRAEMAERT 0S & #&.
o BEEMBEVINTBEFAMA. SN ERERTHIATE , ARKRBRNEEHERS , ERERT 0S.

11 B H R 77,
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Microsoft Exchange ActiveSync 1% Riig

Nov 16,2016

AJRAfE A Exchange ActiveSync & SRS 7E PR & LECE R FHMER P , LA EIIE) Exchange EFEE 4V RRFHB
., TTRLAIOS, Mac OS X, Android HTC, Android TouchDown, Android for Work, Samsung SAFE, Samsung KNOX #1
Windows Phone #l&5kHs. SN TFAMTE—HARKME , XLEEIEU TR P FMERA.

i0S ’E

Mac OS X iR &

Android HTC 1% &

Android TouchDown & &

Android for Work iX &

Samsung SAFE #1 Samsung KNOX & &

Windows Phone & &

E AR R 2 B, BT E T Exchange Server FEH4 3K IP #i3ik,
1.7£ XenMobile #=Hla , AEACE > WHERME. IR B/RERE5RIE .
2. BRI, BURR B ORAR TR XHEAE

3. #ai; Exchange, MAPK B 7R Exchange SRE& (S ERH.
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XenMabile Analyze

Device Policies

Exchange Policy

b 1 Policy Info

2 Platforms

(< ]

105
Mac OS X
Android HTC

Android TouchDown

Samsung SAFE
Samsung KNOX
Windows Phone

Android for Work

3 Assignment

Manage Configure £ X admin v

Apps Actions ShareFile Delivery Groups

Policy Information
This policy configures Microsoft Exchange ActiveSync so users can run Exchange email on their devices. When you create this
policy, you need the host name or IP address for the Exchange Server.

Policy Name™

Description

4. FERBEEERT , BAUTEER

o SREEBHR | BNRIRIHAEL TR,
o iR : BEASREEAATELEA.

5./ FATH , EFRERMKFE. MRA—INFAEE , BERUHETHMTFA.

TR FARENRESR , S RLR 7 T RMRETF A REERN,

ALE iOSRE
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Device Policies
Exchange Policy Policy Information x
This policy configures Microsoft Exchange ActiveSync so users can run Exchange email on their devices. When you create this
. policy, you need the host name or IP address for the Exchange Server.
1 Policy Info
Exchange ActiveSync account name™
2 Platforms
Exchange ActiveSync host name™
Use 55L
Domain
User
Email address
Password
Email sync interva 3 days e
Identity credential (keystore or PKI None =
credential)
Back
\ g 5
REUTRE :

Exchange ActiveSync ik P& %R : 42\ B/REA PR & LA F AR P AUtER.

Exchange ActiveSync 414 : B2\ FHBFAR S 23 AL,

{EM SSL : &= AR P& &5 Exchange Server 27 [BJfiEERT 2. BRAERIT.

13 : i\ Exchange Server FTfERI%. AN FRPERREER S{user.domainname} EEhEHA FHIHA.

AP @ 55 Exchange FIK A PSR, TR FEhERZRLE S{userusername} EshEHMA SHIBTR.

BBt - $55E TR TR L, ST PR A RGR S{user.mail) EBhEHE AR A0R T MK 2.

WAL : #i\ Exchange F Ik FEQA] GRS,

HF BRI R RIRR : 7251k | EIREFRBF-S Exchange Server RIBHISRZE. ZNAEX 3 XK.

SRR PKI) : 2158 XenMobile BLE T SHMRIRFEF  BAESIRT , REESHEE. XY Exchange TE
PITR FURE RS HRIEN T FERELFE. ZNAEAT.

FARTF BRI P2 [R5 | 132 B AR AR FHR K PR B 5 — MK P RAR EAK AR A FIE R, Z0A
EH%.

{SUNERFHBEEL FRFE A FR FlRMF « R R BIRGIFA S~ RBEM i0S iMFN AR AR T, BUAEAXK.
RSB FHMERS | EREAHLER RS RIEFERRMIE. BOAE X, HIETGERT IOS 6.0 RE SR,

JBR S/MIME : &R K PR AXHF S/MIME SHRIEFIMNE., BUAEANK., RENFE , BB RUTHATE

o BEGHMEIE. NAMEAT.

o MESHEIE. BAEANT.

BRCAHEEAIEE S/MIMETEX | EEEBAFRFETESNEEMBELEBETFHME. AEAX.

BCE Mac OS X R E
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Device Policies

Exchange Policy Policy Information
This policy configures Microsoft Exchange ActiveSync so users can run Exchange email on their devices. When you create this
] policy, you need the host name or IP address for the Exchange Server.
1 Policy Info
Ex-:l‘enge Acti '-.'ES}"I'-C account name™

2 Platforms

User™
Email address™

Password

Internal Exchange host

nternal server port

Internal server path

Use SSL for internal Exchange host

External Exchange host

Back

FLEMTRE :

Exchange ActiveSync ik P& %R : 42\ B/REA PR & LA F AR P AUtER.

AP - 55 Exchange PR PRI P4, TTAERFEHER RS R ${userusername} BaWEHA FHIBFR.
BB FHBERHBIL « $5E A IO B R F bR, TSR FER P (E ARG S{usermaill BshETR SRR FHBERIK .
WL : #i\ Exchange F Ik PO E] SRS,

P98 Exchange F4), : iR FEANERFISME Exchange EXNERARRIKLHR , iEHENTERNSE Exchange M4 .
PIEBAR S 254w : 2NR%& L NEBFISMED Exchange Server ARG |, EHEAFTIEPNES Exchange Server it
NEBAR S 258812 : ARFENEBFNSMIB Exchange Server ERARIKEKIZ | EHEAFTERHES Exchange Server i&12.
XfP9EB Exchange EA{EM SSL : EF R BHRA FR&SMED Exchange Tz [AIKE#ER L. ZWAMENFF.
#NIB Exchange 4, : tnRALEREBFISMNIE Exchange FAEARRIRKLHR , FHATESMID Exchange EH14 .
SNERAR S 28 vm : ANSRAENEIFISMES Exchange Server (F FIARRIKERE | WEHEA R ESMIP Exchange Server iz,
SMERAR S 2R RS « ANSRAENENFISMES Exchange Server (IR RIS |, B BEA R 1ESMED Exchange Server 42,
Y+41MEB Exchange 4{# A SSL : 4% 2 BMHR A FRE&S5ED Exchange THlz [BNEERS. BHAENTFF.
AVFRIBHME | ERERAFRAERA Mac Z BB TELAZXH , BTNEERIIAEMLE. ZAERX.

A& Android HTCi& &
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XenMabile Analyze

Device Policies
Exchange Policy

1 Policy Info

2 Platforms

105

Mac OS X

b Android HTC

(< ]

Android TouchDown

(< ]

Android for Work

<]

Samsung SAFE

Q

Samsung KNOX
Windows Phone

3 Assignment

Manage Configure £ X admin v

Apps Actions ShareFile Delivery Groups

Policy Information
This policy configures Microsoft Exchange ActiveSync so users can run Exchange email on their devices. When you create this
policy, you need the host name or IP address for the Exchange Server.

Configuration display name*
Server address®
User ID*

Password

Domain

Email address*

wesst @)

» Deployment Rules

REMUTERE :

RCEBREHR | AR EA P& LB RHETR.

RS- 253HbE : 48\ Exchange Server fFEH 48X IP ik,

A/ ID : 355 Exchange AAFIK PRI A%, TERTBPERARLEE s{userusename} EshE A M4,
WL : #i\ Exchange F Ik PR E] SRS,

3 : #y\ Exchange Server FT#ERIEL.,  TTMEFERPEMALE s{user.domainname} EahEH A FHIE% .
EEFRBEthL : $5 2 A I TSR EE F R tIE . ATIAERFRepERRLR S{user mail} EhEH A IR TF MK .
M SSL : &R BMHRAFRE S Exchange Server Z [AIRIEHST S, ZNAEAF.

Bt & Android TouchDown & &
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XenMabile Analyze Manage Configure H A admin v

Device Policies Apps Actions ShareFile Delivery Groups

Exchange Policy Policy Information x

This policy configures Microsoft Exchange ActiveSync so users can run Exchange email on their devices. When you create this
policy, you need the host name or IP address for the Exchange Server.

1 Policy Info
Server name or IP address™®
2 Platforms
Domain
10S
User ID*
Mac OS X
Password

Android HTC

Email address
b Android TouchDown

) P - Identity credential (keystore or PKI) None e
@ Android for Worl
Policies and Apps

Samsung SAFE App Setting

Name Value % Add
Samsung KNOX
windows Phone Palicy

Name Value % Add

3 Assignment Back

FEEMLTRE :

o JR%-[AHRER IP il : 5\ Exchange Server [{EAN4 X P Hitik,

o 5 : A\ Exchange Server FT7EfI%, ATt FE-FEARLR S{user.domainname} EEhEHA P4,

o Fi/ ID : #55€ Exchange A FIK P L. e TP EARGE s{userusername} BIEIEH A SIS,

o HS : 42\ Exchange F FiK FEIRTIEHEL,

o ETFHRHME : FEE A PTTER MBI, T PR ERRLR S{usermail) EENEHA SR T HAEK S,

o SUMEIR(E4ARERL PKI) : 215k XenMobile BLE T SHMR AR , BESIRT , BT EHHEIE. X Exchange &

PITE FIRIEB S HIIER 4 TREENTE. BAENT.

o WVHARERFXE | ARG FEMRM TouchDown N RFEFAE.
o TR : ALLIRREEFERMERA TouchDown SRR%.,

BCE Android for Work
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XenMabile Analyze

Device Policies
Exchange Policy

1 Policy Info

2 Platforms

105

Mac OS X

Android HTC

Android TouchDown
b Android for Work
Samsung SAFE
Samsung KNOX

Windows Phone

3 Assignment

Manage Configure £ X admin v
Apps Actions ShareFile Delivery Groups
Policy Information X

This policy configures Microsoft Exchange ActiveSync so users can run Exchange email on their devices. When you create this
policy, you need the host name or IP address for the Exchange Server.

Server name or IP address™
Domain

User ID*
Password
Email address

Identity credential (keystore or PKI) None -

» Deployment Rules

REMUTERE :

RRSF-25 2Rk IP ik : 48\ Exchange Server L& EK IP Hidik,

i : BB Exchange Server eIk, TR FEEPERARLAR ${userdomainname} BEh&EIXA FHIBE .

A ID : #85%€ Exchange AAFIK PRI A%, TR FERPERRSAR S{userusername} Bah&EHA FRA K.

RS : 48\ Exchange F ik P ATEZRED,

B HRRL « $57E A PROTTEERR FHRRIE . RTRATEFERPE R ARG ${usermail} Bh&EH A FRIFRFHMEFIK .
SO EIR(ELEER PKI) : 201514 XenMobile BCE T SHMEMFERF |, EIESIRT , RETESMEIE. XM Exchange FE

PITE FIRIEB S HRIER 4 TREENTE. BAENT.

A& Samsung SAFE #1 Samsung KNOX & &
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XenMabile Analyze Manage Configure # A admin v

Device Policies Apps Actions ShareFile Delivery Groups

Exchange Policy Policy Information x

This policy configures Microsoft Exchange ActiveSync so users can run Exchange email on their devices. When you create this
policy, you need the host name or IP address for the Exchange Server.

1 Policy Info
Server name or IP address™®
2 Platforms
Domain
10S
User ID*

Mac OS X

Password

Android HTC

Email address*
Android TouchDown

Android for Work

Identity credential (keystore or PKI) None e
Use S5L connection
4 Samsung SAFE m
Samsung KNOX synccontacts ()
windows Phone Sync calendar m

i e
3 Assignment Back

RCEMTNRE :

o JR%-[AFREK IP il : 4\ Exchange Server [{EAN4 X P ik,

o 17 : 5\ Exchange Server FifEfIiE. FTRATEHCFERPEFERARLGAR S{userdomainname} BahETk A FHIIE4 .

e I/ ID : $55E Exchange APk P FE. FTRAEHFEFER RS A S{userusername} BahETRA FHKEFR.

o HS : 42\ Exchange F FiK FEIRTIEHERD,

o FFHREHL : $65E A PTTRE FEBE L. ATATECFER R ER RS A Husermaill BB S FRBEIK S

o SUMTIREREIEK PKI) : 205~ XenMobile BLE 7T SR MHALF  BAEFIRT |, BHEESHEE. XY Exchange T

PATE PimiE B SRR A S EACE LT ER.

M SSL & : EERBHMRA FR% S Exchange Server Z [AIiERR S, ZNAERIF.

EEEKRA  EERBEMAFRES Exchange Server Z [AIEAAFIXRAAREL . EAEAFF.
RLRG : EERBEMFRES Exchange Server 2 BERMAFBEIKELY. ZNAERIF.

o ZRABK : B E B A M Exchange Ik FRECHZVAK S , BT AR RAEXBRFAME. ZOAEFF.

BZE Windows Phone X E

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.515



XenMabile Analyze Manage Configure # A admin v

Device Policies Apps Actions ShareFile Delivery Groups

< i i b
Exchange Policy Policy Information
This policy configures Microsoft Exchange ActiveSync so users can run Exchange email on their devices. When you create this
policy, you need the host name or IP address for the Exchange Server.

1 Policy Info
Account name or display name*
2 Platforms
Server name or IP address™
10S
Domain
Mac OS X

User ID or user name™

Android HTC
Email address*
Android TouchDown
. Use S5L connection OFF
Android for Work
Sync items
Samsung SAFE
Past days to sync All content 7

B Sams §

@ Samsung KNOX sync scheduling
b Windows Phone Fraquency When item arrives -

: . . .
3 Assignment Back

RLEMTRE :
AR WRBRAARFERER RS, RAEHEERE RN RERE ST,

o IKFLHEBREFR : 4\ Exchange ActiveSync 1K 4 #5R.

RE-2[AFREK IP bk : 5 )\ Exchange Server (EHN.LER IP itk

35 : #i\ Exchange Server FTfefisk, TAECFERFER RS S{userdomainname} BahETKA F IS4 .

AP ID 3 AF% : $55 Exchange AFIK PR FPZ . ATAERFEFPER RS A S{userusername} BEhETKA P4
K.

EEFRRE L © 558 A PR TR, TR F P FERARSER S{usermaill BahETKA PR FRBEFIK .
M SSL & : EE R BHRA FR% S Exchange Server Z [AIiERR S, ZWAEAX.

RENAEXRE : £FRF  BREERRE ETEZPDRAKATAENRS Exchange Server @4, ZAENFIBENE.
W 23R |, FRTERS M Exchange Server ZEER R HEUENZFE AR, ZNAEX When it arrives (4HEF|
BB

o AR : 3k | FRFERA. EEASSEUIEEICF Exchange TENETHIEAET]. ZHAENEZHA.

7. BCEERE RN v
8. BET—4. WEPKE R Exchange &R ACTUAE.
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XenMaobile Analyze Manage Configure # A admin v

Device Policies Apps Actions ShareFile Delivery Groups

Exchange Policy Exchange Policy »

This policy configures Microsoft Exchange ActiveSync so users can run Exchange email on their devices. When you create this
policy, you need the host name or IP address for the Exchange Server.

1 Policy Info
ch derlg:ary R Q Delivery groups to receive app assignment
2 Platforms groups
Allusers Allusers

i0S DG-helen

DG-ex12
Mac 0S X
Android HTC
Android TouchDown
Android for Work
Samsung SAFE
Samsung KNOX » Deployment Schedule @
Windows Phone

b 3 Assignment Back m

9. FEEHERATAT A , MAUEHRIAA , AR PEF— A HZ N RO HSERBPITA, EFRRASRER TN
RREFHRCALTARSIRF.

10. RITHEREVHR , ARECEMUTERE

o FEREFA , BEFFLUTKIEE | SR RARRIERRE . BOAEBUATE. REFEX , THACE H AT,
o FERBEVTRIFA , SIS, BOAESUAED.

o MRHBERE , FHREHERNERS , RIEEFEE B RIAE,

o EMERMFL , BHBIOERNTATNLZAMBERME . FAETFRERR.

o FENIARBRMIERRESE , ETTEoR. BOAEHUAX.

HE

o EARE > BFEF[BUTRE T HRIFANERANBE THETER. HBARRERMERT 0S ##.
o BCEMBZEINTAFAME., BHMNESERTHIAFYE , MAR BRANEERERS , EXERT IOS.

11 B R1F.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.517



RIS B R

Nov 29, 2016
AT BAZE XenMobile SR INiR £ R IAFEE i3 2H2R M XenMobile #E%£F1] i0S R EREIRIBEEE. HWEBERTIOS7 RES
IRAS AR

1. 7£ XenMobile I=H| G+ , BHECE > B&ERM. MWK B/NRERIERE.
2. BRI, AR BRI RS SIEAE,

3BFEL  REERZLRAFT , BTFALYSE. WS BIR Organization Info Policy (4HZR{525kRE) TH.

XenMobile Analyze Manage Configure £# A admin v
Device Policies Apps Actions ShareFile Delivery Groups
Organization Info Policy Information x
PO"CY This policy lets you specify your organization's information for alert messages that are pushed from XenMobile to the device.
The policy 1s available for 105 7 and later devices.
b 1 Policy Info Policy Name™
2 Platforms Description
105

3 Assignment

4. FERMEEERT  MAUTEER

o SREEBHR | BARIEIHAMEL TR,
o UiH  MATE , EHARKAH.

5. 8% TF—¥, WAKERIOS FAEER@E.
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XenMobile Analyze Manage Configure # A admin ~

Device Policies Apps Actions ShareFile Delivery Groups
Organization Info Policy Information x
PO“C}’ This policy lets you specify your organization's information for alert messages that are pushed from XenMobile to the
device. The policy is available for i05 7 and later devices.
1 Policy Info Name B o
105 7.0+
2 Platforms
g i0s Address @
105 7.0+
3 Assignment
Phone @
105 7.0+
Email @
105 7.0+
Magic @
105 7.0+
» Deployment Rules
RCERITRE :
o AR : B IZE1T XenMobile HIZBLRIN 4 FR.
o bt : R ALHLAAMIIL,
o HVE | ABLAWBARSHFHEIE S,
o FFHRMF : LRSI FHRHAL,
o BAT : @ABATHRALITENRS MRRTIDE.
7. BCERREAL v

8 BT —%. WA B RALUSERIESECTA.
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XenMobile Analyze Manage Configure # N admin v

Device Policies Apps Actions ShareFile Delivery Groups
Organization Info Organization Info Policy x
PO"C}’ This policy lets you specify your organization's information for alert messages that are pushed from XenMobile to the device.
The policy is available for i05 7 and later devices.
; I Type to search
1 Policy Info Choose delivery yperse Q Delivery groups to receive app assignment
groups
2 Platforms AllUsers Allusers

sales
i0S

b 3 Assignment

» Deployment Schedule @

-

9. FEFEHERATAT A , MAUERINA , AR PEF— AN HZ N RO HSERBPITA, EFRASRERTHRRY
AR RALTARS IR+,

10. RITHEREVTR , ARECEUTEE

o FERPEFA , BEFFLUTIEE | sRE R ARRIERRE . BOAEHUATE. MREFEX , TTHRACE H AT,
ERBETRISN , AGBERE. BIAEECAER,

MR BERE  FREENER , AREFRER B AEE.,

EMEFRMFY , AERESRERN AT Y ZATBERBE . BOANETCA R ERR .
MG B RRESERES Y |, BETTEk. BIAETUNX.

EE

o EARE > BFEF[BUTRE T HRIFANERANBEL THETER. HARRERMERT 0S ##.
o ECEMBEVTINHTAFAME., BHMNESERTHIATYE , AR BRAKEERERS , EXERT IOS.

11 B R1F.
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ThR 2 i

Nov 29, 2016

AT RMRIE SRZBLRAAR AEFE XenMobile FR 1B TRLRER . AT AZSRIER PR & LM NEITRD |, I E AT LR E K& BT
BRI, #&ETRLCk i0S. Mac OS X, Android, Samsung KNOX, Android for Work, Windows Phone #1 Windows
Desktop/Tablet fi25%kkg. SFFAEFTE—ARNRKIE , ANCEXSHFHITNAE.

iOS ®E

Mac OS X & &

Android & &

Samsung KNOX i% &

Android for Work % &
Windows Phone & &
Windows Desktop/Tablet &%&

1. 7£ XenMobile I=H| G+ , BHECE > &R, MWK B/ NRERIERE.

Device Policies Apps Actions ShareFile Delivery Groups

Device Policies srowsier

™ | Y
Add Export

2. BTN, BURPR B ORVRINET SR U .
3. AIIBATES, LUEPR BURIBITR RIS S I,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.521


http://docs.citrix.com/zh-cn/xenmobile/10-4/policies/passcode-policy.html#par_anchortitle_ea64
http://docs.citrix.com/zh-cn/xenmobile/10-4/policies/passcode-policy.html#par_anchortitle_663f
http://docs.citrix.com/zh-cn/xenmobile/10-4/policies/passcode-policy.html#par_anchortitle_ee39
http://docs.citrix.com/zh-cn/xenmobile/10-4/policies/passcode-policy.html#par_anchortitle_d3cc
http://docs.citrix.com/zh-cn/xenmobile/10-4/policies/passcode-policy.html#par_anchortitle_84f0
http://docs.citrix.com/zh-cn/xenmobile/10-4/policies/passcode-policy.html#par_anchortitle_4b25
http://docs.citrix.com/zh-cn/xenmobile/10-4/policies/passcode-policy.html#par_anchortitle_698d

XenMcbile Analyze Manage Configure % % admin +
Device Policies Apps Actions ShareFile Delivery Groups

Passcode Policy Policy Information x
This policy creates a passcode policy based on the standards of your organization. You can require a code on the device and can set formatting rules and other
passcode rules, such as the grace period before device lock.

} 1 Policy Info
Policy Name*

2 Platforms
Description

ios
/4
Mac OS X

Android

Samsung KNOX

Android for Work

Windows Phone

Windows Desktop/Tablet

3 Assignment

4. FERBEEERT , MAUTEER

o SREEBHR | BNARIEIHAMEL TR,
o UHY: (FIE) BEASREEHIRA.

5. B TF—%, WA ERFATE.

6. ZEFATH  EEERINTE, MRAN—AFEERE  BIUSEFHMTE.
AT TFARBENEESS , ESMALR 7 LT TR E T & KB ERN,

BCE i0OSiRE
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Device Policies

d i Policy Information x
Passcode Po If.y This policy creates a passcode policy based on the standards of your organization. You can require a code on the device and can set formatting rules and other passcode rules, such as the grace
period before device lock.
1 Policy Info Passcode required 4
2 Platforms Passcode requirements
Minimum length 6
P

Allow simple passcodes

Required characters

Minimum number of symbols 0
Passcode security
Device lock grace period (minutes of inactivity) None
Lock device after (minutes of inactivity) None

Passcode expiration in days (1-730)
Previous passcodes saved (0-50)

Maximum failed sign-on attempts Not defined

Back

BCEPATRE :

o TEMITHY : WEFHIERAE RGN IBITILHFBIR i0S BITHREARBNEE LR, TEEBFUAFECREBITHE
K, BT SMNRREENERNRE.
o JBITRLESK
o /KR : 1EIRT , BEBTENR/IKE. ZNAER 6.
o AVHEARAIBITH | EEEDAERFARITN, MABTHEEERTESNTTE. BAENTT.
o TEAFF  REAETKREBETHRENEE—IFE., AEARX.
o HEWTIR : YR+ , BTHBITOWMABSHNTSHE. FMEHRO,
o BITHILS
o REBIETRIATENDH) : AE3RF , BERA AR N BITRRUMPIERE Z AT E. BHAEART.
o R EHIERE (RIEShD4E0) : 31K/ F , RHFREEVE Z AT ARNENNEIKE., ZHAER T,
o BITHAPCHR(L - 730 X) : MABHKRE , BRI KREE , BTG IH. BEUER 1-730. ZHAERN O, FoREIT
BOK AT,
o {REFMLARTATAEEE(0-50) : MABRENFERATHELKE. BATAEAERSIRFPHRIIEMELE. FY
5 0-50, BUAMEA O, FRoRA RIS A%,
o RBEFEXRM LR : £55R+ , 2HA ARV Z A UK BERER , BT xi)s  BEEHTeER. R
UNERSE S
o KELRE
o 7EMFRIERE S5 |, fadndeiF B HAk R ATIR B3 B R (K).
o MNRHBTEFBH  EREHMERBERIRER.
o ERVFRIFBIRRRRES RS |, BEIAR, FTEFBIMAR.
o WMRATHFEHER , £ Removal password (RIFRERS) 3514 , BALFZRERD,

BB Mac OS X iRE
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Device Policies

Passcode Policy P POy i

1 Policy Info
Passcode required [
2 Platforms
Passcode requirements
Minimum length [
Allow simple passcodes {
Required characters
Minimum number of symbols
Passco de security
Device lock grace period (minutes of inactivity) None
Lock device after (minutes of inactivity) None
Passcode expiration in days (1-730)
Previous passwords saved (0-50)
Maximum failed sign-on attempts Not defined
Back
\ N .
FEMUTRE :

o TRIBITH : ERIEMPIESKIGNIBI TR 7R I0S BITALX & RMMNECEER., NEHRIFUAFEECEBITHE

K. BTHERLMMRIERENHERRE.
MRAKEATEETH , FESRERKBUGIEDR IE (5354)5510 , AR FEFHHAHIBI TR Z BIAER K5 5945,
MR EATRET , TUEENTEE

o JBITRAESK

BKE : EYIRT , ARIBITENR/NMNE. BUAERN 6.

AVFERARIETE  EREETAVERARABTH, WABTHEEERIESNTE. WAENIF.
BETEH  ERESETKRBTREMEE—IFE. HAEAX.

SR : 7R , AEBTRMIBERNASHE. AERNO,

o E{THRE

REPEERRES D) : EFIRF , AER LR IBITEDRSBIE R & AN EKE. TAERT.
SRR R SUE R & (RiEsh ER) « 7E3URF , AR REFEVE Z AT ANESNAEKE. BOAMEAT.
BITHEAPOIR( - 730 X) : BABFHKRE , @SR , BITRKEH. BHEN 1-730, IKAER O, FTRETT
LY &ESUE:

REFNET AT NEEHE(0-50) : MARRFNERATWEDEE. RAATAERELSIRPIRIKEMED. R
B4 0-50. ZRAER O, RAFAIUERFERERN.

KB FERPIERR : 7E33RF | BAd A PFEREIE SR Z AT LRI, B ctis |, &R H8iE. AR
FRERKBRHREERNE (545 | BAARFR FEHRHALEI TR Z AIRER A5,

o RMKEE

bR RRE S0 |, B dnEiE A SRR AR BB A (K).

MR BIHEEFAR , ERTEAMUERAERRRBHE.
VR PR RRESIRT |, RHIAR . FEFBIAAR,

MRATRERN , 7£ Removal password (HifR%EES) 550 , RANLTRIE,
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o HRCENHHERESSN , B, AS. BAMEARA,. WEMIGERT 0SS X107 REShRA.
A& Android B &

Device Policies

Passcode Policy Passcode Policy y
nis Creates a passco

sp passcode policy based on the standards of your organization. You can require a code on the device and can set formatting rules and other

1 Palicy Info
Passcode Required
2 (iteTE Passcode requirements
Minimum length 6
Biometric recognition
Android Required characters No restrictior
Advanced rules
Passcode security
Lock device after (minutes of inactivity) None
Passcode expiration in days (1-730)
Previous passwords saved (0-50)
Maximum failed sign-on attempts Mot defined
Encryption
Back
ALEATRE :

FE : Android IERARE K.

o EEETRY : EIRIETAESR I N EITRLIE BR Android B TR IR & R NECE SR, TEHRFUAFER BB TRE
K. BITRER LM, MEH Samsung SAFE FIAEXIRE.
o JBITRLESK
o /MK @ EFIRF , BEBITHRARNMNE. ZNAER 6.
o AWMHINRS  ERERBREMIFDRA. MRBHALER , FEFTFEEIER. AERX.
o TEFH  WIRF , BETRB)". “BFNFE", “(UPRHKF S {URFRF DA EBITRAEAR AR, BUAEN TR
i1/
o SN ; EREANASKLEITHEMAN, HEBERTF Android 3.0 BRESERA, BRUAMERE.
o CHBERER , BE FTEENRY , REBITRMIBE SN TR FTRHLERNR/INEE
o TS : FSHR/INEE.
T8 FENR/IVIE.
INEFE  NEFENR/INEE.,
XEFH : KEFHHE/IHE.
BFEETS : HFa T sHm/IMNIE.
BT BFHR/INE.
o EiTHIRS
o IR EBIERE (REsh 4P « E3IRF |, BEREEVE Z AT AATESINE AIKE. ZAEAT.
o BITHRABUHIR(L - 730 X) : MABHKRE , BEHXE/E , BTG TR, B¥ER 1-730. ZWAMEHR O, FTRBIT
BOK AT 3.
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o REFNLBTRAEMNEDHE(0-50) : MARRGFHFERAIHFRLHRE. BATUAERELSIRFIRIIWNEMEL. FY
{5 0-50, BMAECH 0, RNA A AEE AR,
o RUMEREARM LR : 725k , BHERAFERNER ZAA ARBEKE , BdxE , REBEER. AR
o NE
o FRAME  GREZERME., HWERERT Android 3.0 RESKA. THEEBTIRE A , HEHE A,

AR BMEHRE , AAOAE SRR RRRMIPH IR SKIBRIR— /NS SEKNE , DEHTME. R
FHIINEERE , TR AHRE LN TSR, REMER , IRTEEH , RIEPITH EE | Bk
SEBRRE _ ERETEEIE.

e Samsung SAFE
o XtFTH A AERAERNIEBITES | EFEAX AR AEAMERKBITE, BAMEAX. WREMUERAT Samsung SAFE
RE , TREBITHRE AWM , HEm#Ea /A,
o SRXMETARAERARBITIEN , EBITRTFERENEHE B ERRIEI T,
o MREMTIIEITHS , ATRAECERLT Samsung SAFEiRE :
BFRMFE : BALGBIRBE TR B AR FRIRE. BIAEARO.
FRATPAHINARE : AT FR AT EBI TP SRR, BHAER O,
FREFIKE  BAETRTFEFIINRAKE. ZOAERO,
BWFFIKE : BABITRIHFFIINRAKE. ZAERO,
SR PR BTN, A AR AT KB TR AT ., BAERFE.
BT 4F - AL AR LT AF SR DABRLE AR P AR password, pwd, welcome, 123456, 111111 FRE BHIEE!
KARRELFREH, WTEELENGNFRE  FRERMIFRITUTRE
o RILMFH : AR FPARTUERRTFR R,
o BEREFLIAMFRS , S AERUEEUERMNFR S,

EE  ZERRIETHS  BERAESEEIMIIRINT LT  ARRTANKSURAEER. R BIR
MASTEIE, SATBERABERS IR , SR TBURARE LR,

ZREINAFHS | BRERREEREMIIRNIT LS  RRRTHNUKMERN. XK, KEE
HRFURFERRS IR , SREGBUELRIFSIRAER.

BCE Samsung KNOX % &
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Device Policies

Passcade Policy Passcode Policy x
This policy creates a passcode policy based on the standards of your organization. You can require a code on the device and can set formatting rules and other
passcode rules, such as the grace period before device lock
1 Policy Info )
Passcode requirements

2 Platforms Minimum length 6
Allow users to make password visible
Forbidden 5trings

Forbidden strings

Minimum number of

Samsung KNOX Changed characters

Symbols
Maximum number of
Number of times a character can occur

Alphabetic sequence length

Numeric sequence length

Passcode security

ACEDATRE :

o JBITHLESR
o /KR : RS |, BEBTENR/IKE. ZNAER 6.
o AVFRFHELRATN | EEEB AR BRI,
o 5\ ATIABIE AR ISR DARELE FB A A password, pwd. welcome, 123456, 111111 R/ SEIEEIN
REZLTFRB, NTERLENENTFRE | FRERIFFPITATERM?E
o BIFRNTFE AR PR UERRTFRIE,
o BHRAFELIAMTFRE , S EEUEEBUBRMTER S,

EE  ZERRIETRE  BERAAESFEEIMIIRNT L  RRRTANNEEREER. LR BReAXY
TEIE.  BEMBRDARIERS IR | B REUEARE LSRR,

RREIB TS  FRFAEFEEEIMNIIRNT LR , RRRTANKMER. EXIIX , RRBHREFU
REERHNSER , SATBUHURIFY IR ER.

o H/NEHE
o BT : RALBTNBITRR AR AE RN TFHHE. AERO.
o TS RABTRTHEFSHE/INEE. EAEAO,
o HA¥E
o FRATRUHIIMRE AR FRATIEBITRP RIS ARE. BOAER O,
o FRFIIKE : RABTRTFHFIINEAKE. AEAO,
o WFFIKE : BABITHTFRFFINRAKE. BIAERO,
o BEiTHRE
o UAEEHIER & (RESNDHE)  FEFIRT , AR EHE B UIARENDE. BAMEAT.
o JE{TRAHRBUUBR(L - 730 X) : MABHKE , BEHXRIE , BITHEER. BREN 1-730. BAEAH O, FRIRIBIT
LY &SUE:l
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o REFMETAERENHREQ-50) : RARRFREAINELNHE. BATAERENIIRTERIEMED. FHX
B0 0-50. EKIAEAR O , RRA AT UERF R,

o MRBUKBERZRRE , WERHIE : H3F7F , BEAFERIIER ZAREB KBRS , BT x)s , &&%
WHE. BAMEARENX.

o MRBUKBEREZRRE , WERHES : 783)RF , BEAAEMPIER ZBIREB KBRS , BEXEE , BN
WETEIR KNOX BF&s (UK KNOX¥uR) . HIiRE  MPRREENYANK KNOX B, BAREAREN.

g N
A& Android for Work i% &
Device Policies Apps Actions ShareFile Delivery Groups
passcode Policy Policy Information
This policy creates a passcode policy based on the standards of your organization. You can require a code on the device and can set formatting rules and other passcode rules, such as the
grace period before device lock
1 Policy Info
Passcode Required
2 Platforms
Passcode requirements
Minimum length 6
Biometric recognition
Required characters No restriction
Advanced rules
Passcode security
Lock device after (minutes of inactivity) None
Passcode expiration in days (1-730)
Previous passwords saved (0-50)
Maximum failed sign-on attempts Not defined

FLEMTRE :

o FEFEF(THY | EIRMETIESKRE N\ IB (TR E 7~ Android for Work BT £ 56 UL E . A B IR A VEAED
BB TRERMBETHRSMNEREE,
o BITHEESK
o I/ KR : 1EFIRY , BEHEETRENR/NKE. ZNAER 6.
o HAYMFHORAS R ERBAEYHDRA. MREALET , FEFFFEEIEE. AR X, JEE , BaEAR
XFFIINEE.
o TEFW IR T , BETRSG, BFHNFE, (PREFSIRFEULEB/TRERARAR. BIAEATTERE].
o SN ; EREANBASEEITHEMAN, HEHAERTF Android 5.0 Z BT# Android %%,  BRIAERE.
o CHRSKREN , BETEENIIRF , BHBITHRAIESH TS FRHEANR/INIE
o S FSHH/IHE.
o P FEMNR/IEE.
o NEFE  NEFHHRINEE.
o KEFH : KEFHHNR/INIE.
o WFHFT : BLFHTSHRINEE.
o BF : BMFHR/INEE.
o BITHERS
o WIRIEHIERE (RESDHE) : 31K+ |, REHREEBE Z AT RARNENN 5. ZAERT.
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o AITHIABCHIR(L - 730 X) : ABHMKE , BUTHXE/E , BTG TR, B¥ER 1-730. ZWAMER O, FRBIT
Ly, & SuE::

o {RTFMILABT AT MEERIEE (0-50) : BAERGFNERIMEZLIE. FA/ATUAERERSRPIRBIWTAERL. FR
B0 0-50, BHAEA 0, FRRA AT AE R {F AT,

o RBESRERRM IR : 7£53k+ , iR Z BTRES KIS , BT X EUE | MR EFERR KNOX
A# (AR KNOX%RE) . #ikfE , BT EENVIANK KNOX B, ZHAREAREN.

Bt E Windows Phone iR&

Device Policies
Passcode Policy Passcode Policy _ _ x

1 Policy Info

P~
2 Platforms
Allow simple passcodes
Passcode requirements
Minimum length 6
ch ters required Ls
Minimum number of symbols 1
Passcol de securi ty
Lock device after (minutes of inactivity)
Vindc F
Passcode expiration in 0-730 days
Previous passwort ds save d (0-50)
Maximum failed sign-on attempts before wipe (0-993)
Bacl
\ A .
FLEITRE :

o TTHTH | WRETHAERIZH Windows Phone 84 (081780, BUARERIF | TREBIZHUBTEL, SAE
B, WEHS , FEERUTER,
o AVHERERIEBTE | SRR AEAERETE, BRBTLREEEIESNTE. BAMERE,
o BITHER
o BUNKE : #FIR |, REEFRORIE, HAMER 6,
o FATH : VIRTRERTHTIRT . (URFBIIURET AR B BTRNART R, TIMEOURTE,
o BEMTIR : AE5IKT , BEBTRMABSHTSRE, BAER L.
o BTRRS
o HWHIAREIERE (RESNER) | BAREERE 2 STAESREIA S, BUAER 0,
o FBITELLE 0 - 730 KNAH : RAGHEN , BT ERE  BTOHEH, BHREH 0-730. BAMER 0 , FoRBIT
RO,
o (BRI HBHLICE(0-50) | ATRENEATNEILNE, BATAEAENSIRTRINEMEN, B
% 0-50, BRAE 0 , FoRF AT TS (i FIURAD,
o ERARRARBERERXRIO - 999) : B AERINET 2 A AR , BITHABE | KRS T
ABIE. ERAER 0.
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BLE Windows Desktop/Tablet iXE

XenMOb“e o o e

Device Policies Apps Actions ShareFile Delivery Groups

Passcode Policy Passcode Policy x

This policy creates a passcode policy based on the standards of your organization. You can require a code on the device and can set formatting rules and other
passcode rules, such as the grace period before device lock.

1 Policy Info
Disallow convenience logon OFF
2 Platforms
Minimum passco de length 6
i0s
Maximum passcode attempts before wipe a4
Mac OS X
Passcode expiration in days (0-730)* o
Android
Passcode history (1-24) " V]
Samsung KNOX
Maximum inactivity before device lock in minutes (1-, o
Android for Work 999)

Windows Phone
' » Deployment Rules

Windows Desktop/Tablet

3 Assignment

Back Next >

FLENTRE :

o RAVFERER  EREBAFA P ERE R ERSEYZOITETARLRE. AEAX.

o BUNBITRLKE : f£5)RY , BEBITEARIMNE. ZAMEHR S,

o EERBIAIBITISERIRE LR : 7£31RF |, BEAPERIIETZETT LKA ER , BITHREUE | SERESF R
iR, BUAEAM 4.

o BITHRAEPUHR(0 - 730 X) : MAFWKE , BIULREUE , BITIKEHI., A¥ER 0-730. ZAEHR O , FTRBITHS
KA.

o BITHALICR: (1-24) : MAZRENERTNBETIEHRE. BATUAERELSIRPHRBIMEMBITI., BHRER 1-
24, WREWFERPMANT 15 24 Z[AR%E. ZHAER O,

o REBUEHNBRKATENE(L - 999 4344) : MAREZEVE Z AT UNENNRIKE |, BA0904. F8ER 1-
999, WRIEMFERFMANT 15 999 Z EH%{E. ZHAEAO.

7. BCERRE AN v
8 BT —., WA B REITRIREE S ECUA.
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XenMobile Analyze Manage Configure # % admin v

Device Policies Apps Actions ShareFile Delivery Groups

Passcode Policy Passcode Policy x

This policy creates a passcode policy based on the standards of your organization. You can require a code on the device and can set formatting rules and other

passcode rules, such as the grace period before device lock.
1 Policy Info

Choose delivery groups Type ta search Q
2 Platforms
AllUsers

i0s Sales
Mac OS X
Android

Samsung KNOX
Android for Work
windows Phone

Windows Desktop/Tablet L4 Deployment Schedule @

3 Assignment

o

9. FEFHERATATS N , AUENIAA , BAERPEF A Z N RO HSERRNATA, EFRA SRR TN
AREFH AR IRF.

10. BIFRBER , ARBEMNTERE :

o FERPEFA , BEFFLUTRIERE , SREAERMUBRIERE . BOAEHUATE, NRGEEX |, THRACEH e,
EMERIES , AEIBERGE. BIAEHAR,

MR BTG  FRGENER , AREERER B AETE.,

FEREFRMFY , RESOERN S RGN A ZARMERME. BIAETONSRERE .

ENBA EAERBES Y , AERFFEER. BAETCAX.

FE

o BAERE > BE[BUTRE T HRIFENERANBL THIETER. WAERERTERT I0S &&.
o BCEMBEVNMHTAFAME. BHMNESERTHIATE , AKX BRNEERERS , ERERT IOS.

11 B R17.
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PR R R

Nov 29, 2016

YA WIFI IETEREIRN , TRAAVFRRBEEHE 0S W&MMARRIBE , (ERFHIBIEMLEEZES] Internet, 10S7.0 &
A ERR A HFICINBE.

1 7£ XenMobile #=Hla , BEACE > WHKNE. MK EREERIE T,
2. BRI, BCETR BRI RE TUH
3. RITEZ , AREMEDRBIRT , BEMARR. BERPARRKREERE.

XenMobile Analyze Manage Configure #  admin v
Device Policies Apps Actions ShareFile Delivery Groups
Pol IC_V This policy lets you enable or disable a personal hotspot on a device. This policy is available for iOS 7 and later devices.
Policy Name™
b 1 Policy Info
Description
2 Platforms
ioS
3 Assignment -
Next >

4. FERBEEERT , MAUTER

o RERAFR : BARMAHHAEL TR,
o Ui : (RIE) BEAREEAULEA.

5 81 F—#, WRKERIOS FAEERM.

XenMobile Analyze Manage Configure £ % admin v
Device Policies Apps Actions ShareFile Delivery Groups
Personal Hotspot Policy |I'If0I'ITIatiOn X
Pol icy This policy lets you enable or disable a personal hotspot on a device. This policy is available for iOS 7 and later devices.
Disable personal hotspot OFF  i0S 7.0+
1 Policy Info
2 Platforms » Deployment Rules
3 i0S
3 Assignment -
Back Next =
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6. FLEM T RE :

o HAMARR  EREAEAFRE LERAMARRYBE. AREAX , ERAFEE EXAPARR. HWREAZER
ZIRE ; RANMAVERRE LERIARR , BEBELRRE , FXFANARRIRE , BB TR FTIFHIRE.

7. BCERRE AN v
8. B T—%. KERMARRKIE AT,

i nalyze anage onngure admin ~

XenMobile Analyz Manag Config & A ad
Device Policies Apps Actions ShareFile Delivery Groups
Personal Hotspot Personal Hotspot Policy x
PO"C}" This policy lets you enable or disable a personal hotspot on a device. This policy is available for i05 7 and later devices.
Choose delivery Type to search Q Delivery groups to receive app assignment
1 Policy Info groups
Allusers AllUsers
2 Platforms sales
RG

105

b 3 Assignment

» Deployment Schedule ®

o [

9. FEEFERATAT A , MAUEHRIMTA , KA RPEF— A HZ N RO HD IR, EFRASRERTERRY
R B ASRT.

10. RIFEBE TR , REACELTRE :

o FTERPEFY , AEFFLUTRIERE , SREAERMBRIERE ., BOAEHUATE, RGEEX |, TTHRACEH M,
EMEVTRITSD , AL A, BOAESEUANRD.

WMRBELRE  FREENER , AREFRER B BAETE.,

FERREFRMFY , RESIOERN S AT Y ZAREBERME. BIAETNSRERE.

ERBA EAERBES Y , AHFFEX. BAETCAX.

FE

o BHERE > RFEF[BUTECE TIHRIEARERANBER THEIER. R BREMAAERT 0S & #&.
o ECEMBEVNTAFAME. EHMNERERTHIATE , AARBRKEERERS , ERERT I0S.

11 B HR7F.
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B & SRR 2 SR

Nov 29, 2016
AT AFE XenMobile s 432 N TR FECE XHBIFR IR & 560G . HIRREIERPERT , 3 WA I0S 3 Mac OS X & & ik FAFE
FRCE .

1. 7£ XenMobile I=H| G+ , BHECE > B&ERMK. MW E/RRERKTE.
2. BRI, AR BRI RS SIEAE,
3. RIFE% , AREMER T , REAE M. KB RECE AR RS E R .

XenMobile Analyze Manage Configure # N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups

. i i x

Profile Removal Policy ~ Policy Information
This policy lets you remove a profile for iOS or Mac OS X from a device.
b 1 Policy Info Policy Name*

2 Platforms Description
105
Mac OS X

3 Assignment

4. FERBEEERT , BAUTEER

o SREEBHR | BARIRIHAMEL TR,
o B BEASREEAORTELEA.

5. 8EF T4, HNEERFARE.

6. ZFATH  ERBRINTE, MRAN—AFEERE  BIUSEFHMTE.
SR FARBENIREST , ESESHE 7 LT HMgEHF A0 ERR.

BE i0OSiRE
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XenMobile Analyze Manage Configure o 2\

admin ~
Device Policies Apps Actions ShareFile Delivery Groups

- i i x

Profile Removal Policy ~ Policy Information
This policy lets you remove a profile for iOS or Mac OS X from a device.
1 Policy Info Profile ID* This field is mandatory. -
2 Platforms Comment
b i0S

» Deployment Rules
Mac OS X

3 Assignment

FLEDATRE :

o BLEXfF ID: 73R+ , BENARFECEXH ID. WFEBAMATE.
o &Ik BTG,

ALE Mac OS X & &

XenMobile Analyze Manage Configure

Device Policies Apps Actions ShareFile Delivery Groups
H i i x
Profile Removal Policy ~ Policy Information
This policy lets you remove a profile for iOS or Mac O5 X from a device.

1 Policy Info Profile ID* This field is mandatory. -

2 Platforms Deployment scope User 7 05X 107+

10S Comment
3 Mac OS X

» Deployment Rules
3 Assignment

AU TERE :

o BCEX{F ID: 7E3RT , HENARFECEXH ID. HFEBAMATE.
o MELE : 7E3IRT , BEAFEAL. HAMEAR,. HERILERT OS X107 RESMRA.

o &Ik BTG,
7. BCEERE AN
8 B T—%. WERACEXHMERFRESBECTA.
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XenMobile Analyze Manage Configure # N\ admin v

Device Policies Apps Actions ShareFile Delivery Groups
Profile Removal Policy ~ Profile Removal Policy x
This policy lets you remove a profile for iOS or Mac OS X from a device.
1 Policy Info Choose delivery Type to search Q Delivery groups to receive app assignment
groups
2 Platforms AllUsers Allusers
sales
105
Mac OS X

b 3 Assignment

» Deployment Schedule @

- [

9. FEFHERATATS N , AMUBENIAA , BARPEF— A Z N RO HSERAATA, EFRA SRR TN
AREFA AR IR T,

10. BIFRBER , ARBEMNTERE :

o FERPEFA , BEFFLUTRIERE , SREAERMUBEIERE ., BOAEHUATE, RGEEX |, TTHRACEH MEm,
o FERBEVIRIFEA , SERPEAfE. BUAETUAED.

o MMRBLRE , FHRLERAESS , RIEEEEE K E R,

o TERERMFE , BEEUGEERNEATNY Z AR RKE . EAEEUASGEE .

o FENMGABRMEREESY , AETFER, BIAEECAX,

=z,
TE

o BHAERE > REF[BUTECE TIHREARERPNBER THEIER. A BREMAAERT 0S & #&.
o BCEMBEIMHTAFAMA. BN ERERTHIATE , ARABRNEEERS , ERERT IOS.

11 B h R 77,
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HEIEX R E R

Nov 29, 2016
FFARZARDEES i0S MV AFEFFRY , BEF A AWHRESREXH , Apple BRUILAECE A REAF N AFEFFAE I0S & &
+iz17. WRESEREARAKCEY , BN BREFUEHITIFN | &R R,

BEEREXHNERREE , BN Apple FFR AR P LER—F2 5 , BOMIRERR FIEMFTA 0S ®#& _EKAT
FEEREXANIHBANY. REIHBPAMUSREBREXFOE R | CRIRESNAREEERNN BREFRE.
PIRRAR - BERTFHMA A ARRERRENM , SEEHRE Web A EHETEMRIR. XLMRAFTRTT , BF
S, RATER PN FEM R | 3R Web [P TRIEBRECEXH , ARBHTRK.

RELEREXAFAER , ZARE XenMobile (& Rk IIRMBIFERREX 4. ELENBHFRAIIHINE S
ENHHERPRE LTERFNREH , Xk , AFRRMBREF , B HITIHER.

AR EBESHEHEB N , WIREBEREX . BXHAEE S Apple FFRA Rk L Creating Provisioning
Profiles (RERERBEH) .

1.7£ XenMobile #=HIa s , AHACE > WHEKRME. PR BI/RR&5RIE .
2. BATHERAN,  BURDR B RES NSRS T .
3.RFEZ  ARENARFTH , ATESREXMSH. WK RESIE X RIREETM.

Device Policies

Provisioning Profile Policy Information x
Policy This policy lets you upload an iOS provisioning profile.
Policy Name

Description

4. FERBISEEET , WALTER

o SREEBHR | BARMEMIMAMEL TR,
o UiBH : (AE) BEARBEHNRAA,

5. B F—#, WAHEIRIOS FAEERm.
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XenMobile Analyze Manage Configure & % admin v

Device Policies Apps Actions ShareFile Delivery Groups
Provisioning Profile Policy Information x
PO"C)F This policy lets you upload an i05 provisioning profile.
i05 provisioning profile
1 Policy Info
2 Platforms
» Deployment Rules
3 105
3 Assignment Back BRTTE

6. FLEM T RE :
o i0S BERFENM : BN ARSMBIRIANESEEFAIAENME | TR,

7. ECERREALN e
8 AL T—H. WA ERERACEI RIS ECRE.

XenMobile Analyze Manage Configure & A admin v
Device Policies Apps Actions ShareFile Delivery Groups
Provisioning Profile Provisioning Profile Policy x
PO"C)! This policy lets you upload an i05 provisioning profile.
Choose delivery Type to search Q Search Delivery groups to receive app assignment
1 Policy Info groups
AllUsers Allsers
2 Platforms sales
i0S

b 3 Assignment

» Deployment Schedule @

9. FEFEHERATATS N , AUENIZAA , A RPEF A Z N RO HSERATA, EFRA SRR TN
ARFH AR IRF.

10. RITEREVTRI , ARECETRE
o FERPEFA , BETFLUTRIERE , SRS RUBRIERRE . BOAEHUATE, REEX |, THRACEHAMEm.
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ERFE RN, BERIERE. BAERUAAED,

WRBGRE  FRETHAES , AJekEEE ) B FedE,

FEREFRMFY , RESOERN S RGNS ZARMERME . BIAETNSRERE .
TEMIRA B RNERRBE S |, AETTEk. BIAETUAX.

FE

o BHERE > RFE[BUTECE TITREARERPNBER THEIER. A BRAEMAERT 0S & #&.
o BEEMBEVINTBEFAMA. SN ERERTHIATE , ARKRBRNEEHERS , ERERT 0S.

11 B H R 77,
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MR & & B B AR R

Nov 29, 2016

FATUE T R & R MR iOS BERERLEXH. AXESREXHIFMESR , BSRMNESLLE .
1. 7£ XenMobile =55 , BHACE > RERME. MWK B/ & R R,

2. BTN, BURR B ORES 0T RNE T .

3. RTES , ARAEMGRTE , fEMRESREX M. K ERESRICEXHMERFREE .

XenMobile Analyze Manage Configure £ %, admin v
Device Policies Apps Actions ShareFile Delivery Groups
Provisioning Profile Policy Information x
Removal PO“CY This policy lets remove a provisioning profile from an i05 device.
Policy Name™
b 1 Policy Info
Description

2 Platforms

I0S

3 Assignment

4. FERBEEERT , MAUTEER

o SREEBHR | BARIEIHAMEL R,
o Ui : (ANE) BEARERAOULEA.

58I TF—¥, WAKERIOS FETA.

XenMobile Analyze Manage Configure # % admin v
Device Policies Apps Actions ShareFile Delivery Groups
Provisioning Profile Provisioning Profile Removal Policy x
Removal po|icy This policy lets remove a provisioning profile from an iOS device.
i0S provisioning profile® Select an option -
1 Policy Info
Comment
2 Platforms
s i0S » Deployment Rules
3 Assignment

6. LA TRE :
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o i0S BHAMENH : 3R F , AL EMBFNESRBE .
o FIE L, FMEE.

7. BLEBRE AL v
8 BIT—. MW ERESACESHBIRRSRRE S BT,

XenMobile Analyze Configure
Device Policies Apps Actions ShareFile Delivery Groups
Provisioning Profile Provisioning Profile Removal Policy x
Removal PO“CY This policy lets remove a provisioning profile from an i05 device,
Choose delivery Type to search Q Delivery groups to receive app assignment
1 Policy Info groups
AllUsers Allusers
2 Platforms sales

i0S

3 Assignment

» Deployment Schedule &

o [

9. FEHERATAT A , MAUEHRIANA , AR PEF— AR Z N RO HSERBPIAA, EFRASRER TN
RREFH AR IRF.

10. RIFBER , ARBEUTERE :

o FERPEFA , BEFFLUTKIEE , kB RARRIERRE . BOAEBUATE. REFEX , TTHRACEH AT,
o FERBEVTRIFA , BTSN/, BOAETUAED.

o MRHBERE , FHREERAERR , RIEEFEIE KB RIAE,

o TERPERMFY , BESUERNTAT(NY ZAIREERBE, BAEEUASER .

o TENIARBRMIEREESA , EITER. EOAEHUAX.

EE

o EARE > RFE[BUTEE TIHAEATERANBER TILEINER. M BREMAAERT 0S & #&.
o ECEMBZEVTINTAFAME., BHMNESERTHIAEFYE , AAR BRANEERERS , EXERT IOS.

11 B R17.
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(RSELE-

Nov 29, 2016
‘fw(— XenMobile FIRAN—/MER SRR |, 25547 Windows Mobile/CE #1i0S 6.0 SE SRAKIEEIEE L/ HTTP 18K
B, REEASNMREHE—12B HTTP IHKE,

AR EREHRRE AT, BFHHEERESL R HTTP RIEMATE I0S REREAXBEEN., HBXFEMAEE  F2REH
Apple Configurator ¥ i0S & B T2 UWEHR,

1. 7£ XenMobile I=H| G+ , BAEHECE > &&ERME. MR ERRE R TN
2. BRI, AP BRI RS SEAE,
3. ATES , AREMKIRBER N , SAERIE. EPEESR Proxy Policy ((IE5kEE) TWH

XenMobile Analyze Manage Configure # N\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
Proxy Policy Policy Information x

This policy lets you configure a single, or global, HTTP proxy to be used by all apps that send traffic through HTTP. For iOS, the

i policy is available for i0S 6. You must also set the i0S device into supervised mode.
b 1 Policy Info

Policy Name ™

2 Platforms
Description

i0s

wWindows Maobile/CE

3 Assignment
9

4. FERBEEERT , MAUTEER

o SREEBHR | MIARIEIHATEL TR,
o LA : PR A SRR A,

5.8ET—H, WA BRERTATE.

6. ZFATE  ERBRINTE, MRAN—AFEERE  BIUSEFHMTA.
TR FARBOARESR , EEHLR 7 LT HITREN T A0EHEAL,

BCE i0SiRE
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Device Policies Apps Actions ShareFile Delivery Groups

Proxy Policy Policy Information %

This policy lets you configure a single, or global, HTTP proxy to be used by all apps that send traffic through HTTP. For i0S,
the policy is available for i0S 6. You must also set the iOS device into supervised mode.

1 Policy Info
Proxy configuration Manual -
2 Platforms
Host name or IP address for the proxy
s ios server

. ) Port for the proxy server™
windows Mobile/CE

. User name
3 Assignment
Password
Allow bypassing proxy to access captive OFF
networks
Policy Settings
Remove policy @ Select date
Duration until removal (in days)
=
Allow user to remove policy Always =

» Deplovment Rules

FLENTRE :

o RIPECE : 2 EFHHEIUNRERIEER RS LWEEEAR.
o MPEFEFF , TAREMLTRE :
o RIFPRSZRMENBER IP HbhE - BEARIERSIRMIALEK 1P Hhk, B FEAVETER.,
o IPMRSZRANHO  MARERS R[OS, HWFBAVATE.
o AF%  MAMNERSHRITIHRIERNTIER 4.
o TR : R\ AIEARS 2R T A EIE R RIS,
o RBEHAF , TURELTRE :
o f{IF PAC URL : AT EXARIFECER PAC A URL,
o AVFFETTIAVIIR PAC BYEBOEH | SR ERAVFR PETANR PAC XN EREERIBRuE. ZNAEARFF. 1
ERLERT i0S 7.0 RE ShRA,
o AFFHRAIBRAAIRHZHREIML « R RAFST RIERARZREMLE ., BUAERK.
o RIGRE
o 7EMhBRIRRE SN | B H ISR ATIR B BRI ().
o MRBHEERAH , EREHRNLUEREERIRBHA.
o TEAVFRAFBRRRIES RS |, BEHEHK. FTEFLIMAR.
o MRATHHFERNS , 7£ Removal password (HfEERL) i , AL FTHIZRD,

B E Windows Mobile/CE&E
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XenMobile Analyze Manage Configure

Domain name

Enable @

» Deployment Rules

& ¥\ admin

Device Policies Apps Actions ShareFile Delivery Groups
Proxy Policy Policy Information
This policy lets you configure a single, or global, HTTP proxy to be used by all apps that send traffic through HTTP For iOS, the
] policy is available for iOS 6. You must also set the iOS device into supervised mode.
1 Policy Info
Network Built-in office h
2 Platforms
Network HTTP -
ios
Host name or IP address for the proxy,
9 Windows Mobile/CE server
) Port for the proxy server® 80
3 Assignment proxy
User name
Password

FLEMTRE :

o WL : fEF)KRF , AEE(FANMEEE, AEANE LML, 7] FEmEsE
o FAFTE XTI ML
o FFENH Internet
o NENMAMLE
e NE Internet
o WL : FE5IKRF |, RER(FEANMEEEINY. BIAEX HTTP, T fEINEE :
e HTTP
o WAP
e Socks 4
e Socks5
o RIFPRSZRMENRER IP HuHE - BEARIERSZRMIA LK 1P Ik, B FEAVETER,
o RIFMRSG RGO - BARERSH[AIEOS. WFEANATE. BIAEX 80,
o %  MAMNRERSHRITIHRIERNTIER 4.
o G @AMAIERS /I THNRIUEA O] EEED,
o IHE  MAREHE.
o SR EEETEANME. ZNAENF.

7. BCERREALN
8. i T —b. WEPKE R Proxy Policy (k) o ECIUE.
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XenMobile Analyze Manage Configure # N admin v

Device Policies Apps Actions ShareFile Delivery Groups

. . .
Proxy Policy Proxy Policy
This policy lets you configure a single, or global, HTTP proxy to be used by all apps that send traffic through HTTP For iOS, the

] policy is available for iOS 6. You must also set the iOS device into supervised mode.
1 Policy Info

i Type to search
R e Q Delivery groups to receive app assignment
roups
2 Platforms group
AllUsers AllUsers
08 sales

Windows Mobile/CE

b 3 Assignment

» Deployment Schedule @

9. FEEHERATAT A , MAUERIMNA , R RPEF AN RZ N RO HS LRI, EERASRELGURTE
Ry FRFRFF Y CAAE (AR5 IR+

10. RITHRREVTR , ARECEMTERE

o FERPEFA , BETFLUTKIEE | sRERARRIERRE . BOAEHUATE. MREFEX , TTHACEH AT,
o FERBEVTRIFSA , SIS, BOAETUAED.

o MRHBERE , FHREHRAERR , RIEEEFEE B RIAE,

o TERPERMFY , BESERNTATNY ZAIREERBE . BAEEUAS SR,

o FENIARBRMIEERESA , EITER. ROAEHUAX.

EE

o EARE > BFEF[BUTRE T HHRIFANERANBEL THETER. HBARRERERT 0S ##.
o BCEMBEVTINTAFAME. BHMNESERTHIATE , AR BRNEERERS , ERERT IOS.

11 B R1F.
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TR AR A TR

Nov 29, 2016
Windows Mobile/CE j¥ i RFMITNAREF. Eahzs., A EmARERENEIE. £ XenMobile # , ITUE XATE
I# Windows Mobile/CE & & B RANE.

1 7£ XenMobile #=Hla , BEACE > WHKNE. MK EREERIE T,
2. BRI, AR BRI RS SIEAE,
3.RFES  AREAEXNTH , AdiEMR. HAER EHERRER(E ST,

i Analyze Manage Configure admin
XenMobile lyzi g fig # N ad
Device Policies Apps Actions ShareFile Delivery Groups
Registry Policy Policy Information x

This policy allows you to specify which registry keys and values need to be defined on the device. An empty value
means that the entry is a registry key.

v

1 Policy Info
Policy Name™

2 Platforms
Description
Windows Mobile/CE

3 Assignment

4. ERMRERERT , BALTER

o SREEBHR | BARIEIHAMEL IR,
o iR EASREEA AL,

5. 85 F—%. W% SR Windows Mobile/CE F4 .

XenMaobile Analyze Manage Configure # X\ admin v
Device Policies Apps Actions ShareFile Delivery Groups
Registry Policy Policy Information *
This policy allows you to specify which registry keys and values need to be defined on the device. An empty value
means that the entry is a registry key.
1 Policy Info
Registry key path+ Registry value name Type Value 4 Add
2 Platforms

Windows Mobile/CE

v

» Deployment Rules

3 Assignment

6. LEFRE :
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o SITERMMENEMRMSIEMRT/EXT |, FRERMIFPITLATIRE ¢

o IMFRMILIR : BMATMRTUNTEIRIZ. Bila0 , 88N HKEY _LOCAL_MACHINE\Software\Microsoft|\Windows L¥E5E
M HKEY_LOCAL_MACHINE #RjEMFRmE] Windows JEMFRMAHEEH.

o FEMRMEMBIR : BNEMFZTERLFR. Flan , | ProgramFilesDir B Z B2 R MENEMRIEEZ
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion, &R FEREZE , "B RMEMHRIMIE
MR/ EXT,

o AR IR | BEENBIELRT. ZIAES DWORD, T HiEHMELE
e DWORD : 32 i JLRFS ¥4,

o TR  {EEFTHH,

o VRFFR  TUAASHIETE (I %TEMP% 8% %USERPROFILE% ) BIFHFER1E,

o T : {EE T IHBISUE.
o B BASEMFRELIRXEMME. Bltn , ZF5E ProgramFilesDir (1A , B8N C\Program Files,
o BHFFURFEMFREE , SRATHUEAMMRFERFREE.

AR EREIEIEMER B RAAREAEBANIIRNT LS , KRG ANMSERAEERR. R BIREIASE
e, BRI IR |, SREBGHRE LS.

RYEIAEMRD , ERERARRFEASHIIRNIT LS , ARATANKMERN. EXIIF , RARRHRFUR
FEYRIIFR A THUHAARIFYIRAER.

7. BCEBPE AL v
8. I T—, WK BREMRR S ECITUM.

Device Policies
Registry Policy Registry Policy x
This policy allows you to specify which registry keys and values need to be defined on the device. An empty value
] means that the entry is a registry key.
1 Policy Info
Choose def'::ri Delivery groups to receive app assignment
2 Platforms group
Allusers Allusers
sales
#RGTE
test
b NanlAauman + Crhadnla =
Back

9. FEFHERATATS N , AUENIZAA , A RPEF— A Z AN RO HSERATA, EFRASRER TN
ARFA AR IRF.

10. RITEREVTR , ARECENTRE
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FERREFY , BEFFLUTRIERE | SR XRRLIEERE. BOAETUNTT. WRERX , THRACEHADER.
EMEVTRISSD , ATEPEAE. BROAEEAR,

MR BERE , FREENERS , AREFERER B AEE.,

ERBE &MY |, BESOERN AT Y ZAREBERME. RIAET NS IOERE .

o FEMIGASRRMEZERRES Y , dgTEk. BOAEIHUAK.

Sy=r
EE

o DHRE > RFE[BUFTEE TITEGHERPANBEIL THEIER. HLBRAERAERT 0S &,
o BCEMBETINTAFAME., BN ESERTHIAEFE , AARBRANEERERS , EXRERT I0S.

11 R 1F.
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AT SCIFIR & R

Nov 29, 2016

AT AFE XenMobile 54132 1552 3 35 5k A& AR T @Az viial B8 Samsung KNOX 1R & BT RAIANR . AT IARCE A B A3

o EA : {FAMER , LA UBFESREAXMNSHIEE (FINMARGER) | EEETHHRE. 5SS (REM CPU(E
AZE) | ERNRTXERNEE.

o S : FERAMLER , KA RUEREFIRENFE |, AEENNE (EEFAPREENINFHEATF) . EEAIFAR
SR FZAEL VoIP £1F, BEEREURERAIIFARSAFZBENSCFIHESERTEE.

AR ESCHMILIREE , WMRPITRATHRIE
o TEHRMIEH LI XenMobile Remote Support i FFEFF.

o METBRXFNARFEE, BXREMEE  FSRN AR FIRE RS KR,
o IRAT T FTIRALE Samsung KNOX JTFE X 3R & 3R H% .
o [EBX R PR & ERE N FFE IR AR SRR AN Samsung KNOX JEF2 3 F55RR% .

1. 7£ XenMobile #ZH|&9 , AHALE > WERMK. KB/ RsEReE .
2. BTN, BURPR B RAR TSRS X VEAE.
3.RIFES , AREMEVIRAR T , ATHEREFF. P E R Remote Support Policy (ITFESTiFikRE) WH

Device Policies

Remote Support Policy PO"CY Information x
policy lets you enable premium remote support on Samsung KNOX devices to let administrators troubleshoot devices
remotely.
Policy Name™
Description

4. FERBISEEET , WALTER

o RERAFR : BARMAMRELTR,
o UiBH : (AE) BEAREEHNRAA.

5.5 F—%. ¥ E R Samsung KNOX & 15 EWH.
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XenMobile Analyze Manage Configure £ X admin v

Device Policies Apps Actions ShareFile Delivery Groups
- i i ®

Remote Support Policy Policy Information

This policy lets you enable premium remote support on Samsung KNOX devices to let administrators troubleshoot devices

remotely.
1 Policy Info

Remote support @ Basic remote support

2 Platforms Premium remote support

9 Samsung KNOX
» Deployment Rules

3 Assignment

6. FLEM T RE :
o EREXHF | EREAERIFUNSREREIF. MAREARSERIH.

7. ECERREALN v
8. B F—4#. WA EIR Remote Support Policy (If2iFskig) sMACRE.

XenMobile Analyze Manage Configure £ A\ admin v
Device Policies Apps Actions ShareFile Delivery Groups

Remote Support Policy Remote Support Policy x

This policy lets you enable premium remote support on Samsung KNOX devices to let administrators troubleshoot devices

remotely.
1 Policy Info

Choose de:;umry Dype to search Q Delivery groups to receive app assignment
2 Platforms aroups
Allusers Allusers
Samsung KNOX sales
RG

b 3 Assignment

» Deployment Schedule &

9. FEEHERATAT A , MAMERIMNA , RS RPEF— A HZ N RO HDERBIITA, EFRRASRERTERRY
RS BEAASRT.

10. RIFBE R , ARBEUTERE :
o FERREFM , BEIFRLUTRIEE | SKAEKABRIERRE . BONEHUATF. RERRK , THRECEHMEMR.
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ERFE RN, BERIERE. BAERUAAED,

WRBGRE  FRETHAES , AJekEEE ) B FedE,

FEREFRMFY , RESOERN S RGNS ZARMERME . BIAETNSRERE .
TEMIRA B RNERRBE S |, AETTEk. BIAETUAX.

FE

o BHERE > RFE[BUTECE TITREARERPNBER THEIER. A BRAEMAERT 0S & #&.
o BEEMBEVINTBEFAMA. SN ERERTHIATE , ARKRBRNEEHERS , ERERT 0S.

11 B H R 77,
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Jan 06, 2017

You can add a device policy in XenMobile to restrict certain features or functionality on users' devices, phones, tablets, and
so on. You can configure the device restriction policy for the following platforms: iOS, Mac OS X, Samsung SAFE, Samsung
KNOX, Windows tablets, Windows Phone, Amazon, and Windows Mobile/CE. Each platform requires a different set of
values, which are described in this article.

This device policy allows or restricts users from using certain features on their devices, such as the camera. You can also set
security restrictions, as well as restrictions on media content and restrictions on the types of apps users can and cannot
install. Most of the restriction settings default to ON, or allows. The main exceptions are the iOS Security - Force feature
and all Windows Tablet features, which default to OFF, or restricts.

Tip: Any option for which you select ON means that the user
—aan

perform the operation or use the feature. For example:

e Camera. If ON, the user can use the camera on their device. If OFF, the user cannot use the camera on their device.

e Screen shots. If ON, the user can take screen shots on their device. If OFF, the user cannot take screen shots on their
device.

1. In the XenMobile console, click Configure > Device Policies. The Device Policies page appears.
2. BTSN, BURHR BRI A0TSR TUE
3. PRSI, LUEPR BIRER) Policy information (SREZ(SE.) .

Device Policies

Restrictions Policy Policy Information x
Thisp rom using certain features on their devices, such as the camera. You can also set secu rity restrictions, as well as restrictions on media content and on

1 cannot instal

Policy Name

Description
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4. FERBEEERT , RAUTEER

o RERAFR : BARMAHIREL TR,
o Ui : BRI AEEA,

4 BETF—H, WA EBIREIEFS T,

5./ FATH , EFEFMK—IHZNFE. AF, BUUERSMETFARNRREE. £ FTaRSHEY , fREBEE
BHCAK , ATRBIMERDIRE. BRIEFERA , BUBARE R EREIIEE.

ANSREHE

iOS |, ALEXHRE

Mac OS X , BLEXLRE

Samsung SAFE , FE XENEE
Samsung KNOX , R & X L& &
Windows Phone , Bl & XE4RE
Windows Tablet , BiEXLNRE
Amazon , BLE XL E

Windows Mobile/CE , ECEXLEE

BETFARSG , ESRARERDSER 7 AT AR E T & R E AR,
RGEFRIOS , ATARCEI T RE

XenMobile Analyze Manage Configure # A admin v
Device Policies Apps Actions ShareFile Delivery Groups
Restrictions Polic