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XenMobile 10 combines the App Controller and Device Manager components from XenMobile 9 and earlier versions into a

unified management tool from which you can configure and manage user devices and apps.

Note: The Remote Support client is not available in XenMobile Cloud versions 10.x for Windows CE and Samsung Android
devices.

What's New

For a list of fixed issues in this release, see http://support.citrix.com/article/CTX141722. For a list of known issues for
XenMobile 10.0, see Known Issues.

e Unified infrastructure. Mobile device management (MDM) and mobile app management (MAM) are unified within one
server infrastructure.

e You can deploy XenMobile faster due to fewer required setup steps.
e You can manage apps and devices from one virtual server.

e New unified XenMobile console.

e Designed with an easy-to-navigate user interface that simplifies administrative tasks, such as enrolling, deploying,
configuring, and troubleshooting the entire mobility environment.
o Simplified app and device policy configuration. You can configure one policy across all available device platforms.

e Integration with NetScaler Gateway from the same console. You can manage automated connectivity checks for
multiple systems that are part of the mobility environment.

e Beacons support deprecated. Beacons are not supported in XenMobile 10, even though their options appearin the
XenMobile console. Citrix recommends that you either connect to the XenMobile Server through NetScaler Gateway or,
from within your firewall, directly to XenMobile Server.

e Enhanced support for app authentication. Helps to secure encryption between devices and the internal network,
between the internal network and the XenMobile server, and for XenMobile console connections.

e RSA Adaptive Authentication
e Support for FIPS 140.2 advanced encryption
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&
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XenMobile Cloud is a product service that offers a XenMobile enterprise mobility management (EMM) environment for
managing apps and devices as well as users or groups of users. With XenMobile Cloud, Citrix handles the configuration and
maintenance of the infrastructure onsite through the Citrix Cloud Operations group. This separation lets you focus
exclusively on the user experience and on managing devices, policies, and apps. XenMobile Cloud also replaces the need to
purchase and manage licenses with a subscription fee.

Cloud Operations administrators handle maintenance and configuration of the network connectivity, as well as the
integration of Citrix products like NetScaler, XenApp, XenDesktop, StoreFront, and ShareFile. The Cloud environment is
hosted in Amazon datacenters located throughout the world to deliver high performance, rapid response, and support.

To get started with XenMobile Cloud, go to https://www.citrix.com/products/xenmobile/tech-info/cloud.html
IX-=r
T=
The Remote Supportclientis notavailable in XenMobile Cloud versions 10.x for Windows CE and Samsung Android devices.
e XenMobile Cloud server-side components are not FIPS 140-2 compliant

e (itrix does notsupportsyslogintegration in XenMobile Cloud with an an on-premises syslog server. Instead, you can download
the logs from the Support page in the XenMobile console. When doing so, you mustclick Download All in order to getsystem
logs. For details, see Viewing and Analyzing Log Files in XenMobile.

The architecture of XenMobile Cloud is shown in the following figure:

Customer Datacenter XenMobile Cloud

DMz m

Active Directory \_/ 1
E IPSec tunnel
IPSec appliance

Exchange Server

Web apps

External Firewall

Internal Firewall

ATRUE IS R FIERE Citrix CloudBridge s@ i {8 IR/ ONAIELA IPsec X , % XenMobile Cloud (& REEM5E B EEHIEL
BEREEMF,
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ETFHIF%% Citrix CloudBridge , &3 E https://www.citrix.com/downloads/cloudbridge.html
XenMobile Cloud ¥ &
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Cloud (AREZ AL #ETF Citrix Cloud Operations H4MBR T EMEEMNFTERE , AIEEE.
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B, mAAEFERSENEREBRET ARTEBTR.

BE. MEFEREFEAREESETAMANERER A Windows Mobile/CE R&KIThEE. A H Cloud Operation
2B4%H,

FRTRAE FRROA S BRI | 1B B R G X LROAS BE XINTREZ SMAFEAERE RS hRERIIRIARFHT A~
e,

AR ENES A, (FERFEA) 3 Active Directory 28 (WWARHIETH A AR MEKAIR) . WRBABTZD
Active Directory £8 , RIFTEARIR&FFER , DUE SGX A FIOAER, 6120 , 215R ADGroupA A AE TR ETE ik % , ADGroupB
RFATUER R TR %, RNIRIN BT XM NMEM A P IESRMERRETE M R THRE .

EE  AMAFAUINRE 1A E.
AJRA{E A XenMobile F(¥) RBAC ZHREHRITA T4 :

o RIEHAA,
o BARMEIBEA,
o MAMAFNECHE.

AT AAECLAT /4 ¢ Citrix Cloud Operations £Bis#t 3R _ R FTE A,
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& RE AR 2R Cloud B R IT EH 57

=1 w’E ActiveSync Gateway IT &I 5

A& wE iOS VPP T B 5

. B EE tipwE ;Ioku;\ B RFIT B AR AL
i aE 2628 FR ;Ioku;\ SRR 1T B AMREAS
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AicE wE LDAP IT EH &R

AicE wE RIE& TR T &1 5

FF XA RIS A Cloud & RFAFXASFFA R

fcE wE iOS Device Enroliment Program IT &IE R

AicE wE BRI AR IT S 5

ACE w’E Samsung KNOX IT B R

%=1 w®E XenApp/XenDesktop IT &R

& wE ShareFile IT &R

XFF S HERER Cloud EHE RFHXASHFA R

XFF SRk Bk Bl Cloud & RFARXASTFFA R

XFF 24 Java N7z B Cloud &1 RFASFFA R

e =13 N IT EE R

FTURS Vs E NetScaler Gateway {X Cloud &1 R IT IR R
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XenMobile = & & HEFIETR

May 05, 2016
TEERT B & mE AR MR E&IHTINE A B FiEsK XenMobile =3RS SN E. THGEE XenMobile =
B, XenMobile =iz EHIBAGR LSBT N[ THENFAE |, AR % (> XenMobile =R % E/EE1TEREIEMITR.

. ) Complete and submit the
Request a XenMobile Receive a welcome PIete o
) > » enterprise connectivity
Cloud instance message ) o
settings to Citrix
k4

Complete user Hold kick-off meeting Receive email with XenMaobile
testing with your |« with the XenMobile |« console logon details for the

devices Cloud Operational Team XenMaobile Cloud instance

Citrix FE AL XenMobile iR AR, BE , TEHEFLBSIEAERAEER XenMobile =HAtLEMIEREE/A T AR
%, 5040 Active Directory, EEERTENS , ALK XenMobile =B MIF AR,

XenMobile = IPSec @i

] L {# A XenMobile Enterprise Connector , X2— IPsec & , ¥ XenMobile =ERELEM ST IREFIERE |, FlA0
Active Directory,

BUF Amazon Web g% Web ik e 3IHi ) IPsec IXEIBIEE AWK , 323F XenMobile =fi#iR 7y
X : http://aws.amazon.com/vpc/fags/, RENEN“R) : AT BRI X% &i%H Amazon VPC ? "E84y , TREISESHM
FESTER

=7
e

AMRAEH] IPSec MR ARLECHAERSIZRS | IPsec MXATRETHEAT XenMobile = , (BIREFMHRE RISTLEK , FHFATTREERKEERE
FEAIFF IPSec W RAEAFEIRITR.

ZH) IPSec MXFRABEZNECABHMAIE IP st | I H it R aEE MR (NAT),
TERRT 2L XenMobile ZfRRFARPELE IPsec BIE , (FHIBT &FnIEREEEN AT RS
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53 ICMP
Domain Name I
server (DMS) | :

1
« -
TCP 443,

Internal Certificate Autherity 1
1

TCP 443!
Exchange Server !

DMZ

Supported
IP5ec
gateway

1
1
1
mmm|, I
]
EEm Tcpaﬂma.

4—— UDP 500 IP protocol 50 ICMP —

XenMobile Cloud

TCP443

X¥enMobile Cloud has a dedicated
network and instances per
customer. The instances are
assigned a private IP address (from
an x.y.z 024 subnet provided by
the customer).

Web apps E
=% E
TCP 383, 535 g
3268, 3269 z
ICMP | =8
Active Directory | §
] =
_UDP 1812 i ET u_é
RADIUS | EE E
TREIRT XenMobile ZEEHKIB(EFIEOEK , BFE IPSec BEEK,
pi B#x X ¥HH BEA
SMER (Gh%%k) BhGE - AvhHELN
XenMobile = (AWS) 2 1 |IPSec R UPD 500 IPSec IKE AtE.
IPCSEC VPN 1 g\ 3t
IP H#bhit
XenMobile = (AWS) & IPSec k& IP #MYX 1D 50 IPSec ESP 111X,
IPCSEC VPN 1 g/ 4t
IP it
XenMobile = (AWS) & IPSec &% ICMP ERTHERSR (FTAERE S
IPCSEC VPN 1 /0t %)
IP H#bhit
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SN (1h%) B - HishRn

2P DMZ FM XenMobile = (AWS) | UDP 500 IPSec IKE fiE,

IPSec VPN 1 /04t

IP Hhfik
% 7 DMZ F W XenMobile = (AWS) | IP ##1¥Y ID 50, 51 IPSec ESP #MY,

IPSec VPN 1 /a4t

IP itk
% DMZ FW XenMobile = (AWS) | ICMP ERTHEARR (FTAERE A

IPSec VPN 1 /01t %) .

IP Hhfik
PIEBRA K3 - ASHHLRY
FEAMATIE /24 2 FPBARFOFMA | TCP, UPP, 53 DNS fig#fr.
BT 2 %8 DNS fR%-28 ICMP
FE AT ISE /24 & PRURR T LDAP(TCP) 389, 636 | 1EFTHF Active Directory S35
BT 2 Active Directory 3% AR SHIgdE 38 B R &,

. 3268,
i2s
3269

KRR RTIRE /24 B PR O K ICMP ERTHERR (TSRS R
& PR 2 Active Directory g% BElkk) .

H2s
FERARTTEE /24 & PEERT O SMTP (TCP) 25 A% : 3EATF XenMobile B FHF4-IE
& AW 2 Exchange Server 1.
RAEFARIAT R ER /24 B PR O] HTTP, HTTPS | 80, 443 Exchange ActiveSync , T
& TR 2 Exchange Server (TCP) ActiveSync B NR& K IXE
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XenMobile =EAlizER (@IL IPSec
®iE) , BARXZE Exchange Server
BHE R

MR A FREHIET Internet 504
ActiveSync FQDN &5 , MAEZE
i XenMobile IPSec @iE & %E
Exchange Server , IR FEZE(FA.
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BRIES AT MR

M , XenMobile %14 | BFAFM 2

FFERARIPT I /24 N RFEFFARE2S , 61 | HTTP. HTTPS | 80. 443 J&iT XenMobile IPSec i@ iE )\ i
BT 2 40 Intranet/Web R (TCP) BaInZ&350E) Intranet /KN A2
%25, SharePoint i F$as. TEBESMNAREFRS
FEE. SARIER AGERLS |, RIEHARAN
RN ARFAFRNEAS (8% A
A 80 F1/gk 443) .
KIEFAMTTEEE /24 PKI fRS-38 (tnSR(# HTTPS (TCP) 443 A% (AT XenMobile POC) :
B PFR 2 R PKI) L
AT AR IS #E XenMobile = A
e SAHD PKI BEREEEM (5140
Microsoft CA) Z[EEIZBEM , IE
1£ XenMobile iR ZANEREILET
MEPHSARAIE,
FKIFERATTIEE /24 RADIUS BR%5-2% uDP 1812 a[i% (RFTF XenMobile POC)
B PFm 2 i :
AT A Atk 72 XenMobile fig ik
ENEBELNEZFHRE.,
EBBA A3 - Hish AL
NEB% P F KMEAWETKE /24 | TCP 4443 XenMobile = ZRfiZEHIT K]

XenMobile App Controller (MAM) %
wAE.

1408 XenMobile =32f5IF0 IPSec ZA#47E XenMobile =EALLEHFHE SR , N XenMobile =HIFAIE .

2REAM /24 FW , AR SEERERTRE , 5% FRIRTOTRNEFRARSSE | aTKE.

R EITRIERZE XenMobile Mail Manager 8% XenMobile NetScaler Connector FBFA#HLE, F I IE

PRI R & _E WAL F B R FuniE LT B ER A TRE)

XenMobile Apple APNs IiF$

 BBRUTHIINESK.,

(Bign , BRIEERAVFFE

WNRAEITEIET XenMobile ZEFEEIR 10S %% , WEE(FFH Apple APNs iFH, V7EERE XenMobile =R R Z BIAER
WEE., X5 | ESEEK APNs IFH,

WorxMail for iOS X B AMED

AR BISAK WorkMail BRE(EFRHEIRIBAN , KA i0S WorkMail #EX @& S — Apple APNSIEH. BXRFHEE  F2

WorxMail foriOS fEE B 4.
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XenMobile MDX Toolkit

MDX Toolkit —INRAFEFTEHEA , BTN AREFARIFHAT XenMobile 1. MREFTBNAFERF , #I70 Citrix
WorxMail, WorxMail, WorxNotes, QuickEdit & , NFEEZRRE MDX Toolkit, BRFEHEE , FEH<T MDX Toolkit,

WMREFTE I0S AR , NFEF A Apple FFRBIK FREAIZNLER Apple HERCE . BXRFEMEE , HS M MDX
Toolkit A4 Z sk Apple FFA &K~ Web s,

MREITEIEAT Windows Phone 8.1 & &EHIN R , B A EK,

mre) Windows Phone it XenMobile Bah & INThEE

R E(F AmE Windows Phone 8.1 ) XenMobile BahAITNEE |, EMHREABTRRN/ALL SSLIEH., BXRFMAGEE
55 %1E XenMobile % FF Bsh A IABIT R FiES .

XenMobile =% &

XenMobile =figR 7 RME A543 XenMobile FZEHMFEIR Web iH)4. X, RARKESE (520, REGEE, ¥
FH?F;J% I REEHE) KT A RS54 XenMobile ERZ AR, 7 ¥%1E XenMobile ﬁ%IJAEPAEEF BREFMEENE
, ’85% XenMobile I=HIA NI T,

. \ « \
XenMobile & & 7E
BXRERATAREREFEH XenMobile JEHERKEE | BRI AEE .

XenMobile ¥

B XUAFE XenMobile 125 & FIRISTHF R ESHIFAES | ES Y XenMobile STFFAIZHR,
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XenMobile X FFHF#%sFE

May 05, 2016
155K XenMobile =3RHIfE , IREFE , ATRAFFAAHF Android, i0S 1 Windows FE&AMIF#ESE . TREATERNINERL
REFEF |, BB EERFEEAFENME , DUFEEBLE XenMobile 6| AFEEERENER.

BEE , XEESRH 24 XenMobile = RS I RN TEB SO ERN—E9. BRFEMEE | 155 XenMobile =44
& 5MFNETE,

Android

B Google Play &8, BAXRFEMEE , 1555 Google Play Getting Started with Publishing (&% A7)

Al —~ Android for Work AIEJ\II}&F BREMEE |, £8 Managing Devices with Android for Work in
XenMobile (#£ XenMobile F{gF3 Android for Work ZEi& %)

BT Google WIEERIZAZ. BXRFMEE |, 1S Verify your domam for Google Apps (REZH Google N FAFEFF
1)

)=1i: API F¥7 Android for Work g1 —/MRSIK . BXRFEAMEE | 1525 Google for Work Android,

i0S

o AIEE—A Apple ID FIFFEFHIKF, BREMES , ESH Apple Developer Program (Apple FF&#&itX) Web i,

o DIE— Apple #EBANIRS (APNs)IFH, BXEMESE , 52 Apple Push Certificates Portal (Apple #:3%3F$5(]
).

o A —A Volume Purchase Program (VPP) A8] 4k, BFXRFMEE , S Apple Volume Purchasing Program,

Windows

o BIEE—A Microsoft Windows Store FFAEBIK A, FXRIFEMSE , 15SH Microsoft Windows Dev Center (Microsoft
Windows FF&=(>)

o #RHEL—/™ Microsoft Windows Store Publisher ID, BXRFMEE , FS[F Microsoft Windows Dev Center (Microsoft
Windows FF&=(>)

e M Symantec FE—MWAFH, BXRFEMEE , 1ESH Microsoft Windows Dev Center (Microsoft Windows FF& =
) .

o BIE—/NAREFIMASRE (AET). HFRFEMEE |, BN Microsoft Windows Dev Center (Microsoft Windows FF& =
M) .
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RGLEOK

May 05, 2016
Eiz1T XenMobile 10 , FEHE L TRIERAGEK :

o PUTFHA—Fh:

e XenServer (TIFHUARA : 6.2x, 6.1x 8 6.0x) ; HFEMEE , ES Y XenServer

e VMWare (S#FA0ARA : ESXi4.1, ESXi518 ESXi55) ; BXEMEE. , 55 M VMware

e Hyper-V (#FMkRA : Windows Server 2008 R2. Windows Server 2012 & Windows Server 2012 R2) ; <145
2, &5 Hyper-V

X AZA IR ES

PN B CPU

4 GB RAM

50 GB £ %5 8]

1 AREEMATHTEER

o MUAZALIEZS
¢ 8GBRAM

NetScaler Gateway RErEsK

E7£ XenMobile 10 #3517 NetScaler Gateway , EEi#E U TRIKRGEK :
e XenServer, VMWare 2 Hyper-V

PR CPU

2 GB RAM

20 GB #i# == [d]

R FES Active Directory 1815 , XHEFEARSIK,. KR FABEAFNZEAIR.
XenMobile 10 EIEFEESK
XenMobile ZZi&FEZE K Microsoft SQL Server ¥R FEEM T XAz — 51T -

Microsoft SQL Server 2014
Microsoft SQL Server 2012
Microsoft SQL Server 2008 R2
Microsoft SQL Server 2008

Citrix XenMobile 3Z#F SQL AlwaysOn =] FIME2E 1 SQL B ASRINBE FES AT Atk . Citrix R3ZHFASK XenMobile ¥z s
o] MM THIR SR . FKITIFE MS SQL BEME RT3/ T sk T HaE X ™ E REUEE= 7 Att.

FEE  MRPEEEATRAIRE , Device Manager A E) 3k B IR HHEMIEEHR 1 ARS: , B4 Device Manager AL F AR
.

/Cro

Citrix FWGEFE{FE A Microsoft SQL, PostgreSQL A&7 XenMobile 1 , 3 H WANENAMIEH A T2 # A,

EE  EMIRERT XenMobile i SQL Server g5k 7 AF DBcreator AR, X SQL Server fRFIK FHIFMER | 18
£%) Microsoft FFRA MLkl PRI IRE (IXLe4EHTER SQL Server 2014 MAXEE. MREERMNEHMRA , 1§
MW EARARAF R EF RS 2R A)

o JREZFELE - ARSI/

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.35
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e FE Windows BREHK A FNAR
o REHREANAE
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XenMobile 3885

May 05,2016

AR T F 45 XenMobile LRI ANRA | BRI R X LA 4 AR AE—ifE | 433F NetScaler Gateway AR T3¢ Worx s AR T, BLEM5 % MDX Toolkit AN,

FEM AR BB PIR IR

e XenMobile 10.x

e XenMobile 9

o Device Manager 8.7.1 1 App Controller 2.10
o Device Manager 8.6.1 #1 App Controller 2.9

XenMobile 10.x

FFH) NetScaler Gateway hR4s :

e 110.64.x
e 10.5x.e
e 10.5x MR
e 10.1x.e
e 10.1x MR

XenMobile & BB R BRI THRAMESK

o SHEThRAN) Worx Home #1 MDX Toolkit 55 #TARA#) XenMobile fR 5525 ARAZARA 2 BTN RFTARAEHRS .
o SHThRAN) MDX Tookit BURIZARA Z BTEIBI M HThR A ST HRHTHE AN Worx Home 1 Worx B FFEFF A .

ERBFETIEE. BEFRREN | Citrix BIERERHIRAM MDX Toolkit, Worx Home #1 Worx #a)1 FRF2 F ARG St E RS .

EFBFIETIEE. BEFRIEN | Citrix BIERERHIRAM MDX Toolkit, Worx Home 1 Worx #a FBFE ¥,

Compatible Worx Home versions

MDX Toolkit for iOS and Android versions

1035

1031

103

1021

10.0.7

10.0.5-10.03

Android

1035

1031

103

1021
103
1031

10.08

10.03

ios

1035

1031

Not applicable

1021
103

1008

1003

MDX Toolkit for Windows Phone

Compatible Worx Home versions

10.0.7 10.03
10.0.5-10.03 10.03
10.0.0 10.00
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http://docs.citrix.com/zh-cn/xenmobile/10/xmob-system-requirements/xmob-10-understand-compatibilitymatrix-con.html#861

=z
t=

10.0.3 Z#Tf Worx Home FRAHER , (BRZHF.

XenMobile 10.x FF F#&F It i) Worx Mobile Iz FIFEFARA :

* RN RRFERTHEFA.

https://docs.citrix.com
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App Android ios Windows Phone 8.1/10*
Worx Home 1035 1035 10.03
1031 103 10.0.0
10.21 1021
10.0.8 10.0.8
10.0.3 10.03
10.0.0 10.0.0
WorxMail 1035 1035 10.2
103 103 10.0.7
10.2 10.2
10.0.7 10.0.7
10.03 10.03
10.0.0 10.0.0
WorxNotes 103.5 1035 *
10.3 103
10.2 10.2
10.0.7 10.0.7
10.0.0 10.0.0
WorxTasks 1035 1035 *
103 103
10.2 10.2
10.0.7 10.0.7
WorxWeb 10.3.5 1035 10.2
10.3 103 10.03
10.2 10.2
10.0.7 10.0.7
10.0.3 10.0.3
10.0.0 10.0.0
QuickEdit/ 12 593 *
WorxEdit
11 591
101 58
10 57
ShareConnect/ 31 25 *
WorxDesktop?
3.0 24

p.38




25 23
ShareFile (Worx apps)? 398 3213 *
397 3212
396 3211
Citrix for Salesforce * 10.2 *
10.0.7

1

Windows Phone 10 7£ XenMobile f§%52§ 10.1 ERZ 4 .

2ZERHARR AT , QuickEdit i Worx FR4<4 ) WorxEdit , ShareConnect f] Worx 444 3 WorxDesktop, MDX F13E MDX RAINZE R A MHEMLFR : QuickEdit 1 ShareConnect,

3 FTHITUABE—/ 2t ShareFile Worx for i0S i , ZhEABE 5FFRM StorageZones

MBI

XenMobile 10.x STFFLLTF i3S :

Internet Explorer*
Chrome
Firefox

Hahik& LRuM Safari , BT ARBBREIIS.

XenMobile 10.x SHEHFARAHIN SR AR YRTRAHMET— MEAFER.

*XenMobile 10.x A3 #F Internet Explorer 9 K& BERARAS,

XenMobile 9

XenMobile 9 433E Device Manager 9.0 1 App Controller 9.0,

X FFH) NetScaler Gateway hRA :

11.0.64
105.x.e
10.5x MR
10.1x.e
10.1x MR

XenMobile % FufRAAAE R R AT HRAMEK

HTARAR Worx Home 1 MDX Toolkit S&/EFMRASK XenMobile AR %2534 .
FORThR AN MDX Toolkit SERHFTARAMN Worx B AFREFHA.
FHARAR MDX Toolkit SELTFARAH Worx Home 3% :

HEEm.

MDX Toolkit for iOS and Android versions

Compatible Worx Home versions

Android ios
1035 1035 1035
1031 1031 10.3
103 103 Not applicable
1021 1021 1021
103 10.3
1031
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10.0.7 10.0.8 10.0.8
10.05-10.0.3 10.03 10.03

MDX Toolkit for Compatible Worx Home
Windows Phone 10! versions

1035 1035

103.1 103

10.3 103

10.2 10.2

1in XenMobile 9, Windows 10 requires a patch, available here.

MDX Toolkit for Windows Phone 8.1 Compatible Worx Home versions
1035 1035
103.1 103
103 103
1021 1021
10.05-10.03 10.0.3
10.0.0 10.00
Sy =z
ITE.
Worx Home versions earlier than 10.0.3 are compatible but not supported.
XenMobile 9 supports the Worx Mobile Apps versions listed in the following table.
App Android ios Windows Phone 8.1
Worx Home 103.5 1035 1035
1031 103 10.0.3
10.2.1 10.2.1 10.0.0
10.0.3 10.0.8
10.0.0 10.03
10.00
WorxMail 103.5 103.5 1035
103 103 102
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10.2 10.2 10.0.7
10.0.7 10.0.7
10.0.3 10.03
10.0.0 10.0.0
WorxNotes 103.5 10.3.5 Not available
10.3 103
10.2 10.2
10.0.0 10.0.7
10.0.0
WorxTasks 1035 1035 Not available
10.3 103
10.2 10.2
10.0.7
WorxWeb 10.3.5 1035 10.2
103 103 10.0.3
10.2 10.2
1003 10.0.7
10.0.0 10.03
10.00
QuickEdit/ 12 591 Not available
WorxEdit *
11 58
101 57
10 561
553
ShareConnect/ 30 25 Not available
WorxDesktop!
25 24
24 23
ShareFile (Worx apps)? 398 3213 Not available
397 3212
396 3211
Citrix for Salesforce Not available 10.2 Not available
10.0.7

L8 , QuickEdit () Worx k4545 3 WorxEdit , ShareConnect ) Worx fRA<4 ) WorxDesktop, EBZERHHRA , MDX FE MDX iRAMZFRAERE , B Quickedit F1 ShareConnect,

2 THRABIE—/ #3hf0 ShareFile Worx for iOS fRZ , ZhRAFE-5ZFRAY StorageZones

FFH) NetScaler Gateway kR4 : 10.1.126.1203.e 1 10.1.124.1308.e

£F.

Device Manager 8.7.1 ¥ App Controller 2.10

STHE PSARA -
MDX Toolkit WonMail, WorxWeb, WorxEdit ShareFile WorxDesktop
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1021 10.2.1 : iOS #1 Android 10.2 : iOS #A Android 553 :i0S 3.9 : Android 3.0 : Android
10.0.0 10.0.0 : iOS 10.0.0 : iOS 1.0 : Android 3.23:i0S 12 :i0S
9.04 10.0.0 : Android 10.0.0 : Android 3.3.2 : Android 1.0 : Android
9.0.1:i0S 9.0.2 : i0S
9.0.3 : Android 9.0.3 : Android
23 WorxMail
15 :i0S
15 : Android
*% *x
WorxWeb
13.1:i0S
133 : Android
221 WorxMail
133 :1i0S
13.13 : Android
*x *x
WorxWeb
131:i0S
13.3 : Android
* MDX Toolkit 2.3 1 2.2.1 R373#F WorxNotes,
> REA
XHF NetScaler Gateway 7 : 10.1.124.1308.e
XFEFE FIBhRA
WorxMail, WorxW
MDX Toolkit Worx Home orxMail. WorxWeb, WorxEdit ShareFile WorxDesktop
WorxNotes*
9.04 9.0.1:i0S 9.0.2 : i0OS 553 :i0S 3.23:1i0S 12 :i0S
9.0.3 : Android 9.0.3 : Android 1.0 : Android 3.3.2 : Android 1.0 : Android
221 13:1i0S
*x *x
13 : Android

* MDX Toolkit 2.2.1 "3 FF WorxNotes,

>+ RER
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TR EF A

May 05, 2016
XenMobile 10.x XIFMIZITA T AR & HITENZIMEEE , BENAREFEEEE. BTFEARSMTEIEE , A2
B a# T aIRE.

BXFIRRANBIHRIERSE , Hl20 Android 4.1 F1i0S 7 , i§5: 5 Citrix SFAMAA OIS E CTX204192,
Android

XenMobile 10.3

PRI SIFHIRIERS : Android 44X, 5x, 6X

X MDM #EX T FFHIRIERSE « Android 4.1x, 4.2x, 43

Worx Home 7EE-F x86 i) Android %% _E373F MDM Thas., NWEAFRFEIR(NIEET ARM i Android %% _E7TH. 7 MDX
Toolkit 10.3 # , MDX TV FRFEFF#ER T Android x86 B & LR FF .

MDX T BN AFEFEET x64 i Android %% _E RS FF.
AT _EmSE RIRIER G F LRI XenMobile 10.3 ELE Android &0 T :

Nexus 10, 7. 5, 9

Samsung Galaxy S4 #1 Note 3, 4, 5
Galaxy Tablet 2, S3, S4, S5

HTC One

Samsung Tablet P750

Samsung S6 F1 S6 Edge

OnePlus X

XenMobile 10 #1 10.1
FTAEER ST IRIERSE : 44X, 5X. 6X
X MDM RISCFFHHRIERSE : 4.1x
Android 4.2 1 4.3 RS 3#%,

Worx Home 7EZTF x86 i) Android & & _EXX#F MDM Thae, N ARERFEIRNAEFEHET ARM B ZEH) Android & & _E7]
. MDXITERNBAFEFEERET x86 K Android & & AR,

TR _Em3 |t gk RS Rk H XenMobile 10 £1 10.1 gF£E Android ®&#0T :

Nexus 10, 7. 5. 9

Galaxy S4 #1 Note 2, 3
Galaxy Tablet 2, S3, S4, S5
Moto X

HTC One

HTC Desire, LG

Samsung Tablet P750
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AT R ENFZREEEEASHF

e Android 3.0-3.2
e Android 2.3

SAFE 1 KNOX

FEFAR Samsung %&£ , XenMobile 10.x AJEIF3ZHFFIY E Samsung for Enterprise (SAFE) 1 Samsung KNOX kg, M0
B EREIEARE Samsung Enterprise License Management (ELM) 2483k R SAFE APl , A REZRE SAFE SRERFNIRSI, =
JaF Samsung KNOX API , f&#8% Samsung ELM 254851 , ) FHFE{EM Samsung KNOX License Management System (KLMS)
3K Samsung KNOX A3,

XenMobile 35547 Fire OS 3.0 RERLRAH Amazon Kindle 184 , XLUERATE1TETF Android (IE G BERSE.
XHF HTC £ %M , XenMobile 3% HTC AP1 0.5.0, XfF Sony £ F%k# , XenMobile 37#F Sony Enterprise SDK 2.0,
i0S

XenMobile 10.3

e iOS9x
e i0S84x

Some iOS devices that XenMobile 10.3 supports:

iPhone 5, 5s, 5¢, 6, 6+

iPad 2,3

iPad Pro

Mac OS X

e MacBook, Air, Mini, Mini Retina 10.9.5, 10.10, 10.11

XenMobile 10 and 10.1

e iOS9x
e i0S 84X

Some iOS devices that XenMobile 10 and 10.1 support:

e iPhone 5, 5s, 5¢, 6, 6+
e iPad2, 3, Mini, Air, Air2, Mini Retina

Windows Phone #1 Tablet

XenMobile 10.3

e \Windows 10 Tablet
e 4 XenMobile £bF{X MAM #&E,FEF , A3Z$F Windows 10 Tablet,
e Windows Phone 8.1/10
o XF Windows Phone 10 , A% 3EM XenMobile FE T FEHREAMERF.
e ¥ XenMobile £ MAM #X, T , A33F Windows Phone 8.1 #1 10,
e Windows Phone 8.1 5 Worx Home fIZER M :
e Worx Home 10.0 (¥4 XenMobile £bFMVAEAET)
e Worx Home 9.1.0 (% XenMobile 4t MDM-only #5(k})
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e Windows 8.1 Pro Edition 1 Enterprise Edition (32 {24l 64 {i7)
e Windows RT 8.1
e Windows Mobile/CE

e % XenMobile 4T MAM #FEf , RX#F Windows CE,

XenMobile 10.3 Z3FHIE4 Windows &% :

Windows Tablet 10, 8.1

Windows Phone 10, 8.1

HTC (Windows Phone 8.1)

Nokia 920, 925, 1020, 1520 (Windows Phone 8.1)
Windows Tablet Surface Pro 3

Windows Tablet Surface 2

Windows Tablet RT

XenMobile 10 #1 10.1

e Windows 10 Tablet
e Windows Phone 8.1/10 :
e ¥ XenMobile £t F{X MAM #&E(B , A~37#F Windows Phone 8.1,
e Windows Phone 10 £ XenMobile 10.1 _t A3,
e Windows Phone 10 f£ XenMobile 9 _ES37#F , {BEMRREEM XenMobile FE U E FEHAMSAMERF.
e Windows Phone 8.1 5 Worx Home 3 :
e Worx Home 10.0 (¥4 XenMobile 4bF1bA&ETET)
e Worx Home 9.0.3 (4 XenMobile £F MDM-only #&=zkF)
e Windows 8.1 Pro Edition 1 Enterprise Edition (32 {24l 64 {37)
e Windows RT 8.1
e Windows Mobile : XenMobile 10.1 "33 Windows Mobile #&4%. MR AERKEIE1T Windows Mobile 5 Windows
CE #1&#% , WHBFHEFE R XenMobile 9,

XenMobile 10 #1 10.1 X FIER4 Windows &£ :

Windows Tablet 8.1

HTC (Windows Phone 8.1)

Nokia 920, 925, 1020, 1520 (Windows Phone 8.1)
Windows Tablet Surface Pro 3

Windows Tablet Surface 2

Windows Tablet RT

Windows Phone 7 i&it XenMobile Mail Manager #7812, AXFMEE , B3 5% % XenMobile Mail Manager,
Amazon

XenMobile #1247 Fire OS 3.0 R EBRRAMH Amazon Kindle %% , #4140 Kindle Fire Phone #1 HD 8.9 (Zen561) , XLLhRANa]
Z{TET Android REBIRIERS:. {BiEES , MDX Toolkit 1 Worx i FBF2 AR A 10.3 3 3F Amazon Kindle &%,

Symbian
XenMobile 10.3

XenMobile 10.3 <37 3F Symbian,
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XenMobile 10 1 10.1

THEE XenMobile 10.1 #1 10 ZFFHER4r Symbian &%, 7 XenMobile 10 & , AT R BN IR ZESIHEIHF :

Symbian 3

Symbian S60 5th Edition

Symbian S60 3rd Edition, Feature Pack 2
Symbian S60 3rd Edition, Feature Pack 1
Symbian S60 3rd Edition

Symbian S60 2nd Edition, Feature Pack 3
Symbian S60 2nd Edition, Feature Pack 2

BlackBerry

BlackBerry & &8I XenMobile Mail Manager #TEIE, FXRFEMEE , 1SR XenMobile Mail Manager,
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ALl

23K

May 05, 2016

BEFREMNY BREFEE%S XenMobile 815 , T B AEFITHFIEIRA. TRIE T AT H MmO,
21 NetScaler Gateway F1 XenMobile 7m0 AEIR N FIFERF

PRFTIF RSO , LAY 83T NetScaler Gateway )\ Worx Home,  Citrix Receiver PAK NetScaler Gateway 1%
FI] XenMobile, StoreFront, XenDesktop, XenMobile NetScaler Connector AR EbpNERMLE &R , 120 Intranet Web uf

o

TCP | HA B Bx
M
218k | ATRIFEAEE] FTP 8 SCP fRSF45. XenMobile FTP 8; SCP fR%-2%
22
53 FATF DNS i&#E, NetScaler DNS fR45-28
Gateway
XenMobile
80 NetScaler Gateway JEiT 55 —MHAIER VPN EHALBEINTS | NetScaler Intranet Web %
ML TR, FF{ER NetScaler Gateway #ifERET , B¥ < | Gateway
BAEMFI.
808k | ATHMZE. FIRCRHMSFHEUEA XML F Secure Ticket StoreFront #1 Web | XenDesktop &,
8080 Authority (STA) 3mH. Interface XML & XenApp
Citrix B FERizH 443,
443 NetScaler
Gateway STA
443 AT ERE URL, XenMobile NetScaler Gateway
123 BT EIFHY (NTP) AR, NetScaler NTP fR%-2%
Gateway
389 FFiER4 LDAP &, NetScaler LDAP SAKIEAR S 25
Gateway 3 Microsoft Active
Directory
XenMobile
443 FBF M Citrix Receiver %32 StoreFront zi M Receiver for Internet NetScaler Gateway
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TCP gk EHE XenApp Fll XenDesktop. B B
s
BT iE#%) XenMobile BASSIL Web, #zh#1 SaaS N FBFEFAT Internet NetScaler Gateway
4,
514 T XenMobile 5 Syslog AR %25 2 [B1fEHE . XenMobile Syslog fR% 2§
636 BT &4 LDAP &, NetScaler LDAP BAKUE RS 2%
Gateway 3§ Active Directory
XenMobile
1494 | BT E5NEMLEET Windows W FBFEFH ICA EH#E, Citrix NetScaler XenApp B¢
BIURFF IR Q4 THTIPRE. Gateway XenDesktop
1812 | FAF RADIUS &, NetScaler RADIUS SAKUERRS
Gateway B
2598 | ATERSETEMEEREINTMEE S ET Windows I FAF2 | NetScaler XenApp &,
Fr. Citrix BRI O 4T RRE. Gateway XenDesktop
3268 | AT Microsoft Global Catalog E& 4 LDAP &3, NetScaler LDAP S-SR S 25
Gateway @k Active Directory
XenMobile
3269 | AT Microsoft Global Catalog %4 LDAP &%, NetScaler LDAP B4EIFAR S 25
Gateway 3 Active Directory
XenMobile
9080 FBF NetScaler #1 XenMobile NetScaler Connector Z [8]#] NetScaler XenMobile NetScaler
HTTP jiE. Connector
9443 FBF NetScaler 1 XenMobile NetScaler Connector 2z [B]#] NetScaler XenMobile NetScaler
HTTPS iRE. Connector
45000 | ATHEEREFHED XenMobile VM 2z [EHE(E. XenMobile XenMobile
80
8443 | FBFEM. Worx Store FizhN FHREFEIR (MAM), XenMobile XenMobile
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TCp 4 %etScaIer Bir

O Gateway

w’E

4443 | PRI REIT N XenMobile 15414 . VIRl (RI%E8) | XenMobile

27000 | BT VRSN Citrix YFARERR S 2B ALR ] XenMobile Citrix ¥FRTUERR 55 2%

7279 | FIFRAFEHH: Citrix WARERBRASE . XenMobile Citrix RV RS <TIFEFF
$TFF XenMobile ¥ DUETEE £
WSRFTFF LT 5w LA XenMobile ZEMLEHIE(E.

TCP | 83 /e B#x

w0

25 FBF XenMobile BANARE-H SMTP ¥, 2N:R SMTP R% XenMobile
sEAEMIRD |, BHRAOEARAEIEZIRE .

80 #1 | 5 Apple iTunes App Store (ax.itunes.apple.com)., Google XenMobile
443 | Play (@4 80) 3% Windows Phone & FARJER I H4

NV AR SEERE. AT i0S _EAY Citrix Mobile Self-

Serve, 1&EFTF Android g Worx Home & Windows

Phone B Worx Home MKz FR JEHERX I 2R .

SMTP fR%-25

Apple iTunes App Store
(ax.itunes.apple.com)

Apple Volume Purchase Program
(vpp.itunes.apple.com)

+F Windows Phone :
login.live.com 0
* notify.windows.com

Google Play (play.google.com)

808 | AT XenMobile 5 Nexmo SMS Notification Relay z [8]&#] XenMobile
443 | k.

Nexmo SMS Relay IR 28

443 | BTRIEsh ARSI uhiEsE, XenMobile | https://discovery.mdm.zenprise.com
443 | BT Android 1 Windows Mobile #iEFIAIER %, Internet XenMobile

FF Android 1 Windows &%, XenMobile Web #=HI&F1 | PIEB LAN

MDM A2 #:5% FimfEAAIR R, A0 WiFi
1433 | AT 5 &R ERS SHEE (1E) . XenMobile | SQL Server

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.49




TCP | ViBH i B#x

236p | BT Apple #EXIBNARS- (APNs) F) XenMobile | Internet ({EA/\F IP #ihik
gateway.push.apple.com (¥R |, &RTF i0S R&B% 17.0.0.0/8 i APNs %4,
AR R RIEHEL .

2196 | AT Z| feedbackpush.apple.com i APNs HubiZEsE | i&H
T i0S R IBAANR & SRRGHELL .

5223 | BT M Wi-Fi M4 _ER) i0S %% 2! *.push.apple.com f¥ WIiFi & | Internet ({EF/A\F IP bt
APNs HuhiEsE, Lt ios 17.0.0.0/8 B APNs ZE4]L)
"B
8443 | FBF iOS F1 Windows Phone & &1t Internet XenMobile
LAN #0
WiFi

Auto Discovery Service 1EHum 1 EsK

HimOECE /R A Worx Home for Android 10.2 1%/ Android & & 8Em8 IINERM£&7]a] Citrix Auto Discovery Service
(ADS), TEIEIT ADS Rt L £ E R AERIlA) ADS IFEEE,

R ADS ERFRENER T ERAIERS . EXFMENT | AW ADS EHRHIT RIER 5.

X} J2 FRE P E E RN R s 2 LT & 5t

o Yr£ XenMobile fR 552541 NetScaler iE+5. IEBHARINMIA PEM | FHEMRZARRES , AR,
o EXR Citrix BRI RBREBREERE. EHERET , RELERERIGES.

HEEPEE B TNREE R SEKE ADS , AREHIEM. XHITMHRRNNEEEEX EERHF AL ENITERK
Worx Home BJ . Worx Home RiEMTTIEIIR] ADS (iR %, Bt , FEREMLFITIF ADS Vil Thaext B AW &EMIEE =
=,

HE77R) Worxk Home 10.2 for Android 8] ADS , 35 AL FQDN F 1P #htFTFumO 443 :

FQDN IP 3tht

54.225.219.53

54.243185.79

107.22.184.230
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107.20.173.245

184.72.219.144

184.73.241.73

54.243.233.48

204.236.239.233

107.20.198.193
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FIPS 140-2 &t

May 05, 2016
EEERRAFBLABTZAT (US National Institute of Standards and Technologies, NIST) & BB F 5S4 IEAR A (Federal
Information Processing Standard, FIPS) #§5& 7 R4 A4 F A MERER KT £ ZK, FIPS 140-2 BHARERE IR, HX
NIST JAUEE FIPS 140 #23RAFM(EE , 1§27 http://csrc.nist.gov/groups/STM/cmvp/documents/140-
1/140sp/140spl747 pdf,

BE  AJUENIA% AT 2H XenMobile FIPS 13,

AR REXRFERIMA HDX I FFER , XenMobile (X3 & EIE. XenMobile {8z AF2 FEIEH XenMobile
Enterprise 45 FIPS 3% &,

1£i0S BT T 5 58UE (data-at-rest) FEHT ¥R (data-in-transit) iNB¢4E(E B OpensSSL F1 Apple 124264 FIPS JAIE
NEER, 7 Android £ , Wi83hi%& &%) NetScaler Gateway FIFTH 5% S HIE N BIR/ER FTB 124 BUR N /B¢
OpenSSL 32 FIPS IAUEMN SRR,

Windows RT. Microsoft Surface, Windows 8 Pro #1 Windows Phone 8 _| Mobile Device Management (MDM) fIFTEERS
FAEAER P BURINEARIEE A Microsoft 34t FIPS IAUEINZEAEER.,

XenMobile Device Manager _EIBTEFSEIRFMER T IR MERVEME A OpenSSL fe i FIPS AEMERR. 5 EmA 4R
AR EE M ERIEAR S5 & 5 NetScaler Gateway 2 [RIIMNERIELE ST , MDM ST A RS EIRAHE R+ ¥R TR
EmiEmBTE R FIPS SRR,

iOS. Android #1 Windows #31i% %5 NetScaler Gateway Z [B)HIFTA (&P ¥R N B4R EE A FIPS IAMEMZEARE,
XenMobile {§ BB TIAIE FIPS #3f DMZ 354 NetScaler FIPS Edition & R X LBiRM LS, AXEMEE , B
5% NetScaler FIPS 344,

MDX [ FBFEFF1E Windows Phone 8.1 E5 3% , #£ Windows Phone 8 _E{&F FIPS 3£AMIMM%EF APl Windows Phone
8.1 _F MDX [ FF2 P T & SEUEH Windows Phone 8.1 %45 NetScaler Gateway (575 140 $uiE{d FR3X L FEF AP
TR,

MDX Vault {# i OpenSSL 3244 FIPS IAMEANZEAEIRNES I0S #1 Android %% £ MDX TR FFE F AR KEEHSHUE.
B RTTEM XenMobile FIPS 140-2 GHLFEER (BIEEESMMEN MERBKFFEIER) | 185 Citrix fARIXAR,
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XenMobile V&5 X #F

May 05, 2016
Citrix Worx Iz FiF2F#1 XenMobile 151 & 2SS HEITEMSMIES FEA. XBEIFEREFHMEEMmA | BMEN
RFEFRAA A PR EEE SN E L.

Worx iV FBFEFFE S X35
TRERT Wox i BREFEENERKES | X T5RNE S XI5,

N K N i - W& = E & W #A
'11 ﬁ = . 4da . o
AFEES R 3 R A e R E A ME E 5 &

Apple iPhone/iPad

Worx Home X X X X X X X X X X X X
WorxMail X X X X X X X X X X X X
WorxWeb X X X X X X X X X X X X
WorxNotes X X X X X X X X X X X X
WorxTasks X X X X X X X X X X X X
QuickEdit X X X X X X X X

Android Phone/Tablet

Worx Home X X X X X X X X X X X X
WorxMail X X X X X X X X X X X X
WorxWeb X X X X X X X X X X X X
WorxNotes X X X X X X X X X X X X
WorxTasks X X X X X X X X X X X X
QuickEdit X X X X X X X X
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Windows Phone

Worx Home X X X X X X
WorxMail X X X X X X
WorxWeb X X X X X X

A X Citrix FRATELSIKWIRE | ESH Citrix ZmRF00.,
XenMobile =% 88 S XIF

TERMAT XenMobile ZHIARRIPRE , K X 18MEF 7 AL,

RAPREmES L) 20' 1= BE g BENE

XenMobile =% & X X X X X
A8 ST HFENRE
TRERT SN AREFSTRES XANIIFHEL. XTERIRER BXH X FA ™ A,

App i0OS Android Windows Phone

Worx Home X X

WorxMail X X

WorxWeb X X

WorxTasks X X

WorxNotes X X

QuickEdit X X
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ME AL IT 2
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AJRAEFRAZ X RICR KA XenMobile 10 A& FAMEE. SREFHICREHBE S , FEIHERLERWAGTINRE.

BRRELRE , ESHELE XenMobile,
FARN LK T HE
AT 2 XenMobile i@ AR EEHKMNERE.

WRLFE— XenMobile 351 , IFRE— IP ik,

BCERFSRNT  BICRFRENA IP .

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

PEEFHTRE AHaiThge | Ex
wE
1ERIEFE A PSRN T2 fREAIEE (FQDN), XenMobile
NetScaler
Gateway
1B FANASHY 1P Aok, XenMobile
REE XL |P HuhESRACE R KR DU B W IR (NAT), NetScaler
Gateway
ERF MR, XenMobile
NetScaler
Gateway
1235 DNS IP #ihik, XenMobile
NetScaler
Gateway
0T WINS BR%285 IP #utit (ZnSa&f) . NetScaler
Gateway
JARIIFE T NetScaler Gateway T#14. NetScaler
Gateway
AR WIAZE FQDN, FQDN i T4BE 2 FAMERN BINR SB[/ MEL L REIJEDF . &
ATRAME A NetScaler Gateway F % ¥ m SRECE FH4.
185x XenMobile ) IP ik, XenMobile
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v Aletaeaign@pteway ERCER—/NAF IP it NEhSEaks: | iR

e NetScaler Gateway j—/"9MiF DNS 58 Gateway BB

1C3R Web RIBARS-2544 1P 3tihik, 350, RIBEXNIIR , DREEZAFL2MERD, MREEN | XenMobile

FPMEAIERS 2 XERERTEN (NREA) .
NetScaler

FE : BLE Web (RIBA F4&ET , TTREH sAMAccountName i P E{E&FR (UPN), Gateway

TCREINAMI X 1P ittt XenMobile
NetScaler
Gateway

B AL IP (NSIP) b F MR, NetScaler
Gateway

BT RGE IP (SNIP) HuhEFIF R AT, NetScaler
Gateway

IEFAEHF NetScaler Gateway fEHIIRS-28 IP #itibF0 FQDN, NetScaler
Gateway

MRBEACEZ N EIURS S , RRCFAERT AT U 1P HiEA FQDN,

1O A4 H NetScaler Gateway i[a]REE LK , NetScaler
Gateway

#l4n : 10.10.0.0/24

i\ i@t Worx Home 8% NetScaler Gateway 33t Tiz3E0t 2 (8] (K AT P36 MILE F1 R

B (FpBEREAIE) .

TR XenMobile fR%-2§. NetScaler Gateway. 4MEB Microsoft SQL Server 5 DNS fR%525 2 (8] XenMobile

HIMLRIEFE R 4T . NetScaler
Gateway

Licensing

XenMobile ZsR# MK NetScaler Gateway #1 XenMobile iR %E30, X Citrix Licensing KF{EE , 1§57 The Citrix
Licensing System (Citrix Licensing &%) .

Q  HEm

WAIE,

https://docs.citrix.com

M Citrix Web uf ik BUB FIVFRNE, BXFEMER |, ES % NetScaler Gateway
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©  MEW JgpMobie ERe

Citrix FAREMRS | B
%

UEH

XenMobile #1 NetScaler Gateway FE(F AEHXEAR AR&SHAM Citrix RN AREFRER. FXFEAEE | EEN
XenMobile FHRES,

o IR A &3
R RENAFIER. XenMobile

NetScaler Gateway

¥ii -

BFEITIRA , PAFS XenMobile BAHTES. BXFRITITHIROAKTTESR , EZH XenMobile ¥ 25K,

(] BT A #iE
$TFFFF XenMobile A XenMobile

NetScaler Gateway

6/

EEALEBIREIEIE. XenMobile FAEEZESRK Microsoft SQL Server $EFETERA T X3R4 > — _FiE4T : Microsoft SQL
Server 2014, SQL Server 2012, SQL Server 2008 R2 g% SQL Server 2008, Citrix ZGEF2{# A Microsoft SQL, PostgreSQL
A&7 XenMobile &, 3B NAXIENFHIMEH AT E A,

o &M A WORRE
Microsoft SQL Server |P it F0¥g . XenMobile

MR E BT XenMobile g SQL Server fRE K AH
DBcreator AR,

Active Directory iR &

o | IABIR A oR
wE
1R E RS 25 AEBN AR S 23/ Active Directory IP HisitFlim A, XenMobile
MR{FE RGN 636 , 1E1E XenMobile E%&dk CA FIARIES , ¥ FERARSERETRE NetScaler
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Ny
. ﬁ%rﬁj gﬁa{ eway s
wE
185% Active Directory 354, XenMobile
NetScaler
Gateway
183k Active Directory fREIKF , XK HEM /7 ID, BRBFLEA4E . XenMobile
Active Directory iR$5K 52 XenMobile i3k Active Directory FK /=, NetScaler
Gateway
3% A &AL DN, XenMobile
R PETEERE &5 ; 140 , cn=users, dc=ace, dc=com, NetScaler Gateway NetScaler
XenMobile {§ FH'E k& 6] Active Directory, Gateway
DR DN, XenMobile
SRR B SRR A NetScaler
Gateway
NetScaler Gateway #1 XenMobile {§ Fi'E 5k &) Active Directory,
XenMobile 5 NetScaler Gateway z [B]i)i%EH#E
© | 4eEm A ERRE
1T XenMobile 414, XenMobile
183k XenMobile i) FQDN =¥, IP #hik, XenMobile
AR AR AR FRFE FF . NetScaler Gateway
B3R [EA URL, XenMobile

B Pi%EFE - 15[8) XenDesktop, XenApp #1 Worx Home

Citrix EiX7E NetScaler A {# R ER AL E 7] Sk BCE XenMobile 5 NetScaler Gateway Z [B]JPA X% XenMobile 5 Worx Home 2z
BIFNERRE. BIES A EIURS2S |, [E 8 aE M Receiver 71 Web % 231%3%%! XenApp #ll XenDesktop 1 &F
Windows B FIFE AN IAEE. Citrix BINEFE NetScaler Gateway A fF FIRER AL E M) S RALE X R E .

o | BEM At ox
wWE
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o | JEpetScaler Gateway FHLLFSMED URL, JgaMobile A
SNER URL 23 = RIS TIEREA) Web H5hit, L
10% NetScaler Gateway [EliF URL, XenMobile
TESR RIUAR S 2544 |P Stk N7 R AT, NetScaler

Gateway
123% Program Neighborhood Agent &k XenApp Services ¥ s & 12, NetScaler
Gateway
XenMobile
105%151T Secure Ticket Authority (STA) B XenApp 2t XenDesktop k%258 FQDN g% IP | NetScaler
itk (IR ICA ZEE) . Gateway
103 XenMobile i1/2 2 FQDN, NetScaler
Gateway
03¢ Worx Home g2t FQDN, NetScaler
Gateway
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May 05, 2016
THEE XenMobile 10.0 fIE &0[a155,

BFEARATEEERBINFIER , ES6F http//support.citrix.com/article/CTX141722,

o K i0S ®E M I0S 7 BHEF i0S 8 HEHESN/G , Work Home AL BRKR -GS , MAEER. X2 =78,
[#502879]

o JEMHHAME] , I0S RB A REATERS IR EEIRE (MDM) BLE UM RET T2 FBEER. A FTTREATEIE1T I0S 81 HiRE
_EZ&E%|“Cocoa error4097” (Cocoa 48R 4097) , &SI TREHIRAH i0S Mk & _EFF|“Profile cannot be
decrypted” (RCEXHTUAMRE) . MRREEREN , BRNERAERTIM. EERLERT  TeeREZ K=,
[#507948]

o JLiE#E XenMobile 10 f) USER B2+ 3EF checkUserPassword &1 addGroup SOAP, i/~ APl B & B/RERUIREF |, (B
REBREREHAFAAE L, [#511551, #511822]

e JTiAM XenMobile Web 1% & B AL (T RIFNBEBE N . MNREIZHEZENF , 1EIRIR XenMobile & BIIEIENNE &
LRI - BF (1. 2, 3. ..) . KEFH (A B, C, ..) #/NEFH (a. b, c. ..) . RESKLHMELIIN 24 Frk
RIRIR , BEELHRU WM KRR , RETEBFHRUWIF KRN RIR. [#512566]

o MRBAT TIRRANS RS , N&FE Windows Phone 8.1 18 &5 25 SafeSearch 3R EAF . [#513605]

e #BE Windows 8.1 Tablet %% 5kE&HT , 7£ XenMobile NZRZWEIERITREGHIFAEEZ AT , EATRESLE XenMobile 34
BRIRBFEEE T RERE SR EBFIX LSRRG, [#514749]

o MRAFEEBUEEMERENEANENREM , MEEFEMREN , FMTEESKK. [#516567]

o AE, BAFE Worx Home FEFTEMET , XenMobile ¥ BREFHK SSL&VE , BPSBXRAREMFERE. K, BRK
EFEM. [#517301]

o BNR{EMIUFIFIZA K Active Directory 2HI81E AND BB/ EXAATA , MV BREFRESKRK. ABLXFMEDN , 1§
TEE AT AHARE A ORIZESF. [#518084]

o MREMT LB XM (. PDF, F{A%) ) XenMobile I=HIAFEERETRE , HHEEBIRBIEEKEME
B NEBRX 4, [#519552]

e XenMobile R #F7ER 5NN RFEFFETE (MAM) # X TXF i0S #1 Android & %&{# A PIN FHTHAKAE, 1R 7E XenMobile %
AP IHARRECE ABOAE , WA YIRE Work Home HRig \FEABRIX. [#519572]

o 4N 7E XenMobile 5| &2 1LY Allusers 2EFERCTA , NIABTHEARAANA B TTREMESE | B RUSREIRTIA
VIlEFLERIT1 . [#521393]

o MNRKN FAFEFFERE A FEN AR , :&AT Windows Phone 8.x i) Worx Home 7ERahiR&EIRER T , (NFFkELR
KRB EFRRXENY AREF. RBIEFER XU BREFRINEZAE , NE{IRAB/RE Worx Home 1,
[#521524]

o AGR BN ETABNIRES] (RBAC) ARMEETRHE , \EEREIIASIEER. REELES RBAC IR FRENDTME T
B, EXLTFHALRFRNCETTER. WEIRERITIAH TS, (#521540]

o 1EIOS&&H L, YA A Worx Home FiEM3HECEH ShareFile Bk Al , SAML & FE R TTRETTIAR® ., MBRFER |
ARG FEHERE] Work Home , SRF5REF ShareFile X FBFER , BUEEFHtA SAML 835K, [#521934]

o ERZWIRF L , ARIZETT Android REH A 2R Menu (3%8) ElbR , W& EIR Accept and Decline  (#F11E4E) 3%
BRI, ATER AT DRESSEREM SRR, (BR  £—HiE1T 4.0 ZRTHRAKHRMERGMR A (20 Samsung Tablet GT-
P7510) L , XBENRALBRERANABEN SRMAMH TEL , BRTETARERSR. BRAER TR E
MG EDEFHER. [#524039]

o #NR XenMobile #FH A LESTE (A& >KRE >F% >55) PHREANARIELFRSER , U i0S &% LMK Worx
Home ¥ Joi&iE#HE] Worx Store, BUARENNFARIE. MREXTHRE , BFFRHEAEIRSHE LK , FEILAE Worx
Store, AT EALAE , E¥ESTE LMY BEERFREE AN ARIE, [#523306]
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AR ECFHEM SSLEIEA XenMobile BLEF , AT EA %I WorxWeb FHTIFR SR 7 IS sh N FFE Frad ] DAfE
PR (SSO) , fEACE SAML A2 FFIY , XF XenMobile fR%525M0ATH 5| AEBL/ATERIGE 8443 , MIkiHH 443,
[#528680]

AY3# Samsung KNOX B1TREKRE RS , ZEACE Lock device after (minutes of activity) (i€ & &BIRIENINHE) BREE ,
REFFIATHRESE AN FMENRN , RF[NSREID A ALHITHE, [#531204]

TuixAE XenMobile 10 HECE BT K SAML RS HI S M@ 472 kXt Fl P R R B HITHHEIE, [#530892]

JoiEAE XenMobile %) &5 iR NN BEE Windows 1R % . [#532844]

MRACERSAMLY BFEF LT AT S (#), U Work Home FREIE F &R (SSO) THEEARRAIER , LB R—F4HRIH
B, [#533078]

£ XenMobile ¥ & A0 Generic PKI (GPKI) /KRS , TTiAFERCEHAEINAE Web fR$H#AES (WSDL) URL BECS =
. [#533871]

Windows AR FE il AL SR R A TER &I R4S , SRFIEI NE NEDKERNSHI— SR —RWEN. XEFE=FR
B, [#534088]

RPESHREEE (MDM) T E i0S &S , XenMobile 1£H| A+ EHE > R&ERE AT ERMIRERXEHR L
MASMEBIRE K, BTEELERE , WERA S BREK, [#534672]

WNEREEM StoreFront Delivery Controller B/RZFHRPAEFARTR (W4 () , MAATEET Work Home 1§
XenApp TTBIFFTIF N FAFERF. AN BoRFNR “Cannot complete your request” (FLATEREHNER) . BRITIER . M
ZFRFBIERSATF R, [#535497]

ERMAECE N RFEFRT , 2R 7E XenMobile #5244 K Excluded devices (HERMIRE) FEPEAN—ME , NN BEF
AL BRFEERT I0S 8 ZHIK I0S W& M) Worx Store . fiRIRFT7ARE , HAIIRCE —FMEMN , IFEE T ORI A
FRFRRE. [#537631]

MR(E A XenMobile ZEIEEAIAIEA 443 LECE NetScaler Gateway i&# , WZE i0S W& _E#H{THEN AREFEIE (MAM)
AR, £ Windows &% _E7EA Work Home &2k, [#537368]

$. @ M " FEHRHKFHIER I XenMobile 10 BHE A CLI AEISH UK S BECAAIEBREETARHRA ; FAFR R H REK
FAFRER2E , BV, TKE , TiEk CL B EICAE SRR TFR. [#541997][#542436]

iR 7E XenMobile 144+ ELE iOS Device Enroliment Program Bt&H I TCHAECE AR, XEFE =AM, [#608213]

FEZ XenMobile Mail Manager 10.0 S {2 40[a)3,

EFHKE) XenMobile Mail Manager 10 {id#2 , B &% XenMobile Mail Manager iRAN& 44K BIR4 8.5 , (BLHT
XenMobile Mail Manager Ak, [#539520]

EXRERBHIRER EIRENRE TTRES S RIRIE. MREBHNTERRESTRERR , NE—RETHESIESIRER
RMEPIRE AT,
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T4 XenMobile

May 05, 2016
XenMobile I, (VM) #E Citrix XenServer, VMware ESXi & Microsoft Hyper-V _biz4T. ®JLA{E R XenCenter & vSphere %&
B & %% XenMobile, FFIAZ BT , 2% XenMobile 10 (AL E K XenMobile 10 LRI K,

AR ESEREMKNE R E BRI EIERES | [JA XenMobile &{F FIRE(A],

XenServer &, VMware ESXi #5514 : #£ XenServer g VMware ESXi _t& % XenMobile Z & , PABITUAT#E, BRE
M{EE | ESHE XenServer 3¢ VMware 3044,

o HEEFHERETEMITEN L& XenServer 5 VMware ESXi,
o FEEAYHRANITEM EZE XenCenter B vSphere, #E% XenCenter 8, vSphere (I3 EH 81T M4k & XenServer B VMware

ESXi 4.
Hyper-V % &% : 7€ Hyper-V _E%¥ XenMobile Z &7 , MABITIATIRME. BXRFEMERE , ESHY Hyper-V 344,

o EABRERGRFNITEN EZE Windows Server 2008 R2, Windows Server 2012 22 [2 8 Hyper-V F1£ 1)
Windows Server 2012 R2, %&¥ Hyper-V B &R , EHMIRTEMR S5 _LTEE Hyper-V 3§ FSk 815 RHURLE L& A~
(NIC). BTRAfRERHELE NIC ftFAE.

FIPS 140-2 #= : tnSREFTEIE FIPS #R T < XenMobile BR%-25 , MEBETTR—HMNE LM , 20 Configuring FIPs with
XenMobile (#£ XenMobile FELE FIPs) ATk,

T XenMobile F= ¥k

ATRAM Citrix Web u5 S FEF=R G, BFEEF QIR , AfF8E Citrix Web TUHE _EA) Downloads (F#k) #&#. RERTA
EFETHNFRMIER, F2n , TEIBRT WHFIFRFPIERHK XenMobile F17= 4.

Downloads

Find Downloads

XenMobile v

Product Software v

B Find (BT) , WA ER—NSIETRATENRE , RATHRAB/RESIRITES - o] LT 5SmSR A S35,
T & XenMobile %4

1. $#Z Citrix Web &,

2. BEHERKFIFER,

3. #d; Downloads (TF#k) .

4. f£ Find Downloads (& TFE&EIR) T , A=5FIKRF , B XenMobile,
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5. 7£ File Downloads (3CfFT%k) T , W TEEEFFRF |, 8 Product Software (F=@ikfF) , K/F#dE Find (B
) .

6. 7£ XenMobile Product Software (XenMobile F=3%k#4) TRE_E , BAEHEE FEHK XenMobile 10.0 k&,

7. 1£ XenMobile 10.0 Edition TWA_L , 8235 Download (%) , TEANME IS , DIEAE XenServer, VMware B{
Hyper-V %% XenMobile,

8. RIR B & AR TR .

T#K NetScaler Gateway IR

ATRABITRAT 3 #25K T3k NetScaler Gateway IR & SINA NetScaler Gateway R E I FHK.

7 Citrix Web ¥,

BRI PR,

¥ Downloads (T#) .

1€ Find Downloads (BIXTERIR) T , W\f=dmdI&F , S NetScaler Gateway,

1t File Downloads (3C#EFE) TmE , W TFEHIEESIRS |, B85 Product Software (F=ik) |, SR/a8ad Find (&

%) .

EE AT Virtual Appliances (BEFA&%) PUTRE NetScaler VPX, iE&RIGERE |, ¥ B ERTEAN B SRR
FF R B R R UL AR B3R

vk wN e

6. f£“NetScaler Gateway W _E , EFF 10.5(4),

7. BEETHRRERMRA.

8. EE THMAKRBRMHNE L , BN EINE R TE.
9. IRIRFHE _LHEA T EIKH.

KB XS FRECE XenMobile
SHER(ERBCE XenMobile I FREIEFTAERSY .

1. #Bid{#f XenCenter 5% vSphere d544T35HI4 , ALE XenMobile f) IP #hhEFFM3ee0, BRIARIXF] DNS ARS8,
2. FF XenMobile EHREHI & FHRBANAE R FH_LRDTRIRIE.

FEanSiR/NE O ECE XenMobile

1. % XenMobile EHUMNS A\ Citrix XenServer, Microsoft Hyper-V & VMware ESXi, BX¥MEE |, ESH
XenServer, Hyper-V g% VMware 344,

2. FEEPMWLEIRREFF |, EEFES AR XenMobile BHWLIFEahdH SRR E QE. FXEAEE | ESREHN R EIERE
b=

3. NEHWLEIRFE FFHIEHI A TUE | Eh4iERE 4/ XenMobile &R Rk .

Username: admin
New password: Ji
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HE  BAEEN , REBRTFR  MES. T&2BREMNEA.
4. FRHEUTEE :
1. 1P #uhk
ML HEhG
ZRIAR K
= DNS fR%23
5B) DNS fR$52% (FIE)

vk wN

IP address: 192.0.2.0

Netmask: 225.225.225.128

Default gateway: 203.0.113.3

Primary DNS server: 192.0.2.4

Secondary DNS server [optionall: 192.0.2.5

Commit settings [usnl: yfj

EE A BRI AR A (UEATRGIHR .
5. FRYPUES A RFEH BRBE R 2t |, SERAMEHAECHER, Citrix BBy RFENER, BHEMEERSH (7
TRIPEUREIR) RIPEIEN—E0S. BERFEEERSIXGAST , BT EMBELENBELRT R RSN, &
EEATH

TR RITEY R ERSMORS S MRS ECENS, MREEEYERS , BEEREMN,

Generate a random passphrase to secure the =zerver data? [ysnl: y

6. (A]%k) JSEERFMSELIEAIRAE (FIPS), Bk FIPS HIFEAEE |, 55 XenMobile FIPS 140-2 &#E., B4 , E%
TR —ER & 54 , 30 Configuring FIPs with XenMobile (7 XenMobile FREZE FIPs) HRATIA,

Enable (y-n) [nl:

7. BEERUREER. PURERT LR A SR ESGRFE IR, #0fiR) Local orremote (ANHIIREEAR) B, BEAr skl
BE:
o Citrix BGEF2E A Microsoft SQL, PostgreSQL A&7 XenMobile & |, 3t B WANEMEIR SR At SOnfe @ .
o RIIFPIRETR. ENNAIMNE TR NEIEEARBER BN EIA T EF,
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Local or remote [l-rl: r
Type (Microsoft SQL, PostgreSQL or MySQL) [mispsmyl: mi
Use SSL [ysml: n

Server: 198.0.2.10
Port: 5432
Username: postgres
Passuword:

EE : PostgreSQL HIZKIAIRA A 5432,

Local or remote [l-rl: 1

EE R A BRI AR A (ARG .
8. 1R{HHEE XenMobile KIARFZFHNTLREMIFA (FQDN)., BLANEAIRS HFEREEREEE RS MY BRFEERS.

BE : R ERRRMSSR , BNTTEER FQDN,

Hostname: justan.example.comn

9. RHEFwRA. BAximAREREKEMEE , ES M XenMobile i 25K,
EE - BiTIR Enter (£ Mac _E3k Return) 3522 A8 .

HTTP [BO1: BO
HTTPS with certificate authentication [4431: 443

HTTPS with no certificate authentication [84431: 8443
HTTPS for management [44431: 4443

10. AZELERENMENARMEEN (PKI) REZDEPIRMERD |, FHRERECAESMEBFERMERELRIER., BX
XenMobile PKI THEEHIVEM{E S |, iF5 7 XenMobile Fr_EZuF+,
EE : RTEN XenMobile T Rk SFIBIEAE—# | FEAEET IR EHERKER,

Do you want to use the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:

TR BAHERE , AREBRTH  MES. FRETMEIRNE.
11. pUE B K RRAEAE A Web SR8 %R XenMobile 126G . FFCAEXLEE , HRHEERA.
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Username [administrator]: administrator
Password:

Re-enter new password:

EE AR, ARBRTH , MES. FRERMEMNE.

12. HfEEEANTFHEE | FHRAN , RAXREHRK. . _
Upgrade from previous release (ysn) [nl:

13. TRESIFE EBIRM URL , FH7E Web X425 L4REUH 44 XenMobile ALE.

riting iptables configuration...
lestarting iptables. ..

Upgrade from previous release (y-sn) [nl:

Btopping configuration app...

Btarting configuration app...
application started successfully

Btopping main app...

Btarting main app...

application started successfully

To access the console, from a web browser, go to the following location and
log on with your console credentials:
https:r/203.0.113.8:4443~

Ftarting monitoring. ..

£ Web 3% 28 ECE XenMobile

BN EIEFE FFap £ R & H 5T XenMobile BCEHI¥IIAER G , 7 Web NSER5+ ST tid 7.

1. 7£ Web 3¥52874 , SAZI6a4IRE DR ERSE S IRENAE.
2. BN SIRRE O AIER XenMobile 154 & &1E Gk P A -2 F26D,
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XenMobile

User name

Password

3. FEANITIES , BEFFE. WA B R TRE.

4. BCEWFAIE. XenMobile MIHHIZEESEIFRNE , HEEHAA 30 X, BXRFAMAMEEFNEURRETHEMFMEEE 38
2] {E A XenMobile,
BT IRITEHE XenMobile BT RESRBIREEE—IE , FEIEEFEIRSE R LEMA Citrix Licensing,

5 fEEPRE L , BESA. WK BREASTEIE,

6. S LK APNs 1 SSLATERIET. BXERMEBAFMEE | 1855 XenMobile FF1IEF,
AR SSLITEHE R FEEH GRS 28

7. MNRIEATIE , WEECE NetScaler Gateway, A XECE NetScaler Gateway HIVEE(SE. , 1S [7 NetScaler Gateway
XenMobile,
EE WA NetScaler Gateway BREFELHLANEIMLE (3K Intranet) MISMNE , DRI PIRBMILE T AR S-25. N AR A
HME RIRR T2 R AR, FEHEES |, IETRER P RIstiERE] NetScaler Gateway , A BE17[R] IR MILE S T
IR,
EE : R%E NetScaler Gateway A[ERE , BAERE EMASIER  KIUBHREBGTTRIMATE , AREEFNME.

8. STAX LDAP BCE , AEM Active Directory la] i F14H. B XACE LDAP EEZHEM(SE. |, S0 LDAP fiLHE.

9. BLEREBMAFRXHEMNBMRS . BXREBMBSHFLEMFMREE 152 H XenMobile F @4,
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£ XenMobile FACE FIPS

May 05, 2016
XenMobile FEXFB{E B AL IEFRAE (Federal Information Processing Standards, FIPS) #8508 13 IR &5 28 BL & AU BTG N 2548
{E(E AT FIPS 140-2 IANERI SR ERFFBUF R . £ FIPS #\F &% XenMobile AR % 257 #fR XenMobile & i
SRS FRHRE AT B SRR F iR IR T 2 - M FIPS 140-2,

1 FIPS #3F %%k XenMobile RS2 28I , BETRU T B& M.

o PSRN XenMobile ¥u3E FE{E FB4MNER SQL Server 2012 8% SQL Server 2014, iR ASREZE SQL Server PASKI 4 SSLIB{S. B
KECES SQL Server &4 SSLIBISHIVERR , E28 SQL Server BT,

o 4 SSLIB{SESKTE SQL Server £33k SSLAEH. SSLIUEHATRLERBERE CA KA FIEBEkERNES CA HBEZRIER.
BEE , SQL Server 2014 FiEiFESBECFAIES. Et , Citrix 8@ SQL Server i) FQDN &3k SSLEH,

o NR(FM SQL Server KBZLZIUEP , WFEMA T EHBEZLZEBHR CAIEBREIER, PWRERETEFTER CAERS
%! XenMobile fR%-28,

ALE FIPS f85

A PAZE XenMobile fRE- 2 WA T RS2 B FIPS X, ZRTRENTTIEBR FIPS, FEt , tnREFTEF FIPS 4%
=X, NARFEFFIARTZE FIPS #3( F %4 XenMobile AR%-28. H4h , 2R EH XenMobile BisE | N EET mEFNRE A
FIPS ; FaEfER—/ Bt ERAE FIPS #13E FIPS XenMobile fR%-35.

XenMobile f5 1T REFFE—NAHEAETFE K Toggle FIPS mode (Y1#k FIPS #53) %I, kM ERTIEE2H , £
H 7= XenMobile fR%-28 EAZTHE.

1. ¥a% e |, B FIPS mode (FIPS #5) .

2. E# SQL Server {4 CAEH, NR7E SQL Server E{FHABEZ 4 SSLAERMAEAFIED |, EAMIEMERE Yes () , ARF
PUTA ez — -

a. RFIFFAERE CAUES.

SN CAUFE, ESA CAUD , WIRBZIEPAFZAET HTTP URL A XenMobile fR%-253IRIfK Web b, Bx
miilﬂfm B BSRAEERS ) EHES.

3.455E SQL Server FIfR %28 B HRFIHO , FBTFE SQL Server MEIRIAKRZE } XenMobile B3 FHI%IE FE 2 FR.
EE  TRAMER SQL BEREIREL Active Directory Bk AiAia] SQL Server , (B &R ERVIRAS DBcreator 5,
4. Z{FF Active Directory 1k , iERAS\ A 4 "1 N\ 1.

5. XLLIRTTAT | IEAREIT XenMobile ¥lia%%k.

EiA FIPS 2RO HTNELE | 155 % XenMobile f41TRME. EREIETH E/RMEL In FIPS Compliant Mode (4T
FIPS % AHE) .

SNIES
AT HRANA T a0l i F AUEBLE XenMobile EACE FIPS | A VMware ML EIRAE i 248 X,
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SQL A5t

1. )\ XenMobile E SQL ScHfER AR S , B#JIE SQL Server 2012 5% SQL Server 2014, ZEffyfRiEkR 2 , HS 5 How
to enable SSL encryption foran instance of SQL Server by using Microsoft Management Console (2[{a[{§F Microsoft &
1B & A SQL Server ISk =/ SSLNE) .

2. NRZRS KIEMETRD , BHREUTM] : FTFF Services.msc,
a.BHIAT SQL Server fRFAIERIK FEE.
b.fE SQL Server _EFTFF MMC.exe,

CEEEIM > B/ EIESA ST, AEREERBRARINEREIE AT, £ SN RE LSRR Ay
TEAL.

dETHHE .
e BIFEBASEIHEM) > AN > | HEIS A SSLIEH.
FABEBESNMES (7 SQL Server FREEIERPHTINR) |, RERHHEES > TR,
g AR FET |, BERM.
hii \TE2 BT E B8 SQL ARSIK & K.
LRI AR, MBI T | KRS R AT TR ANEEAGR | 1B TS EIRFLAA.
j X MMC 3330 SQL fR%-.
3. 7f% SQL B DiERE3h.
Internet Information Services (11S) W%&5%14
1. F# rootcert (base 64),
2.% rootcert EHIE 1S fR%-25 EAZIAS R Cinetpub\wwwroot,
3. 58P ZRA S R ISR UE B IEAE
4. WELRENEEA.
5. 5P S OE R IR ERHLIU 5 A
6. TH{% .cer AL,

7.7E Internt Explorer )% 2§+ MAHIBR &5-25 10 %2 cer FT7EMIALE http://localhost/certname.cer, FRIEHICAR 7N 4 285
BIR,

8. AIRARBUEPBATE Internet Explorer M¥E28 BIR |, EH RN TFI/RTE 11S fRS-25_L/S A ASP.,
AFTFFAR S 23 = 1ES.
bFAEETE > A ENThRER SMMEIm 5.
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CIERSFAB AT , KIKRFF Web fRFE5(IS). Web R[N ARFFL , R/F1%EF ASP,
d=ETRE , BT T,
9.¥TFF Internet Explorer 3% %! http://localhost/cert.cer,

BXREMEE |, 58 Internet Information Services (11S) 8.5,

3N =7
1=

ATRUAEIEFR{E R CA B IS 3241,

TEXEA FIPS BLE I A2 S AMRIEH

EHHTIEH AP TRE XACE XenMobile B IRES , WITEBA TREABESARIED., BXTELRERFAEE , ES
[E)Z23E XenMobile,

JBAFIPS :

EERIED : B

EH(QSA() i

Wi HTTP URL LS : http:// /IS #5859 FQDN/ cert.cer
AR%-28 - SQL Server g9 FQDN

im0 : 1433

RAFP4% : eI ENRSK, (B\AFE) .

WL ¢ BRSIK D,

WIRERIR | XREEERER,
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XenMobile 10 MDM FZk T A

May 05, 2016

AE
Citrix BIEERRFEANTHET A, T BRRFRAAFEE—DTAEHEH XenMobile 9.0 FF45EHK MAM, MDM F Enterprise 1
K. AT Citrix.com FEHREHRENZFR LA,

AT A{E A XenMobile 10 MDM F+£& T B )\ XenMobile 9.0 F+£&Z XenMobile 10, 3% A% T A M XenMobile MDM Edition
EREFHITHEK.

BE  FAHFERAZIT A M XenMobile App Edition 2 XenMobile Enterprise Edition #{TH%k, B, NEEFERZLIEM
XenMobile 8.6 5% 8.7 F+Z&%I XenMobile 10, Bt4h , 215 XenMobile 9.0 LEHT L A4 (MTC) , NIAREER MTCE%3
XenMobile 10,

IR XenMobile 9.0 RET M4 SQL K , NFERBET B HEEANSRIITIRIE. BXRXFMER  BSFF
4 SQL k4,

FH& T AFE XenMobile 10 U445, 7£ XenMobile 10 g¥iagidFes , ATANEE & 1TizH 8 BRA—XMm 5.

TELREAT M XenMobile 9.0 #£%&ZI XenMobile 10 FTEHITHIEA LR,

XenMobile 10 MDM Configure XenMobile Complete Updateand run : Copy files required
Upgrade Tool Flow 10 instance prerequisites Upgrade Tool for upgrade
Follow prompts and Connect to ) ' Complete
restart the server XenMobile console EhanzSliceneatietal post-requisites

T

Worx Home connects

Fra1EF% % XenMobile 10 Z 87 , S F A& & AFIE&0(=)H,
Fek T APITHOIRIE

XenMobile 10 MDM F4& T B BLE 1A F%UE M XenMobile 9.0 A %2314 % XenMobile 10 FHTSLAI (A BHRIK T 2R
EHIZ4 (FQDN)) .

AT PUEFR A ARSI TEEAIE =K, FE LA Test Drive (RXA) B, (CHECE¥IETHE) XenMobile 10 ; FaE
AR &SR FEIE. {FRIEme] PPk XenMobile 9.0 #1 XenMobile 10 , A& FENEA IR,

£ A% Production Upgrade (47=Hk) B , I ABELE. R&EHMA ¥R, FREERE] XenMobile 10 3=HI&
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B, 4 FZF M XenMobile 9 : TR B RFIRELUE.

HE  BARRALTH , IEBIREIR st £4/ (MiEH3N) £ XenMobile 10, XenMobile 9.0 FRIFTIEIRRIFAL |

HZE¥ XenMobile 10 RF-2RFENBIEFFIEF . YA A EEEATFIEFH XenMobile 10 B , 2 RETFEFERERE X

XenMobile 9.0 , X4 FAZRFE XenMobile 9.0 FEHEAf.

AR ARG , B3 XenMobile 10 FEhEISKETAE T | ARBITRATHRAE

1. FH DNS & B ¥ XenMobile 9.0 FQDN M 54%1357# XenMobile 10 JR%-28 IP.

2. R NetScaler 2 H#E 1/ XenMobile Device Manager k%28 , RIFZEH XenMobile 9.0 Service Y]#% XenMobile 10
Senvice,

FHERTRAAPITHHRIE

FRAKLIEE , R&KUTEE1EHE] XenMobile 10 :

o FAEE.

REHIE.

B ARIE.

AR % 2 LA SRR AN SREXAOTRE

MSP £,

5 Windows CE #1 Windows 8.0 #8355 & FIER 4.,

FERAREERAER ; FIRNFKET A ek S BCA B R,

migration.log S e AT AT RCE 5k A ¥R

CXM Web (B Citrix WorxWeb #4X) .

DLP %B& (E Citrix Sharefile #4X) .

BN Active Directory B4,

MREEEZNMESOTRE , NARAERMESOTHRE ., XenMobile 10 TRF—NERRERTREE ; B WMIFE XenMobile 9.0

FIRE — R R AT 2] XenMobile 10,

e XenMobile 9.0 f4] authjsp X AT IREIRIEH & KR E. XenMobile 10 Shi=Hl &1 RIRSIZ AT £ a4 4T R EAC
BRI XOERE.

WEIEE XenMobile 10 FEIATAE :
e XenMobile 10 RN HLAAHLAH) Active Directory F /.
o AR EIREEME R,

XenMobile 10 FIARIEA T
IR, FHEZ R | Device Manager sheUSb BH A BAEARMA , MTFERUR. AX¥REE  WEMEEL (4,

XenhMobile Dashboard Manage

Device Palicies | Apps | Actions |

Delivery Groups

Status Mame Last Updated
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ERXAF , BATUEEFTERIRNAAARFER MDM g, REMNM AR,

Delivery Group Delivery Group Information
1 Delivery Gi Kame* T
Description
Fies
BharaFika siormge Unassigned
Tone .
DR AcMT. Shars e o

FHR AR & IEM

FH4&E| XenMobile 10 f5 , AR FEEFEMH RS, B ARERE MARJER NS S 8 AR S shE#%E) XenMobile 10 fR%
o

MR B RPF R EZEHEE XenMobile 10 , iEERE _L{EHA WorkHome > H&5E > BIFTREL.
ArR&iEER  KERLIHRIE XenMobile =58 EENEE , L TEFTR.

XenMobile Dashboard Configure

Devices

Devices snow fiter
(8] | & |
Add Import Refresh
Status Mode User name Device platform Operating system version Device model
[O)as]=2] ‘M‘ useri@training.lab oS 813 iPad
(O] 5] ‘@‘ user2@training.lab Android 41.2 GT-N8013
o] ] \m} user3@iraining.lab Windows Phone 8.x 8.10.14226.359 909
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#REE AL P T NS LA BEIE1T XenMobile 10 MDM FE T A.

Citrix Wr[ERRF25

EfR TR 11.12.1 Citrix ¥ AERRS28  (FE Citrix Licensing TWAISIR 1) FHERZHMINI V6 MDM W aFRCE X RS 25. 15
RRVFRT AR SS-253m 0 27000 F1 7279 XNZARF-25FF . WHREXRFE |, aJfRLETTEFERA & & FHEE] XenMobile
Enterprise #£3 , BRI ES FBOFTIEM , LTS A A ERHHHEKE.

675753
REEFEAR RV BR 2 (Rt T E /. 640

BB

e PostgreSQL %I PostgreSQL
e MSSQL EJ MSSQL

R

e MSSQL %I PostgreSQL
e PostgreSQL % MSSQL

EHIETIIIFEF , XenMobile FEZEAEMWIRIZE XenMobile 9.0 Device Manager _ESUREHEHREMRR TR, F1a0 , DIRFTFA
T

o XF Microsoft SQL Server , EBRiAii[O A 1433,
e XFF PostgreSQL , EhiAimO ok 5432,

TN PostgreSQL #HTIZFRIERE , WRTEAIA TR

1. $TFFSC4F pg_hba.conf , #HEILLTAT : "host all all 127.0.0.1/32 md5"
2. MEnHE4T hostall all[XMS address/external address]/32 md5

3. RIFALU.

4. FIEFHFERS.

5

. $XEBI3HFTFF postgresql.conf X4 , SRTFHFATM
"#listen_addresses = 'localhost'"

EXCA
"listen_addresses = “*'"

EE  WRBUETERZIT. BTN XenMobile 9.0 F1 XenMobile 10 fR%-38 IP i8] PostgreSQL ¥ E
(listen_addresses = '10.x.x.1,10.x.x.2") ] XF 4 7BR Hll,

6. {51EF+j53h PostgreSQL RS PAF B A,

7. iR XMS MBUEEREBMEELIEE. (HWRECERERIEE R BREBRImfiERk. )

MREKBEE AN EAIRERRAR , MAHRAVERZIRA , FEAEMRIF XenMobile 9.0 Device Manager (i k
BN TFATIPRES. XFERTA(E XenMobile 10 EERIEIE FEIHTIBTEEE.

SMNER SSLUEH
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SMNED SSLAEB Mt R 2N ECESNID SSLIEBHINHSRME, EHFMETHAETH B E pkixml , DABER SSLIEHiH R XL 45
.

EH Rk A4

T %E%%) XenMobile 10 54 & KETE Ak P REEAS/NEFTE ; RIK A BEXEFH , IRELETTIEERE
XenMobile 10 #=H& . £EMER/NEF 4RSI A K HERAMENIR , DMELER] AIETH BE Ak ~E X2
XenMobile 10 #5414

TR ERGREHR

1I#% XenMobile 9.0 FEERTEFR (1. S, (. #. %, +. *. ~. 2. |, {1 M) WHBLRGELKR , (BETBEREEXT
XenMobile 10 HR A LA TR, HAh , BNSRAE XenMobile 9.0 Sh AR AMAHA A S £ A1ES (), NASHIE
XenMobile 10 FRAEEFMEEREILRE., TR ZAT , EREITE R RPN TBRAR T TAR A A 74 M AiiZh 2 77
FRAEFRTES.

M XenMobile 9.0 Device Manager £ #5304

{B5E Device Manager B &% HEBIALLE (C:\Program Files(x86)\Citrix\XenMobile Device Manager\tomcat) / , W ATF 4
S HENER SRS -

M C\Program Files (x86)\Citrix\XenMobile Device Manager\tomcat\conf 343 :

serverxml
https.p12
cacerts.pemjks
pki-ca-root.p12
pki-ca-devices.p12
pki-ca-servers.p12

AR WR1EZ1T Device Manager ARS8 EFAT BE IRSF2F SSL RS ZFUES (p12) , EHFMRZAES (TIE
https.p12) EHIFNER 4%,

M C:\Program Files (x86)\Citrix\XenMobile Device Manager\tomcat\webapps\zdm\WEB-INF\classes\ X , KA 3c
R HIEE]— A3k

e ew-config.properties
e pkixml
e variables.xml

SH ERMFTEIME , TTFRER SR IFEARX LS RERMEISHR , (UGS, BRI LR EYEI3C
.

TREMEBIHEMALESRMRE  THAEITHE. BXFEMER  FSR/EAMIZIT XenMobile 10 MDM FH4E T A,
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XenMobile 10 MDM & T BE7Z#EA FE K10l

XenMobile B{ERFIBEASTRS. THE , FXHEHITER. [#545770]

ET ezt (RBAC) ARFHEIIRETEER. IT8E , FKE RBACHE , FHTHVERIAE, [#543183]

HERE AT, TH/E . FEE XenMobile I5H|aEHMICERERE. [#541869]

EFHITZ ) LDAP BLER , R ATBEFP—ANIFRELAM LDAP BCE |, N7EER /5 , BCENTE LDAP #& BR#EA

XFF. A RS AR EENHAE , TR LDAP lREaRESRELARIE. [#540713]

o IR Web RATIEIRERMBE T HTTP/HTTPS B URL , RiZ URL £7EF A3 H 3t T4mia A REUBIR(ER iR, T7%
Ja , EMRFTA URL#BEE HTTP 8k HTTPS , DABE7EBUHYRIER/ERT 4 IfR . [#540025]

o EZNABARMNKBFAEEKE, NARFIIREN , BEANALTH. XMTAREEA L. [#539517]

o ERYNTHSE , fNR XenMobile 9.0 B ZAFEAE— N KEFR , REHEREITIEER XenMobile 10 %4 &, 1057
ZHT , ERIRL N NEFRNEIER A PRI ERMANIR | AT 57 7T AE XK 53k XenMobile 10 54
&. [#547422]

e WNER7E XenMobile 9 FERT LM FIEHIE (MTC) , MIRAER MTC F#% XenMobile 10, [#549969]

e 7 XenMobile 9.0 F AR HIBLKETE 5if B BELE XenMobile 10 F1EFRZ TR EM A ECASR. T /5 , 7€ XenMobile 10 3=

Hla L, HREERE > &E > ETAENAEEET , SREEHEIE RS XenMobile 10 EIE M AR XenMobile 9.0 #BEKE

18 R, [#553079]

o I8J5 , TriEwiE XenMobile 9.0 FEEMBERATH (L S, (. #. %, +. *. ~ 2. | M) WNEELRK. M
4b, 20R7E XenMobile 9.0 AR AN A FHAMA AR LEHES () , WsFHFE XenMobile 10 54 A BE IS IR
[FL, FREZAT , BRI B R BE TR TSR T AR AR A MAMAE L P RESIES. [#538639]
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BATF A1 XenMobile 9.0 FH&ZE XenMobile 10 FEEEHEALIR :
1. {FRa41TIEH A BCE XenMobile 10 341,
2. BEFBAHERTALESEM. BRFEEEE  BERVNEEMT.
3. BALETAEHEIRIIRA.
BE A EHBIG | BRNEIREE.
. 7£ Firefox 8 Chrome ¥|%285 BanFHR T A,
. BE S XenMobile 9.0 XX EEHEIFHLERT A,
. i\ XenMobile 9.0 MFHERE,
. REFARTRIETT.
. EFT A3 XenMobile 10 fR%25.
. &3%E| XenMobile 10 15414 .
10. 7£ XenMobile 10 _LECEHFRIIE , AR Pt TiEsE.
11. SFAFFLE , EE K XenMobile EHAMEF DNS |, PAFEM Hf8 XenMobile 10 fR%25.
12. STFHAE=FE |, R E AR T4 NetScaler , NIZEMf% XenMobile 9.0 BRE- 2864 IP , 370 XenMobile 10 JRE-25/)
IP,

O 0 N o Lnn b~

4 XenMobile 10 SpIFH BRALTR
#2A[ 1 XenMobile 10 ¥iaEHEE T o1TiIEHI A BAFHELTR | 0 FTEFTR.

BER  RBEERAGRE , E1E XenMobile 10 #isECEZ Ja. MRIFHEER TR Z AT,

wn logging on to the XenMobile cons

guration complete?

MREHN y PAUHITFHER , XenMobile 10 £ BA—AMFHERTA, 4K/ , &A@ https///uw/ iiaFHETA.

12K ¢ Citrix ZN&1{E A Firefox 2k Chrome R$E2$5R AL TR ; BiCAE(E A Internet Explorer,

TREIFIRS 20T , R RFTRS 2SN EN R SN TBHNARS S ENRILES, HILACT AR Worx Home BERB{ERS
Worx Home iE#£%1) XenMobile 9.0 B BT FRERIAE R =44 %53 XenMobile 10, X#¢ , FI AN EELE XenMobile 10 FEHT
fit.
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XenMobile

Welcome to XenMobile
ncrease productivty with mobile devices and apps while maintaining securty
Tool Update
> Update the upgrade tool to the latest version first. It might contain additional support and fixes.
> de.
paate the Too
Upgrade
XenMobile 9 = XenMobile 10
Test Drive Production Upgrade
> data (Device Policies, Apps, Actions, Delivery >
> >
> we making > set sz
ers and devices
>
TestDrve.
—
BEHAERTAIFEehTE

#0] £ XenMobile download (XenMobile %) WETEIAR TEMNEH. T MDM F5% , PMafE M Citrix.com FEE)
=LA,

XenMobile

Update the Upgrade Tool
To ensure a successful upgrade, you need to update the upgrade tool to the latest version. You can also download the latest version from www.citrix.com download center.

e =]

AT BshE S RHER R,

TR BERR  ARRIATIRS EIERE , BREITUERGHTRE , TRASMANENES). EHAANFER 30
®.

A

Are you sure you would like to updats the upgrade file?
The system will restart automatically. It might take some

time to update
EE

o AGENEINGE , ETEARFALLIE URL (https///uw) Z BIERIERNERET.
o MREAEMFOARK HTTPS 1815 (443) 351 , wVIRIFHER T A URL (https://:/uw),
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FERERT , BREFHETAR , BTECAEH 7T HHEERTH , FtaTAAEB.

Before You Start

First, update the upgrade tool to be sure it contains the
latest support patches and fixes. If you have the latest
version of the update tool installed, you can skip this step.

Cancel Skip

1%&4% Test Drive (3XF) 3% Production Upgrade (&47=FRk) , SRIELkeatTTH2.

ERETESTIE , EoT USRI B BRSO ECERIE. WR1%EF Configuration Data only ({NECE%IE) , B
IMEFEMEEE., BET—H , WIREEESFHERNSH 2B IR ST+,

EBEERE  BE T8
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KonMobile Upgrade Upload Packagod Filos from MDM Install Directony w

r— - — =

2 Upgrade Source

Pracn s Fiwes o4

Cordee Detaby

1E1T#8 PostgreSQL ¥R FEFH B RS 25 E FRE "localhost" B , M5 "localhost” B RS- 25 P ik,

A M XenMobile 9.0 Device Manager FURE IS ERIEMK. BB N\ IERER,

BE  WEHMAFRBIERES , SUITEREKK.

XenMobile Upgrade
Production Upgrade Complete Database Configuration Information X
Confirm details about the XenMobile 9 Device Manager server Database, including your DB user name and password. Provide correct password of the certificate that was provided during Artemis setup
1 Upgrade Type v Database name
2 Upgrade Source Database type mssaL
Package Files v Authenticate Using NTLMv2
Upload Files v Server”
Confirm Details Port*  [1433
User name
3 Upgrade
Password  [sessssesssasssasses
4 Logs
Use the same password for all certficates

5 Next Steps
Certificates Password

FEHRE 20, FRILITAEE.
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Start

Ars you sure you would like to start the upgrade process?

It may take between a few minutes and an hour, depending
on the size of the migration data set. The migration process
cannot be interrupted and restarted from where you left off.

Cancel Start

#RJ5 , Upgrade (FH4&k) ¥ BRFEFERE , ILETTAIRERM XenMobile 9.0 SHTHI¥IET .

XenMobile
XenMobile Upgrade Upgrade *
Track the progress of your data migration to XenMobile 10. If you cancel the migration you must begin again from Step 2: Upload Packaged Files from
MDM Install Directory.
1 Upgrade Type v . o
Overall progress: Processing provisionings... 50%
2 Upgrade Source L
Current sub-process: Processing content for provisioning (44) 5%
Package Files v [ )
Upload Package v
Confirm Details v
} 3 Upgrade
4 Logs
5 Next Steps
Gancel
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Upgrade

XenMobile Upgrade Upgrade %

Track the progress of your data migration to XenMobile 10. If you cancel the migration you must begin again from Step 2: Upload Packaged Files from
MDM Install Directory.

1 Ui de Ty v
pgrade fype Overall progress: Upgrade done. 100%
2 Upgrade Source (D
Current sub-process: 100%
Package Fies v D
Upload Package v
Confirm Details v
} 3 Upgrade
4 Logs

5 Next Steps

Back Next >

MR BTN ER Device Manager THESIF] zip XL |, FHETAABRES— ARSI, RE  ZLEBES
AT RN — RSN REREE.

WMRITEBREE , SHIMERBE , S2E4 K XenMobile 8. WETHAE , FHELAR Citrix BIAHF.

FE

o WMRIFBEW , FESF A XenMobile 10 341 , SRFEF ST

o IH—BTEM (BINEK) ,MT\HEﬁﬁ%J:—i?&%ﬂXﬂaE# EEO WIRFNHTH XenMobile 10 SLEIFFEHT EanhT
#%.

£ Error

Migration has failed. For assistance, collect the support
bundle and migration log and contact Citrix Support.

ﬁ%ﬂ-ﬁlﬂ E [JUN

FHEZ| XenMobile 10 f§ , XenMobile FHE T B¥HE(EA7E 4 migrationlog , LB FHIEE , an FTEIF/R, Citrix BiNEE
BZMH , AT BB AT E] XenMobile 10 EI‘]EEM\ wBE. BPRUESEER.
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admin

XenMobile Upgrade

1 Upgrade Type v
2 Upgrade Source
Package Files v
Upload Package v
Confirm Details v
3 Upgrade v
4 Logs
5 Next Steps

Logs

Review results and debug logs to ensure that all data has been migrated

¥

=
Download

~

>>> 2015-03-10 15:56:56,354 | migration | Starting processing uploaded MDM zip file...

>>> 2015-03-10 15:56:56,929 | migration | Finished processing uploaded MDM zip file. rc=0, message=OK

>>> 2015-03-10 15:58:23,169 | migration | Starting full upgrade...

>>> 2015-03-10 15:58:24,175 | migration | All required files (fixed file names) present in '/opt/sas/sw/migration/mdm config.zip'.

>>> 2015-03-10 15:58:24,181 | migration | server.xml information extracted from '/opt/sas/sw/migration/mdm config.zip'.

>>> 2015-03-10 15:58:24,182 | migration | ew-config.properties information extracted from '/opt/sas/sw/migration/mdm config.zip'.

>>> 2015-03-10 15:58:24,183 | migration | All required file are present in archive '/opt/sas/sw/migration/mdm config.zip'.

>>> 2015-03-10 15:58:24,184 | migration | All required files present in '/opt/sas/sw/migration/mdm config.zip'.

>>> 2015-03-10 15:58:24,203 | migration | processing cacerts.pem.jks

>>> 2015-03-10 15:58:24,228 | migration | —-—-- Entered addCert () -—--—

>>> 2015-03-10 15:58:24,228 | migration | Deleting existing deviceca certificate..

>>> 2015-03-10 15:58:24,235 | migration | Migrating =509 certificate

>>> 2015-03-10 15:58:24,235 | migration | ***** Entered addCert0() *****

>>> 2015-03-10 15:58:24,237 | migration | Capturing certificate metadata..

>>> 2015-03-10 15:58:24,238 | migration | ..... Entered extractPrincipalMetadata() .....

>>> 2015-03-10 15:58:24,240 | migration | metadata = {"commonName":"Root Certificate Authority","description":null,"state":null,"email
>>> 2015-03-10 15:58:24,240 | migration | ..... Exiting extractPrincipalMetadata() .....

>>> 2015-03-10 15:58:24,240 | migration | ..... Entered extractPrincipalMetadata() .....

>>> 2015-03-10 15:58:24,240 | migration | metadata = {"commonName":"Devices Certificate Authority","description":null,"state":null,"em
>>> 2015-03-10 15:58:24,240 | migration | .. Exiting extractPrincipalMetadata() .....

>>> 2015-03-10 15:58:24,240 | migration | certCN = Devices Certificate Authority, xmsCertType = deviceca

>>> 2015-03-10 15:58:24,241 | migration | Adding certificate to certificate table

>>> 2015-03-10 15:58:24,833 | migration | ***** Exiting addCert0() *****

>>> 2015-03-10 15:58:24,833 | migration | Migrated 'l' certs

>>> 2015-03-10 15:58:24,833 | migration | -—--—- Exiting addCert() -----

>>> 2015-03-10 15:58:24,833 | migration | processing pki-ca-root.pl2

>>> 2015-03-10 15:58:24,843 | migration | - Migrating pki-ca-root.pl2 --—--

>>> 2015-03-10 15:58:24,843 | migration | - Entered addCert () -----

>>> 2015-03-10 15:58:24,843 | migration | Migrating pkcsl2 certificate

>>> 2015-03-10 15:58:24,861 | migration | Migrating pkcsl2 certificate alias = rootca

>>> 2015-03-10 15:58:24.874 | migration | ***** Entered addCert0() ***** v
< >

Cancel Back

TEHERIBAERE , B T —HHE Next Steps (JFEHBIR) . BREMER  BSRTHERLARSAM.
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Tk LR Jaseseft
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FHRJE , BHRTHEUTESA M , HP —EERFAM LR IAETR TANRF— N FR L, 8 Finish & Restart (453
EFES) B, BRERLEFHEI.

\u

XenMobile

XenMobile Upgrade

1 Upgrade Type v

2 Upgrade Source

Package Files v
Upload Package v
Confirm Details v
3 Upgrade v
4 Logs v

} 5 Next Steps

T FREEREIEED https//:4443 &R XenMobile i5#4.

Upgrade

Next Steps

1. You must configure licenses on XenMobile 10 to enable user connections. To do so, go to Configure > Settings > Licensing.
2. If you deployed the server running XenMobile 9.0 in the DMZ, you must change the external DNS for XenMobile to point to the new XenMobile 10 server.
3. If you deployed the server running XenMobile 9.0 behind a load balancing NetScaler appliance, in NetScaler, you need to configure the load balancing Device Manager instance

with the new IP address for the XenMobile 10 server.

4. If you deploy XenMobile 10 in a cluster, you must use the command-line interface to enable cluster support and then join the new XenMobile nodes.

Find information and procedures on upgrading and using XenMobile 10.

admin F

Cancel Back Finish & Restart

Licensing

XenMobile 10 {X3#F Citrix V6 ¥ H], &% MMRIE T EIFT/RTE XenMobile 2% & PR EAMBOTFEF AIERCE , M Citrix

Licensing (Citrix ¥FA]) TFEHFNEXH. BXEZFAEE , ES

%% XenMobile ¥Fa] 5,

Licensing

XenMobile comes with an evaluation license valid for 30 days. If you decide to use your Citrix license, you can configure it at

Default license Evaluation license

Trial period 30 day(s) left

Configure license OFF

Expiration notification OFF

»

You can install your Citrix license lo

cally or remotely on the license server

PAJRAE XenMobile 10 _FECEFAE , AREBR A A%, A,
BRE-2E | #7077 XenMobile 34|45 {3 MDM B a)AE,

DNS

BHEERE > W]E > 0. IR E121T XenMobile 10 #3453

EE - WU R I RS BEHITAE K. 1R DMZ FE8E1=1T XenMobile 9.0 KIARS-25 , FEWRE M XenMobile ]
SNER DNS |, PAFS™) TR XenMobile 10 AR %25 .

14 NetScaler IP it

https://docs.citrix.com
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AE  WIUH R LRSS BEIITAT R, IRIERETE NetScaler &% 2 JaERE1E1T XenMobile 9.0 HIfR% 2% , BF
F(F A HM XenMobile 10 fR%-83 P #utit#E NetScaler SPfr & a4 Device Manager 324,

e

WREREFEIE XenMobile 10 , BWER ST REBINBESF , REMAFH XenMobile T5 &, ATRABEFE A
XenMobile 9.0 75 i1, IP 3R E FTH XenMobile 10 32451 , SKREFi{E A XenMobile 9.0 f¥5 s 1P 33k , FEEEMAZEIEYY
/&I A,

FHAIBHNER
IRIEFES TN T EH
B ah iR
AR %5 A3 LH RBE FIAR X BIE
MSP 48
BE X Active Directory /@it
XenMobile £ fR{E
RBAC 58

HiRE
A& HTTP 58X HTTPS ) URL
migration.log X 31 K ET B BCE kA A ¥dE
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o AR FR T B A XenMobile 9 F+2KkZ XenMobile 10 P& M XenMobile 9 FH£kZ XenMobile 10.1, Z1R & XenMobile 9

TRETHL SQLXRA , MFERBRE X HSERNSRIITRIE. NREM XenMobile 9 FEHE LT HE LM |, 151K

HRA SRS IRII TR,

e XenMobile 9 MDM Edition % Enterprise Edition i%& T —/49M2B SQL Server ¥4EE.

o SQL Server R FETEIERIA @ B 361 _EiE1T.

e SQL Server fy & SRFIERES SN TCP s Ly, FTRUBEEF 44 KBIR TCP/IP HHXE IP MERAALL A& &4
NN EIFIR,

TFE
Citrix 321X SQL Server $uEFESFII4& EE: SO 51T , Bk XenMobile JR%-28 EE AR mNA SR, HERR & BT [ A3
M. B, BEEERAGETITFHEUHRED |, FEEEASSIED B EiTHIEESRA,

== 5ql Server Configuration Manager

File  Action  ‘iew  Help

@ | > = |-
‘@ SCL Server Configuration Manager (Local) Protocol Mame | Status |
o 5QL Server Services W Shared Memory Enablad
& 5L Server Network Configuration (32bit) W Mamed Pipes Disabled
=, S0L Mative Client 11,0 Configuration (32hit) TCRIIP Enabled

. 50L Server Network Configuration
E‘F Protacals For
.. SQL Mative Client 11,0 Configuration
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TCP/IP Propetties K E3

Protocal [P Addresses |

TCP Dynaric Porks o -
TCP Part
B 1p4
Ackive Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dynaric Porks o
TCP Part
B 1ps
Ackive Yes
Enabled Mo
IP Address fed0: Sefe: 192,168,200, 234%12
TCP Dynaric Porks o
TCP Part
B 1pall
TCP Dynamic Parks 54940
TCP Part —
-
Active
Indicates whether the selected IP Address is active.

Ok I Cancel | Apply | Help |

FHRELE SQL Server 45 4% S5 XenMobile 58

1. #Z Device Manager %3 B3R FFTH ew-config.properties 3C£F, 34T tomcat\webapps\zdm\WEB-INF\classes
.

. classes _[O) =

9( :Jv | . = tomeat = webapps = zdm = WEB-INF = classes = + 5 I cearch classes

Qrganize Mj Open  *  Mew Folder = -

 Favarites L — L | LS EZ :
B Desltop =] device-laver xml 6172014 6:02 PM %ML Document 9KE

4 Dovnloads . )
= download-service.xml 6/17/2014 6:02 PM *ML Document 3KB
=l Recent Places
= ehcache.xml 6/17/2014 6:01 PM *ML Document 4 KB
4 Libraries = ehcachez. xml 6/17/2014 6:02 PM *ML Document 3KB
3 Dacurients = enrollment.xzml 6/17/2014 6:02 PM *ML Document 3KB
o' Music 2| event-service-context, xml 6/17/2014 £:02 PM ¥ML Document 3KE
=) Pictures =] everywan-update.xml /172014 6:02PM XML Document 14 KB
H videos - ERTIES File

8 Computer | ew-config-reloadable, properties 6/17/2014 6:02 PM PRZPERTIES File 1KE
I£‘=u Local Disk (1) = ew-dao.xml 6/17/2014 6:02 PM *ML Document &6 KB
o DVD Drive (D:) GRMS® =] ew-managers,xml 6/17/2014 6:02 PM ¥ML Document 36 KB
= ew-spi.xml 6/17/2014 6:02 PM *ML Document 1ZKE
€ Network | 7] ExceptionMessanes. properties 6172014 6:02 PM PROPERTIES File 18 KE
|| ExceptionMessages_fr.properties 6/17/2014 6:02 PM PRZPERTIES File 19KE
|| ExceptionMessages_zh_Hans.properties 6/17/2014 6:02 PM PRZPERTIES File 17 KB
=] external-reports,xml 6/17/2014 6:02 PM *ML Document ZKB

2. 7€ ew-config.properties X7 , Z£“DATASOURCE Configuration”Sf A2 &L URL :
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pooled.datasource.url= jdbcjtds:sqlserver.///;instance=

audit.datasource.url= jdbc;jtds:sqlserver:///;instance=

|=] ew-config properties Jl
18  # For Microsoft 30L server urll: pooled.datazource.url=jdbc:ifds:sqleerver: /flocalhost: 1433 /everyyan
1% # For Microsoft SQL server urll with a named instance (urlz): pooled.datagonrce.url=jdhe:jtds: sglserver: //localhost/everywan;instance=3(LExpress
20 # For Microsoft SQL server url2 with a Windows authentication (NTLM): pooled.datasource.url=jdbe:jtds: solserver://localhost/everywaninstance=30LExpress;donain=sparus—;

21 # Dracle upl: pooled.datagourge.url=jdbe:oracle: thin: gyerywan/everymani/ /losalbhost: 1521 /eyeryman
22 pooled.datasource.url=jdbc:jtds: sglserver: //fah-234 net, -llaug;instance=]

23 # Pooled datasource host nawe

24 pooled.datasource.hostnane=ah-234. .net

25 # Pooled datasource database

26 pooled.datasource. datahase= aug

27 # Pooled dartasource user

28 pooled.datazource.user=sa

28 # Pooled datasource password

30 # For Microsoft SQL server (10 characters minimum) ex: pooled.datasource.password-everywandl
31  pooled.datasource.password={aes} ==

32

33 # No pooled datasoungs driver

34 #mo.pooled. datasgurce. driver=grg. postgresgl . Driver

35  # No pooled dafasource url

36 #no.pooled. darasource. url=jdhcrpostgresgl: /flocalhost: 5432/ everywan
37 # No pooled darasource user

38 #no.pooled. datasource. USer=gyaryan

3% # No pooled gdatasource password

40 #no.pooled. datasource. password=gyeryian

41

42 # Audit datagource driver

43 audit.datasource. driver=net,sourceforge. jtds. jdbc.Driver

44 ¢ hudit darmsmurcs wil

45 audit.datasource.url=jdbc: jtds:sglserver: //ah-254 —llaug;instance=
46 # Audit daragource host name

47 sudirt.datazource.hostnane=ah-234 .het

48 # Andit gdatasource databaze

49 sudit.datasource.database= -llanug

S0 # Audit datagource user

51 audit.datasource.user=sa
52 # hudit datagource password

3. kR R URL SR FR |, SR fEinss AR SQL Server FQDN, #EXFMBELLT , FimHA A 64940,
pooled.datasource.url=jdbcijtds:sqlserver.// :64940/

audit.datasource.url=jdbc;jtds:sqlserver.// :64940/

=z
TE

Citrix BINE &4, ZHISICRIE ew-config.properties X+ IHEIER. HEEEIBRKEIERE B,
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=] ew-config. properties ﬂl
18 # For Microgoft 3QL server urll: pooled.gatssource.url=jdhz:jtds:sqlaserver: /flocalhost: 1435/ everywan
19 # For Microsoft 50L server urll with a nemed instance (urlZ): pooled.datasourge.url=3idbeo:itds:sglserver: /flocalhost/everywaninstance=50LExpre
20 # For Microsoft HQL server urli with a Windows authentication (NTLM): pooled.datasource.url=idbc:itds: sglserver: //localhost/everywan;instance=30LlExpress;donain=sparus-:

21 # Oracle yrl: pooled.datasource.url=idhc:oracle: thin: everyman/everymands /localhnst: 1521 /everyman
2z  pooled.datasource.url=jdbc:jtds:sglserwver: f/ah-234. net: :=1laug

23 # Pooled datagourge host name

24  pooled.datasource.hosthane=ah-234. Jhnet

25 4 Pooled datasource database
26  pooled. datasource.datahase=
Z7  # Pooled darasoyrce user

28 pooled. datasource.user=sa

20 # Pooled datagource password
30 # For Microsoft 30L server (10 characters minimum) ex: pooled.datasourge.password=everywan0l
31 pooled.datasource.password={aes} ==

32

33 # No pooled gdatagource driver

34 #no.pooled.datasource. driver=grg. postaresgl.Driver

35 # No pooled datasource url

36 #no.pooled.datasource.url=jdhe:postogresgl: //localhost: 5432 /everywan

37 # No pooled gdatasource user

38 #no.pooled.datasource. USEr=SYELYIAN

30 # No pooled datasource password

40 #no.pooled. datasource. passvord=gyeryman

41

42 # Mudit gdatagourcs driver

43 audit.dataszource,driver=tet.zsourceforge.jtds, jdbe.Driver
44 # mudit datasource url

45  audit.datasource,url=jdbhc:jtds:sglserver: £/

46 # Audit dataspurce host name

-1laug

cinc.net: —llaug

47 audir.datasource.hostname=ah-234. .net
A5 # Audit gdatasourcs datahasze
49 audit.datasource, database= 1laug

S0 # Audit datasoupgs user

51 audit.datasource.user=sa

52 # Mudit gdaragourcs password

4. B 25 Device Manager IR, Device Manager Sof51iR [B] 8 BT i& &%

q Services [_[2]x
Fle Action ‘Yiew Help
XenMobile Device Manager Status
Stop the service Ehworld Wide Providas Wieh connectivity ... Marual Local System
Restart the service & Workstation et Creates and maintains dien...  Started Automatic MNetwork 5.,
WML Performs Pause Pravides performance librar .., Manual Local Syskern
Description: 6 Wired Autoco g FE2HTE The Wired AutoConfig (DO, . Manual Loral System
:gr'g?gg‘g‘z[;?.’:ﬁxxﬂmcmrbc-com' \:,(::W\nHTTP ek WARHTTP implements the ... Manual Local Service
Shwindows Upd. all Tasks 3 Enables the detection, dow..,  Started Automatic (., Local Syskem
hwindows Time ————— Mairtains date and time sy...  Started Manual Local Service —
“Ehwindaws Rem Refresh -M...  windows Remote Managem.., Started Autamatic (... Metwark S...
L ywindows Proc properties The Windows Process Activ...  Started Manual Local System
EhwWindows Pres———Fon... Optimizes performance of ... Manual Local Service
Cwindaws Mod Help Enables installation, modifi Manual Local Syskemn
&5 Windows Management Instrumentation  Provides a common interfac...  Started Automatic Local System
“Ehwindaws Installer Adds, modifies, and remave. .. Manual Local Systemn
& wWindows Fant Cache Service Optimizes performance of 3., Started Autamatic Local Service
Gk Windows Firewall ‘Windows Firewall helps prot...  Started Automatic Loral Service
“EhWindaws Event Log This service manages event... Started Autamatic Local Service
& windows Event Collectar This service manages persis. .. Manual Metwork 5.,
&k Windaws Error Reparting Service Allows errars to be reporte. .. Manual Local System
“Ehwindaws Driver Foundation - User-mad... Manages user-made driver ... Manual Local Syskemn
“EhWindows Color System The WesPlugInService servi,., Manual Local Service
“EhWindaws CardSpace Securely enables the creati... Manual Local System
“Ehwindaws Audia Endpoint Builder Manages audio devices far ... Manual Local Syskemn
Gk Windows Audia Manages audio for Windaw. .. Manual Local Service
“Ervalume Shadow Copy Manages and implements Y. .. Manual Local Systemn
“Cvirtual Disk Provides management servi,., Manual Local Syskern
Gk User Profile Service This service is responsible F... Started Automatic Loral System
“ERUPRP Device Hast Allows UPRF devices to be ... Disabled Local Service
51 TPM Base Services Enables access ko the Trust.., Manual Local Service
5k Thread Ordering Server Provides ordered execution. .. Manual Loral Service
“EhTelephony Provides Telephony API(T... Manual Metwark ...
55 TCPJIP MetBIOS Helper Provides support for the Me,,,  Started Automatic Local Service
&k Task Scheduler Enables a user to configure...  Started Automatic Local System
ChSekem Fuank Makificatinn Service Meniars syskem syenks an Gharked Likamatic 1 real Swectern ]

5. 1EH XenMobile 10 RE[ERE
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Generate a random passphrase to secure the server data (y-n)

Enable (ysn) I[nl:

Local or remote (l/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mil:

Use SSL (ysn) I[nl:

Server [1: ah-234. .net

Port [14331: 64940

Username [=al:

Pas=zuord:

Database name [DB_serwvicel: DB_ 1laug _Midas

Commit settings (ysm) [yl:

6. IR L P B IRITIRE | BRERTHREK XenMobile 35 :

e M XenMobile 9.0 App Edition 8% Enterprise Edition F£&k%| XenMobile 10.1 , #&{#f XenMobile Server App Edition F1
Enterprise Edition AR T H. FXFMMEE , HS M EAH1Z1T XenMobile 10.1 AL TE,
o FE{YM XenMobile 9.0 MDM Edition F+£&Z!l XenMobile 10.1 , &% XenMobile 10 MDM F2& T A .
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7£ XenMobile ¥z &5 2k XenMobile

May 05, 2016

XenMobile 3R EFHIFThR AT BT , ATIAFLREIFTRAS. 1§ XenMobile #%=H] &9 K “Release Management” (hRANEIE) WH

THRFTRAE XenMobile #4. JRF-BMARGIEHMEFF.

AR YUBEHHRAREZEFH RN , HKIMNESEEAHE Citrixcom £, HFEENE FRERKRA LB,

BTN

o gt XenMobile EEHTHT , EFE AR (VM) FHIR B AR REAIRER.

o RMALGELERIRE.

o MREFE MDM fR%-25 LB Samsung KNOX Attestation , 3Fi1+XIF4&%] XenMobile 10.0 , SREBAEFHKZ BIRMFHE
E M KNOX Attestation %, XS Samsung KNOX Attestation RiFER{EE. , &S Samsung KNOX, FHifk
Attestation 154 :

e h[EHX - china-attest-apisecb2b.comcn

o KRMHBIIX - eu-attest-apisecb2b.com

o EEMX - us-attest-apisecb2b.com
F£k XenMobile

1. 7£ Citrix Web 3 g5 _E&EFEMK 7, SR5% XenMobile F+4& (bin) ST T RSB R,
2. 7£ XenMobile z#|a7H , BEALE > &RE > RAEHE,

XenMabile Dashboard Manage Configure

Settings

SRR IR A EIE R E , K BR T YUiERRANRA , DRECE ERNTAER. BAMEFMFERNTIR.
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XenMobile Dashboard Manage Configure

lease Management

Release Management
View the current installed release, as well as a list of all updates, patches, and upgrades to the XenMobile server up to the current date and time.

Gurrent Release  10.0.0.62016
Name  Release 10.0.0.62016
Description  Software release build 10.0.0.62016
Install date and time  DeG 11, 2014 06:04 AM
Updates
()
Update

Name Release Description Install date and time Type v

3. EEH Nl , FREEHN. WK EREREIE,

Install date and time

Updates
=]

J::s—{5

Name Release Description Install date and time Type v

Update

It is recommended that you create a backup before installing updates.

Upgrade or patch file®

4. B, SAMEHRTEEM Citrix.com FE R XenMobile FHESTHHIAE | SR e,

5. BEEH , REEWERERE , EF/33) XenMobile,
AR REEH/GE , XenMobile TJREAFEEFH G, XFMEAT  BHIM—KHEE , SBHEEHCTEAD. BE , 1R
XenMobile HSREREH G3) , BAERGSIT.
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BER  MRAGEREHEEATREN , FRBUTLSREEHES/IMTR
o XMF—M T RZINMIFTET R,

o FIATR.

o HEFH F—MTRZA , WARFIEIDETT,

WMRBATRLERR , BEFAREEINTR , SER—FIEHRABKEREE. REaREHERE , 2 GBS EH.
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A XenMobile 10 At B it&

May 05, 2016

XenMobile 10 ££5% T XenMobile 9 Device Manager #1 App Controller, £ B XenMobile A , BCE Device Manager
ERBESE |, BCE App Controller fEA ST FMEST. &0 MR ER T XenMobile 10, Aty , Zk XenMobile 10 i ERi&%E |, &
E 7 NetScaler EECE NEB AN TRECTFE R P ik,

o BIZREIR (MDM) TN IP ik - SEEFACEM XenMobile T R TIREFEF R MDM E &R 1P i
Hb, BREFETE SSL HEE T .

o BHNARFEHE (MAM) fAEkFH4TEEIU IP Hihik : NetScaler Gateway SEE&HECE K XenMobile 7 s TS EE(F
MAM fag PR IP H#idik. 7E XenMobile 10 &, BRIATEULT , KB NetScaler Gateway HIFTBIME iR 8443 Li%H
BRI R P B3Ik,

ARSI T AIE H XenMobile BB, (VM). 35T VM IAILA VM TSI BEE R B I%.
R

EFeEAEFTHK XenMobile 7.

P FERBCTEE RN 1P itk 52k (P ik,

AR EH.

—ANF{E NetScaler Gateway 40 IP #3ibRaT A 1P,

HABRET , IR BN SEIEN ZUT TE

External DMZ Internal Network
Network =1
l 4443 27000 License Server
{Mgmmt)

il

389/636/3268
Active Directory

Devices

4430 1 eiesesessmes i
2443 XenMobile & 1 SharePaoint
hamsnsnnumsmen a P—1 I —_— I
25/443

Exchange Server

443
5223
: 8443 ]
. 1433

SQL Server

SrEErr

Load balancing MetScaler
Apple Push

; 3 8443 389/636/3268

Nc?llﬂc_atlon . . Ceriificate Authority (CA)
sarvice (APNs) I_l—

ceriificate 1 |

53 I— I

443 (50/8088)

NetScaler Gateway Damain Mame Server (DNS)

44;@‘ 1494/2598 XenDeskltop
! Hetwork Time Protocol
ShareFile

StoreFront

43
= =
2 443 2 ShareFile
z = StorageZones
L Controller
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T4 XenMobile B&ET S
RIBETERNT 2%, IFFH XenMobile VM, ¥#7 VM F5# 48 B I%IE FEFHR (HABEK) PKI IEHBZERE,

1 3T VM asATiEHE |, FHMANEIE RIK PRETERD,

L4 L
" (in Fir Time Uze mode) »

HHE S R B

Helcore to the XenMohile Fi 'I'1MP Uze wizard. This ulzu‘d qui
he initial configuration of
Return or type your oWn I

Cormand prompt window adminis
Thiz iz the user name and password you wze when logging on to XenMobile at the c
ommand pr

1}

H-fau11 gn1
Primary DNS s : lﬂ 147 75.248
Secondary DNS server (optional) [1:

Commit settings (prsnd) [ypl:
ettings. ..
ointr type mode B, 3 vectors allocated
i: NIC Link is Up 186888 Mbps

3. ZZIJ%Eﬁﬁﬁﬁﬁ)&mﬁﬂmﬁ%ﬁ%ﬁﬁ CERAY B, ERA N, ARMAFER. EE  MRTTFEm R R AT
=, FFERITHEREYA XenMobile VM, IRFELCA FENMINAFTERD, 1EET R BEMARMEI T, MR ERLAK
lﬁﬁﬁﬂl FRAMABE AT RE | IR M. BIXAERN AT ATE VM |, (B8 AR ER AT AR MR A,

Encryption passphrase:
Generate a ramdom passphrase to secure the server data (ysn) [yl:

4. INRBE(ER FIPS RN Y ; BN, EHA N,

Federal Information Processing Standard (FIPS) mode:

Enable (ysm) [nl:

5. BREMIRE , DUEHM 2 AT RRE ) VM FHERME— MR, BB RTINS : Database already exists ($riRFET,
)
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p=PostgreS0QL) [mil:

1_51

mit zettings

1o enable realtire communication between cluster members please open port 88 us
ing Firewall menu option in CLI menu once the ed configuration is complete

ring server and client certificate p ords. .

6. MIASAE— VM RREFIER AR,

Local or remote (l-/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mil:
Use SSL (ysm) I[nl:

Server [1: sqlZ2012.ug.lab

Port [14331:

Username [=sal:

Passuord:

Database name [DB_servicel: DB_51
Commit settings (ysm) [yl:

Checking database status...
Database already exists.

MAELE , BT RENPGEER TR,

ing server and client certificate pa ords. .

enter = used to generate internal Public Rey In

ructure 1)

i Rant .1u u ! i l for all the certificat f the PRI [yl:

7. RETUE , REF[EHBFHFBRERITEIE.

© 1999-2017 Citrix Systems, Inc
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[Stopping configuration app...

[Starting configuration app...
this may take a few seconds
application started

application started
To access the console, from a web brouser, go to the following location and
log on with your console credentials:

https:/-10.147.75.59:4443~

[Starting monitoring. ..

km=51.wg . lab login:

AR BRMEESE A VM RERIHEEMR., XFHER AR VM F BHEEBEREEE FERS s —Ffhikiz,
8. {#F XenMobile 5T 2REKIZKA (FQDN) £ Web {523 FTF XenMobile IZ=H 4.
9. EEHIRE , BAEREA LANT AR,

XenMobile Dashboard Configure % | administator &

BERPRFT IR SCRF TUE.

LI Menhiobie Dashboard

10. ESEKTH , AEFEREE.

I Xenhiobie

Suppart

BERXTHEBENHEER  BERERR. REERER. 5%,
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Cluster Information

* Cluster Members

e 10 hiinSe e B Pl Firal chakiedn it Sk

FaMAERTRENR R, EURBARK SRR &,
7£ NetScaler #k XenMobile BHERLE thzk 14

BITRIT S AERMAFNE XenMobile BEsRSR | BEXT KT RATFHA RENFRIE. SRTFHIBITENT NetScaler
10.5.x iR XenMobile [ § 2. LA ETILM S , SIBAL AR RS YRS XenMobile 7 58P

1. &% NetScaler,

User Mame

ak & . ¥
C!TR!X
Password

B ]

2. £ Configuration (ECE&) 1EM+£_E , B XenMobile , SAf5 8 Get Started (FF38) .

MNetScaler for
XenMobile

Shawr Licemed Frafures

Welcome!

Thic wizard gubden you throsgh e configaration of NelScale

for your XenMobile deployrment.
Integrate with Citris Preducts

A xenmzhie

&4 Kemipp and =g ks diadionilage 530 with which you e deploing MerScaler,

3. 3% Access through NetScaler Gateway (@id NetScaler Gateway yjjla]) &3i%EHEF Load Balance XenMobile
Servers (XenMobile fR55#5thEkF14) REAE , AA/afady Continue (484%) .
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MatEcalar for XenMobik

Dacumentation Dawnloads s )

¥ Aceess thiough NetSesles Gateway

* Load Balanece XKenhobidle Servers

Load Balance Microsolt Exchange Servers

Load Balanee ShaseFile StorageZanes Conirellers

=15 b

4. i\ NetScaler Gateway ] |

ad o the e of content Lead Balance XenMobile Servers

+ Lead Balance Microsaft xchange Sorvers

P ik |, SRf5 8 Continue (k%) .

Lanfiguraties Bepeniing
+ Back

Methcaler Gateway Configuration

NetScaler Gatewny Settings

5. BEHITLTRER IR S 2HE
e 1f Use existing certificate

acumentation Bamninads i

BYBEZF NetScaler Gateway B3I IP #itik , SRfGE8F Continue
(ERIMBIED) &, NIIRFPIEFRSIJUED.

o i Install Certificate (RIRIUEP) M KA LZEFHARS ZHED.

Ceatiguiation

Metcaler Gateway Configuration

HetScalar Gatoway Settings
NenMobileGazeway
Sarver Cartificate for MetScaier Gateway

* Lge existing certificate imatal| Cortificate

6. MASHRIERFHFMESR

https://docs.citrix.com

= A P
18,147, 75.54 aa3

, SRJa Bk Continue (4K4%) .
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Authertication Settings

7EE : W& Server Logon Name Attribute (BRF2EREFEM) S471E XenMobile LDAP BECE 2 tHIHER].
7. 1£ XenMobile settings (XenMobile i%&) & , #i A\ Load Balancing FQDN for MAM (MAM Ifa2k 44 FQDN) , #RJa
B Continue (4kE%) .

Kenhobile Settings

EOTH

EE R MAM i E/R24M 1P Hihibi FQDN 5 XenMobile () FQDN 48[,

8. aNR{FEF SSL AR (HTTPS) , 35153 HTTPS communication to XenMobile Server (&5 XenMobile fk%-253HT HTTPS
B{E) . BR , inRE(FA SSLEEL , E%E HTTP communication to XenMobile Server (5 XenMobile iR 52531 T
HTTPI&{S) , an ERIFTR, ASKELAIBE R , 1§15 SSL AR (HTTPS),

9. 45 MAM FaZFH RN IP HIMEAARSS2RIET | SA/a 8y Continue (ZKEX) .

NeriMebile Setlings ¥
Ams g Lab Testz Contgueption, HTTPS communication to XMS Server

ratsnd MLI4LT535 + Turme OiFF
a4 BOTH

Servar Cortificate for MAM Lead Bslancing

= U existing certificate Install Certilicate

wildoer-wy-lab.pls_CERT_KEY =

[ coe- TS
10. #£ XenMobile Servers (XenMobile fR$%-2%) T , Bd Add Server ((FINARE2S) AN XenMobile 37 5.,
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Server Certificate for MAM Load Balancing

=B widzertomg-labphe CEAT KE o
== TR wakacert-wag-lab phe_CERT_KEV

Nenbiobile Servers

| por

I Akdress
FerMoiske Server 1P Address i ol corfipuve, Pieene ikt on Aed Ferver o configons

[ |
11. %\ XenMobile ¥7 /4 IP #idik |, SR8t Add (3RhN) .

Neriicbils Sorver I Addeome
£

12. ER LT 10 1 11 BURINE A XenMobile 775 , ¥4 XenMobile B&EM—ERSy. LB ZIEARMEKFTA XenMobile i 4.

B Continue (Z4%) .

Server Certificate for MAM Load Balancieg Fa

= [ wickcart-mgrtab ph KT K1
T wdsont-wiy-lan ph CERT_KEY

Nenfobile Servers.

Amsmﬁ: & € S

[ o |

13. #if Load Balance Device Manager Servers (Device Manager JR% 28 a8 F1E) ARSI IT MDM T FERcE.

Nenfobile Sermrs. <

e e e g s
14. M NER/E MDM tazk 1 P Huhitid 1P #uhik |, SR /58 Continue (444%) .
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15. 3xR* B R XenMobile T &5 , Bt Continue (4k&%k)

, /5 8d Done (5TAk) MASTARBLIEAE,

m

* Bk
Load Balancing MenMobile Server Metwork Traflic

Load Balancing Vimual Server Configuration
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16. ERWAREN IP iR A BAINETT , W Hd Configuration (ACE) WK , AR/ESAE Traffic Management (7
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A5 PDF iRt , TR AT AR ZBFEBCE XenMobile 10 Enterprise Edition,

BEEDPE A RLGEMAN N EIFTR | BT AT L PDF 48T 3R,

==

DNS view, active site,
MAM 55L load balancer

2 XenMobile servers — active and
passive-shutdown
2 NetScaler Gateway instances —

Active and Active

Static proximity access
DN5 view, active site,

MAM SSL load balancer

Enrollment and NetScaler Gateway Logon

=«

==

DNS-CF
— T v Site A
Site
2 G5LB virual servers
[— =i ——

Xenhobile Enterprise NetScaler [4—— Inter-site network ——p
Gateway on port 443

| S5L 8443

S5L8443

XenMobjle Server NetScaler virtual servers

]

Site B

il

<
<
—

XenMobile Server NetScaler virtual servers

2 G5LBvirual servers

! o

550443
XenMobile Enterprise NetScaler
Gateway on port 443

551 8443

5508443

Ly

Trust

] i g

XenMobile Server nodes 1and 2

XenMobile Server nodes 3and 4

Active Directory A

0L AlwaysOn Availability Group
virtuzal IP address

=1

< |

ctive Directory

= ] >

<
ActiveSync
Database P

. por i XenMobile k¥R ETE
i poF 1 XenMobile KME SR RLEHIE,
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INFRARFE B, Internet JRE |, FJRATE XenMobile PR ERIERF I RABUIIRE. Atk , FEELIHS1THEND (CL)RE
RIBIRS . BEE  RERERSRTEENENAL.

1. 7£ XenMobile CLI 38 |, G 2 PUEFF “SystemMenu” (REEH) .

2. 7£“SystemMenu” (RGEH) F, B 6 LLEFE Proxy Server” ((RIBARFZ2%) HH,

[2]1 System

[3]1 Troubleshooting
[4]1 Help

[5]1 Log Out

Choice: [0 - 51 2

Back to Main Henu
[11 Display System Date
[2]1 Set Time Zome
[3]1 Display System Disk Usage
[4]1 Update Hosts File
[51 Disnlau Device Management Instance Name
[6]1 Proxy Server
L1 Hamin (LLTJ rassword
[8]1 Restart Server
[9]1 Shutdouwn Server
[10] Advanced Settings

3. #£“Proxy Configuration Menu” ((RIEFCESER) o, S 1 DU%#E SOCKS |, SR 2 PU%E#E HTTPS , SR 3 DL
HTTP,

Back to System Menu

SOCKS

HTTPS

HTTP

Exclusion List

Display Configuration
Delete Proxy Configuration

4. BARIEMRSS (P sudk, SmASHABIR, BRSMAERSFRUSIFNERERE  FEH TR,

jeEieSidl XFFB AR

SOCKS APNS

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.105



HTTP

HTTPS

HTTP {1 THHIAIE

HTTPS FH3t{THHRIE

Back to System Menu
[11 S0CKS
[2]1 HTTPS
[31 HTTP
Exclusion List
Display Configuration
Delete Proxy Configuration

Choice: [0 - 61 1

Enter socks proxy informatiom
Address [1: 203.0.113.23
Port[]1: 1080

Target — APNS

fire you sure to restart the system? [y-sml:

APNS. Web, PKI

Web, PKI

Web, PKI

Web, PKI

5. 3NRIVEFRFE HTTP B HTTPS RIEMRS 25 ERCE R P& MERISHTSMIE , BRA Y , RERAR A MERD,

[0@]1 Back to System Menu

[11 SOCKS

[2]1 HTTPS

[31 HTTP

[4]1 Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

Choice: [0 - 6] 2
Enter https proxy information
Address [1: 203.0.113.23

Port[1: 4443

Configure username & password [ysnl: y

Username: Justaname
Passuword:

Target — WEB
WEB proxy configured. Dverride proxy settingsTly-nl: ]
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XenMobile 1 NetScaler Gateway EEF[IE, B * NetScaler Gateway WA HIEMSE , 1S F7E NetScaler Gateway b
TARVFATE,

XenMobile {3 Citrix Licensing &I a[IE, A 5% Citrix Licensing 4SS , 27 The Citrix Licensing System (Citrix
Licensing Z&%%) .

W3R XenMobile B , BB —HATEMARFHME , KA BTHEFTENRE. HE POMAERIAFTIET A
RETITH#. AKX XenMobile FATHEXMITRIKIFH{ES , ES M XenMobile licensing (XenMobile #1]) .,

Wb Citrix Licensing , #Af5 8 Tk XenMobile WrJIE, FEZLI T Citrix Licensing FIARS 2502 FR A BEAE BV AT IESC
4, =¥ XenMobile B} , BHATEIRE 25 _EZ% Citrix Licensing, #&HLaTIA{# FBINA Citrix Licensing ZBE %18 XenMobile 48]
iE, BXRLE. HEMEE Citrix Licensing BEMEE. , BSR40 A=,

7EE. : XenMobile 10 ZsR{F R Citrix WANERS 28 11121 FRAKE ShRA ; BRIBEAFEARS 23R4S XenMobile 10 A3k
.

BT IRITEH XenMobile T RESRBIREEE—IE , FEIEEFAEIRSE R LEA Citrix Licensing,

Citrix SR BEEIN B NIEX R — A4 EIAR, RELEXHFNRRRIARN , IBFNEX e EREN+. B
&, MREBERRIEMECEHHNIEN TEH LRI XenMobile , MIFEZEF A A UES 4.

XenMobile FA[EEER

ERNRMFNERIE R T , XenMobile ¥ ETERRRAA 30 KMXFHERTETT , DiREFTL., WXAHEXREEER—k , HRA
WREFF4 30 X, TOEEBB T RARNAIN XenMobile ¥ a[IE |, IA4FH 1EXT XenMobile Web #5581 & B31a].,

R%& XenMobile & EERZMFANE , {BRE—E) R AESTE— ML,

XenMobile WAIEE G , FIAREEHENBERATA. Bl , FA SRR TUEEN |, BEZIE MR & KN B2 FFAES
BERTIEFE.

7£ XenMobile ###l|& L& “Licensing” (7)) WH

& XenMobile JFE X B7R Licensing” (¥FA]) WEE , WANEREAZIA 30 REAMAHEN , FFEEREE. TRELTRE
EERIAECE AT,

Licensing

Default license Evaluation license

Trial period 30 day(s) left

Configure license

Expiration notification
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1. £ XenMobile i+ , AHECE > RE.
2. BFFE], AP BORVFRT A,

PRMASE TE

AFVRRRER , AP NER ERERET, FNRE—MFIREBSHRE. MRFMRE—27) (i) sE—XE (4
WE) RZMFANE , FEF B BRERRKE—1TH, EXLBERT , e S HAE AR E R N A AR E
o, SHBEERAEFARER SIS BRI,

IB1d XenMobile %) & E1E FTA A MIAF ATIIE.

1. M\ Simple License Service 3REUARNESCHF , AiAR BT EEIREH A Sk BEHEF AL Citrixcom _ERIK P, B RIEM
B8, B RO NEH.

2. EEHIEH , BERCE >R E > FNE. BB A,

3. BECEWRNEREA NI, E4NEZRES RS | BERNRA , B BRFRIR. FaIRBEEHAT XenMobile FIFRNIE.
BSR4 R RAMEAA Citrix W aE |, HR A,

s = Licenses

Licensing

Default license Evaluation license

Trial period 30 dayis) left

Configure license m

License type Local license A
f‘:&i
Product Name Active Total number of licenses Number used Type Expires on v
No results found
Expiration notification OFF

4. WREVFANERBR ENAHVF AL , ARSI, BN BoRARIFTA R EAE,
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Add New License

License File Choose File | Mo file chosen

Cancel

5. FEARMFFRNESHEES , RIS H , RRNEAEIRERVFRIE,
6. B bR, WFANER EREAM I BRERE T,

License type Local license w7
&1 =]
Add | Delete All
Product Name Active Total number of licenses Number used Type Expires on ~
Citrix XenMobile Enterprise Edition|Device v 15002 o Retail 01-DEG-2015

Expiration notification OFF

7. WANEBRFEF LA _ LR TS |, SR HEE. R NERFRAAF S —MAFENLE , I NESB3hiiE.
AN INTAZ A A UE
NRAEFARRITAE Citrix WA BRST 2% , WIEA Citrix YA RS ARR BB NVRES). BXFAMER SRV A4

Af.

1 T REE , BEEFIERATT. EFNERERSIRS |, BERmRd , BB RFITR. WUREBSERT
XenMobile FIVFRTIE, 20K FRIEM Citrix FA]E , BERAZT.
2. W VFANEZENE B AT O, RINIRES B e 1A o] e AR S5 28 Flis O FER AR N 1SR4 .

License type Remote license =4

License server”

Port™ 27000 Test Gonnection

Product name Active | Total number of licenses Number used Type Expires on v

1001 0 Retail 01-DEG-2015

3. AR RT , BANTAEFR] RS P ksl e 2 RERIEA (FQDN),
4. WRAFERT , FXRMANGASRARTSFI RS HFBENROS.
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5. BdilGlEE. MREEAT , XenMobile ¥ SR RS 25&EE , FHEEF AT RPIHFTAT AL, RERRW , 1

KELRUNEEREEM , URTHERESE.
AE  MRRABE—MFIE , SBEINRENFANE.

AR ALV AT UE
WRER S ML, ATRLERZBUENVRNE. B2 , R—iERBEME— ML,
1 EATTREMN GRS , BEERERFNERENTT. T30 BRBEHAE.

Product Name Active Total number of licenses | Number used Type Expires on ~
Gitrix XenMobile Enterprise Edition|Device v 15002 0 Retail 01-DEC-2015
Gitrix XenMaobile App Edition|Device 2 a Retail 01-DEC-2024
@ *
nowing 1 - 2 of 2 items v
Activate
Expiration notification OFF

2. BHHUE. BERBUENTEIE,

v Activate

Are you sure you would like to activate a different license?
The currently active license will be deactivated.

3. BdIE.
BR  RBEFNEFNE , GRTRUERIFIRESBURRUE.
B RERE #UE.
BT @
MUETFE A ATE ST , "R XenMobile BCEATEHOTFAIET #I B I B shi@ A% , RECE— MK,
1 FEFRTIE L |, BERIEABCATT. KBERINSEMARNTE.
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Expiration notification m

Notify every* 7 dayis) 60 day(s) before expiration

Recipient*

Content™ License expiry notice

2. BB RIEIRRT , B :
o RIXBRMIRE , g 7 X—IK,
o JHRRIXIBRKESE , A0EAFAESAET 60 KA.

3. MM ATEF , NG HR A aF R UE AR AR T BBt

4. ERBFTEF , MARFAEBRHERINEHBRHEE.

5. RlfRfr. EIHIRTTEERXEET , XenMobile FHAEREARRMM M N ERB TR , HPASEALERRPIRHNX
A, BRRBEEINMTER R,
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XenMobile =& & XenMobile 10 i —EHE T A |, 4547 XenMobile 9 R EFhRA ) App Controller 1 Device
Manager 84, WFEBBRAED TR T XenMobile , FHERIHERNITHIG . MRERR XenMobile , S %5
XenMobile,

XenMobile #=#I & ERITHIFA Firefox, Chrome F1 Internet Explorer lRAs+ 534,

PFEBNE T REEHI AR ROBITI , TERBRT AR EEH TR AREFMRZBRMENENIER. F—HBYNAT
A REER SR OIMIARE.

R - BESTAT A MG EM SRR T,

HE HESHImEARIEmE .

~
(1)
\—/
[ . Import certificates ; -
Initial install settings (trusted SSL, APNS, Configure LDAP* Configure Conﬂggre ::‘:MTP & SMS
to configure now ) ) NetScaler Gateway™ notification servers
client certificates)
(2)
N
Recommended Update or create
prerequisites Add users & Add delivery Assign roles to pnotiﬁcation Add workflows for
before adding groups groups users & groups™® app approvals®
- templates
apps and devices
3)
O
Wrap apps with .
: Configure app Add app Deploy apps to
Add apps Hidlsies Add apps policies categories® Apply workflow delivery groups
necessary
—~
(a)
N
. . § . Configure client settings, such as
Add devices Configure device Deploy device policies to beacons, Warx Home support, and Create automated

policies delivery groups actions for devices*

ActiveSync Gateway™

|/ -
©,

Send enrollment
invitations

Check enroliment

Enroll user devices I
modes for invitations
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http://docs.citrix.com/zh-cn/xenmobile/10/xmob-getstarted-console/xmob-getstarted-console-flow5.html

Ongoing app and
device management

View notifications and
monitor devices and apps
on the dashboard

Issue security actions on
devices as necessary

Do connectivity checks, create
support bundles and view logs™®

...........................................................................................................................

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.114


http://docs.citrix.com/zh-cn/xenmobile/10/xmob-getstarted-console/xmob-getstarted-console-flow6.html

IR ETER

May 05, 2016

BEREGSITIEFE |, AJ51E XenMobile #=HI& % BLE XenMobile J§ , IFIREFTIF. BT AR EIZIVIAECE FH , 1R
f@:EEﬂEL%ﬁbK%EEE ATUESEHATRENTRE. FHRANAF, NARFIMEEZH , VB RTRAXLLRRE. B
Frig  EREEE > ®RE. EEFEEANLER , 2 XenMobile =6 & A1,

EE ﬂ?&ﬂ?ﬂﬂlﬁﬁﬁ—fﬁlﬁﬁ .

Import certificates
(trusted SSL, APNs, Configure LDAP*
client certificates)

Initial install settings
to configure now

Configure Configure SMTP & SMS
NetScaler Gateway™ notification servers

BEREMTERFREERAS R , EZFLLT eDocs T/l

XenMobile A HIEF

LDAP BLE

NetScaler Gateway #1 XenMobile
XenMobile 5 118 %
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May 05, 2016
ERIEGAITINEIE |, SR/G1E XenMobile #5414 HELE XenMobile J§ , #24REFTFF. tIREPGTH L RALE | TTRTEY)
AR E TERPERRENNVIERE. EEEEBANLHER , B3 XenMobile #5614 A7,

W TAERERE AR NN AFEFAR & BT ECE K& 51
EE W ESHEE AREEE .

(2)
N/
Recommended Update or create
prerequisites Add users & Add delivery Assign roles to pnotiﬁcation Add workflows for
before adding groups groups users & groups™® o = app approvals®
apps and devices emplates

BREMEERHAEER SR , ES LT eDocs £

RCER K, AEFhE

7£ XenMobile FhETRRT (4R

#£ XenMobile F{#f RBAC QK EFHEE LA
1£ XenMobile 5 £Y3E 3 5 #7188 XNARAR
FCEFMEXFEREMRSTT

BIEMEE TR
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BEREGSITIENE |, RJ51E XenMobile 55485 AL E XenMobile f57 , IEHIMREFTIF. MREPS FELeRAERLE |, 7] AEY]
AR E TERPEEREXNVIIARE.

Bk, AJRURIBES A DS TR AR , FERNMN AREFNER i ER L NE &G, EEFENLTER , BS
¥ XenMobile #Z=HI & NI,

WTAEREBIRT 18 XenMobile =AY FI7E Ao Rz B AR UG
B HESNREATRRE,

O,

Wrap apps with
MDX toolkit as Add apps
necessary

Deploy apps to
delivery groups

Configure app Add app

- i Apply workflow

Add apps

BREMEERHIEER DS RA , S HLT eDocs £

e {HMA MDX Toolkit 3T FHFEF

e [f] XenMobile FRINK FBFERFF

e JEFTF iOS. Android #1 Windows Phone 8.1 ] MDX SRB& 5L,
o RINK FFERFZETI

o BIEMEBHETEM

[ ]

1£ XenMobile 45 THAF {440
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http://docs.citrix.com/zh-cn/xenmobile/10/xmob-apps-addapp-tsk.html
http://docs.citrix.com/zh-cn/mdx-toolkit/10/xmob-mobile-app-policy-defaults.html
http://docs.citrix.com/zh-cn/xenmobile/10/xmob-apps-addapp-tsk.html
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BHREMSITIEGIG | SR ATE XenMobile I=HI & ELE XenMobile f5 , IFHIMEHTH . MREBIFLRERE , ATRATEY)
AR E TR EERXNYIARE.

BTk, MRS A & S TR , DRSS 2 T E LN G 5, R , ETDURBR L
A TR PRI ML ARy, BEBERA TR , %5 XenMobile #5514 1.

BT AEREIRT M XenMobile F R A0FNE MR % B R PE R WUIRFF .
TR HESHNHMBATIERE.

)
2/

Configure client settings, such as
beacons, Worx Home support, and
ActiveSync Gateway™

Create automated
actions for devices™®

Configure device Deploy device policies to

Add devices - 3
policies delivery groups

BREMREMFRESERS SR , ESFLLT eDocs £

1 XenMobile FRIMNEEMEFZZIVEAER
XenMobile ®#& Kkl (IRFEA)

1£ XenMobile FEHRAT {40

BCE XenMobile & iR E

1£ XenMobile 81 BN {LIR/E
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BREGLSITINEIG |, SR/GTE XenMobile 1544 HECE XenMobile f5 , ITEIMCETIF. iR EHITF e/l E | aTALEY]
AR E TERPERRXHVEEE.

Tk, TRURIRIZS G ME 04 TAERTRRE , ERNNARFMNRE AR ERLENERMG. Ra , RN AR F

TAERAR RGO RARFF | FHRRIAINE TEMFRREARAER RS . BERBINTMHER 2

anNil.

WTAERERT 1E XenMobile S A iR & B ROE AR IR .

I
'\5>

Enroll user devices

BREMEEHAEER DS RA , ESHLLT eDocs £

Check enroliment
modes for invitations

Send enrollment
invitations

o FEEAFIK,, ABRNIEMRE
o FLEIEMMERFFRRBBRS]
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BEAEGLSITIEGIA | SAF7E XenMobile I=HIAACE XenMobile & , IEHIARKEITIF. MRESFLRREAE |, FTRAEY]
AR E TP ERRNNYARE.

Tk, TRURIRIZS G ME 04 TAERTRRE , ERNNARFMNRE AR ERLENERMG. Ra , RN AR F
TAERPHEARIE AFERF | F AT BURRIA IS S TERP AR E. TR TERZE  RRITMA -
wETERTRRAERR A RE. BEFENTER , B2 XenMobile ZHIA AT,

BRI~ TERBREES TN AREFREEENENES , B UIERES AP RITXEES).
AR TESHIE N ERE

—
[ 6\\:
.
View notifications and
. B ) Issue security actions on Do connectivity checks, create
Ongoing app and monitor devices and apps devices as necessa support bundles and view logs®
device management on the dashboard & o =

BRI B G A LARIRFERMREIRSHFERFAEE. , E2 R XenMobile STRFAILE,
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XenMobile 32l & F KT S 25 FN R AR
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TIEBFREELET A XenMobile 55145 , iz F“Devices” (%) . “Enrollment” (JEf}) . “Device Policies” (iX&%

H%) . “Apps” (NZFAFEFF) . “Actions” ({#4F) HM“Delivery Groups” (3Z{44H) &R, FIRTIERS , T RAME/MEHIE LY
XEXIHH R EESEE M*EE%E&‘REEE KUEE. FIAFR , TN AT kEE B T4 REPIREIRNE SRR

YERIETL,

1£ XenMobile 1z & EFH FIEH LR

BRI G P RIEFHRMEEREIRE , TURB/UHARNAREE S FEMR :

o TTRUERRIEFSAMEIAE , AFERIESRM_ LT BIREmse s,

AT ROES Z AN RIEFS A EEAE | DARIES iR BT X Leskng

AABESRF DR , RS IROEMEREmRE, BHEBRELN , JUERIXTREMFAEESIXK.
ARMERRIEF RN TTERED Y RIE B HR , DARFIZ L ISR ER.

TEERT XLERAEEH AR R &R OB RAN. FIUTILE 10 MIE. fEREA MAKN=AF I m a6 j5
BN

Dashboard Manage Configure

Device Policies show fiter
[ # &
Adc Edit Delete
Policy name Type Greated on Last updated on Siatus v
cellular policy Gellular RPAL G E- B AN Y]
cellular policy 2 Cellular 1714115
org info policy Organization Info 114115
bile policy r Xmopi 4,
108 restriction pol Restrictions 11415 |~:E) - 25‘9 1 L
Samsuni g SAFE Restrict policy Restrictions 11415
Windows Phone 8.1 Restrict Restrictions 11415
/indows 8.1 Tablet Restrict Restrictions 1114/15 3:14 PM 1714/15 3:14 PM
Amazon Restrict Restrictions 1114/15 3:15 PM 1714115 3:15 PM
app uninstall policy Delete Application 1/20/15 9:56 AM 1/20/15 11:51 AM
I 1] 2 < |3 I

1£ XenMobile =44 T EEE

RERFENENSFEREEAFETE  WRE” . M. REKRE . NAREF . RENTHR, JRUMRIEEE
B ETIRS K. CERRERRETTEEARS , (BERSIRSHRERNTH G TR,

1 FERERET , AEBI/RIT IS
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+

Name

Jailbroken Device

Blacklisted App

BRI IERER , HPFE T EIBREFIRTUKIBEN &M, SR ANNERTFRRE SR ARIRIER.

Filter

¥ Trigger Type
Event
User Property
Device Property
Application
v Action Type
Motify
Set Az Out Of Compliance
Selective Wipe
Wipe
Revoke
v Associated Delivery Group

AllUsers

Actions show filter

Done GCancel

Type Tri

Device property Jailbr

Installed app name

GClear All -
Actions Hide filter
+
Q Name Type
o Jailbroken Devi
Device o
Blacklisted Inst:
App na
o Out of Area Evel
Q Showing 1 - 3 of 3 items

2. BRI AEMN=ATE , B/RXIT USR] LA RIIEmR.

https://docs.citrix.com
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3. EFEFARNTIREM. BEFIRPENAEHEMELFHIRE.

4. PATATF#EZ— -
o BHREHEIT IS MRS F AT IR EMSIR.
o RAHLENERIUAIREITES XK,

5. MREFFTELAHREERE T IREF | BETIBSMERIKEN Save the filter (REFTIEZS) FEF , AR MESR
R, RERTTER. WRREMEETIES | ERTEUH.

Applications out of

compliance -
Update
Delete

Rename

6. RIFLIERIE , TS ISR AR A IR ISR U825 .
EE  MRBETIR[AHFEAMWN=/ARE , TUEAFFRERERFEITLIER. BRI IERHE R B TLIER.
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AT XenMobile FRBHMATIATFEMK :

o SEFNAFARBEIMERZNARGAARINEE., BN XLBMAEAITER, , ER OS RENABAF. BEAR
EHRRAF. FRRIETRENAFE.

o EMAFREERE

o MEHERUXHNEMBIA, (FEFRENNIRME) |, Fi2n , BT EAMEBFE LR R AE eS| BORE EHEEMR
#k13 Root AREY. BXRENUIREFNFHEE , ES ML XenMobile 12 B RE,

(M XenMobile Z3X B , WRACEMXFIBAARS 2. FTAFE XenMobile FREBAARF2F , LIECE A 2 HR A2 H X
(SMTP) F4Z(EARS (SMS) WISARS=% , AR A A& B FBREANSCA (SMS) @40, "TRAE RI@ A FP R RIIEE R X IH
B : SMTP 3k SMS,

o SMTP REMIERMCATNY , BIEAIETIER BT EHIEHIPNY (TCP) K & F R IHRALL TR , N SHHE
WHTIB{E. SMTP LIEEIERE SMTP & i (BMERIEAR) WaSHMKE SMTP JRFSHMMEN IR .
o SMS EZFHL. Web HHHBERFENIAHERS. CEMIFAERBEINY , FEELKEIFSHEERE U HREIA

R AZE XenMobile FIREIZER SMS Mk , LB BIZEERK SMS MXREMIBL, 1EERER SMS MXREF#E
ZRAET RSB SMS 14, XERTIANHEEFEAARERLBENY , ATFEEARKESBNRERETHIATAHE.
AEBPRT IR SMTP fRF25. SMS BXFNZER SMS PXHKMER.

ACE SMTP JRS-25H SMS RI%

WERM

o FLE SMS MXZHT , EERAKEEAMATIRSH[/EE. THE SMS RE[EDIEEENDEWIRS SR LRERFHZES
BTIRERTFIMERS (EXFMELT , BEERFILMUH Web it R EHERE) EXEE.

o WIRACE SMTP BAIRSH/AEM AR AXIERE. MRHBRSH[ITEENTRS SR L  FHRARGEE AURREEFE.
MRS 2R EFEENIBEEIRS | EIERSIR RN Web ihn FEHMANHNEERFE.

o [FE—KERBEHIE—A SMTP JREBF— SMS BRE-25.

o WML TMILEH DMZ 59 XenMobile FTFF¥%A 25 IAFSEINEIMLE LA SMTP BR$25 . RMERERS AThAZ X B4,

1. 7£ XenMobile Web {ZHla+ , HHEE > WE > £S > BHRSFE.
SRR BRE X AR S 2F AL E T .
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Setlings = Motification Server

Notification Server
You can add and configure SMTP and SMS gatewa

(I
Add

SMTP Server Mame

SMS Gateway

2. BERIN , B SMTP BRE238K SMS MK |, SRR IR REE IR ST XH G MEMANIE F2IR4E.
o FERMN SMTP M=% , BEBELRIES6,
o TR SMS Mk EEBELE7 E9,

3. ANRBAFURM SMTP JRS2% , B E/RAM SMTP ARS25 WM.

Configure

Settings = Notification Server = Add SMTP Server

Add SMTP Server

You need to configure the SMTP notification re. If the SMTP server is hosted on an internal

rou can find information from the service pr

Description

SMTP Server®
Secure channel protocol Mone -
SMTP =server port*
Authentication OFF

Microsoft Secure Password OFF
Authentication (SPA)

From name*

From email*

Test Configuration

» Advanced Settings

4. BEEMUTEE :
o ZHR : BEASI SMTP JRS23MK P XEXAI B FR.
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o A : W , MRS ARAILEA.
o SMTP fR%#% : MAREZIMNENE. FHNLBTURTEIREAITS (FQDN) 2k IP ik,
o TLRFEWMN : £FIFRSF , BERFHFERNMENRE2BEINY GIRBEBEENERALTESHHRIE) : SSL, TLS
BT, AERT , FERRENT.
o SMTP RS#33%0 : B2 SMTP BREERMERO . ZOABAT , HIOWRER 25 ; 2R SMTP iE#FE A SSL RLBE
X, MR E R 465,
SHRIE - EEFECC. MBI | IR TR RRE.
Microsoft LIS HRAE(SPA) : 21R SMTP REF-Z{EHAME SPA | ERETFF. BABAT , e TR,
BEHENEL AR Finflck B IR S 23 B AR FRMFR , BRIEEGNEFREZIR. Fian , A8 1T,
KAENBTFHME - BB FHRRR A RS SMTP RS 28 4 3% (418 &N A8 FR A e F-hp ettt .
MEECE : SRR NN F IR B %N,
5. RFFEAKRE , REREMUTERE :
o SMTP EF)RHK : BN SMTP JRFZFJFRIEMMFRBAET R, ZAMBRT , WFEARER 5.
o SMTP B : G2 \RIE SMTP &K EARFRIFEATE (URRERAL) . anSFMEHINE RN SBUBERLERMANE |
TBIENLLE. AR ERNERESMIVG ;| HIRERBEMBEIA B AR EXNIEE. ABRT |, FEBRER 30 7,
o K SMTP UfE AR : S8 SMTP RS 23 X MEAN B FAMER R KB AR, ZOABAT |, H{ERE R 100,
6. BCE SMTP fR&-23/5 , EHm,
7. EEMRSHREERE , EACE SMS Mk, FATRM , KR8t SMS M,
BEERE B IR0 SMS WX T

Add a Carrier SMS Gateway
Converts ema MmesSE3geE pasEINg trough the garewsay 10 & pre-defined format, =uch a= an instant MeEEsgs.
Carrier
Gateway SMTP domain
Country code Afghanistan +93 ~

Email sending prefix

Cancel

7EE : XenMobile {X3Z#F Nexmo SMS jHE&#E. REARBEM NexMo JHEZBHINK S , iE R Web i mlglz
R,
8. MLEMTRE :
o ZFK: #FR SMS MXELE.
o A : Ak, WARCERIRA,
o B4 BARGEHE RFERURIK FEHR A TARAR.
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o WL : B\ ROSIE RO HIOBD | U BLE KSR N R TR,

o EREESE  MILEEESE (AN +1) REMERILTR. AR Nexmo EINEIESH ; BR , EHAEE
SUHRE SR £ FR, FTIAZE Nexmo Web ik i b ISE 2l iE 210,

o HTTPS : AUREEA HTTPS ¥ SMS ERAEHE] Nexmo , T dehIHETH.

o EIR/MIKAED : FEHFIRS | Bt RALUHEARIBIA SMS ER/AORRALSL, HFBIALM + HEFFK.

o WRHERE : B ETR LR E R RUABE ., REA TIRNEREESH RN | NS HRITS SN
FIE SAENR, UM MO R S EHE 2 A N B M S AR,

9. BHRM,

AIMEER SMS KX

ZATRATE XenMobile R EZEER SMS B , DECEBITIZERK SMS FCAXHIBA. =ERERALRERS SMS) MXA
REEER AT TREMBK SMS 26, XLETXAKBEEEMRECEEIN , AFERARTE IR RETREAE
HE.

1. £ XenMobile Web #=H|& , BHACE > WE > B% > 1558 SMS MX. MR EREZER SMS MXECERA.

XenMobile Dashboard Manage Configure

Carrier SMS Gateway

5] ©

Carrier SMTP domain Country code Sending prafix ~

Alitel message alltel. com +1

Boost Mobile myboostmobile com +1

2. BERMAARMFIEER. AERNAEIMGNMIK. SR RILZER SMS BIXIFIERE,
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Add a Carrier SMS Gateway
Converts emai messagas passing through the gateway to a pre-dsfined format, such as an instant messags.
Carrier”
Gateway SMTP domain®
Country code’ Afghanistan +93 =

Email sending prefix

3. ALLT{ER : XenMobile {X3#F Nexmo SMS JEEiE. MRiEFABER NexMo JHELEMIKF |, EiAEHE Web i
mABIEENK .
1 ZEH  MAZEBHRER.
2. M3 SMTP i, : BEAS SMTP WS KBXAIE,
3. ER/HMXAE : £k F , B HZERNER/ XA,
4. BEFHMFEAERIS « O , FERE R FHMER IR ATE.
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\IE :F\
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{7 XenMobile SRANET IR R 2 R ST S HRIE.

BOAEILT , XenMobile fHFEZRIRIRIAE MM B LEL REEETE (SSLIEH , ATHREMFHZEMEERKE, Citrix
B AR (CA) ZAFIIA]{E SSLIEHE#HIL SSLIEH.

XenMobile & F B T A AEAIEEHM (PKI) ARF BN FURIERH) CARKBUES. FA Citrix =R B Res it mE &R
BFR (SAN)IEH, ST ARSEEE , (NHEFW N IBECFTE SAN IEH,

F7£ XenMobile FiEMHEIE IOS &% , TEM Apple BREFHAE Apple HEXBAIARS: (APNs)IEH., BXRFLER , BSFEK
APNs IF$,

THREBRTEA XenMobile BEHNERAERFIAE -

XenMobile component | Certificate format | Required certificate type

PEM (BASE64) SSL, Root

PFX (PKCS#12) NetScaler Gateway converts PFX to PEM automatically.
NetScaler Gateway

PEM or SSL, SAML, APNs

PFX (PKCS#12) XenMobile also generates a full PKI during the installation process.
XenMobile server
StoreFront PFX (PKCS#12) SSL, Root

S+F NetScaler Gateway #1 XenMobile f§%-2§ , Citrix BiXM/A$E CA (20 Verisign, DigiCert 8% Thawte) FKEUIRS2HEH.
AT RAM NetScaler Gateway 8 XenMobile FLE SRR FAIRIEDELIEK (CSR). B CSR f@ , HHIEXE| CA TR S,
CABREIEZLIEH/E , BIA[4E NetScaler Gateway & XenMobile _EZ3Z00FH,

LB AT S HRIERNR FimiE S

NetScaler Gateway ¥ #HF R FIREPHITEMIIE. ERE| NetScaler Gateway HF PRI & T BIAR S SR T E
P E PR EEHITEMEAE. F PimE RS HEAEN ] PLSEARSHIIEZERY (40 LDAP 3% RADIUS) E4&1ER , PARMHN
RESHRAE.

EETE AREP RS A TEHRE , NERIURS S EERR PGS HIE , HEREEISES. M0FE NetScaler
Gateway ERARIMERS BIUARS- 2390 £ —iL.

BISEES CAFKEVPEPR 5B Netscaler Gateway PR EHITEHIIE.

%R E NetScaler Gateway BT SHEIEST , BMIEPRIEEFERRIAFAEER. HFBIEE K Subject:CN, 1R
BURBAFE , WAAEBESHIE. MRAFELRLERTE (SSL) EFHEFREERAED , & NMRA 2RI
KW, WSS KK,

ATUB T BOAS HEIEREE BN AR FImIES , £ TR AImESS R A TEHRIE. B UET % Fin SSLIEHE
—MEFRME , BTENSHRIEE T BHITHIRE.
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XenMobile PKI

&8 XenMobile 2 4AZRLEEM (PKI) SERRTNRE , AT AEIRR & LEMNTLUEBMN S A LR E.
XenMobile £7EZdId 2 4 A A TR ERIUEMINED PKI,

AT PAfE FSMEB PKI MRS ANAUET , AT ELE SRR EE Fime) NetScaler Gateway #HTHMARIE.

PKI REEEETNRER PKI KK, PKISSKRTUA PKIRMER fRinfA AR (HERY . B4 BT W EREEMK—ERS |, 20
Microsoft, RSA, Entrust. Symantex & OpenTrust PKI, PK| SU{&TJAME FEERHRMAMBEY. PKI SUKEIEHRSHA
BB, MSFEA R PKI A4 , XenMobile BLE B % {(XNES— PKI Sk,

PKI RGE IMTNAER EIRIR L. TIRRUEFBIEPMANEH NS ERE. TRRUFEFEFERERX (X
B, B, Hik) RHSITSARMIAMG (W08) FFH. SRREFEFR PK SURRIRIRE. 52 , TRRAREFES)
PKI 2R TR B AR BT FRROBERE | T PKI SHIKRIEEHIXLARERIIT AR, XT84 PKI 3K , XenMobile BLEBE A

BEN TR IR,
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XenMobile fR %2R DNEEMEIE FET. 1813 XenMobile 1%l & FUERBEIFRAET L E XenMobile, XEAFREIFUERIRAEM,
M (CAUES., MM RA) IEBAR AT EEMEEMEARA A FinSHARIERETS. tah | b o] UE G XiE k7
EEAFEMEINREAED. WAEFAERTERE LEETAERK CA,

B LB MEBELUERRFR—NKBERKR , FHEEANSHE. REFTEUEDH PKI ERALHER , REKIRRENH
B E T XHRFHRRS ERIRPFTESE. 20 , ETRER 24 XenMobile BLE A5 Microsoft CA&EA. 5
Microsoft CA FE#N(F AR FimiE B TH ML,

REATK

XenMobile AJRESANHES EIEBHFLGE , (BN ATRER S THIALE, E4 , XenMobile RJaEFER M ATRER B EAT_EBIEHM
A,

mEHl & LB

AEATRL LB CA ASRXTERETE R CAES (RHRE) | UERBATEFHSHRIER SSL & FimiES (FRE) . RE
Microsoft CA SRIKRY , FEFETE CAMES , WIERITNEE BT CAEBMNIB RS MEDBMIIRBIHITERE. R, RER
FinSHRIER , ZRIUMEE XenMobile AFRSAMFTE R HIEHNFIR+T I TIERE.

XenMobile X#FLATUEREAMER :

e PEM =Ef DER 4RESHAIEFH 4
o T4 Kk PEM Bf, DER 4RASFLSASC 4K PEM B, DER 4RAZiEH3 4
o PKCS#12 ®4AfE (P12 ; 7 Windows _Eti#R4 PFX)

SNRAE

R, BAETUESSM5E. Bt , NESAENSRE , RARSRAEIEERBAE , BTRAIEMERNSAE. MRK
TBEAE , BMBEFRE KB, BT PKCSHL2 XHEENBE—NKE , YF PKCSHL2 EAESAELREN , Fa 8
AT,

1. 7£ XenMobile =H)| &4 , BHECE > &E > UEP.

XenMobile Dashboard Manage

Settings

2. FFEAEL , BEHSA.
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Dashboard

Settings = Certificates

Certificates

You must restart XenMobile on all nodes to commit and activate your

& (7
Import | Add

Name

B BIR S ASHEE,
3. S EEFRSAF , AGEAE.

Import
You can import certificates or keystores used by PKl components. You can import several certificates, but

you can only have one certificate active at a time.

Import Keystore =
Keystors type PKCS#12 -
Use as Server -

Password®

Description

Cancel

SOATEAES B , PURMRAT AR | a0 EEIFT7R.
4. TETAERIF | B PKCS#HI12,
5 ERMET , B EREAENAN. TREmMT
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o fRE2S. REZEPE XenMobile AR%-2SThEREMEE FBHIED , E_E#Z) XenMobile Web & a9 ., XLAFFHEIE CAE
. RAEBUR BT EEMEME A NE PGS HIAIEMIES. B , BERT UE RS S PRFiEm B E
FREHNED., WWRRSFINER THERE LM SEERK CA,

o SAML, R2FEHIFICET (SAML) AVFEIRHSTARS 5. Web ih S FIN FFEFHI# SER (SSO) AR,

e APNs. #M Apple $2#f Apple HEEXIBANARS (APNS)IEH , ATRAEIT Apple #EX M4 5 B# sk & E1E,

o SSL{lfas. RLEHTFE (SSL) fiilfr23m XenMobile J@4%1 SSL MNEIESN.

C NBEAE R ES NN E.

. TEEREH |, BN BCAIERERRD,

C BENERAEERORAER (FTiE) |, DA H SEHMRREX ST,
. B Import (§N) . B RMENERRF.

CYNNSE

MHBERAESRE S NEBE , XenMobile #E=XETRMANSMZIERE , FSANFEFRHITEER CogMERAE—
REIJEBHRE) . RBMABERAESR B PHUEDBHRIER—MER |, LA+ RSN REIEDBERR 51— MEBRMA
i, RIEABH.

O 0o N o

ARATIRIR , BATRLASAGRESRINATERE. HOR AR (M InEIs P e —MEB L. ATERURERHRERRA.

1. 7£ XenMobile #=H|& , BHECE > &E > UEP.
2. BEPIAEL , BESA. WS ERSAITEIE,
3. HESAIEERS AT | AR K ERF |, FHRIER.

Import

Import Cartificate -

Use as Server i

Certificate import*

Private key file

Description

SRR S AR B A] R AR
4. TR, BEEREAENAN. TRAEmAT
o JR%2E. BRFFLEHRE XenMobile fR&5[NBEMERKIES , B L3E) XenMobile Web #=H &, XEAEHAFE CAIE
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B, RAEBUE A TEEMEMEMAANR Pl S HRUERUER, o, SRR UE AR S FIEBRFEEH BHE
BRREHNES. WRIRFIERTERE LEMEEFEREK CA,

o SAML, L2£FEHARDIES (SAML) AVFEIRMXTARSE-25. Web 3 AN FFE R 8 s 5% (SSO) i lRIABR .
o SSL{5ff3e. LLEHETFE (SSL) {alsEk XenMobile 4N SSL NETES,
- N ERES NRBES.

CNSEAEHIEBRAERA . RPARTSERLEERAEETINENGEE.
- BNEBHNRE (A1) |, BB HSHMAERX YT,

. B Import (|N) . EBKIRMERERRS.

EHTED

FEEARSE) , XenMobile #IXAKFRGF BN AAFE—MED. MREZXASSNEBRE—BHEXNINES , WFEE
BRI & BE2H MR,

o N o wn

BRBPEFES , iH71E XenMobile Z=H| 5 S AIHEERECE > WE > B TE , SAFIER. SEHMSJEDE , £
RERNEBRAHE B ENERIER. B  WRELERE LEHERFJED , IEHKAE T X EENB3ER.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.134



PKI KK

May 05, 2016
XenMobile 2 GAEALLEM (PKI) SRIABLERRPATRER PKI3RE (IR, BEIKEEE) WAL, XEAHTRER
XenMobile KINEZRAH (FEHAE N FHFRAEESL(K) k& XenMobile SMNEFELE (ANRA L2 OV EREEHIK—ZRS) .

XenMobile Z3FPAT RV PKI S -

o {FEMEPMMANAM (CA)
e B PKI (GPKI)
e Microsoft Certificate Services

XenMobile ZFFAT CA fR%28 :

e Windows Server 2008 R2
e Windows Server 2012
e Windows Server 2012 R2

H N, PKIHEE
ToRATFER |, §4° PKI SREKHIAE TIIThaer 4 -

o K&  EFFBZ4L3EK (CSR) SAAFHES.
o REL : IEIAIEPRETEART,
o BEY : BT FURER.

%F CAMED

ACE PKI SRIKEY , @32 XenMobile FEEAMEAS CAMET R BOMASARTNR (BRMAKAKE ) FEPHEESE. F— PKI R
EATUREMEE SR CA KR (REREHER) HIEH. WIR1E PKI SHAECERHREHF B CARRES. Akt , FEH
WEP_E8E) XenMobile , SA/F7E PKI KK 5| BIXLAES. XTEE CA  EBEIEBNESR CAES , EXTINIRIK , WAF
FFEEUED,

BA PKI

B PKI (GPKI) #MXE XenMobile EH#1Y , 7£ SOAP Web flRE B2 51T , BT S & PKI iR T RRE—TE.,
GPKI BMNE XL LT =/NEEAS PRI 4824 -

o &4 ERACAR AT ARIK CSR | K HAEWE PKI FHR [EIH4E 4 HEH,
o IZHR : ERCAAEB M PKI KR (RER) WEEBNEAX (BURTHMAZE) .
o M4 : ERLASREBLL PKI BEALEUED.

GPKI B} 2 GPKIERCES. OB BB AR M Tt X E KA PKI, 52 , RSAB—/ GPKI
1EACES , EnTrust 55— MEHCes | RIS,

#E35 SOAP Web JREi# A , GPKI JERACSR o] A 77 B HIH R E) Web JREHAIES (WSDL) SEX. AliE GPKI PKI SHAM Y4 FiE@ T
URL 85 _EEHA 5 4 XenMobile 2% WSDL EX.

ATROER R B SIFEECSRT A PKHRIE. MNREERSIFENMAERE , TR AABRNIIRE (4. REES
5) . XLThREF ISR S —A R PSR,
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A rs8EEH GPKI R4 X EHREE XS , BRFE R XenMobile 1R HLXELSEAIE. XenMobile EBiTfigAT WSDL
X, REGECESTAFHLARE (RAEWLETNEE) DROEEE4ST S MEESHSH, MR EFRHIR , RER SSL R Ains
HIAEFRTT XenMobile 5 GPKI 3&RCes 2 [RIRIESE.

PNnIE A PKI

1. #£ XenMobile #ZHla , AHACE > RE > ES > PKI KK,
2. 7£ PKI SMATUEE , BTN,
BB BR—ANFIER , HPBIRT A RURINEK PKI SRS,

PKI Entities

r+

Generic PKI Entity Type

Micraosoft Certificate Services Entity
MSCERTSRW!

Discretionary CA

3. BAHEMA PKI Sk,
LA BIRIEB A PKI (GPKI)IA: E R EH.

Generic PKI Entity: General Information

Name™

WSDL URL*

Authentication type None =4

4. 2B PKI (GPKISYA: EHEET@E L , BITUTHRE -
1 &R B PKI STIERRIEIA MR TR,
2. WSDL URL : g\ RIERCESH WSDL B .
3. BHIEER  AFEEFRARNSHEIEATA.
e T
e HTTP Basic : IRHLEHEENERCZRITHN A~ 2 %,
o B PURIFF : WEIRIERA SSL & FUmES.
4. BEFTF—H,
IERHE B oRIE A PKI Sk EEC S ThAE A .
&

5. 72 JEH PKI Sk ERCASIBERE L , KESERCSREKKTIEEN S , ARBATT—2.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.136



BEBPR B oRIE A PKI SRR AR CA IE R,

6. TEIB PKI 34&: Sk CAMERTAE L, EFE AT HSEAES.
AR RESUYATTRELIRBIARE CA Z£AKNES , BEACIEBIR KB ATEIEBAAARE—1 CA k. Mt , 7
LB EEREEFREN , E2RATHE L , ERAENARERERZ —.

7. BEHRTE.
SRK BIRTE PKI SRR,

Microsoft Certificate Services

XenMobile EiTH Web FMEME-S Microsoft Certificate Services % E., XenMobile (N ZFFB DX R EMAIED (MA4TF
GPKI % ZThEE) .

E1£ XenMobile F 413 Microsoft CA PKI SHK , MRFEEEDARS Web RHEAEA URL, a1REFEIN , RIFEA SSL &K g
BRI XenMobile SAFBARS Web Rz [AfHIERE.

¥RA0 Microsoft IEH AR S-S0k

1. 7£ XenMobile ##=H|&% , BHECE > & E > £Z > PKI KK,
2. FE“PKI SMA"TTELE | BRI,
BB BoR—NF1ER |, HPEIRT ] BURINAG PKI SSARGZER

3. #iF Microsoft IF RS Sk,
PEEEE B 7R Microsoft IEPB RS Sk E S ER@E.

Microsoft Certificate Services Entity: General Information

MName*

Web enrollment service root URL*

certnew.cer page name* certnew.cer
certinsh.asp™ certinsh.asp
Authentication type Select an option x

4. 1£ Microsoft IEPARSE Lk BHEERE L , BITATREZ— -
1 &R AFEEBA—NER , WARUEERTRAZRSR, SUREFRVIAHE—.
2. Web enrolment service root URL (Web jFARS4E URL) : &8 A Microsoft CA Web JEMHIRZBIEZA URL , I
70, https://192.0.2.13/certsrv/, % URL AR {# A4l HTTP gk HTTP-over-SSL,
3. certnew.cer WAIEHR : certnew.cer RAKZ . HIERANFLRREGSL TIHRE , H{EHZNABTR.
4. certfnsh.asp : certfnshasp MWEMKAHR. HIEFRNFELFERERL TIHRE , BERZALTR.
5. BMIELT : BEEFERANSHRIEATA.
e T
e HTTP Basic : 12T RN A R & ME,
o B PUSIEP : WEAFIEMA SSL & FUsiE,
o HFT—4,
BT B 7R Microsoft MEF AR S AR A, fELLITE L | $85E Microsoft CA AT IFHEMRMNEREFR. BIEER
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RUFIFFET | IIHALE XN IRF LB . £ RHSIRNEN TR MR FFUE R — N SHRIR.
5. £ Microsof t iEHARS KK AR £ , SR , BABRNETR , ARBERT. ARFNOSFMEREZIITIS

I%.

6. B~ —,
B B IR Microsoft IEFARS- 3K HTTP 240U, 7EbImE L , AT RAFSRE XenMobile iz 7E Microsoft Web jEff R
B HTTP IS KPS AKBEEX S, (NMUEEHE CA LBEE AR |, WIREAFHR.

7. 7£ Microsoft IEFRS KK HTTP SWNE L , BT , AR HTTP SRNEHRIE , Aepdi T—25.
BB IR Microsoft IEF RS SKK: CAIERRE. EHAE L , EREFAGEDAERBINEBREEE T
XenMobile, £&3T CAMETHEY , £ XenMobile REEFTIES |, [z B U LUBBAA N BT SRIE.

8. £ Microsoft IEFRE-Sofk: CAEPR AL , EHEER T SKKIES.
9. BEHRTF.
SUACH BIRTE PKI SAFRAE S,

& CA

] XenMobile 124t CA IEH R REXAIFLEART , Ke1i2{EE CA. XenMobile ¥ARIEEIEE NS E , FENERLIFUERMEA . 4
FREAER.

FCEEE CARS , ATRUEREALL CA BB ELIEFIREYRX(OCSP) 3285, L B4 B OCSP Xk , CA &M CA MURHIED
¥sAN id-pe-authorityinfoAccess ¥ & , FF{E/RERMETEM XenMobile NHES OCSP Imhz %,

https://server/instance/ocsp

BCE OCSP REETY , MM RATEKTERE OCSP K&, T CAFRASREREES. MRER S CA AR L
EZHE (EESR) , WRBIE—1H CAERZLFHaE id-kp-OCSPSigning extendedKeyUsage 3 R IRk OCSP & &IE
$.

XenMobile OCSP Responder Service XHFFEERP{FEHEA OCSP i &L FES &% -

e SHA-1

SHA-224
SHA-256
SHA-384
SHA-512

MBI SHA-256 REZIEBKZEAE L (DSA, RSAEk ECDSA) #H1T& 4.

RIMEE CA

1. #£ XenMobile #ZHlAa , BAELECE > RE > EL > PKI KUK,
2. 7£ PKI SMATUELE |, SR,
BB BIR—NFIER , HPEIRT AT RURINK PKI SSRRIZER!,

3. BE{EE CA,
A BORMEE CA B AEETA.
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Discretionary CA: General Information

Mame™®

CA certificate to sign certificate requests™ Devices Certificate Authority, CN=De... ~

4. FHEE CABAEEREL , PUTRAUTIRMGE
1 2% BAEE CA IR MER TR,
2. CAcertificate to sign certificate requests (AUEFERZERM CAUED) : BHEE CA BT MEFHERELNES.
IUFR% ) RERAREEE > 1’8E > WEH_E2kE XenMobile FEAM CAIEBAR.
3. BT,
B B IR Discretionary CA: Parameters ({EE CA: %K) WM.

Discretionary CA: Parameters

Serial number generator* Sequential -
Next serial number 1 v
Certificate valid for 60 days

Extended key usage
Key usage

Name™ [* Add

DigitalSignature

MNonRepudiation

KeyEnciphermeant

DataEncipherment

OFF
KeyAgreement OFF
KeyCertSign OFF
CRLSign OFF
EncipherOnly OFF
DecipherOnly
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5. 7£ Discretionary CA: Parameters ({£Z CA: &%) WEL , BUTUATIRE :

L

o v A wN

FISERES R CANHEMARNERAERFSIS. WFIRS |, BERIUFENRIARE |, DT £ RS ISH AT
=.

T—FIS  BA—ME , BTHEMAK T —1 S,

IEREEH B AEBBEHRHORER.

FHARE BTN RAREANTT , SMREE CA FIIRERRBE M. RER  CA{URTAXLE MAES.
YV RESARL  BRMEMSE  ERERM , BARSHLR , AR RE.

BEHET—5.

B B IR Discretionary CA: Distribution ({E2 CA:9v%&) WM.

6. 1£ Discretionary CA: Distribution ({£& CA:9&) WHE L , E#FNKE:
o &b R MmAERUET. Citrix I ERKTEM., ERFHF LEMIFWEILL  REn KRB RE.
o DB IRBInAERES. A RS LAERFFFMERER. NEUEREA SCEP FFFEXMA keyUsage keyEncryption ] RA

MESEPFE A KeyUsage digitalSignature i) RA £ ZIEH, F—/MEPRATLAENBFMEML L.

7. BT,
AP BOR RS CA: BRHLEFR SN (OCSP) .

8. TE(EE CA BHIEFREINN(OCSPIRE L , BUTRLTIRIE -
1. ANREM M CA ZLZHREHRM AuthoritylnfoAccess (RFC2459) & |, ¥ Ftk CA B8 OCSP R ERFF. W &

2.

¥emfr T https://server/instance/ocsp ] CA OCSP gz,
WMRBAT OCSP X#F , BiE#F OSCP &4 CAMED., HMIEPRIRERFEBIRE > &E > WEH_EEE] XenMobile ) CA
WERE AL,

9. BERTF.
& CAREIRTE PKI SKIRRIET,
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AR ARFGEREGED (FRAMEFIE)

o K4, FRNAE , MABECRIALS. S CSR M CSR RITMERMAMNM (CA) #1744, XenMobile IFFXF=F PKI K& (Microsoft IEPMRF A, EA PKI
FMEE CA) AR,

o R’ER. FRAAE, AT XenMobile MK RIEMIARAXHMKE. XenMobile {FFXTIER PKI ERRIRAE.

ERRUFEFEALELTRBINA AL, FIEMREPINTAREER. AAME , (RUMRATEAELN , AATRUER CSR REMAHE(T. REVIERIHRLIER PKCS#12 %
BRAERE MU TELFENETITER,
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Credential Providers: General Information

providers for device certificate issuance and lifecycle. The credential providers

You can define one or more credenti

ate renewal or revocation, if any.

Name™
Description
P
Issuing entity ms -
Issuing method SIGN ~

Templates ong -

Credential Providers: Certificate Signing Request x

Configure the parameters for the key pair that is created during issuance, as well as the parameters of the new

Key algorithm RSA -

Key size™ 2048

Signature algorithm SHA1WithRSA -

Subject name* cn=Suser.usermame

Subject alternative names

Type Value* [ Add

User Principal name $user.userprincipalname

CN=$%${user.username} OU=${user.department} O=${user.companyname} C=${user.c}\endquotation
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Credential Providers: Distribution

Issuing CA certificate CN=testprise-TESTPRISE_CA-.. 2

Select distribution mode Prefer centralized: Server-side key generation

@ Prefer distributed: Device-side key generation
Only distributed: Device-side key generation

Distributed mode uses the SCEP protocol and requires Registration Authority (RA) certificates. You may use the same RA certificate for
both.

Credential Providers: Distribution

RA signing certificate™ Administrator,

Issuing CA certificate CN=testprise-TESTPRISE_CA-_

RA encryption certificate™ Administrator,
Select distribution mode

© Prafer centralized: Server-side key generation
Prefer distributed: Device-side key generation

Only distributed: Device-side key generation

Credential Providers: Revocation XenMobile

Configure the conditions under which XenMobile should intes

s, issued through this provider configuration, as revoked.

Revoke issued certificates When the certificate is renewed

When the certificate is removed from the device

When the certificate is wiped or revoked

When the device is deleted from XenMobile
When certificate is revoked

Send notification OFF

Revoke certificate on PKI OFF

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.144



When certificate is revoked

Send notification m

Motification template MNo templates available =

When certificate is revoked

Send notification OFF
Revoke certificate on PK1 @
Entity No templates available =

Credential Providers: Revocation PKI
Enable external revocation checks m @
QCSP responder CA certificate DC=net,DC=testprize, CN=testp... =
When certificate is revoked Do nothing A
Send notification OFF
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Credential Providers: Renewal

Renew certificates when they expire m

Renew when the certificate comes within* 30 days of
expiration

Do not renew certificates that have already expired

Send notification OFF
Notify when the certificate nears expiration OFF
Notify when the certificate comes within* 30 days of expiration
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http://docs.citrix.com/zh-cn/xenmobile/10/xmob-dm-config-requesting-apns-con.html#par_anchortitle_edb2
https://xenmobiletools.citrix.com/
http://docs.citrix.com/zh-cn/xenmobile/10/xmob-dm-config-requesting-apns-con.html#par_anchortitle_838a
https://identity.apple.com/pushcert
http://docs.citrix.com/zh-cn/xenmobile/10/xmob-dm-config-requesting-apns-con.html#par_anchortitle_5832
http://docs.citrix.com/zh-cn/xenmobile/10/xmob-dm-config-requesting-apns-con.html#par_anchortitle_31e2
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Configure

Settings

Cartificates Licensing Notification Templates

Relsase Management

GCertificate Management

Credential Providers

Glient

Bascons Chiant Propartiss Worx Stors Branding

Notification Server

05 VFF NetScaler Gateway _| Sarusr Propartiss
P o

MNetw

Samsung KNOX

Sen

ShareFile

SharsFils

Configure

Settings - NetSoaler Gataway

NetScaler Galeway

aler Gatey

s to the internal network. If you use Net

configure the authent

When y onfigura

StoreFront as the authentication s nable

Authentication @

Deliver user cartificats for authentication OFF @
Credential provider - s .
Save
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Configure

NetScaler Gateway > Add New NetScaler Gateway

Add New NetScaler Gateway

Name" Applancs nams
Alias
External URL" Publicly sccassibls URL
Logon Typs Domain anly -

Pasaword Required

Set as Default OFF

Callback URL Virtual IP* [ Add

Configure

Settings > NetBoaler Gateway

NetScaler Gateway
Whean you configure NetScaler Gatsv

Stor

Authentication (B0 )

Deliver user certificate for authentication DFF @

configure the authentication mechanism for re

55 10 the internal network. If you use NetScaler Gats

Tont as the authentication se

Credential provider aa . -

| Name Default External URL Logon Type # of Callback URLs ~

| nstscalerboston v httpe:/frecsiver.com Domain o
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MetSoaler Gateway = Add New MatScalar Gateway

Add New NetScaler Gateway

Name’ netzcalerboston
Alias Cambedgs
External URL" hitps:/recsiven.com
Logon Type Domain ondy 7

Pasasword Required

Eet as Default

Callback URL* Virtual 1P+ [+ Add _

Callback URL* Virtual 1P+

Save Canoel
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Dashboard Manage Configure X\ administrator F 3

Settings

Settings
Certificates Licensing Notification Templates Role-Based Access Gonfrol

Enroliment Local Users and Groups Release Management Workflows

» More

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.157


http://docs.citrix.com/zh-cn/xenmobile/10/xmob-config-usersettings-wrapper-con/xmob-local-users.html
http://docs.citrix.com/zh-cn/xenmobile/10/xmob-config-usersettings-wrapper-con/xmob-useraccounts-txt.html
http://docs.citrix.com/zh-cn/xenmobile/10/xmob-config-usersettings-wrapper-con/xmob-provisioning-file-format.html
http://docs.citrix.com/zh-cn/xenmobile/10/xmob-config-usersettings-wrapper-con/xmob-localgroups-txt.html
http://docs.citrix.com/zh-cn/xenmobile/10/xmob-config-usersettings-wrapper-con/xmob-enrollment-modes-SHP.html
http://docs.citrix.com/zh-cn/xenmobile/10/xmob-config-usersettings-wrapper-con/xmob-enable-auto-disc-enrollment-tsk.html
http://docs.citrix.com/zh-cn/xenmobile/10/xmob-config-usersettings-wrapper-con/xmob-customroles-rbac-tsk.html
http://docs.citrix.com/zh-cn/xenmobile/10/xmob-config-usersettings-wrapper-con/xmob-notificationtemplate-tsk.html

Settings

Certificates Licensing

Enroliment Local Users and Groups

Settings > Local Users and Groups

Local Users and Groups  shouw filter

& Q

add | mport |
User name Roles Groups
administrator ADMIN

https://docs.citrix.com

e i N e N N i .

Configure administrator

Settings.

Notification Templates Role-Based Access Control

Release Management ‘Workflows

Configure administrator

Settings

Search Q

Created Last authenticated ~

12/2/14 9:28 AM 12/2/14 10:48 AM
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Configure

Settings

Settings > Local Users and Groups > Add Local User

User name* Enter user name
Password Enter new password
Role™ ADMIN -

ip Manage Groups

— User Properties Add

e e N S e

Role* ADMIN -

ADMIN
DEVICE_PROVISIONING
SUPPORT

USER

local\MSP
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— User Properties

Department

BES user email
Company
Gompany name
Country
Department
Desaription
Disabled user
Distinguished name

Domain name

Email

Agctive Directory failed logon tries

I3

ActiveSync user email

user01@domain com

UsA

ABG Gompany

Add

— User Properties
Department

Email

Gountry

Gompany name

X

user01@domain.com

usA

ABC Company

Add

e

User name

administrator

Usero1

User02

https://docs.citrix.com

Roles Groups
ADMIN

USER MsP
SUPPORT MSP

Grealed

12/2/14 9:28 AM

12/2/14 12:58 PM

12/2/14 1:48 PM

Last authenticated ~

12/2/14 3:26 PM

12/2/14 12:58 PM

122114 1:48 PM
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User name
administrator

Usero1

User02

Roles

ADMIN

USER

SUPPORT

Local Users and Groups  show it

Groups Created

12/2/14 9:28 AM
MSP 12/2/14 12:58 PM
MSP. AnotherUserGroup 12/2/14 1:48 PM

Last authenticated v

12/2/14 3:26 PM

12/2/14 12:58 PM

12/2/14 1:48 PM

User name

administrator

Usero1

Usern2

https://docs.citrix.com

Roles

ADMIN

USER

SUPPORT

Groups Created

12/2/14 9:28 AM
MspP 12/2/14 12:58 PM
MSP 12/2/14 1:48 PM

Last authenticated ~

12/2/14 3:26 PM

12/2/14 12:58 PM

12/2/14 1:48 PM
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Configure

Settings

Settings

Certificates Licensing Notification Templates

Enroliment Local Users and Groups Release Management

Local Users and Groups
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Import Provisioning File

Format @ User ®

User property (2
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user;password;role;groupl;group?2
user;propertyNamel;propertyValuel;propertyName2;propertyValue2

propertyV;test;1;2 propertyV\;test\;1\;2

user0l1;pwd\;01;USER; myGroup.users01; myGroup.users02;myGroup.users.users0l

user01;propertyN;propertyV\;test\;1\;2;prop 2;prop2 value
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Local Users and Groups

User name™ User0z *
Password Enter new password *
Role* SUPPORT -
Membership local\MSP Manage Groups
local\UserGroup
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Manage Groups

MSP

UserGroup

AnotherlUserGroup m
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Manage Groups

MSP

LocalUsers._1

Managers
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Configure

Settings

Settings

Gertificates Licensing Notification Templates Role-Based Access Gontrol

Enroliment Local Users and Groups Release Management Workfloy

» More

Gonfigure A administrator a

Enroliment

Enroliment
Enable and disable enrollment modes for users. You can also enable the Self Help Portal to allow users to generate enroliment links that let them download Worx Home and enroll their devices,

or to send themselves an enrollment invitation.

Name Enabled Defautt Self Help Portal | Expireafter | Attempts | PINlength  PINtype Templates v
User name + Password /'

High Security v 1 day(s) 3 ] numeric Enroliment Invitation, Enroliment PIN, Enroliment
Gonfirmation

Invitation URL v 1 dayls)

Invitation URL + PIN v 1 day(s) 3 8 numeric
Invitation URL + v 1 day(s) 3

Password

Two Factor v 1 day(s) 2 8 numeric
User name + PIN v v 1 day(s) 3 ) numeric

Showing 1- 7 of 7 items
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Usemame + Password

High Security

Invitation URL

_'. | S | v ﬁ
Edit Disable Default | Self Help
Portal
Name Enabled Default

v

v

ting Enroliment = Edit Enroliment Mode

Edit Enroliment Mode

Name

Expire after”

Maximum attempts*

PIN Length*
Notification templates

Template for enroliment URL

Tempilate for Enroliment PIN

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

Name Enabled Default Self Help Portal Expire after | Attempis PIN length PIN type Templates ~

User name + Password v v

High Security v 1 day(s) 3 x
o \

Invitation URL v 1 dayfs) Edit Disable Default |

Invitation URL + PIN v 1 day(s) 3

administrator

Usemame + PIN

1 Days - @
3 @

8 Numeric -

— SELECT ONE — -

— SELECT ONE — -

-- SELECT ONE -
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Name Enabled Default Self Help Portal Expire After Attempts | PIN Length PIN Type | Templates

Usemame + Password /' Enroliment Invitation, Enroliment
Cenfirmation

Name Enabled Default Self Help Portal | Expire After Attempis PIN Lengih PIN Type Templates ~
Usemame + Password /' v Enroliment Invitation, Enroliment
Confirmation
I

Name Enabled Default Self Help Portal Expire After Attempts | PIN Length PIN Type | Templates

Usemame + Password Enroliment Invitation, Enroliment
Confirmation
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Name Enabled Default Self Help Porial | Expire After Attempis PIN Length PIN Type Templates

Usemame + Password /' v Enrollment Invitation, Enroliment
Confirmation
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Configure X\ administrator F 3
Settings
Settings
Certificates Local Users and Groups Role-Based %aess Control
Enroliment Notification Templates Workflows
Licensing Release Management
» More
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Configure

Settings -~ Role-Based Access Control

Role-Based Access Control

i}

+ ADMIN

+ DEVICE_PROVISIONING

+ SUPPORT

+ USER

— DEVICE_PROVISIONING

Authorized access Console features

Self Help Portal access ¥ Devices
Full Wipe device
Glear Restriction
Selective Wipe device
View locations
Locate device
Track device
Lock device
Unlock device
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Configure

Settings

Settings Role Based Access Control = Add Role

Add Role Role Info X
RBAG name™
b 1 Rolelnfo
RBAG template Select a template - Apply
2 Assignment
Authorized access Admin console access
Self Help Portal access
Shared devices enroller
Remote Support access
Console features Dashboard
Devices
Application
Delivery group
Smart action
Setting

Enroliment

* rF vFwvrwvrTewr

Policies

Apply permissions @ To all user groups

© To specific user groups

Select a template =

Select a template
ADMIN
DEVICE_PROVISIONING
SUPPORT {hj}
USER

I B =C=taT aYart=Tdal
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Console features Dashboard
b Devices
Full Wipe device
Clear Restriction
Selective Wipe device
* 4 View locations

Locate device

Track device

Apply permissions  © To all user groups
@ To specific user groups
Search for user groups

MSP

Dashboard M e Configure

Settings

Settings > Role-Based Access Confrol > Add Role

Add Role Assignment X

Assign the RBAC role to user groups

1 Role Info Select domain Select an option - Selected user groups:

} S el user groups o}
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Assignment

Assign the RBACG role to user groups

x
Select domain testprise_net

Selected user groups:
Include user groups

Q testprise.net
testprise.net\Exchange

- Domain Admins
Domain Servers

testprise.net\Windows @
Authorization Access Group

testprise_net\Domain Admins

testorise.net\Administrators

https://docs.citrix.com
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Configure
Settings

Settings

Certificates Licensing

Notification Templates Role-Based Access Gontrol

Enroliment Local Users and Groups Release Management Workflows

» More

Will you use SMS and SMTP notifications?

To create a template for SMS and SMTP notifications, you need the

server settings.
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ActiveSync Garte

Android Download Link SMTF, SMS

APNS cert expiration SMTP

Certificate renewal Worx Home

Xen

Add Notification Template

Name™

Description

Type

Channels

Worx Home

Message

Sound File

SMTP

Sender
Recipient
Subject

Message

SMS

Recipient

Message

oo [

https://docs.citrix.com

nc Gateway blocKe

APNS Cert Expiration

Settings Notification Templates = Add Mofification Template

Based on the types of templates you choose, you can notify users through supported channel

Ad-Hoc Notification

Manual sending supported

Casino wav

Android Download Link

Certificate is renewed

Configure

Setlings

X

administrator

. such as SMTE, 8MS and Worx Home.

&

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Configure X\ administrator

Delivery Groups

Delivery Groups snow fiiter

Search Q
+
Add
Status Name Last Updated Disabled ~
Allusers
Group-1 Jan 20 2015 2:09 PM
Group-2 Jan 20 2015 2:10 PM

™
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Configure ¥ administrator &

Delivery Groups

Delivery Group Delivery Group Information x
Enter a name for the delivery group and any information that will help you keep track of it later.
b 1 Delivery Group Info Name™
2 User Description
3 Resource (optional)
Policies
Apps
Actions
4 Summary

T ™™ T T e

Configure

Delivery Groups

Delivery Group Select User Groups x
Select the user groups to include in the delivery group. Click Search to see all the available user groups. Narrow the

choices by typing part of the user group name before clicking Search

-

Delivery Group Info
Select domain local -

User

_._
n

Include user groups

w

Resource (optional)

Policies

Apps

Actions

ES

Summary

Deploy to anonymous user OFF

Selected user groups:

» Deployment Rules

e ™ ot T T

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.
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Select User Groups

Select the user groups to include in the deli

oup. Click Search to see all the available user groups. Narrow the choices by typing

part of the user group name before clicking Search.

Select domain local - Selected user groups:

Include user groups Q local

local\MSP

eployment Rules

Base Advanced
Deploy when All A conditions are met. New Rule

Device ownership - BYOD - &
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¥ Deployment Rules

Basze Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT New Rule Delete
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Base

XenMobile

Delivery Group

1 Delivery Group Info
2 User
3 Resource (optional)
Policies
Apps
Actions

4 Summary

https://docs.citrix.com

¥ Deployment Rules

Advanced

AND

Device ownership BYOD
Device local encryption True
NOT

Current mobile country code only Andorra

OR NOT EDIT MNew Rule Delete

Dashboard

Configure administrator

Delivery Groups

Policies

Drag the policies that you want to include in the delivery group.

Enter policy name Q Search

¥ Policies

iOS restriction policy

Windows Phone 8.1 Restrict

Windows 8.1 Tablet Restrict

Amazon Restrict

Samsung SAFE Restrict policy

xenmobile policy name

e ™™ —m

n

b=

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Policies

Enter policy name

 Policies

Windows Phone 8.1

Windows 8.1 Tablet

Delivery Group

1 Delivery Group Info

2 User

3 Resource (optional)
Policies

} Apps

Actions

4 Summary

https://docs.citrix.com

Drag the policies that you want to include in the delivery group.

o«

iOS restriction policy

Restrict

Restrict

Configure

Delivery Groups

Apps
Drag the apps that y

want to include in the delivery group.

Enter app name Q Search

~ Apps

enterprisel

sharing app &] *

waze app name

T e ™ —rtT™ | T T

© 1999-2017 Citrix Systems, Inc. All rights reserved.

org info policy

xenmobile policy name

Required Apps

Optional Apps
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Apps

Drag the apps that you want to include in the delivery group.

arch

o

Enter app name Q S

¥ Apps

waze app name

b=

Dashboard WEGELT Configure

Delivery Groups.

Delivery Group Actions

Drag the actions that you want to include in the delivery group.

1 Delivery Group Info

Enter action name Q Search

¥ Agtions

2 User

3 Resource (optional) Jailbroken Device

Policies Blacklisted App {':' *
Apps

} Actions

4 Summary

https://docs.citrix.com

Required Apps

sharing app

Optional Apps

enterprisel

administrator

e

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Actions
Drag the actions that you want to include in the delivery group.

Enter actionname Q) Jailbroken Device

w Actions

Blacklisted App

Configure
Delivery Groups
Deli Summary x
elivery Group
Review the resources you are about to assign to the delivery group.
1 Deli G Inf
elivery Group Info General
2 User Name dfasdt
3 Resource (optional) Description
Policies User
Include user groups
Apps
Include local user groups
Actions locaMSP
Logic: OR
4 Summary
Resource
Apps Policies Actions
enterprisel ‘org info policy Jailbroken Device
sharing app xenmobile policy name Blacklisted App

Delivery Groups show filter - Q
a = |
Edit Deploy
Status Name Last Updated Disabled ~
AllUsers Jan 22 2015 3:22 PM
Group-1 Jan 20 2015 2:09 PM

Group-, Jan 20 20

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.188



Delive: roups show filler
y G P Search Q
[
Status Name Last Updated Disabled e
AllUsers Jan 22 2016 3:22 PM
Group-1 {h Jan 20 20156 2:09 PM
Group-2 Ja
P x
Group-3 Ja |
deliverygroupl Ja

Configure
Delivery Groups
Delivery Group Delivery Group Information x
Enter a name for the delivery group and any information that will help you keep track of it later.
b1 Delivery Group Info Name* Group-1
2 User Description

3 Resource (optional)

Policies

e g o N
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Configure administrator

Delivery Groups

Delivery Group Select User Groups x
Select the user groups to include in the delivery group. Click Search to see all the available user groups. Narrow the
choices by typing part of the user group name before clicking Search.

-

Delivery Group Info
Select domain local -

User

_,_
o

Include user groups

w

Resource (optional)

Policies

Apps

Actions

S

Summary

Deploy to anonymous user OFF

Selected user groups:

» Deployment Rules

S e g S U e N N e

Select User Groups

Select the user groups to include in the delivery group. Click Search to see all the available user groups. Narrow the choices by typing

part of the user group name before clicking Search.

Select domain local - Selected user groups:

Include user groups Q local

local\MSP
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Base Advanced

Deploy when

Device ownership -

All

eployment Rules

BYOD

- conditions are met. New Rule

AND

AND OR

https://docs.citrix.com

Base Advanced

NOT

¥ Deployment Rules

Device ownership BYOD

Device local encryption True

EDIT Mew Rule Delete

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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AND

NOT

Delivery Group

1 Delivery Group Info
2 User
3 Resource (optional)
Policies
Apps
Actions

} 4 Summary

https://docs.citrix.com

e e N N

¥ Deployment Rules

Base Advanced

Device ownership BYOD

Device local encryption True

Current mobile country code only Andorra

NOT EDIT MNew Rule Delete

Dashboard Manage Configure administrator

Delivery Groups

Summary x

Review the resources you are about to assign to the delivery group.

General
Name dfasdf
Description
User
Include user groups
Include local user groups
locahMSP
Logic: OR
Resource
Apps Policies Actions
enterprisel ‘org info policy Jailbroken Device
sharing app xenmobile policy name Blacklisted App

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Delivery Groups  show filter Q
+ ra
Add | Edit |
Status Last Updated Disabled .
Allusers Jan 27 2015 8:31 AM
Group-2 Jan 27 2015 6:18 AM

Delivery Groups show fiter

+

-
o
a

Siatus Name Last Updated Disabled v

Allusers Jan 27 2016 8:31 AM
Group-2 Jan 27

Group-3 Jan 27 Edit

Deploy

Deployment

]
Delivery Groups show filter Q
*
Status Name Last Updated Disabled ~
AllUsers: Jan 27 2015 8:34 AM
]
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Delivery Groups snhow filter - Q
+ =2 e
Add deploy Disable
Status Name Last Updated Disabled ~
AllUsers Jan 27 2016 8:36 AM
Group-2 Jan 27 2015 6:18 AM

Delivery Groups  show filter

+

=1
a

Status Name Last Updated Disabled ~

sers an =
AllU Jan 27 2015 8:35 AM
Group-2 Jan 27 2015 6:18 AM
Gi -3 Jan 27
B roup- an 27 .
s 2 o
Edit Deploy Delet

Deployment

.

Status

&

i Mo deployment failure
.
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»
d S] %
Edit | Dizable | Deploy
Deployment
Installed Pending Failed

Show more >

Delivery Groups showfitter - Q
s, = [
Add Deploy Del
Stalus Name Last Updaied Disabled ~
Allusers Jan 27 2015 8:35 AM
Group-2 Jan 27 2015 6:18 AM
Group-3 Jan 27 2015 6:20 AM

Delivery Groups show filter

Search Q
+

Status Name Last Updated Disabled ~
AllUsers Jan 27 2015 8:35 AM

Group-2 Jan 27 2015 6:18 AM

Group-3 Jan 27 2015 6:20 AM

x
s | = o]
Showing 1 - 3 of 3 items Edit Deploy Delete

‘WW_
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Enrollment  show fier

|| Enroiment atatus Usar Typs Mode PIN Token Valid until Creats time ~

No rezultz found
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WorxHome

nter the credentials provided by your
organization.
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Cancel Install Profile

Citrix Profile Service
Citrix

Not Verified
Description  Install this profile to enroll your

i0S device with Citrix

Signed SSL Servers Certificate
Authority

Received Feb 9, 2015

Contains Device enrollment challenge

More Details
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Enroll

Worx Home can secure your iPad in
addition to your work apps. Do you

want to enroll your device?

No Yes

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.200



Worx Home

Re-Enrolling your iPad will delete
your current account.

Are you sure you want to re-enroll?

No Yes
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XenMobile Dashboard Configure

Enrollment  show filter Ssarch Q

z Usar Type Moda PIN Token Valid until Creats time v

Nao results found

Add Invitation Enrollment Invitation x
1 Enroliment Invitation Salect a platform’ Select a platform ~
Device ownership Belect an ownership typa ™
Racipient” Select a recipient type -
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Xenlviobile Dashboard Configure

Enroliment

Enrollment  show e

Nao results found

User Type Mode PIN Token Valid until Create time ~

Add Invitation

1 Enroliment Invitation

Recipients»
Email «

Device info

Phone number

Carrier

https://docs.citrix.com

Enroliment Invitation x
Salect a platform” Saloct a platform -
Device ownership Select an ownership type ™
Racipient” Select 5 recipient typs -

Phone number»

Save Cancel

Serial number -

Serial number
oo
IMEI
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Xenhobile Dashboard Configure

Enroliment

Enrollment  show filter

3 User Type Mode PIN Token Valid until Create time ~

No results found

Add Invitation Enrollment Invitation x
1 Enroliment Invitation Salect a platform’ Select a platform ~
Device ownership Select an ownerghip type ™
Recipient " Salsct a recipient typs -
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Enrollment Invitation

Select a platform *

Device ownership

Recipient *

Domain*

Group*

Enrollment mode*

Template for agent
download

Template for
enrollment URL

Template for
enrollment
confirmation

Expire after

Maximum Attempis

Send invitation

https://docs.citrix.com

Android

Employee

Group

Select a domain

Select a group

Lzer name + Password

Select a template

Select a template

Select a template

Mewver

OFF

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Manage

Enrollment  snow e

aliation Link

No results found

Enrollment

Manage

Valid until Create time ~

Send Link

Recipients+
1 Details

Channels @

X SMTP

Sender
Subject

Message

Recipients»
Email »

https://docs.citrix.com

Send Installation Link

Email« Phone number «

Enroll Your Device

Enroll your
instructio

stPath}/enroll

Download XenMobile Agent: ${zdmserver hostPath}/enroll

Phone number=«

% Add

to company email and intranet. For @

@

Save Cancel
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B & HhE AL

May 05, 2016

FA AR BRI BRI ELERNEEREN S,

BN, KEEREITUETRENRERSRA, FENBGHFER—LHMAS. EmSF , BRAEMMNGmER e
BRRANGELS. SR ARE—MEmEAgwELS. TR T RSdmie N AFEFFE SR ERE LR

¥ Deployment Rules

Base
Deploy this app when All - conditions are met New Rule

Device ownership = BYOD =

Device ownership

Device local encryption
Supervised

Device operating system ver
Passcode compliant

Deploy this resource regardir

4 e 3

EAtEpE AN

EAEEDE AN EETRSEE L AAAR BT A AR IEA AR, SERRATRETUSENEFERGIMAF . Fian , BT FARERGE
i, WERAA S AFARIENERKRAF , W AK4s AN E |, HERS T AIRe IANEE R,

BATTRTE AL A B B AR AL

EE  ANAE NS B ERE TS MNARFRER.

BB | FEFEARAEAR | R 5AEE KRR XA, B XAMNEREMERR. TR RENRER | ¥
WAy IES] Y el eN

EATRARIR FERM S ML, 24 AT AAL BB UL ECRT , K Ep XA,
SRABEAN

MRBATFSEERFR , B BRSKINRERS.

HEMWAEF |, ERTRFEE RN Z RIFTMREMR R, FTAEAIZESR AND, ORFINOT,
XTF XenMobile IR E A

BEAENEEATSRAENEE  ANNEEAFRANEE , XFAE & (BYOD). #RIAFE XenMobile 1% & HIF
MBS BYOD WA EREIEMAE KT | A BEAN R E LUK BT R EWER R _EK XenMobile R 525 B,

B RERS BN, ERTUESKHTA BYOD A AEEZ AR MR ENER G4 RIN AR , SE tha UEREEA P
WEREL T ERAFHIRAT N BREF.
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o HR% R E wsapimdmrequiredflag RE AR B , BFEEA BYOD R& I BALAHELEE M A A& TTiAviia) N FAFE
Fr. M IT BARNFEST2MMFRA FER CRIETE XenMobile FFMAA&E) WSS , NEEH
wsapimdmrequiredflag % & H.

o ¥ wsapimdmrequiredflag WE B (ZOAKRE) , BAATRIELEEM , BT RUEE Worx Store [R) R & LRI
BRERF. &R, EESAAAREERSTIEMNEEA N AR FERNIES |, B2 E% wsapimdmrequiredflag & &
AR,

BREERFHBUANFMETR.  BEIRS R,
ERRTERREN A AT BUET Worx Store Tk TR, &R LUEIT N FFE Fr iRk =5 &2 A Fridiaie) , A2

WERIEH , SRR, RIEERENE , RIEFERESS Xenmobile BRSSP THITIREUMIANAVRIZTT
I FFEFF.
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AR FFHERRRIFAEE

May 05, 2016

XenMobile fR % 2577k B R FEh TS ahiR & A0SR, B BINRE BT ME—HFIISH/RE RS IR EIRR (MEI)/F3)
WEINAT (MEID) FRRE L. BRREIRFTE] XenMobile #ZHEF , AT AFERMREFINIHFIARET IR, ESEEE
BRI,

EEHEFRRERE L , TRIRESIESARENFEULTINER RE (RERFEM, RERAIEE, Active Sync
Gateway AT, FTHPEXRY) . %N (MDM, MAM) | AiFR&. ®&FA. REAZRA, &S, LXiREMIE
TEEREREL.

R ERARECABOAET. BB ELREFBRNNE , AERRTRE RS ENE TEK , ARREEERWR
A, BEUHEPERFEREWIR,

Device model | Last access | Inactivity days V3

IMEVMEID
ActiveSync ID
WiFi MAC address
Bluetooth MAG address
+ Device platform
« Operating system version
+ Device model
+ Last access
+ Inactivity days
Shareable
Shared status
DEP registered
Activation lock enabled

ActiveSync device known by MSP
‘Owned by

ABY RHRMFHRNFTRE  KBLRHIASANEREX . REFRNE  FRTRF.

Manage

3: I nuit I Reﬁ;b

Status Mode User name Device platform Operating system version Device model | Last access Inactivity days

geEE [vov)ww] ios

gEEs [vov)mw] Ancroid

CBEES [wou|[ww) Symbian

BE \EHE| Windows 8.1 Tablst

CBEES [wou|[ww) Blackosny
"VWW
FRIMRE

1. #£ XenMobile e , BHEE > &% , ARAERM. IR B/RARMRS T,
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-\

administrator

Y

Dotails Add Device
Select Platform
@ i0s
Android
Symbian
Windows Phone 8.1
Windows 8.1 Tablet

BlackBerry

Serial Number™®

2. 1A, 85 i0S. Android, Symbian, Windows Phone 8.1, Windows 8.1 Tablet 2%,

3. MARLTER -
1 i0S : AR5,
Android : ¥ AFF31=0 IMEI/MEID,
Symbian : # A\ IMEI/MEID,
Windows Phone 8.1 : # A\ FF%5%1 IMEI/MEID,
Windows 8.1 Tablet : # AF+%1=#0 IMEI/MEID,
6. BE : MIAFFSISH IMEI/MEID,
4. BERM. REBFMBFERREREPRTIRIKED.

vk wnN

5. fEHFIRT  EREHAMNERE , RREERRNRAT , ATRENERIFMHAREFAES.

Dashboard Configure

XenMobile

Manage

Devices

Devices showfilter

Status Mode

i0s

GEDE (MoM|[Mmam)

User name Device platform  Operating system version Device model Last access

Inactivity days

EE  MREPENEEFNNREAE | SRR BREREIIRN LT ; RATHIIRAMEMEANE | ETERAE

BIRTESIZRAM.
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Devices Show filter
b | : | 0 | i | X | o]
Add Edi Naotify Delete Import Refresh
Status Mode User name | Device platform O
sk 108

Devices Show filter
&, & B
Add Import Refresh
Status Mode
B8
(s )<
(eJO)~s)c)

W

6. 7 General Identifiers (FAAFMRAST) TH , BABRRHEE BHHNSEIIREFEIERME)

User name | Device platform Operating system version Device model Last access Inaclivity days

i0s

Android
x

Symbian Edit

ActiveSync ID. WiFi MAC #iit . Bluetooth MAC itk i&%& FTEAX : /AF]8 BYOD,

https://docs.citrix.com
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A, administrator &

Device details

b 1 General

2 Properties

3 Assigned Policies

4 Apps

Actions

[41]

6 Delivery Groups

7 i0S Profiles

8 Certificates

9 Connections

7. ERE2TH , WABTRREER

8. B F—HRARMEM.

General
Identifiers

Serial Number
12345

IMEVMEID
12345678901234567

ActiveSync ID
NONE

WiFi MAC Address
NOME

Bluetooth MAG Address
NOME

Device Ownership
Corporate

BEYOD

Security

Strong ID
DENSHGM4

Full Wipe of Device

No device wipe.

Selective Wipe of Device

No device selective wipe.

Lock Device

Mo device lock.

Device Unlock

Mo device unlock.

Device Disown

No device disown.

Activation Lock Bypass

Mo device activation lock bypass.

Device Glear Restrictions

Mo Clear Restrictions.

(FERES R AT A 2B & )
WEMBS. DAAERRE. MRS, REBRIRS.

5% ID, EeERRE. EEMERRRE. SlERE.

9. ERMNE L , BERMUERTLUCAREESEHNEMSIR. HERTRBMRNS IR,
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© 1999-2017 Citrix Systems, Inc. All rights reserved. p.216



\\

administrator

i

Device details

1 General Properties
— Properties
b 2 Properties
Activation lock enabled ¥ Yes Done
3 Assigned Policies No

Activation lock enabled é

4 Apps Active iTunes account
ActiveSync ID
5 Actions ActiveSync device know

Administrator disabled
Amazon MDM AP availa
Asset tag

Autoupdate Status
Available RAM

[+2]

Delivery Groups

7 i0S Profiles

8 Certificates Available storage space
BES PIN

< 3

9 Connections

Add

10. £+  ARRESNEY  AFREHE. S, ERENER L EETERRMESUREY SN HERE

11. EcERBMSE , M.
2. AEERNE N EHESPITHSRIZE L, RARATT 5.

TR AINETRE  XEREEERY ISt MEREREEREE , BIEEES ARRIRZER.

Dashboard Manage Configure

XenMaobile

Devices

Device details

1 General Properties
— Security information
2 Properties
Activation lock enabled

3 Assigned Policies es

4 Apps
— System information

5 Actions
ActiveSync ID

1324

[

Delivery Groups

7 1085 Profiles ActiveSync device known by MSP

True

8 Certificates

9 Connections — XenMobile agent
Owned by
BYOD

ESECRRIE I R FHEME B S RENHRER.

o ENECHIREE : BREABCRIBNNE , BIECHZEMRIE. FERBBMKBMKRIEL., BB RS MRIEHELTR,

https://docs.citrix.com
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KEUM_EIREREAER.

o VAR : UAREAB RN AREFIEME , BRECRENN AR, &N RREFEANK BN AR,
o MTERKMNAIESF , BERUTER : £, FTBAM. BA. 1£E. KN RARIE, FMARFMAE,
o SYTHEMRBMKNYARSF , BERUTER : 7. LIXBEIENE, SRR,

o IRME : BORIRIEEL , BIETEBMRIEN. FEBREBMRKNRIER., SMUMEEREHRMN_LXIEREE.

o YA : BIRAT), FEMRBMZSEARE. ASTRERRMSAMMENEE. o, EERSANE SRS
B, BIERE. #4E. TEENBM.

o OSELEXH ({URIOS &%) : B/RE—1I0S RLEXHER , BiFaMR. X8 HLRAMRHA.

o IFF : BORAHIERMES I E BAHIERE , BIEREL. REM. WMAE. FII5. BEHFARRIMA SHILE R
[EEE.

o & BRE—MNERRENE R —MEERE. NTE8MNEER , RERRAFE, ARG HRIEN DX SHRIE.

e TouchDown ({XfR Android &%) : B/REXRRESHIIENTAF XA FSHRIERE., B/RE8MERREEHRMNK
BRAEL

13. BHRTF.

NEEXHSAEE

EAIUS A ERRREFIERSIFNXH  SSRACHNREESEXH. BERREERHE.
1 EREFRBLEANRET , BESA. HIPEERSABESEINIEIE,

Import Provisioning File

File

Browse_ | No file selected.

Cancel

2. B RENEHSMEIESANKSFHE |, TR,

3. BEHESA. SARKXHERINER S RES.

YRR

. EERERENRE  ARREHE. WA ERRRIEEEERAE.

. £ General Identifiers (EFARRART) TH , BREFHREHTEN , T RE AT BYOD,

CBET—H. W EIREMTRE.

CERMREL  RIBFTERM. mESMERENE.

o EUREEAEM  ERTHEN  BYHRE  RERTHTREEUE.

o ERBEANREY  BEEENIIFRN LS , RESREANLG X, TE LM,

5. B T4, THARRNRHBRATEZARS. ¥TELRE  BERAFERN  THMRE , NBRESEHEN.

6. MRBRAFBY , EIRTHRRM. wmESHIEAFBYE ; BN, MRAUAEEERENFEER. FRXLTEMKI
B, @S RFA LS.

A W N R
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XenMobile Dashboard Manage Configure

Devices

Device details

User Properties

1 General
User name Enter user name
2 Properties
Password
} 3 User Properties
Role™ ADMIN -
4 Connections
Membership local\MSP Manage Groups
— User Properties Add
Active Directory failed logontr_.
U - Done  Cancel
Active Directory failed logon tries Jei
ActiveSync user email L
BES user email I
Gompany

Company name

‘/\NM\M/

EE - AFRM R B TTAE .
o RN FRN , EHRERM,
o 7EPIFRT , BETAMMEN , MARMNE , AREETREEUE. ARRNKENBHEESPITHDER.
o RUERARM  BHREIEN  BRHRE , ARHETTREEUE.
o ERiFEABY  EREALIIRN S | RERTHNN X, BB MBI,
7. B ERESNRE LN T—SUERREEE.
8. ERA— AL , BERFURFIEERER.

[a) % & A X BA
FAINR B NE R ELEEHN. BRXBAKFREE  ESRE XenMobile 417 25 HIB A1EAR

1 SR HRXBENN— I RZENEE.
2. BB, WEPEERBAINEE, WHAFIIG T BB RE.
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Notification

Recipienis 12345

FG2ERG

123456999
Templates Ad Hoc -
Channels SMTI SMS

SMTP SM

[4s]

Sender

Subject

Message

Cancel Notify

3. BEEAMER -
1 #8AR 3RS, AIRAIXMEMEE,
FHNEEFERT AT A FTEARIRECERSCA | IIRETERS.

2. B  ERARHENA. ZOAER SMTP
—F
SMS,

AL SMTP #1 SMS &R FIAE B S ARMIHERER.

3. BN WIATTIER A

4. FH  WAIGERTEEA TR,

5. JHE  mAGEREEREE.
4. BEFIEA.

bR &

1 FERERET , ERRBEHRO—I S RE.
2. kR, SEPEEREIASHEIE, Bk ARk,
BR  HRETIERA.
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FEFrc A PR E

May 05, 2016

@ LT =fA R Z —7E XenMobile FFIHFFCIEE :

o HEETEBNEMIEFTINCRE.

o ZEBBIRFIFEMIREFIFCEE.

o EITRRE AR ARE BIERINCRE.

EAOERREINCAAT AR A LA, £REMITFEMERREN , WD RERCAATARALHA. M

TRIF7R , FWATRUEE M XenMobile 125 & FREEER TR BIERNZIRSE , RNENFEENRNE  AREFEATEK
BYOD RFFFCEE .

XenMobile Dashboard Configure admin

Devices

Device details winuser3@testprise.net | Surface Pro 3 x
1 General A
Properties
b 2 Properties _ Battery Add
3 User Properties Owned by - ¢ Corporate Done Cancel
BYOD

4 Assigned Policies

+ Memory Add

5 Apps
. + Network information Add

6 Actions
7 Delivery Groups + Notification Service Add
8 Certificates . rity info ion
9 Connections

+ System information Add
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XEE /R
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WEHEERSR S FIEMEHRME T AR EENTIR |, o RAF XS )R8 R F i A T KNSR &3k,
XenMobile XFU T =AFZZFFR R LI E AR SAHES © Android, i0S #1 Windows,

Fahpl I ATHRETA XenMobile B &ILAHBIIK AT :
o FIIS; IMELIRMERG RS BIER L BIEEL BIER 2, BMEE2; ... BIEAN; BIEEN

EE

o HFFRIENINE UTF-8,

o ERXRNMHINFEREANS () BFF. MRENFERNOE—SAIEENS  NKAERRFIFR () 3T, fla , £E%
X, BiEpropertyVitest; 1;2 iZiR R propertyV\;test\; 1\; 23X FEXEN

o FHIS IR (ARKRMEIMEL,

o FIISWIERM (EAT I0S&RE) , BAFIISE I0S REIMAR.

o IMEIXHRME (ANRFIRHEFINS.

e OperatingSystemFamil y®BE#{EH : WINDOWS, ANDROID &} iOS.,

REEEIMHRB
BEEEXATRN TS TR — MR,

1050BF3F517301081610065510590391;15244201625379901; WINDOWS; propertyN;propertyV\;test\;1\;2;prop
2

2050BF3F517301081610065510590392;25244201625379902;ANDROID;propertyN;propertyV$*&&ééétest
3050BF3F517301081610065510590393;35244201625379903;i0S;test;
4050BF3F517301081610065510590393;;i0S;test;

;55244201625379903;ANDROID;test.testé;value;

BE—NEEREXT

F#%115 : 1050BF3F517301081610065510590391
IMEI : 15244201625379901

BRIERGRY) : WINDOWS

Bit4 : propertyN

JBYEME : propertyV\itest\;1\;2;prop 2
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XenMobile %

May 05, 2016
XenMobile 2t 7 Z M ThEER KA , ATHAFSRE BUSIRARZECE M. R, BASOEMER (BT EL480%)
RIXATFES., YR, dEHMAR. FRAA , TARERANREIFEETERRAXNA SR FA81 BB PR REET
B AE. Flan , aTRUAEE ST PR Exchange Bo & U RIEA B AR FTEHR551E.

HIhE 4 BTLABERT 105 1 Android B HRRE FIKAR T 3ol A,
RXRFR
UFRARBLATA :

e loginname (username L& domainname)
e username (206 , WloginnameXkf5i)
e domainname (334 BREKIALE)

AT EH RE B RTRERT A

c
cn

company

companyname
department

description

displayname
distinguishedname
facsimiletelephonenumber
givenname

homecity

homecountry

homefax

homephone

homestate
homestreetaddress
homezip

ipphone

I

mail

middleinitial

mobile
officestreetaddress

pager
physicaldeliveryofficename
postalcode

postofficebox
telephonenumber
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samaccountname
sn

st

streetaddress
title
userprincipalname

domainname (Bm bREH)

Besh  RET SHRIERS R (21 LDAP) Xt FBHTEHRIE , AFJET SR XA BT A,
RVETE
RAAFKAA T

e ${type.PROPERTYNAME}
e ${type.PROPERTYNAME ['DEFAULT VALUE'][ | FUNCTION [(ARGUMENT1, ARGUMENT2)]}

BEBUT , XS (5) RRAEERMAEES (1) Ei2k.

o [REMBMERFRSIATTURAFBY. REBMSBTENENE.

o [REMBUHRFBIE—AITE , FIRKIRBMRFR.

o AP EHMIEEA ${user[PROPERTYNAME] (prefix="user.")},

o X&BRMMEINA ${device[PROPERTYNAME] (prefix="device.")},

40 s{userusername} W ERIE X AFEFIATRH A &E. XERERZ A FEHBK Exchange ActiveSync L&A E M
RCEXXHIEE B,

MTFEENER (EBEXHNREN) | 5188 S{custom}, ERTAZBIEATER.
AR BUEBRXAYK/NE.
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R R

May 05, 2016
aTPUAE Bl RRE |, ALE XenMobile SZEHRELESFEANAR. RERZEKBISFTERSER , BRESMESHAF A
TFHRERGRER, EI , o243 i0S. Android #1 Windows %4 2 [BIHZES: , EZE1E1T Android AR E)$E RS
BEZAMELEES.

TERIERFTIRRE Z BT, ERHIRTTAA T 59R

o ABEITRNERMIITA.
o RRFTBLFHR CAUEH.

AR ERBIOERLRMNT

=

- MR B IR
- EE—HEFA.
- RIEEREAMN (AT .
- BRI BCEIAATA.
. FCERREVTR) (FIE) .

EHI AP R &R T

£ XenMobile %] 85 & RIg WA TR £ 5RME. BANRERWETM , FRATEE > RERME, FEHAL , ATRURNFERE
BRUARMIPRE , AR IwiEsiiRcms.

v A W N

BEREREES— &N, HPBRT YTHNATERE.

BERZ R WEMmESMERRE , RO RIEFSNMEGEAE | NMIERRES R L BRI S | FBEIIRFPHR
B, EYIRMAMNBRETSRE, WRATERESR LB RRBIFAESR.
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Xenl|

Device Policies

Device Policies showfiter

Policy name

cellular policy
cellular policy 2
org info policy
xenmobile policy name
10S restriction policy
Samsung SAFE Restrict policy
Windows Phone 8.1 Restrict
Windows 8.1 Tablet Restrict
Amazon Restrict

app uninstall policy

Type

Cellular

Cellular

Organization Info

Xmoptions

Restrictions

Restrictions

Restrictions

Restrictions

Restrictions

Delete Application

Configure

administrator

Created on Last updated on Status ~
1/14/ 1 GudaEZ AR 1Ll AnT Ars
x
171415
171415
171415
11408 Installed Pending Failed
1714115
Show more >
1/14/15

1/14/15 3:14 PM

1/14/15 3:15 PM

1/20/15 9:56 AM

1/14/15 3:14 PM

1/14/15 3:15 PM

1/20/15 11:51 AM

I-‘E-‘c: ing 1-10 of 11 items

PRINE £ SR

1 FERERIE A L , SER,
BEEPR BRI RIESIEAE. TURFFEZ UIERH TR,

Add a New Policy

Exchange

Scheduling

» More

2. BERBARMAKE , PITATHEZ—

o HMRNE.

LB B 7= BT 10 SR O SRR 5 TR
o HERRFETPRARMNEH., MERA , BB RUTREKILACH, MRIIRTEFEERERE  FREHRE. AFEPK

Type or select a policy from the list

Passcode

Restrictions

VPN

o -

Location Services

Terms & Conditions

RIGREBFESHRAET . AR TIPSR (S ERE.
BER  MREEREATELZ X, WRABRIFES 4+ BIRIEKE.

https://docs.citrix.com
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Add a New Policy

pro|

< =

4 Profile Removal

15 Proxy

* More

MNetwork access

3. ERERAAERKTFHTE. EEFANEERBERELSR S $.

EE  RERBFNFET2EIIN.

Passcode Policy

b 1 Policy Info

2 Platforms
i0s
Android
Samsung KNOX
Windows Phone 8.1

Windows 8.1 Tablet

3 Assignment

4. TRERBEERE , RRBRE T, RREEREARERKEREFES

g 2 [AIARN.

sation Services

'ms & Conditions

End user
AirPlay Mirroring

AirPrint

DAIF BV RBIMERER B O kG . WIREFERTA

5. RRTARA. TRESE 3 BENSIFANTATE, JURARKHTS. SIRBETATS. FERERmaE
FRTANKS. BET—SBIET—ATARE  REETRIET A RAFEHEISRLIE.
6. ENRRAL , SHRENRURMOLIIE, BEENLEN , SR BRERT R RTINS,

EE - TR BRFAECRAHEARIE ST BN EZ B4 BIR.
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Passcode Policy

Q Search
Delivery groups to receive app assignment

AllUsers Group-1

Choose delivery groups

7. EHRTE,
BUIRBE R R INE R R R "R P

YmiErak iR & SR

1 FERERIERT | orh RRiEsERKRIE S5 A M R AR,
2. BdgwEEdE.

o MR BALWEE , I UREBAESRENERE.
o MNRATMER , FERHAXTEIET , AR ATR.
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XenMobile 1% &% (IRFE)

May 05, 2016
TRERT EAPATE XenMobile 10.0 #5 Amazon, i0S. Android, Samsung SAFE. Samsung KNOX, Symbian, Windows
Phone 8.1 #1 Windows 8.1 Tablet IR-&ZIFECE IR & KAE. £ XenMobile 1=H|& 5 , FTANECE > W& RERMAMECE R
# IR,

32 1 Android Sony (XT3N 2% Mg . Android HT C {X373F Exchange $kE%.,

R SR Amazon | iOS | Android | Samsung | Samsung | Symbian | Windows Windows
SAFE KNOX Phone 8.1 8.1 Tablet

ERYRE

Exchange X X X X X

el X X

BT X X X X X

PR X X X X X

VPN X X X X X X

WiFi X X X X

ENLRS X X

SFRM&ME X X X X X X X X

W& 0]

APN X X X

FHMLE X

N X

e X

LFEFF X

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.229



B RRRE Amazon | iGS | Android | Samsung | Samsung | Symbian | Windows Windows
SAFE KNOX Phone 8.1 8.1 Tablet
Samsung [ ki X
BiE X
Amazon | iOS | Android | Samsung | Samsung | Symbian | Windows Windows
SAFE KNOX Phone 8.1 8.1 Tablet
B € X B
B X XML X X X
FAI0S BLE S X
bz
[[=waes 3 X
v A2 FF
L FRFR FF i [a) AR X X X
I FRFEFr gt X
R FEE X
7 FRFEFFIE X X X X X X
Ry P72 P 0k X X X X
I FAF2 PR EN BRI X X
pats X
Samsung X528 X X
3N X
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%%%@ Amazon | iOS | Android | Samsung | Samsung | Symbian | Windows WindZ)(ws
SAFE KNOX Phone 8.1 8.1 Tablet
Web BJ%8 X X X
Worx Store X X X
Amazon | i0OS | Android | Samsung | Samsung | Symbian | Windows Windows
SAFE KNOX Phone 8.1 8.1 Tablet
Tt
I FAFE P4t E X X
I FRFE Fr BRI X
FE& A (CardDAV) X
TR X X X
EAEE Kiosk X
FEE X
SCEP X
Samsung MDM #F X X
AUER4R
FEmE X X X
Web AT IES X
XenMobile {{I§
fMk Hub X
XenMobile 3EIR X X
XenMobile ENZK X
© 1999-2017 Citrix Systems, Inc. All rights reserved. p.231




%%%E Amazon | iOS | Android | Samsung | Samsung | Symbian | Windows Windows
AirPlay itk X SAFE KNOX Phone 8.1 | 8.1 Tablet
AirPrint X
HIA (CalDbav) X
TR X
LDAP X
MDM ¥EIR X
HiES X
HLUER X
SSO K/~ X
TTRIER X
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IR FRFE i [a ik 88 Sk ik

May 05, 2016

FA XenMobile FHIN RFRFARRE R , ATAE X FRERIRIEE £, ATARREE& LA

A=Lamb']

NECES

RS LNV AR

FIR, ARla, TSI EIMIRE , MEREFELNAEFSIR. JUEZERT i0S, Android 8 Symbian & &N fiF2

FFgIm) 5 .

—IR RBEBCE —FPEBIIRI R . AT DAY MBI RARFFS AR, AN TR PRSI RS IE NN AR RNk | (B

REE— M AR FTIRREE P IRE X LN AFEFIIR. MRAGMIIRLEIE — R
2T T % XenMobile = RGBT Sl & F T IR L TR RS

1. #£ XenMobile #ZHla , AHACE > & &R,

XenMobile

Dashboard Manage Configure

Device Policies

05
Policy name
cellular network policy name
test cell network policy name

rthnjrt

Device Policies showiite

Q
Type Created on Last updaied on Staius ~
Cellular 12/28A14 12:67 PM 12/30/14 12:68 PM
Cellular 12/30/14 7:49 AM 12/30/14 7:49 AM
Delete Application 12/31/14 7:39 AM 12/31/14 7:39 AM

A_

2. BRI, SRR B IR0 RS SEAE.

https://docs.citrix.com
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Add a New Policy

Type or select a policy from the list

Exchange

Scheduling

* More

Apps

Network access
App Access

APN {b

Cellular AppAftributes

Personal Hotspot App Gonfiguration

App Inventory

App Uninstall

App Uninstall Restrictions

Roaming

: Files
Samsung Firewall

Samsung Browser

Tunnel
Custom
Gustom XML

Import iC3 Profile

Removal

Profile Removal

VPN

Security

App Lock

App Restrictions
Gontacts (CardDAV)
Gredentials

Kiosk

Managed Domains
SCEP

Samsung MDM Licens

leb Gontent Filter
XenMobile agent
Enterprise Hub

XenMabile Options

¥enMobile Lninstall

Key

<

Terms & Conditions
End user
AirPlay Mirroring
AlrPrint
Galendar (CalDav)
Font N
LDAP )
MDM Options
Mail
Organization Info
5 int
ed Galendars
-

3. BEEL > NAREFIE. K BRERTEF RS E R,

Xenh

Device Policies

Configure

X\ administrator F

Policy Information

This policy lets y

App Access Policy

ou Gre

users to run on their devices.
p 1 Policy Info
Policy Name*

2 Platforms

Description
0s
Android

Symbian

3 Assignment

4. ERBEEERT  MALTEER
1 REEEFR - BARIEHHR LR,
2. AR BRI .

5 BilF—#. HIPKERERI-FATAE.

ts of apps that you designate as required, suggested, or forbidden by

e e

EE  RRFAREER , fIEFaEseTERE , £E%ER 0SS FARERM.
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Dashboard Manage Configure

Device Policies

App Access Policy Policy Information X
This policy lets you create lists of apps that you designate as required, suggested, or forbidden by
users to run on their devices

1 Policy Info

Access policy @ Required
2 Platforms Suggested
Forbidden

0S

App name* App identifier [+ Add
Android
Symbian

» Deployment Rules
3 Assignment

6. FEFATE , EEERMK—IHENFE , RIEAGFNFEPITUATIRE

1 vile)skng  BIARE. HEESERLE. BOARENDE.

2. BIIRFRM—AEREANBREFF , FRIRM , REPITLATIRE :
1 NARFER  MANBREFNAHR.
2. RREFFARRT - MAREN RAEFFARAR.
3. BERFEEUH.
4. ABFMKESNNARFERLR IZLRK .
TR ERBIEN AR R REEASHIIRIT LT  ARRTANKEERAER. B BREAXHE
B, SRR IR |, SATBUBRE LS.
RREIANARER  BREAEFEEINIIRNT LY  ARRTANKMERN. EXIIX , ReREREURE
FHRFIR , RETBUHLRIFIIRAEYR.

7. RIFEAN , AREEUTERE | BABI T BREMESR R,

eployment Rules
Base Advanced
Deploy when All - conditions are met. New Rule
Device ownership - BYOD - &
T e ____,

1 FERE3UERTS | BTt AR RE A E SR (R TA),
1 ATRUERFER R TR KRR KR | SRAEH R EERMIEIE R, FAEHE 250,
2. BAEHFEANE X545,
3. 3R, A& M , WREFTAAA BYOD |, 40 EEFTR.
4. MRERMES 5, EHRATFENN. ERTURIMEZ SRR,
2. BESRERFAERARERA SN,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. BAMERE S SRM/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL LM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. B F—b. WHEPRER T —FaRmes) Boskns m.

9. EEFMNAFY , BAUEHRZMNAE , SEFIRTFEF NS N RO ENECRBHAZNE, EFNARRERNRTE

W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Allsers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
S S e — e —

10. BIFMER , RRHEUTRE :

1 EREFA , BEIFROTRIERE | ST RMBAIERE. BOAEEUNTT. MREFEX , THECEHMIER.

2. FEREVTRIFZA , AEIIAEFHE. BOAEBTUAIRD.
3. R EBEIE , ERGBENE , AREEEER BRI E.

4. EMEFMFY , BESEREENTATRY 2 AT ERBE. BOANETCN SR ERE,

5. R R AREEERE S, AdgTER.  BOAESUA K.

TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

11, BAHRFARTFLLRRE.
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AN FRFE 7B B A & SRR

May 05, 2016

f&B) XenMobile PN AFEFF/EARM , B DGR EIER&E ENRATEFNES , ARRIBXEAXIMER X LR E LK
N RREFTRREE, XA, B URIIHIEN BRRFRA 8 (ENARFIRKRKETRL) R4 8 (ENRARFR
RMEPRE) ERNBATER , FFREAN R,

BE  ZFEEFNNNAREFB/REMA F Android 184 _E Worx Store R IR F"FI3k+ , HIMEsom A AR &I E LR
B
1. 7£ XenMobile =Hlath , BEHACE > REKE. WA ERRERIETUE.

XenMabile Dashboard Manage Configure

Device Policies

Device Policies snowfitter
Search Q
05
Policy name Type Created on Last updated on Status ~
cellular network policy name Cellular 12/2814 12:57 PM 12/3014 12:58 PM
test cell network policy name Gellular 12/30/14 7:49 AM 12/30/14 7:48 AM
rthnjrt Delete Application 12/31/14 7-39 AM 12/3114 7:39 AM

2. BRI, R EIORAN ISR TUA.,

Add a New Policy

Type or select a policy from the lis
Exchange Passcode VPN |~
Scheduling Restrictions WiFi Terms & Gonditions

* More

Network access Apps Security End user

App Lock AirPlay Mirroring

APN
Cellular AirPrint

App Configuration Calendar (CalDav
Personal Hotspot PR iguratl al ar (CalDav)
Proxy AppInventory Credentials Font

Al {ge ] Kiosk LDAP T
Remote Support PR Tninsta i

App Uninstall Restrictions Vanaged Domains MDM Options
Reaming App Uninstall Restricti Managed Domai MDM Opti
Samsung Firewall Fles SCEP Mail
Tunnel Samsung Browser Samsung MDM License Key Organization Info

Storage Encryption

Custom rag rypli
Gustomn XML Web Content Filter Subscribed Calendars
Import i0S Profile Webclip XenMobile agent

Work Store Enterprise Hub

Removal H e L4

Profile Removal XenMobile Options

¥enMohile Lninstall
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3. B E % > NAREFIER, KERNRREFERRIETA,

XenMaobile Manage Configure % admimstrator &

Device Policies

App Inventory Policy  Policy Information x
This policy lets you collect an inventory of the apps on managed devices so you can detect apps

that appear on an app blacklist or whitelist and take action accordingly.
b1 PolicyInfo
Policy Name*

2 Platforms
Description
0s
Android
Windows 8.1 Tablst
Windows Phone 8.1
Samsung KNOX

Symbian

3 Assignment

4. ERBEEERT , BAUTER !
1 SREEBFR : RARBEINETR,
2. WA SRS RTE A
5 BET—&. WK ERER-FARE.
EE R FAREERE , fIEFEELTEPKRE , BE5EER) 0SS FAlEmR.

XenMobile Dashboard Manage Configure A, administrator &

Device Policies

App Inventory Policy  Policy Information x

This policy lets you collect an inventory of the apps on managed devices so you can detect apps

that appear on an app blacklist or whitelist and take action accordingly.

1 Policy Info
2 Platforms

} 08 » Deployment Rules
Android

Windows 8.1 Tablet
Windows Phone 8.1
Samsung KNOX
Symbian

3 Assignment

ERRRMK—NBENFE |, R AS N FERITATIRMGE

6. REBIMNKETHHEETRCAR. FIAENTT,
7. RIFREAN , AREEUTERE | BABI T BREMER R,
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https://docs.citrix.com

eployment Rules

Base Advanced

Deploy when All = conditions are met. New Rule
Device ownership - BYOD - &
— —— I

1 FEBE3UERT | BTt AR RE A E SRk (R [A),
1 ATRUERAE R BT A R TERE SRR |, SRAEH R EERMIEIE R . BOAEHE 2356,
2. BAEHEANIDAE SR
3. B3R, B, WREFTAAA BYOD |, 40 EEFTR.
4. MRBEHRME L 54, FHRADTHEMN, EATIRIMEE L5,
2. BESHRERFAERARERA SN,

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True

AMND OR NOT EDIT MNew Rule Delete

B BIREARMER R RS,
3. BRI DMERE L SRAM/REERES . REZRIAL.
1 % AND, OREL NOT,

2. EBRFIRT | EFRRMBIMNFRSEM , RERTANKMS (+) FRAERMEIFNF,
FRER AT UB S ISR EAN S, AR R TREE SIS A T RIBRABIBR I S 4.
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3. MREFMEL KM, BHRBTHEAN.
EHIRBIF |, REFERLIAE BYOD |, &AMMELIA True , Bahil& ER/MX KRB ARIER.

¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. B F—. WHEPRER T —FaRmes Boskns m.
9. FEEFAMNAFA , MALERZMNA , SEFIRTPEF—NBES N RAHSEORMEMTAH. EROASREAMATE
W FFE PR 53 BorIZ A 2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for de
1 Policy Info Ghoose delivery Q Delivery groups 1o receive app assignment
groups
2 Platforms Alusers Alsers
0s
Android
Windows Phone 8.1
Windows 8.1 Tablet
| 3 Assignment
—— e —— T —— T —

10. RIFMER , RRHEUTRE :
1 ERESA , BEIFROTRIERE | ST RBRIERE. BOAESUATT. MRGEREX , THRECEHMIER.
2. FERREVTRIE , AN RIERRESE., BOAETUASLED,
3. R EBEIE , ERGENEA , AREEEE R B IR E.
4. EMEFMFY , BESRERNTEATRY 2 ATEERBE. BOAETCA IR ERE.
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5. FEAIRA SR RERIEFS Y , BETEcc. BAEEUAK.
TR BERE > RESBHTECE T ITREAEZRAMNEN THOETER. A BRERRERT 0S &&.
EE  RRERMEBTXAEFEER. EAMNERERTHEFE MK ERNEERRERS  EMERAT OS,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF v

11. BHRFURFIHRRE.
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AR I0E BT Android I FBFE R 1B E R R IR B

May 05, 2016
MARFEEEERS ﬁ)]E\ZﬁﬁiﬁﬂﬁHE%E@?&&%&?E@@T%& 7 FRFE FF B 18 & XS shiR& N AfE F s Fumb it S5
PR RS AN Z RIKARITS . BRI AR FFiliE AU R & T AR SRR Il E DU BT ST

EE BRI E X AR E A ERE AN B REN SR XenMobile , SREBHEE A EH21THN B FRRS
5.
1. 7£ XenMobile =& , BHACE > XEHKE, W B REE KUM@,

XenMabile Dashboard Manage Configure

Device Policies

Device Policies snowfitter Q
05
Policy name Type Created on Last updated on Status v
cellular network policy name Cellular 12/2814 12:57 PM 12/3014 12:58 PM
test cell network policy name Cellular 12/30/14 7:49 AM 12/30M14 7:49 AM
rthnjrt Delete Application 12/31/14 7-39 AM 12/3114 7:39 AM

2. BERINANINHETIRRE . R BRI SRS XHAAE,

Add a New Policy

Type or select a policy from the list Q Search

Scheduling Restrictions WiFi Terms & Conditions -

* More
End user
Network access
APN AirPlay Mirroring
Cellular AlrPrint

Personal Hotspot Calendar (CalDav)

Font
Pro
- App Uninstall LDAP
e
App Uninstall Restrictions Managed Domains MDM Options
Files SCEP Mail i
Samsung Firewall
Samsung Browser Samsung MDM License Key Organization Info
Tunnel
Sideloading Key Storage Encryption S50 Account
Cusiom g "
Signing Certificate Web Gontent Filter Subscribed Calendars

Custom XML

Import 08 Profile XenMobile agent

Enterprise Hub
Removal P

Profile Removal XenMobile Options
XenMobile Uninstall
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3. B E %, RRFEMLE IR NE , BAOEE, PR B IRIE E SRE .

XenMobile Manage Gonfigure

Device Policies

Tunnel Policy Policy Information x
This policy lets you configure an app tunnel. While doing so, you can choose if the tunnel will be used for the remote support app.

1 Policy Info Policy Name*

2 Platforms Description

Android

3 Assignment

4. TERBEEERT , MAMTEER
1 SRERBFR : BENRRGAIFER MR R,
2. B (1) BEASRBEAIEA.
5. BEHET—%, ¥ B R Android 5REEFATUA.

XenMobile )ashboard Configure

Device Policies

Tunnel Policy Policy Information X
This policy lets you configure an app tunnel. While doing so, you can choose if the tunnel will be used for the
. remote support app.
1 Policy Info
Use this tunnel for remote support OFF
2 Platforms
Connection configuration
} Android Connection initiated by Device - @
3 Assignment Maximum connections per device™ 1 @
Define connection time out OFF @
Block cellular connections passing by OFF @
this tunnel
App device parameters
Client port* @
App server parameters
IP address or server name*
Server port*
» Deployment Rules
—

6. FEERNBETERESNFFT | EFRE AR ILIBIE AT TR,
R IRERREREREXS , RELSRSBHAR.
WRPEREFESHF | EHITUTRIE
1 EERRE | BERERMEHUEE R EEZNIE.
2. BHRRSRKERY : AT, ATIEENRREFTBEILMNIAR TCP &R, TR ERTRERLNE
#*%.
3. B NEGRE R AR EIBIE XAETN BRI AT R A .
4. GRS | AR E SUERBINREATT , NG IBIE XN AT B FFrl A MBS AHKE , DARD B4,
5. [RIEFHMKIERIBIT IEE | R AN ELEEE.
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B A4ALE WIFi F1 USB &,
6. Bimind AR FimisOS. ERZEBAT  WESRS:mA8ER.
7. P HLFER RS 22 4K - SR AN FFEF RSS2 IP Mok sk &R, IV FE{UERTRE A nEsE,
8. %m0 : ARSH{ROS.
MPEFTFEZFF |, BPITAUTIRE ¢
1. {FREEH TR  REANTT.
B SOEHREY @ 53R B AR E B E XN 2 o] A R B R K .
A AR SOEERENEEATT , NS BE XN AR o] LSRRI E , DARA SRS,
fF SSL % | ERFER AR EFER%RS SSLIER.
BELEFALMEEERIR IS B E © EFE SIS EE,
HE  A4ALE WIFiF1 USB &,
7. BRIFEBZBAN , REREMUTRE : BUAMEN T BREMIETR,

oA W

I o

~Deployment Rules
Base

Deploy when All - conditions are met. New Rule

Device ownership - BYOD -

1 FEMFIERT , BT AR E B SR AR A,
1 ATRUEHRAEH R BT A R TERE SRR |, SRR R ERERMIAIE R . BAEHE 250,
2. BAEHTEANIDAE &1,
3. BBk, B, WR&EFTAAGN BYOD |, a0 EEFTR.
4. MRBERME L 54, FHRATHERAN, EATURIMEE LW 54,
2. BEHSHRERRAERARERA SN,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. BAMERE S SRM/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL LM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

8. B T—&. WA ERIEBERMECTE.

AND OR NOT EDIT New Rule Delete

9. EEFMNAFY , BAUEHRZMNAE , SEFIRTFEF NS N RO ENECRBHAZNE, EFNARRERNRTE

W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy

This policy lets you configure a profile for devices.

Choose delivery | Type (o search Q

groups

1 Policy Info

2 Platforms Allusers

Delivery groups to receive app assignment

AllUsers

10. BIFMER , RRHEUTRE :

1 EREFA , BEIFROTRIERE | ST RMBAIERE. BOAEEUNTT. MREFEX , THECEHMIER.

2. FEREVTRIFZA , AEIIAEFHE. BOAEBTUAIRD.

3. R EBEIE , ERGBENE , AREEEER BRI E.

4. EMEFMFY , BESEREENTATRY 2 AT ERBE. BOANETCN SR ERE,

5. R R AREEERE S, AdgTER.  BOAESUA K.
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

11, BAHRFARTFLLRRE.
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HiE X XML &% R

May 05, 2016

WHEE L Windows Phone 8.1, Windows 8.1 Tablet #1 Symbian % & LB X AT IhEERT , FTRA#E XenMobile R A1 B 5E
N XML 5RHE :

B BREREREURE AR

RERE  BEATRFERRETRESH

RETHR , BERHENBERETRIFRGRREER (AR ARFIARZSRNT)
HIEEE | AR RYCR B & A RIIRERE

£ Windows 8.1 &g F§ Open Mobile Aliance Device Management (OMA DM) APl 4l 2 B MEE X XML ELE., AXBHR
BRI {E A OMA DM APl 1B EN XML, BX{ER OMA DM APl iE(EE. |, 555 Microsoft Developer Network
uﬁﬁilﬂ‘] OMA & &EIE,

1. 7£ XenMobile #ZHla , BHECE > R&RE, MWK E SRR AME.

XenMabile Dashboard Manage Configure

Device Policies

Device Policies showfile
Q
05

Policy name Type Created on Last updaied on Staius ~
cellular network policy name Cellular 12/28A14 12:67 PM 12/30/14 12:68 PM

test cell network policy name Cellular 12/30/14 7:49 AM 12/30M14 7:49 AM

rthnjrt Delete Application 12/31/14 7-39 AM 12/31/14 7:39 AM

A— BRESS s na v

2. BRI IREE . BRI BRI KBS XHAAE,
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https://msdn.microsoft.com/en-us/library/bb737369.aspx

Add a New Policy

Type or select a palicy from the list

Exchange VPN Location Services =
Scheduling Restrictions WiFi Terms & Conditions
~ More
N ork ace Apps Security End user
APN App Lock AirPlay Mirroring
GCellular App Restrictions AirPrint
GContacts (CardDAV, Calendar (CalDav
Personal Hotspot ! !
App Inventory Credentials Font
Proxy pp Inventor redential T .
App Uninstall Kiosk LDAP

Remote Support

Roaming

App Uninstall Restrictions

Files

Managed Domains

SCEP

o

MDM Options

Mail

Samsung Firewall

Samsung Browser Samsung MDM License Key

Organization Info

Tunnel
Custom Sideloading Key Storage Encryption 580 Account
GCustomXML Signing Certificate Web Gontent Filter Subscribed Calendars

Import i0S Profile Webalip XenMobile agent

Removal Worx Store Enterprise Hub
Profile Removal XenMobile Options

¥enMohile Lninstall

3. MEFL  REEEAEN TATFEATENY XML, HAEERAE Y XML ER{=STE.

Xenh/ e a M e Configure Q¥ administrator F 3

Device Policies

Policy Information x

This policy lets you create custom XML for your policies. After you enter the XML, you can check

Custom XML Policy

the syntax.
b 1 Policy Info
Policy Name*

2 Platforms

Description
Windows Phone 8.1
Windows 8.1 Tablet

Symbian

3 Assignment

4. ERBEEERT  MAUTESR
1 RERETR : AR AR ML TR,
2. A ¢ SRR AT
5 BET—&. WK ERER-FARME,
EE R FAREERE , fIEFaE TEHRE , K& 5%%E2) Windows Phone 81 FAFRCEER.
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XenMobile ashboard Manage Configure

Device Policies

Custom XML Policy Policy Information x
Thiz pelicy lets you create custom XML for your policies, After you enter the XML, you can check
the syntax.

1 Policy Info

XML content™

2 Platforms

} Windows Phone 8.1
Windows 8.1 Tablet
Symbian

3 Assignment

» Deployment Rules

e

6. FEFA T E , MRAETRRMBFE.
7. E XMLABEF , MR RIEFRINMEE X XML, RAERK , TR BT H R SR,
8. RITEPEAMN , REBEUTRE : BUAMER T BREMIER .

eployment Rules
Base Advanced
Deploy when All - conditions are met. New Rule
Device ownership - BYOD - &
T e ____,

1 FERE3IERT | BT Ge AR RE A B SR (R TA),
1 ATROERRFEN R BT SRR SR , STER R EE AR E R . BIAEME2HED.
2. BEHFEAMNAE X545,
3. fEFIRF , BdAfE , aR&E SRR BYOD |, 1 EEIFTR.
4. MRBEAMES M4, FEXATHEAN. EATLRIMEES A4,
2. BISRERFAERARERA SN,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. BAMERE S SRM/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL LM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

9. Bl F—#. XenMobile & XML W&FETL. ARHE FEBRTAEEMR. DIRLBEMEMHRA Bk,
WMRISEEIEER W EREE X XML 5RIg Y BCRA.

10. fEEFAAFY , BAUERIZNA | SEFIRTEE NS AN BRHSRREAE. ERNARREANATR
W FIFE P2y BorIaZ A2 5 )3k

XenMobile Dashboard

Custom XML Policy Custom XML Policy
reate custom

This policy lets you c n XML for your policies. After you enter the XML, you can check the syntax.
Group-2
2 Platforms Allusers p-
Group

» Deployment Schedule @

o |

11 RITRREVTR , AREENTERE
1 FERBETA , AETTRUTRERE | SR RRABRIERRE . BOAEHUATT. RGEEX , THRACEH MEm.
2. FERREVTRIE , AT RIERFEfE. BRAETUASLED,
3. MRBELRE , BRG AR , REEREE R B A E.
4. FERPERMFY , BEERERNTEA SN G 2 ATHERE RMET.  BOAEEA SRR,
5. FENRAERNEREES Y , ARITEER. BIAETCAK.
TR EHEWE > RENEMTECE TR & BZERANER T HEER.
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EE  RRERMEBTNXAEFEER. BMbEMERESaNRARIREFE.

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF W

12. BEARIFLMRFICRRE.
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& AR FFENS0R & SRR

May 05, 2016

#AT LA I0S, Android, Samsung KNOX., #1 Windows 8.1 Tablet SE& A2 K FIFEFFENE kMg, BIT N FRFEFFEIERIE |, IR
TUREAEEE N ARFNAAEEF R, ERTUEEFABEERFEENARERF , RAR S IE N AREFEik
PNEHMENEREONY BREFES. LIRS ER AR EN , NARFERER. BrawEEmas BARFRER , BE
Samsung KNOX i&#&[&4b ; Samsung KNOX &% BB PR AR BIENE N FAIFE R R.

1. £ XenMobile il , RHACE > R&EKK. WAENEEREAM. ARERETE L , BEHRM.

XenMabile Dashboard Manage Configure

Device Policies

Device Policies snowfitter Q
05
Policy name Type Created on Last updated on Status ~
cellular network policy name Cellular 12/2814 12:57 PM 12/3014 12:58 PM
test cell network policy name Cellular 12/30/14 7:49 AM 12/30M14 7:49 AM
rthnjrt Delete Application 12/31/14 7-39 AM 12/3114 7:39 AM
| — e —— V

2. FERMFRMEIPEES , BhEL , ARENBREF FTE , AGN RREFEHE.

Add a New Policy

Type or select a policy from the list Q Search

Network access

Custom XML
Import I0S Profile
Removal

Profile Removal

https://docs.citrix.com

App Lock

Web Gontent Filter

XenMobile agent
Worx Store Enterprise Hub

XenMobile Options

¥enMohile Lininstall

© 1999-2017 Citrix Systems, Inc. All rights reserved.

AirPlay Mirroring

Subscribed Calendars

VPN Location Services |- |
WiFi Terms & Gonditions

~ More
Security End user

APN
Gellular App Restrictions AirPrint
Personal Hotspot Gontacts (CardDAV) Calendar (CalDav)
Credentials Font i
Remote Support App Uninstall Kiosk LDAP I
Roaming ninstall Restrictions Managed Domains MDM Options
Samsung Firewall SCEF Mail
Tunnel owWSEer Samsung MDM License Key Organization Info
Custom Storage Encryption 880

p.256



3. ENARFHECREEERT , MALTEER
1 REERFR AR ER IR,
2. YtEA : SR SRR A AT,
3. BT,

Xenk ile D ard ERELT Configure

Device Policies

App Uninstall Policy Policy Information x

This policy lets you specify which apps need to be uninstalled. You can perform silent removal only

on Samsung KNOX d f you don't find the app in the list, use the package name.

b 1 Policy Info
Policy Name*

2 Platforms
Description
0S8
Android
Samsung KNOX

Windows 8.1 Tablet

3 Assignment

4. K{FANEERE , IEFEEHLTEPRES , BEXED OS FAllEmR. EFATH , EFRRIK—I TS
F& , HEUHEEAERMBFES.

XenVlobile Dashboard Manage Configure

Device Policies

App Uninstall Policy Policy Information
This policy lets you specify whi

f you don’t find the app in the list, use the package name.

ch apps need to be uninstalled. You can perform silent removal only

on Samsung KNOX devic

1 Policy Info
Managed app bundle ID* Make a selection -

2 Platforms

08
» Deployment Rules
Android
Samsung KNOX

Windows 8.1 Tablet

3 Assignment

. et

5 ETEERFNTE , T TRERE.
1 RESFET I0S , HEIEENAREFmAS 1D R L, AHINA N AR FRaEINE.

AR MRHTFARERENRRERF , ZIREETH , LR MHTRN BT,
WMRBFARM , LAl EHIMNF RPN AFEFRLR.
2. WMERMAEFE Android, Samsung KNOX gk Windows 8.1 Tablet :
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Xenobile Dashboard Manage Configure

Device Policies

App Uninstall Policy Policy Information x

This policy lets you specify which apps need to be uninstalled. You can perform silent removal only

on Samsung KNOX devices. If you don't find the app in the list, use the package name

1 Policy Info
Apps to uninstall
2 Platforms P L 0% Add
0s
» Deployment Rules
} Android

Samsung KNOX

Windows 8.1 Tablet

3 Assignment

ERENRNON AFREFTE , SBERM , SREHITUTRE

1. NARFLR : 3R F , RTEIERNNERERF , SR EImEm AN BfREF LK.
AR MRUTFRSERENARF  ZIREETH , BORIFRN AR,

2. BERIAMN AR | S mBUEBUERINN AR,

3. AERMME N ARFERLRE M,
AE  ENEECREBRIE N AR | BREAESEASHIIRNIT LS  RARREANNLERAEENR. HEE
BIRIASHEAE, S2ERERBIRS R , SR HEBUBMRBISIE.
ERENANRRERF | BERMESERSHIIRMIT LS , ARG EMRSEERN. Bk  RRREHREN
REBHMFIFK , kB EIUEAMRIFIIRAEYL.

6. RIFEPEAN , REHEUTRE : BOAMEN T BREMIER .

eployment Rules
Base Advanced
Deploy when All - conditions are met. New Rule
Device ownership - BYOD - &
T e ____,

1 FEBE3UERT | BTt AR RE A E SR (R [A),
1 ATRUERFER R TR KRR KR | SRAEH R EERMHIAIE R, FAEHE 250,
2. BEHFTEANIAE X545,
3. PR, BdAM , WREFTAAA BYOD |, 40 EEFTR.
4. MRERMES 54, EHRATFENN. ERTURIMEZ SRR,
2. BISHRERFAERARERA SN,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. BAMERE S SRM/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL LM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

7. BT, WA EORN FFE PR R S B .
8. FEEFAMNAFYA , MALERZMNA , SEFIRTPEF—NBES N B HSRRMENTAH. EROASREAMATE
W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

9. RIFEPEITRI , ARBCEMUTRE :
1 EREFA , BEIFROTRIERE | ST RMBAIERE. BOAEEUNTT. MREFEX , THECEHMIER.
2. FERREVTRIE , ST RIERRESE., ROAETUAALED,
3. R EBEIE , ERGBENE , AREEEER BRI E.
4. EMEFMFY , BESEREENTATRY 2 AT ERBE. BOANETCN SR ERE,
5. R R AREEERE S, AdgTER.  BOAESUA K.
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF W

10. BEARFLMRAFIREE ., EREREITEL , 28353 T ECLEA MR BRI SR

Device Policies show e
Search Q
(8]
Policy name Type Created on Last updated on Status ~
appuninstall Delete Application 1/27/15 8:46 AM 1/27/15 8:46 AM
test Terms Conditions 2A1/15 8:16 AM 2A1/15 8:16 AM
test-uninstall Delete Application 2M7A5 10:22 AM 2M7A5 10:22 AM
I App app uninstall Delete Application I 2M7A5 10:556 AM 2M7A5 10:556 AM
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0 APN SRR

May 05, 2016
LR SRV RAE IOS. Android 8% Samsung KNOX %% EACE B E MIEANRBFR (APN). APN SREEHHE IR Z1EFEE N ERIE
EEHRIBRNETERS (GPRS) FiE AHRE. KREHHRBIFFELEURE.
1. #£ XenMobile =5 A |, BTHACE > RE KRG > AN,
2. FERMFRERE L , fEFSL , REEMEARMR T , #& APN,
3. BFEASERBTHNTE. EEFANLKERAMBRESR S F.
4. EREEFET , MAMTEER !
1. SRERBFR © BENSRREAOHEAR M R FR.
2. WA  (FTIE) BESKREEAIEA.
5 BET—%., WE¥ERENFAEERM@E.
6. AR EFEMRE I0S F& |, £90S FAEETNHL , PUTATERME :

Policy Information

APN* hjgv
User name
Password
Server proxy address

Server proxy port

Policy Settings
Remove policy @ Select date

Duration until removal {in days)

Allow user to remove policy Always =

1. APN, MiAEASMIBFR.
2. Br%. GBI APN MAFE. MRRFAEEXR  NAEREXHREHERE S NZT TR,
3. BEL, b APN AR, CABHTIRADAME | XEREHIT T RID. MRAEPHOED , WREXHREREEES
RN RS,
4. PRE-FS(CIEHNE, APN /IR 1P #ubibsk URL,
5. REHBAIPEIEO., APN RIEMEROS,
7. ERERET , MR ED |, RdEF B RIRETR B R (R,
8. tNRBEEFRAH , EREHMLEREARIIRBE .
9. EAVFA IR RIES RS |, BEHIRR. FTEFEIMAR,
10. INREAHHFE®D , 7£ Removal password (RfRED) 355 , BAMFHERD,
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m

Policy Settings
Remove policy @ 3Select date

Duration until removal (in days)

Allow user to remove policy Always ~

11 RIFERZEAN , AFECENTERE | BOAMEN T BREAEm .

eployment Rules
Base Advanced
Deploy when All - conditions are met. MNew Rule
Device ownership - BYOD - &
S m— I

1 fEt3RS |, BRI RE BB SRR AT TE)
1. AJRUERIEHE BB KRR E RS , SAEHEEERHRTIE KRG, AEME ST,
2. BEFEMNPLE &M,
3. fE5IERF |, &M ARZ AR BYOD |, tn EEFTIR.
4. MRERMBLZ LM |, BERATHEAN, EJLRIMEEZ M.
2. BEERERAE AR /RIEMA SRR,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. B MERE S SRAM/REERAS, MEIRMAN,
1. B AND, ORI NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL KM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT

Current mobile country code only Andorra

AMND OR NOT EDIT MNew Rule Delete

12. aNRGEHEMRZ Android Bk Samsung KNOX £ & |, ZEFEEEREA L , BUTELT#RE !

ess Point Name (APN) on the device. Use this policy if your organization does not use a consumer APN to connect

APN®

User name

Password

Server

APN type

Authentication type None -

Berver proxy address

Server proxy port

MMSGC

Multimedia Messaging Server (MMS) proxy address

MMS port

» Deployment Rul

1. APN, MIANBEARKIBIR,
2. AFP%. GFHEECH APN A A%, MMRAFAEER , WAEREXHREPARESIRNATHE,
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3

4.

© © N o

10.
11.

13. RITHBZEAN , REEEITRE : BOABI T BRERER R,

1

2.

*‘De_{ﬁl?)_yﬁ_eenl Rules

. ARG, 6 APN WAPER, CASHTIRIGAE | SPEALEHT T WD, ARGEPHROED , WECEXFEMRRE S
RNBNEN,

R$Es. WREHIMASEFILEINZ AT, BEAT. ERFETTANSBRIFE Web ib mFALAITTEN MY
(WAP) R RARSS-25 .

APN %) HRBEWAILELEERHEASRE. EE APN BRENPATHESNRESTE , IISTEEZERNAES
EXILEE, TRBIETE

o *, IAMEMBIHEAS.

mms, ZEEREBTHFENR.

default (ZRA) . BIRESEEENKFTERERBIHENR.

supl, 5 GPS XBtH% £ FEHEE (Secure User Plane Location)

dun, #HSMEELTR , RIMEA,

hipri, E{AFERKMLE.

fota, JLE&E ALK T E R,

SHIERET, WREE PAP, CHAP B PAP 8% CHAP, BMAATC.

RE-FAIEHNE, APN KIEAY IP Hhitak URL,

R&aA3HEO. APN RIEfIEOS.

MMSC, FF MMS REBMNZ EAIHERSREE. MMS {18 SMS aJAA X B E L EEARE (AEFSAR) AR
THE., XERSHRFTESENINY (2 MML, .. MM11) .

ZAIEERS (MMS) RIEME, AT MMS fEMK HTTP RIEARS-25.

MMS ¥z, MMS RIBERKEE.

Base

Deploy when All - conditions are met New Rule

Device ownership - BYOD -

EHF)RF | BRI AR RE BB SR KB A],

1. ATRUERAERE A KRB R |, SEHE T E R EE KRS, IAETE 2T,
2. BTEHTEMINRAE &1,

3. EFERF , BAEEAM , REFTBAH BYOD |, N EEIF7R.

4. MRERMEZ KM BEERATHENN, ETURIMEE S M.

BH SRR AE B /RIEHA EHN,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R B RSt
3. BAMERE S SRAA/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT |, EFRRMEMNFTRFEA , AREEENNMNS (+) B &ARMEFRH,
FfER AT DUBT ST R A S, SRR SRR A B S A e B R AR L 2 45

3. MRBEARMEL &M, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahik&ER/MX ARG ARIE R,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

14. N5 Android 3% Samsung KNOX & , EER IR 8 ATeak Samsung KNOX FE{EENME , AT T—H. A
¥ BN APN SRBE AL,

15. IEEERATATN , MAEBHANAE , BB RTEE—ADHEZNEMHNECREWATTE, EFRE B REANATE
W FRFE 4y BopI AT (4285 1R

XenMabile Dashboard Configure

Device Policies

Device Policy Device Policy x
This policy lets you Gonfigure a profile for devices.
1 Policy Info Choose delivery Type to search Ql e Delivery groups lo receive app assignment
groups
2 Platforms Allusers AllUsers
0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

| 3 Assignment

g e M

16. BIFHE TR, ARRENUTRE :
1 FERBETA , ETTRUTRERE | SR RRABRIERRE . BOAEHUATE. aRGEEX |, THRACEH MEm.
2. FERREVTRIE , AT RIERFEfE. BRAETUASLE,
3. MRBELTE  BRGRNEN , REEREE R B AEE.
4. FERPESRMFY , BEESRERINTEA SN Y 2 ATHERE RMET.  BOIAEEA SRR,
5. ENRAERINEREES Y , ARITEER. BAETCAK.
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TR BHEWE > RESBMTEE TIHREEBZRPANEL THEIER. HABRERMERT 0S ®’&.
TR RENMETRXNAEFEHER. EAMNESERTHEFE MK ERNERTERS , EMERAT 0S,

¥ Deployment Schedule &

oopioy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF e

17. BERFMRFICRRE.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.269



ANIERT 10S BT ML% 15 % R

May 05, 2016

BEIREE VAFRAE I0S W& _ERCE FHIMGIRE.
1. 7£ XenMobile =H|G7F , RELECE > & & K.

XenMobile Dashboard

Device Policies

Device Policies showiiter

+

n
o
a

Policy name

cellular network policy name

test cell network policy name

rthnjrt

Type

Cellular

Gellular

Delete Application

Configure

Created on
12/20/14 12:57 PM
12/30/14 7:49 AM

12/31/14 7:39 AM

administrator

Last updated on Status ~

12/30/14 12:58 PM

12/30/14 7:49 AM

12/31/14 7:39 AM

A

B v
.
2. BEAN,
B BRI N SR TUE
Add a New Policy
Type or select a policy from the list Q Search
Passcode VPN =
Restrictions WiFi
v More
Apps Securi End user
Network access pp ity
APN App Lock AirPlay Mirroring
Oe@ar App Attributes App Restrictions AirPrint
Persdnal Hotspot App Gonfiguration Gontacts (CardDAV) Calendar (CalDav)
Proxy App Inventory GCredentials Font 3
A Jninst {ios DA
Remote Support App Uninstall Kiosk LDAP
App Uninstall Restriction Managed Domains MDM Options
Roaming pp Uninstall Res anag mains ptions
Samsung Firewall Files SCEP Mail
Samsung Browser Samsung MDM License Key Organization Info
Tunnel
Sideloading Key Storage Encryption 550 Account
Custom ideloading F rage Encryplior O ur
Custom XML Signing Certificate Web Content Filter Subscribed Calendars
Import i0S Profile XenMobile agent
Removal Enterprise Hub P
Profile Removal XenMobile Options

3. FEARINETRIE A L , % |, AR

https://docs.citrix.com
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XenMohile Lninstall

AR F, ST,
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BB RE B RTF AT AR SRl = B R 2L

Configure

XenMobile ~  Dashboa Manage

Device Policies

Cellular Network Policy Information X
Policy This policy lets you configure cellular network settings on an iOS device.
Policy Name*
b 1 Palicy Info
Description

2 Platforms

3 Assignment

4. ERBEEERT  MAUTEER
1 REEEFR - BARMEHER LR,
2. 3B (ATiE) BASRIEHIREA.
5 BlF—®. WEPKERIOS FEERSTM.
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XenMobile

Device Policies

Cellular Network
Policy

1 Policy Info
2 Platforms
} 0S

3 Assignment

Dashboard Manage Configure

Policy Information

This policy lets you configure cellular netw

Attach APN

Name
Authentication type
User name

Password

APN

Name
Authentication type
User name
Password

Proxy server

Proxy server port

Policy Setiings

Remove policy

Allow user to remove policy

» Deployment Rules

LY
ork settings on an iOS device
PAP -
PAP -

@ Select date

Duration until removal (in days)

Always -

6. 7£I0S FARERME L , WMATEE : M APN T :
1 &R BRALECER AR,

2. BHRUERR : FEFR E, AL TUAEFHHRIEPNN (CHAP) SRERLSHIIEMY (PAP). BRIAEA PAP,

3. RBP4 BARTEHRIENA A,
4. T RARTSHRIENEN,

#£ APN T~ :

1 &% : BAVIRIRATR (APN) BCE K& R,

2. BRI « f£5FRF , Bdr CHAP 8¢ PAP, BRIAMEA PAP,

3. P& BARTEHRIENA A,

4. L RARTHHRIENED,

5. MRS - BARERS ML,

6. RIS RO : RARERFH0mH .
7. EFRMEET , BIEREMSSY | A AR AR & BE) (R).

8. MR BAILEFRAY

, BB B RO BRI B .

9. AR BRI IRT , BHHRK, FREEIAAR.

10. FRBEFERRY , £ Removal password (HIfRERD) 351 , AN TRIE,

https://docs.citrix.com
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M

Policy Settings
Remove policy @ 3Select date

Duration until removal (in days)

Allow user to remove policy Always ~

11 FEEER AR , BAMERINA , HAERPEF— I HZ N RO HD RO, EFRNASREGURATE
YRy FRFE Fr oy BCR3E (S4B 1R+ .

XenMabile Dashboard Gonfigure

Device Policies

Device Policy Device Policy x
This policy lets you Gonfigure a profile for devices
1 Policy Info CGhoose delivery Type to search Q Sesrch Delivery groups to receive app assignment
aroups
2 Platforms Allusers Alsers
0s
Android

Windows Phone 8.1

Windows 8.1 Tablet

| 3 Assignment

s S e e —————

2. RIFMER , ARREUTRE :
. FERRE A , BAETTRAUTRIERE | SR RRABRIERRE . FOAEHUATT. RGEHFX , THRAECEH AT,
- FEREITRIFEA , AT RIEAE. BOAESUAIED.
- IREBEE | EREERERR , AREEFEE B RIAE,
. FERRE LM, AESIUERNRATN Y ZRIMEE RN, AEEAS GER,
- FENIRA B RREERRE A |, ETTER. BUAEHUAX.
TR DAERE > RESBHTECE T ITREAZRAMEN THOETIER. HABRERRERT 0S &E&.
EE  RRERMEBNXAEFEER. BAMNERERTHEFE MR ERANEERRERS , EMERAT OS,

N -

v b w
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¥ Deployment Schedule @

ooy @D

Deployment Schedule @ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF W

13. BERIFRMRFICRRE .
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1 Windows Phone 8.1 isin{Mk Hub 1% & 55 B%

May 05, 2016

[Hd Windows Phone 8.1 ik Hub &4 SR B ik Hub AR N ABIE N AN RFER.
FEASKUTEMABEAERRRE -

e kB Symantec f{] AET (aetx) & 4&IFH
o {#F Microsoft iz FRFEFF44 T A (XapSignToolexe) &4 i Citrix Company Hub L FIF2FF

1. 7£ XenMobile #ZHG5 , BAHECE > RE K. MR BI/RIE RIS U,

Configure

Device Policies show fiter
™
Policy name Type Greated on Last updated on Status ~

No results found.

’\/\/\/\

2. BAERINANANHTIRRE . R BRI SRS XHALE,

Add a New Policy

e or select a policy from the list Q Search

Scheduling Restrictions WiFi Terms & Conditions -

~ More

Network access Apps Security End user

APN App Lock AirPlay Mirroring
Cellular App Restrictions AirPrint
Conta (CardDAV) Calendar {CalDav)

Personal Hotspot

Proxy App Inventory Gredentials Font
Remote Support App Uninstall Kiosk LDAP

Roaming App Uninstall Restrictions Managed Domains MDM Options |
Samsung Firewall Files SCEP Mail

Tunnel Samsung Browser Samsung MDM License Key Organization Info

Custom Storage Encryption

Custom XML

Import iOS Profile Wendlip XenMobile agent
Removal o Store Emerpﬁse\[tH'l“b
XenMabilg Options

Profile Removal

XenMobile Uninstall
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3. BEHEFEZ , A5 XenMobile Agent TR AN Hub, BB B R4k Hub SRER UM,

Xen!

Device Policies

Enterprise Hub Policy P°||CY Informatlon
E e Hub policy

signing

1 Policy Info
2 Platforms Policy Name™

ndows Phone 8.1 Description

W

3 Assignment

4. ERBEEFRF , HAMUTEE
1 REERHR : WINRBE R B FR.
2. W MBRE , BRI,
5. BEHT—

XenMobile Dashboard

Device Policies

Citrix Company Hub app using the

Configure

for Windows

from Syma ‘ou also

#. WP SR Windows Phone 8.1 SF& A,

Configure

Phone app distribution through the Enterprise Hub Gompany

d to have obtained and signed the

Microsoft app signing tool (XapSignTool.exe).

Enterprise Hub Policy P°|'CY Informatlon
e Enterprise Hub policy

1 Policy Info Gitrix Company Hub app using the

2 Platforms Upload

Windows Phone 8.1

signing

for Windows Phone app distribution through the

from Symai

Microsof

-aetx file

Upload signed Enterprise Hub app

3 Assignment

» Deployment Rules

Enterprise Hub Company

d to have obtained and signed the

ft app signing tool (XapSignTool.exe).

e

6. RCERITRE :
1. Upload aetx file (_E#k .aetx )

AV N
7. RITEREAN

https://docs.citrix.com

NSRRI aetx XHATIER
2. Upload signed Enterprise Hub app (_E&k& 44k Hub I FBFEFF)

, RRRENTRE : BOABIR T BREMER R,

© 1999-2017 Citrix Systems, Inc. All rights reserved.

WE , RIEERFRXC .

: 7)’('J‘J"€§1JJ/EJJ( Hub N FRFEFFFTFERGLE | SR fEEs%
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eployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
Device ownership - BYOD - &
— o o

1 FEREBERT |, BTG AR RE A B SR (R TA),
1 ATRUGHRAE R BTA R AT ERE SR |, SEM R EE R M BEIE RN, ANEHE 25,
2. BAEHEANIDAE &1
3. FEBERYF , Bl IR EFTAAA BYOD |, 40 EEIFTR.
4. MREAME L FM , EHRAGHEMRN. EATLRIMER ST &4,
2. BEESHRIERRAMERA/RIERA SN,

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREARMIER R RS,
3. BRI MERES SRAA/REERAS, MEIRMAN,
1. B AND, ORI NOT,
2. HERRFIRT |, EFRRMBFNFT RS AREEENNMNS (+) B &AFRMEFRS,
FfER AT DUB IS AR A S, SRR SRR DA B St a A R AR L 2 45

3. MRBARMEL KM, EERBTHEMR,
FERRBIT | BEFARUIE BYOD , X&EAMMELIA True , Bahix &ER/MX ARG ARIER.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. M T—5. WA EIR Enterprise Hub Policy (£&Mk Hub 5%#%) SECHRME.

0. EEFMNAFY , BADUEHRZMNA , SESIRTFEF NS N RO ENECRBHAZNE, EENASRERNATE

W FFE PR 53 BorIaZ A 2R3 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy
This policy lets you canfigure a profile for devices
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
S S e — e —

10. BIFMER , RRREUTRE :

1 EREFA , BEIFROTRIERE | ST RMBRIERE. BOAESUNTT. MRGEFRX , THECEHMIER.

2. FEREVTRIFZA , BTG, BIAETUALR.
3. RIS , ERGBENE , AREEEE R B IR E.

4. EMEFMFY , BESREEN AT Y 2 ATEERBE. BOANETCA IR ERE .

5. R R AREEERE S, AdgTER.  BOAESUA K.

TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.
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EE  BENEIETRIM A AR, SRMNERERTHEFE , MAR ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

11, BAHRFARTFLLRRE.
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Microsoft Exchange ActiveSync X% 5l

May 05, 2016
ATRAME M Exchange ActiveSync IR & SREEFEM PR & _ERCERFARMER Fin , AAFHEIE) Exchange EFEE R VAR FHB
., BRAA I0S. Android HTC, Android TouchDown, Samsung SAFE, Samsung KNOX 1 Windows Phone 8.1 Sl 5Hg.

FNTFEEEE—ARNFERE , XEEBAET EDRFFEMRER
TERTABIRE LSRRG 2 BT , R ANES Exchange Server ML &EK IP ik,
1. 7€ XenMobile =545 |, BAHALE > REHE. WK B RRE SR TUE.

XenMoabile Dashboard

Device Policies show fite Search Q
™

Policy name Type Greated on Last updated on Status v

’\/\/\/\

2. BERINANINHETIRRE . R BRI SRS XHAAE,

Add a New Policy

Type or select a palicy from the list Q Search

Exc@nge Passcode VPN Location Services
Sch&duling Restrictions WiFi Terms & Gonditions

» More

3. i Exchange., AR EIR Exchange SREg{E 2.
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Xe Configure

Device Policies

Exchange Policy Policy Information
This policy configures Microsoft Exchange ActiveSync st rs can run Exchange email on their devices. When you
create this policy, you need the host name or IP address he Exchange Server.
1 Policy Info
Policy Name™
2 Platforms
Description
0S
Android HTC
Android TouchDown
Samsung SAFE
Samsung KNOX
Windows Phone 8.1
3 Assignment

4. ERBEEERT  BALUTEE
1 RERETR : BEARRR AR TR,
2. AR - BRI A

5 BlF—H. HIPKERERK-FATME.

AR RRFANEER , A TEFRE , £E%ER 0S FAEEMR.
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Xenl V Configure

Device Policies

Exchange Policy Policy Information x

This policy configures Microsoft Exchange ActiveSync so users can run Exchange email on their devices. When you

. create this policy, you need the host name or IP address for the Exchange Server.
1 Policy Info
Exchange ActiveSync account name™
2 Platforms
Exchange ActiveSync host name™

} 0S
Use SSL m
Android HTC
Domain
Android TouchDown
User

Email address

Samsung SAFE
Samsung KNOX

~ Password
Windows Phone 8.1
- Email sync interval 3 days -
3 Assignment
Identity credential (keystore or PKI None -
credential)
Authorize email move between accounts OFF
Send email only from email app OFF
Disable email recent syncing OFF
Enable S/MIME OFF
Enable per message S/MIME switch OFF
Policy Settings
Remove policy @ Select date
Duration until removal (in days)
&
Allow user to remove policy Always M

» Deployment Rules

e N S

6. EFETH , EEERNN—IHZITFE.
o IRERE OS , ATARLE TRE

BCEBREHR | AR AZ A RS LEBRNE R,
BR&- 28k : 82\ Exchange Server (M4 55, IP Hbdit,

M/ ID : $85E Exchange f K PR 4.
AR TR R RS S{userusername} BB FHIE K.
RS - 35\ Exchange A K B B] AT,

15 : #i\ Exchange Server FT#ERIE,

EE TR FEFEARGAR S{userdomainname} BB FHIEAE .

B FHREAE 558 A PR R TR

EE  AIENTFEPER RS A S{usermaill BEhETRR PRI HMEIK S,

/A SSL : EHFRBWRA FZE 5 Exchange Server Z [AIfNiERR 2. ZNAEANTF.

o R Android HTC , ATRIELEA FRE :
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Xenlv i Dashboard Manage Configure

Device Policies

Exchange Policy Policy Information x
Th icy configures Microsoft Exchange ActiveSync so users can run Exchange email on their
/hen you create this policy, you need the host name or IP address for the Exchange
1 Policy Info
2 Platforms Gonfiguration display name™
0s Server address™
} Android HTC User ID*
Android TouchDown Password
Samsung SAFE Domain
oamsung KNOX Email address™
84 Windows Phone 8.1
- vsess. Q@D
3 Assignment
» Deployment Rules

BB BRAFR - AR A EIE A FRE L BIRINATR,
RS- 23Hb3E : B Exchange Server fFEH 28k IP ik,

F /1D : #85F Exchange APk PRI 4.
EE AT ER RS R S{userusername} BahEHA FREFR.
RS - 5\ Exchange APk B BT EAD,

15, : % \ Exchange Server FT7EMIEL.,

FE  TMENFEFERRGAR Suserdomainname} BENETA RIS .
FFHBFHBAE « $85E F PR TT R R F B b,

FE TR FERER RS R s{usermaill BahE A PR FHREIK S,

fE R SSL : WEIF R BWR FIRE 5 Exchange Server Z [AfEER 2, BIAMEARTF.

o BE%FF Android TouchDown , AJABCERATRE :
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Dashboard Manage Configure

Device Policies

Exchange Policy Policy Information x

Th configures Micrs

t Exchange Active c so users can run Exchange email on their

/hen you create this policy, you need the host name or IP address for the Exchange

1 Policy Info Server.
2 Platforms Server name or IP address™
0Ss Domain
Android HTC User ID*
Android TouchDown Password
Samsung SAFE Email address
Samsung KNOX Identity credential (<eystors o Hone -
PKI)
Windows Phone 8.1
Policies and Apps
Settin
3 Assignment i d
Name Value % Add
Policy
Name Value % Add

» Deployment Rules

i

AR 8L FREL IP otk : 48\ Exchange Server (4488 IP Hbtit,

1%, : #£ )\ Exchange Server ATTERIE,

HE AN R ERRSR ${userdomainname} BEhEKAFRIB4Z .
R/ 1D : $5% Exchange APk P F 4.

FE - TMEN TR EARG A S{userusername} BEhETLA FHAR.
AL ;BB\ Exchange F PRIk PR R]EREAD,

FEFHRAEAIE © FERE A P ITT R T Rt

EE  JRERTBRHERARSAR Susermaill BENEIA AT HMFIK .

S ERERAE PKI) : 205R°A XenMobile BLE T HHMRMHAERF  EESIRT , BRI ESHENR. X% Exchange F
BPITR FIREDBSHRIEN A TEACEN T

WARREFRE  AMRRIEEMRMN TouchDown M BfEFRE.
RS ALIRBEEFEME RN TouchDown kRg .,
o WNFRIEFF Samsung SAFE 2k Samsung KNOX , TfAELE TIRE :
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XenlViobile Dashboard WERETTS Configure

Device Policies

Exchange Policy Policy Information x
This policy configures Microsoft Exchange ActiveSync so users can run Exchange email on their
devices. When you create this policy, you need the host name or IP address for the Exchange

1 Policy Info

Server.

2 Platforms Server name or IP address

0s Domain
Android HTC User ID*
Android TouchDown Password
Sarrsung SAFE Email address®

- -
Samsung KNOX Identity credential (<eystors o Hone -

PKI)
Windows Phone 8.1
Use SSL connection
3 Assignment
Sync contacts

Sync calendar

Default account

ABAB

» Deployment Rules

RS- 2S&FREL IP otk - 48\ Exchange Server (=414 85 IP Hbdit,

15, : 4\ Exchange Server FT#EMIEL,

EE  ATMENFEPERRG A S{userdomainname} BEETA FRIEA .
FF 1D : $8% Exchange Pk PR F 4.

FE TR R ER RS S S{userusername} BahE TR FHI& IR,
WAL ;B\ Exchange IR FEQR] GRS,

B FHREIE : F55E A P TT R R TR

HE TR ER RS E S{usermaill BENE A T HBEEK 2.

S EIR(ESARER PKI) : 2054 XenMobile BCE T SRR | EESIRT , AHESHEIE. (X4 Exchange &
EPITR FInE B S HRIERN A S EACE TR

5/ SSLiZE#k | LR BMRA PR &S Exchange Server 2 [AINERT 2. BAERTIT.

FISERRA  EFREEM PR ES Exchange Server Z A A FBRARARKRL. BOAERTT.

RS AR : EFRBEA RS S Exchange Sever Z B EAAFABERKELS. EHAEATT.

BRAIK P SR B A I Exchange Ik FIREBOAIK S, BT WHR& KB FEME. BOAERTF.
o R Windows Phone 8.1, AIABCEA TR E :

AR WRBRAATERER ARG, BAEER SRR M ANLREREZS .
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XenMobi Dashboard Manage Configure

Device Policies

Exchange Policy Policy Information _ x

Th configures Micr

t Exchange ActiveSync so users can run Exchange email on their

. you create this policy, you need the host name or IP address for the Exchange
1 Policy Info
2 Platforms Account name or display name’
0S Server name or IP address™
Android HTC Domain
Android TouchDown User ID or user name™
Samsung SAFE Email address™
Samsung KNOX Use SSL connection OFF
} Windows Phone 8.1 Sync items
Past days to sync All content ~

3 Assignment

Sync scheduling

Frequency When item arrives -

Logging level Disabled -

» Deployment Rules

T N T T e et

MK PAFRECBREFR « 82\ Exchange ActiveSync ik P4 %R,
AR %525 2 FREK IP 3k : B\ Exchange Server A8k IP Hidit,

15 : #i )\ Exchange Server FrfEfia;,

EE  TRAERFERPERARGAR S{userdomainname} BEVETLA FHIEA.

B IDZA A% : 15F Exchange BAIK PRI R4,

HE RN ER RS S S{userusername} BahE TR FHRIL R,

B FHREHAE « 558 A P TR R IR,

EE TR TR ERRG A Susermaill BENETRA PR FHBEIK .

E /A SSL ik | iR E BRI FiR& S Exchange Server Z [AiERR 2. BNAEAX.

RLNBEXRE : 7IIRT , FEEERRE LT RZ PRNKFTERNES Exchange Server @5,
MF - EFIRF |, EHRERD M Exchange Server R IR B & XN B £ AR TRI.
TICRER : EFIRF  FRLEHEMR. EAHSKUIEEICR Exchange iERNEFHIFAER A,
7. RIFBREAN , REECETRE | BUAEN T BREMER .
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eployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
Device ownership - BYOD - &
— o o

1 FEREBERT | BT Ger AR RE A B SRmE A TA),
1. ATRUGEHEAEIH R FTA R AT ERE R |, SIEM R EE R M EIE RN, ANEHE 25,
2. BAEHEANIDAE &1
3. PR, Bl IR &EFTAAA BYOD |, 40 EEIFTR.
4. MREAME L FM , EHRAGHEMRN. EATLRIMER ST &4,
2. BEESHRIERRAMEBA/RIERA SN,

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREARMIER R B RSt
3. BRI MERES SRAA/REERAS, MEIRMAN,
1. B AND, ORI NOT,
2. HERRFIRT |, EFRRMBFNFT RS AREEENNMNS (+) B &AFRMEFRS,
FfER AT DUB IS AR A S, SRR SRR AR B S A a A R AR L 2 45

3. MRBARMEL KM, ERRBTHEMR,
FERRBIT | BEFARUIE BYOD , X&EAMMELIA True , Bahix &ER/MX ARG ARIER.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

8. B T—. UAHEE R Exchange k& ECIUME.

AND OR NOT EDIT New Rule Delete

9. MEFMNAFY , BADUEHRZMNEA , SESIRTEF NS N BEENECRBHARZNE, EFNASRERNATE

W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy
This policy lets you canfigure a profile for devices
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
S S e — e —

10. BIFMER , RRHEUTRE :

1 EREFA , BEIFROTRIERE | ST RMBRIERE. BOAESUNTT. MRGEFX , THECEHMIER.

2. FEREVTRIFZA , AEIIAEFHE. BOAEBTUAIRD.

3. R EBEIE , ERGENE , AREEEE R B IR E.

4. EMEFMFY , BESEREENTATRY 2 AT ERBE. BOANETCN SR ERE,

5. IR B AREEERE S, BAdgTER.  BOAEHUA K.
AR BERE > RESBUTEE TITREAEZRANEN THOESIER. HRBRERNERT 0S &&.
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R BEMIETRIM A AR, SMNERERTHEFE , MAR BRREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF W

11. BAHfRTE,
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REL R

May 05, 2016

AJRAFE XenMobile 58132 TE 137 1% SR ARG M R AR IRER A PR & EFBER. AABHEXKAR (X
FRIEEA") B, XenMobile AT RS RIPITIERMERIRE T2 B , SEEFFENRBERITER , LAVFR PR EZ AV
KN E.

AT LA iOS &1 Android 83 iR & K%, SMFEAFTE—HRRKME , ATESTHHITNA.
1. 7£ XenMobile #=%|Aath , BEHEE > RS RK., I BR&E R T,

Configure

Device Policies snowfitter Q
05
Policy name Type Created on Last updated on Status ~
cellular network policy name Cellular 12/2814 12:57 PM 12/3014 12:58 PM
test cell network policy name Cellular 12/30/14 7:49 AM 12/30M14 7:49 AM
rthnjrt Delete Application 12/31/14 7-39 AM 12/3114 7:39 AM

2. BERINANINHETIRRE . BERR BRI SRS XHAIE,

Add a New Policy

t a policy from the list Q Search

Exchange Passcode VPN Localior@ervioes

Scheduling Restrictions WiFi Terms & Gonditions

3. BEEMRSE. W BIRE RIESRE.
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Configure

Location Policy Policy Information x
This policy lets you set geographic perimeters for devices, such as radius, latitude and longitude, and you can track the
locations and movements of the devices. You can then perform a selective or full wipe if the device breaches the parameters.
1 Policy Info
Policy Name*
2 Platforms
Description
0S

Android

3 Assignment

e e

4. ERBEEFEF , HAUTEE
1. SRERBFR © BENSRRGAOFEAR MR FR.
2. WA BERRE AT EEA.
5. BE 5. WA EIRERTFERME.
AR  RRTFATEERN , NFEH#LTERRE , £EEER 0S FARERMR.

XenMoabile ashboard Manage Configure

Device Policies

Location Policy Policy Information X
This policy lets you set geographic perimeters for devices, such as radius, latitude and longitude, and you can track the
locations and movements of the devices. You can then perform a selective or full wipe if the device breaches the parameters.
1 Policy Info B B
Device agent configuration
2 Platforms Location Timeout 1 Minutes -
} oS Tracking duration 6 Hours o
Android Accuracy 328 Feet hd
3 Assignment Report if Location Services are disabled OFF

Geofencing OFF

» Deployment Rules

S e R

6. L FETE , BEERINTFE.
o MRIESZIOS , IR EMNTERE :
TR EABE |, REEIRTPAEWEHSEIBLURE XenMobile 2B SR BB RINE, BHE A 60-900 Mk
1-15 934d, ZRIAECR 1 9049,

BRERFFERETE) : BEAHRE | AARFES IR B/ MSE D HHRLRE XenMobile BREREF MK E. HEIEA 1-6 /MEL
10-360 234, BRIAMEA 6 /AT,

YERBIE  BUE , RE1ESIRDBRENK, BEREIIRE XenMobile REZR KL FEE . Bi{E X 10-5000 fdak
%, 33 30-15000 FR, BHAER 328 R,

FREAIRS IR | R5EA GPS MR & E %M XenMobile XXiRE. EIAEAX,
MRS « ERERARCE IR E ¢
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L fﬁ\v/ﬁHv/hH\u//hH\\u//
Geofencing m )

Radius 16400 Feet =
Center point latitude™ 0000000
Genter point longitude™ 0000000

Warn user on perimeter breach

Wipe corporate data on perimeter breach

o ¥R BAME , RREIIRT , REERTHEFINAN, FAEHR 16400 KR,
FIERBBRENT -
e 164-164000 R
e 1-50FK
50-50000
54-54680 54
o 1-31ZH
o LR : ALK (6140 37.787454) PAE XGIRERF/ORMSE.,
o FLRER ALK (4120 122.402952) PUE SGHIREIR=F/ O RNEE.
e Warn useron perimeter breach (BERAABEAR)  EEAFABEE D ANESAHEEHE. BAE
k. NHEEEHEE) XenMobile BIA] BIREEHE.
e Wipe corporate data on perimeter breach (#8&iA R EERRMVEIE) @ EERYAFBEDRNESERGRAIRE.
ZINMEAK.
JERMIETET | K B RAHBR R IR FER

BABE , AREYIRTP ALV AR ENR PRETRGEAT PR RN AIKE. XERFAIKE
XenMobile WEHEMEAHR &2 AR EIZ AV E., ZAER 07D,

o NR%EFE Android , ATARCERATRE :
b - AYE , RETESIRTRTNH. /NERRIRE XenMobile B EREMEMINE., HYEA 1-1440
e, 1-24 NRERAERE R¥. BOAER 10 044,
EE ORBMERE NN 10 5T RER SR & B MG AR FIRE.
ZREMMF G | EEEA GPS BHx & Z&Mm XenMobile ZXIRE. EIAMERX,

MRS RS E AT RE
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e
e -

~—— T T T

Geofencing m
Radius 16400 Feet -
Center point latitude™ 0.000000
Genter point longitude™ 0.000000

Warn user on perimster breach

Device connects to XenMobile for policy Perform no action on perimeter breach

refresh . .
Wipe corporate data on perimeter breach

Lock device locally

o HAZ BAME , RREIIRT , AEERTHEF MR, FAEHR 16400 KR,
FIERBRENT -

164-164000 TR

1-50 Fk

50-50000

54-54680 54

1-31%E

o FLAGE  BAGE (BIAN 37.787454) MAE SUHIREIASH RS E.

o FLEARE  BARE (640 122.402952) PAE SOIRER /O AMEE,

e Warn user on perimeter breach (BERAFBRHAR)  EHEAFBEEXNARNERAHEEHE. BRAE
Hk, NEEEES] XenMobile BIA] BREEHE.,

e Device connects to XenMobile for policy refresh (1&#&1%#:%! XenMobile DARIFTIREE) : A B H A REHEFRL
T —
e Performno action on perimeter breach (BHAFRAPITEMIRIE) : APITEMIRIE. XEZNAE.
e Wipe corporate data on perimeter breach (#RHARREEATIEERE)  FEENEKE GERATHIE.

BRI |, 3 BIRAHER IR AE IR R

BABE , AREYIRTP ATV FAEENR PFRETRBRAT PR AR NNAIKE. XERFAIKE
XenMobile FEFHHIEH R & Z AR EIZIAFHME. BKIAEA O F.

o BIEIR : FEEMNAIKERBIER &%,
JERETRE |, KB RPE R TR

BABE , AREYIRTPAGMRN AR EDE R RS ZAERNNERKE. XERFBA1E XenMobile 44
EHREZAREZIAFRME. BIAER O D,

7. RIFBREAN , REECETRE | BUAEN T BREAMER .
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eployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
Device ownership - BYOD - &
— o o

1 FEREBERT |, BT Ger AR RE AR B g A TA),
1 ATRUGHRAE R BTA R AT ERE SR |, SEM R EE R M BEIE RN, ANEHE 25,
2. BAEHEANIDAE &1
3. FEBERYF , Bl IR EFTAAA BYOD |, 40 EEIFTR.
4. MREAME L FM , EHRAGHEMRN. EATLRIMER ST &4,
2. BEESRIERRAMEBA/RIERA SN,

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREARMIER R B RSt
3. BRI MERES SRAA/REERAS, MEIRMAN,
1. B AND, ORI NOT,
2. HERRFIRT |, EFRRMBFNFT RS AREEENNMNS (+) B &AFRMEFRS,
FfER AT DUB IS AR A S, SRR SRR DA B St a A R AR L 2 45

3. MRBARMEL KM, EERBTHEMR,
FERRBIT | BEFARUIE BYOD , X&EAMMELIA True , Bahix &ER/MX ARG ARIER.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

8 Bl F—H. WIPKEIRE RIS ECRE.

AND OR NOT EDIT New Rule Delete

9. MEFMNAFY , BADUEHRZMNEA , SESIRTEF NS N BEENECRBHARZNE, EFNASRERNATE

W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy

This policy lets you configure a profile for devices.

Choose delivery | Type (o search Q

groups

1 Policy Info

2 Platforms Allusers

Delivery groups to receive app assignment

AllUsers

10. BIFHER , RRHEUTRE :

1 EREFA , BEIFROTRIERE | ST RMBRIERE. BOAESUNTT. MRGEFX , THECEHMIER.

2. FEREVTRIFZA , AEIIAEFHE. BOAEBTUAIRD.

3. R EBEIE , ERGENE , AREEEE R B IR E.

4. EMEFMFY , BESEREENTATRY 2 AT ERBE. BOANETCN SR ERE,

5. IR B AREEERE S, BAdgTER.  BOAEHUA K.
AR BERE > RESBUTEE TITREAEZRANEN THOESIER. HRBRERNERT 0S &&.

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.295



R BEMIETRIM A AR, SMNERERTHEFE , MAR BRREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

11, BAHRFARTFLLRRE.
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EFRVT RN % TR

May 05, 2016

AT PABIEERSTRISRRE |, FTISHI A K Android 1 Symbian i &% 4£%) XenMobile fA AN E), aTAFSER AP EEFshE

EHERE, REXXRIFERRTHREEE XN EFEE NS TER.

1. 7£ XenMobile ZHlad , BAELECE > RWERK. WP EREERIETE.

XenMobile Dashboard

Device Policies

Configure

Device Policies showiiter
o

Policy name
cellular network policy name
test cell network policy name

rthnjrt

Type

Cellular

Gellular

Delete Application

Created on

12/20/14 12:57 PM

12/30/14 7:49 AM

12/31/14 7:39 AM

Last updated on

12/30/14 12:58 PM

12/30/14 7:49 AM

12/31/14 7:39 AM

Status ~

A

e

e —

2. BAERINANANHETIRRE . BB BRI SR XHALE,

Add a New Policy

Type or select a policy from the list Q Search

Exchange Passcode VPN Location Services
Scheduling Restrictions WiFi Terms & Conditions
» More

3. BdTR. B EREHG TSRS ST,
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XenMabile

Device Policies

Connection Policy Information x

Scheduling Policy his | nes para

1 Policy Info

Policy Name™

2 Platforms
Description
Android

Symbian

3 Assignment

4. ERBEEERT , WMANTER :
1 SRERAETR : AR AL TR,
2. YA - BRG] &R
5 BET—&. WK ERER-FARME,
R B RRBFEREN , BNFEHET , BLE%EE Android FEELER.
6. FEFETE , EERRNKFA.
7. SAERRNENFAECEN TRE | FRERRE | BEEAMTTRIRERER.
o IAZ  EERKARIFESRE., ERRMKIERR , AFRE LK XenMobile A EFTEHEE XenMobile R5525 , FiE
I AR RE B R s B AR B i Sk
BWARERER , RAXHLERBREI A REMNKRE.

o N FahtimiEk. BRI ER%E LK XenMobile FahiE#k.

o §: RBIEEREIRHITIERE. SITENNIHKRZ G, REBNEE.
VR ETE |, B BRER N S5hEE— R TFE |, SO BA SR, RIS T | BE DIERE
. ZOAEA 20,

o ENTR : EELMLEREF , FE%& i XenMobile 2534 FE #73E#:%) XenMobile ARS-58 |, FEAEARTE M AT E)TEEIN
B EE EfRE s SR el iz, DUTE BN AR SEENESTEM A IA.
B SGEEERERTEE

BRTIERA | B ER—PIER , &R R E R E RN ETEE. &R USAES—Em , el AR
SRR, U R FETE E A ) S EKREESER R IRNFBEEEN TR, WERPRISNTRAEK 30 256,
b, REFEESN TIERRN LS 8:00 B L4 9:00 2 [AlEH , &z AHEEIR LGN TERMK L4 8:00 ) L4 9:00 2
[RIRIE D774

Blan , TEF R ERFEESND TER RN L4 08:00 2J_E4F 09:00 2 [BIEH TR R ER , AN L4 12:00 BJFR L
4 100 Z [RIHTRAER , E8NTERR LS 500 2 E4 8:00 2k £4 10:00 2T 4F 11.00 Rz BEDE—MEE.
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@ Define schedule

Maintain permanent connection during these hours m

1AM 28N 3AM MM SAM BAM  TAM  SAM  SAM 10AM 1AM 12PM 1PM 2PM 3PM 4PM 5PM BPM TPM  APM 9PM  10PM 11PN 1240

Mon ..
Tue ..
Wed ..
Thu ..
Fri ..
Sat .
Sun .

Require a connection within each of these ranges @

Tue

Thu

Use local device time rather than UTG OFF

TEBTER PRI R R S, - B XINEHESEER , AR & sk,

BRNEERNFE—NEE | 8 XE—IEFEEN R P OuEE—IX.

fE AR &M AR UTC @ K2 LI AT R S At & i mAE it R ynAadE (UTC) [P,
8. RITHBEZEAMN , RBRECELITRE : AR T BRERIER R,

eployment Rules
Base Advanced
Deploy when All hd conditions are met. New Rule
Device ownership - BYOD - &
— R

1 FEREBERT , BT st AR RE A B SRmE R TA),
1 ATROESRFEIR R BT SRR E SR , SFEH R RSB R . BOAEHE£ED.
2. BEFTEAMNIAE X545,
3. FEBRF , Bl AR & FTEAA BYOD |, 40 EEIFTR.
4. MRBAMES H4 , FRIRBATHEAN. ERTURIMEES TSR,
2. BEESRIERRAMERA/RIERA SRR,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AMND OR NOT EDIT MNew Rule Delete

B BREARMER R RS,
3. BAIDME AR S SR AM/REERAES . JRETRINALL,
1 %z AND, OREE NOT,
2. EBRYIRT | ERRRMBIMNFRSM , RERTAMKMNS ) FaRARMEIFNF,
AfEl A USSR A S, SRS TR A Bt S A E A R AR I 2R F

3. MRBARMEL KM, FEIRBLHEML,
FEMRBIF |, REFERULIUE BYOD , REAMMEBLIA True , BahR&ER/HXALAEEARTER.
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

9. B F—. RKERERITRIRIEHECRE.
10. TEEFAATATY , BAERZMNAE , SEIIRFPEFE—DHS N B HSRRMEMTAH. EROABREAMATE
W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

11 RITEREVTR , AREENTEE
- FEMEFL , BEIFROTRIERE | SAERMAERRE. BOAEEUNTT. MRGEFEX , THECEHMIER.
- FERBEVTRIFSA , BAEAIRIEANE. BOAEBUASIED,
- IREBELAHE | FRTRAEAR , AJREFEE ) B ANEE,
. FERRELRMEA , REFIOERNRAEN Y ZAIMEERKE . IAEHCASFIGER,
- FENER BRRERIESA , BEITER. AR,
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

N -

v b w
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

12. BEARIFLMRFICRRE.
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D& AT 10S | AirPlay £ 1505 & TRtk

May 05, 2016
Apple AirPlay ZHEE AV A RIS Apple FEALR FITRIAH i0S WEF AN B TAHEXZBARS | SR & LB RNNESIEH
BREIBEAERTH M Mac TR L,

#A]AZE XenMobile FRIFRIN—/ME& KRG , ITIEAEE AirPlay &% (40 Apple FEFLEHE th Mac 11EH) FRNEIA 0 i0S &

% BT R & RINE R W E RSB LS , NTERFPRTE R £ LR ArPlay %%, BXEREETRUEBEXME
iES |)ﬂﬁﬁﬁ Apple Configurator ¥ i0S X & B T2 L E#,

/IE-, CEREERMERT  BIRREARERINNA B RZ RS 1D LA,

1. #£ XenMobile ###I&F , BAHEE > H&KME., WK BRRERKBTRE.

XenMobile Dashboard

Device Policies show fite Search Q
™

Policy name Type Greated on Last updated on Status v

’\/\/\/\

2. BERINANINHETIRRE . LU BRI SRS XHAHE,

Add a New Policy

Type or select a policy from the list Q Search

Exchange Passcode VPN Location Services o

Scheduling Restrictions WiFi Terms

v More

Network access Apps Security End user

APN App AGCESS App Lock Nn:‘\ay{%in'oﬁng

Cellular Ap AirPrint

Personal Hotspot App C s (CardDAV) Calendar (CalDav)

Prosy App In ) Credentials Font i
F.an‘.:'.e Support App Uninstall Kiosk LDAP 1
Roaming App Uninstall Restrictions Managed Domains MDM Options

Samsung Firewall Files SCEP Mail

Tunnel Samsung Browser Samsung MDM License Key Organization Info

Custom Sideloadin =) Storage Encryption 350

Custorn XML Web Content Filter Subscribed Calendars

XenMobile agent

Import i0S Profile
Removal Wor Store Enterprise Hub U
Profile Removal XenMobile Options

¥enhobile Lninstall
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http://docs.citrix.com/zh-cn/xenmobile/10/xmob-device-policy-wrapper/xmob-devices-supervisedmode-appleconfig.html

3. BEE  RRERLRFTE , Bd ArPlay 5. P EIR AirPlay S35 5k TUH .

Xenhohile Dashboard > Configure

Device Policies

AirPlay Mirroring Policy Information ”
Policy This p ts you select cific AirPlay d to add to users' iOS devices. For supervised
devices, you have the option to specify a list telisted AirPlay devices.
b 1 Policy Info Policy Name™*
2 Platforms Description

® i0s

3 Assignment

S e

4. ERBEEERT  MAUTEER
1 REEEFR - BARMHHAR LR,
2. 3B (ATiE) BASRIEHIREA.
5 BlF—®. WIPKE/RIOS FEERSTM.

Xen ile Dashboard Manage Configure

Device Policies

AirPlay Mirroring Policy Information x
Policy This policy lets you select specific AirPlay d

to add to users’ I0S devices. For supervised

devices, you have the option to specify a list telisted AirPlay devices.

AirPlay Password

1 Policy Info
Device Namex Password# * Add
2 Platforms
Whitelist ID
} 0S Device ID* [+ Add

3 Assignment Policy Settings

Remove policy @ Select date

Duration until removal (in days)
=

Allow user to remove policy Always -

» Deployment Rules

6. F£I0S FAEEREL , MIAMUTHEE
1. AirPlay B8RS : BATRIN , SRIEDITRATIRE ¢
1 3B 1D 1 BLXCXXXXXXXXXX BE IR 1D, WFBRAX S ANE,
2. B R E AT ERRD,
3. BERIMAINR S , SR GEUEEUERINR % .
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4. ABERNMNENNRREFEELSR IZLR .
2. BE5 D : BEHRM , REPITATERME | F2UERE (PR TA S £ EHXEEE 1D ¢
R KR EBHR S ARSI,
1 3% 1D 1 XX XX XX XX XX XXIGTRI AR 1D, WFBAXSA/NE,
2. BERMPRINE S , St BUBBUERINRE .
3. AERNMENN BRFESLSE M.,
E  ERBRIIARE  BRRAREEEANIIRAITLES  REREANNEERAEER. AR BREIASHEIE, #
HMERABIERS IR | SR TEEUERARE L3R,
BERENARE  BREFESEAENIIRNITLRS  RARRETANKEERNR. EX3K , RARRERFUREFER
B%IR , SERTEEUEARIFS ISR E L.

7. ERMEET , BIERESSY | A AR ETR & AR (R).

8. MREBWMERE RN , ERad A HRLEFRERIER B,

9. EAFRFBERRIIIRT , BHBL, FTREGEIAAR.

10. MRPBEFEERD , 7 Removal password (HFRERD) 5538 , BALFHIERD.

M

Policy Settings
Remove policy @ Select date

Duration until removal (in days)

—
=

Allow user to remove policy Always -

11 RIFEREAN , RBERENTRE : BABI T BRERER R,

eployment Rules
Base
Deploy when All - conditions are met. New Rule
Device ownership - BYOD -
T ——— R

1 FEREBERT | BTG AR RE A B SR R TA),
1. ATRUGHERAEH R FTA R AT R |, SEM R SR EIE RN, ANETE 25,
2. BEHEANIDAE &1
3. FEBERF , AR, AR & FTAAAI BYOD |, 40 EEIFTR.
4. MRBEAME L HM , EHRBAGHEMN, EATRURIMER S W&,
2. BEESRIERRAMERA/RIERA SN,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AMND OR NOT EDIT MNew Rule Delete

B BREARMER R RSt
3. BAIDME AR S SR AM/REERAS . JREZRINALL,
1 % AND, OREL NOT,
2. EBRYIRT | ERRRMEIMNFRSM  RERTARMKMS ) FRAERMEIFNF,
FfER AT USSR A S, SRR SRR DA B S A B A R AR I 2R F

3. MMREBARMEL KM, FEIRBLHEMR,
FEMRBIF | REFERULIE BYOD , REAMMBLIUA True , BahR&EER/ X ARG ATE/R.
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

12. BlF—2. PR EIR AirPlay S5 5K 2 BCIUE.
13, EEFEAATATY , BAERZMNAE , SEIIRFPEFE—DHS N B HSERMEMTAH. ERFROASREAMATE
W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

14, RIFEREITR , ARBCEMUTRE :
- FEMEFL , BEIFROTRIERE | SAERMAERRE. BOAEEUNTT. MRGEFEX , THECEHMIER.
- FERBEVTRIFSA , BAEAIRIEANE. BOAEBUASIED,
- IREBELAHE | FRTRAEAR , AJREFEE ) B ANEE,
. FERRELRMEA , REFIOERNRAEN Y ZAIMEERKE . IAEHCASFIGER,
- FENER BRRERIESA , BEITER. AR,
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

N -

v b w
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

15. BERIFRMRTFICRRE .
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RINEAT i0S § AirPrint 1% 55 1%

May 05, 2016

AT RALE XenMobile FZsin— MR & REE , DUELER PR I0S & kM AirPrint FTERALSZRPERAD AirPrint FTED#L. XHER] L
S NARANHE A TENH AR &AL T AR R F R RS- (I S

HE

o IRAGIERT i0S 7.0 RESRA.

o IFMHRAIE S MTENHLAK IP HIEA BIRFEAZ.

1. 7£ XenMobile #ZH|G5 , BAHECE > RE R, MBI/ RIE RIS .

XenMoabile Manage Configure

Device Po\l(:h
Device Policies snow fier
™

Policy name Type Greated on

No results found.

Last updated on

2. BERINANINHTIRRE . R BRI SRS XHALE,

’\/\/\/\

https://docs.citrix.com

Add a New Policy
Type or select a policy from the lis Q
VPN Location S -
NiFi Terms & Gonditions
v More
Network access Apps Security End user
APN App Access App Lock AirPlay Mirroring
Cellular App Aftributes App Restrictions AirPrint
Personal Hotspot App Cor Contacts (CardDAV) Cal=fdar (CalDav)
Proxy App Inv Gredentials Font |
Ren Suppor App Uninstall Kiosk LDAP
emote Support
Roaming App Uninstall Restrictions Managed Domains MDM Options
Samsung Firewall SCEP Mail
Tunnel Samsung MDM License Key fo
Sto Encryption
Custom Tyl
Gustom XML Web Gontent Filter
Import i0S Profile abalip XenMobile agent
Removal ok Store Enterprise Hub P
Profile Removal XenMobile Options
¥enhohile Lninstall i
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3. RERE , RRERARAFATE , i ArPrint,  BEESE IR AirPrint SRS U

XenMaobile Dashboard Manage Configure

Device Policies

AirPrint Policy Policy Information X
This policy lets you add AirPrint printers to the printer list on the users' iOS device. The policy is

available for iOS 7 and later devices.
b 1 Policy Info
Policy Name*

2 Platforms
Description
0s

3 Assignment

T ™ T T e

4. ERBEEERT  MALTEER
1 REEEFR - BARIEHHR LR,
2. 3B (ATiE) BEASRIEHREA.
5 BlF—#. WEPKERIOS FEERSTM.

XenMobile Dashboard Configure

Device Policies

AirPrint Policy Policy Information x
This policy lets you add AirPrint printers to the printer list on the users' iOS device. The policy is

available for i0OS 7 and later devices.

1 Policy Info X .
AirPrint Destination
2 Platforms IP Address: Resource Pathx [+ Add
} Qs Policy Settings
Remove policy @ Select date

3 Assignment Duration until removal (in days)

Allow user to remove policy Always -

» Deployment Rules

S

6. F£I0S FAEEREL , MIAMUTEE
1. AirPrint B#% : BRI, REPITRATIRME
1. IP ittt : i\ AirPrint $TEDA, 1P Hiutik,
2. IR  MASITEMHLRIXRIRIE1E. H{ES _ipps.tcp Bonjour iICsREISHAEX ., 51
a0, printers/Canon_MG5300_series g%, printers/Xerox_Phaser_7600,
3. BTN TERAL , S HEUEAEUERNFTENHL.,
4. AERMHNE N ARFESLR IZSR i,
FE  ERRELEFTEON, , ERERREEEAFNIIRNIT LS  AeREANNIERAER. IS RIANEIE.
BEBERABERS IR | SR EEURMRE SR,
BYREIEITEI , BRERARRFEASHIIRNIT LS  RARREENREERNF. B3R  ARRERFUREE
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PR , SR EEUHEAMRIFSIRAEY.

7. ERBRET , MRRIEED |, BEER B IRRETR A EE) (R).

8. MRHTEFAN , FEaEH A MLER A ERFRE.

9. AR FBIRRRES RS | RTIAR . FEEEIMAR,

10. FNREAEFEERD , £ Removal password (HF&ERL) 53h , B ALTHIERD,

M

Policy Settings
Remove policy @ Select date

Duration until removal (in days)

—
=

Allow user to remove policy Always -

11 BIFERZEAN , AREENTEE | BUAMER T B/REAMER .

eployment Rules

Base Advanced
Deploy when All - conditions are met. New Rule
Device ownership - EYOD - &
T e e

1 fEMFIERT , BT AR E HR 2 SR FB A,
1 ATRUGERAEN R BTA R AT R |, BER R EE R M EIE RN, ANEHE 25,
2. BEHTEANIDAE R
3. Bk, B, WR&EFTAAAI BYOD |, a0 EEIFTR.
4. MRBEHRME L FM4 , FHRATFERAN, EATURIMEE L5,
2. BEESHRERRAEBARERA SN,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. BAMERE S SRM/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL LM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

12. BlT—. WP EIR AirPrint SREg Sy ECRE.,
13, EEFEAATATY , BAERZMNAE , SEIIRFPEFE—DHS N B HSERMEMTAH. ERFROASREAMATE
W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.

Choose delivery ype to search Q Delivery groups to receive app assignment

groups

1 Policy Info

2 Platforms Allusers Alusers

14, RIFEREITR , ARBCEMUTRE :
- FEMEFL , BEIFROTRIERE | SAERMAERRE. BOAEEUNTT. MRGEFEX , THECEHMIER.
- FERBEVTRIFSA , BAEAIRIEANE. BOAEBUASIED,
- IREBELAHE | FRTRAEAR , AJREFEE ) B ANEE,
. FERRELRMEA , REFIOERNRAEN Y ZAIMEERKE . IAEHCASFIGER,
- FENER BRRERIESA , BEITER. AR,
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

N -

v b w
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

15. BERIFRMRTFICRRE .
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RINERATF i0S B 7 (CalDav) %% 5515

May 05, 2016

AJRAZE XenMobile FRAN—/MR&5REE , AT AP I0S IR&WRAN iI0S B (CalDAV) Ik~ , B Aol O H TR ST
f3ZHF CalDAV HIRS 2R RIS

1 7£ XenMobile #£H|G5% , BELELE > RERE. IR 2 Rix &R T,

Configure

Device Policies snow fier
o
Policy name Type Greated on Last updated on Status v

No results found.

’\/\/\/\

2. BAERINANANETIRRE . U BRI SR XHALE,

Add a New Policy
Tvpe or select a policy from the lis
Exchange VPN |« |
Scheduling WiFi Terms & Conditions
* More
Network access Apps Security End user
APN App Lock AirPlay Mirroring
Cellular App Restrictions AirPrint
Personal Hotspot Contacts (CardDAV) Calendar [CalDav)
Proxy Credentials Font |
FEGH‘IC'.G Support App Uninstall Kiosk LDAP i
Roarming App Uninstall Restrictions Managed Domains MDM Options
Samsung Firewall Flles SCEP Mail
Tunnel Samsung Browser Samsung MDM License Key Organization Info
Custom Stor Encryption 580
Gustorn XML g Web Gontent Filter Subscribed Galendars
Import i0S Profile Webalip XenMobile agent
Removal Worx Store Enterprise Hub ]
Profile Bemoval XenMobile Options
¥enhohile Lninstall 4

3. RihE% , ARERZKRA/TEH , BrER(CalDav). LK EI/RE H(CalDav)Hm: .
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Xenh

Configure

Device Policies

Calendar (CalDAV)
Policy

1 Policy Info

2 Platforms

3 Assignment

Policy Information X
Thig policy lets you add an iOS calendar (CalDAV) account to an iOS device to enable synchronization of scheduling data

with any server that supports CalDAV.

Policy Name™

Description

4. ERBEEERT  MALTEER
1 REEEFR - BARIEHHR LR,

2. R ¢ (AN%)

NSRS,

5. BET—%., WHEE/RIOS FAEERMH.

Xenh

Device Policies

Configure

Calendar (CalDAV)
Policy

1 Policy Info
2 Platforms
} 0S

3 Assignment

Policy Information x
This policy lets you add an i0S calendar (GalDAV) account to an iOS device to enable synchronization of scheduling data

with any server that supports CalDAV.

Account description®
Host name*
Port* 8443

Principal URL*

Password

Use S5L

Policy Settings

Remove policy

Allow user to remove policy

» Deployment Rules

6. 7 iI0S FAEERMEL , MANTES :

F{R URL : AR FHAKEZ URL,

B : B\ TTERR R,

\‘.G‘P"P.W!\’!—‘

User name*

i N S NS NS

| on @)

@ Select date

Duration until removal (in days)

Always -

BRAGEER © BEABK R, W BOAAET .

FEH4 : A CalDAV RE2situtt.  FBONMMATEL.

i RAEHKE) CalDAV R AERNIRA. HFBOAMATE. BUAER 8443,
RP%  BARPRERERR. WFBRAWAETR.

AER SSL : R EDFEARELERTEERD CalDAV B2, ZAMENTT.

7. EFRMEET , BIERESSY | A B EERETR & BE) (K).

https://docs.citrix.com
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8. MRBATEFREY | BB EHBOEEEERRBR.
9. FEAHF AR RIESIRS |, BTiAK . FEEBMAAR.
10. aRBAEFERRY |, £ Removal password (HHIFRZERL) 5530 , MADLFHREM,

M

Policy Settings
Remove policy @ 3Select date

Duration until removal (in days)

=

Allow user to remove policy Always ~

11 RIFERZEAN , AFRCENTRE : BUAMER T BREAER .

eployment Rules

Base Advanced
Deploy when All - conditions are met. Mew Rule
Device ownership - BYOD - &
T Sm—— ___.’

1 fEt3FRA | BTN RE BB SRR A AT TE)
1 RO E A KRB R |, SEHE T E R E RS, IAETE2FD.
2. BEHTEMINIRAE &1,
3. 7E5IERF , BAE &M ARZ AR BYOD |, tn EEFTIR.
4. MRERMEZ KM BEERRTHENN, ETURIMEE LMK,
2. BE SRR AME AAA/RIEHA SN,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. BAMERE S SRM/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL LM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

12. B F—5. WK EREN(CalDAV)RI B,
13, EEFEAATATY , BAERZMNAE , SEIIRFPEFE—DHS N B HSERMEMTAH. ERFROASREAMATE
W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

14, RIFEREITR , ARBCEMUTRE :
- FEMEFL , BEIFROTRIERE | SAERMAERRE. BOAEEUNTT. MRGEFEX , THECEHMIER.
- FERBEVTRIFSA , BAEAIRIEANE. BOAEBUASIED,
- IREBELAHE | FRTRAEAR , AJREFEE ) B ANEE,
. FERRELRMEA , REFIOERNRAEN Y ZAIMEERKE . IAEHCASFIGER,
- FENER BRRERIESA , BEITER. AR,
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

N -

v b w
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

15. BERIFRMRTFICRRE .
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A& T 10S WEXAR A (CardDAV) 1% 85 R

May 05, 2016

AJRAZE XenMobile FfRI—/MR & SREE , T A I0S RA&RM I0S BXARA (CardDAV) ik, {5/ A A LK HEX R A SR
SEASHF CardDAV HIfR ST 2RI

1. 7 XenMobile ##H|G5 , REHACE > RE KM, AR BRRE R UE.

Configure

Device Policies show fiter
o
Policy name Type Created on

No results found.

Last updated on

2. BAERINANANETIRRE . U BRI SR XHALE,

Status

’\/\/\/\

3. BEE % , AfREReM TH , BEHKAAN(CardDAV), BEEFEEIR CardDAV g T .

https://docs.citrix.com

Add a New Policy
Type or select a policy from the lis Q

VPN |-
NiFi Terms & Gonditions

* More

Network access Apps Security End user

APN App A App Lock AirPlay Mirroring

Cellular App Restrictions AirPrint

Personal Hotspot Gontacts (CardDAV) Calendar (CalDav)

Proxy Gredentidrs Font

Remote Support App Uninstall Kiosk LDAP

Roaming App Uninstall Restrictions Managed Domains MDM Options

Files SCEP Mail

Samsung Firewall == - “

Tunnel Samsung MDM License Key Organization Info

Custom Stor Encryption

Custom XML Web Content Filter Subscribed Calendars

Import i0S Profile XenMobile agent

Removal Enterprise Hub b

Profile Removal XenMobile Options
XenMnhile LIninstall oo
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Xenh e D ard Manage Configure

Device Policies

CardDAV Policy Policy Information
Thiz policy lets you add an i0S contacts (CardDAV) account to an i0S device to enable
synchreonization of contact data with any server that supports CardDAV.

b 1 Policy Info

Policy Name™

2 Platforms
Description

@ i0s

3 Assignment

L T T o

4. ERBEEERT  MAUTESR
1 RERETR : AR AR ML TR,
2. 38 () BEASRIEHIREA.
5 BET—&. WARERIOS FAEERME.

Xenhobile Dashboard Manage Configure

Device Policies

CardDAV Policy Policy Information x
This policy lets you add an iOS contacts (CardDAV) account to an iOS device to enable
synchronization of contact data with any server that supports CardDAV.

1 Policy Info

Account description®
2 Platforms
Host name™
} (O]
Port* 8443
3 Assignment
Principal URL*
User name™
Password

Use SSL @

Policy Settings
Remove policy @ Select date

Duratien until removal (in days)
=

Allow user to remove policy Always -

» Deployment Rules

D e e

6. F£I0S FAEEREL , MAUTEER :
1 KA - WK RER. WFECAVMAT R,
FHE - A CardDAV R aeaidt, LFECAVATER.
iwA : MEEE] CardDAV RS 2EARIRO . R AWAETE. ZNAEA 8443,
. K URL : i\~ BHMER URL,
. BR%  WMARPRERAR. WFBCOANAETE.

oA W
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6. R : My A\ PG PR,
7. {EH SSL : ERERFEARLEETEEES CardDAV JRF2. ZRAEATT.
7. ERBORET , BRRIEED | BEER B IRRETR B EE) (R).
8. MRHTEFAN , EaEH A MAER A ERRE.
9. AR FBIRRRE SRS | RTIAR . FEEEIMAR,
10. FNREAEFEHRD , £ Removal password (HF&ERL) 353h , B ADLTHIERD,

M

Policy Settings
Remove policy @ Select date

Duration until removal (in days)

—
=

Allow user to remove policy Always -

11 RIFERZEAN , AREENTEE | BUAMER T BREMER .

eployment Rules

Base Advanced
DEp|C‘j when All hd conditions are met. New Rule

Device ownership - EYOD - &

1 fEFIERT , BT AR E R SR FOB A,
1 ATRUGEERAEN R ATA KA ITERE RN |, SER R EER M EIE RN, ANETE 25,
2. BAEHEANIDAE &1
3. PR, iR, WRE AR BYOD |, 40 EEIFTR.
4. MRBERME L FM4 , FHRATHERAN, EATURIMEE 254,
2. BEESRERRAERA/RERA SN,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. BAMERE S SRM/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL LM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

12. BlF—. AR EIR CardDAV SREg Y ECHE.
13, EEFEAATATY , BAERZMNAE , SEIIRFPEFE—DHS N B HSERMEMTAH. ERFROASREAMATE
W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

14, RIFEREITR , ARBCEMUTRE :
- FEMEFL , BEIFROTRIERE | SAERMAERRE. BOAEEUNTT. MRGEFEX , THECEHMIER.
- FERBEVTRIFSA , BAEAIRIEANE. BOAEBUASIED,
- IREBELAHE | FRTRAEAR , AJREFEE ) B ANEE,
. FERRELRMEA , REFIOERNRAEN Y ZAIMEERKE . IAEHCASFIGER,
- FENER BRRERIESA , BEITER. AR,
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

N -

v b w

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.325



TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

15. BERIFRMRTFICRRE .
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TR & R

May 05, 2016

AJRAZE XenMobile A2 4E4R IR & 5RE% , LA6E A XenMobile Frf¢) PKI BLE B MRS HIIE , 6120 PKI SKK, B4AE. &iR
RUFEFIREHED. BXERAFEE , S A XenMobile FEIEF,

AJRAA I0S, Android #1 Windows 8.1 Tablet ®R#& G2 EHEkM. SMFEFTE—ERNEANE , ATHXHHITNA,

BIRRILRIR BT, FRERHUATEE
o ITEX N AERNERES AR EMIEAMER,

1. 7£ XenMobile #ZHG 5 , BAHECE > RE& K. WP B/ RIS RIS .

XenMobile

Device Policies show fite Search Q
™

Policy name Type Greated on Last updated on Status v

’\/\/\/\

2. BERINANINHETIRRE . B BRI SRS XHALE,
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Add a New Policy
Type or select a policy from the list
Exchange VPN |
Scheduling WiFi Terms & Gonditions
* More
Network access Apps Security End user
APN App Access App Lock AltPlay Mirroring
Cellular App Attributes App Restrictions AirPrint
Parsonal Hotspot App Configuration Contacts (CardDAV) Galendar (CalDav)
Prox App Inver Credeq%a\s Font
Support App Uninstall Kiosk LDAP
Roaming App Uninstall Restrictions Managed Domains MDM Options
loaming
Samsung Firewall Flles SOEF Ml
Tunnel Samsung Browser Samsung MDM License Key Organization Info
Custom =
Custom XML eb Gontent Subscribed Galendars
Import I0S Profile Webclip XenMobile agent
Removal Worx Store Enterprise Hub
Profile Removal XenMobile Options
¥enMobile Lninatall S

3. BE % ARaERet TE , AhER. B RERRIESE.

Xen! sl = Configure

Device Policies

Credentials Policy Policy Information x

This policy lets you deliver certificates to devices. On iOS, the certificates, such as a certificate for

WiFI authentication, can also be used as part of another policy.

} 1 Policy Info

Policy Name*
2 Platforms

Description
08
Android

Windows 8.1 Tablet

3 Assignment

4. ERBEEERT  BALUTESR
1 REEEFR - BARIEHHR LR,
2. YA - BRI .
5 BlF—#. PR ERERI-FATAE.
EE  RRFANEER , fIEFaEseTERE , £E%ER 0S FAECEMAR.
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Xen ) a Configure

Device Policies

Credentials Policy Policy Information x
This policy lets you deliver certificates to devices. On i0S, the certificates, such as a certificate for

WiFI authentication, can also be used as part of ancther policy.

1 Policy Info
Credential type GCertificate (.cer, .crt, .de_.. -
2 Platforms
Gredential name*
} i0s

The credential file path

o [==]

Windows 8.1 Tablst

Policy Settings

3 Assignment )
Remove policy @ Select date

Duration until removal (in days)
=4

Allow user to remove policy Always -

» Deployment Rules

6. EFATH , ERERIKTES.
o REFIOS , ATUECEMUTRE :

XenMobile rd N e Configure

Device Policies

Credentials Policy Policy Information

This policy lets you deliver certificates to devices. On i0S, the certificates, such as a certificate for

X WiFI authentication, can also be used as part of another policy.
1 Policy Info
Gredential type GCertificate (.cer, .crt, .de... -

2 Platforms
Gredential name*

} @ ios

The credential file path

o (==

Windows 8.1 Tablet

Policy Settings

3 Assignment
Remove policy @ Select date

Duration until removal (in days)
=

Allow user to remove policy Always -

» Deployment Rules

TRIEL : E3RT , BERRATIHRMA TR,

MAFTEERILTER
o iFH
o THRAHR : BN TIRNHE—BTR,
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o EIRCAFIRAE BN, SMEIEIRXHNME |, RUERICEIRX M.
o B
o THRAFR | BN EIRNHE—BTR,
o EHECAIRE I , SMEIEIESHNGE | DUERICEIR .
o Y BAEIRMEAEERD,
o fRFARUED
o PRSFELTD : AIIRT , AHE(ERKRES.
o EIRRHRRSF
o TRIRMARESF : 7E3IRT , AL ERIRMRFNER.
REE

M

Policy Settings
Remove policy @ Select date

Duration until removal (in days)

—
=

Allow user to remove policy Always -

1 fERMRET |, BiRRmEED |, BE%ER B BIERATREEE(R).

2. NRBAEEFRBH , EREENLEREARIIRBE .

3. AR FRRRRS RS |, BERK. FEFEZMAR,

4. MNREATEFHFEFRD , £ Removal password (HIERERRD) 53 , B ADLTHERD,

o INR1%EIF Android , AJRARCEA FRE :

XenMobile Dashboard Manage Configure

Device Policies

Credentials Policy Policy Information x
This policy lets you deliver certificates to devices. On i0S, the certificates, such as a certificate for

WiFI authentication, can also be used as part of another policy.

1 Policy Info
Gredential type Certificate (.cer, .crt, .de... -
2 Platforms
The credential file path
08 Browse
} Android

Windows 8.1 Tablet
feows e » Deployment Rules

3 Assignment

TIRIEL « FEP)RTF , BEER TR TR,

WMAFTEERAUTES
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o iFH

o TRAFR  BANEIBWE—ZFR.

o EARMFIETE « BAEHINE , RIESMEEIE U E | USRI SRS,
WA

o TRER  BAEIBRE—EFR.

o TRTHIRZ MBI , RESIEVEEXHRMLE |, PUEFERUF.
o TR : R\ IR AR D,

o RS
o RIS : FEFIRTF , AL RERKRES.
o ERIRHLARFF

o TIRRMAEF : /3R P , RHEIRIRHFZFHER.
o WNFREIE Windows 8.1 Tablet , Ff UARCEMUTEE :

XenhMobile Dashboard Manage Configure

Device Policies

Credentials Policy Policy Information
This policy lets you deliver certificates to devices. On 108, the certificates, such as a certificate for

WiF1 authentication, can also be used as part of another policy.

1 Policy Info
Store device root e
2 Platforms
Credential type GCertificate (.cer, .crt, .de... -
0S

Credential file path

Windows 8.1 Tablet

3 Assignment
. » Deployment Rules

FiERE - FEFIRT , AR, BIER CA DUEREIRINED MU E. FRNFHEAPIERFMEP RS,

EIRKA - JFEEEMRT Windows 8.1 Tablet flE—E{EIERY
EIRHRR  BENE , RESEERUEFRMACE |, DU SRS,
7. RIFEZEAN , SREERENTERE : BHAER T EREMIER R,

eployment Rules

Base Advanced
Deploy when All - conditions are met. New Rule
Device ownership - BYOD - &
T — 4___’

1 FEMFIERT , BT AR E AR SR FB A,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.
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1 ATRUERAERE A KRB R |, SEHE T E RN E RS, IAETEEFD.
2. BEHTEMINRAE &1,
3. 7E5IERF |, BE &M ARZ AR BYOD |, tn EEFTIR.
4. MRERMEZ KM BEERRTHENN, ETURIMEE WM&,
2. BE SRR AME AAMA/RIEHA SN,

¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREARRMER R 5t
3. B MERE S SRA/REERAS, MESRMAN,
1 5 AND, OR L NOT,
2. HERRFIRT , EERRMEMNFPRFEME , ARREENNMNS (+) B &AERMEFRH.,
FfER AT DUB AT R A S, RS dm s AE U St ek B R AR L S 45

3. MRBEARMEL LM, EHRBEHEMR,
RGBT | BEFARUIE BYOD , REARMME LA True , Bahik&ER/MX AR ARER.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

8. Bl T—&. WK ERERRMECTE.

AND OR NOT EDIT New Rule Delete

0. EEFMNAFY , BADUEHRZMNA , SESIRTFEF NS N RO ENECRBHAZNE, EENASRERNATE

W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy

This policy lets you configure a profile for devices.

Choose delivery | Type (o search Q

groups

1 Policy Info

2 Platforms Allusers

Delivery groups to receive app assignment

AllUsers

10. BIFMER , RRHEUTRE :

1 EREFA , BEIFROTRIERE | ST RMBRIERE. BOAESUNTT. MRGEFRX , THECEHMIER.

2. FEREVTRIFZA , AEIIAEFHE. BOAEBTUAIRD.

3. RIS , ERGBENE , AREEEE R B IR E.

4. ERMEFMFY , BESEREENTATRY 2 ATNEERBE. BOANETCASIRERE,

5. R R AREEERE S, AdgTER.  BOAESUA K.
AR BERE > RESBHTEE TITREAEZRANEN THOESIER. HRBRERNERT oS &&.

https://docs.citrix.com
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

11, BAHRFARTFLLRRE.
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2 Samsung SAFE 70 Kiosk 1% & TRig

May 05, 2016

] PAFE XenMobile F 41 Kiosk Skh& PAFBEBTEE RBEFE Samsung SAFE % & E{ER— 1S Z MFEHN BFREF. HRST
BT E LT IANMY BREFNEVREEE TR, HRRIE AR EERA T Kosk IR & I FHEMPIEF
RFRERERNBEER.

*E

o A Kiosk #F5E HIFTE N FFEF MR E T e P& L.

o HULETR{YE AT Samsung Mobile Device Management AP 4.0 & 5 S hRAS,

1. 7£ XenMobile ZH G5 , BAHECE > R&RMK. PR B/RE R,

XenMobile Dashboard

Device Policies showfite R Q
i

Policy name Type Created on Last updated on Status v

,\/\N\

2. BAERINANADHTIRRE . BT BRI SRS XHAAE,
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3. BEEL , REERTEMT , 8 Kiosk, AP BIR Kiosk $kEE WM.

Device Policies

Kiosk Policy

} 1 Policy Info
2 Platforms
Samsung SAFE

3 Assignment

Policy Information

This policy lets you activate Kiosk mode on an Android device, in which only a specific app or apps

can run on the device.

Policy Name*

Description

Configure

Add a New Policy
Type or select a policy from the list Search

Exchange Passcode VPN Location S =
Scheduling Restrictions WiFi Terms & Conditions
v More
N ork ace Apps Security End user
APN App Lock AirPlay Mirroring
Gellular App Restrictions AirPrint
Personal Hotspot Gontacts (CardDAV) Calendar (CalDav)
Froxy Gredentials Font

App Uninstall Kigsk LDAP
Remote Support PP Q:.s)
Reaming App Uninstall Restrictions Martaged Domains MDM Options
loaming

Files SCEP Mail
Samsung Firewall I “
Tunnel Samsung Browser Samsung MDM License Key Organization Info
Gustom Sideloading Key Storage Encryption 530 Accour
Custom XML Web Gontent Filter Bubscribed Calendars
Import 105 Profile XenMobile agent
Removal Enterprise Hub
Profile Removal XenMobile Options

XenhMohile Lninstall S

https://docs.citrix.com

T e T I I e

4. ERBEEERT  MAUTESR

1 RERETR : AR AR TR,
2.3 () BEASRIEHIREA.

5. Bl T—&. WEPKEIR Samsung SAFE FAEETME.
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Xenlobile Dashboard Manage

Device Policies

Kiosk Policy Policy Information x
This policy lets you activate Kiosk mode on an Android device, in which only a specific app or
apps can run on the device
1 Paolicy Info
General
2 Platforms Kiosk mode @ Enable
Disable

Samsung SAFE
Launcher package

3 Assignment
Emergency phone number
Allow navigation bar
Allow multi-window mode

Allow status bar

Allow system bar

RBABA

Allow task manager

Common SAFE passcode

Wallpapers

Define a home wallpaper OFF
Define a lock wallpaper OFF

Apps

New app to add* % Add

» Deployment Rules

6. £ Samsung SAFE FAEERE L , MIALTHEE :
1 Kiosk #%3( : I EAEEEM. BANEAEA. BEERAN , IFHHEEIRIEX.
2. ERREFRGE  RIEEIFRT NEDEETEFRAER FREBTTHF— N &Z 4 Kiosk 2 BFRFF , BN Citrix BIER N FER
BT, MREFEANENEENERF  ERARREFNREFRGERTESLR,
3. ARHIESH  ARDERESHL, BERAEREENEMAZTUERRSESRATRKR. (UEMRT Samsung
Mobile Device Management APl 4.0 & & ShR4s,
AVHERSAAE | EEERAFAFELT Kosk HRANEBRMERSIMAE. (VERT MDM 40 RESIRA.
AFZEAER | EFEBAFAFELT Kosk BARHMFRAZAEH. {VEMAT MDM 4.0 RESKRA.
VFE RS | EEREB TR FEL T Kiosk AR EEMRER=, {UERT MDM 4.0 RESIRA.,
AVHMERRGA | ERERAFRAFELT Kiosk AN BRI ARG,
AVHERESEES | EEREB AR FELT Kiosk I EEIFE AEFEIHR.
1B SAFE JE1THD : aNRAEAFTA Samsung SAFE R &EIRE T —ME AIEITRDRE |, EIE TP H N EE TR,
10. &N ETUEL : EREBAFAFLELT Kiosk BRI hE REEREENER. BIAENX.
11 & NHUEHRR « TR B AVFRAFELT Kiosk BRI ASIE FREABEXNE . AEAX. {UVERT MDM 4.0
EEERAE. WREAT LEEREA—NER , HLEBR—NFER , MAFEED AT SIMEIE A e &R
EEEENE R,

0 N oA
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Wallpapers

Define a home wallpaper

Home image

Define a lock wallpaper

Lock image

12. VFFERF : B , SREBITATIRME -
1 FEERNMNBRERF  MAERNRNNBREFRTELFR. $20 , comandroid.calendar f4F F{# /A Android B A
N FRFEFF.
2. BRI AR e miUEBUERINN AR,
3. AERIMMNE N AREFESLR ML
FE  ERRIENARERF | EERRESERSNIIRMNIT LR  RARRTHANKNIEBRAEER. Y BIREASHE
&, BERRARERSIR |, SR EEUERMREB SR,
BYREINBN AR  SERAESEASIIIRNIT LA , AERELMHAERN. FXdk  ARRTHREUMRE
BHAFIR , kA FEUBMRIFIIRAEYL.

7. RIFBEAN , RERENTRE : BUAMEN T B/REMER .

eployment Rules
Base Advanced
Deploy when All = conditions are met. New Rule
Device ownership - BYOD - &
— o R

1 FEREBERT |, BTG AR R A B SR A TA),
1. ATRAGCHRAEH R BTA R AT ERE R |, SIEM R EE R M EIE RN, ANEHE 25,
2. BAEHEANIDAE &1
3. FEBERF , AR, R & FTAAA BYOD |, 40 EEIFTR.
4. MRBAMES 54, FRIRBTHEAN. ERTURIMEES TSR,
2. BEESRIERRAMEBA/RIERA SN,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R B RSt
3. BAMERE S SRAA/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT |, EFRRMEMNFTRFEA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL &M, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahik&ER/MX ARG ARIE R,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

8. Bl T—H. WIPREIR Kiosk RegIECUE.

AND OR NOT EDIT New Rule Delete

9. MEFMNAFY , BADUEHRZMNEA , SESIRTEF NS N BEENECRBHARZNE, EFNASRERNATE

W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy

This policy lets you configure a profile for devices.

Choose delivery | Type (o search Q

groups

1 Policy Info

2 Platforms Allusers

Delivery groups to receive app assignment

AllUsers

10. BIFHER , RRHEUTRE :

1 EREFA , BEIFROTRIERE | ST RMBRIERE. BOAESUNTT. MRGEFX , THECEHMIER.

2. FEREVTRIFZA , AEIIAEFHE. BOAEBTUAIRD.

3. R EBEIE , ERGENE , AREEEE R B IR E.

4. EMEFMFY , BESEREENTATRY 2 AT ERBE. BOANETCN SR ERE,

5. IR B AREEERE S, BAdgTER.  BOAEHUA K.
AR BERE > RESBUTEE TITREAEZRANEN THOESIER. HRBRERNERT 0S &&.

https://docs.citrix.com
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R BEMIETRIM A AR, SMNERERTHEFE , MAR BRREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

11, BAHRFARTFLLRRE.
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}710S RINFARIK & SR IE

May 05, 2016

ATAFE XenMobile SRR SR AR A AR & IR R, SFRMIE TrueType (ttf) 3% OpenType (oft) ik, RZiF
FRES (ttcs oto) .

R WERBR{UERT i0S 7.0 REShRA.

1. #£ XenMobile ##H) & , BAHEE > &KW, WK B RIS KRB TR@E.

XenMabile

Device Policies

Configure

Device Policies snow fier
o
Policy name

No results found.

Type Created on

Last updated on

2. BERINANINETIRRE . R BRI SR XHALE,

Status

’\/\/\/\

3. BES , RRERLRFT , BhTR. TP B/RFASRIE T .

https://docs.citrix.com

Add a New Policy
Type or select a policy from the list Q
Passcode VPN Location Services =
Restrictions NiFi Terms & Gonditions
v More
Network access Apps Security End user
APN App A App Lock AitPlay Mirroring
Cellular App Restrictions AirPrint
Personal Hotspot App Configuration Contacts (CardDAV) Calendar (CalDav)
Proxy App Inventory Credentials Font
App Uninstall Kiosk LD
Remote Support pp Uninstal i
Roaming App Uninstall Restrictions Managed Domains MDM Options
Samsung Firewall Fles SCEP Mail
Tunnel Samsung Browser Samsung MDM License Key Organization Info
Custom ng Key Storage Encryption as
Custom XML gning Certificate Web Content Filter Subscribed Calendars
Import i0S Profile Webclip XenMobile agent
Removal Worx Store Enterprise Hub
Profile Removal XenMobile Options
¥enhohile Lninstall =
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XenMobile Dashboard a Configure

Device Policies

Font Policy Policy Information x
This policy lets you add additional fonts to an i0OS device. The policy is available on i0S 7 and later

devices.
b 1 Policy Info
Policy Name*

2 Platforms
Description

3 Assignment

4. ERBEEERT  MAUTESR
1 RERETR : AR AR ML TR,
2. 38 () BEASRIEHIREA.
5 BET—&. WARERIOS FAEERME.

XenMobile oard Manage Configure

Device Policies

Font Policy Policy Information x
This policy lets you add additional fonts to an iOS device. The policy is available on i0OS 7 and later
devices.
1 Policy Info

o)
Uservisible name -

2 Platforms
Font file

@

3 Assignment
Policy Settings

Remove policy @ Select date

Duratien until removal (in days)
=

Allow user to remove policy Always ~

» Deployment Rules

6. 7£i0S FAEERAL , MIAMUTHEE :
1 AP AR AR FEEFRSIRPBEINBIR.
2. TR ERERMBIR FRENTFEE , aTRBAEHENE , RESIMENZHE.
7. FERMARET , MIsRSRRESE0 |, SEE R BTG R B AR (R).
8. WMRBATEFEW , E SR HLEER AR B .
9. AR B EMIIRS |, BERA, FEELIAR,
10. FNREAEFEERD , £ Removal password (HIF&ERL) 35 , BANLTHIERD,
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m

Policy Settings
Remove policy @ 3Select date

Duration until removal (in days)

Allow user to remove policy Always ~

11 RIFERZAN , AFECENTERE  BOAMERN T BREMER .

eployment Rules
Base Advanced
Deploy when All - conditions are met. MNew Rule
Device ownership - BYOD - &
S m— I

1 fEtFRA |, BTG IARARE BB SRR AETTE)
1. AJRUERIEHE BB KRR E RS , SAEHEEERHRTIE KRG, AEME ST,
2. BEFEMNPLE &M,
3. 785k |, BE AN RF AR BYOD |, tn EEFTIR.
4. MRERMBLZ LM |, BERATHEAN, EJLRIMEEZ M.
2. BEERERAE AR /RIEMA SRR,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.344



¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. BAMERE S SRM/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL LM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

12. Bl T—25. WA ERTFERKRIESECTAE.
13, EEFEAATATY , BAERZMNAE , SEIIRFPEFE—DHS N B HSERMEMTAH. ERFROASREAMATE
W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

14, RIFEREITR , ARBCEMUTRE :
- FEMEFL , BEIFROTRIERE | SAERMAERRE. BOAEEUNTT. MRGEFEX , THECEHMIER.
- FERBEVTRIFSA , BAEAIRIEANE. BOAEBUASIED,
- IREBELAHE | FRTRAEAR , AJREFEE ) B ANEE,
. FERRELRMEA , REFIOERNRAEN Y ZAIMEERKE . IAEHCASFIGER,
- FENER BRRERIESA , BEITER. AR,
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

N -

v b w
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

15. BERIFRMRTFICRRE .
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A0S IR ZR(E Bk & R

May 05, 2016

AT BAZE XenMobile SN & R IAFEE T 2H2R M XenMobile HE%FI i0S REREIRIBEEE. WEBERTIOS7 RES
FRASH& 4

1. 7£ XenMobile #=4|Aa s , BEEE > BERK. WK EREE R ITME.

Xel a d Configure

Device Policies
Device Policies snow fier
°
Policy name Type Created on

Last updated on Status v

No results found.

’\/\/\/\

2. BAERINANANETIRRE . U BRI SR XHALE,

Add a New Policy

Network access
APN App ACCess
Cellular App Aftributes
Personal Hotspot £
Proxy

Remote Support App Uninstall

Roaming

Custom XML

Profile Removal

App Uninstall Restrictions

App Lock
App Restrictions

ntacts (CardDAV)

Kiosk

Managed Domains

XenMobile agent

Import i0S Profile
Enterprise Hub
Removal "

nMobile Options

XenMobile Uninstall

AirPlay Mirroring

AirPrint

Calendar (CalDav

Font
LDAP

MDM Cptions

Samsung Firewall Flles SOEP Ml

Samsung MDM License Key izati
Turnel a g MDM Li Key Drgamzallonﬁfo
Custom

ooy Account
ool ACCOoUNT
S

ubscribed Cale

ndars

3. B R , RRAERLAAT , RHAREE. W ERALUSERENE.

https://docs.citrix.com

Type or select a policy from the list Q
Scheduling Restrictions WiFi Terms & Conditions -
* More
Apps Security End user

m
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Xen e Das d e Configure

Device Policies

Organization Info Policy Information
POliCy This policy lets you specify your organization's information for alert messages that are pushed from XenMobile to

the device. The policy is available for iOS 7 and later devices.

1 Policy Info Policy Name™

2 Platforms Description
05

3 Assignment

4. ERBEEERT  MAUTESR
1 RERAETR : AR AR ML TR,
2. G A RER  ERARERA,
5 BET—H. WHKERIOS FR{EERME.

XenMobile Dashboard Manage Configure A administrator )

Device Policies

Organization Info Policy Information x
PO"CY This policy lets you specify your organization's information for alert messages that are pushed from XenMobile to
the devi The p le for i0S 7 and later

@

A Name -
1 Policy Info i0S 7.0+

2 Platforms Address @
108 7.0+

0S Phone @
i0S 7.0+

3 Assignment Email 6]
i0OS 7.0+

Magic @
108 7.0+

» Deployment Rules

6. F£IOS FAEERMEL , IALTER !
1. &% : 82 \JE1T XenMobile fIZEZRIK & FR.
2. ok BEALALRAGOHBIE,
3. BIE  BABLRNBRARIFRIE S,
4. BFHBF B TR STIFE F b L
5. BAT : AR TR ALITERNRS N RIREEE.
7. RITEREBAN , REERENTRE  BUAB T BREMERFR.
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eployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
Device ownership - BYOD - &
— o o

1 FEREBERT |, BTG AR RE A B SR (R TA),
1 ATRUGHRAE R BTA R AT ERE SR |, SEM R EE R M BEIE RN, ANEHE 25,
2. BAEHEANIDAE &1
3. FEBERYF , Bl IR EFTAAA BYOD |, 40 EEIFTR.
4. MREAME L FM , EHRAGHEMRN. EATLRIMER ST &4,
2. BEESHRIERRAMERA/RIERA SN,

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREARMIER R RS,
3. BRI MERES SRAA/REERAS, MEIRMAN,
1. B AND, ORI NOT,
2. HERRFIRT |, EFRRMBFNFT RS AREEENNMNS (+) B &AFRMEFRS,
FfER AT DUB IS AR A S, SRR SRR DA B St a A R AR L 2 45

3. MRBARMEL KM, EERBTHEMR,
FERRBIT | BEFARUIE BYOD , X&EAMMELIA True , Bahix &ER/MX ARG ARIER.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

8. Bl T—&. WIRERAZUEERMSECRME.

AND OR NOT EDIT New Rule Delete

0. EEFMNAFY , BADUEHRZMNA , SESIRTFEF NS N RO ENECRBHAZNE, EENASRERNATE

W FFE PR 53 BorIaZ A 2R3 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Allsers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
S S e — e —

10. BIFMER , RRREUTRE :

1 EREFA , BEIFROTRIERE | ST RMBRIERE. BOAESUNTT. MRGEFRX , THECEHMIER.

2. FEREVTRIFZA , BTG, BIAETUALR.

3. RIS , ERGBENE , AREEEE R B IR E.

4. EMEFMFY , BESREEN AT Y 2 ATEERBE. BOANETCA IR ERE .

5. R R AREEERE S, AdgTER.  BOAESUA K.
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

https://docs.citrix.com
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EE  BENEIETRIM A AR, SRMNERERTHEFE , MAR ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

11, BAHRFARTFLLRRE.
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7 i0S 750 LDAP 1% %5518

May 05, 2016

AT PAFE XenMobile #1341 i0S & &A1 LDAP kBg , IR SZE(FE AN LDAP RFHZBRHNEER , B ETLENKEE.
SERE IR (L T —2A7E ) LDAP BRE-320 {8 FAfd) LDAP 9205515 .

FCE LR AT , BHRERM LDAP 44,
1. 7£ XenMobile Z=H| G5 , BHECE > &R, PR B/RERIE .

XenMoabile Dashboard Configure

Device Policies

Device Policies show filter S Q
i

Policy name Type Created on Last updated on Status v

No results found.

,’\AM

2. B INANADHETIREE . AR BRI SRS XHAAE,

Add a New Policy

Custom XML
Import i0S Profile
Removal
Profile Removal

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

XenMobile agent
Enterprise Hub
XenMobile Options

¥enMobile [Ininstall

Type or select a pol om the list Q
Exchangs VPN Location Services -
Scheduling WiFi Terms & Conditions
~ More
Network access Apps Security End user
APN APP A App Lock AirPlay Miroring
Gellular App Restrictions AirPrint
Personal Hotspot Calendar (CalDav)
Proxy Gredentials For _
Remote Support App Uninstall Kiosk Ltﬁp
Roaming App Uninstall Restrictions Managed Domains M Options
Samsung Firewall Fles SCEP Mail
Tunnel Samsung Browser Samsung MDM License Key g Info
Custom ng Key Storage Encryption s

ning Certificate Web Content Filter Subscribed Calendars
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3. B %, RRAERLAFSATE , 8 LDAP, A EIR LDAP 5REE TTH.

XenMobile Dashboard Manage Configure

Device Policies

LDAP Policy Policy Information x

This policy lets you configure an LDAP server and search policies for querying the server.

" i *
b 1 Policy Info Policy Name
2 Platforms Description

& i0S

3 Assignment

I et T T

4. ERBEEERT  MAUTESR

1 RERAETR : AR AR ML TR,
2. 38 () BEASRIEHIREA.

5 BET—H. WAKERIOS FR{EERME.

Xenh = D ard \ & Configure

Device Policies

LDAP Policy Policy Information x

This policy lets you configure an LDAP server and search policies for querying the server.

1 Policy Info Account description

2 Platforms Account user name
} 0S Account password

3 Assignment LDAP host name™

Use SSL m

Search Settings

Description* Scope Search base* [* Add
Policy Settings

Remove policy @ Select date

Duration until removal (in days)
=]

Allow user to remove policy Always -

» Deployment Rules

6. 7£IOS FAEEmHEL , MAMNTEER :

1. HRABER - O RTIERK R,

2. IKPAPS  ATER .

3. MK - WA RERRD,  E{GE BTN ECE S,

4. LDAP EH14 : #i\ LDAP REZMFN L. HFEANETER.,
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5./ SSL : R BFEARLERFTEERS| LDAP k%25, ZAEAF.
6. WREE : BEHERM , REPITUUTHRME
EE  EADWRIESEMATEHRENERRE  BEDNRMN—MERRE A REE K.
1 R AR RRERMRE. HFBOAWNATER.
2. 6l - 5k, REER. —RETFRRUE LR RR LDAP WRIRE. BUAENERM,
o ERE R AREMIEMANT .
o —REEMTRERET—&KTR.
o TRIEABEMT RREMBTFH R  MITBREAM.,
3. BEREM  MATHA RN T RAEE1E. 6120 : ou=peopledf0=example corp, WFEAMATE.
4. BEHERMAIMERRE , SR HEEUEBUERMERRE.
5. AERNMMNENYARFEESLRIZESRE v.
FE  ERRBRIIAEERRE  EERREEERSYIRNITLES AR EANNIERABERR. IS S RIEAHEIE.
BRI |, SRFEUBRAMRE LS,
EREINAEERRE  BERMESEREYIIRNITLA  AeREANKAERR. BXIIR , RERHRGTEUREE
HAFIR |, SR EEUEMRAFSIRA T,

7. EREGRET , MRRIEED |, BAdEF B RETR B R (R,

8. tNRBEEFAH , EREHNLEREABIIRBE .

9. EAVFRA IR RIES RS |, BEHRK. FEFEEIMAR,

10. aNREAHHFE®D , 7£ Removal password (RfRED) 355 , BAMTRERD,

M

Policy Settings

Remove policy ¢ Select date

Duration until removal (in days)

=

Allow user to remove policy Always -

11 BITEREAN , ARBENTEE : BUAMER T BREMER .

eployment Rules

Base
Deploy when All - conditions are met. New Rule
Device ownership - BYOD -
—— —— e

1 FEMFIERT , BT AR E HR 2 SR AR A,
1 ATRUERAE R TR KRR SRR |, SRAEH R EERMIEIE R . BAEHE 250,
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2. BEHTEMINRAE &1,

3. 7E5IERAF |, BAE A&, ARZ AR BYOD |, tn EEFTIR.

4. MRERMEZ KM BEEIRATHENN, ETURHEE S MM,
2. BE SRR AME AAMAI/RIEHA SR,

¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIETR R _ B R&tt.
3. BRI MERE S SRAA/REERAS, MERMAN,
1. B AND, ORE( NOT,
2. HERRFIRT , EERRMEMNFTREA , ARREENNMNS +) B &AERMEFRH.,
FfER AT DUB T ST R A S, SRR SR AE B S A ek A R DABIBR L 5 45

3. MRBEARMEL &M, EHRBTHEML,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX AR ARE R,
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

12. BElF—. PR EIR LDAP SRE& S BCUE.
13, EEFEAATATY , BAERZMNAE , SEIIRFPEFE—DHS N B HSERMEMTAH. ERFROASREAMATE
W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

14, RIFEREITR , ARBCEMUTRE :
- FEMEFL , BEIFROTRIERE | SAERMAERRE. BOAEEUNTT. MRGEFEX , THECEHMIER.
- FERBEVTRIFSA , BAEAIRIEANE. BOAEBUASIED,
- IREBELAHE | FRTRAEAR , AJREFEE ) B ANEE,
. FERRELRMEA , REFIOERNRAEN Y ZAIMEERKE . IAEHCASFIGER,
- FENER BRRERIESA , BEITER. AR,
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

N -

v b w
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

15. BERIFRMRTFICRRE .
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ARINERTF i0S § Single Sign-On K &% SkRE

May 05, 2016

1£ XenMobile 43 Single Sign-On (SSO) Ik~ , (A PR BEFRE—IKk , BIA] A BFhE FFERFij715) XenMobile FIPEBRAIA
B®/IR. AP EERE& LEEEMER. TTAENBERF (B App Store RN FAFERF) {ERLL SSO 1K~V A EE.
LLIREE &R Kerberos SAIAIE fE¥miRit.

AR WRIRUERT I0S 7.0 RESRA.
1. 7£ XenMobile Z=H G , BHECE > &R, PR B/RERIE .

XenMobile Dashboard Configure

Device Policies
Device Policies snhow fiter — Q
i
Policy name Type Created on Last updated on Status ~

No results found.

W

2. B INANADHETIRRE . AR BRI SRS XHAAE,

Add a New Policy
Type or select a policy from the list Q
Exchange Passcode VPN Locatior =
Bcheduling Restrictions WiFi Terms & Conditions
* More
Network access Apps Security End user
4PN App Lock AirPlay Mirroring
Callular ArPrint
Personal Hotspot Calendar (CalDav)
Proxy Fort L
App Uninstall Kiosk LDAP
Remote Support pp Hninst !
Roaming App Uninstall Restrictions Managed Domains MDM Options
Samsung Firewall Flles SCER Mail
Tunnel Samsung MDM License Key Organization Info
Custom Storage Er S50 unt
Gustom XML gning Web Content Filter Bubstribed Galendars
Import i0S Profile Webclip XenMobile agent
Removal Worx Store Enterprise Hub
Profile Removal XenMobile Options
¥enhobile Lninstall i
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3. MEFEL , RGESEBFATE , H#d SSO K/, A ER SSO MK A HEmE .

XenMaobile Manage Configure e B

Device Policies

SS0 Account Policy ~ Policy Information x
This policy lets you create a single sign-on (S30) account profile for iOS 7 and later users.
b 1 Policy Info Policy Name™
2 Platforms Description
0S

3 Assignment

LI et T T

4. 7£ SSO K PRI EEI&T , MAMUTEER :
1 SRERBFR : BNRREAIFER MR R,
2. B (ANE) BASKBEAIEA.

5. BF . HEKEIRIOS FAEERMA.

XenMobile Dat Manage Configure N administater &

Device Policies

S50 Account Policy Policy Information x
This policy lets you create a single sign-on (S50) account profile for i0S 7 and later users.
1 Policy Info Account name*
2 Platforms Kerberos principal name*
} 0s Identity credential (Keystore or None =
PKI credential)

3 Assignment
9 Kerberos realm™

Permitted URLs

Permitted URL [+ Add
App ldentifiers
App Identifier [+ Add

Policy Settings
Remove policy @ Select date

Duration until removal (in days)
=

Allow user to remove policy Always -

» Deployment Rules

™ T

6. #£i0S FAEERAL , MAUTEER :
1 WPLZR BB RIEHA PR E L Kerberos SSO K PREH#R. R A VSETER.
2. Kerberos &L #R : i\ Kerberos F{EALZH#R., HWFE VAT,
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3. SN EIREAE PKI i) - SRS , RETRATELTAILEANER FEIT Kerberos SARMATI IS BHEIE.
4. Kerberos 47 : Hi \MSREE ) Kerberos $iUigi, X@H 2EMIEE , IEFEIIKRE (#1201 , EXAMPLECOM) . b7
BOhIATE.
5. AAVFIIE URL : BN , SRS HITRAT4R4E -
1 FeiFUAlRIEN URL - # \ 24 A PN 10S R &VAIAY 75 SSO M) URL.,
B , 4R PR |, BIX Web ShA &2 Kerberos FART , ANSRZuk SRR URL Sk |, i0S R4
B2 4 Kerberos 7EBABTAY Kerberos BR-REAENRE L) Kerberos SRS SSO. URL MM LAGEL T
B , %120 : http//shoppingapple.com&BA , {8 http://*.apple.comHIR4T. s , 1S Kerberos FEF EHILALH
7 , URL TR ELEEIARAE HTTP YAF, 20 URL {RACE XA Kerberos STHL SSO , XATALEME—Y) , BUEATAE
TEDFHAEL HTTP f#AR,

2. BERMPAZAN URL , SREAEEUHAEERA URL,
3. ARAMNEN N ARFINATER LR M.
6. WRFEFFARRTE : BRI , SRIEPITLTRAE
1 ARFARAT | A RVERER AN AL AN AR FARRR.
EE  MRARIEME AFEFANASR | B LA N AR FFARART .
2. BIERIARIN ARRFFARARE , SR EUHBURRINNY A AR T,
3. AERMNEN N AREFIMATER SR M i,
TR BEMRIE URLBEAREFINAR | SR RIS EASHIIRNT LT  ARATANNEIRFAER. B
BIRHASTEAE. A RRABERY IR |, SREBURARE LS.
BYEIA URL BN ARFANRT | ERRAARFEEAZSIRNT LR , AT ANNLERNR. EX3IR , AR
BHRFUARFERNSR , SR TEUHARIFIIRAEYL.

7. ERRET , BRI ED | SAEER S RIRRETR B R (R).

8. tNRBAEEFAH , EREHNLEREARIIRBE .

9. EAVFA IR RIES RS |, BEHIRK. FTEEEZMAR,

10. aNRAHFHFE®D , 7£ Removal password (RfRED) 3515 , BAMLFHERD,

Policy Settings
Remove policy Select date

Duration until removal (in days)

—
=

Allow user to remove policy Always -

11 RIFEBEAN , REEEUTRE : BOABI T BREEmR .
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eployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
Device ownership - BYOD - &
— o o

1 FEREBERT | BT Ger AR RE A B SRmE A TA),
1 ATRUGHRAE R BTA R AT ERE SR |, SEM R EE R M BEIE RN, ANEHE 25,
2. BAEHEANIDAE &1
3. FEBERYF , Bl IR EFTAAA BYOD |, 40 EEIFTR.
4. MREAMEZ HM , FHRBAGHEMRN, EATLIRIMER S W&,
2. BEESHRIERRAMEBA/RIERA SN,

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREARMIER R RS,
3. BRI MERES SRAA/REERAS, MEIRMAN,
1. B AND, ORI NOT,
2. HERRFIRT |, EFRRMBFNFT RS AREEENNMNS (+) B &ARMEFRS,
FfER AT DUB IS AR A S, SRR SRR AR B S A a A R AR L 2 45

3. MRBARMEL KM, EERBTHEMR,
FERRBIT | BEFARLIE BYOD , X&AMMELIA True , Bahix &ER/ X ARG ARIER.
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

12. B T—4, WEPEEIR SSO K A% SECR@E.
13, HEIEFRAATAE S , BAUERZAA , SEFNIRPER—ASENERENBLRRAA(TEH, ERNOABREANHB T
W RFEFF Y ECHIRZ (TR S IR .

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

14, RIFEREITR , ARBCEMUTRE :
- FEMEFL , BEIFROTRIERE | SAERMAERRE. BOAEEUNTT. MRGEFEX , THECEHMIER.
- FERBEVTRIFSA , BAEAIRIEANE. BOAEBUASIED,
- IREBELAHE | FRTRAEAR , AJREFEE ) B ANEE,
. FERRELRMEA , REFIOERNRAEN Y ZAIMEERKE . IAEHCASFIGER,
- FENER BRRERIESA , BEITER. AR,
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

N -

v b w
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

15. BERIFRMRTFICRRE .
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B PAFE XenMobile FERIN—ME KRG , PMEFER PR I0S & & LM BRIRFRMEITREKA

1. www.apple.com/downloads/macosx/calendars 124t 7 & DUTRIEK AL H AR,
FE  WIREEVTREANBN , AR MR A ARE EEITHENBE RS RS.
1. 7£ XenMobile =Hla% , BHACE > REFKE. W ERZE R TME.

XenMabile Configure

Device Policies
Device Policies show fiter
°
Policy name Type Greated on Last updated on Status v

No results found.

2. BERINANINETIRRE . R BRI SR XHALE,

’\/\/\/\

3. B E % RAERARFTE , fEETTRNER. W EREITRKE R RIS T,

https://docs.citrix.com
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Add a New Policy
Tvp select a policy from the list Q
Exchange Passcode VPN Location Services a8
Scheduling Restricti WiFi Terms & Conditions
v More
Network access Apps Security End user
APN App ACCess App Lock AirPlay Mirroring
GCellular App Attriutes App Restrictions AirPrint
Personal Hotspot Gontacts (CardDAV) Calendar (CalDav)
Pr App Inventory Credentials Font )
Remote Support App Uninstall Kiosk LDAP
Roaming App Uninstall Restrictions Managed Domains MDM Options
Samsung Firewall Flles Scep Mail
Tunnel Samsung MDM License Key Org n Inf
Custom SS80 Account
Gustom XML Web Gontent Filter Subscribed@alendars
Import i0S Profile XenMobile agent
Removal Enterprise Hub B
Profile Removal XenMobile Options
¥enhohile Lninstall 4

p.365


http://www.apple.com/downloads/macosx/calendars

Configure

Subscribed Calendars Policy Information x
Policy This policy adds the parameters for a subscribed calendar to a users’ calendars list.

Policy Name*
} 1 Policy Info

Description
2 Platforms

8 i0s

3 Assignment

B e e N S S

4. ERBEERRT  MAUTESR
1 SRERAETR : AR AR TR,
2. 38 () BEASRIEHIREA.
5 BET—&. WAKERIOS FR{EERME.

Configure

Subscribed Calendars Policy Information x
PD“CY This policy adds the parameters for a subscribed calendar to a users' calendars list.
Descriptiol
1 Policy Info
URL*
2 Platforms
User nam
} 0s
Pass d
3 Assignment
Use SSL OFF
Policy Settings
Remove policy © Select date

Duration until removal (in days)

Allow user to remove policy Always e

» Deployment Rules

e e S N _a WS "

6. F£I0S FAEEREL , MIAMUTEE
1 B - MAB AR, HFECAVETER.,
2. URL : ®SAB 7 URL, ®]LU#i iCalendar 304 (ics) i webcal:// URL 8% http:// 454, WFREHNATER,
3. BF%  mARPREREIR. WFEAWAETE.
4. TR - M\ PG PR,
5. f#F SSL : R ERFRREEEFTEEREIAN. AREH X
7. FERBGRET |, MibRRRESED |, SdiEsF B Ak IRR AR G B AN (R).
8. MRHTEFAN , FEE A MLER A ARRE.
9. AR FBIRRRES RS | BRTIAR . FEEBEIMAR,
10. FRBATHEERS , £ Removal password (BIERERD) i , BALFHE,
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m

Policy Settings
Remove policy @ 3Select date

Duration until removal (in days)

Allow user to remove policy Always ~

11 RIFERZAN , AFECENTERE  BOAMERN T BREMER .

eployment Rules
Base Advanced
Deploy when All - conditions are met. MNew Rule
Device ownership - BYOD - &
S m— I

1 fEtFRA |, BTG IARARE BB SRR AETTE)
1. AJRUERIEHE BB KRR E RS , SAEHEEERHRTIE KRG, AEME ST,
2. BEFEMNPLE &M,
3. 785k |, BE AN RF AR BYOD |, tn EEFTIR.
4. MRERMBLZ LM |, BERATHEAN, EJLRIMEEZ M.
2. BEERERAE AR /RIEMA SRR,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. BAMERE S SRM/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL LM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

12. B F—5. HEKEERTITRNER" R B,
13, EEFEAATATY , BAERZMNAE , SEIIRFPEFE—DHS N B HSERMEMTAH. ERFROASREAMATE
W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

14, RIFEREITR , ARBCEMUTRE :
- FEMEFL , BEIFROTRIERE | SAERMAERRE. BOAEEUNTT. MRGEFEX , THECEHMIER.
- FERBEVTRIFSA , BAEAIRIEANE. BOAEBUASIED,
- IREBELAHE | FRTRAEAR , AJREFEE ) B ANEE,
. FERRELRMEA , REFIOERNRAEN Y ZAIMEERKE . IAEHCASFIGER,
- FENER BRRERIESA , BEITER. AR,
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

N -

v b w
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

15. BERIFRMRTFICRRE .
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IB1ThER & TR

May 05, 2016

AT UARYE T ZRAIARHEFE XenMobile FR A1 IB1TRERRG . ATAZSKRER AR & LM NBITHD , FETRURE S FME X FB 1T
FLW, =TRAA IOS, Android, Samsung KNOX, Windows Phone 8.1 1 Windows 8.1 Tablet 3 %&hg., M FAZTE—HAN
BKHE , A3 TNA.

1. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears. Click Add to add a new
policy.

XenMobile Dashboard Manage Configure

Device Policies

Device Policies snowfitter Q
05
Policy name Type Created on Last updated on Status ~
cellular network policy name Cellular 12/20/14 12:57 PM 12/30/14 12:58 PM
test cell network policy name Gellular 12/30/14 7-49 AM 12/30/14 7:49 AM
rthnjrt Delete Application 12/31/14 7:39 AM 12/31/14 7:39 AM

2. Onthe Add New Policy page, click Passcode.

Add a New Policy

‘De or select a policy from the list Q
Exchange Paﬁde VPN Location Services
Scheduling Resthtions WiFi Terms & Conditions

3. Inthe Policy Information pane, enter the following information:
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XenM 2 ashboard \ ge Configure administrator

Device Policies

Passcode Policy Policy Information x
This policy creates a passcode policy based on the standards of your organization. You can require a code on the device and
can set formatting rules and other passcode rules, such as the grace period before device lock.
1 Policy Info
Policy Name*
2 Platforms
Description

05

<]

< ]

Android

a

Samsung KNOX

< ]

Windows Phone 8.1

a

Windows 8.1 Tablet

3 Assignment

e e S .

1. Policy Name: Type a descriptive name for the policy.
2. Description: Type an optional description of the policy.
3. Click Next.
4. Under Platforms, select the platforms for which you want to configure this policy.
Note: When the Policy Platforms page appears, all platforms are selected and you see the iOS platform configuration
panel first.

Configure LS administrator F 3

Device Policies

Passcode Policy Policy Information x
This policy creates a passcode policy based on the standards of your organization. You can require a

code on the device and can set formatting rules and other passcode rules, such as the grace period

1 Policy Info before device lock.
2 Platforms Passcode required OFF
} i0S
» Deployment Rules
Android

Samsung KNOX
Windows Phone 8.1
Windows 8.1 Tablet

3 Assignment

T T T et

e |f youselectediOS, configure these settings:
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XenMobile Dashboard Manage Configure administrator

Device Policies

Passcode Policy Policy Information x

a passcod

our organization. You can re

‘matting rules and

Passcode required m

Passcode requirements

h as the grace period befor

1 Policy Info

2 Platforms

} 0S Minimum length 6 =4
Android Allow simple passcodes m z
Samsung KNOX Required characters OFF @
Windows Phone 8.1 Minimum number of symbols 0 -
Windows 8.1 Tablet Passcode security
Device lock grace peried (minutes of None - ®
3 Assignment inactivity)
Lock device after (minutes of inactivity) None -
Passcode expiration in days (1-730) 0
Previous passwords saved (0-50) 0 @
Maximum failed sign-on attempts Not defined - ®

Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always -

» Deployment Rules

’/\N\Nv\

Passcode required: Select this option to require a passcode and to display the configuration options foran iOS
passcode device policy. The page expands to let you configure settings for passcode requirements, passcode security,
and policy settings.

Passcode requirements
Minimum length: In the list, click the minimum passcode length. The default is 6.

Allow simple passcodes: Select whether to allow simple passcodes. Simple passcodes are a repeated or sequential set
of characters. The default is ON.

Required characters: Select whether to require passcodes to have at least one letter. The default is OFF.
Minimum number of symbols: In the list, click the number of symbols the passcode must contain.

Passcode security

Device lock grace period (minutes of inactivity): In the list, click the length of time before users must enter a passcode
to unlock a locked device. The default is None.

Lock device after (minutes of inactivity): In the list, click the length of time a device can be inactive before it is locked.
The default is None.
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Passcode expiration in days (1-730): Enter the number of days after which the passcode expires. Valid values are 1-
730. The default is 0, which means the passcode never expires.

Previous passwords saved (0-50): Enter the number of used passwords to save. Users are unable to use any password
found in this list. Valid values are 0-50. The default is 0, which means users can reuse passwords.

Maximum failed sign-on attempts: In the list, click the number of times a user can fail to sign in successfully after
which the device is fully wiped. The default is Not defined.

Policy Settings

M

Policy Settings
Remove policy ¢ Select date

Duration until removal (in days)

=

Allow user to remove policy Always ~

1. Under Policy Settings, next to Remove policy, click either Select date or Duration until removal (in days).
2. If you click Select date, click the calendar to select the specific date for removal.

3. In the Allow user to remove policy list, click Always, Password required, or Never.

4. If you click Password required, next to Removal password, type the necessary password.

e |f you selected Android, configure these settings:

Note: The default setting for Android is OFF. The page expands to let you configure settings for passcode
requirements, passcode security, encryption, and Samsung SAFE.
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XenMabile Dashboard Manage Configure N administrator

Device Policies

Passcode Policy Policy Information x

This p

on the standards of your o

es a pa

nization an require a code on the device

and can set formatting rules ar e rules, such device lock.

1 Policy Info
Passcode Required m
2 Platforms
Passcode requirements
0s Minimum length 6 -
Android Biometric recognition OFF
Samsung KNOX Required characters No restriction -

Windows Phone 8.1

Advanced rules OFF
Windows 8.1 Tablet Passcode security
Lock device after (minutes of inactivity) None -
3 Assignment
Passcode expiration in days (1-730) 0
Previous passwords saved (0-50) 0 @
Maximum failed sign-on attempts Mot defined - @
Encryption
Enable encryption OFF

Samsung SAFE

Use same passcode across all users OFF

» Deployment Rules

T e ™™ T T T

Passcode requirements

Minimum length: In the list, click the minimum passcode length. The default is 6.

Biometric recognition: Select whether to enable biometric recognition. If you enable this option, the Required
characters field is hidden. The default is OFF.

Required characters: In the list, click No Restriction, Both numbers and letters, Numbers only, or Letters only to
configure how passcodes are composed. The default is No restriction.

Advanced rules: Select whether to apply advanced passcode rules. This option is available for Android 3.0 and later. The
default is OFF.

When Advanced rules is set to ON, from each of the following lists, click the minimum number of each charactertype
that a passcode must contain:

e Symbols: The minimum number of symbols.

Letters: The minimum number of letters.

Lowercase letters: The minimum number of lowercase letters.

Uppercase letters: The minimum number of uppercase letters.

Numbers or symbols: The minimum number of numbers or symbols.

Numbers: The minimum number of numbers.

Passcode security

Lock device after (minutes of inactivity): In the list, click the length of time a device can be inactive before it is locked.
The default is None
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Passcode expiration in days (1-730): Enter the number of days after which the passcode expires. Valid values are 1-
730. The default is 0, which means the passcode never expires.

Previous passwords saved (0-50): Enter the number of used passwords to save. Users are unable to use any password
found in this list. Valid values are 0-50. The default is 0, which means users can reuse passwords.

Maximum failed sign-on attempts: In the list, click the number of times a user can fail to sign in successfully after
which the device is fully wiped. The default is Not defined.

Encryption

Enable encryption: Select whether to enable encryption. This option is available for Android 3.0 and later. The option is
available regardless of the Passcode required setting.

Use same passcode across all users: Select whether to use the same passcode for all users. This option applies only to
Samsung SAFE devices and is available regardless of the Passcode required setting. The default is OFF.

Enter the required passcode in the field that appears when you enable this option.

e |f you selected Samsung KNOX, configure these settings:

XenMobile Dashboard Manage Configure administrator

Device Policies

Passcode Policy Policy Information x
Thi tes a passcod d de
de an formatting rules and othe as the g = period befor

1 Policy Info )

Passcode requirements

2 Platforms Minimum length 6 -

0S Allow users to make password visible OFF

Android Forbidden Strings

Forbidden strings + Add
} Samsung KNOX
Minimum number of
Windows Phone 8.1
Changed characters™ 0
Windows 8.1 Tablet
Symbols™ 0
3 Assignment Maximum number of
Nurmnber of times a character can occur™ 0
Alphabetic sequence length* 0
Numeric sequence length™ 0
Passcode security
Lock device after (minutes of inactivity) None -
Passcode expiration in days (1-730) 0
Previous passwords saved (0-50) 0 w
Maximum failed sign-on attempts Not defined - @
’NW

Passcode requirements

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.376



Minimum length: In the list, click the minimum passcode length.
Allow users to make password visible: Select whether to let users make the password visible.

e Forbidden strings: You create forbidden strings to prevent users from using insecure strings that are easy to guess like
"password", "pwd", "welcome", "123456", "111111", and so on. Do the one of the following:
e To add a forbidden string
1. Click Add.
2. Type the forbidden string.
3. Click Save to save the string or Cancel to cancel adding the string.
4. Repeat steps i. throughiiii. for each forbidden string you want to add.
e To edit a forbidden string
1. Previous passwords saved (0-50): Enter the number of used passwords to save. Users are unable to use any
password found in this list. Valid values are 0-50. The default is 0, which means user can reuse passwords.
Hover over the string you want to edit.
Click the penicon to the right of the listing.
Make changes to the string.
4. Click Save to save the string or Cancel to cancel changing the string.
Minimum number of

wN R

Changed characters: Enter the number of characters users must change from their previous passcode. The default is
0.

Symbols: Enter the minimum number of required symbols in a passcode. The default is 0.

Maximum number of

Number of times a character can occur: Enter the maximum number of times a character can occurin a passcode. The
default is 0.

Alphabetic sequence length: Enter the maximum length of an alphabetic sequence in a passcode. The default is 0.
Numeric sequence length: Enter the maximum length of a numeric sequence in a passcode. The default is 0.

Passcode security

Lock device after (minutes of inactivity): In the list, click the length of time a device can be inactive before it is locked.
The default is None.

Note: Even though this field's label says "minutes of inactivity" XenMobile actually enforces the lock after the
specified number of seconds.

Passcode expiration in days (1-730): Enter the number of days after which the passcode expires. Valid values are 1-
730. The default is 0, which means the passcode never expires.

Previous passwords saved (0-50): Enter the number of used passwords to save. Users are unable to use any password
found in this list. Valid values are 0-50. The default is 0, which means user can reuse passwords.

Maximum failed sign-on attempts: In the list, click the number of times a user can fail to sign in successfully after
which the device is locked. The default is Not defined.

e If you selected Windows Phone 8.1, configure these settings:
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XenMobile Dashboard Manage Configure AN administrator 2

Device Policies

Passcode Policy f’olicy Information x

his

and

1 Policy Info
Passcode required @
2 Platforms
Allow simple passcodes OFF
0S
Passcode requirements
Android Minimum length 5 -
Samsung KNOX Gharacters required Letters only =

WintoraEnoneet
} Windows Phone 8 Minimum number of Symbols 1 -
Windows 8.1 Tablet Passcode security

Lock device after (minutes of inactivity) 0
3 Assignment

Passcode expiration in 0-730 days* 0

@

Previous passwords saved (0-50) ]

Maximum failed sign-on attempts before,, 0
wipe (0-9989)

» Deployment Rules

Passcode required: Select this option to not require a passcode for Windows Phone 8.1 devices. The default setting is
ON, which requires a passcode. The page collapses and the following options disappear. If you do not turn off the
passcode requirement, continue configuring the following settings.

Allow simple passcodes: Select whether to allow simple passcodes. Simple passcodes are a repeated or sequential set
of characters. The default is OFF.

Passcode requirements
Minimum length: In the list, click the minimum passcode length. The default is 6.

Characters required: In the list, click Numeric or alphanumeric, Letters only, or Numbers only to configure how
passcodes are composed. The default is Letters only.

Minimum number of symbols: In the list, click the number of symbols the passcode must contain. The default is 1.

Passcode security

Lock device after (minutes of inactivity): In the list, click the length of time a device can be inactive before it is locked.
The default is 0.

Passcode expiration in 0-730 days: Enter the number of days after which the passcode expires. Valid values are 1-730.
The default is 0, which means the passcode never expires.

Previous passwords saved (0-50): Enter the number of used passwords to save. Users are unable to use any password
found in this list. Valid values are 0-50. The default is 0, which means users can reuse passwords.

Maximum failed sign-on attempts before wipe (0-999): In the list, click the number of times a user can fail to signin
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successfully after which corporate data is wiped from the device. The default is 0.

e |f you selected Windows 8.1 Tablet, configure these settings:

XenMoabile Dashboard Configure

Device Policies

Passcode Policy Policy Information x

This pol I on the standards of your organization. You

and can code rules, such as the grace period before

1 Policy Info
Disallow convenience logon OFF
2 Platforms
Minimum passcode length 6 =
0S
Maximum passcode attempts before wipe 4 -
Android
Passcode expiration in days (0-999)* 0
Samsung KNOX
Passcode history (1-24)* 0
Windows Phone 8.1

Maximum inactivity before device lock in, 0
Windows 8.1 Tablet minutes (1-1200)

3 Assignment
» Deployment Rules

Disallow convenience logon: Select whether to allow users to access their devices with picture passwords or biometric
logons. The default is OFF.

Miniumum passcode length: In the list, click the minimum passcode length. The default is 6.

Maximum passcode attempts before wipe: In the list, click the number of times a user can fail to sign in successfully
after which the device is wiped. The default is 4.

Passcode expiration in days (0-999): Enter the number of days after which the passcode expires. Valid values are 1-
999. The default is 0, which means the passcode never expires.

Passcode history: (1-24): Enter the number of used passcodes to save. Users are unable to use any passcode found in
this list. Valid values are 1-24. You must enter a number between 1 and 24 in this field.

Maximum inactivity before device lock in minutes (1-1200): Enter the length of time in minutes that a device can be
inactive before it is locked. Valid values are 1-1200. You must enter a number between 1 and 1200 in this field.

5. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

eployment Rules
Base Advanced
Deploy when All - conditions are met. New Rule
Device ownership - BYOD - &
T — 4___’
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1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.

¥ Deployment Rules

Advanced

AND
Device ownership BYOD

Device local encryption True

AMND OR NOT EDIT MNew Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

6. Click Next. The Passcode Policy assignment page appears.
7. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

XenMabile Dashboard ELEDTES Configure

Device Policies

Device Policy Device Policy N

This policy lets you
Q Deiery roup o receive app seignment

AllUsers

1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
08
Android
Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

g e e

8. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
3. If you click Later, click the calendar icon and then select the date and time for deployment.
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4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.

5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available for iOS devices.
Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all
platforms, except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF Y

9. Click Save.
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AT BAZE XenMobile HH 7N £ M UAIZEST I0S 6.0 SNE SERAMIRZISEL R HTTP RIFRE.

R HTTP (3H 5.

/7

RREASMEETE -T2

EE  ERENRE AT, BEF LR BERES R HTTP RIENFTH 0S W&RENRWE#HN., AXFAEE  BERER

Apple Configurator ¥ iOS & B T2 B,
1. £ XenMobile =HI&5F , BEHRLE > RE K., WA BREE KRR AME.

XenMobile ashboard Configure

Device Policies

Device Policies snow fier
™
Policy name Type Greated on Last updated on Status v

No results found.

’\/\/\/\

2. BERINANINHTIRRE . LR BRI SRS XHALE,

Add a New Policy

e or select a policy from the list Q Search

Passcode VPN Location Services =
Restrictions WiFi Terms & Conditions

* More

Network access Apps Security End user

APN App Lock AirPlay Mirroring

Gellular App Restrictions AirPrint

Personal Hotspot Contacts (CardDAV) Calendar (CalDav)

B App Inventory Credentials Font )

,_-35( e Support App Uninstall Kiosk LDAP 3

Roarming App Uninstall Restrictions Managed Domains MDM Options

Samsung Firewall Flles SCEP Mail

Tunnel Samsung Browser Samsung MDM License Key Organization Info

Custom Storage Encryption

Custom XML g Web Content Filter SBubscribed Calendars

Import iOS Profile Webclip XenMobile agent

Removal Worx Store Enterprise Hub B

Profile Removal XenMobile Options

XenMohile Lninstall
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3. B E %, RBEMEIRT , A, P B RATEREE UM,

XenMobile Dashboard Configure administrator

Device Policies

Proxy Policy Policy Information x

lets you configure a single

This policy is or i0S 6
1 Policy Info
Policy Name*
2 Platforms
Description
0S

3 Assignment

4. ERBSEFEF , MAMUTEE
1 REERHR : WNRBE R E B FR.
2. UBA ¢ SRR KRB AIEA.
5. BEHET—4H. W EIRIOS FAEERMH.

XenMobile Dashboard Configure administrator

Device Policies

Proxy Policy Policy Information x
This policy lets you configure a single, or global, HTTP prox
HTTR This policy is available for iOS 6 devices. You must al
1 Policy Info
Proxy configuration Manual -
2 Platforms
Host name or IP address for the proxy,
} i0s server

Port for the proxy server®
3 Assignment

User name
Password
Allow bypassing proxy to access OFF
captive networks
Policy Settings

Remove policy @ Select date

Duration until removal (in days)

E
Allow user to remove policy Always -
e . paa S

6. #£i0S FAEERAL , HAUTEER :
1 RIERE  BEFEmINREREEAFEEENEREAR. TRIE TEMNMMBEETRRNIER. S0 8ATTKTE
TRXS Y FIETUAANIE R (), el 2 ATk,

F3h Bz

ARIERFZFFWEN BT IP it
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AR S 2p0IRA =5 WA Gz -
B4 ¥ _
A Eps _
18 PAC URL _ Eps
ARVFFETCIEAIR] PAC BY B 55 _ x

2. AFERARIRROARFARBIMLE @ 3R 2 B VST IR RFIR L
7. FERBGRET |, MibRRRESED |, SdiEsF B Ak IRR AR G B AN (R).
8. MRHFEFAN , B E A MLER B ERFRE.
9. AR FBIRKRRES RS |, BRTIAR . FEEEIMATR,
10. FRATHEERY , £ Removal password (BERERD) i , BALFHED,

M

Policy Settings
Remove policy @ Select date

Duration until removal (in days)

—
=

Allow user to remove policy Always -

11 BE =2, WA ERAIERI BT,
12, EEFAAFN  BAUERIZNE | SEFIRTEE NS AN BRHNSRRENAE. ERNARREANATR
W FIFE P2y BorIaz A9 £R5 3.

XenMabile ashboard Configure

Device Policies

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Choose delivery Trpe to search Q Delivery groups lo receive app assignment
groups
2 Platforms Allusers Allsers
0s
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

g e
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13. BIFSETR , RRRENTRE
1 7ERRESSA , EFFRAUTRIERE | SRead XRABRIERRE . BOAEHUATE, RGEEX |, TRACEH M,
ERETRIFN , BERIEAE. BRAESUASE,
WMRBLFHE  FRTH AR, AJekEErE e B FedE.,
EMESRMFY , REFREERNSRATNY ZARMERBES . BIAETNSREE.
TFENIRA B RRERIESS Y |, AEFFEcc. BIAETUAX.
AR BAERE > RESBUTEE T ITREAHERANEN THOETUER. R BRERNERT 0S &&.
TR REMETXNAEFEHERE. ERMNESERTHEFE ML ERRERRERS , ERERT O0S,

vk wnN

¥ Deployment Schedule @

vepioy @D
Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

14, BERFMRFICRRE.
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1 Samsung KNOX 78 IEFE X R & TR B

May 05, 2016

AT RAZE XenMobile # 4y A2 345 SR B LA T A2 1 18] i) Samsung KNOX R & AT R HIARER . =] ABC & PR FR 2 AU A STHF

o B : FAMEM , KAIUEFSREAXRMSKERE (FIMALER) . EEETHRHRE. I5EHS (WFEHM CPUME
BE) | ERENRGIHRNEE.

o Sk : FAMLEM , MARUEREEHIRENFE , AFEEHHE (EXRATREEMINFHEAT) . EEARIIFAR
S5RPZEEL VolP &3, BEREURERAIIFARSHFZARIIIFIHESENINEE,

EE - EXHLRRE , MR TIAT REE

EERRIEF R EE XenMobile Remote Support N FFEFF.

RETEX N ARFRE. HXFEIMEE  ESAANERT Android N AR FFIBER % K.,
IRAETFFTAEE Samsung KNOX IEAE IR & 5K

[E Xt A PR &8 N FRFE FF BB I SCFF SR A Samsung KNOX JF2 ST iR .

1. 7£ XenMobile ZHas , BAEHECE > WERK. WA E/REERIETE.

XenMobile

Device Policies
Device Policies show fite
[

Policy name Type Greated on Last updated on Status v

’\/\/\/\

2. BEARINANANHTIRRE . BB BRI SRS XHAAE,
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Add a New Policy

Exchange

Scheduling

* More

Network access
APN

Cellular

Personal Hotspot

Proxy

Remol%%u pport
Roaming

Samsung Firewall
Tunnel

Custom
Custorm XML
Import i0S Profile
Removal

Profile Removal

Type or select a policy from the list Q Search

VPN ocation Serv =
WiFi Terms & Gonditions
Apps Security End user
App Access App Lock AirPlay Mirroring
App Aftributes App Restrictions AirPrint
ration Gontacts (CardDAV) Galendar (GalDav)
g Credentials Font |
App Uninstall Kiosk LDAP i
App Uninstall Restrictions Managed Domains MDM Options
Files SCEP Mail
Samsung Browser Samsung MDM License Key Organization Info
Sideloading Key Storage Encryption 380 Account
Web Gontent Filter Subscribed Galendars
XenMobile agent
Enterprise Hub
XenMobile Options M
5

¥enMobile Lninstall

3. B E %, RBFEMERT , BEEFEsiF. PR BI/RImF2 ST 5k M.

Xen

Device Policies

Remote Support
Policy

b 1 Policy Info
2 Platforms
Samsung KNOX

3 Assignmesnt

Configure Y administrator F

Policy Information x

This policy

ou enabl

remium remote support on Samsung KNOX device:

administrat

oubleshoot devices remotely.

Policy Name™

Description

4. TR EEERT , MAMTEER !
1 SREGRBFR : BNRREAIHER MR R,
2. B () BASRBEAEA.
5. BET—H. WA EBIR Samsung KNOX SE&{E 2T A,
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XenMobile Dashboard Manage Configure

Device Policies

Remote Support Policy Information

Policy This policy lets you enable premium remote support on Samsung KNOX devices to let

administrators troubleshoot devices remotely.

1 Folicy Info Remote support @ Basic remote support
Premium remote support

2 Platforms

Samsung KNOX » Deployment Rules

3 Assignment

6. £ Samsung KNOX FAEERMEL , HATEER :
1 EFEXHF | EREAERIFSERERE. ARBENERTRE .
7. BIFEREAMN , RREEUTRE : BHAER T BRERIER R,

eployment Rules
Base Advanced
Deploy when Al - conditions are met. Mew Fule
Device ownership - BYOD - &
S — I

1 fEMFIERT , BT AR E R E SR AR A,
1 ATRUEHRAEH R BT A R THRE SRR |, SRR R EERMIEIE R . AEHZ 2376,
2. BAEHTEANIDAE SR
3. BBk, Bt WR&EFTAAAI BYOD |, 40 EEIFTR.
4. MREAMES 54, EHRATFEAN, ERTURIMEZ ST,
2. BESHRERRAERARERA SN,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. BAMERE S SRM/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL LM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

8. Bl T—&. WK B REAEHFRIE AR,

AND OR NOT EDIT New Rule Delete

9. EEFMNAFY , BAUEHRZMNAE , SEFIRTFEF NS N RO ENECRBHAZNE, EFNARRERNRTE

W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Allsers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
S S e — e —

10. BIFMER , RRHEUTRE :

1 EREFA , BEIFROTRIERE | ST RMBAIERE. BOAEEUNTT. MREFEX , THECEHMIER.

2. FEREVTRIFZA , AEIIAEFHE. BOAEBTUAIRD.

3. R EBEIE , ERGBENE , AREEEER BRI E.

4. EMEFMFY , BESEREENTATRY 2 AT ERBE. BOANETCN SR ERE,

5. R R AREEERE S, AdgTER.  BOAESUA K.
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

11, BAHRFARTFLLRRE.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.392



PR 5 2 TR

May 05, 2016

AT ATE XenMobile FRMN—/ME R KM , PURSIA RS, FHl. FRENFRE LNOELThEsiFi. TAREEHATIUT
FAHNREIRFIKEE : iOS, Samsung SAFE, Windows 8.1 Tablet, Windows Phone 8.1 1 Amazon, &fF&aEE—HAE
HME , ANSCE ST TAA.

BrskEE RVFERR GBI PR R & LERELTIRE , SlaiAdl. SRR IRET LIRS, XEANBRRBIAE XA FEEB IR
RETR AN FFEFFRBURIIR B, RZHURBIRERIA I

i
. EEMBISNA RS - BHITRE , AINREEARE AR
—

BN ¢ ANSREEAEIER T , NEKER -

—

PATXIRIESAE FZZheE. B0

o ML, WMRIEEF , BT MERELRS LN, aRERX , BB TTiAEREEE LA

o FEIEMRER. MREEF  MRERAFATUERESE LR FERE. REEX , MREAFPTAERE LR FERER.

AR ¢ T IOS PRENEMUE R THERAM I0S (FEMFEA , XLRAKICRIE XenMobile #FHIAMIE L) . 14,
MRRFAA T2 E L, BNEEEBUEM. Fian , FakFELLE AirDrop BIZhEENIEETT I0S 7 RESRAHIRE L3
XFF, MAYFERELE R FRETIBEEETT I0S 5 RESMARKIR R LZXFF. FXH 0S REETZUEHANLIR 55
(& A Apple Configurator ¥ i0S R& B T IM B4R,

1. 7£ XenMobile #=H|ad , BREHERE > RE K. I ERRE R ITHE.

Dashboard Manage Configure

Device Policies showfiler -
Search Q
05
Policy name Type Created on Last updated on Status w
cellular network policy name Cellular 12/28A14 12:57 PM 12/30/14 12:58 PM
test cell network policy name Cellular 12/30/14 7-49 AM 12/3014 7:49 AM
rthnjrt Delete Application 12/31/14 7:39 AM 12/3114 7:39 AM

2. BRI, BRI SREE TUH.

Add a New Policy

Raﬁt{it:;icna
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3. BERE.
¥ BIRBRBIRMR S E I,

Xenh Manage Configure o

Device Policies

Restrictions Policy Policy Information x
This policy allows or restricts users from using certain features on their devices, such as the

camera. You can also set security restrictions, as well as restrictions on media content and on
b 1 Policy Info

certain types of apps users can and cannot install.
It i
2 Platforms Policy Name
0S Description

Samsung SAFE

Windows Phone 8.1
Windows 8.1 Tablet

Amazon

3 Assignment

4. ERBEEERT , BALTER !
1 RERAETR : AR ARIA ML TR,
2. YA - BRI A&,
5 FFEATE , EFERKN—IRESMFE. A, EUUERSMETFERNRBER. £ NENSEY , BHDERE
EHCAR , ATRFIABNINRE. BRIESEURE , BRBIARE RS AATRE,
o WRIEFIOS , AILAECEMNTRE -

Configure %, administrator F 3

Device Policies

Restrictions Policy Policy Information x
This pelicy allows or restricts users from using certain features on their devices, such as the

camera. You can also set security restrictions, as well as restrictions on media content and on

1 Policy Info certain types of apps users can and cannot install.
Allow hardware controls
2 Platforms
} i0S
FaceTime

Samsung SAFE
Screen shots

Windows Phone 8.1

Photo streams i0S 5.0+

Windows 8.1 Tablet
Shared photo streams 05 6.0+

Amazon

ABAB

Voice dialing

3 Assignment

£
L
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o TEAVFE TSI
#8H ; FaceTime
5 4PSI
Photo streams (BHiR) (F£i0S 5.0 RESRAFTA) .
Shared photo streams (£ZRHR) (#£i0S 6.0 RESBRATHA) .
EBERS
Siri :
o Allow while device is locked (R&BIERN )  BIHETRR B BIAEFRETKEEES B FEHE.
e Siriprofanity filter (S fRFESFILIER)  WILEREBIAREHIRESEH RIEE. BIAREARFILLD)

fE.
TN AR FF

o ERVHERNARERFY :
YouTube

iTunes Store

NARRFRNWER : A WXSEER iTunes B8 : (REBHERKEIAREF RS E EF I EIEHE (F£I0S50 RE
SRAFEH) . BIAREFRFIThEE,

Safari :
o Autofil (BzAR) : MU ERREZNAEFKRESEEILEF R IEE,
o RFHBRRVEES | B ERRBEIAREFRESEF EEAE. BIARE ARFIINEE.
o JGF JavaScript : IR B ERIALEF R SEEUHES B 1E1E,
o [HIFREED : BIHIEHTREBIAREPRETEF EIEAE, ZHAREFRBILLINEE.
X Cookie |, BAEHLATF Mz — -
o SR
o MR
o {SUAVAIR)IT Al s
AR AER .

o 1E WL - AT iCloud R4 :
SARYFIBIERS (7 10S 5.0 RESMRAT )
WEEY (F£10S 5.0 RESEAFA)
2iEN B3RS
iCloud 48R64% (7£10S 7.0 RESARAF A A)
o ERL -58HIF :
MmEEHEAMERK.
BIRITEIRER (#£10S 7.0 RESMRAFTA) BIAERX.
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EX AirPlay Bext Bt \IB1TRS (7 10S 7.0 RESARAF AT H) EHAE X,
o ERE - At :

BEZART{E SSLAEH (7£10S 5.0 REEMRAFTH) .

BENEREBEERE (FI0S 7.0 RESRATTR) .

HEIHEE N R REE N BRSO

EFEEN R AIEEE N AR S

BWILERIZZZE Apple

B3t Touch ID fi#4ik%& (#£10S 7.0 RESRAFTTH)

BUE MUK Passbook B4 (7£i0S 6.0 REShRAF )
RA (F£10S 8.0 REEMRAFTA)

ENRTEFFH iCloud R (7£10S 8.0 RESMRAF A )

AVERES S (1£10S 8.0 RESIRAFA)

iEHERBREWHIHERRE (1£10S 8.0 RESRAFAA)
o ENMERE - AT :

Spotlight i) Internet 45 (7£i0S 8.0 REShRAF )

BHRIIERNSIIRE (7£10S 80 RESRAFTH)

ALERRSI (7£10S 8.0 RESMRAFEH)

RREAEXH (F£10S 6.0 RESRAFTTA)

AirDrop (7£i0S 7.0 REShRAF )

iMessage (7£i0S 6.0 RESRAFATH)

Siri A FPAERNA (F£10S 7.0 RESRAFAA)

iBooks (£ i0S 6.0 RE ShRAFT]H)

ML FAFERF (#£10S 7.0 REEMRAFEH)

AL (£ 10S 6.0 RESIRAFEA)

o RINIFA : HUIET RS BOAEF IR SERE HE+ B IEAE.

o NI 1 BIHAETR B BOA GRS SE Hik R IEAE.
B FIRE (72105 7.0 RESRAT T H)

RN BREFFINNEHIERE (F£i0S 7.0 RESRASTTA)
B ERENGFERE (£i10S7.0 RESRASA)

53k Configurator EALECSS (£ i0S 7.0 RESRAFRTA)
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BN RFEFRGME ID : ENARFEHFT , ARSI AR,
o B2 -HYERBETER
BEHlFG (F£I0S 7.0 RESRAFEA)
B (F£10S 7.0 REERAPA )
R NE
o TERRIKINE - A -
MAE R, @R E iTunes U &k
iBooks FRFEMIMENZE (£i0S 6.0 RESRATH)
TERMX : EHFIRPHER/ X, AMENEE.
B BENTER —  AFHEREZ. AR, G PG, PG-13, R, NC-17 ; BUABEANARFTERE.

EATE : aElNERz— : AFERTaRATE. BEIEBMTE. TV-Y, TV-Y7, TV-G, TV-PG, TV-PGl4,
TV-MA ; BOAME AR E R TBERMTE.

AR : BETERZ — : AFTENARERF. BIENBREF. 4+, 9+, 12+ 8 17+ ; WAMBE ARG A N FAFE
Fr.

o MR %R Samsung SAFE , ATMECE A TIRE :

EE - FUNER{GE BT Samsung Mobile Device Management APl 4.0 Bk E SARAS ; XEEMARCHE (MDM 4.0 RE
EARA) .

XenMobile Dashboard Manage Configure

Device Policies

Restrictions Policy Policy Information x
This policy allows o ers from using certain features on their devices, such as the
X camera. You can alst curity restrictions, as well as restrictions on media content and on
1 Policy Info certain types of apps users can and cannot install.
Allow hardware conirols
2 Platforms
Factory reset @
[0
Settings changes m
Samsung SAFE
Windows Phone 8.1
Over The Air Upgrade @ @
Windows 8.1 Tablet
Background data m
Amazon
Camera m
3 Assignment
—

o FEAVFEAHESIF :
WEH®E
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FYRE
&4
B EPTHEATE (MDM 4.0 RESHRA)
fRa%E
8L
BY AR
HEZBAR (MDM 4.0 RESHRA)
Home 4#
EH
M E
NFC(E35)&E{Z) (MDM 4.0 RESHRA)
KIFFIR (MDM 4.0 RESRA)
AR
SDF&
BEEHSE (MDM 4.0 RESIRA)
SBeam (MDM 4.0 R EShRA)
SVoice (MDM 4.0 R ESHRA)
o EAVHMERNARFT :
)% 2%
YouTube
GooglePlay/Marketplace
#343E Google Play N FIf2FF
ZIE RSN AFEF (MDM 4.0 RESHRA)
o TEMLRT
Bluetooth ; &=
WiFi; BEgEHE, qifm (MDM 4.0 RESHRA)
M=
FHLLE LR
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VBT, BOAEAK.
RZ2EE
Android beam (MDM 4.0 RESiRA)
FHIZHM (MDM 4.0 RESHRA)
FHIIR (MDM 4.0 RESHRA)
ELIARS
RXRBIMB) : MARVFRFERERR MB 3. BAREAN O, FRERHINBE. (MDM 4.0 RESIRA)
RARSIMB) : AR FERERK MB 3. ZHAREAR O, RZREAMINEE. (MDM 4.0 RESKRAE)
ZARBIMB) : ARV AERK MB ¥, BAREAN O, FRERHINEE. (MDM 4.0 RESIRA)
o FERVFIT USB #HfEh :
A
EHAF
RBEEFMH
Kies Media Player
Mg =
o INE%EHE Windows Phone 8.1, ATUECEA TR E :

XenMobile Dashboard Manage Configure

Device Policies

Restrictions Policy Policy Information x
This policy allows or restricts users from using certain features on their devices, such as the
camera. You can also set security restrictions, as well as restrictions on media content and on

1 Policy Info certain types of apps users can and cannot install.
WiFi Settings
2 Platforms
Allow WiFi
0S

Allow Internet sharing
Samsung SAFE
Allow auto-connect to WiFi
} Windows Phone 8.1 Sense hotspots

Allow hotspot reportin
Windows 8.1 Tablet petrepering

ABABAA

Allow manual configuration
Amazon 9

Connectivity
3 Assignment

o £ WiFi{ZEED :
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FEVFER WiFi
ARHAFER Internet =
A EINEEES| WiFi BRYASR
AFRRING
ATFFHECE
o TEERTF :
AKFER NFC (E35i8(3)
FeVF{# R Bluetooth
AVFBE FHMLEER VPN
AV ET FALMKE R VPN
FVE{ER USB i%#%
AVFE BT MR B R 2
o FEBKFF :
FFE A Microsoft K P&
FFE Microsoft FFHb¢E
o TEFRT :
AR REREMIRS
TIREARE (BOARERX) .
AV Bing RGO ER
e fE System (RZE) # :
RV ERERER
RVFERERRS
AV AR
B BEUTHP—IORE : A, AWK, A, HEVBIEERRS,. BIARE .
o HEREMF
AFFHTEARIES
BRIREMEBARE AKX,
AR IR
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SV BRRER

VPR BN

S BIEFRIVASE

RV BN DB AN

FVFER Cortana

AL RERE

o FENV AR :

FSFIR R IR SE

FAFTFRN S i

FEVFE R Web ¥ 2517(A)
o fNR%EFE Windows 8.1tablet , AJABECEMU FRE :

XenhMabile

Device Policies

Restrictions Policy Policy Information x
ows estricts users from using certain features on their devices, such as the
camera. Yt S ty re: tions, as well as restrictions on media content and on
1 Policy Info rtain types of apps users can and install
Network
2 Platforms
Roaming data OFF
08
Security
Samsung SAFE User account control Always notify ~
Windows Phone 8.1 Enable Windows error reporting OFF
} Windows 8.1 Tablet Enable smart screen OFF
Amazon Other
Enterprise client sync product’s OFF
3 Assignment URL enable
Enterprise client sync product's
URL

o TEMLKH :
TRTEERE
o EREMH :

AP FES SRS, BENTHEP—RE  RREHN. BANNAREFEYR. BN ARFELAER). AR
B, BABREANNARIER,

JEH Windows &R &
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EREREAE
e Other (Hfth)
AV FRE S5 URL B
VR FIREES =R URL © BEAE A URL Hidit,
o NFREFE Amazon , FJUERCEMNFRE :

Xenlv ] Dz ard Manage Configure

Device Policies

Restrictions Policy Policy Information x
This policy allows or restricts users from using certain features on their devices, such as the

You can also as well as restrictions on media content and on

1 Policy Info certain types of apps users can and cannot install.
Allow hardware controls
2 Platforms
Factory reset m
0S
Profiles m
Samsung SAFE
Allow apps
Windows Phone 8.1 Non-Amazon Appstore apps m
Windows 8.1 Tablet Social networks m
} Amazon Network
Buetcotn (@D
3 Assignment
wirswich (@)
WiFi seftings m
Cellular data m
Roaming data m
Location services m
USB actions

» Deployment Rules

o FTEAVFREMHESIF
WEH T RE
e dis
o EAVERNARFF
3k Amazon Appstore v FAFE
HATRLE
o FEMLEH
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Bluetooth
WiFi FF 3%
WiFi iRE
FHRLR LR
=iz 87
ELLRS

o USBI%fE :

PRI

6. RITHBZEAN , REEETRE AR T BRERIER R,

Base

Deploy when

Device ownership

eployment Rules

All

BYOD

- conditions are met. New Rule

1 FEREBUERT , BTGt AR RE A B SR (R TA),

1 ATROESRFEN R BB SRR SR | e R RS RRE R . BIAEHmE2ED.
2. BT ALNIDAE &1

3. fESIERF , BRELRY , MRS FHTEAR BYOD |, 21 EEFTIR.
4. MRERMEL LM, EBRRBALTHEAN, ETRURMEEZMERH.
2. BESRIEMRME R A/RESA SR,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R B RSt
3. BAMERE S SRMA/REERAS, MEIRMAN,
1. 28 AND, ORI NOT,
2. HERRFIRT |, EFRRMBIMNFRFEA , ARREENNMNS (+) B &ARMEFRH,
FfER AT DUB S AT R A S, SRR SRR AE B St e B R AR L 5 45

3. MRBARMEL &M, EHRATHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahik&ER/MX ARG ARIER,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

7. RER— 1 EENFERNRER , B T—5 , BERSER@E.
8. FEEFAMNAFYA , MALERZMNA , SEFIRTPEFE—NBES N B HSERMEMTAH. ERNASREAMATE
W FFEFF 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you canfigure a profile for devices
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Allsers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
e e e e

9. RIFEPEITRI , ARBCEMUTRE :
1 EREFA , BEIFROTRIERE | ST RMBRIERE. BOAESUNTT. MRGEFX , THECEHMIER.
2. FERREVTRIE , BAESIRIERRESE., ROAETUASED,
3. RIS , ERGBENE , AREEEE R B IR E.
4. EMEFMFY , BESEREENTATRY 2 AT ERBE. BOANETCN SR ERE,
5. IR B AREEERE S, BAdgTER.  BOAEHUA K.
AR BERE > RESBHTEE TITREAEZRANEN THOESIER. HRBRERNERT oS &&.
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

10. BERIFRMRTFICRRE .
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A& T i0S Mg iinR & Rk

May 05, 2016

AJATE XenMobile R I—MRF R , LECETFER /7 I0S & LR B APES RIS,

Egi. R {UEAT i0S 5.0 RESRARIRE.
1. 7£ XenMobile =4 , BHACE > XEHKE, WA B REE K TME,

35

Xel
Device Policies
Device Policies snow fier
°
Policy name

Type

No results found.

Greated on

Configure

’\/\/\/\

2. BAERINANANETIRRE . U BRI SR XHALE,

Last updated on

Status v

Add a New Policy

Type or

Remote Support
Rc;Bing
Sartrsung Firewall

Custom
Custom XML

Import iOS Profile

Removal

Profile Removal

3. AR, RIEMKIRITE , AS

https://docs.citrix.com

App Uninstall Restrictions

Managed Domains

Files SCEP Mail
Tunnel Samsung Browse Samsung MDM License Key Organization Info
ing Encryption CCOU

Web Gontent Filter
XenMobile agent
Enterprise Hub

XenMobile Options

¥enMobile [ Ininstall

2.

T

Exchange VPN Location Services J=

Scheduling WiFi Terms & Conditions

* More

Network ace Apps Security End user

e App Access App Lock AirPlay Mirroring

. App Attributes App Restrictions AirPrint
App Gonfi Contacts (CardDAV] Calendar (CalDav

Personal Hotspot PP ' !

Proxy App Inventory Credentials Font |
App Uninstall Kiosk LDAP

MDM Options

Subscribed Galendars

BB R B 7R I8 T S SRS T
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XenMobile ashboarc Manage Configure

Device Policies

Roaming Policy Policy Information x
This policy lets you limit the device from using voice and data roaming. The policy applies to i0OS 5 and later devices.

1 Policy Info Policy Name*

2 Platforms Description

0S

3 Assignment

4. ERBEEFRF , HAMUTEE
1. SRERBFR © BENSRREAOFEAR MR FR.
2. R (FTIE) BSKBSHILEA.
5. BEHET—%H. WP EIRIOS FAEERMH.

XenMabile dashboard Manage Configure

Device Policies

Roaming Policy Policy Information x
This policy lets you limit the device from using voice and data roaming. The policy applies to iOS 5 and later devices.
1 Policy Info
Disable voice roaming OFF
2 Platforms
Disable data roaming OFF 08 50
oS

3 Assignment
¢ » Deployment Rules

6. f£i0S FAEERMEL , MIALTER !
1 ZREEEN  SRESEMEEEN. BRILERE , 2E3ZEAEIEEN. BAREANX , RRAFESIEIR.
2. BRMRIET  EEFEAZRKIEE. WETEEREFEBNTTH. WARENK , RRAFBIEET.

7. RIFEBEBAN , REREUTRE : BOAMEN T BREMIERR,

eployment Rules
Base Advanced
Deploy when All - conditions are met. New Rule
Device ownership - BYOD - &
T e — J

1 FEBE3UERT , BATE e AR RE A E SR (R [a),
1 ATRUERAE R BT A R TERE SRR |, SRAEH R EERMIEIE R, FAEHE 250,
2. BAEFEANIAE X545,
3. B3R, B, WREFTAAA BYOD |, 40 EEFTR.
4. MRERMES 5, EHRATFENN. ERTURIMEZ SRR,
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2. BISRERFAERARERA SN,

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R _ B R &tt.
3. B MERE S SRMA/REERAS, MEIRMAN,
1. B AND, OREENOT,
2. HERRFIRT , EFRRMBMNFTRFEM , ARREEENNMNS (+) B &ARMEFH.
FfEi AT DUB T AT R A S, SRR SRR A B St ek B R AR L 5 45

3. MRBARMEL KM, EHRBTHEMR,
RGBT | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX AR AKIE R,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

8. Bl T—&. WIREREHEERESERME.

AND OR NOT EDIT New Rule Delete

0. EEFMNAFY , BADUEHRZMNA , SESIRTFEF NS N RO ENECRBHAZNE, EENASRERNATE

W FFE PR 53 BorIaZ A 2R3 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy

This policy lets you configure a profile for devices.

Choose delivery | Type (o search Q

groups

1 Policy Info

2 Platforms Allusers

Delivery groups to receive app assignment

AllUsers

10. BIFMER , RRREUTRE :

1 EREFA , BEIFROTRIERE | ST RMBRIERE. BOAESUNTT. MRGEFRX , THECEHMIER.

2. FEREVTRIFZA , BTG, BIAETUALR.

3. RIS , ERGBENE , AREEEE R B IR E.

4. EMEFMFY , BESREEN AT Y 2 ATEERBE. BOANETCA IR ERE .

5. R R AREEERE S, AdgTER.  BOAESUA K.
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.
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EE  BENEIETRIM A AR, SRMNERERTHEFE , MAR ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

11, BAHRFARTFLLRRE.
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AIMERT i0S i) SCEP &% 56 1%

May 05, 2016

FIRBLREE , AT I0S WABCE AE R SIETEMPRN (SCEP) MSNIR SCEP IRFF/HRFIUET. MRFEMERED
XenMobile f PKI @£ SCEP IR &ITAPET , R AN EUEI AR PKI SUKH PKIRHFEFF. BXRFAMEE  FS R PKI

KK,

1. 7£ XenMobile =H| G , RELECE > & & K.

B B 7B 2 SR TR

XenMoabile Dashboard

Device Policies

Device Policies show filter
i
Policy name Type

No results found.

2. B,
e BIRAN ISR TUA .,

Configure

Created on Last updated on

,’\AM

Add a New Policy

Type or select a policy from the lis
Exchange Passcode
Scheduling Restrictions
v More

Network access
APN

Gellular

Personal Hotspot

Proxy

Roaming

: Files
Samsung Firewall

Custom
Gustomn XML
Import i0S Profile
Removal

Profile Removal

https://docs.citrix.com

App Uninstall

App Uninstall Restrictions

Samsung Browser

o g

VPN

Security

App Lock

App Restrictions
Contacts (CardDAV)
Gredentials

Kiosk

Managed Domains

Storage Encryption
Web Content Filter
XenMobile agent
Enterprise Hub

XenMobile Options

¥enMohile Lninstall

S{@
Salmsung MDM License Key

Location Services

Terms & Gonditions

End user
AirPlay Mirroring
AirPrint

Calendar (CalDav)
Font

LDAP

MDM Options

Mail

Organization Info

Subscribed Calendars

m
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http://docs.citrix.com/zh-cn/xenmobile/10/xmob-certificates/xmon-certificates-pki-entities.html

3. EAMFTRE AL , BHES , ReEReM T , #d SCEP,
BEBPR 7R SCEP SkIB{E /20U,

XenMobile Dashboard Manage

Device Policies

SCEP Policy Policy Information
This policy lets you create an Simple Certificate Enrollment Protocol (SCEP) profile to enable devices to obtain certificates from a Certificate Authority.
} 1 Policy Info Policy Name*
2 Platforms Description
i0s J

3 Assignment

4. ERBEEERT , WMANTER :
1 RERAETR : AR AL TR,
2. 3B () BEASRIEHIREA.
5 BEF—.
AR BIR I0S FA{EERE.

XenMobile Dashboard

Device Policies

SCEP Policy Policy Information
This policy lets you create an Simple Certificate Enroliment Protocol (SCEF) profile to enable devices to obtain certificates from a Certificate Authority.
1 Policy Info URL base*
2 Platforms Instance name*
} ios Subject X.500 name (RFC 2253)
3 Assignment Subject alternative names type None -
Maximum retries 3
Retry delay 10
Challenge password™*
Key size (bits) 1024 -
Use as digital signature OFF
Use for key encipherment OFF
SHA1/MDS fingerprint hexadecimal string)
Policy Settings
Remove policy @ Select date
Duration until remeval (in days)
S

6. 7£i0S FAEERAEL , MIAUTHEE :

1. URL [ : 48\ SCEP BRS-25(03tbh AE @i HTTP 8; HTTPS & 3% SCEP &R E. HRTRARSIEPRLELIER
(CSR) —#2 ki , AABEXMEFERTEASFEFTANK. BE , MRAFEEFEHR MR, NNZER
HTTPS R{RIFERD, WA RAEDHELER.

2. KHIBHR « BEN(TAT SCEP AR$-25FTRURANMFRI R, 620 , TRUE 2Bl example.org Mg . 21R CA ABFZ A CAIE
B, AT EREFEIRAA RIS, SRR ENFLIER.

3. f# & X.500 &#R (RFC 2253) : MARRA—RIISRAFRTT (OID) FHER X500 BHRAMFRREX. Hi
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0, /C=US/O=Apple Inc./CN=foo/1.2.5.3=bar ¥4&# 4 : [[["C", "US"]] [["O" "Apple Inc."1], .., [["1.2.5.3", "bar" ]11.
OID ] FRNAA MRS , FXANTHEA | ExR/AX (C), #ig (L), M (ST). 2R (0). ALR#Ef (OU) ALKk
24 (CN),
4. [FREREREHRER  £5)R+  , RERRLFRIA, SCEP R AIFEE Al EM R AR FRIER | TR CAMAERT
HHE. ATRFEETT. RFC 822 £FR. DNS Z#REK URI,
RAERKE AR FSASREREAFRERRER. ZAERN 3.
FRIER @A BRI s AER S REPUE BT RIE AN, ZRAMEA 10,
TUAER  MATEZERS. B RAEDLTLSIER.
TEAR/NGL) : 725105k |, B AR A EA R/ 1024 8Y 2048,  ZRIAMEA 1024,
REBFEL  FEERAEREPRERFEL. NMREAFEREBRBIERFESL |, NEEEHEAH CA IR
& , SCEP RF ¥ EFERAAIMER S ZIAZERE BT AR THE K.
10. ATHANE  EERBEHEPATREAME,. MRBFHFEEFEAR IR EMIERPEEMAAERIESIEEZ
BEAFAHITNE , REFDEELCREERERTRTEAME. BN, BIEERK.
11. SHA1/MD5 $840(+7S3tHIF R ) « nR CAER HTTP , NfE A FEBER 4t CAMEBHTEL , SRR EEMRBA T
A CANGRZB AT SEME.  ATIAMI A SHAL Bk MD5 $841 , B E Bk S NHE S,
7. FERBERET , MFRRRESSH |, BEEE B ASBRRATRE KA (R).
8. MRAHEE AW , EREH RS R AR E R,
9. EAVFRA IR ERS RS |, BEHIRR. FEREZMAR,
10. IRPHFREN , 7 Removal password (HilfFER) Fih , RALTHESD.

.\0.00.\'.0"5”

M

Policy Settings
Remove policy ¢ Select date

Duration until removal (in days)

—
=

Allow user to remove policy Always -

11 RIFERZEAN , AFEENTERE | BUAMER T BREMER .

eployment Rules

Base
Deploy when All - conditions are met New Rule

Device ownership - BYOD -

1 FEREBERT , BT Gei AR R A B SRmE (R TA),
1. AJRUGEHRAEH R FTA R AT R |, SEM R SR M EIE RN, ANERE 2.
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2. BEHEFNINAE L&A,

3. fEBIERF , AN ARFFTEAF BYOD |, N EEFTIR.

4. NRERMEBL LM | BERBTIEIN, ETRURMEEZ &M,
2. BEHSKIEHR AME BA/RIEBAEHN,

¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD

Device local encryption True

AMND OR NOT EDIT MNew Rule Delete

B BREARMER R RS,
3. BAIDME AR S SR AM/REERAS . JREZRINALL,
1 & AND, OREE NOT,
2. HERRFIRT | EFRRMBFNFT RS ARG ENNMNS (+) R EAFRMEFRS,
HfEl AT PUB IS AR A S, SRR SRR A B S A E A R AR L 2R 5

3. MREFMEL KM, BHRBTHEIN.
FEMRBIF | REFERULIE BYOD , REAMMEBLIA True , BahREER/HXARLAEEUATER.
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

12. BlF—. PR EIR SCEP SRA% M ECUE.
13, EEFEAATATY , BAERZMNAE , SEIIRFPEFE—DHS N B HSERMEMTAH. ERFROASREAMATE
W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

14, RIFEREITR , ARBCEMUTRE :
- FEMEFL , BEIFROTRIERE | SAERMAERRE. BOAEEUNTT. MRGEFEX , THECEHMIER.
- FERBEVTRIFSA , BAEAIRIEANE. BOAEBUASIED,
- IREBELAHE | FRTRAEAR , AJREFEE ) B ANEE,
. FERRELRMEA , REFIOERNRAEN Y ZAIMEERKE . IAEHCASFIGER,
- FENER BRRERIESA , BEITER. AR,
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

N -

v b w
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

15. BERIFRMRTFICRRE .
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Samsung MDM ¥ RJUE & 401% % SRt

May 05, 2016

XenMobile X334 B T Samsung for Enterprise (SAFE) #1 Samsung KNOX %kB&, SAFE B—/MRRAFRZRY , B BE 5%
WEEIRMBRRTRER NS IR TS MFIGIRINGE, Samsung KNOX BTFRIEREH Android & Atk {E R
SAFE 7RI K —FfiR IR 5.

PIBIE IR EBEZENE Samsung Enterprise License Management (ELM) #5433k f2 3 SAFE API , A REZRE SAFE SRR FIFR
#l, ESH Samsung KNOX APl , [&E8%& Samsung ELM 24R%h , B E(# F Samsung KNOX License Management System
(KLMS) M3k Samsung KNOX ¥ 8[3E., Samsung KLMS AFSahi& & EIRMRR A R B WHFNE |, DUFEHAEBER IR E L
#7& Samsung KNOX API, XL RIREMASAM Samsung $RER , Citrix 424,

B3 SAFE F Samsung KNOX API , IA4iBE Worx Home PAR Samsung ELM B4, TTRUBIKERE BIEKIMEZED
J3F3 SAFE API, #F% Samsung ELM Z2488F , ¥ Samsung MDM API a] FIH&E A True,

1. #£ XenMobile #ZHla , BHECE > R&RE, MW E SRR AME.

XenMabile Dashboard Manage

Device Policies

Device Policies showifite -
Search Q
05
Policy name Type Created on Last updaied on Staius ~
cellular network policy name Cellular 12/28A14 12:67 PM 12/30/14 12:68 PM
test cell network policy name Cellular 12/30/14 7:49 AM 12/30M14 7:49 AM
rthnjrt Delete Application 12/31/14 7:39 AM 12/3114 7:39 AM

2. BAERIOARADETIREE . BRI BRI KBS XHAAE,
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Add a New Policy

lect a policy from the list Q Search

Exchange VPN =
Scheduling Restrictions WiFi Terms & Conditions
* More
Apps Securi End user
Network access PP ity
APN App Access App Lock AirPlay Mirroring
ol App Aftributes App Restrictions AirPrint
Personal Hotspot App Gonfiguration Contacts (CardDAV) Calendar (CGalDav)
App Inventory Gredentials Font
App Uninstall Kiosk LDAP

Remote Support

App Uninstall Restrictions Managed Domains MDM Options
Roaming PP 9 P
Files SCEP Mail
Samsung Firewall
Tunnel Samsung Browser Samsung MDM License Key

Sideloading Storage Encryption

Custom

Custormn XML Signing Certificate Web Content Filter Subscribed Calendars
Import i0S Profile Wwebdlip XenMobile agent
Worx Store Enterprise Hub

Removal
Profile Removal XenMobile Options

Xenhobile LIninstall

Xenh e Das d Gonfigure

Device Policies

Samsung MDM Policy Information x
License Key PO'ICy This policy lets you generate a Samsung ELM license key.
Policy Name™
} 1 Policy Info
Description

2 Platforms
Samsung SAFE
Samsung KNOX

3 Assignment

™ T

4. ERBEEERT  MAUTESR
1 RERETR : AR AR TR,
2. A - SRR AT
5 BET—H. WK ERER-FARME,
EE R FAREERE |, BTG ELLTEPRS , BB LEE) Samsung SAFE FABCEHR.
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Xen

Device Policies

Samsung MDM
License Key Policy

1 Policy Info
2 Platforms
Samsung SAFE
Samsung KNOX

3 Assignment

6. FEFATE , EFEARILRIEMK Samsung F45.

o WNERI%EIE Samsung SAFE , 4T ELM ¥ A[iE 4R

BELR

XenMaobi

Device Policies

Samsung MDM
License Key Policy

1 Policy Info
2 Platforms
Samsung SAFE
Samsung KNOX

3 Assignment

Configure

Policy Information x
This policy lets you generate a Samsung ELM license key.

ELM license key* S{elm.license.key}

» Deployment Rules

BT H AR A BRI (B XA BB S LRI A,

Configure

Policy Information x
This policy lets you generate a Samsung ELM license key.

ELM license key* $(elm.license_key}

» Deployment Rules

o ZNRIEE Samsung KNOX , X4 KNOX Ve[ IER4A | VB 25 {2 KNOX FREE4A :

Xenh

Device Policies

Configure

Samsung MDM
License Key Policy

1 Policy Info
2 Platforms
Samsung SAFE
Samsung KNOX

3 Assignment

Policy Information x

This policy lets you generate a Samsung ELM license key.

E]

KNOX license key*

» Deployment Rules

7. RITEREAN , ARJRECENTRE | BUAER FBREAER .

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

, VEIAZE ${elmlicense key} DA AR ELM W RIER4R. WWFENVZE

p.420



eployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
Device ownership - BYOD - &
— o o

1 FEREBERT | BT Ger AR RE A B SRmE A TA),
1 ATRUGHRAE R BTA R AT ERE SR |, SEM R EE R M BEIE RN, ANEHE 25,
2. BAEHEANIDAE &1
3. FEBERYF , Bl IR EFTAAA BYOD |, 40 EEIFTR.
4. MREAMEZ HM , FHRBAGHEMRN, EATLIRIMER S W&,
2. BEESHRIERRAMEBA/RIERA SN,

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREARMIER R RS,
3. BRI MERES SRAA/REERAS, MEIRMAN,
1. B AND, ORI NOT,
2. HERRFIRT |, EFRRMBFNFT RS AREEENNMNS (+) B &ARMEFRS,
FfER AT DUB IS AR A S, SRR SRR AR B S A a A R AR L 2 45

3. MRBARMEL KM, EERBTHEMR,
FERRBIT | BEFARLIE BYOD , X&AMMELIA True , Bahix &ER/ X ARG ARIER.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. BMET—4H. WAIEIR Samsung MDM 4 B IF 4R 5k T .,

9. EEFMNAFY , BAUEHRZMNAE , SEFIRTFEF NS N RO ENECRBHAZNE, EFNARRERNRTE

W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy
This policy lets you canfigure a profile for devices
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
S S e — e —

10. BIFMER , RRHEUTRE :

1 EREFA , BEIFROTRIERE | ST RMBAIERE. BOAEEUNTT. MREFEX , THECEHMIER.

2. FEREVTRIFZA , AEIIAEFHE. BOAEBTUAIRD.
3. R EBEIE , ERGBENE , AREEEER BRI E.

4. EMEFMFY , BESEREENTATRY 2 AT ERBE. BOANETCN SR ERE,

5. R R AREEERE S, AdgTER.  BOAESUA K.

TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

p.422



TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

11, BAHRFARTFLLRRE.
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BN % IR

May 05, 2016

£ XenMobile A FFAEMNER B REE , UNERNERAFAEMSND 68 , FRIBRZMLLE A AR R & LERTEMEF.

AT ER T Samsung SAFE. Windows 8.1 Tablet 1 Android Sony R& (K, SNFABEE—ARNREMIE , XL
AT R VEAR A,

7EE 3T Samsung SAFE &% , fEECEILRIE 2T , FEHRIHEUATEK
o WIRAER FiR%E LR E FRESIE M.

o AFER&MACHKIERIRIBE 5T 80%.

o REMEMBEBFMFHERFFSHERD,

1. 7£ XenMobile #ZHG 5 , BAHECE > RE K. MR B/RIRE RIS .

XenMobile Dashboard

Device Policies show fite
™

Policy name Type Greated on Last updated on Status v

’\/\/\/\

2. BAERINANADHTIRRE . B BRI SR XHALE,
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Add a New Policy

Exchange

Scheduling

* More

Network access
APN

Cellular

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Gustom XML
Import iC3 Profile
Removal

Profile Removal

Xenl

Device Policies

Storage Encryption
Policy

b 1 Policy Info
2 Platforms
Samsung SAFE
Windows Phone 8.1

Android Sony

3 Assignment

Apps
App ACCess

App Attributes

App Gonfiguration

App Inventory

App Uninstall

App Uninstall Restrictions

Files

Samsung Brow

Sideloading Key

3igning GCertifi

ser

cate

y lets you encrypt

Policy Name*

Description

4. FERBIZEEERT , BALUTEE -
1 REEEFR | AKBE AR MR TR,
2. B BRRER AT IEER.

5. B N—5, AR EIRERRFETE.
AR REFAREMERE , IEFEELTEARE , &

6. £ FETH , EEERENKRNTE. MRAREXTE  BERTTREETHREMTA,
o HNR%EFE Samsung SAFE :

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

VPN

Security
App Lock

App Restrictions
Gontacts (CardDAV)
Gredentials

Kiosk

Managed Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web C-c{jer'. Filter

XenMobile agent
Enterprise Hub

<

Location Services

>

Terms & Conditions

End user
AirPlay Miroring
AirPrint

Galendar (GalDav)

Font

m

LDAP

MDM Options

Mail

Bubscribed Galendars

Y administrator Fy

B 5EF Samsung SAFE FARCETER.
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o MNENEREM  EFRAMER FRE _LRNEIFME. NEMFEEERENEMNERFMES. RAEATT.
o fNESNERTEAE | SRR AMER FRE _LASNREAE. BOAEATT.

XenMobile Configure

Device Policies

Storage Encryption Policy Information x
Policy This policy let:

s you encrypt stored date and prevent storage card usage depending on the device

platform. For Samsung SAFE devices, the Screen Lock option must also be set on the device in
order for this policy to work.
1 Policy Info .
Encrypt internal storage i
2 Platforms

Encrypt extemal storage m

Samsung SAFE
Windows Phone 8.1 » Deployment Rules
Android Sony

3 Assignment

o NER%E+* Windows Phone 8.1 :

o TREREME : EEETMERHERE. BAMEAK.
o BT | EREAMEIERFERRS HEREFMET. BAEAX.

XenMobile

Device Policies

Storage Encryption x
Policy
en Lock option must also be set on the device i

1 Policy Info

Require device encryption OFF
2 Platforms

Disable storage card OFF
Samsung SAFE
+ Windows Phone 8.1 » Deployment Rules

Android Sony

3 Assignment

o INREHE Android Sony , XITFINESMNIBAFME | EREBERPRE LMESNDEME. REMMEREIURTFN TR
SHES, RAMERTT.
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XenMobile

Device Policies

Policy

2 Platforms

Storage Encryption

1 Policy Info

Samsung SAFE
Windows Phone 8.1
} Android Sony

3 Assignment

ashboard Manage Configure

Policy Information

This policy lets you encrypt stored date and prevent storage card usage depending on the device

platform. For Samsung SAFE devices, the Screen Lock option must also be set on the device in

order for this policy to work.

Encrypt external storage @ W

» Deployment Rules

7. RITEREAN , ARJRECENTRE | BUAER FBREAMEmR .

Base Advance

Deploy when

Device ownership

eployment Rules

All

EYOD - &

- conditions are met. MNew Rule

1 FEREBERT | BTGt AR R AR B SRR A TA),

1 ATRUEHRAEH R BT A R THRE SRR |, SRR R EERMIRIE R . AEHE 256,

2. BT ANIDAE SR

3. Bk, B, R &EFTAAAI BYOD |, 40 EEFTR.

BB REAEEEMN, ERTURIMER SR,
2. BEHSRERRAERARERA SN,

4. MRERMEL 54

https://docs.citrix.com
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R B RSt
3. BAMERE S SRAA/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT |, EFRRMEMNFTRFEA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL &M, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahik&ER/MX ARG ARIE R,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. BEHET—4. MWEPKEIR Storage Encryption Policy (fEAEMNER%RE) HECRE.

9. MEFMNAFY , BADUEHRZMNEA , SESIRTEF NS N BEENECRBHARZNE, EFNASRERNATE

W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy
This policy lets you canfigure a profile for devices
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
S S e — e —

10. BIFHER , RRHEUTRE :

1 EREFA , BEIFROTRIERE | ST RMBRIERE. BOAESUNTT. MRGEFX , THECEHMIER.

2. FEREVTRIFZA , AEIIAEFHE. BOAEBTUAIRD.
3. R EBEIE , ERGENE , AREEEE R B IR E.

4. EMEFMFY , BESEREENTATRY 2 AT ERBE. BOANETCN SR ERE,

5. IR B AREEERE S, BAdgTER.  BOAEHUA K.

AR BERE > RESBUTEE TITREAEZRANEN THOESIER. HRBRERNERT 0S &&.
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R BEMIETRIM A AR, SMNERERTHEFE , MAR BRREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

11, BAHRFARTFLLRRE.
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WIMERT i0S M Web RAIR K505

May 05, 2016

AJRATE XenMobile FFRII— MR F R , BELEEER Apple B ST IEThRERMARINEIE 4 A EL BPRFFEIL R , 7 10S
*E_taq{cuu ’ “51 z

W& LT Web AE. HRIER{UERTRAREERAN I0S 7.0 RESHRAE. HXK 0SS REETXHE
584 F3 Apple Configurator % iOS RFE T X I EHER.,
1. 7£ XenMobile #ZH|G5H , AHECE > RE K. PR B/RIE RIS,

XenMabile ashboard Configure

Device Policies

Device Policies show fiter
o
Policy name Type Created on

No results found.

Last updated on

2. BERINANINETIRRE . R BRI SR XHALE,

Status

’\/\/\/\

3. BFEES , REARESMTE , i Web NATIES. WA E/R Web AT

https://docs.citrix.com

Add a New Policy
Type or select a policy from the list Q
Exchange Passcode VPN =
Scheduling Restrictions WiFi
v More
Network access Security End user
APN App Lock AirPlay Mirroring
Gellular App Restrictions AlrPrint
Personal Hotspot App Configuration Gontacts (GardDAV) Calendar (CalDav)
Prox App Inventory Gredentials Font )
Remote Suppor App Uninstall Kiosk LDAP 1
Roaming App Uninstall Restrictions Managed Domains MDM Options
S:—lﬂ‘s.-:g Firewall Flles SCEP Mail
Tunnel Samsung Browser Samsung MDM License Key Organization Info
Custom Storage Encryption 55
Custom XML Web mnten@ller Bubscribed Galendars
Import i0S Profile XenMobile agent
Removal Enterprise Hub i
Profile Removal XenMobile Options
¥enhMobile Lninstall -

SRS TUAE .
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http://docs.citrix.com/zh-cn/xenmobile/10/xmob-device-policy-wrapper/xmob-devices-supervisedmode-appleconfig.html

XenMabile Manage Configure

Device Policies

Web Content Filter Policy Information x
Policy This policy lets you whitelist and blacklist specific URLs. The policy is supported only on iOS 7 and later supervised
devices.
1 Policy Info Policy Name™
2 Platforms Description
0S
3 Assignment

4. ERBEEFRF , MAMUTEE
1. SRERBFR © BENSRRGAIFEAR MR FR.
2. A ¢ (FTIE) BASKBSHILEA.
5. BEHET—4H. WP EIRIOS FAEERMH.

Xen d \ Configure

Device Policies

Web Content Filter Policy Information x
Policy This policy lets you whitelist and blacklist specific URLs. The policy is supported only on iOS 7 and later supervised
devices.
1 Policy Info Filter type Built-in -
2 Platforms Web Content Filter
Auto filter enabled OFF
0Ss
Permitted URLs
3 Assignment Permitted URL [% Add
Blacklisted URLs
Blacklisted URL % Add
Bookmark Whitelist
Bookmark Whitslist
URL* Bookmark Folder Titlex % Ada
Policy Settings
Remove policy @ Select date

Duration until removal (in days)

mr

Allow user to remove policy Always -

» Deployment Rules

e e ™ T T e

6. 1 I0S FASERMEFH Filter type (ITUERAKEL) FIRF , PUTATIRIEZ — , RARRRATHEEA XFTEEmmd iz
BAE.
o RERANNETIEIFHKE.
o BHNEMECENETIERIE,
RCENET SRR
1 BEREmERE | EREEAER Apple KB SNTIEINRERAT Web it QEBBAEAREEHNNE. BIAMEAX.
2. VIR URL : R EBRBENTIERENXRI 2SR, REBRENTIEREANTTH |, HIIRFHTE 1AL ]
Aijila) , REBshidigs 2 A A,
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BT, KRPITUATHRME , 3 Web 3R INEIE 4 85

1. HIARVFARIE Web S5 URL, #ARIZE Web HBHERTIRAN http:// 5% httpsi//.
2. BEHRTEE Web SRR FEIR &8 |, B HEUBNRGFHSAR.
3. AERNNENNARFEESE M,
3. IR HK URL @ B3RP AT B 1AL SR L.
BEHRM , REPITLAUTIRE | B Web Sk R INEI B L B2

1 M NZERRIEA Web S5 s/ URL, DARFE Web HI3ERTIRAN http:// Bk https://.
2. BERIEH Web S RIRFRIR L HF | KA FHUBNREFLHSE S,
3. AERMMESN N ARFER SR M,
4. PEALH I FRPWIE RRRB SR RAARAE R
BEHERM , REPATLATIRE |, B Web b R NEIH&S

. URL : BIAERMNEIBLT K Web 3£ URL, MR7E Web HiBERTIRAN http:// 8% https://, BFER AETER,

. PR AT PEHRER. MRBHFERET , BEKRMEBABLER.

AR I\ Web sh R MR, 620 , 24 URL http://google.com i A\ “Google”,

. BEREE Web i REFRIRE BT | B GEEUANRFIEE A,

O RERINEB NN ARFEELRIZSR V.

FE  ZRRIAE Web 3R | R BAAREEASHIIRAT LR , AERTENNLERFAEER. A B REIAE
12, BB IR |, SR EEUERMRE SR,

BYREIA Web 3, BRBAAREEASHIIRMIT LS  RERTENHEEERNF. B3Ik  RARREREFUR
FERHFIFR , SRTHUEMRIFIIRAER.

u A W N R

5. 2EBR7 , TRNETIEHREE.
BCE Rt ieaR R
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Dashboard

Web Content Filter Policy Information x
Policy This policy lets you whitelist and blackiist specific URLS. The policy is supported only on iOS 7 and later supervised
1 Policy Info Filter type Plug-in -
2 Platforms Filter Name™
} 0S Identifier®
3 Assignment Service Address
User N
Pas:
Certific N =4
Fil bKt Traffi OFF
Filter Socket Traffi OFF
Gus D
Key value * Add
Policy Setting:
R ve pol Sel |
Dur: | I (in d;
|
Allow user to remove policy Always -

RS BIR NI IRRRE— R TR,

CFRRT IR AT IR IR S B AIRLE 1D,

. RSHBIE - MAFTIEAR AL,  BEUENELE 1P Hik, EHLEEL URL,

RAFP%  MARSHEERFE.

. S ARSI RT D,

DIEB : EYERF , BERATARRSBIEAFSHRNSMNED. BAMEAT.

. I33& WebKit fiE : FEERBLIR WebKit JiE.

ITiE Socket JE : EREBLIEEERETRE.

BENXHEE TR, SRERITRATIRME , M Web NIRRT AN B E XEUE

1 B4\ MABENES.

2. B : MABEXESNE.

3. BEREUREEE TS , B EIEAMRAFILE E X E4H.

4. AERMHE N ARFES LR IZLSR i,

HE  ERRIAERS  BREAESESSNIIRNITLERS  RARREANNLERAEER. AP BREIASTEE, 2
R ARERS IR , SR EUBERMR R ISR,

BRENARS  BREFEFEALENIIRNITLR AR ANKNEERNR. E8dK , RARRERFUREER
B33 , SR EEUBRMRIFSIRAEH.

7. FERBGRET |, MIbRRRESSD |, diEsE B AR AR G B AN ().

8. MR HBTEFAN , FaE A MLER B ARFRE.

9. AR FBIRRRES RS | BRTIAR . FEEEIMATR,

10. RBEFERRY , £ Removal password (HfRERD) 351 , AN TRIE,

O O N A WN R
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m

Policy Settings
Remove policy @ 3Select date

Duration until removal (in days)

Allow user to remove policy Always ~

11 RIFERZAN , ASFECENTERE | BOAME T BREAER .

eployment Rules
Base Advanced
Deploy when All - conditions are met. MNew Rule
Device ownership - BYOD - &
S m— I

1 fEtFRA |, BTG IARARE BB SRR AETTE)
1. AJRUERIEHE BB KRR E RS , SAEHEEERHRTIE RE. AEME LT,
2. BEFEMNPLE &M,
3. fE5IERF |, BE &M RZ AR BYOD |, tn EEFTIR.
4. MRERMBLZ LM |, BERATHEAN, EJLRIMEEZ M.
2. BEERERAE AR /RIEMA SRR,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R B RSt
3. BAMERE S SRAA/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT |, EFRRMEMNFTRFEA , AREEENNMNS (+) B &ARMEFRH,
FfER AT DUBT ST R A S, SRR SRR A B S A e B R AR L 2 45

3. MRBEARMEL &M, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahik&ER/MX ARG ARIE R,
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

12. B T—25. HRPHEER Web RAITIERESBCIUA.
13, EEFEAATATY , BAERZMNA , SEFIRFPEFE—DHS N B HSERMEMTE. EROABREAMATE
W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

14, RIFEREITR , ARBCEMUTRE :
- FEMEFL , BEIFROTRIERE | SAERMBERRE. BOAEEUNTT. MREFEX , THECEHMIER.
- FERBEVTRIFSA , BAEAIRIEANE. BOAEBUASIED,
- IREBELFHE  FRTRAEAR , AJRERFEE ) B ANEE,
. FERRERMTEA , REFIOERNRATN Y ZAIMEE RN, IAEECAFIGER,
- FENER BRRERIESA , BEITER. AR,
AR BERE > RESBHTEE TITREAEZRANEN THOESIER. HRBRERNERT oS &&.

N -

v b w
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

15. BERIFRMRTFICRRE .
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Samsung ¥ %2515 5 REE

May 05, 2016

AT RABIERIERF Samsung SAFE #1 Samsung KNOX 1&4&H] Samsung X425 4% 3R , PAE XA PRI &2 40T AE NS
2%, SRHBIA FHNE & T DAE RN ThEE. TS AN , el US A A JEE. Javascript, Cookie, B
PR TR DR BRAVEL S,

1. 7£ XenMobile Z=H G5 , BHECE > RE&RMK., PR B/RERIETE.

Configure

Device Policies

Device Policies showfilter — a
05
Policy name Type Created on Last updaied on Staius ~
cellular network policy name Cellular 12/29/14 12:57 PM 12/30/14 12:58 PM
test cell network policy name Cellular 12/30/14 7:49 AM 12/30/14 7:49 AM
rthnjrt Delete Application 12/31/14 7:39 AM 12/3114 7:39 AM

2. B INANADHTIREE . AR BRI SRS XHAAE,

Add a New Policy

jpe or select a policy from the list Q Search

Exchange Passcode VPN &
Bcheduling Restrictions WiFi

* More

Network access Apps End user

APN App Access AirPlay Mirroring

Cellular App Attributes AirPrint

Personal Hotspat App Configuration (GardDAV) Calendar (CalDav)

Proxy App Inventory Credentials Font |
Remote Support App Uninstall Kiosk LOAP

Roarming App Uninstall Restrictions Managed Domains MDM Options

Samsung Firewall Files SCEP Mail

Tunnel Samsung Browser Samsung MDM License Key Organization Info

Custom Sideloaditm Key Storage Encryption

Gustom XML g Certificate Web Gontent Filter Subscribed Galendars

Import i0S Profile XenMobile agent

Removal Worx Store Enterprise Hub ]
Profile Removal XenMobile Options

¥enMobile Lninstall
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3. B E %, RIGFENFRFEFTE , B Samsung MI%E=S,

XenMobile Dashboard

Configure

Device Policies

PEEDE B 7R Samsung 3% 28 SR Rg (S S TUH .

Samsung Browser Policy Information

Policy This policy lets you set rules for using the browser on Samsung devices.
Policy Name*

1 Policy Info
Description

2 Platforms

Samsung SAFE
Samsung KNOX

3 Assignment

4. ERBEEERT  MALUTEER
1 REEEFR - BARIEHHMR LR,
2. YA - BRI R,
5 BlT—H. HIPKERERK-FATM.
AR RRFANEEBRE , BN FEELTEHRE

Configure

SR HEES| Samsung SAFE FARCEEAR.

Samsung Browser Policy Information

» Deployment Rules

7. EFATE , EEERMK Samsung F&. MREREE—1FaE
1 ZANWES  EEERERFRE LA Samsung M eS., BRARE AR , RIRAFF S AN,

RELRE  BABE R TSR,
FRBEEN 1%

#* M Cookie : B Cookie,

.C“!-'".#.W!\’

PO"CY This policy lets you set rules for using the browser on Samsung devices.
Disable browser OFF
1 Policy Info
Disable pop-up OFF
2 Platforms
Disable Javascript OFF
} Samsung SAFE
Disable cookies OFF
Samsung KNOX
Disable autofill OFF
3 Assignment
Force fraud waming OFF

e g N S N M

BB EN RS ERRRETHE.
%A Javascript : iﬁ%x‘% BAVFIELN 28 E151T Javascript,

FHBIAR : Ji%% S AUV R B LI SRR 6 B SRR ThRE.
SRBBINRVEE S | AR AR VEM SRR Web 3k A2

nur&

8. RITHBEZEAMN , RREETRE : A T BRERIER R,

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

, BREATE , ARRELTRE :

SRk

p.440



eployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
Device ownership - BYOD - &
— o o

1 FEREBERT |, BTG AR RE A B SR (R TA),
1 ATRUGHRAE R BTA R AT ERE SR |, SEM R EE R M BEIE RN, ANEHE 25,
2. BAEHEANIDAE &1
3. FEBERYF , Bl IR EFTAAA BYOD |, 40 EEIFTR.
4. MREAME L FM , EHRAGHEMRN. EATLRIMER ST &4,
2. BEESHRIERRAMERA/RIERA SN,

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREARMIER R RS,
3. BRI MERES SRAA/REERAS, MEIRMAN,
1. B AND, ORI NOT,
2. HERRFIRT |, EFRRMBFNFT RS AREEENNMNS (+) B &AFRMEFRS,
FfER AT DUB IS AR A S, SRR SRR DA B St a A R AR L 2 45

3. MRBARMEL KM, EERBTHEMR,
FERRBIT | BEFARUIE BYOD , X&EAMMELIA True , Bahix &ER/MX ARG ARIER.
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

9. BMFET—4. HWEPKEBI/R Samsung X3 281% % Srg TUM.
10. TEEFAATATY , BAERZMNA , SEIIRFPEFE DSBS N B HSERMEMZTAE. EROABREAMATE
W FFE PR 53 BorIaZ A 2R3 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy x
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
— pe S R T ——

11 RIFEREVTR , AREENTERE
- FEMEFL , BEIFROTRIERE | SAERMBERRE. BOAEEUNTT. MREFEX , THECEHMIER.
- FERREVTRISA , BAEAIRIEANE. BOAEBUASIED,
- IREBELFHE  FRTRAEAR , AJRERFEE ) B ANEE,
. FERRELRMEA , REFOERNRATN Y ZAIMEERKE . FAEEASFGEER,
- FENER BRRERIESA , BEITER. AR,
TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.

N -

v b w

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.442



EE  BENEIETRIM A AR, SRMNERERTHEFE , MAR ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

12. BEARIFLMRFICRRE.
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A& AT Windows 8.1 Tablet IS NIZk T4RIR & Skl

May 05, 2016

{&8h XenMobile M , LATATE Windows 8.1 &% _EEBE KRR M Windows I R JEF MRHKN RFEF. FEFMEN
BREFNERE BRE  BAFEALE Windows AR JER AT AW AKN BREF. EEMENBREF , SEREZME
WEATNTAREOE |, AR BN AR FIERIHFRRE.

BIELRIE 2 BT, FERBUATEER -
o EMH=REL , FEEF Microsoft Volume Licensing Service Center (Microsoft #t&F AT fRZ0y) FREUH(SE
o WEARE , FEAREMB A R HSITRE

1. #£ XenMobile #ZHla , BHECE > W& RIEK B /R5 & RIS .

XenMabile Dashboard Manage Configure

Device Policies

Device Policies showiite -
Search Q
05

Policy name Type Created on Last updaied on Staius ~
cellular network policy name Cellular 12/28A14 12:67 PM 12/30/14 12:68 PM

test cell network policy name Cellular 12/30/14 7:49 AM 12/30M14 7:49 AM

rthnjrt Delete Application 12/31/14 7:39 AM 12/31/14 7:39 AM

h e — v

2. BRI, SRR B IR0 RS SEAE.
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https://www.microsoft.com/Licensing/servicecenter/default.aspx

Add a New Policy

Type or select a policy from the list

Exchange Passcode
Scheduling Restrictions
* More

Apps
Network access pp
APN
Cellular

Personal Hotspot

Proxy

Ren

Support
App Uninstall Restrictions
Roaming PP

Files
Samsung Firewall

Samsung Browser

Tunnel

Custom Sideloading Key
Custom XML signing Certnicate
Import iOS Profile Webclip

Removal Wore Stor

Profile Removal

3. BEE %, RRENARFTE , AEFMEREN. IR BRI A58 R .

Xe

Device Policies

Sideloading Key Policy Information

VPN

WiFi

Security
App Lock
App Restrictions

tacts (CardDAV)

Managed Domains

SCEP

Samsung MDM License K

Storage Encryption
Web Content Filter
XenMobile agent
Enterprise Hub

XenMobile Options

Xenhobile Lninstall

Configure

<

Location Services

Terms & Conditions

End user
AirPlay Mirroring
AjrPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info

o0 Account
) ACCOUNT

it}

[¢

Subscribed Calendars

administrator

PO“CY This policy lets you configure the product key for sideloading apps on Windows 8.1 devices.
Policy Name*

1 Policy Info
Description

2 Platforms

Windows 8.1 Tablet

3 Assignment

4. FERMASEERT , MALTEE -
1 RERBHR - BN RBR AR MR TR.
2. %R (FTIE) BEASKBEHIGLEA.
5. BT,

BEER# B IR Windows 8.1 Tablet A= SN,
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XenMobile

Device Policies

Sideloading Key

Policy

1 Policy Info

2 Platforms

Windows 8.1 Tablet

3 Assignment

6. ELEMATRE :

Policy Information x

This policy lets you configure the product key for sideloading apps on Windows 8.1 devices.

» Deployment Rules

Configure

Sideloading key*

Key activations®

License usage 0

1. EMEES - BEAM Microsoft L= 48] AR % DARE I Z INE 4.

2. EBMUE - BROCAEINERREA RN REAIE.

3. WFANEFERATEDR : XenMobile RIBFMAIFARBBHITEIE. TAFRULFE.
7. RIFHEAN , REHREUTRE : BUAERA T B/REMIERFE.

Deploy when

Device ownership

eployment Rules

Base Advanced

All

BYOD

- conditions are met. New Rule

1 FEBEBUERT , BTt AR RE A B SR (R TA),

1 ATROERRFER R BT B SRR SR , STEM R EE AR R . BIAEME2ED.
2. BEFEAMNAE X545,

3. fEFIERF , Bl aR&E AR BYOD |, 1 EEIFR.

4. MMRBRME L KM

BB REATEEAN, EATURIMEE LR,

2. BISRERFAERARERA SN,

https://docs.citrix.com
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

B BREAERMIER R bR St
3. BAMERE S SRM/REERAS, MEIRMAN,
1. B AND, OREE NOT,
2. HERRFIRT , EFRRMBIMNFRFA , AREEENNMNS (+) B &ARMEFRH,
FfEi AT DUB S AT R A S, AR SRR AE B St e B R AR L 5 45

3. MRBEARMEL LM, EHRBTHEMR,
FEHRBIF | BEFARUIE BYOD , REARMMELIA True , Bahix&ER/MX ARG ARIER,
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. Bl F—. UAPKERFSMEREAR S BCITM.

9. EEFMNAFY , BAUEHRZMNAE , SEFIRTFEF NS N RO ENECRBHAZNE, EFNARRERNRTE

W FFE PR 53 BorIaZ (2R 5 )R

XenMabile Dashboard Configure

Device Policies.

Device Policy Device Policy
This policy lets you configure a profile for devices.
1 Policy Info Ghoose delivery | 7o (o search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Allsers
0S
Android
i Phone 8
Windows 8.1 Tablet
| 3 Assignment
S S e — e —

10. BIFMER , RRHEUTRE :

1 EREFA , BEIFROTRIERE | ST RMBAIERE. BOAEEUNTT. MREFEX , THECEHMIER.

2. FEREVTRIFZA , AEIIAEFHE. BOAEBTUAIRD.
3. R EBEIE , ERGBENE , AREEEER BRI E.

4. EMEFMFY , BESEREENTATRY 2 AT ERBE. BOANETCN SR ERE,

5. R R AREEERE S, AdgTER.  BOAESUA K.

TR BERE > RESBUTEE TITREAEZRAMEN THOETUER. B BRERNERT oS &&.
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TR BEMEIETRIM A AR, SHMNERERTHEFE , AL ERAREREERS , ©RERT I0S,

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF W
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XenM( Dashboard Vianage Configute

Device Policies

Device Policies snow fiter

&1

No results found.

Policy name Type Created on Last updated on

administrator

Search

Status

T ~—, —” ™

Add a New Policy

Type or select a policy from the list

Exchange Passcode VPN

Scheduling Restrictions WiFi

* More

Network access Apps Security

APN App Access App Lock

Cellular App Attributes App Restrictions
Personal Hotspot App Configuration Contacts (CardDAY)
Proxy App Inventory Credentials

Remote Support App Uninstall Kiosk

Roarming App Uninstall R ctions Managed Domains
Samsung Fir Flles SCEP

Tunnel Samsung Browser Samsung MDM Licen
Custom Sideloading Key Storage Encryption
Custom XML Signing Gemii@e Web Gontent Filter

bclip XenMobile agent

Import 108 Profile
x Store Enterprise Hub

Removal

Profile Removal XenMobile Options

Aanknbila Lininstall

https://docs.citrix.com

Location Sel

Terms & Conditions

End user
AirPlay Mirroring
AirPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info
S80 Account

Subscribed Galendars

m
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Xent

Device Policies

Signing Certificate
Policy

1 Policy Info
2 Platforms
Windows 8.1 Tablet

3 Assignment

Xenl

Device Policies

Signing Certificate
Policy

1 Policy Info
2 Platforms
Windows 8.1 Tablst

3 Assignment

Policy Information x
This policy lets you add the signing certificate that was used to sign an APPX file compatible with Windows 8.1 and later.

Policy Information x

Thig policy lets you add the signing certificate that was used to sign an APPX file compatible with Windows 8.1 and later.

» Deployment Rules

Configure

Policy Name*

Description

Configure administrator

signing certificate™

Password™*

Base Advanced

Deploy when

Device ownership

All

me————

eployment Rules

BYOD

- conditions are met. New Rule

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.451



¥ Deployment Rules

Basze Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT New Rule Delete

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.452



¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

administrator

Configure

XenMoabile Dashboard

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Q EE -
W . Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—mg—
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¥ Deployment Schedule @

ooy @D

Deployment Schedule @ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

[i0)]

Deploy for always-on connections OFF
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XenMobile d Configure

Device Policies

Device Policies snow fier
™

Policy name Type Greated on Last updated on Status v

No results found.

T T, —” ™

Add a New Policy

Type or select a policy from the list Q

Exchange VBN Location Services

Terms & Conditions

Scheduling

» More
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XenMol Configure b administrator F3
Device Policies
VPN Policy Policy Information
This policy lets you configure a VPN connection to provide a device-level encrypted connection to the intranet.
} 1 Policy Info Policy Name*
2 Platforms Description
0s

Android

Samsung SAFE

Samsung KNOX
Windows 8.1 Tablet

Amazon

3 Assignment
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Xen! 3 Configure

Device Policies

VPN Policy Policy Information x
This policy lets you configure a VPN connection to provide a device-level encrypted connection to

the intranet.

1 Policy Info
Connection name

2 Platforms

Connection type L2TP o
} 08
@ Password authentication
Android RSA SecurelD authentication
Samsung SAFE Authentication password
Samsung KNOX Password authentication OFF
Windows 8.1 Tablet Send all trafiic OFF
Amazon Per-app VPN
pp
Enable per-app VPN OFF 105 7.0x
3 Assignment
Safari domains
Domain#* [+ Add
Custom XML
Custom parameters
Parameter name+* Value [+ Add
Proxy
Proxy configuration None -

Policy Seitings
Remove policy @ Select date

Duration until removal (in days)
=]

Allow user to remove policy Always -

» Deployment Rules
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/,/‘(—W

Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always -
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Xen i d Configure

Device Policies

VPN Policy Policy Information X
This policy lets you configure a VPN connection to provide a device-level encrypted connection to

the intranet.

1 Policy Info i
Gisco AnyConnect VPN
2 Platforms Gonnection name™
i0s Server name or IP address®
} Android Backup VPN server
Samsung SAFE User group
Samsung KNOX Identity credential None 7
Windows 8.1 Tablet Trusted Networks
Automatic VPM policy
Amazon m
Trusted network policy Disconnect 7

3 Assignment
Trusted networks

Untrusted network policy Connect v

Trusted domains

Domain % Add
Trusted servers
ELEE 0% Ada

» Deployment Rules

el i
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VPN Policy

1 Policy Info
2 Platforms

i0s

<]

Android

< ]

Samsung SAFE

q_
(<]

< ]

Samsung KNOX

Windows 8.1 Tablet

<]

< ]

Amazon

3 Assignment

https://docs.citrix.com

Configure

Policy Information

This policy lets you configure a VPN connection to provide a device-level encrypted connection to

the intranet.

Connection name*
GConnection type

Host name*®
Enable backup server
User name
Password
Group name
IPsec group 1D type
IKE version
Authentication method
Identity credential
GA certificate
Enable dead peer detection
Enable default route
Enable smartcard authentication
Enable user authentication
Enable mobile option

Diffie-Hellman group value (key
strength)

IKE Phase 1 key exchange mode

Perfect forward secrecy (PFS)
value

Split tunnel type

SuiteB Type

Forward routes

Forward route

Forward route

» Deployment Rules

© 1999-2017 Citrix Systems, Inc. All rights reserved.

Enterprise

OFF

Default

IKEv1

Certificate

None

Select certificate

OFF

OFF

OFF

OFF

OFF

Main

OFF

GCM-128

0% Add
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XenM

Device Policies

VPN Policy

1 Policy Info
2 Platforms

i0s

<]

Android

<]

<]

Samsung SAFE

Samsung KNOX

_,_
<]

<]

Windows 8.1 Tablet

Amazon

<]

3 Assignment

https://docs.citrix.com

Configure

Policy Information

This policy lets you configure a VPN connection to provide a device-level encrypted connection to

the intranet.

Gonnection name™*

Host name™

Enable backup server

User name

Password

Group name

IPsec group ID type

IKE version

Authentication method
Identity credential

CA certificate

Enable dead peer detection
Enable default route

Enable smartcard authentication
Enable user authentication
Enable mobile option

Diffie-Hellman group value (key
strength)

IKE Phase 1 key exchange mode

Perfect forward secrecy (PFS)
value

Split tunnel type

SuiteB Type

Forward routes

Forward route

Forward route

» Deployment Rules

© 1999-2017 Citrix Systems, Inc. All rights reserved.

OFF

Default

IKEv2

Gertificate

None

Select certificate

OFF

OFF

OFF

OFF

OFF

Main

OFF

GCM-128

04 Add

e )

p.469



https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.470



Xen! i Configure % admimstator &

Device Policies

VPN Policy Policy Information x

This policy lets you configure a VPN connection to provide a device-level encrypted connection to

the infranet.

1 Policy Info
Gonnection name™*
2 Platforms
Connection type Gheck Point =
i0S
Server address
Android
Remember credential OFF
Samsung SAFE
Split tunneling OFF
Samsung KNOX
i Idle connection lifetime (seconds)*
Windows 8.1 Tablet
@ A DNS suffix*
@ Amazon
3 Assi t Automatically start connections OFF
Assignmen
DNS server®
Client app ID*

Checkpoint port*

Checkpoint name*

Checkpoint timeout®
Enable single sign-on OFF

Enable network optimization OFF

» Deployment Rules

e
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Xenl A Configure % administrator A

Device Policies

VPN Policy Policy Information x
This policy lets you configure a VPN connection to provide a device-level encrypted connection to the
intranet.

1 Policy Info

Gonnection name™

2 Platforms

Gonnection type L2TP PSK 7
i0S
Server address™
Android
User name
Samsung SAFE
Password
Samsung KNOX
L2TP Secret

a

Windows 8.1 Tablet

IPSec Identifier
Amazon

_._
a

. IPSec pre-shared ke)
3 Assignment o v
DNS search domains

DNS servers

Forwarding routes

» Deployment Rules

e e S
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Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.

i Type to searc) Searc i i i
Choose delivery 'ype to search Q Delivery groups to receive app assignment
groups

Device Policy

1 Policy Info

2 Platforms Allusers AllUsers

i0S
Android
Windows Phone 8.1
Windows 8.1 Tablet

} 3 Assignment

—

¥ Deployment Schedule @

ooy @D

Deployment Schedule @ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

;\:L.I

Deploy for always-on connections OFF
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XenMobile ashboard Vianage Configure

Device Poliies

Device Policies showiiter -
Search Q
(&1

Policy name Type Greated on Last updated on Status v

No results found.

,’\W

Add a New Policy

Type or select a policy from the list Q Search

Exchange Passcode VPN Location Services
Scheduling Restrictions W{figi Terms & Gonditions
» More
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XenM Dashboard Configure A administratos F3

Device Palicies

WiFi Policy Policy Information x

This policy lets you configure a WiFi profile for devices.

} 1 Policy Info Policy Name™*
2 Platforms Description
i0S
Android

Windows Phone 8.1
Windows 8.1 Tablet

3 Assignment
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Xen Configure

Device Policies

WiFi Policy Policy Information

This policy lets you configure a WiFi profile for devices.

1 Policy Info Network type Standard -
2 Platforms Network Name* @
} i0S Hidden network (Enable if network is OFF
open or off)
Android

Aute Join (automatically join this wireless m

network)
Windows Phone 8.1
Security type None <
Windows 8.1 Tablet
Proxy server settings
3 Assignment Proxy configuration None =~
Policy Settings
Remove policy & Select date
Duration until removal (in days)
=
Allow USEr to remove policy Always <

» Deployment Rules
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M

Policy Settings
Remove policy @ 3Select date

Duration until removal (in days)

—
=

Allow user to remove policy Always -

Xenlv Configure X\ administrator F3
Device Policies
WiFi Policy Policy Information x
This policy lets you configure a WiFi profile for devices.
1 Policy Info Network Name* * ¥
2 Platforms Authentication 802.1x EAP -
i0s Encryption WEP -
} Android Password *
Windows Phone 8.1 Authentication phase 2 None -
2 Wi i
@ Windows 8.1 Tablet enity
3 Assignment
Anonymous
GA certificate Select certificate &7
Identity credential None <
Hidden network (Enable if network is OFF
open or off)

» Deployment Rules
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XenMabile Dashboard

Configure admnistrator

Device Policies

WiFi Policy Policy Information x
Thizg policy lets you configure a WiFi profile for devices.
1 Policy Info
&
Network Name™ @
2 Platforms
Authentication Open -
i0s
Android Connect if hidden OFF
Windows Phone 8.1 Connect automatically OFF
. P settil
Windows 8.1 Tablet oy senver setiings

Haost name or IP address
3 Assignment

» Deployment Rules
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Xen Ja S Configure

Device Policies

WiFi Policy Policy Information x

This policy lets you configure a WiFi profile for devices.

1 Policy Info Name
2 Platforms Network Name™ @
i0S Authentication Open -
Android Hidden network (Enable if netwaork is OFF
open or off)
Windows Phone 8.1
Connect automatically OFF

} Windows 8.1 Tablet

3 Assignment » Deployment Rules
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XenMobile

Device Policies

Device Policy

This policy lets you configure a profile for devices.

Device Policy

Ghoose delivery Type to search

1 Policy Info
groups

2 Platforms AllUsers
i0S

Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

Q Detvery groups to receive app assignment

Allusers

¥ Deployment Schedule @
Deploy

Deployment Schedule

Deployment condition

Deploy for always-on connections

https://docs.citrix.com

e i D

@ HNow

Later

@ On every connection

Only when previous deployment has failed

)]

OFF

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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XenMoabile ashboard Manage Configure

Device Policies

Device Policies show fiter -
Search Q

(&1
Status ~

Policy name Type Created on Last updated on

No results found.

N~ —™ ™

Add a New Policy

Type or select a policy from the list Q Search

Exchange Passcode VPN ocation Services
Scheduling Restrictions WiFi Terms %)ondilions

» More
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Xen ile d A Configure

Device Policies

Terms & Conditions Policy Information X
Policy This policy lets you upload your own Terms & Conditions PDF file in a preferred language for users

to view and accept on their devices. You can upload PDF files in additional languages as well.

b 1 Policy Info Policy Name™
2 Platforms Description
All Platforms

3 Assignment

Xen| : Configure

Device Policies

Terms & Conditions Policy Information x

PO“CY This policy lets you upload your own Terms & Gonditions PDF file in a preferred language for users

to view and accept on their devices. You can upload PDF files in additional languages as well.

Browse

Default Terms & Gonditions PDF OFF

1 Policy Info File to be imported
2 Platforms
All Platforms

3 Assignment

eployment Rules

Base Advanced
Deploy when All - conditions are met. New Rule

Device ownership - BYOD - &
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¥ Deployment Rules

Basze Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

administrator

Configure

XenMoabile Dashboard

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Q EE -
W . Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—mg—
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¥ Deployment Schedule @

ooy @D

Deployment Schedule @ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

[i0)]

Deploy for always-on connections OFF
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Xenlv

Device Policies

Device Policies showiiter

+

-
o
a

Policy name

cellular network policy name

test cell network policy name

rthnjrt

Type

Cellular

Gellular

Delete Application

Configure

Created on

12/20/14 12:57 PM

12/30/14 7:49 AM

12/31/14 7:39 AM

Last updated on

12/30/14 12:58 PM

12/30/14 7:49 AM

12/31/14 7:39 AM

administrator

A

Base Advanced
Deploy when

Device ownership -

All

BYOD -

e

conditions are met.

New Rule

Status

eployment Rules

https://docs.citrix.com
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¥ Deployment Rules

Basze Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

administrator

Configure

XenMoabile Dashboard

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Q EE -
W . Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—mg—
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¥ Deployment Schedule @

ooy @D

Deployment Schedule @ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

[i0)]

Deploy for always-on connections OFF
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Xenl\ e ashboard Manage Configure administrator

Device Policies

Device Policies showfiter

@

Add

Policy name Type Created on Last updated on status v

No results found.

™™, —™ ™

Add a New Policy

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Custom XML
Import i0S Profile
Removal

Profile Removal

https://docs.citrix.com

App Configuration

App Inventory

App Uninstall

App Uninstall Restrictions
Files

Samsung Browser
Sideloading Key

Signing Certificate
Webclip

Worx Store

© 1999-2017 Citrix Systems, Inc. All rights reserved.

Gontacts (CardDAV)
Credentials

Kiosk

Managed Domains

SCEF

Samsung MDM License Key

Storage Encryption
Web Gontent Filter
XenMobile agent

Enterprise Hub

XenMoD\Ie{ﬁpt\ons
XenMobile

ninstall

Calendar (GalDav)
Font

LDAP

MDM Options
Mail

Organization Info
580 Account

Subscribed Calendars

Type or select a policy from the fist Q
Scheduling Restrictions WiFi Terms & Gonditions B
* More
Apps Securi End user
Network access pp ity
e App Access App Lock AirPlay Mirroring
A Attributes A Restrictions AlrPrint
Gellular e e

m
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Xen I Configure

Device Policies

XenMobile Options Policy Information x
PO“CY This policy lets you configure parameters for connections to XenMobile on Android and Symbian devices.
Policy Name*
} 1 Policy Info
Description
2 Platforms
Android
Symbian
3 Assignment
/\ — —

Xen

Configure b administr

Device Policies

XenMobile Options Policy Information

PO“CY This policy lets you configure parameters for connections to XenMobile on Android and Symbian devices.

Device agent configuration

1 Policy Info Traybar notification - hide traybar icon OFF
2 Platforms Gonnection time-out{s)* 20
} Android Keep-alive intarval(s)* 120
Symbian Remote support
Prompt the user before allowing remote OFF
3 Assignment control
Before a file fransfer Do not wam the user -

» Deployment Rules
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Xenl

Device Policies

XenMobile Options
Policy

1 Palicy Info
2 Platforms

Android
Symbian

3 Assignment

Configure

Policy Information

This policy lets you configure parameters for connections to XenMobile on Android and Symbian devices.
Device agent configuration

Gonnection time-out(s)* 20

Keep-alive interval(s)® 120

» Deployment Rules

Device Policies.

Device Policy

1 Policy Info

2 Platforms

i0s
Android
Windows Phone 8.1
Windows 8.1 Tablet

} 3 Assignment

Device Policy

This policy lets you configure a profile for devices.

administrator

Configure

Choose delivery Type to search Q Delivery groups to receive app assignment
groups
Allsere Alusers

—a—

https://docs.citrix.com
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¥ Deployment Schedule @

ooy @D

Deployment Schedule @ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

[i0)]

Deploy for always-on connections OFF
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XenMo ashboard Y > Configure administrator

Device Policies

Device Policies show fiter -
Search Q

)

»

Policy name Type Created on Last updated on Status v

No results found.

T ~—, —” ™

Add a New Policy

Type or select a poll

from the list Q Search

Scheduling Restrictions WiFi Terms & Gonditions -
~ More B
Network access Apps Security End user
APN App AGGess App Lock AirPlay Mirroring
Cellular App Attributes App Restrictions AirPrint
Personal Hotspot App Configuration Contacts (CardDAY) Calendar (CalDav)
Proxy App Inventory Credentials Font
F{emfct& Support App Uninstall Fiosk LDAP
Roarming App Uninstall Restrictions Managed Domains MDM Options |
Samsung Firewall Flles SCEP Mail
Tunnel Samsung Browsar Samsung MDM Licenss Key Organization Info
Custom Sideloading Key Storage Encryption 580 Account
Custom XML Signing Certificate Web Gontent Filter Subscribed Calendars
Import i0S Profile Webclip XenMobile agent
Removal Worx Store Enterprise Hub
Profile Removal XenMobile Options
XenMobile Uninstall
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Xe nboard ana Configure

Device Policies

XenMobile Uninstall  Policy Information *
Policy This policy lets you choose to uninstall XenMobile from Android devices upon deployment of the
policy.
b 1 Policy Info Policy Name™
2 Platforms Description
Android
3 Assi%nmem

Xen Configure ¥ administrator F A

Device Policies

XenMobile Uninstall ~ Policy Information

P°|icy This policy lets you choose to uninstall XenMobile from Android devices upon deployment of the
policy.

1 Policy Info Uninstall XenMobile from devices OFF "7"

2 Platforms

» Deployment Rules
} Android

3 Assignment

eployment Rules
Base Advanced
Deploy when All hd conditions are met. New Rule
Device ownership - BYOD - &
T — R
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¥ Deployment Rules

Basze Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

administrator

Configure

XenMoabile Dashboard

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Q EE -
W . Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—mg—
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¥ Deployment Schedule @

ooy @D

Deployment Schedule @ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

[i0)]

Deploy for always-on connections OFF
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Apps  Show filter

I | &

Add Category

lcon App Name

GoTo Meeting

Showing 1 -1 of 1 items

PRN0N FRFE P25

https://docs.citrix.com

Dashboard

Type

Manage Gonfigure A administrator &

Category Greated On Last Updated Disable R

App Store App Personal apps 1/716 11:28 AM 1/7A16 11:28 AM
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Apps show ilter

4 | &
Add Category
Categories

Add and manage categories in which apps will appear in your Worx Store.
After =electing an app or apps in the Apps list. here you can sslect the

categories in which the app{=s) appear.

Defauli
‘ Enterprizs Apps
AppPS Showfilter
& S S
Add Edit Dizable Category
I leon App Namea Type
| & WEIS Epp Nams Web Link

enterprizel Enterprize

https://docs.citrix.com

1/165/15 8:48 AM

Last Updatsd

1/14M5 8:53 AM

1715715 B:48 AM
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AppPS  Showfilier

& =] o
Add Categorny Delate
I lcon App Name Type Categorny
| & WEZS 2pp nams Wb Link Default

anterprisel

Enterprise

1 App Information

2 Platform

03

Android
Samsung KNOX
Windows Phone
Windows Tablet

3 Approvals {optional)

4 Delivery Group Assignments
(optional)

AppS  Showfilter

leon App Nama

| & WIS Spp Nams

| enterprizsl

https://docs.citrix.com

Enterprize Default

Configure

App Information

Description

App eategory

Type Category

Web Link Dafault

Enterprizs Enterprizs App=

© 1999-2017 Citrix Systems, Inc. All rights reserved.

Created On

1114115 8:38 AM

1/15/15 8:48 AM

Last Updated Dizable L

171415 8:53 AM

1715715 B:48 AM

x
anterpnzst @
Defauilt, Enterpries Apps -
Default
Enterprize Apps:
Ssarch Q
Created On La=zt Updated Dizable W

11415 8:38 AM 11415 8:53 AM

1155 8:48 AM 11815 12:40 PM
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Apps show ilter

4 | &
Add Category

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps.

MDX

Apps wrapped with the MDX Toolkit to include app policies. You can deploy
MDX apps obtained from intemal and public stores.

Example: WorxMail

Public App Store

Free or paid apps available in a public app store, such as iTunes or Google
Play, for download.

Example: GoToMeeting

Web & SaaS

Apps accessed from an intemal network (Web apps) or over a public network
(SaaS). You can create your own apps or choose from a set of app
connectors for single sign-on authentication to web apps.

Example: GoogleApps_SAML

Enterprise

Native apps not wrapped with the MDX Toolkit and that do not contain the
policies found in MDX apps.

Example: Quick-iLaunch

Web Link

A Web address (URL) to a public or private site or to a Web app that doesn't
require single sign-on

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Configure X\ administrator F 3

App Information

} 1 App Information

&

Name*
2 Platform
Description @
i0S
Android
Windows Phone App category Default o

3 Approvals (optional)

4 Delivery Group Assignments
(optional)

MDX Android MDX App x
1 App Information Select an .mdx file to upload
2 Platform
0S5
+ Android

Windows Phone
3 Approvals (optional)
4 Delivery Group Assignments

(optional)

Back Next =
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MDX Android MDX App

1 App Information Belect an .mdx file to upload

2 Platform
108 File name’
Android

App Description”

Windows Phone
3 Approvals (optional)
App veraion
4 Delivery Group Assignments
(optional) Minimum OS version

Maximum O version

Excluded devices

= MDX Policies

Authentication

Online zesgion required

Maximum offline period (hours)

NetScaler Qateway address

Base Advanced

Device ownership - BYOD -

eployment Rules

Deploy when All - conditions are met. New Rule

Configure

AndroidL-CitixEmail-10.0.0-rel. .. Upload

WorxMail

Worxhail

10.0.0.01

axample: manufacturer or me

T2

-
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Base Advanced

AND
Device ownership BYOD
Device local encryption True

Passcode compliant True

AND OR NOT EDIT New Rule Delete
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Base Advanced

AND
Device ownership BYOD
Device local encryption True
Passcode compliant True
NOT

¥ Worx Store Configuration

App FAQ

Add a new FAQ question and answer

AND OR NOT EDIT New Rule

Gurrent mobile country code only Andorra

Delete

App screenshois

(B

[ Browse_ ]

[ Browse_ ]

Browse_

Allow app ratings @
miow o0 @D

commenis

https://docs.citrix.com
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Configure

Approvals (optional)
Apply an existing workflow

MDX

oWing USSrsS 10 access the app.

1 App Information

2 Platform
i0s
Android

Windows Phone
+ 3 Approvals (optional)

4 Delivery Group Assignments
(optional)

Emall Approval Templates Workflow Approval Request = L] -|

Levels of manager approval 1 bewel - Preview template

administrator

Configure

XenM

Device Policies

Device Policy

This policy lets you configure a profile for devices.

CGhoose delivery Tpe to search Q Delivery groups lo receive app assignment
groups

Device Policy

1 Policy Info
2 Platforms Allusers AllUsers

i0S
Android
Windows Phone 8.1
Windows 8.1 Tablet

} 3 Assignment

—-m—
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¥ Deployment Schedule @

oopioy @D

Deployment Schedule @ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

=

Deploy for always-on connections OFF
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Apps show ilter

4 | &
Add Category
Categories

Add and manage categories in which apps will appear in your Womx Store.
After 2electing an app or app=s in the Apps liat, here you can select the
categories in which the app({=s) appear.

Dafault

| |
[

‘ Enterpeiza Apps

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.
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AppPS Showfilter

lcon App Name

| C_‘) WaIs app nams

enterprizel

AppPS  Showfilter

[=] nf
Category Dralats
Type Category
Wab Link Defauft

Enterprize Default

& o]
Add Catagony Dalate
I lcon App Name Type Categorny
| & WEZE 2pp Nams Web Link Default

anterprizal

Enterprise

1 App Information

2 Platform

@ ios

Android
Samsung KNOX
Windows Phone
Windows Tablet

3 Approvals {optional)

4 Delivery Group Assignments
(optional)

https://docs.citrix.com

Enterpriza Default

Configure

App Information

Description

App category

Craated On

11415 8:38 AM

1/165/15 8:48 AM

Created On

11415 8:38 AM

1/15/15 8:48 AM

anterprzs

o  Default

Search Q
Last Updated Dizabla
11415 8:53 AM
1715715 B:48 AM
Ssach Q
Last Updated Dizable -~

11415 8:53 AM

1715715 B:48 AM

[

+ Enterprize Apps
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Sea Q
I leon App Nama Type Category Created On La=zt Updated Dizable W
& WEZS Spp nams Web Link Dafault 11415 8:38 AM 11415 8:53 AM
anterprizsl Enterprizs Enterprizs App= 11515 8:48 AM 11815 12:40 PM
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Apps show ilter

4 | &
Add Category

Add App

Glick an app type and then follow the steps to add a deployable app. The app appears in the app tabls after you complete the steps.

MDX

Apps wrapped with the MDX Toolkit to include app policies. You can deploy
MDX apps obtained from internal and public stores.

Example: WorxMail

Public App Store

Free or paid apps available in a public app store, such as iTunes or Google
Play, for download

Example: GoToMeeting

Web & SaaS

Apps accessed from an internal network (Web apps) or over a public network
(SaaS). You can create your own apps or choose from a set of app
connectors for single sign-on authentication to web apps.

Example: GoogleApps_SAML

Enterprise

Native apps not wrapped with the MDX Toolkit and that do not contain the
policies found in MDX apps.

Example: Quick-iLaunch

Web Link

A Web address (URL) to a public or private site or to a Web app that doesn’t
require single sign-on
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Public App Store App Information x

} 1 App Information

Name#*
2 Platform
@
iPhone
I| Description
iPad

Google Play

@
Windows Tablet v
App category

f\ N »
Windows Phone Default v

3 Approvals (optional)

4 Delivery Group Assignments
(optional)

Configure

Public App Store iPhone App Settings x

Type an app name or keyword in the field and search for your desired app. When you click your app in the results, you can

configure how the app appears in the store.

1 App Information
Searcn for apps on Prone apps | QL
2 Platform
pame 4l
iPad
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iPhone App Settings
Type an app name or keyword in the field and search for your desired app. When you click your app in the results, you can

configure how the app appears in the store.

goto meeting X

Search resulis for goto meeting in iPhone apps

@ GoToMesting C)) Gitrix Gonvoi F | AwaysOnPG - Firefo..|  [gagy Gofdate — dating s...
Citrix Citrix [ s Xform Gomputing N Advanced Software ...

FanVoo- Local events. ..
Tiger Party New York __.

Didn’t find the app you were looking for?

App Details

Name GoToMeeting
Description* Download the free GoToMeeting app and join, host or schedule ™
a GoToMeeting session right from your iPhone, iPad or iPod
touch. i
Version 6.3.0.671
Image

Remove app if MDM profile is removed

Prevent app data backup

AAE

Paid app

eployment Rules

Base Advanced

Deploy when All - conditions are met. New Rule

Device ownership - BYOD - &

— R
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Base Advanced

AND
Device ownership BYOD
Device local encryption True

Passcode compliant True

AND OR NOT EDIT New Rule Delete
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Base Advanced

AND

NOT

¥ Worx Store Configuration

App FAQ

AND OR NOT

Device ownership BYOD
Device local encryption True

Passcode compliant True

EDIT Mew Rule

Add a new FAQ question and answer

Gurrent mobile country code only Andorra

Delete

App screenshois

Browse_

[ Browse_ ]

[ Browse_ ]

[ Browse_ ]

Browse_

Allow app ratings @
wow spp @D

commenis

https://docs.citrix.com
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* Volume Purchase Program

VFF License Do not use VPP

Public App Store Approvals (op_nliona])
Appiy &n existng workfiow or creats & new workfiow to
1 App Information workfiow to Uss
2 Platform Name'
Phone Description
Pad

Google Play

-

requine spproval befors alowing users to SCCSEE the Ep

Create a new workfiow -

Emall Approval Tempistes ‘Workfiow Approval Reguest < O
Windows Tablst
Levels of manager approval 1 lavel -
Windows Phone
Select Active ‘Balsct an option < Selected additional required

Directory domain

3 Approvals (optional)

Fina acditional
required Spprovers

Emall Approval Templates Workflow Approval Request

Levels of manager approval 1 level

https://docs.citrix.com

approvers

-]

JERY |
Preview template
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Configure

Public App Store Delivery Group Assignments (optional) x
1 App Information Choosa delivery Q Search
groups
2 Platform A=z
FPhone
Pad
Google Play
Windows Tablst
Windows Phone
3 App ;
i* Deployment Schedule:®
4 Delivery Group Depioy [ on @]
Assignments (opticnal)
Deployment Scheaule « Now
Later
Deployment condition « On every connection

‘Only when previous deployment has faliea

Depioy for always-on connections OFF @
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Apps showfilter
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Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app fable after you complete the steps.

MDX

Apps wrapped with the MDX Toolkit to include app policies. You can deploy
MDX apps obtained from internal and public stores.

Example: WorxMail

Public App Store

Free or paid apps available in a public app store, such as iTunes or Google
Play, for download

Example: GoToMeeting

Web & SaaS

Apps accessed from an internal network (Web apps) or over a public network
(SaaS). You can create your own apps or choose from a set of app
connectors for single sign-on authentication to web apps.

Example: GoogleApps_SAML

Enterprise

Native apps not wrapped with the MDX Toolkit and that do not contain the
policies found in MDX apps.

Example: Quick-iLaunch

Web Link

A Web address (URL) to a public or private site or to a Web app that doesn't
require single sign-on

https://docs.citrix.com

Configure

Web & SaaS App Information
Add a Web & SaaS app, orc
1 Web & Saas App App Connector
@ Chooss from existing connectors
2 Details Create a new connector
3 Policies

4 Approvals (optional)

5 Delivery Group Assignments
{optional)

ona from the app in

m

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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GConfigure

Web & Saa$S App Information x
1 Web & SaaS App App name* GoogleApps_SAM
2 Details App description® Providing independently i

customizable versions of B

several Google products

3 Policies under a custom domain
4 Approvals (optional) URL* S{Loginurl}

5 Delivery Group Assignments Domain name*

{optional)

App is hosted in OFF
internal network

App category Default 7

Back Next =
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Configure

Web & SaaS App Policy *
Fill in app information
1 Web & SaaS App Device Security
2 Details Block jailbroken or (&)
rooted
} 3 Policies

Network Requirements
4 Approvals (optional)

WiFi required OFF
5 Delivery Group Assignments
(optional) Internal network OFF
required
Internal WiFi
networks

» Worx Store Configuration

¥ Worx Store Configuration

App FAQ

Add a new FAQ question and answer

App screenshois

Eoss) e (e

Allow app ratings @
wow app @D

comments
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Public App Store Approvals ional) x

1 App Information

2 Platform Mame’
Phone Descriprion
Pad
Google Play
Emall Approval Tempistes ‘Workfiow Approval Reguest < O

Windows Tablet

Levels of manager approval 1 lavel -
Windows Phone
Select Active ‘Balsct an option < Selected additional required
3 Approvals (optional) Dirsatory an pprovers
Find additional Q Search
4 Delivery Group required approvers
Assignments (optienal)
-
Emall Approval Tempiates workfiow Approval Request = O -|

Levels of manager approval 1 lewvel - Preview template
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Configure

Public App Store

1 App Information

2 Platform
FPhone
Pad
Google Play
Windows Tablst

Windows Phone

3 App

4 Delivery Group
Assignments (opticnal)
Deployment Scheaule

Deployment condition

Depioy for always-on connections

XenM

Device Policies.

Later

« On every connection
‘Only when previous deployment has faliea

@

OFF

administrator

Configure

Device Policy Device Policy
This policy lets you configure a profile for devices.
1 Policy Info Choose delivery Type to search Delivery groups to receive app assignment
groups

2 Platforms Allusers Allsers
i0s

Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment
e e — \

—a—

https://docs.citrix.com
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¥ Deployment Schedule @

ooy @D

Deployment Schedule @ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

[i0)]

Deploy for always-on connections OFF
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B2 AV TS FF

Apps showfilter

& | =]
Add Category

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app fable after you complete the steps.

MDX Public App Store
Apps wrapped with the MDX Toolkit to include app policies. You can deploy Free or paid apps available in a public app store, such as iTunes or Google
MDX apps obtained from internal and public stores. Play, for download
Example: WorxMail Example: GoToMeeting
Web & SaaS Enterprise
Apps accessed from an internal network (Web apps) or over a public network Native apps not wrapped with the MDX Toolkit and that do not contain the
(SaaS). You can create your own apps or choose from a set of app policies found in MDX apps.
connectors for single sign-on authentication to web apps.
g 2 = Example: Quick-iLaunch
Example: GoogleApps_SAML

Web Link

A Web address (URL) to a public or private site or to a Web app that doesn't
require single sign-on
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Configure A, administrator &

Enterprise iOS Enterprise App x
1 App Information Upload an _ipa file
2 Platform
} i08
Android I|

Samsung KNOX

Windows Phone

Windows Tablet

3 Approvals (optional)

4 Delivery Group Assignments
(optional)

Dashboard Manage Configure
Apps
Enterprise iOS Enterprise App
1 App Information Upload an _ipa file
2 Platform
App nams’ Worx Homs

@ ios

J— Desacription” Worx Homs

Samsung KMNOX

Windows Phone App version 10.0.048

Windows Tablet Minimum OS verion .

3 Approvals (optional) Maximum OS version

4 Delivery Group Assignments|

i Excludsd devices axampls: manufaciursr or mods!,
(optional)

Remove app if MDM profile iz removed m;
Prevent app data backup m

» Deployment Rules
» Worx Store Gonfiguration
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eployment Rules
Base Advanced
Deploy when All - conditions are met. MNew Rule
Device ownership - BYOD - &
S —— 4___,
Base Advanced
AND

Device ownership BYOD
Device local encryption True

Passcode compliant True

AND OR NOT EDIT New Rule Delete
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Basze Advanced

AND
Device ownership BYOD
Device local encryption True
Passcode compliant True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete
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¥ Worx Store Configuration

App FAQ

Add a new FAQ question and answer

App screenshots

——

l Browse_ ]

Browse_

Browse_

Allow app ratings m
aow app @D

comments

https://docs.citrix.com
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Caonfigure

Public App Store Approvals {optional) x
App Iy &n sxisting workflow or creats 8 new workflow to reguirs spproval befors alio ng users 10 aCCeEE e app.
1 App Information workfiow to Uss Craate & new workfiow -
2 Platform Mams
Phons Description
Pad
Google Play
Emall Approval Templates Workflow Approval Request = L]
Windows Tablst
Levels of manager approval 1 level -
Windows Phone
Haelect Active Sasdsct an option = Selected aoditional required
3 Approvals (opticnal) Dirsctary domain ppravers
Find additlonal Q Sezron
4 Delivery Group required Spprovers
Assignments {cptonal)
-
Emall Approval Tempiates workfiow Approval Request = O -|

Levels of manager approval 1 lewvel - Preview template

Select Active Directory domain testprise.net 7

. N . testprise_net
Find additional required approvers Search
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Caonfigure

Public App Store Delivery Group Assignments (optional) %
1 App Informaticn Chooss delivery Tips to ssarch Q [r—
groups.
2 Platfarm AllUzsrs
Phone
Pad

Google Play
Windows Tablet
Windows Phone

3 Approvals {cpticnal)

i* _Deployment Schedule:
4 Delivery Group Depioy m
Assignments (optional)

Deployment Schedule « MNow
Later

Deployment condition « On every connaction
‘Only when previous deployment has fallea

Deploy for always-on connactions OFF @
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Apps show ilter

4 | &

Add Category

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps.

MDX

Apps wrapped with the MDX Toolkit to include app policies. You can deploy
MDX apps obtained from internal and public stores.

Example: WorxMail

Public App Store

Free or paid apps available in a public app store, such as iTunes or Google
Play, for download.

Example: GoToMeeting

Web & SaaS

Apps accessed from an internal network (Web apps) or over a public network
(Saas). You can create your own apps or Ghoose from a set of app
connectors for single sign-on authentication to web apps.

Example: GoogleApps_SAML

Enterprise

Native apps not wrapped with the MDX Toolkit and that do not contain the
policies found in MDX apps.

Example: Quick-iLaunch

Web Link

\ Web address (URL) to a public or private site or to a Web app that doesn't
require single sign-on
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GConfigure

Web Link App Information

1 Details App namea’
2 Delivery Group Assignments App description”
(optional)

URL"

App iz hosted in internal
network

App category

Image

@ Uss dsfault

Upload your own app imags

Image

Uzs default

@ Upload your own app image

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

Web Link

Uss this connector to add any web URL to be displayed
using XenMobile App Controller, for those apps that
don't have S50 support.

B5urisE

Default -

p.541



¥ Worx Store Configuration

App FAQ

Add a new FAQ question and answer

App screenshois

Eoss) e (e

Allow app ratings @
wow app @D

comments

Caonfigure

Web Link Delivery Group Assignments (optional) x
Assign this app to one or more delivery groups.
1 Details Choose delivery groups
Tyvos fo search Q Search

2 Delivery Group Assignments
(optional) AllJzers

» Deployment Schedule

a
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* Deployment Schedule &

bty @D
Deployment Schedule @ Now

Later
Deployment condition & On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF
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Configure LY administrator F 3
Actions Settings
Settings
Certificates Local Users and Groups Role-Based Access Gontrol
Enroliment Notification Templates Workflows
Licensing Release Management

Configure X\ administrator F 3
Settings
Settings = Workflows
Workflows
(L]
Add
Name Description Workflow email templaie ~
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Configure

Settings
Settings > Workflows > Add Workflow
Add Workflow

Name*
Description
Email Approval Templates Workflow Approval Request 7 A4
Levels of manager approval 1 level A
Select Aclive Directory domain Select an option hd
Find additional required approvers Q

Selected additional required approvers

e T )

Workflow Approval Reguest

To modify the workflow template, please go to the notification template
section in Settings.

Email Title Workflow Approval Request for an Application
Email Gontent Please approve the application ${applicationName} for your
staff by clicking the following link. Thank you for spending the
time to approve the application.
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at any time.

Disabling this app prevents users from connecting while
you are in maintenance mode. You may reenable this app

Gancel Disable

iOS MDX App

Select an .mdkx file to upload

https://docs.citrix.com

lcen App Name Type Category Created On Last Updated Disable
testapp MDX Default 1/27/15 1:14 PM 3M19/15 10:47 AM
ent Enterprise Default
4 <]
‘e Lynda_SAML Web & Saas Default Edit Disable
Globoforce_SAML Web & Saas Default Deployment
B omes App Store App Default 0 0 0
nstalled Pending Failed
Show more >
Showing 1 - 6 of & items
© Disable
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eployment Rules
Base Advancec
Deploy when All hd conditions are met. New Rule
Device ownership - BYOD - &
e R
Base Advanced
AND

Device ownership BYOD
Device local encryption True

Passcode compliant True

AND OR NOT EDIT New Rule Delete
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Base Advanced

AND

NOT

¥ Worx Store Configuration

App FAQ

AND OR NOT

Device ownership BYOD
Device local encryption True

Passcode compliant True

EDIT Mew Rule

Add a new FAQ question and answer

Gurrent mobile country code only Andorra

Delete

App screenshois

Browse_

[ Browse_ ]

[ Browse_ ]

[ Browse_ ]

Browse_

Allow app ratings @
wow spp @D

commenis

https://docs.citrix.com
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Configure

Approvals (optional)
Apply an existing workflow

MDX

oWing USSrsS 10 access the app.

1 App Information

2 Platform
i0s
Android

Windows Phone
+ 3 Approvals (optional)

4 Delivery Group Assignments
(optional)

Emall Approval Templates Workflow Approval Request = L] -|

Levels of manager approval 1 bewel - Preview template

administrator

Configure

XenMoabile

Device Policies.

Device Policy

This policy lets you configure a profile for devices.

Device Policy

1 Policy Info Ghoose aelivery Type to search Q Delivery groups to receive app assignment
groups
2 Platforms Alusers Alsers
ios
Android

Windows Phene 8.1
Windows 8.1 Tablet

} 3 Assignment

—m—
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“ Enable

Users will have access to this app once you enable it.
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http://docs.citrix.com/zh-cn/mdx-toolkit/10/xmob-mobile-app-policy-defaults.html
http://docs.citrix.com/zh-cn/worx-mobile-apps/10/xmob-worx-home.html#xmob-worx-home-admin

Configure

i
Add
Name Type Trigger Gondition = Value Action Delay Repeat -
Jailbroken Device  Device property Jailbroken or Rooted  Is True Mark the device as out of compliance 1 day None
Blacklisted App Installed app name  Installed application Is Words with Friends ~ Mark the device as out of compliance 1 hour  None

i I I I

Actions  snow fiter -
Search Q
Name Type Trigger Condition = Value Action Delay Repeat
Jailbroken Device Device property Jailbroken or Rooted Is True Revoke the device 1 hour None
Blacklisted App  Installed app name Installed application Is WordsWithFriendsFree  Mark the device as out of compliance 1 hour None

I S e SRR SRR S
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Actions showilter
- a

4

Name Type Trigger Conaition | Value Action Delay | Repeat «
Jailbroken Device  Device property Jailbroken or Rooted Is True Revoke the device 1hour  None
Blacklisted App  Installed app name  Installed application  Is WordswithFriendsFree  Mark the device as out of compliance 1 hour None

x

Showing 1 -2 of 2 items

Deployment
0 0 0
Success Pending Failed

Show more >

Configure

Actions

Actions Action Information

Actions automate common compliance requirements based on specific trigger events.

z
3
o
%
@

b 1 Action Info

2 Details Description

3 Assignment (optional)

4 Summary
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Configure /¥ administrator F 3

Actions Action details

Choose a trigger event and the associated action for that event.

1 Action Info Trigger*

b 2 Details Select a trigger M

3 Assignment (optional)

Action+
4 Summary

Select an action -

Summary

If CONDITION IS FULFILLED,then DO ACTION .

» Deployment Rules (i0OS)

» Deployment Rules (Android)

» Deployment Rules (Windows 8.1 Tablet)
» Deployment Rules (Windows Phone 8.1)
» Deployment Rules (Symbian)

Trigger*

Event

Event

Device property
User property
Ac Installed app name
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http://docs.citrix.com/zh-cn/xenmobile/10/xmob-device-policy-wrapper/xmob-device-policy-appinventory.html

Trigger+

Event

Select an event

Active Directory disabled user

Failed Samsung KNOX attestation

Location services are disabled

The device is blocked by the ActiveSync Gateway.

The device is jailbroken.

The device is noncompliant with the App Access policy.
The device is revoked.

The device is unmanaged.

The device is using international roaming.

The device is using local roaming.

The location perimeter is breached

Action*

Send notification

Selectively wipe the device
Completely wipe the device

Revoke the device

Mark the device as out of compliance

Send notification

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.556


http://docs.citrix.com/zh-cn/xenmobile/10/xmob-notification-server.html
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Action*

Send notification

Select a template

Location perimeter breach

Action*

Send notification

Select a template

Hours

Hours

Minutes

Hours

Su
Days

jon perimet:

-2

Summary

If The location perimeter has been breached., then notify the administrator using the template “Location perimeter breach” after 1 hour(s), repeating after every 1 hour(s).
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Deployment Rules (iOS)
Deployment Rules (Android)

Deployment Rules (Windows 8.1 Tablet)
Deployment Rules (Windows Phone 8.1)

v v v wv w

Deployment Rules (Symbian)

eployment Rules
Base Advanced
Deploy when All - conditions are met. New Rule
Device ownership - BYOD - &
T —— ___’

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.558



Base Advanced

AND
Device ownership BYOD
Device local encryption True

Passcode compliant True

AND OR NOT EDIT New Rule Delete
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Base Advanced

AND
Device ownership BYOD

Device local encryption True
Passcode compliant True

NOT
Gurrent mobile country code only Andorra

NOT EDIT Mew Rule Delete

administrator

Configure

Xenhobile Dashboard

Device Policies.

Device Policy

Device Policy
This policy lets you configure a profile for devices.
1 Policy Info Choose delivery | Tipe fo serch Q Deiivery groups to receive app assignment
groups
2 Platforms Allusers Alusers
i0s
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment
—

—mg—
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¥ Deployment Schedule @
Deploy

Deployment Schedule

Deployment condition

Deploy for always-on connections

Actions

€D

@ Now

Later

@ On every connection

Only when previous deployment has failed

;\:L.I

OFF

Configure administrator

Description

2 Details
Action details

3 Assignment (optional)
Assignment

} 4 Summary Delivery groups

https://docs.citrix.com

Actions Summary
Review your settings, and then save or deploy this action.
X General
1 Action Info Name

If The location perimeter has been breached._, then notify the administrator using the template “Location perimeter
breach” after 1 hour(s), repeating after every 1 hour(s).

e e S

Roaming Out of Area

Bends users a notification when the geo-fence is breached.

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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XenMobile & Fis 1% B

A]PAFE XenMobile Web 5% &+ ECE XenMobile & FHRE .

1. 7£ XenMobile #Z=H G+ , BEHECE , KFRERE.
BEEPR B/ E R,

2. BRE%,
3. R P NH , REERERER.
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BIEERT i0S X FHIBEE X Worx Store qah#iiT

May 05, 2016
ATAA Worx Store 413 B & XN AR JE 2 RAZOAN AR JEIE. sTRATEETT Receiver for iPhone Bk Receiver for iPad ]
&£ _LERIN7E Worx Store 8 Worx Home _ BRI B & &R,

HE  FHEZET  EHREHNEE X E R E R R,

o B WIRFRA png .

RSB BARSIAL 72 dpi BT =R,

NEV IR SRS IS EETEE : 170 px x 25 px (1x) + 340 px x 50 px (2x).

K445 4ok Header.png 1 Header@2x.png,

ST B ST AERISC AR B3 Zip SUHF.

. £ XenMobile f=#)a , BHALE > ®RE > F% > Worx Store SMIA R,

L EBOAN AR IEESS |, I A-Z,

- TEREEMED |, EFERIETC AR,

. FESMRARICGFD |, AENELLER BTN A RN EGSEGRH zip X, AR E.

A W N R

BRRAEMEZIR K IOS g , BATRAUZ—HERGE , A HIERAARE,
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% Worx Home #1 GoToAssist 3z 31560

May 05, 2016
1. 7£ XenMobile =Hlas , BEHACE > RE > £% > Worx Home 3Z#F.
2. £ Worx Home X#FWHE L , B AT FERHIE :

1 ZHFERFHPA(IT BARSFF)

2. HFEEVE(IT HOR3CH)

3. GoToAssist Jijk4-h&

4. GoToAssist X35 ZZEF, F R

AR Worx Home 35S B7RFE XenMobile i£H| & #% Fin @SR+ , ST : SUPPORT_EMAIL,
SUPPORT_PHONE, GTA_CHAT #1 GTA_TICKET,
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T, GRiESRRE v R

May 05, 2016

& PinEEAE AR & EEER S Work Home fIEE. XEBMATRESKRE , 21 Work PIN, M Citrix FHARSZIFIRK
% Fig @,

FE  BIREAE PN AT (HEE Wox Home) B, ST Fin B,

1. 7£ XenMobile #=Had , REHEALE > RE > FE > & FinEk.

XenMobile Dashboard Manage Configure

Settings

Certificates Local Users and Groups Role-Based Access Gontrol
Enroliment Notification Templates Workflows

Licensing Release Management

Certificate Management

Gredential Providers PKI Entities

Client

Beacons Worx Home Support

Client Properties Worx Store Branding

Notl%cations

Carrier SMS Gateway Notification Server

Server

ActiveSync Gateway LDAP Samsung KNOX

dentials Mobile Service Provider Server Proparties

i0S Device Enroliment Program NetScaler Gateway Syslog
03 VPP Network Access Gontrol XenApp/XenDesktop
ShareFile

ShareFile

B BoRE PR R E . ATRANSIRE A, GEpiires HimEt.
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Configure

Seftings Client Properties

Client Properties

To change a property, select the property and then click Edit.

o
Name Key Value Description ~
Enable Worx PIN Authentication ENABLE_PASSGCODE_AUTH false Enable Worx PIN Authentication
Enable User Password Gaching ENABLE_PASSWORD_CACHING false Enable User Password Gaching
Encrypt secrets using Passcode ENCRYPT_SECRETS_USING_PASSCODE false Encrypt secrets using WorxPin or AD password
Worx PIN Type PASSCODE_TYPE Numetic Worx PIN Typs

S i "

ANIN%E i JE
1 EFREERET , BTN, WK BoRA0ETR i Bt .

Dashboard Manage Configure

Settings = Glient Properties = Add New Client Property

Add New Client Property

@

Key Select Key ~

Value*®

Name*

Description®

2. ERMFTE FinEERET , ALTESR
TR IBTBINAET .
18 E3ERT , RERRIMEEE.
BR  PITEMERSE KRR TERENEIRR Citrix AR,
2. {8 EEEREME.
3. &FF  MARMEETR.
4. BB - WA BMERREA.

Yt Fun B

1 7% FinEIERART |, SERRWIENE FinET.
EE RGP EANR Fin BN REE | SR AR ERER P B IRN LT R ASHI IR H AR
B, SR AR BRTESISRNAM.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.566



Client Properties

To change a property, select the property and then click Edit.

Name Key

Enable Worx PIN Authentication ENABLE_PASSCODE_AUTH

Client Properties

To change a property, select the property and then click Edit.

(7
Name Key Value Description ~
Enable Worx PIN Authentication ENABLE_PASSCODE_AUTH false Enable Worx PIN Authentication
Enable User Password Gaching EMABLE_PASSWORD_CACHING false Enable User §4 x
& -
| [
Encrypt secrets using Passcode ENCRYPT_SECRETS_USING_PASSCODE  false Encrypt secrdt Edit Delete
Type SCODE_TYPE Numeric IN Type

2. B, AR B IRRE R Sl E M .

Configure aQ administrator F 3

Bettings = Client Properties Edit Client Property
Edit Client Property
Key ENABLE_PASSCGODE_AUTH
Value*® false
Name* Enable Worx PIN Authentication

Description® Enable Worx PIN Authentication

3. EEFEUUATEER :
1 Value () :%&EEMAE.
2. Name (&) : BMEKEZIR.
3. Description (%R3) : BHEAIRER,
4. BHERFUREENEY , ST BUERIEBMEARARET L.
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MR i Bt

1 fEREER Fin BRI T |, EEREMRNE BT,
EE  ATRUES RS BN REAE | ERERIRKS BN,
2. sfhilR. SEEPEEREASHAIE, Bk ARk,
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AY LIJ.I
& Pig B2
May 05, 2016
XenMobile TiliE X )% i@t R HEHAREIN T 7R,
ENABLE_PASSCODE_AUTH
BIREH : JAF Worx PIN S4%AE

BB AVFEFTIF Worx PIN ZhEE, f2 Worx PIN BUB1THLfE , REUEHRRA FE X ZEMM PIN (TIEH Active
Directory Z28%) , /2R T ENABLE_PASSWORD_CACHING K}gf XenMobile {# FIE-BSHEIER , IR E¥BER.

WMRABFAPITRALSHIAE , Worx PIN BSEAMIE , F B VR AR NE RN BREFSRNE. RAAHRITEL
BAI0IE , Worx PIN BUB1TRD I T##41 Active Directory BREIERIES |, i85 , BRIEZFREEIFHUXT XenMobile
PATHRRNIE,

AIEEMIE : true B false

ZXA{E : false
ENABLE_PASSWORD_CACHING

BREHR . ERAFEREET.

B AV RIS IR R AMEF F B Active Directory 588, YA IBERE A true B, REUEIRRA FRE Worx
PIN SB4TS., WA IHARRE R true B, YA ENABLE_PASSCODE_AUTH 481 & 4 true,

AIEEMIME : true B false

ZXA{E : false
ENCRYPT_SECRETS_USING_PASSCODE

BIRBFR : FREITRINE R

S EA AV ISR SUBEIR A A TERS 2R % _EAG Secret Vault & (MIERTFEMKAANFMET) |, 620 i0S 4ARL R IECE
BAVFBRAGPITRINE , BRNSHANAAM (AAERKFEY PIN L, RERFMBE) .

Citrix 22X & B AU IIRS A AR EMNREM.
AR RAEERIEAAER , RERIAEXERNSHEIERIRRGA Worx PIN,
AIREMIE : true BF false
BAH : false
PASSCODE_TYPE
BIREAHR : Worx PIN 25

LB R FREM R TR Work PIN R FRH¥EF R Wor JBATRD, & 87 B, R RAERE LT EL Worx PIN,
PR TR R, AU Wond BATRME FF SR TFMAS.
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AR ERURER , REETE TR A PR TS HRIERIREIREFT Work PIN BB TRL,
WTRERNE TR F T
BOAME : BT
PASSCODE_EXPIRY
BIREHR : Worx PIN BIHIESR

B X Worx PIN BIB{TRAA WA (BfoAX) |, BTG , REeE%EH AP ERH Work PIN BRig1Th, &
BUGRER | {4 R4 ET Work PIN S8 TERS HiR R B HE.

BIRERME : 1-99

FOAE : 90
PASSCODE_HISTORY

BIRZHR : Worx PIN [ishigs®

BEHERE X 2 BT FF) Worx PIN SRIBTTROENE , A PFEE3CH Work PIN BIB/THI A REE . EMULRER , AT
REEH Worx PIN BB TR R EHT{E.

AIRERME : 1-99

ZAE 5
PASSCODE_MAX_ATTEMPTS

BIREFR : Worx PIN AR EK

S R FETRAZ MG R Worx PIN SRIBITRBHIXER , Z RARSOKIRRA P T2 SMRIE. ArihidiTes
SHRIESE , REUEHRREAZHT Work PIN BIB1THD,

ATRERME : {EEIERN

2RAME : 15
INACTIVITY_TIMER

BIRATR | FEDHTE

B E A AT MRAF RS E L T ARESRERN B (BEADE) , ZFRANRNBRFNAR SRR EA Worx
PIN 2(iB1THD. ZH MDX BREFERAMNKRE , WK BARFBTILTERAF. MRV ARFETHRRERAX ,
APEWEERE) Worx Home PIBITRESHIIUE. BRULRER , SERFERL FXiRRA R TEHRIEN AN,

TTREMIME - {EEIEEN
ZRAME : 15
PASSCODE_STRENGTH

BIR&FR - Worx PIN 32 EEsk
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LEEE . Worx PIN BEITRHRE . EXUIRER , REUEE T XARRA P TR HRIER TR EH Worx PIN &
BATRD,

TTHEROME K. FEsE
ZAE P
TRNMET N RERENELAR , BARBURT %5 PASSCODE_TYPE &R E -

BTRYRE BB THERHN F R IB TSR R
ik BT , AV EREREIF AR DBE— N EFM—NFE,

RAER  AAAaaa. aaaaaa. abcdef

FVFE : aallbl, Abcdl#. Abl23~, aaaall.
aallaa

+ L BB FREEMR. Fian , RAavrER MR IBATHRIR B AALARTE |

(ROARE) 444444,
1L FRMFAMTAEMR. 620, RARrER

2. BB FEABEES. Fla , A ER aaaall, aallaa 8% aaalll,

123456 8% 654321,
2. FRAMTEABGELR. I , RAFEM abedl2,

FVFER - 444333, 124567, 136790, bcd123, 123abc, xy1234, xyz345 g% cbal23,

555556, 788888
YHMEA : aallbl, aaallb, aaalb2. abcl4s.

xyz135, sdf123, abl2c3, alb2c3, Abcdl#, Abl23~

% Sech"Worx PIN B{THREEEAR. BATRE DA — BT, — MRS, — KRS
FHYUR—NEFE,

RAVFER : abcd12, Abcd12, dfghl2, jkritA2

SUHME : Abcdl#, Abl123~. xY12#3. Carl2#,
AAbC1#

ENABLE_CRASH_REPORTING
BIREH  BRFARIRE
52 A Crashlytics JE FAEREE A Worx B FRFR PRI ISR S
AJREMIME : true BY false
BAE : true

DISABLE_LOGGING
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BREH  FRAZCR

S R AR P NERSWEN LR EERTIRE. HECRINEES Worx Home MFTH B R%H MDX [ FRFFEE
M. RPN ST RS EMYBRFNES ; REERTBMHEEINEAE , MARKIMBEE , BRI —HE
f, T8 AECRIBECEA. B APRENFIBS, , EIIEIE XenMobile 2] A &3 Worx Home F1 MDX iz 72
FRIRERE.

SR E A true B, Worx Home £ fE LV FEFF B RE A true , DARBRE FHTIRER S MDX N AFEFFZ1EHE
Ko

TJREMME : true B} false
EOAME : false (REZEABBEZCE)
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XenMobile Rz &% E

May 05, 2016

] PATE XenMobile Web 1##| & ACE XenMobile fRF-2512E.

IR %525 BCE IR ALE

ActiveSync Gateway

iOS VPP

NetScaler Gateway

fessas Bt

Google Play =1

LDAP

L]

SysLog

iOS Device Enrollment Program

BN IRSITHLRE Samsung KNOX

XenApp/XenDesktop

1. 7£ XenMobile #Z=H| 57 , BHECE , RAFREHRE.

SR BRI B .

Settings
Certificates
Enroliment

Licensing

~ More -l

Certificate Management
Credential Providers

Client

Beacons

Client Properties

Notifications

Carrier SM3S Gateway

Server {ul|
ActiveSync Gateway

Play Credentials

i0S Device Enroliment Program

i08 VPP

2. BEEZ,

Manage

Local Users and Groups
Notification Templates

Release Management

PKI Entities

Worx Home Support

Worx Store Branding

Notification Server

LDAP
Mobile Service Provider
NetScaler Gateway

Network Access Gontrol

3. RS TE , HERACERIEDR,

https://docs.citrix.com
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Conﬁgure(::' |

Role-Based Access Control

Workflows

Samsung KNOX
Server Properties
SyslLog

XenApp/XenDesktop
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XenMobile H (] ActiveSync Gateway

May 05, 2016
ActiveSync £ Microsoft FFRRSEEERES MY, ActiveSync SFHFEREMER (EHER) IHENRSHIE. "TUE
XenMobile FACE ActiveSync Gateway KL, RIFBXLEAR , T RAAAFERIELER &i75) ActiveSync #3E. 620 , 20RIK
TEBRADDE N AFEF RN, XenMobile ¥ 16 E N FAFEFF LA RSP B EFENEN AR |, inREDBEN AR , NATE
463%F ActiveSync ZiEHIT(A).

XenMobile STFFBLTHLN :

EARE REREESLATEARA. MRAREZAEINEEN XenMobile TUEEHX A A THHRAE , WAl AT
IR,

Samsung Knox IAMERM : KB REZBITAEIT Samsung KNOX IAUEAR S 25K,
HIEWN AR - KBRS EARE T N BFEF AR R T E AR N BFEF.

R\ AL < X ActiveSync Gateway FIBUAIRAE | IRIES AR R HLALEI ISR MUK LI R & QI — MR
BIIK , FIRIBRFIRAVFSIBLEERE. MRAETHAPIARIE , MEGARRA T A,

AEHEE  RIE RS RB T REFENRERERENEN , RERERBLTREIRE.
BROVENARER | REREEDROIEN AR PR R E X & AR,
FHEEFNRERF | REREETABEN AFEFIRIRIE T E LS N AFEFF.

RAHMBL | B SEILEAAH. £ 05 F Android 84k , XenMobile AT R %L 44 AT IR A& & EEIR
BABITHOER . BIAN | 1F 05 ®4& L , A1 XenMobile (K& 4% T BITALERS | NI SAT7E 60 S4B D, 1E/
PR ETY AT | BATTAR A,

FEMESE  RIEAENREBUREREEEAGN. ARMBEHENNBRIFHITER , ZHEFE=77FIMA XenMobile
APl BHTEHK.

ERMRE : RERFIEBEACHM. BB , ERMRETTIEEREM.
23k root BPRM Android & FE IR i0S &% : KE Android RZEK i0S REZ B,

FHEERE  KERFERNATITERE , % XenMobile 4, #120 , 7£ MAM T TR SR EBUHEM KR E A
FEEERE.

¥ Android 3% ff A& 3XF ActiveSync Gateway : IR AR XenMobile ¥ Android % &{5 B &% E! ActiveSync
Gateway. [ERILLESR , RIAHRFE XenMobile R4 Android % F 9 ActiveSync $RRTHES , XenMobile ¥ Android #&
£ 2KR1%3| ActiveSync Gateway,

7£ XenMobile AL E ActiveSync Gateway

1. £ XenMobile #Z=#H|a+ , BEHEAE > ®RE > £% > ActiveSync Gateway,
AP B 7R ActiveSync Gateway ACE T,
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ActiveSync Gateway
All Oevices
Activate the following rulefs) Anonymous Devicas

Falied Bamsung KNOX attestation

Forbidden Appe

Implicit Aliow and Deny

Inactive Devicss

Missing Required Apps

Moncompliant Passwo
Out of Compiiancs Devicss
Revoked Status

Rooted Androld snd Jalroken 108
Devices

Unmanagsd Devicss

Androld only

Send Androld domain USSS 1o ActiveSync Gateway @ o)

2. FERGERATHIF | SR RIRUER— D EE AAN,

3. 7E{XBR Android F , 7£¥% Android 33 & 3%F) ActiveSync Gateway F#EHR , MR XenMobile ¥ Android &5
B &1%%| Secure Mobile Gateway,

4. BREF.
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Google Play =&

May 05, 2016

XenMobile 1§ f Google Play iR ME IR AFEFEE.

EE BB Android ID |, EEEKFALLRIN *#* #8255#% #*,

EE : Z/5/ XenMobile 12BN FFEFFEE , TREFEER Gmail Ik AECE A AVFIER &, X415 |, 559 Google XX
R

BCE XenMobile BA{#f Google Play £

1. 7£ XenMobile Web #Z#|a9 , REHEELE > ®RE > % > Googdle Play &1F.
HEPE B R Google Play ‘EiRECE Fi%.,

Manage Configure

Google Play Credentials

XanhMaobile cannot extract app information without kegon information. To find your Android 1D, you can type “#"#325547#" on your phone.

Uszer name” Entsr Googls Play user nams
Pasaword"
Device ID" Devies azzociated with the account

2. ER LS | #¥i)\5 Google Play K S 6B Z FR.
3. fEERE |, M\ L,
4. %% 1D, i\ Android ID,

TEREVE BB\ *#*#8255#* #* IURSE Android ID,

5. BRI,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.576


https://support.google.com/accounts/answer/6010255?hl=en

iOS Device Enrollment Program

May 05, 2016

AT ALE XenMobile #3547 i0S IR ENX &R E iOS Device Enrollment Program, FIFBIKINAE , i0S & T L B E R &R
EIRMARANECE SIS Apple fR%2% | REREMIEZ FT AN BAITERE .

7£ XenMobile FECE iOS Device Enrollment Program

WARAE deploy.apple.com _EBIEE—/™ Apple DEP K P BEAREEIRIE. B DEP K/ /5 , HRE— 1 I MDM BRE-25 AR
XenMobile 1 Apple #1TIE{5. At , %0 XenMobile /243 _E25ZE| Apple. Apple #%/241f5 , KR EIES AE] XenMobile
FRIRS RS, BIRBAUTSRIITIRIE , 7€ XenMobile 5 Apple 2[RI L i%EH#E.

1. EHREL_EEF) Apple /048 , 5 7E iOS Device Enrollment Program TE _FHRE > BZ T , BHSHAS , IE¥ZS
REFENERITEAL,

2. %% deploy.apple.com , XM DEP ik~ , SREIRIEBIRE MDM RS- 2SA0BASH TIR/E. FELLITAES |, Apple B2 HE—4
BR324,

3. 7£ iOS Device Enrollment Program TWHE L , & FEMHRE AR  AFRESANSHIHLE Apple fRES-254hE LHE
XenMobile,

4. ¥4 hE 4 EEkE XenMobile f5 , REASBINAETRF ST

5. BTNREZERE DA XenMobile F1 Apple BBt TIE(E. dIRIETMAKY |, EWALSITIHE LERIREA , BAXE0]
BEMER KRR R, B RAIRLE XenMobile FFTHHERAEE , ES im0 25K,

Xenhiobile Dashboard

|OS Devme Enrollm ent Program

Details

Device snroliment NO

Consumer key
Consumer secret

ACCEES Token

AcCcess token expiration

» Device Setup

EFEAEET KB TRE T DEP BLE :
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WEEM - RER.

EREES  MAEREE.

ERENE  MAERENE.

VIR R : FEE VIR SHE.

VIRIEAER « M AIRIShE S

VilR) RS HARTE) : A, FERE VIR R I AR A,
AT AR e

RITE&EERE , ARBCEITRE :

o MVSEERIT] : HAMLSERIKERE TR,

o STHFEEVESHD : M ASTIFHRIE SR,

o STIFFTHRMPML : A% , MASTHF R Bb L
o ME—JRS ID : "k , BAE—THE—RS ID.

o HRFIRETF , BtES iOS Device Enrollment Program KkEAKIA TR FIRE :
o Allow ordeny pairing (#iFaiBLEELNT) : Bd A , LaFEiE Apple TR (%0 iTunes #1 Apple Configurator) &¥#
w’E.

=z
1=

NS A ECXT 3H4E A Apple Configurator , EES MBS | EEE.

o o REFEXHMER  MRFEREEATLLEEMFRECE M | FRETRF,
o TREMNRE ¢ ER R SEAEMRRLE R PP NS AR,

o EREHRELHRY , LEUTRE :
o EfRS : RHREDAFRZHZME , SREHE IR ILR &L ZHATE.
o NEMER | BEHREAVFRSE NERUHEREIE.

Apple F iCloud : 2NRFEBI&E(EA Apple ID M iCloud , EHATFRE.

FRMEY  BERE.

TBITRY : A RE U ARE MBI TR,

Siri : BHREAFREERSIH,

Touch ID : Bid&ERMEREEE Touch ID,

Apple Pay : BFRE USRS Apple Pay,

el IR E R BRI,

P BERBEUAFREHLZON.

o BRI,
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IOS VPP

May 05, 2016
A PAZE XenMobile FEZEHEE T iOS Volume Purchase Plan (VPP) iR & . i0S VPP i TAHLHEE TR, MEMH RN HFE

FF R HABURMIEFE., VPP NEIRARMRNA TKIZ MY BRI HRIRTE,
7£ XenMobile F{REFEFFIAE i0S VPP R E 5 , WXV BFEFERINE] XenMobile 35% & ‘N BAFEF &M< _ERRE T,

XenMobile Dashboard Manage Configure

AppS Show fitter S Q
& 5

lcon App Name Type Category Created On Last Updated Disable ~

S testapp MDX Default 172715 1:14 PM 172915 12:40 PM

ent Enterprise Default 1/30/15 11:52 AM 1/30/15 12:01 PM

3 Lynda_SAML Web & Saas Default 1/30/15 11:53 AM 1/30/15 11:53 AM

Globoforce_SAML Web & Saas Default 1/30/15 3:35 PM 1/30/15 3:35 PM
Shawing 1 - 40 m

#£ XenMobile hEiE iOS VPP

1. £ XenMobile Web iZ#| &5 |, BAHECE > KRB > F% >i0S VPP,
BB~ i0OS VPP BRE L.

XenMobile Dashboard Manage Configure

ings = I0S VPP

aved and validated, the purchased apps are added to the table on the Apps tab

i0S VPP

Store user password in Worx Home @

User property for Volume Purchasing Program (VPP) country
mapping

VPP company token

2. 1E1E Worx Home FR7#fi il AR |, b REAERLE A = A AR R 23777 Worx Home 7, 3T XenMobile 5%
iE,
3. £ Volume Purchasing Program (VPP)EZ/MXEREHI R~ @+ , MR R P MNSE TER/AUX KN ARET
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B R,
LSRRGS AT % VPP B, BI20 , ARAFEMERE |, BN AREFK VPP REEAATRE , NILAFATIE T
FFERF. EEXAREH VPP HRIEHE R , PUT X TER X RBHELER.

4. 7E VPP B &hEF | MIAEK VPP RFShEMSIE | 4hE A IRt ET AT MK S 1E Apple App Store FRut{ T KA
ERRS S, HAMATEAE VPP YFEIE. #i40 , 2nR %R Business f Apple VPP ik, iEi[a]
https://vpp.itunes.com , Bd; Business (Mv%) , FH{ERAE Apple VPP ik P EIEERUKREAN KIS E.

5. BHRTF. RiE , EEREBERENBREFRIEF

XenMabile Dashboard Manage Configure

o &
lcon App Name Type Category Created On Last Updated Disable w
] testapp MDX Default 172715 1:14 PM 1/29A1512:40 PM
ent Enterprize Default 1/30/15 11:52 AM 1/30/15 12:01 PM
9 Lynda_SAML Web & Saas Default 1/30/15 11:53 AM 1/30/15 11:53 AM
Globoforoe_SAML Web & Saas Default 1/30/15 3:35 PM 1/30/15 3:35 PM
1-4dof
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BENAR SR (RS

May 05, 2016

AJLASEF XenMobile U ISR SR A RISk ERREMHE M Exchange ActiveSync & FFSTis & A HIRIE,
ACER BN RS IR LR

1. 7£ XenMobile Web =& , BHALE > B E > L > BahRSIR U,
LB B RS BN RS IR LA ACE A .

Mobile Service Provider

Web service URL' hitpo i XmmSenver senvicss.zdm.
Usar nama’ domalradmin
Pazsword’
Automatically update BiackBerry and OFF

ActiveSync device connections

2. £ Web k% URL & , #i A\ Web BR%H URL , 20 http://XmmServer/services/xdmservice

3. EAF%H , %A domain\admin #&RXH# N\ B 4

. ETRD | M\ R,

5. FEB3NE#T BlackBerry 1 ActiveSync & &i&E#+ , aREFRLER |, ERE . ZWAREH X
6. BEMEERERAR ISR,

7. BEHRE.

N
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£33 (A% ]

May 05, 2016
MR OIEMLEPERE T MEARTEH] (NAC) &% (40 Cisco ISE) , NI#E XenMobile &, ATRAS i iEaS AR IERL NIz Btk
BEIREMR NAC FAM. R XenMobile FRFEERZENHEIBESLM , FRMBITCAARERN" , NACREZBIELEHKMLE L
FRIEIHIR %

1£ XenMobile I=HIGH , MIIRFPEFR—DRZ &M, LEBEEEAAREH.
XenMobile XFFIT NAC SRS 82 -

EAEE REREESLATEARA. MRAREZHAEINEEN XenMobile TTUEEHX A A THHRIE , WAl AT
A,

Samsung Knox IAMERM : KB REEBILAEIT Samsung KNOX IAMEAR S 25K,
HIEWN RRERF - KBRS EARE T N BFREF AR R E AR N BFEF.

R\ AHFATELS < X ActiveSync Gateway FIBUIAIRIE | IRIES AR R HLABETI BB MUK LI R & QI — MR
BIIK , FIRIBRFIRAVFIBLEERE. MRATHRPIARIE , EGARRA T A,

AEHEE | RIERF[ BT RENENREBE WERNEN , REREEBLTREIRE.
ROVBENARER | REREEDROIEN AR PR R E X L& N R,
FHEEFNRRERF | REREETABEN ATEFIRIRIE T E LA N ATEF.

AEHER - KERFBEESRSH. 7£i0S 1 Android %4 _E , XenMobile BT #E IR & _ R 4RI E B4 & K EEPXR
FHOBEITRORRE, B0 , £ i0S %% L , 2R XenMobile [ E & A X T BITALKRME , WA AR 7E 60 NepREERL, £
PREBLZE, BT REREH.

FEMESE  RIEFAENRERBUREREEEAGN. ARMBEHENNBRFEHITER , ZHEFE=77FIA XenMobile
API BHTEH.

ERERE  RERZPEPEARC B, BRBENZET , BREMRETTIEERE.
2345 root BPRM Android R ZFSEARM i0S K%K : KE Android R K i0S REE B,

FHEERE  KERFERNMATIEERE , % XenMobile 4, #120 , 7£ MAM T TR SR EBUHEMN KR E A
FEEERE.

¥ Android 3% ff P& 3XF ActiveSync Gateway : B IR AR XenMobile ¥ Android % &{5 B &% E! ActiveSync
Gateway. [ERILLESR , RIAHRFE XenMobile R4 Android % F i ActiveSync 3RR TS , XenMobile ¥ Android #&
#{52KR1%3| ActiveSync Gateway,

=2
=

“TEXEA/ R EM T IEEHNFER XenMobile FEEHIR & LREIAE. BA0 , EAERIREL BN BREFRIRE /BRI EH
BHARICA RGN, HEW NACRZIEEFEERIWER S,
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7£ XenMobile FECE P& IRl H

1 7£ XenMobile Web #ZHI& 7 , AHACE > RE > £ > MKIRHES.
LB B TR L& 3 Rl B B T

Network Access Control

EnaiMes dsVics SNCE.

Set as not compliant: Anonymous Devicss

Falied Sameung KNOX
attestation

Forbiaden Appe
nactive Devicss
Mizsing Reguirsd Apps
Non-Suggested Apps
Moncompliant Password
Qut of Compliance Devices
Revoked Sistus

Rooted Androkd and
Jalproken 105 Devices

Unmanagsd Devices

2. EPEFEANEARGHIT RS FN NS EE.
3. B RTE.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.583



Samsung KNOX

May 05, 2016
AT ABCE XenMobile IAZE ) Samsung KNOX IAIEAR %28 REST API,

Samsung KNOX FI| I A3R(E RS FE PR Z RAMRIPHBE R 2ThRE, AP —fMT2RAHBEBTINENFE L. A
MRS 2R E TR 155 SR ENEIR R TR S SR &N ORGSR (B2, 5| SMBEFMNZ) R,

JaH Samsung KNOX iAME

1. £ XenMobile Web ##Hla+ , BHELE > ®E > £% > Samsung KNOX,
BEEH# B 7R Samsung KNOX BLE TRH .,

XenMobile

= Sameung KMNCX

Samsung KNOX

= configuration allows XenMobile server to query Samsung KNOX attestation server REST APls.

Enable Samsung KNOX attestation NO

Web service URL hitpe.ffus-attest-api.... 1

2. 7E/2 Samsung KNOX AUES |, BaEHR,

3. 7E55R 2 P AT RN, ¥ /3 Web RS URLIEM, 7E3Ik+ , BEASEAIAERS .
4. BN AR IR E S

5. TR
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AR 5525 B

May 05, 2016

£ XenMobile F , AT BIEN REIRRS S, E¥UR , AT R LEFTE3) XenMobile PURATFH IR E X .

EE  EEHE3) XenMobile , FiET B EIERFERGSRREH.

1£ XenMobile FECE RS 25BN

1. #£ XenMobile Web %) &% , BHECE > ®RE > B% > RS EH.

BB R IR AR S5 23 B ACE .

Server Propertiss

Server Properties

You must restart Xenhobils on all nodes to commit and activate your changss to the server properties. To
=

nmand prompt through yeur hypervisor.

Dizplay name Key

Us=sd Access ag.client.cert.throtting. minutes
Gateway Clent Cart

Connection Timeout CONNECTION_TIMECUT

Length of inacthty device.inactivity. daye. threehaold
before device is
digconnected

N

- PATA TR —
o BHAMRURINFTARS 25 B

o FERKET , BELUERIIA RN , AREERNIEET | BEwiE,
- INRFEDYR 2 R BATRM , BEEUTFE

w

i SR EEAENR.

Value

Default value

30

De=scription W

AC Chent Certificate
Request Window

Seszion Inactivity
Timeout, in minutes, after
which the TGP connection
to a devics will ba clossd
{by default 5 min)

Length of inactvity(in
daye) befors devics iz
digconnectsed

TR BXORNE, PUTERSEREARBEZ ATLIR R Citrix AR,

B : IRIFERFERA—ME.

https://docs.citrix.com

BIRE : MAFBIUEERERS R BIERIETHER.
Yt WTRUEREE RS SR BIEARE , ReR TR,
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SysLog
May 05, 2016
ALK XenMobile BLE A R HE (syslog) lRF#FRIEREX M. FEMFSEANAFRE 1P ik,

Syslog RAREREICRYNN , BEWAMAM | AR (BTHERE L) MRES (STEEREAR% L) . Syslog WRNERA
PEIEIRYFY (UDP) #H TR £,

ATROK RS 2R BB SR U T 2B (E R,

o REIAFERIR XenMobile FTHITAIRIE.
o HIZHERRRIAIHEF XenMobile REETEFNTK .

SysLog IRF s Nk & W EN A EEEUESNEAFMEREX . ILHEBEREUTER

o AMAEHEHIEER IP it

o [fiE)EK

o JHEXRR

o SEMAXKMBEER (FE. fix. BH. BE. G8. Al BRIES)
* HERER

AT RAE LR B AT B R R IR E TR AT K ALY IEHE T,

=z
t=
XenMobile cloud deployments, Citrix does notsupportsyslog integration with an an on-premises syslog server. Instead, you can

download the logs from the Support page in the XenMobile console. When doing so, you must click Download Allin order to get

system logs. For details, see Viewing and Analyzing Log Files in XenMobile.

7£ XenMobile FECE syslog k%25

1. 7£ XenMobile Web iz#|&7 , BHALE > & E > % > Syslog.
I B oK Syslog AL & .
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A th ar Foet me

You can configure XenMobile to sand log files 1o a systems kg (syskg) server using the server host name or P

Server
Port” 514
Information to log Syatem Logs &)

2. FERHRF , i\ Syslog BRE52510 IP ittt el 5E £ R B AiEi4& (FQDN),
3. RO, MAmAS. ZOAMBRAT , HROiRE X 514,
4. FECFWEREF , EFRBUBER ARG HESRFZ.
o ZZHERR XenMobile FTHITHIIRIE.
o % HERNREEHEF K XenMobile REETEFNER.
5. BEHRE.
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ALE XenApp 1 XenDesktop

May 05, 2016
XenMobile B] A XenApp #1 XenDesktop W FIFEFF | {##%30&%& A S04 Worx Store SRS Ht4TihR]. FA AT B
Worx Store TN FFEF , M WorxHome [BahiX ey FFERF. B FROR & %S Receiver ARESEN TR | (ER

HAFTENHITRE.
ERENRE , TF StoreFront 8 Web Interface 3 ST IREIH4 (FQDN) 2% IP kg =,

1. £ XenMobile Web ##H&a+ , BHECE > ®E > £% > XenApp/XenDesktop,
BEEHE B 7R XenApp/XenDesktop BLE .

XenMobile Dashboard EETT Configure

XenApp/XenDeskiop
Allows users to add XenApp and XenDasktop through Word Home.
Hoat" FQDN or IF sddress
Port 8
Relative Path” Exampila: [Citrix/PNAgenticonfig_sm
Uze HTTPS OFF

. =ML | i\ StoreFront 8 Web Interface st ST £ REH 4 (FQDN) 3% IP Hiik,

. fEimAeR , Hi\ StoreFront B Web Interface ¥y g5 . EGAEA 80,

. TEMEXTREIR | MIAER1Z. 40 , /Citrix/Store/PNAgent/configxml

. TE{FF HTTPS Fh |, ¥&4%FF , BAZE StoreFront B¢ Web Interface ¥ SH%E AR & 2 A EBLL NS HEIE. BHAE
AX.

. BERT.

v M w N

[e))
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XenMobile X 54t

May 05, 2016

£ XenMobile {3 TWHEIVIRIZ N S3HFARMEEM LR, BAIMGSTHIITIRE. BXRFHAREE

XenMobile €54-{TH[0EW, 4 % XenMobile API 1 SDK F¥4R{SE. |, 58 XenMobile 10 API,
ViR 33 T
7£ XenMobile #=HlaH , BEHEH| & A _ LAKIRFEMR o

XenMobile Dashboard Configure

NOTIFICATIONS

SR AR B /R AE BRI SE 2T R

XenMobile

Support
Diagno=stice Support Bundle Link=
Log Operation=z Advanced Tool=

£ XenMobile f“3ZF5 TUE AT IABATRATHRLE

VIS,

BIERHFAL.

3l7) Citrix F=E3CAAM AR DIEEE.
VilR) HEHRAE.

NSRS EAMEE SRR,

ViR TRMCAREFF.
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PITIERRE

May 05, 2016

M XenMobile “Support” (3F) TE , FTLAEZE XenMobile 5 NetScaler Gateway & H RS- 3 Fu ERNEEME. B

[a)“Support” (3X#F) Wl , \HHATRATIRIE :

1. M\ XenMobile #=#l& , BEHA EAKIRFESF. XenMobile =6 & KA REH B RIRFER. ARG pEETKER M
P& MEn,

XenMobile Dashboard NSMERSGENN Configure %  administrator &

XenMobile “Support” (ZFF) RENGERRNEZHEMRHFTH. 20R XenMobile FIRBEMABENT & , BERAT
AR,

XenMobile Connectivity Checks

H 1T XenMobile &K E

1 FEXFR@ELE , 8 XenMobile IEEKE, AP SR XenMobile &K E @,
2. EFEPITEFRMAN EEFENRSZS | RAEaENEERE. WS ERER.
3. EMRERFBRPIERE—IRS 2 | TERE RS SHVEAER,

4T NetScaler Gateway Y& &

JEY

. FEXHFRE L , 8 NetScaler Gateway E#HIGE, WK BIR NetScaler Gateway B WA .
. BERIN, BBIRAM NetScaler Gateway RS2 XHEAE.
3. 7£ NetScaler Gateway &12 IP FF , 82 \IZ1TEIMNRA NetScaler Gateway IARE- 258 P Hudit,
FE  REXNDLERMA NetScaler Gateway JREBHITERRE |, RG-S4 IP Hidk,
. BT UL NetScaler Gateway I RER.
FE  REXNDLLHRMA NetScaler Gateway JREBRPITERKRE , RELSIBHAF 4.
5. BFERM. 1k NetScaler Gateway ¥ #NF| NetScaler Gateway &3k Fif _FHFA&H.,
6. MM, RN BRENALR R,

N

N
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7. EMAERFEPER—DRSR , TEEH RMRFHMFMLER.
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1£ XenMobile P42 +F6,

May 05, 2016

FAREN Citrix & RIMSHBREE | TGS , AR L3RE) Citrix Insight Services (CIS).

1. 7£ XenMobile #=#H| & , A _EAKIRFESR. XenMobile 124 & HIATA WA S /RHIR FE R,
AR ARG RES TSR R LA PR A,

Xenr\-"'lijbie Dashboard Manage Configure %, administrator &

BERPEAEFTIN YE 275K _EFTFF XenMobile 374,

2. EXFRE L , BHAERSGFE. A E/REIERSGFEIE. MR XenMobile HMEAEMARENTR , BERAET
=

o

Create Support Bundles
Support Bundle for XenMobile
Support Bundle for* v @ Cluster
102.0.2.24

192.0.2.23

192.0.2.22

Include from database™ @ Nodata

Create Support Bundles

Create support bundles with system information, logs, database information, core information, trace files, and the latest configuration information,
Support Bundle for XenMobile
Support Bundle for*  192.0.2.22

Include from database* @ Nodata

Support Bundle fof Custom data
Configuration data
Delivery group data
~ Davioss and use info

All data

Support Bundle for NetScaler Gateway

3. MRIEFERT XenMobile K FFBRIFE,

4. 3R XenMobile MEBEMAREN TR , FHERATHMRESHFEF , TUERE T REEITRAS , MEAFRR
B

5. EEESHERIRET , PATUATHREZ—
o HHITEIE.
o BIAENHE , AREFUTEE LS B0EMR :
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o FLEYIRE. BINEPREIMEE EIRAI RN,
o {HA¥IE. BENARFTMARES , HPaE N AREFERNA (T REEEFAEE.
o BREMAFEE. BIRRERM. NARERF. RIEFI(TA.
o RAFHTHHIE.
6. MREME NetScaler Gateway FRIZHFA , EIEFERAT NetScaler Gateway K8, , SAEPITLATIRE :
1 HERM,

All data

Support Bundle for NetScaler M
Gateway

¥ BRI NetScaler Gateway RS 28 XIHAE,

2. 7E NetScaler Gateway &I IP F , 2 NENPIREHFEM NetScaler Gateway f{) NetScaler &3H IP i,
HE  INRENDLRMNM NetScaler Gateway JRE-#AISTIFA , RGA184E IP i,

3. A PAMBREDS |, 8 \7IE1T NetScaler Gateway BIBRS 28 FT SEH A F4EHR.
FE  NRENCLRMNM NetScaler Gateway JREBAIETIFA , RELB AL,

4. BRI, HE9 NetScaler Gateway STHFLKRNEFRAG T,

5. RIBFFE , ERLTR 6 DURMEAM NetScaler Gateway X4,

7. M. BOERSGFE  FBRMANMRMEEE S FTERBIR Fig.

Cancel

PSP TR STIFA_EEF Citrix Insight Services S0 TIF A THEI%E RIS T2,
¥ x3Fm _E#F) Citrix Insight Services

BIRFFESE , TR SRB_E2RE Citrix Insight Services (CIS) S T HEIEATEN. TEADRB/RANAHSHFE LR
gl CIS,

1 QI BIREL |, AE EEE) AS. B R EZHE) Citrix Insight Services (CIS) XFIFE,
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Upload to Citrix Insight Services (CIS)
CIS Website Gis.citrix.com
User name™
Password ™

Associate with SR#

2. AP, 8 MyCitrix ID,

3. 7EBRRGHh |, 4B\ MyCitrix 2288,

4. MREHHHFR 5B RFERSEXE |, EERS SR RS RKKEIEE , FESRE NI FERPPITAUTIRE ¢
1. #£ SR4RSH , ATKI B XIKEIN) RS ER S,
2. 1A, BR SR BIULEA.

5. #d EH, XIFEE EEE) S,

BB TERIERTE

PlEZFAZE , TRHA EBE CS SR T REIEMITEN. MRFLEBCHREE , \TESIFE THREIEMITE
.
EYRFHAREL , AHETHRIE Fin. SIFEE TREEHITEL.
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ER M BT

May 05, 2016

FAREN Citrix & RIMSHBREE | TGS , AR L3RE) Citrix Insight Services (CIS).

1. 7£ XenMobile #=#H| & , A _EAKIRFESR. XenMobile 124 & HIATA WA S /RHIR FE R,

XenMobile Dashboard [SMEREGEN Configure A administrator &

2. S RE L , BEEE. WEEER BT FE.

Xenlobile Support

Logs
Q = =] &, &
Log Name Log Type ~
Debug Log File -| Debug
Admin Audit Log File Admin Activity
User Audit Log File User Activity

3. AR BEXH  ReBRHER , B RRENNE.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.595



Log Name

Debug Log File

Admin Audit Log Fi

User Audit Log File

Support

localhost-startstop-1

com. sparus.nps. PkiConfigInit

#=2% Inside PKI Config Initialize Method. pki.xml file created from DB “‘I

2015-1-27T@6: 13: 25.54-2808 INFO

2015-21-27T86: 13: 25.524-2800 INFO | localhost-startStop-1 | com.sparus.nps.PkionfigInit | Cluster Info updated

2015-81-27T8 26.691-0808 INFO | localhost-startstop-1 | com.sparus.nps.EwConfiginit | **** Inside Ewconfig Initialize Method *++*

2015-91-27T86:13: 33. 8828880 ERROR | localhost-startstop-1 | com.citrix.xms.security.onPremiseDatasecurity | Failed to encrypt. Empty Input

2815-21-27T8 33.882-0800 ERROR | localhost-startStop-1 | com.citrix.xms.security.OnPremiseDataSecurity | Failed to encrypt. Empty Input

2015-91-27T86: 13: 339818880 ERROR | localhost-startstop-1 | com.citrix.xms.security.onPremiseDatasecurity | Failed to encrypt. Empty Input
.OnPremiseDataSecurity | Failed to encrypt. Empty Input

com. citrix.xms.security.

com. sparus.nps. spring.DePropertyPlaceholderconfigurer | Loading properties file from class path resource
INF0 | localhost-startstop-1 | com.sparus.nps.spring.DBPropertyPlaceholderconfigurer | Read zdm.awareness.http-plain.host property from
INF0 | localhost-startstop-1 | com.sparus.nps.spring.DBPropertyPlaceholderconfigurer | Read zdm.awareness.http-plain.port property from
10 | localhost-startstop-1 | com.sparus.nps.spring.DEPropertyPlaceholderconfigurer | Read zdm.awareness.http-plain.instancepath proper
10 | localhost-startstop-1 | com.sparus.nps.spring.DBPropertyPlaceholderconfigurer | Read zdm.awareness.https-no-auth.host property fr
10 | localhost-startstop-1 | com.sparus.nps.spring.DBPropertyPlaceholderconfigurer | Read zdm.awareness.https-no-auth.port property fr

ERROR | localhost-startstop-1

33.921-0808
INFO | localhost-startStop-1

:33.980-8200

ENWTHEXMHRE R TERXERRFAEE , SRR AR E+ BB SRR .
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i HEWwE

May 05, 2016
ERIAECE HEIRE |, X XenMobile BTk HEMHILE #HTEE L. 7 XenMobile =& 9 , # Support > Log
Settings (XFF> HERE) , VilAIRATFIEM ¢

o HER/N, fERHGES AT S| B SRR/ MR B AESIEFET R ESSOXHRRAE. HEX/INERT XenMobile
XFNENEE (RS S RENEENAFENESE) .

e Loglevel (AELKA) . EAMERATUERRAHR, FREHR, AERAIHERFRE.

o HECRS. FRAMERATUARZEEXMEEICRKS ; BEXBERTE—NLRLHRMBELA.

1 BEHF > BERE , ARRITEHERN.

XenMobile Support

Log Settings
v Log Sizé
Debug log file size (MB) 10 ~
Maximum number of debug backup files 50 R
Admin activity log file size (MB) 10 -
Maximum number of admin activity backup files 300 -
User activity log file size (MB) 10 -
Maximum number of user activity backup files 600 -

2. AR BEHA/NMB) FIFRT | EHFE—NAT 5 MB F 20 MB Z [AIA/N , AESORESIHRRARN. AMEAT ,
XHR/INEE R 10 MB,

3. AN E MR EBRFIRF | 4% 5 F 300 MAAH | FRURFH[ABHBESUFRRAIE. ABR
T, XenMobile #£fk 5525 ERER 50 NSO,

4. EBIESNREIIRTD , EF—NNT 5 MB F 20 MB Z[AIIAN, BRHAMBERT , XHEA/MREE R 10 MB,

5. EEHENE M A LIRYIRS |, ¥E3%F 5 FE 300 MEFAXH , FEARFHABNEEETNRTMLHRNTAIE. BAE
LT, XenMobile 7EfR %25 EARER 300 NR433C 1.

6. IR FESNBEHEA/NIRS |, 1% 5 MB F1 20 MB Z[EfA/N, BRAMBRT , STEA/MNEE S 10 MB,

7. EEHEN RO A LIRIFRS |, $E3F 5 F 300 MEBAXH , EARFFRBROEEENROLHRFAIE. BAE
DLT , XenMobile #EfR%-2% L{REE 300 &30,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.597



1 BEXH > AERE  ARRITEEELS , TUBREERR. BAh5mELE , MRERESLIINSTTE.

¥ Log level

BB R IR E A SRR B

Set Log Level

Class name

ALL
Sub-class name ALL
Log level Select an option =

Included loggers

Persist settings

Cancel

2. MAKANERR. BAMERT , WFBRENLED.

3. MATFEAIERR. BOAMEAT , WFBaRENEED.

4. ERERABVERT  EEEERS. FREERANBESG. #ix BE. (
BRENMRERYIRENREER.

5. MRBREATEANKRE , FETFHSREKFE,

6. BHRERTEY,

julllg

B, REEX. BECRSTERS

1 BEARMBENICRS , BRERM.
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BB BIRAIN B E ST R 28 Fr 4.

Add custom logger

Cla=ss name Custom

Log level Fatal

Included loggers

2. FEE—NEAIETR,
3. EREERAIRT  EEATEA. IFNHEERAEESE .

BRENRERYIRENREER.
4. BdRERM,

B, WK, REZX, BFECRATFERS
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1£ XenMobile #&EFZFM AT HECH

May 05, 2016

1 7 XenMobile A | EEblaa LAKRTEN Y. IFREMERNEREOPTH.

XenMaobile Dashboard Configure

NOTIFICATIONS

2. ZEERET , BEEE. WAREERAERE, SRS ERERET.

XenMobile Support

Support

Diagnostics Support Bundile Links

MetScaler Gatewa Create Support Bundles

o
2

Log Operations Advanced Tools

58 9

3. BRRERNAS. WAREAEX Ctrix BATHEANGER  EAaMRHEURSREF[MRNREFERER. 7
FEHHEERSEIEREAFAHEXNGEE. WS RARERE. 2N EER BRERETD,
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XenMobile Support

w

Logs
Analyze the det Is type
=) © ] &

Downlo Rotate Do
Log Name Log Type A
Debuglog Debug
AdminActivityLog Admin Activity

UserActivityLog User Activity
S 3 of 3 iter

4. {ERARMETTDHHRIEDITRATRIE
o 2HITE : EHATERARFTERNAERE (BFEFARE. Ar/EERENRE. RFEHSEETF) . BETEHAU

RFEENRE ; e TREHAE.

Logs .
Analyze the details of various types of logs. '\\\\
G © ] £ 3

Uszer Audit Log File

o TEH AR THBRHEEHNE.
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™) © s &

Downlaa WView Raota Downios

Log Name Log Type v

Dsbug Log File Debug
Admin Audit Log File Admin Activity

User Audit Log File User Activity

1-8 of 3itsm

2815-81-13T12:84:81.691-8888 ~~ TFFE5204BCBB4EFTD™ ~° “ZdmService_Login” “Success” "7 77 TLogin with [Usertame = administrator] response successful™ :
2815-81-15T12:64:13.325-868€ “adwinistrator™ C3A1127 "1 ™ “UserService DeleteUserProperty™ "Success™ "7 “Morilla/s.e (Macintosh; Intel »
2015-21-13T12:84:13.528-8800 “administrator” "455007ESACC3AL127 “18.252.56.85" “UserService DeletelserProperty™ “Success™ ™7 “Mozilla/5.@ (Macintosh; Intel ¥ =
2815-81-13T12:84:19.5-8888 “administrator™ "455DOTES4CC341127 ©18.252.56.85 “Licensing SavelicenseInfo™ “Success™ ™7 “Mozilla/s.8 (Macinmtosh; Imtel Mac OS |

2015-81-13T12:64:19.778-880€ "administrator™ "455007ES4CC3A1127 “18.252.56.85" “UserService DeleteUserProperty™ “Success™ ™" "“Mozilla/5.8 (Macintosh; Intel k
2815-81-13T12:84:24.019-85388 “administrator™ "455007ES4CC3A1127 “18.252.56.85" “General SaveInitialConfig™ “Success™ ™" “Mozilla/S.e (Macintosh; Imtel Mac OF

2815-81-13T12:85:15.236-85888 “administrator™ "455007ES4CC3A1127 “18.252.56.85" “IdwService Login™ “Success™ ™ “Morilla/sS.@ (Macinmbosh; Intel Mac 05 X 18 9 ¢

e Delete (MifR) : KAMEMIBRATIEREI M.
o B R UN RS TAEITU U SR E . FREEXHNSER—PIAEE | B R A,

£\ Rotate Logs

Are you sure you want to archive the current log file and
create a new file to capture log entries?
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XenMobile 454 1THz [ 5EIM0

May 05, 2016
FEEa] PAFERSE XenMobile BN EIEFE F_EiARIPA T 6544740 (CLI) %65 — Citrix XenServer, Microsoft Hyper-V gk
VMware ESXi,

PAT2TAN Main (FFe&#) EFAEI , LR RA87P9/M%Em “Configuration” (BCE) . “Clustering” (Bf&) .
System (%%t) M Troubleshooting” (HEHHR) BRAZEA,

Main (FH)

[0] Configuration (ECE)

[1] Clustering (Bt%)

[2] System (&%)

[3] Troubleshooting (#EHERR)
[4]Help (FBh)

[5] Log Out (jF4H)

Choice: [0 - 5] (3%#%: [0 -5])

MESE#%EIFE Configuration” (FLE) &M , BB RATSES ¢
[0] Back to Main Menu (R[EIEH#)

[1] Network (Ri4&)

[2] Firewall ([ikiaE)

[3] Database (¥3E/E)

[4] Listener Ports ({iilff5¥%0)

WeE Network” (L&) &N , RELIEREEHREHUREER.
R Firewall” (BhkdE) EmAE , BEWEIPITRR

Configure which services are enabled through the firewall. (BCEETF A BRBRS. )
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Can optionally configure allow access white lists: (FTRLUEFRMECE AVFARIE 4L )
- comma separated list of hosts or networks (- JZS /) RKTH ML F|FK)
- e.g. 10.20.5.3, 10.20.6.0/24 (- #i#n: 10.20.5.3, 10.20.6.0/24)

- an empty value means no access restriction (- TEFRRICIAIRIRS])

- enter c as value to clear list (- i \{& c AJ/EMRSIR)

HTTP Service (HTTP fR%5)

Port (¥xH) :80

Enable access (y/n) [yl: (JBRWRI(y/n) [yl:)

Management HTTPS service (B HTTPS k%)

Port (¥mH) :4443

Enable access (y/n) [yl: (JBRIE(Y/n) [yl:)

SSH Service (SSH &%)

Port [22]: (3%[ [22]:)

Enable access (y/n) [yl: (JERARI(y/n) [y]:)

Access white list []: (VilajE&#[]:)

Management API (for initial staging) HTTPS service (&£ API (F/P¥IAEE) HTTPS R%)
Port [30001]: (¥%H [300011]:)

Enable access (y/n) [yl: (BRIRI(y/n) [yl:)

Access white list [I: (Vila)E4#[]:)

Remote support tunnel (EFEIFEE)

Port [8081]: (%[ [80811]:)

Enable access (y/n) [n]: (BAVIEI(y/N) [n]:)

1%4¥ Database” (BIEEF) EHES , BRSBTS -

Type: [mi] (38 [mi])

Use SSL (y/n) [yl: (€M SSL (y/n) [y]:)

Upload Root Certificate (y/n) [yl: (LEZRARIES (y/n) [y]:)

Copy or Import (c/i) [c]: (EHIEFA (c/i) [c]:)
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MEZFHGEE Clustering” (FH5E) EHA , HEBRAT A
[0] Back to Main Menu (R[EF3H#)

[1] Show Cluster Status (BREEERE)

[2] Enable/Disable cluster (SRR %)

[3] Cluster member white list (BERRAA%LH)

[4] Enable or Disable SSL offload (JERZZEA SSL #1%k)

[5] Display Hazelcast Cluster (27~ Hazelcast %)

WP RSN BBRUTHEE

To enable realtime communication between cluster members, please open port 80 using the Firewall menu
option in CLI menu.Also configure Access white list under Firewall settings for restricted access. (EfE#&E
Rz BEASKEIE(S , WM CLI 328 L Firewal | "3 885 THimH 80. EE7E“Firewal "X E TRCEVIRIE & 8L
BR&AR], )

R REEN  BERUTHEE

You have chosen to disable clustering.Access to port 80 is not needed.Please disable it. (BE1EFZEREE
&. THAEERO 80, WEERAIIREA) .

WERER AL AN RCERHE  $ERUTHER !

Cluster is disabled.Please enable it. (B&EE#WER , EKHEM. )

MRBRARE , B EBRUTEM :

Current White List: (H4piE%H8#:)

- comma separated list of hosts or network (- JZ S5 @ EA ML FIFR)

- e.g. 10.20.5.3, 10.20.6.0/24 (- #i#n: 10.20.5.3, 10.20.6.0/24)

- an empty value means no access restriction (- EEKXRICHFRS])

Please enter hosts or networks to be white listed: (EHAEFINELARTHIMLE:)
L SRR SSLIENEET , BEBRIATIEE :

Enabling SSL offload will open port 80 for everyone.Please configure Access white list under Firewall
settings for restricted access. (JZF SSL EERAHEAFTHIEH 80, E1E“Firewal | "iRE TELE VIRIEA & H AR
viim). )

P EIR Hazelcast BH&ER , K EB/RUT &M -
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Hazlecast Cluster Members: (Hazlecast B& i 5:)
[5)8 1P #bhik]

NOTE: If an configured node is not part of the cluseter, please reboot that node. (JFZ: MRENEET RAE
THE  BEHEHTR. )

MESRBGEE System” (RGE) EHH , FEBRAT S84
[0] Back to Main Menu (JR[EF%H)

[1] Display System Date (B RZAZHH)

[2] Set Time Zone (RENFX)

[3] Display System Disk Usage (BRALHGE(FEAIEN)
[4] Update Hosts File (EHENICH)

[5] Proxy Server ({RIEARS2S)

[6] Admin (CLI) Password (EIR(CLI)%HRL)

[7] Restart Server (BHEsIR% )

[8] Shutdown Server (XFIfR%#%)

[9] Advanced Settings (HS&IXE)

Choice: [0 - 9] (3%&#: [0 -9])

MEZHEF Troubleshooting” (HEHERR) AT , K BRI THH -
[0] Back to Main Menu (JR[EFHH)

[1] Network Utilities (M4&SCEFERF)

[2] Logs (HE)

[3] Support Bundle (3#F4,)

Choice: [0 - 3] (3%#: [0 - 3])

1EFE“Network Utilities” (MLESCARFERF) EIAT |, B E/RAT A ¢
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[0] Back to Troubleshooting Menu (IR [B]#EHE 38 )

[1] Network Information (M4&{5E.)

[2] Show Routing Table (RB/RIEEHEER)

[3]1 Show Address Resolution Protocol (ARP) Table (& RHHHiZATHMY(ARP)ZR)
[4]PING

[5] Traceroute

[6] DNS Lookup (DNS &#%)

[71Network Trace (M4&IRER)

Choice: [0 - 7] (3&#: [0 - 7])

¥ Logs” (AE) WEWH , B BRATRA

[0] Back to Troubleshooting Menu (IR EI#fEHEEHE)

[1] Display Log File (Z;REEXH)

Choice: [0 - 1] (%#%: [0-1])
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XenMobile 10 API

May 05, 2016

"] PAFE XenMobile 10 #{E LT Web R APl 3T am& & B, AJRAM XenMobile Developer Community ¥ m FEIEH
TF XenMobile # API 1 SDK.,

Web JR$ESGES (WSDL) &#k )i
EveryWanDevice addDevice
addDevice

authenticateUser

authorize

canCreateUser

clearDeploymentHisto

corporateDataWipeDevice

createUser

deploy

deviceExists

disableTrackingDevice

enableTrackingDevice

findDeviceByUdid

getAllDevices

getDeploymentHisto

getDeploymentHisto
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Web B%EGES (WSDL) £

%evicelnfo

getDevicelnformationForUser

getDeviceProperties

getlLastUser

getManagedStatus

getMasterKeyList

getSoftwarelnventory

getStronglD

getUserDevices

isEnforceSSL

isEnforceStrongAuthentication

locateDevice

lockDevice

putDeviceProperties

registerDeviceForUser

removeDevice

resetDeploymentState

revoke

unlockDevice
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Web RFESGES (WSDL) £&# ydpeDevice

addDevice

CiscolSE/NAC action/pinlock

/mdminfo

/devices/0/all

/devices/0/macaddress/

/batchdevices/0/macaddress/all

OTPServices createOTP

getAvailableEnrollmentModes

getOtpInfo

triggerNotification
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XenMobile Mail Manager 10

May 05, 2016
XenMobile Mail Manager a] AR LT A3 & XenMobile FZHEE :

FT Exchange Active Sync (EAS) & HshSalalizs]. ATAE s FakBALE EAS R &1iR] Exchange viial,
1§ XenMobile gEfg (8] Exchange 124K EAS IR & &SRS E.

f# XenMobile BEBTERSENIRE _EPIT EAS HRIR.

f§ XenMobile BE@B IR X T RERZ NS EARPITIEHIRIE , MBHRMEE R,

PATF 2 XenMobile Mail Manager 10.0 B4 BiThRASH B 2 &R @A 28 E MR, ZE T2 XenMobile Mail Manager , i&4£Z])
Citrix.com /R XenMobile 10 Server T IR % 28B4 54 .

o 7EFHZEE| XenMobile Mail Manager 10 i #24 , B %3%H XenMobile Mail Manager R AN AIAA BIRA 8.5 , BLBHTT
XenMobile Mail Manager 74k, [#539520]

o EXRERBHIREN THENRE TTREASIILIRE. MREFHEERBESITAERRE , NE—RETBESESERER
RBRMEPIRE A FIE,

Power Shell/Exchange &

1EREEM Microsoft Exchange F1iE (FE 2 Office 365) &, Xt XenMobile Mail Manager R ER&| T B &R &4 , fALEL
FAFERF A {E{T PowerShell i&Kek#54 . ILER]#E Exchange BCE &£ E A% PowerShell cmdlet &12 , &%
XenMobile Mail Manager & F# FtRIBAEAF |, AR AT450d [FUAEIRR 2.

BE—NFdRE , ERTRAXFIE Microsoft Office 365 ¥£1E /A FF AllowRedirection #5. {# Microsoft Exchange BC&E1%EMR
KB,

FHLEE
LDAP Z<iilRINZEST XS ABY Active Directory BB SXFHMESIE 4.

XenMobile %l WorxMail B FIRHER&EE. f#REMESR AL BH XenMobile Mail Manager i) Managed Service Provider
(MSP) ER P AIIENIFIX AT |, XA T EIR [EE] XenMobile KGR E. 1 E T IRSLAFHIR &R 4LIR[EE] XenMobile,

MSP
MEE Enterprise Server (BES) %tiE FER Wikt FR A ELAE B M At %53 e i .
ul

] LR 3t E AR AT AEIFESHATENIETE. EHZSEFE+ , XenMobile Mail Manager £& 3% P k4% , Fm i1t
BB (RES) .

AR HT Microsoft Exchange SRBIKEIAERE A/ Shallow (&) .
TRERF

EE 5| A Zenprise IZAHIA R R XenMobile Mail Manager,
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RERFEAZIZRRZH SR,

KR, ST HBIS R AIE R T35 XX k.

F£ Windows §“JF48 3 87 , XenMobile Mail Manager {2775 EI# {7 T \Citrix\XenMobile Mail Manager 33+,
XHF

B SF R, ATRUBE RN configxml ST 2 FIREHERTNRE, AT A AL A-#3Bh Citrix fifiR(A)8 ., FESCARANAY
XenMobile Mail Manager & , tLIhEE{LEA T Microsoft Exchange ACE KRNI YRR F# .

FE BT THRCE SRR | @ik Shift 425k i3 A EHERTRE.

SRl

M PowerShell R [R5 RTHEIAER B SHREXK GUID. {ERLLERIZH) Snapshot History (RERFISEICTR) HAEEEM
FTHERKNE.
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K AL

May 05, 2016
TEIE/RT XenMobile Mail Manager fEZ4H 4 :

k{u] & ¥MM Tor EAS and BE MM pulls EAS whitelistblackist policy from XD
e My iEslE Conindl oparatons
sur
-
XMM
p— _—:‘) r
Maobile Service Provider —— EAS Access Control
[MEF) Database  [* Managarmant
J — —
-
EAS Wipe Ramoale PawarShel
| Managament
e s Pariodicaly sn
desscts
e nvokas PS i
e Oreprem ar
S—— Officedes

X=AMEZHENT :

e Exchange ActiveSync iAlRlEHIETE. 5 XenMobile #HTIE{SLAM XenMobile ##% Exchange ActiveSync 5kl , 33%
BL SRR ST A B SRIE & F AR RE N 4 A VFERFELETIR) Exchange B Exchange ActiveSync &%, ZSbskmg iy B
TREEHL , PAAIA Active Directory 28, I/, REZSRZAARIE (BEANSINTEIRE) BITHEES).

o A2 Powershell B8, HWAMGRITTRIANERIEIE PowerShell 54 , AH4T Exchange ActiveSync y5[alis &SI 4mEm
g, BZAMHEHAGIE Exchange ActiveSync 2B FERIMRER | DIGIIFTAIEE B %A Exchange ActiveSync &%,

o HTNIRSIRLRT. 31t Web JRSFME , AfE XenMobile ATAE ] Exchange ActiveSync #1/E B R & AR I X LR &5
T BRI E R BT HHRE.
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RGBSR P& 5

May 05, 2016

Z{#FJ XenMobile Mail Manager , FEii#EUTRERGEEK :

e Windows Server 2008 R2 (AR ETIENIRS2S)

e Microsoft SQL Server 2008, SQL Server 2012, SQL Server Express 2008, SQL Server 2012 &k Microsoft SQL Server
2012 Express LocalDB

e Microsoft .NET Framework 4.5

e 2% Enterprise Service kA< 5 (A[3%)

Microsoft Exchange Server RIER{ESCIFhRZA

e Microsoft Office 365
e Exchange Server 2013
e Exchange Server 2010 SP2

o WEE Windows Management Framework,

e PowerShellV4, V3 Fl1V2
o WRIEIT Set-ExecutionPolicy RemoteSigned ¥ PowerShell ifTRRE& X E 5 RemoteSigned,
o WIMFEIZ{T XenMobile Mail Manager it BEHLFIIEFE Exchange Server Z [BIFTFF TCP ¥ 80,

1517 Exchange HIPIERERBETHEAMESK

o BPR. Exchange ETAMKVIANEH] (RBAC) REARSALKEERN. dERMM, , £/, 7 Exchange BLE Ul FHEERIEIR
WAIMBERSETER] Exchange Server , 3B BBHITLTFERE Exchange # PowerShell cmdlet fI5E2AXR :

Get-CASMailbox

Set-CASMailbox

Get-Mailbox

Get-ActiveSyncDevice

Get-ActiveSyncDeviceStatistics

Clear-ActiveSyncDevice

o MNRF XenMobile Mail Manager BCE AEFEEAM , WIFALAUIZITSet-AdServerSettings -ViewEntireForest
$true

o IRMMEIRMMAFIEIT TR Shell E#E) Exchange Server AR, ZRAMBILT , &k Exchange KA FAB AR,

o 1RiE http://technet.microsoft.com/en-us/library/dd315349.aspx , BEILEFIEEINEITIEREGS | EIRWASITFRTE
Pl EWER GRS, RIEHER http://blogs.msdn.com/b/powershell/archive/2009/11/23/you-don-t-have-to-be-an-
administrator-to-run-remote-powershell-commands.aspx , Set-PSSessionConfiguration®] A FSkiEGBEIRESK |, B2
Xt A 4 BRI X FFAHS R EA SRS ATEE N,

o [l¥4h | Exchange Server B AIBCE A FFIBIT HTTP #1THZFE PowerShell i3k, 8% , R HELE Exchange Server =
17 7% PowerShell 65 4-HEIE 51 : WinRM QuickConfig,

e Exchange B ZIRHIZEE. HP—REIZEHIENHFAAEFRNIFAR PowerShel :ZE=#K%H . 7£ Exchange 2010 1 , —4
AP ARRIRNERREOA R 18, 1XENEHRTI/E , XenMobile Mail Manager ¥ RgEiZE#% Exchange Server, #77EB1d
RIEATAFEENE PowerShell 3 e iIRIRHERER EIRAOA TR, 2NRB N , ATRUBE PowerShel A& 5ixf2 BIEME
XA Exchange PRISRE .

Office 365 Exchange HIZESK
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o MR, Exchange T EMNVIEEH] (RBAC) MEARAKTEN. AR , £/, 7£ Exchange BLE Ul PHEEMEIR
WIMBEMEESEE Office 365 , FHABHITUATHERE Exchange f] PowerShell cmdlet fTE£ AR :

Get-CASMailbox
Set-CASMailbox

Get-Mailbox
Get-ActiveSyncDevice
Get-ActiveSyncDeviceStatistics
Clear-ActiveSyncDevice

o IZHAEIRIAEHSZA , ATRUEITITAE Shell 33 Office 365 fRF25. BUABIT , Office 365 Bxi| &R REAA W&
AR .

e Exchange AW Z[RHIKME. HP— P RIGZHIENA AR PowerShel iIE=ZK¥E . £ Office 365+ , — M A/
AFRIRIFNEEBEOA =1, FEEZRFIE , XenMobile Mail Manager ¥ gei&#%%] Exchange Server, fFFEEERE
AAGEEIRK PowerShell B AVFIRINIERI LIRNTIE, AREXE , ATRUET PowerShel A& Simf2EIHHE
Exchange BRI 5H .
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AR E

May 05, 2016
RIBXLELIRL I HACE XenMobile Mail Manager, FFI47T , B LR BERGERNMLE &G, BRFEMEER 155
[#XenMobile Mail Manager R ESKFNNE 514,

1. B XmmSetup.msi X4 , REIRBRERFPHIRRET I XenMobile Mail Manager,

E!CitrixXenMobile Mail Manager E\ = @

Welcome to the Citrix XenMobile Mail Manager '
Setup Wizard

The ingtaller will guide you through the steps required to install Citris *entdobile bail Manager on
your cornputer.

Wi RMING: Thiz computer program iz protected by coppright law and international treaties.
|Unautharized duplication ar distribution of thiz pragran, ar any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

2. WFF438ahFTH XenMobile Mail Manager,

3. CERLTHURERM
1 EEFACE > PR EEmR.

A SQL Server KIfR$-25 27 (ZRAA localhost)

FEAE FEARBR M ZRIA CitrixXmm,

WEEUTRAT SQL KEMEIEERZ — -

e Sql. MIAF® SQL A FHA &%,

e Windows &R, NRIEFRMER , XenMobile Mail Manager Service B REIRBMVIE dChE B8 SQL Server AR
B Windows B2, Atk | ST FHESER > SI8 T A > R , £ XenMobile Mail Manager Service B 8 RAR
A, RRREEFEIR.

EE L NFREABERIREEEREE T Windows /% , IRRIESAELANFEE A Windows K P32 (B ¥EE BRI
FR.

P wnN
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-
& XenMobile Mail Manager Console 10.0.0.91

Refresh

Configure | Monitor

‘ Database | Exchange | Mccess Rules MSP

 Database Configuration

Server  localhost

Database  CitrixXMM

Authentication [Sgl

Username  JoeAdmin

Password eessssssssss

Database: T Service: ®

5. B EERER BT RUEEE] SQL Server , ARG HEHRTE.
4. W BR—FHEE  RANEEFENRS. BHE.

&4 Configuration Change E‘Eﬂ

For the changes you have made to take effect, the Citrix XenMobile Mail Manager service must be restarted.

Would you like to restart the service now?

) e

[C] Do not show this dialog again

A

5. BLE—18Z > Exchange Server :
1. INREHBAA Exchange 5 , BNFEREE— MRS, MRBIELA Exchange R , BEE A EA Exchange #45

FEE— Exchange Server,
2. WEARECE > Exchange Wik,
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&% XenMobile Mail Manager Console 10.0.0.91 = | B .

Refresh

‘ Confiqure | Monitor ‘

‘ Database I Exchange | Access Rules MSP

- Exchange Configuration

Environment Snapshot User Exchange Server

Database: @  Service:

3. BRI,
4. 1%&$% Exchange Server FNEZERY | On Premise (INEFEEZE) 3k Office 365,

&4 Configuration = | B S

Exchange Server  ServerMame

User  ServerMame'JoeAdmin

Password ||ooolooo|00014

Major snapshot | Every 4 Hours A
Minor snapshot | Every 5 Minutes -
Snapshot Type | Shallow A

View Entire Forest [[]

Test Connectivity

Save ] [ Cancel

ANRIEFE On Premise (NEFERE) |, WM AERTITFE Powershell 654 Exchange Server [4&#R.

WNFEEREAFFEEH Exchange Server FREHIEUAPRA Windows I 4.

WL,

WEFREITEEIREBAITR. FEREBRIMSEA Exchange ActiveSync HEXR.

BB TR EIRBATR. IR EIRERAINFT A2 K Exchange ActiveSync &1EX .

10. EHFHRARZEAY : Deep (JR) Zk Shallow (%) . RIREREE EHRIFEE T XenMobile Mail Manager I E
Exchange ActiveSync Vi[al{=HIThaE, IRRIRAIBEF EHFREKE R , FE{EA ActiveSync ERBINRFIRMERE (2
¥ XenMobile BRFRITERRE) FABE.

11. B ERAS T B B0 UZEFEE Exchange Server , SAfF TR 1.

12. WK BR—KIHER  RREENEIRS. BEE.

0 © N o w»
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6. BCEVIRAA :
1 EHEECE > VIRV R

§% XenMobile Mail Manager Console 10.0.0.91 = | B -
Refresh
‘ Configure | Monitor ‘
‘ Database | Exchange | Access Rules | Msp
- ActiveSync Access Control Rules
‘ Default Rule | XDM Rules | Local Rules |

Default Access | Unchanged M @
ActiveSync Command Mode | Powershell > @

Database: @  Service:

2. & Default Access” (BRIAVARE]) : #iF. FALEEX Unchanged (REHK) . XAHIFAERE (BRTHER
XenMobile SkAHIALRIFAE AR ) HAIEA. aREFR W | B RF ActiveSync RIFTE 2GR % ; anRE%E
b, H3ELEI0R) ; aNREHE Unchanged (REH) |, BAMERL

3. 1%&FF ActiveSync #5448, : PowerShell g Simulation (#3) .
o 7£ Powershell #3{# , XenMobile Mail Manager &% Powershell 654 BT AT B HIVARIIZES.
o 7EARIUMEIF , XenMobile Mail Manager A& Powershell 654 |, (B2 &G S MTALERICREBUREES.

EREHME S, B E e ER SIS REER GA Powershell X B4 & 4 HI1E L.
4. BEHRE.
7. B3 XDM Rules (XDM #LR) &M,
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% XenMobile Mail Manager Console 10.0.0.91 (=] E

Refresh

‘ Configure | Menitor ‘
‘ Databace | Exchange I Access Rules | MSP
(- ActiveSync Access Control Rules
‘ Default Rule I XDM Rules | Local Rules |
Name url Credentials Baseline Delta Disabled

Database: @  Service:

1 BEARmMm,
2. ;1 XDM HLRE A\ #R , 5120 XdmHost,

&4 XenMobile Device Manager Service Properties E@g

Mame XdmHost

URL | https://XdmHostName/zdm/services/MagCan

Authorized User  JoefAdmin

Dacoword  eessssss
Baseline Interval  08:00:00
Delta Interval = 00:01:00
Timeout  00:05:00
Disabled O]

[ ok || cancel |

3. 153 URL FRFERAS| A XenMobile fRS5-2% ; 6120 , 20RARS-25 & #RHA XdmHost |, i
http://XdmHostName/zdm/services/MagConfigService,
EZRSE 25 BRI~
PN IRl A TR
{R88 Baseline Interval (E#RE)EIFE) . Delta Interval (3ZE8YE)EFE) F Timeout values (BE{E) HERIAE.
BEEE  RESRES ST,
FEE  NREREERE %IE , XenMobile Mail Service 344 )\ XenMobile JR%- 22U &£ RS .
8. BEHAE.
8. Bih LocalRules (ZA#hFlm)) &,
1. NREHIITE Active Directory ZHFHRMEMZAHIFLN , 1§ EACE LDAP , A/FECE LDAP kB,

N oo v ok
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&4 LDAP Configuration = | B |

Address  LDAR://dc=mydomain, dc=com

Authentication |MNone A

User | JoeAdmin@ServerMame.net

Password essssssss

Test Connectivity |

Cennection succeeded: 2466 groups found

[ Ok | [ Cancel

2. AT PAFT ActiveSync Device ID (ActiveSync %% ID) . &&Z8Y. AD Group (AD4H) . Brgiks&
UserAgent (FAFHIE) ARINAMAIN, 1EFIRPIEFEUMNET., FXREFEMEE , EZSM XenMobile Mail Manager i
[AJE AL,

3. FEXAHEFMALAS AR, Mol aEEmigid , 885 FEILEASKA,
R XTRRAMSMATEEE | REKRMERBRPHRIIMRS. Bt , 0RNIRIFFBREE R TRIRER |, NiZESREKT]
25

4. WHE—ANNAME , KRBT AFSIELE | FHRMEIGMA) Rule List (HLNFIFKR) &M, A[{EA Rule List (KLRIFY
R®) ARAMRIRAREARENRFEFAEEEAN, ZIRFREE , RAXTIEEMAAFIEE |, KRB B REIF &R
N, #B—BSREFANRN (FIREPERIE) UNED , RNEEREOAMNE RS, 620 , aRFE—FAFHE Pad REHF
|, T EEEFLNIRE L AR A Matt” , | Matt g iPad ¥Rk o , BR“iPad MLIEL “Matt " #L N EHB & S B sk
%K.

5. EXFHLNF R AR T AT ATRENEEREBE . PRSANTLEM |, E R,

6. BEH R,

9. BLEBINRSIRIERA.
R BERFSIRMAR L , (N F XenMobile BLE AF ARSI AR A AT ARITEMNR SN NLTE.
1 EARECE > MSP &K,
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&% XenMobile Mail Manager Console 10.0.0.91 = | B .

Refresh

‘ Confiqure | Monitor ‘

‘ Database | Exchange | Mccess Rules MsP

- MSP Web Service Configuration

Service Transport |HTTPS = | Service Port 443
Authorization  |User ¥ | | JoeAdmin

Enable ActiveSync [ (@
Filter ActiveSync  Worxhail.

Save Cancel

]

- Blackberry Configuration

Blackberry SQL Server Database Name BAS Server

Add ] I Edit I [ Remove

Database: @  Service:

2. ¥R SRER RSP RFIEHEINRE N HTTP B HTTPS,

3. ABHBSREBRSRERS SO (BT A 808k 443) .
EE  MRERIRH 443, RinH FTEAE IS PHEE SSLIUEH,

4. BEEFASHA P, XEATRLURERES A XenMobile 121431 IRSIZ AR IR S FE R F4E.

5. WERAC /A ActiveSync &ifl,
HE  fN5RA XenMobile BR %528 2 ActiveSync Eif] , M — N EkZ 4~ Exchange Server fHRERZEANE B A
Deep (JR) ; XFEARKIRIRATREXIMAEIE AR KHIFE.

6. MERT , FAKSENFRER WorkMail* ILAZH] ActiveSync B4 & %% XenMobile, EEHUATH , BRIEFE
& Filter ActiveSync (337& ActiveSync) FE&
AR TEHEMNEMARZENEE % Z] XenMobile,

7. BERE.

10. 54, ATARCE — kSN 2E Enterprise Server (BES) :
1 B,
2. Hi\ BES SQL Server fIfRSS 25 & K.
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£3 BES Properties SRS

BES Sql Server

Server  BesServer

Database  BeshMgmt

Authentication |Sql -

Username  JoeAdmin

Password eessssse

Test Connectivity |
Sync Schedule | Every 30 Minutes v|
@
Blackberry Device Admininstration from XDM

Enabled
BAS Server  BASServer

BAS Port 443

DomainiUser  ServerMame'\JosAdmin

Password eessssssses o

Test Connectivity |

Save | [ Cancel

3. #i )\ BES Management ¥ B %R FE & FR.

4. FEBEREHBIFER, RIEFE Windows £ RS HEIE , W XenMobile Mail Manager Service (I8 ik Ak 2 B TiE
BES SQL Server ik /.
EE : A1REA XenMobile Mail Manager ¥uE FEiE#6E#% 7 Windows SERR , NSRBI AtAMEE A Windows #K &
214t XenMobile Mail Manager #3& FERI3 8] AR .

5. a0RI%EFE SQL authentication (SQL HAAIE) |, EHI N LML,

6. WE Sync Schedule (F#itX)) . X2BTiE#ES BES SQL Server B (TARE B HHTH.

7. BEIAERE , &S SQL Server R,
R ANFREET Windows &A%, ML {E F X4 85 R A A ~MIE XenMobile Mail Manager Service f /-, BittAgE
HERRIAE, SQL SHRIE.

8. MNREXFF XenMobile FHIBE R & HITFE WK/ EEFTL TEE , EE+ SR EIEIE.
1. #i A\ BES T&IREAIHE (FQDN),
2. BINFBTEIER Web JRE-# BES 8.

. Hi\ BES RS AT IRE A AL,

- BENRERE |, MRS BES AOERE.

. BEHRTE.

G2 S VY]
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{$ F ActiveSync ID &5 TR FHP4 SR B%

May 05, 2016

B4 b R R SRR AT AKLE AHEHERF B R &(E R, ASHRBRTF— , CFEMRRATITIZBE RS
ila)VERFEBH. XenMobile Mail Manager 5 XenMobile 2541 FA BT 3R HI St 24 FHR¢F5RA% . XenMobile #ER T4
AVERFHRERTIRERRE | Y REH HERIR &5 XenMobile FEMET , XenMobile Mail Manager £3%#|3CHI 505 .

W’ LB FIMR PinfEFRE ID (HFRA ActiveSync ID , BFHE—#RRIRE) 1 Exchange Server (8% Office 365) | #%
BT . Worx Home SREZMKIAMRTT |, FHEFEE R EIMRATT &% XenMobile, B HLEFIANME% 1D , XenMobile Mail
Manager 7] AR E 4 B 1% & B A NAZ AN WV F BB AR . FERGEA T S -

XenMobile

Device enrolls

with XenMobile XenMobile Mail Manager

obtains a list of approved
devices (using ActiveSync
ID to identify the devices)

XenMobile
\ET]
Manager

XenMaobile Mail Manager
enforces policy by blocking
Device accesses email unapproved devices
from Exchange — Email

app publishes ActiveSync

ID to Exchange
Exchange

4Nk XenMobile 5] XenMobile Mail Manager A& 3%# ActiveSync ID ARNEIF& %8 Exchange &£ #H) ID , XenMobile Mail
Manager JoiA#87R Exchange 21{a4bIE R & .

ILEC ActiveSync ID ATIATEAZ B & LR SethgT ; {BR |, Citrix AR L Android SK3_E |, Sk BR &K ActiveSync ID
AEITF IR Fimla) Exchange B/ 1D, RZEAfRLLIELER |, ATAPRITRATIRME ¢

e 7 Samsung SAFE & L , )\ XenMobile #%X#%%& ActiveSync BtE.

o FEFTAHAM Android SF&_E , A XenMobile #Ei% Touchdown & FBF2F#1 Touchdown ActiveSync L&,

B2, IAERELE RTFE Android %% L% Touchdown Z SMGREFHME% Fin, BRIEEAftsE ) Sci b B F-hpf
ViR , FTRAR AR MRS |, BTSRRI EABIATELE |, B XenMobile Mail Manager BCE AfH LEFRFHR.
XEKE , R ATHHZE Android %% _EBCE 7 Fk Touchdown Z SMUIERFRBAFR Fis , FFEZNR ActiveSync 1D &I EE
#T4E, %L ATV F b,
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ValalE S AL

May 05, 2016

XenMobile Mail Manager 124t 7 —FEFHNEF 3% , b Exchange ActiveSync i & shASECE iRIIESH], XenMobile Mail
Manager Ji[aiEHIHLNERE AR , Bl —ANMUECRFERF— NI FHARMRES (AW SCTEL”) . ARETEESSSIAE
) Exchange ActiveSync R&HITIE , AT ZHNZE BEAT AR ERE BT ARELA. FEZFMILAKFAR ; 670,
—RMNATRESLA R B& KT (A5 Exchange ActiveSync &% ID) HIFTER&ETERE R FNATE R & FLAC.
EFZ RPN, MIERFIZEFHES FLNIHAE] | EAATAHE R R EP SRS ZRAE R B ERF T PR, FRIESRER
7, BNKRAEE TANSERESHE M AR ER.

XenMobile Mail Manager B =FpZEEVEHLNY , BIASHBFLA], XDM FLRIFNZRIARIFLR,

Localrules (AiiFl) : AN EGRESMAER : NFEESAHMNILAS , MUFEEF L. BEAZIR XDM HLR X RE
WEAVTRIFL, i@id Configure/Access Rules/Local Rules (ECE/i5RIFLAI/ Atz N ) 1R EEE XenMobile Mail
Manager AR, STFFILACET4AE /) Active Directory AN PR RS #. TIFILACE T AT FERAIENZRIER :

e Active Sync Device ID (Active Sync %% ID)

e ActiveSync Device Type (ActiveSync i&#&28))

e User Principal Name (UPN) (BB K%L #R(UPN))

e ActiveSync User Agent (ActiveSync FiPRIE) (BE MXEFAETFHMER Fig)

(]

BEMT ERRBIFHENEE , BNAEBRINE MBIENZFOAAAN, NRERTREZRR , W RBERINERNFRIEHI
.

/

7

=

XDM rules (XDM #LQ) : XDM HLRZ X EFEE R R AH HLNASMEB XenMobile AR S5-2584931 Fi. XenMobile A 4525 AT @S
BEHNSRANBTRE , XEHNTIMRAZEET XenMobile EABEMARFSIEEMRE (FIIREEAEMRTREETES
RNV AFEF) . XenMobile TEELRALNIFFA A —4H Fe kPR LE A ActiveSync %% ID , SR E¥H (%% XenMobile Mail
Manager.,

Default access rule (BHAVARIFA)) : BOAGEFNEK—K , EO]USELESMES , FEBLERE— M HWFE. It
FNE —FESHRIAN |, XEKREINRA E AR SAMARNE XDM FNARILE | Z& & AT AR B ZRAA LR
BIET AR RE .

o Default Access - Allow (BKIAVAIR) - AF) . AFSAMFILNEL XDM FLRARLECRHTAR % .

e Default Access - Block (BRIAVIE - fALE) . BRIESAHFLNEL XDM HLRARILACAHHETIRE .

e Default Access - Unchanged (2XIAVAIR] - REH) . SAHF N XDM MR LERETIR &K ASH XenMobile Mail
Manager BUEAARBEEEAEPRES. RZEE# Exchange ETFIREER , MASFEEHTHEHE ; #lan , AREisEz
R & RE—A AR E R BAAHANE XDM AIRNEERE.

RTHNPFEE

XFF Exchange [a] XenMobile Mail Manager RSB MER , FHRBILLZ N RS EIHARAINUF X X LR NP TS , 20T
PN

o ZHBIALA
o EAVRIALI
o XDM #LI

REILACHES | WERELE. 6120, RAMANSLE RS LA , MASARSEEE XDM MRIEEGA IR RI XS & 2T
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T, XEFERTAEIMNZEE, fia0 , WRERARFIRFHEMEEREFT S NLER , WRARIBZIE LA
T, VEERIEFLE.

Wik & BHAEAN, RN S S BN A S &£ ET , XenMobile Mail Manager & $F{& 4 8T X AHLNIE S
FERIBDAA] AL E A B8] 8] PRt B & B M BB e AP, IR EAR IR DA O] BC B (K B 8] (B PR BT R 4%

Exchange ActiveSync BB ZEHIVIRIKALN. T i#XLALRIZAFFE XenMobile Mail Manager I&%‘Fiﬁﬁjkﬁig
Exchange AJREIBIE AT =FHRAIKMNATECE : DA%, REMNURALRKE. XenMobile Mail Manager &3 w72
FRHIZAE PowerShel &SRB ETIRNES) , LIRS ARIRIIR, XRS5 BRI VIR L) Exchange
ActiveSync %% ID 3k, ¥BEf5 , XenMobile Mail Manager A%t T Exchange FGRRTIRKEE, HREHMEE
E2 L, Microsoft &,

ENMRIRFERENT ZEANEIERT , SAERIER. ]SRN Z B X RS THEEHR. AR FER A f Bk
17087 ; Blan , MR R EAFETFILARFERIITAOMNE (20 ActiveSync i%4 1D, ActiveSync &&28. B, APARIE
%) .

MNATE :

o BEAN, UZLMNATUNARIE—RENAEAERS. RAMNERRIIRFHANLEIITEENR , TESNMANGEE
BRI A5 BT BEAE RN S HITA .

o JRTTHLN, UL AN NARIE—REEARMRE (A4/FRLE) RNLARAZEIFZE, RIPRANARZERFRER
UL A 8 2 K B

o FNFEAM, UL LHMNBIENFREAXMURSEEXNT , AHATREFERERD (BE4D) ENRERTUEFHFA—ANEN
Fr , HBEALEHTNEE. AN EPRS (AF/BRLE) FTRER SR AEIRER,

o FEHN, FEMNESAENEENATHIN, MNIETELT RKEAET A HFERE Sk, ZHUEEEE — N ZgF 4
ZEEK, Hﬂ**ﬁﬁr’ﬁ]iﬁﬁﬂ—l:ﬁrﬁ]g MRFFRFER LA, AR AN EEERNETE., MREFRIER T | X5
KFERHB AL A E E E AL fRTH . —/\Eﬁﬂﬂl—flolﬁﬁﬂ‘fk:]:/ﬁﬁl%x

o BRI, HEBHRLAE A A 'ﬁI%%LNMﬁ?é (BEEE. HRIFNFTEXR) . MNIBLELSE R EEAET I ATERE
X, STFEEETEAN , TA—KFEANNTVZ ?}E’#ﬁﬁﬂﬂﬂlo $EEE1TTF7§—FX'J§£EK]§EEHT , IR N FEH NI A ERH
BR— KBS BN, B0 | SEENALN I T EANE S |, A/SEEEFRIR RS S EEAN 2R |, F0/3EHEEHL
e 3 FEHNFH TN T

“Rule Analysis” (HLRIS4T) SHEHEPRLNZEEYE R msM

LIRBHR, BRIANTTA , Rule Analysis  (FRRSHT) IHEIEFABEHAE FTHENEE . BEEMEERIRNRE ; 4
W, IEREEHE AR <.
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[
£ Rule Analysis (=] @ [t
This view displays the results of an analysis of the relationships between the rules which are defined. As part of this

analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

a
)

Q

Device Id: OF226A8552FDAADFEIT6BDEBOOF2FAL2
Device 1d: 06766037CBB646D1BBATF2AB46350EE3

oo

YHMERN , EOBMFANEIM TR , BDERANAR — RS FHBMN, ZDH— RN ARATERETR
TRZANE RN ERBRSIAMNES . EAUATESAMRIDLT B8 S %MK —5EE FAN. EATH 83 & RLRIER
BRTANE EZANEHEMNMRL B8 , HEBEECFLEER— N RERE , LE—SIRaANLE TRERE. 5
W, FEREZANZET , SPEAERRAF

[ £3 Rule Analysis (=] @ [

This view performs an analysis of the relationships between the rules which are defined. As part of this analysis, AD-Group
rules are recursively expanded into the users of which they are comprised. Clicking on an underlined rule will highlight at
least one other rule which is overriden by, conflicts with, or supplements the clicked upan rule.

@ 0 @) Device ld: WorkMail~
Qe :

AR EERSIMNE | SHEERRIT

[ £3 Rule Analysis =)

This view performs an analysis of the relationships between the rules which are defined. As part of this analysis, AD-Group
rules are recursively expanded into the users of which they are comprised. Clicking on an underlined rule will highlight at
least ane other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

@ 8 @ pevicelgworaim |
f a Device Id: workmailc633313818 .:
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TEHRABIF |, IERFIAHN WorkMail* 2XEMN (DASKEIERSTR) |, B HHN workmailc633313818 24BN (DARSLR
HEFE/R) . HBHIREAME AR —MIRR , Jt—H5 AT ENRIEE RS ERNERNREX ML FAENRE
(KIEAEHIEE) . BEEENANG , SHEESRINT -

F B
£ Rule Analysis B

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

& O ) Device Id: WorkMail™"

© @ - )

FE_EFIF | TENFEATELN WorkMail* 2iEhiiR (BUEZMEFSR) |, BN workmailc633313818 2 EMA (MASEEIE
) . XTFX—EREIRG | IREAKRER. FTEARENRG , ESRATEF FEMRNERERER R, EEXLT
HFZANERF | BEEEHMNEIRE IR EE =X — 5L KA,

LHIUPRES , EOAWEMNUEM TR | BERMNAR —HREE FHBAN., ZEPREOANBLRIER. AAHEEHN
RKHLNA FTRERE LT BIR L RIENFEARAN, EFHHMARIERT , MUKHHR , MEESREES. EREKR
BIFF ATE— MR ZHT , XHEERRIAT

r : : N
£3 Rule Analysis (o] B [t

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

@ 0 () Deviceld: app
@ 8 (&) Deviceld: Appl”

KEXMFIENFRAAANEATRB A , HE—FMNUAFEE 1D BEApp HATHERE , B 5FMNELERE 1D B3 Appl
HETARE. B, BMES T RANFELL TR%E ID B3 Appl KT RE , AL S RHNRE , RAARFARKIRSE
KyE. AHEE—FANG , HEERRAT
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[ 8 Rule Analysis E=E)

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

@ 0 () Devicelgiioe” | @)

ELRERF , TEAMN (ERFREAN App*) FFHEIFLR (EERIFREXFR Appl*) HUEERHER, ZFRAZ—M
WEE , RNEER L FIENFREXANN BEIAANLEFE , XA REERESH IR R M E T E KR,

ERNEFEPRANESHNERT , TZAN (ERNZFEXAN App.*) FEHBIMA (IERIFAKAR Appl*) HUREREE
e BRE—MRES , RFECH L FIENFEXANY AR BENMLETE , XA EERESHILTTRIFEEE ™EK)A)

B,
£3 Rule Analysis (=] [

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule,

@ O @) useragent saMSUNG®
@ a8

ZLEFF, BISEN , —&HN (ENFREIRFN SAMSUNG.*) RNBE F—&AN (FFALN SAMSUNG-SM-
G900A/101.40402) , MEXBEAMUEFEMRESB AR (EEMRFEE A, HMBIRFEE PRLE") . B&KHMN (8
AN SAMSUNG-SM-G900A/101.40402) PAREANARIN , FERZHNEHE S | FHFRATAEIRE.

BHIENFEAANSE | SPEESRANT
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£ Rule Analysis =™

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule,

FEHN (ERNFERXFN SAMSUNG.*) fFIR—MIR |, FaREARMRES — KB E KHBMNA LR, AN (FH
HLM| SAMSUNG-SM-G900A/101.40402) [RIR—MLEA , I RAAIRIRES SEEMMA AL HZT | URMRFIRES | Nit—25
FERZANEHES | FEELTRIENKRE.

EOBAWMEAMUEMN TR , BEBRNAK —FE KRN, (UAEANERANRE RS R IERZAKAR, LR NAEE
TR, BAREBEMFRR. REERRGIPRIE—MNZE , SPEAERRAT

£3 Rule Analysis ™

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

a E () UserAgent: Worail®

a (n] w User Agent: SAMSUNG.>

BIMSREZRIIX P RANED R IENIZEAKAN , #E N FZ XenMobile Mail Manager i) ActiveSync i&t# 1D FB. #
THE—FANG , SPEIERRAT
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E 5
£ Rule Analysis (o[ B [t

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

(@ 8 (@) useragent worail |
.a (n] w ._I;gr.-iggnt:ﬁAMﬁyNﬁ.':

FEAN (ENFREAAN WorxMail*) UEREMERE BR , FREDFE—NBIENREXPELASHEIFN. HEFL

(EERZFAAFHAN SAMSUNG.*) IAEEEMEE B8 , FanisBilN 5 EZRMNEE N A% XenMobile Mail Manager [E]
—FERAIENIZREFN ; EHAET |, &FECA ActiveSync %% ID PR, XEIENZRIAKATRERN , LATBEAEM, &5
IERHIVEIE N RIXK SR ARE .

Rk URGl

WEBENESR. PREATEHUESRE | EHATREREGRAMATRENER. TR T AEPITHIRGE | REHERE
THRUSATATABZARERINEE, REBMBETETMT TH&, FZHENERRNFERER , FERFERBFNE RN
FRBSHAMNUAEMAREE. ZHEENREIKAMUBAIEIES RS , H @IEI%TEH_?D
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This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

© B () Useragent Apple”
Qa am-aduarte@xendemos com

i

m i Traini

zentrain2@zenprise.com (of zenprise/TRAINING ZenTraining_A)

c

Device Type: SD4930UR

Device Type: iPhone

i

000000000000 000000000
PRoooooophoooo o BBRBRooo@m

AN E S
REFED THREARIN—5HRES FAN , ERT AT AN,

R~ 1 ATRBIIEZE T & zentrain01@zenprise.com K RHA.,

E2 Rule Arais e

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Cliciang on an underlined
rule will highlight at least ane other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

@ () Device Type: Andro* E]

Device Type: SD4930UR

Device Type: iPhone

w Device Id: 38~ B
w Device Id: 30"

CO0000000000
oooopoo@PooDo

1 IF O ATRIRE T T
zentrainll @zenprise.com [of zenprice/ TRAINING FenTraining B) . .

o

— -
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FEHR) (AD-Group ¥LJ zenprise/TRAINING/ZenTraining B , zentrain01@zenprise.com 2  KFH—1 B 5R) BEHATE
M

o DUEEIH BIoriF HABREIE,

o RA—NMEM EARRERK FER—REEKHMNEBEBIEAF K EATEE]) .

o FIR—NMIEREN—NERGRE , HATER—FKEE FHANSHARREFEHR , FFEEEANS 98 = BRAL
FARIEIKRE.

m_EREE , BLBEFILTREA

£1 Rule Analysis (=] B -

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Cliclang on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

© 8 @ userdgent Apple

L rie@uendames.com
xm. " xendemos.com
muf0-91+ ®tect.”

)
2
l::’ ice Type: SAM.™
)

000000
oo oiiipiip

c
<
.
z

00000
oooBRBy

Device Type: SD4930UR

EXFMERT , BRKHBFNE S FEAN : ENFREXFN zen* FIEFAR zentrain0l@zenprise.com (BT
zenprise/TRAINING/ZenTraining A) . SFFE—&MBELN , HELT DUF1EM « Active Directory £B#LR ZenTraining A B &
= zentrain01@zenprise.com , Active Directory 2B#J ) ZenTraining B t143& F 7 zentrain01l@zenprise.com, B2 , BT 4
BRIV RS T EEAN , A FEEANHER. TEMNEAERER F , FFEBRT XML PR EER
L, B, FER—AIaRE L —SiERaEIPZE,

G2 MSRBIBRT B2 ActiveSync %4 1D 34 069026593E0C4AEABSDE7 DD589ACED33 ik (B

4 Rule Analysis m[ﬁ]@
This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.
Qe
@8 woseswien
@ a Device Type: iPhone
O e
O e
& 0 ) Devicela30-
|9 8 ) i
.
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FEHMN (FHIRL 1D HN 069026593E0C4AEABS8DE7DD589ACED33) EA N T4 :

o DU BRI B R REIE,
o ABF—MEm EARREEK FERMEIMNBEBIEAET R LATE]) .
o FIR—NEARE , fERHIMNEESZEZAN , FREL TIERE.

& Rule Analysis =[G |

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underfined
rule will highlight at least one other rule which is overniden by, conflicts with, or supplements the clicked upon rule.

& o

@ a Device Type: SDA930UR

© 8 @ omicise

Qe ]
& o

©a

-;_,- a Device Type: iPhone -

EXFMENT « — KBRS E S EEAMN - IENFREI ActiveSynce &% 1D MR 3E.*, BTFIENFRER 3E* %5
069026593E0C4AEABSDE7 DD589ACED33 ULED , A, , TEMNFOTA L HHIFEE.

IS ATARSERLI R
EXFERT , FTEMRNRENFRER ActiveSync & BRI touch.*, 4T -
o DUSKEIEETR , IMERRAEMEAEYS | IRREEMFEAMNTFBIEI TS KENFRXKMN , FEXFMELT A

ActiveSync % & 28,
o WAFIKAARER LAMTA | FERELFE—ZKEFRSMERNHIAN AR Z D FE— L AFRIEMTRNHEIFL
my,

FERF M AR EERZE D — K EHN AR SR E R, SEEAMNARMRS TR AR
FAEMSEAR |, RIIENFRIEXR ActiveSync £ 25RIHL N SAM.* FIIERFRIEXR ActiveSync &£ 25R#1 0 Andro.*
XPIEHBIRLNERIN T BREAE | TE/RH BT HHBhFLA,

X SHHEFLE LB AN |, FERELE N ActiveSync & SR I N ER I AN FE R AR,

EERS |, BV ABREENFREXANA TR .
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¥ Rule Analysis ==
This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

Tt —E S AT AL

ARBIBRT T AR RN I NE BN RS, 6 BIR T A sa i v FER & 2888 A touch.* AR B A IE Y
RN, BAIHHEEIFIN Andro.* ¥ B R—AR RIS R BR.,

&4 Rule Analysis =l
This view displays the results of an analysis of the relationships between the rules which are defined. As part of this

analysis, AD-Group rules are recursively expanded inta the users of which they are comprised. Clicking on an underlined
rule will highlight at least ene other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

H
E
.

Device Type: SD4930UR =
w Device Id: JE~

Device Type: iPhane

QOO0 00|0
oo oDoDoDDD

HIRBIBRT HNXAFEENESZAN. HHNEE R ActiveSync iR &KMLM Android , E#E SR (BT FDMRaTFHK
MEERETR) FEHEHRRSESFEMNIERFRIAR ActiveSync IRE&ZEBIHN Andro.* ZAIHZE ; ERTZHNZ AT
ZHNZ BRI, £ LB, FEH ActiveSync R & FERUFR Android R EBIRAMEEFN , RANEZRAN (IERZFRERK
ActiveSync & &FKFUHN touch.*) MBERE , UM SEZMNAAEX,

1. 8 Access Rules (Tla]#LA)) &R,
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Catabase | Exchange | Acceis Rules MEF
[Dedaly Rule | HOM Ruhes. | Local Rules
Configure LDAP

Device ID O

Database: @ Service: @

2. %% ID JIRF | SRR AHAZRAMAN KT,
3. BEBRGERBRANEFER AR —LEHR, EHREIT , EEFRREXETE , WRERE FHEKNSIRIET.

Catabase | Exchange | Access Rules MEF

Dtz Rule | HDM Rusles. | Lecal Rules

Configure LDAR

1% masches found

Device Type =

Androed
ASUSHEXUST
iFad

whane

#od

#Pod bouch

4. EERIFREFREHP—AME , ReREUATERZ—
o AFFRIN Exchange B ECE A AT A ILACRR-# ActiveSync JiE

IILER o
==}

o FE4EFRIN Exchange ¥ ECE MHELEATAILACIR & ActiveSync i E
EH R | B&2F R TouchDown BT AR & B 83ELE35a).
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[Distabase | Exchange | Access Rules MSP 1
Sy Ac
Defsuhtfse | XOMRues | LocalRules
| Conbgure LOAP
Device Type  » | TouchDown e a8 TeuchDown
SAMSUMGSMT210R
SAMSUNGSMTIL0
SAMSUNGSPHLIID ‘
SD4930UR
TesuchDown I
Allow Deny [
| Wiew Expanded...
2ddin end of [P o |
Added
Cameel I
||
i
i
’ |
L1
Database: B Senace: B |
— = e

TE MR AR N ]38 H 5500 BRI E AR TX S - *)- FAMIERFRAAR | AAT US4 E FBRELER SR K
MAERMZENRIAAN (RESTHREERR) , IRFTRACHEEWENRER,

eI Ay Al N ES .
1. #d Access Rules (Tila]#LA)) .
Catsbase | Exchange | Mgerss Rules | MSP
Dedal: Rule | XM Rules | Local Rules
Configure LDAP
T @[
Save Carscel
(1]
Databade: Sernce:

2. %% ID JURF | EERAHARIENFRAXAHAN KT
3. BEBARGERBRANEFERN AL, EHREIT , EEFREXETE , WRERE FEKNSIRIET.
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| Canbigure LOAP

18 maches found
|Device Type = | D
Ardraid =]
ASUSHEXUST
e
Phane
Pod
#od touch

Database: @ Service: @

4. BFERFIRPPHEP—AHE. EHRFIF , BE3EF SAMSUNGSPHL720 , FBRERE XA DN AET,

Catsbase | Exchange | Accers Rules MSF
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SAMELINGSMNGO0A
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SAMSUNGIMTII0

SDEI0UR

Cotsbase: @ Service: @ |

5 BAWREIEUETBE Samsung AT EE , HIRRTSHARMIENZE AR -

1 fEFTEM B XAEN BT,

2. BSCA M SAMSUNGSPHL7 20 &4 SAMSUNG.*
3. HfREF IENFIAK T EE.

4. BEHE AV,
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| Device Type

SAMSURGEMNSO0A
SAMSURGSMT210R
SAMSURGEMTIL0
SAMSUNGSFHLTI
|504930UR

| SAMSUNG.
SAMSUNGSAMSUNGSGHIBET

b ”El ) SaMSUNG

Added I

Database: @ Service: @

1. B Local Rules (AHifli) &Em+.
2. EAIENRER , FEFHRE D FIFRFMATER B XAIE.,

Dotsbsse | Eachange Access Rules MSP
ivesiyne Acceis Contiol Ries
Dt Rule | XD Rusles | lLiocal Rudes

. Configare LDAP |

.m B !
i
Save || Caecel
1] i
Database: @ Sercice: @

3. EEELRMTE. HRpHERIRE LT,
4. BANENFRIARK, HoRBIEMsamsung.*
5. IIREFIENRENEIFE , REREAFSIELE. EHRGIF , ERNR AV , ALRALE
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Databade | Exthunge | Access Rules MSP |
Default Rule I XDM Fules I Local Rubes

Configure LDAP .

Device Type = | samsung.® a 8 ) ssmaung®
1.
|
B inew Expanded... |

ssamanaciim [ reguisr mpresicn
Added |
Save Cancel |
I
I
|
o

Database: @ Service: |

BT IENFRANRIEAE | AT XS4 E REALERFFEREEITRR. HIREUERT TR ERRBA A, %
BiHRIERIERFRERAN |, EHATMERRE. fla0 , REEEER ActiveSync &% ID FEEXA workmail BT A&
#. Ak, ERITRIT IR,

1. 2 Access Rules (AL &R,
2. HRERELATBEFRREANRE ID (L) .

Database | Exchange | Agieis Rules l M5E
Detha fule | OMfses | Local Fules
Configure LDAF

Dotsbase: @ Service: @

3. EATEM B XAME (LEEFRUEESRIE) NEaSE , SRE%Aworkmail*,
4. WREFIENRIEREIEE , KRR HRARERB/RILAR , 20 FEMR.
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Database | Exthange | Access Rules MSP |

eSyne Access Control Rules

Default Rude I XDM Fules I Local Rubes

| Configure LDAP 1

warkmailg1 385439987
wearkenads 1 SEA IR TAT b |

Al Deny |

Database: Service:

ATIAET ActiveSync IREEIMR LR, 8% 1D BOR&LEER eSS,

1. B ActiveSync RE&ER&.

2. 7850 RF , ARBETHR S, REWRELEE , AREERATFITENDERIELENS.
TESBRT Y userl B s/ “saLts"5Emm.,

1T XenMobile Mail Manager Console 10.0.0.86 [_[O]x]
Refresh
‘ Configure I Monitor |
| ‘ ActiveSync Devices Blackberry Devices | Automation History |
I
[l Selection
[AII Devices Vl [Anyﬁme Vl User: Device: @ Export.
Reported Requested N
e s User Device ID Type Model
[+) ) |useripeteician [z 7739D4AACFCI1AIHLSF iPad iPad
‘ [+] ) [users R e 1003051 SAMSUNGSAMSUNGSMGS00A | SAMSUNG-SM-GS00A
‘ [~] T Add userl@citrixlab, to StaticDeny 1003061 SAMSUNGSAMSUNGSMGSODA | SAMSUNG-SM-GS00A
[~) ) [senactan, |pB3asa1FEBS 14D 10884301 712408376 iPhone iPhone

4 records read, 4 records displayed

Database: @ Service:
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@it XenMobile Mail Manager Fr s f88%5 & , AT 246 MR Exchange ActiveSync FI2ER &R B R E M B3
& PowerShell 5 4BA HIER. MMZBRFERRAUT=MERF

e ActiveSync Devices (ActiveSync i%#&) :
o ZAPUBT AT H IR S H B/RE ActiveSync IRESIEIKIERR.
o FAIPUBETAMAEA /. R 1D SRS FRERE LN AVFERELEANZERSRIR AN (55) FN,
o TFERIFMIT , EIRME Cirl B R FARIFIIT.
o BERE
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e ff Exchange iEMm+£+ , B AT Exchange Server (1 EEI#R.,
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XenMobile Mail Manager ¥4 A g5 BiCREH BEH | <& E#HF£>\log\XmmWwindowsService.log,
XenMobile Mail Manager il EEE¢HERE] Windows E4HE.

URFIRBES N

XenMobile Mail Manager Service kJj33h

W& BEHF Windows EFHEF SR, BIEUTRIRR :

e XenMobile Mail Manager Service Fei%iiial SQL Server, PR XLealal s S BB
e SQL Server fREARIEIETT.
o SHEIERK.
MREEE Windows £ S HIIE , WA XenMobile Mail Manager Service (I Fik ~3HT SQL &%, XenMobile
Mail Manager Service ik PERAIRE A “Local System” (AHIARZE) | (B2 FTREE BUAEAT A A A EIR SARAIK .
MREACE SQL FMHIIE , MJRME SQL FIEHACE SQL B%.,

o AREEIRFIRAAE (MSP) BLEMIRAARA A, PRGN ARG HH AR E RN mlGa.

XenMobile JoixiEHF] MSP

KERADTE XenMobile Mail Manager =% & IECE > MSP IR IEMECE MSP IRFisOMER . KEZACIEMRE
BAESA .

RERE HTTPS , MIPMRTEA WA SSLIRFFIED. MREZRIK IS , 1IS Manager ATRAASEZERIES. MRKLIK IS ,
BHREHEIEBHVEAEE , 153 N http://msdn.microsoft.com/en-us/library/ms733791.aspx,
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# URL MIEHRRE FE7E XenMobile RECER) URL MEHE | AAfa 8T Test Connectivity (MIIERE) . X414 XenMobile
Service KK Web JRFER. EE , tIRCHE HTTPS , BWIMIEEMFHWKIRENLFR (FE SSLIEBPIEEMEFK) .

EE  EAMER  EHREDAEE A ActiveSyncDevice ITR , BRIMARTBER K.
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Establishing a security model is essential to a successful mobile device deployment for organizations of any size. Although it
is not uncommon to use protected or quarantined network control to allow access to a user, computer, or device by
default, it is not always a good practice. Every organization that manages IT security may have a slightly different or
tailored approach to security for mobile devices.

The same logic applies to mobile device security. The vast numbers of mobile devices and types, quantities of mobile devices
per user, and the array of operating system platforms and apps available make the very idea of using a permissive model a
weak choice. In most organizations, the restrictive model will be the most logical choice.

The configuration scenarios that Citrix allows for integrating XenMobile NetScaler Connector with XenMobile are as
follows:

The permissive security model operates on the premise that everything is either allowed or granted access by default. Only
in the case of rules and filtering will something be blocked and a restriction applied. The permissive security model is good
for organizations that have a relatively loose security concern about mobile devices and only applies restrictive controls to
deny access where appropriate (when a policy rule is failed).
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