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IP address: 192.0.2.0
Netmask: 225.225.225.128
Default gateway: 203.0.113.3

Primary DNS server: 192.0.2.4
Secondary DNS server [optionall: 192.0.2.5

Commit settings [usnl: yfj
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Generate a random passphrase to secure the =zerver data? [ysnl: y

."KES4DUVxZs' 6F“« 5 6 A& Zeoe'p, by Fp. H
1 vl 23pd & 140 4 " | ") x4 s A

Enable (y-sn) [nl:
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Local or remote [l/r]: r

Type (Microsoft SQL, PostgreSQL or MySQL) [mispsmyl: mi
Use SSL [ysml: n

Server: 198.0.2.10

Port: 5432

Username: postgres
Passuword:

Local or remote [l-rl:

Wi, Uzx**“Z r(xWKDpEPAZ>fg
fg GHI 91 6<5 6 <+ f E£GHI X)fg [ FGH6 TDUV[ FGH

W .pe 9we GHI pu< AEE€ |

Hostname: justan.example.comn

HTTP [BO1: BO

HTTPS with certificate authentication [4431: 443
HTTPS with no certificate authentication [84431: 8443
HTTPS for management [44431: 4443

‘ AAEN Y 5 6GHI " afg¥% pxl fgA—f  a{D} X% EE £
Zeeoe  p,bPT) *bc a
w .a! 7E —Rn=>BC) up" A9: —Rfg} X %

Do you want to use the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:
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Username [administrator]: administrator
Password:
Re-enter new password:

W2 ., Le% )pW “Z3]pa°Y W *Z@tA

.y2&LUA-.)p,.,L p..AALO-

Upgrade from previous release (ysn) [nl:

G [C@ Zb*“Z F$px)* AAI*— NO +

Writing iptables configuration...
Restarting iptables...

Upgrade from previous release (y-sn) [nl:

Stopping configuration app...
Starting configuration app...
application started successfully
Stopping main app...
Starting main app...
this may take a few minutes

application started successfully

To access the console, from a web browser, go to the following location and
log on with your console credentials:
https:r/203.0.113.8:4443~

Starting monitoring. ..
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XenMobile

Welcome to XenMobile

increase productivity with mobile devices and apps while maintaining security

Tool Update
> Update the upgrade 100l to the latest version firs. It might contain additional support and fixes.
> 1f you have the latest update tool installed, you can start with the upgrade.
Update the Tool
Upgrade

XenMobile 9 = XenMobile 10

Test Drive Production Upgrade
> Only configuration data (Device Policies, Apps, Actions, Delivery > All configurations, device and user data are migrated.
Groups) is migrated.
> > No MDM re-enrollment or apps re-installment required.
> > Pla red, the length depends on the data set size.
> Tom off tXenMobile environment fo ensiire data

consistency while performing an upgrade

e

78 o o !

t ZG /I + | ¥ M| §" ©9 78%_° e 2) 2 "#

XenMobile

Update the Upgrade Tool
To ensure a successful upgrade, you need to update the upgrade tool to the latest version. You can also download the latest version from www.citrix.com download center.
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Are you sure you would like to updats the upgrade file?
The system will restart automatically. It might take some

time to update
£
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Before You Start

First, update the upgrade tool to be sure it contains the
latest support patches and fixes. If you have the latest
version of the update tool installed, you can skip this step.

Cancel Skip
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1 Uprade Tyoe o

2 Upgrade Source

Pracn s Fiwes o4

Cordee Detaby

KonMobile Upgrade Upload Packagod Filos from MDM Install Directony w
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XenMobile Upgrade

admin a

Production Upgrade Complete Database Configuration Information x

Confirm details about the XenMobile 9 Device Manager server Database, including your DB user name and password. Provide correct password of the certificate that was provided during Artemis setup.

1 Upgrade Type v

2 Upgrade Source
Package Files v
Upload Files v
Confirm Details

3 Upgrade

4 Logs

5 Next Steps

Database name

Database type mssaL -
Authenticate Using NTLMv2
Server*
Port*  [1433

Username  sa
Password  [sesesssescecsssenne
Use the same password for all certificates

Certificates Password

G°+ f ' 26°3
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Start

Ars you sure you would like to start the upgrade process?

It may take between a few minutes and an hour, depending
on the size of the migration data set. The migration process
cannot be interrupted and restarted from where you left off.

Cancel Start

§$?2208&7 | ¥ 8" 6®|\-f| +26tZ2 éé \ 00" $

Upgrade
XenMobile Upgrade Upgrade *
Track the progress of your data migration to XenMobile 10. If you cancel the migration you must begin again from Step 2: Upload Packaged Files from
MDM Install Directory.
1 Upgrade Type v . o
Overall progress: Processing provisionings... 50%
2 Upgrade Source L
Current sub-process: Processing content for provisioning (44) 5%
Package Files v [ )
Upload Package v
Confirm Details v
} 3 Upgrade
4 Logs
5 Next Steps
Gancel
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XenMobile Upgrade

XenMobile Upgrade Upgrade x
Track the progress of your data migration to XenMobile 10. If you cancel the migration you must begin again from Step 2: Upload Packaged Files from
MDM Install Directory.
1 Upgrade Type Overall progress: Upgrade done. 100%
G
2 Upgrade Source
Current sub-process: 100%
Package Files v D
Upload Package v
Confirm Details v
} 3 Upgrade
4 Logs
5 Next Steps
Back Next >
hiti6e' () 6# 7 K,J 9 ;&K, 02 t®| i¢tT HITK, $5?229 6 Gt
pqva TTHIi T K, 2<8 $
hi io%6f6213 66-12+€t a} guUGesades " 0QlU20y= " pyous$
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£ Error

Migration has failed. For assistance, collect the support
bundle and migration log and contact Citrix Support.
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admin

XenMobile Upgrade

1 Upgrade Type v
2 Upgrade Source
Package Files v
Upload Package v
Confirm Details v
3 Upgrade v
4 Logs
5 Next Steps

Logs

Review results and debug logs to ensure that all data has been migrated

¥
=
Download
~
>>> 2015-03-10 15:56:56,354 | migration | Starting processing uploaded MDM zip file...
>>> 2015-03-10 15:56:56,929 | migration | Finished processing uploaded MDM zip file. rc=0, message=OK
>>> 2015-03-10 15:58:23,169 | migration | Starting full upgrade...
>>> 2015-03-10 15:58:24,175 | migration | All required files (fixed file names) present in '/opt/sas/sw/migration/mdm config.zip'.
>>> 2015-03-10 15:58:24,181 | migration | server.xml information extracted from '/opt/sas/sw/migration/mdm config.zip'.
>>> 2015-03-10 15:58:24,182 | migration | ew-config.properties information extracted from '/opt/sas/sw/migration/mdm config.zip'.
>>> 2015-03-10 15:58:24,183 | migration | All required file are present in archive '/opt/sas/sw/migration/mdm config.zip'.
>>> 2015-03-10 15:58:24,184 | migration | All required files present in '/opt/sas/sw/migration/mdm config.zip'.
>>> 2015-03-10 15:58:24,203 | migration | processing cacerts.pem.jks
>>> 2015-03-10 15:58:24,228 | migration | —-—-- Entered addCert () -—--—
>>> 2015-03-10 15:58:24,228 | migration | Deleting existing deviceca certificate..
>>> 2015-03-10 15:58:24,235 | migration | Migrating =509 certificate
>>> 2015-03-10 15:58:24,235 | migration | ***** Entered addCert0() *****
>>> 2015-03-10 15:58:24,237 | migration | Capturing certificate metadata..
>>> 2015-03-10 15:58:24,238 | migration | ..... Entered extractPrincipalMetadata() .....
>>> 2015-03-10 15:58:24,240 | migration | metadata = {"commonName":"Root Certificate Authority","description":null,"state":null,"email
>>> 2015-03-10 15:58:24,240 | migration | ..... Exiting extractPrincipalMetadata() .....
>>> 2015-03-10 15:58:24,240 | migration | ..... Entered extractPrincipalMetadata() .....
>>> 2015-03-10 15:58:24,240 | migration | metadata = {"commonName":"Devices Certificate Authority","description":null,"state":null,"em
>>> 2015-03-10 15:58:24,240 | migration | .. Exiting extractPrincipalMetadata() .....
>>> 2015-03-10 15:58:24,240 | migration | certCN = Devices Certificate Authority, xmsCertType = deviceca
>>> 2015-03-10 15:58:24,241 | migration | Adding certificate to certificate table
>>> 2015-03-10 15:58:24,833 | migration | ***** Exiting addCert0() *****
>>> 2015-03-10 15:58:24,833 | migration | Migrated 'l' certs
>>> 2015-03-10 15:58:24,833 | migration | -—--—- Exiting addCert() -----
>>> 2015-03-10 15:58:24,833 | migration | processing pki-ca-root.pl2
>>> 2015-03-10 15:58:24,843 | migration | - Migrating pki-ca-root.pl2 --—--
>>> 2015-03-10 15:58:24,843 | migration | - Entered addCert () -----
>>> 2015-03-10 15:58:24,843 | migration | Migrating pkcsl2 certificate
>>> 2015-03-10 15:58:24,861 | migration | Migrating pkcsl2 certificate alias = rootca
>>> 2015-03-10 15:58:24.874 | migration | ***** Entered addCert0() ***** v
< >

Cancel Back
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admin

A X
XenMobile Upgrade Next Steps
1 Uparade T v 1. You must configure licenses on XenMobile 10 to enable user connections. To do so, go to Configure > Settings > Licensing.
pgrade lype 2. If you deployed the server running XenMobile 9.0 in the DMZ, you must change the external DNS for XenMobile to point to the new XenMobile 10 server.
3. If you deployed the server running XenMobile 9.0 behind a load balancing NetScaler appliance, in NetScaler, you need to configure the load balancing Device Manager instance
2 Upgrade Source with the new IP address for the XenMobile 10 server.
4. If you deploy XenMobile 10 in a cluster, you must use the command-line interface to enable cluster support and then join the new XenMobile nodes.
Package Files v Find information and procedures on upgrading and using XenMobile 10.
Upload Package v
Confirm Details v
3 Upgrade v
4 Logs v
} 5 Next Steps
o N " _ . a
Ogu = uUzs3w)  {']|G I x!' aH -UzZP ! 20
' n 1 o A
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Licensing

XenMobile comes with an evaluation license valid for 30 days. If you decide to use your Citrix lict

Default license Evaluation license

Trial period 30 day(s) left
Configure license OFF
Expiration notification OFF

you can configure it at any time. You can install your Citrix license locally or remotely on the licens:
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== 5ql Server Configuration Manager

File  Action  ‘iew  Help

e&= 5= H
‘@ SCL Server Configuration Manager (Local) Protocol Mame | Status |
o 5QL Server Services W Shared Memory Enablad

& 5L Server Network Configuration (32bit) W Mamed Pipes Disabled

=, S0L Mative Client 11,0 Configuration (32hit) TCRIIP Enahled

. 50L Server Network Configuration '
E‘F Protacals For

.. SQL Mative Client 11,0 Configuration
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TCP/IP Properties

Protocal [P Addresses |

TCP Dynaric Porks o -
TCP Part
B 1p4
Ackive Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dynaric Porks o
TCP Part
B 1ps
Ackive Yes
Enabled Mo
IP Address fed0: Sefe: 192,168,200, 234%12
TCP Dynaric Porks o
TCP Part
B 1pall
TCP Dynamic Parks 54940
TCP Part —
-
Active
Indicates whether the selected IP Address is active.
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Cancel | Apply Help
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=] devicelayer.xml 6/17/2014 6:02 PM *ML Document KB

= download-service.xml 6/17/2014 6:02 PM *ML Document 3KB

= ehcache.xml 6/17/2014 6:01 PM *ML Document 4 KB

= ehcachez. xml 6/17/2014 6:02 PM *ML Document 3KB
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|=] ew-config.properties Jl
18  # For Microsoft 30L server urll: pooled.datazource.url=jdbc:ifds:sqleerver: /flocalhost: 1433 /everyyan

1% # For Microsoft SQL server urll with a named instance (urlz): pooled.datagonrce.url=jdhe:jtds: sglserver: //localhost/everywan;instance=3(LExpress
20 # For Microsoft SQL server url2 with a Windows authentication (NTLM): pooled.datasource.url=jdbe:jtds: solserver://localhost/everywaninstance=30LExpress;donain=sparus—;

21 # Dracle upl: pooled.datagourge.url=jdbe:oracle: thin: gyerywan/everymani/ /losalbhost: 1521 /eyeryman
22 pooled.datasource.url=jdbc:jtds: sglserver: //fah-234 net, -llaug;instance=]

23 # Pooled datasource host nawe

24 pooled.datasource.hostnane=ah-234. .net

25 # Pooled datasource database

26 pooled.datasource. datahase= aug

27 # Pooled dartasource user

28 pooled.datazource.user=sa

28 # Pooled datasource password

30 # For Microsoft SQL server (10 characters minimum) ex: pooled.datasource.password-everywandl
31  pooled.datasource.password={aes} ==

32

33 # No pooled datasoungs driver

34 #mo.pooled. datasgurce. driver=grg. postgresgl . Driver

35  # No pooled dafasource url

36 #no.pooled. darasource. url=jdhcrpostgresgl: /flocalhost: 5432/ everywan
37 # No pooled darasource user

38 #no.pooled. datasource. USer=gyaryan

3% # No pooled gdatasource password

40 #no.pooled. datasource. password=gyeryian

41

42 # Audit datagource driver

43 audit.datasource. driver=net,sourceforge. jtds. jdbc.Driver

44 ¢ hudit darmsmurcs wil

45 audit.datasource.url=jdbc: jtds:sglserver: //ah-254 —llaug;instance=
46 # Audit daragource host name

47 sudirt.datazource.hostnane=ah-234 .het

48 # Andit gdatasource databaze

49 sudit.datasource.database= -llanug

S0 # Audit datagource user

51 audit.datasource.user=sa
52 # hudit datagource password
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=] ew-config. properties ﬂl
18 # For Microgoft 3QL server urll: pooled.gatssource.url=jdhz:jtds:sqlserver: /flocalhost: 1435/ everywan
19 # For Microsoft 50L server urll with a nemed instance (urlZ): pooled.datasourge.url=3idbeo:itds:sglserver: /flocalhost/evervywaninstance=50LExpre
20 # For Microsoft HQL server urli with a Windows authentication (NTLM): pooled.datasource.url=idbc:itds: sglserver: //localhost/everywan;instance=30LlExpress;donain=sparus-:

21 # Oracle yrl: pooled.datasource.url=idhc:oracle: thin: everyman/everymands/localhnst: 1521 /everyman
2z  pooled.datasource.url=jdbc:jtds:sglserwver: f/ah-234. net: :=1laug

23 # Pooled datagourge host name

24  pooled.datasource.hosthane=ah-234. Jhnet

25  # Pooled datasource database
26  pooled. datasource.datahase=
Z7  # Pooled darasoyrce user

28 pooled. datasource.user=sa

20 # Pooled datagource password
30 # For Microsoft 30L server (10 characters minimum) ex: pooled.datasourge.password=everywan0l
31 pooled.datasource.password={aes} ==

32

33 # No pooled gdatagource driver

34 #no.pooled.datasource. driver=grg. postgresgl. Driver

35 # No pooled datasource url

36 #no.pooled.datasource.url=jdhe:postoresgl: //localhost: 5432 /everywan

37 # No pooled gdatasource user

38 #no.pooled.datasource. USEr=SYELYIAN

30 # No pooled datasource password

40 #no.pooled. datasource. passvord=gyeryman

41

42 # Mudit gdatagourcs driver

43 audit.dataszource,driver=tet.zsourceforge.jtds, jdbe.Driver
44 # mudit datasource url

45  audit.datasource,url=jdbhc:jtds:sglserver: £/

46 # Audit dataspurce host name

-1laug

cinc.net: —llaug

47 audir.datasource.hostname=ah-234. .net
A5 # Audit gdatasourcs datahasze
49 audit.datasource, database= 1laug

S0 # Audit datasoupgs user

51 audit.datasource.user=sa

52 # Mudit gdaragourcs password
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hwindows Time ————— Mairtains date and time sy...  Started Manual Local Service —
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L ywindows Proc properties The Windows Process Activ...  Started Manual Local System
EhwWindows Pres———Fon... Optimizes performance of ... Manual Local Service
Cwindaws Mod Help Enables installation, modifi Manual Local Syskemn
&5 Windows Management Instrumentation  Provides a common interfac...  Started Automatic Local System

“Ehwindaws Installer Adds, modifies, and remave. .. Manual Local Systemn

& wWindows Fant Cache Service Optimizes performance of 3., Started Autamatic Local Service
Gk Windows Firewall ‘Windows Firewall helps prot...  Started Automatic Loral Service
“EhWindaws Event Log This service manages event... Started Autamatic Local Service
& windows Event Collectar This service manages persis. .. Manual Metwork 5.,
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“Ehwindaws Driver Foundation - User-mad... Manages user-made driver ... Manual Local Syskemn
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“Cvirtual Disk Provides management servi,., Manual Local Syskern
Gk User Profile Service This service is responsible F... Started Automatic Loral System
“ERUPRP Device Hast Allows UPRF devices to be ... Disabled Local Service
51 TPM Base Services Enables access ko the Trust.., Manual Local Service
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Generate a random passphrase to secure the server data (y-n) [yl:

Enable (ysn) I[nl:

Local or remote (l/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mil:

Use SSL (ysn) I[nl:

Server [1: ah-234. .net

Port [14331: 64940

Username [=al:

Pas=zuord:

Database name [DB_serwvicel: DB_ 1laug _Midas

Commit settings (ysm) [yl:

. K, | \ " 2DBN t 23
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, & T $(-./012345 $
° o] v 9 2345 $

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.90


http://docs.citrix.com/zh-cn/xenmobile/10-1/xmob-upgrade-tsk/enable-and-run-the-xm101-upgrade-tool.html
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http://docs.citrix.com/zh-cn/xenmobile/10/xmob-configure-server-settings/xmob-settings-samsung-knox.html

XenMoabile Dashboard Manage
Device Policies | Apps. Actions. | Delivery Groups.
Release Management
Gurrent Release 10.0.0.62016

Name
Description

Install date and time

Updates

Name Release

No results found.

G78

Install date and time

Updates

Name Release

No results found.

Update

Release 10.0.0.62016

Software release build 10.0.0.62016

Dec 11, 2014 06:04 AM

Description

Description

install date and time

"23°+78%$>'6®| 78 _rs$

install date and time

Type v

Type ~

It is recommended that you create a backup before installing updates.

Upgrade or paich file

BC2

£ rs78?2
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0

Cancel

| £C 263 t+-12f378Er s}

© 1999-2017 Citrix Systems, Inc. All rights reserved.

$,

22hi

p.92



< hi =>2G avw
e - xAZLT €d (
e 7898 $
e G78 1
hi E'y zE278i o}

https://docs.citrix.com

€,2"«VWagG $

U}2t®| t+f2f6

56-1%$=>T{J™ 62€?2A}178%

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.93



a

a} Y 6# 7 (@2 " $GE, ; 2 6# 7
a2 ! @& " " ~Z % $~Z %o p $E> 2 ! az2
G "'# L ! “e71jMklbc $aas$
¢ ox j Mkl bc aa ~ al | \ yoO j Mkl bc ®pa
a$>j Mkl Gli2ervw U} $
C e AW i Mkl bc aa "M+ T Al | \ yo
@ j Mkl bc aasG | 2A« EC 2 THEOM" o+ (, fGAA L, E
9j) Mkl bc $a4a$
K I Y .. Yd E8 bc-3 468= qO° ( = tdE ax! t0%
* + ,
EC~ 1 $
eT "j MKl bc a4 %S $aas
VWDPQ$
i Bk M"+ bc $ad zZ P8
«| 6 2" x| 423 1& {
External DMZ Internal Network
Network —
l 4443 27000 |jcense Server
{Mgmt)
o —]
brmemmmmnmmnes . 389/636/5268 Active Diractory
Devices !'L .......... a
brmsmssnmnnen a
‘ savs | XenMobile P T SharePoint
hsssssssamaman 4 [ I - I
/843 Exchange Server
an | [s|
% 1433
& SQL Server
Load balancing MetScaler
App_le Pl_.lsh
SE’;‘::I':'ZC(;“;; " —1 8443 385163613268 Gerlificate Autharity (GA)
cerfificate 1= I o3 I_ I
NetScaler Gateway 443 (30/3038) StoreFront Domain Name Server (DNS)
123
» XenDeskt —'IZI
443 443 149472598 g snnestoe Hetwork Time Protocol
ShareFile
Tgu 443 % ShareFile
2 E SterageZones
L Controller

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.94



hi

20bPs O’ “ " uv
S2}1 q0O-—i

y

02d &8 = $68= fgzyY OOYoc« zZY UK$PQRSS$

20NO n[ 8RSS$

le

=g mode) »

HHE S R B

Uelcome to the XenMobile First Time Use wizard. This wizard guides you through t
he initial configuration of Mobile. Accept options
OHN - Fesp and then press Enter-

- tupe

Cormand prompt window adminiztrator account:

eth@:
ethd:

Primary DNS
Secondary DN

Commit setti
Applying metwo

intr typ
NIC Link

A« RS\

iz iz the uzer name and password you use

-
: 18.147.75.1
wer [1: 18.147.75. 248
server (optional) [1:
(s nl [9]:
settings. ..

mode B, 3 vectors allocated
p 18888 Mbps
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B

Encryption passphrase:
Generate a ramdom passphrase to secure the server data (ysn) [yl:

hi

$423..0 Z&em23..0 $

Federal Information Processing Standard (FIPS) mode:

Enable (ysm) [nl:
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(@}
(@}
=<

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.95



Io

p=PostgreS0QL) [mil:

1_51

mit zettings

enable

altime comeunication between cluster mewmbers please open port B8 us

ing Firewall menu option in CLI menu once the ed configuration is complete

ring server and client certificate p ords. .

Local or remote (l-/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mil:
Use SSL (ysm) I[nl:

Server [1: sqlZ2012.ug.lab
Port [14331:

Usernamne
Passuord:

[zal:

Database name [DB_servicel: DB_51

Commit settings (ysm) [yl:

Checking database status...
Database already exists.

= used to generate internal Public Rey In

for all the certificat f the PRI [yl:

[ DK 1

[ OK 1
[ OR 1
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[Stopping configuration app...

[Starting configuration app...
this may take a few seconds
application started

application started
To access the console, from a web brouser, go to the following location and
log on with your console credentials:

https:/-10.147.75.59:4443~

[Starting monitoring. ..

km=51.wg . lab login:

£ XY_rs”—-%1 = XY _ rsz¥$ 1z2Y2 t*«el = zY
U ce' g—39 4G- BCDI 00 $
G e L2° % ZL) {Ys$

XenMabile Dashboard Gonfigure A administrtor & CITRIX

>’ 600U $
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Cluster Information

* Cluster Members
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Autherticrtion Settings
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Server Certificate for MAM Load Balancing
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Back to System Menu
[11 S0CKS
[2]1 HTTPS
[31 HTTP
Exclusion List
Display Configuration
Delete Proxy Configuration
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Port[]1: 1080
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Configure username & password [ysnl: y
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Target — WEB
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Import certificates
(trusted SSL, APNs, Configure LDAP*
client certificates)

Initial install settings
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@ ----------------------------------------------------------------------------------------------------------------------- .
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Device Policies show fiter
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Policy name Type Greated on Last updated on Siatus v
cellular policy Gellular RPAL G E- B AN Y] e
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cellular policy 2 Cellular 1714115
org info policy Organization Info 114115
xenmobile policy name Xmoptions 1714115
i0S restriction policy Restrictions 1714115 Insta - R Failed
Samsung SAFE Restrict policy Restrictions 11415
Show more >
Windows Phone 8.1 Restrict Restrictions 11415
Windows 8.1 Tablet Restrict Restrictions 1114/15 3:14 PM 1714/15 3:14 PM
Amazon Restrict Restrictions 1114/15 3:15 PM 1714115 3:15 PM
app uninstall policy Delete Application 1/20/15 9:56 AM 1/20/15 11:51 AM
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Setlings = Motification Server

Notification Server
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Configure

Settings = Notification Server = Add SMTP Server

Add SMTP Server

9
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Secure channel protocol

SMTP =server port*
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Add a Carrier SMS Gateway

Converts smail mes=sages passing through the gatewsy to 8 pre-dsfined format, such as aninstant mes=ags.
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Discretionary CA: General Information

CA certificate to sign certificate requests Devices Certificate Authority GN=De... =
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Discretionary CA: Parameters

Serial number generator Sequential
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Certificate valid for
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Credential Providers: General Information

Description

Issuing entity
Issuing method

Templates

Credential Providers: Certificate Signing Request

Key algorithm

Key size

Signature algorithm SHATwWIthRSA

Subject name cn=Suser.usemame

Subject alternative names

Type Value

User Principal name $user.userprincipalname

" # $% &'" # % ot # #) & !
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Credential Providers: Distribution

Issuing CA certificate CN=testprise-TESTPRISE_CA-..

Select distribution mode

ol and requires Registration Authority (RA) certificates. ¥ me RA certificate fo

Credential Providers: Distribution
RA signing certificate Administrator,

Issuing CA certificate CN=testprise-TESTPRISE_CA-

RA encryption certificate Administrator,
Select distribution mode

Credential Providers: Revocation XenMobile

removed from

om XenMobile

When certificate is revoked

Send notification

Revoke certificate on PKI
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When certificate is revoked

Send notification

Motification template Mo templates available =

When certificate is revoked

Send notification

Revoke certificate on PKI

Entity No templates available

Credential Providers: Revocation PKI

" AP,
Enable external revocation checks

OCSP responder CA certificate DC=net,DC=testprise, Ch=tesip...

When certificate is revoked Do nothing

Send notification
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Credential Providers: Renewal

Renew certificates when they expire

Renew when the certificate comes within 0 days of
expiration

Do not rene: cates that have alre.

Send notification

Notify when the certificate nears expiration

Notify when the certificate comes within 0 days of expiration
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https://identity.apple.com/pushcert
https://xenmobiletools.citrix.com/
https://identity.apple.com/pushcert

Configure

Settings

Cartificates Licensing Notification Templates

Relsase Management

GCertificate Management

Credential Providers

Glient

Bascons Chiant Propartiss Worx Stors Branding

Notification Server

05 VFF NetScaler Gateway _| Sarusr Propartiss
P o

MNetw

Samsung KNOX

Sen

ShareFile

SharsFils

Configure

Settings - NetSoaler Gataway

NetScaler Galeway

aler Gatey

s to the internal network. If you use Net

configure the authent

When y onfigura

StoreFront as the authentication s nable

Authentication @

Deliver user cartificats for authentication OFF @
Credential provider - s .
Save
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Configure

NetScaler Gateway > Add New NetScaler Gateway

Add New NetScaler Gateway

Name" Applancs nams
Alias
External URL" Publicly sccassibls URL
Logon Typs Domain anly -

Pasaword Required

Set as Default OFF

Callback URL Virtual IP* [ Add

Configure

Settings > NetBoaler Gateway

NetScaler Gateway
Whean you configure NetScaler Gatsv

Stor

Authentication (B0 )

Deliver user certificate for authentication DFF @

configure the authentication mechanism for re

55 10 the internal network. If you use NetScaler Gats

Tont as the authentication se

Credential provider aa . -

| Name Default External URL Logon Type # of Callback URLs ~

| nstscalerboston v httpe:/frecsiver.com Domain o

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.153



MetSoaler Gateway = Add New MatScalar Gateway

Add New NetScaler Gateway

Name’ netzcalerboston
Alias Cambedgs
External URL" hitps:/recsiven.com
Logon Type Domain ondy 7

Pasasword Required

Eet as Default

Callback URL* Virtual 1P+ [+ Add _

Callback URL* Virtual 1P+

Save Canoel
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Dashboard Manage Configure X\ administrator F 3

Settings

Certificates Licensing Notification Templates Role-Based Access Gonfrol

Enroliment Local Users and Groups Release Management

» More
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Dashboard Configure administrator

Licensins Notification Templates

Local Users and Groups Release Management

Dashboard Configure administrator

User name Created Last authenticated

administrator 12/2/14 9:28 AM 12/2/14 10:48 AM
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XenMoabile Dashboard Manage b administrator a

Device Policies | Apps | Actions | Delivery Groups

User name*
Password

Role ADMIN -

Membership local\MSP

— User Properties Add

Role™ ADMIN -

ADMIN

DEVICE_PROVISIONING
SUPPORT
USER

Membership local\MSP
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— User Properties Add

Department =

Agctive Directory failed logon tries

ActiveSync user email

user01@domain com

I

BES user email

Company usA
Gompany name

pany ABG Gompany
Country
Department
Desaription

Disabled user
Distinguished name

Domain name

Email -

— User Properties Add
Depart X
Email user01@domain.com
USA X
ABC Company {’j}

User name Roles Groups Grealed Last authenticated

administrator ADMIN

SUPPORT
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Dashboard Configure administrator

Settings

Certificates Licensing

Enroliment Local Users and Groups
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