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August 20, 2024
BE:
E AR PNE T HathRas (CR) MKHEAARS A (LTSR) A7 5 4 66 B HA SR BS.

Linux Virtual Delivery Agent (VDA) Z#EEMIEMLET Citrix Workspace M REFHEMIEEAR Linux
AR 2 IR o

ERIURIBS 24500 Linux 2T BN BARFMSEH, E20 Linux @ (VM) ER% VDA %, BRE
Delivery Controller, #A/EfER Citrix Studio A RHEXLEN HIEFN LM,

HTIEINRE

August 20, 2024

2311 FEHETIEThEE
%# SUSE 15.5 #1 Debian 11.7

Linux VDA IifE%3% SUSE 15.5 1 Debian 11.7, BXi#FHAER, FEBERZHENR,

HDX BiEN &L E

Linux VDA Bi7E2#5 HDX BEEN B S, ZIneE T EERHE PR SN ICA 2IENEBETE, MMmigEa
P, BXEFEMAER, B2 HDX BELELE—3

AOMedia 57 1 (AV1) 255

LERRASINT VR AEDEE AVL, EATEEERNTREMAXRTREESHRENER, TRENHFETRKESH
FPS. 5 H.264/H.265 #8tt, AV1 EAMNSMHERE. EXEMER, BESHAEFEENFIE,

e
Z% HDX 3D Pro 5 NVIDIA GPU E2&fEA, #mEzELHF NVIDIA Capture SDK frzs 8 B9 NVIDIA ERIK
g A, BXIFMEER, E51% NVIDIA Capture SDK 4%,
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EFRTERSRETRM

RIEAAIET LB ESER R ERARREGRREE E RS,
BXFAER, BFERAASHE,

THEFEZIEMEE (FARAR)
IARASINT SIREE AEE ZINRERIFIFERE T Citrix Workspace MBEFHNEF iRt BN EMNZ N SIRLEE
EMmEZE Linux VDA &3,

BRItIhEERE:

o BRHITEN ENAERISMREHETERIER, BEMLEETHARE CitrixAudioSink (Fsamdt) st
CitrixAudioSource (F3MHN), MEEBEWREEM. IUESIEPHNBRFREESINGE, BT
RIEHENEARIAT MRS, ZIRELEEFHITENNRIATNEE. NELKE, EaIUMNEFRITENNER
SIRBERELRINTINIRE. EMEARTENNRATNRER, MRERFEARNSILEHRERER,.

o HERASBBFRIEPNENLEN, XETIMNLEIDEER.

BEXFAER, BERHZ 1 EMLE,.

BETLEENEM (FULEhR)
WAE, ERIFETENERPEMRIMNGER VDA, A<k HRE Citrix Cloud 26| FEXX L VDA #1755
IEo

BEF SRR EMREAMEMAIE Citrix Provisioning BABTESITEN (TICEWENEZED) MAL. ©AF
IR LR:

o TEREMHI Cloud Connector,
o MBRAFPFTENSHIRIER AD f#iX R, AERMANZENIHENERSHIIE,

EREMES, BEAERBNTERAMNEL Linux VDA GRS .

TN FIESRINAE
BANNEMHBU T BENREINREULEENGE, EIERLL:

o FERABRMZEQERIMANGDN VDA, WIHEEETRARTIRE,. EXIFAER, BERERABRNTECERINING
B Linux VDA (Fi¥hR) o

o BEFEERSISERBSITRIMTERZ (ctxinstall.sh), BXERUHITHNEE, 3EIE1T ctxinstall.sh
-h EEEEPEETRONEEER, BX ctxinstall.sh BiEMER, BERAEARRTELEEIMNEN VDA
—x i ctxinstall.sh 284,
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o« B TR ctxinstall.conftmpl seff, fEizctH, TEREAGI#ITIH,

Linux VDA #uEUREE i+
WME, ELE Linux VDA 5, ¥ B2 5HEREIT, $BREITIWESITHIBMER B REIBEFHIESRIERZ

3 Citrix Analytics, U#EBhiR® Citrix =RMREMMEE, BERRZITVHEEEZEMES, ESHE Linux VDA
RS TR,

ERAT Linux £iEM3FsHR

tehRAs A Citrix Director #1 Monitor fEY Linux SiEEI0T BN#iats:
« ICAER
ICAREREAR FBFWMKIER, HIETIETMERRES,
g
NUARIEREMNFIERBBETESEFAESUNEFH KK ET+ L

BXREFMER, 2 Linux VM # Linux £1E$51T.

1553209 EDT AETFINSERHED

SINT —FIBIRESEHIE AR MK Enlightened Data Transport (EDT) #hi¥, X#hsiilsiF EDT LMESHE
HEFHEDER, MNMEEAFARIE, RANERTERALLINEE, EXFHER, BRREEN .

2N E 5 Rendezvous V2

ZHABE R T, Rendezvous it FE2ARS. BA Rendezvous thi¥jg, Rendezvous V2 midE V1 BEK.

M1z, EDT MTU RI7E VDA LERLARTFEBRARE

MTU £ 53 EDT EEIISIEN BaifERAGRMEBNA (MTU), SEMET UM AT RSB TRI T EE
U RIEN EDT #UEEER. BXFAER, BBREEN .

Secure HDX (3 ARFi%IhR)

A iR E N Citrix Workspace AR (BFim) 5 VDA (RIFEH) ZiEh ICA £i&,

InEiENE (E2EE) ThRER A E4E Citrix Gateway EANEATEINETERE ICARE. ERURAKENTS
Wi, #EZTEREMER. AXFAER, 1HZH Secure HDX (BATIER) o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/administration/linux-vda-data-collection-program
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/administration/linux-vda-data-collection-program
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/administration/linux-vm-and-linux-session-metrics.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/session/adaptive-transport
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/session/adaptive-transport
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/session/secure-hdx.html

Linux Virtual Delivery Agent 2311

FHARR AR TN RE

BX7TE 1912 LTSR % 2308 CR Z /GiRHEVRIThRF B S HIIEINEE, BEFMIEIIER ISR,

EEEREH

August 20, 2024

Linux Virtual Delivery Agent 2311 @& FHIBEEMIE:

o HEFERLAERBNEFIHEEHNENSARIEN, TRHERERSHRESEMNMRERER. ERAUTE-
&P IRIBIR AR E RS BN A IRIRET A RER RIER & H e

- ERAT Mac # Citrix Workspace N AEF
- &EAT Linux B9 Citrix Workspace FZFEiEF

[LNXVDA-15406]

o Y% Linux VDA E# 3R 2308 HE#Hiz1T ctxinstall.sh B, @M EXHREWER, 1§ Kerberos 4
HEFREERNATS BEER SSSD fEAEIMNA ARSIt @, EfpRLtEE, &3 ctxinstall.sh #{TUT
B

- = get_realm Bl & R F1, ¥ realm=$(tr '[:upper:]''[:lower:]"'<<<"${
CTX_EASYINSTALL_REALM } ") @%HFrealm="${ CTX_EASYINSTALL_REALM
} " Erealm=$(tr '"[:upper:]''[:lower:]'<<<"S$val") E&n realm="
Sval"
- 7= get_netbios_domain ff 7& & # +, & workgroup=$(tr '[:upper:]''[:
lower:] '<<<"SCTX_EASYINSTALL_NETBIOS_DOMAIN") & * workgroup="
SCTX_EASYINSTALL_NETBIOS_DOMAIN"

[CVADHELP-23303]
« BB HDX3D Prof5, yEETH LNZIER/HIM, RATERBARERETRIE BRARIRE, /7
VDA LHITAKRmHIRERETITU TS
- YFRERE, HIBT:

#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP""
/etc/X11l/ctx-nvidia-2.conf

- WF=RETEE, HiET:

#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP,
DFP"" /etc/X11l/ctx—-nvidia-3.conf
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- WFEEFEREE, HiET:

#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP,
DFP, DFP"" /etc/X1l/ctx-nvidia-4.conf

[LNXVDA-15259]
o HIREILERRIE—EREESS, Linux VDA £iEaTRES TS LM, [CVADHELP-21344]

« @3 Machine Creation Services (MCS) &89 Linux VDA a]geF;%7E Citrix Cloud g3, [CVADHELP-
23600]

s HRERHECETN, VDA ZMAIEERAK, [CVADHELP-23789]

o HERE USB IR&HIREFZIGEN, BHRERTE Citrix Workspace MARF TEEZRIEEEMETYIE, M
FEFEME Ubuntu itE#. [CVADHELP-23798]

s EHEAHHNEARFN, NARFEON—HITREERERER, [CVADHELP-23824]

B[]

August 20, 2024

FEAhRASFHE T LU IR

o INRFEE CTX_XDL_DESKTOP _ENVIRONMENT Z&, NI EZMEEELHEFEREANIHE. FEit, K
RESKEMEXNIFETE, HERMXET SN BREF RGN TR ERTERETT. [LNXVDA-16212]

« BBF GNOME =#E [, £ RHEL 8.X. Rocky Linux 8.x. RHEL 9.x #1 Rocky Linux 9.x _£¥ samba-
winbind 4% 4.18.6 fk4/E, Linux VDA T&BMERIETT. AXFHAEE, 5580 https://issues.red
hat.com/browse/RHEL-17122,

 7£ PostgreSQL HI§EMRRNEENTRE, TEVBHERIEN, SRERIEBEIRM. EffRIE-, 1E@8T
&2k postgresql.conf 24 max_connections i%& & i N & AIEE S

+ B8F /var/log/xdl/jproxy.log #1515 LA LDAP 8%, VDA ZMalseKN:

javax.naming.NamingException: LDAP response read timed out,
timeout used: 10000 ms.

BRI, BRITUTRE:

- B4 LDAP iEr3E, fI30, EEMUT <R LDAP B EERY 60 #:

ctxreg create -k "HKLM\Software\Citrix\GroupPolicy\Defaults"
-t "REG_DWORD" -v "LDAPTimeout" -d "OxOOOEA60" --force

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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- BTG EIEEREMR LDAP TiEE, A LMERA ctxsetup.sh -9 CTX_XDL_SEARCH_BASE ZTE£5§
EFRUTHSRIGEREE:
ctxreg create -k "HKLM\Software\Citrix\VirtualDesktopAgent" -
t "REG_SZ" -v "LDAPComputerSearchBase" -d "<specify a

search base instead of the root of the domain to improve
search performance>" --force

[CVADHELP-20895]

+ Microsoft #£ 2022 £ 11 B%# 7i&AT Windows 10 HRFREH KB5019966 1 KB5019964, EHSHK
EINAFLEM KN, ERRILE, FSFEFMIRFOE CTX474888,

+ 1£1E/ Kerberos #8389 RC4_HMAC_MDS mMEHREKERT, Linux VDA RIEETARAIEHISS A, FHI
MTFHIgER:
Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled) (351%: 7 GSS-AP| 3Kk IEEHE (MHIHKT: F=iF/FEH HMAC
#2538 RC4))

EfRLINR, ETEEM Active Directory ig/h (&, B&XKiE%E OU L) ZH RC4_HMAC_MDS5, =&
A Linux VDA EERSEINERE, 25, EEMA klist -li 0x3e4 purge <&k Controller # Citrix
Cloud Connector £4&7F8 Kerberos Ei, SARE#H /AN Linux VDA,

EEZH Active Directory 152 H2 A RC4_HMAC_MDS5, EXMUTHE:

AR BRI S,

REIBRE, AE%F Default Domain Policy (BAIAIEERER),

G2 E Default Domain Policy (BRIMEHNER) #Hi%iE Edit (4RiE). ARIEEEHERKITH.
EFRITBEE > 5 > Windows 188 > 2188 > A5 > K8,

WikMLZL2e: BB Kerberos #FpIINZsEE,

EY jH % - DES_CBC_CRC. DES_CBC_MD5 #1 RC4_HMAC_MDS £ & £, R g & #
AES128_HMAC_SHA1l. AES256_HMAC_SHA1L # BRAmn=sE!,

I e

Z A7 Linux VDA LERBMELRE, BRRUTHR:
AR
BNEXBFEENHES S ZIRE.
1. 7£ Linux VDA E3T7F /etc/krb5.conf s2ff.
2. 7z [libdefaults] 9 THRMUTERE:
allow_weak_crypto= TRUE
« Linux VDA R3%z#5fEH SecurelCA #1Th1%, £ Linux VDA £EH SecurelCA £SMAIEB LK.

+ £ GNOME £ERIEH, ZiERREHRFIESKK. [CVADHELP-15639]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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« Ubuntu E#: £ HDX 3D Pro #, j@%8 Desktop Viewer iA/NG, MAREFEBERGESER—2RIE,

EENERRETHERE,
o AHRIERE, FIBEREMIER Linux VDA $TENEE MEIZRHIITEN.
« BRAPEEAEXAMFERKN (DM XHZRK, MRFFHBEASXAHER, WARESHIIRR,
o ERRRAER, (A IFEREFESER UTF-8 43,

« i&MAF Android #9 Citrix Workspace R ATEFH CapsLock RS ESERITERPIERE, EF5E
FF Android i Citrix Workspace [z FB#2Fa9Hl G E#%ES, Caps Lock BIRESAIRERER, RS % £
I ERE L Shift BEAT 5/\BZiEik.

o ERAERT Mac# Citrix Workspace BZFIZFEEZE Linux VDA BY, & Alt BUREEBAERTRIER. BUAE
AT, JFAEMAMAN Options/Alt #, EATF Mac # Citrix Workspace M BEF#= %1% AltGr, &RTLL
£ Citrix Workspace M A& BEPEHRUILITH, BRERARENNARFTR.

o Linux VDA EHINNIE EMEN. EIFMNEER—A LM Kerberos Hi8, BZ, Broker AJRE&IRIE
ARy —4H Kerberos ZiAEAEFMIAT VDA BRSEHE, VDA Z1Xi%1%%) Broker B, Broker AIgE (5
VDA BiREIZE E X, &IWERE VDA FMEK,

VDA RS ZEIIHEITE, LRFAKAZETHRA B2, ATRSFENERHRK, FHILAERFERKH

ialo
R % Bk Broker WEIREZ, E#F/B5N Broker 57 Broker FUBER S MGSIRTELEITUT
[T RO

klist -11 Ox3e4 purge

< =&k Citrix Broker Service iBfTFRIFERIMLEARS TAFEH LSA BEPHFAERS IR, LH<
=MBREAME VDA BIBRS RIE, AMAIgESTMAMIRS. B, RFFERAERM, BARLERSUEE
EBSM KDC EFRIVX LRSS TR

o AAFEIMENGEEIA. BRI EMBRIREERIFTAHITEN, ARFIRE ICA ZEPRFIEM. NR7E
BahT EMRFINAREF EERBRILE, VARFIEIERN, FEtEBIEERBR. NRERGIRE
IRTHIRIRE, FIRERHINAMBIR,

+ EATF Windows # Citrix Workspace [ AiZF RIRERTE S SN R HIHAELE T SHIKE A &,

BE=7EHA

August 20, 2024
Linux Virtual Delivery Agent 2311 (PDF T#)

It Linux VDA hRZAE] 8e B & RIBZ SRS E X ERIFEI AN E = AR
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A

August 20, 2024

AXHPHERRANBEIETEHAANTEA. Citrix =RMIhee, UEEEBREIELSRE, Citrix BERER
ERBERNRBURERRINE,. EESEMATEHITERESEEN, ARF2EES T FRIFESIRE.
BXFRESAPIFNFMAES, E57 Product Lifecycle Support Policy (P@R4EmBHEZFERR) —.

FRAMMBER

TRETRTEFBHEMRNTFS. Citrix =mFIhEE,

EFANTEARSIEMER, Citrix FEIhRAPSEZ LR, BRERRNLFRAFIEERR. 7 Linux VDA
7,

BRI R ERBIPRH R BR < .

mA BEEHPERFTHRAE BEEARIFRAIRRA
%#F SUSE 15.4 2308 2311
¥ Rocky Linux 9.1, Rocky 2305 2308
Linux 8.7

%# RHEL9.1. RHEL 8.7 2305 2308
%# RHEL 8.4 2303 2308
%% Ubuntu 18.04 2212 2305
¥ #F SUSE 15.3 2210 2301
%% Debian 10.9 2206 2210
F#F SUSE 15.2 2206 2209
%5 RHEL 8.2 2206 2209
S # RHEL 8.1, RHEL 8.3 2203 2206
%# RHEL 7.8, CentOS 7.8 2203 2204
% #F CentOS 8.x 2110 2201
% #F SUSE 12.5 2109 2204
*#F Ubuntu 16.04 2109 2203
%#F RHEL7.7. CentOS 7.7 2006 2009
%#F SUSE 12.3 2006 2006
%#F RHEL 6.10. Cent0S6.10 2003 2003
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mA EEHEPERFTHRAE
¥+ RHEL 6.9, Cent0S6.9 1909

¥+ RHEL 7.5, CentOS 7.5 1903

¥+ RHEL 7.4, CentOS 7.4 1811

¥#F RHEL 6.8. Cent0S6.8 1811

¥+ RHEL 7.3, Cent0S 7.3 7.18

¥+ RHEL 6.6. Cent0S 6.6 7.16

SUSE11.4 7.16

RHER

August 20, 2024

BEEE P MIFRAIARZ

1909
1903
1811
1811
7.18
7.16
7.16

Linux VDA B9 ¥i#ihR4s5 Citrix Virtual Apps and Desktops #5—%. ©XAEREAHALEREEHELAN Citrix
Virtual Apps and Desktops R Hikias, BIREXVE X Citrix =RESARNER, UKk T M Citrix 2E1EXHF

FEERF MRS, 15 Citrix = m L AR,

Linux VDA 5 Windows VDA WEL & 3 12B8 5 =5, FiE Delivery Controller 48855 Windows # Linux £&

RERIERS,

PR RAIAMH (5130 Citrix Workspace RFB2F) MASKEREHE BIIALEPHITIRA,

BXREKBIRS A (LTSR) IMEHER AR AS (CR) MUREAE RRMBENELR, BSRAIRFONE,

Z#5E Linux &Z17hR. Xorg MRAsF S mif iz

BRILARZASEY Linux VDA Z#58Y Linux R1ThR. Xorg RAMKEIFIENTIR, BESL TR, EXFAER, BB

XorgModuleABIVersions,

Linux %17hR Xorg hixas
Amazon Linux 2 1.20
Debian 11.7/11.3 1.20
RHEL 9.2/9.0 1.20

BZE S

GNOME. GNOME Classic. MATE

GNOME. GNOME Classic. KDE.
MATE
GNOME

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Linux Z17hR Xorg k7 B2 520 i

RHEL 8.8/8.6 1.20 GNOME. GNOME Classic. MATE

RHEL 7.9. Cent0S7.9 1.20 GNOME. GNOME Classic. KDE.
MATE

Rocky Linux 9.2/9.0 1.20 GNOME

Rocky Linux 8.8/8.6 1.20 GNOME. GNOME Classic. KDE.
MATE

SUSE 15.5 1.20 GNOME. GNOME Classic. MATE

Ubuntu 22.04 1.21 GNOME. GNOME Classic. KDE.
MATE

Ubuntu 20.04 1.20 GNOME. GNOME Classic. KDE.
MATE

=

LIRERFAHNFRMOIFIEN, Citrix BRAFMNENTESZ IR, X FEFAHERMRHT

8, BZAFA.

MAELVRE—INRE, ALUEE ctxinstall.sh 3 ctxsetup.sh BiAis E BEESEFRFERR GNOME.
GNOME Classic 8% MATE £@EfiE,

#R2#E Red Hat Enterprise Linux 3x#, GNOME 2 RHEL 9 M —r RS mFiR,
&1 Ubuntu £ER HWE kernel 3t HWE Xorg.

THRAFPEBAMARTE LN REESN systemd iE8E#M, HX systemd AR RIEBAIEAE
B, BSRAP HAERE

.Net Zx

EZRE Linux VDA Z#i, BREFRESIZIFN Linux 2fThRFRZE.NET Runtime 6.0,

ERENTF S FEPLIFER

.

.

BRANARSS 25

Amazon Web Services (AWS)
XenServer (L#i#rA Citrix Hypervisor)
Google =imF & (GCP)

EFRIZB R (KVM)

Microsoft Azure

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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+ Microsoft Hyper-V
« VMware vSphere Hypervisor
« Nutanix AHV

AR
EFREERT, SHIFMNLIEEELEMIYN X86-64,

B 2203 kA2, EaLITE Microsoft Azure. AWS #1 GCP £ Citrix Virtual Apps and Desktops LUK
Citrix DaaS (LLgi#rA Citrix Virtual Apps and Desktops iR$3) #£& Linux VDA, B XLENE=ENE
#EAMBER Citrix Virtual Apps and Desktops ZE/, EFZ Citrix Universal JB&% = (HMC, Citrix
Universal Hybrid Multi-Cloud) ¥ =3k,

Active Directory &£/t

Linux VDA 35U F Active Directory ER S A~ 5.

Winbind SSSD Centrify PBIS Quest

Amazon Linux 2 = =z = S

2

Debian = = = b= =

11.7/11.3

RHEL9.2/9.0. 2 = ) = & (Questv4.l

Rocky Linux KEShRA)

9.2/9.0/8.8/8.6

RHEL 8.8/8.6 = = = b4 & (Questv4.l
KEEARAR)

RHEL 7.9. 2 = =z = £ (Questv4.l

Cent0S 7.9 KE=hRAR)

SUSE 15.5 = = = = %

Ubuntu = = = = & (Questv4.1

22.04/20.04 REERA)

Cloud Connector B A/\I¥ B EEEM

A Citrix Cloud Connector 3% Linux VDA EZEIiEH1TFERY, EEEUTEmR, EEEURT Citrix RERNEK:

« & Citrix Cloud Connector (4 4 vCPU, 10 GB 7F) ®IA%# 3000 4 Linux VDA,

o EENMAERUETIE® Cloud Connector USEHESET AN, HESMNERUEFRSEE 3000 4 Linux
VDA,
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HDX 3D Pro

#Bf Citrix Virtual Apps and Desktops 8 HDX 3D Pro, f&aIaz{I{EBER A ERS (GPU) MITREH RIS
EMREM R B AR

I ERREF

4F Linux VDA, HDX 3D Pro 5L TEIMEEREFRS!

XenServer (Lgi#x7 Citrix Hypervisor)
» VMware vSphere Hypervisor

« Nutanix AHV

+ Microsoft Azure

« Amazon Web Services (AWS)

+ Google wiHF& (GCP)

=r

AR

EIWBEEEFRSELE Linux X1TiRES.
Z3%f Amazon Linux 2 f&/ HDX 3D Pro, ZE&EiNEZ % NVIDIA K&t 470,

GPU

34F Linux VDA, HDX 3D Pro il AR GPU:

NVIDIAVGPU ZET##&EH Linux Z1THRZ#589 NVIDIA GPU &, #%%I NVIDIA F=R%#55R, REEEEM
EEEFRARIIRERS. RAT-REE. EFISNRERERRZRHT.

R~ GPU R&RE T &MH vGPU IRah#2F. Bai, Linux VDA &&3z#% VGPU 15, BXi#4iMs 8, &S NVIDIA
REP GPU #3218 GPU,

REMMEE GPU  1£ Linux VDA X8R, RESMER GPU 2i5:

+ Remote PC Access 72 {ERM GPU
o MEMNEBIZFZEH GPU

S #HERT Linux #9 NVIDIA Capture SDK # NVIDIA GPU 3¢ F & #EFA T Linux #9 NVIDIA Capture SDK
# NVIDIA GPU, i&&id7E%4 Linux VDA B CTX_XDL_HDX_3D_PRO i&E% Y X=A HDX 3D Pro, &%
WITHMEE. BA HDX 3D Pro f&, B4R ALTFBARS.
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e
Z% HDX 3D Pro 5 NVIDIA GPU Ee&ER, =% NVIDIA Capture SDK ki 8 #9 NVIDIA R
SIEFARA. BXFMEER, E521% NVIDIA Capture SDK i,

August 20, 2024
B RIES BRI 2
o AERE
o ERARMETECIZEMAED VDA
o 8 MCS BIZRIANER Linux VDA
o FRABMTESIZRRMANE Linux VDA (FR¥hR)
 {EFA MCS 8% Linux VDA
« {E/ Citrix Provisioning g% Linux VDA
« 7£ Citrix DaaS Standard for Azure &6l Linux VDA

o FrhZE Linux VDA

£ Amazon Linux 2. CentOS. RHEL #1 Rocky Linux EFzh%%E Linux VDA

72 SUSE EFh%E Linux VDA

72 Ubuntu EF&%%# Linux VDA

7% Debian EFzh% % Linux VDA

August 21,2024

EXNAT —MRBENEKEREFRENRESZNTE, H5ISERIZEXRERR. BXHL Citrix Virtual
Apps and Desktops # Citrix DaaS SBMES, BERFISRESTEMAN: MYFEEIHE,

A% S VDA 251, EER MU TEIL

o BEE Linux VDA RS ZRREIEEN B ERTRIES X
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https://developer.nvidia.com/capture-sdk
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/prepare-to-install.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-domain-joined-vdas-using-easy-install.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-non-domain-joined-linux-vdas-using-mcs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-a-non-domain-joined-linux-vda-using-easy-install
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-mcs.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-pvs.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-in-citrix-virtual-apps-desktops-standard-azure.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/manual-installation-overview.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/manual-installation-overview/redhat.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/manual-installation-overview/suse.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/manual-installation-overview/ubuntu.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/manual-installation-overview/debian.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-prepare#installation-guidance-considerations-and-best-practice
https://docs.citrix.com/zh-cn/citrix-daas/install-configure
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/system-requirements
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o RERSREH VDA iEEFEH,
o IRIBERIMESEMISIMNRE, N TFRPED SERVHEHE:

Machine
Ceation
Srvices Citrix Provi-
BI\RERA  (MCS) sioning iF T PE=1
[SYIPNE FREMNERE FH &/ Citrix FaikR TiER
SIZEMAE  Machine Provision- Linux VDA
#9 VDA Creation ing gl
Services Linux VDA
(MCS) gz
Linux VDA
RINNE FRBMEE FEAMCSH AZE RZFHF PR DaaS
BUIERMMANE  ERIMNEN
B Linux Linux VDA

VDA (FisshR)

- Remote PC Access IR MCS,

- ETHETER, S BTEER MCS. Citrix Provisioning i =4 Baifk. WFE=ABE,
EE] BURIRERIARIMNEMRERA (EF) HBMRTAFRESE,

- BHEBEANVM EREHITEHAER (POC), BITBINEFERBRENRE,

- EEFLUBITRMZEMZA (ctxinstall.sh -s) skiREEFHIFETE, Fa0 CTX_XDL_DDC_LIST
# CTX_XDL_LDAP_LIST,

ERREMNRERZEMAER VDA

August 20, 2024
BE:

o WFRMRE, BUESHAXU#HITRERE, AXREHTNMRMEAERBMRERZEMEE Linux
VDA, BMZEEINNET], SFHLEML, BERAZTHE, e NEdBMRELFTNREEHBENX
Fo B X HREBNZIEE Linux VDA BiziTiF iR,
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https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-domain-joined-vdas-using-easy-install
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-domain-joined-vdas-using-easy-install
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-mcs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-mcs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-mcs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-mcs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-mcs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-mcs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-pvs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-pvs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-pvs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-pvs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/manual-installation-overview
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/manual-installation-overview
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-a-non-domain-joined-linux-vda-using-easy-install
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-a-non-domain-joined-linux-vda-using-easy-install
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-a-non-domain-joined-linux-vda-using-easy-install
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-a-non-domain-joined-linux-vda-using-easy-install
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-non-domain-joined-linux-vdas-using-mcs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-non-domain-joined-linux-vdas-using-mcs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-non-domain-joined-linux-vdas-using-mcs
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o BEIERMASER VDA, EaILIREER Machine Creation Services (MCS) fliRigit, Hx1FAME
B, E2AFER MCS SIZRMNIZER Linux VDAMERRMREQIZERIMANIZES Linux VDA (Fi%ihR) -

o BETHBSATRIMNIZR VDA BIn8E, EHRFIRIMAED VDA,

S8 1. HEREESMN Linux itEH

WEBMRERFENUTEERES:

o EHE - BLE Linux VDA Bt EHBIEN .

o HZARS RN P #udk,

o NTP fR$32889 IP st s F /5 R B 75

o & - 1589 NetBIOS &%,

o SUREBM - Kerberos SUHZ .

 HMELRERZ (FQDN),

« Active Directory (AD) £/ 5% - B, BMRESLIS Winbind. SSSD. Centrify. PBIS #1 Quest, +F
RHEL #1 Rocky Linux, #MREMNZH Quest,

o APE - BIEMMNERN AP HE T,

o HS - Rt BN B P RS,

o OU - AReRM1, Ak,

BE.

o BRE Linux VDA, EHIARSEE Linux i+ BH EIERHFI T 768,

s EEHRIE, BERIAESERET X Windows R4 S@ifiz,

s HFREER, BNRETFREIAMAER, SAEREER TBTRINREMZ (ctxinstall.sh) &,
AP AFEMNRINNERL, ELRETERT, H77 [Citrix/VDA/sbin/ctxinstall.conf tig &N
NEBHSHEE, RITBVEREEAEERKFMANLGE, HR, ERMNEINRERAPREIE R
Z45M9 Active Directory FF. Alt, EFERAZEIREHIRSELEHS ESEEHIN.

TR 2. HEEINNERER

EXRFHEMVIEIREZF £ Linux VDA SEEIMNIEITE, FEEH—LEN, RIBETERNENNERERT
AMEUTER, MRIEERNBES LETT Linux T8N, WEHEHETER.

&E XenServer (LIEiFN Citrix Hypervisor) _EyRTaE)E:L AR

BAT XenServer Ba)EF ThaER, EEMEEMK Linux VM /R, E££i8% NTP 1 XenServer HIMpI, FHH&
HIREEREAS T, NERNHSHMRSBARS, BHESD Linux BERNFNRFRES NTP BF, Xih
BRERZATNNERS. THE HVM EX THTERER,
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MREBEESTEEIYE Linux Rz, HHEZET XenServer Tools, NIFTLKEZE XenServer REE$THEER B
EURSEEM LinuxVM REA:

su -
cat /proc/sys/xen/independent_wallclock
tbEr<iR[E 0 5 1:
« 0-EEEZSIIEEE B A, BEXMEHA,
o 1-HiERESHEERM, THEXKBEMMEE.
MR /proc/sys/xen/independent_wallclock Xt FEE, MAFBHITUTL B,
MREBA, BEIMAEXGEAN 1 KERRERSINEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock

EFELENRAKAES, HEENBMENAEHY, EHRE [etc/sysctl.conf XHHFMUTIT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBMRLS:

su -

cat /proc/sys/xen/independent_wallclock

Itear<iREE Lo

&£ Microsoft Hyper-V Lg9idiaE4 a2k

27T Hyper-V Linux £mAR$SH Linux VM IR A Hyper-V B ia|E$ ThEERER ENIRER AN E, AHFRR
ZIHIALNERT R, HA—REBBLINEES NTP RS,

MNEBEERGH:
1. #T7 Hyper-V 1238558,

2. 3F Linux VM B9i& &, 5% Integration Services (£mRS).
3. HRE%ERE Time synchronization (BSEIFEY).

3

AR

tb77%5 VMware #1 XenServer (LLgT#R% Citrix Hypervisor) R, XM= maZHEVEIRLSIhEE
LUEt S5 NTP REMHZR, Hyper-V BERS RIS NTP BElEF HEFHER,
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&E ESX f1 ESXi LHETiE]EF 1a)RR

B VMware RERFS IR, &M FEIMEE Linux VM /1, EH<BE NTP FIEMN ERIEF -, mEE
HERS RZ5NEH, NERNHSHEMRSERRS, BHERS Linux ERIHPHNRZNSHHS NTP AF, X
MERZAENEREY .

WMRIFEIEITEE T VMware Tools B L Linux W%

f1FF vSphere Client,

4m4E Linux VM 18 &,

£ Virtual Machine Properties (EEiM#EM) YHEESH, 17 Options (G£EI) &M+,

#%#¥ VMware Tools,

£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wpn =

$1% 3. % .NET Runtime 6.0

&% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%E.NET Runtime 6.0,

Z# NET Runtime 6.0 5, i=17 which dotnet &5 $ & EHIEITIRRZ,

RiESmSHE, RENET Runtime Z# &I #ERZ, i, WRH<SHL A /aa/bb/dotnet, EER /aa/bb 1
F.NET 2SR 2,

& 4: T# Linux VDA 48

1. %= Citrix Virtual Apps and Desktops T#H5i&E.
2. BFF&Shkat Citrix Virtual Apps and Desktops,

3. BFFAMIUEK Linux VDA, #li0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303

~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206
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4. g2 Linux VDA #7148 Linux VDA THRA,

Downloads  txpand il sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TH5EM Linux ZITARIEEAY Linux VDA 23R4,

6. TEAEIBTFWIE Linux VDA 2 a2 MM GPG A%F. Fl:

Downloads cxpandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202§
125 kB-(zio| (EIE

Checksums

SHA 256 -3440f3c9a03851239441083f6040 . ottt

EFANHERIE Linux VDA REBHTEYE, BFRITUTIRME:

o XF RPM B8, BEETUTHRLURAASNE RPM BiEERUNREGER TR

rpmkeys --import <path to the public key>
rpm —--checksig --verbose <path to the Linux VDA package>

« ¥F DEB 8, EEITUTHLLUERASANE DEB BuEEP URCERHFERTEM:

sudo apt-get install dpkg-sig
gpg ——import <path to the public key>
dpkg-sig --verify <path to the Linux VDA package>
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S8 5. L% Linux VDA #if48

EH Linux VDA & BIfE, BETUT®HS,
34F Amazon Linux 2. CentOS. RHEL #1 Rocky Linux %4Thk:
AR
« XF RHEL #1 CentOS, &% % EPEL =&, AS78EmMIhIRE Linux VDA, BXilfl% s EPEL &9
=B, 1E5A https://docs.fedoraproject.org/en-US/epel/ LigEA358H,

+ £ RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 £%% Linux VDA Z#i, i&i libsepol i+ 8B 2k
3.4 HESHRA.

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
AR

7£ GCP L#£%&89 RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £%% Linux VDA [5, MUAMEZTIRESETFF, VM
BEWEMERIAETL AR Linux VDA, BERILREE, EEERER VM BHEE root AR EE, HHRFREEER
L root BR&MHER VM, ARG, TEME® VM G, FEEHEPETUTHS:

nmcli dev connect eth0
systemctl restart NetworkManager

3+F Ubuntu/Debian &1ThR:

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get install -f

AR

+ Ejy Debian 11 AT EHBRKII, 15 deb http://deb.debian.org/debian/
bullseye main {742 /etc/apt/sources.list 32,

o 3¥F GCP £y Ubuntu 20.04, 28 RDNS, Hitt, i&7E /etc/krb5.conf # [libdefaults] T
rdns = false 17,
3+F SUSE %1ThR:
1. s+F AWS. Azure #1 GCP L&y SUSE 15.5, i&H1R:

o EAKNE libstdc++6 iz 12 HES R
+ [etc/sysconfig/windowmanager £# Default_WM £#i&E5 “gnhome”,

2. EETUTa<REE Linux VDA:

zypper —i dnstall <PATH>/<Linux VDA RPM>
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#I8 6: =% NVIDIA GRID &zpigrr

BF HDX 3D Pro EXREEEMHEIEZRFH VDA 1+EH] %% NVIDIA GRID EzpiEF,.
EERTERIWEERERF L 2EMEE NVIDIA GRID & GPU &8s (ENIRENER), BSRLUTERE:

« XenServer
« VMware ESX
« Nutanix AHV

EREMECE NVIDIA GRID RE VM IBahigk, EHIT TEMNEMSE:

1. HREE VM BXiF,

2. FEMNEEEFERERT, VM DE—1 GPU.
3. B&sh VM,

4. £ VM LZRERE VM EKahigr.

TRT. EEBERNIIERE

%4 Linux VDA i 8J5, EaJl7E SQLite 5 PostgreSQL Ziatlig, ALk, EEMRUTSE:
pEF=
o BRATEINEE SQLite BT VDI #&xX, ¥ PostgreSQL BTFHEEHZE S mHRE,
o SWFBEMLEM MCS, &aT g EF A SQLite 3¢ PostgreSQL, MA M FrhR &, BRIEET

[etc/xdl/db.conf F17i5%E, &N Linux VDA BiAfER PostgreSQL,
« WA LIER [etc/xdl/db.conf E2&E PostgreSQL MiRO S,

1. 4g48 [etc/xdl/db.conf LiisE EFEHIEIRE,
2. i&17 sudo [opt/Citrix/VDA/sbin/ctxinstall.sh =% /opt/Citrix/VDA/bin/easyinstall,

FE 8. BITREMRERREIFEM VDA LISEH R

Z# Linux VDA #i+81/5, {#H ctxinstall.sh Biz<sg GUI KEEzTTIFE,
AR
FEIGBSTHNWHIEZ8, BFRREEENRERAPRTET en_US.UTF-8 XIFigE. NRZXIFIGETE
EHRERLKTATR, 15517 sudo locale-gen en_US.UTF-8 &5 <, 31T Debian, @i BUE TR #
en_US.UTF-8 UTF-8 173k4w1E [etc/locale.gen xXf4, #A/5i=1T sudo locale-gen &%,

ctxinstall.sh

ctxinstall.sh AEMREHA, BF#HIT-LEMEEENIRE VDA EITHIREE,
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« 3F root AR A LUETTILLRIZAS,

o BMREMHA /opt/Citrix/VDA/sbin/ctxinstall.conf fEAEBREXHRIZE. REMNRSERNFETFET
EME, BRINBINEFADILER (ctxinstall.conftmpl), RAEBENXBEEM ctxinstall.conf, ExeIEE
BN, EFERUTE—AZ:

- @i E % Jopt/Citrix/VDA/sbin/ctxinstall.conftmpl Rk X 4 H 3§ H 5 7 5 /opt/Citrix/VDA/s-
bin/ctxinstall.conf,

- BitiE{T ctxinstall.sh, #Xia1T ctxinstall.sh BF, EEIMANEB SRR /opt/Citrix/VDA/sbin/ctx-
install.conf &,

o BMRENEL FHERLIETT, BREETRE. RE. WEE. §ENRIL
o AJLUTE /var/log/xdl/ctxinstall.log F#k Z kB ABIER IE 1S Bo

BXFMER, BEAEHS ctxinstall.sh -h,

3 =

AR

o BES/IIRRN, HRIAE root AP 8EiREX [opt/Citrix/VDA/sbin/ctxinstall.conf, F x4
RATRERIG B IMAERD,

o 1% Linux VDA 21fiF% /opt/Citrix/VDA THISC ., BATEINEEENE VDA Z51&1% [opt/Citrix/V-
DA/sbin/ctxinstall.conf.

A UERBEERH TR TSR FIE(T ctxinstall.sh, EET A28, FEBEUTIFBETE:

« CTX_XDL_NON_DOMAIN_JOINED=" y|n’ - 2ZFFitEHMA
Ho BIAMER N MTFEMAENTR, BEEHIREN o

« CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA Zxk{&F Ker-
beros E2&i& &R Delivery Controller #1753, Kerberos BBBIRIER A LEREMEEEMN Active
Directory £l TEMiE,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ExR{2MHtA =5 FBH Delivery Controller
E2PREERZ (FQDN) 5IR LA T Delivery Controller #1753 M. HMEDIEE— FQDN 5 CNAME,

« CTX_XDL_VDI_MODE=" y|n’ -EHBHNEENEAIEXIRE (VD) TRABHZSEIHHEE, 3¢
F HDX 3D Pro ¥z, RizEREN Y.

« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, SEMK
EEFNBAREFRNEMYKTE, MREET HDX 3D Pro, ME R VDI K& (X&) #EKXEEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

« CTX_XDL_START_SERVICE=" y|n’' -HEREETMEESRE Linux VDA BRS.
« CTX_XDL_REGISTER_SERVICE=" y|n’ - ZEEzhitBEHEB5N Linux Virtual Desktop ARS.

« CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA AR$3 &R 7115 ALK& 385 R 4B A S,
ERIE R A& BEh7 Linux Virtual Desktop TAFIEIRO (BRI 80 71 1494),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 26



Linux Virtual Delivery Agent 2311

LU

T
THEEBISH

Fo

CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - s E Ex =& h E B Y
GNOME . GNOME Classic 5 MATE £EfiR. MENEETE, NEAE VDA LRENBARH.

CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - =% .NET Runtime 6.0
LA 3R Broker RIEARS (ctxvda) MUER1Z, ZRiAREZEHAN  ‘[usr/bin’,

CTX_XDL_VDA_PORT=port-number - Linux VDA &2 TCP/IP 505 Delivery Controller i&fz.

CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i&Z DNS &kl LDAP fz%528. Z# DNS#HRER
REINAMIE R, MIEE DNS iiR&if. RAHRE, HEHIREN ‘<none> |

CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA Zif) DNS 32 3 LDAP BR5323, R
DNS Eixiefit LDAP R512R, BRI LURM U= 2 FEAY LDAP FQDN (48 LDAP iwO) FI&k. 14,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E7#t Active
Directory M B FAERA LDAP &1, IEEidiEhIE ERAERE R, FEHEXM LDAP IROSIEE RN 3268,
BINMERT, LEEIREAN ‘<none> &

CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& & &1 Active Directory 1 1R 912

REREH LDAP (g0, DC=mycompany,DC=com) ., NiREE R ML, TUIETIERERM (B0
OU=VDI,DC=mycompany,DC=com), MRFHFE, FKHIEEN ‘<none> |

CTX_XDL_SUPPORT_DDC_AS_CNAME=’ y|n’ - Linux VDA z#%{#F DNS CNAME i2 &35 Delivery
Controller &#F.

CTX_EASYINSTALL_DNS=" <ip-address-of-dns> - DNS #y IP i,
CTX_EASYINSTALL_HOSTNAME=host-name - Linux VDA IR 2838 EH B,
CTX_EASYINSTALL_NTPS=address-of-ntps - NTP fgs32:89 IP st st = AT R B FFo
CTX_EASYINSTALL_REALM=realm-name - Kerberos $u# & #.
CTX_EASYINSTALL_FQDN=ad-fqdn-name
CTX_EASYINSTALL_USERNAME=domain-user-name - 3&i+EH0I N B P BE o
CTX_EASYINSTALL_PASSWORD=password - &t & NZr AP NEE,

AR

HNNEWNEFBEREERKAINE. Bk, FRIMNEHNNRERGFFREERKF Z5MY Active Directory
BF. Alt, BEAZEIKERIMSEEERIS EETEHIN.

TR, BMERIZE, ctxinstall.sh M ARELRTEXTHILE, UARXRREEREEX TRNA
H{&s4R4E [Citrix/VDA/sbin/ctxinstall.conf 3 H# TG E,

+ CTX_EASYINSTALL_NETBIOS_DOMAIN=netbios-domain-name - NetBIOS i@ E M= () 9

fREY DNS & E— M EmME 7. BN, FEEXRER NetBIOS 5%, ItEER A%,

« CTX_EASYINSTALL_OU=ou-value - OU EEFRRFH AD &5 M. BX OU ERRH, ESAEX

ARFIE D FHERE, WEBR A%,
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o CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=centrify-local-path - 213G 8)F M Internet
ET# Centrify %48, B2, MRBERET Centrify, NAUMILTEE XM B RHFKE Centrify
R, TERAEN,

+ CTX_EASYINSTALL_PBIS_LOCAL_PATH= pbis-local-path - B\ R E BB F M Internet £t T#
PBIS it &, BZE, MIRELKXET PBIS, MALIMIETEE XAt B RPIREX PBIS M€, T

EEEN,

ARED

+ NetBIOS H&ZEERHEA (.) 2/R80 DNS HANE—MEAME 7. BESNIFREHBEEXFREH NetBIOS 15
#,757E [opt/Citrix/VDA/sbin/ctxinstall.conf $ig Eif 15 E CTX_EASYINSTALL_NETBIOS_DOMAIN,

o B VDA EEZEITE OU, BT TIRIE:
1. RS EEFERER OU,
BX7H OV, FEHTENFSEE:

- ALLIVE LATECIONY WSETs dr
File Action View Help

o @ i0XEDe:E Bo 2T d%
] Active Directory Users and Compaute . .
Saved Queries H"L-u ﬂb»
4 54 wddocal a5 UTES
I Builtin
Computers

2| Domain Controllers
FareignSecurityPrincipals
Managed Service Accounts
Lhsers

4 (3] Limux

b 2l redhat
5| suse
2| uburtu

2. 7z [opt/Citrix/VDA/sbin/ctxinstall.conf F1i&EiF1EZE CTX_EASYINSTALL_OU,

OU R AD AR AEMR. TRERMTBEFSEETERA OU B, AJUERARREAEMNH

1 OU & #F,
BIERGR Winbind SSSD Centrify PBIS
Amazon Linux 2 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
amazon" amazon" Linux/amazon amazon"
n
Debian "Linux/ "Linux/ "XD.LOCAL/ "Linux/
debian" debian" Linux/debian debian"
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BRIERR Winbind SSSD Centrify PBIS
RHEL 9.2/9.0. "OU=redhat, "OU=redhat, &R TER
Rocky Linux OU=Linux" OU=Linux"
9.2/9.0
RHEL 8.x "OU=redhat, "OU=redhat, "XD.LOCAL/ "Linux/
OU=Linux" OoU=Linux" Linux/redhat redhat"
n
Rocky Linux 8.x "OU=redhat, "OU=redhat, TER &R
OU=Linux" OU=Linux"
RHEL 7 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
redhat" redhat" Linux/redhat redhat"
n
SUSE "Linux/suse" "Linux/suse" "XD.LOCAL/ "Linux/suse"
Linux/suse"
Ubuntu "Linux/ "Linux/ "XD.LOCAL/ "Linux/
ubuntu" ubuntu" Linux/ubuntu ubuntu"

o Centrify 754 IPv6 DNS E2 &, /etc/resolv.conf hZEVEEH—EF IPv4 19 DNS fR$388, adclient
7 BEIERE K AD BRSS.

=+

ICN .

ADSITE : Check that this machine's subnet is in a site known by
AD : Failed

: This machine's subnet is not known by AD.
: We guess you should be in the site Sitel.

tiEe Centrify REEBMEN. BFORIEM, BHITUTERIE:

a, fEigiEhIss EITHAEET A,
b. #%#% Active Directory i =F1ARSS .
C. AFRFRINIE MR F ML,

« BLinuxVDAT7.16 {2, BMREXFFMAIPV6, LUTRZHFIREIER:

- WARREBER Linux FiEE, URFREHNITENAILLEE A IPV6 ME THAMERHG 8.
- 7£44 IPV6 MR+ Centrify,
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=

=W

MBEHML 24 IPV6, HEFRBEHNSXBKR YN IPV6 &, VDA $i&id IPve @ Delivery
Controller ;¥ft, MMREMNNELEERES IPv4 1 IPV6 B2E, $£—1 DNS IP it pyE AN RE SR
IPv4 ;£ 2R IPV6 3 EH,

o EAILLUESSEM U T BRELBIFRIERAPNREIFE:

1. 7£ VDA t# SHOME/<username> ER F8IE—1 . xsession & . Xclients Xff. RE
FEAMNE Amazon Linux 2, &gl . Xclients X, MREEEERAEMELITR, BHIE—
.Xsession X,

2. {F5E . xsession 8 . Xclients XEURIBAITHRIEE REIFE,
- WF MATE =&

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session

i

- AT GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- X+ GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

3. SEHRRIEAFHEE 700 XHR.

BhiZs 2209 2, RIEAFPAMBAEXEKEI R, “ARsIE VDA EREFIMNKIEIFE, TR
fB. BXIFAEE, BERRSIERA D NEEX K@,

o MR%EE Centrify FERIMNIEBIAE, ctxinstall.sh HAEE Centrify #4+8, ctxinstall.sh 3kEx Centrify
REBNEENT:

- BMRETAEBBETIM Internet TF Centrify %8, TEESMN&ITHRA URL:

Amazon Linux 2/RHEL: wget https://downloads.centrify.com/products/server-suite/20
22/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

CentOS: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-rhel6-x86_64.tgz
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SUSE: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-susel2-x86_64.tgz

Ubuntu/Debian: wget https://downloads.centrify.com/products/server-suite/2022/com
ponent-update-1/delinea-server-suite-2022-deb9-x86_64.tgz

- WMRBRE Centrify, MMt B RHIREX Centrify Zifra. BisxE Centrify - @B R, 157 [op-
t/Citrix/VDA/sbin/ctxinstall.conf i¢ = CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=/home/mydir
filgn:

1s -1s /home/mydir

9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r-—-r—-r-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r—-r—--r--. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r-—-r—-r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r—--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r—--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 dinstall-
express.sh -> dinstall.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 tinstall
.sh
12 -r--r—--r--. 1 root root 11166 Apr 9 2015 release-
notes—agent-rhel4-x86_64.txt

4 -r—--r--r—--. 1 root root 3732 Aug 24 2015 release-
notes-da-rhel4-x86_64.txt

4 -r—--r—--r——. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt

12 -r--r—--r—-. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt

o WR%EE PBIS fEAMANER AR, ctxinstall.sh fIZ<EE PBIS 2 &, ctxinstall.sh KB PBIS # &/
Fik:
- BIAREAIEEEIM Internet T& PBIS #ittl, Fil, TEAEESMNRITIRA URL:

Amazon Linux 2. CentOS 7. RHEL 8. RHEL 7. SUSE 15.5: wget https://github.com/Beyon
dTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh
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- M Internet 3XEX PBIS 34 @M RERRAS. Ik, &R fopt/Citrix/VDA/sbin/ctxinstall.sh >
# pbisDownloadRelease #1 pbisDownloadExpectedSHA256 77,

BXRG, BEAUTRSEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

- MRBERET PBIS, MMAMERIRI PBIS RHE, BT PBISRHEBHER, &1 [opt/C-
itrix/VDA/sbin/ctxinstall.conf g Bif15%E CTX_EASYINSTALL_PBIS_LOCAL_PATH,

ZERERX BEAXREER TE!T ctxinstall.sh iz, EFERTH -S £1A sudo [opt/Citrix/VDA/sbin/ctx-
install.sh &3¢, EHSTREANSMETTLBNEXNTEE, NREBLILETEE, ctxinstall.sh 2EREH
ik, UEEENE#ITER.

TRTER GELRFERT, ¥7ER [opt/Citrix/VDA/sbin/ctxinstall.conf 5{SHG <SS BERENTE, Z
&, i&5iafT ctxinstall.sh-S (EIE, A FH S AKEFH), MBRREFEVETEREF BTN, NERIE
ABiNME, TN ctxinstall.sh E41E#1T,

RIERIGE, TSN TENSHEERSES [Citrix/VDA/sbin/ctxinstall.conf &, FRIFINAZILIN, FIE
EHEMEERRTEE [Citrix/VDA/sbin/ctxinstall.conf b, Fiit, ELEFERXT, E4A7 [Citrix/VDA/s-
bin/ctxinstall.conf Fi§EiH N \NZEHE S HEE,

export CTX_XDL_NON_DOMAIN_JOINED='n'

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<1list-ddc-fqdns>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES=’y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
export CTX_XDL_VDA_PORT='<port-number>'

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME="'y|n'

export CTX_EASYINSTALL_DNS='<ip-address-of-dns>'

export CTX_EASYINSTALL_HOSTNAME='<host-name>'

export CTX_EASYINSTALL_NTPS='<address-of-ntps>'

export CTX_EASYINSTALL_REALM='<realm-name>'

export CTX_EASYINSTALL_FQDN='<ad-fqgqdn-name>'

export CTX_EASYINSTALL_USERNAME='<domain-user-name>'

export CTX_EASYINSTALL_PASSWORD='<password>'

export CTX_EASYINSTALL_NETBIOS_DOMAIN='<netbios-domain>'
export CTX_EASYINSTALL_OU='<organization-unit>'

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh -S
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BT sudo <R, BA -EXTLUEHNARRTEEBLEHCZNF shell. HMNBWEEAFENHSHME
#!/bin/bash {FHE—1TREIZ shell B,

HE, ERAILERRE N e LEEMEEE,

ZigE VDA ETIRIREE (L CTX_XDL_FFkMETE), EILUETT ctxinstall.sh-s (18, tbF8s A5

),

GUI

ATLGEE GUI #TRMRE, 7 VDA WEEFEHETT [opt/Citrix/VDA/bin/easyinstall <, ARKBREMNR
&£ GUI LAY BEHITIRE,

w Easy Install

Check Environment Load || Save
Install Dependencies Click Join to join the VDA to the Windows domain or click Mext to skip.
CTX_EASYINSTALL_DNS
Configure Runtime Variables
Finish DMS server IP address -+ -
v MCS
Configure MCS CTX_EASYINSTALL_HOSTHAME

VDA host name

CTX_EASYINSTALL_NTPS

NTP server

CTX_EASYINSTALL_ADINTEGRATIONWAY

Domain joining method * -

CTX_EASYINSTALL_DOMAIN

Linux distribution: Ubuntu Linux 18.04

BRE GUI B3| SETRIATRIE:

. ERAIFE

o REMRFIN

« 35 VDA mMNIEEE
» BEEETITRIFER

Rm:

BEREREERERFIEERZ THAMAS, SEMBMEREENXANHEEIRE, AXEEMCSE
ENER, BEASE 3. EEXTRE,
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£ 9: i5{7 XDPing

N

EiefT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA MBEENELEERE. BXiF4H
&8, i&21% XDPing,

41 10: i=17 Linux VDA

B0 Linux VDA:
Bzh Linux VDA RS
sudo systemctl start ctxhdx.service
sudo systemctl start ctxvda.service
21t Linux VDA:
{21k Linux VDA BRSS, iBHITUATHRIE:
sudo systemctl stop ctxvda.service
sudo systemctl stop ctxhdx.service
AR
7EfZ1E ctxvda F1 ctxhdx R 2 81, i&iz1T systemctl stop ctxmonitord &< LUEIF SRS SFIPIER.

BN, HAMARS TP ERBEE LRSS,

=20 Linux VDA:
E#Esh Linux VDA RS :
sudo systemctl stop ctxvda.service
sudo systemctl restart ctxhdx.service
sudo systemctl start ctxvda.service
K# Linux VDA PR
Z1E Linux VDA BRSHVEITIRES, 1BHRATUATERIE:
sudo systemctl status ctxvda.service

sudo systemctl status ctxhdx.service
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FE11: QIETENER
B ENBRMAH Linux VDA HENMIEESESMN Windows VDA 753E2E M. B XA EESHEME
VR, EBRCIEITENEZNERTEINE R,
BIEES Linux VDA it BT BN B RISS@EIG—LERS], #F3iZ3iEFRT R Windows VDA it B SIETEN
BR:

o WFRERYT, WIEEF:

- ZRERERFEDN (NWFREAZRERMRE),
- BRIFRMERSET (ERT VDI THAKERTER),

o BHMER—MIENBRTEAMEA Linux #1 Windows VDA HE#.
FE
BHAkRAR Citrix Studio A% “Linux 2ER4” WIS, B2, %E Windows Server 121ER LIRS

BRAEAAENSZRATERREREZR@TER, %F Windows KEIRFAAHKEIRIFRAENZFRTFE
AEHBEN—TAP AR,

e

WMERMBRT BN EEEEFIN Active Directory 33, NAAMIERTEN, AEKESHRNITENER.

S 12 BIRNA

SIS AHARIRNEA Linux VDA HEHE0 BB RIS Windows VDA HEHLTAER. AR5t
ESNBMFPMORIE, WHRBOIR 4,

eI &7 Linux VDA i EIHLE 95 A5y R EIGILFARS:

o WRFTE AD BRAAEEHREE, BeBERE Linux VDA itEH,
o BORARESHEIEN (BER) AFRER.
o BENERMMGHEPENEE Windows IHEHNHITENER.

BE.
Linux VDA 1.4 REERAXF L HNEREF. B2, Linux VDA RG2S mAN ARF A ERENITE.

BXRNEACIRITEN B RMZHHNEE, B2 Citrix Virtual Apps and Desktops 7 2311,

$1% 13: 74 Linux VDA (Tif)

Linux VDA 2 MEHTARAH#ITH R, H40, &R LUE Linux VDA M 2308 74k F) 2311, M 1912 LTSR A &E!
2203 LTSR.

%y F RHEL 7 #1 CentOS 7:
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sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm

34+ RHEL 8 #1 Rocky Linux 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm

%3F RHEL 9.2/9.0 1 Rocky Linux 9.2/9.0:
AR
7£ RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 E#4k Linux VDA Z&i, &% libsepol #i+aB#H 2R 3.4 5
BEshRas.

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm

xF SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm

3tF Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb

3 F Ubuntu 22.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb

HPEHEER

AR A ILER D RS B T AR A E AR R R ThRE M 5 | R BRI R TEFE HERRo

fEF SSSD NN K I

SEMNENTRESHIMER, WHEMNT (EHTRETN, BFRIEAS):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
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General security error (An error occurred in trying to obtain a TGT:
Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is 1in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$Q@CITRIXLAB.LOCAL'not found

in Kerberos database

ERRRILIEE, EHRITUATRIE:

iBfrrm -f Jetc/krb5.keytab &%,

i5fTnet ads leave $REALM -U $domain-administrator &<,
7z Delivery Controller Eip&itEN B R T4H,

i&1T /Jopt/Citrix/VDA/sbin/ctxinstall.sh,

7£ Delivery Controller L2+ EHB RMfF4H,

ok wh e

Ubuntu fSE&IEETRE

BEH=ENSHIIRR, BEFEERKETRELEEHRIEE. kb, ERAMBAKFAEREN, HENNER SN
BRIKEo
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ERRRIERNR, EHITATRIE:

1. i5fT sudo apt-get update &%,

2. i5ftsudo apt-get install unity lightdm#&<,

3. m/etc/lightdm/lightdm. conf iEmUTT:
greeter-show-manual-login=true

BAFROEER, BidEE Ubuntu SERIERK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting
normally.

e

RN RARRAZ R ENAEEREZETER.

ERRRILIRRE, EHRITIATRIE:
1. @217 H, A pam-auth-update,
2. EERBIIHEES, HiIAERE LT Create home directory login (RIEFHRERES).

1 Pam i F
Pluggable Authentication Modules (PAM) determine how authentication, suthorizetion, snd password changing sre handled cm the systes, as well as allowing configuraticn of sdditicasl scticms to take when
starting user sessions

Some PAM module packages provide profiles thet can be used to sutomstically sdjust the behavior of all PAM-using spplicstions on the system, Plesse indicate which of these behsvicrs you wish to ensble.

RERRD, ERRELERHET dbus H#HiR

/var/log/messages (GZRTF RHEL 5% CentOS):

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.
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Oct 27 04:17:18 Cent0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1, ANONYMOUS)#01l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.

&, XF Ubuntu &17hR, MBS /var/log/syslog:

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:

Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally

REAFRRESHBHET REN. MRAEHHN dbus #HiRER, RITBNEEFRBHRAHER,
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SELinux A B5.E SSHD isialEB R

RPRILEIRIE, BFREER.

/var/log/xdl|/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing

Jusr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52c1f-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*%*x Plugin catchall_boolean (89.3 confidence) suggests
kkhkhkkkhkkkkkhkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%xxx Plugin catchall (11.6 confidence) suggests
KA AR AAAAKRAAkkkkkkhkhkhkhkhkhhkkx

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.

Do

allow this access for now by executing:

# grep sshd /var/log/audit/audit.log | audit2allow -M mypol
# semodule -i mypol.pp
ZRRRILIRE, FRITUATRE:
1. @idxd Jetc/selinux/config #1TIA T EMRER SELinux,

SELINUX=disabled

2. E¥Esh VDA,
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2/ MCS eIEZRINAIEH Linux VDA

August 20, 2024

33| S&ER Machine Creation Services (MCS) #£ Citrix DaaS g a2 kAN Linux VDA,
B5E:

o Citrix DaaS Z#FRIMANIZHHI VDA,

- fEEFIFEmaArE Citrix DaaS EEBE,

- AUEABZHAMEIEROIFERMNEDN VDA, RiNNEH VDA & Citrix DaaS s F&E
HITEE,

- ERIERMANER VDA, A Citrix Gateway FREME A K AHREA Rendezvous V2 , Y&
IHRIEA MBI EEIZF it B s BB E % Workspace #fEMA Active Directory fER &
PRMIEFE, FHEMFA Cloud Connector,

o EOIRBRMANER VDA, EalAEEEA MCS MEmRE, EXFMER, BHSRER MCS IERMA
A9 Linux VDAMEREMLTREIZERIMANESN Linux VDA (Fi¥hR) -

« MCS REZHFENIRS 28,

o LUTFINEEEAFARIMANER Linux VDA:

- TERIAIER VDA LelZABEERENAAF

- 9k SSO &It

- {EM Azure Active Directory #1753 IE

- Rendezvous V2

({2FR Nutanix) $2 1: REH4 Nutanix AHV &4

M Nutanix 53%EX Nutanix AHV $&#F 8, 7£&89 Citrix Virtual Apps and Desktops ¥Figsh @i H i MiziE . &
XEMER, ESE Nutanix 215717 ig#ey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS #&#R%1Em)

#1% 1a: A7t Delivery Controller i3+t Nutanix AHV 1&

%% Citrix Virtual Apps and Desktops f&, &#%3#1£ Delivery Controller %% XD MCS AHV #f%,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

@ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

ﬁ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

$18 1b: ~=i% Delivery Controller 22353/ Nutanix AHV &4

PR A REERTF Citrix Cloud Connector 85 CWA MCS AHV i&E#., 1£m@ Citrix Cloud # P EBFRE Citrix
Cloud Connector t %4, BIfE Citrix Cloud Connector 72588 AHV MIER FIEEABFEME, BSF M
Citrix Cloud Connector,

TR 1 REHBHFRTRUTIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreat-
\v1.0.0.058l2&7T Nutanix Acropolis x5,

+ &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,

« £ Delivery Controller E&#i/=5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, 3#&7x Citrix Cloud Connector EE#iE5h Citrix RemoteHCLServer Service,

R’

BN EERELEH Nutanix AHV &S F 1 FH Z# B3 Citrix Host Service. Citrix Broker
Service #1 Machine Creation Service,

TR 2. SIBRENER

FNRECHABRUEPERANEMNEREFHTRS. EPBAFEIETE DaaS AFS5ENLH VM BENER.
FAGEEEERRUE. THXE. HRREE. EFEANEESEUREN LB VM 5] LUERML ML,
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BE:

SIBEEZ AT, ENHRUEPHNENZR (FEMMNSK) LM

1. &= Citrix Cloud,
2. EA LRSS, HEFEHRS > Daas,
3. ZEE > =BEEFR, EFANEETHNRE
4. ERFEPERFINERNZER.
5 MSR5ISETMUATRE. BERNBRTIURTFFMEEREE, THE—
oLk,
TR 2a: EE
Add Connection and Resources X
(@) connection Connection
@ Region Use an existing connection
@ Network
copes @ Create anew connection
@ : 20"6 name
@ Summary
Cennection type:
Google Cloud Platform
Service account key:
Service account ID:
Connection name:
Create virtual machines using:
@) Citrix provisioning tcols (Machine Creation Services or Citrix Provisioning)
Other tools
©
EEETmE L
o BRE-NER, BEFCENEE., EETSNAEEERNINEESEZ—

REEFIRRER,
o EXEBMFRPER—IKE, ENEEEENRERRUE,

nzhE,

3

FiEET—%, BEIZIAHRE

ER, BERERNEEE,

o EEEREFRPERENMNEEEFHARS. ENEEEKEF ERTER R EMEEEFMERS.

&, EFLUER PowerShell 84
I B IR R TIR,
o BWNEERF. WEMBEEREEEERED,

Get-HypHypervisorPlugin -ZoneUid REXFmEX g da]
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o ERATOEEMIAITEA: Machine Creation Services 3¢ Citrix Provisioning,

EENELNESRSERNEN (EELE) M. FM, A Azure Resource Manager B, RILIERILARIAR
SEhFHENE—ER,

S8 2b: BIEEHE

Add Connection and Resources X

@ connection Storage Management

@ Storage Management Configure virtual machine storage resources for this connection.

Select a cluster

@ Storage Selection
@ Network _ _

Select an optimization method for available site storage.
@ Summary @ Use storage shared by hypervisors

Optimize temporary data on available local storage

Use storage local ta the hypervisor

BXFHEBELEMAENER, BERINFE
NRERES Hyper-V 5 VMware ENENES, BN G EIBEIMHER—1RF. AERLBEAFEHERT.
EEEFHEES L EPWIEERFHENEHESEM EEEF A tEiE.

o MREREMNESEREFHENGERE, BEHETEAY AN EEPREFIRN IR, (TUEFERLLEZNIT
B ERTIEEIERIAGRTE EAD) FI5h: EREEEMES (CSV) BY, Microsoft System Center Virtual
Machine Manager R AFEDRHEFETUENIRNIUIBEERE, SHEEEENATREZEWEELE
S

nREA Citrix Hypervisor M HEZEE, BEHRETEMEA IntelliCache R EHZFMEIEE LHHE, 1S
i Citrix Hypervisor E#\LIFiE,
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S8 2C: FHEER

Add Connection and Resources X
° Connection Storage Selection
Storaze Manaze . When using local storage, you must select the type of data to store on each local storage device; machine
° torage Management operating system data, temporary data, and if not storing persenal user data remotely, persenal user
data. At least one device must be selected for each data typs.
@ Storage Selection
Select data storage locations
@ Network
Name L 0s Temporary
@ Summary Libraryl on |
Local storage on
System32 on
Userson

& =B

BXFEERNFAES, BERIIEE

BEONSHEANMIERER— N INEHRE, EL-TIEPEENFEEEG AR ML TE L TR
EXRE, URNEDABHRIIFOMIELMER—MFERE, TRE&SHNRSHHT—RH,.

MR EERAEINT SEEFEE=NFEH S AT Optimize temporary data on available local storage (i
R A TF AR AV IRETEUR) , NEREHEIEMN THEIIREEBTLEE X, Ko LUARERTEEIGESURRZA
MEFEMEIEE (ER—EMTEEEFH),

AR ETHAERNEFHREHE (FERY, Bx BEE 1 1MEF#RE). BRIFEFERFE LN, RERME
RENBT (RIEREEEMIRE).

1. EFEEREFERECRNEFERE.
2. EEFEFMHEEET, EPHEUHEPFEREEEE, AEERRE.

S 2d: Xig

(N FELENHBER,) KEEZFET VM WBEUE, KFL, BERE—IMSEERFEESHRERARREFHIK
1o

$I% 2e: ML

BARBRHNEM, KEMEEREHAPET, URRSEEXKNFENMKZAES,
73R VM R — P Z ML,
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RLEiEa (190 Azure Resource Manager) &5IE VM 2FERANFM, HEE—1THES N FM.

SE2f. HE

MEMANER, MREMHEN, BERRLOE E— 1 ESHE. STRAER, BHEETM.
EiD: MRERMEEIREEEE, Wl UELIEESERLEENITENNE RN A IR IR EIFRIAE.
AR

FAETTEHNREZEZNIERE. BXFAER, FENEER. AEMERE.

BXFEAEER, BEACENEEERE,

T3 HEETE
e

BILUE A B MREKEIZEINZAARIMANEE VDA,

[1EFRT XenServer (LIgi#RA Citrix Hypervisor)] 1% 3a: %%t XenServer VM Tools

ERIR VM E%% XenServer VM Tools, LUESD VM #5fE8 xe CLI 8¢ XenCenter, BRIEREXLETE, &M VM
MMEERTRESRIB, MBEAXETH, TERITUTIERE:

o MIRXHE. EFEHHIERE VM,

+ 7£ XenCenter H&EE VM MEELIE,

o IREFEETHVM (@2 XenMotion),

o QERBHHFENEF (0ER) BRE, UREERSIRE,
o EIEFERTTHY Linux VM EiFE vCPU %,

1. RIBEEFEANEMNEERZEFRZE, M XenServer T# TmEax Citrix Hypervisor FTHTIE FTHERT
Linux B9 XenServer VM Tools 1%,

2. ¥ LinuxGuestTools—xxx.tar.gz X#&EH = Linux VM = Linux VM BT LA R ZIREN2S,
3. fRIE tar XHWIARA: tar —xzf LinuxGuestTools-xxx.tar.gz
4. HRIBEM Linux £17hR, BITUTH<RE xe-guest-utilities .
3¢F RHEL/CentOS/Rocky Linux/SUSE:
sudo rpm -i <extract-directory>/xe-guest-utilities_{

package-version }
_x86.64.rpm

3#F Ubuntu/Debian:
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sudo dpkg -1 <extract-directory>/xe-guest-utilities_{
package-version }
_amdé64.deb

3tF SUSE:
sudo rpm -1 /mnt/Linux/xe-guest-utilities_{

package-version }
_all.rpm

5. 7£ XenCenter R E AT £ L0 EEIR VM BIEILIRES. NREHZTET XenServer VM Tools, M
MRS EREM K.

$12 3b: 7EEHR VM £%% Linux VDA #46
AE
EFAYRIEEIZITH VDA fEAER VM, iBBGI IS8,

FERMR VM 2% Linux VDA 48281, #F%%.NET Runtime 6.0,

RIBER Linux R1THR, BT FE<R Linux VDA I BIRIR:
33F RHEL/CentOS/Rocky Linux:
sudo yum -y localinstall <PATH>/<Linux VDA RPM>
AR

s+ RHEL #1 CentOS, &5t %4 EPEL 6%, AEA#EMRII%E Linux VDA #i&17 deploymcs. sh,
BxifA%LE EPEL B8, 15214 https://docs.fedoraproject.org/en-US/epel/ LigA9i7A,

o 7 GCP E#£%89 RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £%%t Linux VDA /&, MUAKMIERERIRESETTT,
VM EfEaERIBET AR Linux VDA, BERRIER, BEEHRB VM ZHBETUTHS:

nmcli dev connect etho
systemctl restart NetworkManager

33F Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>
apt-get install -f

s¢F SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
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S 3¢c: BREFHEEURE tdb-tools ¥4 (1XfE RHEL 7)

x3F RHEL 7 ARZ523:

subscription-manager repos —--enable=rhel-7-server-optional-rpms

*fF RHEL 7 T{Eu4:

subscription-manager repos —-enable=rhel-7-workstation-optional-rpms

$%3d: ((UEATF SUSE) Fmizi ntfs-3g

£ SUSE F& L, FrafidEET M ntfs-3g, THRAE, HmFHFHRE ntfs-3g:

1. %% GNU Compiler Collection (GCC) HmiZBALH B RIZEN:

sudo zypper install gcc
sudo zypper 1install make

2. T# ntfs-3g &,
3. fRESs ntfs-3g T E:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz

4. HA ntfs-3g RFERIERE:

sudo cd ntfs-3g_ntfsprogs-<package version>

5. R# ntfs-3g:

./configure
make
make install

S 3e: ((WEATF Ubuntu) 8 [etc/network/interfaces >+

¥% source /Jetc/network/interfaces.d/* 17%&M=a /etc/network/interfaces x#
o

R’
/etc/network/interfaces X4 aaEEERN Ubuntu it BN ERIRME, MNBEZXEREE, BEE
it net-tools M ifupdown &L,
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$18 3f. ((VERTF Ubuntu) 51 [etc/resolv.conf

E¥ /etc/resolv.conf @ /run/systemd/resolve/resolv.conf, miEEEER /run/
systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

1ln -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
$I% 3g: EEEFANEIEE

Z# Linux VDA 85, EaI7E SQLite 5 PostgreSQL Ziatlig, Ak, BEEMRUTSE:
AR

o BRAIBINEE SQLite BTF VDI 183X, 3§ PostgreSQL AFHEHRZRE R TIEE,
o WFRMTEFM MCS, EaLLIEE# A SQLite 5 PostgreSQL, M A% Fohkik, FRIEE
[etc/xdl/db.conf F17i5%E, &N Linux VDA BiAfER PostgreSQL.

i
« Ay LUfER [ete/xdl/db.conf B2E PostgreSQL BIimAS,

|

1. i5f7 Jopt/Citrix/VDA/sbin/ctxcleanup.sh, MEEEHRE, NHBILLSE,
2. EEirfTdeploymes. sh gigwiE /etc/xdl/db.conf,

$3% 3h: BE MCS T=
BiE MCS TE=E/mMEE:
o 418 /etc/xdl/mcs/mcs.conf xxff,

o FERRNERE GUl, BITARMRE GUI, IBEEEM Linux VDA MsmEFEHETT /opt/Citrix/VDA/
bin/easyinstall &%,
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¥ EasyInstall

Check Environment Load || save

Install Dependencies Domain-joined © Non-domain-joined

Join Domain DOTNET_RUNTIME_PATH

Configure Runtime Variables| | poinet core runtime environment is needed to run Linux VDA. Please specify

Finish Dotnet Core binary path here. If not specified, Linux VDA will use fusr/bin/ as
- MCS default. DoktNet Core Runtime Path:

* | fusr/bin/

DESKTOP_ENVIRONMENT

The Virtual Delivery Agent needs to set a Desktop environment used in LVDA
session. gnome/gnome-classicand mate can be set as default desktop in LVDA
session on CentOS/RHEL/Ubuntu/Debian/SUSE/Amazon2 here. If not specified,
Linux VDA will use GNOME/KDE/Unity desktop as default:

* | GNOME/KDE = | ~

REGISTER_SERVICE
The Linux VDA services support startina durina boot. Do vou want to reaister

Linux distribution: Ubuntu Linux 18.04

.

BEREFFEEREFRFIIEERIE THAMX 4R, BEMBNEEENXGHMBEEIRE

TERERIUARMNENZREEN MCS T8, AJUERRALEEENEREFTEEEXEE (Fik):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y| N

ADD_FIREWALL_RULES:Y| N

VDI_MODE=Y|N

START_SERVICE=Y|N

$8 3i: EAREH MCS KEMRE (AIi%)

ERRITEN L, BHSTHmEl /etc/xdl/mecs/mcs_local_setting.reg XHLURIEEESEARE
EMRME, LRI IEEIBFIGEE MCS MM BN S REHR BN ERX,

/etc/xdl/mcs/mcs_local_setting.reg XthhMES—1THEATREREFTMREN — &
<o

BN, ERAILUEU T a<1THRmEl /etc/xdl/mcs/mcs_local_setting.reg X, UDBIEAHE
MoEfRE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 50



Linux Virtual Delivery Agent 2311

create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0
x00000003" --force

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "Ox00000003"

I8 3j: BB

1. MBEEdEE /etc/xdl/mecs/mcs. conf BEE MCS T &, 5517 /opt/Citrix/VDA/sbin
/deploymcs.sh, MREER GUI BB MCS L&, FREBE. 7 GUI LRHIHER, 7 GUI LigE
VTEEEBEEE /etc/xd1l/mecs/mcs. conf XHEFRIGENTE,

2. RIBEEANAERZETREIREHBR,

+ [ERT XenServer (LLEiFr} Citrix Hypervisor). GCP #1 VMware vSphere] 7k VM £%=
ENAREFHXIER VM, tIEHa EMIERAHRE,

o (EATF Azure) EIER VM LLENBRERG, M Azure P XFAER VM, EREER VM 898 RIR
S 27 Stopped (deallocated) (BEfFLE (BEUHESED)). IREMAREFRARTR £ Azure LERE
B E RGBT R E1Z B Fo

** Connect P Start @ 7 ] ) Capture  => Move @ Delete ) Refresh
Resource (chan

rce group (change) Computer name
mcs rhel-sssd-temp
Status

Stopped (deallocated)

Location
East Asia

Subscription (change)

« (EATF AWS) E&R VM EREFAERFE, M AWS EC2 NP XHAER VM, EHHRER VM B LF)
KEET Stopped (BfF1h), HRBEHEIR VM, REEFME > QIRME. BAGEEHIREZERT
RE. BEHEIERE,
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Create Image X

Instance ID (i) i-011€
Image name (i)
Image description (i)

No reboot (i)

Instance Volumes

Volume Delete on

Type Deylce Snapshot (i) SI{B 12K Volume Type (i) 10PS (i) Through9ut Termination En::rypled
0] 0 = @ - Y e () 0]
Root Idev/sdal Sgap— la0 |Génera\ Purpose SSD (gpé) v| 120/3000 N/A o Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RECEICHINELT

o GEATF Nutanix) 7= Nutanix AHV £, XHAER VM, IR EIERRTIRE,
FE

HHTE Acropolis RIBZFRETIN_E /14 XD_ 7 #E7E Citrix Virtual Apps and Desktops # R,
RIBEEREA Acropolis iZH A EGERE, EGZREBE, EMREIEERASUREBRIFE
HIFIR,

TR4: gIBHBENER

1. &3 Citrix Cloud,

N

. BELANRER, EEKXHIRS > Daas,
3. HEE > =RBEED, EFHENER.

N

. ZASESISEETEE R,
7£ Nutanix J258) Container (A8) AL, #EREZEIAER VM IEENESS.
EEMETE L, EFREIRE,

EEMNITE L, REEM CPU WHREUKRE VCPU M0, 1EF MCS (ERIHENEIE %, ARERE
RMNZEAEE B R EIRBIHTENEIRR,

RIBZENTHMREETS. BXEAEE, BESRIETEINER.
AR

%R Delivery Controller ERiItEH B REBIBFEAENE, EEZE Nutanix Prism HFahiTH 157
Preparation Bt EHMER. X7 2EFHEHITOIRSIZ,
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TRS5: CIERMA

ZYARM—THEZ N EN B RPEFNIHTENNES, SHEEPLEAFATUEAXLEITEN, UNAIHXLERFE
BHNAREFMRE. BXEAER, BSHCIERZMH,

ERARINRENZRRMAE Linux VDA (FAsihR)

August 20, 2024

A3 | SR ER RN RER Citrix DaaS FalEKRIMAER Linux VDA,
BE:

« Citrix DaaS Z#EFFRIMANIZEH VDA,
- EriEHFEms e Citrix DaaS EE8E,
- AUEABEHAMEIRROIBERMNER VDA, KIMNEAR VDA B Citrix DaaS agisHIFmE
HITEE,
- EfIEERMNER VDA, /A Citrix Gateway RESME - S MRS A Rendezvous V2 , XHE
HRITEARMENN EERERF _ EME T BN E B ERE Workspace #{EH Active Directory R 5
HRERFE, 4 HE A Cloud Connector,

o ERIERMNER VDA, E&JLUER MCS, BXIFMER, ESIAER MCS SIZKRMNER Linux VDA,
- MCS A5 ENARSS 280
o UTFIhREER FRIMAER Linux VDA:

ERMANIES VDA LeliZABIEERMENAMAF
3E SSO B33

M Azure Active Directory #1783
Rendezvous V2

TE1: gIEHBENAER

BIE— T ESTATENMNZIHENE R, $, /A Citrix Remote PowerShell SDK HiE1TU Fan < RoIE—
1427 Your-catalog-name H# B 582 SIFRER AT ENN TS HEN B R,
New-BrokerCatalog -AllocationType 'Static' -Description 'Your
description' -MinimumFunctionallLevel 'L7_20' -Name 'Your-catalog-

name' -SessionSupport 'SingleSession' -PersistUserChanges 'OnLocal'
-ProvisioningType 'Manual' -MachinesArePhysical $true

EREENBERH UUID, EEEIREMSEIERZ UUID,
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BT EN B RAMAM Linux VDA i+ EHHE 2 5%4%8 Windows VDA A& M. BXINAITMXLEESHEME
MYFEE, FEECIEITEN ERMEETENE R,

SIEZEE Linux VDA HENMITEN B R SEIE—ERE, F58Z32FRTH Windows VDA i+EHEIZ &N
BR:

o WTRERY, Bk

- SRERFRAETN ERTREAZRERMRE),
- BRIFERMERAEDT (ERT VDI THAKERTER),

o BEMER—MIENBRTEAMEA Linux F1 Windows VDA HE#1.

o BENER—MTENE RHRRESMA T RN B

o« THEMANTIENITENRIF Remote PC Access IHHENBE R, RMAEMIHENALIHZE R,
AE:

SHRRZAH Citrix Studio FZ#F “Linux BERG WS, B8R, %1% Windows Server 2{FRS5ZHARS
BREAFENFRATEARELZRERMRE, %F Windows SERIFRAS S KR ERIERFIETNER FE
BETEN— TR AEE,

SR 2: 82 VDA EM<THE

EFABRMRERRIMNGN VDA, BFE— XIS VDA FMEIEN B RS, #m@ Citrix Cloud 14|
mExt VDA #1THA3IE, Linux VDA RZHFEATHENEIMERZEENITENBR.

BOEEMSRE, EEMURLEZE—KEXMFUTARABIHN HTTP POST ;4 2: [DdcServerAddress
]/citrix/orchestration/api/techpreview/{ customerid } /{ siteid } /
enrollments,

POST https://[DdcServerAddress]/citrix/orchestration/api/techpreview/[
customerid]/[siteid]/enrollments HTTP/1.1

Accept: application/json

Content-Type: application/json; charset=utf-8

Authorization: Bearer <bearer-token>

{

"TokenName": "string",
"IssuedToUser": "string",
"ExpirationDate": "2023-10-13T08:00:25.796Z",
"NotValidBeforeDate": '"2023-10-13T08:00:25.796Z",
"NumMachinesAllowed": number,
"CatalogId": "string"

}

£ HTTP POST j48, 3 Catalogld 2 &N E aitI2eit BHE R UUID, HiRIERER [DdcServerAd-
dress] iRE R THF—I:
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« HA https://[customerid].xendesktop.net
« H& https://[customerid].apps.citrixworkspacesapi.jp
« Bifhttps://[customerid].xendesktop.us

S8 3. ¥%.NET Runtime 6.0

fE% % Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £893iEAZREE.NET Runtime 6.0,

%3 NET Runtime 6.0 /5, i&1T which dotnet &< &HEHEITRERZ,

RIS, 2E.NET Runtime Zi##IXHEEEZ, i, MRH<HL A /aa/bb/dotnet, &M /aa/bb £
79.NET Z#HI &2,

S8 4: T Linux VDA #i{48

1. %% Citrix Virtual Apps and Desktops F#5iEo,
2. BFEYhRZ<AY Citrix Virtual Apps and Desktops.

3. BFFAMIUE Linux VDA, #ii0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4, g Linux VDA $#Z03408 Linux VDA THR A,
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Downloads cxpond all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TH5EM Linux £1TARITER Linux VDA 61,
6. THABTYIF Linux VDA B4 a 22 M4m GPG A%, ful:

Downloads cxpandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 2025
1.25 KB-(.zip} 8 Download File

Checksums

SHA-256 -3440f329a0385123944 108316040 6 5011004

BFEANTARIE Linux VDA G- SR, BHRITUTERE:
o 3F RPM %8, BETUTHLSUBLAHSAE RPM #IRES U RQERHFEHTEEM

rpmkeys --import <path to the public key>
rpm —--checksig —--verbose <path to the Linux VDA package>

« XF DEB 8, HE{TUTHLLURRATANE DEB BuEEP URCERHFERTEM:

sudo apt-get install dpkg-sig
gpg ——import <path to the public key>
dpkg-sig --verify <path to the Linux VDA package>

S 5: 23 Linux VDA %+ 8

5 Linux VDA R BB, EETUTH S,
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s¥F Amazon Linux 2. CentOS. RHEL #1 Rocky Linux &47hf:
AR
« 33F RHEL #1 CentOS, &5 % EPEL =6, AEZHEMIIRE Linux VDA, BxifaRs: EPEL &9
=8, &2 https://docs.fedoraproject.org/en-US/epel/ LiRfE935% R,
+ £ RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 £%% Linux VDA Z#i, i&i libsepol 2+ 8B 2k 4
3.4 HEBRA

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
AR

£ GCP L E# RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £%&% Linux VDA &, LUIKMIEZTRESEFF, VM
ENRthERRETAIAIE Linux VDA, EffRILR, EEERER VM BRE root BREN, HHRRERED
Llroot HREMER VM. G, EEHBEE VM G, EEHaRiEiTUTH<:

nmcli dev connect etho
systemctl restart NetworkManager
3FF Ubuntu/Debian %17hk:

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get dinstall -f

=

AR

« &} Debian 11 Z1ThRLEN BTN, &% deb http://deb.debian.org/debian/
bullseye main {742 /etc/apt/sources.list 324,

o 3¥F GCP £y Ubuntu 20.04, 3528 RDNS, Hitt, i&7E [etc/krb5.conf # [libdefaults] T7m
rdns =false 17,

F+F SUSE R1T7AR:
1. XF AWS. Azure #1 GCP t#y SUSE 15.5, &EHR:

o EBERANE libstdc++6 ki 12 SE SRS,
+ [etc/sysconfig/windowmanager ##) Default_WM £#i&EH “gnome”,

2. EBETUTE<ERE Linux VDA:

zypper —-i install <PATH>/<Linux VDA RPM>

1% 6: =% NVIDIA GRID FKzpigrr

BF HDX 3D Pro EXREEEMHEIZZFH VDA 154 %% NVIDIA GRID E=piEF.
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EERTERIWEERERF L 2EMEE NVIDIA GRID & GPU &128s (ENIRGIER), BSRLUTERE:

« Citrix Hypervisor
« VMware ESX
+ Nutanix AHV

EREMECE NVIDIA GRID RE VM Bapigk, EHRIT FTEMNEMSE:

1. BRKE VM BXiF,

2. FEMNEBEEFERERT, I VM DE— GPU,
3. BEIVM,

4. VM LRERE VM EKihigrr.

TRT. EEBERNIIERE

2% Linux VDA ik a1f5, mILLEE4REE [etc/xdl/db.conf KisEEEAM SQLite 3% PostgreSQL,

Ak, EEETT sudo [opt/Citrix/VDA/sbin/ctxinstall.sh = [opt/Citrix/VDA/bin/easyinstall > g1
Jetc/xdl/db.conf.

AR
o BRITEINET VDI #&=2/ SQLite,
o JWFBEMLEM MCS, &aT g E A SQLite 3¢ PostgreSQL, MA M Frhr i, RiEET

[etc/xdl/db.conf F1Ti5%E, &N Linux VDA BiAfER PostgreSQL,
« WA LIER [etc/xdl/db.conf E2E PostgreSQL MixO S,

SIE 8. BITEMTERICEIFEF VDA LISER T
2% Linux VDA B85, A ctxinstall.sh MAREBIZITIFE,
AR

FIREBITNIRREZH, BREAREEENRERATLRET en_US.UTF-8 XIFigE, MRZXIFILETE
TR ERLDF A A, 1517 sudo locale-gen en_US.UTF-8 é5<, XJF Debian, @it EGH TR #
en_US.UTF-8 UTF-8 173k4R1E [etc/locale.gen xXff, #A/5i51T sudo locale-gen &<,

ctxinstall.sh

ctxinstall.sh ARMTERA, BT HT—LMEBENISE VDA BTHETE,

« 2F root AR RILUEIT LA,
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o BRMTEMHA Jopt/Citrix/VDA/sbin/ctxinstall.conf fEAEREX4RIRE. FENRSERNAEIFEL
ENE, BNENEFMERIRER (ctxinstall.conftmpl), AEBEXBESH ctxinstall.conf, & XxI2E
BN, EFERUTE—RE:

- @i &% Jopt/Citrix/VDA/sbin/ctxinstall.conftmpl Rk X 4 H 3§ H 5 77 5 /opt/Citrix/VDA/s-
bin/ctxinstall.conf,

- @iEi=fT ctxinstall.sh, ®&i=1T ctxinstall.sh Y, EHEMANERREL /opt/Citrix/VDA/sbin/ctx-
install.conf &,

o BMRERNESHIFRIRKIET. RREEFETNE. RE. HEE. REMWIL.

« ALUTE /var/log/xd|/ctxinstall.log F#k Z kA BIIEIR 2 1S Bo

BXRIFMES, BEREMHS ctxinstall.sh -h,

=3

AE:
o BER/IIREN, HERIAE root AP A 8EiREX [opt/Citrix/VDA/sbin/ctxinstall.conf, F >
FRATRESIR BN Z D,
o 1% Linux VDA £k /opt/Citrix/VDA TSI, FITEIEEEZ VDA Z8i&% [opt/Citrix/V-
DA/sbhin/ctxinstall.conf,

AUER BEERF LR AMER TIE1T ctxinstall.sh, EEITZMAZ R, BEBUTIRRESR:

« **CTX_XDL_NON_DOMAIN_JOINED=" y|n* ** - REEi+BEHMNE
o FINMER ‘N’ WFRIMAERNZR, BREREN Y,

« CTX_XDL_NDJ_ENROLLMENT_TOKEN_FILE=" <path-to-token-file-on-vda-machine> - &f&
BREMRECERMANEGER VDA, BEE—LREXMH LS VDA £/ EI Delivery Controller itEHNE R
Fo, BEMEREFETESRETHXGRHEEEERENR.

« CTX_XDL_VDI_MODE=" y|n’ - BHNEENEARKEXIRE (VD) TRABHZREIHHEE, 3¢
F HDX 3D Pro ¥, RiZEREN Yo

« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA 3% HDX 3D Pro, X2—%4 GPU mi&EAR, SEMK
EEFNAEFNEMMKE, NR%EET HDX 3D Pro, ME R VDI £& (2xi1F) EXEE VDA (B
CTX_XDL_VDI_MODE=" y’),

o CTX_XDL_START_SERVICE= y|n’ - HERSESMEERRB Linux VDA RS,
« CTX_XDL_REGISTER_SERVICE=" y|n’ - #EEzhitEHEE5H Linux Virtual Desktop ARS.

« CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA AR$3ZR 7115 ALK& 38 R 4B A S,
ERILE RS A& B5h7 Linux Virtual Desktop TAFIEIRO (BRI 80 71 1494),

o CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - {s T EXZ S EHEHAH
GNOME . GNOME Classic 5 MATE sSEf 5, MRAIEELE, NEAE VDA LERENEAREHE,
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« CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>’ - 2% NET Runtime
6.0 LIZ#53rH9 Broker RIZARSS (ctxvda) MIER1R. ZRIAKRIZRA ‘/usr/bin’,

« CTX_XDL_VDA_PORT=" <port-number> - Linux VDA ¥:&i2 TCP/IP #5005 Delivery Controller
Bfs,.

AREM
o XAILLUES MU THBRELBIFIEAPNREFER:

1. 7£ VDA t#9 SHOME/<username> ER F8IE—1 .xsession & . Xclients X, MRE
FAME Amazon Linux 2, EgIE . Xclients X, NBEEEEREMEITR, BHIE—
.Xsession Xf4.

2. R .xsession 8 . Xclients XEURIBAITHRIEE REIFE,
- ¥F MATE £&

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session

fi

- &FA7F GNOME Classic &

GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- XF GNOME £/

GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

exec gnome-session

fi

3. SEMHRRIEAFHEE 700 XHNR.

Bhizs 2209 2, RIERFPAMBEXEKEW R, LARRIE VDA EREAIMNKIEIFE, FaEEALLIN
BB AXRBMER, BENESIERAF DN EEXREIF R,

RERRR BAEREEATIET ctxinstall.sh iz, BT -S M sudo /opt/Citrix/VDA/sbin/ctx-
install.sh &<, ZHSITRANS MERTRBANEXNEEME, MRELRBETETE, cixinstall.sh 2EREH
N, UGB EHITES.
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TRTEY ELRTMERT, ¥7ER [opt/Citrix/VDA/sbin/ctxinstall.conf S HG SIS BERENTE, Z2
&, 15517 ctxinstall.sh-S (&EIE, A FH S AKEFH), MBERREFRFEVETEREFLEBETLTY, NERIE
BIIAE, BN ctxinstall.sh EdiE#1T,

MBIEHHAITIZE, SN TENSHEEE S [/Citrix/VDA/sbin/ctxinstall.conf FiE, EHEMNAEELFRTE
7z [Citrix/VDA/sbin/ctxinstall.conf &,

export CTX_XDL_NON_DOMAIN_JOINED='y'

export CTX_XDL_NDJ_ENROLLMENT_TOKEN_FILE='<token-file-path>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n‘

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>"'

export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT='<port-number>"

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh -S

iZ1T sudo LR, BN -EEMUKNERET2FBLHIBMNHF shell, RITBWNEEATMENGSHME
#!/bin/bash {ERE—1TREIEZ shell BA

HE, BAUEAR T IEEREEE,

g E VDA ETHFETE (5 CTX_XDL_ Fk%8), EaILLEST ctxinstall.sh -s (&1, HAFE s W05
=8),

S’ 9: 517 XDPing

#EiefT sudo /opt/Citrix/VDA/bin/xdping Li&®E Linux VDA MBEENELEERE. GXiF4
58, 5217 XDPing,

41 10: iz17 Linux VDA

B0 Linux VDA:
Bz Linux VDA RS :
sudo systemctl start ctxhdx.service
sudo systemctl start ctxvda.service
21t Linux VDA:
{21k Linux VDA BRSS, iBHATUATRIE:

sudo systemctl stop ctxvda.service
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sudo systemctl stop ctxhdx.service
AR
121k ctxvda 7 ctxhdx RS 281, 15517 systemctl stop ctxmonitord &< LUF IS MRS SFPIERF.

BN, EMARSSTIFEFEREERBEEE LRSS,

ZE# 250 Linux VDA:
Z#Esh Linux VDA RS
sudo systemctl stop ctxvda.service
sudo systemctl restart ctxhdx.service
sudo systemctl start ctxvda.service
% Linux VDA FIR7S:
1% Linux VDA BRSHIETTIRE, BHITIATIRME:
sudo systemctl status ctxvda.service

sudo systemctl status ctxhdx.service

SR 1L BIEAHA

BIERFAMARMES Linux VDA itEHBIHEN B RHViZES5 Windows VDA i+ EH/LFEHERE. B XINETemixXLe
ESHEMFAIRRA, BFSREEZ A,

8 &8 Linux VDA it BB RHZTAN SEIRIA T RS

o WRFTE AD BRAAE EHREE, BEBERE Linux VDA itEH,
o BOAKRESHREIEN (BER) AFRER.
o BEPNERMEFRNEE Windows IHEHNBITENER.

HE:
Linux VDA 1.4 REERAZIFLHENAER, B2, Linux VDA A% SEM N AR MAERNITEN.

BXRNAIERTENE RMRGHNER, 1525 Citrix Virtual Apps and Desktops 7 2311,

&M Machine Creation Services (MCS) ¢/ Linux VDA

August 20, 2024
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A LUER MCS SIEIINT MK IMNIER VDA,
BE.

TERZA 2212 hREPMINEEER:

o Jetc/xdl/mcs/mcs.conf e tagsE GUI £AYiX— AD_INTEGRATION ZTEFRBHEIIME. @A

RIEFRERE—ME. BXEAER, BBAAXHHSE 3h: BE MCS T2,

« /etc/xdl/mcs/mcs.conf 589 UPDATE_MACHINE_PW £ BHBEREFRBIEE N enabled 5§ dis-

abled, MRRENY XN, BXFAER, BFSHAXPNENERITENKF BEES,

SEHIRITHR
Winbind SSSD Centrify PBIS

Debian11.7/11.3 2 z S z
RHEL 9.2/9.0 = = S ES
RHEL 8.8/8.6 = = = =
Rocky Linux z = S &
9.2/9.0
Rocky Linux = = & £
8.8/8.6
RHEL 7.9. = 2 P~ =
Cent0S 7.9
SUSE 15.5 = b £ b~
Ubuntu 22.04. = = ES =
Ubuntu 20.04

AR

EEAYUFIEEEITIER SSSD E#ZEFIEM RHEL 8.x/9.x 3% Rocky Linux 8.x/9.x VDA £ MCS H1E1R

VM, BH#R:

« VDA BFHhREN, MARBIBEMRERREN, BMREFAEAT RHEL 8.x/9.x #1 Rocky Linux

8.x/9.x By Adcli, i MCS F#%F SSSD #1 Adcli B9 &
« Samba RS 2REE FEM SSSD #17 AD BHKIE. BEXFMEE, E51W Red Hat X &, MitA
https://access.redhat.com/solutions/3802321,

RXFFHEN EEEF

« AWS

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

63


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-mcs.html#step-3h-configure-mcs-variables
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-mcs.html#automate-machine-account-password-updates
https://access.redhat.com/solutions/3802321

Linux Virtual Delivery Agent 2311

XenServer (Lgi#5# Citrix Hypervisor)
« GCP

« Microsoft Azure

« Nutanix AHV

« VMware vSphere

MREZAERZFFNEMNEEEF DONIEMED EEERF DESERE, FJRSHABINGSR.

£ MCS 62 Linux VM
FEEM

o H 2203 krAi2, EAILZE Microsoft Azure. AWS #1 GCP L3 Citrix Virtual Apps and Desktops W&
Citrix DaaS (ai#ra Citrix Virtual Apps and Desktops fgsZ) £ Linux VDA, BEXENE=ENIE
#EARMEER Citrix Virtual Apps and Desktops &iE+, &FE Citrix Universal &%= (HMC, Citrix
Universal Hybrid Multi-Cloud) ¥ =l

o AXEFRHENRS SRS MCS S5 ERUSIEEDL.
o Citrix AT Centrify fRA7EAEX Linux R1ThR L#1THI3ATHAEIIE :

Linux £17hR Centrify fRas
RHEL 7/8 5.8.0
SUSE 5.7.1
Debian. Ubuntu 5.6.1

EAEMRRZAR Centrify FIBE2SBUHMEIR, B70EA Centrify BERITENMNEIEA,
o SRR PBIS ¢ Centrify $& MCS 289t BHIMAE Windows 13, iB5eRIUTES:
- ERRITEN L, £ /etc/xdl/mcs/mcs. conf X#HEE PBIS 5% Centrify & FHERE
siE#R % PBIS & Centrify 48,

- #iE1T /opt/Citrix/VDA/sbin/deploymcs.sh Zai, EtI@—NAL %W (OU), %4
A BATEHFFAMNE MCS SIZ BT AEE S NZEREENR,

- £ /opt/Citrix/VDA/sbin/deploymcs.sh EREiTEEHRE MCS IEHNITEN 2,
EIRIBEHIEREE Delivery Controller g Citrix Cloud Connector Eizf7 klist -11 0x3e4
purge,
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({XFE Nutanix) £ 1: LEH#:34 Nutanix AHV &4

M Nutanix 538EX Nutanix AHV f&fEE, &/ Citrix Virtual Apps and Desktops IFiEFRREH EMZES. &
XEMER, 1ESE Nutanix 257 igdey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix

Acropolis MCS &R %£18/)

$1% 1a: 7 Delivery Controller 22714t Nutanix AHV i#fF % Citrix Virtual Apps and Desktops

&, #%#FFH1E Delivery Controller %% XD MCS AHV #Eft,

15 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard

Setup Type
Choose the setup type that best suits your needs

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
L

(C)PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
-

< Back Next >

X
7
“

NUTAML

Cancel

$ 1% 1b: 5 =% Delivery Controller = 3 3 3+ it Nutanix AHV & &R H R E A F Citrix Cloud
Connector B9 CWA MCS AHV #&f4, 7Em@ Citrix Cloud #3EM#9FR A Citrix Cloud Connector &2, A

f& Citrix Cloud Connector 788 AHV IER TRIZRMAE, W4F5EM Citrix Cloud Connector,

TR 1 RE/BHRTRUATIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.058l27T Nutanix Acropolis 323,

« &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins

.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins

\CitrixMachineCreation\vl.0.0.0"

AA
AR ~o

« 7£7<#h Delivery Controller E&#i/E5h Citrix Host Service. Citrix Broker Service # Citrix Machine

Creation Service, 5{#7£ Citrix Cloud Connector L E# 25 Citrix RemoteHCLServer Service,

e

HANBWNEERELEH Nutanix AHV &S Z 1 H Z# B Citrix Host Service. Citrix Broker

Service #1 Machine Creation Service,
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SR 2: BIRENMEE
FESAREMIRA T IALIES Azure. AWS. XenServer (LLai#rA Citrix Hypervisor). GCP. Nutanix AHV
1 VMware vSphere B9EMEE,

AR

s F 7 Delivery Controller, &tEas# Citrix Studio FERERE > 5 > HINEEMZRUIEENIEE,
st F= Delivery Controller, &7 Citrix Cloud EMETF Web 89 Studio =4I & RIZZFEIE > 118 > Hi&E
BEMZIR AR N ER,

BXRFMER, 1527 Citrix Virtual Apps and Desktops Xt4rhEy bl Z M EIRIEZMZ R IR Citrix DaaS i
M EEEE.

« 7£ Citrix Studio eI 5 Azure BEHERE

o 1£ Citrix Studio FelES5 AWS BEHER

o 1£ Citrix Studio H8I#5 XenServer HEWNEE
« 7z Citrix Studio Hel25 GCP syEH &k
« 7£ Citrix Studio 1¢I5 Nutanix B9EHE#E
« 7£ Citrix Studio 1¢I5 VMware B EH&ERE
7z Citrix Studio 825 Azure M &R

1. x¢F s Delivery Controller, &t Citrix Studio HFERFRE > 118 > RIERZMERUCIEENE
#. T = Delivery Controller, &7 Citrix Cloud EMETF Web # Studio £HIaHERERE > £E >
ﬁf]l] l_}%*l] AR LX@'J LEE*HLEO

2. ERIEENZRERASS, %% Microsoft Azure tEREEZE
3. #%#F “Microsoft Azure” {EfiEiEZay,

4. ASKSISETHE T NEH. BFERNARBTIRTINEEZELE, TlE—TZE, BEET—F, HREAHE
BUUAL. BXRFEMER, BFSRAEH MCS gIEFRIMNEE Linux VDA —XXHMFSE 2: SIREHER,

7z Citrix Studio 825 AWS HENERE

1. sF 4 Delivery Controller, i&fEZ#E Citrix Studio FERELE > 1T > HINEZEMZRUCEENE
%, 3¢+F = Delivery Controller, 357 Citrix Cloud ERET Web &9 Studio 5% A iR EIE > 1E >
AIMEEA RS2 ENERE,

. ERIMEENARAST, %% Amazon EC2 fEREEZE!,
40, 7EAHs Citrix Studio &
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Studio

Connection
VM Location
Metwork

Summary

Connection

() Use an existing Connection

|awsec? -]

@ Create a new Connection

Connection type: | Amazon EC2 | = |

Your cloud administrater should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.
APl key: | |
Secret key: | |

0 Learn about user permissions

Connection name: | Example: MyConnection |

Back

3. AN AWS tkF B9 API ZEAMER, ARRNEREZZT,
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Add Connection and Resources

Studio Connection

Use an existing Connection

awsec2 =
Connection
®) Create a new Connection

VM Location
Connection type: Amazon EC2 | = |
Metwork
Surnmary Your cloud administrator should provide the following information.
Import keys file: Browse.. | Useafil
> APl key

AP key:
Secret key:

) Leam about user permissions
Connection name: | Example: MyConnection

Cancel

APl ZARERIHREA 1D, RAREHNMELRNER, XERARAAANEAN. MREEKTHEHDET
A, WALk ZiARZRH RS —MERER. BeRiAREN, BHRITUTIRE:

BF AWS RS,

SMESHIHNER (IAM) 2458,

TEEMSMERT, ERAF.

EREAARHA TRMUEER 2EEET .

| TREH B LR IANER. ERER—MIED.
BETH.cSV XHHFHRERREN - RE2NUE,

a
b
C
d
e

)
)
)
)
)
f)

4. ASFSISEERETNE. RERNAABBATIMEEREE, TRE—NZE, HEFT—F, HEELERE
oAk,

7£ Citrix Studio 1¢I5 XenServer HEHEiE

1. 3¢F7s3th Delivery Controller, &7t Citrix Studio FEREE > & > RINEZENRBREUSIEENE
1%, 3¢+F = Delivery Controller, &% Citrix Cloud ERSET Web &9 Studio &% & hiiF EIE > & >
ﬁf]l]l.?%*ﬂ /}_L/(QULE'\E*JIL%o

2. EAMEFENERRASS, EEELBFEGI%ERE XenServer (LUFi#rA Citrix Hypervisor).
3. SEEEEHE (XenServer URL) F1E4E,
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4. WNERBT,

£ Citrix Studio F6i25 GCP WEHEE IRIE Google mim ¥ & EIMLINEIRBEH GCP 18, ARBTMIMUT
SRLSIES GCP EMESE,

1. 33F7s3th Delivery Controller, i&7Eas#t Citrix Studio FIERERE > & > RINEENRBEUSIEENE
#. 3F= Delivery Controller, &7 Citrix Cloud EHETF Web 19 Studio I=HlaHERER > {£E >
IMEREMZ RS ENEE.

2. ERIMEENZERDST, %1F Google minTAIEAEREAE
a0, 7£ Citrix Cloud EHETF Web 89 Studio &I &

Add Connection and Resources X
(D) connection Connection
@ Region Use an existing connection
@ Network
@ Scopes @ Create a new connection
Zone name:
@ Summary

Connection type:

Google Cloud Platform

Service account key:
mport key.

Service account ID:
Connection name

Create virtual machines using;
(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other tools

7

D) )

3. 8 GCP kP BIBRSS 1K S ZRHBNERE R o

4. ASKSISETHE T NH. FERNARBTIRTINEEZELE, TlE—TZE, BEET—F, BRERE
BoUALL, BXREMER, BESRAEA MCS gIERIMAEL Linux VDA —XXHHSE 2: SR ENER,

£ Citrix Studio #6)#5 Nutanix B9EHEE

1. 33Fith Delivery Controller, i&EZ#h Citrix Studio FEREE > 118 > FNEZENERUCIERENE
#. T = Delivery Controller, &7 Citrix Cloud ERETF Web & Studio FHIaPERERE > £E >
AIMEEMZ RS ENERE.
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2. ERIEENZRERSPERITE LEE Nutanix AHV fERERRE, AREERIMEEREF L. £iE
URGERE SR, EMEIEL, EEATRITHNE.

5140, 7E4<#h Citrix Studio &

Add Connection and Resources

Studio Network

Name for these resources:

The name helps identify the storage and network combination associated with the
connection.
Summary Select one or more networks for the virtual machines to use:
Name +
INTERNAL_1
VM
Back | [ Cancel |

7z Citrix Studio 8/ 5 VMware s E#%E#
1. 7£ vSphere Ffigh#&# vCenter Server, BXIFAER, E8R VMware vSphere,

2. 33F 7 Delivery Controller, i&7EZ# Citrix Studio FIERELE > T8 > FILEEMZRUIEENZE
#. 3¢F = Delivery Controller, &7 Citrix Cloud E89EF Web 8 Studio EHI&FEREE > HE >
ARIMEEN RSB ENEE,

3. % VMware vSphere fEREZAE,

flgn, 74y Citrix Studio
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Studio

Connection

Storage Management
Storage Selection
Network

Summary

Connection

() Use an existing Connection
RanConnection -

(®) Create a new Connection

Connection type: I [VMware vSphere® = ] |

Connection address: | Example: httpsy//vmware.example.com/sdk |

o Learn about user permissions

User name: | Example: domain\username |

Password: | |

Connection name: | Example: MyConnection |

Create virtual machines using:

@ Studio tools (Machine Creation Senvices)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

4. g2 VMware tk P p9iEiE#E (vCenter Server URL). G EIRFEIER TR,

Studio

Connection

Storage Management
Storage Selection
Network

Summary

Connection

() Use an existing Connection
RanConnection -

@ Create a new Connection

Connection type: [VMware vSphere® k.4 ]

Connection address: | Example: httpsy/fvmware.example.com/sdk |

o' Learn about user permissions

User name: | Example: domain\username |

Password: | |

Connection name:

| Example: MyConnection |

Create virtual machines using:

@ Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next |
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TSR3 EEETHE

(LERATF XenServer) £ 3a: %% XenServer VM Tools 7E#&#R VM %% XenServer VM Tools, L&
1 VM #ER xe CLI 3¢ XenCenter, BRIFREXET A, TN VM BIRERTRERRIE, WIREGEXETAR, TiEH
T EfaiRE:

1.

2.
3.

4

5.

BIERXE. EFBEZEE VM,

7 XenCenter H#&F VM MHEEEUE,

FRIEMEETH VM (@ XenMotion).
BIBRBHREEANE (RER) WNIRE, URERFEIIRE,
FIEEZTTA Linux VM Eig% vCPU %k,

RIBEEFEANEPNERZFRE, M XenServer T# mmax Citrix Hypervisor FHTE THERT
Linux 89 XenServer VM Tools X4,

¥ LinuxGuestTools—-xxx.tar.gz X#EHIF Linux VM g Linux VM =LA A HZIREHES,
fiRIE tar XHHIRA: tar —-xzf LinuxGuestTools-xxx.tar.gz
RIBEM Linux &9ThR, BT TH$RE xe—guest-utilities %8,
3¢F RHEL/CentOS/Rocky Linux/SUSE:
sudo rpm -1i <extract-directory>/xe-guest-utilities_{

package-version }
_x86.64.rpm

33F Ubuntu/Debian:

sudo dpkg -1 <extract-directory>/xe-guest-utilities_{
package-version }
_amd64.deb

tF SUSE:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }
_all.rpm

7 XenCenter R EFIEIN £ LR EER VM BEIMLIRES. MRIEHZET XenServer VM Tools, NIE
MILREEBREM K

S5 3b: 72 AWS. Azure 1 GCP t3%iif SUSE 15.5 WECE ¥3F AWS. Azure 1 GCP &9 SUSE 15.5, 15#

1R:

o« ZERNZ libstdet++6 ki 12 SkESARA,

[etc/sysconfig/windowmanager ©f Default_WM £5i&EH “gnome”,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 72


https://www.xenserver.com/downloads
https://www.citrix.com/downloads/citrix-hypervisor/

Linux Virtual Delivery Agent 2311

4% 3¢: £ GCP £y Ubuntu 20.04 2/ RDNS 7£##iR VM £, 7£ /etc/krb5.conf 89 [libdefaults] T
rdns = false 17,

$8 3d: EER VM £%% Linux VDA 3468
AR
o BFERYRIEMEIRITH VDA fERER VM, iBBGS It P18, BFERNEIEEIEITHER SSSD EEEM
RHEL 8.x/9.x g% Rocky Linux 8.x/9.x VDA el VM, EHR:

- The VDA is installed manually and not by using easy install. Easy install uses Adcli for
RHEL 8.x/9.x and Rocky Linux 8.x/9.x and the combination of SSSD and Adcli is not
supported by MCS.

- ASamba serveris configured to use SSSD for AD authentication. For more information,
see the Red Hat article at https://access.redhat.com/solutions/3802321.

o 1E1ER VM %% Linux VDA &2 A, ER%.NET Runtime 6.0,

RIEEH Linux £17hR, BT TFa<$ R Linux VDA 1§ B
33F RHEL/CentOS/Rocky Linux:
=W

 3¥F RHEL #1 CentOS, &5 %4k EPEL 7R, RAE78EMIIRE Linux VDA #5717 deploymcs.
sh, BxifA%E EPEL f915 8, 755 https://docs.fedoraproject.org/en-US/epel/ iR
Ao

« 7£ RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 %%t Linux VDA Z&i, &% libsepol #x B E#H ZIhR7
3.4 ESHRZS,

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
33F Ubuntu/Debian:

sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
sF SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>

$I% 3e. BAFMEELURE tdb-tools X148 (VR RHEL7)  x3F RHEL 7 fR5523:

subscription-manager repos --enable=rhel-7-server-optional-rpms
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%3F RHEL 7 T{Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms

S8 3f. (£ SUSE L) Fah%kk ntfs-3g 7£ SUSE FA L, FiEEMERTIRME ntfs-3g, THIRRE, mEHF
sh&# ntfs-3g:

1. %% GNU Compiler Collection (GCC) HiFBASHIBMHEIZEN:

sudo zypper install gcc
sudo zypper install make

2. T ntfs-3g #fFa,
3. fRIE4E ntfs-3g fH6:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz

4. A ntfs-3g RUGBRERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>

5. R# ntfs-3g:
./configure

make
make install

SR 3g. BEREANKEE %&E Linux VDARHKERE, E8LU7E SQLite 5 PostgreSQL ZiEltlit, ik, i
FERUA T B

AR

o BATERIEME SQLite AT VDI &3, ¥ PostgreSQL ATHRERZRER(TIEEL

 SIFRMLEM MCS, &8 L5 E A SQLite =t PostgreSQL, MA X Fa R %, kriF@T
[etc/xdl/db.conf Z175%E, &N Linux VDA BiAfER PostgreSQL,

« A LIER [etc/xdl/db.conf E2E PostgreSQL MmO S,

1. 517 /opt/Citrix/VDA/sbin/ctxcleanup.sh, MIREEHRE, NHKBILTSE,

2. BEiEfT deploymes. sh giggiE /etc/xdl/db.conf,

$E3h: EEMCSTE EEMCS TEFERMAE!

o tg /etc/xdl/mcs/mcs.conf Xtk
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o FRRMEE GUl, BHITARMEE GUI, IEEEM Linux VDA HR&EFEHIE!T /opt/Citrix/VDA/
bin/easyinstall &%,

Easy Install

* EasyInstall
Check Environment
Install Dependencies © Domain-joined Non-domain-joined

Jein Damain USE_AD CONFIGURATION_FILES_OF CURRENT VDA

Configure Runtime Variables  thjc yariable determines whether to use the existing AD-related configuration Files
Finish (fetc/krb5.conf, fetc/sssd.conf, and fetc/sambafsmb.conf) of the currently running
- MBS VDA,

Load Save

Ho = ¢

DMN5_SERVERS

This variable sets the IP address for each DNS server. You can set up to four DNS
SETVers

¢ e

NTP_SERVER

This variable sets the IP address for your NTP server. Unless otherwise specified,
it's the IP address of your domain controller,

Linux distribution: Ubuntu Linux 18.04

e

BEREFFEEREFRFIHEERE TR AR, BEMBNEEENXHMBEEIRE.

THRERTUARMANSENEMNENZREERN MCS TE:

o ERTRIMNEBZR
AUERARINEEERERETEAEXEE (FiE):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE:Y| N

« ERTEMNAZENZR

- Use_AD_Configuration_Files_Of_Current_VDA: MEREFERA YN EEETHN
VDA BYIE AD MExXEE >t (/etc/krb5.conf. /etc/sssd.conf # /etc/samba/smb.conf), %
RBAY, MCS a8 BN EMELE XRS5 SRTEEEITH VDA EMEMRHER, B2, EINAN%
MEEE dns M1 AD_INTEGRATION ZE, RIMEA N, XEKE MG LWREERATHE MCS
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IR EN LNVEREX Y. EFAUMIEREITH VDA fEREREIR VM, BB ZEIRER Y, [N, BF
HigEH N,

- dns: i&BES1 DNS ARS32889 IP ik, ERZATLUSEI A DNS RS 28,
- NTP_SERVER: igE NTP 532389 IP sthlik, FRIESZITULER, BNZMibZIEA0ISEHIZRAY IP i,

- WORKGROUP: B I{EARFRE NG AD PECER NetBIOS B (XD ANE). M, MCS KA1
BPEREITENENE ZEHNBIEATIFAEM. Fli0, MRITENKF 7 userl.lvda.citrix.com,
MCS %=/ lvda fEA TEERHR, M citrix 2EMRNIER, BSUERILETIEAZTR.

- AD_INTEGRATION: &% Winbind. SSSD. PBIS =% Centrify, &% MSC %#%# Linux Z1ThR
FIFIINTERNTIR, FSRAEHRIZRIIR1ThR.

- CENTRIFY_DOWNLOAD_PATH: i&ET# Server Suite Free (L #1#FA Centrify Express) %
HamEKRR, RBEE AD_INTEGRATION ZEi&E N Centrify B, ZEASEM.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&& T # Centrify Samba #i 6 fE&R. REF
AD_INTEGRATION Z&i&&H Centrify 8%, ZEAFREK,

- PBIS_DOWNLOAD_PATH: & T# PBIS it EmiRiz. RBH AD_INTEGRATION ZEiKE
7 PBIS B, ZEASEN.

- UPDATE_MACHINE_PW: BRAsZRBEDEMITENKAEZL,. AXEFEREE, BFEHABHERIT
B &,

- Linux VDAERCEZE:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE:Y| N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

$E3i: GAXEHFMCS WEMRE EERITENL BHLSTHRME /etc/xdl/mes/
mcs_local_setting.reg X UREBEES AR EHN EMRE. LREDTR EHIEMIZEE MCS
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MECHIIT B SR ER BN AL,
/etc/xdl/mcs/mcs_local_setting.reg XtrhWE—1THERATREREF IMREN— 16

A
~o

flgn, EEILUE UL TaH$TaRmEl /etc/xdl/mecs/mcs_local_setting.reg e, URFNEANRE
EMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0
x00000003" --force

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "Ox00000003"

AR

ZE MCS BIIRE, &AL /etc/xdl/ad_join #1 /etc/xdl/mcs/ THISXM, B2 1E4R4E /var/xdl/mcs
TEUES M.

I 3j: BIEEMEK

1. ({WERTF SSSD + RHEL 8.x/9.x % Rocky Linux 8.x/9.x) &7 update-crypto-policies --
set DEFAULT:AD-SUPPORT &<, RAEEMBshER VM,

2. MBRE@SEE /etc/xdl/mcs/mcs. conf BE MCS T E, i&iafT /opt/Citrix/VDA/sbin
/deploymcs.sh, MREFEH GUI BLE MCS BE, BBREHEIE, £ GUI LB EHEIER, £ GUI LigE
MTEREBEEEE /etc/xd1l/mecs/mcs.conf XEHIEENTE,

3. (MRFEAYLFIELEETH VDA EAIRIR VM, SENRIRMANENGS, BEBSIP B, ) EERVM L,
EREERERUEEXENAE VM EMEX /etc/krb5.conf. /Jetc/samba/smb.conf #
/etc/sssd/sssd.conf x4,

33 F Winbind BF, BE# /etc/xdl/ad_join/winbind_krb5.conf.tmpl /etc/
xdl/ad_join/winbind_smb.conf.tmpl #ik.

3+F SSSD P, iEEH /etc/xdl/ad_join/sssd.conf.tmpl. /etc/xdl/ad_join/
sssd_krb5.conf.tmpl# /etc/xdl/ad_join/sssd_smb.conf.tmpl iR,

33 F Centrify B, E8# /etc/xdl/ad_join/centrify_krb5.conf.tmpl# /etc/
xdl/ad_join/centrify_smb.conf.tmpl #ik.

AR
BREBRXGTEANNERRIAFEAZTE, F W SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

4. RIBEEANABETEIZEIRGIREHBR,.
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o iEFET XenServer. GCP f1 VMware vSphere) Ei&Eik VM LRENBEFHXHAER VM, I
Hin R EMERIRE,

o ((EAT Azure) EEIR VM ERENBERFRE, M Azure TJPXAER VM, HFRIER VM BEFIRS
71 Stopped (deallocated) (BEfF1k (BEUEDED)). iBEIAMNERARM, 7 Azure LEHRENE

FFES

IR R E1Z B o
** Connect P Start @ 7 u ) Capture  => Move [ Delete ) Refresh
Resource group (change) name
mcs temp
Status Operating system
Stopped (deallocated) Linux

Location
East Asia

Subscription (change)

E—

« (AT AWS) 7E1EiR VM ERENAEFE, M AWS EC2 TP XFER VM, HRER VM BB RIRES
AEFLL, AREHRIR VM, AREZFRE > S22 K. RAGEHAREFTEHITIRE. REHOERE,

Create Image b4

Instance ID i-011€
Image name

Image description

No reboot

Instance Volumes

Volume 8 : - Delete on
D Si GiB] — Th hput Ei ted
Type e__wce Snapshot (j |z_e[ iB) Volume Type (i) 10PS (i e [_)u Termination n_cryp 3
i ( i - = (mMBIs) (i) i i)
Root Idevisdal ggap— 40 ;Génera\ Purpose SSD (gp2) v| 120/3000 N/A i Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

« (EATF Nutanix) 7£ Nutanix AHV £, Xi##iRk VM, 6IEH &3 EEGIRE,
AR
#TE Acropolis 1REE & FrEiin L&i4% XD_ 7 &e7E Citrix Virtual Apps and Desktops #f#f,

RIEFEMEMA Acropolis I A EGZIRE, EGIREE, EFNREDIEERASURNRINE
NPT

(33F GCP) # 32 3k: 7£ RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x EERE LI AMEE 7 GCP EitE/ RHEL
8.x/9.x 1 Rocky Linux 8.x/9.x ER% Linux VDA [5, IUAMIEZRIRESETF, VM EfiBshaaIaET 43418 Linux
VDA, EffRILIAIR, EHEERER VM BILE root AP &R, HIHEREEBL root BREMHER VM. AF, &8
WMEHMVME, FEEfIEHRETUTHS:
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nmcli dev connect eth0
systemctl restart NetworkManager

R4 SIBHENAER

7z Citrix Studio 3t Web Studio #, gIZitENERHIEEEEERPEIEN VM HE. IBITENBE RN, HEEF

EBHERGHERUATEI

o 7£ Nutanix ¥58 Container () @A L, #REZEIAER VM IEEMNES.

« SIREERAEREAKITBENNERN, SHRKEARLRIE, FZNEY, BIURERFSRERNSLR

Eft4.

° Intreduction
° Machine Type

° Machine Management
@ Desktop Experience
@ Master Image

@ Storage and License Types
@ Virtual Machines
(&) nics

@ Disk Settings

. Resource Group

@ Machine ldentities
@ Demain Credentials
@ Scopes

WEM
Optional

VDA Upgrade
Optional

@ Summary

Machine Catalog Setup

Desktop Experience

Which desktop experience do you want users to have?
(@ |want users to connect to a new (random) desktop each time they log on.

| want users to connect to the same (static) desktop each time they log on.
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AREAENE L, ERUTERZ—!

- BRESRERNYSERE M (FENR) RE.
- BREBRERNERER— #S) KH.

INREFRFE—NET, APNKERHOIESISHRER (3FKA).
SNRIEESRE —HFHER MCS RIFECIHEN, SR LXINERIERF X REFREH TR

- EAtiEE ERERFNKERNENR (KA.
- FRFEIHEREFARESHBREMEE (EXA). MRECEANEZEAFR MEKE, HEFIED,

o EREEXKALITENN MCS BRHOEMEN, FNEIZERNEARITENBEERERGENRE, LaiF
ERIT B A S ER R TR B,

BXRFMER, B5A Citrix Virtual Apps and Desktops xx#4#0 Citrix DaaS X#4HHy “itEHE REE"
AR

3+F Nutanix #¥1&, @ Delivery Controller E89itEH B REVELEFEAZ6TE, iHFZE Nutanix Prism
HFDITH AL Preparation Bt B EIR, X5 EHEEBFH4SHITOIRERZ,

$ES5: BIERRTA
RAAERM—IREMTEN B RPEEFNITENNES. TIEEWLRF AIUERAXLETEN, URPIHIXLR P
MR FA2F S,
BXFMER, 152017 Citrix Virtual Apps and Desktops xx#4#0 Citrix DaaS XR4FREy “IfH4BEIE",
AR

/A MCS aI2r VM mJ8eT % 7E Citrix Cloud Connector 3 B RAKRTIM. HETE Azure £3EE VM
FER Samba Winbind i\ AD 6, staHItbnE, ERRLRE, BERmUA TS E:

1. ®%ZE ADSIRiIEIEHIA ERRIMH VM, AEHIEEITENKS # msDS-SupportedEncryptionTypes
B,

2. £ VM LE#HE5) ctxjproxy #l ctxvda RS, 1R VM BIRESERNE M, BREHTSE 3 5 5,
3. #E#EIR VM £ [var/xdl/mcs/ad_join.sh {4,

4. & [var/xdl/mcs/ad_join.sh 2 # & 89 L T J1 1T Z /& & 0 — 7 net ads enctypes set
SNEW_HOSTNAMES < mZ £ & B M &9+ # 4 &, 5l 28> -U SNEW_HOSTNAMES -P
password:

if [ "SAD_INTEGRATION" == "winbind" ]; then

join_domain_samba
restart_service winbind /usr/bin/systemctl
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5. BIEMREBHERIRIREIE VM,

£/ MCS A48 Linux VDA

Z(EA MCS RFAE Linux VDA, ERITLUTRIE:

1. 7% Linux VDA A2 YFikkA 2 81, BHHFERENET Runtime 6.0,
2. EEMRITEN EFAR Linux VDA:
AR

Ltesh, EIERTLUEER Linux VDA BEISEFINEERIT IR B sEN. BEXLIULEIR, BEEIRITEN L
etc/xdl/mcs/mcs_local_setting.reg X /iFmMan$4T.
fBlgn, BRI R <$1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force

x$F RHEL 7 #1 CentOS 7:
sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
34F RHEL 8.x 71 Rocky Linux 8.x:
sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
34F RHEL 9.2/9.0 71 Rocky Linux 9.2/9.0:
AR

£ RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 £#4& Linux VDA Z#i, i&i#% libsepol 24 & & FhxZs
3.4 HEBRE

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm

xfF SUSE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 81


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/administration/linux-vda-self-update.html

Linux Virtual Delivery Agent 2311

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm

3tF Ubuntu 20.04:

sudo dpkg -1 xendesktopvda_<version>.ubuntu20.04_amd64.deb

3+F Ubuntu 22.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb

3. i /etc/xdl/mcs/mcs.conf#l /etc/xdl/mcs/mcs_local_setting.reg
4. ERHRIRE,

5. 1£ Citrix Studio #, EEFEAFEHMITEN B RIHIRE. EEEUBENENBHZE, FE—BNE. B2F
MEHBITEN.

B EHFITENKF 255
BIAMBERT, HENKAZEELEITENERE 30 Xidfl. BRIEEB UKL BchEHITENKFER, BT
LU I21E:
1. #3517 Jopt/Citrix/VDA/sbin/deploymcs.sh Z&i, BUTEBEZHME /etc/xdl/mcs/mcs.conf &,
UPDATE_MACHINE_Pw="Yy"

2. i&17 Jopt/Citrix/VDA/sbin/deploymcs.sh /&, $T7F /etc/cron.d/mcs_update_password_cronjob X
REFHMEFAMNE, RALESAEHREE 2:30 EFiTENNKAZE,

SREHMTENK A ZEB/G, Delivery Controller EFNZEIFEEET TN, HETE /var/log/xdl/jproxy.log F7]
RES BT TEIR:
[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.

Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

THMREEIR, EEHIEREIEEF. AIMTEFRA Delivery Controller stigiizhles R HEFFIEES,

7£ MCS 812289 VM E£/=H FAS

AIAE AT &1TAR LIETTRY MCS SIZRI B LB A FAS:

Winbind SSSD Centrify PBIS
RHEL 9.2/9.0 = S = =
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Winbind SSSD Centrify PBIS

RHEL 8.x = ) S =
Rocky Linux ~ & & =
9.2/9.0

Rocky Linux 8.x = B £ £
RHEL7. CentOS7 = = = =
Ubuntu 22.04. = ES & ES
Ubuntu 20.04

Debian 11.7/11.3 2 5 5 )
SUSE 15.5 = £ £ &

TERMR VM L& T IRRESE A FAS

1. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/

2. 517 ctxfascfg.sh,
3. £ Jetc/xd1l/mcs/mcs.conf FigBELE,
PE= W
%fE fetc/xdl/mcs/mcs. conf higBEREXVENTE, RARETER2E VM BaiHERR,
a) ¥ Use_AD_Configuration_Files_Of_Current_VDAKEIZEERN Y.
b) ¥ FAS_LISTZ 2B NEHN FAS RS B[/ MU HZ > FAS RS \[/#Mit, BHSHWE M ith
W, HFRABEIISE—IHZ M MUFERER, i FAS_LIST="<FAS_SERVER_FQDN> ;<

FAS_SERVER_FQDN>"',
c) RIEREGEHMETE, itn VDI_MODE,

4, BfTHiZ /opt/Citrix/VDA/sbin/deploymcs.sh,

7£ MCS ¢1iZr VM ti5H FAS

WRKIN EXPTRERRITEN _LEA FAS, MAETLES™ MCS 81289 VM LB/ FAS,
27 MCS 82289 VM EFF FAS, iBHITUITIRME:

1. £ /etc/xdl/mcs/mcs.conf FIEELT &,
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=

FE
wairE fetc/xdl/mes/mcs.conf FiEBEMEXENTE, AAXLETEZE VM B ER.

a) ¥ Use_AD_Configuration_Files_Of_Current_VDA BEIZERN Y.
b) ¥ FAS_LIST ZTE&E A FAS fRSS a0,
c) RIBFERBHMETE, 90 VDI_MODE,

2. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/

3. &7z /opt/Citrix/VDA/sbin/ctxfascfg.sh,

f#H Citrix Provisioning 8/ Linux VDA

August 20, 2024
ATLUBEA Citrix Provisioning SIEIIAIZE VDA,

ASURMBE KBS TR AME Linux BIMgEIERS, FEALLIhAE, EaTlE#E Citrix Virtual Apps and Desktops
R APTIES Linux IS E.

F#FLLTF Linux £1ThR

« Ubuntu 22.04

+ Ubuntu 20.04

« RHEL9.2

« RHEL9.0

+ RHEL 8.8

« RHEL 8.6

« RHEL7.9

« Rocky Linux 9.2
» Rocky Linux 9.0
+ Rocky Linux 8.8
+ Rocky Linux 8.6

BE:

o FATEWEMER Citrix Provisioning MR L6, BRIBEDN Linux RITHRERZRGE. BEH
Linux i AR#IEAE 2109 RESRES, FERZE Citrix Provisioning ik552% 2109 RES AR

« £/ Citrix Provisioning i@ Fi AR Linux BAR&EE, BEXNBEMEZHEMEGOIERIEMNED
X, DUMETIACHYISEEES R B0,
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o EERER btrfs XL EAMH X, GRUB2 7£&# btrfs 9 Xt H I ASREF, GRUB {%& GRand
Unified Bootloader.

BXiFMES, 557 Citrix Provisioning XASHRRLEID R A Linux BiRigE,

7z Citrix DaaS Standard for Azure #¢%Z Linux VDA

August 20, 2024

B 7E Citrix Daa$S Standard for Azure (UFi#57 “iEATF Azure B9 Citrix Virtual Apps and Desktops Stan-
dard”) HEIEBEMNHARIMAES Linux VDA, LUEEIANARFMKEEM Microsoft Azure {3 EIE L&,
BXRFMER, 521 Citrix DaaS Standard for Azure,

T Linux 217hR

LUF Linux &1ThRZ#F b IhgE

+ RHEL9.2

« RHEL9.0

« RHEL 8.8

+ RHEL 8.6

« Rocky Linux 9.2
+ Rocky Linux 9.0
+ Rocky Linux 8.8
« Rocky Linux 8.6
« SUSE 15.5

+ Ubuntu 22.04

+ Ubuntu 20.04

$IE 1: 71 Azure S T IRE
AE:

teoh, EER LUER Linux VDA BB ERINEER It RE B ohEH, EXMELBER, BETME LN
etc/xdl/mcs/mcs_local_setting.reg XFehiRils <17,
BiIgn, BILGRINA T 817!

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_DWORD" -v "fEnabled" -d "0x00000001" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
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-t "REG_SZ" -v "ScheduledTime" -d "Immediately" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "Url" -d "<Your-Azure-Container-Ur1>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "CaCertificate" -d "<Local-Certificate-Path-of-
PortalAzureCom>" --force

1. 7£ Azure /1, BIEZHRFBIKRITAREY Linux VM,
2. MEKE, B Linux VM LR EKEIFR,

3. VM L, #RiE https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
LHRBARE NET Runtime 6.0,

4, (X BB Ubuntu) 7 /etc/network/interfaces x# &% source /etc/network/
interfaces.d/* 17

5. (1XFR Ubuntu) % /etc/resolv.conf @ /run/systemd/resolve/resolv.conf,
miEgEER /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf

6. %% Linux VDA &€,

7. EEBRERBIERE.

fERN—INSRBEMINEE, BRT PostgreSQL 4b, EERILAER SQLite, &%= Linux VDA RHBfE, EERIUTE
SQLite 5 PostgreSQL zZiatik, Ak, BERAUTHE:

a) 817 Jopt/Citrix/VDA/sbin/ctxcleanup.sh, MIRZEHTLE, NHEKILILE,
b) 3E&Eiz{T deploymcs. sh gitkiE /etc/xd1l/db.conf,
AR

o RATBIEM®S VDI XA SQLite,

o SFRMZEM MCS, &aJLTE SQLite 5 PostgreSQL Z @i, MAMBFoIRE, BRiE
@il /etc/xdl/db.conf Bf7#E%E, &N Linux VDA EBRIAGER PostgreSQL,

« ALUER /etc/xdl/db. conf EEE PostgreSQL MRS,

8. EMIMCS &,
feE MCS ZEFRMIFE:

o 448 /etc/xd1l/mcs/mcs.conf xxff,

o FERARMEE GUl, EITFEMNRE GUI, 1E7EEM Linux VDA MEEFESIE(T /opt/Citrix/
VDA/bin/easyinstall &%,
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=

=W

B’ dns TERBAKRETE.

NRECRIT BN B RINEFESHAEN KR, H&E VDI_MODE=Y,

MREEIHE /etc/xdl/mecs/mcs. conf BE& MCS T &, i&iafT /opt/Citrix/VDA/
sbin/deploymcs.sh, MEEER GUI &EE MCS T2, BEREHHE, £ GUI LREBERF, &

GUI LigBMNTEEEB=I7E /etc/xd1l/mcs/mcs. conf XHEHIGENTE,

9. £ Azure th, =ik (REVESHE) VM. RERESEAEINER (VHD) X4 SAS URL, @RS Z S

FBEEMGREERE M VM,

;3 rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

== Disk

| £ Search (Ctrl+/) | « Generate a secure URL and download it directly.

8 COverview URL expires in (seconds) *

B Activity log | 3600

A2 Access control (1AM)

® Tac:

Settings

& Configuration

Encryption

Disk Export
HY properties
[r_1] Locks
B Export template

Support + troubleshooting

Q MNew support request

10. (F%) EEMBGEEEAEERRIGE, BRAIUFER ctxreg TAREBEAKRKIEE, i, UTae<iERN PDF

FTENE A B Ehtli2 PDF @ATENH 5L,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "
AutoCreatePDFPrinter" -d "0x00000001" --force

$IE2: M Azure SNFIE

1. EEEEFIRT, RAGMHNERE, ETREETIH Citrix RE RGN GBS A RE.
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"’
AR S HIK 2 3 EE RIEmHENE N BEMGEMITFIR#TER, SIRE—1MERE, EEREIREEER
3| Citrix Cloud #i%# Managed Desktops (FEE52®E) RESEBEIAGH.

[@J\hj Master Images X

Z Build Image <+ Import Image

O Powered Off

@ Ready to use S

2. BEHSABRG,
3. BWINETE Azure FRAERE VHD XX4#9 SAS URL, 4% Linux fE/ ZBMERE,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my Url?

Master image type
() windows

(@ Linux

Name The New Master Image

E.g. “Windows 10 + My Apps”

4. BERSPHRBATHRSNEREERE,
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TE3. QIEHBENER

BREEERR, ARELEUEER. SIBHENBRE, HEFZAICZEmRE,

AR

REEMRER VM %@ SSH 8¢ RDP 18, Ei518] VM, 156 Azure NP RBVERTTIEH &

J

nux VDA

Ff L

s
Wi

August 20, 2024

AIBAFELLF Linux Z1ThR EFah%sE Linux VDA:
» Amazon Linux 2. CentOS. RHEL #1 Rocky Linux
« SUSE
+ Ubuntu

« Debian

7£ Amazon Linux 2, CentOS. RHEL #1 Rocky Linux +Fz)% % Linux VDA

August 20, 2024
BE:

WNFeHRE, HNEBVNEERBMREFTRERE, BMREANNEN, SAXPFROFHREMRLL, &
FaF i,

SR 1. AREERESH Linux T8

$8 la: BIENKERE

HREEEH EWREICEMS, N, HH7E Linux VDA EEZE DNS RSS2,

$E 1b: KEEHA

HBRERIRSITENNEN S, 1EEK [etc/hostname X4, FEHMNBESHTENBNENSE,

hostname
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TR 1c: AENBDEHRE I

HBRERIREITENN DNS HE2FMTLRERE (FQDN), iEF /etc/hosts XHFBLUTT, FEEATFRD

% B FQDN #E# 8.

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain

localhost4 localhost4.localdomain4

f5I4n:

127.0.0.1 vdaO@l.example.com vda®l localhost localhost.localdomain

localhost4 localhost4.localdomain4
MR E % B R3S hostname-fqdn = hostname FEEE M5 A,
AR

Linux VDA %1325 NetBIOS &#f&ilf, FNBRGET 15 MFH.

=] .
eI .

S

SEEEAFH a-z. A-Z. 0-9 MEFF (-). BBREATIL (). =HMEM

MEFHLERE. MNbERTF Delivery Controller #4142,

$E1d: REINSE

WIFFENRIEERTERTIR:

hostname
IESGREHENMNENS, MAREET2EEEZ (FQDN),
I0F FQDN R ER T IEMRTIR:

hostname -f

Iteep <R El+ B FQDN.

SR le: KERMBTMIRS AIiAEE

HiART A2 FQDN H33ig#= 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

ENBREUEFF XM

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

90



Linux Virtual Delivery Agent 2311

INRTEMMN FQDN 2 Ping @ ERE—ItEN, BRREEXTRE, AEBHE,

S8 1f. EEN#ES

#1% VDA. Delivery Controller gz 5188 2 B FIBT s AKX FERES EXEE, 3§ Linux VDA &R EMM (VM)
AlRERSHNHRERM, HTFHERER, RIFERTEZENERSRESEE,

RHEL BRIAIFiEREA Chrony SFiP#2F (chronyd) #iTEEREY,

fcE Chrony AR5 Ll root AP 514, 448 [etc/chrony.conf H S MTiEm B RS RBHFM— MRS ERE:
server peerl-fqdn-or-ip-address iburst

server peer2-fgdn-or-ip-address -iburst

TEHBIERE S, BB MASHIFITHIBRES, MAREEM R NTP MRS RES . NiEFHE Active Directory 5
IEHISE AN — RS EERE.

MRS A ERIE ARS8 B, S3EIRE] IP ik, localhost UKk AARSS2S *.pool.ntp.org B,
FEEXHEHE Chrony FHPIEF:

sudo systemctl restart chronyd

S 1g: ®% PulseAudio (fUEAF RHEL 9.2/9.0 71 Rocky Linux 9.2/9.0)

N

BEETUTHLURE pulseaudio:
sudo yum -y install pulseaudio —--allowerasing

IFF /etc/pulse/client.conf HFHEMUTEE:

autospawn = yes

#1g 1h: %% OpenJDK 11

Linux VDA £3k7F72 OpenJDK 11,

o WRFEAKE CentOS 5 RHEL, MY&EZE Linux VDA B, OpendDK 11 & BEI{ERERIIHHITRE,
o WREAHIZE Amazon Linux 2 8 Rocky Linux, &7 Ta<UBRAF %% OpenJDK 11:

amazon-linux-extras install java-openjdkll

MMk 25 EH:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 91



Linux Virtual Delivery Agent 2311

sudo yum info java-ll-openjdk

e n9 OpenJDK rIgE A Rk As, E#E OpenJDK 11:

sudo yum -y update java-1ll-openjdk

S8 1. REHIEEEFERNIEE
AR
o BAIBINEE SQLite BF VDI #8358, 1§ PostgreSQL AFHEtEHRERER(TIEEL,

 IFRMLEM MCS, &8 L5 E A SQLite 3¢ PostgreSQL, MA X FH L%, friF@E
[etc/xdl/db.conf Z175%E, &N Linux VDA BiAfER PostgreSQL,

s WFFohRE, BuAMFohRE SQLite. PostgreSQL sk EFE. MRERBYLET SQLite Al
PostgreSQL, MEJLIFERE Linux VDA R+ B fEi@id 448 [etc/xdl/db.conf RIEEFEAEH—1,

AEDABNBUERE PostgreSQL # SQLite MUK INHEE EFEANHERHEE—.

%% PostgreSQL Linux VDA %% PostgreSQL:

« IEATF Amazon Linux 2. RHEL 7 1 CentOS 7 # PostgreSQL 9
+ EATF RHEL 8.x #1 Rocky Linux 8.x #J PostgreSQL 10
« i&ATF RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 #4 PostgreSQL 13

EBITU T A< l% % PostgreSQL:
sudo yum -y install postgresql-server
sudo yum -y install postgresql-jdbc

s#F RHEL 8.x #1 RHEL 9.2/9.0, i&E{TUATaH<UREZATF PostgreSQL# Libpg:
sudo yum -y install libpgq

BEETUTH L UMBHEIEE, thigtE7E [var/lib/pgsql/data FoIBEIBES .
sudo postgresql-setup initdb

BEHRIETTU T i< Uit ENB R B5) PostgreSQL siE&E L ANFEh:
sudo systemctl enable postgresql

sudo systemctl start postgresql

EERU TR PostgreSQL hzs:
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psql —--version

({2PR RHEL 7 #1 Amazon Linux 2) f£M psql S TSLAEFHIABIEEREIRE:

sudo -u postgres psql -c 'show data_directory'

%% SQLite EHIEITUTHLURE SQLite:

sudo yum -y install sqlite

EEEGANKIEE NRERNZTET SQLite #1 PostgreSQL, MATIAFER S Linux VDA R+ B /518

[etc/xdl/db.conf FisEFEREF—1,

1. i&17 [opt/Citrix/VDA/sbin/ctxcleanup.sh, IR Z2eHLE, NEHKIISE,
2. w8 [etc/xdl/db.conf LUiEE B RAREIERE,
3. i&17 ctxsetup.sh,

=

P =W

Ay LUER [ete/xdl/db.conf B2 E PostgreSQL #ikO S,

TR 2. HEEEINEEERF

4R

EXFNEMVEERERF E3F Linux VDA HE VM iz17H, REMEH-LEN. REBEEEEANEMNEREFTS

HIATER MREFENEMS LT Linux T8N, WERELEFES.

&& XenServer (LIFI#i} Citrix Hypervisor) _R9AY(E][ED A&

BAT XenServer BjaEH ThEER, EEMNHEEMKL Linux VM f, £i8%) NTP 1 XenServer HIMRIE, HE
HBIAEEBRSI . NBEERHSHMRSHBARY, BREESD Linux EREHNAZRSES NTP BE, X

BEREBRZEAENEERS, £HEE HVM B THITEREN.

MREBETESITHEEMY Linux Rz, FEZET XenServer Tools, MATLAEZE XenServer Bt EEF AR ETF

EURZEEM Linux VM FE A

su -

cat /proc/sys/xen/independent_wallclock
Ia<iRE 05 1

« 0-BEEPIEEERA, BBHEA,
o 1-EREZIHEERA, TERBEMIEF.
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R /proc/sys/xen/independent_wallclock X#4FEE, NWRFEEHITUTHE,
WMRERA, FRIEEXHEAN 1 REBNERSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
EFLERBAKAER, HEENBMNENAEY, 1EHE [etc/sysctl.conf XHHRMUTAT:
xen.independent_wallclock = 1
BIBXLEEN, BERBREA:

su -

cat /proc/sys/xen/independent_wallclock

IteEp<iREE Lo

&% Microsoft Hyper-V a98tiaRE% a2

Z#T Hyper-V Linux £ARSEH Linux VM BT A Hyper-V Bt {EIRS ThEERER EHIRIMERARETEL, ARERR

SR LERT R, HA—FERBBLINEES NTP RS,
MNEBIRERGH:
1. #T7 Hyper-V 2858,

2. 33F Linux VM B9i& 8, 5% Integration Services ((IRS).
3. W1REi%#E Time synchronization (FHERES),

=

AR

b35S VMware #1 XenServer (LLgT#R% Citrix Hypervisor) R, XM= maZBEEVEIRDSIhEE

Mgt 5 NTP R4EHZR, Hyper-V iHEEZ IS NTP @S HEHEH

&5 ESX fl ESXi _EAIBETiE]E AR

B VMware REIRS IR, FEEMFEIMEE Linux VM B, EH<BE NTP fEM EREF @, mEE
HERS RZ5NH, NBRNHSEMRSERES, BHRE Linux ERIHNRENHEHS NTP BF, XME

MERZAENERY .

WMRIFEIEITEE T VMware Tools B E#L Linux Ri%:

$TFF vSphere Client,
4w Linux VM 1§68,

%% VMware Tools.

ok wpn =

£ Virtual Machine Properties (EEil#EM) YHEESH, 17 Options (G£EI) &M+,

£ Advanced (54) &, EGHi%ES Synchronize guest time with host (5EHEEFHAE),
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$1 3: ¥ Linux VM 710% Windows 154

LT A BT Linux HHEHZRME Active Directory (AD) i3

» Samba Winbind
* Quest Authentication Services
« Centrify DirectControl
« SSSD
« PBIS
RIBFMIARI 575, FRIBARITIRIE,
AR

73 Linux VDA frgvzsithik =0 AD ARtk ERERIMNAR B, SIEREEREKN.

Samba Winbind

s$F RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0, iEE{TI Fa< UBALE pam_winbind E3UR B RHFTEI:

usermod -d /nonexistent nobody

LRRERFMAARRGE:
33F RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect

3tF Amazon Linux 2. CentOS 7 #1 RHEL 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authconfig

FitENENEAERM Winbind #1Pi2F  Winbind SFPEF S REE AIEIT BB E5h:

sudo /sbin/chkconfig winbind on

it E Winbind 543E @3 ER Winbind it BB E RR1T Kerberos S{3503E:
1. HEITUTHS
33F RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x:

sudo authselect select winbind with-mkhomedir --force

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:
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sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fqgqdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall

Hr, REALM 25 Kerberos $iigi&#5, m domain 2159 NetBIOS &#7,
WRFEEBT DNS T KDC IRZB[BMAVHZFF, BB U TR METRINEREN S S
--enablekrb5kdcdns --enablekrb5realmdns

EREE authconfig &<REIMAX winbind RSLABHIEMEIR. authconfig BREHE
MERMNENE R FTRE winbind BRSE, TTeEaHITXLESEIR,

2. 1T7F [etc/[samba/smb.conf H &L T BHFMNE [Global] B9 T4, BEME authconfig TRER
&R EE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (¥R RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x) #T7F [etc/krb5.conf 37 [libdefaults].
[realms] # [domain_realm] &9 THRMER:

7z [libdefaults] 9 T:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7= [realms] SBHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7= [domain_realm] BHT:

realm = REALM
.realm = REALM

Linux VDA EEF R &4t keytab x /etc/krb5.keytab LA ITH % 3EH @ Delivery Controller Eft. 8
BERIANESE, & kerberos method i€ & #3&%] Winbind tliZ &4 keytab XX,

A Windows 1 fZiyigizhlsg el ifie], mESSAEEEREITENRIMERL Active Directory FF K
Fo

¥ Linux VM #1502 Windows tg5, &7 THS:
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sudo realm join -U user --client-software=winbind REALM

'

tF7E Amazon Linux 2. RHEL 7.9 #1 CentOS 7.9 Ei&1T78 Linux VM, EHalLUER U TS ERME
Windows g :

sudo net ads join REALM -U user

REALM 2AEH# Kerberos SUsZ 7, user RERUFIHENRIMENRHIRAF.

77 Winbind &2E PAM  ZRiAER T, Winbind PAM &R (pam_winbind) MEE RSB Kerberos ZiEEEM
FTERMENE, $TFF [etc/security/pam_winbind.conf, #7f [Global] #4%9 FHMIEXRUTRE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

HBRBIREMEBEPNEAFIES S, XEBXEREHF Winbind sFiPER:
sudo systemctl restart winbind
R

RYHBEHMINEE, winbind SRR SBEEFET

177 |etc/krb5.conf 335 [libdefaults] 2 FAMUTIREM KEYRING Eik FILE 258!
default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
33F RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0, i&izfTA Fan<kf# R Winbind £ SELinux [aIgk:

ausearch -c 'winbindd' --raw | audit2allow -M my-winbindd -p /etc/
selinux/targeted/policy/policy.x*

semodule -X 300 -i my-winbindd.pp

WIEEMES  Delivery Controller 3kFr% VDA itE#1 (Windows # Linux VDA) #3Z7£ Active Directory
HE—MTEHNR,

iz1T Samba 89 net ads &< LUISIEITBEHESEMNE:
sudo net ads testjoin
BITU T o< RIEFIMIEMITENNRER:

sudo net ads 1info
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iF Kerberos i2E HTHifR Kerberos BIEMELE A A5 Linux VDA BEE&1ER, IBRIERS keytab XH2EE
BRIRHEBEENER:

sudo klist -ke

tEH<¢ EREMEFEMESBBREMHASTTANERTIR, B17 Kerberos kinit &<, FERAXLEEAREIEHER
BT ENBSH !

sudo kinit -k MACHINES$S@REALM

HENAMAABRBTIEERAT, RS (§) BAERARML (\) #1758, UEREE shell Hif, EFLEREH,
DNS # &5 Kerberos U &#ARE, BWRERTHEM. MRIHSHINET, WRKERE@HL,

BEERAUTHSIIETENKAN TCT EREEE:
sudo klist
BEEAUTHISKREITENNK,IFAEE:

sudo net ads status

WIEAFSMIRIE A wbinfo TRKIEREaIARKIBEAFHEH:

wbinfo --krb5auth=domain\username%password

XEBIEEMNE R AD 5%, MARE Kerberos g &#R, 33F bash shell, #7ERR—MREHINRAIAT (\) FRH
TN, HhESIRE—RETHE R KEY B,

ZIE Winbind PAM BRIRZREEWREE, 1BER URIRERNEAF KA ES Linux VDA,

ssh localhost -1 domain\username
id -u

I8IF Kerberos EiREFTNEIREEEEMERITHA:
klist

BESIE
exit

BE#ER Gnome g KDE 1251 8 A LURITHEMAINIR. E#TEIMANBRIEGEHEMITSE 6: 2% Linux VDA,

Quest Authentication Services

EiEE g8 LBCE Quest  BEEEE Active Directory giixH2s EREHFE T Quest 3, MABREBEEN
iR, BE Active Directory Sl B HENIITR,
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AFFAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+8# L1 HDX &iE:

1. 7£ Active Directory AFPMITENEBIEHEH, RZAFHFITH Active Directory AR B,
2. 3#%#% Unix Account (Unix ikf) &R+,

3. % Unix-enabled (EEH Unix),

4. 3% Primary GID Number (&i% GID £S) &BAEFHABAANA 1D,

=3

AR

XLEFAEYTFIGEIEAR, WEMITIUEREH &, RDP. SSH S AEITZMiHTER.
7£ Linux VDA tF2E Quest

SELinux SRBSIRGICHERRART % BIA RHEL IRBR38HISTHE SELinux, LL32HITHAESR RN Quest A/ Unix 1
E1EF IPCHIH, HEEARER.

R BN REENSEZZA SELinux. L root BFR &1, 4iE [etc/selinux/config H# =4 SELinux i&
=

SELINUX=permissive
B EREN BT EN:

reboot

BE:

HEREALIRE, BRAGEHNBA SELinux REZEHLHSSET2E, BMERX root AR FE 1A
F B2t

F2E VAS sFiriEF S AHUETFF Bah4ET Kerberos ZiRThas, HMBRASMHIIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false

IbEnSIFLEITIEIRRIZ A 9 /BT (32400 #) , BIELERIARY 10 /NNEEEGEERE L/0 KN, BEEREGARRENR
% Lig BERIRHE,

f2E PAM f1 NSS ZEEAiEid HDX #1THE AP & RIUKREAARS (5130 su. ssh #1 RDP), EETUTHSUF
=HEZE PAM 1 NSS:
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sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss

PO\ Windows 33 {5/ Quest vastool &% Linux it&#INAZE Active Directory ig:

sudo /opt/quest/bin/vastool -u user join domain-name

user AERIEIHEMMA Active Directory i rE @A F. domain-name 71 DNS Z#5, i exam-
ple.com,

MAEEEFRBED Linux T84,

Wikt R & Delivery Controller xkFiE VDA i+ & #l (Windows #1 Linux VDA) #E7E Active
Directory fE—MIBENNNR, BEWIEMAT Quest 8 Linux HENEEMFIEHF, BHRITUTIRE:

sudo /opt/quest/bin/vastool info domain

MRTBENEMANE, aLEEHZ, MRITBEVRMNEME, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

IEAFP BHIIE EWIF Quest 2T aER @Y PAM ST AR #1TEMHIIE, BEAUAIRERNIERAFKFRESR
Linux VDA,

ssh localhost -1 domain\username
id -u

BIERE RN id -u 55$:3&EA UID g T3 Kerberos EIREF 4
1ls /tmp/krb5cc_u1id

I Kerberos BB ETHNEIRETERERIHA:
/opt/quest/bin/vastool klist
BE=IE,
exit

E#ER Gnome ¢ KDE 1251 8 ] LURITRMBINIRL. E#TEIMANBRIEGHSERITSE 6: %% Linux VDA,
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Centrify DirectControl

N Windows 1 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<% Linux i+&#4Lm
A Active Directory ig:

su -
adjoin -w -V -u user domain-name

user BEABRVEITENIIN Active Directory 1##91Ef Active Directory 5B, domain-name 2% Linux
THENIMNRIRIIR A FRo

WiEEE S Delivery Controller 2k VDA it&#1, (Windows # Linux VDA) #8Z7£ Active Directory
PE—MTENN R, BRIEMAT Centrify 89 Linux BB FIEP, ERITUTIRE:

su -
adinfo

I8 Joined to domain EEREEHUK CentrifyDC mode F:3&[E T connected, MNRERMAKEEERE
KA, MREA Centrify ZFiH@8 2 7 ARS & S HIIER L,

BEAUTHSARSELENRATISHES:

adinfo --sysinfo all
adinfo - diag

Mt 5&# Active Directory 1 Kerberos BRSSH9EE,

adinfo --test

BTN ESEMITSE 6. 2% Linux VDA,

SSSD

WMRIEGHERAME SSSD, HREBILERS FMRBEHITIRE. kB EEE XM Linux VDA iHE#HIIA Windows
B K ENEIACE Kerberos SR RIEMNIES.

272 RHEL 1 CentOS Ei&E SSSD, BHITUUT#E:

PONIEFH B EM keytab
®E SSSD

BF SSSD

39iF Kerberos BtE
WIEAP SR I0IE

ok W
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MAEHEIZEEN keytab  SSSD HARREATFMNHMEE RS keytab 489 Active Directory B inII#E,
AT AER adcli. realmd 5 Samba,

KFHEHARBENATERTF Amazon Linux 2 #1 RHEL 7 #9 Samba 757% U RERF RHEL 8.x/9.x #1 Rocky Linux
8.x/9.x#y adcli Ak, 3tF realmd, #E2£i# RHEL 5t CentOS xX#4, HHIEEE SSSD Z BiiTIXES T,

« Samba (Amazon Linux 2 1 RHEL 7) :
RENEMFATRMGE:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools

TEEMACE 7 LR Linux EPHE:

- Jetc/krb5.conf
- Jetc/samba/smb.conf:

Bt EHEE Ji#t1T Samba 1 Kerberos S19383iF:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgqdn-of-domain-
controller --update

Heh, REALM 2K 5 Kerberos $ii%&#:, domain 2 Active Directory ii#9f&%2 NetBIOS &#r.
AR

AXHHIEEEAT R, PMRE, RIFEM AD Eit4EHEE Kerberos.,

WMRFEEBT DNS ik KDC RSB B[BMMHZFF, BRFUTHEMEBRINERENGS:
-—enablekrb5kdcdns --enablekrb5realmdns

TFF [etc/samba/smb.conf H LU T£BHMNE [Global] B9 T4, BEKE authconfig TE4ERLMY
o fEmE:

kerberos method = secrets and keytab
winbind offline logon = no

X Windows 12, B#RIGIEHIZRRIAE, HEEEFEMEITENRMEIRN Active Directory AP #KF

sudo net ads join REALM -U user

REALM 2AESH Kerberos s &#F, user 2EMEITENFMBBRABRR,
« Adcli (RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x) :
RENEHATRGEE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect
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Bt EHEE Ji#1T Samba 1 Kerberos S19I83iF:

sudo authselect select sssd with-mkhomedir --force

FTFF [etc/krb5.conf 37E [realms] #1 [domain_realm] &85 FFM%Z B,

7z [realms] #HHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 24 T:

realm = REALM
.realm = REALM

IO Windows i3, iEffRigEHI2snIAIE, HEEEEEMEITENRMEIH Active Directory R :

sudo realm join REALM -U user

REALM 2AE5H Kerberos $Ug&#F, user 2ERUEIHENARMENIHHIHAF

1%E SSSD  18E SSSD MFBINT .

« BEETT sudo yum -y install sssd#<7 Linux VDA E%=# sssd-ad %4,
o WEMXH (F120 sssd.conf) H#HITELEE K.
+ anh sssd AR,

RHEL 7 89 sssd.conf B2ER=f (] LURIEEERMEIMNGER) :
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[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

¥ ad.example.com. server.ad.example.com Eift HENKIE, BXFMEL, BB sssd-ad(5) - Linux
FM.

({XPR RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x)
117+ [etc/sssd/sssd.conf 37 [domain/ad.example.com] &9 FHRIMUTRE:

ad_gpo_access_control = permissive
full_name_format = %2$s\\%1S$s
fallback_homedir = /home/%d/%u

# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3¢ sssd.conf IR B SRR IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

5 SSSD  3¢F RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 104


http://linux.die.net/man/5/sssd-ad
http://linux.die.net/man/5/sssd-ad

Linux Virtual Delivery Agent 2311

BEEITU TS UBHA SSSD:

sudo systemctl restart sssd
sudo systemctl enable sssd.service

sudo chkconfig sssd on
3¢+F Amazon Linux 2. CentOS 7 #1 RHEL 7:
&/ authconfig B/ SSSD. %% oddjob mkhomedir LR EBEREIES SELinux &

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update

sudo systemctl start sssd

sudo chkconfig sssd on

I5iF Kerberos B2& ISE R4 keytab X+ 2R EBLIBH B S SE TSR

sudo klist -ke
T AEEMERBESHAETANRETIR. iT1T Kerberos kinit %<, LUERAXLERAEITITEISE

tEr < B

BT ENBSD:
- k MACHINES@REALM

sudo kinit
(8) BAERRBAT (F*\**) #1TENX, UEELE shell B, THELIRE

HENMTABRBIIEENART . ETHS
#, DNS 15 &5 Kerberos (UHZ#RRE. EHRRERTRER, MRILHSHET, WFREESREFREL.

BEAUTHLIIETBEYKA TGT REEEF:

sudo klist

WIEAFSMRIE £ getent S THIAZRNERBI UK NSS BEITIE:
sudo getent passwd DOMAIN\username

DOMAIN 2#sREELRMEE. IRFTECEAS—HERE, BLER getent a5 ¢ #H1TL0IIE,

SPFPEREINWOT:

o REFERZM: DOMAIN\username
« UPN: username@domain.com
o NetBIOS #iZ4&=: username@DOMAIN

EI0IFE SSSD PAM R 2R EEHACE, BEAURIKRERMEAFIKFAER Linux VDA,

sudo ssh localhost - 1 DOMAIN\username

id -u

105
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IFRE RN TaREM uid g1 TIEH Kerberos EiREE M4

1ls /tmp/krb5cc_{
uid }

IEA P Kerberos EREEFTHNEREETE XA RTH.
klist

TEBTIHINANRIEEHEMITI I 6. 2% Linux VDA,

PBIS
THFER PBIS Hta

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

& PBIS R&ERIARRI T
chmod +x pbis-open-9.1.0.551.1l1inux.x86_64.rpm.sh

1517 PBIS R
sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh

A Windows 33  @pigishlasMAlifinl, HEEXAEEERETENRMEIE Active Directory Bk
P

/opt/pbis/bin/domainjoin-cli join domain-name user

user A BRI E M AR ME Active Directory #9315 FH . domain-name Ji# DNS & #5, 140 exam-
ple.com,

FE: E¥ Bash 8B HRZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash &<,

WIEEMESM  Delivery Controller ZRFrE VDA it&#HlL (Windows #1 Linux VDA) #Z1E Active Directory
PE—MTENN R, BWIEMAT PBIS 8 Linux itBNEE M TiES, BERITUTRE:

/opt/pbis/bin/domainjoin-cli query

MRTBENEMAE MK, S RREEXHFIMAN AD 5 OU WiERS. &N, RETENSZ.

TR BHWIE EIIF PBIS % aeis@E:d PAM st A A BT MEIE, BERAUFIRERNEAPKAESR
Linux VDA,

ssh localhost -1 domain\user

id -u
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BIERE RN id -u 5$:3&EA UID g T Kerberos EIREF X
1ls /tmp/krb5cc_uid

BERE,
exit

FEFTIHIMARIEESSEMITIE 6: 24 Linux VDA,

S8 4. % . NET Runtime 6.0

7E% % Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £893iEAZREE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, i=1T which dotnet &< &EHEHIEITRER,

RiIERSHE, RENET Runtime Z#HIXXHERZ. M, wWRHSHL A /aa/bb/dotnet, 1B /aa/bb £
79.NET Z#HI3 &2,

$I8 5. T Linux VDA #i{f4

1. %% Citrix Virtual Apps and Desktops F#FiE,
2. BFEYhRA<AY Citrix Virtual Apps and Desktops.

3. BFFAMHLIER Linux VDA, #0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

vironment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303

~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. g Linux VDA $&#7T1A15 Linux VDA FTHAZA
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Downloads txpand alt soctions.

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TH5EEM Linux £TARICER Linux VDA {61,

6. THEBTFRIE Linux VDA RE-E7xE4R GPG 2%, fli:

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -3440f3¢9a0385£23044108316040 b6 601104

EWIE Linux VDA R4 BHITEN, BETUTHTURRHAIANE RPM #IEERUMCERHBHTEN !

rpmkeys --import <path to the public key>
rpm --checksig --verbose <path to the Linux VDA package>

H1% 6. L% Linux VDA

TR LUHITE R, WAIUARMELRRE, Linux VDA ZEFNEMREHITHER. G0, EeILUE Linux VDA M
2308 A4kEI 2311, M 1912 LTSR A% 2203 LTSR.

SR 6a. iT2MTE

1. (Fnk) #ENEIRkRZA
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NRRE T BRTHBIR MR LTSR hvA 2 SN RHAMR A, BTEREHARZS Z 51 HENH,.

a) {21k Linux VDA IR
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx

AR
721k ctxvda # ctxhdx iR 250, 51T systemctl stop ctxmonitord &< LU 11541
BRSSTiPiERF. T, MUARS TIFEREERBHEELERNRS.

b) E#EHHE:

sudo rpm -e XenDesktopVDA

2. F#i Linux VDA #4a

% Citrix Virtual Apps and Desktops F#i5imE. BFFHERNARZ Citrix Virtual Apps and Desktops,
AREBEHAHUTES Linux X1TARITE R Linux VDA £,

3. &% Linux VDA
AR
« 3F CentOS. RHEL #1 Rocky Linux, &5t&4: EPEL 7, A7 REMIIRE Linux VDA,
BXIARE EPEL W58, 5507 https://docs.fedoraproject.org/en-US/epel/ LR EH
BiBR.
+ £ RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 %% Linux VDA Z#i, &% libsepol x4+ 8 E#H =
k7S 3.4 HESRES.
o {5 Yum R Linux VDA #f¥:
3+ Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm

3¢F RHEL 9.2/9.0 1 Rocky Linux 9.2/9.0:

sudo yum 1install -y XenDesktopVDA-<version>.el9_x.x86_64.rpm

34F RHEL 8.x 71 Rocky Linux 8.x:

sudo yum install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 109


https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/
https://docs.fedoraproject.org/en-US/epel/

Linux Virtual Delivery Agent 2311

%iF CentOS 7 #1 RHEL 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm

+ A RPM R4+-BEERRRE Linux VDA i, fELLZ R, BRI :

3+F Amazon Linux 2:

sudo rpm -i XenDesktopVDA-<version>.amzn2.

RHEL 9.2/9.0 1 Rocky Linux 9.2/9.0:

sudo rpm -i XenDesktopVDA-<version>.el9_x.
34F RHEL 8.x #1 Rocky Linux 8.x:

sudo rpm -i XenDesktopVDA-<version>.el8_x.

xfF CentOS 7 71 RHEL 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.
RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 ¥ RPM &7z

tzdata-java >= 2022
java-1ll-openjdk >= 11

icoutils >= 0.32

firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8

dbus >= 1.12.8

dbus-common >= 1.12.8

dbus-daemon >= 1.12.8

dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4

libXpm >= 3.5.12

x86_64.

x86_64.

x86_64.

x86_64.

rpm

rpm

rpm

rpm
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libXrandr >= 1.5.1
libXtst >= 1.2.3

pam >= 1.3.1

util-Tinux >= 2.32.1
util-Tlinux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups—-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-1libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
qt5-qtbase >= 5.5~
qt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4

imlib2 >= 1.4.9
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RHEL 8.x 1 Rocky Linux 8.x 89 RPM {X#iIi5!% :
java-1ll-openjdk >= 11
icoutils >= 0.32
firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
libXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3
pam >= 1.3.1
util-Tinux >= 2.32.1
util-linux-user >= 2.,32.1
xorg-x1ll-utils >= 7.5
bash >= 4.3
findutils >= 4.6
gawk >= 4.2
sed >= 4.5
cups >= 1.6.0

foomatic-filters >= 4.0.9

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 112



Linux Virtual Delivery Agent 2311

cups—-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9
libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5
nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gt5-gtbase >= 5.5~
gt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4
imlib2 >= 1.4.9

CentOS 7 1 RHEL 7 #9 RPM {&#iIm5| %K
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
1ibXpm >= 3.5.10
libXrandr >= 1.4.1

TibXtst >= 1.2.2
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pam >= 1.1.8
util-Tinux >= 2.23.2
bash >= 4.2
findutils >= 4.5
gawk >= 4.0
sed >= 4.2
cups >= 1.6.0
foomatic-filters >= 4.0.9
libxml2 >= 2.9
libmspack >= 0.5
ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gperftools-libs >= 2.4
nss-tools >= 3.44.0
gt5-gtbase >= 5.5~
gt5-gtbase >= 5.5~
imlib2 >= 1.4.5

Amazon Linux 2 #J RPM &X#IM5I%K:
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12

xorg-xll-server-utils >= 7.7
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xorg-x1ll-xinit >= 1.3.2
xorg-xll-server-Xorg >= 1.20.4
libXpm >= 3.5.10
libXrandr >= 1.4.1
libXtst >= 1.2.2

pam >= 1.1.8

util-Tlinux >= 2.23.2
bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
qt5-qtbase >= 5.5~
grencode-libs >= 3.4.1

imlib2 >= 1.4.5

=

AR
BXIEARZAR Linux VDA 23589 Linux &Z1ThRHD Xorg RRAMFIR, BESIRARAEK,

£ RHEL 7.x £%% Linux VDA [5, iafT sudo yum install -y python-websockify
xllvnc &%, BMEF5i%E python-websockify #l x1lvnc UWERSIEEF AL %
HAER, FERAERRIE.
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$% 6b: ALMELRE (A[i%)

Linux VDA i MRHARAH#ITH LK. F1a0, & LU Linux VDA M 2308 #4& 5 2311, M 1912 LTSR #AE&E!

2203 LTSR.

4=
AR

s ARMBERERESE [etc/xdl THEREX ., EHITHRZA, BESYBEHXLEH,

« 7 RHEL 9.2/9.0 # Rocky Linux 9.2/9.0 £#4k Linux VDA Z&i, 5% libsepol Z{4& B #H ZIRA

3.4 HEBRA

o BEA Yum AEREEIRG, BRITUTERE:

%+ Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>

3¢F RHEL 9.2/9.0 1 Rocky Linux 9.2/9.0:

sudo yum 1install -y XenDesktopVDA-<version>

34+ RHEL 8.x 71 Rocky Linux 8.x:

sudo yum install -y XenDesktopVDA-<version>

xfF CentOS 7 71 RHEL 7:

sudo yum 1dinstall -y XenDesktopVDA-<version>

o B RPM G ERBAREIIGE, BHRITUTRE:
+F Amazon Linux 2:

sudo rpm -U XenDesktopVDA-<version>.amzn2.

3¢F RHEL 9.2/9.0 1 Rocky Linux 9.2/9.0:

sudo rpm -U XenDesktopVDA-<version>.el9_x.

34F RHEL 8.x #1 Rocky Linux 8.x:

sudo rpm -U XenDesktopVDA-<version>.el8_x.
3+F CentOS 7 #1 RHEL 7:
sudo rpm -U XenDesktopVDA-<version>.el7_x.
AR

MREERZE RHEL 7, B3 HEET ERALSSETMU TS E:

x86_64.

x86_64.

x86_64.

Xx86_64.

.amzn2.x86_64.

.el9_x.x86_64.

.el8_x.x86_64.

.el7_x.x86_64.

rpm

rpm

rpm

rpm

rpm

rpm

rpm

rpm
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1. iz 17 fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath"-d "/
opt/rh/rh-dotnet31/root/usr/bin/"--force Ll i& & IE # B9.NET Runtime B

p
Zo

2. EfESN ctxvda RS,

BE:
FRE R EFRBR Linux VDA HEH.

HIET: =% NVIDIA GRID RzhigR

EF HDX 3D Pro EXREEEHHNEIEZRFF VDA 1+EH %% NVIDIA GRID Ezpi2RF.

=r

AR
Z3+ Amazon Linux 2 {8 HDX 3D Pro, FH{1EiX&%% NVIDIA RepiEF 470, BXFAEE, BSHAR
FEK,

EESTEEMNEIERER ELEMEE NVIDIA GRID Bt GPU 1228 (EHIREHIER), BRI TiEE:

« XenServer
« VMware ESX
« Nutanix AHV

EREMECE NVIDIA GRID k= VM IEapigk, BHRITUTEE:
1. WRERE VM ExiHl,
2. 7£ XenCenter #1, 73 VM 53E—1 GPU,
3. Bah VM,
4. 733 NVIDIA GRID RehiZR & VM:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
5. i&#ZE Red Hat Enterprise Linux >4y B %% NVIDIA GRID R&hi2RF.
AR

24 GPU RehigFifiel, AENERUAEEIAZER (no).
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BE.
ZEA GPU BEiglg, T;2Ei®3 XenCenter ifial Linux VM, 1R SSH # T,

nvidia-smi

e e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| === e e e L L L L bbb e ————————————— +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
i e R e i e et i
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w/ 150W | 19MiB / 8191MiB | 0% Default |
e o e et +
e e +
| Processes: GPU Memory |
| GPU PID Type Process name Usage
B T ]|
|  No running processes found |
e e +
HNERGEFHRNEE:

etc/X11l/ctx-nvidia.sh

EFAS I HENS MBI, BEEBXNE NVIDIA FrIE. ZRIEFANE, &8 “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” 7= @4 ITIR(F.

£ 8: BE Linux VDA
FE:
FIREEBITNIRREZH, BRREEENRERAPTLRET en_US.UTF-8 XIFigE, MRZXIFILET
IR ERLDRF A A, 15517 sudo locale-gen en_US.UTF-8 é5<, XJF Debian, @it BGHER #
en_US.UTF-8 UTF-8 173448 [etc/locale.gen xff, #A/5i51T sudo locale-gen &%,

RERGEE, BIETT ctxsetup.sh HIZREZE Linux VDA, HITEMERZ A, ZHAELRIEINE, WERFAE
RMPEERE, MALE, JUBNEREITZHEALUENRE.,

AILUZRB R FANETHIZA, el LIRAMGEENIAN BoiEiTHIZA, H5Ug(Fa, BEEEZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help

RRECE

BITaRTEMRENFEERE
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sudo /opt/Citrix/VDA/sbin/ctxsetup.sh

HohicE

BEREN, BIEEERMREMAFIFIET. MRFAFENMELEENETE, WEAFIRTEREERAER.
SPBNFRTERE:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’ - 2FFitEHIMA
o BUIAMERN N, WFEMAENZER, BRHEEEN N,

+ CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA ExkfEF Ker-
beros E2&i& &R Delivery Controller #1753, Kerberos BBBIRIERZA LEREMEBEEMN Active
Directory £l TAHE.

+ CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA EXRZ{tH=4#&53FRAY Delivery Controller
E2fREER (FQDN) 7R LUE T Delivery Controller #1T5EM. HMEDIEE— FQDN 5 CNAME,

« CTX_XDL_VDI_MODE=" y|n’ - ¥HBENEENEAKAERGRE (VD) FRAELEZREITHEE, 37
F HDX 3D Pro 1%, ¥ZEREN Y.

+ CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA %#5 HDX 3D Pro, X2—% GPU m&E# A, S
EEENAREFNEMYKT, MREET HDX 3D Pro, ME R VDI £&E (BX1E) #EXEEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

o CTX_XDL_START_SERVICE= y|n’ - HERTHESREERBE Linux VDA BRS.
« CTX_XDL_REGISTER_SERVICE=" y|n’ - #EEshitBEHEE5H Linux Virtual Desktop AR

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA BR$E R # i N\ EZiETE R 40 A,
ARG ASEHRBEEDA Linux Virtual Desktop sTHEIERO (2RO 80 #1 1494),

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - i T EE SiFHFEAN
GNOME . GNOME Classic 3¢ MATE f@EifiE, MEFEEEE, NFEATE VDA LEENIIAEHE,

ERJLUBE SRR TS BR B BfriEA P NEEIFE:
1. 7£ VDA Lt SHOME/<username> ER T 8IE—1 . xsession X,
2. BiE . xsession XHUREBRITIRIEE REFE,
- 3F MATE &
MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
f4

- EMTF GNOME Classic £&
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GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- XF GNOME £/

GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

exec gnome-session

fi

3. SEHFRIERRHEE 700 XHR.

BhikZs 2209 2, RIEAFPATUBAEXEKHEF R, YO VDA EREFIMVKIEIFE, BRI
B AXBEAER, BENESIERAF YD EEXREIFR,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% NET Runtime 6.0
LU #55H0 Broker AI2ARSS (ctxvda) MR, BAAKRIEA  ‘Jusr/bin’,

o CTX_XDL_VDA_PORT=port-number - Linux VDA i&d TCP/IP %05 Delivery Controller i&fz,

« CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i&i& DNS & LDAP fR$528. ZE% DNS BRLER
REINAMIER, MIEE DNS iR&if. IRAHRE, HEHIREN ‘<none> &

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #Zifj DNS 5k X Il LDAP fR5588, MR
DNS FTixiefit LDAP RS1ZR, B URMELU=R I RAI LDAP FQDN (%48 LDAP i%H) 5%, #im,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E 7 Active
Directory M /E AR LDAP &1, 1E1EiiEhE LERA2RBE R, HEHEXM LDAP I5OSHEE S 3268,
BINERT, ESIHEN ‘<none> |

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 7 Active Directory 1 1R 9 1%
RERZEIW LDAP (g0, DC=mycompany,DC=com) ., AR SEHEMEE, TLUIETEEEM {0
OU=VDI,DC=mycompany,DC=com), MRFEFE, FKHIEEN ‘<none> |

« CTX_XDL_SUPPORT_DDC_AS_CNAME="y|n’ - Linux VDA z#¥fF5 DNS CNAME i2#5% Delivery
Controller &#F.

REWREREHIETREMZ:

export CTX_XDL_NON_DOMAIN_JOINED='n'

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<1list-ddc-fgdns>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>'
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export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT='<port-number>"

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'
export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'
export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'
export CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

17 sudo <R, A -ERTURMERR T EFRAHCIEMNHN shell, RINBNEERTENHSHME

#!/bin/bash {FHE—1TREIZ shell BIA
F5, BRSNS IEERBSH:

sudo CTX_XDL_NON_DOMAIN_JOINED="'n"' \
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \
CTX_XDL_DDC_LIST="<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE='y|n"' \

CTX_XDL_HDX_3D_PRO='"y|n"' \

CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE:'y|n' \
CTX_XDL_ADD_FIREWALL_RULES='y|n' \

CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>' \
CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \
CTX_XDL_VDA_PORT="'<port-number>" \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST="'<list-ldap-servers>'|'<none>"' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>"' \
CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n' \
Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent

MIpRECE ek
ERLEERT, Tt RERRR ctxsetup.sh A3 FEBFTHHIER, BREZ Linux VDA B4,
YrEzIRMFET, BERMHEANEEER:
sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
MrrECE Sy
sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh

BE:

RIS MEBIEERIBRFI B BB 23E, MfE Linux VDA AR,

RERE

ctxsetup.sh 71 ctxcleanup.sh A EEHE LETHIR, HEHEHMEESANEEHE X4 [tm-

p/xdl.configure.log.
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BfEnh Linux VDA BRSS, HHIRERER.

S 9: i51T XDPing

#EizfT sudo /opt/Citrix/VDA/bin/xdping Li&®E Linux VDA MBEENELEERE. GXiF4H
&8, 1i&21" XDPing,

41 10: i=z17 Linux VDA

fE/ ctxsetup.sh iiAEZE Linux VDA 5, aJLUBTIATan<RES Linux VDA,
B3 Linux VDA:
B Linux VDA BRSS:

sudo systemctl start ctxhdx
sudo systemctl start ctxvda
{21k Linux VDA:
{21k Linux VDA BRSS, iBHITUATHRIE:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx

=

AR
£1Z1k ctxvda 1 ctxhdx [R5 2 71, 15517 systemctl stop ctxmonitord &< LU IE SRS SFIPIER
BN, EMARSSTIFIEFRERB S LERIARSS.
=250 Linux VDA:
E#B50 Linux VDA RS :
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx
sudo systemctl start ctxvda
% Linux VDA PR
1 Linux VDA RSHIEITIRE, EHRITUTIRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
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SE11: gIRHBENAR
BUERITEAL B RAAM Linux VDA it BB R 5E 58 Windows VDA 757E£ M. B XA TERXEAESHIEME
AEVIRPR, BFERCETEIERMEETENE R,

BIEES Linux VDA itENMITEN B RN S@EIE—LRE], FEiZ3iERRTFH Windows VDA i+ B 8IEE T &M
BR:

o WTFRIERS, BEF:

- ZRERFRAEDN (WFREAEZRERMRE),
- BRIERRAED (AT VDI TAKERMER),

o BEMER—MIENBRTEAMEA Linux #1 Windows VDA HE#.
EE
BHAkRAR Citrix Studio A% “Linux 2ER4” WIS, B2, 1%E Windows Server 121E RS IRS

BRAEAAENSZRATERREREZR@TER, %F Windows KEIRFAAHKEIRIFRAENERTFE
AEBEN—TAP AR,

LT ERIPRAVITENLEFIAE Active Directory 138Y, EMFRIBRIZITENHEESEH RN ETENER
S

ST 12: SIER(IAH

BB MAMRINES Linux VDA IHEHEIHEN B RIEES Windows VDA B/ LFEE, BXINATEMIXLE
ESHEMFAIRA, BFSREZZ A,

8 &% Linux VDA it BH B RHZTAR SEIR AT RS

o WIRFTE AD BRFAEEHEE, REBERE Linux VDA itEH.
s BFIATRESHRIEN (BER) AFRER.
o BENERMEFEANEE Windows itENHIHENE R,

BE:
Linux VDA 1.4 REERA LN AERF, B2, Linux VDA A SEMNBIZFERMAERNITEN.

BXRNELETEN B RN AAHNEE, F2F Citrix Virtual Apps and Desktops 7 2311,

7£ SUSE L F5p% % Linux VDA

August 20, 2024
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BE:

WNFEHRE, HNBVNEERBMREHRTRERE, BMREANNES, S5AXPFRNFHREMLL, &
FEF i,

S8 1. FEEEEREEMN Linux 84
$ la: 25 YaST T2

SUSE Linux Enterprise YaST TERTFIHREERARITH A EENE S,
BaEF AR YaST TA:
su -

yast

ZEshETF Ul B9 YaST T8, ERITUTRE:
su -

yast2 &

S8 1b: FREMSKERE

LUTEIANEBT I0EERE Linux VDA ERMNSHMEILENIRS. WEREEE YaST TERTT, MAREREM
A%, g0 Network Manager, IUFBBANBHRERET Ul 89 YaST TEMNER, ol IERET A YaST
TR, BSMAEHEETRR, WILAKIENE,

RETHEMEE 5% (DNS)
1. B=hEF Ul W YaST TE,
2. EERG, AREENEKIRE,
3. #T7F Hostname/DNS (E#1&/DNS) &£,
4. 7 Set Hostname via DHCP (i#id DHCP igE*#1%) #EE no (F) &M,
5. 7f&ek DNS BCE I (E R B E X HRRE,
6. HEUTAR, URMFIENMEIZE:
o BRSENE - FINITEMNE DNS EME,

o BFRARSSER - ANI0 DNS ARS5238Y |P ik, BE I AD =389 [P ik,
o BIRRTIR - A0 DNS =&,
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7. B8 /etc/hosts XHHMUTTUES FQDN MENMBEARIRNEE:
127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost

AR

Linux VDA ZiFiFR3%#F NetBIOS &#f#&if, Eit, EHEREEL 15 MFRo

e

QREFEAFR a-z. A-Z, 0-9 MEFH (-). BBREATHE (). SEMEMTS, ETHNBEREURFFLM
PUEFRFER, EHINERT Delivery Controller E#%.

KEEINE KWIEENBRERTEHRTIR:

hostname
ESOREHENMNENR, MAREET2EEEZ (FQDN),
I0F FQDN R ER T IEMRTIR:

hostname -f

Itas <R ETEHE FQDN.

QB LIRS AR MIART LR FQDN Hxdigdiiz%128#0 Delivery Controller $147 ping 1&/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

WMRT AN FQDN 2 Ping @ ERE—ItEN, BRUREEXTE, AEBHLE,

F8 1c: BCE NTP ik

#:37 VDA, Delivery Controller fligiizHlgs 2 [BIRIET AL ERRIP EXEE, 3§ Linux VDA LB A EHIM (VM)
FRELSHNMREERDR, HFIEREE, S ERTE NTP RSRFRFNERES., BIANTP B EEEF—LE
o

xtF SUSE 15.5:
1. BEepEF Ul YaST ITH,
2. EEFERBARS, SARERE NTP EE,
3. 7z Start NTP Daemon (=) NTP FiP#2F) #85), %8 Now and on Boot (MU7ER5IFHY),
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4. NEREREFEDS.
5. RIBFEHRMNTP fRES28. NTP IRESEEIEETE Active Directory igizias .
6. 7z /etc/chrony.conf SIBREEERUATIT FIREE).

include /etc/chrony.d/*.conf

w48 chrony.conf 5, EfEsh chronyd BRS.

sudo systemctl restart chronyd.service

$2 1d: L% Linux VDA &REEa

iEATF SUSE Linux Enterprise 89 Linux VDA 34 &#i T LA 3R 46 :

» OpenJDK 11

« Open Motif Runtime Environment 2.3.1 {E SR
o Cups 1.6.0 ESRZA

+ ImageMagick 6.8 FEZ R4S

WINEGEE  BRT ImageMagick 254, EERIUME AEMEERRIA S MM FENREE, BRI ImageMagick
WEE, EER YaST U TH<LEA sle-module-desktop-applications &EfifE:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

Z4k Kerberos i &% Kerberos & i, 1£ Linux VDA 5 Delivery Controller 2 @SN A S5 503E

sudo zypper install krb5-client

Kerberos & IGECE k#t TFREMR Active Directory /A%, EEIR TEMIRA,

%% OpenJDK 11 Linux VDA Z3k77 OpenJDK 11,
EL% OpenJDK 11, HEITUTHS:
sudo zypper install java-ll-openjdk
TRHIEE BEANSIEE
AR
o HATEWEME SQLite BF VDI &R, 1§ PostgreSQL ATFHEEHZ=REMEE,

o WFBEMLEM MCS, &aT g E A SQLite 3¢ PostgreSQL, MA M FrhRrE, RiEET
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[etc/xdl/db.conf F17i5%E, &N Linux VDA BiAfER PostgreSQL,

o XIFFoh&iE, BHMMFohRE SQLite. PostgreSQL ShE W HE, MR ERE BT =T SQLite 7
PostgreSQL, MIAIL7ERE Linux VDA #5348 [etc/xdl/db.conf RisEERE+H—1,

AEDABNBUERE PostgreSQL # SQLite MUK INfAHEEEFEANHEPHEE—.

%% PostgreSQL EL%E Postgresql, #EETUTHS:
sudo zypper install postgresql-server
sudo zypper install postgresql-jdbc

BEHFIETTU T i< Uit ENB R B5) PostgreSQL s(E&E L AR Eh:
sudo systemctl enable postgresql

sudo systemctl restart postgresql

#=4 SQLite ¥3F SUSE, BEfTIUTa< %% SQLite:

sudo zypper install sqlite3

EEEMANSIEE WMRERENZET SQLite Ml PostgreSQL, MAJUEREE Linux VDA B G @ &R
[etc/xdl/db.conf isEFEHEF—1,

1. =17 [opt/Citrix/VDA/sbin/ctxcleanup.sh, IR 2L, NEHKILSE,
2. 4w [etc/xdl/db.conf LUETE B RRIEIERE.,
3. iafT ctxsetup.sh,

F=3

AR

el LUfERA [ete/xdl/db.conf EZE PostgreSQL MixAS,

TR 2. EEEINEEER

EXFFNEMVIEERERF 3 Linux VDA 5 VM iziTH, REBMEH—LEN. REBEEEEANEMNEREFTS
HUATER. MREFTENES LBTT Linux T8, NWEREHEFES.

& XenServer (LLEi#r% Citrix Hypervisor) _ER9AYE][ED )&

WREAT XenServer BYa|EFIhEE, MESNFEEPL Linux VM 1, E283) NTP A XenServer IR,
MERIREEBRKN, ABEENHSHMRSHIARY, BEED Linux RERFNRFRHS NTP @Y, XME
MERZATNNERY. £HE HVM EXTHITERER,
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MREBEESTEEIYE Linux Rz, HHEZET XenServer Tools, NIFTLKEZE XenServer REE$THEER B
EUKREEEM Linux VM B/

su -
cat /proc/sys/xen/independent_wallclock
ItE<iRME 0 8 1

« 0-BEEPIEEERA, BXHEA,
o 1-EEZHEERA, TERBEMIEF.

R [proc/sys/xenf/independent_wallclock SXtER7ZE, NAZEHITUTSE,
MREBA, FEIEEZXEE AN 1 REARER P TEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
BHEIERRAIAER, HEEHBENAER, E%RE [etc/sysctl.conf SXH4HRIMUTIT:
xen.independent_wallclock = 1
ERNIEXLEN, EENBIRSA:

reboot
EWEmE, WIFLEERTIER:

su -

cat /proc/sys/xen/independent_wallclock

e <iREE Lo

&E Microsoft Hyper-V it aES a5

=47 Hyper-V Linux £ARE 9 Linux VM BIRZ A Hyper-V B {EIR S ThEERER ENIRIER LGN E. AHERER
SFBTPAAIEHRRIS, B—RBALIEES NTP RS,

MNEIBIRERSGH:
1. ¥T7F Hyper-V EEBIEH &

2. 3F Linux VM B9i& 8, &% Integration Services (£/RS).
3. HfRE%RER Time synchronization (BFEIEF).

=

AR
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tt75755 VMware #1 XenServer (LLgi#EA Citrix Hypervisor) RE, XA~ maZ2 ATV ERS HEE
LBt 5 NTP R4 4R, Hyper-V BEREF IS NTP BERESHEFEHE .

&5 ESX fl ESXi _LHBETiE]EP AR

MRBAT VMware BHEIEISTHEE, EEMNFEIMEY Linux VM 1, EHBE NTP FEiM EREF R, &
EMHAERD KA, B8RS HEMRSBRAS, HHED Linux REFNRENHHS NTP FF, X#HER
ERZATHHERY .

WMRIFFEIEITEE T VMware Tools BIFE#ME Linux RiZ:

#T7F vSphere Client,

#m4E Linux VM 18 &,

7z Virtual Machine Properties (FE#E) 3HFEH, 177 Options (G£EI) EM+.

%3 VMware Tools,

£ Advanced (54) &, BUGHi%ES Synchronize guest time with host (5EHEEFHAE).

ok w e

#1Z 3: % Linux VM 7102 Windows &9

WTFARRTAT# Linux it&4L7MEI Active Directory (AD) 3:

« Samba Winbind

« Centrify DirectControl
+ SSSD

« PBIS

RIEFMEN S %, FREBRITIRIE,

AR

73 Linux VDA sra9zsstutk = AD a9tk R ERERENAR B8, SIERAESAK.

Samba Winbind
A Windows 1 fE89igiEHI BB AEE, HEGHAREEENIGITENFHMEIEM Active Directory B %
P

1. BB YaST, EEMLRS, AEER Windows B/ 5 &1,

2. HITUTEX:

o BiEER T LRI Active Directory B9 FRaIITHISRAY IP bht, HFREBHIKTE,
« 3% Use SMB information for Linux Authentication (5 Linux S3%&iE#ER SMB E8),

- % Create Home Directory on Login (EERESIBEBER).
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- %7 Single Sign-on for SSH (3 SSH FEAEEER).
- HfRFK%+ Offline Authentication (BN ZH30IE). ti%EMS Linux VDA R3#&.

3. BEME, MRAFRTEREZLERME, BRE Install ().

4. MRHEFITHIZE, WSAREREEMNE, BER.

5. HIMRTEY, BABSOEITENANEEMNEAFHNERE, AE2E OK (HBE).
6. FHEMBIRSHAEFRBITEN. KRN EEHBIITEN:

su -
reboot

Wb S Delivery Controller 2k VDA it&#1 (Windows #1 Linux VDA) #BZ7£ Active Directory
PE-MTEXN R,

iz1T Samba 9 net ads &< LURIEHEH T EIMNE:
sudo net ads testjoin
BITU T o< HRIEFIMIEMITENNRESR:

sudo net ads 1info

i Kerberos BtE HifRR % keytab X BREEAIEHBEGSBRERA:

sudo klist - ke

EHLEREMEARENESBBEGHASTRANERYIR. 517 Kerberos kinit &<, ERXLERAMEEFER
BT ENBISH !

sudo kinit -k MACHINES$@REALM

HENANMABMUBTIEERAT, ETHS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREH,
DNS 5% 5 Kerberos {UH B AE, EHRERERMAEMR. WRIHSHINET, AR TERKEL,

EFERAUTHSIETENKAM TCT ZEREEE:
sudo klist
BEFEAUTHSRETENKIFAEE:

sudo net ads status

WIEAASMIE A wbinfo TRXIFREaIARKIEBEAFHSH:

wbinfo --krb5auth=domain\username%password
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XBIEEMIERA AD 55, fFR=Z Kerberos (& #R. 33F bash shell, BFERS— MR RFT (\) Frv
TR X e REI—F MK BOE o

IE Winbind PAM BRMEEE RGIEH. A, EERURRERIHEAF A ERE Linux VDA,

ssh localhost -1 domain\username
id -u

IFRE N id -u 5$REM uid SIZ TR Kerberos EiREE M

1ls /tmp/krb5cc_uid

AP H Kerberos EiREFTHNEREE AR A RITHA:
klist

BHEIE
exit

BE#ER Gnome g KDE 1261 8 A LURITRMAINIR. E#TEIMANBIEGHRERITSE 6: %% Linux VDA,

Quest Authentication Service

EFEFIRLRE Quest BRELEEHITHISE LREHEET Quest g, MEERBEENR, BNE
Active Directory HalEHTENNNR,

AYAAFER Linux VDA I8 AT IiHEAFEEB7E Linux VDA 18 £z HDX &iE:

7£ Active Directory PR FIITENERIZRIAH, RNIZAFWKFITH Active Directory BRE M.
%% Unix Account (Unix k) &I+,

% Unix-enabled (EEA Unix).

% Primary GID Number (&% GID £S) &&NEFREAFANA ID,

> w F) =

} =

=

XERBESTFIREESAR, WEMNTUERESIS. RDP. SSH S AHMITZMINEITER.

7£ Linux VDA LEE Quest

FoE VAS SFiFiEF WS AH T B5h4ET Kerberos EiRThaE, SMBASMHIIE (BRNER) IhEE

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400
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sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false

IbEnSHELEEITIEIRRIZ A O /BT (32400 #) , BRELERIARY 10 /NNEBEGELRE 1/, BEERBEGARRENR
% LigBERIRHIE,

fcE PAM 1 NSS EEA&ET HDX #1TMEBEAERUREMARS (540 su. ssh #1 RDP), &EFEhEcE PAM 0
NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss

A Windows i £/ Quest vastool &< Linux itBE#NAZI Active Directory 1&g

sudo /opt/quest/bin/vastool -u user join domain-name

user AERFITEN AN Active Directory HHEMIHAF. domain-name Jig#y DNS &7, i exam-
ple.com,

MNEEEHEE Linux 18,

Wikl M A F Delivery Controller ExkFiE VDA i+ E#l (Windows &1 Linux VDA) #E7E Active
Directory #E—MIENNR, ERIEMAT Quest 8 Linux HENBEMFIEHF, BHRITUTIRE:

sudo /opt/quest/bin/vastool info domain

MRABENENMANE, aH<SREESZ, MRITBEVRMNEMER, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

IR BHMEIE  IE Quest EF T LGEIE PAM TS A P #1TEMI0IE, Ak, B6ER EIRERZHEAF K
&5 Linux VDA,

ssh localhost -1 domain\username
id -u

WIERE R id -u H<REA uid BIE T 338 Kerberos EiRETF 4 :
1ls /tmp/krb5cc_uid

I Kerberos RIREFTFHNRIBERTEMERTH:
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/opt/quest/bin/vastool klist
RERIE
exit

BE#ER Gnome g KDE 12HI 8 ] LURITRMBINIR. B TEIMNBIEGEHEMITSE 6: %% Linux VDA,

Centrify DirectControl

A Windows 38 % Centrify DirectControl Agent /5, &/ Centrify adjoin #5<4& Linux i+ &4
Active Directory ig:

sudo adjoin -w -V -u user domain-name

user AERGITEHNIN Active Directory 15#94E{a Active Directory 1B~ . domain-name 2% Linux it&
10PN SpeE= SR it

WiEEmE S Delivery Controller ZRFE VDA itE#1 (Windows # Linux VDA) #Z17E Active Directory
HE—MIENNR. BRIEMAT Centrify 8 Linux HENEE MU FEHF, EHITUATERE:

sudo adinfo

I5F Joined to domain EE2E ALK CentrifyDC mode 2%iE[E T connected, MEERMAEELEER
shiRAS, WIZREA Centrify B IRBE 7RSS SRIEZER S B IIER,

BEAUTHRTHREELANARFMNIZHESR:
adinfo --sysinfo all
adinfo - diag

Mt 5&# Active Directory #1 Kerberos RS HIER.

adinfo --test

TEFTIHIMANRIEESEMITEE 6. 2% Linux VDA,

SSSD

WRETE SUSE EfER SSSD, BRI E0 5 AR B TR (F. WD B EE X WMEE Linux VDA i+ &M NN
Windows 159 BB A K ANfAIEC & Kerberos B4 I18EMIES.

Z7£ SUSE £i&& SSSD, BRI THE:

1. M EN keytab

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 133


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/manual-installation-overview/suse.html#step-6-install-the-linux-vda
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/manual-installation-overview/suse.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2311

79 SSSD E2& PAM
®E SSSD

BF SSSD
Eran3ciadaE=gv,)
IiF Kerberos B2E
AR SR IEIE

N R~ N

MANEHIZEEN keytab  SSSD HRREAFMNHMEE RS keytab X489 Active Directory & inINEE,
AR fER Samba 757%, 7EBCE SSSD Zai, BRI TS E,

1. 21728 Name Service Cache Daemon (NSCD) SrPi#i2,

sudo systemctl stop nscd
sudo systemctl disable nscd

2. ®EEHNRZM Chrony BHERE,

hostname
hostname -f
chronyc traking

3. REHEMATUREE:

sudo zypper install samba-client sssd-ad

4. Llroot BR&#H4IE /etc/krb5.conf xxtf, LAl kinit THEEFS BARR#HITERS, £ [libde-
faults]. [realms] 71 [domain_realm] &5 FHMUTEE:

=W

RIBEHY AD ERiZEMELE Kerberos, UTEBERATFEE. EMIEEL,

[lTibdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]

REALM = {

kdc = fgdn-of-domain-controller

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 134



Linux Virtual Delivery Agent 2311

default_domain = realm

admin_server = fgdn-of-domain-controller

}
[domain_realm]

.realm = REALM

realm 2 Kerberos g #9 & #7, {5140 example.com. REALM 2 X5 Kerberos 4% & #7, {40
EXAMPLE.COM,

5. Llroot BRE#%HEE /etc/samba/smb.conf, LA net LAERSBIHE#HITERE. BUTEE
izl [global] &4

[global]
workgroup = domain

client signing = yes
client use spnego = yes
kerberos method = secrets and keytab
realm = REALM
security = ADS
domain 2 Active Directory igi#9Ei%2 NetBIOS &#5, a0 EXAMPLE,

6. f&tk [etc/nsswitch.conf scf++# passwd #1 group % B UEEIT AP 45| A SSSD.

passwd: compat sss
group: compat sss

7. EAEEEM Kerberos B IH LI EIE R & 141 BARE#HTHHIIE,

kinit administrator

8. £ net LARFRBAFMANFHERRS Keytab x4,

net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U
administrator

71 SSSD Fi2&E PAM 729 SSSD B2 & PAM A, BRENEMHAFNREE:

sudo zypper install sssd sssd-ad

¥ PAM RRECE Jyil@id SSSD #1TRF BHIIE, HAAFREREEEER.
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sudo pam-config --add --sss
sudo pam-config --add --mkhomedir

%E SSSD

1. Ll root BF SR /etc/sssd/sssd.conf, U SSSD sFiFiEF S BARrE#1TIEE, sssd.
conf BRETE (ALURIBZEERMMIMNEDR) :
[sssd]
config_file_version = 2

services = nss,pam
domains = domain-dns—-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD s-ide

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

ad_gpo_access_control = permissive

domain-dns-name 2 DNS &%, #I#0 example.com,
AR
ldap_id_mapping i€ &% true, L& SSSD 7z & fa 54§ Windows SID 432 Unix UID. F M,
Active Directory %7 gefBiR 1 POSIX i B2/, ¥ ad_gpo_access_control i &} permissive
A LE Linux IEHIMEHREREIR. B8 sssd.conf 1 sssd-ad BFMI,
2. 3t sssd.conf i&BXHFRAAERMRE:

sudo chmod 0600 /etc/sssd/sssd.conf
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BRI SSSD EETTUTaHSUERGRBMINBAH BN SSSD T2

sudo systemctl enable sssd
sudo systemctl start sssd

RIS A R 515
1. iz¥7 Samba M net ads &< URIFIHENESEEMNE:

sudo net ads testjoin

2. BITUTHLRIESIMIEHAMTENNRER:

i

sudo net ads 1info

1F Kerberos i28 HRARS: keytab XHEEELIRH B SEMER:
sudo klist -ke

< EREMEXREMEBREGASTTANEHETIR.

51T Kerberos kinit &<, LUfERXLEZARIFITHISZRIETENNSH:

sudo kinit - k MACHINES@REALM

HENMMABRUTIEEAKT . ETFS (§) BAERRFUT (**\**) #ITEX, URKE shell Eift, ERLIFE
f, DNS 15 &5 Kerberos (UHZ#RRE. EHRRERTREH, MRILHSHNET, WFRESREFRL.

BEAUTHLIIETBEIKAR TGT RiEEEF:

sudo klist

WIERFPSMIRIE SSSD FEHEIFIFEFRHATURSMIIINGSITIA, Reg@T PAM .
ZI0IE SSSD PAM R 2R EEHECE, BEAURIRERMEAF KA ER Linux VDA,
ssh localhost -1 domain\username
id -u
klist
exit
IIE K11 st <iREIM Kerberos EiBRTEA T ZAF HEMEKITH,
Ll root BFR &1, RIIRBZERTEM 1d —u HREN uid SIEBENMNZIEEEH:

1ls /tmp/krb5cc_uid
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E#ER Gnome ¢ KDE 2% 8 A LURITIMAINIR. B TEIMANIEGHEMITSE 6: 2% Linux VDA,

PBIS

THFER PBIS BEE  fla0:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

& PBIS REFIAAHIT  HlaN:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh

iz17 PBIS REfIA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh

A Windows 15  EaUisisHIBRHMA AR, HEAEKAEEEMSHENRMEIEA Active Directory B A%k
P

/opt/pbis/bin/domainjoin-cli join domain-name user

user A BRI EMHFME Active Directory 1H #9315 FH . domain-name 715 # DNS & #F, I exam-
ple.com,

FE: B¥ Bash 8B HRZIA shell, 5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash &<,

Wikl A F % Delivery Controller ExkFrE VDA i+ E#l (Windows #1 Linux VDA) #E7E Active
Directory BE—NMIENNR. EWRIEMAT PBIS 8 Linux iHBNEEMFIEF, BERITUTERE:

/opt/pbis/bin/domainjoin-cli query

MRTBENEMAE M, S RREHXHFIMAN AD 5 OU MiER. &N, RETENSZ.

WILAFBMIGIE IR PBIS @E8Em@:d PAM SR #1TE M, Ak, EFERAUEIRERSHIZE ik
&5 Linux VDA,

ssh localhost -1 domain\user
id -u

BIERE R id -u 5$:&ER UID eI T M Kerberos EiREEX 4 :
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1s /tmp/krb5cc_uid
BRH=1E,
exit

EFTIHIMARIEESSEMITSE 6. 2% Linux VDA,

S8 4. % . NET Runtime 6.0

fE% % Linux VDA Z &1, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers EMHBAREE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, =17 which dotnet ¢ EHEHIEITITEE R,

RIS, RE.NET Runtime Z##IXHEEEZ. flim, MRH<HE 7 /aa/bb/dotnet, EEMA /aa/bb £
79.NET Z#HI3 IR 12,

S8 5. T Linux VDA #{4&

1. %= Citrix Virtual Apps and Desktops F#H 5,
2. BFFiEZhR4sH Citrix Virtual Apps and Desktops.

3. BFAEMHUEK Linux VDA, fa0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. g Linux VDA $#Z03408 Linux VDA FEHR A,
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Downloads cxpond all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. T#H5EM Linux Z1ThRICEZA Linux VDA 4,

6. THEBTFRIE Linux VDA RE-E7xE4R GPG 2%, fli:

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)
Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -3440f3¢9a0385£23044108316040 b6 601104

EFEANPRIE Linux VDA REEHTEY, BETUTHTUERHASAE RPM $UBERURIGERGE

HyTEEEME:

rpmkeys --import <path to the public key>
rpm --checksig --verbose <path to the Linux VDA package>

$I 6. L Linux VDA

1 6a: HHIAMA

NRLE T BRTAIBIP MiRZH LTSR A 2 SMR AR A, IBTEREHhRZ 2 5 HEN .

1. {F1k Linux VDA AR
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sudo systemctl stop ctxvda
sudo systemctl stop ctxhdx
AR
£1=1k ctxvda 7 ctxhdx [R5 251, =17 systemctl stop ctxmonitord &< LUE E SRS <F

PIEF. BN, BARSTIFEFRERBMEFELERRS,

2. ENFERME

sudo rpm -e XenDesktopVDA

BE:

MR MRASHITA R

AR

ZAI L7 [opt/Citrix/vda/ THEIBLEMHE M,

BIETH?, FERMTEREF; &, WAL [opt/Citrix/VDA/sbin #1 [opt/Citrix/VDA/bin Finz &

5= EE

$1% 6b: =% Linux VDA
5/ Zypper &2 Linux VDA 34 :
sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm

£/ RPM 48 EIRBR R4 Linux VDA 3144

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm

$B 6C: F%& Linux VDA (F]3%)

Linux VDA 2 MEHTARAH#ITH R, H40, & LUE Linux VDA M 2308 #4& %) 2311, M 1912 LTSR #A&E!
2203 LTSR.

AR
ARMERERES /etc/xd| THERESN M. EHITARZA, BESHEHXLEN M,
sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm

SUSE 15 9 RPM f&#iIi%Ik:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 141



Linux Virtual Delivery Agent 2311

java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3

pam >= 1.3.0

bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss—-tools >= 3.53.1
libpython3_6ml1_0 >= 3.6~
1ibQt5Widgets5 >= 5.12
libgrencode4 >= 4.0.0

libImlib2-1 >= 1.4.10
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BE:
EAREEFBED Linux VDA &,

HIET: %% NVIDIA GRID Rzhig

BF HDX 3D Pro EXREEEMHNEIEZRFH VDA 1+EH L% % NVIDIA GRID Ezpi2R,.

EERTERIWEERERF L2 RMEE NVIDIA GRID &4 GPU &8s (ENIRIER), BRI TER:

« XenServer
« VMware ESX
« Nutanix AHV

EREMAEE NVIDIA GRID K= VM IBxhigk, EHRIT TEMNEMSE:

. BEREKE VM BXF,

. EEPWEEREFESERD, A VM DE— GPU,
. B VM.

. £ VM ERERE VM REpiER.

A W N =

1% 8: & Linux VDA
FE:

FREBTNIRRZR, BREEEENRERZPLET en_US.UTF-8 XIFigE, MRZXIFIGETE
BIZER LD ART A, 15217 sudo locale-gen en_US.UTF-8 5%, xF Debian, @idBUH R #
en_US.UTF-8 UTF-8 173k4%48 [etc/locale.gen X1, #A/5i=17 sudo locale-gen &<,

RERBMGAE, HAETT ctxsetup.sh BIZAENREE Linux VDA, Mz EAERZ A, MEWIEFIE, HfF
FRrERHIMEE R, WEVE, JUMNEETZHAUERILE,

A LRBRIR R F NG THIZA, Rl LIRAMEEENMN B METHIZAS. HER(Fa], BEEERMANEDEER:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help

RECE

BTSRRI EMRENFEHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
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BEEcE

BERERN, BERREERMIEMNAFMEIET. MRAFENMELEENET, WEATRTEREERNES.
SPFNIFIREEEE:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’ - 2F&EtENMA
B FINMER N’ WFEMAENTR, BREREN N,

+ CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA ZxX{EF Ker-
beros EZ&i& & Delivery Controller #1T&133iE, Kerberos FRBIRIER % LELREMERER Active
Directory SE T EMi%E,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ExR{ZMHtA =5 FEH Delivery Controller
2PREERZ (FQDN) 7R LUA T Delivery Controller #1753 M. HMELDIEE— FQDN 5 CNAME,

« CTX_XDL_VDI_MODE=" y|n’ -EHBEHNEENEBAEEXIIRE (VD) TRAEHZREXHEE, 3¢
F HDX 3D Pro #1%, RiZEREN Y.

« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA x%#% HDX 3D Pro, X2—4# GPU MR, SEMK
EERENRAERFNEMYKT, MREEFET HDX 3D Pro, ME R VDI £&E (Ex1E) #EHXEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEERMEEREE Linux VDA iRS.
« CTX_XDL_REGISTER_SERVICE=" y|n’ - #EEzhitE#E=E5h Linux Virtual Desktop g3,

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA AR$3 &R i 15 AL 38 R 4B A S,
TR UERGR A EREEA Linux Virtual Desktop TAFREHO (EBRIAERO 80 A1 1494),

o CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - {s T  EX S EHhEA N
GNOME . GNOME Classic 5 MATE S&EFiE, MBEFEEETE, NEHE VDA LEEEMNIIAEHE,

BE LB SR U TS BREN B iEA P NREFIR:
1. 7 VDA k&) SHOME/<username> B FoIE—1 . xsession X,
2. 1 . xsession XHLURIBRITIRIEE REIFE.
- XF MATE &
MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
4

- AT GNOME Classic =&

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic
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exec gnome-session —--session=gnome-classic
fi

- XF GNOME £/

GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

exec gnome-session

fi

3. SEMHRRIEAFHEE 700 XHNIR.

BhiZs 2209 2, RIERFPAMBEXEKEI R, YARFIE VDA EREFIMNKIEIFE, FaEEALLIN
BB AXRBWMER, BENESIERAF DN EENREIF R,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% .NET Runtime 6.0
LU 3R Broker RIEARSS (ctxvda) mUER1R, BRIARRER A ‘Jusr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA j&id TCP/IP izO5 Delivery Controller i&fz.

« CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i&id DNS %Il LDAP fR%52%. Z%& DNS#ERER
RENAMIER, MIEE DNS iiR&if. IRAFE, FHHIREN ‘<none> &

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #if) DNS sk 2 Il LDAP BR5323, R
DNS FTixiefit LDAP fR512R, BRI LURMHE LU= 2RI LDAP FQDN (##H LDAP M) %%, #im,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E 7 Active
Directory s FHERIY LDAP T, 1E1EEizHIR LB AL RBE R, FHI¥EXM LDAP im0 S18E /7 3268,
BINERT, ESIREN ‘<none> |

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 79 Active Directory 3 1R 918
EERZ I LDAP (ffid0, DC=mycompany,DC=com) ., N EIER 4L, TLUIETERERM (Flw
OU=VDI,DC=mycompany,DC=com), MNRFHE, HEHIEEN ‘<none> |

« CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA z#%{# 8 DNS CNAME i2 &35 Delivery
Controller &#F.

REWREEHIETREMZ:

export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<1list-ddc-fqdns>"'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES=’y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
export CTX_XDL_VDA_PORT='<port-number>"'

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'
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export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'
export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'
export CTX_XDL_SUPPORT_DDC_AS_CNAME:'y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

iZ1T sudo SRS, BN -EEMUKNERET2FBLHIRMNHF shell, RITBWNEEATMENGSHME
#1/bin/bash {ERHE—1TREIE shell B,

F5, EALUERABE NS EERASH:

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \
CTX_XDL_DDC_LIST="'<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE="'y|n'

CTX_XDL_HDX_3D_PRO='y|n'

CTX_XDL_START_SERVICE='y|n'

CTX_XDL_REGISTER_SERVICE='y|n'

CTX_XDL_ADD_FIREWALL_RULES:‘y|n'

CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate|'<none>' \
CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \
CTX_XDL_VDA_PORT="'<port-number>" \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST='<list-ldap-servers>"'|'<none>' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>" \
CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n'
/opt/Citrix/VDA/sbin/ctxsetup.sh --silent

MIFRECEE

EREEERT, SuEEEMRR ctxsetup.sh BB BFAAIENR, BAREH Linux VDA #hita,
PTIRIERT, IBERLMANERER

sudo /usr/local/sbin/ctxcleanup.sh —--help
MprECEE R

sudo /usr/local/sbin/ctxcleanup.sh

BE.

LR A S MEBUREMIBRFR B ECE 58, MimfE Linux VDA Ti&fER.

EERAE

ctxsetup.sh f ctxcleanup.sh iZx&7EiEH & L RREIR, FHiSEMEESNEEHEXXM4:
/tmp/xdl.configure.log
B2 Linux VDA RS, HFRERER.
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$& 9: 517 XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lia®E Linux VDA FIEEENEREE &, BXiE4H
&8, i&21% XDPing,

41 10: i=17 Linux VDA

fEH ctxsetup.sh HIAFERE Linux VDA /5, AILUETTLAF#<3RizHI Linux VDA,
B Linux VDA:
Bz Linux VDA RS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda

=1t Linux VDA:
Z{ZLE Linux VDA RS, 1BHATLATIRIE:
sudo systemctl stop ctxvda
sudo systemctl stop ctxhdx
AR
E1=1k ctxvda 0 ctxhdx [R5 2 71, 1517 systemctl stop ctxmonitord &< LUE IE SRS SFPIER

BN, EMERS TFIFEFRENBEFLENRS.

=250 Linux VDA:

Z#Esh Linux VDA RS
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx
sudo systemctl start ctxvda

# Linux VDA R7:

1 Linux VDA BRSHIEITIRE, ERITIATIRME:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
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11 QIEENER
LI EN B RMAM Linux VDA HENMESESESAM Windows VDA 75352, B X INE5eRX S MEME
MHNsiEE, ESRACEITENEZRNEETENE S,
SIEEE Linux VDA HENMITEN B RESEIF—LERE, F5Z32FRTH Windows VDA i+EHEIZITEN
BR:

o XTFIRERY, FIER:

- ZRERGRFEDN NWFREAZRERIRE),
- BRERFRAET (ERT VDI TBRRERIER),

o BEMER—MIENBRTEAMEA Linux #1 Windows VDA HE#.
AE:
BHAkRAH Citrix Studio A% “Linux &ERL” WIS, EBE, 1% Windows Server 1&1F R A RS

BRFAFRNZRATEARERZIEITEE, %F Windows SEIRFRAHKERIFRALENEF R FE
BETEN— AP AEE,

e

INRMIBRITENEFEEHRIMA Active Directory 15, NAFMFRITEN, AEBEEHRFMIIHENE R,

SR 12: BIER(IAH

BIERTAMARMES Linux VDA itBEHBIHEN B RMiEES Windows VDA i+ EH/LFER. BXINETEMIXLE
ESEVEIIFAETIRER, ESFEIER T,

BUEEH Linux VDA I+ HE B R HAR @G TFRE:

o WIRFTER AD BRFABEREE, BJUERE Linux VDA itEH.
« BNATRESHRIEN (BER) ARER.
o BNERMMHEFENEE Windows itENHIHHENE R,

HE:
Linux VDA 1.4 B ERAZFLHNAER. B2, Linux VDA A5 SEM N AR AAERNITEN.

BXRUAETETERNRGANES, 5 Citrix Virtual Apps and Desktops 7 2311,

£ Ubuntu - Fzh%% Linux VDA

August 20, 2024
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BE:

WNFEHRE, HNBVNEERBMREHRTRERE, BMREANNES, S5AXPFRNFHREMLL, &
FEF i,

S8 1. FEEEEREEMN Linux 84
$IE la: WIEMKEE

MREEEHEHREEMS, i, HHE Linux VDA LEE DNS ARS8,
MEREFEBIE Ubuntu Live Server, EEIRE VB Z#11E [etc/cloud/cloud.cfg Bt B Xl TEX:

preserve_hostname: true

S8 1b: GEINE

HNBREFBIRSITENNEN S, 1EEK [etc/hostname X4, FEHMNBEHTENNENS,

hostname

FB 1c. AENRHEIFELE
HRITENA DNS HEMELMEF S (FQDN) EftEERE, HEASEX [etc/hosts XHFHLUTITUES
FODN f1ExH & ENFIRI&E:
127.0.0.1 hostname-fqdn hostname localhost
4.
127.0.0.1 vdaO@l.example.com vda®l localhost
MBI E Mt B fipgzt hostname-fqdn 5 hostname BERmEMSI A,
AR

Linux VDA ZigiR3z#F NetBIOS & &k, Hlt, EHMBRGFER 15 MNFF.

= .
RE/]N o

ook

QEEFRAFH a-z. A-Z. 0-9 FIIEFH (-). BBREATHE (). SEMNEMTS. ENBREBURFH LM
MEFRLEE. EMNtERTF Delivery Controller 4142,

FE1d: REEHNZ

WIEENRIRERTIERTIR:
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hostname
IESORETENENS, MAREE FQDN,
0 FQDN R ER T IEMTIR:

hostname -f

IteEp <R E+ BN FQDN.

$7 le: ZFHZH DNS

BINEBERAT % DNS (mDNS), MX&SRAMBIFERT—H.

Z2 A mDNS, 54148 [etc/nsswitch.conf HEXBEUTRENIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1. WEBRBTMRS TiARYE

HIART A2 FQDN H33ig#= 512540 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

MR AN FQDN 8 Ping F@ LRE—ItEN, BROREEXTE, AEBYLE,

S 1g: RERHEYS (chrony)

#af® VDA, Delivery Controller fligii= 38 Z BMAT $hia L& 8BS EXEE, ¥ Linux VDA & R ESIML (VM)
ARSSHENMRERNS. HTFHERER, RFERITERERS KRS IYE,

2% chrony:

apt-get install chrony

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& NTiZMERESHB/HFIM— RS BEE:
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server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -iburst

TEHAIERE R, BHEMAIFITHIBRES, MAREEM L NTP MRS RBES . HEHHE1 Active Directory 5
fEHIS AR — 1 RS EFE.

HIER5 H AT E M server 5 pool £ 8, S#ERE! IP ik, localhost F1AHEARSSS: *.pool.ntp.org £H,
REEXHEFRBS Chrony sFPIERF:

sudo systemctl restart chrony

$ 1 1h: 2% OpenJDK 11

Linux VDA Z:k7F7t OpenJDK 11,
Ubuntu 22.04 2% OpenJDK 11,
Z1£ Ubuntu 20.04 t%% OpenJDK 11, EETUTHS:

sudo apt-get install -y openjdk-11-jdk

S8 1. REHIETEEFERANKIEE
AR
o BRATEINEE SQLite BT VDI #&xX, ¥ PostgreSQL ATFHEERZ S mRHREL,

o W FRMLEFM MCS, &EaLLIEEF B SQLite 5 PostgreSQL, MA MK Foh& i, BRIEBEL
[etc/xdl/db.conf 517{5%, &N Linux VDA BiAfER PostgreSQL,

s WTFFHRE, BB AFihRE SQLite. PostgreSQL S ERME., MR ER AL T SQLite A
PostgreSQL, MATLATEZRE Linux VDA 3t B 5@ 48 [etc/xdl/db.conf igEFEREH—1,

IEBRABEN BN RS PostgreSQL # SQLite MU RINAIEE EFEANFAEPHEE—.

2% PostgreSQL  EETTUT A< LIRS PostgreSQL:

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
BERAETU T < UEITEN B B8 PostgreSQL & ILASEN:

sudo systemctl enable postgresql

sudo systemctl restart postgresql
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#4 SQLite ¥ F Ubuntu, i&BETUTaH<REE SQLite:

sudo apt-get install -y sqlite3

BEEFEANBEE WRERRKTET SQLite #1 PostgreSQL, MALITERE Linux VDA R BEBIE 41E
[etc/xdl/db.conf RIEEFERE+A—1

1. iz17 [opt/Citrix/VDA/sbhin/ctxcleanup.sh, IRE2 2L, NERILSE,
2. w8 [etc/xdl/db.conf LUiEE B RREIERE,
3. i&17 ctxsetup.sh,

AR

el LUfERA [ete/xdl/db.conf FZE PostgreSQL MixAS,

S 1j: =% Motif

sudo apt-get install -y libxm4

SB1k: REHMWRHGE

tF Ubuntu 22.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.5-0

sudo apt-get 1install -y krb5-user

sudo apt-get 1install -y libgtk2.0-0

ftF Ubuntu 20.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0

TR 2. EEEINEEER

EXFNEMVIEERRERF 3 Linux VDA 3 VM izfiTh, REMFH—LEN. RBEEEANEMNEREFTS
HIATER, MREFTBENES EBIT Linux T8, NERELERES.
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&E XenServer (LLFi#i} Citrix Hypervisor) _E/9AYE][EL )3

BAT XenServer BHaIEFIhEER, FEEMNEEPML Linux VM &1, 4383 NTP #1 XenServer HIA )&, HE
HBIXEEBRSI . NBERHSHEMRSHBARY, BRESE Linux TRVEFNRSRSES NTP BS, X
BERERZAEINMNEES, TEE HVM B T #HITEAENR.

MREBEESTHEEIYE Linux Rz, HHEZET XenServer Tools, MIFTLKEZE XenServer REEF THEEREE
EUKREEEM Linux VM 5/

su -
cat /proc/sys/xen/independent_wallclock
ItE<iRME 0 8 1

« 0-BtEEPIEEERA, BBHEA,
o 1-BEREZHEERA, TERBEMIEF.

R /proc/sys/xen/independent_wallclock X#4FEE, WRFEEHITUTHE,
MREBHA, BHEIMZXEEAN 1 RERNEEDIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
EFLENRAKAES, HEENBMENAEY, EHRE [etc/sysctl.conf XHHFMUTIT:
xen.independent_wallclock = 1
EWIEXLEY, FEMBMRLS:

su -

cat /proc/sys/xen/independent_wallclock

IteEp<iREE Lo

&£ Microsoft Hyper-V L g9idiaE% a)t

27T Hyper-V Linux £mAR$SHI Linux VM "I LR Hyper-V B EIE S ThEERER EVIRIER LMY E, AR
AR PIALIEHOIE, E—RBALThEES NTP RS,

MNEIBIRERGH:

1. #T7 Hyper-V SE238EH8,
2. 3F Linux VM #9i& 8, 151%E#F Integration Services (£mRS).
3. HREERE Time synchronization (BSEIFEY).
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} =r

AR

b35S VMware #1 XenServer (LUgT#r% Citrix Hypervisor) RE, XMW~ maZHEVERSIhEE
LUES 5 NTP REHZR, Hyper-V BFERFZ IS NTP BaElES HEFHER

&E ESX f1 ESXi LHIETiE][E AR

B VMware REIRFS IR, &M EEIMEHN Linux VM &1, EH<iB3 NTP MEMNEERIEFNR—. KEER
HERS RS, MBENHSEMRSHERES, BEHRE Linux ERNHNRENHENS NTP BF, XE
MERZAENERY .

WMRIFFEIEITEE T VMware Tools B9 E#ME Linux WiZ:

$TFF vSphere Client,

#m4E Linux VM 18 &,

£ Virtual Machine Properties (EEil#lEM) SHEESH, 17 Options (G£EI) &M+,

%% VMware Tools,

£ Advanced (54) &, BEUGHi%ES Synchronize guest time with host (5EHEEFHAE).

Lok wph e

#1123 % Linux VM 702l Windows 5+

LT 7B T Linux HHE#ZME Active Directory (AD) i:

» Samba Winbind

» Quest Authentication Service
+ Centrify DirectControl

« SSSD

« PBIS

RIBFTIZIN TS 7%, FRIGEAMITIRME.
pE=

73 Linux VDA frgvzssthik =0 AD Rtk ERERIMNAF R, SIERAIEEKN.

Samba Winbind
REFEHFAFRMEE

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

FiENENERERSN Winbind s717#2F  Winbind spiri2E S AECE HTET BB BED:

sudo systemctl enable winbind
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} =r

AR

R winbind BA&MF /etc/init.d T

ficE Kerberos Ll root AR &1, 117 [etc/krb5.conf HEE LU TiLE:

AR

RIEEA AD ERtEMEIE Kerberos, UTIEEEATHIE. BMiER,

[lTibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns-name = REALM

.domain-dns—-name = REALM

Itk E Fxx## domain-dns-name 2% DNS 153, i example.com., REALM 2X 5 Kerberos s &

¥R, %140 EXAMPLE.COM,

f2E Winbind 548IF  FzhEE Winbind, EX Ubuntu ;&%53% RHEL #1# authconfig 71 SUSE ##J

yast2 XETH,

iz17 vim [etc/samba/smb.conf 55<4T7F [etc/samba/smb.conf, SAGEEUTISE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431

kerberos method = secrets and keytab
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winbind refresh tickets = yes
template shell = /bin/bash
WORKGROUP 2 REALM F#%—1FE, REALM 2KE5H Kerberos g & #F.

B E nsswitch 3177 Jetc/nsswitch.conf 33§ winbind K% LU T1T:

passwd: compat winbind
group: compat winbind

AN Windows 1,  @AUSiEHISSHAASEE, HEGHKREEENETENFRMNEIER Active Directory P ik
P

sudo net ads join REALM -U user

Hrh, REALM 25 Kerberos $iiZ %7, user 2E80&HEVIHFMEIEMSAA,

E#HEswinbind
sudo systemctl restart winbind

71 Winbind i & PAM  EfTIT&H<, #fF%® Winbind NT/Active Directory authentication (Winbind
NT/Active Directory 513383E) #1 Create home directory on login (EEREGIEFER) EW:

sudo pam-auth-update
R

RYHENMALE, winbind SPHIERA SIMARISET.

Wikl m A S#% Delivery Controller 5kFr VDA it &#l (Rie 2 Windows &2 Linux) #BEE Active
Directory HE—MTENITR.

iz1T Samba 89 net ads &< URIEHEHEE EMNE:
sudo net ads testjoin
BEITUTa<TRIERIMIEMITENNRER:

sudo net ads 1info

%iF Kerberos BtE E i Kerberos ERBEMEENAS Linux VDA BR&ER, iBRIERS keytab it 2
EEREHEESENEHA:

sudo klist -ke
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< B REMEGEZREEREFASAANZNAYIR, BT Kerberos Kinit &<, UERXERHARIEH R0
BT ENBS7:

sudo kinit -k MACHINES@REALM

HENAMAZRUTIEERAS ., RS (§) BAEARMML (\) #THEX, UREKE shell Hig, EFLFRH,
DNS 5% 5 Kerberos {UH & AE, EHRERERAMAEM. WRILHSHINGT, WFRE2ERERREL,

EFERUTHSIIEITENKAN TCT EREEE:
sudo klist
BEEAUTHSRETENNK,FAEE:

sudo net ads status

WIEAFPSMIE /A wbinfo TERIFERZTEIRRIBRAFNE%:

wbinfo --krb5auth=domain\username%password

XBIEEMIERA AD 55, fAR=Z Kerberos (& #R. 33F bash shell, BFERS— MR RFUT (\) Fro
TR X e REl—F AR BOE o

BEI8E Winbind PAM 2 BB IEHERE, BERAURIRERNIHAF KA ZER Linux VDA,
ssh localhost -1 domain\username
id -u
AR
EpIhia1T SSH 8%, 15¥1% SSH EBBH I ERIETT.
WIFRE N id -u $RER uid BIE T XRAY Kerberos EiREEX 4!
1ls /tmp/krb5cc_uid
WA K Kerberos EiREFTHNEREE BN ERITH:
klist
BESIE,
exit

BE#ER Gnome { KDE 125 8 ] LURITIMBINIR. B TEIMANIEREHSEMITSE 6: 2% Linux VDA,
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WNREREKF ERNRIIMITRA M RIE, EXEERENKHE, BFEFRBHITENHER,.

Quest Authentication Service

i Hlgs EALE Quest  REEEE Active Directory 1gisH128 EREHEE T Quest i, MEBKSEEN
iR, BfE Active Directory HelEHENIR,

AVFAFRER Linux VDA i+8Hl AT iHRAAEE7E Linux VDA i8] L&z HDX £1&:

£ Active Directory AP FIITENEEEHI &, AZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (BEEA Unix).

¥ Primary GID Number (3% GID 4&S) &BRLFREAF A4 ID.

N

f

l

;

*
XEGARY R EFHAR, UEMITIUERESIS. RDP. SSH s MEMTENIGHITER.
#£ Linux VDA L E Quest

SELinux SRBEEHITHERART % BIA RHEL IRMER38HISEHE SELinux, IE32%IThAESRM Quest A/ Unix i
BT IPCHF, HELSABAER.

RN ENREENSERZA SELinux. Ll root BF &1, 418 [etc/selinux/config 3 E ek SELinux i&
=

SELINUX=disabled
WWENEREHBEHITEN:

reboot

BE.

BEEERALIRE. BAEENRA SELinux RIBEHILHESSHTLYE, BMERX root BFRMEMAMA
F 2t

F2E VAS SFiPiEF S AT B5h4EiT Kerberos ZiEIN8E. HAZASMRIIE (BNER) IhkE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
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LA EITIERRIR A O /NBY (32400 #), BENELEAIARY 10 /MNEIBEGERRE 1/, BEZEEGARRENR
4% LigBRENE,

FE PAM 1 NSS ZEEAiET HDX #ITHEAR BERUKREMARS (5190 su. ssh #1 RDP), EETUTaHTUF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss

I Windows 33 /A Quest vastool &% Linux it&#LINAE Active Directory ige:

sudo /opt/quest/bin/vastool -u user join domain-name

user AERIEITENMA Active Directory i B -~ . domain-name 79159 DNS & #5, fl40 example.com,
INSEE#EED Linux 38

Wikl A S % Delivery Controller 5kFr VDA i+t &#l (Rie 2 Windows &2 Linux) #BZEE Active
Directory A E—MIENIT R, BRIEMAT Quest B9 Linux BB M TES, BRITUTIRE:

sudo /opt/quest/bin/vastool info domain

MRTBENEMANE, aHSREHSZ, MRITEVRMNERE, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIFAFP BHMIIE EWIE Quest 2FaER @Y PAM ST B #1TEHIIE, BEAURIRERNIERAFAKFRESR
Linux VDA,

ssh localhost -1 domain\username
id -u

BIERE R id -u &<iRER UID 8T XWRE Kerberos EIBEE 4!
1ls /tmp/krb5cc_uid

I3 Kerberos EiREFTHNEREE BN ERITH:

/opt/quest/bin/vastool klist

BHZE,
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exit

FEFTIHIMARIEESEMITI B 6: 24 Linux VDA,

Centrify DirectControl

AN Windows 13 % Centrify DirectControl Agent /5, &/ Centrify adjoin @< Linux i+ &I
Active Directory i3:

su -
adjoin -w -V -u user domain-name

user 2 HBERGITENIAE Active Directory &£ Active Directory i F, domain-name 22
¥ Linux itEM A FI YR Z #Fo

WIEE M B & Delivery Controller 5kFrE VDA it &#l (Ri£ 2 Windows i 2 Linux) # 27 Active
Directory 1 E—MIEHITR. BIIEMAT Centrify 9 Linux i+ BHE B TEH, BHRITUTERE:

su -

adinfo

I83F Joined to domain EE2EE% LUK CentrifyDC mode 27%;&[E T connected, {IRERMIAREERER
shiRAS, MIZFRPA Centrify EAIRIBE T RS SREZH SN RIER,

BEAUTHSHUREELENARMIZEHER:
adinfo --sysinfo all
adinfo --diag

Mt 5&F Active Directory 1 Kerberos BRSSH9EZ,

adinfo —--test

TEFTIHINANRIEEHEMITS I 6. 2% Linux VDA,

SSSD

Bt E Kerberos En{TU Ten$ %% Kerberos:

sudo apt-get install krb5-user

EfgE Kerberos, 5L root BF 519377 [etc/krb5.conf HECE LI TS4K:
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} =r

AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[libdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

b E T domain-dns—-name £%% DNS %%, %l example.com. REALM 2 KEH# Kerberos $ils
&%, s EXAMPLE.COM,

N %20 SSSD EeE A Active Directory fERE &3 1R1E2FH EEMA Kerberos #1781 KRIE. B,
SSSD AR RERAFIMNFMEE RS keytab 289 AD B imlhae. AT AR adcli. realmd =t Samba,

AR

AEHARANIRE adcli 71 Samba s 8.

o WMREER adcli A, BREUTSE:

1. %% adcli,
sudo apt-get install adcli

2. @i adcli A3,

BEAUTHSHIBRIBRYS keytab SXHFHIINE:

su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
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user EERUFITENFINEIHNEHAF . hostname-fqdn 2itE#E FQDN X ENZ.

== -H %W, adcli AgeEmE=A host/hostname-fqdn@REALM 9 SPN (Linux VDA ERfE R Ib&

o
3. WIEERE G,

FF Ubuntu 22.04 #1 Ubuntu 20.04 it&#l, i&EfT adcli testjoin LRI XLEHENES

~
[=]

NI
o WRAEH Samba A, BEERUTSE:

1. RERHE,

sudo apt-get 1install samba krb5-user

2. B2E Samba,

FTFF [etc/[samba/smb.conf HEZE LI TigE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM 195 —1FE, REALM @XE# Kerberos $ugi&#r.
3. £/ Samba A,

TR IEHIBR A AATSIE, HEEUMEBEREITENRMENR Windows 1k,

sudo net ads join REALM -U user

Hrh, REALM 2XE# Kerberos $UBZ#, user 2E8EHENIFMEIRANEAF,

RE SSSD  REHEMMTFRMGE:
NREARRE, BREMEN SSSD MEERHTE:
sudo apt-get install sssd

NRERERME, WENHITER.

sudo apt-get install --only-upgrade sssd
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AR

ZINERT, Ubuntu pyREdi2%B51EE nsswitch.conf i1 PAM E Rk,

BECE SSSD f5%h SSSD srirfeF 2 a1, EEE M SSSD &, WFRLERRAR SSSD, BiARZ % [etc/sss-
d/sssd.conf EEE X, HAFEEIE. LU root AP BHEIEEITH [etc/sssd/sssd.conf HEE LI TIGE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_1lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& &7 true, LUE SSSD Z& & f1554% Windows SID B§$% Unix UID, &, Active Di-
rectory #aeisiE Mt POSIX i BiEF. PAM BRSS ctxhdx BNzl ad_gpo_map_remote_interactive,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 163



Linux Virtual Delivery Agent 2311

1tk + X+ domain-dns-name £ DNS 5%, 40 example.com, REALM 2AE# Kerberos 41
&R, Han EXAMPLE.COM, AFEZEEE NetBIOS 5%,

BEXEEIZENEE, 15219 sssd.conf #1 sssd—ad HWFEMTL

SSSD SriFiEFEREEX U IXEBPIEE RENR

sudo chmod 0600 /etc/sssd/sssd.conf

Bzh SSSD FiFiERF BT Ta<iLBIEsh SSSD PR, UNEFIFEREITENEENB5h:
sudo systemctl start sssd

sudo systemctl enable sssd

PAMBRZE 1T T&S, BiEET SSS authentication (SSS 54 38iF) # Create home directory on
login (EEFRNAIREEF) EM:

sudo pam-auth-update

Wikt R & Delivery Controller xkFig VDA i+ & #l (Windows #1 Linux VDA) #E7E Active
Directory AE—MTENER,

o tNREA adcli BIBEM RS, 5z1T sudo adcli info domain-dns—-name &<$UBTREE
Bo

o MNRMEA Samba WIBEM A F, 1EiE1T sudo net ads testjoin dLRIEHENIETEMAR
i, &7 sudo net ads info HLWIEEMIMGEIITENTRERS,

1%iF Kerberos .28 EWiE Kerberos EEBEMEBENAS Linux VDA BBEMER, EWIERS keytab XHFE
BECEAEESENENA:

sudo klist -ke
S ERZMEREMEFTBEGHESTHNZRYIR, 517 Kerberos kinit &<, FRAXEFHARSEHIRG
BT ENN S5 :

sudo kinit -k MACHINES@REALM
HEBENAMTEB B TIEEART, EXFE (§) BAEARF (\) #TEX, UREKRE shell B, ERLLRIEH,
DNS 5% 5 Kerberos g &~ E, iSHEERMIEZF. NRLSSHRINET, WA2EREAEL,
BEERUTHSWIETENKAH TGT BEEE:

sudo klist
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WP S%RIE SSSD FEEHEI TIFEFRHATUXSMNEIINGLSITIR, Rat@d PAM 7l
EI0IE SSSD PAM B2 R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit

I5iE klist sy$iR[EH Kerberos EEETEAT XA HAMKITH,

LA root AR B, WIFrEEENEEM id -u &<$IRE/ uid SIREN N EIREEX !
1ls /tmp/krb5cc_uid

AT LE S E R KDE 5t Gnome Display Manager $R4728 89 it EITIMAIRIEESREHITS I 6. 24 Linux
VDA,

PBIS
TEFEHN PBIS 44

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

£ PBIS L&At
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh

117 PBIS k7
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh

A Windows 1  @aUigiEHI SR MM AN, HEGHKREEENIETENFHRMEIER Active Directory Bk
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
user A E MK IHE A ME Active Directory 15935 FH . domain-name 713 # DNS &R, 130 exam-
ple.com,

FE: B¥ Bash i@ ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

P
o

Wit R & Delivery Controller E5kFiE VDA i+ 8 #l (Windows # Linux VDA) #&E 7% Active
Directory AE—MIENTR, BERIEMAT PBIS B Linux i BNEBEMFES, BHRITUTIRE:
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/opt/pbis/bin/domainjoin-cli query

MEFBENEMAE M, S RREHXHFIMAN AD 5 OU MiER. &N, RETENSZ.

WIEAFRBMWIE ERIE PBIS @FEEBEE PAM ST AR #1TE AW, BERUFIRERENEBRKFRESR
Linux VDA,

sudo ssh localhost -1 domain\user
id -u
WEREN id -u &<2iRER UID 8IE T X4MA Kerberos EREF X :
1ls /tmp/krb5cc_uid
RERIE
exit

FEHRITEMMANRIEESSEHITI R 6. 2% Linux VDA,

S8 4. £ . NET Runtime 6.0

£% % Linux VDA Z &1, B3 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers LaYiEA%RE.NET Runtime 6.0,

%% .NET Runtime 6.0 /5, 1T which dotnet & $ & EHIEITITRRZ,

RiEHSHE, RENET Runtime Z#EIXHEREZ, i, wWRHSHL A /aa/bb/dotnet, 1B /aa/bb 1
7.NET Z#HISX R,

$I 5. T Linux VDA #i{+

1. %= Citrix Virtual Apps and Desktops T# &,
2. BFFEYhkR4H Citrix Virtual Apps and Desktops.

3. BFFAHLIER Linux VDA, #130:
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~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4, & Linux VDA #£#Z73A19 Linux VDA FTEHR A,

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TH5EM Linux £1TARICER Linux VDA 61,

6. THAIATFRIE Linux VDA RE-E 74 GPG 25, Fl:

Downloads eandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

v Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

Checksums

SHA-256 -a440f329a0385123944 108316040 G 5011c04
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EIE Linux VDA R4 BHITEN, BETUTHLURRASAE DEB HiEREH UK ER G ERTEN:

sudo apt-get install dpkg-sig
gpg —-—import <path to the public key>
dpkg-sig --verify <path to the Linux VDA package>

1% 6: L Linux VDA

$I 6a: L Linux VDA

£/ Debian B+ @ &E28%= % Linux VDA B!

sudo dpkg - i <PATH>/<Linux VDA DEB>
apt-get install -f

AR

3FF GCP Ly Ubuntu 20.04, 52/ RDNS, Aitt, &% /etc/krb5.conf &9 [libdefaults] 770 rdns

= false 17,

Ubuntu 22.04 9 Debian &k#im5I%:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.11
libgtkmm-3.0-1v5 >= 3.24.5
ufw >= 0.36
ubuntu-desktop >= 1.481
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.37
gtk3-nocsd >= 3
bash >= 5.1
findutils >= 4.8.0
sed >= 4.8

cups >= 2.4
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libmspacke >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.9~
libpython3.10 >= 3.10~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.68
libgt5widgets5 >= 5.15~
libgrencode4 >= 4.1.1
libimlib2 >= 1.7.4

Ubuntu 20.04 9 Debian #&k#iy|zx:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
libgtkmm-3.0-1v5 >= 3.24.2
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtste >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7
cups >= 2.3
libmspacked >= 0.10
ibus >= 1.5

libgoogle-perftools4 >= 2.7~
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libpython3.8 >= 3.8~
libsasl2-modules—-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.49
libgt5widgets5 >= 5.7~
libgrencode4 >= 4.0.0
libimlib2 >= 1.6.1

=W

BRIk ASHY Linux VDA 23589 Linux &1Thi# Xorg hRAMIFIR, BESRRAER.

S 6b: 74k Linux VDA (mJi%)
Linux VDA M BRIRASHITH R, Flg0, EATLURE Linux VDA M 2308 F4&EI 2311, M 1912 LTSR A4
2203 LTSR.
sudo dpkg -i <PATH>/<Linux VDA deb>
AR

ARMERERES /etc/xd| THEEX G, EHITARZA, BSHEHXLEH,

$IET: =% NVIDIA GRID RzhigR

BF HDX 3D Pro EXREEEMHEIEIZRFH VDA 1+EH L% % NVIDIA GRID Ezpi2RF.

EERTERIWEERERF L2 RMEE NVIDIA GRID & GPU &8s (ENIRIER), BRI TER:

« XenServer
« VMware ESX
« Nutanix AHV

EREMAEE NVIDIA GRID k= VM BExhigk, EHRIT TEMNEMSE:

1. BWRRE VM BEXiHF,

2. FEMWEREFERERT, B VM DE— GPU,
3. BE VM,

4. VM ERERE VM EKihigrF.
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$12 8: & Linux VDA
EE:

EREBITHNIRRZE, BREEEENRERFAPLET en_US.UTF-8 XIFigE, MRZXIFILETT
BHRERLET AT, 15517 sudo locale-gen en_US.UTF-8 &5 %, 31T Debian, @i EUHIR #
en_US.UTF-8 UTF-8 173k4%E [etc/locale.gen x4, #5517 sudo locale-gen &<,

RERMGERE, BIUETT ctxsetup.sh BIZREIE Linux VDA, PUTEMERZ A, ZHAEIWIEINE, HERFAE
KPIMERE., MELE, FATUBNEMETZEAUERIZE,

AILUERB R FENETTHIZA, thal LIRAMGEENIAN BEhEiTHIZA, BEUR(FRT, BERZMANEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help

RrERE

BITaRTEMRENFHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh

BEECE

BERER, REMAMFNED AR REERME. MRAFNMEEENEE, WHEFERTAPRHEMNREE,
MmAFEIHATERRETIE,

SRNIMREEEIE:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n' - 2FEitEMMA
o FIMER N’ WTFEMAENZR, BREREN N,

+ CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA ZxkfEF Ker-
beros E2&i& & Delivery Controller #1753k, Kerberos EBERIER S LEREMER BN Active
Directory el TEHE,

+ CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ExR{ZtF=#&43F8#Y Delivery Controller
T2fREES (FQDN) 5IR AT M Delivery Controller #1753, H%HEDEE— FQDN 5 CNAME,

+ CTX_XDL_VDI_MODE=" y|n’ -iEitBEHNEENLTARERTRE (VD) ZRRAEREZRERMRE, ¢
F HDX 3D Pro IFi%, BiZEIKEN Y.

« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA 3% HDX 3D Pro, X2—4 GPU mi&EAR, EEMK
EEFNAEFNEPKKTE, NRi%EET HDX 3D Pro, ME R VDI £& (2x1F) EXEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEERMEEREE Linux VDA RS,
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« CTX_XDL_REGISTER_SERVICE=" y|n’ - EEzhitEH/E/EE Linux Virtual Desktop AR%3.

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA RS &R 7 i 15 NRLIE @S R 4B A S,
ERIER G A& BB Linux Virtual Desktop TAFIEIRO (ERIAEOA 80 7 1494),

o CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - {s T EX S EHEH K
GNOME . GNOME Classic 5 MATE f@EfiE, MREFRIEEEE, NFEMAE VDA LEEEMNIIAEHE,

ERI LUBE e T BR BN BEIRRIER A N REIFE:
1. 7£ VDA t#y SHOME/<username> BER FolE—1 . xsession X,
2. 41E . xsession XHLURIBRITIRIEE R EFE,
- X+ MATE £&

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
f

- &FA7F GNOME Classic £F

GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- XF GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. SEHFRIEAPHEE 700 XHR.

BiRZ 2209 2, RIEAFAUEEXESEFR. HIURFITE VDA LREMNEEIFR, ZTREBRALLTH
i, BXFMEE, BESRESEAFPISNEE N SEFE,

o CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% .NET Runtime 6.0
U588 Broker {IEARS (ctxvda) MIER R, BHAKREA  ‘[usr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i@z TCP/IP izA%5 Delivery Controller i&fz,

o CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i@iZ DNS &I LDAP frsZ23. Ei§ DNS 8R4£R
MREIJ Attt s, FIEE DNS bR B, MRAEE, BEEHIEEN ‘<none>

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #ifj DNS k&Il LDAP R85, MR
DNS FTixiefit LDAP lRS12R, B URHE LU= S RA LDAP FQDN (%8 LDAP M) %R, £,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E 7t Active
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Directory #hrh/S AR LDAP &if, iB7EiisHlzs LEA2BER, FHI#§48%xH LDAP inOS5EHN 3268,
KINERT, ETEIREN ‘<none> |

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 79 Active Directory & 1R 9 1%
EEFRZ Il LDAP (fid0, DC=mycompany,DC=com) ., At EIERM4EE, TLUIETERERM (flw
OU=VDI,DC=mycompany,DC=com). MIRFEE, HEHIEEN ‘<none> |

« CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA z##{# /8 DNS CNAME i2 3157 Delivery
Controller &#F.

REWREREHIETREMZ:

export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<1list-ddc-fgdns>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES=’y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
export CTX_XDL_VDA_PORT='<port-number>'

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

iZ1T sudo SRS, AN -EEMLUKSNERET2FBLH BN shell, RITBNEEATNENGSHME
#1/bin/bash {ERE—1TREIEZ shell B,

F5, ERLUERR N SIEERESH:

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \
CTX_XDL_DDC_LIST="'<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE='y|n' \

CTX_XDL_HDX_3D_PRO='y|n"' \

CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE='y|n"' \
CTX_XDL_ADD_FIREWALL_RULES='y|n"' \

CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>' \
CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \
CTX_XDL_VDA_PORT="'<port-number>"' \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST="'<list-ldap-servers>'|'<none>"' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>"' \
CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n' \
Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent
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HIFRECE B

ERELEERT, EuEEEMRR ctxsetup.sh B3I BBFFEIER, BAREE Linux VDA 36,
PREFIRIERT, IBERLMANEERNER
sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help

MIFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh

BE.
e A MBI ERIBRFRE BB EIE, MIMME Linux VDA &R,

RERE

ctxsetup.sh 71 ctxcleanup.sh i A& EEH A LETHEIR, HEHMEESAGRE BEXH [tm-
p/xdl.configure.log.

BfEnh Linux VDA RS, HIRERER.

#1%5 Linux VDA %t

Z10% Linux VDA REEREHETEERERMGENMA, HETUTHS:
dpkg -1 xendesktopvda

BEEESFAGESR:

apt-cache show xendesktopvda
ZHEH Linux VDA 44, BHITUUTHRIE:
dpkg -r xendesktopvda
AR

ENE Linux VDA B2 MIBRXBX8Y PostgreSQL MEMEBEHIE, B2, FEMIBRERE Linux VDA ZEIRE
B9 PostgreSQL X4+ 81 H ik # R 4+ &

e

AT HRIEERNBEIE PostgreSQL E AR 4 S HIMIBRIZ1E.
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$& 9: 517 XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lia®E Linux VDA FIEEENEREE &, BXiE4H
&8, i&21% XDPing,

41 10: i=17 Linux VDA

£ ctxsetup.sh B#iZ<EE Linux VDA /5, iBEAUTa&<ESI Linux VDA,
E5 Linux VDA:
Bz Linux VDA RS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda

=1t Linux VDA:
Z{ZLE Linux VDA RS, 1BHATLATIRIE:
sudo systemctl stop ctxvda
sudo systemctl stop ctxhdx
AR
E1=1k ctxvda 0 ctxhdx [R5 2 71, 1517 systemctl stop ctxmonitord &< LUE IE SRS SFPIER

BN, EMERS TFIFEFRENBEFLENRS.

=250 Linux VDA:

Z#Esh Linux VDA RS
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx
sudo systemctl restart ctxvda

# Linux VDA R7:

1 Linux VDA BRSHIEITIRE, ERITIATIRME:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
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SE11: gIRHBENAR
BUEITEN B RAARM Linux VDA BN S5Z4H Windows VDA 77#2M. B XINAEMX L SRIEM#
MEVIRER, FEMACETENERMEEITENE .

SIEEE Linux VDA HENMITEN B RESEIG—EERE, #5232 FRTH Windows VDA i+ B EIZTEN
BR:

o WTRIERY, Bk

- ZRERERFED (WFREAZRERMRE),
- BRIERFRAED (BT VDI TAKERMER),

o FIER—MTENBRPESMEA Linux 71 Windows VDA i+ &4,
AR
EHAkRARY Citrix Studio Fx#F “Linux #ER4” MIES. B2, %R Windows Server 21ERAFK RS

BREAFENER T ERARERZTRERMER, % Windows SERFRAFANKEBERARNER TE
AEHBEN—TRAP R,

m:

MRBERENERBEEFRIA Active Directory 15, NZMERIHEN, AEBEERFNZIHENER.

SE12: gIER(AH

BIERRMAAMARINES Linux VDA IHEMAIHEN B RIEES Windows VDA B LFEE, BXINATERMIXLE
ESHEMFARYIRER, FSHAEIE(T4H,

8 &% Linux VDA it B4 B RH(TAR S EIGA T RS

o WRFTE AD BRFAEEHRERE, sEBERE Linux VDA itEH.
« BNATRESHRIEN (ER) AFRER.
o BENERMMEFEANEE Windows i+EHHIHENER.

BXRNEEERTEN B RMZAANEE, ESF Citrix Virtual Apps and Desktops 7 2311,

£ Debian £Fzh% % Linux VDA

August 20, 2024
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BE:

WNFEHRE, HNBVNEERBMREHRTRERE, BMREANNES, S5AXPFRNFHREMLL, &
5Tt

S8 1. FEEEEREEHN Linux 84
S la: IEETNE

HHREHIBRSITENBNENS, 5EK [etc/hostname XX, FEHNXBEITENHNENSZ,

hostname

8 1b: AENEHEFEMHLE
HfRITENE DNS E ML REE S (FQDN) EfMEERE, HiAR2EN [etc/hosts XHMUTITUES
FQDN FMENBAERFIR DA
127.0.0.1 hostname-fqdn hostname localhost
0.
127.0.0.1 vda0l.example.com vda®l localhost
MR E Mt B fipRzt hostname-fqdn 5 hostname BEMEMSI A,
AR
Linux VDA ZgiR3z#F NetBIOS & #i#klf, EH&FFEE 15 MNFF.

e .

[T

QEEFEAFR a-z. A-Z, 0-9 MEFH (-). BBREATHE (). SEMEMTS, ETNBEREURFFLM
PIEFRFER, EHNERT Delivery Controller E#%.

SE1c: WBEENE

BB ENHIEENRISEESTIEH:
hostname
IESfORENTENENS, MAREE FQDN,
I FQDN e ER B IEMTIR:
hostname -f

Iteep <R a1+ B FQDN.
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S8 1d: ZHZ% DNS

BINEBERAT % DNS (mDNS), MX2SHAMBIFLERT—H.

EZ2/8 mDNS, 548 [etc/nsswitch.conf HEXLLTIT:

hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

TR le: WERMBEAMARS AR

HaIAAT LURAT FQDN #H3digixhI23#0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

WNRT AN FQDN 5 Ping B ERE—ItEN, BRREEXTE, AEBYLE,

$7 1f: FRE#HES (chrony)

t#a1% VDA, Delivery Controller figizHlgs 2 BIAIET SHALERRIP EXEE, 3§ Linux VDA B A EHIM (VM)
ARERSHNMHRER>D, HTFHERR, RIFERTENERSRRASEIE,

%% chrony:

apt-get install chrony

L root BFR B, 44 [etc/chrony/chrony.conf HhE M Ti2itiE RGBS FIM— MRS EBEE:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

TEHREEF, HiEMAHFiTHERS, MAREENQHE NTP MRS BREY, NiEFEFHSE Active Directory 15
EHIZR AN — RS 2R B,

MipR5 HEERIE  server 5 pool 8, S#EIR[El IP ik, localhost F1AH#ARSES: *.pool.ntp.org £H,
REEHRHEHB Chrony P2

sudo systemctl restart chrony

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 178



Linux Virtual Delivery Agent 2311

TR LG RERHKE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0

$B 1h: FINEHEEURESERRBIN

3f F Debian 11, &% deb http://deb.debian.org/debian/ bullseye main fTFME
Jetc/apt/sources.list X,

S 1i: REFHEEEERNIEE

=3

AR

BATEWE(UE SQLite BF VDI %, ¥ PostgreSQL BFHREHZRERIREL,

X F RN REM MCS, &0 LL3EE # B SQLite 3¢ PostgreSQL, MA K Foh&L %, FRIFET
[etc/xdl/db.conf F17#5%E, &M Linux VDA BiAfER PostgreSQL.

o SWFFoHRE, BHMF )L E SQLite. PostgreSQL s ERWE, MNREE AT =T SQLite #
PostgreSQL, MEJLERE Linux VDA R+ B 5@ 448 [etc/xdl/db.conf RIEEFEAEH—1,

AEHDABNBUERE PostgreSQL # SQLite MUK INEHEE EFEANHEPHEE—.

%% PostgreSQL Az T T i< IR E PostgreSQL:

sudo apt-get update

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
BERRIEITU T < T BN E5h PostgreSQL siE LRI/ Eh:

sudo systemctl enable postgresql

sudo systemctl start postgresql

%% SQLite 34T Debian, iFE{TUTa< IR SQLite:

sudo apt-get install -y sqlite3
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EEEGANKIEE MRERM%TET SQLite 1 PostgreSQL, METLERE Linux VDA B GEIEHIE
[etc/xdl/db.conf XisEFEREF—1,

1. =17 [opt/Citrix/VDA/sbin/ctxcleanup.sh, IR 2 eHLE, NEHKILSE,
2. 4w [etc/xdl/db.conf LUEE B RRIEIERE.,
3. iafT ctxsetup.sh,

=z

P =

Ay LUER [etc/xdl/db.conf B2 E PostgreSQL Bk S,

TR 2. EEEINEEER

EXFNEMVIEERRZRF L3 Linux VDA 3 VM iziTh, REMFH—LEN. RIBEEEANEMNEREFTS
HIATER, MREFBENES ETTT Linux i8N, NWERELEAER.

&% XenServer (LIEi#rA Citrix Hypervisor) AT {aIE] AR

BAT XenServer BjaEIF ThEER, EEMNHEEMK Linux VM f1, ££i8%) NTP 1 XenServer MR, HE
HBIXEEBRSI T, NBEERNHSHMRSHBARY, BREESD Linux ERFNAZRSES NTP BE, X
BRERZATNNERT. THE HVM EX T HTEMER,

MR EEEITEEBY Linux RiZ, FHEZET XenServer Tools, MALAEZE XenServer Bt a|EF R ETF
EUREEEM LinuxVM 1 2A:

su -
cat /proc/sys/xen/independent_wallclock

It#p<iRE 0 8¢ 1:

« 0-BEEPIEEERA, BXHERMA,

o 1-WEREZIHEERA, TERBEMIEIF.
R /proc/sys/xen/independent_wallclock X#4FEE, WRFEEHITUTHE,
MREBHA, FHEIMZXHEEA 1 RERNEEDIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock

EFELENRAKAES, HEENBMENAEHY, 1EHRE [etc/sysctl.conf XHHFMUTIT:
xen.independent_wallclock = 1
EWIEXLEY, FEMBMARLS:

su -
cat /proc/sys/xen/independent_wallclock
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IteEp<iREE Lo

&E Microsoft Hyper-V it aES a5

R 7T Hyper-V Linux £mARSSH Linux VM "I LR Hyper-V BRI ThaERER ENIRIER LM E, AR
AR PRLERTI R, E—RBALThEES NTP RS,

MERRIFRSH:

1. $T7F Hyper-V EEBIEHI&
2. 3F Linux VM B9i& 8, &% Integration Services (£mRS).
3. HRE%RE Time synchronization (BFEIEF).

} =r

AR

kA% 5 VMware #1 XenServer (LLgi#FA Citrix Hypervisor) RE, XA maZAENIERD IhEE
LUBS 5 NTP REHZR, Hyper-V BfERF IS NTP BaElESHEFHE RN

&8 ESX #1 ESXi L#vEda]F i

B VMware RERS IR, SN FEEIMEH Linux VM &, EH<iBE NTP FEMNEERIEFNR—. mEER
HERS R4, HEENHSEMRSERRS, BHERS Linux ERIHPRNRKNSHENS NTP AF, XiE
MERBRAENERY,

WMRIFEIEITEE T VMware Tools B E#ML Linux Ri%:

$7FF vSphere Client,

4m3E Linux VM 1€ &,

£ Virtual Machine Properties (E##lE) HEES, 177 Options (G£I) &M+

%% VMware Tools,

7£ Advanced (54) 19, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok wn =

#1% 3: % Linux VM 702 Windows 5+

WU T 7% BT Linux iHE#ZME Active Directory (AD) 1:

« Samba Winbind

» Quest Authentication Service
+ Centrify DirectControl

« SSSD

« PBIS

RIEFMERS 7%, RIRBARITIRM.
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AR

73 Linux VDA srgvzsitiik = #1 AD FRESIK A ERERMNA R B, SI1ERIEEEKK.

Samba Winbind
REREHFAFHHES

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

FitBNE N EAERA Winbind s7iPi2F  Winbind sSFP2F S REE AR BB E5h:
sudo systemctl enable winbind
AR

HE winbind #i4afF /etc/init.d T

it E Kerberos Ll root AR &%, 117F [etc/krb5.conf HEELITIRE:
AR

RIEEA AD ERtEMELE Kerberos, UGB EAT B, BMmiER,

[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqgdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

Itk £ X8 domain-dns-name £# DNS 5%, #ia0 example.com. REALM A Kerberos $igi&
R, {50 EXAMPLE.COM,
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B E Winbind S4183F 1T vim [etc/[samba/smb.conf 55477 [etc/samba/smb.conf, AGERBELUT

KE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM 95— FE, REALM X5 # Kerberos g #F.

& nsswitch 77 Jetc/nsswitch.conf 3§ winbind KNEIATIT:

passwd: files systemd winbind
group: files systemd winbind

A Windows i3  ZaUidiishlgs 4 maifinl, HEAEKHAEEERGHTENRMREIEA Active Directory Bk

P

sudo net ads join <Kerberos realm name 1in uppercase> -U <domain user

with permission to add computers to the domain>

B E50 Winbind
sudo systemctl restart winbind

71 Winbind 28 PAM 217l T#H<, #fRit+ Winbind NT/Active Directory authentication (Winbind

NT/Active Directory &1333E) #1 Create home directory on login (EERINAIETER) EM;:

sudo pam-auth-update

e

RYHBNMNEE, winbind SRR A SBLRISET.
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WiHR A S Delivery Controller EkFrE VDA iH&EH (RigZ Windows X2 Linux) #EE Active
Directory #E—MTENITR,.

iz17 Samba 19 net ads &< LU ENEE BN

sudo net ads testjoin

BITU T e L RIEFSMIEM T BN RESR

sudo net ads 1info

i Kerberos i2& EI0IF Kerberos @G EEMEE NS Linux VDA BREMER, BERIERS keytab x4 2
BEIERAEESENER:

sudo klist -ke
&S BREMEFBMSBHEEMGASTANEIEYIR, BT Kerberos kinit &<, LUERXLERA Mg H 2210
I ENN S5 :

sudo kinit -k MACHINES@REALM
HEBENAMTEB B TIEEART, EXFE (S) BAEARFPT (\) #TEX, URERE shell B, EFRLLRIEH,
DNS 152 5 Kerberos g & #F A E, iSHEERMIEZF. NRLSSHRINET, WAEEREAHEL,
BEFERAUTHSWIETENKAN TCT EREEE:

sudo klist

BEAUTHSEETENNKAFAEE:

sudo net ads status

WIEAFSMIIE A wbinfo TERIFERTZIEIRRIBRAFNE%:
wbinfo --krb5auth=domain\username%password
XEBIEEMIE A AD 5%, MARE Kerberos i &#F. 33F bash shell, #HERS—MRFINRMT (\) FR#
THEX, IaREI—FMIhERBER.
ZWIE Winbind PAM 2B EHRERE, EEAUERERNEAF#AES Linux VDA,
ssh localhost -1 domain\username
id -u
AR

EMIIETT SSH 85, 1EHfR SSH EBRAHERIETT.
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BIERE R id -u &<$iRER uid I TITRAY Kerberos EiRETF S F:
1ls /tmp/krb5cc_uid
WIEAF M Kerberos RiIREFHMEIRERTERERTH:
klist
BHEIE,
exit
BB R Gnome 5 KDE 1261 8 W AT AATEMAINL, E#ITEMANRIEERSEMITSE 6. %% Linux VDA,
R

NREREK A ERNIIRITRA SMWIE, EXEERENEE, FERBHITEN, ARER.

Quest Authentication Service

EigisHIgs FBLE Quest  REEEE Active Directory 13 HIg8 EREHEE T Quest Hiff, MABREEEN
R, BRE Active Directory ha|EHENNR,

AYAAFER Linux VDA T8 AT IiLEAFEEEE Linux VDA 8 L2 HDX &iE:

£ Active Directory AP BN EEEHI &, RZAFHFITH Active Directory AP B,
%% Unix Account (Unix #k/) &I+,

%5 Unix-enabled (EEA Unix).

¥ Primary GID Number (&3% GID &3) &BHLFRAEF A8 ID,

Hw N

=3

AR

XEGARSTIREEAR, UEMIIIUERERIG. RDP. SSH siEMEMITZNIHITER.

7£ Linux VDA tE2E Quest

SELinux SRBSIRGISCHERRART A BIA RHEL IRBR38HISTHE SELinux, LL32HITHAESR RN Quest A/ Unix 1
E1EF IPCHH, HEEEARER.

AL ANRERENAEZZZMA SELinux. Ll root BF &%, 418 [etc/selinux/config # %2 SELinux i&
=

SELINUX=d1isabled
WEREREFHEDITEN:

reboot
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BE:

BERFERALIRE. ZAEEHRA SELinux KIKBFILESSHTLYE, BMERX root AR ME MM
P2t

F2E VAS sFiriEF WS AHETFF B 5h4ET Kerberos ZEiRThaE, HMBASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false

LEE LR EITIERRIR S 9 /NBY (32400 ), BNELERIARY 10 /MNEIBESELRE 1/, BEZEEGAPRENR
% LigBERIRNE,

f2E PAM f1 NSS ZEEMiEid HDX #1THE AP & RIUKREAARS (5130 su. ssh #1 RDP), EETUTHSUF
mHEZE PAM 1 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss

X\ Windows 15 5/ Quest vastool s5<3% Linux i+EHINNE Active Directory 5

sudo /opt/quest/bin/vastool -u user join domain-name

user AERIEHHEMN AN Active Directory 158935 B -~ .domain-name Ji%#g DNS & #5, fl0 example.com,
MAEEEFEE Linux 81l

Wik &% Delivery Controller kFrE VDA i+ 8 # (Rit2 Windows £ 2 Linux) #8ZE7E Active
Directory AE—MTENR, EWIEMAT Quest B Linux iHENERE MU TIHA, EHRITUUTIRE:

sudo /opt/quest/bin/vastool info domain

MRHBENEMNE, HaHLRREES, WMRITEVRMNEME, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain
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WIERFP SHWIE ERIE Quest EHEEHEE PAM ST AP #1TH M, AR MAIRERNIZAF KA ER
Linux VDA,

ssh localhost -1 domain\username
id -u

WEREN id -u &<2iREH UID 8IE T XM Kerberos EiREEXH:
1ls /tmp/krb5cc_uid

I Kerberos EiEEETHNZEE T A RERIHA:
/opt/quest/bin/vastool klist

RHERIE
exit

EFTIHIANRIEESEMITIE 6. 2% Linux VDA,

Centrify DirectControl

N Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<% Linux i+&#4Lm
A Active Directory 3;:

su -
adjoin -w -V -u user domain-name

user BHAEREITENMAE Active Directory 1F#IE{ Active Directory 15, domain-name S#2%
Linux IEMIMABIBIHEIE #Ro

WirEm A &% Delivery Controller kFrE VDA i+ 8 # (Rit2 Windows £ 2 Linux) #8ZE7E Active
Directory E—MTENTR, BRIEMAT Centrify 89 Linux i BH2E M TS, EHRITUTIRE:

SU =

adinfo

I5F Joined to domain EEE ALK CentrifyDC mode 2FiE[E T connected, MMEER{MARIEEER
shiRAS, MIZFRFA Centrify TR IRIBE T RS SREET SN RIERH,

BEERUTHSHREELANRFMIZHESR:
adinfo --sysinfo all

adinfo --diag
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Mif5&# Active Directory #1 Kerberos RS HIER.

adinfo --test

FEHRITEMMANRIEESSEHITIE 6. 2% Linux VDA,

SSSD

ficE Kerberos EE1TL Tin$ %% Kerberos:

sudo apt-get install krb5-user

EFIE Kerberos, 3ELL root BR &153T7F [etc/krb5.conf HEE LU TSk
AR

RIEEA AD ERtEMELE Kerberos, UGB EAT B, BMmiER,

[Tibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false

rdns = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

It EFXHH domain-dns—-name &% DNS 5%, I3 example.com. REALM 2 XS H Kerberos g
&#5, Hlan EXAMPLE.COM,

NI U SSSD EEE NER Active Directory fEAE B MREREFH BER Kerberos #1785 %k, B2,
SSSD HAREBFMNFMEER RS keytab X489 AD BR iR, AT A adcli. realmd 5 Samba.
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} =r

AR

AEHABNIRM adcli 71 Samba BEE.

1.

2.

o WMREMEA adcli MAE, BRBEUTIE:

%% adcli,
sudo apt-get install adcli
i@id adcli oA,
BEFEAUTHSHIRIBRE keytab SXHHIINE:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn

user RERUFITENRMEIZMIFEAF. hostname-fqdn 2itE## FQDN #&XHIENE.

FE -H %W, adcli AgeEMERA host/hostname-fqdn@REALM 9 SPN (Linux VDA ERfE I

o

Wik R4S keytab,

izfT sudo klist -ket ®<LUMAREYS keytab XHEBIE,
BRIFSMENEBE S SRt ENUINNRRY A 48 LA,

SNREEFA Samba M, ETHAUTSE:

. RERHE,

sudo apt-get install samba krb5-user

f2& Samba,

17 Jetc/samba/smb.conf HEE L TISE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM I E—1FE, REALM 2 KB 1 Kerberos $ig& ¥,
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3. {#MA Samba A,
THEIEHI BN AAIIEE, FEREHREEENIEITENRMENEA Windows kA,

sudo net ads join <the Kerberos realm name in uppercase> -U <
domain user with permission to add computers to the domain>

RE SSSD LRI EMFATIRME:
MRHRRE, BREMFN SSSD MEERHFE:

sudo apt-get install sssd

MRELERMGE, WENHITENR:

sudo apt-get install --only-upgrade sssd

Ao E SSSD /=5 SSSD <SriFiEF 2 a1, EEE M SSSD fiiE, WFHELRRAR SSSD, BiARL % [etc/sss-
d/sssd.conf FEEXF, HAFsheliE. LU root AR BHBIESITH [etc/sssd/sssd.conf HEELITIRE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_ renewable_1lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5 renew_interval = 1h
krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U
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# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& & 7 true, Ll {& SSSD #& & fa 55 ¥ Windows SID Bt 5f £ Unix UID, &
M, Active Directory @ 71 & % 12 £ POSIX ¥ B 12 . PAM R $ ctxhdx B & il
ad_gpo_map_remote_interactive,

3

Itk £ F>2## domain-dns-name £#05 DNS 154, il example.com, REALM 2AEH Kerberos 4
&R, a0 EXAMPLE.COM, AFEZEEE NetBIOS t5#.

EXEEIRENEE, 5519 sssd.conf #l sssd—ad HWFEMTL,

SSSD SriFiEF EREEX AU IXEBFIEE REUNR:

sudo chmod 0600 /etc/sssd/sssd.conf

B SSSD FiFiERr IETTUA T < LBNEEh SSSD FiFiER, MRETIFiEFE I ENSEINEE:
sudo systemctl start sssd

sudo systemctl enable sssd

PAMERE BT T&S, BiERES SSS authentication (SSS 514383F) # Create home directory on
login (EERNCIRETAR) EM:

sudo pam-auth-update

Wikl A & Delivery Controller ExkFig VDA i+ E#l (Windows #1 Linux VDA) #E7E Active
Directory #E—MIENINNR,

o NREEA adcli BiBE/KRS%, Ei517 sudo adcli info domain-dns—-name &< UEREE
B,

« WNRMER Samba BIBEME &, 1Ei51T sudo net ads testjoin &LRIEHENEEEMAE
%, &f7 sudo net ads info GLWIEFIMIEFITENIIRES,
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iF Kerberos itE ERiIF Kerberos REBEMEEBERNAIS Linux VDA BEREER, BRIERS keytab X2
EEREAEESENENA:

sudo klist -ke

S EREMEFEMERBEGHSTAMNERYIR, 1517 Kerberos kinit &%, EAXEFAREEHRE
I EN S5 :

sudo kinit -k MACHINES@REALM
HENATEB B TIEEART, EXFS (S) BAEARML (\) #TEX, UERE shell B, EFELIRIEH,
DNS & 5 Kerberos S Z AR, BHERERMHEM. MRLEHSRINET, WAKERE@HH,
BEAUTHSERILTENK,HN TCT BE7%=:

sudo klist

WP S%IE SSSD FEHEI TFIFEFRHATURSMNEIENGSITIR, Ret@d PAM 7l
EI0IE SSSD PAM R 2R EEHECE, BEAURIRERMNEAF KA ER Linux VDA,
ssh localhost -1 domain\username
id -u
klist
exit
BIE klist & <& [EH Kerberos ZREEEA T AP H B kid i,
M root AF &1, WIEREERNIEN id -u $<REH uid BIZEN N EIBEEF M
1ls /tmp/krb5cc_uid

AT LLEId &R KDE 3% Gnome Display Manager 4728 AR, B TIMNIIEGHEHRITSE 6: L% Linux
VDA,

PBIS

THFER PBIS #h&Ea
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

£ PBIS L&At
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh
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=17 PBIS ZiEiA
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh

A Windows 1 @89Sz HI BRM A AR, HEGHFEEENEITENFRMEIEM Active Directory B %
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user

user A E K EMHFME Active Directory H #9315 . domain-name Ji# DNS & #5, 140 exam-
ple.com,

EE: B¥ Bash i@ERZRIA shell, iEiz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash =

A
~o

Wikl A F Delivery Controller xkFrg VDA i+ E#l (Windows #1 Linux VDA) #E 1 Active
Directory fE—MIBEHNR, BWIEMAT PBIS 8 Linux B E2EMTES, BEHITUTIRE:

/opt/pbis/bin/domainjoin-cli query

MRABNEMARE M, L RREEXHFIMAN AD M OU WiER. &N, RETENZ.

WITAFR BHRRIE EI0E PBIS 2T/ 6Ef5iE1Y PAM ST AR # 1T R I, EERUIRERNIZRPKARER
Linux VDA,

sudo ssh localhost -1 domain\user
id -u
WIERE N id -u H<EEA UID 81 7338 Kerberos EiBEF 4 :
1ls /tmp/krb5cc_uid
BESIE,
exit

TEBTIHINANRIEEHEMITSE 6: 2% Linux VDA,

S8 4: 2%.NET Runtime 6.0

£&R% Linux VDA Z &, &8 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers EB9BA%%E.NET Runtime 6.0,

2% NET Runtime 6.0 5, 3=1T which dotnet &5 $ & EHEITITER R,
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RSB SHE, RENET Runtime Z#HIXHEREZ, M, WRHSHL A /aa/bb/dotnet, 1B /aa/bb 1

79.NET Z#HIS B 12,

S8 5. T3 Linux VDA #i{+£

1. %= Citrix Virtual Apps and Desktops FH &,
2. BFFiEZhR4AH Citrix Virtual Apps and Desktops.

3. BFFAMUE Linux VDA, #li0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. B Linux VDA §#Z73A19 Linux VDA FTEHR A,

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (SUSE)
~ Linux Virtual Delivery Agent 2305 (Ubuntu)
~ Linux Virtual Delivery Agent 2305 (Debian)
~ Linux Virtual Delivery Agent 2305 (Amazon)
~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

5. THEHSEM Linux ZfTARITEZAY Linux VDA 348,
6. THAHATRIE Linux VDA BB =24 GPG 2. fli:
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Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -3440f3¢9a0385£23044108316040 -~ orte0a

EWIE Linux VDA R4 BHTEN, BETUTHTURRASNE DEB $uEEHR UK ER G EHITEN:

sudo apt-get install dpkg-sig
gpg ——import <path to the public key>
dpkg-sig --verify <path to the Linux VDA package>

H1% 6. L% Linux VDA

+$12 6a: % Linux VDA

£/ Debian B4 @ &R % Linux VDA Bft:

sudo dpkg -i xendesktopvda_<version>.debianll_amd64.deb
Debian 11 f9{&IATIR:

libnss3-tools >= 2:3.61

libfuse2 >= 2.9

openjdk-11-jdk >= 11

imagemagick >= 8:6.9.10

ufw >= 0.36

desktop-base >= 10.0.2

libxrandr2 >= 2:1.5.1

libxtst6 >= 2:1.2.3
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libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.53~
libmspacke >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5.5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0
libimlib2 >= 1.5.1

AR

B XILhRZASAY Linux VDA 2589 Linux Z1ThRH Xorg i AsmI5IR, BEHARAER,

$1Z 6b: F4 Linux VDA (F]i%)
Linux VDA M RIFhRASFHITHR. B0, EAILUE Linux VDA M 2308 #4&ZI 2311, M 1912 LTSR A4 Z|
2203 LTSR,
sudo dpkg -i <PATH>/<Linux VDA deb>
=W

AEMBEREREE [etc/xdl THEEX M. EHITHRZA, BSUEHXLEXH,
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HB T7: =% NVIDIA GRID Kzpigrr

BF3 HDX 3D Pro EXREEEMHEIEZFH VDA 1541 %% NVIDIA GRID E=piErF.

EERTEEIWEERER L ZRMEE NVIDIA GRID &4 GPU E188 (ENIRER), BRI TERE:

o XenServer
« VMware ESX
« Nutanix AHV

EREMECE NVIDIA GRID & VM EK&higrr, EHRIT TENEITE:

1. HREKE VM BXiF,

2. FEMWNEREEFERERT, VM DE—1 GPU.
3. B&sh VM,

4. £ VM LZRERE VM BKahigrr.

#1128 EE Linux VDA
FE

RIRBEBTNIFIREZA, BFHRREEENEREERFAPFRET en_US.UTF-8 XiFigE, MR ZXHIGER
EHRERLT TR, 51T sudo locale-gen en_US.UTF-8 5 <, *1F Debian, @i BUETR #
en_US.UTF-8 UTF-8 173418 [etc/locale.gen xXf4, $#A/5i=1T sudo locale-gen &%,

RERMGEE, BIETT ctxsetup.sh HZREE Linux VDA, HITEMERZ A, ZHAELKIEINE, WERFAE
RMBEERE, MALE, JUBNERNEITZHEAUENRE,

AILUZR B R FaNETHIZA, el LUIRAMGEENIAN BohiEiTHIZA, 5@ (Fel, BEEEZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help

RRECE

BITaRTEMRENFEERE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh

BEicE

BEREN, REMNAFRFENENAIRMEEERM, NRFMFNMEEERET, WHAFTSRETAFREEAES,
MMAFEI AT R ET 12,

SFNIFIREEEE:
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+ CTX_XDL_NON_DOMAIN_JOINED="y|n' - &gt HHlmA
Ho BOAMEN 0. MFEMANENGE, FHHREN 1.

+ CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA Zxk{EF Ker-
beros itEi&E® Delivery Controller #1751530iE, Kerberos REIRERZ LELREMBE B Active
Directory ER T BHfi%E,

+ CTX_XDL_DDC_LIST=" <list-ddc-fqdns> - Linux VDA Ekig{tH =589 Delivery Controller
T2fREER (FQDN) 73Uk LUETF M Delivery Controller #1173, H%HELEE— FQDN 5 CNAME,

« CTX_XDL_VDI_MODE=" y|n’ - $itBNEENEARELMEE (VD) ERAEASSEREEL, 3
F HDX 3D Pro 4%, WZEREN 'Y .

+ CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA 3% HDX 3D Pro, X2—4H GPU miEER, SEMK
EEFNBAREFNEBYKE, NR%EET HDX 3D Pro, ME R VDI £&E (£xiF) EXEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEERMEERERE Linux VDA RS,
« CTX_XDL_REGISTER_SERVICE=" y|n’ - EEznitEH/E/E Linux Virtual Desktop AR%3.

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA RS &R 7 i 15 NRLIE @ R 4B A S,
TRITE RS A& BB Linux Virtual Desktop ITAFrEIRO (EXIAEOA 80 7 1494),

o CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - {s T EXZ S IFHEHAH
GNOME . GNOME Classic 5 MATE sS&EF 15, MRAIEEEE, NEHAE VDA LERENEAREHE,

HRJ LB SRR TS BR B BiraiEA R NEEIFE:
1. 7= VDA k& $HOME/<username> BER FoIE—1 . xsession X,
2. BiE . xsession XHUREBRITIRIEE REFE.
- XF MATE £E
MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
4

- &FAF GNOME Classic &

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- X+ GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
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exec gnome-session
fi

3. SEBRRIEAFHE 700 XHIR.

Bhizs 2209 2, RIERFPAMBEXEKEI R, 4ARsIE VDA EREAIMNKIEIFE, FaEERALLIN
BB AXBMER, BENESIERAF YD EEXREIFR,

o CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% .NET Runtime 6.0
LUz i5HY Broker KIEARSS (ctxvda) MIBR12, BRAKRER  ‘Jusr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i&@d TCP/IP 05 Delivery Controller i&fz,

« CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i&id DNS 2 ¥l LDAP fR5588. E¥ DNS ERER
REIAMIE R, MIEE DNS iiR&if. IRAHRE, HHHIREN ‘<none> &

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA Zif) DNS sk &5 I LDAP BR5323, R
DNS xR it LDAP RS12R, BRI MURELUE=E D RA LDAP FQDN (%8 LDAP #%0) %R, £,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E 7 Active
Directory M B FAERA LDAP &8, EEiiEtIE LEAERE R, FEHEXM LDAP IROSIEE RN 3268,
BIMERT, LT2LEAN ‘<none> &

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&i3 & & /5 Active Directory i3 iR #9 1%

RERZE I LDAP (g0, DC=mycompany,DC=com) ., AR EE R M, TLUIEEEEEM
0OU=VDI,DC=mycompany,DC=com)., MRFHEE, FEHIEEN ‘<none> |

« CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA z##{# /A DNS CNAME i2 ®15% Delivery
Controller &#F.

REWREEHIETREMA:

export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<1list-ddc-fgdns>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate|'<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
export CTX_XDL_VDA_PORT='<port-number>"

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

BT sudo <R, BA -EXTLUBHNBERRELEEFBLAHECZNF shell. HMNBIWEERAFENGSHME
#1/bin/bash {ERE—1TREIZ shell B,
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F5b, EALUERAR NS EERASH:

sudo CTX_XDL_NON_DOMAIN_JOINED='n" \
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \
CTX_XDL_DDC_LIST="'<list-ddc-fqdns>"' \
CTX_XDL_VDI_MODE="y|n' \

CTX_XDL_HDX_3D_PRO="y|n"' \

CTX_XDL_START_SERVICE="y|n' \
CTX_XDL_REGISTER_SERVICE='y|n"' \
CTX_XDL_ADD_FIREWALL_RULES='y|n' \

CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate|'<none>' \

CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
CTX_XDL_VDA_PORT="'<port-number>" \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST='<list-ldap-servers>"'|'<none>' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>" \
CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n' \
/opt/Citrix/VDA/sbin/ctxsetup.sh --silent

HIFRECE ek

ERLERT, EusEEEMRR ctxsetup.sh BB BFFMEIER, BAREIE Linux VDA 6,
YRETIRIERT, IBEBLMANERER:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
MprECEE R

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh

BE.
teR A MBI EEMIBRFR B BEC B EIE, MITME Linux VDA &R,

RERE

ctxsetup.sh 71 ctxcleanup.sh A EEH A LETHEIR, HEHMEESANEE B E X4 [tm-

p/xdl.configure.log.
ZFEsh Linux VDA BRSS, HREREN.
#0% Linux VDA ¢t

ERE Linux VDA BREREHEEESRENMBINRE, BETUTHL:

dpkg -1 xendesktopvda
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EEESHAER:
apt-cache show xendesktopvda
ZEE Linux VDA 14, EHITUUTHRIE:
dpkg -r xendesktopvda
AR

E0% Linux VDA 4= MIFRKEXHY PostgreSQL fIEMEEHIE, BR, FaMPRERE Linux VDA ZHHZE
8 PostgreSQL 4 & E ik F e 4 &0

m:

AT FRIERRNBEHE PostgreSQL EMBIKRFER (4 & BIMFRIR1E,

$1% 9: 1517 XDPing

41 10: i=17 Linux VDA

/A8 ctxsetup.sh HAEE Linux VDA /5, EERUT&H<ES Linux VDA,
Bzh Linux VDA:
BEh Linux VDA BRS3 :

sudo systemctl start ctxhdx
sudo systemctl start ctxvda

{21k Linux VDA:

{21k Linux VDA BRSS, 1BHITUUTHRIE:
sudo systemctl stop ctxvda
sudo systemctl stop ctxhdx

AR

E1Z1E ctxvda 0 ctxhdx [R5 2 71, 1517 systemctl stop ctxmonitord &< LUE IE SRS SFPIER
BN, HMRSFIFEFEENBMEFELNARS,

E# AR Linux VDA:
E#H AR Linux VDA BRS:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 201


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/administration/troubleshooting#xdping

Linux Virtual Delivery Agent 2311

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx
sudo systemctl restart ctxvda
¥ Linux VDA R7S:
Z10% Linux VDA IREHIEITIRE, EHITUUTRIE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx

SE 1L IR BRIER
BRI EANE RAAM Linux VDA it EBZ 5 %E 48 Windows VDA 753££ M. B XIMNATEMXLEAESHIEME
AEVIRER, FERACEITENERMEREITENE R

BIEES Linux VDA itBNMITEN B RN S@EIG—LRE], FEiZdiERRTFH Windows VDA i+ B 8IEE T &M
BR:

o WTFRIERSE, BER:

- ZRERERFEN WFREAZRERGER),
- BRERERAEDR (ERT VDI TRERERZHER),

o BHMER—MIENBRTEAMEA Linux #1 Windows VDA HE#.
AE:
EHAkRZAH Citrix Studio A% “Linux #ERL” MIES. B2, 1% Windows Server 1&1E R A RS

BRFAFRNZRATEARERZIEITEE, %F Windows SEIRFRAHKERIFRALENF R FE
BETEN— TR AEE,

e

NRMIBRITENEFEEFRIMA Active Directory 15, NAFMFRITEN, AEBEEHRRANIIHENE R,

SR 12 SIERA

BIERTAMARMES Linux VDA itEHBIHEN B RHiZE5 Windows VDA i+ EH/LFHERE. BXINETEMmIXLE
ESHNEMFAEIRPA, FSREEZ T,
BUEEH Linux VDA i+ B B R AHAR @G TRE:

o WRFTIE AD BFRAABEREE, BEBERE Linux VDA itEH,
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s BNAFRESHRIEN (BER) AFRER.
o BNERMGHEFENEE Windows itENHIHHENE R,

BXRUMALETETERNRGANES, 5 Citrix Virtual Apps and Desktops 7 2311,

[l

August 20, 2024
KEXABEANAT Linux VDA BIIHEE, BIETHREIRER. ECEMBIEHRR.

B

August 20, 2024
KHOIABTEEUTER:
e Linux VDA #iEUsse1t4!
« HDX Insight
» 5 Citrix Telemetry Service &£/
« @ Citrix Daa$S Standard for Azure 89 Linux VDA B&E#
« Linux VM #1 Linux &i&3Et5
« BEWE
o RIEHFRIE
o BMRSTIFER
+ Troubleshooting

« Others

iEATF HTML5 #9 Citrix Workspace M BiEFXZ#F

872 Python3 [EiNFE

# NIS 5 Active Directory sk

IPv6
LDAPS

Xauthority
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Linux VDA #EUk &t

August 20, 2024

2% Linux VDA f5, 8BS 5HIBREIT, SUBKEITIIWESITTSENERBEREEH B HIELXE Citrix
Analytics, U#EBNRS Citrix =REVREFMIEE, BB LRLEHEERHRIEN,

AMRIRE

BIAMERT, Linux VDA BRI A FBARS. sJ@E U TEMRISERARBEAIZITR:

fii&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&7#5: CEIPSwitch

E: 1=8BZH, 0=88A (BiAE)

WMERKIETE, WEM Linux VDA $iBUREE T,

AIBUBTTIA T an<3REE A Linux VDA $iEUREEItXl:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "CEIPSwitch" -d "1"

M Linux VDA W& 33E

TREM T WEABIER TR,

BIESR FEMERIZ IR

& GUID machine_guid
Linux i&ER B ARZS 0S_nhame_version
AD fBRA R ad_solution

Linux AZhkzs kernel_version
GPU 3! gpu_type

CPU m#% cpu_cores

CPU sx= cpu_frequency
YIEBERERD memory_size

iR

BT RRMEREEER T B AT
GUID %5

FREH, RRITENE Linux &1ER
SRR

FRIE, RNITENBEINATGE

FRE, RNTENBIRZARE
=7 VDA it & HH GPU %2
B, ®ritBENE CPU Rz

= CPU SIRpF =3 (LU MHz 79
L81v))

B, ®rMEREXRN (LLKB A
1)
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HiER

LVDA hixzs

LVDA EHi e RE

EBEEA VDI &
LVDA =& 757%

Z&BAHDX 3D Pro

=EBEAT BCR

RIS E
7 ID
VDA Ei LR

Receiver ZFumsEHE!

Receiver P igiRas

FTENIT ¥R
USB EE Mt
Gfx iR{HtiZFRE

ES-AnE
RBFEFEES

BRERETAIH

MInLmARID IS A

ERRIE TR

vda_version

update_or_fresh_install

vdi_mode

install_method

hdx_3d_pro

bcr

system_locale
farm_id

vda_virtualization

session_key

resource_type

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

grahpic_video_codec_type

iR

Fri&E, RTREEM Linux VDA ki
PN

FREB, ROEESHLESEMY
Bl Linux VDA #x4-&

FRE, RESBEAT VDI #EX

Frid, RnEIHER MCS. PVS,
AN RERTFNRELET Hal
Linux VDA #4+8,

FriR, RAESETENLBRT
HDX 3D Pro

FREB, RAESELITEN LEA
THHBARBTEER (BCR)

FREB, RATENMNKIFIEE

FireR, ®717 Do

FRER, RTEIET VDA NEMIE
EiEr
R MEIREVEIERI =I5

FREB, RNBHHRIENERER:
SEZ <appname>

B, RATRm=1EN Citrix
Workspace [z FBiEFARE

FRE, ReATRHRIEN Citrix
Workspace [z Ri2Fhi A

BY, RISIEERITENTIRERREL
B, RAAIEFER USB g&rIRER
FREB, RISENEREREZRE
it

BY, RISIERECHREK
BERPEENMBEIEENASKT
FreR

B, RIEERFREERNATRIETR
MARFNSIEERMAR S RIE
R ER

FRIER, REEBNREDSEAT
Thinwire,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

205



Linux Virtual Delivery Agent 2311

HiER

EREELE

JKEN

IKENZERARE
IKENBEXXAEKE
MTU

MTU MSS
XfHeh
X L HIRE

XA T ERE

HDX Insight

August 20, 2024

pu

ERRIE TR

credentials_type

watermark
watermark_transparency
watermark_custom_text_len

mtu

mtu_mss
filetrans

filetrans_upload_count

filetrans_download_count

Linux VDA &4 3z#% HDX Insight Thgk,

[
ik

RERHRHETERE,

ERER

iR

B, REATES Linux VDA K
EiERD

FRER, RAESBATRIEKED
B, RT/KEDEHEE

B, "RNKENBEXEKE
FRE, RAeAESIEhERR
AfEiaE i (MTU)

B, RRBRADEAN (MSS)
B, /A ERRIEISE

B, RASEPER “LFH BIR
BT HERBRER

B, RAIERER “TH Bir
BT AR me RS

HDX Insight #&434fi@id Citrix Workspace R F#2F#1 Linux VDA Zia# Citrix ADC %&#9 ICA JE 8. Fie HDX
Insight #3958 NSAP EHLEEH LIKREEA R E. NSAP ERLEERINSTRARES.

UTar< 23 2BMBRA NSAP Eil@iE:
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
--force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
--force

EEHR
FEREAEBIER

BIREEmARE:
+ HDX Insight RIEHEE,

fign, 7 Citrix ADC L/Z/ AppFlow, Z¢#7E Citrix ADM EEE T REHEY Citrix ADC 324,
 7£ Linux VDA LER/E50 ICA 1= EHLEE,
ps aux | grep -i ctxctl

IR ctxctl KiE17, BESEERBEFRLUA Citrix IRERE.
FEREANAREFHRER

BWIARSERAT TEEIEE B TENBERF EEET.

5 Citrix Telemetry Service £/}

August 20, 2024

@35 Linux VDA 24 s A Citrix Telemetry Service (ctxtelemetry), &aLE1T Citrix Scout, SAEfE
A /opt/Citrix/VDA/bin/xdlcollect.sh fiZRIkEH % Linux VDA BB E.
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&4 Citrix Scout - X
Collect 0

Select or add machines to collect data from:

+ Add machine Filter by machine name Q, ‘
Name Type Status
[0  rggbe-lvda-1.bvtlocal Linux VDA
[0  rggbe-lvda-2.bvt.local Linux VDA
[ rggbe-lvda-3.bvt.local Linux VDA
[ rgghe-lvda-31.bvt.local Linux VDA
[  rggbe-lvda-5.bvtlocal Linux VDA
[0 rggbe-lvda-6.bvtlocal Linux VDA
rggbe-lvda-8.bvt.local Linux VDA erified
[ rggbe-tsvda-1.bvtlocal Windows Multi-session VDA
[J  rggbe-vda-1.bvtlocal Windows Single-ses DA

+* 1 machine selected. Back m

BAMEZA Citrix Telemetry Service

z,

- EFAZRS, FinfT sudo systemctl enable ctxtelemetry.socket &<,
o EXRZRS, BIE1T

.

i&i51T sudo systemctl disable ctxtelemetry.socket.

i jm|
ZIAERT, Citrix Telemetry Service (ctxtelemetry) B TCP/IP 0 7503 fifF Citrix Scout, ©1EA
Delivery Controller £ TCP/IP i 7502 5 Citrix Scout #1715,
BERE VDA FERIRA, BHITUTERE:
1. EENATS Scout BEMIRO, HBITUTHL,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t REG_DWORD -v "TelemetryServicePort" -d
<port number> --force

2. EEXM0F Scout WERFIHA, EEITUTHLUITAHHEE ctxtelemetry.socket 32t
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sudo vi /etc/systemd/system/ctxtelemetry.socket

ux VDA telemetry

3. BEBEITUTHLTUENBHEEFHRO.
sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket

4. EAEEERBARBO.

Fan, MREFERAMNE Ubuntu, 5517 sudo ufw allow 7503 < LUSAikO 7503,

AR

WA UK AIETT ctxsetup.sh REHAITHRIEMNS B 3 1 4.

IR
R Citrix Telemetry Service & ZMEAA RIETT, WEIUBARXERBERE.,

1. EEAERER, BETUTHSUITH ctxtelemetry x4, #AE% DebugMode EEHH 1.

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry

2. FahfELk Citrix Telemetry Service, H&EERF 15 S #LUERS BafELE.
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ELRGIAR, ATLLETT AT < RIEL Citrix Telemetry Service,

sudo netstat -ntlp
Kill -9 1958

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEF &R Linux VDA F#1£ /var/log/xdl/ & #
telemetry-debug.log,

AR5 EF AT E]

TAEEFIRON systemd sFiFiEFRIABHER L E%XR, Citrix Telemetry Service BHARFELLRES, #H
{R7EM Delivery Controller % BEWEERINEE, HERETRE, RESEHMNVREIER, FE58ER 15
S8, MBEEEFABEER, WEHEREL, ATLUBIT U ToSREEFRFNE, &/IVEHRN 10 2%, WRIEENE N
10 7%, Ns/IVE 10 2HRER. RESFFENEGE, FLEHERBMRS.

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <
number> -t REG_DWORD

FOUEM IR
EFRRERERSZE, BIENSKHINEENES ST ENBET,. XEMNIRRERBEXLEER, MEESITENN

MIAKY, Scout BET—FKHER, RAUBINUMNEIEER, HBXEIEVXMIFMAES, 15251 Citrix Scout XAEHRILE
IEME RS

i@iZ Azure #1T Linux VDA BEB1E#Hh

August 20, 2024
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LthIhAEH B F 3 BNk E i RIAYBY 8] B ZhE# Linux VDA B, H#&7E Citrix DaaS Standard for Azure (LL#T#RA
“EATF Azure 8 Citrix Virtual Apps and Desktops Standard”) &6l Linux VDA RIEEHER, &7 Azure &
AEE VM HEMAEEANKR. BXFAES, ESRE Citrix DaaS Standard for Azure 8 Linux VDA,

(=

EfEMILINEE, BRERUATIE:

HR 1. BEHESME VDA € L) Azure 523

S la: 7 Azure itk P FOIE— M BRH BB RIHIREFIILE S Blob (Anonymous read access for blobs
only) (Blob ({8 blob KIE R iREXIARINR))

=

AR

Azure B2 blob ZMHFFIFEMEE, Citrix WEAMRZLABEREERT. I THERIERSMAMAER
%, EESREMEREEARIARLRIGE N Private (no anonymous access) (FA% (£ERiARR)).

S 1b: & VDA B B &# 58 % Updatelnfo.json #9 JSON XX/, BXRXHEEINHRA], BHSFEUTHR:
{

"Version": "21.04.200.4",
"Distributions": [

{

"TargetOS": "RHEL7_9",
"PackageName'": "",
"PackageHash'": ""

}

)

{

"Target0S": "UBUNTU20_04",
"PackageName": "",
"PackageHash": ""

}

]
}

Hrh, “Version” R5#8 VDA B, “Distributions” E—4HFHNR, S WEKREE=/HH:

« “TargetOS”: %712 “RHEL7_9” GEAF RHEL 7. CentOS 7 #1 Amazon Linux 2) 5% “UBUNTU20_04",
ctxmonitord T AIRBIEAME ML 1TAR.

+ “PackageName”: iEEMAH VDA REEH LA,

+ “PackageHash”: £/ shasum -a 256 <pkgname> &<itHEi SHA-256 &,
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R 1c: ¥ JSON X4 Linux VDA S4B REThRZA_EHFIER Azure B2

H 2. EEMEHES VDA LB BEEEHINEE

RIAMERT, BREFRVFRBAERS, MR Citrix DaaS Standard for Azure # 8 Linux VDA, %7 Eig
HITEERR. &N, BEEES 8 VDA BRI

EERABARENR,IBFETEMTUTRENS S, UHE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
T AR

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0
x00000001" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local

-Certificate-Path-of-PortalAzureCom>" --force

TRNMB T EMTRIRE.

AMRIRE 588

fEnabled IR B ARMET, BANBERT, ZER 0, XRREEREH
BEZRH, aIUEEIEEN 1 LUIEREREH.

Url WIS ERNHEDT, ©I8E Azure 288 URL LUEREXEH
5 EFFHY VDA 8,

ScheduledTime LB A ET, TLUGHIEEHR Immediately 5

NextStart. Immediately &% & 7% VDA Hifr 2 im
M ENEITEMH. YTHRERSBENERIEE R0,
IATUER, B2, MR THRGANEEMALNRIE,
NATgE= BT A 5%, NextStart EkEE TRESH
ctxmonitord BHE1TEH, U THERERSBEHNEHR
FESH, WETER,
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FMRIKE 15 EH
CaCertificate HiIGEATEIGE, B8 PEM iEBrEEERZ LIS

Azure A28 URL, #F Azure blob, BaILIZMNE
SR HER N PEM 89 portal.azure.com BIEH,
ATREER, BRITENERMLFMRIGE, B2
Ubuntu = Debian 7% #%i&&, EA1E Ubuntu 5
Debian LfEMIEEMIERXHIRIEXTESE cur L 65
T ERTAIETT. RRIEEIEBHNRENIR,

B335 ctxmonitord i, ©E%EZEE Url LUKE Updatelnfo.json X, SABEM JSON X R EHhR s,
RJE ctxmonitord 2 EMARA S LRI ARAHITE R, MBYURIRERE, ZRSEM Azure TEFARAH VDA
REaFEHREELRM. 25, ©1RIE ScheduledTime HIREETEH. XMTAMBE, EOUEEEHBE
ctxmonitord Lifit 4 E 5. B2, £ Citrix DaaS Standard for Azure &, &3¢ VM B EEERANE, REEEEH
B0 VDA itBHEEH A5 ctxmonitord. MRTHEK, &K VDA EEIRFIME R,

AR

o TEBREEHE LRREREMRIGE,

o YIRIFRHRIFAE VM R THREE, NUNETESEE,

o EMRMHEA URL &, HIEBRVM £ERE curl,

o MREFMERIGKK, BREERER.

o MREFRMEBEIRM, F—MEHBIEF RIS RREMZAD Linux VDA, XMERFE&RER T
s EINBEEE/LOHEIEZ8ESEM. Citrix Studio FEEREIEREE.

Linux VM #1 Linux £iEi5#x

August 20, 2024

TR T —LEEAT Linux VM # Linux £iEH36R.

=L FREBER &R VDA R WA &

ICA ZEIR 2311 ICAIEREAR FEFMLIE  7£ Citrix Director #1411
R, IIERETMERTE  BPHETM.
18, EiRRILIEIR, ETH
RAEFAEESRE,
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=L

R

BRI

REENEITER T

FREBIERIK VDA hivzs

2311

2109

2109

WA

S EIESEEERS GRS i
HETEREFHAEEMNE
PRV EREEIEI & L,
ERERIEN—MES,
Zidi22ieAP M Citrix
Workspace [z FRi2FF 4
R B EAIERXE
KE. EEFIRIFIET,
&%= Citrix DaaS Wi
MEM £, Monitor $ LU
Director =HI&H A R
&£, UM Citrix Virtual
Apps and Desktops %
HIARZSF] LTSR ZPEHITH
BT HBR. TE MR
*E, BETHBERIGENY
BRI HRNEFRH LB,
EERMENEL, BEL
BERMH B ER AU
Ei=to

D BEEEREDHNBEMER
ERRE, BB
B, RBERGHREHAU
GFNERERTE. 2158
MEMERITHRIIBERS
BN BMEMEERR. =
AR EMEE iR EER
EERRERN, BBEAE
MEMEE. EXRIEER
EENREAIFAER, 18
BRNTXE,

Sessions

P in B EREE R

o

SIEAI R RIEIRE

&

7z Citrix Director #ni5#%
23R Ao

RIEE MBI PR Ao

1z Citrix Director Fni&®
PR Ao
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=L

TIRETE]

Linux VM 9% £4545

i

ICARTT

BEUE

August 20, 2024

AEIE R GIEER

FREBIERIK VDA hivzs

2103

2103

1909

1903

T=REEA T Linux VDA BMBEIZ RNl

BEX R

BEERRR

HDX hdx.log[.n]

BEXMHRR

WA

EiRRIAETR, BB IEE
HEEE > RE>FERIE
IFFERIERHE.

Linux VM By LA T 25645
AIA: CPU L. WE
K BERESLURLEFIMN
s CPU MAERI A=
Linux &R E g
TRIEHFAEENERET
73 UDP 3§ TCP,

ICA EiRBtE (RTT) @M
TR TENRE DM I
& LR MET e, B
FREY ICA RTT #E#%, 1&7E
Citrix Studio #6l% ICA
HRTIEITERM ICA R
(A L NEIR LTS

&

7z Citrix Director #0541
23R Ao

7z Citrix Director #0541
23R Ao

7z Citrix Director #i5#%

iy ETA,

17z Citrix Director F0i&®
PR Ao

1

hdx.log,
hdx.log.1

AEERIEA BAREIXHE ®BREE K

1% PN UNEY &

Efz. &R, 200 MiB 14 Yeix, mEd

B, BE. 24N BEx setlog 5=
BiR EF#HTECE
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BEXHEE HBISXHRT BESERFA SAREMTXH  RiREE R

AEiERER o 1 15 K NME) [y
Jproxy jproxy.log[.n.logloxy.log.  VDAZ#t. B 20 MiB 1 HEIxs, whEE
jproxy.log.1.log™ HHIIE 10 MBExXt  setlog KA
EFEL
[etc/xdl/log4j2.xml
BHITECE
VDA vdaYYYY- vda.2024- VDA F#ft 10 MiB 1 HEIf, whEE
MM- 05- 100 MEXH  setlog StA
DD.hh.mm.ss.166.20.18.40.log EFH
Jetc/xdl/bro-
kera-

gent.conf 3#
TEEE

s E—NHEHEXHNEMPEERT, BEXHL “n” {5, AR “n” RRXHEHE. F10, “hdx.log”
BH—HDX BEXMH, “hdx.log.l” @ =1 HDX BEXH,

o BPAEXHHIRAKNIKFT (MiB) HRAHITIE,

o EREMERRAHBENXENEAXNNBEXXHNA ‘Yo" BEXH. 4 “Hai” BEXHEEED
XHRRAKNY, ERRBHALER 1B BEXH

o RIREEIRENRFTURESN 1B BEXHHE. KREIRGE, RIBEYEESXEREHRMIER.

AEICREE

EBHABRMEEXESIEREENEMESR, W ERRBPERIIFMAESHITT 7.

Linux VDA ¥ B EIEREIALFBARS

ctxlogd sPiPI2FAD setlog SEAIEF GFE7E Linux VDA RRAZRFES, ZNERT, ctxlogd sFiriEFERELEH
EZE Linux VDA BB 5. RERMFIEHEMRSHMET ctxlogd sFiPIEF. MEAFERE Linux VDA, AJ{ELE
ctxlogd FiFiER

i@d [etc/xdl/brokeragent.conf itE VDA HEIZR

3 =

AR

MRERBA VDA BEREREEBSES, MARNAREMBATIEREH BINENBEXHHRAKRN), N
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A ERAXEE AN setlog LAiEF. BN, &M /etc/xdl/brokeragent.conf,

VDA E#y /etc/xdl/brokeragent.conf X aJ B FEE VDA BEER. Fl0:

' value="

" value="1

value="5@"
' value="2"
value="tru

" value="48

BIAERT, TURER “IB” VDA BEXHREAHEN 100, FREFSENHFITEE,

i@ [etc/xdl/logaj2.xml EZE Jproxy HEIER

=

AR

MRERAEH Jproxy BEIEREEAERH, MARNAREMATIERSH BINREMAEXENRAKDN) ,
Ne] AERAXEENAN setlog AR, &M, FEA /etc/xdl/logdj2.xmls

TER&ET /etc/xdl/logdj2.xm| B2 & Jproxy HEIZRMRGI, H+ SizeBasedTriggeringPolicy £#isE %
A Jproxy BEXHRIRAKD, T DefaultRollerStrategy 248 BT LR Jproxy BEXHE K.

<!-- Logging

<Properties>
<Property name= >%d{yyyy-MM-dd HH:mm:ss.S5SS}{GMT} [%-5p] [%tid] - %m%n</Property>
<Property name= >/var/log/xdl/jproxy.log</Property>
<Property name= >/var/log/xdl/jproxyperf .log</Property>

</Properties>

<Appenders>

<Console name= target=
</Console>

<RollingFile name= fileName=
filePattern= >
<PatternLayout pattern=
<Policies>
<SizeBasedTriggeringPolicy size=
</Policies>
<DefaultRolloverStrategy max= />
</RollingFile>

<RollingFile name= fileName=
filePattern= >
<PatternlLayout pattern= />
<Policies>
<SizeBasedTriggeringPolicy size=
</Policies>
<DefaultRolloverStrategy max= />
</RollingFile>
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i@t setlog SLHEFEE HDX HEIER

setlog LA#EFMITF /opt/Citrix/VDA/bin/ 812 . R root BFRENEITZIZERF. AILUMER GUI SEfTH<RE
ENENGERDT, SFEE (AEXHRE. BN XEXRNREFRREE) MEERM. HBITUT < UIREER
setlog SERREFHEES:

setlog help

& ZRAERT, HDX BEREE /var/log/xdl/hdx.log T, % HDX BEXMHEA/NRE A 200 MiB, 7%
[var/log/xdl/hdx.log TRZTTLFEMT “IB” HDX BEXH

EEFYUHIMNFTE setlog (&, BBTUT®HS:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) = 2
EEFHIGESE setlog &, BETUTHS:
setlog value <name> [<value>]

a0

setlog value log_size 100

&3 BIMERT, BERIFERER info (FRHKNE),

LEEDFEHITHRIESHRREN, RINBNUEEASHBEATRATRIIREN verbose, A, FENZIFA
FlrERE.

BREATRS (B “BFA". "B4R". "R’ . FA°. “BE". “BEF. “Hx M “BSHEK"), \WsITUT

P
m<.

setlog level <class> [<level>]

BHEE7 B (FRXHKNEG)
B2 none

B4k inherit

ERER trace
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BHERS! meEH (FRPKNE)
2 verbose

=8 info

S warning

FHIR error

iR fatal

<class> TEIEE Linux VDA W—MEMH. ERSFIEAN, BEHIEER “287, fiu:
setlog level all error
EEETRFEERAN, BETUTHS:

setlog levels

REHIAME BERAAERFMERREIRRINGE:
setlog default

BE.

ctxlogd RS2 MA [var/xdl/.ctxlog XHECER, RHE root AR EEBEIRIZX ., HMAF T ZXHEEE
SR, FATEW root BRFREMEMAFAEFEANIR, TUNESH ctxlogd #1TESRKENGRAE,
XESF AR RIEE, HMmENaAEF ALK,

HEWE
AILE1T bash Jopt/Citrix/VDA/bin/xdlcollect.sh 54kt RE. BTFUWERAEM xdlcollect Bash B i%
&£ E Linux VDA 3541 TF [opt/Citrix/VDA/bin T,

BEWERRE, BESHABERNXERFER—TESENBEEXXH. xdlcollect Bash BlAml s ign G2 BEE
B S £ 23 Citrix Insight Services (CIS). 1R&RE, xdlcollect ¥ E#Hi5em/EiRE upload_ID, £
HASMNENZASHIT EN PRI ESENEEX . EtAPALEER upload_ID iia CIS By EEXH,

HPEHER

[var/xdl/.ctxlog xtFE% (Fian, ESMIIRR) B, ctxlogd sFiFEFAN, T AEH B ctxlogd RS,

/var/log/messages:
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Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.

BRI, B root B &1731517 setlog LEHAIE [var/xdl/.ctxlog . REEHBEMRSHAETH
ctxlogd iR,

RIERFUIE

August 20, 2024
BEEFRIENEE, WEBERAILIE Intranet FEFAFH ICA 21&, ZI08EER noVNC EixE ICA 21,

AR

EFA%ZIhEE, BEMA Citrix Director 7.16 {E SRS,

ZRMECE

AR

KFEEFTEMMIEEIXER python-websockify #l x11vnc, E&% Linux VDA FEFsh%E python
-websockify#fl xllvnc,

34F RHEL 7.x 71 Amazon Linux2:

BBITUTHSURE python-websockify i x1lvnc (x1lvnc hgzs 0.9.13 ESRE)

sudo pip3 install websockify
sudo yum 1install xllvnc

GEAF RHEL 7.x) @i B A& kR Linux B985 3 4 & (EPEL) M 7T i% RPM 77 i EE R ## 47 py thon-
websockify#lxllvnc:

« EPEL
x1llvnc FE EPEL &R, BT T an< LUSA EPEL 2f#RE:

yum install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-7.noarch.rpm
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 HJiE RPM
ERAERN RPMs iM% x 11vnc W—EERBIIRGE, BETUTa<S:

subscription-manager repos --enable rhel-7-server-optional-rpms
-—-enable rhel-7-server-extras-rpms

33F RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x:
BEITUTHSURE python-websockify i x11lvnc (x11lvnc kg4 0.9.13 HESHRZS) -

sudo pip3 install websockify
sudo yum 1install xllvnc

@3 /=2 A EPEL #1 CodeReady Linux Builder Zf#&Ef#tr x11vnc:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

subscription-manager repos --enable '"codeready-builder -for-rhel-8-
x86_64-rpms"

34 F Ubuntu:
BETUTHSURE python-websockify Ml x11lvnc (x1lvnc hg4s 0.9.13 SBEARA) :

sudo pip3 install websockify
sudo apt-get 1install xllvnc

x3F SUSE:
BETUTHSURE python-websockify Ml x11lvnc (x1lvnc kg4s 0.9.13 EEARA) :

sudo pip3 1install websockify
sudo zypper install xllvnc

s1F Debian:
BEITUTHSUETE python-websockify Ml x1lvnc (x1lvnc R4 0.9.13 ESHRA) :

sudo pip3 1install websockify
sudo apt-get 1install xllvnc

;||

RIFERINEES BENEEF 6001-6099 WAV A OREIM Linux VDA E Citrix Director &, Hit,
AILHTERN ICA ZIEMARNET 99 1 FHRFEBEBHIKOFTARARENER, LHEZIIEFER.
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MR

TRIIE THEXERER:

AR il BAE
EnableSessionShadowing ERRZRARIEERIIE 1 (BA)
ShadowingUseSSL RS Linux VDA #1 Citrix 0 (#Rm)

Director zZal#9EE MR

BJ7E Linux VDA EiE{T ctxreg sa¥REBUEMRE. A, ERAKECFAE, BHETUTHL:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #0 Citrix Director Z @189 noVNC iZE1% A WebSocket thi¥e WFSIFEF, FRIBAIEERN
“ShadowingUseSSL” EMEFEE ws: // B wss:/ /. RINERT, &R ws:/ /., BR, HTZ2EH, &
MENEER wss: //, #1ES Citrix Director P iHfE A Linux VDA AR$S28 ER4EIEH, Citrix {4 &8
B ws:// #17 Linux VDA SiEEENTALERE,

FRENARSS BRIEBAMR SSLIEH  EBMAARTEIERMENM (CA) EXR.

WFEEHFEE SSL#YEA Linux VDA RS8R, HMEE—HRIBRS[IES (BEFFN). RSJ[IEPIHRT
EHITEN, RESMMNESERSBNTLRENEE (FQDN), ERIUEMIERBREMER. EXMERLT,
RPAESDSSIPERE =

5 Linux VDA i&{z89%8 Citrix Director P inth FERIEB. RIEBAIMINEIRS FIEBHIFE— CA k15,
AILAMELT CA RERRS SF[AE P IRIES:
o SERNRERFIRHE—LR CA
o ik CA (RARRIFEISIER CA)
o REBRIEFRSERYE—ERN CA
FEWEARNRZ 2R, THRMIFEEAMM G ERRIGES,
BE:

s REBIEPHNABERZMBAMZ Linux VDA BT FQDN ZELV R EHMER T NI ER. 60
vdal.basedomain.com g *.basedomain.com,
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o IBEBE (8 SHAL A MDS) MFHFIERPHNERMS A, FLERWEAXE. Hlt, SHA-256
EE AR,

£& Citrix Director Z/i5 ERERIER RIFEFS IS FAERANE T EIMRNIEREME, HLETUER
[1S 5k Microsoft &EiizHl&a (MMC) IERER BT RERIER. WE CAWIERRE, T IS FEFHEh Web AR5 28
EBES, RAELASHREZIER. Hb, ERIUEFER MMC HEERERNRIMNERRTRMNTEN L, TF
FHENIEB. BIAERT, Internet Explorer #1 Google Chrome S NLREFIRERSF LHIES, T Mozilla
Firefox, HAIEIEHEIREEH Authorities (F&HM) ET+ ESNEIR CAER,

54 Linux VDA [RS8 F R ERSB[EPREEE SRSBEBHEHR “shadowingcert”, HEZBEX
ZH “shadowingkey*” (* #5=#&=, a0 shadowingcert.pem #1 shadowingkey.key) . ¥ARSERIEHNEH
A ERERR [etc/xdl/shadowingssl T, H{ERAZRNEE YT EFITRIP, AW ctxsrvr ABIEERIAR
PR, MREBZFFHEFERER, Linux VDA BT EHRFIFEMIEPRZANM, MMSHS Citrix Director
RNEREKK, <L TRIR:

cp <vda's-public-key> /etc/xdl/shadowingssl/shadowingcert.pem

cp <vda's-server-private-key> /etc/xdl/shadowingssl/shadowingkey.key

sudo chown ctxsrvr:ctxadm /etc/xdl/shadowingssl/shadowingcert.pem
sudo chown ctxsrvr:ctxadm /etc/xdl/shadowingssl/shadowingkey.key

fERBER

##Citrix Director &, HEBIFRIE, ARRTLFEFAEEMBEFHNERZ UM Linux VDA RiXEFIE
Ko
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state

Endpoint name
Endpoint IP

Connection type

Receiver version

ICA RTT

Latency
Launched via

Connected via

Policies

Hosted Applications

22 hours 24 minutes

MNEGLYUANZ04
10.157.12.55
HDX
14.7.0.13011

nfa

nfa

YZHIH-DDC.xd.local (10.150.153.4)
127001

Smartfccess Filters

EEMBE, ICA
EHITER

SIER PR

(FRCitrix Director &Fif) L2ETF—FHIVER, ERAFPATNS

/\ Allow an administrator to shadow this session?

@

MRABFREERE,

W Citrix Director HWRER—1END, BTRETEY ICARIE,

BXREZENFEEER, B8 Citrix Director 324,

PR

o RIEEFMEAT Intranet, EREATINEMLE, BMEET Citrix Gateway EZEtH2M1tk, Citrix IE42#iB
ESNERMLE T Linux VDA SIFERMEEEE,

- BETAEEYE, HEBERRETE ICASE, BLITEE NFHiFS,

. BERE C'itr‘lx Director B EEHE, RASET—ZHINES, EXAFATFNRIEHTER
REAERIFAFPATEZENRIEHITER.

o BIERKRIEICESEENRE], B 20 7, BE, EFIERERK.
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s M RIBEREH—IBERHTER. fill, NREER B ARKIEFEER A REEFIER, KA RIRMHIA
SESEMBNERAPEEL. MRAFPAR, EER ANEREEREL, HATER B WEFNERER.
MREERAR—RIELEZ—NEFIER, EAIEERNEREE,

o BEFAKIEEFINEE, BXE Citrix Director 7.16 RESARZS,

o Citrix Director ZfFigER FQDN MAE IP thiutkiZEZ B4R Linux VDA IRSS28, B, Citrix

Director ZFiRAMEEBMEMT Linux VDA BRS52889 FQDN,

HEHER

MBESFEELWN, BEECitrix Director BFEF Linux VDA E£i#1TEi,

7z Citrix Director Z i +

BEENEBHOFAARTIE, EEHAETEERERERS. HEEMLETN £ L©ZE ShadowLinuxSession
APl ¥Rz, WRETRREAFASRNHINGES, BEEEIKLK, EF5 ping VDA B FQDN BUIGIE Citrix
Director 2&aE0#T FQDN, IR wss: // EEHMRSE, BEREEHIEESR,

£ Linux VDA t
BINEHIMERERN, BEETERAFPATNRINER. MREHE, BKRE vda.log 1 hdx.log St LIREREX
%E, BIRE vda.log XF, BERITIUTERE:
1. #3l /etc/xdl/ctx-vda.conf <. BUEAERUTITURER vda.log BiiE:
Log4jConfig="/etc/xdl/log4j.xml"
2. 317 Jetc/xdl/log4j.xml, #ZI com.citrix.dmc &%, Hi¥§ “info” BA “trace”, WTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
3. BfTsystemctl restart ctxvda ®<$UEHBE ctxvda RS,
NRTERILEEHRIE IR

1. BERESHEEABIERFIBLESIEFEZITH R .
2. 72 SSLYERT, HWIANEEBERGRIEBNERAXYE, FEEETERNRKEZET,
3. #iA 6001-6099 ZEIREH B HHHOAFHHNERIER,.
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BAARS SFiPIERF

August 20, 2024

HMRSFIFERF (ctxmonitord) @I HITERIMRGENXERS. LNTREN, ZFFEFREMBHIEFL
IRSHIE, HBERBERZUBRKZR. RNFINREIZRE [var/log/xdl/ms.log S,

[Ty

HEEE VDA B, mMARS TIFEF B BREEh.

AL E R EE R MNRRIEIE [opt/Citrix/VDA/sbin T # scanningpolicy.conf. rulesets.conf i
whitelist.conf (4B B % ThAE,

Z{# scanningpolicy.conf. rulesets.conf il whitelist.conf XX EREN, EBRITUTHSUERBE
BRARSFIFERF,

systemctl restart ctxmonitord

« scanningpolicy.conf
WEREXHEAREABNRSTIFERF. CIRERSONNEIER, HEEREERERNINER.

MonitorEnable: true/false (BRAEX true)

DetectTime: 20 (afi: #, BAE: 20, H/IME: 5)

AutoRepair: true/false (BAfER true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

tEEEX fHEE B HANBERRS. AR TELMRBMANRS, NTENFSEEFT.
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EREERIANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3
- ProcessName: <> (HIEZMTERT, VAT LITE,)

- Operation: 1/2/4/8 (1=®KNZIFEMEILRS. 2 = NFRERELLRS, 4= EHBRS. 8
=518 Xorg #1E7% S, )

- DBRecord: false
« whitelist.conf

7z rulesets.conf s EM BiriRSE 4 7i7E whitelist.conf X EiE, O 2REES TSR
THikes.

ERRBEREE, 157 whitelist.conf XX SHEEH (MATLER) . EXRFl, ESETENRE
BE,
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£/Z1E ctxvda. ctxhdx # ctxpolicyd iR 2 7i, 1&i51T systemctl stop ctxmonitord &< LUE 1L
MRS FIFER. TN, BMRSTFIFEFRENRSHEELENRS.

B HERR

August 20, 2024
AXNAT WfEfER XDPing # 1T EHBR LU MAER ctxsdeutil LAREFEHRIEHIE.
XDPing

Linux XDPing TAR— &¢I AERF. ERIUBRITIRE Linux VDA IFEHHYE AR E R B 12,

%% Linux XDPing T2

51T ctxsetup.sh Fa%# XDPing, %% XDPing, i&iz1T sudo /opt/Citrix/VDA/bin/xdping.
e < ERelE—1 XDPing FiER Python3 EHFE, MR ILEH ST AIE Python3 EHIFE, EREIE
Python3 EHIF IR PR EAF o B ZIF IR,
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BREATERER pip TANTALBEN SSLEEEIE, HEEEUTaEEHRNE /etc/pip.conf !

[global]
trusted-host =

pypi.org

files.pythonhosted.org

TTLUER XDPing SRAES

XDPing Kfi# M&< shell 51789 5 XDPing B9 NATAIT X o

TRNABT I UEAMEN XDPIing &< mmMESMHES:

BITEENR

1517 VDA FMRERE

&7 VDA HIXBEUE

Eb#R VDA &R M 1 a8l 4

Eb#k VDA &M EIEHN A MIE R4

ER%E Linux VDA R+-E 2 FiE
15

XDPing &%

sudo
[opt/Citrix/VDA/bin/xdping -h

sudo
Jopt/Citrix/VDA/bin/xdping
(e B EAHmSITEMIER FiElT
XDPing)

sudo
Jopt/Citrix/VDA/bin/xdping -a

sudo
[opt/Citrix/VDA/bin/xdping -b

sudo
[opt/Citrix/VDA/bin/xdping
-diff

**sudo
Jopt/Citrix/VDA/bin/xdping
-diff=< — P &HEEER >:< 5
BEHEEER >\"\* 51 EHEE
BR> 1 &HHEER > 5—1&

HEIEER > — M EMHIEER >
sudo

Jopt/Citrix/VDA/bin/xdping -
preflight

Linux XDPing TEERFAFRITT
150 ZmBmlis. EXFEMESR,
BEERAXEERRTHE,

BEXFAER, FERAXEENE
R ERIEE,

BEXFAER, BERAXEEE
VDA HiERIEH ML

BEXFAEER, BEALXEEN
VDA #iER&EH ML

BXFAER, BESRAXEE
VDA #iER & H ML
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5 XDPing &% &
{OETTHRERMIRZER] (fizA, time. sudo TER
Kerberos #1 database i) Jopt/Citrix/VDA/bin/xdping -T

time,kerberos,database

HEN4sER Delivery Controller **sudo RiEFH
Jopt/Citrix/VDA/bin/xdping -d

* %

BIEME  Linux XDPing TEERGHHIT 150 S PRI, XLMSARIENT:

o WEZRHHE Linux VDA REEX,
« JAFHERITENESR, 8 Linux %17hR.
o 1O Linux RIZMFESMK,

o WESBFEMEEAAERM Linux VDA #2/EMNBEH Linux Z1ThRIBIRE,
o BBELLIERA Linux (SELinux) R RSN,
o RAIMLFEOHFHOREMEZILE.

o WEFMED XM A ANEE=TE,

o WETENENMNHZEE,

+ 107 DNS EEEHRITERNH.

o RABEEHNEERFHOEEMNEE, 35

- XenServer (WX#i#F7 Citrix Hypervisor)
- Microsoft HyperV
- VMware vSphere

o WEREIEBEHREMLENERY BF A BUE T,
+ 1% PostgreSQL BRS B EMECEMIEZTT.

+ 2% SQLite WERBFIEITRE Ef.

- REHAEBERSEEREMBEHORETEITH.
+ 9% Kerberos FRBHHMITE A IIENH.

+ 1% LDAP #ERIFIEHHARIEIRS 5%,

+ 2% Active Directory £ EEEMIEE, MUNYFITENESTEMALR, ZiF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

+ 1% Active Directory & Linux i+ EHISt REYTE M,
o REAIHR S HIRIEER (PAM) BRE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

230



Linux Virtual Delivery Agent 2311

o MBEROFEHERI.

« WERERET Linux VDA FRERIR .

+ A3 Linux VDA R4 B H G T REMTE M,

+ 107 PostgreSQL EMTRIIBEMTEE,

« 1% Linux VDA RSB E B EMEREMIZIT.

+ 107 VDA f1 HDX FRB M5 14,

« RNEESE Delivery Controller, LUl Broker Service @& aliAial. 5T BMLHRRE,
« WEHENEEBEE Delivery Controller 97

o ESMEMSMIFEEN HDX 21E09RE.

o FHBENMHPREEES Linux VDA BXHSBIRMEE
+ 1% Xorg MIREEEER.

o WEREBRET FRRAKHL,

e TERIE!T Kerberos MIAHRAIHL :
sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCMAME: [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

SUMNAry -----===========-=---s=--s-s==m====-====-==-s=m========s====s=ss===s=s====
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]

VDA IMIRSHERTERE  Linux XDPing TEERMT — M2 TRR, AIEBEREN ST VDA TMRSE, BX
AMRBEEREE, BEELUTREHE:
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registeredhard

The Linux VDA is functioning properly.

Agent not contactable
Delivery group model mismatch

WebSocket connection issue

deregister LDAP search base issue

Broker proxy failed to communicate with the Cloud Connector
Reglstl’atlon status Encryption type not in permitted_enctypes list

Time skew issue
Kerberos error Ticket message too large
Checksum failure

others

reglsteredsoft The VDA and Broker are communicating
securely with each other, but are not yet set
up for delivering sessions

VDA #UiEM &ML B Linux VDA 2305 i2, XDPing THE3|A\T VDA &38R, IIRRAFERSEH VDA
MUK BEEIE, GIMNERE. HIBEM ZHHIMIREIE. 4 VDA ERETH, EaUE% VDA HXEBHIE. % VDA LU
EHRMKLE, EFEHS— M EBRIARHILRHE N EIRRIA U S ERIEHR. TRNET VDA #iEEH UK SHEMNEY
XDPing @< iytbEk:
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£53

&7 VDA RUXBEURE

Eb3R VDA & EERN M a4

EbE: VDA &0 IR R MIERIZE

RNEHETHEREF

XDPing &%

sudo
Jopt/Citrix/VDA/bin/xdping -b

sudo
[opt/Citrix/VDA/bin/xdping
-diff

**sudo
Jopt/Citrix/VDA/bin/xdping
-diff=< — P &HEEER >:< 5
EMHIEER >\"\" 51 E0EKIE
BR> 1 &HPEER>5—1&
HEIEER > — M EHHRIEER >

&

FRETRNHN, HIEMREHD
BIEMBIANHBEFRER
[var/ctxbackup THERH, &
HEIEERIU
yyyy-mm-dd-hh_mm_ss 1§z
B9 Ll B ERANBT B, Bl
2023-02-27-16_31_27. HiAlB
ME, EHEIEERNEAKER
30, BidizErt XDPing TES
RinIMERENEHEIEER. BB
EXERBIEAORE, BETUTSH

A
E4

sudo /Jopt/Citrix/VDA/
bin/ctxreg create -k
"HKLM\Software\Citrix
\VirtualDesktopAgent\
Backup"-t "REG_DWORD"
-V n

MaxDirRotationCount"-
d "Ox0000005"--force

RAUREMLERER (ctxsdeutil) TEFZEIES A Linux VDA LHISIESIE, 28 VDA HHENESIEHIEES
BRI T EE, 18517 /opt/Citrix/VDA/bin/ctxsdcutil -q <all | SessionID> [-c]

we, [-c] BRRTENHEE—R

o WARIEHER

£ 67
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s BHRIEF.

s BERIERRE

o TR - ERIER

o HIR1TIZAT(E)

« it ThinWire 7532
o HEMHER

o BHITENHH

&t

PN

il

o IHIREDERE

et

HAth

August 20, 2024
KEDABTEEUTER:
o iEATF HTML5 B Citrix Workspace M B2F%#F
« B Python3 E#NIFiE
+ ¥4 NIS 5 Active Directory £/
« IPv6

« LDAPS

Xauthority

iEATF HTMLS5 89 Citrix Workspace N BiEF 15

August 20, 2024

FILMERIEATF HTMLS 9 Citrix Workspace R RE #1519 Linux B ARFNRE, MEREEF HE
%3 Citrix Gateway, BHxiEMRTF HTML5 § Citrix Workspace RBEFHER, &S Citrix Xt
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B RILLINEE

BINERT, IRt FREBARS. BRAIZMEE, BHITUTERE:
1. 7z Citrix StoreFront #r, ERERTF HTML5 89 Citrix Workspace M AER.
BXFMAIE, ESHMAPOXE CTX208163 1 “TE 17,
2. 2R WebSocket %%,
a) 7 Citrix Studio &, 1% WebSocket iz 5K E J 1T

1EE T LIS B EHith WebSocket 588, B* WebSocket M EFIR, 1585 WebSockets 58&1&
Bo

b) #£ VDA L, ERILIAFEFHER ctxvda BREM ctxhdx RS, MUERBEERK.
c) VDA k£, BT T@n$HkieZE WebSocket il 28 2% EEB T,

netstat -an | grep 8008

WebSocket #ilr#s b FIZ{TIRESE, S<hbBmTATR:

tcp © @ :::8008 :::%x LISTEN

AR EETLUSA TLS ME LR WebSocket T2, BXEA TLS MENER, ESREA TLS
RIFAPRIER S,

£l Python3 EiIFiE

August 20, 2024

MBEEEIIME, izfT sudo Jopt/Citrix/VDA/bin/xdpingdst /opt/Citrix/VDA/sbin/
enable_ldaps.sh &<aLlglE Python3 EHIFE, B2, MREXLEHSTELRE Python3 EIMIFE, NIED
ESEMEEE, HAIUFOIE, RSCGEANET IREEMEEEN Python3 BINFEHNKERHS R,

BEFRM

o WMEABEENERAEESR /opt/Citrix/VDA/sbin/ctxpython3 BR.
+ Python3 i EMREXHEEEME. UM https://pypi.org/ FTERLS .

8z Python3 EilifiE

BRI TS BLLEIE Python3 EIIEFLE:
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1. =% Python3 f&#ilf,
%tF Amazon Linux 2:

yum -y install python3 python3-devel krb5-devel gcc

34F RHEL #1 Rock Linux:
yum -y install python3-devel krb5-devel gcc
AR

TRV TAERSEEMESTETERFLEARMBIL, XF RHEL 7, 151517 subscription-
manager repos --enable rhel-7-server-optional-rpms &%, %+ RHEL
8, 11517 subscription-manager repos --enable=rhel-8-for-x86_64-
appstream-rpms &%,

3+F Debian ki, Ubuntu:

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev

xfF SUSE:

zypper —-n install lsb-release python3-devel python3-setuptools
krb5-devel gcc libffi-devel libopenssl-devel

2. gl Python3 EiMIFiE,
AR

ERREMER pip TENTBERBRIN SSLIEZHEIR, BERBUTEENFRME /etc/pip.conf X
4R

[global]

trusted-host =

pypi.org
files.pythonhosted.org
34F Amazon Linux 2. Debian. RHEL. Rocky Linux. Ubuntu:
sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
x§F SUSE:
sudo ln -s /Jusr/lib/mit/bin/krb5-config /usr/bin/krb5-config
export PATH=$PATH:/usr/Llib/mit/bin:/usr/lib/mit/sbin

sudo mkdir -p /usr/lib/mit/include/gssapi/
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sudo ln -s /usr/include/gssapi/gssapi_ext.h/usr/1lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

3. %% LDAPS &I,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.,21 six==1.16.0

4, %% XDPing {&k#ill,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5.1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor
==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl

¥ NIS 5 Active Directory £5%

August 20, 2024

A EIMETE Linux VDA shfER SSSD $§ NIS 5 Windows Active Directory (AD) 8. Linux VDA ##15
Citrix Virtual Apps and Desktops #9—4f+. EIt, ©5 Windows AD IR HLE S,

fEFA NIS (f3F AD) fE73 UID # GID IRMHiZFERKFER (BREMETEASE) £ AD M NIS FEE,
AR
e AD RS BHRITE R IIE. A NIS+ sNRERA NIS 58 UID 7 GID R, WABFERAXAE
Windows Bgs32889 POSIX B 1%,
R
A ERREF AR Linux VDA BERS %, XM ENBFRE®RAG. 33F RHEL/CentOS K17hR, BB
Amazon Linux 2. CentOS. RHEL #1 Rocky Linux EFzh%%E Linux VDA i BBi#1Ti%(E. 33 F Ubuntu
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KITHR, 1E#2ER7E Ubuntu EFEh%E Linux VDA HREviR BB #1781,

SSSD Bft4?

SSSD B&4FiriEF. HEEINRERN T R ] AR GHRMEF M @ BRI T2 R RH Y H
HITEHWIE. TiRM4t PAM 1 NSS miiEiR, RKRAILiAi RAFEEXFET D-BUS t9E0. IIbEERMHELF
BORR B RAF B At A P K P ALY R A P 3R

¥ NIS 5 AD 185K

¥ NIS 5 AD &5, BRI TIR:

£ 1: % Linux VDA 75104 NIS &/ i

BE NIS BF %!
yum -y install ypbind rpcbind oddjob-mkhomedir
RE NIS 15

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network

7% [etc/hosts SN NIS BRSZ2FNZ A kAT P tthit:
{ NIS server IP address } server.nis.domain nis.domain
@2 authconfig B2& NIS:

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain --enablemkhomedir --update

nis.domain %= NIS IREZEMIEEZ. server.nis.domain £ NIS fRSE2RMEHNZ, HELUE NIS RS8P #h
b,

EZE NIS BRSS:

sudo systemctl start rpcbind ypbind
sudo systemctl enable rpcbind ypbind

iR NIS B ELEH:

ypwhich

BIERTM NIS BRSEBRIBIKFEE:

getent passwd nisaccount

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 239


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/manual-installation-overview/ubuntu.html

Linux Virtual Delivery Agent 2311

} =r

AR

nisaccount & NIS ARS8 EAYSERR NIS ik, #1R UID. GID. ZERMER shell IR EHEE,

S 2. 5F Samba A HeZEH keytab

SSSD HFREAFIMANIMEERFRS: keytab X8 AD BFiHINEE, LIXLINEER LURA/LMAE, GIE:

« adcli

« realmd
e Winbind
« Samba

AFHERENE Samba A%, 3F realmd, &Zi% RHEL 5 CentOS N EAX 1Y, HAEAEE SSSD Z it

£/ Samba MAFHEIZ N keytab:

TEIEMERE T LUFXHH Linux BF L

« Jetc/krb5.conf
« /etc/samba/smb.conf:

BitENEE J#1T Samba 1 Kerberos 43383k :

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update

Hrh, REALM 251 Kerberos $figi&#5, m domain 2159 NetBIOS &R,
MRFEET DNS & KDC IRSBMGURZ R, B U TR METRNIZESTENGHS:
--enablekrb5kdcdns --enablekrb5realmdns

17 [etc/samba/smb.conf HE LU TE£BFHME [Global] 9 T4, {EEMk#E authconfig TE4ERHES S
m:

kerberos method = secrets and keytab
winbind offline logon = no

I Windows iZRERIFIEHIZRRIAR, MASREEEREITENRNEIE AD APk

sudo net ads join REALM -U user

REALM 2 AE 1 Kerberos $Ug &R, user @ BHCEITENARMEIHHIHAF

SR 3. RE SSSD
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AR

3% SSSD 5 Name Service Cache Daemon (NSCD) —ii2{E B sE 2 SHHEMBIMT N, BXFAEE, &
27 Using NSCD with SSSD (% NSCD 5 SSSD £&1EA) .

1%E SSSD WFBINT .

+ 7 Linux EPiRiTEN %% sssd-ad 71 sssd-proxy i,
o WEMXH (F120 sssd.conf) HITEEF N,
+ =25 sssd RS

[etc/sssd/sssd.conf sssd.conf BB (AJLIRIEZEERINEZIEM) :

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\]+)\(?P<name>.+$)) | ((?P<name>[*@]+)@(?P
<domain>.+$)) | (A (?P<name>[*@\]+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM is not
available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

¥ ad.domain.com. server.ad.example.com Eift AN E, BXFMAEE, ESH sssd-ad(5) - Linux
FM.
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33 sssd.conf & E XX HFFRERAIRR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

S 4: & NSS/PAM

RHEL/CentOS:
£/ authconfig /A SSSD., %% oddjob mkhomedir LIFREERBIES SELinux #A:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd
sudo systemctl enable sssd
R

f2&E Linux VDA i& BT, B SSSD Z (& LiRigfE, Mixd Linux VDA BF G ERHIZE, X1 F ctxsetup.sh
BN REERIMBIR 55, BERRIAE.

+$1% 5: I8iF Kerberos it &
7T HafF Kerberos BIEEMHEEENTS Linux VDA BR &R, AT RS keytab X 2T ECIBHBEEEAERE
£A:

sudo klist -ke

¢ B REMEGZREEREFASANZAYIR, BT Kerberos kinit &<, UERAXEHHARRIEH2R0
BT ENBS7:

sudo kinit - k MACHINES@REALM

HENAMABIRUTIEERAT ., RS (§) BAEARMML (\) #TEX, URERE shell Hig, EFLEFRHR,
DNS 5% 5 Kerberos {UH & AR, EREREAMAEM. WRILHSHINGTT, WREEREREL,

BEAUTHLIIETBIKAR TGT REEEF:

sudo klist -ke

$R 6. WILAF S4BT

£ getent SHHINZIFNERERA LUK NSS BEIT1E:
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sudo getent passwd DOMAIN\username
DOMAIN S RERLRANEZ. IRFECEAS—MHERER, BRER getent sa S#HITRIE,
SENEREIWT:

o RFZFNERZFR: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS mig#: username@DOMAIN

LI SSSD PAM ERIRB B EEMREE, BEHEAFEAF KA ER Linux VDA, ZEAF P UFIR B €A,
sudo ssh localhost - 1 DOMAIN\username
id -u

KREZTHUTHREN uid I T WA Kerberos EiEEEF 4!

1ls /tmp/krb5cc_{
uid }

HERF Kerberos EiREEFHNEIREEEENERIH:

klist

IPve

August 20, 2024
Linux VDA 3z#F IPv6 LUES Citrix Virtual Apps and Desktops R —%. FERLLIHEER, EFETEmR:

o XFIERIME, BRIFERXEH IPve, TNEER IPv4,
o MR IPV4FFEHREAT IPV6, Linux VDA BE£iE1T.

BE.

o BAWMEZIENXTN IPV6, MIENET Linux VDA,
« Centrify 73544 IPv6,

Z% Linux VDA BY, REEXT IPV6 RITEMISFHIEEES.

77 Linux VDA E2& IPv6

B4 Linux VDA WERE 2 i, IBMEFRER Linux EBIWLLIEITE IPv6 ML a7, B4 5S IPv6 iBRER XHEME
Im:
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"HKLM\Software\Policies\Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration”

"HKLM\Software\Policies\Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
ControllerRegistrationIPveNetmask"

%% OnlyUselPv6ControllerRegistration i &5 1 A #E7E Linux VDA L= A IPv6:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force

IR Linux VDA &1 ML&iE0, MELER ControllerRegistrationlPv6Netmask f5E BT Linux VDA £
EImLEREO

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" --force

&% {IPv6 netmask} Bk HESSHIMLAEI (a0 2000::/64),
& Citrix Virtual Apps and Desktops ®#9 IPv6 ZERIFMER, BB IPv4/IPv6 25,

HFEHR

KRERR IPv6 MEFIEHER ping6 12 AD # Delivery Controller & /A,

LDAPS

August 20, 2024
LDAPS 2% B RiAaiiy (LDAP) £ hias, Hrh LDAP @fE4EMm TLS/SSL #47M%.

BINRINEE P ik SRS 2R A2 28189 LDAP &S, &I LDAPS, &R LURIF Linux VDA 5 LDAP RSS2 28]
B9 LDAP ZHRA.

U Linux VDA 4472 LDAPS EE BB KM

+ Broker {#: Linux VDA ;x##Z%| Delivery Controller &
o FRIEARSS: SREGITE

ECE LDAPS 5 R TI 12!

« 7 Active Directory (AD)/LDAP BR%533 = A LDAPS
o SHR CA UEEFimER
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« £ Linux VDA L/ZR/2M LDAPS
HNE=HFEEE LDAPS

 Fg& SSSD

« EZE Winbind

« fi2E Centrify

« E2E Quest

3 =

AR
AILUETT AT e < /9 LDAP fRE 28 B ISMAR, BIAMEN 15 5%, BEEIBHEHIZEN 10 55,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "
REG_DWORD" -d "Ox0000000f" --force

7£ AD/LDAP AR5 28 /=2 LDAPS
A LUEE R Microsoft IE B M A4 (CA) 3k Microsoft CA 24 aVHE = [E M HYIE 3K B B@id SSL #9 LDAP
(LDAPS),

'

1EigiTHlss E=E IR CA BTIEBRNE A LDAPS,

BXRNAREEHHFRIE LDAPS EZMF4EE, 1E518 How to enable LDAP over SSL with a third-party
certification authority (Wnfaf&BhSE=AIEBMENEHET SSL # LDAP),

YEE N SRIEBMANMRRERN, EEEEd SR LA28RERT LDAPS BHRIEMSEIES.

BEXMEAERZRIEBMANERRENAHHITH BB A LDAPS 8158, 55 LDAP over SSL (LDAPS)
Certificate (3@ SSL #9 LDAP (LDAPS) JE#) —X,

BRRIEB AN LR P i A

EFimp R LDAP BRS52EE09 CA RBIEH. EATFIREA LDAPS S4H31IE, ERKR CAIEBSANERE
ERERE,

EXMMASHR CARIEAEE, B2 Microsoft 21 Web 5 £ How to export Root Certification
Authority Certificate (AMEISHRIEBMENI) o

£ Linux VDA L/=/M=52F LDAPS

7 Linux VDA B HE=Z M LDAPS, i5is1T enable_ldaps.sh fix (EUBEERSHERN), BEEIFEXEER
Tiz17 enable_ldaps.sh fiiZs, HEUTEE2SHIEWIREH:
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#CTX_LDAPS_KEYSTORE_PASSWORD=

#CTX_LDAPS_LDAP_SERVERS=

o EEIREHIR CAIEBEAET SSL/TLS 89 LDAP, iEHITUUTHRIE:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA

o EfFR@BESTEIET SSL/TLS BB LDAP, EHITUUTIRE:
/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
AR
AT EE4ERIR CAIERBXAIEA PEM 18X, dNREA LDAPS Tiithel#Z Python3 E#IFE, &
ZBR 0N Python3 BINFIRRAVIRBBF RN IZIF IR,

ERREMER pip TENTRERBRIN SSLIEZHIZE, BERBUTAEENFRME /etc/pip.conf X
frh:

[global]

trusted-host =

pypi.org
files.pythonhosted.org

+ EREIRBA SSL/TLS #9 LDAP

113

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Disable

(113

The Java keystore dedicated for LDAPS resides in [etc/xdl/.keystore. Affected registry keys include:

[{13

HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UseLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore
HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding

[{13

NE=FFAEE LDAPS

P& Linux VDA A5, FESMMIETFTIELRELR S LDAP 89 VDA W= H4A M, g0 SSSD. Winbind.
Centrify #1 Quest, UTF&EEH AT W@ LDAPS, STARTTLS 3k SASL E& iR ER S LDAP,
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e

HIAFFFA XL A MR SSL IO 636 KHfR% 2 LDAP, HEXZ#EiE LDAPS (%0 636 i@
SSL 8 LDAP) Fge5uRO 389 LAY STARTTLS #7%,

SSSD

RIEEIAEIRO 636 skim O 389 LAELE SSSD &£ LDAP FiE, BXEMELR, 1ESH SSSD LDAP Linux Ft
T

Winbind

Winbind LDAP Zifif£f8 ADS 735, Winbind 7£#8 0 389 E{Xk#¥F StartTLS /53%. S MMNEEE 4R [etc/sam-
ba/smb.conf 71 [etc/openldap/ldap.conf (33F Amazon Linux 2. RHEL. Rocky Linux. CentOS #1 SUSE)
5 [etc/ldap/ldap.conf (33F Debian 1 Ubuntu). &40 TR RBHBOXESIH:

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

5, FLUEIT SASL GSSAPI &8 MitEfEL e LDAP, B8RS TLS/SSL 77, EE/ SASL %, BEX
smb.conf fi2E:

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify 7250 636 £z #F LDAPS, BE7in0 389 LiRL LM, EXEMER, ESH Centrify ik,

Quest

Quest Authentication Service %0 636 L323F LDAPS, {B7#Eix0 389 LEREMAERHEREME,
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HEHER

fERILLINRER ATRER S & LA T Rl :
+ LDAPS fR5AT A%
&1L LDAPS &2 %7E AD/LDAP fR%588 LRI A, BIAMERT, WO 636,
+ BAT LDAPS B Linux VDA 55k
393E LDAP RS BMIFORSEEEMRRE, BEL0EIR CAIES, MIRHES AD/LDAP BRS323ILAD,
o BIMEIRMBROEMRIN

INREXKEFR enable_ldaps.sh BWER TEINEH T LDAPS #8XHEM RN, WAIAERIF LDAPS A
BRI

o LDAP i i@d SSL/TLS M Wireshark sifEaE MK ST T EINE
BN LDAPS, i5in1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh 3&4l#17,
« %%5kE8 Wireshark siE M H AWML EREEM T AN LDAPS 8
&% Linux VDA EAFI4ESRBS (4T & HEL LDAP/LDAPS 2.
o FTixiEid1E AD AR528 £i=1T ldp connect 163F LDAPS =T A%
£/ AD FQDN fi3E IP ik,
o Tiki#Eidiz1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh filZ<S N\iR CA iE+H

ERM CAIEBMTTREE, HBIMR CAIEBMXERTER. ERSZXRFNAZEH Java Keytool 8%
Bo MREREIFFIRFIIL, ERILTERIRER, NRBINEBERIED, RIVZIEMER base64 figHy
PEM &z,

o TiEET Keytool -list £R=1R CAEH

@igizfT /opt/Citrix/VDA/sbin/enable_ldaps.sh 5B LDAPS B}, SEFE#H S N E
/etc/xdl/.keystore &, HGBEBURIPERE, NRSIZTEBD, AIUERETZHEAUNERHA
[

Xauthority

August 20, 2024

Linux VDA R X11 B/RIheE (84 xterm# gvim) #TRERIZEAIENIRE, LINEERENENZ SN
& LUHR1R XClient 5 XServer Zalf@&ER 4.

AILLEI MM A ERRILEREBENNRE 2!
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« Xhost, BilERT, Xhost RaiFattEHN XClient 5 XServer #1Ti@15, MREFEAIFIRIE XClient 513
XServer, MFETT Xhost @B FIHFEITENNNIR, JE, tbALUER xhost + LA FER XClient
E1%E XServer,

« Xauthority, TUESTMEFNEEZRHTHE . Xauthority X, ERTHEIREGFMHEE xauth £AKN
cookie FLUAT XServer #TE 3 YIE, B5h XServer £l (Xorg) /&, % cookie ATWSZFEET
HIEREHIT B I8,

THFRE

Xorg BahEt, . Xauthority X#FigHw%#EEl Xorg, It . Xauthority XHFE&EUTTE:

- BTHE
o TIZERMIK

+ cookie # 2
BILUER xauth s, filan:
# xauth -f ~/.Xauthority
# > list

# > usOlmsip06:107 MIT-MAGIC-COOKIE-1
fb228d1b695729242616c5908111624b

R XClient iTiziEES Xorg, MHTHEHMBERME:

« & Einiz XServer 89 DISPLAY ifFE £,
« RENEE Xorg FHEA—1 cookie #iEH . Xauthority X,

fdE Xauthority

Z7£ Linux VDA L/2H Xauthority LU#1Tixi2 X11 8/R, HARIETEMR N EMRR:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"
-d "Ox00000001" --force

Ef Xauthority 5, Faigt@IEHEAZERRE . Xauthority x#EEs XClient:
o Fohig . Xauthority xfEiss XClient

Bah ICA 23&/G, Linux VDA ¥R XClient &5k . Xauthority 3, HEZXHEEEERAFNER
R, ALK . Xauthority X#EHIF)ixi2 XClient i+&#l, #i&E DISPLAY #1 XAUTHORITY if

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 249



Linux Virtual Delivery Agent 2311

mTE, DISPLAY 2%#7E . Xauthority X#rHMER%HES, XAUTHORITY 2 Xauthority #32
iR, a0, BEEBUTHL!

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

} =

=W

INRFKiEE XAUTHORITY IFE T2, NEIAER ~/ . Xauthority .

o BUEHHZEFERE . Xauthority x#&Ei#EE XClient

RERNAXNENERAFAEHEHEZTTER. Y Linux VDA B5h ICA £3EHN, BEERAFPNEIERTOE
Xauthority Xff. MREFEERS XClient £Z, BRPABEFmRL . Xauthority XtEHE
XClient, E#i&E DISPLAY #1 XAUTHORITY IfEL /5, EB5H7E XServer fF@FEx GUL,

HEHER

WNR Xauthority T A ERIET, EREBHIEHRS BHRHTIRME:
1. LLES root IIRIEER R S HIREXFRHA Xorg cookie:
ps aux | grep -i xorg
e SB BRBEEEEPEEE Xorg B9 Xorg #2HSH. S—1MSHERERMN . Xauthority X, 4
n:

/var /xd1l/xauth/.Xauthorityl10

£ Xauth &< 27 cookie:
Xauth -f /var/xdl/xauth/.Xauthorityl10
2. A Xauth &< 8x ~/ . Xauthority #&&M cookie, MRETRHSHER, NETH cookie BA5
Xorg #1 XClient 89 . Xauthority xX#H# cookie 1FE.
3. W cookie #E, ERERERERMEM Linux VDA 89 IP tibifaizi2 ERim 0, HAREEAANEENET
e,
BN, 7 XClient i+&# LiZfT U Td<

telnet 10.158.11.11 6160

IHOS79 6000 + \< 2R¥%E\> BRI,
SR Telnet $RERNG, BAAIERIRETERELEIER,
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S5k

August 20, 2024
KHOABTEEUTER:
o {#F3 Azure Active Directory #{TBHI8E
s WEKRBERBRIFHIIE
o XA BMIIERS
+ 3 SSO BHIIE
. BEEF

o REFHWIER (ER) BRHETIAE

&M Azure Active Directory #1759 303

August 20, 2024

AR

IkThEe &R F Azure $£ERI VDA,

RIBEMER, RILE Azure EREMmFHZERA Linux VDA:

o JAANT Azure AD DS #9 VM, VM BINAZI Azure Active Directory (AAD) 15iARS3 (DS) & rvis. AP ER
HiFEIRER VM,
o RIMNEH VM. VM 5 AAD triRERSERUIRHAF S5 KiE. BFRERE AAD £EER VM,

A% AAD DS #1 AAD #9iF4z 8, ESHXE Microsoft X&,

AXNET IEERMANER VDA EERAFMEE AAD FRIRARSS

XFFEIThR

+ Ubuntu 22.04. 20.04
+ RHEL 8.8, 8.6. 7.9
« SUSE15.5

BXHAER, BBEXE Microsoft X&,
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BRI RAR fR R T %
7£ RHEL 7.9 th, ##H1T AAD AR BMIIEZE, PAM (Pluggable Authentication Module, Tk EHYIEE
#) pam_loginuid.so XT%i&E loginuid, LtiaiszpaLE AAD F/iAiR VDA 3%,

Efg RN, 57 /etc/pam.d/remote FiERiE1T Session required pam_loginuid.so,
BXRG, BEERUTERESE,

#¥PAM-1.0
auth substack password-auth

auth include postlogin

account required pam_nologin.so

account include password-auth

password include password-auth

# pam_selinux.so close should be the first session rule
session required pam_selinux.so close

I#scssion required pam_loginuid.so I

# pam_selinux.so open should only be followed by sessions to be executed in the user context
session required pam_selinux.so open

session required pam_namespace . so

session optional pam_keyinit.so force revoke
session include password-auth

session include postlogin

S8 1. 72 Azure [ JF LEIZRR VM

BIEIENR VM H7E VM %% Azure CLI,

1. £ Azure JP L, SIRER VM, EREHIEE + 02281, BESUESEEF Li%R Login with Azure AD
(f£F Azure AD &8),
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Home > Create a resource

Create a virtual machine

Basies  Disks  MNetwaorking Management  Advanced  Tags  Review + create
Condigure maniioeing and management options for your Vi
Aqure Security Center

Azure Security Center provides unified security management and advanced threat profection screas hybrid cioud workdasds
Learn mare

[} Your sbscription i protected by Anure Security Center standard plan.

Monitoring

Boot disgnostics (®) Erable with managed storage sccount (recommended)
{0) Erabole with custom starage account
) Disable

Erable O guest diagnostics |

Identity

@ Srvtem managed sentity mut be on b logi with Azure AD credeniish.
Lears move o

Arure AD

) REAC rote assignment of Virual Machine Adminktrator Login or Virnual Machine
Ukt Lisgin is niguiree] whan Lting Afure AD login. Lagen mate

W Azure AD login mow uses $5H certifcate-baved authentication. Yiou wil reed to use an SSH chent that supports DpenSSH
eestificates. You can e Aruse OU or Cloud Shell from the Az Portal Leam seee

Auta-shutdown

Erable auto-shutdown :l

Backup

Erable backup O

Guest 05 updates

Patch echettration sptians maege cletanlt r

) Some patch orchestration options are not available for this image. Learn more

[ reven - cvve I Ty W

2. 7EiEHR VM E%=% Azure CLI,
BXFMEE, 58 Microsoft &,

SR 2. FER VM LEEERE

ZHEEIMNE, BERESE 3. ES TGP,

S 3. BIER VM &8 RRIMNFER

BIBEMURIE, BRBUTIEE VM B ARMANIZAR:
1. MESRAFHEITUTRIZAR,
Modify /var/xdl/mcs/mcs_util.sh

2. #%l function read_non_domain_joined_info(), #A&E% NonDomainJoined W&
BXA 2. BxT, ESRULTRER,

function read_non_domain_joined_info()

{
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log "Debug: Enter read_non_domain_joined_info"
# check if websocket enabled
TrustIdentity="cat ${

id_disk_mnt_point }

$9{
ad_info_file_path }
| grep '[TrustIdentity]' | sed 's/\s//g'’

if [ "$STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2
fi

}

3. REFK.

4. XFER VMo

S 4: MIER VM 17 Linux VM

AERTFARIMANERNER VM 5, BREUTTZERLE VM.
1. &= Citrix Cloud,
2. Wik Citrix DaaS, AEHEEBEEERIEH &,

3. EIHENBERP, EZREAR Machine Creation Services MiEik VM 8IE Linux VM, BXFHAER, 5EH
Citrix DaaS X#4erfysR I VDA,

S8 5: 3% AAD BFPikF 9 Ec% Linux VM

BIERMAER VM /5, NESDE AAD BFIKF,
E5 AAD BFIKF 2824 VM, BRITUTHE:
1. EREERKF AR VM,

2. 7z Identify (33%1) >System assigned (R#HE) &ML, B System Identity (R415R),

| Identity
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3. 1£ Access control (IAM) (ializ%l (IAM)) > Role assignments (B&5E) #EF£LE, #3 Virtual
Machine User Login (EWIAFESR) X, AERIEZEHRM AAD BFHF,

A | Access control (IAM)
Virtual machine
R Search (Cmd+/) « ~+ Add | Download role assignments == Edit columns () Refresh X Remove 27 Got feedback?
K1 overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
B Activity log
Ao Access control (IAM) Number of role assignments for this subscription
@ Tags 2 2000
£? Diagnose and solve problems
O Search by name or email Type : All Role : All Scope : All scopes Group by : Role
Settings
& Networking 21 items (7 Users, 14 Service Principals)
& Comneat [[] Name Type Role Scope Condition
® Disks > Contributor
4 size > Owner

©Q  Microsoft Defender for Cloud
 Virtual Machine User Login
@ Advisor recommendations

il i icati O . User Virtual Machine User Login © This resource None
Extensions + applications

BERFIRIMAER VDA

FRALFHNRLAF A LOEI RIS NERRIMANZEE VDA, FAP BRI TFR:

1. =zh Workspace M AR, AEETHA AAD AR 2MEBE RS Workspace, LtEHE 2T Workspace
DAL

2. WMERMAEHEE, IHEET AAD ER0TH.

ZOEEA VDA LigBMERERME: &&MREE AAD kP /ZiE, BUAERT, Linux VDA ERIGEREE
FHEL3 AAD BFR#HITEHWIE, MTFFR. FAEER, ERALRESEREIENER S AAD kP /253,
BEXFAY R, BSRUTEHD.

B8

3. RERR LA, BEUTARZ—ERIIKRERIE:

« 1 QR REIHBNIZAED,
N\ AAD AP &FE.

¥4/ AAD K [ZREEFRIER

BIAMBERT, Linux VDA ERIgEMREI AAD BF#ITEMHRIE. BXEREE, BESHXE Microsoft X &, B¥
HRIEXEN S AAD kP /25D, BEHRITUTSR:

7£ VDA BT TS, HELEMRD AADAcctPwdAuthEnable, AEBEEEHRN 0x00000001,
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "0x00000001" --force

} =r

AR

A ERERTF Microsoft tkF 5= A T WE S HIIERKF,

W REBERERB NI

August 20, 2024

B LU B F il StoreFront AR ER AP & ENEEA T Linux 89 Citrix Workspace [z B #2F# Citrix
Receiver for Linux 13.10 # AuthManager R, ENG, ERIUERZEF AR Linux RIMKSERIERHNE
WREMNARER, MEFBMNANBF R,

AR

iEAF Linux B9 Citrix Workspace R F#2#1 Citrix Receiver for Linux 13.10 z#¥1bI08E,

ERALINRE, BHITUTRE:
1. 7 Linux VDA £, L#3&ERAT Linux B9 Citrix Workspace AR Citrix Receiver for Linux 13.10,

M Citrix Workspace B2k Citrix Receiver 89 Citrix FTIE FHABN N BEF.

BINREHKZ 7 [opt/Citrix/ICAClient/, MNRER R ARRFREFHMEEEZF, K ICAROOT FIREEIR
BENEMERFREEREZ.

2. 1z Citrix StoreFront Eiz#laH, NEFNABERN HTTP BEXE&H1IEAE.
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banage Authentication Methods - too

Select the methods which users will use to authenticate and access rescurces, 0
Method | Settings
#|  User name and password
[] SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smart card

Can be enabled [/ disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -
Installlng ar_u:l unlns_talllng Fhe auth [Entlcatlcur? methods and the _
authentication service settings are included in the advanced options.

o mEEm

3. BT EMRIMAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17
HTTP EXSHKIE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>

4. BIETU TS UEEE B RPRERIES.
cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
5. BIBTTUA T < U F&IRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "@
Xx00000001"

6. B&h Linux EPSEESIENZSIETHERT Linux B9 Citrix Workspace R B#2F 5 Citrix Receiver for
Linux 13.10,

Bxaa Citrix Workspace ARRFR, RARRTERANNABEKF . WEERUBHERIIZAEEN
Az F=
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=

=W

BN HTTPS URL fEAEHIN BB EIKF

Citrix Receiver - x

Add Account

Enter yvour work email or server address provided by
wour [T departrment.

https://

Cancel Add

XSS H RS

August 20, 2024

AILEABE A B HIRIFARS (FAS) 33&RE Linux VDA MR #ITEHINIE, XF FAS BRIN8E, Linux VDA &
B5 Windows VDA A/ Windows 1718, &%) FAS BtE& Windows FEBEHER, BESEB A S HRNIERS, 4
SR THET Linux VDA BIERIME B,

AR
o Linux VDA A #FSIEHRITRHERE,
 Linux VDA fE/A%2iE#ES FAS RE 2T HEIE,
TR EITHR

FAS ZHFEMRA Linux RITRRFIEIIA G % ESRUTHIR:
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Winbind SSSD Centrify PBIS

Amazon Linux 2 = = = =
Debian 11.7/11.3 = b} = =
RHEL 9.2/9.0 P~} b} & S
RHEL 8.8/8.6 b = = =
RHEL 7.9. b~ b} = =
Cent0S 7.9

Rocky Linux = = S 5
9.2/9.0

Rocky Linux = = £ £
8.8/8.6

SUSE 15.5 2 = = S
Ubuntu = = = =
22.04/20.04

7£ Linux VDA L#E FAS
RHEL/Rocky Linux 8.x XEShk4<%15 FAS

FAS #&#iF pam_krb5 &k, Z#&H#h1E RHEL/Rocky Linux 8.x REShAHEFH. NREBELZXIFRERSA
R T3 198 RHEL/Rocky Linux 8.x iESRAHIITEN EER FAS, UEBRITUTSE. WTEERIERER
4t (VDI) X T32f489 RHEL/Rocky Linux 8.x XEBRAHIITEN _EH FAS, SJUBLSE U TE B,

1. MELF Web #5527 # pam_krb5-2.4.8-6 ;&3
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,

2. HiFHLTE pam_krb5 i,

yum install make gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install
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3. i pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5

LRI

BIIERAFBIES, 57 VDA ERER CAEBUKRFERIERER, fid0, BRER CAIES, EMBTEHNIM Microsoft
CA (£ AD #) 0% CAIERHEHIREY AD ARIEH, HEMIR CARRSEE http: //CA-SERVER /certsrvTF
HIZIEH.
pE =
MU TS &EA FEREFRENER,.
B0, Ei% DER ¥ (.crt. .cer. .der) ¥ifth PEM, BEITEMTUTHARHNGS:
sudo openssl x509 -inform der -in root.cer -out root.pem
ARG, BITEMATHG SR CAIEHERES openss L BR:
sudo cp root.pem /etc/pki/CA/certs/
AR

EDEIR CAIEBET [root B®ET. BN, FAS TAUREUR CA IEH,

i517 ctxfascfg.sh
iz1T ctxfascfg.sh fiZ<UEEE FAS:
sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
R EMARIER FiE1T ctxfascfg. she EERTER TBTZMEZH, BHEEUTHETE:

« CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: &7 Active Directory £mM 7%,

%7 EEEE CTX_EASYINSTALL_ADINTEGRATIONWAY BY9 CTX_EASYINSTALL_ADINTEGRATIONW/

o SNRKIBECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
KERBCHERE,

« CTX_FAS_CERT_PATH =<certificate path>: iEEZERIEBAFE DEIEBHTERRR.
« CTX_FAS_KDC_HOSTNAME: 75i%#% PBIS RsEZALTH0 (KDC) ENR.

o CTX_FAS_PKINIT_KDC_HOSTNAME: i#57 PKINIT KDC =M &, BRIFEFHE WA, TMWZRHTA
CTX_FAS_KDC_HOSTNAME. fn®&%H % Delivery Controller, &% KDC BEN R HME
[etc/krb5.conff st/ pkinit_kdc_hostname &, BXFMER, BSRFIRFLXE CTX322129,
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« CTX_FAS_SERVER_LIST= list-fas-servers’ - EX& B HIIEARSS (FAS) RS ES2@id AD AR ER,
Bxig GPO £ FAS SRS BEME R, 182 B A5, Linux VDA R3z#F AD 4ASRES, (BEA] LIS AIREIL
DS HRE FAS BRS88H95IZR. IMF S 7E AD LASRBS AL B BVINF 8. S0RMIFR T EARSS 283ttt , B
’<none> ‘XAFHHREFHETH, HEFEEHIRSS[HILNIRF. B5 FAS RS2SR EMIBE, IEHRMERMINA GG
OS5 57 FAS [RS8 LISEMIEOS—3, 5130 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number;
fas_server_2_url: port_number; fas_server_3_url: port_number’,

EFEIAE Linux VDA 2%, ERILUBTTIU T < RIgE FAS IRSB/HEMBE) ctxvda RS UFEENILE
e
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "
REG_SZ" -v "Addresses" -d "<Your-FAS-Server-List>" --force
systemctl restart ctxjproxy
systemctl restart ctxvda
E@id ctxreg B# FAS fR$S83, EEBTUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

systemctl restart ctxjproxy

systemctl restart ctxvda

WERRIEHR Active Directory SEm A%, ARBANERIGERERE (Bl /etc/pki/CA/certs/)s
fZcpEfE %% krb5-pkinit #1 pam_krb5 #E&, FHigBEHRXNEE XK,

2 F FAS

Z7£ Linux VDA £2F FAS, iBERUTH<M ConfDB FiflipsFrAE FAS BRS528:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "" --force

systemctl restart ctxjproxy

systemctl restart ctxvda

PR

o FAS BAZFBIRERE. MRESEPREHUERT, WEEER FAS ERERZRIE.
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o HARAN TS B P IERS A REWIA— X HIENE R FAS 22, F81% Windows 10 Azure AD
BE%,

HEHEER

7EXY FAS #1THERIBR 2 /1, BHR:

o Linux VDA HLEMECE EHTIR.
o ERZBEEMHIIEA UEAREETRINEREE FAS &iF,

WNRAE FAS REEFEIETT, FREREHN HDX BELIREN “VERBOSE”, 3% VDA BEL7IREN “TRACE™,
BXA Linux VDA BRRIFETIERMER, BSAMIRFOXE CTX220130,

HE[LUfEA Linux XDPing TEKEER Linux VDA BRI AEFE N E WA S R,

FAS fRSSBECEHIR

M FAS N BB ERBH=IERK.
1% [var/log/xdl/hdx.log HEHXMINTRBMEIRAE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list
is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
)

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

RS EBTUTHL A Citrix EMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auth
2FIGE N <Your-FAS-Server-List>,
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"

NRMBECERER, BRBAEIZE FAS RSB BIBEUERILE,

CAIEHEEHEIR

M FAS NBBEBH=ERK. BET—MREEQ, FENUHEER.

Invalid Login

oK |

1% [var/log/xdl/hdx.log HEHEMINTRBMEIRAE:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

citrix-ctxlogin: query_fas: waiting

2021-01-28 01:47:46.270 <P30656:S5>
to server success

citrix-ctxlogin: query_fas: query

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

citrix-ctxlogin:

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

citrix-ctxlogin:
certificate success

citrix-ctxlogin: cache_certificate:
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2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_Tlogon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5> citrix-ctxlogin: validate_user:
pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

AAE WIHERTERE /etc/krb5.conf RIEHKIGEEMEIE CAEBHFAEREIERNTERRIR, TBRE
WA

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

MRMBREFERH, BREBAIANZSIEBSBERNEH#ATIRE,
&, BER CAIEBRESEN.

MK BREYEE IR

FASEEET SAML 5#%%3E, ADFS FF7E ADFS ERTE LRMABFRRMNENLG, AESHAUTHEIR.

There was a failure with the mapped account.

It EEIRRAAEALIIIIE ADFS B, B AD L BEEEMEXAF.

fRA%E 7L AD EIRBEBERIKF.
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KRECE ADFS

2B R FAS MABEIERHIL T HER:

The Identity Provider has not been configured by the
StoreFront Administrator.

&R FAS NABERENER SAML SHI0IE, Bk ADFS #iE8Y, =HIttR),
BRAAR ARKESMRIEARSIEE ADFS IdP, BXEMER, BESRKE S HINIEARS ADFS 5%,

BXES

« JBF FAS BRETEES 5 M IIEARSS (A R IEHA — S H i ABESE.
o BESHRIERS SREE—ERSINT “BEFE XE,

B 1A

WREFEREM FAS, NRXBBEESFREFHNELATREANNAREFRIEN, ATEIKK.

& C | A Mot secure | bitps://ddc.yw.local/Citrix/FASWeb/ w

Cannot start desktop |EiHécesBathveTET

testwHMRHELT4"

BRRTTE

£ CA TEFAEH T Manage Templates (BIEiEiR) LUE Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BT it Active Directory 5 2#%) 20 Supply in the request (£
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ERPEM)

Superseded Templates | Extensions | Security | Server
General IID:::m|::uz-.|ti|::cil'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the reguest

ij existing certificates for autoenrolment

renewal requests ()

() Build from this Active Directory information

names and to

simplify cerificate administration.

Subject name format;

| Mone

[ ] Include e-mail name in subject name

Include this information in atemate subject name:
[ E-mail name

[ ] DNS name

[ User principal name (UPN)

[ Service principal name (SPN)

* Control is disabled due to compatibility settings.

|| Cancdl |

FIDO2 (Fii%ihi)

August 20, 2024
ALLEE FIDO2 B4IGIE, LUER Linux VDA £3tE#R Google Chrome i8] Web b,
AR

LETHREE TS IR IR it FNRThRERT RER e Ak, BINFEIREFIFIRPEA, Citrix AR R ER L IIAE
PR IBYR R (3 F o
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Linux VDA 1%3z#F FIDO2 #1 Google Chrome B4 &,

ZigE FIDO2 HHWIE, BEMUTIE:
1. F# Citrix FIDO2 ¥ BREF R4,

a) #= Citrix Virtual Apps and Desktops F#THE.

b) EBFiELARZAR Citrix Virtual Apps and Desktops.

c) BEAMHKE Linux VDA,

d) #F Linux VDA THE FH @,

) TEIRRHE.

f) MERZHEENEHE FIDO2-JavaScript-Extensions.zip.
)

fRE FIDO2 ¥ BR2F M8, BIUEN B2 > chrome > fido2 #1113 FIDO2 § BiZEF B R.

e

g
2. 1 Google Chrome =N Citrix FIDO2 B8

a) #77F Linux VDA E£#&# Google Chrome,
b) i EMMN=5%E, AEEEELTH > T BiER,

CilriX | Product documentation

NetScaler is back! Discover the new home for NetScaler product documentation.

Citrix Product documentation

Search Product documentation

All Products

c) FBARARKRR,

Citrix Procue Documentation x

& > € (® chrome | chrome/extensions

= @ Extensions

d) #i# Load unpacked (IIZHMEERZ), AEETEES > chrome > fido2 FikRi BEFER.
3. EEEEWHMER FIDO2 S4IIER Web ths, 3t FIDO2 ReZHUER FIDO2 B{4¥IE,

a) ¥ FIDO2 Z2ZHHANLTE T Citrix Workspace M BIEFHE P ik,
b) ERZESMWIEHFM FIDO2 fERS KIS .

%E FIDO2 SMARIEE, RFRIRREMERSTHUMIIARZ Web 3,

3F SSO B3I

August 20, 2024

AR MAE X MMETE Linux VDA LB AIE SSO SHRIERIES.
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BhR

BIAMERT, Linux VDA ERAERER (SSO), AR ER—HAEEESR Citrix Workspace R B2 VDA &if,

ZitAPEA—ARERNZIEER VDA &1, 57E Linux VDA L2/ SSO, TR TIE SSO 8RR &
PHIIESEH S

Citrix Workspace R BiEF VDA £3&
BRE& BR&
BheF BR&
BRE& BheF
FAS RFR&
FAS BheF
2 SSO

E&M Linux VDA Bz Tams:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\

Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

August 20, 2024

FF Linux Virtual Desktop iERY, FIMEREERIRF MENEERHITHHRIE. IHEeRET ICA B+
EPEEHTHNERFEERSKNN. RRIUEREPEAEEF. BHIaE:

o EXIERINBFESR
o INZR AR BB FHRMF
o 33 Web i s25# 17 5303
sFFUtkIhEE, Linux VDA 8B5S Windows VDA #HRIMERE. EXFAER, BSRAXTWE B SRS,
AR

AZHE Linux VDA iR ERAMSTHEEERE R Citrix Gateway.
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BEFRM

B FEBES PRI RMEBURF L TERMA:
o &8 Linux VDA ZEE TEEP—NEITARS:

- RHEL9.2/9.0

- RHEL 8.8/8.6

- RHEL7. CentOS7
- Rocky Linux9.2/9.0
- Rocky Linux 8.8/8.6
- Ubuntu 22.04

- Ubuntu 20.04

- Debian11.7/11.3

SERRE VDA 5, ERIEEHN VDA 2% 8EM%E Delivery Controller frifft, UKk 2E#EBER Windows
ERITABELHEWN Linux KE=IE.

« £ OpenSC XFNEREF. AXFAMESR, BHSHWAIAHR OpenSC ZHERE+.

1R OpenSC iFHaEF
OpenSC 2 RHEL 7.4+ LIz ERMEREEIREIERF. 1EN CoolKey e FHAENR SR, OpenSC ZIFZ RN
EHe£ (3B Red Hat Enterprise Linux FEEEER) .

AN, YubiKey Bae+AIFIEARE MRS, YubiKey — i@ USB CCID PIV ig#&, BILIRE Bt Amazon
HEMBEMMEAME, OpenSC Rapi2Fz#F YubiKey,

MRRALFTEFLEHMESRNEEF, BESE—BRET Linux X1ThR=X OpenSC R4+ BHMEN. BX
OpenSC ZERER, BEBRALESEEFEDER, MASEE, RAEEBETUTHLUIA OpenSC BEZFEEE
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots

icE
EERIES

RIEBATFEIEE R ERER, TRUTSBUTHHRERIEH,
1. FREX PEM #&z(RIMRIESR, BHEM CA BRSS B HIREL

A LUBITZM TAYS < LUE DER X5 (*.crt. *.cer. *.der) #ifty PEM, £ FEM &S RHEIH, certnew.cer
# DER x5,
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openssl x509 -inform der -in certnew.cer -out certnew.pem

2. Fopenss| BRARERIEH, certnew.pem XHBIERA,
cp certnew.pem <path where you 1install the root certificate>

BOERERIEPWEKRFE, §iE1T7 sudo mdkir -p <path where you install the
root certificate>,

72 RHEL 8.x/9.x 1 Rocky Linux 8.x/9.x i pam_krb5 &k

BREFEMWIERIT pam_krb5 iR, Zi&ER#E RHEL 8.x #1 Rocky Linux 8.x LBF M. MNREEBEZRIEERF
AR TR MIH RHEL 8.x #1 Rocky Linux 8.x it&E# LERSEEEFMRIE, WRERITUTS R, WTFEERIE
121E&R 4 (VDI) X T34y RHEL 8.x #1 Rocky Linux 8.x i+ E# EMEEEESHIE, ATUBLIU TSR,

1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| T
pam_krb5-2.4.8-6 JEt3,
2. 12 RHEL 8.x #1 Rocky Linux 8.x E#iEH %4 pam_krb5 =ik,
yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-
tools
yum install gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div
tar xvzf pam_krb5-2.4.8.tar.gz
cd pam_krb5-2.4.8
./configure --prefix=/usr
make
make dinstall

3. WIE pam_krb5.s0 &EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5

ECEERERIFR

AILUER ctxsmartlogon.sh M4 B R fERIFE R FaIEREL B,

(#%7 1) £/ ctxsmartlogon.sh fiiZ<E & & 4EFIF 153

ctxsmartlogon.sh Biz<3 PKINIT {5 2 RMEIZIASTH. LB [etc/krb5.conf BL&E XX HEMILIEE,

BREREEEEZE, BE1T ctxsmartlogon.sh iz AL BE sEF IR,
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e

NRBEMER SSSD ML, JEEETT ctxsmartlogon.sh EE#iEzhiz SSSD BRS

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh

HEREMPFUTHEA:

#

# rtlogon.sh sets up smart card log for the Linux VDA, which

# automatic installation of the essary pac and changes to
# nfiguration files.

#

#

# xsmartlogon.sh adds pkinit information to the default realm. You can

setting roug / 5.conf configuration file.

tep 1l:Enable smart c
Do you want enab mart card logon? (y/n)[y] y
the e Directory integration method.
t which Active Directory integration method to use:
Vinbind
SSSD
(entrify

nstall de
Installlng
pkinit] [pam_|

€ path to thu root CA (e.g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem

/usr/1ib64/pkes11/1libcoolkeypkll.so) : fusr/1ib64/pkcs11/1libcoolkeypkll.so

€ C fully .
/smartca i successfully.
:txsmartloguﬂ sh e ed successfully. SmartCard is ready.

Ltbah, EEA] LSS IEST ctxsmartlogon.sh iZsSk 2 R gE+:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh

HREMPFUTARS:

—_ — - s —
ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration fTiles.

Note:

# The ctxsmartlogon.sh adds pkinit information to the default realm. You can

chan this setting through the /etc/krb5.conf :oﬂflguratloﬂ file.
i e E

Step 1l:Enable smart card logon.
Do you want enable smart card logon? (y/n)lyl]
ctxsmartlogon.sh exit.

(%71 2) FHERBEAERIFE  Linux VDA B 5 Windows VDA HEIM S 8ERIF 18, EiZfED, ¥FEES
MNMAH, siEEEHI28. Microsoft IEFM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace M A#i2F. BXET YubiKey BaEEHEERER, BBRMIRPLXE CTX206156,

EHENT—F 28, BHR:
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o EBIEWEE TFREAN.
o EERLANAFIER T HEEREFR.
o EEILUERERERIIE R VDA,

2% PC/SC Lite 4 PCSC Lite 1 A&/ 8E+ (PC/SC) #BTE Linux FHIEI, ERMUSEERIR
FE#HITIEER Windows BEEF#EO. Linux VDA FHEEEREERRZE PC/SC H3IEIA.

BT T <$r %% PC/SC Lite i &:
RHEL 9.2/9.0/8.x. Rocky Linux9.2/9.0/8.x. RHEL 7/CentOS 7:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs

Ubuntu 22.04. Ubuntu 20.04. Debian 11.7. Debian 11.3:

apt-get install -y libpcsclitel libccid

ZEERFIRFE OpenSC B ZEANERFRERF. RKELE OpenSC, BEEITUTaHLURITRE:
RHEL 9.2/9.0/8.x. Rocky Linux9.2/9.0/8.x. RHEL 7/CentOS 7:

yum install opensc

Ubuntu 22.04. Ubuntu 20.04. Debian 11.7. Debian 11.3:

apt-get install -y opensc

REATEEERSHEIEN PAM R BT Tar$a R4 pam_krb5 1 krb5-pkinit &%,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit

RHEL 9.2/9.0/8.x. Rocky Linux 9.2/9.0/8.x:

yum install krb5-pkinit

Ubuntu 22.04. Ubuntu 20.04:

apt-get install libpam-krb5 krb5-pkinit
Debian 11.7. Debian11.3:

apt-get install -y libpam-krb5 krb5-pkinit

pam_krb5 R 2 — N EIERI S IIEER, PAM BEIN AR LUEA pam_krb5 EZRHMZEHLITHO
(KDC) SREXZRIEE FRIE. krb5-pkinit REE A FEFiRERTAFIESM KDC REIAERE PKINIT f&#+.
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fZE pam_krb5 =ik pam_krb5 &5 KDC R B LUFERE 5 HIEHIREX Kerberos ZiR, E1E PAM 8
A pam_krb5 BHIIE, EEITUTHS:

authconfig --enablekrb5 --update

7t [etc/krb5.conf BRE X, 1RIESLERAVSURARID PKINIT 58,
AR
pkinit_cert_match s EZ A HIEBERTEIR PKINIT B418IE> A4 FICERIFEN, TLECHNIAYIE %
A

[relation-operator] component-rule ---

Hrh relation-operator AN &&, RRFAIBAGANBRTE, thallh ||, RERE—FAEMUHA
ILEC,

FEmE—"™EA krb5.conf XERIREGI:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you 1install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msScLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

#0 PKINIT 5875, ZHEEXHRW TR,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@%0]
pkinit _kdc _hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit _eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature
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i E PAM S41IE  PAM BEEEXH{ETAT PAM SHIIERER, BRI pam_krb5 fEASMIRIEER, ERA
[etc/pam.d/smartcard-auth SRR MUTT:

auth [success=done qdgnore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.
so

SNSR(EEMA SSSD, MMERRFIZECE X AR I TFITo

#%PAM-1.0
# This file is auto-generated.
ill be destroyed the next time authconfig is run.
pam_env.so
ignore=ignore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS11:/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkcsll.so
pam_permit.so
pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient .

account [defau ds ser gnore] pam_s55.50

account d ds auth_err=ignore user_unknown=ignore ignore=ignore] pam_krb5.so
account required

optional
required
optional

pam_sss.so
pam_Krb5.s50

(FIif) EABERFHITERER

B EER (SSO) 2—1 Citrix h8E, AF LM ENSEMNAREFEHNEES MBI, IINERETBREAE
PIN 13894k, E3§ SSO 5 Linux VDA &4/, BERE Citrix Workspace M AEF., %A ES Windows VDA
A, BXFMEE, BHSAFRHP0E CTX133982,

7£ Citrix Workspace M2 ECBA R, BRI TRTEASEEESHRIT,
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File Action View Help

@2
Local Computer Policy * || Setting State Comment
fie= C_or;p;i‘::r Cc;nﬂguratlon |i=| Kerberos authentication Mot configured Mo
> [ etti
o= \:rl_ 3 oI Set:qgs \iz| Local user name and password Enabled Mo
) J 3 .0‘."‘5 : g \i2| Smiart card authentication Enabled No
4 Admlnlstratn.re Templates § =
4 Cltrlx Compenents & Smart card authentication Bl e
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication e ] I Next Setting
E cap
| Client Engine i )
=i Di g ) Not Configured Comment: -
| Diagnostics
| Fast Connect API Supg @ Enabled
| HDX MediaStream Fla: — )
| Multi-Stream1CA | ||| © Disabled
|+ [] Metwork routing b Supported on: 4| Citrix Receiver supported platforms P
> | Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
[Z] User experience 7] Allow smart card authentication Use this policy to .control howthe client uses smart cards o
1> || Control Panel attached to the client device.
> | Network Use pass-through authentication for PIN
= Printers When enabled, this policy allows the remote server to access
o 5 smart cards attached to the client device for authentication and
i 4 ytem other purposes,
1 | Windows Components
..... i All Settings When disabled, the server cannot access smart cards attached to
by User Configuration the client device.
> || Software Settings i
4 _;iwmdows Settingi £ Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
. different operating system on the client machine, it may be

PREERER

PRBEEEEXNIEET HDX PC/SC WEBEEFEEMMNMH, R WAN FIEFHERE £, ATLURS L.
BEXFMER, BBRATE .

Linux VDA z#%7E LU Fhias#y Citrix Workspace M EBEFHERHIELE !

« Citrix Receiver for Windows 4.12
« EATF Windows # Citrix Workspace M BEF 1808 RE Sk

EEPREEARESERER AMERT, REZEEERINEEE VDA LATEARS, AFFHEIATE2ARK
T BEEPIR, ERRRESERER, BEUTSRES7EXE StoreFront 155/ default.ica e

[WFClient]
SmartCardCryptographicRedirection=0n

EEPIH LZARERESEEER BEEFPHLZRAREREEEER, EMXER StoreFront = default.ica 2
ik SmartCardCryptographicRedirection 245,
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izf7 XDPing

TR ERSEE, AIUEER Linux XDPing TR#ZE Linux VDA IR R REF 1 E L EC B iR,

ERER
fEAEERER Linux VDA

BJLA7E SSO #13E SSO R EAEEERER Linux VDA,

o £ SSO 24, TEEAEEFEMNSERIEHM PIN BB5h%E R StoreFront, 7 StoreFront 255 Linux
Virtual Desktop %iE8Y, PIN B £#%] Linux VDA LUBITEEE RSB 1ITE,

o 7£3E SSO =R, REBRTEEFIEBHEN PIN 13LLE R StoreFront,

Windows Security [
Select a Certificate
Windows Security =)
(—=g| userl
Issuer: zhusl-DC-CA . .
|i Valid From: 11/15/2017 to 11/15/2018 Rrose St Cand o des
e . - e Please enter your PIN,
E— lick h Wi ifi
== ddc :
—a| PIN
| Issuer: zhusl-DC-CA | B
|| valid From: 9/19/2017 to 9/19/2018 [ [anaan o |
Cancel |

£ StoreFront #/=5p Linux Virtual Desktop &iEfY, &7 Linux VDA BRIHEE, W TFFR. AR ARMERE
RHMIEBHIREGY, HMEFHEAN PIN BBLUATE RS HIIE,

k4785 Windows VDA #[F.
" cix-ddc.ctxdevlocal » 4 - m] x

é — X | ctx-ddc.ctxdev.local /Citrix/SmartManual Web * ‘ =5 :/.

Windows Security b

| Smart Card

Please enter your PIN.

PIN

M:m

Click here for more information

OK Cancel
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ERERREMERIRE

BSURBEERERITFRILE, TREMEEIRE SN, Linux VDARRER—MREBEFED, HRER
H, EAERSHEIEEREREEFINBEITAK. EXMERT, RATRMEMEMRTUIREEEREREF.

B2, £ StoreFront i, MR ELEMEZDSIENREEEFEF, StoreFront Web FIaES RN FRIRIZHZR:

Insert Smart Card lﬁ

@ Flease insert a smart card.

| Cancel | Details ==

PR

ZHFEIRE Linux R1ThRA1 AD S5 %

o DEEFEEBESHIRIIZIFERM Linux Z17HRHA AD M5, BRI TYIR:

Winbind SSSD Centrify
Debian 11.7/11.3 = = =
RHEL9.2/9.0 b P~ £
RHEL 8.8/8.6 = = =
RHEL7.9. CentOS79 =& = =
Rocky Linux 9.2/9.0 = = £
Rocky Linux 8.8/8.6 = = ES
Ubuntu 22.04/20.04 = = =

ERERTSPREEME

Linux VDA 34 e R FRMXEMABIAITR. BRINER Linux VDA E#BERERN, SIERFNEE, FESIERERH

Eo
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XFFHEMERERT PKCS#11 %

Citrix iRIHBAERFEERBRAR. BARNPZFFIRHBNTIHET OpenSC Bie&, BRERTUSAEREM
BHe~M PKCS#11 . EMESENEREFI PKCSHLL F, BHITUATRE:

1. {8 PKCS#11 E&#FiE opensc—pkcsll.so £,
2. E¥ PKCS#11 EMERFIGEREMR, BETUTHES:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "
PKCS11LibPath" -d "PATH"

Hrh PATH $5@1E89 PKCS#11 F, 140 /usr/lib64/pkcsll/opensc-pkesll.so

3. AP LERAREEREFRER.

RESHIIERN (ER) BR#HTIAR

August 20, 2024

SR AR IFRNAEFREE, MASER StoreFront 5 Citrix Workspace MAEFREREE. EAXES
RIATRI R PR FIHIENR, EHTIRERESHIIER StoreFront ARNE, HFARCEFRESHRIENAF B
FRIRIEIRR,

AR

[BEMANTIEHB VDA 7 R E S H IR P #1T1h 1Rl

RESHRIENAF AL RRIENB. KEMBEHEERT Android 89 Citrix Workspace [ ABEF LR

"=,

BIEKRZSHINIER StoreFront RS

1. 72 Citrix StoreFront BRi=H EWANERPRENABET R, AREREERPREIZNARE,
2. EYABERMNEL, IEENABENER, ERRXAFRESHRIEN (ER) AFiHRLNAREE, REE
EE—F_ﬂ;o

BXFAER, BEESACIERESHIENN AR,

ERMAFARE SRR P B RILIERER

RYARM—IHZ MTEN B RPERNHENNE S, EEJUERRNEATNNBEFNKSENAFE, &AL
MARZSMIENABFRTIHINR. BXFAER, ESH
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BRI ATH,

NREZEZ NN AP 215 1R E = MBI E)

RESHWIENBFRIIENRINTHEBE A 10 55, HFFPIRHFEEN, XEFEETHE, TLUEEFEMRIE
& AnonymousUserldleTime EE B E X TiNBHBE, Fi0, BREEXTHERNEIZERT S, BHEITHU
Ta%:

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©
X00000005

REREZSHWIENAFANRAKE

BREBERZRGHRIINARNRAKE, BEERFMET MaxAnonymousUserNumber, tHi&E[RHIE 4 Linux
VDA LRMETHRESHIIENBEFR SI1E8. AR ctxreg TRREIIMFRIGE, G, BRELEN 32, 15
EBEITUT®HS:

sudo /Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d ©
X00000020

HE:
FRHIREZSMIGEMNAFR 2E. NMRRNBHAZEIE, VDA fJftaEMind, HhaifERTARE.

HPEHEER

EEREZSMRIINARZEN, FESUTED:
o TERERIRESNIENAR RE,
BINEMREGEEREETUTRE (REN0):

sudo /Jopt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber

ik nesd RS RS IEEIETT, BEEBENSHA passwd E7E:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'

WREEH, 155 Passwd EETEi8E N no , AEEFHEH ncsd RS, BEXUMEREREMREEESTHTE Linux
VDA,

« £/ KDE BfRZSHIIENAF 21ERERBIFZH,
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AINBR TRESNRIENABASEPZAYMRRANES, B2, eNIAERE KDE . 7 KDE 1, EHEER

PEBEYRIREMNES, BBUTTHRMEEEX G $SHome/.kde/share/config/kdeglobals ., I#0:

[KDE Action Restrictions]
action/lock_screen=false

BE, MRELBEEEMN kdeglobals X (0 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #% KDE Action Restrictions S#EEANTAE,

BREERAFEER.

BREARIR, BERAFATEEN kdeglobals UMk [KDE Action Restrictions] &5 HH

[$1] #7i2, RERERARFGCENRERZAYFRANESE, 5X KDEBENEMAEE, 15

Administration/Kiosk/Keys Hif.

File

August 20, 2024

FEDABTEBE T ER:

o XHFERIFIHEM
o XL

XA E A RENG

August 20, 2024

BRANERAERE TR RERRERETRIES AT P in 2 B E GRS 5, I
and Desktops 2006 S E S R4 U KER T Windows # Citrix Workspace ZBi2FF 1903 SE =R

ERINE RIS M, FHR:

o MNERRABEREE 20,

o RANMHR/NRET 200 MB,

« Nautilus XHEREERET Linux VDA BitEHN LA,
o XHRES ASCH F5F, FESHHTER.

X #589 Linux Z17hR

XS HIFAEMINEEE AT Linux VDA 2#5HIFFE Linux Z1TAR.

25 KDE System

2 Citrix Virtual Apps
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FER R

TG IRREE SECEThREAR. BXBIMREAIFAES, BERARRZIHIR,

o BPIHEMLREE M
o BIMEIRIEIREEIIER
o FEFERAEFIER
AR

BERERXHEHMMEINEE, 1ETE Citrix Studio FRIEEFIHEIEIREEAREIZE N,

PR

o AFY). BYIXMHERBAAANE IR

o RFEHER.

s AFEHBR.

XA EFRMAEMLSTIRIRFHIT. RSERDEFRMMYE E—MXHE, TRERT—1TXH.

SR H

August 20, 2024

572 Linux VDA M FiRig & Z B T XX E R, YT IREEIETZE HTMLS D aE %0 Web X% 338T, 1t
IhEERT A, HTML5 WEEMAFAFERERT HTML5 71 Chrome 89 Citrix Workspace R R2F AR BN £ EH
MR AR,

AR

XHEREIHERT HTML5 1 Chrome # Citrix Workspace R BfEF A .

HEEAGHNARFNRERIER, XHEHAFE Linux VDA 5EFPHIEEZE LHNTHX G EEXENER
iHi% & EHE Linux VDA, &% Citrix Workspace ARRF T A M EHER, ABRMXEIHEERIEZEFRE
BN, BRXMHM Linux VDA THEIZFIHIEE, BRE THER. JUELHATRIBPRMXG. —RKREH
LU 10 N32ft.
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} =r

AR

Z1f Linux VDA 58 Fimig& el EEM T4, EEA Citrix Workspace MBEFH T AR,
B LUE A A RO R Citrix Workspace B2 FhR 7.

B FTHEX 4 ERNGIRINEE. THIBEE VDA LHNREIIRMNISE B RSBt HIE P HESE.
=W
B & T # E K % File transfer for Citrix Workspace app for ChromeOS/HTML5 (& B F
ChromeOS/HTMLS5 # Citrix Workspace R #2893 4 1% i) #1 Download file for Citrix Work-

space app for ChromeOS/HTML5 GERTF ChromeOS/HTML5 89 Citrix Workspace M FBZFHIX 4
T#H) HIRIEBENRIF.

TERAHTHN—LEMAA:
o THXHUFRERIRRE

HEARHENEEM Web NERNBAERSIED, M Web b8 THMIX4A UFREE VDA LHREZIRMNILE
BR%, UEBMERIEFHEE. EXUENTEH, BHESIEP Web JEBRNIATHE RIEBNRES
RHEE, HEBITERT HTMLS 5 Chrome 89 Citrix Workspace BEF8I Web 55238 Fig B AT
HER.

o BXHBEoHEREREFIRNIRE

AEATHRERIER, EREMXH, AREEBHHEFFREFINZNKFERD, UEEFFAHLE LA
Ao

XL R

BRINBAXHER. A Citrix Studio ATERIXLHEE (UTFAFIRE > ICAXHEERT), ERXHEREIRE,
FERUTEL

File transfer for Citrix Workspace app for ChromeOS/HTML5 (i& B F ChromeOS/HTML5 #y Citrix
Workspace R BREFHIXHEH) . AFHELIERZLRAFE Citrix Virtual Apps and Desktops 3%k Citrix DaaS
RIESRLAF IS ZEFEX o

Upload file for Citrix Workspace app for ChromeOS/HTML5GEFRF ChromeOS/HTML5 & Citrix Work-
space NARFHXH LH) : AFHMELERAR EEHXH. XHTUMARBNIEE L83 Citrix Virtual Apps and
Desktops 2i&5} Citrix DaaS 3%,

Download file for Citrix Workspace app for ChromeOS/HTML5 GEFTF ChromeOS/HTML5 #9 Citrix
Workspace BRI HTH) : AGFHPELLERAF FTEX M, XHRTM Citrix Virtual Apps and Desktops &i&
g Citrix DaaS &iF FTHEIAFHIEE
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fERER

Ei@idiEATF HTML5 89 Citrix Workspace M A2 ERXHEHINEE, BEHRITUTIRME:

1. £ Citrix Studio #, % WebSocket i&E#5KE81& B R 7iFo
2. 1£ Citrix Studio #, &3 LA #HEHHRER R A AL HINEE.

3. £ Citrix StoreFront BEiz4lat, BENABEE, EREIE Receiver for Web iimT5m, AEEE%ER
ya2(E 3 Receiver for HTMLS &1k = A Citrix Receiver for HTML5,

Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

hitp://qzw33-ddcxd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Deploy Citrix Receiver

Add... l [Cnnﬂgurew l l Remave ]

For the best user experience, Receiver for Web sites detect Windows and Mac OS X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install

Receiver Experience Citrix Receiver, enable Receiver for HTMLS.

Customize Appearance ) -
Deployment option: | Always use Receiver for HTMLS ~]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS

Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service:  http://qzw53-ddc. Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

4, BIEHSEES Web JINSENARFSIE, 7 Linux VDA 58P #i8E 2 BT — NS N XX HEE,
Z®:3iEATF Chrome 19 Citrix Workspace WRREFEA X4 EHTHAE, BHITUTIRME:

1. B bEARX A E SRR A X L ThAE,
2. M Chrome W LRz EFIAEX Citrix Workspace R BER.
MREEIFERTF Chrome i Citrix Workspace A2 HINEl “Chrome MR W@, EHiS LS E,
a) 7 Google Chrome FIEHREHENERT Chrome #9 Citrix Workspace. # i8R ET.
b) EERERD, #EI8A Chrome M ERAE (F21# Citrix Workspace RA#ERF) B URL.
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£~ chromeweb store

@ Citrix Workspace

Cffered by Citrix

* % K 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) #EAmMEl Chrome LU Citrix Workspace M B#2F#1N%] Google Chrome i,

3. £ “Chrome AR ELEE “EATF Chrome # Citrix Workspace B2,
4. BAEEEN StoreFront ABEH URL.

MREZHEANT Z URL, BB L5,
5. BoENSEENAEFSIE, 7 Linux VDA 5FFIRgE 2 EHRIT— MR Z N XHEER.

Bl

August 20, 2024
KESABTEE LT E:
+ Bz DPI 485k
s BEFRBHURESET

o EREEMHA
« HDX RRHZE

o REMKE GPU

Add to Chrome
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o 2TEIKEN

o Thinwire ##RAER

Bxh DPI 481K

August 20, 2024

Linux VDA #5585 DPI i, HAFRITAEMKENEARFRIEN, S1EH8 DPI ExBmERULREE kL
8 DPIi&&,

TERSIINEERXETEDL.

 ZINBEERE 7 Citrix Workspace =/ DPI Lz, 34 FiERF Windows B Citrix Workspace MR,
BERFERE, ERANSMEIER, BXxRERT Windows i Citrix Workspace M BIEFEE DPI &1k
BFEMAER, HSE DPI 4,

« EFZEESERESRPTEMER, KIERERKN DPI REXNSAERBHITERE, FXFRS DPI 5%,
NRFEAFRRFER DPIIRBREE RS, Linux VDA &34FrERENAS/) DPI &,

+ ZINBEEXT MATE. GNOME. GNOME Classic #1 KDE =/, &/ KDE 3% MATE BY, &R TEI:

- XF7E Mate KEIFEFRIEITH KDE EINSE:

* AT INER KDE Plasma 5 iE S ks,

* ERIBEEITNENEFF iR LW DPIEBERAFP IHHERER,
- XF1E Mate KREIFEFRIZEITH MATE B Sm:

* (NSZREGERILLA) 1 A0 2,

* ERIBFEITNENZF iR LW DPIEBERAFP FHHERER,

o EBMIERH DPI ERRIERE A L DPI IRBEBHEN. B, R HFBHERENAEMELE, fa0
100% #1200%., SIRERFIRECERBRLFIRE N DL, EPE DPUBRIE T RERNEBHBMRLLE. =
Bl WNRFEMLELFIS 125%, DPIEFEX 100%,

IR G i =i1E DPI BRIER
INFHFETF 174% 96 (1 x 96) 100%
175%-274% 192 (2 x 96) 200%
275%-399% 288 (3x96) 300%
AFHETF 400% 384 (4 x96) 400%

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 285


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/graphics/session-watermark.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/graphics/thinwire-progressive-display.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#dpi-scaling

Linux Virtual Delivery Agent 2311

=

=W

Linux VDA Z#F&5% 200% B MATE S&E B.

August 20, 2024

Linux VDA RIEEMH 2 REMKERE P IHEEHNBEMKS. RIMERT, WL FEARS, ERTFUTRE
B9 Citrix Workspace R 2!

« EMATF i0S B Citrix Workspace R 1EF

« EATF Linux 89 Citrix Workspace R B1EF

« EAT Mac 8y Citrix Workspace ABEF (F%#iR4s 2204.1)

« iEAT Windows 89 Citrix Workspace R E1EF (F#5hkZx 2204.1)

5%

HARTHENSEN, MITELUTE Linux RAREPEIELEN. BUERRTEEFHEENBEIRES. BEF
FRBMEHNESL, BREHEMEN. EXTF, BERUTRESE:

.1n—ubu1804-binz - Desktop Viewer - a X
Activities Tue 17:02

unpluoged 74%

FRNBHEMRRTARNEMRS. EXEHR, FERTE:
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Bt ER TERE pE RNkl HRBMEHRNEDLL

EERE, B+ fSRT &, BRBRR

=80%
EEZE, A ¢ fFsRr &, AERERT
=20% #1 <80%
EERE, B¢ skt € BOexRT <20%
ﬁ KR7EHE, B <7 SRR =, ARBRR
=80%
Q K3eHE, B <7 fFSRR B, BIEIRGERT
=20% #0 <80%
ﬁ K7cHE, B 7 fFSRR £, BLERR <20%
E A RN RN

=

RINMERT, BEFEEIRSETLTBARS.
BERLINEE, BEITUTHL!

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"

EERILINEE, EETUTEHS:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000001"

AR

ERSBSEFMRBRINGE, ZINEESEF HBEMRSETRHE Mobile Receiver E#ki&EiE (MRVC),

RIBERRITIR, STHRESNITZRUBAZINE. BXFAER, FERABERAASHEERD.
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BB & T0E

August 20, 2024
AXNEET Linux VDA B2 ER BRI,
BXFAER, BERAARERMLEAED .

icE
£33 3D ERZLIEA MK
iR ERERESEREEETEAHNENRINME. TATEMHER TEREEENAREFNBAFBRILIZE, X

TRIEALUER GPU YRR TR AL, EXBEHILRBIRENRMRENHBEMIEREESHMAER.
FIANERT, RIEMK 3D ERTERH,

TSR AR E 28 31T [ 48

Thinwire 2 Linux VDA FEANETARZELER R, ZRAAT—SHEN LERNEREE BRENS) 5
F—AIFENLE#ITET.

eSS R RS 23 1T A E R RRIRBERABRMART, HEXREBAFHRA LT ED:

o RIFEIER. XRRINRE. TRERTHMEE. ERHAAME Citrix E##%%%Z Thinwire, B Thinwire B
FIWHARETEARENY B, $EMASHEGRETEEI MK,

o HNENRER, A Thinwire 12257 H.264 3¢ H.265, LUSIEu#AFPARAHREEREREITRL, LE
REKREMA D BEHNERT. ERTHNENRR, HEBERTRIFERHBR T X 3D B TIEAZ
AR, XFFEIEKEDL

o FXERNTUHXIEL, Thinwire PHWBERNEREAIRFBEIE SR (WA, 507 3D). EREERIEEBHIFE
B HER AVL, H.265 5% H.264, #E#F4ER AVL. H.265 5 H.264 11514 #F5 28 2 #F HDX Thinwire
KNRBAMEERIBOHNHBH#TRIG. WTFRENERIED (BEXFTNEZER), HASEREGESE
(JPEG. RLE) FIEEF. APAREGEUATHLS: SAERNTE. RSIIRNEREUREHMUERSE
PRXAHBREE K. HURAERIRE NIRRT TIEN, FHndFIEER AVL # H.265,
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Use video codec for compression

Do not use video cedec
Use when prefemred
FDr au::timel],.r changing regions

7.6 Desktop OS5, 7.7 Server 05, 7.7 Desktop OS, 7.8 Server
.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server
05, 7. 'II-_' Desktop GS 113 Server 05, 7.13 Deskiop O5, 7.14 Server 05, 7.14 Desktop O5, 715
Server 05, 7.15 Desktop O5

Description

This setting is available only on VDA versions XenfApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpeint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regiens” to eptimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIRE (BEUTAREREKIRE) JUATYERZEAERANEREH#TTE:

o BRENEZEERE
o BfRhnESR
« MIBERE

AV1/H.265/H.264 fE44RE5

e SR ARID SR VAR MH RIS SRES A IFEA GPU BN (WIRATA) B RmEE R EEFS TR, GPU B
RS RRFIAE, RAMIRE T ST (FPS) A14RE,
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GPU BN 2 5 B AL 4R R RS 254 1T R Ja SRR BRI PR B EIAE T

o {REFEYER
¢ HWNBIRRE
o SN EBHEUAIXE

EEREFISAES, BRMA TSR

1. B ERISRmAERI SR AR RAD RESIRE N EE Ao
2. BERMMARBELESATERREANRIFEIER. HNBEINRERRHNETUNKE, FHRERKERENT
fERLSRYRARED 230

VDA #0 Citrix Workspace B2 A FME A AVL 5 H.265 SR ARIDES 7 REFE . ERMESEERIE,
AV1 5% F H.265 # H.264, F3%2#F AV1 B, EhEER H.265, WRAFZHEF AVL M H.265, SiEKELREIFER
H.264 {ST4mfRmEES. 1R GPU BH4FaIMA, VDA £EIREIERANRGIIARMFESNET CPU BRE,

AV1 FE RS ER

VDA

« VDA: 2311 iESHRA

« GPU: NVIDIA Ada Lovelace si&EShias (B NVIDIA GPU Z#509MsA4mA#iDes%5IR, 155 NVIDIA X
¥, Mk https://developer.nvidia.com/video-encode-and-decode-gpu-support-matrix-new,)

+ NVIDIA &IRzh#2RF 522.25 5B =k A (Video Codec SDK v12.0)

&

« EATF Windows #y Citrix Workspace M2 2305 s EShia
o 3§ AV1 BRME Fim GPU:

- NVIDIA Ampere S{ES RS
- Intel # 11 X/Arc HES AR
- AMD Radeon RX 6000/Radeon Pro W6000 %% (RDNA2) s{E S ks

H.265 BEH4REZRIER

eIl

« Citrix Receiver for Windows 4.10 % 4.12
« iEATF Windows 9 Citrix Workspace R F#2F 1808 REShr4s

EEEF K EEA H.265 Brme3, 155 H.265 A543,
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H.265/H.264 TifE4%E

H.265/H.264 TR E48& B Fi@id NVIDIA GPU #1789 HDX 3D PRO {4 hnik. H.265 ERMERFEIE
Windows B9 Citrix Workspace R A2 2305 RESRE, H.264 TIREHRZBEUTE, F

« EMATF Windows # Citrix Workspace R BERF 2303 REShRE
+ E2%& Apple M1 B/ RIERTF Mac i Citrix Workspace M2 2301 REShRA

ZBH H.265/H.264 THRESRE, BRBRUTIE:

1. B ERISTR DS R RIDRIBIRENE R R,
2. BERAMIMGR R SR HTEARRISENHNEBIER,

3. BUMRRERIKIZEN Always losses (JALRER) JEIRWE,

FRAVFLTE TR ESE
RIFRTE TS ERE R AT ERERA R THES, MARREENTHRES. B TEIELTHNESE, RRETHIEE
AIREEMRE, ERFEMRE LAGRENEMIRKR. MgErEIRRERENENERS .

INBERT, AFMRETHRESERELTEZEARS. EBRMREHES, BEATFMRETHRESRENCEA, B0
BB ERIRE RN THREE,

MRRFERIAR AR AT ERRRENTERNRAEDE, WARTHRES SN AEFHSEGRE. MREFE
FRARSn4R RED 28 T E 4A SR IR IR B N AE A SN 4R ARED 28 USMVEIAAR, WIMBETRESEIFNAE] H.264 4K,

BXUEREMNERIMARIDSHITERRRENFAGEE, FERANTE ERERZENETERLE,

B RRERIR

FIEEM Linux 2IEPEBETHERRSIERRIATES TRERERR. ZBREMNTERGRESXEMZEK
E E R,
EFRBR, BRRUTSE:

1. 7£ Citrix Studio F /5 FER RSB TEREE,
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Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

") Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. ITAKEHIETT ctxslider %%, WERHEZREER U,
AR
o IREBMKREREIGENIRKRTIRBTIRME, WAsER8ER Ul

o ERIUMZR IR RRREBHBRAF R,

Image Quality - =
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

UTE AT LR (A LA ae TN

- EENEGRRE, BFEHBR BRIFHSEEN 0-9
s EEARRAEXIRE, BEFILRFRE,
o BEUMEIEHRN, BERRERE.

RIEHRARERBRTIIMERR

BERIBH R G ERABRTYMES, Citrix 31858 7 HDX 3D Pro BE#4RIE,

A HDX 3D Pro tEf+4g52ES, VDA BT LABIER MMl it BB H TR H AR AR B RID I ALERR, X—HtEIN6E
Rt T —ih T B E AR E BN H
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KINBERTBALINEE. BEEBILLITIEE, BETUTmS:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force

BRT ERLLINEEZ SN, BRI LUBITI Fen < IR EMEF A5 E. AverageBitRatePercent 71 MaxBitRate-
Percent S#USIEBEHRERBERNE D, SBENEES, BFEMEEN, ERMERRK. BINIEETER 50 5
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

ERBMIMERRE, MRENFEEEFRIFIAE, NSENMELATRESERES, RARLXEMMNEN, B HH
REHEN A ERSRERMN, BRI LR R R)—,
B % Linux VDA Thinwire SZHHISRIEHEETIR, BBAEKZIFIIR,

B % Linux VDA EMZ MR IFEENER, 155 CTX220128,

HiTALIE
Thinwire JLUBE HITREBER LTS KIZS SN (FPS), BE4& CPU SBRENFHEIEE. BAERT, LIk
FERERSES. ERALINEE, FEEN VDA LiEITUTH<:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ParallelProcessing" -d "0Ox00000001" --force

R PEHERR
T EEEAHMHERAEL
BITUTHSREETEEERWMHERAR (077 TW+, 1 RRERENIMEFEIDES)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force
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IO AV1 B@EBIEEERF
AR
EFLFI B EEFERAM N MNGERDSS, FET THRENGSHEBIRALENEE FIKS.
BHETUTHSRIITRTEEFER AVD (0 RREKEFEA, 1 RREEFER):
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep AVl

fIan, S5RATRESRMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "AV1"-d "Ox00000000"--force

KIFRTIEEFH H.265
BTUTHSRBIMERTEEERAELRE H.265 (0 RRKER, 1RRFIEEFER):
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265

BN, “ERATREFRMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

WIFREIETEfEA H.264

BITUATHSREIEEBIEEMEA H.264 (0 RnAREFER. 1 RTERERA):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264

f5ian, LERATREREMT !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

EIEEERMM YUV RS =

BITUTa<RIQEIERERABM YUV HiZA%E (0 =7 YUVA20; 1 RREYUVA22; 2 RRYUV444):
AR

R EEEFERMINREEEN, YUVFormat FIEZTBEEX

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
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N, SERATRESRMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

WIE R T EERER YUVA44 R

BIETUTHSUBIEREIEREMER YUV444 IR

sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep Graphics

4 YUVA44 R FIETTIRESE, SREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode'"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

I2iF HDX 3D Pro RGEREH

BT TSI HDX 3D Pro 25 EEA:
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep ProductEdition
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep StackSessionMode

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep 3DPro

‘AT HDX 3D Pro B, ZR%EMTF:

create -k "HKLM\Software\Citrix\VirtualDesktopAgent\State"-t "REG_SZ"
-v "ProductEdition"-d "<PLT or ENT>"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\WinStations\
tcp"-t "REG_DWORD"-v "StackSessionMode'"-d "0x00000000"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix"-t "REG_DWORD
"-v "3DPro"-d "Ox00000000"--force

Z10iF HDX 3D Pro FiE&# NVIDIA EREEME, 357E Linux VDA LiE1T nvidia-smi &<, ZEREMUTF:
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Tue Apr 12 10:42:03 2016

e et et it e T +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util

Compute M. |
| © GRID K1 off | 0000:00:05.0 off |

N/A |

| N/A  42C PO 14W /31w | 207MiB / 4095MiB | 8%

Default |
o Fom o +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [
I e e e e e s Y
| 0 2164 C+G Jusr/local/bin/ctxgfx

106MiB |
| 0 2187 G Xorg

85MiB |
o +

KIEREIETEXYS 3D Pro ERE4RI

BITUTHS (0 RFREM. 1 RREEFR):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding

f£F 3D Pro BY, ZRAEMTF:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000001"--force

t#aik NVIDIA GRID B/ i ahi2F 2B EEWRE

Z#1A NVIDIA GRID B i shiZF R EEEMRE, EIET nvidia-smi, EREMF:
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| NVIDIA-SMI 352.70 Driver Version: 352.70 |
[t o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60 Off | 0000:00:05.0 Off |

off |

| N/A 20C PO 37W / 1560w | 19MiB / 8191MiB | 0%

Default |
o o o +
et ettt R e e +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage |

NERGEEHRNES:
etc/X11l/ctx-nvidia.sh
HDX 3D Pro #5128 &4 0@

MRFEFETEMNEFE LREBLNEE, FHRE NVIDIA GRID ¥FrLERE AT A,

0E Xorg $i2A%

Xorg MBREX & Z R TF Xorg.{DISPLAY}.log, fiT /var/log/ {3k,

BR8] K PR
33F vGPU, XenServer (LIFi#i} Citrix Hypervisor) Zitiizhl & B ICA SESIERE

AR E. BEETUTH<SHER VM 894t VGA 2615 :
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[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=
disable_vnc=1

R Gnome 3 REEETRRIE

X2 Gnome 3 KESIEFNHIRS.

1A% Citrix Workspace R AEFEOA/NE, B OpenGL/WebGL [ AEF T ERIFHEM
1A% Citrix Workspace L ARFEOXNSHTERESYE, NVIDIA ZRREFSBRELRIPRS, HoTEE

RN BREFMEANMELN, i, WebGL Etxk lightgl.js ATaE4 512 Rendering to this texture is not
supported (incomplete frame buffer) (FZFHEMAULEIR (WL X R52E)),

HDX REH=

August 20, 2024

5u

Linux VDA A5 HttEMRE LNRIFAR R Z B CNENRERFS,.
UTRHEE I SETHAZRENEEEMARENTRE,

BHERE, BRITUTERME:

1. EEHMKENENKEF, RETENRAFGEEENAEIREREHRE > HZRNER.
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[ ] - Desktop Viewer - [m] x
Activities

Share my screen

View someone else's screen

<
=
®
B

9

= - L}l_-slch_;p WVieiwer

Red Hat
Enterprise Linux

2. BEERIFHXHA.
HENRRHEABRRE—ERE, BEHEFLHAENABRERR.
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[ F Desktop Viewer - [m] X

Activities gfxindicator ~ =it g 2T 22:39

Citrix screen sharing

HEEMREN, REFEE—MIENE, RREEHTES,

3. SHttENRE (BSEHAEENRER) LNRIEARHZEHIAINE,

4. EAENEERETHENES, BERRTERN, AREREEENET. EFLERTERN, EFEREZE
ARHRT.

Activities

‘.*

Stop sharing my screen

Give control

7 viewer-user3
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o - Desktop Viewer - o X

Activities

Stop sharing my screen

Give control

EEEFHMANRES, BHRITUTEE:

1. FEMKENENXES, SERBEAZFEMTEREEEMANRES.

P oeskeop Viewer - o *
& Applications ~ Places T @ © zh Tuels07 & ) O

Share my screen

Stop sharing my screer

View sucme else's screen

L

2. GAEEENFRIEREAR, AREEHER.
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TN [ #
Activities L‘BJ Unknown ~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. FRRRHEERRERIER. fla0:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel QQK

o EHEZESE, Linux RAREHXEMIEREK HBH,
o INRHZERT 30 MAEREAIER, BRIERBEIBHHETRT.
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4. REASEEIRTHREERTENERRE, HENRERETE Desktop Viewer 1, ZBUEEENFHS5H
DB A P BiEi.

| Desktap Viewer

- o x

HDX Screen Sharing Viewer

0"

¥ Activities

*9

5. EEREHAZNRE, BEHEFANRTER.
R’
o MBHZERE 30 HRIEZEMNIER, BHIBERIGTH,

o —RARTF—ITERERFHERR.

B ERAAERAT RN ZERREITHI
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™| Desktop Viewer - s} X
& Applications Places  HDX Screen Sharing Viewer TR ©Q ©®@ @ zh Tuel?27 &K ®W O
HDX Screen Sharing Viewer - 8 X

P e HDX Screen Sharing Viewer I:]

6. EXRETERHERIIEOKR), FREHERITERSLHNET.

d L Desktop Viewer - a x

HDX Screen Sharing Viewer x

& Activiti RN scaling Au @ zh~ o

s
Cy

Activities [& Unknown =

=
L
©
<!

icE

FRHAZMERALTRARS. BEEA%RIEE, BRMMUTRE:!
1. BRASER,

2. 3+F Citrix Virtual Apps and Desktops 2112 &&=k, &7E Citrix Studio FERRBEZHRRK.
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3. (A]i%) 33F Citrix Virtual Apps and Desktops 2109 RE R4, EETUTHLE Linux VDA LERR
BH=:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix\Thinwire" -v "
EnableScreenSharing" -d "0Ox00000001"

4. BRSSP RIFERRKO 52525-52625,

ARE

. FREAZIEERSHE H.265 MBS,
. RELSHEERAREFAERT M.

c BINBART, RERIENAFRZINS I01MEEEHZERIERE. TEEENRANETED
ctxreg update -k "HKLM\System\CurrentControlSet\Control\Citrix\
Thinwire"-v "ScreenSharingViewerMaxNum"-d <hex_value> #{TE 8, LiXER
AHEN, AFZRESTIIMIERERNSEIET.

Z RN

August 20, 2024

pu

Linux VDA 1Rt RN AN S B ReE% i, S ERBNRINSPER 25601600, 174 VDA RSXZFNATETEHE,
HDX 3D Pro VDA &% % #5001 ET8s.

EXNRT NEH N AR R TREIPERNBFEE Linux VDA,
ENSIERE

5 Windows VDA —##, Linux VDA BB % EREBEINKENES. EETHEZRENNE, MIERRBILRHA
Bo. Altt, MELLi#, BINKENKIFHATUATE iR REMESENXIT,
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Origin of Virtual Desktop

Virtual Desktop Width

Virtual Desktop Height

B{:undmg Rectangle of all monitors

EMIEREA/N

ENSERENRRERERE ERESOUENLZ EATEREHN. ZRUT X=0,Y=01&, HF XMY 252
AN 25,

ENSERENEERIEMIE ETRUENRREA LAKKTEES (UEENS),

B, ENSERENSEREMREETSRNBENRLAZLTANERESR (UEENEW).

EHBFEEEE, RERMNT:

o AURENEFIHERESEH
o THE Linux VDA tHREFERER

ARFFRENE P in 2 RS E

BETREMEFIRETREENRAENSEA)N, ERIMUEE Linux VDA, SHERFHERBEESEEMNR
Ho
FAERUTEF SRR
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Virtual Desktop Width

w

Virtual Desktop Height

=
EGE

LEERTHABNANSZETRREE, HPFEEmINETRS, STEREHNDPERN 2560%1600,

Wz, BEEREAUTEFHETRIEEEZEIF—1 Linux VDA:

Virtual Desktop Width

2
1!

Virtual Desktop Height

unused

MR EERENERSBHNDYIERYN 2560%1600, AFHEEANZ ERSBEESHRAR. RABEX), TEEFH
EETRE/NENSERE. BENARAPHNEFAHETRBEE, LU Linux VDA EBSERNA/NMEER
4160%2560,

BAEZERBREEPRTERANREN, FERZFBNMEETRSEHETHRIRNNSE. WFEEMD 2560%x1600
BRSNEE, FIENTRERE!

« BR28 12560%1600 F1E 28 2 2560x1600
+ B/R28 11600%2560 F1E 128 2 2560%1600
« 28 12560x1600 fMEx2E 2 1600%2560
« 27283 11600%x2560 f 2728 2 1600%2560
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BENERFIERRE, BFE— 5120%2560 NEMRIERE. ERFIUESAEMERRNRNIE,
MRFIBEAPEHENERHRREPRE—INETSR, BFREAXEMKEXNIEN B TRBRNRSD YR,

Virtual Desktop Width

Virtual Desktop Height

FltRfh, FEREMKEBIA/NEERN 2560%1600, BFHIAREN 5120%x1600 1 2 NExrds, FLFEEEN
EEUNKE B REHNENREERER.

AR
NRAEZERBIRETEEEROVWERFIER, 157 Citrix Workspace MBREFHERSE T %1 (DPI) i85,
AXPFMEE, BESRMIRFOXE CTX230017,

T#E Linux VDA HAEERER

BT RENKEOA), EIUHESD HDX 2EEANREE. ERFREIEFRNIESSMIIEARRE
ERHENRE. ERENESERAD, ERENRKNFE, BALAEFERERANANELSE, BEERHTESIS
EREERENRE RN .

2B RLEEN HDX 21ENAEE, BEAUTAR:
M=XxYxZ,
Hrp:

« M ABTFRIEERENRES.

o XARNRERKENEE.

o YHENMRERENSE.
« ZH HDX 2FEBONEBRE, REUFHARM, MARUINSEM, FILER 4 R 32 UEE.

AR

XRSHENEBRERRE, BFaMERENEGBPEMNE (NERFERE/EinEE, EE3H). A,
Linux VDA 8 £ B EINRIEREHE N 32 i, HREIEERNEAERER TRE,
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a0, 3F 1024x768 =if, FEAMNAERN:

1024 x 768 x4 /2720 MB =3 MB

TERAFERERERNFIREE Linux VDA ENRIEREFEEE,

HERUTEF HENREE:

Virtual Desktop
“Width

w

Virtual Desktop

unused

MRBPNETRSBHD YRR 2560x1600, ATENEEFIHETRSEE, EMIIEREA/AA 5120%3200, &
AR, RBXIEREA, HHTF 16384000 (BP 2560 x 1600 x 4) FHHRFREE,

Citrix ZERBREBESH

A LUER TR ES #EH Linux VDA 1% E/Ra8Thag:
« MaxScreenNum
24 HKEY_LOCAL_MACHINE/System/CurrentControlSet/Control/Citrix/Thinwire/MaxScreenNum
WA BEXFNERENE
#54: DWORD
BINE: 2
=AfE: #nE VDA B9, HDX3D ProVDA 7 4

« MaxFbWidth
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2 #: HKEY_LOCAL_MACHINE /System/CurrentControlSet/Control/Citrix/Thinwire/MaxFb-
Width

WA BIMSIERENRATE
%38 DWORD
BiAE: 5120
RAfE: 16384 (8192x2)
+ MaxFbHe1ight

2 #: HKEY_LOCAL_MACHINE /System/CurrentControlSet/Control/Citrix/Thinwire/MaxFb-
Height

WA ENSERANRASE
#54: DWORD
ERIAME: 1600

BRAfE: 16384 (8192x2)

E2 Linux VDA % B RBEE

LUFE #8537 40ME7E Linux VDA EEA. BREMZA L EResIkE,
BERAUTHERERTRENRANE:
sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet\

Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxScreenNum" -d "
NumMons" --force

Hep NumMons ANF 1219 EBFEVDA) 184 (EBF HDX3D ProVD) zZiEE,
BERAUTAERERMRIERANRARE:
sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet\

Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxFbWidth" -d "
MaxWidth" --force

Heh MaxWidth #7/7F 1,024 3 16,384 @y,
BEAUTAERERMRIERANRASE:
sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet\

Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxFbHeight" -d "
MaxHeight" --force

Hr MaxHeight 3/ F 1,024 %/ 16,384 > EKHE,
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REIMER GPU

August 20, 2024

7£ Linux VDA 3irR, REIMEE GPU 245!

o Remote PC Access =+ ERK GPU
o MEIWEBERFEZ2EH GPU

EXRMTHXIZIFEEME GPU MiER.

AZIFEAT Linux # NVIDIA Capture SDK #) NVIDIA GPU /=5 HDX 3D Pro

WFLEAET Linux B9 NVIDIA Capture SDK # NVIDIA GPU, RE#E %% Linux VDA B3% CTX_XDL_HDX_3D_PRO
&EH Y BNEI A HDX 3D Pro, EEHITHMAE. SA HDX 3D Prof5, BFMEEALTEARS,

5X7%#5EMA T Linux #9 NVIDIA Capture SDK # NVIDIA GPU L( X AMD #1 Intel ZH thiE 12
#ry GPU &

AE:
EXMERT, NZHFRHEHLD.
$B 1. %% Linux VDA 13§ CTX_XDL_HDX_3D_PRO iZEH Y

BEXMRTENER, BFEHSE 8 BEETHIRUTHRE.

S 2. ®# Xdamage

B, &aLGETT sudo apt-get install -y libxdamagel 7% Ubuntu 20.04 E% % XDamage, BEBERT,
XDamage =1E73 XServer B B2

SR 3. BIIETU T < /EA XDamage

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "
XDamageEnabled" -d "Ox00000001" --force
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$Ig 4: &K Xorg BREX

AILUTE [etc/X11 T TENMEREEX . RIBEZENERSNEE, SREF— P ZFRhHEHENIENIERE
BXM, fli0, MBEUEET —E8ERE, BEREBMhHEHRE 1 WEREEXE, Bl ctx-driver_name-1.conf,
REETHRAETES, BEMBMPHERT 2 MEIREEE X4, B ctx-driver_name-2.conf,

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
o ctx-driver_name-3.conf
« ctx-driver_name-4.conf

I ctx-driver_name-1.conf Jfl, HITIUTRIEREBIEREE .
1. ¥ driver_name &i% AL IRHIRENIERF AR,
B, MREMREFZIA intel, TUBRBEXHEMERS ctx-intel-1.conf,
2. RIS EHIEF1E B

SMEREEXHHR—EEEA “Device” WE, XBOWIRE, ANNBIURDIEFES. BEHRM
TR EIEFE R ZAIETEMETAR. BRATHINE, BFRITUTRE:

a) #2A GPU #iEHRMMIEREIU T MEEE S, ATUEREIEEXH. ERAVEREXHRIEZN
GPU BRE R UEAMIFERIETT,

b) BAMEEBEXHR “Device” HHEHIF ctx-driver_name-1.conf,
3. IBITUTEHSHRIGEEMERIN, LUE Linux VDA BEIZIRFIES B 1 i BEMECE SXE R TR,
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\XDamage" -t "REG_SzZ" -v "
DriverName" -d "intel" --force

%11 Remote PC Access VDA 1= H

SHFERREMIEN GPU #9 Remote PC Access VDA, Linux VDA 35418 £ /R25E K.
ZRFZIIAERIEZE 2EMIAH Linux Z1ThRE#E Ubuntu 20.04 #1 Debian 11,
BIANBERT, ZUERLATERRS. EXEER, B TERINTE.
1. RIBEH Linux R1TAREE evdi-dkms Ré4-8:
sudo apt install evdi-dkms
2. BREREREHE EVDI:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
Evdi" -d "Ox00000001" --force
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3. MREEANRZ Intel GPU, BFEARTEER, TN, BTEERSSMA Intel GPU HEETERTF Citrix

mERIE,

sudo systemctl disable --now gdm

AR
TEEZ b h SR E Az A H O ELRD

MREUFELRMIZIT 3D MERR, HAFMBEEYIER, WELXEEHEXER AL HEBEHESEHN, EFER
Jopt/Citrix/VDA/bin/setlog #¥ GFX_X11i&&# “verbose” FRUKEIRRERES B LUHITIEIR.

SIEIKED

August 20, 2024

RIEKENERFRIENSAHEGINNREE, REERERIERELER, WEABNNRESEZIIENAR
BEEHRER. ERILUGSKENEEANX AR FHE alpha @ER PNG B, ZKEEEIMRXIEFRELER, BRARHK
TRIEX A,

BE:

SIEKENFB—NREIEE EFRETEEILHIESS, ErURE—ERNRBIERMARES, ERLtIhEE
B, EMNARIECENEES BN, Bk, RMNENERKDRSEMRESMRAR WRER) SE5EH.

RIEKONPESATRERELEGNES. REENSNERUEFEEGNIENAFANSN (BIHERZEHITIR
) o AT ERMMBRERMIELR, BEERSHRHF LI Internet thiltiut DU ER BEFEMES.

ERBAPEE, BEERUTSIEKNEREERERE FHME M EMNKENING:

SIRKENRIRIRE

BRSIEKE

BRETIIGEN, 2iZERRELREE—EETRSIEHEEENTERKE, HEtkelgBEIATIHSENE A,
BRINBERT, SIFEKENLTFERRARS.

BIEEF I IP it

BRTIIKRER, RIEFERYRINEA R IP stk
MIANBERT, BEEFE IP i FRBRE.
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BUEEIZE

BRTIGEER, SIEKENEEREERE. 8 A yyyy/mm/dd hhimm, ERE9EEIEUAT R4S $hFET X,

E‘kl}\ rﬁ IR—F > @;EL#%E__“E—IJL?**FH ;ikll_.\o

BEERARA

BRTHKRER, RIEBRETHANERBFARERKE, 271EHN USERNAME@DOMAINNAME, ZAiTEARF

BRZEZEE 20 NFF. HAFREE 20 NFHH, AR HIBNNFERNSERT,

AINERT, EEERAFRILTERARS.

4% VDA &

BRTHSEN, SiERETHA ICASIER VDA EHE1FAKEL,

BABERT, 8 VDA ENZLTFERERS.

4% VDA IP it

BAETINEER, 2IBEEr%a1 ICA £3589 VDA IP st EjKED,

FINERT, 845 VDA IP it FEARES.

RIEKENEER

G EFEHE B REBNKEINAITEERRZ MIE, EME TR EREFEZ A,
BXREMERIER, BHRRAANPIIKENBEXXEE 5.

ZPMEBERIEDESR S5 NKEFE, BEfh 1 MrEERLETR, B4 MELBET.
BAMEESIETOETR 1 KENRE,

BIAERT, EKEERREAZD

IKENEREE

AILGEENT 0 2 100 ZiEp/kENBERE, fEENEMA, KEIEAER,
BMIANBERT, BER 17,

XK T KEN B 4.
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IKENBRE XX Z

BINERT, ZEAT. AUBANEEFRH, REBEULRFES, XECRESHAUEREKNPET. =
FRBSTHREIHF 25 1 Unicode F/f, REMNFRBIZHEMTA 25 MNFR.

BN, R SRBRIRE N LU TE:

<date> <time><newline><username><style=single><fontsize=40><font=

Ubuntu><position=center><rotation=0><newline><serverip><newline><

clientip><newline>Citrix Linux VDA<newline>Version 2207

BXAEEAERIRAE, B TER!

BYIRE (ROKRN

BRI BiER 5) BiAE &
<style> KENFRBEER xsty'le, xstyle -
single, tile,
horizontal
<position> JKENIE center. center REmEERIRER
topleft. BB
topright.
bottomleft.
bottomright
<rotation> KENFERE—ERE -180-180 0 -
< JKENARFEERE 0-100 17 -
transparency
>
<font> - RESZFNFH Sans -
<fontsize> - 20-50 0 (BmitH) -
<fontzoom> ‘i 0- 100 -

<fontsize>#
<image> &BH

FHRMEGKNNE
payid
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BRIRE (ROKRN

BIRE WA 5) AINE &
<image> PNG 7kEN VDA LRI PNG B &R HIEERRE PNG K
Efietes Elo (NZ$FHH

alpha i&&# PNG,
5/ PNG 7KERRY,
RF <style>.
<position>.
<rotation>. <

transparency
>
<fontzoom> i&
ERTA B,
<date> SIEEEAANGA  NER TER -
% (YYYY/MM/DD)
<time> SIEEENEN ST FER TER -
75 (HH:MM)
<domain> APPSR ST FER TER -
<username> HAIRRAFENE  TER &R -
fufs (FEERFK
FiE)
<hostname> VDA MBI ST TEM TER -
<clientip> ERum P i E  REA & -
(s
<serverip> VDA R IP #ilitty s FER &R -
s
AR

MREDBI—MERENERETHEEKENBEX XA, NWEZIEMRERSIEKENZINIFRE Eft 2iEKENERE,

MRKEEIBFETNNERFHIRENRHFE, WERAERIAME,

PRI

o EUTFE—BERTESRFRIEKED:

- YERAMREDSRHITERRENHTNEBNRRN,
- YEAMRERLSRHTERRENRFINER, HEBRT Y 3D B TIERZHLILE,

s EEANEERNTEEONRIERRFRIEKE. EFEAIEKENINEE, BELRANKEABTEER.
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o MRAFEEEA AR NVIDIA IR FRIEFEMGINE H.264 3¢ H.265 RIEEA TiE{T, NAZFSIEKED,
HEFRRTRSEKED, (FEXMERT, FMERPH NvCaptureType IRERN 2,)

o KENWRIEERIIRER T Mo

« INREIZ Print Screen BHRER, 7T VDA HHERNERSRBFEIEKE, HIZWERIEHESERETRE
ko

%43% Linux VDA 9= GPU &

August 20, 2024

HDX 3D PRO {X3%2#¥/ VDI K EECER Linux VDA (B&iERR), WFZHRIE Linux VDA, BEIUEE LERAH=E
GPU mnEIhEELLINR OpenGL 3D ABEFNIEITERE,

=,
P )=

HZ GPU mMEIHEER =1 Wayland 2RARS .

=

B ZR1E Linux VDA B8 BHEE GPU miERIEELUINR OpenGL 3D MAREFNETERE, BEmUTRES B:

S$B 1. R VirtualGL

M https://sourceforge.net/projects/virtualgl/files T #EH %% VirtualGL, THERTET Debian &y
Linux £17hRAY .deb # 4 EFETF RHEL 89 Linux &1ThRAY .rpm 46,

$2 2: BE VirtualGL

1. 2Lk Linux B/RE12%, a0 LightDM =t GNOME Display Manager (GDM).

2. BEBEIETUTaSRNT VirtualGL BL B4

#/opt/VirtualGL/bin/vglserver_config
BN EWNEER AR TR P BT ER:

o R D W “BIRSBREERS VirtualGL (GLX + EGL [Gi%) &&ER”
o 3EFE “n” LU “PRAI 3D X ARS328%¢ vglusers AiYifiE”
o R “n” LU TRHIMEHIEETT vglusers ARYiFIE7
%

# “n” Ll "B XTEST y BIZF"
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3. BRHEEMAHENRB Linux EREES.

#1123 =TRA7T GPU mniEIhEER OpenGL 3D R ABERF

BEMAETLUE Linux VDA 21EHiE1TRB AT GPU MiELEERY OpenGL 3D ZA#ER:

« 733 1. AFE OpenGL 3D AERBEAHL=E GPU &

Ak, 3E7E Linux VDA Bi#TFF bash £, BT Ta<, REEMRBD) bash Lk, XF75EM bash &
inREEIFRA OpenGL 3D ZAREFRAH=E GPU M,

#/opt/Citrix/VDA/sbin/ctxgpushare.sh enable
o F57&2: AFER OpenGL 3D ARFEAHZE GPU NE:
ALk, 3ETE Linux VDA FRiTHZR, RAREREENNBEFEMEITUTHS

#vglrun <AppName>

PR
« H#Z GPU &S Linux VDA LM EREESFEES. BIER LightDM (EAEZE GPU INEN E~EIES,
LASCIRFHEATHREFN M AE
« 35 Ubuntu #1 Debian _t#Y Firefox 1% WebGL B I0E,
Y B

AILUHE GPU WRAHAZIEHREIUAT CPU MRLKRNTF. EXRERAEZE LEURAT GPU HIRAMIARE,
fuan:

LIES B4

NVIDIA M10-2B vGPU E9#l57iR7F 0 2048 MB, #1  EitE, ZRHRAFHAZIERTEEET 20,
VariCAD =& 282 %M OpenGL ARFESMRIETR
£/ 100 MB B9{SRATE R GIE T EAE,

RARRE

August 20, 2024
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REAFPAUE T U TRAEEEMRAITIRFNE SRS

Screen sharing

Desktop environment switch

Graphics quality slider

Real-time CQI

AR EPHIBRET

BPMENE— TR XHIHEE. ZRRASENIBEXNAINEEN, ZMERBREEFRER.
¢« FRHEE
BXRIEIRERFAER, ESH HDX BRHE=,
o REIFRETIT
It e 2 ctxdesktopswitch.sh 89 GUl, BxXFAEE, B2FESIERFYSHNEEXESEFE,

HINERT, 2EAFEEXREFRELTERARS. ERMAIIIEE, HETUTHS

«J)

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
EnableDesktopSwitch" -d "Ox00000000" --force

. ERREBR
BXEMES, BSAEMEE XS ROEN R ERE,
. 364 CQI
LR RAOR ICA HRAYE (RTT) AERLGE. BXEMER, BBHL TR L AER.

ASRBEGNETARNSBEME?, BEBURTEN CQI FaYIER:
i

=

AP

FEATEVEGRANELETARNEE RAERT, XLEHENRENT:
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/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
HighLatencyThreshold" -d "0x000000dc" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
LowLatencyThreshold" -d "0x00000078" --force

YILFRIER/NF S EF LowLatencyThreshold 8, ZERIFIRIZ NGB, UELFRERATF HighLaten-

cyThreshold By, ZEREIRIE LG, EEHMERT, ENRTCHER, NREAT R CQl, ZEREE

BHENRIC.

RINERT, B CQl EBRHET. ESHERHIRE, HEEEEINSEMEIRS, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
EnableCqgiShow" -d "Ox00000000" --force

e BRRE
ERBERHISIENERIEE, BABBLINEE. BEEALINEE, EETU T
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
EnableGfxInfo" -d "Ox00000000" --force

BRAZER
AIANERT, RARENERHEEIRSETLRTFREARS. B2, ERERAT, SIHTHINCES EERRSRT
BNEFIREMRESER. FHAEENT:

1. 7£ Citrix Studio H /8 FER RSB T EREE,

2. ((RY1ZEHRE GNOME —i2%2t9 RHEL 8.x/9.x. Rocky Linux 8.x/9.x. Debian 11 = SUSE 15.x
B, AZBRITISE,) RGN GNOME shell REFRANT BIEFLUER Applindicator 7%,

a) &fT@®< gnome-shell --version Lz GNOME shell ks,

b) M https://extensions.gnome.org/extension/615/appindicator-support T% GNOME shell
HRBY BEF. 6li, MEREN shell lras7 3.28, METLUERY BIZEFHRZ 24 3 26,
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e
.'c GNOME  Extensions Add yours Installed extensions: About
ETER SOt

application.

- Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifieritem Support by 2v1n0
Adds Applndicator, KStatusMotifierltem and legacy Tray icons support to the Shell

Extension Homepage  htt ithub. comfubuntulgnome -shell-extension- appindicator

C) MBEHETHNDGE, FHERERENEREMNS N appindicatorsupport@rgcjonas.gmail.com.
i 88 metadata.json X589 uuid 5218 E 5 appindicatorsupport@rgcjonas.gmail.com,

d) &17 mv @< L% appindicatorsupport@rgcjonas.gmail.com BR#53 /usr/share/
gnome-shell/extensions/ TAKME,

e) 817 chmod a+r metadata.json &<LUE metadata.json St R E Al FRET,
e

BINERT, RERMAFTTLUEE appindicatorsupport@rgcjonas.gmail.com BR+H 8
metadata.json Xff, EXFRELE, EHFEMAF ARSI metadata.json X1

f) =% GNOME Tweaks,

g) EREFEF, BERIFFE ALt+F2, r #1 Enter #8@idiz4T killall -SIGQUIT
gnome-shell &<REHME GNOME shell

>
=

EREFES, 517 GNOME Tweaks, ARG Tweaks & “V EfEF" LA+ B A KStatusNoti-
fierltem/Applindicator i3,

3. (RHEEARE GNOME —i£ %% Debian 11 8Y, 7 ZERTHI R, ) BRRUTHTEURENESA
GNOME R&ZHEET.

a) i&fT sudo apt install gnome-shell-extension-appindicator &<, A
GNOME g By RIEF, ERREGIUIHEBERER.

b) 1EE=IFREFIEER Tweaks,

C) 1 Tweaks TADEERT BERF.

d) BH Kstatusnotifieritem/appindicator 3%,
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Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. Eed

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Maove applications to specific workspaces when they create windows. fed

Startup Applications

Top Bar Citrixinput source mangager

This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritern support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system

4. INREFEANZR GNOME —ii2%%8 RHEL 7.9, NAFHTHSE.) BREUTSIBULRENER
GNOME R HEET.

a) 1EEEIRESEE Tweaks,
b) 7 Tweaks TEFEEFT B2,

C) BATRERET.
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Q Tweaks Extensions n:| %

Appearance
Alternatetab r—
Desktop + B ‘ OFF
Applications menu
| ‘ OFF
Fonts RS

Keyboard & Mouse

Citrix input source mangager E

Power

Sound Horizontal workspaces

| oFF
Startup Applications @R S e e e e e
Top Bar Launch new instance R
| oFF
Windows
Workspaces Places status indicator ‘
OFF

Top icons
EX

User themes
o I

d) FHEHAEHEIRIE.

Thinwire i#HXETR

August 20, 2024

REREUHAERTREISEREEZEPRMELR, Fi80, 7 Web E LR ATESTIR. TS MTBELE, BEM KR
RSN e TERER.

ET7.1ThRH, BEBERRKRERRRTELRAE, FEARRREREANMMARERE, HERERENHGERE (16
fiisg 8 (IE) . BR, BHFMBEAF BREMMAFERE. HDX Thinwire RERIBRNE R RS AR HSERRE,

BhiA 7.18 2, U TE—ERT, HDX Thinwire BHARTIREH# X EHE:

 FIA®EIET 2 Mbps.
o MKBEREE 200 =7,

EUAEXT:

pltn, ETES, WIHAEFRALTEDRS, F8 FHle AFHEREK, BREREESE, LA EEEREEE
SAE, MMESEGMXAEREERE, HHSERE M,
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Features

BRFLESRIEREG, BRENEGNXAFZRHUEITHMR. W, £ TEF, FBFBEsREaRiE, BGRU

RREET

Features

NFEG, RUERBTIRIKAG R WTFXE, HESIFEHBRANENED. RUIERES M LHET, LA
Al SR AR B N R B B AL MY HELAEIR

BRETE (D MEdBEENETRIEFN H.264 #1TEE,

NI fE R AT TR T
BINMERT, HHIEANUERERKRES. F RUARE) NEMSLATRESERKS.
FEUTERTEREXEA (FER) HElR:

o MERE = AT LHE
- BREELNEZEAERE =8 U
o ERTSIRMRIDRHITES = HNBIER (FE2F H.264 1Y)

AR TR ESERARSE, MREMUTERZ—, NIRRT

. AIEWEETF 2 Mbps
. FAIDRIB 200 =

REEXRE, ERRAPRERKEE 10 #0ehedia), BMEMSRGEARF IR,
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BUUETURIVITA

AILUBE BT T e L B SR BT

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

Hep, <value>:

0 =a&XiA (ERABERTHBRER)

1=851 (IREMZRRT, RINE)

2 = 9RESTH

RFEHRR (1) By, TLUETU TS Z— B R E:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayBandwidthThreshold" -d "<value>" --force

Hreh <value> fu < @f&, L Kbps J&Efi> (BIAE =2048)
T3l 4096 = EH AT 4 Mbps BHFBEHINER
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE

\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplaylLatencyThreshold" -d "<value>" --force

Hrp <value> 7 < HfE, UZRHREA > (BRIME=200)
il 100 = FEMLZIERETF 100 ZEM A RI#HAET.

EMRBEER

August 20, 2024

&P IR SRR P IR R EE M

LIES Ba
EAEEMN (VDA) EBRT &P iHIREN280ET, BEFRTREERAMRFEETERPH ctxmnt FERT
B=IE.

BEEN (VDA) LRATEFGXHXREER, AFER BEERHBFEENSHSENS,
Fig&E (BRI EXH#ITERE,
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USB iR&EEM
USB i&#&7z Citrix Workspace R A#2F5 Linux VDA fEZEHZ, ¥ USB REEEMIIKEG, ERIUERER
ZHERRRY USB IR E BB IZIR &

& P im X ches Rt

August 20, 2024

AILAE A B P in iR ) S8 BRI & P IR X A R EE RER A IR XA EENIRRIER AR, A IRIREHERIRET 5 B P im 3
fFREERZBRIELRINT:

LIES BA
EAEEMN (VDA) LB T &P iHIREN 2805, ERIRTES2BHMMGNEEE RPN ctxmnt FERT
B=E.

BEEN (VDA) LEATEFHXHXEER, AFER BEEAAFEENKEEHS,
Fig&E (BPim) EXNE#ITERE,

B A% inIK 23RS

ERATFmIREEMESET, 72 Citrix Studio FREFIHRIREIBRETFARBKIREN AT, BRXZRBHIFAES, &
SRXHEERRBIZE,

BREFPREX4REERHIEEEEE MBI AR

EEATFEXAREER, BT VDA LEITUTH<:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\Client
Folder Redirection" -t "REG_DWORD" -v "CFROnlyModeAvailable" -d "0
x00000001" --force

ZHEEERBLEXHXMNEFHREERD ENIHRIE, BERFRELEBRUTHER:

HIRRE T &IARAH Citrix Workspace B2,

M Citrix Workspace M A2F % RE5h CtxCFRUL.exe,
EEEEXRIERT, ARRN. RESBIBRSHIE,

W EEAEEMEERE, UELEEX.

H N
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USB iR&EEEM

August 20, 2024

USB 1&#&7% Citrix Workspace AR5 Linux VDA SEZEIHRE, § USB REEEMIIKERS, ERIUGER
ZHERRRY USB IR & BB IZ1R &

e
LMZIERET 100 Z2F0RY, FHAVEINER USBIREETE R, HMLKLIEREET 200 =76, E/70@ER USB 1%

BEEEM.

USB iREEERMEE =T BHSEAIINEE:

o FE USB/IP I8
o Citrix USB £&iZt&tR
o Citrix USB RS 1&E1R

FFi8 USB/IP 18R :

USB/IP B & Linux NiZIENEFM— AP RAEAR, XLEELTESAZRHIERFEREURIFTE USB #
1zo

Linux VDA 1R#EF R USB/IP I B S:3T USB 18 EER, HEEEA USB/IP MAZRmiEFMAFRERE, BE,
Linux VDA 5 Citrix Workspace M 2R Z [EI#9FrE USB #iEEiErst#1E Citrix ICA USB thil#,

Citrix USB £iE1&R:
Citrix USB 23E#ER7e 2 USB/IP WiziEirS Citrix Workspace R BIER 2 BIFEEHR.
Citrix USB fR531&1R

Citrix USB BRSS#EIREIE USB & & LRIFAHIRIE, BN, ZEREmEFF USB &%,

USB k& EE R TIFRE

BEBRT, MR USBIRERHEERE Linux VDA, 27ERS /dev BEFRIBR— I HZMEET R, BR, EE
mBREENF I A TERR Linux VDA 2%, USB RERMTEREFARERER, BELRERERHHNE
12, WMRHKRRMIRENIZR, &N Linux VDA 2IETEEAEEMM USB %%, HR USB iREMEE, BR
RIRNIZFH EHREE RS

Linux VDA X#FMEFIHINEE MR USB ig&5%&.

<#5H9 USB ig&
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e

FAENT X USB 3.0 O8I HF, AILUR USB 3.0 g &t AE P imig&E LAY USB 3.0 %0,

TG EEMINZHFLL Linux VDA fR7s, BILBRERHMIEE, EERIIMER:

USB XA EFERE VID:PID XH RS
Netac Technology Co., 0dd8:173c FAT32. NTFS
Ltd
Kingston Datatraveler  0951:1625 FAT32. NTFS
101 IT
Kingston Datatraveler  1567:8902 FAT32. NTFS
GT101 G2
SanDisk SDCzZ80 flash 0781:5580 FAT32. NTFS
drive
WD HDD 1058:10B8 FAT32. NTFS
Toshiba Kingston 0930:6545 FAT32. NTFS
DataTraveler 3.0 USB
device
Taiwan OEM - OBSOLETE FFFF:5678 FAT32. NTFS
VendorCo ProductCode
Disk 2.0
TD-RDF5A Transcend 8564:4000 FAT32. NTFS
USB device
AR

27 Amazon Linux 2. CentOS. RHEL. Rocky Linux #1 SUSE Lf&m NTFS, E&EXELR TR AR
NTFS %%,

USB 3D AR VID:PID

3DConnexion SpaceMouse Pro 046d: c62b
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USB 13#&1X VID:PID
Epson Perfection V330 photo 04B8: 0142
Yubico USB VID:PID
Yubico YubiKey OTP+FIDO+CCID - 1050:0407

Keyboard, HID

MEREHN USB VID:PID

Logitech composite USB device - 0460:0825
WebCam, Audio

fcE USB iEETEM
(ERT CentOS. RHEL #1 Rocky Linux) Zi#si4Ri¥ USB/IP RiZiER

Linux VDA £/ USB/IP ¥ USB i€ & EE MM E M ENITHIR. FREAZHIERT, USB/IP RiziEikZ M
Linux Mizhiias 3.17 RESMALTER, Flt, BRIAERTERBEERNZIER, B2, USB/IP AZERFERTF
CentOS. RHEL #1 Rocky Linux, EfEXLE Linux X1ThRFERA USB & EER, HARESHIF USB/IP Mix
B, RIBER Linux £1THRM https://pkgs.org/download/kmod-usbip F#H %% USB/IP,

®E USB ¢ EEFEMNKIE
B Citrix KRG EEERANEA USB B EE M, EaLUER Delivery Controller SR8 EI&&EEE, A
Linux VDA Ei2& USB & & EEMAY, 1BECE T HRESFIFEN :

« BFiH USB ig& EE MRS
« &Rk USB & EEMMA

B USBR&EER 7% Citrix Studio 1, BA (S2A) MNEFH#HITH USBIREEEMR ((RPEIIEEN).
TERIEIREIEES:

1. EFERF,
2. BEWE,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

@® Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped

¥ Details and related settings
Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

B USBREEEMMN BA USB EEMmHKGE, /A Citrix Studio REEERMA, HEREEARF (SE
#) 7 Linux VDA L{ERMPLEIR#E,

EEF G USB iR & EE MAMNIHERES !

1. BSEMBEAIEEQMN, REHEELTINERN.
2. gl (4REE) MG, REHRE.
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BXNMAEEER USB ig&EERAMIFMES, 15217 Citrix Generic USB Redirection Configuration Guide
((Citrix 3&F USB EEMACEER)) o

R USB igEEE MR

EIRIBEAT PG SRREEREA Linux VDA BT E]AEBEIM & Fhin T,

TEHHEERH USB #iE

Linux VDA fEEEPREEM Citrix Workspace AR EEMMFIA USB i, URERREMEEREBIHNE
ERBRE. B, EREEREENRNHIRE.
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r o

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

ZILEE R USB BRI X HEX

R Citrix Workspace ZARFHN T AEZIEIEEER USB #ii, EEHE BN BIXHRIES
Ko HIULEBRBENERBIESAXGRLGN, RAEXGRAPEIANFET. BEARSAEELS, ORER
Citrix Workspace AR T A FILEER, WEENERFHKIERFTERE, MTSBEEER.

AT RRILRE, EARELIRER sync ss SRHIBERIFEME, ARBEL USB EEM,

Citrix Workspace M AEFN T EZhLIEE

Ba, EEIaeLEEET Citrix Workspace ARZFHTAZHREETIHIEE, XXRNEHHT USB EEM,

- = B o - P 2=

Home Ctri+Alt+Del Preferences Devices Full-screen Disconnect Shortcuts

NSRBE AR, EIIE LR TL

o ERBEENAF USBIREEEM,
« Citrix USB RS IR IEFEITITo

NRRBERIEHIRE, BEBEAXPRIZE USB & EE MR HITELE,
g0R Citrix USB ARSHEIRKITIT, BEFRBUTSE:

1. BEEAUTHSRE USB/IP AZEIRTEER Linux RITHRFPZERTA:

modinfo usbip-core
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2. MBRWHBITRR, BIRIEEH Linux Z1TARRESEF USB/IP MiZiER:
modinfo: ERROR: Module usbip-core not found.
« 3¥F Amazon Linux 2. CentOS. RHEL #1 Rocky Linux, &&RAXhrZERERIF USB/IP RiZ
TEIREBS o
« XF SUSE, 3EM https://software.opensuse.org/package/usbip T#EFH %% USB/IP #4H,
« 33F Ubuntu/Debian, &MU TS ELURZEMZRE USB/IP MiZIER:
a) T# USB/IP MiZziEHEHD,

®EMT https://github.com/torvalds/linux/tree/master/drivers/usb/usbip &9
Linux R#ZEMEE, EE B4R Linux RizhE (v4.15 KEEMAE) 158, RAEREERE, fla
https://github.com/torvalds/linux/tree/v4.15/drivers/usb/usbip.

#E DownGit HaAZ AR, eIEZAT TE USB/IP RRBH T HiHE,
b) EERUTHSRERH:
unzip ${
USEIP_SRC }
.zip
cd usbip
c) #ITFFrRiE Makefile xtf4:
# SPDX-License-Identifier: GPL-2.0
ccflags-$(CONFIG_USBIP_DEBUG) := -DDEBUG
obj-$(CONFIG_USBIP_CORE) += usbip-core.o
usbip-core-y := usbip_common.o usbip_event.o
obj-$(CONFIG_USBIP_VHCI_HCD) += vhci-hcd.o
vhci-hcd-y := vhci_sysfs.o vhci_tx.o vhci_rx.o vhci_hcd.o
#0bj—-$ (CONFIG_USBIP_HOST) += usbip-host.o
#usbip-host-y := stub_dev.o stub_main.o stub_rx.o stub_tx.o

#0bj-$ (CONFIG_USBIP_VUDC) += usbip-vudc.o

#usbip-vudc-y := vudc_dev.o vudc_sysfs.o vudc_tx.o vudc_rx.
o vudc_transfer.o vudc_main.o

d) RIFRAE:

apt-get install linux-headers-‘uname -r°

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 333


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/general-content-redirection/usb-redirection#for-centos-rhel-and-rocky-linux-only-install-or-compile-the-usbip-kernel-module
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/configure/general-content-redirection/usb-redirection#for-centos-rhel-and-rocky-linux-only-install-or-compile-the-usbip-kernel-module
https://software.opensuse.org/package/usbip
https://github.com/torvalds/linux/tree/master/drivers/usb/usbip
https://github.com/torvalds/linux/tree/v4.15/drivers/usb/usbip
https://minhaskamal.github.io/DownGit/#/home

Linux Virtual Delivery Agent 2311

make -C /lib/modules/ uname -r"/build M=$PWD

e) %t USB/IP RigfsiR:

cp usbip-core.ko vhci-hcd.ko /opt/Citrix/VDA/1lib64/

f) E#E5h ctxusbsd BRS LUMNE USB/IP ik

systemctl restart ctxusbsd

% USB i&%&7f Citrix Workspace ARRZFHMITAZFEN, BWITIEA “SHREERE” B, BERKK

HELLLRIERY, HHRITLA TR
+ BCE Linux VDA HRBELUBREEM.

- &R EE Citrix Workspace W AEEFHIMRPEE T EMEARIERE, BFOEIMRBEPH
DeviceRules, LRI B RIELISRIZIEE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

BXRIFMESR, BSRMRRL
& How to Configure Automatic Redirection of USB Devices (#1fAlE2E USB & &M BEEE M)

USB isEEMINERER, BXEERIEPER

BEEALT, REEEEAZ L USB k&, HMR&ERBSEEREER Linux VDA 2iF, NFEIMEEMAIR
&, HERS [dev RETRIZAFAENT R, B2, AFRETURINERREHEHEFMEERE, NRE
RIAE (BHEAN) BNEMEELENE, BHZIRENNEFR R R,

AR

xF USB xzp2g, Linux VDA SEEEMEHEE. AR (BXRRECHAEE) THRITEAEMBEERRS
IZME, REBERZRHNGETIRFINSETRFIEXZME .

BINEIRE E 7]

August 20, 2024
BIMEAR EE M A IFEE VDA REPBITHNARERF SERFIRLE LBTHNARERF 28 S fIFE NG EE.
BXNBT AV ETRIMEMEREE R A Citrix 58,
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EmR B IR EE M Citrix 588

EFPmBIEREER

Ibig B AVFEELIERE A P iR & LRSI NAIRARAT E] VDA ERISINAIR.
AINERT, BEGIREEMIREN AT

EAIEFMESEERIES A IRz BFE, FEFERLE. BRNAUERIERSITHNARERF Z8E HIFIAEEE

¥Eo

BN HR & E [R5 B PR

g BISE A RIE S AMBI MR 2 B RN R P ERNSE AR (kbps).

HILREE M EREIE DL

IR EREERIES MBI MGR 2 BEAHIEN A FERNRAHRE (HEIEFRENEIL).

R EINEIRE P IRPREI A SIE A

IR EETE B SRR IER UM E P ImR & R E BN IE R S ISR BRI &R A K/

ERFIFMLRERA)N, FRAREEREFGERFASEEHANEE. RE, EXNREIFEFR, BA—TUFF

TRHRMUNE, UEXAMEINRS 21EZ BRIEBEEERA ).
AINMERT, RELTERARS, HEXNEFKRISIENEEZERS,

KB ERZIE PR BN E A iR fE A

IR EETE B EHREMGR(ER UM EPAIE (R 2R P ik & B S ISR BRI AR/

ERFIFEMLRERA)N, FRAREERZIERMATFAIRERANEE, AE, EXNREIFERFR, BA—TUTFF

THRMUNE, UEXRESAMEINGR Z BRIEBEEEEA ).
AINMERT, RELTERRS, HEXNBEFRNIEEHEZERS,

“REZFAHIWERTN” M “FFHEMRS ARFRIEI

BRXAEMEEAUATFERBENSIERIMSEEFFRELEIZFE (BEABEFR.
T B RIS R R E X B8

o CF_TEXT
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“REZEZUWAREN” M “SIEFIWRT AARIFHIRE

BRAXAMRERUAFERBENSERIMZTFHREFRIHEIEIZE (BEARZE).

LARES

R

CF_BITMAP
CF_METAFILEPICT
CF_SYLK
CF_OEMTEXT
CF_DIB
CF_PALETTE
CF_UNICODETEXT
CF_LOCALE
CF_DIBV5
CF_HDROP

MEIRAE TR R E X BINET:

CF_TEXT
CF_BITMAP
CF_METAFILEPICT
CF_SYLK
CF_OEMTEXT
CF_DIB
CF_PALETTE
CF_UNICODETEXT
CF_LOCALE
CF_DIBV5
CF_HDROP

August 20, 2024

FHOPABTEEUTER:

i IME
P IME B R AR
MSRERBRY

MR
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o XFLHEZTHA

ERinEmNEHmESE (IME)

August 20, 2024

R

HIED IME RANFTHFR, flinhx. BEMSAEHEFR. B S5EFiE LM Citrix Workspace ARFHEH

£ IME (%30 Windows 7s#]l, CJK IME) SBALEFF.

[l = =
T

fER% Linux VDA BY, 2BEzhR#EILIhEE.

fERER

BE$TFF Citrix Virtual Apps = Citrix Virtual Desktops &i%,

RIEFEEEF K L BRENRNEUFEERE A% IME Thig,

BA0ia)

o BN E Google BFRIZFWETIE, FREFEAEF I IME IR R TRFRANFH.
« RRTE B FRPBHEAEF K IME 1588
+ IME AP REAFERANKI PRI AT,

%Fin IME R RERS

August 20, 2024
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R

E5hE, B IMEBRRE (BEEEEOMNREEN) EFRBAELA. NIRRT, SNEEXFRAK
BRI AARIRIT |

Composition and candidate windows

Text input area

Citrix {2 Te] B, H#E—FRETEF K IME WAFKLRE, WTAR:

f#©) ~ @A

72 < 8

(IHsdissdessdiss danss df
==

TARS

=

FHHE

N

Ctrl + Delete to remaove this candidate

ERILLIRER ARG ERMN

1. 7 Linux VDA E£/2A Intelligent Input Bus (IBus). BxM@7E Linux #ER4% LEE IBus MER, &
SRIRERR B EIRER Y, Fla0:

o Ubuntu: https://help.ubuntu.com/community/ibus

« CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods
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+ Debian: https://wiki.debian.org/118n/ibus
« SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZMRERETIRE, BELHSTERIZNETEERTE,

BRMZRZINEE
HKINBRATEZREEF G IME BFRRERS . ERANEALINEE, BRERFIRRERFBRT M IME SUETHEESR
B, @@l ctxreg LAERFRE MR,
AR
ERPIREZMBERESHM IME BUHIHEERMM AR S T EMRIGE, TUNAEEEENEPITENIT R
SHRMEFEXR. A Linux VDA EREMFRISENAEIZ VDA EHFrERIE,
- KERFIRREMERTSH IME SUETHEERE LS B ZEAET % IME B RERSIhEE:
1. 7£ Studio &, HBEBELEFER, REEFLIEFERE,
2. BREFPIREEERERTSHM IME SUHINEESRE,

Create Policy
Studio Select settings

. [-Nl V%r?ians) i | All Settings - I Keyboard Layout SyncT X I
Settings: 0 selected || View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Cancel

3. BERBRTZANER,
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4. REER,

Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled &
Disabled

Support dynamic client keyboard layout synchronization

|:| Use

¥ App Support dynamic client keyboard layout synchronization and IME improvement

Virtuar DEMVETy RGNl ZUU0 NIOTSESSION UJ, 2000 JIMgE=SESSTOn U, Z00> Wioises 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization” equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019.
The default is "Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For non-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|ICA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE =TTk

- BEA: ZHsSEEGRESNEA i IME AR RERY,

- ZEEMSEFIHBERTERY . BRASBEEGREEY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;3% DWORD {&.

- XEDSEFHBEEMFEES N IME I BRDSEREGRERASMERE IMEBRR
"R, mAZEEUF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1mAy DWORD &,

o BE ctxreg TRERFHFEIMRUBHEHERAZFiG IME BFRRERPEE:
ERRZIEE, BETUTHS:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
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SyncClientIME" -d "0x00000001"

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

HSRERRED

August 20, 2024

WAl Linux VDA f1E ks LVRERBLIER. Fli, SEFHLEINREFHMN “KE Bl “EE,
{87 VDA LREREY, AIRES HIRHEIRGY ),

Citrix @3 Bz VDA MREFRSEFIRIRENRERBRL KB RILRH, TLAREAIREELNRER/HLR
£%ft, VDA REEER MG HE9ER,

4=c.
AR

BEATF HTML5 9 Citrix Workspace M BEFRAZHSEETREY .

fcE

INERT, ISRERBRESIELTEARS. ERARZRIINEE, HREFFIHEEMERET M IME BUHINEE
HBg, BT ctxreg LAEFRIETIMER.
AR
ERIHEEHRERS M IME SO REHNM AL T EMRIRE, TUNAIEEENRAPMTETITRI U
HHRMFEIR, 447E Linux VDA ERSEMFRISEN AZEIZ VDA LHFRESIE.
o IREEFIRBEFBERTSM IME BUHINEEREIR LS B2 BERERTS IEE:

1. 72 Studio H, ARBEHE, ATEZFEIRER,
2. BREFRERFBERFATM IME SUHIHRER,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE= AT AED:

- BR2A: LRoSEERRERSNERE IME BFRRERS,

- YREISEFIERERERY  BRADSEEGREEY, MAZEMTF HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar B
SyncKeyboardLayout ;: &1y DWORD &,

- IRNSEFPHEEMBRLS N IME 30T BRMNSEERRERESNERK IMEBFRR
EFE®, MAEEMTFT HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME
fRIH DWORD {&.

o Eid ctxreg TRAEFFEEIMRUSEXNZANSEERERTIEE:
EFALINEE, EETU TR
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000001"
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EZRItINEE, BETUTHS:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000000"

fERER

BRLtEERE, MRFJIEIEFEFRLE LNREFRAEZN, SENRETRLIFHEN ML EZK,
flgn, WRBEFIHEE ENRBHEREZCN EE (FR):

903 AM |:|
1/4/2018

Linux VDA iEHMBEFREREHEEENRR “fr.
ENBAEFSER, IRBATIESE, WALERX—BmERER:

EREREY, JUEESEREIX—BHRENTL:

— | >

frv Thuo9o:10 O ) O ~

IR

August 20, 2024

BJLATE Linux ERESVAEFSIEPEAREEDRE. REESELHANBFRATRI TR,
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un gmm -a' ;(
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} =r

AR

EATF i0S # Android 89 Citrix Workspace [ FR2F Z151%I08E,

BRMNRRIZEE
BINERT, ZUERATERRS. FJLUER ctxreg SSAEFBRAREAIZINEE. 47 Linux VDA EHIThEER BN A
Fi% VDA LR BB RIE.
EFALThEE, ERITUUTRE:
1. BEITUTHL:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\

CurrentControlSet\Control\Citrix\VirtualChannels\MrVc" -v "
Enabled" -d "0Ox00000001"

2. 1z Citrix Studio #1, ¥ BEmHERBEKKIZERNRIT.
3. (FI3%) x4F RHEL 7 #1 CentOS 7, BT TH<EEEEMARL (IBus) BRERERIA IM BRS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc

BEREINEE, BEITUTHL!

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"

F=3

AR

ZANRERELERIFSIETEEERED YRR IEER.

PR

* ZINBETE Google Chrome. LibreOffice M fthi B2/ ATRET A LE &i51To
s EEFHRBAREEEAETE, FRHFFAATR, ARBRETHIRAFTER.

o 7£ Web XMEBFM—NMINFRIIRTBHS —NMINTRE, RREEARFAE R, BRI, F2EE
BMAFER, ARBRHEFEATR.

o IEINEERZHF Unicode FRAMMETFR (Flan, X, BIBEMNFHEFH).

s REB/RERTEBBANFE.

s RMERIRSSHIBATRES, EXMERLT, BEINAREFE D6 LRDERELUISHAFREEIRS
EGIE,

+ BT Citrix Workspace [ #2FH Huawei AR BRI Z B ERD MR, FIANEEETYIERE, R
2 2RE Huawei FiR R L,
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SFZEERA
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B Linux VDA g7 1.4 #2, Citrix FM7TMBLGHNNBEFRNSE. AP AUTEEE Linux SERENE R TiAR
FREM Linux RZFR1ERE.

B2, HFESES Linux fSEFESEER, Fit, Linux VDA EMZAHIES =S FELZGHNBEF A B
b, ARTENRE IMERIES (I3, XX, BEHEHE) BAXE. TNAEFRIENE, BRETRERERE
Z Bk,

AT RRXLERER, INEENEINAHANELRGNAREFREESE. @831EEE, BRYUENAREFIERE
WERARSS 88 IME LURERERR Z BTk,

[T
TRILUER ctxreg SSARFRANZAIIIE GHAERTER). 4% Linux VDA BRS3 238 LTHAEECE R A F1E1%
VDA EA#HBIFFE N AERF.

& FMERTA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, 2
A% DWORD,

EEAIINEE, BEETUTHS:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
X00000001"

EZAIINEE, WETUTHS
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
X00000000"

fERBER
FERE &,
1. ERAEE.

2. BHEALERXFBMANELR TN ARERF. TREPVAEFEUSZERESS.
3. MTHIRSEPEFKIFMES LRNARIES GBNR).
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o f v

(®) French

() German

Show Keyboard Layout

Region & Language

4. WTHREFERE IME SiREHR.
5. fERF%ER IME SUREHRBRNES.

AR

« £ VDA ImB S L BB EREE, EREERTT Citrix Workspace R AEFHE P s EEAE

ENRERR.

o X%ZUE accountsservice H AR EINRA 0.6.37 HESARAS, A REEXIEFNIES WHEEFRIT

®E,

B | | 4 Region & Language ‘ Login Screen || — *
lE _Eanguage English (United States) s
Formats United States (English)
Input Sources | Options
French
German
Lt - =
EZE80
August 20, 2024
KESABTEE T EA:
o ESNLNEE
s NIEBABEEM
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o HDX MERENASAESE

ENTEE

August 20, 2024

BIER S50

BENEMBIALFRBARS. EX#FUT Citrix Workspace M FB2FEEF i

« JEATF Windows 89 Citrix Workspace N2 - 2109 KESHrA
« EATF Linux 8 Citrix Workspace R B2 - 2109 REShRka
« iEAT Mac 89 Citrix Workspace R RTER - 2109 RE=HRZA

LERAAEIIRTPNEF RN, BENSMSELREIBMRE5M,

ERBEN SN, BEFFoHTE VDA LERESNHERR, BENFMAUREMNSZFHSEBEMEE X,
BRI B 501K L0,

TRETRT BEBNEMS RREMZ BRI

BiEMN S0 |[BRR ST
BAEIMREE: 48 kHz BRASIIREE: 8kHz
MK BEE

'

7£ RHEL 8.x #1 Rocky Linux 8.x tf#F PulseAudio 13.99 st E S his,

SFBEIEMRE (FUER)
730

BiRZs 2311 #2, Linux VDA SINT SSAEERNEE. ZMEEA R RE T Citrix Workspace M BIEFHE P kit
B LN BIMEEEE AR Linux VDA &i&,

BRLLINEEE:
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o BRHITEN ENAERIEMSEHETERIER, BEMLEETHARE CitrixAudioSink (Fsamd) st
CitrixAudioSource (F3HAN), MEEBENREEM. IUESIEPHNARFHEESINLE, BT
SIEHEIEARASINRE, ZREUERFPHITENNRASNRE. NBLE, EIUMNEFIFEITENNR
FIRBRELRINTINIRE. EMFARTENNRATNRER, MREREARNSINLELRERER,

o YEHEASBBRREPHTNLREN, XESMREINSEN.

icE

EfFMAZINGE, 3BT Linux VDA LREBR, AEEELRM Citrix Workspace 2R

£ Linux VDA LEAZIEE ZAMERT, AFSISMEEIRHNSMETAMELTZARS. BIEHER, &
7£ Linux VDA BB AT &<
sudo /Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\

CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "
fEnableCamVv4" -t BIN -d "1"

ERAREHERLIE, B IETUTHS:

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "
fEnableCamv4" -d "o"

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "
fEnableCamv4" -d "1"

BERRERMZE ZURECHFUTER .

+ EATF Windows # Citrix Workspace M BEF

« iEATF Linux i Citrix Workspace [z FiEF&{EiRZs 2212

« JEATF HTML5 83 Citrix Workspace B2 &{fhkas 2306
+ EMATF Chrome B9 Citrix Workspace [z FiZFR{EHRZs 2306
« iEAT Mac 89 Citrix Workspace M A2F&{EhR4s 2311

FZ7£ Citrix Workspace [ 2 FF Pi# {TIEMAYIE B A BE XTI AEIR AT IT. BXFHMER, ESH Citrix
Workspace ¥ FBTEF 3,

BANE

i F PulseAudio =R, Fitt, 7 Ubuntu 22.04 &i&th, ZiXESIMGE ZREITIRATEES LK, BRI
M, iEM VDA stz LY ai=iER P B PulseAudio B2 B, RABEFITHRIE. EMER PulseAudio BRE, 1EIETT
$ rm -r ~/.config/pulse &%,
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N EBRABTEER

August 20, 2024

pu

NEBABEERRME T EFFHZIMAFTIRPH Web TTEMINEE, ttThEERMEMA Citrix Workspace R BREFE
FERIRKRAICENZMSIZE, Z51Z=M URLZEXHTTP #1 HTTPS A&,

=z

P =W

Linux VDA 7£ Google Chrome x5 S 38 N A E E o

&N Web %/E5|12EZFFis LisfT, MIEE VDA £iETT, HEMFEAEF R CPU. GPU. RAM MM,

RENRSEMOSHITEER. AORNERFETABTHELXE, MORSFEMIM=E. BWEBREMRSEEFRR,.
XL 1E VDA £ 8eisiT,

[ aboutblank X

&« C (@ D www.youtubecom

F2& Studio %g, BTFIEEEAREERNAFFIRFH URL MisaizsbIR. EERTEARTE URL EEMEMME
1EFI%R,

MREAFTIRPIKTS URL EH URL, BEFEMMELETIRPEBARIKRET, EHUEBE (CTXCSB) =157 Citrix
Workspace HEFEEEE@HF T4 URL, A5, Citrix Workspace MAEBFEIFIN— 2SI EHER
Itk Web 5=,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 351



Linux Virtual Delivery Agent 2311

Zf&, Citrix Workspace R FB#2F &1t Web i R B4R N EIAR B KB BABXEHH,

[l Ubuntu1804DSK - Desktop Viewer
Activities @ Google Chrome v Tue 23:58 @
ecycle

‘. E G Google
-

nc, $~ € C @& google.com

AMI

by, Store Gmail Images i

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy Terms Settings

Hll O Type here to search

1. Citrix R BABEERY RIZFHELR
I EREFERNESIEE Chrome I BEFIRS. HAGAUT=MEAEZ—!

o B JEShHIER
o R FEHENETF ERER/ SR
o 4 BRF/FEBT

2. MOXEFiFE 2N ESEENEE
3. Linux VDA

4, Windows & i

FmE= Citrix Workspace M ARFIRENNARNARBINLAMER:
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Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

o RSV[BENARS[EN: BT RBERBERIRMEAFIRIEEAELY, BAILLZEEER. HIKGERE
VDA E23 Web 7@, #H6EA Thinwire Rizi2 2 RER, EAKRERIEHERITA, XMER2SH VDA
£ CPU. RAM MIHTEEFER .

o REB[EDAEFHEM: Citrix Workspace RREFFEREMEE (CTXPFWD) i@id VDA &% Web RS
[HMPRIAST. YEFIHLNAE Web fRS28 (Fld0, BEFm) B, EREEEH. ERREE VDA L
B CPU #1 RAM S HE, 187% ICA EBhEER &A% 5.

A RE =MigFR=. CTXPFWD B3R &% VDA 5in R IRiE & LIRS Web BRSS22H9IFTRIIIR,
B R R SRBG IR

- EXAE - MRENHEROPEETEARIE

- EEZER - MIRSERENENRERZERRE,

- PAC >t - tnRfa kit PAC X, LAE VDA FRAYRIYE 28 7] L B shit #35& SRV IRAR 3 88 SRIREIE E RV
URL.

BEXFAGER, BERAXEENNESATEERRERERE.,
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cWA VDA Explicit
@ : Proxy
Policy )
eraluatesn ._-'
[ Media [ - 1 J '
e .
| Engine Vietual Chanoel | | port Forwarding Diract ‘|'m| _
(CTXPFWD) Services - J

o« ERIRRBAEFIHE: BT Citrix Workspace M AEFEEEE Web fRSE28, EILEESAE Internet,
ExXfER T, =M Citrix Virtual Apps and Desktops = EIZFrEMLE. CPU #1 RAM £A £,

e

- BHENBLEPGE (EEMHIEE (ABR))
- BT VDA ZHB{EMAE (CPU/RAM/IO)
- BETHESHER

Windows &/ i:
« iEATF Windows 9 Citrix Workspace R F#2F 1809 SiE Sk
Linux VDA:

« VDA ER3I%EEs: AT Citrix MHRBABREE R BIZFH Google Chrome v66 iE=ARA

EENREATEER

BEANNSRNAEERD, BEEBEEXFERIEE Google Chrome hREN MBRBTEE Y RBIZF. Nlt, BRI
THE:

1. 7z Citrix Studio /1, ¥y BABEERIZE AN RFUR AN KRBENTEEM,
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Edit BrowserContentRedirection

Studio

Settings
Users and Machines ‘

Summary

1_(A|| Versions)

‘ Settings: 1 selected

Select settings

v || All Settings *~ | | Browser X

[7] View selected only

» Browser Content Redirection
Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
» Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

v

v

v

Cancel

Back

2. EEHABTEBEEREIZFF K URL WAFTIRNBTREBEE URL EEMBELETR. BEEBIETIRET

AR,

MNEBABEED ACL BERBEIREEHARTERBEERZIZFF % URL BIRIFTIR. € URL B, AILIER

* BEFTRTRDINZINIFFE

URL A%,
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Edit BrowserContentRedirection

. 1 i
Studio Select settings
- — —
| (Al Versions) « || Al Settings ~ | [Browser x|
| Settings: 1 selected [ View selected only
Settings
X » Browser Content Redirection Select
Users and Machines Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)

Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

A

v

v

TER VIR

o« http://www.xyz.com/index.html (AJLLEEE URL pisERRAERSCMBIFHIRIE, FI50,
MBHEE https://www.xyz.com/sports/index.html, WREER index.html
D1E,)

o https://www.xyz.com/*

« http://www.xyz.com/xvideosx*

« http://*.xyz.com/

o http://*.*.com/
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Edit BrowserContentRedirection

Edit Setting
Studio Browser Content Redirection ACL Configuration
Values:
Settings | https://www.youtube.com/* | B 1T
Users and Machines -
Hden | https://www.google.com/ | B
| https://www.citrix.com/* IB +

[[] Use default value: https://www.youtube.com/*

¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS, H
1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

 X]
[ View selected only

Select

Unselect

Select

Select

Select

=

. Cancel

NEBANREERERZ REEREREZAHE URL EE@BIMAELTIR.

Edit BrowserContentRedirection

Studio Select settings

e | wisees | o

X

| Settings: 1 selected
Settings
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

‘ » Browser Content Redirection

Summary

www.youtube.com/*)
» Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default:
» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

Back

[ View selected only

Select

Edit | Unselect

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://

Select

3. ERARSHRENNEFAIREN, BEENRSENTEECARELERE,
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tigEATFHN VDA LA NSERFTEEMNAERERHEEET,. NREEREROREMUMKEOS.
PAC/WPAD URL sy E#/5BRHISBERALLIZE, Citrix Workspace [ 2§ 1a4 Se it #1TARSS 33 4REXAN
ERHEW. BXEAER, BSHAMERIE,

MREZASKKEBEIZEHEMRBIAE, W Citrix Workspace ZAEF R IA#ITE P iniRIAE ik S
Mo

BINERT, iRENRIL,

EXAREATRIER:

http://\<hostname/ip address\>:\<port\>

il

http://proxy.example.citrix.com:80 http://10.10.10.10:8080
PAC/WPAD X f4 . ¥FHIE :

http://<hostname/ip address>:<port>/<path>/<Proxy.pac>

T http://wpad.myproxy.com:30/configuration/pac/Proxy.pac
https://<hostname/ip address>:<port>/<path>/<wpad.dat>

= http://10.10.10.10/configuration/pac/wpad.dat
BEESEARERITIRT:

TERBE N AEF F N 217 DIRECT,

=

=W

TR LGB fmiEsE AR E HKLM\ Software\Citrix\HdxMediastream\WebBrowserRedirection
. RE B MR E IS, A R E HKLM\Software\Citrix\HdxMediastream\
AllowNonTlsPacUri A rE RS avri@id HTTP T# PAC X, BIAERN 0, XE

BRERIFER HTTP,

ATFRBIRENIMRESET, BXAEXIMRITIER, BEANTBABTEEREMRNE S,

4. #F VDA £ Add to Chrome (i%nZ Chrome), M Chrome W_ERAEZN Citrix SIS BANBEEH
T RIEF. XHMEBIT VDA RSN (EESMEIN) URL BES A IR LESIRITE,

B5E:
BRI EARFEIY BIEF. X7 VDA L7,

Chrome ¥y BEFEFENMARRE. FEEEMAESMGAIFIRMSARRYT BZF,.
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2 chrome web store o 5o

Frossar Coment et | Extensions PPS——

o

""""" Browser Content Redirection Extension

) Team
}  Themas Offeted by Citrix
e Add 1 Chiome

Features This sxterrion rediects Webpages

2

[0 ‘Works with Google Drve
Ratings

O deddkok

7 sk & Bup
O kdok &up

3 ok E B up

[EEAH]

NMBELBATHRSNTECEANEEESHEE, N Citrix Workspace MBERZFRHZ R #HITRS [BIZDFAE A IKEW.
NERSH/IENANEZFLHEZIEK, NWRERIFFHRBNFFREEN. MEEAHITENEZESR Web AR5,
VDA EfI S esME RS S LEFMMBFENE (RSB[IRMRSREN) .

HRBABTEEREMRIES

jo ==
=

Il

AMRFEFAIESEENR, JRFEENRERERS. Citrix TERIEEIMRFERCHATLESEY
IMBYRREER IS LABRR, EREMRRIBSRT BIEN, EREIMRZAT, BSBHITED.

HKLM\Software\Citrix\HdxMediastream

B -l &
WebBrowserRedirection DWORD 1=23F, 0=%2it
WebBrowserRedirectionAcl REG_MULTI_SZ /
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B e =1

WebBrowserRedirectionProxyAdtiés$Z MR HIGE R A TR —FE,
NzEARSHENEFHEN: 2
ARE - MREHIERLHRRE—
MNERARE, BEFER- NREE
RIEFENRERERRIE, PACX
% - MRIEHKH PAC X1, LUE
VDA RIS 23 7 L B ek iRiE H e
RIBARS I RIREEER URL,

WebBrowserRedirectionBlacklisREG_MULTI_SZ /

AllowNonTlsPacUri DWORD MERTAIFEY HTTP T PAC
X, BINMERN 0, XEREFRAY
A HTTP, NRFEHIGEN 1,
HDXWebProxy.exe o] L@t
HTTP & PAC xff (MIEm&iEit
HTTPS),

HDX MRS ESE

August 20, 2024

B

7£ Linux VDA iEHIs{TRIISAR N R A2 B A A ITE ] LAER HDX MR BENASTESE RIS B EN. FIA
BRTRARMEE. RITRNERARTERR HDX M BENSIELSELEE.

HDX M BEHNMAELE LA R UMBRENER, XMPLBHIRMERENAELSERF H.264 TER KX BTTE
MIEPEBITHRR N ABIEF. HDX MBRENISAERERRETE A IHRERARNSRAERRARBIA KRB
IREHISR, HWEHHFTRIRABMNES. BRSOHEHRHBNRFRARRLARAEX G R EHNIREIER
FERIRMIESMEEGNENERE. 25, FRROEIMAEIETUERETENRSSE. RSBFEEERSMNERREK
MiBfE, BEERAIEENKETAHEIRMERNER, Workspace ZAEFSEBMMATEER, H1E WAN 17
SPREBMERET.
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Webcam Workspace app VDA
Captured
video a
stream
—_—

Meeting
HDX webcam server ME :ic I———— conference
server

Encode and send Send througha
through the HDX native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Citrix channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.
We also support webcams

looks and actslike a
normal webcam to the
application.

with dedicated on-board
video compression (UVC
H264).

o ZINAERERTF Azure itEW, FEA Azure iTEH EFINZINAERTHKEA videodev MIIZIEIR,
o IEINEERZH5R B Citrix Workspace M BAREFZFEF S H.264 M4,
o ZFEFHNRBRGEN PR 48x32 F) 1920x1080 Z &,

o EAMEREGNE, E7M Citrix Workspace M Ai2F T Aiz+ikiZi@m USB 1%, TN, oMM

XHEo. | BE=
B IYalE,

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Seasion Settings Global Settings

(O Connect automatically Preferred Webcam
(O Do not connect Automatic

(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O) Do not connect

(@) Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

%% Citrix Workspace M BiE2F

HDX MEIR G MSAESE 2 15 U TR Citrix Workspace B 2R :
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Platform

iBEATF Windows # Citrix Workspace R B2

iEATF Chrome #9 Citrix Workspace BEF

MRS RG]

hhymoe

iBAF Windows 9 Citrix Workspace R FEF 2 #
XenApp #1 XenDesktop 7.17 RE=hrA LEm 32 {iI
N 64 (R ARFHNMERENMAESRE. TRIRRER,
iEATF Windows 89 Citrix Workspace R REFN X
¥ 32 (U AR

BT L ARM Chromebook R3z#5 H.264 43,
b, RE 32 U FEREFRIUERLLE HDX MR 5G]
MAAESR,

FRIBMEREIIRUFRNINER, HEBFRRINNZEMLE, Citrix £AUTMERENHITIHRINER

JiE:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

(=

RINER TR, BEM, B TEIEMEE:

e

Citrix Workspace B2 B e LUET %% Desktop Viewer 57 XA MLSIRENIRBENREIEREBEIIA

®E,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings

(O) Connect automaticall

(O) Do not connect

(@) Ask me

Digital cameras and scanners

(O Connect automatically
(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

Global Settings
Preferred \Webcam

Automatic

Relative Mouse Settings

[ Use relative mouse

[ When a new device is connected while a session is running, connect the device automatically

1. VDA RE=mE, $IE VDA 25887 Delivery Controller #5F M1, URBAHH Linux fSESIEEEH
%5 Windows ERR B R,

1
B

2. WiREE9 VDA T LA Internet, #AE3E1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh

YU MERENEE. MREM VDA TiEifE Internet, EEFISE 3,

=

e =

uname -r SRRk ZEIATRER R ERIZFLE, RLAERSH ctxwcamcfg.sh Ak K, EEH
8 HDX MZIREHNISAESE, 151517 sudo apt-get dist-upgrade, E#/250 VDA, REEIET

ctxwcamcfg.sh Bizs,

YNREHY VDA BEFE Debian L, BWREAERMNIARINA LET. &, HETUTHSUEREIRHH

ItZhR S :

sudo apt-get update
sudo apt-get dist-upgrade
sudo reboot

903 VDA #8E7E SUSE 15 L, BT T o< UEMEIRMNRZRAH EHEE:

zypper up kernel-default

reboot

ctxwcamcfg.sh MizEEF:

a) 1€ VDA k%% kernel-devel MEiARZIERTE (DKMS) 12,
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« kernel-devel BFHRBERRAHEIMMEBENAIZER,
« DKMS BFaiSERENMBREN RIZIRIR,

AR

£ RHEL. Rocky Linux #1 CentOS L% FiR12FEY, ctxwcamcfg. sh Has7E&ER VDA
L REHBAUTEMRE:

« EAT Enterprise Linux (EPEL) B985 MRS
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback #F# v4121loopback FERBHER
DKMS &2 v412loopback,
v41l2loopback @—MAFEIE VAL2 IREIE EHINZIER,

c) &17 sudo systemctl restart ctxwcamsd &%, Linux VDA ML B & VRS -
ctxwcamsd - EFEEIFHINE HDX MLEBENMAERINEER v4 12 Lloopback izigEiR,

3. IREH VDA TiEihinl Internet, BES—&ITEN LR v4l2loopback AZigER, REBEESHIRIE
B VDA,

a) HEE—AEEBIAN Internet BWZAZS VDA HHERITEN. uname -r &S EIREBIEHRIZIRZS.
b) #i+&#M L, &7 sudo mkdir -p /var/xdl &%,
c) ¥ /var/xdl/configure_x* \E VDA E#IZI /var /xdl/ THITEN.

d #i+E#ME, 517 sudo Jopt/Citrix/VDA/sbin/ctxwcamcfg.sh & ¢ L% &
AZER WRZGSHMET, MWsE /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®51bd227a9¢c94c1/S$ (uname -r) /x86_64/
module/ BETFelE v4l2loopback.ko . ZBSIEETT ctxwcamcfg.sh MBI ATBE & I AY A

R
e) ¥ v4l2loopback.ko MitEHMEHIZIER VDA HEHET /opt/Citrix/VDA/1ib64/ T

f) E&M VDA L, 51T sudo systemctl restart ctxwcamsd &S UEFHBEHMEIBEN
ARSSFH N val2loopback RiZiER,

KR Linux VDA

August 20, 2024
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B

RINALEEE VDA TFE#% VDA M Active Directory i5#17 VDA 1A F 143301, SIEKRMAEE VDA B, BEE
ERATAEAY, BFHE VDA IMEI=ITFIFE. Eit, FEFEMA Active Directory f#. HAF MR
VDA EahsiERY, VDA £ERAFBATER Citrix Workspace R BI2FHA - 2 Al EA#hpgttk . VDA HE—1
BEMERRD, AHIBRSTHK B ZED#HIT SSO MAFEMERE, NREER THENZ], SSO MSIFEMEERKMK,
22 SSO, 1F2iH9E SSO 5Kk,

BE:
o Citrix DaaS Z#rRmAN=Er VDA,
- EEHITFES M7 Citrix DaaS £&8&,
- AMEAETEAMEER OB ARMNIER VDA, Citrix DaaS pyiEHFm EEARMNIFHA VDA,
- EOIEKRMASER VDA, %JEB Rendezvous V2, Y& RIEARMEINT EEEF LTI
B EBEE Workspace FfER Active Directory fEA BB REREFRN, 7 FE4MA Cloud
Connector,
o BRIBKMAER VDA, &R LUFERER Machine Creation Services (MCS) 2%, BXiF4ME
B, BE2EER MCS RIS Linux VDARIERRMZEIEARMNIEM Linux VDA,

- MCS RZHRIARSS 280

EAFRMAER Linux VDA B9ThkE
TERIONIZA VDA LoIZEGEEBRMENA AR

FTFARMAES VDA LHEEMNRIER, VDA 2B8:8IRABRINBENAAF, VDA BREBEEFER Citrix
Workspace AEFHAF ZeIZ4MAF . EELIEERFBYE, aFERFRNARRHRARK (UID). 41D (GID). x
BRMER shell, EEMALLIHEE, BRMUATHE:

1. EETUTHESLUBRZIEE:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "
CreateWithUidGid" -d "Ox00000001" --force

2. EVDAKMRERETH /var/xdl/getuidgid.sh MiAdigEUTREL:

=4c3 AT AL B

uid WE BAHRRR (UID) 28 Linux 4
AFFNETAFPNES. ©RER
FRILAIAR L R HRo

gid NE AITIRF (GID) RAFRTFEAN

/ﬁ’?o
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B IAEE TR A 588
homedir AJiE Linux X EREHERFNER.
shell Al % shell EERFPEZREAPKR,

BR A AP B shell,

THEE getuidgid. sh HAsRel:
AR

BEHREERNAPIEENRIEE Y.

#!/bin/bash

HHHAHAAHAHH AR H AR H AR AR H A H AR AR AR AR AR AR AR R R R R

#

# Citrix Virtual Apps & Desktops For Linux Script: Get uid and gid

for the user
#

# Copyright (c) Citrix Systems, Inc.

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"
echo "gid:1003"
echo "homedir:/home/s$1"
echo "shell:/bin/sh"
}

get_uid_gid_for_user $1

3E SSO S 3iE

All Rights Reserved.

BIAERT, Linux VDA EERESAER (5S0). APER—AEEE R Citrix Workspace R F#2FH VDA £iF,
BiItAPEA—ARRNEEER VDA £iF, &7 Linux VDA L2 SSO, AxXFAE LR, 52#IE SSO 54K

1o
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HXIEE: FHRE. SMEERHERE
« PrimarySelectionUpdateMode
& (%2): [0,1,2,3]
#IAE: 3
HAER:
EERHURHBIT IR T RATP R EURN, BEAERERNS,
g BT Linux VDA B R iH LW TREAR T ERE 0] UEXN AR E R B, HEMEED:

Primary selection update mode

) esldup 05,78 SEwer 0s, 78

Desktop OS5, ? 9 Senrer 05,79 Desktop 05, '.-" 1 Sen-'er 0s, 71 Desk‘top 0§, 7.12 Server 0§, 7.12
Desktop 05, 7.13 Server 05, 7.13 Desktop 05, 7.14 Server 0§, 7.14 Desktop OS5, 7.15 Server 05, 7.15

Desktop OS5, 7.16 Server OS, 7.16 Desktop 05, 7.17 Server OS, 7.17 Desktop 05, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server 05, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

¥ Related settings
Clipboard selection update mode

- EERNARTERAEEFE U AREEN EEH
Linux VDA EF EERN AL EAEHET L iH LB MER. BF I ENEEERNBTETEAREHH Linux
VDA LEHIBINER o
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- INEERABREEFEHEZF IR
Linux VDA EMERERNB T EREME A i LOEIIR. FFHE ENTEERNBEEEH Linux VDA
ERIBINEIR,

- BRIHEEARABTEEREMEEN
Linux VDA EMEEEANBR T EEHMEF in LR, FFHELENTEERNTEEREHNR Linux VDA
Mnd: LY

- EEABTEERNEZFIHEN LEH
Linux VDA LM EEENB L EEHEFin LAVEIGIR. B iH LT REABTLEEEH Linux VDA £
VIR IEETYERIAE,

BXIRE: BWREEADEHRER
« ClipboardSelectionUpdateMode

& (#): [0,1,2,3]

AAINME: 3

FAES:

HEEEREMEHPHIBEREE S8 JELIRERAIMREERNS, B IMNREREFEE “E
#”, BIMERIEEANBEERTF Microsoft Windows BIlkiRi&E, MEEENBS Linux s 2m—,

It EEBRiTH Linux VDA MiE P ik ERBIIEIREE AR T ERE 8] LIEX A Bk LB . H0MEED:
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Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

Walue: | Selection changes are updated on both client and host « ]

-

-

Selection changes are not updated on neither client ner host

Use host

Host selection changes are not updated to client
Appl Client selection ch anges are not updated to host

Virtu changs are updated on both client and host O5, 7.1 Desktop 05, 7.5 Server
0§, % T T eI o, T ST =1 Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,79 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server O5, 7.13 Desktop 05, 7.14 Server O3, 7.14 Desktop O3, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS, 1808 Desktop OF, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the dlient and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

E3

ted only
Select

lancel

o e

- BERABTEERAEZR I LU REEN EEH

Linux VDA ERBIMERIEE AR LEEAREHE P in LRSI IGIR, &P i LR B MGIREE
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Linux VDA EMBIMEREE AR T EEHME P iE LR &P i RS IiRiERE

Linux VDA ERIEINEHR,

- BEABEERNER RN EEH
Linux VDA EREIEIRIEEAAR L EEMEF i LHBIGIR. &P iH EREIERIEEA B L EEH Linux
VDA ERBINEIR, Itk BAIAE,

BXIRE: TEREABTEMERR

Linux VDA Z#5BIMGMRIERE

NBEEEREN

REMERERND. Ei=Hl Linux VDA 5F P ik 2 BRI E SIFAENEITH, NI
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IRITEDA RS, EXMIERT, RHMRATRHHE—%EZE%5EE ~/.CixlpProfileSCLIENT_NAME FEE i, BhRas
1906 2, mILLEZESCATE Citrix Studio RECEFTENHIIREHAE B BRATF e A 14 SR BR

£7¢ Citrix Studio FECEITENHIREHIZFIRETRIFR A M SRR, IBITLATIRIE:

1. EEFTENH IR RN IE R BRES AN R B 1L R BK
2. BEHM.
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se

Microsoft XPS Document Writer * Do not create Unmodified

Send to Microsoft OneNote * Do not create Unmodified

FX FPS Color Class Driver Replace with /
Edit driver mapping X

Driver Name Poun

[FX FPS Color Class Driver

_| Use default | — ™ Deny
U Allow
¥ Appliestoth () Do not create =
Virtual Delivy 10§, 7.5

(O Create with universal driver only

Server OS5, 7{ oy T - 05,78
Server 0S. 7 @® Replace with |/usr/share/ppd/cupsfilters/Fuji_Xerox bp O, 7.12

Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

AR

o {32#F PPD RohiZF XX,
o RZFHTENHIREHIEFFBRES IR A M RBSHI E ik, RBEBMNEL,

ERER
AUMEBE LA GHNEEMERBHNBIEFITH. FrEEAIRITENNET USRI VDA £iF, WFREMNBAER,
MBAFFRE:

o WFAMIEE:
<client printer name>:$CLIENT_NAME:dsk$SESSION_ID

s WFRHHEZAER:
<client printer name>:$SCLIENT_NAME:app$SESSION_ID
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AR

MRE—AFRENTATEAXTHNRENERTHNNAER, IERILIAREMTEN. TEAEERXBRNARE
FRIEPHKEITEIN LATEN, MEEEEABHNRERIEFHINBZFITEIN ETEN,

HEHER
FoIEFTED

FTENFTAIE B TIERY, 1B EITENSFIFER ctxlpmngt f1 CUPS #E32,

ITENSFIPIER ctxlpmngt 2—MRKIEHE, HMTERIEHRENIET. EETUTHSURIATETIFEF RS ER
517, 0R ctxlpmngt Xiz17, EMSLTHFEES ctxlpmngt,

ps -ef | grep ctxlpmngt

WMRMTEITED, E10E CUPS 1222, ctxcups BRSAFITENNER, H5 Linux CUPS 12225815, t#HBES Mt
BNLEE—, TBEIBITUTHSHITRE:

systemctl status ctxcups

Witk CUPS HERERIMS B

ZUE CUPS BE, EETUTH<SUERE CUPS RS, BN, CUPS BEXZEIZRE hdx.log +:
sudo systemctl stop cups
sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false
sudo systemctl start cups

sudo systemctl daemon-reload

=3

AR

IECENE R PR R e BRFTENHERIRE, FERREL T, TENHIESR, AAXSHRE CUPS 2e
o

FTEN4aH SO ELES

TENEBEHNEFFAREITESHEHELE. REPAENAPRETRIEFES, 2B @B IHE
~[.CtxlpProfileSCLIENT_NAME FR& X #1TEE:
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[DEFAULT_PRINTER]

printername=

model=

ppdpath=

drivertype=
BE:
printername ZEE SN2 UMEFIRIIATEINBNETR. E2—PRIE. B7HE.
TeeREEEF ppdpath. model 7l drivertype , R A FIREGABTEINMS, RE—TFREX.

o MRBAITENNIENEFSEFIKITEINARES, HEH model= EHAE A FTENNEDIZFHE S, AL
A |pinfo SO EIRITENA LRIR S EFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
ABERILUS B RS LA SHTENHLILAD :

model=xerox/ph3115.ppd.gz

o MRBAITENNIEEFSEFIBITEINARES, BEEXNITEINIEDZRFR PPD X#4i&1Z. ppdpath &
R AHFTENVIIRENAE 7 S BB X R 1R o

4N, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#&E#E—1 ppd E&igr:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd

o Citrix {2t 7 =FhR AR BRAITEINIRzh#2F (postscript. pcl5 # pcl6) . AILURIBITENHE MEAR B IR ThiE
FF2EEL,

B0, MREFIHBIATEINIRENIZF AR PCLS, &% drivertype 887!

drivertype=pcl5

mHKNAE

SR EREMSERITEIN., H=iER CutePDF #1 PDFCreator Z 289 E SAFTENHL LR RE LRI R T 5 T ENHLIK
MEFEX.
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FTENMEWBURF B PR B IAFTENH T ENIRThIE P, ST HEEshIRsIEF XE, NMREFFHITENNERNE
PCL5 Ixzh#2RF, m Linux VDA i#&$2892 Postscript IRapiEF, N HIia@E,

NRITENHIRNIEF LR BUIEH, RILAMITIA TS BRIAE R
1. ERIBLAFHNRAERIE,
2. i&17 vi ~/.CtxlpProfileSCLIENT_NAME &<,
3. FRIATFFERUTE Linux VDA LRFESITENS .

deletespoolfile=no

4. FHEABHERUMAELEENR,

5. {TEIXHUEMBT, TG, EEITEXHREE /var/spool/cups-ctx/$logon_user/
$spool_file T,

6. MEEAITHNEENT, MRESITIXHEANAE, RTEFRM, EEKR Citrix 21 GHRTENAE) K

BEZES.

7. W1R spool KNFAZE, MEEXEEFFEF . FEEITINXAHRNBEURTEF HIRIAFTENAYFTENH IR EhIZ
FPEY, WRBRETRIFTENNL (M) RzhizRE postscript, MBIEREE Linux BIERLK LITHERITEIX
fro KERBRSIER.

NREEITENXMHE PCL, EFFIHRIERSGRE Windows, NEERITENXHEFIZIZF IS, HERTREN
FTENHIRBHFE R 7E R P i TENA 4T EMZ Mo

8. KRSHITENHL B BN ER TR EIITENNIRENERF. THILL PostScript &P isiTENH A
a) BRENRIE, ERFHEELITANRSE,
b) {TFHTENEERIIF:
localhost:631
C) EAEMREIAITENN CitrixUniversalPrinter:$ClientName:app/dsk$SSESSION_ID
FUEITENN. ILIR(FEREREERINR,
d) R#F cups-ctx i£E, SAE#E Continue (44:) LUEXSGTENVIIREIER

e) 7 Make (#)3E7) 0 Model (B!S) FE&, M Citrix UPD IREHIZRE kiR R EIRIFTENHIREHIZ RS 141
i, WRLZET CUPS-PDF E#MTEIMN, mILLEER “Generic CUPS-PDF Printer” (@R CUPS-PDF
FTENH) EEhiERF. REFEX.

f) RS EMIN, WEE .CtxlpProfileSCLIENT_NAME HEBEIRIZFH PPD X H4KE,
WSS VFBRETBOFT ENHLE IR B IR EHAZ T o

Eia)

TEREMREMTE Linux VDA LITENRTF/ERIEIRE:
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CTXPS Rzpizr 5887 PLCATENHIARE

MRZEFTENLIRLR , B TENHIREDIZFF 12 B A BIE R R B A TENHLIREDIE T

FTENR AL BT ENREARIE

FEAME FIHITENIN LITEDASOEE, XS @BIARS SERHTRE. IRERNEERE, FRITEFERKHE
i&lo

EHEMAIEPEIFTENNAFTENEL S

Linux WE1ESS5 Windows BERFATRR. Alt, FAERAFHSRERFTENBEN. S URAXLEER, Hik

SER CUPS & F: [etc/cups/cupsd.conf,

KB HHEER LRI EREE TR

DefaultPolicy default

WNRRIEZ A default, WRELUTITHRIMEIZRIASEEE XML thep:

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
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PDF #TED

August 20, 2024

fEA 15 PDF $TEN8Y Citrix Workspace M AERFhRA, AILUITEIM Linux VDA &iERERHERE) PDF, SIEFTENE
A kx5 =% T Citrix Workspace MARRFHAMITEN. EAMITEN L, AILUGEMAFE PDF £58{1TH
PDF, FH1EFmEFTENM _L#ITITED,

Linux VDA Z357E LU FhiZ<iy Citrix Workspace M2 L#1T PDF $TED:

« Citrix Receiver for HTML5 h4s 2.4 5 2.6.9. AT HTML5 i Citrix Workspace R F#2F 1808 &S
ks

« Citrix Receiver for Chrome hitzs 2.4 %1 2.6.9. EAF Chrome # Citrix Workspace B2 1808 &
ERhRA

« iEAT Windows 89 Citrix Workspace B2 1905 RE SR

[T

BT fEA S5 PDF $TENM Citrix Workspace R #2FhrASr, FE7E Citrix Studio g B LT HREE:

s BEFIBITENEEMIREAAT FINREARIT)
- ¥ BmtIE PDF @RITENIRENERH FHUNRENEERER)
« FEMEIREFIRITENNIRE N BB eI RFIA & A IRFTENHL.

BRXLEEE, HEEERHNKIEPRTITENN, ITMEEERERMITEN L, UWELERITEN. §X88
ZUNTEINBE R, 3B Citrix Workspace N BIEF i,

Remote PC Access

August 20, 2024

B

Remote PC Access & Citrix Virtual Apps and Desktops B BiZF. BEFEANEBRENMATFRTUREMNS
RIEAZHREMBHAE PCo MMRAFAILUARIENAE PC, tiIaILUAMSER LIEFrRMNRER AIERF. SUBME
o

Remote PC Access B {F B S Em A BZF MR Citrix Virtual Apps and Desktops A, HEMEE
Remote PC Access MIERFFFIZSEBE Citrix Virtual Apps and Desktops FREMERFAZHER, XfFgH—1%
RET—HEL—NEEAR, BP@dER Citrix HDX ZRHHIZERENAE PC £iF, FERERP AR,
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BXiEMEE, BB Citrix Virtual Apps and Desktops xierE) Remote PC Access.

=l

XEFEETE Linux VDA HE#:

o TEMIEN L, EX1EIE 3D RHX TR Linux VDA, BF NVIDIA WIRzh#2FFR%, SR T HDX 3D #x(H,
PC WAt RELTEEL, BRIREEFETEENEZ2NM,

o EXEE Linux HENEARSIERERALXENITENE R,

o BRIAFRSERAEAT Linux it&H,. BZEmAFSE, AREAMER PCHEEHRESRAZSBENITE
Mo MR EBERTMNER TRITLE R, FFE_ LM Citrix Workspace R REF A UEEBIAF £ Remote
PC Access RE=IEFIHRINAZE PC LN AEFHEE.

« NMEAFPEETHEREE PC, Z2ilM StoreFront B&h PC EELK,
o FWEEEIMAERT Linux &M,
e

BT Linux PC 1%, E7EB#r PC L%=%# Linux VDA, £JZ Remote PC Access AT ENER, AGEIE
RfTA, LUFEHEVIBE RSN PC alfiERisnNAFAER. UTBIFMANA T XD

$% 1- 77845 PC LR% Linux VDA

BIWEERENZERRE Linux VDA, EREdEH, ¥ CTX_XDL_VDI_MODE ZEMEREN Y,

+ 1% 2 - 62 Remote PC Access AW+ EN B R

1. 7 Citrix Studio 7, ARBHIENER, REMNREZETEFURHTENER.
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83 Citrix Studio

File Action VWiew Help
«=| 5w HE
] Console Root

v § Citrix Studio (site)

1O Search

% Machine Cat=lnnc || Machine Cataloa
£ Delivery Gro Create Machine Catalog

[# Application:

View
% Policies
@ Legging Refresh

~ [E» Configuratic
£ Adminis 2
Contrallers
= Hosting
&% Licensing
3 StoreFront
sy App-V Publishi
@ Zones

v B Citrix StoreFront

3 Stores

+ | Machine type Allocated machines

Single-session OS5 (Remote PC Access)

Single-session OS (Remaote PC Access) 1
Single-session OS (Remate PC Access) 1

Server Group [———— ]

Details - RemotePC-suse125

Details L_Mﬁhm l Delivery Groups J ‘Administrators

Machine Cataleg

Name:

Machine Type:

Set to VDA Version:
Scopes:

Zone:

2. BEENTIELN TP,

tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Machine
RemotePC-susel25 Installed VDA Version: 20.09.0.3
Single-session OS (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
7.9 (or newer)
All
Primary
.
Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

netwaork interface card configuration.

Learn more

[ Don't show this again

3. ERERS%TIE Li%EE Remote PC Access,
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix DaaS (#1#r Citrix Virtual Apps and Desktops AR%3)
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "*xcitrixx"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}
FNEREEMERE, BITUTHLUERENEZNE—ITIRT:

$bhc = Get-BrokerHypervisorConnection -Name "<WoL Connection Name>
n

$hypUid = $bhc.Udid

KMREFENE—RFRRTE, BTU TS EES Remote PC Access i+ 8 B RHEXEx:

Get-BrokerCatalog -Name "<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid

5. BEHENBERPNS N VM £8 BIOS A# NIC LR BEMREE,
AR BRABENREENTS ER T BN EENREMNS.

« E7£ BIOS HEHEIHMMEER, EHMITUTIRIE:
a) # X\ BIOS HERARBIZMRERINEE,
nia BIOS M7 A BURA T EARMIEISE A EHSEEEER BIOS HEHE,
b) REEMIEEHEHMEITEN.
« Z7E NIC LEABREMIREE, FHITUTIRE:
a) i5fT sudo ethtool <KNIC> &< LUEEEHN NIC 2EZIFO%KIES,
<KNIC> 2&M NIC Big &R R, Fltl ethO, sudo ethtool <KNIC> &<RftEx NIC
TheerY g :
- NRHEFEE—PEMTF Supports Wake-on: <letters> Bf7 (He <
letters> 88F® g), &M NIC EX3REMREELISIEES %o
- MRHHEPEE—PEMF Wake-on: <letters> W17 (Hrh <letters> B8&F
g, BREEFE ), WEHMRELINERSZERA. B2, MR <letters> 8%
FEd, WRTEEMRENEEER, EXMERT, #@diEfT sudo ethtool -s
<KNIC> wol g@&<EmRIRmMEE,
b) EAZEALITHRYT, S8REHEHEREIT sudo ethtool -s <KNIC> wol g®<. B
KA BUIET, ERIBENAZITRERUTSR:
Ubuntu:
¥ up ethtool -s <NIC> wol gfTHAmMBEORE XH /etc/network/
interfaces /i, fi0:

# ifupdown has been replaced by netplan(5) on this system.
See
# /etc/netplan for current configuration.
# To re-enable ifupdown on this system, you can run:
# sudo apt install 1ifupdown
auto etho
iface eth0® inet static
address 10.0.0.1
netmask 255.255.240.0
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gateway 10.0.0.1
up ethtool -s etho® wol g
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X% /etc/sysconfig/network-
scripts/ifcfg—-<NIC> s:
ETHTOOL_OPTS="-s ${

DEVICE }
wol g"

RITEREM

L&t %7E Remote PC Access HER B MIRERRY, 5EE U TEI:

o ZMTEN B RALUERBRAEIE M MREE EHER,

« BEff—5 PCEER—& PC, Mma PC R TR—FNER, HEAERNBEMREETHER, X& PCEE
HEZERAENHTENERFHFER,

o FENERNEAHEXE, MRENBEPELSZSIMXE, WFEEES MR ERBEAMREENER, X
EFERTFITENER.

o LIREMERESR/I ik 255.255.255.255 #1771 #, HRIZMIAL KM L,

o FRPBHAEMTH—E PC (WFENEMMRERERE), 7 8EREZFMHEITEN.

BIFEEEM

TERERBEMREEI R EE R

o VDA B RELFEM—R, A aEEREMRBEEMmREENAEmREE PC,

o BIEMREETHEE R AEM THiEE PCo ZINRERSTITHMEIRIRE, BIMIERBINTKA.
IR BINNIREE R, 1ZThAETE Studio FEIM. B2, FXFHE Studio FéREHEM.
o JHEEEIUTRMARNZ—KIX:

- YAPERABHIE PCMEiEHE VDA KMt
- YEERM Studio 2 PowerShell FikiZTH B R <SR

+ B F Delivery Controller 7513& PC W JRRKZ, Hit, Studio EERERS FTERFXZ# Delivery
Controller &8 VDA SEAHREREE PC 2 TFER X H.
FEZAR
TEZ Remote PC Access WEMEIR:

o FRRFEIGITIER: Remote PC Access i&itRE,

« Remote PC Access &z 45#r9R: Citrix Remote PC Access R A =S E (KR LN,
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=&

August 20, 2024
FEDABTEE T ER:

o BENEHE

s BRRNEERER

o RTNARERF

o REAERM

« Rendezvous V1

+ Rendezvous V2

« FATLS RIFAFPRIERSE

« EA DTLS RIFAFPRERE

BENZ 4

August 20, 2024

BiER &2 Citrix Virtual Apps and Desktops #aT LI Enlightened Data Transport (EDT) #£9 ICA &%
BRI, 2 EDT Relfet, BEMEREIETRE TCP,

EDT 2EFAFHIBRNIY (UDP) 2 Citrix EEFRMNIN. SERSRSHAIT BENEN, EAGHEMENK
BERAEREH T HENARPGE, EDT R8T AAIENEFAE ICA EIMEENHIEETE, MMiEMELG. F—
BE R AR,

BXFMER, ESR Citrix Virtual Apps and Desktops (4 eR# BIER (% 4o

ERSFERBEN G

BANBER T BABENEH,. AJLUER HDX Bi&R Fin kK ER0E AT km:
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Edit Setting

HDX adaptive transport

Use default value: Preferred

- Applies to the following VDA versions
Virtual Delivery Agent: 7.13 Server OS, 7.13 Desktop OS, T.14 Server OS, 7.14 Desktop O3, 7.15 Server CS, T.15 Desktop 0S, 7.16
Server 0S, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Server OS, 7.18 Desktop OS, 1808 Multi-session OS, 1808

ingl 08, 1811 Multi-session S, 1811 Single-session OS, 1903 Multi-session OS, 1903 Single-session OS, 1906 Multi-
session OS, 1906 Singh 1909 Muli ssion OS, 1909 le-se: 08, 1912 Multi-session OS, 1912 Single-session
0S, 2003 Multi-session OS, 2 Multi-session OS, 2006 Single-session OS, 2009 Multi-session OS, 2009
ingl 08, 2012 Muli 08, 2103 Multi-session OS, 2103 Single-session OS, 2106 Multi-
session OS, 2106 Singh S, 2109 le-se: 08, 2112 Multi-session OS, 2112 Single-session
0S, 2203 Multi-session OS, 2 Multi-session OS, 2206 Single-session OS, 2209 Multi-session OS, 2209
ingl 08, 2212 Muli

session OS, 2305 Singh

0S, 2402 Multi-session OS, 2402

08, 2303 Multi-session OS, 2303 Single-session OS, 2305 Multi-
ssion OS, 2308 Single-session OS, 2311 Multi-session OS, 2311 Single-session

~ Description
Adaptive transport s a network-aware data transport engine that provides efficient, reliable, and consistent congestion and flow
control.

By default, adaptive transport is set to Preferred, data transport takes place over a proprietary transport protocal, Enlightened
Data Transport (EDT), that is built on tep of UDP, with automatic fallback to TCP. Additional configuration is not required to
optimize for LAN, WAN, or Internet conditions, Citrix's transport protecol responds to changing conditions.

When set to Off, adaptive transport is disabled and TCP is used. Recommended when using SD-WAN WAN cptimization, which
provides cr ion tokenized , since WAN C has its own congestion and flow control.

Setting Diagnostic mede forces EDT on and disables fallback to TCP. Recommended for testing purposes only.

Nene of these settings affects other services that depend on UDP transpert, such as UDP Audio and Framehawk.

-

o BiE: BENEEATEARS, ©FA Enlightened Data Transport (EDT) fEREEEEIMNY, FHEHRE
TCP,

o DRI BENFWERA, HBHER EDT. EXAMERE TCP, {GEMXNIAMBKEHRERILIZE,
¢ X BENFREREA, RE TCP AFEH,

RERSEEERABEN G

EHNERER EDT AEHSAIZIENERDN, HBITUTHL,.

/opt/Citrix/VDA/bin/ctxquery -f 1P

MREA EDT, MERNERNESE UDP, #in:
- $ ctxquery -f 1P
SESSION:ID TRANSPORT PROTOCOLS RENDEZVOUS
jl-u20:0 -
jl-u20:1 -

jl-u20:2 -
jl-u20:12 UDP-CGP-ICA
: $

EDT MTU kI

MTU kM a3 EDT EERISFENEHBERAETHENM (MTU), XEEMETUMIEHINETRES SEIEAE TS T AR
URIEN EDT $EERER.

RHFEK:

 Linux VDA &{EhR7x 2012
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« Citrix Workspace R :
- Windows: 1911 s{iFE =k
» Citrix ADC:

- 13.0.52.24 FERRA
- 12.1.56.22 HEBRA

o BHBASETEL

NREFEANBAZIFNINENEFIRTSERA, B5H CTX231821 UTHRAEXEEESEINMENEEX EDT
MTU B9F4ER.

=% VDA £89 EDT MTU &I

EDT MTU &7 VDA LBUARFEARS. ATLUBIEE MtuDiscovery FMRIEEBHANEA, MR

e
o« EEAEDT MTU %3, EFEATHSIEZE MtuDiscovery iFMERM, EF/E6) VDA, REERF VDA
A

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Terminal Server\Wds\icawd" -t "
REG_DWORD" -v "MtuDiscovery" -d "Ox00000001" --force

o« BZMEDT MTU %3, EMIBR MtuDiscovery FMERME,

o d==
(=1

i

AMRFEFRERSBERME, FTRFEEMEERERS, Citrix BAEREEEMRFIERCHATY
SHHMBEMEEBIF LR, ERAEMKRRERFTEIENRL, EREEIMERZE, BSUEITED.

EHE P LR EDT MTU 23
BILUETTE ICA XA MtuDiscovery 8%, E&F G LB EFHIES EDT MTU X3, ERALIIE, 18
£ Application BH F&BE T HRES:
MtuDiscovery=0ff
EEMBALLIIEE, EM ICA Xk MtuDiscovery 5%,
BE:

ZE ICA XS HGE1ER, 157 VDA £BA EDT MTU &I, 1R %7 VDA £EEH EDT MTU &I, M ICA
XHSHTKo
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1852RY EDT RZEEH|

SINT —MIBREITHIEERM A EDT thile XML AW EDT LMESHNELEHF/DER, MMiEsHA A,
RINERTERRIINEE, ESEZEAHXSERER, BERIETUTHS, REEHRBH ctxhdx RS:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\

Control\Terminal Server\Wds\icawd\Tds\udp\UDPStackParameters" -t "
REG_DWORD" -v "edtBBR" -d "Ox00000000" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Terminal Server\Wds\icawd\Tds\udp\UDPStackParameters" -t "
REG_DWORD" -v "edtBBR" -d "0Ox00000001" --force

HDX BENEMHE

August 20, 2024

HDX BEnEH E@d FRAHE AR EEMHNE ICA ZTENSEETE. BHEAXNBERTRENRSNE, X
—RENEATERESHHEHIEERIET K, LERESERMED, ILINEEHERTILRNAF AR, SRt
BEHREN. BEROXHER. ERGRIIRERURESHNERRMOYWR, FHFENEREXEHURE ICA =
EPNEAEERARS YR EMFEFFEM. MRLIXMER, FHEREL, URRAEMIERANIE=EDN
FMFAFMERE .

BE:

HDX BENEM @I FLNSIMEFiHEE VDA RE T IREREEAXN AR, THRFoREE.

ZINEEER VDA &RhRZAs 2311, FRINERT, ERLTFERRS. ENHREBHR, B7% VDA EIEBfTUTH<:
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet

\Control\Terminal Server\Wds\icawd" -t "REG_DWORD" -v "
AdaptiveScalingEnabled" -d "0x00000001" --force

ZINREX N A BB i ThaE R B E I RiE.

REERER LHBEEXESMEEHES

August 20, 2024

ARIEERFEREAMIBEXERIERER
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e

g SUSE 15.5 EfE/AZIhEE, EM http://download.opensuse.org/distribution/leap/15.3/repo/os
s/ & imlib2,

ALERUTRLREEXERESIRBEEMIZEIZEERFR. ERREERFEMIEHENEEHESR, &
LR SR EREGT. TARIER, BLXETEIEEERE, ARHIRSHIIETIEE,

EiRE AT IERE SN, 1HE1T:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\

Control\Citrix" -t "REG_SZ" -v "LogonDisplayStringTitle" -d "<Banner
message title>" --force

g BN RAKESN 64 T,
ERERTE XEEEBMNIEXXS, #HIE1T:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix" -t "REG_SZ" -v "LogonDisplayString" -d "Body of

custom banner message\nBody of custom banner message\nBody of custom
banner message\n" --force

g E R EXHNRAKEN 1024 FT,
e

\n TREIEBHRITR. FIRAIP, EIEEEREN TR

ATHREHNBEEXERESRITHET, ErRFEERRXFM. HlWl, 57 HTML &8 & ®r &, H1E
FR ) SIERE N RAMT (**\**) LU7E Bash @Rt E#ITE N,

ERAZEERRRTAMIBEXER, HET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix" -t "REG_SZ" -v "BackgroundImagePath" -d "<path to
the background image>" --force

ETEEHENER, SEAPSAERENERERER.
fuan:
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RIEERFRETH

THEFARZSRPNZIEERFRE RO

« BAER (SSO) HEFNRIEES:

domain\user

ETRERIRE.

o HAEIE SSO HRPHRIEFR:
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- 7£3F SSO HRHhFEZIGH PIN 13,
- BFAILHREEA PIN B3R9RTINE, A BRI HEIRIBN.

- YAPERS5ERE Citrix Workspace i A2FRERNEERRNEESE R VDA 21E8, 3 SSO %
IRIEER!

BF&EERNARRBMNED:

vz

BXIESSO HRPXFHNAFRFHEIESENAS, ESHIF SSO 5145010k,

ZRIEAPYDHNEEXSEFER

August 20, 2024
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AILAfER CTX_XDL_DESKTOP_ENVIRONMENT TE&ANSIEAFEEREIFMR. B 2209 e, SiEMAFALUE
EXBENREIFR, HNERE VDA EREKEIME, FreltSiEAF EALINEE,

TRETTZFRSIFAFPUSNEEXKEIFEN Linux KTHRMKEIFRENTIR,

Linux Z17hR SRR E
Debian 11.7/11.3 MATE. GNOME. GNOME-Classic. KDE
RHEL 8.8/8.6 MATE. GNOME. GNOME-Classic
RHEL 7.9 MATE. GNOME. GNOME-Classic. KDE
Rocky Linux 8.8/8.6 MATE. GNOME. GNOME-Classic. KDE
SUSE 15.5 MATE. GNOME. GNOME-Classic
Ubuntu 22.04/20.04 MATE. GNOME. GNOME-Classic. KDE
SREYREE L

AR

ZR LRI MR IR & R AT R R EIF R Z BT,

BEMRIHREVIRE BFKEFR, BEIIEPBITHEEASS

WRBIREEIFIREN: BITITU T8R!
GNOME Jopt/Citrix/VDA/bin/

ctxdesktopswitch.sh GNOME

GNOME Classic Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME-CLASSIC

MATE Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh MATE

KDE Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh KDE

KDE @'~

« Magnus aaEx7E KDE FREahBYinE. FARRAE, EaILBEE!T sudo apt remove magnus
SkfiBR Magnus 3R,
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« ZEZ/H KDE BErpffiE i Ie QT B, 15 root AR SHET RN TREREE /usr /share/qt5/

gtlogging.ini:

gt.gpa.xcb.xcberror.error=false
gt.gpa.xcb.warning=false
gt.gpa.xcb.error=false

+ KDE WREFHAIRER KM, (FABRTTZE, RITRNERARENBBERE.

ERAIENEERER

August 20, 2024

£ Linux VDA EWEH S HIHENERT, AUEERNEER. IREET RNEER, WEEKIEERIEE
HREAMNET—FET. BRHEZEREHEERNEERT,

TRNETHHTRELHE B RAVERRDL

ARRRIN AR e
LogNoHome EHRAFREAIMESEEERME  create -k "HKLM\

HomeMountPoint

ATERRIE, RINMER L, RTR.
MR ZEREN O, NIFEATE
BEBRHNREER.

£ Linux VDA L& B acihiEd o,
fign, R /mnt/home 2%EH A,
MARKEERHAN /mnt/home/
domain/<user_name>, R
EHR

S5EMIRERNAR EBREE. XS
CheckUserHomeMountPoint
RER O, GEASEK.

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome"-d "0
x00000001"--force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_Sz"-v "

HomeMountPoint"-d "<A
directory where the

NFS share 1is to be

mounted>"--force
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AR

iR

ANA
AN

CheckUserHomeMountPoint

TempHomeDirectoryPath

BHEERARRENEERREN
Linux VDA Ef&#=. MNREHA
PREENEIERRENEHR, B
HEREN 1. FRINMER 0,

7£ Linux VDA LigEIFNEER,
RS S S MR, BINER
/tmpo NHEHSHATE
HomeMountPoint B

CheckUserHomeMountPoint

A e, GREERIRESSEM.
BRHNIGREBREN
/tmp/CTXSmf_user_-id,

CheckMountPointRetryTimegBRELERTRINAIRE, X

RemoveHomeOnLogoff

?‘jg*’/b_;’ﬂo %ﬁi}\{ﬁﬂg 50

EHIRBERFEENRRIEEER

FRo 1 RTR. 0 FTEo

ctxreg create -k "
HKLM\System\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
CheckUserHomeMountPoint
"-d "Ox00000001"--
force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_Sz"-v "

TempHomeDirectoryPath
"-d "</tmp by default
>"--force

ctxreg create -k "
HKLM\System\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "

CheckMountPointRetryTime

"-d "Ox000000010"-—-
force

create -k "HKLM\
System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
RemoveHomeOnLogoff"-d
"OXx00000000"--force
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RGN RAER

August 20, 2024

&8 Linux VDA 7.13 i, Citrix MR Linux EEHRRNT TENARRFIE, FRENTEMFERED
TERN A fE A b ThRE.

e

£ Linux VDA 1.4 /1, Citrix 187 M ERFRHIELLEN BEFMIEHZ RN X,

{E/ Citrix Studio A& BIERF

EE LUE SR (A SIE N AR RN M AR (GAN &% Linux VDA EREMNNBEF. Zidi25%% Windows
VDA FREMNNBREFEM. BXFMELR, 51 Citrix Virtual Apps and Desktops xt4  (1R#EEEBH Citrix
Virtual Apps and Desktops his) .

AR
o EERTARN, BHERNEEIGENSENNAEFRINBER.
o BANBNENNBEFMEmEZTOIERMA VDA FzRT4H,

o BEERTENAER, B707E StoreFront EEATEER, TEEXRIALTEARS. IREEBTIR
B “TWIMode=0ff" 2miz&=, EMFRILIZE, MIFEEEZS “TWIMode=0On", BNRTRET AR
HERHRRE,

PRI

Linux VDA R #5821 AF BohE—R AR SN FHREG.
ENAEFSER, RERETNRRFRES N IRTEIETT.

BEA0a)

ERWNBREFRERI T A TEAMR-:

s FEFEKATED, BONLATTERERIRSSHHE R

s ALIFMNEBRGHNAREFMEEONANS,

+ 1&17% LibreOffice AR, REE—NBENNARERF 2R Citrix Studio b, FAXENAEFHE
=g,

+ “Dolphin” ZXMWEF QIS WERGNAREF AR ERER. ERIER, HSHEMILLA https:
//wiki.archlinux.org/title/Qt #932%,
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o Linux ZAEFBEEE— “XF &0, HHEE2EXEEFEANEAREFNER, MRNEZEEH Web
HEFEEMTXEROR, £E T EOFRH Web $£Z7] UM calc. gedit. B LibreOffice E4%
BAGHNAEFTEL Web X588, TEDBE Web MINSRSEINARFRE, HETESBRREM,
EfF AL, BRI U T ERELRIA Web 35528:

1. EEEXMUEHREIZE none.sh X, Fiw:
sudo mkdir /home/none
sudo touch /home/none/none.sh
sudo chmod +x /home/none/none.sh

2. BLUFTARME none.sh S
#!/bin/bash
echo '"NONE"

3. fEM sudo 8z /etc/xdg/mimeapps.list X, ABFUTITHME mimeapps.list 32
[Default Applications]
text/html=none.desktop
x—-scheme-handler/http=none.desktop
x-scheme-handler/https=none.desktop
x-scheme-handler/about=none.desktop
x-scheme-handler/unknown=none.desktop

4. {E/ sudo 8l /usr/share/applications/none.desktop ¢, A/ LU 477 10ZI none.desktop
X

[Desktop Entry]
Encoding=UTF-8
Version=1.0
Type=Application
Terminal=false
Exec=/home/none/none.sh
Name=None

Icon=/home/none/none.sh

BAFEAILUE none.sh XHBFEEXMUE, FHLLiEHR none.desktop ATLUERSIA none.sh 3
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Rendezvous V1

August 20, 2024

£/ Citrix Gateway AR 5583, Rendezvous thi iR E4e:d Citrix Cloud Connector, UEEZR£MERET)
Citrix Cloud #=#I¥®E.

ERMEENREREER: 1) &6 VDA FHMAKIERENTE; 2) HDX 2iFRE,

Rendezvous V1 #3F HDX &iEig&sed Cloud Connector, BE{EK Cloud Connector RIEFFEIEHEIRE L
#17 VDA AMFISiERIE,

£

« {E/ Citrix Workspace #0 Citrix Gateway RS A 1R1F 15,
o #HE@E: Citrix DaaS (BLgi#rA Citrix Virtual Apps and Desktops Bg3) .

o Linux VDA h#s 2112 S E=hRas,

- hR# 2112 236ER HTTP RIEFREHNRIRRES.
- hR7 2204 ZFEEARIEM SOCKS5 RIEFEN IR,

o 7£ Citrix Z588 B Rendezvous hille BXFMESR, F2E Rendezvous MY EEIEE,

o VDA https://*.nssvc.net AFIHEANIR, SEFMEFEH. MRTEHBELZERNEMEFAR
MBAKFFIRS, BZAER https://+.c.nssvc.netMhttps://*x.g.nssvc.net, H*
EFAEE, B2 Citrix Cloud >3t (7 Virtual Apps and Desktops BRST7) B Internet iEZER S
FENIRAFLCE CTX270584,

o ERESLIER, Cloud Connector %73kEX VDA #9 FQDN, @MU TR ARZ—ERtbEsS:

- R =2 DNS i, SMITREE>REHITHASHE DNS B8, HE, £/

Citrix Virtual Apps and Desktops iz #2 PowerShell SDK # iz 178 ¢ Set-BrokerSite

-DnsResolutionEnabled $true, #& % Citrix Virtual Apps and Desktops iz #2
PowerShell SDK Bi##ifs 5., S5 SDK 1 AP,

- BB VDA PTRIZRA DNS RMEHR XN, MBEXFUIAT, HITEINEE VDA BENBEZHE
it PTRIZR. Alt, BEAARKAEERNARENSR, SMIITENEE > BERIR > M2 >DNS &
P, AEREM PTRICRIGEENERBBH M. WNREEN DNS EE 51 DNS FEFRLE, FiE
HHECE Connection-specific DNS suffix (EiZi$E/ DNS BR) 8B, UEITENEEBRINE
it PTR iR

=

=

ynR#EA DNS f#mizm, M Cloud Connector &4 7aEMSAET VDA i+ EHMZLREREZ (FQDN), 7£
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ME AP EERED VDA HBENIIERT, BFRIRRETLIMEESEENT VDA I+EHR FQDN,

WNREM DNS RAEHKXIE, U PTRIERFH FQDN %475 VDA i+E#H FQDN #8LE, g0 PTR 2
FEESTREA FQDN, NECRIEZFEEK. Fla0, mRitENMN FQDN 2 vda®l.domain.net, M
PTRIZZ#MEE vda@l.domain. net, EAHEM FQDN (i vdadl.sub.domain.net
) BREER.

RIBECE

VDA #ni@id HTTP #1 SOCKSS5 {38%17 Rendezvous &,

RIPEEEM

7£ Rendezvous HERRERN, HEEUTER:

o ZHFIRZERR HTTP RIEA SOCKS5 i,

o FLIFRIEERENNE., BERE, WE VDA 5 Gateway RS ZEH ICA REFSWES. BEIRE, &
W, EEEPE,

o HTTP RIBEIFEAINEM Kerberos BHIIEMMEIFETIHENN S ML, EEINRERSSH, hEs
HIIE A RS E %R Kerberos i, Kerberos 2 Linux VDA Zipmg—A%,

AR

Z{E A Kerberos, % AMANRERSSBOIERS TEZR (SPN), HISHS5KIER Active Directory
kP X Bt VDA EBIISER KRN HTTP/<proxyURL> # SPN, EF{E URL 2 X
Rendezvous IEFHRIKIGETRERN, WNRACIE SPN, BHIIEREEK.

o YHATRSZHER SOCKSS REB#ITHNIIE. NRMEMA SOCKSS K12, “MEEERFIS, LUERE Gateway AR
SHUtRYRE (EEXRPIEE) ATUSE S HIIE.

« RE SOCKS5 RiExz#rilmid EDT #17#dEER. xtF HTTP K38, &R TCP £ ICA BRI,

B

Rendezvous % #5%&EA HTTP 12, MNREMLEHEABEANRE, WARFERE VDA L#iTHMEE,

IFZAHER

EMEPERIEEARIERN, S Rendezvous NEREEIGE. BRAZIZERE, 5 VDA$EE HTTP 3t SOCKSS5 1t
i, LT RREERAMAE, fli:

o REMhYE: http://<URL or IP>:<port>=socks5://<URL or IP>:<port>
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Rendezvous I&3iF

INREHBAMEER, BRBTHSERIERTEEEM Rendezvous:

1. 7 VDA kA=,
2. 1517 Jopt/Citrix/VDA/bin/ctxquery -f 1P,
3. it ERRIEE R

« TCP Rendezvous: TCP-TLS-CGP - ICA
« EDT Rendezvous: UDP-DTLS-CGP -ICA
« @32 Cloud Connector {{3#: TCP - PROXY - SSL - CGP - ICA 5 UDP - PROXY - DTLS - CGP - ICA

e

MEREAT Rendezvous Bt VDA EiiE#iAiA Citrix Gateway RS, VDA ¥ [EiERi@d Cloud Connector
32 HDX &1,

Rendezvous B TERIE

TE#HR T Rendezvous iEEHiE.

BRESRT BRI,

1. 413 Citrix Workspace,

2. 1z Citrix Workspace F#NER,

3. WMERERAAM Active Directory, Citrix DaaS #EF Cloud Connector i@i&i&id Active Directory 34&
EFHITIIE.

Citrix Workspace 27 Citrix DaaS &R,

M Citrix Workspace #i%## %R, Citrix DaaS @ VDA REX—5HE, UBASEASBMTFES.

Citrix Workspace ¥ ICA xxt+ &%= % Citrix Cloud %£m# STA ZiFiH S,

i sEE S Citrix Gateway RSS, RHEZEERI VDA KWEIE, Citrix Cloud $W%IE%EiE,

N o ok
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8. Citrix Gateway g 55 ¥ E %15 2 £i% 2l Cloud Connector, Cloud Connector #EiEZESE N Ren-
dezvous %%, HigEE %% VDA,
9. VDA 115 Citrix Gateway lREMEZEE.
10. WRXA7E VDA 5 Citrix Gateway RSz a2 B, VDA i@ Cloud Connector REEHER,
11. Citrix Gateway kS Eit=5 VDA Z[aEiL%E#E,
12. VDA i&d Cloud Connector f&8h Citrix DaaS ¥iFEiFa]i,
13. Citrix DaaS &z Cloud Connector & VDA kZEXIEHRIE, XEBEHRENA,

Rendezvous V2

August 20, 2024

f# /4 Citrix Gateway AR5 B¢, Rendezvous il s iFmELed Citrix Cloud Connector, UEER£MEEE
Citrix Cloud #=HIFm®E.

ERMARNREREESE: 1) 124 VDA EMASIERENRE; 2) HDX 2iERE.

Rendezvous V1 43 HDX £iEmg2453 Cloud Connector, BE{BEK Cloud Connector RIBFFHEISHIRE L
#17 VDA FMFSIERIE,

SHEMA T ARE AD B ENMR NN EVIE Rendezvous V2 58 £iFME4IE Linux VDA BB &1ER, Xt
FERMAEFEMITEN,, Rendezvous V2 #iF HDX SigflizsliiEssd Cloud Connector,

K

5 Rendezvous V2 WERZ:
« fE/ Citrix Workspace # Citrix Gateway RS i5 1R 1E,
o #H)F@E: Citrix DaaS (LLEI#RA Citrix Virtual Apps and Desktops BR%3) .
» VDA hR7 2201 s E Sk,
- hi7s 2204 2 HTTP #1 SOCKS5 RIZFTEHRIKARZS.
« 7£ Citrix #BgHH /S FH Rendezvous ihille BX¥MES, 1E5iH Rendezvous MiVEKIEE,
« VDA %ZERGRIE

- TCP 443 EMhttps: o MRETZELIZARNAVFEIE FiF, WETL
R https: , Hrh <customer_ID> ¥ Citrix
Cloud Z/~ ID, t0 Citrix Cloud B2 R A FFT.
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- https://*.nssvc.net, BEFEMEFEH. MRELEEIZANEREFHINAEE, EHH
FA https://*.c.nssvc.netfMhttps://*.g.nssvc.net. BXFMER, ESHA
Citrix Cloud xx#4 (£ Virtual Apps and Desktops BR$5F75) B9 Internet iEZEREFHFIFIRFC
XE CTX270584,

VDA pRHemSEIR R EXIR B Ayt :

- £ TCP 443 £, AF TCP Rendezvous,
- £ UDP 443 £, BT EDT Rendezvous,

RIEEE

£/ Rendezvous BY, VDA @3 RIBERIZEAEN HDX £iERE, ML RENERIIEEN AR,
EIEFHAEE.

EHIREREIEREM

o N&HFHTTP R,

o ALFHUEEMENINSE, BEEGIS, UE VDA M Citrix Cloud iZHIFEZ BIMEGIRERIWI=EH. BER
BE, BN, EE/HRW.

o AEEHRIEZ NIV,
s ZARXKIRERENE, BRIOTAHARFEIME:
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http
://<URL or IP>:<port>" --force

HDX REMEEEEM

o X¥ HTTP #1 SOCKS5 i,
« EDT R&E5 SOCKS5 RE—EEA.
- ZRHDX mEBRENRE, A Rendezvous RIEAERIKILE,

o ALIFIRCMRENNE, BB, LUE VDA M Citrix Cloud =4 FEZEH HDX SREXASEEE. BE
HIE, BN, EER/HRW.

o HTTP RIZB&EIERNEH Kerberos SHIIEMYEHETHENN SR, EERIERSRN, “DE”
BPIIEAESBER Kerberos #hi¥. Kerberos 2 Linux VDA 25— A2,
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} =

=W

ZfE A Kerberos, % AANNRERSSBZVIERS EEZTR (SPN), HIEHE S5/ IER Active Directory
kP xB. VDA BRI SERERER A HTTP/<proxyURL> # SPN, EF{E URL 2 M
Rendezvous {IEHEKITEFRERN, MRAFCIE SPN, BHEIEEERL,

o HAIRZHER SOCKSS REBE#ITE I, NRFEMA SOCKSS K18, HAERERFIS, LUERTE Gateway AR

SHULEYRE (EERPIEE) AISHE B HI0IIE.

« 2B SOCKS5 REz#h@d EDT #178EEH, xtF HTTP I8, A TCP /EX ICA BERIHL

BEAAIE

Rendezvous %#5%EEA HTTP I, MREMLEHEAEANE, WAFEE VDA L#iTHMEE.

in{IEzE Rendezvous V2

TEHEELEWIFEDREE Rendezvous HIH 1R
1. BEHERFBRFFEER,
2. REVDA R, BITUTHSTLUREFSIEMRIN:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

Xx00000001" --force

3. E#RzN VDA itE .
4. B Citrix SRERHEREINE LK.

+ J% Rendezvous hiX¥i& Bi& N 2. ZRINE R T, Rendezvous hiX b FEABARS. BA (RiF)

Rendezvous #i¥f&, Rendezvous V2 i3k V1 £,
o BEEHIEMIEE Citrix HIRTIES. ZHRBERTEESA Rendezvous A&,
o iBHR Citrix RIEEGEHMNMRELR, URBSHMEK,

Rendezvous I&3F

ERERIFEZD[IEEMEA Rendezvous i, EELmPIE!T /opt/Citrix/VDA/bin/ctxquery —-f
iP &%,
BRI IIISRAE R
o TCP Rendezvous: TCP-TLS-CGP -ICA
+ EDT Rendezvous: UDP - DTLS - CGP - ICA
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+ i@ Cloud Connector f{32: TCP - PROXY - SSL - CGP - ICA 5% UDP - PROXY - DTLS - CGP - ICA

WRIEEER Rendezvous V2, thilhrasiE2x 2.0,

'

MEEAT Rendezvous Bt VDA TiiE#EiAiA Citrix Gateway RS, VDA ¥[EiERi&@d Cloud Connector

2 HDX &i%,

Rendezvous &=

TEHBAT &% Rendezvous &= RS BIRF,

User Devices

Q«@

DMZ
o - @ e s
1dP _‘__> - Firewall Firewall
+ Workspace
OM ) ) —ﬂ—b Control Channel m_
D =

2 9|
Citrix DaaS /ﬁual Delivery Agent

Gateway Service

VDA 5 Citrix Cloud #3z WebSocket ZEiZH i+,

VDA 7£ Citrix Gateway RS EMHRS T A

VDA 5 Gateway IR BILKAIRHIERE,

AP EME Citrix Workspace.

Workspace &S BITEEFH SR EEAZIMEMNA AP #1THHRKIE,
APBANECHIER,

ISR P SRS, BRSEEERE Workspace,

Workspace AR ITER RN EH B RXLEER,

© e N LW

REIEMIFES,
10. VDA £/ Rendezvous e R EARIR#EH T,
11. Citrix DaaS £mEshEiEFHEiT Workspace BEELZXZAFIEE.
12. AFPMIRSREREES Gateway RS HRHE B NEIBLUAIT B A IRIEAIRF EEEFINE IR,
13. Gateway BR&#EZERE%1XE VDA,
14. VDA A5 Gateway BRSHISIER T EEERE.

AP M Workspace &R SE SN 2T, Workspace @ Citrix DaaS £3i#iEK, BERIEEZHET VDA
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15. Gateway BRS57eiin=5 VDA ZBlliE#,
16. VDA IiF=iERIFE],
17. Citrix DaaS @ VDA % ixiERH%RES,

Secure HDX (& ARFShR)

August 20, 2024
AU EIH AN Citrix Workspace K2R (BFH) 5 VDA (RiFEH) ZiaH ICA &%,

iHEIHINE (E2EE) ThEER i &4E Citrix Gateway ERMEAPEMLTERRES ICA RE. EAIMURAKRENRS
Wi, #EZFEREMNEE,

+ Linux VDA &{fEhR7s 2311

« Delivery Controller &1k 2308

« StoreFront &1fhk4s 2308

« EMAT Windows # Citrix Workspace M Bi2F&{fhkZs 2308

[T

B

B 2

RINERT, iH25MN%E (E2EE) hEeb FREARS. BBHBA, 157 Citrix Studio #%§ Secure HDX Bz B
HNERBA.

ZHRERET

%3N (E2EE) ThAEEE M Linux VDA LI ctxcertmgr IRES#1TEEN B S RITPREMH,

ctxcertmgr [REBIREF BN K AIEMNBEEZIEE. RIAMERT, ctxcertmgr iREE 7 X1EER= 2:00
—RIER (BFEAR) . B UERIMUT U TRBIEMRIGERTHHEREIT:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\SecureHDX" -
t "REG_SZ" -v "CaRotationStartDate" -d "2023-10-19" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\SecureHDX" -
t "REG_SZ" -v "CaRotationTime" -d "00:45:30" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\SecureHDX" -
t "REG_DWORD" -v "CaRotationPeriod" -d "0Ox00000005" --force
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ZELEERTREF, E—RERELITEREEE S 2023-10-19 #9 00:45:30, 2f5, ctxcermgr fRs5% 5 X7E 00:45:30
£3T—EH, THRIMYEERFIEYEI24E Linux VDA L&Y B #BFIBY 8],

A DTLS RIFAPSERE

August 20, 2024

M T7.18 fr7fe, DTLS MER—MeRXFFHIEE, RIABRT, LINEEE VDA LAFEARS. BEXFHAER,
BERGRELZ 2.

BF DTLS 1%
WirRENERESERA

7z Citrix Studio /1, I0if HDX BiEM(EFHEKIEERNEETERIZIE.

7z Linux VDA L=/ SSL &

7£ Linux VDA L, &£/ [opt/Citrix/VDA/sbin L7 enable_vdassl.sh TEER (52H) SSLNH, XTI A
RETARETINGER, 1Eia1T /opt/Citrix/VDA/sbin/enable_vdassl.sh -h®&%,
=W
Linux VDA z#5 DTLS 1.0. DTLS 1.2 #1 DTLS 1.3, ZAERTER DTLS 1.2, 1z &Es) Citrix Workspace
N B2 AR IEAEE MMk a8 DTLS, 15534 7F Linux VDA #11&#4 Citrix Workspace [z B2 & B BRIx
489 DTLS, #RER Citrix Workspace B2z #F DTLS 1.0 (140, Citrix Receiver for Windows
4.11), i51EF enable_vdassl.sh T 8% SSLMinVersion i&& % TLS_1.0, J5 SSLCipherSuite i&&
73 COM g ALL,

£ TLS RIFAFRIER SR

August 20, 2024
BiRZAS 7.16 2, Linux VDA ZIFHFRIFAFRIELSH TLS %, RINERT, TLS MELFEZARS,
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BR TLS m#&

EEARTHRIPAFRIELSM TLS 10%, &7 Linux VDA 71 Delivery Controller (Controller) EREEHHE
F TLS %,

7 Linux VDA t&3&3E+H

FREX PEM #SARVARSS 2EHH CRT IUAMRIESR. RS[IEFEELUATED !
o B
o RINZEZHFLA
o FRENEH (FIik)

RS BRIEFH G

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 423



Linux Virtual Delivery Agent 2311

MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

7£ Linux VDA EEE TLS i1 £ Linux VDA £, £/ Jopt/Citrix/VDA/sbin B4 enable_vdassl
ShHEER 2R TLS T, BXMAPaBArERNER, 5817 /opt/Citrix/VDA/sbin/
enable_vdassl.sh -help &%,

root@1xul8e4: ~# Jopt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable SSL on Linux VDAs==

To enable SSL, a certificate file must be specified, otherwise the local certificate file under
/etc/xdl/.sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL.

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only cne format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an SSL port number. Unless otherwise specified, the default port 443 used.

-SSIMinVersion <TLS_1.@1TLS_1.11TLS_1.21TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult volue TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an 55L Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@d1.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificate "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate root(R.cer with local certificateunder /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®@l.pem” -S5LPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®dl.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B BAESES Linux VDA IRER L RERS[IER, URBAEES Linux VDA [RE[MNEF N - RERIE
Fs
7z Controller t=/E TLS %

EE:

REEEANRZMNARA TLS E. FeABENBREFBA TLS mE,

7£ Controller £#9 PowerShell &0, RIAFIETUTHS U BRI (GARBA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

AR

ER ICA2EXHFRES VDAFQDN, X7 iz T Set-BrokerSite -DnsResolutionEnabled
Strue &<, %S EA DNS i, MRZAT DNS 7, ICASEXHSET VDA IP i, #HXh5
TLS #BxpmE (a0 SSLProxyHost #1 UDPDTLSPort) 2 FQDN,
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E7f Controller £2/ TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

BPEHEER

SR BRI EAHNEESIEN, BRATF Windows 8 Citrix Workspace R BEFHAIRESH I FEMN “TEOEIER
BIHIAE” $EIR:

Desktop Viewer o

requested address).

@ The connection to 'u failed with status (Can't assign

oK
7% | hosts SXUERM—N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M £, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

=IEA Sl

August 20, 2024
Citrix B RIETFMETIRES I NFIEZF Linux F&, RIEFFTEMERINER TLTFERRS.

RNEA MR EML BT TEEINERE ICA 21F, AXSEAEMFAEER, FEAEF B EMMEENZIER]
S

AR RINEAT, BERETREERCRANSIERAXAHIE. HFR2EE, BRNEWEEH TLS mME. FX
TLS m=EIFAER, BESRERA TLS ®RIFBFSEZ S,
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&

Citrix Studio FHEIRISE

BJLA7E Citrix Studio RARIERI ML E LT HREE:

o DIEAISEMER
o RIEAISEMEN
« REAEMROS
o EimiEE Ul BBRELRS!
BEXFAGER, BERSEARERBRENE P i B o EmEERKRILE,

AR RESIENREEERNZIETRERO SKREG, SRILINFERHREE0 VDA IRSH HDX RSS, UEIREEM.

Linux VDA L8988

- BRIZASIETSES TCP (il

FINBERT, EiwO 2598 EEAMMIA=IEA M TCP fifss. BRAZMAEE, BETUTHES.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

AR BENBR HDX RS UEREEN. BA TCP S FaEASETES. Mu@IEMmirss (f/50 SSL)
RERIEUVEM, fREEIRIENREERRIRERAT %8k

ERILEAUTaHLRESETEERAS (KOS 2599 A6,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"

FE: EEHMB HDX RS UEIRBEEK. NRE Citrix Studio FiBIHERIEBIRE TIROS, WFREE Linux
VDA ERVIRE. R VDA LRI AEERENFRILETIREROGRMNERE,

« IRSBBEIFF IRREDERRSH E)EFR

RIFERRBERESD (B0, RBERIFBHHFREN) B, B Linux VDA 5EFIRZBIREREESIRSHER.
REESRSHBATRNEFARESMHAME. MREFWIEMAE, WEERE, BIFFREMER. RER
EMRBREEDRSHE ZEIERNTN . MABRTREELIRE, EXNEH#ITERE, HETUTHL (L1077
5o
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o BPIGEIRS FEFPENRSET EERR
LG BIEEM ICA B IHAZES Linux VDA WAESMRFEEIIRS B B ZBEfRMT . RINERTREELIEE, E
SWEHITEE, BETUTHS (UL 10 #7560,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force

BEHEER

BERKREBASETELE, TERHRIE.

ERRRILRNE, EHRITUATRIE:
1. 7z Citrix Studio B RIS B BARIERIRMEE, BESHRILITFEFHREE) VDA BRSH HDX RS,
2. £ VDA £, BITUTa<URIESER SN TCP iARERETIET (MU0 2598 Hf).

netstat -an | grep 2598

MR EMRO LEE TCP mifes, BETUTH<SBRAZMNIAE.
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

=IERS (FLEhR)

August 20, 2024
ATARFIFIEFE Linux VDA EHREMRIE,
==

LEIhRETEFR S AR PR, FUMEThRERTRER e A ML, BIVFEIREFIFIRPER, Citrix BRAZFEIIARET L
hRZORER & FLBYIR LR (H 3245
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ERIFERRIERS

ERAEEA Linux VDA WLIERS], 52515 SmAudAllowed i§E5 15 0, AILUEAUTHS:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000000" --force

F=3

AR

7£ Linux VDA tBA=ERSE, ARERESENSKEIXFEERFIHESIERE,

TERE R BRI A

REGFARNEKR, THREIXEHFAFNHEEK, ERRIEREREIBRETSME XN EREME, EEH
XHERRD, BEAXGEERERS. SREADILRGY, BXALFIXE, FHEIBE— ISR,
IR IR BN,

BERUTHLAUNRSEEREIE:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverFileSizeInMB" -d "Ox00000032" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverTimeInHours" -d "Ox0000000c" --force

+ RolloverFileSizeInMB, AZIMEM AN, HAIXHEFXAFHITA N RIMERT, i@l
50 MB Rr&& % R5N, 2#FAIE: 10-300,

+ RolloverTimelnHours, X 2#F48Y1E)/E, HRIXHHEXAHITHA NG, RIMERT, KIERHT 12
NSRS RRENE R, ZEFIE: 1-24,

HELERE O FHPHE-—NFERZRBER. F0, EREXHA/NI 17 MB, EERLEEN 6 /)b, HEHIR
HIX 472 3 /\BYAE) 17 MB BY, Session Recording & Xl SXHITH— Mo

ABERIEREF SN M, REBZEED—NZEA#T, MAZEAXGERIMEERNE. XHEA/NET 300 MB Elt
MMBIBISME T

EERBIXHNEFHELE

BIAMERT, REIXHEME /var/xdl/session_recordings F. BREFRNER, HEBTUTH

A .
< .
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_SZ" -v "Path"
-d "<your custom storage path>" --force

A LS R B FAEE IR TH IS S IE M MR R RN ES S £, AEMNRIRENEERFENERIANNRE, HBFTHEF
ctxsrvr SPZEEHNE AR,

BEERH

EEERFINMG, BREUTESEURLE Session Recording Player 5% Session Recording Web Player:

1. FEREH Citrix P Z#EA1E Citrix Virtual Apps and Desktops FEHTEH FHA~RX . BESXH.
2. Xk SessionRecordingPlayer.msi #1 SessionRecordingWebPlayer.msi ##&iR i BATER R,

e

ZfEM Session Recording Web Player, &0 H =47 Session Recording Server £, HERRHISH
7£ Session Recording Server LRI, BXi¥4{ES, &5 Citrix Session Recording 2%,

PRI

s XTFEMBRFSIE, REENTERER.

REINEE SDK (Fii¥ihi)

August 20, 2024

fEBNEMTF Linux VDA MESBEREH A TEE (SDK), B RS ERE VDA LiE1THRS BIBNAREF. BXiF
MEE, E2F Citrix Virtual Channel SDK for the Linux VDA G&RF Linux VDA B Citrix EE#N@#E SDK) X
=

BT Linux VDA 19 Citrix EE#\&@i& SDK AT M Citrix Virtual Apps and Desktops FH I E#1T F&i. BFHEN
HrZs#9 VDA Citrix Virtual Apps and Desktops # & H 4B LUEEFE THiR Linux VDA,

AR

HETHREE TR IR TR (it FURThRERT RERTe Ak, BINFEIREFIFIRHAEA, Citrix RAZRF R EF L IIEE
Fh R IAYR) AR (S 5o
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Wayland (Fi%hR)

August 20, 2024

Linux VDA 7£ RHEL 9.2/9.0. Rocky Linux 9.2/9.0 #1 Ubuntu 22.04 3% GNOME &y Wayland. L TIhgE
B7 Wayland &g 2milis:

. B4
. BRR

. ERIREHIEIST (CDM)
. HTED

. USBig&EREM

AR

o ICINRETETRNGRR PR, FUUEThRERIRERTE2AMN, BINEIFREFIFRPRER, Citrix RAZRIIFX
TEF R hRIhRE R &K IBY R R (S Ko

« A3 HDX 3D Pro,

o AZHF Linux BN ARRFRIE,

B Wayland

ZF/A Wayland, BETUTaH <R EMERI EnableWayland i§E 7 1:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\

Control\Citrix\Wayland" -t "REG_DWORD" -v "EnableWayland" -d "0
X00000001" --force

ZINERT, FMEB EnableWayland i8E 4 0, XEEER X11.

7 Wayland 2S5 EERS

1. 7Z Linux F$THFARIRE O,
2. 1517 echo $XDG_SESSION_TYPE #<,

NREEA Wayland, MigHHsHR ‘wayland’,

PR

/A Wayland B & &3 LIRS

s BRIRSENEERES VDA NEEHBR/HFRRES,
+ £ RHEL 9.1/9.0 5 Rocky Linux 9.1/9.0 EFHKIFRAEE 20 #%h,
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B EMUE

August 20, 2024
IEER R ST TR LA I A2

« {#/ Machine Creation Services (MCS) #£ Google =i%F& (GCP) &I Linux VDA

M Machine Creation Services (MCS) 7= Google =i#F¥& (GCP) Ltz
Linux VDA

August 20, 2024

ZEH MCS 7£ GCP L8IZ Linux VDA, BRI T E:
S8 1. 72 GCP L8 Linux E#41 (VM)

HI2: eliZ GCP RS

S8 3: 7z Citrix Studio #eli25 GCP MM EE

HIE 4. ## Linux VDA Em{&

S5 QIETENER

PR 6. BIER(IA

$E 1. 7 GCP LAIZ Linux VM

S 1a: 7£ Google Cloud =#l&+, £41% Compute Engine >VM instances (VM 341,

$E 1b: £ “VMinstances” (VM 3%fl) TiE L, $i& CREATE INSTANCE (8IELf)) LUIIE VM X6,

EE:E Compute Engine VM instances B CREATE INSTANCE i IMPORT VM C REFRESH
INSTANCES OBSERVABILITY INSTANCE SCHEDULES
Virtual machines ~
B VMinstances 5 instances could be resized to save you up to an estimated $162 per month and increase performance. Learn more [2
[E  Instance templates

(i ] Your project’s VMs use global DNS names by default. To reduce the risk of cross-regional outages, we recommend you use zonal DNS instead. Le|
B  Soletenant nodes

Machine )
B Machineimages VM instances

R TPUs

SR 1c #TUTEEHBEMEERENIALE:!

o BN VM LHIBE R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 432
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o EFE—MXEMTRIRITEER VM,

o (Ai) MEN VM i GPU. BXFAER, FEREAXTHTE 4C

+ 72 Boot disk (5IRHiR) o, EFEH VM BURIERFMBR A/, Flan:

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find
what you're looking for? Explore hundreds of VM solutions in Marketplace

Boot disk type *
Balanced persistent disk -

COMPARE DISK TYPES

Size (6B) *
40

v SHOW ADVANCED CONFIGURATION

PUBLIC IMAGES CUSTOM IMAGES SNAPSHOTS ARCHIVE SNAPSHOTS EXISTING DISKS
Operating system
Rocky Linux -
Version *
Rocky Linux 8 -

o IMEIBHIET > MLEE, ARRKENBFRIREN FQDN,

= Google Cloud & linuxvda w | Search (/) for resources, docs, products, and more

& Create an instance

) Monitor your system throug
o create a VM instance, select one of the options: !

New VM instance

on of logs and key metrics

[] Install Ops Agent for Monitoring and Logging

Create a single VM instance from Advanced options ~
scratch %
Networking ~
a New VM instance from template Hostname and network interfaces
Create a single VM instance from an
existing template Network tags [}
E New VM instance from machine Hostname
image [ instance-1.us-ce | e [
Create a single VM instance from an Set a custom hostname for this instance or leave it default. Choice is permanent
existing machine image
IP forwarding @
W Marketplace
-~ (] Enable
ady-to-go solution onto a
ce
Network performance configuration
Network interface card
- v

Network bandwidth @

VM to Public IP: 2Gbps

[C] Enable per VM Tier_1 networking performance

Maximum outbound network bandwidth: 2Gbps

[ EQUIVALENT CODE

$E1d: BHEEEIE VM 5461,

$ le: ¢IZ VM5, REZ Compute Engine =41k, 7E5IRPIHFEH VM £, AGEE “SSH” RiHER

TR VM,
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J00gie LIOUG ¢ linuxvda v X Dearcn  PIodUGts, esources, docs (/)

VM instances B CREATE INSTANCE & IMPORT VM C REFRESH P START / RESUME M STO! 11 SUSPEN © RESET W DELETE CREATE SCHEDULE

INSTANCES INSTANCE SCHEDULES
5 instances could be resized to save you up to an estimated $43 per month and increase performance. Learn more

VM instances are highly configurable virtual machines for running workloads on Google

infrastructure. Learn more
= Filter  Enter prope
O Ssttus 4 Name Zone Recommendations In use by Interal IP External IP Connect
O e Save $31 /mo RDP ~ 3
0O e RDP ~ H
0O @ Save $24/mo ® Save$12/mo SSH ~ H
[ Save $24/mo SSH - H
O o SSH - :
0O e SSH -
0O e SsH ~
0 o SSH ~
0O e Increase perf. RDP ~
O e Increase perf ROP ~
o
0O e SSH -
O e Increase perf ROP -
0O e Save $24/mo SSH -
0O o SH :
0o o i~ H
o o sHov g
0 o Pe ot
o o ‘-

S8 1f. BEBIETF Web #9 SSH EF 5% Linux VDA B8 EHEIEH VM,

& ssh.cloud.google.com/v2/ssh/projects/linuxvda/zones/asia-southeast1-bfinstances/ranc-rod

ﬁ}SSH—in—browser + 2 @B G

puauthuser=08thl=en_US&projectNumber=235673448445&useAdminProxy =true&troubleshoot4005Enabled=true8itroubleshoot255Enabl shTroubleshootingTool

« v P > ThisPC > Downloads > 2209 Rocky8 Package
Organize > New folder
A O nam

XenDesktopVDA-22.09.0.23-1.e18 xxB6_64.pm

# Quick access
B Desktop
¥ Downloads
9 Documents
& Pictures
<FFile )
Legency test cas

Upload

registrated

templat
Upload files from your cq emplete
@ OneDrive
Choose Files Nof
= This pC
¥ 30 Objects
) B Desiop
Cancel
% Documents

¥ Downloads

& Music

& pictures

& videos

55 OSDISK ()

«F Work (D)
e €)

e rancs Misinofs01 ¥

File name: | XenDeskiopVDA-2209.0.23-1.¢18 xxB6_64rpm

S 1g: BiIEFSAEA SSH 58 VM,

EfEHEEETERR VM, BRERILEE, BEERER VM BHLE root HFPER, HIHRIGEEB L root BF &
BERVM, ARG, EEFHBHH VMG, EEHIEFETUTHS:

nmcli dev connect eth®
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systemctl restart NetworkManager

Virtual machines

B VMinstances

Instance templates

&
B Sole-tenant nodes
]

Machine images

= TPUs

%o Committed use discounts

DETAILS

OBSERVABILITY

OS INFO

SSH ~

CONNECT TO SERIAL CONSOLE

SCREENSHOT

v RED HAT KNOWLEDGEBASE [2

Connecting to serial ports is enabled in project-wide metadata @

Logs

Logging
Serial port 1 (console)

v SHOW MORE

S 2. 82 GCP ARSSIKF

FBIABRES

AR

ZoEE GCP RSBk, IBHRERERETTIRSKFPAEER (roles/iam.serviceAccountAdmin) IAM &,

Tremt)iZ GCP IRSIKFEIEE, BECIRIRS KA ZRMERSIKF R TR AE.

$1% 2a: 1 Google Cloud #&Hlad, Szl 1AM & admin (IAM F1EI2E5R) > Service Accounts (BREHKF),

SRigE & Create Service Account (BIERRSIKF,) ETTR,

Q

@

€

g s &

Google Cloud

|AM & Admin

1AM

Identity & Organization
Policy Troubleshooter
Policy Analyzer
Organization Policies
Service Accounts
Workload Identity Federat.
Workforce Identity Federa..
Labels

Tags

Settings

Privacy & Security

Manage Resources

Release Notes

20 linuxvda

‘ Search (/) for resources, docs, products, and more

| Q, Search ‘

Service accounts + CREATE SERVICEACCOUNT | DELETE  +& MANAGEACCESS (3 REFRESH
Service accounts for project "linuxvda"
A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more about servil
Organization policies can be used to secure service accounts and block risky service account features, such as automatic IAM Grants, key creation/upload, or the creation of service accou|
ac t organization poll
= Filter Enter property name or value
O Email Status Name 4+ Description Key ID
O e tgserviceaccount.com @Enabled App No keys
Engine
default
service
account
o3 |.gserviceaccount.com @cnabled binz-pvs No keys
o3 @tnabled  binzhou-
gserviceaccount.com mes
o3 @Enabled  Compute No keys
gserviceaccount.com Ef]ql\‘?
default
service
account
O (=] gserviceaccount.com @cnabled gepidp This account is

used for
Google IDP
integration

#1% 2b: 7% Service account details (RSKAIFMER) T BH, EFRFHNE, A% T Create and
continue (BIEFHLL),
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= Go gle Cloud % linuxvda « Search (/) for resources, docs, products, and more
e IAM & Admin & Create service account
+2 1AM

@ Service account details
©  Identity & Organization

Service account name

Policy Troubleshooter .
Display name for this service account

& Policy Analyzer
‘ Service account ID * X C

B  Organization Policies
Email address: <id>@linuxvda.iam.gserviceaccount.com g

°8  Service Accounts

‘ Service account description

E  Workload Identity Federat...

Describe what this service account will do

Workforce Identity Federa..
CREATE AND CONTINUE

> Labels
» Tags Grant this service account access to project
£ Settings (optional)
[« ] Privacy & Securitv . . .
© Grant users access to this service account (optional)
E3 Manage Resources
w CANCEL
E Release Notes

Q_ Search

SR 2c: BIrES R, ARRERIPTTM.

G |IAM & Admin & Create service account
SNy

@& Service account details

(2] Identity & Organization |

% Policy Troubleshooter Grant this service account access to project
(optional)

B Policy Analyzer

Grant this service account access to linuxvda so that it has permission to

- complete specific actions on the resources in your project. Learn more [2
B  Organization Policies E—

1AM condition (optional) @

e Service Accounts ‘ Select a role - + ADD IAM CONDITION

= Workload Identity Federat...
4+ ADD ANOTHER ROLE

Workforce Identity Federa...

@ Labels CONTINUE

» Tags

& Settings © Grant users access to this service account (optional)
[+, ] Privacv & Securitv m CANCEL

3 Manage Resources

E]  Release Notes

<l

$ 8 2d: BEXxEME IAM & admin (IAM F1EIE5) > Service Accounts (FREHKF) , SAE# T Service
accounts (BRSEMKF) EWF, HLEFHOEMNIRSK,, SMEl Keys (i) ®WF£, AG%ET Add key (GFinz
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) > Create new key (8IZ# %) > JSON > Create (81),

[
B 1AM &Admin & jxGCP
DETAILS PERMISSIONS KEYS METRICS LOGS
2 IAM _—
©  Identity & Organization Keys
9, Policy Troubleshooter Service account keys could pose a security risk if compromised. We recommend you avoid downlc
about the best way to authenticate service accounts on Google Cloud here [2.
E  Policy Analyzer
. Add a new key pair or upload a public key certificate from an existing key pair.
B Organization Policies
_ Block service account key creation using organization policies [4.
23 Service Accounts Learn more about setting organization policies for service accounts [2
= Workload Identity Federat.. ADD KEY ~

Workforce Identity Federa...

Type Status Key Key creation date Key expiration date

® Labels No rows to display
» Tags

& Settings

@  Privacy & Security

F1 Manage Resources

E  Release Notes

Create private key for

"jx-GCP"

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
@® JsoN
Recommended

Q P12

For backward compatibility with code using the P12 format

CANCEL

AR

THERAXME, TEBRTH.

$1% 2e: 7 Google Cloud ##l&a, Szl IAM & Admin (IAM f1EER) > 1AM, AEEE Add (RN, &
New members (FimfR) FEPERFEZMOIRNIRSHK,, RAEAZRSHKFIEZE— I NABLUZTHIFREN
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TRHRR, @I# & Add another role (FINEMAE) KERFRE, URHRBUTHEAGKTMEIENRS
KA

s HEEER

. FEEER

+ Cloud Build fi8#&

« BRSSP AR

o nHUEEFERR

« HELHIEER (Beta)
- FAEE

a0

O = — Bulld £d A Scecn e > 7

S 3: 7£ Citrix Studio H18/25 GCP W%

R Google =i F A EIMLIMZIRBEN GCP X1k, ABTRUTHRULIES GCP WENERE,

1. 3¢Fah Delivery Controller, i&7E4s#t Citrix Studio FERERRE > 18 > RINEENRBREUCIEENZE
#. T = Delivery Controller, &7 Citrix Cloud ERIETF Web #9 Studio EHIaPERERE > & >
IRIEREF 2R L OIE EVERE,

2. ERIMEZEMARAST, %EF Google minFAIENEERE,
530, 7£ Citrix Cloud EMETF Web #9 Studio i=4I&a:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 438


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/install-configure/resource-location/google.html
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Add Connection and Resources

@ Connection Connection

@ Region Use an existing connection

@ Network

@ Scopes @ Create a new connection
Zone name:

@ Summary

Connection type:

Google Cleud Platform

Service account key:
Import key...

Service account ID:

Connection name:

Create virtual machines using:

Other tools

(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

=)

3. § A GCP 1k B9RSS 1K S BAHBNIER B o

4. ASKSISETHE T NEH FERNARBTIRTFMEEZLE, TRE—NZE, BEET -, BRERAE

BTN, BXEFEMER, BFSHEER MCS SIERIMAEKE Linux VDA —XXHRBZ 5 2. SR EHERE,

S8 4: & Linux VDA 4

$® 4a: (GEATF RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x) EZ& LIAMIER.

7£ GCP L&/ RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £ %% Linux VDA [, UXMEREAGEXMTF, VM S5
BEIERTRET A58 Linux VDA, B2 RIIEE, BEEXESR VM [HIEE root BFRZHE, HHBEEEEEL root A

FEHRER VM, AR, ZEHBH VM E, EERIEaRETUTHS:

nmcli dev connect eth0
systemctl restart NetworkManager
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B VMinstances

[E  Instance templates
B  Sole-tenant nodes
= Machine images

TPUs

2]

% Committed use discounts

Virtual machines ~

DETAILS OBSERVABILITY OS INFO SCREENSHOT
SSH ~ CONNECT TO SERIAL CONSOLE = ~ RED HAT KNOWLEDGEBASE (2
Connecting to serial ports is enabled in project-wide metadata 6
Logs
Logging

Serial port 1 (console)

v SHOW MORE

$ 4b: &R VM £%% Linux VDA B8,

TEREMR VM L, BT TRMERRE Linux VDA BR{FE.:

1. £% NET Runtime 6.0:

sudo yum 1install dotnet-sdk-6.0

2. ¥ Linux VDA #h46:

sudo yum

3. [BF EPEL ZfiffE:

sudo rpm -ivh
latest-8.noarch.rpm

-y localinstall <PATH>/<Linux VDA RPM>

https://dl.fedoraproject.org/pub/epel/epel-release-

$I8 4c: 7 GCP LAYEMR VM HiRinERz 3228 (GPU) (RIi%).

1. 7£ Google Cloud =Hl&m, mER VM RFM—18Z 4D GPU, BX7E GCP LiRmAMiks GPU W8, &
£ https://cloud.google.com/compute/docs/gpus/add-remove-gpus.
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e

Create an instance

To create a VM instance, select one of the options:

New VM instance
Create a single VM instance from I
scratch

New VM instance from template
Create a single VM instance from an
existing template

New VM instance from machine
image

Create a single VM instance from an
existing machine image

Marketplace
Deploy a ready-to-go solution onto a
VM instance

- Name *

instance-1 (2] ‘
v MANAGE TAGS AND LABELS
- Region * Zone *
| us-centrall (lowa) - @ us-centrall-a v @ ‘

Region is permanent Zone is permanent
Machine configuration

General purpose Compute optimized Memory optimized + GPUs
Graphics processing units (GPUs) accelerate specific workloads on your instances such as
machine learning and data processing. Learn More [4
~ GPU type Number of GPUs
| NVIDIA T4 v 1 v
[C] Enable Virtual Workstation (NVIDIA GRID)

Series @ Description vCPUs @ Memory @ Platform
® N1 Balanced price & performance 1-96 1.8-624 GB Intel Skylake

Machine type

Choose a machine type with preset amounts of vCPUs and memory that suit most workloads.

2. ERIR VM EREENMN GPU RahiEF. BX¥4ER, iE81 https://cloud.google.com/compute/d
ocs/gpus/install-drivers-gpu,

FrEe# NVIDIA IEshi2 R hias .

£ Compute Engine £3&17#9 NVIDIA GPU £ LT NVIDIA IRENFERFRRAS :

* X¥F L4 GPU:
- Linux: 525.60.13 S{E Sk
« X3F A100 GPU:
- Linux: 450.80.02 {FE=hRAs

o ¥F T4, P4, P100 #1V100 GPU:

- Linux: 410.79 iEShrA

« 3F K80 GPU (£ AAELR) :

- Linux: 410.79 - &% R4T0 kA

xfF K80 GPU, NVIDIA §% R470 oz F R 2 2R G ARZRNREREFE. EEFLEHR, 55
i# NVIDIA Software Support Matrix (NVIDIA #%3551%) o

LRI

A LMER AT HIASk BT E

UK N

https://raw.githubusercontent.com/GoogleCloudPlatform/compute-gpu-
installation/main/linux/install_gpu_driver.py —--output
install_gpu_driver.py

SRR S
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REMABELUT Linux &1ThR E3#47 7M1

« Cent0S7/8

Debian 10/11

Red Hat Enterprise Linux (RHEL) 7/8
« Rocky Linux 8

Ubuntu 18/20/22

NREFEEM Linux ZIThR EERLLEIZA, RREBEW. FF Linux VM, LRIz ZE NVIDIA IREpigR.
a) THREMZ,
curl https://raw.githubusercontent.com/GoogleCloudPlatform/

compute-gpu-installation/main/linux/install_gpu_driver.py
--output install_gpu_driver.py

b) BFIIHAHTTL I AR,

chmod 777 1dinstall_gpu_driver.py
C) BITRERMZ,

python3 install_gpu_driver.py
d) 7 gdm3 #% A Wayland,

o ELUTFEZ —HIENEITHREY Wayland BREcf:
- Jetc/gdm3/custom.conf (Ubuntu)
- Jetc/gdm/custom.conf (CentOS. RHEL. Rocky Linux)
o {&F sudo/root R RFTFF
o BEEIERIZITI LAY # BUHERE WaylandEnable=false,
s EFBEE VM,

e) MREZRET NVIDIA 510 SiESMAHIREER, ERA GSP Eff,

MEFZAT GSP B, Ei@iddE NVIDIA #R2%k NVreg_EnableGpuFirmware i85 0 IGH

2.
E@EE7E /etc/modprobe.d/nvidia.conf XtEhFMU TR BRIGE LB
+ options nvidia NVreg_EnableGpuFirmware=0
« Y08 /etc/modprobe.d/nvidia.conf X#EFEE, MELIE,
SRS REY, FREU TR
o £/ sudo iBfTar <RI BMEMAE X -
o BEHREE VM, EHLTE Linux LixH A sudo reboot, e LiEIEH BT VM,
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SR A4d: BB MCSTE,

iBid 448 Jetc/xdl/mcs/mces.conf XH#ERERE MCS T8, FTESETURARMAEMEMAESHNHSREN MCS
N

HHIHI

o ERTFRIMNEBZR
ALUERRANEEENERETEAEXEE () :

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE:Y| N

ADD_FIREWALL_RULES:Y| N

VDI_MODE=Y|N

START_SERVICE=Y|N

-I.If I IME_PATH=/usr/bin
NT=gnome

« ERTEMNAENZR

- Use_AD_Configuration_Files_Of_Current_VDA: HEREFERA YU ELEEITH
VDA BYIE AD MaxXEE >t (/etc/krb5.conf. /etc/sssd.conf # /etc/samba/smb.conf), N
®EAY, MCS BR8N LA E XA %5 Hai EEIE TH VDA LSRR, B2, ENAY%
MEEE dns M1 AD_INTEGRATION £, RIMEA N, XEKEFME ENREERAETHAE MCS
BRI EN EMEE X . BERYIEEERITH VDA fERER VM, EEZEREN Y. BN, &§
HigBA N,

- dns: &ESE1 DNS RS589 IP ik, ERZATLUSE A DNS ARS8,
- NTP_SERVER: igE NTP 532389 IP sthdik, BRIFSZITULER, B[NZMALZIEA0ISEHIZREY IP it

- WORKGROUP: B ITRHRIMEENEE AD FEERN NetBIOS ZFF (KO KNE), B, MCS K fEME
B ERITENENE ZENBIMERTIEERM, Fim, WRITENKF 5 userl.lvda.citrix.com,
MCS %=/ lvda fEATEEARHR, M citrix 2EMRIER. BB ERILE TIEAZTR.

- AD_INTEGRATION: i&& Winbind. SSSD. PBIS g Centrify, Hx MSC Z#F# Linux %1ThR
AN ENFIR, BESRLZ AT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 443


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2311/installation-overview/create-linux-vdas-using-mcs#supported-distributions

Linux Virtual Delivery Agent 2311

CENTRIFY_DOWNLOAD_PATH: i&& T Server Suite Free (LLgi#rA Centrify Express)
HEnER, RE% AD_INTEGRATION £&i&EH Centrify B, ZEASEK,

CENTRIFY_SAMBA_DOWNLOAD_PATH: i&&TF# Centrify Samba R KR RER
AD_INTEGRATION Z&ig&X Centrify B, ZEAR4EM,

PBIS_DOWNLOAD_PATH: igET# PBIS R+ EMERIZ. RERH AD_INTEGRATION ZEiRE
71 PBIS B}, ZEASEK.

UPDATE_MACHINE_PW: ERXZAEMEMRITENKFZE. BXFARER, BEREHERIT
BHKF 2D,

Linux VDAERCE T E:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE:Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE:Y| N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

SR 4e: SIEIMMBE

1. ({XERTF SSSD + RHEL 8.x/9.x 5% Rocky Linux 8.x/9.x) &7 update-crypto-policies --
set DEFAULT:AD-SUPPORT #%%, ARZEHEER VM,

2. 1517 fopt/Citrix/VDA/sbin/deploymcs.sh,

XNFRMAENGR, UTFHRREEDN, FREIEEHRERE,
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it manually.

3. 7R VM ERENBREFHXHAER VM, Sl H a8 ERERTIRR,

TES5: QIEHENER

1. BR% Citrix Cloud, EA£LAMREEHR, HEKMRS > Daas,
2. TEE > mRBEEF, EFAERPIHENBER.
3. ABRTEEEERERETENER.

4. EHBENEETE L, ERSRERERANRIERERR, RAEEET P,

Machine Catalog Setup X
o Introduction Machine Type
@ Machine Type Select a machine type for this catalog.

Multi-session 0S
@ Machine Management The multi-session OS machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windews multi-session OS or Linux 0S8 machines.

@ Desktop Experience @ Single-session 0S

The single-session OS machine catalog provides VDI desktops ideal for a variety of different users.
@ Image Remote PC Access

The Remote PC Access machine catalog provides users with remote access to their physical office
@ Storage and License Types desktops, allowing them to work at any time.

are currently no power management connections suitable for use with Remote PC

@ Virtual Machines
NICs

5. BIHENEETE L, EFHITHEREESENITENH Citrix Machine Creation Services %171, SAGIER
T—5%, IRESMER, BMNERERER—HFER,
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Machine Catalog Setup X

Introduction Machine Management

Machine Type This machine catalog will use:

@ Machines that are power managed (for example, virtual machines or blade PCs)
Machine Management -
) Machines that are not power managed (for example, physical machines)

Desktop Experience Deploy machines using:

@ Citrix Machine Creation Services (MCS)
Master Image

Resources:

st
orage gcp(Zone:GCP-lvda) 7

Virtual Machines ~ .
_) Other service or technology

Disk Settings l'am not using Citrix technology to provision my machines. | have machines already prepared.
Machine Identities
Domain Credentials

Scopes

WEM
Optional

VDA Upsrade
Optional

Note: For Linux OS machines, consult the administrator documentation for guidance.

BEGNCNONONONONONONONONON N

=

Summary

6. EEMETIE L, EEZ RN ERE,

Machine Catalog Setup X

Introduction Master Image

Machine Type The selected master image will be the template for all virtual machines in this catalog. (A master image is
also known as a clone, golden image, or base image.)

Machine Management
Master image

Desktop Experience
—+ Select an image

Master Image
Note:
Storage

Virtual Machines

Disk Settings 0/500

Machine Identities Use a machine profile

Domain Credentials Select the minimum functional level for this catalog:

SNCONONONONONONONONON N N N

1811 (or later) v
Scopes
To register with delivery groups that reference this catalog, machines require the selected version of the
WEM VDA or later. Learn more
Optional
VDA Upgrade
Optional
14) Summary
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Q Introduction Image

o Machine Type Select the type of image for the machine catalog:

@ Master image

° Machine Management
Prepared image

° Desktop Experience

@ Image also known as a clone, golden image, or base image.)
@ Storage Master image

o |:.| XDHyp:\HostingUnits\gcp\ranc-rocky88-3d.vm
@ Virtual Machines

Disk Settings Note:

The selected master image will be the template for all virtual machines in this catalog. (A master image is

7. EUHENWHRNE L, WRERGRIMNERASE, HEFRMNE; MREKFEREMATE MK, EERE Active

Directory tkF.
SFFRIMNFIFHER

Machine Identities

Configure identities for machines in this catalog. The machines are joined to the selected identity after they are
provisioned. You cannot change the identity type after you create the catalog

Identity type

Non-domain-joined

| On-premises Active Directory

me.
i Hybrid Azure Active Directory joined
Non-domain-joined
Ry aa T (#) type
jx-r83xacndj&# @ 0-9 A-Z

jx-r83xacndj01 1 character left

~] Specify numbers the account names start with (optional)

NFEMAENTR:
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° Introduction
o Machine Type

9 Machine Management

° Desktop Experience

° Master Image
° Sterage

o Virtual Machines
e Disk Settings

. Machine Identities
. Domain Credentials
® Scopes
WEM
® Optional
@ VDA Upgrade
Optiona
@ Summary

Back

accounts or use existing accounts.
Select an Active Directory account option:
(@ Create new Active Directory accounts

Use existing Active Directory accounts

Use an existing identity pool to create new accounts

Location (domain) for those accounts:
gep.local Q

Default OU
) Computers
? Domain Controllers
) ForeignSecurityPrincipals
> Managed Service Accounts
> PBIS
) Program Data
> System

) Users

Selected location:

Machine account naming scheme

Specify account naming scheme: Wildcard (#) type
Example: MachineName### (@' 0-9 AZ
Specify numbers the account names start with (optional)

Cancel

 WRIEFOIEHM Active Directory kP, iEEFE—MH, AFHRANFRTIE Active Directory #railz

BEMER VM i BYKFA e R ARNFHEFI. KABEARAUES 1-64 M7, TR

HREER &IE ASCH =R HEFHF .
o MNREFEAMAN Active Directory i/ , LR U SAMEBIFMEIT EHBIEE Active Directory

HENK .

Ao
=2,

o EEFEEIE L, EFRAEE, BABFRENEEL, &FRE, AREET %, BANEELAES
4T Active Directory kP /ERIN AR,

8. HHMIE LABAMIEE, AXFMER, BFSHLE Google ZIHTFEER,

9. EHENAEL, HIMER, EEBRNEN, AEEETH.
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Machine Catalog Setup

° Introduction
° Machine Type

Q Machine Management

e Desktop Experience

° Master Image
° Storage
° Virtual Machines
o Disk Settings
o Machine Identities
° Domain Credentials
o Scopes
° WEM
Optional
o VDA Upgrade
Optional

@ Summary

Summary

Machine type:
Machine management:
Provisioning method:

Desktop experience

Resources:

Master image:

Storage

VDA version:

Number of VMs to create:
Virtual CPUs:

Memory (MB):

Hard disk (GB):

Available zones:

Identity type:
Computer accounts:

New accounts location:
Machine catalog name:

Example: Windows 7 SP1 Sales-2GB

Single-session 0S
Virtual
Machine creation services (MCS)

Users connect to the same desktop each
time they log on

Save changes on the local disk
gcp
-rocky88-3d
Standard persistent disk
1811 (or later)
1
2
7680
40

asia-southeastl-a, asia-southeastl-b, asia-

southeastl-c
On-premises AD
Create new accounts
gcp.local (Domain)

Machine catalog description for administrators (optional)

Example: Windows 7 SP1 desktops for the London Sales office

chine catalog to a delivery group by selecting delivery

STRITEN B RBFIRERFERKME. THAE, RABTIHER. SIURIETENZEE Google Cloud =& 7H
Bir TR R,

SR 6: BIIER(IA
RAAEBM—IRE M BN E RPERNHBENNES, CTHREWLAFAIUERAXLETEN, UREHXLERFE
MR ARRFHRHE,
BXFAER, 2R Citrix DaaS X4l “RFARIE",

1. &3 Citrix Cloud, fEA LAMFEEH, EFHHRS > Daas.,

2. HEE > TEREED, BREERPIRAE,

3. ERMEEREZFSIRRMNH, RYHLIBRRSHITH.

BEINRASNEATESEMER, BEIURTEMMBNIER,
4. FHENREL, ZFE—MTENERHEFENZBRPERNITEN.
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Create Delivery Group X
° Introduction Machines
@ Machines Select a machine catalog.
@ Users Catalog ¢ | Type | Machines
ROCKE-MCS-3D VDI MCS | Random | Discard 1
@) sorictens :
@ »
(5) b Protection @ rocky88-spu VDI MCS | Random | Discard 1

@ Scopes

@ License Assignment

Summary

Choose the number of machines for this delivery group:

1

5. FHMIE LREHMLE. BXEAER, BEHCIEZTL,

6. EWMENAE L, WARSANEM. SHa (EF%) WA, ZiRAETRE Citrix Workspace AR
MREREEEREHR. FwW:

PN L SE=E v

Create Delivery Group X
@ irtroduction Summary
° Machines
Machine catalos: rocky88-gpu
e Users Machine type: Single-session 0S
Allocation type: Random
° Applications
Machines added: GCP\ -rock88-3d1
Tunassigned
o Desktops
Users: Allow authenticated users
Q App Protection Desktops: Rocky8-gpu-mes
Launch in user's home zone: No
° Scopes
Manage Autoscale Disabled
Q License Assignment License: DaaS Premium - Per User/Device
App Protection:
@ Summary
Folder:
Delivery group name:
rocky88-gpu-mes|
Delivery group description, used as label in Citrix Workspace app (optional):

TREEEEREPHIRTATIR:
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CilTIX | DaaS Premium

Manage v Monitor

@ Home Qs @ Filters
Q_ Search Create Delivery Group
%G Machine Catalogs @ vewel Delivery Group 4.

GCP-
&3 Delivery Groups Delivery group folders .

[ [ Delivery Groups

Policies
4 Logeing

Ry Administrators

& Hosting

=

StoreFront

3 AopPackeges Select a delivery group within a folder to view the details.

€ Zones

(3 Backup+Restore

& Settings

Delivering

Desktops

Applications and Desktops

Desktops

Desktops

| Machine Count

Total: 1
Unregistered:

Total: 1
Unregistered: 0
Total:1

Unregistered

Total 1
Unregistered: 1
Total 1
Unregistered: 1
Total 1
Unregistered

All tenants

| Sessionin Use
Total:0
Disconnected: 0
Total:0
Disconnected: 0
Total:0
Disconnected: 0
Total:0
Disconnected: O
Total:0
Disconnected: 0
Total:0
Disconnected: 0

Citrix Workspace B2 ERFHIHEMN

(© Citrix Workspace

@) Home

Apps
3 Apps Recents  Favorites
() Desktops

Desktops

Recents Favorites

; Rocky8-gpu

cifrix

Q_ Search)\

-

Favorite apps will display her
View all applications

View all applications

View all desktops
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