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HE:
S EEAREMRNE T Uik (CR) FKEIARSS ARZA (LTSR) M7= R4 e B HA SRR,

Linux Virtual Delivery Agent (VDA) 51 E M=% T Citrix Workspace R RZFEHEIEEAIE Linux
IR A2 A1 R H.

TR URIES 1569 Linux 21T EIMN BR2FM K. £&K Linux E#W (VM) L% VDA i, BE
Delivery Controller, #A/EfER Citrix Studio AAFIREXLEN AEFMNEE.

HTIEThAE

August 20, 2024

2407 FHEYFHTIEINAE
5# RHEL 9.4/8.10. Rocky Linux 9.4/8.10 #1 Debian 12.5/11.9

Linux VDA EZHF LT Linux &1ThR:

« RHEL9.4

+ Rocky Linux 9.4
+ RHEL8.10

» Rocky Linux 8.10
« Debian 12.5

« Debian11.9

BRI Linux RITIRIFAER, BEHARSKENR,

ZE=HM.NET 5178
B%.NET Runtime Z4b, EREZF 4 Linux VDA Z &1, EARREREZ TN Linux £1THRFPZEEE.ASP.NET Core
Runtime, Amazon Linux 2 EEhg7A& 6, EMLITIREERRZS 8

MREH Linux XTHREEFIER.NET ki, EMRERPHITRE, ZN, EM Microsoft St @ EFRE.NET. B
KiIFMER, 1§21 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers,
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ETHIVIMEYT REIAMIFE (KAL)

LEhR AR BT LHREVEMINGEY BE T AR, ERARMKEOIZRIMAER VDAY, EHEAILL:

« ERBA=MAH Delivery Controller B9+ EH B REMAMNIER VDA,
+ &R Citrix Web Studio gIB— =Mt BN B RHER MR,

BXFAER, BFEAEABMRESIZERMNER Linux VDA FREHR) o

SSSD #WIEE ARIAIIMNT &

SSSD M RMNEERIATTE, BT Winbind, HEXASEMEEREEN TIET ctxsetup.sh EMREMZ
(ctxinstall.sh) BYWEREITH, BXEREE, BESHAGEAENRZECIZEIMNEN VDA,

HEFAREARERE EIRE RV IBRE X H

HEhRATEFHRERIR R B2 S rpm =X dpkg SRAMBECE S, tboh, MEARZASARART B rpmLint fRigmy—LEm)RR,
E¥WET RPM SLIEF#IRTS RPMLInt WER, BXFEMES, BEBMAFE 13: F4% Linux VDA (F13%) .

SFFERERBIRIRE

WAE, FEILLESSRLE Linux VDA ERUTFEMERT, AEESIEHEREERAFPNERREMNEERIZREPBR
BRERERA: BEXEAER, BEAEEFRERLE,

REESFRIESERZE A IRITENMIEE @ E HDX =13

W7E, EeLiBEERE Citrix SRR BITENHIREHIZ F IR M R A MR B L ENE P IHHTENNEEAE HDX &2iF,
BXFAER, BESRITENIREIEF RS RS fo

BB HRIEL (BRATLERR)

e, L#F@E Enlightened Data Transport (EDT) BRiCREHSM. AP BIERMBIEGELARYRS
BIRILE I TIESERY, LEINAEBUHE T RETRB AR A P 438, BALLIhEERS, Citrix Virtual Apps and Desktops
R “BERER BER “EDT B MHiCRSEIE H BN SR, Eﬁlkra/R‘F, LI FREBRE. BXIEH
58, BEH SMYE— XN EMHN A HRIEN,
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S T TS SRR M BRI (BRTR)
B9 2407 BRASi2, HIEMEHYAIEEIT 30, 0 BB EsUBRRETRI T RIBOEKIER (PLC) Tk, PLCAHT

EEERNBIEE. ERNEEHTHMESSRNEANAR, EMRS T SMNAHRERX (EDT &) N3
SR,

ZRALLINEE, TRESAEMNAIRIENINME. AXFMES, B2 SME—XRAE T ES M HES
BRI (BRAMKER) o

7 Debian 12.5. RHEL 9.x #1 Rocky Linux 9.x 37+ PipeWire

7£ Debian 12.5. RHEL 9.x #1 Rocky Linux 9.x #, Linux VDA {Exx#F PipeWire, 7EXLEhiard, BRRIAN
BRS. BXFAER, BESHSINIEE.

1858 T ERZ I AE

LR ZS3@;37E Linux VDA ¥ JPEG Turbo #4&ZIRR4s 3 (V3) 1438 T B MEAE.

ERFELETERIENFMAEE

WE, REAPEITH Linux VDA 2IENEIUEERAEBLEIIUTERIRRAER

o & Citrix AR E
o IR A IARINR
« BoIREFE OREBENRERIE) IRDLAREFEN NMRBEMEZBREFZIE)

7 KDE #1 XFCE R mF R P FRETRRY

kR A sh SRR R RS ThEEd B2 T XFCE #1 KDE Plasma 5 KEf R, BXFAEE, BESRNSEERERE
Fo

¥ evdev i HEIA X 52224 B (XKB) #L

AT BT BRI R AT N R AT ARSI BN AF AL, Linux VDA I7E% evdev IEE AR RECEHIA
XKB Fml,

BXEMER, BB X BEYTE (XKB) itE,.
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LDAP Eifitaefiib

EHRAF, BERT S LDAP RESSBHFALERRE, HERRIITRTARLMNEHEH LDAP ZifttaeH EEMR
7%

2t 7 Cloud Connector 19 VDA Fl4 B

AR Zs Xt VDA B4 B # (T 730, E48 Citrix Cloud Connector (4 4 vCPU, 10 GB A7z) MERIUXZEF
6,000 4 Linux VDA, BxiF4EE, 5217 Cloud Connector FyA/NIY BIEEET,

HDX BiENEHEMERINLTEARS

BXEMER, BB HDX BENEMTS,
FE:
MZARRZASFFE, HITABENEBER Ansible #HTHEEEMNET A IRMUM T —E2ENRENENE, GXFAES,
iH&EEE Ansible BIBEHIZEE,

FHARR AR INRE

BXTE 1912 LTSR ZER#wMARA (BF 2402 LTSR) & &HHILEINEE, BSIRMILIIEEH FIER,

S =L

August 20, 2024

Linux Virtual Delivery Agent 2407 & FHIBEEMIER:

+ Root BRI AERIEHEHIEIER CDM BFHE FiRi&#&E, [CVADHELP-25124]
o WIERE GPF XHHARARIRER, HRIRMITIERIAERIEFE 100% B9 CPU, [CVADHELP-25323]

o YUSIEMITIEER, ctxnsap #IZEIMEH, 3 Citrix Application Delivery Management (ADM) T34
&7~ HDX Insight 8., [CVADHELP-25493]

o EERITEN ERERBRIT ad_join.sh ER—1& A mes_setting_flag M45E, MimAL MCS eIz
It EMMAE. WEERFTE deploymes.sh HIARRSINTIRE, LURBZAREH TN E T8 ERIER,
[CVADHELP-25117]
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B[]

August 20, 2024

FEAhRAPHE T AT

o BREFRSESEFSHNIIEHENMENHERT, SEHMNEEFnARE. HITRENEREEZ, RAER
T, AZH Linux RITHRES N #HENSERITA XA EIREN 1,024 0, SEEEFRSARILREN, EFEL
EBRIUROERE, NMARELT ESRNEERIAE.

LR FMER T iR R VDA, EREE grep PID**,
[var/log/xdl/hdx.log FHIAEN T AEZ IEE:
FIFRIXHAZEIR, H#E [proc/${pid}/fd/ 75T

XU#RE, Ho ${pid} =T ctxscardsd #9532 1D,

ZHE PID, EERA®H<S **systemctl status

ctxscardsd

BEMILRE, ERILUEARERFRSNERITAXHY LR, HBEFRBHERFRS. E2RENBDIZR
S2ZE, EWERAFEEDNRE. AU TeLIER LRAEHMBHZRS:

- EEMBoIEEFRIRS, BHITUTIRE:
systemctl restart ctxscardsd
- ETHYHANZRSNERAITHXGE, ERITUTIRE:
cat /proc/${
PID }
/limits
- EREERTRSNRARITHXXGE, ERITUTIRE:
1. LRIEEKITH ctxscardsd.service XL T YATIEE
vim -R /lib/systemd/system/ctxscardsd.service
2. BUTTHME ctxscardsd.service i Service 2357 LUE A _LIR:

LimitNOFILE=65536

3. EFMNE systemd FHFEFHEFRBE) ctxscardsd izSs:

systemctl daemon-reload
systemctl restart ctxscardsd

4. BIER EMR:
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cat /proc/s${

PID }

/limits
AR

IR RAITF XA LIE K AT X 8RR 2 piVET 8], BRATRMEEEHEE) ctxscardsd .

[LNXVDA-17784]

o MNRFHEE CTX_XDL_DESKTOP _ENVIRONMENT Z &, NWEEFHEEELHIETECHANRE. Eitb, Xk
RESKEMEXNIFETE, HERMXET SN AREF RGN TRTERTERET. [LNXVDA-16212]

+ BF GNOME 7= in &%, 7£ RHEL 8.X. Rocky Linux 8.x. RHEL 9.x #1 Rocky Linux 9.x L3 samba-
winbind A4% 4.18.6 ik4/, Linux VDA T BMERIE!T. AXiFHAEE, BS80 https://issues.red
hat.com/browse/RHEL-17122,

o 72 PostgreSQL FIgEMRAEEHTRE, TEVEHARIEN, RRERFBHNAK. BEFALLRE, HET
&2k postgresql.conf 248y max_connections i%& & i N & AIEE S

+ B8F /var/log/xdl/jproxy.log 5|’k LA LDAP 8%, VDA EMelse%kN:

javax.naming.NamingException: LDAP response read timed out,
timeout used: 10000 ms.

ERBRIERIER, BHITIATRE:

- BEch LDAP iBBi{E, fian, EFERUT <R LDAP BEHEER A 60 #):

ctxreg create -k "HKLM\Software\Citrix\GroupPolicy\Defaults"
-t "REG_DWORD" -v "LDAPTimeout" -d "OxOOOEA60" --force

- BT IREIEREMR LDAP TifEE, aLU#ERA ctxsetup.sh 189 CTX_XDL_SEARCH_BASE T &5}
BFEAUTHSRIGEERE:
ctxreg create -k "HKLM\Software\Citrix\VirtualDesktopAgent" -
t "REG_SZ" -v "LDAPComputerSearchBase" -d "<specify a

search base instead of the root of the domain to +improve
search performance>" --force

[CVADHELP-20895]

+ Microsoft #£ 2022 & 11 B&# Ti&MATF Windows 10 RFREH KB5019966 1 KB5019964, BH S
EANFEM AR, EARRILRE, ESRMIRPOXE CTX474888,

« 7£fEMA Kerberos 52 ¥F# RC4_HMAC_MDS5 mMZXEMERT, Linux VDA BJReEmizhediEm, HHM
UTHEIRER:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled) (551%: 7 GSS-AP| 3Kk IEEHE (MHIHKF: F=iF/FEH HMAC
N A RC4))

EfRIIRT, JETEEM Active Directory i/ (&, B&ERKiHZE OU L) ZH RC4_HMAC_MDS5, =&
FVFTE Linux VDA LERSEMERE, 25, &EA klist -li 0x3e4 purge ©< &b Controller # Citrix
Cloud Connector L4&7F# Kerberos =i, SAFEFESN Linux VDA,

EEZ8 Active Directory 13252 A RC4_HMAC_MDS5, EXMUTHE:

AR EIRIEHI S,

REIBHRE, FAE%EEF Default Domain Policy (BAAERES),

e E Default Domain Policy (BRIMEHNER) #Hi%i Edit (4RiE). ARIEEEHERKITH.
EFRITBEE > 5 > Windows 188 > 288 > A > K8,

WikMLZL2e: BB Kerberos #FpIINZsEE,

EY jH % - DES_CBC_CRC. DES_CBC_MD5 #1 RC4_HMAC_MDS5 £ & &, R g i& #
AES128_HMAC_SHA1l. AES256_HMAC_SHA1L # BRAmn=sEE!,

I e

EAVFE Linux VDA LERBEMEHLEE, BRMUTSE:
AR
BMFELEFEENBERT S Z W E.
1. 7£ Linux VDA L3TF /etc/krb5.conf ¢i5,
2. 7z [libdefaults] o FHRMUTEE:

allow_weak_crypto= TRUE

o Linux VDA &xx##H SecurelCA #1712, 7£ Linux VDA E£EM SecurelCA 28 &IER KK,
« £ GNOME fE=iE+ P, 2iIXFNESEHRETES%K, [CVADHELP-15639]

« Ubuntu E#: £ HDX 3D Pro #, &% Desktop Viewer A/NG, MAREFEBERGESER—2RIE, =
EENERRETRNER,

o AHRIER, FIBERRMIER Linux VDA $TENEE MSIRHIITENN.
« BRAPCEEAEXAMFERKE (DM XHZRK, MRFFHEASXAHER, WA HIILRR,
o ERRRAER, R IFRIEFESER UTF-8 %3,

« i&EMAF Android #9 Citrix Workspace R ATEFH CapsLock RS ESERIT ERPERE, EF5E
FF Android i Citrix Workspace [z B#2FaHl G E#%ES, Caps Lock BIRSAIRERER. RS E: £
¥ ERE L Shift BEAT 5/)N\BZiEik.

o EAERT Mac# Citrix Workspace M AEFEEZE Linux VDA B, & Alt WU RENTEER. BRIAE
AT, JFFAMAMAN Options/Alt #, EATF Mac # Citrix Workspace M BEF#= %1% AltGr, &R
£ Citrix Workspace M A& BEREHRUILITH, BRERARENNARZFTR.
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o Linux VDA EHIDNIEBS EMEM. EFHMNEER—ALFM Kerberos &5, B2, Broker AJaESiRIE
AR —4H Kerberos ZiAEAEFMIM VDA BRSZ4E, VDA £iXi%12%5) Broker i, Broker AJgE L5
VDA BiiREIZE ETX. &WERE VDA FMLM,

VDA RSEEEHAHEITE, HEREASBITHER. B2, ATRSZENEVHEREK, FtaEFERKN
i&lo
fRR7%: 56 Broker WEIRERR, EHEE) Broker 57 Broker LUBER S MMM SIRTEOIBTUT
we

klist -1i 0x3e4 purge
t# < iRk Citrix Broker Service BfTFRERIMEB RS T HIFEN LSA BETNFERSER. tHd

=MpRE M VDA BERS RIE, RMAIgESEmEMmIRS. B2, MRFFERAERN, HAXERSUESR
EIFM KDC EFRIVX LRSS TR,

o RZIFEIENEEIA. ERIEREMHBRIREERIFTRIHITEN, ARFIRE ICA ERPRFISEH. NR7E
BET BMRFINAEFEERBRSE, VAREFAEITMN, RtEAIEEENR. MRERGIHAIE
IRTHHIRIRE, FIRERHINEMBYRR,

+ EATF Windows # Citrix Workspace [ AiZF AIRERTE S SAR HIHAELB T SHIK E A,

BE=7EHA

August 20, 2024
Linux Virtual Delivery Agent 2407 (PDF )
It Linux VDA RRZASFIRE B S RIBIZ XS E X FRIF I AN E = AR 4

A

August 20, 2024

AXFHAERRABMEETZHAANFES. Citrix =RFINEE, UEEEBREFIE LS RE, Citrix BENEF
ERERMRBURE LRI B, EEERAHHEPARIEREEN, FJRASEES N FRAFEETEE.
AR RESAPLFNFMAES, E5R Product Lifecycle Support Policy (P@R4EmBHSZIFERR) —X.

F AR

TRERTEFAIMEIFA. Citrix ~=mMInEe.
EFANBEARSIEMER. Citrix 7EIhRA PSS ZFFXETE , ERERRNYFREFIEERFR. 7 Linux VDA
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7,

BRI B ERBIPRH R BR <.

mE

%% RHEL9.3. RHEL 8.9

Sz #F Rocky Linux 9.3, Rocky

Linux 8.9
%# Ubuntu 20.04

% #5 SUSE 15.5
4% Debian 11.7/11.3
%#% RHEL 9.0. RHEL 8.6

32§ Rocky Linux 9.0. Rocky

Linux 8.6
%#% RHEL 7.9. Cent0S 7.9

¥+ SUSE 15.4

¥ Rocky Linux 9.1. Rocky

Linux 8.7
%#% RHEL 9.1. RHEL 8.7

%#7 RHEL 8.4

#§ Ubuntu 18.04

Sz#§ SUSE 15.3

%#% Debian 10.9

Sz #§ SUSE 15.2

S #5 RHEL 8.2

%#F RHEL 8.1. RHEL 8.3
%# RHEL 7.8, CentOS 7.8
35 CentOS 8.x

F#F SUSE 12.5

*# Ubuntu 16.04

35 RHEL 7.7. CentOS 7.7
#§ SUSE 12.3

%# RHEL 6.10. Cent0S6.10

BEAEPERFHIMRE

2407
2407

2407
2407
2407
2402
2402

2402
2308
2305

2305
2303
2212
2210
2206
2206
2206
2203
2203
2110
2109
2109
2006
2006
2003

EEE P MFRAIARZ

2411
2411

2502
2411
2407
2407
2407

2407
2311
2308

2308
2308
2305
2301
2210
2209
2209
2206
2204
2201
2204
2203
2009
2006
2003
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e

%4 RHEL 6.9, Cent0S 6.9
%4 RHEL 7.5 Cent0S 7.5
%+ RHEL 7.4, CentOS7.4
%+ RHEL 6.8. Cent0S 6.8
¥+ RHEL 7.3, Cent0S 7.3
¥+ RHEL 6.6. Cent0S 6.6
SUSE11.4

August 20, 2024

BAEEPERFHMRE

1909
1903
1811
1811
7.18
7.16
7.16

BEEE P MIFRAIARZ

1909
1903
1811
1811
7.18
7.16
7.16

Linux VDA B9 ¥#aiki45 Citrix Virtual Apps and Desktops #%—. EXRAGERAMALREEMREIAMN Citrix
Virtual Apps and Desktops R Hikias, BIREXVE X Citrix =RESARNER, UKk T M Citrix 2E1EXHF
REMF SRhRAs, B8R Citrix =REdmAER R,

Linux VDA 5 Windows VDA WEL & 3 12B8 5 =5, FiE Delivery Controller 48855 Windows # Linux £&

RERIERS,

PR RAIAMH (5130 Citrix Workspace RFB2F) MASKEREHE BIIALEPHITIRA,

BXREKBIRS A (LTSR) IMEHER AR AS (CR) MUREAE RRMBENELR, BSRAIRFONE,

Z#5E Linux &Z17hR. Xorg MRAsF S mif iz

BRILARZASEY Linux VDA Z#58Y Linux R1ThR. Xorg RAMKEIFIENTIR, BESL TR, EXFAER, BB

XorgModuleABIVersions,

Linux £17hR
Amazon Linux 2

Debian 12.5

Debian 11.9

Xorg s

1.20
1.20

1.20

BZE S

MATE

GNOME. GNOME Classic. KDE.
MATE. Xfce*

GNOME. GNOME Classic. KDE.
MATE
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Linux Z17hR Xorg k7 B2 520 i

RHEL 9.4/9.3/9.2 1.20 GNOME. Xfce

RHEL 8.10/8.9/8.8 1.20 GNOME. GNOME Classic.
MATE. Xfce

Rocky Linux 9.4/9.3/9.2 1.20 GNOME. Xfce*

Rocky Linux 8.10/8.9/8.8 1.20 GNOME. GNOME Classic. KDE.
MATE. Xfce

SUSE 15.5 1.20 GNOME. GNOME Classic. MATE

Ubuntu 22.04 1.21 GNOME. GNOME Classic. KDE.
MATE. Xfce

Ubuntu 20.04 1.20 GNOME. GNOME Classic. KDE.
MATE. Xfce

AE:

LIRMFRAMNBFRMENZ TN, Citrix BRREMNENFIEESZ IR, X FEFAHERIRHT

a8, BEAFR.

o MAMEDRE—NEE, ALUET ctxinstall.sh ¢ ctxsetup.sh BZAIgEE BEXIEFEAR GNOME,
GNOME Classic 5% MATE £@ifiE,

+ 1R#E Red Hat Enterprise Linux 3x#%, GNOME 2 RHEL 9 #—A A EEIf iR, B2, NRERE
T EPEL 7#figFE, tbari7s RHEL 9 #1 Rocky Linux 9 #rfEf Xfce £mifiE,

707 Ubuntu £fEE HWE kernel =t HWE Xorg.

s BRAREEAMAFTE LA TEERN systemd B0, H* systemd AP BB AMI¥ME
B, BBRAAR [AAEME.

.Net Zx

BR.NET Runtime Z4b, EREAL Linux VDA Z81, EHFEFREZ M Linux £1THRH%%.ASP.NET Core
Runtime, Amazon Linux 2 £Ehas 6, Hith&1THREERRZ 8

MREH Linux KITHREEFIER.NET ki, EMRERPHITRE, TN, EM Microsoft i@ EFRE.NET. B
XIFAMER, iE81 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers.

ERENTF S FMEPMEIRE

o BNARSES
« Amazon Web Services (AWS)
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XenServer (LAFi#rA Citrix Hypervisor)
Google mimF & (GCP)

EHF RIZBIERIUN (KVM)

Microsoft Azure

Microsoft Hyper-V
« VMware vSphere Hypervisor
« Nutanix AHV

AR
EFRERAT, SHIFAIELILRIYT X86-64.

B 2203 kA2, & LITE Microsoft Azure. AWS #1 GCP £ Citrix Virtual Apps and Desktops A%
Citrix DaaS (LA#i#ry Citrix Virtual Apps and Desktops BRS3) #£% Linux VDA, BRXENE T ENIE
#EAMEEH Citrix Virtual Apps and Desktops ZE, EFEZ Citrix Universal JB&% = (HMC, Citrix
Universal Hybrid Multi-Cloud) ¥ =3,

Active Directory £m#46

Linux VDA 35 LU F Active Directory R4S A~ 5.

Winbind SSSD Centrify PBIS Quest
Amazon Linux 2 z = = S
2
Debian = b = = =
12.5/11.9
RHEL 2 = = = £ (Questv4.l
9.4/9.3/9.2. KE=hRA)
Rocky Linux
9.4/9.3/9.2/8.10/8.9/8.8
RHEL 2 = =z = £ (Questv4.l
8.10/8.9/8.8 KEERA)
SUSE 15.5 = = = = s
Ubuntu = = = = 2 (Questv4.l
22.04/20.04 KE=hREA)

Cloud Connector HA/N ¥ BEEEM

&/ Citrix Cloud Connector ¥ Linux VDA ZEZ2ixH e, HEEUTER, EEBURT Citrix pEpiis:
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« & Citrix Cloud Connector (4 4~ vCPU, 10 GB |7F) &TLL%z#F 6,000 4 Linux VDA,

o EENZERMAEPHE® Cloud Connector LUISLMETAM, HES NS RUBHRZEE 6,000 4 Linux
VDA,
BB EEEM

o FEATBIEME SQLite BF VDI R, % PostgreSQL B FHEHZERERTIEE,

o WFRMBEM MCS, ErTsE A SQLite 5 PostgreSQL, MA S Fah ek briEE T [etc/xdl/db.conf
SB1TEE, &N Linux VDA BiAER PostgreSQL.

s WFFHRE, EoRFaHRE SQLite, PostgreSQL HEFHE, MRERIIRET SQLite F1 PostgreSQL,
METLER S Linux VDA #i4-8/5i8:5d 418 [etc/xdl/db.conf EisEEREH—1,

HDX 3D Pro

188 Citrix Virtual Apps and Desktops # HDX 3D Pro, a1 ERER L1288 (GPU) TR INEL R
M RER KRB AR,

EIEERREF

HF Linux VDA, HDX 3D Pro 5T EIMNBEREFRS!

+ XenServer (LL#i#FA Citrix Hypervisor)

VMware vSphere Hypervisor
« Nutanix AHV

+ Microsoft Azure

« Amazon Web Services (AWS)
+ Google =iHF & (GCP)

=z

AR

EMNEEEFSEE Linux R1THRFES.
3+ Amazon Linux 2 &8 HDX 3D Pro, AN EZRE NVIDIA IRsHIEF 470,

GPU

+F Linux VDA, HDX 3D Pro 5L T8 GPU:
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NVIDIAVGPU ZT7##ER Linux Z1THRZ#519 NVIDIA GPU &, &35 NVIDIA =@ #55R, REEEEDN
EEEFRRIIRFRG. R GEE. BHEIFNRERERAF,

iR GPU £ RE T &M vGPU Ikah#8F. Bal, Linux VDA &&%#F vGPU 17, BX#HER, ESH NVIDIA
EE#A GPU BR#F374589 GPU,

REMEE GPU 72 Linux VDA 2R, REMEE GPU 215:

« Remote PC Access =2 {EREK GPU
o MEMNEIEIEFIEEH GPU

S #FHERTF Linux 9 NVIDIA Capture SDK # NVIDIA GPU 33 F &2 #5EFA T Linux #9 NVIDIA Capture SDK
B9 NVIDIA GPU, i#i@id7E% % Linux VDA B4% CTX_XDL_HDX_3D_PRO i&E&4 Y 3k/ZM HDX 3D Pro. &%
WITHMEEE. BA HDX 3D Pro f&, BH4IMERAIALTBRARS.

e

3% HDX 3D Pro 5 NVIDIA GPU &R, #7i%%%#5 NVIDIA Capture SDK kg7 8 # NVIDIA £-+£3K
SRRk A, BX¥AEE, 5218 NVIDIA Capture SDK XX#%.

July 15, 2024

B D R e S ETEM L T EE:

H

=g

o H

R
bi

o ERARMETECIZEMAESN VDA
o M MCS BIZRMANEH Linux VDA
o [ERRMTECERMNE Linux VDA (FRsEHR)
« fEA MCS 8 Linux VDA
« 1/ Citrix Provisioning 8% Linux VDA
« 7z Citrix DaaS Standard for Azure #1¢l# Linux VDA
o FrhZ4 Linux VDA
- £ Amazon Linux 2. CentOS. RHEL #1 Rocky Linux EFz&%% Linux VDA

- 7£ SUSE EFzh%% Linux VDA
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https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/create-non-domain-joined-linux-vdas-using-mcs
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https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/create-linux-vdas-using-pvs.html
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https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/manual-installation-overview.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/manual-installation-overview/redhat.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/manual-installation-overview/suse.html

Linux Virtual Delivery Agent 2407

- 72 Ubuntu £F&%% Linux VDA

- 1£ Debian EF&h%% Linux VDA

HEERE

July 16,2024

EXNAT —MRBENEFEREFRENRES EZNTE, HoISERIZEXRERR. HXAL Citrix Virtual

Apps and Desktops # Citrix DaaS BEMER, ERFISRESTEMAN: MYFHEEE,
EFIa%RE VDA 2 a1, EERUTEI

o BERE Linux VDA RS ZERRBIEEHNBTBERRFIEA X

o RERSREH VDA E#FH,

o IRIBEHOTME S EMEIMNRE, M TRAEHSEREE:

Machine
Ceation
Srvices Citrix Provi-
BI\RERA  (MCS) sioning {FTh AE
ENE ERREmEE €A 5/ Citrix Fuiks &R
BIZEMAE  Machine Provision- Linux VDA
#9 VDA Creation ing Iz
Services Linux VDA
(MCS) gz
Linux VDA
ESIIDNE FRRENERE FHAMCSE I T=FF PR DaaS
BIEESRINNEL  ERIMANER
B9 Linux Linux VDA

VDA (F¥EhR)

AR
- Remote PC Access BfilR~3%z#F MCS,
- EBTItEME, @A LBTTER MCS. Citrix Provisioning iS5 =4 Bahtb. SWFE=A B,
SR LOEREM AR IR I REMA (#E) IBERITAFHRESE,
- EEHEANVM HRE#TESIES (POC), HRINBIVEHERRNRE,
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https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/manual-installation-overview/debian.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-prepare#installation-guidance-considerations-and-best-practice
https://docs.citrix.com/zh-cn/citrix-daas/install-configure
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/system-requirements
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https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/manual-installation-overview
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/manual-installation-overview
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/create-a-non-domain-joined-linux-vda-using-easy-install
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/create-a-non-domain-joined-linux-vda-using-easy-install
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/create-a-non-domain-joined-linux-vda-using-easy-install
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- BEAILUEITRMR R EM A (ctxinstall.sh -s) SRIREEFHIFFELE, F90 CTX_XDL_DDC_LIST
# CTX_XDL_LDAP_LIST,

fERBRMZECZEIMANLR VDA

August 20, 2024
BE:
o WF2WRE, BUESRAAXUHITRERE, AXEATNBNEERBEMRERZEMEE Linux

VDA, BMBREEHNNES, SFohREMEL, EXRSTHE. ENEIEMHERELFNREEHBEX
PR & S HFREEBNEILE Linux VDA BiB1TIHF K.

EoIEKIMNER VDA, EaLE#ER Machine Creation Services (MCS) flRARE, HXiFA(E
B, BSIER MCS IR Linux VDAFIERREMRESIERIMNIGEA Linux VDA (FAR) -

o BETHBSATRIMNIZR VDA BIhEE, BEHRFIRIMAED VDA,

S8 1: AZEEEEM Linux i+ &1

WEREM L ERFHNUTERERES

o EHB - BLE Linux VDA Bt EHBIEN .

o IHEARSERAY IP Hitik,

o NTP BRS32880 IP sttt s F /5 BB Ko

« 15F - 1HHY NetBIOS &#F.

o SUREBM - Kerberos UHBE .

. HMELREESZ (FQDN),

« Active Directory (AD) £/ /5% - B, BMRELIF SSSD. Winbind. Centrify. PBIS #1 Quest, +F
RHEL #1 Rocky Linux, B&MREMNZH Quest,

s FAPE - BITENIMNEB AP AT,

o B8 - Bt BN A A P 9 EE D,

o OU - ARepfi, Ak,

BE:

o BRE Linux VDA, EHIARSEE Linux i+ BH EEFHFIN T Fi8E,

. EEMRIE, BERIAESERET X Windows 24 S@ifi,

c HFZ2ER, BNTETSFRFEEMAEZR, SAEXEER TBITRMTEM A (ctxinstall.sh) &,
HARFANIIINTERS, ELRTERT, B [Citrix/VDA/sbin/ctxinstall.conf & &5
NEBHSHERE, RITBUEREEABERKFMANESE, R, ERMNEINRERAPRETE R
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Z4M Active Directory BBF. Ak, BEREIKEHIRSEEIEH S LEZFEHING

TR 2. EEEINEEER

EZFHEMVEERF £ Linux VDA SEEIMNEITE, FEEH—LEN, RIBEEFERANENNERERT
AMHIUTER, MRIEEFRINEMS LETT Linux T8N, WEREHERNER.

&E XenServer (LIEiFA Citrix Hypervisor) _EyRtaE)E:L AR

BT XenServer BjaEIF hEER, & MNHEEMKL Linux VM B, £%i8%) NTP 1 XenServer IR, &
#HIHAEEBERLKN, NEENHSEHMRSBARY, BHES Linux BRTFHNRAANEES NTP BF, X
BERERZATNNERY. THE HVM EX THTERER,

MREEEEITEEBY Linux RiZ, FHEZET XenServer Tools, MALAEZE XenServer Bt a|EH AR ETF
EUREEEM LinuxVM £ 2A:

su -
cat /proc/sys/xen/independent_wallclock
ItE<iRME 0 8 1

. 0-BHEARS TR, BAFRA,
. 1-WEARSHEDRE, EERIEMARIE,

R /proc/sys/xen/independent_wallclock X#4FEE, WRFEEHITUTHE,
MRERHA, HEZEZXHEN 1 REREEDIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
EFHERBAKAER, HEENBHNENATY, 1E4%HE [etc/sysctl.conf XHHRMUTAT:
xen.independent_wallclock = 1
BIIEXEEN, BERBHRSA:

su -

cat /proc/sys/xen/independent_wallclock

e <iREIE Lo

&E Microsoft Hyper-V L#itiaE4 a5

=7 Hyper-V Linux £AREH Linux VM =R Hyper-V B EIR S ThEERER ENIRIEFR LN E. AHERER
SFBTPIAARREIRR S, WO —RBALIEES NTP BRS,
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NEIRRFRSEH:

1. #T7 Hyper-V SE28EH &8,
2. 33F Linux VM B9i& 8, 1513 Integration Services ((£BRS).
3. M1FEi%#E Time synchronization (FfEREY).

=

AR

tt75755 VMware #1 XenServer (LLgi#EA Citrix Hypervisor) RE, XA~ maZ2 ATV ERS IHEE
LUBES 5 NTP R4 4R, Hyper-V BEREF IS NTP BERESHEFEHE .

&8 ESX #1 ESXi LHIET BRI AR

B VMware REIRS IR, & MFEIMEE Linux VM 1, SEHBE NTP FEMN EREFRE, mEEH
HERS RS, NBRNHSEMRSERES, BHRE Linux ERNHPNRENHEHS NTP BF, XME
MERZAENERY .

WMRIFFIETEE T VMware Tools BIFE#ME Linux RiZ:

#TFF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (FEiHEM) sHEES, FTF7F Options (GEM) &M+,

%3 VMware Tools,

£ Advanced (5%) &, BUHi%ES Synchronize guest time with host (5EHEREFE).

ok e

T 3. ZE.NET
BR.NET Runtime Z4b, EREHAL Linux VDA Z &1, EHTEFREZ N Linux £1THRF%Z.ASP.NET Core
Runtime, Amazon Linux 2 EEkk7 6, HMELITIREERRZS 8,

MREH Linux XTHREEFIER.NET ki, EMRERPHITRE, TN, EM Microsoft i@ EFRE.NET. B
XiFMER, 1§21 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers,

R#NET /5, 1&i51T which dotnet <& ERIEITIIEER,

RiEm SR, RENET Runtime Z# &I #HERZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb £
79.NET Z#HIS B2,

12 4: T Linux VDA #{4£6

1. %= Citrix Virtual Apps and Desktops T#i5i&E.

2. BFF&hkat Citrix Virtual Apps and Desktops,
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3. BFFAMIUE Linux VDA, #it0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212
~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. #F Linux VDA $5Z03408 Linux VDA FTHR A,

Downloads Expand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentQS)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TE5SEM Linux ZIThRICEZAI Linux VDA R4,

6. THHEATFRIE Linux VDA RE-E7xE 4R GPG 2%, fla:
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Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -a440f369a0385{23944108315040 tc04

EFRAARARIE Linux VDA REEHTTEY, BRITUTRE:

o X¥F RPM 848, HETUTHLURAATAE RPM #IEEP UM ERF BRI

rpmkeys --import <path to the public key>
rpm —--checksig —--verbose <path to the Linux VDA package>

o 3F DEB B8, BFBITUTHTLUEAASAE DEB #iEEHURKEREERTEMY:
sudo apt-get install dpkg-sig

gpg --import <path to the public key>
dpkg-sig —--verify <path to the Linux VDA package>

HIE 5 223 Linux VDA $4E8

3 Linux VDA IRERIE, BT TS,
s#F Amazon Linux 2. CentOS. RHEL #1 Rocky Linux £17hfk:
AR
« 33F RHEL #1 CentOS, i&%tR%: EPEL 268, ABAREMRIIRE Linux VDA, BXiNa=EE EPEL 9
58, &2 https://docs.fedoraproject.org/en-US/epel/ L1935,

7€ RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2 £%%# Linux VDA Z &1, 5% libsepol #4488 E
B 3.4 HESARZS,

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
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AR

£ GCP L EH RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £%&% Linux VDA &, LUIKMIEZTRESEFF, VM
EMBERRETELE Linux VDA, EfRIE, BEERER VM I E root BFZ, HHRIEES
U root BREMER VM, A, ZEHBH VM &, EERIaRETUTH<:

nmcli dev connect eth0
systemctl restart NetworkManager
3+F Ubuntu/Debian &1Thk:

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get 1install -f

=

« EJ Debian 11 Z1THRLEXBHIKFIN, 5% deb http://deb.debian.org/debian/
bullseye main {740%l /etc/apt/sources.list x4,

o 3¥F GCP £ Ubuntu 20.04, 528 RDNS, Hitt, &7 [etc/krb5.conf 9 [libdefaults] T
rdns = false 17,

3 F SUSE &1ThR:
1. x3F AWS. Azure 1 GCP £#y SUSE 15.5, BHAfR:

o EEAE libstdc++6 ks 12 B S kRA,
+ [etc/sysconfig/windowmanager $# Default_WM 2#3&E% “gnome”,

2. EHBTUTE<ERE Linux VDA:

zypper —-i install <PATH>/<Linux VDA RPM>

%1% 6: %% NVIDIA GRID 01

BF HDX 3D Pro EXREEEMHEIEZRFH VDA 1+EH] %% NVIDIA GRID Ezpi2F.
EERTERIWEERERF L2 RMEE NVIDIA GRID & GPU &8s (ENIRIER), BSRUTER:

« XenServer
« VMware ESX
« Nutanix AHV

ELEMEE NVIDIA GRID RE VM IE=pigr, BHITTENENSE:

1. HREE VM BXiF,
2. FEMNEREFERERT, B VM DE—1 GPU.
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3. BE VM,
4. VM ERERE VM EKihigrr.

SRT. EEBRERNBUIERE

% Linux VDA B85, ERILTE SQLite 5 PostgreSQL Z ek, Ailt, EFMUTHE:

} =

AR

o BRATEIEMVE SQLite AT VDI &=, 3§ PostgreSQL ATHRERZRAEARZFEEL

 IFRMLEM MCS, &8 L5 E A SQLite =t PostgreSQL, MA M Fa L%, kriF@T
[etc/xdl/db.conf F175%E, &N Linux VDA BiAfER PostgreSQL,

« A LUER [etc/xdl/db.conf E2E PostgreSQL MO S,

1. /%18 [etc/xdl/db.conf LisEE[ERMEIERE.,
2. i&17 sudo [opt/Citrix/VDA/sbin/ctxinstall.sh =% Jopt/Citrix/VDA/bin/easyinstall,

SR 8. BITEMTEREEIFREN VDA LISt =%

2% Linux VDA Bi-81f5, A ctxinstall.sh Biassl GUI kBB T1TIFE,
FE

FIREEBITNIRREZH, BREAREEENRERATLRET en_US.UTF-8 XIFigE, MRZXIFILETE
TR ERLDF A A, 15517 sudo locale-gen en_US.UTF-8 65<, XJF Debian, @it EGHEER #
en_US.UTF-8 UTF-8 173k4R4E [etc/locale.gen X, #A/5i51T sudo locale-gen &<,

ctxinstall.sh

ctxinstall.sh ARMTERA, BT HT—LMEBEFISE VDA BTHETE,
« 37 root AP A LUETTILLRIZR,

o BNREMHE /opt/Citrix/VDA/sbin/ctxinstall.conf fEAEREX4HRIRE. RENELERNFAETFEL
BME, BRINBIVEFRDIEER (ctxinstall.conftmpl), AEBEXBIM ctxinstall.conf, ExeIZEE
BXHE, EERUTE—A:

- @ &% Jopt/Citrix/VDA/sbin/ctxinstall.conftmpl ik X 4 H 3§ H S 775 /opt/Citrix/VDA/s-
bin/ctxinstall.conf,

- @iEizfT ctxinstall.sh, ®%i=1T ctxinstall.sh BF, EHEMANESREL /opt/Citrix/VDA/sbin/ctx-
install.conf &,

o BMRENRESIFRIRKIZT. BREEFETNE. RE. @EE. REMWIL.
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« TIL7E /var/log/xdl/ctxinstall.log Ak 2t A AR 14015 B
BXEMER, BEREHS ctxinstall.sh -h,
AR
o BES/IIRRN, HIRI2E root AP 8EiREX [opt/Citrix/VDA/sbin/ctxinstall.conf, E %
R BER IR E I IINER,

« 1% Linux VDA 1% /opt/Citrix/VDA THIS ., BATEINEEEE VDA Z51&1% [opt/Citrix/V-
DA/sbin/ctxinstall.conf.

AIUEREEARERTER TIE1T ctxinstall.sh, EIEITZEAZHT, BFEEUTIRETE:
+ CTX_XDL_NON_DOMAIN_JOINED=" y|n' - 2FFitEMA
Ho BIAMER N MTFEMAENTR, BFEHIREN o

+ CTX_XDL_AD_INTEGRATION=" sssd|winbind|centrify|pbis|quest’ - Linux VDA ZxkfEF Ker-
beros E2&i& &R Delivery Controller #1753k, Kerberos EBERIERZ LEREMEREMN Active
Directory &l TE#E,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ERi2th =5 FE8Y Delivery Controller
sE2fREEE (FQDN) 7R LB T @ Delivery Controller #1T5EM. HHELEE— FQDN 5 CNAME,

« CTX_XDL_VDI_MODE=" y|n’ - $iBNEENEAREMEE (VD) ERAEASSEREEL, 3
F HDX 3D Pro ¥, #ZEREN Y.

« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA %#% HDX 3D Pro, X2—4H GPU kKR, SEMKL
EEFNAREFRNEMYKTE, MREET HDX 3D Pro, ME R VDI f&E (Bxi1E) #EHXEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEERMEEREE Linux VDA RS,
« CTX_XDL_REGISTER_SERVICE=" y|n’ - EEznitEH/EE Linux Virtual Desktop ARS3.

« CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA BR$3ER # i 15 NRLE 8 R 405 A S,
A UE RSB SR EENA Linux Virtual Desktop sTFFRE#HO (BRiABO 80 1 1494),

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/kde/mate/xfce/’ <none> ‘- g
EEESIEDERAMN GNOME. GNOME Classic. KDE. MATE = Xfce £miFiE, IREHIEEN ‘<none>
, MYSERATE VDA LEREMEARH.

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime> - % NET L i H
Broker RIZARSS (ctxvda) IR, BHIAKREIE N ‘Jusr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA &z TCP/IP iz 5 Delivery Controller i&fs.

« CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i@id DNS &Il LDAP fR5238. Ei§ DNS R4
REINAMIER, MIEE DNS iiR&if. IRAFAFE, HHHIREN ‘<none> &
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o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #if) DNS sk 2 Il LDAP BR5328, R
DNS FTixiefit LDAP fR512R, BRI LUIRMHELU=1R 2 WA LDAP FQDN (%48 LDAP M) 5%, #im,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E7#t Active
Directory #F 2 FIEREY LDAP T, 1E1EEizHIR LB AL RBE R, FHI¥EXM LDAP imOS18E /7 3268,
BINERT, ESIKEN ‘<none> |

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&@id i& & v Active Directory 3 1R #9 1%
FEXRZ I\ LDAP (ffign, DC=mycompany,DC=com) ., AR SERMEE, ATLUIEEEREM I
OU=VDI,DC=mycompany,DC=com), MNRFHE, HEHIEEHN ‘<none> |

« CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA z#%{#F DNS CNAME i2 35 Delivery
Controller &#F.

o CTX_EASYINSTALL_DNS=" <ip-address-of-dns> - DNS # IP i,
« CTX_EASYINSTALL_HOSTNAME=host-name - Linux VDA fRE 288 EN B,
« CTX_EASYINSTALL_NTPS=address-of-ntps - NTP k538289 IP it s{ = AT R R FR,
o CTX_EASYINSTALL_REALM=realm-name - Kerberos $tiZi & #f.
« CTX_EASYINSTALL_FQDN=ad-fqdn-name
+ CTX_EASYINSTALL_USERNAME=domain-user-name - it SN E P BIE o
« CTX_EASYINSTALL_PASSWORD=password - &t & IINIZAH P R,
AR

BINBENEFREAEERKP NG R, BRIMNEIRRE KA FFREERIKF 259 Active Directory
AP, Alt, BEAEIREHIE SIS EETEFIN

UTOMEERAATE, BERIZE, cixinstall.sh B REEFRRTRATHLE, ERERTEERERA THANA
P EREEIE SHEEDSLE [Citrix/VDA/sbin/ctxinstall.conf T Hi#{TI&E,

o CTX_EASYINSTALL_NETBIOS_DOMAIN=netbios-domain-name - NetBIOS iH&@EEH~= () 9
fE9 DNS 8295 —MAKE D . T, BEEEXAEDN NetBIOS 158, T =RAHEN,

« CTX_EASYINSTALL_OU=ou-value - OU EEFRFK AD £S5 %EMF. BX OU ERTH, EBHAEX
ARFIE D PR LWEBE A%,

o CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=centrify-local-path - B =358 F M Internet
ET#H Centrify #5682, B2, MRBLELET Centrify, MALMIETEE X HZ<#E RHFKE Centrify
RHEE, TE2ENEN,

+ CTX_EASYINSTALL_PBIS_LOCAL_PATH= pbis-local-path - Bt R E£ BB F M Internet - T
PBIS it &, BE, MIRELXET PBIS, MA LM T EE XAt B RPIRE PBIS M4, T
EEAEN.
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ARED

+ NetBIOS H&ZEERHEA (.) 7080 DNS HANE—MAME 7. BESNIFREHBEEXFREH NetBIOS 15
#,1&7E Jopt/Citrix/VDA/sbin/ctxinstall.conf g Eif15 & CTX_EASYINSTALL_NETBIOS_DOMAIN,

o B VDA EEZEINTE OU, BT TEIE:

1. HREESSR EEFERER OU,
BX7H 0V, EEHTENFSEE:

- ACLVE LATECLOny Wsers ar
File Action View Help

oo 2@ 0/ XD Bm 2 eanTE

] Active Directory Users and Compute . !

Saved Queries ﬂ'h
4 F4 wdlocal U16s U1EsS
I | Builtin
i | Computers

2| Domain Controllers
FareignSecurityPrincipals
| Managed Service Accounts
| Users
4 (3] Limux
b a2l redhat
3] suse
2 ubuntu

2. 7z [opt/Citrix/VDA/sbin/ctxinstall.conf & Bif1EZE CTX_EASYINSTALL_OU,

OU fEE AD B RIMR. TRRIRTIHRRHEFHNTE OU . AIUERARPEREMNH

ftt OU & %R,
BRERR Winbind SSSD Centrify PBIS
Amazon Linux 2 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
amazon" amazon" Linux/amazon amazon"
Debian "Linux/ "Linux/ "XD.LOCAL/ "Linux/
debian" debian" Linux/debian debian"
n
RHEL9.4/9.3/9.2. "OU=redhat, "OU=redhat, TiEH TiEH
Rocky Linux OU=Linux" OU=Linux"
9.4/9.3/9.2
RHEL 8.x "OU=redhat, "OU=redhat, "XD.LOCAL/ "Linux/
OU=Linux" OU=Linux" Linux/redhat redhat"
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BRIERR Winbind SSSD Centrify PBIS
Rocky Linux 8.x "OU=redhat, "OU=redhat, NER TER
OU=L1inux" OU=L1inux"
SUSE "Linux/suse" "Linux/suse" "XD.LOCAL/ "Linux/suse"
Linux/suse"
Ubuntu "Linux/ "Linux/ "XD.LOCAL/ "Linux/
ubuntu" ubuntu" Linux/ubuntu ubuntu"

o Centrify 7334l IPv6 DNS &, /etc/resolv.conf fZEDEEH—MEF IPv4 B9 DNS fR$32%, adclient
ZBEIEHEH AD BRS.

BHE:

ADSITE

iR Centrify REREMEN, BRAULEM, EHRITIUTRE:

A, TEIEITHIZE LITHEETR,

b. 1%#% Active Directory i =F1ARS .

C. AFMARINIEHRIFRtit,

« B LinuxVDA7.16 2, BIMLEZRFL IPV6, LI TFTRFHMIRELER:

: Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.

- YAECEER Linux F6EE, MHERENITENTLIBE L IPV6 W& T HATHRRM .

- 7£44 IPV6 MR #F Centrify,

AR

MREHMLE R4 IPv6, HEFMEHAYRMAEER IPv6 #&3(, VDA Ki&@id IPv6 A Delivery
Controller jxft, MREHMLAEES IPv4A 1 IPV6 BB, 55— DNS IP it R B REZER
IPv4 =2 A IPV6 KA.

o WFIFTR, EATLUfER CTX_XDL_DESKTOP_ENVIRONMENT Z&XiEEEARIEPFEANKEFIE, i
ALLUETIETHRLHEARAREEREMREZETR. BXFAEER, FERRETRG SRS,

o WRi%ELE Centrify FEAMNEE %, ctxinstall.sh HAEZE Centrify . ctxinstall.sh 388X Centrify
BWEENEENT:

- BMRETIEBBIM Internet TF Centrify ¥ t, TEESMAITHRM URL:
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Amazon Linux 2/RHEL: wget https://downloads.centrify.com/products/server-suite/20
22/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

CentOS: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

SUSE: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-suse12-x86_64.tgz

Ubuntu/Debian: wget https://downloads.centrify.com/products/server-suite/2022/com
ponent-update-1/delinea-server-suite-2022-deb9-x86_64.tgz

- MRBE%ZE Centrify, MMzt B FRH3FKE Centrify ZF 8, BisE Centrify MGG E R, 157 [op-
t/Citrix/VDA/sbin/ctxinstall.conf $i%E CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=/home/mydir
fign:

1s -1s /home/mydir

9548 -r-xr—-xr-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r——-r——. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r-—-. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r--r—-r--. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r-—-r—-r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 qnstall-
express.sh -> dinstall.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh
12 -r--r—--r--. 1 root root 11166 Apr 9 2015 release-
notes-agent-rhel4-x86_64.txt

4 -r——r——r—-—. 1 root root 3732 Aug 24 2015 release-
notes-da-rhel4-x86_64.txt

4 -r--r--r—--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt

12 -r--r--r--. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt

o WREE PBIS fEAMANER AR, ctxinstall.sh fIZ<EE PBIS 28, ctxinstall.sh kB PBIS #%#&/
FE:

- BMREAHEPBEM Internet T PBIS S48, F0, TEEES M &1ThHRA URL:
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Amazon Linux 2. RHEL 8. SUSE 15.5: wget https://github.com/BeyondTrust/pbis-open
/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

- M Internet 3REX PBIS S+ B ERRA. Hitk, BEEK Jopt/Citrix/VDA/sbin/ctxinstall.sh sxfmh
# pbisDownloadRelease #1 pbisDownloadExpectedSHA256 77,

BXRG, BEAUTRSEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

- MBELRET PBIS, MMZAHERKEN PBIS it &. Bisx PBIS BN E S, 157 Jopt/C-
itrix/VDA/sbin/ctxinstall.conf ©igEFi258 CTX_EASYINSTALL_PBIS_LOCAL_PATH.

ZEXERX BAXREER TET ctxinstall.sh iz, EFERRH -S EI1MA sudo [opt/Citrix/VDA/sbin/ctx-
install.sh ¢, EHSTRENESMERTABENEXNEEE. NIRBRIRETEE, ctxinstall.sh 2EREH
ik, WUBERERT HH I TER,

TRTERX GELRTERT, ¥7ER [opt/Citrix/VDA/sbin/ctxinstall.conf 5{GH eSS BERENTE, 2
&, i&iafT ctxinstall.sh-S (&EIE, tAFHE S AATFH), IRKRLGEREVETENEFLETH, MRIE
ERiAE, FN ctxinstall.sh FadhikHiT,

IRAERIGE, SNS M TENSHEZHRESEZ [Citrix/VDA/sbin/ctxinstall.conf 891&E, BRIEEIMAZRLS, G
EEMEZRTEE [Citrix/VDA/sbin/ctxinstall.conf &b, FHit, EEXEFERXT, E4H7E [Citrix/VDA/s-
bin/ctxinstall.conf FigEig NN\ FEHE FHFZRE,

export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=sssd|winbind|centrify|pbis|quest

export CTX_XDL_DDC_LIST='<list-ddc-fqdns>"

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|kde|mate]|xfce|'<
none>'

export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT='<port-number>'

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-1ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n'

export CTX_EASYINSTALL_DNS='<ip-address-of-dns>'

export CTX_EASYINSTALL_HOSTNAME='<host-name>'

export CTX_EASYINSTALL_NTPS='<address-of-ntps>'

export CTX_EASYINSTALL_REALM='<realm—-name>'
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export CTX_EASYINSTALL_FQDN='<ad-fqgdn-name>'

export CTX_EASYINSTALL_USERNAME='<domain-user-name>'
export CTX_EASYINSTALL_PASSWORD='<password>"'

export CTX_EASYINSTALL_NETBIOS_DOMAIN='<netbios-domain>'
export CTX_EASYINSTALL_OU='<organization-unit>'

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh -S

iB17 sudo SR, BA -EXTUBUERELEEFBLAELZNF shell. HMNBINVEERAFENGSHME
#!/bin/bash {ERHE—1TREIE shell Bz,

HE, EOUERRE T HIEEMEEE,

=8 % VDA ETHEEE (U CTX_XDL_ FAMEE), EGALUET ctxinstall.sh-s (BB, HATE s WG
),

GUI

AILLUEE GUI #ITRM%RE, £ VDA WEEFIETIETT [opt/Citrix/VDA/bin/easyinstall 654, AGKRBRNE
& GUI ER9IR A1 TIR(E,

w Easy Install
Check Environment
Install Dependencies Click Join to join the VDA to the Windows domain or click Mext to skip.
Join Domain CTX_EASYINSTALL_DNS
Configure Runtime Variables
Fimish
* MCS
Configure MCS CTX_EASYINSTALL_HOSTNAME

Load | Save

DS server IP address o8

VDA host name

CTX_EASYINSTALL_NTPS

NTP server

CTX_EASYINSTALL_ADINTEGRATIONWAY

Domain joining method * -

CTX_EASYINSTALL_DOMAIN

Linux distribution: Ubuntu Linux 18.04

BIRE GUI F5IRETTRIATRIE:

BERKIFE
LRI

¥ VDA miNfEEH
EEEITIHIFE

.
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e

BRRAFREERERFIEERE THAMX AR, BHEMBMNEIEENXHENHERIRE, AXEEMCS X
ENER, BEASE 3. EEXRE

S 9: i5{T XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA KIEEAENERNEEE, &XiE4HA
b=

fs&, % XDPing,

$1% 10: =17 Linux VDA

B0 Linux VDA:
Bsh Linux VDA fRSS:
sudo systemctl start ctxhdx.service
sudo systemctl start ctxvda.service
{21k Linux VDA:
{21k Linux VDA RS, iBHITUATHRIE:
sudo systemctl stop ctxvda.service

sudo systemctl stop ctxhdx.service

AR

7£121E ctxvda 7 ctxhdx RS2 81, iE5iE1T systemctl stop ctxmonitord &< LU IS MRS SFPIER.

B, BRRSTIFEFBERBEELERNRS.

F#H AR Linux VDA:
EFRBEEN Linux VDA BRSS :

sudo systemctl stop ctxvda.service
sudo systemctl restart ctxhdx.service
sudo systemctl start ctxvda.service

12 Linux VDA B9IRE

E1E Linux VDA IRSEVETITIRES, BHITUTERIE:
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sudo systemctl status ctxvda.service

sudo systemctl status ctxhdx.service

11 QEENER
I EN BRI Linux VDA HENMIERESESH Windows VDA 755E2EM. B X INA5ERXEFESEME
ME9iHEE, BESRAEITENEZNEETENE S,
SIEEE Linux VDA HENMITEN B RESEIG—ERE, #5232 FRTH Windows VDA i+EHEIZITEN
BR:

o WFRERY, FIEER:

- ZRERERFEN WFREAZRERMRE),
- BRIERERAED (AT VDI TRAKRERMER),

o FIER—MTENBRPESMEA Linux 71 Windows VDA i+&#1.
AR
B HARRZARY Citrix Studio A “Linux #ER4” WIS, B2, %R Windows Server 21ERFK RS

BREAFENER T EARERZRERIER, %E Windows SERFRAFANKEBERARNER TE
ASHBEN—T AP MR,

m:

MRBERHBENERBEEFRIA Active Directory 18, NZMERIHEN, AEBEERFNZIHENER.

SHIE 12 QIR
QRS ARG S Linux VDA H B BHE REGTIZS Windows VDA HEHLFAER. BXMmmmxts
ESWBILBIHI, BBHOIE A,

#I52A7 Linux VDA HHEHIE RER{TAR REITU FRE):

o WRFTE AD BRHAEEHREE, sEBERE Linux VDA itEH.
s BIATRESHRIEN (BER) ARER.
o BNERMMHEFENEE Windows itENBIHHENE R,

BE:
Linux VDA 1.4 RESRALIFAHNARRF. B2, Linux VDA RZ& S EmMNARF A BRI EN.

BXRMNAIETENE RMRGHNER, 1521 Citrix Virtual Apps and Desktops 7 2407,
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$ 13: #4% Linux VDA (T]3%)

Linux VDA i MRHARAH#ITH LK. F1a0, & LU Linux VDA M 2308 #4& 5 2311, M 1912 LTSR #AE&E!
2203 LTSR.

AR
o FHEMBREREE [etc/xdl THEEX S, EHTHEZH, BSBEDXEH,

o M 2407 k#7784, Linux VDA EkEEERS rpm = dpkg EARHHEIMIEEEX . TENET rpm
M dpkg tNASREEXHFEHRRE :

- rpm: by default keeps the local version and saves the new version from the package
with a .rpmnew extension.

- dpkg: interactively prompts you with a choice on how to proceed. To silently upgrade
the Linux VDA while retaining your local configuration file and saving the new package
version as .dpkg-new or .dpkg-dist, use the following command:

dpkg --force-confold -i package.deb # Always keep your
version, then save new package's version as *.dpkg-new
or x.dpkg-dist
34F Amazon Linux 2. RHEL #1 Rocky Linux £17}R:
sudo yum -y localinstall <PATH>/<Linux VDA RPM>
AR
7£ RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2 E#4& Linux VDA Zgi, &% libsepol 48 E#iZIkx
7 3.4 HEERA
X3 F SUSE &1ThR:
sudo zypper -1i dinstall <PATH>/<Linux VDA RPM>
33F Ubuntu/Debian £17hk:
sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get install -f

HPEHEER

AR A ILER D RS B B AR A fE AR R R THREM 5 | R BRI R TEFE HERRo
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fEF SSSD IR

SEMNSENTRSHIMER, BHEMNT (BHRTREREITEN, FRIERX):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (160.158.139.214)".

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214"')

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found
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in Kerberos database
EfRRIEIRRE, BEHRITUTRE:

iBfrrm -f Jetc/krb5.keytab &%,

5T net ads leave $REALM -U $domain-administrator &<,
7z Delivery Controller Efip&itEN B RN TH,

. &17 /opt/Citrix/VDA/sbin/ctxinstall.sh,

7£ Delivery Controller EoIZiHEH B RMRFH,

aos W e

Ubuntu fSESIEETRE

BERIENSHIIL R, MEEETSSETEIEEIRIENEE, b, FEREAMAFKFERE, HENES&H
BRIXR.

BRRILIRR, BHRITUTIRE:

1. &¥T sudo apt-get update &%,

2. &ftsudo apt-get install unity Llightdm®m<,

3. m/etc/lightdm/lightdm. conf iFEmmUTT:
greeter-show-manual-login=true

BTFROEER, 2idEE Ubuntu SERIERK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting
normally.

e
iR AMIRERERRENREERETE R,
BRI, BFHRITUTIRE:

1. E&<1TH, %A pam-auth-update,
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2. EERBIIHEES, HiIAERE LD Create home directory login (RIEFEHRERES).

Y P
{ Pam con
Pluggable Authentication Modules (PaM) determine how authentication, suthborizati
starting u: ioms

ion |
g user sessi

;
re handled on the systes, a

well a5 sllowing configuration of sdditionsl sctiom
Some PAM mcdule packages provide profiles that

3 to teke when
can be used to sutomatically adjust

the behavior of all PAM-using spplications on the systes. Plesse indicste which of these behaviors you

with to ensble.

REFBH, ERRRLERHER dbus iR

/var/log/messages (GZRT RHEL 5% CentOS):

Oct 27 04:17:16 CentO0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (

tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...

Oct 27 04:17:18 CentOS7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 CentO0S7 citrix—-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.

&, XF Ubuntu &R17hR, MBS /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.

Possible causes include: the remote application did not send a reply

, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov

3 11:03:52 user0l-HVM-domU pulseaudio[25326]:

[pulseaudio] hashmap
.C:

Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 40



Linux Virtual Delivery Agent 2407

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:

Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix—-ctxgfx
[24693]: Exiting normally

REAFRRESHBHET REN. MRAEFHN dbus #HiREE, RITBNEEFRBHRAHER,

SELinux a[L4B51E SSHD AR EE R

RBPREILERIRIE, BREER.
/var/log/xdl|/ctxinstall.log:
Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52c1f-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**%xxx Plugin catchall_boolean (89.3 confidence) suggests
KAk kAkhkkkkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%*x%x Plugin catchall (11.6 confidence) suggests
AAAAkAAAAAAAkAkkAkkhkkkhkkhkkhkhkhkhkhkkhkx

If you believe that sshd should be allowed setattr access on the root
directory by default.
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Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol
# semodule -i mypol.pp
BRI, EHRITIATRIE:
1. @iyt Jetc/selinux/config #ITU TEMREZA SELinuX,
SELINUX=disabled

2. B2 VDA,

£/ MCS fIZKRIMAER Linux VDA

August 20, 2024

30351 SR Machine Creation Services (MCS) 7£ Citrix DaaS eIk MAER Linux VDA,
5E:

« 2% Citrix DAAS Z#5fEMA MCS g2k VDA, *3F Citrix DaaS &/ :
- ERviEHIFEmTE Citrix DaaS EE8E,
- AUEABZHAMEFEROIBERMNIGR VDA, KM VDA & Citrix DaaS 9z Fm
HITEE,
- BRIEARMAIZER VDA, £/ Citrix Gateway BREHZEF KRB A Rendezvous V2 , X4 1E
HRIE A BN B IBIEF _ LA BN BB B EE Workspace S/ Active Directory R &
HREEFE, A HEEA Cloud Connector,

o BRIERMNIE VDA, ERILIFEREER MCS MRMRE, EXEMAER, BSAEMA MCS QIZRMA
1A Linux VDAFIEREM L LB RN Linux VDA (FR¥EhR) -
o MCS REHHENARSS 28,
o LUTFINREER FARMANER Linux VDA:
- 7ERMIANER VDA LelZABIEERENAMAF
- 3E SSO HH%iE
- £/ Azure Active Directory #1759
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- Rendezvous V2

({¥FE Nutanix) $8 1: LREHE Nutanix AHV &4

M Nutanix 53REX Nutanix AHV {8, &8 Citrix Virtual Apps and Desktops iR REH %GNS, &
XKIFMMER, ESHE Nutanix Z#F1P 248 {Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS i =338/)

£ 12 1a: 7zt Delivery Controller 223514t Nutanix AHV &+

%% Citrix Virtual Apps and Desktops g, #%##7E Delivery Controller %% XD MCS AHV #ff,

#5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard >
Setup Type ’
Choose the setup type that best suits your needs \.
MNUTAMNL

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

MC5 Plugin for Citrix Cloud Connector will be installed
i

(O PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
4

< Back Next = Cancel

$18 1b: ~=i% Delivery Controller 2235+ Nutanix AHV &4

WEERHAREEATF Citrix Cloud Connector 85 CWA MCS AHV i&E#., £m@ Citrix Cloud # P EMBIFRE Citrix
Cloud Connector &%, BMME Citrix Cloud Connector 72588 AHV MIER FIREEFRUE, ST Mm
Citrix Cloud Connector,

TR 1 REBHFRTRUTSE

o« WIFREEC: \Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.058l287T Nutanix Acropolis sxf3,

+ &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,
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« f£4#h Delivery Controller E&E#/E5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, %7z Citrix Cloud Connector +&E#/E5h Citrix RemoteHCLServer Service,
e

RAE UGS ERESRFEHR Nutanix AHV &4 1EH E# B 5 Citrix Host Service. Citrix Broker
Service #1 Machine Creation Services,

TR2. CIEENER

FNRECHRRUEFERANEMNEREFHTRS. EPBAFEIEE DaaS BTSN LB VM BENER.
FAESEERARUE. TNKE. HiaEE. BEEANEMEFEUREN L VM BJ LIEARRLL ML,

BE.

BIEER AT, BORRUBERNINEZR (FEMMNS) BHATH.

1. &% Citrix Cloud,

2. A LANRED, #EEFEHNRS > Daas.

3. £EE > RERER, ERLNEEFNIEE,

4. TEIREERIERRINERENE R,

5 ARSI SEERUTAE. HENBNBATIMEEELE, ERE—ZE, BEET—%, BIFIXHE
EniALk,
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S8 2a:; EE

Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connection
) Network
@ Scopes @ Create anew connection
Zone name
@ Summary

Cennection type:

Google Cloud Platform

Service account key:
mport key..

Service account ID:
Connection name:

Create virtual machines using:
@) Citrix provisioning teols (Machine Creation Services or Citrix Provisioning)

Other tools

=)

EEETE L

o BERIE—NEE, BAFENEE. EETSUAEEEEMNINNESEEZ— 1 EE, BEaRERNEEE,
REEFRRER,

o EXERMFRPEE— X, SIEERENFERRUE,

o EEEXATFRPEREMNEEEFHRRS. ENEEEKEF EHRTEEHNEMEERZFNRRS.
;E, EAILER PowerShell 854 Get-HypHypervisorPlugin -ZoneUid $KERFmEX Al
ANEIN EERREFEGTIR.

o MINEERM, RMEERTEEEETREF.

o ERBATRREMNMIA: Machine Creation Services =k Citrix Provisioning,

EETELNEERGERNEN (EEXE) MR, 6la0, A Azure Resource Manager B, FIUERIERIAR
SERFECBR—DEMR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 45



Linux Virtual Delivery Agent 2407

S 2b: BIEEFMHE

Add Connection and Resources X

@ connection Storage Management
@ Storage Management Configure virtual machine storage resources for this connection
Select acluster.

@ Storage Selection
Browse

@ Network
Select an eptimization method for available site storage.
@ Summary @ \Use storage shared by hypervisors
Optimize temporary data on available local storage

Use storage local to the hypervisor

BXEFHEEREMAZENGES, BERINFE
WNREEES Hyper-V 5 VMware ENANER, BN HEBRERMHER 2. AERLEAFEREDT.
ERFEERES A B EEREFAENEESUEDW SRR A tEFE.

o MIREFENBEEFHENERE, FEHEEEE AN MEMEPREIRIS SR, (AT UEERILEZENT
BB RPIETEIEBGAGRTEEAND) FI5h: EREERMES (CSV) BF, Microsoft System Center Virtual
Machine Manager R A EAMEETAENIGRBIBEEHR, 2REEBENATREZEMRERILE
e

wnRMEA Citrix Hypervisor M H =%, BHELEETEMEA IntelliCache REEHZFMEIEE LNH R, ES
i Citrix Hypervisor E#MEIF1E,
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S8 2C: FHEER

Add Connection and Resources X
° Connection Storage Selection
Storaze Manaze . When using local storage, you must select the type of data to store on each local storage device; machine
° torage Management operating system data, temporary data, and if not storing persenal user data remotely, persenal user
data. At least one device must be selected for each data typs.
@ Storage Selection
Select data storage locations
@ Network
Name L 0s Temporary
@ Summary Libraryl on |
Local storage on
System32 on
Userson

& =B

BXFEERNFAES, BERIIEE

BEONSHEANMIERER— N INEHRE, EL-TIEPEENFEEEG AR ML TE L TR
EXRE, URNEDABHRIIFOMIELMER—MFERE, TRE&SHNRSHHT—RH,.

MR EERAEINT SEEFEE=NFEH S AT Optimize temporary data on available local storage (i
R A TF AR AV IRETEUR) , NEREHEIEMN THEIIREEBTLEE X, Ko LUARERTEEIGESURRZA
MEFEMEIEE (ER—EMTEEEFH),

AR ETHAERNEFHREHE (FERY, Bx BEE 1 1MEF#RE). BRIFEFERFE LN, RERME
RENBT (RIEREEEMIRE).

1. EFEEREFERECRNEFERE.
2. EEFEFMHEEET, EPHEUHEPFEREEEE, AEERRE.

S 2d: Xig

(N FELENHBER,) KEEZFET VM WBEUE, KFL, BERE—IMSEERFEESHRERARREFHIK
1o

$I% 2e: ML

BARBRHNEM, KEMEEREHAPET, URRSEEXKNFENMKZAES,
73R VM R — P Z ML,
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RLEiEa (190 Azure Resource Manager) &5IE VM 2FERANFM, HEE—1THES N FM.

SE2f. HE

MEMANER, MREMHEN, BERRLOE E— 1 ESHE. STRAER, BHEETM.
EiD: MRERMEEIREEEE, Wl UELIEESERLEENITENNE RN A IR IR EIFRIAE.
AR

FAETTEHNREZEZNIERE. BXFAER, FENEER. AEMERE.

BXFEAEER, BEACENEEERE,

T3 HEETE
e

BILUE A B MREKEIZEINZAARIMANEE VDA,

[1EFRT XenServer (LIgi#RA Citrix Hypervisor)] 1% 3a: %%t XenServer VM Tools

ERIR VM E%% XenServer VM Tools, LUESD VM #5fE8 xe CLI 8¢ XenCenter, BRIEREXLETE, &M VM
MMEERTRESRIB, MBEAXETH, TERITUTIERE:

o MIRXHE. EFEHHIERE VM,

+ 7£ XenCenter H&EE VM MEELIE,

o IREFEETHVM (@2 XenMotion),

o QERBHHFENEF (0ER) BRE, UREERSIRE,
o EIEFERTTHY Linux VM EiFE vCPU %,

1. RIBEEFEANEMNEERZEFRZE, M XenServer T# TmEax Citrix Hypervisor FTHTIE FTHERT
Linux B9 XenServer VM Tools 1%,

2. ¥ LinuxGuestTools—xxx.tar.gz X#&EH = Linux VM = Linux VM BT LA R ZIREN2S,
3. fRIE tar XHWIARA: tar —xzf LinuxGuestTools-xxx.tar.gz
4. HRIBEM Linux £17hR, BITUTH<RE xe-guest-utilities .
3¢F RHEL/CentOS/Rocky Linux/SUSE:
sudo rpm -i <extract-directory>/xe-guest-utilities_{

package-version }
_x86.64.rpm

3#F Ubuntu/Debian:
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sudo dpkg -1 <extract-directory>/xe-guest-utilities_{
package-version }
_amdé64.deb

5. £ XenCenter R EIIET £ L0 EEIR VM BEIMEIRES. MNREHZET XenServer VM Tools, ME
MILREBREM K

12 3b: 7E&HR VM £%2% . NET #1 Linux VDA #4+8
AR
EFERYFIEEIEITH VDA fERIEIR VM, BBkt B,

ERE Linux VDA 8281, BEERR VM &2 NET HEETEI:

o B&.NET Runtime Z4b, EREH AR Linux VDA Z &1, BN REFMBEZZEHMN Linux X172 ASP.NET
Core Runtime, Amazon Linux 2 £&hxads 6, HittAITAREERZ 8.

o MRMEH Linux ZITHREEFAEN.NET liids, iEMABRDHITRE, T, EM Microsoft R EIREF
ZHENET, BXFMELR, 58 https://docs.microsoft.com/en-us/dotnet/core/install/linux-

package-managers,
ZENET 5, HRIBED Linux KITARIZITU T8 URE Linux VDA:
33F RHEL/CentOS/Rocky Linux:
sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
AR

7£ GCP &/ RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £%% Linux VDA [&, UAMIEZIEESETF, VM
B RthERIBEF AR Linux VDA, EfRILIER, BEEHBE VM ZEHETUTH<:

nmcli dev connect eth0
systemctl restart NetworkManager

3tF Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>
apt-get install -f

+F SUSE:

sudo zypper - i install <PATH>/<Linux VDA RPM>

1% 3¢: (XPR RHEL) RiEFATLURM ntfs-3g 19 EPEL Zf8E £ RHEL 8 &% EPEL %#f#E, BxARsE
EPEL 89158, 1207 https://docs.fedoraproject.org/en-US/epel/ LiR#tA935 R,
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$1 3e: (UEAT SUSE) FzhiRik ntfs-3g

£ SUSE T &k, FrBEfEE#sRM ntfs-3g, TEHRARE, HFHFEHRE ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiZBALHBUHRIZEN:

sudo zypper install gcc
sudo zypper 1install make

2. T# ntfs-3g #fFa,
3. fRIE4E ntfs-3g f6:
sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
4. A ntfs-3g RUGBRERRE:
sudo cd ntfs-3g_ntfsprogs-<package version>
5. R# ntfs-3g:
./configure

make
make install

$18 3f. ((VERATF Ubuntu) %iE [etc/network/interfaces sttt

¥ source /etc/network/interfaces.d/* 75 M% /etc/network/interfaces X
o

e

/etc/network/interfaces xxtErageEEH Ubuntu HHEN ER RS, NBZXHFEFE, BEE
SR % net-tools A ifupdown 4,

$18 3f. ([GEBTF Ubuntu) i5m [etc/resolv.conf

E¥ /etc/resolv.conf M@ /run/systemd/resolve/resolv.conf, miEEEER /run/

systemd/resolve/stub-resolv.conf:
unlink /etc/resolv.conf

ln -s /run/systemd/resolve/resolv.conf /etc/resolv.conf

S8 3h: EEEEANEIEE

% Linux VDA 85, EaITE SQLite 5 PostgreSQL Zialtlif, Ak, EEHRUTSE:
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AR

o BATEINEE SQLite AT VDI &=, ¥ PostgreSQL BFHEEHZ SmER(TIREL,
o W FRMLEM MCS, &7 LU E B SQLite 5% PostgreSQL, MA & FrhR %, FrIFET
[etc/xdl/db.conf B17{5E, FM Linux VDA BAER PostgreSQL,
o tETLUER [etc/xdl/db.conf F2E PostgreSQL B OS,
1. 517 /opt/Citrix/VDA/sbin/ctxcleanup.sh, MIRELHRE, NHKILSE,

2. iE#EisfT deploymes. sh aiggsg /etc/xd1l/db.conf,

SR 3i. BB MCS T8

& MCS T2EmMAE:
o 4tg /etc/xd1l/mcs/mcs.conf Xtk

o FRRMERE GUl, EITFEMNRE GUI, BEEM Linux VDA MEEFESEIT /opt/Citrix/VDA/
bin/easyinstall &%,

¥ EasyInskall

Check Environment Load || Save

Install Dependencies Domain-joined © Non-domain-joined

Join Domain DOTNET RUNTIME_PATH

Configure Runtime Variables | pornet core runtime environment is needed to run Linux VDA. Please specify
Finish Dotnet Core binary path here. If not specified, Linux VDA will use fusr/bin/ as
~ MCS default. DotNet Core Runtime Path:

* | fusrf/bin/

DESKTOP_ENVIRONMENT

The Virtual Delivery Agent needs te set a Desktop environment used in LVDA
session. gnome/gnome-classic and mate can be set as default desktop in LVDA
session on Cent@S/RHEL/Ubuntu/Debian/SUSE/Amazon2 here. If not specified,
Linux VDA will use GNOME/KDE/Unity desktop as default:

* | GNOME/KDE = | ~

REGISTER_SERVICE
The Linux VDA services support startina durina boot. Do vou want to reaister

Linux distribution: Ubuntu Linux 18.04

b7

BRRFHEZERERFIIEEREIE THAM MR, BHMBNEEENXXAMNBEERE.

TERERIUARMNENHREEN MCS T8, JUERRALEEENEREFTEEEXEE (Hik):
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DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
DESKTOP_ENVIRONMENT=gnome | mate
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE=Y|N

(F13%) % 3j: S ASEH MCS HEMRIE

ERRITEN L, BHSTHmE /etc/xdl/mecs/mcs_local_setting.reg XHLURIEEESARE
EMRME, R IEEIBFIGEE MCS MM BN S XREHR BN EX,

/etc/xdl/mcs/mcs_local_setting.reg XM ES—1THEATREREFTMREN — &
2o

B0, ERILUEU T an<THRmE /etc/xdl/mcs/mcs_local_setting.reg X, UDBIEAHE
HAMRIE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0
x00000003" --force

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "0Ox00000003"

S 3k: BIEEME

1. MBEEdRE /etc/xdl/mcs/mcs. conf BEE MCS &, 51T /opt/Citrix/VDA/sbin
/deploymcs.sh, MEEMER GUIRE MCS T2, F8EHE. 7 GUlI LR2FHFHER, £ GUI LigE
ITEEBEEE /etc/xd1l/mecs/mes. conf XEFHIGENTE,

2. RIEEEANLAERIEIREIREHGR,.

+ [ERT XenServer (LLgi#7A Citrix Hypervisor). GCP #1 VMware vSphere] #Ei&Eik VM £=
ENAREFHXAER VM, SIEH R EMEGAIRE,

« (ERT Azure) 7E1RIR VM LRENBREFG, M Azure 1P XHAER VM, EHFEER VM B9ERR
A2 Stopped (deallocated) (BEfF1E (BECESED)). iBfEIAREFARZTR £ Azure EERE
B E R BT B EZ B FFo

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 52



Linux Virtual Delivery Agent 2407

> Comnect P Start @ Restart | M Stop | @ Capture =D Move [ Delete ) Refresh

Resource group (change) Computer name
mcs rhel-sssd-temp
Status Operating system
Stopped (deallocated) Linux
Location Size
East Asia Standard D2s v3 (2 vcpus, 8 GB memory)
Subscription (change) Public IP address
I rhel-sssd-temp-ip
Subscription ID Virtual network/subnet
— Virtual Network_1/default
DNS name
Configure

Tags (change)

Click here to add tags

o (EATF AWS) IR VM LRENAREFE, M AWS EC2 TP XFARR VM, BHERER VM BISEF]
KEER Stopped (EfFih), AREEER VM, AEEZFEME > QIRME. BAEEHRBEEEHTT
RE, BhtIERE.

Create Image X

Instance ID (7)) i-011€
Image name (i) [
Image description (i)

No reboot (i)

Instance Volumes

Volume 2 Delete on

Type Devica snapshot (i) Bize GB) | \oume Type (i) 10PS (i) Throughgut Termination En__crypled
o) O] = 0] = 2 (mBls) (i) @® i
Root Idevisdal ggap- 40 | General Purpose SSD (gp2) v| 120/3000 N/A v Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

+ GEZAF Nutanix) 72 Nutanix AHV L, xR VM, eIEHHE EMERIRE,

=

AR

HTE Acropolis tREE& Fraiin L&i4% XD_ 7 &&7E Citrix Virtual Apps and Desktops #fEf,
RIBREMEA Acropolis IZHIAERBRE, EGEREE, ENBHEIEERATLIRBRHGE
IR,

TE4. QIEHBENER

1. &&5l Citrix Cloud,

2. EALARRED, HEFEHMRS > Daas,
3. TEE > REBEEYD, EFHENER.

4. ZRSHSISEIRITENER.

7 Nutanix #2589 Container (&3) WAL, EEEZAINER VM IEEN A,
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EEMRETUE L, EFREGIRIR,

EEMNITE L, EEM CPU NBEUKRE T vCPU ML, E1F MCS ERTBENEERZE, AREE
RINNEERER B RP IR ENEIRR,

RIEFEHTHMEEES. BXEAREE, BERLETENER,
AR

R Delivery Controller ERitBEH B REBIEFEAZNE, EH%ZE Nutanix Prism HFahiT 1% A
Preparation HitBEHMERIR, X5 E2GBFA4SMITOIRIRZ,

TRES5: CIERMNA

ZYARM—THZ NI EN B RPERNIHTENNES, SHEEPLEAFATUEAXLEITEN, URAIHXLERFE
BHNNAREFMRE. BXEAER, BSHIERZTH,

ERRMRENRRMAEA Linux VDA (FasihR)

August 20, 2024
30K 5| SEFERRMRE AT Citrix DAAS 5 Citrix Virtual Apps and Desktops 2407 RE= A ERITE
VB REBFEMRIMNEZEL Linux VDA,

B5E:

« 3¢F Citrix DaaS &

- JUEAESHAMEEROHFERMNEL VDA, RiIINEH VDA & Citrix DaaS izt Fm
BHITEE,

- EfIEKRMANER VDA, A Citrix Gateway RESMEF S AHIRE A Rendezvous V2 , XHE
HRITEA# RN EERIZF Mt B s & B E % Workspace #1E/A Active Directory fER &
HRERFE, A HEMFEA Cloud Connector,

o EOIRRMNIER VDA, ERILUER MCS, BXFMER, ESREER MCS QIERMAES Linux VDA,

- MCS FZHENRS 28

o LUFINREER FARMANER Linux VDA:

TERIMAER VDA Lol ZEBIEEREMNAA R
3E SSO B33

M Azure Active Directory #1753 33
Rendezvous V2
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SEL: gIE—I=NIHENER
HR 3 Citrix Web Studio #eI2— M FEEEAHTENNZIHENBR. HEE, Linux VDA RZIFER X4
A ERZEENITENE R,

BT ENE RAMAM Linux VDA i+ BHIHE 2 5% 48 Windows VDA A& M. BXINAISEMXLEESEMF
AEVIRER, BFERCEITENERMERTENE R

BIEEE Linux VDA it BT BN B RISSEIG—LERS], #FiZ3iEFRT R Windows VDA it B SIETEN
BR:
o XTFIRERY, EIER:

- ZRERFRFET (ERTREAZRERGEE).
- RRERFRFKET (EATF VDI TARERMRE),
o BEZER—MHENERPREEA Linux #1 Windows VDA it&#l.
o BPER—MTENERHREMN T RN BN,
o REMAT NI ENZHEF Remote PC Access itEHER, RIMNZHITBENALIFZER.

AR

PHAMRAR Citrix Studio RZ#F “Linux B2ERS” WIS, B2, %% Windows Server &R SRS
BRERFENER T EAREHZRETEE, %ZF Windows REIRFRAAHKEIRIFRAENEF R TFE
AEHBEN—TAP MR,

I 2. QIBE—NEMSHE
EFARNRECERIMNGEN VDA, EFE—PSHEXHLUE VDA FMENRTENE FH, HA=z 4 Delivery
Controller #175383E, Linux VDA A3 ERASHXETMERSEENITENE R,
BRI M-SR, 357E Citrix Web Studio F=UTHE:
'
1z Citrix DaaS &1, Web Studio #fh “EEEE",
1. EREZFLIENTHENBER, REEREREPIEE BN,
2. HEEIMSERE L, BEERULIEIMSHE. ;E, EILUERELTFERRESHNEG ShE,
3. ERBRESTEMILE.

4. THHEDEIENSHE, FEREFE—IR2UEHREAEGRANR. HE, HESTERMREMAH,
CTX_XDL_NDJ_ENROLMENT_TOKEN_FILE Z2AFEIEER T VDA <X 4HEE,
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T 3. ZE.NET
B%.NET Runtime Z4b, EREZAL Linux VDA Z &1, EHAEFREZ M Linux £1THRFZLE.ASP.NET Core
Runtime, Amazon Linux 2 EEkk7 6, HMELITIREERRZS 8,

MREH Linux X1THREEFIER.NET ki, BEMRERPHITRE, ZN, EM Microsoft i@ E+HRE.NET. B
KiIFMER, 1§21 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers,

L% NET /5, 1&i51T which dotnet <& ERIEITIIEER,

RiERSHE, RENET Runtime Z#HIX#ERZ, i, WRH<SHL A /aa/bb/dotnet, 1EER /aa/bb £
F.NET 2SR 12,

B 4: T Linux VDA {46

1. #7% Citrix Virtual Apps and Desktops F# 51,
2. BI&hRaf Citrix Virtual Apps and Desktops,

3. BFAHBLUERK Linux VDA, #a0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions.

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. g2 Linux VDA #7418 Linux VDA THRA,

Downloads  txpand il sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

v Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)
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5. TH5ER Linux ZIThRIEECRY Linux VDA 23R4,
6. THHEATFRIE Linux VDA RE-E7=E4R GPG 2%H. fla:

Downloads cxpandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 2025
1.25 KB-(.zip} 8 Download File

Checksums
SHA 256 -3440f30920385£23944108316040 104

EfRARARIE Linux VDA REEHTEEM, BRITUATRE:
o XF RPM 848, BEETUTHLURAASNE RPM BiEERUNREERH ST

rpmkeys --import <path to the public key>
rpm —--checksig —-verbose <path to the Linux VDA package>

o 3F DEB B8, BETUToTURBAASNE DEB #iEEH UM EREERTEENY !
sudo apt-get install dpkg-sig

gpg ——1import <path to the public key>
dpkg-sig —--verify <path to the Linux VDA package>

HIE 5 223 Linux VDA 348

3 Linux VDA 1§ EIF 18, BT UTHS,
s#F Amazon Linux 2. CentOS. RHEL #1 Rocky Linux &17hfk:
AR
« 33F RHEL #1 CentOS, &% EPEL =&, SR 8EMIIEE Linux VDA, X% EPEL /Y
58, 15217 https://docs.fedoraproject.org/en-US/epel/ L1935,

« 7£ RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2 %% Linux VDA Z &1, 5% libsepol Zif- a1 8
HEIARZA 3.4 ST Sk,

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
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AR

£ GCP L EH RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £%&% Linux VDA &, LUIKMIEZTRESEFF, VM
EMBERRETELE Linux VDA, EfRIE, BEERER VM I E root BFZ, HHRIEES
U root BREMER VM, A, ZEHBH VM &, EERIaRETUTH<:

nmcli dev connect eth0
systemctl restart NetworkManager
3+F Ubuntu/Debian &1Thk:

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get 1install -f

=

« EJ Debian 11 Z1THRLEXBHIKFIN, 5% deb http://deb.debian.org/debian/
bullseye main {740%l /etc/apt/sources.list x4,

o 3¥F GCP £ Ubuntu 20.04, 528 RDNS, Hitt, &7 [etc/krb5.conf 9 [libdefaults] T
rdns = false 17,

3 F SUSE &1ThR:
1. x3F AWS. Azure 1 GCP £#y SUSE 15.5, BHAfR:

o EEAE libstdc++6 ks 12 B S kRA,
+ [etc/sysconfig/windowmanager $# Default_WM 2#3&E% “gnome”,

2. EHBTUTE<ERE Linux VDA:

zypper —-i install <PATH>/<Linux VDA RPM>

%1% 6: %% NVIDIA GRID 01

BF HDX 3D Pro EXREEEMHEIEZRFH VDA 1+EH] %% NVIDIA GRID Ezpi2F.
EERTERIWEERERF L2 RMEE NVIDIA GRID & GPU &8s (ENIRIER), BSRUTER:

« Citrix Hypervisor
« VMware ESX
+ Nutanix AHV

ELEMEE NVIDIA GRID RE VM IE=pigr, BHITTENENSE:

1. HREE VM BXiF,
2. FEMNEREFERERT, B VM DE—1 GPU.
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3. BE VM,
4. VM ERERE VM EKihigrr.

SRT. EEBRERNBUIERE

%% Linux VDA 85, aTLliEid4RiE [etc/xdl/db.conf RisEEFAM SQLite = PostgreSQL,

Ak, EEETT sudo [opt/Citrix/VDA/sbin/ctxinstall.sh 5 [opt/Citrix/VDA/bin/easyinstall > 84518
Jetc/xdl/db.conf,

AR
o FAEINERT VDI = A SQLite,
o W FRMLEFM MCS, &EaLLIEEF B SQLite 5 PostgreSQL, MA MK Fohe i, BRIEEL

[etc/xdl/db.conf F17i5%E, &N Linux VDA BiAfER PostgreSQL,
Ay LUfER [ete/xdl/db.conf B2E PostgreSQL #IimAS,

TR 8. BITEMREREEIFREMN VDA LITTa R

L% Linux VDA %585, A ctxinstall.sh HZkEREIZ1TIFE,

AR

HREBITNIRREZE, BREEEENRERFAPLET en_US.UTF-8 XIFigE, MRZXIFILETT
BHRERLT AR, 15517 sudo locale-gen en_US.UTF-8 &5 %, 31T Debian, B EUHE IR #
en_US.UTF-8 UTF-8 173k4R4E [etc/locale.gen xxff, 7A/5i=1T sudo locale-gen &%,

ctxinstall.sh

ctxinstall.sh ABMREHA, BFHIT-LEMEENLE VDA EITHIREE,

o 38 root AP A LUETTILLAIZAR,
o BMREMH /opt/Citrix/VDA/sbin/ctxinstall.conf fEREEREXHFRIZE. RENRS EENFREFET

BME, BNBIEFRDIEER (ctxinstall.conftmpl), AEBEXBIM ctxinstall.conf, ExeIZE
BN, BEERUTE—AE:

- @i &% Jopt/Citrix/VDA/sbin/ctxinstall.conftmpl Rk X 4 H 3§ H 5 77 5 /opt/Citrix/VDA/s-
bin/ctxinstall.conf,

- @idizfT ctxinstall.sh, #&izfT ctxinstall.sh B, EHENESREL /opt/Citrix/VDA/sbin/ctx-
install.conf &,

o BMRRNEIFRRLIET. RREETNE. RE, HEE. REMWIL.
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« TIL7E /var/log/xdl/ctxinstall.log Ak 2t A AR 14015 B

BXFMEE, BEAEB®S ctxinstall.sh -h,
AE:

o BES/IIRRN, HIRI2E root AP 8EiREX [opt/Citrix/VDA/sbin/ctxinstall.conf, E %
FREEER IR BRI AL,

o E1E Linux VDA = #iB% Jopt/Citrix/VDA TSI, FEITEIVEEEE VDA Zai&% [opt/Citrix/V-
DA/sbin/ctxinstall.conf.

FIUER BEEAH LR AER TIE1T ctxinstall.sh, EEITIZMAZ AT, BIRBEUTHRRES:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n' - 2FFitEMA
Ho BIAMER No MTRMAENTR, BEHIRERN Y

o CTX_XDL_NDJ_ENROLLMENT_TOKEN_FILE=" <path-to-token-file-on-vda-machine> - &
ARMREERIMANGN VDA, EEE— SR VDA i/ 2 Delivery Controller B9t BB R
., BLRFEEET—ITLZ2UBEHFEEAERIENR,

« CTX_XDL_VDI_MODE=" y|n’ - ¥iHBENEENEAKAERTRE (VD) FRAELZREXTHE, 3¢
F HDX 3D Pro 1%, RiZERERN Yo

« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA 3#5 HDX 3D Pro, X2—4 GPU MR, SEftit
EE R AR M E ML KT, ME%EET HDX 3D Pro, MEH VDI =@ (#2355 @EE VDA (B
CTX_XDL_VDI_MODE=" y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEHETMEERE Linux VDA RS,
+ CTX_XDL_REGISTER_SERVICE=" y|n’ - EEzhitEHN/EREE Linux Virtual Desktop AR%S.

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA BR$E R # i N\ EZET R 40 A,
ERIER G ASEFR EE 7 Linux Virtual Desktop FTAFrEIRO (2RIAE%0 80 7 1494),

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - i T EE S iFHFEHN
GNOME . GNOME Classic 5 MATE £EfiR. MENEEETE, NEAE VDA LRENBRARH.

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/kde/mate/xfce/’ <none> ‘- g
EEESIERFEAMN GNOME. GNOME Classic. KDE. MATE = Xfce SEFiE, MBHHIEZEN ‘<none>
 MEEERTE VDA LECEMBIAET. AR CTX_XDL_DESKTOP_ENVIRONMENT T2 EESIE
PEANRETR, SEAILETIETHSHFERRARBERENREZEE. BXEAEE, BESRSEY)
mamLMASIERE,

« CTX_XDL_DOTNET_RUNTIME_PATH=" <path-to-install-dotnet-runtime> - %3 NET LIz #F
##9 Broker RIZARSS (ctxvda) MER1R. BRUIARRRA ‘Jusr/bin’,

« CTX_XDL_VDA_PORT=" <port-number> - Linux VDA ¥:&i2 TCP/IP ixsO5 Delivery Controller
‘i,
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TERRR BEAXEER TE1T ctxinstall.sh Bk, EEBAT -S EHA sudo [opt/Citrix/VDA/sbin/ctx-
install.sh %<, ASSITRANSEMETHUABNEXNTEE, NRBLKRETTE, ctxinstall.sh SEREH
ik, UBAEREESEHRITER.

TRTEY GELRFERT, ¥7ER [opt/Citrix/VDA/sbin/ctxinstall.conf S HG SIS BERENTE, 2~
&, #&&1T ctxinstall.sh -S (FiE, A FE S hATFH), NMRKEEFMEVETEHEREETHR, NERiE
BINE, BN ctxinstall.sh EFEH 1T,

MREXNEH#ITIZE, SINTENSHEEEZ [Citrix/VDA/sbin/ctxinstall.conf (&, EHEHFREEIRE
7z [Citrix/VDA/sbin/ctxinstall.conf &,

export CTX_XDL_NON_DOMAIN_JOINED="'y'

export CTX_XDL_NDJ_ENROLLMENT_TOKEN_FILE="'<token-file-path>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|kde|mate|xfce|'<
none>'

export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT='<port-number>"

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh -S

iZ1T sudo RS, BN -EEMLUKNERET2FBLHIRMNHF shell. RITBWNEEATENGSHME
#1/bin/bash {ERHE—1TREIE shell BA

HE, EAUEAR T IEEREEE,
Zi%E VDA BTIHFREE (W CTX_XDL_ FFkMEE), ErLUET ctxinstall.sh-s (53R, dtF8 s A5

F8),

S 9: 517 XDPing

EizfT sudo /opt/Citrix/VDA/bin/xdping L&®E Linux VDA MBEENELEERE. GXi¥4
1%-% ) 1@’%@ XDPlngo

$1% 10: =17 Linux VDA

/Bsh Linux VDA:
B35 Linux VDA BR3:
sudo systemctl start ctxhdx.service

sudo systemctl start ctxvda.service
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{21k Linux VDA:
Z{21k Linux VDA BRSS, iEHITIAT#RME:
sudo systemctl stop ctxvda.service
sudo systemctl stop ctxhdx.service
AR
7£121E ctxvda 7 ctxhdx RS2 81, 15517 systemctl stop ctxmonitord &< LUF IS MRS SFPIER.
BN, SRS TIFERREEN B EELENRS.
=250 Linux VDA:
E#Esh Linux VDA RS

sudo systemctl stop ctxvda.service
sudo systemctl restart ctxhdx.service
sudo systemctl start ctxvda.service
17 Linux VDA RS
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda.service

sudo systemctl status ctxhdx.service

SR 1L SIEAMA

IERZTAMAMES Linux VDA itEHBIHEN B RHiZES Windows VDA i+ EH/LFERE. BXINETEMIXLE
ESHNEMFAERA, BEELEZ T,

8 &8 Linux VDA it BH1 B R ZTAN SEIGIA T RS

o WRFTE AD BRAAEEHREE, BeBERE Linux VDA itEH,
o BOARESHEIEN (BER) AFRER.
o BEPNERMMGEFRNEE Windows ItEHNITENER.

HE:
Linux VDA 1.4 REERAZiFLHENAIER, B2, Linux VDA A SEM N BIZFE R AAERNITEN.

BXRNAIERTENE RMNRGANEE, 1§25 Citrix Virtual Apps and Desktops 7 2407,
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&/ Machine Creation Services (MCS) ¢/ Linux VDA

August 21, 2024

BILAER MCS UM T MK MNIER VDA, nREH87E Citrix DaaS HEIZRMAER Linux VDA, ZEFRIIUS
ZEINXEFA MCS IERIMAED Linux VDA,

BE:
THEEH 2212 RN EEEN:

o Jetc/xdl/mcs/mcs.conf etz st GUI £AYiX— AD_INTEGRATION ZTEFRBHEIIAME, DA
REFERE—ME. BXFAREE, BSRAEXHNTSE 3h: BE MCS TEH5,

« /etc/xdl/mcs/mcs.conf 789 UPDATE_MACHINE_PW £ BEMERETBIZE N enabled = dis-
abled, MRIEEANY I N. BXFMEE, BSARFHEHERITHENMKF B

SRR ITHR
Winbind SSSD Centrify PBIS

Debian 12.5/11.9 2 = = =
RHEL 9.4/9.3/9.2 = = = £
RHEL 8.10/8.9/8.8 =2 = = =
Rocky Linux = = ES £
9.4/9.3/9.2

Rocky Linux = = B &
8.10/8.9/8.8

SUSE 15.5 = = ES =
Ubuntu 22.04. z = £ =

Ubuntu 20.04

o Citrix LT Centrify fRA1E#83% Linux RIThR L3 THIATHREIRIE :

Linux %17hR Centrify fRas
RHEL 7/8 5.8.0
SUSE 5.7.1
Debian. Ubuntu 5.6.1
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EREAMRRZAH Centrify ATAERSHEIMEIR, B706EMA Centrify SRR ENMAZEIFHH,
* WNRESER PBIS 3¢ Centrify 3 MCS U289+ EHMAE Windows 35, iE5EmUTES:

- EERITEN L, 7 /etc/xdl/mcs/mcs.conf X#FEE PBIS 5 Centrify S B TH K EZE
FEFRE PBIS 5 Centrify Z .

- #3817 /opt/Citrix/VDA/sbin/deploymcs.sh Z#i, EeIE—NALEM (OU), Z4
NBMXNEEME MCS 8IZITENAEBEE NMZBEEN R,

- &£ /opt/Citrix/VDA/sbin/deploymcs.sh emziTRERBH MCS SIZITEN 281,
EIRIBEREBEE Delivery Controller g Citrix Cloud Connector EizfT klist -11 0x3e4
purge.

o BFERYUFIEEEITHMER SSSD EiZ2EM RHEL 8.x/9.x 3 Rocky Linux 8.x/9.x VDA £ MCS BI&iR
VM, EHafR:

- VDA BFHREN, MARBIRNTERRZEN, BNREFERIEATF RHEL 8.x/9.x # Rocky Linux
8.x/9.x 89 Adcli, M MCS Rz#F SSSD #1 Adcli 4 &,

- Samba R 2_EE AER SSSD #1T AD HH 51, BHXFMES, E55 Red Hat XZE, MitH
https://access.redhat.com/solutions/3802321,

RXFFHEN EEEF

« AWS

« XenServer (UAgi#rA Citrix Hypervisor)
+ GCP

+ Microsoft Azure

+ Nutanix AHV

+ VMware vSphere

MREZRER N EMNEEEF DOMIEMEDEEERF DESTRE, FJRSHRABINGSR,

£ MCS 2 Linux VM
FEEM

o B 2203 WrAiE, &ERILUTE Microsoft Azure. AWS #1 GCP L3 Citrix Virtual Apps and Desktops LU
Citrix DaaS (LLgi#rA Citrix Virtual Apps and Desktops BRs3) #£& Linux VDA, B XENG=ENE
EARMEER Citrix Virtual Apps and Desktops #iE#+, EEE Citrix Universal &%= (HMC, Citrix
Universal Hybrid Multi-Cloud) # 73,

o FEFFRRBENARSS 25 MCS & LIBIZERIML.
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({XFE Nutanix) £ 1: LEH#:34 Nutanix AHV &4

M Nutanix 538EX Nutanix AHV f&fEE, &/ Citrix Virtual Apps and Desktops IFiEFRREH EMZES. &
XEMER, 1ESE Nutanix 257 igdey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix

Acropolis MCS &R %£18/)

$1% 1a: 7 Delivery Controller 22714t Nutanix AHV i#fF % Citrix Virtual Apps and Desktops

&, #%#FFH1E Delivery Controller %% XD MCS AHV #Eft,

15 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard

Setup Type
Choose the setup type that best suits your needs

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
L

(C)PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
-

< Back Next >

X
7
“

NUTAML

Cancel

$ 1% 1b: 5 =% Delivery Controller = 3 3 3+ it Nutanix AHV & &R H R E A F Citrix Cloud
Connector B9 CWA MCS AHV #&f4, 7Em@ Citrix Cloud #3EM#9FR A Citrix Cloud Connector &2, A

f& Citrix Cloud Connector 788 AHV IER TRIZRMAE, W4F5EM Citrix Cloud Connector,

TR 1 RE/BHRTRUATIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.058l27T Nutanix Acropolis 323,

« &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins

.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins

\CitrixMachineCreation\vl.0.0.0"

AA
AR ~o

« 7£7<#h Delivery Controller E&#i/E5h Citrix Host Service. Citrix Broker Service # Citrix Machine

Creation Service, 5{#7£ Citrix Cloud Connector L E# 25 Citrix RemoteHCLServer Service,

e

HANBWNEERELEH Nutanix AHV &S Z 1 H Z# B Citrix Host Service. Citrix Broker

Service #1 Machine Creation Service,
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SR 2: BIRENMEE
FESAREMIRA T IALIES Azure. AWS. XenServer (LLai#rA Citrix Hypervisor). GCP. Nutanix AHV
1 VMware vSphere B9EMEE,

AR

s F 7 Delivery Controller, &tEas# Citrix Studio FERERE > 5 > HINEEMZRUIEENIEE,
st F= Delivery Controller, &7 Citrix Cloud EMETF Web 89 Studio =4I & RIZZFEIE > 118 > Hi&E
BEMZIR AR N ER,

BXRFMER, 1527 Citrix Virtual Apps and Desktops Xt4rhEy bl Z M EIRIEZMZ R IR Citrix DaaS i
M EEEE.

« 7£ Citrix Studio eI 5 Azure BEHERE

o 1£ Citrix Studio FelES5 AWS BEHER

o 1£ Citrix Studio H8I#5 XenServer HEWNEE
« 7z Citrix Studio Hel25 GCP syEH &k
« 7£ Citrix Studio 1¢I5 Nutanix B9EHE#E
« 7£ Citrix Studio 1¢I5 VMware B EH&ERE
7z Citrix Studio 825 Azure M &R

1. x¢F s Delivery Controller, &t Citrix Studio HFERFRE > 118 > RIERZMERUCIEENE
#. T = Delivery Controller, &7 Citrix Cloud EMETF Web # Studio £HIaHERERE > £E >
ﬁf]l] l_}%*l] AR LX@'J LEE*HLEO

2. ERIEENZRERASS, %% Microsoft Azure tEREEZE
3. #%#F “Microsoft Azure” {EfiEiEZay,

4. ASKSISETHE T NEH. BFERNARBTIRTINEEZELE, TlE—TZE, BEET—F, HREAHE
BUUAL. BXRFEMER, BFSRAEH MCS gIEFRIMNEE Linux VDA —XXHMFSE 2: SIREHER,

7z Citrix Studio 825 AWS HENERE

1. sF 4 Delivery Controller, i&fEZ#E Citrix Studio FERELE > 1T > HINEZEMZRUCEENE
%, 3¢+F = Delivery Controller, 357 Citrix Cloud ERET Web &9 Studio 5% A iR EIE > 1E >
AIMEEA RS2 ENERE,

. ERIMEENARAST, %% Amazon EC2 fEREEZE!,
40, 7EAHs Citrix Studio &
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Studio

Connection
VM Location
Metwork

Summary

Connection

() Use an existing Connection

|awsec? -]

@ Create a new Connection

Connection type: | Amazon EC2 | = |

Your cloud administrater should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.
APl key: | |
Secret key: | |

0 Learn about user permissions

Connection name: | Example: MyConnection |

Back

3. AN AWS tkF B9 API ZEAMER, ARRNEREZZT,
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Add Connection and Resources

Studio Connection

Use an existing Connection

awsec2 =
Connection
®) Create a new Connection

VM Location
Connection type: Amazon EC2 | = |
Metwork
Surnmary Your cloud administrator should provide the following information.
Import keys file: FRLTE ] Use a file to
2 AP key

AP key:
Secret key:

) Leam about user permissions
Connection name: | Example: MyConnection

Cancel

APl ZARERIHREA 1D, RAREHNMELRNER, XERARAAANEAN. MREEKTHEHDET
A, WALk ZiARZRH RS —MERER. BeRiAREN, BHRITUTIRE:

a) BFAWS RS,
b) SMBISHAIHANER (IAM) I=HIA,
1 EAMSMERSD, ERAF.
C) EEBEMARHR TARMLHILER S EIRET,
d) mTRHEENRIFANEH. WEEER—MHED.
e) BEHTH.csV XHHBEHRAEHRED —IPRENMIE,

4. ASFSISEERETNE. RERNAABBATIMEEREE, TRE—NZE, HEFT—F, HEELERE
oAk,

7£ Citrix Studio 1¢I5 XenServer HEHEiE

1. 3¢F7s3th Delivery Controller, &7t Citrix Studio FEREE > & > RINEZENRBREUSIEENE
1%, 3¢+F = Delivery Controller, &% Citrix Cloud ERSET Web &9 Studio &% & hiiF EIE > & >
A IEREF 2R IR ENERE,

2. EAMEFENERRASS, EEELBFEGI%ERE XenServer (LUFi#rA Citrix Hypervisor).
3. SEEEEHE (XenServer URL) F1E4E,
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4. WNERBT,

£ Citrix Studio F6i25 GCP WEHEE IRIE Google mim ¥ & EIMLINEIRBEH GCP 18, ARBTMIMUT
SRLSIES GCP EMESE,

1. 33F7s3th Delivery Controller, i&7Eas#t Citrix Studio FIERERE > & > RINEENRBEUSIEENE
#. 3F= Delivery Controller, &7 Citrix Cloud EHETF Web 19 Studio I=HlaHERER > {£E >
IMEREMZ RS ENEE.

2. ERIMEENZERDST, %1F Google minTAIEAEREAE
a0, 7£ Citrix Cloud EHETF Web 89 Studio &I &

Add Connection and Resources X
(D) connection Connection
@ Region Use an existing connection
@ Network
@ Scopes @ Create a new connection
Zone name:
@ Summary

Connection type:

Google Cloud Platform

Service account key:
mport key.

Service account ID:
Connection name

Create virtual machines using;
(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other tools

7

D) )

3. 8 GCP kP BIBRSS 1K S ZRHBNERE R o

4. ASKSISETHE T NH. FERNARBTIRTINEEZELE, TlE—TZE, BEET—F, BRERE
BoUALL, BXREMER, BESRAEA MCS gIERIMAEL Linux VDA —XXHHSE 2: SR ENER,

£ Citrix Studio #6)#5 Nutanix B9EHEE

1. 33Fith Delivery Controller, i&EZ#h Citrix Studio FEREE > 118 > FNEZENERUCIERENE
#. T = Delivery Controller, &7 Citrix Cloud ERETF Web & Studio FHIaPERERE > £E >
AIMEEMZ RS ENERE.
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2. ERIEENZRERSPERITE LEE Nutanix AHV fERERRE, AREERIMEEREF L. £iE
URGERE SR, EMEIEL, EEATRITHNE.

5140, 7E4<#h Citrix Studio &

Add Connection and Resources

Studio Network

Name for these resources:

The name helps identify the storage and network combination associated with the
connection.
Summary Select one or more networks for the virtual machines to use:
Name +
INTERNAL_1
VM
Back | [ Cancel |

7z Citrix Studio 8/ 5 VMware s E#%E#
1. 7£ vSphere Ffigh#&# vCenter Server, BXIFAER, E8R VMware vSphere,

2. 33F 7 Delivery Controller, i&7EZ# Citrix Studio FIERELE > T8 > FILEEMZRUIEENZE
#. 3¢F = Delivery Controller, &7 Citrix Cloud E89EF Web 8 Studio EHI&FEREE > HE >
ARIMEEN RSB ENEE,

3. % VMware vSphere fEREZAE,

flgn, 74y Citrix Studio
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Studio

Connection

Storage Management
Storage Selection
Network

Summary

Connection

() Use an existing Connection
RanConnection -

(®) Create a new Connection

Connection type: I [VMware vSphere® = ] |

Connection address: | Example: httpsy//vmware.example.com/sdk |

o Learn about user permissions

User name: | Example: domain\username |

Password: | |

Connection name: | Example: MyConnection |

Create virtual machines using:

@ Studio tools (Machine Creation Senvices)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

4. g2 VMware tk P p9iEiE#E (vCenter Server URL). G EIRFEIER TR,

Studio

Connection

Storage Management
Storage Selection
Network

Summary

Connection

() Use an existing Connection
RanConnection -

@ Create a new Connection

Connection type: [VMware vSphere® k.4 ]

Connection address: | Example: httpsy/fvmware.example.com/sdk |

o' Learn about user permissions

User name: | Example: domain\username |

Password: | |

Connection name:

| Example: MyConnection |

Create virtual machines using:

@ Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next |
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T3 AEEE

(LERATF XenServer) £ 3a: %% XenServer VM Tools 7E#&#R VM %% XenServer VM Tools, L&
&1 VM #{EMH xe CLI g XenCenter, BRIFREXLET R, BN VM EREATRERRIE, MNREGEXLETHR, TiEHR
FATEERE:

o WIRXH. EFBHTIERE VM,

« 7£ XenCenter HZ&E VM MEELIE.

o FRETETHVM (@Z XenMotion),

. QIBMBSFENE (ER) HIRE, UREREIMRE,
o FEIEFEBTTH Linux VM EiEE vCPU %,

1. RIBEEFEANEMNEEREZEFRZE, M XenServer T#E Timax Citrix Hypervisor FTHTIE T HERAT
Linux B9 XenServer VM Tools 1.

2. ¥ LinuxGuestTools—-xxx.tar.gz X#EHIF Linux VM g Linux VM =I5 HIHZIREHES,
3. fRIE tar XHFMARA: tar -xzf LinuxGuestTools—-xxx.tar.gz
4. HRIBEM Linux 21ThR, BITUTH<SRE xe—guest-utilities Bfa,
3¢F RHEL/CentOS/Rocky Linux/SUSE:
sudo rpm -1i <extract-directory>/xe-guest-utilities_{

package-version }
_x86.64.rpm

33F Ubuntu/Debian:

sudo dpkg -1 <extract-directory>/xe-guest-utilities_{
package-version }
_amd64.deb

5. 7£ XenCenter R E AT £ L EEIR VM BEIMEIRES. NREHZET XenServer VM Tools, M
MRS ERBEM K.

41 3b: 7£ AWS. Azure 1 GCP L1183 SUSE 15.5 WEtE 33 F AWS. Azure #1 GCP £#9 SUSE 15.5, i&Hf
=:

o EERNZE libstdc++6 hids 12 RES AR
+ [etc/sysconfig/windowmanager +1) Default_WM £#i&E% “gnome”,

$1% 3c: 7£ GCP £ Ubuntu 20.04 2/ RDNS &R VM L, & /etc/krb5.conf 89 [libdefaults] TR0
rdns = false 17,
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H8 3d: EER VM %% NET 70 Linux VDA ##4+a
AR

EFEAYFIEEEITH VDA (EAER VM, BRSSP 18, EFRYFIEEEITHER SSSD EiE g RHEL
8.X/9.x 5 Rocky Linux 8.x/9.x VDA {ER#ER VM, EHR:

« VDA BFHHREN, MARBIBEMRERREN, BMREFHIEAT RHEL 8.x/9.x #1 Rocky Linux
8.x/9.x #y Adcli, i MCS R3z#f SSSD #1 Adcli HI4H &

« Samba RS 2REE FEM SSSD #17 AD BHKIE. BEXFMEL, 51W Red Hat X &, Miuta
https://access.redhat.com/solutions/3802321,
£&% Linux VDA M8 250, B7EEIIR VM ERZENET HERUTEI

o B&.NET Runtime Z4b, EREHFAHK Linux VDA Z &1, BHRERBEZZHHN Linux 1T %% ASP.NET
Core Runtime, Amazon Linux 2 EEhk7x 6, HMELITHREERRZS 8,

o MRMEH Linux RITHREEFEMN.NET liids, iEMABRP#HITRE, T, EM Microsoft R EIREF
ZENET, BXFMER, iH2E https://docs.microsoft.com/en-us/dotnet/core/install/linux-
package-managers,

RZENET /3, RIBEN Linux RITARETTU T a<LIRE Linux VDA:

33F RHEL/CentOS/Rocky Linux:

} =

AR

#£ RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2 £%% Linux VDA Z&i, &% libsepol # 4 EE#iZIkx
7 3.4 HEBARA.

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
3tF Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
xF SUSE:

sudo zypper - i install <PATH>/<Linux VDA RPM>

(1%PR RHEL 7) % 3e: BRFMEEURE tdb-tools X4-& 33F RHEL 7 fR552:

subscription-manager repos —--enable=rhel-7-server-optional-rpms

xfF RHEL 7 T{Euh:

subscription-manager repos —-enable=rhel-7-workstation-optional-rpms
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S 3f: (VPR RHEL) REmTLURME ntfs-3g 19 EPEL %=f&%F £ RHEL 8 L%% EPEL =FfifFE. BXxilfARE
EPEL 89158, 1205 https://docs.fedoraproject.org/en-US/epel/ LiR#tA9i5RER,

S8 3g: ((NERT SUSE) Fahz# ntfs-3g 72 SUSE F& L, FraTFfaFEaiTRE ntfs-3g. THERERDE, &HiF
HFRRE ntfs-3g:

1. %% GNU Compiler Collection (GCC) HiZBRALHIBUHERIZEN:

sudo zypper install gcc
sudo zypper install make

2. T# ntfs-3g #Ha,
3. fRIE4E ntfs-3g Wik a:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz

4. A ntfs-3g RFEMERE:

sudo cd ntfs-3g_ntfsprogs-<package version>

5. &% ntfs-3g:

./configure
make
make install

3% 3h: BEBEANLKIEE RE Linux VDARMGEE, ErILUTE SQLite 5 PostgreSQL Zialtit, Alt, &
FER A TSR

=3

AR

BABWENUE SQLite ATF VDI 3L, ¥ PostgreSQL AFREHAZESERTRE,

T F R REM MCS, &7 LUIEE £ A SQLite = PostgreSQL, MA MK F iR, bRrIFEM
[etc/xdl/db.conf 5175%E, &N Linux VDA BiAfER PostgreSQL,

o WETLifER [etc/xdl/db.conf E2E PostgreSQL MO S,

1. 517 /opt/Citrix/VDA/sbin/ctxcleanup.sh, MIRZ2eHRE, NEKILSE,

2. EEEfTdeploymes. sh #igeig /etc/xdl/db.conf,

SE3i: BEMCS T8 [&E MCS TEFERHAE:

o 418 /etc/xdl/mcs/mcs.conf xxff.

o FRABNMETE GUl, BITARMEE GUI, BEEM Linux VDA MEEIFEHIEIT /opt/Citrix/VDA/
bin/easyinstall &%,
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Easy Install

= Easyinstall
Check Enwironment
Install Dependencles © Domainjoined Non-domainjoined

Join Domain USE_AD_CONFIGURATION_FILES_OF CURRENT VDA
Configure Runtime Variables

Load Save

This variable determines whether to use the existing AD-related configuration files
Finish (fetc/krb5.conf, fetcfsssd.conf, and fetc/sambafsmb.conf) of the currently running
- MCS VDA,

Ho = #

DMN5S_SERVERS

This variable sets the IP address for each DNS server. You can set up to four DNS
SErVers

e e

NTP_SERVER

This variable sets the IP address for your NTP server. Unless otherwise specified,
it's the IP address of your domain controller,

Linux distribution: Ubuntu Linux 18.04

e

BEREREERERFIIEEREZE TR AR, BENHNEEENXHMRTERE,

TERERTUARMANSMNEMNENTREEN MCS TE:

o ERFTRIMNENZR
AUERARAERENERETEAEXEE (FE):

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
DESKTOP_ENVIRONMENT=gnome | mate
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE=Y|N

o EATEMANEBTR

- Use_AD_Configuration_Files_Of_Current_VDA: MEREERA UM EEETH
VDA BILE AD #8XEEX# (/etc/krb5.conf. /etc/sssd.conf#l /etc/samba/smb.conf), R
REBAY, MCS eI EN AL E XRS5 ST EEEiTH VDA EMENXHIER. B2, EINAYL
MECE dns M AD_INTEGRATION Z£., RIMEAR N, XEKE MG EWREERAFTHE MCS
BB BN ENEREX . BERYUNELEITH VDA fEARIR VM, BEEZEIEER Y. BN, 5%
HigEH N,
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- dns: i&BES DNS fRS32:8 IP ik, ERZATLUSE A DNS ARS8,
- NTP_SERVER: igE NTP fRS32309 |P tthhik, FRIESITUHLER, BN ZthbZEAvISHIEHIZRAT [P sthit,

- WORKGROUP: ¥ TFHRIMKENEE AD FEER NetBIOS ZFF (KD KNE). B, MCS K fEMAE
B EREIENENE ZENBIMERTIEEEM, Fii, WRITENKF 5 userl.lvda.citrix.com,
MCS %/ lvda fEATEERHR, M citrix 2EMRER. BSBERILE TIEAZTR,

- AD_INTEGRATION: &% SSSD. Winbind. PBIS = Centrify, Bx MSC %## Linux £1ThR
FBIINNTENFIR, BEBIRAEXPHLIFNEITR.

- CENTRIFY_DOWNLOAD_PATH: &&TF# Server Suite Free (LL#i#F7 Centrify Express) #%
HEmMEER, 8% AD_INTEGRATION Z2i&EXH Centrify B, ZEASEHK.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i€ & T # Centrify Samba it G i&ZE. REK
AD_INTEGRATION Z&igEX Centrify B, ZEAREX,

- PBIS_DOWNLOAD_PATH: & T# PBIS R EMEEZ. RBEF AD_INTEGRATION ZEigE
7 PBIS B, ZEASEN.

- UPDATE_MACHINE_PW: BRsZRAEMEMITENKAZL. AXEAER, BEREMERIT
B 2D,

- Linux VDAERCBZTE:

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
DESKTOP_ENVIRONMENT=gnome | mate
SUPPORT_DDC_AS_CNAME=Y | N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none>’
LDAP_LIST= list-ldap-servers’ | ‘<none>’
SEARCH_BASE=search-base-set| ‘<none>’
FAS_LIST= list-fas-servers’ | ‘<none>’
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

(Ai%) $& 3j: EAREH MCS Wi RE EERITENL ¥HSTHME /etc/xd1l/mes/
mcs_local_setting.reg XHURBEZFESANXEFEIMRE, IR ERIRH EHIEFRIGERE MCS FRED
WItENSREN RN AR,
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/etc/xdl/mcs/mcs_local_setting.reg Xt E—THRATREREF IMREN—1 %
<L

flgn, ERILUEU T a<TARmel /etc/xdl/mcs/mcs_local_setting.reg s, URNEANBE
WoEfRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0
Xx00000003" --force

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "Ox00000003"

AE

Eigeh MCS Big B, &AILUREE /etc/xdl/ad_join 1 /etc/xdl/mcs/ FHISXH, BZE1E4R58 /var/xdl/mcs
TEYERIN o

SIR 3): SIEEMA

1. ((WERATF SSSD + RHEL 8.x/9.x & Rocky Linux 8.x/9.x) i&1T update-crypto-policies --
set DEFAULT:AD-SUPPORT &%, AREMBER VM,

2. MBRE@ESEE /etc/xdl/mcs/mcs. conf BE MCS T E, i&iafT /opt/Citrix/VDA/sbin
/deploymcs.sh, MBEFER GUI BZE MCS T &, FREHE. 1 GUI LBHBER, 7 GUI LigE
NTEEBEEEE /etc/xd1l/mecs/mcs.conf XEHIFENTE,

3. NRFERAYFIEIEITH VDA fEREIIR VM, BWNMRIARMNENZS, BRSPS E, ) F&EiR VM L,
ENEESERUEEXSENAE VM EMEX /etc/krb5.conf. /Jetc/samba/smb.conf #
/etc/sssd/sssd.conf xff

34 F Winbind B, #E#H /etc/xdl/ad_join/winbind_krb5.conf.tmpl f /etc/
xdl/ad_join/winbind_smb.conf.tmpl #ix.

FF SSSD AR, EEH /etc/xdl/ad_join/sssd.conf.tmpl. /etc/xdl/ad_join/
sssd_krb5.conf.tmpl#l /etc/xdl/ad_join/sssd_smb.conf.tmpl #ik.

33+ F Centrify AP, 8% /etc/xdl/ad_join/centrify_krb5.conf.tmpl# /etc/
xdl/ad_join/centrify_smb.conf.tmpl #i&,

AR

BREERXEIEANNERIHAEETE, fW SWORKGROUP. SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

4. RIEEERNAEREIZRIREHIREHBE.

+ (EMT XenServer. GCP 1 VMware vSphere) 7£i&ix VM ERENAREFHXARIR VM, Al
Han B EMREGERIRE,
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« (EAT Azure) EiER VM LRENBIEFE, M Azure TJFXFAER VM, HFEER VM BERRES
71 Stopped (deallocated) (Ef=1E (BEGERE)) . BIELABERARI, 7 Azure LEREME

= T
MU R EIZ BT,
*» Comnect P Start @ Rtz M Siop | & Capture  =» Move [ Delete L) Refresh
Resource group (change) Computer name
mcs rhel-sssd-temp

Status
Stopped (deallocated)

Location
East Asia

Subscription (change)

« (EAT AWS) TR VM &M AERE, M AWS EC2 T1P XFRIR VM, #fRiER VM EIRRES
AEEL. ARBEEER VM, AEEFRE > ¢I2RG. BAEEHREFTEHRTIRE, BHEIERE,

Create Image X

Instance ID i-011€
Image name

Image description

No reboot
Instance Volumes

Volume Delete on

Type DE,V el Snapshot (i S”,:e 12k Volume Type (i) 10PS (i ThroughPul Termination Enrcrypied
a i = i - ~  (mBIs) (i) G @
Root Idevisdal ggap- 40 |General Purpose SSD (gp2) v| 120/3000 N/A & Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RECECINENE

+ (AT Nutanix) 7£ Nutanix AHV L, xR VM, eIEHHE EMREGRIRE,

=

=W

HHTE Acropolis REBZ#RETIN_E /148 XD_ 7 #E7E Citrix Virtual Apps and Desktops # &R,
RIBEEREA Acropolis i A EGmERE, EGZREBE, EMREIEERASURERIFE
IR,

(33F GCP) S % 3l: 7 RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x FEE U AMERE 7 GCP &M RHEL
8.x/9.x #1 Rocky Linux 8.x/9.x £&% Linux VDA [, LIKMIEERIRERMTT, VM EFBsIERIGET A TAIA Linux
VDA, EffRILER, BEEERER VM BIEE root AFED, HIHERIEEBL root BREHER VM. G, 8
MEMVME, ERHlaRETUTHS:

nmcli dev connect eth0
systemctl restart NetworkManager
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TR4: SIRHBENAER

7z Citrix Studio 3% Web Studio &, SIZIHEHBRHEEEEERTEIEN VM BE, IBHTENERN, B%EF

TR ERGEH TR T EI

« 72 Nutanix J#5#) Container (A238) WAL, EEEZFINRR VM IEENE S,

« SIREERREREFAKITBENNERN, SHRKEALRTE, FZNEY, BIURERFSRERNEL

Eft4.

Machine Catalog Setup

0 Intreduction
° Machine Type

.j:gj.
0 Machine Management

@ Desktop Experience

@ Master Image

@ Storage and License Types
@ Virtual Machines

(&) nis

@ Disk Settings

. Resource Group

@ Machine ldentities

@ Demain Credentials

@ Scopes

WEM
Optional

VDA Upgrade
Optional

@ Summary

& «B

Desktop Experience

Which desktop experience do you want users to have?

| want users to connect to a new (random) desktop each time they log on.

| want users to connect to the same (static) desktop each time they log on.

EREAENEL, ERUT®ERZ—!

- APESRERNYIERE TN (FEN) KE.

- APSRERNERER—

(BE) RH.
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INREFFE—NET, APNKERMOIESISRER 3FKA).
NREERE " BHER MCS RMECTEN, SR LN IER P X K BRI EHTEE

- EAMEE FRERFNKERNENR (KA.
- FRFIENEFARESGIEREMEE (EkA). MRECEHANEAFRMEKE, HEFIED,

o EMEEXAMITENN MCS BRHNEMER, FINEIZERNEMHITENBEERENGNRG, i
TERIT B A S RIA TR B,

BXFMER, 5587 Citrix Virtual Apps and Desktops x#4#0 Citrix DaaS X#4Hpy “iHEHNBEREE
AR

s+ F Nutanix 3515, @02 Delivery Controller La9itE B REELEFEAZ6TE, iHFZE Nutanix Prism
HFDITH IS Preparation Bt B EIR, X5 EHEBFA4SHITOIRERE,

$B5: BIERTA
RFARM—IRZMTEN B RPERNIHENNES. TIREWLRF o] UERXLEITEN, URATHHXERF 6
BHE AEFEmE.
BXiFMER, 587 Citrix Virtual Apps and Desktops x#4#0 Citrix DaaS X#4Hpy “THASIE",
AR

/A MCS 8IEr VM a1 5%7E Citrix Cloud Connector #3EMH B RAFRTM. HEE Azure E3IEE VM
FER Samba Winbind i AD =6, staHItbnE, EBRLRE, BRmUATHE:

1. %Z ADSIRiBIEHI & EFR R M VM, REHIBEIT BN 8 msDS-SupportedEncryptionTypes
B4,

2. £ VM LE#HE5) ctxjproxy #l ctxvda RS, R VM BIRESERNE M, BEREHRTSE 3 5 5,
3. #E#EIR VM ET7F [var/xdl/mcs/ad_join.sh {4,

4, 7 [var/xdl/mcs/ad_join.sh > # & #9 X T J1 1T Z /& & 1 — 7 net ads enctypes set
SNEW_HOSTNAMES < MZ X R E M+ # %I &, 5l 28> -U SNEW_HOSTNAMES -P
password:

if [ "SAD_INTEGRATION" == "winbind" ]; then
join_domain_samba
restart_service winbind /usr/bin/systemctl

5. SUEFTIRIRHEAFRIREIE VM,

£/ MCS A4 &89 Linux VDA

EER MCS kA4 Linux VDA, iBHRITLUTIRME:
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1. 7EREH Linux VDA AL E HaTRAZ /T, BHHREZENET,

o 7£f% Amazon Linux 2 Z4MYFRES M Linux Z1ThRF %2 .NET Runtime 8.0,
o XF Amazon Linux 2, &4k4E%3E NET Runtime 6.0,

MREH Linux RITIHREESFAEN.NET R4, BEMRERPHETRE. BN, EM Microsoft &R+

ZHENET, BXFMER, 52 https://docs.microsoft.com/en-us/dotnet/core/install/linux-

package-managers.

2. TEHERITEMN _EFE Linux VDA:
PE=
o Ib4h, @A A LAEREE Azure #1T Linux VDA BBYEFRINEERITRI G B EH. ELRIILER,

BERRITEN LM etc/xdl/mces/mcs_local_setting.reg sxtFehiRmNen$47. Fla0, BILUERND
MU TFar<iT:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001
" —--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v '"ScheduledTime" -d "
Immediately" --force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force

o M 2407 FRAFF4A, Linux VDA ZREEIEE rpm 5 dpkg A RHRE M IBEEXH., FTENE
T rpm # dpkg A SEEXHERRE:
- rpm: RINREBAHERAHER. rpmnew B R REFREE BT RZS

- dpkg: UREARREREEFMALRLSE, BUBHRARAR Linux VDA, RIMREAMEEX
HHERNRGEMRASER .dpkg-new % .dpkg-dist, EFERAUTHS:

dpkg --force-confold -i package.deb # Always keep your
version, then save new package's version as *.dpkg-
new or *.dpkg-dist

34F RHEL #1 Rocky Linux £17R:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
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} =

=W

£ RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2 £ Linux VDA Z#i, &% libsepol #iFEE
EIRRZ 3.4 EB AR,

xtF SUSE &1ThR:

sudo zypper -1 dinstall <PATH>/<Linux VDA RPM>

3tF Ubuntu/Debian %17hx:

sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get install -f

3. 4548 /etc/xdl/mcs/mcs.conf fl fetc/xdl/mcs/mcs_local_setting.reg.
4. ERIRIRE,

5. 7£ Citrix Studio /1, #EZERATEMITENBROIRE, ETEAUBENENBZA, FH—ENE. B2F
MEHBIITEN.

B E R ENK A EE
BIAERT, HENKAZEELEITENERE 30 Xidil. BERIEEEEHURBsERITENKAER, BT
LU IR1E:
1. 75517 Jopt/Citrix/VDA/sbin/deploymcs.sh Z &1, U TEBHFME /etc/xdl/mcs/mcs.conf &,
UPDATE_MACHINE_Pw="Y"

2. i&17 Jopt/Citrix/VDA/sbin/deploymcs.sh j&, 17 /etc/cron.d/mcs_update_password_cronjob 14
REFEMEMME, RANGESAEHREE 2:30 EFHITENKAERE,

SREHMTENK A ZB/E, Delivery Controller ENZEIFEEFET TN, FHETE /var/log/xdl/jproxy.log 7
BEH I T EEIR:

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:

Checksum failed)
IR, BEERIIIER. TERE Delivery Controller siigiizhies E R HHEEEEES,

7£ MCS ¢IE28 VM =M FAS

AT ATE AT & 1ThR LIETT MCS BB EIMAL LB A FAS:
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Winbind SSSD Centrify PBIS

RHEL 9.4/9.3/9.2 = ) S £
RHEL 8.x = ) S =
Rocky Linux = & & ES
9.4/9.3/9.2

Rocky Linux 8.x = £ £ £
Ubuntu 22.04. = £ 5 5
Ubuntu 20.04

Debian 12.5/11.9 2 = = =
SUSE 15.5 = £ £ &

MR VM L& T REESE A FAS

1. SNR CAEH,
sudo cp root.pem /etc/pki/CA/certs/
2. BITREMRERZ (ctxinstall.sh), HHFRER VM BEFIINS,
3. i&f7 ctxfascfg.sh,
4, 7t /etc/xdl/mcs/mcs.conf HigETE,
AR
HIE [fetc/xdl/mcs/mcs.conf FGBEFEXNENETE, RAXLETEZE VM BohitEAN.
a) ¥ Use_AD_Configuration_Files_Of_Current_VDA M{EIREN Y.,
b) RIEREI&EHMEE, fl@ VDI_MODE,
5. BUTa<$1T5mME Jetc/xdl/mcs/mcs_local_setting.reg >xftmh, FBATIGE FAS IRSS2:thut:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -t "
REG_SZ" -v "Addresses" -d "<Your-FAS-Server-List>" --force

6. &7z /opt/Citrix/VDA/sbin/deploymcs.shs

7£ MCS 128 VM £/5F FAS

MRRIEXFTREERITEN LB FAS, WaTLifEE™ MCS €138 VM EEH FAS,
27E MCS 889 VM ESA FAS, BHITUATRIE:
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1. £ /etc/xdl/mcs/mcs.conf RIFET &,
PE= W
MfE fetc/xdl/mcs/mcs. conf higEREXLENTE, BARETER2%E VM BEfHERR.

a) ¥ Use_AD_Configuration_Files_Of_Current_VDA BEIZERN Y.
b) RIEEEREHMTE, 470 VDI_MODE,

2. BUTa<$1T5mE Jetc/xdl/mcs/mcs_local_setting.reg scftmh, FATIRE FAS IRSS2:thut:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -t "
REG_SZ" -v "Addresses" -d "<Your-FAS-Server-List>" --force

3. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/

4, BfT#lA /opt/Citrix/VDA/sbin/ctxfascfg.sh.

& Citrix Provisioning ¢ Linux VDA

August 20, 2024
AILUER Citrix Provisioning UM VDA,

ARMEE KB REAEE Linux BITgEMIER. BAILTHEE, &R UERE Citrix Virtual Apps and Desktops
IR APRES Linux BN E,

LT Linux 217k :

« Ubuntu 22.04

« Ubuntu 20.04

« RHEL9.2

« RHEL 8.8

+ Rocky Linux 9.2
» Rocky Linux 8.8
+ SUSE 15.5

BE.

« BMNBWEREA Citrix Provisioning W& ZE S, HIRIEEZN Linux RITRERIZREE. BEFEH
Linux i R#IEAIE 2109 RESMA, FELE Citrix Provisioning AR$528 2109 siEmARS,

« f&A Citrix Provisioning i@ it A#iX Linux BARg&EE, BN BN HZHEREGEZRIMNBEED
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X, LMEMACHIRERETSER B,

o EERER btrfs Xt ETH X, GRUB2 &1 btrfs 9 Xt H I AR, GRUB 1% GRand
Unified Bootloader.

BXEMER, 15517 Citrix Provisioning MEHRSEID AKX Linux BIRiEE.

7z Citrix DaaS Standard for Azure #1617 Linux VDA

August 21, 2024

B LA7E Citrix Daa$S Standard for Azure (U5i#5% “EFATF Azure 89 Citrix Virtual Apps and Desktops Stan-
dard”) ARIEBMNFFRRIMANELE Linux VDA, LUEEIMN AZFFSEM Microsoft Azure R EHEMIE -
BxXRFMER, #5217 Citrix DaaS Standard for Azure,

F M Linux 21788

U Linux &R1ThRSZHIEThRe

+ RHEL9.4

« RHEL9.3

« RHEL9.2

+ RHEL 8.10

« RHEL 8.9

« RHEL 8.8

+ Rocky Linux 9.4
« Rocky Linux 9.3
+ Rocky Linux 9.2
+ Rocky Linux 8.10
+ Rocky Linux 8.9
» Rocky Linux 8.8
« SUSE 15.5

« Ubuntu 22.04

« Ubuntu 20.04

$IE 1. 71 Azure S T IRE
FE:

teoh, EER LA Linux VDA BB EMIEER It IRt BthEH. EXNUER, BEITMRELRN
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etc/xdl/mcs/mcs_local_setting.reg X <17.
flgn, AILURINA & <$1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_DWORD" -v "fEnabled" -d "Ox00000001" --force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "ScheduledTime" -d "Immediately" --force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "Url" -d "<Your-Azure-Container-Ur1>" --force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "CaCertificate" -d "<Local-Certificate-Path-of-
PortalAzureCom>" --force
1. 7£ Azure /, BIBZIFHVAITARAY Linux VM,
2. WEME, i5E Linux VM LRESEFE,
3. VM L, IRIBEM Linux Z1ThRZZ.NET,

FR.NET Runtime Z4h, TREHFAL Linux VDA Z &1, BHRIEFESZHMN Linux X1ThRFZE . ASP.NET
Core Runtime, Amazon Linux 2 &k 6, HEMEITIREERRZS 8

MREM Linux RITHREESFABEN.NET ird, BMRBRFHETRE. TN, EM Microsoft &R+
RENET, BXFMEE, E2E https://docs.microsoft.com/en-us/dotnet/core/install/linux-
package-managers.

4, (X BB Ubuntu) 7 /etc/network/interfaces x# %N source /etc/network/
interfaces.d/* 17

5. (1XFR Ubuntu) &% /etc/resolv.conf @ /run/systemd/resolve/resolv.conf,
mIEgHEER /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf

6. &% Linux VDA &€,
7. IEEEEANEIEE.

ER—INSRLMThEE, BRT PostgreSQL 4b, EERILUER SQLite. &% Linux VDA B85, EEATLE
SQLite 5 PostgreSQL zZ i@k, Ak, BERMUTHE:

a) 817 /opt/Citrix/VDA/sbin/ctxcleanup.sh, MIRELHETLE, NHEILLE,

b) 3E&Eiz{T deploymcs. sh giggiE /etc/xd1l/db.conf,
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=

=W

o EANEBINENT VDI #Ex0ER SQLite,

o SFFRNREM MCS, &Ea7LfE SQLite 5 PostgreSQL ziatli, MAMSFohLiE, BRIE
@ /etc/xdl/db.conf Sf7fsE, &N Linux VDA ZRiAfER PostgreSQL.

o WAETLIER /etc/xd1l/db.conf KEE PostgreSQL ik S,

8. EMMCS &,

& MCS ZER®M S A:

o 418 /etc/xd1l/mcs/mcs.conf xxff,
o FRABMERE GUl, BITFRMEZE GUI, BEEZH Linux VDA MEEFESIETT /opt/Citrix/
VDA/bin/easyinstall &%,
AR

B’ dns TERBAKREE.

RELR T BN B RINEFEFSHAEN LR, Hi&E VDI_MODE=Y,

MREELHE /etc/xdl/mecs/mcs. conf BE& MCS T &, i&iafT /opt/Citrix/VDA/
sbin/deploymcs.sh., MREFEH GUI B2E MCS T2, FRHIE, 7 GUI LBHBER, &
GUI LigBNTEBEBEEX7E /etc/xdl/mecs/mcs.conf XEHIGENTE,

9. £ Azure th, =ik (REVESE) VM. RERESHAEINER (VHD) X4 SAS URL, ERILUSZH
BFEREREEEM VM,
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rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

= Disk

| P Search (Ctrl+) | « Generate a secure URL and download it directly.
8 COverview URL expires in (seconds) *

Activity log | 3600

Pa  Access control (1AM}

‘ Tags

Settings

& Configuration

» Encryption

Disk Export
HY properties
& Locks
[ & ]

Export template

Support + troubleshooting

@ New support request

10. (Ali%) TEEMUE EEREARISISE. BAILFER ctxreg TARREARIKIEE. 0, UTa<¥Em PDF
FTENE A BxheliE PDF :ERFTENNISRER,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "
AutoCreatePDFPrinter" -d "Ox00000001" --force

$I2 2: M Azure S \EIRE

1. EEEESIRT, BAAMNEME, SRARIETIH Citrix IRENEMERUNELIEFIS NS,
.

HEARSSHIK 2 #E TR RIE RN E S BIEM G MITFIRHITER, QIRE— 1 BRE, EBRIIREEER
%l Citrix Cloud #3%# Managed Desktops (& =m) RSEBE5E0.
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\gﬂl'j Master Images X

Z Build Image + Import Image

O Powered Off

@ Ready to use b

2. BESNRG,
3. WINETE Azure AR VHD XX#) SAS URL, 4% Linux {E/ EBMRRE,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my Url?

Master image type
() windows

(@) Linux

Name The New Master Image

E.g. “Windows 10 + My Apps”

4. BERFHRATHRSNEBREEIEF,

B3 QIETENER
BN EEEHIR, ARREERR. QIETENE RN, EEFatlENEMmE,
AR

FBEEMER VM k@i SSH st RDP 518, Eihie) VM, EfERA Azure TP REVSRITER &,
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FrhLE Linux VDA

August 20, 2024

AIFELLT Linux Z1ThR EFah%4E Linux VDA:
« Amazon Linux 2. CentOS. RHEL #1 Rocky Linux
+ SUSE
+ Ubuntu

« Debian

7£ Amazon Linux 2. RHEL #1 Rocky Linux EFz)%% Linux VDA

August 20, 2024
BE:

SHFLMRE, BINENEERBRMRERTRERE, BINTEEANNYEN, 5AXPIFRNFoIRERL, B
AETFHE,

S 1. HEZEEBEEM Linux i+E4]

$¥ 1a: BIEMKEE

HREEEH EWRICEMS, i, HKH7E Linux VDA EEZE DNS RSS2,

S 1b: EBEFHA

HBRERIRSITENNEN S, 1EEK [etc/hostname X4, FEHMNBESHTENBNENSE,

hostname

SR8 1. AENR D ROt
HBRERBIRSEITENE DNS HEMTLRERE (FQDN), EFH /etc/hosts XHHIUTT, FEHFFHD
%85 FQDN MEMBA:

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4
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fpI4n:

127.0.0.1 vdaO@l.example.com vda®l localhost localhost.localdomain
localhost4 localhost4.localdomain4

MR E s B kRt hostname-fqdn = hostname g9ERE 5| A,
AR
Linux VDA ZiFifz#F NetBIOS &if#&ilt, EMBREET 15 MF/.
R

REEEAFHR a-z. A-Z. 0-9 FEFF (). BBEEATIL (). TENEMTS. INETEURFFLM
MEFRLERE. MNbERTF Delivery Controller £#1%2.

$E1d: REEINSE

WIEFEVRIRERTIERTIR:

hostname
IESOREIHENMNENS, MAREET2EELZ (FQDN),
I9iF FQDN iR BERTIERTIR:

hostname -f

Iteep <R ET BN FQDN.

SR le: KERMBFTMIRS AIiAEE

HaIAmT LUEAT FQDN H 3342840 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

SNRTERM FQDN & Ping Ri@ LRE—IHEHN, BAREEXTR, AEBHRSR,

S8 1f. EEENHES

#1% VDA. Delivery Controller figii= #1882 B FIAT s AKX FERARP EXEE, 3§ Linux VDA &R EMMN (VM)
ARESSHNHRERM, HTFHERR, RIFFERRENERSREDEE,
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RHEL 2RiAIRiERER Chrony SFiP#2R (chronyd) #TR#RES,

fcE Chrony fR$S Ll root BFR &%, 4RiE [etc/chrony.conf HAENTiZrEIRSF/FMN—MRSE/ER:
server peerl-fgdn-or-ip-address iburst

server peer2-fgdn-or-ip-address -iburst

EHAERER, MNEMAHIFITHIREY, MAREEMRE NTP RS ERY, HiFEHhsE 1 Active Directory 13
RIS AN — RS EFE.

MERZI AR E thARS 285, SIEFE IP #itt. localhost UK A$ARS 28 *.pool.ntp.org ZE.
REERHEHRD Chrony FHFERF:

sudo systemctl restart chronyd

$E 1g: &% OpenJDK 11

Linux VDA Zk7#1f OpenJDK 11,
o WIREAME RHEL, MYERE Linux VDA Bf, OpenJDK 11 £BEMEAKMITHITRE,
o WREAHIZE Amazon Linux 2 5 Rocky Linux, i&E1TUTaH<UBRAF %% OpenJDK 11:

amazon-linux-extras install java-openjdkll

HaikhR AR 5 EH#

sudo yum info java-1ll-openjdk

FseEEn OpenJDK aTaen R #AMRAS, E#i% OpenJDK 11:

sudo yum -y update java-ll-openjdk

$18 1h: REHIEEEFERNEIERE
AR
o BRAIBINEE SQLite BTF VDI #8358, 1§ PostgreSQL AFHtEHERER(TEEL,

« ITFRMLEM MCS, &8 L5 E A SQLite ¢ PostgreSQL, MA M FH L%, ki@
[etc/xdl/db.conf S1T#sE, FM Linux VDA BiAfER PostgreSQL,

o SWFFohRE, BHMF )L E SQLite. PostgreSQL s ERWE, MNREE AT =% T SQLite #
PostgreSQL, MEJLI7E% % Linux VDA R+ BfE@Z 44 [etc/xdl/db.conf SRIEEEAEHP—1,

KEHABNBIELEE PostgreSQL #1 SQLite LURIMAIEEEFEANFAEPHEE— T
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%4 PostgreSQL Linux VDA &% PostgreSQL:

+ &AF Amazon Linux 2 #9 PostgreSQL 9
+ &AF RHEL 8.x #1 Rocky Linux 8.x #y PostgreSQL 10
+ 3EMATF RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2 #9 PostgreSQL 13

BIETUT e < URE PostgreSQL:
sudo yum -y install postgresql-server
sudo yum -y install postgresql-jdbc
33F RHEL 8.x #1 RHEL 9.4/9.3/9.2, i&E=fT U T REEMTF PostgreSQL # Libpq:
sudo yum -y install libpgq
BETUTH UGB EIRE, thigE7E [var/lib/pgsql/data FoIEEIBES .
sudo postgresql-setup initdb
BERAEBETU TS UEITEN S Bah PostgreSQL & LRISEh:
sudo systemctl enable postgresql
sudo systemctl start postgresql
BEAUTH$HE PostgreSQL ARz :
psql —--version

({2PR Amazon Linux 2) £/ psql i< T AEFFHIAIEE REBIRE:!

sudo -u postgres psql -c 'show data_directory'

R#& SQLite ETITUTHLLUZRE SQLite:

sudo yum -y install sqlite

EEEFEANKIEE WRERRRET SQLite 7 PostgreSQL, M A UFELR % Linux VDA S &1 /5:82 418
[etc/xdl/db.conf FisEFEREF—1,

1. =17 [opt/Citrix/VDA/sbin/ctxcleanup.sh, IR 2L, NEKILSE,
2. #41E [etc/xdl/db.conf LIS E BERAMEIERE,
3. iz17 ctxsetup.sh,
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} =r

AR

WA LUER [ete/xdl/db.conf B2 & PostgreSQL MRS,

TR 2. EEEINEEER

EXFEMYIEERRERF £3F Linux VDA HE VM iz17H, FEEH-LEN. REBEEERNEMNEREFTS
LT ER, MREFERNEN LIZTT Linux it B, WEFBEHERMES.

&E XenServer (LIEi#r} Citrix Hypervisor) _t/9AYiE][EH )3

BAT XenServer BaEF ThaER, EEMHEEMK Linux VM /R, ££i8%) NTP 1 XenServer IR, &
HIREEERFN T, NERNHSHMRSHARS, BHESD Linux ERNTNRFREES NTP BF, Xih
BRERZATNNERY, TEE HVM B THTEMER,

MREBETESTEEINYE Linux RiZ, HHEZET XenServer Tools, MFTLEZE XenServer REE$THEER B
FEUREEEM Linux VM B

su -
cat /proc/sys/xen/independent_wallclock
ItE<iRME 0 8% 1

« 0- BB IEEERA, BXHEA,
o 1-EEZIHEERA, TERBEMIEZIF

R /proc/sys/xen/independent_wallclock X#4EFEE, WARFEEHITUTHE,
MREBA, BEIMZXEEAN 1 RERNEEDIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
BHELERRAIAENR, HEEHBENAER, EhRE [etc/sysctl.conf SXHHRINUTIT:
xen.independent_wallclock = 1
EWIEXLEY, FEMBMRLS:

Su -

cat /proc/sys/xen/independent_wallclock

IteEr<iREE Lo
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&E Microsoft Hyper-V iy ia][E4 a2

%7 Hyper-V Linux £pARSSHY Linux VM RIRZA Hyper-V Bt {ElEH ThEERE A ENIRERFRETE, ABEFRER
SBIPRAIERA S, U—RBALLIIEES NTP RS,

MERIRERSH:

1. #T7 Hyper-V 2858,
2. 33F Linux VM B9i& 8, i51%$F Integration Services (£/IRS).
3. HREEEF Time synchronization (BFEIEN).

AR

kA% 5 VMware #1 XenServer (LLgi#FA Citrix Hypervisor) RE, XA @2 AT EIRD IhEE
BB 5 NTP R4 MR, Hyper-V BEIRS IS NTP BERS HEHE 4,

&8 ESX f1 ESXi LHETiE]FF A

B VMware REIRS IR, FEEMNFEIMEE Linux VM R, EH<BE NTP fIEMN EREF R, mEE
HERS RZ5NH, NBRNHSEMRSERES, BHRE Linux ERHHPNRZENHEHS NTP BF, XE
MERZAENERY .

WMRIFFIETEET VMware Tools BIEE#ME Linux RiZ:

FT7F vSphere Client,

#m4E Linux VM 188,

7 Virtual Machine Properties (FEM#ZEM) 3HEFEH, 177 Options (G£I) &M+,

%% VMware Tools,

£ Advanced (B4) &, BUEES Synchronize guest time with host (5EHEFZEF1AE),

o w e

#1123 % Linux VM 702l Windows 5+

WFAZRTA TR Linux itE#LAMNE Active Directory (AD) 33:

» Samba Winbind

» Quest Authentication Services
« Centrify DirectControl

« SSSD

« PBIS

RIBFMER TS %, BIRBHRITIRIF,
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AR

73 Linux VDA srgvzsitiik = #1 AD FRESIK A ERERMNA R B, SI1ERIEEEKK.

Samba Winbind

34+F RHEL 9.4/9.3/9.2 # Rocky Linux 9.4/9.3/9.2, i&iafTA Tan< LApiE pam_winbind EXiR B RHFRE

R

usermod -d /nonexistent nobody

RENENFARREE:
s$F RHEL 9.4/9.3/9.2/8.x #1 Rocky Linux 9.4/9.3/9.2/8.x:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect

33 Amazon Linux 2:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authconfig

FitEN BN EREZEREN Winbind s7i##2F  Winbind SFiri2F S MECE ATEIT BB BED:

sudo /sbin/chkconfig winbind on

f2E Winbind S4%IE @A Winbind ¥+ BAELE 1T Kerberos SHIIE:
1. BETUTFHES .
3+ RHEL 9.4/9.3/9.2/8.x #1 Rocky Linux 9.4/9.3/9.2/8.x:

sudo authselect select winbind with-mkhomedir --force

3tF Amazon Linux 2:

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fqgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall

Hr, REALM 25 Kerberos $iigi&#5,  domain 219 NetBIOS &#7,

INRFERT DNS &k KDC BRSZEBFBAHZAR, BHUTHENETRINERIERIGH S

--enablekrb5kdcdns --enablekrb5realmdns
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EREE authconfig ®<REIMNE X winbind REXEZBINEMEIR, authconfig BRAEHE
HERIMNEE R TEE winbind BRSBEY, mlaesHILXLESEIR,

2. T7F |etc/samba/smb.conf #E LI T BAMEI [Global] #4574, BEKE authconfig TR%EM
HE D EE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (X PR RHEL 9.4/9.3/9.2/8.x #1 Rocky Linux 9.4/9.3/9.2/8.x) 1T F [etc/krb5.conf 3 = [
libdefaults]. [realms] # [domain_realm] o TFTHMEZE:

77 [libdefaults] 9 T:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7z [realms] SHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7= [domain_realm] BHT:

realm = REALM
.realm = REALM

Linux VDA £E#EB# 4 keytab stF /etc/krb5.keytab L1754 58EF A Delivery Controller i . &M
BRI/, & kerberos method i&&#&3&%] Winbind tli2 %4 keytab x4,

N Windows i, {EAURiEHISS MR AIAE, MEGSHKREEENETENRMNEER Active Directory B ik
Fo

E¥ Linux VM 0% Windows i3/, 3BT TH<:
sudo realm join -U user --client-software=winbind REALM
B
SFF7E Amazon Linux 2 Eizf789 Linux VM, EHa] MER U TH<EERNE Windows igiH:

sudo net ads join REALM -U user

REALM 2KXE5# Kerberos s %%, user 2SS ENFMEIEEBF,
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71 Winbind i2& PAM  ZiAiER T, Winbind PAM &R (pam_winbind) BB E /S A Kerberos EiEEEFM
TERMEIE, 7 [etc/security/pam_winbind.conf, 37f [Global] #o FHRMFERUTRE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

HBRBIREMEBEPNEMAFIES S, XLEBXEREHF Winbind sFiPER:
sudo systemctl restart winbind
R

RYHBNMNEE, winbind SPEF4SBEREET.

177 |etc/krb5.conf 335 [libdefaults] 9 FAMUTIREM KEYRING Bk FILE 258!
default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
33F RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2, &n{TIA Fan< @Ak Winbind £ SELinux [alzk:

ausearch -c 'winbindd' --raw | audit2allow -M my-winbindd -p /etc/
selinux/targeted/policy/policy.x*

semodule -X 300 -i my-winbindd.pp

WIEEMESM  Delivery Controller 5kFr# VDA &1 (Windows #1 Linux VDA) #3Z7£ Active Directory
PE—MTENNR,

iz1T Samba 89 net ads &< LURIEHEHEE EMNE:
sudo net ads testjoin
BITU T o< HRIEFIMIEMITENNRESR:

sudo net ads 1info

I0iF Kerberos icE 77 #ifR Kerberos EEEMECENAIS Linux VDA BR&GER, ERIERS keytab XHHRE
BRIEHBEBEEENER:

sudo klist -ke

¢ EREMEFREMESBBREAASTTANERTIR, B17 Kerberos kinit &<, FERXLEREAREITHER
BT ENBSH

sudo kinit -k MACHINES@REALM

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 98



Linux Virtual Delivery Agent 2407

HENAMABRUTIEERAT, RS (§) BAERARML (\) #1T8EX, UEREE shell Hi, EFLEREH,
DNS # &5 Kerberos U &#AR, BWRERTIHEM. MRIHSRINET, WRKERE@HL,

BEERAUTHSIIETENKAN TCT EREEE:
sudo klist
BEERAUTHSKREITENNKAIFAEE:

sudo net ads status

WIEAASMIIE A wbinfo TRKIERErIARKIEBHAFHSH:

wbinfo --krb5auth=domain\username%password

XEBIEERE D AD 55, AR Kerberos (if&#. 33F bash shell, #FfERAS—MREMIIRFUT (\) FRHE
T8 AR E—FAIIHKRMIE S

ZIE Winbind PAM BRIRZREEWREE, 1BERURIRERNEAF KA ES Linux VDA,

ssh localhost -1 domain\username
id -u

I8IF Kerberos EiREFTNEREEEEMERITHA:
klist

BHEIE
exit

E#ER Gnome { KDE 125 8 A LURITHRMBINIR. B TEIMANIEGEHEMITHSE 6: %% Linux VDA,

Quest Authentication Services

EigiEslIgs LA E Quest  {[BREEEE Active Directory 1354128 L REHEE T Quest B, MABKEBEEN
IR, BE Active Directory el EHENIITR,

AVFAFRER Linux VDA i+8Hl AT iH®AAEEB7E Linux VDA i+8#] L&z HDX £1F:

£ Active Directory AP BN EEEHI &, RZAFHFITH Active Directory AP B,
%% Unix Account (Unix i) %5+,

%5 Unix-enabled (EEA Unix)o

¥ Primary GID Number (&% GID 4%5) &BHLFRHAF A4 ID,

>
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2,

A
ol

XEGARSTIREEAR, UEMIAILUERERIG. RDP. SSH siEMEMITZNIGHITER.

7£ Linux VDA tFf2E Quest

SELinux SRBSSRGICHERRART % BIA RHEL SRMBR3EHISEHE SELinux, LE32HITHAESR RN Quest A/ Unix i
E1ZF IPCHIH, HEIEEARER.

R BN REENSEZZEZMA SELinux. L root AR &1, 4iE [etc/selinux/config #5=4 SELinux i&
=

SELINUX=permissive
B EREN BT EN:
reboot
BE:

BERFEALIRE. ZAEENRA SELinux KIKRFILHESSHTLE, BMERX root BFRME MM
FB 2t

F2E VAS SFiriEF S AHETFF Bah4EiT Kerberos ZiRThat, HMBRASMHIIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false

LEE LR EITIERRIR S 9 /NBY (32400 #b) , BNELEIARY 10 /MNEIBESELRE 1/, BEZEEGAPRENR
% LigBERIRNE,

f2E PAM 1 NSS ZEEMiEid HDX #1THE AP & RIUAKREAARS (5190 su. ssh #1 RDP), EETUTHSUF
=HEZE PAM 1 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss

X Windows 15 5/ Quest vastool s5<3% Linux i+EHINAZ Active Directory tgeh:

sudo /opt/quest/bin/vastool -u user join domain-name
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user AAEBIEIHEMIMA Active Directory HEEMISAF. domain-name 735y DNS Z#7, #la0 exam-
ple.com,

MANEEERER Linux i+ 8.

Wit R & Delivery Controller ExkFrE VDA i+ B #l (Windows # Linux VDA) #&E7#%E Active
Directory #E—MIENNR, ERIEMAT Quest 89 Linux HENMBE M TP, BHRITUTIERE:

sudo /opt/quest/bin/vastool info domain

MRHBENEMNE, HaHLIREESZ, WMRITEVRMNEME, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAFP BHIIE EIRIE Quest EFEEEIY PAM ST A P #1TH MR, BFERUAIRERANIEARP KA ESR
Linux VDA,

ssh localhost -1 domain\username
id -u

BIERE A id -u &<$iRER UID 812 T XM Kerberos EHREEEF X #:
1ls /tmp/krb5cc_uid

I Kerberos RIEEHFTHEIERTEMERTH:
/opt/quest/bin/vastool klist

BREHSIE,
exit

E#ER Gnome g{ KDE 1261 8 A LURITRMATNIR, E#TEIMANIEGHRERITHSE 6: %% Linux VDA,

Centrify DirectControl
N Windows 13 %% Centrify DirectControl Agent /5, &R Centrify adjoin &<% Linux iH&#Li
A Active Directory i3;:

su -
adjoin -w -V -u user domain-name

user B ABERIGITEMNIA Active Directory 1#94Efa Active Directory /. domain-name 2% Linux
THEANIMANRIBIIR A FRo
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Wb &1 Delivery Controller 2K VDA it&#1 (Windows #1 Linux VDA) #BZ7£ Active Directory
PE—MTENNR, ERIEMAT Centrify 89 Linux BT U FIEP, BRITUTIRE:

su -
adinfo

I3E Joined to domain EEEEMLK CentrifyDC mode %&3&[E T connected, MNRER A FHEIEERED
R, MREA Centrify FF IR 7 RS 3EE XS HKIER,
BEAUTHSARSEERENRAMISHES:

adinfo --sysinfo all
adinfo - diag

M 5&F Active Directory 1 Kerberos BR$H9EZE,

adinfo —--test

TEFTIHIMANRIEESEMITSE 6. 2% Linux VDA,

SSSD

WMRIEGHERARE SSSD, HRBILED P HREHITIRE. ESES8EXMEE Linux VDA i+E#HIIA Windows
R R ANEIAC B Kerberos S 1IERIES.

27 RHEL £i&& SSSD, EHITIATRIE:

MANEHBIZEEN keytab
%8 SSSD

BF SSSD

183 Kerberos B2 &
AR SR

ok w e

MAEFHEZEEN keytab  SSSD HRRERTFMNZEMEE RS keytab X5 Active Directory B P ixIhaE.
AR adcli. realmd = Samba.

TEHSABNETERT Amazon Linux 2 89 Samba 73% U &%&ERTF RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x &y
adcli A%, 34F realmd, 520 RHEL XX#4, HAEEE SSSD Z Al TiX L,

« Samba (Amazon Linux 2):
RREAEMFARREE:

sudo yum -y dinstall krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools

TEEMACE 7 LR Linux EF R E:
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- Jetc/krb5.conf
- Jetc/samba/smb.conf:

Bit S EE 1T Samba 1 Kerberos S19383iF:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

Hreh, REALM X5 Kerberos $it5i&#:, domain 2 Active Directory i5#9f&%E NetBIOS &#r,

Pa =

AXHHIEEEATRIE. PMRE, RIFEH AD Eit4EHEE Kerberos.

WMRFEBET DNS Tk KDC RE[ATUHZFE, BB U TR METRINET @GS
--enablekrb5kdcdns --enablekrb5realmdns

TFF [etc/samba/smb.conf H LU T£BHMNE [Global] B9 T4, BEKE authconfig TEAERAY
o fEmE:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows i, iERRigzHI2R e AE, HEEEFEIUGITENRMENIN Active Directory BF#KF

sudo net ads join REALM -U user

REALM A5 Kerberos i &#, user @ BRI ENRMEBRHIHAF,
+ Adcli (RHEL 9.4/9.3/9.2/8.x #1 Rocky Linux 9.4/9.3/9.2/8.x) :
TRNENARRGE:
sudo yum -y install samba-common samba-common-tools krb5-

workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

BitENAEE i#1T Samba 1 Kerberos S1{9383iF:

sudo authselect select sssd with-mkhomedir --force

17 |etc/krb5.conf 3£ [realms] #1 [domain_realm] &84 FiN&Bo

£ [realms] E9 T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 284 T
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realm = REALM
.realm = REALM

X Windows i3, EMFEERIZS AR, HEEEEEROEIHHENFMENEA Active Directory APk

sudo realm join REALM -U user

REALM 2A5 Kerberos SR &%k, user 2ERUSIHTENRMENEAIHAEF,

1%E SSSD  18E SSSD WFBINT .

« BEEST sudo yum -y install sssd#<7 Linux VDA E&=# sssd-ad %4,
o WEFM (5130 sssd.conf) HITELEE XN,
+ 35 sssd RS-

({XBR RHEL 9.4/9.3/9.2/8.x #1 Rocky Linux 9.4/9.3/9.2/8.x)
FTFF |etc/sssd/sssd.conf 7 [domain/ad.example.com] 9 FHRMUTRE:

ad_gpo_access_control = permissive

full_name_format = %2$s\\%1S$s
fallback_homedir = /home/%d/%u

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3% ad.example.com. server.ad.example.com & AENKE, EXFMAES, FSIF sssd-ad(5) - Linux
F.

3F sssd.conf IR B X HEFRA IR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

/5 SSSD  3¢F RHEL 9.4/9.3/9.2/8.x 1 Rocky Linux 9.4/9.3/9.2/8.x:
BEITU TR UEA SSSD:

sudo systemctl restart sssd
sudo systemctl enable sssd.service
sudo chkconfig sssd on

%tF Amazon Linux 2:

£/ authconfig 5/ SSSD, %% oddjob mkhomedir LIFREEREIES SELinux EA:
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authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo chkconfig sssd on

1F Kerberos itE WiE£#%: keytab X2 EELIEHEGSERESA:

sudo klist -ke

< B REMEGEZMEEREFASAANERYIR. BT Kerberos kinit &<, UERAXERHARIEH R0
BT ENBSD:

sudo kinit - k MACHINESE@REALM

HENMMUEEHBIIEERAT . EFS (§) BAEARBAT (\**) #TEX, UERRE shell Eift, ERLIRE
#, DNS &5 Kerberos {UHEMFE, EHRREATREM. WRILHSHINGTT, WAREEREFHEL,

BEBUTHLEIETEKAR TGT REEETF:

sudo klist

BWIEAFSMRIE £/ getent S THIAZRINERBILUK NSS BE TIE:

sudo getent passwd DOMAIN\username
DOMAIN S RERLRANEE. IRFECEASZ—THEREN, BRER getent sa S#HITRIE,
SENEREBNT:

o RFZFNERZFR: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS mig#: username@DOMAIN

EI5E SSSD PAM IR 2 BB ERERE, BFERAUFIRERIIEAFHAER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username
id -u

WIFRE AU THSIREN uid I TN Kerberos EiREEXH:

1s /tmp/krb5cc_{
uid }

BIEFAF K Kerberos RIEEFHHNRBERTEMARITH,

klist
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TEBTIHINANRIEEHEHMITSE 6: 23 Linux VDA,

PBIS
TEFFEN PBIS Bta

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

i PBIS &M AmI 4T
chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh

1517 PBIS R
sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh

A Windows i3  Ea9iiisHlgs s maifinl, HEEKHAEEERSITENRIMEI%A Active Directory Bk
P

/opt/pbis/bin/domainjoin-cli join domain-name user

user A BRI EM AR ME Active Directory 1H #9315 FH . domain-name 71 DNS & #5, 10 exam-
ple.com,

R B¥% Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

WiEgmE S Delivery Controller ZRFrE VDA itE 4L (Windows # Linux VDA) #Z17E Active Directory
PE—MTENNR, ERIEMAT PBIS 8 Linux iHBENEEMTEF, BRITUTRE:

/opt/pbis/bin/domainjoin-cli query

MRTBENEMATE M, L RREEXHFIMAN AD 51 OU NiER. &N, RETENZ.

AP BHIIE EIIE PBIS & 8@ PAM ST A #ITB ML, BERAUIRERNEBAFPKPESR
Linux VDA,

ssh localhost -1 domain\user
id -u

WIERE R id -u B<$3RE UID 81 7 X4M69 Kerberos EiR%& 7 X4
1ls /tmp/krb5cc_uid

BHZIE,

exit
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TEBTIHINANRIEEHEHMITSE 6: 23 Linux VDA,

SE 4. £x.NET

F2.NET Runtime 2z, ERESH ALK Linux VDA Z /i, EHAFREFRESZEFN Linux X1ThRZR%E.ASP.NET Core

Runtime, Amazon Linux 2 EEkA&K 6, EMEITIREERRZ 8

MRER Linux KITHREEFAER.NET A, EMREBERPHITR

m, iEM Microsoft 2t Rh %% .NET, B

KIFMER , 158 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers.

RENET 5, 1%i51T which dotnet 4 EHEIBITHIEER,

RIS, RE.NET Runtime Z##IXHEEEZ. i, MRH<Ht 7 /aa/bb/dotnet, &M /aa/bb £

7NET 2,

S8 5. T Linux VDA #i{

1. %= Citrix Virtual Apps and Desktops & FiH,
2. BFFiEZhR4sH Citrix Virtual Apps and Desktops.

3. BFFAMIUE Linux VDA, #it0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. g Linux VDA §5#Z034i8] Linux VDA FTEHR A,
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Downloads txpand alt soctions.

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TH5EEM Linux £TARICER Linux VDA {61,

6. THEBTFRIE Linux VDA RE-E7xE4R GPG 2%, fli:

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -3440f3¢9a0385£23044108316040 b6 601104

EWIE Linux VDA R4 BHITEN, BETUTHTURRHAIANE RPM #IEERUMCERHBHTEN !

rpmkeys --import <path to the public key>
rpm --checksig --verbose <path to the Linux VDA package>

H1% 6. L% Linux VDA

TR LUHITE R, WAIUARMELRRE, Linux VDA ZEFNEMREHITHER. G0, EeILUE Linux VDA M
2308 A4kEI 2311, M 1912 LTSR A% 2203 LTSR.

SR 6a. iT2MTE

1. (Fnk) #ENEIRkRZA
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NRRE T BRTHBIR MR LTSR hvA 2 SN RHAMR A, BTEREHARZS Z 51 HENH,.

a) {21k Linux VDA BRs3:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx

AR
121k ctxvda 1 ctxhdx RS 281, 1T systemctl stop ctxmonitord &< LU= LS
R5FIFIER. &N, BURSTIFEFRERBIEELERNRS.

b) E#EHHa:

sudo rpm -e XenDesktopVDA

2. T# Linux VDA #1481

#%% Citrix Virtual Apps and Desktops F#miE. BFHERAAR Citrix Virtual Apps and Desktops,
RIERHFHGFUTHS Linux Z1ThHRICERY Linux VDA &,

3. =% Linux VDA
PR =
« XF RHEL #1 Rocky Linux, i&%c%% EPEL #4#EE, ARABERII%RE Linux VDA, BXif=R
& EPEL W95 8, 15207 https://docs.fedoraproject.org/en-US/epel/ L3R #HA935ER,

o 7£ RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2 £%% Linux VDA Z#i, 5% libsepol #x
BEHIRE 3.4 HE SR,
o fEF Yum %% Linux VDA s :

+F Amazon Linux 2:

sudo yum install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm

34F RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2:

sudo yum install -y XenDesktopVDA-<version>.el9_x.x86_64.rpm

34F RHEL 8.x 71 Rocky Linux 8.x:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
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o 5 RPM R4+ 0B R Linux VDA Bk, TELLZ T, EATRRRLIT AHim :
33F Amazon Linux 2:
sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2:

sudo rpm -i XenDesktopVDA-<version>.el9_x.x86_64.rpm

34F RHEL 8.x #1 Rocky Linux 8.x:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2 #989 RPM &K%k :

gtk2 >= 2.24.33

java-1ll-openjdk >= 11

tzdata-java >= 2022

ImageMagick >= 6.9

firewalld >= 0.6.3

policycoreutils-python-utils >= 2.8

python3-policycoreutils >= 2.8

dbus >= 1.12.8

dbus-common >= 1.12.8

dbus-daemon >= 1.12.8

dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8

xorg-xll-server-utils >= 7.7

xorg-x1ll-xinit >= 1.3.4

1ibXpm >= 3.5.12

libXrandr >= 1.5.1

TibXtst >= 1.2.3

pam >= 1.3.1

util-linux >= 2.32.1
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util-linux-user >= 2.32.1

xorg-x1ll-utils >= 7.5

bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0

cups-filters >= 1.20.0

ghostscript >= 9.25

libxml2 >= 2.9

libmspack >= 0.7

ibus >= 1.5

nss-tools >= 3.44.0

chkconfig >= 1.20

cyrus-sasl-gssapi >= 2.1

python3 >= 3.6~

gt5-gtbase >= 5.5~

gt5-qtbase-gui >= 5.5~

grencode-1libs >= 3.4.4

imlib2 >= 1.4.9

fuse-1libs >= 2.9

pulseaudio-utils >= 15.0
RHEL 8.x 1 Rocky Linux 8.x 89 RPM {X#iIi5!% :

java-1ll-openjdk >= 11

jcoutils >= 0.32

firewalld >= 0.6.3

policycoreutils-python >= 2.8.9
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policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
libXpm >= 3.5.12

libXrandr >= 1.5.1

TibXtst >= 1.2.3

pam >= 1.3.1

util-Tinux >= 2.32.1
util-lTinux-user >= 2.32.1
xorg-x1ll-utils >= 7.5

bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25

libxml2 >= 2.9

libmspack >= 0.7
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krb5-workstation >= 1.13
ibus >= 1.5
nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gt5-gtbase >= 5.5~
gt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4
imlib2 >= 1.4.9

Amazon Linux 2 #J RPM &X#mM5IxK:
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
libXpm >= 3.5.10
libXrandr >= 1.4.1
libXtst >= 1.2.2
pam >= 1.1.8
util-Tinux >= 2.23.2
bash >= 4.2

findutils >= 4.5
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gawk >= 4.0
sed >= 4.2
cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9
libmspack >= 0.5
ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
qt5-qtbase >= 5.5~
qgrencode-Tlibs >= 3.4.1
imlib2 >= 1.4.5

PE=

BRILARZASEY Linux VDA 2#5#9 Linux &1ThRHN Xorg hRASHIFIR, BSHRAKER.

B 6b: ALRMERE (AIi%)

Linux VDA L5 MRHARAH#ITH R, FI130, &A1 LUE Linux VDA M 2308 #4& 5 2311, M 1912 LTSR A E&E!
2203 LTSR.

33F Amazon Linux 2. RHEL 71 Rocky Linux %1Thk:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
AR

s ABMBRERES [etc/xdl THEEXH, EHITARZA, BESUEHXLEXH,

7£ RHEL 9.4/9.3/9.2 #1 Rocky Linux 9.4/9.3/9.2 E#4k Linux VDA Z #i, &% libsepol X8 E
HEINRZ 3.4 SNE Sk,

o M 2407 h4sFF34, Linux VDA ZkE E1228 rpm 3 dpkg EARIRRILEBREEN . TENET rpm
f dpkg W SEEE X 4B E
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- rpm: RIAMRBAMERAEHER. rpmnew ¥ EBRFEREETBIFARE,

- dpkg: UREARRBREEFMEME, EUBHRRS AR Linux VDA, EIRMREAMEIE 4
BSR4 aRESEN dpkg-new =t .dpkg-dist, EERAUTHS:
dpkg --force-confold -i package.deb # Always keep your

version, then save new package's version as *.dpkg-new
or *.dpkg-dist

o ARBRMFEFRBLD Linux VDA T8,

$B T: =% NVIDIA GRID Kzpigrr

[BF HDX 3D Pro ERIETEEMN EEZFH VDA 1+EH %3 NVIDIA GRID Ezpigr.

3 =

AR
Z3+ Amazon Linux 2 f£/48 HDX 3D Pro, FHf1&EiN&E%i NVIDIA RepiERF 470, BEXFAER, BESHER
FEK,

BESTEEMNEEREF LLREMERE NVIDIA GRID £ GPU E1228 (EHIRENIER), BRI TIEE:

« XenServer
« VMware ESX
« Nutanix AHV

EREMECE NVIDIA GRID RE VM iz, BHRITUTSE:

1. WREERE VM X,
2. 72 XenCenter &, 7 VM 53E—1 GPU,
3. B& VM,
4. 73 NVIDIA GRID EzhigR & VM:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
5. &R Red Hat Enterprise Linux 3Xt4/pg5 B =4 NVIDIA GRID IREHER.
AR

24 GPU RehigFiiiel, AEMERUAERERIAZER (no).
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BE.
ZEA GPU BEiglg, T;2Ei®3 XenCenter ifial Linux VM, 1R SSH # T,

nvidia-smi

e e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| === e e e L L L L bbb e ————————————— +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
i e R e i e et i
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w/ 150W | 19MiB / 8191MiB | 0% Default |
e o e et +
e e +
| Processes: GPU Memory |
| GPU PID Type Process name Usage
B T ]|
|  No running processes found |
e e +
HNERGEFHRNEE:

etc/X11l/ctx-nvidia.sh

EFAS I HENS MBI, BEEBXNE NVIDIA FrIE. ZRIEFANE, &8 “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” 7= @4 ITIR(F.

£ 8: BE Linux VDA
FE:
FIREEBITNIRREZH, BRREEENRERAPTLRET en_US.UTF-8 XIFigE, MRZXIFILET
IR ERLDRF A A, 15517 sudo locale-gen en_US.UTF-8 é5<, XJF Debian, @it BGHER #
en_US.UTF-8 UTF-8 173448 [etc/locale.gen xff, #A/5i51T sudo locale-gen &%,

RERGEE, BIETT ctxsetup.sh HIZREZE Linux VDA, HITEMERZ A, ZHAELRIEINE, WERFAE
RMPEERE, MALE, JUBNEREITZHEALUENRE.,

AILUZRB R FANETHIZA, el LIRAMGEENIAN BoiEiTHIZA, H5Ug(Fa, BEEEZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help

RRECE

BITaRTEMRENFEERE
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sudo /opt/Citrix/VDA/sbin/ctxsetup.sh

HohicE

BEREN, BIEEERMREMAFIFIET. MRFAFENMELEENETE, WEAFIRTEREERAER.
SPBNFRTERE:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’ - 2FFitEHIMA
Ho BUAER ‘no MTFEMAENTS, BEHEERN N

+ CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA ExkfEF Ker-
beros E2&i& &R Delivery Controller #1753, Kerberos BBBIRIERZA LEREMEBEEMN Active
Directory £l TEHiE,

+ CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA EXRZ{tH=4#&53FRAY Delivery Controller
E2fREER (FQDN) 7R LUE T Delivery Controller #1T5EM. HMEDIEE— FQDN 5 CNAME,

« CTX_XDL_VDI_MODE=" y|n’ - ¥HBENEENEAKAERGRE (VD) FRAELEZREITHEE, 37
F HDX 3D Pro 1%, ¥ZEREN Y.

+ CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA %#5 HDX 3D Pro, X2—% GPU m&E# A, S
EEENAREFNEMYKT, MREET HDX 3D Pro, ME R VDI £&E (BX1E) #EXEEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

o CTX_XDL_START_SERVICE= y|n’ - HERTHESREERBE Linux VDA BRS.
« CTX_XDL_REGISTER_SERVICE=" y|n’ - #EEshitBEHEE5H Linux Virtual Desktop AR

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA BR$E R # i N\ EZiETE R 40 A,
ARG ASEHRBEEDA Linux Virtual Desktop sTHEIERO (2RO 80 #1 1494),

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/kde/mate/xfce/’ <none> ‘-5
EBERIEDFALN GNOME. GNOME Classic. KDE. MATE = Xfce £mEifiE, MREFHIZGEN ‘<none>
S MYEEERTE VDA LERENEHARE.

TR BT TR LRERRFEEERENREZEIHR. BXFAER, BRRAEAETRG AL,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - £# NET L X & #
Broker {I28RSS (ctxvda) B9ER1R. ZRINEREZEA  ‘[usr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i@z TCP/IP #MA%5 Delivery Controller i&fs,

« CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i&i& DNS & LDAP k5528, ZE% DNS B#RLER
MREAAMIER, MIEE DNS imBif. MRFAFE, BRHEREN ‘<none> &

« CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #iff DNS k& ¥l LDAP fR5 28, MR
DNS Ti&#2f#t LDAP lRBIER, BRI UREU=R DRI LDAP FQDN (48 LDAP M) %%k, fl,
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adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E 7 Active
Directory M B FAERA LDAP &1, 1EEidiEhIE LRAERE R, FHEHEXM LDAP IROSEE R 3268,
BINERT, HEEREHN ‘<none> |

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&i3 & & /5 Active Directory i3 iR (9 ¥
RERZE B LDAP (fli0, DC=mycompany,DC=com) ., RiIREE Rk, TLUSEERERM I
OU=VDI,DC=mycompany,DC=com). MNRFHE, HEHIEEN ‘<none> |

« CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA z##{#/A DNS CNAME i2 ®15% Delivery
Controller &#F.

REWRREHIETREMA:

export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=sssd|winbind|centrify|pbis|quest

export CTX_XDL_DDC_LIST='<list-ddc-fgdns>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|kde|mate|xfce|'<
none>"'

export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT='<port-number>'

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<1list-ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME="'y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

i5f7 sudo M HY, A -EEMLBNEFIETSFRAEHAZENT shell, BMNBENEERT@NHSHMLE
#!/bin/bash ERNE—1T3kAIE shell iz,

Foh, ERILEARE N LEERESH:

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \

CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \

CTX_XDL_DDC_LIST="'<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE='y|n"' \

CTX_XDL_HDX_3D_PRO='"y|n"' \

CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE:'y|n' \

CTX_XDL_ADD_FIREWALL_RULES='y|n' \

CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|kde|mate|xfce]|'<none>'
\

CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \

CTX_XDL_VDA_PORT="'<port-number>" \

CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \

CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>"' \

CTX_XDL_SEARCH_BASE='<search-base-set>"'|'<none>"' \

CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n' \
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/opt/Citrix/VDA/sbin/ctxsetup.sh --silent

FRECE Bk

ERLERT, EsEREMRR ctxsetup.sh BIZ3I B BFRMAIER, BAREF Linux VDA HR€,
PTIRIERT, IBERLMANERER:
sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
MFRECE K
sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
5E:

LR A S MEBUREMIBRFR B BCE 24, MiMfE Linux VDA & fER.

RERE

ctxsetup.sh 71 ctxcleanup.sh A EZEH A LETHIR, HEHEMEESANEEH T X4 [tm-
p/xdl.configure.log.

E#E5) Linux VDA BRSS, HREXRAEN.

S 9: 517 XDPing

JEizfT sudo Jopt/Citrix/VDA/bin/xdping Lia®E Linux VDA FIEEENEREE &, &XiE4H
&8, #&21% XDPing,

41 10: i=17 Linux VDA

i/ ctxsetup.sh HIAEE Linux VDA /5, TTLUETA T an<3RiEH Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS :
sudo systemctl restart ctxhdx
sudo systemctl restart ctxvda
=1t Linux VDA:

2121k Linux VDA BRSS, iBHITUATIRME:
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sudo systemctl stop ctxvda
sudo systemctl stop ctxhdx
AR
E1=1k ctxvda 1 ctxhdx [R5~ 71, 1517 systemctl stop ctxmonitord &< LUE IE SRS SFPIER
A, SRS T ERFBERBMEFLENARS,
/250 Linux VDA:
Z|#Esh Linux VDA RS
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda

#2 Linux VDA IR :
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx

SE 11 gITENER

BT ENLE RAAM Linux VDA it EHBiZ 25 %48 Windows VDA 753E£ M. BXIMATFEMXLEESHIEME
MEVIRER, FERACEITENERMERITENE .

BIEES Linux VDA it BT EN B RINS@EIG—LRS], #1523 FRTH Windows VDA i+ B 8IEETEM
BR:
o WTFIRERYT, 1EER:

- ZRIERERSET T TFREBEHE=EEEAMHER),
- BAERERMET EBT VDI EHEERJER),
o FHMER—MTENBRPESMEA Linux 71 Windows VDA i+ &4,

AR

SHARRACH Citrix Studio R#F “Linux BERA” MES, B8R, %1% Windows Server 2{FRA RS
BRFAAETNZERTEARERZRERTEE, %F Windows SERFRAHKEIRIFRAENER TE
BEEN— TR IEE,

e
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LT ERPRAVITENEFIAT Active Directory 18T, EMFRIBRIZITENHEESERT RN ETENER
®,

SR 12: BIE(IAH

IR MAAMARINES Linux VDA IHEMBITEN B RIEES Windows VDA B/ LFEE, BXRINAETERHIXLE
ESHEMFAEIRPA, BFSREEZTH,

BUEEH Linux VDA i+ B B RERZ AR @G TRE:

o WafRATIE AD BPAIABERERE, £BERE Linux VDA 18,
s BFIMATRESHRIEN (BER) AFRER.
o BENERMEFREANEE Windows iHEHHITENER.

BE.
Linux VDA 1.4 XEERAXFLZHBNEREF. B2, Linux VDA RG2S mAN ARF A ERNITE.

BXRUMALETEVERNRGANES, E5R Citrix Virtual Apps and Desktops 7 2407,

£ SUSE Fzh% % Linux VDA

August 20, 2024
BE:

WNFEHMRE, HNBVNEERBMREHRTRERE, BMREANNES, 5AXPFRNFHREMLL, &
5Tt

S8 1. #EREESM Linux itE

S la: Fa)YaST TH

SUSE Linux Enterprise YaST TERTFIHEERARITH A EENES.
BaEF AR YaST TA:
su -

yast

ZEshETF Ul B9 YaST T8, ERITUTRE:
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su -

yast2 &

S8 1b: FREMSERE

LUTEIANEB T OEERE Linux VDA ERNSHMEIEENIRS. WEREEE YaST TERTT, MAREREM
A%, g0 Network Manager, IUFBBANBHRERET Ul 89 YaST TEMNER, ol IERET X4 YaST
TR, BSMAEHEETRRE, WILAKRIENE,

RETHEMEE 55 (DNS)
1. B=hEF Ul W YaST ITE,
2. EERG, AREENKIRE,
3. #T7F Hostname/DNS (E#1&/DNS) &£,
4. 7 Set Hostname via DHCP (i#id DHCP B *#1%) #EE no (F) &M,
5. Hf&ek DNS BCE R (E R B E X HRRE,
6. HEUTAR, URMFIENMEIZE:
o BRSNS - FINITEMNE DNS EME,

o BFRARSSER - ANI0 DNS ARS5238Y |P ik, BE I AD iizHI2389 P ik,
o HIRRTIK - A0 DNS =&,

-

. B /etc/hosts XHMUTITUESE FQDN MIENBENFIRINZE:
127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost
FE:

Linux VDA ZifiF3%#f NetBIOS &#F#&if. Eit, FHMEREEL 15 MFRo

=

TN .

[ e

QEEFEAFR a-z. A-Z. 0-9 FIEFH (-). BBREATIE (). SEMEMTS, TN REURFFLM
MEFRLERE. MNbERTF Delivery Controller 414,

WEFHE RIEFVRIRESTERTIR:
hostname
IESGREHENMNENE, MAREETSEESS (FQDN),

33 FODN 2 ER B IEHEIR:
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hostname -f

Itas <R ETEHE FQDN.

RERMBAFRS AAEMY  HIART LU FQDN Hxdigiizhl2g# Delivery Controller #4147 ping #1E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

SNRTERM FQDN & Ping Fi@ L RE—ItEH, BAREEXTR, RGBSR,

$E 1c: & NTP RS

437 VDA, Delivery Controller #ligiizHlgs 2 B FIBT s A R FEHRP EXEE, 3§ Linux VDA B A EHMN (VM)
AR SHNMRERNSE, ETHER, SIFERTE NTP BRSFREFSHEREL, BIANTP EBEEZEE—LE
Mo

%y F SUSE 15.5:

1. B&pEF Ul YaST TE,
2. EEREMRS, AGEEE NTP RE,
3. 72 Start NTP Daemon (Ez) NTP sripigR) #547, 4 Now and on Boot (M7EX%35ISHY),
4. REEREEFEHS,
5. RIBFEHRM NTP RSS2, NTP lRSEEHETE Active Directory iFi=Hlas o
6. 7z /etc/chrony.conf SIBREEERUATIT FIREE).
include /etc/chrony.d/*.conf
w48 chrony.conf 5, EfEsh chronyd RS,

sudo systemctl restart chronyd.service

$12 1d: %% Linux VDA &Kzt

AT SUSE Linux Enterprise # Linux VDA &K F LU TG

« OpenJDK 11
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+ Open Motif Runtime Environment 2.3.1 s{E & kR4
+ Cups 1.6.0 HE=EHRA
+ ImageMagick 6.8 i E=hRs

WRINFGEE  BRT ImageMagick 24, EET LM E A FHEEPRIAZHLENREE. ERE ImageMagick
WFE, EER YaST U TH<LBA sle-module-desktop-applications &FfiE:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

%% Kerberos £/l %% Kerberos /3%, 7£ Linux VDA 5 Delivery Controller 2 8] S2EL IR & & {3 i :

sudo zypper install krb5-client

Kerberos &P IGECE k¥ TFR{EMAR Active Directory EmiA %, EEIR TEMRA,

%% OpenJDK 11 Linux VDA Z3Xk7#7E OpenJDK 11,
ERE OpenJDK 11, EEBETUTHRS:

sudo zypper install java-1ll-openjdk
RRHIET EFEANEIEE

AR

o BATBWERE SQLite BF VDI R, 1§ PostgreSQL B FHEHEZREAMEEL,

 IFRMLEM MCS, &8 L5 E A SQLite 3¢ PostgreSQL, MA M FH L%, friF@E
[etc/xdl/db.conf S1T#sE, FM Linux VDA BiAfER PostgreSQL,

o SWFFohRE, BHAMFr)LE SQLite. PostgreSQL S ETWE, MNREE AT =T SQLite #
PostgreSQL, MEJLIFER % Linux VDA R+ B fEi@id 448 [etc/xdl/db.conf RIEEEAEH—1,

AEDABNBUERE PostgreSQL # SQLite MUK INAHEE EFEANHEPHEE—.

%% PostgreSQL ER# Postgresql, EEfTUTHS:
sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc

BAFIEIT T < UTEITEN BRI B PostgreSQL &L ANEHN:
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sudo systemctl enable postgresql

sudo systemctl restart postgresql

2% SQLite ¥fF SUSE, BIEfTUTaH<URE SQLite:

sudo zypper install sqlite3

BEEFEANBEE MRERRKTET SQLite #1 PostgreSQL, MAILITERZ Linux VDA - BEBE &i1E
[etc/xdl/db.conf RiEEFERE+A—1

1. 517 [opt/Citrix/VDA/shin/ctxcleanup.sh, IRE2 2L, NERILSE,
2. w8 [etc/xdl/db.conf LUiEE B RREIERE,
3. i&17 ctxsetup.sh,

AR

el LUfER [ete/xdl/db.conf EZE PostgreSQL MixAS,

TR 2. EEEPNEERER

EXFNEMVIEEREZRF 3F Linux VDA HE VM iziTH, REBMEH-LEN. REEEEANEMNEREFTS
HUATER. MREFBEVES LBTT Linux T8, NEREHEFES.

&%E XenServer (LIEiFK Citrix Hypervisor) _EyRTaE)E:L AR

WMRBAT XenServer BYaEF INEE, MESNFEEIUL Linux VM /1, E2382) NTP # XenServer IR L,
MERIHEEBRAN, NERNHSHMRZSEART, BEED Linux RERHNREFR®HS NTP @Y, Xig
MERZRETNNERS, THE HYM EXTHTEAER,

MR EESITHEEMY Linux BiZ, FEZET XenServer Tools, MATAEZE XenServer Bt E|EH AR ETE
EURSEEM LinuxVM REA:

su -
cat /proc/sys/xen/independent_wallclock
IE<iRE 05 1

L4 0‘ E‘JI‘EﬂﬁﬁlﬂﬁﬁE‘,Eﬁﬁ, E.Lz‘é)ﬁ\i’—%;mo
. 1- HERSTHEESER, TRRIEMELE.
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R [proc/sys/xenf/independent_wallclock SXER7ZE, NAZEHITUTSE,
MREEH, FEIEZXEE AN 1 RZAERPIHEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock

EENBRMAKAER, HEEMBHENAEY, H5E [etc/sysctl.conf SXEHRMUTIT:

xen.independent_wallclock = 1
BEIEXLEN, BEMBoRS:

reboot

BEfEsE, RIEERTIER:
su -

cat /proc/sys/xen/independent_wallclock

Itas <R EE 1o

&& Microsoft Hyper-V L g98dia]E% a)k

R4 7T Hyper-V Linux £pARSSH Linux VM RIRZA Hyper-V Bt {ElEF ThaERE A ENIRERFRETE, ABEFRER

ST HPIRLRNEIRTISE, B—RIBERALIIEES NTP RS,
MNERIRIERFH:
1. #T7 Hyper-V SE28#EH 8,

2. 33F Linux VM B9i& 8, 5% Integration Services (£/IRS).
3. W1RBEi%#E Time synchronization (HERES),

=3

AR

tt73%5 VMware # XenServer (LLEI#R Citrix Hypervisor) FFE, XFWHR~RaZ AT ERES hEE

Lg% 5 NTP £4Emze, Hyper-V BiaFE$ S NTP BaRS £EH ik

&E ESX f1 ESXi MBS iE]E )RR

MRBAT VMware BHEIESTHEE, EEMFEIMEEY Linux VM 1, EHBE NTP FEiM EREF R,
ERHAERD RAENH, B8RS HEMRSBAAS, HHED Linux REFNRENHS NTP R, X#HER

ERBAEHNEFRS,

WMRIFEIETEET VMware Tools BIFE#ME Linux RiZ:

1. #T7 vSphere Client,
2. 458 Linux VM i& &,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

126



Linux Virtual Delivery Agent 2407

3. 7 Virtual Machine Properties (EilfEMN) HiEES, 77 Options (GEI) EHE,
4. %% VMware Tools,
5. £ Advanced (54) #ES, EGEES Synchronize guest time with host (5EHELEF A E).

#1 3: ¥ Linux VM 710% Windows 15

WUTFAERT AT Linux itEAARINE Active Directory (AD) #:

« Samba Winbind

« Centrify DirectControl
+ SSSD

« PBIS

IRIBFMIZN 5%, FRIAEAHMITIRME.
AE:

73 Linux VDA frgvzssthik =0 AD Rtk ERERMNAR B, SI1EREEEKN.

Samba Winbind
A Windows 1 @89iSizHI B4 AEE, HEGHREEENIGITENFHMEIER Active Directory B %
P

1. B YaST, EEMAKRS, AE%ERE Windows 5K R 51,

2. HITUTEX:

o SEiER T1ELRIR A Active Directory ISV ZFRaIiHI28HY |P bk, HFREBIKT,
« 3% Use SMB information for Linux Authentication (5 Linux S&iE#ER SMBE8),

- % Create Home Directory on Login (& ZRIHAIZEER).
- % Single Sign-on for SSH (3 SSH AR SER),
- HafRRiE+H Offline Authentication (BiHEH30IE). MiETS Linux VDA R3S,

3. REWRE, MRAFKRTEREFZLRMEE, BRE Install (2%,

4. NRHENFIEHEE, WKMEEEEEMAE, BER.

5. HIMRTE, BABIOSTENANZENEARHNEE, AR2E OK (HBE).
6. FHENRIRSHAEFBITEN. KRN EEHRBHITEN:

su -
reboot
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Wb &1 Delivery Controller 2K VDA it&#1 (Windows #1 Linux VDA) #BZ7£ Active Directory
PE— MR R,

iz1T Samba B net ads &< LUIRIEITENEETEMANSE:
sudo net ads testjoin
BITU T o< HRIEFIMIEMITENNRER:

sudo net ads 1info

I5iF Kerberos B2 HHIRARS: keytab XHREELIBRH B A SEXEN:

sudo klist - ke
S < B REMEREMSBHEEMHASAIANEHRIIR, 51T Kerberos kinit &<, ERAXEHRHARITITHIBRK
B EN S5

sudo kinit -k MACHINES@REALM
HENATZZIRBTIEEAARS. WS (5) BAERRAT (\) #THEN, UREE shell i, ERLIFEFEH,
DNS & 5 Kerberos &M AR, EMEERTAET. MRILHSHINGTT, WRKERE@MHAL,
BEAUTHTRIEHENKFN TCT EIBEEE:

sudo klist
BEAUTHTHRETETIKPIFAES:

sudo net ads status

WIERAFSMIRIE A wbinfo TRXIEREaIARKIBEAFHSH:

wbinfo --krb5auth=domain\username%password

XEBIEEME N AD &, MAE Kerberos siEi&#, ¥tF bash shell, #AERS—MRAITRAMT (\) Frd
T8N, H$IREI—FMINELBEE S,
I9IF Winbind PAM & MERE R T Efi. Aitt, BERUEIRERSHEAF KA ERE Linux VDA,

ssh localhost -1 domain\username
id -u

WIFRE R id -u H<REA uid BUE T 338 Kerberos EiREF 4 :
1ls /tmp/krb5cc_uid

BIEAF K Kerberos RIREFHNRIBRTEMERTH:
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klist
BHEIE,
exit

E#ER Gnome g{ KDE 1251 8 e LURITHEMBINIR. B TEIMANIEGEHSERITSE 6: %% Linux VDA,

Quest Authentication Service

EiEESIE ERE Quest RELEEHITHIZE LLEHEET Quest N, MEBRFEENR, BNE
Active Directory Hg|EHENMNR,

AYIAFPER Linux VDA I8 AT IiHEAF 87 Linux VDA i+ £ HDX &iE:

£ Active Directory P FIIT BN EEEHI &, RZAFHFITH Active Directory AP E .
%% Unix Account (Unix #k/) &I+,

& Unix-enabled (EEA Unix).

¥ Primary GID Number (&3% GID 4&5) &BHLFRAEFA894H ID,

W

AR

XLEGEAREFIREEAR, UEMITLUERESS. RDP. SSH siEEMTZNINHITER,

7£ Linux VDA tFf2E Quest

foE VAS sFiriEF WS AU Bh4ET Kerberos EiRThaE, HMBZASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false

LA EITIERRIR A 9 /NBY (32400 #4), BENLLEAIARY 10 /MNEEEGERRE 1/, BEZEEHARRENR
4% LigBRIRE,

fi2E PAM f1 NSS EFH&ET HDX # T A P ERUNREMARSE (FI40 su. ssh #1 RDP), &FshEcE PAM 0
NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
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PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name

user AEREITEMNMIAN Active Directory i EMiE A, domain-name Ji#9 DNS &%, fli0 exam-
ple.com,

IO EEEHBED Linux i+841.

Wirgm A &1 Delivery Controller E5kFrE VDA i+ &#1 (Windows 1 Linux VDA) #E7#%E Active
Directory fE—MIENNNR, BERIEMAT Quest 8 Linux HENEEBMFIEHF, BHRITUTIRE:

sudo /opt/quest/bin/vastool info domain

MRTBENEMANE, aH<EEHSZ, MRITBEVRMNEME, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIEAF B%IIE  IE Quest BF A LUED PAM X$igi A P #1T B0, Aitt, iEER EIRERIAEAF P
&%3 Linux VDA,

ssh localhost -1 domain\username
id -u

BIERE RN id -u H$REM uid U T A Kerberos EIREF 4 :
1ls /tmp/krb5cc_uid

I8 Kerberos EiREFTHNEREE BN ERITH:

/opt/quest/bin/vastool klist
BE=IE,
exit

E#ER Gnome g KDE 1251 8 A LURITHEMBINIR. B TEIMANBRIEGEHSERITSE 6: 2% Linux VDA,

Centrify DirectControl

X Windows 33 %% Centrify DirectControl Agent /5, &R Centrify adjoin #5<34& Linux i+ &4
Active Directory 3:
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sudo adjoin -w -V -u user domain-name

user AERGITEIN Active Directory iZ#9E{T Active Directory i~ . domain-name 2% Linux it&
19D b= SR S

Wik S  Delivery Controller ZRFrE VDA it&#1 (Windows # Linux VDA) #BZ17£ Active Directory
FE—MTENXNR, ERIEMAT Centrify 89 Linux BT U TP, BERITUTIRE:

sudo adinfo

I5F Joined to domain EEE ALK CentrifyDC mode 2FiE[E T connected, MMEER{MAREEER
shiRES, MIFRFA Centrify TP IRIBE T RS SREED SN RIER,

BERAUTHSHIREELANARFNIZHESR:
adinfo --sysinfo all

adinfo - diag

Mif5&# Active Directory #1 Kerberos RS HIER.

adinfo --test

ERTEMNISEEAEAITS T 6 %2 Linux VDA,

SSSD

WRETE SUSE EER SSSD, BRI ER 5 AR B 1TIR(F. WD EEE X WMAE Linux VDA i+ &M DN
Windows 1595 B A K ANAIECE Kerberos B4 I18ERNIES.

27E SUSE £ig& SSSD, ERRIUTHE:

NIEFHBIZEM keytab
73 SSSD F2& PAM

IRE SSSD

BF SSSD
Ursnacndab=gv

I9IF Kerberos BtE
WA SR 0IE

Nk w e

mAEHeIEEN keytab  SSSD HRRHAFIMNFMER RS keytab X##9 Active Directory & F ik Th&E,
BILABR A ER Samba 7535, 7EECE SSSD ZHl, BN TH R,

1. =1E##2 B Name Service Cache Daemon (NSCD) srP#i2,
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sudo systemctl stop nscd
sudo systemctl disable nscd

2. WEENRZFM Chrony BHERE,
hostname

hostname -f
chronyc traking

3. REHBMAATREE:

sudo zypper install samba-client sssd-ad

4. L root AR BMERE /etc/krb5.conf x4, UM kinit LRERES BirE#TERE. 7% [libde-
faults]. [realms] #1 [domain_realm] ZFH FHMUTER:

=W

RIBEH AD ERtEWEEE Kerberos, UTFEBEEA TR, BHIEER,

[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fqdn-of-domain-controller

}
[domain_realm]

.realm = REALM

realm 2 Kerberos $iig #9 & #7, f5l40 example.com., REALM 2 X5 1y Kerberos 47iig & #7, fi0
EXAMPLE.COM,

5. L root BF &44E /etc/samba/smb.conf, L net LRREFSBEIREHITER. HUTEE
&zl [global] &84
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[global]
workgroup = domain

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
realm = REALM

security = ADS

domain 2 Active Directory 15#J&%2 NetBIOS &#5, i EXAMPLE,
6. f&tk [etc/nsswitch.conf scfr+f9 passwd 71 group 5 B U458 SSSD.
passwd: compat sss

group: compat sss

7. ERAEREN Kerberos & if LUEIE R B4 BAMNE#HITHHRIE,

kinit administrator

8. £/ net TARFBAFMANEHERRS Keytab x4,

net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U
administrator

77 SSSD & PAM 729 SSSD B2 & PAM Zhi, BRENEMAENREE:

sudo zypper install sssd sssd-ad

¥ PAM R3RECE Jyil@id SSSD #1TRF SHIIE, HARAFPEREEEER.

sudo pam-config --add --sss
sudo pam-config —--add --mkhomedir

% E SSSD

1. Ll root BFB#HREE /etc/sssd/sssd.conf, Ui SSSD sHiPiER S BirlE#1TEE, sssd.
conf BETRE (ALARIBZEZEHRMEMIMVIED) :

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name
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[domain/domain-dns—-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive
domain-dns-name 2 DNS 5%, %1 example.com,
AR

ldap_id_mapping i& &% true, L& SSSD #x & fa 5% Windows SID 8432 Unix UID, F NI,
Active Directory % Fgei512 Mt POSIX ' Bi2F. & ad_gpo_access_control i E 5 permissive
BUBALE Linux SIEHII T E FRE1R. B2 sssd.conf #l sssd-ad HFM T,

2. %t sssd.conf @B XHERENFINE:

sudo chmod 0600 /etc/sssd/sssd.conf

BFE SSSD  BEITUTHSTUERKBHMNEBEAHEER SSSD FirgRr:

sudo systemctl enable sssd
sudo systemctl start sssd

ISR R 815
1. izf7 Samba i net ads S<URIFIHENEEEMNE:

sudo net ads testjoin

2. BITUTHLRIERIMIEHATENNRER:
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sudo net ads 1info

I1iF Kerberos i2E8 HifRA S keytab XHEREELIRFH B SEMEN:
sudo klist -ke

< EREMERBMSEREMASTTANZHRTIR.

izf7 Kerberos kinit <, LUERXLRABIGEH2S0IETENNSH:

sudo kinit - k MACHINES@REALM

HENMMEEHBIIEERAT . EFS (§) BAEARBIAT (\**) #TEX, UERRE shell Eit, ERLIFE
#, DNS &5 Kerberos BB AR, EHRREAMREM. WRILHSHINGTT, WARSEREREL,

BEAUTHLIIETBEIKARN TGT REEEF:

sudo klist

WIERFPSHIRIE SSSD FEHEI TFIFEFRHATURSMIIINGSITIA, Reg@T PAM .
LI91E SSSD PAM RIRZ B EEMREE, BEAMURIRERIFAF KA ER Linux VDA,
ssh localhost -1 domain\username
id -u
klist
exit
BIE kst s<RER Kerberos BIBRETERTZAFHEHKRITH,
L root AP &, WIEREEAREMN 1d —u SREM uid SIEENMNEREEH:

1ls /tmp/krb5cc_uid

BE#ER Gnome g{ KDE 1261 8 A LURITRMAINIRL. E#TEIMANBIEGHSERITHSE 6: %% Linux VDA,

PBIS

THFER PBIS FE  flu0:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
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& PBIS REFIAAHIT  Flan:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh

iz17 PBIS REfIZA  fly0:

sh pbis-open-9.1.0.551.1inux.x86_64.rpm.sh

A Windows 33  @pigishlass MAlipinl, HEEXAEEEREHENRMEIEN Active Directory Bk
P

/opt/pbis/bin/domainjoin-cli join domain-name user

user A E K+ EH AR ME Active Directory H #9315 . domain-name 71 DNS & #5, 140 exam-
ple.com,

FE: E¥§ Bash igBRZA shell, #5517 [opt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wikt A & Delivery Controller xkFiE VDA i+ B #l (Windows #1 Linux VDA) #E 7 Active
Directory fE—MIBEHNR, BWIEMAT PBIS 8 Linux i+ BHE2E M TES, BEHITUTIRE:

/opt/pbis/bin/domainjoin-cli query

MRABNEMARE M, L RREEXHFIMAN AD M OU NiER. &N, RETENZ.

WITRAFP BMIIE  3RIE PBIS 2T EEM21E:E PAM ST AP #1T B M. Aitt, EERLEIARERSREA P KA
&%3 Linux VDA,

ssh localhost -1 domain\user
id -u
WIFRE R id -u &%3RER UID 83 T XIRIAY Kerberos EIREFX !
1s /tmp/krb5cc_uid
BESIE,
exit

TEFTIHINANRIEESEMITSE 6. 2% Linux VDA,
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TE 4. 2E . NET
B%.NET Runtime Z4b, EREZAL Linux VDA Z &1, EHAEFREZ M Linux £1THRFZLE.ASP.NET Core
Runtime, Amazon Linux 2 EEkk7 6, HMELITIREERRZS 8,

MREH Linux X1THREEFIER.NET ki, BEMRERPHITRE, ZN, EM Microsoft i@ E+HRE.NET. B
KiIFMER, 1§21 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers,

L% NET /5, 1&i51T which dotnet <& ERIEITIIEER,

RiERSHE, RENET Runtime Z#HIX#ERZ, i, WRH<SHL A /aa/bb/dotnet, 1EER /aa/bb £
F.NET 2SR 12,

$E 5: T Linux VDA {46

1. #7% Citrix Virtual Apps and Desktops F# 51,
2. BI&hRaf Citrix Virtual Apps and Desktops,

3. BFAHBLUERK Linux VDA, #a0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions.

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. g2 Linux VDA #7418 Linux VDA THRA,

Downloads  txpand il sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

v Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)
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5. TH5ER Linux ZIThRIEECRY Linux VDA 23R4,

6. THAIATFRIE Linux VDA R4 GPG 2, Flu:

Downloads cxpandallsections
~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)
~ Linux Virtual Delivery Agent 2305 (Ubuntu)
~ Linux Virtual Delivery Agent 2305 (Debian)
~ Linux Virtual Delivery Agent 2305 (Amazon)
~ Linux Virtual Delivery Agent (scripts)
~ Linux Virtual Delivery Agent (sources)
~ Linux Virtual Delivery Agent (VCSDK)
~ Linux Virtual Delivery Agent (GPG Key)
Linux Virtual Delivery Agent (GPG Key)
May 30, 2025

Checksums
SHA 256 -3440f30920385£23944108316040 5 6011004

EFARARIE Linux VDA REEHNTEY, BETUTHSUBAASAE RPM 8UBEFURGEREE

BOTTEEME:

rpmkeys --import <path to the public key>
rpm --checksig —--verbose <path to the Linux VDA package>

$1% 6: L% Linux VDA
SIE 6a: HE|BRRE

NRLE T FRITRIMIF MRS LTSR iR 2 SN RERRRAS, IBEREMARAZ A HEE,
1. =1k Linux VDA RS
sudo systemctl stop ctxvda
sudo systemctl stop ctxhdx
AR
21k ctxvda 71 ctxhdx [RE 2 &1, 55517 systemctl stop ctxmonitord 3% LIS IE SRS SF
PiEF. BN, BMRSTIFEFRENRBEELNRS.
2. HEHRGE:

sudo rpm -e XenDesktopVDA
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BE:

SR EFBIF AR AH T AR

AR

f@a] LATE Jopt/Citrix/vda/ T2 B 2=rA M,

BiniTee, FERETEREZ; &, A& [opt/Citrix/VDA/sbin i1 [opt/Citrix/VDA/bin Finz &
FRiZo

+$1% 6b: %% Linux VDA

5/ Zypper &2 Linux VDA 34 :

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm

£/ RPM 48 EIEBE L Linux VDA 3R

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm

$IE 6¢C. 4% Linux VDA (F]i%)

Linux VDA L MRHARAH#ITH R, F130, Ea1L0E Linux VDA M 2308 #4& 5 2311, M 1912 LTSR A E&E!
2203 LTSR.

AR

ARMBELRERES [etc/xdl THREX Y. EHITHRZA, BESYBEHXLE M,

sudo zypper -1i dinstall <PATH>/<Linux VDA RPM>
SUSE 15 #9 RPM k#1751

java-ll-openjdk >= 11

ImageMagick >= 7.0

dbus-1 >= 1.12.2

dbus-1-x11 >= 1.12.2

xorg-x11 >= 7.6_1

1ibXpm4 >= 3.5.12

libXrandr2 >= 1.5.1

libXtst6 >= 1.2.3
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pam >= 1.3.0
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9
libmspack0d >= 0.6
ibus >= 1.5
libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss—tools >= 3.53.1
libpython3_6ml1_0 >= 3.6~
1libQt5Widgets5 >= 5.12
libgrencode4 >= 4.0.0
libImlib2-1 >= 1.4.10
BE:

EHREEHBT Linux VDA it+& .

HIET: =% NVIDIA GRID Rzhig

EF HDX 3D Pro EXREEEMHNEIEZRFH VDA 1+EH %% NVIDIA GRID Ezpi2RF.

EERTERIWEERERF L ZEMEE NVIDIA GRID & GPU &128: (ENIRIER), BSRLUTER:

« XenServer
« VMware ESX
« Nutanix AHV

EREMEE NVIDIA GRID RE=E VM Eapigk, EHRIT TEMNEMSE:
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1. H®REE VM BXiF,

2. RN EEREFEFIERT, A VM DE— GPU,
3. BE1IVM,

4. £ VM LRERE VM EK&higrr,

#1% 8: EE Linux VDA
FE:

EREETHNNEZH, BFRREELCHRERAPTRET en_US.UTF-8 XIFiRE, MNRZXIHIKER
EBHRERLKTATR, 15517 sudo locale-gen en_US.UTF-8 &5 <, 31T Debian, @S EUHEIR #
en_US.UTF-8 UTF-8 173k4w1E [etc/locale.gen X1, #A/5i=1T sudo locale-gen &%,

RERHEG, HEiT ctxsetup. sh #4REEE Linux VDA, MZABEERIENRZ AT, HRWIEFE, HRR
FRERBIEE RS, MALE, BJUBREREITZHAUERRE.,

AILUERB R FENETTHIZA, thel LIRAMGEENIAN B BTz, BEUg(Fal, BEEEZMANAEBES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help

RRECE

BITRRREMEENFHEE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh

BEEcE

BEREN, B HE R EHARBIAT. NRFARNFEEENHE, MATSRTEREENER.
SR RE R
- CTX_XDL_NON_DOMAIN_JOINED=" y|n' - RT@&HEHMA
o BOMEN 0. HTEMAENHE, BELREN T

« CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA ZxXk{EF Ker-
beros B2 &i&E @ Delivery Controller #7513 30iE, Kerberos BLBERIER A LEREMERE Active
Directory £l TEME,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ExR{2fti =5 FRH Delivery Controller
E2fREERZ (FQDN) 7R UA T @ Delivery Controller #1T5EM. HMEDIEE— FQDN 5 CNAME,

« CTX_XDL_VDI_MODE=" y|n’ -¥iHBENEENEAKAERTRE (VD) ZRAELZRETHE, 3¢
F HDX 3D Pro 1%, RiZEREN Y.
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« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA x%#% HDX 3D Pro, X2—4H GPU kAR, SEMRK
EEFNAREFNEBTKE, NRi%EET HDX 3D Pro, ME R VDI £&E (2xi%) EXEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEETMEERE Linux VDA RS,
« CTX_XDL_REGISTER_SERVICE=" y|n’ - ZEEzhitBEHEB5N Linux Virtual Desktop ARSS.

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA RS &R i 15 NRLIE @ R 4B A S,
ERIE RS AEFR EE7 Linux Virtual Desktop TAFIEIRO (EXIAEO 80 7 1494),

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate/’ <none> ‘- {5 EHLSIE
fERR GNOME . GNOME Classic 8f MATE SmifiE, NREHIGEAN ‘<none> , MR VDA £
LB ARIZRIA R,

BRI LB ETRSRERRFREREREANEZ BT, BXFRER, BERAIAETRG SRS,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - £# NET L X 31
Broker RIZARSS (ctxvda) B9ER1Z. ZRINKEZEA  ‘Jusr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i@z TCP/IP ixA%5 Delivery Controller i&fs,

+ CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i@id DNS &Il LDAP fR538. Ei§ DNS ER4
REIAAMIER, MIEE DNS iR&if. IRFAFE, HFHIREN ‘<none> &

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #Zifj DNS 5k X It LDAP fR$5%8, R
DNS Tixfefit LDAP R512R, B URMHE LU= RAI LDAP FQDN (%48 LDAP %H) 5%, #im,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E7 Active
Directory M /B AAERM LDAP &1, 1Bzt LERA2RBE R, HBHEXM LDAP iI5OSHEE S 3268,
BINERT, ESIKEN ‘<none> |

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id & & /u Active Directory i3 iR 19 1%
EEFRZE I LDAP (fitd, DC=mycompany,DC=com) ., NI EIER %L, TLUIETEERERM (Flu0
OU=VDI,DC=mycompany,DC=com)., MNRFHRE, HEHIEEN ‘<none> |

o CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA £/ DNS CNAME 2 R15% Delivery
Controller &#F5.

REMREEHIBTEEM A

export CTX_XDL_NON_DOMAIN_JOINED='n'

export CTX_XDL_AD_INTEGRATION=sssd|winbind|centrify|pbis|quest
export CTX_XDL_DDC_LIST='<list-ddc-fqdns>'

export CTX_XDL_VDI_MODE=’y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
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export CTX_XDL_VDA_PORT='<port-number>"

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'
export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'
export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'
export CTX_XDL_SUPPORT_DDC_AS_CNAME:'y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

iZ1T sudo SR, BN -EEMUKNERET2FBLHIBMNHF shell, RITBWNEEATMENGSHME

#1/bin/bash {ERHE—1TREIEZ shell Bz,
Fh, BRSNS IEERBSH:

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \
CTX_XDL_DDC_LIST="<list-ddc-fqdns>"' \
CTX_XDL_VDI_MODE='y|n"' \

CTX_XDL_HDX_3D_PRO='"y|n"' \

CTX_XDL_START_SERVICE='y|n' \
CTX_XDL_REGISTER_SERVICE='y|n' \
CTX_XDL_ADD_FIREWALL_RULES='y|n' \

CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate|'<none>' \
CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

CTX_XDL_VDA_PORT="<port-number>"' \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST="'<list-ldap-servers>'|'<none>' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>"' \
CTX_XDL_SUPPORT_DDC_AS_CNAME='"y|n' \
Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent

MIFRECEE

ERLBERT, AR EMR ctxsetup.sh MIAXEREFMAIEZ, BREE Linux VDA K&,

YEIRIERT, FEBIMANERER:
sudo /usr/local/sbin/ctxcleanup.sh —--help

MIFFECEE K-

sudo /usr/local/sbin/ctxcleanup.sh

BE:
A= MEIREIBRFRE B E 2R, MMME Linux VDA LA,
BEEAE

ctxsetup.sh f ctxcleanup.sh fix=7EEHIG ERTREIR, HEEMERSNRBERSEXXMH:

/tmp/xdl.configure.log
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BfEnh Linux VDA BRSS, HHIRERER.

S 9: i51T XDPing

#EizfT sudo /opt/Citrix/VDA/bin/xdping Li&®E Linux VDA MBEENELEERE. GXiF4H
&8, 1i&21" XDPing,

41 10: i=z17 Linux VDA

fE/ ctxsetup.sh iiAEZE Linux VDA 5, aJLUBTIATan<RES Linux VDA,
B3 Linux VDA:
B Linux VDA BRSS:

sudo systemctl start ctxhdx
sudo systemctl start ctxvda
{21k Linux VDA:
{21k Linux VDA BRSS, iBHITUATHRIE:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx

=

AR
£1Z1k ctxvda 1 ctxhdx [R5 2 71, 15517 systemctl stop ctxmonitord &< LU IE SRS SFIPIER
BN, EMARSSTIFIEFRERB S LERIARSS.
=250 Linux VDA:
E#B50 Linux VDA RS :
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx
sudo systemctl restart ctxvda
1Z Linux VDA R7%:
1 Linux VDA RSHIEITIRE, EHRITUTIRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
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11 QIEENER
LI EN B RMAM Linux VDA HENMESESESAM Windows VDA 75352, B X INE5eRX S MEME
MHNsiEE, ESRACEITENEZRNEETENE S,
SIEEE Linux VDA HENMITEN B RESEIF—LERE, F5Z32FRTH Windows VDA i+EHEIZITEN
BR:

o XTFIRERY, FIER:

- ZRERGRFEDN NWFREAZRERIRE),
- BRERFRAET (ERT VDI TBRRERIER),

o BEMER—MIENBRTEAMEA Linux #1 Windows VDA HE#.
AE:
BHAkRAH Citrix Studio A% “Linux &ERL” WIS, EBE, 1% Windows Server 1&1F R A RS

BRFAFRNZRATEARERZIEITEE, %F Windows SEIRFRAHKERIFRALENEF R FE
BETEN— AP AEE,

e

INRMIBRITENEFEEHRIMA Active Directory 15, NAFMFRITEN, AEBEEHRFMIIHENE R,

SR 12: BIER(IAH

BIERTAMARMES Linux VDA itBEHBIHEN B RMiEES Windows VDA i+ EH/LFER. BXINETEMIXLE
ESEVEIIFAETIRER, ESFEIER T,

BUEEH Linux VDA I+ HE B R HAR @G TFRE:

o WIRFTER AD BRFABEREE, BJUERE Linux VDA itEH.
« BNATRESHRIEN (BER) ARER.
o BNERMMHEFENEE Windows itENHIHHENE R,

HE:
Linux VDA 1.4 B ERAZFLHNAER. B2, Linux VDA A5 SEM N AR AAERNITEN.

BXRUALETEVERNRGANES, 5 Citrix Virtual Apps and Desktops 7 2407,

£ Ubuntu - Fzh%% Linux VDA

August 20, 2024
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BE:

WNFEHRE, HNBVNEERBMREHRTRERE, BMREANNES, S5AXPFRNFHREMLL, &
FEF i,

S8 1. FEEEEREEMN Linux 84
$IE la: WIEMKEE

MREEEHEHREEMS, i, HHE Linux VDA LEE DNS ARS8,
MEREFEBIE Ubuntu Live Server, EEIRE VB Z#11E [etc/cloud/cloud.cfg Bt B Xl TEX:

preserve_hostname: true

S8 1b: GEINE

HNBREFBIRSITENNEN S, 1EEK [etc/hostname X4, FEHMNBEHTENNENS,

hostname

FB 1c. AENRHEIFELE
HRITENA DNS HEMELMEF S (FQDN) EftEERE, HEASEX [etc/hosts XHFHLUTITUES
FODN f1ExH & ENFIRI&E:
127.0.0.1 hostname-fqdn hostname localhost
4.
127.0.0.1 vdaO@l.example.com vda®l localhost
MBI E Mt B fipgzt hostname-fqdn 5 hostname BERmEMSI A,
AR

Linux VDA ZigiR3z#F NetBIOS & &k, Hlt, EHMBRGFER 15 MNFF.

= .
RE/]N o

ook

QEEFRAFH a-z. A-Z. 0-9 FIIEFH (-). BBREATHE (). SEMNEMTS. ENBREBURFH LM
MEFRLEE. EMNtERTF Delivery Controller 4142,

FE1d: REEHNZ

WIEENRIRERTIERTIR:
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hostname
IESORETENENS, MAREE FQDN,
0 FQDN R ER T IEMTIR:

hostname -f

IteEp <R E+ BN FQDN.

$7 le: ZFHZH DNS

BINEBERAT % DNS (mDNS), MX&SRAMBIFERT—H.

Z2 A mDNS, 54148 [etc/nsswitch.conf HEXBEUTRENIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1. WEBRBTMRS TiARYE

HIART A2 FQDN H33ig#= 512540 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

MR AN FQDN 8 Ping F@ LRE—ItEN, BROREEXTE, AEBYLE,

S 1g: RERHEYS (chrony)

#af® VDA, Delivery Controller fligii= 38 Z BMAT $hia L& 8BS EXEE, ¥ Linux VDA & R ESIML (VM)
ARSSHENMRERNS. HTFHERER, RFERITERERS KRS IYE,

2% chrony:

apt-get install chrony

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& NTiZMERESHB/HFIM— RS BEE:
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server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -iburst

TEHAIERE R, BHEMAIFITHIBRES, MAREEM L NTP MRS RBES . HEHHE1 Active Directory 5
fEHIS AR — 1 RS EFE.

HIER5 H AT E M server 5 pool £ 8, S#ERE! IP ik, localhost F1AHEARSSS: *.pool.ntp.org £H,
REEXHEFRBS Chrony sFPIERF:

sudo systemctl restart chrony

$ 1 1h: 2% OpenJDK 11

Linux VDA Z:k7F7t OpenJDK 11,
Ubuntu 22.04 2% OpenJDK 11,
Z1£ Ubuntu 20.04 t%% OpenJDK 11, EETUTHS:

sudo apt-get install -y openjdk-11-jdk

S8 1. REHIETEEFERANKIEE
AR
o BRATEINEE SQLite BT VDI #&xX, ¥ PostgreSQL ATFHEERZ S mRHREL,

o W FRMLEFM MCS, &EaLLIEEF B SQLite 5 PostgreSQL, MA MK Foh& i, BRIEBEL
[etc/xdl/db.conf 517{5%, &N Linux VDA BiAfER PostgreSQL,

s WTFFHRE, BB AFihRE SQLite. PostgreSQL S ERME., MR ER AL T SQLite A
PostgreSQL, MATLATEZRE Linux VDA 3t B 5@ 48 [etc/xdl/db.conf igEFEREH—1,

IEBRABEN BN RS PostgreSQL # SQLite MU RINAIEE EFEANFAEPHEE—.

2% PostgreSQL  EETTUT A< LIRS PostgreSQL:

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
BERAETU T < UEITEN B B8 PostgreSQL & ILASEN:

sudo systemctl enable postgresql

sudo systemctl restart postgresql
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#4 SQLite ¥ F Ubuntu, i&BETUTaH<REE SQLite:

sudo apt-get install -y sqlite3

BEEFEANBEE WRERRKTET SQLite #1 PostgreSQL, MALITERE Linux VDA R BEBIE 41E
[etc/xdl/db.conf RIEEFERE+A—1

1. iz17 [opt/Citrix/VDA/sbhin/ctxcleanup.sh, IRE2 2L, NERILSE,
2. w8 [etc/xdl/db.conf LUiEE B RREIERE,
3. i&17 ctxsetup.sh,

AR

el LUfERA [ete/xdl/db.conf FZE PostgreSQL MixAS,

S 1j: =% Motif

sudo apt-get install -y libxm4

SB1k: REHMWRHGE

tF Ubuntu 22.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.5-0

sudo apt-get 1install -y krb5-user

sudo apt-get 1install -y libgtk2.0-0

ftF Ubuntu 20.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0

TR 2. EEEINEEER

EXFNEMVIEERRERF 3 Linux VDA 3 VM izfiTh, REMFH—LEN. RBEEEANEMNEREFTS
HIATER, MREFTBENES EBIT Linux T8, NERELERES.
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&E XenServer (LLFi#i} Citrix Hypervisor) _E/9AYE][EL )3

BAT XenServer BHaIEFIhEER, FEEMNEEPML Linux VM &1, 4383 NTP #1 XenServer HIA )&, HE
HBIXEEBRSI . NBERHSHEMRSHBARY, BRESE Linux TRVEFNRSRSES NTP BS, X
BERERZAEINMNEES, TEE HVM B T #HITEAENR.

MREBEESTHEEIYE Linux Rz, HHEZET XenServer Tools, MIFTLKEZE XenServer REEF THEEREE
EUKREEEM Linux VM 5/

su -
cat /proc/sys/xen/independent_wallclock
ItE<iRME 0 8 1

« 0-BtEEPIEEERA, BBHEA,
o 1-BEREZHEERA, TERBEMIEF.

R /proc/sys/xen/independent_wallclock X#4FEE, WRFEEHITUTHE,
MREBHA, BHEIMZXEEAN 1 RERNEEDIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
EFLENRAKAES, HEENBMENAEY, EHRE [etc/sysctl.conf XHHFMUTIT:
xen.independent_wallclock = 1
EWIEXLEY, FEMBMRLS:

su -

cat /proc/sys/xen/independent_wallclock

IteEp<iREE Lo

&£ Microsoft Hyper-V L g9idiaE% a)t

27T Hyper-V Linux £mAR$SHI Linux VM "I LR Hyper-V B EIE S ThEERER EVIRIER LMY E, AR
AR PIALIEHOIE, E—RBALThEES NTP RS,

MNEIBIRERGH:

1. #T7 Hyper-V SE238EH8,
2. 3F Linux VM #9i& 8, 151%E#F Integration Services (£mRS).
3. HREERE Time synchronization (BSEIFEY).
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} =r

AR

b35S VMware #1 XenServer (LUgT#r% Citrix Hypervisor) RE, XMW~ maZHEVERSIhEE
LUES 5 NTP REHZR, Hyper-V BFERFZ IS NTP BaElES HEFHER

&E ESX f1 ESXi LHIETiE][E AR

B VMware REIRFS IR, &M EEIMEHN Linux VM &1, EH<iB3 NTP MEMNEERIEFNR—. KEER
HERS RS, MBENHSEMRSHERES, BEHRE Linux ERNHNRENHENS NTP BF, XE
MERZAENERY .

WMRIFFEIEITEE T VMware Tools B9 E#ME Linux WiZ:

$TFF vSphere Client,

#m4E Linux VM 18 &,

£ Virtual Machine Properties (EEil#lEM) SHEESH, 17 Options (G£EI) &M+,

%% VMware Tools,

£ Advanced (54) &, BEUGHi%ES Synchronize guest time with host (5EHEEFHAE).

Lok wph e

#1123 % Linux VM 702l Windows 5+

LT 7B T Linux HHE#ZME Active Directory (AD) i:

» Samba Winbind

» Quest Authentication Service
+ Centrify DirectControl

« SSSD

« PBIS

RIBFTIZIN TS 7%, FRIGEAMITIRME.
pE=

73 Linux VDA frgvzssthik =0 AD Rtk ERERIMNAF R, SIERAIEEKN.

Samba Winbind
REFEHFAFRMEE

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

FiENENERERSN Winbind s717#2F  Winbind spiri2E S AECE HTET BB BED:

sudo systemctl enable winbind
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} =r

AR

R winbind BA&MF /etc/init.d T

ficE Kerberos Ll root AR &1, 117 [etc/krb5.conf HEE LU TiLE:

AR

RIEEA AD ERtEMEIE Kerberos, UTIEEEATHIE. BMiER,

[lTibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns-name = REALM

.domain-dns—-name = REALM

Itk E Fxx## domain-dns-name 2% DNS 153, i example.com., REALM 2X 5 Kerberos s &

¥R, %140 EXAMPLE.COM,

f2E Winbind 548IF  FzhEE Winbind, EX Ubuntu ;&%53% RHEL #1# authconfig 71 SUSE ##J

yast2 XETH,

iz17 vim [etc/samba/smb.conf 55<4T7F [etc/samba/smb.conf, SAGEEUTISE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431

kerberos method = secrets and keytab
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winbind refresh tickets = yes
template shell = /bin/bash
WORKGROUP 2 REALM F#%—1FE, REALM 2KE5H Kerberos g & #F.

B E nsswitch 3177 Jetc/nsswitch.conf 33§ winbind K% LU T1T:

passwd: compat winbind
group: compat winbind

AN Windows 1,  @AUSiEHISSHAASEE, HEGHKREEENETENFRMNEIER Active Directory P ik
P

sudo net ads join REALM -U user

Hrh, REALM 25 Kerberos $iiZ %7, user 2E80&HEVIHFMEIEMSAA,

E#HEswinbind
sudo systemctl restart winbind

71 Winbind i & PAM  EfTIT&H<, #fF%® Winbind NT/Active Directory authentication (Winbind
NT/Active Directory 513383E) #1 Create home directory on login (EEREGIEFER) EW:

sudo pam-auth-update
R

RYHENMALE, winbind SPHIERA SIMARISET.

Wikl m A S#% Delivery Controller 5kFr VDA it &#l (Rie 2 Windows &2 Linux) #BEE Active
Directory HE—MTENITR.

iz1T Samba 89 net ads &< URIEHEHEE EMNE:
sudo net ads testjoin
BEITUTa<TRIERIMIEMITENNRER:

sudo net ads 1info

%iF Kerberos BtE E i Kerberos ERBEMEENAS Linux VDA BR&ER, iBRIERS keytab it 2
EEREHEESENEHA:

sudo klist -ke
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< B REMEGEZREEREFASAANZNAYIR, BT Kerberos Kinit &<, UERXERHARIEH R0
BT ENBS7:

sudo kinit -k MACHINES@REALM

HENAMAZRUTIEERAS ., RS (§) BAEARMML (\) #THEX, UREKE shell Hig, EFLFRH,
DNS 5% 5 Kerberos {UH & AE, EHRERERAMAEM. WRILHSHINGT, WFRE2ERERREL,

EFERUTHSIIEITENKAN TCT EREEE:
sudo klist
BEEAUTHSRETENNK,FAEE:

sudo net ads status

WIEAFPSMIE /A wbinfo TERIFERZTEIRRIBRAFNE%:

wbinfo --krb5auth=domain\username%password

XBIEEMIERA AD 55, fAR=Z Kerberos (& #R. 33F bash shell, BFERS— MR RFUT (\) Fro
TR X e REl—F AR BOE o

BEI8E Winbind PAM 2 BB IEHERE, BERAURIRERNIHAF KA ZER Linux VDA,
ssh localhost -1 domain\username
id -u
AR
EpIhia1T SSH 8%, 15¥1% SSH EBBH I ERIETT.
WIFRE N id -u $RER uid BIE T XRAY Kerberos EiREEX 4!
1ls /tmp/krb5cc_uid
WA K Kerberos EiREFTHNEREE BN ERITH:
klist
BESIE,
exit

BE#ER Gnome { KDE 125 8 ] LURITIMBINIR. B TEIMANIEREHSEMITSE 6: 2% Linux VDA,
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WNREREKF ERNRIIMITRA M RIE, EXEERENKHE, BFEFRBHITENHER,.

Quest Authentication Service

i Hlgs EALE Quest  REEEE Active Directory 1gisH128 EREHEE T Quest i, MEBKSEEN
iR, BfE Active Directory HelEHENIR,

AVFAFRER Linux VDA i+8Hl AT iHRAAEE7E Linux VDA i8] L&z HDX £1&:

£ Active Directory AP FIITENEEEHI &, AZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (BEEA Unix).

¥ Primary GID Number (3% GID 4&S) &BRLFREAF A4 ID.

N

f

l

;

*
XEGARY R EFHAR, UEMITIUERESIS. RDP. SSH s MEMTENIGHITER.
#£ Linux VDA L E Quest

SELinux SRBEEHITHERART % BIA RHEL IRMER38HISEHE SELinux, IE32%IThAESRM Quest A/ Unix i
BT IPCHF, HELSABAER.

RN ENREENSERZA SELinux. Ll root BF &1, 418 [etc/selinux/config 3 E ek SELinux i&
=

SELINUX=disabled
WWENEREHBEHITEN:

reboot

BE.

BEEERALIRE. BAEENRA SELinux RIBEHILHESSHTLYE, BMERX root BFRMEMAMA
F 2t

F2E VAS SFiPiEF S AT B5h4EiT Kerberos ZiEIN8E. HAZASMRIIE (BNER) IhkE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
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LA EITIERRIR A O /NBY (32400 #), BENELEAIARY 10 /MNEIBEGERRE 1/, BEZEEGARRENR
4% LigBRENE,

FE PAM 1 NSS ZEEAiET HDX #ITHEAR BERUKREMARS (5190 su. ssh #1 RDP), EETUTaHTUF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss

I Windows 33 /A Quest vastool &% Linux it&#LINAE Active Directory ige:

sudo /opt/quest/bin/vastool -u user join domain-name

user AERIEITENMA Active Directory i B -~ . domain-name 79159 DNS & #5, fl40 example.com,
INSEE#EED Linux 38

Wikl A S % Delivery Controller 5kFr VDA i+t &#l (Rie 2 Windows &2 Linux) #BZEE Active
Directory A E—MIENIT R, BRIEMAT Quest B9 Linux BB M TES, BRITUTIRE:

sudo /opt/quest/bin/vastool info domain

MRTBENEMANE, aHSREHSZ, MRITEVRMNERE, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIFAFP BHMIIE EWIE Quest 2FaER @Y PAM ST B #1TEHIIE, BEAURIRERNIERAFAKFRESR
Linux VDA,

ssh localhost -1 domain\username
id -u

BIERE R id -u &<iRER UID 8T XWRE Kerberos EIBEE 4!
1ls /tmp/krb5cc_uid

I3 Kerberos EiREFTHNEREE BN ERITH:

/opt/quest/bin/vastool klist

BHZE,
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exit

FEFTIHIMARIEESEMITI B 6: 24 Linux VDA,

Centrify DirectControl

AN Windows 13 % Centrify DirectControl Agent /5, &/ Centrify adjoin @< Linux i+ &I
Active Directory i3:

su -
adjoin -w -V -u user domain-name

user 2 HBERGITENIAE Active Directory &£ Active Directory i F, domain-name 22
¥ Linux itEM A FI YR Z #Fo

WIEE M B & Delivery Controller 5kFrE VDA it &#l (Ri£ 2 Windows i 2 Linux) # 27 Active
Directory 1 E—MIEHITR. BIIEMAT Centrify 9 Linux i+ BHE B TEH, BHRITUTERE:

su -

adinfo

I83F Joined to domain EE2EE% LUK CentrifyDC mode 27%;&[E T connected, {IRERMIAREERER
shiRAS, MIZFRPA Centrify EAIRIBE T RS SREZH SN RIER,

BEAUTHSHUREELENARMIZEHER:
adinfo --sysinfo all
adinfo --diag

Mt 5&F Active Directory 1 Kerberos BRSSH9EZ,

adinfo —--test

TEFTIHINANRIEEHEMITS I 6. 2% Linux VDA,

SSSD

Bt E Kerberos En{TU Ten$ %% Kerberos:

sudo apt-get install krb5-user

EfgE Kerberos, 5L root BF 519377 [etc/krb5.conf HECE LI TS4K:
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} =r

AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[libdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

b E T domain-dns—-name £%% DNS %%, %l example.com. REALM 2 KEH# Kerberos $ils
&%, s EXAMPLE.COM,

N %20 SSSD EeE A Active Directory fERE &3 1R1E2FH EEMA Kerberos #1781 KRIE. B,
SSSD AR RERAFIMNFMEE RS keytab 289 AD B imlhae. AT AR adcli. realmd =t Samba,

AR

AEHARANIRE adcli 71 Samba s 8.

o WMREER adcli A, BREUTSE:

1. %% adcli,
sudo apt-get install adcli

2. @i adcli A3,

BEAUTHSHIBRIBRYS keytab SXHFHIINE:

su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
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user EERUFITENFINEIHNEHAF . hostname-fqdn 2itE#E FQDN X ENZ.

== -H %W, adcli AgeEmE=A host/hostname-fqdn@REALM 9 SPN (Linux VDA ERfE R Ib&

o
3. WIEERE G,

FF Ubuntu 22.04 #1 Ubuntu 20.04 it&#l, i&EfT adcli testjoin LRI XLEHENES

~
[=]

NI
o WRAEH Samba A, BEERUTSE:

1. RERHE,

sudo apt-get 1install samba krb5-user

2. B2E Samba,

FTFF [etc/[samba/smb.conf HEZE LI TigE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM 195 —1FE, REALM @XE# Kerberos $ugi&#r.
3. £/ Samba A,

TR IEHIBR A AATSIE, HEEUMEBEREITENRMENR Windows 1k,

sudo net ads join REALM -U user

Hrh, REALM 2XE# Kerberos $UBZ#, user 2E8EHENIFMEIRANEAF,

RE SSSD  REHEMMTFRMGE:
NREARRE, BREMEN SSSD MEERHTE:
sudo apt-get install sssd

NRERERME, WENHITER.

sudo apt-get install --only-upgrade sssd
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AR

ZINERT, Ubuntu pyREdi2%B51EE nsswitch.conf i1 PAM E Rk,

BECE SSSD f5%h SSSD srirfeF 2 a1, EEE M SSSD &, WFRLERRAR SSSD, BiARZ % [etc/sss-
d/sssd.conf EEE X, HAFEEIE. LU root AP BHEIEEITH [etc/sssd/sssd.conf HEE LI TIGE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_1lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& &7 true, LUE SSSD Z& & f1554% Windows SID B§$% Unix UID, &, Active Di-
rectory #aeisiE Mt POSIX i BiEF. PAM BRSS ctxhdx BNzl ad_gpo_map_remote_interactive,
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1tk + X+ domain-dns-name £ DNS 5%, 40 example.com, REALM 2AE# Kerberos 41
&R, Han EXAMPLE.COM, AFEZEEE NetBIOS 5%,

BEXEEIZENEE, 15219 sssd.conf #1 sssd—ad HWFEMTL

SSSD SriFiEFEREEX U IXEBPIEE RENR

sudo chmod 0600 /etc/sssd/sssd.conf

Bzh SSSD FiFiERF BT Ta<iLBIEsh SSSD PR, UNEFIFEREITENEENB5h:
sudo systemctl start sssd

sudo systemctl enable sssd

PAMBRZE 1T T&S, BiEET SSS authentication (SSS 54 38iF) # Create home directory on
login (EEFRNAIREEF) EM:

sudo pam-auth-update

Wikt R & Delivery Controller xkFig VDA i+ & #l (Windows #1 Linux VDA) #E7E Active
Directory AE—MTENER,

o tNREA adcli BIBEM RS, 5z1T sudo adcli info domain-dns—-name &<$UBTREE
Bo

o MNRMEA Samba WIBEM A F, 1EiE1T sudo net ads testjoin dLRIEHENIETEMAR
i, &7 sudo net ads info HLWIEEMIMGEIITENTRERS,

1%iF Kerberos .28 EWiE Kerberos EEBEMEBENAS Linux VDA BBEMER, EWIERS keytab XHFE
BECEAEESENENA:

sudo klist -ke
S ERZMEREMEFTBEGHESTHNZRYIR, 517 Kerberos kinit &<, FRAXEFHARSEHIRG
BT ENN S5 :

sudo kinit -k MACHINES@REALM
HEBENAMTEB B TIEEART, EXFE (§) BAEARF (\) #TEX, UREKRE shell B, ERLLRIEH,
DNS 5% 5 Kerberos g &~ E, iSHEERMIEZF. NRLSSHRINET, WA2EREAEL,
BEERUTHSWIETENKAH TGT BEEE:

sudo klist
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WP S%RIE SSSD FEEHEI TIFEFRHATUXSMNEIINGLSITIR, Rat@d PAM 7l
EI0IE SSSD PAM B2 R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit

I5iE klist sy$iR[EH Kerberos EEETEAT XA HAMKITH,

LA root AR B, WIFrEEENEEM id -u &<$IRE/ uid SIREN N EIREEX !
1ls /tmp/krb5cc_uid

AT LE S E R KDE 5t Gnome Display Manager $R4728 89 it EITIMAIRIEESREHITS I 6. 24 Linux
VDA,

PBIS
TEFEHN PBIS 44

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

£ PBIS L&At
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh

117 PBIS k7
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh

A Windows 1  @aUigiEHI SR MM AN, HEGHKREEENIETENFHRMEIER Active Directory Bk
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
user A E MK IHE A ME Active Directory 15935 FH . domain-name 713 # DNS &R, 130 exam-
ple.com,

FE: B¥ Bash i@ ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

P
o

Wit R & Delivery Controller E5kFiE VDA i+ 8 #l (Windows # Linux VDA) #&E 7% Active
Directory AE—MIENTR, BERIEMAT PBIS B Linux i BNEBEMFES, BHRITUTIRE:
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/opt/pbis/bin/domainjoin-cli query

MEFBENEMAE M, S RREHXHFIMAN AD 5 OU MiER. &N, RETENSZ.

WIEAFRBMWIE ERIE PBIS @FEEBEE PAM ST AR #1TE AW, BERUFIRERENEBRKFRESR
Linux VDA,

sudo ssh localhost -1 domain\user
id -u
WEREN id -u &<2iRER UID 8IE T X4MA Kerberos EREF X :
1ls /tmp/krb5cc_uid
RERIE
exit

FEHRITEMMANRIEESSEHITI R 6. 2% Linux VDA,

TE 4. 2E NET
B%.NET Runtime Z4b, EREH ALK Linux VDA Z &1, EARNEFRBEZZHFHN Linux Z1THRFZEEE.ASP.NET Core
Runtime, Amazon Linux 2 £Ehras 6, HithA1THREERZS 8.

WMBIEH Linux RITHRESFFFELN.NET R4, EMRERDHITRE, TN, i5M Microsoft i ERHLRENET. &
KiEM= R, i85 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers,

R#NET 5, 1&i51T which dotnet < EHREHIBITHIEER,

RiES SR, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb £
FNET 2R R,

S8 5. T# Linux VDA #i{4&

1. %= Citrix Virtual Apps and Desktops F#H 5 &,
2. BFFiELhRAH Citrix Virtual Apps and Desktops.

3. BFFAMIUEK Linux VDA, 5li0:
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~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4, & Linux VDA #£#Z73A19 Linux VDA FTEHR A,

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TH5EM Linux £1TARICER Linux VDA 61,

6. THAIATFRIE Linux VDA RE-E 74 GPG 25, Fl:

Downloads eandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

v Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

Checksums

SHA-256 -a440f329a0385123944 108316040 G 5011c04
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EIE Linux VDA R4 BHITEN, BETUTHLURRASAE DEB HiEREH UK ER G ERTEN:

sudo apt-get install dpkg-sig
gpg —-—import <path to the public key>
dpkg-sig --verify <path to the Linux VDA package>

1% 6: L Linux VDA

$I 6a: L Linux VDA

£/ Debian B+ @ &E28%= % Linux VDA B!

sudo dpkg - i <PATH>/<Linux VDA DEB>
apt-get install -f

AR

3FF GCP Ly Ubuntu 20.04, 52/ RDNS, Aitt, &% /etc/krb5.conf &9 [libdefaults] 770 rdns

= false 17,

Ubuntu 22.04 9 Debian &k#im5I%:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.11
libgtkmm-3.0-1v5 >= 3.24.5
ufw >= 0.36
ubuntu-desktop >= 1.481
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.37
gtk3-nocsd >= 3
bash >= 5.1
findutils >= 4.8.0
sed >= 4.8

cups >= 2.4
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libmspacke >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.9~
libpython3.10 >= 3.10~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.68
libgt5widgets5 >= 5.15~
libgrencode4 >= 4.1.1
libimlib2 >= 1.7.4

Ubuntu 20.04 9 Debian #&k#iy|zx:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
libgtkmm-3.0-1v5 >= 3.24.2
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtste >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7
cups >= 2.3
libmspacked >= 0.10
ibus >= 1.5

libgoogle-perftools4 >= 2.7~
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libpython3.8 >= 3.8~
libsas12-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.49
libgt5widgets5 >= 5.7~
libgrencode4 >= 4.0.0
libimlib2 >= 1.6.1

AR

BRIbhRA Linux VDA Z#5#9 Linux R1THRF Xorg RRAHFIR, BSHRRAER.

$1% 6b: 74 Linux VDA (T13%)
Linux VDA M BRIRASHITH R, Flg0, EATLURE Linux VDA M 2308 F4&EI 2311, M 1912 LTSR A4
2203 LTSR,

sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get 1install -f
AR
o ARMERERES [etc/xd| THEBEXH, EHITARZHE, BSUEMHXLEXH,

o M 2407 k4T84, Linux VDA ke E128s rpm 5% dpkg EARIRRIGEREEN 4. TENAET rpm
1 dpkg M SECE XHERRE

- rpm: by default keeps the local version and saves the new version from the package
with a .rpmnew extension.

- dpkg: interactively prompts you with a choice on how to proceed. To silently upgrade
the Linux VDA while retaining your local configuration file and saving the new package
version as .dpkg-new or .dpkg-dist, use the following command:

dpkg --force-confold -i package.deb # Always keep your
version, then save new package's version as *.dpkg-new
or *.dpkg-dist

HIET: =% NVIDIA GRID &g

EF HDX 3D Pro EXREEEHHEIEZRFH VDA 154 %% NVIDIA GRID Empi2R.
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EERTERIWEERERF L 2EMEE NVIDIA GRID & GPU &128s (ENIRGIER), BSRLUTERE:

« XenServer
« VMware ESX
« Nutanix AHV

EREMECE NVIDIA GRID RE VM Bapigk, EHRIT FTEMNEMSE:

1. BRKE VM BXiF,

2. FEMNEBEEFERERT, I VM DE— GPU,
3. BEIVM,

4. VM LRERE VM EKihigrr.

+1% 8: & Linux VDA

AR

EREETHNITIEZ G, FRARECECHRERAPRET en_US.UTF-8 XIF g8, MR ZXHIEERE
BHRERLT AT, 15517 sudo locale-gen en_US.UTF-8 &5 %, 31T Debian, @i EUH IR #
en_US.UTF-8 UTF-8 173k4R4E [etc/locale.gen xxff, 7A/5i=1T sudo locale-gen &%,

RERMGERE, BIUETT ctxsetup.sh BIZREIE Linux VDA, PUTEMERZ A, ZHAEIWIFINE, HERFAE
KPMMERE., MELE, AILUBNENMETZEAUERIZE,
AILUERIB R FENEITHIZA, thal LIRAMSEERNIAN B BTz, BEUR(FRT, BERZMANEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help

RrERE

BITSRTEMRENFHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh

BEEcE

BERER, REMAMFENEN AR REERME. MRAFENMEEENEE, WHEFRRTAFRHEMAREE,
MmAIFEI A TERRETIE,

XPFNIFIREEEE:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n' - 2FFitEHMA
o FIMER N’ WTFEMAENZR, BREREN N,
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« CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA ZxXfEF Ker-
beros fZ&i& & Delivery Controller #17&143iE, Kerberos FRBRIER % LEREMERER Active
Directory SER T EMi%E,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ER{ZMHtA =5 FRH Delivery Controller
E2PREERZ (FQDN) 7R LA T @ Delivery Controller #1753 M. HMEDIEE— FQDN 5 CNAME,

« CTX_XDL_VDI_MODE=" y|n' - RitBENEENEARKEXTEE (VD) F2RAEEZSERTER, 3t
F HDX 3D Pro If18, KiZzEREHN Y,

+ CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA 3% HDX 3D Pro, X2—4H GPU miEAR, EEMRK
EEFNBAREFNEMYKE, NRi%EET HDX 3D Pro, ME R VDI £&E (2xi%) EXEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEHExMEERE Linux VDA ARS.
+ CTX_XDL_REGISTER_SERVICE=" y|n’ - ZEzhitEH/ERE Linux Virtual Desktop ARSS.

« CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA RS &R 7 i 15 NRLIE @S R 405 A S,
TRIER G A& BB Linux Virtual Desktop TAFIEIRO (BRIAE%O 80 7 1494),

o CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/kde/mate/xfce/’ <none> ‘-5
EEHESIEDFERARN GNOME. GNOME Classic. KDE. MATE & Xfce SEfE, MRIKEHIZERN ‘<none>
, MR VDA LEREMZIASEE,

AR LUETETHSHERARAIEERAMEZ TR, BXFMAER, BHBRSETIEGSMASITE,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - £# NET L X & 1
Broker RIZARSS (ctxvda) B9ER1Z. ZRINKRZEA  ‘Jusr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i@z TCP/IP izA%5 Delivery Controller i&fz,

o CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i&iZ DNS &I LDAP fR328, Ei§ DNS R4
PRHIF AR, NISE DNS bR B, MNRAEE, HRHHIEEN ‘<none>

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #Zifj DNS 5k X Il LDAP R385, R
DNS T2t LDAP RS2, ERILURMH =S MRAY LDAP FQDN (%8 LDAP #mO) FI&. 140,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E7#t Active
Directory #H 2 FIEREY LDAP T, E1EEITHIR LB AL RBE R, FHI¥EXM LDAP im0 S18E /7 3268,
BINERT, ESIKEN ‘<none> |

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&@id i& & v Active Directory 3 1R #9128
EEFRZ I LDAP (fidd, DC=mycompany,DC=com) ., AR EIER4EE, TLUIETERERM (flu0
OU=VDI,DC=mycompany,DC=com)., IARFFE, FFHIZEN ‘<none>

« CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA %z DNS CNAME i2®3#5%E Delivery
Controller &#F.

REWRT8HIETREMZ:
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export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=sssd|winbind|centrify|pbis|quest

export CTX_XDL_DDC_LIST='<list-ddc-fqdns>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|kde|mate|xfce|'<
none>"'

export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT="'<port-number>"'

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

17 sudo <R, BN -ERTURMERR T EFRLH RN shell. RIVBNEERTEMN G SHME
#!/bin/bash {ERHE—1TREIE shell BA

ZIh, ERILERRE M LEERESN:

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \

CTX_XDL_AD_INTEGRATION=sssd|winbind|centrify|pbis|quest \

CTX_XDL_DDC_LIST="'<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE='y|n" \

CTX_XDL_HDX_3D_PRO='y|n' \

CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE='y|n' \

CTX_XDL_ADD_FIREWALL_RULES:'y|n' \

CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|kde|mate|xfce|'<none>'
\

CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \

CTX_XDL_VDA_PORT="<port-number>"' \

CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \

CTX_XDL_LDAP_LIST="'<list-ldap-servers>'|'<none>"' \

CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>"' \

CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n' \

Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent

MFRECE E ek

ERLBEET, TR EMR ctxsetup.sh MIAXEEFMAIEZ, BREH Linux VDA &4,
HEIR(FRT, BEBUMANIEES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help

HIPFECE B RK:
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sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh

B5E:
A = MEIREBRFAE B E SR, MMME Linux VDA AR,

RERE

ctxsetup.sh 71 ctxcleanup.sh A EEH A LETHIR, HEHEHMEESANEREHE X4 [tm-
p/xdl.configure.log.

BB Linux VDA RS, HFRERENK.

#1%; Linux VDA

Z10E Linux VDA REEREHATEERERHEHMAE, BEITUTHL:
dpkg -1 xendesktopvda

EEESFAGES:

apt-cache show xendesktopvda
ZEIE Linux VDA 35, BHRITLAUTIRIE:
dpkg -r xendesktopvda
AR

N Linux VDA Fr=iBrxBxry PostgreSQL A EMEEE# IR, B2, FTMIFRERE Linux VDA ZHIZE
89 PostgreSQL 4@ E ki 4 &,

R
ATRNEBRNAGIE PostgreSQL ERIRE L4 B RIMIBRIE1E,
$1% 9: 1517 XDPing

#EizfT sudo Jopt/Citrix/VDA/bin/xdping Li®E Linux VDA MBEENELEERE. GXiF4H
&8, 1i&21@ XDPing,

41 10: iz17 Linux VDA

£/ ctxsetup.sh iiZ<EZE Linux VDA 5, BERTa<EH Linux VDA,
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B5h Linux VDA:
Bz Linux VDA BRS3:

sudo systemctl start ctxhdx
sudo systemctl start ctxvda
{21k Linux VDA:
{21k Linux VDA BRSS, 1BHITUATHRIE:
sudo systemctl stop ctxvda
sudo systemctl stop ctxhdx
AR
£1Z1k ctxvda 1 ctxhdx [R5, 1E5i51T systemctl stop ctxmonitord &< LU IE SRS SFIPIEF,
BN, HMARSSTIFEFRERBEEE LRSS,
=250 Linux VDA:
E#Esh Linux VDA RS

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx
sudo systemctl restart ctxvda
1% Linux VDA k7!
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx

SE11: gIRHBENER
BT EN B RAMAM Linux VDA i+ EHHE 2 5% 48 Windows VDA A& M. BXINAIEMXLEESIHEME
MY, FEECIEITEN ERNEETENE R,

BIEES Linux VDA itBHITEN B RN SEIG—LRE], #1523 FRTH Windows VDA i+ B SIET &M
BR:

o WTFRIERS, BEF:

- ZRERERFEN (NWFREAZRERGRE),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 172


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-manage.html

Linux Virtual Delivery Agent 2407

- BXERMERFEDN (EATF VDI EREERTER),
o BEMER—MIENBRFEAMEA Linux #1 Windows VDA HE .
AR

Bk AR Citrix Studio RZ#F “Linux BERS” WIS, B2, %1% Windows Server &ERF RS
BREAZRENFRATEARELZREARMEE, %F Windows SEIRIFRSASKERIERFENER FE
BEtEN— TR R AEE,

e

INRMIBRITBENEEEEFIA Active Directory 15, NAFMFRITEN, AEBEERRNEIHENE R,

$E12: SIER(IA

BIERTAMARMES Linux VDA itEHAIHEN B RMiZES Windows VDA i+ EH/LFHER. BXINETEMIXLE
ESEVEIIFAETRER, ESFIER T,
8 &% Linux VDA it BB RHZ(TAR SEIGIA T RS

o WRFTE AD BRAAEEHREE, BeBERE Linux VDA itEH,
o BORWKRESHREIEN (BER) AFRER.
o BEPNERMEFRANEE Windows IHEHNBITENER.

BXRUALIETETERNRGANER, S Citrix Virtual Apps and Desktops 7 2407,

7z Debian tF&% % Linux VDA

August 20, 2024
BE:

WFEHRE, RNENEEARMRERTRIERE, BINRELERNNE ], SAXTFERNFZEMEL,
T HE,

S8 1. FEEEEREEHN Linux 1584

S la: IEETNR

HHBRERIRSITENNENS, 15EX [etc/hostname x4, FEHMNBEITENBNENS,

hostname
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8 1b: AENE S EFELE
HfRITENA DNS HE ML REES (FQDN) EftEERE, HiAREN [etc/hosts XHMUTITUES
FQDN MENMBAERFIARNEZE !
127.0.0.1 hostname-fqdn hostname localhost
f51gm:
127.0.0.1 vda0l.example.com vda®l localhost
MR E At B PfIBEt hostname-fqdn 8 hostname BERIEMSI A,
AR
Linux VDA %1% NetBIOS &#f# i, FNBAREGEE 15 MFH.

e |

S

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBREATIE (). SEMEMTS. ENBREURFI LM
PUEFRFER, EHNERT Delivery Controller E#%.

SE1c. WEEHE

ENEMITENHIEENRZRERTIER:
hostname

IESORENTENENS, mAREE FQDN,

I8F FQDN R BER B EMTIR:

hostname -f

Iteas <R ETEHE FQDN.

8 1d: ZH%% DNS

BINEBEREAT % DNS (mDNS), MX2SHAMBIFLERT—H.

E2/E8 mDNS, 5448 [etc/nsswitch.conf HEXLLTIT:

hosts: files mdns_minimal [NOTFOUND=return] dns
B|oom:

hosts: files dns
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TR le. WERMEAMARS AR

HIART LU FQDN FH33ig#= 512840 Delivery Controller $147 ping 12fE:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

INRTERM FQDN & Ping Ri@ LRE—ItEN, BARERXTR, AEBHRE,

S8 1f: EE#FES (chrony)
#af® VDA. Delivery Controller fligii= 38 Z BB $hiaLL 8RS EXEE, & Linux VDA & R ESIM (VM)
AIRERSHNMRERR. HFIRE, RFERTRENERSRRESL I IE,
%% chrony:
apt-get install chrony
Ll root BF &1, 418 [etc/chrony/chrony.conf HHENTERERSBHFM— P RS BER:

server peerl-fqdn-or-ip-address -1iburst
server peer2-fqdn-or-ip-address -iburst

FEHAEER, BEMAHIFITHIERES, MAREEM R NTP HiRSEBES ., HHFHE Active Directory 5
RSN — RS EFE.

HipRT HAERIE  server ¢ pool 8, S#EIR[El IP ik, localhost F1A#ARSS: *.pool.ntp.org £H,
REERHEFRBE Chrony SFHHERE:

sudo systemctl restart chrony

B 1g: TS

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0

S8 1h: FINTFAEE A REL BRI

3f F Debian 11, &% deb http://deb.debian.org/debian/ bullseye main fTFME
/etc/apt/sources.list xR,
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SR 1. REFIEEEERANIIEE
AR

o EATEWEME SQLite BF VDI &R, 1§ PostgreSQL AFItEHZREMEE,

o W FRMLEM MCS, &7 LU E B SQLite 5% PostgreSQL, MA & FahR %, FrIFET
[etc/xdl/db.conf F175%E, &N Linux VDA BiAfER PostgreSQL,

o XM FFoh&dE, BHMMFohz e SQLite. PostgreSQL S EHH, MR AR B &2 T SQLite
PostgreSQL, MATLATERE Linux VDA R+ E&E:34kE [etc/xdl/db.conf RIEEFAEF—1

KEDABN B LREE PostgreSQL #1 SQLite LIRIMAIEEEFERANFAEPHEE—T

=it PostgreSQL IBiE{TLA T e < LA%Ek PostgreSQL:

sudo apt-get update

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
BERAETTU T e UIEITEN BRI B5) PostgreSQL & IZAISEN:

sudo systemctl enable postgresql

sudo systemctl start postgresql

#=4 SQLite  ¥IF Debian, EBETUTaH<TLURE SQLite:

sudo apt-get install -y sqlite3

EEEERANKIEE MRERNKZHET SQLite M PostgreSQL, M A MU Z % Linux VDA #6583 4Ri8
Jetc/xdl/db.conf kisEFEREF—1,

1. i&17 [opt/Citrix/VDA/sbin/ctxcleanup.sh, MEZ22FHEE, NEKILSE,
2. #1E [etc/xdl/db.conf LUisE BERAMEIERE,
3. 17 ctxsetup.sh,

AR

AT LUfER [etc/xdl/db.conf E2E PostgreSQL 89 OS,
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TR 2. EEEINEEER

TR FHEDVIERERF L Linux VDA HE VM ETTH, REFH—LEN. RIBEEEANEMNEERREF TS
LT ER, WMREFRNEN LIZTT Linux itEH, WEBFHERES.

&& XenServer (LLEI#r} Citrix Hypervisor) _E/9AY(E][ED A&

BAT XenServer BHaIEF ThEER, TS MNEEIML Linux VM &1, 4383 NTP #1 XenServer HIA )&, HE
HBIXEEBRASI T, NBERHSHMRSBARY, BRESED Linux TRVEFNRSRSES NTP BS, X
BERERZAEINMNEES, TEE HVM B THITEAER.

MREBETESTHEEIE Linux Rz, HHEZET XenServer Tools, MFTLKEZE XenServer REEF THEEREE
EURSEEM LinuxVM B2

su -
cat /proc/sys/xen/independent_wallclock

Iteep<iE 0 5 1:

« 0-BHEEPEEERA, BXHEA,
o 1-EEZHEERA, TERBEMIEIF

&R /proc/sys/xen/independent_wallclock X#4EFEE, WAREEHITUTHE,
MREBA, BEIMZXEEAN 1 RERNEEDIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
BHEIERRAIAENR, HEEHBENAER, E%hiE [etc/sysctl.conf SXHHRINUTIT:
xen.independent_wallclock = 1
BEWIEXLEY, FEMBMRL:

su -
cat /proc/sys/xen/independent_wallclock

e <iREE Lo

&E Microsoft Hyper-V L#Etia][ES a2

Z#T Hyper-V Linux £ARSEH Linux VM BILUER Hyper-V B iEE S ThEERER EVIRIER AR IE, JHF
R HIRAIEHTRI S, F—RBALIEES NTP RS,

MERIRFRSH:

1. #T7 Hyper-V 238558,
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2. 33F Linux VM B9i& 8, 5% Integration Services ((£ERS).
3. WIREi%#E Time synchronization (fERES),

AR

kA% 5 VMware #1 XenServer (LLgi#FA Citrix Hypervisor) RE, XA @2 AT EIRD 6L
Lg% 5 NTP R4 MR, Hyper-V BEIRF IS NTP BERIS HEHE 4k,

&8 ESX #1 ESXi LHETiE]F A

B VMware REIRS IR, FEEMFEIMEE Linux VM R, EH<BE NTP fIEM EREF @, mEE
HERS RGN, MBRNHSEMRSHERES, BHERS Linux ERNHPNRENHENS NTP BF, XE
MERZAENERY .

WMRIFEIETEET VMware Tools BIFEE#ME Linux RiZ:

#TFF vSphere Client,

4558 Linux VM 1§ &,

1z Virtual Machine Properties (FE#EM) 3HEFES, 177 Options (G£I) &M+

%3 VMware Tools,

£ Advanced (54) &, BUHi%ES Synchronize guest time with host (5EHEREFAE).

ok wn e

#1123 % Linux VM 702 Windows 5+

WTFAZRTATF# Linux itE#LZAME Active Directory (AD) 33:

» Samba Winbind

« Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

IRIBFMIZN S 7%, FRIAEAHITIRME.
AR

73 Linux VDA fravzssthik =0 AD ARtk ERERIMNAF B, SI1EREEEKN.

Samba Winbind

LR EMARRLS
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user
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TitEN BN ERERHN Winbind sFiPi2F  Winbind SFirEE4 BB RIEIH BB B!

sudo systemctl enable winbind
AR

HWFwinbind izuF /etc/init.d T

it E Kerberos Ll root AR &1, 17 [etc/krb5.conf HEE LI TIRE:

AR

RIBEA AD ERtZEMEIE Kerberos, UTIRBERA TN, EMIER,

[lTibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns—-name = REALM

Ltk E Fxx# 8 domain-dns-name £#05 DNS 15, %ii1 example.com., REALM 2K E# Kerberos $igi&

#F, #5130 EXAMPLE.COM,

B E Winbind S4183F 1T vim [etc/[samba/smb.conf 5477 [etc/samba/smb.conf, AGERBELUT

®rE:

[global]

workgroup =WORKGROUP
security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
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kerberos method = secrets and keytab

winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM FHE—1FE, REALM 2XEH Kerberos ui# & #F.

B2 E nsswitch $T7F Jetc/nsswitch.conf 3% winbind KMNZEIATIT:

passwd: files systemd winbind
group: files systemd winbind

A Windows 1 E89igisHI BB AEE, HEGHAEEENIEITENFHRMEIEM Active Directory B %
P

sudo net ads join <Kerberos realm name 1in uppercase> -U <domain user
with permission to add computers to the domain>

E#AsH Winkind
sudo systemctl restart winbind

7 Winbind 28 PAM ;17U T#&%, R+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &{3%1E) #1 Create home directory on login (EERNAIEFHR) EM:

sudo pam-auth-update
R

RYFBENMANSE, winbind SFHFEFA RBERHET.

Wik R &% Delivery Controller kFif VDA i+&E# (FigZ Windows &2 Linux) #EE Active
Directory fE—MIENINR,

iz17 Samba 89 net ads &< URIEITEH T EMANE:
sudo net ads testjoin
BITUATa<SRIEFIMIERTENNRER:

sudo net ads 1info
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1F Kerberos F2E Eil Kerberos EEBEMEENTS Linux VDA BB&ER, BRIER 4 keytab X2
LEEHEESEREH:

sudo klist -ke

S EREMIARZISBHEHASTRANSHEYIR, 1517 Kerberos kinit 65%, LUfERXERAGIEEHISRE
BT BN S %

sudo kinit -k MACHINES$S@REALM

ﬁ%ﬂﬂ%ﬁ%ﬂﬂﬁﬁiﬁkﬁo%ﬁﬁ%Wﬁ%ﬁﬁﬁﬁﬁmﬂvﬁﬁ%X,u%ﬁiﬁmuﬁﬁofigﬁﬁ¢,
DNS # &5 Kerberos U &#ARE, BWRERTHEM. MRIHSHINET, WRKERE@HL,

BEERAUTHSIIETENKAN TCT EREEE:
sudo klist
BEEAUTHISKREITENNK,IFAEE:

sudo net ads status

WIEAFSMIRIE A wbinfo TRKIEREaIARKIBEAFHEH:

wbinfo --krb5auth=domain\username%password

XEBIEEMNE R AD 5%, MARE Kerberos g &#R, 33F bash shell, #7ERR—MREHINRAIAT (\) FRH
TN, HhESIRE—RETHE R KEY B,

ZIE Winbind PAM BRIRZREEWREE, 1BER URIRERNEAF KA ES Linux VDA,

ssh localhost -1 domain\username
id -u
AR
EMIIETT SSH @<, MR SSH EBAHERIET.
WIERER id -u HLIRER uid BIE T XRAY Kerberos EiREE X4
1ls /tmp/krb5cc_uid
BIEAF K Kerberos SIREFFHNRIBRTEMERTH:
klist
=iko

exit

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 181



Linux Virtual Delivery Agent 2407

HiFER Gnome o KDE =H & Al LUITRMBIMIR. TR TEMARIEESESMITHE 6: L2 Linux VDA,
Rm:

NREREKF ERNIIRITRA SMWIE, EXEERENEE, FERBHITEN, ARER.

Quest Authentication Service

EiEiEHIgs FECE Quest  {REEEE Active Directory igish28 R EHEE T Quest iy, MABKEEEN
R, BRE Active Directory Hha|EHENNR,

AFFHAFER Linux VDA T8N AT IiHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

7£ Active Directory BFP T BN EEEHI&H, RZBFKFITH Active Directory R E .
#%#% Unix Account (Unix #F) &M+,

i%&f Unix-enabled (EZ/ Unix),

¥ Primary GID Number (&% GID {5S) ®RENLFREAFHNA ID,

> wn e

=3

AR

XEGARSTFIREEAR, UEMIILUERERG. RDP. SSH siEMEMITZENIHITER.

7£ Linux VDA tFf2E Quest

SELinux SRBERHILHERRAR % BIA RHEL IRBR38HISEHE SELinux, LL32HIThAESR RN Quest (A Unix 1
E1EF IPCHIH, HEIEEARER.

AL FENREENSZZZA SELinux, Bl root BARB%, 41 [etc/selinux/config FF & SELinux i&
=

SELINUX=d1isabled
IWWEREREFBNITEN:

reboot

BE:

HEREALIRE. BRGEMBA SELinux REZRHLHSSET2E, BMERX root AR FE 1A
FB 2t

F2E VAS sFiriEF S AU B5h4ET Kerberos ZiRThag, HMBRASMHIIE (BRINER) IhEE:
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sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false

e SEITIERRIZ /T O /B (32400 #5), BOELBRIARY 10 /N\EYEIBE AR 1 /6, BEZREGERRENR
4% LigBRIENE,

EE PAM f1NSS ZEEA@ET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EEBTUTaSHTUF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss

I Windows 33 {8/ Quest vastool &% Linux it&#LINAZE Active Directory ige:

sudo /opt/quest/bin/vastool -u user join domain-name

user AEREIHEMMA Active Directory 1#9id B -~ .domain-name 7159 DNS & #5, fl0 example.com.
MAEEE#HER Linux i+ 8.

Wik R F 1 Delivery Controller ZkFrE VDA i+ &E#H (Rit2 Windows &2 Linux) #MZEE Active
Directory #E—MTENTR. BRIEMAT Quest B Linux HENZBMUTHES, ERITUTERME:

sudo /opt/quest/bin/vastool info domain

MRTBENEMANE, aHLREREHSZ, MRITEVRMNERSE, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE ZEIRIF Quest 2FAESEIT PAM AP # TR MHIRIE, FERUARERANEAFP KA ER
Linux VDA,

ssh localhost -1 domain\username
id -u

IERE R id -u 55$3REM UID g1 TR Kerberos EiREEX 4
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1s /tmp/krb5cc_uid

I Kerberos BB ETHNEIREETERERIHA:
/opt/quest/bin/vastool klist
BE=IE,
exit

TEBTIHINANRIEESEMITSE 6. 2% Linux VDA,

Centrify DirectControl

A Windows i3 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<¥ Linux i+E4Lm
A Active Directory i3:

su -
adjoin -w -V -u user domain-name

user 2EAEREITENIMANE Active Directory 1HEf Active Directory 15 F. domain-name 242
Linux i+EH N ZIRYIHEI Z FFo

Wikl A &% Delivery Controller Z3kFrE VDA it E#Hl (Rie 2 Windows &2 Linux) #ZE7E Active
Directory AE—MIBEHIT R, BRWIEMAT Centrify 89 Linux it BEN2EM TS, BRITUTERE:

su -

adinfo

15 Joined to domain EE2E AU LUK CentrifyDC mode 2%iR[ET connected, MEERMAREEER
ERE, MIZREA Centrify FRIRIER 7 RS 2$EZEHFHIIERI-E,

BEAUTHIAIRBELANRSKNIZIHES:
adinfo --sysinfo all
adinfo --diag

Mt 5&F Active Directory #1 Kerberos BRSHIER.

adinfo --test

BTN ESEMITIE 6: 22 Linux VDA,
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SSSD

E2E Kerberos i&E1TIUTan<Li% % Kerberos:
sudo apt-get install krb5-user
BEE Kerberos, &L root AP &13T7F [etc/krb5.conf HEE L THEk:
=W

RIEEEY AD ERtZEMEIE Kerberos, UTIRBEER TR, SMIEER,

[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false

rdns = false

[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

b FFxx#8 domain-dns—-name £%% DNS 5%, I3 example.com. REALM R XS # Kerberos s
&%, Blan EXAMPLE.COM,

N %20 SSSD EeE A Active Directory fERE &3 1R1E2FH EEMA Kerberos #1T8MHKRIE. B,
SSSD HARMEA TN EE RS keytab xRy AD B IRINAE, AT A adcli. realmd = Samba.

AR
KEHAB N adcli 1 Samba B8,

o MNREFER adcli A, BRAUTHE:
1. =% adcli,

sudo apt-get install adcli
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2. &3 adcli A,
BEEAUTHSHIBRIBRS keytab SXHFHIMAG:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn

user 2EMVSHENFMEIEAEAF. hostname-fqdn 2itE#89 FQDN B EHN 2,

FE -H %W, adcli AgeEMERA host/hostname-fqdn@REALM 9 SPN (Linux VDA ERfE R Ib&
o

3. WIEZR% keytab,
izfT sudo klist -ket ®<LUMREYS keytab XHEBIE,
BIFS RN EBE S SRt ENIN R EE T,
« WREEA Samba M, ETHUTSE:

1. RERHE,

sudo apt-get install samba krb5-user

2. fig& Samba,

17 Jetc/samba/smb.conf HERE L TiEE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM HHE—1FE, REALM 2XE# Kerberos s &#R,
3. f5H Samba A,

ERRIEHIBR A AAASIE, HEEUMAEBEREITENRMENEN Windows 1k,

sudo net ads join <the Kerberos realm name 1in uppercase> -U <
domain user with permission to add computers to the domain>
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RE SSSD LRI EMPATIRME:
MREARRE, BEREFRFERN SSSD MEERHE:

sudo apt-get install sssd

MRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd

B E SSSD E5h SSSD iR 2 hl, EEE SSSD iR &, WFHELERRAR SSSD, BIAFTZRE [etc/sss-
d/sssd.conf BB, HAFEHEIE. MU root B BHEIESITH [etc/sssd/sssd.conf HEEE L TIZE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5 _realm =REALM

# Set krb5_renewable_1lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -is
shorter than 2 hours

krb5 renew_1interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u

default_shell = /bin/bash

ad_gpo_map_remote_interactive = +ctxhdx
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=
ldap_id_mapping i& & 7 true, Ll {# SSSD #& & fa 55 ¥ Windows SID B §f % Unix UID, &

M, Active Directory @ 7 8 % 2 £ POSIX ¥ B 2 F. PAM R £ ctxhdx B & i1 2
ad_gpo_map_remote_interactive,

tt - Fxx## domain-dns-name £#05 DNS 154, il example.com, REALM 2ASH Kerberos i
&%, fitn EXAMPLE.COM, REZEEE NetBIOS 13,

BXEEIRENEE, 15215 sssd.conf #1 sssd—ad WFEMTL

SSSD SriFiEF EREEX U IXEBFIEE REMXR:

sudo chmod 0600 /etc/sssd/sssd.conf

Brh SSSD sFiFiERr IETTUA T < iLBNEEh SSSD FiFiER, MRETIFiERE It ENSEITEE:
sudo systemctl start sssd

sudo systemctl enable sssd

PAMEE zTUT&HS, HRiES SSS authentication (SSS 54383F) #1 Create home directory on
login (EEZRHNAIREBRF) %M

sudo pam-auth-update

Wikl A & Delivery Controller E3kFrE VDA i+ E#l (Windows &1 Linux VDA) #E7E Active
Directory mBE—NMTENIIR,

o tNREEA adcli BB RS%, EiE517 sudo adcli info domain-dns—-name &< UEREE
I%\O

o MNRMEA Samba KWIBEM RS, 1EiE1T sudo net ads testjoin dLRIEHENEZTEMAR
i, 517 sudo net ads info HLWIEFIMENITENTRER.

IiF Kerberos itE E i Kerberos RGEBEMEE NAS Linux VDA BEB&fER, BRIERS keytab X2
BELIEHEGSBENER:

sudo klist -ke

E ¢ B REMEFEMEBBEHASTANERTIR, B17 Kerberos kinit &<, ERAXLEEAREITHLER
BT ENBISD !

sudo kinit -k MACHINES@REALM
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HENAMABRUTIEERAT, RS (§) BAERARML (\) #1T8EX, UEREE shell Hi, EFLEREH,
DNS # &5 Kerberos U &#AR, BWRERTIHEM. MRIHSRINET, WRKERE@HL,

BEAUTHLSRIETEKAN TCT EETF:

sudo klist

WP SH%RIE SSSD FEHEITFIFEFRHATURSMNEIENGSITIR, Ret@d PAM 7l
191 SSSD PAM ERIRE R EEHREE, BEAMURIRERNIFAFIKFAER Linux VDA,
ssh localhost -1 domain\username
id -u
klist
exit
i klist &3:BEIM Kerberos BIERTEATZAF H HHFIH,
B root AP &%, WIEREERFIEMN id -u HREM uid SIBBN N EIBEEHF:
1ls /tmp/krb5cc_uid

A LLEId &R KDE 3¢ Gnome Display Manager 14728 ARMI, B ITIIMNIERHALEHMITSE 6: <% Linux
VDA,

PBIS
TEFEHN PBIS 44

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

& PBIS R&ERIARRI 4T
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh

1517 PBIS Rk
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh

A Windows 1 E8UiSiEHI BRM A AR, HEGHFEEENIGITENFRMEIEM Active Directory B %
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user

user A BRI EMHFME Active Directory 1589315 FH . domain-name 715 # DNS & #5, #I40 exam-
ple.com,
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FE: B¥ Bash i@ERZIA shell, iEiz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
Yo

Wikl A & Delivery Controller ExkFrE VDA i+ E#l (Windows #1 Linux VDA) #E7E Active
Directory BE—NMIBENNR. BEWIEMAT PBIS 8 Linux iHBNEEMFEF, BERITUTERE:

/opt/pbis/bin/domainjoin-cli query

MRTBENEMAE M, S RREHXHFIMAN AD 5 OU MERS. &N, RETENSZ.

WIEAF BMIIE ERIE PBIS T &M@ PAM ST AR #TE AW, BERUFIRERNEBRIKFRESR
Linux VDA,

sudo ssh localhost -1 domain\user
id -u
WIFRE R id -u &5$3REH UID 8 T XIRAY Kerberos EiREF !
1ls /tmp/krb5cc_uid
BRH=iE,
exit

ERTEMNIEEAEAITS T 6 %% Linux VDA,

$E 4. ZHE.NET
F2.NET Runtime 24, ERESH 4 Linux VDA Z 8, EAREFRESZEFN Linux X1ThRZRE.ASP.NET Core
Runtime, Amazon Linux 2 £Ehxas 6, Hth&A1TAREERRZ 8

MBER Linux RITHRESFAFEN.NET R, EMRERDHITRE, BN, i5M Microsoft i RHLRENET. &
KiFME R, i85 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers.

RENET 5, %1517 which dotnet < EHEHIBITIIEER,

RS SR, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, EER /aa/bb £
ANET Z#hIXHEE,

S8 5. T Linux VDA #i{4+&

1. %= Citrix Virtual Apps and Desktops T#H 5 &,

2. BFFiEZkRAH Citrix Virtual Apps and Desktops.
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3. BFFAMIUE Linux VDA, #it0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

v Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212
~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4. #F Linux VDA $5Z03408 Linux VDA FTHR A,

~

v

Downloads Expand all sections

Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

Linux Virtual Delivery Agent 2305 (SUSE)

Linux Virtual Delivery Agent 2305 (Ubuntu)

Linux Virtual Delivery Agent 2305 (Dehian)

Linux Virtual Delivery Agent 2305 (Amazon)

Linux Virtual Delivery Agent (scripts)

Linux Virtual Delivery Agent (sources)

Linux Virtual Delivery Agent (VCSDK)

Linux Virtual Delivery Agent (GPG Key)

5. TE5SEM Linux ZIThRICEZAI Linux VDA R4,

6. THHEATFRIE Linux VDA RE-E7xE 4R GPG 2%, fla:
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Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -3440f3¢9a0385£23044108316040 -~ orte0a

EWIE Linux VDA R4 BHTEN, BETUTHTURRASNE DEB $uEEHR UK ER G EHITEN:

sudo apt-get install dpkg-sig
gpg ——import <path to the public key>
dpkg-sig --verify <path to the Linux VDA package>

H1% 6. L% Linux VDA

+$12 6a: % Linux VDA

18 Debian #4 8BBE L% Linux VDA #:
3tF Debian 12.5:

sudo dpkg -i xendesktopvda_<version>.debianl2_amd64.deb

3tF Debian 11:

sudo dpkg -i xendesktopvda_<version>.debianll_amd64.deb

Debian 12.5 H&#INFIx:
openjdk-17-jdk >= 17
imagemagick >= 8:6.9.11
ufw >= 0.36
desktop-base >= 12.0.6

libxrandr2 >= 2:1.5.2
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libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.38
gtk3-nocsd >= 3
bash >= 5.2
findutils >= 4.9.0
sed >= 4.9
cups >= 2.4
ghostscript >= 10.0.0~
libmspacked >= 0.11
ibus >= 1.5
libgoogle-perftools4 >= 2.10~
libpython3.11 >= 3.11~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.87
libgt5widgets5 >= 5.15~
mutter >= 43.8
libgrencode4 >= 4.1.1
libimlib2 >= 1.10.0
libfuse2 >= 2.9.9
pulseaudio-utils >= 16.1
Debian 11 #9{&k#I5IR:
libnss3-tools >= 2:3.61
libfuse2 >= 2.9
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10

ufw >= 0.36
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desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.53~
libmspacked >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5.5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0
libimlib2 >= 1.5.1
AR

BXRILARZAH Linux VDA Z#5#9 Linux &1ThR# Xorg hRAMFIR, ESHRARKER.

$ 6b: #4& Linux VDA (F[i%)

Linux VDA L MRHTARAH#ITH R, FI180, a0 Linux VDA M 2308 #4& 5 2311, M 1912 LTSR A E&E!
2203 LTSR.

sudo dpkg -i <PATH>/<Linux VDA deb>
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sudo apt-get install -f
AR
s ARMERERES [etc/xd| THEEX M, EHITARZE, BSUEMHXLEXH,

o M 2407 hZsF8, Linux VDA ZkEEESE rpm 3 dpkg TARIREIRIBREX . FTENET rpm
M dpkg WA SERE X4 BN E

- rpm: by default keeps the local version and saves the new version from the package
with a .rpmnew extension.

- dpkg: interactively prompts you with a choice on how to proceed. To silently upgrade
the Linux VDA while retaining your local configuration file and saving the new package
version as .dpkg-new or .dpkg-dist, use the following command:

dpkg --force-confold -i package.deb # Always keep your

version, then save new package's version as *.dpkg-new
or *.dpkg-dist

HB T: =% NVIDIA GRID Kzpigrr

[BF HDX 3D Pro ZRIETEEMHN EEZFH VDA 1+ EH %3 NVIDIA GRID Ezpigr.
EERTEEIWEERER L2RMEE NVIDIA GRID &4 GPU &1288 (ENIRER), BRI TERE:

« XenServer
« VMware ESX
o Nutanix AHV

ELHEMEE NVIDIA GRID R&E VM Empigrr, BHITTEMNENSE:

1. BREE VM BXiF,

2. EEMNEEREFEFIERT, A VM DE— GPU,
3. B&h VM,

4. £ VM LZRERE VM EK&higrr,

#1% 8: EE Linux VDA
FE:

ERBETHNIMREZE, BHEREEENRERFAPLET en_US.UTF-8 XiFitE, NRZXIFHIGET
TR ERLDF A A, 1517 sudo locale-gen en_US.UTF-8 &5<, XJF Debian, @idBGHER #
en_US.UTF-8 UTF-8 1734545 [etc/locale.gen xxff, #A/5i51T sudo locale-gen &%,
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RERGEE, BIETT ctxsetup.sh MZREZE Linux VDA, HATEMERZ A, ZHAELWIEINE, WERFAE
RMPEERE, MALE, FJURNENETZIALUENRRE.,

AILUZR B R FaNETHIZA, el LUIRAMSEENIARN BohiEiTHIZA, HEIg(FRT, BEREZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help

RTECE

BITeRTEMEENFHRE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh

BEcE

BEREN, REMNAFRRENENAIRIMFEERM, NRAFNMEEERET, WHATSRTAFREEAESR,
MMAFEI AT R T2,

SFNIFREEEE:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’ - 2F&tENMA
B FINMER N’ WFEMAENTR, BREREN N,

« CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA Zxk{&F Ker-
beros E2&i& & Delivery Controller #1753, Kerberos BBIRIERFA LEREMEREMN Active
Directory £l TEMiE,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ERi2tH =& FE8Y Delivery Controller
sE2fREER (FQDN) 7R LUE T Delivery Controller #1753, HHELIEE— FQDN 5 CNAME,

+ CTX_XDL_VDI_MODE=" y|n’ -EitBEHNEENLTARERTEE (VD) ZRRAEHZRERHRE, 3¢
F HDX 3D Pro 1%, RizEIREN Y.

« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA 3% HDX 3D Pro, X2—4 GPU mi&EAR, SEMRK
EEFNAEFNEMKKE, NR%EET HDX 3D Pro, ME R VDI £&E (2xi1%) EXEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEETMEEREE Linux VDA iRS.
+ CTX_XDL_REGISTER_SERVICE=" y|n’ - EEzhitEH/EREE Linux Virtual Desktop AR%S.

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA BR$E R #iFfE AR E i@ R 40 A,
ERIER G AEFR EEA Linux Virtual Desktop T FrEIRO (2RIAEmO 80 1 1494),

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/kde/mate/’ <none> ‘- i &%
KIEPFERAN GNOME . GNOME Classic 2 MATE @& E, MEHKHIZEN ‘<none> ', NIEEM%E VDA
LEEENEASEH,
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BRI BT ETRSRERRFARRERANEZEIR, BXFAER, BRRAIAETRG SRS,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - £# NET L X 31
Broker RIZARSS (ctxvda) B9ER1Z. ZRINKRZEA  ‘Jusr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i@z TCP/IP ixA%5 Delivery Controller i&fs,

« CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i@id DNS &Il LDAP fR538. Ei§ DNS ER4
REIAAMIER, MIEE DNS iR&ff. IRFHFE, HFHIREN ‘<none> &

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #Zifj DNS 5k X Il LDAP fR$5%8, R
DNS FTixfefit LDAP RZ12R, B URMHE LU= WA LDAP FQDN (%8 LDAP %H) 5%, #im,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E7 Active
Directory M /B AAERM LDAP &6, BT LERA2RBE R, HBHEXM LDAP iI5OSHEE S 3268,
BINERT, ESIKEHN ‘<none> |

o CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id & & /u Active Directory i3 iR #9 1%
RHEREW LDAP (40, DC=mycompany,DC=com) ., RIS R, TUIEEEREM I
OU=VDI,DC=mycompany,DC=com)., MNRFHRE, HEHIEEN ‘<none> |

o CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA /R DNS CNAME 2 R15% Delivery
Controller &#F5.

REMREEHIBTEEEM A

export CTX_XDL_NON_DOMAIN_JOINED='n'

export CTX_XDL_AD_INTEGRATION=sssd|winbind|centrify|pbis|quest

export CTX_XDL_DDC_LIST='<list-ddc-fqdns>'

export CTX_XDL_VDI_MODE=’y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT=gnome |gnome-classic|kde|mate]|'<none>
1

export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT='<port-number>"'

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

iB17 sudo <R, BA -E XTI ERELEEBLECZNF shell. HMNBIVEERAFENGSHME
#!/bin/bash {ERHE—1TREIE shell BA
ZHh, ERILERBE M LIEERBES

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \
CTX_XDL_AD_INTEGRATION=sssd|winbind|centrify]|pbis|quest \
CTX_XDL_DDC_LIST="'<list-ddc-fqdns>"' \
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CTX_XDL_VDI_MODE='y|n"' \

CTX_XDL_HDX_3D_PRO='y|n"' \

CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE='y|n"' \
CTX_XDL_ADD_FIREWALL_RULES=‘y|n' \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | gnome-classic|kde|mate|'<none>"' \
CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \
CTX_XDL_VDA_PORT="'<port-number>"' \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST="'<list-ldap-servers>'|'<none>"' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>"' \
CTX_XDL_SUPPORT_DDC_AS_CNAME='"y|n' \
Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent

MIFRECEE LK

ERLBERT, ErIERERRR ctxsetup.sh AT ELEFHEIER, BAREZ Linux VDA S48,
YEIRIERT, FEEBLIMANERES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
MBRECEE K :

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh

BHE:
A= MEIREIBRFRE B EE0E, MMME Linux VDA LA,

RERE

ctxsetup.sh 71 ctxcleanup.sh i A& EEH A LETHEIR, HEHMEESARE B EXH [tm-
p/xdl.configure.log.

E#E5 Linux VDA BRSS, HREMRAEN.

0% Linux VDA 4

Z10% Linux VDA REEREHETEERERMGENMA, FETUTHS:
dpkg -1 xendesktopvda

EEESHMER:
apt-cache show xendesktopvda

ZE# Linux VDA B, EHITIATIRME:
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dpkg -r xendesktopvda
AR

EN% Linux VDA BB X BX8Y PostgreSQL MEMEBE R, B2, FTaMIBRTERE Linux VDA ZEIZE
B9 PostgreSQL X4+ 80 E ik F R 4+ &

e

ATHRESRNBEIE PostgreSQL ERBIKFRE 4 & BIMIBRIE1E,

S 9: i51T7 XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lie®E Linux VDA KIEEENERNEENE,. &XIE4HA
=8, B8 XDPing,

$1% 10: =17 Linux VDA

/8 ctxsetup.sh HAEE Linux VDA /5, EERU TS Linux VDA,
B0 Linux VDA:
Bah Linux VDA BRSS:
sudo systemctl start ctxhdx
sudo systemctl start ctxvda
21k Linux VDA:
221k Linux VDA BRSS, iBHITATRIE:
sudo systemctl stop ctxvda
sudo systemctl stop ctxhdx
AR
=1k ctxvda 7 ctxhdx RS 281, 15517 systemctl stop ctxmonitord &< LU IS MRS SFIPIERF.

BN, EMARSTIFEF R ERBEEE LIRS,

=250 Linux VDA:
EHEE Linux VDA BRS :
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx
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sudo systemctl restart ctxvda

#% Linux VDA IR
Z10% Linux VDA IREHIEITIRE, EHITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx

211 QBEENER
B ENBRMAH Linux VDA HENMIEESESM Windows VDA 75352, B X INA5ERX EESHEME
ME9HEE, BEBREITENEZNEETENE S,
BIEES Linux VDA it BT BN B RIS SEIE—LLRS], #F3iZ3iEFR TR Windows VDA it B SIETEN
BR:

o WTFIRERYT, 1EER:

- ZRERERFEN WFREAZRERGRE),
- BRIERERSED (ERT VDI TRKERMER),

o BEMER—MIENBRFEAMEA Linux #1 Windows VDA HE#.
AR

SHpkRZAH Citrix Studio FZ#F “Linux BERSA S, B, %% Windows Server 2{ERATRS
BRERFENZFRATEARELEZRERMEE, %F Windows SERIFRSAH K ERIERFIETNER TE
BETEN— AP R AEE,

em:

MRMERENERBEEFRIA Active Directory 15, NaZMERItEN, AEBEERFNZIHENER.

SR 12 SIEA

BIERTAMARMES Linux VDA itEHBIHEN B RMiZES Windows VDA i+ EHLFER. BXINETEMIXLE
ESEIEIIFAETGER, ESFEIER T,

81248 Linux VDA it BB R TAR SEIRIA TR

o WIRFTE AD BRFAEEHREE, REBERE Linux VDA itEH.
s BFNATRESHRIEN (ER) AFRER.
o BEPNERMEFENEE Windows iHEHHITENER.

BXRNEETENBERMZAHNEE, E2F Citrix Virtual Apps and Desktops 7 2407,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 200


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-manage.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops.html

Linux Virtual Delivery Agent 2407

fcE

July 15, 2024
KIRAREANAT Linux VDA BITHEE, SIETHAESE. EREMMIEHR.

I=gid
July 15, 2024
KESABTEE LT ER:

+ Linux VDA #iEUREE X!

» HDX Insight

« 5 Citrix Telemetry Service £/

« @@ Citrix DaaS Standard for Azure #9 Linux VDA B E#
e Linux VM # Linux £1&E45

- BEWE

o RERFRIE

o BMRSTIFER

o HFEHIR

o Hfth

AT HTMLS5 9 Citrix Workspace [ AEF L%

8z Python3 EilIFiE

# NIS 5 Active Directory ££/%

IPv6

LDAPS

Xauthority
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Linux VDA #EUk &t

August 20, 2024

2% Linux VDA f5, 8BS 5HIBREIT, SUBKEITIIWESITTSENERBEREEH B HIELXE Citrix
Analytics, U#EBNRS Citrix =REVREFMIEE, BB LRLEHEERHRIEN,

AMRIRE

BIAMERT, Linux VDA BRI A FBARS. sJ@E U TEMRISERARBEAIZITR:

fii&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&7#5: CEIPSwitch

E: 1=8BZH, 0=88A (BiAE)

WMERKIETE, WEM Linux VDA $iBUREE T,

AIBUBTTIA T an<3REE A Linux VDA $iEUREEItXl:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "CEIPSwitch" -d "1"

M Linux VDA W& 33E

TREM T WEABIER TR,

BIESR FEMERIZ IR

& GUID machine_guid
Linux i&ER B ARZS 0S_nhame_version
AD fBRA R ad_solution

Linux AZhkzs kernel_version
GPU 3! gpu_type

CPU m#% cpu_cores

CPU sx= cpu_frequency
YIEBERERD memory_size

iR

BT RRMEREEER T B AT
GUID %5

FREH, RRITENE Linux &1ER
SRR

FRIE, RNITENBEINATGE

FRE, RNTENBIRZARE
=7 VDA it & HH GPU %2
B, ®ritBENE CPU Rz

= CPU SIRpF =3 (LU MHz 79
L81v))

B, ®rMEREXRN (LLKB A
1)
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HiER

LVDA hixzs

LVDA EHi e RE

EBEEA VDI &
LVDA £E757%

Z&BAHDX 3D Pro

=EBEAT BCR

RIS E
7 ID
VDA Ei LR

Receiver ZFumsEHE!

Receiver P igiRas

FTENIT ¥R
USB EE Mt
Gfx iR{HtiZFRE

ES-AnE
RBFEFEES

BRERETAIH

MInLmARID IS A

ERRIE TR

vda_version

update_or_fresh_install

vdi_mode

install_method

hdx_3d_pro

bcr

system_locale
farm_id

vda_virtualization

session_key

resource_type

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

grahpic_video_codec_type

iR

Fri&E, RTREEM Linux VDA ki
PN

FREB, ROEESHLESEMY
Bl Linux VDA #x4-&

FRE, RESBEAT VDI #EX

Frid, RnEIHER MCS. PVS,
AN RERTFNRELET Hal
Linux VDA #4+8,

FriR, RAESETENLBRT
HDX 3D Pro

FREB, RAESELITEN LEA
THHBARBTEER (BCR)

FREB, RATENMNKIFIEE

FireR, ®717 Do

FRER, RTEIET VDA NEMIE
EiEr
R MEIREVEIERI =I5

FREB, RNBHHRIENERER:
SEZ <appname>

B, RATRm=1EN Citrix
Workspace [z FBiEFARE

FRE, ReATRHRIEN Citrix
Workspace [z Ri2Fhi A

BY, RISIEERITENTIRERREL
B, RAAIEFER USB g&rIRER
FREB, RISENEREREZRE
it

BY, RISIERECHREK
BERPEENMBEIEENASKT
FreR

B, RIEERFREERNATRIETR
MARFNSIEERMAR S RIE
R ER

FRIER, REEBNREDSEAT
Thinwire,
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HiER

EREELE

JKEN

IKENZERARE
IKENBEXXAEKE
MTU

MTU MSS
XfHeh
X L HIRE

XA T ERE

HDX Insight

August 20, 2024

pu

ERRIE TR

credentials_type

watermark
watermark_transparency
watermark_custom_text_len

mtu

mtu_mss
filetrans

filetrans_upload_count

filetrans_download_count

Linux VDA &4 3z#% HDX Insight Thgk,

[
ik

RERHRHETERE,

ERER

iR

B, REATES Linux VDA K
EiERD

FRER, RAESBATRIEKED
B, RT/KEDEHEE

B, "RNKENBEXEKE
FRE, RAeAESIEhERR
AfEiaE i (MTU)

B, RRBRADEAN (MSS)
B, /A ERRIEISE

B, RASEPER “LFH BIR
BT HERBRER

B, RAIERER “TH Bir
BT AR me RS

HDX Insight #&434fi@id Citrix Workspace R F#2F#1 Linux VDA Zia# Citrix ADC %&#9 ICA JE 8. Fie HDX
Insight #3958 NSAP EHLEEH LIKREEA R E. NSAP ERLEERINSTRARES.

UTar< 23 2BMBRA NSAP Eil@iE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

204


https://docs.citrix.com/zh-cn/citrix-application-delivery-management-service/analytics/hdx-insight.html

Linux Virtual Delivery Agent 2407

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
--force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
--force

EEHR
FEREAEBIER

BIREEmARE:
+ HDX Insight RIEHEE,

fign, 7 Citrix ADC L/Z/ AppFlow, Z¢#7E Citrix ADM EEE T REHEY Citrix ADC 324,
 7£ Linux VDA LER/E50 ICA 1= EHLEE,
ps aux | grep -i ctxctl

IR ctxctl KiE17, BESEERBEFRLUA Citrix IRERE.
FEREANAREFHRER

BWIARSERAT TEEIEE B TENBERF EEET.

5 Citrix Telemetry Service £/}

August 20, 2024

@35 Linux VDA 24 s A Citrix Telemetry Service (ctxtelemetry), &aLE1T Citrix Scout, SAEfE
A /opt/Citrix/VDA/bin/xdlcollect.sh fiZRIkEH % Linux VDA BB E.
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&4 Citrix Scout - X
Collect 0

Select or add machines to collect data from:

+ Add machine Filter by machine name Q, ‘
Name Type Status
[0  rggbe-lvda-1.bvtlocal Linux VDA
[0  rggbe-lvda-2.bvt.local Linux VDA
[ rggbe-lvda-3.bvt.local Linux VDA
[ rgghe-lvda-31.bvt.local Linux VDA
[  rggbe-lvda-5.bvtlocal Linux VDA
[0 rggbe-lvda-6.bvtlocal Linux VDA
rggbe-lvda-8.bvt.local Linux VDA erified
[ rggbe-tsvda-1.bvtlocal Windows Multi-session VDA
[J  rggbe-vda-1.bvtlocal Windows Single-ses DA

+* 1 machine selected. Back m

BAMEZA Citrix Telemetry Service

z,

- EFAZRS, FinfT sudo systemctl enable ctxtelemetry.socket &<,
o EXRZRS, BIE1T

.

i&i51T sudo systemctl disable ctxtelemetry.socket.

i jm|
ZIAERT, Citrix Telemetry Service (ctxtelemetry) B TCP/IP 0 7503 fifF Citrix Scout, ©1EA
Delivery Controller £ TCP/IP i 7502 5 Citrix Scout #1715,
BERE VDA FERIRA, BHITUTERE:
1. EENATS Scout BEMIRO, HBITUTHL,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t REG_DWORD -v "TelemetryServicePort" -d
<port number> --force

2. EEXM0F Scout WERFIHA, EEITUTHLUITAHHEE ctxtelemetry.socket 32t
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sudo vi /etc/systemd/system/ctxtelemetry.socket

ux VDA telemetry

3. BEBEITUTHLTUENBHEEFHRO.
sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket

4. EAEEERBARBO.

Fan, MREFERAMNE Ubuntu, 5517 sudo ufw allow 7503 < LUSAikO 7503,

AR

WA UK AIETT ctxsetup.sh REHAITHRIEMNS B 3 1 4.

IR
R Citrix Telemetry Service & ZMEAA RIETT, WEIUBARXERBERE.,

1. EEAERER, BETUTHSUITH ctxtelemetry x4, #AE% DebugMode EEHH 1.

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry

2. FahfELk Citrix Telemetry Service, H&EERF 15 S #LUERS BafELE.
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ELRGIAR, ATLLETT AT < RIEL Citrix Telemetry Service,

sudo netstat -ntlp
Kill -9 1958

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEF &R Linux VDA F#1£ /var/log/xdl/ & #
telemetry-debug.log,

AR5 EF AT E]

TAEEFIRON systemd sFiFiEFRIABHER L E%XR, Citrix Telemetry Service BHARFELLRES, #H
{R7EM Delivery Controller % BEWEERINEE, HERETRE, RESEHMNVREIER, FE58ER 15
S8, MBEEEFABEER, WEHEREL, ATLUBIT U ToSREEFRFNE, &/IVEHRN 10 2%, WRIEENE N
10 7%, Ns/IVE 10 2HRER. RESFFENEGE, FLEHERBMRS.

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <
number> -t REG_DWORD

FOUEM IR
EFRRERERSZE, BIENSKHINEENES ST ENBET,. XEMNIRRERBEXLEER, MEESITENN

MIAKY, Scout BET—FKHER, RAUBINUMNEIEER, HBXEIEVXMIFMAES, 15251 Citrix Scout XAEHRILE
IEME RS

i@iZ Azure #1T Linux VDA BEB1E#Hh

August 20, 2024
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LthIhAEH B F 3 BNk E i RIAYBY 8] B ZhE# Linux VDA B, H#&7E Citrix DaaS Standard for Azure (LL#T#RA
“EATF Azure 8 Citrix Virtual Apps and Desktops Standard”) &6l Linux VDA RIEEHER, &7 Azure &
AEE VM HEMAEEANKR. BXFAES, ESRE Citrix DaaS Standard for Azure 8 Linux VDA,

(=

EfEMILINEE, BRERUATIE:

HR 1. BEHESME VDA € L) Azure 523

S la: 7 Azure itk P FOIE— M BRH BB RIHIREFIILE S Blob (Anonymous read access for blobs
only) (Blob ({8 blob KIE R iREXIARINR))

=

AR

Azure B2 blob ZMHFFIFEMEE, Citrix WEAMRZLABEREERT. I THERIERSMAMAER
%, EESREMEREEARIARLRIGE N Private (no anonymous access) (FA% (£ERiARR)).

S 1b: & VDA B B &# 58 % Updatelnfo.json #9 JSON XX/, BXRXHEEINHRA], BHSFEUTHR:
{

"Version": "21.04.200.4",
"Distributions": [

{

"TargetOS": "RHEL7_9",
"PackageName'": "",
"PackageHash'": ""

}

)

{

"Target0S": "UBUNTU20_04",
"PackageName": "",
"PackageHash": ""

}

]
}

Hrh, “Version” R5#8 VDA B, “Distributions” E—4HFHNR, S WEKREE=/HH:

« “TargetOS”: %712 “RHEL7_9” GEAF RHEL 7. CentOS 7 #1 Amazon Linux 2) 5% “UBUNTU20_04",
ctxmonitord’ TiEIRFMEAIE M ZITHR,

+ “PackageName”: iEEMAH VDA REEH LA,

+ “PackageHash”: £/ shasum -a 256 <pkgname> &<itHEi SHA-256 &,
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R 1c: ¥ JSON X4 Linux VDA S4B REThRZA_EHFIER Azure B2

H 2. EEMEHES VDA LB BEEEHINEE

RIAMERT, BREFRVFRBAERS, MR Citrix DaaS Standard for Azure # 8 Linux VDA, %7 Eig
HITEERR. &N, BEEES 8 VDA BRI

EERABARENR,IBFETEMTUTRENS S, UHE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
T AR

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0
x00000001" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local

-Certificate-Path-of-PortalAzureCom>" --force

TRNMB T EMTRIRE.

AMRIRE 588

fEnabled IR B ARMET, BANBERT, ZER 0, XRREEREH
BEZRH, aIUEEIEEN 1 LUIEREREH.

Url WIS ERNHEDT, ©I8E Azure 288 URL LUEREXEH
5 EFFHY VDA 8,

ScheduledTime LB A ET, TLUGHIEEHR Immediately 5

NextStart. Immediately &% & 7% VDA Hifr 2 im
M ENEITEMH. YTHRERSBENERIEE R0,
IATUER, B2, MR THRGANEEMALNRIE,
NATgE= BT A 5%, NextStart EkEE TRESH
ctxmonitord BHE1TEH, U THERERSBEHNEHR
FESH, WETER,
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AMRIE WA

CaCertificate g BATHEIRE, ©IigE PEM IEBMEEERF LT
Azure A28 URL, #F Azure blob, BaILIZMNE
SR HER N PEM 89 portal.azure.com BIEH,
ATREER, BRITENERMLFMRIGE, B2
Ubuntu = Debian 7% #%i&&, EA1E Ubuntu 5
Debian LfEMIEEMIERXHIRIEXTESE cur L 65
T ERTAIETT. RRIEEIEBHNRENIR,

B335 ctxmonitord i, ©E%EZEE Url LUKE Updatelnfo.json X, SABEM JSON X R EHhR s,
RJE ctxmonitord 2 EMARA S LRI ARAHITE R, MBYURIRERE, ZRSEM Azure TEFARAH VDA
REBEHEHREESM. 25, ©RIE ScheduledTime HWIRBIEITEH. WNTAMIE, ETUEZEHE
ctxmonitord Lifit 4 E 5. B2, £ Citrix DaaS Standard for Azure &, &3¢ VM B EEERANE, REEEEH
Bzh VDA iHEHEEHAsH ctxmonitord, RETHEW, &K VDA BEIRFIMERZS.

AR
o TAEMETMEG LRENEMRIZE.
o NRIMEFHFAAE VM B THRHEE, ML ESIHE,
o EMIRMM URL T, #AEBIRVM ER%E curl,
o WIREMMEAIKM, BPREEEER.

o MREFRMEBEIRM, F—MEHBIEF RIS RREMZAD Linux VDA, XMERFE&RER T
s EINBEEE/LOHEIEZ8ESEM. Citrix Studio FEEREIEREE.

Linux VM #1 Linux £iEi5#x

August 20, 2024

TRIETERT Linux VM # Linux 1861
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=1 FREE MR VDA fRZ
BRI 2402
ICAER 2311
SRR 2311

REENEIEZ TR 2109

WA

Linux VDA 2109 &S
AR HPiR I T BB RETiE,
ERERIEN—MES,
ZIERIEAFM Citrix
Workspace [ BiEFFA
ERER R A SIERIX
BiEl, Linux VDA 2402
KEERATRETERT
BHENME (1 HDX
EiE. SHRIERN GPO)
FritBERIEtE, EEEER
Frgiptialtatn, EEESEU
B bRFEERMERm .
ICA R ZIERKIER, &
TWMEREEIRIEIT. ITH
KIEFAE S ME LUIAEILE
FEtTo

R RIEE R E R
HETERETFAEEMNE
PRV ERES IR & L,
EEERIEPHNEERE
B, EinRESaE,
REFMHBIZNAULE
BRERTE. 2IEEHE
EET Y IR B RAIEMN
EhEMEER . SiEH
FERE PG EhENEE
RIBENEY, BEAEME
k. BXSIEEWNEE
MIBXRIREVIEAER, 1B
BN TXE,

Sessions

5P in B o EAEE RS

(o

SETEMRKIZE

&

7z Citrix Director #1
Monitor #1981,

1z Citrix Director 1
Monitor #t9a A,

1£ Citrix Director #
Monitor #1981,

1z Citrix Director 1
Monitor #19a A,
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=L

TIRETE]

Linux VM 9% £4545

i

ICARTT

BEUE

August 20, 2024

AEIE R GIEER

FREBIERIK VDA hivzs

2103

2103

1909

1903

T=REEA T Linux VDA BMBEIZ RNl

BEX R

BEERRR

HDX hdx.log[.n]

BEXMHRR

WA

EiRRIAETR, BB IEE
HEEE > RE>FERIE
IFFERIERHE.

Linux VM ByfgrEstnan
T CPU . WFEX
N, BRAEURZYERRN
52 CPU fIRTERIAE
Linux 1ERE g
TRIEHFAEEMNERET
73 UDP 3§ TCP,

ICA EiRBtE (RTT) @M
TR TENRE DM I
& LR METEl, B
FREY ICA RTT #E#%, 1&7E
Citrix Studio # 6l ICA
HRITIEITERM ICA R
(A L NEIR LTS

&

7z Citrix Director #1
Monitor #1981,

1% Citrix Director #
Monitor #1981,

7z Citrix Director 1

Monitor #1981,

17z Citrix Director 1
Monitor #19a A,

1

hdx.log,
hdx.log.1

AEERIEA BAREIXHE ®BREE K

1% PN UNEY &

Efz. &R, 200 MiB 14 Yeix, mEd

B, BE. 24N BEx setlog 5=
BiR EF#HTECE
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BEXHEE HBISXHRT BESERFA SAREMTXH  RiREE R

AEiERER o 1 15 K NME) [y
Jproxy jproxy.log[.n.logloxy.log.  VDAZ#t. B 20 MiB 1 HEIxs, whEE
jproxy.log.1.log™ HHIIE 10 MBExXt  setlog KA
EFEL
[etc/xdl/log4j2.xml
BHITECE
VDA vdaYYYY- vda.2024- VDA F#ft 50 MiB 1 HEIf, whEE
MM- 05- 1B setlog 5=
DD.hh.mm.ss.106.20.18.40.log EFH
Jetc/xdl/bro-
kera-

gent.conf 3#
TEEE

s E—NHEHEXHNEMPEERT, BEXHL “n” {5, AR “n” RRXHEHE. F10, “hdx.log”
BH—HDX BEXMH, “hdx.log.l” @ =1 HDX BEXH,

o BPAEXHHIRAKNIKFT (MiB) HRAHITIE,

o EREMERRAHBENXENEAXNNBEXXHNA ‘Yo" BEXH. 4 “Hai” BEXHEEED
XHRRAKNY, ERRBHALER 1B BEXH

o RIREEIRENRFTURESN 1B BEXHHE. KREIRGE, RIBEYEESXEREHRMIER.

AEICREE

EBHABRMEEXESIEREENEMESR, W ERRBPERIIFMAESHITT 7.

Linux VDA ¥ B EIEREIALFBARS

ctxlogd sPiPI2FAD setlog SEAIEF GFE7E Linux VDA RRAZRFES, ZNERT, ctxlogd sFiriEFERELEH
EZE Linux VDA BB 5. RERMFIEHEMRSHMET ctxlogd sFiPIEF. MEAFERE Linux VDA, AJ{ELE
ctxlogd FiFiER

i@d [etc/xdl/brokeragent.conf itE VDA HEIZR

3 =

AR

MRERBA VDA BEREREEBSES, MARNAREMBATIEREH BINENBEXHHRAKRN), N
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A ERAXEE AN setlog LAiEF. BN, &M /etc/xdl/brokeragent.conf,

VDA E#y /etc/xdl/brokeragent.conf X aJ B FEE VDA BEER. Fl0:

' value="

" value="1

value="5@"
' value="2"
value="tru

" value="48

i@ [etc/xdl/logaj2.xml & E Jproxy HEIER

4=,
a =W

NRERAEH Jproxy BEIEREEAERH, MARNAREMATIERSH BINREMAEXENRAKDN) ,
eI AERAXEENAN setlog AR, &M, BEA /etc/xdl/logdj2.xmls

TERiEE /etc/xdl/logdj2.xm| B2E Jproxy BEIERMRA, H SizeBasedTriggeringPolicy 2#i5E %
A Jproxy BEXHMREAK), M DefaultRollerStrategy S48 B LUREM Jproxy BEX 425,

<Property name= >%d{yyyy-MM-dd HH:mm:ss.S5SS}{GMT} [%-5p] [%tid] - %m%n</Property>
<Property name= >/var/log/xdl/jproxy.log</Property>
<Property name= >/var/log/xdl/jproxyperf .log</Property>

</Properties>

<Appenders>

<Console name= target=
</Console>

<RollingFile name= fileName=
filePattern= >
<PatternLayout pattern=
<Policies>
<SizeBasedTriggeringPolicy size=
</Policies>
<DefaultRolloverStrategy max= />
</RollingFile>

<RollingFile name= fileName=
filePattern=

<PatternLayout pattern=
<Policies>
<SizeBasedTriggeringPolicy size
</Policies>
<DefaultRolloverStrategy max= />
</RollingFile>
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i@t setlog SLHEFEE HDX HEIER

setlog LA#EFMITF /opt/Citrix/VDA/bin/ 812 . R root BFRENEITZIZERF. AILUMER GUI SEfTH<RE
ENENGERDT, SFEE (AEXHRE. BN XEXRNREFRREE) MEERM. HBITUT < UIREER
setlog SERREFHEES:

setlog help

& ZRAERT, HDX BEREE /var/log/xdl/hdx.log T, % HDX BEXMHEA/NRE A 200 MiB, 7%
[var/log/xdl/hdx.log TRZTTLFEMT “IB” HDX BEXH

EEFYUHIMNFTE setlog (&, BBTUT®HS:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) = 2
EEFHIGESE setlog &, BETUTHS:
setlog value <name> [<value>]

a0

setlog value log_size 100

&3 BIMERT, BERIFERER info (FRHKNE),

LEEDFEHITHRIESHRREN, RINBNUEEASHBEATRATRIIREN verbose, A, FENZIFA
FlrERE.

BREATRS (B “BFA". "B4R". "R’ . FA°. “BE". “BEF. “Hx M “BSHEK"), \WsITUT

P
m<.

setlog level <class> [<level>]

BHEE7 B (FRXHKNEG)
B2 none

B4k inherit

ERER trace
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BHERS! meEH (FRPKNE)
J¥4 verbose

E5) info

S warning

FHIR error

iR fatal

<class> TEIEE Linux VDA W—MAM%, ERZFABEAN, BBHIRERN “287, Fl:
setlog level all error
EEFELINAMAELTAH, FTTUTHL:

setlog levels

RFEFME  ERFAERANNERRIIRIANGE:
setlog default
BE:

ctxlogd RS2 MA [var/xdl/.ctxlog XHECER, RHE root AR EEBEIRIZX ., HMAF T ZXHEEE
SR, TN root BRFAEREMAFEFEANIR. BNESEXY ctxlogd #TERRENTERLE,
XESF AR RIEE, HMmENaAEF ALK,

HEWE
ATz 1T bash Jopt/Citrix/VDA/bin/xdlcollect.sh &<kt ERE, AT UkERSH xdlcollect Bash filzi&
&£ E Linux VDA 3541 TF [opt/Citrix/VDA/bin T,

BEUkERE, B1E VDA i [tmp/xdlcollect TE/M—1 ZIP X1,

HEHEER

[var/xdl/.ctxlog sx#E% (g0, Z5MIER) B, ctxlogd sSPFREFAM, BT EZEFH B ctxlogd RS,
/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.
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Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.

BRI, 3B root BF B4351T setlog LIEHAIE [var/xdl/.ctxlog <, AREHBHEMRSHAETH
ctxlogd R,

AR TFUNIE

August 20, 2024
B EHRIERE, HERRTUE Intranet hEBEMAH ICA 2%, AR noVNC T ICA £iF,

AR

B(ERZIEE, BFEA Citrix Director 7.16 {FE S A,

REMECE

HRFIN

SFEEFTEMMIEIBIXER python-websockify #l x11lvnc, E&% Linux VDA FEFshZE python
-websockify#flxllvnc,

s+ F Amazon Linux2:

BETUTHSURE python-websockify fl x11lvnc (x1lvnc hR4s 0.9.13 SEREARAES) :

sudo pip3 1install websockify
sudo yum 1install xllvnc

33F RHEL 9.4/9.3/9.2/8.x #1 Rocky Linux 9.4/9.3/9.2/8.x:
BETUTHSURE python-websockify Ml x11vnc (x1lvnc kg4 0.9.13 EEARES) o

sudo pip3 install websockify
sudo yum 1install xllvnc

@32 A EPEL #1 CodeReady Linux Builder Zf&Ef#tr x 11vnc:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm
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subscription-manager repos --enable '"codeready-builder -for-rhel-8-
x86_64-rpms"

34 F Ubuntu:
BETUTHSURE python-websockify Ml x11vnc (x1lvnc hg4s 0.9.13 SEEARAS) :

sudo pip3 install websockify
sudo apt-get install xllvnc

33F SUSE:
BETUTHSURE python-websockify Ml x11lvnc (x1lvnc hg4s 0.9.13 SEEARA) :

sudo pip3 install websockify
sudo zypper install xllvnc

3¢F Debian 12.5:
BEBETUTHSURE python-websockify fl x11vnc (x1lvnc hias 0.9.13 REEARE) :

apt install python3-websockifyy
sudo apt-get install xllvnc

34+ Debian 11:
BETUTHSURE python-websockify fl x11vnc (x1lvnc hg4s 0.9.13 SEEARAES) :

sudo pip3 install websockify
sudo apt-get install xllvnc

A

Um

RIFEFINAER BHIERE 6001-6099 WA A OREIM Linux VDA R Citrix Director m&Es. Eit,
AILGHTERR ICA RIEHRNET 99 1 FHFRERBHIROFTANBRENER, LHESRIEER.

MR

TR THEXEME:

R A BIAE
EnableSessionShadowing ERRZRARIEETIIE 1 (BA)
ShadowingUseSSL HWEREY Linux VDA #1 Citrix 0 (ZA)

Director zZa|#9EE IR

BJ7E Linux VDA EiE1T ctxreg s REUIMRME, AN, BEASIELFRE, BEETUTHS:
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Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #0 Citrix Director Z ial#9 noVNC iZE1%E A WebSocket thile SWFIFEEF, FRIBAIEERN
“ShadowingUseSSL” E&RRiER ws: // Hwss:/ /. RINERT, EBws:/ /. BR, BFRLFERA, &
M@ENEER wss: / /, #1ES Citrix Director P imE A Linux VDA iRS28 ER4EIEH, Citrix {4 &iB6E
B ws:// #17 Linux VDA 2iEE#NTALLRE.

IRENARSS BRIEBAMR SSLIEH EBXARTEIERMENM (CA) EXR.

NFEEHPEE SSLWEAE Linux VDA RS8R, HRE—MRRNRSI/IES (BEFEH) . RS[IEBITRAE
ERITEN, BEXMNESERSBNTLRENEE (FQDN), ErRIUNEMIERBREMER. EXMERT,
PAESDSSIPERE =

5 Linux VDA i&{=898 Citrix Director P inth FERIEB. RIEBAIMITEIRS FIEBHIFE— CA 315,
AILAMELT CA RERRS ST P IRIES:

o SENRERFIRHE—LR CA
o ik CA (FRALRRIFEISIER CA)
o REBRIERSRHE—ERN CA

BEWEALNZ LB, THROEE2ERMSERIRBUES,
HE:

s REBIEPHWARBHLME Linux VDA B 5] FQDN =% = /) 2 IE 1 B9 8 B2 7 i3 = 7. 6140
vdal.basedomain.com g% *.basedomain.com,

o BEEZE (88 SHAL M MD5) MFHFIUERFHNERMS K5E, FLHEBRAZH, Fit, SHA-256
BE N RIEITE,

Z&1 Citrix Director ZFif LR ERIEH RFEXS IS ERERNEFT EMREREME, HILERTLUER
[IS 5k Microsoft EEizHla (MMC) IERER S TRERIEH, WD CAWIERRE, a7 IS FEHE Web ARS8
EPMS, RAEKRASHLREZIER. S, ERIUEFER MMC HRIERENRIMNERRTRMNITEN L, TF
HENIEB. BIAERT, Internet Explorer #1 Google Chrome £ ANREEIRER S LHIEH, XF Mozilla
Firefox, #fEIEHEEEEH Authorities (MEMNM) ET £ ESNERR CAES,

#S4 Linux VDA [RS8 L RERSB/IIBREZH BRSB|IEPHE A “shadowingcert”, HIGHEH K
#H “shadowingkey” (* #5718z, a0 shadowingcert.pem # shadowingkey.key) . &R 23IEBMNE
X HRIERRZ [etc/xdl/shadowingssl T, HERSZMRRE Hithsd H#THRIP, AW ctxsrvr AEIREAE
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PR, MNRBIFABEEFERER, Linux VDA BEERIGERIEBRBAXME, MSHS Citrix Director
BOERA W, B TAR:

cp <vda's-public-key> /etc/xdl/shadowingssl/shadowingcert.pem

cp <vda's-server-private-key> /etc/xdl/shadowingssl/shadowingkey.key
sudo chown ctxsrvr:ctxadm /etc/xdl/shadowingssl/shadowingcert.pem
sudo chown ctxsrvr:ctxadm /etc/xdl/shadowingssl/shadowingkey.key

fERBER

£ Citrix Director #, HIBHFRIE RERHRFFAEESMEPHERLUMA Linux VDA RIXEFE
Ko

Session Details

Session Control = Send Message

1D

Session State
Application State
Anonymous

Time in state 22 hours 24 minutes

Endpoint name NEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT n/a

Latency n/a

Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127001

Policies Hosted Applications SmartAccess Filters

EEMRLE, ICAREREPE (R Citrix Director BFif) LRETR—FHIVES, ERAPATNS

EHTER.

/\ Allow an administrator to shadow this session?

@

MRAPEER, WCitrix Director WER—1MENQ, IBREEEY ICARIE
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BXEZENIEMEER, B8 Citrix Director 324,

PR

o RIEEFMUEAT Intranet, EREATINEMLE, BMEET Citrix Gateway iE#Et2itk, Citrix IE425#iE
TESMNEBRILRPi#TT Linux VDA SiEEEMEARE,

s BRATRIEEXG, HEEAREETE ICARIE, ETRTHEE AHITH.

« BERHECitrix Director FREEEGE, RAKER—FHIVER, ERAPATNRIEHITER.
REERIEAFP AFETENSIEHRITER.

o BIERRNEICESEEBIRE, B 20 7, BiE, ERIERERK.

s M RIBFREH—(IBERHITER. fiWl, NMREER B ARKIEFEER A REERIER, REAFPSRAHIA
EEREFRHIAAFEE L. NRAFER, BEG ANEREEREL, HFHSER B WERNERIEE,
MREERAR—RELEZ—NERIER, ErIUEBRNEREE,

o EFHRIEERINEE, BRECitrix Director 7.16 FESRA

« Citrix Director ZpFimfER FQDN mAZ IP #hhkkiZ#E=IB4% Linux VDA BR%S28. Eitt, Citrix

Director ZFimpaacisfi Linux VDA ARs52589 FQDN,

AR

MRKFEFKN, BE Citrix Director FFmM Linux VDA LT,

7Z Citrix Director X i

BENRBHOFAARIE, EEHAEMEEREREES. HEEMLET £ LLZE ShadowLinuxSession
APl ¥Rz, R ETRREAFSRNHINGE S, BEEEIKLK, EF5 ping VDA B FQDN BUIGIE Citrix
Director 2&AEm5M#T FQDN, IR wss: // EEHMRE, BREERIEESR,

£ Linux VDA t
BINEHIMERERN, BEERERAFRATNRINER. MREHE, BKRE vda.log 1 hdx.log X4 LIREXERX
%E, BIRE vda.log XiF, ERITUUTERE:
1. #3l /etc/xdl/ctx-vda.conf <, BUEAERUTITUER vda.log BiiE:
Log4jConfig="/etc/xdl/log4j.xml"
2. #77F [etc/xdl/log4j.xml, #ZI com.citrix.dmc &4, #Hi& “info” BkA “trace”, MTFFIR:

<!-- Broker Agent Plugin - Director VDA plugin Logger -->

<logger name="com.citrix.dmc">
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<level value="trace"/>
</logger>
3. Bftsystemctl restart ctxvda ®<UEHBE ctxvda RS,
NRFEEILEREIREIHIEEIR

1. BERSHREABMERFIELESIEEZTH R .
2. 7R SSLEYERT, HWIAEEBERGRIEBMNERXYE, FHHETERNRIE T,
3. #iA 6001-6099 ZEIREH B HBHIHOAFHMHERIBER.

wALARSS STIPIER

August 20, 2024

H3ARSS ctxmonitord 2—<Fii2F, AT Linux VDA BIETIRR. EEE=MER:

o TEHZEMER: WRRER Systemd EHMEINKPER B EFSEXBIRS, THAEIZR BIT#EE
BORES, HERNETEE Xorg k8. HEZMETE [var/log/xdl/ms.log +.

+ XDPing &R HEREHHIT XDPIng SAENES . XEAESHFABEREERLUTE [var/log/xdl/m-
sxdping.log HiZl,

« Linux VDA BEFEMER: BXFMER, H8REET Azure #1789 Linux VDA BEE#H.

=

ZUANBERT, YHEEE VDA R, KRS ctxmonitord 285155, FRBEERMNE, RATLGEE /etc/xdl/ctx-
monitord.conf #1 /etc/xdl/whitelist.conf 3+ E#1TEE,

ctxmonitord.conf

WERE X HHEE 7 HMMARSS ctxmonitord REBERIITH, BINERT, ERENT:

;5 This is the configuration file for ctxmonitord service

; Section 'service' configures the key process monitor module

[service]
MonitorEnable=true ; true or false
DetectInterval=300 ;5 in seconds, minimum is 60

; Section 'xdping' configures the XDPing 1integration module
[xdping]
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XdpingEnable=true ; true or false
AnalysisInterval=600 3y in seconds, minimum is 60, @ means disable
BackupInterval=1 ;5 in days, 0 means disable

; Section 'rules' configures the rules about how to monitor each key
process

; Each rule should be named as rules.<ProcessName> where <ProcessName>
is the name of the process to be monitored

; 'ProcessName' should be the name of the target process that is picked

up from whitelist.conf

;3 'MonitorType' should be 'HealthCheck' or 'ResidueCleanup'. All '
MonitorType' should be 'HealthCheck' except for 'Xorg'

[rules]

[rules.ctxhdx]

ProcessName=ctxhdx

MonitorType=HealthCheck

[rules.ctxvda]
ProcessName=ctxvda
MonitorType=HealthCheck

[rules.ctxjproxy]
ProcessName=ctxjproxy
MonitorType=HealthCheck

[rules.ctxpolicyd]
ProcessName=ctxjproxy
MonitorType=HealthCheck

[rules.ctxlogd]
ProcessName=ctxlogd
MonitorType=HealthCheck

[rules.xorg]
ProcessName=Xorg
MonitorType=ResidueCleanup

whitelist.conf

HEEXHIEEEUMMNERHAENARZE, whitelist.conf X#FEHFAFIE ctxmonitord.conf XEHisENE
1RBRSS. BUANERT, SEEWT:

ctxhdx
ctxvda
ctxjproxy
ctxlogd
ctxcdm
ctxcups
ctxpolicyd
ctxusbsd
ctxceip
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ctxsdcd

ctxrunatboot

ctxgdtd

ctxbcrd

ctxfidod

ctxpfwd

ctxwcamsd

ctxcertmgr

ctxscardsd # Except for SLES
ctxfedsd # Only for RHEL 8/9
Xorg

pE=
o BAEEI ctxmonitord.conf #1 whitelist.conf X ER I E k&£ 34, EiE1T systemctl restart
ctxmonitord &< REFH BN EMARS TR,

. BRRBRSEHIEINAENNAERBE, 5558 [usr/lib/systemd/system/ctx*.service {5,
fan, TERHIANERBINEM:
Restart=on-failure
RestartSec=5

StartLimitInterval=60
StartLimitBurst=3

PR HR

August 20, 2024
EXNAT WEER XDPing #THIEHBS U R MNEER ctxsdeutil TAEFEHRIEH ST
XDPing

Linux XDPing TER— M ${TRARRF. ERUBEMRITIRE Linux VDA FRHHE LB R@HE 2,

%% Linux XDPing T2

347 ctxsetup.sh F& %% XDPing, %% XDPing, i%%/7 sudo /opt/Citrix/VDA/bin/xdping.
@< E£eIE— XDPing FiE# Python3 Bilifti, MRS T 4012 Python3 BiliFts, #ikmelzE
Python3 i FF e B F B OIR IR 1.

BRRREMER pip TANTIRERIBEA SSLIERZHEIR, EERIFGUTAEENFME /etc/pip.conf st
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[global]
trusted-host =

pypi.org
files.pythonhosted.org

AILUfEFA XDPing TS

XDPing Kiw M < shell i517#9% 5 XDPing B9 NATAIT XX o

TRNBT D LUEMAHERE XDPing &<

BITEENR

VDA ‘ARSI E

iB17

&7 VDA BIXBEUE

Eb#R VDA SRR M o8l 4

Eb#k VDA &M EIEN A MIE R4

FRE Linux VDA BiFB 2 HiteE
15

OB T ERINIEZER (130, time.
Kerberos #1 database illiz)

FERBIBIRESS

XDPing &%

sudo
Jopt/Citrix/VDA/bin/xdping -h

sudo
Jopt/Citrix/VDA/bin/xdping
(EEERAHLITEMNIER TIET
XDPing)

sudo
Jopt/Citrix/VDA/bin/xdping -a
sudo
[opt/Citrix/VDA/bin/xdping -b
sudo
[opt/Citrix/VDA/bin/xdping
-diff

**sudo
Jopt/Citrix/VDA/bin/xdping

-diff=< - &HHIEER > <51

EHYEER>\"\" BT EHHE
B> — 1 EHMEER> 51 &

HEIEER > — N EHHIEER >
sudo

[opt/Citrix/VDA/bin/xdping -
preflight

sudo
Jopt/Citrix/VDA/bin/xdping -T
time,kerberos,database

RiEF

Linux XDPing TEERAFRITT
150 Zmgnlis. EXFEMESR,
BEERAXEEMRTHE,

BXFAGER, FERAXEENE
R ERIEE,

BEXFAER, BERAXEE
VDA #iERI & H ML

BXFAER, BERAEE
VDA iR &ML,

BXFAER, BESHAXEHE
VDA #ER&EH ML
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x5 XDPing &% &F
HFisEER Delivery Controller **sudo &

Jopt/Citrix/VDA/bin/xdping -d

B/R VDA ERE T HIKRFIIN sudo &R
Jopt/Citrix/VDA/bin/xdping -
query-pkgs = sudo
[opt/Citrix/VDA/bin/xdping -q

271 VDA L RENKBINHEE  **sudo TEA
ERREFEENERES Jopt/Citrix/VDA/bin/xdping -f <
AFREEHERIVFERRZ >\"\*
% \*\*sudo

Jopt/Citrix/VDA/bin/xdping

--query-pkgs-to < A FREERLE
FENRERE >\"\" ATFRET NS
RNBFEREZ > BTRESHLERN
BERRZ > ATRETIERNEIE
BE > BTREEOERMFERRF

>

2N Linux XDPing TREERSZHHIT 150 S PRI, LSRRI ENT:

o WBZEEHRE Linux VDA RHEERK,
o RAFMERIHTENGES, 81 Linux X1ThR.
« /% Linux RZRES M.
o MBERBEAEMATEESM Linux VDA 2/EBEH Linux X1ThRiaE,
o ER2IRA Linux (SELinux) X ES M,
o IRBIMEEOHICEMSLILE,
0217 53 XA B A AR A =5 18]
o WEHENENMRERE.,
+ 197 DNS REHRITEHLML,
o RABXEMNEERZFHOERINEE, ZHF:

S

IHH

KA

)f

- XenServer (Wai#f7 Citrix Hypervisor)
- Microsoft HyperV
- VMware vSphere

o RENENSEHICEMENERP RS A LUETT.
+ 12%& PostgreSQL RSZE T EMEEMIZIT.
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« 1% SQLite WEEMIEITRE IEM.

« RERMEESERRAEMBHRAOZSETH.

+ 107 Kerberos BEEFH T HIIENIR.

+ 107 LDAP B RIFIEFHARIEARS 5%,

2% Active Directory £EREBEEWRIEE, URYFIIHTENSTEMAR, ZHF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

+ 2 Active Directory # Linux it B RE7EEIE,

o IEAERSHIRIEER (PAM) BEE,

o EROEERN.

o« WEEBRET Linux VDA FREHR I,

+ A5 Linux VDA R+ B HIEERENTEMS,

» 107 PostgreSQL FMREUEENTEM,

+ 1% Linux VDA fRE 2 G EEMREBEMIETT,

« 07 VDA f1 HDX BRE =&,

« RNEEERSE Delivery Controller, LU Broker Service @& aliAial. iE1T BMEHRR,
« EITENZEEE Delivery Controller 95E,

o WESMENSEIFEEN HDX SIERE.

o FIFEHEXHPRREEFES Linux VDA HEXHEIRIIZ S,
« 107& Xorg Mk AZEES

o ERBLTETMENKEII,

TlEE  TERETT Kerberos MBI Rl L :
sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberps =================cc====s========c==s=ss=-==s=====s=======ss=============
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCMNAME : [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: fetc/krb5.conf [Exists]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

SUMNAry -----===========-=---s=--s-s==m====-====-==-s=m========s====s=ss===s=s====
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]

VDA IMIRSHERTERE  Linux XDPing TEERMT — M2 TRR, AIEBEREN ST VDA TMRSE, BX
AMRBEEREE, BEELUTREHE:
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registeredhard

The Linux VDA is functioning properly.

Agent not contactable
Delivery group model mismatch

WebSocket connection issue

deregister LDAP search base issue

Broker proxy failed to communicate with the Cloud Connector
Reglstl’atlon status Encryption type not in permitted_enctypes list

Time skew issue
Kerberos error Ticket message too large
Checksum failure

others

reglsteredsoft The VDA and Broker are communicating
securely with each other, but are not yet set
up for delivering sessions

VDA #UiEM &ML B Linux VDA 2305 i2, XDPing THE3|A\T VDA &38R, IIRRAFERSEH VDA
MUK BEEIE, GIMNERE. HIBEM ZHHIMIREIE. 4 VDA ERETH, EaUE% VDA HXEBHIE. % VDA LU
EHRMKLE, EFEHS— M EBRIARHILRHE N EIRRIA U S ERIEHR. TRNET VDA #iEEH UK SHEMNEY
XDPing @< iytbEk:
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£53

&7 VDA RUXBEURE

Eb3R VDA & EERN M a4

EbE: VDA &0 IR R MIERIZE

SFEGEELARER

ctxsession

XDPing &%

sudo
Jopt/Citrix/VDA/bin/xdping -b

sudo
[opt/Citrix/VDA/bin/xdping
-diff

**sudo
Jopt/Citrix/VDA/bin/xdping
-diff=< — P &HEEER >:< 5
EMHIEER >\"\" 51 E0EKIE
BR> 1 &HPEER>5—1&
HEIEER > — M EHHRIEER >

&

FRETRNHN, HIEMREHD
BIEMBIANHBEFRER
[var/ctxbackup THERH, &
PEIBE R
yyyy-mm-dd-hh_mm_ss 1§z
B9 Ll B ERANBT B, Bl
2023-02-27-16_31_27. HiAlB
ME, EHEIEERNEAKER
30, BidizErt XDPing TES
RinIMERENEHEIEER. BB
EXERBIEAORE, BETUTSH

A
E4

sudo /Jopt/Citrix/VDA/
bin/ctxreg create -k
"HKLM\Software\Citrix
\VirtualDesktopAgent)\
Backup"-t "REG_DWORD"
-V n

MaxDirRotationCount"-
d "Ox0000005"--force

AR M Windows AF&L, ERALERAER, EOLURUTRESEMRIFNSIERER:
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root@u22:~# /opt/Citrix/VDA/bin/ctxsession -v

Session Id:
Protocols:

User Name:

Client Name:
Client Address:
Local Address:
Remote Address:
Security Protocol:

Security Cipher:
Cipher Strength:
ICA Encryption:
Rendezvous Version:
Reducer Version:

ICA Statistics:
ICA RTT: @ ms

4
TCP-TLS-CGP-ICA

st\wcx

BLR3-EWS-WPD0@30
10.109.143.143:58535
10.158.180.61:443
10.109.143.143:58535
TLSv1.2
ECDHE-RSA-AES256-GCM-SHA384
256 bits

Basic

None

4

Sent Bandwidth: 112 bps
Received Bandwidth: @ bps

ctxqsession. ctxquser. ctxqfull. ctxquery

BXRUFERXLESTREFNNRER, BETHEMa<, Flm:
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root@ubuntu2204-33:~# /opt/Citrix/VDA/bin/ctxqgsession —-help
Usage: ctxgsession [-f short_format_options | —-o long_format_options] [-m] [user user_namel
Display information about ICA connections to the local server.

Options:
-f Change the displayed information specified by short format options
-0 Change the displayed information specified by long format options
-m Alter the column headers to remove spaces
user Display information about the specified user

Short format options:
d Client device name (client name)
i Session ID
Session name
Published application name
Protocols
Session state
User name
X display number

Long format options(comma separated):
Published application name
Client device name (client name)
Session ID
Protocols
Session name
Session state
User name
X display number

AR REERacHaiEEfr. 248 root AR ctxadm ARAFRENEBAEMAFNSIEET.

ctxsdcutil

S AREFETER VDA LRENRESIERHESFNUTIER. Alt, &&51T /opt/Citrix/VDA/bin
/ctxsdcutil -g <all | SessionID> [-c] &%, [-c] BHERESNHEN—XIET.

s WARIEFER

s BHRIEH.

s BERIERRE

o MR - EXRIER

o HRITIZRE]

« it ThinWire 7532
s BHEMHER

o BHITENHH

&

o WINIKThEEH

il

o IHIREHERH

&t
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Hith
July 15, 2024
KESABTEE LT EA:

« JEATF HTML5 B Citrix Workspace M AEFZ 1%
B Python3 EINIFiE

+ 3% NIS 5 Active Directory &£5%

« IPv6

« LDAPS

Xauthority

iEATF HTMLS &9 Citrix Workspace N BiZF%F

July 15, 2024

AIEMIEATF HTML5 89 Citrix Workspace R Ri2FRE#iAIE Linux I\ ARFNSE, MERKE P mE
%2 Citrix Gateway., BHxERTF HTML5 # Citrix Workspace MWAEFHER, ESH Citrix i,

BALLIhEE

BINERT, IR FREBARS. BRAIZMEE, BHRITUTERE:
1. 7z Citrix StoreFront #1, ERERTF HTMLS5 89 Citrix Workspace K B1ER.
BXIFMIE, BHSRAFIRPOXE CTX208163 8 “F& 17,
2. BH WebSocket &%,
a) 1£ Citrix Studio 41, 3 WebSocket ;& Z5E8I%E 1 72F.

EE T LIS B Hith WebSocket 588, B* WebSocket SEEEMTETIR, 1585 WebSockets 5881&
=

b) 7£ VDA t, #RILIAFEFHER ctxvda BREM ctxhdx RS, MFEREERK.
c) VDA E, BT T@<$HiZE WebSocket (il 2 2% EEIB T,
netstat -an | grep 8008

WebSocket il s FiziTIRESH, S<HBMTAR:
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tcp O @ :::8008 :::%x LISTEN

AR EIETLUSA TLS B LR WebSocket iE T2, BXEM TLS MENEE, BESRER TLS
RIFAFRIER 2,

tliZ Python3 EiMIfiE

August 20, 2024

MREEZIIML, BT sudo Jopt/Citrix/VDA/bin/xdpings /opt/Citrix/VDA/sbin/
enable_ldaps.sh @&<a eI Python3 EMIFiE, BR, NMRXLEHSTELE Python3 EIXIFE, TED
ESBEMEERE, WAIUFHOIE, RCEANE T IREEMEEEN Python3 BINFEHNSERHT R,

wEFMN

 WREEEEMRAEEAR /opt/Citrix/VDA/sbin/ctxpython3 B=.
« Python3 FERNREXHEESEME. ATLUM https://pypi.org/ FTERE XXM

8z Python3 EilifiE

BT B LUEIE Python3 ENIFE:
1. =% Python3 f&#if,
%+F Amazon Linux 2:

yum -y install python3 python3-devel krb5-devel gcc

%tF RHEL #1 Rock Linux:

yum -y install python3-devel krb5-devel gcc

=

=W

TAREN NN EEMET ETEF LRI, XF RHEL 7, 51517 subscription-
manager repos --enable rhel-7-server-optional-rpms &%, %+ RHEL
8, & 17 subscription-manager repos --enable=rhel-8-for-x86_64-
appstream-rpms &<,

33F Debian ki, Ubuntu:

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 235


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/session/secure-user-sessions-using-tls.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/session/secure-user-sessions-using-tls.html
https://pypi.org/

Linux Virtual Delivery Agent 2407

xF SUSE:

zypper —-n install lsb-release python3-devel python3-setuptools
krb5-devel gcc libffi-devel libopenssl-devel

2. gl Python3 EiMIFiE,
AR

ERREMER pip TENTBERBEIN SSLIEEHEIR, BERBUTEENFRME /etc/pip.conf X
.

[global]

trusted-host =

pypi.org
files.pythonhosted.org
31F Amazon Linux 2. Debian. RHEL. Rocky Linux. Ubuntu:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

X F SUSE:
sudo ln -s /Jusr/lib/mit/bin/krb5-config /usr/bin/krb5-config
export PATH=$PATH:/usr/lib/mit/bin:/usr/lib/mit/sbin
sudo mkdir -p /usr/lib/mit/include/gssapi/

sudo ln -s /usr/include/gssapi/gssapi_ext.h/usr/1lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

3. %% LDAPS ##iI,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.,21 six==1.16.0

4. %% XDPing {&k#i%l,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5.1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
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==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor
==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl

¥ NIS 5 Active Directory £

July 15, 2024

AN RIMIE Linux VDA shfER SSSD 3 NIS 5 Windows Active Directory (AD) /. Linux VDA ##154
Citrix Virtual Apps and Desktops H¥— %, Hlt, ©5 Windows AD IMEEZLES,

/A NIS (3E AD) e UID 1 GID iRIEfEFEXRMKAEE (AP ZRMZBAS) £ AD 1 NIS i8R,
AE:

i AD RS BHRITE M IIE. F3<H NIS+. sIRFERA NIS 58 UID 7 GID R#tigr, WABREAXRE
Windows fRs52389 POSIX B4,

m:

A ERREFAR Linux VDA BRZF57%, XM ENATFHRHHAM. ¥F RHEL/CentOS X17hR, BREHE
Amazon Linux 2. CentOS. RHEL #1 Rocky Linux EFzh%% Linux VDA Fa9iRBE# 17121, 33 F Ubuntu
KiThR, 1E#ZER7E Ubuntu EFmh%RE Linux VDA FREIRBR#ITIZE,

SSSD Zftaz

SSSD BR&4iFiriEF. HEBEINRERAN T RIBI B] UARGHRMEF BN SR a8 AR KIRA T2 R IRH X H
HITHHIIE. TRt PAM 1 NSS mMiEiR, FRAIUAT BAFEEXFEFET D-BUS B9iE0. ItINERRMELF
BRI R SRAF B A3t AR K P ADY R AR P B

¥ NIS 5 AD #E&5

23 NIS 5 AD &5, BRI TSR

$18 1: 3% Linux VDA 7503 NIS EF %

ECE NIS /i

yum -y install ypbind rpcbind oddjob-mkhomedir

188 NIS 5:
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ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network

7% [etc/hosts SN NIS BRSS2FNZ A xR P thit:
{ NIS server IP address } server.nis.domain nis.domain
i@d authconfig B2& NIS:

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain —--enablemkhomedir --update

nis.domain %= NIS IRE20EE. server.nis.domain £ NIS fRSZ2MEHEZ, HETLIE NIS BRSSP #h
i,

BE2E NIS RS
sudo systemctl start rpcbind ypbind
sudo systemctl enable rpcbind ypbind
iR NIS BLEEH:
ypwhich
FIERT M NIS ARSS23IRIGKPER:
getent passwd nisaccount
AR

nisaccount &= NIS ARZ528 EB9SCRR NIS tkF. #fR UID. GID. =BRMER shell BBEEHRE.

$18 2: £ Samba MINiFHGIEEN keytab

SSSD HARREAFMNFMEER RS keytab XHH AD BFIRTHAE. SSIUXLETHEERT IR LM%, G1F:

« adcli

« realmd
e Winbind
« Samba

£/ Samba N FHBIEEN keytab:
EIEHEE T U TFXXHM Linux BFiELE:

+ Jetc/krb5.conf
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+ Jetc/samba/smb.conf:

Bt SN A E 1T Samba 1 Kerberos 343k :

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fgqdn-of-domain-controller --update

Hrh, REALM 2AE5 1 Kerberos $figi& 5, mm domain 2159 NetBIOS &#7F,
MRFEET DNS T KDC RS B[BMTHZR, B TR MEIANERENGS:
-—enablekrb5kdcdns —--enablekrb5realmdns

TFF [etc[samba/smb.conf &L T BiRNZ [Global] #8477, {EEME authconfig TE4EMMNH DG
m|:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows SZEskEavigislegnlinin, mEESEEERITENRINEIERN AD BFHKF:

sudo net ads join REALM -U user

REALM 2AEH# Kerberos SUsZ 7, user RERUFIHENRIMEPRHIRAF .

H1® 3. 1%E SSSD
AR
¥ SSSD 5 Name Service Cache Daemon (NSCD) —i2 AT iEs SEHMBIMT A, BXFAEE, 1B
27 Using NSCD with SSSD (3 NSCD 5 SSSD £&1#HH) .

®E SSSD MF BN

« £ Linux EPimit BN LR sssd-ad 1 sssd-proxy #4E,
o IEFHE (40 sssd.conf) HITERBETR.
+ 25 sssd RS,

|etc/sssd/sssd.conf sssd.conf BB TG (AILUIRIEEERMNESEM)

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\]+)\(?P<name>.+$)) | ((?P<name>[*@]+)@(?P
<domain>.+$)) | (A (?P<name>[*@\]+)$))

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 239


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/7/html/system-level_authentication_guide/usingnscd-sssd

Linux Virtual Delivery Agent 2407

id_provider = proxy
proxy_Llib_name = nis
auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM is not

available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

¥ ad.domain.com. server.ad.example.com it HENNE, BXFHER, ESI sssd-ad(5) - Linux
FH

33 sssd.conf i&E X HFFRE AR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

S 4: 2B NSS/PAM

RHEL/CentOS:
&/ authconfig 5/ SSSD. %% oddjob mkhomedir LR EBEREIES SELinux &

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd
sudo systemctl enable sssd

R’

EoE Linux VDA IR ERY, EJy SSSD Z & LR, M3y Linux VDA EFIHEERFHIZE. 31T ctxsetup.sh
AP REIMNERTS R, BEARIME
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+$1% 5: I8iF Kerberos it &
7T Ha1F Kerberos BIEMHEEENTS Linux VDA BR& R, ERE RS keytab X E2EEIBHBEEEERE
£A:

sudo klist -ke

W& B REMEGRBEMSHEEFASR BNEHETIR. &7 Kerberos kinit &<, MUERXLEARIGIEH 8RR
BT ENBS 5!

sudo kinit - k MACHINES@REALM

HENAAABRUTIEERIAT, RS (§) BAEARML (\) #1T8EX, UEREE shell Hig, EFLEFEH,
DNS &5 Kerberos U B AR, BWRERTIHEM. MRILHSRINET, WRKERE@HEL,

BEBUTHLEIETEIKARN TGT REEETF:

sudo klist -ke

SR 6. WA SR

R getent s SHIAZIFMBZERIEA LUK NSS BE T 1E:

sudo getent passwd DOMAIN\username
DOMAIN S#iETERLRANEZ. IRFECEAS—MHEREN, BLER getent sa S#HITIRIE,
SEMNERBWMT:

o EELFERLZF: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS #i&t&=: username@DOMAIN

EI0E SSSD PAM IR 2 BB EMHERE, BFERFMAF A ER Linux VDA, ZIZBAF KA LIaTR B ERd.
sudo ssh localhost - 1 DOMAIN\username
id -u

RERTAUTHSIREIN uid IE TN Kerberos EiREEXH:

1ls /tmp/krb5cc_{
uid }

BB Kerberos EiREFTHNEREE BN ERITHA:

klist
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IPv6

July 15, 2024

Linux VDA z#F IPv6 LUES Citrix Virtual Apps and Desktops R —%. FERLLIIEER, &FETEmR:

o WFACHRIFE, BRIFEXNEA IPve, SNER IPv4,
o WNER7E IPVAIMIZEHREAT IPV6, Linux VDA ¥E%E1T.

HE:

o BEANMKIFEMTN IPV6, MIERE ST Linux VDA,
+ Centrify 73544 IPv6,

#% Linux VDA BY, REEX IPv6 RITEMISFHIEEES,

7 Linux VDA E2& IPv6

B Linux VDA WEREB Z &1, BHRIEMN Linux EIAFLLIFIZE IPV6 MEHIETT,. BEMNS IPv6 BEBEHE XAEME
I

"HKLM\Software\Policies\Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration"

"HKLM\Software\Policies\Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
ControllerRegistrationIPveNetmask"

%% OnlyUselPv6ControllerRegistration €& 1 A 8E7E Linux VDA LS/ IPv6:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force

R Linux VDA &1 M&EO, MELER ControllerRegistrationlPv6Netmask f5E AT Linux VDA
BRI
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{

IPv6 netmask }
" ——force

153% {IPv6 netmask} &t N ESLAIMLZIEES (5170 2000::/64),

A Citrix Virtual Apps and Desktops &89 IPv6 ZERIFMER, ESR IPv4/IPV6 25,
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HEHER

A E IPve MLZIFEF A ping6 #Z AD #1 Delivery Controller & a4,

LDAPS

July 15, 2024
LDAPS RRE B RiAa Y (LDAP) R £hk4x, He LDAP @S/ TLS/SSL #17m=E=,

BIARINZEZR P iR SRS 28 M A 2R 28189 LDAP &S, & LDAPS, &R LUfRIF Linux VDA 5 LDAP fRSS 28 28]
#9 LDAP ZigRA,

AR Linux VDA 4241 LDAPS E#EBKHIN:

+ Broker {#: Linux VDA ;x##%l Delivery Controller &
o HEERARSS: SRESIT(E

ECE LDAPS ISR A TI 12!

« 7£ Active Directory (AD)/LDAP Br328 /=R LDAPS
« SUHIR CA LUEEFImER

o 7£ Linux VDA L= R/%2HA8 LDAPS

s NE=AFAEE LDAPS

+ Fg& SSSD

+ E2E Winbind

+ fi2E& Centrify

o BZE Quest

AR
AILUETT AT e < /9 LDAP fRE 28 EISMAER, BRIAMEN 15 5%, BEEIBHEHIZEN 10 755,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "
REG_DWORD" -d "Ox0000000f" --force

7z AD/LDAP frs525 /= LDAPS

a] LB E 2% Microsoft IEHHMAM M (CA) St3E Microsoft CA 1R/ =X EHBYIE 3K /5 @i SSL #9 LDAP
(LDAPS),
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R

fEigiatl s E &R CA B BEE A LDAPS,
BRMAREESHIIE LDAPS EZHFMER, E5i8 How to enable LDAP over SSL with a third-party
certification authority (Jf{EBNE = IEBMA NS MA@ SSL 89 LDAP),
LEE—NZRIEBMANMBRENE, GEEEH s EFR=BRERT LDAPS SMHRIEM&EIEH,

BEXNAFERZEIEIEMENBEREH NEES BB A LDAPS 58, 1521 LDAP over SSL (LDAPS)
Certificate (&3 SSL &9 LDAP (LDAPS) ifH) —3

B ARIEBMR A LU P in e A
ERiRGIER LDAP RS EREER CA MRENES. EANRFIHEA LDAPS H130IE, BRR CAIEBIANERE
R,

BEXMMSHIR CARIEMAEE, E21A Microsoft 21 Web 5 £ How to export Root Certification
Authority Certificate (ANAIS HRIERBMEN) o

7£ Linux VDA =R LDAPS
E7E Linux VDA L2 A2 LDAPS, i&iz1T enable_ldaps.sh fiix (FLUEBRBHERN), BEIEXEIERI
Ti&1T enable_ldaps.sh fiizZ, EEUTEESHIENIFEH:

#CTX_LDAPS_KEYSTORE_PASSWORD=

#CTX_LDAPS_LDAP_SERVERS=

o EBEIRENIR CAIEBEMABIE SSL/TLS 89 LDAP, BT THRIE:

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA

o BEFEAEEHTEET SSL/TLS B LDAP, EHITU TiRMfE:
Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA

=

=W

A FEENERR CAIEBHUIRA PEM 1. INRBA LDAPS TEmINeI#2 Python3 BiNIFiE, &5
REEOIE Python3 EIIFE AR BAF R8I EIZINE,

ERROREER pip TANTIEERIBEIN SSL EZHEIR, BHERIGUTAEENARME /etc/pip.conf X
e

[global]

trusted-host =

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 244


https://support.microsoft.com/zh-cn/kb/321051
https://support.microsoft.com/zh-cn/kb/321051
http://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-ldaps-certificate.aspx
http://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-ldaps-certificate.aspx
https://support.microsoft.com/zh-cn/kb/555252
https://support.microsoft.com/zh-cn/kb/555252
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/administration/others/create-a-python3-virtual-environment.html

Linux Virtual Delivery Agent 2407

pypi.org
files.pythonhosted.org

 ELREIRBA SSL/TLS #9 LDAP

[113

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Disable

[113

The Java keystore dedicated for LDAPS resides in [etc/xdl/.keystore. Affected registry keysinclude:

{13

HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UseLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding

{13

NE=FFAEE LDAPS

B% Linux VDA AAf5h, BEZ I MET IR EERS LDAP 19 VDA WE=ARHAM, Flan SSSD. Winbind.
Centrify #1 Quest, WU T&EHLNE T wfaE:d LDAPS. STARTTLS 5 SASL &M E LS LDAP,

e

HIAFFTE XL A MM TR SSL ixM 636 KHfRZ 2 LDAP, HEKXZ#EiE LDAPS (150 636 i@l
SSL 89 LDAP) Fge5uR0 389 LAY STARTTLS #7%,

SSSD

RIBIEM LR O 636 im0 389 LEE SSSD Z4 LDAP 8. BEXIFMES, 1HS1@ SSSD LDAP Linux F##
ars

Winbind

Winbind LDAP Z&iff#F8 ADS /5%, Winbind 7Ei% 0 389 £{X i3 StartTLS /535, X MME B XHE N [etc/sam-
ba/smb.conf i1 [etc/openldap/ldap.conf (33F Amazon Linux 2. RHEL. Rocky Linux. CentOS #1 SUSE)
5 [etc/ldap/ldap.conf (33F Debian #1 Ubuntu), &40 FFRRERUXLEE 4:
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+ smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

&, ETLUEE SASL GSSAPI B/ MHERER S LDAP, BAReES5 TLS/SSL 77, EER SASL MR, EEX
smb.conf i & :

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify 7£i% 0 636 Rz #f LDAPS, BE7in0 389 L= LM, EXEMER, BB Centrify ks,

Quest

Quest Authentication Service %O 636 £33 LDAPS, B7fix0 389 LEREMAZRHEREME,

R

fEFILIhRER ATRE RS I & LA T IRl :
« LDAPS fR&SATAM
Ik LDAPS %2257 AD/LDAP RS2 LRI, RIMERT, K074 636,
+ BA7T LDAPS Bt Linux VDA Stk
I93E LDAP FRSBZBMIHORSTEEMRRE. BEL0EIR CAIES, MIRHS AD/LDAP BRS323ILA,
o BOMEBIRHERUEMERIN

NREAREFA enable_ldaps.sh HIERTEINEH T LDAPS HHXHEMRI, NrIEERMIF LDAPS A
BRI,

+ LDAP 2 i@Ed SSL/TLS M Wireshark siEaE ML MM T BN

ZXiAZ2H LDAPS, i5iz1T [opt/Citrix/VDA/sbin/enable_ldaps.sh 3§17,
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« %5%RE Wireshark siE M HAMLEZEEM T AN LDAPS 2
&% Linux VDA SEANZESRES i FhBY = H I LDAP/LDAPS &,
o Tixi@id1E AD fR$538 Eiz1T ldp connect %I LDAPS RIAM
&/ AD FQDN mi3E IP ik,
o Tiki@diz1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh filZ<S N\iR CA iE+H

ERM CAIEBMTTERE, HHBIMR CAIEBNXERTER. ERSZXFNAZEH Java Keytool 2£815%
Bo MREREZIFFIRFIIL, EEILEEIRER, NRBENEBERIED, RIVBZIEMER base64 figHy
PEM &z,

o Tk Keytool -list 27R1E CAEH

#igiz{T /opt/Citrix/VDA/sbin/enable_ldaps.sh =B LDAPS B}, SEFE#HE NE
Jetc/xdl/ . keystore #, HIGEBRBURIPFERE, MRSIETERE, AIUERSTZHAMUAEZR
[,

Xauthority

July 15, 2024

Linux VDA #ER X11 BRIheE (81F xterm# gvim) #TRERITZAIENIRE, LINEERENENZ SN
#1LUFR1R XClient 5 XServer Zalf@ER 4.

AILLGEE R A ERRILEREBENRE 2!

« Xhost, BHAERT, Xhost (WaiFadstiEHN XClient 5 XServer #1T@f5, NRER A IFEIE XClient A7)
XServer, MHFETT Xhost s LB FIRFEITENNIR, &, tBaJLUEEA xhost + LA YFEER XClient
E1ZE XServer,

« Xauthority, JUESTBEFHNIERFHE . Xauthority X, EBETEEIEEMEE xauth EAMN
cookie FLIATF 3 XServer #1THHYIE, B&h XServer 324 (Xorg) /&, % cookie EATFHS5ZIFEETR
BT B I8,

THFRE

Xorg BahEt, . Xauthority X#Ew%iEE Xorg, It . Xauthority X#FEEUTTE:
. BETHE
o IEFRERIY
+ cookie #2
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AILUMER xauth <R sc s, Fia:
# xauth -f ~/.Xauthority
# > list

# > usOlmsip06:107 MIT-MAGIC-COOKIE-1
fb228d1b695729242616c5908f11624b

R XClient izi2iEiE2 Xorg, MATHRR MU EEME:

& EixiE XServer 19 DISPLAY IfiR L&,
« REXEE Xorg FHEAF—1 cookie #HEM . Xauthority X,

ftE Xauthority

Z7£ Linux VDA L/2H Xauthority LU#1Tixig X11 8B7R, HAEIETEMR N EMRR:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v '"ListenTCP"
-d "Ox00000001" --force

Ef Xauthority 5, Faigdt@IEHEAZERRE . Xauthority x#EEz XClient:

o Fohi§ . Xauthority g XClient

Bah ICA £3&fE, Linux VDA ¥% XClient £5% . Xauthority Xtf, HEZXHERESZAFANER
F, AL . Xauthority X#E4I2iEiE XClient HH&#, FHi&E DISPLAY 71 XAUTHORITY if
BT 8, DISPLAY 2% 7% . Xauthority Xt ERSHES, XAUTHORITY 2 Xauthority 89
&R, BN, FEEUTHS:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

=W

NR*Ki¢E XAUTHORITY IFREE, WEIAGER ~/ . Xauthority X,

o EEEHAZFERERE . Xauthority %z XClient
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BEENARESANERTAPEZHETER. Y Linux VDA Bz ICA £iEH, BEESFAFPNIEFZTRIE
.Xauthority Xtf. IRLFBRS XClient £=, BARFEFshELL . Xauthority XHEiasl
XClient, F#i&E DISPLAY #1 XAUTHORITY If8ZT 2[5, $B&hE XServer EEF 275 GUI,

HPEHEER

1R Xauthority TAERIETT, HRBHIEHRDS BHRITIRME:
1. EH root NRMEER F13IREXFRE Xorg cookie:
ps aux | grep -i xorg
tE S BRBEEEPEET Xorg B9 Xorg #1253, F—MESHEREMN . Xauthority Xt f
wm:

/var/xdl/xauth/.Xauthorityl10

£/ Xauth &< 27 cookie:
Xauth -f /var/xdl/xauth/.Xauthorityl10
2. FH Xauth &< &R ~/ . Xauthority &M cookie, MNRERESHE, NERH cookie b5
Xorg #1 XClient 89 . Xauthority xf#&# cookie [,

3. R cookie R, ERERTREBMERM Linux VDA 1 IP #ilibisaizZ B nimA, HOEEAHHNEENER
#HE,

B30, 7£ XClient i+EH EEITUTH<:

telnet 10.158.11.11 6160

IHO5 7 6000 + \< 2RE%E\> B2,

INRUE Telnet $R1ERM, B AERTAE/ERELEIER,

S IRk

July 15, 2024

FHBINEEEUTERR:
« f#M Azure Active Directory #7853 IR3E
o WIARBRERSHIIE

o XA BMIIERS
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+ 3£ SSO HHBIE
- BHEE

o REFHWIER (ER) BA#EITIAR

&/ Azure Active Directory ;#1751 30iE

August 20, 2024

=z

AR
I IhEEGERTF Azure $ £/ VDA,

RIBEMER, RILE Azure HEREMFHZERA Linux VDA:

o MOANT Azure AD DS #9 VM, VM BINAZI Azure Active Directory (AAD) 15iARS3 (DS) & rvis. AP ER
HiEEER VM,
o RIMNEH VM. VM 5 AAD triRERSERUIRBEAF S5 KiE. B ERE AAD £iEER VM,

A% AAD DS 71 AAD 89i#4A(E 8, 1B8RXE Microsoft X&,

AXNET IEERMANER VDA EEAFMEE AAD FRIRARSS

SRR IThR

+ Ubuntu 22.04. 20.04
+ RHEL 8.10. 8.9, 8.8
« SUSE15.5

AXEAMEER, BBEXE Microsoft X&,

S 1. 12 Azure [']F LEIERR VM

BIEER VM H7E VM %% Azure CLI,

1. 7 Azure " JF L, BIBER VM, EREHOE + Q)E2 8, BSSEEEEN £ %% Login with Azure AD
(£ Azure AD &R),
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Home > Create a resource

Create a virtual machine -

Basies  Disks  MNetwaorking Management  Advanced  Tags  Review + create
Condigure maniioeing and management options for your Vi

Azure Fecurity Center

Azure Security Center provides unified security management and advanced threat profection screas hybrid cioud workdasds
Learn mare

[} Your sbscription i protected by Anure Security Center standard plan.

Monitoring

Boot disgnostics (®) Erable with managed storage sccount (recommended)
{0) Erabole with custom starage account
) Disable

Erable O guest diagnostics |

Identity

@ Srvtem managed sentity mut be on b logi with Azure AD credeniish.
Lears move o

Arure AD

) REAC rote assignment of Virual Machine Adminktrator Login or Virnual Machine
Ui ngaireel whih Ling Afure AD lagin. Learn mone O

W Azure AD login mow uses $5H certifcate-baved authentication. Yiou wil reed to use an SSH chent that supports DpenSSH
eestificates. You can e Aruse OU or Cloud Shell from the Az Portal Leam seee

Auta-shutdown

Erable auto-shutdown :l

Backup

Erable backup O

Guest 05 updates

Patch echettration sptians maege cletanlt r

) Some patch orchestration options are not available for this image. Learn more

[ reven - cvve I Ty W

2. 7EiEHR VM E%=% Azure CLI,
BXEFAER, FBEXE Microsoft x &,

SR 2. FER VM LEEERE

EHFEME, BREBEA MCS 72 Azure EBIE Linux VM FRE9SEE 3. & EMERHITERME,

S 3. BIER VM &8 RRIMNFER

BIBEMURIE, BRBUTIEE VM B ARMANIZAR:
1. MESRAFHEITUTRIZAR,
Modify /var/xdl/mcs/mcs_util.sh

2. #%l function read_non_domain_joined_info(), #A&E% NonDomainJoined W&
BXA 2. BxT, ESRULTRER,

function read_non_domain_joined_info()

{
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log "Debug: Enter read_non_domain_joined_info"
# check if websocket enabled
TrustIdentity="cat ${

id_disk_mnt_point }

$9{
ad_info_file_path }
| grep '[TrustIdentity]' | sed 's/\s//g'’

if [ "$STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2
fi

}

3. REFK.

4. XFER VMo

S 4: MIER VM 17 Linux VM

AERTFARIMANERNER VM 5, BREUTTZERLE VM.
1. &= Citrix Cloud,
2. Wik Citrix DaaS, AEHEEBEEERIEH &,

3. EIHENBERP, EZREAR Machine Creation Services MiEik VM 8IE Linux VM, BXFHAER, 5EH
Citrix DaaS X#4erfysR I VDA,

S8 5: 3% AAD BFPikF 9 Ec% Linux VM

BIERMAER VM /5, NESDE AAD BFIKF,
E5 AAD BFIKF 2824 VM, BRITUTHE:
1. EREERKF AR VM,

2. 7z Identify (33%1) >System assigned (R#HE) &ML, B System Identity (R415R),

| Identity
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3. 1£ Access control (IAM) (ializ%l (IAM)) > Role assignments (B&5E) #EF£LE, #3 Virtual
Machine User Login (EWIAFESR) X, AERIEZEHRM AAD BFHF,

A | Access control (IAM)
Virtual machine
R Search (Cmd+/) « ~+ Add | Download role assignments == Edit columns () Refresh X Remove 27 Got feedback?
K1 overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
B Activity log
Ao Access control (IAM) Number of role assignments for this subscription
@ Tags 2 2000
£? Diagnose and solve problems
O Search by name or email Type : All Role : All Scope : All scopes Group by : Role
Settings
& Networking 21 items (7 Users, 14 Service Principals)
& Comneat [[] Name Type Role Scope Condition
® Disks > Contributor
4 size > Owner

©Q  Microsoft Defender for Cloud
 Virtual Machine User Login
@ Advisor recommendations

il i icati O . User Virtual Machine User Login © This resource None
Extensions + applications

BERFIRIMAER VDA

FRALFHNRLAF A LOEI RIS NERRIMANZEE VDA, FAP BRI TFR:

1. =zh Workspace M AR, AEETHA AAD AR 2MEBE RS Workspace, LtEHE 2T Workspace
DAL

2. WMERMAEHEE, IHEET AAD ER0TH.

ZOEEA VDA LigBMERERME: &&MREE AAD kP /ZiE, BUAERT, Linux VDA ERIGEREE
FHEL3 AAD BFR#HITEHWIE, MTFFR. FAEER, ERALRESEREIENER S AAD kP /253,
BEXFAY R, BSRUTEHD.

B8

3. RERR LA, BEUTARZ—ERIIKRERIE:

« 1 QR REIHBNIZAED,
N\ AAD AP &FE.

¥4/ AAD K [ZREEFRIER

BIAMBERT, Linux VDA ERIgEMREI AAD BF#ITEMHRIE. BXEREE, BESHXE Microsoft X &, B¥
HRIEXEN S AAD kP /25D, BEHRITUTSR:

7£ VDA BT TS, HELEMRD AADAcctPwdAuthEnable, AEBEEEHRN 0x00000001,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 253


https://docs.microsoft.com/zh-cn/azure/active-directory/develop/v2-oauth2-device-code

Linux Virtual Delivery Agent 2407

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "0x00000001" --force

} =r

AR

A ERERTF Microsoft tkF 5= A T WE S HIIERKF,

W REBERERB NI

August 20, 2024

B LU B F il StoreFront AR ER AP & ENEEA T Linux 89 Citrix Workspace [z B #2F# Citrix
Receiver for Linux 13.10 # AuthManager R, ENG, ERIUERZEF AR Linux RIMKSERIERHNE
WREMNARER, MEFBMNANBF R,

AR

iEAF Linux B9 Citrix Workspace R F#2#1 Citrix Receiver for Linux 13.10 z#¥1bI08E,

ERALINRE, BHITUTRE:
1. 7 Linux VDA £, L#3&ERAT Linux B9 Citrix Workspace AR Citrix Receiver for Linux 13.10,

M Citrix Workspace B2k Citrix Receiver 89 Citrix FTIE FHABN N BEF.

BINREHKZ 7 [opt/Citrix/ICAClient/, MNRER R ARRFREFHMEEEZF, K ICAROOT FIREEIR
BENEMERFREEREZ.

2. 1z Citrix StoreFront Eiz#laH, NEFNABERN HTTP BEXE&H1IEAE.
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banage Authentication Methods - too

Select the methods which users will use to authenticate and access rescurces, 0
Method | Settings
#|  User name and password
[] SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smart card

Can be enabled [/ disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -
Installlng ar_u:l unlns_talllng Fhe auth [Entlcatlcur? methods and the _
authentication service settings are included in the advanced options.

o mEEm

3. BT EMRIMAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17
HTTP EXSHKIE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>

4. BIETU TS UEEE B RPRERIES.
cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
5. BIBTTUA T < U F&IRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "@
Xx00000001"

6. B&h Linux EPSEESIENZSIETHERT Linux B9 Citrix Workspace R B#2F 5 Citrix Receiver for
Linux 13.10,

Bxaa Citrix Workspace ARRFR, RARRTERANNABEKF . WEERUBHERIIZAEEN
Az F=
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=

=W

BN HTTPS URL fEAEHIN BB EIKF

Citrix Receiver - x

Add Account

Enter yvour work email or server address provided by
wour [T departrment.

https://

Cancel Add

XSS H RS

August 20, 2024

AILEABE A B HIRIFARS (FAS) 33&RE Linux VDA MR #ITEHINIE, XF FAS BRIN8E, Linux VDA &
B5 Windows VDA A/ Windows 1718, &%) FAS BtE& Windows FEBEHER, BESEB A S HRNIERS, 4
SR THET Linux VDA BIERIME B,

AR
o Linux VDA A #FSIEHRITRHERE,
 Linux VDA fE/A%2iE#ES FAS RE 2T HEIE,
TR EITHR

FAS ZHFEMRA Linux RITRRFIEIIA G % ESRUTHIR:
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Winbind SSSD Centrify PBIS Quest
Amazon Linux 2 = =z = S
2
Debian = = = b= £
12.5/11.9
RHEL b = ) = =
9.4/9.3/9.2
RHEL = = = = =
8.10/8.9/8.8
Rocky Linux ~ = £ = £
9.4/9.3/9.2
Rocky Linux = = ES £ £
8.10/8.9/8.8
SUSE 15.5 = % b = ES
Ubuntu = = = = =
22.04/20.04
7£ Linux VDA L#iE FAS
TEIEH

ZIERFHIED, 1B7E VDA LR&ER CAIERURAE PIEiESR. fii, ZLR&ER CAIES, IEMATEHM Microsoft
CA (£ AD ) 1% CAEBFSBHIREAD RIEH, sHEMIR CARSE http: //CA-SERVER/certsrvF
HIZIEB.

AR

U TS &R FEERIELES,

i3, B DERXX#% (.crt. .cer. .der) ity PEM, BEITRMFUTHABHNHS:
sudo openssl x509 -inform der -in root.cer -out root.pem
RE, EITEMIM TS SRR CAIERRES openss L BR:
sudo cp root.pem /etc/pki/CA/certs/
AR

EEIR CAIEBET [root BET. &N, FAS TAUZEUR CA IEH,
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i517 ctxfascfg.sh

iz1T ctxfascfg.sh fiZ<UEEE FAS:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
T UEMEER Tia(T ctxfascfg. sh, EERTERXTBTZMAZ ], BHEEUTHELE:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis | quest: & 7= Active
Directory £l /5 %, Z A ZAZEEE T CTX_EASYINSTALL_ADINTEGRATIONWAY B 79
CTX_EASYINSTALL_ADINTEGRATIONWAY . mnRKIEECTX_EASYINSTALL_ADINTEGRATIONWAY
, CTX_FAS_ADINTEGRATIONWAY #BERBCHEIIRE.

« CTX_FAS_CERT_PATH =<certificate path>: i5EE/IRIEBHFIEREIEPHTEREZ,
+ CTX_FAS_KDC_HOSTNAME: 75;£#% PBIS #1 Quest EHEE AL TH O (KDC) BIEME.

o CTX_FAS_PKINIT_KDC_HOSTNAME: i#57% PKINIT KDC =M &, BRIEFBEHWEE, TMWZRHA
CTX_FAS_KDC_HOSTNAME. fn®&HE %4 Delivery Controller, 1&#&iZigirFiE KDC BEN R HMNZ
[etc/krb5.conff st/ pkinit_kdc_hostname &, BXFMER, BESRFIRFLXE CTX322129,

« CTX_FAS_SERVER_LIST= list-fas-servers’ - EX& B HIIEARSS (FAS) RS 232@id AD ARRECER.
Bxig GPO £ FAS SIS BEME S, 182 5 A5, Linux VDA A3z#F AD 4ASRES, (BEA] LIS AR I
NS HRE FAS BRS88H95IZR. IMFF 4S5 7E AD LASRBS AL B BVIRFHE[E. S0RMIFR T EARSS 283ttt , B
’<none> ‘XAFHHREFHETH, FEFEEHIRSS[HILNIRF. B5 FAS RS2SR EMREBE, IEHRMERMINA LS
A5 57 FAS BRE 8 EIEEMIHEAS —3, flg0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number;
fas_server_2_url: port_number; fas_server_3_url: port_number’,

BAHEIMA Linux VDA 2%, EaLUBTUTaR<RIEE FAS IRESBHEF B ctxvda IREUFEEIILE
e
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "
REG_SZ" -v "Addresses" -d "<Your-FAS-Server-List>" --force

systemctl restart ctxjproxy

systemctl restart ctxvda
EBE ctxreg B# FAS RE28, BEiTUATHRS:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

systemctl restart ctxjproxy

systemctl restart ctxvda
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EIRIEHARY Active Directory £ 7%, ARERNEWRMIERRE (Filn /etc/pki/CA/certs/),

HIZRE/E %% krb5-pkinit #1 pam_krb5 4G, HIBEMRXMEE X, ¥ F RHEL 8 REFIRA, & PAM_KRB5
%= EPEL 7R, MASEZHEXLELRITRFEA EPEL

2 F FAS

7 Linux VDA EZ R FAS, &ERU TS M ConfDB iliERFra FAS ARSS25:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "" --force

systemctl restart ctxjproxy

systemctl restart ctxvda

PR

o FAS BAZHPRAE. NRESIEPETPIERT, WEEER FAS ERERZAIE.
o ICARASNZIFEC S B P IIEARSS (A R E MR — X hEHERNE I FAS %2, 7% Windows 10 Azure AD
B3,

BPEHEER

7EXt FAS BTHEHIRZ /1, BHR:

¢ Linux VDA W& EHMECE EHTIR.
o ERTESHEIER U ARFMEPRINERIIE FAS &%,

WNRIE FAS RIFEHIETT, FREREHNN HDX BELIREN “VERBOSE”, 3% VDA BELIREN “TRACE™,
BxA Linux VDA BRRIFETIERMER, BEAMIRFOXE CTX220130,

WATLUER Linux XDPing TE#ZEER Linux VDA IMEFR AT AETFER 2 AL & 1R 7L,

FAS fRSSBECEHEIR

M FAS M BBIER=IERK,.
0Z [var[log/xdl/hdx.log H&E MM TARNEIREE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.
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2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas0:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
b

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

fRRAE  EETU TR UEIA Citrix SEMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auth
E&FIEE N <Your-FAS-Server-List>,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"

NRMEZERER, BRBAERIZE FAS [RSBSBIREUENIRE,

CAFBEEHIR

M FAS NBBERHEERN. BET—MREEN, HFENPHEHRK.

Invalid Login

oK |

17 [var/log/xdl/hdx.log HEHEMM TRBNEIRAE:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry
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2021-01-28 01:47:46.210 <P30656:S5>

citrix-ctxlogin: check_caller:

current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5>
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

2021-01-28 01:47:46.270 <P30656:S5>
to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>

citrix-ctxlogin:
citrix-ctxlogin: query_fas: waiting
citrix-ctxlogin: query_fas: query
citrix-ctxlogin:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin:

certificate success

citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5> citrix-ctxlogin: validate_user:
pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

IREBE =T

BER

RAAR WiE
WA

B /etc/krb5.conf REMIEGEFMEIR CAIERFFAEPEIEBHTERRZ, TEER

[realms]

EXAMPLE.COM {

pkinit_anchors DIR:/etc/pki/CA/certs/

=2

MRMBREFER, BRBAANZ SIS BERNEH#TIRE,

&, BER CAIEBREEN.
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SO P IR G FEHR

FASEEET SAML 5#%%8iE, ADFS FAF7E ADFS ERXRTTE LBMABFZMNENLG, ARSHAUTHEIR.

There was a failure with the mapped account.

ZEEIRREA:

« BRINIEIE ADFS AR, B72 AD LS BEEREERAF.

fRA%E 7L AD LIRBEBERIKF.

KECE ADFS

SHER FAS NABEIERHIATHEIR:

The Identity Provider has not been configured by the
StoreFront Administrator.

YR FAS ABIEEEAER SAML S, B&k/) ADFS 8Er, IR,

RRBR RNKAFHNIEARSEE ADFS IdP. BXEMER, 1BBIAKE SHWIEARS ADFS 2%,

BXES

« JBA FAS BREBEEX S B D IIEARSS (R RS EHA — S Hh il ABESE.
s BESNRIIRSSRALE—BEPRIINT “BIESE XE.
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BA0ia)

NRIEEMER FAS, NWRHEHEEFREFHNELFRANNABREFZIEN, ATESKK.

& C | A Mot secure | hitps://ddcyw.local/Citrix/FASWab/ o

Cannot start desktop |Erfl€ceiBafive FUET

testwHRHELT4"

BRI E

£ CA TA+AEHE T Manage Templates (EIEiEMR) LUE Citrix_SmartcardLogon &1 M Build from
this Active Directory information (BT itt Active Directory 5 2#2) Bk Supply in the request (£
ERPIRM)
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

ic#t names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

FIDO2 (Fiihiz)

July 15,2024
ALUEE FIDO2 B4IIE, LUER Linux VDA EFEE#R Google Chrome i1 Web 55,
AR

HEThEEE TN IR PR it FRUSTHRERI BB RTE AN, BITEIFEFIFRRARERA, Citrix RAZIFRIIEFALTIAE
R MEYR) R (2

Linux VDA 1X3z#F FIDO2 #1 Google Chrome KA &,
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2188 FIDO2 HHRIE, BTEMUTIE:
1. T# Citrix FIDO2 # BREF R,

a
b

) ®Z Citrix Virtual Apps and Desktops FT&5iHE,

) BFFEY kR4 Citrix Virtual Apps and Desktops.

c) BHAMFHE Linux VDA,

d) #F Linux VDA THE FH @,

e) THRMRMHE.,

f) RRERZEEETH%E FIDO2-JavaScript-Extensions.zip.
)

g) fRE FIDO2 i BREFRMHE, BILUEY EBER > chrome > fido2 f1#%| FIDO2 §r BEFE R.

2. 7£ Google Chrome = Citrix FIDO2 ¥ B#2F:

a) #77F Linux VDA E£#%# Google Chrome,
b) BEihi=AMMN=axE, AEEFRELIE > T EER.

+

-2 cC

CilriX | Product documentation

NetScaler is back! Discover the new home for NetScaler product documentation.

Citrix Product documentation

Search Product documentation

All Products

c) ABRFARARR,

A Gitrix Prociuct Documenat x4 v - 8 X

= @ Extensions

d) % Load unpacked (MEFMERZS), AGEY BIEF > chrome > fido2 &R BIEFER.
3. EEREWNEMER FIDO2 F4IER Web s, E FIDO2 e LUER FIDO2 B3,

a) ¥ FIDO2 £&ZPiEALE T Citrix Workspace R FEZFHE i,
b) BRZESMHIIEHAFM FIDO2 fERABMHIIES .

RE FIDO2 BHWIEE, RARRTEMER2TALUMIIARZ Web 35S,

3F SSO S 3IE

July 15, 2024
AREE XA Linux VDA EERHE SSO BHWIEMNIES.
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BhR

BIAMERT, Linux VDA ERAERER (SSO), AR ER—HAEEESR Citrix Workspace R B2 VDA &if,

ZitAPEA—ARERNZIEER VDA &1, 57E Linux VDA L2/ SSO, TR TIE SSO 8RR &
PHIIESEH S

Citrix Workspace R BiEF VDA £3&
BRE& BR&
BheF BR&
BRE& BheF
FAS RFR&
FAS BheF
2 SSO

E&M Linux VDA Bz Tams:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\

Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

August 20, 2024

FF Linux Virtual Desktop iERY, FIMEREERIRF MENEERHITHHRIE. IHEeRET ICA B+
EPEEHTHNERFEERSKNN. RRIUEREPEAEEF. BHIaE:

o EXIERINBFESR
o INZR AR BB FHRMF
o 33 Web i s25# 17 5303
sFFUtkIhEE, Linux VDA 8B5S Windows VDA #HRIMERE. EXFAER, BSRAXTWE B SRS,
AR

AZHE Linux VDA iR ERAMSTHEEERE R Citrix Gateway.
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BEFRM

B FEBSHIIEN AT AMEBURF AT &4
« &89 Linux VDA 2EFETEEP—NRIThHRH:

- RHEL9.4/9.3/9.2

- RHEL 8.10/8.9/8.8

- Rocky Linux9.4/9.3/9.2
- Rocky Linux 8.10/8.9/8.8
- Ubuntu 22.04

- Ubuntu 20.04

- Debian 12.5/11.9

SERRZRE VDA |5, BRIEEM VDA 25 #E857E Delivery Controller 3%, UKRET#ESMER Windows
FERITHAELEHN Linux KERIE.

o A OpenSC ZHHEREF. BXIFAER, BSREWAMHER OpenSC ZHEEF.

1% OpenSC ZIFEHEF
OpenSC 2 RHEL 7.4+ £/ ZERMNEREEIRGHIZEF. 1FR CoolKey HeHAENSR, OpenSC HFLMAAN
EHeE (15501 Red Hat Enterprise Linux B9 8E+F) o

AT, YubiKey 28 -EREEBEENT M. YubiKey 2— 1@ USB CCID PIV i %, Al LUREZ#M Amazon
FHMBEHEMEAWE, OpenSC RahiEFZHF YubiKey,

NMRRALFTEFLEHMESRNEEF, BESE—BRET Linux X1ThR=X OpenSC R4+ BHMEN. BX
OpenSC ZEMER, BERALEEEEFIRDIERF, BASRE, REBTUTHS UKL OpenSC B2E X FEHE
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots

[Ty
HEERIES

RIEBATFEIEEREFLMER. TRUTHIRUTHHARERIER,.
1. 3REX PEM f&zCROMRIES, BEM CA BRSEHIRE.

A LUBITZM I TRIS < LUE DER XX (*.crt. *.cer. *.der) %ty PEM, £ FTEM &S RFIH, certnew.cer
% DER 4.

openssl x509 -inform der -in certnew.cer -out certnew.pem
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2. T openss| BRHPRERIES, certnew.pem X4BIERHG,

cp certnew.pem <path where you install the root certificate>

B RLERIEPWNERZE, 517 sudo mdkir -p <path where you install the
root certificate>,

ECEERERIFR

AILUEERA ctxsmartlogon.sh AR EE sERIFER FohEm iR B,
(%77 1) £/ ctxsmartlogon.sh RiiZ<Er & 5 AEFIF13
AR

ctxsmartlogon.sh fiiz<3 PKINIT {5 2R I0ZIBASE. ATLUES [etc/krb5.conf Bl & X EXILISE.

BERERZEEZEI, BE1T ctxsmartlogon.sh iz AL B R,
R
SNERBEERA SSSD AN, 1E7EiEfT ctxsmartlogon.sh EEFEENZ SSSD RS-
3+F RHEL 8 XEShA, ¥ PAM_KRB5 %% EPEL Zf&ERN, BAEEidExt L TR EA EPEL,

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh

HEREMFUTRE:

# ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
# includes automatic installation of the necessary packages and changes to
# the configuration files.

fault realm. You can
tion file

Step 1l:Enab
Do you want ble c logon? (y/n)[yl y
1 the Active Di ory integration method.
¢t which Active Directory integration method to use:
: Winbind
SSSD
Centrify
ove options (1-3)[1] 1
packages.
wait...
it][pam _krb5] already installed.

re krb5.conf.
path to the root CA (e.g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
nf configure successfully.
gure PAM files.
£ card PKCS11 driver (e.g., fusr/lib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkcsll/libcoolkeypkll.so
sfully.
onfigure successfully.
ctxsmartlogon.sh e ed successfully. SmartCard is ready.
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AR

WREER Quest FEAIIIMA S %, NEBEIRERALITHL (KDC) WENE. Fla0:

ctxsmartlogon.sh sets up smart card logon for the Llnux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration files.

Nc
n to the default realm.
f conflquratlon file.

#
Step 1:Enable smart card lugon
Do you want enable smart card logon? (y/n)[y]
Step 2:Select the Active Directory integration method.
Please select which Active Directory integration method to use:
1: Winbind
2: SSSD
3: Centrify
4: Quest
Select one of the above options (1-4)
Step 3:Install dependent packages.
Installing, please wait...
[krb5-pkinit][pam_krb5] already installed.
[pecsc-lite][pesc-lite-ccid][pesc-lite-libs][opensc] already installed.
Packages installed. [Su s]
Step 4:Configure krb5.conf.
Specify the path to the root CA (e.o.. /etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
Specify the KDC hostname:kdc.test. local
/etc/krb5.cont configure [ Y-
Step 5:Configure PAM files.
Specify the path to the smart d PKCS11 driver (e.g., /fusr/lib64/pkcs11/opensc-pkecsil.so):/usr/1ib64/pkcs11/opensc-pkesil.so
Jfetc/pam.d/ctxfsc configure s full
/fetc/pam.d/smartcard- auth

Ltkgh, fEE R LB IETT ctxsmartlogon.sh Bk 2 RS EE+:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh

HFREMPFUTRE:

o
ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration files.

ctxsmartlogon.sh adds pkinit information to the default realm. You can

Step 1:Enable smart card logon.
Do you want enable smart card logon? (y/n)[yl]
ctxsmartlogon.sh exit.

(G£W 2) FohRREEEFFE  Linux VDA 85 Windows VDA HHRIMNSREFIFE, EizfiED, VARES
MNMAH, wiEETHI28. Microsoft IFFHM LMK (CA). Internet Information Services. Citrix StoreFront #1
Citrix Workspace M AEERF. BXET YubiKey ZHEHMEERER, BERAIRFLNE CTX206156,

EHENT—F 250, BHRR:

« CELEWEE TFREAR.
o BERMANAFIERTHIIEREFR.
o SR LUERERERINER VDA,
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2% PC/SC Lite #f#  PCSC Lite 2 AHEH/E8E+ (PC/SC) #BTE Linux PRI, ERHUSEEFRMIR

FEHITEEM Windows Egt£#0, Linux VDA fpyEsErEEBEE PC/SC HFILMA,
BT T @< aIRE PC/SC Lite #ifFa:
RHEL 9.4/9.3/9.2/8.x. Rocky Linux 9.4/9.3/9.2/8.x:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
Ubuntu 22.04. Ubuntu 20.04. Debian 12.5. Debian 11.9:

apt-get install -y libpcsclitel libccid

TREeRIERE OpenSC BIzEAMNE R RREIER. WMRKZE OpenSC, BHETUTRTLU#HITRE:

RHEL 9.4/9.3/9.2/8.x. Rocky Linux 9.4/9.3/9.2/8.x:

yum install opensc

Ubuntu 22.04. Ubuntu 20.04. Debian 12.5. Debian 11.9:

apt-get install -y opensc

REATEEERSHWIEN PAM B3R BT Tap$a %% pam_krb5 1 krb5-pkinit &35,
RHEL 9.4/9.3/9.2/8.x. Rocky Linux 9.4/9.3/9.2/8.x:

yum install krb5-pkinit

Ubuntu 22.04. Ubuntu 20.04:

apt-get install libpam-krb5 krb5-pkinit

Debian 12.5. Debian 11.9:

apt-get install -y libpam-krb5 krb5-pkinit

pam_krb5 R 2 — N EIHERI S IR, PAM BN AR LA pam_krb5 EEREHMEHLITHO
(KDC) SREXZIEE FZIE. krb5-pkinit IREE AR HERTAAFHESM KDC KEIAERE PKINIT #&#F.

F2E pam_krb5 &% pam_krb5 &3R5 KDC R E LUERE s8R HAVIEBIREN Kerberos FiE, E7E PAM 113

B pam_krb5 BHWIE, EETUTHS:

authconfig --enablekrb5 —--update

£ [etc/krb5.conf E2E (1, RIBSCARAISEAR PKINIT 58,
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} =r

AR

pkinit_cert_match &g E FIHIEBERTEIL PKINIT S5 10E 2 A RICE RN, CCEAIIAYIE X

= .
xE.

[XZEEA] A

Hep, XZBEETIUE &&, RRFAAAFMNESALE, BAUR ||, RRRE—MEGRNAATE,

AmEmE—™NEA krb5.conf S84

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

00 PKINIT 58/5, ZEEXHEM TR,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@%0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature

iEE PAM S5 1IE PAM BEEXHETAT PAM SHIRIEER, BRI pam_krb5 fEASMIRIEER, ERA
[etc/pam.d/smartcard-auth SR MUTT:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1ll:<path to the pkcsll driver>/opensc-pkcsll.

SO

YNREER SSSD, MMERRFIZECE X AR I TFITo
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#%PAM-1.0
# This file is auto-generated.
# User changes w be destroyed the next time authconfig is run.
require pam_env.so
[succ ignore= ore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS1l:/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkcsll.so
sufficient pam_permit.so
required pam_deny.so

account required

account sufficient

account sufficient

account [default=bad success=ok user_unknown=ignore] pam_: o

account [deTal succes k auth_err nore user_unknow gnore ignore=ignore] pam_krb5.so
account require pam_permit.so

optional pam_keyinit.so revoke
pam_limits

optional
optional
[succes:

optional
optional pam_krb5.so

(i) ERERTHITRERER

P HER (SSO) 2—m Citrix Th8E, AFERNEINKENNAEFBHNEESHRIE. WINERETBFRRAR
PIN 3R %. B¥ SSO 5 Linux VDA &4/, &S Citrix Workspace R R1ERF. EEES Windows VDA
R, BXFAER, BESEFIRFLXE CTX133982,

7z Citrix Workspace R 2 HPECEHRIRE, BRI TARBRAERFSHRIE

T Local Group Policy Edi

File Action View Help
|
Local Computer Policy * || Setting State Comment
IR Computer Confrauration || |i=] Kerberos authentication Mot configured Mo
Software Setti = 7
= ‘:_ dare ::;hgs iz| Local user name and password Enabled Mo
s 3 .D\.’V_ : s Smart card authentication Enabled Mo
4 || Administrative Templates P
4 || Citrix Components A Smart card authentication m‘
a || Citrix Receiver
| AutoUpdate E: Smart card authentication EEEE | I Nectetting |
1 CEP
Client Engine X
. Di g ~) Not Configured Comment: =
| Diagnostics
| Fast Connect API Supg
| HDX MediaStream Flas — B
| Multi-StreamIca | || | © Disabled
| Network routing 3 Supported on: Al Citrix Receiver supported platforms -
| Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
| User experience 7| Allow smart card authentication Use this policy to .control howthe client uses smart cards =
| Control Panel attached to the client device.
| Metwork [V] Use pass-through authentication for PIN
Biirter When enabled, this policy allows the remote server to access
= 5 smart cards attached to the client device for authentication and
i System other purposes,
| Windows Components
_ All Settings ‘When disabled, the server cannot access smart cards attached to
4% User Configuration the client device.
| Software Settings
] Windows Settings & Troubleshooting:
it i | = When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
& different operating system on the client machine, it may be
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RELREFRER

REEEEREXNMAEETF HDX PC/SC WEREREEMHEHE, EBER WAN IRRHEREERE, ATLURSM4EE.
BXREMER, BERERE .

Linux VDA Z#57E LU Fhiasiy Citrix Workspace M AREFhER RS fEF:

« Citrix Receiver for Windows 4.12
« i&EATF Windows #9 Citrix Workspace R F#2F 1808 REShr 4

AEEPIHE EERAREREEEER WABERT, REZEEEFRINEELE VDA LA TEARS, EEFPIFLLTZARK
T BEPI, ERRAREEERER, BEUTSREEEXE StoreFront 5=/ default.ica et

[WFClient]
SmartCardCryptographicRedirection=0n

EEPIG IZ2AREEEEER BEFFPHELZAREREEEER, BEMXEEN StoreFront iis#9 default.ica 3t
ik SmartCardCryptographicRedirection 4%,
i&17 XDPing

TR RS EE, AR Linux XDPing TAZ Linux VDA R AT AETF1ER & AL B A7,

fERBER
EASEERE R Linux VDA

BJLA7E SSO #13F SSO Hm=pEAERERER Linux VDA,

o £SSO 17E%, TEFEAEEFEMNERERIESRM PIN BE5hE R StoreFront, 7£ StoreFront #E5h Linux
Virtual Desktop %iE8Y, PIN B33 Linux VDA LUEITEEE RSB IIIE,

o 773 SSO =", REBRTEEFIEBHEN PIN 13L& R StoreFront,

rWiru:lcwus Security ﬁj

Select a Certificate

-
Windows Security ﬁ

Microsoft Smart Card Provider
Please enter your PIN,

userl
Issuer: zhusl-DC-CA
Valid From: 11/15/2017 to 11/15/2018

Click here to view certificate prope...
ddc === FIN

Issuer zhusl-DC-CA
Valid Frem: 9/19/2017 to 9/19/2018 | [eanes o |

(<]

[ Conced | ok | Cancel
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£ StoreFront fazh Linux Virtual Desktop £1&Et, 25 Linux VDA BRIHEE, TR, AR ZENEEE
RHRERHIREE, BREHREA PIN BBLIHITER FH NI,

7R85 Windows VDA 18E,

" ctx-ddc.ctxdeviocal X 4

<« - X | ctxdewv.local Tk ‘ = :/_

Windows Security X

| Smart Card

Please enter your PIN.

PIN

Click here for more information

0K Cancel

ERERREMERRE

BESURBERFERITFRILE, TREMEETRE SN, Linux VDARBER—MREBEFED, HRER
H, EAERSHEIEERERSEFINBEITAK. EXMERT, RATRMEMEMRTUIRESERERFR.

B2, £ StoreFront i, MR ELEEMEZDSIENREEE R, StoreFront Web ATaES RN FRIRIZHZR:

Insert Smart Card ﬁ

@ Flease insert a smart card.

| Cancel | Details ==

PR

AR Linux R1ThRA1 AD S5 %

o DEEFEEBESHIRIIZIFERM Linux Z17HRH AD M5, BRI TIIR:
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Winbind SSSD Centrify
Debian 12.5/11.9 2 = =z
RHEL 9.4/9.3/9.2 = = S
RHEL 8.10/8.9/8.8 2 = =
Rocky Linux = = £
9.4/9.3/9.2
Rocky Linux = = £
8.10/8.9/8.8
Ubuntu = = =
22.04/20.04
BReRBRISE

B 4REE Linux VDA ERUATEMRT, BRLUREESIEHEREERAFNERE

Efta:

Quest

7|

7| 17/ B

i

TMERERIBEREBPBIFITER

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix\LocalPolicies\SecurityOptions

BRI KE E7NIN

SCardRemoveOption REG_DWORD 0x00000000

PR

HIRERTE T ERIEHAER
BERAFPNEREFMERE
FIRRRBPBIRINEREM
Lo BEIIA TR

0 RREMESAITTE

1oRHIEE: ERMREEF
EEhEHEAF

2 BrAF IEERE: BIRERE
*E, BErAIEERER
AHAR. BPHEERIE
MENGRRUEMEES
o
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BRI e LININ AR

SCardRemoveActionDelayBeGoB#ORD 15 INRAG I PRETIG B FI5& T
SEHS T IEERE, e
W —FHEEERBITohZ
AIRER LA $h, fERRLLISE
B, BREkRE, BPS
ERSHM—NHEEE, 15
BZAIEREREENT G
WaREE/ M FERE. W
RIB{EZATE Z FIEFIEN
BReR, FERTEETHA

ST

e

PR#& Linux VDA —RIXZHF—MEEERIZREE.

XIFHMERER PKCS#11 =

Citrix Rt BAEREREEARAST R, BARNNZRFIRFTILET OpenSC Big+, ERETURAERHEM
BRe R~ PKCS#11 . EVHRIBENERERZ PKCSH1L &, BHRITUTRE:

1. /M PKCS#11 FE&E#FrE opensc—pkcsl1ll.so 52fl,
2. B PKCS#11 EMRFZIZEEMRR, BETUTHS:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\

CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "
PKCS11LibPath" -d "PATH"

Hrh PATH $5@1589 PKCS#11 &, 5130 /usr/lib64/pkcsll/opensc-pkesll.so

3. AP LERAREEREFRER.

REZHEIEN (BER) AFRHITIR

July 15, 2024

EEI AR RRNBREFSE, mAEER StoreFront 5 Citrix Workspace MBRFZIHIHER, BERAXES
PREIEM AP ETIHRNE, EXNHEERES DI StoreFront MEBEIE, HAXMAPKRESHIITINBAE
R R,
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} =r

AR
QEMANTIHW VDA 7 ZHFRE S D IIERI A P #1TiHR,

REGHWIEN AP A HRIETEE. SIEMBEHEERT Android 89 Citrix Workspace AR LR
T

BIEEKRZ FHIIER StoreFront N E®EE

1. 72 Citrix StoreFront BEi=H SNANERPRENABET R, ARTRIEERPREIZNARE,
2. CNABESMNEL, IEENABENER, ERENAFRESHIIEN (ER) BRisRLNASE, AR
EE—F_ﬂ;o

BXFAER, BESRACIERESHIENN AR,

ERMAFNRE S HWIERNAF B RLIERER

ZYARM—THZ N EN B RPEFNIHTENNES, BETUEARXNATNNAEFNKENAAN, ERTLL
BRZSHIVENAFARTIHEINR. BXFAER, FSH
ellfE SR

NREF MR AR 2518 E = MBI AYE)

REGHWIENBAFPSIENRIATHEBN A 10 55, HFFIRHFEEN, XEFEaTH LB ERRIE
& AnonymousUserldleTime EE B & X iR BE, Fli1, BEEENTNBRNEIEERRS#, EHBITHU
T

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\

CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d 0
X00000005

REREZSHWIENAFRNRARE

ERERZGHERIINAFPNRAKE, BERFMET MaxAnonymousUserNumber, & ERFIE A Linux
VDA tRFNETHRESHIIENBAF 2154 AR ctxreg TRREIIMFIGE, G0, BEREIREN 32, 15
BITUT®HS:

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @
X00000020
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BE:
REIREZSMNIVENAF RIER. RFEANBHAZRIE, VDA AJftxBlinE, EhaiEERuARNE,

HEHEER

REREZSMRIENAASIEN, FHESUTED
o TEERIRESHEENAR RE,
BINEIMREEEEMEETUTAE (RERNO):

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber

ik nesd fRE RS EEIETT, BEEB NS passwd E7E:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'

WMRERA, 5% Passwd EFLE2REH no , AFENBD) nesd fRS. BAMEBEREEFIEEREERRE Linux
VDA,

+ &£ KDE BSRE S M IIENAF &R E R FZH,

BRINERTRESHRIENAFARIEPZAMRRANESE, B2, N ER%E KDE F, 7£ KDE F, EXtHiER
FPEAYRIEHEMES, BB UTITRMEES X4 $SHome/.kde/share/config/kdeglobals &, fit0:

[KDE Action Restrictions]
action/lock_screen=false

B2, NRELBEEMN kdeglobals X (@ /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #% KDE Action Restrictions S¥EBEANFATE,
APEERTEER,

BRI, BERAFATEEN kdeglobals UMk [KDE Action Restrictions] &5HH
[$1] 472, HEECARSTENRERZAYFLAMNE, 5% KDE BEMNFAEE, B85 KDE System
Administration/Kiosk/Keys Bi#o

File

July 15, 2024

FHPABTEEUTER:
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o XHEHIFIHENL
o XL

X E HIFHENG

July 15, 2024

AFRAUERAAREERENRERBREIIESAMEF KBS SR 4. IHEEEE Citrix Virtual Apps
and Desktops 2006 s E SR LUKER T Windows B Citrix Workspace BiERF 1903 SE SR

ERINE RIS M, FHR:
¢ XHFHRAHEFEE 20,
o RAXHARNAEE 200 MB,

o Nautilus XHEIEEERET Linux VDA MIHHEN LRI A,
o XERNEE ASCH =7, FTaEEhFEMN.

S #E9 Linux £Z17hR

XS HIMAEMINEEEA T Linux VDA Z#5HFFE Linux Z1TAR.

EE S

T B R EREE S ECETNRENE R, BXEIMRREZBNIFAER, BERRKIHI=.

o BPImEILIREER
o BIMEHRIEREIIEL
o TREABEHERX

=z

AR

EEEXHEHMMINEE, 1E7E Citrix Studio FREEF IR EEAREIZE N AL,

PR

o AR, BIXHBERBAAANEHIRIF.

o REZFHER.

s FAZRFHEHBER.

o XHERIFMWELTIRIRFERIT. REMRNERIFEMN E— X HE, FEEHT— 1 XA
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SR

July 15, 2024

572 Linux VDA f1&E P iRig & Z B T XX EH, B IRIEEIETZE HTMLS D aE %0 Web %236y, 1t
IhEERT A, HTML5 WEEMAFrAAERERT HTML5 #1 Chrome 89 Citrix Workspace R 2141 BN EE
MR AR,

AR

X ERSHERTF HTML5 1 Chrome 89 Citrix Workspace R B2 A1 F.

HEEAGHNARFNRERIER, XHERHAFE Linux VDA 5EFPIHIEEZE LHNTHX G EEXENER
iHi% & E#HE Linux VDA, &% Citrix Workspace ARF T A M EHER, ABRMXEIHEERIEZEFRE
BN, BRXMHM Linux VDA THEIRFIHIEE, BRE THER. JUELHA TRIBPHMXG. —RKRZH
LU 10 N32ft.

AR

Z7£ Linux VDA 5& P imig& 28 LEM T Hoet, BB Citrix Workspace MBEFH I AR,
BT LUE R A YHERCCERY Citrix Workspace W BIZFARZS.

BRI FHRXHERVILRINEE. THIBEE VDA ENEREIIHNIGEERNIXHEEERIIEFIHIES.
AR
B & T # Z X ¥ File transfer for Citrix Workspace app for ChromeOS/HTML5 G& A F
ChromeOS/HTML5 # Citrix Workspace M #2783 #1451 #1 Download file for Citrix Work-

space app for ChromeOS/HTML5 GERAF ChromeOS/HTML5 89 Citrix Workspace R B2
TH) REILEARDT

TEZBH FEN—LERM:

o TEXHLUFRERIZRNRE

EERMGNEE Web XK BNARFRIEFR, K Web i FTHIXHAI LIRS VDA LHRESIRMIGE
BRH, WEEDEHITFHEE. BEXMEDTEH, FERIER Web FRHBNMIATHERRBENRES
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BHIgE, HESTERAT HTML5 3 Chrome i Citrix Workspace R B12FH Web ¥ 2shig B AT
HER.

o BXHBERENEREFIRNIRE

EEATNKESIET, EREAXN, ARRKEBSHEFZREFIRNREERD, UEERFPHLE LT
Ao

XL RS

BOINBAXMHER. f#A Citrix Studio ATEMXLERE (WTFAFIRE > ICAXHEERT), EANXHEREREN,
EERUTEL

File transfer for Citrix Workspace app for ChromeOS/HTML5 (iZF F ChromeOS/HTML5 # Citrix
Workspace R BIEFRIX &) : AiFERLERLAFE Citrix Virtual Apps and Desktops =i&g Citrix DaaS
RESRLAF LS ZEFRXHE,

Upload file for Citrix Workspace app for ChromeOS/HTML5GERTF ChromeOS/HTML5 & Citrix Work-
space M BEFNXH LH) 1 AFHMEIEAF EHXE, XETUMBFRIEE EHE Citrix Virtual Apps and
Desktops 1&g} Citrix DaaS &i&.

Download file for Citrix Workspace app for ChromeOS/HTML5 GEFTF ChromeOS/HTML5 # Citrix
Workspace RAEFHIXGTE) . AFRAELERF THENM. XHAILUM Citrix Virtual Apps and Desktops &i&
g, Citrix DaaS &1 T HEIHF IS &,

fERBER

Ei@EdERT HTML5 89 Citrix Workspace N REFEA X HEHTHEE, BEHRITUTRE:
1. 7£ Citrix Studio 1, % WebSocket ZEiEHERIGE J 2T
2. 7£ Citrix Studio &, @id ERX L HRIEE B X4 ERINEE.

3. 7z Citrix StoreFront EiZHlath, BENAHEE, EHEREIE Receiver for Web ii=F5, AEEE®ER
ya#2{# /A Receiver for HTMLS sk = A Citrix Receiver for HTML5,
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Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

Deploy Citrix Receiver

StoreFront
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTML3.
Customize Appearance . =
Deployment option: | Always use Receiver for HTMLS v]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

4. BEHEPEEE Web XK BNARFRIE, 7 Linux VDA 5&FFimig& Z BHRIT— SN X E .
Zi@idiEATF Chrome i Citrix Workspace [ B2 FEA X HHERITIRE, 1BHRITIUTIRIE:

1. @ BRI ERER B A R RITAR.
2. M Chrome M_ERzAREFIREX Citrix Workspace K2R
MREEEERT Chrome 1 Citrix Workspace R AREFHINEl “Chrome MAREF" fm, EBLI LS E,

a) £ Google Chrome KIS ZIESENZERT Chrome I Citrix Workspace, & HiE&RE1T.

b) fEiERLERH, giEigm Chrome W EMARE (#Rft Citrix Workspace iZA#ERF) # URL,
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£~ chromeweb store

@ Citrix Workspace

Cffered by Citrix

* % K 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) #EAmMEl Chrome LU Citrix Workspace M B#2F#1N%] Google Chrome i,

3. £ “Chrome AR ELEE “EATF Chrome # Citrix Workspace B2,
4. BAEEEN StoreFront ABEH URL.

MREZHEANT Z URL, BB L5,
5. BoENSEENAEFSIE, 7 Linux VDA 5FFIRgE 2 EHRIT— MR Z N XHEER.

Bl

July 15, 2024
KESABTEE LT E:
+ Bz DPI 485k
s BEFRBHURESET
o EREEMHA
« HDX RRHZE

o REMKE GPU

Add to Chrome
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o 2TEIKEN

o Thinwire ##RAER

Bxh DPI 481K

August 20, 2024

Linux VDA #5585 DPI i, HAFRITAEMKENEARFRIEN, S1EH8 DPI ExBmERULREE kL
8 DPIi&&,

TERSIINEERXETEDL.

 ZINBEERE 7 Citrix Workspace =/ DPI Lz, 34 FiERF Windows B Citrix Workspace MR,
BERFERE, ERANSMEIER, BXxRERT Windows i Citrix Workspace M BIEFEE DPI &1k
BFEMAER, HSE DPI 4,

« EFZEESERESRPTEMER, KIERERKN DPI REXNSAERBHITERE, FXFRS DPI 5%,
NRFEAFRRFER DPIIRBREE RS, Linux VDA &34FrERENAS/) DPI &,

+ ZINBEEXT MATE. GNOME. GNOME Classic #1 KDE =/, &/ KDE 3% MATE BY, &R TEI:

- XF7E Mate KEIFEFRIEITH KDE EINSE:

* AT INER KDE Plasma 5 iE S ks,

* ERIBEEITNENEFF iR LW DPIEBERAFP IHHERER,
- XF1E Mate KREIFEFRIZEITH MATE B Sm:

* (NSZREGERILLA) 1 A0 2,

* ERIBFEITNENZF iR LW DPIEBERAFP FHHERER,

o EBMIERH DPI ERRIERE A L DPI IRBEBHEN. B, R HFBHERENAEMELE, fa0
100% #1200%., SIRERFIRECERBRLFIRE N DL, EPE DPUBRIE T RERNEBHBMRLLE. =
Bl WNRFEMLELFIS 125%, DPIEFEX 100%,

IR G i =i1E DPI BRIER
INFHFETF 174% 96 (1 x 96) 100%
175%-274% 192 (2 x 96) 200%
275%-399% 288 (3x96) 300%
AFHETF 400% 384 (4 x96) 400%
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=

=W

Linux VDA Z#F&5% 200% B MATE S&E B.

P IRERS R

July 15, 2024

Linux VDA RIEEMH 2 REMKERE P IHEEHNBEMKS. RIMERT, WL FEARS, ERTFUTRE
B9 Citrix Workspace R 2!

« EMATF i0S B Citrix Workspace R 1EF

« EATF Linux 89 Citrix Workspace R B1EF

« EAT Mac 8y Citrix Workspace ABEF (F%#iR4s 2204.1)

« iEAT Windows 89 Citrix Workspace R E1EF (F#5hkZx 2204.1)

5%

HARTHENSEN, MITELUTE Linux RAREPEIELEN. BUERRTEEFHEENBEIRES. BEF
FRBMEHNESL, BREHEMEN. EXTF, BERUTRESE:

.1n—ubu1804-binz - Desktop Viewer - a X
Activities Tue 17:02

unpluoged 74%

FRNBHEMRRTARNEMRS. EXEHR, FERTE:
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Bt ER TERE pE RNkl HRBMEHRNEDLL

EERE, B+ fSRT &, BRBRR

=80%
EEZE, A ¢ fFsRr &, AERERT
=20% #1 <80%
EERE, B¢ skt € BOexRT <20%
ﬁ KR7EHE, B <7 SRR =, ARBRR
=80%
Q K3eHE, B <7 fFSRR B, BIEIRGERT
=20% #0 <80%
ﬁ K7cHE, B 7 fFSRR £, BLERR <20%
E A RN RN

=

RINMERT, BEFEEIRSETLTBARS.
BERLINEE, BEITUTHL!

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"

EERILINEE, EETUTEHS:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000001"

AR

ERSBSEFMRBRINGE, ZINEESEF HBEMRSETRHE Mobile Receiver E#ki&EiE (MRVC),

RIBERRITIR, STHRESNITZRUBAZINE. BXFAER, FERABERAASHEERD.
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BB & T0E

August 20, 2024
AXNEET Linux VDA B2 ER BRI,
BXFAER, BERAARERMLEAED .

icE
£33 3D ERZLIEA MK
iR ERERESEREEETEAHNENRINME. TATEMHER TEREEENAREFNBAFBRILIZE, X

TRIEALUER GPU YRR TR AL, EXBEHILRBIRENRMRENHBEMIEREESHMAER.
FIANERT, RIEMK 3D ERTERH,

TSR AR E 28 31T [ 48

Thinwire 2 Linux VDA FEANETARZELER R, ZRAAT—SHEN LERNEREE BRENS) 5
F—AIFENLE#ITET.

eSS R RS 23 1T A E R RRIRBERABRMART, HEXREBAFHRA LT ED:

o RIFEIER. XRRINRE. TRERTHMEE. ERHAAME Citrix E##%%%Z Thinwire, B Thinwire B
FIWHARETEARENY B, $EMASHEGRETEEI MK,

o HNENRER, A Thinwire 12257 H.264 3¢ H.265, LUSIEu#AFPARAHREEREREITRL, LE
REKREMA D BEHNERT. ERTHNENRR, HEBERTRIFERHBR T X 3D B TIEAZ
AR, XFFEIEKEDL

o FXERNTUHXIEL, Thinwire PHWBERNEREAIRFBEIE SR (WA, 507 3D). EREERIEEBHIFE
B HER AVL, H.265 5% H.264, #E#F4ER AVL. H.265 5 H.264 11514 #F5 28 2 #F HDX Thinwire
KNRBAMEERIBOHNHBH#TRIG. WTFRENERIED (BEXFTNEZER), HASEREGESE
(JPEG. RLE) FIEEF. APAREGEUATHLS: SAERNTE. RSIIRNEREUREHMUERSE
PRXAHBREE K. HURAERIRE NIRRT TIEN, FHndFIEER AVL # H.265,
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Use video codec for compression

Do not use video cedec
Use when prefemred
FDr au::timel],.r changing regions

7.6 Desktop OS5, 7.7 Server 05, 7.7 Desktop OS, 7.8 Server
.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server
05, 7. 'II-_' Desktop GS 113 Server 05, 7.13 Deskiop O5, 7.14 Server 05, 7.14 Desktop O5, 715
Server 05, 7.15 Desktop O5

Description

This setting is available only on VDA versions XenfApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpeint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regiens” to eptimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIRE (BEUTAREREKIRE) JUATYERZEAERANEREH#TTE:

o BRENEZEERE
o BfRhnESR
« MIBERE

AV1/H.265/H.264 fE44RE5

e SR ARID SR VAR MH RIS SRES A IFEA GPU BN (WIRATA) B RmEE R EEFS TR, GPU B
RS RRFIAE, RAMIRE T ST (FPS) A14RE,
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GPU BN 2 5 B AL 4R R RS 254 1T R Ja SRR BRI PR B EIAE T

o {REFEYER
¢ HWNBIRRE
o SN EBHEUAIXE

EEREFISAES, BRMA TSR

1. B ERISRmAERI SR AR RAD RESIRE N EE Ao
2. BERMMARBELESATERREANRIFEIER. HNBEINRERRHNETUNKE, FHRERKERENT
fERLSRYRARED 230

VDA #0 Citrix Workspace B2 A FME A AVL 5 H.265 SR ARIDES 7 REFE . ERMESEERIE,
AV1 5% F H.265 # H.264, F3%2#F AV1 B, EhEER H.265, WRAFZHEF AVL M H.265, SiEKELREIFER
H.264 {ST4mfRmEES. 1R GPU BH4FaIMA, VDA £EIREIERANRGIIARMFESNET CPU BRE,

AV1 FE RS ER

VDA

« VDA: 2311 iESHRA

« GPU: NVIDIA Ada Lovelace si&EShias (B NVIDIA GPU Z#509MsA4mA#iDes%5IR, 155 NVIDIA X
¥, Mk https://developer.nvidia.com/video-encode-and-decode-gpu-support-matrix-new,)

+ NVIDIA &IRzh#2RF 522.25 5B =k A (Video Codec SDK v12.0)

&

« EATF Windows #y Citrix Workspace M2 2305 s EShia
o 3§ AV1 BRME Fim GPU:

- NVIDIA Ampere S{ES RS
- Intel # 11 X/Arc HES AR
- AMD Radeon RX 6000/Radeon Pro W6000 %% (RDNA2) s{E S ks

H.265 BEH4REZRIER

eIl

« Citrix Receiver for Windows 4.10 % 4.12
« iEATF Windows 9 Citrix Workspace R F#2F 1808 REShr4s

EEEF K EEA H.265 Brme3, 155 H.265 A543,
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H.265/H.264 TifE4%E

H.265/H.264 TR E48& B Fi@id NVIDIA GPU #1789 HDX 3D PRO {4 hnik. H.265 ERMERFEIE
Windows B9 Citrix Workspace R A2 2305 RESRE, H.264 TIREHRZBEUTE, F

« EMATF Windows # Citrix Workspace R BERF 2303 REShRE
+ E2%& Apple M1 B/ RIERTF Mac i Citrix Workspace M2 2301 REShRA

ZBH H.265/H.264 THRESRE, BRBRUTIE:

1. B ERISTR DS R RIDRIBIRENE R R,
2. BERAMIMGR R SR HTEARRISENHNEBIER,

3. BUMRRERIKIZEN Always losses (JALRER) JEIRWE,

FRAVFLTE TR ESE
RIFRTE TS ERE R AT ERERA R THES, MARREENTHRES. B TEIELTHNESE, RRETHIEE
AIREEMRE, ERFEMRE LAGRENEMIRKR. MgErEIRRERENENERS .

INBERT, AFMRETHRESERELTEZEARS. EBRMREHES, BEATFMRETHRESRENCEA, B0
BB ERIRE RN THREE,

MRRFERIAR AR AT ERRRENTERNRAEDE, WARTHRES SN AEFHSEGRE. MREFE
FRARSn4R RED 28 T E 4A SR IR IR B N AE A SN 4R ARED 28 USMVEIAAR, WIMBETRESEIFNAE] H.264 4K,

BXUEREMNERIMARIDSHITERRRENFAGEE, FERANTE ERERZENETERLE,

B RRERIR

FIEEM Linux 2IEPEBETHERRSIERRIATES TRERERR. ZBREMNTERGRESXEMZEK
E E R,
EFRBR, BRRUTSE:

1. 7£ Citrix Studio F /5 FER RSB TEREE,
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Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

") Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. ITAKEHIETT ctxslider %%, WERHEZREER U,
AR
o IREBMKREREIGENIRKRTIRBTIRME, WAsER8ER Ul

o ERIUMZR IR RRREBHBRAF R,

Image Quality - =
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

UTE AT LR (A LA ae TN

- EENEGRRE, BFEHBR BRIFHSEEN 0-9
s EEARRAEXIRE, BEFILRFRE,
o BEUMEIEHRN, BERRERE.

RIEHRARERBRTIIMERR

BERIBH R G ERABRTYMES, Citrix 31858 7 HDX 3D Pro BE#4RIE,

A HDX 3D Pro tEf+4g52ES, VDA BT LABIER MMl it BB H TR H AR AR B RID I ALERR, X—HtEIN6E
Rt T —ih T B E AR E BN H
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KINBERTBALINEE. BEEBILLITIEE, BETUTmS:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force

BRT ERLLINEEZ SN, BRI LUBITI Fen < IR EMEF A5 E. AverageBitRatePercent 71 MaxBitRate-
Percent S#USIEBEHRERBERNE D, SBENEES, BFEMEEN, ERMERRK. BINIEETER 50 5
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

ERBMIMERRE, MRENFEEEFRIFIAE, NSENMELATRESERES, RARLXEMMNEN, B HH
REHEN A ERSRERMN, BRI LR R R)—,
B % Linux VDA Thinwire SZHHISRIEHEETIR, BBAEKZIFIIR,

B % Linux VDA EMZ MR IFEENER, 155 CTX220128,

HiTALIE
Thinwire JLUBE HITREBER LTS KIZS SN (FPS), BE4& CPU SBRENFHEIEE. BAERT, LIk
FERERSES. ERALINEE, FEEN VDA LiEITUTH<:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ParallelProcessing" -d "0Ox00000001" --force

R PEHERR
T EEEAHMHERAEL
BITUTHSREETEEERWMHERAR (077 TW+, 1 RRERENIMEFEIDES)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force
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IO AV1 B@EBIEEERF
AR
EFLFI B EEFERAM N MNGERDSS, FET THRENGSHEBIRALENEE FIKS.
BHETUTHSRIITRTEEFER AVD (0 RREKEFEA, 1 RREEFER):
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep AVl

fIan, S5RATRESRMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "AV1"-d "Ox00000000"--force

KIFRTIEEFH H.265
BTUTHSRBIMERTEEERAELRE H.265 (0 RRKER, 1RRFIEEFER):
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265

BN, “ERATREFRMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

WIFREIETEfEA H.264

BITUATHSREIEEBIEEMEA H.264 (0 RnAREFER. 1 RTERERA):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264

f5ian, LERATREREMT !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

EIEEERMM YUV RS =

BITUTa<RIQEIERERABM YUV HiZA%E (0 =7 YUVA20; 1 RREYUVA22; 2 RRYUV444):
AR

R EEEFERMINREEEN, YUVFormat FIEZTBEEX

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
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N, SERATRESRMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

WIE R T EERER YUVA44 R

BIETUTHSUBIEREIEREMER YUV444 IR

sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep Graphics

4 YUVA44 R FIETTIRESE, SREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode'"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

I2iF HDX 3D Pro RGEREH

BT TSI HDX 3D Pro 25 EEA:
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep ProductEdition
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep StackSessionMode

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep 3DPro

‘AT HDX 3D Pro B, ZR%EMTF:

create -k "HKLM\Software\Citrix\VirtualDesktopAgent\State"-t "REG_SZ"
-v "ProductEdition"-d "<PLT or ENT>"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\WinStations\
tcp"-t "REG_DWORD"-v "StackSessionMode'"-d "0x00000000"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix"-t "REG_DWORD
"-v "3DPro"-d "Ox00000000"--force

Z10iF HDX 3D Pro FiE&# NVIDIA EREEME, 357E Linux VDA LiE1T nvidia-smi &<, ZEREMUTF:
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Tue Apr 12 10:42:03 2016

e et et it e T +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util

Compute M. |
| © GRID K1 off | 0000:00:05.0 off |

N/A |

| N/A  42C PO 14W /31w | 207MiB / 4095MiB | 8%

Default |
o Fom o +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [
I e e e e e s Y
| 0 2164 C+G Jusr/local/bin/ctxgfx

106MiB |
| 0 2187 G Xorg

85MiB |
o +

KIEREIETEXYS 3D Pro ERE4RI

BITUTHS (0 RFREM. 1 RREEFR):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding

f£F 3D Pro BY, ZRAEMTF:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000001"--force

t#aik NVIDIA GRID B/ i ahi2F 2B EEWRE

Z#1A NVIDIA GRID B i shiZF R EEEMRE, EIET nvidia-smi, EREMF:
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| NVIDIA-SMI 352.70 Driver Version: 352.70 |
[t o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60 Off | 0000:00:05.0 Off |

off |

| N/A 20C PO 37W / 1560w | 19MiB / 8191MiB | 0%

Default |
o o o +
et ettt R e e +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage |

NERGEEHRNES:
etc/X11l/ctx-nvidia.sh
HDX 3D Pro #5128 &4 0@

MRFEFETEMNEFE LREBLNEE, FHRE NVIDIA GRID ¥FrLERE AT A,

0E Xorg $i2A%

Xorg MBREX & Z R TF Xorg.{DISPLAY}.log, fiT /var/log/ {3k,

BR8] K PR
33F vGPU, XenServer (LIFi#i} Citrix Hypervisor) Zitiizhl & B ICA SESIERE

AR E. BEETUTH<SHER VM 894t VGA 2615 :
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[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=
disable_vnc=1

R Gnome 3 REEETRRIE

X2 Gnome 3 KESIEFNHIRS.

1A% Citrix Workspace R AEFEOA/NE, B OpenGL/WebGL [ AEF T ERIFHEM
1A% Citrix Workspace L ARFEOXNSHTERESYE, NVIDIA ZRREFSBRELRIPRS, HoTEE

RN BREFMEANMELN, i, WebGL Etxk lightgl.js ATaE4 512 Rendering to this texture is not
supported (incomplete frame buffer) (FZFHEMAULEIR (WL X R52E)),

HDX REH=

July 15, 2024

5u

Linux VDA A5 HttEMRE LNRIFAR R Z B CNENRERFS,.
UTRHEE I SETHAZRENEEEMARENTRE,

BHERE, BRITUTERME:

1. EEHMKENENKEF, RETENRAFGEEENAEIREREHRE > HZRNER.
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[ ] - Desktop Viewer - [m] x
Activities

Share my screen

View someone else's screen

<
=
®
B

9

= - L}l_-slch_;p WVieiwer

Red Hat
Enterprise Linux

2. BEERIFHXHA.
HENRRHEABRRE—ERE, BEHEFLHAENABRERR.
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[ F Desktop Viewer - [m] X

Activities gfxindicator ~ =it g 2T 22:39

Citrix screen sharing

HEEMREN, REFEE—MIENE, RREEHTES,

3. SHttENRE (BSEHAEENRER) LNRIEARHZEHIAINE,

4. EAENEERETHENES, BERRTERN, AREREEENET. EFLERTERN, EFEREZE
ARHRT.

Activities

‘.*

Stop sharing my screen

Give control

7 viewer-user3
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o - Desktop Viewer - o X

Activities

Stop sharing my screen

Give control

EEEFHMANRES, BHRITUTEE:

1. FEMKENENXES, SERBEAZFEMTEREEEMANRES.

P oeskeop Viewer - o *
& Applications ~ Places T @ © zh Tuels07 & ) O

Share my screen

Stop sharing my screer

View sucme else's screen

L

2. GAEEENFRIEREAR, AREEHER.
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TN [ #
Activities L‘BJ Unknown ~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. FRRRHEERRERIER. fla0:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel QQK

o EHEZESE, Linux RAREHXEMIEREK HBH,
o INRHZERT 30 MAEREAIER, BRIERBEIBHHETRT.
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4. REASEEIRTHREERTENERRE, HENRERETE Desktop Viewer 1, ZBUEEENFHS5H
DB A P BiEi.

" ] Desktop Viewer - u] X

HDX Screen Sharing Viewer

0"

¥ Activities

*9

5. EEREHAZNRE, BEHEFANRTER.
R’
o MBHZERE 30 HRIEZEMNIER, BHIBERIGTH,

o —RARTF—ITERERFHERR.

B ERAAERAT RN ZERREITHI
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™| Desktop Viewer - s} X
& Applications Places  HDX Screen Sharing Viewer TR ©Q ©®@ @ zh Tuel?27 &K ®W O
HDX Screen Sharing Viewer - 8 X

P e HDX Screen Sharing Viewer I:]

6. EXRETERHERIIEOKR), FREHERITERSLHNET.

d L Desktop Viewer - a x

HDX Screen Sharing Viewer x

& Activiti RN scaling Au @ zh~ o

s
Cy

Activities [& Unknown =

=
L
©
<!

icE

FRHAZMERALTRARS. BEEA%RIEE, BRMMUTRE:!
1. BRASER,

2. 3+F Citrix Virtual Apps and Desktops 2112 &&=k, &7E Citrix Studio FERRBEZHRRK.
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3. (A]i%) 33F Citrix Virtual Apps and Desktops 2109 RE R4, EETUTHLE Linux VDA LERR
BH=:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix\Thinwire" -v "
EnableScreenSharing" -d "0Ox00000001"

4. BRSSP RIFERRKO 52525-52625,

ARE

. FREAZIEERSHE H.265 MBS,
. RELSHEERAREFAERT M.

c BINBART, RERIENAFRZINS I01MEEEHZERIERE. TEEENRANETED
ctxreg update -k "HKLM\System\CurrentControlSet\Control\Citrix\
Thinwire"-v "ScreenSharingViewerMaxNum"-d <hex_value> #{TE 8, LiXER
AHEN, AFZRESTIIMIERERNSEIET.

Z RN

August 20, 2024

pu

Linux VDA 1Rt RN AN S B ReE% i, S ERBNRINSPER 25601600, 174 VDA RSXZFNATETEHE,
HDX 3D Pro VDA &% % #5001 ET8s.

EXNRT NEH N AR R TREIPERNBFEE Linux VDA,
ENSIERE

5 Windows VDA —##, Linux VDA BB % EREBEINKENES. EETHEZRENNE, MIERRBILRHA
Bo. Altt, MELLi#, BINKENKIFHATUATE iR REMESENXIT,
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Origin of Virtual Desktop

Virtual Desktop Width

Virtual Desktop Height

B{:undmg Rectangle of all monitors

EMIEREA/N

ENSERENRRERERE ERESOUENLZ EATEREHN. ZRUT X=0,Y=01&, HF XMY 252
AN 25,

ENSERENEERIEMIE ETRUENRREA LAKKTEES (UEENS),

B, ENSERENSEREMREETSRNBENRLAZLTANERESR (UEENEW).

EHBFEEEE, RERMNT:

o AURENEFIHERESEH
o THE Linux VDA tHREFERER

ARFFRENE P in 2 RS E

BETREMEFIRETREENRAENSEA)N, ERIMUEE Linux VDA, SHERFHERBEESEEMNR
Ho
FAERUTEF SRR
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Virtual Desktop Width

w

Virtual Desktop Height

=
EGE

LEERTHABNANSZETRREE, HPFEEmINETRS, STEREHNDPERN 2560%1600,

Wz, BEEREAUTEFHETRIEEEZEIF—1 Linux VDA:

Virtual Desktop Width

2
1!

Virtual Desktop Height

unused

MR EERENERSBHNDYIERYN 2560%1600, AFHEEANZ ERSBEESHRAR. RABEX), TEEFH
EETRE/NENSERE. BENARAPHNEFAHETRBEE, LU Linux VDA EBSERNA/NMEER
4160%2560,

BAEZERBREEPRTERANREN, FERZFBNMEETRSEHETHRIRNNSE. WFEEMD 2560%x1600
BRSNEE, FIENTRERE!

« BR28 12560%1600 F1E 28 2 2560x1600
+ B/R28 11600%2560 F1E 128 2 2560%1600
« 28 12560x1600 fMEx2E 2 1600%2560
« 27283 11600%x2560 f 2728 2 1600%2560
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BENERFIERRE, BFE— 5120%2560 NEMRIERE. ERFIUESAEMERRNRNIE,
MRFIBEAPEHENERHRREPRE—INETSR, BFREAXEMKEXNIEN B TRBRNRSD YR,

Virtual Desktop Width

Virtual Desktop Height

FltRfh, FEREMKEBIA/NEERN 2560%1600, BFHIAREN 5120%x1600 1 2 NExrds, FLFEEEN
EEUNKE B REHNENREERER.

AR
NRAEZERBIRETEEEROVWERFIER, 157 Citrix Workspace MBREFHERSE T %1 (DPI) i85,
AXPFMEE, BESRMIRFOXE CTX230017,

T#E Linux VDA HAEERER

BT RENKEOA), EIUHESD HDX 2EEANREE. ERFREIEFRNIESSMIIEARRE
ERHENRE. ERENESERAD, ERENRKNFE, BALAEFERERANANELSE, BEERHTESIS
EREERENRE RN .

2B RLEEN HDX 21ENAEE, BEAUTAR:
M=XxYxZ,
Hrp:

« M ABTFRIEERENRES.

o XARNRERKENEE.

o YHENMRERENSE.
« ZH HDX 2FEBONEBRE, REUFHARM, MARUINSEM, FILER 4 R 32 UEE.

AR

XRSHENEBRERRE, BFaMERENEGBPEMNE (NERFERE/EinEE, EE3H). A,
Linux VDA 8 £ B EINRIEREHE N 32 i, HREIEERNEAERER TRE,
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a0, 3F 1024x768 =if, FEAMNAERN:

1024 x 768 x4 /2720 MB =3 MB

TERAFERERERNFIREE Linux VDA ENRIEREFEEE,

HERUTEF HENREE:

Virtual Desktop
“Width

w

Virtual Desktop

unused

MRBPNETRSBHD YRR 2560x1600, ATENEEFIHETRSEE, EMIIEREA/AA 5120%3200, &
AR, RBXIEREA, HHTF 16384000 (BP 2560 x 1600 x 4) FHHRFREE,

Citrix ZERBREBESH

A LUER TR ES #EH Linux VDA 1% E/Ra8Thag:
« MaxScreenNum
24 HKEY_LOCAL_MACHINE/System/CurrentControlSet/Control/Citrix/Thinwire/MaxScreenNum
WA BEXFNERENE
#54: DWORD
BiME: 4
=AfE: #nE VDA B9, HDX3D ProVDA 7 4

« MaxFbWidth
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2 #: HKEY_LOCAL_MACHINE /System/CurrentControlSet/Control/Citrix/Thinwire/MaxFb-
Width

WA BIMSIERENRATE
%38 DWORD
BRIME: 5120
RAfE: 16384 (8192x2)
+ MaxFbHe1ight

2 #: HKEY_LOCAL_MACHINE /System/CurrentControlSet/Control/Citrix/Thinwire/MaxFb-
Height

WA ENSERANRASE
#54: DWORD
ERIAME: 1600

BRAfE: 16384 (8192x2)

E2 Linux VDA % B RBEE

LUFE #8537 40ME7E Linux VDA EEA. BREMZA L EResIkE,
BERAUTHERERTRENRANE:
sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet\

Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxScreenNum" -d "
NumMons" --force

Hep NumMons ANF 1219 EBFEVDA) 184 (EBF HDX3D ProVD) zZiEE,
BERAUTAERERMRIERANRARE:
sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet\

Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxFbWidth" -d "
MaxWidth" --force

Heh MaxWidth #7/7F 1,024 3 16,384 @y,
BEAUTAERERMRIERANRASE:
sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet\

Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxFbHeight" -d "
MaxHeight" --force

Hr MaxHeight 3/ F 1,024 %/ 16,384 > EKHE,
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REIMER GPU

August 20, 2024

7£ Linux VDA 3irR, REIMEE GPU 245!

o Remote PC Access =+ ERK GPU
o MEIWEBERFEZ2EH GPU

EXRMTHXIZIFEEME GPU MiER.

AZIFEAT Linux # NVIDIA Capture SDK #) NVIDIA GPU /=5 HDX 3D Pro

WFLEAET Linux B9 NVIDIA Capture SDK # NVIDIA GPU, RE#E %% Linux VDA B3% CTX_XDL_HDX_3D_PRO
&EH Y BNEI A HDX 3D Pro, EEHITHMAE. SA HDX 3D Prof5, BFMEEALTEARS,

5X7%#5EMA T Linux #9 NVIDIA Capture SDK # NVIDIA GPU L( X AMD #1 Intel ZH thiE 12
#ry GPU &

AE:
EXMERT, NZHFRHEHLD.
$B 1. %% Linux VDA 13§ CTX_XDL_HDX_3D_PRO iZEH Y

BEXMRTENER, BFEHSE 8 BEETHIRUTHRE.

S 2. ®# Xdamage

B, &aLGETT sudo apt-get install -y libxdamagel 7% Ubuntu 20.04 E% % XDamage, BEBERT,
XDamage =1E73 XServer B B2

SR 3. BIIETU T < /EA XDamage

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "
XDamageEnabled" -d "Ox00000001" --force
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$Ig 4: &K Xorg BREX

AILUTE [etc/X11 T TENMEREEX . RIBEZENERSNEE, SREF— P ZFRhHEHENIENIERE
BXM, fli0, MBEUEET —E8ERE, BEREBMhHEHRE 1 WEREEXE, Bl ctx-driver_name-1.conf,
REETHRAETES, BEMBMPHERT 2 MEIREEE X4, B ctx-driver_name-2.conf,

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
o ctx-driver_name-3.conf
« ctx-driver_name-4.conf

I ctx-driver_name-1.conf Jfl, HITIUTRIEREBIEREE .
1. ¥ driver_name &i% AL IRHIRENIERF AR,
B, MREMREFZIA intel, TUBRBEXHEMERS ctx-intel-1.conf,
2. RIS EHIEF1E B

SMEREEXHHR—EEEA “Device” WE, XBOWIRE, ANNBIURDIEFES. BEHRM
TR EIEFE R ZAIETEMETAR. BRATHINE, BFRITUTRE:

a) #2A GPU #iEHRMMIEREIU T MEEE S, ATUEREIEEXH. ERAVEREXHRIEZN
GPU BRE R UEAMIFERIETT,

b) BAMEEBEXHR “Device” HHEHIF ctx-driver_name-1.conf,
3. IBITUTEHSHRIGEEMERIN, LUE Linux VDA BEIZIRFIES B 1 i BEMECE SXE R TR,
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\XDamage" -t "REG_SzZ" -v "
DriverName" -d "intel" --force

%11 Remote PC Access VDA 1= H

SHFERREMIEN GPU #9 Remote PC Access VDA, Linux VDA 35418 £ /R25E K.
ZRFZIIAERIEZE 2EMIAH Linux Z1ThRE#E Ubuntu 20.04 #1 Debian 11,
BIANBERT, ZUERLATERRS. EXEER, B TERINTE.
1. RIBEH Linux R1TAREE evdi-dkms Ré4-8:
sudo apt install evdi-dkms
2. BREREREHE EVDI:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
Evdi" -d "Ox00000001" --force
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3. MREEANRZ Intel GPU, BFEARTEER, TN, BTEERSSMA Intel GPU HEETERTF Citrix
mERIE,

sudo systemctl disable --now gdm

AR
TEEZ b h SR E Az A H O ELRD

MREUFELRMIZIT 3D MERR, HAFMBEEYIER, WELXEEHEXER AL HEBEHESEHN, EFER
Jopt/Citrix/VDA/bin/setlog #¥ GFX_X11i&&# “verbose” FRUKEIRRERES B LUHITIEIR.

SIEIKED

July 15, 2024

RIEKENERFRIENSAHEGINNREE, REERERIERELER, WEABNNRESEZIIENAR
BEEHRER. ERILUGSKENEEANX AR FHE alpha @ER PNG B, ZKEEEIMRXIEFRELER, BRARHK
TRIEX A,

BE:

SIEKENFB—NREIEE EFRETEEILHIESS, ErURE—ERNRBIERMARES, ERLtIhEE
B, EMNARIECENEES BN, Bk, RMNENERKDRSEMRESMRAR WRER) SE5EH.

RIEKONPESATRERELEGNES. REENSNERUEFEEGNIENAFANSN (BIHERZEHITIR
) o AT ERMMBRERMIELR, BEERSHRHF LI Internet thiltiut DU ER BEFEMES.

ERBAPEE, BEERUTSIEKNEREERERE FHME M EMNKENING:

SIRKENRIRIRE

BRSIEKE

BRETIIGEN, 2iZERRELREE—EETRSIEHEEENTERKE, HEtkelgBEIATIHSENE A,
BRINBERT, SIFEKENLTFERRARS.

BIEEF I IP it

BRTIIKRER, RIEFERYRINEA R IP stk
MIANBERT, BEEFE IP i FRBRE.
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BUEEIZE

BRTIGEER, SIEKENEEREERE. 8 A yyyy/mm/dd hhimm, ERE9EEIEUAT R4S $hFET X,

E‘kl}\ rﬁ IR—F > @;EL#%E__“E—IJL?**FH ;ikll_.\o

BEERARA

BRTHKRER, RIEBRETHANERBFARERKE, 271EHN USERNAME@DOMAINNAME, ZAiTEARF

BRZEZEE 20 NFF. HAFREE 20 NFHH, AR HIBNNFERNSERT,

AINERT, EEERAFRILTERARS.

4% VDA &

BRTHSEN, SiERETHA ICASIER VDA EHE1FAKEL,

BABERT, 8 VDA ENZLTFERERS.

4% VDA IP it

BAETINEER, 2IBEEr%a1 ICA £3589 VDA IP st EjKED,

FINERT, 845 VDA IP it FEARES.

RIEKENEER

G EFEHE B REBNKEINAITEERRZ MIE, EME TR EREFEZ A,
BXREMERIER, BHRRAANPIIKENBEXXEE 5.

ZPMEBERIEDESR S5 NKEFE, BEfh 1 MrEERLETR, B4 MELBET.
BAMEESIETOETR 1 KENRE,

BIAERT, EKEERREAZD

IKENEREE

AILGEENT 0 2 100 ZiEp/kENBERE, fEENEMA, KEIEAER,
BMIANBERT, BER 17,

XK T KEN B 4.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

313



Linux Virtual Delivery Agent 2407

IKENBRE XX Z

BINERT, ZEAT. AUBANEEFRH, REBEULRFES, XECRESHAUEREKNPET. =
FRBSTHREIHF 25 1 Unicode F/f, REMNFRBIZHEMTA 25 MNFR.

BN, R SRBRIRE N LU TE:

<date> <time><newline><username><style=single><fontsize=40><font=

Ubuntu><position=center><rotation=0><newline><serverip><newline><

clientip><newline>Citrix Linux VDA<newline>Version 2207

BXAEEAERIRAE, B TER!

BYIRE (ROKRN

BRI BiER 5) BiAE &
<style> KENFRBEER xsty'le, xstyle -
single, tile,
horizontal
<position> JKENIE center. center REmEERIRER
topleft. BB
topright.
bottomleft.
bottomright
<rotation> KENFERE—ERE -180-180 0 -
< JKENARFEERE 0-100 17 -
transparency
>
<font> - RESZFNFH Sans -
<fontsize> - 20-50 0 (BmitH) -
<fontzoom> ‘i 0- 100 -

<fontsize>#
<image> &BH

FHRMEGKNNE
payid
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BRIRE (ROKRN

BIRE WA 5) AINE &
<image> PNG 7kEN VDA LRI PNG B &R HIEERRE PNG K
Efietes Elo (NZ$FHH

alpha i&&# PNG,
5/ PNG 7KERRY,
RF <style>.
<position>.
<rotation>. <

transparency
>
<fontzoom> i&
ERTA B,
<date> SIEEEAANGA  NER TER -
% (YYYY/MM/DD)
<time> SIEEENEN ST FER TER -
75 (HH:MM)
<domain> APPSR ST FER TER -
<username> HAIRRAFENE  TER &R -
fufs (FEERFK
FiE)
<hostname> VDA MBI ST TEM TER -
<clientip> ERum P i E  REA & -
(s
<serverip> VDA R IP #ilitty s FER &R -
s
AR

MREDBI—MERENERETHEEKENBEX XA, NWEZIEMRERSIEKENZINIFRE Eft 2iEKENERE,

MRKEEIBFETNNERFHIRENRHFE, WERAERIAME,

PRI

o EUTFE—BERTESRFRIEKED:

- YERAMREDSRHITERRENHTNEBNRRN,
- YEAMRERLSRHTERRENRFINER, HEBRT Y 3D B TIERZHLILE,

s EEANEERNTEEONRIERRFRIEKE. EFEAIEKENINEE, BELRANKEABTEER.
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o MRAFEEEA AR NVIDIA IR FRIEFEMGINE H.264 3¢ H.265 RIEEA TiE{T, NAZFSIEKED,
HEFRRTRSEKED, (FEXMERT, FMERPH NvCaptureType IRERN 2,)

o KENWRIEERIIRER T Mo

« INREIZ Print Screen BHRER, 7T VDA HHERNERSRBFEIEKE, HIZWERIEHESERETRE
ko

%43% Linux VDA 9= GPU &

July 15, 2024

HDX 3D PRO {X3%2#¥/9 VDI K EECER Linux VDA (B2iERR), WFZHRIE Linux VDA, BEIUEE LERAH=E
GPU mnEIhEELLINR OpenGL 3D ABEFNIEITERE,

=,
P )=

HZ GPU mMEIHEER =1 Wayland 2RARS .

=

B ZR1E Linux VDA B8 BHEE GPU miERIEELUINR OpenGL 3D MAREFNETERE, BEmUTRES B:

S$B 1. R VirtualGL

M https://sourceforge.net/projects/virtualgl/files T #EH %% VirtualGL, THERTET Debian &y
Linux £17hRAY .deb # 4 EFETF RHEL 89 Linux &1ThRAY .rpm 46,

$2 2: BE VirtualGL

1. 2Lk Linux B/RE12%, a0 LightDM =t GNOME Display Manager (GDM).
2. EEETUTHSEAIT VirtualGL BEEERIZs:
#/opt/VirtualGL/bin/vglserver_config
ENBNEEMARI TP ML TER:

£ 1 L “KirSREENS VirtualGL (GLX + EGL [5i%) &&ER”

3%

o 3EFE “n” LU “PRAI 3D X ARS328%¢ vglusers AiYifiE”
HE N7 L CTREIMZE R &Y vglusers Li9isIE”
%

# “n” Ll "B XTEST y BIZF"
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3. BRHEEMAHENRB Linux EREES.

#1123 =TRA7T GPU mniEIhEER OpenGL 3D R ABERF

BEMAETLUE Linux VDA 21EHiE1TRB AT GPU MiELEERY OpenGL 3D ZA#ER:

« 733 1. AFE OpenGL 3D AERBEAHL=E GPU &

Ak, 3E7E Linux VDA Bi#TFF bash £, BT Ta<, REEMRBD) bash Lk, XF75EM bash &
inREEIFRA OpenGL 3D ZAREFRAH=E GPU M,

#/opt/Citrix/VDA/sbin/ctxgpushare.sh enable
o F57&2: AFER OpenGL 3D ARFEAHZE GPU NE:
ALk, 3ETE Linux VDA FRiTHZR, RAREREENNBEFEMEITUTHS

#vglrun <AppName>

PR
« H#Z GPU &S Linux VDA LM EREESFEES. BIER LightDM (EAEZE GPU INEN E~EIES,
LASCIRFHEATHREFN M AE
« 35 Ubuntu #1 Debian _t#Y Firefox 1% WebGL B I0E,
Y B

AILUHE GPU WRAHAZIEHREIUAT CPU MRLKRNTF. EXRERAEZE LEURAT GPU HIRAMIARE,
fuan:

LIES B4

NVIDIA M10-2B vGPU E9#l57iR7F 0 2048 MB, #1  EitE, ZRHRAFHAZIERTEEET 20,
VariCAD =& 282 %M OpenGL ARFESMRIETR
£/ 100 MB B9{SRATE R GIE T EAE,

RARRE

August 20, 2024
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REAFPAUE T U TRAEEEMRAITIRFNE SRS

Screen sharing

Desktop environment switch

Graphics quality slider

Real-time CQI

AR EPHIBRET

BPMENE— TR XHIHEE. ZRRASENIBEXNAINEEN, ZMERBREEFRER.
¢« FRHEE
BXRIEIRERFAER, ESH HDX BRHE=,
o REIFRETIT
It e 2 ctxdesktopswitch.sh 89 GUl, BxXFAEE, B2FESIERFYSHNEEXESEFE,

HINERT, 2EAFEEXREFRELTERARS. ERMAIIIEE, HETUTHS

«J)

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
EnableDesktopSwitch" -d "Ox00000000" --force

. ERREBR
BXEMES, BSAEMEE XS ROEN R ERE,
. 364 CQI
LR RAOR ICA HRAYE (RTT) AERLGE. BXEMER, BBHL TR L AER.

ASRBEGNETARNSBEME?, BEBURTEN CQI FaYIER:
i

=

AP

FEATEVEGRANELETARNEE RAERT, XLEHENRENT:
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/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
HighLatencyThreshold" -d "0x000000dc" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
LowLatencyThreshold" -d "0x00000078" --force

YILFRIER/NF S EF LowLatencyThreshold 8, ZERIFIRIZ NGB, UELFRERATF HighLaten-

cyThreshold By, ZEREIRIE LG, EEHMERT, ENRTCHER, NREAT R CQl, ZEREE

BHENRIC.

RINERT, B CQl EBRHET. ESHERHIRE, HEEEEINSEMEIRS, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
EnableCqgiShow" -d "Ox00000000" --force

e BRRE
ERBERHISIENERIEE, BABBLINEE. BEEALINEE, EETU T
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
EnableGfxInfo" -d "Ox00000000" --force

BRAZER
AIANERT, RARENERHEEIRSETLRTFREARS. B2, ERERAT, SIHTHINCES EERRSRT
BNEFIREMRESER. FHAEENT:

1. 7£ Citrix Studio H /8 FER RSB T EREE,

2. ((RY1ZEHRE GNOME —i2%2t9 RHEL 8.x/9.x. Rocky Linux 8.x/9.x. Debian 11 = SUSE 15.x
B, AZBRITISE,) RGN GNOME shell REFRANT BIEFLUER Applindicator 7%,

a) &fT@®< gnome-shell --version Lz GNOME shell ks,

b) M https://extensions.gnome.org/extension/615/appindicator-support T% GNOME shell
HRBY BEF. 6li, MEREN shell lras7 3.28, METLUERY BIZEFHRZ 24 3 26,
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e
.Ic GNOME  Extensions Add yours Installed extensions: About
ETER SOt

application.
- Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifieritem Support by 2v1n0

Adds Applndicator, KStatusMotifierltem and legacy Tray icons support to the Shell

Extension Homepage  hit ithub.comfubuntulgnome -shell -extension - appindicator

Download 328 v

C) MBEHETHNDGE, FHERERENEREMNS N appindicatorsupport@rgcjonas.gmail.com.
I s EE8 metadata.json 289 uuid EEIREH appindicatorsupport@rgcjonas.gmail.com,

d) &17 mv @< L% appindicatorsupport@rgcjonas.gmail.com BR#53 /usr/share/
gnome-shell/extensions/ TAKME,

e) i&fT chmod a+r metadata.json &< UfE metadata.json sc4ATEE 1t F /2,
R

BINERT, RERMAFTTLUEE appindicatorsupport@rgcjonas.gmail.com BR+H 8
metadata.json Xff, EXFRELE, EHFEMAF ARSI metadata.json X1

f) %% GNOME Tweaks,

g) HEEFES, EBIRIRFR ALL+F2, r M Enter Exi@idizfT killall -SIGQUIT
gnome-shel Ll &<REHME GNOME shell,

h) EE=&EFES, 517 GNOME Tweaks, ARG Tweaks 8 “VEEF" TASEA KStatusNoti-
fierltem/Applindicator i3,

=

=W

3 F5 GNOME —ii2%#89 RHEL 9.x. Rocky Linux 9.x #1 SUSE 15.x, { BEEFEEEM Tweaks
g, HITEEM GNOME Software R AEET# GNOME i B8R, G GNOME § BiZF
FEH Applndicator ¥

3. (IREEEAKE GNOME —i2 2% Debian 11 B, 7 ZEHITUTE. ) BRRU TS EURENEA
GNOME R HEET.

a) 17 sudo apt install gnome-shell-extension-appindicator &%, HfE
GNOME BeBEERZY BIEF, L0 U HEEENER.

b) EEMREFEE Tweaks,
c) 7 Tweaks TEHERT BIZRF,

d) B Kstatusnotifieritem/appindicator i3,
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Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. Eed

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Maove applications to specific workspaces when they create windows. fed

Startup Applications

Top Bar Citrixinput source mangager

This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritern support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system

4. INREFEANZR GNOME —ii2%%8 RHEL 7.9, NAFHTHSE.) BREUTSIBULRENER
GNOME R HEET.

a) 1EEEIRESEE Tweaks,
b) 7 Tweaks TEFEEFT B2,

C) BATRERET.
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Q Tweaks Extensions n:| %

Appearance
Alternatetab r—
Desktop + B ‘ OFF
Applications menu
| ‘ OFF
Fonts RS

Keyboard & Mouse

Citrix input source mangager E

Power
Sound :
Horizontal workspaces

| oFF
Startup Applications @R S e e e e e
Top Bar Launch new instance R

| oFF
Windows
Workspaces Places status indicator ‘

OFF

Top icons
EX

User themes
o I

d) FHEHAEHEIRIE.

Thinwire i#HXETR

July 15, 2024

REREUHAERTREISEREEZEPRMELR, Fi80, 7 Web E LR ATESTIR. TS MTBELE, BEM KR
RSN e TERER.

ET7.1ThRH, BEBERRKRERRRTELRAE, FEARRREREANMMARERE, HERERENHGERE (16
fiisg 8 (IE) . BR, BHFMBEAF BREMMAFERE. HDX Thinwire RERIBRNE R RS AR HSERRE,

BhiA 7.18 2, U TE—ERT, HDX Thinwire BHARTIREHH# X EHE:

 FIA®EIET 2 Mbps.
o MKBEREE 200 =7,

EUAEXT:

pltn, ETES, WIHAEFRALTEDRS, F8 FHle AFHEREK, BREREESE, LA EEEREEE
SAE, MMESEGMXAEREERE, HHSERE M,
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Features

BRFLESRIEREG, BRENEGNXAFZRHUEITHMR. W, £ TEF, FBFBEsREaRiE, BGRU

RREET

Features

NFEG, RUERBTIRIKAG R WTFXE, HESIFEHBRANENED. RUIERES M LHET, LA
Al SR AR B N R B B AL MY HELAEIR

BRETE (D MEdBEENETRIEFN H.264 #1TEE,

NI fE R AT TR T
BINMERT, HHIEANUERERKRES. F RUARE) NEMSLATRESERKS.
FEUTERTEREXEA (FER) HElR:

o MERE = AT LHE
- BREELNEZEAERE =8 U
o ERTSIRMRIDRHITES = HNBIER (FE2F H.264 1Y)

AR TR ESERARSE, MREMUTERZ—, NIRRT

. AIEWEETF 2 Mbps
. FAIDRIB 200 =

REEXRE, ERRAPRERKEE 10 #0ehedia), BMEMSRGEARF IR,
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BUUETURIVITA

AILUBE BT T e L B SR BT

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

Hep, <value>:

0 =a&XiA (ERABERTHBRER)

1=851 (IREMZRRT, RINE)

2 = 9RESTH

RFEHRR (1) By, TLUETU TS Z— B R E:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayBandwidthThreshold" -d "<value>" --force

Hreh <value> fu < @f&, L Kbps J&Efi> (BIAE =2048)
T3l 4096 = EH AT 4 Mbps BHFBEHINER
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE

\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplaylLatencyThreshold" -d "<value>" --force

Hrp <value> 7 < HfE, UZRHREA > (BRIME=200)
il 100 = FEMLZIERETF 100 ZEM A RI#HAET.

EMRBEER

July 15, 2024

&P IR SRR P IR R EE M

LIES Ba
EAEEMN (VDA) EBRT &P iHIREN280ET, BEFRTREERAMRFEETERPH ctxmnt FERT
B=IE.

BEEN (VDA) LRATEFGXHXREER, AFER BEERHBFEENSHSENS,
Fig&E (BRI EXH#ITERE,
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USB iR&EEM
USB i&#&7z Citrix Workspace R A#2F5 Linux VDA fEZEHZ, ¥ USB REEEMIIKEG, ERIUERER
ZHERRRY USB IR E BB IZIR &

& P im X ches Rt

July 15, 2024

AILAE A B P in iR ) S8 BRI & P IR X A R EE RER A IR XA EENIRRIER AR, A IRIREHERIRET 5 B P im 3
fFREERZBRIELRINT:

LIES BA
EAEEMN (VDA) LB T &P iHIREN 2805, ERIRTES2BHMMGNEEE RPN ctxmnt FERT
B=E.

BEEN (VDA) LEATEFHXHXEER, AFER BEEAAFEENKEEHS,
Fig&E (BPim) EXNE#ITERE,

B A% inIK 23RS

ERATFmIREEMESET, 72 Citrix Studio FREFIHRIREIBRETFARBKIREN AT, BRXZRBHIFAES, &
SRXHEERRBIZE,

BREFPREX4REERHIEEEEE MBI AR

EEATFEXAREER, BT VDA LEITUTH<:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\Client
Folder Redirection" -t "REG_DWORD" -v "CFROnlyModeAvailable" -d "0
x00000001" --force

ZHEEERBLEXHXMNEFHREERD ENIHRIE, BERFRELEBRUTHER:

HIRRE T &IARAH Citrix Workspace B2,

M Citrix Workspace M A2F % RE5h CtxCFRUL.exe,
EEEEXRIERT, ARRN. RESBIBRSHIE,

W EEAEEMEERE, UELEEX.

H N
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USB iR&EEEM

August 20, 2024

USB 1&#&7% Citrix Workspace AR5 Linux VDA SEZEIHRE, § USB REEEMIIKERS, ERIUGER
ZHERRRY USB IR & BB IZ1R &

e
LMZIERET 100 Z2F0RY, FHAVEINER USBIREETE R, HMLKLIEREET 200 =76, E/70@ER USB 1%

BEEEM.

USB iREEERMEE =T BHSEAIINEE:

o FE USB/IP I8
o Citrix USB £&iZt&tR
o Citrix USB RS 1&E1R

FFi8 USB/IP 18R :

USB/IP B & Linux NiZIENEFM— AP RAEAR, XLEELTESAZRHIERFEREURIFTE USB #
1zo

Linux VDA 1R#EF R USB/IP I B S:3T USB 18 EER, HEEEA USB/IP MAZRmiEFMAFRERE, BE,
Linux VDA 5 Citrix Workspace M 2R Z [EI#9FrE USB #iEEiErst#1E Citrix ICA USB thil#,

Citrix USB £iE1&R:
Citrix USB 23E#ER7e 2 USB/IP WiziEirS Citrix Workspace R BIER 2 BIFEEHR.
Citrix USB fR531&1R

Citrix USB BRSS#EIREIE USB & & LRIFAHIRIE, BN, ZEREmEFF USB &%,

USB k& EE R TIFRE

BEBRT, MR USBIRERHEERE Linux VDA, 27ERS /dev BEFRIBR— I HZMEET R, BR, EE
mBREENF I A TERR Linux VDA 2%, USB RERMTEREFARERER, BELRERERHHNE
12, WMRHKRRMIRENIZR, &N Linux VDA 2IETEEAEEMM USB %%, HR USB iREMEE, BR
RIRNIZFH EHREE RS

Linux VDA X#FMEFIHINEE MR USB ig&5%&.

<#5H9 USB ig&
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e

FAENT X USB 3.0 O8I HF, AILUR USB 3.0 g &t AE P imig&E LAY USB 3.0 %0,

TG EEMINZHFLL Linux VDA fR7s, BILBRERHMIEE, EERIIMER:

USB XA EFERE VID:PID XH RS
Netac Technology Co., 0dd8:173c FAT32. NTFS
Ltd
Kingston Datatraveler  0951:1625 FAT32. NTFS
101 IT
Kingston Datatraveler  1567:8902 FAT32. NTFS
GT101 G2
SanDisk SDCzZ80 flash 0781:5580 FAT32. NTFS
drive
WD HDD 1058:10B8 FAT32. NTFS
Toshiba Kingston 0930:6545 FAT32. NTFS
DataTraveler 3.0 USB
device
Taiwan OEM - OBSOLETE FFFF:5678 FAT32. NTFS
VendorCo ProductCode
Disk 2.0
TD-RDF5A Transcend 8564:4000 FAT32. NTFS
USB device
AR

27 Amazon Linux 2. CentOS. RHEL. Rocky Linux #1 SUSE Lf&m NTFS, E&EXELR TR AR
NTFS %%,

USB 3D AR VID:PID

3DConnexion SpaceMouse Pro 046d: c62b
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USB 13#&1X VID:PID
Epson Perfection V330 photo 04B8: 0142
Yubico USB VID:PID
Yubico YubiKey OTP+FIDO+CCID - 1050:0407

Keyboard, HID

MEREHN USB VID:PID

Logitech composite USB device - 0460:0825
WebCam, Audio

fcE USB iEETEM
(ERT CentOS. RHEL #1 Rocky Linux) Zi#si4Ri¥ USB/IP RiZiER

Linux VDA £/ USB/IP ¥ USB i€ & EE MM E M ENITHIR. FREAZHIERT, USB/IP RiziEikZ M
Linux Mizhiias 3.17 RESMALTER, Flt, BRIAERTERBEERNZIER, B2, USB/IP AZERFERTF
CentOS. RHEL #1 Rocky Linux, EfEXLE Linux X1ThRFERA USB & EER, HARESHIF USB/IP Mix
B, RIBER Linux £1THRM https://pkgs.org/download/kmod-usbip F#H %% USB/IP,

®E USB ¢ EEFEMNKIE
B Citrix KRG EEERANEA USB B EE M, EaLUER Delivery Controller SR8 EI&&EEE, A
Linux VDA Ei2& USB & & EEMAY, 1BECE T HRESFIFEN :

« BFiH USB ig& EE MRS
« &Rk USB & EEMMA

B USBR&EER 7% Citrix Studio 1, BA (S2A) MNEFH#HITH USBIREEEMR ((RPEIIEEN).
TERIEIREIEES:

1. EFERF,
2. BEWE,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

@® Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped

¥ Details and related settings
Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

B USBREEEMMN BA USB EEMmHKGE, /A Citrix Studio REEERMA, HEREEARF (SE
#) 7 Linux VDA L{ERMPLEIR#E,

EEF G USB iR & EE MAMNIHERES !

1. BSEMBEAIEEQMN, REHEELTINERN.
2. gl (4REE) MG, REHRE.
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BXNMAEEER USB ig&EERAMIFMES, 15217 Citrix Generic USB Redirection Configuration Guide
((Citrix 3&F USB EEMACEER)) o

R USB igEEE MR

EIRIBEAT PG SRREEREA Linux VDA BT E]AEBEIM & Fhin T,

TEHHEERH USB #iE

Linux VDA fEEEPREEM Citrix Workspace AR EEMMFIA USB i, URERREMEEREBIHNE
ERBRE. B, EREEREENRNHIRE.
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r o

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

ZILEE R USB BRI X HEX

R Citrix Workspace ZARFHN T AEZIEIEEER USB #ii, EEHE BN BIXHRIES
Ko HIULEBRBENERBIESAXGRLGN, RAEXGRAPEIANFET. BEARSAEELS, ORER
Citrix Workspace AR T A FILEER, WEENERFHKIERFTERE, MTSBEEER.

AT RRILRE, EARELIRER sync ss SRHIBERIFEME, ARBEL USB EEM,

Citrix Workspace M AEFN T EZhLIEE

Ba, EEIaeLEEET Citrix Workspace ARZFHTAZHREETIHIEE, XXRNEHHT USB EEM,

- = B o - P 2=

Home Ctri+Alt+Del Preferences Devices Full-screen Disconnect Shortcuts

NSRBE AR, EIIE LR TL

o ERBEENAF USBIREEEM,
« Citrix USB RS IR IEFEITITo

NRRBERIEHIRE, BEBEAXPRIZE USB & EE MR HITELE,
g0R Citrix USB ARSHEIRKITIT, BEFRBUTSE:

1. BEEAUTHSRE USB/IP AZEIRTEER Linux RITHRFPZERTA:

modinfo usbip-core
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2. MBRWHBITRR, BIRIEEH Linux Z1TARRESEF USB/IP MiZiER:
modinfo: ERROR: Module usbip-core not found.
« 3¥F Amazon Linux 2. CentOS. RHEL #1 Rocky Linux, &&RAXhrZERERIF USB/IP RiZ
TEIREBS o
« XF SUSE, 3EM https://software.opensuse.org/package/usbip T#EFH %% USB/IP #4H,
« 33F Ubuntu/Debian, &MU TS ELURZEMZRE USB/IP MiZIER:
a) T# USB/IP MiZziEHEHD,

®EMT https://github.com/torvalds/linux/tree/master/drivers/usb/usbip &9
Linux R#ZEMEE, EE B4R Linux RizhE (v4.15 KEEMAE) 158, RAEREERE, fla
https://github.com/torvalds/linux/tree/v4.15/drivers/usb/usbip.

#E DownGit HaAZ AR, eIEZAT TE USB/IP RRBH T HiHE,
b) EERUTHSRERH:
unzip ${
USEIP_SRC }
.zip
cd usbip
c) #ITFFrRiE Makefile xtf4:
# SPDX-License-Identifier: GPL-2.0
ccflags-$(CONFIG_USBIP_DEBUG) := -DDEBUG
obj-$(CONFIG_USBIP_CORE) += usbip-core.o
usbip-core-y := usbip_common.o usbip_event.o
obj-$(CONFIG_USBIP_VHCI_HCD) += vhci-hcd.o
vhci-hcd-y := vhci_sysfs.o vhci_tx.o vhci_rx.o vhci_hcd.o
#0bj—-$ (CONFIG_USBIP_HOST) += usbip-host.o
#usbip-host-y := stub_dev.o stub_main.o stub_rx.o stub_tx.o

#0bj-$ (CONFIG_USBIP_VUDC) += usbip-vudc.o

#usbip-vudc-y := vudc_dev.o vudc_sysfs.o vudc_tx.o vudc_rx.
o vudc_transfer.o vudc_main.o

d) RIFRAE:

apt-get install linux-headers-‘uname -r°
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make -C /lib/modules/ uname -r"/build M=$PWD

e) %t USB/IP RigfsiR:

cp usbip-core.ko vhci-hcd.ko /opt/Citrix/VDA/1lib64/

f) E#E5h ctxusbsd BRS LUMNE USB/IP ik

systemctl restart ctxusbsd

% USB i&%&7f Citrix Workspace ARRZFHMITAZFEN, BWITIEA “SHREERE” B, BERKK

HELLLRIERY, HHRITLA TR
+ BCE Linux VDA HRBELUBREEM.

- &R EE Citrix Workspace W AEEFHIMRPEE T EMEARIERE, BFOEIMRBEPH
DeviceRules, LRI B RIELISRIZIEE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

BXRIFMESR, BSRMRRL
& How to Configure Automatic Redirection of USB Devices (#1fAlE2E USB & &M BEEE M)

USB isEEMINERER, BXEERIEPER

BEEALT, REEEEAZ L USB k&, HMR&ERBSEEREER Linux VDA 2iF, NFEIMEEMAIR
&, HERS [dev RETRIZAFAENT R, B2, AFRETURINERREHEHEFMEERE, NRE
RIAE (BHEAN) BNEMEELENE, BHZIRENNEFR R R,

AR

xF USB xzp2g, Linux VDA SEEEMEHEE. AR (BXRRECHAEE) THRITEAEMBEERRS
IZME, REBERZRHNGETIRFINSETRFIEXZME .

BINEIRE E 7]

July 15, 2024
BINEAR ETE M A ETE VDA 2IEPIEITHR BREF SER PRI E LT AR 2 B8 SR NG5iE.
AXNEBT AT EERBMREERBFA Citrix HE,
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EmR B IR EE M Citrix 588

EFPmBIEREER

Ibig B AVFEELIERE A P iR & LRSI NAIRARAT E] VDA ERISINAIR.
AINERT, BEGIREEMIREN AT

EAIEFMESEERIES A IRz BFE, FEFERLE. BRNAUERIERSITHNARERF Z8E HIFIAEEE

¥Eo

BN HR & E [R5 B PR

g BISE A RIE S AMBI MR 2 B RN R P ERNSE AR (kbps).

HILREE M EREIE DL

IR EREERIES MBI MGR 2 BEAHIEN A FERNRAHRE (HEIEFRENEIL).

R EINEIRE P IRPREI A SIE A

IR EETE B SRR IER UM E P ImR & R E BN IE R S ISR BRI &R A K/

ERFIFMLRERA)N, FRAREEREFGERFASEEHANEE. RE, EXNREIFEFR, BA—TUFF

TRHRMUNE, UEXAMEINRS 21EZ BRIEBEEERA ).
AINMERT, RELTERARS, HEXNEFKRISIENEEZERS,

KB ERZIE PR BN E A iR fE A

IR EETE B EHREMGR(ER UM EPAIE (R 2R P ik & B S ISR BRI AR/

ERFIFEMLRERA)N, FRAREERZIERMATFAIRERANEE, AE, EXNREIFERFR, BA—TUTFF

THRMUNE, UEXRESAMEINGR Z BRIEBEEEEA ).
AINMERT, RELTERRS, HEXNBEFRNIEEHEZERS,

“REZFAHIWERTN” M “FFHEMRS ARFRIEI

BRXAEMEEAUATFERBENSIERIMSEEFFRELEIZFE (BEABEFR.
T B RIS R R E X B8

o CF_TEXT
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“REZEZUWAREN” M “SIEFIWRT AARIFHIRE

BRAXAMRERUAFERBENSERIMZTFHREFRIHEIEIZE (BEARZE).

LARES

R

CF_BITMAP
CF_METAFILEPICT
CF_SYLK
CF_OEMTEXT
CF_DIB
CF_PALETTE
CF_UNICODETEXT
CF_LOCALE
CF_DIBV5
CF_HDROP

MEIRAE TR R E X BINET:

CF_TEXT
CF_BITMAP
CF_METAFILEPICT
CF_SYLK
CF_OEMTEXT
CF_DIB
CF_PALETTE
CF_UNICODETEXT
CF_LOCALE
CF_DIBV5
CF_HDROP

July 15, 2024

FHOPABTEEUTER:

i IME
P IME B R AR
MSRERBRY

MR
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o XFLHEZTHA

X 22 B (XKB) B2 &

August 21, 2024

M 2407 hrZsF44, Linux VDA % evdev $8EARBEEMZIA XKB M0, HARFE U T/ ER:

o REHIMA Linux Z1TRREAIAGER evdev XKB #0l,

o VFFENRERFERETE evdev XKB MNIAZRAEER,

+ evdev XKB IR T i B, BRTEAFERFFRMAIINEEREZ I, ERFAESNEMIRENS,
fBlgn “BUE. “EfC. “HUE”. “xf86Copy”. “XF860pen” #1 “XF86Paste”

+ Linux 89 evdev XKB NIRRT S ERB/AAXMIEM, LHEILSIHLBRNNHEIRMN A XHE A,

INREAELIRE] XFree86 MM, EAILIHHITUTEMRIRE:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "XkbRuleName" -d "
xorg"

Tk eH, REXDSKNGHIEHXA “xorg” #iRFIA “xfree86” #MNIEE; EMEMIMNEIBILL.

ERisRNEmEE (IME)

July 15, 2024

ik

B IME RARFTFR, flahx. BEMEEIEFR. BI5FF L Citrix Workspace R RiEFREH
£ IME (30 Windows 7s#l CJK IME) SBAILZEFFT,

b
T

%% Linux VDA BY, 2BzhREIEINEE,
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ERER
FEEITFF Citrix Virtual Apps 5% Citrix Virtual Desktops &i%,
RIEREARF i EESERENEUFFaERE i IME ThEE,
E2xia]=
o WA E Google BFRISHMEBETIE, AREMEAE i IME hEEERTRPRNFTR.

« ARE B FROBHEAZEF T IME Thig
+ IME AP REATEBAKIRPREE T,

EFim IME AR R ERT

July 15,2024

5%

E5AE, EFE IMEBFRRE (BEEEEOMNREEN) EFRBALA. NIRRT, SNEEXFRBAX
BRI AARRIT |

Composition and candidate windows

Text input area

Citrix g2 T o] BltE, H#E—PRETE i IME AR &R, MTFFR:
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f#©) ~ @A

72 < 8
TidHsdassdussdissdussdf
FHHEFHY

TARG

FEH

FHHE

N

Ctrl + Delete to remaove this candidate

ERLIHEER H BN B E R
1. 7 Linux VDA E£/2A Intelligent Input Bus (IBus). BxM@7E Linux #ER4 LEH IBus MWIER, &
SRIRER R MBI EIRERE. Fla0:

« Ubuntu: https://help.ubuntu.com/community/ibus

» CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods

+ Debian: https://wiki.debian.org/118n/ibus

+ SUSE: https://documentation.suse.com/sles/15-SP2/html|/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZIMEERETIRE, BELITERIZINELEERTE,

BRMZAZINEE
HRANFATEZEEREFE IME BFRRERS . EEBHZAILINEE, FLERFIHRERBRT M IME cUEITHEE
B, BT ctxreg LAERFREIME.

AR

FRIRREERFBRETS M IME SUHINERENMARS T EMRIRE, TUNAREEENAPMITENN R
RHABPIENR. A% Linux VDA EREMKRISENAEZ VDA ERFRERIE,

« REFXFIRBEBRBERIS M IME cO#Ihae RS AREAE G IME AR REED IhEE:

1. 72 Studio H, ARBEHE, AEEZFIRER,
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2. BREFHBERFBERFATM IME SUHEIHRERE,

Create Policy
Studio Select settings
(Al Versions) v || Al Settings “ || Keyboard Layout syneT X |
| Settings: 0 selected || View selected only
Settings

) | ¥ Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Not Configured (Default: Disabled)

Summary

3. BEHRBRBMEILANLR,
4. RER,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE= AT AED:

- BR2A: LRoSEERRERSNERE IME BFRRERS,

- YREISEFIERERERY  BRADSEEGREEY, MAZEMTF HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar B
SyncKeyboardLayout ;: &1y DWORD &,

- IRNSEFPHEEMBRLS N IME 30T BRMNSEERRERESNERK IMEBFRR
EFE®, MAEEMTFT HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME
fRIH DWORD {&.

o BT ctxreg XAERSEIMRUBEAHEZEREFi IME AR RERLIEE:
EERZIEE, EETU TR
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "0Ox00000001"
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Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

SRETRRED

July 15, 2024

WD, Linux VDA M1E ki LMRERBLIER. Fi, HEFHEEINRETHEMN “RE EXh “EE,
872 VDA EREREY, AIBES HIIRHIRGY ),

Citrix @I Bz% VDA MEERHRSEFIHIRENRERBRL KERILRE, TILANEFIFREE LNRERBLR
£, VDA REEERZ MG LR,

AR

BEATF HTML5 9 Citrix Workspace M AREFRAZHSEE TR EY .

[N
HIMERT, ISHERBRLINELTRZARS. EERANZALIIE, HEF P iREEREETSH IME SUGEIHEE
G, BT ctxreg LRREFRIETME,

AE:

EPimEREAR/REDHN IME SUHThREREEM LTRSS T EMFTIRE, FTUNAREEENRAPMITEY R
RAMFIENR. A% Linux VDA EREMRIGEN A% VDA EHFERIE.

« REFXFIHBERFBRSHM IME O#HIRE R B AR ASRERBE S IhEE:

1. 72 Studio Hp, ARPEHEE, ASEFEIRER,
2. BREFHREFERFEDM IME SUHTHRER,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE= AT AED:

- BR2A: LRoSEERRERSNERE IME BFRRERS,

- YREISEFIERERERY  BRADSEEGREEY, MAZEMTF HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar B
SyncKeyboardLayout ;: &1y DWORD &,

- IRNSEFPHEEMBRLS N IME 30T BRMNSEERRERESNERK IMEBFRR
EFE®, MAEEMTFT HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME
fRIH DWORD {&.

o Eid ctxreg TRAEFFEEIMRUSEXNZANSEERERTIEE:
EFALINEE, EETU TR
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000001"
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EZRItINEE, BETUTHS:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000000"

fERER

BRLtEERE, MRFJIEIEFEFRLE LNREFRAEZN, SENRETRLIFHEN ML EZK,
flgn, WRBEFIHEE ENRBHEREZCN EE (FR):

903 AM |:|
1/4/2018

Linux VDA iEHMBEFREREHEEENRR “fr.
ENBAEFSER, IRBATIESE, WALERX—BmERER:

EREREY, JUEESEREIX—BHRENTL:

— | >

frv Thuo9o:10 O ) O ~

IR

July 15,2024
BJLATE Linux ERESVAEFSIEPEAREEDRE. REESELHANBFRATRI TR,
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un gmm -a' ;(
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} =r

AR

EATF i0S # Android 89 Citrix Workspace [ FR2F Z151%I08E,

BRMNRRIZEE
BINERT, ZUERATERRS. FJLUER ctxreg SSAEFBRAREAIZINEE. 47 Linux VDA EHIThEER BN A
Fi% VDA LR BB RIE.
EFALThEE, ERITUUTRE:
1. BEITUTHL:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\

CurrentControlSet\Control\Citrix\VirtualChannels\MrVc" -v "
Enabled" -d "0Ox00000001"

2. 1z Citrix Studio #1, ¥ BEmHERBEKKIZERNRIT.
3. (FI3%) x4F RHEL 7 #1 CentOS 7, BT TH<EEEEMARL (IBus) BRERERIA IM BRS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc

BEREINEE, BEITUTHL!

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"

F=3

AR

ZANRERELERIFSIETEEERED YRR IEER.

PR

* ZINBETE Google Chrome. LibreOffice M fthi B2/ ATRET A LE &i51To
s EEFHRBAREEEAETE, FRHFFAATR, ARBRETHIRAFTER.

o 7£ Web XMEBFM—NMINFRIIRTBHS —NMINTRE, RREEARFAE R, BRI, F2EE
BMAFER, ARBRHEFEATR.

o IEINEERZHF Unicode FRAMMETFR (Flan, X, BIBEMNFHEFH).

s REB/RERTEBBANFE.

s RMERIRSSHIBATRES, EXMERLT, BEINAREFE D6 LRDERELUISHAFREEIRS
EGIE,

+ BT Citrix Workspace [ #2FH Huawei AR BRI Z B ERD MR, FIANEEETYIERE, R
2 2RE Huawei FiR R L,
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SFZEERA

August 20, 2024

B Linux VDA g7 1.4 #2, Citrix FM7TMBLGHNNBEFRNSE. AP AUTEEE Linux SERENE R TiAR
FREM Linux RZFR1ERE.

B2, HFESES Linux fSEFESEER, Fit, Linux VDA EMZAHIES =S FELZGHNBEF A B
b, ARTENRE IMERIES (I3, XX, BEHEHE) BAXE. TNAEFRIENE, BRETRERERE
Z Bk,

AT RRXLERER, INEENEINAHANELRGNAREFREESE. @831EEE, BRYUENAREFIERE
WERARSS 88 IME LURERERR Z BTk,

[T
TRILUER ctxreg SSARFRANZAIIIE GHAERTER). 4% Linux VDA BRS3 238 LTHAEECE R A F1E1%
VDA EA#HBIFFE N AERF.

& FMERTA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, 2
A% DWORD,

EEAIINEE, BEETUTHS:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
X00000001"

EZAIINEE, WETUTHS
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
X00000000"

fERBER
FERE &,
1. ERAEE.

2. BHEALERXFBMANELR TN ARERF. TREPVAEFEUSZERESS.
3. MTHIRSEPEFKIFMES LRNARIES GBNR).
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o f v

(®) French

() German

Show Keyboard Layout

Region & Language

4. WTHREFERE IME SiREHR.
5. fERF%ER IME SUREHRBRNES.

AR

« £ VDA ImB S L BB EREE, EREERTT Citrix Workspace R AEFHE P s EEAE

ENRERR.

o X%ZUE accountsservice H AR EINRA 0.6.37 HESARAS, A REEXIEFNIES WHEEFRIT

®E,

B | | 4 Region & Language ‘ Login Screen || — *
lE _Eanguage English (United States) s
Formats United States (English)
Input Sources | Options
French
German
Lt - =
EZE80
July 15, 2024
KESABTEE T EA:
o ESNLNEE
s NIEBABEEM
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o HDX MERENASAESE

ENTEE

August 20, 2024

BEN FH

BENEMBIALFRBARS. EX#FUT Citrix Workspace M FB2FEEF i

« JEATF Windows 89 Citrix Workspace N2 - 2109 KESHrA
« EATF Linux 8 Citrix Workspace R B2 - 2109 REShRka
« iEAT Mac 89 Citrix Workspace R RTER - 2109 RE=HRZA

LERAYIRPREENTFIHN, BENSMRERE ARSI,
BEN M REMB RS HR SR SR LUEREIMALE, AMELFE VDA LFEESINH SR,

TRETT BENENS RIREMZ BAILLARE

BiEN S5 |BRREZ57
RASIURIER: 48 kHz RASIIRIEE: 8 kHz
VALY BEE

EMARSS EEEI

MERZS 2407 FF34, Linux VDA #£ Debian 12.5. RHEL 9.x #1 Rocky Linux 9.x F%z# PipeWire, fEXtEiRAH,
ERRIANEMRS. MTFHEMETR, E4456ER PulseAudio.

PulseAudio

+ 1€ RHEL 8.x #1 Rocky Linux 8.x L/ PulseAudio 13.99 sk & &hR s,

PipeWire

Linux VDA X7 Debian 12.5. RHEL 9.x #1 Rocky Linux 9.x #5z2#F PipeWire, TEEEEZEN—LIES
I
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Linux Virtual Delivery Agent 2407

« R Debian 12.5. RHEL 9.x 5 Rocky Linux 9.x £&=# T Linux VDA Rg7s 2407 S ESMRZA, BBAK
fERKNZE PipeWire,

o SNRE#E RHEL 9.x 3% Rocky Linux 9.x ER#ET 2407 Z&i# Linux VDA kas, BBAEERKZE PulseAu-
dio, B44:fFEM PulseAudio, EHABMAEM. EtNHRE PipeWire, BRI TS E:

1. ¥ PulseAudio ¥FE &K pipewire-pulseaudio 4 :

dnf swap --allowerasing pulseaudio pipewire-pulseaudio

2. F2FHEERER Pipewire 18Xk

systemctl --global --now enable pipewire pipewire-pulse
pipewire-pulse.socket wireplumber

3. BBz Linux VDA,

EHNAHRRER (RATREMR)
BHRRAZREM. AP ETERMNIEEEZRFYRSNMEHITIERRN, hIhEEt# T RARRABEN A&
WHiRE 7@ EDT FRN SR E.

BXAEHUEINA EDT ¥4 2, 320 Citrix Virtual Apps and Desktops SXHHHEMES o

ANESNThEER AR IR

BABERT, SMNARERLTERRS. ERAE, BN TENRMSER:
1. BIigE HDX BEMFREKE R BEN . FRINERTERBERER,
2. BERBEEHENSRBEABENSM. BENSMBIALTERRS.
3. BEUTEMRKEBARHEKRR (EDT FaIfkftim)
ctxreg create -k "HKLM\System\CurrentControlSet\Control\Citrix\

VirtualChannels\Audio" -t "REG_DWORD" -v "fEdtUnreliableAllowed
" —-d "Ox00000001" --force

BERRERMIZE

EXNESMERABHER, BEHRHEER Citrix Workspace AR FXIFHEBE NBAILIIEE;, TN, SHMEIAK EDT
QES3 08

TERZFHAFIEXRIRE Citrix Workspace [ A2 :

« EATF Windows # Citrix Workspace N BiEF&1Ehkas 2309
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« JEATF Linux i Citrix Workspace [z FiEFRIERZ 2311
« iEAT Mac 8 Citrix Workspace M REF &Kk 2311

BT ESMIERIMIEEERERE (RATER)

B 2407 FRZAE, @B EIT S, FhEEN SIMRMREEFINT HIBEaEKLRE (PLC) Thie, PLCHBIT
ENMERRNIIES, WERIERETHAKIEERRMANER, EimEs 7T SMNEHiEl (EDT &) WE
M EE.
IAMBRT, LINBERTFERRSES. ESALINEE, BRBEUTSE:

1. AEIhEEB A RET.

2. BAATZIHNZEMSENSMEE RTIEE,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -t "

REG_DWORD" -v "fEnableAudioRedirectionV4" -d "Ox00000001" --
force

3. BHERABEATHNEMILEE, BATMBRE “RE/SA V2.

ctxreg create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Audio" -t "REG_DWORD" -v "fEnableReadWriteVv2" -
d "Ox00000001" --force

XFEZIEMRE (FRShR)
Bk
BhR7s 23112, Linux VDA SINT BSEERINEE. ZEERFFERET Citrix Workspace AEFHE R kit

B L2 SIMEEETMEEE Linux VDA £i%,

BRLtIEEE

s BRHITEN ENFAEREMSEHETERIER, BEMEEETHARE CitrixAudioSink (Fsmd) st
CitrixAudioSource (EAN), MERBMIREEH. TUERIETNNAREFPEZFFTINLE, BT
ZIEHENEARIAT RS, HREEEFPHTENNRIATNRE. NELE, ERUMNEFRTENNR
SIRBERELMINENIRE. BEREFRTENASTIRER, MREFEARANSMRERRERIEF.

o HERATBBRIIEPHTMLEN, XETMREIDEEN.

icE

EfFMA%INGE, 3BT Linux VDA LREBR, RAEEZELRFN Citrix Workspace 2R

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 351
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Linux Virtual Delivery Agent 2407

£ Linux VDA LERA%ZIEE ZWMERT, AFSIEMEEIRHNEMETAMELTZARS. BEHER, &
£ Linux VDA EiBTUT&H<$:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "
fEnableAudioRedirectionVv4" -t BIN -d "1"

ERARERERLIE, B IS TR

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "
fEnableAudioRedirectionv4" -d "o"

sudo /Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "
fEnableAudioRedirectionv4" -d "1"

BERRERMIKE  ZEEIGHFUA TR

 iEAT Windows 89 Citrix Workspace R BEF

« JEATF Linux i Citrix Workspace [z B2 R{EhRZs 2212

o JEATF HTMLS B Citrix Workspace R BiE2F&KiRZA 2306
+ EATF Chrome #9 Citrix Workspace [z Fi2FR{EHRZs 2306
« iEAT Mac 89 Citrix Workspace MAEF&{EAR4s 2311

F= 27 Citrix Workspace M AEF h# {TIEHMNIG B 7 sEE Z W EER BT, BXFHEES, ESH Citrix
Workspace [z 25X,

ENE

BT PulseAudio &R, Eitt, 7 Ubuntu 22.04 £iEd, RIXESMIGE ZENIRATEES KK, BERILE
&, iBEM VDA iR Y e =iE A A8 PulseAudio B2 &, AREFHITHSIE. EMIF PulseAudio i2E, HinfT
$ rm -r ~/.config/pulse &%,

NREEABEER

July 15, 2024

ik

NEBRABEERRM T EFFHZIMAWFTIRPH Web TTEMINEE, tIhEERMEMA Citrix Workspace R B#EFE
ERIRKAICBNZISIZE, Z5IZE=M URLZEXHTTP #1 HTTPS A&,
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} =r

AR

Linux VDA 7£ Google Chrome FRsz#53I S 28 N A EE M.

& Web wE51£EE iR a7, MIFE VDA £iEfT, #EEREFH CPU. GPU. RAM FIM4,

RANSSHEAOSHTEER. MARNRBRETABTHELXE, HOFSEMIE, BREEFRSIE=EFNE,
XL B 1E VDA £#9I s 8shisiT,

[ aboutblank X

< C ( | O www.youtube.com

l/iew
Rop

F2& Studio g, ATFEEEREEANAFSIRFH URL MisaizslblR. KERATEMARE URL EEMAME
171,

MREAWFFIRFTIHES URL LEH URL, BEEMMELTIRFEBERLE, EPEE (CTXCSB) £157R Citrix
Workspace WBREFEEEEBF T4 URL, S5, Citrix Workspace MRRBFELFI— Pt EMS I EHER
Itk Web b5,

Zf&, Citrix Workspace ZB#EF stk Web th R 4R N B SRE N K BN XIFEH,
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[l Ubuntu1804DSK - Desktop Viewer

e Activities @ Google Chrome v Tue 23:58 ¢
Recycle

- E G Google
-

H‘v" $\ & C @& google.com

AMI

ADDw, Store Gmail Images iif

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy Terms Settings

L O Type here to search

1. Citrix MR BABEE AT RIZFHELR
I BIEFEMNEEIETE Chrome I BREFIRS, HEGAUT=MHAEZ—:

o B JEShHER
o RE: FEHENATF ERER/ SR
o 4 BRIF/FEBT

2. MOREEFFiIFE -2 REEEENEE
3. Linux VDA

4, Windows & F i

T@E 2 Citrix Workspace MBEFRERANA R/ LIER:
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Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

o RSV[BENARS[EN: BT RBERBERIRMEAFIRIEEAELY, BAILLZEEER. HIKGERE
VDA E23 Web 7@, #H6EA Thinwire Rizi2 2 RER, EAKRERIEHERITA, XMER2SH VDA
£ CPU. RAM MIHTEEFER .

o REB[EDAEFHEM: Citrix Workspace RREFFEREMEE (CTXPFWD) i@id VDA &% Web RS
[HMPRIAST. YEFIHLNAE Web fRS28 (Fld0, BEFm) B, EREEEH. ERREE VDA L
B CPU #1 RAM S HE, 187% ICA EBhEER &A% 5.

A RE =MigFR=. CTXPFWD B3R &% VDA 5in R IRiE & LIRS Web BRSS22H9IFTRIIIR,
B R R SRBG IR

- EXAE - MRENHEROPEETEARIE

- EEZER - MIRSERENENRERZERRE,

- PAC >t - tnRfa kit PAC X, LAE VDA FRAYRIYE 28 7] L B shit #35& SRV IRAR 3 88 SRIREIE E RV
URL.

BEXFAGER, BERAXEENNESATEERRERERE.,
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cWA VDA Explicit
: Proxy
@ Podicy ':,\:}
evaluataon
I Media [ Eég .-r"'/‘ . .
— e . *
| Engine Vietual Chanoel | | port Forwarding Diract ‘|'m| @?#)
(CTXPFWD) Services - J

o« ERIRRBAEFIHE: BT Citrix Workspace M AEFEEEE Web fRSE28, EILEESAE Internet,
ExXfER T, =M Citrix Virtual Apps and Desktops = EIZFrEMLE. CPU #1 RAM £A £,

e

- BHENBLEPGE (EEMHIEE (ABR))
- BT VDA ZHB{EMAE (CPU/RAM/IO)
- BETHESHER

Windows &/ i:
« iEATF Windows 9 Citrix Workspace R F#2F 1809 SiE Sk
Linux VDA:

« VDA ER3I%EEs: AT Citrix MHRBABREE R BIZFH Google Chrome v66 iE=ARA

EENREATEER

BEANNSRNAEERD, BEEBEEXFERIEE Google Chrome hREN MBRBTEE Y RBIZF. Nlt, BRI
THE:

1. 7z Citrix Studio /1, ¥y BABEERIZE AN RFUR AN KRBENTEEM,
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Edit BrowserContentRedirection

Studio

Settings
Users and Machines ‘

Summary

1_(A|| Versions)

‘ Settings: 1 selected

Select settings

v || All Settings *~ | | Browser X

[7] View selected only

» Browser Content Redirection
Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
» Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

v

v

v

Cancel

Back

2. EEHABTEBEEREIZFF K URL WAFTIRNBTREBEE URL EEMBELETR. BEEBIETIRET

AR,

MNEBABEED ACL BERBEIREEHARTERBEERZIZFF % URL BIRIFTIR. € URL B, AILIER

* BEFTRTRDINZINIFFE

URL A%,
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Edit BrowserContentRedirection

. 1 i
Studio Select settings
- — —
| (Al Versions) « || Al Settings ~ | [Browser x|
| Settings: 1 selected [ View selected only
Settings
X » Browser Content Redirection Select
Users and Machines Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)

Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

A

v

v

TER VIR

o« http://www.xyz.com/index.html (AJLLEEE URL pisERRAERSCMBIFHIRIE, FI50,
MBHEE https://www.xyz.com/sports/index.html, WREER index.html
D1E,)

o https://www.xyz.com/*

« http://www.xyz.com/xvideosx*

« http://*.xyz.com/

o http://*.*.com/
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Edit BrowserContentRedirection

Edit Setting
Studio Browser Content Redirection ACL Configuration
Values:
Settings | https://www.youtube.com/* | B 1T
Users and Machines -
Hden | https://www.google.com/ | B
| https://www.citrix.com/* IB +

[[] Use default value: https://www.youtube.com/*

¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS, H
1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

 X]
[ View selected only

Select

Unselect

Select

Select

Select

=

. Cancel

NEBANREERERZ REEREREZAHE URL EE@BIMAELTIR.

Edit BrowserContentRedirection

Studio Select settings

e | wisees | o

X

| Settings: 1 selected
Settings
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

‘ » Browser Content Redirection

Summary

www.youtube.com/*)
» Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default:
» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

Back

[ View selected only

Select

Edit | Unselect

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://

Select

3. ERARSHRENNEFAIREN, BEENRSENTEECARELERE,
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tigEATFHN VDA LA NSERFTEEMNAERERHEEET,. NREEREROREMUMKEOS.
PAC/WPAD URL sy E#/5BRHISBERALLIZE, Citrix Workspace [ 2§ 1a4 Se it #1TARSS 33 4REXAN
ERHEW. BXEAER, BSHAMERIE,

MREZASKKEBEIZEHEMRBIAE, W Citrix Workspace ZAEF R IA#ITE P iniRIAE ik S
Mo

BINERT, iRENRIL,

EXAREATRIER:

http://\<hostname/ip address\>:\<port\>

il

http://proxy.example.citrix.com:80 http://10.10.10.10:8080
PAC/WPAD X f4 . ¥FHIE :

http://<hostname/ip address>:<port>/<path>/<Proxy.pac>

T http://wpad.myproxy.com:30/configuration/pac/Proxy.pac
https://<hostname/ip address>:<port>/<path>/<wpad.dat>

= http://10.10.10.10/configuration/pac/wpad.dat
BEESEARERITIRT:

TERBE N AEF F N 217 DIRECT,

=

=W

TR LGB fmiEsE AR E HKLM\ Software\Citrix\HdxMediastream\WebBrowserRedirection
. RE B MR E IS, A R E HKLM\Software\Citrix\HdxMediastream\
AllowNonTlsPacUri A rE RS avri@id HTTP T# PAC X, BIAERN 0, XE

BRERIFER HTTP,

ATFRBIRENIMRESET, BXAEXIMRITIER, BEANTBABTEEREMRNE S,

4. #F VDA £ Add to Chrome (i%nZ Chrome), M Chrome W_ERAEZN Citrix SIS BANBEEH
T RIEF. XHMEBIT VDA RSN (EESMEIN) URL BES A IR LESIRITE,

B5E:
BRI EARFEIY BIEF. X7 VDA L7,

Chrome ¥y BEFEFENMARRE. FEEEMAESMGAIFIRMSARRYT BZF,.
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2 chrome web store o 5o

Browiar Content Rede el X Exten sinns A

o

""""" Browser Content Redirection Extension

) Team
} Theamas it by Cotrix
L] Add 1 Chiome

Features This sxterrion rediects Webpages

2

U Works weth Google Drve
Ratings

O deddkok

7 sk & Bup
O kdok &up

T ok B up

[EEAH]

NMBELBATHRSNTECEANEEESHEE, N Citrix Workspace MBERZFRHZ R #HITRS [BIZDFAE A IKEW.
NERSH/IENANEZFLHEZIEK, NWRERIFFHRBNFFREEN. MEEAHITENEZESR Web AR5,
VDA EfI S esME RS S LEFMMBFENE (RSB[IRMRSREN) .

HRBABTEEREMRIES

foeg= =
= .

Il

AMRFEFAIESEENR, JRFEENRERERS. Citrix TERIEEIMRFERCHATLESEY
IMBYRREER IS LABRR, EREMRRIBSRT BIEN, EREIMRZAT, BSBHITED.

HKLM\Software\Citrix\HdxMediastream

B -l &
WebBrowserRedirection DWORD 1=23F, 0=%2it
WebBrowserRedirectionAcl REG_MULTI_SZ /
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B e =1

WebBrowserRedirectionProxyAdtiés$Z MR HIGE R A TR —FE,
NzEARSHENEFHEN: 2
ARE - MREHIERLHRRE—
MNERARE, BEFER- NREE
RIEFENRERERRIE, PACX
% - MRIEHKH PAC X1, LUE
VDA RIS 23 7 L B ek iRiE H e
RIBARS I RIREEER URL,

WebBrowserRedirectionBlacklisREG_MULTI_SZ /

AllowNonTlsPacUri DWORD MERTAIFEY HTTP T PAC
X, BINMERN 0, XEREFRAY
A HTTP, NRFEHIGEN 1,
HDXWebProxy.exe o] L@t
HTTP & PAC xff (MIEm&iEit
HTTPS),

HDX MRS ESE

August 20, 2024

B

7£ Linux VDA iEHIs{TRIISAR N R A2 B A A ITE ] LAER HDX MR BENASTESE RIS B EN. FIA
BRTRARMEE. RITRNERARTERR HDX M BENSIELSELEE.

HDX M BEHNMAELE LA R UMBRENER, XMPLBHIRMERENAELSERF H.264 TER KX BTTE
MIEPEBITHRR N ABIEF. HDX MBRENISAERERRETE A IHRERARNSRAERRARBIA KRB
IREHISR, HWEHHFTRIRABMNES. BRSOHEHRHBNRFRARRLARAEX G R EHNIREIER
FERIRMIESMEEGNENERE. 25, FRROEIMAEIETUERETENRSSE. RSBFEEERSMNERREK
MiBfE, BEERAIEENKETAHEIRMERNER, Workspace ZAEFSEBMMATEER, H1E WAN 17
SPREBMERET.
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Webcam Workspace app VDA
Captured
video a
stream
—_—

Meeting
HDX webcam server ME :ic I———— conference
server

Encode and send Send througha
through the HDX native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Citrix channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.
We also support webcams

looks and actslike a
normal webcam to the
application.

with dedicated on-board
video compression (UVC
H264).

o ZINAERERTF Azure itEW, FEA Azure iTEH EFINZINAERTHKEA videodev MIIZIEIR,
o IEINEERZH5R B Citrix Workspace M BAREFZFEF S H.264 M4,
o ZFEFHNRBRGEN PR 48x32 F) 1920x1080 Z &,

o EAMEREGNE, E7M Citrix Workspace M Ai2F T Aiz+ikiZi@m USB 1%, TN, oMM

XHEo. | BE=
B IYalE,

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Seasion Settings Global Settings

(O Connect automatically Preferred Webcam
(O Do not connect Automatic

(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O) Do not connect

(@) Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

%% Citrix Workspace M BiE2F

HDX MEIR G MSAESE 2 15 U TR Citrix Workspace B 2R :
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Platform

iBEATF Windows # Citrix Workspace R B2

iEATF Chrome #9 Citrix Workspace BEF

MRS RG]

hhymoe

iBAF Windows 9 Citrix Workspace R FEF 2 #
XenApp #1 XenDesktop 7.17 RE=hrA LEm 32 {iI
N 64 (R ARFHNMERENMAESRE. TRIRRER,
iEATF Windows 89 Citrix Workspace R REFN X
¥ 32 (U AR

BT L ARM Chromebook R3z#5 H.264 43,
b, RE 32 U FEREFRIUERLLE HDX MR 5G]
MAAESR,

FRIBMEREIIRUFRNINER, HEBFRRINNZEMLE, Citrix £AUTMERENHITIHRINER

JiE:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

(=

RINER TR, BEM, B TEIEMEE:

e

Citrix Workspace B2 B e LUET %% Desktop Viewer 57 XA MLSIRENIRBENREIEREBEIIA

®E,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings

(O) Connect automaticall

(O) Do not connect

(@) Ask me

Digital cameras and scanners

(O Connect automatically
(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

Global Settings
Preferred \Webcam

Automatic

Relative Mouse Settings

[ Use relative mouse

[ When a new device is connected while a session is running, connect the device automatically

1. VDA RE=mE, $IE VDA 25887 Delivery Controller #5F M1, URBAHH Linux fSESIEEEH
%5 Windows ERR B R,

1
B

2. WiREE9 VDA T LA Internet, #AE3E1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh

YU MERENEE. MREM VDA TiEifE Internet, EEFISE 3,

=

e =

uname -r SRRk ZEIATRER R ERIZFLE, RLAERSH ctxwcamcfg.sh Ak K, EEH
8 HDX MZIREHNISAESE, 151517 sudo apt-get dist-upgrade, E#/250 VDA, REEIET

ctxwcamcfg.sh Bizs,

YNREHY VDA BEFE Debian L, BWREAERMNIARINA LET. &, HETUTHSUEREIRHH

ItZhR S :

sudo apt-get update
sudo apt-get dist-upgrade
sudo reboot

903 VDA #8E7E SUSE 15 L, BT T o< UEMEIRMNRZRAH EHEE:

zypper up kernel-default

reboot

ctxwcamcfg.sh MizEEF:

a) 1€ VDA k%% kernel-devel MEiARZIERTE (DKMS) 12,
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« kernel-devel BFHRBERRAHEIMMEBENAIZER,
« DKMS BFaiSERENMBREN RIZIRIR,

AR

£ RHEL. Rocky Linux #1 CentOS L% FiR12FEY, ctxwcamcfg. sh Has7E&ER VDA
L REHBAUTEMRE:

« EAT Enterprise Linux (EPEL) B985 MRS
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback #F# v4121loopback FERBHER
DKMS &2 v412loopback,
v41l2loopback @—MAFEIE VAL2 IREIE EHINZIER,

c) &17 sudo systemctl restart ctxwcamsd &%, Linux VDA ML B & VRS -
ctxwcamsd - EFEEIFHINE HDX MLEBENMAERINEER v4 12 Lloopback izigEiR,

3. IREH VDA TiEihinl Internet, BES—&ITEN LR v4l2loopback AZigER, REBEESHIRIE
B VDA,

a) HEE—AEEBIAN Internet BWZAZS VDA HHERITEN. uname -r &S EIREBIEHRIZIRZS.
b) #i+&#M L, &7 sudo mkdir -p /var/xdl &%,
c) ¥ /var/xdl/configure_x* \E VDA E#IZI /var /xdl/ THITEN.

d #i+E#ME, 517 sudo Jopt/Citrix/VDA/sbin/ctxwcamcfg.sh & ¢ L% &
AZER WRZGSHMET, MWsE /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®51bd227a9¢c94c1/S$ (uname -r) /x86_64/
module/ BETFelE v4l2loopback.ko . ZBSIEETT ctxwcamcfg.sh MBI ATBE & I AY A

R
e) ¥ v4l2loopback.ko MitEHMEHIZIER VDA HEHET /opt/Citrix/VDA/1ib64/ T

f) E&M VDA L, 51T sudo systemctl restart ctxwcamsd &S UEFHBEHMEIBEN
ARSSFH N val2loopback RiZiER,

KR Linux VDA

July 15, 2024
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B

RINALEEE VDA TFE#% VDA M Active Directory i5#17 VDA 1A F 143301, SIEKRMAEE VDA B, BEE
ERATAEAY, BFHE VDA IMEI=ITFIFE. Eit, FEFEMA Active Directory f#. HAF MR
VDA EahsiERY, VDA £ERAFBATER Citrix Workspace R BI2FHA - 2 Al EA#hpgttk . VDA HE—1
BEMERRD, AHIBRSTHK B ZED#HIT SSO MAFEMERE, NREER THENZ], SSO MSIFEMEERKMK,
22 SSO, 1F2iH9E SSO 5Kk,

BE:
o Citrix DaaS Z#rRmAN=Er VDA,
- EEHITFES M7 Citrix DaaS £&8&,
- AMEAETEAMEER OB ARMNIER VDA, Citrix DaaS pyiEHFm EEARMNIFHA VDA,
- EOIEKRMASER VDA, %JEB Rendezvous V2, Y& RIEARMEINT EEEF LTI
B EBEE Workspace FfER Active Directory fEA BB REREFRN, 7 FE4MA Cloud
Connector,
o BRIBKMAER VDA, &R LUFERER Machine Creation Services (MCS) 2%, BXiF4ME
B, BE2EER MCS RIS Linux VDARIERRMZEIEARMNIEM Linux VDA,

- MCS RZHRIARSS 280

EAFRMAER Linux VDA B9ThkE
TERIONIZA VDA LoIZEGEEBRMENA AR

FTFARMAES VDA LHEEMNRIER, VDA 2B8:8IRABRINBENAAF, VDA BREBEEFER Citrix
Workspace AEFHAF ZeIZ4MAF . EELIEERFBYE, aFERFRNARRHRARK (UID). 41D (GID). x
BRMER shell, EEMALLIHEE, BRMUATHE:

1. EETUTHESLUBRZIEE:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "
CreateWithUidGid" -d "Ox00000001" --force

2. EVDAKMRERETH /var/xdl/getuidgid.sh MiAdigEUTREL:

=4c3 AT AL B

uid WE BAHRRR (UID) 28 Linux 4
AFFNETAFPNES. ©RER
FRILAIAR L R HRo

gid NE AITIRF (GID) RAFRTFEAN

/ﬁ’?o
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B IAEE TR A 588
homedir AJiE Linux X EREHERFNER.
shell Al % shell EERFPEZREAPKR,

BR A AP B shell,

THEE getuidgid. sh HAsRel:
AR

BEHREERNAPIEENRIEE Y.

#!/bin/bash

HHHAHAAHAHH AR H AR H AR AR H A H AR AR AR AR AR AR AR R R R R

#

# Citrix Virtual Apps & Desktops For Linux Script: Get uid and gid

for the user
#

# Copyright (c) Citrix Systems, Inc.

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"
echo "gid:1003"
echo "homedir:/home/s$1"
echo "shell:/bin/sh"
}

get_uid_gid_for_user $1

3E SSO S 3iE

All Rights Reserved.

BIAERT, Linux VDA EERESAER (5S0). APER—AEEE R Citrix Workspace R F#2FH VDA £iF,
BiItAPEA—ARRNEEER VDA £iF, &7 Linux VDA L2 SSO, AxXFAE LR, 52#IE SSO 54K

1o
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£/ Azure Active Directory #{TBHI8IE

&1E Azure R ERERIRIINGER VDA 5 AAD tRIRERSERMIRMAR S 110, BXIFRES, FSIHAER Azure
Active Directory #7811k,

Rendezvous V2

FHERMANIER VDA 8 Rendezvous V2 4552 Citrix Cloud Connector, BxXi#4{E 8, 5218 Rendezvous
V2,

RBEZHFYI &R

August 20, 2024

Linux VDA HERL 155X

Studio JEftE
R B KE 1RIR BiME

A%  UselocalFimeOfCli€@Mrt SRR

FiRas iz 5E8AY
HhAT ] 4
ICA®E  IcaRoundifirgplheckERdledERA
R1THE ZApr (1)
8 gyl

ICAE  IcaRoundfdpilheckPAd@dd 15
R1TAE KRP

& gyl

]

=NE  IcaRoundifirplheckihEnidlE& 2

0 “mE (0)
ICA 41

B

e
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Studio EMR
R BITE= i R RINE

FTEDML  LimitPrinEBrBwPertéAYs 0
BEM
HHIR
HE?
id

WebSockitceptWeb ShifketsiConWeatiSsrkets
i

et

WebSockétbSocket&Piirt 1CA\WebSead&ts

HOS

WebSockéBTrustedEiginSdGAsbSockets

AR

AR5 28

FR

ICAR  SendICAKd&pHilivedCAR  FRix

REED #HEs  ICAR

7N 7N FED
REH
£ (0)

ICAR  ICAKeepAthE#TimedCA R 60 %

FEDD FEED
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B

ICA {5t IcaListenetBiftNurtder 1494

I 88
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HDX HDXoverGb&#  ICA Preferred(2)

Bi&EMN

iz
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=iEA] AcceptSessinRelidbAlgConftégtions
SEMHE EFEE (1)
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Studio EMR
R BITE= i B RINE

E#iE  ReconnedtighiliTrdaspn®end0%vel

Z Ul FisE
BEIAE EE i
&5 EE
£i%7  SessionRefighflityPeA\s 2598
Edka EEIE
as i3
KiEA]  SessionRétighility TieARgut 180 s
S8 EEIES
At i3
ZFim  AllowAutdEfientRetOMyiect aiF
BEE FwmE (1)
Wk E L

EE
ZPig  AllowAudBRedirecEdn SAF
EpE (1)
EM
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BEM
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Studio
R

FTENHL
xzhig
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MEE
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DriverMagingList $TED
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Microsoft
XPS

Document

Writer
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Deny
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Send
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Microsoft
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} =r

AR

3% Windows Virtual Delivery Agent (VDA) 3z #F3&id B P #iB1R #hiX (UDP) 1245 4f, Linux VDA 7%
. BXFEER, BSNET AP BRI (UDP) LREHE .

AIUER LT Citrix $EE&I&E7E Citrix Studio HEREERIEEZITET S

o RETWITIIR . WERDXWTHIIERHISEHER B FRE

o RETHITIIRIRE. RETHSIENREIRS. MRFETRITFZKENERA, HEEDRIETIRENN
ERRBEIRFPRA, SIERFETER.

o BIFFEZASIEITIYER . WER DX IEENSIERGISEHERTE FRE

o BIFFERIEITISRIENR: IREMERNRIETHZ AR E)E]FR.

EERRIREN, FHARXEREEDEPRIT B

TRIENREIRGIZIEN, BER—FRESHB. BXTM, BERUTERHE. KREXAEEHEE, BLARE
RERFATIRS. BESERTENRES, BFRHEAPRAUEETNITEE.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

A L7E Citrix Studio 7.12 ik EShRADE E L T 5HRER,
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HXIEE: FHRE. SMEERHERE
« PrimarySelectionUpdateMode
& (%2): [0,1,2,3]
#IAE: 3
HAER:
EERHURHBIT IR T RATP R EURN, BEAERERNS,
g BT Linux VDA B R iH LW TREAR T ERE 0] UEXN AR E R B, HEMEED:

Primary selection update mode

) esldup 05,78 SEwer 0s, 78

Desktop OS5, ? 9 Senrer 05,79 Desktop 05, '.-" 1 Sen-'er 0s, 71 Desk‘top 0§, 7.12 Server 0§, 7.12
Desktop 05, 7.13 Server 05, 7.13 Desktop 05, 7.14 Server 0§, 7.14 Desktop OS5, 7.15 Server 05, 7.15

Desktop OS5, 7.16 Server OS, 7.16 Desktop 05, 7.17 Server OS, 7.17 Desktop 05, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server 05, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

¥ Related settings
Clipboard selection update mode

- EERNARTERAEEFE U AREEN EEH
Linux VDA EF EERN AL EAEHET L iH LB MER. BF I ENEEERNBTETEAREHH Linux
VDA LEHIBINER o
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- INEERABREEFEHEZF IR
Linux VDA EMERERNB T EREME A i LOEIIR. FFHE ENTEERNBEEEH Linux VDA
ERIBINEIR,

- BRIHEEARABTEEREMEEN
Linux VDA EMEEEANBR T EEHMEF in LR, FFHELENTEERNTEEREHNR Linux VDA
Mnd: LY

- EEABTEERNEZFIHEN LEH
Linux VDA LM EEENB L EEHEFin LAVEIGIR. B iH LT REABTLEEEH Linux VDA £
VIR IEETYERIAE,

BXIRE: BWREEADEHRER
« ClipboardSelectionUpdateMode

& (#): [0,1,2,3]

AAINME: 3

FAES:

HEEEREMEHPHIBEREE S8 JELIRERAIMREERNS, B IMNREREFEE “E
#”, BIMERIEEANBEERTF Microsoft Windows BIlkiRi&E, MEEENBS Linux s 2m—,

It EEBRiTH Linux VDA MiE P ik ERBIIEIREE AR T ERE 8] LIEX A Bk LB . H0MEED:
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Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

Walue: | Selection changes are updated on both client and host « ]

-

-

Selection changes are not updated on neither client ner host

Use host

Host selection changes are not updated to client
Appl Client selection ch anges are not updated to host

Virtu changs are updated on both client and host O5, 7.1 Desktop 05, 7.5 Server
0§, % T T eI o, T ST =1 Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,79 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server O5, 7.13 Desktop 05, 7.14 Server O3, 7.14 Desktop O3, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS, 1808 Desktop OF, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the dlient and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

E3

ted only
Select

lancel

o e

- BERABTEERAEZR I LU REEN EEH

Linux VDA ERBIMERIEE AR LEEAREHE P in LRSI IGIR, &P i LR B MGIREE

Linux VDA EMIEINEHR,

- FNEEAREBEAREMEIZF I

RNEZBAREH

Linux VDA LW BIERIEERN R T EARAEHEF K EWEILER, BEFE EWEERIEERNB T EEHN
Linux VDA MBI,

- BFMEERABREEAREMEEMN

Linux VDA EMBIMEREE AR T EEHME P iE LR &P i RS IiRiERE

Linux VDA ERIEINEHR,

- BEABEERNER RN EEH
Linux VDA EREIEIRIEEAAR L EEMEF i LHBIGIR. &P iH EREIERIEEA B L EEH Linux
VDA ERBINEIR, Itk BAIAE,

BXIRE: TEREABTEMERR

Linux VDA 3x#5EBY BIMEMRIEE

NBEEEREN

NEMEREANS. Ei=H Linux VDA 5& P ik [BIRNE SIFIAERGTTH, F]
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BV EEEEREEASERERN T EERN B EMELIRENERNE,

FTEN

July 15, 2024
KESABTEEUTER:
o FTENREMIE

« PDF 4TED

FTENERAEMHMUE

August 20, 2024
AR ME XTI RELENES
g3

Linux VDA ZREESE A cups #l foomatic idi528. £ % VDA BIREITIRS, Fal LURIESD RIERFIRELIR
#8o

FTENERBRIS &
BRI TENHEE R

IS BEAFEREZ PIHTENNEE I E VDA 1%, BUAERT, RIFEFIHTENVIR,

BEheUE R P iRFTEN]
IR EETE A LIRS R VDA SIERIE FIRITENN. ROAERT, WIREIRANBIZMERPIRITEN, XEKREMRE

EPIRITENEBETEI VDA 3%, BXIIZBEMNIFMES, ESIA Citrix Virtual Apps and Desktops xiFiE
IR P G TENHL.

Hznel#E PDF ERTENM

2{E/ PDF {TENTHEE, IBRILLRIBIKENERR,
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FTENHIRENIE P BRGF I FR B 1%

Citrix IRt =R pBRITENHIREHAZR (postscript. pcl5 7 pcl6). BR, BRITEIWIREIIZEF RS EHNE P
IRITEDARE. EXMIERT, RHMRAHHE—%EZE RS ~/.CixlpProfileSCLIENT_NAME FEE i, BhRas
1906 2, mILLEZESCTE Citrix Studio PECEFTENHIIREHAE B BRATF A 14 SR BR

£7¢ Citrix Studio FECEITENHIRENIZFIRET RIS M SRR, IBMITLATIRIE:

1. EEITENNIRENFE AR SS AN SR A 1L ER R

2. BEHRM,

3. FREFRITEINNRIEFRFMES REIEF B R, MREAERT Linux B Citrix Workspace MBER,
BHAGHTENNZ T,

4. RIBBEHRITUUTRIE:

« EAFREFPIRITENNEE@E VDA 2IEHNERBRAITENRER, BiEFERITFRNERBARENE
FrelE.,

o ZHIFEBEERMZEFIMNEAIRITEINEERE VDA 21F, HEEFEIR,

« ERAVRSBNYARERHRSRSHABEREMNEFERDIEFZMABNE P HITEN, HEREHR
7, FARETE VDA ERNIRENIERE X RIS R
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
Edit driver mapping X
Driver Name:  pown
— FX FPS Color Class Driver
| Use defaulty — e *.Deny
(O Allow
¥ Appliestoth O Do not create =
Virtual Delvy ) Create with universal driver only 0S, 7.5
server 05, 71 @) Replace with [fusr/share/ sfilters/Fuji_X 5, 18
Server 05, 7| p usr/share/ppd/cupsfilters/Fuji_Xerox bp 05, 7.12
Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

AR

X328 PPD IKEhiE X o

fERER
ALUMBAFHNREMERFBHNAREFTE. FIEEFIGITENNE AT LIRS E] VDA 2iE. X FREMNBER, T8
MBAMARE:

o MFEGHRE:
<client printer name>:$CLIENT_NAME:dsk$SESSION_ID

o WFRHHEZAER:
<client printer name>:$CLIENT_NAME:app$SESSION_ID
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AR

MRE—AFRENTATEAXTHNRENERTHNNAER, IERILIAREMTEN. TEAEERXBRNARE
FRIEPHKEITEIN LATEN, MEEEEABHNRERIEFHINBZFITEIN ETEN,

HEHER
FoIEFTED

FTENFTAIE B TIERY, 1B EITENSFIFER ctxlpmngt f1 CUPS #E32,

ITENSFIPIER ctxlpmngt 2—MRKIEHE, HMTERIEHRENIET. EETUTHSURIATETIFEF RS ER
517, 0R ctxlpmngt Xiz17, EMSLTHFEES ctxlpmngt,

ps -ef | grep ctxlpmngt

WMRMTEITED, E10E CUPS 1222, ctxcups BRSAFITENNER, H5 Linux CUPS 12225815, t#HBES Mt
BNLEE—, TBEIBITUTHSHITRE:

systemctl status ctxcups

Witk CUPS HERERIMS B

ZUE CUPS BE, EETUTH<SUERE CUPS RS, BN, CUPS BEXZEIZRE hdx.log +:
sudo systemctl stop cups
sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false
sudo systemctl start cups

sudo systemctl daemon-reload

=3

AR

IECENE R PR R e BRFTENHERIRE, FERREL T, TENHIESR, AAXSHRE CUPS 2e
o

FTEN4aH SO ELES

TENEBEHNEFFAREITESHEHELE. REPAENAPRETRIEFES, 2B @B IHE
~[.CtxlpProfileSCLIENT_NAME FR& X #1TEE:
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[DEFAULT_PRINTER]

printername=

model=

ppdpath=

drivertype=
BE:
printername ZEE SN2 UMEFIRIIATEINBNETR. E2—PRIE. B7HE.
TeeREEEF ppdpath. model 7l drivertype , R A FIREGABTEINMS, RE—TFREX.

o MRBAITENNIENEFSEFIKITEINARES, HEH model= EHAE A FTENNEDIZFHE S, AL
A |pinfo SO EIRITENA LRIR S EFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
ABERILUS B RS LA SHTENHLILAD :

model=xerox/ph3115.ppd.gz

o MRBAITENNIEEFSEFIBITEINARES, BEEXNITEINIEDZRFR PPD X#4i&1Z. ppdpath &
R AHFTENVIIRENAE 7 S BB X R 1R o

4N, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#&E#E—1 ppd E&igr:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd

o Citrix {2t 7 =FhR AR BRAITEINIRzh#2F (postscript. pcl5 # pcl6) . AILURIBITENHE MEAR B IR ThiE
FF2EEL,

B0, MREFIHBIATEINIRENIZF AR PCLS, &% drivertype 887!

drivertype=pcl5

mHKNAE

SR EREMSERITEIN., H=iER CutePDF #1 PDFCreator Z 289 E SAFTENHL LR RE LRI R T 5 T ENHLIK
MEFEX.
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FTENMEWBURF B PR B IAFTENH T ENIRThIE P, ST HEEshIRsIEF XE, NMREFFHITENNERNE
PCL5 Ixzh#2RF, m Linux VDA i#&$2892 Postscript IRapiEF, N HIia@E,

NRITENHIRNIEF LR BUIEH, RILAMITIA TS BRIAE R
1. ERIBLAFHNRAERIE,
2. i&17 vi ~/.CtxlpProfileSCLIENT_NAME &<,
3. FRIATFFERUTE Linux VDA LRFESITENS .

deletespoolfile=no

4. FHEABHERUMAELEENR,

5. {TEIXHUEMBT, TG, EEITEXHREE /var/spool/cups-ctx/$logon_user/
$spool_file T,

6. MEEAITHNEENT, MRESITIXHEANAE, RTEFRM, EEKR Citrix 21 GHRTENAE) K

BEZES.

7. W1R spool KNFAZE, MEEXEEFFEF . FEEITINXAHRNBEURTEF HIRIAFTENAYFTENH IR EhIZ
FPEY, WRBRETRIFTENNL (M) RzhizRE postscript, MBIEREE Linux BIERLK LITHERITEIX
fro KERBRSIER.

NREEITENXMHE PCL, EFFIHRIERSGRE Windows, NEERITENXHEFIZIZF IS, HERTREN
FTENHIRBHFE R 7E R P i TENA 4T EMZ Mo

8. KRSHITENHL B BN ER TR EIITENNIRENERF. THILL PostScript &P isiTENH A
a) BRENRIE, ERFHEELITANRSE,
b) {TFHTENEERIIF:
localhost:631
C) EAEMREIAITENN CitrixUniversalPrinter:$ClientName:app/dsk$SSESSION_ID
FUEITENN. ILIR(FEREREERINR,
d) R#F cups-ctx i£E, SAE#E Continue (44:) LUEXSGTENVIIREIER

e) 7 Make (#)3E7) 0 Model (B!S) FE&, M Citrix UPD IREHIZRE kiR R EIRIFTENHIREHIZ RS 141
i, WRLZET CUPS-PDF E#MTEIMN, mILLEER “Generic CUPS-PDF Printer” (@R CUPS-PDF
FTENH) EEhiERF. REFEX.

f) RS EMIN, WEE .CtxlpProfileSCLIENT_NAME HEBEIRIZFH PPD X H4KE,
WSS VFBRETBOFT ENHLE IR B IR EHAZ T o

Eia)

TEREMREMTE Linux VDA LITENRTF/ERIEIRE:
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CTXPS Rzpizr 5887 PLCATENHIARE

MRZEFTENLIRLR , B TENHIREDIZFF 12 B A BIE R R B A TENHLIREDIE T

FTENR AL BT ENREARIE

FEAME FIHITENIN LITEDASOEE, XS @BIARS SERHTRE. IRERNEERE, FRITEFERKHE
i&lo

EHEMAIEPEIFTENNAFTENEL S

Linux WE1ESS5 Windows BERFATRR. Alt, FAERAFHSRERFTENBEN. S URAXLEER, Hik

SER CUPS & F: [etc/cups/cupsd.conf,

KB HHEER LRI EREE TR

DefaultPolicy default

WNRRIEZ A default, WRELUTITHRIMEIZRIASEEE XML thep:

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
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PDF #TED

July 15,2024

fEA 15 PDF $TEN8Y Citrix Workspace M AERFhRA, AILUITEIM Linux VDA &iERERHERE) PDF, SIEFTENE
A kx5 =% T Citrix Workspace MARRFHAMITEN. EAMITEN L, AILUGEMAFE PDF £58{1TH
PDF, FH1EFmEFTENM _L#ITITED,

Linux VDA Z357E LU FhiZ<iy Citrix Workspace M2 L#1T PDF $TED:

« Citrix Receiver for HTML5 h4s 2.4 5 2.6.9. AT HTML5 i Citrix Workspace R F#2F 1808 &S
ks

« Citrix Receiver for Chrome hitzs 2.4 %1 2.6.9. EAF Chrome # Citrix Workspace B2 1808 &
ERhRA

« iEAT Windows 89 Citrix Workspace B2 1905 RE SR

[T

BT fEA S5 PDF $TENM Citrix Workspace R #2FhrASr, FE7E Citrix Studio g B LT HREE:

s BEFIBITENEEMIREAAT FINREARIT)
- ¥ BmtIE PDF @RITENIRENERH FHUNRENEERER)
« FEMEIREFIRITENNIRE N BB eI RFIA & A IRFTENHL.

BRXLEEE, HEEERHNKIEPRTITENN, ITMEEERERMITEN L, UWELERITEN. §X88
ZUNTEINBE R, 3B Citrix Workspace N BIEF i,

Remote PC Access

August 20, 2024

B

Remote PC Access & Citrix Virtual Apps and Desktops B BiZF. BEFEANEBRENMATFRTUREMNS
RZAZH R EMENAE PCo MBRAAALUAEEDAE PC, tiTaILUARTR TIEFRENFRENBIER. HIENE
o

Remote PC Access B {F B S Em A BZF MR Citrix Virtual Apps and Desktops A, HEMEE

Remote PC Access MIERFFFIZSEBE Citrix Virtual Apps and Desktops FREMERFAZHER, XfFgH—1%
RET—HEL—NEEAR, BP@dER Citrix HDX ZRHHIZERENAE PC £iF, FERERP AR,
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BXiEMEE, BB Citrix Virtual Apps and Desktops xierE) Remote PC Access.

=l

XEFEETE Linux VDA HE#:

o TEMIEN L, EX1EIE 3D RHX TR Linux VDA, BF NVIDIA WIRzh#2FFR%, SR T HDX 3D #x(H,
PC WAt RELTEEL, BRIREEFETEENEZ2NM,

o EXEE Linux HENEARSIERERALXENITENE R,

o BRIAFRSERAEAT Linux it&H,. BZEmAFSE, AREAMER PCHEEHRESRAZSBENITE
Mo MR EBERTMNER TRITLE R, FFE_ LM Citrix Workspace R REF A UEEBIAF £ Remote
PC Access RE=IEFIHRINAZE PC LN AEFHEE.

« NMEAFPEETHEREE PC, Z2ilM StoreFront B&h PC EELK,
o FWEEEIMAERT Linux &M,
e

BT Linux PC 1%, E7EB#r PC L%=%# Linux VDA, £JZ Remote PC Access AT ENER, AGEIE
RfTA, LUFEHEVIBE RSN PC alfiERisnNAFAER. UTBIFMANA T XD

$% 1- 77845 PC LR% Linux VDA

BIWEERENZERRE Linux VDA, EREdEH, ¥ CTX_XDL_VDI_MODE ZEMEREN Y,

+ 1% 2 - 62 Remote PC Access AW+ EN B R

1. 7 Citrix Studio 7, ARBHIENER, REMNREZETEFURHTENER.
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83 Citrix Studio

File Action VWiew Help
«=| 5w HE
] Console Root

v § Citrix Studio (site)

1O Search

% Machine Cat=lnnc || Machine Cataloa
£ Delivery Gro Create Machine Catalog

[# Application:

View
% Policies
@ Legging Refresh

~ [E» Configuratic
£ Adminis 2
Contrallers
= Hosting
&% Licensing
3 StoreFront
sy App-V Publishi
@ Zones

v B Citrix StoreFront

3 Stores

+ | Machine type Allocated machines

Single-session OS5 (Remote PC Access)

Single-session OS (Remaote PC Access) 1
Single-session OS (Remate PC Access) 1

Server Group [———— ]

Details - RemotePC-suse125

Details L_Mﬁhm l Delivery Groups J ‘Administrators

Machine Cataleg

Name:

Machine Type:

Set to VDA Version:
Scopes:

Zone:

2. BEENTIELN TP,

tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Machine
RemotePC-susel25 Installed VDA Version: 20.09.0.3
Single-session OS (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
7.9 (or newer)
All
Primary
.
Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

netwaork interface card configuration.

Learn more

[ Don't show this again

3. ERERS%TIE Li%EE Remote PC Access,
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix DaaS (#1#r Citrix Virtual Apps and Desktops AR%3)
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "*xcitrixx"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}
FNEREEMERE, BITUTHLUERENEZNE—ITIRT:

$bhc = Get-BrokerHypervisorConnection -Name "<WoL Connection Name>
n

$hypUid = $bhc.Udid

KMREFENE—RFRRTE, BTU TS EES Remote PC Access i+ 8 B RHEXEx:

Get-BrokerCatalog -Name "<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid

5. BEHENBERPNS N VM £8 BIOS A# NIC LR BEMREE,
AR BRABENREENTS ER T BN EENREMNS.

« E7£ BIOS HEHEIHMMEER, EHMITUTIRIE:
a) # X\ BIOS HERARBIZMRERINEE,
nia BIOS M7 A BURA T EARMIEISE A EHSEEEER BIOS HEHE,
b) REEMIEEHEHMEITEN.
« Z7E NIC LEABREMIREE, FHITUTIRE:
a) i5fT sudo ethtool <KNIC> &< LUEEEHN NIC 2EZIFO%KIES,
<KNIC> 2&M NIC Big &R R, Fltl ethO, sudo ethtool <KNIC> &<RftEx NIC
TheerY g :
- NRHEFEE—PEMTF Supports Wake-on: <letters> Bf7 (He <
letters> 88F® g), &M NIC EX3REMREELISIEES %o
- MRHHEPEE—PEMF Wake-on: <letters> W17 (Hrh <letters> B8&F
g, BREEFE ), WEHMRELINERSZERA. B2, MR <letters> 8%
FEd, WRTEEMRENEEER, EXMERT, #@diEfT sudo ethtool -s
<KNIC> wol g@&<EmRIRmMEE,
b) EAZEALITHRYT, S8REHEHEREIT sudo ethtool -s <KNIC> wol g®<. B
KA BUIET, ERIBENAZITRERUTSR:
Ubuntu:
¥ up ethtool -s <NIC> wol gfTHAmMBEORE XH /etc/network/
interfaces /i, fi0:

# ifupdown has been replaced by netplan(5) on this system.
See
# /etc/netplan for current configuration.
# To re-enable ifupdown on this system, you can run:
# sudo apt install 1ifupdown
auto etho
iface eth0® inet static
address 10.0.0.1
netmask 255.255.240.0
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gateway 10.0.0.1
up ethtool -s etho® wol g
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X% /etc/sysconfig/network-
scripts/ifcfg—-<NIC> s:
ETHTOOL_OPTS="-s ${

DEVICE }
wol g"

RITEREM

L&t %7E Remote PC Access HER B MIRERRY, 5EE U TEI:

o ZMTEN B RALUERBRAEIE M MREE EHER,

« BEff—5 PCEER—& PC, Mma PC R TR—FNER, HEAERNBEMREETHER, X& PCEE
HEZERAENHTENERFHFER,

o FENERNEAHEXE, MRENBEPELSZSIMXE, WFEEES MR ERBEAMREENER, X
EFERTFITENER.

o LIREMERESR/I ik 255.255.255.255 #1771 #, HRIZMIAL KM L,

o FRPBHAEMTH—E PC (WFENEMMRERERE), 7 8EREZFMHEITEN.

BIFEEEM

TERERBEMREEI R EE R

o VDA B RELFEM—R, A aEEREMRBEEMmREENAEmREE PC,

o BIEMREETHEE R AEM THiEE PCo ZINRERSTITHMEIRIRE, BIMIERBINTKA.
IR BINNIREE R, 1ZThAETE Studio FEIM. B2, FXFHE Studio FéREHEM.
o JHEEEIUTRMARNZ—KIX:

- YAPERABHIE PCMEiEHE VDA KMt
- YEERM Studio 2 PowerShell FikiZTH B R <SR

+ B F Delivery Controller 7513& PC W JRRKZ, Hit, Studio EERERS FTERFXZ# Delivery
Controller &8 VDA SEAHREREE PC 2 TFER X H.
FEZAR
TEZ Remote PC Access WEMEIR:

o FRRFEIGITIER: Remote PC Access i&itRE,

« Remote PC Access &z 45#r9R: Citrix Remote PC Access R A =S E (KR LN,
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=&
July 15, 2024
KEIABTEE LT E:

o BIENEE

s FRRNEERER

o RENAERF

o RIEAEMN

» Rendezvous V1

+ Rendezvous V2

o FATLS RIFAFRIERS
« EA DTLS RIFAFPRERE

BENZ 4

July 15, 2024

BiER &2 Citrix Virtual Apps and Desktops #raT LI Enlightened Data Transport (EDT) #£9 ICA 3%
BRI, 2 EDT Relfet, BEMEREIETRE TCP,

EDT 2EFAFHIBRNIY (UDP) 2 Citrix EEFRMNIN. SERSRSHAIT BENEN, EAGHEMENK
BERAEREH T HENARPGE, EDT R8T AAIENEFAE ICA EIMEENHIEETE, MMiEMELG. F—
BE R AR,

BXFMER, ESR Citrix Virtual Apps and Desktops (4 eR# BIER (% 4o

ERSFERBEN G

BANBER T BABENEH,. AJLUER HDX Bi&R Fin kK ER0E AT km:
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Edit Setting

HDX adaptive transport

Use default value: Preferred

- Applies to the following VDA versions
Virtual Delivery Agent: 7.13 Server OS, 7.13 Desktop OS, T.14 Server OS, 7.14 Desktop O3, 7.15 Server CS, T.15 Desktop 0S, 7.16
Server 0S, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Server OS, 7.18 Desktop OS, 1808 Multi-session OS, 1808

ingl 08, 1811 Multi-session S, 1811 Single-session OS, 1903 Multi-session OS, 1903 Single-session OS, 1906 Multi-
session OS, 1906 Singh 1909 Muli ssion OS, 1909 le-se: 08, 1912 Multi-session OS, 1912 Single-session
0S, 2003 Multi-session OS, 2 Multi-session OS, 2006 Single-session OS, 2009 Multi-session OS, 2009
ingl 08, 2012 Muli 08, 2103 Multi-session OS, 2103 Single-session OS, 2106 Multi-
session OS, 2106 Singh S, 2109 le-se: 08, 2112 Multi-session OS, 2112 Single-session
0S, 2203 Multi-session OS, 2 Multi-session OS, 2206 Single-session OS, 2209 Multi-session OS, 2209
ingl 08, 2212 Muli

session OS, 2305 Singh

0S, 2402 Multi-session OS, 2402

08, 2303 Multi-session OS, 2303 Single-session OS, 2305 Multi-
ssion OS, 2308 Single-session OS, 2311 Multi-session OS, 2311 Single-session

~ Description
Adaptive transport s a network-aware data transport engine that provides efficient, reliable, and consistent congestion and flow
control.

By default, adaptive transport is set to Preferred, data transport takes place over a proprietary transport protocal, Enlightened
Data Transport (EDT), that is built on tep of UDP, with automatic fallback to TCP. Additional configuration is not required to
optimize for LAN, WAN, or Internet conditions, Citrix's transport protecol responds to changing conditions.

When set to Off, adaptive transport is disabled and TCP is used. Recommended when using SD-WAN WAN cptimization, which
provides cr ion tokenized , since WAN C has its own congestion and flow control.

Setting Diagnostic mede forces EDT on and disables fallback to TCP. Recommended for testing purposes only.

Nene of these settings affects other services that depend on UDP transpert, such as UDP Audio and Framehawk.

-

o BiE: BENEEATEARS, ©FA Enlightened Data Transport (EDT) fEREEEEIMNY, FHEHRE
TCP,

o DRI BENFWERA, HBHER EDT. EXAMERE TCP, {GEMXNIAMBKEHRERILIZE,
¢ X BENFREREA, RE TCP AFEH,

RERSEEERABEN G

EHNERER EDT AEHSAIZIENERDN, HBITUTHL,.

/opt/Citrix/VDA/bin/ctxquery -f 1P

MREA EDT, MERNERNESE UDP, #in:
- $ ctxquery -f 1P
SESSION:ID TRANSPORT PROTOCOLS RENDEZVOUS
jl-u20:0 -
jl-u20:1 -

jl-u20:2 -
jl-u20:12 UDP-CGP-ICA
: $

EDT MTU kI

MTU kM a3 EDT EERISFENEHBERAETHENM (MTU), XEEMETUMIEHINETRES SEIEAE TS T AR
URIEN EDT $EERER.

RHFEK:

 Linux VDA &{EhR7x 2012
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« Citrix Workspace R :
- Windows: 1911 s{iFE =k
» Citrix ADC:

- 13.0.52.24 FERRA
- 12.1.56.22 HEBRA

o BHBASETEL

NREFEANBAZIFNINENEFIRTSERA, B5H CTX231821 UTHRAEXEEESEINMENEEX EDT
MTU B9F4ER.

=% VDA £89 EDT MTU &I

EDT MTU &7 VDA LBUARFEARS. ATLUBIEE MtuDiscovery FMRIEEBHANEA, MR

e
o« EEAEDT MTU %3, EFEATHSIEZE MtuDiscovery iFMERM, EF/E6) VDA, REERF VDA
A

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Terminal Server\Wds\icawd" -t "
REG_DWORD" -v "MtuDiscovery" -d "Ox00000001" --force

o« BZMEDT MTU %3, EMIBR MtuDiscovery FMERME,

o d==
(=1

i

AMRFEFRERSBERME, FTRFEEMEERERS, Citrix BAEREEEMRFIERCHATY
SHHMBEMEEBIF LR, ERAEMKRRERFTEIENRL, EREEIMERZE, BSUEITED.

EHE P LR EDT MTU 23
BILUETTE ICA XA MtuDiscovery 8%, E&F G LB EFHIES EDT MTU X3, ERALIIE, 18
£ Application BH F&BE T HRES:
MtuDiscovery=0ff
EEMBALLIIEE, EM ICA Xk MtuDiscovery 5%,
BE:

ZE ICA XS HGE1ER, 157 VDA £BA EDT MTU &I, 1R %7 VDA £EEH EDT MTU &I, M ICA
XHSHTKo
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1852RY EDT RZEEH|

SINT —FEEHEIERMA EDT thilo XFLIMAIF EDT EMESHEUEHFIIER, MMERAEF F5,
RINERATEALIIE. EREZARENER, BEARNETUTHS, RAEEHE ctxhdx iRS:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Terminal Server\Wds\icawd\Tds\udp\UDPStackParameters" -t "
REG_DWORD" -v "edtBBR" -d "Ox00000000" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Terminal Server\Wds\icawd\Tds\udp\UDPStackParameters" -t "
REG_DWORD" -v "edtBBR" -d "0Ox00000001" --force

HDX BENEMHE

August 20, 2024

HDX i Et 8 AERHHE FX S ietHiAE ICA RIENEBETE, AHETXNBERTIRENRSNE, X
—RBENEATFERESRMEHIBERIT G, LHRESERMER, thINgeHERTILENBAF AR, BiRET
BHIRE M. ERXGER. ERFNIIRERURESHNERENSHE, BFRNESEREEURE ICAs
EPNEAHIERRE SN REMERFEM, MNRBIXMER, FHERKRLD, UBREREHERNE=EN
EMHAFMERZ T 4,

BE.

HDX BiENEM S@ETIEHNEIMEFiETEE VDA RET TIEBREETXMWAR. TEFHARE.

ZINEEE R VDA &{EhRZs 2311, BIABBILLIhEE. WMREWRE, WA LLEEE VDA BIEfTU TS REREE:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd" -t "REG_DWORD" -v "
AdaptiveScalingEnabled" -d "0x00000001" --force

ZIERN R AR B B iZThee R BN RS,

REERER LHBEEXESMEEHES

July 15, 2024

BREERFEMIBEXERIERHER
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e

g SUSE 15.5 EfE/AZIhEE, EM http://download.opensuse.org/distribution/leap/15.3/repo/os
s/ & imlib2,

ALERUTRLREEXERESIRBEEMIZEIZEERFR. ERREERFEMIEHENEEHESR, &
LR SR EREGT. TARIER, BLXETEIEEERE, ARHIRSHIIETIEE,

EiRE AT IERE SN, 1HE1T:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\

Control\Citrix" -t "REG_SZ" -v "LogonDisplayStringTitle" -d "<Banner
message title>" --force

g BN RAKESN 64 T,
ERERTE XEEEBMNIEXXS, #HIE1T:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix" -t "REG_SZ" -v "LogonDisplayString" -d "Body of

custom banner message\nBody of custom banner message\nBody of custom
banner message\n" --force

g E R EXHNRAKEN 1024 FT,
e

\n TREIEBHRITR. FIRAIP, EIEEEREN TR

ATHREHNBEEXERESRITHET, ErRFEERRXFM. HlWl, 57 HTML &8 & ®r &, H1E
FR ) SIERE N RAMT (**\**) LU7E Bash @Rt E#ITE N,

ERAZEERRRTAMIBEXER, HET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix" -t "REG_SZ" -v "BackgroundImagePath" -d "<path to
the background image>" --force

ETEEHENER, SEAPSAERENERERER.
fuan:
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RIEERFRETH

THEFARZSRPNZIEERFRE RO

« BAER (SSO) HEFNRIEES:

domain\user

ETRERIRE.

o HAEIE SSO HRPHRIEFR:
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- 7£3F SSO HRHhFEZIGH PIN 13,
- BFAILHREEA PIN B3R9RTINE, A BRI HEIRIBN.

- YAPERS5ERE Citrix Workspace i A2FRERNEERRNEESE R VDA 21E8, 3 SSO %
IRIEER!

BF&EERNARRBMNED:

vz

BXIESSO HRPXFHNAFRFHEIESENAS, ESHIF SSO 5145010k,

ZRIEAPYDHNEEXSEFER

August 20, 2024
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AILAfER CTX_XDL_DESKTOP_ENVIRONMENT TE&ANSIEAFEEREIFMR. B 2209 e, SiEMAFALUE
EXBENREIFR, HNERE VDA EREKEIME, FreltSiEAF EALINEE,

TRETTZFRSIFAFPUSNEEXKEIFEN Linux KTHRMKEIFRENTIR,

Linux &Z1ThR THRNE®E
Debian 12.5 MATE. GNOME. GNOME-Classic. KDE. Xfce
Debian 11.9 MATE. GNOME. GNOME-Classic. KDE
RHEL 8.10/8.9/8.8 MATE. GNOME. GNOME-Classic. Xfce
Rocky Linux 8.10/8.9/8.8 MATE. GNOME. GNOME-Classic. KDE. Xfce
SUSE 15.5 MATE. GNOME. GNOME-Classic
Ubuntu 22.04/20.04 MATE. GNOME. GNOME-Classic. KDE. Xfce
KEYIRGL

pE=

ZR LRI MR IR & R AT R R EIF R Z BT,

BEMRIHREVIRE BFKEFR, BEIIEPBITHEEASS

WRBIREEIFIREN: BITITU T8R!
GNOME Jopt/Citrix/VDA/bin/

ctxdesktopswitch.sh GNOME

GNOME Classic Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME-CLASSIC

MATE Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh MATE

KDE Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh KDE

KDE &'~

« Magnus aaEx7E KDE FREahBYinE. FARRAE, EaILBEE!T sudo apt remove magnus
SkfiBR Magnus 3R,
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« ZEZ/H KDE BErpffiE i Ie QT B, 15 root AR SHET RN TREREE /usr /share/qt5/

gtlogging.ini:

gt.gpa.xcb.xcberror.error=false
gt.gpa.xcb.warning=false
gt.gpa.xcb.error=false

+ KDE WREFHAIRER KM, (FABRTTZE, RITRNERARENBBERE.

ERAIENEERER

July 15, 2024

£ Linux VDA EWEH S HIHENERT, AUEERNEER. IREET RNEER, WEEKIEERIEE
HREAMNET—FET. BRHEZEREHEERNEERT,

TRNETHHTRELHE B RAVERRDL

ARRRIN AR e
LogNoHome EHRAFREAIMESEEERME  create -k "HKLM\

HomeMountPoint

ATERRIE, RINMER L, RTR.
MR ZEREN O, NIFEATE
BEBRHNREER.

£ Linux VDA L& B acihiEd o,
fign, R /mnt/home 2%EH A,
MARKEERHAN /mnt/home/
domain/<user_name>, R
EHR

S5EMIRERNAR EBREE. XS
CheckUserHomeMountPoint
RER O, GEASEK.

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome"-d "0
x00000001"--force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_Sz"-v "

HomeMountPoint"-d "<A
directory where the

NFS share 1is to be

mounted>"--force
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AR

iR

ANA
AN

CheckUserHomeMountPoint

TempHomeDirectoryPath

BHEERARRENEERREN
Linux VDA Ef&#=. MNREHA
PREENEIERRENEHR, B
HEREN 1. FRINMER 0,

7£ Linux VDA LigEIFNEER,
RS S S MR, BINER
/tmpo NHEHSHATE
HomeMountPoint B

CheckUserHomeMountPoint

A e, GREERIRESSEM.
BRHNIGREBREN
/tmp/CTXSmf_user_-id,

CheckMountPointRetryTimegBRELERTRINAIRE, X

RemoveHomeOnLogoff

?‘jg*’/b_;’ﬂo %ﬁi}\{ﬁﬂg 50

EHIRBERFEENRRIEEER

FRo 1 RTR. 0 FTEo

ctxreg create -k "
HKLM\System\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
CheckUserHomeMountPoint
"-d "Ox00000001"--
force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_Sz"-v "

TempHomeDirectoryPath
"-d "</tmp by default
>"--force

ctxreg create -k "
HKLM\System\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "

CheckMountPointRetryTime

"-d "Ox000000010"-—-
force

create -k "HKLM\
System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
RemoveHomeOnLogoff"-d
"OXx00000000"--force
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RGN RAER

July 15, 2024

&8 Linux VDA 7.13 i, Citrix mFIERZIFN Linux TEHRRNT TENARFIE, FRENTEMFERED
TERN A fE A b ThRE.

e

£ Linux VDA 1.4 /1, Citrix 187 M ERFRHIELLEN BEFMIEHZ RN X,

{E/ Citrix Studio A& BIERF

EE LUE SR (A SIE N AR RN M AR (GAN &% Linux VDA EREMNNBEF. Zidi25%% Windows
VDA FREMNNBREFEM. BXFMELR, 51 Citrix Virtual Apps and Desktops xt4  (1R#EEEBH Citrix
Virtual Apps and Desktops his) .

AR
o EERTARN, BHERNEEIGENSENNAEFRINBER.
o BANBNENNBEFMEmEZTOIERMA VDA FzRT4H,

o BEERTENAER, B707E StoreFront EEATEER, TEEXRIALTEARS. IREEBTIR
B “TWIMode=0ff" 2miz&=, EMFRILIZE, MIFEEEZS “TWIMode=0On", BNRTRET AR
HERHRRE,

PRI

Linux VDA R #5821 AF BohE—R AR SN FHREG.
ENAEFSER, RERETNRRFRES N IRTEIETT.

BEA0a)

ERWNBREFRERI T A TEAMR-:

s FEFEKATED, BONLATTERERIRSSHHE R

s ALIFMNEBRGHNAREFMEEONANS,

+ 1&17% LibreOffice AR, REE—NBENNARERF 2R Citrix Studio b, FAXENAEFHE
=g,

+ “Dolphin” ZXMWEF QIS WERGNAREF AR ERER. ERIER, HSHEMILLA https:
//wiki.archlinux.org/title/Qt #932%,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 416


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops.html
https://wiki.archlinux.org/title/Qt
https://wiki.archlinux.org/title/Qt

Linux Virtual Delivery Agent 2407

o Linux ZAEFBEEE— “XF &0, HHEE2EXEEFEANEAREFNER, MRNEZEEH Web
HEFEEMTXEROR, £E T EOFRH Web $£Z7] UM calc. gedit. B LibreOffice E4%
BAGHNAEFTEL Web X588, TEDBE Web MINSRSEINARFRE, HETESBRREM,
EfF AL, BRI U T ERELRIA Web 35528:

1. EEEXMUEHREIZE none.sh X, Fiw:
sudo mkdir /home/none
sudo touch /home/none/none.sh
sudo chmod +x /home/none/none.sh

2. BLUFTARME none.sh S
#!/bin/bash
echo '"NONE"

3. fEM sudo 8z /etc/xdg/mimeapps.list X, ABFUTITHME mimeapps.list 32
[Default Applications]
text/html=none.desktop
x—-scheme-handler/http=none.desktop
x-scheme-handler/https=none.desktop
x-scheme-handler/about=none.desktop
x-scheme-handler/unknown=none.desktop

4. {E/ sudo 8l /usr/share/applications/none.desktop ¢, A/ LU 477 10ZI none.desktop
X

[Desktop Entry]
Encoding=UTF-8
Version=1.0
Type=Application
Terminal=false
Exec=/home/none/none.sh
Name=None

Icon=/home/none/none.sh

BAFEAILUE none.sh XHBFEEXMUE, FHLLiEHR none.desktop ATLUERSIA none.sh 3
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Rendezvous V1

July 15, 2024

£/ Citrix Gateway AR 5583, Rendezvous thi iR E4e:d Citrix Cloud Connector, UEEZR£MERET)
Citrix Cloud #=#I¥®E.

ERMEENREREER: 1) &6 VDA FHMAKIERENTE; 2) HDX 2iFRE,

Rendezvous V1 #3F HDX &iEig&sed Cloud Connector, BE{EK Cloud Connector RIEFFEIEHEIRE L
#17 VDA AMFISiERIE,

£

« {E/ Citrix Workspace #0 Citrix Gateway RS A 1R1F 15,
o #HE@E: Citrix DaaS (BLgi#rA Citrix Virtual Apps and Desktops Bg3) .

o Linux VDA h#s 2112 S E=hRas,

- hR# 2112 236ER HTTP RIEFREHNRIRRES.
- hR7 2204 ZFEEARIEM SOCKS5 RIEFEN IR,

o 7£ Citrix Z588 B Rendezvous hille BXFMESR, F2E Rendezvous MY EEIEE,

o VDA https://*.nssvc.net AFIHEANIR, SEFMEFEH. MRTEHBELZERNEMEFAR
MBAKFFIRS, BZAER https://+.c.nssvc.netMhttps://*x.g.nssvc.net, H*
EFAEE, B2 Citrix Cloud >3t (7 Virtual Apps and Desktops BRST7) B Internet iEZER S
FENIRAFLCE CTX270584,

o ERESLIER, Cloud Connector %73kEX VDA #9 FQDN, @MU TR ARZ—ERtbEsS:

- R =2 DNS i, SMITREE>REHITHASHE DNS B8, HE, £/

Citrix Virtual Apps and Desktops iz #2 PowerShell SDK # iz 178 ¢ Set-BrokerSite

-DnsResolutionEnabled $true, #& % Citrix Virtual Apps and Desktops iz #2
PowerShell SDK Bi##ifs 5., S5 SDK 1 AP,

- BB VDA PTRIZRA DNS RMEHR XN, MBEXFUIAT, HITEINEE VDA BENBEZHE
it PTRIZR. Alt, BEAARKAEERNARENSR, SMIITENEE > BERIR > M2 >DNS &
P, AEREM PTRICRIGEENERBBH M. WNREEN DNS EE 51 DNS FEFRLE, FiE
HHECE Connection-specific DNS suffix (EiZi$E/ DNS BR) 8B, UEITENEEBRINE
it PTR iR

=

=

ynR#EA DNS f#mizm, M Cloud Connector &4 7aEMSAET VDA i+ EHMZLREREZ (FQDN), 7£
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ME AP EERED VDA HBENIIERT, BFRIRRETLIMEESEENT VDA I+EHR FQDN,

WNREM DNS RAEHKXIE, U PTRIERFH FQDN %475 VDA i+E#H FQDN #8LE, g0 PTR 2
FEESTREA FQDN, NECRIEZFEEK. Fla0, mRitENMN FQDN 2 vda®l.domain.net, M
PTRIZZ#MEE vda@l.domain. net, EAHEM FQDN (i vdadl.sub.domain.net
) BREER.

RIBECE

VDA #ni@id HTTP #1 SOCKSS5 {38%17 Rendezvous &,

RIPEEEM

7£ Rendezvous HERRERN, HEEUTER:

o ZHFIRZERR HTTP RIEA SOCKS5 i,

o FLIFRIEERENNE., BERE, WE VDA 5 Gateway RS ZEH ICA REFSWES. BEIRE, &
W, EEEPE,

o HTTP RIBEIFEAINEM Kerberos BHIIEMMEIFETIHENN S ML, EEINRERSSH, hEs
HIIE A RS E %R Kerberos i, Kerberos 2 Linux VDA Zipmg—A%,

AR

Z{E A Kerberos, % AMANRERSSBOIERS TEZR (SPN), HISHS5KIER Active Directory
kP X Bt VDA EBIISER KRN HTTP/<proxyURL> # SPN, EF{E URL 2 X
Rendezvous IEFHRIKIGETRERN, WNRACIE SPN, BHIIEREEK.

o YHATRSZHER SOCKSS REB#ITHNIIE. NRMEMA SOCKSS K12, “MEEERFIS, LUERE Gateway AR
SHUtRYRE (EEXRPIEE) ATUSE S HIIE.

« RE SOCKS5 RiExz#rilmid EDT #17#dEER. xtF HTTP K38, &R TCP £ ICA BRI,

B

Rendezvous % #5%&EA HTTP 12, MNREMLEHEABEANRE, WARFERE VDA L#iTHMEE,

IFZAHER

EMEPERIEEARIERN, S Rendezvous NEREEIGE. BRAZIZERE, 5 VDA$EE HTTP 3t SOCKSS5 1t
i, LT RREERAMAE, fli:

o REMhYE: http://<URL or IP>:<port>=socks5://<URL or IP>:<port>
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Rendezvous I&3iF

INREHBAMEER, BRBTHSERIERTEEEM Rendezvous:

1. 7 VDA kA=,
2. 1517 Jopt/Citrix/VDA/bin/ctxquery -f 1P,
3. it ERRIEE R

« TCP Rendezvous: TCP-TLS-CGP - ICA
« EDT Rendezvous: UDP-DTLS-CGP -ICA
« @32 Cloud Connector {{3#: TCP - PROXY - SSL - CGP - ICA 5 UDP - PROXY - DTLS - CGP - ICA

e

MEREAT Rendezvous Bt VDA EiiE#iAiA Citrix Gateway RS, VDA ¥ [EiERi@d Cloud Connector
32 HDX &1,

Rendezvous B TERIE

TE#HR T Rendezvous iEEHiE.

BRESRT BRI,

1. 413 Citrix Workspace,

2. 1z Citrix Workspace F#NER,

3. WMERERAAM Active Directory, Citrix DaaS #EF Cloud Connector i@i&i&id Active Directory 34&
EFHITIIE.

Citrix Workspace 27 Citrix DaaS &R,

M Citrix Workspace #i%## %R, Citrix DaaS @ VDA REX—5HE, UBASEASBMTFES.

Citrix Workspace ¥ ICA xxt+ &%= % Citrix Cloud %£m# STA ZiFiH S,

i sEE S Citrix Gateway RSS, RHEZEERI VDA KWEIE, Citrix Cloud $W%IE%EiE,

N o ok
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8. Citrix Gateway g 55 ¥ E %15 2 £i% 2l Cloud Connector, Cloud Connector #EiEZESE N Ren-
dezvous %%, HigEE %% VDA,
9. VDA 115 Citrix Gateway lREMEZEE.
10. WRXA7E VDA 5 Citrix Gateway RSz a2 B, VDA i@ Cloud Connector REEHER,
11. Citrix Gateway kS Eit=5 VDA Z[aEiL%E#E,
12. VDA i&d Cloud Connector f&8h Citrix DaaS ¥iFEiFa]i,
13. Citrix DaaS &z Cloud Connector & VDA kZEXIEHRIE, XEBEHRENA,

Rendezvous V2

July 15, 2024

f# /4 Citrix Gateway AR5 B¢, Rendezvous il s iFmELed Citrix Cloud Connector, UEER£MEEE
Citrix Cloud #=HIFm®E.

ERMARNREREESE: 1) 124 VDA EMASIERENRE; 2) HDX 2iERE.

Rendezvous V1 43 HDX £iEmg2453 Cloud Connector, BE{BEK Cloud Connector RIBFFHEISHIRE L
#17 VDA FMFSIERIE,

SHEMA T ARE AD B ENMR NN EVIE Rendezvous V2 58 £iFME4IE Linux VDA BB &1ER, Xt
FERMAEFEMITEN,, Rendezvous V2 #iF HDX SigflizsliiEssd Cloud Connector,

K

5 Rendezvous V2 WERZ:
« fE/ Citrix Workspace # Citrix Gateway RS i5 1R 1E,
o #H)F@E: Citrix DaaS (LLEI#RA Citrix Virtual Apps and Desktops BR%3) .
» VDA hR7 2201 s E Sk,
- hi7s 2204 2 HTTP #1 SOCKS5 RIZFTEHRIKARZS.
« 7£ Citrix #BgHH /S FH Rendezvous ihille BX¥MES, 1E5iH Rendezvous MiVEKIEE,
« VDA %ZERGRIE

- TCP 443 EMhttps: o MRETZELIZARNAVFEIE FiF, WETL
R https: , Hrh <customer_ID> ¥ Citrix
Cloud Z/~ ID, t0 Citrix Cloud B2 R A FFT.
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- https://*.nssvc.net, BEFEMEFEH. MRELEEIZANEREFHINAEE, EHH
FA https://*.c.nssvc.netfMhttps://*.g.nssvc.net. BXFMER, ESHA
Citrix Cloud xx#4 (£ Virtual Apps and Desktops BR$5F75) B9 Internet iEZEREFHFIFIRFC
XE CTX270584,

VDA pRHemSEIR R EXIR B Ayt :

- £ TCP 443 £, AF TCP Rendezvous,
- £ UDP 443 £, BT EDT Rendezvous,

RIEEE

£/ Rendezvous BY, VDA @3 RIBERIZEAEN HDX £iERE, ML RENERIIEEN AR,
EIEFHAEE.

EHIREREIEREM

o N&HFHTTP R,

o ALFHUEEMENINSE, BEEGIS, UE VDA M Citrix Cloud iZHIFEZ BIMEGIRERIWI=EH. BER
BE, BN, EE/HRW.

o AEEHRIEZ NIV,
s ZARXKIRERENE, BRIOTAHARFEIME:
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http
://<URL or IP>:<port>" --force

HDX REMEEEEM

o X¥ HTTP #1 SOCKS5 i,
« EDT R&E5 SOCKS5 RE—EEA.
- ZRHDX mEBRENRE, A Rendezvous RIEAERIKILE,

o ALIFIRCMRENNE, BB, LUE VDA M Citrix Cloud =4 FEZEH HDX SREXASEEE. BE
HIE, BN, EER/HRW.

o HTTP RIZBEIEANEHN Kerberos BHIEIEMYEZFETIHENNSHIEIE, EERERSSR, hEs
HIIE A =S E %R Kerberos thi¥. Kerberos 2 Linux VDA EpM—A%,
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} =

=W

ZfE A Kerberos, % AANNRERSSBZVIERS EEZTR (SPN), HIEHE S5/ IER Active Directory
kP xB. VDA BRI SERERER A HTTP/<proxyURL> # SPN, EF{E URL 2 M
Rendezvous {IEHEKITEFRERN, MRAFCIE SPN, BHEIEEERL,

o HAIRZHER SOCKSS REBE#ITE I, NRFEMA SOCKSS K18, HAERERFIS, LUERTE Gateway AR

SHULEYRE (EERPIEE) AISHE B HI0IIE.

« 2B SOCKS5 REz#h@d EDT #178EEH, xtF HTTP I8, A TCP /EX ICA BERIHL

BEAAIE

Rendezvous %#5%EEA HTTP I, MREMLEHEAEANE, WAFEE VDA L#iTHMEE.

in{IEzE Rendezvous V2

TEHEELEWIFEDREE Rendezvous HIH 1R
1. BEHERFBRFFEER,
2. REVDA R, BITUTHSTLUREFSIEMRIN:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

Xx00000001" --force

3. E#RzN VDA itE .
4. B Citrix SRERHEREINE LK.

+ J% Rendezvous hiX¥i& Bi& N 2. ZRINE R T, Rendezvous hiX b FEABARS. BA (RiF)

Rendezvous #i¥f&, Rendezvous V2 i3k V1 £,
o BEEHIEMIEE Citrix HIRTIES. ZHRBERTEESA Rendezvous A&,
o iBHR Citrix RIEEGEHMNMRELR, URBSHMEK,

Rendezvous I&3F

ERERIFEZD[IEEMEA Rendezvous i, EELmPIE!T /opt/Citrix/VDA/bin/ctxquery —-f
iP &%,
BRI IIISRAE R
o TCP Rendezvous: TCP-TLS-CGP -ICA
+ EDT Rendezvous: UDP - DTLS - CGP - ICA
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 423


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/session/rendezvous-v2.html#requirements

Linux Virtual Delivery Agent 2407

+ i@ Cloud Connector f{32: TCP - PROXY - SSL - CGP - ICA 5% UDP - PROXY - DTLS - CGP - ICA

WRIEEER Rendezvous V2, thilhrasiE2x 2.0,

'

MEEAT Rendezvous Bt VDA TiiE#EiAiA Citrix Gateway RS, VDA ¥[EiERi&@d Cloud Connector

2 HDX &i%,

Rendezvous &=

TEHBAT &% Rendezvous &= RS BIRF,

User Devices

Q«@

DMZ
o - @ e s
1dP _‘__> - Firewall Firewall
+ Workspace
OM ) ) —ﬂ—b Control Channel m_
D =

2 9|
Citrix DaaS /ﬁual Delivery Agent

Gateway Service

VDA 5 Citrix Cloud #3z WebSocket ZEiZH i+,

VDA 7£ Citrix Gateway RS EMHRS T A

VDA 5 Gateway IR BILKAIRHIERE,

AP EME Citrix Workspace.

Workspace &S BITEEFH SR EEAZIMEMNA AP #1THHRKIE,
APBANECHIER,

ISR P SRS, BRSEEERE Workspace,

Workspace AR ITER RN EH B RXLEER,

© e N LW

REIEMIFES,
10. VDA £/ Rendezvous e R EARIR#EH T,
11. Citrix DaaS £mEshEiEFHEiT Workspace BEELZXZAFIEE.
12. AFPMIRSREREES Gateway RS HRHE B NEIBLUAIT B A IRIEAIRF EEEFINE IR,
13. Gateway BR&#EZERE%1XE VDA,
14. VDA A5 Gateway BRSHISIER T EEERE.

AP M Workspace &R SE SN 2T, Workspace @ Citrix DaaS £3i#iEK, BERIEEZHET VDA

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

424



Linux Virtual Delivery Agent 2407

15. Gateway BRS57eiin=5 VDA ZBlliE#,
16. VDA IiF=iERIFE],
17. Citrix DaaS @ VDA % ixiERH%RES,

Secure HDX (& ARFShR)

August 20, 2024
AU EIH AN Citrix Workspace K2R (BFH) 5 VDA (RiFEH) ZiaH ICA &%,

iHEIHINE (E2EE) ThEER i &4E Citrix Gateway ERMEAPEMLTERRES ICA RE. EAIMURAKRENRS
Wi, #EZFEREMNEE,

+ Linux VDA &{fEhR7s 2311

« Delivery Controller &1k 2308

« StoreFront &1fhk4s 2308

« EMAT Windows # Citrix Workspace M Bi2F&{fhkZs 2308

[T

B

B 2

RINERT, iH25MN%E (E2EE) hEeb FREARS. BBHBA, 157 Citrix Studio #%§ Secure HDX Bz B
HNERBA.

ZHRERET

%3N (E2EE) ThAEEE M Linux VDA LI ctxcertmgr IRES#1TEEN B S RITPREMH,

ctxcertmgr [REBIREF BN K AIEMNBEEZIEE. RIAMERT, ctxcertmgr iREE 7 X1EER= 2:00
—RIER (BFEAR) . B UERIMUT U TRBIEMRIGERTHHEREIT:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\SecureHDX" -
t "REG_SZ" -v "CaRotationStartDate" -d "2023-10-19" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\SecureHDX" -
t "REG_SZ" -v "CaRotationTime" -d "00:45:30" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\SecureHDX" -
t "REG_DWORD" -v "CaRotationPeriod" -d "0Ox00000005" --force
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ZELEERTREF, E—RERELITEREEE S 2023-10-19 #9 00:45:30, 2f5, ctxcermgr fRs5% 5 X7E 00:45:30
£3T—EH, THRIMYEERFIEYEI24E Linux VDA L&Y B #BFIBY 8],

A DTLS RIFAPSERE

July 15, 2024

M T7.18 fr7fe, DTLS MER—MeRXFFHIEE, RIABRT, LINEEE VDA LAFEARS. BEXFHAER,
BERGRELZ 2.

BF DTLS 1%
WirRENERESERA

7z Citrix Studio /1, I0if HDX BiEM(EFHEKIEERNEETERIZIE.

7z Linux VDA L=/ SSL &

7£ Linux VDA L, &£/ [opt/Citrix/VDA/sbin L7 enable_vdassl.sh TEER (52H) SSLNH, XTI A
RETARETINGER, 1Eia1T /opt/Citrix/VDA/sbin/enable_vdassl.sh -h®&%,
=W
Linux VDA z#5 DTLS 1.0. DTLS 1.2 #1 DTLS 1.3, ZAERTER DTLS 1.2, 1z &Es) Citrix Workspace
N B2 AR IEAEE MMk a8 DTLS, 15534 7F Linux VDA #11&#4 Citrix Workspace [z B2 & B BRIx
489 DTLS, #RER Citrix Workspace B2z #F DTLS 1.0 (140, Citrix Receiver for Windows
4.11), i51EF enable_vdassl.sh T 8% SSLMinVersion i&& % TLS_1.0, J5 SSLCipherSuite i&&
73 COM g ALL,

£ TLS RIFAFRIER SR

July 15, 2024
BiRZAS 7.16 2, Linux VDA ZIFHFRIFAFRIELSH TLS %, RINERT, TLS MELFEZARS,
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BR TLS m#&

EEARTHRIPAFRIELSM TLS 10%, &7 Linux VDA 71 Delivery Controller (Controller) EREEHHE
F TLS %,

7 Linux VDA t&3&3E+H

FREX PEM #SARVARSS 2EHH CRT IUAMRIESR. RS[IEFEELUATED !
o B
o RINZEZHFLA
o FRENEH (FIik)

RS BRIEFH G

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 427



Linux Virtual Delivery Agent 2407

MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

7£ Linux VDA EEE TLS i1 £ Linux VDA £, £/ Jopt/Citrix/VDA/sbin B4 enable_vdassl
ShHEER 2R TLS T, BXMAPaBArERNER, 5817 /opt/Citrix/VDA/sbin/
enable_vdassl.sh -help &%,

root@1xul8e4: ~# Jopt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable SSL on Linux VDAs==

To enable SSL, a certificate file must be specified, otherwise the local certificate file under
/etc/xdl/.sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL.

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only cne format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an SSL port number. Unless otherwise specified, the default port 443 used.

-SSIMinVersion <TLS_1.@1TLS_1.11TLS_1.21TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult volue TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an 55L Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@d1.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificate "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate root(R.cer with local certificateunder /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®@l.pem” -S5LPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®dl.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B BAESES Linux VDA IRER L RERS[IER, URBAEES Linux VDA [RE[MNEF N - RERIE
Fs
7z Controller t=/E TLS %

EE:

REEEANRZMNARA TLS E. FeABENBREFBA TLS mE,

7£ Controller £#9 PowerShell &0, RIAFIETUTHS U BRI (GARBA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

AR

ER ICA2EXHFRES VDAFQDN, X7 iz T Set-BrokerSite -DnsResolutionEnabled
Strue &<, %S EA DNS i, MRZAT DNS 7, ICASEXHSET VDA IP i, #HXh5
TLS #BxpmE (a0 SSLProxyHost #1 UDPDTLSPort) 2 FQDN,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 429



Linux Virtual Delivery Agent 2407

E7f Controller £2/ TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

BPEHEER

SR BRI EAHNEESIEN, BRATF Windows 8 Citrix Workspace R BEFHAIRESH I FEMN “TEOEIER
BIHEE” FEIR:

Desktop Viewer %

e The connection to "-" failed with status (Can't assign

requested address).

oK
7% | hosts SXUERM—N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M £, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

=IEA Sl

August 20, 2024
Citrix B RIETFMETIRES I NFIEZF Linux F&, RIEFFTEMERINER TLTFERRS.
RNEA MR EML BT TEEINERE ICA 21F, AXSEAEMFAEER, FEAEF B EMMEENZIER]
S
AR
RINERAT, BEEARERFRNEIERANAHE. HFReEER, RINENEEA TLS &, FX
TLS iZBFAER, BSRAER TLS ®RIFAFRSER 2.
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&

Citrix Studio FHEERISE

A7 Citrix Studio P ASIETEMIGE M TR :

o RIEAISEMER

o RIEAIFEMERN

« REAEMROS

o EHTERE Ul ERRERS

BXEFMER, BERSIEUREEERISENE P i E I EMEERREE,
AR

RESEUENEENSIETENIROSREE, BRILIRFENRR VDA BRSSH HDX ARSS, MEIREEN.

Linux VDA L8988

« BRIZBEEASEY TCP nira
BINERT, EimO 2598 LEBMMA=iEal s TCP (s, BEEMAZMINES, BETUTHS.
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "0x00000000"

AR

BEMB HDX RS UEERMIREEN. 2H TCP fiRSBSFcZARET RN, MAadHEMmmmrs (Gl
SSL) RERETEMY, AiREEISEVEIEEZRRKBER T 126,

« REATRMROS
FAIERU THSRERIFUESEROS (%05 2599 A,
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\WinStations\cgp" -v "PortNumber" -d
||2599||

AR

EEMEE HDX RS UEEIIE B E M. MRE Citrix Studio FiEid KK BEIRBE TiHOS, MEZEL Linux
VDA 8 E. #fR VDA LRI MEERENARILBT IR E R OFRNERE,

o BRSEREIE P IR R ESHIRSE 8] EIFR

RIFEPEEEELEN B, ZERMBIHIIEEEH) B, &E Linux VDA 5F iR Z BRI RREERESHE B
REESRSHBRATRNEAIRESHAIME. MREFmLEMAE, WEERE, BEIFFREMER. RERE
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ERBERIFENRSEE ZEERNI S, BRABERTREELLIGE, EXNEBITRE, BETUTHES (L1088
B o
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o BFIREIIRSS SR RFDE RS B)E R

B EM ICA B iR&XE Linux VDA BESBEFEESNRSE S Z BIEIRMNTI . RINERTREELIRE, B
SNHHBITEE, WETUTH<S (L 10 #F).
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force

HEHR

BERKRERASETELE, TERHRIE.

ERRRILRNR, EHITATRIE:
1. 7 Citrix Studio FiB I SR BEBARIEARMEE, BESHRILITFEFREE) VDA BRSSH HDX RS,
2. £ VDA £, BITUTaH<LURIESERSEN TCP iARERETET (MU0 2598 Af).

netstat -an | grep 2598

MRKEFA MR LEE TCP mfes, BT U TR BRAZMNIASE.
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

ZIERH (FUShR)

July 15, 2024
AT RHIFIESE Linux VDA ERENRIE,
AR

LEIhRETEFR S AR PR, FUMEIhRERTRER e A ML, BINFEIREFIFIRPER, Citrix BRARZFEII AR ET L
ARZhAE R & IRV Rl RE R 32 4%,
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ERIFERRIERS

ERAEEA Linux VDA WLIERS], 52515 SmAudAllowed i§E5 15 0, AILUEAUTHS:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000000" --force

F=3

AR

7£ Linux VDA tBA=ERSE, ARERESENSKEIXFEERFIHESIERE,

TERE R BRI A

REGFARNEKR, THREIXEHFAFNHEEK, ERRIEREREIBRETSME XN EREME, EEH
XHERRD, BEAXGEERERS. SREADILRGY, BXALFIXE, FHEIBE— ISR,
IR IR BN,

BERUTHLAUNRSEEREIE:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverFileSizeInMB" -d "Ox00000032" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverTimeInHours" -d "Ox0000000c" --force

+ RolloverFileSizeInMB, AZIMEM AN, HAIXHEFXAFHITA N RIMERT, i@l
50 MB Rr&& % R5N, 2#FAIE: 10-300,

+ RolloverTimelnHours, X 2#F48Y1E)/E, HRIXHHEXAHITHA NG, RIMERT, KIERHT 12
NSRS RRENE R, ZEFIE: 1-24,

HELERE O FHPHE-—NFERZRBER. F0, EREXHA/NI 17 MB, EERLEEN 6 /)b, HEHIR
HIX 472 3 /\BYAE) 17 MB BY, Session Recording & Xl SXHITH— Mo

ABERIEREF SN M, REBZEED—NZEA#T, MAZEAXGERIMEERNE. XHEA/NET 300 MB Elt
MMBIBISME T

EERBIXHNEFHELE

BIAMERT, REIXHEME /var/xdl/session_recordings F. BREFRNER, HEBTUTH

A .
< .
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_SZ" -v "Path"
-d "<your custom storage path>" --force

A LS R B FAEE IR TH IS S IE M MR R RN ES S £, AEMNRIRENEERFENERIANNRE, HBFTHEF
ctxsrvr SPZEEHNE AR,

BEERH

EEERFINMG, BREUTESEURLE Session Recording Player 5% Session Recording Web Player:

1. FEREH Citrix P Z#EA1E Citrix Virtual Apps and Desktops FEHTEH FHA~RX . BESXH.
2. Xk SessionRecordingPlayer.msi #1 SessionRecordingWebPlayer.msi ##&iR i BATER R,

e

ZfEM Session Recording Web Player, &0 H =47 Session Recording Server £, HERRHISH
7£ Session Recording Server LRI, BXi¥4{ES, &5 Citrix Session Recording 2%,

PRI

s XTFEMBRFSIE, REENTERER.

REINEE SDK (Fii¥ihi)

July 15, 2024

fEBNEMTF Linux VDA MESBEREH A TEE (SDK), B RS ERE VDA LiE1THRS BIBNAREF. BXiF
MEE, E2F Citrix Virtual Channel SDK for the Linux VDA G&RF Linux VDA B Citrix EE#N@#E SDK) X
=

BT Linux VDA 19 Citrix EE#\&@i& SDK AT M Citrix Virtual Apps and Desktops FH I E#1T F&i. BFHEN
HrZs#9 VDA Citrix Virtual Apps and Desktops # & H 4B LUEEFE THiR Linux VDA,

AR

HETHREE TR IR TR (it FURThRERT RERTe Ak, BINFEIREFIFIRHAEA, Citrix RAZRF R EF L IIEE
Fh R IAYR) AR (S 5o
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Wayland (Fi%hR)

August 20, 2024

Linux VDA 7£ RHEL 9.4/9.3/9.2. Rocky Linux 9.4/9.3/9.2 #1 Ubuntu 22.04 £33 GNOME =g Wayland.
LU FIhaEEE Wayland &2 2@z :

. T

. BRIR

. R IREHIEST (CDM)
. $7ED

. USB@&EEH

AR

o ILINRETETRNGhR PR, FUURIhRERTRER T4, BITEFREFIFRPRER, Citrix BAZHEIIFX
AR DA & TRV B R (32 4%

o 7Z#F HDX 3D Pro.

o R3ZHr Linux B BT SIS,

B Wayland

/A Wayland, EETU TS EMERI EnableWayland i§E77 1:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet)\
Control\Citrix\Wayland" -t "REG_DWORD" -v "EnableWayland" -d "0
x00000001" --force

INERT, XTI EnableWayland i8E 5 0, XEKEFER X11.

%% Wayland 2EEER+

1. 72 Linux T ALIHE D,
2. 517 echo $XDG_SESSION_TYPE %%,

MEMER Wayland, TiadssHl ‘wayland’,

PR

5/ Wayland B &I LUTRRS:

s BERHRENRERR/S VDA NREHRRFRL,
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B EMUE

July 15, 2024
IEER S e S IESTR L T A2

« {#/ Machine Creation Services (MCS) #£ Google =i%F& (GCP) &I Linux VDA

M Machine Creation Services (MCS) 7= Google =i#F¥& (GCP) Ltz
Linux VDA

August 20, 2024

ZEH MCS 7£ GCP L8IZ Linux VDA, BRI T E:
S8 1. 72 GCP L8 Linux E#41 (VM)

HI2: eliZ GCP RS

S8 3: 7z Citrix Studio #eli25 GCP MM EE

HIE 4. ## Linux VDA Em{&

S5 QIETENER

PR 6. BIER(IA

$E 1. 7 GCP LAIZ Linux VM

S 1a: 7£ Google Cloud =#l&+, £41% Compute Engine >VM instances (VM 341,

$E 1b: £ “VMinstances” (VM 3%fl) TiE L, $i& CREATE INSTANCE (8IELf)) LUIIE VM X6,

EE:E Compute Engine VM instances B CREATE INSTANCE i IMPORT VM C REFRESH
INSTANCES OBSERVABILITY INSTANCE SCHEDULES
Virtual machines ~
B VMinstances 5 instances could be resized to save you up to an estimated $162 per month and increase performance. Learn more [2
[E  Instance templates

(i ] Your project’s VMs use global DNS names by default. To reduce the risk of cross-regional outages, we recommend you use zonal DNS instead. Le|
B  Soletenant nodes

Machine )
B Machineimages VM instances

R TPUs

SR 1c #TUTEEHBEMEERENIALE:!

o BN VM LHIBE R,
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https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/best-practices/create-linux-vda-on-gcp-using-mcs#step-1-create-a-linux-vm-on-gcp
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/best-practices/create-linux-vda-on-gcp-using-mcs#step-2-create-a-gcp-service-account
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o EFE—MXEMTRIRITEER VM,

o (Ai) MEN VM i GPU. BXFAER, FEREAXTHTE 4C

+ 72 Boot disk (5IRHiR) o, EFEH VM BURIERFMBR A/, Flan:

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find
what you're looking for? Explore hundreds of VM solutions in Marketplace

Boot disk type *
Balanced persistent disk -

COMPARE DISK TYPES

Size (6B) *
40

v SHOW ADVANCED CONFIGURATION

PUBLIC IMAGES CUSTOM IMAGES SNAPSHOTS ARCHIVE SNAPSHOTS EXISTING DISKS
Operating system
Rocky Linux -
Version *
Rocky Linux 8 -

o IMEIBHIET > MLEE, ARRKENBFRIREN FQDN,

= Google Cloud & linuxvda w | Search (/) for resources, docs, products, and more

& Create an instance

) Monitor your system throug
o create a VM instance, select one of the options: !

New VM instance

on of logs and key metrics

[] Install Ops Agent for Monitoring and Logging

Create a single VM instance from Advanced options ~
scratch %
Networking ~
a New VM instance from template Hostname and network interfaces
Create a single VM instance from an
existing template Network tags [}
E New VM instance from machine Hostname
image [ instance-1.us-ce | e [
Create a single VM instance from an Set a custom hostname for this instance or leave it default. Choice is permanent
existing machine image
IP forwarding @
W Marketplace
-~ (] Enable
ady-to-go solution onto a
ce
Network performance configuration
Network interface card
- v

Network bandwidth @

VM to Public IP: 2Gbps

[C] Enable per VM Tier_1 networking performance

Maximum outbound network bandwidth: 2Gbps

[ EQUIVALENT CODE

$E1d: BHEEEIE VM 5461,

$ le: ¢IZ VM5, REZ Compute Engine =41k, 7E5IRPIHFEH VM £, AGEE “SSH” RiHER

TR VM,
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J00gie LIOUG ¢ linuxvda v X Dearcn  PIodUGts, esources, docs (/)

VM instances B CREATE INSTANCE & IMPORT VM C REFRESH P START / RESUME M STO! 11 SUSPEN © RESET W DELETE CREATE SCHEDULE

INSTANCES INSTANCE SCHEDULES
5 instances could be resized to save you up to an estimated $43 per month and increase performance. Learn more

VM instances are highly configurable virtual machines for running workloads on Google

infrastructure. Learn more
= Filter  Enter prope
O Ssttus 4 Name Zone Recommendations In use by Interal IP External IP Connect
O e Save $31 /mo RDP ~ 3
0O e RDP ~ H
0O @ Save $24/mo ® Save$12/mo SSH ~ H
[ Save $24/mo SSH - H
O o SSH - :
0O e SSH -
0O e SsH ~
0 o SSH ~
0O e Increase perf. RDP ~
O e Increase perf ROP ~
o
0O e SSH -
O e Increase perf ROP -
0O e Save $24/mo SSH -
0O o SH :
0o o i~ H
o o sHov g
0 o Pe ot
o o ‘-

S8 1f. BEBIETF Web #9 SSH EF 5% Linux VDA B8 EHEIEH VM,

& ssh.cloud.google.com/v2/ssh/projects/linuxvda/zones/asia-southeast1-bfinstances/ranc-rod

ﬁ}SSH—in—browser + 2 @B G

puauthuser=08thl=en_US&projectNumber=235673448445&useAdminProxy =true&troubleshoot4005Enabled=true8itroubleshoot255Enabl shTroubleshootingTool

« v P > ThisPC > Downloads > 2209 Rocky8 Package
Organize > New folder
A O nam

XenDesktopVDA-22.09.0.23-1.e18 xxB6_64.pm

# Quick access
B Desktop
¥ Downloads
9 Documents
& Pictures
<FFile )
Legency test cas

Upload

registrated

templat
Upload files from your cq emplete
@ OneDrive
Choose Files Nof
= This pC
¥ 30 Objects
) B Desiop
Cancel
% Documents

¥ Downloads

& Music

& pictures

& videos

55 OSDISK ()

«F Work (D)
e €)

e rancs Misinofs01 ¥

File name: | XenDeskiopVDA-2209.0.23-1.¢18 xxB6_64rpm

S 1g: BiIEFSAEA SSH 58 VM,

EfEHEEETERR VM, BRERILEE, BEERER VM BHLE root HFPER, HIHRIGEEB L root BF &
BERVM, ARG, EEFHBHH VMG, EEHIEFETUTHS:

nmcli dev connect eth®
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systemctl restart NetworkManager

Virtual machines

B VMinstances

Instance templates

&
B Sole-tenant nodes
]

Machine images

= TPUs

%o Committed use discounts

DETAILS

OBSERVABILITY

OS INFO

SSH ~

CONNECT TO SERIAL CONSOLE

SCREENSHOT

v RED HAT KNOWLEDGEBASE [2

Connecting to serial ports is enabled in project-wide metadata @

Logs

Logging
Serial port 1 (console)

v SHOW MORE

S 2. 82 GCP ARSSIKF

FBIABRES

AR

ZoEE GCP RSBk, IBHRERERETTIRSKFPAEER (roles/iam.serviceAccountAdmin) IAM &,

Tremt)iZ GCP IRSIKFEIEE, BECIRIRS KA ZRMERSIKF R TR AE.

$1% 2a: 1 Google Cloud #&Hlad, Szl 1AM & admin (IAM F1EI2E5R) > Service Accounts (BREHKF),

SRigE & Create Service Account (BIERRSIKF,) ETTR,

Q

@

€

g s &

Google Cloud

|AM & Admin

1AM

Identity & Organization
Policy Troubleshooter
Policy Analyzer
Organization Policies
Service Accounts
Workload Identity Federat.
Workforce Identity Federa..
Labels

Tags

Settings

Privacy & Security

Manage Resources

Release Notes

20 linuxvda

‘ Search (/) for resources, docs, products, and more

| Q, Search ‘

Service accounts + CREATE SERVICEACCOUNT | DELETE  +& MANAGEACCESS (3 REFRESH
Service accounts for project "linuxvda"
A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more about servil
Organization policies can be used to secure service accounts and block risky service account features, such as automatic IAM Grants, key creation/upload, or the creation of service accou|
ac t organization poll
= Filter Enter property name or value
O Email Status Name 4+ Description Key ID
O e tgserviceaccount.com @Enabled App No keys
Engine
default
service
account
o3 |.gserviceaccount.com @cnabled binz-pvs No keys
o3 @tnabled  binzhou-
gserviceaccount.com mes
o3 @Enabled  Compute No keys
gserviceaccount.com Ef]ql\‘?
default
service
account
O (=] gserviceaccount.com @cnabled gepidp This account is

used for
Google IDP
integration

#1% 2b: 7% Service account details (RSKAIFMER) T BH, EFRFHNE, A% T Create and
continue (BIEFHLL),
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= Go gle Cloud % linuxvda « Search (/) for resources, docs, products, and more
e IAM & Admin & Create service account
+2 1AM

@ Service account details
©  Identity & Organization

Service account name

Policy Troubleshooter .
Display name for this service account

& Policy Analyzer
‘ Service account ID * X C

B  Organization Policies
Email address: <id>@linuxvda.iam.gserviceaccount.com g

°8  Service Accounts

‘ Service account description

E  Workload Identity Federat...

Describe what this service account will do

Workforce Identity Federa..
CREATE AND CONTINUE

> Labels
» Tags Grant this service account access to project
£ Settings (optional)
[« ] Privacy & Securitv . . .
© Grant users access to this service account (optional)
E3 Manage Resources
w CANCEL
E Release Notes

Q_ Search

SR 2c: BIrES R, ARRERIPTTM.

G |IAM & Admin & Create service account
SNy

@& Service account details

(2] Identity & Organization |

% Policy Troubleshooter Grant this service account access to project
(optional)

B Policy Analyzer

Grant this service account access to linuxvda so that it has permission to

- complete specific actions on the resources in your project. Learn more [2
B  Organization Policies E—

1AM condition (optional) @

e Service Accounts ‘ Select a role - + ADD IAM CONDITION

= Workload Identity Federat...
4+ ADD ANOTHER ROLE

Workforce Identity Federa...

@ Labels CONTINUE

» Tags

& Settings © Grant users access to this service account (optional)
[+, ] Privacv & Securitv m CANCEL

3 Manage Resources

E]  Release Notes

<l

$ 8 2d: BEXxEME IAM & admin (IAM F1EIE5) > Service Accounts (FREHKF) , SAE# T Service
accounts (BRSEMKF) EWF, HLEFHOEMNIRSK,, SMEl Keys (i) ®WF£, AG%ET Add key (GFinz
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) > Create new key (8IZ# %) > JSON > Create (81),

[
B 1AM &Admin & jxGCP
DETAILS PERMISSIONS KEYS METRICS LOGS
2 IAM _—
©  Identity & Organization Keys
9, Policy Troubleshooter Service account keys could pose a security risk if compromised. We recommend you avoid downlc
about the best way to authenticate service accounts on Google Cloud here [2.
E  Policy Analyzer
. Add a new key pair or upload a public key certificate from an existing key pair.
B Organization Policies
_ Block service account key creation using organization policies [4.
23 Service Accounts Learn more about setting organization policies for service accounts [2
= Workload Identity Federat.. ADD KEY ~

Workforce Identity Federa...

Type Status Key Key creation date Key expiration date

® Labels No rows to display
» Tags

& Settings

@  Privacy & Security

F1 Manage Resources

E  Release Notes

Create private key for

"jx-GCP"

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
@® JsoN
Recommended

Q P12

For backward compatibility with code using the P12 format

CANCEL

AR

THERAXME, TEBRTH.

$1% 2e: 7 Google Cloud ##l&a, Szl IAM & Admin (IAM f1EER) > 1AM, AEEE Add (RN, &
New members (FimfR) FEPERFEZMOIRNIRSHK,, RAEAZRSHKFIEZE— I NABLUZTHIFREN
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TRHRR, @I# & Add another role (FINEMAE) KERFRE, URHRBUTHEAGKTMEIENRS
KA

s HEEER

. FEEER

+ Cloud Build fi8#&

« BRSSP AR

o nHUEEFERR

« HELHIEER (Beta)
- FAEE

a0

O = — Bulld £d A Scecn e > 7

S 3: 7£ Citrix Studio H18/25 GCP W%

R Google =i F A EIMLIMZIRBEN GCP X1k, ABTRUTHRULIES GCP WENERE,

1. 3¢Fah Delivery Controller, i&7E4s#t Citrix Studio FERERRE > 18 > RINEENRBREUCIEENZE
#. T = Delivery Controller, &7 Citrix Cloud ERIETF Web #9 Studio EHIaPERERE > & >
IRIEREF 2R L OIE EVERE,

2. ERIMEZEMARAST, %EF Google minFAIENEERE,
530, 7£ Citrix Cloud EMETF Web #9 Studio i=4I&a:
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Add Connection and Resources

@ Connection Connection

@ Region Use an existing connection

@ Network

@ Scopes @ Create a new connection
Zone name:

@ Summary

Connection type:

Google Cleud Platform

Service account key:
Import key...

Service account ID:

Connection name:

Create virtual machines using:

Other tools

(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

=)

3. § A GCP 1k B9RSS 1K S BAHBNIER B o

4. ASKSISETHE T NEH FERNARBTIRTFMEEZLE, TRE—NZE, BEET -, BRERAE

BTN, BXEFEMER, BFSHEER MCS SIERIMAEKE Linux VDA —XXHRBZ 5 2. SR EHERE,

S8 4: & Linux VDA 4

$® 4a: (GEATF RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x) EZ& LIAMIER.

7£ GCP L&/ RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £ %% Linux VDA [, UXMEREAGEXMTF, VM S5
BEIERTRET A58 Linux VDA, B2 RIIEE, BEEXESR VM [HIEE root BFRZHE, HHBEEEEEL root A

FEHRER VM, AR, ZEHBH VM E, EERIEaRETUTHS:

nmcli dev connect eth0
systemctl restart NetworkManager
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Virtual machines ~
DETAILS OBSERVABILITY OS INFO SCREENSHOT

B VMinstances
SSH v CONNECT TO SERIAL CONSOLE ~ ~ RED HAT KNOWLEDGEBASE (2

E Instance templates Connecting to serial ports is enabled in project-wide metadata e
B  Sole-tenant nodes

Logs
= Machine images .

Logging

Serial port 1 (console)
= TPUs
v SHOW MORE

Committed use discounts

$ 4b: &R VM £%% Linux VDA B8,

TEREMR VM L, BT TRMERRE Linux VDA BR{FE.:

1. =#.NET,

B2.NET Runtime 2z 4k, £ 74k Linux VDA ZHi, A RIEFFE S M Linux Z1ThRFLE.ASP.NET
Core Runtime, Amazon Linux 2 EEhk7x 6, HM&LITHREERRZS 8.

MREH Linux RITIREESFAEI.NET R4, BEMREBRPHETRE. BN, EM Microsoft Hé &R+
ZHE.NET, BXFMEER, 58 https://docs.microsoft.com/en-us/dotnet/core/install/linux-
package-managers,

2. Z# Linux VDA 461

sudo yum -y localinstall <PATH>/<Linux VDA RPM>

3. BF EPEL FfifRE:

sudo rpm —-ivh https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

$I% 4c: 7 GCP L9tk VM SiRmER 3228 (GPU) (RIi%).

1. £ Google Cloud =&/, AER VM FHFEIM—1R 21 GPU, Bx1E GCP LFMMMEE GPU M58, &
27 https://cloud.google.com/compute/docs/gpus/add-remove-gpus,
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e

Create an instance

To create a VM instance, select one of the options:

New VM instance
Create a single VM instance from I
scratch

New VM instance from template
Create a single VM instance from an
existing template

New VM instance from machine
image

Create a single VM instance from an
existing machine image

Marketplace
Deploy a ready-to-go solution onto a
VM instance

- Name *

instance-1 (2] ‘
v MANAGE TAGS AND LABELS
- Region * Zone *
| us-centrall (lowa) - @ us-centrall-a v @ ‘

Region is permanent Zone is permanent
Machine configuration

General purpose Compute optimized Memory optimized + GPUs
Graphics processing units (GPUs) accelerate specific workloads on your instances such as
machine learning and data processing. Learn More [4
~ GPU type Number of GPUs
| NVIDIA T4 v 1 v
[C] Enable Virtual Workstation (NVIDIA GRID)

Series @ Description vCPUs @ Memory @ Platform
® N1 Balanced price & performance 1-96 1.8-624 GB Intel Skylake

Machine type

Choose a machine type with preset amounts of vCPUs and memory that suit most workloads.

2. ERIR VM EREENMN GPU RahiEF. BX¥4ER, iE81 https://cloud.google.com/compute/d
ocs/gpus/install-drivers-gpu,

FrEe# NVIDIA IEshi2 R hias .

£ Compute Engine £3&17#9 NVIDIA GPU £ LT NVIDIA IRENFERFRRAS :

* X¥F L4 GPU:
- Linux: 525.60.13 S{E Sk
« X3F A100 GPU:
- Linux: 450.80.02 {FE=hRAs

o ¥F T4, P4, P100 #1V100 GPU:

- Linux: 410.79 iEShrA

« 3F K80 GPU (£ AAELR) :

- Linux: 410.79 - &% R4T0 kA

xfF K80 GPU, NVIDIA §% R470 oz F R 2 2R G ARZRNREREFE. EEFLEHR, 55
i# NVIDIA Software Support Matrix (NVIDIA #%3551%) o

LRI

A LMER AT HIASk BT E

UK N

https://raw.githubusercontent.com/GoogleCloudPlatform/compute-gpu-
installation/main/linux/install_gpu_driver.py —--output
install_gpu_driver.py

SRR S
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REMABELUT Linux &1ThR E3#47 7M1

» Debian 11

» Red Hat Enterprise Linux (RHEL) 8
» Rocky Linux 8

« Ubuntu 20/22

INREIEEM Linux RITRREEAIMZA, REFEM. WF Linux VM, IthEI4{R%=E NVIDIA IRapizr.

a) TERERZ,

curl https://raw.githubusercontent.com/GoogleCloudPlatform/
compute-gpu-installation/main/linux/install_gpu_driver.py
--output install_gpu_driver.py

b) #EFIIRIAHTEL I IRIR,

chmod 777 install_gpu_driver.py
C) BEITREMA,

python3 dinstall_gpu_driver.py
d) £ gdm3 #£/H Wayland.

o EUTFEZ —HRIENEITHRN Wayland BBESCH:
- /etc/gdm3/custom.conf (Ubuntu)
- /etc/gdm/custom.conf (CentOS. RHEL. Rocky Linux)

« {#/ sudo/root MRITH X -
o EIMIERZITI LA # BUHER WaylandEnable=false,
o BFiER VM,

e) MREZRET NVIDIA 510 SAESMAHIREERF, ERA GSP Eff,

MRBAT GSP Eff, iEi@ids NVIDIA i=ik£%% NVreg_EnableGpuFirmware &5 0 RigH

Mo
@i E /etc/modprobe.d/nvidia.conf X FINU T £ BRIGB ML BE:
« options nvidia NVreg_EnableGpuFirmware=0
« y18 /etc/modprobe.d/nvidia.conf X#FEE, MELIE,
SRS REY, FREUTLA:
o £/ sudo iBfTar <RI BB E X o
o BEHRBE VM, EELTE Linux LiEH A sudo reboot, treILiEIEH BT VM,

SR A4d: BB MCSTE,
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‘i gRiE Jetc/xdl/mes/mces.conf XEREE MCS T8, TERSEIT LU ARMAEMEMNENZSEREN MCS

et
4

o ERTFRIMNEBZR
ALUERRANEEEREREFTEEENEE (A1) :

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICEZY] N

ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE:Y| N

RUNTIME PATH=/usr/bin
ENV i

DC AS CNAME

s ERTEMNEBTR

- Use_AD_Configuration_Files_Of_Current_VDA: HEREFERAYBIEEITITN

VDA B9IE AD MaxXEE >ttt (/etc/krb5.conf. /etc/sssd.conf 1 /etc/samba/smb.conf), %
REAY, MCS QIZ2Mit BN LB B X4 ¥ 5 Yai ETEE T VDA EHNEMHHEE. B2, EMA%
JEEE dns A1 AD_INTEGRATION ZT&E, BiAMEAN N, XEKE FME ENEEERAEHE MCS
SIEMITEN EMEEX . BERYFIEDSITH VDA fEREIR VM, B5%EREN Y. T, H5
HigEHN N,

dns: &EES DNS BRSS23M9 IP #hit, EREZATLUEEM DNS RS28,

NTP_SERVER: i&E NTP BRs32309 IP #idit, BRIESITIHER, TN iZithit2Ep0gi=HISSay 1P ik,

WORKGROUP: B TEHERFRE A EE AD PECER NetBIOS B (XKD A/NE)o BN, MCS KA1
BHRERIENENE ZENBIERTIFARM. Fim, WRiTENKF 5 userl.lvda.citrix.com,
MCS %/ lvda (ER TIEERR, M citrix REMIEE. BSHERISETFART,

AD_INTEGRATION: i&& Winbind. SSSD. PBIS & Centrify, Hx MSC & Linux %1ThR
AN ENTIR, BESREZ RN AT

CENTRIFY_DOWNLOAD_PATH: i&& T Server Suite Free (LLgi#rA Centrify Express) &
HENERE, RE% AD_INTEGRATION £&i&EH Centrify B, ZEASEK.
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CENTRIFY_SAMBA_DOWNLOAD_PATH: & & T # Centrify Samba K- BME#R. REH
AD_INTEGRATION Z&i&EX Centrify By, ZEFREX,

PBIS_DOWNLOAD_PATH: RET# PBIS % ERRE. REHF AD_INTEGRATION ZEigE
7 PBIS B, ZEASENK.

UPDATE_MACHINE_PW: BRZZREHEMITEINKAER. EXEAEE, BSHAEEMT
BHK P 2D,

Linux VDABCEZ £:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N

SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

TR e QIEIMMK

1. (fGERATF SSSD + RHEL 8.x/9.x 8% Rocky Linux 8.x/9.x) &1T update-crypto-policies --
set DEFAULT:AD-SUPPORT &%, AREMHEMER VM,

2. i5fT /fopt/Citrix/VDA/sbin/deploymcs.sh.

NFRIMANENTR, UTHRBERRN, FRELEHREIRE,
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it manually.

3. 7R VM ERENBREFHXHAER VM, Sl H a8 ERERTIRR,

TES5: QIEHENER

1. BR% Citrix Cloud, EA£LAMREEHR, HEKMRS > Daas,
2. TEE > mRBEEF, EFAERPIHENBER.
3. ABRTEEEERERETENER.

4. EHBENEETE L, ERSRERERANRIERERR, RAEEET P,

Machine Catalog Setup X
o Introduction Machine Type
@ Machine Type Select a machine type for this catalog.

Multi-session 0S
@ Machine Management The multi-session OS machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windews multi-session OS or Linux 0S8 machines.

@ Desktop Experience @ Single-session 0S

The single-session OS machine catalog provides VDI desktops ideal for a variety of different users.
@ Image Remote PC Access

The Remote PC Access machine catalog provides users with remote access to their physical office
@ Storage and License Types desktops, allowing them to work at any time.

are currently no power management connections suitable for use with Remote PC

@ Virtual Machines
NICs

5. BIHENEETE L, EFHITHEREESENITENH Citrix Machine Creation Services %171, SAGIER
T—5%, IRESMER, BMNERERER—HFER,
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Machine Catalog Setup X

Introduction Machine Management

Machine Type This machine catalog will use:

@ Machines that are power managed (for example, virtual machines or blade PCs)
Machine Management -
) Machines that are not power managed (for example, physical machines)

Desktop Experience Deploy machines using:

@ Citrix Machine Creation Services (MCS)
Master Image

Resources:

st
orage gcp(Zone:GCP-lvda) 7

Virtual Machines ~ .
_) Other service or technology

Disk Settings l'am not using Citrix technology to provision my machines. | have machines already prepared.
Machine Identities
Domain Credentials

Scopes

WEM
Optional

VDA Upsrade
Optional

Note: For Linux OS machines, consult the administrator documentation for guidance.

BEGNCNONONONONONONONONON N

=

Summary

6. EEMETIE L, EEZ RN ERE,

Machine Catalog Setup X

Introduction Master Image

Machine Type The selected master image will be the template for all virtual machines in this catalog. (A master image is
also known as a clone, golden image, or base image.)

Machine Management
Master image

Desktop Experience
—+ Select an image

Master Image
Note:
Storage

Virtual Machines

Disk Settings 0/500

Machine Identities Use a machine profile

Domain Credentials Select the minimum functional level for this catalog:

SNCONONONONONONONONON N N N

1811 (or later) v
Scopes
To register with delivery groups that reference this catalog, machines require the selected version of the
WEM VDA or later. Learn more
Optional
VDA Upgrade
Optional
14) Summary
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Q Introduction Image

o Machine Type Select the type of image for the machine catalog:

@ Master image

° Machine Management
Prepared image

° Desktop Experience

@ Image also known as a clone, golden image, or base image.)
@ Storage Master image

o |:.| XDHyp:\HostingUnits\gcp\ranc-rocky88-3d.vm
@ Virtual Machines

Disk Settings Note:

The selected master image will be the template for all virtual machines in this catalog. (A master image is

7. EUHENWHRNE L, WRERGRIMNERASE, HEFRMNE; MREKFEREMATE MK, EERE Active

Directory tkF.
SFFRIMNFIFHER

Machine Identities

Configure identities for machines in this catalog. The machines are joined to the selected identity after they are
provisioned. You cannot change the identity type after you create the catalog

Identity type

Non-domain-joined

| On-premises Active Directory

me.
i Hybrid Azure Active Directory joined
Non-domain-joined
Ry aa T (#) type
jx-r83xacndj&# @ 0-9 A-Z

jx-r83xacndj01 1 character left

~] Specify numbers the account names start with (optional)

NFEMAENTR:
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° Introduction
o Machine Type

9 Machine Management

° Desktop Experience

° Master Image
° Sterage

o Virtual Machines
e Disk Settings

. Machine Identities
. Domain Credentials
® Scopes
WEM
® Optional
@ VDA Upgrade
Optiona
@ Summary

Back

accounts or use existing accounts.
Select an Active Directory account option:
(@ Create new Active Directory accounts

Use existing Active Directory accounts

Use an existing identity pool to create new accounts

Location (domain) for those accounts:
gep.local Q

Default OU
) Computers
? Domain Controllers
) ForeignSecurityPrincipals
> Managed Service Accounts
> PBIS
) Program Data
> System

) Users

Selected location:

Machine account naming scheme

Specify account naming scheme: Wildcard (#) type
Example: MachineName### (@' 0-9 AZ
Specify numbers the account names start with (optional)

Cancel

 WRIEFOIEHM Active Directory kP, iEEFE—MH, AFHRANFRTIE Active Directory #railz

BEMER VM i BYKFA e R ARNFHEFI. KABEARAUES 1-64 M7, TR

HREER &IE ASCH =R HEFHF .
o MNREFEAMAN Active Directory i/ , LR U SAMEBIFMEIT EHBIEE Active Directory

HENK .

Ao
=2,

o EEFEEIE L, EFRAEE, BABFRENEEL, &FRE, AREET %, BANEELAES
4T Active Directory kP /ERIN AR,

8. HHMIE LABAMIEE, AXFMER, BFSHLE Google ZIHTFEER,

9. EHENAEL, HIMER, EEBRNEN, AEEETH.
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Machine Catalog Setup

° Introduction
° Machine Type

Q Machine Management

e Desktop Experience

° Master Image
° Storage
° Virtual Machines
o Disk Settings
o Machine Identities
° Domain Credentials
o Scopes
° WEM
Optional
o VDA Upgrade
Optional

@ Summary

Summary

Machine type:
Machine management:
Provisioning method:

Desktop experience

Resources:

Master image:

Storage

VDA version:

Number of VMs to create:
Virtual CPUs:

Memory (MB):

Hard disk (GB):

Available zones:

Identity type:
Computer accounts:

New accounts location:
Machine catalog name:

Example: Windows 7 SP1 Sales-2GB

Single-session 0S
Virtual
Machine creation services (MCS)

Users connect to the same desktop each
time they log on

Save changes on the local disk
gcp
-rocky88-3d
Standard persistent disk
1811 (or later)
1
2
7680
40

asia-southeastl-a, asia-southeastl-b, asia-

southeastl-c
On-premises AD
Create new accounts
gcp.local (Domain)

Machine catalog description for administrators (optional)

Example: Windows 7 SP1 desktops for the London Sales office

chine catalog to a delivery group by selecting delivery

STRITEN B RBFIRERFERKME. THAE, RABTIHER. SIURIETENZEE Google Cloud =& 7H
Bir TR R,

SR 6: BIIER(IA
RAAEBM—IRE M BN E RPERNHBENNES, CTHREWLAFAIUERAXLETEN, UREHXLERFE
MR ARRFHRHE,
BXFAER, 2R Citrix DaaS X4l “RFARIE",

1. &3 Citrix Cloud, fEA LAMFEEH, EFHHRS > Daas.,

2. HEE > TEREED, BREERPIRAE,

3. ERMEEREZFSIRRMNH, RYHLIBRRSHITH.

BEINRASNEATESEMER, BEIURTEMMBNIER,
4. FHENREL, ZFE—MTENERHEFENZBRPERNITEN.
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Create Delivery Group X
° Introduction Machines
@ Machines Select a machine catalog.
@ Users Catalog ¢ | Type | Machines
ROCKE-MCS-3D VDI MCS | Random | Discard 1
@) sorictens :
@ »
(5) b Protection @ rocky88-spu VDI MCS | Random | Discard 1

@ Scopes

@ License Assignment

Summary

Choose the number of machines for this delivery group:

1

5. FHMIE LREHMLE. BXEAER, BEHCIEZTL,

6. EWMENAE L, WARSANEM. SHa (EF%) WA, ZiRAETRE Citrix Workspace AR
MREREEEREHR. FwW:

PN L SE=E v

Create Delivery Group X
@ irtroduction Summary
° Machines
Machine catalos: rocky88-gpu
e Users Machine type: Single-session 0S
Allocation type: Random
° Applications
Machines added: GCP\ -rock88-3d1
Tunassigned
o Desktops
Users: Allow authenticated users
Q App Protection Desktops: Rocky8-gpu-mes
Launch in user's home zone: No
° Scopes
Manage Autoscale Disabled
Q License Assignment License: DaaS Premium - Per User/Device
App Protection:
@ Summary
Folder:
Delivery group name:
rocky88-gpu-mes|
Delivery group description, used as label in Citrix Workspace app (optional):

TREEEEREPHIRTATIR:
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= cilnX | paasPremium LY
Manage v Monitor All tenants
@ Home [ Q search | ¥ Fiters
Q_ Search Create Delivery Group
@ Machine Catalogs @ vewel Delivery Group & | Delivering | Machine Count Sessionin Use
GCP- ockyO-nd Total 1 Total:0
Delivery Groups i i
& ¥ roww Ao (ol s s Unregistered: 0 Disconnected: 0
[ Appliations O Dslvery Groups a2 A Total:0
Disconnected: 0
Policies Total: 1 Total: 0
Unregistered: 0 Disconnected: 0
@ Losare Applications and Desktops Joral 1 Totet0
- T Unregistered: 1 Disconnected: O
Ry Administrators
Desktone Total:0
O st = Disconnected: 0
S Hosting
Desktons Total:0
StoreFront R Unregistered: Disconnected: 0
B AppPackages Select a delivery group within a folder to view the details.
€ Zones
(3 Backup+Restore
& Settings

Citrix Workspace B2 ERFHIHEMN

(© Citrix Workspace Q search i

@) Home

Apps
E Apps Recents Favorites
() Desktops
Favorite apps will display here.
View all applications
Desktops

Recents Favorites

_ Rocky8-gpu

cifrix

View all applications

View all desktops

£/ Ansible EIEEHIE

August 20, 2024

Ansible BBV FEEAN BB BHNITHEN BREF UK TR EMERTIE,
BEREEND HiReA.

TR 1. HEBRSENAS

EFEZE, BHEFTEBENRNS, FINLBER. RS, BEMIFREE,

AR T BXEMA Ansible BXE
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% 2% IREEH Ansible 18

AEM Ansible B 2 B REM, ARADREFMABTH—FXESZER Ansible ¥y “B&” Thik. BXEAE

8, 1581 Ansible xX#4hr A &

TEEAMEESERTRE B REM:

THIEREH #1

+*

production
staging #

group_vars/
groupl.yml #
groups
group2.yml
host_vars/
hostnamel.yml #
systems
hostname2.yml

library/
optional)
module_utils/

inventory file for production servers
inventory file for staging environment

here we assign

here we assign

modules, put them here (optional)

filter_plugins/
(optional)

site.yml
webservers.yml
dbservers.yml

roles/
common/ # this
tasks/ #
main.yml #
if warranted
handlers/ #
main.yml # <-- handlers file
templates/ #
resource
ntp.conf.j2 #
files/ #
bar.txt #
foo.sh #
resource
vars/ #
main.yml #
defaults/ #
main.yml #
this role

# master playbook
# playbook for webserver tier
# playbook for dbserver tier

<-- tasks file can include

<-- files for use with the

S templates end 1in

hierarchy represents a

variables to particular

variables to particular

# if any custom modules, put them here (

# if any custom module_utils to support

# if any custom filter plugins, put them here

"role"

smaller files

template

.2

<-- files for use with the copy resource
<-- script files for use with the script

<-- variables associated with this role

<-- default lower priority variables for
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meta/
main.yml
library/
module_utils/
lookup_plugins/
this case

webtier/

H H H H H

# same kind of structure as

<-- role dependencies

roles can also

include custom modules

roles can also include custom module_utils
or other types of plugins, like lookup in

above, done for the webtier role

monitoring/
fooapp/

THIE R #2

inventories/
production/
hosts
group_vars/
groupl.yml
groups
group2.yml
host_vars/
hostnamel.yml
systems
hostname2.yml

staging/
hosts
group_vars/
groupl.yml
groups
group2.yml
host_vars/
stagehostl.yml
systems
stagehost2.yml

library/
module_utils/
filter_plugins/

site.yml
webservers.yml
dbservers.yml

roles/
common/
webtier/
monitoring/
fooapp/

#
#

inventory file

here we assign

here we assign

inventory file

here we assign

here we assign

"common" was

for production servers

variables to particular

variables to particular

for staging environment

variables to particular

variables to particular
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£3Y: KELHER

EXEHEREXH (inventory.ini), BREXHERETILEEMEA Ansible BEEMEN, URSEWFAEE, FlmE
MB. IP suitFAR R S5, F190:

# Hostname and 1ip address
[UBUNTU2004]
<ip address>
[UBUNTU2204]
<ip address>
[RHEL8]

<ip address>
[RHEL9]

<ip address>
[DEBIAN11]
<ip address>
[DEBIAN12]
<ip address>
[SUSE15]

<ip address>

[all:children]
UBUNTU2004
UBUNTU2204
RHELS8

RHEL9
DEBIAN11
DEBIAN12
SUSE15

[all:vars]

ansible_user=<ansible execute user e.g root>
ansible_password=<>

ansible_ssh_common_args="'-o0 StrictHostKeyChecking=no'

%45 I Ansible #2EF A

BURBIRIEFM (ymIXH) UBRRITEEES. FBIRMT AT EIRTSHBEETSHRIIRIEFMR.

AF &R Linux RITAREREURIEFA

ZFEH Ansible &1 & Linux &1ThR, EAILIEIE—NE A patch-for-different-distribution.yml 89 YAML %
EFEMHF, HEZXEPEZSUTRERMMMES, hosts I5LEXERES (FEitk EFxXHH inventory.ini) &
FARBITIRIEFMBI B AR EN.

- name: Upgrade and Reboot RHEL & Debian family Linux distros

hosts: <hostl,host2,host3> # replace with your actual hosts in the
inventory file.
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vars:
reboot_connect_timeout: 5
reboot_post_reboot_delay: 15
reboot_timeout: 600

tasks:

#

Upgrade RHEL family OS packages
name: Upgrade RHEL Family OS packages
ansible.builtin.yum:
name: 'x'
state: latest
when:
- ansible_facts['distribution'] == "RedHat"

- ansible_facts['distribution_major_version']

Upgrade RHEL family OS packages
name: Upgrade RHEL Family OS packages
ansible.builtin.yum:
name: 'x'
state: latest
when:
- ansible_facts['distribution'] == "RedHat"

l|7ll

- ansible_facts['distribution_major_version'] == "8"

Upgrade RHEL family OS packages
name: Upgrade RHEL Family OS packages
ansible.builtin.yum:
name: 'x'
state: latest
when:
- ansible_facts['distribution'] == "RedHat"

- ansible_facts['distribution_major_version']

Ubuntu Family upgrade
name: Update repositories cache
apt:
update_cache: yes
when:
- ansible_facts['distribution'] == "Ubuntu"

l|9l|

- ansible_facts['distribution_major_version'] == "20"

name: Update all packages to their latest version

apt:
name: '"x"
state: latest
when:
- ansible_facts['distribution'] == "Ubuntu"

- ansible_facts['distribution_major_version'] == "22"

Debian Family upgrade
name: Upgrade the 0S (apt-get dist-upgrade)
apt:
upgrade: dist
when:
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- ansible_facts['distribution'] == "Debian"
- ansible_facts['distribution_major_version'] == "11"

- name: Upgrade the 0S (apt-get dist-upgrade)

apt:
upgrade: dist
when:
- ansible_facts['distribution'] == '"Debian"
- ansible_facts['distribution_major_version'] == "12"

# Reboot after upgrade
- name: Reboot host
reboot:
connect_timeout: ""
post_reboot_delay: ""
reboot_timeout: ""

BT =% .Net IFBEHNROIZIEFI

UTFREUREFMERER Linux RIThR L REZMhA89.NET IFi%,

- name: Install dotnet runtime environment on Linux distros
hosts: <hostl,host2,host3> # replace with your actual hosts in the
inventory file.
tasks:
# Install dotnet runtime environment on RHELY
- name: Enable the rhel-7-server-dotnet-rpms repository
command: subscription—-manager repos --enable=rhel-7-server-dotnet

-rpms
when:
- ansible_facts['distribution'] == "RedHat"
- ansible_facts['distribution_major_version'] == "7"

- name: Install dotnet runtime environment on RHEL7Y
ansible.builtin.yum:
name: rh-dotnet60-aspnetcore-runtime-6.0
state: present
when:
- ansible_facts['distribution'] == "RedHat"
- ansible_facts['distribution_major_version'] == "7"

- name: Remove /usr/bin/dotnet if it exists
file:
path: /usr/bin/dotnet
state: absent

- name: Create a symbolic link
file:
src: Jopt/rh/rh-dotnet60/root/usr/1lib64/dotnet/dotnet
dest: /usr/bin/dotnet
state: link
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# RHEL8 linux vda install dotnet runtime environment
- name: Install dotnet-runtime-8.0
ansible.builtin.dnf:
name: dotnet-runtime-8.0
state: present
when:
- ansible_facts['distribution'] == "RedHat"
- ansible_facts['distribution_major_version'] == "8"

- name: Install aspnetcore-runtime-8.0
ansible.builtin.dnf:
name: aspnetcore-runtime-8.0
state: present
when:
- ansible_facts['distribution'] == "RedHat"
- ansible_facts['distribution_major_version'] == "8"

# RHEL9 1linux vda install dotnet runtime environment
- name: Install dotnet-runtime-8.0
ansible.builtin.dnf:
name: dotnet-runtime-8.0
state: present
when:
- ansible_facts['distribution'] == "RedHat"
- ansible_facts['distribution_major_version'] == "9"

- name: Install aspnetcore-runtime-8.0
ansible.builtin.dnf:
name: aspnetcore-runtime-8.0
state: present
when:
- ansible_facts['distribution'] == "RedHat"
- ansible_facts['distribution_major_version'] == "9"

# Ubuntu20.04 linux vda install dotnet runtime environment
- name: Register Microsoft key and feed
shell: |
wget https://packages.microsoft.com/config/ubuntu/20.04/
packages-microsoft-prod.deb -0 packages-microsoft-prod.deb
dpkg -i packages-microsoft-prod.deb
rm packages-microsoft-prod.deb
when:
- ansible_facts['distribution'] == "Ubuntu"
- ansible_facts['distribution_major_version']

”20"

- name: Install dotnet-runtime-8.0
ansible.builtin.apt:
name: dotnet-runtime-8.0
state: present
update_cache: yes
when:
- ansible_facts['distribution'] == "Ubuntu"
- ansible_facts['distribution_major_version']

”20"
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- name: Install aspnetcore-runtime-8.0
ansible.builtin.apt:
name: aspnetcore-runtime-8.0
state: present
update_cache: yes
when:
- ansible_facts['distribution'] == "Ubuntu"
- ansible_facts['distribution_major_version'] == "20"

# Ubuntu22.04 1linux vda install dotnet runtime environment
- name: Install dotnet-runtime-8.0
ansible.builtin.apt:
name: dotnet-runtime-8.0
state: present
update_cache: yes
when:
- ansible_facts['distribution'] == "Ubuntu"
- ansible_facts['distribution_major_version'] == "22"

- name: Install aspnetcore-runtime-8.0
ansible.builtin.apt:
name: aspnetcore-runtime-8.0
state: present
update_cache: yes
when:
- ansible_facts['distribution'] == "Ubuntu"
- ansible_facts['distribution_major_version'] == "22"

# Debianll linux vda install dotnet runtime environment
- name: Register Microsoft key and feed
shell: |
wget https://packages.microsoft.com/config/debian/11/packages-
microsoft-prod.deb -0 packages-microsoft-prod.deb
dpkg -i packages-microsoft-prod.deb
rm packages-microsoft-prod.deb
when:
- ansible_facts['distribution'] == "Debian"
- ansible_facts['distribution_major_version']

llllll

- name: Install dotnet-runtime-8.0
ansible.builtin.apt:
name: dotnet-runtime-8.0
state: present
update_cache: yes
when:
- ansible_facts['distribution'] == "Debian"
- ansible_facts['distribution_major_version']

llllll

- name: Install aspnetcore-runtime-8.0
ansible.builtin.apt:
name: aspnetcore-runtime-8.0
state: present
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update_cache: yes
when:
- ansible_facts['distribution'] == '"Debian"
- ansible_facts['distribution_major_version'] == "11"

Debianl2 1linux vda install dotnet runtime environment
name: Register Microsoft key and feed
shell: |
wget https://packages.microsoft.com/config/debian/12/packages-
microsoft-prod.deb -0 packages-microsoft-prod.deb
dpkg -1 packages-microsoft-prod.deb
rm packages-microsoft-prod.deb
when:
- ansible_facts['distribution'] == '"Debian"
- ansible_facts['distribution_major_version'] == "12"

name: Install dotnet-runtime-8.0
ansible.builtin.apt:
name: dotnet-runtime-8.0
state: present
update_cache: yes
when:
- ansible_facts['distribution'] == "Debian"
- ansible_facts['distribution_major_version'] == "12"

name: Install aspnetcore-runtime-8.0
ansible.builtin.apt:

name: aspnetcore-runtime-8.0

state: present

update_cache: yes
when:

- ansible_facts['distribution'] == "Debian"

- ansible_facts['distribution_major_version'] == "12"

Slesl5 linux vda 1install dotnet runtime environment
name: Register Microsoft key and feed
shell: |
sudo rpm -Uvh https://packages.microsoft.com/config/sles/15/
packages-microsoft-prod.rpm
sudo ln -s /etc/yum.repos.d/microsoft-prod.repo /etc/zypp/repos
.d/microsoft-prod.repo
when:
- ansible_facts['distribution'] == "SLES"
- ansible_facts['distribution_major_version']

lllSll

name: Install dotnet-runtime-8.0
community.general.zypper:

name: dotnet-runtime-8.0

state: present

update_cache: yes
when:

- ansible_facts['distribution'] == "SLES"

- ansible_facts['distribution_major_version']

lllSll
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- name: Install aspnetcore-runtime-8.0
community.general.zypper:
name: aspnetcore-runtime-8.0
state: present
update_cache: yes
when:
- ansible_facts['distribution'] == "SLES"

- ansible_facts['distribution_major_version'] == "15"

# Amazon2 linux vda install dotnet runtime environment
- name: Install dotnet-runtime-8.0
ansible.builtin.yum:
name: dotnet-runtime-8.0
state: present
when:
- ansible_facts['distribution'] == "Amazon"
- ansible_facts['distribution_major_version'] == "2"

- name: Install aspnetcore-runtime-8.0
ansible.builtin.yum:
name: aspnetcore-runtime-8.0
state: present
when:
- ansible_facts['distribution'] == "Amazon"
- ansible_facts['distribution_major_version'] == "2"

BF A% Linux VDA B RGIZIEFH

ZfEM Ansible BahFH4& Linux VDA, EaI UBIEFE N 2IRAIRIEFM. —MEIEFM, B0 get_the_build.yml,
ZITATFTH Linux VDA R4 BHEEERTIBRTEN (W), S—MRIEFM, FI% linux_upgrade.yml, &

EBRTERZAT THNRGEEBMTEN AR Linux VDA B9E5,

TR EF A get_the_build.ym!

- hosts: localhost
name: Get the latest release build to local
vars:

build_url: <linux vda download link> # replace with your actual

value.
local_tmp: "/tmp/" # replace with your actual value.
remote_tmp: "/tmp/" # replace with your actual value.

linuxvda_file_name : "linux vda rpm/deb file name" # replace with

your actual value.
tasks:
- name: Download the file
get_url:
ur—'L: nn
dest: ""
tags:
- get
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- hosts: <hostl,host2,host3> # replace with your actual hosts 1in the
inventory file.
name: Copy a file to remote location
tasks:
- name: Copy vda to the remote machine
ansible.builtin.copy:
SIEGE mnn
dest: ""
remote_src: no
tags:
— Copy

THiEEFM linux_upgrade.yml
- name: Upgrade Linux VDA and Reboot RHEL & Debian Linux distros
hosts: <hostl,host2,host3> # replace with your actual hosts in the
inventory file.
vars:
remote_tmp: "/path/to/remote/tmp" # replace with your actual path
rhel7_file_name: "rhel7_file.rpm" # replace with your actual file

name

rhel8_file_name: "rhel8_file.rpm" # replace with your actual file
name

rhel9_file_name: "rhel9_file.rpm" # replace with your actual file
name

ubuntu2004_file_name: "ubuntu2004_file.deb" # replace with your
actual file name

ubuntu2204_file_name: "ubuntu2204_file.deb" # replace with your
actual file name

debianll_file_name: "debianll_file.deb" # replace with your actual
file name

debianl2_file_name: "debianl2_file.deb" # replace with your actual
file name

susel5_file_name: "susel5_file.deb" # replace with your actual file

name

amazon2_file_name: "amazon2_file.rpm" # replace with your actual

file name
tasks:
# Upgrade RHEL 1linux vda packages
- name: Upgrade RHEL7 linux vda packages
ansible.builtin.yum:

name: ""
state: present
when:
- ansible_facts['distribution'] == "RedHat"
- ansible_facts['distribution_major_version'] == "7"

# Upgrade RHEL linux vda packages
- name: Upgrade RHEL8 linux vda packages
ansible.builtin.yum:
name: ""
state: present
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when:
- ansible_facts['distribution'] == "RedHat"

- ansible_facts['distribution_major_version'] == "8"

# Upgrade RHEL linux vda packages
- name: Upgrade RHEL9 linux vda packages
ansible.builtin.yum:

name: ""
state: present
when:
- ansible_facts['distribution'] == "RedHat"

- ansible_facts['distribution_major_version'] ==

# Ubuntu20.04 linux vda upgrade
- name: Ubuntu20.04 linux vda upgrade
ansible.builtin.apt:
deb: nn
when:
- ansible_facts['distribution'] == "Ubuntu"

- ansible_facts['distribution_major_version'] ==

- name: Ubuntu22.04 1linux vda upgrade
ansible.builtin.apt:
deb: mnmn
when:
- ansible_facts['distribution'] == "Ubuntu"
- ansible_facts['distribution_major_version']

# Debian Linux VDA upgrade
- name: Debianll Linux VDA upgrade
ansible.builtin.apt:
deb: nmn
when:
- ansible_facts['distribution'] == "Debian"

- ansible_facts['distribution_major_version'] ==

- name: Debianl2 Linux VDA upgrade
ansible.builtin.apt:
deb: ""
when:
- ansible_facts['distribution'] == '"Debian"

- ansible_facts['distribution_major_version'] ==

# Slesl5 Linux VDA upgrade
- name: Slesl5 Linux VDA upgrade
community.general.zypper:

name: ""
state: present
when:
- ansible_facts['distribution'] == "SLES"

- ansible_facts['distribution_major_version']

# Amazon2 Linux VDA upgrade

l|9||

IIZOH

ll22|l

llllll

”12"

l|15||
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- name: Amazon2 Linux VDA upgrade
ansible.builtin.yum:

name: ""
when:
- ansible_facts['distribution'] == "Amazon"
- ansible_facts['distribution_major_version'] == "2"

# Reboot after upgrade
- name: Reboot host
reboot:
connect_timeout: ""
post_reboot_delay: ""
reboot_timeout: ""

BTFEMEXHFS (NFS) FRSB[EH N E B R RGURIEFH#

LU RAHRIEFAE NFS IRSSB[FANEBREHFIBREN L

- hosts: <hostl,host2,host3> # replace with your actual hosts in the
inventory file.
vars:
nfs_server = <nfsserver 1ip address> # replace with your actual
values
mount_points = /home/<domain realm>/userl,/home/<domain realm>user2
# replace with your actual values
nfs_shares = userl,user2 # replace with your actual values
owners = userl,user2 # replace with your actual values
groups = groupl,group2 # replace with your actual values
tasks:
- name: Enable NFS as home directory
ansible.builtin.command:
cmd: "/opt/Citrix/VDA/bin/ctxreg create -k 'HKLM\System\
CurrentControlSet\Control\Citrix' -t 'REG_DWORD' -v '
CheckUserHomeMountPoint' -d 'Ox00000001' --force"
register: result
failed_when: result.rc != 0
check_mode: no

- name: Mount NFS shares

ansible.builtin.mount:
path: nn
src: ":"
fstype: nfs
opts: rw,nolock
state: mounted

'Loop: nn

- name: Set owner, group and mode for NFS client paths
ansible.builtin.file:
path: ""
owner: ""
group: ""
mode: "
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BT IEZa SHITHREHREFH

BT EREMRIRERNRIRIEES - -
- hosts: <hostl,host2,host3> # replace with your actual hosts 1in the

inventory file.

vars:
registry_key: "your_registry_key" # E.g. registry_key = HKLM\
System\CurrentControlSet\Control\Terminal Server\Wds\icawd
registry_type: "your_registry_type" # E.g. registry_type =
REG_DWORD

registry_value: "your_registry_value" # E.g. registry_value =
AdaptiveScalingEnabled
registry_data: "your_registry_data" # E.g. registry_data = 0
X00000000
tasks:
- name: Execute AdaptiveScaling redirection script
ansible.builtin.command:

cmd: "/opt/Citrix/VDA/bin/ctxreg create -k "" -t "" -y "" -d "V
--force"
register: result
failed_when: result.rc != 0

check_mode: no

RATFHE RHEL XRERM AN REIEIEER = =
- hosts: <hostl,host2,host3> # replace with your actual hosts in the

inventory file.
vars:
rhel_minor_version: "9.3" # replace with your actual minor version
such as 9.3, 8.8
tasks:
- name: Lock system to a specific minor version
ansible.builtin.command:
cmd: "subscription-manager release --set="
register: result
failed_when: "'Error' 1in result.stderr"
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