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LI 2 NetScaler £#9 NetScaler ADM BRsZEiZIHAEM{AIS NetScaler ADM lRERXR BN EL T ERIZ.

1. NetScaler SDX &% L& NetScaler ADM ARSZE#EThAEf BB & BAIRNIIE R B chiEiZ 2l NetScaler ADM AR

o

2. WEREERS. FABRMENLIE, NetScaler ADM RS FERXLEHIENEIRME X NetScaler EhtiE
MR —LLLERFIZIN, BIANBRIEIR R ERE R M S R IREAE,

3. EAUEERBINEY, RAEFER NetScaler SDXi&&E AN NetScaler ADM BRSS, FHHAEIRERI NetScaler
SDX i&&.

4, YIREMAR, NetScaler ADM RS EIENRERIEEBNIE TTLE TR BN\
NetScaler ADM fR$3iEEZ IFMLE R 4<#Y NetScaler

FiE NetScaler F&MEAEIEEES (MPX. VPX# SDX) #3%#F NetScaler ADM BRS3E#E, M NetScaler fxrzs
13.0 Build 64.xx 744, NetScaler SDX i&&BIAE A NetScaler ADM BRZ %,

N = A NetScaler ADM RS %

MREE NetScaler WIRERF, #HAEKET NetScaler k7 13.0 Build 64.xx, MEAHRKZTEFELIRIAEA
NetScaler ADM BRSZEE,
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WREZ NetScaler BFEF, EERE NetScaler iz 13.0 Build 64.xx, NetScaler ADM RS3iEREELE T IE
FRERIALL T B AR,

AR
59 NetScaler ig& A E, MHBEM NetScaler SDX i&#& @it Citrix Insight Service (CIS) 5 Call Home
k=t N

WAl B 22 NetScaler ADM fRS5iEE

ZATLGEE CLI. GUI 5 NITRO API 732 Rf1% A NetScaler ADM RS E#.

M CLI

Z/=H NetScaler ADM fRss, &M CLI 1T
ERTRTHNT, BA:
set autoreg_setting autoreg=true
Z2 A NetScaler ADM fRss, 1B CLI #T&ER
ESBRTAT, B
set autoreg_setting autoreg=false
£/ CLI 27~ NetScaler ADM BREEZIZE
show autreg_setting
autoreg: true
is_banner_displayed: true

Done

£ GUI

E2 M NetScaler ADM fg55, i5(EMH NetScaler GUI #17iE#E

1. 8% “RA7. € “RY” TEL, BE “RARE HFHTH “ECE NetScaler ADM RS ERE,

2. £ “B2E ADM &% TiE.L, Ak “BF NetScaler ADM k5%, AREE “HBE

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 13



NetScaler SDX 14.1

4« Configure Console Advisory Connect

(0 Enable Console Advisory Connect

This feature helps you discover your NetScaler SDX effortlessly on NetScaler Console service and get insights and curated machine learning based recommendations for
applications and NetScaler SDX infrastructure. This feature lets the NetScaler SDX instance automatically send system, usage and telemetry data to NetScaler Console
service.

Click here to learn more about this feature.

You can also configure this feature anytime on the NetScaler SDX appliance using the SDX command line interface or GUI. For NetScaler VPX instances running on SDX, you
can configure this feature anytime using the NetScaler VPX command line interface, API or GUI Settings.

Use of this feature is subject to the Citrix End User Service Agreement here

f£/ NITRO API

SR LUER NITRO #5422 NetScaler ADM RS E#E,

curl =X PUT -H "Content-Type:application/json"http://192.0.2.10/nitro
/vl/config/sdx_autoreg -d '{ "sdx_autoreg":{ "autoreg":"false" } }
-u nsroot:Test@l

NetScaler ADM RERIETH

M NetScaler k7 13.0 Build 61.xx REShRASFF4, NetScaler SDX S2HIRE T EE ADM BRSZIEIENEEN IR,
NetScaler SDX 5:25_E BT AR NetScaler ADM REBERIBGENTIFIEFE—HEBE, 5 ADM IREZiEE. 5 ADM RS
BiBER, NERERTHENALAIISRRGRZS,

518

B X NetScaler ADM RS EENESZER, FSHUTE-R:
o ¥RRIE: BUERIE,

+ NetScaler ADM fR%5: NetScaler Application Delivery Management Service,

BIRGRE AR

February 16,2024

AR EREHFEK NetScaler SDX 1&%% 13.1 RESIRAS, NetScaler ADM RS EZRIANSTEARS. BX
BZIFMER, 5517 $IEAI2 M NetScaler ADM RSB ERS,

M 11.0 REEARAF AR S B F G NetScaler VPX SEFIBRMEH LOM B2 SMIFRE A & H I —MRESL
. XX RN SDX BRf&o
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B rEEA build-sdx-14.1-<build_number>.tgz, BEREH%KS SDX 14.1 /5, # GUI
F2BRATF EH Citrix Hypervisor BREX . # 7 BHEHMEFANET, HRXLEDT, R SDX 14.1 FXFHH
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FEIREM

« 08 Citrix Hypervisor kRa 6.1 SiE R4S, NAZFALER 14.1,

s BEAARR—IELENERE, ATERE KX 90 SHHIBTE,

o B, BERSALIFRE. EARIEF, SEERSWERAESER, EMEEIEERS USEMAER
o RE, BERSEFR Citrix Hypervisor i EARMFIRI D
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o Citrix Bi&ER Citrix Hypervisor 847#s%la (3k LOM #£%)&) kUM Citrix Hypervisor B9#4.

RBEM&EALRE 14.1

AR ARIRESZRERE SDX 18, BIERE VPX L6, FRITIHEREZAE, MR VPX LAIFSAIAMIRE
B, BERAMEE HA TREfERB R T R, MREKESATAMLEE, BERIL EVE E,

BARIRE, BRITUTERE:

1. SN DREREXS, SME EE > EERS > WHRE, ARSRE £H.
. SMEEE > A% > RAEE,
3. £ "RAEE A, BE FARRE
ARIIERELD

FRzE, EERSERUTESR:

o BRREGNHR.

« RELEBEITHYFIRAR SDX,
o REBARFINETERA,

o ARIREBIARERETEL

o RIUEE.
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8 NetScaler SDX & EFHFSIZR RS ELD

A% NetScaler =4

November 23, 2023
&
o LT NetScaler SDX &% % 13.1 kr/a, NetScaler ADM FRSEEZBINA T EARS. BX

ELFMER, BESH BUBAE f NetScaler ADM RS %E .

Ft4k NetScaler LB SR EIE EHMBEX M, AGF4 NetScaler 561,
BEERT
AL EREIRRSMEHR ADC 2, ERMsEfl CLI &R,
TEFt4k NetScaler L5l Z#i, & NetScaler # 4% 3% NetScaler SDX i&&. BREM L, EFEE NetScaler
XVA Xt
£ REME BT, ERUEEUTHEAES.

« &#: NetScaler LAIMHMEXHIZ I, XHERAERASHRIRES, a0, XH& build-13.1-
49.13_nc_64.tgz {589 2hR4s 13.1 build 49.13,

o BRiERRETE): BRIEAXXHEIR R,
o KV XHRIA/N (BLMB R8I,
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. 7££ % NetScaler IR E IHEER, BiE H, AEEEE LM NetScaler BE&EXH,
. BEEE. AR 2R NetScaler REFBUEEEH,
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1. & "RHRET @R, ERETENXN, ARBEH “TH
2. FEEBEN “RE VIRSP, &R BEN
3. T “BERN HEBEDR, WENBREXHNMUE, AREE “RE .

L& XVA >t

. ESMEES, BFF NetScaler, ARG8T REFME,

. TE RBMET EER XKVA XX EIELE, #£F “EEH.

. & “L#i NetScaler XVA X" IHEEHR, B WK, REEFE LHM NetScaler XVA 32t
. BE R, XVA XHEHBIE XVA XXHEEH,

A W N B

BT T# XVA XHeIZ &%

1 & XVAXH” atgsh, ERETHNXG, AREH “TH
2. FEHBRESR, N “RE FIRPEE “BEN
3. £ “‘BEN BHEEFR, NREAEREXHNUE, AREE “RE

FH% NetScaler VPX 2451

T UIEREBRESHARKILE LIETH— 12D VPX L6, EAREFIZET, 1EHAESIEERIME - E SDX 1%
o

EETLUER NetScaler R BRERF R EIERS RALEHN VPX 2641,

EFHEFAREMEGIZE, BHEET FFRIERMFANERE, REFREAR (FIINMATAERRFARE Bk hREM Bk
FRAREIAEIR) FTREFEMIIFAINE ZEERUTEI

o ABLLEEERSR, BEAREMKRAZEES LG LREFRE.
o EEAILIM Instances TRALBNER, Ak, BN “KHI” HRFEELE, EFAEEERP, EEEE,
AETEREFTHIRERBEAR,
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BEE

: NREER SDX BEIERSMAE VPX GUI kALK VPX 261, MARMGEEMH XHN—E, BILLEIRF] R
S,

F+4% VPX £

£ BB M- SMEES, 2E NetScaler,

EFAEEERTH NetScaler LB T, #F AR

£ 74 NetScaler 3HEHE REBRIGHR, EREARIIARAD NetScaler AHRITEX .
MG IP it TSRS, ETEEARHIEFIR IP ik,

BE “WE, ARRE XA,

Lok wbn =

BEXER

NetScaler SDX i A MR

#BFF NetScaler SDX i& &I 2a0tpmELD

EEM A SDX 1&&

February 16,2024

NetScaler SDX & &BaIHiEITE, ERIMRITEMES, NEERS AR AREEMNSTIESE,

&eq SDX g EHN MK E

TR LTEIREC B EEME R SDX IR & RIENMEREFAE S

2&8 SDXIREHNMLRE, BRE “RA. £ &% BN RERE AT, B “WREE", ARERAST
BNFAES.

=,
AR

Cilt

EMEREY, HEEAN Citrix Hypervisor (ifiE, SEF—%EHHEE 7YI\NEEEHERHRNR.

LB e NNl Val: s

BN ik PR3 NetScaler SDX & & FRBTHEEM L IARMNIR, ARETLY, BNELENFERRIASERK
Fo RSEHERRFETLHENRN AT BFFERAERAKFWED, Citrix BIEEERAINEERZNE, 0
REKRTEG, WaLBIRiREREMENE BIAMEREEEENIAME, AFTUENRED,.
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EEXRINBF KPR, FRE AR > AREE > AP, &F—MNAF, ARRE FHiE UENENE,.

EeigE LR

EE LS E RS A Citrix Hypervisor BB, ERIARTX A UTC,

ZENHKX, BRE A%, ARTE ARKRE ATEE EXHEK,

BRI ENENS

ERLIBEEME “RA” > “RAIRE” > “BERENR” REXEBERESHENR.
Citrix Hypervisor EMBEEE D/ MEIRIEHREHITRMNIME, EEREEEHE, Citrix Hypervisor EHZEE
BRIIAE “netscaler-sdx”,

VLAN ;i#38

VLAN fmirl £ =43 8im O 8 VPX LB 2 BETHIE D 8. i, WREERPARER VLAN LEE TR VPX 52
B, #FEBAT VLAN I8, M—ILARBEEEES— P RAIBRE. MREAT VLAN I8, NFAEKFIEEER
RERARITICHI BEIER, EERGRFIEZFAXLERIES, MRBAT VLAN I8, NEMHRCH BiEaR
2R B FHERATIZH VLAN BSE6l. INRFTE SFIEFRRE FHEEAEMRIZ VLAN, WHEESEFEGRS (NIC) &

o

MRAEOEFBAT VLAN 238, WAEILEZZEO EEREREENHRICH VLAN, 106 #OLHF 63 N HtRics
VLAN, 7£ 1G #20 EfERA 32 MHERicsy VLAN, VPX Szl AEEERE VLAN ID BiEiES. MRFSE M EO
REXEY VLAN fniss BTSN “BRA” By “ERA", BEHBNZEOM VPX 526,

BINERT, SDX k& EBA VLAN 28, MREEOEZEA VLAN 28, WeUEZEQD ERE %S 4096
VLAN,

*

g

[gerEia1T Citrix Hypervisor 6.0 #9 SDX i&& 2 VLAN igiE,

EEEOLEBA VLAN I8, B8E &4 > #0. &0, ARSE VLAN 2B, ARRAFAEEUER
VLAN &g,

EEER SRS

BREMENENY (NTP) A¥E, EEBRSBENER. ERILE SDX RERENBHA S NTP RSERD,
Fitt, SDX ig#& LRSS MK ERHMARSBEGHEENBIANNEIRE, NREMBD. ARIFFRLE, HHE
SEBFREN. B2, EHAMHRER, REFLEETHE) NetScaler 5241,

NSRRI NTP RS BHEAEAERIIESE, NEILAEY, EEATUEXFRMNER NTP @Y,
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AR MRELEAM NTP RS2, ERILIE NTP BEA ML
http://www.ntp.org LB ARFFRIAEK NTP fRES 285K, 725 NetScaler EEBRERAAH NTP iRS28 2 A,
BSGEE AN TTE (FMEARNERSSENE EHESTHE) .

ZECE NTP RS58:, BRE “RR” > “NTP RSEHE

BF NTP &%

1. ZSMERD, BAF “RR7, ARRET “NTP RS2
2. FFAERSERTD, B NTP EY.

3. 7 “NTP @F” xiEtEH, &EE “BR NTP BF”,

4. BE YRE, ARBE XKE

&R B HISIEIEIR

1. EZSMERD, BF ‘R4, ARRE “NTP RSH
2. AFAERERT, BF FHRIESH.
3. £ "BHREMHRBRIBET WEEP, REUTSH:

o BHIIE—RRA NTP S{3501E. =J8EM{E: YES, NO. BRiAfE: YES.

o AEZA ID—AE%A D, FIN NTP fRS2RET, EAIUMLELTIRAIERZRIRAFT. &/ME: 1. &K
{&: 65534,

- HUHBTENEIRR - BEhERARERANELMBENENRBEILER (U2 WEREA), URRBG, BA
E: 17 (2M17=36 /M),

« Automax Interval —EFH4EM S Autokey i —EERMSIERHTIRZEMER (L2 AT, U
Wi, BAE: 12 (27012=1.1 /),

4, BF YYWE, ARBE KA,

EE SDX &ENEMN
T ‘BEE Am-~LEBRGREM, 610 CPU A& SSL EFHE. IRAFESENTARNTUREMHS=RIFHE
I~
28E SDX ig&HEM, FRET TE” EU.
BRILBEEBXRAFRR. PN EERRERF. IFNENRKHUTER:
RYEHIR:
« CPU miz5%k; SDXi&#& ERY CPU %k,
o SSLEH 2% SDXig& LRI SSL S H 25,

o %2 SSLSH: HARDELFEAIN SSLSH S8
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BMW7F (GB): ®£BRM7F (GB).
HANE (GB): ATAREMNE (UGB A%,

EMNEERRERER

ERIEITHIE: &E DREMBHLRBE, AR, NEND HERERT.
has: Z=3E7E SDX i&#& £ Citrix Hypervisor #kfis,

hRzs: ZEEE SDX &% E89 Citrix Hypervisor B9k s,

iSCSIIQN: iSCSI BRER .

=R Citrix Hypervisor 897~ s,

F5IS: Citrix Hypervisor B9F% S,

¥EERHE: Citrix Hypervisor B9 B H.

AEARZAS: Citrix Hypervisor BIRERiRA S,

#rE: SDXig&E EREMHFTEAIRE,

WANHEES.:

Fa: B TanNES, ETFERENIFIIL

RAREGIE: RIESREMVFRNE, ERILE SDX g8 LIRERNRASEHIK.
o ATAER (HF): JEENEAIHNE, REBURTHARAN CPU Rz,
RAEILE (Mbps): RIEEREMNFANE, Fi4&E LAIRMNRATLE,

AEILE (Mbps): EFEREFNINAAELE,

TE: BHEFEHNES,
F=&: NetScaler F=@HIEEL,
3. 12 SDX i&& £iE1789 NetScaler K #FIHiEhR A,
IP sthaik: EIRARSSEY IP sthitko
FEMID: Citrix Hypervisor £#1 1D,
£#4: ID: Citrix Hypervisor %z 1D,
F5)S: Citrix Hypervisor %5,
AgAtiE): UHA BRI/ 2% RRERRERNRSNE,
BiiTiE: B EREHRBEERS RABE, R, NEMNDHERERR.
BIOS ig4s: BIOS RS,
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EELKEFHLE

EANNEHREN SDX &S EUHETEHEMNERFEMREH. RIABERT, EANEHRENETLER LT
EER L.

EEE SDX GE&MELE, B GUI L EHEFIR, AEEhR%ELE (Mbps).

EEREN CPU INEERER

ZRILEEREN CPU IRNEFERBRER. BEREENEHN, HEREN.
28%E SDX ig&H CPU MMAEFERER, B GUI LEERFIRHEEEERSKITER.

EEMERZB CPU EAX

R LlEE SDX i&& E&1 CPU AZRIERE R,
CPU ZLfERR BRETRUTEAREER:
o RS /& LR CPU LRSS,
« 3 CPU: ZARZEIE CPU HS,
o B&I2: 5% CPU B RBREB AR,
o 3 ERZ CPU MZAIEH,
o ELERE: FIROERE, UBEDERT.

EEE SDX & EFBEMZR CPU A%, &7 GUI L EishliR, AEE+PES CPU EBXE (%).

£ SDX ig& L% % SSL iEH

SDX iR&EMIHERIA SSLIEH. HTFR2ER, EARFEFIIIIRERNEBSH SSLIEH. Alt, EB55ek SSL
P EHEEERS, AEBREIER. RE SSLIEBRALSaSERRSVMERFARRE. ERIEERSUR
TREMEMEEES.

BRE SSLIEH, FRE “BA7. T RERE AP, 2H RE SSLIEH, ARERASTRNFAEE.

EEERS LEE SSLIEH

EERSEA SSLIEB#HITR2NE R ImER. EEWIERNFAER, AINERMERS. MAkE. A, SRR
BREGBINLIEBA. RENFTIS,.

EEE SSLIEH, 58T &R, AR KERE AF8EH &5 SSL k.
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NetScaler 524589 SSL IEHFZA
NetScaler SEfffy SSL IF BN ZAM BEINMELR T I BM. ERFMNEERS T = SSLIFPxX 4 LHMEIE SSL
IEB U AR NetScaler 525 - R9ABR 2 SAF0FAEART,

Eipin) NetScaler SRy SSLIEFHMZH, ESMEIEE > NetScaler > SSL iFrH3x4,

SSL <

sSL Certificates @@J)  SSLKeys 2

Upload

Q ®

@] NAME LAST MODIFIED - SIZE

@] spacecn.pem Fri Nov 10 2023 12:20 PM 134 KB

O ns-server.cert Wed Nov 08 2023 2:51 PM 1.59 KB

Total 2 25PerPage  “/ Page 1 of1

BRRFREIRE

HFReREA, ERLEEEERSM VPX SR EEdRe@EfERE. SEa RGN EERSAA RIS
B, BFIHREEGER https EREERS AP R,

ZENAGIRE, FRET EE > A%, ARERARKREATET EXRARARE,

BERRE

BERSRM T EFEE) SDX IREMIAT, TERHHIE, REFXAFRBIELG, AREMHRB Citrix Hypervisor,
Y Citrix Hypervisor EfEaIEt, ERBHMAERELMUREERRS

EENRNRE, ERE BE > 2%, ARERAAERATRET EREHRE.

KR E

TR M EEARSS HXH] SDX &%,

BXARE, BRE RE > &%, ARERAEEATRE XFRE.

SDX B8

February 16,2022

SDX EIZEINRERI A B EEIR S NERE, SR LUEREERENTENIIRERR. FAlt, SR LENH R
#l, HBERUES M EZE D EERIASSI&ENB.
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&) LA B9 SS B SR @ BUR T AlHiE,

SDX REBRSZR=PRHINERE, REN KN, FIERRBRKOELFIEE.

TEIRNEMEERMEFRAESNFE. ESMERLT, FENERBEMRENFRBPOEN, EEHPNAR
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R R BT LUAENZE N FIE R R.

| FIE D EC R IRBY R

® 1 FIHTEROMRIRZE R, SDX EERALUGXER RO ECL Fil. AXMBRT, EERKRZALSE 10 4 CPU

0 840 GB B =8,

® 1. FEERR

CPU #iy
&1 & (Mbps)
W7 (MB)
== (GB)
SSLEBRH

LAl

R2FHT HELBEN
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87300
840
36

36

Test WFENZER. ZFHERIEAERIEN 10 > CPU ZOFH 51, FITH 5 MO U EAFRBENEM

FiFo
& 2. MR

CPU i
&HIEE (Mbps)
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SSL &R

SR]|
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I FIEN, BamIERMAFA: EERANRRA, RINERT, SMHEFHZREERAMN—ED. ALE—1
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7£ SDX 22000 F& &R RAID W#E 5B

May 9, 2023

NetScaler SDX 22040/22060/22080/22100/22120 & &M @IFM IR TR (RAID) 2488, ©RZAIL
SN\ MEHE. S METURES T, MEXERT IR IR T SDX RELAEE, AAKRERE
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ZAEIKEN RS

SDX & &MIHHIEC B G IE 121K hEE 0 FIBIBIEHEE 1. BIBIREHEE 0 HECLAEIEARSS, Citrix Hypervisor MiZEIK
zhes 1 HELAEINER NetScaler £, BEMAELZMYIRRENE, UMEIEHANSEIRDE,

EEREHIRAE IR

SDX IREREZ2H/\ MBI ch2EE, ENRERMNSE XM MEE, ErLUSYIEREISRENERE. LI EYE
REh2R R B EIREERM —ERSY, SRS REER R MR RN RS,
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RiE ENERSETRRRS. FERRNRSBELFH
R

B ENERSIETRATREE, Hh— MEBNEDES
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518 EINRED B AT
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- REE (RY): —MERMBBRRARE, FIMEAZEIREDEEX B —ER 2 A o

- REEE (FR): —EEHBIRRFME, TEEREBREERHI—E A,
o SNE: ETHERET AT,

o PRGN —KEXBIZIEIRNER.
£ “YEIREHER" BT, ERILOIRIRENS AT A TR
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H#TH9a 1K,
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« BB —BHEHSNER. ARMSAPHNIREEFLELRERN, ERILETERCIRIXEEEHIAE 2 5iTFE
EIREhER EEVHIERER ZIKENER. RAID i=hI28 =t 27 I chas A h Hthikzhas _ERIEKHE.

o EfL: —TEIRE LIRFIRRER, B ESKEhERREXRIXEER A LED KGR ER.

o BIEENL: —FIEEIRE EEHRIREDS,

o EEBRR —FREENYIERREE, UEREBR.

it

£ B8 > £4 > RAID > FEEF EIF £, aJUEE SDX && LE#ENRS. EEIUEEE XREENFHEER
MBIES, AEEFZKEEE, AREE “BER" AJLUSH BFR. “E#E" EMTEREXE T EFHEENUTER:

o B —TFEERENERBIRIT,

¢ BREERRMS. —FHERTSEER. WRRERNEE, WAILBEED “BER" #HITHER.
o KN —TEEERIRN

- BEA: —EEEANFEETEE.

© SDX 22000 & &7 MiZiERs8s Em SDX 22000 F & RINEIMIBEIRENES, FRITUUTRIE:

. BRIEERS
2. Bz BRE > 7% > RAID,
3. £ SDX 22000 i&&MNEE, KENTHESERIBNGERS 4 7 5 P, ERIUEEESITHRFESARM SSD,
AR MRESEREET NetScaler AL,
4. EEERSH, SMEIIEE > £4 > RAID fl MIERIET £, EBIERNNESER,
5. &3 “BEWR=HE AWK, AFRET FM.
6. £ “CIERIZEEA" TIEH:

a) £ E—MERTHYIRD, %F 4
b) £ B MEETHIYIRF, %8 5,

C) BE “GIE”
AR AEERST, HERSUETTL, Alt, EERSPIEERS SYIERE LRIEERS TR,

ZAEIR RN BERI IR HFITE ©
ZARIRENER ETR T, BERIFEN A EMEE R,

7£ SDX 22000 ig& LARME_MEEEHHE ERMBZ—MEEREE, FRESERZBNGERS 6 M7, 7£
SIEZEHMETE S, M E—NMEE 7IRFIER 6, ARM BT NMEE FIRFIERE T,
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£ “YEREE" ETF L, EREERNEHRENEREE.

BE EEIFER UETIREES.

B ERIFEAR LRI RN 235 Ro

MIEIE R SLFREN T A SR IERIIREN 2R

Rz Citrix 3IERYHET SSD ENE T B R ESE RN EEP,

EEERSS, SME KE > &4 > RAID, HNESERTEYIEREE 35, RoRERIEEEEM.

N R~ N

%fﬁ,ﬂﬁﬁ.fﬁj’*ﬁ ELl&*EEE’J’Ik/L’\o ELH*D':‘EEE’ ;fEE_[LXE “
B RE FIRER B, EEEDD Ko

SDX A #Eid

February 16,2024

£ NetScaler SDX Management Service #, &a]UERBEHFETIS (HSN) SFIEARIRER S EIFTIE, &
ERSUUSERNIRIEENFTS, Citrix SEEMWEIFeIIERN B B Flp R X T IEAR .

HE, MESHTEN LEFEFANE, WAILUEH EHEIRE,.

SIFErEEMINEE (FIiNREIHEFHDEIFAIE) , WATEREFRIIF, HE, MR LUERFa P #TIFES
fid, BXPEMER, FERA%E Citrix.com EEBIFRNL,

BX SDX Rl EBIE R, EHE:

. BEAEHTAMRAET,
- Vst

AR REXKAAIESHFRNERREEHR R SDX & &,

DEFRM

BEREMFYISEIFRHER RN S EIFRNE, BT TEE:

1. BB ETIRE IR AT, G, REXUMEEBIHF www.citrix.come HFRIESD BECRE1EAERISIRER
YFENERY Citrix WeHE TP, R A, KR EEERS P tukHigE DNS RS,
2. EEOFRNESSEHEEIEREN, HEELITREERBFIESRE.

fEREERS DECIFAILE

MREHIF LR EIEREEM, WIFENED BRI UEREAFTIS. BN, BIRNIFAIEARNE.

AILMRIEENHENTER P EWFAIE W, MRENFHEXHES 10 MFALE, BEHFRFE 6 MFAIL,
MRS ED 6 MFAIE, UWEBEIRELIFANE, 72RNHERERT T rHEX 4R FENIFNER K,
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D ECVFAIE

1. 72 Web %5384, ®A SDX @&EIRRSH IP stk (190 http://10.102.126.251),

N

72 User Name (B~ %) # Password (%3) 1, BABERER,

w

£ Configuration (f2&) &M+ L, SME System (%) > Licenses (FaIE).

N

. EFAEEERD, BE RINFAEXH

Dashboard Configuration Documentation Downloads fel

Q M System > Manage Licenses

Favorites v

The ioHaww glce seHesa re presen fo msAppla ce. Select Add New License to upload more licen: 1ses To delete a license, select the license and click Delete,
To wnloat

ing portal please visit http://www.mycitrix.com and use the Host ID: 02c47ad0dbfa
System v
Ada License File || | Apply Licenses
Licenses Q ®

Sessions

O NAME LAST MODIFIED SIZE
Administrative Domains 0 Wed Oct 25 2023 4:14 PM 207KB
User Administration > 0 Tue Nov 212023 12:24 PM 117 KB
Authentication > S 25PerPage  \ Page 1 oft

5. TR, @EEEP—MEm:

o M EN EFAFAHEX S (BUAER T EARIET)
o FRAYFAHEARRE
o ERBEHEFTIS

System > Manage Licenses

Licenses

If a license is already present on your local computer, you can upload it to this NetScaler SDX appliance. Alternatively, you can use this appliance’s serial number, or the license
access code emailed by Citrix, to allocate licenses from the Citrix licensing portal.

To manually Download licenses from

(@ Upload license files from a local computer Citrix licensing portal please visit
http://www.mycitrix.com and use the
Use license access code Host ID: 02c47a40dbfa

Use hardware serial number(JSX8W2EW9K)

Srense

o MAHITEN ERIFRNES M MREFUEDT, BREE WK KA BENPERSREFAL. AL, 8
& T

RN AEAEWANLEE, R 2885278 ER1E FaHE E L.
e LU R Z RIS B BRI AL,
£ AR 2R 2T IP it FEEH, MANFANERS S|IFAE R,
£ iR0OS FEH, BMAFIERSSRHO. FIME: 27000,
g Get Licenses (GREXFAIE).
£ “OEFENE BAF, EEMENRANTR, RERE “OE .
T “BIERFANE EL, SaUEBFAERS SR, FeNERA U A 2 Ry SEFIA S BEa 4 E B

.\‘.O‘.U"PS*’!\’!“

=W

M NetScaler hizzs 13.1 Build 30.x 2, NetScaler SDX &&= BB S MFAIIF, £ LIFATE,
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R LA LA B ah I RlE S L B EIFREARSS 28, ERILUER NetScaler ADM gl G A AHF RS
VCPU FS< BB 1F RIAESR

o ERFRNEARAR: NRERIRD, B WANERRNAE FRPREME LAC, siEikhEIRELIRI {IER
SEEITER. E K, B REUFANE

- ERERTHEFANENFRNEX o
- 7£ Allocate (HF2) 79, WABSERHIFANER. ETXR, B2dF “TH

MRTHTE, ERETE “WHHEXH To EEWFRNEXH, ARRENBIFAIE.
o ERABEMEFTIS: MREFIED, REPGEABRBRENFTS, HERRFTISRETEHNIFIIL
- BE REGFENE, sfEd “EIRERSSEE SRE, ARREE “REUFANE .
TEWFEHEXHE, EFFNEXY, AREE NATIE
BEXMEFATRNER, BB NetScaler SDX RBIRAFEIEFAE S NetScaler A=,

SDX FiFrIME TR

May 9, 2023

7£ NetScaler SDX i&#% LB & NetScaler s2filfd, FEALFIHE CPU. EHE. RESEHER, XMXT YA
SDX, FEETEXEMHIRERRENER

ERRRAMLIER, ARTEELRANFBENRARRBEREEMERT. FMEBNEERNFZRBUEIER
BRe BRTAURENERI, BRANKIARZETHMSE, FIMNERRSHEE,

RFEAMUITAERZETEAEREANEHER. EEESEAXKNETHER, HEIREIREFRREEMHZM,
AR TAENEMNUERERERFIE ] BNEfRANER.

TEERTHRAMCTAEPHBROFRES:
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Interfaces Instances
LA
NetScaler
10/3
10/4
on

LA/2 ——=l0/2
10/5 10/1
o 10/2
LA/4 Rx Bytes
10/9

0
10M Mops
LA/S
10/6
10/¢
on
0/2 —
101
10/2

10.221.50.225

Tx Bytes HTTP Req/s Packet CPU Usage Memory Usage
0 0
VM State ® Running

Total Memory (MB) 10240
Throughput (Mbps) 1000
Max packets per second 1000000
Up Since  Thu Dec 7 04:56:36 2023
Version NetScaler NS14.1: Build 12.20.nc, Date: Oct 18 2023, 01:54:07 (64-bit)
Disk Allocation  VPX-SR-3( - 42GB, VPX-SR-3( -2068

Total Crypto Virtual Functions 0
Total Crypto Virtual Functions Up 0
HA Master State Primary
Peer IP Address
HA Sync Status ENABLED
CPU Dedicated (1 core)

Management VLAN -

Memory (GB)

N

Throughput (Mbps)

=

Instances

.
=3

Core Allocation

9 o

Fan

& Temperature
§ Voltage

~E Power Supply

¥

System Resource Utilization

256
79 Used
177 Free
100000
6000 Used
94000 Free
20
6 Used
14 Fr

Crypto Capacity

BIEEO

May 9, 2023

£ 0 &8, SRR VPX L6 LR ESMEOR SDX R&RIREY, HAakOni MAC iit,

ER: HiEEEEL (DAC) MEORZFEIE,

£ OEOT FERM B0 5IERD, £ RE Fid, UP RFZEOEEEFEKRE. DOWN RREEMSKEM,

FbizE QTR R E IR WU E

BERT: FEIHEE 1 GB rEis#iTREEs,

&R0

1 7 “BEE &WrNSMERS, BF “R%7, ARSRE &0

2. EEOEEY, BRBERENEN, ARBE RiE.

3. £ "EEEZ O §OF, EEMUTSHE:

- BEthE—RREEME. HaeE: ON. OFF, ikfE: ON,
o BE—EONUKMZERE, U MB/s A%, sJaERfE: 10. 100. 1000 #1 10000,

o WIT—#EONTERIEXRER, mTaeryE: Full, Half, NONE. ZRiAfE: NONE,
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o RERHBNE—BHEREIRHIS K, tAERNE: ON. OFF, ZiAE: ON
« RX REFH—BA RX RERH, nT8EHE: ON. OFF, ZXiAE: ON
o TX RERHI—BA TX REEH, AJRENE: ON. OFF, EAE: ON

4. BE WME", ARRE XA

RiEONSHEENAE

1 7 "BEE EHFNSMESS, BF AR, ARRE O
2. 7 BO @8h, REEEENEN, ARRE EE

£ VPX 25 LRI RS O 23R O RIBRSY

£ NetScaler VPX s2isr, GUI#1 CLI /R 7 =) LMk O 518 & _ERYIREORMRST,

ERVPX%flfE, ERESAEFT, SME ML, RARBEE “EO7, KA ENESMEORSMIRE LAENHYIE
EOSRKERTE R F&EF, MTEMR:

£ CLIF, X\ show interface &<, fil:

> show 1interface

1) Interface 10/3 (106G VF Interface, PF 10/4) #2

flags=0xe460 <ENABLED, UP, UP, HAMON, 802.1q>

MTU=1500, native vlan=1, MAC=6e:b6:f5:21:5d:db, uptime 43h03m35s

Actual: media FIBER, speed 10000, duplex FULL, fctl NONE, throughput
10000

RX: Pkts(2547925) Bytes(287996153) Errs(0) Drops(527183) Stalls(0)

TX: Pkts(196) Bytes(8532) Errs(0) Drops(0) Stalls(0)

NIC: InDisc(@) OutDisc(®) Fctls(®) Stalls(0®) Hangs(©) Muted(©)

Bandwidth thresholds are not set.

<!--NeedCopy-->

FEOSE MAC tthik

7z SDX &% LECE ADC =f8¥, Citrix Hypervisor 21 W& 51ZL IR BXRI EIIZE O 3B — MAC sk, =TEE
2FHEER MAC it D ECss SR —IREHEMIRE ERNFZ — P RFIXRBRAENEZED. EMIESEREER MAC iitt, &
BT LASR I fEFAME—AY MAC it

AEOSE MAC iR %

1. AEODEREAR MAC HIuFIEE: BEIRARS EAEMUFEE 2B —8 MAC shit,

2. HEEEREX MAC i 2BEA MACHUERTRERD. AR, EERSSNFABEROER MAC #tiit,
MRigE2BEA MACHIE, N 16 FOBSEERIREN 8, 10G ZFAEEIREN 64, WRE/EZLR MAC
4G E 9 00:00:00:00:00:00, EEFETRAMEZL MAC itz
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YEEREO

0/1
0/2
1/1
1/2
1/3
1/4
1/5
1/6
1/7
1/8
10/1
10/2

x® 1. N2REAR MAC it £ prIE 4 MAC ithiitR{)

ERBIHOMNER MAC i E, BERRSREEREZA MAC ity 1/x # 10/x #6046 MAC #oiit,
AR BREABESEELR MAC ik,
2R MAC It RITEMIRME, BRE ‘&

1T MAC tthibig(E,

ZAsEA SDX g% ERVIEREDO

MRKMEA SDX i&& EHEIERZO, NAUFERASERSZAYEZD. HTREEE, REREHN.

E7& MAC ot

00:00:00:00:00:00
00:00:00:00:00:08
00:00:00:00:00:10
00:00:00:00:00:18
00:00:00:00:00:20
00:00:00:00:00:28
00:00:00:00:00:30
00:00:00:00:00:38
00:00:00:00:00:40
00:00:00:00:00:48
00:00:00:00:00:50
00:00:00:00:00:90

> 9207, EFE—MEO, ARRE “RE. £ TERO §0OF

AR BUAMERT, SDXi&&E ENFAYIEROSLTERARTS. thih, MREMEOK VPX SSEfER, NLEREA

Z#EO,

BERYIEED, BRITUTERE:

1. 7 “KRE &MFHSMERT, BHF 2
2. 7 &0 S5, EREEANEO.
3. £ “BfF" THIYIRF, BE “BA

MRBERZANYIEERO, AIUEREERSERARED.
ERRAEAYIEED, BRITUTRE:

AEsE “E®O%
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1. % "BEE &HFNSMESS, BF AR, ARBRE &O%
2. £ "&O" @84, EREEANEREDO.
3. £ “BfF" THYIRS, BF ‘B

SDX i&& ERyE R

May 9, 2023

NetScaler SDX g & X5 WAMEFHEE 24 9216 F15 IP HIENER M. #ELLF 1500 FHHIRAE IP MTU K/,
BRI IAE B R E A X o

NetScaler SDX & &R U THEZ =P ERA BRI

« Jumbo to Jumbo: EEUERMMAIEWEIE, AEREFANERMLE,
o FERRBERN: REUIFERMAFIZWEERIE, ARRKEFENERNAX,
- BRRFFERM: REUERMMFINEEEIE, ARBEENIFERNKE,

7£ SDX i&#% LACERY NetScaler L3z LA T UM A B FHEREFH ERM:

. TCP
- 3BT TCP MAEME ALY
. SIP

BEXEENNESER, BSHAEREG.

fEREM: BERIERKRE

E—PMNERIEEGEMNRG, HPMEMATE NetScaler %I NS1 LEER SIP iz P& EIARSS 28 LBVS-1 k3t
fRs58% S1 40 S2 Z @ SIP mEHTHE TS, ZFim CLL M NS1 Z[EaNEEUK NS1 MRS 282 BIAVEEEZ R
EZii,

NS1 90 10/1 R EREZ PG CL1 B2, NS1 M#E0 10/2 A= RBRS 2 S1 5 S2 MR E.
NS1 #9#0 10/1 71 10/2 £5I=2 VLAN 10 #1 VLAN 20 #9—&853

AT ZHFEERM, $#010/1. 10/2 # VLAN VLAN 10. VLAN 20 #§ MTU i&&X 9216,

FgETOIPIFREEMMKIRE (85 CL1. S1. S2) tiENZEFERN,
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CL1 I

MTU=9000

Jumbo

LBVS-1 |
Protocol UDP, Port 5060
Services pvc-sL SCV-52

TRIE T ROIPERRIRE,

SKiE

F PR CLL By IP stuht
ARS58889 |P st

AEO BIERAEERSKE) M
NS1 EBIVLAN (fEF CLD) f8ER
MTU.

NS1 EHR&RARS2RHIARSS

NS1 ERRARS2RHIARSS

7£ VLAN 10 EXJEEMARSS 883 1T T2
T

MTU=9000

B

CL1
S1

10/1

SVC-S1

SVC-S2

LBVS-1

U2 CL1 A NS1 & HA9IERRRE

1. CL1» LBVS1 87— 20000 =759 SIP 353K,

o S s

Jumbo
= 51
MTU=3000
NS1 MTU=5000 | )
MTU=3000
HARER
192.0.2.10

198.51.100.19
S2
9000

10/2
VLAN 10
VLAN 20

IP #htib: 198.51.100.19; #HHiX:
SIP; #%M: 5060

IP #itik: 198.51.100.20; t#HHi¥:
SIP; #%M: 5060

IP #itit: 203.0.113.15; #i¥: SIP;
#M: 5060; SVC-S1. SVC-S2

2. CL1 KX IP 2By sURiE Rk #R 41X 5 NS1 89 LBVS1, &1 IP RENA/NETFINF CLL BXERERAIX
2 NS1 p93E0 LIS ER MTU (9000).

o F—IP FEBIAN = [IP 47k + UDP 45k + SIP $438E&] = [20 + 8 + 8972] = 9000
o B IP EBIA = [IP 7k + SIP #3EER] = [20 + 8980] = 9000
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o &E—IP AERIAN = [IP #7k + SIP #uiEER] = [20 + 2048] = 2068

3. NS17E800 10/1 BKGER IP B EE, NS1BSXtaE, BNEMDBRNANETH/FHED 10/1 5 MTU
(9000),

4. NS1 EHAZEXLE P HERLUER 27000 7549 SIP &R, NS1 EFELRHIER,

5. LBVS-1 Byt S A B A RARS 28 S1o

6. NSLBEREIELL IP SERHFREET S1, B4 IP HEMANET /T NS1 XS B A% S1 ME0
10/2 89 MTU (9000). Xt |P #iREASES SNIP sl NS1,

o B—IP FEHIA/ = [IP #7k + UDP 45k + SIP $#EE] = [20 + 8 + 8972] = 9000
o B IP EEBIAN = [IP #7k + SIP #u3BER] = [20 + 8980] = 9000
o &E—IP AERIA) = [IP #7k + SIP #u3EER] = [20 + 2048] = 2068

LUTFRARfIH S1 3¢ CL1 MMz R@ IS5

1. BRs388 S1 @iE— 30000 =589 SIP MRz, LAKRIXE) NSI A9 SNIP sthdik,
2. S1% IP DERPRMANEIELREE NS1. &1 IP DEBRIA/NETFINTF S1 XL RAXE NS A0 Lig
E#/ MTU (9000),
o B—IP FEMA/ = [IP #57k + UDP 45k + SIP ##EE] = [20 + 8 + 8972] = 9000
o BIAFME=AIP MK/ = [IP #73k + SIP #uiEER] = [20 + 8980] = 9000
o RE—IP FEBIAN = [IP 45k + SIP $#EE:] = [20 + 3068] = 3088

3. NS17E8E0 10/2 BRI IP AR, NS EZXiens, RS HBRIANETF/NFED 10/2 8 MTU
(9000),

4. NS1 SFAEXLE P HERLUER 27000 7589 SIP MRz, NS1 SRR,

5. NS1 L/ IP £ BB MR AR 225 CLL, &1 IP SEBRMANETF /T NSL #5455 CLL 1
#0 10/1 89 MTU (9000), X% IP HESJRE LBVS-1 #9 IP #rhit, X2 |P $EESRE LBVS-1 /9 IP toht, 3
SEEE CLL &y IP bk,

o B—IP FEHIA/ = [IP #7k + UDP 45k + SIP ##EE] = [20 + 8 + 8972] = 9000
o BIAME=AIP HEERIA /N = [IP A7k + SIP #3EER] = [20 + 8980] = 9000

RE— IP FEBIAN = [IP #7k + SIP #uEER] = [20 + 3068] = 3088
REES:

72 SDX EERS L, SME BEE > 74> &0 NH, HEMBEED, ARRE Edit (RE). REMTUE, A
BE HE.

il
0 10/1 B9 MTU EI1&E 7 9000, 40 10/2 w9 MTU {Ei&E A 9000,
%% NetScaler 52653 1ER ADC 8 $1TREH R SNEES B,

TRFH T 7E NetScaler 26 ERIRFTRERENES. H<SHRMl,
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£53

Tl

22 VLAN HigEFrR#EY VLAN /Y
MTU LAs<#5 B B,

FEOSESR VLAN,

AIN—1 SNIP sttt

BIEARER SIP IRSEBAIARS

82 SIP a3 & EMARSS B HIFAR

SHETE

bind 1b vserver LBVS
-1 SVC-S2

add vlan <id> -mtu <
positive_integer>;show
vlian <id>

bind vlan <id> -1ifnum
<interface_name>;
show vlan <id>

add ns ip <IPAddress>
<netmask> -type SNIP;
show ns -ip

add service <
serviceName> <ip>
SIP_UDP <port>;
show service <name>

add lb vserver <name>
SIP_UDP <ip> <port>

;bind 1b vserver <

vserverName> <
serviceName>;

show 1b vserver <name
>

save ns config;
show ns config

add vlan 10 -mtu 9000;

add vlan 20 -mtu 9000
bind vlan 10 -1ifnum
10/1;

bind vlan 20 -ifnum
10/2

add ns 1p

198.51.100.18
255.255.255.0 —type
SNIP

add service SVC-S1
198.51.100.19 SIP_UDP 5060;
dd service SVC-S2
198.51.100.20 SIP_UDP 5060

add 1lb vserver LBVS-1
SIP_UDP 203.0.113.15
5060;bind 1b vserver
LBVS-1 SVC-S1;bind 1b
vserver LBVS-1 SVC-S2

Al FERFERIKRE

WMIFERRIERIGE AR, FiZ&EF, £ NetScaler 32 NS1 LECE#f BT HEIMARSS 28 LBVS1 A FXIARSS 28
S1#0S2 ZiElRmEH TR T&. B iR CLLA NS1 ZEfuEEX I EERN, NS1 MRS V[ ZEMNEREXFE

Biitolo

NS1 #9800 10/1 s R iEREEFis CLL #9mE. NS1 90 10/2 ksl 2 xR BARS S S1 = S2 iR E.

NS1 #9#0 10/1 #1 10/2 £5)=2 VLAN 10 71 VLAN 20 B9—&8453, A7 1X%#F CL1 #1 NS1 ZiEmiEE RN, %O
10/1 #1 VLAN 10 B9 MTU £Ri& B R ERIAE 1500,

AT HFNS1 MARS B/ ERERM, #0 10/2 1 VLAN 20 8 MTU 1&&% 9000,
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NS1 MRS B 2 BEMARSS[FFAEEMNEIREEEENFERN. AT HTTP REET TCP, FZEE KRR

MERIZE MSS MUZRE R :

o« XtF CL1#0 NS1 89ziiAR5 28 LBVS1 Zialp9iEsE, NS1 E/Y MSS 112 TCP BREXMHHIRE, ABZAEX

H4ERl LBVS1,

o X§F NS1#0S1 89 SNIP stz B)ayi&EsE, 7£ TCP BBEXMHHIRE NS1 ERIMSS, ARRKESEER NS1 £

% S1 #9ARSS (SVC-S1).

Non-Jumbo

ﬁ HTTP,|MSS:1460
CL1 | ¥

HTI'P,:MSS:E!QE'D

MTU=1500 :N51

i
|
|
|
|
|
|
|
|
|

TRIE T RGP ERNIEE:

LA B

Z PP CL1 89 IP tthht CL1

AR5 2849 P shnt S1

#0O10/1 M MTU GBI EREERSED).

F#EO 10/2 18BM MTU (GBI EABERSED).

NS1 E£89VLAN 10 89 MTU (&2 ADC a5 <175 ).

7£ NS1 EAVLAN 2018E7 MTU (GBIfER ADC S<1TRE) .
NS1 EHZRIRS2RBIARSS SVC-S1

|
SVC-51, SCV-52

Jumbo

MTU=1500
10/1 10/2

MTU=5000

HAER

192.0.2.10
198.51.100.19
S2

1500

9000

1500

9000

IP #hik: 198.51.100.19; thi¥:
HTTP; #%O: 80; MSS: 8960

SVC-S2

Fre

MTU=3000
MS5=8960

£

MTU=9000
M55=8960

51

52
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AR BT FAER

7£ VLAN 10 EXJEEMARSS 883 1T T2 LBVS-1 IP#thut: 203.0.113.15; #hHiX:

T HTTP; #O: 80, 4PERRSS:
SVC-S1. SVC-S2; MSS: 1460

LUTFR4rRfis CL1 [ S1 R HANIERRRE

. &Rk CL1 B— 200 89 HTTP iR UARIXE] NS1 89EMARSS 88 LBVS-1,

. CL1#TH7T5 NS1 #9 LBVS-1 AUiE#E, CL1 0 NS1 EEINEERRE B TCP MSS &,

BT NS1 8 MSS KF HTTP 35K, EHit CL1 FiER#HEUAR IP BUEEMERALEE NSL.
1.

<div id="concept_57AEA1C9D3DA47948B6D834341388D29__d978e142">

Size of the request packet = [IP Header + TCP Header + TCP Request
1 = [20 + 20 + 200] = 240

</div>

NS1 7280 10/1 #UiEREER, ARLEBHIEGRH HTTP iEKEIE.

LBVS-1 AT #EAiEFARSS 28 S1, 24/ NS1 7EEF— SNIP ikl S1 Z el 7%, NS1# CL1
TERIERARRE B/ TCP MSS (&,

BTF S1 8 MSS KF HTTP &K, NS1 &£ IP HUBEHIEREIELRIEE S1.

a) BEREIEEHIAN = [IP #5k + TCP #7k + [TCP 35K] = [20 + 20 + 200] = 240

UTEATfIs S1 33 CL1 BIMmRZEEER:

1. BR3328 S1 8 — 18000 FH#Y HTTP Mgz bikixE] NS1 &9 SNIP #tuhit,

S1 RN EIESZ D NS1 B9 MSS, AERXLEHIER L IP HiEENA N AEE NS1, XL P HiESkXE
S1#YIP stutk, H4EEZR NS1 /9 SNIP stutik,

o BIFEANEIBEAN = [IP 45k + TCP #53k + (TCP 2 £ =NS1 89 MSS Xk\)] = [20 + 20 + 8960] =
9000
o RE—MEIBERA/N = [IP 45k + TCP 45k + (FIRH TCP #iEER)] = [20 + 20 + 2080] = 2120

NS1 7E#%0 10/2 #UR0ER EIE 6.

4. WX IP #EEH, NS1IERE TCP #IERAESER, #ak 18000 FHHy HTTP M HHE. NS1 St

Mo
NS1 ¥Rz #EoS &7 CLL B MSS 5%, REEE IP HRERXEHERMED 10/1 kx5 CLL, XL
IP #5265k 8 LBVS-1 89 IP sthik, HEEZF CL1 B9 IP sthdik,
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s BREE— MG ZIMIFTEEIBERIA/ = [IP #7k + TCP 45k + (TCP B3 # =CL1 89 MSS K/))]
=[20+20+ 1460] = 1500
o RE—MUBEMA/ = [IP 45k + TCP 453k + (RIRH TCP 57£)] = [20 + 20 + 480] = 520

EEEES:

£ SDX BEfRS £, SMT BB > 74 > &0 M@, EFMBED, AREeE Edit (). ®REMTUE, AR
B HWE.

w5l
BT MTU {&:

« XF 10/1 #0475 1500
« XF 10/2 #0474 9000

R NetScaler LfIHER ADC S TRAETRIRNEES &,
TRFIH T 7E NetScaler 326 ERIRFTRERENES. S<SHRMl,

| 255 |ADC sn 94718 | =f |

==

| o2 VLAN FHig BFrEI VLAN B MTU X #E &M, |add vian <id> -mtu <positive_integer
>;show vlan <id>|add vlan 10 -mtu 1500;add vlan 20 -mtu 9000|

| B#E O E 2 VLAN, |bind vlan <id> -ifnum <interface_name>; show vlan <id>
|[bind vlan 10 -ifnum 10/1;bind vlan 20 -ifnum 10/2|

| #b0— 4> SNIP #r3it, |add ns ip <IPAddress> <netmask> -type SNIP; show ns 1ip
|add ns dip 198.51.100.18 255.255.255.0 -type SNIP|

| 1% R HTTP RS BMERS |add service <serviceName> <ip> HTTP <port>; show
service <name>|add service SVC-S1 198.51.100.19 http 80; add service
SVC-S2 198.51.100.20 http 80|

| 0 HTTP B F @ EIMARS B H RSB E D ZEMARS2E |add b vserver <name> HTTP <ip
> <port>;bind 1b vserver <vserverName> <serviceName>; show lb vserver <
name>|add 1lb vserver LBVS-1 http 203.0.113.15 80; bind lb vserver LBVS
-1 SVC-S1|

|BIBEBEEX TCPEREEXHHIREH MSS LU X HFE &M, |add tcpProfile <name> -mss <
positive_integer>; show tcpProfile <name>|add tcpprofile NS1-SERVERS-
JUMBO -mss 8960)|

| BEEX TCP BBEXHHEIFIBENRES. |set service <Name> -tcpProfileName <string
>; show service <name>|set service SVC-S1 -tcpProfileName NS1-SERVERS-
JUMBO; set service SVC-S2 -tcpProfileName NS1-SERVERS-JUMBO|

| R7%zEE |save ns config;show ns config|
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Bfl. BEREMIFERRER—AEO LHEF

Z—/ME NetScaler £ NS1 LA E 1 3P AR 28 LBVS1 f1 LBVS2 #9Rfl. LBVS1 AFxIARSS28 S1#1S2
2B HTTP RE8#1THHTE, £RATFERS S3 M S4 ZEstmEdH T 8,

CL1Z VLAN 10 £, S1#1S2 7 VLAN20 £, CL2 7 VLAN 30 £, S3 # S4 7£ VLAN 40 £, VLAN 10 # VLAN
20 X#FEZEM, VLAN 30 71 VLAN 40 {XZHHEE R,

#AaIEY, CLL A NS1 ZEa0EsELifk NS1 MARSSEs S1 5 S2 2 EMEEH = FE R, CL2 #1 NS1 Ziari&EsE
LUK NS1 5BR%588 S3 5 S4 Z BT FFEE B i,

NS1 #9:0 10/1 Sl R X REEFIHHTE. NS1 90 10/2 KA REBRS B[RS,

#0 10/1 ERMRSEORBEESI VLAN 10 #1 VLAN 20, #0 10/2 fEAtRicEORE45ZE 2 VLAN 30 # VLAN
40,

ATZFFERM, #0 10/1#010/2 89 MTU i&&H 9216,

7£NS1 £, VLAN 10 8 MTU €& 9000, =#FEZUMAY VLAN 30 €& VLAN 30, VLAN 20 89 MTU && 5%k
INME 1500, SARNZFFIEERM, M VLAN 40 igERNERINME.

ADC #0O0 EATFiRiE N VLAN MEUEEEM MTU 21230/ MTU 3 VLAN B9 MTU  (LUBMRE R#) . 190

+ #%010/1 89 MTU % 9216, VLAN 10 89 MTU % 9000, ##0 10/1 £, #%& VLAN 10 fRicH i @8
MTU 77 9000,

+ #%010/2 9 MTU % 9216, VLAN 20 89 MTU % 9000, 7£#0 10/2 £, #% VLAN 20 fRicH#iE @8
MTU 7 9000,

« #%010/1 89 MTU % 9216, VLAN 30 #9 MTU % 1500, ##0 10/1 £, #%& VLAN 30 fRicH i @8
MTU 7 1500,

+ #%010/2 9 MTU 5 9216, VLAN 40 89 MTU % 1500, #£#0 10/2 £, %% VLAN 40 fRicHEkiE @8
MTU 3 9000,

CL1. S1. S2 % CL1# S1 8¢ S2 ZiafIFrE MEIgEERECE I E R,

BF HTTP REET TCP, ALZES MRRMENIRE MSS LIz BRI,

o 3F CL1 # NS1 8BRS 28 LBVS-1 ZialaviEsE, NS1 ERY MSS 72 TCP BREXHHIRE, ARZEER
XHEHEE LBVSL,

o 3+F NS1 70 S1 89 SNIP sthit 7 Epyi&s%, £ TCP EEEXf#iRE NS1 ERY MSS, AEKESEERINSL £
iz S1 #9ARSS (SVC-S1).
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£

i

i

yil!

S1

S2

S3

54

|
Jumbo ! Jumbo
|
I
| MTU=9000
| MSS=8960
ﬁ LBVS-1 |
CL1 %= HTTP, MSS:§960
VLAN 10 | VLAN 20
MTU=9000 MTU on NS1=5000 SVC-51, SCV-S2 MTU on NS1-5000
MSS=8960 HTTP, MSS:4960 MTU=9000
| MSS=8960
10/1 _| 10/2
= MTU=9216 0
|
- |
cL2 5, VLAN 30 | VLAN 40 —|
MTU=1500 MTU on NS1=1500 LBVS-2 | MTU on NS1=1500 -
MSS=1460 HTTP, MS511460 MSS=1460
|
SVC-53, 6CV-54
HTTP, MS531460
|
: MTU=1500
! MSS=1460
|
Non-Jumbo | Non-Jumbo
|
I

TRIE T RAIFERIRE,

| SR1A | BT | ¥R |

==

| = imA9 IP sk |CL1|192.0.2.10

||CL2|192.0.2.20

| AR553869 |P stk |S1]198.51.100.19
|152/198.51.100.20

||$3/198.51.101.19

||S4|198.51.101.20

INS1 L#9 SNIP #e4t [|198.51.100.18; 198.51.101.18
| % NS1 E#9#0% VLAN $6E 7 MTU|10/1]9216
||10/2]9216

|VLAN 10|9000

[VLAN 20|9000

|VLAN 30]|9000

|VLAN 40|1500

|Default TCP profile|nstcp_default_profile|MSS: 1460
|Custom TCP profile|ALL-JUMBO|MSS: 8960

|Services on NS1 representing servers|SVC-S1|IP address: 198.51.100.19; Protocol: HTTP; Port: 80;

TCP profile: ALL-JUMBO (MSS: 8960)

[|SVC-S2|IP address: 198.51.100.20; Protocol: HTTP; Port: 80; TCP profile: ALL-JUMBO (MSS: 8960)
||SVC-S3|IP address: 198.51.101.19; Protocol: HTTP; Port: 80; TCP profile: nstcp_default_profile (MSS:

1460)

||SVC-S4|IP address: 198.51.101.20; Protocol: HTTP; Port: 80; TCP profile: nstcp_default_profile (MSS:
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1460)

|Load balancing virtual servers on NS1|LBVS-1|IP address = 203.0.113.15; Protocol: HTTP; Port: 80.
Bound services: SVC-S1, SVC-S2; TCP profile: ALL-JUMBO (MSS: 8960)

||LBVS-2|IP address =203.0.114.15; Protocol: HTTP; Port: 80. 43 fRs3: SVC-S3. SVC-S4; TCP ER&LfF:
nstcp_default_profile (MSS: 1460)

U= CL1 M\ S1 RHRIERRE:

1. &pPim CL1 8IE— 20000 FHH9 HTTP &KL= E NS1 8RR 28 LBVS-1,

2. CL1#TH7T5S NS1 /9 LBVS-1 9%, CL1 #1 NS1 R s e 18 TCP MSS &,

3. BF NS1 89 MSS E/NF HTTP &K, Eitt CL1 B REIES FIpE NS1 MSS BB, HBEXLRITIEN
VLAN 10 89 IP #1282 %1X%I NS1,

o BIF MR ERA = [IP 45k + TCP #53k + (TCP 438 =NS1 MSS)] = [20 + 20 + 8960] = 9000
o RE—MUBEKA/ = [IP 5k + TCP #5k + (FlRa9 TCP ##EE)] = [20 + 20 + 2080] = 2120

4. NS1 780 10/1 Slux i, NS1 B XLHREREARLEHIEENANETFINFHE VLAN 10 1%
IEREIEEED 10/1 9F% MTU (9000).

5. NX£ P #EEH, NS1ERE TCP BuRRAGERMM 20000 FT589 HTTP 3K, NS1 EELIEIIER,

6. LBVS-1 MAaHFHEXEZERSSE S1, A NS1 EEA— SNIP stint#n S1 Z &, NS1# CL1
TERIIER R RE B/ TCP MSS &,

7. NS1 REREHEDEIRL S1 MSS BIfEE, HREXLERLUFREAN VLAN 20 #9 IP #iEE8 %% S,

o BITNEUREMA/ = [IP 45k + TCP 473k + (TCP B# 63 =S1 MSS)] = [20 + 20 + 8960] = 9000
o RE—TMEIBERA/N = [IP 45k + TCP 45k + (RIRH TCP $uiEER)] = [20 + 20 + 2080] = 2120

LU= S1mgpz CLL BRE:

1. ARs328 S1 @lEE— 30000 F589 HTTP MRz LA&EEI NS1 &9 SNIP ik,
2. S1 BRI T NS1 B9 MSS, AR XEMIER MRS VLAN 20 89 IP #HiE@IF N AIXE NS1.
XL P #HiEERE S1 /9 P hiuk, H45EEI NS1 A9 SNIP #thit,

o BIZNEIBERAN = [IP iRk + TCP #73k + (TCP 42 £& =NS1 89 MSS X\)] = [20 + 20 + 8960] =
9000
o RE—MIBERA/N = [IP 4Rk + TCP 45k + (RIRH TCP 53£%)] =[20 + 20 + 3120] = 3160

3. NSI17E#0 10/2 #WmiiEe. NS1EZXLEHIRE, FEAXFHE VLAN 20 FREHEiEe, eflfAh
EF5FiEO 10/2 B MTU {& (9000).

4. MXL P #iEEH, NS1CEFE TCP #uEE LA 30000 =F 3R HTTP MRz, NS1 SR itiaRz,

5. NS1 ¥ #Esa £1% CLL B9 MSS BfEE, ARBXLEHIRERUMTIEH VLAN 10 89 IP #iE@mF A MEO
10/1 %% CL1, XL [P #uEERE LBVS 89 IP #tsit, H:EES CL1 89 IP bk,

o BI=NMUBREMA/N = [IP #5k + TCP 45k + [(TCP B34t # =CL1 # MSS K:)\)] = [20 + 20 + 8960]
=9000
o RE—MIBERA/N = [IP 45k + TCP 45k + (RIRH TCP 43£2)] =[20 + 20 + 3120] = 3160
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EREES:

7z SDX BERS £, SME RE > R4 > &0 N\, EEMENED, AR2E Edit (RE). 8B MTU &, RE
B HE.

il
BT MTU {&:

« XF 10/1 #0O1FH 9216
o XF 10/2 #O1FH 9216

H R NetScaler LFIHER ADC L TRESRAFIRNEES B,
TRFIH T7E NetScaler ) ERIRFTRERENES. H<SHRMl,

| 125 | &% | =6 |

|=—I-

| 812 VLAN HI&BFREM VLAN B MTU LI ER M |]add vian <id> -mtu <positive_integer
>, show vlan <id>|add vlan 10 -mtu 9000;add vlan 20 -mtu 9000;add vlan
30 -mtu 1500;add vlan 40 -mtu 1500)|

| ¥ 1% 0O 4 & 2 VLAN, |bind vlan <id> -ifnum <interface_name>;show vlan <id>
|bind vlan 10 -ifnum 10/1 -tagged;bind vlan 20 -ifnum 10/2 -tagged;bind
vlan 30 -ifnum 10/1 -tagged;bind vlan 40 -ifnum 10/2 -tagged|

| &i— SNIP #tisit,[add ns ip <IPAddress> <netmask> -type SNIP;show ns ip|add
ns ip 198.51.100.18 255.255.255.0 -type SNIP;add ns 1ip 198.51.101.18
255.255.255.0 -type SNIP|

| 1 &XRHTTP RS BMRS. |add service <serviceName> <ip> HTTP <port>;show
service <name>|add service SVC-S1 198.51.100.19 http 80;add service
SVC-S2 198.51.100.20 http 80;add service SVC-S3 198.51.101.19 http 80
;add service SVC-S4 198.51.101.20 http 80|

| 8V HTTP i Hi P @R IMBRS B H B RSB E T ZEMRSEE [add b vserver <name> HTTP <ip
> <port>;bind 1lb vserver <vserverName> <serviceName>;show 1lb vserver <
name>|add 1lb vserver LBVS-1 http 203.0.113.15 80; bind 1lb vserver LBVS
-1 SVC-S1;bind 1b vserver LBVS-1 SVC-S2|

[|[ladd 1b vserver LBVS-2 http 203.0.114.15 80; bind lb vserver LBVS-2
SVC-S3;bind 1b vserver LBVS-2 SVC-S4|

| ZAEX TCPREXHHIZEH MSS UXHE &R M, |add tcpProfile <name> -mss <
positive_integer>;show tcpProfile <name>|add tcpprofile ALL-JUMBO -mss
8960|

| BEEX TCPREEXHHEINMEN A FTHEMNRSBMARS. [set service <Name> -
tcpProfileName <string>;show service <name>|set 1lb vserver LBVS-1 -
tcpProfileName ALL-JUMBO; set service SVC-S1 - tcpProfileName ALL-
JUMBO;set service SVC-S2 - tcpProfileName ALL-JUMBO|
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|Save the configuration|save ns config; show ns config|

7 SDX ig& LB E SNMP

May 9, 2023

1&ETLL7E NetScaler SDX i&#%& LERE SNMP REBUERES B4, SEEGHTAMM. 8% SDXEEMSEBR
B, BIaEmMEM. AT, XMW AXEIR A trap listener BEIZIRE, %i&&EMA SDX R LNREBRAHE
=

FRTECE SNMP R BRI, T& MIB XHMEE—1 3 Z 1 SNMP &84, EiRaT Ll SNMPv3 Tt &
NetScaler SDX i&#&.

TERBTEEEAAHEET SNMP 89 SDX 8&HME, EEF, 519 SNMP MEEENBAEFEHER SNMP 5
SDX i&#%& L9 SNMP RIB#T@15,

1. 2¥5 SNMP 89 SDX &%

— -

Telnet, serial port, or SSH —
- SNMP access to CLI |
netwark {or web GUI| aceess ) |
management (
application -

Internet

HUE or Swilch -~ HUB or Switch
SNMP agent with MIB 1l

Servers

SDX &% 89 SNMP IR ERMIXTTE SNMPV2 89FERM. SZHFEIBEM AT LATE SDX MIB X &EE, ERILIM SDX
BRRERN “TH™ E R,

70 SNMP &R B Byt

1. ZEERTRNSMERTR, BF “R&%7 > “SNMP”, AFEE “SNMP BHER .
2. 72 SNMP (&Rt BRIt &SRS, BEHERM.
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3. 7 “EcE SNMP [ERBMR T, FEEUTSHHE:

« BfnBRS2B-EmE KX SNMP FEHEE BRI II0TERHY IPv4 sk,

o port-Fapir 2R PAFERE SR UDP im0, w5 KMIres EaIREMILE, BN ERB/HEFTHER.
&/IME: Lo RRIME: 162,

o HEX-BEREMES—RELXNEN (FFR), UERBHIRSETUNE#ITE MR, AUEEFE. BF
MEFR (). 9= () /mE (#). =% (). at(@). FF (5). 8S () ITHE (L) FF/o
AR RIS E HIEEMENEARFES, SWBASKEFES. RiME: aF.

4. BE BN, REEE RKE. EHRMH SNMP EHMBEREERE “SNMP G S84,

&4 SNMP Faf BARSEE, 187 “SNMP BB EEPEREEANEMENt, ARSEE “B
e £ “E2X SNMP [ERHBAR IHEES, ERSH.

ZMIER SNMP [&B#, 3B “SNMP [af BRIM” ERPERERRAMEHM B, ARRET “BFF. & “HiA”
HEHER, SELUMIER SNMP R BT,

IETE T & MIB X+

R SDX k& ZHT, DA TFHUTX M
SDX-MIB-smiv2.mib. itz SNMPv2 E122381 SNMPV2 B i3 Em.

B EIERMEET SDX 195489 NetScaler ik MIB,

T& MIB x4

1. ER SDXigERFPREN “TH" TH.
2. £ “SNMP x#” T, #& “SNMP v2-MIB WREX", ERILUER MIB 3L 83T FiZ X 4

70 SNMP EIEg811 X

7£ SDX ig#%& LECE SNMP EiE2E, UEAMBMRE LRENEENTEIRE, I, Ea5im SNMP EIEREM
FIEMSETIRENER. XTF IPv4 SNMP &12288, ErRILUEE XN BM A SRR IP ik, NFXEM, KM
AIN—F SNMP EEBEN AT AE IP stiitpy DNS RiRARSS 25,

EOERE— SNMP B85, RKEE SNMP E1228, NISEFSEZ SN0 B ML EEM IP ity SNMP &
o MREE—THZ SNMP B2, RERFURZHMNKBEXLERE P #tiitsy SNMP £if,

ftE SNMP E1233

1 % "BEE &HFNSMESS, BF &R, ARREF “SNMP7,
2. BE "EER
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3. EIFAEEERSD, & Add GFm).
4. 7Z8/2 SNMP EESBHXITES, REUTSHK:

« SNMP B85 —SNMP EIE2R07 IPv4 itihit, 5, ERILUSEEHECL SNMP EEBHNENE, AR
IPv4 #tidik, INSRIXEEM, MATARM—NE SNMP B2 EN 2T AE IP #thitsy DNS Z#RARS 2R

« HAA—SNMP AFFHFR, AAUEE 13 31 MFH, SEFASTNNEFE. BF. EFF (). 9= ()
B (#). at(@). EF (5). 85 () AT (L) 7/

o i EREENS SRENERFMBIBEE SNMP €128,

o £ ‘W FERHP, "W SNMP H{XE9FRHES,

5. B R, ARSE XA

71 SNMPv3 &iffcE SDX i2&

SNMPv3 #F SNMPv1 #1 SNMPv2 BEARERFIA R, B2, SNMPV3 18387 BEARAKRLEH, LU M

LEINEE, BIANSHIIE. HiREH. BIETBMHRE. SERRIIE. HE RN EMBIENZ ML,

Hﬁ
op
14

NetScaler SDX i & # AT RIE, XETAEEFEBEII SNMPV3 IR £IhEE

« SNMP #1E
+ SNMP P

XELAMETIELUSEI SNMPV3 221088, QIZMERN T VAR MIB BIFiv,

710 SNMP &35

ECE SDX ig& A FHERZAY SNMP BRI Bt 1TE ., EER SNMP EERRHAFNRETRENERS. WF
IPv4 SNMP E122%, BRI LUSEENBMAZEEREH IP ik, MRXEM, WATRIN—E SNMP B2 E
&R E P #intpy DNS Z#RARSS 880

EDEE— SNMP Ei288, NRAKEE SNMP Ei2e, MiREASEI MR B ML LM IP ity SNMP &
o MREE—THZ SNMP B2, IRERFURZHMNKEXLERE IP #thitsy SNMP £if,

EECE SNMP B2, BHITUTIRME:

SME R4 > BEE UH,.

£ BEE ETMFHNSMERSR, BF ‘R4, AREA “SNMP”,
BF “EER,

EFAEEERF, 2EHEAdd Fm,

£ “%m SNMP B84 X" sHiFER, REUTSEC

ok e

« SNMP £33 —-SNMP B389 IPv4 ittt 50E, BrRILUMEEES L% SNMP EEENENE, AR
IPv4 sk, INSRXEE, MBFRIN—ME SNMP EEBREN BT AR P #thiks9 DNS &R 25,
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o AfFE—SNMP HixFrrR, AIUEE 1831 N7, BEFASHNEFE. HBF. EFF (). 92 ()
B (#). at (@). &F (=), S () MTHE (L) FF

6. ik T, MERE K

fcE SNMP &

SNMP {RE R A A58 MIB 8945 EBR 2. SNMP fREB TSI iziaizHl

ECEMRE

L RET EMRNSMEES, BT Re7, AREAF “SNMP,
. BE NE

. EFAERERF, £E Add RN,

. T£ “7°0 SNMP fE” sHEES, REUTSH:

A W N R

« BM-SNMPV3 MER &M, BJEE 1-31 MFA, SEASHNEFE. HF. EFHF (). 95 () B
(#). at(@). FF (5). ES (1) T () 6. %EFHBTIRG SNMPv3 EHE .

o FH-E51k SNMPv3 fEXEH MIB WERENZ (FI). FFHEERN SNMP OID,

o B (Type)-FEHMERHEMZME FEIERHREFHSHIEEN TN, MRE SNMPV3 IEHEE
TFH (WA, FEBEMN SNMPV3 {IEFHER A REEFH (W0 B), NIREIFEER.

fcE SNMP R

B2 SNMP ME G, &% SNMP FF. SNMP AP RIAIRIZE S SNMP EI28FRER MIB.

EERF

1 7 “BEE &WFNSMERD, BF ‘KRR, ARREF “SNMP7,
2. B8F “BF7

3. EIFAEEERSD, 2EAdd GFm).

4. £ "I SNMP BF” T, iRBEUTEH

« Z#F—SNMPV3 AFR#EM, AI8% 1-31 M7/, SEASHINEFE. BF. EFF (). 9= () &
(#). at(@). FF (5). 85 () TR () F/o
o R2&5-1%%&S5 SNMPV3 AP ZEIBEMENR SRR, EEFEUTERZ—:
- noAuthNoPriv —BI R EEF R th A EEMNE,
- authNoPriv—RESHRIEEAREME,
- authPriv—EEZ 5B RIEMINE,
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o BHIEIEMIN-1%&EN SNMPV3 BF BT ZEREE#HITEHIIEN SR IIERE. £ SNMP &
P EcE SNMPv3 AR, BHEEEENSHRIER %,

o SHIIEENE-SHEIEREFECRANELEE. J88 1-31 17, 8FXENNEFE. BFUKE
FA (). AS() B #). = (). at(@). FF (5). ES () T () F7

o [RALMN-1EM SNMPV3 BP BT &Mz E@ENMERZ. £ SNMP E122HEE SNMPv3
P, FEERERNMERZ.

s MEEM—EHEZL SNMPv3 BRI EEE SNMPv3 fIEMNEZ#. SNMPv3 AFETEUL INCLUDED
KAHRSBERE SNMPV3 BRI F49, BFEARZEE A EXCLUDED B9+,

fcE SNMP iR

RERMET —AMEXBFMAEE, ¥R SNMP Bk, ZiHREAN SNMP ERIRENFA, RESEM SNMP K
HE, XEHEBREIERBNMBMITSE. fii, BA deviceAdded EikfE, REERE LRETIEE (L6,
MEER—FRBHES B ERXREHITEE. By SNMP EROEM™ B4R, FITIIRER, ERABEHER
BoicaizrEMRi.

UTRiIgE EEXHTEMRRF (mEEERIRFHT)

o ERM RN

a0, MREHREHR deviceAdded #9 SNMP EIRIGE T “£&” PmEMLT, WEARMEENERBNEHEES
EEESETESR.

Ay LIECE SNMP ik, UEEREZER ENFHINERERBBNEMER.
ZERTENH SNMP &R, 158E &% > SNMP > £,

& &4t Q5@

May 9, 2023

SYSLOG B—MinEMAEIERNN. EEFNMAM: 7E NetScaler SDX i&& Linf789 SYSLOG BRiHESRM A LUTE
IR RZ EB1TRY SYSLOG ARS588. SYSLOG A UDP #1T8uRE~E .

iz17 SYSLOG fRS3230%, ©EREEE SDX i&&. G, REFHERFBAMEEEEEREE SYSLOG ARS328, ARSSEAILL
ERASFEFHIIAEXHPZRINERITEIR. SYSLOG RSEAIUMEZ SDX &I AEES, SDX &R
LB EEERRERZ SYSLOG BRS588.
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SYSLOG RRS328M

SDX g EWENBEERLUEENEAEFHERSX AP, XEHREEEEUTER:

SR BEE SR SDX 1&%EHY IP stk

o BYiEEY

« JHEZR

o BERF (TE. #iR, B, L 58, @il BRAKR)
« HEER

AILEAIE R AN ERFRHEFENRAL EHHE. BREEREAELEASE

ATFiERAEHEBMNEIENERER.

it E syslog AR 28

SME “RE” > “BHN > ‘RAeHTRSE

AEFAEESERT, BE A7

A

BE BN, ARSRE KA.

ficE syslog 2%k

SME “RE” > BN > ‘RAETRSE
EFAEEEET, 2 Syslog 2%,

£ “EcE Syslog %" T, 15E BHEAMMEET.
BE WE, ARRE XA

> w N

Fic & AR A

November 23, 2023

¥ SMTP IRSBEBENTEERR N ERITZWE FERH. BESTEiE SMTP RSS2,
BEXHH, ERES DR ABtIL,

FcE SMTP Akss28

1. &3 System (%% > Notifications G&x1) >Email (FEFHRE),
2. FIFMEREEHP, BF “BFHHIRSESR EME, RERE FN.
3. £ “CIEBTFHMEARS S T1H, IEERSHREHMIE,

2B syslog BR5528, AFIEE

7T “CU%E Syslog BRS338” D1, 1E7E syslog ARSBEMME, AXSHMIER, BREAREEEN TR L,

AR EMRFECEX . TEERMHED
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o BRS32REF/ IP otk FA SMTP HR#FARSS 28HBRSS 23 B #RaK |P Hutit,

o w0 BWARAS. FIAMERN 25,

o SHIGIE: EIFUILETR] IR IEXT B F R AR SS 2R A7 TR AN R

o e BRIATAISIR T 2B FERER. FAERT, £/ TLS 1.2 RinZ=BFHtHaEE.

4, #F Create (RIE),

Dashboard Configuration Documentation Downloads

< Create Email Server

Server Name / IP Address*

sample.mail.server O

Port

25

() Authentication (1)
() secure ()

FCEmP AR E X
1. &3 System (%%4) > Notifications G&x) >Email (FEFHRE),
2. EIFAEEEEF, BE BFEM ERE, RERT HM.
3. £ CUEBTHHBRATIR TEP, ASKIEEE. BXSHNHER, ERRNECEEHENTFE L,
4, B Create (813,

= GAEPRA

February 16,2022

BT HBARSS (SMS) RS SB/EEE NEE R A HEIRIIZEW SMS JHE. BH5LERE SMS RS2, AREE SMSREX
o 7€ SMS BB, EAES SRR ABYtit,

& SMS ARs528

Mzl System (%%4:) > Notifications (i&%1) > SMS.,

FiIFAEEEET, Bl SMS RS, ABERE Rl

£ “BlE2 SMS fR528” TR, 157 SMS RSBSHMIE, XLESHERHBNERM,
g Create (817), AF%2E Close (k).

el
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fcE SMS BE X1
1. £f1% System (%%) > Notifications (i&@x1) > SMS,
2. EIFMEEERD, B SMS ENAYIR, AREEE Rl
3. £ “QlEE SMS EBfAIR" T, IBEMHEEXHSHNE, AXSHER, BERTAEEENFE L,
4. #i Create (8112), 5% E Close (Xi).

wAAEE SDX 18 F _LECERIKIARYSEIPIATS

February 16,2024

NetScaler SDX & & RIS M EIE SDX & & LRENEIILE LHNEDRS SR, RS, REANRSBHORS. &
AILAUSAME, BISNEIMARSS SRREI TN AR B IRS SRR SS 4 ERRS B R I BBt jE], XS EERI UERS
ARYLATIR, HE7E NetScaler L) ERRE T IF SRR, AILURMBERIXLESIE,

BEEEPRSFJHVRE

8] S MR S SRR SIS TR S B, BRI BB EMRSSF[HEN, FINEIMARSS B[R, P bk

TR,

o EERPRSBORE

1. EEBSRTRHNSMERTR, $E NetScaler > ik > RS 5.
2. TEERPHN “EMRSE T, EEUTHRIMER:

RERIR-ECERE MRS VPX 8925,

B -EPAIRSS BREI R 7o

WX -REARR S5 2RRIARSS 26, flgN, HTTP. TCP #1 SSL.

BYRE-EMRSSHNERRTS, BTEDEMIRSSFIIRS. fld, mE. ATHFELERS.
NS-EEMARS BE SRS, FId0, mE. ATHEFELLRS.

BITRA-LF UP RSEHEEEMRS[HRSHES L. UTAXBFHESTREES
tb: (4PERRSSEE X 100) /4BERRSS 23K

IP sthit-rEHAARSS 2389 |P sthiik, A immlt IP stk & E AR,

I L —REPARR 33 23 (0 & P i iR BV i o

ERREE—B EREEMARS BIRELRE IR E] (AR, /NS DM AR, L2
W, EMMERSERL T UAREHRFENE, EB{UEATFE NetScaler 9.0 i EEhiA LRRE
BIREPAARSS 280

o EEHEIEMRSB[OIRSMARSA
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BRSSP RE B RE A AR S5 23 AR S MIAR SRR SEBPIRTS, @b s, BRI ERRESBEMRS [/ EITR
MBEDHEERRNRSZHRT, UERBNE S REE.

EEREEEMIRSFHIARSS MRS A

1. EEEEETRMAMERTS, $2E NetScaler > 5ok > EHIARS 25,
2. FFAEEERTHEMRSSET, REENEETHERS MRS ANEMIRSFJHRN, ASTEIRIE
T, REPERSHAERSH HE, ARBEETEDRSBNBN, ARRERERSHAHPERSH,

EERSHIRE

1ER] LU MRAR S RSB SEEHE AR AR SS &0 F 2 RIS BV 429 18],
BEEMIRS B[V

1. FRBETRNSMERT, 2E NetScaler > Sifk > RS,
2. FRAESERNRS T, BEEUTHRIMER:

. BEEH-EBRSNEENER.
. EH-RSHE,
. PHY-BRSXRE, BFHERSHTA. Hlm, HTTP. TCP. UDP 3 SSL.
. RE-BSLERS. B0, BL. HFRELERS.
o IP #8E-FRSSH IP Stk
. BO-RE IR,
. ERREEH B ERERBS RSN (UK. M. HEABRSG) . HEs, RS
F RS HO A 8],
. BERSHBEINEMRSS
EE] S ERSSERNEMIRSE, HUNEMRS B TIHRE.

BERSHE N EIMIRS S

1. EEREXNENEMERT, 2 NetScaler > 52k > RS,

2. ARAEEERHRS T, RHEEEEBEEMIRSBHRSHNRF. AN “RIF KBEHEEFE 4
EEMIRSEE . HE, GRBEGZRS, ARREHEEMRSES.

BEERSHIRE

;fEEJ-LXiEﬂ SDX ﬁﬁ”’-?AHEQQHJﬁJ\E’J+Ej-4klu\0
BEERSHRS

1. FREBZTRNSMERF, 2 NetScaler > sifk > fRS4A,
2. EFAEEERNRSAET, EEUTRIMER:
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o RERF-EERSAENKENET.

o AMR-ARSENZT,

o P stnk-fERARSS AR RV MRS RY P ik,

o UwO-BRSHEMRITEIH .

o WIN-BRSRE, BTHMERSHNITN. Flgd, HTTP. TCP. UDP 2 SSL.

o BMRS-EMRS[ANERRS, BFEMEMRSB[OVKRS. HI0, mE. ATHELRS

o RE-RSENBYRS, BEFRSAMGZRS. 0, ML, @ TFHELERS.

o ERIREEN-B EREMRSAM SRS LEREIREE (R, N DM RENM) . HrER, R
SEM AT HATRSH R E, IEBEATFE NetScaler 9.0 iR Em s LA B HIARS HMR

o

Ao

o EERSHEINEMRSS S
BRILBERSHEDNEMIRS SR, HEMEMIRS2FHIERIRT.
EERSHEZIREIIRS 25
1. EEEEETRHMANERS, $2E NetScaler > 1k > fRS323,

2. TEEBE “RSET T, MIIRPERRSSE, AETE “BF RETEG “BEEMRS". &, &
BBEHIZRS, ARBEEHEEMIRSES.

BEERSH|HVRE

TR LUE A EE NetScaler St FRRRS BBRTS, BIXMEN, ERIUEERSBHRPRES, HERBTZRS
BN ETEIX LIRSS 25,

BEERSBORS
1. EEEEETRHNSMERT, $2E NetScaler > 1k > fR3 28,
2. EFAESERIRSET, EEUTRIHER:
o IRERR EERERSHFHIREHRT,
o B HEERS|HBT.
o P that: $SEARSSERAY IP ik, FFAIRMAL P #ib&EEZER,
o RE: HBERSS|HYFIRS. W, mLE. A TFHELERS.

o PRREEN: HEEH LREMRS[BRSLRE I BSE (AR, /NS DM AR . BRI,
BRS3 240 T L AR BIFFERET (B

FoE%ei9alfR

TRILURBERE SDX IRERWEIMRS R, RS, IRSAMMRS[HILIHENISEIER. RINERT, &&S 30 9%
®Bi—RX{E
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o BEEEEPIRS . IRS. IRSAMIRS [V HIEIR,

1. £ “BEE&” #&m+~L, g NetScaler > Lk, AEELHERTREE “RERIEIR .
2. £ “IEERWER WEEFR, BAZEIRE N SDX B AL AEREEIRI D #E. BiAERR/
B85 30 2%, BEHEHTE.

SHFNE1EE NetScaler ol 4 mp9SEH

February 16,2024

EAEMHINARE MM EE NetScaler 2| LERMM =, EEIRS KRR EH, HENEILANFRRFMHREF
NetScaler SERIMENIETT. BRI URE RN LUFEEERREG, HREXNFHENEG4TIRREURIEREH,

BEFBEDD

A1 AZEFTE NetScaler SDX i&& LERER NetScaler Ll EERMFIES M. BOUEESTEHIIEAEE,
WFEEM. X3, BEA. RIRTHER.

EEEEMH, BESMT “BEE” > “NetScaler” > “E# > “FEEH

All Events

SEVERITY SOURCE

Major

Major

Major

O O [

Clear
Major

Minor

Minor

0 000

Major

(

Minor

Minor

(

Major

HOST NAME

AB

AB

AB

AB

AB

A6

AB

AB

AB

AB

AB

DATE

Dec 112023 14:27:36

Dec 112023 14:26:48

Dec 112023 14:26:48

Dec 112023 14:26:48

Dec 11 2023 14:26:48

Dec 112023 14:15:33

Dec 112023 14:15:32

Dec 112023 14:15:31

Dec 112023 14:15:31

Dec 112023 14:15:31

Dec 112023 13:49:30

~ CATEGORY

changeToPrimary
entitydown

linkDown

entityup

coldstart
netScalerConfigSave
netScalerConfigSave
coldstart
netScalerConfigChange
netScalerConfigChange

changeToPrimary

FAILURE OBJECTS

0/3

internal

nsroot

nsroot

nsroot

nsroot

Q2

CONFIGURATION COMMAND

add snmp trap specific 10.221.50.3 -version

add snmp trap generic 10.221.50.3 -version '

il

AR BBREME, BEEMEEN.

 BERS

BEEREGHEEFAEREE, TUEESHHEIERMEE FHEE

T LUEREES AR EMLETTE S

(SR CIRIN

“RE NEHUEEERAETEHRE, CRRSNETUETFAENNERE, RANERT, HERERN Day.

ZRTRE, ESMEIEE > NetScaler > £ > ikE, UTEERRSIHNELRS

© 1999-2023 Cloud Software Group, Inc. All rights reserved.

55



NetScaler SDX 14.1

- =
B IREUNERRETEENRE, FRIBEATEN ST R GREE,

R

Events

Clear

EEERECEMNEMFAGE, FRGHENAENE?, BAIEFUTEAREER:

x FRB: RAEM. THEREREEL P it
« EH: AR B EBRIEYEL

x K3 BEED (Bl entityup).

x HE: BEHRRA

- RFAESEHHYIAET 10 > NetScaler 324

HIRER— M REE, SRIEPMENESEERNEMGHETAT 10 1 NetScaler 5241,

Top 10 NetScaler by All Events

AB (10.221.50.2. A4(10.221.50.2... A1(10.221.50.2... AS (10.221.50.2.. A3 (10.221.50.2

Major Clear

A2 (10.221.50.2

- BREERSTEZM4H5IHET 10 4> NetScaler S

IRER— I &FE, EIREFMENESEERNNEERSESRMERHET 10 1 NetScaler 52l, sefik

BSEARREAEBED. KAEXATF LIRS FE o
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Top 10 NetScaler by Entity State Change Events

3

A6 (10.221.50.2...

entitydown entityup

- REEENEEHTHE 10 1 NetScaler L4

HRER— I FHE, TREFMENESEENNSEEMEFEEZ T 10 1> NetScaler £, HEE
MEHFRRT LUTFEH:

* cpuUtilization

* memoryUtilization

* diskUsageHigh

* temperatureHigh

* voltageLow

* voltageHigh

* fanSpeedLow

* temperatureCpuHigh
* interfaceThroughputLow
* interfaceBWUseHigh
* aggregateBWUseHigh

- REHRIESEAHYIRE 10 ™ NetScaler L6
HRER— KA, RIBFMENESEERNBEHRIESHRETA 10 ™ NetScaler 6. BHHKES
HFRIRT LIRSS
* hardDiskDriveErrors
* compactFlashErrors
* powerSupplyFailed
* “ss|CardFailed”

- REETEZM4HYIMET 10 4> NetScaler 5

IRER— I &EE, TIRIBFMENESEENMEE BN EHHERM T HT 10 > NetScaler £, &7
UBETERATHRAETERFETHRANEEREN. BIBEHIHER, ERIUE—FEERNMRITK
SHIFAER.

- <RBHRBIFRMESHTIET 10 4> NetScaler sf

HRER— A, RIBFMENEEERNSHIRIERMEHERFT 10 1 NetScaler £fl, &rIIL
BREERINEEFLFINET AR NEHIIERK,.
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Top 10 NetScaler by Authentication Failure Events

20

7 7 7 7 7 7
15
m | | | | | |
5
0

A1(10.221.50. A5 (10.221.50.

A3 (10.221.50.2. A4 (10.22150.2... A6 (10.22150.2 A2 (10.22150.2

N

N\

NetScaler > Events > Reports > User based authentication fail (Duration: Day - Device: A6 (10.221.50.226))

20

oooooo

o EEEEMFMN

AILGES AMNEERSE F AR AN D ERIERTIE—HEMF. HERNEAHTEANFEIHERGE, |
TEMNREKNRE. ERUNHIBTEBOFAEE: MEM. 8E. BENRMER.

A ARNE D E LT R(F:

- RIEEBFEHRIE SN EMERFNEFRIXBF T,
- RiX SMS 121F AR AHERHINEFRIXTHERS (SMS),

AN

1. % “BRE” > “NetScaler” > “SH#” > “|SH4MN”, ABHH “FM.
2. 7 MN” mmELE, REUTSH:

- Name (&%) - HEHEMUHIRR,

- Enabled (BFA) - BEASEM4MN,

- Severity (&%) - EAEFMEGANNEGHE L,

- BE-TBERHEXEHMMAE NetScaler LB IP ik,

- Category (#£35I) - NetScaler L4 pEIEHHIZER,

- Failure Objects (RKXR) - ENEERMEHHISSALHI IR,
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< Create Rule

Rule

Name*

Event Rule @
Enabled

Severity

Available (5) Select All Configured (1)

Critical Major

)
KN

Minor
Warning

Clear

+ o+ o+ o+ o+

Information

Instances

Available (5) Select All Configured (1)

+ o+ o+ o+ o+

Category

Available (376) Select All Configured (1)

mpsUp 0 physicalDriveNormal
HighNumRewinds E

HaPeerVersion E

CloudBridgelnTheMiddle

WCCPMinor

Failure Objects

Available (0) Select All Configured (0)

No items No items

EE

Remove All

Remove All

Remove All

Remove All

© 1999-2023 Cloud Software Group, Inc. All rights reserved.

59



NetScaler SDX 14.1

AR IFIRAIUBESPIEREEXSEHEITRE A, FIAREEXSEGHLERMURIEBEXEN
BIIERR M,

3. BERE
4. £ “MNRE" T, EAIUAEHDECERERF.

a) Mail Profile (MBEFEREN M) - HREFARSEEMIMHREXH¥MAEE. SRERHEENHTIERMY
BY, Rifdk B FERet,

b) SMS Profile (SMS EEEXf#) - SMS fR5588#0 SMS REBXH¥MER. YEHRBRENMTIEE
e, B RIEE.

4 Create Rule

Rule 7

5. B Done (52/).

o BEEEMN

ERIUA7E SDX i&% £79 NetScaler SR ERMEH B EMRF . ERIUEX U TREM™EMHRF: ™
B, XE. RE. BL. BHANER. SEATUEHERBEINEEXEEH,
ERCEM™ B4

1. 3 “EBcE” > “NetScaler” > “Hf” > “|SHEE", MIIRPEZESEM, ARRE “RE™EMN .

Clear

Clear

Clear

NetScaler oG
Configure Severity
@) CATEGORY SEVERITY SUPPRESS
@) urifitDbUpdatestatus Major
O <Gr| mberTxBytesRateNormal Clear
O synflo Major
@) haHe: Clear
rvic mal Clear
O memol Major
(@] siCarc Clear
(@] Major
@] ®cCiitical

Major

2. £ “BEFHEE” EL, MTHRIIRFPERPAENTEEER.

3. ®E, GEILUBE RTINS EEEREEE Y. SR UER ‘B ETIEEZMEILE 4 NetScaler
S5,
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< Configure Event Configuration

Severity Settings

Category

serviceSynfloodNormal

Default Severity

Clear

Severity*

Clear W @

Suppress Events Settings

Suppress @
Advanced (1)

Instances

Available (4) Select All Configured (2) Remove All

+ + o+ o+

“ Close

4. BEHE.

SDX &% £1Y NetScaler =589 Call Home %5

May 9, 2023

Call Home ThEE2 M EH NetScaler LB R B EAEE NMEIRE T, IE, GAUUNEERSBFREESE. BA
g2 A NetScaler 52651 £#9 Call Home g,

AR & LHRITEXHNEIRIERE, SMETE Citrix AL IFIRS 28 M NetScaler 3261, #Af Call Home
TRER RS ¥R L HFIARSS 28, 7E NetScaler 6] E/=MA Call Home Thies BT 2,

« 7£ NetScaler 325 L EB#12 A Call Home

BAT LB BIEARSS57E NetScaler £l B A Call Home thaE, @B Call Home 1haERT, Call Home
FiiEam Citrix HAZHRS 235 NetScaler s, SEMEE LA TR, 7EILtHAE, SERSEE
TOEMHE,
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EZ2A Call Home 118k, ESAn% A E > NetScaler > Call Home, %#% NetScaler 32, SAF&EE “B
B’ &, mfAEY, 2.

E# /A Call Home 1h8E, &S AL E > NetScaler > Call Home, %1% NetScaler 263, SAG&E “&
B %4, EWiAEL, 85 ‘2%

MEEA Call Home, MATLERE LATFED:

1. (%) EEEERMNETR MG, Call Home #EER BTt Z X HRS SR, HEEER
FiZME, UEFFEX Call Home HiEREZ .

2. (A3%) BA Call Home K=, Call Home TTLL@E T IEARS 2HIEEM NetScaler SLHIRERIE 2
F| Citrix TaaS R385, EfFEMAILLINEE, EEELH NetScaler St EEAEHIEE HTTP RIERS 30
IP #uhtfAimn S, MRS 2T TaaS RS2 (B Internet) MPTEREEMEEI SSL MMEH,
H L BIBR 2 PRFAF R IR,

o BT EERSTE NetScaler 527 LE2E Call Home
T LA 25 EERE Call Home Thae, tBaTLUEIRIES NS4 LEZE Call Home IhaE,

Efr & NetScaler 3245 EE2E Call Home 1188, ESME B2 E > NetScaler > Call Home, %%
NetScaler 3263l, A%t “BE” %, T “BE CallHome” 1, #F “BE”

< Configure Call Home

IP Address
Email Address

) Enable Call Home

Proxy Mode

EE %4 NetScaler 324 LA & Call Home 1h8E, ESMEIEE > NetScaler, TAEFKEH, &#E “Call
Home”, 7 “E2E CallHome” mm L, M “ATASEHI” #8431%4F NetScaler S2ffl, IsEHMIFMER, ARG
BF “HBE,
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< Configure Call Home

Call Home will alert Citrix support or local administrator by automatically uploading the support archive on critical errors
and potential failures based on predefined triggers configured on NetScaler

Email Address

(7) Enable Call Home
() Proxy Mode
Instances
Free Instances Select All Selected Instances Remove All
Al + A3 -

A2 + [

<]

- %38 NetScaler 2/

EMFE NetScaler £f#34 Call Home IhEEHEB URTPRES, EEME “BE” > “NetScaler” >
“CallHome”, At “uA#IH", THRIATIEL, B2E “2%

RGBT ER

August 1, 2023

AFBTIRR SISO SMAGRIEIR, WEEA LR EEEREE®E, £ NetScaler SDX i&& L4/
LA ER:

o BEFRIERMFIR

o YPIBREEAN R PANA R

o <BEMHEREER, WNE. BE. BEMBIRE RS
« &0

£ W OETER, BE RATITRR . EEETREAGHRE. EEERENAGHIFEREE, BRF ‘&
ST, ARREERMRAN.
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= SDX & ERFEIR

TR LU SDX ig & LA AFAN, HELEIRINA EER,. EEEERMAN, BT "B %)
*HEA REBTIOR, ARRT TR, EEREANRGZRIVFEEE. WTFREEGAan, 1§
ERYFENTEAE WTFREAMS, BT BMC EfFhrAsh, HaiEMFRRERETRATRER (NA).

R AMMETR, Fl0 CPU. WEZ BMC BE#hRZ,

W& ABRRE (KR). XF

BE¢EF BMC Effhids, ERROR R RSTHAENRE. XIF3¢ Citrix Hypervisor BiAA, HIRRTEERS
FEMEM APLL HTTP. PING 3 SSH 8/ 5 Citrix Hypervisor #1Ti#fE, WF

EITIRREMEEN, ERROR RnEMFRZ=EE% Citrix Hypervisor Lk,

YaiE: AfMYEiE, FEBERT, YeESTHEAEER,

FRERME: AHMTURE. FEATFX Citrix Hypervisor B IER.

10 SDX ig & ERTFMER IR

TR s SDX &% LR, HELEIREVAUEREN,. EEERMNAN, BE ‘BN EnRPRA “RHEET

W,

ARRET FHE . BERYIEEE UK MR R SR M EINEE D KBIFAER.

W R (HE), BRERUTHREES:

B YBHE R B T,

KV BEEBIAR), LGB AEML,

B HE ERHIEE (LGB BEfi),

E5[1: SIIZIRENNRE, XMFEM Tostat MHHIREK,
BRE[RD: SINRENBIREL, & LU ILE SR SR Y R,
SNEBRER: SWENRIRY. SR LUERLLERNEEERBMNER,
BRI BIRE: BiIgE ERBRILUCRIZEAIRE,

SANERE: BigE ERBERE NBIHRE,

NFEMBEIIX (FiEF), BRERUTFARES:

REhERFEIR: REpSFERPHNEIRRS. EF UIRELSBSIEHITHIF.
KA eSS ERPIREpBRRS OKR) . FTRERYME:

- GOOD: WrhgskSRYF, AT,

- FAIL: Rzp2RHINE, HMEHR,

- MISSING: IREpes+EERrp ARG EIIXEHER,

- UNKNOWN: I¥zphgsfEsRsh e — MRRIRE LRIk Eh 2R

B RREXHFHEERT.
R FEERIA/N (KL GB R8I,
B FEEPHEE (UGB hE),
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Y510 SDX ig & _ERVBEHL XS

TR LU SDX ig & EREMFAN, HELENRIUIESE, £ "B &H-FH, BF “RESTRR, ARREE

“BEHERER . BB ETEXTENBIEE. FRAMHIEEMBEURERRENIFRES,.

WNFREEE, BETUTFEAGES:

o B KBEHRT.
o RE: KBRS (KR). ERROR RRRETHE. NA RRNBAREFE.
 YFi{E (RPM): S8 YLFIHERRE.

BEEESEENTEAES:

o B AMMER, fla0 CPU sRF&RER (5190 P1-DIMM1A),
o RE: AHHRSE (KR). ERROR RRHFIEBHEE.
o HAifE (BEE): AHNYFIEE (LUERS),

BEESEEMTFARGER:

o BFR: AMHBRR, F50 CPU Mk,
o RE AHRPKE (KWR). ERROR RREZHAIEEHEE,
o BRE (Volts): st LEFEMEREE,

BXHERNEBEENUTFAER:

o B AHRRT.
o K& AHRRE (KR, AJRERIME:

- #HiR: RAE—THREERRIFER,
- % RTBRYEER, #EIFER.

w0 SDX ig & ERYEO

AT LAt SDX ig & ERUEO, HEMER R . £ "SR EHRF, BF “RASTRR", ARRE &

H” mAREFARAS MEONUTES:

o M. SDXik& EREEAS,
o K& EORPRS. FTReME: UP, DOWN,

o DECHEMINGE/ B HERAREONEMINEE (VF) B8 RiZEOD LTTANENINESRE, FTRNTAIZRHR

EEERr VF,
o TXHURE: BRE LRBMURERETSIEEH.
o RX#IEIR: B LRBmNE&ERKEIMNEIEE LK.
o TXFT: BIRE LRBIURERIF T
« RxF%: B EREN&EURBERHFTE,
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o TX3HiR: B ERBINRE UREHBENEIR.
* RX$HiR: B ERBENEE URERBIRNEIRS.

EERSENIRE

February 16,2022

B RRER, WESEENAFRAMTSS5RAFEXNINEHRTTERS. EaL7E SDX Management Service #
REEAMRS 2R, UEREBFHMFFAEERS (SMS) MXRS#E AP KEB T4 (SMS) i@,
AR
F4 2l SDX Management Service 11.1 frfE, RASAMBEEHEFIBRRASLEN, HRBMNLZEIIEN
FE B4R SMS BEBE S

RERSENIRE

1. Sz “Re” > B > RE”, ARRT “EENIRE

2. T “MERSBHIEE” T, BAUTHEAES:
- 25531—SDX Management Service £ mMEHRIZER.
BB Y - TR R AR B T BIAYIR, BRI LB R 7 ERHERR TP RN
BB F B AR S5 281 AR 1S SR QIEH A B FHE @A TR,
**-SMS (52f8) ** -MTFhREPEREEEIANIR, BELUEI ST + BARHEERFEAEA
A9 SMS BRS3238FA(E SR OIEFAY SMS @A 5IR,

3. BEF “WE’

B AMNZAEERSHIINEE

May 9, 2023

AR

thINBETERRZS 13.1 Build 12.x RESRAH A A,

£ NetScaler SDX i&& L, BERSEG S NetScaler LHILLGHITIRIE, FI90 SSLIEH. MLENREMEBEHFIT.
RIEERER, FAILEAETRERARERLEE. ZRAIHARSEERSM ADC LAIBIMERE.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 66



NetScaler SDX 14.1

fER GUI BRI AThEE

1. &3 “RE” > “RHEKRE
2. BF B
3. EE—IhEE, AREE BA = FA.

LB EIERS

November 23,2023

BERSATEEETFHIIENRITEETS, GINCEMNEERFKF URRETEAZERHNEIREE, XA
UEHEHEERSHARSERSIM A, EoTLUE—P oIEEERSH Citrix Hypervisor B9 tar SXHHIGE &%
BIAZ I

EEEFHRIE

LYAPERIEERSH, RBBRFFAHRIE. EAUE ‘S BRPEERELHMERF K 2%
£ ‘|IE BERF, AUEEUTEAERES:

« AFRR: BTFENAPIKP

o IPtthik: MAPEIERSIENE P IRRY IP it

o w0 AFRIENRK .

« ERAYE): /£ SDX ig& L e YA R1ERYRY 8l

o ERIEBDEYE]: _EXREIEPRNEIRF AR E,
o SIEIHARYE]. RIEFIHARIFIRETEl

BEEERFGRRIE, BT BE” &UFL, SME R > ‘|iF
HEREFPWRIE, BE ‘SF BRPREERENSE, AREE “ERIE
TEMBRZRTENE P IRERZIE.

FCE R

T RBIERIEIBA/NMRIFE R EENREISEERN, SDXIR&REIEENEBEITE MRS ERK,

EHERBESRAZR 00:00 217, HEEEAKRE LREBMBEOHRE. RINERT, ®EREH 3 RULOHE, B
ALUEEBZRBHNBIENRE. A2BEEHEE. EXASHESBEE.

BEHRBEXRZR 00:30 1517, HEBASHMEEXHNEDR. RABRT, ZREIRE=1EH, BEALIEEE
RENENHE, MH, EAEMRE, EAILL
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o MEEH M
« ¥ SDX ig&ECENMER FTP. SFTP M SCP F&M X EHmEISMEE DRSS,

EIEERRICREIERREL, EHITUATRE:

1. #EE ENFHNSMERSD, B2E AR5

2. E AL @R REREE T, BE SRR,

3. 7 EBUEIHRIE WIFEN BEREMNEKIE (R &, BEREEEMAENELSIRBHNBIERL.
4. BEHHAE.

REEREHRE, BRITUTERE:

£ BB I SMERYS, 88 &%,

T ‘R BRI RIBEBIET T, B ‘SHRE

£ B E MR WHEENEREDN KriED P, HEREEEMNLERBOIRENEN K.
EE MEEOXMHE UMEEDHX .

R ML, ARRITUTRESEH X ERIISNIEMNIRSSE:

.U"PS*’!\’!—'

‘IR FERH, WAINBENRSB[HIEN R IP sk,
“ARE” M BT FBREP, BARTIHRIMNIENRSSENAFRED.

a) 7

) =

) £ i 07 FEH, BAKOS,
) =

) =

O N T

‘R FE, ERERRBEOXHEREIIMNIER RS B[N

e ‘BREE FRP, BANIMNIENRSEPEFEEDXENE RHNBR.

6. fZH/EM Management Service MBS . MREEREHXHEHMIIIMIEHRSB[EM SDX g&EH
MIFRE D XXM, EEFUED,
7. BEWE,

BB EERS

ALUM ‘R BRPENBHEERS. EREERSTITMEFNET. KOIEEERRSERIEPHEIET
BEEMBMEERS, BHRITUTIRE:

1. £ K& ETFNSMERTD, B 245
2. E “RYE” BRHN ‘RHEEET T, B2EF “ENEHEERS

MIBREIRARS X1

EATLAM SDX ig &P MIFRMEM A FEN EIEARS B,
EMPREERIRS XM, BHRITAUTHRIE:

1. £ & EUFNSMERTD, B E1ERS, ARBEEERFRIXH.
2. EHRAER E8H, EEXMHR, RAERE WE .
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PNEARZFFER tar 715

TR A A RA I FHE T E A BIEM S IHE BB tar 744, LIRS Citrix RAZ R, JUAEERS R Citrix
Hypervisor siER ARE LRI tar. AfF, ERILEXH TRIEIFMAFHFHRES Citrix AL,

7 BAXZE &84, BaUEBEUTERER.

o BFR: tar EAESUHIIRIF. XHRIET tar ERTEERSIER Citrix Hypervisor fR$525.
o bXRiEEREYE: LRSI Y B,
o K/ tar XERIAN

BRRARZIFER tar 71, ERITUTRE:

1. ERE &EU+LE, SME 28> KBRS .

2. 7T FAER BN BRI FIRG, &R “ERERAZRXH.

3. 7 “ENEAZEXM” WHEERN KRR FIRF, EFENYED,
4. BEHE.

BT H tar FHRURGEAZS, BHRITUTRE:

1 “BAXE @i, ERE TR XM,
2. M ORIFT B, ER TE. BXHERERERIENEMITEN.

EIEARSSHY CLI 3255

Wz, EWAEILERA CLI WEERRSMITIRIE, LT HERE:

o A0 IRE. WER-ECERIR.
o Do-HITRARIRMF. Bla, EERSARHKXHA, HEHBH.
s REFE-FIMABTEENZED.

Zipia) CLI, iEMERDIERMRS P itNERTF BT 2% (SSH) BF . EREERZEER.
TR FM UL R X és < AEMIEERNIFAE R,

AR BEiERlainR AR CLL

BEMNEERSHR BMC
AR
LOM #1 BMC XM Rl LB R {EA.

KLt NetScaler g &R ENAER EAGEETFAEEED (IPMI), ©HA “IRITEE (LOM)” %O, LOM g
MARREERES2R (BMC). EATLUER LOM imOZR IS MAI B EIg &, iz T NetScaler #ift.
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¥ BMC (LOM) ix &S SR BES AN T AEE, BEHIENSLIKE, MRS IRENER, BRLUERK
ER B PR R BIR AN EBUEMLE,

AT LGE S N % 2siia BMC (LOM) %0, HER GUI ITAZ TS,

EREERS B LOM iha R

1. ERE &U+LE, SME &5

2. £ “RHigE” T, B8 ‘& BMCIRE

< Configure BMC Settings

IP Address
Subnet Mask

Default Gateway

9 close

3. #8% BMC (LOM) IP sk, FRIHEBIMZRIAMZ, £ MPX 9100 f1 MPX 16000 £, 25 LOM Access i&
BN BT i, XEFRAAEE. LOMigE FREEMTE EAATA, Bt BARRT, XEFRE
BIYREEAY,

4. BERR

B SRR E

November 23, 2023

&/ NetScaler SDX Management Service #1784 30E R LR A, HATLUIRBINER. ERIMES 410,
BIERS SIRIER BIMPARS SZIARIE F AP AR, BIERS ZFRFUTIMNESHIIEN:

. SEREHRIEENBL RS (RADIUS)
o R EHISRIHEEEIRS (TACACS)
« BRESHEMY (LDAP)

EEMRSEF R E SSH W HIIEFR. SSH BHIIEHRER BT HIIEFR. SSH BFABRNNRTE
EHENR. BEAERFMRIAALEEY SSH BRo

BEESHEIE, FEESHIIEXRE, AREES MRS,
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BEEERSHTHRNES M, EERSZZHIHIRINENR. AFEFEEINRNAP XN EERRSRITEMR
F. BEERBNRIAF REERITIREURE. SSH AFRMERINIRTERRNR. B8 RENRNAF L%&EE SSH
ERo

ARV Y RADIUS 71 LDAP B9#R#N, &R LITEE MRS LECE RADIUS ¢ LDAP fRs3 s HAEIR BARIRENE T, 1&
BRAR S EERS LRARBRLE, UHRERTRAPENR. —MARAUBTZ M. EXMERT, WRABFMR
BNEMAREEEANR, WZzAFAEEEEANR, AIUEEERERE “FRINSHIIE A%, BitASIRE
B9 —iEEE B TIRAY

£ TACACS #t%9, TACACS RSSBEBERAMAAWFHG S, MAFEEANRNAFHN admin &<, WABR
BENRHABFELL SRS, SAPERE SDXigEH, EERSSNERAFESENETIMS. NRAFEENR,
MWERNZARDEEEGZNR, SNFRZARDEIRIFENR,

ANMMAFA

HRFZHRRAHERHHITEMESHNEERFEH, SRIUSAFRARIR—ASREEXHAR, BIMATMR
BETHFRMEBENRR, R LELIZRF T EIE,

WNRERIMNBF R IIEARS BT HIRIE, METLU SDX AMARE NS S5 10IERRS 28 LECERATLAL, SIRAF
FRBVAERB M S B IIEARSS 28 ERVAEINED, MERFHEIFHIIE, WA BRRIZANIKE,

A4

1. Ej"ﬂﬁ,éu “EE%” > u%éﬁn > “%F%Iﬂ” > “ﬁéﬁ”, Q*IEEEE u‘;%&j]uvo
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€ Create System Group

Group Name*

SDX Group @

Group Description

() system Access
Permission*

read-write v

Configure User Session Timeout @
Session Timeout*

15

Session Timeout Unit*

Minutes v

User Session Limit*

20
Users
Available (1) Select All Configured (0) Remove All
nsroot + No items
All Instances
2. & QERSKA 1EH, EMUTEEC
o HE: WABANEN. AFNFREEFERT. THL (). 8% #). a=(). =8 85 (). at
(@) &5 (=) MEFFH (). BAKE: 64,
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o BARR: WARANEERER,

o RGHERIR: EFRZETLUR TR SDX RERHE EEITHISEFIEH IR HE, BERELRGIKA
EARPR, FETE PRESEG” TEFESES,

o WXPR: MFIRAPIEZFRHANR, EERMHERSNR. AJEEREIT:

- BE: ZARTMRITSEERSHEXNMEERES. AMELT, BHEANRKENES,
- FE ZARBEENRSR.

« BEEAFSIEEN. BRIZETLAE A P REE ISR 8 &,
BRRE, EALHEEUTSEH:

- Elﬁﬁﬁj EHJ)\FHF 1E__[LX1%ﬁ/EEjJ>|kn_.\E']EYHE'_]E§o %ﬁ'\%fﬁl 150
- RIEENRM NFIRPIEFBN S, WO/, FRINME: 58,

o APZIERF: MASTHAFATHNRARIER.
AR BAERT, EEAMAIRAN
FRNEC 40 MRFPSE, BIAMERT, SAHMBENRRNE 20 MRS,

« AP JIHETZANAF. BIN I B JIRPHITESE, ARBE BEE” 7%, AUERRR
mEIE,

3. BEEIEMXHA.

=il
BARERE SDX K& UPITIREEERES. BEATAFIHNKRE, 457E SDX k& EAZAFEIB—TBFKF. B
PERE L#ITR S0,

BE: BWEERT
SDX i%&&. BEERRSH Citrix Hypervisor, 1§18 #%7 Citrix Hypervisor L& 2453,

ERERFIKF

1 % “BE &WMFEN “RE" T, BRFY B, ARBEEG BT, ‘AR BRETRIERFIKS RERRE
S

2. & AR d@8H, RITTNREZ—!

o BRUEAPKF, BRE B0,
- RERAPKF, HEFRZAF, ARRE BX.

3. & VERFAPF” I “BHRAEGAF WIEEP, REUTSH
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o BT KAMNBAPR. BPAFERAUTER: FBaZzMAIZ HF 03 9. @& (). =HEM
TR (U)o BAKE: 128, BT EER,
o B BRIGENER. RAKE: 128
o WIS ¥ EHD,
o MR ¥ BPEIRE EMSIR, ATAERIME:
- BER: APAURTSEERRSEXNFIEEELS,
- RiE: AP RN RKERKF NEE,
ZINE: BER,
. BRMBEHIIE: ABFRERIMNIEMNINE. BERSERTHRIEERP SHRWITEZF =R TIMNE
BMRIE. MRZALSE, WARKERINESHIIERS SN AFP#ITEMHEIE.
AR MRTEHIFEIRESMHNIIERS2E, WAPARESREMNEENHRNR. EXMERT, SHK
IEEERFZRIAM admin user (nsroot),
o MERIEEN: AFERERF JUFERREEIRSHNEE, BEUTFEHAER:
- EBE: BPRIETURREEIPIRS B L,
- RIEBEEAL BER, USHEINR AL,
BYH: BEADEELRRF.

¥ BERIBH

4. BE QIR % WE, ARBRE ‘XA, LLIBRNAFRIIE “BFR” B8P

IR P ik P

1. £ K& EUFNSMERTD, BF “R%7, B €1, AREE “BF7
2. & “ART dgs, EERAFKE, ARRE B
3. 7 ‘BN HBIER, BEF WE

REFHIIERE

HEEERSFET, ERLUEEAMBIMNIS DT FABRT, WitARZAMNISHRIE. ERN4AAIEK
ERAPIISER, FTLUEEES
BRSMNBE G IRIEETRERAE,

BE: RBEIEE RADIUS. LDAP 5 TACACS S5 50IERRS 25, 7 2iFIMBF AN,

RESHIIERE

1. £ ‘& &WMFLEH “RE" T, B “BHEIE

2. FFAEESERT, 8E ‘BHBIEEE
3. BEUTSH
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« IRSBRERE: AAPEMIIERENS IR FAIRE, AIRER(E: LDAP. RADIUS. TACACS #
<Ml

o lRSBRN: AEERSFEENIHIIERS BRI, ZRBETIH T AFMESHIIEEREENRE
ARs5 88,

- BREARMBMINIE: HE, EaLUEREINES HIIERMEER 4 S H I AR #1TH 5K,
ARINE S T 1B AL,

4. BEHHAE.

BRSERERSHINIE

ERILERER SR IIEMEERS NITRO ZOHTHMIIE. FIAERT, £ SDXgERERELSHIIE. EfE
REERSFREZRELSS NI, BHRITU TR

BREXRSHRIE

. BRET EBRLE, BE RE

. E RRE” A, BE "BRARRKRE

. T ‘RERSKIRE” WEED, BF RATFERSHRIE EEE,
. BEHE,

A W N -

ECESNB R INIEARSS 25

May 9, 2023

NetScaler SDX Management Service BT A5 23t R 7 ik P Sl 68 F 538 S Y IR TEAR 55 883 AR R st T SR 3R IE. 18
BEXFUTHHIIESE:

- EAEBXN EERSHEITRNIIE, TFESIBIMNIEHEIERSE. AP RIEFEESERRS L.
« RADIUS —m5h&f RADIUS S#430IERRSS 283 1T B3 301,

+ LDAP-mjh a8 LDAP SpI0iEAR 38817 B 10303,

TACACS-3$5MEp&cimifsaliz sl gginializsl 74t (TACACS) B4 30IEARSS 23 1T B HIIE,

BEEIINP DI, BHEES ORI HEE S MRS 2.

700 RADIUS BR$523

ZECE RADIUS BHIIE, HEHMINERETEEN RADIUS, #ARECE RADIUS B HIIEARSS 25,
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EIEARSS1RIE RADIUS FSEx#r RADIUS Fuifimai & 3303, = LA7E RADIUS AR$328 £ RADIUS AFRERRE—RM
#h, HAFPERE SDX&E&EHN, RASRTAFPEEL—XERD,

70 RADIUS AR553%

1. % “BE” BUFEHN “RE” T, BF “SHRIE, AEEEE “Radius’,
2. TEFAMESERF, 8E BT
3. £ “¢lZ Radius fR5588" IHEEH, BAREESHE:

4,

o B *-ARSSWAVE,
o RSS2/ IP it *-52LREIEE (FQDN) ARSS 28 IP #btik,
FE: DNS Saem8818ER FQDN 2t IP #hit, #BXREF DNS ATt FQDN. EFhigEx
DNS, E&i# “f9 FQDN &FrfErAmE DNS” &5, “
« im0 * —i&17 RADIUS RS 81iHO. FRIAE: 1812,
* BE Y —RHERSRE RADIUS BRS2BMIMB MRS, BAINME: 3o
o BT - BRIRSRSBZEAHZNESR, LEERRAS RADIUS RS8R ZEIMEEFIHEN.
EF NAS IP #iiHRER—NREA, B1R1E RADIUS il B RS P hitfE R ZXFIARS 28, nasip
NASID —NRERE, N=IRIE RADIUS thiUFILFRTB/ERNR%EE RADIUS fR$588. nasid
o (AE14R-FATF2EX RADIUS 4889 RADIUS B4 AR Ml mrsiBF /i $.
AN 7S ID-FTFER RADIUS AIREXAMERE 1D,
« AAREMR-RADIUS AIRENMEMKEL,
A PRAT-ATF 528" RADIUS 4H1Z2EXHY RADIUS EBHEHNBA R IRHAE SRR F R 8.
IP R B ARIR AT —RADIUS FRRRIER IP B MHRHER ID, ER 0 RRZEMR M ERD
89,
IP st 1428 —RADIUS MRz Hizt2 P it a0 R 128,
B ERRRF—RADIUS MR R EZFIRIMA R ID. FFIREVA P&,
TR M RE-RADIUS MR DR AR KT,
TR —NAIEM R FiEE RADIUS BRZ2869 RADIUS $iR 8 XL T4HiE. aJsEmfE: pap.
chap. mschapvl # mschapv2,
BOASRIOIELA - PRBENAVAESS, BHIIERIIANEZFRIEIAL,
oH-E R EERS UUER RADIUS RSB [CREZE R

B GIE", ARBE XA

7xi0 LDAP S {3 30iERARS5 25

ZECE LDAP B 1IE, BFRMIIEREIEE N LDAP, ARECE LDAP SHIIEARSS 25,
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70 LDAP fRs538

1. # “EE" &WFH R4 T, B “BHRIE, AFEE “LDAPY,
2. AFAERSERF, BE B
3. £ “¢IE LDAP BR588” XHEMES, BASUEEFESHE:

B *-BRSS BB R,

AR5 282 R/ IP ik *—FQDN (AR 28 P b,
AR DNS e RsERY FQDN f#tfr P sk, HBRBEE DNS BF##r FQDN., EFmhigEE
DNS, #Zi# “1 FQDN & f#HrAmE DNS” &5, “

0 * —i=17 LDAP AR5 2890, ZRINE: 389,

RBRT *-RAZEFRE LDAP RS ISMMB AT ER,

7 DN-BF/E5h LDAP {ERMERT ST &,

HA-| DAP AR38300258Y, AIREMY(E: Active Directory (AD) #1 Novell BZMRsS (NDS).
EEYE DN-AT4ES LDAP fRZ2BHITEER 573 & o

EIERE-BF4EE LDAP IR 2092545,

IS LDAP JEB-EAEIN AT IIEM LDAP BRSS 2845 BNIE .

LDAP E#1%-LDAP RSB 28BHENR. NREAT validateServerCert £, NtkSHIEE LDAP
REIFIEP LMENR. THNZAFLERRSBUEREELM,

RSEERBEE-RAATEIFIMNE LDAP AR5 885k Active Directory WEME .

BRTRB-ESHRIALDAP BFRERFRRASUMRENF/HH. flm, EA ldaploginame
samaccount MAFERMHUMNAF & bob 89 vpnallowed=true 24— LDAP & =7 H:(&
(vpnallowed=true) (samaccount=bob)s,

HEE-M LDAP fRS323 PR BRI B IE B Fo

FREMERT-FAFM LDAP BRS32: R ZEVAR FEIER .
ReRB-RESSHWRIIRS [ ZEBEHMELE, FIRENE:
PLAINTEXT: REZEMH,

TLS: R TLS thil#1T81=.

SSL: fEF SSL thil#iT@ElE

AIASRINIEA - BRIZENBVASS, BHIIERININERREIAL,
5| A-BAXM LDAP k5523124589 LDAP 31 BRIX T,

B AHY LDAP 5| B/R¥k-AJIRFERYER A LDAP 5| B,
BRENER-RITRF RSB, XREERENREXEE N TLS 5( SSLBY, 7 aeE &,
BRBRERRR-EAREARIIEE.
RABRERS-AIFERINIR 52K,
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o AEARIRFT-ME—1RIR LDAP BRZ5 288 -R4EME 4T,

o AIEREME-LDAP AIEREME. ATHEALFENEH,

o AIRRTFREM-LDAP ARRFREM. BTHREAFNEIAE.

o ARRTIER-ES5HIA LDAP ARRFRIHRAS LIRS RENFITH.

4, & Create (8IE), AFEE Close (XxH),

LDAP FF# SSH A ASHIIESZ

SDX &S MAEALLUBR ATFERMN SSH RBSMHIIEXT LDAP AF#ITE ML, AHYIRZEIE LDAP RS2+
BRANR L. EHMIIEIES, SSH =M LDAP BRS523H1ZEX SSH A, MREANEREINATASSF SSH, WER
53218

RN N ARER B B 4 F1E T LDAP AR5528#0 NetScaler SDX i&&H.
BE

NFEFEPRANSHRIE EXABEIEUTAHEIKRE /etc/sshd_config X+ K
Authorizedkeysfile HEREEQHANMLE:

AuthorizedKeysFile .ssh/authorized_keys

RGP, BEigE /etc/sshd_config* Xy Authorizedkeysfile W&, AILAERRSERF
BEQPNME,

LDAP FBF., MEREINABEEME /var/pubkey/<user_name>/tmp_authorized_keys-<pid>
BRF. pid BFNMHNE—HS, BFXSFREBR—AFPNH% SSH iERK, tNERESHNRILIEHRREABMIG
N8, RIEEMRGE, ARBHEMRGFRER,

BEFEAAPES, 57 shel BRFETETUTHS:

$ ssh -i <private key> <username>@<IPAddress>

2/ GUI i2E LDAP AR558:, BEHITUUT#E:

SM3 R4 > S13%E > LDAP,

72 LDAP BiE £, i ** RSH ¥ BIF.

B EEMAETAR LDAP ARSS 28,

£ ECE S /IS LDAP fRs388 TUE L, & 5K

> w N
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Name*

LDAP Server ®
Server Name / IP Address* Server Type*
® AD
Security Type* Time-out (seconds)*
LS v ® 3
Port* ) Validate LDAP Certificate
389 LDAP Host Name
") Authentication
SSH Public key*
sshPublicKeys
3=z .
ay =W

BREMIIESEELER “sshPublicKeys” 33 LDAP B #1T 84 50IE,

77 FQDN & #f#fr7xiE DNS

INREFARS 28 FQDN A2 P itk E X RADIUS 5 LDAP fRS32%, EFmhigEE DNS LUBRSSBE M. &
BILAER GUI Bk CLI,

ZE/A GUIIREE DNS, 155 E 24t > WKECE > DNS.

ZEA CLI&EE DNS, BRITUTE R,

FIFARLINE (SSH) =518,

FEREEREIEES NetScaler SDX &%,

izfT networkconfig &%,
PEIRARRN A B F EH DNS IPv4 ik, ARREER.

W

MERBRIBIT networkconfig @<, EHEIEHSH DNS sk,

70 TACACS fRs528

2ECE TACACS BHEIE, BRBHIIEEEEEN TACACS, AFERE TACACS SHIIERS 28,

70 TACACS 5528

1. £ RE &UR RRT, BA SHRIE, AE2E TACACS,
2. BEFAERERT, BE B
3. 7 “8UE TACACS BR588” SHEIES, BAFEERSHE:
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« BM—TACAS BRSS8RRVR TR

o P #tatit—TACACS ARS328RY IP tthik

« MO —TACACS BRS38R1E1TRII . FIAE: 49

o BIN—RAZHRE TACACS IRS MM AR AFDEL

« TACACS ZiAi—EFinMiRSHBZEHZNER. LESRRRS TACACS IRSSF[BEFMLEDN
o IEIK-FEERSAEBMEA TACACAS IRSBIERFITER

o AARMRIR-1E TACACSH RS BHEENHRBIERRIR

< Create TACACS Server

Name*

tacacs server ®
IP Address*
Port*

a9 ®
Time-out (seconds)*

3
TACACS Key*

Confirm TACACS Key*
Group Attribute Name

(0] Accounting

m Close

4. BE QIE7, ARRE XA

MEERSEERRRES

May 9, 2023
BB AR S RUAMSERAS N —RSRES, REEREATHM NetScaler SDX &% 5 HMERRE 2 FEE
EENA BT, BAMHEENN EE,

MREMEEOHEINESE, MEESHRETASEOSH, LR, NEEOSHER2E.) —MNEEOREE
YPREEI— MBI,

LMKIZOHERBERN, EREFH VLAN BE, ZIZORMESAAER VLAN ik, HARMEIFIA VLAN g1,
B2, ErRIRZEESE RS VLAN, EBESIFAEI VLAN, fln, REMEED 1/2 40 1/3 482 ID R 28
VLAN (VLAN 2), RERENHEIEE LA/1, WRLEORKBERIAVLAN, BERLUSEESEES VLAN 2,
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o —MEOBFARBF—MEE,

s BEE—MEEEDFERME,

o Hnstf&ek NetScaler SEfIBY, “MLKIRE” MERRTHEEE—HHHED, FIHNFRED, MIIIH
7B,

MREFERADELE—PEFAN=MEOREEBE, MBE—IEAFEREP—LED, WEEBRSEXALE X
5, ERNERE, AEREREG, FIa0, RIEFHNEF, BISEF 1 MEF 2, B&EXLERFIE, #0 10/10 10/2 0
10/3 B EeA=H 1, 0 10/1 71 10/2 B EAEE) 2, NREAED 10/1. 10/2 7 10/3 2T LAEE, W
instancel F2EFHBTH, B, BERSSXALG 2, $iE0 10/3 DELASEF 2, AREHBE Instance2,

MERM LAEERHIED, BECRFREELRIEES, H B LERMEESEAIR, ZEO% 277E Network Settings
MEHR, EREFEOZE, RIFIHZEOFENEE,

MEEIRSEEE

May 9, 2023

BRI FohEEEE, A UEREREEEFIMY (LACP), EFX%iE LACP NATFTFoEENEE, T EFohER
E LACP tignidiE. MEERSEEME. AREMEREXR NetScaler SEAIBIEFITE,

LA @8 R R R TR RR S HIZERE, (F@E—S0rROTED B RIRE IP i,

£E: NetScaler SDX R & IFHRES, BARZEERTR. M NetScaler iz 13.1 Build 27.x XEShkaH,
7= NetScaler SDX i&& L& M NetScaler VPX 27l L BAMAR LR TR A S,

MEERSECETE

1. S ‘R4 > ",
2. FRAEEERD, BE RN,
3. FEARIEENEES, REUTSH:

B ID-Z)i2M LA STER ID. A LA/X RINAIEE LAEE, HP X EERUR 1 BISFRO%E—
FHEF, SR LABERLTEEN.

o HASTERIZEE, FIRERIME:

B NERIEEO LRCE,

FEI-ER—VEEEREND 0/x LERRE.

FR-WE—VEEEEND 0/x LRRE.

LACP —f£ iz QM ER®#ENO 0/x LEEE,

« BHE ((VEATHSEEM LACP) —LA BEEMLEMERE (U Mbps R#gfil). £ HARESR, W0
RLABERAT HAMON EEHERTFEERE, NWaAHETR
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e ((NERTHSEEM LACP) —LABEHREEAXNSEME, U Mbps AR, 3 LABENE
FERESTHATEENSEHER, REEM SNMP BHER.

BER ((NERTHSBEEMN LACP) —LABEHRERBERNERHE, U Mbps AR, HBHS
HERS LA BENTREAESF TR\ TIEENESHERN, NetScaler SDX &&=4Er SNMP FERH
B, RAHFREAEMEILEER.

H#oat H#

4. EEROEDFL, AMIEESELEEFRZED.
5. £ igE #W+L, REUTSH

o BERS ((REBTHSEE) —RRARER LABE,

LACP B¥i&] ({U&ERATF LACP) —wnRu&ik#E LACPDU, NIsEREIAEISEFEES, £ SDX &&
MUHT R ESS5EBRREGHNAEROL, ZESALE,

HA S —EEr A (HA) BB, SEERSHFEHESENS. BAT HAMON HEME LA BEHI
HIEE =R HA BT,

2B -EIEE EAEHNE M EER RN — M EFTH 802.1q 1712, FKRENPBERILLEERFIE
VLAN RZftRid. “X” Biric R A 2Rt VLAN Z5haFRE VLAN,

BB —BIZHSTERS R, B TFIEEIRN. ERITEMERE, LIUSE LA EE ID,

6. BE “QIF”, ARBE XA
&

« $NR 0/1#00/2 #OFR VPX LFIB—EP5, HEZEAIREHEN—E, WEZENEERE LA
o WIREIE LARBT VPX 6, HEZEFIRHEN—ED, NWEEMRZER LA,

IHRERIFIR

May 9, 2023

HiREEFIR (ACL) @—AKH, BRILEXERGNATMEILE, LUTE IP REHRIPIEERZREZNNG
i,

&m1 L7 NetScaler SDX Management Service GUI EEZE ACL LUBRFIFIEHIFTI&EHIAE,

AR

Mhf7s 12.0 57.19 23 SDX &2 £RY ACL,

AEFBFELUTILNERS

s RiAiEE

« WnfaEcE ACL

o ACL MM E thig(F
o EEEHR
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REtEE
fEig & Lol ACL BY, JEIBEUT/LA:

+ 35 SDX 1&&FEFIARA 11.0 57.19 B¢, BIAER T2 ACL 108,

« SDX BIE5E REEET SDX i&& L9 ACL ITHINIE B,

« SNREEA NetScaler Application Delivery Management sk&E 1 SDX 1&&, MSMeIEELA ACL
M5 MAS 5 SDX EEIRS 2 BRE (S,

o SDX&& EMEMEMEE (GNESIMBE VPX. HRin/MpRIMEFARSS 28, SNMP &I12) MAZEXWHE ACL
BB #ITEAEN. SXEXRERNDBREELR R,

nfEcE ACL

& ACLISRIUTIRE:

« BA ACL Ih8E
o @UE ACL M2
« B ACL#MM

AR

S AR B A ACL ThEervIB R el ACL i, BZ, NRKBRAZThEE, WFEEEEE ACL MN/EEMA%
A,

BF ACL ThiE

1. 2EAACL I8, BEFR SDX BERSS GUI, AESME BEE > £4t > ACL.

2. @I EATIREE, 17 ACL h8E,

System > ACL

ACL@®@ (D .
Select Action v

eI ACL M1

1. FACLOIE L, S&E QM.

2. HERPRTAEIBEMNE . AN TRATIHAIFHRES.
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B

BAHR
i

R P it/

Bix IP

BEYIRO

121F
Rk

3. BE “WE" IEMN.
E: ACL MNAyRHA

< Create ACL Rule

Name*

ACL

Protocol*

TCP

Source IP Address/Subnet*

ANY

Destination IP

Destination Port*

ANY

Action*

Allow

Priority*

1

“ Close

WA

A= RF,

MRBEREENN BINERT, TCP AFiEkdRZ. &
ALk ANY LUAIFRTE i
ERER AN BYIR |P st SR F Mo YR FUSHINI R
FRIBEENERE, 151EE ANY,
SDX EIEARSS IP tbi§ BantEz N BAR 1P ARSI

FEo
FEEMMERNERRL. WMRMMNERFFAEBRRO,
1E1EE ANY,

EEAMNERIE, B “AW = “E4L7,

DEMERIEETERNBIRF. RERRSRET
ACL N 5ENBIEENEIRF. RLERRBIEFE
BRENMSESR. Fla, MERRES 1 BRERSTRE
BmS Lo SIRZB AN SENNBIRELE, WX
BRI L,

SIEMNGE, ERLTERARS. BEMNAER, SHEREAN.
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} =

=W

ZEAMN, vHEA ACL . MRERTZIE, FRAEZHBEAACLAN, NZER—FHEHR
“‘ACL RiB1T-

=R ACL #1

1. BEGECEEERANMI L, ARREFFHE=1mHNEE.
2. MRBEFREE “BA
3. %E, EREMNNEREH, ARSEE BA &+,

4. BIRREY, BE T #H1THIA

ACL B H AthiR(E

e LAY ACL R M FE I T #2847 -
1. 2R ACL #
2. #miE ACL M
3. kR ACL #im
4. EFmS ACL LBk

2 F ACL #

1. REAREEEZRMMNE, AREFFE=1mHNER,
2. MRIRPRE “BAE7,

3. &, EERZANMNRERE, ARREE ZH &R,

4. BEZRHITHIA

AR

ZREMNE, ZAWETFBERTENRE. B2, ANERENREBEACLIRET,

4wiE ACL M0

1. BERFEEEEREOMN L, AREEFFTE=1=HNE,
2. 7EFIRPEE HEMM. KT “Eoil” &0,
3. &, EFREANNSEELH, ARRE REMAN EDHR, SN FOREMTH
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4. #ITHRIE, ARBE WE .

AR

ERILRIER T R MR ARSI, MREENHIVELEA, FERBTFILENA, WFLAFERKREH
W, =AM N ARERNS.

firx ACL ¥20

1. BERMUAFRARS.

2. BEMSEEENMROAMN L, RAEEFFE= I SNERE. BEHFIRFH BIERA,
3. WE, EEZANNREEH, ARRE BRI ETR,

4. BERHTHIA

AR

AR T B ARSI,

Ei4wS ACL FMNAIRL TR

1. BEFEFEEENEENRSNARNIAN L, ARERTE=ZTRHNERE. MIIRFES “ERRESMEL
2. E, EREMNNREEH, ARRE EFRE T+,

3. EE “BHRESMEL

4. SDX EERRS =B AFBIEMN S ECHBIMELSES, B 10 B9EK.

5. HEMVLREFTES MR ERES. BXRNAREMANNESER, ESH “WiE ACL RN 5.

E. MBEMRFTRSHERA

ACL @ O
Create Rule Select Action v
Q Click here to search or you can enter Key : Value forma
O PRIORITY | NAME SOURCE IP ADDRESS/SUBNET PROTOCOL
O 1 test 1 ANY TCcP
O 2 test 2 ANY TCcP
O 3 test 3 ANY TCcP
Total 3

B, MEAREMBESEMTRESH 10 BIEHRHIRG
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ACL @ (D
PRIORITY “| NAME SOURCE IP ADDRESS/SUBNET PROTOCOL
B 10 test 1 ANY TCP
B 20 test 2 ANY TCP
30 test 3 ANY TCP
Total 3
=
HPEHERR

MRACLANIREFRY, FIERFAKFETEKELIGE, MREFACLIREFRIMEBREKET X SDX
Management Service FIFREMSKIHIEIIR, BREBIAT S BIREGAIERR.

1. 55/ SSH MER “root” kP& R Citrix Hypervisor E12 |P i,
2. FHEEANREREERS EPWATZEIS,

Ame pfetl -do

w
i

F GUI B REIEIERSS, ARHEREREE ACL,

>
5

%2 NetScaler LfIEf&E

May 9, 2023
E—NEZ 1 SDX 1&%& EECE NetScaler 32lig, & LLEIE NetScaler sSEIB¥E,

Citrix BiVENEERRSMITHERE, HEM VPX EHIRITHEREN, EERSSS 30 2T AKRINERE T #
—REE, ERIFHFERT, 30 DHAFRSRAMEES. REFEARERSLIE, B&EFT —EHWBHEAMBIIIE
KA, 7£ ADC Ll LECEREZ A, EERSIPITXENSE, Eit, EOAMERRSHITERNBELE,

AR

o BIGERNE, BT THR NetScaler &, EXFZER, B5F B,
o ¥WF 7 SDX 8% L3 E NetScaler S2fipvg¥ss, Citrix BiVEERRX B =4 SDX 8% NetScaler 52, 1t
SRAHREBEFBEED (n/2 +1) M ERBEETE,

1. SDX NetScaler s:flgts
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Cluster1 Cluster2 Cluster2
- o =t I~ w© - e
x 3 x 2 = > x * s
o o o o o o o a o
> > = > > > > > S

NetScaler SDX Appliance NetScaler SDX Appliance NetScaler SDX Appliance
(SDX1) (SDX2) (SDX3)

TEETRTE—FMAN=- SDX i&& SDX1. SDX2 #1 SDX3, XLtig#& tAY NetScaler IR FR R RN EEE:
Clusterl #1 Cluster2,

o B¥E 172 SDX1 LEAEFHEES.
+ Cluster2 &3 SDX1 EM—%fFI. SDX2 EMyFNLFIFD SDX3 ERI S IMNEA L6,

FELENINER

SDX FaF%HFHEA Mellanox 0 (50G #1 100G) #17 CLAG HRk.
BENFME T ROARR—RE, BT EERUTHSTMEE:

- BEHFEMIEE,
- NetScaler VPX s25/#0 NetScaler SDX 524,
- FE SDX #HFE& £ry ADC 3241,

+ NetScaler LBIBYRRAHTHER, hRAXAA 10.1 RESHRA,

+ NetScaler Sl R ARG HERITAEVFATIE,

o BB NetScaler LHIFIMBIBERS, TAEFMXLLM FMEMARE, FrEEREATBIEE IP it

+ NetScaler LfIXTEABHENZR (WFE. CPU. #O%),

o TR MTU 7tk ##EEO MTU % 78 =15,

o HIRFAIAEHEEREO MTU £37£ 9138 EFH UM,

o MhRZs 13.0 Build 82.x 748, RASTEEEERINT ABIRRERI SNIP sk, SR a] ATERINTS MBI Ehas
BIE SNIP sthit, LIhEEBBIFRRFASHYR [P Hltie TP R LR,

o EEETR! BEEMHE “BIREE AU, PE BIREEN, BERENER, FfaHllEmES.

£ SDX ig& LiIRBRE

1. EF3 SDX ig&&,
2. £ EBE EmELE, Si% NetScaler > &5 > Br&E41,
3. tIEEEE:

a) BE “PIREK,
b) 7 BUEBEE IBED, RBEHEMBNSH. BRMASE, BERIREEEMENNFER L.
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C) BE “T—%" LTERBEWE,
d) gF ‘TR oIS,
R BEEET L2 VLAN B9 NetScaler sSeI7RNZIB &£,
7shn VLAN 6 S 51R7%,
sdxvlan 8#igER “B". WEHE— RIS, AFE%RE SDX BER RS2 ERE,

4. ABERMTR:

a) B RN R

b) 7£ RN = SHEER, BRERNBETSFAEHNSH, BXSHER, EERTATREEERFER L.
C) BEf ‘T8 TERERE.

d) gE ‘A BHRRmEEs,

e) EESE 13 4 ABERNB— MR,

PIEREE, BB EE P tilbpRB ek E T,

WRBE LT 5B FE— Citix NetScaler SDX i&%, MY NetScaler SDX i&&HIMEERN, KRk E
EE AN
TR R T A ESERET A

1. EAS A NetScaler SDX i&&HH—1 VPX SEfItI2 2 BEER IS,

il

SDX1 SDX2 InstancelD
VPX1 VPX1 1

VPX2 VPX2 2

1. MBEMEDLLE NetScaler SDX 1&&, MEARBEquUorumType Majority MEFEIRER VPX S2fiel
B—AEESMl, EXMERT, R VPX L6199 ERE NetScaler SDX i&#& L.

Examplel:

SDX1 SDX2 SDX3 InstancelD
VPX1 VPX1 VPX1 1

VPX2 VPX2 VPX2 RiEH
VPX3 VPX3 VPX3 RiEH
Example2:
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SDX1

VPX1
VPX2
VPX3
VPX4

SDX2 SDX3 InstancelD
VPX1 VPX1 1

VPX2 VPX2 AEH
VPX3 VPX3 REH
REH REH REH

1. EFAkREFTE NetScaler SDX & &HFIE VPX EfIgIZ 2 MBS, BREA quorum type NONE,

il

SDX1

VPX1
VPX2
VPX3

XE—ERRM,

SDX2 InstancelD
VPX1 1

VPX2 2

RiEA TiEH

—quorumType SHILE HBIFRE NONE:

RIMIBEET R Z BB TR, LOBRESRSHENSENE D X,
TEEABEERRE (BIANARMSMIBRT =) HiiE), BRI TBFRE,
AR
ZIREX NetScaler BHEMEHMIIR, SN BEEELE—1 SDX &&M NetScaler £, EFER “EFMA

W T,

BEEF—1 SDX &% £# NetScaler L7 MEIS—1 SDX &% LR BB EH

Hw N

B REEMFRM NetScaler 5289 SDX & &

£ “BEE” @mkL, S41% NetScaler, RAiERE “B&E

BE AT R,

£ AT R IHEES, EERNBETRPIENSHS. BXSHNER, B BEIFATSEERAN TR .
AR MR ¢

BREE Pt A0 ¢

BE P2 SHNEEATERERMIT REVEE.

5 BF “T—¥" aERERE.

BE SR BT RARMEESE.
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EERSERES

February 16,2024

MERBX, BEERRAE—A#ETAEOASH—MEE. ©2 NetScaler #RBES (LA) T B, H—HX3IR,
BABRRESEREZEOMTR—LEL, BERSERRESYD, BOUTHENTRATR L. BXEEREAHNFAEE,
BB RERRES,

fFlgn, RIg— M SDXIGEMATISRBEE, HPFENTAMmERD L. 8% LAEE (CLA/1) B4E
#O 0/1/2\ 1/1/3. 2/1/4. 3/1/2. 4/1/3#15/1/4 HR%.

Client

Switch/Router

Iient data plane

/

Zm 31172

| - | =] =1 =] =1 =1

NSO NS1 NS2 SDX 1 NS3 NS4 NS5

Cluster Backplane

BE LABERBLUTREL:

o BMBEHE T HBEET REEANME— MAC ithit,

o ZBEE R UHPEAMANZIE SDX T9mpsE,

o —PMERERSTHENEE LA BE,

o BIEE LABERSZAIUYE 16 MEO,

o BiREOTEEERE LA BEN 9.

o HEONEZHE LABER, BESHMATRREOSH,

o — I REEOREHER—MEE,

o BEIREXNEE LAEE (5190 CLA/1) HEMEEO EMBEET SMNERIBRMR, ST AATF INACTIVE R
SEY, MERZAVEEE LA EOISH%ATIEN POWER OFF, XRaSREHEHAEEEIFANIR,
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Client: Sends request

l

Swilch: Receives a ARP
request

}

Switch: Forwards the ARP
request to one of the cluster
nodes (based on switch logic)

}

Cluster node: Receives the
ARP reguest and responds
with the CLAG MAC (global
MAC known to all cluster
nodes), and sends the ARP
response

!

Flow Receiver: Receives client

fraffic
l—Nu IP Striped? ‘I‘Es—l
Flow receiver is the node that Flow receiver: Delarminas the
must process the traffic. o processor and sleers
[Flow receiver = Flow traffic to that node
processor).

Mo sleering required

| Swop )

TEBEEE P Ut ANSMNERERRIR & L RMERMBVECE. MRATEE, B LRI RNIRYE IP sthutsiis OmF~=E MAC
it ERE.

FEREFHNNER:

« BA LACP (@33 LACP &5 ACTIVE ¢ PASSIVE).
AR 1BWIR NetScaler B¥SEMIMREREIR & EH LACP BU9KRIGENKED,

o EQIEEE LABE, LACP ZHANEIUNT 5 5 8 Zial, XL LACP ZiHmatE CLA/1. CLA/2. CLA/3
#0 CLA/4.

« £ SDXi&& b, BHERREAA (CLAG) RREOLESHMEMNER,

o LSRN L, 3§ LACP BHgERN M2, NBREET R EHIKRERRERRE. S EFIRNE LACP
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Bz EAWEIEX CLAG REKZOMEFENN, hXEFEER.

WE SR

BIE— NetScaler Sofflg¥ss, BEMNT ST IER— SDX i8%& L8 NetScaler 32, el UE2E—FM LB EH
H1th SDX i&#%& B NetScaler 521,

EEAEERSEERNSE LA EE, BHRITUTERE:
1. BR% SDX i&&.
2. £ “BBE” @WK, % NetScaler, ZAFEd “BE".
3. £ BERA AL, ®EEE, ARREE CLAG,

~
Cluster Instances o
l Add Node ‘ i Remove Cluster Change Admin Profile } l Show Cluster Nodes CLAG
CLUSTER IP ADDRESS INSTANCE ID NO OF NODES ADMIN STATE OPERATIONAL STATE STATUS RX (MBPS) TX (MBPS) HTTP REQ/S
2 1 ENABLED ENABLED up [ 0 0

4. 72 “0UiZ CLAG” XiEEH, HITIUATIRME:
a) 7£3@E ID ThFIRF, EiFE LAEE ID,
b) £ “#&O” HWHF, M TR EFEPEZRED, RERE+.
C) FMEEOSRE “BEE" SEHET.
5. 7 “RE" #oH, HITUTIERME:
a) £ ‘Y18 FEP, WAHEE LABENERE.
b) 7 “LACP {8r” FEH, EFELUTEZ —UENXERAWE LACPDU B &R R IR & MY 8] &R,
REXFESS5 SDXg&MUHFT R EERESHPIEIRO LA EMRTE:

- K-30%
. E-1H

c) WFEAAK (HA) B8, %+ HA 531 S5 ELUSILEENHRES M, BA7T HAMON #94E LA @iE
B R S AR HA SET%R,

d) %% Tag All, E— 1 MmFEFHH 802.1q IMEHRMEILEE L RIXNEMUEE, FHEERSEDIHIEE
B9FRE VLAN RS, OFF RIMEN A TRt VLAN Z5M9FRE VLAN,

6. BE “0” ”EP— SDXgEEE CLAG,
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4 Create CLAG

Channel ID*
CLA/N v

Interfaces

Available (0) Select All Configured (0) Remove All

No items No items

Settings

Alias Name

LACP Timeout
@ Long Short

HA Monitoring
Link Redundancy

Link Redundancy Minimum Throughput
0

(7) Tag Al

7. & ‘N SHEESF, BE 27 RiFEM SDX &&+r CLAG %8,
&
o WIREE “F7, MFKEE CLAG,

o FoIRIFHEM SDX g&H#H CLAG 128,
« Ma SDXig& LM MTU REXFEE. HATEE— SDX k& EFHER MTU RE.

8. Z1E CLAG XiFEHREN MTU 1RE, BHITIUATRIE:

a) %1% CLA/1, AFgE “RiE
b) # “EcE CLAG” IHEES, £ MTU FEHFHIEE MTU, RERE “HBE.
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9. £ "HIN" IHEEF, BEHE B

FCE SSL I UL etifn EIEARSS

February 16,2024

ZRILAM NetScaler SDX i&& 21519 SSL ZIB5IRAiEE SSL ZREM. 437 SSL ZRMARAS, LUEI HTTPS
Zetthinin) SDX EIEARSS. SDX &&RM 37 MUENXERA, ENEERMBRHAS, EaTLIMZHER SSL &35!
RO BEXEHLA,

PRI
o AHERTARM = “DH” 5 “ECC-DHE” #PEEI.

o AEIFFERASMHIIE= “DSS” HEEM,
o RZFHMBERESZFFHY SSL BT RPIENE, IFXLEFHRESEBEXELAF.

X #5H9 SSL &53

TRIIHT XHH SSL &, HNIIPNESIFHNRMEMDIN FlW, WRIHIHT SSLv3, W2 H X FHF
SSLv3/TLSv1/TLSv1.1/TLSv1.2,

Citrix Z#3% OpenSSL & JH B ISR
g SR +7t RS A BPERMEZE  SHWRIEEE (MAC) 8%
TLS1-AES- AES256- 0x0035 SSLv3 RSA RSA AES(256)
256-CBC- SHA

SHA

TLS1-AES- AES128- 0x002F SSLv3 RSA RSA AES(128)
128-CBC- SHA

SHA

TLS1.2-AES- AES256- 0x003D TLSv1.2 RSA RSA AES(256)
256- SHA256

SHA256

TLS1.2-AES- AES128- 0x003C TLSv1.2 RSA RSA AES(128)
128-SHA256 SHA256

TLS1.2- AES256- 0x009D TLSv1.2 RSA RSA AES-
AES256- GCM- GCM(256)
GCM- SHA384

SHA384

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 95



NetScaler SDX 14.1

Citrix &53%  OpenSSL % THEIRIERS
#R A +7E R WY BIAREEE  BMRIEEE  (MAC) &%
TLS1.2- AES128- 0x009C TLSv1.2 RSA RSA AES-
AES128- GCM- GCM(128)
GCM- SHA256

SHA256

TLS1- ECDHE-RSA- 0xC014 SSLv3 ECC-DHE RSA AES(256)
ECDHE-RSA- AES256-

AES256- SHA

SHA

TLS1- ECDHE-RSA- 0xCO013 SSLv3 ECC-DHE RSA AES(128)
ECDHE-RSA- AES128-

AES128- SHA

SHA

TLS1.2- ECDHE-RSA- 0xC028 TLSv1.2 ECC-DHE RSA AES(256)
ECDHE-RSA- AES256-

AES-256- SHA384

SHA384

TLS1.2- ECDHE-RSA- 0xC027 TLSv1.2 ECC-DHE RSA AES(128)
ECDHE-RSA- AES128-

AES-128- SHA256

SHA256

TLS1.2- ECDHE-RSA- 0xC030 TLSv1.2 ECC-DHE RSA AES-
ECDHE-RSA- AES256- GCM(256)
AES256- GCM-

GCM- SHA384

SHA384

TLS1.2- ECDHE-RSA- O0xCO2F TLSv1.2 ECC-DHE RSA AES-
ECDHE-RSA- AES128- GCM(128)
AES128- GCM-

GCM- SHA256

SHA256

TLS1.2- DHE-RSA- 0x006B TLSv1.2 DH RSA AES(256)
DHE-RSA- AES256-

AES-256- SHA256

SHA256

TLS1.2- DHE-RSA- 0x0067 TLSv1.2 DH RSA AES(128)
DHE-RSA- AES128-

AES-128- SHA256

SHA256
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Citrix &53%  OpenSSL % THEIRIERS
#R A +7E R WY BIAREEE  BMRIEEE  (MAC) &%
TLS1.2- DHE-RSA- 0x009F TLSv1.2 DH RSA AES-
DHE-RSA-  AES256- GCM(256)
AES256- GCM-

GCM- SHA384

SHA384

TLS1.2- DHE-RSA- 0x009E TLSv1.2 DH RSA AES-
DHE-RSA- AES128- GCM(128)
AES128- GCM-

GCM- SHA256

SHA256

TLS1-DHE- DHE-RSA- 0x0039 SSLv3 DH RSA AES(256)
RSA-AES- AES256-

256-CBC- SHA

SHA

TLS1-DHE- DHE-RSA- 0x0033 SSLv3 DH RSA AES(128)
RSA-AES- AES128-

128-CBC- SHA

SHA

TLS1-DHE- DHE-DSS- 0x0038 SSLv3 DH DSS AES(256)
DSS-AES- AES256-

256-CBC- SHA

SHA

TLS1-DHE- DHE-DSS- 0x0032 SSLv3 DH DSS AES(128)
DSS-AES- AES128-

128-CBC- SHA

SHA

TLS1- ECDHE-RSA- 0xC012 SSLv3 ECC-DHE RSA 3DES(168)
ECDHE-RSA- DES-CBC3-

DES-CBC3- SHA

SHA

SSL3-EDH- EDH-RSA- 0x0016 SSLv3 DH RSA 3DES(168)
RSA-DES- DES-CBC3-

CBC3-SHA SHA

SSL3-EDH- EDH-DSS- 0x0013 SSLv3 DH DSS 3DES(168)
DSS-DES- DES-CBC3-

CBC3-SHA SHA
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Citrix &53%  OpenSSL % THEIRIERS
R A +7 R X BERMEZE  BMRIEEE  (MAC) 8%
TLS1- ECDHE-RSA- 0xCO011 SSLv3 ECC-DHE RSA RC4(128)
ECDHE-RSA- RC4-SHA
RC4-SHA
SSL3-DES- DES-CBC3-  0x000A SSLv3 RSA RSA 3DES(168)
CBC3-SHA SHA
SSL3-RC4- RC4-SHA 0x0005 SSLv3 RSA RSA RC4(128)
SHA
SSL3-RC4- RC4-MD5 0x0004 SSLv3 RSA RSA RC4(128)
MD5
SSL3-DES- DES-CBC- 0x0009 SSLv3 RSA RSA DES (56)
CBC-SHA SHA
SSL3-EXP- EXP-RC4- 0x0003 SSLv3 RSA (512) RSA RC4(40)
RC4-MD5 MD5
SSL3-EXP- EXP-DES- 0x0008 SSLv3 RSA (512) RSA DES (40)
DES-CBC- CBC-SHA
SHA
SSL3-EXP- EXP-RC2- 0x0006 SSLv3 RSA (512) RSA RC2(40)
RC2-CBC- CBC-MD5
MD5
SSL2-DES- DHE-DSS- 0x0040 SSLv2 RSA RSA DES (56)
CBC-MD5 AES128-

SHA256
SSL3-EDH- EDH-DSS- 0x0012 SSLv3 DH DSS DES (56)
DSS-DES- DES-CBC-
CBC-SHA SHA
SSL3-EXP- EXP-EDH- 0x0011 SSLv3 DH (512) DSS DES (40)
EDH-DSS- DSS-DES-
DES-CBC- CBC-SHA
SHA
SSL3-EDH- EDH-RSA- 0x0015 SSLv3 DH RSA DES (56)
RSA-DES- DES-CBC-
CBC-SHA SHA
SSL3-EXP-  EXP-EDH- 0x0014 SSLv3 DH (512) RSA DES (40)
EDH-RSA- RSA-DES-
DES-CBC- CBC-SHA
SHA
SSL3-ADH-  ADH-RC4- 0x0018 SSLv3 DH x RC4(128)
RC4-MD5 MD5
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Citrix 254
FR

SSL3-ADH-
DES-CBC3-

SHA
SSL3-ADH-
DES-CBC-
SHA
TLS1-ADH-
AES-128-
CBC-SHA
TLS1-ADH-
AES-256-

CBC-SHA
SSL3-EXP-

ADH-RC4-

MD5
SSL3-EXP-
ADH-DES-
CBC-SHA
SSL3-NULL-
MD5
SSL3-NULL-
SHA

OpenSSL #
EE

ADH-DES-
CBC3-SHA

ADH-DES-
CBC-SHA

ADH-
AES128-

SHA
ADH-

AES256-

SHA
EXP-ADH-

RC4-MD5

EXP-ADH-
DES-CBC-
SHA
NULL-MD5

NULL-SHA

FiRE X F9E D 4H

+7E R

0x001B

0x001A

0x0034

0x003A

0x0017

0x0019

0x0001

0x0002

TRIET SDX k&R MHAIFIE X Z34H,

TR

ALL
DEFAULT
kRSA
kEDH
DH

EDH

X

SSLv3

SSLv3

SSLv3

SSLv3

SSLv3

SSLv3

SSLv3

SSLv3

3 B I3RS
FIATHEE  BMRIEE  (MAC) &%
DH x 3DES(168)
DH I DES (56)
DH x AES(128)
DH x AES(256)
DH (512) ¥ RC4(40)
DH (512) x DES (40)
RSA RSA x
RSA RSA x

iR

SDX REXFHWFAEEN, FEETED
INERE >= 128 KIBIAZIETIR

fEF Key-ex EiA{F/ RSA HZD

M Key-ex Eix1EN Ephemeral-DH K2 H
fEF Key-ex B3%1F7 DH B4

M Key-ex/Auth &% 1ER DH M2
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AT

aRSA
aDSS
aNULL
DSS

DES

3DES

RC4

RC2
NULL
MD5
SHA1
SHA
NULL
RSA

ADH
SSLv2
SSLv3
TLSv1
TLSv1_ONLY
EXP
EXPORT
EXPORT40
EXPORT56
LOW
MEDIUM
HIGH

AES

FIPS
ECDHE

WA

ERSMIIEEAIER RSA B9ZH3
ERSHIEIEREERN DSS NED
ERSHIRIERE N TS
ERSMHIIEREMERN DSS MED
&/ Enc Bi%1FA DES WED
£ Enc B3%1F7 3DES #9283
£/ Enc B3%1ER RC4A B9
£/ Enc B3%1ER RC2 B9
£/ Enc BiEATHEN

fER MAC B3A(F MD5 B3
fER MAC B3AF SHA-1 B985
£/ MAC B3%1F7 SHA ZHS
£ Enc BiEA=mEE

£ key-ex/Auth BE3EEA RSA HYEHS

£ Key-ex Bi%1E7 DH #1 Auth B3£7 NULL #9563

SSLv2 X g

SSLv3 N g
SSLv3/TLSv1 i =5
TLSV1 thil&=hg
SHED

fEF 40 (IINZSHEE
SHHHE 56 UMBENZE
RsREZED (56 fiinz)
hEFRENE (128 i)
ERERRT (168 {iinz)
AES %55

FIPS #t /RS

R ZEE R DH 263
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AT WA

AES-GCM &M Enc 8% AES-GCM H&HS
SHA2 M MAC B34/ SHA-2 B985
BEETEXNEEA

BEEEMEXNELRA, 157 K& ZH-rNSMERS, B €8RS, ARRE BE4A,

BB EXEBA

AT LA M H589 SSL 23 5IRF eI B E X ZBA,
BEIRBENXEEA, FHRITUTRE:

1. £ & EUFSMERTD, B BERS, ARRE B54E,
2. 7 “EBAE” @, BE B
3. 71 “QUEERIA" EED, HITUTERME:

a) £ “AE” FBP, WABEXELANET,
b) 7 “BEWEARE FEP, WABEXEEAENEHERH.
C) £ “BIREM BHR, BE TN, AEEERECEERIFN SSL HEFIRFNED,
d) sEHelE,
EEUER SSL ZEHE

EETENMANTERE, 5 KR AMFNSMERT, B 2457, AREEG “AHIKRE" TH “ECE SSLig
g7,

System Settings

Change System Time Zone
Change Hostname

Change System Settings
Configure SSL Settings
Configure BMC Settings
Configure CUXIP Settings
Configure message of the day

Configure NetScaler ADM Service Connect
Configure Features

AR
AREIRFRANERBRSE, WEBEEHTIREET OpenSSL &, BEALREHNEERSHNER/G,

EREER Citrix ss 24 E.
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RBEEHEER HTTPS ARSS

1. £ KRB &N FNSMERT, B 25

2. £ R BB “RAIRE” T, 82E “ECE SSLIRE.
3. £ “REIRE" ERF, BE “BHREH

4. & “BEEMS @8R, RITUTEIRE:

o BEMTUEXHERDAPEFEDA, HiEE “FBA", M “BIBA" FIRPIER BRAH, AREE "HBE
o BN TIRPHFHITIER, HEF “BREA SRE, & TN DUERER, ARRE “HBE .

FHINFHER SDX i& &R AL B 1R

February 16,2024
NetScaler SDX & &I EE— T RIEE, ATFUEEESUTHRENEM XM
o BIRGIEEF:

- Citrix Hypervisor B&
- Citrix Hypervisor Mg MEFM# 7T E
- BERSMHE

XVAER
FHRBRER
SDXE&
o iCE

FiXE*EE /var/mps/backup/.

B EnikE

FEREETFNSMERTD, BAEERS, AREEEHXHE.
EENXHERT, BEED.

£ HEREOXMH SHEEP, @Eh “BREIPXG SREUNEEH XS,
£ “EES M CWIARE FREP, BAHBIAEHXERNED,

BERE,

ok w D

BENIREFEB—TEDXM. ENXHHXHZEEEERSHSRE P IMH#TEMHRER,. BENESHXHH
REFEMEMER, 1EM SDXGUI Si1% i2E > 74t > M4/ LR,
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EN &G

BINBERT, SDX EAEMREE 24 /\HeIZ—XRE0. ERSEMERE, EAUEXER SDXgEPREMNEN XM
BUE, Ltb5h, ERLERERNENEOXXGFHITNE, UARENHXHNZ S,

IRIBE RIS

1. # “EE &W+FLE, B “RY,
2. 7 “RREER BEN8G, BE “SHRK
3. FECEEMEE R, MITUTIERE:

a) 1 “BERBWEFNEN FRP, BABRENEHXHEE.
b) EmME&H XM, FEP “MBEHNE SHIE.
C) £ “EE M “WINER FRHR, BAHBIABBUINEEHX

FEIRE DXL E DRSS 2

EFohfFEHXEZE, BHERCABINIENIRSSENIFAES,

REmXHERIIIMEnRSSE

FREETFNSMERTD, RAEERS, AREE&EHXHE.

‘BIXHT BT, EREOHXMH, ARBRE TR

‘IR FERH, BANINDEDIRSB[HIEN R IP sk,

‘ARE” M B FEBRP, BABRTIHRIMNIENRSFAFRMED.

‘I 07 FBRHA, BAKROS,.

‘YRR FiY, ERERRBEOXAHEREIIMNIER RS B[N

‘BREE FRP, BANIMNIENRSBPEFEEHXFNERNBR,.

EE MEERSHIRXH, ERENXEERIINIENIRSSEE, BEOXMHM SDX REFHIER.
BEHE,

Bt ORERE

m

o e N A Wb
Bt ORE R

EFRIRE

ZRILLRE SDX g ERREANEN XA PRMNEER, FIREERMAE, BHFRFAEYaRE,.

AEEm:

o EEAEM SDXIRENEMNXHFER SDX REZH], FRIEEMHXAHFHNARIRENMIBEERSMKRIRE,
s BRATEMHTEERSEZHERNTELEFER. FZHER M TENTEEEZEEREND M.
o Citrix BIURTEILEMEEE GEE SDX &1, EaI Ll SVM I8 E LI TRILSISE
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XHErRE IP stk
REMWIEERIZRF P stk
FRIHERD

[RES

DNS fgrss28

MERXHEIRIRE

1. GREEFRNSHEES, RFSERS, ARSHEHXE.
2. EENXHERS, BEEHXE, ATLEHE
3. “BE XEES, EE RERR, AERE BE,
BRRNRRFERORRAY:
. YERE
. SDX EA

o XVA XX

NetScaler B2 &
o phyE

AR y==]

MREMXEPRMERMBFOAG, RABRTELHRVOTE, AEBRERF

ET7REET LT SDX Single Bundle B&hiA LRREMR XM, BESHA TR, FARBMGNEIEN,
FARRRAENE DB EZEESRE LTS,

LAI89 SDX BRiRHPEIBR G AR 2 B

11.1 ZHr11.1. 12.0. 12.1. 13.0; F%#11.0

12.0 ZH#r12.0¢ 12.10 13.0; AZ#11.05111.1
12.1 12.1. 13.0 &#F. 11.0. 11.1, 12.0 F"==H

13.0 *#513.0; A%#11.0. 11.1. 12.0. 12.1

13.1 ¥#13.1; F%#11.0. 11.1, 12.0. 12.1. 13.0

4. EFANE AL, RERTEEERFALE, AREE TP,

5. EFRHEETR “SDX BRE” WM. SIRMITRRRIFFE SDX R, BRE “T—%7. &N, HRFKRTH, 1§
LHBENE SDX K, RARRET—P.

6. LEEPREFTF XVA XXt TiE. WNRFAESEHIR XVA BEGEFE, B8RS T—F. MREHXXAPRIMEMLAHIE
XVA XX, Sl EHEX GBS EREES G, B “T—%" ¥ T
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7. “NetScaler BZ&” Wm$iIH. NetScaler EEEXHAR2RFEIMEN, ERIUEARME HEREMNE R FIEE L6,
MBEH iR NetScaler EBBES, N REeEu#TLAIBES, WalUBLSRRSEF, BE “T—4" &
EIJ—F_B-IO

8. IR ETRHENE, EPESEXENXHPEENMEEFNUTIRAES:

o |P stoht

ENB

SDX higzs

XVA k7

o hRZAAL

TR MRIGERLOIEEEFRE, WSHAERFZ. MRAZE, WsHRA—1+FRic.
HIRES . MRRENEFFERESIFME, NEER—FEREEUBRERE,

9. BF “BR” UM AREFERIRE,

w2 NetScaler %5l

BRI LUE SDX i&& 51 NetScaler 2R E B &% x4 a] FARY NetScaler 52441,
AEEW: MBEEMUT ER, VPX LHELETR:
LHEESEEIE NIC, A
o ZLfFIREEET LACP M SDX BERSHITE I,
MERWY, EX SDX BEEBRS T EBMEBERE, NERILRE, BEFehiRRIEEERE ST VPX 24

B XEHIRERE NetScaler £, HHITUTIRE:

HEERTRHNEMERT, BASERS, AEREEMNMH

£ ‘BHOXH @8, BESHXE, RARRE TR
EIREIHEER, EEFELFIER,

ERERERA NetScaler 52, AREE “B4”,

(A1) WMREFMXHEME, WELMRREBNTE, RAEL2EHE.

ok w e

=

AR

WIRIZTTIEEMERSEGIR SDX 8% EEERNE XVA, FERGHEEEE,

WITIREEE

May 9, 2023
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NetScaler SDX i&& a5 &

« EEIREMERE.
AR

EEREN, ¥AEREEFTISEANERER.

o FigEEENH RS
s BIREEBENBENRIEHEREGIRE,

ERTIREEBZA, EEMIRE LFMENAEEE, SEERE LEEBMFE NetScaler EHIMIRE,

Citrix BT X HFHEEIREIID. WITREEESZULLTSEERSHNABEEF KRS, ERNERIEERSMU
RITEMEMEEES. BEREFERSER, BEREERSSANENXH .

EERSREHUTETREERIRE:

- BEEE
o MEHMIRE
o DHRE

BERENEE

EERSRUECEEERTREERENRE, REEE" EIHRITUTERE:

B VPX 3241,
o B SSL IEPFEZEEAS M,
o MR IFRERN S R TFR S Mo
o MBRIGE EHINTP BB,
o BRXMmER UTC,
o BEHMENREBRERBRINGE,
o BIBREERS G,
« fhiB& NetScaler SDX B,
HIBRERE IR & LA R RE— MG ZSMIFRE XVA R,
- MERINEOIKRE,
o MELENBINEE, SIERINREXH. BPMNAKIEE,
« & Citrix Hypervisor M EEREZHIZRINER,
. ENRHEERS.

\-l-\} \-N

EERENELE

1. SMEECE > &4 > RAEEA,
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2. BE “KEEE",
3. 7T “REEE WEEDR, T BEEXRE JIRDER KEEE,
4. BEHE.

BigBEEE N R

BERSRBEMELNIEERMLUSIEEEENH RA, MELMRERMKEERARSH Citrix Hypervisor 9%
gl |P #hit E B AEEIRSH Citrix Hypervisor BB IP sk,

RREMEE LEENFEEIE, B15%& LEEBEMFTE NetScaler LHIMNIEE, Citrix BIVER X HEEEILEIH
o HITMEL M RERARILLNSEERSVFABEFRRIE. EMERIEERSUATENEMBEERS. E&
FIRREIER, BERAEERSSAEOXH.

BEE

ERITMER IREZA, BHERKHITIES G BAEREIRE,

Rig&EE MW A

Sz RE > R45 > ZAAEE

BF “BESE

£ “RESEE WEEDR, N “BEXE JIRPEE MEH RE
BEMHE,

> wn e

KRB EEN B EMREMRE

EERSEMT “eNTE &, ATFEERELLEERRENENDRERE. EREEBENTREIREE
BRGIENIRIRINR TR G £ RESMER SDX REPHNMERE (MKIREFRRID) .

=W

NRER SDX e B bR A 11.0 HERhA—ERM, WeHRERRE 13.1 AESRAFEK.

PAThR s 32 135 2 R i

ARG G MG hR A SDX &

11.0.xx SDX 14xxx. SDX 25xxx. *E: WRHf SDX F&EHR
B 106G H 72X, NZHFeHmLEiRm,

11.1.xx SDX 14xxx. SDX 25xxx. *&: WREHfM SDX FEH
B 106G H 7K, NZHFEMmLIEIEm

11.1.51.x FrE# SDX F &,
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BAHRAR 1 ARG R A SDX £4&
12.1.xx FrBEH SDX F &,
13.0.xx Fra®y SDX &,
13.1.xx Fra®y SDX &,
NEEH

ERFR:

s BB SAANTRKETREIEAM SDX %%, MREKESAMINGE, FHFRERUAIL Y E,
o BERENMISERE T HEIZMITEN.

BE.
MIREFER “@FRE” ZUNAREHEHIRERIKLS.

RERZREMBD.

BiREEENREREGIRE

SME EE > &4 > RAEE 4.

BE “HESE

£ “KRESEE WEED, N B EBXE FIRPER 2f 2K
BEMHE,

> wn e

REXIMB B D IIEAR S5 23

May 9, 2023

REXZ N IMNBE D IIEARS BB AN H#ITE R IENRAURM 7T — N ELS. TRNERE, MRE—SHRIER
SR ENSMIIERY, EERSKZHEAE - NIMNESHIIERS B AF#TEHRIE

ERARBKSMHRIE, BRI HNIRIERSSJFNIBERS, GX$MAER, B LEMLSHIIE, BILURM
EAERNZ IS HIIEARS2S (RADIUS. LDAP #1 TACACS). #1i0, EARMMEAETFREESHIIEMIND
BHIIEARSS 2R, RILURI RADIUS. LDAP #1 TACACS RS #BHNERAES. EER LURINME—XEMNRAENEIRS
23, @A LITE NetScaler Application Delivery Management HE2E %3k 32 PIMNBH 5 I0IEARSS 250
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LREXSMNER B D BIEARSS 25

£ BB EIRH AT, B SHORIE.
£ ‘BHEIE RES, BE ‘SHEIEEE".

o w e

BEHE,

EEMNEERERET, MARSSIREE MUFIRPER EXTERNAL (REeRIKIMRARSSES) o
BE BN, AREITAN MRS 1k, EREFEN—THS I HEIERS .

PMERS S ETRE “BMIIERSSE" WEL, MTEMRR. EERSHIRIENINE, BERRSHER2TEANELR

EFIRP LB H TERS S,

< Authentication Settings

The appliance can authenticate users with local user accounts or by using an external authentication server.

Server Type*
EXTERNAL v @

External Servers

l Insert I [ Delete ]
SERVER TYPE SERVER NAME
RADIUS RADIUS1
LDAP LDAP

Enable fallback local authentication

C] Log external group information

7N
&)

AR

May 9, 2023

NetScaler SDX B R ] UEH BRI ARSI . MRAFPBEIETHEEREERS, WREAME. BiEa

FREMBER D, &IME=1 2. &AE =30 2.
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£ GUI s F

e
~x

1. SMEIEE > RE > AFEE> AR
2. ERERSBAF.
3.

Bl M.

&M CLI i2BiAF

EHLTRTAT, B
set systemuser id=<ID> unlock=true

fidE NetScaler =L

November 23, 2023
AR

AER, B

=

Emgess A% NetScaler SDX 3&& 5] 13.1 ik/g, NetScaler ADM RREBEZENDTFEERS. EXEL¥
i) #x3E5532 F0 NetScaler ADM BRSZERE,

=,
AR

A LEREIERSTE SDX g8 LB — 15 % NetScaler S£fl, R L i MISLHIEEBUR T &M E 8 AT iF.
MRARIMB LA E T FEPIEENHE, WEERSAAFEEES NetScaler 2,
BREZTUERITRERETEMNMLIED LS 20 4 VPX 5241,
7€ SDX i&#%& L7t NetScaler VPX 2GS TS &,

1. EXEiEET NetScaler LHINEBEREEBEXH, HEREXH}

o

)

BEUNREERENAFARIL. CErIUERRINNEERRLEX S,
2. ¥ .xva BREXH EHEIEERS

e

4

==3
=

BREATES ADC LHIURTEES =245
3. ERAEERSTM “BLE NetScaler” @S7MN NetScaler s, EIBARSZ7E SDX i&& L2 3FE NetScaler
52, AETHIZLGMEEFAES.

ERREAEERSERNEMINTECEMSKZOS VLAN, MAREEERF EHITEX.
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IEEEREEXH

EEBNMHIEE T EBRSERE NetScaler IR ERANAR KIE. HEESKEHBEULREBENIENAME
Fif. EPimi@E CLI % GUI &R NetScaler LAIBtbERAEERRE X HHRIEENAF Kk,

EiE

X

[ M0

i

EEREEXHEATEREERERSM VPX LB I R @ERER HTTP #TE(RE.

LHNRINEEREEXHIEERINEEGRAF 8. TABHRIRRLREEXH. B, EXTBICIERFEXH
EEAREXHHEES LA EMMEISLFIkBESRINEEX S, MRAFPEXNERE R E X4 R IMEEM
NetScaler 3265, NEEIRSEIER A UBIERZEE X4

BERT

BNEEE VPX 6| EEENE, MRXFMW, WEENERRS AL, ZENEE, FhtlR2EERKEE
X, SRS NetScaler 3261, MNEIREREEXHFIRPEZFIERE XK,

EER T AMIREPREN NetScaler EHIMER, BABRIEEN M T RHNEFINER, ARERENETRNRE
Bl EE 2D, FicE, RAEEREERS RELED,

BIZEEREEX S

1. EREXTRNSMERT, B NetScaler I8, AGRHEERIEEX K.
2. 7 “EEREEXH B8P, BE BN
3. RRER “QIEEERREXMH WEE,
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< Create NetScaler Profile

Profile Name*

test profile
User Name
nsroot
Password*
Confirm Password*
..... ®

Use global settings for NetScaler communication

v SNMP

Version

v2 @ v3

Security Name*

Security Level*
NoAuthNoPriv v
¥ Timeout Settings

Maximum waiting time to reboot NetScaler.

Timeout (in Seconds)

1800
REUTSH:

o EEXHET: SBREEXHNET. RINEREXERZFFA nsroot, EaILSIEREFENXWEE TR T,
o ZHY: BATFES NetScaler LHIMZE, BAKE: 31 MNEH.
o« SSHi%O: 1&&E SSH wO, BiAwmOaA 22,

£/ NetScaler BEHNLBIRE: MREE “RAKRE" PENEERSS NetScaler LHIZEEEHIRE,
HIERILRI, R LUBRRIEEEAE, AERBMINER HTTP 5 HTTPS,

- %#% http 3£, A HTTP ihiEEERS S NetScaler LBz a1 Tidl:E.
- %% https &1, FRARLBEEEERSS NetScaler L6z E#TEE,
4. 72 SNMP T, &iFhRas, WNRiEE v2, BEIFE S5, MRREFE V3, BEERILSE 6,
5.7 SNMP v2 F, 700 SNMP Efx &#5,
6. 7£ SNMP v3 F, &N 2B M RERH.
7.7F “BEIRE” T, HBEE.
8. BE G, ARRE ‘XM, BUENEEARENHERE “BEEAREXH BEETF.
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MR “BRIN” FIREER true, WRIANEEXHAHEBREBEN S, MRER false, WAFEXNEEXHRBERE
REEX

MREFBEARREXNERREEN Y, AIUEHMNEERS TR ERBFEEREXNERREENH, BE
“BESEEXH @RTERENGNEEXS, ARRE B

L% NetScaler .xva E K

70 NetScaler VPX S25IEEE .xva X

B0 E VPX 25z AT, 3% NetScaler SDX .xva X L#iZ| SDX &%, EXATLUE. xva BYE S T H 2 At B
NED. xva BEXERAN: NSVPX-XEN-ReleaseNumber-BuildNumber_nc.xva,

7f NetScaler XVA sttt BG1&mh, aIUESUTEMAER,

o AR Xva BEXHRNE. XHZBEERITHRIINIBAS, fig0, <& NSVPX-XEN-13.1-49.13
_Nnc_64.xva.gz 882 13.1 kx4 49.13,

o bXRiEEREtE: LR Xva BMUESCHFRI B ER,

o R/ xva BfsHERIAN (BL MB R,

% NetScaler .xva ¢t

. EOERE EMENSMERS, B “NetScaler itE”, AEHET “XVA X,

. 7£ NetScaler XVA 24 &18H, gE L#,

. 7L 1% NetScaler fil XVA 3HEEF, g H, ABEEEE FHH XVA BREXH,
L BE Y, FHE, XVARGXHIZEETRE NetScaler XVA >t &g,

A WO N B

&3 T# NetScaler .xva XHAIEEH

1. 7£ NetScaler “MExH” Ei&P, EREETHHXMG, RARRE “TH
2. £ XHTE OHBER, BE “RE
3. £ “‘BEN BHEER, NRAEREXHNUE, AREE “RE

710 NetScaler 245

MNEBIRS AN NetScaler s2fl8Y, FEEANFLESIKIZMHE, SEIRSE NetScaler 324 LR EXLEGE,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 113



NetScaler SDX 14.1

< Provision NetScaler

Name*

F Manage through internal network O
(ipva
(Jpve
XVA File*

Choose File v

Admin Profile*

]

Description

o Z#R: K NetScaler £FlEE—NER,

o EF BIREMKEIE", 77 SDX BERSS VPX LAIZ BB AR EEFiEE, £ SDX 1®& LIETH
13.0-36.27 M E=hRZNEY VPX S22 5t Thig.

o HFEEAM, % IPv4 X IPv6 it sk [F ATi%4% IPv4 70 IPv6 sk i5 18] NetScaler VPX 241, —4
NetScaler 5252 geE—1ERE IP (NSIP), FTi:MiIER NSIP ik,

o 7% |P #ihk HECRILEHERE. BIAMXH nexthop AEIRRS.
o BUTE—FMHT, & VPXEEMAN 13.0—88.9 5¢ 13.1-37.8 REESHRAH, WX Nexthop Z|&EIE
BRSS FERE PIIERY:

- BAT “BINEWEEE" i,
- HEER IPv4 thit 5EIRARSS IP st FE—F W,

IPva

IPv4 Address*
Netmask*
255 . 255 255 . 0

Gateway

Nexthop to Management Service

BETOR, AN XVA X, BEIERRENHHSEFIER,

AR WFEURAMEE (Eah-EmEUE-&M), Citrix BIUEETRRN SDX &% LFRE NetScaler VPX =
. MRISBEBFHLGIAGHERNZR, §I0 CPU. WE. #0O. SWHIEELK (PPS) EMLE,

WAES B

EATIHR, $EEES NetScaler MEMVFRIIE, FRIIER] ARHRAERR. IR BRERR.
AR BSRTWEFR.
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License Allocation

Feature License*

Standard For more information about NetScaler editions, see NetScaler Editions
Pool Total Available Allocate
Instance 0 (o] 1
Bandwidth Allocation Mode* Fixed

Throughput (Mbps)*

06b 06b
ps ps 1000

MREFETERILES), BFENERRATEEREIRE, BXESZER, H5H SDX FHHEEITE,

M7 12.148.13 745, EEMEZENEODENRT,. BXBELER, B850 EENES =,

RRDE

ERBRHET, DEREAEFE. SUHIESHM CPU,

Resource Allocation

Total Memory (MB)*

2048

Packets per second*

1000000

CPU*

Shared (1 core)

CPU

AEFDB—IRENTEARZ, RERFSHMEFAHZT— b, WREERE shared, MaB— Mz BCLASE
B, BMRFRIGER, ZZOAIRESSEMEFIHS, NMREFHHE CPU 0, BERREMHES. EREENIE
CPU #iBISE, LUBTRIERE TR

AR WFEG, BRENSRATLEN 180 Gbps.

TRIIETZZHH VPX. Single bundle BR&hRAS A K BT A 53 Beta SLHIHIPIIEEL:
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FERIR

SDX 8015. SDX 8400 #n
SDX 8600
SDX 8900

SDX 11500, SDX
13500. SDX 14500.
SDX 16500. SDX 18500
# SDX 20500

SDX 11515, SDX 11520,
SDX 11530, SDX 11540
#0 SDX 11542

SDX 17500. SDX 19500
#0 SDX 21500

SDX 17550, SDX
19550, SDX 20550 #1
SDX 21550

SDX 14020, SDX
14030. SDX 14040.
SDX 14060. SDX 14080
# SDX 14100

SDX 22040, SDX 22060.
SDX 22080. SDX 22100
# SDX 22120

SDX 24100 #1 SDX

24150

SDX 14020 40G. SDX
14030 40G. SDX 14040
40G. SDX 14060 40G.
SDX 14080 40G #1 SDX
14100 40G

SDX 14020 FIPS. SDX
14030 FIPS. SDX 14040
FIPS. SDX 14060 FIPS.
SDX 14080 FIPS #1 SDX
14100 FIPS

SDX 14040 40S. SDX
14060 40S. SDX 14080
40S #1 SDX 14100 40S

Y5

12

12

12

12

12

16

16

12

12

12

ATATF VPX MECHIR#Z S
5

10

10

10

10

10

14

14

10

10

10

A B4R B KA R A
¥R

10

10
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FERIR

SDX 25100A. 25160A.
25200A

SDX 25100-40G.
25160-40G. 25200-40G
SDX26100. 26160.
26200, 26250

SDX 26100-50S.
26160-50S.
26200-50S. 26250-50
SDX 26100-100G.
26160-100G.
26200-100G.

26250-100G
SDX 15000

SDX 15000-50G
SDX 9100
SDX 16000

=

=

TRARNZRSG RIS EETHEEES I ENHE, WTERTARZEIER VPX 241,

?%PEEO

KSR

Y5

20

28

16

10
32

ATATF VPX MECHIR#Z S
5

18

18

26

26

26

14
14

30

ERILLEEERE “KHIEET T RMEAIEE" R VPX KOISIRERRAF

Instance Administration

Add Instance Administration

User Name*

Password*

Confirm Password*

Shell/SFTP/SCP Access

AN TIFREES

A B4R B KA R A
¥R

16

16

16

25

14

14

16

R E—1 CPU A
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FFR&: NetScaler LHIBERMNWAFE, LLAFEGBEAFIHANR, BEAGHRKMEG<SREE VLAN %
Ho

FiE: AP ANERE,
Shell/Sftp/Scp i5ia#R: NetScaler ISR FAIHAIR, LIERBAL FiEFRES,

MRIRE

o ¥ L2180 AT LUTE NetScaler 32 E A L2 R, £ “MRIRE” TER “AiF L2 B, 5 R
HBEAH L2 EX28l. BXELEER, B2 NetScaler 4 EaiF L2 12,

Network Settings

() Allow L2 Mode
VLAN Tag

on
VLAN Tag

0/2

Data Interfaces

Add

INTERFACE ALLOW UNTAGGED TRAFFIC ALLOWED VLANS

No items

AR
- MREESEERSZAEMN L2 81, MARBERIZEFHMIZEFZR L2 B, R

iy, FIRERSBEEREAEZAFMEEM NetScaler B=X
- £ SDX EECE ADC 5LflfE, f&FEM ADC SRR FREOSHEE, B2, ErIbim ADC LR
nEOEEE,

« EM0/1710/2: BIAERT, HEE LAEFEOO0/1510/2,

« VLAN #5i2: NEEIZEOIEE—1 VLAN ID, #ETE, HFmiuEzEO,
AR
AINEIEFZEONZEO ID A—E5 SDX &% EHIBERORSHEX N, NRESLH 1 RBENE—1
EOREO 1/4, NHEEELF EMZEMLER, ©BEETAED /L RS2k4ETh, ARERES
3o 1 REERIEE—NMEO.
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Add Data Interface

Interfaces*

10/1 v
Allow Untagged Traffic
Allowed VLANsS

00-110,142

MAC Address Mode*
Default v
¥ VMAC Settings (IPv4 and IPv6 VRIDs to configure Virtual MAC)

VRID IPv4
100-110142 151-155

VRID IPv6

“ Close

o AYFFRMCHIRE: %R “RIFRITICRE” SRIEUANF NetScaler SEFIIBRIFIZHTRE,

AR
W SDX E&ARAH 13.1-24 x K ESARAE NetScaler LBIERAETF 13.1-24.x BY, BMEERR “AiFk
frgmE” §i%E, ADC E£flts4hiE Mellanox 0O _ EMKRFIEHRE,

o 21FHI VLAN: #5EF LS NetScaler 52455<ExA9 VLAN ID %R,

o MAC ithiitiEs: SE2— MAC studit, EFUU TR Z —:

- BAME: Citrix Hypervisor £ E— MAC ithit,

- BENX: EEWRNAEEBE LN MAC #tiitsy MAC hit,

- BEM: FRZLENZENEDR MAC b4k MAC ik, BXIGEEA MAC LS R, B8R RO
4 MAC bk,

« VMAC &8 (BTFEERIA MAC 19 IPv4 #1 IPv6 VRID)

- VRID IPV4: BF47iR VMAC B9 IPv4 VRID, BJgemIfE: 1-255, BXESER, HERAEEOLEKE

VMAC,
- VRID IPV6: ATF#5R VMAC 89 IPv6 VRID, wJaERfE: 1-255, BXEZER, BESRAEEOLEE
VMAC,
EIEVLAN 88

BE, VPX LN EERSMERMIE (NSIP) I FRE—NFWF, HEBEIERZOMHTERS. B2, MREERS
MEFLFARNFRF, WpAEES VPX SFIEEE VLAN ID. It ID B4FH/Y, MUESLFITERE A LURE R4S
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HITIHR. MREHBBEERRBEES VPX LHIENEFNZEOA8ETR NSIP, &% NSVLAN &I,

WNR%EHE T NSVLAN &1, NI7EEZE NetScaler RIS AE UL E.

Management VLAN Settings

VLAN for Management Traffic

@ L2VLAN
When this option is selected, the configured VLAN is created as a data VLAN on NetScaler Instance, and is used
by the Management Service to access the NSIP for all communication with the instance. This option is suitable for
performing in-band management of the instance over the data VLAN, without creating a separate management
network.

NSVLAN

When this option is selected, the configured VLAN is created as the NSVLAN on NetScaler Instance, and is used
by the Management Service to access the NSIP for all communication with the instance. This option is suitable for
performing out-of-band management of the instance over a separate management network. i.e., the NSVLAN.

() Tagall
Interfaces
Configured (0) Remove All

No items

o HANESNER T NSVLAN R0 ERIX,

EE: WRKiEEFE NSVLAN, M7E VPX =61 £izfT “clear config full” ss<=Mibs VLAN ECE,

g 2 LUECE NetScaler VPX i&&.

&% NetScaler 517

EERBicE ADC LBIMS%1E, 157E NetScaler SLAIERFIEREEANIEA, AREEEHEN. £ “BRADCH
F" #, RSk
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AEEm:

o MREERATSE: SSLBSHHKE, EOKE. NEFEMINEEYFANHE, NetScaler LR IEHER B
EXESHER.

o IWIEBR “BRE” M “AFRR” B

o TiEM ADC IR pRiEOS@E, B2, aIE ADC SFIRINFHvEOSEE,

« Effipr7E SDX i&& LERER ADC 5fl, 157 NetScaler LAIEEFIEZREMBRAISEG, AFEE B =
Ik HEHES, #E 2 UM NetScaler 524,

¥ VLAN [REITESSEREMIZEO L

SDX & & EBRAIUES NetScaler LI XEXH EHIEO _E3RFISSMAFER 802.1Q VLAN, IEIHEEERRHISSHIETE
5fEF 802.1Q VLAN B33 EH. MRBFR N AEQBNHENEFIFEERE SDX k& L, WAILRHRRABER
BRI VLAN ID, X, —RABMEFEZ—RABHIARE. MREFEERZHARFEODEL 802.1Q VLAN, Ty
SWITRIELIIEEER VLAN ID BREEFAFTIRN—E 5.

BUAMERT, £ VLAN ID #Fr U0 LEA, EREIEO_EHTER VLAN, 5728 NetScaler SEEIRIFEMILS
REPIEE VLAN ID, B HEEEIEHEFIRIEEE, BHEETHE, FREFHARID (7w 10-12), WRE
RABEET —E VLAN ID, BERXMAFFIRFBERTFRAEXL VLAN ID, WATLIERZEO ERER VLAN ID,
Kir L, BEEMETHIMRE,

BT VLAN FIR/E, SDX EERRALTHEREFIENAT 6 VLAN, EIE5E7] LI EERRSS AR ESEGIZARMAMRIER
VLAN,

EERR MRBAT L2 K, BEAXIUIEARE NetScaler £ £ VLAN ID F2ES,

fEE S 1FHY VLAN ID

1. #EE ADC mF gt ADC mSH, ENKIRETEN 277 VLAN 1, EEIED EAFH—1TEZE 1
VLAN ID. fEREFMHEETERE,. i, 2—4094,

2. REMSHIRERHITERME,

3. BE M, ARBRE XA

MEEARS NKAIECE VLAN

£ BB EWF L, SME NetScaler > sz,
HEEFE—EAI, ABEE VLAN,

HEHEAEEEET, Bl M.

£ 6172 NetScaler VLAN 3$iEiEH, IEEUTBEK:

W

 VLAN ID —M—#RIREFEMFTEA VLAN 89258, NetScaler &% 32#F 4094 1~ VLAN, ID 1 2A2kiA
VLAN R&E#,
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« IPV6 shaSEEH—7E1t VLAN EZFFRE IPve shSEm . F2: EE ENABLED IREER, 80
BRERIFHM VIYSH 659178 E IPV6 Bh7SER BN

5. #EEHSAZE VLAN —8 738980,
6. BE “QIE”, ARRE “XHA.

EEMERE

November 23, 2023

EEIRSIREIENMME LT (ACU). sIFmE R (SCU) MMNZEMED, UK NetScaler SDX i&& £#Y SSL
AE, RHNMERERIU SSL SR, SSL#% 0 SSL EMThRe A BN ER. BXE4E SSL T H ik ACU
M SCU BxmESER, FZHES SSL G HE ACU # SCU ryE#RK,

B EAEERS GUI, AT ACU #1 SCU A NetScaler VPX LIS RRMER 2,
TRIEMTHX ACU. SCU Mz @ P L= fIn9EE s A,
KFo BAIMESN

BN B AL iR

FExIFR IR T (ACU) 1ACU = (RSA) 2K (2048 iZEA/)N) BRENER 1R
121% (ops). BXELHMER, 152 ACU 2 PKE &
RIRFER R,

sIFR NS (SCU) 14~ SCU =1 Mbps # AES-128-CBC +
SHA256-HMAC @ 1024B, IttEXERTFE SDX F
=1

R EEO I BN OB MR B IR R, &R SSL EHFREARS

Too EXEROARE, TEABR SSL @EFoicsa VPX
Kl MFEMEORRIESLE, SDXRESBMDEX
LESLE,

BE SDX igENMERE

EAILATE SDX GUI BIERIRHPEE SDX IREHIMNERE, NFRRET SDX ig& LEEAMATAR ACU. SCU FrE

=8,
mEH. EEENERE, BN ZHER > IEEE,.
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Crypto Capacity

Asymmetric Crypto Units Symmetric Crypto Units Crypto Virtual Interfaces

© Used Asymmetric Crypto Units ( 8,436 ) ® Used Symmetric Crypto Units ( 7,500 ) ® Used Crypto Virtual Interfaces ( 3 )

Available Asymmetric Crypto Units ( 2,812) Available Symmetric Crypto Units ( 2,500 ) Available Crypto Virtual Interfaces (1)

7EEC VPX eI D ECINZ R &
£ SDX &% LECE VPX LfIeY, EaILITE INZEHE T A VPX 2658 ACU #1 SCU py#kE, B XMAD VPX SLfI9it
BH, iESHED NetScaler 24,
EEME VPX LIRS ENERE, BRITUTIE.
1. BRIEERS.
2. Sfn% i2E > NetScaler > 6, REEE Hil.
3. EMENET, ERUEETAHM ACU. SCU MmEEiiEO, 28 ACU # SCU WA XA SDX i&&mE:

a. WFAE SDX k&R A ACU IHHSHN&/MERTIHARE, ERILURIEEHRENEHIE ACU, SCU =
B E, SCU NECFRAFAIRE. ErRILERZE SRR ACU BEHekEM ACU 2. #In, MR
&/VACU 734375, W ACU &7 8750, 13125, fRibsEH,

. MESE, HEHPBmSE SCU, ACU LUEEREMNEEHD B

Crypto Allocation

Asymmetric Crypto Units Symmetric Crypto Units Crypto Virtual Interfaces
Available 70000 56000 16
Total 70000 56000 16

Asymmetric Crypto Units

Y

4375 2

Symmetric Crypto Units

3500
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ERTAR SDX i2&RY ACU it#is s/ ME

SDX £& ACU it#hassm/)ME

22040, 22060. 22080. 22100. 22120. 24100. 2187
24150 (36 M iwO)

8400, 8600, 8010, 8015 2812
17500, 19500, 21500 2812
17550, 19550, 20550, 21550 2812
11500, 13500, 14500, 16500, 18500, 20500 2812
11515,11520, 11530, 11540, 11542 4375
14xxx 4375
14xxx 40S 4375
14xxx 40G 4375
14xxx FIPS 4375
25xxx 4375
25xxx A 4575

b. S F ERAPFKRFIEAER SDX F&, ERIUBHRSDE ACU fl SCU, SDX &&= B BEINEEIMED,
T fl. ACU #0 SCU 9] B ECRIMNE B 2 A

Crypto Allocation

Asymmaetric Crypto Units Symmetric Crypto Units Crypto Virtual Interfaces

Available 35000 41000 32

Total 39000 41000 EF]
Asymmetric Crypto Units

2000

Symmetric Crypto Units

2000

4./ 5eECE VPX SBIMFIESE, AREE Tl. AXESER, HSRMA NetScaler 54,

BEEMBEFSEITIRR

TEEERSY, ERIUEER SDX RERENMEZBEFZITIRL. MEEGRETRRRTAINEIREMINEEI)
fE. EEEMBBEHRGBITIROL, BESME EHK > Bk
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Resources X
Hardware @)  Software 7
NAME STATUS CURRENT VALUE EXPECTED VALUE
Physical Disks OK 8 8
Memory oK 256 GB 256 GB
Management Interfaces OK 2 2
Hyper-threads OK 40 40
Crypto Virtual Functions OK 16 16
Crypto Devices OK 2 2
CPUs oK 2 2
40G Interfaces OK 4 4
1G Interfaces OK 0 0
10G Interfaces OK 16 16
ARED

¥ SDX R EAREISHMARAR, FIEEUT/LR.
« 3B SDX AP REREIFALR, BREVEHTERFKTFL.
o BDENERFERE, RE SDXGUI ENRTELRETK,
- IFBEOMERS, FaFmER NITRO #OEE SDX &&HNEMME BahitiEl,

« SDX®R&EFARE, NELIE VPX SRNMNEFREEN; REaBRHETEERRSPHRTAR.

ACU %l PKE ZRERIER
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ECDHE-

SDX ¥& ACU RSA-RSA1K  RSA-RSA2K  RSA-RSA4K  ECDHE-RSA  ECDSA

22040, 2187 12497 2187 312 256 190
22060.

22080.

22100,

22120,

24100,

24150 (36

ANiwa)

8400, 8600, 2812 17000 2812 424 330 TEF
8010, 8015

11515, 4375 25000 4375 625 512 381
11520,

11530,

11540,

11542

22040. 4375 25000 4375 625 512 381
22060,

22080,22100.

22120 (24

RO

17500, 2812 17000 2812 424 330 &R
19500,

21500

17550, 2812 17000 2812 424 330 &R
19550,

20550,

21550

11500, 2812 17000 2812 424 330 &R
13500,

14500,

16500,

18500,

20500

14000, 4375 25000 4375 625 512 381

14000-40G,
25000,
25000A
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ECDHE-
SDX ¥& ACU RSA-RSA1K  RSA-RSA2K  RSA-RSA4K  ECDHE-RSA  ECDSA
14000 FIPS 4375 25000 4375 625 512 381
14000-40S 4375 25000 4375 625 512 381
*8900 (8910, 1000 4615 1000 136 397 494
8920, 8930)
*9100 (9110, 1000 4615 1000 136 397 494
9120, 9130)
*26000- 1000 4615 1000 136 397 494
100G
(26100,
26160.
26200 #0
26250)
*15000 1000 4615 1000 136 397 494
*15000-50G 1000 4615 1000 136 397 494
*16000 1000 4615 1000 136 397 494
*26000-50S 1000 4615 1000 136 397 494

FEXLETEE, PKE BHFRRERIEE,

wN{aEY ACU E| PKE MZIRI%IRE

ACU 2| PKE WERFEETUT/LR:
o EERSEBBMER RO KL S DRI VPX, BERSTEED RHAES M.
o ELPRMEEEREIERE A/ EMAM cipher/Keyex/HMAC (HELTF) EFmE
LU /RGIRTEBN IR T AR a0MERER ACU HIEER AT PKE ZRHERR.
filo SDX 22040 &1 ACU 2 PKE ZiREZHR

7£ SDX 22040 & £ VPX S22 E 2187 4> ACU 20 EHES T 256 1 ECDHE-RSA ##F5% 2187 4~ RSA-2K #
EEERIINE FRo

24t SSL T A E| ACU F1 SCU Ay#E#aR

BXIAFIARAR SSL S /iR ACU #l SCUMEZER, ESR TR,
ACU 71 SCU Eigmxk
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BER B =T EIM

May 9, 2023

IR

A .
= .

MARZ 13.1 Build 37.x &, NetScaler SDX GUI FERBX#F F=A%Hl. MREMEERE =5 L6,
Citrix BIEHITUU T #R1E:

o BRIEERS shell
« B /mpsconfig®alExx# . thirdPartyVM,
- @TiafT svmd restart < ERBHEERS.

SDX IREXFEEUTHE=HEMN (L61)

« SECUREMATRIX GSB

+ InterScan Web Security

o MISRPES

+ BlueCat DNS/DHCP fzs38%
» CA Access Gateway

+ Palo Alto VM %71

SECUREMATRIX GSB 12t T — 1N BERLNEB RS, TRIEHIMSIILE, Websense Protector iR E5AN
FHIEINAE, FHLEEERAMBREEME, BlueCat DNS/DHCP RSS2 ERIMLEIRE DNS #1 DHCP, NetScaler
SDX £#9 Palo Alto VM RIIZIHEENFE LEEEHRLTEM ADC Ih8E, ERUMRSRERTFERERTS. AIE
iR FIFEF. NetScaler SDX £ VM RFIAEE A Citrix Virtual Apps and Desktops SEIRE T =¥, &
IR £ ADC iR/ =,

TRILUBT BEIRSTIE. K. BIEMHMREFIKE, BRFEE=AXGEMER SDXToo Ls FiFEgF 5 EERS
HITEE. THFEFEALTEEMEENSEAS L. SEMRATAR, E8UARTIFHE,

EEBEHE=AEMNE, fFRBE—I2H SR-IOVED (1/x M 10/x) AeEMEZEONIRFP, XEEOMEK, BAAE
=7 BN A TR HEIE,

=,
AR

&R LATE SDX &% EE &KL S HENRTIRE R ENIFA]IL.

EERT AREEAE=AEMZAE, %P0 Citrix Hypervisor hiiAF&k 21k 6.1.0,

SECUREMATRIX GSB

May 9, 2023
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SECUREMATRIX R—MEER 2. TS, —XIEE (OTP) M RIEMRAE, BT ERBERERANE. EFERAT
RERPOMUE. FHINEGEINASRER —RIEER. H8 SECUREMATRIX S{331EARS32889 SECUREMATRIX
GSB BRs5 38 AAIE58 T VPN/SSL-VPN i, BEF=MNARFNER. K@/ ENSEERN Web AR (FF
OTP MMM MReM, CRMTS PC, EMRE, TREMMEEFVRENBRS .

ERHEEXMLEHREER NetScaler SDX £ F &%, SECUREMATRIX 8958 &40 EThEE AT LS HAthfA 2@
NetScaler 2RSS EMR, B9 Web Interface. Citrix Virtual Apps and Desktops UK iFZHthFEES %
WM AEFRS .

BXEZER, 555 SECUREMATRIX,

& SECUREMATRIX GSB 34

SECUREMATRIX GSB FE— w7t SDX & &M ECERY SECUREMATRIX S5 18IEARSS 88, REFE—1EO,
ARENAZEOEEMERE.,

AR ERBE—H9H SRIOVED (1/x#110/x) FatiBEEOYIRP, SECUREMATRIX GSB EAIRLH5:E
.

EFRERE LA 251, 1M SECUREMATRIX Wi T3 XVA MG HKEE 5 SDX i&&. BXTH XVA MENES
=8, 1E5i# SECUREMATRIX Wik, #fR1E SDX &% LFEREERSHA 118.7 siE=RE,

£ ‘B8 @®mkL, SA1% SECUREMATRIX GSB > H{48&,

R XVA g L2 5 SDX &%, EHITUUTIRE:

1. EFAEEERA XVA XX > 185, 8& EH.
2. FHIEINEES, BE W, REEER EHE XVA Xt
3. B E#H, XVAXHFLIE XVA XHEBETR,

#E SECUREMATRIX 25

FEERT =L, S41%) SECUREMATRIX GSB > 3,
AEAEEERT, 8E 7

7z A SECUREMATRX GSB RS9, 1RIEFE&E _EAVHEA#HITIRME,
BE5EH, ARBEXH,

> wnh e

MECERAE, ERKROHNITFARE. BXESZER, 1555 SECUREMATRIX Mk,

ZEREE&M SECUREMATRIX £61#i&E, 157 SECUREMATRIX £ BEHIRZEEERMLS, AFRE €
M. £ SECUREMATRIX GSB mSH, EMEH#,

AR MREEEAROSHRHSELFIRN, KOS LEHERBUEERE.
£/ tar FHRLRERARASZ . BXREMRASZIHIXHNER, SR MEASTRER Tar 714
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& SECUREMATRIX GSB S:IfVECE, AREAENIHIEE SDX k& LERKAINEE. BXENNERLFIB
=8, B5H &HTER SDX & &R EHIE.

1541 SECUREMATRIX GSB 4

SDX ig & ELiHE R, a0 SDXTools MR, SSH #1 CRON Fir2Fauk#& &k SECUREMATRIX GSB 52
5189 Web BRZS23IRZS,

28EFS5 SECUREMATRIX GSB SEHIBXBISITHER, HRITUTERME:

1. % SECUREMATRIX GSB > 34,
2. ERAEEERD, BEXMHIRTEZLMET L.

E12 SECUREMATRIX GSB =4

TR MEERS B Fik. ER. BHF1EEEEHER SECUREMATRIX GSB 5241,
£ “BEB®” @®m+~L, EF SECUREMATRIX GSB.

ER5. Filb. BB, BHFLESGRFIERSIE, BHRITUTHRIE:

1. B& "%
2. AFAESERP, ERENHRITRENIS, AREFUTERZ—:

« Bz
o XH
o EHEE
SE IR
SRHIER

3. £ “HIN” HBIER, BF F

4% SECUREMATRIX GSB =:f5#y SDX TE X4

SDXTools 27 SECUREMATRIX GSB 3=ffl LIZ{T8FIFER, AT EERSM LG ZENERS,

A4k SDXTools aiEiE it L# % SDX 8%, SAlE SDXTools IR LFIEHITHR. EaLlE SDXTools
XHMEFIHTEN LHE SDX i&&.
E % SDXTools x4, EHRITUUTERE:

1. ZSMERT, BF “BERS”, AREE “SDXTools X4,
2. EIFAESERAY R FIRD, %F EH
3. 7 “L # SDXTools X SHEEHR, BE WK, SMIBSZXENXHER, REREZHE.
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4, BHEH,
E74; SDXTools:

£ “BeE @&m+Lt, BF SECUREMATRIX GSB,

1. B& "%

2. AFAERERP, EERE—DKO,

3. M BET TR, @EE “F4k SDXTools”,

4. £ “Ft4k SDXTools” SHEESR, EEFE—IXH, BEHE “WBE, REREHE “XA

FeRFFES% SECUREMATRIX GSB =4

F+4k SECUREMATRIX GSB SEf5Ie9id 12 B 1 B AnhR 2BV ARG 22 SDX 8%, ARFALREA.

P hRABISE o
£ ‘& @&m+Lt, BF SECUREMATRIX GSB,

B FHMARE, BRITUTERE:

1. 8F “RHERE"

2. EFAE S ERAY B FIRD, EF EH

3. FEXHEESR, B WK, SMESSWEXHHXXHE, AENEWEX .
4. BHE#H,

BAREA, BRITUTERE:

1. 8& “Sf

2. AFAESERP, ERE—DLO,

3. M RIFT FURF, EE AL

4. EHIBSHEESD, &R, B2E WE, ARBE XA

BERIAI, BRITUUTERME:

. BE A

. EEFAGEEERT, EEFE-DKM
M R TR, EF BRET
£ WL HEER, BE B

W e

%y SECUREMATRIX GSB S:f5li# 1T fEHERR

PR INEAR

MEHERRS ping —1 SECUREMATRIX GSB S E R & RBE A A, Ea] URERSIESMEERSFISEAIAE

B, LAEZASEGIFTS R AIBkE
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EMAMEFIUEELANRITRESNEE. EERAIIEF, EERS IR SDX &% Lizi789 SECUREMATRIX
GSB WECEMRZA, RINMERT, EERZEER 30 nHRHF—REFIHITER LM,

£ ‘& @um+LE, BEF SECUREMATRIX GSB,
Z ping =61, BEHRITUTIRME:

1. @& S0,
2. {EHMESERS, EEERIT ping RIS, AEM 1E ik #® Ping, Pingmessage {2 ping
ST,

EIRERICHIBIERE, BRITLUTRE:

1. B s,
2. THEACEEERD, ERERIEBRBREG, ABM 2E 5IR+P LT TraceRoute, Traceroute JHEIER
EREISLFIMER R,

EEWMERIELL, BERITUTERE:

1. 8&F “SfH
2. FRAEESERD, EREEHRIMHES, ARM BREFIRFEE ERLMR,
3. £ "W\ HEER, 8EF 2

TrendMicro InterScan Web Security

May 9, 2023

TrendMicro InterScan Web Security @—F# 4 ENi&E, TIEEBMMX _EahABAEE AT Web Eib.
RN T RAREFEH. RESRMEEME,. 6 Web 52, RIEN URL TEMSLRMBAIF. Eitt, TR EHEK
HEMERETNNARER, ERUMURHEENERP. EFNETREMES . KIREMNETEENCHNEERR
MT—NERHRET R, KT MIREEE,

InterScan Web Security:

o AFBERANMT BRRARFEEKMER
o EFERNULMRAZERIES

o U530 Web ER1ER

o SEMIMTHK

o BUIREBIEMRERMA

o REAENEIERRRIFNDERTOM

M TrendMicro Web uh 2 8 XVA B, AfGAREE#® InterScan Web Security 52, F# XVA B&/5,
BH E#F) NetScaler SDX i&&.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 132



NetScaler SDX 14.1

AR FREE—ISH SR-I0V O (1/x# 10/x) F=EIMEZOYIRF. InterScan Web Security BA#P IR
ZHRRE,

Ei5 XVA & %3 SDX i8%, EHITU TR E:
.M BB &SR, 213 TrendMicro IWSVA > 2Bk,
. EEAGEEERN AKVAXHE” EWET, #8F “EH,

. EHIBONEES, BE WK, AEEERE LHE XVA X,
. BEEH, XVAXHHIE XVA XHERH.

A W N

EEC TrendMicro IWSVA 25, iEH1TLL T i21E:

. E “FRE” ®mMELE, $f3% TrendMicro IWSA > 524,

. TEAERERT, BE R

. £ “BtE TrendMicro IWSA” @S, REBRERE _EAIREEHITIZE,
. BE CHWET, RREE XE

A W N -

MECELAE, EREEFAHRNITFALE.

ERBMBLAINSHE, BEXAEEERTEFECUNESG, AGEE “RiE . EEX% TrendMicro IWSVA
mS&H, FEHIRENESEIFRE,

RIS RIFER

February 16,2022

Websense (FU#E#A Forcepoint) #$HiERSEIPH/I2—MEHHBIE HTTP RE (MF) NENN. RE, EEOH
e, UBLEEBIERANBBEUEENS iR, FRIPEFS% A Windows BRE525:@5 LUAER DLP HKEEE S, HE
AT LATER S T ACIm A B MRS PE LE R FR 3B, WA MREEEZ THITH, REEL SRR RSEHBEERF R
23,

EERRIPEMEIBE R (DLP) Thak, BHRITUUTIRIE;

o L FH %L Websense #iEL L
o EHIELSEERBRHEE Web DLP 588
o BT EBRSIITVIRIRE.

BXESZER, B2 Websense Protector ik,

iEc— Websense {RF225L 4

Websense®© Protector ZE2— 417t SDX i@ &M BN HIER 2 EEBRS D, REF—EEEOMM N ERIE
O, WFEEED, SKINERAY L2 B, BERITLUES Websense RiIFENEEMEZIHIDHIELZ S EERS S,
HF MRS, BANREREIFEFEZIRSES (DNS) &9 IP #itt,

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 133


https://www.websense.com/content/support/library/data/v78/help/protector.aspx

NetScaler SDX 14.1

AR EREE—EI SR-IOV DO (1/x 1 10/x) F=HIMEEOTIRH, Websense (R 28 SL IR 21 F5TiE,

EFFRERESLAIZH, iEM Websense Wik FHRIPBMEHEH LHE SDX 8%, BXTHRIPERENESE
B, &80 [Websense Mit, HafR7E SDX & HEREERSA 118.7 E SRS,

£ ‘BB EmEL, S#iZ] Websense Protector > 41,

¥ XVA & £ 2% SDX 18%&

1. EFAEEERA XVA X > 18T, 8& EH,
2. FHIBINEES, BE W, RAEEEE EHE XVA Xt
3. BEEH, XVAXHKHRETRE XKVAXHE" &8,

ez Websense 171728245

. £ ' EWELE, 8% Websense Protector > 524,

. EHEAEEEEP, 2EAdd R

. £ “F2E Websense Rirg8” mSH, REFE LOVGAHRITIRE
. BEER, ARREXE,

A W N -

MECERAE, ERKAHRITIFARE,

EEBHREEEN Websense (RIFELAIMIZE, 57 “Websense Protector )" EREFIEZFEEIHIES, A
B B, 7 “E2t Websense (RiF#:” MSH, RESH. E7NEXREME Websense LB sEFaED, R
BEMFRSEFIHECENEAFIE, 7 aEE XVA X,

ERTLUER tar FRLIRRA R AT, BXERBRASIREXANEER, BB NEASIFEN Tar 7,

5= Websense (P22 L4

SDX & &WELSITHER., s SDXToo s #kRZs. Websense© ¥iER £ 5085 | ZHPRS URBIER £ HEBRES.

EEES Websense RIFEEFIBXNFAITER, BRITUTERE:

. 1% Websense 2728 > 524,
2. THRMEEERT, PEXRFBRTZHNETK,

E12 Websense {R{F23 5211

SR EERS B, FlE. BB, BEEEEEHER Websense© RiF255261,
£ “BBE” #EWMEL, B Websense ®iF35.
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B&h. E1k. ER. BFE1LTERFIER Websense FiP235L0)

1. B 52l
2. FRAERSERD, EREXNHRITRENES, ARERUTERZ—!

=t
o XH
o EHEED
SR IK ]
SRHIER

3. £ "W\ HEER, BEF 2

% Websense Protector s2f7lgy SDX TEXH#

SDXTools (EE=A%HILBITHNFIFER) BTEERSNE=HEFIZEER,

Ft4k SDXToo Ls BIERFXH EHE) SDX &%, AREEEERAIEHEK SDXTools, HELKE SDXToo s X

MEFIHITEN EHE SDX &&,

L+ SDX TEX#
1. ESMERS, B “€ERS, ARE%E “SDXTools X4,
2. IEFAE S ERAY B1F FIRP, EF EH
3. 7 “Lk # SDXTools X SHEEFR, $EE “WK’, SMIBSZXEHNXHERX, REWREZHE.
4. BEHEE#H,
4k SDXTH

T BB EmEL, BF
Websense R#725,

. B Ll

. EEFAEEERT, EFE—ILM

. MORIE B, EE “F+4k SDXTools”,

. £ “Ft%% SDXTools " 3HFEH, EEFE—IXHE, BE “HE, ARRE “XA

A W N R

% Websense Protector S-fflFH&ZIE S kR4

F+4% Websense© protector SEfIfYE 2 @ IER BARhRAA 4R L3 SDX &%, ABEFHEKESG,
£ ‘& #&mkL, B Websense fRiFgs.
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R BR G

BE “RERE

EFAE AR BE FIRF, &F L3,

EXNEER, Bd WK, SMNEESMEXHNXHE, ARWEWE .
BEHEH,

> wnN e

FHR S

1. 8&E 26,

2. FRAESERD, EE—IE,

3. K “BE” FIRS, EE AR

4. EHIMESHERES, EE—IXHE, BE “WE, ARBEE “XF.

HiER Websense 1RiP28 L5 FE

MEERRS ping — 1 Websense RiF285L61, WMERERERIAIE, o LUIRERHIE G N EERRS 2L GRS,
LB RE B3R SRR Ko BBk 2K

EMAYPLGIUEELRFINSIRSRE. EEMAMIEFR, EERSSIRIN SDX 1&& £iEiTH Websense R
SHEEMMRA. RINERT, EERSZZEMR 30 DHTH—REFIHITER LI,

T ‘BB #EIEL, B Websense {R{F23,
ping 3211
1. & s2fl,

2. EFAEEEERP, EEEHIT ping IRMELE, ABM B1E JIR+PEE Ping. Pingmessage {27 ping
EEMHo

ERERSEIRYRE B
1. B 52,

2. THFACEEERD, ERERERERBIEG, ABM 2 5IRPES TraceRoute, Traceroute SHEIER
EREISEHIAERH,

BN RIEA

1. B s2fl,
2. FRAESERTD, EREEHRIMHLL, ARM BFFIRFEE ERLIR,
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3. £ "W\ HEER, BE 2

BlueCat DNS/DH

May 9, 2023

BlueCat DNS/DHCP Server™ 2 NetScaler SDX i&& iSRS R, ©FEETE NetScaler SDXF& L, A
REEIE. oIy BM< 28 DNS M DHCP ZOMERS, MARFETINIEERAHEIEROTE, X5/ DNS
REATUTERNRGETHIZ ) DNS HmziEm %4 SDX i&& Za#ThHTE, MEEESEML.

BlueCat DNS/DHCP Server™ HIEIAL BT LUIEEE SDX £, LUIRMBEERENAREEBINEE. NAERF. &
IR =0

ET7RE% BlueCat 7 Citrix WE 2 8, i5iA18 BlueCat Mk, WikA https://citrixready.citrix.com/bluecat-
networks.html,

MREZ BlueCat WIBEZF, WATLGET BlueCat SiFJ A MuE FEAFAY, ik https://care.bluecat
networks.com/,

it BlueCat DNS/DHCP 51

M BlueCat B xR T E XVA B, Witk https://care.bluecatnetworks.com, F# XVA B&/E, 5%
BELEHT SDX &%, RAEBAREELM. HFRE SDX 1&& LERAEERSRA 118.7 KBS,

BlueCat DNS/DHCP E#\l%#58 0/1 71 0/2 #OMERBE, EXEMER, BSH NEERSLEEE,

AR FRBE—E9 SR-IOV 0 (1/x 1 10/x) FatimEEAsI®R+, EA BlueCat DNS/DHCP 3EfIF3%Z
FhEl,

£ BB £M+< L, SM% BlueCat DNS/DHCP > M4,

5 XVA g L2545 SDX &%, EHITUTIRE:

1. EFAEEERA XVA X > 185, 8E EH.
2. FHIEINEES, BE W, RAEEEE EHE XVA Xt
3. B E#H, XVAXHFHIE XVA XHEETR.

Zfc BlueCat DNS/DHCP 36, EHITUUT#ME:

1. ERE%Em+L, 4% BlueCat DNS/DHCP > i,
2. EHMEEEEHR, BEHEAdd (R, WEPEHTH “i&E8 BlueCat DNS/DHCP ARS8 T,
3. ZEE BlueCat DNS/DHCP MG+, REBRE LHIHIBHITIRIE.
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o EERFIBIRTHRMFERSR, WALRFRRM, SAFMKXVA XETHRBERER FHRE, ARRET
—%. HE, AEBFRP, WALLIBESZ.
AR BMAEEEERK.

o EMEIRET, NEEEOTHRSES, EFATEEXMNZED, NZEORE P tatMmX. Ea1
EXNEROAUKRSTREMRS. &FS%, ARRET “T—5F7
AR AEE. SURMNRSSREON, FHRERESNEOASHEEO:

@A AR = M OEEERED,

ERILLARE = MEOEER RO,

TR BIEMARS EFAARRED, EEEAFENZEOUSEISAT AN,

BF R, ARREEG KA. KAIGER. BhHEREER IP tib#ITEE.

BB LG, @d SSH B RELFISEREEE. HXEE BlueCat DNS/DHCP BRE 235 HE T BlueCat it &iE
BIEHTHIFMAEE, 557 BlueCat 3x#4, MikA https://care.bluecatnetworks.coms

Z1&e4 BlueCat DNS/DHCP ARs533LfIHigE, EM BlueCat DNS/DHCP | B BB LG, AT
B 82, 7E/8tk BlueCat DNS/DHCP mMSH, EXB#HI&E.

AR REENEMEOSHALAZE, WKHISEEHERRUEELEX.

¥ BlueCat DNS/DHCP 243

SDX &&=l BlueCat DNS/DHCP £fIg4iHE R, FIan7ELfl £ SDXToo Ls B THIAR A,

EZEFES5 BlueCat DNS/DHCP LHIEXMFIHER, EHRITUTERIE:

1. £#1% BlueCat DNS/DHCP > 524,
2. FIEFAEEEERT, BEHELFIBTEZDNE %,

&1 BlueCat DNS/DHCP 3

TR MEERS B, FIE. BB, 2FF1EFRFZER BlueCat DNS/DHCP 24,
£ “BEE” #mFkL, B BlueCat DNS/DHCP,

BEE. Bk, ER. EHELER5EHES BlueCat DNS/DHCP 52, EHITITEE:

1. BHA,
2. FRAEESERD, EREXNHRITIRENES, ARERUTERZ—!

s B35
o XH
o EXEE
o SRHIKH
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« BHER

3. & “WIN EHBEDR, 8F ‘B

#+4% BlueCat DNS/DHCP 3:45/#y SDXTools

SDXTools (EE=A%HI LBITHFIFER) BTEERRSNE=HEFZEERE.
F+4% SDXToo s @iEige i LHE SDX i&%, AR SDXTools EiEFELFIGE#HTHER. ERLE SDXTools
XMER IR EN EHE SDX &%,

B % SDXTools x4, EHRITLUUTERME:

1. ZSMERT, BF “€ERS", ARE%E “SDXTools X4,

2. IEFAE S ERAY B FIRD, EF EH

3. 77 “L # SDXTools X" 3$iFiEH, $iE “WE", SMABERXHHXMER, RERHZEXMH.
4. BEHE#H,

Z7+4 SDXTools, iEHITUUTHERIE:

£ ‘BB #&m+£L, B BlueCat DNS/DHCP,

. BE I

. EEFAGEERERP, EE-DKM,

. M ORRMET B, ERE “F+4k SDXTools”,

. 7£ “Ft% SDXTools” xfiFHEH, EE—IXMH, BE “WE", AEREE “KF

A W N

=AM BlueCat DNS/DHCP 541

TR ERAMKOUBELFINRITRSNEE, AEMANIES, EERSIRMEE. RAERT, EERS
135 30 DHXIFRA SLAIFHIT—RER AL IMBILA.

£ ‘BB #&mEL, B BlueCat DNS/DHCP,

1. 8&F “Sf
2. FRAEESERD, EREEHRIMHES, ARM BREFIRFEE ERLNR,
3. £ "W\ HEER, 8EF 2

CA Access Gateway

February 16,2022
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CA Access Gateway B—#H Y B, I BBy BMMIIARS SR, AihRIEERUEFLIEMNARSZ, CAAccess
Gateway RARIESI%, Z5IZRWRMMEMRX, HLIFFEBEFZET cookie WEANZIREHR.

AR Web REBRATEEANBUFERABESER (SS0)., CA Access Gateway 3 HTTP #1 HTTPS #BR U K& T
cookie 89 SSO 2fitifRESHl, thoh, Z=RIESESEEEEMERTFINSIEEMESH, RIEMNENX T CAAccess
Gateway WfEERELAFEER I F LA BERRS2E LHNZR,

Wit AWML R TFIRMEE—Mx, CAAccess Gateway Bk S FHES A RIIESH

FE EREE—I2H SR-I0VEO (1/x#1 10/x) FAaHIEZASIRS, EA CAAccess Gateway SR
HiE, Bx CAAccess Gateway THEEMNEZER, BSRIZ™ @I,

iific CA Access Gateway 34

BT E XVA &, AEAEETE CA Access Gateway Efil, T XVA BU&E, BH EHE SDX i&&. HF
£ SDX &% L EFAEIERS RS 10.5 build 52.3.e XE= MRS, EACE CA Access Gateway, EHHEFEF XVA B
& L& 3 SDX &%, ABEELS,

20 XVA BRE L& 3| SDX 8%, FHMITUTIRIE:

. EBRE EmEL, SA1%l CA Access Gateway > &,

. TEEREEERN XVAXH” T “BE TRSIRP, 2 £
. EHIMSHEES, fE WK, ARTEE LK XVA X,

. BEFH, XVAXHRETRE AVAXH &g,

A W N R

EE CA Access Gateway stffl, BERITUUTIRIE:

. E BB EMEL, $/1% CAAccess Gateway> 324,

. EHFAEEEEP, 2EAdd R

. 7EF0fC CA Access Gateway mISH, RIRFRE LHRBR#HITIRME,
. BETER, ARREXE,

A W N -

REXME, BEREOHHIITIFARE,

ZENBEERANSHE, BEFAESERPEFRERHILN, ARRE B8 EER CAAccess Gateway 7]
S, BEHLENERLIFRENE.

AR

MREER T EROSHESLFINRIF, KR FELEHERBHUEERER.

1541 CA Access Gateway 34

SDX i&#&Utgk CA Access Gateway SEFIMZITER, FIRNELAI_LiETTH SDXTooLs ks,

ZEES CA Access Gateway LHIBEXMAIHER, BEHITUTRIE:
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. Szl CA Access Gateway > 32,
2. TIEFAEEERT, PELFIBIEANET X,

E12 CA Access Gateway 34

EAILIME RS B, FlE. ER. BHIELESEAER CA Access Gateway F6l, EFERXLEES, ERITUT
FIE:

1. FEEE®Em-<LE, B CAAccess Gateway.
2. Sfnzl CA Access Gateway > 524,
3. HEAGEERP, ERENHRITIRENIS, ARREFEUTERZ—:

s BT
o XiH
EEii=ta
SR IK ]
SRHIER

4. & "IN HEER, BEH 2

Palo Alto W4E VM &7

May 9, 2023

Palo Alto Networks M RFIEBHAEERA S ATMERLREPERENZRIERAIIESE, REMEXE
MM L 21086, NetScaler SDX £#I VM RIIZIHAERENFE LEEBRATSM ADC IhEE, v, WSS
IRERERFEFEBRS. AIRMIGRNAERF. NetScaler SDX £K VM R5I4A &iF A Citrix Virtual Apps and
Desktops SBERME T T, FLRIENT LM ADC RAR,

LB EERSTE. KW, SEMHARSEFI®REE,
AEEI
o A7 SDX 18 & AL BRI B 2 EEBUAT AT B9 SDX FEHE R

o EREE—EBSRI SR-IOVIED (1/x#0 10/x) AWM EEOSIERS, FX Palo Alto VM R3S R &
i#, B* Palo Alto Network VM RFINEZELR, B2 Palo Alto MLEsTR,

fiE Palo Alto EiH &5 A

T ZmSE M Palo Alto W5t & XVA %, ARE7eeE#® Palo Alto VM &5, T# XVA &S, BHLEH
El SDX %
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% XVA % L3 E| SDX &%, 1EMITUUTIRIE:

. EERE &I LE, 4% Palo Alto VM %751 > R,

. EEFAGEEEN AVAXHEH" TH “BF Thdxp, 885 “£H
. EHIEHEES, BE WK, AEEERE EHR XVA X

. BEEH, XVAXHHIE XVA XEEEH,

A W N R

EEC Palo Alto B AR FISEH, BT TIRIE:

. EEE &L, S41% Palo Alto EHIMN AT > L6,

. EEFAEEEET, BE B

. TEREC Palo Alto VM R3IASH, REBFEE EAREAHITRIE.
. BERM, ARREXA.

A W N R

MECERLAE, ERKAHHKITIFHAEE,

BEABESEXFINSHE, BEFAEEERPERRERNEG, AGEE B 7&K Palo Alto VM &7IES
B, BBHRENEGENRNE,

AR MREEEAROSRHSLFIRN, KOS LEHERBUEERER.

1547 Palo Alto WAL

SDX &&= Palo Alto EBIMLARFISEHINAIHER, FIA7ESES] EiEiTH SDXToo Ls iz,
EEEFS5 Palo Alto VM RFISLFIEXRMGIHER, BRITUTIRME:

1. S4n% Palo Alto VM &% > 524,
2. FRAEEERD, BEXHIRTEZBHET L.

E12 Palo Alto EHIWARTILH)

TR EERS BN, FlE. BB, BEFLLHREIER Palo Alto BIMWLRFIEH,
ERERT~LE, BFF Palo Alto VM %751,

1. £fn% Palo Alto VM %I > L4,
2. EIFAEEERT, ERENERITIRENEG, ABERUTERZ—:

o BE
o XH
EX )=t
SR IR
BHEER

3. £ "W\ HEER, B8EF 2
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5t Palo Alto [EBiH RTISEFI#1THEHR
BT EEARS ping — Palo Alto BN ARFILGI LML EIRERE A, EFURERHIESMERRSFISEHIEE
B, EEELASEGIRTS RAIBEER.

EMANEGIUEELRFINSRIWRSHRE. TEMAIERES, BERSSRE SDX && £izfTh Palo Alto VM %
SIMECEMMRAE. FIAMERT, BEERSSERE 30 oL H—RELAIEITER LM,

ERERT~LE, BFF Palo Alto VM %51,
Z ping 61, BEHRITUTIRME:

1. g& “SfH
2. EHAEEEEP, EEERT ping BENIF), ABM IRIEFIRFEE Ping. Pingmes sage {227
ping &A1
ZIREREHIBEEE, BRITUTERE:

1. 8& “Sf
2. FFAEEERTD, EEERIT ping RIENLE], AEM &F §IRF2E TraceRoute, Traceroute 43
HE R iBiESEBIRRE o

EEWMRIMEG), BERITUTERE:

1. B& "%
2. FRAERERD, EREEMRIMHES, AEM BEFIRFEE ERLMN,
3. £ “HIN” HEIER, BEF

SDX RS EITE

May 9, 2023

NetScaler SDX HEitE8AEZRMEH. IREBSTERANITEAR, EEUUSMMIRLBETEHMNTEERHR
. ATHESMRERZEBURELSRNEFE, FTEERTESR, FANFICHE R EEMIHREBEERT D RIS

&

o

HE DB A LURT A T ARFRTTER -

- BEEESLRENE AW
- BERRRIEELENTES

=
J'_‘u
oo
ES

IRRENHI T AT E
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BREEFLERRNEBH

at

EHENEHZER, AN VPX KHINE—1NERHERE. ATKAERTBIRENRENHER. TTERXT, 2
RS RAHEEERE, NRE—EBIER, VPX KHIFENT ﬁﬁ"fﬁﬁﬂﬂﬂﬁﬁ, WEZBRAT, ZEROKEE
EMEFHE, MR VPX EHAXBIERIEMARSS, NIk eSS RAF R Mo

Ite5h, R SDX ig& B L& VPX 5Lfl, MAF—ELFBEERNENTR, WEEZEETARA TAEZHRERNT
o AT RRFTEXLENL, BAERMRIEEEBEBSENHERENEATRIEEETH.

AARRFRIEELEMNHERIEENNERAHRE

EXMERAEAZED, VPX PR T RIS/ NFR, FEIUREMEEFRGMITUEHRES, VPX afIERDN
MINE R AR R =,

LEE-LELFRBIIINNBEMEL VPX AEREANTEN, MALEIRERENFL, X VPX LIRS
BREYUNELAERDMALETRAT—RNEBAFTEESHENEM VPX Lfl, EMRSREESOUENBATES
BAENEFRHEMMINRS. B, tNFAEIERETE. AXMELT, RATEIEMEY, AXMEILT,
BRI ERRENTE, FHrALUERES T RITHIEMHEE.

EREH R ERT

EERRIEEHEZ R, EREEANSRIEEHENE. ERAILED, BRE T EIEF.

1. 7 SDX EiEfEHlad, SN iEE > &5
2. K “BRHRE” AP, R “BERRRIRE
3 %EE Fﬁﬁﬁb/u\ﬁtﬁui%ﬁaa EﬁELXEFﬁE}J/u\ﬁuiEO
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Dashboard Configuration Documentation Downloads

< Configure System Settings

Communication with NetScaler Instance*

https v

() Secure Access Only

(7) Enable Session Timeout

| Enable Dynamic Burst Throughput Allocation

Allow Basic Authentication
Enable nsrecover Login

Enable Shell access for non-nsroot User

& VPX BY, ATLOEEHRERIESNMSELE,

1. 7 SDX BERSH, #E “BE” > “NetScaler” > “Stfl” > “Fn’,

2. ECE NetScaler MERTH. £ “WALEDE” T, M “DERER" PiEF "R

License Allocation

Feature License*

Standard v For more information about NetScaler editions, see NetScaler Editions

Pool Total Available Allocate
Instance (] 0o 1

Allocation Mode*

Bandwidth Burstable @

Min (Mbps)* Max (Mbps) Burst*
0 Gbps 0 Gbps

1000 0 PO

BxINEIME NetScaler SLFINEZER, BSRTES NetScaler £,

MREBCAEEEFLE, HER EE. RANBERT, BERXNRENHREDE. FHFE VPX LHIEER—EAXTI

Eo 81 VPX LAIERET ATERRIRN T #1TECE.,

AR WREM 10.5.e RERRAE SDX, BRIAERT, FE VPX LFIEL FEE 7 ERE.
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H%E VPX AR ARIEH TR

TS VPX REMNEERBIEATEN. SEEEABRLHREN VPX i, NS XFRN VPX FEEMREEK.
RRBEENDERIVRTURE M KR, MERM PO E P4 FF, H PO ARSEMER, P4 AREMTER.

IEEAE—1E 2 4 VPX 9G], B VPX1 #1 VPX2, 73824A VPX1 # VPX2 ps/\i& 32535079 4 Gbps #1 2 Gbps,
REHEAF7 2 Gbps F1 1 Gbps, TRIER T XLESH:

|VPX &#5 | 28 | & |

|=[-I-]

|VPX1| RIERIR/ N EE [4Gbps

|-]-|Maximum Burstable bandwidth|2Gbps
|-|-|Priority|PO

|VPX2|Minimum assured bandwidth|2Gbps
|-|-[IMaximum Burstable bandwidth|1Gbps
|-|-|Priority|P1

EXMIERT, RIEBIFAIHEEN 8 Gbps, WNRFHE VPX LHIMRILEHRARLRS], B!

1. VPX1 E1EfEAERARASE, B2 Gbps, AR RLEMA4+2=6Gbps
2. VPX2 EfEEAEBAREHE, B 1Gbps, AGSHEMEM2+1=3Gbps

EXMERT, ERANSATREEITIFAN 8 Gbps A&, Alt, ERFEASREIFITENNGERE, Hph—1
VPX @ MBF R REH . EXMERT, BT VPX2 WMRERKET VPX1, ALEMRFT 1 Gbps MRAH R,
VPX1 i§4r4estl, RAEHNMARBET VPX2, HEEXERIT, BERRRZETREFRIETRE.

KEFHEMNEEERERITER

T VPX, BAUEERPEEFHENMIEREAITERS. BHRER, FRITUTIR:

1. M SDX B35 2|8 E > NetScaler > 2451,
2. EEBR—VPX 326, ARRT BETH FIR,
3. MFIRDPEERE FHE5IHER 3 HEFERBRKITER.

BEXEER, U ERRNERIEIEEENEEESIHES, fli:

o IE 1E

« ®E1X

« ZX1/A

« BX11MA, Uk
« 1A

EEA] OB IAEE RSN BRKEFE RPN ENER. BRFEIIERPNEAR EIEERENERNBIEERE
ENFHEHE,
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TEERT 1 AEHEHENRGIER:

Last 1 Week

Throughput Usage

Click and drag in the plot area to zoom in

2,500

2,000

1,500
1,000

500

Actual Used (Mbps)  — Maximum Limit (Mbps) — Minimum Allocated (Mbps)

Summary

Duration  Last1Week
Maximum Actual Used (Mbps) 0O
Number of Bursts 0
Maximum Burst (Mbps) 0

BB E1E NetScaler 54

May 9, 2023

7Ei%#& LB E NetScaler LHIE, MAIURBMERLG T, HEETM IP (SNIP) itbit, AERERE. AE, &
AT SEFIHITERERES. RERTUINAEERE,

EE . FHREAEERSENEFINMEEMSEEO N VLAN, MABERERLA EHRITEX.

7 NetScaler 525 £ 6132 SNIP it

£ SDX &% LECE SNIP #tutitf5, &w=JLi7 NetScaler 215382 SNIP ik,

SNIP AR &S ENRS RIS, TRYEE NetScaler SDX i8&8Y, F—FE4EFE SNIP, EalLi@Ed EIBRSEE
SNIP 5#ie4s NetScaler 24,

7 NetScaler 5245 L7100 SNIP thit

1. 7 BB ETRNSMERTS, $£E NetScaler,
2. M= SESH NetScaler BB T, #E “BIRIP7,
3. 7% £)iZ NetScaler IP 3iEEF, HUTSHIEEE,
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IP #thik: $eEIRE(ER SNIP #ihkay [P ik,

M£EHERS . $SES SNIP ik X BXH9F18EL

A RINERT, ZER SNIP,

RIFEE: ERFEERTE NetScaler £, BHAER false,
o IP hsik: #5%E NetScaler S2f5l89 [P ok,

4. BE "GIE", ARBE XA

REFRE

A UM EBRS PR
NetScaler S2fIHiE1TECE.

7z NetScaler 3| b RFAECE

. £ BB ETRMSMEETR, 2 NetScaler,

. EFAEEEEN NetScaler &BE TR, 2 “REERE"

. £ RTFECE XIEAERY 5L IP sthiitrh, SR ERFHEAER NetScaler 5289 IP #isit,
. BE ME”, ARRE XA

A W N R

&1 NetScaler 51l
BEARS A FEE NetScaler 2 EHITUUATIRME, ERILUM “B0E” %M “NetScaler Siff]” BHREETT LM
NetScaler S2l/\ T BHITXEERE,

B5h NetScaler 52l: NBIERSHAF REESHEM NetScaler 26, HEBEERS Ul BIbiERE AL EERSH,
©2iB5h NetScaler £,

%7 NetScaler 32ffl: MEIERS AR REFHF1EME NetScaler £, HBEERS Ul BiIbiERELASIERSHN,
©&1fZ1k NetScaler £,

=5 NetScaler 521]: =& NetScaler 3241,

fikx NetScaler 2. sNREFAEEER NetScaler £, MEILUERAEERSMIRZIG. BEREGHIEM
SDX iz & B8R R &k AMIBRIZSL B R HAB XK IR 4R1E B0

B, Fik. MFRRER NetScaler S

1. £ BB EUFHNSMERT, 2E NetScaler 54,
2. EEREEH EHITIRIEN NetScaler 26, AERE “Bh” 3 “XE” 3 ‘WS 3 “EB7
3. £ "M\ HEER, BEF 2
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fE: NetScaler s>

EEIAMIREFMIBRER NetScaler SIS, g0 XVA. AIEBRRAS. X4, SSL &$Aak SSL IEH,

fips NetScaler s>

1. EEE ETENSMEETR, B NetScaler icE, AGHEEMBRAIH,
2. TFAERERP, EEXHR, AFRE Bk

NAEREE

TEECE VPX iRy, BIEERSAIE VPX LA LeE—Le5eg, LfFIEE (admin) BEXHNEMEE, WREERS
TENAEERRE, WA LUSREMNEERRS BIUEXE VPX 526l, RMNREZ —A R EIEMRSM VPX SLfFIfL
FARENFWLE, MEREBEXH. Z—IMREFVEERERER - FML, ERELTEIINEZIN, HEHEF
—HREREXH,

7 NetScaler 32| LR ERREE

1. £ BB EMENSMERT, BF NetScaler.
2. TIFMEEEEMN NetScaler BBE T, &% “WHAESERKRE",
3. T ABERRE XIEERN L IP ik, ERENAEEREEN VPX M8 1P #ilk,
4, BEHE,
ZEMEIE SSL irH
May 9, 2023

#4 SSLIEB IR EIEE STIEBMZ AN M L35 NetScaler SDX 1&#%., SA/STE NetScaler S£fl E%4E SSL i
Ho 7L SDX 1&& L& EH SSLIEHN, EBRSSEHRN.

RIEBXH LT SDX i2&

SHFERE SSL £, REB[AEFEBBHBEBURMBRHFAAM A, 7 NetScaler 2 L4 SSLIEHRY, IEH
XHBHFFETF SDX 1&& Lo R LUF SSLIEBX M4 THE A B ERED.
£ SSLIEFEEF, EAUEEUTHFARER.
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IEFAHEIR Mo
o LR{ECRETIE]
EREBBEBX B9 B HA.
o K

IERXHRIRN (UAFTREA).

¥ SSLIEHx 4 L #E SDX ig&

. ESMERS, B “EERET, ARRE “SSLIEEXH.

. 1£ “SSLiEH" &8, BE “EH,

. TE “EFHSSLIER” MWiEEFR, BE WR, AEERELHBIEBXH.
. BEEH, EBXHRBETRE “SSLIEH &EH,

A W N

B T E SSLIEBX eI E D
1. 7 “SSLiE#" &8, EFEETHOXMG, AFRE “TH .

2. WHBESD, N “RE" JIRFIER “BEN
3. T “BFHERN HEBEHR, WENBREXHNMUE, AREE “RE .

¥ SSL &AL HE SDX i&&

SHFERE SSL £55, REB[AEFEBRANEBURMBRMFAARAAS. £ NetScaler 2l &% SSLIEHEY, Z4A

XHBHFFETF SDX 1&& Lo R LUF SSL BEAX M4 T HE At B ERED.
£ SSL ZRERF, EAIUBEEUTHAREER.

o B

AR,

o bBRIEDRETE]

EriEEBXAEIEE,

o K/

BRI (UETRENM),
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¥ SSL ZiAX L& EI SDX k&

. ESMERSR, B “EERST, ARBE “SSLIEHXH.

. 7E “SSLIEH” EMERY “SSLEIA” EmikL, BE “EH

. fE “E# SSLEPXMT HEES, BE WK, AEEEE FHHEAXN,
. BEEHRBAXH LHE SDX 8%, BAXHFETRE SSL BHRAERT.

A W N R

B T E SSL X eI E D

1. 72 “SSLiE+" Et&ry “SSL&R” @I~ Lk, EEETHHXM, ARBEE “TH .
2. FEHBER, KN “RE” JIRPEE “BEN
3. £ "BEN HEER, NREAEREXHNUE, AREE “RE

7£ NetScaler 5265 E %% SSLiE#H

EERSAFEE—HZ NetScaler
Soff| L R%E SSLIEF, EHFBRE SSLIEH 2z, BEMERER SSLIEEFMZHAX G4 _EHE SDX 8%,

7£ NetScaler 25| £ %% SSL iE+

1. ESMEREF, 2E NetScaler,

2. EI¥AEEEEN NetScaler BB, %% SSLiEH,

3. £ “RESSLIEH IHEESR, BEUATSHNE. () RIUIEFE,
o EBXH: BEBRERHIXEE, EBXHHAFET SDX &% L,
o BIANMH: BERTUBEPNAANXHEE, BRXHHMFET SDX 18& L.
o IEBETR: IBEERME NetScaler BIEBZRAWTHER. RAKE: 31

o JEHER: $5E NetScaler #hy SSLIIEHRIE . NetScaler SDX & &% SSLiEH# PEM 0

DER #&zt.

o B BEATMERBNBEIGE, AN BFMEMZNFAHR. JAKE: 32
AR 2B PEM AR ERRIFHFAHA.

s RERE: EERTUIEREREE NetScaler £, BKikER false,

o S IP Hhik: 3EEBREE SSLIEHAI NetScaler LBIRY IP sk,

4, 8% OK (FE), sAR#E Close (k).

7 NetScaler 325|_ E 53 SSL iEH

ERIEELE S, FIMERX . BHEXHMRE NetScaler S26) £/ SSLIEBAIERER. EIIEEL P i

HEFIER R
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%3 NetScaler 52451 £A9 SSLiEH

1. ESMEREH, BFF NetScaler, RE%E SSLIEH,

2. 7 “SSLIEH” @4, BE “BF .

3. 1Ef&eK SSLIERHIHEER, REUTEH:

R BRIEBNX AR, IEBXHFLAEFET SDX&&E L,

BIRXH: BTFRIEPNLBNXAS. BAXHBREFET SDX & L.

IEBHEIL: NetScaler SDX i&#& %4589 SSL BB, ®&X#F SSLIEHA PEM #1 DER &=,
ZhS: BTMERRRNER, ERAAFMEMENMLE. FAKE: 32 M FH.

AR RE PEM B RERRIPEIFAR.

RERE: BEREXME SDX && LREFRE. BIMER false,

TEHBE . EMEENFAEREERR,

4. BFH 0K (%), AEEE Close (R,

7 NetScaler 5245 £#23 SSL iEH

MREEEF NetScaler LBIFEHETE NetScaler SLFI LRI SSLIESH, NEEARS FHEX MER. H#RX
MIER, BIEERRER, FiERZE, BERSKRLEAE NetScaler LI ERTHHA SSLIEH, BHH]

LAREEY i@ &

ECE I IIERR

BIRSMITHRM. M0, MREARILEVMFRE NetScaler SEBIFRER SSL IEHFR,

1. ESMERD, EFF NetScaler, AGF2E SSLIEH,
2. 7 “SSLEH” &g, BE “RERBER .
3. ERERIMEREMHEES, REUTEH:

« RimiEfR: BERS®H NetScaler LBIRIBTIEL,

EFRERAL: BYERL, FTRERYE: /B 2. BIAE: ),

4. 2% 0K (%), AGEEE Close (RiF).

WATRNRYIRE

1. ESMERD, EFF NetScaler, AF#E SSLIEH,
2. 7 “SSLIEH” BN, Bd “IEMRIE,
3. ERIASHEES, BEHER. “SSLIEP” BRIERF, FEPH WRE) BERETIRT.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 152



NetScaler SDX 14.1

77 NetScaler £ EfER L2 &R
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7% 22 (L2) ®XF, NetScaler LI LFIMHABRRERZENMMAERIES, KLIhsE, Flu Citrix
CloudBridge, ZR7E NetScaler 325 EEA L2 3. BA L2 5, SR LURKMELERSH MAC iihkld
5hE9 MAC st R9¥iE B, B2, 1E NetScaler SDX &% EiE1789 NetScaler Ll LB/ L2 R, BEAKAE
FAEZRA LRI L2 1R WNRAVF L2 18T, NWATURENTAFGHEE LU AT IR B

77

SEEIN:

1. EAEM 1/x #OL, REEE— PR EATFRFEHEIEES. MFER—#O LEANREEMSEF], Mt

% Tagged.
AR

Citrix BiUERTE L2 BT HBRAEHIMFERO%RE Tagged, WMREEF tagged, MTEEZIEO LEK
RTICHEIEE.

NREADEATHIREOREFET Tagged, EERZEHFIHAE 802.1q VLAN LUEZEO L EREES,

. SAFAVFER L2 #3089 NetScaler LHIHRZM 1/x M 10/x #0O, BEHEHRUATEME:

s FAEEOLEMBAT VLAN ik,

o SMEOMTAR 802.1q VLAN L,

RE—EHIR AR O ERECRITICN SRS, RZZEOBDEAHEMSIH, NAMEZEO EAX
ELAERE “Bid’,

L RAVHER L2 BAREGE 1/x FO LAFRIFENEIES, NEMSEFITEE ZED LFBRRICHEE

B, TILEEMEA LRER L2 RN, HERHEHER,

L MREATRA L2 RAMSEFITE 1/x 80 LERKRFEHEES, WAKTER L2 RANLFRFTEEZED

ERBRITIC IR,

. MR O/x EOSERLE L2 BEX TERMNLA 1, HEZEOWHELS instance2, BR84S instance2 #Y

Fra HAthizMi%#F Tagged.

AR MRBNEEREOMAOESLES L2 BXHLH, WREREF-—MEONESHZ—TMEAT L2 R ADC 2

1o

WHER, BRERHNEREOSEAT L2 B2 NetScaler SEHIEXEX,

FESEGI E72iF L2 B3

. 1 ‘“READCRT = “BRADCEF” 1, £ “WERE” WEL, %F “2iF L2&ERX",

AR ERILEE & RN SESEHIETTIAUE RN LR AT L2 BHIRE,

2. REESPHNBAEITEF.
3. BEEm, ARBHXRA.
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NetScaler SEfIERES MAC (VMAC) #1TErI At CEsp-EnhaliEnh-& ) BEE. &M MAC itk (VMAC) 27
SAAMEREPHET AMMEE T REZEFEEE,

EErAMEER, THSEREEs) P ik, lan MIP. SNIP £ VIP stiit, =T S46EHE B2 MAC thiikim ;X
L |P ot AORIEARAT X (ARP) 3R, ALt SMERIgE (FIAN LER2R) 9 ARP RIGGERFH IP #abF =T S
MAC #titibs# 1T o

REWEEBE, BHTBEEEARNET S, ARG, SEA%E ARP (GARP) ki@s M ERS KA F ) IP
ik, B2, MHNETRESH MAC bR H B 58008 MAC i,

Hiig®& (THR—LRMEB) FEX NetScaler SDX iR& £ GARP B S, IWEKREXRBIBETESHA IP
2 MAC BREY, EItbiLREIRESXKH,

ZRI LB TE HA SR TR LECE VMAC RARRIERE, AfF, MDTREAEERN MAC ik, Fit, ZEH
PELDIREY, BT REY MAC HIIERIF AR, HEFATEEMIMNGILE LB ARP &

ECE VMAC RO 2 A .

1. 72 SDX EERSS LECE VMAC, ErILIvEOSEEMiEEARM VRID, 7£ SDX B2k LEE VMAC,
2. 7z Citrix =5 LECE VMAC, BXER, B2HAE @E4H LicE VMAC ZH—X,

7z SDX EEARks5 LECE VMAC

EigE VMAC, &8 2 EBIRS R IPv4 2 IPv6 VRID FHmMEIEON LA @B, SBRSERSBER — VMAC, &
NetScaler 52| LA B F5hHE AT, EHEEHERM VRID, Mellanox iEO0R X 5h-E A E,

BiEEU TR

1. MBERRSHRIN— VRID, #A/G7E NetScaler LfIFigEERM VRID, INREE#ETE NetScaler LR
B VRID, MBZS=FIFEZUIA VMAC #ikfER B AR MAC ik i93kiE 6.

FeefEE— SDX &&HIEITHRE LG LEABE— VRID,

] A SRS TR A 2 Beds Se IRy O AR sk mipR VRID.

FEED-EHREP, EAIUAHNERALFINZEORESZ D VRID, Mellanox #OFRZFHENIE,

10G #O E&%Z AT 86 1 VMAC, £ 1G #O L% 16 > VMAC, MIRFEE VMAC ffi%2sal /A, &R
MHE—PEHI LB VRID #2.

ok w b

AT LATE AN NetScaler VPX sEfIBdi#A0 VRID, ta] LUEEIRE R NetScaler S2fIkZm0 VRID,
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¥ 1Pv4 5 IPv6 VRID 7in3# A5k LA BiE

1. 72 SDX L0 VPX LfIBY, 12 MEZIKET, %EF HuBEO. BXMA7E SDX LM VPX HINESESR, &
S0 NetScaler sz,

2. MO ThRES, EFEON LA B,

3. EVMACIEET, &EUT— 1 EEME:

 VRID IPv4 —#53iR VMAC #9 IPv4 VRID, ®TRERY(E: 1—255,
* VRID IPv6—#1iR VMAC B9 IPv6 VRID, wT#ERIE: 1—255,
AR FRESSRE VRID, i, 12,24,

4. BHEFHMNE VMAC & ERMEEEOH,
. BERER, ARRGHXA.

[, ]

Add Data Interface

Interfaces*

aon
Allow Untagged Traffic (1)

Allowed VLANs

MAC Address Mode*

Default

~ VMAC Settings (IPv4 and IPv6 VRIDs to configure Virtual MAC)

VRID IPv4

VRID IPvé

NREFIETRE, EHM IPv4 L IPv6 VRID, 1E1REBLUT S RIEIE,

1. M SDX BIERRE, ZIIEE > NetScaler L,

2. EELG, ARRE FE.

3. 7 IREROT, EFREOFRERE,

4. £VMACIEET, €& VRID B, B “FiIN”, RAREE TR

F£IX MAC it L7 SDX ig%& R NetScaler Scffl EREEEIRH X

May 9, 2023

NetScaler SDX &% £# NetScaler S2fIa] A2 K AR A EER P XIZIESEE, SN0 XE T UEEFHAEREM
NetScaler 32f7l, BEXBEENPXMNEZELR, HEH EEGRHK,
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EERERS XA, CRAEERSAFFEENMEE PMAC tilt, SERSEEEBELIUTARERSEK MAC
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o EREZA MAC ttoht
o EEBEX MAC it
o BEHERE MAC Hitit
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EMHIX MAC Hhlitig, HEH B NetScaler SLfl, REAEEREBEES X,

ZEAER MAC b4 a5 X MAC tthilk, EHITLATR(E:

No ok wn R

£ BB Em-RHAMERF, EF NetScaler, AFHE Ll

£ =) B, EREAEHEMS X MAC ity NetScaler 2,

£ BT TSRS, BE 2K MACT,

£ ‘DX MAC” Eigsh, BFE £l

£ “ERS X MAC” XHERER “Em7EE" B0, ©EF “EREIE,

£ 27 MAC stk FEeh, BAEZR MAC #thlik,

£ “WHEKIE FERP, BASITEEN MAC tiutpIEA MAC it A IuEER(E,

g0, wNREFEA MAC #ilitfgE /9 00:A1:C9:11:C8:11 HEILEMEIEER 2, WT— MAC #HEIGER T

00:A1:C9:11:C8:13,
£ 9 FEH, IABERNSX MAC tiitiy#E,

9. ®i Generate (£/%).

EEIEEBEX MAC #tiibRER X MAC S, iEHATIATEIE:

© N o 0k w N

£ BB EM-EHNAEMNEEF, B NetScaler, AE#T LAl

£ 6 BigP, EREAHEMS X MAC H#itit#y NetScaler 524,

£ R THISIRD, 2F “9X MAC”,

£ “OX MAC” &i&H, gBE £

£ “ERH X MACY SHEREM “£AE" BHRH, EEFE “APEE

7£ MAC ithiik =FEEH, A MAC il

BE 4 BIR, RRBAT—N MACiitt, EELIEEEZEEX MAC ik,
& Generate (%),

BRENAEM S X MAC ik, ERITIUATRE:
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4

. TE BB EWRHAMEED, B NetScaler, AE2E L4,

. TE £ BgS, EREANEERSX MAC #iitsy NetScaler £,
. TE BT TFRIBIRA, #2E “9X MAC,
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5. £ “6ElSOX MAC” SHEEM “GE7A%E Zod, EF “FE.
6. 7 98 FEP, MABRERNSX MAC iR E.
7. 8 Generate (£R).

£ SDX &L S X MAC kS, EAEMRINSX MAC #hitrE NetScaler S5 LFRRBEEREH X,

VPX LA EEEE
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TR UM EIRAR S IRER3T NetScaler VPX 2 LML B PRIV AR ERN, #4E BEBTIL TIRE MUK LREH
B9 IP sthik. BHEIFIEYEL, EXRFIHAREFNEENETETHNEEZ AREFEEMNER. EFREUEEHIEITE
B, RENEE. EEENNALRERURARFGEEZBNEMER. ERTLUE VPX SSHINEE THEI 4t E
Mo BINERT, EERSE 24 /NNRIE—RFAEES, BETLERLNEER., EaiEd MIIEEREX &6
LPHREBHITRIR, HE, ERILUERAERERSEAIREPIEMENR, HENENRILYERE.

EE VPX LHIRVERER

1. ZEE EHEL, S/MZE NetScaler>TEEHE,
2. £ FRER Gigh, EER—DVPX 5, ABEM “B1E FIRFIERUTERZ—:

o BTRE - T EOPETEE VPX LAIRETEE.

s RENEE-EMEOFETERE VPX LAINERFEE,

« BRE Vs, BITER-ERRENLRE. EEETNEEMNEESHS (ER).
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¢ BiRER-ETREREFHEETETHEESRRZENER. ERUKLERSEAMBIEXF. BFER
hEENAZISEG], ER I RS R TS

o TE-THEE VPX EHINEEHSEFREETMIZE L.

#®181E NetScaler SLHIMECEEH#

1. £ 8 &W+L, SMi% NetScaler > TEEIE,
2. 71 “EBMEER @8 BFE JIRD, ERUTERZ—!

o MEVRIE-BEIRS S ARINIGE ERENER VPX LFIMEE (ns.conf) Eif.
+ BEERIYEIR-SERSLIMIEE ERENTM VPX LAINEE (ns.conf) EFHAETE, TRIAKIEERN
24 /\8g,
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73 NetScaler B E B it1ER

TANBEREXHHERIHEMLTIR,

£ BcE m~LE, SMZE NetScaler > TEEIE > BHitElR,
ERAERERER, BE BN

£ AINRIR SHEER, JERARINE IR,

£ 8 XAMER, HEMEEXHEHRNGHLTIR,

BE QR, ARRE XA

ok~ w N

154 NetScaler =3

May 9, 2023

EERSHAARERN BN TELEETEEMNEE LB VPX LAIMMENSEME, MBEMEE NetScaler

ShIfE, EEURITEMESREM NetScaler 526,

EE VPX A EM

EERS AR RERTE SDX && LE&MFRE VPX SEHIMFIRMEE, £ NetScaler Ll EREEFAES,

BIanseFIRFRA IP ik, CPU MIRNEFFAER. EHEMDRAEFINERE.
S VPX SE6IRY |P st e mE R e i s T FF xR fIvEC B L2 (GUI).

&EE VPX LHIHEM

1. EEBEMRNAMNERETR, B NetScaler iBE, AFREHELHM.
AR BERILM ¢
FW EBHEE VPX LHEMN.

2. 1£ NetScaler S:51E K+, EFILUEE NetScaler LEIMUTIFAREE

o AR EEENOEL NetScaler LAINEN B,

o EMWRES: EIMFERES,

« NetScaler }R%: NetScaler LB,

o IP3thtik: NetScaler SEfgy IP sk, B 53% IP MBS IHET-R SN W ES T L 52519 GUI,
« Rx (Mbps): 7£ NetScaler sz - UsZI89EkiE €,

o Tx (Mbps): B NetScaler S2flfEimmEiEEL,

« HTTP Req/s: &#f1f NetScaler Sl EUEIH HTTP &R 28K,

+ CPU /M= (%): NetScaler 89 CPU FIBEES L,
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o RTFERZE (%): NetScaler tREFHBERNES L.

3. g NetScaler LI BEMEULMNEFRUBTEZEFINEY. THAIlRE “2BERF UEEFMHE NetScaler
KHINEME. ERIUERUTEG:

o MEHEIE: NetScaler ELFIRIMLEERD P ik,

« Gateway: ZRIARIXEY IP ik, EERER LD LELFIMNFMZ /MR,

- SHHIEGH: SWEENIUEERN.

« NIC: NetScaler LBIERBNM-EHNE, URD LS MEORNEIMNEE,

o hRAS: HEI7ESRA LiE1THY NetScaler S RIMaEERRZS. H3E B HEAFNBYIEL

o EMK: NetScaler SLHIBEMNS.

« BA7F (GB): 2Ec4 NetScaler SLAIBYE A%,

o FI+E (Mbps): NetScaler LB EEHE,

o BEpEYE: B LA T UP RS LR B EATN AT &,

o SSL &k DECLAEAFIN SSL S H S5

o X IP #hdk: 1tk NetScaler SEFIRIRT AR IP sl (WN8R7E HA&ET),

« A% £ NetScaler LI EHATHIRMERIRES, BIINZSEFIRER RS BBV,

o HA £g&RE: BENKRS, RKERTEFIZERITIGELTZFIREFEE, TRETEIHEIREN
—E5. EERAAMIRED, REFLETRELFFEXF2HENE,

s BAAMESRES: SURYRSRENER, FlHEMAKER.

o R A E NetScaler SLHIRTENAIHEIR,

AE:
% ADC LR B4R IIERMME LRSS BT, MNRFBRUTEY, LRSI TNKRE:

« ADC scfilZte el B fE RS CLI #ITEX.
s BRSEHEEEERSPHKRFIEERRKEXHEEFLE,
s BRERENE, E—PRIERER.

BE, HRFFLERSEN, RERSHENER,
BMESLG], BRITUTERMEZ—:

o £ CLI B, EEASEfIRERS, FHSEAINEREREEXXHPREELE, AEMNERRSEHRLIME

o
« £S5 ADC LAIRHFIZIBERNEREIREERREX Y. ARG, ERFNEERREXHEHH ADC
Kl

&E& NetScaler LAIMNIETHRENEE

B EAEERS, ZEAIEE NetScaler LfIHFIEREETT
WECE. EEFUEE NetScaler LHINREFEE U R RFEE VAT E,
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# & NetScaler LB TNREFLE

FEREEM-ENANESS, B NetScaler i &, AEBELM,

£ NetScaler LFIBEET, BEEEFEEETRFENEER NetScaler sz,

EEFETEE, BRE STRE, EEERENEE, FRE “RENEE",

£ NetScaler IEf7ECE& 03X NetScaler REMEETOH, ErILIESR NetScaler LHIMIEESTHRE
A E.

W

Ping —1 NetScaler 5

TR EIEARSS ping NetScaler 2, MUSEZI&&ERE A UAIME,

ping NetScaler sl

1. EEBEMENAMNEETR, B NetScaler BBE, AFRELH,
2. 1% NetScaler LB, BEBHIT ping #EH NetScaler s2f5l, AF& ST Ping, £ Ping HEES, &
AIUEE ping 2R .

1Bz NetScaler s2fIpyE& 4

I B BRI IR GIPT A ROBkER, R LAREREIE B M B IEARSS S NetScaler SERIRIERH,

1B NetScaler S2f5IR9ER 4%

1. EEEETEMNAENERS, BF NetScaler Bt &, AR THSEA,
2. 7 NetScaler =FIERH, BHERIM NetScaler £, SAfF8 & TraceRoute, 7 Traceroute SHE1E
, Al EE&EE NetScaler B4,

EF LM NetScaler 4l

UBEEEE NetScaler LHIMNRFCRSHERER, EIUEHAM NetScaler L4,

EEMRIEREY, EERSSFANREE. BAERT, EEBRSSERE 30 oM —gEHITER A,
B A NetScaler 5=l

1. EEBSEMENANERTR, B NetScaler BiE, AR ELH.
2. 7z NetScaler LBIEKT, LHEEMAIM NetScaler L6, AFEE “EMEAW .
3. 7 “HiN” HEER, BE B
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e/ B S R SEH

May 9, 2023

EAFEITES BEBNES RS NetScaler SDX 52 ERITHVIZIE. X R UEREH HEREREEERSM

Citrix Hypervisor LHITHESMFIEEH,

EEHEZAE

EREERSHITHMMERFTICREREMEET. EREXASAUEEEERSAARITIZE. BRI
REMEENRINFEVRS, EETLIBSREENOTRE, ZAF. BE. FREE. REEFNFAESHITH

o
HZESEEZN N, EREENE LR THERY. AAERT, —MRELETR 25 %2R,
ETFEZAT, BFRITUTIR:

1. ZSMERSR, BF ‘R4, ARRE “Hit’
2. # “BEZREXE B4, EUUERUTFEES.

« P& MITIRIENEEIRS AR,

o IP ik HITIRIERRSRY |P Hudk,

o IHO: RITRERARKEEEITRIR O,

o HERE: BFRITIRENZEIREZEE, §ig0 xen_vpx_image #1 login,

o BREM: BTFHITIRENZRENSER, 6 vpx_image_name MIBATERMNEF &,
o EIZBYIE]: 4ERLERIZ B ERIETE,

o BED PUTHIESS, BISDRM. MIBRFAESH,

o R BHITRUIRE, BIa0 “BiTh” ;ORI

HE ERRERMNAWRERER,; NFRIERTD), MHAESHNRES, 05,

3. ERREFRYESHITHE, BRI RVIERE,

FEARESHEEEMRREERSTE NetScaler LA EITTTHES, HIMALKEFHIMERE SSLIES.
TANEEESEEETHITH. EEEXMHEML.

ESAE BRZFFOTL EFEAENH LETHIERE. FAERT, — P RELETR 25 FiER.
ETEESET, BRITUTHER:
1. ESMERD, BF 28, ARRE “ES5AE.

2. EESAEEERFR, BEIUEEUTFAER.

BEESAE,
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o B EEBTHELEITHESHRM.

o RE ESHRE, Fla0 “BITHR7. BRRT FH KW
o BUITE: BITRENEERS AR

o FFUaBdIE): ESSFIRRIETIEL

o SERAYE): ESZLERAVETEL

A

BEEAESKEAE

ERESRERSEEMRERES " SDX LH LHITHES. BIESRERS, EUUEEESESEEHTH. B

BERMHENL. EXEBTRHITESHLAIR IP bk,
BEEESRERS, BHRITUTIR:

1. ESMERS, BF 28, ARRE “ESEE.
2. £ ESEE B8P, REESUBERESKRENFAES.
3. T ESKRERS B8, ERBEFRNATHITHRF, BREZITE.

EEAESHLAE

ERAESHTATEET NetScaler L LIETHESHERHTHRS. BIESHCAE, BUUEEHRTRSE

ERMIETTHELRN. EXSEREESTHHRSURSSRMHIRER,
EEEESHTHES, BRITUTIR:

. ESMERTR, BF 2, ARRE “ESEE.

. EESEE 8P, NEESUEEESRENFAES.

1

2

3. & “EBKREET EEP, WHESUEEESHLHEFAES.

4. £ “ESHTEE BT, ERBEFRNATHITHIF, BREHEZTIBIRE,

BEEMN

FREERSAFAETN “E4° EREVNEERS NIEEERS LRITHNESERNES

EEEEN, BRETIDERE:

1. &Mzl System (%%) >Events (F),
2. £ "B BET, ERUEEUTIFEAER.

o mEN BHTEN, TTREME. EX KRB BHNES.
KR EREMR 1P ik,

HER: EHERMEH,

K7 BRI, Bl PolicyFailed # DeviceConfigChange.
HE HREHEOER,

© 1999-2023 Cloud Software Group, Inc. All rights reserved.

162



NetScaler SDX 14.1

3. ERREFRNEMHHITHE, BREERVIARE,

NetScaler SDX i&&HIBHI

May 9, 2023

NFREAG (FINASSHINBEFRZIIEHIES) , NSAFHXBHFIRFEMREND NEMEEIXBES.
XMFEAFNENMAPSRAENRIEE, MEREARERMILE. B, FRL, MEKANMIEEMS, €
R EIFEPRHo

RiEI&IT, SDX EERZREEMMRE. 7 SDX g, SPLGIEERIRIMEM (VM) BT, BEECHER
NetScaler Btz CPU IR, WEXRR. MUTEMHEIE. SDX i&&E EHML |/0 RUAILURIERERGIEEE,
ER U ZLRESNMIFNEETENEETYERE, BBTEEE 0/xE0. HBTEEE 1/Xf 10/x #0, HiE
FEt AT AFEERETHE,

SDX iRENETERAISEEAEX, ERIFEERBENRNROAENMESHE, UTEREFHNESHE:

o HEEIRSH NetScaler LML FR—MEHESHITES,

o HEEIRSH NetScaler LA FRRIMMEHEFRE EHIEER— M RNEHIHITES,
 BREES,

EASIMEFNETREOH#ITES,

o BEEPKAHE-TYIEBRO#TES,

SRS NetScaler LAl FR— N MLHINES

May 9, 2023

SDX & & b —MiE 2 WEESRGI2FEERSM NetScaler LHIERE RHRFE— MWLM —E5. EUTERT, LLAF
EA:

REEERBERAIEER,
AR MEERHARIEEEERSNARSEFIE NSIP st FE S IRBERMLEK,

AILER—WEHRMEESG (FTEERE). VIP it e]UEARRNNEZHRRE (BTFEERE), ALEUERR
NREXIFFE S,

EUT AR, EERRSM NetScaler £HIR 10.1.1.x. WLEH—E5, #O0/1#10/2 2E®E#EO, 1/151/82
1G #dEEO, 10/1 %) 10/4 2 10G #uEEO. S0 LAIHEaCHETRYERD. Alt, SFREREIRIEE TR
BB OHE, FABRT, £ SDXRENEMEOLEA VLAN 28, £ 1G#EO L, VLAN B ERKIH 32 1,
10G 0O EBY VLAN HERFIN 63 T AILASMEOBAMEA VLAN 38, £ VLAN ZiE, UEEESRF
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EREMEOBE S 4096 ™ VLAN, 7ELERFIHR, VLAN SERZHEN, BASIIABEECNERED. §
X VLAN iHiEMESER, B5H SN % SDX %% F#7 VLAN FHEE5.

TEREA T mIERIA G
1. EEEERSH NSIP 89 SDX IREHIMLKIRH (ERFR—MEHRILH)

10.1.1.% (Service VM and NSIPs on the same network)

Instance 1
Instance 2
Instance 3
Instance 4
Instance 5

No sharing of data interfaces

TRYIE T ERTENRGIFBFEE NetScaler 26 1 S EMAE,

SEBTR S 1 9fE

B vpx8

IP st 10.1.1.2

PIZ& RS 255.255.255.0
ISES 10.1.1.1

XVA NS-VPX-XEN-10.0-51.308.a_nc.xva
THREVF ] Platinum
BIEREENMH ns_nsroot_profile
BR& vpx8

=i Sdx1

HaINEED Sdx1
Shell/sftp/Scp il =1

BW7E (MB) 2048

#SSL Chips 1

HIE (Mbps) 1000

SHHIESHK 1000000

CPU HZEBIN

#O 0/1#11/1
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it & NetScaler 324 1, wARBIFRT

1. EREEMENSMERS, BFF NetScaler BE2E, RAEREHLH.

2. 7£ NetScaler LfI&EE+H, #E “Hm,

3. 7z Provisioning Citrix S, ZBmSHHIRBIEE LXRPETHNSHE,

4. B Create (BIE), AfFEE Close (k). EEEM NetScaler 526 27~ NetScaler SEHIE K,

HEEMRSH NetScaler SLEIFARMMEHITHITES

May 9, 2023

FREBERT, REEESTRIAVTAMEERNENLARITERES. BIURTENKAEERNZELINE
IR, FIURSMTHILIRIE. BR, HFZ2EE, REEERTRAFEATLRASERRSMUFR—MER,
XERSREBFRPOELER, BELWRAEMAIREY, SMERER L FEFEREEE,

FEUTRAIR, BERSMT 10.1.1.x W&+, NetScaler £fIF 10.1.2.x ML+, #0 0/1#10/2 2E®EEO,
1/1 % 1/8 2 1G ##EENO, 10/1 % 10/4 2 10G #iEEO. SO EAEHEECHEHEEREANETAYIEED,
b, SSRIMERSINIRE LAY EOAKRE, VLAN SEFZHEN, BEASIMEABEE ST AEN. 5E,
2 VLAN I8, MEASMEONSNEFIEEERS 4096 1 VLAN. FLRFEIF, EEFERE NSVLAN, FEALH
FHZYERZO, HEEREH VLAN, 5% NSVLAN WEZER, 1551 7 NetScaler 5241

TERER T B ERIA G
1. EEEERSH NSIP 89 SDX REHIMLEIRFNEN (BB TR RIMLEFEISLHI)

Instance 5 -

ERISEEERR, BaifE SDX 18& LRIFEIERS S NSIP it 7 BAVRE. HE, NREFEREELINIEA NS
HHMZ2RT, AEERORE, NALGEFIFREMRETB L,

TR TARGIPAFEE NetScaler £ 1 MSEHZIFFME,
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SHBM 6 1 &

2y i vpxl

IP stk 10.1.2.2

P &iEhg 255.255.255.0
S 10.1.2.1

XVA x4 NS-VPX-XEN-10.0-51.308.a_nc.xva
Theeyrs] Platinum
BIEARENXH ns_nsroot_profile
BR& vpx1l

= Sdx1

HaiAZERS Sdx1
Shell/sftp/Scp il =1

BHW7zE (MB) 2048

#SSL Chips 1

18 (Mbps) 1000

SUNHIEEH 1000000

CPU HZEBIN

#O 0/2%11/1

AR GIFRR, BCE NetScaler 52 1

. ERERTRNSMERTR, B NetScaler iE, AFREHLG.

. £ NetScaler SLfI&EEH, B R

. 7EFAEC NetScaler BS 9, RRASHFHIRBRSHELEEN ERHETHE,

L BE R, RFRE XA, EEREM NetScaler I 2R7E NetScaler LHIEEH,

A W N R

SReXIHES

November 23, 2023

SDX k& B s B TEREXEHNES, DMZ HALASNEIEN T —EFIMNRERP, AANKREE REENR DMZ,
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EEEHRARNAEME, EE5EMMEIRREF, £ DMZ MRBNEFHYEF VIP titpye 4 NetScaler £HIZR
AR, 8B) SDX, ERIFIETE DMZ % VIP #ustpIsEfl, MURERESMETIEE VIP it E L6,

BE, ZREEASILEXIFIEERMIEEMLE, DMZ ALFIE9 NSIP sk el LU FE— MR, KEBMLEH
85 VIP 95689 NSIP sthisit AT LU F AR EEMLE Ro thoh, BERSSRAIZENEEEEFEBIINIRE
(SNE8EH2R) HITRREH. BRI UREMMEREREH REFPHAIENREHCRRE,

SDX &&EMMEEED (0/1#00/2), MUKREZE/\1 16 #HiEmOM/\1 106 HiBmO FNESTE). EEa LR
HIEROBESERO (Fl, YEEEEERCH VLAN B, RASEEEO ERAFRITIFE . NRXEMY, RKEE
EBRSHOREBLABILE, ARROEIRE. ERILUKALRE, WAILUERTES S SLFIREO EEE NSVLAN,
REFIMERRS 2 BN ERROZEAN, WASREAREZBNRE, B2, NMRENREPFHTELE, WAL
BERE,

ERS I EANTBEO#TES

May 9, 2023

EUTREIG, L2 ITMEN—ID. EO O/l HEABERS, BERSIEAE 10.1.1.x MEN—Z 53,
NetScaler 5251 2 #1 3 2 10.1.200.x M8 (VLAN 100) #9—&B43. NetScaler s2f5 4 #0 5 2 10.1.3.x W4& (VLAN
200) E,‘J_llelgﬁo

HE, ERILTERASLG LEE NSVLAN,
TERER T B ERIA G
1. £ WL FER NetScaler SLIf SDX & &HIMLEIRTH

Management 10.1.3x
r--r———=>"="="=>""">""">""">""="="7 r— -7~ 1
| I

I

WLAN 200
Instance 5

ces VLAN 200

SDX & & EEZDI M. MBEREIZEWO 1/1 FrEEnigiinO LS T VLAN ID 100 #1 200,

TR TARGIPATFEE NetScaler £ 5 71 3 IS ZFRHE.

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 167



NetScaler SDX 14.1

BHRBZTR

BAHR

IP sttt
BES T
BIES
XVA x4

THEEVFR]
EEREEXH
BF&

AT

A
Shell/sftp/Scp iAia)
2R (MB)
#SSL Chips
HILE (Mbps)
SHHESK
CPU

&0

NSVLAN

i (E0)
FRCHYEO

S 5 RYfE

vpx5

10.1.3.2
255.255.255.0
10.1.3.1

NS-VPX-XEN-10.0-
51.308.a_nc.xva
Platinum

ns_nsroot_profile
VpX5

Sdx1

Sdx1

=1

2048

1

1000
1000000
HZ B
1/1#10/4
200

1/1

wE ‘e’

NARBIFRT, BEEE NetScaler L5551 3

A W N B

. EERBENEHNSMERS, B NetScaler B2 E, AEHEHELH,
. 1€ NetScaler LBIEEH, BE “Fi"
. 7EEC NetScaler B8+, ZBASHHNIRAKSHIZEN LRPERNE,

. BE R, REBTE “XE. BEEM NetScaler 32612 R7E NetScaler LFIE B,

6 3 WA

Vpx3

10.1.200.2
255.255.255.240
10.1.200.1

NS-VPX-XEN-10.0-
51.308.a_nc.xva
Platinum

ns_nsroot_profile
vpx3
R

1000
1000000
HZEMMN
1/1#11/5
100

1/1

%E B
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BE S KROAXZE— M EBHEOHITES

May 9, 2023

ETURIERETEO LS BAMER VLAN 375, i, EE—1EfI EEEE 100 ML LR VLAN, ER1EE6I5 8 —
MNERNYEED, ABREIZEOLZA VLAN 38, EHEEEEAOMNLE EEA VLAN 38, XE— P LFImMEE
BB —PELFIRRE.

AR VLAN ZiEA2RE LN2R/IRE, ERIUERO LBASER VLAN T8, ZgBERN AT 5% EOXEKAFR
BXLHl. MREZMAT VLAN IR, NRZALUARE 4096 ™ VLAN, SIRBAT VLAN ZIE, MEL7E 10G #A Lk
BR% 63 MHIFIEH VLAN, £ 1G #O EEZALUEE 32 MHIFIEH VLAN.

FELUTREIF, KHIRSTMEH—EBD.

o BO 1/1 ERBEBEODEAFIBREG, &0 0/1 PELEIERS, BERSIMAE 10.1.1.x WEH—7.

+ NetScaler 524 2 #1 3 fiF 10.1.200.x W&, =fI4. 5. 6 1 7 LF 10.1.3.x WEH, £F 2 MLH 3 &
BN EENYIREO, S2f 4 7 HEWIBEO 1/7, 2615 6 H=¥IEEO 10/4,

« #01/7 LEBEA VLAN I8, %6 4 BREWMATISH VLAN 4, K61 7 R EWATIZ A VLAN 7, Rk, =4
4 HYREXSEA 7T R o MR, L7 BUREN LG 4 R W, 78O 1/7 LRSALEE 32 1 VLAN,

o 7E3010/4 LAY VLAN 28, AERZ T UEZED LEE 4096 1 VLAN, 7£3:415 LEZE VLAN
500599, 7Z3fl 6 LEE VLAN 600—699, £l 5 rTLAEEIRE VLAN 600—699 W/ &M L& RE, B
HIEEERHRGIWET. B, f]6 FUEZIRE VLAN 500—-599 I #MZHERE, BHIEETRER
AEEF

TEREA T mIERIA G
1. SDX & &HIMLEIRh, HERARSH NetScaler LIS L

Management 3

Service

VLAN 200
Instance 3
Instance 4
Instance 7

Interfaces 1/3 and 1/5 are dedicated VLAN filtering is enabled on VLAN filtering is NOT
to specific instances interface 1/7 enabled on interface10/4

TRIIETATGIRATFEE NetScaler LI 7 7 4 BB HAE.
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BHRBZTR

BAHR

IP sttt
BES T
BIES
XVA x4

THEEVFR]
EEREEXH
BF&

AT

A
Shell/sftp/Scp il
2R (MB)
#SSL Chips
HILE (Mbps)
SHHESK
CPU

&0

NSVLAN

S 7 YA

vpx7

10.1.3.7
255.255.255.0
10.1.3.1

NS-VPX-XEN-10.0-
51.308.a_nc.xva
Platinum

ns_nsroot_profile
vpx4
Sdx1
Sdx1

=1

2048

1

1000
1000000
HZ B
1/1#01/7
200

EAREIREEE NetScaler 243 7 70 4

A W N R

NITRO API

May 9, 2023

. EEREERNENSMERS, B “NetScaler BE”, SREEHLM,
. 1€ NetScaler LHI&EEH, BEHE “FN"
. TEBCE NetScaler B89+, REBASTHRAKSIILEH LRPERNE,

. BE IR, AREE XA, EEEM NetScaler L2 RTE NetScaler SLHIEEF,

St 4 B9fE

vpx4

10.1.3.4
255.255.255.240
10.1.3.1

NS-VPX-XEN-10.0-
51.308.a_nc.xva
Platinum

ns_nsroot_profile
vpx4
Sdx1
Sdx1

=1

2048

1

1000
1000000
HZ EIM
1/1#11/7
200
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NetScaler SDX NITRO thiX se & A4RIZ 7S NECE M 1548 SDX & &

NITRO ;@3 Rk M IRSH S (REST) HORMINAE, Fit, TUBERREES KA. NITRO MARER, Ltbsh, T
HFfER Java, NET =5 Python FEMRAIER, NITRO hYfERITEA BRI % TEGNMEXELT.
AR R NITRO Zai, Eximst SDX EEESHN T #E,
ZFA NITRO thill, BERHEBAEFSEEUTHR:
« i8] SDX i&%
o EfEH REST &0, BB — e m SDXIEEER HTTP 3¢ HTTPS 35k (JSON BB AE) B
A4, AUFERTAREESHIE.
o 3F Java B, HAE—MEM Java A4 TAEE (JDK) 1.5 HESRENES. aTLUM http://www.or
acle.com/technetwork/java/javase/downloads/index.html 7% JDK.
o 3 F.NET ZEPiR, EHTRE T A.NET framework 3.5 SESRAA S A LUM http://www.microsoft.com/downloz
Z.NET 1E28,
o 3F Python B, @8 ABE— <NITRO_SDK_HOME> %% 7T Python 2.7 iEShRAM AL LURIER
E (12 /lib #ElA).

FREX NITRO 346

February 16,2022

NITRO ##&LL tar XHHEIFZITE SDX IREMECESSAEFN “TH” ELEM. ST XX THHEUE tar 2
ARG LR HTP, I <NITRO_SDK_HOME> fE 4 A7 A

BXHREE
lib Fxzf3erhiy NITRO o AU L BERINE % P IR R FRFE 7 K B8 12 AP BEiAIE] NITRO ThEE, %
<NITRO_SDK_HOME> X 4R {R R FIFIX 4, AIFEBNE T ## NITRO SDK,

AR
o REST %t EXE&MAE#ER REST 1 08930H,

+ XF Python SDK, EMSAREEFFIHERE L. BXRERA, 753 \/README.txt XX,
</div>

.NET SDK

May 9, 2023
SDX NITRO AP 184 API B0 ERIAR 5 %45 AP| MIAE APl, EAATLIN NITRO S THIEHR.
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gtz

£/ NITRO ME—F RS SDX REZIURE, AREAEERNEENRIEHTIHIIE.

WIHEEIRER P Mt ZEETIE S (HTTP 3 HTTPS) REIE nitro_service XWX KR, RE, ErIUER
SR EIIEEERERNWAF RNEBERIRE,

AR BRAEZigE LIRERAPKE. ERILURITHRERER DS ENKF NERABIIRE,
LUFREICIEEER HTTPS thiltEE=! [P #ititdy 10.102.31.16 #9 SDX i

//Specify the IP address of the appliance and service type
nitro_service nitroservice = new nitro_service ("10.102.31.16", "https"

)3

//Specify the login credentials
nitroservice.login("nsroot", "verysecret");
<!--NeedCopy-->

AR ERE LA
B4 NITRO 24 nitro_service 34K,
BT 5I8&ERERE, RO TARIAR logout () 3%:

nitroservice.logout();
<!--NeedCopy-->

ECE API

NITRO thiXFTFAFECE SDX iR&RIH IR,

BTFEREZREN APl 54118 A com.citrix.sdx.nitro.resource.config B HH R TE. . XEEAHHEZEH
HNE— I HEs— 1 EN RUEBTERERIRN APL

a0, NetScaler ZRE%A com.citrix.sdx.nitro.resource.config.ns @z & =idl,

RRRREATHITEMIBREN APl LEREALURLIRRR. RRFZFMZREME. BRER. BEFRERUARISE
IRRITHEEIR(F,

BIREIR
277 SDX 1&& LOIZZEIR (5130, NetScaler S2fl), EHITUTHRIE:

1. EREENEMERFRERRRERIENE. ERE—MEERRMTFAGEENARYR,
AR XEERERFPRELAMREN, ELHENRZA, XEEFSRRTTRE L.
2. fEA#S add () FEBRRENR LHIISE.

LUFRAMETE SDX && EBIET—18A “ns_instance” 89 NetScaler 5241:

© 1999-2023 Cloud Software Group, Inc. All rights reserved. 172



NetScaler SDX 14.1

ns newns = new ns();

//Set the properties of the NetScaler locally
newns.name = ''ns_instance";

newns.ip_address = "10.70.136.5";
newns.netmask = "255.255.255.0";
newns.gateway = "10.70.136.1";
newns.image_name = '"nsvpx-9.3.45_nc.xva";
newns.profile_name = "ns_nsroot_profile";
newns.vm_memory_total = 2048;
newns.throughput = 1000;

newns.pps = 1000000;

newns. license = "Standard";
newns.username = "admin";
newns.password = "admin";

int number_of_interfaces = 2;
network_interface[] interface_array = new network_interfacel[
number_of_interfaces];

//Adding 10/1
interface_array[0] = new network_interface();
interface_array[0].port_name = "10/1";

//Adding 10/2
interface_array[l] = new network_interface();
interface_array[l].port_name = "10/2";

newns.network_interfaces = 1interface_array;

//Upload the NetScaler instance
ns result = ns.add(nitroservice, newns);
<!--NeedCopy-->

RERIRFAES

210% SDX ig& EHFRMNEM, HHITIUATIRE:

1. A get () AEMRERTREE, BERE—THERWR.
2. EAENEEER MR PIREFTRNE L.

U T RAKCIEHZERE NetScaler ZERFAE R :

//Retrieve the resource object from the SDX appliance
ns[] returned_ns = ns.get(nitroservice);

//Extract the properties of the resource from the object
Console.WriteLine(returned_ns[i].ip_address);
Console.WriteLine(returned_ns[i].netmask);
<!--NeedCopy-->
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RERZRFIHES

SDX & BWEE XEIAEFERIBRNAITHEE. EaUER NITRO B XS EE,
T RAICIEHEE ID 3 123456a B9 NetScaler 2RISR EERE:

ns obj = new ns();

obj.id = "123456a";

ns stats = ns.get(nitroservice, obj);
Console.WriteLine("CPU Usage:" + stats.ns_cpu_usage);
Console.WriteLine("Memory Usage:" + stats.ns_memory_usage);
Console.WriteLine("Request rate/sec:" +stats.http_req);
<!--NeedCopy-->

BHER
EEImgE LNAERRNEN, FHITUTRE:

1. ¥id BEIRBAEEHIEIRN 1D,
2. ERERHNBERITEERRAERENE. ERE—THEFENR.

AR XEERERFRELAMIREN, ELHENRZA, XEEFZRREIRE L.
3. A update () HERRFNR LHTEE,

LU RBIEES% ID 79 123456a B9 NetScaler SEFIMIRIREH A “ns_instance_new”:
ns update_obj = new ns();

//Set the ID of the NetScaler to be updated
update_obj.id = "123456a";

//Get existing NetScaler details
update_obj = ns.get(nitroservice, update_obj);

//Update the name of the NetScaler to "ns_instance_new" locally
update_obj.name = "ns_instance_new";

//Upload the updated NetScaler details
ns result = ns.update(nitroservice, update_obj);
<!--NeedCopy-->

R R

ENRIMERR, BEARE ERHSHE delete (), AEZBEMRRAERN ID ERSEEE,
LATFRGICREMIER ID J9 1 89 NetScaler s24:

ns obj
obj.1id

new ns();
"123456a";
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ns.delete(nitroservice, obj);
<!--NeedCopy-->

HERF

TRILFENE AR ERS N ERR, NTRARERRVMERE, Fld, Ea]UER—MEEPHRMSZ D NetScaler
SDX i&&.

BNAREME LS X, XEFEER—ARFERAN. BRMRRER. BRITHERE, BESMIEES MEE
NFAES, AR—REFFAESREEIRSS.

AT R ERFPRLERERMNERER, NITRO RAFEEREUTTAZ—:

o Bi, BEE-THEIRE, RITREL. EERAEZRIEITHSRSFRIER.
o dhER, BMERLHLSKRK, BRETHRPOFREHS,

R EInr
nitro_service() A&HigE
onerror 8, E5KREEEENEEFRENT .

LU RO TE—RARERAHRM T 4 ADC i& %
ns[] newns = new ns[2];

//Specify details of first NetScaler
newns[0] = new ns();

newns[0] .name = "ns_dinstancel";
newns[0].ip_address = "10.70.136.5";
newns[0] .netmask "255.255.255.0";
newns[0] .gateway "10.70.136.1";

//Specify details of second NetScaler
newns[1l] = new ns();

newns[1l].name = "ns_instance2";
newns[1].ip_address = "10.70.136.8";
newns[1l].netmask "255.255.255.0";
newns[1l].gateway "10.70.136.1";

//upload the details of the ADC appliances to the NITRO server
ns[] result = ns.add(nitroservice, newns);
<!--NeedCopy-->

SEAE

RIS FERIE TR ERVIRTS.
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o FIRAIEH 0 RIRIERT.
o ESHIRNBRTLE NITRO iEKET H 58,
BIRH B FRIEM T MR E iR RS E ML K.

com.citrix.sdx.nitro.exception.nitro_exception &K #17 NITRO API NMFIERE. ERNEXFENE
B, AILfER getErrorCode () Ao

BEXBEIZRBENEIFMNEE, 581 <NITRO_SDK_HOME> /doc xffrhifitey APl 8%,

REST Web Az%

May 9, 2023

REST (RERMREEH) B—METEFRMRSEZEESE HTTP ERMMEEZREFER. REST BFEHHEN
RS BWIHTREVRTS, 7 REST 1, RSBB[BIGHWEEN—ALEK, HhSNSLEHMEME—R URL 4RIR,

BIMARREE—MRE, FJUEZRETHRITUTIERE:

o B, BRIRAILE ‘A ARLEBMHRS[HER ERILERBRRAAXGR, BFRBREALAXG
FFXMHK, AAZEFHAZEIRNFREMERS. TUEERPER XML 5 JSON BRIEERS. B IRE
AILUEEA TR REIME— URL, &, BRSESFILUERHREIRIRFIEIEY REM— URL, BT EIRIE
KE§ HTTP 75752 POST,

o %, BRIHAILUBEER HTTP GET A E R R URL RIERFRIVRS. MESEEEE U JSON BHE

TR E RS,
o FH. WRILUEA PUT HTTP A347E JSON 5 XML RIEEARIRIZWN R R EFIREH URL, MTTEHUEER
RS

o MiBR. ERILUER DELETE HTTP 7AMARMRZMIPREVZEIREY URL SKEERARS SR InEFEHI TR,

BRT XM CRUD #2F (8UE. REX. BEHMAMMER) Z5, FREATUZIFEHMIGIEHIRIE XEARIEEMR HTTP
POST %%, JSON BRBIBERENIEE ERITINRELURIZIRIERIS L,

SDX NITRO API 1R#E API BSSEEI M AE D N R4t API F1ECE APl

Zgtiz0

£ NITRO ME—P TS SDX RERIURE, ARERAEERNEENSIEH#TIHEIL
EERWRPIEEAR ST, IEMIE ID BRAESIEFRAERLERERIERIRLFHEE,
AR BUIEIZEE EBRERAFKF. R URTHRER SRAKF NEEARERNIRE,
EEA HTTPS thilGEZZ) IP #itt)y 10.102.31.16 #9 SDX i&%&, EHITIUATRE:

« URLhttps://10.102.31.16/nitro/v2/config/login/
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+ HTTP 753% POST
- R
- sk

Content-Type:application/vnd.com.citrix.sdx.login+json
<!--NeedCopy-->
FE LA UERARHRAN NITRO A HHNABEE, il “application/x-www-form-
urlencoded” . WRAES RERAPEANAHER, AXEPRENEROBRERNTEESR
“application/vnd.com.citrix.sdx.login+json” BIFZZBIAERA.

- BROE
{
"login":
{
"username":'""nsroot",
"password":"verysecret"
}
}

<!--NeedCopy—-->

» AR
- fik

HTTP/1.0 201 Created

Set-Cookie:

NITRO_AUTH_TOKEN=##87305E9C51B06C848F0942; path=/nitro/v2
<!--NeedCopy-->

AR EXREHITHRTEEM NITRO &EHERSIE ID,

AR BARERT, SKRENEERBELTIFENNRE 30 nHEIH. ErILLEIE
ERWRPIEEMHENEE (UFRRM) REGBIEAR. fli, 2F@ENERENR 60 £, FERAMA:

{

"login":

{
"username":"nsroot",
"password":"verysecret",
"timeout" :3600

}
}
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<!--NeedCopy-->

e

TEE AT LUES TR EYIE SRAT K RIS E A P BB RER TS E URITRE MEIE, BN, E7Ee)E NetScaler L
BHEIRENRE, BRITUTERME:

+ URL
« HTTP 5%
o JEK
- fRk
X-NITRO-USER:nsroot
X-NITRO-PASS:verysecret
Content-Type:application/vnd.com.citrix.sdx.ns+json
<!--NeedCopy-->
- BROHE
{
n nsll g
{
}
+
<!--NeedCopy—-->
o MRz,
- fRk

HTTP/1.0 201 Created
<!--NeedCopy-->

BT 5k &RER, BER DELETE 753&:

+ URL
« HTTP 757% DELETE
o BXK

- trk
Cookie:NITRO_AUTH_TOKEN=tokenvalue

Content-Type:application/vnd.com.citrix.sdx.login+json
<!--NeedCopy-->
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fcE API

NITRO thiXFTFFECE SDX iR&MIH IR,

B SDX ZEHE— 152X — URL, EABRTERITHIRMERE, BTFEEREN URL WEILWOT:
http://<IP>/nitro/v2/config/<resource_type>

BIEER

E7x SDX ig#& LeIRZER (Flan, NetScaler S56l), BERERFNKRPIEER FAHFMEMEXSH. Fln, Zel
%5 vpxl 89 NetScaler L6, EHRITUTERE:

« URL
« HTTP 5%

* IEXK
- Rk

Cookie:NITRO_AUTH_TOKEN=tokenvalue
Content-Type:application/vnd.com.citrix.sdx.ns+json
<!--NeedCopy-->

- BXMAEH
{

llnsll:

llnamell : llvpxlll 5
"ip_address":"192.168.100.2",
"netmask":"255.255.255.0",
"gateway'":"192.168.100.1",
"image_name":"nsvpx-9.3-45_nc.xva",
"vm_memory_total":2048,
"throughput'":1000,
"pps":1000000,
"license":"Standard",
"profile_name":'"ns_nsroot_profile",
"username'":"admin",
"password'":"admin",
"network_interfaces":
[

{

"port_name":"10/1"
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"port_name":"10/2"

}

<!--NeedCopy-->

RRFTRFAEESNAITHER

LRI T AR SDX HRFAES

o BHR SDX & LRERRIFAES, BT URL FEEZREY ID,
o ZREXNTEBORARNEN, E7E URL PEED IR,

Z URL W& X A: http://<IP>/nitro/v2/config/<resource_type>?filter=<
propertyl>:<value>,<property2>:<value>

o MREHBERTESBMIREROFSHR, WAILBIHEXLEERIDN “TUH HERRENRUKIRA
HIERXLELER,

BN, RIGEEEES 53 1 NetScaler LFIH SDX Li0FRFrE NetScaler £6l, 5EE—MABIER IS
R 53 1, FNBLERREENSREH 10 ™ NetScaler L6l (6. RE, BAMRSBHIREN.

EOIUMERATIEEAFRHESHIEENY, AREATEEAFHESHIEEERRENIL,
Z URL W& X A: http://<IP>/nitro/v2/config/<resource_type>?pageno=<
value>&pagesize=<value>

BRGRIRFALRFIENE SN ERIIE. SMERBRIRULY, EEHEFALUERRZEERNEANRE,

AR ETHIERAEROIMNEERERE, EALUER count query string SRIERERBINZRANITEL, M
TREBRARE, BRENAAM NetScaler 2fIvEkE, URL RK
http://<IP>/nitro/v2/config/<resource_type>?count=yes

EiZ ID A 123456a 9 NetScaler SHIMEEER, BHRITUTIRE:

« URL
¢ HTTP 57 GET

EIHEIR

EEHMUMEN SDX FR, &ER PUT HTTP A%, £ HTTP i&RGHF, IEEBMMEMARBERNESE, fiin, B
¥ ID 9 123456a #9 NetScaler SLHIRRFREXR A vpx2:
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« URL
« HTTP 5%
o EREMAEH

-tk
Cookie:NITRO_AUTH_TOKEN=tokenvalue
Content-Type:application/vnd.com.citrix.sdx.ns+json
<!--NeedCopy-->
- BROE
{
llnsll:
"name":"vpx2",
"id":"123456a"

}

<!--NeedCopy-->

TR R

ERRIERIR, 17 URL s EEMPRMZERNIBETR. Ha0, EMER ID 5 123456a 89 NetScaler 241, BT
TRE:

« URL

« HTTP 5%

o IEK

- fRk
Cookie:NITRO_AUTH_TOKEN=tokenvalue
Content-Type:application/vnd.com.citrix.sdx.ns+json
<!--NeedCopy-->
211

ERILANEIRELS N ERR, MNMEAREBRDMERE, F90, ERIUER—MEEFRRMZ D NetScaler
SDX 1&#&. A LIE—MERFRMARLEEHZE R,

T RRHERFPRLERERMNERER, NITRO AFEEREUTTAZ—:

o B, BIE IR, RITEFL. EERAEZAIBITHSRSRBRER.
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o d4E, BMEREGRSRK, BRBITIRPIFIESRS,
A& A X-NITRO-ONERROR &#7EiERIr kP EREFIFENITO
EE—MEEFHM 2 ™ NetScaler BRHE— o CRMBIBEIRE, BRITUTIRME:

. U RLo
« HTTP 5%,
o BERBEHMAEH.

- fRk
Cookie:NITRO_AUTH_TOKEN=tokenvalue
Content-Type:application/vnd.com.citrix.sdx.ns+json
X-NITRO-ONERROR:continue
<!--NeedCopy-->
- BROE
{
llnSH:
[
{
"name":"ns_instancel",
"ip_address":"10.70.136.5",
"netmask'":"255.255.255.0",
"gateway'":"10.70.136.1"
}
I
{
"name" :"ns_instance2",
"ip_address":"10.70.136.8",
"netmask":"255.255.255.0",
"gateway'":"10.70.136.1"
}
1
+

<!--NeedCopy-->

BHERIRERRMSZMER (NetScaler i MPS BF), HE— oS RMBILEE:

« URL.
« HTTP 557%. POST
o ERBERAEH,

- Rk
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Cookie:NITRO_AUTH_TOKEN=tokenvalue
Content-Type:application/vnd.com.citrix.sdx
X-NITRO-ONERROR:continue

<!--NeedCopy-->

- BRHEH
{

llnSII:

"name":"ns_instancel",
"ip_address":"10.70.136.5",
"netmask":"255.255.255.0",
"gateway":"10.70.136.1"

"name":"ns_instance2",
"ip_address":"10.70.136.8",
"netmask'":"255.255.255.0",
"gateway":"10.70.136.1"

1,
"mpsuser'":
[
{

"name":"admin",
"password":"admin",
"permission":"superuser"

"name":"admin",
"password":"admin",
"permission":"superuser"

}

<!--NeedCopy-->

.ns+json
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SEAE

IR F BRIERIRFEPRT.

o FIRAEH 0 RIRIERT.
o FESHIRNIBRTLIE NITRO B8RS H

HBRE S FRIRM T BN E 2R AN S E I B

NITRO Y T{F[RIE

May 9, 2023

NITRO Rt Mm% F ik ARZFMTE NetScaler SDX i&& Lizf7# NITRO Web RRS4AM. BEFRIHRNARERFS
NITRO Web R$sZ ian9i@ s & F 6 HTTP 5t HTTPS & REST xR 4514,

1. NITRO IR

REST request NITRO
+—REST response Web Service

Client
Application

FARBATERENS R

1. ERiRAERFR NITRO Web AR5 &% REST iEKHS. /A SDK BY, APl ARSI AMERAY REST 15K
HEo

2. Web AR08 REST iEKER,

3. NITRO Web BRSS#$4RH REST MRSE SRE IR imN AEF. A SDK B, REST MESH B ERIRA
AP 3 FRAE Rz R

ERAREMRDME LHRE, BEMRSBURARNBE DRSS EFRMEBRRRIRS. AEEI—RMEESE
H FHEIARS 25,
AR AEX EHNREREZA, WHRNAMIRE (BEAHEN) FaMAERSS LAPRZ.

NITRO APl AR EZRFH, IR, FFHMABREFEEITS— NITRO APl Z#i%R3kE NITRO Web iRSS
MR,
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Java SDK

May 9, 2023

SDX NITRO API 1842 API B9SEE A&7 N RS AP MEEE APl EE A LUST NITRO 2 E#1THRPEHRR,

gtz

£ NITRO ME—P RS SDX RERIURIE, AREAEERNEENSIEHTEHEIL

BIFIEEIRER |P i FERERIEEMIN (HTTP 5 HTTPS) REIZ nitro_service XMxR, AfG, ErILUER
X RHBEBIEEEERNAFARNBRERILE,

AR BRAEiZigE LIRERAPKE. ERILRITHEERER DS ENK, NERABRIRE,
LUFREICIEER HTTPS thiltEE=! [P #itit)y 10.102.31.16 #9 SDX i&&:

//Specify the IP address of the appliance and service type
nitro_service nitroservice = new nitro_service ("10.102.31.16", "https"

)3

//Specify the login credentials
nitroservice.login("nsroot", "verysecret");
<!--NeedCopy-->

AR ERE LA
[54:89 NITRO 12EHfERA nitro_service 31%,
BT SIRENEE, BROTAREA Llogout () Ai:

nitroservice.logout();
<!--NeedCopy-->

AcE API

NITRO i AT FEE SDX & &EHNFHER.

BTFEREZREN APl S4B A com.citrix.sdx.nitro.resource.config B HH B TE. . XL MR ZEH
WE— M REE—1E N REBTFEERIFHN APl

40, NetScaler #FEA%R com.citrix.sdx.nitro.resource.config.ns B & =i,

RFERREATHRITIFZSHMIREN APl, XERETTURIZRR. RERXRFAGEENRIHER. EMHRR. Wik
RIRURXI T RAITH EBIR(F,
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BIEER
E7E SDX 1&#& LRI RIR (Ia0, NetScaler 5£61), iEHITUUTHRIE:

1. ERENNEERITRERFRERENE. ERE—EEHRMFTFAEENAEFTR,
AR XEERAERPRLEAMIREN, ELHENRZA, XEEFZRRERE L.
2. fEA#S add () FEBRRNR LHIIRE.

LU REICIETE SDX && ERIET —1 &R “ns_instance” B NetScaler 5241:
ns newns = new ns();

//Set the properties of the NetScaler locally
newns.set_name("ns_instance");
newns.set_ip_address("10.70.136.5");
newns.set_netmask("255.255.255.0");
newns.set_gateway("10.70.136.1");
newns.set_image_name("nsvpx-9.3.45_nc.xva");
newns.set_profile_name("ns_nsroot_profile");
newns.set_vm_memory_total(new Double(2048));
newns.set_throughput(new Double(1000));
newns.set_pps(new Double(1000000));
newns.set_Tlicense("Standard");
newns.set_username("admin") ;
newns.set_password("admin") ;

int number_of_interfaces = 2;
network_interface[] interface_array = new network_interfacel[
number_of_interfaces];

//Adding 10/1

interface_array[0] = new network_interface();
interface_array[0].set_port_name("10/1");
//Adding 10/2

interface_array[1l] = new network_interface();
interface_array[l].set_port_name("10/2");
newns.set_network_interfaces(interface_array);
//Upload the NetScaler instance

ns result = ns.add(nitroservice, newns);
<!--NeedCopy-->

RRARFAER

210K SDX ig& L RFERNEN, EHITUTERE:

1. A get () AENSERREE, ERE—TRRWR.
2. ERBERAESERTFMERPIRIFTENEL.
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U TR0 ZRFTAE NetScaler ZRIIFMES:

//Retrieve the resource object from the SDX appliance
ns[] returned_ns = ns.get(nitroservice);

//Extract the properties of the resource from the object
System.out.println(returned_ns[i].get_ip_address());
System.out.println(returned_ns[i].get_netmask());
<!--NeedCopy-->

RERRRAITHES

SDX i&EIWEE X HINREFERBERNAITER. EFLUER NITRO HEX LTI,
LU TFRGIEHE ID Jy 123456a B9 NetScaler 2R IHEE |

ns obj = new ns();

obj.set_id("123456a");

ns stats = ns.get(nitroservice, obj);

System.out.println("CPU Usage:" + stats.get_ns_cpu_usage());
System.out.println("Memory Usage:" + stats.get_ns_memory_usage());
System.out.println("Request rate/sec:" +stats.get_http_req());
<!--NeedCopy-->

EIAEIR

EEIMLE LMBERRNBEMYE, FHITUTIRE:

1. % id BMISEREBHHNEEFEN 1D,
2. FRENNEMEMEERRAMEREMENE, ERE— TR RNR.

AR XEERERFER EAMISEN, ELENERZE, XEEFRRBESE L,
3. M update () FEBERENR L HIIRE,

W TRBIESHE ID f9 123456a #9 NetScaler SEAIBIRZFREH A “ns_instance_new”:
ns update_obj = new ns();

//Set the ID of the NetScaler to be updated
update_obj.set_id("123456a");

//Get existing NetScaler details
update_obj = ns.get(nitroservice, update_obj);

//Update the name of the NetScaler to "ns_instance_new" locally
update_obj.set_name("ns_instance_new");

//Upload the updated NetScaler details
ns result = ns.update(nitroservice, update_obj);
<!--NeedCopy-->
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R R

EHRMERR, BERFRL LAREESAE delete (), AEARREMRNERN ID fEAS LS,

LA REICEEMIER ID 9 1 &9 NetScaler s2f:

ns obj = new ns();
obj.set_id("123456a");
ns.delete(nitroservice, obj);
<!--NeedCopy-->

HERF

ERILEANEARELSNER, MMRARERDMERE, F90, ERIUER—MEEFRRMZ D NetScaler

SDX i&&.

BMRREME—ESZE, XEFEER—ARFERAN. BRMNGRER. ERITHERE, BERMIEES MEF

HEFEAER, AE—RMEEFAEERIXIIRSE.

AT R ERFPRLERFERVNEREE, NITRO AFEEEUTTAZ—:

o Bi, BEE-THIRE, HITREL. EHEREAEZHEITHHSE

o U5, BIERLHSKRNK, BRBTHRPIFAEHS,

AR BUE
nitro_service() AE+HigE

onerror 8, E5REEILEENEEFRENTN.
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ns[] newns = new ns[2];

//Specify details of first NetScaler
newns[0] = new ns();

newns[0] .set_name("ns_instancel");
newns[0].set_ip_address("10.70.136.5");
newns[0].set_netmask("255.255.255.0");
newns[0] .set_gateway("10.70.136.1");

//Specify details of second NetScaler
newns[1l] = new ns();
newns[1].set_name("ns_instance2");
newns[1].set_ip_address("10.70.136.8");
newns[1].set_netmask("255.255.255.0");
newns[1].set_gateway("10.70.136.1");
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//upload the details of the NetScalers to the NITRO server
ns[] result = ns.add(nitroservice, newns);
<!--NeedCopy-->

SEAE

RS F BRIETRIRFEPRES.

o $IRAIEH 0 RIRIERTH.
o FESHIRNIBRTLIE NITRO iERES H

HBIRHE TR M T BN E 2R AN SR E 1 B

com.citrix.sdx.nitro.exception.nitro_exception #4317 NITRO API BNHFrE B E. BERINEXRENEE,
ALER getErrorCode () Ao

BEXEIRABEFMNA, ESHE <NITRO_SDK_HOME> /doc X#FhiZii APl 8%,
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