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Sep 19,2016
BYEMRFENEE , RARFEBEEARE LEFHEAAKS. REAPRSEEEER , WRRLAFEERHAL
RPBZE)E , AT RUS I IEMEI% 24T 2 8 SRR GIIK P SR E B A H 6,

EEAFEBE IR ER2GURNERE. KNBNESRL2IE—X , UHREBECEEKIE.
BURSEREEVEUT =AM

o HBETHMEEREILTHE
o HEIREFMEETRSE
o StoreFront %4 )R

BB RS ERLE B RCEEH A

o RFAE. ECERBRFEMERRS , BiEPREFMEMIE. BURARIEK UL BRFSELEEK .
o rhRTFfEMAL : BT FEEMRS ENEERIENNELZNE,
o WHRAUEIK/ | ShREFHEHTIRE. KK FEXNHREFEAEFSZEMNE AR,
o BEHREEMEEK, : ATMEIK P FEE%E,
o AFECE. BCEMLLA/A/OURIERBRFSENEETIRE , HIEEWF IERS SR AIBOA RS bt
o MEAFEE : EXEMRFEEEEMNBIRA A , HPAIEFE Active Directory R F/4H/0U,
o VFANUEARSSASHILE © RABEFE XenApp X XenDesktop Platinum Edition P{EFABMRFEMEE. mKFTIERSFRA
WA 11131 RE SRR
o R EREUHIEPRBIMNEE AL,
o ZRAMRSHILL : 55E BBNARS BRDE E ARSI URL,
o SHKIE, EERTIHEMULRUSEEFLRRER,
o [ N\ A RGRE SR N[A) B A it eh AR AN [a) Bl ek 4
o N RIBAFMTEFEATIEMMIEET IR,
o SHI/SARLRIATA.

BBVRS EREE RS

B BNIR S HERDE B RS #E Web fRE#8 LiE1T , AR FEEH Windows BHBAK A#GH Windows K., &AM FARERER
@i StoreFront ZXFIHARS .

StoreFront %4 lET

{§ /A StoreFront A AiF A AR ERIBNER., FHHXLEZRE , A UEESEBREGISRIK . FXREAGEER
55 %) StoreFront XAFHE RS HBES,
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o ITHEMMFENEEEHAR , FTRETIUARHEEENES 4, [#646300]
fRRTTIE « NFFAF AR TS EH A BEEHES .

e Windows 2016 R ZEME MIAIM S BETTIATE Windows 2016 FiE R EBIRS RILEEITHIA, [#648939]
fRR7IE AT REREIRERS ERESR.

o MRBABHRM PR EDRET WRABOFERAMAE (1X)  HEEWAFASAZEHRREEERK ()
W, MBRERMER) |, WHHXABREERN ST , 24 NNIRNETTEFAEEERN., [#653221]

o {3 Citrix Receiver for Mac i , JEM XS NV RHESIRAER FEIRER StoreFront Bf@JR, E4H StoreFront JFERFTER
fa , E5REAER. [#657263]

fRRFTIL -
1. 7£ StoreFront VR JEF A EANHA 4.

2. B TN R R RIETNY BRE IR
3. %] Citrix Receiver for Mac , EFHFTIF , AT B R{ESi%40.

o ¥ReaBM Single Sign-On SHMRIETH#E|BEIRETRLEER , XA AL EANREBRNEERH AT ER,
Mg A TRIF AN ARBI R, [#657277]

fRRTTIE © RIAWEHIAFFERITIT.
o FAERTOIFHTH & NREEBIEIMTFEFAFE StoreFront PEIR. [#654913]
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Important
Citrix RIS LR R AM AR FRERAL, BELARS B LNEABS TREEAL,

EXNRT BB BIRS HREEWRIRAFRGER. ABESETTEAERRE M RRHRERSIRIRE A EK.
Lo<Gs
FH B BRS ERE AP RT R TR R R R T ARG,

e Windows 2016, Windows 2012 R2, Windows 2008 R2 (FK{i T3NS A3 4 = AR 14 24 (AR S M E 15 R
Windows 2008 R2, FXFMEE , WEAGIETRFME. ) - BPRFEEEERSHIERTE.
e Microsoft Windows Installer 2.0 B{E ShR4 - FTAHAMGHE R,
e Microsoft .NET Framework - BBIRE BRLEE RE BERREK,
o 46X (Windows 2016)
e 4.5.2 (Windows 2012 R2)
e 3.5.1 (Windows 2008 R2)
e Internet Information Services (IIS) - BBIRZ BREE REBRERTE,
e IS 10.0 (Windows 2016)
e 1IS 85 (Windows 2012 R2)
e [IS 7.5 (Windows 2008 R2)

BBRS HALEE R

o BENARS TRLE ELAM - hR1Ffk
o THINIIE - SMB =
o TEHESK - 4 30 KB R =]

ASP.NET 3.5/4 .X Z5Kk
ERT#H Windows Server 1TE |, &3 NET Framework hRASf) ASPNET 2H 44,
MK PER

ZEREMBSEREERS ZAT , BHRE UK FAH BT XHRRZRSE. A, BTFRS(ER HTTP (HTTPS) , Akt ,
FELTERSRFHEIDES | (FHET LM (TLS) 4885 StoreFront #HTE1{S.

R FEHRUEEK -

TRIIRS Z BT, FMEBRALM (CA) SRELRNBIAAERLLEM (PKI) (Z0RATA) REATHT TLS BIEMNRESS4
Coanan el

JRFFRB AT BRI -
R EHERMAIKSERIE .
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o BENRSHKS,

FEEBRRRABEER AR ETHIMEEMXRAPNER., AXFMAEE  BERTEE.
StoreFront

StoreFront 3.7

Citrix Receiver
XFF

e Citrix Receiver for Web
e (itrix Receiver for Windows
e (Citrix Receiver for Linux

RHFF -

e (itrix Receiver for Mac
e (itrix Receiver for Chrome

o BIMEE (BMFLET Receiver for Web th RS 4F)
1E5MEB5 NetScaler Gateway 45415
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BFE RIFAE

RRIECE GRS RNEER
EHAPRE

B G AE[R) 8

FEHSHRIE

REFACEBS

TR Z AT, TR TIIERF RS

‘/ -

WHEEMFR P AR P RER ORI AR IF TR, WERASER,

SRS HTFR TLSAEBRUMKS. ESRRGE RPN L L YRR K.

RIS 5. SRS 2308,

BT R, ESOET R,

TREABBFBOEE, HHFCEARE A RS HBEE,

fEARHAREARSENEER. HERTENEaBRSHNEE.

£ StoreFront_LECE BBNRSHALEE, HSMACE StoreFront,

WRAMRFFNEERECRLRE. WERALL0E 3.

| RIS B SSLIEBIMK . ES M REMRIKFAER",

| RRIRS F ) SSLUEBMK . ES R REMAMK FER,

1£ StoreFront ERCEABIMRSHALEE . ESMALE StoreFront,

RRMEEINF
ERENRSIHETRSMENS , BHERIKSWRRIBA S | 3#EBTRES % LNAhEIE A,
BB T IRF R BRI EE

. RIFANEIRS BB HIHREIRARARA 11.13.12, WM https://www.citrix.com/downloads/licensing html FEF A IERS 25
. BRI,

. REABRSERES,

. R AR E SRS ENES,

. (EFBBRS HRLE & MRS AL AL E StoreFront,

BRI

HTFREER , KNEWEERIESTENRSEREERSHTEN LARTREFH,. HTHEESTADRSERELRSHFNNE , MREBMS BOEERF BT EHLZHIRSHFHHF SMB N
B, WP R EIETIEMEIZE |,

u A WwN R

BEIhBE(NAE Windows Server 2012 R2 & Windows Server 2016 e[, Bt , {3 FIIAZ UL Z AR R A7 AR R STHF Windows Server 2008 R2,
BIBURAIRIK

BN BRI AR EHURA S, EREREE R/ A ETE RA PR A PR E A BUR AR .,

4 Windows Server 2012 R2 5 Windows Server 2016 @&~ Rz

HE BN RS B E B IR S 2 AP R 7k fE A Windows Server 2012 R2 8% Windows Server 2016 Bt , 1R BBAE A R HIRBARHTECE , MATRME FIRfEME S, &5 %%+ Encrypt data access (/N
WHIRAIR) FHR AR LR EPIR TR,

1 ZE/3%) New Share (FiEHE) mS  WITHFIRSFEMES. £ File and Storage Services (UFFFMEIRS) WMEERA L , FEAME DL Shares (#F) |, SRfa%dE Tasks (f£%) >
New Share (Fgi=Z) .

2. FELEMEREPIESE Select Profile (JEIFECEIM) |, ¥E#% SMB Share - Quick (SMB #£% - i) |, /58 Next (T—2) .

3. EAMERPEZFHFNE, WIRPEFEE FAZHAZNRSHUREELASRNRZ NS  RERET—5.

4. fEAWEAETDESE Share Name (HZ&FK) |, BAFHLZHFK , 620 CITRIXSYNCS |, A/58dE Next (T—2) .
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5. FEZAMEET L Other Settings (Hfthi&®E) , ¥6#¥ Encrypt data (JN#%GE) |, BUBET Allow caching of share (RWFEFHZ) |, SA/F8E Next (T—2) .
6. EEE N Share (HZ) MR , WBEAMEKDEIE Permissions (AR) , 4A/F1E#% Customize permissions (BEMANR) > Share (#F) .,
o ik “Everyone” (BB A)
o FIMAF“Full Control” (5E£#5H]) AXBRAY Data Proxy Account (EiE(IRMK /)
o IR “Full Control” (5E£3%%]) AR Local Administrators (AihETE &)
o FMAF“Full Control” (FE£45H]) AXPRAY Domain Admins (HEIER)
o MM A F AT Read” (1EL) BRI Network Service (FILEARS)
7. AN NTFS AR |, WEEZ M AAR %% Permissions (AUR) , 1%64% Customize permissions (EEMANR) , 7 Disable inheritence (A fgki&) , #A/5%4% Convert inherited
permissions into explicit permissions on this object (B4R AR ELR R R M BHAUR) .

= New Share Wizard =1 11X

Specify permissio

Advanced Security Settings for CITRIXSYNCS == =
MNarme: CA\Shares\CITRIXSYMCS
Owner: Administrators (ZMAKG-CLIENT3\Administrators) Change
Permissions Share | Auditing | Effective Access |
For additional informatio Block Inheritance - ble),

Permissian entries:

i What would you like to do with the current inherited permissions?
Type Principal F2 Y

3{, Allow  SYSTEM ‘You are about to block inheritance to this object, which means that permissions
2 Allow  Administral inherited from a parent object will no longer be applied to this object.

]
82 Allow  Users (ZMA|
52, Allow  Users (ZMA|
52, Allow  CREATOR(Q

Remove all inherited permissions from this object.

—
Cancel
Disable inheritance

[ Replace sll child object permission entriss with inheritable permission sntries from this abject

8. Z Mk CREATOR OWNER/Local Administrators/SYSTEM (fliE#5 T4/ AMEIE R/ R5) SMAFTER | iE4E Customize permissions (EEXAR) > Permissions (AR) = , #i
Remove (%) .

9. Z4% CREATOR OWNER (452 #ffi55%) > Advanced permissions (SZ&AUR) , HH#d Edit (i) FHEUMETRUTAUR :

o Full Control (52£:4%4!)

o Delete subfolders and files (H&F3c4e R34 )
o Change permissions (AR )

o Take ownership (3EXETA)

Permission Entry for CITRIXSYNC l;li-

Principal:  CREATOR OWNER  Select a principal

Type  [Allow v|
Applies to: [ Subfolders and files only V]
Advanced permissions: Show basic permissions
[ Full control [ Write attributes
Traverse folder / execute file [ Write extended attributes
List folder / read data ["] Delete subfolders and files
Read attributes Delete
Read extended attributes Read permissions
¥ Create files / write data [[] Change permissions
Create folders / append data [[]Take ownership

[ Only apply these permissions to abjects and/or containers within this container Clearall

Addl a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

10. R AAA “Full Control” (5E£3%%H]) ANRA Data Proxy Account (¥iEMIRIK /)

11 At A Z AR Read” (1ER) AURIK Network Service (M4 RST)
12 7£“New Share” (¥i@#=F) ) SZMEIET LR Confirmation (BA) , KELUANETHHLZIRE , 8 Create (812) FHARITRSEFCHRINTFE , Af58dE Close (XM)) .
13. £ CITRIXSYNCS HZ #4324~ F 30 #4+3& CentralStoreRoot #1 People,

BR  EMHREIRRIBIK AXTIXMANF 3R Full Control (FT232H]) AUR.
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2 Windows Server 2008 R2 fJgch Rk

BEMERRT BBRSEREERSNE—RSHF LoD RN , REHEELE Windows [ k3% AR LETFEE)

1 B — AR (CITRIXSYNCY) A ZRIRE R , SRFEIEMF 33X CentralStoreRoot #1 People,

2 BE AR FHRTHAZAR

a. AfEEAE CTRIXSYNCL T4k | 1%3% Properties (J/@t4) > Sharing (#£%) > Advanced Sharing (S&®E) .

b. % Share this folder (ZUr3r¢sk) AR , SR/54 Share name (HZZFR) &RE A CITRIXSYNC1S,

CEFTHENR , 65T Permissions (AUR) , BIBRFTEZOARS, , RBEHRMAF Full Control (5T£9%4H)) AURM) Data Proxy Account (¥R /)
%) AR Local Administrators Group (A1%TE R40) , A4 Full Control (5T£3%%]) AXRA) Domain Admin Group (3E&THR4H)

Service (MLXIR%) .

d. 83 Caching (£%7%) 3% No files or programs from the shared folder are available offline (\ZHZEXHEFHUXHRREFERVRETATA) .

Advanced Sharing [ x]

[ share this folder
——

[~ Settings

Share name:

CITRIXSVNCli

Add Remove.

Limit the number of simultaneous users to: 16777

Comnmments:

Bermissions Caching
oK I Cancel | Apply I

3 ERTREMR , EAMHATE CITRIXSYNCL 3143k , SR f51%4F Properties (JBH) > Security (k%) .

, B4 Full Control (E£4%

, AR EA Read (AUR) #) Network

4, ERETTHEAUR | 8 8E Advanced (5%%) > Change Permissions (EZANR) , BUE%S Include inheritable permissions from the object's parent (AFE%T 5 AT & T AT 4k
)

EAPR)  RREREEOPHAE AdD (FM)

I sdvanced Security |[Windows Security
L . ‘wharning: If you proceed. inheritable parent pemmissions will no langer
Peamissions | Avditing | propagate to this obiect
b
1 . T ——— - Click &dd to convert and add inherited parent permissions as explicit
permissions on this object
¢ Permissions | _ .
- Click Riemove to remove inherited parent permissions from this object
Tor vie dit
A - Click Cancel if you da not want ko modify inhertance seifings ot this time
Object name: Remove Cancel
Permission entri
Type | Name | Fermissian | Irherited Fram [ apply To
Allow SYSTEM Full control [} This folder, subfolders a...
Allow Administrators (ZMAKG-.,  Full contral < This Folder, subfolders a...
Allav Users (ZMAKG-%A521Use... Read & execute et} This Folder, subfolders a...
Allow Users (ZMAKG-%A521Use,..  Special i This Folder and subfolders
Allav CREATOR OWHER Special et} Subfolders and files onky
P dd, | e, | penoe |

b I Includs inheritabls permissians from this object's parent

L ™ Replace all child object permissions with inheritable permissions From this object

5.8 Edit (4##8) {53 CREATOR OWNER (8ZERTHHE) MR , FrEEET TR

o Full Control (52£:454)

o Delete subfolders and files (M&F3CEEFS4)
o0 Change permissions (EHALR)

o Take ownership (FREXETEHY)
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. Permission Entry for CITRIXSYNC1 E

Object |

Mame; I CREATOR OWNER change...

Aefl g esdmrssnafins s 3670 Data Predy Account (BUEACIENKS) | V4E Properties (BYE) R3ELead Edit (4#8) . SMIRF CREATOR OWNER/SYSTEM/Local Administrators (4l
Eer 2/ Z 7 53] &gy &

2 (R PEE A, R 5 I0E7 Full Control (52£#54%)) AURA Data Proxy Account (MuBAIRIKS) |

RIFEEH

Genaid | Shaing Smiy]mmwmlnwl
Object name:  CACITABSYNCT

(Group of user names:

& CREATOR OWNER

&, 5YSTEM

&, Adwnl pdmin@nalocal)

B, Administiators ZMAKG KAS 2\Adrminishalces]

To change pemissions. chek Edt.

ER Alow Deny

Full conkiel Clear Al
Madly

Read & suseuts
List fcider contents
Read

OO00O00000000¢

=

v

Wike !
= = Cancel
For special pamissions or advanced seftings. anced ] —I
chok Advancad b

Leam sbout accags control snd pesnung
SIS T T |
7.7 NEA Read (iZHY) ARA Network Service (MZ&ES) .

8 Z/SM SMB EL L , RS IA > BIELTR > FtRLEM. ELMEETD  EERSEE > 400K > REWA.
9. JAM Microsof t R4 % fih: SHB{EEHTHF AR GRS F W) 7 Microsof t PR ARS8 STB{SHTHFESR GIRE P AW,
10. EfH TR Vila A dheh 7764 |, ETTAL Windows Bk HEBLE. BXREMMEE | EWERILE IO E.
TRMEEAMRSENER
AT XenApp Fl XenDesktop ¥ F+ .,

1 EEAMRSEREERRA SIHRBAT SRAITIRIE.
2. ks EFFE > #2FF > Citrix > Citrix BBRFHLEERE R EARS ENEERS.
3. FHAITIFN , SRR TR REASRICERS.

-] Self-Service Password Reset Configuration =& =
& File Action View Window Help

«=| = 5=

1 Self-Service Password Reset Configuration ; L3 Actions
(73 Service Configuration CITRIX' - - -
& . Self-Service Passwaord Reset Configuration -
ser Configuration
»

1 Identity Verification View

1 . 2 Mew Window from Here
Service Configuration

First canfigure your Self-Service Password Reset servicee Refresh

Properties

B @E

Help

User Configuration
Add a user configuration to domain users

Identity Verification
To manage your questionnaire

MRS ECE
RRELLIRS 28 | ERREE QT AP, BIRRIK ARG BRI A,

1 FEFREETEERSARE , AREANERTATHRRSACE.

2. EPREFENEFET |, IRETREFMLE  AFAET 5.

3. FESECE R N, AR dEE.

4. TEEBARAIRIK A R BB AR B BRSSP 2 ERD , AKX AEHE. T—SHTMR.

RFEcE
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1 FEEMERTEFRAAERER  RAREaWERh et A rRE.

2. e AFRERET , EXEMRSFERSEARASA M Active Directory RERINA F/4H/0U , RERTT—H.

3. EREWTFREL , IEEFERS S , RERET—5.

4. EREFNEERE L  ERASGIEEER P EREBIERATE AN NG FTEEH Windows ZRLARGTHIZIK S |, 18 RSInO bt , ARG,

BRERAFREMHREES | FEREERFIE.

SHRUE

1 EEMERTEERSHRIETR , AREANEET S HEERER.

2. ERTREBRSHRIEFR L |, SEIAES | RRSERRASSEARBREABERNIEE  AREET—5.

3. EREFREFHL , AERMAER , EXAETRANED , BHHE , ARAET—5.

4. IERERFHT |, BERMIFEE—NRE, JUERA LB THARAEREEEMRAMAMA. SERILTRE ERRER , ShalRAmE.

AXREESHWIERBRERES , BSREESHRIERE,

B FEE

BEAFERE , SR RUEHIA FER StoreFront I REAITAMSMNL. AIEHAFRERCEMETHNAFAREMBRSBLNEE 2 IPTHIRE— LK. FEE , BTMENELIEHFRE.
FFECEREXS Active Directory R4&4EM) (4ALREAN [OU] i8N ) 85 Active Directory AAKERIK A A ARE—REERE.

FFRERNTEMARR

o 5 Active Directory s /E4&45H) (OUZREAAI ) 3k Active Directory £AAHXEXHIA /2

FEE : 4T Active Directory JREAEA B RAMITAHBRZHF.

o FFANEMRS S
o BERERE (KAMSANERNER)

AR ARCEZ AT, EHRECAREE AT EM :

o bR
o RFME

BRAARE

1 KR #EIFE > FrATEFF > Citrix > Citrix BBVRSFRERAE.
2. EETET  EERFRET R,

3. TERMESRETD | SEVRIOAT AR FACE.

RAF. oU ZA

FFECER S 42 A PRLE U AR A P E KRR .

A FRCE KB

EHEFNEI : AREE Active Directory B4REEH (OUZREAANFS) 3K Active Directory AXREXAF. MATE , MUEAUBT S ERAES A NGRS A FECES A F B SHARREEMZ AN REX.
5 AR E S4B AR XBNAESE B Active Directory S IRIIER Active Directory ISP 323245,

e A AARERE E%E OU. AAZE (A RHAFRE S wiER RE mSP) .

EE  HTRNEREREMSAURS (510, SR RSUREER) BEEEMRSENERK e EEHENNA AT, FERANNERA.
REFT

FAFERER SPEREFTRE VAR E B BRS HILEE R SE ARV ERS 2.

FES « (WUATIET XenApp 3k XenDesktop Platinum Edition B 74 6( FIRRSE B Th4E.

R BV UE AP RERSHBHRMGAS (W RIFAFRE R wERFEE ™ ST) .

SRR EERE

BENRS HREE AN AERFEERN NG TEEH Windows BRIMEMETFUHK . ZERAMRSENEENA L, FTUEFEERNEE.
ERRERS ENER R LIRS LA A ERRME - RUSER M\ AMFRAFLEE R WERFEE mST) .

BIRHHYIOUEA)

Citrix BBNARF BB EREIEH ANSHRIEDSRET — M ATERSSHRIE, APRSELEENK A HIMXKNTERLFEANTRAE. TUERARRIIERT BELEBT KR LR
R pliin) i,

o MREIEMAFEMHER RHEIARIUARE | EEEMMENRBNE X, HENERSEHAAERHTEN B , RETXTHEANE X , RYEEZEERK A T EETER SUERME
ES

Ro
o FEAMMAERN, DRSS R RS AE AR AN — ARSI B AEERIEM T TTE TS MIEMER SR, f7E Receiver ITIF 1S I M EIE—AH e .
o BARLEEANBETZANREMMEA, QERLEMAN | QIZNHTAREE T TRERBADER.

TERIBA T SRETIRGE | VIR T AR BRE

1. Kk BEFFHE > BIATERF > Citrix > Citrix ABRSG EREERE.
2. HERKT , ERESHRIET R,
3. FERRMESCET | BEEIREE.

WEIAES
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ERSBEAT , BRLENRLAEEASHYIHAREXHFRFEMES BR. MRWESAUR , BYRSENEERERAEHEERIAEE BRI,

1 Kk #EIFE > FrATEFF > Citrix > Citrix BBRSHENEEACE.

2. EEBHET , ERESHRIET R,

3. FERRMESRET | IR,

4. EETRBNSHITRE LOIAES THIERT | EFRNES.

BRREERR

REBRFBINBEEN A FERERLFARRSAESHIELRTREERMEMT BANRLEH. SRUEEN , BFREREeR. SRIMIRT , RRERTRXLR FRARERAU
BREMBANPEHR, SHRESETFAABARER KX RARGRERIMARMHUREER,

EETIREM SRR T L RS RENER.
BRARERBR

TR Z M RERREFF AN REIEE—MEE. EIREH— MRENZ#EIE, Receiver PHEMAEASAFMELEHESREMMEEERMAMEMATER. NRKESATH , A
BhARS BALE A (E ARG S BRI,

AR IRERSFENES , AEEERERSRERMNZIEEESRENAFDR. MRERNRERGRE SEM BRIFRENLA , QB AR REFERAES.

1 ERLRB A LAES TRSIRS  EF—MES P AGERMEA, AP BR R[S HEE.
2. FER LB ITEIES QI Ha .

BER | WME YRR R I A RSN A BIEEN.  REERMRER | £ A5 SRAREUR REXRHTR .
ARMEGREEA RERSCE

EEMBFERN, BERAE R SRR E EE AR RN — ARSI TS B PRI i TTE TS HIIEMEE SR, A7 Receiver PITIFES BT /AEIE—ARIAM. 4RiER)
B L5HI R FERER.

BE  IREHFENARE  FELAERERBME L. XTHEASBEFSHRIELRETAAERPHIA—B. B, BTSRRI SEMOERRLEN DR,

1 ARLRBERE _LRES TR EE—ES.

2. YRR A A TR

3. fRIER SR HEAET REH.

ST LRBA

USRS A ERARSHN TERZENRLER, FNZIEERTRSMNIEMABENAFEE. BR , SEF DXL RERAT - Re[EAT.

Bign , WEBBETAT I E B EEERTRN AN | FEAERA R AZEBAPERREHP M= (BERE) o XEEKA PR REHEE R AR AT S HRIEN S
£

Ro

1 ERLRBTAE L AERMA.
2. ERSFBAIHEIET |, HRKA , EFAE , AFRERFBARERIR S E,

iR LRBA

ERZEHEENREE , ARSERLMBERE LMRWE. WA BR REFBASHEE , HPaTEARSABAN—BANREABIIER,. LaT7EAT MRS S RERCER. SIS
ARATR, WA AR R SRR T b RE e S

AmMEBRRARER
ERERTHRMEMIRTLEBMRSE, RREARFEROIF LT, MREXTHER , FREMAFEER StoreFront FHITENEMMES .

1 BHFERTE RN RAE R RNE A,
2. B EHBIERET AT R BERRE.
3. #d bR TR A EIEG ARG R,

(i =g roans
BTAMRSERLESR , EATABITUTHRE

o SAHSHRL[RHE,
o DX A MR LRI,

SAESHR LR
ATAGNE S R 2[R EAFA LR,

1 Kk SEIFE > FraTEfF > Citrix > Citrix BBRFBOEERE.
2. EERRT | EESHRIETR.
3. fERRMER AT, AENTREZ—

SARL[E-
FERE AL AU G AR 2 A AN B

SRR
FERE AL E DA S R R AR .
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Sep 19,2016
AN BEHRARLHMENEE 8RS EOEEAGFTEIITHLTE.

e BEE Internet Information Services (I1S) X E
o Qi AFEER PRSI ik PSR ik S
o MEMHIERE

BCE Internet Information Services (11S) X &
BNANTERE , LIARRTEECE 1IS MPMSevice S,

1 REEMRSEMEERS G , 7 IS EHFF Ad Web 3h MPMService, ESHRUET , KIKERE Windows H4%
i, SERETHRMARRF.

a. MRBRT AAEXFHINE , Kerberos B ZEMEERF KM, F bR E Kerberos | BAEE SHEE FHEF
1“5 AN AR SR I AT #F Kerberos,

b. R HFER Frsth | W] AR AR BB RN Negotiate:Kerberos, 185 M “EJE IR HEFERF 3R k% AT A H b
RIEFERF.

Advanced Settings _

Extended Protection:
|off v

Click here for more information online

[] Enable Kernel-mode authentication

By default, |15 enables kernel-mode authentication, which may improve ~
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do not
disable this setting if Kerberos authentication is used in your envirenment and the
application pool is configured to use a customn identity.

Click here for more information online

Cancel
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Providers _

Enabled Providers:

Megotiate:Kerberos

Select a provider from the list of available providers and click Add
to add it to the enabled providers.

Available Providers:

v
Megotiate
MTLM
MNegotiate:PKUZU
Cancel

2.7E IS IR KA MEAEF | Bad Web i MPMService, 7 SSL&EBE , BFHZESK SSL.

Bl BBIRSIK

MREFABMRSENEENEEEERIK ~RSTEE  BAERSICETETIEE BBIRSESR A TRITEREENK ~ 4%
PURERBBIIRSIK . EHHRARIK P AE EBHBUR |, BIRNIAENEE RIS AP RK A HTEEE. BUERTH
AR -

o AR
o A P ERLE EAIK FAESAUR

£ Active Directory FIFHITEMLF |, 22 ERBEE A A REMARS R ik AR A Fik .

1. £ Active Directory T ENF |, ARt ds , RREXRPATHTIRIEH.

2. WEE B NERIRIRA S, ERIDXEES |, fET—H.

3. FERFPHAXNEIET |, BRI, 7E5RPERERHFTRK ABRNA |, ReREME. ERPMAEETS | &
FHF—,

4. FEZROESNEETS , REQIBBEESFEZIK , A T—5.

5. 7£ Active Directory St ERBISTEIEF |, BH REEXNXERFHTIINE > AR, R F—5.

6. TEBPRITIEIES | W EHAKEE BHESNEIE. EAPRY RS |, EHEE lockoutTime, B A lockoutTime, EE®HHS,
RS, 1%HN userAccountControl, B\ userAccountControl, iZHX pwdLastSet fIE A\ pwdLastSet Zi%HE |, 4R
ERET—5.

7. ETAEHIZEIRE SXTEES | BAEHTER.

ACER KR E

AT BB S EREE RS RN REFMER S [AFRREER TR, Fit , AR NEEEME I E X LA N
FEX LA R BB E WA EAGHTUIR. AMARNENAT HREAXLRSFEHICE Windows B kismEHITH
SR, FKIDEZWEEENA MERRLEN , IR LIRS F SR EMEREREIE.

EREFTAXLRESS , RREEARFHHER (SMB) AB RS HEEE RS H7R MRS BREET RFERSS
FHRBEET HTTPS &M StoreFront fRE 25 EBIRS BREE RS S.
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A Windows 2012 R2 BIEfe L ZEpE

A

£

,
,*  Central storage server

StoreFront Self-Service Y
Password Reset . Active Directory
server
License Server
R

o FHELTAMRS AR LHNEEMRSELETAN. B XLLA A S5IE StoreFront 2k Delivery Controller 2B 45828 £ 4R [R)
HIBRG2SLE , BN, TEE RN AIEEET8E4ARELE StoreFront B¢ Controller jiE.
e StoreFront 5SEMRS HREEE RS 28 2 BIARGFEIEER HTTP/HTTPS HIH,

2R StoreFront SEBIARS HALEE MRS 25 Z MFAEEMIEERAIE | EEG JOEARIFR B BIIRS HALEE RS2
BEARBEMARIEAR =530

o XU T FRRACE S 7E Windows ERIAR MISHLNgERL 2 F .
B Bh RS- AL B P RF MR B B A

TREESE , BERS BENEE D RFMIRGN SMB IRFEN_ ERAENBMRFS EREERSSIE , FHEBMRSED
FEPRFMEIRS SRS v _ERBEE) AV ML ERARSS .

LITIFMRSG 38R , FNTREPSAE LT RASEAFTEFSERSE Windows Bk,

2. fEEE RS Windows BikdEs , G REXFTH Windows FiJoEEtE. A=1Br SBcEX ! , BURBECEX
. TREEXAMAREKEN M. ERIRERER . FHORBIORIKEREANTT , BASERRE AL
BHIERRE N,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.14



d
File

= =

Action

View

Windows

Help

B2 Inbound Rules

I B, Monitoring

e Windows Firewall with Advanced Secung

Outbound Rules
Connection Security Rules

‘Windows Firewall with Advanced Security o al Computer Actions
~ | Windows Firewall with Advanced... «
ﬂ Windows Firewall with Advanced Security provides networlk security for Windows computers &) Import Policy...
a| Export Policy...

Firewall with Advanced Security

Cverview

Restore Default Policy

Domain Profile is Active

Windows Firewall with Advanced Security on Local C... i—‘ ‘ Diagnose / Repair

'@‘ Windows Firewall is on
O Inbound connections that do not match a rule g
"Q' Outbound connections that do not match a rulg

Private Profile

& Windows Firewall is on.

Q Inbound connections that do not match a nule 3
O Qutbound connections that do not match a rulg
Public Profile

& Windows Firewall is on.

Q Inbound connections that do not match a rule g
Q Outbound connections that do not match a rule

g Windows Firewall Properties

Getting Started
Authenticate communications betwe|

Create connection security rules to specify how and
protected by using Intemet Protocol security (IPsec).

@ Connection Security Rules

Domain Profile | Private Profile I Public: Profile | IPsec Settings | View 4
@ Refresh
Specify behavior for when a computer is connected to its corporate &5 =
domain. D Properties
State
Firewall state: On frecommended) Help

@t

Inbound connections Block {default) -

II

Qutbound connections: Allow (default) v

Protected network connections Customize

|

Settings

Specify settings that control Windows

Firewall behavior Customize...

Logging
4 Specify logging settings for

Customize..
troubleshoating. omize

(=]
=

o

Cancel Apply

3. YRS R E S A A R E TR | 3B 5 MEH SRR ENTT | BRI B AN, [
R FT I E L,

4 FEASEHNF | S AAFTENAEZ (SMB-In) , FEFPRIANEENSER |, BREREARFER.

&
File Action View Help
| 2

& Windows Firewall wit

Inbound Rules
utbound Rules
¥ Connection Secur

Y
1 L Monitoring

5. FEXHFAFTENHIALZ (SMB-In) @t |, EHEFEREHF , WXL Pt , R8T BBRS HMEE RS 1P it

https://docs.citrix.com

Inbound Rules

-

Mame Group

@Cwe Metworking - Router Advertisement {(ICMPvG-In) Core Metworking
@Cnre Metworking - Router Solicitation (ICMPvE-In) Core Metworking
@Care Metwaorking - Terede (UDP-In) Core Networking
@Core MNetworking - Time Exceeded (ICMPvB-In) Core Metworking

.D\;trihutsd Transaction Coordinator (RPC)
.D\;tributed Transaction Coordinator (RPC-EPMAP)
.D\Strlbuted Transaction Coordinator (TCP-In)

Distributed Transaction Coo... Al
Distributed Transaction Coo... Al
Distributed Transaction Coo... Al

Windows Firewall with Advanced Security

@File and Printer Sharing (Eche Request - ICMPwvd-In)
@Flle and Printer Sharing (Echo Request - ICMPvé-In)
@File and Printer Sharing (LLMNR-UDP-In)
@File and Printer Sharing (NB-Datagram-In)
@Flle and Printer Sharing (NB-Name-In)
@File and Printer Sharing (NB-5ession-In)
J SMB-In
File and Printer Sharing (Spooler Service - RPC)
@File and Printer Sharing (Spooler Service - RPC-EPMAP)
@File and Printer Sharing over SMBDirect (IWARP-In)
@Flle Server Remote Management (DCOM-In)
@File Server Remote Management (SMB-In)
@File Server Remote Management (WMI-In)
@55l Service (TCP-In)
.I(ey Management Service (TCP-In)
(@ Message Queuing TCP Inbound
@MessageQuEuing UDP Inbound
.Netlogon Service (NP-In)
.Netlogon Service Authz (RPC)
.Netwnrk Discovery (LLMNR-UDP-In}
.Netwurk Discovery (NB-Datagram-In)
.Netwurk Discovery (NB-Mame-In)
@ Network Discovery (Pub-WSD-In)
@ Metwork Discovery (SSDP-In)
.Netwurk Discovery (UPnP-In)
Metwork Discovery (W5D Events-In)
.Netwwk Discovery (WSD EventsSecure-In)
.Network Discovery (WS5D-In)
.Perfmman(a Logs and Alerts (DCOM-In)
@ Performance Loas and Alerts (DCOM-In)

ile and Printer Sharin

File and Printer Sharing Al

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing over...
File Server Remote Manage...
File Server Remote Manage...
File Server Remote Manage...
iSCS| Service

Key Management Service
Message Cueuing

Message Queuing

Netlogon Service

Metlogon Service

Metwork Discovery

MNetwark Discovery

MNetwork Discovery

Metwork Discovery

Metwerk Discovery

MNetwork Discovery

Metwork Discovery

Metwerk Discovery

Metwork Discovery
Performance Logs and Alerts

Performance Loas and Alerts

Actions
Pr ~ | Inbound Rules
Al i

Mew Rule...

Al o
Al S Filter by Profile
Al S Filter by State

7 Filter by Group

View

G Refresh
Al 5 Export List...
Al

] Help
Al [
Al File and Printer Sharing (SMB-In)
Al @ DisableRule
Al
Al & o File and Printer Sharing (SMB-In) Properties -
Al (| B2 Cepy
Al x Delete Protocols and Ports I Scope | Advanced | Local Principals | Remate Users |
Al General ‘ Programs and Services I Remote Computers |
Al D Properties

- This is a predefined rule and some of its properties cannot

ol =|| E e @  pemodicd.
Al General
Al T e
Al
Al Description:
Al Inbeund rule for File and Printer Sharing to alow Server | A
Al Message Block transmission and reception viz Mamed
Al
Al [w] Enabled
Al
Al Allow the connection
2: ) Mllow the connection it is secure
Al Cu
Al (' Block the connection
Al
Dc
Pr
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WRINEFIRE, Fia0 , BBIRS EREEE RS2 A (192.168.1.10) BB RS BZIME B ARSE 2 B (192.168.1.11),

6. FEXXHFAFTENHILZ (SMB-In) B+ |, BHEISEEMF , EFIEXHR. TRAMAM | FREXEALN AT HE

C'@

7. FESCHE IR S 25 A2 B (SMB-In) FISCHAFFTEPHALZ (NB-Session-In) FIASHFILR_EE R HEIR.

FEBNRS ERLEE R 5 S ECE A

SRECER . BBRSERNEER RSFHEAA Web RS- R 8B A HTTPS @i StoreFront fRS5-251a1R) , 37 B B BIARS BHRY
EERS R BETIRIDA MRS

LTRSS EERS | NS _ LN T AR BRPEESEKTSE Windows FkiE,

2. fEEE RS Windows BikIEs | EFH REXPHK Windows FiddgEtE. A=1Br ISECEXH , BUSECEX
. ERREXHNARRENM. EEEREERF. BHOEHIGERERENTT , SAERRE MR

B ERRE N,

P

File Action View Help

«% @
e Windows Firewall with Advanced Security o

B3 Inbound Rules

Y Outbound Rules

g’!_ Connection Security Rules
» Bl Monitoring

Windows Firewall with Advanced Security

Windows Firewall with Advanced Security on Local Computer

# Windows Firewall with Advanced Security provides network security for Windows computers

Actions

Windows Firewall with Advanced... «
| Impert Policy...

42| Export Policy...

Cverview

Restore Default Policy

Domain Profile is Active
'é‘ Windows Firewall is on.

G Inbound connections that do not match a rule g
"Q‘ Outbound conne ctions that do not match a rulg

Private Profile

'@‘ Windows Firewall is on
G Inbound connections that do not match a rule g
G Outbound connections that do not match a rulg

Public Profile

@ Windows Firewal is on.

G Inbound conne: ctions that do not match a nule 3
G Qutbound connections that do not match a rulg

E] Windows Firewall Properties

3. YRS R E SR A R E SRR | 305 BEFAERARE AT | # A

RFREHTHER.

Getting Started
Authenticate communications beiwe:

Create connection security rules to specify how and
protected by using Intemet Protocol security (IPsec)

H Connection Security Rules

Windows Firewall with Advanced Security on Local C...

Domain Profile | Private Profile I Public Profile | |Psec Settings |

o
Diagnose / Repair

View

Specify behavior for when a computer is connected to its corporate
domain.

State

i‘ P Firewall state

On {recommended) ]

@ Refresh

D Properties

E Help

Inbound connections: Block {default) v
Qutbound connections: Allow (default) W
Protected network connections Customize ..

Settings

f—

Logging

L

Specify settings that control Windows

Firewall behavior. Sl

Specify logging settings for

troubleshooting. Customize..

Cancel

[=]
=

BRI ERR ENRRIE. Y

4 FENSERNF , EFEREMRS (HTTP HAE) , FEFHRHANREACERA , BHRERE AR,

5. FERAEMARS (HTTP RAR)EMT , FEEFEmF , SEEXX MR, TRAMAR , FREX AN HTHKE

C'8

6. FEASEHNS | FEEFAEMPRS (HTTPS RAE) , FHFEFHEHAMNRENCEA , #HRERENVER.
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& Windows Firewall with Advanced Security = | =] =2
File Action View Help

= 2[mE =

@& Windows Firewall wit| [T e Rit o] Actions
::r;b::]und :uRIels MName Group Profile ~ || Inbound Rules -
c ut °:'_:_ : == || @ world Wide Web Services (HTTP Traffic-In) World Wide Web Services (HTTP) Al @ NewRule
o onnecton SEM | @ world Wide Web Services (HTTPS Traffic.In Secure World Wide Web Services (HTTPS) Al
I+ B2 Menitoring Wi . ) 7 Filter by Profile 4
indows Remote Management (HTTP-In) Windows Remote Management Public
@windows R World Wide Web Services (HTTPS Traffic-In) Properties Doma ||| 7 Filter by State »
.WindowsR mpatib.. Al = || SF Filter by Group »
.Windows M | Protocols and Ports | Scope | Advanced | Local Principals | Remote Users tien (.. All .
.Windows M General | Programs and Services I Remote Computers tion (... All View ’
Windows M tion (... Al G} Refresh
. ?n s @ This is a predefined rule and some of its properties cannot fon (
.Wlndows F be modified. ent All |5 Export List...
.W?ndows Fi General ent All Help
@Wlndowsc S Name: on All
.TPM Virtua % |Wor|d Wide Web Services (HTTPS Traffic-n)| nt Privat World Wide Web Services (HTTP... ~
:Im :f:ua Descrption 1: goma @ Disable Rule
? ua Aninbound nule to allow HTTPS traffic for Intemet ~ | ?ma &" Cut
@ e virtug Information Services {IIS) [TCP 443] it Privat i
.SNMP Trag] i Dema 5z Copy
@ sNMP Trap Enabled Privat || 3¢ Delete
.Secure Sec All -
Acti Properties
.SCW remod] |.or'| B it - Fard All B L
@ sCW remot /\1):,\ #wﬁ_ ) kard All Help
" e
.SCW remot () AMllow the connection if it is secure bard Al
.Routing an All
.Rout?ng an ) Block the connection Al
.Routlng an All
. Remote Vo All
. Remote Vo All
. Remote Vo All
. Remuote Se All
. Remote Sel All
. Remote Sel All
. Remote 5c Ent All
. Remote 5c Ent Al
T S [ ok |[ Cancel || feply 5

7. FEAEMRRS (HTTPS IRA )BT , EXEFEEEM |, XLt IP iht , IR ATH StoreFront fR452% IP #ulLIR
nEj%)FRep . Fia0 , StoreFront A (192.168.1.50) #1 StoreFront B (192.158.1.51),

8. FEAHEMARS (HTTPS RAE) BT , BEXEISEERF , EFECEXPBR. TRMAR , FRESHANFT R E
H.

TEA Windows 2008 R2 (A -t =202

TREER , Bk E TR R Fumi{EA SMBia), REEMNASHISE) SMB S E |, FFA RAEEA HTTPS &M
StoreFront fRE-25ARIE MRS EREERS .

LITIFREREHER | NS LN T AR AT EESKT S Windows Fikis.

2. fEEE RS Windows BikdE , i REXFTHK Windows FiJoEEtE. A=1BrSBCEX ! , BUSBECEX
. TREEXAMARKEN M. EHIRERER R, FHOREIIORKEREANTT , BASERRE AL
R R E N,
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o Windows Firewall with Advanced Security = [ =] =
File Action \View Help

= =

e Windows Firewall with Advanced Security o RUTLEREISIERE UG ERELIEL R T BRI T T T Actions

Inb d Rul ) _ )
B2 Inbound Rules ~ | Windows Firewall with Advanced... -

§ Outbound Rul
C:nnDeLLI';on ::(sunty Rules ﬂ Windows Firewall with Advanced Security provides networlk security for Windows computers &) Import Policy...
1 B Menitoring a| Export Policy...

Cverview = Restore Default Policy
Domain Profile is Active Windows Firewall with Advanced Security on Local C... Diagnose / Repair
@‘ Windows Firewall is on

! Domain Profiie | Private Profile | Public Profile | IPsec Settings | View 4
O Inbound connections that do not match a rule g
- : . ; 1@ Refresh
@ o0utbound connections that do not match a rule Specify behavior for when a computer is connected to its coporate
domain. D Properties
Private Profile State Helo
@ Windows Firewall is on. * SEAME = On {recommended) v
o Inbound connections that do not match a rule 4 Inbound connections Block {default) A
Q Qutbound connections that do not match a rulg Qutbound connections: Allow (default) v

Public Profile Protected network connections Customize
& Windows Firewall is on.
Q Inbound connections that do not match a rule g
o Outbound connections that do not match a rule

I

Settings

Specify settings that control Windows

Firewall behavior Customize...

B} Windows Firewal Properties -
aging

i Specify logging settings for -
Getting Started 4_' toubleshooting. Customize...
Authenticate communications betwe|

Create connection security rules to specify how and
protected by using Intemet Protocol security (IPsec).

@ Connection Security Rules

(=]
=

o

Cancel Apphy

3. YRS R E S A A FRE TR | 3B 5 MEHERARENTT | BRI G B AN, [
R FT A E L,

A4 FEASEMNF | SR AN AR TAGEAN], FEFRAGEHNE S, SR | s AR TR
B, SRRBET—H.

erver Manager

File  Action Wiew Help
e 7mEli=]

ks Server Manager (SFINSTALL) Inbound Rules | Actions
=

* Roles
Features Group Enabled Inbound Rules
m Diagnostics '9'COM+ Metwork Access (DCOM-In) COM+ Metwark, Access all Mo Allov d Mew Rule. .
= Eﬁ’!' Configuration '@'DFS Management {DCOM-In) DFS Management all es Allow
U Task Scheduler '@'Performance Logs and Alerts (DCOM-In) Performance Logs and Alerts Comain Mo Allow 7 Filter by Profile
= windows Firewall with Advanced Security '?'Performance Logs and Alerts {DCOM-In) Performance Logs and Alerts Privat... Mo Allow T Filter by State
n Inbound Rules '@'Remote Deskiop Licensing Server - WML (DC... Remote Desktop Licensing Ser... Al Yes Allov F Fiter b
(Outbound Rules 50w remote access firewall rle - Svchost - ... Windows Security Configurati,.. Al Mo Allows Fileer by Group

5 ) ;
& Connection Security Rules Mew Inbound Rule Wizard

B, Manitoring
. Services Rule Type
5 WML Control
% Local Users and Groups
25 sStorage

Select the type of firewall nle to create.

Steps:

» Rule Type what type of nule would you like to create?

@ Protocol and Ports

@ Action " Program

@ Profile Fiule that controls connections for a program.
@ MName &+ Port

Fiule that controls connections for a TCP or UDP port.

 Predefined:

BranchCache - Content Retriewal [Uzes HTTF) j
Fiule that controls connections for a Windows experience.

' Custom
Custorn rule.

1 S |
5. EFRASEFNIE S, EFEPRIFEO . TCP, FEEAMIRN , EXAIETRA 445 , RARATHT—H,
6. IR ASEFINIE S | EiFiRE, BHIbER , AR E 5.
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7 FEFRASEANE S, EEECEXA. 8. TRNAR , ARBE T2,

8. FERENEHNIE S |, EEEH , WAL , AReE T2,

9. EASHFNF | EF MRS (HTTP RAE) , FEFOREHANERENSER , BREREARIER.

B gt C_onfiguration
(1) Task Scheduler
=] Q windows Firewall with Advanced Security
=1 Inbound Rules
ukbound Rules
:'l. Connection Security Rules
B, Monitaring
L Services
5 WML Control
k Local Users and Groups
=5 Storage

10. FEAEMARS (HTTP RAR)EHT , F3@EFEmF , SFEXXHR. TRAMAR , FREX AN AT HKE

C'®

A LI Q1 ILE PO UG | ISLG LIS S YIS G R
4 Secure Socket Tunneling Protocol (SSTP-In)

0 warld Wide Web Services (HTTPS Traffic-In)
C) DFS Management (SME-In)

4 Fil= and Printer Sharing (SME-In)

& Metlogon Service (NP-In)

¥ Remoke Administration (MP-In)

0 Remote Desktop Licensing Server (NP-In)

' Remoke Event Log Management (4P-In)

0 Remoke Service Management (NP-In)

C) Terminal Services (MP-In)

' File and Printer Sharing {LLMMNR-UDP-In)

8 Mebwork Discovery (LLMNR-UDP-In)

O Mebwork Discovery (WSD Events-In)

0 Mebwark, Discovery (WSD EventsSecure-In)
C) Core Metworking - Dyvnamic Host Configurati...
b windows Remobe Management (HTTP-In)

0 Core Metworking - Dynamic Host Configurati...
4 BranchCache Content Retriewval (HTTP-In)

0 windows Remote Management - Compatibili, .,

I windows Communication Foundation Mek. TC, ..

(!l Web Management Service (HTTP Traffic-In)

Destination Unreachable ...
Destination Unreachable ..
Inkernet Group Managem. ..
IPvE (IPvE-In)

Multicast Listener Dane (1.,
Multicast Listener Query (...
Multicast Listener Report ...
Multicast Listener Report: ...
Meighbor Discovery Adve. ..
Meighbaor Discovery Salicit, ..
Packet Too Big {ICMPwE-In)
Parameter Problem (ICMP, ..
Router Advertisement (1C...
@ Core Metworking - Router Solicication (ICMP...
0 Core Metworking - Time Exceeded (ICMPva-In)
4 Distributed Transaction Coordinator {TCP-In)
¥ Filz and Printer Sharing (Echo Request - ICM, .,
¥ File and Printer Sharing (Echo Request - ICH. ..
FhisraT Servics (TEP-TRY

() Core Metworking -
O Care Metworking -
C) Care Metworking -
@ Core Metworking -
0 Core Metworking -
0 Care Metworking -
O Care Metworking -
C) Care Metworking -
@ Core Metworking -
0 Core Metworking -
0 Care Metworking -
O Care Metworking -
C) Core Metworking -

L QL PGS 1 IUSE0 S aUS e P iy
Secure Socket Tunneling Proto... Al Mo Allow T
Secure World Wide Web Servi, 4l o Bl Mo
DF3S Management Al Yes Allaw Mo
File and Printer Sharing Al Mo Allow Mo
Metlogon Service Al Mo Allaw Mo
Remote Administration All o Allov Mo
Remote Desktop Licensing Ser... Al Yes Allow Mo
Remote Event Log Management Al Mo Allow T
Remote Service Managament Al Mo Allow Mo
Terminal Services Al Yes Allow Mo
File and Printer Sharing Al Mo Allow Mo
Metwork Discovery Al No Allow Mo
Metwork Discovery All Mo Allow T
Metwork Discovery Al Mo Mo

Carel = = = =
Winde World Wide Web Services {(HTTP Traffic-In) Properties E
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Branc
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World
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File ar
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Programs and Services I

Protocols and Ports |
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Thig iz a predefined mile and some of itz properties cannot
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ETSa
Syskem
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Syskerm
Syskem
Syskerm
Syskem
Syskerm
Syskem
Swsker
Syskerm

aSyste. ..
YaSyste, .,

Syskem
Swsker

Users

Computers

— General

& M ame:

’ - |W0rld Wide Web Services [HTTP Traffic-ln)

D escription:

=
I

A inbound rule to allow HT TP traffic for Internet
Infarmation Services (115 [TCF 80]

¥ Enabled

— Actioh
4 " Allow the conhection

L Allow the connection if it is secure

Custarnize... |

¥ Block the conmection

1L EASERRF | S TEMRS (HTTPS AR) , FAFLRHANEEACER , FRMEREARFEE.

A
an
An
An
An
An
An
An
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An
An
An
An
An
An
An
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An
An
An
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An
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An
An
an
An
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An
An
An
An
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An
An
An
An
An
An
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12. FEFAEMARS (HTTPS IRAE)EMT , EREHERBOEHR K. TR IP LY |, S 1P st , AR FTA

StoreFront JR%-28 IP HERANZEIFIFzRS . 5140 , StoreFront A (192.168.1.13) #1 StoreFront B (192.158.1.14),
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M Single Sign-On = RIFAETFEEHR

Sep 19,2016

Single Sign-On FrR7FfE R —E Single Sign-On AT #MEER AR EEHENETFEE. AAURBRERAEE. ®
2RAERURHMAFARTREE. ETEMURARENERR. NARFEN. ReRBURHEAMWTEER KR,

REERFTABIEMN Single Sign-On R REFAETEEBBIRFEREEF REFM, TREATREBITBIAETENEIE.

Tikdt BEMBITER
TRDRME - RNR3HF BEEMEER People 33k
I FIFE FRARAR - RR23THF B AERRAER

N FAFEFFRE X - RR3THF

RFAEE - ZEBRS EREE R A L4

T - NRHF

Single Sign-On fRS-¥43E - ZEEBNR S BEEEITH| G LAl

Important

o ABRFEMEEALZFRR Active Directory fEAF RERE |, (NXFFMEHZ,
o HBNIRETRIE B{N Sk E Single Sign-On 4.8 8%, 5.0 HI%KE.

M Single Sign-On FRIFAETHEEIE
TRENEBIEZ AT, BRI RN E SRS ERER, FREMEER  E2RENRKE".

. B FhRIFE.

. REEBBRSENEERSHNEGA.

. EEHIAT , B REFERE,

. Bl F A FECE IHAE Single Sign-On L ER T BURF RILEE A FEIEEN.
. ¥ Single Sign-On JEA¥IERNZ 4R B & HIEIHF RFMET.

v A W N R

EE  EHREUERAIEK FXATE R RIS A A TR ERIAIR.
INBEPIAN AR/

Nl

B R PRI R

\\SSO-SERVER\citrixsync$\People
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EHE
\\SSPR-SVC\citrixsync$\People

BERAUAT®4
Robocopy \\SSO-SERVER\citrixsync$\People\ \\SSPR-SVC\citrixsync$\People /e /xd QBA /Log+:copylog.txt
/tee

BEPERNT2RE

\\SSOSERVER\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\
QuestionBasedAuthentication2

S HE
\\SSPRSVC\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\

BEAUT®4 -

Robocopy \\SSO-SERVER\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\
\\SSPR-SVC\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2 /e
/Log+:copylog.txt /tee

HAE , BT A PEBRERE A Single Sign-On JE MR A RAHMEE.
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¥ StoreFront BLE A AR FIEKE2RERKE R,

Dec08, 2016
% StoreFront REAAFA MR LEBRESE. EAHXLEERN , AT UEEBERULBRIURIK S, BXFEME
B, % StoreFront 344,

¥ StoreFront Internet Information Services (11S) B & HTTPS,

1£ StoreFront FAIE— M HERE.

1£ StoreFront BIRIEHIAMAMERT , EEFERSHNRAFAE > APRENERS, N THRAT EEETRENER.
WA P E RN E] | SRR ERIRE.

A P& MR N3k rh R RCE WK P A BIARSS: | %53 Citrix SSPR , A/RREACE.

FEER P RGBT BBRSENEEFTEFTMMAEYK S |, NINELRS KRS URL , SR ERTHRE.

oA WN R

AR s RECE N RS KR,

AP TREFR Citrix Receiver 2% Citrix Receiver for Web B , 2T, #HRsha , B EB/RE A YI0tEE BZ KA

A,

Citrix StoreFront [

FAVORITES

ﬁ Start

Manage Security Questions
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