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» StoreFront 3.7
« StoreFront 3.8 XEE A

Citrix Workspace i Bi2F

SEoN

« EATF Web 9 Citrix Workspace M BEF

« i&EATF Windows 8 Citrix Workspace R BEF

« JEATF Linux #9 Citrix Workspace M BiEF

 iEAT Mac 89 Citrix Workspace FB#2F (FE StoreFront 3.8)
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BERARENEEBBRSEEE
&

7z StoreFront EECE BBIARSEZ
BEE, 58I E StoreFront,

WREMRSTEEELREERS
RRE., FEAL2iE,

LEIZARSFIERER SSLIEHFMK
Fo BERAASZRANR 2K
FEX,

7z StoreFront LA & BEIRSE
BEE, EBEAELE StoreFront,

LRMEEIRF

BEREMBRSHETRSEERST, BHERKPUNZREAF, HEBTRS S LNEAHERRA,
BB ER U TIRF REBBRSEREER:

1. REFITIERSB/BIVEEARIRMARE 11.13.1.2, M https://www.citrix.com/downloads/licensing.
htm!| FEIFAHERS 25
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fEABBRS TEEEMRS FAULECE StoreFront,

BRI RFE

HFR2RE, BVEEETETEIRSEBEEERSIITEN LIRPREE. NTFREES T EIRSEBEEER

Sa

BE, MREMRSEHEERSBNILEHLZIRSFEZFF SMB NE, W LIFERREFEIEETITENS

#=T,

It IheE7E Windows Server 2012 R2 = Windows Server 2016 L&1F,

SR IIEAIEK

E— N EREREAEKFNERRAR. B7BHEER/AEBERETHAFIRE N EIEALEKS,

77 Windows Server 2012 R2 5 Windows Server 2016 il gz

val=)
=ibakes

RS ZFHEBRSB/MPREFEMEER Windows Server 2012 R2 5 Windows Server 2016 B, fNRREBA
BBERAITECE, WA UEREEMERE, 552%EF Encrypt data access (MZE#HIRIAR) HRNARZS

AL E iR HAvIER,

1.

Z=550 New Share GiigH=) @S, 7RSS 2R EEE. £ File and Storage Services ((f7zf#
ARS3) HAMEENE L, EEMERTIEEF Shares (£=), A58 TE Tasks (1£55) > New Share (fiiE#t
=)o

EAMEESiEE Select Profile G£IZFFEH), %% SMB Share - Quick (SMB #= - thi%), RE%
#i Next (F—%).

. EEMEEPERE Share Location (HZ{UE). MIIRPEZREE LECIBRRMAZMNRSBUREZ LEE!

BMHEXHENE, ARRE Next (T—%),

. EAEMEEH%EE Share Name (EZE), BAWILEREM, 650 CITRIXSYNCS, AE#+E Next (F—

$)o

EEMEKDIEER Other Settings (Hhi&E), % Encrypt data (I1%%kdE), BUHiEH Allow caching
of share (AFEEHE), AG%EE Next (T—%),

. EAEX Share (HE) R, AN FK %R Permissions (1R), 7A/51%#%F Customize permissions

(BEXIR) >Share (*%) .
o fliis Everyone (FrEA)
o HIEHE “Full Control” (E£f=4l) %R Data Proxy Account (FiERIEHF)
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o #INEA “Full Control” (E£i=4l) #EM Local Administrators (FithEER)
o #MEHE “Full Control” (5E2i%4l) MXRH Domain Admins (IH&EER)

7. EEHENX NTFS IR, BEEAEMEKRDER Permissions (1XfR) , % Customize permissions (B
EXMPR) , B Disable inheritence (R4 %), #/5i%£#F Convert inherited permissions into
explicit permissions on this object (B4 &MIBIRILRA IR ZEANIR) o

[ New Share Wizard = [ =] =

Specify permissio

Advanced Security Settings for CITRIXSYNCS == =
Select Profils
Marne: C\Shares\CITRIXSYNCS
Share Location
_ | Cravner: Administrators (ZMAKG-CLIENT3\Administrators) Change
Share Mame
Oth ings | Permissions Share | Auditing | Effective Access |
; For additional informatio Block Inheritance .able).
Confirmation

Permission entries:

i What would you like to do with the current inherited permissions?
Type  Principal !

82, Allow  SYSTEM You are about to block inheritance to this ohject, which means that permissions d files

8 Allow  Administrat] inherited from a parent object will no longer be applied to this object. d files
S

B Allow  Users [ZMA] : | (dfiles

82, Allow  Users (ZMA
82, Allow CREATOR(

E

Remove all inherited permissions from this object.

Add Rermowel

Disable inheritance

[[]Replace all child object permission entries with inheritable permission entries from this object

Cancel

8. EMirkix CREATOR OWNER/Local Administrators/SYSTEM (SI2EFrEE/AHEER/RS) IMNIFRE R
7, &7 Customize permissions (HEXFR) > Permissions (iX[R) &, #i Remove (#ifR).

9. Ef224 CREATOR OWNER (8IZ#&FrE%) >Advanced permissions (F&INR), E#d Edit (4Rig) H
B LU AR :

o Full Control (5E£#=H!)

o Delete subfolders and files (BT FASHF)
0 Change permissions (FEXR)

o Take ownership GKEXFRrE)
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Principal:  CREATOR OWMER  Select a principal

Permission Entry for CITRIXSYMNC

Type: | Allow

Applies to: | Subfolders and files only

Advanced permissions:
[C]Full control
Traverse folder / execute file
List folder / read data
Read attributes
Read extended attributes
Create files / write data
Create folders / append data

Show basic permissions

[w] Write attributes

Write extended attributes
[[] Delete subfalders and files
[ Delete

[ Read permissions

[[] Change permissions

[[] Take ownership

[ Only apply these permissions to objects and/or containers within this container

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Clear all

[ ok

| | Cancel

10. FMEE “Full Control” (522#=H#l) #XRAY Data Proxy Account (3KiERIEKA).

1. 7£ “New Share” (FrEH#=) MSMNEMEKFEE Confirmation (L), RELFEFNHZIRE, BE
Create (8I2) FriatiTeIRMIXMHRINEE, AR%EE Close (X)),

12. 7£ CITRIXSYNCS HZ= X T8I FX43% CentralStoreRoot 71 People,

BT EHEREIEREKPNXE D FXM4KES Full Control (E2izH) R,

WA ERSZBEEFREFMEE EncryptData. RejectUnencryptedAccess #1 RequireSecuritySigna-
ture. BXESMERES, BEZFELT Microsoft X=:
https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbserverconfiguration

https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbshare

ZRNEEBPRSZHEER

ZEGALTF Citrix Virtual Apps # Citrix Virtual Desktops ZE N R,

1. BRI EBRSENREELREASHIERUATS BH#HITIRE.
2. R EFIE > FiERER > Citrix > Citrix BERSZHRESRE URE BBRSHBEERS.
3. EHISTFN, FERRTE=TE4xTREE LIRS,
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4] Self-Service Password Reset Configuration =& =

& File Action View Window Help

citRIX J Ao
= Self-Service Password Reset Configuration =
3

View

1 s { Mew Window from Here
Service Configuration

First canfigure your Self-Service Password Reset services 6] Refresh
[E] Properties
Help

User Configuration
Add a user configuration to domain users

Identity Verification
To manage your questionnaire

IRSSECE

EEIRSZE], FHRECECIZTREME. BUERREKAMBEBIRSK,

EREIERPEFRSEE, AREENERRRERMERSEE,.

ERREEUERRESR, BETPREELE, ARRE T,

AREERST, EF—NM, AREEEM.

BRESERIEK, P R MED UK EBRSIKF AR 2MEE, ARREHE.

ZIPHUtARBEEF, WACHFERITERT BRI THEERRSH P ik, INRFNER IP sat, 0
FrE IP st IIANB RSB, BET—F, ARREHETM.

ok WD~

BFREE

1. EEMERPEERFERE, ARTEENERTREHEZRFEE.

2. TR EAFEERET, EXEYRSEDRSERAFA, M Active Directory FiRinAF/4A/0U, AEs
T,

3. ZEEWAIRR L, EEFIERSS, ARRET—D.

4. IRBENEBERE L, FASKEREEAFRTREBETLEEEAN ANER TEEH Windows ZHBH1#Z5H
Higtk P, #sERSmOMMIE, AEREHEEIE,

BEXEEAFPRENFAGES, FEREERFEE,
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S5
1. EEMERPEREMRIITR, AREANERFRELEERRE,
2. AETRENSHEIERE L, EFHNES, CASTEERIEARRRLNAERNIIE, ARREHT—
Zo

3. ARE2PERRL, BEAMENE, EXFEPRANRNER, RHHE, AFRETT—D.
4. TRERERDR, RHERNFEFE—NEE, ATUER LB TEIREEREREAREMR A, SMILTE
EBRIFE, BEOIEMME,

BEXEESHRIENIANFRES, BSRHEESHIIERR,

EERAFEE
BEAFEE, BIMERIARER StoreFront RERITAMMNL. SIBFAFEEREERIFMETINARS LB
RS EHEEZARITHRE— PR, EaUENEENERFEE,

BFEBREXS Active Directory B&&Et (LALRHA1 [OU] B AF) 3% Active Directory A XBERI P [
BArE—gEEE,

BREEHRMTEIAMN:
+ 5 Active Directory R4 (OU 58 MAF) 3 Active Directory HiEXEXHIAF
EE: LT Active Directory E&R=H@INAFIS A AR Z L,

o FANEARSS 25
- BYRSIEE (KPP RBMENESR)

IZAFPEEZA, FHREESIBIEX A TELL

o RREFME
« RSERE

AP EkE
1. R BEETA > FiETERF > Citrix > Citrix BYRSEREERE.

2. FEERSD, ERAPEET R
3. ERfERESP, BHAMMAFEE,

AR, OU 4

BREERSNaMZBFREENREATERBFREEXKEARF,
FRFEEXE:
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TEmMIZDT: 1RHE Active Directory B4ZEH (OU HENAEF) 51 Active Directory 4AXEXFAF. MBXLE, LU
ERILGEE B E iR ER 2P NRIERFEERAF RS Hth R REEHEEEXER.

BRPFERESAMREXENEMSER Active Directory B33 Active Directory i 7%,
EHZAPEERNRE L%EE OU. AFSAE (N “FINFAFRE” X “RERAFEE” ASH).

AR BVEREREMEKE (i, AtERRNREER) TR EHEEKF EBEEHAZTINMA
P4, BERHIEAA,

EEFA

BREERSNEEFAINEAITERE RS BHEEERS ERANIFAHERS .

AR XYELRET Citrix Virtual Apps =k Citrix Virtual Desktops Platinum Edition B gEfFREBIFIE &I

EEREWINE LBANFIRSHEMMROS (KN “FNFARER” % “REAFEE” mSH).

ERENNEETE
BBRSFHEBATAFELEEEEAN ANER TEEH Windows BB URBESEEKF, £EHEBRSZD
BENEL, FTLUEERERBREE.

EEABMRSEEEENA LEFRFEAFFANIGNE: BHREE (W TIIFEAFRE” 3 “RIERFEE” 1S
#),

EEEREE

ITEBERAIUARZETRNAFAE, BR2EhAPNATEERTMBEMRSEBHESINEE, SiF M. KPR
PFIZLEE, i, ZRBEFNAPEZREETE Citrix Workspace M BEF EAESIRH,

EEEZE

1. R > FrERERF > Citrix > Citrix BBIRSZREERE,
2. FEMEETERAFPEE, AREENEETEEERRREE.
3. ERZRIAM R H R R B PARNAMERA P 34H,

EEGNRIERE
Citrix BBMRS ZREREEEHANSHIEAGRET —MEFER5SHRIE. SHRSTRERNIKF RN
XBNFTER 2 AENRIE, TUERAIESIRTEE X EE SNR LA RRINEA.

o MREERAFEAMEZRERHEBINEOIANDE, BEEFMRENR—ENS X HIBRERSES AP EmEM.
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