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M (BN, FHEEFMER), WHEXATBEERSE, 24 /NERBTEBREERH,

[#653221]

« EAERT Mac B Citrix Workspace N R2FE, BT EMNESKASERP EXESRE StoreFront Y
£~ F%H StoreFront HE#ERG, ASRHEFET.

[#657263]
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1. 7£ StoreFront ABEREER LANAR &,
2. BEHRTHREERRIFNBERFRE.
3. XHEERT Mac #y Citrix Workspace MBiEF, BEHERITH, ISRHANKET.

o B&2pEM Single Sign-On SHIRIETHE BERSHHNEEN, XERMAIEFAEEYRSEHNERR
HAaPER, BEERERFEHEARETR.
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o SAENRET Net Framework 4.5 #9 Windows Server 2012 E#{THESEIE R SR ENRET Net
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EXNET EHNEBRSEREERRNEHNREER, AXRESEHENBHERRENRERENREEE
Ko

LSS

TR BBRSBEEENRFHIH BN AR ELREUTFHRAR .

« Windows 2016 #1 Windows 2012 R2 - BHIRSZRHEERSB/ERLE,
« Microsoft Windows Installer 2.0 S{ESiR7s - FREAHFHERRE,
+ Microsoft .NET Framework - B[RS ZIBEERS[/ERETE,
- 4.6.x (Windows 2016)
- 4.5.2 (Windows 2012 R2)
« Internet Information Services (lIS) - BEHRSZNEBRSBVERRE,
- 11S10.0 (Windows 2016)
- 11S 8.5 (Windows 2012 R2)
+ VC++2008 SP1 =178t - BIRSEHEEERSHERTE,
MFERRE, BHAM https://www.microsoft.com/en-us/download/details.aspx?id=26368 T #i
vcredist_x86.exe, HEHREEBMRSHERDEERSH L.

BERSEEEERRSSE
o BBIRSEWBEEARN - hRTFE

o ZFFHIRIE - SMB =
o BEHENXR -8 30 KB #a=E

ASP.NET 3.5/4.X &k

EATER Windows Server i+8#1 L% %M.NET Framework kz<#9 ASP.NET 4B,

LMK ER
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Alt, EERERSEBSMHIIEER, FHEZ LY (TLS) #8k5 StoreFront #1T@(E,
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AR IEWERFM K ERT .
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o HHEAIENKF
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o HHEAIEKF

FENHREFFEEGRMMNENMIR. BXFAES, BFSHTENLEFRHLIZPREME,
o BBIARS KA

FEEBHINRARERFEETHINEERXBANENE. EXFAER, BEAZ2EE,

StoreFront

o StoreFront 3.7
+ StoreFront 3.8 X E=has

Citrix Workspace W A#ER

HF:

« iEATF Web 89 Citrix Workspace N BiEF

+ EATF Windows # Citrix Workspace MBZF

« EAT Linux 89 Citrix Workspace R B1ERF

« EAT Mac 89 Citrix Workspace MAB#EF (FE StoreFront 3.8)

A4

+ EAF Chrome 9 Citrix Workspace [z 125
o BENEE (BEXRREERT Web B Citrix Workspace M EER)

7£5M8B 5 Citrix Gateway £ 4 1EF

FRZFF
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LERSFAIED TLS IEBHMIKF. ESH RAZR H

=Mk ER,
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//www.citrix.com/downloads/licensing.html &
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X1Ho

BB R, BSH QIR RFE,
TEEBRSEHER, EXENRSHETRSEE
W%, ENBERKFSAREAF, #EETRSSHE L
HNAMEIRRE, EXFMAEE, HEH LENRESE
MRS EBESR,

FREHAREBRRSZEEEE, EER TEMNIEE
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7£ StoreFront tECEBBRSEHER, HSF E
StoreFront,

BREDRSEZHEERECT2RE, BHE5N 220
Ho

B RFRE

HFR2RE, BVEEEESTEIRSBEEERSHITEN LIRPREFHE, NTFREES T EPRSEBEEER
SRNEE, NMREPRSEBEEERSBNEEHLZNMRSB[EFF SMB INE, WAILEHREMFRETTEMNS

#=T,

I IhEEE Windows Server 2012 R2 =¢ Windows Server 2016 L&,
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ellfets enpwEdi oy

- N EREMIEREKFNENEAR, B7REEER/FAERRATNARIRENEERLEKS,

73 Windows Server 2012 R2 5 Windows Server 2016 g2 Rizf%

NEMRSZBEBRSBMPREMEER Windows Server 2012 R2 5 Windows Server 2016 B, fNIRREBA
R hEHBRHATECE, WA UEREEMEEE, ES2i%F Encrypt data access (IIZEEIEAR) HWA 2%
e iR Hmisr,

1. E35h New Share (FigH=E) M, EITHRSREER. 1 File and Storage Services (SUHAI7EfiK
iRS3) HFAMEENE L, EAEMERTIEEF Shares (=), A58 TE Tasks (1£55) > New Share (fiiE#

= .

2. EAEMEEDEE Select Profile GEFAELENH), ¥t SMB Share - Quick (SMB #= - %), ARE%
&i Next (F—%).

3. EEMEKPLF Share Location (HE(IE). MFIRPEEFEET LEIRNIAZHRSBUKREELEL
BRHEXHXNE, AFEE Next (T—F).

4. EEMEREPERE Share Name (HZEHR), BAFHEZE, H140 CITRIXSYNCS, AE%E Next (F—
$)o

5. EEMEETEE Other Settings (Hthig &), i%£#% Encrypt data (In&#4E), BUHES Allow caching
of share (AFEEHE), AF%EE Next (T—%),

6. EETEX Share (HZ)NE, BEANFKRFER Permissions (1UR), A/51%#F Customize permissions
(BEXIR) >Share (%) .

o fliis Everyone (FrEA)

o HINEHE “Full Control” (E£f=4l) 1XFRAY Data Proxy Account (FiEARIEHS)
o AMAHE “Full Control” (5E2#%4#]) #PRH Local Administrators (4it&EE5)
o AMAHE “Full Control” (5e£#%4]) #RH Domain Admins (HEIER)

7. EAEX NTFS R, BEAEMBERFi%E Permissions (1[E) , %# Customize permissions (5
EMXAIPR) , Bk Disable inheritence (ZR47%), #AEi%£#E Convert inherited permissions into
explicit permissions on this object (B4 EMINREIEAIITRHEXNR) o
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] New Share Wizard = | B 2

Specify permissio

Advanced Security Settings for CITRIXSYNCS =N 1T
Marne: C\Shares\CITRIXSYMNCS
Cwyner, Administrators (ZMAKG-CLIENT3\Administrators) Change
Permissions Share | Auditing | Effective Access |
For additional informatiol Block Inheritance -able).

Confirmation

Permission entries:

L What would you like to do with the current inherited permissions?
Type  Principal )

.:‘S_i Allow  SYSTEM You are about to block inheritance to this object, which means that permissions d files
8 Allow  Administrat inherited from a parent object will no longer be applied to this object. d files
8, Allow  Users (ZMA| o | dfiles
8 Allow  Users ZMA N

82, Allow  CREATORQ

Remove all inherited permissions from this object.

—
Cancel
Disable inheritance

[[1Replace all child object permission entries with inheritable permission entries from this object

8. Zffifak2 CREATOR OWNER/Local Administrators/SYSTEM (8IiZEFEE/FAHERR/REK) IMIFRER
P, 357 Customize permissions (HEXFR) > Permissions (#X[R) &, #i Remove (Hiff).

9. Ef2ck CREATOR OWNER (gI|ZEFrE%E) > Advanced permissions (54&#R), E% & Edit (4R1E) #H
BEET LU TAR :

o Full Control (Fz&iz4l)
o Delete subfolders and files (MipsF>cfs=f>c 1)
o Change permissions (BEX1XFR)

o Take ownership GEERFREMR)
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Principal:  CREATOR OWMER  Select a principal

Permission Entry for CITRIXSYMNC

Type: | Allow

Applies to: | Subfolders and files only

Advanced permissions:
[C]Full control
Traverse folder / execute file
List folder / read data
Read attributes
Read extended attributes
Create files / write data
Create folders / append data

Show basic permissions

[w] Write attributes

Write extended attributes
[[] Delete subfalders and files
[ Delete

[ Read permissions

[[] Change permissions

[[] Take ownership

[ Only apply these permissions to objects and/or containers within this container

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Clear all

[ ok

| | Cancel

10. FMEE “Full Control” (522#=H#l) #XRAY Data Proxy Account (3KiERIEKA).

1. 7£ “New Share” (FrEH#=) MSMNEMEKFEE Confirmation (L), RELFEFNHZIRE, BE
Create (8I2) FriatiTeIRMIXMHRINEE, AR%EE Close (X)),

12. 7£ CITRIXSYNCS HZ= X T8I FX43% CentralStoreRoot 71 People,

BT EHEREIEREKPNXE D FXM4KES Full Control (E2izH) R,

WA ERSZBEEFREFMEE EncryptData. RejectUnencryptedAccess #1 RequireSecuritySigna-
ture. BXESMERES, BEZFELT Microsoft X=:
https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbserverconfiguration

https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbshare

ZRNEEBPRSZHEER

ZEGALTF Citrix Virtual Apps # Citrix Virtual Desktops ZE N R,

1. BRI EBRSENREELREASHIERUATS BH#HITIRE.
2. R EFIE > FiERER > Citrix > Citrix BERSZHRESRE URE BBRSHBEERS.
3. EHISTFN, FERRTE=TE4xTREE LIRS,
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4] Self-Service Password Reset Configuration =& =

& File Action View Window Help

citRIX J Ao
= Self-Service Password Reset Configuration =
3

View

1 s { Mew Window from Here
Service Configuration

First canfigure your Self-Service Password Reset services 6] Refresh
[E] Properties
Help

User Configuration
Add a user configuration to domain users

Identity Verification
To manage your questionnaire

IRSSECE

EEIRSZE], FHRECECIZTREME. BUERREKAMBEBIRSK,

EREIERPEFRSEE, AREENERRRERMERSEE,.

ERREEUERRESR, BETPREELE, ARRE T,

AREERST, EF—NM, AREEEM.

BRESERIEK, P R MED UK EBRSIKF AR 2MEE, ARREHE.

ZIPHUtARBEEF, WACHFERITERT BRI THEERRSH P ik, INRFNER IP sat, 0
FrE IP st IIANB RSB, BET—F, ARREHETM.

ok WD~

BFREE

1. EEMERPEERFERE, ARTEENERTREHEZRFEE.

2. TR EAFEERET, EXEYRSEDRSERAFA, M Active Directory FiRinAF/4A/0U, AEs
T,

3. AREWARE L, HEFHIERSS, ARRET—F,

4. IRBENEBERE L, FASKEREEAFRTREBETLEEEAN ANER TEEH Windows ZHBH1#Z5H
Higtk P, #sERSmOMMIE, AEREHEEIE,

BEXEEAFPRENFAGEE, BEREEAFLE,
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S5
1. EEMERPEREMRIITR, AREANERFRELEERRE,
2. AETRENSHEIERE L, EFHNES, CASTEERIEARRRLNAERNIIE, ARREHT—
Zo

3. ARE2PERRL, BEAMENE, EXFEPRANRNER, RHHE, AFRETT—D.
4. TRERERDR, RHERNFEFE—NEE, ATUER LB TEIREEREREAREMR A, SMILTE
EBRIFE, BEOIEMME,

BEXEESHRIERIANFRES, BBREES DR,

EERAFEE
BEAFEE, BIMERIARER StoreFront RERITAMMNL. SIBFAFEEREERIFMETINARS LB
RS EHEEZARITHRE— PR, EaUENEENERFEE,

BFEBREXS Active Directory B&&Et (LALRHA1 [OU] B AF) 3% Active Directory A XBERI P [
BArE—gEEE,

BREEHRMTEIAMN:
+ 5 Active Directory R4 (OU 58 MAF) 3 Active Directory HiEXEXHIAF
EE: 4F Active Directory JE&EXEERNAFIR A tARZ L,

o FANEARSS 25
- BYRSIEE (KPP RBMENESR)

IZAFPEEZA, FHREESIBIEX A TELL

o RREFME
« RSERE

AP EkE
1. R BEETA > FiETERF > Citrix > Citrix BYRSEREERE.

2. FEERSD, ERAPEET R
3. ERfERESP, BHAMMAFEE,

AR, OU 4

BREERSNaMZBFREENREATERBFREEXKEARF,
FRFEEXE:
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TEmMIZDT: 1RHE Active Directory B4ZEH (OU HENAEF) 51 Active Directory 4AXEXFAF. MBXLE, LU
ERILGEE B E iR ER 2P NRIERFEERAF RS Hth R REEHEEEXER.

BRPFERESAMREXENEMSER Active Directory B33 Active Directory i 7%,
EHZAPEERNRE L%EE OU. AFSAE (N “FINFAFRE” X “RERAFEE” ASH).

AR BVEREREMEKE (i, AtERRNREER) TR EHEEKF EBEEHAZTINMA
P4, BERHIEAA,

EEFA

BREERSNEEFAINEAITERE RS BHEEERS ERANIFAHERS .
*

1=}
Eo

g

T XY ELET Citrix Virtual Apps ¢ Citrix Virtual Desktops Platinum Edition Bt A EfERRBIMNE RN

anp

FREEFINE LBANTIRSBEMMROS (KN “FNFARER” % “REAFEE” MSH).

ERENNEETE
BBRSFHEBATAFELEEEEAN ANER TEEH Windows BB URBESEEKF, £EHEBRSZD
BENEL, FTLUEERERBREE.

EEABMRSEEEENA LEFRFEAFFANIGNE: BHREE (W TIIFEAFRE” 3 “RIERFEE” 1S
#),

EEEREE

ITEBERAIUARZETRNAFAE, BR2EhAPNATEERTMBEMRSEBHESINEE, SiF M. KPR
PFIZLEE, i, ZRBEFNAPEZREETE Citrix Workspace M BEF EAESIRH,

EEEZE

1. R > FrERERF > Citrix > Citrix BBIRSZREERE,
2. FEMEETERAFPEE, AREENEETEEERRREE.
3. ERZRIAM R H R R B PARNAMERA P 34H,

EEGNRIERE
Citrix BBMRS ZREREEEHANSHIEAGRET —MEFER5SHRIE. SHRSTRERNIKF RN
XBNFTER 2 AENRIE, TUERAIESIRTEE X EE SNR LA RRINEA.

o MREERAFEAMEZRERHEBINEOIANDE, BEEFMRENR—ENS X HIBRERSES AP EmEM.
BR, WMREBERTRENEX, RYOZFZAENAF AL AR EERNESR,
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o EAMBERERN. BFRAERR SRRBHE UAERRIAN—AHRSE MRS B P EEFE M2 s i
HITEMBIFMEEZR, FAFE Citrix Workspace ZBRRFHITH “E53”7 U FMEE—AIFEHR,
o BNRLMAAIUEFE N REn#A, SIELLMAN, BT RGEHAETALLRBARER,
BERBUTS B#HITIEE, HRUT IS BEE:
1. RORBHFFE > FREIER > Citrix **> **Citrix BHRSFHNEERE.

2. AEERSD, EFFHEIETR.
3. ERMEREYD, BHERNHE,

REBERINES

ERZHERT, BARFREINR2AERASHYRARREXHXENES ExR. MRZESFITH, BERSED
EERERACEENRIMES B,

1. FORBEHFA > FRBEIER > Citrix **> **Citrix BEIRSEREBRE.

2. FEERSR, ERFHIIET R

3. ERMEREYD, BHEEREHE,

4. EETRENSHEIENE ERNEINES THYIRD, E®FRINES.
BRZ2ERRK

ZeERRFRNEELHAFAIMELR2NAERNESHRIEBIEPRHERMNENTBFRNT 245, BRALIhEE
B, APHEREREE. ERIMIER, RAASBERXEAFRAESZEZRRUASERHMBANH S HEIR. FHWIE
SREFAFMEBARER—R, BARSIEHIERHEREER,

FETREN S HIRIENE EERRBRR 2 RENER.

ellfe g STl

USRS N R EREH ASNMARIEE—MES. Fo] URE—Mams 2 #EiE, Citrix Workspace N AR
By IR 2EASARNREXHNESIREANENES AP RMIATR. MRZESFIAH, BYRSERE
BEREARIAES BrnE,
AR BEX2RENESH, HNERMRERAKRERHWIZIEEESRENAFRET. NMREEIRERAIRES
AT ANEERLTE, WRAFEREMERNIKIAES.

1. ER2FFAITELES FHYIRF, EFE—MESHEEHFNRE, KRREETR “R2RE” WIFEE,

2. EREP)ANIEE O EHTN .

BE BEARBRHEEZNIERENXABEER. MFREFRMEE, SRS RIAPEA XEIIHIR,
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AN 4RAB LA BRI XA

EEAMAPERN. BRNSRT2EERRE U ERR AN AR EMORE R EENREM 2T E# TS
RIIEMEB G, AFTE Citrix Workspace ARZFHITH “E5”7 HSMEE—AfHEM, REZPEARRE
HIEFTEMAF
ER TNRBHENFEOE, BSUFERTRENE X, XERASHENSHRIEIETAFRERHHRAF—
. B, BPARksRMSEFENERTLENEMESR,

1. MZ2EAnE EAES THEREE—FES,.

2. ERFRREH B LR,

3. REBREREIEEFAYIE,

ellfe S SE it
AUEZARERINESHRFTERZEN—EL2m#E, MIZFEERFHSNIRLTHENAFREE, B2, &&
ALK e f R A B — P R RE A,

BN, AR E R AP A EERBREERPRN—E/NEE, HEATFEHNAER MZEEAPEREEREFH=
MNMENE  (BEFRRR) . XEERI A P AENS RIEMIEFREM R A TR HIENESR,

1. ER2RHATTE LS ERMNE,
2. AREPANEESR, BR%AE, EFEA, AFRERFGAOERNRBSE,

‘RIER 2lndA

ERERENT LA, AERERLNANE LNRE. EEER ‘“RemBA” WHEE, EPEarEARLRMA
HN—E DR EREIIR, HRIfEAPNERED EETISET. ERIUEIRIBANRIR. MA@ RiERE
2B P A P B E B R S 8

AINSMIRIEREER
FIRERFHFNBZH R BN TEHL, RBEAAF ERNIRF L TEE@E, MREERTHEER, MEMNAFE
B StoreFront BHRITEFEMIS,

1. BEFERAE LNRNE RS RPRNRAERAE.
2. BEMISETMIBERFBIIEL,
3. & MBS AR m A P R,

AILIS NSRS B R 2R AR,
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1. FRBEHTFA > FriE1ER > Citrix > Citrix BEIRSEBREERE.
2. FEERSR, ERFHIIET R
3. EIRMERESD, BHEUTERZ—:

SARERH
BEEXHFUEUSAR 2R AR,

SRz
FEEXMAHIE LT H R 2R A MNAR SR,

ReiE

November1, 2018
IXBERRRLIBENILE BBRSZINESARGFENITHIERE,

- SIRRAEERAF TSR K IREVE R P ik
o BEEMAERE

Bl B BRI

MREFEAEYRSEHEENZDEENIKF FEBThEE, BERSEEIEDEEBBRSERATFHRITEREEN
bR AR BHR(FRY B BIARSSIK P IBHRIZIKF AERBHINR, ERNEFBEREEERARNKFHITE~EZE,
BT PR T

o AR
o XA NEBEEMKF BEHNR

7£ Active Directory BFHIitENF, QIZEAEEE A BBAMYAF K RAS A K,

1. 7£ Active Directory AFMitENF, ARETE, AREREPRERIRIEH.

2. KRB EREHIERES, EVOSHEER, 2HET—P,

3. ERAPTMAMNEES, RHERMN, EHRPEZFEAHIETHRIKPRNA, RAEEERTE. ERPMAWE
EF, BHET—F,

4. EEZRNESTEES, BHOIBEBEXESESRR, ARRET %,

5. 7£ Active Directory St ERIHEEH, Bk “‘AREXNXERFN TIRR">“APAMNR”, RREEHT—
Fo

6. TERPRINEESF, ERENMFERMEIIEE. NIRRT, %+ lockoutTime. 5\ lockoutTime.
SEFIE. FHXZE. % userAccountControl. X\ userAccountControl. B pwdLastSet f15
A pwdLastSet 5i%1E, RAERET—P,

7. EERITHERASWIEER, 2EHTH.
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EREHMERE

AT EBRSZHEERSBMPRFERSBAGAREERFZE, A, BIBRIIBNEERIEMNEPIHEXL
A, FEAXLEAGRERFENREAGHTIARN. ZHNETATREEAXLRSBEREE Windows BiAsE
NP B, BNITENERENEMEEMEN, URREXLRSSES R EMZRERESF*,
EBEPTRXLRERS, REEEARSHEER (SMB) MBRSERBEBRS R0 BMRSEHEBERREFME
AR5288. HERBRET HTTPS iE##M StoreFront ARSS 281417 BBIARS BRI EE RS 28,

& Windows 2012 R2 HZiE i = HE

.. Central storage server

StoreFront Self-Service Y
Password Reset . Active Directory
senver
License Server
2=t

s BHETARSHLHELBRSZHEEAN, BVEXLAGSHE StoreFront 5 Delivery Controller
AR EEERNRSS L, EN, TEES RN AEERERIESRELE StoreFront 5 Controller i,
« StoreFront 5EBIRSZREERS R ZEFFEIESERE HTTP/HTTPS RIE,

90R StoreFront 5 EMRSEREERSHBZ BFEEMIBEANE, BEMMEAN DR MRS EHEERSS
BN REEMARIEARSS 2R A8,

o XETIRFHEERIE Windows ZRIAB ASERNIBIERZ o
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HNEBRSEBEEFREFEEN AE

TRECER, NER, REEMBBRSEHEEERSRIHNBBIRSEHEEPREFFRME SMB RS, HEEHIE
B, BBIARSEBEERRFMEARS 2R EEIHRIE ML ERIARS.

1. ITHRS[REEE, HMABSMZ LN TAZSEPERSERZE Windows BikiE,

2. EE%%T 2 Windows FiAsES R, EFEHRERFTH Windows PR, BE=MHABREN M, BIFEREX
. TRREXAMNAREEX Y. EFRSEEXFET . BZLRHAMERSRENF, BNEERRENMEL,

R HIEERIR B N Ao
#

File Action View Help

== BE

Windows Firewall with Advanced Security

e Windows Firewall with Advanced Security o

B2 Inbound Rules

&Y Outbound Rules

# Connection Security Rules
[ ';‘ Monitering

Windows Firewall with Advanced Security on Local Computer Actions

~ | Windows Firewall with Advanced... «

ﬂ Windows Firewall with Advanced Security provides network security for Windows comptters

Overview

Domain Profile is Active
'@ Viindows Firewall is on

() Inbound connections that do not match 3 nile 4
@ Outbound connections that do not match a ruie]
Private Profile

& Windows Firewallis on
) Inbound connections that do not match a nile 4
® Outbound connections that do nat match a ruie]
Public Profile

@ Windows Firewallis on
) Inbound connections that do not match a nile 4
() Outbound connections that do not match a g

B3 Windows Firswall Propetties

Getting Started
Authenticate communications betwe;

Create connection security rules to specify how and
protected by using Intemet Protocol security {IPsec).

3. EFTRAREXAMNARBEEXHFET . BEOEHAERTRENF, BNEEREN B IERIKE ML,

HRFPIBEIER.

4, FENGERNA, EFESCHERITEINHER (SMB-In), #ESKEEMNIEEANEEA, BRELENAIFEE

B3 Connection Security Rules

N
Windows Firewall with Advanced Security on Local C... i

Domain Profile | Private Profile | Public Profle | IPsec Settings |

Specify behavior for when a computer is connecied to its corporate
domain.

State

i P Firewall state:

Inbound connections

On frecommended)

Block (defautt) v

II

Outbound connections: Alow (defaut) v

Frotected network connections: Customize..

{

Settings

7| Specify settings that corttrol Windows
Y—| Firewall behavior.

Logging

Specify logging settings for s
ii troubleshooting. Customize...

H
=
[
)

Cancel

@ Import Policy...

| Export Policy...
Restore Default Policy
Diagnese / Repair
View

@] Refresh

[E] Properties

Help

h A
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" Windows Firewall with Advanced Security
File Action View Help
= H
m Name Group - Pr~ || Inbound Rules
. C::;:;Dn :::u' (@ Core Netwarking - Router Advertisement (ICMPv6-In) Core Networking A ew Rule..
b BB, Monitorin @ Core Networking - Router Solicitation (ICMPv6-In) Core Networking Al - -
= 9 (@ Core Networking - Teredo (UDP-In) Core Networking Al T Filter by Profile
(@ Core Networking - Time Exceeded (ICMPv6-In) Core Metworking Al 7 Filter by State
@ Distributed Transaction Coordinator (RPC) Distributed Transaction Coo.. Al || 5 Filter by Group
@ Distributed Trensaction Coerdinator (RPC-EPMAP) Distributed Transaction Coo... Al
@ Distributed Transaction Coordinator (TCP-In) Distributed Transaction Coo... Al View
(@ File and Printer Sharing (Echo Request - ICMPv4-In) File and Printer Sharing Al |G Refresh
@ File and Printer Sharing (Echo Request - ICMPvE-In) File and Printer Sharing Al |2 ExportList..
(@ File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing AR Hep
(@ File and Printer Sharing (NB-Datagram-In) File and Printer Sharing Al
@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Al File and Printer Sharing (SMB-In)
@ File and Printer Sharing (NB-Session-In) File and Printer Sharing Al ||'@ Disable Rule
é File and Printer Sharing (SMB-In) File and Printer Sharing Al £ o - - - - B
File and Printer Sharing (Speoler Service - RPC) File and Printer Sharing Al File and Printer Sharing (SMB-In) Properties
@ File and Printer Sharing (Speoler Service - RPC-EPMAP)  File and Printer Sharing Al ||z cepy
(@ File and Printer Sharing over SMBDirect (WARP-In) File and Printer Sharing over.. Al ||| % Delete Frotocols 2nd Pots | Scope | Advanced | Local Pincpals | Remote Lsers |
(@ File Server Remote Management (DCOM-In) File Server Remte Manage.. Al || (=) proveries Gereral | Progmmsand Senices | Remote Computers
(@ File Server Remote Management (SME-In) File Server Remote Manage... Al TV T wesiefree] e el Bowne of 5 propextes carawdt
(@ File Server Remote Management (WMI-In) File Server Remote Manage.. Al = (PR @ pe modtied
@ i5CS! Service (TCP-In) iSCSl Service Al Genersl
@ ey Management Service (TCP-In) Key Management Service Al W Hame
(@) Message Queuing TCP Inbound Message Queuing Al WZ,
(@ Message Queving UDP Inbound Meszage Queuing Al Description
® nictlogon Service (NP-in) Netlogon Service Al Inbound rule for Fie and Printer Sharing to allow Server | ~
@ Netlogon Service Authz (RPC) Netlogen Service Al Message Block transmission and reception via Named
@ Network Discovery (LLMNR-UDP-In) Network Discovery Al z
@ Network Discovery (NB-Datagram-In) Network Discovery Al Enabled
@ Network Discovery (NB-Name-In) Network Discovery Al o -
@ Network Discovery (Pub-WSD-In) Network Discovery Al T
o Network D!s:uvery (SSDP-In) Network Discovery Al L ¥ 1 mﬁ s secure
@ Network Discovery (UPnP-In) Network Discovery Al
@ Network Discovery (WD Events-In) Network Discovery Al
@ Network Discovery (WSD EventsSecure-In) Network Discovery Al O Block the connection
@ Network Discovery (W5D-In) Network Discovery Al
@ Performance Logs and Alerts (DCOM-In) Performance Logs and Alerts  Dc
8 Performance Loas and Alerts (DCOM-In) Performance Loas and Alerts  Pr

5. TEXHFITEINEE (SMB-In) B, HEEEIEM R, ERXLE IP ik, HEFEEBRSTHEERSS P
#AERINEITIRF. FidN, BBNERSEBEERSES A (192.168.1.10) MBABARSEHBEERRSE B (192.168.1.11),

6. FEXHFFTENNHZ (SMB-In) B, BREISLETF, WEEEXHEHN. THAMAR, HREX NI
Bl

7. FEX RS BITFZEIE (SMB-In) FSXHAIFTENHIHE (NB-Session-In) FINIEHIN L ES &,

FEBRS BB EERS BB AT

STRERER, REEER HTTPS i@d StoreFront fRZ5231710] BBNERS B E B RS S8R MM Web BRSS. HEBBIR
SEREERS /IR B MLEREIRS

1. ST RS 2R EIREE, HMIUHMSHME LW TAREFEESRET L Windows BikiE,

2. E=%E L Windows BiAsE, EEHPREESH Windows FFA &R, E=PAAEREXH, BIGREX
. TRAREXHNLBEEX . EREEEXFER R, FSBRHAERTIRENT, BANEEZRIRENAEL,
B HIEE IR E N Ao
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&

File Action View Help

«=|= HE=

Windows Firewall with Advanced Security

e Windows Firewall with Advanced Security o

B2 Inbound Rules
Outbound Rules
# Connection Security Rules
[ ‘;, Monitering

Windows Firewall with Advanced Security on Local Computer

ﬂ Windows Firewall with Advanced Security provides network security for Windows comptters

Overview

Domain Profile is Active
@ Windows Firewall is on

(& Inbound connections that do not match a nile 4
@ Outbound connections that do not match a ruie]
Private Profile

@ Windows Firewallis on
) Inbound connections that do not match a nile 4
@ Outbound connections that do nat match a ruie]
Public Profile

& Windows Firewallis on
) Inbound connections that do not match a nile 4
() Outbound connections that do not match a g

B3 Windows Firswall Propetties

Getting Started

Auth

betwe

Create connection security rules to specify how and
protected by using Intemet Protocol security {IPsec).

B3 Connection Security Rules

Windows Firewall with Advanced Security on Local C... i

Domain Profile | Private Profile | Public Profle | IPsec Settings |

Specify behavior for when a computer is connecied to its corporate
domain.
State

i P Firewall state:

Inbound connections

On frecommended)

II

Block (defautt) v

Outbound connections: Alow (defaut) v

i\

Frotected network connections: Customize..
Settings
| Specify settings that control Windows
7
Firewall behavir, T

Logging

-

Specify logging settings for

raubleshooting. Cowios®

H
=

Cancel Apply

~

Actions

Windows Firewall with Advanced... «
L)
4l

Impert Policy...

Export Policy...

Restore Default Policy

Diagnese / Repair

View 3
Refresh

Properties

Help

BB

3. EFTRARENAMARBEEXHET R, SERMAEREIRENF. HEBNGERMBIEERRENMELE. M

RHRFFHEIER,

4, FENERNRIEZE R EMRS (HTTP AAE). HESHXBUMNSBEANEEA, BRIELERMEILERSE,

5. ERAMRS (HTTP RAE) BEH, BISLET &, SREEXHE. TRMRA, HREFEX AN HIIER,

6. NN FIERFLMRS (HTTPS AAE). S2OGLMNISERNERR, HRELENARFERE.
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" Windows Firewall with Advanced Security = [l=l]] =2
File Action View Help

G

M MName Group Profile ~ (| Inbound Rules -

g::iig:::';zr @ world Wide Web Services (HTTP Traffic-In) World Wide Web Services (HTTP) Al & NewRule..

;E—' Monitori (€0 World Wide Web Services (HTTPS Traffic-In Secure World Wide Web Services (HTTPS) All .

b %5 Monitoring ‘Windows Remote Management (HTTP-In) Windows Remote Management Publiq W Filter by Profile 4
@windows K World Wide Web Services (HTTPS Traffic-In) Properties <] Doma ||| ¥ Filter by State 4
@ windows R rpatib.. Al | 57 Filter by Group »
.Windnw; [ Protocols and Ports | Scope I Advanced I Local Principals I Remote Users | tion (.. All .
.Windows M General ‘ Programs and Services | Remate Computers | tion (... All View 4
.Wlndows M This is a predefined rule and some of its properties cannat fion (. All @ Refresh .
.Wlndows F @ be modfied ent All = Export List...
.Windows F| General ent All Help
@ Windows g = Name: n All
@ TPM Virtua % [Word Wide Web Services (HTTPS Traffic-h t privat || World Wide Web Services (HTTP...
@ 7PM Virtua Description: t Doma & Disable Rule
.TPM Virtua An inbound rule to allow HTTPS traffic for Intemet ~ t Domg ‘%’ Cut
O TPM Virtua Information Services (1IS) [TCP 443] t Privat
@ s Trap v Doma ||E2 Comy
@ sHMP Trag Enabled Privat. ||| 3 Delete
.Se(ure Sodl All .
@ 5CW remol M“"} _ ard All & —r
@ sW remo - ;:\ ':' Allow the connection ard Al Help
. SCW remol WA D) Mlow the connection f it is secure ard Al
.Routmg an Customize All
@ routing an O Block the connection Al
.Routmg an - All
. Remote Vo All
. Remote Vo All
. Rernote Vio All
. Remote Se All
. Remote Se All
. Remote Ser All
. Remote 5¢ Ent All
. Remote 5S¢ Ent Al
<| m > <- Aoply 5

7. ER4MRS (HTTPS MAE) B, BISEEEM £, #EFXLE IP #ilt, SAE¥%FE StoreFront fRS328 IP #h
IEFRMESIR S, F1g0, StoreFront A (192.168.1.50) #1 StoreFront B (192.158.1.51)

8. ERAMARS (HTTPS RANE) B, BESREMF. MREEXHE. “TA” AR, FHREXT AT
HEH,

M Single Sign-On FRFETHEEIE

March 25,2019

Single Sign-On frR#EfiEZE—1 e Single Sign-On BT EH#MNEERF REBHIBNEDEIHE, BPHBCER
FPER. RLMBERUREMARXENHE, SBHUIEGERERE. NABREN. Rl REMEER
R,

TEEEFIEEUEM Single Sign-On hREHIEIIEMRSHHEEERREME. FTRIZATEBTBMTEETHRIE
o
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TiEE% AEBSERS
TR - AR BEEMEIER People Stffk
N FRREFRR - FRXH ERERNAER

NRAREFEX - FZXH
FBFEE - TEYRSERERRFS LoZ
RREFA - FRZH

Single Sign-On AR ¥R - 7T BBNBRS BB EEEH!
atelz

=2

. BBRSFMEEFZIFIE Active Directory fERNTRERE, (NZIEFREHE,
« BBIRSEIREENEFFRE Single Sign-On 4.8 5 5.0 FI%1RE.

M Single Sign-On k7T B HUE

EREHNEIEZ AT, BRBNARENREBSNRSTHEER, AXFAER, 520 “RENRE”,

BB RIFE,

ZEBPRSEHEEERS NGRS,

EEHEHR, EERMTFREFENLE,

AP REBHEE Single Sign-On LEAT BEIRSEBREBN A SIEEN.
¥ Single Sign-On SEMEUEM R 207 & % 2)# - REFHEH,

ok w2

AR EHEREEAEKP NE SR RETRIEHIR,
NEEm XM/ X,

Tl

KrrE B PR MR
\\SSO-SERVER\citrixsync$\People
EHA
\\SSPR-SVC\citrixsync$\People

FERUTHS:
Robocopy \\SSO-SERVER\citrixsync$\People\ \\SSPR-SVC\citrixsync$\People /e /xd QBA
[Log+:copylog.txt [tee
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BEFPERANZ2EA

\\SSOSERVER\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\ Ques-
tionBasedAuthentication2

ES
\\SSPRSVC\\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\

FERUTHES:

Robocopy \\SSO-SERVER\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\
\\SSPR-SVC\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2 le
[Log+:copylog.txt [tee

WtE, FiEMAESEEAE Single Sign-On EAAEME ZRIMEE,

¥ StoreFront ELE N R ITRFIERR2RENESR

March 25,2019

% StoreFront EEBE RN AR EMEZLRBMMNER, FMXEERNN, AP UEERZEUREBRKF, §XiF
MER, BFF StoreFront x4,

1. ¥ StoreFront Internet Information Services (IIS) &&& HTTPS,
2. 7£ StoreFront He|BE— M HE,
3. 1Z StoreFront EERIZHIGMANERF, ARETNABEHEREEESHNIESE,

& Citrx StoreFront - X
File Action View Help

«=| 25 0=

. Actions
ciTRIX

Stores. -

Name Autnenticated Subscription Enabled Access Creste Store

Export Multi-Store Provisioning File
Man.

Set
View »

Refresh

B Hep

vt | Doy Contalien | iecveror Wbt

@ StoreFront using HTTPS. Remove Store Manage Delivery Controllers

Configure Unified Experience
Store URL: hitps://storefront.studiolocal/Citrix/Store

Disabled

Yes
Enabled
Used by this store only
ds:  User name and password
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4. ERAFRBMNEGIRE TEFEETEET,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources,

Method

User name and password o

[[] SAML Authentication

[ ] Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic

[] Pass-through from Citrix Gateway

Configure Trusted Domains

Configure Account Self-Service

Manage Password Options I

Configure Password Validation

L

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

-

5. ERFLEAF BEBRIE, AEREHRE.

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources.

Method

[P

Manage Password Options

User name and password 0
[[]  SAML Authentication

[ Domain pass-through
Can be enabled / disabled separately on Re

Can be enabled / disabled separately on Re

HTTP Basi ]
lj msic () Do not remind

[] Pass-through from Citrix Gateway

Installing and uninstalling the authentication met

authentication service settings are included in the| Remind users

() Only when they expire

10

[+ Allow users to change passwords:

[] Smart card (® at any time (only available when using Receiver for Web)

Remind users before their passwords expire:

(®) Use reminder settings from Active Directory group policy

P . - -
() Use customized reminder setting

= |t | | Days = | before expiry

6. EAFZMEDNIRE TIEZFEEKF BBIRSS.
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources.

Method

User name and password o

SAML Authentication

Domain pass-through
Can be enabled [ disabled separately on Receiver for Web sites

[  Smart card
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic

Pass-through from Citrix Gateway

Configure Trusted Domains

I Configure Account Self-Service

Manage Password Options

Configure Password Validation

5~

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

o

i%#% Citrix SSPR LIS AP BHEIARS

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources,

SAML Authentication

|:| Domain pass-through
Can be enabled / disabled seg

[ Smartcard

Can be enabled / disabled sey]  AAccount Self Service
[[] HTTP Basic Disabled

[ Gimeson ||

[[] Pass-through from Citrix Gate|

Installing and uninstalling the authe
authentication service settings are i

Method Setti ngs-J
Ua d password
e e o Configure Account Self-Service

Use this setting to configure user-initiated account unlock and password reset

punt unlock and password reset are unavailable.

o e

W ]

8. BHEE, %F BATHER" M “AVFIKF B, ASEE “SSPR#KF RS URL (https:///MPMService).
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Manage Authentication Methods - Store
f Select the methods which users will use to authenticate and access resources. i ]
i Method Setﬁngs-l
] User name and password 0 igure Account Self-Service D
SAML Authentication
] Domain pass-threugh Use this setting to configure user-initiated account unlock and password reset

Can be enabled / disabled sep

HTTE Basic

wry

Pass-through from Citrix Gatey

Installing and uninstalling the authe!
authentication service SE‘ttlﬂgS are II]

5 L Smart card . —
Can be nabled / disabled seg Account Self Service | Citrix S5PR ~

This mathod provides user-initiated account unlock and password reset
using the self-service password reset functionality of Citrix Single Sign-

1 Configure Citrix $5FR

Specify whether or not users can reset their passwords and unlock their accounts through
integration with Citrix SSPR.

|¥#| Enable password reset
@ Allow account unlack

SSPR Account Service URL: §| httpsserver. fullyqualifieddomain/MPMService |

| Cancel

9. BhMENRAFEIRE,
AR BRI REEENERS— AL,
A

P& R Citrix Workspace MWARFHERTF Web 89 Citrix Workspace MBI, FAILU#HITRE M.

B
BafE, BETAFBIEERZEIER,

Citrix StoreFront

Start

Manage Security Questions
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