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StoreFront 1912 KHARR S AR ASHELAR

February 22,2024

StoreFront 2\ BEENBIER, ¥XE8 Citrix Virtual Apps and Desktops =0 Citrix DaaS MR BIER
MEEARSI—M2 TR ERNEBEETR,

7£ StoreFront 1, ERAIIEE— RS TABEE. STNANEHEECHNEE, 8.

« StoreFront ZEMHIFRFIR, BTFRERIHBAERANKAERNREE.
o AFARNAEEN Web thmrIshm,

s ARGERMLSHIIESEER.

« i@id NetScaler Gateway #4T5MBifIE,

RPETLE Web s gssh R At iR Citrix Workspace M2 ER T HTML5 B Citrix Workspace R
#ERFi5iE StoreFront ZA®EIE, BXFMER, BSRBF 5L,

B, 1BEFIX StoreFront 2, ERRAEKRFHLLE StoreFront,
L IhEE

EFREH 8 (CUS) 2 StoreFront 1912 LTSR MRIARA, ESIFIILINEE,

FHARRZAS

LA A AR EthhR AR SASTE L b 1R (o

BXMNBHRAHITARNTRE, BFSRAL.

<FrEe AR

L AREREHPNAT StoreFront Haihias (CR) MRS RS (LTSR) M7= SAE B AR, CTX200356 Hig

7 StoreFront WEMESAES.

HTIEINRE

September 29, 2023

« 1912 LTSR CU8
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« 1912 LTSR CU7

« 1912 LTSR CU6

« 1912 LTSR CU5

« 1912 LTSR CU4

« 1912 LTSR CU3

« 1912 LTSR CU2

« 1912 LTSR CU1

+ 1912 LTSR #)4&hk s
¢ 7H

« BHIE

SFEH 8 (CUS)

February 22,2024

CU8 %#rHHA: 20239 A 11 H

CUBE# 1 X% HHA: 20244 1K89H

KT ItbhREs

StoreFront 1912 LTSR £f7&# 8 (CU8) €& 7 B 1912 LTSR CUT &7 LUSk3R & HIaI,
bk AR B &Rl

iEATF HTML5 1 Citrix Workspace K Bi1EF

hRABIEERTF HTML5 #9 Citrix Workspace M AB#ER 2307,

1912 LTSR £#RE# 8 (CU8) &= 1 FEEEMIAMA

o EEMRTBMAGTFN—INZ2RE. BXFAESR, 1551 CTX583759, [CVADHELP-23724]
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1912 LTSR £ E:# 8 RFEEERIRA

StoreFront 1912 CU8 2% CU7 HEIEMFrBIEE UK THES

s MREATKRETHEAERBNLRRANXMNE, BoNAREFNKESLENRIE, MIEEMERINE
£i&, [CVADHELP-19879]

o ERFEFRFIMATENIRE XN, METANSIEHATRESMAITENNIEERX, [CVADHELP-21886]

« UAFPHNRIFMWER A EAZEN Workspace AR, N ARFAESER HTMLS mIEERMN
Workspace R f#2FRB5h. [CVADHELP-22435]

+ BA App Protection /5, MR&7E StoreFront EABEREHBHN T RiE, WSITH—MIsE, MEFM
mERIEFEH. [CVADHELP-22634]

ST 7 (CUT)

February 22,2024

A BHEA: 202343 K8 15H

KT Itbhirzs

StoreFront 1912 LTSR RFR&E#H 7 (CU7) EE7T B 1912 LTSR CU6 K7 URIREM A Mial,
IeAR SRR B R A RR

Citrix P mE ZARRSHERBE

iEAF HTML5 & Citrix Workspace B2

IthRZE$E EAF HTMLS 89 Citrix Workspace A2 2301

BEERREA

StoreFront 1912 CU7 & CU6 B EMFIEEBEURUTHES:

« 3% Citrix Gateway B A AT A MR IR HDX B& R IEINSE X /9 5 1338 1EF] HDX B8 B 3R R & 13 38 E S W BT
StoreFront MMC #Z#I & FIRERESMR . [CVADHELP-15544]

« MAIEER, ERIUERIRIARERN HTMLS 18R fluiRMEDRE, TFTE StoreFront fRSS 88 E##1THA
fd&. [CVADHELP-20769]
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« 7£ Citrix StoreFront Bz &gk Citrix Gateway #4415 BY, AR KN =28 clusternodes #1
silentauthenticationurls 7% StoreFront AR5528 89 Roaming\web.config >, [CVADHELP-
20780]

o MEHBRRZ<FH4 StoreFront /5, & B &R Receiver for Web it > Z52 Citrix Receiver/Workspace
MERRER > A AP T4 HDX 512 > Receiver/Workspace [ B2 FHRETAESBRIAIEE Jy Citrix Web
s, [CVADHELP-21037]

o Ft&g StoreFront fRE2E, ATRELERBECER FeatureState &,
FE

&S %A R StoreFront ARSS 28R AShRAFI AR AR,

[CVADHELP-21048]

SFEH 6 (CU6)

February 22,2024

A% HHEA: 2022 £ 108 31 H.

KT Itbhirzs

StoreFront 1912 LTSR RARE#f 6 (CU6) 165 T B 1912 LTSR CU5 75 LIRIR & BT MA,
AR R B AN A

Citrix = REEZEHRRSAEEE

iEAF HTML5 89 Citrix Workspace B2

tthRABIEER T HTMLS 89 Citrix Workspace R A2 2209,

1912 LTSR CU6 FEEERNIa)HA

StoreFront 1912 CU6 &% CUS5 FEEMFIEEBEUNRUTHIES:
o MEFRBUTEY, FNBEFITESHEA HTMLS miEA4l Workspace FBIEF B 5.

- ¥ CtxsClientDetectionDone cookie it F:EEHRZAES, CtxsClientVersion cookie i&i3HA,
- ERMMRAKEELN, NEA Receiver for HTMLS Receiver SE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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[CVADHELP-18040]
« SAML SHIIERERTF CA RS EMAAIES. [CVADHELP-18949]

+ Zif7£ Citrix Workspace i BiEF L EoIN BREFREEE, MREHRABEEENET, I IP Hibd g,

NE e 2R U THIRES:
HFHIMEIRAES 3500, ENSIERRIEH. BEENEERKR, RNAEXZBERNESZER.
[CVADHELP-19435]

o IEERMET —FILENERES, RIUIRAFETFHRIESEFREE "BEXE B, NAgsER
StoreFront FFimie BT E EHFELTHEE, [CVADHELP-19714]

SFEH 5 (CU5)

February 22,2024

AWBHE: 20223 B9 H.

KT Itbhirzs

StoreFront 1912 LTSR R#R&E# 5 (CUS) €7 B 1912 LTSR CU4 &7 LIRIR &S890 el
IehR AR R E R AR

Citrix F=@EZFARIRS HEE B E

iEATF HTML5 & Citrix Workspace [ Bi1Z2F

AR A BEER T HTMLS 89 Citrix Workspace MA#EF 2201,

“HKH” MERERSENNAER
EXFBOHFBRERT, RPLNNABEFAIEREERS LN GTD, Bk, XENVARFSEZERERIIXH
KHE—E T, @S LLIhEErT U E RtiA RN AR, HEIThaEiR Mt 789 A P KR,
EEAXELE, BRITUTSE:
1. #%3%IE Receiver for Web 5= > B2 E > £7i8E,

2. EFE K7 AEN HE” &0,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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3. ERERD LN BIEFBEE “RHOE” XEPEIEE,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Category Settings

Use these settings to configure categories.

Category Settings Category view

Customize Appearance @ I-IE;(}_:na-nl:let:E

Featured App Groups All sub-categories and apps under a selected top-level category display on one page.
Authentication Methods Collapsed

‘Website Shortcuts Cnly the immediate contents (sub-categories and apps) of the selected category or sub-

category are displayed.

Deploy Citrix Receiver/
Workspace app #| Move uncategorized apps into an "Uncategorized” folder.

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

OK | cancat | | Apply

B2 iRk i% StoreFront 5145 E#;%I Broker

fERLLINEE, EaLIMEREMIZM Citrix Gateway £ Delivery Controller ¥#1128i% 2 StoreFront 2 A/&IE
PHBREITRRCEIREERD, IHESEHTFHWEINBREENEER L EER.

EIE AT LIEIETE StoreFront BRES 28 LER LT PowerShell fiaskREZ AL IhEE: Add-STFFeatureState
-Name "Citrix.StoreFront.Wing.UploadServerIdentity'"-IsEnabled S$False

BEERIREA

StoreFront 1912 CU5 &% CU4 hEEMFrEEBEUNRUTHIES:

o HEMSRI—MAFEENIELESR Citrix Workspace [ AEZFE, TJEERTESIBMUTRIIET-RHSIHFR
IEHMR A2, [CVADHELP-18149]

« BA StoreFront R &G, NARFBHMNETFXREFITLIEINEERTEER%LK, [CVADHELP-18362]

o AIUBARZEARATHE Web Receiver TEXFIBX TR D LNNARFBEE “KOX" XHXRPHIEDT,
[CVADHELP-18692]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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s MALEER, EAILHERM Citrix Gateway E£# Delivery Controller 45 47 28 33 I 45 & 1 DU 3E 2 M
StoreFront EABEERNSREITIRTCEINREBFETW, HESEHTHNERNEREEMNEER R
HER.

&1 R T LLTE StoreFront AR 5588 LE A LT PowerShell Bz Atk thsk: Add-STFFeatureState -
Name “Citrix.StoreFront.Wing.UploadServeridentity”’-IsEnabled $False [CVADHELP-18810]

RIFEH 4 (CU4)

February 22,2024

A#ABHEA: 2021411 A3H

X TFIthRa

StoreFront 1912 LTSR £#3&#1 4 (CU4) €7 B 1912 LTSR CU3 & #LIRIREH 8 MNalf,
IeAR SRR B R AR

Citrix P=@EZFARARS EE B E

iEATF HTML5 1 Citrix Workspace [ Bi1E2F

bR B FEER T HTMLS 89 Citrix Workspace M AB#2RF 2109,

1912 LTSR CU4 R E&E N8

StoreFront 1912 CU4 &8 CU3 REESMFIEEEUNRUTHEES:

« ZidEA Citrix StoreFront fR55 APl Bsh AP KIEHY, F@LABhiERNS A LR IER. [CVADHELP-
16834]

o TEREPEIZE StoreFront 89 Citrix Workspace M B#EFH, SAML S 33ErATgE %M, [CVADHELP-
17295]

o biEE 2 StoreFront W—INiE3RINAE, iF Citrix DaaS EPER MM ENEFINAE, IIERINEE A A
FERS KR TF=hrER I MK G ERELEEA Delivery Controller #1012l StoreFront B9 & B &R,
[CVADHELP-17385]

+ StoreFront #f—% URL W& WFH B EIE—MEEMILIER KIS (Cross Site Request Forgery, CSRF) ¢
W, BJREnECHERBENKBHEICRPHPEIRE (FINAERSR) NESHMsIERLR B,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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MAEBER, FTUERBUT URLEKRS CSRF ¢i#AZ%,

Add-STFFeatureState -Name "Citrix.DeliveryServices.WebUI.CsrfValidation
.IgnoreOnSpecificRequests"-IsEnabled $True

=

AR

RINBEFF X AT, MHREFRAEET WebAPI HBEEXEEHRM URL Fflipk CSRF <h#,

[CVADHELP-17671]

o NRMEA “%PE Citrix Receiver/Workspace R 2R EMikE “Receiver/Workspace MABEFHIR” £
7 Citrix Web =3, Citrix Receiver/Workspace ARFaMNFA LS TH. Fib, KK Google
Chrome R 22 B EMEIE T #,. [CYADHELP-18083]

« J% StoreFront MARZ 7.15 LTSR CU2 A& IRk 1912 LTSR CU3 sk, Ltorh, A Windows 154
mERE1ZL StoreFront ATgEREM, HERUTHIRER:

1% Citrix StoreFront £, BH{F3: 9
[CVADHELP-18172]

o PRIk LB RE—F i LR Citrix Workspace RB2F8Y, kN AREFANERAI 2RI RIERB
R FAER, fiw, WRAFE Citrix Workspace R A#2F LR EMAERF A WEN, HAEF B AlfEsE.
ttsh, RFAER A Bi¥AESES RN ARER B 1958, [CVADHELP-18221]

« Citrix Receiver for Web s dhzett BRI -R S ZB7E “4R4E Receiver for Web 15=” IHEER “BE
XA ERERIEEN “HEHEFR” E, Bk, REETHENEETALE [LCM-9536]

RfAFE#H 3 (CU3)

February 22,2024
&% E: May 12,2021
KT Itthiras

StoreFront 1912 LTSR £Ff3F# 3 (CU3) £ 7 H 1912 LTSR CU2 £ LURIRER 10 MNaji,
ItERRZAS R EY B R iRl

Citrix "R EEARRSELEH

iEATF HTML5 89 Citrix Workspace B2

IthrA e FEERTF HTMLS 89 Citrix Workspace MAB#2R 2103,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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FFET Chromium #9 Microsoft Edge %

m7E, EF Chromium B Microsoft Edge x4 28 AT LUEiE ERMILEIERERD Citrix Gateway i) Citrix Receiver
for Web 553,

BfEERRHR

StoreFront 1912 CU3 2% CU2 HEIEMFIEIEURUTHES

o &R StoreFront Y, ATRESHEIMUTHEIZES:
TSR IEIER

MEBRATH¥ABSERNNARFHBEAATSSTSHNNENARFHEE { ML M IR A,
[CVADHELP-16227]

« StoreFront f&2@E “XFA—BAKR” PAENEEXABREEREXN P ERNFENBEF PN
F#2F. [CVADHELP-16577]

« f#M Internet Explorer Bz) 10 A LM AIEFRY, RIRESHII—MEIMYRENFR. [CVADHELP-16605]
- BREEFHE, BB R StoreFront ATREskN, HERUTHIZHES:

TIETTRIEHIER

TCP shSimAFER B & H IR,

[CVADHELP-16625]

« MARZ< 7.15 LTSR CU4 74 StoreFront /5, EAHEEENEK VDI KE R e EBENIREF MAERF TR 5o
[CVADHELP-16723]

o ZHMBRATNARFRIPIIENRZSHRTERN VDl KERTEEKK. FIREESMREUATITA:

- #EAEAT Windows B Citrix Workspace M B FBHSEN, SHEIN— P EENEE, 3
StoreFront &g A1k,

- EAERT Mac i Citrix Workspace N BiEFEHKEE, BERUTHIZHES:
ToE TR IEIIER
[CVADHELP-16800]

o &2 StoreFront 1912 LTSR CU2 B EAHLKRZRAEZE, N StoreFront fRE[ATEES KM, LEIH,
EEBE B A A E B2 HthARSS8S. [CVADHELP-17107]

« #%$% Citrix Gateway MERBE R AEAXE HDX BE % S 430 iEM HDX BRmet, Citrix Gateway 3%
9 Secure Ticket Authority B ATAE R & R BIERN AR EARSH web.config X, BB T Z M REMX
Bt HBtRE, [CVADHELP-17112]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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o EXE Citrix Receiver {8 SAML B 1EIFHE & Web it mikEA R TEEE S KN Eid, [CVADHELP-
17137]

SFETH 2 (CU2)

January 25,2024

AWBHEA: 2020 11 A 19H

KT Itbhirzs

StoreFront 1912 LTSR £#3&# 2 (CU2) €7 B 1912 LTSR CU1 R LSRR EHIAMERE,
IEAR SRR E R A RR

Citrix F=mEZARRSERBE

HrERZEHLE

StoreFront A& B StoreFront 1903 LUR—EEFERASG—AF R, —E£EFIREWR, F—FRE “X3° 1E
FERFEINARNFELSRERGERE, MEXSEAFRIIER, ELhR4aH, Citrix StoreFront B2z
BIENNABERHETER N8 L5IMERRI

MENXIIMERBETATFRINNE, BIRKRETH, HEE “NEREIRER" SM. EXINEMN “XK3” 1A
B E BN E ZAEMNIFAER, ESRE1EE, Set-STFWebReceiverUserinterface PowerShell 5
LHEE—TRATEHRINENFH CategoryViewCollapsed £, &2 Citrix StoreFront 1912 SDK
PowerShell £k, [LCM-8241]

BfEERRHR

StoreFront 1912 CU2 2% CUl HEIEMFIEIEEURMUTHES:

s SUABEXHRPEEEEXEEXHN, BEXXHrIREREMRMNABEXHRZF web.config XHHIR
Bo F4k StoreFront BS & HHLLARE, [CVADHELP-13485]

« 7 StoreFrontiz#lad, RHBEETHE (L) WEHERNBREEHTIRTESKK. [CVADHELP-14213]

o Citrix StoreFront FIRE T A BN FBIEF. X StoreFront EiEZF EEASHIFMIERERY BAIEHEMN
Delivery Controller B¥&HItbARE, [CVADHELP-14328]

+ StoreFront Web R A& [E R R 2% App Protection RESRIFHW N AEF. MREZZHH Citrix
Workspace fz Bf2FEhRAsRARMA N A LR AEES R, MR, [CVADHELP-14637]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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o ZRAFERARESXBHNARERFN, ZEARFRETRAKREN, FIE Citrix Endpoint Management iz
BiEF, BETRERE [CVADHELP-14808]

« £ macOS Lk, ERHERNTEESEAMHAFERUTHEIR: TXITH URL, B Receiver % H i,
StoreFront 2R HREEAZEIRES. [CVADHELP-15073]

« 2 ERAERT Mac 89 Citrix Workspace W BIEEFEHMRIETESKI K. MRIXIEREBEAT App
Protection ThaErIzz{44H, MaHMItAE, [CVADHELP-15751]

« 7£ StoreFront ZAMIEH, TMEMARFAERE “K5)” MEPHFEFITFYIH, [CVADHELP-16179]

SFEH 1 (CU1)

January 25,2024

A HHEA: May 7,2020

KT Itbhirzs

StoreFront 1912 LTSR 2f8%# 1 (CUL) 8E TEEX A% 1912 LTSR LUSRIRERI/\ A _ERIE) .
StoreFront (#1%&kRZs)
[lidE Nk TRl

Citrix F=@EZFARIRS EE B E

BEERRHR

StoreFront 1912 CUL & 7 LA ialRR:
o YIEERAE=ANARFEANSHRMER (IdP) B, RLMEMMEES (SAML) SHBIERTRERKIK. LETE
ETRUTHIRER:
There was a failure with the mapped account. [CVADHELP-13396]

o ZRE StoreFront BY, MARFHENEEERKEEAETR. MR domain\username BXEN
THAFRRZ, HEBFBHIKIIERSS Delivery Controller, Msditia@E, [CVADHELP-13891]

« RI# Citrix Workspace KRG, ATEEESMNARFFAGESNFAEEAMAESER, MREER
BRI ER, WIEIARIFE A2 HIILIRR, B2 , £ E4ERIH I 2 B IR, [CVADHELP-13949]

« JEFERRAH StoreFront Metainstaller ATRET A EHE RELEF T8, [CVADHELP-14030]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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« % Monitor Connector 5 Citrix DaaS zZ[af9&EiE+ ke, =@ StoreFront BB 4w BEFHK
HEAfESKK, [CVADHELP-14075]

« i@ Citrix Gateway FIEEAIBERANK, HERUTHIZES:
Cannot Complete Request.
£/ PowerShell &84 RMeBRESMEHTH (GSLB) URL /5, sHiBltkia#E, [CVADHELP-14354]

+ =% Delivery Controller B, BHAER FrIaER RS StoreFront, Ei#t17R4E, 1M Citrix Virtual Apps
and Desktops metainstaller 89 Citrix StoreFront %, [LCM-7335]

- IRABSRARSRANES, BXFMER, BBEMRFLOXE CTX277455, [LCM-7272]
G INEE

January 25,2024

1912 LTSR Ha9#iEIhEE

StoreFront 1912 kR &4E A RIS IhREFNIGSRINEE |

StoreFront i MEIEFE T IEEIERE TERT Android 9 Workspace [ B12F8) Chrome &%

% Chrome 1&& LB P $T7F Citrix Receiver for Web 45, HEZETERT Android 8 Citrix Workspace
BIARERF 1912 AESRAR, JRBaERsERIERT Android B9 Citrix Workspace R FREF BahTFF ICA
X,

72 Chrome i&#& £ Chrome 5 286T, IEATF Android BIE I TERE FRERERETERT Android
B9 Citrix Workspace M A#EF) MESERT Windows # Citrix Workspace i B2FHIER T Mac B Citrix
Workspace W Bi2FHER. ERHRES, Chrome i&& ENBFREELFEHITH THM ICA X,

33 App Protection SEBgHIZ %

StoreFront 1912 2% App Protection 5Rg, & E fh Citrix 2B (140 Citrix Workspace #2401 Citrix Virtual
Apps and Desktops Delivery Controller) #132#F App Protection IhaERSa] LUE5R =R 214, App Protection 58
ERFALKFIEE, Citrix Virtual Apps and Desktops A& 2R App Protection 5%B8, &R E7E StoreFront
fFzhE A App Protection ThaE. X StoreFront M35 App Protection 5B8# Citrix Workspace A2 IR
B&& HTTP #xk X-Citrix-AppProtection-Capable #9358, StoreFront £8zpm@ Citrix Virtual Apps and
Desktops &#E seihiRRE, f5RE%HF App Protection 588, BXx AR TAEE App Protection SKERAII¥4
=5, i&5i# App Protection,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16


https://support.citrix.com/article/CTX277455
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/app-protection.html

StoreFront 1912

E 7x StoreFront fR 55 22 + = B App Protection, i& 7 StoreFront AR 53 28 L3517 LU T PowerShell
%: Add-STFFeatureState -Name "Citrix.StoreFront.AppProtectionPolicy.
Control"-IsEnabled $True, (f£%BR532S StoreFront SBEF, SAFHFEXEEREIBIIRSBAF
MR BE HMARSS 2R, BS R At B e IR S5 28 4H,)

EWIERETE StoreFront fR5528 LB T %3088, BEALLT PowerShell 65
Get-STFFeatureState -Name "Citrix.StoreFront.AppProtectionPolicy.
Control.

KEREURIBRZF

Citrix Virtual Apps and Desktops 7 1811 #EEhRF AW AR ERmig &L= LifalS @R StoreFront 1%,
EARRAR, FELZRHKEEEES, BINBIIFRERMANZNAFIER Citrix Workspace R #2/ Desktop
Lock,

R4

e g==N
= .

FRE StoreFront 1912 &Y, ZEFHIFIE KEIKE LR E= Bk ESIRHALE StoreFront,

StoreFront PowerShell SDK

StoreFront PowerShell SDK BEEfi kw4 1912, &T:2BERH PowerShell ¢l BB S mIGF LS,

BEERNIREA

LT BRRA 1909 2B E:

o Zxih StoreFront TiAE MMC #5 Web §EERIMBIIM%, [WSP-4368]
+ LCM-6351: #4 DDC &, *=ffipz CitrixPrivilegedService_x64.msi B|HEMTRIT, [WSP-4785]

o 28/ Citrix Virtual Apps and Desktops 7 1906 metainstaller 3% StoreFront #+4k ZlkRk s 1906 B,
MR EH StoreFront REZ 23 L% T VMware VMTools v10.3., #4&IEKM, StoreFront i&:idihir 8y
StoreFront 1906 RE2FMINFAL, 18 StoreFront 1906 k702 Windows B9 “Zsin/MIFsiERFIR" &,
[WSP-4895]

s BTEKNBAEFZMNEEXRBERT X1.1 Purple Ul, [WSP-4899]

« R KCD RSATF “BFL" RS, ARFHLIERFES 2.6, 3.0.1. 3.5, 3.8 #4%F 3.12 CU* RESHRA
AEERRM. [WSP-5160]

o« Efihttp://downloadplugins.citrix.com 3t Citrix Workspace 225, MIEER
B4 FEMARRM Citrix Receiver, [WSP-5303]
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StoreFront 1912

A

February 22,2024

AXFHNE SERINBNEEEENAANTS. Citrix =RFIEE, UEEEBRIFIE LS RE, Citrix &%
ERERBEAMRIBEUBELRENE, EEEMATAETESEEN, AEFAGES TR, §X
FREBERTFNFMAER, B85 Product Lifecycle Support Policy (FRESEIZIFER) —X. BXxK
HARRSS RS (LTSR) RS ARMER, EBiFhttps://support.citrix.com/article/CTX205549,

FF MR

TRERTEFAIMBRNFTS. Citrix =mRMIEE. MHEEETHARRTRIRANEE, EXANIE RSN
BRo Citrix S FXLETE, BRIMMRT XLEERALE,

=] ERERETPFA BETERR A FHIBR ik

BT U TESEHELER 1903 1903 —
&8 Delivery
Controller 3%

VDI-in-a-Box #0

XenMobile (9.0 HE®

R As) o

Internet Explorer 9 # 1903 1903 —

10

£ Windows Server 1903 1903 ERZRNRMERFHLE
2012 £=% StoreFront StoreFront,
SFRPEREgESLSR 1811 1912 % Desktop Lock BF*%
THREmE NSRRI,

Citrix £8x% (“@&<  3.12 1903 FERFAFRE

A7 BRR@E)

#£ Windows Server 3.12 LTSR 3.15 ERZRNRERAREE
2012 #1 Windows A1,

Server 2008 R2 +%#t
StoreFront (813F
Service Pack).

Citrix Online 3.11 3.12 —

Integration (Goto /=)

£k

StoreFront 2.0, 2.1. 3.9 1818 MEAHR— A FRE

2.5 2.5.2 FHRMF& 3.12, AEAHERFIRFARE
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StoreFront 1912

e ERERTPFA

7232 11 (x86) it&EH L= 3.8
3 StoreFront,

BXREAT HTML5 9 Citrix Workspace AEFHNFANESR, B2HFHNE,

[=ZNE

February 22, 2024

StoreFront 1912 CUS8 fhpyE 4N 8k

RAEH 8 P EHNEM A,

StoreFront 1912 CU7 02408

KRAEH 7 PiEHNEMRE,

StoreFront 1912 CU6 FME 4RI

FTNEH 6 FLEHHIE MR,

StoreFront 1912 CU5 g2 40ja)an

FEH 5 AR EMRE,

StoreFront 1912 CU4 thE 58]k

FREH 4 P EHRNEMNRH.

EFERRAFHIBR

3.13

&k

TER R X64 1R1ER S

P,
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StoreFront 1912 CU3 g2 40ja)an

+ Citrix Workspace [ A#2F Rt B REEN F 2287458 Receiver for Web 5 S3HEER B E XM
EMERIEER “HHENE” E. R, REETRIWERRERAIKE (#985d94),

R R: IBEFRENEG. BUTITHRMINARE Web lRBIBENXXHFHFR CSS #XERF (B0
C:\inetpub\wwwroot\Citrix\StoreWeb\custom\style.css) : [LCM-9536]

.theme-header-selection-color.selected

{

background-color:<desired color>; }

<!--NeedCopy—-->

StoreFront 1912 CU2 R EXin]&

« =% StoreFront IRSBB|BIMNINBRSBE (RARRERRE. AUFEIAEKENIRENZIHEERS)
R BAZFMRERFNEMKIENIEBENIRS B/AZHMARI, [CVADHELP-17107], ttiaEE CU3
PiEE,

+ StoreFront N AEIEPNRNARFITENEMEE, Hike SSLIEEHIR. 1RE Windows Server 2016 ¢
Windows Server 2019 £%# 7T Delivery Controller, 38 StoreFront %7t Windows Server 2012
R2 £, M&EEtkiaE, BRRIER, ZEEHIRFFIRSAESE TLS_ECDHE_* BHEEM, HHXLED
EMBAM T EREMERES 2. [LCM-9305]

« StoreFront AR IERNNAERF T EREMBEY, HRE SSL EZEHEIR. MREMEA Citrix ADC A F
#EIhaER 1353 & 5 Delivery Controller k5528, NIsHIMLtia, B StoreFront EEER HTTPS 5
A% Delivery Controller RSS#1Ti@fE. EfRLLA, Citrix ADC EMNEBEHIRFTIRLANES
TLS_ECDHE_\* ZBEMH, MR Citrix ADC = StoreFront #3% Delivery Controller [RE 285 BN
STABRS 28 (M Fuk=45MEB), StoreFront LMEBE#IRFFIREXMAEE TLS_ECDHE_* ZBEH, H#AE
XEZEAHNAN T EAEMERES 2. [LCM-9308]

StoreFront 1912 CU1 +ME40[A1R

FMEH 1 PRARIMHFHER R,

StoreFront 1912 B XA

o ELUTFIERT, StoreFront [RSWAMM A ZBBITIRAEEEEK: H&E Windows #EA7T TLS 1.0, #
B Windows Server fR.NET 4.5 Framework iR 288%, ZINERT, .NET 4.5 Framework (&R TLS
1.0, RBEMBRRAEN, BIRS 8B EM.NET Framework A4 2 4.7 HESRA (BRIAMER TLS 1.2) 6
[STF-2413]
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o THXEZHINERERT—MNAREFRE, MIFERITEXPHNRERARER. MREA Chrome ifia
Receiver for Web 5, MaHIMILER, BRALED, BESMMANLARF LREE “SMER
[DNA-25140. DNA-22561]

« 7£ Windows Server 2012 R2 k%% StoreFront i, ©F:%:EMEI Citrix Analytics Service (CAS), ¥ C
++ IETTR R I R RN S I, StoreFront i LREZFASLEXLAM, BRZIETNEE
FERERE StoreFront Zaigiz EREE C++ G178, [WSP-4412]

RE. RE. ARMEE

September 7, 2023

£

#% StoreFront &

Z) bV Ibvin il

#4#E StoreFront

£ HTTPS &1 StoreFront &4
f#1F StoreFront HENR 2
CIBIHEE

MAIRBE RS 2848

F+4& StoreFront

CEIP

Citrix Analytics BRS3

& StoreFront
BRSH[REENH RKINKE

% StoreFront &

February 22,2024

FAER

StoreFront BE PSR A HHIEER

FA P B] LA 8] 425 B 2 FR 7 e 9 75 AR IR

MREE&RE StoreFront I EE MY
ek S5 28 L &4 StoreFront

R HTTPS &% Fifxt StoreFront YA

fdE StoreFront RS R LM

FREBE— A ARIEE StoreFront ARS328.
EoE—&#T StoreFront BRS 2B UMA M BEHARS 2840,
HRITTTERIBNRZAH StoreFront BRZ528

53R Citrix P #5EER (CEIP)

¥ StoreFront B2& 4@ Citrix Analytics Service &i%
iz
MERARSS 23 IR StoreFront

BbRFRE StoreFront i8E, UEREBXIEBITERRE,
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StoreFront 1912

StoreFront 5 Citrix Virtual Apps and Desktops ZE%Emk, AAFREE—HEBNAES, LkEEKEMNE
B,

TEERT—1EEM StoreFront ZE,

CVAD

CVAD

=g Citrix Load 2

Gateway halancer

Femote user StoreFrant

DaaS

]

Local user

Active Directory forest

Active Directory

StoreFront £/ Active Directory S{BEF#1TEHIIE. TRARRSHMEMIFMEE, UKTE StoreFront AR
E DA E B¢

T ARSFIE, FTLUTERMANIEBIIRS 38 L 2% StoreFront, (BRELEIHEEE AR A; BN, StoreFront lRS38
MEREDEHEFKFH Active Directory i3iH, RBRBESHPKFEHABEEXANEFR, RIECEATHS
PIIEZETRE Citrix Virtual Apps and Desktops i stz f9ThaE, A E9FRE StoreFront RSBV FRE—1
A,

StoreFront fRs3254H

StoreFront ATLUTEE MRS LELE, HAIUEEENR N StoreFront RS B[AMZIRSBHE. RS[ATERM
THINNEE, MEXRHETESNATAMY, StoreFront ARG AR M AR ITHNEE 5 SMi¥4 s SEEER
SRAEPFHMERSE L, HEXLRSH[AZEES, XBEKEINR StoreFront RSL[BRTAREERTR, BFA
D ERERIIRS SIARENAEE, RS, HNSENRS S ENEENITRARIBERSREEIRESHANE
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BT ITHBESERSSEMKIEER, B2, NRBRSFEHINBEEIEARE, ELFEREEENR. 0
RHMEARIE, FRERIRSER, TLUEHRS S E% % StoreFront, ARFERFNZINERS[AS. RS
RIEMNBRS 22400 B R ECEH EH AP NN AEF TR,

Citrix B — 1M RSV|EPRZ 2R EMSR. URBSB[EL RS, RFHIENFHEEL TMIMRSBH0FL, H
B R,

X2 BRS3 2R AT RIBR S 28 Z BRVEHEER /)T 40 28 (BRITH) ST 3 =27 (BAITHA) B, 737# StoreFront
ARSSERARE, BRERT, RSB[ATOMERSBHEVUTE—UE FEFO. JBK), EIRSSHFAEAUER—
KEANSMIE, FiRIEATHIRSSEZENERREXEIERE Y. THEEERKERRAMKIESIEROZE
AT AXMRSSRE, FER, KEENERESRMEFMR. Citrix FREES MIBEARENERE, BT
AREER TFE A k.

AT

Xt F StoreFront BRSZB[BATNZ SRS, VAREIMNBAHTE. BEARGRNELENSNSIE-BENAHTE
28, N NetScaler ADC, &% NetScaler ADC s EHFHHIFMER., BB EH T,

BFizigisian Citrix Gateway

MREIH 2R M B MM ERI1E) StoreFront, MEZEGEA Citrix Gateway AinfZA P RER &R, AIUTE
Ak Lg s ERERE Citrix Gateway H B AER Citrix Gateway 52 RAIAZBM L #H1T O R, BEHR Citrix
Gateway gefigiFRIE % StoreFront AR$32589 Active Directory ##,

ERRGSHENETER

EAE Citrix pEH, BATESES M EIEDOPERE StoreFront #1 NetScaler, FRA2BRS 8B HH F &S
(GSLB), e EcEHE 2/ URL, GSLB £15% URL EEmEF— P RIEFNIMEMNEE URL, BEERT,
GSLB £1RiEAHTEHE X (FINEREE (RTT) SiSREE) EREERZENRX,

BN, EEIEeE 3 PXIEgERMX:
emeagateway.example.com - FMHm%
usgateway.example.com-ZEM%
apacgateway.example.com- TEAXM*%
5 GSLB —i&

gslb.example.com
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StoreFront 1912

Remote Access using the GSLB domain name or a location specific URL for each Gateway

\

£

Use location specific URL 3

3

a

- £

(©)] 3

8

m Use GSLB U &
use location specific URL-

<SS .

External Client E‘

)

=

a

o

Use location specific URL

APAC data center

StoreFront Gateway Objects
=] _ G
NetScaler Gateway \ -
&

/

us APAC Controller

(
APAC

APAC StoreFront

APACGateway.example.com

APAC Controller

EBE GSLB 2z, BEEEHEMERSSSIER UK RALRM@HIT DNS f#tf. BEEEM Citrix Gateway
StoreFront ZFEh{ERANER URL #HAEZEFENRSRBIEET,

StoreFront R BEEMATERS[AEZERSEENRNENS; Bk, BEZATLUFS T StoreFront fRSFAKE
AEERNAXHITRE, XFELICAFERTIMNRSSRE, HERT—EHER,

StoreFront BT A7ERREZ A EELRFITIH (WEX), BEBRITRRD,

BRE

EBIF A F 7R

F P 1R DT

February 22,2024
AP GBS =fAR RS %AR StoreFront N AREE,

o ZHhZEER Citrix Workspace MR - RE#H B4R Citrix Workspace M Bi2FHAF AT LLEE Citrix
Workspace R AP REifinl StoreFront NAREE, Xi¥a UIRERENEFPARMNREANIIEE

« EMATF HTMLS5 9 Citrix Workspace 2 - FERARZE Web R 28p9 A P o] LUBE X S EI N ABIER
Web i s3ki518 StoreFront ARG, BIAMBERT, BRPAREAFRAMZAH Citrix Workspace [z 12
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StoreFront 1912

FAeEnIn B CSNKENNARER, AREaR. B2, B UEEBSH Web bR, ERAFPTHERE Citrix
Workspace [z FR12R BN el @S v S 23 A R 2 R,

« XenApp Services URL - B T EFH K ES Citrix FF imrIE P o] LUE R A EER XenApp Services
URL RiAimI R AEE. SN ARERN, FEIAB A XenApp Services URL,

LR Citrix Workspace N BiEF

M=) Citrix Workspace [ i2F AR AEE T RHERER P FR, BXAATFUXMAR AR AEEN
Citrix Workspace M Ri2FhRA, BESRASKEK o

Citrix Workspace [ 2R AN URL fERERS, B SidBERX LSRR, Citrix Workspace [
BEIURERFEEEERIAMFERNANE, AFRHNEEINBREFN, (EESREEAEHEIRMRSSR,
LUEBEIS S AN MIEIZIE (S 23R 14 Citrix Workspace M2, X#F¥alLUS A Citrix Workspace M BERF U
REAFPNSEXEAREFRASBIENERRETR. BXEAGEE, BESRALEETS.

i©) Workspace [ B2 inm B EE

REG, HAERRMEAPNEEARNBEFNREEENEZFAE SN Citrix Workspace M BREF#1TERE, o
LUER U TARNZ—HAFREAENES, NMmEHAFNEEEERE,

HEIRR

ZINER T, Citrix Workspace R ABiEFEBEAR HTTPS J0EZEN AR S, d03R StoreFront RE&E HTTPS,
BRRIRTEMRES BRER HTTP &%, Citrix @2 BN A BEE =T IEHR B Aism StoreFront AR
2MAPEE, BXFAEE, 55ERT Windows 89 Citrix Workspace W B2 A48 N B S E
S,

FoEcE AP ALUEETE Citrix Workspace R AEFEHI M ARE URL % Citrix Workspace i &S
BEMNARE. BXFMES, 152 Citrix Workspace 2R X1,

e AR RETMEX Y, HPEERARENFAERER. TR Citrix Workspace ARG, A
FEILTH.cr Xt, BehARABEREKF. RIAMERT, Web AP RENTREXHERTAERELSR
MR ARE. S LSS A HIRERE AR A RER R Web thm, HMXLEMR TR S, HE,
ATREESRFIBES], Ee]LUERA Citrix StoreFront BIBIZHI G RERBE— M XS ABENEZFAEE
BUFEC o BERRT AR XEX G REHENNAR. BXERER, BEANEF S HN ARSI %,

BHahEmiigE URL  X3FiEfT macOS AR, EaLUERERT Mac 89 Citrix Workspace R R#EF1&E URL
SRRt EE SN AREIFMEEESMN URL, %% Citrix Workspace BEFE, BRI & EHZ URL, LB
AN AEEREEKF . EZTAEPRASENEAEE, FERTSREHFH URL,
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StoreFront 1912

ETHEFEENKA RN BIETEFHENKA RN, BREFHRENABENHRFAES, MIE Citrix
Workspace [z Ai2F AR B2 N B FHRHHIALEIR], A XMEAIEBLINAERIFMES, BSRETETFH
Bk P & 3o

Global App Config Service

M Global App Config Service AIA1&#Y StoreFront BZAREEEE Citrix Workspace R RIERF. BSR4
NAEEEEIRE,

iEATF HTML5 1 Citrix Workspace M Bi1ZF

ERERAH LN Workspace LARRFHERAR, ARAIUEREATF HTMLS 8 Workspace A2
Web J%igsiAim N ARE, HAFEMECHERE, BRFaIaEE,

1. BREEARZRER Citrix Workspace AREFHRED, XTARERE. XAAFPRETRERR, BAE
AILFARREARERGER. BXEZFAER, FSHARESED

2. BREANRSEFE. XEAFAERESMLREAARAGR A IHRZER,

BN E REREAHZE Citrix Workspace R BEEF 7 BE#TRE B, ERILUSE BB NRLEN RIS EED
FREE LA MEIER, EBREE Workspace NAEER,

MREERER T MR A Receiver Aa] /A, NEA Receiver for HTML5, N AFERENSEFITFNAR
IE Web i4=6, BAETLUERBETFERBIZMREEE Web S 8HEER,

EN R BRI ARRNER

SHTFRHBALTNA,, RIAVERTZ L @ESERTF HTMLS B Citrix Workspace B2 F 17 Citrix Virtual
Apps and Desktops M HE R, BAFERERT HTMLS 89 Citrix Workspace [ B2 A< 3#hif (8] 52 E A1 5 A
127, LM Citrix Virtual Apps and Desktops BR528 E/EA “ICA WebSockets i&E#%” %88, Citrix Virtual
Apps and Desktops &R F HTML5 &9 Citrix Workspace R R2FERKEA 8008, R AIEMEtMLEIEE
AVFRELIRO. BXIFMAER, ESE WebSockets HEEILE,

Zzhizsn Citrix Virtual Apps and Desktops ZiR, i8fE SHENBREFMEm VDA 89 TLS Ei#%. &g Citrix
Gateway BIIHZiEEE A UEAZERTF HTMLS &9 Citrix Workspace MBIEFREHER, MEEEEERI VDA B
TLS &%,

BER

U AP ERIET N 28T FF Citrix Workspace for HTML5 {BiEasiti =69 Citrix Workspace [z B2 B 505 A
EFEE, XA “BERBE". Web ihSrLUEE 2M AR5 AR EM Workspace M AREF#HITEREUBHER.
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Citrix Workspace Launcher

YA ERFRRET SR FMNIRERFATN S 23H StoreFront Web 15589, 5@AF HTML5 &9 Citrix Workspace
R A Citrix Workspace Launcher, MR % T 23154 Citrix Workspace MBI2FhRZS, %A
ZEF=iE StoreFront, iEAF HTMLS 9 Citrix Workspace RAREFRIEFX—=, SeBoiiNAEFNSER
Citrix Workspace Launcher,

ERT RIS, MARE Web ih=s7E Windows, Mac # Linux #ri/ Citrix Workspace Launcher:

+ Firefox 52 iE Sk
o Chrome 42 SiE Sk
o Safari 12 ¥ES AR

« Edge 25 iEShRA

Citrix Workspace Launcher ZZ T3 1Rh4si Citrix Receiver 3 Citrix Workspace FFB1ER.

« Receiver for Windows 4.3 S{E& k2
+ Receiver for Mac 12.0 ¥E= k4
« JEAT Linux B Workspace B2 2003 SiE =R

R Workspace L BEFEoISAA A, HERAFPRAAEFEITH, ©ERNTREI4% %R Citrix Workspace FZF
BF. APTLUERER, WAIlREERE, EXMERLT, ERERAER.ica XHBHEAREF. AFHEETMI
®E 88" BEHSEHEN Citrix Workspace BEFEIR,

NREELBRSRHFTHREEER SN TEIRESH StoreFront fR55234H, Citrix Workspace Launcher
AIHERBEM LI E, AT ERHIXMER, EXNEELBIRSSROETES, LUEHAF Web KIEEEF IR
ST I BN E S ARIRISEE— StoreFront ARS234A 1T, BEE1 CTX460312

Internet Explorer

F P BRI Internet Explorer FTH M ABE Web =8, ERRTAFPREGSIEAT Internet Explorer
#9 Citrix ICA ZP iR MEFIEMNR Citrix Workspace M AR, REZEHE, A TEE AR ERN Citrix
Workspace [ Ri2F B AEFMEE.

ICA XX+ T#

1R HTMLS ki Citrix Workspace [ R#ERF A @ EaE A E A =R Citrix Workspace 2R,
MY AP R AEFRKEEN, ERTE.Ica X, APAIMERAE#ZRER Citrix Workspace R ARRZFITHIEN
(638
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HRBRERR

TRILAERL URL, FAXLE URL ATLAUA RGN AEEPRHENKSEMNLARER. BFXEEZERNTEETRBNE L
By Web damim, RIS ERFREFRZ R AREEENMERNSEERTINARBEN Web iR, MRAFEHAE
R, AIMEZMRER, ZUABE Web iiRaBmRmHR. BXERZRREHRMEAES, FSE Web 153
REEF o

N AEFRESRN, BFHRNABEPLIESHERSNEMNAEF. RESXLTEZXKSEGHERZTHNS D
MAREFES. B, IREEIVASERESISEAFTHENIKENS LG, WARERRASDILAIELIE—
MRESR. REDARER S ITSRTRANBERF.

ERIENAREFREAR, BRIUERRATIRERESANAE Web ih=# URL RECE StoreFront, AP #E
Web i = FRI AIZFHUEA BT, StoreFront &XBEHAR URL FIRRKZEZ Web b3, MHFRIERRER
1= Web i =, B2, xtFi@d Citrix Gateway EZMAF, FaXEEREAH Web i S#TIIE, RARSRE
URL 2345 StoreFront, EMfRITIZAF REEIHIAAIEAEE Web ih = RN BEFIRES X, 154§ Citrix Gateway
BB IPRE A RAEIARIX LA i o

BEXAFRE

Citrix StoreFront iRt 7T —MBFTEEXBF RENF. TitZi@id Citrix Workspace M Bi2FE2iEiE Web
FEERBRZAREE, XEMEM, BIUBEXFRE. BEERR, Uk JavaScript Xff. ERILURINBE XK
BERANBRERR, HFAMESE, BXFAEER, BHBRETE XML,

XenApp Services URL

BEXEALMIBAR Citrix P AR A I OB A E FinEL BN AEER XenApp Services URL Rifial Rz A &S,
Tt BB NS EEiI&EFiz1T Citrix Desktop Lock BIE A PC i@t XenApp Services URL A aIRz
A&, EXETXH, BMAERTZEEMAES StoreFront AR552889 Microsoft Active Directory #Aeshgg—4
1o

StoreFront &z M Citrix Workspace Rz f#2F 2] XenApp Services URL BRI FHi@H #30iE, Citrix Ready
AR mER Citrix Fast Connect API Bk A i@id Citrix Receiver for Windows s3&RF Windows #9
Citrix Workspace M R#EFZERLUMER XenApp Services URL EZZIN ABEERNEE. AFERRBMN BT ES
WIS E, EAfREERES Citrix Virtual Apps and Desktops 1Rt SEMN BEF. BXFMAEE, BEHIR
#EERTF Windows 9 Citrix Workspace x4,

BN AEEN, BEIASHEMAREERN XenApp Services URL, [ZAE &/ XenApp Services URL B8
7 http[s]://serveraddress/Citrix/storename/PNAgent/config.xml, E serveraddress J StoreFront &
EMNREBRNHTEHIFBENTLREES, storename Wl BEENARIEENEH, XHETAFREEER
PNAgent i #9 Citrix Workspace N Bi2FiEZ2I StoreFront, B xa] AT i@id XenApp Services URL ifialRz
AEENERE, BESRAFIEEENR,
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BEEIEEM

XenApp Services URL BT FTEAL 2 Citrix Workspace BAREFHNAF, ERTRESEHNSZNE .
REZEMER XenApp Services URL mAFREI N AEEIAIRE, EE R TR,

o THEEERRIAEIERY XenApp Services URL,

o FEEEERIBELE N config.xml &2k XenApp Services URL i& &,

» XenApp Services URL X EXGMNIE. HEB. BiEFFNRIENFERASERNEBESHRIE. RINER
TeERERXSHRIE. ReeAEN XenApp Services URL BBE—F B9 I0IEA %, MESTRAREREE
fEA—1 URL, MMRFBEBAZTFMNRIESE, WAMASHEHRIESECIRERNNAREE, 81 ZAD
[E&EBEE— XenApp Services URL., A5, AP SIUEEESHBMIIES AR NN ARE. BXiE4H
B8, BBRET XML HWEMHRIL,

« BIAMERT, %I XenApp Services URL BRAIEXITHIThAE, HETFMEIRERSA TIEXITHITIEE,

« AFRMENERIERE ST StoreFront SHIERS, BEEIANABERMHMEEMNABERHN Citrix
Virtual Apps and Desktops AR 532388 B B i= 5128,

February 22,2024

&% StoreFront Z a1, 1BEFML StoreFront &,

StoreFront iR HBRER

Citrix 8iidd, T LZHEUTES ELRE StoreFront:

« Windows Server 2019 Datacenter Edition 1 Standard Edition
« Windows Server 2016 Datacenter Edition %1 Standard Edition
« Windows Server 2012 R2 Datacenter Edition #1 Standard Edition

ARS32RABIPRE StoreFront ARSS B ERBRIVIRERFRAE. BESMXIHIRE.,
P2 F57EIETT StoreFront MBRSS 28 EALIRIERGh A, Citrix BiEEMREIRIERSHRE StoreFront,
BRTIRIERFWERSIN, Storefront BRE[JIELITHR U T RIEER:

o RbIEE: 2 NEIA CPU

« RAM: &{iIfAF 4 GB, SMISNMEIAEIR 700 F5,

o TFfiE:

- StoreFront &&J 250 MB,
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- S NEBIE 30 MB, BESITRAREE— Web i,

- NFENBRATINEXNKABIE, & 1000 MgEk 5 MB, Bt 8 MB,

- RIBEMEREBBMZENER IS BEXMH, BEEREXEE IS BEXHEFMER Microsoft 324,

- BRBI=ETEK StoreFront iZ2¥iHE. BUABRT, StoreFront {VRE 15 MB WHE, B&EAT&E
B hntkE, &S StoreFront MEH IR,

HFFETE Web BRSS28 EERUT Windows Thae, A ae%3E StoreFront, XEA M Windows it ERiAak
FEARS, EtIEBEMENEXLEAMYT, BUNEERITEMEE

o NET-Framework-45-Features
- NET-Framework-45-Core
« PowerShellRoot

- PowerShell

MREEM.NET Framework RAETF 4.7.0, ZEEFSBEIZE.NET Framework 4.7.0, i&iE, XERER
3= NET-Framework-45-Core Windows Ihgg,

R StoreFront REEFRMENERDLUTFER Windows ThaE, N& B oh&itXeThEE:
« Web-Server

- Web-WebServer
* Web-Common-Http
- Web-Default-Doc
- Web-Http-Errors
- Web-Static-Content
- Web-Http-Redirect

Web-Health

*

- Web-Http-Logging

*

Web-Security

- Web-Filtering

- Web-Basic-Auth

- Web-Windows-Auth
Web-App-Dev

- Web-Net-Ext45

- Web-Applnit

- Web-Asp-Net45

- Web-ISAPI-Ext

- Web-ISAPI-Filter

Web-Mgmt-Tools

*

*
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- Web-Mgmt-Console
* Web-Scripting-Tools

« NET-Framework-45-Features

- NET-Framework-45-ASPNET
- NET-WCF-Services45

* NET-WCF-TCP-PortSharing45

7E%R % StoreFront 281, ALUE IS Web i SBEHMB FHIREN2S, IS & StoreFront BUAEXTERIRTEIRS 284+
BIFFE RS 28 LA TE R

StoreFront AU T IHmA#ITERS. FRFRENHAEREMMEIRE A IFIHRX LR,

« TCP %O 80 #1443 #5IAF HTTP #1 HTTPS i&15, AT Mt MLERERFIIMEBEITIAR,

« TCP %0 808 AT StoreFront ARS8 2 BIRVR(E, FALL@AAATHITIAIRL,

o MERBRINE 85O RFENERN TCP OB TR 234 StoreFront BRE 23 ZaIiE(S. =4 StoreFront
B, EEE Windows BHAERIN, LLsiFisial StoreFront BfHITX M. B2, BTIROZMHSER, S
HRRAEME R E AP AIEREMIEE R R RAEERFR SRR TCP mONRE,

« BHAE, TCP %O 8008 Hi&MATF HTMLS5 #y Citrix Workspace R REF3E =X #H Citrix Workspace
RIFRfERFhRAGER, BIMAENE RN At A A ARSmERERENNBREFRNRS B HITERE.

StoreFront zi%4h IPv6 MBI INNI% IPv4/IPv6 miFhifiE,

£/ Microsoft SQL Server #5177 4kiE
AILUEEMEEA Microsoft SQL Server Zi#1TiR%3E, StoreFront Z#33tbThaefERA S Citrix Virtual Apps and

Desktops x4 #3EEE A AIMER Microsoft SQL Server ks, £ Citrix Virtual Apps and Desktops Z4ZE Rk,
BBREIERE,

B ER

Citrix 8idid, £S5 LLTF Citrix = @hRA—E AR AR HIT StoreFront F92 3%,

Citrix Virtual Apps and Desktops

StoreFront NBBEEEFRBUT=RNEENNBAEFESE—I,

Citrix Virtual Apps and Desktops 7 1912 LTSR
Citrix Virtual Apps and Desktops 7 1909
Citrix Virtual Apps and Desktops 7 1906
Citrix Virtual Apps and Desktops 7 1903
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Citrix Virtual Apps and Desktops 7 1811
o Citrix Virtual Apps and Desktops 7 1808
+ XenApp #1 XenDesktop 7.15 LTSR *

« XenApp #1 XenDesktop 7.6 LTSR *

Citrix Gateway

A FAMLE AR P AT LU R LU T RRZ<AY Citrix Gateway #1 NetScaler Gateway i4ia] StoreFront,

« Citrix Gateway 13.0
« Citrix Gateway 12.1
+ NetScaler Gateway 12.0
+ NetScaler Gateway 11.1

B LUEERA ICA K32, Citrix Gateway &k EE Fif VPN (CVPN) i@ Citrix Gateway E17i%E#.

RAFIZEER
StoreFront it T EMIEMEAF AT R BCHWRENEZABEF. Citrix AP A LUEE At =589 Citrix
Workspace M B2 SRR ARRE, WalEEXEasPERERATF HTMLS 89 Citrix Workspace R B1ER

MBEHEAF T Microsoft Application Virtualization (App-V) 5, TFELEZHIFM Microsoft Applica-
tion Virtualization Desktop Client iz, BXIFMER, EE8F App-V. AP TEET Web i 55883518 BRA R
BEFZ® App-V F5l.

IR ER Citrix Workspace M ABEF

& ar LU A Citrix Workspace R R 12 % 2 5 3 32 # MY R B R 2538 53 A 2P R 45 & 32 A0 Citrix Gateway Eifinl
StoreFront R A&, & Citrix Workspace AL ARBA, 51 https://www.citrix.com/suppo
rt/product-lifecycle/workspace-app.html,

Web % 234hiE AT HTML5 89 Citrix Workspace N BER

BILAEAIEAF HTMLS 89 Citrix Workspace R Af2Ri@id Web %5283 R SR AEE. NARFMNKELE
A RER Citrix Workspace AR (#ih “BERBD) BE), WEIUTE Web R38Rz, RIE Web i
iRE, REAAFAUEXBMENAEEZETR,

IBEER LU N S 2SI R FThR Ao
£ Windows #:

+ Microsoft Edge
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+ Google Chrome
+ Mozilla Firefox
+ Internet Explorer 11- B CU6 &2, LB REERTENAREIE, FEATEZIZR,

£ Mac k:

« Safari
+ Google Chrome
+ Mozilla Firefox

£ Linux t:

+ Google Chrome
+ Mozilla Firefox

BXEAERT HTML5 1 Citrix Workspace R AERFET Web JIE IR RNERNELESR, ESHER
F HTML5 89 Citrix Workspace W BZF 31,

feqigsE

&4 Citrix &P i a] LUEA XenApp Services URL iiirITh&ER/L Y StoreFront R E. XenApp Services URL
79383 Citrix Receiver 3.4 Enterprise M IHNE F iR WEFRERAERENIBRSZFE, XLEEF IR EZFED
PNAgent & a9i%#.

BEEREX
ERHAEEEEM Citrix Workspace R Bi2R

Citrix $#H3 52 EE5EHEA AR F (CAC). BRIREFMBRARRRFANMAZHRIIE (NIST PIV) RRFEL USB BiE£S
FRREBMHRTT IR, ATUERRTS USB B H /BaEF1ZEOi&% (CCID) MEHHERE Zentraler Kreditausschuss
(ZKA) 3267 “1 2" Fae R EaSmEmUIRFES. ZKA ‘1% #lia ST ERAP BT RENRFSD, %
FHMEBRMNEERE RS, 81F 2% k¥ (BEHAPIN NEE). HEAXERERETSEENTERR
(TPM) A BRI B8+

FF Windows &%, HERE-ENZIFET Microsoft MAITEMN/EEE+ (Microsoft Personal Computer/Smart
Card, PC/SC) #REME. B EMBERRFRMNZRERFALFABYEI Windows BEHFIAE, LEAREER,

A5 Citrix BANEREEMPEENIFEAREE, 1555 Citrix Virtual Apps and Desktops X4 EIE sEF UK
http://www.citrix.com/ready,

Citrix Analytics RS EK

A3t Citrix StoreFront #1782 &, LA Citrix Workspace R RIEFFR#dE A% Citrix Analytics ARSS, Citrix
Analytics BRSHRNBEREFMAES. U THRZIFFIINEE
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o AILUEE Web 55281510895 FA RS E
o AILMERT Windows 89 Citrix Workspace R B#12R 1903 S E ShRZAs AR MIN B RS,
« MIEAT Linux #9 Citrix Workspace M AERF 1901 E S k2SR MR A RIS,

%3t StoreFront

January 25,2024

LRMECEZ A

EREMEE StoreFront, HRIAFTEHUATHE:

1.

2.

BERAER,

WNREMFER StoreFront kAP 32T Citrix Virtual Apps and Desktops %, i&H#i{F StoreFront fR55 28
EMANE S BA AR Microsoft Active Directory ia 5 B iz BITFEE T X R 89,

BERR

o MWFEARSIFIIE, Al UERIMNIEAIIRS 28 %% StoreFront,
o StoreFront ] AR EEEIITHIZS Lo

(AJ3%) WMRERE LRSS StoreFront #E, 57 StoreFront fRELE — M HFEIFIE,

E{EH Citrix ADC 170 HFH, NEX—EMMIRS2R1EN StoreFront IREBIRE, HXEIEE Citrix
ADC SaMAHTERIFMES, F2REA NetScaler ADC #1711 & F 5,

HRPAEF MR IR E AT MBI RLRERFSMER IR TCP #5080 3¢ 443 (MNREM). 1thsh, HRAED
MEBRERP AMERE IR EI R A LB ERAERRIER TCP iwH,.

¥ StoreFront BY, EEZE— Windows B AIEMNI, AiFEEMEIEIEREZHORRETIERS TCP %04
ia] StoreFront ATITXX . ItimORFERS234ENE StoreFront BRSS2B( 2 B LILEE.

Z4t StoreFront

BE

AR StoreFront iR AR H MR BIER RGN, BSLXAMENARER, HEREZBN
RGPz TEAEMES SR,

1.

2.

MTHIE FRRERER.

ERREAHERRRIKAER StoreFront fRS525.
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3. #%3 CitrixStoreFront-x64.exe, SARUEIERBMHEITIH X,

N

. FENEHESITNY, ARRET—F,

5 MRETHELENNE, BFRET—F,

[¢)]

. EEMFREESETIAE L, WEMTINTELETM StoreFront A, ARRHRE,
7. RETME, BEHETM.

—

StoreFront

Successfully installed StoreFront

StoreFront has been successfully installed.

& Internet Infarmation Services (11S) installed successfully.
& StoreFront installed successfully.

& Citrix StoreFront 2203.0.0.29 installed successfully.

MNote: StoreFront must be configured before it can be used. The administration consocle will
start automatically after you click Finish,

8. StoreFront AlEEEEREMBIURHR T, BH2INENBD.

9. 7y HTTPS B2 & Microsoft Internet Information Services (11S), EXFH B, HESEAER HTTPS R1F
StoreFront %&£,

Mo RE %% StoreFront

1. FRAEEXHEEGNENKF SR StoreFront RS 28,

2. %% StoreFront zai, ES%HE StoreFront ZEMER, BXFMEE, BERTEMEE 28,
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3.

Z&H

BXH

RE BN REN S FEHRGE, #3F CitrixStoreFront-x64.exe, AERKZXHEFIZIRS2E EH— NGBS
&,

MASRTEOD, SNHDAREXHFIXHIFFRANTHL.

CitrixStoreFront-x64.exe [-silent] [-INSTALLDIR
installationlocation] [-WINDOWS_CLIENT filelocation\filename.
exe] [-MAC_CLIENT filelocation\filename.dmg]

<!--NeedCopy—-->

£ -silent ST EIRRR % StoreFront REX &I, FINERT, StoreFront %7 C:\Program
Files\Citrix\Receiver StoreFront &, 182, AL -INSTALLDIR s Hth &M E, H instal-
lationlocation 73 StoreFront WREB R, MBITHIERSB/IENRS /AN —I05, NIXLARSS 282 EHY
StoreFront ZEMEF IS Web ih=RiGE. ¥IRREMLS ID BA—.

BABERT, AP Windows 3% macOS EfER Web XK BT AN AREEN, MRQMAEF Citrix
Workspace R, FASBTHAPM Citrix Web S THHRE KR LUMNERTHF A M Citrix
Workspace RA#ERF. EaILUERLLITH, LUERAF M StoreFront BR5588 T3 Citrix Workspace A2
REXH, BXREFMAER, BERAEEXSRYAANETAH.

MREFRUEE, & T -WINDOWS_CLIENT #1 -MAC_CLIENT &%, LU Citrix Receiver for
Windows Zt:&FF Windows 8 Citrix Workspace Rz A2 LU Citrix Receiver for Mac St:&HF Mac
B9 Citrix Workspace M BIEFRE X2 3IEHIZ StoreFront BEHAELME. 5% filelocation il
BRESHNREXHNER, # filename B AREXHNER. EATF Windows i Citrix Workspace
Rz FF2F A Citrix Receiver for Mac =3B F Mac # Citrix Workspace R AREFREXMHEE1E Citrix
Virtual Apps and Desktops REN FH.

=+
SN

SXHNELEFMER, BFSHLERT,

fic& StoreFront

SERRER, Citrix StoreFront EIRiEHI 8 BB RN, T AT LM “FF8” 528 $TH StoreFront, Citrix StoreFront
EITH A ERENN, SERMHEIET,
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= Citrix StoreFront - |
File Action View Help

«=|F BE

¥4 Citrix StoreFront T Actions
- Citrix StoreFront =

Wiewy »

6 Refresh

Welcome to StoreFront Help

Select an option below to create a new store or extend your existing deployment

Create a new deployment

Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add 3 server to an existing load-balanced group.

o GIZEE, 725 StoreFront MEHEEE — QMRS RIRSB[EEFEH TS StoreFront SN EEF~EE,
EeE%E—& StoreFront BRS58/E, PTLBNMARRINELRSE, URSEHENEE,

o MNIMERSEH, BEMIRSRHRMEIIE StoreFront ZiEth, EFIEM AT REIRS StoreFront &K
BE. ZIRES[BEFELININBATTFER. BERMKRSES, FEHRAFEDHNNERSEE.

miE, AFPALOETEeEsE Citrix Workspace M ARZF ARG AREIE. ESHAF 15,

Citrix ZF A58 ETL

September 7, 2023

MEEE5 Citrix TP {FIRRER (CEIP) B, &4iam Citrix RIXERZ4HEUENERIE REELURS Citrix =&
B2 FMERE,

FHINERT, &% StoreFront S BahRAEEM CEIP, KAEERLE StoreFront tXEE—R L HEIE, eI UEE
MRGEPEHRURINGE, WRERSE StoreFront ZRTEHUEMRICE, WEFERZE. WREHLK StoreFront
ZHBEBUEMRIGE, WEERZE.

R -
=R

AMKRFEFALLSHTEND, ARFEENMTRRERR, Citrix TEHRIEEEMRFEREAFLSHE
IEYRRREB IS AR, EREMRRIBSTEIENIG, EREIMERZE, BSLHITED,

R B LS TRENEMRIRE RUAMEN 1)
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Location: HKLM:\Software\Citrix\Telemetry\CEIP

Name: Enabled

Type: REG_DWORD

Value: 0 = disabled, 1 = enabled
<!--NeedCopy-->

BIMERT, Enabled EMTEIMERPRTRERS, HERIFKIEEN, BRAB LHIEE.

£/ PowerShell &, T cmdlet 2/87 CEIP &iE:

New-ItemProperty -Path HKLM:\SOFTWARE\Citrix\Telemetry\CEIP -Name
Enabled -PropertyType DWORD -Value 0

=

AMRIGEZEFIA—SRSRLAMEAHNEZRITHENERBERESNE L&, flM, MREER
StoreFront # Delivery Controller R %#ER—&RSEE £, HREFAEIMRIGEEZFRE CEIP , Ni%kEF

IR AR E M

M StoreFront W5cr9 CEIP %#43E

TREMTRENER EENRETRE, TEPFELEEMRFIHE

E

StoreFront h4s

[ P IS 14K

RS BRAPHIARSS B ITEK

S B AREER Delivery Controller i+#%

BRHTTPS

Citrix Receiver for Web 9 HTML5 i& &

73 Citrix Receiver/Workspace MBEFRBRBHNIEX
bl

FIR RIS IR R Ag 117

BEShEs

EEFPRIFAES.

HiEA

IR RER StoreFront lrEBFERTER, 40, “3.8.0.0”
FRRERE RN S E MRS,
FTRSEB[AD RS S ERITERES

B TRAIHEE RSN ABEEA Delivery
Controller HEMEIETIR,

IETEENBEBA HTTPS =E/E (“True” =
“False”),

FRBFIER, IBTE Receiver for Web 589
HTML5 Receiver i&& (“Always”. “Fallback” =
“Off"),

mREYIR, ERETAE Receiver for Web b5/
B “TEXES” (“True” 3 “False”)s

FREVIXR, BTREETHABBPINEINABERA T
#2imm” (“ENABLED” = “DISABLED”),
REPEFEER Citrix Gateway HERIITEES,
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Citrix Analytics iRs

January 25,2024

WMREZ Monitor £, # B RAEZM StoreFront 3, MR LEZE StoreFront, UEFHIELIEE Monitor Ry
Citrix Analytics iR%S. B2E/fg, Citrix Workspace A2 Web %2823 AP B4 £1%3 Citrix Analytics #
TR, Citrix Analytics B&EXAF. NBRER. a. MENSIBENERIER, Uem T BB {TH. B Citrix
Analytics X#4HiFEIEE X ILINEENER, EBIAER StoreFront A Virtual Apps and Desktops 45,

BEEILITH, BHRITUTRE:

« M Citrix Analytics THEE X
« {#/A PowerShell 3§ Citrix Analytics #iES N\ EI73t StoreFront ZZEdh,

BZE StoreFront /&, & Citrix Analytics ARSZ3ERBY, Citrix Workspace BZFZFAILLM StoreFront MR E%
IR,

EERT:
EAEFE I THEEIE ® TEFHER Monitor ARSS, &89 StoreFront BB X MpEILIE: T RO 443 BER LU bk :

« https://*.cloud.com
« https://*.citrixdata.com

M Citrix Analytics THEE &
BERR:

R EFTEESHRERNEEX . THREREXHRE. B7NSHRIIMNINEFARZLXX . BERE, |
LARIBR IS M. SIRFEES—AHENLERNARE, sJUM Citrix Analytics RS EBERI AT THZ
X,

1. FREEERKAZERE Monitor (https://citrix.cloud.com/).
2. #EE— Monitor &7,

3. BEEIRITH Citrix Analytics RS EBIEHI&.
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P

<

Analytics

How to Buy | Learn more
P Launch Demo

4. 7z Citrix Analytics [RSBEIEHIGH, EFILE > HiER.

5 #

6. 1%

“Virtual Apps and Desktops” &/, %% (K) FEBEER, AGSiEEFEE StoreFront $E,

“Yii% StoreFront 2pE” A L, ER THXHLUTE StoreFrontConfigurationFile.json X4,

THIEEX S

}

"customerId": "<yourcloudcustomer>",

"enablementService": " https://api.analytics.cloud.com /casvc/<
yourcloudcustomer>/ctxana/vl/cas/<yourcloudcustomer>/XenDesktop/<
deviceid>/dsconfigdata",

"cwsServiceKey": "PFJTPn - - .. T4=",

"enablementServiceStatus": " https://api.analytics.cloud.com /casvc/<
yourcloudcustomer>/ctxana/vl/cas/storefront/config",

"instanceId": "d98f21d0-56e0-11e9-ba52-5136d90862fe",

"name": "CASSingleTenant"

<!--NeedCopy-->

Heh

customerld 2%a1 Monitor ZFHE— 1D,

cwsServiceKey 21TIR 481 Monitor ik HME—iE,

instancelD 241 ID, BT M Citrix Workspace B B2 %23 Citrix Analytics BIER#ITER ()

RER) o

R &M Monitor At % 4> StoreFront BRSBHRSRA, NETRSBAMSBATRBMH—H

instancelD,
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¥ Citrix Analytics #iES A3 StoreFront JE+

1. ¥ StorefrontConfigurationFile.json X{+ & fIE| 43 StoreFront fR5588 (3¢ StoreFront RS 234EHHI—
MRS LHEENXHEE, UTHIBREZNHFREIRHE,

2. #T7F PowerShell ISE #i£#2 LIE IR R FHIE1T,

Import-STFCasConfiguration -Path "$Env:UserProfile\Desktop)\
StoreFrontConfigurationFile.json"

Get-STFCasConfiguration

<!--NeedCopy-->

4. EREISNEIENEIZA, H1E PowerShell =4I &5 2 RIZ IR,

CustomerId 2
EnablementService : https://
CwsServiceKey £

EnablementServiceStatus : https://
Instanceld 2
Name : CASS1ngleTenant

AR

Z#7F Windows Server 2012 R2 E@94si#th StoreFront BRE BT BB F iR C++ iz TR AN,
LEENT LGEMEI CAS, w8 ER % Citrix Virtual Apps and Desktops Hiia] %% T StoreFront, Nl
FEEHTUSE, EHR CVAD Metainstaller E& % C++ miTRA N, MRNEARRLE C+ BT
CitrixStoreFront-x64.exe Metainstaller 2% 7 StoreFront, MES AN CAS BEXHE, ©AELETM
Z| Monitor,

¥ Citrix Analytics #E% =) StoreFront AR5 234

MREFT StoreFront FREZESAHRITXEAR(E, MHFESNE Citrix Analytics 2iIBERE RS BANFIERR. 7
g4 StoreFront RSB EBEPFFAEFERI TS B,

BEREIE, BERUTHEZ—:

+ {£/ StoreFront EE=HI&,
+ &R PowerShell cmdlet Publish-STFServerGroupConfiguration,

% StoreFront Aks3234H ID

EREENBERSTERTEME Citrix Analytics BRss, "ILIEER PowerShell kA IEFER ServerGrouplD.
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1. EREER StoreFront RSB 2B ARSZ][/AFH—& StoreFront BRS23.

2. T PowerShell ISE &4 U EIR R B 191517,

$WebConfigPath = "C:\Program Files\Citrix\Receiver StoreFront\
Framework\FrameworkData\Framework.xml"

$XMLObject = (Get-Content $WebConfigPath) -as [Xml]

$XMLObject.framework.properties.property

<!--NeedCopy-->

flgn, XEar<SERIN T AREYEL

name value

ClusterId 8b8ff5c8-44ba-46e4-87f0-2df8cff31432
HostBaseUrl https://storefront.example.com/
SelectedIISWebSiteId 1
AdminConsoleOperationMode Full

<!--NeedCopy-->

{Z1EM StoreFront i@ Citrix Analytics ‘&iX%iE

1. #77 PowerShell ISE Hi&#R U EE R H{3151T.
2. BT THS:
Remove-STFCasConfiguration
Get-STFCasConfiguration
R LIS Citrix Analytics #UREWMINMER, Get-STFCasConfiguration $FRiREIEAAR,

3. WNRET StoreFront RS IBBAMITRLEARE, BEBFIMHIERIF MRS BABIFIE AL R FHERS K Citrix
Analytics ##8. ERSS|BAPH—RSSBL, BITUTHS:

Publish-STFServerGroupConfiguration

4. EEMEMRSSBARR L, BITUTHSURIABRIIMAFRNFERS BB Citrix Analytics Ai2E:
Get-STFCasConfiguration

5. FABERKAERE Monitor (https://citrix.cloud.com/)s

6. &F—1 Monitor £F,

7. BHEEEITH Citrix Analytics RS EBIEHIA,

8. 7z Citrix Analytics RS ERBIEHIGH, HFILE > HiER.

9. 7£ Virtual App and Desktops £+, i%#% StoreFront FEit#:
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Virtual Apps and Desktops
1site | 2 users | 1 StoreFront deployment

10. @IS AEENEA URL #1 ServerGrouplD kHEEMIPRA StoreFront &,

11. 7= (W) FEgdh, #EFEM Analytics HiEk StoreFront 23E,

StoreFront deployments
StoreFront deployment

The StoreFront deployment is successfully configured and connected. @

STOREFRONT DEPLOYMENT
hitps://sf1.bvtlocal/ 3db073f2-211f-479c-99d3-ef185ca4f4be Success Jun 9 2019 12:06 PM

Page 1 of 1 510Ws WV

=3

AR

MREMARS2RIHTMIEM Citrix Analytics IpREZE, StoreFront Z8E%& BIRRB7E Citrix Analytics H,
BREM StoreFront T mEdE. WMRMM Citrix Analytics fiprEZE, N StoreFront SBELERKET
RN BREFMEIEERFN (£ IS EENTE 24 /N ERITER) o

¥% StoreFront E2E 1 1EH Web I2E & Monitor 3113 Citrix Analytics

R StoreFront i F Web {EBEEMEN Web ARS528 £, FAtE Citrix Analytics %K. R StoreFront &
BAEH Citrix BEHER HTTP K12, 45%E 3 Internet B9 StoreFront mEXFUET Web 12154, ABAEER
iAz=HH Citrix Analytics, StoreFront A BEEREERERANNIEIRE,; SEHTHIIMNMIEERIERNAR
[E&@id Web RIBREHIERE, TJLUESENAREE web.config XFhARMFEESREE <system.net> K
BECE, 1%t StoreFront ARS3 28 ISR TR LIXE Citrix Analytics WEN R ABERITLIRE,

A% 1: iB8d PowerShell h— 82 MU ABERENAEERELE (EH)

izfT PowerShell iizx Config-StoreProxy.psl £A— s Z AN AEE BohITIEE, HEHEANBR XML L
& <system.net>, ZMATIENAREE web.config XHEHEYFBANEE, MTAFELEIERKE
2 web.config 3.
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AR

LRSI AT RER S BRI <system. net> XML WZ 1 EIFR. 81 RAEENZRE <system.net>
W—1%B. FMSIBIASELLENAEEREREER I,

1. 377 PowerShell ISE &2 U EE R F{3151T.

2. ¥ $Stores = @("Store","Store2") REHNEOFEEHLEMEH Web RBE BN BREIE,

3. BEEEUTE—I:

o IPshht, ¢
« Web 1{¥2#y FQDN

4, i=17LLF PowerShell:

$Stores = @("Store","Store2")

$ProxyIP = "10.0.0.1"

$ProxyFQDN = "proxyserver.example.com"
$ProxyPort 8888

# Set this for every Store using Stores array
function Set-StoreProxyServer() # Tested with both IP and FQDN
{

[CmdletBinding()]
param([Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN")] [
array]SStores,
[Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
string] $ProxyIP,
[Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN")] [
string]$ProxyFQDN,
[Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
Parameter (Mandatory=Strue,ParameterSetName="ProxyFQDN'")
J[int]SProxyPort)

foreach($Store in $Stores)

{
Write-Host "Backing up the Store web.config file for store
$Store before making changes..." -ForegroundColor "
Yellow"

Write-Host " 'n"

if(! (Test-Path "$env:UserProfile\desktop$Store"))
{

Write-Host "Creating $env:UserProfile\desktop$Store)\
directory for backup..." -ForegroundColor "Yellow"

New-Item -Path "$env:UserProfile\desktop$Store" -
ItemType '"Directory" | Out-Null

Write-Host " 'n"
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Write-Host "Copying c:\inetpub\wwwroot\Citrix$Store\web.
config to $env:UserProfile\desktop$Store..." -
ForegroundColor "Yellow"

Copy-Item -Path "c:\inetpub\wwwroot\Citrix$Store\web.
config" -Destination "$env:UserProfile\desktop$Store" -
Force | Out-Null

if(Test-Path "S$Senv:UserProfile\desktop$Store\web.config")

{
Write-Host "$env:UserProfile\desktop$Store\web.config
file backed up" -ForegroundColor "Green"
}
else
{
Write-Host "$env:UserProfile\desktop$Store\web.config
file NOT found!" -ForegroundColor "Red"
}

Write-Host " 'n"

Write-Host "Setting the proxy server to $ProxyAddress for
Store $Store..." -ForegroundColor "Yellow"
Write-Host " 'n"

$StoreConfigPath = "c:\inetpub\wwwroot\Citrix$Store\web.
config"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

if([string]::IsNullOrEmpty($ProxyFQDN))

{
$ProxyServer = ("HTTP://SProxyIP"+":"+SProxyPort)
}
else
{
$ProxyServer = ("HTTP://SProxyFQDN"+":"+$ProxyPort)
}

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

# Create 3 elements
$SystemNet = $XMLObject.CreateNode("element'","system.net",

llll)
$DefaultProxy = $XMLObject.CreateNode("element","
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}

defaultProxy","")
$Proxy = $XMLObject.CreateNode("element","proxy","")
$Proxy.SetAttribute("proxyaddress","$ProxyServer")
$Proxy.SetAttribute("bypassonlocal","true")

# Move back up the XML tree appending new child items in
reverse order

$DefaultProxy.AppendChild($Proxy)

$SystemNet.AppendChild($DefaultProxy)

$XMLObject.configuration.AppendChild($SystemNet)

# Save the modified XML document to disk
$XMLObject.Save($StoreConfigPath)

Write-Host "Getting the proxy configuration for c:\inetpub
\wwwroot\Citrix$Store..." -ForegroundColor "Yellow"
$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]
$ConfiguredProxyServer = $XMLObject.configuration.'system.
net'.defaultProxy.proxy.proxyaddress | Out-Null
Write-Host ("Configured proxy server for Store $Store'"+":
"+ $ConfiguredProxyServer) -ForegroundColor "Green"
Write-Host " 'n"

Write-Host "Restarting IIS..." -ForegroundColor "Yellow"
IISReset /RESTART

Set-StoreProxyServer -Stores $Stores -ProxyFQDN $ProxyFQDN -

ProxyPort S$ProxyPort
# OR

Set-StoreProxyServer -Stores $Stores -ProxyIP $ProxyIP -ProxyPort

$ProxyPort

<!--NeedCopy-->

5. ®#& C:\inetpub\wwwroot\Citrix< Store>\web.config Ml 2% & & £ web.config X KB B # <
system.net> ZHHH,

</dependentAssembly>

</assemblyBinding>

</runtime>
<system.net>

<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"

bypassonlocal="true" />

</defaultProxy>

</system.net>
</configuration>
<!--NeedCopy-->

6. &R Citrix Analytics #3ES A\ Z StoreFront ZPEFFHRE A Citrix Analytics #iE.
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Ak 2: ENAERE web.config Xt FahiAm <system.net> 25

WT StoreFront ARSS 38 B AT B EIERXE Citrix Analytics B9ENN ABEERITIGRYE,

1. EHMMARER web.config X, FBEEFIZ C:\inetpub\wwwroot\Citrix< Store>\web.config Z 5
HEMMIE.

2. £ FQDN flig DA &R IP MisOA & @I REBIREERILT XML,
a0, wNREER FQDN MikO4ESE, BFEARAUT <system.net> x&:

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />
</defaultProxy>
</system.net>
<!--NeedCopy-->

g0, WNRER IP MixOHS, BERUT <system.net> x&:

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://10.0.0.1:8888" bypassonlocal="true
n />
</defaultProxy>
</system.net>
<!--NeedCopy-->

3. ERAEE web.config XHHERE, BABYM <system.net> xT&K, MTFFR:

<runtime>
<gcServer enabled="true" />
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>
<assemblyIdentity name="System.Web.MVC" publicKeyToken="31
BF3856AD364E35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.0.0.0" newVersion="
5.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name='"Newtonsoft.Json" publicKeyToken="30
ad4fe6b2a6aeed" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-9.0.0.0" newVersion="
9.0.0.0" />
</dependentAssembly>
</assemblyBinding>
</runtime>

Insert the <system.net> element here

</configuration>
<!--NeedCopy—-->
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4, #%#8% Citrix Analytics #3ES A2 StoreFront SEHFHARSN Citrix Analytics #iE,

£ HTTPS %1 StoreFront 9% 4%

January 25,2024

Citrix 38ZUZiINER HTTPS K StoreFront SREFIEEZENEERS. XEAURFRERFPIRS StoreFront
ZEEENZBMEMEBIRZT NG, thit, @0 HTTP EEaiEaS&MKE (flndEARd) BEE, LH
BEMAHE WI-Fi S22 BRIDERER, IREEEEMN IISHESE, StoreFront ¥R HTTP #17i&1=,

RIBEHNEE, APRALUES X 55 FES1410 StoreFront, EalIATEM XA & F &8 F&RIF HTTPS &%,
EBE, EXMERT, Citrix MABINERER HTTPS ®#FM*%5 StoreFront Z[EIiEER L,

WMEREEHN HTTPS B & StoreFront, MLBRUTES:
44 StoreFront using HTTP not HTTPS.

& “BRSER HTTP miE HTTPS”)

BRI
- JEWRRATIAE StoreFront B9 FQDN fERERE&EAEM (SAN) @472 DNS FEH, INREFEANZHE
Tgs, NENEERRSSEH FQDN Mz F#&E FQDN
o EA%E=7 CA (It Verisign) sALRKIEIIR CAIPHERHTER,

o UPFXBRSHIES (BEFLHA).

A HTTPS ECE IS

27t StoreFront BR5388 L4 HTTPS E2& Microsoft Internet Information Services (11S), i&HITUL TiéfE:
1. #TF Internet Information Services (11S) B &R
2. EEMBREZNET, EEFERSEHE.
3. AEMEES, WHRSBJIED
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¥ Internet Information Services (IS) Manager x
‘e 93 storefront-eu-1 » a s @

File View Help

2 a‘gi; storefront-eu-1 Home

-
Filter: - W Go - igyShow All | Group by: Area - -
» €3 storefront-eu-1 (XAEAAD\jon »
ASP.NET B &
= 4 ( 1 il?
3 < ¢ 9 s W 5
NET NET .NET Error NET MNETTrust  Application Connection MachineKey Pages and
Authorizat.. Compilstion  Pages  Globalization  Levels Settings Strings Controls

Get Mew Web Platform

:'93* & @ s Component=

Help
Providers  Session State SMTP E-mail

-]

s ~
2 i i, @' =
b a hi ) = s @ B
Authentic... Default Error Pages Handler HTTP HTTP ISAPland  ISAPI Filters Logging
Document Mappings ~ Redirect  Respon..  CGIRestri..
=T r e = -
= - s S = =
JE = [ = . el
MIME Types ~ Modules  Output Request Server Waorker
Caching  Filtering || Certificates | Processes
Management -
Configurat..  Feature Shared
Editor  Delegation Configurat...

< 5| [ Features View |2 Content View

Ready &
“« Az S 9 R \ S ~ o ~
4. £ ‘RSB[R BREP, EAIUSANEGIERHECIEIER.
¥ Interet Information Services (IIS) Manager - ] x
[ €3y storefront-eu-1 » & @ -
File View Help
- 2 Ggg Server Certificates
Use this feature to request and manage certificates that the Web server can use with websites cenfigured for S5L. Create Certificate Request...
~ 83 storefront-eu-1 100 < i
+ Complete Certificate Request...
L2} Application Pools Filter: » 0 Go - GyShow All | Group by: No Grouping - —
> (&) Sites
Name Issued To Issued By Expiration Date Certificate H .
. s 3 Create Self-Signed Certificate...
TenantEncryptionCert DC=Windows Azure CRP Cert.. DC=Windows Azure CRP Cert.. 6/15/2024 &:51:31 ... ] SRR A A 0T
DigiCert TLS RSA SHA256 202...  10/13/2023 11:59:5... oma T
wed Certificate
< b4
" | [Femurestien] - Coment Ve
Ready &

5. EEMBIMAARES, EFERIA Web ih (SHERE Web 3557)
6. 7 “RIF EH, BEHE--
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¥ Internet Information Services (IS) Manager - ] x
& @) storefront-eu-1 » Sites » Default Web Site » @@
File View Help
- faul b Si :
ST Y @ Default Web Site Home T
-5 Start Page . - Edit Permissions...
- Filter: - ¥ Go - G Show Al | Group by: Area - B E;'ils:":“ o
[} Application Pools ASP.NET poy
v [&] Sites = & 2 12N pos
» €0 Defautt Web Site e 2 e P 2 é,q & 3 @A Bl pesstns
NET NET  MNETEmer  NET  METProfle MNETRoles .NETTrust .NETUsers Application Applications
Authorizat.. Compilation  Pages  Globalization Levels Settings View Virtual Directories
| E = >, TR
. R E R L e
Connection Machine Key Pagesand  Providers  Session State SMTP E-mail ¥ Restart
Strings Contrals P star
s . B Siop
i - - = Browse Website
33) @ &) ] & Q = Browse ":80 (htp)
Authentic..  Default  ErorPages  Handler HTTP HTIP  ISAPIFiers  Logging  MIME Types T
Document Mappings ~ Redirect  Respon.. e T
Configure
H o & 8§ L.
Modules Output Request  SSL Settings HSTS...
Caching Fiktering @ o
Management -
Configurat...
Editor
( 5| [ Features View |i = Content View
Ready &
= 3
7. EHEEOF, REAHRM--
8. EXBITHITIERA, %% https
N e N o
9. JEZHIGNRIEH, KHRE
]
| Add Site Binding ? |
| Type: IP address: Port:
https ~ | |All Unassigned v| |443 |
| Host name:
] Require Server Mame Indication
[] Disable HTTP/2
[] Disable OCSP Stapling
S5L certificate:
won A —— v| | Select. View..
0K Cancel
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10. ZMBR HTTP i5RIRER, &iEE “HTTP”, 2ARSEEMER.

Site Bindings ? it
Type Host Mame Port IP Address Binding Infarma... Add...
https 443 ® -
Close

¥ StoreFront fE5385& 74 URL M HTTP &8 HTTPS

MRERELALEMEE SSLIEBMIER TLEMEE Citrix StoreFront, StoreFront &R HTTP #1T&(=.
INRIEEREMEE SSLIEH, HEAUTIERMAR StoreFront RERSEA HTTPS Ei#%,

1. 72 Citrix StoreFront EEEHI G H, EANERFIEZRRSEE,

2. 1 “BME Eig, EEEREAE URL,

3. EEA URL MUEE https:, REBEHE.

Change Base URL

Madify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: https:f.-"mystorefru:rnﬂ)’

"o I

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

51



StoreFront 1912

HSTS

BMfEEERSHIRERT HTTPS, APHNEFIRKEREZREI KT, Hli, FEAKEERLUEGE StoreFront Ak
SRHFEAFBEIER HTTP EEIIBIRRS 2. AR, MIATLURRRER, HIMNAFER. BRSEEHER
PR F 22t HTTP ifia RfWeb AR5588. EaTLUBE HTTP =igEiaz et (HSTS) REWX—=,

BER HSTS &, lREE=m Web JI%238RIMSEE HTTPS @ Web ik HigR, IRAFASIRXER HTTP i5in
URL, %588 BahtliRIER HTTPS, R UMRRSERNE P IHIRIEUKRTE IS h#{TARS 82 iKIE, Web
H BB TEEC B RYBT B R R IFILIEIE

£ Windows Server 2019 XEShR4s L :

$1FF Internet Information Services (1IS) &322

EEEIA Web iE= (S4ERZEY Web i553) .

EEMERIERED, $E HSTS -

BEBA, MARKESHE, §17031536000 (RT—5), A% Redirect HTTP to HTTPS (3 HTTP
EE@E HTTPS),

5. &BHE

> wn e

Edit Website HSTS ? *

Enable

Max-Age:

31536000

[ IncludeSubDomains
[ Preload

Redirect Http to Https

} =

=W

BH HSTS ¥ mE—i%FaErE Web 55, Fl0, R LGED https://www.company.com/Citrix/S
toreWeb ifia] Web s, M HSTS S8Rz https://www.company.com THFrE Web 55, XA
BEHAEE,

%1 StoreFront 2L L

February 22,2024

AXEESNBELPENESE StoreFront A REERIMAKZZ LN/ AERNS.
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=ARARF 5 StoreFront ZE/f9i&E S

Citrix ZiVEA HTTPS RBRAFMIEES StoreFront ZEMEERE. X URREE S StoreFront 2
B R XESMEMEIESINE, i, E@p HTTP BRI KE (FlndhiEARE) RF, LHE
EMAH Wi-Fi ARSEF RN BRIIERN, MIRKEEEN IISEE, StoreFront ¥R HTTP #{T@E,

RIBEMECE, AP LOBT R X & F#231hia StoreFront, eI IEM XSk fi 8 F#ids &2 1E HTTPS &4,
B2, EXMERT, Citrix MARNERER HTTPS (RIFMXH 1 F#885 StoreFront ZEIMERZ £,

EEB HTTPS. 28 HTTP #EH HSTS, #&RER HTTPS {R1F StoreFront V&£,
StoreFront 5 Citrix Virtual Apps and Desktops i3 22 2 iE89&(E

Citrix BER HTTPS thilskiRir StoreFront 51&#9 Citrix Virtual Apps and Desktops Delivery Controller
ZENEIEFERT S, ESHE Controller L2%E TLS RS 281EH, &, EAILER IPSec B2& Windows R1R
FERS 2R IERELE,

BJ LAE2E Delivery Controller #1 StoreFront IR REF] 15 StoreFront BRZ328 74 k5 Delivery Controller i&
=, BEBREEREER,

StoreFront 5 Cloud Connector B9i&({S

Citrix ZiER HTTPS #hiYk{R#r StoreFront 58 Cloud Connector Z Elfy$iBE L e, &5 How to
Enable SSL on Cloud Connectors to Secure XML Traffic (4nfal#e Cloud Connector LEA SSL LUFRF XML
REMRS), HE, EaLUER IPSec i2E Windows RIFIPIRS & 2 ERERE,

A2 18]

Citrix FEIEEM StoreFront lREBEIZREL Internet, Citrix BiERA Citrix Gateway FiniZ AR ES
R BERNIH AR PR

Microsoft Internet Information Services (l1S) 31t

AIUECERERR IS BEEER StoreFront, &ERE, XFEHINISEE,

X RE

A LUERIBERIFEERIEE A FERNXGT BRIIRUKRZ LR BN ET BEFIR, 152 IS i
StoreFront EEUTXHY BE:
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. . (ETRR)
« .appcache
o .aspx

o “cr’,

+ .CSS

. .dtd

+ .png

o .htm

+ .html

. ica

. .ico

* .jpg

. .js

* .png

. .SVg

o txt

o .xml

MR AR BERE Web BT Citrix Workspace BRI TH: AR, StoreFront FERFERAUTXXMHY E
E=

« .dmg
. .exe

MRBATERT HTMLS 8 Citrix Workspace R 2R, StoreFront AERER T BR:

. .eot

o ttf

« .woff
« .wasm

&g

BILAEF BRI RECE A VHERRENRFIR AR BRI ERKRS I HAIENE, ESE 1S X,

« GET
« POST
« HEAD
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URL #893F ASCII =75

NSRRGSR FA Web uh =2 Z#RXER ASCH 5, StoreFront URL ¥R & & ASCII F75. ERILUIERE
KRR IERIE ASCH F7/f. 1EEI IS XXt

MIME %2

LA S AT S B R X R AIR RS shell MIME 2£3Y:

. .exe
« dll
« .com
« .bat
« .csh

i IR =R

fiEx X-Powered-By 153k

BIANERT, IS @BEFHMER ASP.NET 89 X-Powered-By xRk RIREHEEMER ASP.NET, ATLUR IS BE2E
AMERIATSR, FEE 1S B ARk,

B 1S hrZskiHaY Server xk

FIANERT, IS@EIARM Server fRkkiRE IS ljzs, AILURE IS BEEAMIBRIELITK. 1850 1S 15RIFE .

3% StoreFront Web it S E 24N H X

R LUK StoreFront Web i S HREES RAXHERRMNSIX L. 72 IS, 12613 StoreFront BB/, EHHE
MR B9 X _EFEHEIA Web ik 5550 6 2 82 IR Ak 2

1S Thik

B StoreFront REFMEARY IS IEETIR, FSHARAER, ATLMBREM IS ThEk.

RE StoreFront FEZER ISAPI 3528, EixThael ASP.NET FRsERy, EILTEEENR,
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StoreFront 1912

AhIEAE F BRAY

StoreFront FEE TR IEEZRFMEST, o] LURIBRE MM IZIZFIET,

« ExtensionlessUrlHandler-Integrated-4.0
+ PageHandlerFactory-Integrated-4.0
« StaticFile

ESIH IS AIRRF Y,

ISAPI 23528

StoreFront RFEEES ISAP 12523, JLUMIBRFRE ISAPI i2iE28. ES5 IIS ISAPI g2,

NET #2450

BOAMERT, lISRS23K “.NET #AN” ®EHR “RFFBAF". BIAMERT, StoreFront K Web thns
HRILECE.,

NRETEARSS IR AIMIBRSLESNET #AGAM, N4ES StoreFront fEMARY Web k= E89HIN, R “FRERAFR”
AN VFRRLINH M BRAE AT E B RN

R B2t

StoreFront 812 T ZNAEF . BNEXRESN IS XARFEANNBEFBHES MEERR NREERSD
R, WEERES N RECENERRIRNNBER M,

£ “Recycling settings” (EIWi&E) F, EAILUEBN AR HENENMEIMNERS. #HEE, 5 “Citrix
Receiver for Web” AiEF ML, E2SHEE Web JNBERNAFHEHE, RtEBRIAMEEAEX 02:00
B IR APRE MR T, MNREEREMEIKIEE, NATAERSHAF E—RPIIE AT EIR T 5o

BERE

o BFEMER NS BMEIEIEE, StoreFront EIESHIHNIEHFEREHMFHIIEIRERE StoreFront itmHIE
o

+ 33F SSL Settings (SSLi&&E) THI StoreFront ARs328, i577i%#F Client certificates: Require (Z/
IIET: &%), StoreFront ZEEREERFIIZER StoreFront ifmAY1E L TIE,

+ StoreFront FE cookie RIAMKIFBRASMEMINGE, EELBRTP, 7% Session State (RiFRE) B
Cookie Settings (cookiei&®) T, Mode (i#z) #%/i&EH Use Cookies (M cookie),

+ StoreFront Zk% .NET Trust Level (.NET f5E45)) i&&5H Full Trust (E2E5E). B7R.NET 5F
RHIEBEREREME,
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ECE A PR

=3

AR

Microsoft IIS #E3 StoreFront 2EMN—E 9B A, Microsoft IS mMAELAR IIS_IUSRS 12 F & RNRIEA#
WEBENERURNRSHIEIEEENE A, XZIEEM Microsoft IS £E1T7H, BAEEBOXLER PR,
15507 Microsoft Xty T fFAE &,

%% StoreFront BY, KEENARFMEFERNREANRSERURNRAHBRABAFLG. EHReHZNE
J—HZR SR, X AENBREFHNNEMRETH, AR A Citrix B2& Api. Citrix Delivery Services
#iB. Citrix Delivery Services &{43iE#0 Citrix Receiver for Web,

EAFEEAXEAPNR, XERRAFZW StoreFront £/, FEBEHER.

StoreFront &I LIT Windows RS :

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
« Citrix Cluster Join (NT SERVICE\CitrixClusterService)

« Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

« Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

« Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

« Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)

MR A XenApp 6.5 BEBE T StoreFront Kerberos 495k Z& ik, X 3§ 8 Citrix StoreFront thiX & RS (NT
SERVICE\SYSTEM), LtARSHEBE—MHIRIERE F=HET Windows RS,

EERSIRE

fELx “BRERFANIR 29548 StoreFront Windows BRSEZE J1L NETWORK SERVICE 545 R; &7
BXULECE, Citrix StoreFront hil#EiRARSSIA SYSTEM B35 R; BB UL E,

EEHARR SN

B2 & StoreFront R34, LITIRSBAMEEERZ A

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
« Citrix Cluster Join (NT SERVICE\CitrixClusterService), RS RIEATHRSE TR, FHENIEMAN

BESEDIET.
StoreFront EEXLAN R BB ABEIEFIETT, UERITUTIRE:

o S, Sl SAHRBRERURIGESHEBRIE R R
o JEEAIS N Windows SEME
o HINFNMIR 2 BIERFEEE (GAC) Y Microsoft NET Framework 2%
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« A4 **Program Files\Citrix\**<StorefrontLocation>

o RO0. FEELAIMIBR IS RZFAIEREARIRAD 1IS Web 2R

o ARON. {EELANMRIBRZS Hh 22 4R AN B ASE RN

o AONFAIMIBR Windows BRS5 LA PowerShell &2t

« ¥ Microsoft Windows Communication Framework (WCF) s

7£ StoreFront EHH, IHREFIRMBEER, BARZITE.

StoreFront ZETF IR T AR LA

« CitrixClusterMembers

« CitrixCWServiceReadUsers

« CitrixCWServiceWriteUsers

« CitrixDelegatedAuthenticatorUsers

« CitrixDelegatedDirectoryClaimFactoryUsers
« CitrixPNRSReplicators

« CitrixPNRSUsers

« CitrixStoreFrontAdministrators

« CitrixSubscriptionServerUsers

« CitrixSubscriptionsStoreServiceUsers
« CitrixSubscriptionsSyncUsers

StoreFront AR IPXERLAMB R T, XELeERTF StoreFront BERRYIFRITH], FiERFXHFIXHH<
% Windows &R, B71EBOX AR R &1

StoreFront RYiEH

ARSSBRIEH

7£ StoreFront , RSBIFPAFHENFIRMEBER LM (TLS) FlateM,. MBEREER ICAXHESZ,
StoreFront i#a] UERIEPET ICA XHEFHITHFER,

BXFAER, EBFRAKAFS StoreFront ZEIMEE UK lca XHZ R,

CHEEEIES

SR RIERSTEABEHEEFERIEPHITSHMER, StoreFront 2RI S MRS RN ABENER—TH
FRMIEH, FRIF StoreFront £MBERIEHA FEMEMAR,
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Citrix ZIARSIES

StoreFront 7B E X Windows IEH7Zf# (Citrix 32$ARSS) *h7FiE T £ MIET, Citrix Configuration Replication
Service. Citrix Credential Wallet AR #n Citrix Subscriptions Store BR 3 # i B X &IE B, BEHRHNED
StoreFront fRS2EEMEE XLEIEPBNEIA, XLRSFEH TLS #ITREBRE, HFEXLIEBRAME TLS RS2
IEH, XEEEPEBERIE StoreFront R AR E R R StoreFront BYRIER, E/EMIE Windows IEBEEHNA
o

REDERIES

StoreFront 7£ <InstallDirectory>\Scripts THIX 4 Jh7zfET %21 PowerShell iz (.psl). 2kiA StoreFront
LTREAERAXLERAR, XEMAELTREERITHNREESHNEES B, XEMAEER, 21T StoreFront 4%
PowerShell fi17588. FA1EIER AllSigned 5k, (RFIHKEAZXF, EAX<MHEIERTT PowerShell i4s,)
StoreFront "&E PowerShell H175E88,

22 StoreFront R&& “REENRHE" FHETPNVALBERIES, BF, Windows H7ARES BEHTE AR

EEMIER” #FfiEH, H B StoreFront PowerShell BIZAERNIT,) BABPERIEBRNE “SEENRFE" FiF
HfE, Windows AEHREHREIIH, AILIETEM StoreFront #5EM “SEENAHE” FEPRIFRIGES.

ZAIEM TLS

Citrix #2i&7E Windows Server F2EB TLS 1.0 7 1.1 LUHITE P ig RS 2@ (S, o LUBTAFEK S E Windows
EMRIGERAITILIZME, SR Microsoft sxi,

StoreFront 2295

WMREES StoreFront 18ER Web 18 (& MiwO19ERE) SEBEMA Web ABRER, NXLe Web WEREFESE
ENEALE N e BEHPE(E StoreFront SPEM R M, NRHFBEHEEFTAERENR2RE, Citrix BiE
7EE4A Web i/ E8E StoreFront,

ICA X+ %5

StoreFront 1218 7 (£ FAARSS 288 LMVIEEIE 3T ICA XH#HITHFERANAI, LUEZFFILIIAER Citrix Workspace
N FRIEFF R ASREBIIEX R T R B REERIKIR. A LUER StoreFront frS328 LIE1THHRFR AR SIFNEMIGH
8% (845 SHA-1 1 SHA-256) 3¢ ICA XHF#1TER. BXEMAER, BFEHAER ICAXHES,
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https://learn.microsoft.com/zh-cn/windows-server/security/tls/tls-registry-settings
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RREREE

LA FER Active Directory i E#E:E:T Web R 3825 RAF RN X L TN BN E SHWER, B2, X%
HRNZ2DRERBELBLEIHRERZISHIRIERSHEANABENAR. MRFALNLREGHFEEBEN
ThEeRBAMAEER, FHERBFTEMELWMEZINRLEERNAEE. SIRSHIIERSEH, RIAREZMEL
BREMECNE, BMEREERMATOL. BXFAER, BBRLTAF ENEH,.

BEXIEE
HgET 2N, BNEANMRSBMBRABTIHMAEFREZFNEENRE, FRABTHMEEHZIMPLIZBENX

REMN Web thim BEXX MK, MRHA HTTPS E#EE T StoreFront, 1EMRIEM BE X AB R AHIFRE 8%
WER HTTPS,

Lt

Eid Web JIs 8 ENARENE Web 558+, StoreFront £IREIU TSR &BXMITR, XEEARTN Web % 285
07 BRH,

FRRAE R & iR
content-security- frame-ancestors 'none  X#AILARALEE R
policy ' StoreFront Web i sk A EI1ESR

B, MR SR EER T
StoreFront ERANEXMAFER,
EUETE £ A R X L R AR U89
content-security-policy.
StoreFront Web b=V 2 REER
RENHNE, FERBAFRBANNER
ME, ELFTFEME LR,
X-Content-Type- nosniff XA LB MIME 28BURE,
Options
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FRRAE R & BiBA
X-Frame-Options deny XA ] LR L E bk 50

StoreFront Web i sR#5R N\ EUIESS
B, Ni@RPEHFRT. EER
content-security-
policy &l
frame-ancestors 'none
' FH, B—LEREHE
content-security-
poLicy MBI S8 aT LIEERR

X-XSS-Protection 1; mode=block R BT8R FARERE XSS (BBub4s)
®i&

cookie

StoreFront A% cookie, Web =iz E R ERMN—L cookie I TFFrR:

cookie BiER

ASP.NET_SessionId REEAFNSE, 8ESHEIERS. BiRE
HttpOnly,

CtxsAuthId ATHLESIEEERSE, StoreFront F2RERAFPES
fERALL cookie #HITHMIIE, EEIEE HttpOnly,

CsrfToken BTFBALIEESRfE Cookie-to-header £ i2iER &

B R, BRSSER7E cookie HIGE LI, TFIHM
cookie FIREXSHE, HEZCHEAEENFRENG
£ RPRIRLS, Itk cookie MAMKIEE HEttpOn'ly,
LU&E JavaScript &P inaEmSI5EN,

CtxsDeviceld B8 E, BIRE HttpOnly,

StoreFront i€ & 7 i Z Hh cookie RIRERA P RS, HA—L cookie ZEMH JavaScript 328, ALLKIGE
HttpOnly. X% cookie FMEES5 FHRITHEMIZEEEXNEAEE,
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} =r

AR

IHE R FRTRERFERERR, MASBITEA,

HFRERRE, EBRALTTREFEN StoreFront fuiTe 2, LRREXRTNEH T ERR2ABIRETNELR
o

MRZLFWEFM StoreFront ZEEENX, FEAIIGER5MXEX, MIES StoreFront x8Fx, €2
HWIRGEEAXSXLELM (Fw, TLSEE), BEit, Ze2EEikSE PR ARIRIEAERSIEiIRME,

BT B FHHRIKA LI

February 22,2024

AILUEBEETBH TN LRI, UEE—REIRE ERE Citrix Workspace Kz 289 P o] LU i\ BB AR
HHUERIGEEKS, MAREMBENABE URL

EMRECEEEF, Citrix Workspace M BREFRIRRAFHANE FHR A RN ARE URL, RAF BB T
titusit, Citrix Workspace ARRFEES MIBTIR B FHHIHLUMTE StoreFront lRS538. AfE, EXFILRE
AN A S LA P MR TR

Citrix #iX /A Global App Config Service REEEB FHH LM, EFRENRAZR, EILUER DNS SVRIZRH
DNS 512 3REC & B8 F R & Mo

Global App Config Service

Z1FA Glboal App Cofig Service FRBRBFHMF A, EBIRLEET BT AL N,

DNS SVR iZRi2R

£ Global App Config Service WERAR, EaILUER DNS SVR IZZKEE Citrix Workspace M EEFN A
B FHRMEEEAM StoreFront ARS5 2%,

TEEB9RE FERAF1EY DNS fRS3 88 £, FIMBBLUTEMER SRV IiER:

B &
BRSS _citrixreceiver
Proto TCP
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B =1

BAF Citrix Gateway i#& (AFRINZFARMFITERF)
gf StoreFront k5588 (AFERAMAR) MWT2R
Eig4& (FQDN) flima, B H
servername.domain:port,

NREHIFF PR EIERN SN DNS R5523, =ILAARMAEE DNS Aks528 B FHEE StoreFront BR5528 FQDN
B9 SRV iER U R4 EBARSS 38 LA T 5 Citrix Gateway FQDN (WHMIE R, B MEE, ATASMAFRE
StoreFront ¥4z 8, Mzt #Euk Citrix Gateway EZER.

DNS discoverReceiver i2

FREMAZENERAR, S UEBFHRME LI StoreFront BRs328%9 DNS 31& discoverReceiver,
B0, SNREMEFHRIEN example. com, MAIE—1&HK discoverReceiver.example.comfy
DNS 318, snREfEEFEP KRR SRV i2S, N Citrix Workspace M Bi2F¥12%E &7 discoverReceiver 893t
B, LLA%I StoreFront fRSS2%.

WMREFEALENE, B5HEE discoverReceiver (EAERAEEZARIE AT StoreFront iR 2889 HTTPS
I,

ellFE S

December 5, 2023

1. N2 Citrix StoreFront BIRix4| &7 %3 StoreFront 5k3ITF, & Windows “Fis” RE® “NBIERE"
BEH, #HINHEEE Citrix StoreFront #lb,

2. 7£ Citrix StoreFront EBTHIEHNERER D, BHELERRNE.
3. MREZNM NS =, BEM NS S FHIFIRPEREFHANIE S,

4, NRFEAE StoreFront fRSZ28, HHARSE URLEAR URL, NREEEMHHTHETEEESZ D
StoreFront fR$328, RN HTE URL {fEAEZE URL,

MR ERIGE AR TEINE, BWARS2E URL, A LIFERHERERZRIE A URL,
5 BET—¥, ARKRROELABEPNRBEEENE— T RABE,
6. THFTEEESBE, REtIRUSIZNENNAEE.
7. StoreFront 2 RHEIENNVABENHE. BEHETM.
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&/ PowerShell SDK 62 ZpE

ZfE/ PowerShell SDK #1288, &M cmdlet Add-STFDeployment,

%" Internet Information Services (11S) Web 5=

StoreFront £ FEES ™ Windows IRSEBHARR IS Web it HEREMNBEE, WESMNVABEHER
AR ENZFLEBHE,

EoESZD Web s, E218 Microsoft 1S sz#4,

T ERAEEEHI & 0EZ StoreFront 318, #fEA PowerShell SDK, i, Z6IZ#A ™ IS Web ih=EBE,
—MRTNARER, —MRATRHE, BERUTHS:

Add-STFDeployment -SiteID 1 -HostBaseURL "https://apps.example.com"
Add-STFDeployment -SiteID 2 -HostBaseURL "https://desktops.example.com"
<!--NeedCopy-->

BREZNuLAG, StoreFront BEZRERITHIS, HAXLEE StoreFront ItE EI ik iR, HOER StoreFront
SDK B EBit=, HES HSPEE SitelD,

IONIRBE RRSS 254

January 25,2024
EERNZANIRS 23 %% StoreFront 2 &1, EHRFR:
o HRERNNRSSEEETSHPEMRSH[ERNIRERSIRE, HAKEIEEHRER, FXGE5LWiE

ERGhRAA X% i B HY StoreFront fR53284H,
o TR StoreFront EFARMARS 2 L |IS AIAENT R 1R 5 AP E AR SS 284EE],

AR

BXRIRSB[BAXNEIN, 155H StoreFront fRS2840,

MR ERME StoreFront lRE[BLUEIB TARS 284, HECHEMIER, NEEEBEFHRMNIERHFRNRSFEZ
B, #9E StoreFront REBBEENH IANKE. BSRABRSHZEE N RINEE

BERTR.
MRS ERAFRINFARSS 230, AINBY StoreFront BRIk A RKIENFARSS 88 LA ERSANM R, XERS

FEXMEERNBEAEINARSBEHSHRAD, NREERAREY A EZRBRMMAAS, HEW
RIGIRH T ARS8 LA EIR R AR, StoreFront K EIMNARS 2540,
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StoreFront 1912

1. R Citrix StoreFront Bz &7 %% StoreFront ER$TH, i&E Windows “FFa” BRES “NARER"
REH, #3HEE Citrix StoreFront #l4,

2. 7£ Citrix StoreFront EBIEHISMERERT, BEMADEIRS S84,

3. BRE| StoreFront BEHEEMANRS S, SABFTH Citrix StoreFront EBEH &, EEHANENER

iR IRSHRAT TR, REE BF ERTELRMRSESE. 18 TRRERNARE,

4. ROFFARSS S, AREMNRSSFBEINEERINARS BEREEM B RSB[R WAMZIRSZFIRIB

B, ARREEHEMA.

MANAZ G, HRSHNEEFENERUSHA RS FBNEELE, HRSBOFAESHERIRSHFARN

BB HAthAR S5 28 .

Join Server Group

ct to a server in the group and |

information her

ing server: | 2012R2-A

Add Server

o "2012R2-B" added to Server Group

Details

Servers
2012R2-B

Status

Completed

BEEESRSB/EE, B-RNEA—ORSBIUELIRSBANEE. #R Citrix StoreFront ERIZHI G RERE
PREMEMIRSES LE1T. BIENEEPMIBEAERERERATIEMARSES, URR

o

A% StoreFront

February 22,2024

g

PERRECE R —

HEBHREGER StoreFront B2E, HBERIFHEF NWERTTF TR, b2 T, EHZ StoreFront =Mipk StoreFront
FIREEMUARSS . Uhem. U (TEIRNIARZSES L) LIRKEXMIECE.

SRR

BRI UM T B A LS StoreFront 1912 S#ihk CU:

o StoreFront 1912 LTSR (#1%&hkkZAssk £ CU)

« StoreFront 1909
« StoreFront 1906
« StoreFront 1903
« StoreFront 1811
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StoreFront 1912

o StoreFront 3.16
« StoreFront 3.12 LTSR ({F{a CU)
« StoreFront 3.0.1 LTSR ({Efa CU)

EM 3.0.1 ZHIBRRAFITHLE, HAFLFHLEE StoreFront 3.12,

aBRA .
= .

Il

M 1912 ZHiBRRASFHREY, BREFIFE REIGEESHMBMR. FABKAZR, Citrix BiIIFRERMA
9 ABIER Citrix Workspace R A#2F Desktop Lock.

H

« StoreFront A FHEERFET=mRETN LIRS HEEHE, Att, BIXNEENHENRZH, BIGRSEALATR
BIFR A AR SS B8 R EIMERIATAR 2,

o ZIRSBUWBEAZIFRN AL, HIURIAFHRIRS S,

« 7% StoreFront ARIETTZHI, ERHMIT—LEARFIEE, MREMARFOERK, AREFE, HERE
HMTRY, EHY StoreFront ZEFRIFAE, BERERREG, EMETAHR.

o IR StoreFront ALAG LK, MIMAE StoreFront ZERGESELEMREE, 1§ StoreFront Z&EFFRE!
e, REENEITHE. B StoreFront FRZHEERTS, BEERIUTAE:

- EEFLKEICIER VM 1REE,
- BAALEIS LA StoreFront itE (BBRSHA S StoreFront iR &,
- BT StoreFront FH4& IR TEEHERR A A BFE HERR IR I

« 7£ Citrix Virtual Apps and Desktops metainstaller #1& £ #9{F @ StoreFront F+ 45k M &R G 3T 1EIE
k&, HPEaEmBEXKERSEE,

HERT TR

EFEARZE, HITRBVERITUTSE, UBLEARKY:

FHRRIFRI 15 SREEo

s FIAMERSIRMEDAIIE LR StoreFront i A#1TH%&. BXEFMER, BB CTX200356,
o IFEXMZZ3EH StoreFront M F+4& 2 X Bk s,

M Citrix Web 451 T & StoreFront L2,

Hip s StoreFront fRSEES

1. @I eIE VM REBEMDARSS 25
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. SHIE StoreFront L, MIR—MIRSFBETEZERSE, NWREM—BRSBPSHRSHFARE, W0

REAENZBEEEMEEN, RSB[ETHNAERSSFIFFRIFERNEEERZ. FALLED, B URMRE
MRS ERE, XEEHNAANRATUEREREE. HiE, BREFLENERIIETS MNP SEHAIMREE
EIHARSS 28 Lo

MRS C:\inetpub\wwwroot\Citrix\<StoreName>\App_Data #mx# {a, de-
fault.ica #1 usernamepassword.tfrm) #{TTEH, BAGTLABERHXLEX . ARG, EAIUER
EATAMRE #1THMEEL

4, & MEE 5 2 T e chIBR AR 53 28 5 & LU E fth 75 2 PR LE E 42 S FE L R P BB TS5 4,
5. EEHIRS 2,
6. MIRSEEETCITHNARER, BE StoreFront BIBizHla. <17 PowerShell Windows si& £ E

ftheTBEBURE StoreFront XN IR, XA BEHMRTEAREAE, RERFEILIAEFE StoreFront X%,
MRRERFLEFREAXNS, WHLEERXEXH, HEARIKK, MMSHMEFIE StoreFront &
&

7. HWIREEE StoreFront XM ERFEHITHER Windows HREEBR G SRR
8. BAMBMARSNAERF.
9. IBITFIERkRASHY StoreFront BIREEX 4,

F+4% StoreFront ARs2848

FH4k StoreFront fRSZEBRAW RERAEP—PIRSBMAPRRE MRS 2. BIRHNRS[BZRBS5ZABXNEE,
MBI EIINZIFRAIARSS 8840, AT EEE RN BIARE, HETH LEHRE StoreFront, A EKHEHENMA
FHZRARSSERE, HEREBIFMRIIM StoreFront fRS388. FZFFRPFLR StoreFront fRSS2R4EPAIARSS 25

w1 EI R B ENER R AR =T = StoreFront fR$32540

XA TR RIEVERA LR = 5RS2E A B C 4ApR StoreFront ARS3234H,

1.

2.

WY ZARETE URL REAAF RS RANIFIE, XEHELLERPEARIEREEIHE,
fEFARSS 28 A METRIFRARSS 28 B A Co

ARs352% B 0 C MIEMARSS2]4E “NIZ”

BERBHREE StoreFront ARS3 28 HAVIHEAARARSS 28 Ao

HiRARSS 38 A ERIhFA R,

£Rs588 B M C £, ENEHAIRER StoreFront fRA&H Z&EHIRAH StoreFront,

FARS528 B A C IMAFHREHIARS 2R A, UBIBARGHARSEA, LIRS SRAR—MFHEERIRSS (A) K
MR ENMRSEE (B C) ARl

MMAIVE RS 24 S22 B ohiG A IR B BURETIT R SR & FEEIFRIARSS %8 B A C &1

. MEFARSHESIERIET.
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StoreFront 1912

8. BIEEAHHETHE URL RERBFYALGEHIRSSFARITIR.

T 2 TEIRRIEIFENERIE AR =T = StoreFront AR53234

XA T EIFRIEVHREARBR =AMk % AL B # C 4Ank#Y StoreFront AR3528540,
FHRARSS 2RAZ B

1. 1/ Export-STFConfigurationS it StoreFront it &, &M EHXEN, FARSH/EZIEZNHEMER
B#iTH E8, XeBREEEUE,

2. £/ Export-STFStoreSubscriptions MizE23 A hSHITHRHIE, KEMHBLEN, RARSSEZIE
HHEEMEEHITH 8, XSMBRITIRME. BSREENAREERNIT RN

3. EBRTRARSS 28 C AT &2 MIFRRE A B P AR S MIH IR, X AT AR LE A A EA RS EREEE
fR58s Co BT mARS s A fl B RiXiER,

4. ERRSE A NATRERRS2E Co
BR5528 A 71 B X8RS A BB RINPR. ARSS2S C IERMARSR[APINIH, HAEEEEHE R

5. &M Clear-STFDeployment 57117k 552: C EBNH BIMVKRTS,

6. £/ Import-STFConfiguration £\ StoreFront B2 E (LaISHA) ZURSEE C dh, RS CHERER
5|RiRSHAREENRE, UMEEELEEENI R, RE—ERSETERBEIUBNEIERA BEFEERBIIMA
ZAMEREMARS R,

7. BREBHEE S StoreFront RS 2BHHINEAARIRS2E Co ARSEE C MEABSIARSSFEERNEE, HA
R EIFhik4s89 StoreFront,

8. SNITHIE (UFISHM) FIRS:E CH. THEHEEREENLE, RE—ESRSHZEITRIUBNEIZEA
BEIGEERERIIMNZA N M E ARSS 28,

9. FAMRS[/BEEHNITSEI. 4. ST (BNEERITHE6). TTULHAE, RERSSE A NAFRREHNER
BIIAEA R, Fitb, BINERENTIERRIERITILS R, e StoreFront RS 284 LR TA B 1Z 2 & 1EHY.

10. ERAMNIERSBEFIZERSEE B IMATIARS S8 C . XE N HaikAsH StoreFront (ARZ528 A) 1EtE
MRS EREE, H7oH StoreFront hrzs (ARS8 B A1 C) LIRMEIMINT mARSS 234,

11. BARs32% B # C AMBIGHTHIRS S, UEHREBMIRSSE A BE,

12. ¥ARS28 A N B F &SR iibR, WUERAF ERRIFAARSEE B C,

13. FRARSBAESHITIEI. 4. SMT7 BENEERITIR 6). RSB[AFARIENETH. RS2 A BH
C BEBERBRIBENEEEEMITREUE

=

FE:

RS EE A BM—AiA MRS SN ESED, ITHTESER (PE9)., XUiSSEHRSSH[AEAR
EEERMINITREBERIZA, HEEAFHNITRIEREFEESE,

XASWHEEFE M, ANITRSENTFRAERMBHERRIAAZSAT LN, B2, ERSB[AMESR
TARSHIMNFARNAR, BRPEERXITRARER, BATARRERERETLEZITHICR, EXAEE AR
StoreFront &A= EMASENIERNGEE,
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MRFARKY

1. £ C:\Windows\Temp\Storefront /, T &8 CitrixMsi*.log, HiERFEMREHEIR.

Thumbs.db ipiRIgE: & C:\inetpub\wwwroot\citrix i EF B RH 8 thumbs.db XS, MR
ZIH{ESE thumbs.db XXt

FEREESDTEFRBIE X HiARRERE: RRRE/&D (NMEAR), REEHEMRSSS, FFHELE
{a1 StoreFront iR,

TEBERSRE: ERREB/&H GIRATAH), REXENET Framework 4.5 M5eEh4 (MIFEFIHEE
X))o

2. MR CitrixMsi*.log #EEFREHIR, BRERSBNEHETER > XNVRSEEEEES LRREHIZTES
BFIERIEEIR, IREBIERAEIGHTIRIE,

3. MREHEERTREREREIR, BRE C:\Program Files\Citrix\Receiver StoreFront\logs F R EEEE
B ERBEHIBESNETAER, REBHERNEGH TR

BEXAEXHNESZFARESR, BERTEAS,.

RRSBEENH BRIARE

September 7, 2023

ERLEBERT, FER StoreFront REEENHMBRERS, HI0, 725 StoreFront IRSB[BEMFIMEIARSS BA

2, XBBHEN.

AURTFEDNHHNENRZERE, EXEXEN, HEURSSHAMATMINEH Bk, EAUEB1T
Clear-STFDeployment PowerShell cmdlet, LU% StoreFront [REZESEE AHT BIARTS.

1. #ifR StoreFront EEizHIEEXH.
2. #77F PowerShell ISE #:&R U BB R B HIET,
3. i&E PowerShell g&Z:
Senv:PSModulePath = [Environment]::GetEnvironmentVariable('

PSModulePath', 'Machine')
<!--NeedCopy—-->

4, | Citrix StoreFront &k,

Import-Module citrix.storefront -verbose
<!--NeedCopy-->

5. 8AEHRG, &17 Clear-STFDeployment 654 LU StoreFront BRSEZBEBE NERINIEE
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Clear-STFDeployment -Confirm $False
<!--NeedCopy-->

6. SMIhTERE, T StoreFront BEEEHISHMINIEIREHMEEE, CIEMIBENMNINE IRSS BFH LI

Ao
= Citrix StoreFront =g
File Action View Help
¢ =|[F B[
&4 Citrix StareFrant Actions
Citrix StoreFront -
Wiew »
|G Refresh
Welcome to StoreFront B e
Select an option below to create a new store or extend your existing deployment
Create a new deployment
Set up  deployment to deliver self-service applications, data, and desktops to your users.
Join existing server group
Ad a server to an existing load-balanced group.
EN#; StoreFront
February 22,2024

PR @A SN, EE StoreFront ¥ Mib& S M 3IERRSS . MRS, Citrix Receiver for Web s, XenApp Services
URL UK XBHEE, Lthot, ®RMREERAFRNEBREFITHSIENITRANAEERS. TRRSEHER, B
FREARFITRNEAEERLEERR, B2, EZRES[UBEDP, XEHERREEAPHNEMRSSE L HH
StoreFront B, = MARSS 2§ kR StoreFront RERFERMLEI, Fi0, .NET Framework IhgEF Web AR
5% (11S) AERsS.

FEREBAHERBNRMNIKF &SR StoreFront AR5 28,

INR StoreFront EEITHI AR TFHARS, BREXHA.

XA gEB@id & PowerShell SDK &I2 StoreFront #9 PowerShell 1%,

THABER, g8 (SRER), AEEIINAER.

ERRFMINEEEOH, %% Citrix StoreFront, RE2EHEH, UNBRIRSEFHFHE StoreFront A+,
TEE0%; Citrix StoreFront siFES, BHRE, HETME, RLHHRE.

IS T o
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FhiiBs StoreFront

EZL StoreFront /5, AMREER StoreFront, EHITUUTIRIE:

fip: Web BRZ 23 .

fipRsz 32 C:\Program Files\Citrix\Receiver StoreFront,

fiip C:\Program Files\Citrix\StoreFront Install FHFFEFE=R-
fipRsz 143 C:\Inetpub.

1.

2.

3.

4,
EITET LLEFT &4 StoreFront,
ZERE

BEXHEXHNESZEFMER, FEAZEAS,

[—e=gn CoaN I

February 22,2024

EANERSMEHINERSE, BRERATERER.

Method (3%) FAES

EES WL

BCE A P e LU E AL 75 4@ Citrix Workspace Rz
2FEF StoreFront,

AYFAFERE Active Directory BPR BMZE#HTE
R30I, FHECE AT B EAIZEEE B BB AIYIEI,
s Windows 8 &#ERE Windows EiE# T8 A&

/A SAML B B M IEERAE = B1HRERER.
1§ StoreFront LB AW EBE B M RIEIRSERUE RS

BHEESHRIE REEHE RS BRI,
AP EHEBSHRIE
HEBS T

R
SAML S #3E
BA S HIITRSEE

B VDA
[y Emalls

December 5, 2023
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EESMWIESE

NFEMUAEE, SR —MESMHENWIETSE, XL ER TR Citrix Workspace ZRR2FE RN A
I ERY Ao

1. £ Citrix StoreFront EEIEHI A MNANERTERNARET R, AEEREEETEEEESMNRIESE.
2. EEEENAFBANFRA X,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. 0

{ | Method Settings |

User name and password m
[] SAML Authentication -

[+ Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[] Smart card

Can be enabled [/ disabled separately on Receiver for Web sites
[] HTTP Basic
[+* Pass-through from Citrix Gateway
Installmg ar?u:l unlns.talllng f:he auth?ntlcatlcur? methods and the .
authentication service settings are included in the advanced options.

o |

EPAPZNELEXEUSAER Active Directory AR ZMERB S HIIE. BX¥EES, BSRAFA
NEE F AT,

% SAML B 10IESREL TS SAML S RIEEFMNER. GXEMER, B5H SAML 5%k,
I EE B AMB P IREEE Active Directory 1EiE, BXFMEER, BSREEESHIIT,
EREERUSASERENRIE. EXFAEE, BSREEESHRIT.

s HTTP Basic LUEM HTTP Basic &{3%iE. A/ ¥R StoreFront AR5328H9 IS Web RS 3B# 1754
83k,

M Citrix Gateway Ei@LUE B M Citrix Gateway @S K I0IE, IRBAEIER T BHIIEM Citrix
Gateway %E#%| StoreFront, BEALLIAT, BXFMESE, ESFEM Citrix Gateway BiE,

.

BB A R R S I0IE 5 E L R BHET Web %2834 M A E R AR S IRIE S %, BEXET Web %
BERMERNEMRIES X, BERS NI %

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 72


./username-password.html
./username-password.html
./saml.html
./domain-pass-through.html
./configure-smart-card.html
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& PowerShell SDK SIS 3IEA £

ZfEf PowerShell SDK BBB SAIRIE, EHRITUUTIRIE:

1. AR Get-STFAuthenticationService LUKENN BEESEE RN R RIERSHEE L YR E.

2. EEHRUERS L, BRARZAMENSHRIEDIN. ZREA B HINMNIIKR, BT Get-
STFAuthenticationServiceProtocol, ER BN, BETHF ERB A W M X5 R B Enable-
STFAuthenticationServiceProtocol, ZE @ B i, BEETH E X2 A B i 5 £ 89 Disable-
STFAuthenticationServiceProtocol,

w

RELERANEHNRIENN. BXEAEE, BERAS MMUBIEX X,

HEBHRRIERSIZEE

AILUBEHIT “HESHIIERSZIRE” ESEEERAZINIIERSNAEREE, MMKRIEXENAREEZE#HT
BRER.

1. 7£ Citrix StoreFront EEEFIQMANERPERNABET R, AEEERERTEE— M NASEE, T
FERT, RHEEIHEIESE,

2. ERATHEREDR, ERAZHHIIERSIRE.

3. BEEARESMNIIERSEIEE, FMYABERR MHEREFEFE—NYAEE.

AR

HESHRIERSSTRAEHRIERS ZEFFEVRER. ZIUABEEENSHNRIERSKANLEZSMH
WERRSS, HEEMEEEE SR ERALZE S MRS BIFIE M AR ER 7R,

BREREDIUIE

February 22,2024

RPERRNARENEERERERM PIN #1TH1I0IE, %3 StoreFront BY, BEERESMRIERIAE R TATERA
K&, @ Citrix Workspace T2, Web #15523%0 XenApp Services URL EZZIN ABIENEF SR
BRERBMHEIL

ERABEFEMNIIAEIARNERIE, FREERESAAHNEMENNT 2N, NREELNEIERZET
IEBRERARAEMEHHINES M IIEFRIF. FAARBEMHEEIRP, BAFEEFR. EAEEFMPIN, BRAILL
HEMM—RFIN I IREHRESEMNNARERF.

Bl LUEFE BE-RSREL StoreFront SYAPRISAIIE, LA Citrix Virtual Apps and Desktops $2{EH @A L A
EF. &% StoreFront ®WEEEEAFEAILIAIRE Endpoint Management 1RIEMN BIEF. B2, AP ORAEN#
TRHWIEA §ERREREE P HIER S % RIERN Endpoint Management Web [ BER.
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BERASKESMRIE, KHEEE StoreFront BR552389 Microsoft Active Directory 1835 StoreFront ARS328
HEFEENAEEXANEPEERFRNIKF, ESTRNEEENSHBE,

%t StoreFront RS ERSMNRIENREERRTAFIEE. RENFTFHEUKRIEERSTEMANE, EXLTXH, B
MAFERTIEEEMAES StoreFront ARZ528#9 Active Directory saREy—Mg,

79 Citrix RECE & ie R XN A T s Citrix ERECARE LR FRENTEF, XUNTEERTHAM
RS tR LAY ES BB +o

DEFRM

o HIRTEITRIERE StoreFront ARS32889 Microsoft Active Directory i5Ei#& 5 StoreFront RSB EEEE
WEEEXRIIFENEEEFRE AP,

o MREINEABEFERFMNRIE, BHRENTERIRRSRLE, REGRBNRE URFEH PIN B175%
BE AR X FRIRIE o

o EREAP SEMNAEFFHET Virtual Delivery Agent BB SIIEN £ REMN EAIEEEF a4,
BXEEEEES Citrix Virtual Desktops £&ERMNFMAER, BSRAEE T,

o ERREREE T ENLHAEMEN, HiLE3T Active Directory B IEECE 7 M B ETAOIERH BT LI
AT P BRIE,

fio® StoreFront

o YR HTTPS BF StoreFront B FiI&&E 2 EMNERE, UWBBEEREMRIE. BESRAFEH HTTPS &P
StoreFront %42,

o ErEiEd Citrix Workspace N AEFEZIIN BREN B REERSMEIE, BES MWL AP AEREGY
RIEBREFR,

o BRNBERT, NRABERATERSHRIEESAZEABENAE Web iimBREERIHRIE. &aTIU
£ Manage Receiver for Web Sites Authentication methods (&2 Receiver for Web i 55 B {4 33E
E) B EARTE Web b i E AR AE RS HRIE,

o NREFEREETHERURARBNZBEMIIE, RARVSIETRAFERAEEFRM PIN BETER, BF
B e IUEMIREAY AT LUE R E AR E XS D101,

6 Delivery Controller f2E 31z 1 StoreFront

EASRRSMIIER, StoreFront TAUARAFBERE, EitFER Citrix Virtual Apps and Desktops #1175
HIE, Hik, &% Delivery Controller B2 & 7153k B StoreFront 89iEK, &£ Citrix Virtual Apps
and Desktops & BB REME.
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@it Citrix Gateway #1TiZiZiA1A]
FImfgigiel, A UE Citrix Gateway LERE R, RAEFERZRSHRIEEA StoreFront WEBS AT,
BXELZFMMER, BEBANXER,

NBHERAFPEEISHERNEZEN AT ERMRSSE ERFITINERET, BUEBRE_INXHERLEETRE
(SSL) B+ RAEFHEHRIE. BEXFHAER, BEHRESE RS HNIL. BEERERRIHRIEN Citrix
Gateway i7ia] StoreFront B, @I ULEIIRS SBEEREMRERE, UEEEANAEERESENNAEFN
BE, EXFAES, BFSANNABERESE HDX B,

ERERFEREREREI VDA

TR B R AP NS R EIERE AR VDA MR RER. aTLUET Web 55 2830EAF Windows B Citrix
Workspace RiEFARNAEE, BEEXMEEHATF Windows B Citrix Workspace M REFHITH. EH M
BRERS L E BTN R RIFRE R, APEEED VDA RAMEMRBAELEE, &, EaUREN & 5% 10k

5o

1. BEEREERT Windows # Citrix Workspace Y EE 2 o B RAHHBHEB ANTERER. FSRI
BEEEES 7 IE,

2. FERANARIESITANAREN default.ica X, BESIFZAIA ica

3. ERFi@ Citrix Gateway RN AEENAF BASE-REIEEENE, 157 [Application] 3553 #iRmNLL
TigE,
DisableCtrlAltDel=0ff

RESATINAEENFERR. ENKENNAREFENERSEEMERER-FHTEESHEIE, N
BANBHERIIESELIRERNNARE. AR, AR ERESHES NS AR NEINABEE.

4. Ehi@ Citrix Gateway AR AREIENAF BRASE-REEERINEE, B7E [Application] o HAHRMLT
®E.

UselLocalUserAndPassword=0n

REEATFIHNABENRERF. BEANSBAFRRREESHRIE, MEXEMARERA AHREKEM
NARRERF, BANSHAFRRIRNNEEE. ARG, BAPE@ESHESHIEIES AR NN ARE.

BEEIEEM

FERERERHITAP SMIIELAIE StoreFront By # EHIERE U T ERFEE.

o EFEARIMERAMSE (VPN) BE#TEERSMIIE, BPYRRE Citrix Gateway HEfFaEiE Web fimE#
TER, #ERTESNTENESBERSEEEN PIN #T84RIE. /A Citrix Gateway iEHET HiB S I0IIE
ihia] StoreFront MERFEREEAF.
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o ALER—AARE LERZSIMERFNZMERE, B8, IRBATEIERFEBSHIIIE, NARSMR
BRI PR BN AEF R RN —ME .

o EVARFPERERRIY (i, #ITRFERJMER), AP TERSEIFIMIERBANE R~ PIN
BUETR. EIHEAS MERFHATRSAEXIMER. BEIRE (FIi, BEEAARKEERN PIN £EFHE
FIRE) HESBHAXMIER. SEEFEBARRSRD, BNRTENSERN, BRATRE “BE . W
REFTAFBA PIN, WAZEREAN PIN,

o MRAFEAMNTHMIEEBRED Citrix Gateway 1A iRIN AEEMERTF Windows B Citrix Workspace
N AREFEFBER T Citrix Virtual Apps and Desktops RS EEE#HITEBRSHRIE, IEEENARIN
RBENERF. EXKEMNEAEFRNEAREENERSRERHTEBINRIE, WXMASHIHE
AR RN AEE, AT, AP SIUERTSHSHRIES AP RN AREE.

o MRAFEAMANTIHIEEFHED Citrix Gateway AR BEENEATF Windows # Citrix Workspace
MABEFAFPBAT Citrix Virtual Apps and Desktops (EBE e #{TEESHINIE, IRBEENARIN
HBENFBERF. BEAXCHFRERAEBSHRIE, EEREMAFERISENNAER, YTASHARR
BRI AEIE. A, BRPEBISESHIIES AN NANNAEE,

A8 XenApp Services URL EEE—# S M IIIEAZ, MBESMMAREREEEHA— URL, MERRT
LR ESMRIELSL, BREESHEMERENEGRIE, WNTASHINRIIESEIREBNNARE, &
MR ABEEEREE— XenApp Services URL, A5, EHFPERESEBNDIIIES AR RHE BEE.

O
7N
&0

o o

&)
B
&)
Al

o %% StoreFront B, Microsoft Internet Information Services (IIS) FHZRIABCENXER StoreFront &
HIIERSHER FAIIE URL B9 HTTPS &R ME FIRIER. X FEMmEM StoreFront URL, IS RE
KRIBHEFIRER, HESEBILIEEEAFESERHIAEN, TEEREREERF NI, RIEHER
Windows KBS BME, APWaUBREEE, MAREEMHTINRIL,

MRIERER IS BB NERFE StoreFront URL 89 HTTPS EERER P IHIES, WHIGHHIIERSH
NABEREER—RSE L. BAERNAENAREHERNEFRIES. AL IS REkEER, B+
AR F#@EE Citrix Gateway #1TiE#E, WREEREERFHIIE. MRMIKE LBIRTEER, BRYMR
ENER.

OA=REESgy Bl

February 22,2024

BRBEEMANTIEN Windows IHEN#TRMHRIE, XERAFNEESATEIEEERE StoreFront 1, EAF
Windows B9 Citrix Workspace M2 UK Windows LRI Web 355288832 35 It THAE :

« Internet Explorer
« Microsoft Edge
+ Google Chrome
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« Mozilla Firefox

VAERAEERARSERAGNERT Windows B Workspace BiEF A EE a5 R VDA, ESRAREHE
BRI, NRIES N EISHRINARERLE, MAFEIEN Citrix Workspace R AREF. AZFHEAT HTMLS &9
Workspace [ B1ER.

StoreFront it &

ZHEATF Windows 89 Citrix Workspace M AEFBRIBEIE, BES %I ZRERIAE S,

RIMBERT, AEAESEEREEBEHNRIEERHIZNZABENFE Web it 8ERF HTML5 1 Citrix
Workspace N FA2FEREEBRRIE, &a U7E Manage Receiver for Web Sites Authentication methods
(B32 Receiver for Web s SAIRIEA %) EWF ERSE Web i S2AIREBESHRIE,

% Delivery Controller i & »1=1E StoreFront

FEREEBESMKIER, StoreFront TAUARIAFKERE, HEitbFEEm@ Citrix Virtual Apps and Desktops #1758
BRI, Eik, &7 Delivery Controller B28 {5ER B StoreFront #iEXK, &5 Citrix Virtual Apps
and Desktops & BEETMREME.

iZATF Windows &9 Citrix Workspace N BiEFEE

BERERT Windows #9 Citrix Workspace M AREFERREEME S ERIINAEERN VDA, E8REAT
Windows B9 Citrix Workspace R B2 X1,

iEATF HTMLS5 #9 Workspace N FBiZF N 2580 &

EEIREREEHMAF M Web JISEREE AP THEBES M RIE, AIUERIGEREE Web JRREREINAE
B, BBEEEREI VDA, BRHMEEAT Windows B Citrix Workspace MABEFHITHER, MmiEE Web 3%
BHITHRR.

Internet Explorer. Edge 71 Chrome

A% Web 558818 Windows Internet Explorer KIEEER R ERETRHBEEZER. BIAMERT, it
Intranet XigA a9k == M.

TF “=HIEmR”
I “Internet i&m”
B R eRmR,
wEAH Intranet

N
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5. BEihs,
6. BFEk,
7. #IEr StoreFront Web i,

I LAE LA SRR AR B X IR B

FireFox

BRSNS BRI S RIL B MUSE StoreFront Web #h i URI # 1T AER,

33

H .
(=1

HIRMRESRRE SR ERE. BITRBRENR,

1. Bz Firefox, fEditi2dig N about:config 7% “THizSMK!”

2. EEREFEAN ntlm,

3. Wi network.automatic-ntlm-auth.trusted-uris, AGE7EHEHITIEESZEAN StoreFront Web 455,
4, BTHE.

M Citrix Gateway Ei&

February 22,2024

FEFm Citrix Gateway %t S /5, BIEEHRBSHNABENEHER, EERREXNNABENZZSN,
Citrix Gateway BE S M IIEH EZRINER TR FBARS. AFRAELUER Citrix Workspace RZFA#2FFsk Web
Yi2si@id Citrix Gateway E#ZFINAEIE. BX3T Citrix Gateway B & StoreFront BWi4i(E 8, BEBRRE
Citrix Gateway,

StoreFront &Z#EAEITLLT Citrix Gateway B4 HIES & #THIE,

. i FAPERE Active Directory AR BMZEBEF.

« RSA BFREAREB TN (HRLTRER) WBITEER Citrix Gateway, BEERLEEMEA PIN 55,
MREBATNEIRLLCEHITERE ML, EREREIEENTANTRAEZMIM MR8 S HIIE,
g0 A P B Microsoft Active Directory 1&iE.

. BEEF APERATERFER

+ RSA + 15 &R Citrix Gateway WAF FERNHEENZ 2 EBITH,

RE7E Citrix Gateway L2ATSHRIEHEZATRERER, WAMEREE, HEEKIEEEMSHIEIESZE
Z_o

IREHM Citrix Workspace M BEFHEN BEEHNZZEAFERET A Citrix Gateway HITHRESHIE, M
W Citrix Gateway ERIER N SHIIEER, 3§ RADIUS (GERESMHEIISNBFRS) BEANTESHRILS
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7%, % LDAP (REBRFEMN BEAHEIA X, BEERSMERANESITREXHPERBBSHIIERZE, U
&4 LDAP ZiE{%:#% StoreFront, % Citrix Gateway &&7HNZEI StoreFront BERY, 1EF “BERKE” &§BH
“WHNRESH, BXEFMEER, E8Ehttp://support.citrix.com/article/CTX125364

ZRAEE Citrix Gateway 3¢ StoreFront #1THZIHSHIIE, EES MIAR Citrix Gateway LDAP S{5330IEH
BEH¥E “SSO Name Attribute” (SSO &#rEt) i&EH userPrincipalName, aTIEREF7E Citrix Gateway
BROUEPIEE—ME, UEREEEMANMER LDAP 58, £15m StoreFront BiZi%ECE Citrix Gateway £1&
REXHN, FEEERERERT, BUAEEMIZEEEEEXR. BRFAERAFPREANREHHDEXAEH,
LUEMATTA] UM AT B R 2 StoreFront,

7£ Citrix Gateway HEZIHFHNER T, ErILUER SmartAccess H1R1E Citrix Gateway &IE S RIzHI B - 3¢
Citrix Virtual Apps and Desktops Zi&REIHIE,

ERMXEE

Z758:d Workspace ARRFEENANASERBRREAMXEESHRIE, BESHEIES EZEOPEEREVE
a)i%EM Citrix Gateway Hii.

BINERT, AEAEERA Citrix Gateway BB S 0IEE &A% N ABIERNFRE Web it= /=M Citrix Gateway

BERBSHRIE, ERIMESHRIES FHERF ERRE Web k2 AAR ENEBE S BRI,
REREAFE

R Citrix Gateway BB R LDAP S4I8E, MBI LAREISHSE E AT,

1. £ “BESHRIESZE B0, EM Citrix Gateway Hi&E > &8 FhIR B FIEREE A5,

2. ERNRAEE, ARRLANBARTEENEZT. EREPAEEKFNAFEBERIEEALLS MRS
M AEE. BEMEG, BE WUER JIRPEREEYNGE, ARREREE. BREERMIPAFKS
RN AERE, BEFRPERZEH 2 ERRR.

BHEESLNAARRERBPBARENSAIRANKN. IRFERFRREAAIBRABANEE, 158§
NetBIOS ZMAMEITIRF, MREBRAAKEAF EHRZMENBARRE, BET2RENAZFMET]
x, MRFLAFRERRIEARSBAXERBAF EEITEANEE, WLAEE NetBIOS &R
M 2REER FINEITIRFB,

3. MREBEZNEEE, EMRINEFIRPIEZFRFERRAEZRRH,
4. RBEBRNELTIHEEE, HEF “EERNERETREIIR Sk
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Configure Trusted Dormains

Allow users to log on from: =) Any domain

' Trusted domains only

][ Edit. | [ Remove |

Default domain: | example - ]

+| Show domains list in logon page

o R

BERBRIIRIRSA Citrix Gateway

BB R T, StoreFront %M Citrix Gateway IREINAF BFZEE, MREM Citrix Gateway EEB R FERHE
BERETEREMNIIESZE, WKHEE StoreFront, EEREIEERE, FHIKHTF Gateway M3 30IE, TEXH
ERT, BIVEEREMXIMALRE URL, LUE StoreFront gE#550IE3R 8 Citrix Gateway BIiEK, ESRERE
Citrix Gateway,

1. EEBEMRIEAXEOS, EM Citrix Gateway Hi& > 8B FHHEF, EREEZRS HRIE,
2. BEESBERWIIERS Citrix Gateway,

Configure Delegated Authentication

Specify whether StoreFront fully delegates credential validation to Citrix Gateway. This setting is
applied when users log on with smart cards.

Fully delegate credential validation to Citrix Gateway

o [T
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PowerShell SDK

BN ARER SN ER PowerShell SDK % & 4 3iEZ& k4 Citrix Gateway, A cmdlet STFCitrixAG-
BasicOptions ¥ CredentialValidationMode i&&X Auto., Ei§ StoreFront BB ARIEERE, &
CredentialValidationMode i&&H Password,

RIF P EE R E T AR

nREM Citrix Gateway E2BREMA LDAP (AR ZMERD) SA1IE, WEILE NetScaler REBAAFEERINE
B BBV

1. & NetScaler & Web 55

2. EMESRE L, BESHRIE > E5iR.
3. BEEMERIERSS.

4. THMIEET, FRAIFERESE,

RIFBFRAEERGEREN

fEAM Citrix Gateway HiEfY, Citrix Gateway BB HBIIE, ERILE StoreFront BEBE A AR ER
REERFE, WIHRENEET NN (MiEdithzER Citrix Workspace R FB#2R) 418 StoreFront B EER
"o

#AIA StoreFront ECE R A BAHEERS, BMERBESHRML. MRRERBILLINGE, BHRMRIRS SFAEERN
RES VPP B EE N, MRAFALIAEEALSHIERSHERNAEEE, NWARFHAREREEES KRN
ZEPRERAXLEAF. MRFALNLREGHF B ELTEREARMREER, BHERBFATEMELM
ERINERIGIRME I R AR I o

1. EBEESMRIEAAEOF, M Citrix Gateway HiE > g B THEH, EFEEREEER

2. ERVTRFENRER, BEFEAITRF EEEEIRE,

Manage Password Options

Specify whether users are allowed to change their password. When using Receiver for Web,
users must log on again after changing their password.

Allow users to change passwords

f
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} =r

AR

MEERRECEER AFAFENENE, XtUETMAR2NEESHIENERZGEN FAIRE,

PowerShell SDK

Z{F A PowerShell SDK X E & miEM, A cmdlet Set-STFExplicitCommonOptions,

% Delivery Controller i & }151E StoreFront

LRXEE N#H1T LDAP BHRIEE, ExEEIEZEE StoreFront, s FHEMBHBKIESE, StoreFront L&A
&R, RFEsERE Citrix Virtual Apps and Desktops #1784 WIE, Eitk, &E%54% Delivery Controller B2 &
A{EERE StoreFront 9iEXR, #E5i7 Citrix Virtual Apps and Desktops @£ EEMAMRENE.

ERRXE B MRS ERERE VDA

HWXEEN#HTT LDAP SHIRIEN, ERREEEEES StoreFront, MUERTMURESRER VDA, SHTFHMBHIIES
7%, StoreFront TRILEIEE, ARKIANERTERERATR, ERIMERKS S HNIIESRHERER,

SAML S1759iE

February 22,2024

SAML (ZR2£FEEIFICIES) RINRMS NI RERNARITE, A8 SAML, ek StoreFront BRERIEA
FPEERIIMEDIRERERHITEH I,
=1
%% StoreFront BEE R ##1T SAML B4 IIELUHTAERA R, EBi#iTMEBIAIE, 5% Citrix Gateway BE i
17 SAML B9383E, $AG% StoreFront B2& Ri#1TMXEE S ) I0IIE,

StoreFront ZERE SAML 2.0t S HiRERER (IdP), fi0:

o £/ SAML 4% (MdE WS-Federation 48%) A9 Microsoft AD BX& B IIERS. BXF4ER, EBR
AD FS Z3&# AD FS 1#21E,

+ Citrix Gateway (B&X» IdP),

+ Microsoft Entra ID. BX¥4MsR, E2H CTX237490,

SAML i EaeEaAR UPN M saml: Subject Bl
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E7ri@d Workspace M AEFEERN AN ABERANEA SAML 41, BESHWIES Z8OH%ERE SAML
BHRIE. BIMERT, ARNABEERR SAML SHBIFERAZNAEENFE Web ih/EMA SAML SH%8IE. 7]
WTE S HI0IE F%M+ ERYSE Web shs i B2 E SAML,

StoreFront SAML i% 5

EiE SAML, BHSMHRHEFATERTEUTIHSR:

21K ID 89 URLX 2N BB EN B I0IE RS MR R, @E R https://[storefront host]/Citrix/[StoreName]Auth
ERRERERSH URL,EE A https://[storefront host]/Citrix/[StoreName]Auth/SamlForms/AssertionConsume
TCHURARSS 3@ E N https://[storefront host]/Citrix/[StoreName]Auth/SamIForms/ServiceProvider/Metadata

.

ks, TE—NMRES, @FER https://[storefront host]/Citrix/[StoreName]Auth/Saml|Test
AILAEA LT PowerShell fiizs% s 55 17 B 7 i BV 3% o

# Change this value for your Store
SstoreVirtualPath = "/Citrix/Store"

Sauth = Get-STFAuthenticationService -Store (Get-STFStoreService -
VirtualPath $storeVirtualPath)

$spId = $auth.AuthenticationSettings["samlForms"].SamlSettings.
ServiceProvider.Uri.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/AssertionConsumerService")

$md = New-Object System.Uri S$Sauth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/ServiceProvider/Metadata")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl, (S$Sauth.
VirtualPath + "/SamlTest")

Write-Host "SAML Service Provider information:

Entity ID: $spId

Assertion Consumer Service: $acs

Metadata: S$md

Test Page: $samlTest

<!--NeedCopy-->

L fanbany 11

SAML Service Provider +information:

Entity ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/
StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/
ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamlTest

<!--NeedCopy-->
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fERTTHIRRETITECE

AT EKEE, ERUESHREEFSIRSRER TEEGIF ) StoreFront) ZERBTHIE FRRF. iEH. KR
FHEMEE) .

NREN S HIREERFZFHTEIES N, WaILUGEER StoreFront SRR =, & XAFuEE HTTPS Hi1T.

BEARESMREREFHNTHIBERE StoreFront, & A Update-STFSamlldPFromMetadata cmdlet, #I

.

Get-Module "Citrix.StoreFrontx" -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.
$StoreVirtualPath = "/Citrix/Store"

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath
Sauth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the
following:

# Note again this is only allowed for https endpoints

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -Url https:
//example.com/FederationMetadata/2007-06/FederationMetadata.xml

# If the metadata has already been download, use the following:

# Note: Ensure that the file 1is encoded as UTF-8

Update-STFSamlIdPFromMetadata -AuthenticationService $Sauth -FilePath "C
:\Users\exampleusername\Downloads\FederationMetadata.xml"

<!--NeedCopy-->

EESHiRMIER

1. && SAML SHIEIETHRINRE THITIR, ARSESHRHER.
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. (i )
| Method | Settings
¥/ User name and password
4 SAML Authentication
[ | Domain pass-through Identity Provider
Can be enabled / disabled separately on Receiver ey e
[] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[v/ Pass-through from Citrix Gateway
Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o I
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Identity Provider

Identity Provider

StoreFront uses this information to configure the trust to the Identity Provider.

SAML Binding @ | Post Z

Address o

Signing Certificates

Subject Name Thumbprint

o [

2. EERRHREEML SAML 457,

3. WASMREEFMIL,

4. NATY SAML SRE#HITERRIER.
5. BREREFEN.

EERSRME

1. & SAML SHIIETHRE TR, ARRERSREME,.
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Service Provider

Service Provider

The Identity Provider requires this information to configure the trust for this Service Provider.

Export Signing Certificate: @ | ' Browse...

Export Encryption Certificate: @ Browse...

Service Provider Identifier: €@ https://storefrontlb.xaeaad.com/Citrix/StoreAuth

| Cancel

2. (i) EEATHREASORMEFIEEHTERNSHERIEHR,.
3. (AI%) EFEATRERIINSHREERRIXE BN S HMNEZIES,
4. RSRERHUBMANEMCIER T NABEN S DIIERS.

5 RMEREEN.

PowerShell SDK

1 PowerShell SDK:

« ESASZIEH, BAA cmdlet Import-STFSamlSigningCertificate,

o« EBRAMEES, EAA cmdlet Import-STFSamlEncryptionCertificate,

Mzt
i SAML &£/, BT TH#RME:

1. %= SAML Wiktim, 3551 StoreFront SAML s,
2. XEREEERISHREEF. BAEHERE.
3. ERBREEMEERS AR SENIATIE.,

% Delivery Controller fZE »{5F StoreFront

£/ SAML 5318, StoreFront EAUAE AP #9EE, FitFEm Citrix Virtual Apps and Desktops i#47
SH8IE. A, Ex750% Delivery Controller BE2& AEER A StoreFront M9iER, #&&1@ Citrix Virtual Apps
and Desktops & BEMARIEME.
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RS I MIIERSERERE VDA

£/ SAML S1330iERS, StoreFront TfGARAANERE, ERFKABERATRRERE VDA HEERAT A, ErRILIE
RS MRS RERERER.

AR RN 51 551E

February 22,2024

Bt AP RNELSMIIE, APaTUEMAE Active Directory &1,

citrix | StoreFront

domain\user or user@domain.com

Z7ril@id Workspace AR EZN AN ASERANZAAF SNZBSHRIE, BESHIIESFE 0Pkl
BUH DR P 2 ME.

BRINBERT, AABERAAFRENERSHNRIEERAZNABENE Web bR ERRAF 2R S 51,
AILLFE Manage Receiver for Web Sites Authentication methods (&2 Receiver for Web Ui {3 WiES %)
Wk LR ARE Web it 9B P 2MER S5 1.

ECERIEAAE

BT LUK R A R RS A R IR B2 e A SR B E Pl S B R IEE REVA .
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1. 72 Citrix StoreFront EEEH ENANERFIER “WABE Tx, AGTERERPEFELNSHRIE
FiE. E BF BT, BREESHIIESX.

2. TAPRMNEN > REVIRD, ERREAEH.

3. EFXRAGEE, RAERHRMBATERNEN. TZEPEAKFNAREBERMEERLS HIIERS
M AEE. BEMES, BE UEE FIRPERENNEE, ARRERE. BRUERXMIPORRIKS
RN B, BETIRPERIZEH R EMNR.

THEESENAAFREAFBANZERBIRBIEN. MRFEAFPEREARIRABAZE, B8
NetBIOS ZMAFIMEITIRP, MREBRAAKRBAF EHRZMENRARRE, BET2RENIZFMET]
xH, MRFEAFRAERREAF ZRAXERERAF TEIMBVANEE, WLARERR NetBIOS Z75
T2 MRERER AINEITIRFB,

4. MREEZNAIEE, BMBRIARTIRFIERE P ERIEOAERBE,
5. MIRBAZFRNELFIHAIEE, HEP “EERNEPETEHIIR EFE,

Configure Trusted Dormains

Allow users to log on from: Any domain

&) Trusted domains only

| [ Edit... ] [ Bemove ]

Default domain: | example b ]

% Show domains list in logon page

SRV BN

AUAFAFRERENE SR, B URAFEEEIHNARERERE. XRTEATURRABFEFTETET
HmAEE R ERENNAERF.

UT &R iRR M EREIIhEE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 89



StoreFront 1912

3R StoreFront L5 %R StoreFront £/5
Citrix Workspace i 2  FH, BHFRIMEHRESHI A, AREUESBESEHZ
52 = RARBHAFP BRI RIERED
Windows z
Mac =
Android
i0S
Linux =
Web = = =

BRINECE RIS LE Citrix Workspace R F#2F#1 Web %282 - Bk B S M3, BMERIBET AR, MRRE
BRILtIhEE, BHERIRSSPITERNRIERITRAF BTN, NRAF A LIARERLLS MRS BN AREIE,
WFAFRERAEZRRERBNREIESERAXEAF, NRFARNRLREEHF BIHELThEERE AN
B, IEMRA R A MBS SNER G IR AT R I

MREARTFAFMNENECHNERS, ZHARKIHNEAREERNREE—FES. NERT, BARAHE
FIRORY B ERERAERZ A Windows SRERIREIRE, &, EHLUEEBESCBHELE.
1. ZEESHEIEAZEOR, MBAABNEE > RETUXREHR, EEEERGEDR
2. BERTRFENRE, BEPRITHF BTN ERIE,
AR
NRIEF IR, WARBITEHXFAE, WABHTEEIRMEAERRSEMNAEFNEFRAES
o

w

. ERZAYAF Only when they expire ((RIEFEIHAR) BXZE, X241FAF At any time (F#ET)
B,

4. EREEERFAENIIZARERR,
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Manage Authentication Methods - Store

Select thg Manage Password Options (i )

M Hings

s [+ Allow users to cha nge passwords: } = .

Wl S . Only when they expire e

0O b \: At any time (only available when using Receiver for Web)

B Remind users before their passwords expire:

L] S Do not remind
C . : -

= ® Use reminder settings from Active Directory group policy

[] H

Use customized reminder setting

<
=
ki

Remind users |10 = |+ | | Days * | before expiry

Installi

authent .
o

dl

ced ™

e
StoreFront 3z Active Directory FB94R{L 2R 5RES,
&E2:

Hafr StoreFront RSB LA ERBMMBTEREEMMBEAFANREX . IRERFPNRIBEEEGILE,
StoreFront 27ERRS & LA ZAF QIE— NI EX . StoreFront 7SS SEEHIERH#ITBIE, 7 HEE
PR PRV,

AE 3

WNREFERY B AR EAEREEINE, XEAaFMM Citrix Gateway BB S B I0IEH EIEZBIAN FAYILE,

FHEEIIIE

BEERT, StoreFront B#5 Active Directory #1Ti& s USIEERE,

#N& StoreFront 5 Citrix Virtual Apps and Desktops i1 F AR, HEFXAIEE Active Directory 54E, T
AL StoreFront EZ& 9 fE A Citrix Virtual Apps and Desktops Delivery Controller skI&IFR A R BB E
1=

1. FEESMHEIEAZEEOR, NAFRRMES > 88 MRS EEFRE RS,
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, 0

Method Settings |

User name and password m
[] SAML Authentication o B g

[+ Domain pass-through
Can be enabled [ disabled separately on Receiver for Web sites

[] Smartcard

Can be enabled / disabled separately on Receiver for Web sites
[] HTTPBasic
[v¥ Pass-through from Citrix Gateway
Installlng ar_u:l unlns..talllng _the authiantlcatlcur?n methods and the _
authentication service settings are included in the advanced options.

o I

2. 1z Validation Password Via (3if %5575 ) 5%+, %% Delivery Controllers (Delivery Controller),
RE%E & Configure (G2E),
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onfigure Password Validation

Use this setting to select how passwords are validated.

© Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from Citrix Gateway and HTTP Basic. You do not need
to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers «

This method delegates end user authentication to Delivery Controllers,
Click "Configure™ and select one or more Delivery Controllers to
validate user credentials.

Configure Delivery Controllers

Delegate end user authentication to Delivery Controllers in Citrix Virtual A
Add one or more Delivery Controllers for validating user credentials.

3. #% B Configure Delivery Controllers (f2 & Delivery Controller) R&® L8 BERMN— Nk 24
Delivery Controller BFRIEAF &R, AG8E OK (HE).
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Edit Delivery Controller

Display name: IC\MD
Type: &) Citrix Virtual Apps and Decktops
XenApp 6.5

Servers deliverycontroller.xample.com —

(load balanced):

1

Add... Edit... l Remove |

o' Servers are load balanced

Transport type: HTTPS -

Port: j443 |

&5 Active Directory

1. EEESHRIEAZENEL, MAFRZNER > 8BYIRPEFREZEIIE,
2. 7£ Validation Password Via (38iEZEA) THisEd, %% Active Directory, AE%EE OK (HE).

BRERE VDA

HAFBRahEIRE, StoreFront EAAFRERIINAEERERANEERRERE VDA,

HEXBERRR

EREREETERERN, ZEREEMT C:\inetpub\wwwroot\Citrix\[ R AE®E&#]Auth\App_Data\Templates\Userna
A B ENZRE.

R AN

HEAERIVABEN, RAERT, ERWNEEPFREREATENS. JUETXE FER ARSEHIHNE
EXGHE:
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[y

. EAXARIERITASHEIERSH UsernamePassword.tfrm e
2. EXXHEFERUTT.

@x @Heading("ExplicitAuth:AuthenticateHeadingText") *@
<!--NeedCopy-->

3. BIRREISMNERETS @* REMRE *@, IUHEaNERRS.
@Heading("ExplicitAuth:AuthenticateHeadingText")

<!--NeedCopy—-->

Citrix Workspace A#EFAFPAEERER LS HIIERSHNNABEN, BEIRIANTEAXE BER,
HE X AR At AR,

4, BEMITENA, BFEAXIRERITTFATEMRIEIRSH ExplicitFormsCommon.xx.resx X, &3
@EEMTF C:\inetpub\wwwroot\Citrix\[Store name]Auth\App_Data\resources\ B+,

5. HEHXHFRERUT TR, HiE <value> TRERFHIXA, USRI TEHIRIGER L& 17 30EAR S5 H R F i 15 B
EERWEERFIN XA,
<data name="AuthenticateHeadingText" xml:space="preserve'">
<va'lue>My Company Name</value>

</data>
<!--NeedCopy-->

ENGEREMRERENAFRFERBERYEESRB XA, B HREE XM KB X4 Explic-
tAuth.languagecode.resx, Hr languagecode HXiFigBEIRIRF,

FE1EE AT Windows £ Citrix Workspace N BIEFEEFREMAFZ

BUAERT, EMAF Windows 89 Citrix Workspace i Ai2FRERA A ER StoreFront R AREIEZEEZRE. A
FhLEERATF Windows 89 Citrix Workspace M RiEFEFRAF N, Sl LUREBSHRIERS 4.

1. FRANXARIERITHH inetpub\wwwroot\Citrix\[Store name]Auth\App_Data\Templates\UsernamePassword
2. FELXHHRER T,

@SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
ControlValue("SaveCredentials"))

<!--NeedCopy-->

3. BUWTFR, FREIED.

<!-- @SaveCredential(id: @GetTextValue('"saveCredentialsId"),
labelKey: "ExplicitFormsCommon:SaveCredentialsLabel",
initiallyChecked: ControlValue("SaveCredentials")) -->
<!--NeedCopy-->
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BFR&RERERIS MRS BN AR S ER G I NEEZ.

ZINERT, iEAT Windows B Citrix Workspace M BEEF S BER ERBANAFRZ, B2 IHARA
FRTER, & TRIEREEEBNERNG, E8RMEIEERT Windows 89 Citrix Workspace WEEF
EEFEHEMAF A,

@i Citrix Gateway #1TiLiZiA1a]

AILUERE Citrix Gateway, UWERFERARBAFR ZMEBERMX, XLEZEIFEELH StoreFront LB R BN A
5. E¥ Citrix Gateway BLE Ri#1T LDAP B B EBHRRIE, 55i% NetScaler 3214 - LDAP SH%0iF, &
Bic & StoreFront, E&FEM Citrix Gateway Hif,

BXE5MRIERSECE

December 5, 2023

fEAEWN SAML Z KM BB IIEA AR, MNRAFRFREEE Citrix Workspace MAREFHHAERE, NRIAMERTE
FERAFR VDAIEXEE R T, Eal LUER S SO WIEARS (FAS) B IEBSHRIEN VDA REE S5 R B FAS
5 StoreFront Be&ER, WA PowerShell SDK EZ& StoreFront, i&fER Set-STFClaimsFactoryNames
BEBAT &8N FASClaimsFactory, /A Set-STFStoreLaunchOptions ¥ VDA B RE¥IEE RIRIEER
%&HX FASLogonDataProvider, fiin:

Sstore = Get-STFStoreService -VirtualPath [VirtualPath]

Sauth = Get-STFAuthenticationService -StoreService S$store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -VdalLogonDataProvider "
FASLogonDataProvider"

<!--NeedCopy-->

BANEMREZEN [VirtualPath], H% /Citrix/Store,
RN AREEZA FAS, EHITUTERE:

Sstore = Get-STFStoreService -VirtualPath [VirtualPath]

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider "

<!--NeedCopy-->

BECE FAS RS B[BIIRUKREMISE, SIERARRK, BXESZEMER, BHSH FAS i,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 96


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html
https://docs.netscaler.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/citrix-adc-aaa-ldap-authentication-policies
https://docs.citrix.com/zh-cn/federated-authentication-service/1912-ltsr
https://docs.citrix.com/zh-cn/storefront/1912-ltsr/sdk-overview
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/1912/Set-STFClaimsFactoryNames
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/1912/Set-STFStoreLaunchOptions.html
https://docs.citrix.com/zh-cn/federated-authentication-service/1912-ltsr/install-configure#configure-group-policy

StoreFront 1912

EeE M E IR RS

February 22,2024

7£ Citrix StoreFront /1, AJLIBIEFEEA T Citrix Virtual Apps and Desktops BN AEF S m L EE—
BEHNARE, NMERFEBERE. BEFRXLER R,

5 EE S

BRI IS AILRIERERRE 2 M M AmEE,

fo& R IS BN AEERE

AP Rz FA S I HIBR R R B RS,

FRF S W A ETREE 4 EREENAREERFAERNXY, HhaENA
BIEEERFFE Citrix Gateway SBEFMEIT =

mAR QSRR AEIS =R P Citrix Workspace R AiEFEREAERAETH
FHpEauik P £ s, FQDN B2 1A AA 2N ABEE
LURINEI E kA o

FRE Kerberos &k fd& StoreFront 2&fEMA Kerberos ik Delivery
Controller #{T & {33,

BB N ARERENER TR A IE SR AR N SRR 2R

E1E@id Citrix Gateway 331 B [ERZIZAIE] RN ABMEEZENAFEE&EE Citrix Gateway ¥Rz
HEEAIE,

IEHREYIE (CRL) 1E ¥ StoreFront BRE HERB A MIERB#HTIR (CRL)
12 CVAD Delivery Controller FR{ERHI TLS JEHH

A StoreFront ABERENHLZAMAITHALUET B StoreFront BB EEENRERARITREIET

i fiflo

B R HNFAEERRAREARERE.

BB A RS RIT IR R TE. A SHTERITHRNUE (WHEH).

M4 StoreFront YABERENHZ2ARITHSET  BRINYASERENEZLBITRHSRERE,
il

53 Microsoft SQL Server 75U S 532 fEMSMER SQL Server BUREFMEITH (WREIFR) HUiE,

Citrix Virtual Apps and Desktops E2& B mERENARBIE Web i S ERATH
Citrix Virtual Apps and Desktops i&&

ERNAEELE REESRNABEIRE.

== HDX B& e FCE B P KGR B P LE 2R
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StoreFront 1912

% EE S

2Rk icaigE ®@d4% HDX i B2 default.ica REEXLEIGE

ICA &5 fEE ica XHER

Windows {RiEA = e EEAT Windows 89 Citrix Workspace M ABEF
MAREENTRENEAREFCE TR XENRE
REEFH o

BN AEE

January 25,2024
ALMRIEREZERRENNAREE; FW, JTUARERFPASIRRARE, HEF—HBERRAN—E,
BEERT

EZRSBHEF, F—REA—ERSBVBUERRSB/ANERE, Hfx Citrix StoreFront EIizHI 8 KT
BEPREMEMARS S LIE1T. TlE, 17
B EC BT BT ERIARSS 834, UEEMHEPREMARSS .

BORVARE, FEREHRESRSSR (ATRUFEEINASERENER) BNERS. ARG, EE@T Citrix
Gateway Xz B E#HITIEZHR (FIiE) o

1. ERRFERT, BhoIENARE.
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StoreFront 1912

Create Store

StoreFront Getting Started
StereFront stores provide your users with access to their Windows desktops and applications,
mobile applications, external software-as-a-service (SaaS) applications, and internal web
Getting Started applications through a single portal from all their devices,
Store Name
Delivery Centrollers g e E‘-Erf _UE-_ _______ @ i
Remote Access ; et :
. Citrix H
Authentication Methods 1 Receiver .
.
XenApp Services URL L H
Receiver for Web Site '
w0 LR (@]
Stoie Browser E End User
' '
] 1
: []
¥ 1
' [
- (s AR @ mnt
PNAgent
Next | Cancel |

## Next (F—%)
2. ENAEESMET£L, HEUTRHE:

o WANREERR

s MREFREATHFERIREFNIIEHRNABERE, FOERXATFRESHIIERNAEF G AE
[Eo QIRRESMIIENNAEEN, BHWIERENTZBRNEARTR, £MA “2F S8PrRS
B[ENRBEMNELES URL, (XZHE—AJBENED, EARSHFAEERMNEBIRSBPARAIA.)
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Create Store

StoreFront

Getting Started

Store Mame

Delivery Centrollers
Remote Access
Authentication Methods
XenApp Services URL

Summary

Store name and access

Enter a name that helps users identify the store, The stere name appears in Citrix Receiver/
Workspace app as part of the user's account.

@ Store name and access type cannot be changed, once the store is created,

Store Name: | Store2

i:! Allow anly unauthenticated (anonymaous) users to access this store
Unauthenticated users can access the store without presenting credentials.

Receiver for Web Site Settings

[ | Set this Receiver for Web site as [IS default
When this is checked, the Receiver for Web site created with the store will be set as the
default 115 website. This setting will overnide any previous defaults configured for the [1S

sites.

## Next (F—%)

3. 7z Delivery Controller it~ b, AENEIUKEMNNAEFERIZRR. SXESHMAER, BESHEE

R R fE PR A ER
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Create Store

StoreFront

+ Getting Started

¥ Store Name
Delivery Controllers
Remaote Access
Authentication Methods
XenApp Services URL

Summary

Delivery Controllers

Specify the Citrix Virtual Apps and Desktops delivery controllers or XenApp servers for this store,

Citrix recommends grouping

delivery controllers based on deployments.

Name

Servers

Type
Citrix Virtual Apps and Desktops cvadl.example.com

Controller

Add.. || Edit.

| [ Remove

BET—%,

Gateway BRI AR ERIZEIZ ARl

4. ERBAEET £ £, ERREEBEE Citrix Gateway RHBNABE, BXBELEMES, ESHED Citrix
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StoreFront 1912

Create Store

StOI’EFFOF‘It Remote Access

+ Getting Started

S s Enable Remote Access

+ Delivery Controllers
Remote Access

Authentication Methods

Summary
Citrix Gateway appliances: | [ Gateway

Enabling remate access will allow users outside the firewall to access resources securely, You need
to add a Citrix Gateway once remote access is enabled.

Select the permitted level of access to internal resources

#) Allow users to access only resources delivered through StoreFront (No VPN tunnel) @

) Allow users to access all resources on the internal network (Full VEN tunnel) @

XenApp Services URL Users may require the Citrix Gateway plug-in to establish a full VPN tunnel

Default appliance: [

5. AEMWIESRET+ L, EERAFARANABEELIESHNGE, ARRET—P.

BEXARASHRIESENESFMESR, BEHALESHRIERS,.

AUSHEMYAEERZSHIIIRE, MIFALNEEERREESHEIES R Ak, BOEERHESH

WIERRSS, AEEFRNENAEE.
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Create Store

StoreFront

+ Getting Started

¥ Store Name

+ Delivery Controllers

+ Remote Access
Authentication Methods
XenApp Services URL

Summary

Configure Authentication Methods

Select the methods which users will use to authenticate and access resources, [ ]

SAML Authentication

Domain pass-through

Can be enabled / disabled separately on Receiver for Web sites
Smart card

| Can be enabled / disabled separately on Receiver for Web sites
[L] HTTP Basic

H . -
| Pacc_throwmh from Citriv Gatewsanr

[ | Method
User name and password =

|| Use a shared Authentication Service

Using a shared authentication service for stores enables single sign on between them. Users do not
have to logon when they are switching between stores,

Select the store with which this store will share an authentication service, The dialog will be
refreshed and the methods will be updated based on the selected store.

Store name: 5

## Next (F—%)

6. 7£ XenApp Services URL &I+ £, MREHHEE PNAgent 19IBi&&, &%+ /2 XenApp Services

URL, ENIEEGHE A,
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Create Store

Configure XenApp Services URL

StoreFront

URL for users who use PNAgent to access applications and desktops.

[_] Enable XenApp Services URL

+ Authentication Methods
XenApp Services URL
Summary
fr e — |
? Back | | Cancel i
BHIE

7. QIETABEN, BE5TH.

BIEMNAEEN, EXReIE— M Web iR U AIRNZNAREE, S0 S Ik Web if S5t ol 2 E A
Web 5,

FCEN RIS

September 7, 2023

BN ABEE, FRITUTERE:

7z Citrix StoreFront BIEZHIAMANERPEFENABET R, ARERFERNEERENABERE.
BEAPIT SRR URE R TR B UE R,

%3l Kerberos ZEW+, BBENAEEREER Kerberos Zik® Delivery Controller #7845,
RESE HDX BEED -+, RIENAEFNSENUERERTEHNARFMIRENMX,

BRI AENABELTR+E, BEE Workspace AREFEAFHA FQDN s FHb 4t R B MAF A SN
BEE,

ok e
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./favourites.html
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./hide-stores.html

StoreFront 1912

Configure Store Settings - Store

Optimal HDX Routing

_ Disable User Subscriptions (Mandatory Store)

StoreFront Manage User Subscriptions
®) Enable User Subscriptions (Self Service Store)
When you enable user subscriptions, the Self-Service store is then in effect. Users must
ser subscriphions subscribe to applications before they can use them. Any previcusly specified subscriptions are
Kerberos Delegation still available.

Advertise Store When you disable user subscriptions, the Mandatory store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them. User
Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.

A BRI FE S f

September 7, 2023

EMFRR RS, BRITUTERIE:
1. 7£ Citrix StoreFront EEZH S AMERPEENABET R
2. ERMEEERD, RERRNASE
3. EWIAEOH, BER.
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Rermowve Store

A Are you sure you want to remove the store "Store"?

Any associated Receiver for Web sites will be deleted along with
this store,

i Yes | | Mo |

1 |
T

LIEMIBRE FARIERY, FREXEH Web th it igirR,

FRAP SN AR ETRE X

February 22,2024

B R B SN ABEEEFAE RN, ERaEANABERENAE Citrix Gateway ZBEFEIFR. FX
e RSP, UERFEBNANBBENIEMAEEBEEE Citrix Workspace B AR, BAPEEE Web
W28 M AR SR, AL T E Citrix Workspace Rz 2B 5o

BRI

EEMBSBHER, BFREA—BRSB[BUEMIRSB[BAMNEE, HfR Citrix StoreFront EIRITHI & R
BEPEAEMRS SR LETT. THE, F
B EC BT B EERIARSS 834H, UEEHHSPIEMARS R,

1. EEMEa ST NARENFAGEENMEXMt, BE “BF BRTREESHSNABEMEXY, AREE
EESELXX RN ABEE,
2. BHESUHERT RR.cr BREXARERIMEFNEELE.,

mAF ASMERRNBEE

January 25,2024

R UIER P Citrix Workspace M RREFEE AERE T BFUMEFRNHA 2P FQDN BhERETHRRAF 2
RAEELRNEEKP S, BOAERT, SIBNAREE, ZEABERETRH—MNEDR, ARAMELRD THE RN
FAER StoreFront SEERIGEANMNE Citrix Receiver A, RENABEH AN ABEIREAT AL, e
P& Citrix Workspace ZB2FFohERE (EAIKE URL RFAEXH) MABIEMERIFMES.
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BERER

EZREBBESD, BH—RVEA—ERSB[UFRIRSH[ANERE, #R Citrix StoreFront EBITHI A RTE
ERNEAMEMIRS S EIE1T. TRE, 1B
BB E L EBRIRSSBE, WEEHMNEPEMIRS S,

1. £ Citrix StoreFront EEZHIANEMEEPERNARET R, AETREEEDETRENABIELRE >
NENBEBEE.
2. EAENAEERE L, ERASNABERRENBAEE.

Configure Store Settings - Store

StoreFront Advertise Store

@ Advertise Store

‘When this option is selected, the store will be presented as an option for users to add when they

L e configure Citrix Receiver/Workspace app through email-based account discovery.

Kerberos Delegation

Optimal HDX Routing Hede Store
When this option is selected, the store will not be presented to users to add to their accounts
when they configure Citrix Receiver/Workspace app through email-based account discovery.
Hiding a store does not make it inaccessible; instead users must configure Citrix Receiver/
Advanced Settings Waorkspace app with connection details for the store, either manually, using a setup URL, or with

a provisioning file,

ﬁ[ Cancel ] [ Apply

Kerberos ik

September 7, 2023
ALK StoreFront BE2ERER kerberos ZJkm Delivery Controller i#47514383E,
1 EF—IEAEE, AETE “BF ERPREEENASERE.

2. %1% Kerberos &Rk,
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3. EERZRE A Kerberos kit 22 A Kerberos Ejk.

4. RN RS E REFFTMBIEX.

Configure Store Settings - Store

StoreFront Configure Kerberos Delegation
@ Enable Kerberos Delegation

Kerberos Delegation will be used to authenticate to delivery controllers. The controllers must be

S sEL L~ configured in Active Directory to support delegated authentication.

Kerberos Delegation

Disable Kerb Delegati
Optimal HDX Routing Disable Kerberos Delegation

StoreFront will not support Kerberos Delegation to authenticate to delivery controllers.
Advertise Store

Advanced Settings

ﬁ[ Cancel ] [ Apply

EEAINABERENER

February 22,2024

=AEHE Delivery Controller REAI M. E2tAMiER Citrix Virtual Apps and Desktops. Citrix Desktops
as a Service #0 Citrix Secure Private Access #R{EHZIRIRIZ,

BEERRR

1. 7 Citrix StoreFront BIFHI& S, EEMEEFIEZENABEET So
2. EERBEPIRE—NABE
3. EREEET, BHERE Delivery Controller,
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1= PowerShell SDK =& X RR

7£ PowerShell SDK &1, {#R Get-STFStoreFarm &a$ 5B S REREZENZRIR.

AN IRR
7 Citrix Virtual Apps and Desktops FiN&ER

1. /#%3E Delivery Controller RE, BEHRM.
2. WNTEBEIRBIRN ERE M.
3. AR Citrix Virtual Apps and Desktops.

4, ERSBT, BHHmM, AEHA Delivery Controller 92 %5, 331 Delivery Controller E£ 12 E,
Citrix B EZ VL ER A RS H/AT ABFERHEEE,

5. Citrix 2R FRS[ELMHHTELT, X2SH StoreFront EERB NI MFIRPREHIEFIRS 2R,
Mim7EFRAE Delivery Controller siiZie 2 B0 & fidl. MRAEZRIED, BRSBIIRGRINFTRIRFRS
WIERBIIR, EXMERT, £BBHHREETIRPIE—ERNR Delivery Controller stE#28 £, 9
RiZERSBEAN, MEDRERTIRPIE DRSS S[HIT, KILEH,

6. 7£ Transport type (fZHZHE) FRA, i%&#F StoreFront BF5REHTIBEEERSEE,

s EEEKRMBNEZLEIE, 151%F HTTP, NREFUIET, WAMBETEHRLAR, URP
StoreFront 5ERS\BZ EEENR £,

- EEERATSERETE (SSL) siftmER M (TLS) MRe HTTP EiE L X iE, E5i%F HTTPS, &
£ Citrix Virtual Apps and Desktops ARS5 2882 AT, EHRFE Citrix XML Service &8RS
Microsoft Internet Information Services (IIS) = HixO, Hi§ IS BBE A% HTTPS,

=

WNREER HTTPS kR StoreFront SRSV BINEZERZ S, FHERERSHETIRPIEENRS
XERSB[OVER LNRFT2—H (BEXNE).
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Add Delivery Controller

Display name: CVAD
Type: ®) Citrix Virtual Apps and Desktops
) XenApp 6.5
Servers cvadl.example.com —

fosd balnce) -

[+ Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings

Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o R

1. $5% StoreFront &R BFAAMNIKEO, RN 80 AT HTTP %, #0443 BAFEIL HTTPS i#
#, FEEEMEOMMEZ Citrix XML Service RN,

7 Citrix Desktops as a Service FiIN&ERE

1. %12 Delivery Controller &4, HEHRM.
2. WANATEHERRENERE M.
3. #EES#AR Citrix Virtual Apps and Desktops.

4, ERSET, BEHM, AR Cloud Connector R, WEARSBIERZSRES 2, Citrix BiY
EBELOEMNEESRULIMTR.

5. BakiE “IRE[AFNNE UTE cEESZENGE, ZBABEBRAERIRTNE - =EEZS.
6. 7£ Transport type (F#¥8) 5K, %E#F StoreFront BT SRS EETBERNEREEE,
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BRI ARMEFNERLEHIE, HEF HTTP, IREFIED, WHRMBETEHREAR, URP

StoreFront 5 Cloud Connector ZiaiEEN L2,

o EiE TLS EZRIEHIE, H%E HTTPS, MREFIED, NXFEE Cloud Connector B2 &

fEA HTTPS,

AR

NREMER HTTPS K{Rir StoreFront SRS B2 EMNERZEL S, BHERERSRIIRPEENRZTS

XLARSB[BOGEL LNBTRE—H (BFEXNE),

7. 87 StoreFront E#ZRSBAMAMIKEO, kim0 80 AT HTTP &, w0 443 AFEI HTTPS i&

o

Add Delivery Controller

Display name: Daas
Type: ®) Citrix Virtual Apps and Desktops
) XenApp 6.5
Servers connectorl.example.com B

v e >

| Add. || Edit. || Remove

D Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings

Configure delivery controller communication timecuts and other

advanced settings using the 'Settings' dialog.

o |REEm

73 XenApp 6.5 FINERER

1. BARIEEBNERAREY R RB o

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

111



StoreFront 1912

2. %% Citrix Secure Private Access E 28!,
3. # A Citrix Secure Private Access RS2 28 & 7R,
4. 7£ Transport type (fZHi2kE!) 5K, %% StoreFront AT SRS I/FITBRSHIEELE,

s EBEKRMBNEZELEBE, 15EF HTTP, NREFUIET, WARBETLHRLAR, URP
StoreFront S5ARSS 22 EEZEN T L,

- EEEATLERETE (SSL) siftET 2 (TLS) Mese HTTP &gk KR, BEE HTTPS,

o EEIES Citrix Virtual Apps ARS8 i) SSL Relay MR £EE AR EIE, URITENSHIIEMN
IBINZE, 1&i%#F SSL Relay, EH4FsMN SSL fhgkin Ol

5. 8% StoreFront iEZRSSFAAMNIE O, BAIAEO 80 AFEEIL HTTP ¢ SSL dh4kiERE, O 443 AT EiL
HTTPS %%,

Add Delivery Controller

Display name: X¥enApp
Type: _) Citrix Virtual Apps and Desktops
® XenApp 6.5
Servers xenl.example.com —

(load balanced): enZ.example.com .

|| Servers are load balanced

Transport type: HTTPS - 551 Relay port:  [443

Port: 443

Advanced Settings

Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o R

£ PowerShell SDK tI2 & RR

ERINERR, BEA®S Add-STFStoreFarm
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« ¥¢F Citrix Virtual Apps and Desktops sk Citrix £SEEIARSS, &% FarmType i8&% XenDesktop,
« XF XenApp 6.5, B FarmType i&&H XenApp.

BRFERIR

%1 Delivery Controller REH, EE—MNERBEH R EIZHRM,

=/ PowerShell SDK &5 ER

E{FH PowerShell 82GETRIR, EFEA®<S Set-STFStoreFarm

AR 22 R

£%12 Delivery Controller BEh, EER—MEREH B LM,

3 PowerShell SDK B %Rz

Z(5 /A PowerShell B35 RR, RS Remove-STFStoreFarm

BRSSPI ITH

ATREBELERRIRHERSHEFAI AL, StoreFront RG4S TEMBEAIARS 28, KT E RS20,
StoreFront ¥ 2881ZAR328, TEMERFNER. EAUTSHAERERIIT RSS!

o FRERMBLT RS EEEREMEE Delivery Controller BFRE RS 22484 BT RS, StoreFront BARAE
BRI H5 4T B M AR ARG ROFFERET A (WA #h A 8EMD) . BRIAER 0 225

o BRSFHEBTIEIIEE StoreFront it 5 B MRS 2B SR MG BT ZAR S 28A9BTIa] (A $h RN . ERIABKIS
FERETER 60 3%,

BE “PTAERMBGIRRFSRAE" IENEREM

BB RANFTE LM BT 0935408 (E B LUFRR45E Delivery Controller RET B~ £ M50, EXBEENER
m, BRIEESRILEREnSARSS 23 o] B /E A P TEde EIF4Ed B A al ALtk Delivery Controller #M&ER. ANABE
f2&EiF % Delivery Controller BY, 5% [EERE AMFA RMBIS AUF4EETEIE, LHEHEXWN FIFLEXHE Delivery
Controller,

BRI WFERMBLI AL EIERIESZ Delivery Controller FRIRE BRI AT A ; B2, MRALABE

BT 1% Delivery Controller, #EEFP—LERTH, FFIHBNAIREERIEM. BEENHARSURA TSR
Delivery Controller BY, BTLUREBERIAE 0 5354,
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7z Citrix StoreFront BIBIFHIEH, EEMEEPEENAEET ~o
EERBEPIEE— N AREE.

IR EEKD, BHEE Delivery Controller,

#E— Controller, #E4miE, AEEL4HRIE Delivery Controller R&E EHigE,
T “BRIgE” T, REHRE.

£ EESHKLE" IHEEH:

ok~ w N

a) TEFBERMBKE MFFERETIETTH, BHEZFIHIEA Delivery Controller HIFiA RS 2R K KU
Delivery Controller # AN E] (WL $0 84D o
b) 7EBLIFEERESENTH, BEHEZFIFHENE QRS BMAIKKEEEIM AR E (LS8 REBM0).

1A P BREY R TRIR

RINBERT, HRENBAEENRRREINZNARERENFIE R REFMEHMNAERRNES. BEATEA
PIRMAREIR, ARSI AREESR DR StoreFront 2828, =&, EaILUEER K Microsoft Active
Directory A 5 B 1R RS E B ERIFINPR. X, A LLEE BN AEERN R ARE R,

B, AILRKFERFNABRRLEE—MBES, M “Wss" BINMSNBEEFLEES— M EER, EXH
EET, IRARAE ‘ME" APANME, BAZBAEBRNABEMERIEIN2BER. M “M53” BRARN
B S RIS B B AR EIRAIM 55 M AR,

HE, TUABRAFR-MRESHMWHERRARNNE, EERAEREER. hEERANES. XATAS
XBEBF (WEEFE) REBEEFNGE, FrERFREERIINASENSIEIERNSENNARER, 8 “81F
BAANRRRBILAEREIBERAFBERENZER.

AR
XRTHEENRRR, i, ERBFERS, "JUE Citrix Virtual Apps and Desktops Studio EeE iz 4H
6 %R FAFEF o

ENRERPARERENRIRR, BHRITUTRE:

1. £& Delivery Controller R+, TAFPMSFNSHARARET, RHRE. REERETHIRES
FIRIRR LEBA AT Ao

X ARERF RS IERRERR.
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

ﬁ Aggregate resources No aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources,

o

2. B Map users to controllers (EAFE1El Controller) . XEITH IR M REUSIEENE—

TREY, THEEIGREBRIRE SIS,

Create User Mapping
StoreFront e Groups
Specify the user groups that will have access to the controllers.
User Groups (=) Everyone
Controllers ) Specific User Groups

d.~ e

=
i
T

3. EEFBA, HEBERBERFE, RERMI—IHZ M,
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Create User Mapping
StoreFront CRED et
Specify the user groups that will have access to the controllers,
User Groups & Everyone
Controllers ®) Specific User Groups

XAEAADNDesktopOnly Users

Add..¥ || View || Remove

4, BHET—F, XEHEZ#HN Controller E1+,
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Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

+ User Groups
When an aggregated resource is available from multiple contrellers, StoreFront launches the

Controllers resource from one of the contrallers chosen at random in order to balance the load.

Controller | Aggregated | Type

5. B&HFHM, ARBHRIN—1 5% Controller,
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Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

+ User Groups

When an aggregated resource is available from multiple contrellers, StoreFront launches the

Controllers resource from one of the controllers chosen at random in order to balance the load.
Controller | Aggregated | Type
CVAD site A No Citrix Virtual Apps and Desktops

6. BEEIE,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

&) Map users to controllers ]

User Groups , Controllers e
DesktopOnly Users CVAD site A -

[ add. |[ Edit. ][ Remove ]

.ﬁ Aggregate resources No aggregation
Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

7. BERN--RIERECIZEZ IR,

13 PowerShell SDK &8P iR5T2)E R

aJLUER PowerShell SDK & B A Mg EIER IR

1. ¥FEMRRER, BHE— EquivalentFarmset, FiE RRFE L AEHEN—5, SUMERAFEBTLE
FERAXLEERR, FARTU TSN New-STFEquivalentFarmset:

+ Name - EquivalentFarmSet fyH—Z#x
« PrimaryFarms - REXFR (%) BB,

2. WFRERNRBENTEEENEHAR, BEXEHEFP 554 EquivalentFarmSet Z gl gmst, Ea
£ UserFarmMapping, 1EER® U TEHH Add-STFUserFarmMapping:

+ StoreService - E¥ UserFarmMapping FRNEIHIN BEERS.

« Name - MUSTRYME—Z #R,

+ GroupMembers - @&EABEN—IBINAFARNZHHM SID WRER, EMXBETFTER; SIDE
X, BRMABRAF, BERERPIE—EE&EM Everyone M@ Everyone M%EB.

« EquivalentFarmSet - EL—FH8IEH EquivalentFarmSet,

BRTRRENERR (7)) BEEREEL— UserFarmMapping f, SNMESEIREFERE T A7 RZE R
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ZIRERE

BINBERT, StoreFront aEMBENNAEEREESEMNNBEFNIE, HEMEXLERRMAITRAZR,
BkE, RS IMHBREERER, FARFPKEFISMNRBRHNE— 1 ER, Bt XLEFRNBTFERN, X

AERILAFREERER, RESTAN S REER, AU IHEREm®LNAEFM Citrix Virtual Apps and
Desktops & #1THH, UENAFREHEENER. SENBBERLER, BEREBLIAESARSH LAFHER
BB EABEHITR A

EBRZUAREE, NRENKERNAEFEARENARBERENZ Citrix Virtual Apps and Desktops 2i&
RIERY, StoreFront W ZFRMNAIBERFIHITRS, HRAFRER— 1 EF. AFRBHERSHEREN, StoreFront &
RiERS SR AY. AFEEEARENRIEURTEEPIEENHTIRFRBERES AP NERESG,

N F AR IEREIMRSES, StoreFront RohSBMXERSBESIHHENAAIA, TEMRILEREZH, AR
WE R H MRS BPRZRES, MREHFRAIRS B, StoreFront 2R XERNERIERZGHMZEIR. W
RAPESE—THREBERFZRNHEFRFEDZE, HARESZEFRS, N StoreFront ERZEE. B
STMAPNSEREREIRDNMER USSR B Hth S ms N AEFrvetE), MEERESBER M miTA Ik,

KETAAMNINERFRIERG, StoreFront HEREREPIEERHTINF KiE R 2EERINEE. MRIA
FRETZINEREE, NWILUEESAPERIE—NIBEE, SENERIRPNEMNRNE, FRFERESE
— N RERE R ISR AREMRD S AP S ERNSERE, MYEZBF I UERE I BRZEREIMDH A
Fo

AT E =B Citrix Virtual Apps and Desktops ZRMIEEREHF, WEX BRI EREEN BIZFFR
EENEIRHE, §, XERTRAFEIEEAFRAERI T IARMRERESREAEFMIEHNEE, maEMmE
FEREMEE, Mk, FEFAE KEYWORDS : Primary MiiNZI &SRB EN SEeN BIEFHNIRENKE,
#3 KEYWORDS : Secondary KimnEI HEE R AN ZRIRBENARE. TICELREPEENHEIRNF I, &
BRAGEME AP EZEIRHIEDRNNE, EESEFATRAN, AP EREEIRURHBBZRRNEES,

1. 7% &% Delivery Controller RE, £AFMSNBIEEREEET, BFRE, REEEETRIHES
ZRIREY I A A o
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.
No aggregation

& Aggregate resources
Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At

least one user mapping must be defined before aggregating resources,

o

2. BERAER. XRETRAERFRRR.

Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Aggregated
MNone
Mot Aggregated
[ | CvADsite A  Citrix Virtual Apps and Desktops

[] CVADSiteB Citrix Virtual Apps and Desktops

[ Aggregate ] [ Do not aggregjats]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

|Z| Load balance resources across controllers

o T
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3. ERABHEERERNERR, AEEERG,

Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Agéregated .
CVAD Site B Citrix Virtual Apps and Desktops
CVAD site A Citrix Virtual Apps and Desktops
Mot Aggregated
MNone
Agqgregate [_Do not aggregate_]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated

[ Controllers publish identical resources

|#*| Load balance resources across controllers

OK Cancel

4, RIEEERIFES Controller & &%

« Controller £#EREMIEE - EHAS, StoreFront Fz{URERSATNEH— Controller B35
B tNERFKEF, StoreFront EKMEHEBAEHMFERE Controller FRER (UBRARAFMAIRRENT
BE), ERIETEBERESRERIESERE, BRMNFENET, MRIECHRIAFERERTNERTIR
ZEHEE,

« 7 Controller Za343& EH 1T 8 T4 - ih8d, &R A Controller Z B9 0 A BE. SNRFKE
i, BIEHEBEIERFBRSHEERERIEENE— Controller, MBBohEWY, NEKFEEBEGE
4 Controller,

5. BEHMEREIRERFMANSESRERE, NEEIEREE R,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Pgoregate resources o

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources,

o

. BETEHERE, RIAMBEAT, SEBFPHIALRXEER, RS ARMNEFBRSY, #BE Map users to
controllers (EAFBETEI Controller), XB4TFAIE B METRE,

Create User Mapping
StoreFront e eanup
Specify the user groups that will have access to the controllers,
User Groups ® Everyone
Controllers ) Specific User Groups

L EEFBEA, HEERBERFA, ARAN—IHZSME, fid, ErgFEEE—MEREEUEFHAR
S

. ANBENHERR. BRIMIFIERENERE, FIEREENERFHREEN “REE”, EEAILIBEIER
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Ay
2R IRe

9. MREKRADETE Controller ZE FHIRHTRHTH, NWEJLIEEF StoreFront RSB EIFHIRBIARE.

Create User Mapping

StoreFront

¥ User Groups

Controllers

Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users. The
resources from the controllers that are aggregated will be deduplicated.

When an aggregated resource is available from multiple contrellers, StoreFront launches the
resaurce from the controller at the top of the list, in fail over order. The order of the list can be
changed using the buttons provided.

Controller | Aggregated | Type -
CVAD Site A Citrix Virtual Apps and Desktops E
CVAD Site B Yes Citrix Virtual Apps and Desktops

Add. Remove
Back - Create . Cancel
-

10. ZEZREIZIEERFRNMSIERES.
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers

Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups . Controllers

(]
a
CVAD Site A, CVAD Site B o
| Add. || Edit. || Remove
.ﬁ Aggregate resources (]
Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating rescurces.
o
11. RIEFERMEZMRE, BSUFES N ERRRGE—TAFE, SWERABLEERAXLERR.
12. BHHAE.

=/ PowerShell SDK i#{T=4&EE

B LUER StoreFront EBIEHI AR EFZE RN Z M RS AR
StoreFront, ©iRMHT THIEIMNITHAE:

1%

AT LfEA PowerShell SDK REE
. BEBARSIEEZ I HEL,

- BEEEFRIENAT—ARE, XRBERTASHRER.

- NFEEETAE/IAFELFFRNBENNABE, SMRAFTEIRESEEE.

g
of

« ERAREGHBREEXANELETNT. EEEF AT THRGMBENARNERERFEE MK ERBTIR.
£/ PowerShell, EEILUABEZAR, ENEBRNARTE, AIUERRNAZ BHITHIEES,

£/ PowerShell EEBESAZhmitlfE, FiifEAERIES A EEIXLERDT,

1. REZEAPIREH, ERAGAT, AEHERERENNLAREFRSN— I Elf. BTREEHABFE— S
M. EEEITRIaH, BR

REBIE— I REH, B PowerShell, BaIUEX ZIMREH,
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2. XFEIREH, BUE—IHZ EquivalentFarmset, FIHEBREMERER (£ SDK #fA7) . 0
RERGEATNFARRENRATFANAF, WHMASHRF EIE S EquivalentFarmSet, B
HEZMHERAM AggregationGroupName, E8IE EquivalentFarmSet, EARAT U TS New-
STFEquivalentFarmset:

+ Name - EquivalentFarmset #Im—2Z 5,

+ AggregationGroupName - Z%EFBNESHNET,

LoadBalanceMode - LoadBalanced g Failover,

« PrimaryFarms - EHFEREMF. IR LoadBalanceMode # Failover, BESHEER
HIRFES M5, MRREHEEZ EquivalentFarmSet, NETEERMNERRENERER, St
IR 57E UserFarmMapping FEXH IndexNumber 184 &.

BackupFarms - & B XA ANBER TERNGYIR. WIHEEFA. MK ZHR2 KM
IndexNumber &1 E 1 EquivalentFarmSet.

3. WFFAETREANSIERE, BHEAFEE AggregationGroupName BfE R T el Equivalent-
Farmset, FiE X R REBUNEIHEN—I2. BFRAAHUTSEHM New-STFEquivalentFarmset:

« Name - EquivalentFarmSet gyM—Z#5
« PrimaryFarms - EER&EHNER.

2 UserFarmMapping, BEEA®UTSHM Add-STFUserFarmMapping:

« StoreService-E¥#% UserFarmMapping FiINEIFIN AREIERS

« Name - BRETRIME—Z FRo

+ GroupMembers - @& EANMEN—IBIHAFARZAM SID WiFER, FMXBTFETR; SIDE
X, BRNFABERARP, BERHERPLIE—EEEM Everyone #{& Everyone M% B,

« EquivalentFarmSet - ELt—$alER EquivalentFarmSet,

« IndexNumber - §BZERRENIHEIRF. XI&E T ERABNZRRBHZERIELIRE,

EiE@ED Citrix Gateway XI5 R EYZIZ AR

February 22,2024

AILUEE AT RIS E” TS AMAAMEEENAFRE®EY Citrix Gateway MM ABENAE,. TEITFR
2 B PIIERIN AREEMN BEE Citrix Gateway #TIZiE A A,

BHERR

EZRSBHEFR, F—REA—ERSB[BUEKRRSB[ANERE, HfR Citrix StoreFront EIRizHI AK7E
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BEFHEMEMARS S LIE1T. TlE, 15
BWEREMMMMNEERERIRSSEAE, UWEEMIEPNEMIRS .

1. 7£ Citrix StoreFront EEFHRIANANERPERE “UABE TR, ARTERERPEE—TNABRE.
T BRI aT, REiETENRIRE,

Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a MetScaler Gateway appliance.

[+# Enable Remote Access

Select the permitted level of access to internal resources

®) Allow users to access only rescurces delivered through StoreFront (Mo VPN tunnel) i )

Allow users to access all resources on the internal network (Full VPN tunnel)

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliance: [ ProductionGateway ~ ]

"o IR

2. 7 “REXZIFFIKE” SFER, BEMNLXARNKREENAF S URNMAESES Citrix Gateway iiFRZ
FAEE,

s ERNABERENNAHMENINARRATR, BSLFEFBRATERR. XF, RAEREMENZE
A P 7 BESS 15 IR KL A s

« ERAIZiZN, HEFERTE,

- EFEBELZNAEERMNRRETED Citrix Gateway i, &i%FE X VPN &EiE, AP EH
ICAProxy st E& F i VPN (cVPN) &2 Citrix Gateway, FFEEA Citrix Gateway ¥k
B 5eER VPN,

- EERLLEEFRE (SSL) EMERAMLE (VPN) @8 R151% M AR i s U Rk AEB ML h a9 Eith %R,
1R VPN EiE, AP EEFHA Citrix Gateway #4012 VPN @i,

FVF ST R A R S S ATIZAZ AR AT, E BB AM Citrix Gateway B &3 10IEA %, AR Citrix
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Gateway WiE& /5, BIRITEIAIRIE RN ABEER BEIER.

3. MRBREAIEEIAAE, EM Citrix Gateway & &7 RPIEFRB A ESHIF RN BEENIEE, KoiNIZN
HEEMEMNAREEENFENEREERETIRF, UHER, MREAFIRPFNELSTE, BREF
m, ARERERM Citrix Gateway RSB #HITIR(F.

4. NRBEREFIRPERZSNZEBAETZSMEEHRITIAN, BHEERTM Citrix Workspace [ BEFiHRIZ
N A E I ERINIG S

5 BEMERFEEHXH “EEZRIHR MHEHE,

Citrix Workspace [ B2 FER S 2 E AP RIEZIAME TR ABNGE, AGEFHENNIERGE. BXE
RERRIFRES, BBRREET .

ZIAERT, StoreFront EREM%, BF BT ZMXEZEIINABERBHER, B StoreFront il EAERER
MX A ERMXEHNER, ESRRE HDX BH,

IERRA#HYIZ (CRL) 10E

December 5, 2023

vl

1T LU StoreFront BB AEA B A HHIEHERHETIR (CRL) #2% CVAD Delivery Controller FrfER# TLS SEFH
FPIRTS. WMREHIMUTER, EreEERHIERIHRNER:

o ANTLIAERER
+ CA%ZH

s MEXREEN

o IERERIA

AR

R H & /A StoreFront 5 Citrix Virtual Apps and Desktops Delivery Controller Z g @ HTTPS #E #
Bf, ZEBMA X, 5 Delivery Controller 8 HTTP EEFAFEIEH, Fibitb RN BB EH -
CertRevocationPolicy i& &R te/EM.

StoreFront x#5#RM CRL % = (CDP) iEH
I EM AR EAEP B HEFIE (CRL) #1T
IEBFRERE, StoreFront (XZ#F5wEe CRL: RZ#FEE CLR,
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CRL 7%= (CDP) T B

StoreFront R&x#2 Citrix Virtual Apps and Desktops Delivery Controller #EBER#HIEH (HFFISEER
%%89 CRL H%IH) &R, ERNMEIEEE®H B, StoreFront %7tz fER7E COPIEB BHENXHM URL 2
—3fipiRE &8 CRL,

IZ..:i—_Z:* oot\Certificates (Local Comp
& File Action View Favorits Window Help
e nFE 2| XER HE

I Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te..
v &l C_E"P‘f'“m ‘(L““‘ Computer) 217 .com -DCO1-CA 29/04/2021 Server Authenticati..  wildcard, .com Web Server
v E“g”:f - T XenDesktopSSL. .com -DCOI-CA 18/06/2021 Server Authenticati.. ddcrevoked. .com Web Server Ex...
ertificates

- 2;1XenDesktopSSL. . -DCOI-CA 18/06/2020 Client Authenticati... <N Comput
1 Trusted Root Certification Authorities gl XenDesktop com 5/06/. ent Authenticati..  <Hone> omputer
| Enterprise Trust
0 Intermediate Certification Authorities & Certificate X
= Trusted Publishers
7 Untrusted Certificates General Detslls  Certification Path
1 Third-Party Root Certification Authorities
| Trusted People Show: | <All> &
< Client Authentication lssuers
| Preview Build Roots Field Value "
| Remote Desktop [ii] Enhanced Key Usage Server Authentication (1.3.6....
| Certificate Enrellment Requests EIKEY Usage Digital Signature, Key Encipher...
| Smart Card Trusted Roots [5i] Appiication Palicies [4pplication Cerificate Poli...

Trusted Devices Sub]EEt Key Identifier cfe2751352010b 11 7422

Web Hosting (5] subject Alternative Name Other Name:Principal Name=X...,
= Windows Live ID Token lssuer @Auﬁ'\nriw Key Identifier KeylD=6e 12 43 2861b562 ...
- [53|cRL Distribution Points [1]CRL Distribution Point: Distr...

Je] fusthrwity Tnformation Arrees (1181 tharity Infn Acress: A hd
[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=\\dc01\CRLDist\  -DCO1-CA.cl
URL=http:ffarl. jardist) -DCO1-CA.crl
Edit Properties... Copy to File...

CRL & 7hiE)f&

21§ StoreFront 7£ Delivery Controller EEREMHQNE BEHAIES, 154852 CA 9 CRL X #hiElfR. 418 CLR 2
ARy BREFNEN, MRBESAAEMSHNEIE CLR £FiEfRE,

Revoked Certificates Properties ? X
CRL Publishing Parameters  \iew CRLs

A Cefificate Revocation List (CRL) describes cetfficates that clients should
consider invalid.

CRL publication interval: IEI Hours .
Next update: 27/06/2019 16:28

[] Publish Defta CRLs
Publication interval: 1 Days

MNext update:
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%Fif CRL &7

Windows REREBLEEHE P IREAMER CRL, EAMERFRN CRL I#iZH1, R THEHM CRL,

StoreFront JHEHE B 451X (CRL) AYiFIRIE

IFH B HENERURAT StoreFront BERaEISIA] CRL, EFHEE StoreFront d{aEX & Web IR 2854 % CRL MUiE
Bk (CA), LUK StoreFront snfaizuk CRL B3,

Delivery Controller bf9REid I CAMERIES BEMAEHE CAFIES, StoreFront EBEMAEER B CA
ME4HE CRL, ERIMEALNMAZMLHiFEXLE CAF CRL, BExEER I CA L% CDP I EREFHNEER,
E&#E Microsoft X, AJREEEEHHMA Delivery Controller EMFFEIES, XEFHE CAEBENES

CDP I BiEF Z ATl EEFTE.

StoreFront # Citrix Virtual Apps and Desktops fR$5 8@ % M F &A1 Internet BRI E AWM+, 1EXHH
BT, ZEREA CA

Delivery Controller L#95M28/Att CAFARIES  StoreFront AR538#0 Citrix Virtual Apps and Desktops
Delivery Controller af LUfER A CA & HIE+H. StoreFront #71sEBER CDP ¥ BiEF 5 A URL &2
Internet BER 2 FH CA B9 Web fR$28. MMRERHLHIEPRGE, StoreFront T3AfEH CDP URL F&#; CRL BlZ, T
StoreFront F&3£#17 CRL 0%,

M HREIRE

&/ Citrix StoreFront PowerShell cmdlet Get-STFStoreFarmConfiguration 71 Set-STFStoreFarmConfiguration
AN ABIEIREILE B HEKR, 21T Get-Help Set-STFStoreFarmConfiguration -detailed & E = Power-

Shell #Ef1E & -CertRevocationPolicy MBI R, HxiXL StoreFront PowerShell cmdlet B34 815

B, 1587 Citrix StoreFront SDK PowerShell #1k,

-CertRevocationPolicy & A LUEE LU TE:

®E iR

NoCheck StoreFront ~&7£ Delivery Controller L& IEHH
MRS, StoreFront M ERERFIEHHN
Delivery Controller FEZER. LtABRIAILE.,
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®E

WA

MustCheck XERLLM%ET, StoreFront =it @SBERE

Delivery Controller LAY CDP B3| B
URL 3®3XEX CRL. %1% CRL RAIA5K Delivery
Controller LIEEFERIERER B, StoreFront
Fi&M Delivery Controller H117#%2¢F, % URL A
MIEAME Web RSS2 (IRIEBZEAM), WATLIE
B2 Internet Web iS22 (NRIEHHEAA CAM
£)o

FullCheck StoreFront ¥ 2Bk & Delivery Controller iE$H#9

CDP # B %1 URL, 0% StoreFront FoiE MiXLE
URL 3XEX CRL g8l7, MIEMsAmirkE Delivery
Controller prIZR, 1R StoreFront aiTh3AEX CRL,
# B Delivery Controller BOiEBEW B, N
StoreFront F&#ZEZ R, % URL AILUIERIAEE Web
ARSS2E (MRIEBRLZEN), LEJIEMAHA Internet
Web fR$588 (WNRIEFBHAR CAMK).

NoNetworkAccess I EIEARMSE N EF StoreFront fRs328 E# Citrix

Delivery Services JEH7zf#+H CRL, StoreFront &
2K ARE CDP ¥ BHhisEM &M URL, MR
StoreFront F;A3REX CRL ByZEIZS, MEMHARILFK
% Delivery Controller %R, 1R StoreFront A
Ih M Citrix Delivery Services IEB7FiEHFKE CRL &9
ZiElZ, A Delivery Controller BEREHBH,
M StoreFront A& HE R,

MIEBRENEREFE

BRANAEEREIESREKRE, EERUEERFDIEITITH PowerShell ISE, AFE17ELT PowerShell
cmdlet, MNREEZMNAEE, BEXFAENAREESIETE, -CertRevocationPolicy 2N AREIERFINIEE,

A8
=z

ERER

mi#y $StoreVirtualPath igERIR AREEERERIFRE Delivery Controller,

$SiteID = 1

$StoreVirtualPath = "/Citrix/Store"

$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath

$StoreVirtualPath

Set-STFStoreFarmConfiguration -StoreService $StoreObject -
CertRevocationPolicy "MustCheck"

<!--NeedCopy-->

BEERNAZIRE, REFYRIN
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-CertRevocationPolicy B2&, EEITATH<:
(Get-STFStoreFarmConfiguration -StoreService $StoreObject).

CertRevocationPolicy
<!--NeedCopy-->

1£ StoreFront fR= 23 EFERA 4SS N CRL
FTHREARME NG CRL, 1B Citrix ARG,
E7:

o TITREEARLWEE (AR k%1 StoreFront RS284) HHITEEMER,
o 57EE Active Directory 33 3 CDP ¥ BEZ2FM AR CRL #Ltt, S XREIEPEES StoreFront
RS 88 EFahE#T CRL ER.

3R -CertRevocationPolicy I8E5 “NoNetworkAccess”, FEEEMEE CRL &3t 9 %4 FrHE StoreFront
ARss2%, MIe] LAERZA R EMEERER CRL,

ERZEMEAR CLR
1. ¥ CRL £%3) StoreFront [REZBMETE, IR StoreFront IRSBEFE MRS B/AM—L5, BHEEEFD
ZAFMFRE StoreFront R85,

2. 17 MMC BB® 7, ABEERE > R/ EERE T > IE$H > itEHH~ > Citrix Delivery Services
IEBTEE,

3. GRPHIHEZEABEES > SN\, RAENEE.CRL XHHIEZEZRRE XM > T > BAEMNIEBEHBA TS
z1% > Citrix Delivery Services 7,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 132



StoreFront 1912

ﬁ File Action View Favorites Window Help
= 2@ 0/c=| Hm

i Consolel - [Console Root\Certificates (Local Computer)\Citrix Delivery Services\Certificate Revocation List]

| Console Root Issued By
v _';}' Certificates (Local Computer) E
v __| Personal
 Certificate Revocation List
[ Certificates
w || Trusted Root Certification Authorities
| Certificates
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
~| Trusted People
| Client Authentication Issuers
| Preview Build Roots
| Citrix Delivery Services
_ Certificate Revocation List
| Certificates
| Local NonKemovable Certificates
| Remote Desktop
| Certificate Enrollment Requests
| Smart Card Trusted Roots
| Trusted Devices
| Web Hosting
| Windows Live ID Token lssuer

-~

Effective Date

-DCO1-CA, com 04/07/2019

i@d PowerShell 58541735 CRL 7% Citrix Delivery Services iE 75+

1. &%%) StoreFront 3% .CRL X4+ E %12 X710
BFBKHE.

2. 77 PowerShell ISE #FHi&F U EIE R H 191517,

3. BT TS

Next Update
04/07/2019

certutil -addstore "Citrix Delivery Services" "$env:UserProfile\

Desktop\Example-DCO1-CA.crl"

R, WREILITAR:

Citrix Delivery Services

CRL "CN=Example-DCO1-CA, DC=example, DC=com" added to store.

CertUtil: -addstore command completed successfully.

TR U ERILSSERARAE, BEAR CRL Bain &5
EBERRIFRE StoreFront AR 88,
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£/ Delivery Controller i#17 XML 53383

1&EI LUECE StoreFront IUZEK Citrix Virtual Apps and Desktops Delivery Controller 34/ # 175 19183F, 0
& Delivery Controller LHIEREH B, AARBTLEERE StoreFront, X#MITHREFEN, RAIME Citrix
Virtual Apps and Desktops Delivery Controller (1533 Active Directory FF#{TE#HI0IE) LRIEREHRRB
4, Active Directory AR N i%F#8 %5 StoreFront,

Z1% Delivery Controller 3t B #1751 I8E

1. BB E—BRNEPRELEREEFERMR, AFEEEIERRH.
2. ®EBETF XML Service WEMHIIFPRFIRRNSTE, & Delivery Controller BEEBERER HTTPS.

MIEBRFELEEE XML S5 I8IERS

NYEESEDER XML SHIIERN, 7EEBRITXESE,
AR

StoreFront Sz m#h A K M A i 15 PRS2 S I IEAR S IR R, ENAERENABES SMRIERSZ
EFHIT W —RE, EXMERLT, SOINFRENAEERESBNSHRIERSHITIHE D RIS E,

BESURILERFERNRENSNABENS MRS FAARARNE. &, NRFIENARENSHR
IFECE#MERE, NS ABEELEENHZR— S HIIERS.

B8RS PowerShell cmdlet i&8 &85 Set-STFStoreFarmConfiguration E5Mm<, RILFEEFEREMBM
R PowerShell 5%, ERAZATHEDRNBRMERIERRHEBEIELE,

1. 377 PowerShell ISE #i%&#Z UEE R H13151T0

$SiteID = 1

S$StoreVirtualPath = "/Citrix/Store"
SAuthVirtualPath = "/Citrix/StoreAuth"
<!--NeedCopy-->

2. ERERT XML BEHEIEMNNBEERS. FHRIERSM Delivery Controller, MRBE AN BABEEE
Delivery Controller.

$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath
$StoreVirtualPath

$FarmObject = Get-STFStoreFarm -StoreService $StoreObject -
FarmName "CVAD"

$AuthObject = Get-STFAuthenticationService -SiteID $SiteID -
VirtualPath S$AuthVirtualPath

<!--NeedCopy-->
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3. BEEERSMHRIERSH CertRevocationPolicy
Bt
$AuthObject.FarmsConfiguration.CertRevocationPolicy = "FullCheck"
$AuthObject.Save()
Enable-STFXmlServiceAuthentication -AuthenticationService

$AuthObject -Farm $FarmObject
<!--NeedCopy—-->

4. WIAMERERIES S HIEINERTIR.

$AuthObject = Get-STFAuthenticationService -SiteID 1 -VirtualPath

$AuthVirtualPath
$AuthObject.FarmsConfiguration.CertRevocationPolicy
<!--NeedCopy-->

A Windows E4EERHIR

BF CRL #2&R, StoreFront ARsZ28 EAY Windows EHEE BRI SIREHIR.

BITHENEESR, BRITUTERE:

o 7£ StoreFront fRE2{_ L, ENEBE1T.
o N\ eventvwr, 7AfF#k Enter #,
o ENRAEFMIRSS, &K Citrix Delivery Services Eff,

TOIEIR: FEHTEERE B HEIEHEER Delivery Controller

An SSL connection could not be established: An error occurred during
SSL crytography: Access 1is denied.

This message was reported from the Citrix XML Service at address https:
//deliverycontrollerTLS.domain.com/scripts/wpnbr.dll.

The specified Citrix XML Service could not be contacted and has been
temporarily removed from the 1list of active services.
<!--NeedCopy-->

THIEIR: WRAFE XML S5EIEAKNMEEES, MM Receiver for Web iz

An unexpected response was received during the authentication process.

Citrix.DeliveryServicesClients.Authentication.Exceptions.

ExplicitAuthenticationFailure,
Citrix.DeliveryServicesClients.Authentication, Version=3.20.0.0,
Culture=neutral, PublicKeyToken=null
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General Authentication Failure
ExplicitResult.State: 5

AuthenticationControllerRequestUrl:
https://storefront.example.com/Citrix/StoreWeb/ExplicitAuth/
LoginAttempt

ActionType: LoginAttempt

at

Citrix.Web.AuthControllers.Controllers.ExplicitAuthController.
GetExplicitAuthResult(ActionType

type, Dictionary 2 postParams)

<!--NeedCopy-->

Km1~ StoreFront N AEEEEANHZEARITIHEIEETME

February 22,2024

StoreFront £#&id 2 2728 & StoreFront fRS5 28 LA % & Windows #IE7FfE, UHIFHITREE. &
StoreFront fRSSBRAFET, BERIZ[IELIFHN ABEEFERNITRSIENEIZE, LEEEEDIHMRS SR
PENMAENAPIT. RINMERT, StoreFront AT ABEMLIZ— M IEEFM. S MTHABIEF#IIRLT
S HEMN B EHITER.

FEFNEANREILEN, SERBEFERAM N RANNEBIELRLE StoreFront, —MATF&id Citrix Gateway 7E5h
WipEER, S—MIAFESE L LAN ERSHRER. SREREZAEE web.config X, BIRDE “/h38”
“RE NABEEEARZEARITRSEEE,

SRR A E REN R ITRBEENRIAMER T, ARSITRRE—REMRR. AR MELREREFIMNES
EE—ZRE, BRANABSEENIREARITRSIRER SN ELEHAER, §7H_HENITRAREEE, BA&
VITRFMZRNERANZE M 2 “WE” MABSEREXEE,

« SN RABEEEE— web.config X, ZXHMTF C:\inetpub\wwwroot\citrix<storename> 1,
o S NAENE web.config BB AT B &GRS HE F i o

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_<StoreName>"authenticationMode="windows"transferMode="
Streamed">

B ABERTRASEUT AT UE:

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\
SubscriptionsStore\1l__Citrix_<StoreName>
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EEMIARELEITRARERE, IAFF—TEAREERS —NARENITHARSHER. WNRERS[ANE,
FRE RS BERABERNEE X AEEXNNEMEZENHEZ HIEFERNER A,

=

SN AEE EEER Citrix Virtual Apps and Desktops iE#l2s4 e LER; SN, AIRESHIAmNR A
S ENZRRITRASE ST —HMIE R, XREFMPNMAEETFR— StoreFront ARSI ARS /A E LB, 7
SEREREH =,

StoreFront iTi# B EiR =

1. 7£81 StoreFront pE L, EAICEAITHIMNINARE web.config x#F#H1€% clientEndpoint, fiin:

<subscriptionsStoreClient enabled="true'">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_External" authenticationMode="windows" transferMode="
Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

<!--NeedCopy-->

2. BORIMBNAREER RS RSN AR ERR R

<subscriptionsStoreClient enabled="true">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_Internal" authenticationMode="windows" transferMode="
Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

<!--NeedCopy-->

3. WNRAFEM StoreFront ARS 284, BEFITET =K web.config XHFFRHIFTE B ERERIFA H AT =,

AN AEEREIRENHZRER N BB E TS EFE,

BN RSB URELk

February 22,2024
AT LUfER PowerShell cmdlet B ARBERITIREE (UEK).
AR

£/ StoreFront &1E#x4I &8, PowerShell FT&1E StoreFront, &R XM /5%, (£ PowerShell
B4 StoreFront BE2E 2 #ii, B1AKR¥%H StoreFront EEizElE, Citrix RBRINEEHITERZHEHIAT]
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IR, LUEREBEREIFT— MRS,

BRI IR

EHREPNES M ABEBET - EIT RSB X RMNBIEEFE,

1. 7£ StoreFront BRs388 E1=1k Citrix Subscriptions Store BR%5., % Citrix Subscriptions Store IR IE
1T, NITTAMBRE (R A S SR IT IR E0RE.

2. # % StoreFront R £ 88 EWiT R M A & & X # %: C:\Windows\ServiceProfiles
\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1l
__Citrix_<StoreName>

3. MBRTRINABEE XGRS, BRMBR LSS,

4. 1£ StoreFront fR558s L= #/E5h Citrix Subscriptions Store RS,

7z StoreFront 3.5 {EZ kA, FALUEALLT PowerShell BizsERRN AEERNITEHIE, UEEELERERS
LA B AR IR R E 18 5 B 1232171t PowerShell 31, It PowerShell RE AL S F a7 LR S BARRMLE
==

Citrix Subscriptions Store RS M MIEFERS 28 LisiT, A HEMRINETT cmdlet,

function Remove-SubscriptionData

{
[CmdletBinding()]
[Parameter (Mandatory=$False)][String]$Store = "Store"
$SubsService = "Citrix Subscriptions Store"
# Path to Subscription Data in StoreFront version 2.6 or later

$SubsPath = "C:\Windows\ServiceProfiles\NetworkService\AppData\
Roaming\Citrix\SubscriptionsStore\1l__Citrix_$Storex"

Stop-Service -displayname $SubsService
Remove-Item $SubsPath -Force -Verbose
Start-Service -displayname S$SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"
<!--NeedCopy-->
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SHITHEE

AIEAR LT PowerShell cmdlet SREVHIR R 2 B9 txt AR MM B EIT SRR E D,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath '"$env
:USERPROFILE\Desktop\Subscriptions.txt"

NMREEESRSREE, AJLUE StoreFront BRSBAHRNNEERS S _Eiz1TIt PowerShell cmdlet, AR55284A
MEARSHRBIEIFS EXNFREF[ERNITRAIIENRT E4. WREANESEE StoreFront fRE28 2188937
HEL R, EMNEPHFERSHBDPSHEEAFHITHRUEERER.

RIRIT IR E3E
{8 Restore-STFStoreSubscriptions Al & &ML G TR EkIE, BT LU A 2 il Export-STFStoreSubscriptions
BIEABIRTT 2 BRAY. Xt A& IE R B A S IS Y 1T R 3R,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath "
$env:USERPROFILE\Desktop\Subscriptions.txt"

<!--NeedCopy-->

A% Restore-STFStoreSubscriptions Fi¥4E 8, #&Si# https://developer-docs.citrix.com/en-us/store
front-powershell-sdk/1912/Restore-STFStoreSubscriptions/

®EEA StoreFront fR5523 EHEUR

EBRSB/IES, FEEXF Subscriptions Store RS, UAREETRITRSIEZ BIERIE TR,

&R StoreFront ARs3284H RRIEUE

ERTHBIEEREIRSSE, FERITUTERF.
B&=5 StoreFront IR EBEMTFIIRS BAE,

o StoreFrontA
» StoreFrontB
o StoreFrontC

1. ER=aRSEPHNERRSBHNAFITHEIE,
2. {Z1EARS5 %8 StoreFrontB #1 C i Subscriptions Store BR$5. LtigEIGEIEARSS231E StoreFrontA B
HAIE) R IX ST i
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3. 75E2AR%523 StoreFrontB #1 C FREYITIA$IE, XATLA LEERAITRERHI A —HER.

4. {&F3 Restore-STFStoreSubscriptions cmdlet £/ StoreFrontA LR, REE=LE Subscriptions
Store g%, thRFEEBIE StoreFrontA ERITHEIE (XLHIBERRREHRNES) .

5. EFBEhARSS %8 StoreFrontB #1 StoreFrontC L& Subscriptions Store fR$3. XLEARS B ZEAT UM
StoreFrontA #EIREIERVEIA,

6. EHEMERSBZELERY. FAENNEEUAT StoreFrontA EEENIERHE. NEFAERSSBHMUTE
HREEEF, AFBERRERE, B igMEENITRR D R B RKNE,

7. M StoreFrontB #1 C HSHEBUMRIAEIL B, HEEENABIEITRITHRES.

SNITHEIE

MRENARERREITANE, 5F8 Import-STFStoreSubscriptions. It cmdlet i 2 FEIFITREIEM—1
MABEEFRIAS— M ABE, REFTREIES N\EIFAH StoreFront fRSS 28

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath "Senv
:USERPROFILE\Desktop\Subscriptions.txt"

<!--NeedCopy-->

A% Import-STFStoreSubscriptions 89i# 4= 2, &£ https://developer-docs.citrix.com/en-us/store
front-powershell-sdk/1912/Import-STFStoreSubscriptions/

TTHRBIEXHFAER

TTRABEXHAXEXHS, 8MAPITREESSE—1T. STHAURKRTOROERS:

<user-identifier> <resource-id> <subscription-id> <subscription-
status> <property-name> <property-value> <property-name> <property
-value>

Hrh:

« <user-identifier>- %% MWRAFPNFRFS ARHRFEAFH Windows Z24RiRRF.

« <resource-id> - %%, FRRFAITRAEBRNFRFET.

« <subscription-id> - %, BW—IRKRITRNFRFG. IWERER (RESUBXHPBREE—NME).

« <subscription-status> - #i%, ITHRANKES: EITHRIEERCEITI,

« <property-name> f <property-value> - mi&, ENHZXNBHBM/EXNNFEI. EIIRRS
StoreFront &Fim (@& A Citrix Workspace R AER) WITHEXBENEN. B2 MEHBEUBTFER
KM/ ERRTEYE (W, “--MyProp AMyProp B ---” ®rEBEEA. BHEX MyProp).
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ANl

S-0-0-00-0000000000-0000000000-0000000000-0000  XenApp.Excel  21EC2020-3AEA-4069-A2DD-
08002B30309D Subscribed dazzle:position 1

StoreFront fRE 23545 _EITIREIRRI KR/

IBREK A\ (MB)
0 6.02
1000 7.02
10000 40.00
100000 219.00
200000 358.00
500000 784.00
8000000 1213.02
1000000 1597.15
1300000 1919.15
1500000 2205.15
2000000 2915.15
SANFH.xt 4K/

ERE K\ (MB)
0 0.00
1000 0.13
10000 1.30
100000 12.80
200000 25.60
500000 64.10
8000000 102.00
1000000 1128.00
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ERE A (MB)
1300000 166.00
1500000 192.00
1700000 218.00
2000000 256.00
N ARSI EEs

ATLUER Microsoft Windows tEEMSINESTTERES (T84 > &1T > perfmon) £ (flil) RSE2S EAITHIEREEK
g StoreFront iRE[AZ BIRIT VIZR =,

&£/ PowerShell Z&1TiRit4k28

Get-Counter -Counter "\Citrix Subscription Store(l__citrix_store)\
Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store Synchronization)\
Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Synchronized"

Get-Counter —-Counter "\Citrix Subscription Store Synchronization\Number

Subscriptions Transferred"
<!--NeedCopy-->

£ Microsoft SQL Server Zi&iTiREkE

February 22, 2024
pE=

ASHEERE MS SQL Server #1 T-SQL ZME AR, EERXEBEANEZ 81, EERAMTNRALEHRE. F
BfERE SQL Server,
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&
ESENT 2 Windows A LU fERMEB AR ESMEIEESIZ, RIAMERT, FiBEIRZEH StoreFront XHIFEARE
ESENT $kiEREE, MBERNABEERENER SQL EIZEFME, BT LUEESR Microsoft SQL Server 5241,

¥ StoreFront y)# 26 SQL M3k ESENT MEEMHBE T-SQL EEQATEERE. EREMERITHEIZR. IR
M SQL, NMERENTHEBERITANELISH, BERMEHRSANEN ESENT iTHEEEE,

BEREMEITFEEEM ESENT T3 Microsoft SQL Server, EEi§ M StoreFront SHAFE ESENT iRt
73 SQL EF A UEHES N, NFEEEMAMITALENTBE, FFERTRSE, WIEERSEIZFHIT—
o BXNAT AILAERRZS 3.5 ZEMFTE StoreFront xS ERAMSZEHNEE, HPSIANTAXH5|IHM -STF
PowerShell SDK.

AR
BT MLghlr, ZEZEl StoreFront BF7EMEITIREIER SQL Server £k, A5 StoreFront ETL
EER, PR SSRAPAINERNRMK,; EMES SQL Server BiEZZ B, BRITERN. BikssiEEUE

MZE R, 1EFRETHRIEML AR LI B B R R. FRERRIIT RS A ESENT BY Citrix Subscription Store BRSS
FLERSBYIT RAEE

m:

£ KEYWORDS:Auto 3 KEYWORDS:Mandatory Be BRI ZERERM ESENT 3t SQL B 8917 R A EFE,
RPREXEREN, MREP— I XBFESETAFNFRS, WsBEEIEH SQL ITIHIER.

ESENT #1 SQL Server 9%

ESENT SQL
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