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2407

iEFAT StoreFront 19 Citrix Gateway RS (B ATAMAR)

iEHF StoreFront i Citrix Gateway BRESAEMZFIRME HDX IR, BERHEECHMX, BXFHAREE, &
SFIEAT StoreFront MRS FIAM Citrix Gateway ARS3.

MR &7 StoreFront 2311 5§ 2402 Fi%iR TiE AT StoreFront 89 Citrix Gateway iRsS (BRI KM) , H AR
&7 CloudGateway, MZEEE StoreFront 2407 FARBEM. EXTMIBRELE W X H 1% B8 55 A S0 B 27
Xo

Citrix Workspace Web i B2

RAFERERBMA Citrix Workspace Web ¥ E#25, THERM PowerShell FxhEcE StoreFront,

AEXF Windows Server 2016

StoreFront 2407 T3 %& 37 Windows Server 2016 £, &7 Windows Server 2019 5§ 2022 %% Store-
Front, BXEBEMBMFHAER, BESRFHE N,

iEATF HTML5 19 Citrix Workspace B2 HDX & i

thhRAEIEERF HTML5 89 Citrix Workspace M A #EF HDX & i 2404.1,

BEfEE 8RR

o BWAEE Ul FmRES— Ul TR Ul ZIatkes, BiE FRRBIFE R 4Rk 7E Citrix Workspace [z
BRERFEYH, THEMERHERRNLEAEE,

o EFRTHEADREEEFIEMN Mozilla FireFox E P imieNIRSE _EAERF, [STRFRNTUI-564]

« #BRTEM XenApp ARSS URL %3 StoreFront 2402 BY, i&MHF Windows #9 Citrix Workspace [ F
27 2309 S E=RAH 2 RAVERIMNER [WSP-23122],

« 7£ StoreFront Web APl #r, 3|RizmNIRIBERESEATWEERIEE 1sSubscriptionEnabled,
[WSP-22503]

« ENABERS AP, ZRENEIRANIRESE BB T WRFERIGEITIHRS. [WSP-22503]

o B#H T HTML X1 http-equiv iRiZHFEX AT L LERES, WUMELIEREBEREZA, MRELUER eval A
DOM RINABXEIZAR S NESIT StoreFront, MIHRIEES B E HILK,

o EH Ul R, RAFESEERMBL A HAMBHNHEESHNRIRR. [WSP-24122]
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=&l

o YITRERZHERNXESHIIINMXEY, ©aET Secure Ticket Authority EW£, BEZENE
FEANERSRT. NREXFEAN Secure Ticket Authority 7 sEEBZE A G, MEMEFREE HDX i
B, tiEERERERER NS MIIER HDX BBh. [WSP-24682]

2402
TREBEIEAEE L. ica XHTE

AT BRRREMBDERMAS L TH.Ica XHATRSHERNEENMN, 5INTUTRE, EEATUM StoreFront
BITH AR EXEIRE, UPALETEMN.ca XS
XEGEERE:

o ERPIHONNE EERERERERE
o TEFBEFa LML ICATEH

Edit Receiver for Web site - /Citrix/Store\Web

StoreFront Deploy Citrix Receiver/Workspace app
For the best user experience, Receiver for Web sites detect Windows and Mac O5 X devices
and offer users the opportunity to download and install Citrix Receiver/Workspace app. If
Ul Experience users cannot install Citrix Receiver/Workspace app, enable Receiver for HTMLS.
Category Settings B B 5 - -
Deployment option: | Use Receiver for HTMLS if local Citrix Receiver/Workspace a... ¥
Customize Appearance | Launch applications in the same tab as Receiver for Web
Featured App Groups | Show ‘Already Installed’ link on client detection page [i]
Authentication Methods __| Prevent ICA downloads on all platforms i ]
Website Shortcuts | Allow users to download HDX engine (plug in) @
Deploy Citrix Receiver/ " | Upgrade plug-in at logon (i ]
Workspace app Fe i I

Source for Receivers/Workspace app

Session Settings

Windows source: [ Local files on the StoreFront server A ]
Workspace Control

Windows Installer: @  No file available in the directory.
Client Interface Settings

Mac source: [ Local files on the StoreFront server - ]

Advanced Settings

Mac Installer: @ Mo file available in the directory.

BXFAER, BFSHEMEL ICA ST H,

/8 PowerShell 5 <¢EB#H Ul BESTLUMEALUT PowerShell s RERLBFA B AR Ul: Set-
STFWebReceiverService,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7
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fpI4n:

Srfw=Get-STFWebReceiverService -VirtualPath "/Citrix/StoreWeb"
Set-STFWebReceiverService -WebReceiverService $rfw -WebUIExperence
Workspace

B Ul BERER, 555 Ul

NAENAEERASRETRANE WE, FENENABESERTSRETRARELIRSMERN. (&8
BRITITIRNETRE, StoreFront ATLIE R MG Z Delivery Controller PR EFIEE @I,

5 Citrix K EEMRS —EFEAN, BRETRINEAREEXZRUBELFERNERBNELER, XEREHME
FEEH. HAFBHRRN, SERAMIENERBNEFENANEERRBIHZE R

MREGENIE N AEEZLAERETIRRNE, aTUERLUT PowerShell iizs:

foreach (Sstore in Get-STFStoreService)

{
Set-STFStoreFarmConfiguration -StoreService $store -
AdvancedHealthCheck S$False
}
AR
B StoreFront 2308 CR 2, BRINMHIZAEERASREITIRIREIIEE,

Windows Server 2016 NER AL

ERFMMAT, BAREXIFE Windows Server 2016 %% StoreFront, BiVEHRBIEHhRAAR Windows
Server LUFBHFE%EF. AXEFAMBNER, BESRFHEN,

B2 R

o MREEH Ul ATRM) ER@EIEEIRAMINME, WA Ul BAEGESR. [WSUI-8930]
« StoreFront AR5588 LRI IR RTRER B BRIE KK, [CVADHELP-23196]

« BT App Protection SRESHN AR R REH. WAEERSENEERIRE, [WSP-21324]

o« EEXIZUTAEICRIGE, HAER PowerShell 2% —override, [WSP 22214]

o £ RE” THXRZH, GRFKFRNESRATRERABRE, [WSP-22210]

« AP EXRTE ChromeOS Li@id X THNARBE Web iS58, ExRTAFRITREF RN, BERT
ChromeOS &4 Citrix Workspace ZAEFERZHEFmRM. FEib, ZFHEIEEY, AREERE B
RE” THeMSURIE, BIEE, Web ifmsBkid ChromeOS EWEFimM. [WSP-22390]
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« XtF StoreFront hixzs 2311, 7£ Studio FRECE IR (XA @I W X E N A P RTS8 A T RE A
Fo [WSP-22766]

[=Fala)=

F Windows B9 Citrix Workspace 125 2309 5 F 5 ki 2<% #2 2

. %A XenApp FR%5 URL %i& A
ASHETHIMGEN [WSP-23122],

StoreFront BY, FEhEIRATEE

2311
StoreFront L1 Citrix Secure Private Access

WE, EaILERH PowerShell 85< 8 StoreFront &I Ul $24i%1£3) Citrix Secure Private Access Z#iiR
282, EAVAFIET StoreFront etthifia) Web #1 SaaS M BE~ER.
BXIFMER, BEREENAREPRENER,

£ FAS RS8R AR A Elkrt /S5 VDA

M7E, EEILLNT StoreFront #1TECE, 1E VDA BIMETE FAS IRS BRI AME R THEERINBE). EXMIERT, &
KA UERMNNARBMBRER, LA, R FAS RESEAAIAE, VDA BaniEkM.
ZUNERT, IheeEEA, aERLLT PowerShell ss$i$EBEH.

#HaH FederatedAuthenticationServiceFailover 8 Set-STFStoreLaunchOptions

MRFE, EEILUERR—a<REMLINEE,
ﬁ*ﬁémfm %) 1@%[%_' FASO

EQLTFHFE&*EEIL.\

Wal, RINERTRIEREIR. RWABFTCRAFNEEFRNBIEESMNREREE, b, AESEEHERTHH, X
BRI UARIERINCR EERAFREPHFAESEH. SMRSNHBABEXXHA/MEMNE 1 GB (5200 MB)., &&
BRT, XBEE1GB (BFERRS) + 8 MUABE 3 GB (FASNMNAEERS BEHEHENNIHIIERS
#1 Receiver for Web BRE) . BHREE BRI AMETE,. GXEMAER, BERZHESIIR.

Citrix Workspace Web i B2 - ER %7

Citrix Workspace Web {Bi2FIEER 4%, AAT StoreFront, X% Web i BEBEEZ MR Citrix
Workspace MAEFTREHEER, BARIRREITH Workspace Bahassi & . 1ca X, MmEEHNRIRE
L0, GXFMES, BHB Citrix Web ¥ E.
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B|RIREN StoreFront #ZBERIAB A Citrix Workspace Web ¥ BiEF. B2, REBAFPNEE FHT B 8tER
LEThaE,
AR
£ StoreFront kasF+4kHhial, Citrix Workspace Web 'BA2BEoEH. MNRIEINEEEARIEXRH, WTE
A E#HEERERFERIRS. ERRNORAEFR, EREFMEEHEFREH.

FAERIEEERN, ERIUERU TGRS BRALLINEE

Add-STFFeatureState -Name "Citrix.StoreFront.EnableBrowserExtension "
-IsEnabled S$True

AN AR Ul (AT AR)

#UINERTFAMEARE. Ul UENEBTFaNEREE) BRT oM AEEMNZtNAEERNIMNI—H.
EY Ul #R7 IAUF E 2okt

« BRPREN UL BETMRERMN, EFiHREARIEE. BXEMES, 1BSF Workspace M5EH7HEH0#H,
o ECHEEE. ETULATEDRSHNEMNZAEFNKEHITRERE, NTITERRHMILIEE. BXIFHE
B, REREDEEE,

o RN ABEFDE: RERZLAFPHNRRANTREBNSHMMREN,. BXFAEE, BEANAEFD

%o

o DUHREERINEE: MAVERINEERREEY. BERIVER, AXFAER, BSRIERETL

BRI ATGHRENFAESR, ES5H Ul (AT o

AR

ERILAER L Podio &R MHE X ILIhEEN R 15,

ERATF HTMLS5 1 Citrix Workspace R 12 HDX & /ig

thhRABIEERF HTMLS #9 Citrix Workspace M AB 2R 2402,

BEE a8

o #E3%Z StoreFront AR, EATF Mac #9 Citrix Workspace AEFEMN “BEIR” EXhIREES A8
%45, [CVADHELP-23217]
« ZRAKMHATEER S Citrix Subscriptions Store fR$ 1E StoreFront [RS8/ L EIMBRHHABREEHE.
[CVADHELP-23326]
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=&l

o EIRETHXREP, FEREFRNAFZTEERAERF, [WSP-22210]

o BEX TraceLevel &, #fERA PowerShell 8%k —override, [WSP-22214]

 ¥3F StoreFront ke 2311, £ Studio FEZE IR H{R A Fild W& P BRI E = AT WA
Fo [WSP-22766]

2308.1

BfEE 898

o WRRAARRT BHEGFHN—N R 2R, BXFAESR, 1551 CTX583759, [CVADHELP-23724]

2308

EmREE B App Protection

App Protection i@id fA L B iC R B R REERIZHIIMR 2L, LU, REBIEMRTF Windows. Mac #l
Linux B Citrix Workspace M B2FiA RN AEER, WWINEEA AT H, &Eid Web JHBREELABIEN, FETR
SRIPNBEEF. E4had, RE StoreFront RNFIAFRET BBHHERTF Windows. Mac 5 Linux #9
Citrix Workspace MR RE, ATENAER, MAILUSRARBIE Web it RfRREAEBEE N KB EENER
F=E App Protection MR FHIER.

BXIFMES, BB App Protection,

AINER T RBARRSITRAEE

BARRAE, BANHNARERBRRSTIRANEINE. UEl, BRFohERItIEE.

5 Citrix DaaS —2ERAR, S&EETIRRIER L StoreFront MEERALE PFENIERER, EHINHER, YA
FPREEhERRN, StoreFront £i%EFE YMNERESERAAMENEEZENZER,

B2 R

tehkAE & 2203 CU3 HHFIBEEUNRMUTEE:

« [CVADHELP-22435] fEieMEIA A 24T Citrix Workspace NREF—&EE, MAREFIEEN RS TmE
Citrix Workspace N AREFSE5E0,

« [CVADHELP-21886] 1/ StoreFront Store Service AP| BoiRAER. BESMRESISEMNZAITEIN
B, XLIGEARESEMFIEELMNIEK, MANNELMERINIERK,
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XenApp Services ¥FHA

BAhRAERR, FRATXBTEEIIRABER XenApp Services URL (X#575 PNAgent) M, ERFEGRIAR
ARk, A Citrix Workspace M BEF@E SN AR E URL EERIN BEE.

kR T #40 XenApp 6.5 Delivery Controller f9ZhAE
FTABER StoreFront BEIREHI & FRINFH XenApp 6.5 FiRR. HFARILUEER PowerShell Add-STFStoreFarm
SRR, & FarmType 187 XenApp. fidn:

$store = Get-STFStoreService
Add-STFStoreFarm -StoreService $store -FarmName "XenApp" -FarmType
XenApp -Port 80 -TransportType HTTP -Servers Xenl

B LU IR A 1S I A 9 XenApp 6.5 ZiER.

AR

Citrix A3z XenApp 6.5, 1ERBIkRAH, EMIBREER XenApp 6.5 Delivery Controller B9I08E,

HiEz7E Internet Explorer 11 H3TH & JRAITHAE

T;AB1E Internet Explorer 11 Web RIS588iTH &R, i, {BRRILUET Internet Explorer 11 A& A
R, BESRREFERT Windows B Citrix Workspace B fBEF 7 BEBEhE R

B

tEhR A i B B E MR,

AU AR SRR Ul (BRRFRSEhR)

August 27, 2024

Ul ERM T ERF A BRSNS, 1t Ul (UEINERTFaNARE) WBRT R AEENAMNEEE
BISNR—EKo

BE:

X —IURATUGHRINGE, NNAEEIFEREA.

# Ul EfERHEHsLAR AR Citrix ZARFMKSENSEL, ERETHRERYE, EFiAREARIIEE, HiX
&7 StoreFront NBEF A, ©XFINEE, flM, EFEREEENNAEFMNRERRIENEESR.
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AR

EAXH, SHFiy UL FERIRAS— Ul &3,

RAHNBEER R Ul AR

BT LRIATGR, FtENECIZ— NN ARERE, ARNZSENBEERBHE Ul 5,
IR ABERE, ZREBEE “‘Web RitE” N\ LEFT—AERRBANN Ul AN ABERBHHN Ul
BT EERRBENAR FNEZ Ul

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront UIExperience
Unified experience
UIE sence Enables the Unified Ul experience. Select this option if you need to use Workspace Control,

featured app groups, or you have JavaScript or css customizations.

Category Settings

®) Mext generation experience (Preview,
Customize Appearance g P ( )

Enables the next-generation expernience. This Ul experience is similar to that of cloud end users,
Featured App Groups including Activity Manager and improved search capabilities.

Authentication Methods
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

RBEATH UIWHMNASER, CRESKLAFHE Web th R ot AREEE,

o MRENRLBAERSNNARER, ARSI ZHE9N ARSI,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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& Citrix StoreFront = [m] X
File Action View Help
|5 EE
H Citrix StoreFront Actions
B Stores 5 B ~
ES Server Group
Name Subscription Enabled Access Create Store
NextGenUlStore ¥ Yes Internal network only Export Multi-Store Provisioni...
Store Yes Yes Internal and external networks Manage Citrix Gateways
Manage Beacons
Set Default Website
View ]
G Refresh !
Help
| NextGenUist ou
© Storefront using HTTPS. Manage Delivery Controllers
[ Configure Unified Experience
Store URL: I:'"I-'M" I m/Citri JIStore I : Manage Authentication Met...
x:‘g: i:::‘:s VAL ;t.::;wvm not enabled Manage Receiver for Web Sit...
Advertised: Yes Configure Remote Access Se...
Unified Expenence: Enabled Configure XenApp Services S...
Authentication Service: Used by this store only Confi 5 Setti
Authentication Methods: User name and password e onfigure Store ngs
4 o 4 Export Provisioning File b
« MREMRLAFBINREBER, NBASMIIHZHN Web s,
&8 Citrix StoreFront
File Action View Help
o nm B
8 Citrix StoreFront Actions
2 stores nage o b Sites - NextGenUlStore
Server Group | Stores. -
Name Create Store
These sites allow users to access the store ‘NextGenUlStore’ through a webpage. . o
d Export Multi-Store Provisioni..
Store Web sites: Manage Citrix Gateways
Web site URL | Store Authenticated Manage Eescons|
orefront.example /NextGenUiStan  Yes Set Default Website
View »
Details G Refresh
Details Help
| NexGenuistore -
G sl . |
P ] Configure.. P Manage Delivery Controllers
: Configure Unified Experience
Store | Manage Authentication Met...
XenAg 3 =
Manage Receiver for Web Sites
Remot Close
Advert - Configure Remate Access Set..
Unified Experience: Enabled Configure XenApp Services 5.
Authentication Service: Used by this store only )
Authentication Methods:  User name and password ol Configure Store Setiings
4 4 Export Provisioning File
Configure the Recaiver for Web sites available for this store. -
=/ PowerShell 5= A# Ul
BEARUEALUT PowerShell s AERLAFBAM Ul Set-STFWebReceiverService,
f5I4n:
\ 1 Srfw=Get-STFWebReceiverService -VirtualPath "/Citrix/StoreWeb" \
2 Set-STFWebReceiverService -WebReceiverService $rfw -WebUIExperence \
\ Workspace \
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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BE X EFAEAR

SR LABRE T Ul N BEE B E X EAMNEIR. aTUMERE Web i 2 THEE XML FEBEXEILE, BX
BE FHMEIREIEAER, BEREE I,

FEMR

e Ul kT LUTF T 20k

s APRIFH UL BETINESRY, BFiARESINEE. BXFMER, ES1E Workspace MBtH#Ee#,

o SERNEIEER: IR TIEMRSHEMNAEFNSEmHTIRIEE, NMTERRHIKIERE FXEHE
B, BREMEIERS,

o RNV ARFSE: RIBAFNEENTTRBNS R GREN, EXERER, BEANARRS X,

o BUABIEERINAE: M RINGETIRMETE. ERNER, EXFARER, BSRERAT,

TEXM RN /L
MHNAFREREERHEENEBUNGER. NETSM, NAEFNKEEAREER. VARFMKEI L. AET
518, FRg A UGERBI N AR F A R ERE TR Ko

MREHNABFAENNARERLT 20 1, W(TESEI—NER0E, HfgaEEnratil. rENBER
MREBERER—E L. RCARERNNABEFUTYIRNTX, EEHERERFZIRFH7INEMNBERF.

RAAFA BT R EENNEREREEANAREFRKEMSAKER. FiF, thileiEd fEmarHNERER
M “UiEse” FIRAPBIFRN FAEF SR EH.
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MREELRRSB[OHTEREEERA S ML T ENIRSH StoreFront AR552848, Citrix Workspace Launcher
PIRERIBIBAME IR, T B R HMXMER, BRNERBELFBRSEBAHTELE, LERFIAR Web RIEEEFinid
MBS 2R E BB HANIFEIE— StoreFront BRES 2884817, E51W CTX460312, & ZE Citrix Workspace
Web ¥ EBi2F.

i&@id Citrix Gateway #E# 2l Web 14 284, Citrix Workspace Launcher £ R/ % 8 HDX B&H¥& K B Citrix
Workspace M F2FERARIERE StoreFront RE88, MRIEMXEENNRSHIGE (MiE HDX B&e), Citrix
Workspace Launcher X517, &2 HDX B8H, 3&IBE Citrix Workspace Web ¥ B2

Citrix Workspace Web i B2

Citrix Workspace Web ¥ B2 F2ER T & A Web XM BHY B2/, AILIKE R P ©M 4t %28 Citrix
Workspace B2 UKk AENN BEFMNSmAERLE, 5 Citrix Workspace Launcher 18k, ©RILUIRHEN
HENAFER, HEBERT2RERSHEMHTERHIRE,

EERETNNSEY REFNE AN, BRITUTRE:

s EEFIHIGE LB LRYT BIEF,
« ZBEEATF Windows B Citrix Workspace 2R 2303, EHF Mac i Citrix Workspace 2R
2304 &R T Linux 89 Citrix Workspace M2 2302 St E Sk

ARERESIZIFNTS LiARNARE Web bS8, ERIBTAPRNIZEEN Workspace ZAEF. EEE
SiREA Web 'EBiEF, tNRKM, MR Citrix Workspace Launcher, B5e Workspace N ABERF R
HIMAERF T LUEEKAIRE, BEEX Citrix Workspace N AREFEUEHEM Workspace MBI

BB

f5F StoreFront 2407 B, FEFH7E StoreFront R#iTEMEE. £ StoreFront 2402 BY, RN =
ZINBALLThEE, BUNREBNEFIREAR, WEEFohBRALLIIEE. 7 2402 ZHIMARAF, LI
RRIBARFEFNER. £ StoreFront 2402 RER/IARA £, EE A LT StoreFront ARS588 EfERE L
F PowerShell iz AItkth8E: Add-STFFeatureState -Name "Citrix.StoreFront.
EnableBrowserExtension'"-IsEnabled $True

Internet Explorer

P &R Internet Explorer RITH R A®EE Web iS58, ERRTAFAREGSERT Internet Explorer
i Citrix ICA ZP iR MBIMEANR Citrix Workspace AR, REZEHE, ERATEERMZER Citrix
Workspace [ B#2F BaI Bi2FMKE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 30


https://support.citrix.com/article/CTX460312/intermittent-session-launch-failure-with-activeactive-storefront-server-groups
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ICA XX+ T&

gN&R HTMLS ki Citrix Workspace M B#2F A @ EmE AN E =R Citrix Workspace B2,
MYAF BN AEFEEEN, B2 TH.ica Xif. APaUERAREN Citrix Workspace BRIEFITHILEX
o BTFEME L1776 ICA XHEERSNXK, RALWIUEAIGET, BXiFMMES, ESREEE Citrix Workspace
AR

HRREA N

AR URL, FIRKE URL A1 LUA RGN AR iR M SE R PR . LSS N L b
By Web 1R, BTLUSERARES AR, AR SEE N2 EEHNLAHREN Web i, MBAF MRS
%, ALUERIEABER, RUAHE Web AR BHEHAR. BXERARRESROFMER, BEH Web 155
RiEH

IR AEFRES N, FHENANETRAESERSHNEMNARER. REAXTEXSEGHEEZTNS D
NAEFRES. B, IREEIVABEREENSEATFHENRENZNEG, WAREERASDLAIELIE—
MREA R REARAFERHLTSUERENARER.

ZRNARFRESR, BUUERBATRERREAMASE Web ih=89 URL RECE StoreFront, AF#gEH
Web s BRI T2 RIEAS RS, StoreFront S3BEBAN URL 5IRKIGEZ Web 35, UHBRIERRER
1= Web 452,

BEXAFRE

Citrix StoreFront iRt T —MBTEEXBF RENTE. EieZi@id Citrix Workspace M BI2FE2iEiE Web
FBEBRZAREE, XEMEM, BIUBEXFRE. BEERR, Uk JavaScript Xff. ERILRINBEXH
BRANBRERR, HFMESE,. EXFAEE, BBRETE XML,

XenApp Services URL

=

=W

B StoreFront 2308 it2, XenApp Services (X541 PNAgent) BEFEMA. BiE&EMER Citrix Workspace [z
BEFETMAEE URL %2 StoreFront,

BELZAALMNIB Citrix ZPims AP o] LB A iRl BN AEER XenApp Services URL Fifia) M BREE,
AT U AN BN S i&&Fiz1T Citrix Desktop Lock W&/ PC i&ig XenApp Services URL iAiaIc A
Ak, EARLETXH, BEMAERTIEEEMAES StoreFront AR5 2389 Microsoft Active Directory #Aspgg—4
1%,

StoreFront &M Citrix Workspace Rz 22| XenApp Services URL B9 FH@H %381, Citrix Ready
EE = @ER Citrix Fast Connect API &b @ Citrix Receiver for Windows gi&BF Windows #
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Citrix Workspace M BEEFZERLUMER XenApp Services URL EZIIN AEERNEE. APERRBMN BT ES
WIreME, BNariEiERz2l Citrix Virtual Apps and Desktops 2 SEMN BIEF. BXFAEE, BFEAR
FE9EAT Windows 89 Citrix Workspace 324,

BN BEAEER, ¥RIASBMNARERN XenApp Services URL. [ F & 5 B9 XenApp Services URL
XA http[s]://serveraddress/Citrix/storename/PNAgent/config.xml, H&
serveraddress J StoreFront BEMNARS B AP FHIMENTLREHE, storename HEIBNAREE
R AEIEENRZ . XA ATFREEMER PNAgent thiX @y Citrix Workspace R R#25iE#E StoreFront, Bxa]
FFi@T XenApp Services URL i5E AEENE P s, BSRAFIEEER,

BEEIEEM

XenApp Services URL BF & #EFFLEALKEI Citrix Workspace BAREFNAF, EATRE&EHASZNER.
REZEEM XenApp Services URL mA F IR R AEERAIRIET, 155 EUTRE,

o FEEMEN AEER XenApp Services URL,

o FEEBIRIBECE XM config.xml Rf&2k XenApp Services URL i&&.

« XenApp Services URL 3 EX G ML, HEB. SiEFINRIENFERASERNEBESHRIE. RINER

REAEREMIIE. FEENE XenApp Services URL BRE—FMEMI0IES R, MBS ABEREE

fEA—" URL, MRZFEBAS I SMRIESZE, WHAASMHEHIIEAEIRRIENNEEE, S AS
[E#REE— XenApp Services URL., A5, AP SIEZESHBMIIEA AR NN ARE. BXiF4H
B8, BBRET XML WEMHRIL,

o BINERT, xF XenApp Services URL BREITEXEHITHEE, HEFEEREENZA T EXEHITNEE,

s APMENEBIERESE StoreFront SH10IERS, BRETANABERUSEMZARFEH Citrix

Virtual Apps and Desktops AR5 8388 B 2= 5128,

August 27,2024

%% StoreFront Zgi, EEH#L StoreFront 2E,
StoreFront [REBEK

LN

Citrix EMIAE, AIEZIFEUTFES L& StoreFront:

« Windows Server 2022 Datacenter Edition #1 Standard Edition
« Windows Server 2019 Datacenter Edition %1 Standard Edition
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https://docs.citrix.com/zh-cn/storefront/current-release/system-requirements.html#user-device-requirements
https://docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-delegation/xml-authentication.html
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} =r

AR

StoreFront & Windows £m{&3e, FtFTxLEE Windows Server Core H,

BRsZ284AREVFRE StoreFront IRE B[N NERBRMIRIER SR, BSMXIFIEE,
A #FH1Eiz1T StoreFront MRS 28 E HRIRIER GRS, Citrix BiNEERZEMNIRER S F R E StoreFront,

WHSETE Web RS2 EBEBUUT Windows Ihae, 7EE%Z % StoreFront, XA HEHM Windows ZEEFZAL
FEARS, EItMRIEBRMRENEXLEAY, BUEERITEMEE

« NET-Framework-45-Features
- NET-Framework-45-Core
« PowerShellRoot

- PowerShell

WMR%ZER.NET Framework RZA{EF 4.8.0, ZEEFSBI%E.NET Framework 4.8.0, iEiE, XEXRER
3= NET-Framework-45-Core Windows Ihgg,

R StoreFront LEZ N ENER D LU TEM Windows Thae, M4 BmhREXLETHEE:
« Web-Server

- Web-WebServer

* Web-Common-Http

- Web-Default-Doc

- Web-Http-Errors

- Web-Static-Content

- Web-Http-Redirect
* Web-Health

- Web-Http-Logging
* Web-Security

- Web-Filtering

- Web-Basic-Auth

- Web-Windows-Auth
* Web-App-Dev

- Web-Net-Ext45

- Web-Applnit

- Web-Asp-Net45

- Web-ISAPI-Ext

- Web-ISAPI-Filter
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* Web-Mgmt-Tools
- Web-Mgmt-Console
* Web-Scripting-Tools

« NET-Framework-45-Features

- NET-Framework-45-ASPNET
- NET-WCF-Services45

* NET-WCF-TCP-PortSharing45

%% StoreFront Z &1, ALUE IS Web =B EHMB RHIRENES, IS & StoreFront UAEXTERIREARS 234A+
BIFR A BRSS 28 LA AE R

B

StoreFront RRS3BBATUAH R IATERK:
o RbIBZS: ZE/D 2 NESICPU, B4 MNEILCPU
« RAM: B{IFEF 4GB, SMISMTRARR 700 F75,
o T7fE:

- StoreFront &7 250 MB.

- 81MUABE 30 MB, BESMAREE— Web 5,

- WFENERETWEFNEARE, & 1000 MES 5 MB, Bt 8 MB,

- RIBENEREGBBNZTEERK IS BEXH, 1E8REXEE IS HEX M8 Microsoft szt

- BERBM=TEFM StoreFront Z#EE. BIAERT, StoreFront A& MRSHRE 1 GB MHEE.
StoreFront BB BEE AN ABIERME 1 MERRSM 3 MRS (RABERS. SHKIERSH
Receiver for Web fg$3). &£ Storefront #fEHikx,

S

StoreFront AU TFimO#ITIBRE. FHERENPAEREMMNEIRE RIFHEX LR,

o ZPuEER HTTPS 8 HTTP ##%3 StoreFront, BE/H3
NS HEA HTTPS HZA HTTP,

« TCP %0 808 AT AR5 2AMM StoreFront ARS8 Z EIRVIE(S.

o MERBRINE 895 O RFENEEN TCP IO BT RS 234 StoreFront BRES2 ZaIiE(S. =% StoreFront
BY, GBCE Windows BEASERNI, LLsiFiAiR StoreFront ATHITX . BR, BTHASHNOE, SR
HRPIEBRILE P BRI AR S E I & A E LR EE AR 2 ARy TCP imARRE,

« BHAJE, TCP %O 8008 Hi&ATF HTMLS5 4 Citrix Workspace R REF & F X #H Citrix Workspace
R FREFIRAER, FIMERBRMERNAAFAXRSaERHHISENNBEFNRSSRHITIRE,

i@dimE 443 5% 80, AMAEURT IS BBE, EiX
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https://docs.citrix.com/zh-cn/storefront/2402-ltsr/troubleshoot
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o MR NetScaler 7 F F#i285 StoreFront Stli2F—iteER, MEEEZEEE Citrix Service MR,
ZIMERT, BT TCP %0 8000 Liz1T, B uLUGEAEE AERO 443 LB HTTPS 517, B&IREH
NetScaler ADC #4171 & 17,

StoreFront szi%4l IPv6 MBI IPv4/IPv6 FFIFEE,

Active Directory

¥ % StoreFront IhRE&ERE R L2 T StoreFront #9 Windows ARsZ28 10 Active Directory i3, StoreFront a1,
REEIHITHIZR L,

Zil StoreFront i&#& Microsoft Active Directory S$EHF#{TEHIIE, &R StoreFront [RER[EMAEEE
MAFKFE, SEMASARIKFPIEZ BEFEEEEXRNENML, WFEHER, XBRXRHHEN. NFHAZHE
BEHIIE, XERINERTEHEN, &, EAILEE StoreFront LUK S1410iEZE k4 Delivery Controller,

MREIERINNIEMARS 25 ER%E StoreFront, UTRINEEEARATA:

.« fR5524A

o WiER

o FREBHAMA R BB LUSMNISHIIES %, FILEER StoreFront #175MHIE, WEILUBERX#HT, &%
BCE StoreFront LGB HIIEZEL4 Delivery Controller,

£/ Microsoft SQL Server 7Zf&iTiHEE

A LGERRMEE A Microsoft SQL Server Zi#1TiH%3E. StoreFront x3FxditbThaeE A S Citrix Virtual Apps and
Desktops Xt #iEEEARIMER Microsoft SQL Server kx4, 7£ Citrix Virtual Apps and Desktops REE R,
BEBREERE,

BEhREEHER

Citrix BllitiE, ST Citrix = @hirA—EFERN RS StoreFront B3z,

Citrix Virtual Apps and Desktops

StoreFront &Z#F L Thrasg9 Citrix Virtual Apps and Desktops:

Citrix Virtual Apps and Desktops 2407
« Citrix Virtual Apps and Desktops 2402 LTSR
Citrix Virtual Apps and Desktops 2311
« Citrix Virtual Apps and Desktops 2308
« Citrix Virtual Apps and Desktops 2305
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https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/load-balancing-with-citrix-gateway
https://docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-delegation/domain-pass-through
https://docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-delegation/username-password
https://docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-delegation/username-password
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/store-subscription-data-in-sql-server.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/system-requirements.html#databases
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« Citrix Virtual Apps and Desktops 2203 LTSR
« Citrix Virtual Apps and Desktops 1912 LTSR

Citrix Gateway

ARMEFH AR TR TRREH Citrix Gateway iiial StoreFront.,

« Citrix Gateway 14.1
« Citrix Gateway 13.1
« Citrix Gateway 13.0

aUfERA ICA KE. Citrix Gateway s E i VPN (CVPN) i@id Citrix Gateway Zirn&i.

RAPIREER

StoreFront R #t 7 RMETEAFR A FIHRBEHNKSEMEARERF. Citrix AR 8 LUET 43 22 589 Citrix
Workspace [z Rf2RFiAIRI R IS, el LIEERIKERHTIAR. BXEMER, ESRAF HE%ET,

b %R Citrix Workspace N ABEF

a1 LLE A Citrix Workspace [ F3#2 7 2 /i 52 32 #F 09 P B R 25 3852 PO 88 W 48 3% 3% 70 Citrix Gateway R if ia]
StoreFront KA E. B Citrix Workspace iAREFESARBM, &SI https://www.citrix.com/suppo
rt/product-lifecycle/workspace-app.html,

|BRRZ<#Y Citrix Workspace M A#2F#1 Citrix Receiver al8ERI LUEITEAREZ L,

Web it

RELAPTEILUER Web RIS 2SiARINAEIE, MAEFNSEd U@L AR Citrix Workspace NAEF (R
7 “RBRBH) B, tAIUTE Web X aFER. 1R Web thRELE, REBFAIUEXMMBEAEZIEY]
.

JEE A LUT R 28Ry SR ki 2N o

7£ Windows &

+ Microsoft Edge

+ Google Chrome

+ Mozilla Firefox

+ Internet Explorer 11 - (REFFRINAERE, FATEEZIER.

£ Mac k:
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« Safari
+ Google Chrome
« Mozilla Firefox

£ Linux E:

+ Google Chrome
+ Mozilla Firefox

BXRERIEAT HTML5 B9 Citrix Workspace M AEFEE Web RIS SSIEZIRBENERNESEL, ESRER
F HTMLS5 &9 Citrix Workspace R FB2FX14.

Citrix Workspace Web " EizF A THEMRLR, BiAFR Citrix Workspace Web I BAFINEIE Web 33155
b, BXER, &S Citrix Workspace Web &,

feqmigsE

&4 Citrix &P i a] LUEA XenApp Services URL iiiRIThAER DA StoreFront RZ A&, XenApp Services URL
Ai@id Citrix Receiver 3.4 Enterprise M |HHE P inE L HIEZRERAERANIBREE. LIgEEFR, $ME
SREVRRZS R IERo

BEeREK
ERHTEEEERN Citrix Workspace [ B2

Citrix s 5 ZEERSEHERHIRF (CAC). BRIREMBRARRAMASZHRIIE (NIST PIV) ERFEL USB BiE£<
FRRRAMHET TR, TLUERRE USB B A /S aERiZNI&E (CCID) #I5EHHERE Zentraler Kreditausschuss
(ZKA) 1328 “128” SEeRRFaRmEmln s, ZKA ‘1% EmliE8EERAPEERRENLERP. T
FHMERNEERITFES, 81F 2% k8 (BEHAPIN NER). HERNEFSRETSEENTAIRR
(TPM) ‘S A RIS B+,

3FF Windows &%, & sEEMNZIFET Microsoft M A&/ EEEE (Microsoft Personal Computer/Smart
Card, PC/SC) #RAilE. BREFME BN ER M NZIRERATIFABKRE Windows BEHIAE, EAREER,

B%5 Citrix RBENEEEEMEIFIEAES, 557 Citrix Virtual Apps and Desktops X4 HHE BER UK
http://www.citrix.com/ready.

Citrix Analytics [RSEK

A3t Citrix StoreFront #17E2E , LA Citrix Workspace R BIEFR#dE A% Citrix Analytics ARSS, Citrix
Analytics RSN BEEFAES. UTHRZIFIINEE:
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o AILUEE Web 55281510895 FA RS E
o AILMERT Windows 89 Citrix Workspace R B#12R 1903 S E ShRZAs AR MIN B RS,
« MIEAT Linux #9 Citrix Workspace M AERF 1901 E S k2SR MR A RIS,

%3t StoreFront

August 27, 2024

EREZR

ELREMAE StoreFront a1, BEERZSEK,

%%t StoreFront
BE

AR E StoreFront R RESHIMAERMBIERRIER, BESLXAMENARER, HEREEZBN
RGPz TEAEMES SR,

1. M StoreFront THRAE FTHRERERF, Al \x64\Storefront B&# Citrix Virtual Apps and
Desktops MG B RERERF

2. FREAAHEERNRNKFESR StoreFront AR5528.

3. #3| CitrixStoreFront-x64.exe, RAEUEERZHIEITIX 4.

4. FRHEZWEIY, ARRET—F,

5 MRETHEXEHNE, BRET—F,

6. EEMPFREEGETE L, BEMRFIMNZENEIM StoreFront A%, ARREELRE,
7. RETHE, BETH.
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—

StoreFront

Successfully installed StoreFront

StoreFront has been successfully installed.

& Internet Infarmation Services (IIS) installed successfully.
& StoreFront installed successfully.

& Citrix StoreFront 2203.0.0.29 installed successfully.

Mote: StoreFront must be configured before it can be used. The administration console will
start automatically after you click Finish,

8. StoreFront AIRESBEREFBIUSTTRTE, BHEIUNEFHBE.

9. J HTTPS & & Microsoft Internet Information Services (IIS), BX %8, E58EHE HTTPS RiF
StoreFront &£,

MEnSiR"E O RE StoreFront

1. FRAELHEEGNENKF SR StoreFront RS 25,

2. MM ENREARSE TEHIGE, 13 CitrixStoreFront-x64.exe, SAEEZXMHE 13RS 28 EA— MGt
(TR

3. MNP IEREOY, SMIeSREXHNXHRFABAUTHS,

CitrixStoreFront-x64.exe [-silent] [-INSTALLDIR
installationlocation] [-WINDOWS_CLIENT filelocation\filename.
exe] [-MAC_CLIENT filelocation\filename.dmg]

£/ -silent ST £iRR R % StoreFront RE K&, KINERT, StoreFront £# 7% C:\Program
Files\Citrix\Receiver StoreFront F, 182, aJLU A -INSTALLDIR 2#isE HEth2EME, H instal-
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lationlocation 3 StoreFront WREB R, MR LIEIRSBIENIRSI[/AMN L9, NiXLEARSZSIZ 2 (EHY
StoreFront L& EM IS Web 5188, ¥IRRFMIES ID BHA—,

FIAERT, YAPE Windows 3 macOS EfER Web JI BT AN ARG, MRENAH Citrix
Workspace WBREF, RASETAPM Citrix Web ik S THHA TR B YN ERTHT A Citrix
Workspace M BfER. ErIbEILtITH, MUERFM StoreFront BR328 & Citrix Workspace R R1EFF
REX M, BXFMER, BEERRERRNAFNERSG .

MREERMNEE, 5T -WINDOWS_CLIENT 1 -MAC_CLIENT &%k, LU Citrix Receiver for
Windows Zt:&FF Windows 8 Citrix Workspace Rz A2 U Citrix Receiver for Mac S:&HF Mac
B9 Citrix Workspace R BEFREX #2515 HIZI StoreFront SEHRE LM E., iF filelocation Bt e
BESHHNREXHNER, H¥ filename B ALREXHRIZM, EAT Windows #J Citrix Workspace
Rz 25 LUK Citrix Receiver for Mac 2£i& BT Mac # Citrix Workspace M BREF R EXHHESE
Citrix Virtual Apps and Desktops &7/ EH.

£ Citrix Virtual Apps and Desktops 19— 91745

&R LUK StoreFront 5 Citrix Virtual Apps and Desktops R#E#ER—& RS 28 L. 517 Citrix Virtual Apps
and Desktops 22, REEY EIE Ti£E Citrix StoreFront,

RERE

BEXHEXHNEZFAER, BEAZEAS.

fid& StoreFront

SERRER, Citrix StoreFront EIRiEHI 8B BB R, EIE AT LM “FFe8” 528 3TF StoreFront, Citrix StoreFront
BIEEHI S EREHET, SRHFENED,
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= Citrix StoreFront - |
File Action View Help

«=|F BE

¥4 Citrix StoreFront T Actions
- Citrix StoreFront =

Wiewy »

6 Refresh

Welcome to StoreFront Help

Select an option below to create a new store or extend your existing deployment

Create a new deployment

Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add 3 server to an existing load-balanced group.

o GIZEE, 725 StoreFront MEHEEE — QMRS RIRSB[EEFEH TS StoreFront SN EEF~EE,
EeE%E—& StoreFront BRS58/E, PTLBNMARRINELRSE, URSEHENEE,

o MNIMERSEH, BEMIRSRHRMEIIE StoreFront ZiEth, EFIEM AT REIRS StoreFront &K
BE. ZIRES[BEFELININBATTFER. BERMKRSES, FEHRAFEDHNNERSEE.

IE, AFALUET R as st 5m Citrix Workspace A2 A SN AEE, ESRHF1ERE.

Citrix ZF A58 ETL

September 7, 2023

MEEE5 Citrix TP {FIRRER (CEIP) B, &4iam Citrix RIXERZ4HEUENERIE REELURS Citrix =&
B2 FMERE,
FHINERT, &% StoreFront S BahRAEEM CEIP, KAEERLE StoreFront tXEE—R L HEIE, eI UEE

MRGEPEHRURINGE, WRERSE StoreFront ZRTEHUEMRICE, WEFERZE. WREHLK StoreFront
ZHBEBUEMRIGE, WEERZE.

R -
=R

AMKRFEFALLSHTEND, ARFEENMTRRERR, Citrix TEHRIEEEMRFEREAFLSHE
IEYRRREB IS AR, EREMRRIBSTEIENIG, EREIMERZE, BSLHITED,

R B LS TRENEMRIRE RUAMEN 1)
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Location: HKLM:\Software\Citrix\Telemetry\CEIP

Name: Enabled
Type: REG_DWORD
Value: 0 = disabled, 1 = enabled

BIMERT, Enabled EMEIMRPRTIRERS, HERIFKIETEHN, BAB LHIEE.

£ PowerShell B¢, LT cmdlet 27 CEIP a3

New-ItemProperty -Path HKLM:\SOFTWARE\Citrix\Telemetry\CEIP —-Name
Enabled -PropertyType DWORD -Value 0

AR

AMRIGEESFA—ARSE LMEAGNEZRSITHIENERBREENEm LE, flm, MREER
StoreFront #1 Delivery Controller Z&ER—&RS#[ L, HRAEFERIMRIGEEZFEL CEIP, MiEE

RIS ARG,

M StoreFront Uigry CEIP #4E

TREMTRENEREENEETAE, HEPFEEEMRIHERETFIFRER,

iR

StoreFront fgas

IVAEEEE g

ARS3 BRLAPRUARSS BRIt EK

S ABEER Delivery Controller itk

B HTTPS

Citrix Receiver for Web B9 HTML5 i& &

7 Citrix Receiver/Workspace K BiEZFERANIEX
=l

FIR RS IE IR Rz AZ 117

BEShE

iR

e &R StoreFront lRASHIFRTR, g0, “3.8.0.07
RTHEDHN AEEREN TS
RTREH[AT RS S HERIT S

R EEERE N AEEFEADN Delivery
Controller HEMEIETIR,

IETRENBESE HTTPS M=EMFE (“True”
“False”).

FRBFIR, IBTE Receiver for Web 5= #Y
HTML5 Receiver i&& (“Always”. “Fallback”
“Off"),

mREYIR, ETEETAE Receiver for Web 152/
B “THEXES” (“True” % “False”).

FRBVIXR, BRESHABBPNEINNABERR T
f2i5im” (“ENABLED” = “DISABLED”),
FKTBEPEEM Citrix Gateway HEr7iHERES,
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Citrix Analytics iRs

August 27,2024

MREZHRMIEFEF, HEABAM StoreFront FE, WFILIEE StoreFront, MEREELXD EMIEFPH
Citrix Analytics BR%5. E2&Bf, Citrix Workspace R RIEFH1 Web 23 B PB4 £i%3 Citrix Analytics i#
174038, Citrix Analytics BEBEXAP. NEER. ma. MEMBIBNE 2R, ULE THRAFTA. E7 Citrix
Analytics X4 iFEIRA X ILINAENER, ERIAER StoreFront A Virtual Apps and Desktops 45,

BEEILITH, BHRITUTRIE:

« M Citrix Analytics THEE X
« {#/ PowerShell 3 Citrix Analytics $5iES N\ ZI7#: StoreFront ZB&,

fg& StoreFront /&, & Citrix Analytics ARs53&XBY, Citrix Workspace B2 AILUM StoreFront B E%
b €

BE.

@@y StoreFront BB XMEEREXR Citrix APl BRS. BESRNMMEER,

M Citrix Analytics THEEX 4
BE:

MR EFTEESHRERNEEXH. THERINARE, B7NSHELIINNEMARZLRX G, EBEE, |
DAIBR IS . IIRFEES—AHTENEERNARE, sJUM Citrix Analytics RS ERBIEFI AT THZ
Xfo

1. FRAEERKPERIMMERS (https://citrix.cloud.com/),
2. ER—NENERER,

3. BEEIBITH Citrix Analytics RS EBIEHI&.

o5

i

Analytics

How to Buy | Learn more

P Launch Demo
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4. 7z Citrix Analytics RS BIBIZHIA T, EFIRE > BUBR.
5. 7£ “Virtual Apps and Desktops” &, &% (H) KpEMR, AGiEEERE StoreFront $E.

6. 1£ “¥E#E StoreFront 88" TE L, EF TEHXM LU TH StoreFrontConfigurationFile.json S f.

R E X
{
"customerId": "<yourcloudcustomer>",
"enablementService": " https://api.analytics.cloud.com /casvc/<

yourcloudcustomer>/ctxana/vl/cas/<yourcloudcustomer>/XenDesktop/<
deviceid>/dsconfigdata",

"cwsServiceKey": "PFJTPn - - .. T4=",

"enablementServiceStatus": " https://api.analytics.cloud.com /casvc/<
yourcloudcustomer>/ctxana/vl/cas/storefront/config",

"instanceId": "d98f21d0-56e0-11e9-ba52-5136d90862fe",

"name": "CASSingleTenant"

Hrp
customerld 245 EEFEFHE— D,
cwsServiceKey 2473 Y i MIZFZ bk HIME—5,

instancelD 24 # ID, BT M Citrix Workspace B B 25 &% 3 Citrix Analytics BIER#ITEZ (H
RRE) , MREAKUEFEMSZ D StoreFront RSB BRS2R(H, WENMRSSARSB[AEHMEEHE—M
instancelD,

¥ Citrix Analytics #iES A3 StoreFront ZiEH
1. ¥ StorefrontConfigurationFile.json X1+ & fIZ 43 StoreFront fR388 (5 StoreFront RS 234BHHI—
MRS LHEENXHEE, UTHHREZHREIRE,

2. T PowerShell ISE #Hi&4Z2 U EIE R B 191517,

Import-STFCasConfiguration -Path "$Env:UserProfile\Desktop\
StoreFrontConfigurationFile.json"
Get-STFCasConfiguration

4. WEEHSRESABIENEIZE, H7E PowerShell 24l &5 2Rz iR,
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CustomerId
EnablementService
CwsServiceKey

EnablementServiceStatus : https://f
Instanceld 2
Name : CASS1ngleTenant

AR

L% 17E Windows Server 2012 R2 E#yZ#h StoreFront fRE 23 AIAEFE B Foh R % CH+ BTG A S,
WMEENA LUEMEI CAS, iR 7E R % Citrix Virtual Apps and Desktops #iia]l 2% T StoreFront, Nl
FARERTSE, EHR CVAD Metainstaller B& 2 C++ BT A M. MRMNEAKRRTLE CH 1T
CitrixStoreFront-x64.exe Metainstaller &% 7T StoreFront, MES A CAS BBBX MG, ©rIRELEEM
T IEMER.

¥ Citrix Analytics #iEc1%%| StoreFront fiRss834

INREFT StoreFront FRFEFARITXEAR(E, MAFESNK Citrix Analytics IR EETIRSB[/AENFIERR. £
g4 StoreFront RRSSBHBEPFITRZERITHI B,

EEREEUE, BERUTAEZ—!

+ f§H StoreFront E&izHI&,
+ £/ PowerShell cmdlet Publish-STFServerGroupConfiguration.

¥Z StoreFront Aks22848 ID

EREENIBESTEREME Citrix Analytics iRSS, ATLIEERA PowerShell sREZMEFEH ServerGrouplD.

1. EREEH StoreFront fRSZBEARSS B_AHH—E StoreFront fRS323.

2. $TF PowerShell ISE FHi&F U EE R B 191517,

$WebConfigPath = "C:\Program Files\Citrix\Receiver StoreFront\
Framework\FrameworkData\Framework.xml"

$XMLObject = (Get-Content $WebConfigPath) -as [Xml]

$XMLObject. framework.properties.property

flgn, XEar<SERIN T FREYEL

name value
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ClusterId 8b8ff5c8-44ba-46e4-87f0-2df8cff31432
HostBaseUrl https://storefront.example.com/
SelectedIISWebSiteId 1
AdminConsoleOperationMode Full

=1L M StoreFront [ Citrix Analytics & ix#iE

1. #77 PowerShell ISE &R UEE R F{3151T.
2. BT TH<:
Remove-STFCasConfiguration
Get-STFCasConfiguration
MR LEISAH Citrix Analytics #IEE WM MR, Get-STFCasConfiguration & FREHEAMAR.

3. SNREXY StoreFront ARSZIBHENITXEARE, BERBATMAVE T MRS BAEMFAE B R R MRS AR Citrix
Analytics ¥#E. ERSS|BAPH— RSB L, BITUTHS:

Publish-STFServerGroupConfiguration

4. EEMEMRSSHARR L, BITUTHSURIABRIIMARNFRERRSS BRI Citrix Analytics B2E:
Get-STFCasConfiguration

5. FREEERKABERIMMER (https://citrix.cloud.com/).

6. EFE—IEMERFEF,

7. BEHEEEITH Citrix Analytics RS EEIEHI&,.

8. 1£ Citrix Analytics BRSEBIEH AT, EFILE > HUER.

9. 1z Virtual App and Desktops £, i%#¥ StoreFront Zp&Ei+#k:

Virtual Apps and Desktops
1site | 2 users | 1 StoreFront deployment

10. @IS AEFENEA URL #1 ServerGrouplD kHEEMIPRA StoreFront &,

11. 7= (W) F&gdh, #EFEM Analytics ik StoreFront 23E,
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StoreFront deployments
StoreFront deployment

The StoreFront deployment is successfully configured and connected @

STOREFRONT DEPLOYMENT
https://sf1.bvt local/ 3db073f2-211f-479c-99d3-ef185ca4f4be Success Jun 9 2019 12:06 PM

Page 1 of 1 510Ws W

AR

NRE MRS EmmIEM Citrix Analytics FfiF*EZE, StoreFront SFE 5 BIFFRB7E Citrix Analytics =,
BR=M StoreFront #ZUiE kB, NERM Citrix Analytics Fffip#EZE, M StoreFront HELXBRET
R FRREF MBI BRI (7F IS EENZHE 24 /N BEIEM) o

¥ StoreFront F2E H1EAH Web RIEB R EMIZFH EME Citrix Analytics

3R StoreFront i F Web RIBEEIVEN Web BRE28 £, FMEI Citrix Analytics #§5£K, R StoreFront &
BREH Citrix BEHER HTTP K12, 422! Internet &9 StoreFront REX TGS Web 1255, ABEA#EE
xz=AFH Citrix Analytics, StoreFront RF&aBmEREERERFANREBILE, FE#ITIINIGERIERNARD
B Web RIBAIXHIERE, TLUERAMNAREE web.config X RMIEFSIHKEE <system.net> R
BAE, &% StoreFront fRE 8 LA THEEIELIXE Citrix Analytics BENR AR ERITILZE

7% 1. i@ PowerShell h— M MU ABERENAEERELE (HH)

517 PowerShell fii4s Config-StoreProxy.psl sA—1R & AEE BaiATLIGEE, FHEHENE® XML X
fiE <system.net>, ZMA&TENAEE web.config XHFEHE LA NEE, NTAFESEITERARE
H9 web.config 2,

AR

ZRBITHIAPIRERSEHAR <system. net> XML WZ 1 EIFR, BT NAEIENZRE <system.net>
HW—1&B. FMZTEIASMELENAREREREEE I

1. 377 PowerShell ISE Hi&ER U EE R H13151T.

2. ¥ $Stores = @("Store","Store2") RENBFELEFEFEH Web RIBECEMNBEIE,

3. BIEEUTE—I:

o |Piiht, Y
+ Web {121 FQDN

4, =TT PowerShell:
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$Stores = @("Store","Store2")

$ProxyIP = "10.0.0.1"

$ProxyFQDN = "proxyserver.example.com"
$ProxyPort = 8888

# Set this for every Store using Stores array
function Set-StoreProxyServer() # Tested with both IP and FQDN

{

[CmdletBinding()]
param([Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN")] [
array]$Stores,
[Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
string]$ProxyIP,
[Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN")] [
string] $ProxyFQDN,
[Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
Parameter (Mandatory=Strue,ParameterSetName="ProxyFQDN'")
J[int]SProxyPort)

foreach($Store in $Stores)

{
Write-Host "Backing up the Store web.config file for store
$Store before making changes..." -ForegroundColor "
Yellow"

Write-Host " 'n"

if(! (Test-Path "$env:UserProfile\desktop$Store"))
{

Write-Host "Creating $env:UserProfile\desktop$Store)\
directory for backup..." -ForegroundColor "Yellow"

New-Item -Path "$env:UserProfile\desktop$Store" -
ItemType "Directory" | Out-Null

Write-Host " 'n"

Write-Host "Copying c:\inetpub\wwwroot\Citrix$Store\web.
config to $env:UserProfile\desktop$Store..." -
ForegroundColor "Yellow"

Copy-Item -Path "c:\inetpub\wwwroot\Citrix$Store\web.
config" -Destination "$env:UserProfile\desktop$Store" -
Force | Out-Null

if(Test-Path "S$Senv:UserProfile\desktop$Store\web.config")
{

Write-Host "$env:UserProfile\desktop$Store\web.config
file backed up" -ForegroundColor "Green"
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else

Write-Host "$env:UserProfile\desktop$Store\web.config
file NOT found!" -ForegroundColor "Red"

}
Write-Host " 'n"
Write-Host "Setting the proxy server to $ProxyAddress for
Store $Store..." -ForegroundColor "Yellow"
Write-Host " 'n"
$StoreConfigPath = "c:\inetpub\wwwroot\Citrix$Store\web.
config"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

if([string]::IsNullOrEmpty($ProxyFQDN))

{
$ProxyServer = ("HTTP://SProxyIP"+":"+SProxyPort)
}
else
{
$ProxyServer = ("HTTP://SProxyFQDN"+":"+$ProxyPort)
}

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

# Create 3 elements
$SystemNet = $XMLObject.CreateNode("element'","system.net",
mnmmn
)
$DefaultProxy = $XMLObject.CreateNode("element","
defaultProxy","")
$Proxy = $XMLObject.CreateNode("element","proxy","")
$Proxy.SetAttribute("proxyaddress","$ProxyServer")
$Proxy.SetAttribute("bypassonlocal","true")

# Move back up the XML tree appending new child items in
reverse order

$DefaultProxy.AppendChild($Proxy)

$SystemNet.AppendChild($DefaultProxy)

$XMLObject.configuration.AppendChild($SystemNet)

# Save the modified XML document to disk
$XMLObject.Save($StoreConfigPath)

Write-Host "Getting the proxy configuration for c:\inetpub
\wwwroot\Citrix$Store..." -ForegroundColor "Yellow"
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$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]
$ConfiguredProxyServer = $XMLObject.configuration.'system.
net'.defaultProxy.proxy.proxyaddress | Out-Null
Write-Host ("Configured proxy server for Store $Store'"+":
"+ $ConfiguredProxyServer) -ForegroundColor "Green"
Write-Host " 'n"

}

Write-Host "Restarting IIS..." -ForegroundColor "Yellow"
IISReset /RESTART

Set-StoreProxyServer -Stores $Stores -ProxyFQDN $ProxyFQDN -
ProxyPort $ProxyPort

# OR

Set-StoreProxyServer -Stores $Stores -ProxyIP $ProxyIP -ProxyPort
$ProxyPort

5. 1% C:\inetpub\wwwroot\Citrix< Store>\web.config M1 2 & B & 7 web.config X R EHIF <
system.net> #5HH,

</dependentAssembly>
</assemblyBinding>
</runtime>
<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />
</defaultProxy>
</system.net>
</configuration>

6. BB Citrix Analytics #5385 A\Z StoreFront FEHFHRS A Citrix Analytics #iE.

Bk 2: ENAEE web.config X FahiRmM <system.net> 25

Wt StoreFront ARS8 BB TR EIEAZE Citrix Analytics ME NN BAEERITIRE,

1. EHRARIER web.config X, FREEEFIZ C:\inetpub\wwwroot\Citrix< Store>\web.config zsh
HEMAIE,

2. 1M FQDN fis A &5 ER IP Mg QA& BT RIBIZEERUT XML,
g0, wnREER FQDN MizOHE, BEFERUT <system.net> t&:

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />
</defaultProxy>

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 50



StoreFront Haikkas

</system.net>

flgn, WREER IP MROAS, BEBUT <system.net> x&k:

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://10.0.0.1:8888" bypassonlocal="true
n />
</defaultProxy>
</system.net>

3. ERMAEE web.config XHHERE, BAZYM <system.net> T&R, MTFFHAR:

<runtime>
<gcServer enabled="true" />
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>
<assemblyIdentity name="System.Web.MVC" publicKeyToken="31
BF3856AD364E35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.0.0.0" newVersion="
5.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name='"Newtonsoft.Json" publicKeyToken="30
ad4fe6b2a6aeed" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-9.0.0.0" newVersion="
9.0.0.0" />
</dependentAssembly>
</assemblyBinding>
</runtime>

Insert the <system.net> element here

</configuration>

4. #2883 Citrix Analytics #iES NZ2| StoreFront SEHFHRF A Citrix Analytics #3E.

£/ HTTPS {®1F StoreFront 1% %

April 17, 2024

Citrix 3272 EHE HTTPS k1R StoreFront 5AFIE& 2 EINEE RS, XERURREERFIHS StoreFront
Z B R ENZEIMEMEIRZT N, o, @M HTTP EEm e R MEE (FlhEAKE) NEF, £H
BEMAHE Wi-Fi AR SRR MUBRIIEEN, NMREEEEMNIISEE, StoreFront &R HTTP #17i@(s,

RIBEHNEE, APRALUES X 55 FE2Si410 StoreFront, EaIATEM XA & &8s F&RIF HTTPS &%,
EBE, EXMERT, Citrix MABINEER HTTPS ®#FM*%5 StoreFront Z[EIiEER L,

MERZEHN HTTPS EC& StoreFront, N2 RUTES:
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4\ StoreFront using HTTP not HTTPS.

& “BRSER HTTP miE HTTPS”)

BRI

o BEHIRATIAIE StoreFront 89 FQDN fERfERE&MAER (SAN) &47E DNS B+, MREFERNERH
Tigs, NENEERRSSE FQDN MKz #&2E FQDN

« EA%E=7 CA (fltn Verisign) sARKIEIR CAIFHEHH#TER,

o UPFXHERSHIEH (8RR,

A HTTPS EZE IIS
27t StoreFront fR$388 L4 HTTPS E2& Microsoft Internet Information Services (11S), EHITL TigfE:

1. #T7F Internet Information Services (I1S) EIR2EER
2. EEMPIMARES, ERRSS.
3. TAMEES, WNHERSSWIES

W3 Intemet Information Services (1IS) Manager - u] X
&= €3 b storefront-eu-1 » B -
Fle View Help
Q. L Q§| storefront-eu-1 Home
- | & E Manage Server
& Start Page Filter: - % Go - G Show All | Group by: Ares - E- & Restart
93 storefront-eu-1 (KAEAAD\jon »
ASP.NET -~
< . ; — g =
¢ 9 . & B
NET NET  NETEmor  NET  NETTust Application Connection MachineKey Pages and
Authorizat.. Compilstion  Pages  Globalization  Levels  Settings  Strings Contrals

2 & @

Providers  Session State SMTP E-mail

s
. B #& = & B3 B
2 e & B & . O B
Authentic... Default Error Pages Handler HTTP HTTP ISAPland  ISAP! Filters Logging
Document Mappings ~ Redirect  Respen..  CG Restri...
: H - 2
e Eeﬂ 3 e
jj“ &= ii_.»,g <= 8 Xy
MIME Types  Modules Output Request Server Worker
Caching Fitering | Certificates | Processes
Management -~
B #®
Ei
Configurat..  Feature Shared
Editor Delegation Configurat...

e 5| [E]Features View |i72 Content View

Ready

%

4. £ “RSE[IEFR" BRETD, EUUSAREIERHECENESR.
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¥ Interet Information Services (IIS) Manager

~ 83 storefront-eu-1

Use this feature to request and manage certificates that the Web server can use with websites configured for 55L.

- o X
(O @@
File  View Help
Connections
e 8 q‘g! Server Certificates

Start Page

Create Certificate Reques

Complete Certificate Re
L} Application Pools Filter: » 0 Go - GyShow All | Group by: No Grouping - : =
S Sites Create Domain Certificat
Name Issued To Issued By Expiration Date Certificate H S —
. ! E Create Self-Signed Certificate...
TenantEncryptionCert DC=Windows Azure CRP Cert.. DC=Windows Azure CRP Cert.. 6/15/2024 &:51:31 ... SREER A PAS 0T
5 = Enable Automatic Rebind of
igiCert TLS RSA SHA256 202...  10/13/2023 11:59:5... ok
Renewed Certificate
@ Help
< b4
. [EFestures view 2 ContentView
Ready &
" = . N - o
5. EEMBMAMET, EE2RIA Web ih5 (SHAERH Web u4:3)
“io ” o [
6. £ “BF BEH, BEHE -
W3 Internet Information Services (IIS) Manager — m] x
&= | @ » storefront-eu1 » Sites » Default Web Site » Moy @
File View Help
' fault Web Si
7 e Default Web Site Home
@- |58 0
€ Start Page =
Filter: + % Go - g Show All | Group by: - B
v € storefront-eu-1 — Go - GhshowAll | Groupby: Area
L} Application Pools ASP.NET . "
v (8] Sites - F 758 q -
i 3 a4 T =\ B
€ Default Web Site ﬁ Z ¢ o8 2 =V :?J
NET NET .NET Error MNET  NETProfile .NETRoles NETTrust .NETUsers Application pplications
Authorizat.. Compilstion ~ Pages  Globalization Levels Settings sl Dictenes
| E -] —~ ¢ & . (
at ;5‘,;}' ﬂ?& &} v ganage Website ~
Connection MachineKey Pagesand  Providers Session State SMTP E-mail & Restart
Strings Controls » t
i N | Siop
X = = = e Browse Website
-L P 5 = =
S.N;'J /] a0k ‘::J 9] % LJ JF Browse 80 (htp)
Authentic..  Default  ErrorPages  Handler HTTP HTIP  ISAPIFiters  Logging  MIME Types A
Document Mappings ~ Redirect  Respon.. e
e = Configure
‘;}H ;fﬂ = & Limits...
Modules Output Request  SSL Settings
Caching Filtering
Management ~
Configurat...
Editor
’ [ Festure iew & Content View
Ready b

7. ESEEOS, BEHAM--

8. TERBTHIFIRA, %#ZF https

9. £ Windows Server 2022 iE=irAS, BHEZAIANR TLS UEZEBRAET 1.2 89 TLS,

7Z3IAM Windows Server krasdr, afLUER Windows SEMRIGERZAIARMR TLS k4, 2% Windows
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Server X%,
10. EBRZHISANWIER, BT

| Add Site Binding ? x|
| Type: IP address: Port:

https ~ | [All Unassigned v| |443
| Host name:

] Require Server Mame Indication

[ ] Disable HTTR/2

[] Disable OCSP Stapling
S5L certificate:

- s - ] Select... View...
OK Cancel
11. EMBR HTTP AR, EEE “HTTP”, AEREMER.

Site Bindings ?
Type Host Name Port IP Address Binding Informa... Add...
htt 443 =

P Edit...
Remove

Browse

Close
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¥ StoreFront fEs325& 74~ URL M HTTP &8 HTTPS

NRERELREMAEE SSLIEBHIER TREMEE Citrix StoreFront, StoreFront 3R HTTP #1T&1=.
NREEREMEE SSLIEH, EHERUTEERMAR StoreFront REMRS A HTTPS #E#.

1. £ Citrix StoreFront EizHlas, EAMERTIEEFERSZAH.

2. £ “BF BT, EEEESE URL,

3. EFEA URL S https:, REREEHE.

Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: ht‘tps:,f,f'myst-::urefrontlf

HSTS

BMfEEERSBIREAT HTTPS, APHNEFIHRELEZRIKE, Fli, RiEAKREETUERY StoreFront Ak
S AERPEIERE HTTP EEEIMRRSER. AR, MIAILURSMRER, fIMNBFER. BRAGREMER
FAPRNSET =A@ HTTP ihia) RfWeb BR5588. ERILUBE HTTP M™igfEianz et (HSTS) REWX—=,

BRHSTS &, RE#=rm Web Y38 TRR M@ HTTPS | Web iR & HiER, MRAFPEIRXER HTTP A3
URL, ¥ BattREER HTTPS, XERIURRR£EENE P IRIEIEURIE IS F#H1TARS [BIHKIE, Web
W 51 B E FE AL B VAT B B A AR L IR IE

7£ Windows Server 2019 RE=hia L :

#TFF Internet Information Services (1IS) &i223

EEBIA Web i (SHERZEY Web 3557) .

EEMENRIEERD, BE HSTS -

HEBA, BARKEZE, §13031536000 (RA—F), A543% Redirect HTTP to HTTPS (& HTTP
EEMF HTTPS).

5. RHE

HwnN
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Edit Website HSTS ? *

Enable
Max-Age:
[ IncludeSubDomains
[ Preload

Redirect Http to Https

=

BH HSTS &% mE—i%FaErE Web i55, Fli0, NRAILGED https://www.company.com/Citrix/S
toreWeb ifia] Web s, M HSTS Bz AR] https://www.company.com THFrE Web 55, XA
BHARE,

%1 StoreFront 2L L

August 27,2024

AXEESNBELPEMESE StoreFront HAREERMAAZZ LN/ AERNS.

B&RAR 5 StoreFront Zjgp&E:E

Citrix BifEAR HTTPS RHBFRBAFPNIEES StoreFront ZEIMEEZ S, XERILURFREZFES StoreFront 2
B & ZENZEMEMEGEZT N, b, @M HTTP EEESZIZSMKEG (FlinHhEAKRT) MR, LHE
EMAE Wi-Fi AESR RN BERIIEEN, NREEAEN IISEE, StoreFront i&ER HTTP #17i&1=,

RIBEHEE, MR LU M xal 1 3 TE88ihn StoreFront, &RTATEM KB, 3§88 L& 1F HTTPS &%
B2, AXMERT, Citrix MARINEER HTTPS (RIFM X 2 F#28 5 StoreFront ZEREER 2,

ZRAHTTPS, R HTTP #ERA HSTS, #2i#EA HTTPS {RiF StoreFront %2,

StoreFront 5 Citrix Virtual Apps and Desktops ;535283 > BI89&EE

Citrix EiXfER HTTPS thid3R{##P StoreFront 51&# Citrix Virtual Apps and Desktops Delivery Controller
Z B HBIEFRT S, ESRE Controller E%2% TLS RS 28IEH, &, ERILERA IPSec BE2& Windows SRR
PRRS B ZIERNE(E.

BJLABCE Delivery Controller #1 StoreFront LR R B A5 StoreFront AR5528 74 45 Delivery Controller i&
=, BBRAEEREEH,
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StoreFront 5 Citrix Desktops BIiRSS Z @f0&E

Citrix ZiXfEB HTTPS thiXk{EiP StoreFront 5/ Cloud Connector Z EIN#IEEHER L, E2E HTTPS &2
&, L, EALUER IPSec B&&E Windows RIRIFARSZ 22 2 EIR0E T,

BJLABCE Delivery Controller #1 StoreFront LR R B A5 StoreFront fR5528 74 465 Delivery Controller i&
=, BBRAEEREEH,

A2 18]

Citrix FEIEEM StoreFront IREBEIZREL Internet, Citrix BiERA Citrix Gateway FiziZ AR IES
R BERN I EIA PR

Microsoft Internet Information Services (I1S) 321t

AIUECERERR IS BEEER StoreFront, HEE, XFEHINISEE,

X RS

A LUERIBERIFEERIE A FERNXGT BRIIRUKRZIERTENXET BEFIR, 152 IS ST,
StoreFront EELITXHYT BR:

.. (BVER)
+ .appcache
o .aspx

. “cr’

* .CSS

. .dtd

* .png

« .htm

o .html

. ica

. .ico

* .jpg

. .js

* .png

. .Svg

o txt

o .xml
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MR AR BERE Web BT Citrix Workspace R BRI THI AR, StoreFront FERFERUT XXM E
&

« .dmg
. .exe

MREATIERT HTML5 8 Citrix Workspace M HER, StoreFront RERFERUTXHT BE:

» .eot

o ttf

« .woff
« .wasm

BhiF
A LUERIER AR E A RN ENAFIR AR R I ERKRTIHMEhE, ESE 1S 3,

« GET
« POST
« HEAD

URL #893F ASCII =755

INRIEHREL RS A FA Web b= 2 #RER ASCH 5, StoreFront URL &R &2& ASCIl F55. ERILUERE
KiEIERZLIEAIE ASCH F/. 18517 1S 31,

MIME =%

B LAMIER S AT XX B A X R AR 1ER S shell MIME 2£8Y:

. .exe
« .dll
« .com
« .bat
« .csh

BB IS 31,

fipx X-Powered-By 153k

BIAERT, IS @EFHmMER ASP.NET 89 X-Powered-By xRk RIREHEEMER ASP.NET, ATLUR IS BE2E
AMERIATSR, FEE 1S B E ARk,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 58
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https://learn.microsoft.com/zh-cn/iis/manage/configuring-security/configure-request-filtering-in-iis
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Bk 1S hrZkiwaY Server txsk

BIAERT, IS@EIHRM Server fRskFIRE IS ixzse BTLUR IS EEEIMIERItARSR, EEI 11S 15K THE .

% StoreFront Web i S E 8D X

&AL StoreFront Web WS EESRAXHERRN S X L. £ IS &, 7£8)# StoreFront ZBE 2 5], EHHE
NS X EBEhERIA Web b 5 505 Al 22 A Ih AL s
1S ThEe

Bk StoreFront REFMMERRY IS IEETIR, BSHAAEZR. AILMFREM IS ThEk.

R& StoreFront REZER ISAPI 2888, {Bix3h8ERE ASP.NET FrisEny, BLTEENR.

AbIEAZ R

StoreFront FEE LT BERMST, o] LURIBRE MM IR FIET,

« ExtensionlessUrlHandler-Integrated-4.0
+ PageHandlerFactory-Integrated-4.0
« StaticFile

BE 1S A2 F 01,

ISAPI 23528

StoreFront AFHEZEM ISAPI 3528, FILUMIBRFRE ISAPIZIEEs. B2 |IS ISAPI JiEa85014,

NET #4220
BOAMERT, lISERS23E “.NET #1AN” ®EHR “RFFBAF". BIAMERT, StoreFront MK Web thns
HAILECE,

R ETEARSS IR AIMIBRSLES NET #SAGAM, NHES StoreFront fE/ARY Web k= E89HIN, R “FREAFR”
AN S VFRLI H M BRAE AT EL B KRN

A

TERN

EALUSABERE, B IS i
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https://learn.microsoft.com/zh-cn/iis/configuration/system.webserver/security/requestfiltering/
https://docs.citrix.com/zh-cn/storefront/current-release/install-standard/system-requirements.html
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N RiERFH

StoreFront EeIZ LA TR BiERA:

« Citrix it & API

« Citrix Delivery Services B33
« Citrix Delivery Services &R

« #0 Citrix Receiver for Web

BMERESN IS NBREFERNNBRERFEHE N HIRR, NREERAZ MR, WEEES M NEREENERR
JREI N FRFE R o

£ “Recycling settings” (EliI&E) T, EALUEBN AREF O NBRMEMRNERS,. #HER, 4 “Citrix
Receiver for Web” MAREFMEIKE, ExSHiEE Web IR BERHNAFEEHE, BEBIANEEREX 02:00
B IARAPRE MR FbT, NREERERMEIMIRE, NATRERSBAFE—RPIEMETEIHEH,

HREE

o BEMER NS BHEIEIRE, StoreFront EIESHIMIFHFEREHMFHIIEIRERE StoreFront =i B
o

+ 33F SSL Settings (SSLi&&E) THI StoreFront AR5328, i577i%#F Client certificates: Require (FF
IET: &%), StoreFront ZEEEERFIIZER StoreFront i mAY1E L TIE,

+ StoreFront B E cookie RIAMKIFBRSMEMINGE, EFELBRYP, 7 Session State (RFRE) B
Cookie Settings (cookiei&®) T, Mode (=) %/i&EH Use Cookies (M cookie),.

+ StoreFront Zk¥% .NET Trust Level (.NET f5E45!) i&&5H Full Trust (ZF25E). BE7R.NET 5F
RHIEBERERMEME,

ARS3

StoreFront LI LLT Windows BRS:

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
« Citrix Cluster Join (NT SERVICE\CitrixClusterService)

« Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

« Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

« Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

« Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)

Xk ER Network Service BR, B/MEXRLESE,

MR E A XenApp 6.5 E2E T StoreFront Kerberos 43R &k, IhigfEiX 26l Citrix StoreFront Protocol
Transition Service (NT SERVICE\CitrixStoreFrontProtocolTransition), AR £ NT AUTHORITY\
SYSTEM i&f7. E/NEXRUEE,
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RPIRSDES

¥ “APNROE” NRGAEERAEMEREZ R StoreFront BRI, 512!

+ Microsoft IIS ¥ StoreFront ZEM—ZEH BA. Microsoft IIS mRELR IIS_IUSRS 127 & RN RIE
ARV B R UAKANR B ST EEIME P ik, XEEEM Microsoft IS RE17H, BEREERXEER PR,
E505% Microsoft X T AR S,

+ %% StoreFront BY, EXBIRNARFM, IS 2AEEFHFR Log on as a service ({EARSER).
Adjust memory quotas for a process (Hi#HiZAENEEF) . Generate security audits (/%
28H1#%) LUK Replace a process level token (E#i24<h),

o BORNENEE, EERIUMAEERRXHEHERHINR,

o BEERSB/IMNRSSA, BEERAXNEE Restore files and directories (FEXHFHMBER). Access
this computer from the network (MM4iAinlLtitEH) LUX% Manage auditing and security log
(BEHEZNZLAE) HRR,

s BitAPFERAFPENEESMIKIE (BEIEIMX) BR, RIEEER StoreFront E2E i@ Delivery
Controller ®iFZH, [NMITXIAE “AFRHMER" HR,

EXAZ—MEEaMTIR, JEFEERMAFHRRR.

REHARR SN

ECE StoreFront ARS3284ARY, UTRSBIAMEEERTLA:

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
« Citrix Cluster Join (NT SERVICE\CitrixClusterService), WIRSRIEATHIRS S AR, FHENEMA
IREIIERIETT,

StoreFront EEXLAM RSN BEIERIETIT, UERITUUTIRE:

o IR, BH. SAMBBRERUKRIEIHERAIHFRNE

o FEEAE N Windows &

o HINFMEEBIEFEEE (GAC) F1 Microsoft NET Framework 255
o A4 **Program Files\Citrix\**<StorefrontLocation>

o 0. EEANMIBR IS R AR IATIRA IS Web R A#2RF

o AP0, 1ECRANMIPRAS TR LB FIBA ASEFR N

o AONAIMIBR Windows BRS5 AR PowerShell &2t

« 33 Microsoft Windows Communication Framework (WCF) i

7£ StoreFront BYEHH, HIRIEFIRNBEER, BAFZITEN.

StoreFront REXRR BB T AL LA :
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« CitrixClusterMembers

« CitrixCWServiceReadUsers

« CitrixCWServiceWriteUsers

+ CitrixDelegatedAuthenticatorUsers

« CitrixDelegatedDirectoryClaimFactoryUsers
« CitrixPNRSReplicators

« CitrixPNRSUsers

« CitrixStoreFrontAdministrators

« CitrixSubscriptionServerUsers

o CitrixSubscriptionsStoreServiceUsers
« CitrixSubscriptionsSyncUsers

StoreFront fAR#IPXERLAMB R T, XELeERTF StoreFront AERRYIFEITH], FIiERFXHFIXH 3k
% Windows &R, B71EEOXEAR R &1

NTLM

StoreFront £ NTLM 7EARSE 2R AP RIARS 232 BIFITH DI, MMREZHA NTLM, N StoreFront TIATERS
23400 Hy StoreFront BRSZ 28 2 E[EIH HUE,

BRI USRS 2RERE e NTLMv2 H4E4: NTLMv1, i&&i8 Microsoft i,
StoreFront A RYiEH
IREZESEFH

7£ StoreFront 1, REBIEFATFIHENFIRMEBER LM (TLS) FlakeM,. MEREEB ICAXHESR,
StoreFront ;A LUERIERIT ICA XHHITHFER,

BEXFAER, BBFRALMAFS StoreFront ZEIMERE UK lca XHZ S,
SHERIEH

SR RIERSHNASESREEFERIERETSHERE, StoreFront SRR S M RIERSHEABENER— B
TRMIER, R StoreFront £ BEXRIEFAFEMEMAR.

Citrix ZIRSIES

StoreFront EEEX Windows iEH774# (Citrix 32 {3ARS5) H7EE T £ MEH. Citrix Configuration Replication
Service. Citrix Credential Wallet AR 5 #0 Citrix Subscriptions Store iR £ #3 & X &iE B, BEHRHNED
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StoreFront [REBHEE XL PMEIL, XLERSFEH TLS #iT7RLEE, HFEAXEIETPEARAIE TLS RE:S
P, XEFFEEEIE StoreFront ARSI %3 StoreFront BYEIZEM, F/1&2tt Windows IEBEEIR

5
o

RIBERIES

StoreFront 7£ <InstallDirectory>\Scripts THIX 4 Jh7zfE T %1 PowerShell Bz (.ps1). 2kiA StoreFront
REREAXLEMA, XLEMAFLT REERTHREISHNRES B, XEHMABER, RiF StoreFront
PowerShell #7588, FATZIVER AllSigned 588, (RFISEIEASZ S, BAXKMEIEHRIT PowerShell fis.)
StoreFront F&E 2k PowerShell H117588,

B4 StoreFront R&e#& “SEANKRHE" FEPHABEZIES, B2, Windows AR BETE LA RIS
BRIEB. BIARLETIETINIT PowerShell AR S HITILEI, (AREFAFESITIED, IEBFRAFME R
SEMIER" FfiEH, H B StoreFront PowerShell BIZARBRNIT,) BABRERIEBRNE “REENRFEE FiE
HfE, Windows AEIREHZEIIH, FILIETEM StoreFront 5EM “SEENARHE” FEPRIFRILGES.

TLS hiyZs

StoreFront £/ TLS 1.2 {E=Hr4<5 Delivery Controller #1 Cloud Connector #1Ti&{=,

7£ Windows Server 2022 SiEShkA L, G IS #TERERAZTFHEZEZA TLS 1.0/ 1.1, AXFHE
B, B&8EER HTTPS #3° StoreFront,

ERSBMELIFED, ST EAASERS Windows SEMRIEERZA TLS 1.0 #0 1.1, iEF£# Microsoft X
o

StoreFront 22 90E

MREES StoreFront #REA Web 18 (2 MiwO19EE) SEBEMA Web REER, NXL Web MERRFESE
ENEARE XA RES BT R StoreFront BN Z M. NMERBEFEEFTAERENRZ2RE, Citrix BiE
EEI4M Web i E8E StoreFront,

ICA XXHHER

StoreFront 1218 7 £ FAARSS 88 LMVIEEIE R ICA X #HITHFERANEI, LUEZRILIIAER Citrix Workspace
N B2 RRABEBIIIEX R E KRB REENFRIR, FJLUER StoreFront iS58 LIETRRERAPIIHNEMRIGH
8% (84 SHA-1 1 SHA-256) 37 ICA X#F#1TER. AXEAER, BEHAER ICAXHESZ,
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RREREE

LA FER Active Directory i E#E:E:T Web R 3825 RAF RN X L TN BN E SHWER, B2, X%
HRNZ2DRERBELBLEIHRERZISHIRIERSHEANABENAR. MRFALNLREGHFEEBEN
ThEeRBAMAEER, FHERBFTEMELWMEZINRLEERNAEE. SIRSHIIERSEH, RIAREZMEL
BREMECNE, BMEREERMATOL. BXFAER, BBRLTAF ENEH,.

BEXIEE
HgET 2N, BNEANMRSBMBRABTIHMAEFREZFNEENRE, FRABTHMEEHZIMPLIZBENX

REMN Web thim BEXX MK, MRHA HTTPS E#EE T StoreFront, 1EMRIEM BE X AB R AHIFRE 8%
WER HTTPS,

Lt

Eid Web JIs 8 ENARENE Web 558+, StoreFront £IREIU TSR &BXMITR, XEEARTN Web % 285
07 BRH,

FRRAE R & iR
content-security- frame-ancestors 'none  X#AILARALEE R
policy ' StoreFront Web 2 #R N EIHESR

, Mg E#isRE. ik,
Z HTML TTEZEEE— meta 15
id, ZinieB&—1 content-
security-policy, EE=R
FIpA SRR LUR L XSS Wi,

X-Content-Type- nosniff XA LIS MIME XRURE,
Options
X-Frame-Options deny X BT LARR LE Btk s

StoreFront Web 4R R NEIHEZR
i, MNMBRPTZHFRE. EBHK
content-security-
policy &l
frame-ancestors 'none
" FH, B—LEREHE
content-security-
po'licy MEIER 2SR LUIEAR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 64


https://docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-delegation/username-password.html

StoreFront Haikkas

AR TR & PR

X-XSS-Protection 1; mode=block R LR BT 8s FASRERE XSS (BBubs)
Wik

cookie

StoreFront A% cookie, Web i SrizERERM—L cookie T TFFAR:

cookie WiER

ASP.NET_SessionId REAFNRIE, 8EFHHRIERS. BigE
HttpOnly,

CtxsAuthId ATHIERIEEERSE, StoreFront *<REEAFES
fERALL cookie #ITH MR, EBEIEE HttpOnly,

CsrfToken BT &SR E Cookie-to-header £HEER (&R

IhmiER. ARSSER7E cookie HIGE LI, TFIHM
cookie FIEENSHE, HiGZLHMESHETHFRBIG
SHERBPAIIRLAF, Ik cookie AIERIEE HEttpOn'ly,
LU&E JavaScript P iRgEf51RE,

CtxsDeviceld RBgE, BIgE HttpOnly.

StoreFront i€ & 7 ¥ % Hfth cookie RIRERA P IRES, Hoh—L cookie FEM JavaScript B, HItKIEE
HttpOnly, XL cookie FEE S5 FHMITHEMIZESEXNIAEE,

HihZ2ER

=

WEBAREaMRER, BARBTEN.
HFBERRE, EHALTEERESS StoreFront uiTEeH, I RAREBENEN T ERTSABERSPHEL L
EJ1S

NRZLFMIEFH StoreFront ZEIFEEMX, FEAIAIGEESE5MXEX, MIES StoreFront x8Fx, &£
BIREBEEAX XL (fii0, TLSEE), Alt, ZEAERSEHPHERIRETTESSIREIRME.
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ET B Ep ek P 23

August 27,2024

AIUEBE THFHANKA LI, UES—REIRE LR Citrix Workspace K289 P &) LU 46\ B Al
RIS EEKF, MABEHBNARBE URL,

EANRECEEH, Citrix Workspace ZA2F SR F N B FHb 4 s A E URL, N5 A F 56N\ EB TR
ik, Citrix Workspace AR RES MIBEX B FHIHIH LIAE StoreFront lRE588. RE, ERYIHFE
BB AR S it AR P MR TR

Citrix i/ Global App Config Service REEE B FHBH LM, FABENRAR, EaILUER DNS SVRiZRE
DNS 5% REC & B FHB 4RI,

Global App Config Service

Z1FA Global App Config Service BB B FHBH&RH, BSIHILE E T 8B FHMFH LT,

DNS SVR iZRicR

¥E4 Global App Config Service WER AR, EaILUER DNS SVR i2RKEE Citrix Workspace R RIZFFR 79
BB FHB I R StoreFront ARS328,

TEER B FEREHEAY DNS fRS388 £, FINEBLTEMER SRV iR !

B &

RS _citrixreceiver

Proto TCP

BR Citrix Gateway i&& (HFRNZFARMFITIZR,)

gf StoreFront fRS328 (AFIXZH4atAR) NWELR
14 (FQDN) fiima, &=XH
servername.domain:port.

MREHFEPENEIEREMIME DNS ARS528, BJLURMMAES DNS ARS3 28 LA Fi8E StoreFront ARs328 FQDN
B SRV B R LUK M ERAR S5 28 £ A F 18 & Citrix Gateway FQDN WEMIZ R, B IEE, AILUAZRHAEFRE
StoreFront ¥4z 8., Mzt KUk Citrix Gateway E#ZE R
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DNS discoverReceiver iZ®

EREMAENERAE, SR IEBFHRE L6l StoreFront BR5528% DNS 5% discoverReceiver,
fltn, MREHBFEEER example. com, NeIE—1NEA discoverReceiver.example.comi
DNS 38, NREIETEHEBARELE SRVIER, M Citrix Workspace AR IEIEEA N discoverReceiver it
B, LUR% StoreFront BR$52%.

MBREEALNE, EHFRE discoverReceiver fEAEREEZAKME ST StoreFront BRS2889 HTTPS
IEF,

BIZEHEE

August 27, 2024

1. WR%%E StoreFront Fi#k$TFF Citrix StoreFront Eiz#l4a, i57E Windows By “FFi8” &g Fi%#ER
Citrix StoreFront,

“ Citrix Storefront -3
File Action View Help
> @\
&4 Citrix StareFront Actions
Citrix StoreFront =
View 3
6 Refrash
Welcome to StoreFront B e

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add 2 server to an existing load-balanced group.

2. 7£ Citrix StoreFront EBIEHIEHNERERHD, BEAERNE,
3. MREZNM NS =, BEM NS S FHIFIRPEREFHANIGE S,

4. NREMAPEA StoreFront BRS528, B ARS 2 URLEX URL, MRBEEMHTEHREEEES T
StoreFront fRs323, BN T URL fFAE4 URL,

MRERIRENHTFEIFE, BHWARSEE URL, RILFERHEERZEREZ URL,
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Create New Deployment

StoreFront Enter a Base URL
Confirm the base URL for services hosted on this deployment. For multiple server deployments,
specify the load-balanced URL for the server group.
Base URL
Getting Started Base URL: | https://storefront.example.com/
Store Name

Delivery Controllers
Remaote Access
Authentication Methods
XenApp Services URL

Summary

5 BET—¥, ARKREEYABERIHBEREENE - ABE,
6. TRFIBEESRE, ShEEUCEMEMNARE.
7. StoreFront 2 THEEMNNABENFEE, REHETM.

&/ PowerShell SDK 6 Z2#HZpE

ZfFF PowerShell SDK e1i228&, &AM cmdlet Add-STFDeployment,

%" Internet Information Services (11S) Web 5=

StoreFront £ EES ™ Windows IRSEBHARE IS Web it HERFMNBEE, UWESMNVABEHER
REINENZFLEBHE,

EoIESZD Web s, B2 Microsoft 1S s2#4,

TEERERIESAtIEZ StoreFront #%&; &fERA PowerShell SDK. #iin, ZEeIEim IS Web i #E,
— M RTNARER, —MRATRHE, BERUTHS:

Add-STFDeployment -SiteID 1 -HostBaseURL "https://apps.example.com"
Add-STFDeployment -SiteID 2 -HostBaseURL "https://desktops.example.com"
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https://docs.citrix.com/zh-cn/storefront/current-release/sdk-overview
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BREZNIhAG, StoreFront REREEITHIS, HEXEE StoreFront IE R ik SR, HER StoreFront
SDKEBit=, HES ;<SP EE SitelD,

MNILE BRS5 284

January 25,2024
EERMEARIRS 28 EZ% StoreFront Z a1, BHR:
o BARERNPRSBEFETSHAPHMRSH[ERMNIRERARE, HEAXKHIEEHWHER, FXFEESZME

ERGhRAHI X3 B A StoreFront fR53284H,
o 1R StoreFront fEFHIMNARS 2 L |IS RAAENT IR R th 5 AP E MRS 2348,

AR

BXRERSB[AXNNERI, EFZ StoreFront fRs52348.

WNRERMNBY StoreFront BRSZEFLARIE FARSS[IA, HEBKMER, NEHERBERANZBRNFENIRSFEZ
i, &30 StoreFront IRSBEBE N BIART. BERRRSHEZENH FINLE

HEIRR

MARSS B H RN ARSS 380, ARINAY StoreFront BRSSHKAIGIEIURARSS 288 L AMEIR AR R, XERS
FEAMEERNRA EIMNRSSHFLEHSERS, NREEMAAREEE IERAZRMEREZARNNFERR, HEM
RIGIRH T ARS8 LA EIR AR, StoreFront K EMNARSS 28540,

1. N2 Citrix StoreFront BIRixH| &7 %3 StoreFront BF&iTF, 5 Windows “Fi8” RES “NBIERE"
BES, #FFHEEE Citrix StoreFront #lb,
2. 1£ Citrix StoreFront BEBizHINLEREKRH, BEMANEIRSSBA,

3. BRE| StoreFront BEFEEMANNIIRS S, RGBT Citrix StoreFront BEEBTH &, EEHANENER
ikE “PRBE34A7 TR, REE “BF BRPEEFINRSS. 18T EREERLRE,

4. REIFFRSS 2R, ARTEMNRSSFEIEENRNARS BEPIEENERSB[HRT. BAMZIRSSBIIRELE
BAE, ARREMA.

MANAZE, HRSENEEFENERUSHA RS SNEELE, HRSBOFAESFERIRSHFAEN
BOPRE HAthARS5 254,
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Join Server Group Add Server

To authorize this server, first connect to a server in the group and choose "Add o *3012R2-B" added to Server Group
Server”. Enter the provided authorization information here.

Authorizing server: | 2012R2-A Details -

Authorization code: Servers Status
2012R2-B Completed

ﬁ Cancel

EEEZIRSHBIHE, FRNEA—ERSBUAERRSBANEE. HfR Citrix StoreFront BIRIEHI G REHE
PREMEMARS 2 EIETT. I EREPMIIEMAEREEIATNEMARSSE, URRENHENNRERS—
o

A% StoreFront

August 27,2024

AR HFEZER StoreFront B2E, HBEFRIFHEF NWERTTF TR, Bk T, HZ StoreFront =Mipk StoreFront
FIRBEMUARSS . Uhe. U (TEIRNIARZESES L) LIRKEXHIECE.

SERARERRER

ALUMU TR EFAE StoreFront 2407:

« StoreFront 2402

 StoreFront 2311

« StoreFront 2308

« StoreFront 2203 LTSR (f£fa CU)
« StoreFront 1912 LTSR ({£fa CU)
« StoreFront 3.12 LTSR CU9

EM 3.12 CU9 Z IR AFHITHER, HascHE&E StoreFront 3.12 CU9,

cg==N
= .

I

M 1912 ZHiBORRAFHLREY, EBRHFE REIREIERH= MR, EABRAZR, Citrix BIIFRERMA
a9 ABIER Citrix Workspace M AB#EF Desktop Lock.

AN

+ StorefFront FZHEERE~mREFNZRSB[EHE, FHit, RFVHBENHENRZE, BIRKEIRSRAT
BOPRE ARSS 28R EIMERAIARZS.
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o ZRSBJ/UBEAZFRNFALR, BIIZIRFFRRS 2.

« 7% StoreFront #ARIETTZHI, ERHMIT—LEARFIRE, MREMARFEERK, AREFED, HESE
MEKM, &R StoreFront RERFAL, BEXERREE, EMETHR.

o IR StoreFront AKEAG LK, MIMAE StoreFront ZERGESELEMAREE, 1§ StoreFront R&EFFE!
hEERES, REEMEITHE. B StoreFront FRZHEERTS, BEERIUTAE:

- EEREALFICIEN VM 1RE,
- BAALEISHA StoreFront BtE, B52RSHA S A StoreFront B2 &,
- T3 StoreFront FH4& IR THEHERR T PR HERR IR I

« 7£ Citrix Virtual Apps and Desktops metainstaller f2& £ 89T StoreFront F R &L KARIGEIHEES
ks, HPESIERMEXHKEHEMNEE,

B

EFEARZE, HIVRZVERITUTIE, UBLEARKRY:

o FHRBTIK &9 ERRE
o BIANEEENSZIFORAFER,
+ M Citrix Web 552 T & StoreFront Z#&i2%.

Hip s StoreFront R332

1. @ elE VM REBE MRS .

2. SHIME StoreFront L&, MR—IMRSB[ATEL SRS, NREM—ERSBFSHRSBAEE. W
REHAENZEEEMEEN, RESB[ATHFAERSF[GFRFERANIEERIZ., FALED, EaURNRmEE
MRS ERE, XEEHMAMNMRATUEREREE. HiE, BREFLENERIIETS MNP S EHAIMRZE
EIHARSS 28 Lo

3. M@ C: \inetpub\wwwroot\Citrix\<StoreName>\App_Data <t (fiM, de-
fault.ica #1 usernamepassword.tfrm) #{TTEH, BASTLABESHXLEX . ARG, ETUER
EMUREH#ITHIEH.

4. BT M5 T as R IR AR S5 28 B LA th 75 TURE L IE SR FE LE A P B 0% 4%

5. EFERSS.

6. MFEEEEETHNAIERF, 81F StoreFront EIEEHIA. &<$1741 PowerShell Windows St&EAH
ET8EBIE StoreFront XM AIERF, XA BERREFREAE, REEFTILIFIRIFTE StoreFront X4
MRLERFTEH AR, WETEERXEH, FEARREKY, MAMSBHMIERINE StoreFront &t
=

7. BIREES StoreFront XK B RPEHEITHEM Windows BREIRLERHH SRR

8. ZHFABEMKRENAERF.

9. IBfTFREEhRZARY StoreFront &R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 71


https://docs.citrix.com/zh-cn/storefront/current-release/export-import-storefront-config.html
https://docs.citrix.com/zh-cn/storefront/current-release/troubleshoot.html#troubleshoot-storefront-upgrade-issues
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F+4k StoreFront AR5z 284H

F4k StoreFront fREBFES RFEAEP—PIRZSB[BMATRIFFEMARS 2. WIFHREBIFESZARXNERE,
MIIRALEE NI NZFVARSS 2840, ML HEB NHE BIMRES, REEH LEHRE StoreFront, FeEEHEFA
FHEHARS2RE, HE B HAEIMILIA StoreFront fR5388. FAZIFAP 4k StoreFront fRSZ 884 HAIBRSS 28

1

D EIHRISIPEN R R AL =T 5 StoreFront fRs32848

XA TR RIEVEIRARBR = 5RSEE A, B C 4ApA StoreFront ARS3234H,

1.

2.

BERAAETE URL REBAFNARSS[AMNIHIE, XFHELERPEARIRTREZDZE,
ek 2% A MAHMIFRARSS28 B 7 Co

ARss2% B A1 C MATMBRS2RAE “TNIL”

BEIRBAKEE StoreFront BRS52B RV AFARARSS 28 Ao

HiRARS 28 A ERIIFA R,

fERRZ528 B C £, EIE LALLM StoreFront fRasH 2 &HhR 489 StoreFront,

AR 28 B # C MAAEREHIARS 2 A, UEIBAREHIRS A, LIRS SRAHR—MAEEHIRSS (A) M
MrRERMRSEE (BFAC) Al

IMAIVE RS 2432 = B ahiS A IR B BUEIT R SR & 2IFRIARSS 28 B 7 C 4,
OEFIA RS SRS IERIET.

B EAAHTE URL REBAPXAREHIARS AR,

2 TEIRRIEIFENHRIE AR =T < StoreFront fR53234

XA T EIRRIEVHREARBR = MRS 3 AL B # C 4Ank#Y StoreFront AR358540,

FRARS WA Z A
1. 1/ Export-STFConfigurationSit StoreFront itE, &M EXLEN, FARSH/EZIEZNHEMER

BTl 28, XMRERERIE.

. 1#/ Export-STFStoreSubscriptions MRS 2: A FSHITIIHKIE. HEHEVEN, RARSHREZIRE

RHEMENSHITH B8, XEMERTIREIE, BSREEN ARSI EEE

HEIRARSSEE C MR TR MIFRRZER AP XZARSS 2389IB RN R. X BT LARG LA P AR EPEREE
BRs3E8 Co A THBRALmARSSEE A 71 B RiXIBER.

fEMARSS 28 A MARIFRARSS 28 Co

BR552% A 1 B R iRitxt AR IRAVIARIANPR, ARSS 28 C MIERMARSBAPMIA, HEEREEAL K

P
™o

&/ Clear-STFDeployment 717k 52: C EBANH ZRINKS.
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6.

10.

11.
12.
13.

£/ Import-STFConfiguration S\ StoreFront Bt & (WaTSHM) FIARSES C . RS2 CHERESR
5RRSHARBNEE, UELEELEEENRIR, RE—ERSEZTEEEIUBNREIERA BRIEHEABRIMA
ZAMERHEMARS 2R,

ERBAREE StoreFront BRES28FIVIRIAFARARS 2R Co AR5 C MEABESIRRSHARENEE, HFA
& EIFhik 489 StoreFront,

. SANITHEEE (URISHE) BIRSE CHh. TRREEBREERIE. AE-GRSBFEEITHRENRI&T

AR H AR ZAN ERIE RS 1.

fEMRSSEE BEERITIE 3. 4. 57 (BNEERITIR 6). 7EULHAE, REMIRSE A AR REXNER
BOIBEAR. i, BINEREBHTIEREMITILDSE, i StoreFront AR358848 MR HNIZR&RIKY.
ERMAINE RS 2RI RARSS 88 B IIAZIARSS 28 C P KRN HATRRZEY StoreFront (BRS328 A) 1efits
MRS5S ERERE, FHTEHT StoreFront hr7s (BRS32% B A1 C) LRI mARSS 234H.

¥iBRs52% B M C ARMEI AR T EIRS T, UEHEBMIRS S A EE.

KRS58 A N BT gisshilieR, LUERBR EREIFHARNIRSEE B C,

ERARSBAEESES. 7. 10M 11 (FREESR6). RISB[BAARIRENETM. RS|/A BFICA
BRBRKANERREMITRALNE.

AR

TEARSS 28 A BHE—EIARMARS SR REE I ES, ITHATRSER (PR 9). XURSSBEIRRSSHATAR
EEARGHI T HIEERZ, HEEAMEITHIEREBIFTER.

XASWIHEEFEF M, RATRSENTFBEFRERMBHZRBERTFRHMAT LN, B2, ERS:ZAMEN
[TREHMNFAENAS, ARPEEBRITRERR, BATRKAUERLEILEZITHIER, BXAEEHHKLHN
StoreFront £ IEMASENERNER,

MRFARKY

1.

£ C:\Windows\Temp\StoreFront /1, $TF&#HH CitrixMsi*.log, HIERTMFREHIR.

Thumbs.db ipiRIFE: & C:\inetpub\wwwroot\citrix SiEF B RH 8 thumbs.db XS, MR
EIByE thumbs.db X1,

FEREEDTEREBIE EXHARRERE: RRRE/&ED (MEAR), REEHEHNRSSS, FFNELE
{a] StoreFront R,

TEBHRSRE: TRRE/&H NRTMH), st&ERENET Framework 4.5 WA (fiEEF it E
M) o

. 3R CitrixMsi*.log PEBEFEHIR, BRERSBNEHEEE > XIRSESHFETLE LRAREHIRER

BOEAIEIR. IRIRAER AR IHITIRME,

MBEEHEERTLEREEIR, BRZE C:\Program Files\Citrix\Receiver StoreFront\logs h2EEEE
S ERBEHIBEEBEAEIR, REBANNEGE TR

BEXHEXHNEZEFAER, BEHZERS,
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RRSBEENH BRIARE

July 19, 2024

FRLEBERT, FER StoreFront RESENEMBRERS. B, 75 StoreFront IRSSB[BEHFIMEIARSS 2ZH
ZHl, XBOEN. AIURITFEHMERRERE, EXERN, HEAJERSSEEMAITLNER. Bk, &
BJLUEEA PowerShell BEEBEE HEINLE.

1. #fR StoreFront BEiEHIE&EXH,
2. i&17 PowerShell SDK cmdlet Clear-STFDeployment,

Clear-STFDeployment -Confirm $False

3. e AIhTERE, $T7F StoreFront BIRIEHI S HIAFTAIREHEEE, SIRMIZHMNINE RS BFAHIET

1)z 8
“ Citrix Storefront -3
File Action View Help
=@\
¥4 Citrix StareFrant Actions
Citrix StoreFront =
Wiew 3
|6l Refresh
Welcome to StoreFront B el
Select an option below to create a new store or extend your existing deployment
Create a new deployment
Set up a deployment to deliver self-service applications, data, and desktops to your users.
Join existing server group
Add a server to an existing load-balanced group.
EN%; StoreFront
February 22,2024

PR @A Sh, EE StoreFront ¥ Mib& S IIERARSS . MRS, Citrix Receiver for Web s, XenApp Services
URL UK XBHEE, Lthot, ®RMREERAFRNEBREFITASIENITRNAEERS. TRRSSEHER, B
FREARFITRNEHAEEERLEERR, B2, EZRES[UBEDP, XEHERREEAPHNEMRSSE L BH
StoreFront B, = MARSS 2§ MER StoreFront RERFERMLEI, Fi0, .NET Framework IhgEFl Web AR
%3 (11S) AERS.
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ERREAHERRNRIIKAER StoreFront fRS525.
g0 StoreFront EEEHI SR FHFRE, BHHEXH,

AR, BigE (GRER), ARRIINBERF.

SAEE A A

FhifiBx StoreFront

H)# StoreFront iz, AMRTEE£®%R StoreFront, BEHMITUUTRME:
ik Web RSB AE,

fipRsc 14 C:\Program Files\Citrix\Receiver StoreFront,

B C:\Program Files\Citrix\StoreFront Install FTHIFFEFB R-
J

1.
2.
3.
4. MipgsctEsE C:\Inetpub,

EIMER LIEM%E StoreFront,

[mb =
RERE

BEXASXHNESFARES, BEERTEAT,

[=R=g v BN e

February 22,2024

ERILMERZMEMIIENEIRS %, EARBRTFENFER.

xAEmEAseE@iEH PowerShell SDK &I2 StoreFront 89 PowerShell £i%.

HEREFMNEEF Od, % Citrix StoreFront, AERETHE, LUMRIRS2EFMFTE StoreFront A%,
7£E0%; Citrix StoreFront sHiEEH, BH2, MHTME, BEHE,

Method (A3%) HAES

[G=R=gvEyha Fo & A P AT UEAmpLE 5 %i@id Citrix Workspace RZf
EFE S StoreFront,

BEERBMHRIE REBEBERSHRIL

BR &2 &) IIE AYFAPERE Active Directory BFR & MEIL#HITH
HIRIE, HECE AT EERBMNEEE B ERE MR RI,

HEBSHIIE i Windows & #ERE Windows ZiE# TR %
Fo

SAML S14507E A SAML B8 MM IEERAE=F SR HIER.
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Method (73%) FEHER

BRESMNIIERSEE % StoreFront BB A S E SN IIERSEMIUBEE S
5 VDA

iRy =R= 4y Livalls

December 5, 2023

BIESNINIESE

SHFENELABE, SRR —MRSMEMHNIESE, XL ERUEEE Citrix Workspace NARRFERNA
SRR

1. 72 Citrix StoreFront EEEH SNWAEMNERPEFNABTET R, ARERFERPREEESHRIES %,
2. EEENAFBRNILRTG A,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access rescurces. i ]
| Method Settings |
User name and password m
[] SAML Authentication o
[+ Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites
[] Smart card
Can be enabled [/ disabled separately on Receiver for Web sites
[] HTTPBasic
[+* Pass-through from Citrix Gateway
Installmg ar_u:l unlns.talllng Fhe auth_entlcatu::ur? metheds and the _
authentication service settings are included in the advanced options.

"o [TR
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o EFAFRRNEESEEUSAER Active Directory BREMEREMHKRIE. EXEAEE, BSRARE
FZB S DI,

o % SAML SIS RIEL LS SAML B RERFINER. BX#HAER, F2H SAML SH%IE,

o HEHIEEBEMEREMEFIEEERE Active Directory iR, BXIFAER, BSREEES B RIT,

o ERERRUBHAERREMHRIE. BXEMAEE, BESRAERREHRIL

+ 3% HTTP Basic LIS HTTP Basic 843, B i#&®E StoreFront BR55 2889 IS Web BRS 28# 17519
I3,

o FEFEM Citrix Gateway HiE LS AM Citrix Gateway BB ST, IRAFER BB T SR HEIER Citrix
Gateway i%#%%l StoreFront, ERBALLET,. BEXFMER, ESREM Citrix Gateway Big.

BB AR R S M I0IE S E L 2 BHET Web 3452815 1P N A S SR AN SR IRIES E. BEXET Web %
BERMERNEMIIES X, BERS DL %

& PowerShell SDK BB B {43ES £

ZfEf PowerShell SDK BBBE SAIRIE, EHRITUUTIRIE:

1. AR Get-STFAuthenticationService LUFKEN N B ESENE RN EHEIERSHEE L YRS,

2. EEHRUERS L, BRARZAMENSHRIEDIN. ZERIABHINMNIIKR, BT Get-
STFAuthenticationServiceProtocol, ER BN, BETHF ERB AW M X5 R B Enable-
STFAuthenticationServiceProtocol, ZEE B i, BEETH E X2 A B i 5 £ 89 Disable-
STFAuthenticationServiceProtocol,

w

EELERANSHNIIENN. EXFAEE, BESHS MMNEEX X,

HEBHRRITRSIEE

AILUBEHIT “HESHIIERSZIRE” ESEEERAZSNIIERSNNARE, MMKSIEXENAREEZE#HT
BRER.

1. 7£ Citrix StoreFront EEEFIANANERPERNABET R, AEEERERTEE— M NASEE, T
EEIEH, RHEBEFNRIESE,

2. ERATHEREDR, ERAZHHIIERSIRE.

3. BhERAESMHIIERSEEE, HMNAREEZT T EREPEE—TNABE,

AR

HESHRIERSSETAENRIERS ZEFFEDNERES. STUABERXENSHRIERSBAANEZEH
WIERRSS, HBAEMEEESH SN ERHZ SN IIERSHIFE N AEERHR,
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./username-password.html
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BRERE D IUIE

April 17,2024

BRERENARENEERS RN PIN #1780, &3 StoreFront BY, etk SMRIFRIAER TR TEA
RE. ALLREE Citrix Workspace R ERF. Web 55280 XenApp Services URL EiZ2INBEENABRER
BEEFREMEIE,

ERERFENVIEANECBANERIRE, FRNEERESHAFPIHEEMENNT 2. YREBEILMERHNZET
IEBRERRRAEMESHNNER R IIEFRIF. TAARBEHEEIRP, BAFEEFR. £REEFRMPIN, ARAILL
7 EMM—RFIB B &I R E R EM N AEF.

Al LS BE-RSREL StoreFront sSSP RISAIIE, LA Citrix Virtual Apps and Desktops 124 = &1L A
EF. &% StoreFront WEEEEAFEAILIAR Endpoint Management {REMNN BIEF. B2, AP SRS
TEHWIEA 8L REREF TR S % 3IER Endpoint Management Web M BER.

BEERATREEMNRIE, HMEES StoreFront RZ 2389 Microsoft Active Directory 555 StoreFront BR3 38
HASEENAGEEXANEPRERFNKS, ZFFFRNAEENZMIE,

%t StoreFront RS ERSHRIENREERRTAFIEE. RENTFHEURIEERTEMNG, EXLTXH, B
MAFERTIEEEMAES StoreFront ARZ528#9 Active Directory ssREy—Mg,

7 Citrix FIRECE S R XN B T WA Citrix BERECAFEERFRENERF. XUNTBRERTHME
R R AtV B+

WEFM

o HRRTEITRIERE StoreFront BRE38889 Microsoft Active Directory i55{#& 5 StoreFront lRE SIS EEHE
WHEEXRNERNEEFE B RKF,

o MREINEABERERSMNRIIE, BHRENEEERIRFREE, REfEBNRE UKL FEHt PIN B17%
BE AR I IX IR A o

o ERERFP SEMNAEFFHIET Virtual Delivery Agent BIEIMA SR R EMN S EE £ ial .
BEXEEEEES Citrix Virtual Desktops ££&ERMFAES, ESREE+F,

o BRFERES T ENLAEMEH, HILET Active Directory R IEMECE T ik BRETHIE S H B AT LR
ThHATA FIERRIE,

fic& StoreFront
o WU HTTPS BT StoreFront A& ZENERE, UWBHAEEREHNRIE. BESRER HTTPS &R
StoreFront W& 4,

« Z15&:T Citrix Workspace AR EZDINAEENBRAEERSHRIE, BESH RIS EPIEHEUE

HEERETF.
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o BRNMBERT, WRABERATRERSHRIEESAZEABENAE Web iimBREERIHRIE. &EaTIX
£ Manage Receiver for Web Sites Authentication methods (&2 Receiver for Web 555 B {3 33E
E) B EARTE Web b i E A2 AE RS ARIE,

o NREFEREETHERURARBNZBEMIIE, RARVSIETRAFERAEEFRM PIN BETER, BF
B HEF H BT [ n) A AT LU R E R EX S KIE,

6 Delivery Controller f2E 3151 StoreFront

EASRREMINIER, StoreFront TAUARAFBERE, EtFEER Citrix Virtual Apps and Desktops #1375
HIE, Hik, &K% Delivery Controller B2 & 7153k 8 StoreFront 89iEK, &£ Citrix Virtual Apps
and Desktops & BEEMMREME.

i#@id Citrix Gateway #1TiZi2iA1A)
FImfgigiel, e U Citrix Gateway FERE#EFR, REFERZRSHRIEEAXT StoreFront WEBSHITE,
BEXELZFMER, BEBRANXER,

NHRAFERISHERNVERNASEEMRS S LRFIFSINEERT, BUEE - IHNXATLRLEEFTE
(SSL) sHHPEARFHEHRIE. BEXFAEE, BSRARETEFIHRIL BIERERFIHRIENMXIAR
StoreFront B, @S ttEMARSRECBE JRAE Citrix Gateway BH, UEEEIANBARSRESTNLEAEFNE
B, BXFAESR, BERANARELESE HDX BH.

BREREI VDA

TR LB BT SR NS R EERERE VDA B SER, AJLUE T Web I5%285ERATF Windows # Citrix
Workspace B2 FRRAEE, BEBESFEEAT Windows 89 Citrix Workspace M AB2FHTH. EHEM
BRERF LB BTN RFRIRN, AFREEES VDA R AEFEAEEE,

1. BEHEREEAT Windows B Citrix Workspace R EE 8 S ERAGHEHEBENRITRESESR, BSRAR
B EES W,
2. FRAXARESRITANARERN default.ica Xh, B2 ica,

3. ERFiE Citrix Gateway AR AREENAF BRASEREEERINEE, 57 [Application] 35 s FRmL
Tig&E,
DisableCtr1AltDel=0ff

R EEATFINAEENRERF. ENKENNAREFENERSEEMERER-THTEESHEIE, N
BARNEHS RIS AR EIRNNBEE, S, KRR ERESHES DI AR BN BEE.
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./gateway-pass-through.html
https://docs.netscaler.com/en-us/citrix-gateway/current-release/authentication-authorization/configure-client-cert-authentication/ng-client-cert-smart-card-tsk.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/optimal-hdx-routing.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#domain-pass-through-single-sign-on-authentication
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#domain-pass-through-single-sign-on-authentication
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/default-ica.html

StoreFront Haikkas

4. ERiE Citrix Gateway iFiR BEENAF ERSEEEZIEEREE, 1572 [Application] S HFHMULT
-LRED

UselLocalUserAndPassword=0n

REEATFIHNABENRERF. BEANSBAFRRREESHRIE, MEXEMARERA AHREKEM
NRRERF, BANSHAFRRRIRNNEEE. AE, BAPEERSHESHIIES AR NN AREE.

M FAS 225 R% VDA

HE, EFERAMREN Citrix Workspace M AREFERERIEATF HTMLS 1 Citrix Workspace M FAZFE, &
AR E SRS EEE N R R B RE VDA,

EEIFEFEM

ERERERHITHAP SMHRIELAIR StoreFront By # EHIEE L TERMEH,

o EFAEMERAMSE (VPN) BEHTEEESMINE, AP SUMRE Citrix Gateway HfF5iET Web Ti@Ei#
TER, AERITEN S BREBERSEERMN PIN #1754 31E. A Citrix Gateway & & BiES HKIE
if5ia) StoreFront REAFERE KA.

o AILER—APRELERAZSMEERFNSMRRSE, B, NREATEIERFEBSHEIE, NWEFBMR
WRELRNRERTAREFIRIEN— SRR

o ENARFPEASEERN (G, #ITHRFELSMEN), AR UTRESBITIIMIERBEANER-RIEA PIN
B9iRT. FEBAS M ERRNTRILKEXMEL. BEIRE (W, BEERARKEIEN PIN £EFHE
fFHRE) LESBHRAXMER. SEEFEMmARRREP, BNRTENSGEFRN, BRAMRE “BE . W
KRIFTAFBA PIN, MxmEREN PIN.

o MRAFEAMNTFMIEEBRED Citrix Gateway 1A RIN AEEERTF Windows B Citrix Workspace
R AREFRAFRBA T Citrix Virtual Apps and Desktops RS ERHITEEBESMRIE, B IENAEIN
ABENFRERF. EXKENNAREFRNERHEENERATRFHTERSMNEIE, NXAAEMEHIE
AN ARG, AT, AP SIUERTSHSHRIES AP RN AREE.

o MBREAMANT MG EFHED Citrix Gateway AR AR ERER T Windows # Citrix Workspace
R AEFRBPBA T Citrix Virtual Apps and Desktops ERSEE#ITEBSHIIE, HIEEENARIN
ABENFRERF. BEAXEAFREAEBSHRIE, EEREGAFERISENEARER, IAASHRAR
PIRRMMNAEE. G, BRFPEMESHESHIIES A NANAEE,

o HEEAEA XenApp Services URL BRE—MBHIRIEA:, MESMNAREREFER—" URL, WIRRT
BEERSMIIELS, BEFESAREMEENZGRIIE, NWATASMHSNIIES ACZRSMNNARE, &
M ABEHAF— XenApp Services URL, G, BAFEREISHES MU AT R A RS,

o %%t StoreFront B, Microsoft Internet Information Services (11S) FHERINEC B XEK StoreFront &
HIIERRSS BOIE B H A3 URL B9 HTTPS EiERME A RIEH, W FEmEHM StoreFront URL, IS FE
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KRBHEFHIER. HEERBILIERFAFEEEFHNNEN, TEREREESRS MW, RIFHENRAY
Windows HRERIREME, AFHBAIUBRE R, MASEEMHITSHRIE,

NRERER IS BBENEKRFTE StoreFront URL B9 HTTPS EHiERMZFAIES, MG S5 IIEARSH
NABEREER—RSE L. BAERNAENARERERNEFIRIES. AL IS REkRER, HiE+
AP FE#EE Citrix Gateway #17i%#%, WRZEREEXNFHINIE. MRMIEE EBIRTEER, BRYSMR
BRER.

CY=REE=g Bl

April 17, 2024

BREEMANTIEN Windows itEH#THH I, XLEAFNEREsBTEMIEEERS Citrix Workspace [
BiEFEY. EAT Windows B Citrix Workspace MBEF MR Windows EFILLT Web 5528882 51 THEE:

« Internet Explorer
+ Microsoft Edge

+ Google Chrome
+ Mozilla Firefox

StoreFront it &

ZREATF Windows 89 Citrix Workspace M AEFBRIBERE, BES %10 2RERREB,

BRINBERT, NNABERREEESHRITESH I ZMABEENFE Web th=79& A F HTMLS5 & Citrix
Workspace N R2FEREEBRMRIE, &a UE Manage Receiver for Web Sites Authentication methods
(&32 Receiver for Web i SAIRIEA %) EW R ERSE Web i S 2 AR EESHRIE,

% Delivery Controller f2E »15F StoreFront

FEREEBRSIIER, StoreFront TAUARIAFHENE, RHikFE R Citrix Virtual Apps and Desktops #1758
B8, Hik, E%F0E Delivery Controller B2 & {53k 8B StoreFront 89iEK, & Citrix Virtual Apps
and Desktops & BEMAMRIEME.

BoaERE VDA

MRERTERREAEFAGNERT Windows 8 Citrix Workspace M BiEF A aEe S E RE VDA, #2
A E B EE S k. MRMEMERT HTMLS 89 Citrix Workspace MABERF, NS JUEEEE N EZIERT
Windows B9 Citrix Workspace MERZFDHER, mIBEZIIN S,
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ERATF Windows 1 Citrix Workspace N BiEFEHE

EFEREAT Windows i Citrix Workspace M AREFERBEEME RERIINARERN VDA, E8REAT
Windows &9 Citrix Workspace R B2 X1,

iEAT HTMLS5 9 Citrix Workspace N B2 FEE

TR REEHAF N Web S RESE UAFHTHE BN, AJUERREE®BT Web JHBERIINAH
[, BBEEEREI VDA, BRH4MEEART Windows B9 Citrix Workspace MABRFHITHER, miEE Web 3%
BHITHZER.

Internet Explorer. Edge 71 Chrome A%#k Web 55234 H Windows Internet Explorer KIgift & R E
EEERRERER, RABRT, BMXIZ4H Intranet KIS BH. BRENESRMEl Intranet X33, 185
T HRAE:

17 “EHIEmR”

I “Internet i&m”
HIRSEN R,

EEAcH Intranet

<Ry =

BEHESR.

AINER StoreFront Web 455,

No ok wh R

AT AR B X LR E,

FireFox (Ui s8MERIGELUEE StoreFront Web 555 URI #TREEER,

A .
= .

RS

HiRRESRREESSRTERR. BITRBRENXR,

EEFEREEBHITEHIRIENITEN LT Firefox.
ek, S about:config,

g “laccepttherisk!” (FiESZXE!,

EIEREF, #A negotiate,

Wi network.negotiate-auth.delegation-uris,
MANER L Windows i (130 mydomain.com) 89&#F.
BE HBE .

Wi network.negotiate-auth.trusted-uris,

MANEH R Windows 1% (fisn mydomain.com) #9&#,
BEH HBE

. XAHEF B Firefox,

L ® N kWD

[
= o
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fEF FAS 2B REI VDA

HE, EFERAMREN Citrix Workspace M BREFERERIERATF HTMLS # Citrix Workspace M BZFE, &
RIS S S IITRSEBE AR ERE VDA,

M Citrix Gateway Ei&

August 27,2024

AR m Citrix Gateway it S /5, BIEEHRBECSHNABENBHER, EERREXNNABEENZZSRN,
Citrix Gateway BESHIIEAZBIABER TAFEARS. AP UERA %S Citrix Workspace M AZF
5k Web sxl¥i28i@id Citrix Gateway EE2NAEE. BXH3T Citrix Gateway & StoreFront B4R, &
SiHEE Citrix Gateway,

StoreFront SZ#FERAH LT Citrix Gateway F3IEA E#{THIE,

o i3 FAPERE Active Directory P BMZR#HITE R,

* RSA AFERIKEECERE (HReSHER) MBITIBER Citrix Gateway, BINERLESERS PIN 15,
MREBATEIRESHEHITERS NI, BFHEREKENTHENERTEETIIN MM RN S MBI,
a0 A A B9 Microsoft Active Directory 1.

- BEEF APERATRRER

+ RSA +15 &% Citrix Gateway WAF EEZHNRERNR L LhEBTHE,

WRE7E Citrix Gateway L2ATSHRIEHEZATERER, WAEREE, HEEKFEEHMSHIEIESZE
Z_o

WREHM Citrix Workspace M BIZF AN BEEHNZIZAFERE T A Citrix Gateway HITHEESHIE, M
%7 Citrix Gateway ERIER NS HIIEEK, 3§ RADIUS (GERREMEIISNBFRS) BEANTESHEILS
7%, ¥ LDAP (BEBFRBEMNN) RENHEEE. BERRIMERNERBEEX P EREESHEIESE, U
&4 LDAP ZiE{%:#% StoreFront, % Citrix Gateway &&#HNZEI StoreFront BERY, 1EF “BERKE §BH
“WHNRESH, BXEFMER, E8Ehttp://support.citrix.com/article/CTX125364

ZRAEE Citrix Gateway 3¢ StoreFront #1THZIH S HIIE, EES MAR Citrix Gateway LDAP S{5330IEH
BE3E “SSO Name Attribute” (SSO &#FEMH) i&&H userPrincipalName, sJIAERAF7E Citrix Gateway
BRUEPIEE—ME, UEHREEEMANMER LDAP 58, £015m StoreFront BiZi%ECE Citrix Gateway £1&
REXHN, FTEEERERERY, BXAEEMIZEEEEEXR. BRAERAFPRENREHHDEXAEH,
WA TR] UM {355 R 3 StoreFront,

7£ Citrix Gateway HEZIHFMER T, ERILUER SmartAccess H1R1E Citrix Gateway &IE SR RIZHI B - 3¢
Citrix Virtual Apps and Desktops ZiREIHIE,
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BRMXER&
15813 Workspace N ARZFEZN AN AEES AR ZAMXEESHRIE, BESHRNIES A8 OREERECH
kM Citrix Gateway Ei&,

BINBERT, ARAEERA Citrix Gateway BB SHRIFHRAZNABEENFTE Web it /E A Citrix Gateway
BEBFHRIE. ErRUES HIRIESEET+ EARE Web thm 2 AP 2B S 91T,

EERERAE

MERER Citrix Gateway EEE A1ER LDAP BH583E, NA] LR IS E1RA9418],

1. £ “BESMHRIESZE BOP, EM Citrix Gateway Hi&E > &8 FhR R FERREE T =1,

2. EFXRAEE, RAERHARMNBATERNEN. TZEPEAKFNAREBERIEERLLS HIIERS
N AREE BEEE, BE AEE JRPEFENNERE, ARREHHRHE. BRIEEMRPNARKS
RN B, BETIRPERZEHREMNR.

BHREEFEZNAANFRAEBFPRARERNSAXRBIORN. MRFEAFARBREAAIBIBARE, BR
NetBIOS ZMAIMEITIRP, MREBRAARBAFTHZMELRARRE, BET2RENEZFMET)
xH. MRFEZAFRERREAF SBAXERBAR TERIFEBNERE, NWAEIE NetBIOS 2R
M2 RERE RMEFIRP,

3. MMREEZTANEE, BMBARTIRFERAF EREOAERIE,
4. MREFEBERTUELFILEESE, BEFP “EERNERETEHIIR SEE,

Configure Trusted Domains

Allow users to log on from: Any domain

®) Trusted domains only

Trusted domains: |

| [ Edit... ] [ Bemove _]

Default domain: | example -

| Show domains list in logon page

ﬁ Cancel
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BERRIIRIRSA Citrix Gateway

ZINERT, StoreFront SRIEMMXRBINAF BMERL, WMRER Citrix Gateway FRENFERE e EFEXLER
BRIEIES %, MEcE StoreFront, HEHARIEERE, R T Gateway M HRIE, EXMELT, B
EEEEM XL URL, X#¥ StoreFront Fia] LIIRIESR BMXRIER, HBRERE Citrix Gateway.

1. EEESMRIEAAEOF, M Citrix Gateway HiE > 8B THEH, ERREZ RS HRIT,

2. ERRSBERWIIERS Citrix Gateway,

Configure Delegated Authentication

Specify whether StoreFront fully delegates credential validation to Citrix Gateway. This setting is
applied when users log on with smart cards.

Fully delegate credential validation to Citrix Gateway

I

PowerShell SDK

BERNAEIEEENER PowerShell SDK ¥ & M IIE LKA M X, &M A cmdlet STFCitrixAGBasicOp-
tions ¥ CredentialValidationMode & & & Auto., E ¥ StoreFront fid & N I IE £ 1E, B ¥
CredentialValidationMode ig&% Password,

RIFR A EE R ECT HI RS

NREH Citrix Gateway EEERER LDAP (BFREMEE) SHIIE, WATLUE NetScaler REAAFEZRNE
B HAR R

1. & NetScaler EiE Web 4=

2. EMESRE L, BESHRIE > FHiRo
3. BHESMRIEARSS.

4. TEHMIRET, QR FELEE,

RFAPEEREE TG

f&EI LU StoreFront BB AR B EEREENERE. REUMXER LDAP SMRiItHBAF@ITNNE (MAE
AR Citrix Workspace R FBERF) hENAEER, tIheeA A,
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#AIA StoreFront ECE RGP BLAHERS, BMERBESHRML. MRREBBILLINGE, HHRMRARS SFAEER
RERAVFA P EAEE N, WMRAFPALIAEERALSHIERSHERNAEE, NWARFHAREREEESRK RN
ZEPRERAXLEAF. MRFALNLRKGHAF B ELTEREARMREER, BHERBFALTEMELMN
ERINERIF MR R AR T o

1. EEESMRIEAAEOF, M Citrix Gateway Hif > 8B THREH, HFEEREEER

2. ERVTRAENRER, BEFEAITRF ENEEEIRE,

Manage Password Options

Specify whether users are allowed to change their password. When using Receiver for Web,
users must log on again after changing their password.

Allow users to change passwords

f

=r

FE
MR EPHECHEPATFAFREXNERE, XU MARBZMNERSHIENERRIDIEN FIIRE.
PowerShell SDK

ZfEf PowerShell SDK &2tk Z83i%M, 1EMEA cmdlet Set-STFExplicitCommonOptions,

#% Delivery Controller ZE /{51 StoreFront

Y Citrix Gateway Bt & /9 # 17 LDAP B3 3103IEE, EREEIEEET StoreFront, X4 F H th & 4 18 E 5 7%,
StoreFront T &ip A&, EitkT i@ Citrix Virtual Apps and Desktops #4175 55103, Ak, EHHIE
Delivery Controller BEeE X {s1E3k 8 StoreFront MR, i&#iA Citrix Virtual Apps and Desktops @&+ E%

&R {EMEo

ARSI HRIERS 2 RERE VDA

HWXECEN#HIT LDAP BHIRIER, EREREES StoreFront, UEATMUELRER VDA, W FHEMSHBIIES
7%, StoreFront TRILRIELE, FERFKABERTERERATR, EAMUERKE S HINIIESRHERER,
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SAML B1355iE

May 30, 2024

SAML (R2EBIFICIES) SRS ORI~ RERNFBRITE. £A SAML, &7 LU StoreFront EBE WA
FEEREISMNIEHREEFHITE NI,

AR
% StoreFront B2E& 1T SAML B4 IIELUHITARASR AR, Ei#iTMEBIAIE, 5% Citrix Gateway BRE i
17 SAML S9383E, SAE¥% StoreFront B2 & N 1TH X EiBE S KI8T,

StoreFront EE#&4& SAML 2.0 tREM S HiRMERERE (IdP), fii:

« £/ SAML 45% (MdE WS-Federation 48%) B9 Microsoft AD BX& B IIERS. BXFHEER, ESHA
AD FS Z3Z# AD FS 121F,

« Citrix Gateway (BZ&X IdP),

+ Microsoft Entra ID, BxXi¥4{E8, &2 CTX237490,

SAML frs e sEaAR UPN W saml: Subject Bi%.

Z1EiEE Workspace R Bi2FEEE AN ARIESAREZEA SAML 543 11E, BES G KIES A8 OHERE SAML
SHRIE. BAERT, AEAEERA SAML MBIt AZNARENFE Web iR /EA SAML B4581E, 7
WTE S5 I0IE £IET & ERRE Web thsi 7 f2E SAML,

StoreFront SAML i

2EE SAML, EHNEMOIRHEFAIERTEUTRR:

24K ID 89 URLSX 2R B EN BT RS MR, BFE R https://[storefront host]/Citrix/[StoreName]Auth
o ERAFEAERSH URL,EE R https://[storefront host]/Citrix/[StoreName]Auth/SamlForms/AssertionConsume
o TTHIRARS ,EE N https://[storefront host]/Citrix/[StoreName]Auth/SamlForms/ServiceProvider/Metadata

ks, TE—NMRES, @ER https://[storefront host]/Citrix/[StoreName]Auth/SamlTest
ATLUER LT PowerShell iz 35 E N BB ERSo

# Change this value for your Store
S$storeVirtualPath = "/Citrix/Store"

Sauth = Get-STFAuthenticationService -Store (Get-STFStoreService -
VirtualPath S$storeVirtualPath)

$spId = $auth.AuthenticationSettings["samlForms"].SamlSettings.
ServiceProvider.Uri.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/AssertionConsumerService'")
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$md = New-Object System.Uri S$Sauth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/ServiceProvider/Metadata'")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlTest")

Write-Host "SAML Service Provider information:

Entity ID: $spId

Assertion Consumer Service: Sacs

Metadata: $md

Test Page: $samlTest

Al

SAML Service Provider information:

Entity ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/
StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/
ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamlTest

ERTHIER I TRE

AT EKEE, ERUESNRHEFSIRSRER (TEEFIF StoreFront) ZERMTTHIE (R, IEB. KR
MEMAEE).

MRENSHIRMEFZIFTHES N, WATLUGEKER StoreFront iR =, 8. XidudE HTTPS #4117,

EFEMAXRE S HRUEEFHNTHIEEE StoreFront, &M Update-STFSamlldPFromMetadata cmdlet, 1

.

Get-Module "Citrix.StoreFront*x" -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.
$StoreVirtualPath = "/Citrix/Store"

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath
Sauth = Get-STFAuthenticationService -StoreService S$store

# To read the metadata directly from the Identity Provider, use the
following:

# Note again this is only allowed for https endpoints

Update-STFSamlIdPFromMetadata —-AuthenticationService $auth -Url https:
//example.com/FederationMetadata/2007-06/FederationMetadata.xml

# If the metadata has already been download, use the following:

# Note: Ensure that the file is encoded as UTF-8

Update-STFSamlIdPFromMetadata -AuthenticationService S$Sauth -FilePath "C
:\Users\exampleusername\Downloads\FederationMetadata.xml"
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ESRHEER

1. & SAML SHIIETHIRE THYIR, ARSESHRHER.

Manage A

uthentication Methods - Store

Select the methods which users will use to authenticate and access resources. (i ]
| Method | Settings
[¥| User name and password
SAML Authentication
[ | Domain pass-through Identity Provider
Can be enabled / disabled separately on Receiver & arvice Prowidler
(] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[#/| Pass-through from Citrix Gateway
Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o I
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Identity Provider

Identity Provider

StoreFront uses this information to configure the trust to the Identity Provider.

SAML Binding @ | Post Z

Address o

Signing Certificates

Subject Name Thumbprint

o [

2. EERRHREEML SAML 457,

3. WASMREEFMIL,

4. NATY SAML SRE#HITERRIER.
5. BREREFEN.

EERSRME

1. & SAML SHIIETHRE TR, ARRERSREME,.
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Service Provider

Service Provider

The Identity Provider requires this information to configure the trust for this Service Provider.

Export Signing Certificate: @ | ' Browse...

Export Encryption Certificate: @ Browse...

Service Provider Identifier: @ https://storefrontlb.xaeaad.com/Citrix/StoreAuth

| Cancel

2. (i) EEATHREASORMEFIEEHTERNSHERIEHR,.
3. (AI%) EFEATRERIINSHREERRIXE BN S HMNEZIES,
4. RSRERHUBMANEMCIER T NABEN S DIIERS.

5 RMEREEN.

PowerShell SDK

1 PowerShell SDK:

« ESASZIEH, BAA cmdlet Import-STFSamlSigningCertificate,

o« EBRAMEES, EAA cmdlet Import-STFSamlEncryptionCertificate,

Mzt
i SAML &£/, BT TH#RME:

1. %= SAML Wiktim, 3551 StoreFront SAML s,
2. XEREEERISHREEF. BAEHERE.
3. ERBREEMEERS AR SENIATIE.,

% Delivery Controller fZE »{5F StoreFront

£/ SAML 5318, StoreFront EAUAE AP #9EE, FitFEm Citrix Virtual Apps and Desktops i#47
SH8IE. A, Ex750% Delivery Controller BE2& AEER A StoreFront M9iER, #&&1@ Citrix Virtual Apps
and Desktops & BEMARIEME.
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RS I MIIERSERERE VDA

£/ SAML S1330iERS, StoreFront TfGARAANERE, ERFKABERATRRERE VDA HEERAT A, ErRILIE
RS MRS RERERER.

AR RN 51 551E

February 22,2024

Bt AP RNELSMIIE, APaTUEMAE Active Directory &1,

citrix | StoreFront

domain\user or user@domain.com

Z7ril@id Workspace AR EZN AN ASERANZAAF SNZBSHRIE, BESHIIESFE 0Pkl
BUH DR P 2 ME.

BRINBERT, AABERAAFRENERSHNRIEERAZNABENE Web bR ERRAF 2R S 51,
AILLFE Manage Receiver for Web Sites Authentication methods (&2 Receiver for Web Ui {3 WiES %)
Wk LR ARE Web it 9B P 2MER S5 1.

EEFERFE

AIREIEAERFERER (ERERIFEA Citrix Gateway BEBSHRIEER) KAFP XN ABENFIR.
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1. 72 Citrix StoreFront EEEH ENANERFIER “WABE Tx, AGTERERPEFELNSHRIE
FiE. E BF BT, BREESHIIESX.

2. TAPRMNEN > REVIRD, ERREAEH.

3. EFXRAGEE, RAERHRMBATERNEN. TZEPEAKFNAREBERMEERLS HIIERS
M AEE. BEMES, BE UEE FIRPERENNEE, ARRERE. BRUERXMIPORRIKS
RN B, BETIRPERIZEH R EMNR.

THEESENAAFREAFBANZERBIRBIEN. MRFEAFPEREARIRABAZE, B8
NetBIOS ZMAFIMEITIRP, MREBRAAKRBAF EHRZMENRARRE, BET2RENIZFMET]
xH, MRFEAFRAERREAF ZRAXERERAF TEIMBVANEE, WLARERR NetBIOS Z75
T2 MRERER AINEITIRFB,

4. MREEZNAIEE, BMBRIARTIRFIERE P ERIEOAERBE,
5. MIRBAZFRNELFIHAIEE, HEP “EERNEPETEHIIR EFE,

Configure Trusted Dormains

Allow users to log on from: Any domain

&) Trusted domains only

| [ Edit... ] [ Bemove ]

Default domain: | example b ]

% Show domains list in logon page

SRV BN

AUAFAFRERENE SR, B URAFEEEIHNARERERE. XRTEATURRABFEFTETET
HmAEE R ERENNAERF.

UT &R iRR M EREIIhEE:
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3R StoreFront L5 %R StoreFront £/5
Citrix Workspace i 2  FH, BHFRIMEHRESHI A, AREUESBESEHZ
52 = RARBHAFP BRI RIERED
Windows z
Mac =
Android
i0S
Linux =
Web = = =

BRINECE RIS LE Citrix Workspace R F#2F#1 Web %282 - Bk B S M3, BMERIBET AR, MRRE
BRILtIhEE, BHERIRSSPITERNRIERITRAF BTN, NRAF A LIARERLLS MRS BN AREIE,
WFAFRERAEZRRERBNREIESERAXEAF, NRFARNRLREEHF BIHELThEERE AN
B, IEMRA R A MBS SNER G IR AT R I

MREARTFAFMNENECHNERS, ZHARKIHNEAREERNREE—FES. NERT, BARAHE
FIRORY B ERERAERZ A Windows SRERIREIRE, &, EHLUEEBESCBHELE.
1. ZEESHEIEAZEOR, MBAABNEE > RETUXREHR, EEEERGEDR
2. BERTRFENRE, BEPRITHF BTN ERIE,
AR
NRIEF IR, WARBITEHXFAE, WABHTEEIRMEAERRSEMNAEFNEFRAES
o

w

. ERZAYAF Only when they expire ((RIEFEIHAR) BXZE, X241FAF At any time (F#ET)
B,

4. EREEERFAENIIZARERR,
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Manage Authentication Methods - Store

Select thg Manage Password Options (i )

M Hings

s [+ Allow users to cha nge passwords: } = .

Wl S . Only when they expire e

0O b \: At any time (only available when using Receiver for Web)

B Remind users before their passwords expire:

L] S Do not remind
C . : -

= ® Use reminder settings from Active Directory group policy

[] H

Use customized reminder setting

<
=
ki

Remind users |10 = |+ | | Days * | before expiry

Installi

authent .
o

dl

ced ™

e
StoreFront 3z Active Directory FB94R{L 2R 5RES,
&E2:

Hafr StoreFront RSB LA ERBMMBTEREEMMBEAFANREX . IRERFPNRIBEEEGILE,
StoreFront 27ERRS & LA ZAF QIE— NI EX . StoreFront 7SS SEEHIERH#ITBIE, 7 HEE
PR PRV,

AE 3

WNREFERY B AR EAEREEINE, XEAaFMM Citrix Gateway BB S B I0IEH EIEZBIAN FAYILE,

FHEEIIIE

BEERT, StoreFront B#5 Active Directory #1Ti& s USIEERE,

#N& StoreFront 5 Citrix Virtual Apps and Desktops i1 F AR, HEFXAIEE Active Directory 54E, T
AL StoreFront EZ& 9 fE A Citrix Virtual Apps and Desktops Delivery Controller skI&IFR A R BB E
1=

1. FEESMHEIEAZEEOR, NAFRRMES > 88 MRS EEFRE RS,
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, 0

Method Settings

User name and password

[ ] SAML Authentication & g

[+ Domain pass-through
Can be enabled [ disabled separately on Receiver for Web sites

[] Smartcard

Can be enabled / disabled separately on Receiver for Web sites
[] HTTPBasic
[v¥ Pass-through from Citrix Gateway
Installlng ar_u:l unlns..talllng _the authiantlcatlcur?n methods and the _
authentication service settings are included in the advanced options.

o I

2. 1z Validation Password Via (3if %5575 ) 5%+, %% Delivery Controllers (Delivery Controller),
RE%E & Configure (G2E),
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onfigure Password Validation

Use this setting to select how passwords are validated.

© Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from Citrix Gateway and HTTP Basic. You do not need
to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers «

This method delegates end user authentication to Delivery Controllers,
Click "Configure™ and select one or more Delivery Controllers to
validate user credentials.

. - -
Configure Delivery Controllers

Delegate end user authentication to Delivery Controllers in Citrix Virtual A
Add one or more Delivery Controllers for validating user credentials.

3. #% B Configure Delivery Controllers (f2 & Delivery Controller) R&® L8 BERMN— Nk 24
Delivery Controller BFRIEAF &R, AG8E OK (HE).
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Edit Delivery Controller

Display name: IC\MD
Type: &) Citrix Virtual Apps and Decktops
XenApp 6.5

Servers deliverycontroller.xample.com —

(load balanced):

1

Add... Edit... l Remove |

o' Servers are load balanced

Transport type: HTTPS -

Port: j443 |

&5 Active Directory

1. EEESHRIEAZENEL, MAFRZNER > 8BYIRPEFREZEIIE,
2. 7£ Validation Password Via (38iEZEA) THisEd, %% Active Directory, AE%EE OK (HE).

BRERE VDA

HAFBRahEIRE, StoreFront EAAFRERIINAEERERANEERRERE VDA,

HEXBERRR

EREREETERERN, ZEREEMT C:\inetpub\wwwroot\Citrix\[ R AE®E&#]Auth\App_Data\Templates\Userna
A B ENZRE.

R AN

HEAERIVABEN, RAERT, ERWNEEPFREREATENS. JUETXE FER ARSEHIHNE
EXGHE:
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[y

. EAXARIERITASHEIERSH UsernamePassword.tfrm e
2. EXXHRERUTT.

@*x @Heading("ExplicitAuth:AuthenticateHeadingText") *@

3. BEREISNERETS @* REMRE *@, IUHIEANERRS.
@Heading("ExplicitAuth:AuthenticateHeadingText")
Citrix Workspace 2R AR EE REA LS M IIERS T AEIERN, FEIRINNITEAXE BER,
AR N AN AL kRS

4, BEMITENS, EERAXERERTHBTEMEIERSH ExplicitFormsCommon.xx.resx X1, %X
@EMTF C:\inetpub\wwwroot\Citrix\[Store name]Auth\App_Data\resources\ B &+,

5. EWXHHRERIUTITER. Hig <value> TTEPMNNA, LUEEAEF 1T I & 4330 IERR S5 MR A i fE B
AEFNEEF BN EAX A,

<data name="AuthenticateHeadingText" xml:space="preserve'">
<va'lue>My Company Name</value>
</data>

ENFEFREMXERENAFRPECRERNIEEMRBE XL, BHIELBE MK X4 Explic-
tAuth.languagecode.resx, E# languagecode #XIFi& BFRIR o

FE1EE AT Windows #9 Citrix Workspace N BIEFEEFZREMAFZ

BIAERT, EATF Windows B Citrix Workspace M REFSER P &S StoreFront M AREIENZEMEZE, 7
BrIEERTF Windows B9 Citrix Workspace N AREFEERF N, &0 URIESHIIERS X,

1. FERANXARERITH X inetpub\wwwroot\Citrix\[Store name]Auth\App_Data\Templates\UsernamePassword
2. FELXHHRERTT.

@SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
ControlValue("SaveCredentials"))

3. BUWTR, FREIERD.

<!-- @SaveCredential(id: @GetTextValue("saveCredentialsId"),
labelKey: "ExplicitFormsCommon:SaveCredentialsLabel",
initiallyChecked: ControlValue("SaveCredentials")) -->

APRSRERERILS MRS BN B R ERSBA TN ZE,

ZINERT, EATF Windows 89 Citrix Workspace iBEFSBE#MER EXBANAR R, BZIHERH
FRTE, W& THREREEFEEBNERNG, E8RMELEERT Windows 89 Citrix Workspace WEERF
EIFEEHAF A,
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@it Citrix Gateway #1TiZiZiA1A]

AILEEE Citrix Gateway, UERAFERESARZINEBEERMK, XLEEEREZEL4 StoreFront LIEREINA
i, B% Citrix Gateway E2E1:i#1T LDAP AP BMZBEEMIIE, 581 NetScaler st - LDAP 5350k, &
BcE StoreFront, E&FEM Citrix Gateway Hif,

BXEBMIIERSEE

April 17, 2024

RN SAML 2 £ 5 HIIEAER, NRAF AEEE Citrix Workspace RBRFHRHNERE, NBRIANERLT
LA EER VDA, EXEERT, EAILUEREESHINIERS (FAS) @iEBEHIEHN VDA IRIEE A5 R,

¥ FAS 5 StoreFront B2 &M, 4 FfEH PowerShell SDK B2 & StoreFront & Set-STFClaimsFactoryNames
BEBAT &8N FASClaimsFactory, R Set-STFStoreLaunchOptions ¥ VDA B REIEE RIREERF
&R FASLogonDataProvider,

B, EANBBERR FAS, BHRITUTERE:

Sstore = Get-STFStoreService -VirtualPath [VirtualPath]

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdaLogonDataProvider "
FASLogonDataProvider"

ERNEEIEZA FAS, ERITUTERE:

Sstore = Get-STFStoreService -VirtualPath [VirtualPath]

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -VdaLogonDataProvider ""

BB EPAREN [VirtualPath], #w /Citrix/Store,
BB FAS [RE[FIRUNEMIGE, HAERAAKIE, BXEZIEMEE, 558 FAS i,
BN S RERREENE R FHTEMIIER AR ER FAS,

FAS RS2 A1 A

MR FAS RS BA0T A, NEABE R FTREIEERMAER, ErILI3T StoreFront 3#1TECE , 1L AP 7E FAS BRSS 235 7] ARS
ALBIMmANERERER VDA EEFREE , EERAFESH FederatedAuthenticationServiceFailover

# Powershell cmdlet Set-STFStoreLaunchOptions, i, BEANBEEEBB®RERERE, BRITUTER
E:
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SstoreService = Get-STFStoreService -VirtualPath [VirtualPath]
Set-STFStorelLaunchOptions S$storeService -
FederatedAuthenticationServiceFailover $True

FEEMEENEEE

February 22,2024

7£ Citrix StoreFront 1, ATLABIEMEEA T Citrix Virtual Apps and Desktops I BiEFMSmLCEE—

EHNAEE, MATERFERIEE. BEhRXEER,

&5 FHER

IR RS ALUREFERES M EMNAEE.
FoE& N AR EENAEERE

T PR B P I HFFF R 2B BB,

FNRFSENAREERES

mAFR A SHMERRENAREE

BoE Kerberos &k

MEE ﬂm%mr?ﬁ{ﬁﬁﬁz\/

il

R

@i Citrix Gateway X4 Rz F i [ERYIZFZ1/517)

IERmRETIE (CRL) o&

A StoreFront N BEEEEEANHEZ2BITIREGER
fih

B AR E<

BIENAEERITIRE

A StoreFront N BEIEEEENHEZ2BITIREUER
i

£/ Microsoft SQL Server T#f#UiE £k

R EENAREERFAEENXXG, HhaERNA
AERERFE Citrix Gateway SEFMETra.
ER P ¥ Citrix Workspace NBEFRENERE TS
FHREFRIM &K FOQDN RE2I-m AR 2N AEE
LURINEIE bk A,

f2& StoreFront &M Kerberos Zikm Delivery
Controller #T &3,

TEN B ER AN SRR R,

AMARAMEEZNAFEE R Citrix Gateway SR
FABEmIAIE,

% StoreFront BB AERAE LK GHIEHBETIE (CRL)
%% CVAD Delivery Controller FrfEFE8Y TLS SEHHY
B® StoreFront ABIERENRZARITRASUER
fillo

FIR RS IR RS FR UM

EE. SN\ SHMBERITHEEIE (B,

RS ERE A HE R RITASRERE,

fEASMER SQL Server BURFEEMEITIR (WEk) k.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 101


https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/create-store.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/configure-store.html
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7T HAER

Citrix Virtual Apps and Desktops E2& FRBRMZRENARE Web RN ERARHY
Citrix Virtual Apps and Desktops i&&

BRNAEELE ReESRNAEIELE,

= HDX B8 AR & {6 MR P K 1 B P LE B R

ik ica & @3 HDX & ERE default.ica REEXLEIRE

ICA X% & BEE ica XHER

Windows tRiEA= EeEEAT Windows 89 Citrix Workspace M ABERF
MAREENTNENLAEFCIE e XRENRE
REEFH o

I AEE

January 25,2024
ALMRIEFRERERRENNAREIE; FW, TUARERFPASIRNARE, HEF—ABERFAN—E,
BEERT

EZMREBBES, BH—RVEA—ERSB[UFHIRSH[ANERE, #R Citrix StoreFront EBITHI G KRTE
ERNEAMEMIRS S EIE1T. TRE, 1B
B A B I B LB RIRSBE, EEHMNEPE MRS S,

DOIRASE, FEREHEESRSSE (ATRERZEINABERENER) BNBE, AE, BEBT Citrix
Gateway Sz A E#ITIZIEAR] (F1E),

1. ERFERT, RERNABEE,
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Create Store

StoreFront Getting Started
StereFront stores provide your users with access to their Windows desktops and applications,
mobile applications, external software-as-a-service (SaaS) applications, and internal web
Getting Started applications through a single portal from all their devices,
Store Name
Delivery Centrollers g e E‘-Erf _UE-_ _______ @ i
Remote Access ; et :
. Citrix H
Authentication Methods 1 Receiver .
.
XenApp Services URL L H
Receiver for Web Site '
w0 LR (@]
Stoie Browser E End User
' '
] 1
: []
¥ 1
' [
- (s AR @ mnt
PNAgent
Next | Cancel |

## Next (F—%)
2. ENAEESMET£L, HEUTRHE:

o WANREERR

s MREFREATHFERIREFNIIEHRNABERE, FOERXATFRESHIIERNAEF G AE
[Eo QIRRESMIIENNAEEN, BHWIERENTZBRNEARTR, £MA “2F S8PrRS
B[ENRBEMNELES URL, (XZHE—AJBENED, EARSHFAEERMNEBIRSBPARAIA.)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 103



StoreFront Haikkas

Create Store

StOI’EFFOF‘It Store name and access

Enter a name that helps users identify the store, The stere name appears in Citrix Receiver/
Workspace app as part of the user's account.

Getting Started

Store Name @ Store name and access type cannot be changed, once the store is created,

Delivery Centrollers

Remaote Access Store Name: | Store2

Awuthentication Methods -
|| Allow only unauthenticated (anonymous) users to access this store

XenApp Services URL : : 3 y
Unauthenticated users can access the store without presenting credentials.
Summary
Receiver for Web Site Settings
[ | Set this Receiver for Web site as [IS default
When this is checked, the Receiver for Web site created with the store will be set as the
default 115 website. This setting will overnide any previous defaults configured for the [1S

sites.

## Next (F—%)
3. £ Delivery Controller iEW+ £, NEMENEENNARFFIZRE. XEZFRMAER, HBREE
N A& E P REANE R

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 104


./manage-controllers.html
./manage-controllers.html

StoreFront Haikkas

Create Store

StoreFront

+ Getting Started

¥ Store Name
Delivery Controllers
Remaote Access
Authentication Methods
XenApp Services URL

Summary

Delivery Controllers

Specify the Citrix Virtual Apps and Desktops delivery controllers or XenApp servers for this store,

Citrix recommends grouping

delivery controllers based on deployments.

Name

Servers

Type
Citrix Virtual Apps and Desktops cvadl.example.com

Controller

Add.. || Edit.

| [ Remove

BET—%,

Gateway BRI AR ERIZEIZ ARl

4. ERBAEET £ £, ERREEBEE Citrix Gateway RHBNABE, BXBELEMES, ESHED Citrix
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Create Store

StoreFront

+ Getting Started

¥ Store Name

+ Delivery Controllers
Remote Access
Authentication Methods
XenApp Services URL

Summary

Remote Access

Enabling remate access will allow users outside the firewall to access resources securely, You need
to add a Citrix Gateway once remote access is enabled.

Enable Remote Access
Select the permitted level of access to internal resources

#) Allow users to access only resources delivered through StoreFront (No VPN tunnel) @

) Allow users to access all resources on the internal network (Full VEN tunnel) @

Users may require the Citrix Gateway plug-in to establish a full VPN tunnel

Citrix Gateway appliances: & Gateway [}

Default appliance: [ - ]

5. AEMWIESRET+ L, EERAFARANABEELIESHNGE, ARRET—P.

BEXARASHRIESENESFMES, BEHEES KRNI

AUSHEMYAEERZSHIIIRE, MIFALNEEERREESHIIES % Alt, BOEERRESH
WIERRSS, AEEFRNENAEE.
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Create Store

StoreFront

+ Getting Started

¥ Store Name

+ Delivery Controllers

+ Remote Access
Authentication Methods
XenApp Services URL

Summary

Configure Authentication Methods

Select the methods which users will use to authenticate and access resources, [ ]

SAML Authentication

Domain pass-through

Can be enabled / disabled separately on Receiver for Web sites
Smart card

| Can be enabled / disabled separately on Receiver for Web sites
[L] HTTP Basic

H . -
| Pacc_throwmh from Citriv Gatewsanr

[ | Method
User name and password =

|| Use a shared Authentication Service

Using a shared authentication service for stores enables single sign on between them. Users do not
have to logon when they are switching between stores,

Select the store with which this store will share an authentication service, The dialog will be
refreshed and the methods will be updated based on the selected store.

Store name: 5

## Next (F—%)

6. 7£ XenApp Services URL &I+ £, MREHHEE PNAgent 19IBi&&, &%+ /2 XenApp Services

URL, ENIEEGHE A,
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Create Store

StoreFront Configure XenApp Services URL

URL for users who use PNAgent to access applications and desktops.

« Getting Started [] Enable XenApp Services URL
+ Store Name F

+ Delivery Controllers

R A Make this the de re fo Agen
+ Authentication Methods
XenApp Services URL
Summary
|
Back Cancel |
[T b
BHoE

7. QBT MAEER, SE5TM.

SIERFNARIEN, ©E2tIBZ— 1N Web U AR HRZNARE. EaUEE I Web ihSaE 02 E M
Web b5,

PowerShell SDK

ZfEFH PowerShell SDK SIS, BEHRITUTERIE:

1. /A8 Add-STFAuthenticationService g1 5B I0IERS. HBEM, EMBREER /Citrix/[
StoreName]Auth, =%, ERILUER Get-STFAuthenticationService SKERIMA MW B P IRIERS, =
FEWNERNBAEERTHSE,

2. RIEEERESMRIERS. BHSRAKE S DT,
3. &M Add-STFStoreService,
o NNVAEEEFEMNBEHEHISE N -VirtualPath &%, X&&E2 /Citrix/[StoreName]s
« ¥ -AuthenticationService RBEAESE 1 FEIENEHRIEIIRS. 3E, WTERNAD

[E, EI&E -Anonymous $True
o EBEUEE—INMERENEAEE. HtRRSMEMEE,
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&N B

September 7, 2023

EERNABE, BFRITUTERE:

3| RE HDX BHIATF,

ok wpn =

REE,

RIENAEFNSENUERERTEHNAREFIRERMX,

7z Citrix StoreFront BIZHIAMANERPEENABET R, ARERFERTEEREVABERE.,
BIAAITRSERNRUEE TSR,
#3| Kerberos ZHEM+, BEBENABEEREMER Kerberos Zik@ Delivery Controller #1T & 4%,

RINENABEEDR, BE Workspace ARRFZEAF KA FQDN s FapH i 2B MAF A SN

Configure Store Settings - Store

StoreFront

User Subscriptions

Kerberos Delegation
Optimal HDX Routing
Advertise Store

Advanced Settings

Manage User Subscriptions

#) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
subscribe to applications before they can use them. Any previously specified subscriptions are
still available.

Disable User Subscriptions (Mandatory Store)

‘When you disable user subscriptions, the Mandatory store is then in effect. All applications
published to users are available on the Home screen without users subscribing to them. User
subscriptions are not deleted and can be recovered if you re-enable the feature.

ﬁ Cancel | Apph

AR 1S PR 789 /e

September 7, 2023
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MR AEE, BRITUTERE:
1. 7£ Citrix StoreFront B H SR AMERPEENABET R
2. ERFEET, RERRNABE
3. EWIANEOYP, BER.

Rermowve Store

A Are you sure you want to remove the store "Store"?

Any associated Receiver for Web sites will be deleted along with
this store,

LIEMIBRE FARIERY, FREXERHY Web th i iER,

FR P SN AR ETREC X

February 22,2024

B R B SN AREEEFAE RN, ERaEANABERENAE Citrix Gateway ZBEFEIFR. FX
e HHRELREP, WERFEBNANABENIEAEEBEEE Citrix Workspace B AR, APEET Web
WL 2R N AR SR, AL T E Citrix Workspace Rz 2B 5o

BEERT:

EZRSB/HEFR, F—REA—ERSB[BUEKRSB/ANERE, Hfk Citrix StoreFront EIRizHI AK7E
EEPREAEMRS SR LETT. A, F
BB BT BT ERIARSS 834E, UEEHHSPIEMARS R,

1. EEMES ST NARENFASEENMEXMt, BE “BF BRTREESHSNABEMEXY, ARERE
EESELXX RN ABEE,
2. BEHESUHERY RR.or BREXAREIMNEFNEELE.,

mAF ASMERRNBEE

January 25,2024
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R AE A P % Citrix Workspace M ARZFEE AERAE T B FHRFRHA 2B FQDN HERRTRAF 2N
BEELRMEIEKS R, BRIAMERT, CIBMAREGE, ZEABEEETRA—NED, APAIUERN THE RN
RIS StoreFront SEEIGEANMNE Citrix Receiver f, BRENABEH AN ABEIREATESR, ME
P &%FA Citrix Workspace ZA2FFoERE (EAIRE URL MR XH) MABIEMERFMAES.

BERR

EZRSBHEF, F—REA—ERSBUEMRSH[ANEE, Hfk Citrix StoreFront EIizHI QKT
BEPREMEMARS S LIE1T. TlE, 15
B EC BT BT ERIARSS B4E, UEEMHEPREMRS .

1. 7£ Citrix StoreFront BEEH ANENERFEELARET R, ARERFERFRERENABERE >
NENABEE,
2. AABNABERE L, ERASNABEKRENAEREE.

Configure Store Settings - Store

StoreFront Advertise Store

@ Advertise Store

‘When this option is selected, the store will be presented as an option for users to add when they

L e configure Citrix Receiver/Workspace app through email-based account discovery.

Kerberos Delegation

Hide 5t
Optimal HDX Routing PRNRE S e

When this option is selected, the store will not be presented to users to add to their accounts
when they configure Citrix Receiver/Workspace app through email-based account discovery.
Hiding a store does not make it inaccessible; instead users must configure Citrix Receiver/

Workspace app with connection details for the store, either manually, using a setup URL, or with
a provisioning file,

Advanced Settings

ﬁ[ Cancel ] [ Apply

Kerberos &k

April 17,2024
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AR

Kerberos ZREFH, RE:TE XenApp 6.5 XBERhAFER, ©FEES Citrix Virtual Apps and Desktops
AR ST IFRIRR A —EE R o

Hizmi@i Citrix Gateway FRIIEBER E 4K S RIER, StoreFront EERFNER, FLTEERAFD
=32@ Delivery Controller #1TH9503E. £/ XenApp 6.5 RERHRAR, EaLUSH Kerberos ik, WAl
StoreFront #&#XFE A Delivery Controller #17513303E. XFEEE Active Directory HEEEZI,

1. EE—NERE, ARE “BF e8P RERENARELE.
2. %# Kerberos EiEm+,
3. ERZ R A Kerberos £kt 22 A Kerberos EJk.

4. N RSHE REFPIMBIEIENR.

Configure Store Settings - Store

StoreFront Configure Kerberos Delegation
@ Enable Kerberos Delegation

Kerberos Delegation will be used to authenticate to delivery controllers. The controllers must be

ok i configured in Active Directory to support delegated authentication.

Kerberos Delegation

Disable Kerb Delegati
Optimal HDX Routing Disable Kerberos Delegation

StoreFront will not support Kerberos Delegation to authenticate to delivery controllers.
Advertise Store

Advanced Settings

ﬁ[ Cancel ] [ Apply

PowerShell SDK

EFIE Kerberos £k, BFERATEH - KerberosDelegation # cmdlet Set-STFStoreService

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 112


https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/Set-STFStoreService.html

StoreFront Haikkas

BB ARERHIER

August 27,2024

=R EE Delivery Controller REAIFM. &2 AMIFR Citrix Virtual Apps and Desktops. Citrix Desktops

as a Service 0 Citrix Secure Private Access 12 ERIRIX,

BEERRIR
1. 7£ Citrix StoreFront BEEHIAH, EAMNEEPEENABET R

HEERBEEPEE—ABE
3. EREEET, BHERE Delivery Controller,

1= PowerShell SDK &% RE

£ PowerShell SDK a, fE/A Get-STFStoreFarm sa$HIHE B R RREEENZRER,

N INZRR
7 Citrix Virtual Apps and Desktops FiNERE

1. &1 Delivery Controller B&E, HFHHM,
2. MNRIEERNEREIRN BR& R,
3. #®EES#AK Citrix Virtual Apps and Desktops.

. ERS®RT, #BEHm, AEHA Delivery Controller B9&#5, 331 Delivery Controller E£ It i2E,
Citrix BiEE L ERE RS 8B A T A B FHSRERS,

. Citrix BiUEEZRRS [BEXNA R TE R, XE S StoreFront E8RBEEIT M RPFENIEZFIRS2E,
MTTEFRE Delivery Controller st 2 B2 & . MRAFEFUIA, IRSEEFIRBIRINERITFS
WIEEBTIR, EXMIERT, LHBHEREETIRPHE—EDHN Delivery Controller siiZizes £, 0
RizRSBEAN, 2MERERTIRPIBE - DIRSS[IHIT, KILEHE,

. 7£ Transport type (Z#HZE) FIRA, %#F StoreFront BFS5RES[ETBEIERESEE,

o EEERMEZENERLEEIE, F%EE HTTP, MNREFMED, NHAETRHRZEAE, MURP
StoreFront SRS R Z EEENR L,

o BEIMBERLERIE (85, 155EF HTTPS, MEA Citrix Virtual Apps and Desktops fR$328
WERRIETR, 58RI Citrix XML Service 8835 Microsoft Internet Information Services (11S)
HE=HHEA, HFE NS EERALR HTTPS,
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AR

NRERER HTTPS K{R4F StoreFront SRS B2 ENERR S, BHERERSBIIRPEENRZHS
XERSB[OVER LR TR —H (BEXNE).

7. 387 StoreFront EZRSEBAAAMNIKEO. BRiAlkO 80 AFEI HTTP i%E#E, O 443 BF &L HTTPS i
#, IEEMEOMME Citrix XML Service ERM#®,

8. ®KfE

Tra

Add Delivery Contraoller

Display name: cvap
Type: 'l; Citrix Virtual Apps and Desktops
) XenApp 6.3
Servers cvadl.example.com —

Uitk -

Port: 443

|| Servers are load balanced

nsport type: HTTPS -

Advanced Settings
Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o eEm

9. MRETEEELZ2TH (M%), WLHER PowerShell A=A, Fan:

Sstore = Get-STFStoreService -VirtualPath [Path to store]
Sfarm = Get-STFStoreFarm -StoreService S$store —-FarmName [Resource

feed name]
Set-STFStoreFarm —Farm $farm —-XMLValidationEnabled $true -

XMLValidationSecret [Security key]
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7 Citrix Desktops as a Service FiI1ERR

=

N

N

[¢)]

1.

8.

%12 Delivery Controller B&E, #&HFHM,

AR EEBEIRRRE ER Ao

. %R Citrix Virtual Apps and Desktops.

ERRSEET, BEHHM, ABHA Cloud Connector B9Z . W& ARSB[EEBRES IIRME, Citrix BiUE
EVERMEERBZULATR. MREESNRRMUE, Citrix BINEMFIBERRGERM Cloud Connector,
LAB7E HILEFERT StoreFront REBSEA At E N EFEE UM E R VDA,

MRICERBESMIBMEESR, Citrix BiYEE StoreFront IREBMIERREMNEZSKERTIRIAS, H
ERRSHRE RN AT TEIER. BT EZESSEESMREERl Daas Delivery Controller, Fitk R a2 F
BT E R,

7£ Transport type (f£#38!) 5)&Rd, %R StoreFront BT SIREHFTEEHNERESEE,

s ZRBIERMBNEZLEHIE, H%EE HTTP, MR EFLET, WHKABTERHLEAE, MURIP
StoreFront 5 Cloud Connector zZjaEZENZ 2,

o BECMBERLENE (#EF), BEE HTTPS, MRERIGED, M4FHFE Cloud Connector
FEERER HTTPS,

=

AR

NRIEEEA HTTPS R{RiF StoreFront 5RSB[|ZENEER S, BRRTERSBIIRPIEENRTS
XLERSBOIER LNRFR2—H (BEXNE).

$57E StoreFront iEZRSBAAAME O, ZAIAGO 80 AFEIL HTTP i&E#E, #0443 AF &L HTTPS i&
%,
HHE
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Add Delivery Controller

Display name: Daas
Type: ®) Citrix Virtual Apps and Desktops
) XenApp 6.3
Servers connectorl.example.com E

GREIE e L Bl onnector?.example.com -

| Add. || Edit. || Remove

[j Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings
Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o |

9. MRECEELZLEH (WH), WA PowerShell FnzH, FIa0:

Sstore = Get-STFStoreService -VirtualPath [Path to store]
Sfarm = Get-STFStoreFarm -StoreService S$store —-FarmName [Resource

feed name]
Set-STFStoreFarm —Farm $farm —-XMLValidationEnabled $true -

XMLValidationSecret [Security key]
73 XenApp 6.5 FiINERR

Citrix R3z#F XenApp 6.5, B StoreFront 2308 £, FTABEFERAEEEH &R XenApp 6.5 BFR. B2, &7
W44 fER PowerShell,
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71 Citrix Secure Private Access FRIN&ERIHiE
MR FIEH StoreFront fRs328808 T Citrix Secure Private Access, MI&RT LD Citrix Secure Private Access
BIRBE,
1. 7£ StoreFront - SM%I& A& > Delivery Controller,
2. BEHFM.
3. 70 Delivery Controller §O+, EMETRBAMEIFAIZIRIX,
4. %#% Citrix Secure Private Access fERZEL,
5. A Citrix Secure Private Access RS 28 &,
6. MEEERTHIIRF, ERTATERSFBEMERNEE,
o HTTP: @S RMNZBHEERXHUE
==
NREEEFE HTTP, WATBTRHR2FEFRRIF StoreFront 5RBBEZEIEENT 2,
« HTTPS: BIFERARLEETE (SSL) sittiaER et (TLS) MRe HTTP EEREHIE,
7. IEEATIEERSHREO. HTTP 892Am0 80, HTTPS MBkiAiRO 7 443,

8. B M.

£ PowerShell SDK 8I2 &R

BERINERR, 5EA®< Add-STFStoreFarm

« XF Citrix Virtual Apps and Desktops g Citrix SEEIRSS, &% FarmType i&&x XenDesktop.
« S¥F XenApp 6.5, B FarmType i&&H XenApp.
« 33F Citrix Secure Private Access, &# FarmType i&&H SPA.

EHE IR

=& Delivery Controller RE+, &E— M ERRHEEHM,

1= PowerShell SDK &2 &R

E{FH PowerShell 2GETRE, EEA®<S Set-STFStoreFarm
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TR 2R R

72512 Delivery Controller F&E, EFE— M RIRRH R EMR

& PowerShell SDK i & IRER

E{FH PowerShell BipgETRER, BEMR®<S Remove-STFStoreFarm

BT ENRSSHEIITH

ATREELERRIRZHERSHFAI AR, StoreFront SiEEBEE TIEM I ARS 88, BhiZ F AR S5 2869,
StoreFront B#&ZARSS 2, TNERERIARER. X#R T EHAZHERERA ARG SFMEIER,

ERL TSR E DS 1T AR 4eadiE)

o FEEBTRANERIEE - 187 StoreFront KEGERSBESAIBRMAE, BIAEN 1 D8, EXTUL#HIT
&, E2AEe TR ERIEEH,

o BRSHESRAYIE - HEATEAETRAREN, NEVKHIREANRIAENE, BBIZENESETIMEM. MR
BABRSEBITRREE (RER) , WS EIZIEAZ FIEBLI RS2, BiAR 60 5%,

o 2WEAMB MBI IFERE - NYZHAEEETRARE (R#EE) HER. BEHENFE Delivery
Controller HWERE RS 234 BEEY, StoreFront AsRAE BT IS4 RINAERAIFLETE (U $READ,
BiAA 0 Db, XEKE StoreFront F&BLIEMARS 28,

BRI S

BEBERLT, TEEIXEIRE,

7£ Citrix StoreFront BEiEHI&S, EEMEEFIEENARET S
HEREEPIEE—NEAEE,

EiREEKTD, BHEE Delivery Controller,

#FE— Controller, BHiRIE, AE%EE4%E Delivery Controller F&E LHIRE,
£ BREE T, RERE.

£ “MESHLE” HEEF:

A e

a) TEFTBLMBLERISERtETTH, BHEZFIHEA Delivery Controller B9FF & IR S 23R L M /536
Delivery Controller ¥R ABTIE (USRI
b) EBLIIFEIENTH, BHEFEFIHANE RSB RMEFEENABMABTE (LD HRENM),
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R P RS EIZ TRIR

BINERAT, WRETNABENAFRER N ZEABERENFERRRMEHNMERRNRE, BEATEA
FREREER, TTURERMMNNAEERS IR StoreFront #E, ;E, EAILURER K Microsoft Active
Directory A 53 SR M E BB RIHIENIR, XHE, FAILUBE RN AREERNRRAFAEE AR,
g0, AIRFERFNARFRCEE—TEER, M “UE" MrINVSNAEFLETZ—MEHER, EXMH
EET, MRAFPATRE ‘MS” AFRANMSA, BBAZBREABNBEENERSEIRRRR. M ‘U5 BRAEN
BARENEIRARRNUSKAER,
HE, ATUANBLRAFIE—MRESHMBEMRRFNNE, EEAEEER. EEERAES, XALAWS
XEEAF (NEEE) RESEFNGER. MERFREERINABENTSEIEENSENLHBER, B “B1F°
FBPAENERBMAEEDHE A AP EERHNEIR,

AR

XRTHEEDNRRR. i, ERBFERS, "ILUE Citrix Virtual Apps and Desktops Studio EeEsizFEF A

TIER FATE o

BEARERPARERENRRR, BHRITUTRE:

1. #&1 Delivery Controller BB+, TRAFPMHANZURREEET, RFHLE. IEELRETHIRES
BIRIRAT LRI A =] Ao

T ARERF RGNS IERR SRR

Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

ﬁ Aggregate resources No aggregation

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

oK fr—— |

2. B Map users to controllers (EFETEl Controller) . XTI HEIEAF M BRREUAIBEHNE—
s, THEEIGEEAIEE MY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 119



StoreFront Haikkas

Create User Mapping

StoreFront

User Groups

Controllers

User Groups

Specify the user groups that will have access to the controllers,

® Everyone
) Specific User Groups

- Vien Remove

Cancel

3. EEMRBA, AEEFHFERFA, ARRI—1MHZ 1 H,
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Create User Mapping
StoreFront CRED et
Specify the user groups that will have access to the controllers,
User Groups & Everyone
Controllers ®) Specific User Groups

XAEAADNDesktopOnly Users

Add..¥ || View || Remove

4, BHET—F, XEHEZ#HN Controller E1+,
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Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

+ User Groups
When an aggregated resource is available from multiple contrellers, StoreFront launches the

Controllers resource from one of the contrallers chosen at random in order to balance the load.

Controller | Aggregated | Type

5. B&HFHM, ARBHRIN—1 5% Controller,
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Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

+ User Groups

When an aggregated resource is available from multiple contrellers, StoreFront launches the

Controllers resource from one of the controllers chosen at random in order to balance the load.
Controller | Aggregated | Type
CVAD site A No Citrix Virtual Apps and Desktops

6. BEEIE,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

&) Map users to controllers ]

User Groups , Controllers e
DesktopOnly Users CVAD site A -

[ add. |[ Edit. ][ Remove ]

.ﬁ Aggregate resources No aggregation
Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

7. BERN--RIERECIZEZ IR,

13 PowerShell SDK &8P iR5T2)E R

aJLUER PowerShell SDK & B A Mg EIER IR

1. ¥FEMRRER, BHE— EquivalentFarmset, FiE RRFE L AEHEN—5, SUMERAFEBTLE
FERAXLEERR, FARTU TSN New-STFEquivalentFarmset:

+ Name - EquivalentFarmSet fyH—Z#x
« PrimaryFarms - REXFR (%) BB,

2. WFRERNRBENTEEENEHAR, BEXEHEFP 554 EquivalentFarmSet Z gl gmst, Ea
£ UserFarmMapping, 1EER® U TEHH Add-STFUserFarmMapping:

+ StoreService - E¥ UserFarmMapping FRNEIHIN BEERS.

« Name - MUSTRYME—Z #R,

+ GroupMembers - @&EABEN—IBINAFARNZHHM SID WRER, EMXBETFTER; SIDE
X, BRMABRAF, BERERPIE—EE&EM Everyone M@ Everyone M%EB.

« EquivalentFarmSet - EL—FH8IEH EquivalentFarmSet,

BRTRRENERR (7)) BEEREEL— UserFarmMapping f, SNMESEIREFERE T A7 RZE R
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ZIRERE

BINBERT, StoreFront aEMBENNAEEREESEMNNBEFNIE, HEMEXLERRMAITRAZR,
BkE, RS IMHBREERER, FARFPKEFISMNRBRHNE— 1 ER, Bt XLEFRNBTFERN, X

AERILAFREERER, RESTAN S REER, AU IHEREm®LNAEFM Citrix Virtual Apps and
Desktops & #1THH, UENAFREHEENER. SENBBERLER, BEREBLIAESARSH LAFHER
BB EABEHITR A

BRZUERRERE, MREISEXLBREFERARENAEERRENZ Citrix Virtual Apps and Desktops &8
1efitsy, StoreFront X ZFRNFAELFIHITRS, HRARZU—1EF. HAFPBHRSHEIREY, StoreFront
SREUTERNAFHERRRNREERA:

o IRSBETAM,

s APREBEEEF—NEDIRIE

« Primary 1 Secondary x#¥.
FA P B9 RIS B T

o BEREPEERNRIINT.

WNF AN IERIIARSS 2, StoreFront SRS EMXERSFBEEIHNNER IR AEMBILEEZA, BFRR
WEME E RS 28 FRIZIRSL G, NRIBHFRNIRSEE3F, StoreFront 2R AERMA ZIERZMEMZER. 40
RAFELE—MURHIERFRNMEFAGEDRE, HEARESZERRS, N StoreFront EAZZE.
STMAFPNSERERIIR D MER R B H R BN AEFYE, MEERUE S ERmiFaik

AT EEE 4 Citrix Virtual Apps and Desktops HREHIEEHEHRT, UEXBFEHINRE SE N BERFER
EENERNE, f, XEFARAFEEERFMAERIEIARMEERENNAEFMEHNERE, myTHEHMmE
FEREMEE, Aitk, AEFEAE KEYWORDS : Primary HMiiNZIEiESE AN SEEN BRFHNIRENKE,
#% KEYWORDS : Secondary MimnEI EiSE RN ZRIRANKE. TICERBEPIRENDEINF A, B
BRAGEME AP ERIIRETERZRNNE, SEFEFTHN, AR EEEIREHBZRIRINEE,

{3 StoreFront ZRRELEMN—E89), ErILUIEEXLEZRMA T WL RN, WRAF BT GSLB 4 StoreFront,
Ma] AL E GSLB LU N— M ERIEEIETR k. ARG, EBEREMEEZ ], StoreFront 22 HEHEIEHNE LT
BN RER.

WEHMERG, StoreFront BEREEEFEENHTINFRBERR BERIINGZ, MRNABFREHTZSINE
MERE, WEILUEERAFERIE— 1 TRANE, HENERIFIRFHEFHE. FRAERIE-— T TRANEY
USRAREMED YR AP S ERNSNENE. BVEERFAIUERERANERENIDHREF

1. 7z 5% Delivery Controller &, THRFMHANZHARERET, BHEE, REERETRIRES
BIRIRET L&A A Ao
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.
No aggregation

& Aggregate resources
Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At

least one user mapping must be defined before aggregating resources,

o

2. BERAER. XRETRAERFRRR.

Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Aggregated
MNone
Mot Aggregated
[ | CvADsite A  Citrix Virtual Apps and Desktops

[] CVADSiteB Citrix Virtual Apps and Desktops

[ Aggregate ] [ Do not aggre;lats]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

|Z| Load balance resources across controllers

o T
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3. ERABHEERERNERR, AEEERG,

Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Agéregated .
CVAD Site B Citrix Virtual Apps and Desktops
CVAD site A Citrix Virtual Apps and Desktops
Mot Aggregated
MNone
Agqgregate [_Do not aggregate_]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated

[ Controllers publish identical resources

|#*| Load balance resources across controllers

OK Cancel

4, RIEEERIFES Controller & &%

« Controller £#EREMIEE - EHAS, StoreFront Fz{URERSATNEH— Controller B35
B tNERFKEF, StoreFront EKMEHEBAEHMFERE Controller FRER (UBRARAFMAIRRENT
BE), ERIETEBERESRERIESERE, BRMNFENET, MRIECHRIAFERERTNERTIR
ZEHEE,

« 7 Controller Za343& EH 1T 8 T4 - ih8d, &R A Controller Z B9 0 A BE. SNRFKE
i, BIEHEBEIERFBRSHEERERIEENE— Controller, MBBohEWY, NEKFEEBEGE
4 Controller,

5. BEHMEREIRERFMANSESRERE, NEEIEREE R,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Pgoregate resources o

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources,

o

. BETEHERE, RIAMBEAT, SEBFPHIALRXEER, RS ARMNEFBRSY, #BE Map users to
controllers (EAFBETEI Controller), XB4TFAIE B METRE,

Create User Mapping
StoreFront e eanup
Specify the user groups that will have access to the controllers,
User Groups ® Everyone
Controllers ) Specific User Groups

L EEFBEA, HEERBERFA, ARAN—IHZSME, fid, ErgFEEE—MEREEUEFHAR
S

. ANBENHERR. BRIMIFIERENERE, FIEREENERFHREEN “REE”, EEAILIBEIER
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Ay
2R IRe

9. MREKRADETE Controller ZE FHIRHTRHTH, NWEJLIEEF StoreFront RSB EIFHIRBIARE.

Create User Mapping

StoreFront

¥ User Groups

Controllers

Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users. The
resources from the controllers that are aggregated will be deduplicated.

When an aggregated resource is available from multiple contrellers, StoreFront launches the
resaurce from the controller at the top of the list, in fail over order. The order of the list can be
changed using the buttons provided.

Controller | Aggregated | Type -
CVAD Site A Citrix Virtual Apps and Desktops E
CVAD Site B Yes Citrix Virtual Apps and Desktops

Add. Remove
Back - Create . Cancel
-

10. ZEZREIZIEERFRNMSIERES.
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers

Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups . Controllers

(]
a
CVAD Site A, CVAD Site B o
| Add. || Edit. || Remove
.ﬁ Aggregate resources (]
Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating rescurces.
o
11. RIEFERMEZMRE, BSUFES N ERRRGE—TAFE, SWERABLEERAXLERR.
12. BHHAE.

=/ PowerShell SDK i#{T=4&EE

B LUER StoreFront EBIEHI AR EFZE RN Z M RS AR
StoreFront, ©iRMHT THIEIMNITHAE:

1%

AT LfEA PowerShell SDK REE
. BEBARSIEEZ I HEL,

=227

- BERSIANAF—ASE, XEBEATASHER,
- ¥FEESH

ab A

BEVAFESERNEENNAEE, S MMRAR

REiREMEE,
« ERAREGHBREEXANELETNT. EEEF AT THRGMBENARNERERFEE MK ERBTIR.
£/ PowerShell, EEILUABEZAR, ENEBRNARTE, AIUERRNAZ BHITHIEES,

g
of

£/ PowerShell EEBESAZhmitlfE, FiifEAERIES A EEIXLERDT,

1. REZEAPIREH, ERAGAT, AEHERERENNLAREFRSN— I Elf. BTREEHABFE— S
M. EEEITRIaH, BR

REBIE— I REH, B PowerShell, BaIUEX ZIMREH,
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2. WFENREHE, BUE—THZ EquivalentFarmset, FIHEREMERIER (& SDK £ k) . &0
ERBEETNAARBRSELATENARL, MK ASAHARF IEEIHA EquivalentFarmSet, 8
HEZHEEW AggregationGroupName, EeIE EquivalentFarmSet, &AM TS New-
STFEquivalentFarmset:

+ Name - EquivalentFarmset gIm—2#r,

+ AggregationGroupName - %EFBNESHNET,

+ LoadBalanceMode-LoadBalanced g Failover,

« PrimaryFarms - EHFEREMF, MR LoadBalanceMode &1 Failover, ESHRENR
MIRFFIHEZ,. SNRBEHEEEZ EquivalentFarmSet, MEFEERBNERESHIERN, 2%t
IR 57E UserFarmMapping FEXH IndexNumber 184 &.

« BackupFarms - ZE 26X H U ANBRATERANG IR LNEEFH. MK ZHN2HRM
IndexNumber &=/ Efth EquivalentFarmSet,

3. WFRAEBTREANSINERE, BHESEE AggregationGroupName BfE R T el Equivalent-
Farmset, FAE R REEHBURBIEN—EED. BEARFTUTESEH New-STFEquivalentFarmset:

+ Name - EquivalentFarmSet #yM—Z#x

« PrimaryFarms - EREHMNER,

4. WFREPRNEBEENTRAEGHNSERR,, BEXLERAP 581 EquivalentFarmSet 2 Bl S, Eol
2 UserFarmMapping, EEA®UTEHM Add-STFUserFarmMapping:

+ StoreService - ¥ UserFarmMapping FRNEIMN BEERS.

« Name - BREFEIME—EFRo

« GroupMembers - BEERMFN—ES KA ANZFFA SID MBRER, SFNBTER; SIDE
X, ERMFAERARF, BERERFEUE—EEEBMM Everyone flfE Everyone W& E.

« EquivalentFarmSet - £ E—$5alER EquivalentFarmSet,

« IndexNumber - EBHRRNITEINF, XI&E T FEABNZRRBIHZRIRIITE,

EURTHRFESINERR (17) HasEEL—1 UserFarmMapping &, BNERIAPEETELIRIZE Ko
X EEI

MREERRNXIEFEET 29 CVAD, NMIATLEE NetScaler ADC k@ StoreFront @A B E%E CVAD 2
B, BXFMER, BRI BRSENHTE (GSLB) 1212 iFH % RIS E 1%E I,

N TRERERE StoreFront 3kREFEE CVAD HE G S HILL R IE

1. £ Citrix StoreFront BRizHlas, EEMERFPIEEZABET =

2. EERBEPIEE— I NABE.

3.

4. %EE— Controller, B&4iE, AEEE4E Delivery Controller RE LHIZE,

EREERSD, BEEE Delivery Controller,
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5 7% ‘®&RE” T, BERE,
6. £ “MERKLE” WFENHZRRITH, BEEZI,
7. RERN-, MARREBHMHAZRE. ABEPNESIRRAESMIZF.
8. £ “WEBLKLE" WIFEF, REHHTE.
Edit Delivery Controller Configure Advanced Settings
Display name: Configure advanced settings with caution,
: KenDeskd .0 or high
Type L X::A:Sp ?E gr hicgrheg < All failed bypass duration 0
XenApp (6.5 or lower) Bypass duration 60
i Maximum failed servers per request o]
H¥enMabile (9.0 or lower) . . )
) Ticket time to live 100 |
VDI-in-a-Box Zones I
Servers xendesktopa.  .com .
({load balanced): Zones

The list of Zone names asscciated with the Delivery Controller. The names
should match those defined by any Zone enabled Netscaler Gateway
through which a user can access the store.

[+ Servers are load balanced ﬁ

Transport type: A le controllers.

o

Advanced Settings
Configure delivery controller communication timecuts and other _

advanced settings using the 'Settings' dialog.

o [

LHEFBEHRAEIRE, StoreFront £i8H X-Citrix-ZonePreference trkhmM&ERIHTIR, HERA
BREZSREETNERR, WREELED, NeEnmiz CVAD BELESHIER, NREENET, NEssitE
fhEpE,

R CVAD HEZRSZ 1M ERE, TEBRNEREREIZIBEFHEFERRE,

EiE@id Citrix Gateway XI5 & EHTIZ R

February 22,2024

AILGEEHIT “EIEARIRE” RS IMABMEERNAFE S @ Citrix Gateway SN BAEIENIAE. FTiEIT
2 B PIIEAIN R EMN AEE Citrix Gateway HTIZIE A A,

BERR:

EZRSBHER, E—ANER—ERSHZUF KRS F[AWEE, #R Citrix StoreFront EIEiTHI & RTE

BERNTAEMARSESE LE1T. TlE, 18
BB EERERIRS A, UEEMSEPHEMRS .
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1. 7£ Citrix StoreFront EEEZH ENAMNERFERE “WABE TR, AEEEREEPER— I NAHEE.
£ BFE Jit, REEETENRE.

Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a MetScaler Gateway appliance.

¥| Enable Remaote Access
Select the permitted level of access to internal resources

® Allow users to access only resources delivered through StoreFront (Mo VPN tunnel) i ]

Allow users to access all resources on the internal network (Full VPN tunnel)

Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway 0

Default appliance: [ ProductionGateway w7 ]

o M=l

2. 7 “BREZZIFRILE” SHFEP, BEMLXAREBEZENAF S URNMAESED Citrix Gateway a1z
MBS,

s ERNABERENNAHNEDNARRAR, TSSO EFBRATERR. X, RAEREMENZE
P 7 BESS I IR R A B

o ERAIZiZAN, BEPBATESE,

- BRI ZNAREERMNERAER Citrix Gateway 518, &:%FETL VPN @i, BAER
ICAProxy st £Z i VPN (cVPN) &2l Citrix Gateway, AEZE# /A Citrix Gateway HHfFFK
B 5EEm VPN,

- EENLLEEFRE (SSL) EMERAMLE (VPN) @8 K15 % M A R S UKk A EE ML ey EithiER,
1Ei%EE VPN @iE. AP EE6A Citrix Gateway #af#F oI VPN &,

AV A SR TIRZ AR E, EEEAM Citrix Gateway HiE 513 310IE A%, B @A Citrix
Gateway WiE& /5, BIRITEIAIRIE CHINBEERBER.

3. MREEAZEHA, EM Citrix Gateway &5 IRPEFAF BT HiFD L ABENBE, LAz
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BEEMEMNAREEENEHENERREIIRS, UHiEER, NREBETIRPANESEE, BREH
m, SARRERE Citrix Gateway FHIS BEHITIRIF,
4. MBBEIEFIRPEZE S KEBABE S MEEHITIHR, BHEERTFM Citrix Workspace [z 41R)1Z
N B ERIEIANIR o
5 BEMERTFEREHXH “REZEHR" WEE.
Citrix Workspace [ A2 FER ER R BE AP BEZIIAMME TR ARNGE, AEEFHERIIFRGE BXE
RERREFAER, BBRLEET .

ZUANBERT, StoreFront EEMX%, AR BT ZMXEZINABERBHER. B StoreFront BB HEREA
WX AERMXBHNER, 1H5BR=E HDX BEH,

IEHRA#HYIZR (CRL) 10E

April 17,2024

B
1A LU StoreFront BRE AR B £ HHIEHE R #E5IR (CRL) #2% CVAD Delivery Controller FrfER# TLS IE$
RS, MRBIUTER, ErRESEREIEBIARINRER:

o IANTLAERER
« CA®#%&H

. fIBXRBEEN

o IERBERIA

AR

R H & /A StoreFront 5 Citrix Virtual Apps and Desktops Delivery Controller Z & # HTTPS #E
B, Z"FEMA X, 5 Delivery Controller 89 HTTP EEAEEIEH, EMILAFARMWNAREERN -
CertRevocationPolicy i& &Rt fEM.

StoreFront x#5#R CRL 9% = (CDP) iEH
I EM AR ENEP B EFIE (CRL) #1T
EBFREHRE, StoreFront (XZ#F5Ee CRL: RZ#FEE CLR,

CRL %= (CDP) &

StoreFront R4k Citrix Virtual Apps and Desktops Delivery Controller hfERERBHEIEP (HFEFISER
£ CRL H7IH) MER. BRNMEERERBH, StoreFront XAEESERE COPERT EBHEXH URL 2
—XkipRE &Y CRL,
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& File Action View Favorits Window Help

e tE | XEE HE

“| Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te..
v &l C_E"p‘f'“m ‘(L““‘ Computer) 217 .com -DCO1-CA 29/04/2021 Server Authenticati..  wildcard, .com Web Server
e j"g”:_ﬁ - @I XenDesktopSSL. .com -DCOI-CA 18/06/2021 Server Authenticati..  ddcrevoked. .com Web Server Ex...
ertificates
XenDesktopSSL. . -DCOI-CA 18/06/2020 Client Authenticati... <None> Comput

| Trusted Root Certification Authorities EtenDeskeop com 5/06/. ent Authenticaty one: omputer
| Enterprise Trust
| Intermediate Certification Authorities & Certificate 4
| Trusted Publishers
| Untrusted Certificates General Detslls  Certification Path
| Third-Party Root Certification Authorities
] Trusted People show: | <All> v
| Client Authentication lssuers
| Preview Build Roots Field Value "
| Remote Desktop [&iEnhanced key Usage Server Authentication (1.3.6....
i Certificate Enrollment Requests [5ilKey Usage Digits! Signature, Key Encipher...
= Smart Card Trusted Roats [5i] Appiication Palicies [Hlapplication Certificate Polic...
| Trusted Devices (53 |subject Key Identifier cfe27513520100 117422,
) Web Hosting [55]subject Alternative Name Other Name:Principal Name=X...,
| Windows Live ID Token lssuer @Auﬁ'\nriw Key Identifier KeylD=6e 12 43 2861b562 ...

CPJ. Distribution Points [1]CRL Distribution Point: Distr...

Jél fusthrwity Tnformation Arress 1141 itharity Infn Acress: A o

[1]CRL Distribution Point

Distribution Point Name:
Full Name:
URL=\\dc01\CRLDisty  -DCO1-CA.crl
URL=http:fferl. jarldist) -DCO1-CA.crl
Edit Properties... Copy to File...

CRL %7iEf&

2§ StoreFront 7£ Delivery Controller LB REMHQNE BHAES, 1854852 CA 9 CRL & #hialfR. 418 CLR 2
ERi BEFNEY, EBESAAEMSMIBRIE CLR ZhiERE,

=l

Revoked Certificates Properties X

CRL Publishing Parameters  Vjiaw CRL=

A Cetificate Revocation List (CRL) describes cedtificates that clients should
consider invalid.

CRL publication interval: E Hours .
Next update: 27/06/2019 16:28

[] Publish Delta CRLs
Publication interval: 1 Days

MNext update:

%P CRL &7

Windows R AEMLEHE P IREAMER CRL, EA4MEEFR CRL I8ZAT, R THEH CRL,
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StoreFront fiE #5515 (CRL) #9154 R

P REEEBURTF StoreFront BERAEISIE CRL, BF4A#EE StoreFront Nt & Web fR53888 4% CRL HOIE
Bk (CA), UK StoreFront anfaiElk CRL B,

Delivery Controller bty CAMERIES EEAEHE CAFIES, StoreFront EEEMAEEM B CA
MEAHH CRL, ERIMEALNRIMLHipaxXL CAF CRL, BxEER I CA LL%L% CDP I BREFHNEE,
E&%E Microsoft i, AREEEEHMA Delivery Controller EMFFEIES, XEEHE CAEERNES

CDP ¥ B2 Z ATl EEF1E.

StoreFront #1 Citrix Virtual Apps and Desktops BRZ23& &0 F 1417 Internet Bi & AN, EXFH
BT, HERERA CA

Delivery Controller L9428 Att CAFMIARIESR  StoreFront AR588#0 Citrix Virtual Apps and Desktops
Delivery Controller aTAfER A CA ik HiE+H. StoreFront #FisEmSER CDP ¥ BiEF+5|AH URL &
Internet BXR A F CA B9 Web iR$383. NRERHARIERE, StoreFront ITiAfER CDP URL T#; CRL ElZ,
StoreFront £ 1T CRL #%&.

I M HRERE

/8 Citrix StoreFront PowerShell cmdlet Get-STFStoreFarmConfiguration 71 Set-STFStoreFarmConfiguration
ANABEIREILRREER, BT Get-Help Set-STFStoreFarmConfiguration -detailed 3§ 2= Power-

Shell #BEhf1E & -CertRevocationPolicy EMAYRAl, HXXLE StoreFront PowerShell cmdlet Bi#4 815

B, 1588 Citrix StoreFront SDK PowerShell #1x,

-CertRevocationPolicy & A LIS E AU TE:

K®E WA

NoCheck StoreFront 7«7 Delivery Controller L& IEHH
MRS, StoreFront M ERE B HIEHH
Delivery Controller FE &R, LEABIAIEE.,

MustCheck XRRTLMIET, StoreFront BEBEIBRRE
Delivery Controller EAIEHEY CDP - BH35| B
URL 3&3XEX CRL, %% CRL ~aJf@sk Delivery
Controller LIEEFEAMIEREH A, StoreFront &
Fi&M Delivery Controller H1f7#%&¢E, % URL &
MIBAMNE Web fR528 (IRIEBEETAM), WATLIE
|2 Internet Web iR5288 (MNRIEBEAM CA M
x)o
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®E WA

FullCheck StoreFront ¥ £iBx % Delivery Controller iE$H#9
CDP &8 URL, 90R StoreFront B MiXLE
URL 3%EX CRL B, MEMAnFKz Delivery
Controller #89% R, R StoreFront pTh3REX CRL,
# H Delivery Controller BiEEE#M B, M
StoreFront F&#ZE %R, % URL AILIIERMAE Web
R8s (NRIEBEEZAM), wAILIEMAHA Internet
Web fR528 QIRIEBHLA CAME).

NoNetworkAccess RREEAR#F NF StoreFront BRZ528 R Citrix
Delivery Services JEH7zf#E+E CRL, StoreFront &
2K ARE CDP ¥ EBHisEMEM URL, MR
StoreFront Zi&3REX CRL ByzA#EIZ, MEARITFK
% Delivery Controller %R, 1% StoreFront B¢
Ih M Citrix Delivery Services IEB7ZiEHFKEX CRL &9
AsHhFEl4ds, B Delivery Controller BHEHEH B,
M StoreFront FEMEEH R

MEBRENEREFME

BANAEERBEIESRHEKE, BERUEERFDIETITH PowerShell ISE, A/FE1TELT PowerShell
cmdlet, MNREEZMNBEE, BEXFENAREESIIETE, -CertRevocationPolicy 2N AREIERFINIEE,
Ex#MK $StoreVirtualPath i ERR B REEEERIFRE Delivery Controller,

$SiteID = 1

$StoreVirtualPath = "/Citrix/Store"

$StoreObject = Get-STFStoreService -SiteId $SiteID -VirtualPath

$StoreVirtualPath

Set-STFStoreFarmConfiguration -StoreService $StoreObject -
CertRevocationPolicy "MustCheck"

ENERREERBNAZLE, HEFHFIN
-CertRevocationPolicy B2&, #HETUTH<:

(Get-STFStoreFarmConfiguration -StoreService $StoreObject).
CertRevocationPolicy

1£ StoreFront fR= 23 EERA 4SS ANR CRL

SEERAMSNN CRL, 18 Citrix REGXEEM,
S
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o EVRMEAREIEE (g KRZ1 StoreFront BRS528840) H#H1TERMEN,
« 57E81 Active Directory 15 L/ CDP ¥ Ri2FM &1 CRLABLL, SRR MIEBIYES? StoreFront
AR5 28 EFhEH CRL BIR.

3R -CertRevocationPolicy I8E5 “NoNetworkAccess”, FEEEMEE CRL &%t9 %4 FFE StoreFront
ARS5 28, WTJUAERARENRIEMEH CRL,

fERZMI AR CLR

1. ¥% CRL £#!3| StoreFront FRSZ8BMEHE, 1R StoreFront REBEE MRS BAN—IF9, BHEEHEFIE
%A HIFERE StoreFront ARS3 28,

2. {T7F MMC BB #7T, REEEXMH > H/MREER T > iE+H > itEWkF > Citrix Delivery Services
IEBEFE,

3. ARBHIHEEMEMES > SN, RENKD.CRL XHHEZFEFAE XM > 7T > BATEMIERHBHRAN TS
7zfi% > Citrix Delivery Services &,

E Consolel - [Console Root\Certificates (Local Computer)\Citrix Delivery Services\Certificate Revocation List]

iFile Action View Favorites Window Help

s 2@ olc=HE

| Cclmsole Root Issued By a Effective Date Next Update
v [gF Certificates (Local Computer) B -DCOI-CA  com 04/07/2019 04/07/2019

w || Personal

| Certificate Revocation List

| Certificates
s || Trusted Root Certification Authorities

_ Certificates

_| Enterprise Trust

| Intermediate Certification Authorities
_| Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authorities
| Trusted People
| Client Authentication Issuers
Preview Build Roots
s | Citrix Delivery Services
| Certificate Revocation List
_ Certificates
| Local NonKemovable Certificates
| Remote Desktop

| Certificate Enrollment Requests
_| Smart Card Trusted Roots

| Trusted Devices

_| Web Hosting

| Windows Live ID Token lssuer
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@2 PowerShell 5#3< 173 CRL 702 Citrix Delivery Services iE =5+
1. ERE| StoreFront H¥%.CRL XHEHIZI 1]
AP REHE,

2. #17F PowerShell ISE #:&ZR BB R FHIET,

certutil -addstore "Citrix Delivery Services" "S$env:UserProfile\
Desktop\Example-DCO1-CA.crl"

NRA, NWREILITAR:

Citrix Delivery Services
CRL "CN=Example-DCO1-CA, DC=example, DC=com" added to store.
CertUtil: -addstore command completed successfully.

Ea L ER It ERRAG, BiEpZiE CRL B &5
EBEHRIFRAE StoreFront fRS588.

£ Delivery Controller #17 XML S1{3385F

&EI LUECE StoreFront LIZk Citrix Virtual Apps and Desktops Delivery Controller 33 # 1T & 19183E, 0
R Delivery Controller EHIERE® B, AP L EERE StoreFront, XMITAREER, EAWMR Citrix
Virtual Apps and Desktops Delivery Controller (f153%F Active Directory AF#TEHIIE) LHEREH B
%, Active Directory BFRZFE#8 RE StoreFront,

Z#t Delivery Controller 31 P #1T &3 50IE

1. BB E—BHNEPLREOEHEEEFERMR, AFEEEEITEERH.
2. #BBET XML Service HEMHIIEPRFHAREIE, ¥ Delivery Controller BEeERER HTTPS,

MIEBRHLEEE XML S 18IERS

REEEEPBERER XML SHIIER, FREBRITXESE,

3 =

AR

StoreFront 2 m A TR N AR SRS E S HIIERSHER, HEENGEARENABESSMNRIERSZ
BT —BREY, EXMERT, BLANFIENAEENRESBNSHIIERSHITILERD REIPE,

BSURIEBRERNIRENSNABENSHIRIERSFIARAARNE &, NIRFMENABENSHR
IEECE#RMERE, WETLREZ I NAEELEEANRZER— S HRIERS,
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B8RS PowerShell cmdlet i&E 5 Set-STFStoreFarmConfiguration E3Mm<, RILFEEFERMBM
REH PowerShell A%, ERAZATHEDFRABRMERIER R HHEIEILE,

1. #77F PowerShell ISE #&ZF U EE R F 15T,

$SiteID = 1
$StoreVirtualPath = "/Citrix/Store"
SAuthVirtualPath = "/Citrix/StoreAuth"

2. ERERT XML BEHEIENNBAEERS. SHRIERSM Delivery Controller. BRE AN BEEEE
Delivery Controller.
$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath
$StoreVirtualPath
$FarmObject = Get-STFStoreFarm -StoreService $StoreObject -
FarmName "CVAD"

$AuthObject = Get-STFAuthenticationService -SiteID $SiteID -
VirtualPath S$AuthVirtualPath

3. BEEERSMHRIEARSH CertRevocationPolicy
B4,

$AuthObject.FarmsConfiguration.CertRevocationPolicy = "FullCheck"

$AuthObject.Save()

Enable-STFXmlServiceAuthentication -AuthenticationService
$AuthObject -Farm $FarmObject

4. WIAMERERIES S HIENERTIR.

$AuthObject = Get-STFAuthenticationService -SiteID 1 -VirtualPath
$AuthVirtualPath
$AuthObject.FarmsConfiguration.CertRevocationPolicy

A Windows E4EERHIR

BH CRL#&&R, StoreFront BRZ28 EAY Windows EHEERDTSIRELIR,

BITHEREER, BRITUTERE:

« 7£ StoreFront fRE2s £, BNETT.
o B\ eventvwr, 7AE# Enter #,
o ENAEFMARS S, &K Citrix Delivery Services Ef,

TRISEIR: EMTACAD R HENIEHELR Delivery Controller

An SSL connection could not be established: An error occurred during
SSL crytography: Access 1is denied.
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This message was reported from the Citrix XML Service at address https:
//deliverycontrollerTLS.domain.com/scripts/wpnbr.dll.

The specified Citrix XML Service could not be contacted and has been
temporarily removed from the 1list of active services.

IR WRAFE XML SHIERIERKMEZEER, MM Receiver for Web ik

An unexpected response was received during the authentication process.

Citrix.DeliveryServicesClients.Authentication.Exceptions.

ExplicitAuthenticationFailure,
Citrix.DeliveryServicesClients.Authentication, Version=3.20.0.0,
Culture=neutral, PublicKeyToken=null

General Authentication Failure
ExplicitResult.State: 5

AuthenticationControllerRequestUrl:
https://storefront.example.com/Citrix/StoreWeb/ExplicitAuth/
LoginAttempt

ActionType: LoginAttempt

at

Citrix.Web.AuthControllers.Controllers.ExplicitAuthController.
GetExplicitAuthResult(ActionType

type, Dictionary’ 2 postParams)

B> StoreFront N ABIEELE A EZ L BITIREIEEFEHE

February 22,2024

StoreFront & 312 27£ 8 & StoreFront fR 53 28 L A& 24 Windows $#IEF %, LUEFEITHARE, =
StoreFront fRS33AM IR, BARSF/ELENENAEEFERNITHMENRIZ. WBIEERIIEMARSSEU%E
PEANEENARITE. FRINERT, StoreFront AE TR ABEEHEIZ— M EFME. S MTRABIEFMEYIRLIT
BN HEMNEREEITER.

SEFAANREIREN, SERBEEFERAM N NENNAREEE StoreFront, —{NEFi&id Citrix Gateway 7£5+
HipRER, FS— P UATELEL LAN EREHIHRER. IEEXRAEE web.config x4, BIENE “sMEE” M
“WER” N ABEEEARZARITREUETE,

TES R R IS M A NITH SR FERROAER T, BRUGIUTHRE—FRMAR. AR KB RLRERFSMN A
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RE—#HRN, $RINNARERENAZLRTAMEEFEDRENRLERET. §7HEZMTHABUEEE, AP
YITH R ERIIR M R “WE” NABREREXEE,

o SMUABEEERE— web.config X, ZXHTF C:\inetpub\wwwroot\citrix<storename> 1,
« BN AREE web.config SEEITHN ABERSHE P ifinmso

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_<StoreName>"authenticationMode="windows"transferMode="

Streamed">
BN ABENITRSIEAT LA TUE:

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\
SubscriptionsStore\1l__Citrix_<StoreName>

EEMIARELRITARERZE, AFF—TUAREERS—NARENITHRSHR. WRERS[ANE,
FRE RS BERABERNEE X BB ENNEMEZENHEZHIEFERNER A,

AR

S MAEE EEER Citrix Virtual Apps and Desktops iE#l2s4 e, SN, AIRESHIAmR A
S ENZRITIRASE ST —HMIE R, REFMTMAEETFR— StoreFront RS 2R ARSRAE LAY, 7
SRR =,

StoreFront iTA#UEEER =

1. £ StoreFront pE L, FEAIZEAITHIMNINARE web.config x#F#H1€% clientEndpoint, fiin:

<subscriptionsStoreClient enabled="true">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_External" authenticationMode="windows" transferMode="
Streamed'">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

2. BRIMBNAEERR USRS N BB ERRRE 2

<subscriptionsStoreClient enabled="true">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_Internal" authenticationMode="windows" transferMode="
Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

3. WNRFEM StoreFront ARS 284, BT ET =K web.config XHFrHIFRE B ERERIFE HiT =,

AN A S EIRE AN HZREN B ST SR,
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BN AR SRR

August 27, 2024
A LER PowerShell cmdlet EEiEiEARBERITIHNE (WEXE),
AR

£/ StoreFront &E1E#x4I &8, PowerShell AT&1E StoreFront, i&71EBHERXFIH /5%, (£ PowerShell
B¢ StoreFront B2 & Z /1, 1BA% %A StoreFront E12iTHI8, Citrix BB INEEH#HITER ZEHIMETT
R, LUERESEIRE FI— MRS,

ARRIT IR

THEERNES NN AR ESREE— N E ST SRR R REFE,

1. 7£ StoreFront BR$388 E1=1k Citrix Subscriptions Store BR. % Citrix Subscriptions Store R IE
1T, MFEMIBRER R RIS R IT R,

2. #% 3 StoreFront RE VB L WITEA N BB E X # %: C:\Windows\ServiceProfiles
\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1l
__Citrix_<StoreName>

3. BIBRITHRN AREXERNAS, BRMR4REE,

4. 1£ StoreFront fR558s EE#/E5h Citrix Subscriptions Store RS,

£ StoreFront 3.5 XEFEhRAH, AILUFEALUT PowerShell AN ABERITIANE, UAEELRBHRS
IR MBS IR B IR R B 1715171tk PowerShell &%, 1t PowerShell RIS S FahiniT LR S BAERBILE
e

Citrix Subscriptions Store fRE M AIEEARS 3] LiE1T, FHEMINETT cmdlet,

function Remove-SubscriptionData

{
[Cmd1letBinding()]
[Parameter (Mandatory=$False)][String]$Store = "Store"
$SubsService = "Citrix Subscriptions Store"
# Path to Subscription Data in StoreFront version 2.6 or later

$SubsPath = "C:\Windows\ServiceProfiles\NetworkService\AppData\
Roaming\Citrix\SubscriptionsStore\1l__Citrix_$Storex"

Stop-Service -displayname $SubsService

Remove-Item $SubsPath -Force -Verbose
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Start-Service -displayname S$SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"

SHITHEE

BILUEEF LT PowerShell cmdlet SREREIRFF BRI .txt XS B BB E TSRS G

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env
:USERPROFILE\Desktop\Subscriptions.txt"

NREEE LIRS [/IE, AT StoreFront FRSJ/ANKERARS 3B LizfT1k PowerShell cmdlet, FRE384EH
NEERS[BERSHNFRS[ERNITHEENRL X, NREINNEBSEE) StoreFront BRS5 2 ZiERIIT
FEEZ R, EMEPHNFERS S PSHBIEHEITHERUEEES.

ERIT R

5/ Restore-STFStoreSubscriptions A& & & A 1T AR, AT LUER Z #1ildid Export-STFStoreSubscriptions
BB RTT 2 PRAY.IXt A&7 1E SR R A i IS RV TT 5.
$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath "
$env:USERPROFILE\Desktop\Subscriptions.txt"

A% Restore-STFStoreSubscriptions Fi¥4E 8, &S https://developer-docs.citrix.com/en-us/store
front-powershell-sdk/current-release/Restore-STFStoreSubscriptions/

wEE 4 StoreFront fRS328 _ERYEE

EBRSB/IMES, FEEXF Subscriptions Store RS, UAREEERITRSIEZ 8TERIE TR,

&R StoreFront ARs3 2540 HRYEUE

ERTIRSIERREIRSSS4E, SERITUTIRE
BE& =5 StoreFront BRZB[HRFIRS FALEZE,
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» StoreFrontA
« StoreFrontB
o StoreFrontC

1. ER=aRSEFHNERRSBHNNEITHEIE,

2. 1=1EARs3 %8 StoreFrontB #1 C £AY Subscriptions Store fR$3. IthigEISFAIEARSS231E StoreFrontA B
HAIBI R SR T R EUR,

3. 75HAR%523 StoreFrontB #1 C FYITIASIE, X AT LEERAIITHE IR HI A —HE R,

4. {#F Restore-STFStoreSubscriptions cmdlet /& StoreFrontA EHEIE. RAFE =1L Subscriptions
Store AR5, tWARFHREEIE StoreFrontA LHITHEIE (XLIBEERBREHRERES) .

5. EFEhARSS %8 StoreFrontB #1 StoreFrontC & Subscriptions Store fR$5. XLERRS B ZEAT UM
StoreFrontA £ EIERYEIZ

6. EREMERSSZEILERY. FAENEEUAT StoreFrontA EEENICRHE. NEFAERSSBHMUTE
HMWEEE, BPBESPRLE. Br@mMEEmiITRAREY iR ER K E,

7. M StoreFrontB #l C v SUEIEUBINEIZ BK, HEETENARBEITIHITEES.

SNITHERE

MENAEETEEITRASE, 5EA Import-STFStoreSubscriptions, It cmdlet i® AFEIFITIAEIEM—
NABEERIS— N AEIE, SEFITHRHIES AR StoreFront iRS323,
$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath "Senv
:USERPROFILE\Desktop\Subscriptions.txt"

A% Import-STFStoreSubscriptions 89i# 4= 2, &£ https://developer-docs.citrix.com/en-us/store
front-powershell-sdk/current-release/Import-STFStoreSubscriptions/

TTHABIEXHFAER

TTRABEXHAXEXNS, 8TMAPITREESSE—1T. STHINURNKRTOROERS:

<user-identifier> <resource-id> <subscription-id> <subscription-
status> <property-name> <property-value> <property-name> <property
-value>

Hrh:

« <user-identifier>- %% MWRAFPNFERFS AHRFEAFH Windows Z2iRiRRF.

« <resource-1d> - %%, MRFITRZRNFRERFE.

« <subscription-id> - %, B—IRRITRNFRFT. IWERER (REFUBEXHPBREE—NME).
+ <subscription-status> - #i%, ITRNRKES: BITRAXEBCEITIE.
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« <property-name> fl <property-value> - ai%, EXHZNBEBZH/EXNNET, EIIRTS
StoreFront /i (i@% 7 Citrix Workspace M F#2F) HITREXKNEN. EE2 MEHBUEHIERE
HZNEF/ENRTNENE (Flg, “--MyProp AMyProp B -7 R=EBEA. BKEM MyProp).

ANl

S-0-0-00-0000000000-0000000000-0000000000-0000  XenApp.Excel  21EC2020-3AEA-4069-A2DD-
08002B30309D Subscribed dazzle:position 1

StoreFront fRE 235452 _EITIREIRRI AR/

IBR A\ (MB)
0 6.02
1,000 7.02
10,000 40.00
100,000 219.00
200,000 358.00
500,000 784.00
800,000 1213.02
1,000,000 1597.15
1,300,000 1919.15
1,500,000 2205.15
2,000,000 2915.15
SANFH.xt XHEHKR/N

1B A (MB)
0 0.00
1,000 0.13
10,000 1.30
100,000 12.80
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ERE A (MB)
200,000 25.60
500,000 64.10
800,000 102.00
1,000,000 128.00
1,300,000 166.00
1,500,000 192.00
1,700,000 218.00
2,000,000 256.00
N ARSI 828

AILUER Microsoft Windows tHEEMSIN2S1TER2S (FF44 > &17 > perfmon) £ (i) RSB EAITHIEREEK
g StoreFront IR BAZ EFEF IR E.

1#F3 PowerShell Z&3Ti7 428

Get-Counter -Counter "\Citrix Subscription Store(l__citrix_store)\
Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store Synchronization)\
Subscriptions Store Synchronizing"

Get-Counter —-Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Synchronized"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Transferred"

&M Microsoft SQL Server 7Zf&iTiHkiE

April 17,2024
AR

AHERE MS SQL Server 7 T-SQL FMMEAIIR, ESRXBEAXEZE], EERMIIRAEHEE. &
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BfEE SQL Server,

vl

ESENT 2 Windows Al IR AR BESHEIEES I, RIAMERT, FiERZEH StoreFront L IFEARE
ESENT $EE, MBEMARERENER SQL EEFE/HE, AP XRaLUEEE Microsoft SQL Server 524,

¥ StoreFront ¥ 2|6 SQL M3F ESENT MEEMHE R T-SQL EFEOATEEE. BN ITHIZR. OFR
£/ SQL, WEFREXTHBIERITAMELRSH. BANERSNED ESENT ITiEE,

ERMAEITEHIEM ESENT 572 Microsoft SQL Server, EER M StoreFront SHAITFE ESENT #iRit i
71 SQL EFEAUEHES N, N FEEEMAMITIRAEIENTBE, FFERTHSE, HIERRSBEIFHIT—
o BXNAT AILUTERRZ 3.5 ZEMFTE StoreFront iR AP ERAMNSEHNEE, HPSIANTEAXH5|IHN -STF
PowerShell SDK,

=3

AR

TR, E#&E StoreFront BFEMEITIREIER SQL Server LH&K, F=FE StoreFront E3E X
AER. FMMRSSHAFFRENERE, ERES SQL Server BiEiZEZ w1, APILERM. MBRHES UE
MR, TEFRUTHABIISART ISR B ah &R, FUHAMIT R SR ESENT B Citrix Subscription Store fRSS
Z BRI T RE R

e

£/ KEYWORDS:Auto 3t KEYWORDS:Mandatory FR & ZREER ESENT 3¢ SQL B 9478 5 X AEE.
RAPERERN, IREF—PXRFEEERANZRD, WELIEFN SQL ITHEIER,

ESENT #1 SQL Server H9{it%

ESENT SQL

BINRE, FEERMNTMAEERER StoreFront A T-SQL Tl e LURMMEES B E 5 T B IR IR

“FrFERNA7. MITEEIE, ATHRIERS T IAFRNIERE AFEEE
BWHETESIAER. Delivery Controller siA
FHIER. AFEdERENAEMRERFAT/ALNA
FHRBENAF R, APETERENAEEEN
Delivery Controller 51/, FliNLERRANLIIERR
A TAECH Y Delivery Controller BY,

FERITARSNRBUTIERRNRSSRAZEEESS 5 StoreFront 2%, FEItFEHE StoreFront A& i

ENER, ESRRETRES BIMTIAIE, EABIBRERIMM SQL Server LR
Ko iTHEEMIRIITF StoreFront, HEMA SQL &1 508
AN E
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ESENT

FAEEVTHAEEN, SQL LT, NRITHBIEKTAE
2EH, ESENT AlgEmRE A BIFER,.

ESENT #0 SQL Server pyfk 5

ESENT

SEERENAERENR. BHRtEEITRNE. EXES
HAY Xt XEPRITITIRIRME. BAMSHHABMSNED
ITIRIERE. AR EFERATHRANSIREAERESUTIT
IER, WRAREREAS, HERERSHE.
WIMTEARS 234AP RIS StoreFront ARS328 L4fiP
ESENT #iREMEIZ&, ERIEIERT, LEUREERTRE
SRS H[ANHFRRSBALEZ B ERD

SQL

MRS SRARFE R RHEZAITHRSIEN 21 EIZE, Flt
AR53 88 2 (8] K L 4R & R S IR R 2 Rl B9 AT REME AR

SQL

FEEARR SQL BAFIRMEMLEN, FJREREMWE
SQL i aiE, X1 StoreFront SEM SHE RS
R Citrix Virtual Apps and Desktops #iEESL it
A5 StoreFront £=, LIBEERZA.

ERRSBRAZ BEHITHAMIBR—NEENTETS. €
FE% SQL LHMENMIBEF L ZENES S, XFE
EE(IW MS SQL £ JFIiR,.

FEM ESENT #THUBERS UK SQL KiFHItE
Ho W RNBERIT R

ATREEEFHIMI Windows RSS20 AT,

3 StoreFront WEIMNE I,

MRELIFAFITH, 7 StoreFront FEEENE N AEEEEE ESENT $#3EES Microsoft SQL #iEZE,
FHETTIREIER 5% 21F StoreFront MIEERINIEER,

Citrix BiVFra N AR S SR EE I B ERE— Microsoft SQL Server 2 £, LR REERE M H 58/ \EEEHIZMTE

238

EIMUABETURZER— M UERE, fiiRREHEENERERNERFTH, NRXENAEERERTRRN
Delivery Controller & X &, HZHIEENZEABENRARITEAHE MTIEIZ R ABEE,

EAEZ M ABIEREA StoreFront BB, A ERILUSAMEIEFEAEZESER. AU —  NAEELE
7fERA ESENT, $B5— M NABERENER SQL. AFEEERTEMUANRKRERIRITER, BINAEXHF M.

BOFAETRFE SQL
Server FRIEETTIRIEIE:
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5% 1. = ESENT iy 1> StoreFront IR S 28RS 284 (BRI BUIABRT, BRRAE 2.0 LIRMARE
StoreFront hrzs#3 5@ ESENT #UBFETIARS SRR R 2 [EFEMETIIT IR, RS B[ANS D REHEIFTT
FEIBENEREIE, ZEIASRS[ENFAEEMRART ., LARFFERITEAEMSRENTIRE. thH5RER
FAREZHER, XEFPFRPEEEER Delivery Controller #F, SEAFTEMHITRAKIERTNIENERES,
BIanmMIBR R ERIBAF T,

FER2: REH StoreFront iz 8343t Microsoft SQL Server 52fl  StoreFront fEBZxith &£ # SQL
Server L£fil, HERNMAGMATE RS L, LLAEERTEENE— StoreFront HE, FLEHEF, BFAEE
BESREEM Delivery Controller &#, HEBFREWNEITRKIBRITMENEECTS, ORI ERIBRFITI,
BRBESA AN StoreFront &, Citrix REINIRS[BAGALAR, RAEKERE Microsoft SQL #uiEE
LIRS /AMR DEMBE—HER, WARTERFAEBLIE,

FE 3. iBERNSAMN StoreFront fR324AF1E A Microsoft SQL Server 325 (#7%)  Fra StoreFront
ARSS3AM R IEZDIR— % AR Microsoft SQL Server siffilsf SQL #fEH# BRI E, AR REAAEDIIE
FOIEEY, 7EtbEE D, Citrix BERFHEINEEN Delivery Controller B FH B HITRAMIBRITIMENEET
%, Gl EMIBAAITRAHERS AL,

StoreFront Server Group

b 4 4
\"ﬁ- -
3]
\‘% SAL Server
OR
StorefrontSQL1 50L HA Cluster
Y \'5‘;;“
1 £
Citrix ADC Load Balancer SQL Server
StorefrontSQL2 SQ0Linstance
b 4 4
N
]
=
StorefrontSQL3

FR4: SIRSBATNENIEFLFHZ ) StoreFront fRS3 2845 —NE A Microsoft SQL Server s
i
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=

AR

XE—TafiRE, RAELALEATESEFNZRFERN SQL Server iR, FEREEHIHBEESEHR
DB R IR Fo

X574% 310, BRET BRIFRNZEHIEROREZEES A StoreFront lRSRAENER. Citrix BEIERRTLUEE
FEHERSRRREBER RN R EIRS BA Z BRIF TR, R OPNES MRS ERAEEDBSHE A Microsoft
SQL Server £fl, USSR, MEEZBMILEE. LARFTEASHIMG Microsoft SQL Server FRBEMERLE,
Bk T Microsoft SQL HAREHITIAIERE SQL £5.

UK StoreFront Server Group US StoreFront Server Group

UK SQL Server
OR
UK SQL HA Cluster

US SQL Server
OR
US SQL HA Cluster

= W P, i ~
e S - (el ——
UK Citrix ADC SQLServer US Citrix ADC SQL Server
Load Bal
Load Balancer StorefrontSQL2  UKSQEInstance oad Balancer

StorefrontSQLS  USSQlfinstance

StorefrontSQL3 StorefrontSQLE
aL
Publisher Distributor Subscriber
Pnnllcmlon j
L "
Publication Subscription
Database Database
Distribution
L 4 i Agent
T tional
[T ==
e
Distribution
Database

2YN

ATLUM https://github.com/citrix/sample-scripts/tree/master/storefront T LA TR AR EEBNIE :

BB R

« Set-STFDatabase.psl - A& MWABEIRE MS SQL EEF/H, 7 StoreFront RS2 LiniT.

« Add-LocalAppPoolAccounts.psl - %5 asith StoreFront AR 23898 BT t3T SQL HURERIZEMNE
NiEMER, 7£ SQL Server BE17HE 2,

« Add-RemoteSFAccounts.psl - T RS APHIFTE StoreFront fRE588%¢ SQL HUBERIERENAE NiA
R, 7E SQL Server EiE{THE 3.
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+ Create-StoreSubscriptionsDB-2016.sql - £17 SQL #kiEEMZeM, £ SQL Server tiE1T,

HHRFEARAN S NS

+ Transform-SubscriptionDataForStore.ps1 - 3§ ESENT hHl B iTiHIES K H %R SQL RiFH
BHRUBEFEN

+ Create-ImportSubscriptionDataSP.sql - tIE— 1 7=#id 123 F A\ Transform-SubscriptionDataForStore.ps1
HipEE. A Create-StoreSubscriptionsDB-2016.sql €2 %iBZEL /S, 7 SQL Server £iEfTit
Hﬁ]z:_;io

7£ SQL Server Lf2E StoreFront [REBHAMZ 24
BE2: L& StoreFront ARs3 3373t Microsoft SQL Server sz

7 Microsoft SQL Server L&l —& A <SQLServer>\StoreFrontServers MzAittL£4E, HAh
IIS APPPOOL\DefaultAppPool #1 IIS APPPOOL\Citrix Receiver for Web FiMEM
K L i At Z2 25 StoreFront SREXAIE A SQL. LR £ATECIEN ARG ITRIEEREN.SQL M43 A,
(Rt 75 R £ B FRITAL,

AT T #i#A Add-LocalAppPoolAccounts.psl REBENE,

#£1517 Add-LocalAppPoolAccounts.psl Rl s 2 i1 & % StoreFront, ZMIABURFZEH, IIS APPPOOL\
Citrix Receiver for Web @#\ IS #FMEES, ZFEREHEE StoreFront ZFiREHE. I1S
APPPOOL\DefaultAppPool i@z IS Web iR 3#AEE0IEN,

# Create Local Group for StoreFront servers on DB Server

SLocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or
StoreFront AppPool Virtual Accounts"

# Check whether the Local Group Exists
if ([ADSI]::Exists("WinNT://S$Senv:ComputerName/$LocalGroupName"))

{
Write-Host "SLocalGroupName already exists!" -ForegroundColor "
Yellow"
}
else
{

Write-Host "Creating $LocalGroupName local security group" -
ForegroundColor "Yellow"

# Create Local User Group
$Computer = [ADSI]"WinNT://Senv:ComputerName,Computer"
$SLocalGroup = S$Computer.Create("group",$LocalGroupName)
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$SLocalGroup.setinfo()

$LocalGroup.description = $Description

$SLocalgroup.SetInfo()

Write-Host "$LocalGroupName local security group created" -
ForegroundColor "Green"

}

$Group = [ADSI]"WinNT://$Senv:ComputerName/$LocalGroupName,group"

# Add IIS APPPOOL\DefaultAppPool

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\DefaultAppPool")

$StrSID = $objAccount.Translate([System.Security.Principal.
SecurityIdentifier])

$DefaultSID = $StrSID.Value

$SAccount = [ADSI]"WinNT://$SDefaultSID"
$Group.Add($SAccount.Path)

# Add IIS APPPOOL\Citrix Receiver for Web

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\Citrix Receiver for Web'")

$StrSID = SobjAccount.Translate([System.Security.Principal.
SecurityIdentifier])

$WebRSID = $StrSID.Value

SAccount = [ADSI]"WinNT://SWebRSID"
$Group.Add(SAccount.Path)

Write-Host "AppPools added to $LocalGroupName local group" -
ForegroundColor "Green"

£/ SQL Server EEEEEA7EAM SQL LHIPSHMBEE. StoreFront 5 SQL Server Z[Elf#iZEL@E R

R EE,
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ﬁ 5ql Server Configuration Manager
File Action View Help

e AR E R

ﬁ SQL Server Configuration Manager (Local)
& SQL Server Services
H SOL Server Network Configuration (32bit)
v Q SQL Native Client 11.0 Configuration (32bit)
=L Client Protocols
& Aliases
v i SQL Server Network Configuration
&= Protocols for STOREFRONTCAM2
v 9 S0L Mative Client 11.0 Configuration
2L Client Protocols
5 Aliases

Protocol Name Status

#  Shared Memo Enabled

& MNamed Pipes Enabled

HREHEE Windows B ASERIN LA Y E AR E IR O e im0z SQL Server &%, &£ Microsoft iy,

T BRINMAITE IS RIF IR R AT IR AR

m:

WRIEZER A SQL 2Bk, 5 E localhost iEEFFEPFERMN <hostname> EEMBFNEHD
IPv4 #isit, Windows AJges2id &M IPv6 ik IPv4, #H localhost #9 DNS f#tr el e =ik (a1 TiEEHS
8 StoreFront # SQL Server 89 IPv4 ik, AIREREEENRS [ LT LA IPv6 ML sefg /R L)

Ao

5% 3: StoreFront Az53234% A Microsoft SQL Server s

7£ Microsoft SQL Server LoIE—1& 7 <SQLServer>\StoreFrontServers WzithLeA, HiHM
StoreFront IRSZBAEMFER R, kL 2EM/EE Create-StoreSubscriptionsDB-2016.sql fiiz<+35| 8, %

BIARE7E SQL el TR,
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& Computer Management

File Action View Help

e 2R XE= HE

A< Computer Management (Local) Name Description
~ m System Tools & Access Control Assistance Operators Members of this group can remot...
. .Er:i:‘s;:‘::::” *Admim;tratnr; Administrators have complete an...
Shared Folders % Backup Operators Backup Operators can override se... StoreFrontServers Properties 7 x
% Certificate Service DCOM Access Members of this group are allowe...
v @ Local Users and Groups 3 K X
9 Users & Cryptographic Operators Members are authorized to perfor... General
= Gro\.lps %Di;{ributad COM Users Members are allowed to launch, a...
@ Performance *—Event Log Readers Members of this group can read e... % StoreFrontServers
M Device Manager *Gue;ts Guests have the same access as m...
v 3 Storage % Hyper-V Administrators Members of this group have com... - -
> Y Windows Server Backup & is_usrs Built-in group used by Internet Inf... Descnption: g;:ag: mags;wsse”a‘ WMachine Accourts or
™ Disk Management &% Network Configuration Operators Members in this group can have s...
> f, Services and Applications &E—Perﬁ:rmance Log Users Members of this group may sche... Members:
%P:rfurmmc:Mumtur Users Members of this group can acces... \StoreFrontSQL1
*;Puwer Users Power Users are included for back... \StoreFrontSQL2
*«Print Operators Members can administer printers ...
*:RDS Endpoint Servers Servers in this group run virtual m...
*—RDS Management Servers Servers in this group can perform ...
B RDS Remote Access Servers Servers in this group enable users ...
& Remote Desktop Users Members in this group are grante...
% Remote Management Users Members of this group can acces...
*Rep\i:atnr Supports file replication in a dom...
* Storage Replica Administrators Members of this group have com... Changes to & user's group membership
*—-System Managed Accounts Group Members of this group are mana... Add... Remove are not effective until the next time the
% Users Users are prevented from making ... userlogs on
S0l Sener200990) BrowserUserSSHAREDSQL ~ Members in the group have the re...
I Contains StoreFront Server Machi.., Cancel o EEp

¥ FrA StoreFront BRS BB ITENMK A HRME <SQLServer>\StoreFrontServers £, IME SQL
Server {8 Windows S{H383E, N RAAST|HEA StoreFront fRS3 2815 EHbK A A BEIRERFI S AN SQL F#93iT
FIER. M4 Add-RemoteSFAccounts.psl R LIT PowerShell B oIg AR 24A, HaERMAED
%79 StoreFrontSQL1 #1 StoreFrontSQL2 # StoreFront AR$32%-

function Add-RemoteSTFMachineAccounts

{

[CmdletBinding()]
param([Parameter (Mandatory=$True)][string]$Domain,
[Parameter (Mandatory=$True)][array]$StoreFrontServers)

# Create Local Group for StoreFront servers on DB Server

$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or
StoreFront AppPool virtual accounts"

# Check whether the Local Security Group already exists
if ([ADSI]::Exists("WinNT://S$env:ComputerName/$LocalGroupName"))

{

Write-Host "$LocalGroupName already exists!" -ForegroundColor "
Yellow"

else
Write-Host "Creating $SLocalGroupName local group" -ForegroundColor

"Yellow"

# Create Local Security Group
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$Computer = [ADSI]"WinNT://$env:ComputerName,Computer"
$LocalGroup = $Computer.Create("group",$LocalGroupName)
$LocalGroup.setinfo()
$LocalGroup.description = $Description
$Localgroup.SetInfo()

Write-Host "SLocalGroupName local group created" -ForegroundColor "

Green"

}

Write-Host "Adding $StoreFrontServers to $LocalGroupName local group" -
ForegroundColor "Yellow"

foreach (SStoreFrontServer in $StoreFrontServers)

{

$Group = [ADSI]"WinNT://S$env:ComputerName/$LocalGroupName,group"
$Computer = [ADSI]"WinNT://$Domain/$StoreFrontServers$"
$Group.Add(SComputer.Path)

}

Write-Host "$StoreFrontServers added to $LocalGroupName" -
ForegroundColor "Green"

}

Add-RemoteSTFMachineAccounts -Domain "example'" -StoreFrontServers @("
StoreFrontSQL1","StoreFrontSQL2")

£ Microsoft SQL Server F A& N AR EREITIRSUIBESY

7E1&# Microsoft SQL Server FgIE—Pan& L, i StoreFront /A, 15.SQL AT MERZFIEE NS SQL
AN REMEFHBUBEXHFNEMA BRI, R4 Create-StoreSubscriptionsDB-2016.sql £/ SQL
Server 2016 Enterprise,

B ERALHIEE, ARERHERIERE, A SQL Server Management Studio (SSMS) tlE= iR,
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Object Explorer * 1 X
Connect~ ¥ ¥ YO &
= @ STOREFRONT I2ASTOREFRONT 2 (SOL Server 13.0.1601.5 - \administrator)

E Databazes

System Databases
Database Snapshots

B New Database

[* =

Select a page )
Scri Hel
% Gonent IT Script ~ @ Help
J Options
J Filegroups Database name: “
Owner: | <default>
Database files:
Ii Logical Name  File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize F
:1 ROWS.. PRIMARY {8 | By 64 MB, Unlimited 7]
s L i
& _log LOG Not Applicable 8 By 64 MB, Unlimited | Q
=2
#
[
[
&2
Connection
Server:
STOREFRONTCAM24STOREFR(
Connection:
PTD \administrator

ﬁ View connection properies

Ready £ >
Add Remove

Cancel

BANBIEER USRI AREE, SUEFEMER, FIi STFSubscriptions.

EIETHIAZ AT, 4T StoreFront BBEHRHEMNARE, HEISURGIIZAFRRI5] B LA R StoreFront #1 SQL
BE. fln, ok

o NIZOIEMNENMIEESSR, UWES USE [STFSubscriptions] 8 StoreFront sRE9EfE R #RAEIT
Fio

o BEdRE. mdf 71.1df XHMEERIEE R BIEENFELE,

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
STFSubscriptions.mdf

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
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STFSubscriptions.ldf
o ERIAEHIEERS SQL Server ZFRAISIA:

CREATE LOGIN [SQL2016\StoreFrontServers] FROM WINDOWS;

ALTER LOGIN [SQL2016\StoreFrontServers]

BITHIZA, RIMECEZRMGE, BOIE=18EER: SchemaDetails. ITIRAFBF.
= Databases
System Databases
Database Snapshots
=
£ Database Diagrams
= Tables
System Tables
FileTables
External Tables
BE dbo.SchemaDetails
7 B dbo.Subscription
= FEH dbo.User

|+l

= B [

+

TENSIEETRERRETRT Create-StoreSubscriptionsDB-2016.sql Bz 82803 T 5B Ze M :
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SchemaDetails
major_version

minor_version
details

User Subscription

7 id D——=ca ¢ id
username subscription_ref

resource_id

user_id
status
metadata

secure_metadata

781 StoreFront L AEIEEZE SQL Server & ZFRFH

=

e

f7fE7E ESENT $UBE PR ERRIBITIRSIER W HEREMBR. NREREM Microsoft SQL Server i&
[REER ESENT, A AMIBREFMEERF TS H R EMIROERRIGHIE ESENT FRAR%EE SQL BT
FAEENENEREMITE, HERFARERIIXLEHIITRIER. FBERIBITHERNEFE.

ERAEE LEREA ESENT iTi  #77F PowerShell ISE #i%#2 LUBIE R 41517,

M -UseLocalStorage =R EE U T AEEFR/SA ESENT ITRNNBEE:

$SiteID = 1
$StoreVirtualPath = "/Citrix/Storel"

# Sets SQL DB Connection String
$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath
$StoreVirtualPath

# Removes the SQL DB Connection string and reverts back to using ESENT
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Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
UselLocalStorage
Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

FE2. 314

$TH PowerShell ISE FHiER U EE R B 19517,
IEEEREA $StoreVirtualPath 8B i IEFFEMN ANE

$SiteID = 1

SVirtualPath= "/Citrix/Storel"
SDBName = '"Storel"

$SDBServer = "SQL2016Ent"
SDBLocalServer = "localhost"
$SQLInstance = "StoreFrontInstance"

# For a remote database instance
$ConnectionString = "Server=$DBServers$SQLInstance;Database=$DBName;
Trusted_Connection=True;"

&

# For a locally installed database 1instance
$ConnectionString = "$DBLocalServer$SQLInstance;Database=$DBName;
Trusted_Connection=True;"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath "/
Citrix/Store"

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
ConnectionString $ConnectionString

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

MRBHEEFNES I NABELIEEAER SQL ERFHH, BNHESRTIHIRE,

B EEIEM ESENT X% Microsoft SQL Server

2 A ESENT #iEE#2 2 SQL, FEHIT IR HIERIRTRE, RETHMIRREPDERITI——RIEERF
902 StoreFront 1 SQL SLfFRERF I REEER, WFABMITHMEUERIEIE SQL FEMEIR. IBE,
s ESENT TR SQL &KX, BREIUEFRLFITHNER.

Tl E—EAFEE SQL T

4 subscrpton e resouce 4 el sas mesdta . o metadae
1 DOD2ESG4BIASSITDSBEOCDIFIATO0S  XenDeskiopSSL Notepades TLS 1 1 s i Tip/ ><orop >
2 2 2AXC2IFEOFI4ECFADICFBAICBIIECET  XenDesitopSSL Windows Meda Player TLS 1 1 /2001/X0LSchemal xmins xsi= 72001, >groperty| >4 X NULL
3 425BEAF031D2B64CE000SSEEDIDEAZ)  YenDesktopSSL Calcuator TLS 1 1 <SdbscrptonProperties ins 3=t/ www w3 0r/2001/XMLScheema” xrinsx="Hep / wvn w3 013/ 2001 /XML Schemarmtance” > rope Nl
4 4 S6LACEIITODIIGETEFTCAZ6G29CA  XenDesiopSSLIETI TLS 1 1 s i Hep / >coroperty ey~ i NULL

4 usemane
[ £
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N

7

12 1 1/ Transform-SubscriptionDataForStore.ps1 #Z<}§ ESENT %#tiEititn SQL K IFMME R LUEH
BSAN EBERIEBMoiti ESENT $3ER StoreFront AR 88,

RS BAEMERMRAMIER, AREXLRZMEEAEERENITINIER,
#17F PowerShell ISE &R U BE R FHIETT.
iZiT# <StoreName> . txt XM ESENT #iBES HE L a1 A SEMMIZA Transform-SubscriptionDataForStore.psl,

PowerShell i3 EBRyE MTIRTIREIFAR IR, UEBARHBMEITHERIER TR, XeEREERKMNEA
BEARIE,

A, RREHNHERSANZESFAFRNKRE LN <StoreName>SQL. txt, ZMACETH—FBFIER
B EF L IERITIE S5

WMETH%E SQL Server WEMNABEEEERITIEE,

SR 2 £/ T-SQL FiEIZHE SQL SANERENHE STUABENBIECA—RSA— T NABE,

BESE 1 PalEM <StoreName>SQL. txt XM StoreFront fRSS 289 EE HIZI Microsoft SQL Server
£ C:\, HEHEESHEH SubscriptionsSQL.txt.

Create-ImportSubscriptionDataSP.sql Miz<ig gl —1 T-SQL FEI 2 UM ES NITHEE, 2B 4EHERED
W—RAPHNESEE, WEKEMN SQL BUBEMRMSEHHIFD NERNIR.

4T Create-ImportSubscriptionDataSP.sql Z &, EERX USE [STFSubscriptions] URREAH
TRIREAE T R BB,

M SQL Server Management Studio #T7F Create-ImportSubscriptionDataSP.sql X, HEHBPHRITHE,
LERIZE ImportSubscriptionDataSP #Z &3 2 R N EE Z mi eI R BEE P,

RINBIEEMTRER, SQLEHAFRETUTHEE, H¥%¥ ImportSubscriptionDataSP 7Z6#&:i3 12 RN EI B E
W

Commands completed successfully.
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= Databases
System Databases
Database Snapshots
W STFSubscriptions
Database Diagrams
= Tahbles
System Tables
FileTables
External Tables
B dbo.SchemaDetails
FR dbo.Subscription

52

= &

B &=

+

= BB dbo.User
&= Views
[+ External Resources

Synonyms
= Programmability
= Stored Procedures
£3] System Stored Procedures

® E dbo usplmportSubscriptionData

ARPHEHEIBURITZERE, AEEFERITEEIEAHREAE,

S5QLQuery19.5ql - S...administrator (39))" & > EENTRT N RS R Create-lmportSubsc...adrr
1 USE [STFSubscriptions]
2 GO
ER
4 - DECLARE @return_value int
5 | EXEC @return_value = [dbo].[uspImportSubscriptionData]
6 SELECT 'Return Value' = @return_value
7
g8 GO
133% -~
B Results g Messages
Retum Value
1

BfE O REFMEHIEHLERIEAN. SAENEFNEAFHSIZRE SQL £H &, FHIBERIETE, B
Transform SubscriptionDataForStore.psl {2##HITHIERN B HBME—AFA 5 TEAE D SQL ZigHER#HT
b, RS ER LA,

REFIREAITRSHES SQL REH S HEILES

SELECT COUNT(*) AS TotalSubscriptions
FROM [Subscription]
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BRI —RRHNS SQL iRENA A RPEVIERIEIE

SELECT COUNT(*) AS TotalUsers
FROM [User]

INREMMA R 100 MHE—AAM 1000 F2ITHIER, SQL HEMINEREETHEENR T,

T % StoreFront I EMEAF B EEBEEHITHRE. SR ITHREUEITRRZRN, ¥ SQL hEHMINE
ITHHER. ER7E SQL el AR fiTHIER.

FB 3 WEFANEIESTT T-SQL i
AR

Fri& Delivery Controller B#SX 2ANE, FEKBMS StoreFront RERABIA/NS BRI

-— Get all SQL subscription records
Use [STFSubscriptions]

SELECT * FROM [Subscription]

SELECT * FROM [User]

-— Get all subscription records for a particular user SID

Use [STFSubscriptions]

SELECT x FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1id]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~
XXXX'

-— Get total number of Subscription records for a particular user SID

Use [STFSubscriptions]

SELECT COUNT (Subscription.id)

FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[id]

WHERE [User].[username] = 'S—=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX—
XXXX'

-— Get all subscription records for a particular delivery controller
Use [STFSubscriptions]

SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

-— Get all subscription records for a particular application
Use [STFSubscriptions]

SELECT * FROM [Subscription]

WHERE [resource_id] = ' DeliveryController.Application'
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fEm T-SQL EfHaMEFIMBITHIER

FRRAEA:

FrE A SQL EFMBIREUNERARNRTEEREBTEAE, RERMERRMUNTEMSBERNITIREENER
EREBINEDR, Citrix BiR 5=, REUT T-SQL EGENERAERN TR R EHNERE, ERAEHRITIH
PRI ASEVIERZ A, &0 SQL BIEETE&MTIFIEITHNE. REATLENEDNAIEISIBIIEZRRN
Bk, EXEFHIEERTEECH T-SQL UPDATE 8¢ DELETE BaZa1, BX EINEIESIZE RIYEm~#iE
BB = $AR R TR B A xS BT

AR

Ffig Delivery Controller M#X 2A/NE, HEMMS StoreFront ERINA/NEFZ TR ITE,

1 -- Update the delivery controller used in all subscriptions.

2 Use [STFSubscriptions]

3 UPDATE [Subscription]

4 SET [resource_id] = REPLACE(resource_id,'OldDeliveryController.',"
NewDeliveryController.")

5 WHERE [resource_id] LIKE 'OldDeliveryController.%'

1 -- After enabling multi-site aggregation, update the resource_id

2 Use [STFSubscriptions]

3 UPDATE [Subscription]

4 SET [resource_id] = REPLACE(resource_id,'OldDeliveryController."',"
DefaultAggregationGroup."')

5 WHERE [resource_id] LIKE 'OldDeliveryController.%'

1 -- Delete all subscription records for a particular Delivery Controller

2 Use [STFSubscriptions]

3 DELETE FROM [Subscription]

4 WHERE [resource_id] LIKE 'DeliveryController.%'

1 -- OR for aggregated resources use the name of the aggregation group

2 Use [STFSubscriptions]

3 DELETE FROM [Subscription]

4 FROM [Subscription]

5 WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

1 -- Delete all subscription records for a particular application

2 Use [STFSubscriptions]

3 DELETE FROM [Subscription]

4 FROM [Subscription]

5 WHERE [resource_id] LIKE '%.Application'

1 -- Delete all subscription records for an application published via a
specific delivery controller

2 Use [STFSubscriptions]

3 DELETE FROM [Subscription]

4 FROM [Subscription]

5 WHERE [resource_id] = 'DeliveryController.Application'
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-— Delete all subscription records for a particular user SID
-- relies on cascade to delete records from [Subscription]
Use [STFSubscriptions]

DELETE FROM [User]

WHERE [User].[username] = 'S—=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~
XXXX'

-— Delete ALL subscription data from a particular database and reset
the primary key clustered index to start numbering from 0O.

-— USE WITH EXTREME CARE AND NOT ON LIVE PRODUCTION DATABASES.

-- Can be useful whilst debugging data import +dissues to start with a
clean database.

Use [STFSubscriptions]

DELETE FROM [Subscription]

DBCC CHECKIDENT ([Subscription], RESEED, 0)
DELETE FROM [User]

DBCC CHECKIDENT ([User], RESEED, 0)

ERRZERWREX

December 5, 2023
BER “APITH BREREUTERZ—:

o AR EIEMBERYER (BBIRSNARIE). AR ALOET BENAREFHIL EHNESKINENARER. B
FRIUBRETESEUERBNAERF. WRNNARERFEREEINER .
o BRAWER GREINENABEE) . BFPFREWRSEUERENAERF. FEREIUEDR,

BRITHASRRNBEEITRSE. ENMEANNARENITAEATARE T RAERNEEHEWERX,

1. 72 Citrix StoreFront EEEH SNANERPERNABEET R, AREERERPER—NAEE. Ti1&
FERT, RHEEVABERE

2. BERF TSR K A ST R P USRI AR

3. EEERAFITE (BRRSEARE) WS BIRRE.

4, HEEZRAPITR (GRHIENAEBEE) U BRE R,
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Configure Store Settings - Store

StoreFront Manage User Subscriptions

®) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
ser subscriphions subscribe to applications before they can use them. Any previcusly specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)

Advertise Store When you disable user subscriptions, the Mandatory store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them. User
Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.

Cancel |

&, @eLifERA PowerShell cmdlet Get-STFStoreService AN ARIEEBERAFITE, Fla0:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Set-STFStoreService -StoreService $StoreObject -LockedDown S$True -
Confirm:$False

Citrix Virtual Apps and Desktops 25

April 17, 2024

i@id Citrix Virtual Apps and Desktops 5 Citrix Desktops as a Service IR FRIZFRY, 1% FBER L TER
RIgsR A FEE BN BEE SR ENAEFNNEE, BXIMNARFNFEAESR, BSRANAER,

s ENREFEN (EEAF) REHP, BANEHBEENABE Web 55t 2 RHKN BIZF B .

o EHBAMXBFFES, ANSERANBRZF$MAESNNARE Web ihS 2 RERAUKRERIXET,

o ERNREFERT R P BRI StoreFront Web s EHIN BZRE.

s ENAEFERIFED, REFERALI. EXFIEMPEE \ USIRXHEBEREM, Fia0, Ea]UiRESE
BN ARFH#ITHE, HaUAREBLAANSHAFACSRICIEXHE, ENABE Web thaiIN AR
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EHRF, K3 RERREHTIRUREHER PN BERF.

KT

AILLEEEF RS KEYWORDS : [keywordname] KiNEINAEFIRE, ANAEFIEEDRNIXET. 21
XBF 2 EREEASKFHTARE,; #W KEYWORDS : Accounts Featured, aILUBESMARERXRET:

o TSR BIRRE - BREEANAEELE)
o BIEEEN AREFE,
s BEXRFRBRHE N

RIBFRIR L

SR BRNARREAME “E0T EHF. SWEXRR, AR
FTEM “ET EBRFRRERN RN AR, MR
REIEZRT WEX, WEK.
Hzh LEFPBRUAEEN, ZNAREFRSEREEH
AMEIE “EDT SRR, AP A UEUEBE R A
BF. MRAMABERRTWREXR, LK.
TreatAsApp W AZIEmGES StoreFront S EM AN BIEF, =@
ERENARERFATRL, MEERER@ARFL. It
5, LAPERIINARE Web thmbs, SEASEED
B, tA&Eie Desktop Viewer #47iA(R], BEMESH T
Hith S Ausm#T 7 IR E,
application “ Heh application tRRASHLEN N BIZF. (GERT
Windows E& Citrix Workspace R BEF. XIEEH
AR N AR AN 5 RS E RS GIER A AR, 2
REFRTE. BXEFEMRER, BERLEEARMNYAER
a2,
Primary 71 Secondary FRAZIEARESH, 5T XEF primary NESEHA
KL T ERXHEF secondary R 5,

9

prefer=’

BRNAEERE

August 27,2024

AL “ERENABERE PN “BRARE NELRESSANUABERE. KRB REEEA PowerShell #
TEX.
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BE:

EZIRSB[IMER, B—RNEA RSB UBRRS[AHNECE, #iR Citrix StoreFront EIRITHI 8 KRTEH
EPNEMEMARS S LE1T. TifE, BENEERMAVERERERIRSH[E, UESHBEPREMARS S

1. 7£ Citrix StoreFront EEERIQMANERPERE “WABE TR, EFREERPEE-MNASEE, ARG
£ B aRTER EENABERE.

2. ZEEENABERERE L, ERSRKEHETRAENEN.

Configure Store Settings - Store

StoreFront

User Subscriptions
Kerberos Delegation
Optimal HDX Routing

Advertise Store

Advanced Settings

Advanced Settings

Configure advanced settings with caution.

Address resolution type

Allow font smaocthing

Allow session reconnect

Allow special folder redirection
Background health-check polling peried
Communication timecut duration
Connection timeout

Enable enhanced enumeration

Enable socket pooling

Filter resourcas by excluded keywords
Filter resources by included keywords
Filter resources by type

Maximum concurrent enumerations

Minimum farms for concurrent enumeration

DnsPort

[REARER

00:01:00

3 [= R VY]
(=]

O®

3

o

3. BEHEHEMREEN.

Mo ARAT Y

AILUEE B MRS eARETIESER, ERIAME)y DnsPort,

ERLRETOR, MMHERTER THdRPER—NME

» Dns
DnsPort
« IPV4
IPV4Port
« Dot
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 DotPort

o Uri

+ NoChange
AN BFEEE
ALEERSTEN HDX K1ERAFHTE. RIAERF.
ERREEEOR, EEATNAFARTBED, AGRREHE.
AFEMEESIE
AILEE RS EEMERE HDX 2iF. BIAERF.
ERRREROFR, EFATEMEERITIAT,
RIFFARX R ETE R

BB TIEH R EFERLR, AP ALUEARSS 2R Windows 1355k it 3 B At i+ BN 3k, 1SHX S
et Windows X3 (40 \Documents # \Desktop) , TitRHAIRERL, CSITARKUBRARET.

ERRKEROFR, ERNBUEEFEAITRAX G REERETUBARERFHRX G REER, ARRLHE,

Jé T’lk/ﬂ*.tﬁ

:Iﬂ}

StoreFront 3¢ &4 Citrix Virtual Apps and Desktops Delivery Controller. Cloud Connector #1 Secure
Private Access RS #BiETEAETRALE, URKERKUERSETAENE N, SABLSTRELE
StoreFront 2HITERANNINE, EGETRERNEEM R,

@2 Cloud Connector iE#% Citrix KEBEIRS N, BRSTRAREERE—NMFL, BIETUKRESHL VDA 5
Cloud Connector fiiFR—I BB XMNE LS. R Cloud Connector Ei£%#% Citrix £mEIERSS, Cloud
Connector B EREAMENEFZRIMRS A FE—UER VDA BERRE, StoreFront RABREBEITIRAGELS
RAMEMESRKRRSENBTIEES BN AERNEE.

ATHERDEPENZRTRY, METESNERY BRUEB) PAGAR, 15SHNEFE StoreFront fRE28 L
BRRREENEIEFREERAUBETHAE Cloud Connector HEAS AT IR ET AL,

B StoreFront 2308 2, RN ABEBABRREITR A EINGE. B 2402 ZHI AR A F & 5 2402
HESMAE, BSANEEABREREASAEITRARE, EEASEARAEITRENE, BEATSH
AdvancedHealthCheck # PowerShell cmdlet Set-STFStoreFarmConfiguration, RENZAE&IETT
WRIEE, BARXKBEEIRERET.
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AT B AR

StoreFront 33 & 4> Citrix Virtual Apps and Desktops Delivery Controller. Cloud Connector #1 Secure
Private Access RS #EITEIEITHRRCE, LUEREISIERS B[ ATAMNEM, BRiARESH (00:01:00), E5
RIGBHEOP, AESETRIRERAEIEENE, ARREHERFIESTIRARENME, EERASETRINE,
FERIEEAIEER 00:00:00, FENXEM. BRATBLASTRAGER, FTEGRIGEARIGEARENE, BN

XA RER RN RES

RSB HARR

BUAERT, StoreFront miyi A ERMRIRIVARSS B A HRNERIFRETE 30 WEEBH, EaE=HAK 1R
&, RSB[BEANFETH. EERKKEETOHR, EXFOANE, AGRREHEENXLEIRE,

JEZE)

AIIEE S Delivery Controller B #1i4EIZREFHTE. BIAER 6.

ERKREEODR, EERUMRERNSE/ONEY, ARREHE

5 FRESRA S

Ltb3EEHI StoreFront £% 4 Citrix Virtual Apps and Desktops i s 26 R I Fl S By R RN E 2R
#if Delivery Controller, BZ M bmRETREY, FHAKETTUERMMNAF TR, ERLWETN FHINLE),
StoreFront 2FIEEFFH Delivery Controller & H#ZER, HESIMMNNREMLN, B ERHZREHR LR
FHEZMEAIFEE T IRIETRIAR LT A,

AELREREROP, %F (HEUEERE) BRERRENET, AEREHE.

ERERTMH

RINERT, ERFHEIVABEFLATERRS. BAEEFTHGE, StoreFront 2RE— 1 EEFH, MARES
REENCB—ERT, HAEEEXANMEHEOERERR. BRAERFHAILREE, LHENTREEETE
(SSL) &%, BERAEETH, BRENABSEEEXH. ERAEBETOFR, ERERAEETMHAN, ARREHRTE
UBRERF M,

XA LB KEX
ROINERT, XHRBEXBKENAREPLTBARES, X%, SAPTAENRENISMX 4, AASFABTTEEE

BEIRFITRNNBER. EERZANMAEEXE, BMH PowerShell &% Set-STFStoreFarmConfiguration,
4.
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SstoreService = Get-STFStoreService - VirtualPath '/Citrix/Store'
Set-STFStoreFarmConfiguration $storeService -EnableFileTypeAssociation
$false

TIEHER (RERIIXRET)

A LURHIBR N X RS IE RN R, BEHMXBFRBMUARENMESEXRTF. BANRER “FIiE (R
EARRER)",

1. EEEEFOD, HRITEER (KHRHNXET) 17
2. BEHEAMZITHEEER (RHRNXET) &0,
3. FRAXBFEARANUD S RHXEFTHIR
4. BEHE.
i Lo e Store Se Store
StoreFront Advanced Settings
Configure advanced settings with caution.
i e i Communication timeout duration 30 T
Kerberos Delegation Connection timeout 6
Enable enhanced enumeration [+

Optimal HDX Routing —
Enable socket pooling L B

| onertse Store Filter resources by excluded keywords

Advanced Settings Filter resources by included keywords

Filter resourc

Filter Resources By Excluded Keywords
Maximum co
Minimum far

| Override ICA Enter a semicolon-separated list of keywords for matching

| resources to exclude from resource enumeration. If no keywords

|

|

Require toke are specified, no exclusion filtering is applied. =
Server comm|

FiII.J-er res;urces Keywords: || |

Keywords for m rds
removes any pr pes

ﬁ Cancel Apply

Z 5 i PowerShell E2Xi& B, BE BT 5 ¥, -FilterByKeywordsExclude B cmdlet Set-
STFStoreEnumerationOptions,

UTXRBFETREXRT, TRRATIIE:

« BIp
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o SR

TBER (REENXRET)

LR EEXBFLBLERNER. BEEEXBFEMRUSNBENFEHRXRET. BNEER TR (FHRE
AFRER)",

. ERRIZEEOF, HITERR (REFEHVXRET) 17,
. BEAEMZITATRRR (REENXREF) B0,
ERAXBFERBAUD SHRXRFIIR
BEHE,

W e

Z 5 i PowerShell E2xig B, BE BT 5 8, —-FilterByKeywordsInclude B cmdlet Set-
STFStoreEnumerationOptions,

UFXRFETFREXET, TATIE:
=k
. 53

SRAR (RR)

ERETRRNEPEENRREE, RWAREN TR (BEMERRER)",
EBRRLEEOF, EESERR (L), BHIATNEN, ERBEEREPEENETRER, RAEREHT.

Z#/H PowerShell BXG& &, BERHS4 —FilterByTypesInclude B cmdlet Set-STFStoreEnumerationOptions
BERREE (MBAER. SESXE) 8RS,

HEME LR

1BE & 1XF) 25 Delivery Controller WH LZIERE LR, MAT7ERAT BAEEBKEETNEY, HIAEER “0
(FERRH)”

ERRREEOR, ERHAKER LR, BA—IHTF, AEREHE,
HEMBENZHE TR

EEMA H L HMEPHR Delivery Controller 895/ &8, ILETERA T /B AERMESET £, BIAMER 3.
ERLREEOR, ERHAKENGHETR, A —TMF, ARREHE,
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BE ICAZF RSB

£ Web 55284 — ID BE.ica BEIXHHNEFHZFNEE. WREMA, Citrix Workspace RAEFRE
EEFImET. RIAMERX,

ERSLEEROY P, REES ICA BEFRHETED, ARREHE,
BRLE—
WMRBALS, StoreFront s2FIAFHMIIENMXS BT HRNABENMXRE—H. MREF—K, AFPUMR

BIHITRMIIE. BANEENNERLEDR. NMRAFBIEAT SHIRIENMXARNE/EE, N RFERIL)
. FNAENFT.

EERLEEOP, EFERSE—BOAT, RAREEHE.

RS 2B S =R EL

BEZIRS Delivery Controller #{TBEMRE, BELIREKG, RBHETCAHTTRE. RIAMER 1.
EERRETOF, ERRS[DEEZRRE, BN—IF, RAERBREHTE,

3f|HARE P %2 Desktop Viewer

EEBFMMBRE PG EEER 2% 275 Citrix Desktop Viewer EOM T A2, BAER%X,
EERGEBTOS, EEWIEREFi%E T Desktop Viewer 17, SAEBHHE,
BREANNRER

EEEHRNAREN, RERRAETE NARR MBS, MmiF “fm° HEHR. FRIAMEAX.

ABRKEROR, ERFKERNNBERFEDR, ARBHHE.

AN AEERERE HDX BH

August 27,2024

it & & £ Citrix Gateway 8 (H, UM HDX Engine B # 2 4 A StoreFront ¢ Citrix Virtual Apps and
Desktops XM FAIZFH ICA EHELE, BEERT, MRNREMXHETHARNIELE,
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QFENAFIAE StoreFront FTAMNIREFBRIEMXHIERE E X &IE Citrix Gateway &&. MRBIHELELLIER
HIERMMKEMER, StoreFront =B&MITIEERME,

B LUE R B B4 E R R TRR (Delivery Controller) &R, — M@ E AREMEAE N —MIEF O,
AU — I REMXRF I SIXE, ECBENER— X, s IREEDLE—1&E Citrix Gateway, A
FE5ZKEPRFEREL HDX &,

£ Citrix Virtual Apps and Desktops B, #EiEiZ#E Studio EX, FH AT StoreFront E X TR RIRER
M5 Studio FEXMERAZ LR, FXFMER, BESRXE,

i/ Citrix Desktops BIARSS B, BRIBERTHREME., HBEMEE Citrix Cloud EHI&HEN, £ StoreFront
PEXMEmMEFEEESAS Citrix Cloud FHIEFEXNRRUBEZH LR, EXFAEE, BESREELR
VA=

fERZBRA

1 x UK M=% ->1 x UK StoreFront

o REASHHNABREFNRE
o (NATFREREEBNUTEENNBEFNKHE

1 x US % -> 1 x US StoreFront

o XEAMNNAEFNKE
o (NATFREREEBNUTRENNBEFNKHE

U FRERNMXERUTEER StoreFront RIEXNERERENZR (BIMZBREFNRE) B9ZEHE.

i F%EH StoreFront 7£H Delivery Controller ZIRFRBENX T I FEEF(IFEEM Citrix Gateway LUK
U FREMEERN Controller, UK AFRBIEMIBUERERNMX. StoreFront MiFipnizigRiR. MRHE UK &
BAEH, (EARBSIEEEERAE, WI1LUEED US B,

ERBARENXBHNERT, A ICA BoiEEd l2RhERNVUTRENMXEE, MAEEERFATEM
BXig, MINMERT, IEBMERE, SIZERAMXE StoreFront #18IR5. REMNXEASBESIISE, Hi31
FEE SRERAEFMEEN US HEBREMNMRXET US Eik.

AR

SHF&E4 StoreFront FRE™EE, REeNE IS — N RIEMN X,

ERAXENTETIR

1 x CAMZone -> 2 x UK StoreFront

o KESIH: NAREFNRE
 XERBHEARE:. NAEFNRE
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o EIEWNP/R: MAEFNE@E
1 x FTLZone -> 2 x US StoreFront

 XERBHEATRE. YAEFNRE
o KESIN: NAREFNEE
o ENEMMER: MNAREFMRE

1 xBGLZone ->2 x IN StoreFront

o ENEMMPR: NAREFMRE
o KEQIH: AEFNRE
s XERBHEATRE. NARFMNRE

1. FFREMKEREH

Network A
<L
) | Store |
Receiver % ———r| Ercnit
+= |
()
Network B~ N\
XD Site B
(8]
2 DDC
3
HDX ] al
Engine O v VDA

s
.......................................................................................................

2. REEMXERH
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Network A
<
[ ) < Store
Receiver ————— ug} —_— Front
m
(O]
Network B\
XD Site B
(8]
> DDC
m
=
oD
HDX © R
Engine O > VDA
foE &= HDX 88
1. £ Citrix StoreFront EEEHI AN AN BRPERNABET S, AREERERTER— I NEABE, T

EEES, RHEENAEERE.
2. EERE HDX BREET+,
3. EERX,
a) EinatEE Delivery Controller hpERRERMX, 58 HEIE Delivery Controller, A4
#E— 3 Z 1 Delivery Controller
b) EfinmXiFFH—4A Delivery Controller FHZREMERAMX, FELEEEKIFHRAN—ITRZ M
i,
c) BIAERT, 7 Delivery Controller iXig/E, XPRIMNEBAFAEIRE, XEBE StoreFront ¥
ERAMXRER M XEEE StoreFront WAF B StoreFront, MNREEFLEFERM X NEREEE
StoreFront MEREIMXEENAF BHER, BIUHEFIRIMNE,

4. MREHFBRATEAMXMEERERIFELRR, MESEITMXTEZHR StoreFront AR, thiFxE
Direct HDX iEiZHi%#F—1k Delivery Controller Xz,
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Configure Store Settings - Store’

StoreFront Optimal HDX Routing

HDX connections can be routed through gateways based on delivery controllers or XenApp/
KXenDesktop zones, Typically resources should be mapped to the gateway that resides in the same

User Subscriptions geographical location or datacentre,

Kerberos Delegation

Optimal Gateway External only € Delivery Controllers =~ Zones @)
Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway v CAMZone

FTLGateway ¥ FTL.Zone
Advertise Store —

BGLGateway v BGLZone

Advanced Settings

Add Gateway ] [ Manage Delivery Controllers l [ Manage Zones

/A PowerShell 1 AmEEEE &{E Citrix Gateway &

s BANARIEREREMXIH, EER Register-STFStoreOptimalLaunchGateways
o ERIBRR AEIENREMXEE, EMER Unregister-STFStoreOptimalLaunchGateways,
- BEEENABENRERM, BHFER Get-STFStoreRegisteredOptimalLaunchGateways

AR S

November 15, 2023

StoreFront £ Bzh1E StoreFront RSB BAFHARS I ZBIRAFITIH. MNREEZ MRS EE (BEMTAREMIE
fI8), WA ERBERE StoreFront FpEFHN BEEN AP ITIHNERRERES, XpuHER PowerShell sk
52

AR

StoreFront #1 PowerShell &% & R 8EREFTH. /8 PowerShell #=4]48 &2 StoreFront BBE 281, 1548
&% StoreFront BIBisHIE8. B, FTF StoreFront 4|48 2 i, &% PowerShell B9FRE 241,

BIITRARSH, HiR, ¥AEERSHABE (B1FANE) ZEERERNZFaZEER Delivery Controller,
Delivery Controller EMiXRLEE M RERSNAFEERFP NN ABTEFEERANITHE. MRMNREZRRES
iTHE, MANAEEFERANEAENIMUSLALTHE, Delivery Controller FFFMBEARIMX S ANE; a0,
CVAD_US 5 Cvad_Us &l

1. FERAEBRMERRNRNMKF EE) Windows PowerShell ISE,
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2. EfRRERY, iE#EM Publish-STFServerGroupConfiguration 8, ATLIEE AR EIFIESRTEIER, 1
AEERETIR, 5130, B 08:00 FaEE, REER 30 2HRELS—X:

Add-STFSubscriptionSynchronizationSchedule -RecurringStartTime
08:00:00 -RecurringInterval 30

BATRNEEREOTR, WERHE MRS HAS KRN M ARBUTREER. a0, SF 60 2HME MRS
AR BBUBIIT BRI TR B TAC S, ARZ5284H 1 72 01:00. 02:00 #0 03:00 EMARSS234E 2 HHIZENEL
&, kIS, PRS5884H 2 72 01:30. 02:30. 03:30 FMARSS 2R 1 FRREEIE.

3. B EEsERPINABERZE StoreFront 28, BRANUTHS. %A StoreFront IRSZ234EFRTER
SMUBRTOEBEIET, UEETUMEMITELSIEST OREUTIREE. BESRUTEEMNEELESORG):

o EXEHIEHL StoreFront fRE 2B L1517, UMEELIED LIRS SZREEIE:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/
Citrix/Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUKStore" -StoreService $StoreObject -
RemoteStoreFrontAddress "UKloadbalancedStoreFront.example.
com"

o EREHIEFRC StoreFront fRS588 Liz1T, UMEEHIEFOMRSS SRZEVEIE:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/
Citrix/Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUSStore" -StoreService $StoreObject -
RemoteStoreFrontAddress "USloadbalancedStoreFront.example.
com"

H FriendlyName 73— B A FIRBIE 2 B E K E R, RemoteStoreFrontAddress 73z 2 &f & 89
StoreFront ARS8k A B FEHIARS284H FQDN, BER MRS MU ABEZREFNARFITR, EFEY
WFETE N BB EEESE BH StoreFront SEH X RAFERME M.

4, BimiZSREHpE StoreFront AR5328H Microsoft Active Directory fitE Mk P AR INE LA ARS8 LAY
731 Windows B~ 48 CitrixSubscriptionSyncUsers &,

XA YEIRSSERERS HRIEM CitrixSubscriptionSyncUsers #1571 H BT IZAR S 28 DRI E
HEITINEIE. BXEatBPANEAREE, E2F https://docs.microsoft.com/en-us/previous-
versions/windows/it-pro/windows-server-2008-R2-and-2008/cc772524(v=ws.11),
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8 lusrmgr - [Local Users and Groups (Loca

File Action View Help

e zFEXEE HE

&- Local Users and Groups (Local)
| Users
| Groups

MName

Description

.‘.;Ej Event Log Readers Members of this group can read event...

%—: Guests
%-: Hyper-V
115 _JUSRY
.‘_k-: Network
é;k-: Perform
&; Perform
EE-: Power U
%} Print Op
S RDS End
S8RDS Mar]
22 RDS Ren]
ék-: Remote
é.k-: Remote
ék Replicat
%-: Storage
é.kj System N
%—: Users

& CitrinClu
B CitrieCW]
B Citriecw]
M CitrixDel
B CitrixDel
B CitrieP N
B CitrixSto

CitrixSubscriptionsSyncUsers Properties ?

General

@,’l CitrixSubscriptions SyncUsers

X

Description: Memberships of the group denctes pemissions to
synchronize subscriptions between remote StoreFront

Members:

Changes to a user's group membership
Add... Remave are not effective until the next time the
userlogs on.

Cancel Aoy Help

.%—: CitrixSubscriptionServerUsers Members of this group can can access..,

&—: CitrixSubscriptionsStoreServiceUs...  Users authorized to access the Citrix 5.

Iﬁ CitrixSubscriptionsSynclsers I Memberships of the group denotes pe...

Actions

Groups

Mare ..,

CitrixSubs...

Mare ...

5. WWMHARCE TS, B Citrix StoreFront B2zl &5 LT PowerShell iTiEREH i1 A RE B2 A

PRPRE EfMARSS 2R,

Publish-STFServerGroupConfiguration

BXEZHRS2E StoreFront BEPEBEERNFAEE, BHBALERS A,

6. ZMFIMBITHRT IR, BETUTHS, ARBEEEREERMEPHEM StoreFront fRS3 283,

Clear-STFSubscriptionSynchronizationSchedule
Publish-STFServerGroupConfiguration

7. ERFFEITABT IR, BETUTHS, ARBEEEREERMEPHEM StoreFront fRS323.

Remove-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUKStore"
Publish-STFServerGroupConfiguration

8. EMRFIBEIIARITRRSIR, BET

U<, ARRKEEEREEEIEZREIEM StoreFront iR3525.

Clear-STFSubscriptionSynchronizationSource
Publish-STFServerGroupConfiguration
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9. EFIHLFIAER StoreFront BERERITHRARD TR, HETUTHS.

Get-STFSubscriptionSynchronizationSchedule

10. E7|HYFIAER StoreFront BEEREMITIARS IR, BHETUTHS,

Get-STFSubscriptionSynchronizationSource

ERIERE

February 22,2024

LA BRI AR, StoreFront 2ER—1X#E (F4 ica Xff), HHA@E Citrix Workspace B2 Bzl
B ZEFRBHREIRE,

EARZHIERT, BIER Citrix Virtual Apps and Desktops 58&5% Citrix DaaS HEEEXSITILE. BR, EF
LERT, BERENABENXLEREFEEH. IRNAEERSTRESMURNRR, FEEFERERMNIE
BENAEZNABENFERIR, XAEIFEER.

BEXNABENSIERE, BHRITUTE#RE:

+ £/ Global App Config Service, X2 Citrix Cloud EF—TiRS. BEXiFHELE, ESAER Global
App Configuration Service & Citrix Workspace B2
+ 7£ StoreFront fRE 23 L, HRERMBINARBER default.ica e,

&7 LL7E StoreFront BR52389 \inetpub\wwwroot\Citrix\[StoreName]\App_Data BR#H%
%l default.ica,

BXRRREBENIIR, 5517 ICAEESE, RERBLRNA. BEALLESHMBISTE Studio PECERIR AR
FRITTE2 RO RANERTFRENAREFND X,

T EEONENTRERENEER

BN ARFRENEEONKRA TR, 1B default.ica FRZNARFERN—MEEUTIEENIS !

« TWIMode -18&H “*” LEBAEOLER.
o DesiredHRES - a3k B EE,
« DesiredVRES - M EE G E.

f5I4n:
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[Notepad]
TWIMode=0ff
DesiredHRES=1024
DesiredVRES=768

@ Motepad Cloud - Citrix Workspace

| Untitled - Notepad . O >
File Edit Format View Help

ICA X#4HEH

August 27, 2024

StoreFront 2734 ICA X #ITHFERMIER, MEIFILIHEER Citrix Workspace B FRIERF IR ASBESIOIE X
HEBEREEERR. 1E StoreFront FEAXHEEINEERE, RFHBEMRE StoreFront BRS5 28 AIEHTFMERYIE
BITAF BRI AR R ICA XH#HITERZ, AILUERA StoreFront RS 88 LITTHIRERAIFNEMAKREE
AN ICA XH#HITER, T35 ICA XHEBRSENKREENZIFILINENEFIHERBRHFES, NREELE
KM, EMH ICA XHFERFRFER, FLiEE Citrix Workspace R fR# 2R, H Citrix Workspace NREFH
RERESTEIREZNXHE,

2@ StoreFront HIEBAT ICA XHERRSS, ZHEBPLAEEMAELTAFHNERERN. NRIEFFESE
HRZET R, Nty REAATFRERARTRFESR. NRESEIY RNBEARZET B, WAIEHIRENZRHRE
FREARS I HEIE,

W F ICAXHERRS, Citrix ZERMAHEBMANMRFTARNLEIEBMENRGHABEZS SSL &
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BIEH. MRTEMIEBMRNIRSIELAES, WaJLERIE SSLIEH (FIARSSRIER) , HECIE— R
RIEBMEANNEBHEED L LB 1&E.

ICAXHHEZRSBINERTHER. EEA ICAXHERRS, PMRE—MEBHIENABERERERZIER.
IRIEEIRIEER T Windows B9 Citrix Workspace Fiﬁﬁzfﬂﬂ%ﬁﬁ%gﬂ%, BT ICA XH#HITEZEH IR
%o ﬁ*ﬁéﬁt: Sy 'lﬁ%l’il |CA 3‘(#'&%}1&7:0

4=,
pa =W

StoreFront #1 PowerShell =4I & R 8ERERFTH. /8 PowerShell =44 &2 StoreFront BB& 2 &1, 1548
&% StoreFront BIBiTHIG. ERE, FTH StoreFront i54HI& 2/, iEXA PowerShell B9FrA =4,

1. 72889 StoreFront fRS388 L, FTAEETENIES.

2. BERERAHME Citrix XIERSIEBEE.

3. {IFZIES, HIFMESRMEHRNIEL,

4. fEM Set-STFStoreService PowerShell cmdlet A AEERAES:

$storeService = Get-STFStoreService

Set-STFStoreService $storeService -IcaFileSigning $true -
IcaFileSigningCertificateThumbprint [certificatethumbprint]

$certificate = Get-DSCertificate "[certificatethumbprint]"

Add-DSCertificateKeyReadAccess -certificate S$Scertificate[0] -
accountName “IIS APPPOOL\Citrix Delivery Services Resources”

Hrh [certificatethumbprint] @3B AHEEERMIEPIIENHEE (FHEL0).

MREEER SHA-1 SN EE L, BRIEBFEHRN—MLE RN sha256. sha384 =t sha512 H&#k
IcaFileSigningHashAlgorithm,

Citrix Workspace N BiEFEE

February 22,2024

Global App Config Service

Global App Config Service 2—HATF &2 Citrix Workspace M BEFREENTIRS. EE&K Citrix Cloud kM
R, BJUERGNARE URL HAS M NABEEXEE, EXELHMER, BRI AREREEE,

N AREEKFIRE

€7 Global App Config Service WERAR, EALLUEBTNAREEKFI1&EERE Citrix Workspace AR,
BFPEsit=RER Citrix Workspace M BREFH RN AREER, ©RiE StoreFront WM AREKFI&RE, XA
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REEIEECE M, HIINSEERTF Windows i Citrix Workspace AR R BN AN AEF AR BIRES
X, BXEMENFAES, 1558 Workspace RAEFXAE, BIENFEA StoreFront kP& E BE X AREFIRE
paW: A=V

ERIXLEILE, FRITUTRE:
1. 77 C: \inetpub\wwwroot\Citrix\Roaming ## web.config x4,

2. 't <Accounts> ZHow, KILEFBEXNRNABENTTE <account ... name="Store"...
>0

3. £ Account # 4% F, # % <annotatedServices>/<annotatedServiceRecord>/<
metadata>/<properties> &%,

4. '£<clear /> nt&ZE, ERBE <property name="[name]"value="[value]" /> &iHM
Bt fln:
<properties>
<clear/>
<property name="PutShortcutsOnDesktop" value="true"/>
<property name="DesktopDir" value="Citrix Applications"/>
</properties>
BE

EZIRS|[EIMEFR, B—RNEA—ARSBERBURS[BANEE, HIR Citrix StoreFront BIRIEHI A KRTEH
ERNEAEMIRS S LET. TlE, BRNEEFMMNEREERIIRSSE, UEERBEPHNEMARSS .

Workspace [ 2 Web b=

BB AR EM Citrix Workspace HZBZFFERK Web ibHERE, E5@EE Workspace M AEF Web 14
&=

el

=1E Web 55

September 7, 2023

EBRUAS I NABERE— Mt Web ih=, ARELUBE N K285 Citrix Workspace 2 B2 i 18X L ik
&

7o

fEF StoreFront EIRIEH QR AT TES:
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T FAER

B Web 45 B Web uhs, fERAFAENSET Web TTEs;
Workspace [z R#2FF i85 A RIS,

Ao E Web ih= & Web 15 =S E,

s Web b= fHps Citrix Receiver for Web 55,

Fo& Workspace M FA#2F Web =

M Citrix Workspace M A#ZFREHEZEEERR Web
I

B2 Web 6=

January 25,2024

BB ARG, SBshAHAE Web 55, ST ANENAEEDRNEM Web 55, XAFEIBAFIRHEES
AEEENAR URL, 82, BT Citrix Workspace MBZFERE N A— N AEEER—MEEN Web 355,
bR EEEIT Web 342335121 Web bR, E2REE Workspace B 1EF Web 57,

BERER

EZMREBBESD, BH—RVEA—ERSB[UFLIRSH[ANERE, #R Citrix StoreFront EBITHI A KRTE

BEPHNEMEMARS S LIE1T. TRE, 18

BWEREMMMMNEERRIRSSEE, UWEEMIESPHNEMRS .

1. EEEESAT, ERENHLE Web iSMNEEIE, ABE “BF TP EE5EIE Receiver for Web

I

2. BEAM, ARBET—F,
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StoreFront Haikkas

Add Receiver for Web site

StoreFront Getting Started

Receiver for Web sites enable users to access stores through a webpage.

Getting Started This wizard takes you through the steps to add a Receiver for Web site, including the site URL and
Site URL authentication methods.

Authentication Methods

Summary

Store Browser End User

3. BNFIEN Web thoi8iE, MEREEREFAEAR URL MEIA Web b, REREHT—H,
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Add Receiver for Web site

StoreFront RS
Allow users to connect to a store through a webpage.
+ Getting Started Base URL: https://storefrontlbeu.xacaad.com/
Site URL Web Site Path: | /Citrix/StoreWeb3

Authentication Methods

Summary || Set this Receiver for Web site as IIS default
When this is checked, the Receiver for Web site created with the store will be set as the default
lIS website. This setting will override any previous defaults configured for the [I5 sites.

4. DEHEUHERRRENS ML . BERERBEEENNABEEERA TR, ET—%,
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Add Receiver for Web site

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.

+ Getting Started e

Authentication Methods SAML Authentication

Summary | - -
i ] Domain pass-through

Smart card

Pass-through from Citrix Gateway

¥ Site URL & User name and password

To provide good user experience, all Windows client devices need to be domain-
joined and have single sign-on enabled for Citrix Receiver/Workspace app.

(oo | I

5. QIBTILRE, BETM.

6. FEEMEIZMIER, AGRFEUREZELEEH Web ih=, EBAECE Web i,

& PowerShell SDK 6/ Web it =

EE PowerShell SDK g Web 45z, i5EA Add-STFWebReceiverService cmdlet,

ficE Web it 5

January 25,2024

ERE Web 53, ERITUTRME:

1. EEMEEFEENABETR, TREEEHLEERE Receiver for Web 1553,

2. #EFE— Web ihSHREE
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront i

) Unified experience
Enables the Unified Ul experience, Select this option if you need to use Workspace Control,
! = featured app groups, or you have JavaScript or css customizations.
Category Settings

Customize Appearance ® Next generation experience (Preview)

Enables the next-generation experience. This Ul experience is similar to that of cloud end users,
Featured App Groups including Activity Manager and improved search capabilities.
Authentication Methods
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

3. ERAERET R LANIRE.

s AFPREERE

o XKFRE

o BEXIMR

o RN AIERFA

o BIHWIESE

o Web thgaiRiEA =

 Z82 Citrix Receiver/Workspace N BEF
. RIERE

o TIEXIEH)

s BRIHRR@EISE

. BRIRE
4. TRENENE, BEHE.

5. EAE App Protection, #7fEMR PowerShell, 7517 PowerShell &< 25, &5 4% StoreFront
BEITHIA.

BERR:
EZRESBBES, BH—RVEA—LRSB[UFTHIRSB[AMNEE, #R Citrix StoreFront EBITHI A RTE
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BEFHEMEMARS S LIE1T. TlE, 15
BWEREMMMMNEERERIRSSEAE, UWEEMIEPNEMIRS .

K78

December 5, 2023

7z Citrix Virtual Apps and Desktops &, &aI LR Ai2F—XHRWiRREE N AEFSERE— 15, /8 \
TS ABAFINIXHFRERLEN, £ StoreFront h, EAIMEE X GRBEXEMHERSR.

Application Settings %
IE11 Cloud
Identification Delivery
Delivery Specify how this application will be delivered to users.
Application icon:
Location P
Groups Application category (optional):
Limit Visibility Browsers\Legacy

The Category in Citrix Workspace app where the application appears.
File Type Association

(] Add shortcut to user's desktop
fone -

How do you want to control the use of this application?

@ Allow unlimited use

BERAFNLE, BRI E Receiver for Web 155, RBEEREIIGE LT,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Category Settings

Use these settings to configure categories.

Category Settings Category view

Customize Appearance (O Expanded

Featured App Groups All sub-categories and apps under a selected top-level category display on one page.
Authentication Methods ® Collapsed

Website Shortcuts Only the immediate contents (sub-categones and apps) of the selected category or sub-

Deploy Citrix Receiver/ c_ategory are dopleyed

Workspace app || Move uncategorized apps into an "Uncategorized” folder.
Session Settings

Workspace Control

Client Interface Settings

Advanced Settings

‘3" E

ERFMES, StoreFront ERTNEHFIFIR. HAFARETNRESIEN, StoreFront BE—TTHE LERFAEF

KA PEIFRE BT

BN, MREE—NFEHN “Legacy” (HAR) BIXIEER, ERE—INELERFAENKES, 815 “BR" TrRE

25
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HOME
Apps
All (39) Favorites (2) Categories w  Collections w
X
= Browsers (3) DeepFolderStructure (1) Office 2016 (3) PowerShell (2) Uncategorized (30)
~
Browsers
i g
Chrome Cloud Firefox Cloud
L Legacy
o
)
L — 4

IE11 Cloud

EINENHESF, StoreFront RMERTAERIINGIR, UAIUERAERSLNNAER., YA BEEENEFI,
StoreFront (R ERFTIEEFIMEINRAE (F2£

FERAFMLAER). ARPATUEEENFEINUBRFRS,.

Apps

All(39) Favorites (2) Categories Collections w

["1 > Browsers

Legacy (1)
\? \?
¢ ()

Chrome Cloud Firefox Cloud
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RO KNIV AIERF

EFENMEYT, BUEETRERD LN AREFBHE “ROEK” XHERPIET, UENBIE S RAAEEEE5IH
NMARFMERE, XM TH5FERZAE StoreFront 240,

i -

HOME DESKTOPS

Apps

All (39) Favarites (2) Categories Collections w

Browsers (3} DeepFolderst..ure (1) Office 2016 (3) PowersShell (2)

Access 2016 On
Prem

Excel 2016 On Prem

Acrobat Reader DC
On Prem

@

FakeApp1-
WillNotLaunch

E

Ce

Calculator Cloud

Firefox On Prem

>
L
@ y

Ce

Calculator On Prem

Microsoft Teams On
Prem

>

L
@ y

A

Chrome On Prem

g

Notepad Cloud

A

Citrix HomePage
Content

N

Notepad On Prem

Command Prompt

S

Notepad++ Cloud

EIRENAED, EPRRDENNBREFBHE KX Xk, FREREXINNBEFMNSESESRH
RDEXHF,

i

HOME

All (39) Favorites (2) Categories Collections w

Browsers (3) DeepFolderst...ure (1) Office 2016 (3) PowerShell (2)

Uncategorized (30)
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1 PowerShell SDK Et & 318 &
ZE A PowerShell SDK BRI ZALFNME, HiEAHSH EnableAppsFolderView B cmdlet Set-
STFWebReceiverUserInterface,

Z /A PowerShell SDK B £ 5 E, FRA®H S CategoryViewCollapsed # cmdlet Set-
STFWebReceiverUserinterface,

BE XM

December 5, 2023

BRI MBI A IE Web 3k s2 5 A BV BIAR BT &,

IRAETRITAMIENE

BERENXING, BEEIRLE Receiver for Web i, REEREEXINIET £, EAUERUTRE:

+ Logon branding logo (ZR/INIARMIT) - ERRRLETHNHIT, @i Citrix Gateway BERRFRE
TIZER. K-, REEFERN.jpg. jpeg. .png. .png =.bmp B9, BIVEERA/NAD 350 %
% x 120 BEMER,

. WIS T, BRERTL ERNEIT, BN, AESEXER.jpg. jpeg. .png. .png H.bmp
B, BINEEEAN 340 BE x 80 GENER.

« HRE - THNESSMBINERE,
o XAFEREE - TEIRESAME 2 PRXAEMERE B
o EERHG - BTREETHNEET B NEE,
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StoreFront Haikkas

Edit Receiver for Web site - /Citrix,/StoreWeb

Header branding (Post logon)
Authentication Methods

StoreFront Customize Receiver for Web Appearance
Use these settings to customize the Receiver for web pages.
Category Settings Logon branding
Loga: | Upload from local computer | Browse... l
(350 x 120 px) =
Featured App Groups ' P This logo appears on the Receiver logon page

| [ Browse...

Logo: | Upload from local computer
Website Shortcuts (340 x 80 px)
Deploy Citrix Receiver/ Preview (Post logon)
Workspace app Background color: —|Z|

cilriz | StoreFrant

Session Settings
Text and icon color: |Z|

Workspace Control Link color

Client Interface Settings Content branding (Post logon)

Advanced Settings hink colnn -|Z|

Text and icon color

Beset to default styles

B [ e | [ ooy

£/ PowerShell SDK 4IEHITHENE

/8 PowerShell SDK 8/ cmdlet Set-STFWebReceiverSiteStyle,

RINMEBENRINME

REENRMF DR B IRE N A o

1=/ PowerShell SDK 5N EE A EIAE

R PowerShell SDK i@ cmdlet Clear-STFWebReceiverSiteStyle,

£/ JavaScript 71 CSS BEX

AILUER StoreFront 2% Ul BEX APl #—S BENX Web 55,
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StoreFront Haikkas

BN REFA

December 5, 2023

BRI NRLAFZESRHERNNE Z AR RFENAEFA, fld, ErTUEIB— M HEESIEENBER
H, HPO2SI 1ERANNARERF, EaLUTE StoreFront BEiklas, @I ERANBREFZM:AERTE Studio
1B E X B X F RN IR ERIRE X BN BEF.

BUERRIEN RIERFA

1. 72448 Receiver for Web it S RES, SEiE %N BIEFAHETF,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Manage Featured App Groups

Featured app groups are groups of applications that are related or fit in a specific category. These
app groups are available to the end users and display in Receiver/Workspace app.

Category Settings
Custamise A The priority order in the list below can be adjusted and the tiles will be displayed on the Receiver/
i s Workspace app in the same order as listed below. For the best end user experience, Citrix

Featured App Groups recommends that you create at least three featured app groups.

Authentication Methods

Name Definition Method Cantent .
Website Shortcuts =

Deploy Citrix Receiver/
Workspace app

Session Settings

Workspace Control

Client Interface Settings
Create...

Advanced Settings

[ Cancel ] [ Apply

2. BESIEIEXHBREIENBEFH.

3. EEMENAREFANBR. HA (k). SRNEENAREFANENS . ErLUERXRET. WAEFS
MR N FBEF K 5lo
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T

WA

Ho
*t
B
da

ISz AR
ISz Fa*

i
b}

=g

RIEXRFILRENEBER, Studio B ENBRERFMR
AR EEXRFHITENX, FI “Use to send and
receive emails KEYWORDS:collaboration” (BF%
XNz BB FaR 4 KEYWORDS:collaboration)

LER7E Studio Hri RS E R AR KR P IR B2

FRNRAEFEMEXFENAEFH, FIES “ClER
HENARERA WEERERENEFLENNARER
B RELEENAEFAT., StoreFront ¥
ENRREFAMPERBER. REFRRHIANE, BZ
KA2FA, Fla0, NRERA Excel, StoreFront &
AR #7 Microsoft Excel 2013 WE X G RBER,
BEREAN Exc FREEERE.

Mame:

Description:
(Optional)

Background style:

Create Featured App Group

Add applications to the featured app group

You can add applications to a featured app group using keywords, application names or application
category.

Definition method:

[Keyword = ] (i ]

Keywords should be defined in the application properties dialog of Studio
console or the XenApp Delivery Services Console, Use the same keyword
for each application to display in the same app group.

o .

4. 2 OK (%)
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il
BRI T mMEERN AIEFA:

« Collaboration (#fE) -@ZItER Studio #189 Collaboration (1hfE) 23N BIEFLIEM,
+ Engineering (T#2) - B ANARFAEGBHIEENAREFZTNESEIEN,

@ Citrix Receiver x =+
< C G Search Google or type a URL (&)

itri oo
Citrix StoreFront oo
APPS

Collaboration Engineering

Apps to help you work with others Engineering tools

ERT RS

Favorites
i om
|
Calculator Outlook 2016

1=/ PowerShell SDK fll&5%R FAiZRFEA

ZEH PowerShell SDK #imThser BiEF4, B(ER cmdlet New-STFWebReceiverFeaturedAppGroup.

IRABARIEN FRTERFAA

f£4w48 Receiver for Web i REHR, EEEENBREFARINF, HEERENA, AEREHRE

£/ PowerShell SDK RiE+5iEMN FAEFA

ZfFA PowerShell SDK &2kIhaEr AIZF4A, 3B cmdlet Set-STFWebReceiverFeaturedAppGroup.
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StoreFront Haikkas

IBRAEIERN FIZRF 4

fE4iE Receiver for Web it REH, EEEENARFAERT R, EEBRIENA, REREHER--

=/ PowerShell SDK fips#&i%R FAERF4A

/R PowerShell SDK B, ERIBRINEEN BIEF4H, &R cmdlet Remove-STFWebReceiverFeaturedAppGroup,
ERIBRFIE SN BIEFA, 5EA cmdlet Clear-STFWebReceiverFeaturedAppGroups

B IRIET A

April 17,2024

ERBENAREAANSBRIESE, BSREESHRIE, EaUAREN Web b B EFR—LEGE, XLEER
1E3@iE Web 5342865 HTMLS AR Citrix Workspace [ Ri2FBNEM. aAs#iREEm Citrix Workspace R 2R
ERNABERNIZE, Ml Web i ERIRE,

= =N
= .

&
BUEERNARENSMRIEA AR, BBEZNARENRE Web thmfigE, EibWREHNBEAE

5

o

BERBHNRIEAE, EFEDYE Receiver for Web 45, REERSMHIIES EET,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.
Category Settings

| Methad

Customize Appearance gj User name and password

Featured App Groups

Authentication Methods i [] Domain pass-through

i To provide good user experience, all Windows dlient devices need to be domain-
Website Shortarts i Joined and have single sign-on enabled for Citrix Receiver/Workspace app.
Deploy Citrix Receiver/ [| Smart card
Workspace app ]

Pass-through from Citrix Gateway

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

ﬁ[ Cancel ] [ Apply

ERAFZENEEERERAERFHNRIE. BSRAFZMNEESHEIE. WEINEANASERAEZ
A,

%# SAML SHIIESEEE RS SAML S1HRERFIER. ESE SAML SH%IE, IETIREEELE AR
R FREER AR R A

BRI EEURAMBFIEEEIRE Active Directory &R, ESREERESHNIE, WEXECERNLA
BERREZ AT A

ERERERUBASERFNRIE, BESREEESHRIT.

%M Citrix Gateway HiELUE M Citrix Gateway BB &30, SNRAFESEB T FHRKIER Citrix
Gateway iE#%%| StoreFront, BEALLIET, ESREM Citrix Gateway Hii,

& PowerShell SDK #1{TEE

E{E/H PowerShell SDK ECE 8] BRI B HI8IE /5 5%, 35 A cmdlet Set-STFWebReceiverAuthenticationMethods,
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Web it RES

December 5, 2023

£/ Web ihiR#ES AT UM A F IR MRERE R E R B S Web i SR 18] R E AN A2 FRThRE. £k
i@id Citrix Receiver for Web i35 URL, SAEEXLEHEERNIERN Web timth, AR BEEN S
RaEEME Receiver for Web 1453, MRAFMEKER, AILUEZIESRER. Receiver for Web it S&BaIEDH
HiR. WFNARRE, NRARZAKRITHANARER, NHITITH.

EERBRREARZET, H%FER Citrix StoreFront BIRix4l &5 PowerShell %341 Web 5589 URL 03I
71 URL 51&AH,

BINERT, MRAFSRMRZEEN Web ik BahZRIRES L, StoreFront 2EEAF, BAFMATLILE
BEER, BFLERXLEESE, 5T UABE Bihe5EE Receiver for Web i > 2 ERE > SiFBHR
RE > BUHERR R RIES A RIEEETL

HFRLEREA, Internet Explorer AIERRTAFBIARTERBEIRESR BN ER. BETENEFE
Internet Explorer #% StoreFront BR552s FQDN ZRiNEI “ZH#h Intranet” &% “FAlfsih=” Xig, LUBSEHILLLER
SMP R

ERBETSARMEE Web it

1. 74548 Receiver for Web i REH, #%E Web ihm RS EH £,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Add Resource Shortcuts to Web pages

This will help you create shortcuts to published rescurces on your corporate websites. Your users
will be able to launch these resources from your corporate websites.

Category Settings

. Add the URLs for websites which will host rescurce shortcuts.

VS o https://portal.example.com

Customize Appearance

Featured App Groups
Authentication Methods

Website Shortcuts

Deploy Citrix Receiver/ Add... l [ Edit... l [ Bemave
Workspace app

i

Session Settings Get shortcuts from the Receiver for Web site and update your websites.
Workspace Control
Client Interface Settings

Advanced Settings

'O | cancel | | Apply

2. BHERINENTRIBTREREAH Web 3a589 URL, URL 471U http[s]://hostname[:port] FERIERE,
Hr hostname 2 Web b2 EMMELREEEZ, port EMNNEIAROAR T B ARS ENEEHE.
Web i = H4SETEMNBRE RS HER, B85 URL, E7E Web bS5 RDEFENNEE, AEEEHEHE.
S FARBHLEMARIEE Citrix Receiver for Web th s Frig i IRAVIRIES T Web B4R, AIEFIRPIERH
MMHEE, AFREMERUMIERZ Web #5589 URL,

3. #i Get shortcuts GRENREADR), AEEHIEHN Web i55FEH URL,
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i Citrix Receiver x &
& &) https:/y

My apps and desktops

H Calculator Cloud

Cloud Desktop

3 Excel 2016 Cloud
FakeDesktop1-WontLaunch
Win10Pooled Cloud 1

Win10Pooled OnPrem1

Others

a8 Access 2016 On Prem

1 PowerShell SDK 710l Web 5=

JCit.. 2 A

App Shortcuts

s/ Citrin/StoreWeb/#/launch/|

x/StoreWeb/#/launch/C

{Citrix/StoreWeb/2/launch/W

/Citrix/StoreWeb/2/launch/4

AILUfER Set-STFWebReceiverApplicationShortcuts PowerShell cmdlet #ina]{& URL.

Citrix Workspace N BiEF2E

August 27,2024

ZINERT, SAPENRE Windows., macOS 5 Linux EfER Web 55884 TFF M AR &R, StoreFront 2%,
MERTEEAMEE Citrix Workspace M AEF. MRENFE 41382 Citrix Workspace ZAiER, MR
TAPTHAREZNBRER. BATHAER Citrix Web 452, BEHATLE StoreFront IREB/HEMAIBILE
REREF. RETE, BPITLETAAH%ER Citrix Workspace MBRRFHISHEZIINAEE, o] UI4EER]
YgsrEAER T HTML5 B9 Citrix Workspace 2R, BfEditZ a9y Citrix Workspace [ZA#2F HDX &

IR E RN AEF MK E.

B, TEEARMEE Citrix Workspace M AEFEHAF B LIEERTF HTMLS 89 Citrix Workspace R Ri2FH

FEENABELURAE HDX & ik,
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StoreFront Haikkas

StoreFront

Category Settings
Customize Appearance
Featured App Groups
Authentication Methods

Website Shortcuts

Session Settings

Workspace Control
Client Interface Settings

Advanced Settings

Edit Receiver for Web site - /Citrix,/StoreWeb

Deploy Citrix Receiver/Workspace app

For the best user experience, Receiver for Web sites detect Windows and Mac O3 X devices
and offer users the opportunity to download and install Citrix Receiver/Workspace app. If
users cannot install Citrix Receiver/Workspace app, enable Receiver for HTMLS.

Deployment option: ’Use Receiver for HTMLS if local Citrix Receiver/Warkspace app is u... ¥

[ Launch applications in the same tab as Receiver for Web

| Allow users to download HDX engine (plug in) @
Upgrade plug-in at logon @

Source for Receivers/Workspace app

Windows source: lCitrix webszite

| :
Mac source: llC|tr|x webszite

B [ cone | [ eny |

BEAEBEDT, FHEIE
+o

EBE LI

* yu%lu\?ﬁt}aﬁﬁ)ﬁgﬂ—\

Receiver for Web 4=, $AEEEERE Citrix Receiver/Workspace [ BiEF%EH

it Web 3i5gsinmzEmMARRA P ES T HHRE Citrix Workspace B2,

EIERIRLER Receiver for HTMLS. iEZILETS, EAF HTMLS 89 Workspace R BEEEBIEH
SRR 23R R R

MREFHLNAEE Web ik SRR AP EAH T HH %% Citrix Workspace R#ER, BEXERE Citrix
Workspace [z #2584 B3R LUEE 3 % 2381A 1M 2R, 15EF MR 41 Receiver RalA, NI Receiver
for HTML5., 33F %% Citrix Workspace HEFHAF, SYHEERISN, MR TETHEATE
Citrix Workspace K BiEF

MRF BB At 2R Citrix Workspace R BEFIFRER, EEFEMRE, RARMRTHAPT
BHAREESHTEH Citrix Workspace 2. AP AI4EHEE Web JERipRINAREE, BRHE
MERN, ERERMETEN Workspace MEERFITH,
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ER—MERRH BN RER

MR EER T 18425 A Receiver for HTMLS =i R 4s3th Receiver <78, NIfEA Receiver for HTML5, %
IMERT, EXNRSTENNRRESTA— M NNRRENF, IREFEER—MEMEHIIFRE, BRERT
HTML5 B Workspace M2, E%EES Receiver for Web 18REIET £/ BN BIZF.

AEEPIHENTE EEREREED
AR

g BGERTF Windows, MacOS # Linux i&&. MRAFRET Workspace Web &, MZ F imia niAD
BEE Web BRI, EXMERT, IEEFIEM,

LRLAFERE Windows, macOS gk Linux LERRIKERIT AL AEER, % Web thxa =it Citrix
Workspace BahgdteMlAt R EN N AR, FEE, SAFRmRIRE, Citrix Workspace Baisia 5t RN
Citrix Workspace M A#EF#1TERE, MMRAFRE ERERT, NaBEEFHeNERE. Bit, YAFRRHER
B, aTH— .7ca Xtf, BPRAUERDZER Citrix Workspace R BIEFITFZX . XAZIFHERM
App Protection &IhaE,

Please wait while we confirm that Citrix Workspace app was
installed...

e _ Note: Clicking Already installed allows you to bypass running the client
citnx | Workspace detection. However, you lose features like domain pass-through

authentication, which requires the native Workspace app detection to
complete successtully.

TEAL . 1ca XHRIESHRTERK, Citrix BINEEREZFHRENTALET ‘B #REREURED
REREI,

EFFEF & LrELE Ica F&

BEEFETE LML . ca TH, XRMHBTEHIMNIRIPES. BT Citrix Workspace /5zh287E i0S. Android
gt Chrome LARAIA, BAABFRSHIEEEREZR MRAA), HEXIEENBBEE RN 43T 589 Citrix
Workspace [ Bi2FH.
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5E:
WEMAN SR FHQNNE ENER ‘BRI EN—iRER,
AYFARP THEHERT Windows ¢ Mac 89 Citrix Workspace 2R

MREER AR ER MR A Receiver RATH, NIEA Receiver for HTML5 # 2 A T 43 FA A T & HDX
Engine (&), HEMATF HTML5 89 Workspace R B2 ki B At 2iER Workspace R BTEFFES, AP AL
HEETEHERT Windows 3 Mac 1 Citrix Workspace R AER.

E R4 Workspace N BiEF
NEERFREALRIES, FEBATF HTMLS B9 Workspace B BEEFHER P ERRHEA T ARAM=EEMN Citrix

Workspace [ BiEF &P IHIET, AP LOEEBOEF A, BERIEERENNES cookie, ENFREBERIBTAFF
%, BERAILINEE, EHR StoreFront R385 LRI A/ Citrix Workspace M BIEF X1,

THIR

YRABAFEETHREN, STLEREEEEBE Citrix Web i S Z 2 HEEMRS B TH XM, EAILLER
Citrix Web 145, StoreFront iR5388 FryAsih 4 s0imi2iRS3 28 L a9 (i@ URL).

PowerShell SDK

ZfFA Powershell SDK EEBXL1&E, #5fFMA cmdlet Set-STFWebReceiverPluginAssistant,

BEREEELE ICA T%,35ER cmdlet Set-STFWebReceiverUserinterface L &% PreventIcaDownloads

o

ERIERE

August 27, 2024

BERAIFLE, BEIEE Receiver for Web it SRR, EESIFIEEETE,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Session Settings

Configure the settings to control the end user experience and specific timeout duraticns when the
inactive users are logged off.

Category Settings

Cmstemrine Agpest s Server Communication attempts: i )

Featured App Groups

Authentication Methods Communication timeout duration: @
Website Shortcuts 3 |=|*| Minutes 0 s | Seconds
Deploy Citrix Receiver/ Session timeout: @

Workspace app
1 —|+| Hour 0 —|+ Minutes
el e [

Sign in timeout: @

59 !_.+- Minutes

Workspace Control
Client Interface Settings

Advanced Settings

Cancel

AR EREE AR

£ Web RESNABERS 2B HRRE, T StoreFront Wik, BELHEHRULIRE.

pEAET =l NES NI

Y Web RIS N ABERS ZE#TIEAMNIE, IF StoreFront WEE, BELHEHRULIRE.

RERECHERY

iBid Web ¥ 28351 StoreFront ZAEER, ERENRFEDNEZE, RIEFEN, APEREH, B Web
AN ZRRTRIESEKRIE, FRSBEMEEDINAFRE GINEEREZESMN) FREKRE. TR
HHFIAA, RAKRTRAPEKRE, BUERRIEBELUEEAFPNERARR, XFaEmatRERN Citrix
Workspace B fREF.

&, WALER PowerShell, a0, &3 Web ihs “/Citrix/StoreWeb” BIBEIESEIRE R 30 535:

Srfw = Get-STFWebReceiverService '/Citrix/StoreWeb'
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Set-STFWebReceiverService $rfw -SessionStateTimeout 30

MREEAXIEBIMEREARTRNXIEEN, WATHERHE IR X SIEBHR. MREBISEEREEARTSHEIIE
ChE&EFRYEIEE Maximum token lifetime (SRS KERERE), NaBMTEKXLREUTLRRIEBN,

BREH

fIF Web MERFNERFE LR, —&INEG, ERSBENABRARET—FES. ARTURERREEDER
R&.

FPWIEhRETFEYE]
FF@S AL 2R15i0) StoreFront 2GR, BUIAERT, BiEERENER, BRH#ST/VNREEH. XFaRMm
A =EER Citrix Workspace MR, EEKUIEBINETE], EHRITUTIRE:

1. 7£ StoreFront £, Mzl c:\inetpub\wwwroot\Citrix\<StoreWeb>,

2. I web.config.

3. #FMEEHEE: <authentication tokenLifeTime="08:00:00"method="Auto" />
4. % tokenLifeTime EXNFAENE, BN 1 RAFANE, EEALNXd. him:s,

MRFIEERIBSEIEINZ 20 /N L, ERBFTRER S HIIIERRS R L LAY E,

Citrix Gateway &8s

BXMXBHFEESE, BHSREMNAH,

GRS
INREIEEMNEKEREEMEERD, WRIFENEENA, B Web AN R FRITRIFREKRIE. F2S
BMLEHNAFRE BIEEmF2iESMn) FREKRIE,

Zifia Web X %28, ¥ Citrix Gateway 588 i& & A B8 T StoreFront 2IFBRMNE, X2 T HERE
StoreFront 21EBRNHBRIM XA, MXEERBT B CHRIETIHZ a4,

#E1%Z StoreFront R ABEIER, Z<ittEER Citrix Workspace MBEFASNARELIE, Fit, Mx2H—F
ENATENENNUE. ZNBAEFSEHRFRRYIR EEEEYN, JIEENKINTRAEFNRIFHER, 3K
INERT, MARFHNRIFELR 60 2%, EEMUIEE, ESH CTX221465,

SRR

7z Citrix Gateway £, @EEJLUSERHBI LUEAEN BEHARIEERE, MAICHFHENME,
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SO IIEARS &KL hEfER YA

S HBIEARS MR TSR N ARSI ERN S, FINERT, ShEE 20 /NNEEH, XeSEAFEHE.

WNRAFE Citrix Gateway #THMHIRIE, MY StoreFront £h&:dHAEY, StoreFront @ Citrix Gateway %
HEE. MRMIXHNKIEDATEDRS, ESRMERBTFERE StoreFront BIIEH, NREAAR ILXMER, W
W W X BUSRFIEBRECE A 5L R K EFHEEE,

BEBERT, 7 Web WP ERNAREN, MEDENASSRRIIEETSRIHZAEHE, ALSREENEEE
57t Citrix Workspace EARRFAX. BERBTHMERKERNE, BERITUTRE:

1. 3F L% StoreFront AR 28 E# Citrix Workspace MAREF, ESMIINAEENS HIIERSHRER
c:\inetpub\wwwroot\Citrix\<Store>Auth (XFREERZMEHIIIRSZ—, BEFIURTF
TIRBMNR ARIEHE) .

2. £ web.config e, 3 Authentication Token Producer [R5, REEHTH I id 5
Authentication Token Producer &9 id [TE2H add ;t&. EUATRAIG, EFBE id="17cacl85
-57c1-4629-a33c-88a89dd4295d"encipherId="2948f7ad-735e-4e03-8e01
-8d4f5d3ca75b" ffEM add TE:

<service id="f7cacl85-57c1-4629-a33c-88a89dd4295d" displayName="

Authentication Token Producer'">

<relyingParties signingId="2948f7ad-735e-4e03-8e01-8
d4f5d3ca75b" defaultLifetime="01:00:00" maxLifetime="
01:00:00">

<clear />

<add id="f7cacl85-57c1-4629-a33c-88a89dd4295d" encipherId="
2948f7ad-735e-4e03-8e01-8d4f5d3ca75b" defaultLifetime="
01:00:00" maxLifetime="20:00:00" />

3. ¥ maxLifetime EXAFMENE, BRikEH 20:00:00, BHA 1 RREANE, HEAER dd.hh
1mm:ss,

4, izfT1isreset &S UNARMMNER, ETIHSEM Citrix StoreFront Web S3s4BF, BRESEME
Hair ICA &%,

TR

April 17,2024

YAPEREEBEME, TEKEGRHRNIIPTBONBEZFEBREMIER. BRAUBESMRE—EEAR—K
BERF, MAGESRERIMRENENRIEMENBER. fli, XAULERNEETES N IIFLZE%ET
B B E RN T ER S8,

LYAFERN, SEEMERIMINEESTHNARER. W, RRAFPERIEZENNABEHBI T —ENHEE
F. MNRZBFEEERERENIFEAEEES 8RS LERIF—NAEE, NEEETHNNARFSBEmE
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&, SBRFAMEMTENABEIHEN, ZBFAEZNABEREHNMENBEFRS B ER, BFaX
Hl. INRET Web H¥i28ipR R AEE, WARERERNIKNSRER. BaNARRFNEH.

EiEAT HTMLS 9 Workspace N AEFHE & T 1EXIEH]

StoreFront B4 A iy TEXITEE B NIEET Web A 8RiA 18 A EERER, X2 U TERMRSINS
E

o HEAF HTML 8 Workspace ARFERERKEXNAREFRIETHN, TEXKIESIRTMH,

o 3P FM Windows i&&i5in Web S8 BEF, RYUTERTARBSEIEXEHIhEE: WhSaT e A
FRIEE ERBEREERT Windows 89 Citrix Workspace R BERF, & ERIERAT HTMLS & Citrix
Workspace AR iAIEE o

- EEMEREICHFNNBIER, &2 Internet Explorer 34173 Web i S 89 P ST Z58 SRR “43it
Intranet” 3 “FAlfEihER" XiF,

s MBRE—NKEAHREBEATEAFAEREEHEH—NREHN Web itS FWAFER, ZAPNNBREFE
REMEE, MLLTERKEHEEENAIZE.,

s APNENAREFIFNERNNEEMAS R BHNFERANNKEER. EAF HTMLS & Citrix
Workspace N B2FT AR <A E A AR SN 2B e E R, th T b A s < ix#EA Citrix Workspace
R FAEFMNRES “Fa” RERMBEHER,

o BHBRER—MHRSEM-RPITHN, TIEXEHITHEERATA, Extitbi#TieE, E5i Citrix Workspace
[ FREFEE,

Z7ri@id Web %8815 10 R A B ERMEB TIEXIZH)IRE, 1574778 Receiver for Web ih S RE EEE TEXE
o
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StoreFront Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Customize Appearance

Logoff
Featured App Groups og9
Logoff acticn | Disconnect - ] L ]
Authentication Methods
Website Shortcuts Workspace Control
Deploy Citrix Receiver/ +| Enable workspace control

Workspace a
P PP Automatic reconnection when users log on

Session Settil - .
ession Setlings #| Automatically reconnect to the sessions when users log on
Workspace Control Reconnect and Disconnect Button

Client Interface Settings Show reconnect button

Advanced Settings Show disconnect button

BRI TRRERE KRR E
o FEEEHIRME. SEHRFWT:

- PR HEMLROEEN, VARFNKERIER 855 E A IRREMFERR.
- &b ENEREEN, NAEFNKERIERERSS EAEAL,
- . HEMNERUEHEN, YARFNKERIERREEBT.

StoreFront Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Customize Appearance

Featured App Groups Logoff

Authentication Methods rogoff action [Discnnnect - J o
Website Shortcuts Workspace Control Terminate !!

Deploy Citrix Receiver/ +| Enable \.'.'GI'Lr\rJ o

ALl

o B A TEXKIERIEEE,

+ 3% Automatic reconnections when users logon (BFRERNEMEMERE) THRAFPERNEHE
mEERIRIE,
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& PowerShell SDK A& T {EX 15|

A LUER PowerShell cmdlet Set-STFWebReceiverUserlnterface B8 TEX 54,

1iEATF Windows 19 Workspace N Bi2FPEE T EX T

EEEATF Windows 89 Workspace FELE TEXEH, B8RS E TIEXEHIEMEE,

TEEMAT Mac 19 Workspace A2 B E TFX T4

EEIEAT Mac B Workspace #ERE T (EX Iz, BSREE TEXEHIZE,

EFMENRREFRPERTEXIES
£ StoreFront 2 Workspace M ARRFZRASIEEINEE, NECXENBEFNMAERSE, HiEHISRIEBIE
M-EHEUHIER AT RIEEINEE,

ERRFEIRE

August 27, 2024

EMYaE Receiver for Web it S REPEREFFIHZOKRE, BEREFIHEDIERTF,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Client Interface Settings

Configure these settings to control the end user experience and how they view the applications and
desktops on the Receiver for Web.

Category Settings

; Web sessions
Customize Appearance
| Auto launch desktop @
Featured App Groups

| Show desktop viewer
Authentication Methods Tk

| Enable Receiver/Workspace app configuration @
Website Shortcuts

Multi-click duration: @ 3 Eﬂ zeconds
Deploy Citrix Receiver/ -
Workspace app
Session Settings Applications and Desktops view on Receiver for Web
Workspace Control Select View: [Sho‘w Both wviews - l
Chient Interface Setti Default view: [ﬁutc - l'ﬂ

Advanced Settings

[ Cancel ] [ Apply ]

Epl=pE

MRBATHREHBBFRRE—1RH, ZEEEEAFERNE.

ZEH PowerShell SDK BEXEoBsi R EIEE, HIAA® S AutoLaunchDesktop # cmdlet Set-
STFWebReceiverUserinterface.

M Web xi%igsmah&Ret, WigBREMNA, MaAsithzeER Citrix Workspace M ARFBHERN, EXRRNA.

27 Desktop Viewer
Desktop Viewer 2— 1T A%, #[iLERNAE HDX HiEH, FRALHEEREERES 2R, Desktop Viewer 121
RENBFKR, HERIABH.

[EMEA Windows. Linux fE At =eEm HDX BFiEM Web JEEEES BRRE, IEBARNA, HAF
A HTML5 HDX EFim7EE Web XM EmZERE, TiCIIEBENFE, SHRERTAE,
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% EiFEETE]
B P ERENFENERNZRBHRE— N AREF. RBM Web JIREEmHERN, WSEFRNA;, MEHR
## Citrix Workspace B2 B IRE, ERRMNA.

= {5 | PowerShell SDK B & gatim, HRAAFSH MultiClickTimeout M cmdlet Set-
STFWebReceiverUserinterface,

M Web 34528 EhEEN, HEBEARNA. ENERTAHZRER Citrix Workspace MBER.

2R Receiver/Workspace N BiEFEE

gnRiEHR, HTMLS ki Citrix Workspace R 12 IR FREC X 4, 5 F 8B B 5h 9 X EXAI R AR P FE BC B AN HL
Citrix Workspace R AR, XLEMEXHESREMRZRNNABENERFAEE, HhaEANABERE
#FRE Citrix Gateway BEMEIRRAVIEHRE S,

ZEH PowerShell SDK B ItbES, EIEBH S8 ReceiverConfigurationEnabled # cmdlet
Set-STFWebReceiverUserInterface.

N AEFMSERE

RFEIRMEEMNARER, Citrix Workspace MARFERINMER TR ERKENENEAREFRE, Wik
EETEENREF. BRERZBRGE, BELEIETNE.

MEZRMETHIIRSD, EFRETNAEFEERHE, XERNETME,

MBARE THRFIRSD, EFAFAERETRENE,

EIN il

Ek) ERETNE

R ETRNARFRE

KMH ETEENE

Z & A PowerShell SDK B 24X L% 1, &5 A # £ # ShowAppsView. ShowDesktopsView #

DefaultView s cmdlet Set—STFWebRecelverUserInterfaceo

App Protection

August 27,2024
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App Protection i@id fH IHZRIC RN EREERIBEMIN L 2K, EXEMAEE, 1HS1 App Protection X
(=N

Workspace [V BiZF

EidiEATF Windows. Mac # Linux 89 Citrix Workspace R Bi2Fi5 RN AR ER, BINER T App Protection
AT

EEES B8 App Protection

&t Web 5283510 W BREER, 2 App Protection MR ARZFERINE R T TREENRS. aTLU StoreFront
2308 ME = RAEE NrERMEI Citrix Workspace BRI TRIEMRZAE B RS RPN BIER:

R AR hRZs

AT Windows 89 Citrix Workspace 2R 1912
EATF Mac 89 Citrix Workspace R FBIER 2001
EATF Linux 89 Citrix Workspace M BEF 2108

AR HRZAH Workspace i #EF, 3 EE i0S. Android. ChromeOS E=ifERERF HTML5 &9 Citrix
Workspace [ BEFER R RSN BEFE, StoreFront AxBRZHRIPHNBER.

Z 7 1F StoreFront £ #%# Workspace ik A+ B "2 RIFHNAEF, EEMA PowerShell SDK cmdlet
Set-STFWebReceiverAppProtection,

MEAFBEFEI A Workspace M ARERF (T EBIEBARERERNAFERERBZMAS), App
Protection $RaIH. AILUERN ABEEE AL ERAHERER Citrix Workspace M BEFEDH, &2 Citrix
Workspace [ FHEFZBE,

StoreFront &/ Citrix Workspace Web # E#i%E Citrix Workspace NBiEFRAESAIAHAERE (55
RETFNEET BNEF Q). T, StoreFrontA?‘FHFEIME@F“FH?&TWeb uh R BSHRE Workspace R
BRFAEAE PRI —87, MRAFBIEEFEE LRI, StoreFront BT EMERREFRAE, Hit
TRERZRIPNNAES. Eit, BiVEZHAEREER, 15217 Citrix Workspace NAREFEE,

e g==
=

4

#NR Citrix Workspace Web " BRAIH, StoreFront 7R &xiA1a Web i =ES#i%E Citrix Workspace
N FBFEFF RIS, MR AFHERET ARIRZEH Workspace A2, StoreFront F&EINEIX—TH,
AT e SR A R 1L B Eh RPN FBTER. Citrix BilEZE App Protection K&z, LFEIEMAS
# App Protection B2 HBRRZ<#Y Citrix Workspace N BIEF BB BIEFSH,
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fip: Web it =

September 7, 2023

1. £ Citrix StoreFront EBizHIAMWAN BRI ERNABET &, ERERNEHEE Citrix Receiver for Web
MR ABE, ARERFERTETEE Receiver for Web 5,

2. EF-AUER, ARREMHER. MRBRER, BRRLTEBERZ Web TEIHRMAREE.

ficE Workspace /B2 Web b=

September 7, 2023

i/ StoreFront SIEHFN ARG, SBEMEIE— Web ismHBEESNABIEXEBE. MAREEZ Web ths
By, EEFEAFER Citrix Workspace [z #2715 5 F & &R 2R Web 55,

1. 7£ Citrix StoreFront B2z & B MIE S PR AREET o

2. EROERPER—IMNAEE, AEERFESPEERES KR, WREKREIE Citrix Receiver for
Web Web bR, MIEER—FKHEE, HREEEA “HRi0 Receiver for Web =" mSH#EE,

3. EEREHE Citrix Workspace [ RiEF & P imE A P ikia L A Ee 2789 Web 55,

4. BEHE.

FCERMRSS 24

April 17,2024

BT HRIT TENESRERZ MRS S StoreFront IZNIRE. BEEEZRSZ[HE, —RBNEA—GIRSHFEN
RS EBRAEMEE. IR Citrix StoreFront BIRITH & RAEMBRHEMEMARS 2B LiB1T. BT EEFRMER
BREREIIAFREMIRS S, URRENBEANEERT 0

WRERE B STE StoreFront REMEFM IS Web b8 B E (FlanyR( &M= ID) #84EEA StoreFront AR
£ ISAMIARS 2,

AR5 2RA R A INARSS 28

AILUBEHIT “HINIRSER” ESHKEURAURES, LUERESIEFREM StoreFront IRESBMAEIIMELES, HXE
RSB ARIMEIIME StoreFront BEFBIFMER, BERAMANIERS 234, B2REMEL StoreFront ZEZER AT
BMES, HEEMNATRENRS SIS HE,
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StoreFront Haikkas

MBRSS BRE P MIFRARSS 25

AILLEE HATHIBRARSS 2855 M Z ARS5 88 StoreFront BBEPMIFRARSS 8. FR T EEEITES RS B2, A LURER
HARBEMEMIRS SR, MZIRSB[BMBEFRERRSF 20, NAKREMAETERRPRER.

EEFAMEMFREY StoreFront fRSS8( 21, BIHEBENH RIS, BESRFRSBEE L FARE

BB e BEIRS 254

ERERISTRTERZIRSS StoreFront EHFAEEHMIRSSEIMNERE, FESYUTRSB[NVEERET B F
HREEREREENER, LUBEEEBIEHIADMIRSSBARUNREEEREEEHTEN., ETIESKH, E8HT
HNNFTEIRS 2R ZA1, ERERITHE T EL,

HERR

EEBRIEPEFTAPHEMRS S P ERENR, MREHREMRSENEE, BRI ELER
HARPEMARS R, UBREZEMBEPNS— MRS HBEBENRN, XETFHEEKR.

FAPHIRSFEZEEENEREEUTAS!

« Ffi5 web.config XHHINZE, HEREE StoreFront i2E&.

« C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients HRZA,
#l W C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients
\Windows\CitrixWorkspaceAppWeb.exe 0 C:\Program Files\Citrix\
Receiver StoreFront\Receiver Clients\MAC\CitrixWorkspaceAppWeb.
dmg,

o C:\inetpub\wwwroot\Citrix\StoreWeb\Custom\contrib HRZE,

o C:\inetpub\wwwroot\Citrix\StoreWeb\Custom\custom folder WRZE, flNE
HIME&FD customisation.js ¢,

« Citrix Delivery Services IEBEMEMAR, BEMFHSNIERBHETIFE (CRL) BRob, (BX5%74H# CRL
HIEAER, BEBRIEPHHEIIE (CRL) 0,

} =r

AR

TTHABIES HtRSERY, SEREMNFITX. EBmHRE, MAREEERES.

ENEENEA URL

£ URL BIEEREPHERNNABSEMEM StoreFront RS89 URL IRE R, MTZRSB[HE, BREAH T
URL,

ZENER URL, FHITUTRIE:

1. £ Citrix StoreFront EEizHI S AMNERS, EIRRSSF[AT =,
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https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/certificate-revocation-list-checking.html

StoreFront Haikkas

2. ERFEES, BHEENELR URL -
3. HA# URL
4. BHRE,

Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: https:f.-’rnystorefmnﬂ)‘

"o [N

5 Citrix Gateway #1 NetScaler ADC £5%

May 30, 2024
# Citrix Gateway 5 StoreFront £& A AR MEINBE A RER £MITIEIHR, FHFIH NetScaler
ADC 1R H T,

7% HAER

£ Citrix Gateway M Citrix Gateway P SHEEHEHSNE

&12 Citrix Gateway

1M NetScaler ADC #1T & 1

73 NetScaler ADC #0 StoreFront BRBZEk&K 2 51
iF (DFA)

ERTRAE T HINIE

FEER

StoreFront &
AN, MERFNZREE Citrix Gateway EZIGE

7% StoreFront fRS3 2834 2 A1¥% NetScaler ADC BZE R
TS

fitE StoreFront #0 Citrix Gateway, MUERFPELE
— MY EEAMXHITEMRRIE, ARES—MI LR
StoreFront #1724 331,

fg& Citrix Workspace 5 B2 7] LU SRHR E 51X
URL REATIMEAEEZ MNP
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https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/import-citrix-gateway.html
https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/configure-citrix-gateway.html
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https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/authenticate-using-different-domains.html
https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/configure-beacon.html
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55 SR

BIEEAEBHISN SRR FQDN BlEE A RLMEMNES (FQDN), ZEREAUEEAL
BIMEAIRRIZ AEE, ekl Citrix Gateway it
1235 1P 5 RS

it & Citrix Gateway

August 27,2024

8 Citrix Gateways R BB KT StoreFront #11%89 Virtual Delivery Agent (VDA) B9izi2ifia. Citrix
Gateway EEH 4 NetScaler ADC LizfT, Citrix Gateway BREH Citrix B2, "IAT HDX B8, B EE
F StoreFront WS HIIESTIZI A,

BEXEEENMENIFMES, BB NetScaler Gateway 5 StoreFront 55

WITE StoreFront HEE MM, StoreFront 7 iFi@id iz < # 17518,

BEEMX

BEEETE StoreFront REIERIM*, i&57E Citrix StoreFront BIBiIRFISMNAMERTIEE “VEAEE T8, K5
B FEE Citrix Gateway, X2 REHE Citrix Gateway &0,
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Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores,

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name | Role | Used by Sto... | URL

Authenticati... Yes https://gateway.example.com/

Close

PowerShell

EREMX R EEENTIR, FEMA Get-STFRoamingGateway.

70 Citrix Gateway &%

1. 7£%12 Citrix Gateway O, B&HFHM.
2. £ “EMIEE” EWEL, GNEE, RERT—%.
+ 73 Citrix Gateway BEIEEFET A IRSINERE o

FAF 7 Citrix Workspace FRRFHEIEEENRREM, Hit, BERZZMFEEMEXES, U
EEIAFRERTHERZEE. FI1, sJUTE Citrix Gateway HEBHEREMPELESHIBAUERES, U
AP EBENRGIRETHAREUEERNEE,

o BRXFEEIZE R Citrix Gateway &%,
o FAMXH URL,

StoreFront S EH 2 MREMIHEZ (FQDN) #FiM—, HBFRRETF Citrix Gateway E RS 3589
FQDN., A%#x3 StoreFront #0 Citrix Gateway EiXRZ5 236 AERAM FQDN, M%¥& URL D!
X=Citrix-ViaHTTP #r3ker, StoreFront R ILARSL M E IEEE R,
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StoreFront Haikkas

A GUI [seRmENMMx URL, IIR—PRXBLUEBE Z 4 URL i5ia), MERT % URL 245, &%
EFAERNEERRFNE—IMX. EEHPEE, BRIUREERTIHRMXAEE URL, HEHE
£/ GUI BYRAT A, ALK FER PowerShell #1788, M1EE T PowerShell &< Z &%
BEEH A, W, MREETLERSBOHHTEBREEESINX, WBHEEZARM GSLB URL f&T
BFAEEsMIEREMEMXE URL SIEEEA, FIMA TS ERR. IZMXGE, ERIUER
Set-STFRoamingGateway #HmE#M URL, A -GSLBur | 2%8FmMi#EN URL, REZSH
EAT GSLBur'l, BERATFEFERME - URL BEMIER. Fia0:

Set-STFRoamingGateway —-Name "Europe Gateway'" -GSLBurl "
eugateway.example.com" -GatewayUrl "gslb.example.com"

AR

£AREIF, GSLBurl 284Xl URL, M GatewayUrl £#&% GSLB URL, X58
REEMmM. EAZHERT, URL WAEAER, MRIREEET Web X% 2siAaRAREE, U
AILRAEA—fA X E#TRE, B2, @i Citrix Workspace B 2R ih1a StoreFront
B, ©2M StoreFront 3B GatewayUrl, AERKERTZEHR, RIFEEREENALE
%%] GSLB URL,

MREFEFNULR URL, NEEFHEENRIRAIRX,
o ERAASIER:

FESER 3 BH

B{pI8iEF HDX B& el {EFRAMFIZWIT StoreFront BOEFRIF RIS E LK 3T VDA
B9 R A PR

PR B 7 30E MR WX ETFEI2iA1E StoreFront, i&EERRLE,

tEmPALE Citrix Workspace E5h28iE1T. Fitk, 08
TBEEFERRERN, BMEMXNATEMHRIE, HEE
#5143 HDX B,

PR HDX B&EH NEM KA A TS VDA B9 HDX iARIAPR, B0, &
%A StoreFront LML= £, IEEFLLETR,
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Add Citrix Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to

. unauthenticated stores.
General Settings

Secure Ticket Authority : T
Display name: Europe gateway
Authentication Settings k § -

Summary Citrix Gateway URL: | https://eugateway.example.com

Usage or role: [i ] Authentication and HDX routing -

3. ##E Secure Ticketing Authority £ _EAIGE,

Secure Ticketing Authority IRIBZEZIER T A RIEER. XLERIEZIEMAL T #1T Citrix Workspace [
2R NAAIR VDA BHER R S 9 IIERRA A E bt

o BHRAZELD— Secure Ticket Authority BR55 2% URL., SR &ERRZ Citrix Virtual Apps and
Desktops, METLLE Delivery Controller B STA. MIREEAE Citrix REEIARSS, WATLEEAN
Cloud Connector, #£#=m Citrix Cloud Ticketing Authority I2HiER, LFIRFHZEBASTE
Citrix Gateway HFERENFIXRTLER, TAER GUI FMRLEH, BSRETXHER PowerShell
RNE2BHANTE,

o WETEZ STA RSB[BHIAHLUE STA RSB ZE D RIER. MWRKAE, StoreFront FizAR58:
FH IR AR S5 280

+ 05R StoreFront F&i%ihi STA fRS328, ERE—RITERNBRERZRSEE. BIABERLT, HEER1
B, (BIER LS E X B,

« SNRE MR Citrix Virtual Apps and Desktops 7£ Citrix Workspace W B2F it B EH EE R
R EZENSIELTHARS, BEPEARETEN,

o MREET SN STA, HEFEHRIIFARMERLTH, BEFMED STA (MRTA) BERER,

ER M STA (JIRATA) EREIEG, StoreFront IEMFAAN TR STA FKNSIEEE, Xi¥, BIfE
— 1 STA ZREIREFEEAATA, APREEASHE. NREBTERARELEZSAD STA #TRE(E,
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StoreFront B EIREIFEAEA STA,

Add Citrix Gateway Appliance

StoreFront

# General Settings
Cloud Connectors

Summary

4. BEEBUNARSE,

Cloud Connectors

StoreFront uses cloud connectors to reach the cloud ticketing authority and Citrix Gateway Service
configuration service, Enter the FQDN of atleast one cloud connector, Add multiple connectors for
resiliency.

Cloud Connector URLS @

[+ Load balance multiple servers

Bypass failed connector for: E hours minutes E seconds

| Enable session reliability @

O Request tickets from twe cloud connectors, where available i ]
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Add Citrix Gateway Appliance

StoreFront o Gateway "Europe gateway" added successfully

Add beacen points

+ General Settings Beacons are required to determine user network availability. Manage beacons
+ Secure Ticket Authority

o . Enable remote access to stores through this appliance
+ Authentication Settings

In the Stores node, select a store and click Enable Remote Access.
Summary

5 MATHER, BEHETM.

6. MREBEELZ2EH (WH), WLFXAERTHSHERA PowerShell EEEE(]. FI40:

$gateway = Get-STFRoamingGateway -Name [Gateway name]
$stal = New-STFSecureTicketAuthority -StaUrl [STAl URL] -
StaValidationEnabled $true -StaValidationSecret [secret]

$sta2 = New-STFSecureTicketAuthority -StaUrl [STA2 URL] -
StaValidationEnabled $true -StaValidationSecret [secret]

Set-STFRoamingGateway -Gateway S$gateway -SecureTicketAuthorityObjs
$stal,Ssta2

7. BERAFRBET Gateway IHRENRAREE, BRETEZRFIHENR,

8. BIAERT, StoreFront fEAMW AR #ITHHRIEMNMXELT HDX KB BRAIHEF IR, EEA R
StoreFront Ee& R7EEA R E HDX B AIFIERE R IRAMERRM X,

PowerShell SDK

ZfEf PowerShell SDK #mmx, A cmdlet New-STFRoamingGateway,
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70 Citrix Gateway fRs3

MEREEE Citrix Cloud B AER T StoreFront 9 Citrix Gateway BRSS , W47t StoreFront RiGHE B A
N

1. %12 Citrix Gateway B4, &HFHM.
2. £ “EMIGE” MEWEL, MANRE, ARERT—%,
« 7 Citrix Gateway ZPEIEEFET A IRINEREM.

FF %7 Citrix Workspace AZFHREITIEENE RSN, Eit, BEZEMPEEEXES, U
HEPAPRAESEEMAZIE, Fig0, TIUTE Citrix Gateway BFEMERZMhESHIBUERES, MU
FEAFEEBEWNIRSRETHREMEFERNBE,

o BMXAEEIEE N Citrix Gateway RS, X=SHAZEHIERIEE NI HDX B8H, F=2A Citrix
Gateway URL,

Edit Citrix Gateway - CloudGateway

StoreFront General Settings

Complete these settings to cenfigure access to stores through Citrix Gateway for users connecting
from public networks, Remote access through a Citrix Gateway cannot be applied to

General Settings unauthenticated stores,
Cloud Connectors ) T
Display name: CloudGateway
Gateway type: [Citrix Gateway Service b

Usage or role: [i]

Citrix Gateway URL:

OK | cancel | | Apply

3. =5 Cloud Connector Em+ FHiGE,
Cloud Connector #iF StoreFront ifial Citrix Cloud REEMXEE, HERASEIFEENARIEREIE

Filk,

o FEANE/L— Cloud Connector R 28 URL, L£#EH GUI MR 2%, ESETXHEA
PowerShell FFin&£ZHANTE,
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o WETESPRSBOAHUERSHFZEDHIER. MRKRAE, StoreFront LRSS 27 HBIRE
ARS8

« 905R StoreFront TiEFAIE GRS R, NWEE—REEASEBRERZRSE. BIAERLT, LEEN
1/, BIEA LB EX I E.

o BRLETERSIETEM.
a0, Citrix Gateway REFESIERI RN, EREKMNMRAS, XARRSRET K,

o RAE %t Request tickets from two cloud connectors, where available (M%7 B H
Cloud Connector IEREIE)

L7, ¥ Request tickets from two cloud connectors, where available (NFEaBH
Cloud Connector i#RZEIE) REFEMFL, RAMEEESRBEZRIE—MZZIEEENMG. KK,
XA RET K,

Add Citrix Gateway Appliance

StoreFront Secure Ticket Authority (STA)

STA is hosted on Citrix Virtual Apps and Desktops servers and issues session tickets in response to
connection requests, These session tickets form the basis of authentication and authorization for
 Garisal Setiifi access te Citrix Virtual Apps and Desktops resources.
Secure Ticket Authority i .
Secure Ticket Authority URLs: )
Authentication Settings ==
https://ddc].example.com/scripts/ctysta.dll ="

5 i
el https://ddc2 example.com/scripts/chstadil |

|| Edit. | [ Remove |

| Load balance multiple STA servers

: [ | [ : [ |
Bypass failed STA for | !hgurs .0 | minutes EU !secongs

| Enable session reliability @

_| Reguest tickets from two STAs, where available @)

I | e |
| Back I | Cancel |

BERIRER, W T—5
4, EHMIWIDREET £ HETIRE,
 3%3% NetScaler fras,

« MREZITMXAEHERN URL (BEREER2BRS[AHTERN), HEEMATERE URL,
ITENIZM KB VIP, X 51F StoreFront fEAEIE URL #EIERE B NMXK, MTHEZBRE
BRS528. BN, EWRILUGHB=,
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o MNBRERFIRFPEZFEIRE LA Citrix Workspace R FA2F AP BN S HIRIER o

TERIR A % Citrix Gateway & &R BEME BERINEIN AR EN R X HH, X6E Citrix Workspace [
FAT2 BRI 1E BURBX RIR & B R IR R RNERSE R

MRERAEREF AR Microsoft Active Directory i5/Z1, &iEFiE,
MREZZERBPANNZLCREREN AN, BEETESM,
NREFERAFRRNANEEBIMLZ L SERBHSEAE, EEFgNRe M,
MRAAERAFPRANELIRERIXN—RMEE, BikE SMS 3H1IE,
IMRAGERAFRMEEERHBA PIN, EEFEER,

MRNERFEMRIERLE T HEISHRIESE (HAPERFHINEEN AT UEREZSE) , EMEEERE
IRFIFRFIERREN B D IIIE T Ko

o (ATi%) £ “EE URL” EPRAMXBAIEAR URL, X5iF StoreFront Bt & Citrix Gateway &
RIIEARSS, WIRIEM Citrix Gateway IEIMIERZERBZEE. WTFERIHFMETEDSHRIET
8 (BlmEaEkk SAML), ERMSHH, TUEATLUIEHERBS, MREFZ Citrix Gateway EH4ER
B URL, Mtk URL %A FHENMXARS 23,

Add Citrix Gateway Appliance

StoreFront Authentication Settings
These settings specify how the remote user provides authentication credentials
General Settings Version: | 100 (Build 69.4) or later ~ |
« Secure Ticket Authority o o T
- \I."Szt:\-er IP address: 10.1.0.18
Authentication Settings (optional)
Summary Logon type: @ | Domain - |

Callback URL: @
(optional)

| httpe://callback.example.com /CitrinAuthService/AuthService.asmx

Back ' ' Cancel

EERRER, BT—F
5. BEOIBUNBEE,
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Add Citrix Gateway Appliance

StoreFront o Gateway "Europe gateway" added successfully

Add beacen points
+ General Settings Beacons are required to determine user network availability. Manage beacons

+ Secure Ticket Authority
o . Enable remote access to stores through this appliance
+ Authentication Settings
In the Stores node, select a store and click Enable Remote Access.
Summary

6. MATHER, BEHTM.
7. MREERBELZSTH %), WKFXAEREF&HER PowerShell EEEA. F40:

$gateway = Get-STFRoamingGateway -Name [Gateway name]

$stal = New-STFSecureTicketAuthority -StaUrl [STA1l URL] -
StaValidationEnabled $true -StaValidationSecret [secret]

$sta2 = New-STFSecureTicketAuthority -StaUrl [STA2 URL] -
StaValidationEnabled $true -StaValidationSecret [secret]

Set-STFRoamingGateway -Gateway S$gateway -SecureTicketAuthorityObjs
$stal,S$sta2

8. BIAERT, StoreFront FRBTHHRIENE—MXRHF AR, FttMFT=ER Citrix Gateway RS,
WIERRE HDX ERH3RECE StoreFront ISR fERA Citrix Gateway RS,

PowerShell SDK

2§ PowerShell SDK iM%, &R cmdlet New-STFRoamingGateway #i&& -IsCloudGateway
$true,

‘w18 Citrix Gateway

1. 7£E32 Citrix Gateway HOH, BHEEHHMX, AEREFEE,
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https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/New-STFRoamingGateway/
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XA, ESEAM Citrix Gateway &%
2. BREFEUREENER.
PowerShell SDK

ZfEf PowerShell SDK £XMXECE, EVA cmdlet Set-STFRoamingGateway,

fiips Citrix Gateway

1. 7£E32 Citrix Gateway HO0+, BHEEXHIMX, ABEMWR.

2. EHRIAEAF, 8.

PowerShell SDK

ZfEf PowerShell SDK fiBsR%, E¥EA Remove-STFRoamingGateway,

£ A Citrix Gateway

February 22,2024

Citrix Gateway BBEHI & PEBRZEIHRIEEMX S StoreFront FEERTEIHEIEEREE. AXNBMAS
A Citrix Gateway E#ARSBHIFMES, LUFEEREE Citrix Gateway #1 StoreFront FEHEAEBE S (.

E=3

« ERSIRXEMRS /SN ZIP X4, FE NetScaler 11.1.51.21 siEBhRAS,

=

=

Citrix Gateway REESHAERA Citrix Virtual Apps and Desktops mS6IEAIM X EINARS 28.

+ DNS %/ msetsfztT B StoreFront & RaERS1A1A Citrix Gateway £ M8 ZIP 248 GatewayConfig.json
XhBIFRE STA (Secure Ticket Authority) AR5338 URL,

« Citrix Gateway £/ # ZIP 2y GatewayConfig.json X4 Fi & StoreFront R 3% EHIE
Citrix Receiver for Web #5549 URL, Citrix Gateway 11.1 RESHRASEERESHH ZIP XK@
idifia) StoreFront ARSS 28 H M FRE I B R ARIEH Citrix Receiver for Web 4 s b 287X — 5,
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« StoreFront & Zige53 DNS FE9[EIE URL 2t AMx VPN EIMARSS 25 IP stutk, LUEEASARREITH
BHEIERETSRIT.

fZEAMEIRE URL flisOA&BESMX URL MiwOEEHEE, RZE StoreFront AJ LA URL,
5

NREAEEIRRPERRRNIMEFAE DNS s5Z %08, B8 URL MisOA&rIAESM% URL fMiEOHEE
TE. MBEHMAEALITF DMZ shHER <example.com> URL, i StoreFront I F&ri L& FBRLEH
FHEM <example.local> URL, MEaLUER <example. loca'l> [E3F URL $5[a] DMZ FRI% &
PARRSS 280

M Citrix Gateway S+ E

1. &R Citrix Gateway.
2. ¥3 “BE” |’mFk
3. £ “5CCitrix =@m&ER” T, g “XenApp 1 XenDesktop”

4. TE LA, BE TEHXMH

HA Status Partition . o
® Not configured  gefaut nsadmin v
Dashboard Configuration Reporting Documentation Downloads {j.
>earch Me #, Download file
Q Dashboard Create New Gateway —]
Favorites v
u HD L
AZURE >
System 5 2 B STA 4 Up, 0 Down
Storefront Up
AppExpert > 1 — kb
Traffic Management > :
Hjul 13 Jul
Optimization b3
Security > Current Universal Licenses Current HDX Sessions
Citrix Gateway >
L Memory Usage
Authentication >
Integrate with Citrix Products 100 100
é Unified Gateway 75
3L XenMobile
In XenApp and XenDesktcpI 25 25
[ Y
3 el ddobdclobdobddoibchdobdo b, 0
Show Unlicensed Features 13 Jul 13 Jul @
Requesting Citrix Gateway Virtual Server... ga:

1. ERERETHFREMNXNEE, TRETHIEMXNEE,
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FEREHES A Citrix Gateway

AIUERERNSAXESEAN—1EZ1 Citrix Gateway EINRSH[EE. NREERBEFRE Citrix Gateway %
MK EMRSEE, NHTFERZNSAX S

BERR:

Citrix "L #FFoh4miBM Citrix Gateway SHIVECE 4.

1. 7£ Citrix StoreFront BEEHI S NANEEFERNABE, RAEERETSHEEEE Citrix Gateway.

2. £ “B Citrix Gateway” R&EH, BHEMHPSAEE.

Manage Citrix Gateways

Add, edit or remaove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores,

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:
Display Mame Role Used by Sto.. | URL

Close

3. 5 E Citrix Gateway EIMIRS 3BEE XM

4. BETFME ZIP XHFRBIMXEMIRS TR, BEREESANMXEMEMRSBHETSN. NREES
AFETEMRSEE, W ‘SN BHEBETA “BF. WREFEEH, EURFLIEREEMXEIERMMX.
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5. EEMEMXNEREE, NRFE, FEE—1HEE URL, BExRHKEZE Citrix Gateway £ Citrix
Workspace (2R AP EENSHRIESF, FLEERLREELDNE URL (BRXRE).

o BERIFOEDOR URL E5EXEBZEE M StoreFront BR35233518),

t Citrx Gateway Configuration

StareFront Select Logon Type

((((((
ERIEFNERER JSON 241y LogonType FZ[OE URL
15 15 )
B =2 DomainAndRSA S
ZehE RSA 2
Bhek - FER Bhek =
Bhek -1 SmartCardDomain 2
Bhek - R SmartCardDomainAndRSA =
Bhek-Reh SmartCardRSA =
BEeE - SMS BHWIE SmartCardSMS =
SMS S{338E SMS Z

NRFEMEAE URL, StoreFront ¥ETTE ZIP Xk EIBIMx URL BapiEzE “EIiF URL", AJLURGILERL
AteEIERR Citrix Gateway VIP MERERE URL, 4F GSLB WX, ZEANESNMHMXEBEER—HE
78 URL,

EERERINPNERBHMIE, FEEE URL
6. BEHT—%,

7. StoreFront {8 DNS Bx& ZIP x5 BIFrE STA (Secure Ticket Authority) AR$388 URL, HISEE
NRERIEEIETH STA ZERICRRSE. NR—1HZ 1 STAURL EX, SANERSUREL,
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Import Citrx Gateway Configuration

StoreFront

8. EH:T—F_ﬂ;o

9. EESANFAER. MREFEABHEREMX URLMEAHE (WX URL: iw0) BIMX, EEER THAERE
FE—TRXBHEES, Se/B—NHHX,

Import Citrx Gateway Configuration

StoreFront

StoreFront £/ “Mx URL: ix0" AERMELEZHASANNXEELEEAIEREERNMEM K, R
EIMXEERREN “Wx URL: O” 4E, StoreFront &REMAFHMR, LMXIGERER T A LAEH

WL E,
MXIGE Bl LA
Mm% URL: izO4H & =
GSLB URL =
NetScaler fSEIEBMIEX =
=38 URL Z
Receiver for Web iz URL Z
M3k /VIP =
STAURL #1 STAID =
FREEREE 2
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10. B2EHS N R StoreFront [REF[|ETFE MRS HRAE, WSEFR—FER, REEKSANNXIGEERBRIA
FRHEAARSS 280

11. BEHEM,
EEANS—IEMRSSHERE, BEE LENSE,
AE:

Rz A EREIAM X 2 Citrix Workspace AR RIRET HEZRNMX, BRIEEEREENERRRNMNX,
MREEANLABEEEMX, WM ZIP XHESANHE—IRXERA Citrix Workspace fERHERIARNX, S
NEEMXAZEAENNABEEIRERRIAN X,

/A PowerShell £\ £ Citrix Gateway
Read-STFNetScalerConfiguration

o 5 ZIP X+ EHIZIZF1E RAY StoreFront EESHIKHE.
« ¥ Citrix Gateway E#ARSBEEXH ZIP XHHABTIENATEF, HEA=IRNXNRSIEEEZEFHREHN
XEER Ko

$ImportedGateways = Read-STFNetScalerConfiguration -path "S$Senv:
USERPROFILE\desktop\GatewayConfig.zip"

/3 Read-STFNetScalerConfiguration cmdlet Z& X7+ M NetScaler ZIP S NEIFEAN=MREIT R,

$ImportedGateways.Document.Gateways[0]
$ImportedGateways.Document.Gateways[1]
$ImportedGateways.Document.Gateways[2]

GatewayMode : CVPN

Callbackurl :

Gs'lbAddressUri : https://gslb.example.com/
AddressUrii : https://emeagateway.example.com/
Address ¢ https://emeagateway.example.com:443
Gs'lbAddress ¢ https://gslb.example.com:443
VipAddress : 10.0.0.1

Stas R

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : Domain
GatewayEdition : Enterprise
ReceiverForWebSites HE

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }
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GatewayMode : CVPN

Callbackurl :

Gs'lbAddressuUri ¢ https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address : https://emeagateway.example.com:444
Gs'lbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas HE

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : DomainAndRSA
GatewayEdition : Enterprise
ReceiverForWebSites ]

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

GatewayMode : CVPN

CallbackUrl ¢ https://emeagateway.example.com:445
GslbAddressuUri ¢ https://gslb.example.com/
AddressUrii : https://emeagateway.example.com/
Address : https://emeagateway.example.com:445
Gs'lbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas R

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType :SmartCard
GatewayEdition ¢ Enterprise
ReceiverForWebSites ]

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

k15 CallbackURL #) Import-STFNetScalerConfiguration

% ZIP X 25 L& R StoreFront BIERHRME, #& Citrix Gateway 2B ZIP SNBHRBTIENATE, HE
B=1TMXNRIEEEZEHREHIXERN X,

$ImportedGateways = Read-STFNetScalerConfiguration -path "Senv:
USERPROFILE\desktop\GatewayConfig.zip"

&/ Import-STFNetScalerConfiguration cmdlet HisEFRBEMNMX RS FE=1HMX S A StoreFront, fE
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A -Confirm:$False 2% A fi 1k Powershell GUI 2 RIEAFSASIMMX, MRETEEM—RSEN—TRX,
TAMIFRILL I,

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -Confirm:$False

EEEHCH CallbackURL 9 Import-STFNetScalerConfiguration

& Import-STFNetScalerConfiguration cmdlet =1 #WxS A\ StoreFront, HE /A -callbackURL &
HHETEFMEIAIEIA URL,

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:
USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0@ -CallbackUrl "https://emeagatewaycb.example.com:443 -
Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -CallbackUrl "https://emeagatewaycb.example.com:444
Confirm:S$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -CallbackUrl "https://emeagatewaycb.example.com:445 -
Confirm:$False

Import-STFNetScalerConfiguration E=Z S A\XHHEFEENSHRIESE, HiEEEBSH CallbackURL

& Import-STFNetScalerConfiguration cmdlet =1 #MxS A\ StoreFront, HE /A -callbackURL &
HAEEFMETAIEIE URL,

$ImportedGateways = Read-STFNetScalerConfiguration -path "S$Senv:
USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0@ -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:443" -Confirm:S$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:444" -Confirm:S$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaychb.example.com:445" -Confirm:$False
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1= NetScaler ADC #1751 & F 1

August 27,2024

IR BELBERNAB FEHEBEPHBEESFH X EL 1 StoreFront ARZ28#9 StoreFront BRS AMNF EIES
IR MHH XN NetScaler ADC i &EREBENTEARS 2LA+H StoreFront ARS28 ZExdk 8 Citrix Workspace
Rz A2 Web %2809 NIBR#ITH B T HIIEAE S,

T EEENIRSIIEBER

MEALIERITE MNADM SEIE B 50EE R EBIANMAMRIEB 28, 55 ST ED,

« 3% 1: 7£ NetScaler ADC i&#& ta P 2 MAR 55 2870 StoreFront RS 284T5 = L39MER *.example.com
BREFHER. XEFOUEWER, BREFEHIRIEREAIALURIMEM StoreFront fRS28,

« %I 2: 7£ NetScaler ADC i& & 1 H F#i B MAR S5 2840 StoreFront RS BV/AT R EHERABERFERAERLES
#r (SAN) BIEH, IEBFEETAFE StoreFront iRS 85T MENE (FQDN) B9Efh SAN Kali%, BER
R, FAXETTE StoreFront SEHiRME AN R EM,

73 StoreFront fR53 2540 fa & T #2561 DNS i2%

HEmEREE FQDN ¢/ DNS A1 PTR i2R. EMERMNEFinEAILL FQDN i5in#EAR NetScaler ADC i&&mE
F#i2889 StoreFront BRSZ 2840,

Tffl: storefront.example.com @i HTEEIMRSIEREM IP (VIP),

fiiE StoreFront fRs358

EHERBEHEZEHITAETFEHFRE StoreFront IRE 238N ECE A StoreFront AR 2SEM—E05, ZETERSSIZ
BRSERE, UHFREEREHER, §XxARS[ATFNRSB/NEZIEFMER, BSRMAINERSH,

M EaRSBEENER HTTPS, LUEX A T#85 StoreFront [R5 B[ZENBEHITNE, HSHEER
HTTPS {R#F StoreFront W% 2, EPHBAELE AR FEHH FQDN fERAAE (CN) B FREREEHR AR
(SAN),

BRSW/AEKR URLIEENAFH TS URL, EfEeiE A URL, &7 Citrix StoreFront BEIBizH| 8 EMEEH
AEBTRSSEAE, ARBEEFERER URL, BAAHTESEMRSESH URL,
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(A]3%E) ¥% Citrix Service MAMIEFEE ffER HTTPS

StoreFront % 11% Citrix Service A2 % Windows RS, RS EEHMRS MBI, 7Ll <R
StoreFront IRSHIEITIRG. XA NetScaler ADC F1E Mt =H N EBIER S StoreFront AR 232 MIAEXTE
TR

ZHABRT, “MMeR7EiE 8000 EERA HTTP, AILUERISHEN I1ER O 443 EER HTTPS,

1. #TF x StoreFront ARs38s £ 8 PowerShell &£ AIFEE (ISE), ABIETUTHSLUEIIALMBRERA
HTTPS 443:
$ServiceUrl = "https://localhost:443/StorefrontMonitor"

Set-STFServiceMonitor -ServiceUrl $ServiceUrl
Get-STFServiceMonitor

2. ERfE, BEEER StoreFront BRS2APIIFFB H MRS,
3. BEfEMe EHRITRENE, 757E StoreFront BRS3 23R LU ML8I518) StoreFront BRSZSB[BHEMEMITE
HE, FELT URL AN EEH, XEERREE StoreFront fRSSEVREH XML BE.

https://<loadbalancingFQDN>/StoreFrontMonitor/GetSFServicesStatus

A& NetScaler 71228
7£ NetScaler ADC LEEERRSESED

1. &3 NetScaler ADC i&&EE GUIL,

2. #%#% Traffic Management (EE1E) > SSL > Certificates (GE#) > Server Certificates (Az5333
IEH)

3. BERE,

4, EREMSB[BIEBA L, WAIEB-BENEMN, BEEEXH, RAENEIEBXH. NRIEBXEFREET
1, MILIMEEREREERZRXM
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< Install Certificate®

Certificate-Key Pair Name*

wildcard.example.com @)

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name*

Choose File v wildcard.example.com.cer Add @

Key File Name

Choose File ¥  wildcard.example.com.key Add @)

Certificate Format

@ PEM DER

Password

®

(] Certificate Bundle
Notify When Expires

Notification Period

30

" Y

&1 StoreFront fRSS237 =702 NetScaler ADC i&& 1 & F1#28

1. M=l Traffic Management (iE2%1) >Load Balancing (fi#iF#) > Servers (fR52). BEHR
m, AmMEHTHETERSE StoreFront ARS8,

=5 =2 1827 StoreFront-eu-1 #1 StoreFront-eu-2 #9 StoreFront fR5588
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2. FRET IP NIRSSEE, HimAE StoreFront T RAARSS 23 P #idik,

Traffic Management > Load Balancing > Servers

"~
Servers @ =~ &
Add Select Action ~
NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
StoreFront-su-1 @®ENABLED 172.16.0.101 0
StoreFront-eu-2 ®ENABLED 172.16.0102 0
Total 2 25PerPage | Page 1 | of1

EX— StoreFront {51123, ATFHERSSHETFAE StoreFront TSRS

1. &3 NetScaler ADC &3 GUlI,

2. #%#% Traffic Management Ci£%1) > Load Balancing (f1#F#) > Monitors (i511233) > Add
(#p), #Rhn&7 StoreFront WFTIEINES, HIEZFRBERIALE.

3. M Type (£ZY) Thixtsgd, i%# StoreFront,
4. MREEF StoreFront HMIBEERNER HTTPS, BESHERLTSET, TN, HRKILEMFEFIRIEFRE,
AN 8000,

5. #%4% Check Backend Services (I0ZEFIRARSS) ®EW, LIS StoreFront BRS28 HiE1THIRRSS #
1TI540, @R StoreFront AR%328 Hiz1T789 Windows BRSZ M54 StoreFront BRSS, %ig{ELiREIL TR
SRS

« W3SVC (IIS)

« WAS (Windows #Z#ERS)
« CitrixCredentialWallet

« CitrixDefaultDomainService

BB SFrE StoreFront fR5525M9ARSSA

. 82 Traffic Management (iE%1E) > Load Balancing (faZiF#) > Service Groups (fR£4H).
iR, @i HTTPS % StoreFront ARZ588, 1HIE4E SSL thille BHEMIGEREARINEE, KHE.

2. EEMBRSAS, 7£ Service Group Members (BRS4ARR) T, & No Service Group Member (£
ARES4ERE ) o
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a) i Service Based (EFRE).
b) EREZHIE X HIFE RS 8.

C) BEEHHTHRS StoreFront fRSB/ZEERA SSL, EHWARKO 443, TN, EEARKD 80,

Create Service Group Member

|P Based .@. Server Based

Select Server*

Storefront-eu-1, Storefront-eu-2 2 ‘ Add ‘ ‘ Edit ‘ @

Mote: The port number is mandatory only for DNS servers of query type A (domain name of the [P address)

Port

443 0]
Weight

1

Server Id
Hash Id

State

3. 70 Monitors (M510128) o IEREZAIEIEM StoreFront 141188,

Monitors

Add Binding

0 MONITOR NAME WEIGHT

O StoreFront

4, 7 Certificates GIE+) 4.

a) HPERFIHIEo

STATE
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b) HEAFHEZFSNNIRS SEHHTEZM CAIESR, UNFTEERT PKI SEREMEEEM CA,

ServiceGroup Client Certificates Binding p

Add Binding

CERTIFICATE

5. #hn Settings & &) 2643, 3%#% Insert Client IP Header (GEAE P i IP #7:3%) 4\ X-Forwarded-For
BITRLB IR XAYEE Citrix Virtual Apps and Desktops SEBEsRERZE A% IP ithit,

IEZRTRPRENAH TEEMIRSS

1. &R%I NetScaler ADC i8&EIE GUI,

2. % Traffic Management GiiE%IE) > Load Balancing (f1#F#%) > Virtual Servers (EiMRS
28) >Add (7)), eIE— M MEDRS 2.

3. WARM, &F SSLihFHmAGL. BE “BE™ SIZEMRSR.
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. Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol
type. If an application is accessible from the Internet, the virtual server IP (VIF)
address is a public IP address. If the application is accessible only from the local
area network (LAN) or wide area network (WAN), the VIP is usually a private
(ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby
increasing the availability of resources to process client requests.

MName*

StoreFrontLB (D

Protocol*

S5L e (D

IP Address Type®
IP Address v (D

IP Address®
(T A | S @D

Port*

443

b Maore

«

4. BEZAEIRMARSSEYE R BT EEMARS 25,
5. BEEZAHE RS AE—ARSS 28 CA IEH,

6. 7N Method (555%) ZpHikFnEHFEH%, StoreFront fAFTFEHE BIEDTAN round robin (3¢if)
5 least connection (&%),
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Method x

Method is a load balancing algorithm that the Citrix ADC uses to select a service to which to direct the client
reqguest. In addition to selecting a method, you can specify a delay in accepting requests on a new service.

Load Balancing Method*

LEASTCONNECTION v (D

Mew Service Startup Request Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Request unit®

PER_SECOND v

Increment Interval

7. 70 Persistance (iFAl4) %49,

a) BIFAMEAAILESN COOKIEINSERT,

b) #¥iBeIEE NS StoreFront RMKIEEEAER, FRIAER TR 20 H%h,

¢) 7% Cookie #5488, #5401, NSC_SFPersistence, X# e LUEE TR ZIZF S TR0,
d) B&EkAEIEER NONE ().

AR

MRAAFEFIHTEE HTTP cookie, MIFE4IERFT2E&E HTTP cookie, FERER“Persistence”(3F
AM) o
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Persistence b 4

Configure persistence to route all connections from the same user to the same service, such as an application
that includes a shopping cart or that handles banking transactions. With some persistence types. you can
configure backup persistence, which takes effect if the primary persistence type fails.

Select Persistence Type*

() SOURCEIP {@ COOKIEINSERT OTHERS O

Time-out {mins)*
2
Cookie Name
NSC_SFPersistence
Backup Persistence
Backup Persistence”
NONE e
Backup Time-out {mins)
2

[Pvd4 Netmask
255 . 255

M
(&3]
(4]

2565

IPvE Mask Length
128

EdE StoreFront %[0l

HEAMU A TR, T StoreFront RS ZEMNAEERE, ERRSSEAERAZAHTESE, HET
RESBAES—akSH. XIFBREREERFENTINTN. BEA StoreFront IRE B BIRELEEREZXMIE
Mo RIAMBRT, WIRERAF, XBWECIRRSMUB TN EHR ARG IP ik 127.0.0.1, RBREZRY
(HTTP = HTTPS) FZ, IWEERTFRIRSF[MBEUREFIE SSL K ILAH FEHBRNEZ,

MR A ET#88£8 1k SSL 7@ HTTP 5 StoreFront i&E (R#E%E) , WA StoreFront IFELESERE N
OnUsingHttp, XEkE StoreFront T ig2eMM HTTPS B3tk HTTP,

1. §T#F Citrix StoreFront,
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2. WFENMNAEE, E%DEE Receiver for Web 55, - F&4 Web b=, E#IERE.
3. REBRIRE
4. BEAVEEEEEEXN OnUsingHttp.

Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Advanced Settings

Configure advanced settings with caution.

Category Settings Enable Fiddler tracing

Customize Appearance Enable folder view
Featured App Groups Enable loopback communication an -
Enable protocol handler b

Authentication Method Enable strict transport security

Website Shortcuts ICA file cache expiry ag

lcon resolution |128 5

Deploy Citrix Receiver/
Workspace app Loopback port when using HTTP 80

Session Settings Prampt for untrusted shortcuts v

Prompt to install Citrix Receiver/Workspace app after logon

Wikopse Ounl Protocol handler skip double-hop check

Client Interface Settings Resource details Default )

L Ad ed Setti - Strict transport security policy duration 90.00:00:00

Enable loopback communication
Enables communication with StoreFront services using the loopback adaptor. Disable this when
using Fiddler debugging. Default: On

0K I Cancel I

WR B TE88&1E SSL #Fi@i HTTP 5 StoreFront i&1E (R#E%E) , WEEN StoreFront IFEHEEEE N
OnUsingHttp, XEkE StoreFront T2 MM HTTPS B3tk HTTP,

Bt & NetScaler ADC & F#725 LUSCI AR SS 2540 2 8| 19T iR [E) 5

MREH 2k S BRI L StoreFront RS 2FEAMR, A LUIRES TR ERRIGRBEXERSR[/AEZEE
HIITIA%kIE,. StoreFront iTHEHIMER TCP %O 808, HAltk, FEAMABRAE HTTP 50 80 3¢ HTTPS 443 A%
TEEMRSRIERY. ENIRSRESATAY, BEDEPNS NetScaler ADC & & LBIRE-MEDIRS ],
LUE RS StoreFront AR5 834H 1 & F % TCP %[O 808,

EERTITHRS RARSS A

1. &3 NetScaler ADC i&& & GUIL,
2. #%#% Traffic Management (i2%1E) > Load Balancing (fa#F#) > Service Groups (fR$54H) >
Add (&),
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3. WARSARM, FMEXRN TCP, ARRLHEHTTRE.

4. ERSERREOH, FNEZFE RS\ WOPEXBFE StoreFront RSBBF =, HRFHOEEN
808,

5. AMNEMRBERD

a) BHERT No Service Group to Monitor Binding C&BIAIISEMARSA) MGIE,
b) gEHHRM. WALMBEMMHAGHELEIGERN TCP, 2L,
C) BREHE,

Monitors X
Add Binding
MONITOR NAME WEIGHT STATE
StoreFront-SubSync 1 W

FNRIVTHARD Q2 0 H T E RS 23

1. &% NetScaler ADC i&& &R GUI,

2. 4% Traffic Management (i2%12) > Load Balancing (f:1#F %) > Virtual Servers (EiMiRS
28) >Add (Fm), HM—P ARS8,

3. AR
4. BhivERH TCP,
5. #A IP sbtk,

6. HAiEO 808,
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Load Balancing Virtual Server

Basic Settings

MName*
StorefrontSubSynclb :}

Protocol®

TCP v (1)

IP Address Type*

808

©

» More

«

7. BEHE.

8. #i No Load Balancing Virtual Server ServiceGroup Binding (5 3 & IR S SRRSAHE),
EREZRISIENERSA, REEE Bind (41E).

9. #fn Method (753%) #4714 Load Balancing Method (fa#F#75%) i&E% ROUNDROBIN

10. BEHEFTEHUTHRENR.

ficE StoreFront LUE:d 1 i P 2HREGT IR EE

BERAEEITHARD .

EREEFIIE, FEESITHARD EPAIRSS SR EM A HT %2R |P it ILECRIARSS 23LA bt
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7 Citrix Gateway #01 StoreFront B2 & k% % 5154 (DFA)

February 22,2024

A BN S HIIERT BET Citrix Gateway WREMETF StoreFront WREMN S M RIHRET RIEEN R E
FERAYT BN EHRIE SDK RSB MIRIEMRAR, HA7E Citrix Gateway 5 StoreFront Z BBREZIKEKE S5
IE (DFA). ZEREXBESHEIEMYATFERMVEBRRA S —AHNESHRIIRSE, BIEZERIE. fig, Citrix
Gateway B EH S KR RIEERE StoreFront, StoreFront B5% =481 RIERSS[HARS HITRE,

7z Citrix Gateway FEEEZIRZPSHIIETE CTX200383 H#HITNE.

TEREWN

- Z#fR Citrix Gateway 5 StoreFront Z[EIFBEZEIRIF, EEMR HTTPS K& HTTP thil.

o WTFHENE, BRETNTERESBZA, FIETRIIEE IS HTTPS SEHREMEEER ARSI IEH,

« HafR7E StoreFront EZE HTTPS /5, Citrix Gateway 3 StoreFront RESEBIMAEE (E A EIERBM
EHH,

StoreFront Bf &R T EFIM

s BE=ZAENUIHEHREEMETRL, AEBREKSE—E,
s B MNRLEERBEZRRESNEIEAXIRE, ARKEREREIEMTR. BEH “BRZRRESHR
I

BRZIRTRRSHIIE

&9 StoreFront 38 BERTFIEE Citrix LA ZEFAIGEN GUI, FruliEEA PowerShell BHa2EZRRESH

I93E.

1. REZRRBFHEIE. RANERTEHRTE, BFEER PowerShell £/ a#1T%E,

PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\
Receiver StoreFront\Scripts'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & .\
ImportModules.psl

Adding snapins

Importing modules

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'
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PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-

DSDFAServer

Id : bfe94fbc-ae®a-4d56-8749-
c945559e897a

ClassType : eleb3668-9clc-4ad8-bbae-
c08b2682clbc

FrameworkController : Citrix.DeliveryServices.Framework
.FileBased.FrameworkController

ParentInstance : 8dd182c7-f970-466c-ad4c-27
a5980f716c

RootInstance : 5d0cdc75-1dee-4df7-8069-7375
d79634b3

TenantId : 860e9401-39c8-4f2¢c-928d-34251102
b840

Data ]

}
ReadOnlyData {

[Name, DelegatedFormsServer], [Cmdlet, Add-DSWebFeature], [Snapin
, Citrix.DeliverySer
vices.Web.Commands], [Tenant, 860
€9401-39¢c8-412c-928d-34251102
b840] 1}

ParameterData R
[FeatureClassId, eleb3668-9clc-4ad8-bbae-c08b2682clbc], [
ParentInstanceId, 8dd182c7-f
970-466c-ad4c-27a5980f716¢c], [
TenantId, 860e9401-39c8-4f2c
-928d-34251102b840] }

AdditionalInstanceDependencies : {
ble48ef0-b9e5-4697-af9b-0910062aa2a3 }

IsDeployed : True
FeatureClass : Citrix.DeliveryServices.Framework
.Feature.FeatureClass

2. #n Citrix Alfs & Pim. BCE StoreFront 5 Citrix Gateway ZEIMHEZHH (FH3), EHELRMEF i D
WA57E Citrix Gateway FEBERIZIEH] ID R,
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-

DSCitrixPSKTrustedClient -clientId netscaler.fqdn.com -
passphrase secret

. REBEERREGMHRIENIEIN, UBFMERERHIBEXRE ERIMNIEI, BE
C:\inetpub\wwwroot\Citrix\Authentication\web.config & #& # ConversationFactory. LI F
EEA ARG,

<example connectorURL="http://Example.connector.url:8080/adapters-

sf-aaconnector-webapp">
<routeTable order="1000">
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<routes>
<route name="StartExampleAuthentication" url="Example-
Bridge-Forms/Start">
<defaults>
<add param="controller" value="
ExplicitFormsAuthentication" />
<add param="action" value="AuthenticateStart" />
<add param="postbackAction" value="Authenticate" />
<add param="cancelAction" value="CancelAuthenticate"
/>
<add param="conversationFactory" value="
ExampleBridgeAuthentication" />
<add param="changePasswordAction" value="
StartChangePassword" />
<add param="changePasswordController" value="
ChangePassword" />
<add param="protocol" value="CustomForms" />
</defaults>
</route>

4. 72 PowerShell #, @BZRKBESFMHIIEIHEL . ELRFIF, &E5 ExampleBridgeAuthentication.

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-
DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShell W&# X5 A/NE: -ConversationFactory 5 -conversationfactory 187,

0L StoreFront

EN# StoreFront Z &1, ELXHEREE=ABMPRIEESY, HATREFMm StoreFront B9ThaE,

ERRENEHITRHIIE

February 22,2024

RUBOFIE T — g, XERRAAFXEANEDE=ARFAARRSALRETEFTERHE LG RRNIHR
R, AN BINEE—MERIET Citrix Gateway #1754 IRIERIBHITMIAIFE PN E R B ZRIIFEIRR, &
K& J5 AT LUE A R EIRYiE3T StoreFront #1 Receiver for Web i s# 1T 515 583E. 3T @2 Receiver for Web =
BRMAP, AXHRNER “@id Citrix Gateway #ITEMIIE AEX#HF, WFAINKEEmKEsH Citrix Receiver
g Citrix Workspace MR, LHHRIESERZ ZH.

REMHIFR

I RBIER®E A production.com B4F=E#1E 5 development.com BRI,
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production.comi

R BIFE production. com HAIRE AU TR

+ Citrix Gateway E2&7T production.comLDAP S{33IEF&KES,
o EEMKFITHEHIGIEMER production\testuserl kP FZFE#H1T,

development.comig

bR BIFE development . com BpH&E A RN TFR:

« StoreFront. Citrix Virtual App and Desktops #1 VDA 31 F development. com i/,
« ¥t Citrix Receiver for Web 5 =3# 4709 51 36E#E A development\testuserl dkPFIZERB#41T,
o X MIZBEREFEEEXR.

AN BAEERE Citrix Gateway

EAMNABEERE Citrix Gateway, EHRITUUTIRE:

1. 7£ Citrix StoreFront BIEEH AN AENERTERNAEE, AEEREERDBEEER Citrix Gateway,
2. 7= “E Citrix Gateway” R&E™H, BHHM,

3. R “EHIKE”. “Secure Ticket Authority” 1 “BHIIE" $E.
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Add MetScaler Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through MetScaler Gateway for users
connecting from public networks. Remote access through a NetScaler Gateway cannot be applied

General Settings to unauthenticated stores,

Secure Ticket Authority . -
Display name: | PreductionGateway |

Authentication Settings

MNetScaler Gateway URL: | https://gateway.production.com |

Summary
Usage or role: @ [Authentication and HDX routing - ]
Add MetScaler Gateway Appliance
StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests. These session tickets form the basis of authentication and
V General Settings autharization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
ity Secure Ticket Authority URLs: @

Authentication Settings

https://stal.development.com/scripts/ctxstadll =

5
e https://sta2.development.com/scripts/chesta.dll -

Add.. || Edit. || Remove |

[ | Load balance multiple STA servers

Bypass failed STA for: E hours E minutes E seconds

[+ Enable session reliability @

] Request tickets from two STAs, where available €
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Edit MetScaler Gateway appliance - ProductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings Version: (100 (Build 69.4) or Iater -]

Secure Ticket Authority VServer P addracs: | |
Authentication Settings (optional)
Logon type: @ [Domain - ]
Smart card fallback None hd

Callback URL: @

(optional) | https://callback. production.com | JCitrixAuthService/AuthService.asmx
optiona

o IS T

AR

BJRERERN DNS &R 2R, UEXHMAPEZEAD DNS RS20 LU 5 — 1 BRSS 28 89 FQDN,
Citrix Gateway & TaEBFERE production.com DNS fR$ 2 f#4r development. com g d#y
STA iR5328 FQDN, StoreFront X/ g FEAE development. com DNS fRE8:f#iF production
.comigiIEiE URL, k4, FaTLifER development. com FQDN, Zithikigfi#if A Citrix Gateway
FEMBRSS 23 BRI IP (VIP),

ERBM Citrix Gateway Hi#

1. 7£ Citrix StoreFront BIEEH GMWEMNEETERNEEE, AREREEETEEEEINIIES .
2. £ “BESMHRIEAEX RED, %EM Citrix Gateway Hi&.
3. BEHTE.
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Manage Authentication Methods - STORE

Select the methods which users will use to authenticate and access resources. i ]
Method Settings |
User name and password m
[[] SAML Authentication -
[ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites
[ ] Smart card
Can be enabled / disabled separately on Receiver for Web sites
[] HTTPBasic
[+# Pass-through from Citrix Gateway
Installlng ar_u:l unlns.talllng _the auth[antlcatlcur? metheds and the _
authentication service settings are included in the advanced options.

o |

FCE N AR IS LB A M X TIZIZ 18]

1. 7£ Citrix StoreFront BEEHI N ANERPERNABET R, AREEREETERE— M NASE, T8
FERD, RHEEETEHNRE,

2. EFBRIZEEH.

3. FHREEEECHEABESEM Citrix Gateway, NRKEAM Citrix Gateway, STA RIEEREIEA.
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Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance.

[#*| Enable Remote Access
Select the permitted level of access to internal rescurces

® Allow users to access only resources delivered through StoreFront (No VPN tunnel) 0

) Allow users to access all resources on the internal network (Full VPN tunnel) Iﬂ

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliamce: [ ProductionGateway ~ ]

o |

R

BRAHE—

1. 7£ Citrix StoreFront EEEHIQMANERPERNABET R, AREERERPER— M NAEE, T
FEES, BHiCENARERE,

2. I ‘RENABERE” NEL, ERERRE,

3. BUHERERSHE—HERE, BEXFAES, BEAERUABELRE,
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Configure Store Settings - STORE

StoreFront

User Subscriptions
Kerberos Delegation
Optimal HDX Routing

Advertise Store

Advanced Settings

Advanced Settings

Configure advanced settings with caution,

LONMNECHON UMeout
Enable enhanced enumeration

Enable socket posling

Filter resources by excluded keywords
Filter rescurces by included keywords
Filter resources by type

Maximum concurrent enumerations

Minimum farms for concurrent enumeration

Override ICA client name
Require token consistency

Server communication attempts

Show Desktop Viewer for legacy clients

Treat desktops as apps

Require token consistency

[ NE

When enabled, StoreFrent enforces consistency between the gateway used to authenticate and
the gateway used to access the store. When the values are inconsistent, users must
reauthenticate, Must be enabled for Smart Access. Default: On

ﬁ[ Cancel ] [ Apply

4. BEHE.

AR

BERLE—HIGBERINE FEPRE MR EALIGE, BF Citrix Gateway i 247 (EPA) 89 SmartAccess
INEEB{Z1EIETT. B SmartAccess BiF4HEES, 1E2F CTX138110,

st Web i 2 A M Citrix Gateway HiE

BERR:

=m Citrix Gateway EHiE#F1E Web i Zit@ERAM Citrix Gateway Hi## production.com g

IR EE. 2R M Citrix Gateway BiE

Gateway ERWEERRE.

1. 7£ Citrix StoreFront Bz H &AM ERPERNBARET

2. EFBRERINARIE,

3. ERFEERD, BEHEIE Receiver for Web 55,

SH Web im iR AR RANER, XLEEES5HTFED Citrix

/\D

4. 11 “EEBMHWIESE P, BUHEEM Citrix Gateway Hi&

5. BEWE,
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Edit Receiver for Web site - /Citri/STOREWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.

Customize Appearance
| Method

Featured App Groups [#  User name and password

Authentication Methods

Website Shortcuts

Domain pass-through
To provide good user experience, all Windows client devices need to be domain-

ey (itric Beoehrer! joined and have single sign-on enabled for Citrix Receiver/Workspace app.

Workspace app —

| | Smart card

Session Settings =
9 L) -through from Citrix Gateway

Workspace Control
Client Interface Settings

Advanced Settings

ﬁ[ Cancel ] [ Apply

/A production.com BFRMEREERM*

ETiig, BER production. com BRMEREERMX,

Please log on

User name devuserl

Unified ¢ _

Unified Gateway Password

ERE, RABIRTAPEAN development. com &,

development\devuser1

CiTRIX

StoreFront
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7£ StoreFront FFiRINEIEE T HIFIR (RIE)

B AENEIRE, BB LA BIMANEIRBIFLOES Citrix Gateway #H1TEHIIE,

MRARBEXFNMINAFRER, BABIRENTEEEAR. AR BT Citrix Gateway BRI, EJgERE
B AFIREE, RFARRAPER Receiver for Web th =8, XLEAFRBERIERTIERNE Z MIE\BF
Bo

1. 7£ Citrix StoreFront EEizHI AN AENBEEPEELAREIE, RAEERIEFERTEEEEINRIES .
2. EERAPENBEENMN TRk,

3. BFEAHME development. com FMARIEE, AREPEERAEPETRTIRSIEE,

4. BEHE.

Configure Trusted Dormains

Allow users to log on from: Any domain

®) Trusted domains only

| Add. || Edit. || Remove

Default domain: [develupment.co-m * ]

Show domains list in logon page

o e

devuser1

CiTRIX

StO re F ro nt development.com

=

FEWNELENIIETRPERNKRSEENER, NRAAAFNTENEKFIRET ARNEN, BHREFS
SBAFERE,
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NetScaler &iE2EHRER

o MREER Citrix Gateway RIERIEHEAT “®aER5 Web AR, Citrix Gateway i Web 55
RENTERNERGHZEE, BAEEE Web i EZAM Citrix Gateway BES B RIEAZ. TiClt
HIMAIEE R, Web ihm#BiR RERAEE.

« 7£ Citrix Gateway ## “Client Experience” (EFim{A%) # “Published App” (BEHHMRAER) i&
TEHIE R R B RFERRRE A CHNEBIITA.
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Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Network Configuration = Client Experience  Security =~ Published Applications

Accounting Policy

Override Global
[##| Display Home Page

Home Page

|https:ﬁsf.development.com;‘Citrifo'| 4]

URL for Web-Based Email
| | O

Split Tunnel®

| OFF v

Session Time-out (mins)
|60 | 4]

Client Idle Time-out (mins)

| | O
Clientless Access™®

| on v |
Clientless Access URL Encading™

| Clear v |
Clientless Access Persistent Cookie™

‘ ALLOW T ™
Plug-in Type*

| Windows/MAC OS X v | O
Windows Plugin Upgrade

| Always v O
Linux Plugin Upgrade

| Always | O
MAC Plugin Upgrade

| Always v | O

AlwaysON Profile Name

Credential Index®

| PRIMARY v ¥

KCD Account

| : 0e
single Sign-on with Windows*

‘ OFF | O

Client Cleanup Prompt*
on 1] O

[[]  Advanced Settings
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Unchecked Override Global check box indicates that the value is inherited from

Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security

[CA Proxy™

OFF v

Web Interface Address

https://sf.development.com/Citrix/S

Web Interface Address Type®

IPV4 v

Web Interface Portal Mode®

MORMAL v

single sign-on Domain

Citrix Receiver Home Page

Account Services Address

FEERR

August 27,2024

BE.

http://ping.citrix.comHaiARaA, HENTIRESBET.

Override Global

4

Cd

Published App

FEGRATAEHRENE=S Web MR ERIMNIER. EXABREIAREH Web i,

£ “BEER RET, BEEERBMERIMNEEEITRE URL, 43ty Citrix Workspace MARZF =X R

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

261



StoreFront Haikkas

ERRHIRIBIECRIAE AP B ERIAMMEEZAANE, ARIARSEFNARRR, UEESRERARER
FFRIRS 2R, LUEREISISAENAERIFAM(E BiRE4A Citrix Workspace B2, X0 LURER A iFin S mei
BREFNASKIEHRERIET. iEAT HTMLS & Citrix Workspace R B2 F R E R ST

Manage Beacons

Beacon points are used to determine whether users are connecting from internal or
external networks. Two external addresses that can be resclved from the Internet are
required.

Internal beacon: () Use the service URL

Specify beacon address:

External beacons: | [adatifalliTs Ralagb¥alslyil

https:f/mygateway.example.com

Add.. || Edit. || Remove |

ﬁ Cancel

g0, WREHRABIERR, XRTAFBEEIAME, B2, WR Citrix Workspace RAREFTEKRAE
Einm, FEWEREMNMMNMEIARNER, XERAFRSE Internet E1, BAITFRUMKING, Fib, BFRHBHR
#id Citrix Gateway EEZIKEMNBRERF. AR FRNKESNARFN, REFRORS[IGKEEN, BNHRE
HATEBEITERE#HITIRER Citrix Gateway RENFMAES. XERERFEHNSAXNARFHITREER
12353

ZINERT, StoreFrontig&:

« EEEIENEL URL IREREHT.
« A http://ping.citrix.comMNMEMRMERMEYE— Citrix Gateway #ZE#) URL,

EEREFESR, BHRITUTRE:
1. 72 Citrix StoreFront EEEHSNANERPEZENABET R, AETE “BF ERH2EERER.
2. FEEERFASERRE URL

« E£/A StoreFront BE/ARSS 23 URL & F% URL, i5iEiFEAMRS URL,
« EEAEA URL, SEFEEGRIL, HRARSBMEFH— 1 &A% URL
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3. BERNBMNIIMNRERRE URL, BIEMERR, HER “IMNBER FIRFE URL, ARRLHRE. E7I&RTP
#EE— URL, ARREMFRUEIERZ it BIEERR.

HMEEE RN N A AWEBITE R BIMNBEIT R, B 1dmE HTTP HEAD 18K, 1848 URL RA5E
2REMNESZ (http://example. com), MIEESH A NetBIOS &Fk (http://example)s KL
f&@ Citrix Workspace M BEEFEBHER R EMT Internet (FBIEZE, FISNEBSEIMIEHR, TEIHLEBE
AT, FEMNMERISERZER— MR, BRZERBENARESIN URL, MAZ%E=7 Web 5=,

MREER T EAEIRR, BRERAPFESENERESERE Citrix Workspace A#2F+. AFRAILUMERF
HTML5 &9 Citrix Workspace R B2 HIREREFH /G Citrix Workspace R BEF B . BN, AR ARE
[ESHIEC 4, FRI R MAERF,

PowerShell SDK

BRIV FIEMT, 1BERA Get-STFRoamingBeacon,
BARIMELR, 3EER Set-STFRoamingBeacon,

R EMEBENERINME, A Clear-STFRoamingBeacon,

BIZAEMINBEAET FQDN

February 22,2024

EE LIRS TLRENHZ (FQDN), ZHB AT UEENATNERIFIREARRE, BaLiEd Citrix Gateway
AR RN A I o

LR, EUBIFRGIA60:

« https://storefront.example.comERBFiARE StoreFront BSERARIE— URL, fEMLBHER
B, ERERITE StoreFront iR 2k BT Higs. TEMEINEY, EBTEIMX,

o https://storefrontcb.example.comfEREE URL, XERSBFEIME, IEEZEEHTH
EEBSHRIEEE, HARERMX ERIERR It SAN S1EERN, HEFERBRRIES.

Ars5es4EE 74 URL

&4 URL B8 — URL, BB EEHENER URL,

IR EER Citrix Workspace R FBi2%H StoreFront (=45

A% Citrix Workspace AR RN RS R HARIEIL SRR E A P RIE R S MEIE R A AW,
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BIABERT, StoreFront EARSSRAEELE URL ERRERESR URL, HEILLECES, #8FE/ URL EAEMINBYE
M, ELARBERIFET. Eit, BIFGABEFKEN—NMERNEBEREERIBHITIHR URL,

BEBREEET.

5M:8 DNS

« storefront.example.com f&#fi# Citrix Gateway EH#AIRZ 2SS E @A IMIBAT [P,

A& DNS

« storefront.example.com &ty StoreFront s & F#igssi &4 StoreFront fR5323 IP,
+ storefrontcb.example.com &t M x AR5 28 VIP, 1R DMZ 5k aAtimisg 2 Bz e A3E, W
YR,

SHIFEN StoreFront i2&

January 25,2024

=

AR

HEESE N5 B StoreFront Z2ZE48ERY StoreFront kx4 StoreFront E2&.

AILASH StoreFront BENTEEE. XEERMRSHFHEMNRSB[ARE, NRINEBBELEFETIARSSE
£, HEECERRIER, ARERANENELETEESNEE. NRETRSB[ESIMHL FRNRE, BERFEES
MHNSANRECIZMBE. MRKRNE, SHNEEEMERAEN.zip FENEREFEME, NREEMNERNEE
X, SHNEREEHREU. cixzip WEREFHE.

ALUEREESHMSANG R

o XEMRTIERTMRZEEIREH StoreFront #E, WEREEMMHERENHBFTECIERSMHRERAE
9. EBILXERIMEEY, ER backup.zip XHRIXHIAZF A IEEK.

o F+4& StoreFront ZEHEITEMLUETTREMS

o REMEHNE StoreFront FPE LU NE

o BT R A EE R EIINRIFRROIZ A P ESINE,

s ERRERGITHBERIETHEE StoreFront, FIEEHEERERSM Window Server 2019 # 4%l Windows
2022, FAZFFRUBIERFAFA R,

o EZHIBEE (BIg], EEZMUBPOMAEEI) PHEIIMIRSSIE,
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SHAME N StoreFront EL &R AEEEIN

o HEIRERAT AR Citrix ERHBEHWIE SDK T6, FINIBAFERIRIEHE=FSFHNRIEBEX? WRE,
WAAESNESTINDIIES ZNEEZH], EFAESARSHELZEXER, NMREESNRSHELRR
EFFREHNSMHINIE SDK &, EESNREREK. MREREESNZRSSIAD, BEHNMERR LLE

BHEIEE,

o JUINZRMERESD. SHAMSN PowerShell cmdlet ZiFxmamA Ml

o TILELGMRBRAIMENES (.ctxzip), B2 StoreFront TXEFHMEBMBENEM XM (.zip). WREE
FRZIMENED, BEERESFMEZEIBMN PowerShell EIERREFHHITSH.

o IS HFTERE StoreFront 9 Web ik (S HiARZ528) B9 SitelD #4705 |IS hEZEFE A E&EH StoreFront

ECBMET Web i (SARSE) 1 SitelD AT,

PowerShell cmdlet

Export-STFConfiguration

-TargetFolder (¥ &)

-Credential (PSCredential 3%&)

-NoEncryption (FF%)

-ZipFileName (&%)

-Force (fr/Rf&)

BRI

HiEA

BHEFENSHERR, =F7
Senv:userprofile\desktop\”

S HEHEE FIEXNR USRI, ctxzip &1H7F1.
PowerShell £IEM RN EE A FMEMNFEENESD, &
/nEed A -Credential 71 -NoEncryption %%, &
f5l: $CredObject

IBE M EREREARMERN.zip . BIRNER
-NoEncryption #1 -Credential 2%,

StoreFront EBEE&MNFENEN. BENHRMXGT EE,
fls0.zip .ctxzip. RHARIESLEREIEENE
-Credential 2472 -NoEncryption S#RHhF
M BB, wfl:” backup”

LS HBENEESEESHUBREFENREEMN MG
[B& &R,

StoreFront 3.5 dfy SitelD B 7Ehk4s 3.6 FEFA. EHRITEANN, FBEEIEE SitelD, FNBREEE
B&EhEHTasn SitelD, EHR SitelD 5EESNRS B LM IS hEEERIIE StoreFront Web 155548

g, AZ#F SitelD 1 = SitelD 2 WEEES A\,
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Import-STFConfiguration

-ConfigurationZip (% 5)

-Credential (PSCredential %)

-HostBaseURL (#5&)

Unprotect-STFConfigurationBackup

-TargetFolder (% 5)
-Credential (PSCredential 3#%&)

-EncryptedConfigurationZip (¥ )

-OutputFolder (7 =)
-Force (#r’/R{&)

FESHMSNTA

3% StoreFront cmdlet S A2 %4A189 PowerShell £iF

WA

ESANNEGEFENTERRF. EETNZEAXH4T R
Fo RINBHNEMFEER.zIp, MEBEMEHFEE
F.ctxzip, Tffl: Senv:iuserprofile)\
desktop\backup.ctxzip
EEESARBRELIMENEHRERANIENR, T
fl: $CredObject

MREEHSEH, WEERTEENENELR URL, mF
FERASHRSEPHENELR URL, =6l https://
<importingserver>.example.com

iR

BREFENSHERER. T4l
Senv:userprofile\desktop
FERLSHEIRME SR FENARNEZRER, EEES
fRZ =R PowerShell EiExd&. Tfl:
$CredObject

ERTNMEERFENTEREIE, SIEEXHT B
&.ctxzip, Tfl: Senv:iuserprofile\\
desktop\\backup.ctxzip
BIBRMBEMER (.ctxzip) WBGHMZEIZA (.zip) B9
7. RUNMBEMNEINERE, UWEESFEH, E7E
EECHIMZBRIANHIX 4 EMXHET BE. Tl
Senv:userprofile\desktop

BB ENEESEESHUBETEFENNEENXME
B & M&EHFES.

£ StoreFront AR5328 L#TFF PowerShell £HIZAIF1E (ISE) HiETUTa<:
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$Senv:PSModulePath = [Environment]::GetEnvironmentVariable('PSModulePath
', "Machine')

$SDKModules = 'C:\Program Files\Citrix\Receiver StoreFront)\
PowerShellSDK\Modules\Citrix.StoreFront'

Import-Module "$SDKModules\Citrix.StoreFront.psdl" -verbose

Import-Module "$SDKModules.Authentication\Citrix.StoreFront.
Authentication.psdl" -verbose

Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psdl" -
verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psdl" -
verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiver.
psdl" -verbose

BiRSHEIR

BIiZMRSS % A LMARENARNEENHIBEELREERNGE SHEEHHRSHENEE,

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -NoEncryption

¥ backup.zip XHEHFIRLIMUE. AIUAFERAILENHITRENE, BRSBJBERDIUAFIHIRS.

Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.zip" -HostBaseURL "https://storefront.example.com"

EHRSEE A LNIEREHEHEEREIRS S B UEBMARSHNRE SHESHNRSSHENEE.,

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -NoEncryption

3 backup.zip X#EH121ARS 25 B B=HE,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.zip" -HostBaseURL "https://serverB.example.com"

StoreFront EZHEZ IS FVEEX Web ihm b, BREFFRISF—1MEEX Web itmZE L RSB|BARE
HEIBEEX Web iE=11E £ StoreFront, A~EA IS WEEAZIA Web ii=, E IS REIZINE = Web 34
=B IS SitelD 3 2, StoreFront Web 5 IBRZ AT UL T B —NMERZG RIS £ (0 d:\) SHEIAB ¢\ &
%iRzhes £, BRFEAAT 18 1IS SitelD.

B IS FEE & A StoreFront 893 Web 355, %= SitelD = 2, StoreFront B& R HE M TIREN2S
d:\inetpub\wwwrooot LH¥IEKRFEER IS hBEENX Web 55 1,
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Add Website ?| x Browse For Folder .

Site name: Select a directory for the application.

|St0refr0nt | |St0refr0nt | Select...

Content Directory I | Documents ~
Physical path: b g Downloads

| | EI I W Music

Pass-through authentication b &l Pictures

I & Videos
I & Local Disk (C:)

4 5 New Volume (D)

Binding el Inetpub
Type: IP address: Port: . wwwroot
|https v| |AH Unassigned v| |4-43 | b ki CD Drive (E)
~
Host name:
| | Make Mew Folder | | OK | | Cancel
[] Require Server Name Indication
S5L certificate:
| Mot selected W | Select...
Start Website immediately
b} Application Pools Mame = D Status Binding Path
al &/ Sites @ Default Web Site 1 Started (http) *80 (http) FaSystemDrive%\inetpub\wwwroot
DJ@ Default Web Site @ Storefront Started (http) *:443 (https) Di\Inetpubwwwroot

,@ Storefront

1. SRS A BEREIZ,
2. 17iRE%8 B £, 77 IS HEE—1 &5 StoreFront 1957 Web 4=, Zifi=fERA SitelD 2,

3. BiRsS%E ABRESANERSE B, £AENTESNMR ID, BZiAR ID 85 EEEZHFFA StoreFront
FReEM B4R Web ks 48ICER,

Import-STFConfiguration -configurationZip "$env:userprofile\

desktop\backup.ctxzip" -HostBaseURL "https://serverB.example.
com"

RS 884817 =

& 1. EHUERSHARE, ARRKETRIERMNRSSHADBEF LURS[EREFH StoreFront BRES25 5
(2012R2-A#12012R2-B) B, EEMITHEE & 7. MITENE, EHFEAR—FKNEEWMRIERSS 2 2012R2-A
#12012R2-B &9 CitrixClusterMembership i2R. HITHEEHRE, BT ISEE, StoreFront IREIBAEIEN
FUEIE N, ARSEFAPIEMT F— M= 2012R2-C, &N HREBHIRS A ER StoreFront EBEE K ET K.
BMESANTREEWMIBIRS /AT SWIBED, BHLFgr="RS8E{LUFH CitrixClusterMembership, 7
SANEEH, BRBUFNBEERRXR, ARERERNSNIERSELZEHITER, MRERTVREDZE,
MRS 2BREAMIRRSB[/AET =, SAEXFELFIM CitrixClusterMembership,

1. M2012R2-A hRHiRSZH4A 1 BB, ZRSB[BEATEER MRS HFAENERSE.
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ﬁ'_;' CitrixClusterMembers
CitrixClusterMembers Properties _

General
% CitreClusterMembers

Description: Memberships of the group denotes membership of the
citri Cluster

Members:

i \2012R2-A
& \I012R2-B

2. AEEBSZ—BIRSES 2012R2-C AR B RS 2S4A .
:Fl'_g CitrixClusterMembers

CitrixClusterMembers Properties _

General
% CitreClusterMembers

Description: Memberships of the group denotes membership of the
citrbc Cluster

Members:
& \2012R2-A
e \2012R2-B
W \2012R2C

3. BWARERENEERRIZANENBMIIEIRE, StoreFront ERAEEFREEH=ERSIYH]
CitrixClusterMembership, HESARINEHITER,

4. BRSRA 1 EEEHSAE 2012R2-A Fim ko

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://servergroupl.
example.com"

5. BMSANEEXBIBIRSSHE, MMERBRSSESNEEE—BNEE,

& 2. &NRSHA 1WNERE, FALEHES— M BRALTE LOIEMNRS R, AR, TLUSHMITR
SRAMBRRMEFERSSE IESEHW MRS (2012R2-C 71 2012R2-D) MIARS R4 2, ARS2R4 2 BicE
BETUEHE ARSHA L NERE, RS54 1 a3 M RSES 2012R2-A M 2012R2-B, tIE#HARS SI4HM
FMERAEMEFEEPEEM CitrixClusterMembership. 1B& &% iR CitrixClusterMembership HESAK
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E#HTER, FRASANNRELENHERN, CitrixClusterMembership Z2EEXEEENRSE, EEBEZR
SZEMANFE, IRSERE 2 SHE, HHIS5RSR4A 1 ANET. 1I5F -HostBaseURL &%, IRS32840 2 ¥R
B ZhA StoreFront i 1TEIE,

1. M2012R2-A hFHifRS2AE 1 LB, ZRS[EATEERRE MRS HFAENTIRS S
2. BRS[/A LEESAITR 2012R2-C £, H=BEAEEHEIEMNRS A 2 ERSR.

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://servergroup2.
example.com"

3. MARERNHFIRS A 2 BE - MOOEMEMIRSS. MRSSHAE 1 TS NNEELERIRSSEEE 2 FrEH
FLSIBIIER BEIEY, ZIIERE TR ARSS 23 BRI IE B N AR —E0 57

783 ENRS[EAANNEES, CALEMNESNERSHREABNEE RS[A1LNRSHA2EEE
EFANRMIEIEP LR, RS StoreFront BEFRNERSR/A 1 LT, BRZEXEFRTAISZ —ME
EBHROABIRSERAE 2 . BOILUEERMIRS3RAE 1 SHIEIRSR/A 2, B7NERSH/A 2 LHENEREPER
CitrixClusterMembership. S\BiEi5E -HostBaseURL 3%, ENARS2RAH 2 THEA URL FRZEHRA
552840 1 HiFrfEAR FQDN 1HE, ARS284 2 AIIEIE,

1. M2012R2-A hEHiRSHA 1 BB, ZRSB[BEATEER MRS H[AENERS S,
2. RRRs5ER4A 1 RESAFITIR 2012R2-C LMW BIARED, T RREEAIRS A 2 WERSR.

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.zip" -NoEncryption -HostBaseURL "https://
servergroup2.example.com"

BIZARS RECERMEERD

PowerShell £#E33% 8 Windows #kF AR ZMZEAEMR. PowerShell ESIEMKAIBRERENEPLFLRERK

-~
o

=z

AR

ENFRESHFY, REECHATBRITNENRE. TEERTENSRREMENAR &, £37E PowerShell
LIERNEESHEREZBHNEENSR (ARNATSHNSARSSR) . EEENRA, ATLEEEERAF,.

PowerShell EREENIBH ERENREFIEEAF. AAEER, WRAIKEEFEYIZERN Windows BF,
TS HRSE 2R M PowerShell 215612 PowerShell X%,

$User = [System.Security.Principal.WindowsIdentity]::GetCurrent() .Name

$Password = "Pa55wOrd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential(
$User,S$Password)
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BERESHE backup.ctxzip, X2—MIEH zip X

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -Credential $CredObject

ESNERS 2B LM PowerShell £i&5 ¢RI PowerShell EET %R,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.ctxzip" -Credential $CredObject -HostBaseURL "https://
storefront.example.com"

BUHRIPILE I & 1774

$SUser = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name

$Password = "Pa55w0Ord"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential(
$User,SPassword)

Unprotect-STFConfigurationExport -encryptedConfigurationZip "$env:
userprofile\desktop\backup.ctxzip" -credential $CredObject -
outputFolder "c:\StoreFrontBackups" -Force

RARFEmE

December 5, 2023

FERABTEET Web 35E285ti@id Citrix Workspace R Bi2FE & N BB ERNIHEEFR N,

R

BRIREFREER, AFIRTEHRIESZUREREERATERER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 271



StoreFront Haikkas

citnx | StoreFront

Citrix Workspace B2
AR

P BRIEET Web %28 AR N ABERNIER, mEdAtReEn Citrix Workspace R A2 iH1RI R A&
[ERTER, P BRAIGEERRZANZERE, AFIATESE.,

BB Web 318588110157 A B fE By 3k & B4R cookie &, ERIAEsBRIMIDMERA Citrix Workspace M AEF R
B, BFEURTFERE, RITUT®REZ—:

o MREHBESMZER Citrix Workspace R BEFTREEER, E8H1N Citrix Workspace [ fig
Fo ATHRERERR, BIERLAZ,
o BERERAESRA WIRTA) HIERENRSEFBohE R,
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Welcome to Citrix Workspace app

For the best experience, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

citnix | Wo
Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the light
version, with fewer features, in your browser.

Lz E N Citrix Workspace N AEFE, ©aZik0MNat=ER Citrix Workspace 2R, B, BEE
BEMA Citrix Workspace Web ¥ B, IRFLEFER N AR =20 Citrix Workspace BER, ©EFEIE
FTF1ER Citrix Workspace R 2 F 4B 489 Citrix Workspace Launcher, @R % %7 Citrix Workspace [z
BiER, BHRBauE—1MEO, ERiz{T Citrix Workspace Launcher, #3477 Citrix Workspace 2
MRS (BURTRNEER) . BiIVERNARIRA A IFIRERKHNN BREF PITFILEREE, BRERBHMER
BHEREELLEE O,
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Open Citrix Workspace Launcher?

wants to open this application.

Always allow to open links of this type in the associated app

Open Citrix Workspace Launcher

Please choose Launch Application.
If app is not detected, no window appears. Then click Download.

Note: Clicking Already installed allows you to bypass running the client

cifnx | Wo : detection. However, you lose features like domain pass-through
authentication, which reguires the native Workspace app detection to
complete successfully.

M | agree with the

MR AR Z R Citrix Workspace AR, IHWHERSSEERTT—TRE. SEHEBRHERN, ©
¥ Citrix Workspace Web # &g Citrix Workspace Launcher GRINEINRBME) EA#RER Citrix
Workspace M RiEFHITHER,

R KR Citrix Workspace MR, HEEBGHET Launcher, MAJLLGERLTED, BABRATEE:

+ T - M Citrix Web 525 StoreFront fRs38s T #; Citrix Workspace WA ERF. & Citrix Workspace
FRERE, BEEREN,

o BN - 2IXEFHRNAMERER Citrix Workspace B BERF.

o FEARSRE - B Workspace REBIZFHMN, 184K Web HH 38T HER,

o« BRE - NRRET AXHF Citrix Workspace Launcher =t Citrix Workspace Web ¥ E#IB AR Citrix
Receiver, EfAILEDT, MREFED, WEBSHEMNBAEFHKEN, SHONKNESTHEXXH
launch.ica, aTLUfERA Citrix Receiver ITFZX . AN SHIAERL, FLREINER,

“EDT R

=

~

FILET R B RFAEREN BEFAUREARBNSGENNBEFIRSE. NIAVABEERTRRXHEAZE
R TLEBT o
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Welcome Joe Bloggs!

Browsers Office 2016

xH NJ wE

Calculator Cloud Excel 2016 Cloud Chrome Cloud
Office 201 Browsars

‘NABRER EIHF

N RBREFEN-FE TS FIE:

o 28 - B RFBNBER.

o WGER - ERWRBVPRE N ARER.

o 3 - ERRFIMXERRNPHNAEF. KINNETRAXBRTEFZE,
o EERREENAEFH,
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1A

HOME

Apps

All (39) Favorites (3}

Access 2016 On
Prem

W

¢

Chrome Cloud

Categories

Acrobat Reader
Cloud

e

Chrome On Prem

Collections

Acrobat Reader DC
On Prem

Citrix HomePage
Content

“RE R

SEETNFERNFRE:

o 28 - B TRFAKHE.
o WEK - BREWREYR E.

[z FRTE M1 SR A

BEEAN BRI BN BREF R,

L2

BENEREFAIWERENTE:!

[ al

Calculator Cloud

Command Prompt

Calculator On Prem

Excel 2016 Cloud
e 201
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Calculator Command Prompt

BEEFAEENIRIE

BRI LIRS ENR T 77 B ER R RN AE B9 BN (Fo

Citrix StoreFront [

DESKTOPS

Welcome
Favorites

—
L8l

Calculator

Calculator Other

Actions: Description:
[4 o©pen

* Remove from favorites

FIRER LU TRERT A

o 117 - BRI REMERIINAREFNEE,
o ARMNEMEK - IRZMB AR WES, FRLFH, HEBNNARERBWEZ, WiFNABERFNSERND

2PN L E A
o MURIEFRIER - IR ZTEBWET, FRLFN, HEENNBHERBYERX, WKZNEEFIEEM
kR PR
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o BB - T AUEMBHNENERE, ETIEEREHRE,

RS

BERARREMAI ETERE. BRFIAENARERF. SEMZER:

RAEEE Web R 28RN ABERN, RBFRETAH.

ale]

Joe Bloggs

Account Settings

About

Log off

RERBHLTES:

o KPIRE - FTRETHE.
¢« XTF - EFEXNARFHNER.
o AN - 7E8H Web i,
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tKAIRE

1A

HOME

Settings

AcCcount

About

Log off

Advanced

Activate Citrix Workspace app

Downloads a file that adds this workspace to your local Citrix Workspace app.

Change Citrix Workspace app

Opens a page that checks for a local Citrix Workspace app.

Current status: We can't detect a local Citrix Workspace app. Select Download to download and install Citrix Workspace app.

LU Al sERT A -

EE, MELMBHAEENRE.

WrFFERE, WTFF L ATFRE SIERERHEH.

#:E Citrix Workspace M A1EF. THATEILNAREERMEIZH Citrix Workspace M FHEFHIS .

Bk Citrix Workspace N A2F, AR TREARMZER Citrix Workspace N AEFME. LREE LT
FIEER A% ER Citrix Workspace A2 BahZRSE Web K28 BohE R ZETR,

A

B, FITARERSEHETEH. XBERENVARE. MREERINETARR, RELE, ©F:

. %u:ﬁ‘;}?\o
o MIFSRIRANER
o REFRBRLTERERT.
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StoreFront SDK

July 19, 2024

Citrix StoreFront 22 F % Microsoft Windows PowerShell 2.0 #&# SDK, &t SDK, aILHITEES®E
iZ StoreFront MMC Z5I &8 5EREIES, el UITREINEEEH & TETRHNES.

AR

PowerShell SDK 5 PowerShell 6 SiE S irARFE S,

BX SDK &%, 8|7 StoreFront SDK,

£ SDK

SDK B1% 1 PowerShell & TAR, ELREMEESH StoreFront A4, TEBS

TTo

Hp
Jiily
L
it
b
o
I
g
i
1

HiEHiETT cmdlet:

1. 1R StoreFront EIBiz4I& 2%,
2. UWEBRBHBEE) PowerShell &5417i2R7F2 Windows PowerShell ISE,
WHIATE StoreFront RSB EFERA SN AMEER R AT shell sz,

3. ERiEmRfER SDK cmdlet, 57 PowerShell 5§ i75B8i& &5 RemoteSigned. &% PowerShell
MITHRBEAEAES, 551 Microsoft s2ik,

SDK \[]

ZEIRMA, BRITUTHE:

1. LIFFiRRY StoreFront £# 2 %ProgramFiles%)\Citrix\Receiver StoreFront\PowerShellSDK\Examples
XA EF—1 SDK A6l

2. REBEBEEXBCHMA, BEERMIMAUT BENTINIER. BXEAES, BESRTRFIRM, Hhif
FRTR T BIZASEEITHVIRIE,

3. HHEHRGIMA, BERTREEANEE, Ak, BFE:

« {#/ PowerShell ISE i2&MH T E4R4EMIZ8,

FRTENEEES FRANEHNE,

BB EARZEN® S,

o IEEE, TLLEEHIZR STF #7i2 StoreFront cmdlet,

£/ Get-Help cmdlet al#2ft cmdlet B#F, A -Full S EIREVFESR SHMEXIEME R,
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StoreFront &k

]l
AR

BIRRIZEY, AMMRIGLRBRMIERINEEMEE, Citrix BINERBATMAFTRNS B#ITIRIE, MAEE
HIARENE TR BRI R,

il iEA

BIEEREE Bl : tlE&S StoreFront Controller HEEE T —
& XenDesktop BRSS 2B 2 IE,

BIRBIEAZ ISR SE i TELARTROMIASERE EAGRE, LURINXYERBAVIZIETH
iBlo

IR AERERMXMITIE AR EE RS TELARTRIBIASERE EARR, DURINENERIERTIMN

X, MMSEILE N SEI AP A3,

Th eIEEBRRNE

THIERT INEEIEEE T —1 XenDesktop =4 28HfE 2 2E,

EFFBZET, BESWIRE SDK NIIHIERNS BIRE, AIUERNENAETIIREITEEN, UEREBBEHHRT
StoreFront ZREHIIZS,

AR

HFHREZRERIAIGRINENEERRRE, Citrix BiERBASE PRI Z#HITIRIE, MAREHHL
IR,

TR AERDANANEH StoreFront £HHIANZESNER. XBEBTEBENX B S,

o FRBHIRVBERHFSNFFEN StoreFront 3R, ERHH PowerShell ldsd, REBES N,

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,
[long]s$Siteld = 1,
[ValidateSet ("XenDesktop",'"XenApp","AppController","VDIinaBox

|l)]

[string]SFarmtype = "XenDesktop",
[Parameter (Mandatory=$true)]
[string[]]$FarmServers,
[string]$StoreVirtualPath
[bool]$LoadbalanceServers
[int]$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet("HTTP","HTTPS","SSL")]

"/Citrix/Store",
$false,
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[string]s$TransportType = "HTTP"

)

# Import StoreFront modules. Required for versions of
PowerShell earlier than 3.0 that do not support
autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Authentication

Import-Module Citrix.StoreFront.WebReceiver

« 1RIEIR A $StoreVirtualPath Bx16IE &K IIEM Citrix Receiver for Web ARSI EHIE R, $Store-
VirtualPath 5 $StorellSpath %, EAEMEKFABALRE IS FHERFE. Eit, 7 Powershell &, €1
BE—ME, a0 “/Citrix/Store”. “/Citrix/StoreWeb” =z “/Citrix/StoreAuth”,

# Determine the Authentication and Receiver virtual path to use
based of the Store

SauthenticationVirtualPath = "$($StoreIISPath.TrimEnd('/"))Auth"
SreceiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/"'))Web"

o ESCBIIE (MREAREE) WURMFER StoreFront Service, -Confirm:$false RERHIALBER
AR ERIHIT,
# Determine if the deployment already exists

$existingDeployment = Get-STFDeployment
if(-not $existingDeployment)

{
# Install the required StoreFront components
Add-STFDeployment -HostBaseUrl $HostbaseUrl -Siteld $Siteld -
Confirm:$false
+
elseif($existingDeployment.HostbaseUrl -eq $HostbaseUrl)
{
# The deployment exists but it is configured to the desired
hostbase url
Write-Output "A deployment has already been created with the
specified hostbase url on this server and will be used."
+
else
{
Write-Error "A deployment has already been created on this
server with a different host base url."
+

s EHREENENBETENSHEIERS WMRFEE). RASMHRBIESZE (B, ARRNENE) EBR.

# Determine if the authentication service at the specified
virtual path exists
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Sauthentication = Get-STFAuthenticationService -VirtualPath
SauthenticationVirtualPath
if(-not Sauthentication)

{
# Add an Authentication service using the IIS path of the
Store appended with Auth
$authentication = Add-STFAuthenticationService
SauthenticationVirtualPath
+
else
{
Write-Output "An Authentication service already exists at the
specified virtual path and will be used."
+

o EIEENEMBZE TOIREE T — XenDesktop &#I23 A1EF5 $XenDesktopServers & X 7 iR %8
R AEERS (IREFRET.

# Determine if the store service at the specified virtual path
exists

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not S$store)

{

# Add a Store that uses the new Authentication service configured
to publish resources from the supplied servers
$store = Add-STFStoreService -VirtualPath $StoreVirtualPath -
AuthenticationService $authentication -FarmName $Farmtype -
FarmType $Farmtype -Servers $FarmServers -LoadBalance
$LoadbalanceServers °
-Port S$Port -SSLRelayPort $SSLRelayPort -TransportType

$TransportType
}
else
{
Write-Output "A Store service already exists at the specified
virtual path and will be used. Farm and servers will be
appended to this store."
# Get the number of farms configured in the store
$farmCount = (Get-STFStoreFarmConfiguration S$store).Farms.
Count
# Append the farm to the store with a unique name
Add-STFStoreFarm -StoreService $store -FarmName "Controllers$(
$farmCount + 1)" -FarmType $Farmtype -Servers $FarmServers
-LoadBalance S$LoadbalanceServers -Port $Port °
-SSLRelayPort $SSLRelayPort -TransportType $TransportType
}
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o TEIEER 1S EEIMERE TN Citrix Receiver for Web ARSS LUAIRIYE L EAIERHIN AR IE R A RN AERE.

# Determine if the receiver service at the specified virtual path
exists

Sreceiver = Get-STFWebReceiverService -VirtualPath
SreceiverVirtualPath

if(-not Sreceiver)

{
# Add a Receiver for Web site so users can access the
applications and desktops in the published in the Store
Sreceiver = Add-STFWebReceiverService -VirtualPath
SreceiverVirtualPath -StoreService $store
}
else
{
Write-Output "A Web Receiver service already exists at the
specified virtual path and will be used."
}

« AN AREERR XenApp Services, LUELIEM Citrix Receiver 5 Citrix Workspace N BEF & P iREe
EEIE RN BER,
# Determine if PNA is configured for the Store service
$storePnaSettings = Get-STFStorePna -StoreService S$store

if(-not $storePnaSettings.PnaEnabled)
{

# Enable XenApp services on the store and make it the default for
this server

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange
-DefaultPnaService

}

L eIEEAR R AR E

THITELARIBOR AR EA0E, LURINBESIZIZHRavEZE,.

EFBZE, BSIRE SDK NIJHIFRNSBIRE, afUERNENAENTIIRAEITEENX, UERBESBEHT
StoreFront ZPERIEIZS,

AR

HNFHRAZRERAAIGRINENEERRR, Citrix BiEIRBASIE PRI Z#H TR, MAREH ML
IR,

THEIA  AEDRBNEHR StoreFront £RHIHIANEEINER. XFEBTEBENX A S,
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Param(
[Parameter (Mandatory=Strue)]
[Uri]$HostbaseUr1,
[Parameter (Mandatory=Strue)]
[long]$Siteld = 1,
[string]$SFarmtype = "XenDesktop",
[Parameter (Mandatory=Strue)]
[string[]]$FarmServers,

[string]$StoreVirtualPath = "/Citrix/Store",

[bool]$LoadbalanceServers = $false,
[int]$Port = 80,

[int]$SSLRelayPort = 443,
[ValidateSet ("HTTP","HTTPS","SSL")]
[string]S$TransportType = "HTTP",
[Parameter (Mandatory=Strue)]
[Uri]$GatewayUrl,

[Parameter (Mandatory=Strue)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=$true)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=Strue)]
[string]$GatewayName

)
Set-StrictMode -Version 2.0

# Any failure is a terminating failure.
$ErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = S$true
$ReportErrorShowInnerException = $true

o FIGBEHIRVEBEERASNIER StoreFront 3R, ER#H PowerShell bz, REES A,

# Import StoreFront modules. Required for versions of PowerShell

earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming

o BT IR IR ARSI — N AERAE StoreFront 88, EAEERY BAZFHEIRARL

# Create a simple deployment by 1invoking the SimpleDeployment

example

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.

Definition -Parent

$scriptPath = Join-Path S$scriptDirectory "SimpleDeployment.psl"
& S$scriptPath -HostbaseUrl $HostbaseUrl -SiteIld $Siteld -

FarmServers $FarmServers -StoreVirtualPath $StoreVirtualPath -

Farmtype $Farmtype °

-LoadbalanceServers $LoadbalanceServers —-Port $Port

SSLRelayPort $SSLRelayPort -TransportType $TransportType

s REVRIEENFTEEHREBBPEIRNIRS LS ENRTR.
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# Determine the Authentication and Receiver sites based on the
Store

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauthentication = Get-STFAuthenticationService -StoreService
$store

SreceiverForWeb = Get-STFWebReceiverService -StoreService $store

« %t Citrix Receiver for Web BRsz /B BfER Citrix Gateway T2 RS &Ry CitrixAGBasico M3ZiFH
X F3REX Citrix Receiver for Web CitrixAGBasic #1 ExplicitForms S438iE A %,

# Get the Citrix Receiver for Web CitrixAGBasic and ExplicitForms
authentication method from the supported protocols
# Included for demonstration purposes as the protocol name can be
used directly if known
SreceiverMethods = Get-
STFWebReceiverAuthenticationMethodsAvailable | Where-Object {
$_ -match "Explicit" -or $_ -match "CitrixAG" }

# Enable CitrixAGBasic in Receiver for Web (required for remote
access)

Set-STFWebReceiverService SreceiverForWeb -AuthenticationMethods
SreceiverMethods

« SEHEIEARSBA CitrixAGBasic, #TImZANNEEE M.

# Get the CitrixAGBasic authentication method from the protocols
installed.
# Included for demonstration purposes as the protocol name can be
used directly if known
$citrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-
Object {
$_ -match "CitrixAGBasic" }

# Enable CitrixAGBasic in the Authentication service (required
for remote access)

Enable-STFAuthenticationServiceProtocol -AuthenticationService
Sauthentication -Name S$citrixAGBasic

o AINEAZARIMK, RERMAEFH IP thitaviR(E, HAEZZZ RN AREREHZMX.

# Add a new Gateway used to access the new store remotely

Add-STFRoamingGateway —-Name '"NetScalerlOx" -LogonType Domain -
Version Versionl®_0_69_4 -GatewayUrl $GatewayUrl '

-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityUrls
$GatewaySTAUr1ls

# Get the new Gateway from the configuration (Add-
STFRoamingGateway will return the new Gateway if -PassThru is
supplied as a parameter)

$gateway = Get-STFRoamingGateway -Name $GatewayName

# If the gateway subnet was provided then set it on the gateway
object

if($GatewaySubnetIP)

{
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Set-STFRoamingGateway -Gateway $gateway -SubnetIPAddress
$GatewaySubnetIP
}

# Register the Gateway with the new Store
Register-STFStoreGateway -Gateway $gateway -StoreService $store -
DefaultGateway

Al SIZAEAERERHMXENRIZS I EE

THITELARIBORI AR L0, LURINBEBIZIE N RN AE RERIIMXHIHE,

EFEZET, BEERIRE SDK NI ]HIFRNTS BIRE, afUERNBNAETIIRAEITEENX, UEREB BT
StoreFront P& AIRIZS,

AR

NBRBLRGRINANLRINENBERR, Citrix BiUERBAXE PRI ZH#ITIRE, MAZESIRE
IR,

THRRIA  AERDARE AR StoreFront £RHIHIAHIEEIHER. XFEBTEBEX A S,

o FIRBHIRVEBERHSNFAEN StoreFront 1R, 7ERHH PowerShell lidd, REES A

Param(
[Parameter (Mandatory=Strue)]
[Uri]$HostbaseUr1,
[long]$Siteld = 1,
[string]SFarmtype = "XenDesktop",
[Parameter (Mandatory=$true)]
[string[]]$FarmServers,
[string]$StoreVirtualPath
[bool]$LoadbalanceServers
[int]$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet("HTTP","HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter (Mandatory=Strue)]
[Uri]$GatewayUrl,
[Parameter (Mandatory=$true)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=Strue)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=$true)]
[string]S$GatewayName,
[Parameter (Mandatory=Strue)]
[Uri]$OptimalGatewayUrl,
[Parameter (Mandatory=Strue)]

"/Citrix/Store",
$false,
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[string[]]$0ptimalGatewaySTAUrls,
[Parameter (Mandatory=S$true)]
[string]$OptimalGatewayName
)
Set-StrictMode -Version 2.0
# Any failure is a terminating failure.
$ErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = S$true
$ReportErrorShowInnerException = $true
# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading
Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming

o AREITIZI R ER BT U B B AR EHRINTIZ N R,

# Create a remote access deployment
$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.
Definition -Parent
$scriptPath = Join-Path S$scriptDirectory "RemoteAccessDeployment.
pslll
& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $Siteld -
FarmServers S$FarmServers -StoreVirtualPath $StoreVirtualPath -
Farmtype $Farmtype °
-LoadbalanceServers S$LoadbalanceServers -Port $Port -
SSLRelayPort $SSLRelayPort -TransportType S$TransportType °
-GatewayUrl $GatewayUrl -GatewayCallbackUrl
$SGatewayCallbackUrl -GatewaySTAUrls S$GatewaySTAUrls -
GatewayName S$GatewayName

o PIENERERTIMXH MFRECERIMXFIRFIRENZM X,

# Add a new Gateway used for remote HDX access to desktops and
apps

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -
LogonType UsedForHDXOnly -GatewayUrl $OptimalGatewayUrl -
SecureTicketAuthorityUrls $OptimalGatewaySTAUrls -PassThru

o RENWFAREERS UERRERMX, EMZMXHRES AL MR 7#THE R,

# Get the Store configured by SimpleDeployment.psl

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath

# Register the Gateway with the new Store for launch against all
of the farms (currently just one)

$farmNames = @(Sstore.FarmsConfiguration.Farms | foreach {

$_.FarmName }

)

Register-STFStoreOptimalLaunchGateway -Gateway S$gateway -
StoreService $store -FarmName $farmNames
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StoreFront &fEHR

February 22,2024

LEEEIZ StoreFront Y, StoreFront REREFIEE C:\Windows\Temp\StoreFront B RH 8T BES
XGEMPaENEE, HiERMREIEXLEXHNAN.

« Citrix-DeliveryServicesRoleManager-*.log —X B x{ =4 StoreFront BB,

« Citrix-DeliveryServicesSetupConsole-*.log —x#2/R%& % StoreFront &#1& StoreFront (RERZHE
") BRI,

+ CitrixMsi-CitrixStoreFront-x64-*.log —R#&MENH StoreFront (XREXJERT) HOIE,

EHES

StoreFront Z#34 BHIGIEARSS . MAEER Receiver for Web i55#17 Windows B EEIER. £RMREE
&S N3 StoreFront ZAEFBESF, AILUBE N ARFRS BE > Citrix X3RSk Windows B7E > [
BAREFTHEGEERETEXEEMN, ALUBERESMNINIERS. NAREM Receiver for Web th s iER &S 1,
EHIRENEHNEEAEEEHR.

HERS

1. FRANEHEESITFEMIIIRS. MAREESR Receiver for Web =28 web.config Xtt, BEIERT, %
XS AT C:inetpub\wwwroot\Citrix\Authentication.C:\inetpub\wwwroot\Citrix\storename
# C:\inetpub\wwwroot\Citrix\storenameWeb\ B &, H storename AtIENEEERAEIEE
BIE Mo

2. EXHHRERUATTER.
<logger duplicateInterval="00:01:00"duplicateLimit="10">
7£ StoreFront WECEH, EEBEFBEHFIARFINED#H 10 Fo

3. @& duplicatelnterval B4 #E, R, 98NP A EMEELEMNESASFENNER, FH
duplicateLimit BB X IEIEEN BERNICRNES KB, UEMMLBERS,

MABSREE, BER—FESHE, BHRRLETESARNASHRE, REINRERGHMEEMBTIER,
I IER—FESMER, BHEFABRELETEENATERE,
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Powershell fiERBizHI&AE

@it PowerShell {EEEFI AWM BEEESZRE C: \Program Files\Citrix\Receiver
StoreFront\Admin\logs fiE%., BEXGEMIEEHLRENETURTRTE S & LIRF K6 E
B,

ZHTHEIER
StoreFront iz BES N c:\Program Files\Citrix\Receiver StoreFront\admin\

trace

xtF StoreFront 2311 REShRZA, RIMERATRIEREIR. EENEERINER. TASHELT, XBEE®
8915 B RIZETE AR,

AR

1£ 2308 MERHrAEY StoreFront B, BIANER FRIEREIRAFIAVEE,

TR LB AE IR BSIERUATHRERR, REY Citrix ZRHREIEREN, 7EEXEM. X MImELE,
E SR ESEHRTRER TraceLeve LEREA Info,

EEAFABRTIER, BHRITUTRE:

1. FREEAMERRNRMKA BE) Windows PowerShell
2. WAG®S

Set-STFDiagnostics -All -TracelLevel "Verbose" -Override -confirm:
$False

> =

=W

3% StoreFront 2311 £ -0verride 2, LWSHIEMIERM StoreFront kRAH MR,

XEAFAEIRSEA “F4° BHEER, MAMEREHTHIA BALGSE, ESEMHB5) StoreFront RS
%45 PowerShell 2 RFTRE MEIFXEREEEE M ERBLI. EXERSEHRBLIN, BPRELEISR
StoreFront RS 28,

3. 1EEI}LJ;|EJL§1-L/(@ULE iCho
4. BERSHASTIZRIZERIZIALS!

Set-STFDiagnostics -All -TraceLevel "Info" -Override -confirm:
SFalse

=

AR

3% StoreFront 2311 jrA<EE -Override £,
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TR —F BE SO EEIER

« StoreFront ASTRSHEE— RN AEXHE. RIAMERT, 81MNAEXHRA 200Mb, StoreFront £7%
BRIEEEXHZ R RBAESNRSEERSZ 5 MEHEX . IREEEAENRENETHANIKE, JLUER
-FileSizeKb 1 —F1ileCount S5#1TIHR 7.

s A -TracelLevel ERRERMEALT. RFFEAWER OFF. Error. Warning. Info &
Verbose,

o FASH-ALL IREFRERSMWBTIERSN. AILUER -Service [Service name] ABEMNRS
BEXHEIER

BX Set-STFDiagnostics cmdlet Wi#4s R, &2 StoreFront PowerShell SDK 2%,

Launch.ica Xt#+BEIi2H

LEPEHNAREFREEE, StoreFront &% /—1% % launch.ica 3¢, Workspace R Ai2F <iREZ
XHEUHBENMEZEINAEFREA. RIBEENARE, EXHETERESEETERED, BT LEEZLN. &5
launch.ica AR 2SRRI EEIEEE Ao

ExEFH PC EEA launch.ica XM BEIER, BRUTHE:
1. FERFMRRmESSME T R

32 i % #%: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\
Configuration\Advanced\Modules\Logging

64 fi%4%: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\
Engine\Configuration\Advanced\Modules\Logging

2. RETERNFHEENAE:

* LogFile=" BEX#HEKE"
+ LoglICAFile=true

f5lgn:

LogFile=C:\ica\ica.log
LogICAFile=true

AR

CTX200126 FR#—F R T INEEERIFME I ICA XA FIREIEHIR AR 2 S EREME A,
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FREA

August 27,2024

AXFHNE SERINBNEEEENAANTS. Citrix =RFIEE, UEEEBRIFIE LS RE, Citrix &%
BERERBEAMRIBEUBELRENE, EEEMATEHRTIESEEN, AEFAGES TR, §X
FREBERTFNFMAER, B85 Product Lifecycle Support Policy (FRESEIZIFER) —X. BXxK
HARRSS RS (LTSR) RS ARMER, EBiFhttps://support.citrix.com/article/CTX205549,

e

EFANIMBERKILAMER, Citrix #ELREXLTE, BRERRMRAHIZEERER.

=] BEREREPFA &k
XenApp Services (X#h 2308 £ Workspace M AR+, EERA
PNAgent) BZFAE URL M3k XenApp

Services URL EZ2INAEE

il

BRI B ERBIBRHFBR HF.

mA EREREFERA B AR IBR pvi

Windows Server 2016 2402 2407 £ Windows Server
2019 HEEARAE LR
StoreFront

F$54.8.0 ZHIM 2407 2407 F42I.NET Framework

Microsoft .NET 4.8.0 IEBERAE. (1R

Framework hfgs, HARRE.NET
Framework 4.8.0, &%
EFREEmRE,)
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mE

Internet Explorer 11 A
FERBERTF HTMLS #Y
Workspace [ RiE2FERE

FHER

XenApp 6.5 #HFER.

SREMRSERER
(SSPR)

%1 Citrix Virtual
Apps and Desktops 5
Citrix Workspace R f#2
FeziafER TLS 1.0 0
TLS 1.1 thi%

7£ Windows Server
2012 R2 k&%
StoreFront

T35 4.7.2 28K
Microsoft .NET
Framework kR,

BibR T U T EsmARELSER
=89 Delivery
Controller 3&m:
VDI-in-a-Box #0
XenMobile (9.0 HE®
R As) o

ERTEMRAEFFA

2308

2308

2203

3.14

2203

2203

1903

EFERRAFHIBR

2308

2308

2203

2203

2203

2203

1903

&k

TEEAS RN Web 3%
2%, HEREEHAT
Windows #y Citrix
Workspace AR, 1
AR LUER Internet
Explorer 11 ipial& R
FAiE, BERHER, &
MREEHT Windows
B9 Citrix Workspace Rz
AR,

FREIRFE Citrix
Virtual Apps and
Desktops, Z#&, &R
A LUER PowerShell 7
0 XenApp 6.5 BFER,
BiFTIs, FEXE
XenApp 6.5,

i&¥% Citrix Receiver #4&
B 4% TLS 1.2 #9 Citrix
Workspace NAB#ER

ESZRRMERFHP R
StoreFront,

F42I.NET Framework
4.7.2 REBEEhRAS, (WIFR
HARLENET
Framework 4.7.2, &%
ERBEmRE,)
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mA EREMRAPFEA BEERR AP PR ik

Internet Explorer 9 # 1903 1903 —

10

YHRAFpNEEmEEGLS 1811 1912 3§ Desktop Lock BTk
THRmE PNl

Citrix #8451 (‘@K 3.12 1903 f#/ Unified Ul

A AP RmE

7£ Windows Server 3.12LTSR 3.15 ERZRNRMERFHLE
2012 #1 Windows A1,

Server 2008 R2 t%%
StoreFront (&3#E
Service Pack),

Citrix Online 3.11 3.12 —

Integration (Goto =)

=334

StoreFront 2.0, 2.1, 3.9 1818 MER—PhiRAFARE

2.5 %1 2.5.2 RN AR 3.12, REHEKE AR
f£32 11 (x86) itEH LR 3.8 3.13 ESZIFH X64 BIER S
# StoreFront, PR,

AHXERT HTMLS5 89 Citrix Workspace MBREFHHNFEANEER, BE2INFHRHE,

BE=7ER

May 30, 2024

StoreFront AR B ERFEUTRFIFAIEANE=ZAREANS, HINRBEEHILZTIHZ BERAE=ZARHEER.
IEFIRFAIRESMET MBS EREMEN, HEAJRERTE,; WIRE “REF" =B, HERZEEAISEER, CITRIX
S EMN AN TP R E RN TEENE, NEERRD LTI REMNERRFAANRE, BRMBERBRR. BR. &
EREMEZANER, RIS RILTIRERTERE, FEMERT, CITRIX XN FREERZES KILTIREMAIERTH
8. BHEH. EENSHERENRESITAEBRE R FETAEERET.

Castle Windsor 3.3.0

HRAXFRE 2004-2013 Castle Project - http://www.castleproject.org/

1R#E Apache License fzs 2.0 FK15i4Fa]
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Microsoft Unity Application Block (Unity) 2.1

HRAXFERE © 2011 Microsoft Corporation.

#R#%E Microsoft Public License (MS-PL) $%8# & https://msdn.microsoft.com/en-us/library/hh237493.
aspx

Microsoft Patterns and Practices: Prism 2.2

WrAXFRE © 2010 Microsoft Corporation,

R4 Microsoft Public License (MS-PL) $£18i¥ 7 http://compositewpf.codeplex.com/releases/view/46
046

Microsoft Patterns and Practices: Common Service Locator 1.0
KeAXFrE © Microsoft Corporation,

1R#E Microsoft Public License (MS-PL) $£158¥F 8]

Microsoft .Net &£ &

WAErE © Microsoft Corporation, RiE MIT {FrIIEFEFFH,

ManagedEsent 7% 1.9.4

HeAXFrE © Microsoft Corporation,

1R#E Microsoft Public License (MS-PL) X8 http://managedesent.codeplex.com/license
jQuery Ul -v1.10.4 - 2014-03-12

http://jqueryui.com/

KrAXFrE 2014 jQuery Foundation R Efth3zi#; MIT Fa

jQuery JavaScript Library v1.12.4

http://jquery.com/
B3¥E Sizzle.js

http://sizzlejs.com/
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krAXFrE jQuery Foundation R EfthZTEkE
RIE MIT FRIHER T
http://jquery.org/license

HHA: 2016-05-20T17:17Z

jQuery jScrollPane v2.0.0betall

jScrollPane - v2.0.0betall - 2011-07-04 http://jscrollpane.kelvinluck.com/

HRARFRA (c) 2010 Kelvin Luck

RHE MIT #1 GPL ¥ eIESRIGNE T Al o

jquery.contextmenu.js

BT LTS jQuery i
http://www.JavascriptToolbox.com/lib/contextmenu
HRAXFERA (c) 2008 Matt Kruse (javascripttoolbox.com)

1RHE MIT #1 GPL ¥ RIEREWNEIF o

iEATF Hammer.JS 19 jQuery & - v1.0.0 - 2014-01-02

http://eightmedia.github.com/hammer.js
HRAXFR7 (c) 2014 Jorik Tangelder j.tangelder@gmail.com;

RIE MIT S RHERES A

jQuery MouseWheel

WRAXFR%E (c) 2011 Brandon Aaron (http://brandonaaron.net)
42 MIT 3F803E (LICENSE.txt) k1855,

WPF Toolkit 3.5

WPF Toolkit (http://wpf.codeplex.com/) iriXFr#E (c) 2006-2014 Microsoft

MS-PL ¥aJ3E http://wpf.codeplex.com/license
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i E® WPF Toolkit 3.0

kA ERE (C) 2007-2013 Xceed Software Inc.

IEF2RIE http://wpftoolkit.codeplex.com/license %% 89 Microsoft Public License (Ms-PL) B9%& %

RMtLEN

MEEZThEE. BHEMRENE IS, B8 http://xceed.com/wpf_toolkit 3% Plus Edition
KRS T ARIEN: 7E Twitter £x* @datagrid & =% http://facebook.com/datagrids

WiX Toolset

WA¥FRE (c) Outercurve Foundation, Common Public License kg7 1.0,

CLR =2t

HRAXFERE (c) Microsoft Corporation, Microsoft Limited Permissive License (MS-LPL)

Stack Exchange Redis 1.1

StackExchange.Redis.StrongName 1.1 https://stackexchange.github.io/StackExchange.Redis hr#XFf

% (c) 2014 Stack Exchange

RIE MIT ¥FRIHERGFR]

Newtonsoft JSON

HRAXFRE (c) 2007 James Newton-King

RHE MIT IFRIHERISIFAL,

jQuery JavaScript Library v3.7.0

https://jquery.com/

B3¥E Sizzle.js

https://sizzlejs.com/

HRFRE JS Foundation REthTmtE
R4E MIT FRIEA TR
https://jquery.org/license

HHA: 2020-05-04T22:497
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jQuery Ul -v1.13.2 - 2022-07-14
http://jqueryui.com

KeAXERE jQuery Foundation R Efthxai#E; MIT ¥Fa]
Hammer.JS - v2.0.4 - 2014-09-28
Hammer.JS -v2.0.8 - 2016-04-23
http://hammerjs.github.io/

HRAXFRA (c) 2016 Jorik Tangelder;

R4E MIT iFRIESRIGITRT

VelocityJS.org (1.5.0)

velocity-animate (C) 2014-2017 Julian Shapiro,
RiE MIT IFRHERB TR, BXFAER, FSRmMERE R LICENSE X
slick.js - 1.8.0

MIT ¥a]3E (MIT)

WRAXFRA (c) 2013-2016

jQuery Ul Touch Punch 0.2.3

RRAXFrE 2011—-2014, Dave Furfero

HR1E MIT ¢ GPL 5 2 FR¥FAIHEAS W E A,

Miz: 5IFBRYIFANE

MIT F=I3E

Permission is hereby granted, free of charge, to any person obtaining a

copy

of this software and associated documentation files (the "Software"),

to deal

in the Software without restriction, including without limitation the

rights
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to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell

copies of the Software, and to permit persons to whom the Software is

furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be -included
in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY

FIT“ESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
AUTH;:E OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
ouT gggyﬁ IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS
THE ISNOFTWARE o

Apache ¥, hiZ 2.0

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an 1individual or Legal Entity
exercising permissions granted by this License.
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"Source" form shall mean the preferred form for making modifications
)

including but not limited to software source code, documentation

source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, +dincluding but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object

form, that is based on (or derived from) the Work and for which the

editorial revisions, annotations, elaborations, or other
modifications

represent, as a whole, an original work of authorship. For the

purposes

of this License, Derivative Works shall not include works that
remain

separable from, or merely link (or bind by name) to the interfaces
of,

the Work and Derdivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that 1is intentionally

submitted to Licensor for inclusion in the Work by the copyright
owner

or by an dindividual or Legal Entity authorized to submit on behalf
of

the copyright owner. For the purposes of this definition, "submitted
n

means any form of electronic, verbal, or written communication sent

to the Licensor or [its representatives, including but not limited to

communication on electronic mailing lists, source code control
systems,

and 1dissue tracking systems that are managed by, or on behalf of, the

Licensor for the purpose of discussing and improving the Work, but

excluding communication that 1is conspicuously marked or otherwise

designated in writing by the copyright owner as "Not a Contribution.

"Contributor" shall mean Licensor and any 1individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, dirrevocable
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copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made

)
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution dincorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4, Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derdivative Works; and

(d) If the Work includes a "NOTICE" text file as part of dits
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derdivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
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as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for -inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing

the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this

License.

8. Limitation of Liability. In no event and under no legal theory,
whether 1in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to 1in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (dincluding but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even 1if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derdivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
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defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

Microsoft Public License (MS-PL)

This license governs use of the accompanying software. If you use the
software, you accept this license. If you do not accept the license,
do not use the software.

1. Definitions

The terms “reproduce,” “reproduction,” “derivative works,” and *
distribution” have the

same meaning here as under U.S. copyright law.

A  “contribution” s the original software, or any additions or
changes to the software.

A  “contributor” ds any person that distributes its contribution under
this license.

“Licensed patents” are a contributor’ s patent claims that read
directly on 1its contribution.

2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, 1including
the license conditions and limitations in section 3, each
contributor grants you a non-exclusive, worldwide, royalty-free
copyright license to reproduce its contribution, prepare derivative
works of +its contribution, and distribute its contribution or any
derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor
grants you a non-exclusive, worldwide, royalty-free license under
its licensed patents to make, have made, use, sell, offer for sale,
import, and/or otherwise dispose of its contribution in the software

or derivative works of the contribution in the software.

3. Conditions and Limitations

(A) No Trademark License- This license does not grant you rights to use
any contributors’ name, logo, or trademarks.

(B) If you bring a patent claim against any contributor over patents
that you claim are infringed by the software, your patent license
from such contributor to the software ends automatically.
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(C) If you distribute any portion of the software, you must retain all
copyright, patent, trademark, and attribution notices that are
present in the software.

(D) If you distribute any portion of the software in source code form,
you may do so only under this license by including a complete copy
of this license with your distribution. If you distribute any
portion of the software in compiled or object code form, you may
only do so under a license that complies with this license.

(E) The software 1is licensed “as-is.” You bear the risk of using it.
The contributors give no express warranties, guarantees or
conditions. You may have additional consumer rights under your local

laws which this license cannot change. To the extent permitted
under your local laws, the contributors exclude the implied
warranties of merchantability, fitness for a particular purpose and
non-infringement.
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