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2311
StoreFront 1 Citrix Secure Private Access

mMrE, EEILiERE PowerShell 6548 StoreFront &2 Ul #=#£i%1Z 3! Citrix Secure Private Access #s#ifR
282, EAVFAFIET StoreFront 22tthifia) Web #1 SaaS M EER.
BXEFMER, BSREENHEETIRENZ R,

7£ FAS BRS5 88 r] AR R alifit= 50 VDA

MTE, ERILAXY StoreFront #17E2E, £ VDA BIMEE FAS RSB AT HEE R THAENIBE. EXMBELT, &
KAP A LUERMIINAR BMERER. LA, R FAS IS8R A17R, VDA BaikK.
BOAMERT, IIREREA, AILUEALUT Powershell &3¢ B,

#w8# FederatedAuthenticationServiceFailover 8 Set-STFStorelLaunchOptions

NRFE, BELERAR—a<KERITEE,
ﬁ*ﬁ%{m S} ]ﬁ%l‘m FASO

E&LTmFﬁﬁ*EEILA

Mat, RINERTRIEREIR. RABECRAFNEEXNBIEESHNRIEREE, d, AEEEHMERTHH, X
BRI RRIERAEREERPRIETHFESMH. STRSHIABEXHARNMEME 1 GB (5*200 MB)., &=
fBERT, XBEE 1GB (BTERRS) + S8 MNAHEE 3 GB (FASMNARIERSESEHEHENNSHIIERS
#1 Receiver for Web BR%3). iBHIFEE BBNAIAMATE,. GXEAEER, BRRZHEEIIR.

Citrix Workspace Web i & - EX %%

Citrix Workspace Web BB EBIEXX %%, AT StoreFront, Xt Web ¥ BB EE A LR Citrix
Workspace NAEFTREHEER, BARIRREITH Workspace Bahassi & . 1ca X, MMEEHNRIRE
REASR. BXEMESR, 551 Citrix Web 77 /&,

£ 2312 R, SRETRER StoreFront #3ZRIAE A Citrix Workspace Web §'E. B2, RXBAFNEETH
¥ B7 BefE L IhAR,

WERFAILERU T < BRI IEE:

Add-STFFeatureState -Name "Citrix.StoreFront.EnableBrowserExtension "
-IsEnabled S$True
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} =r

AR

£ StoreFront hixAF4k#AiE], Citrix Workspace Web ¥ BR2BEzIEA, MRILIHEEEARFIEXE, MW
FRAEH G ERREERIRTS.

A A IERYET Ul (RRARFR BT AR)

Ul METATAMNAERE, It Ul (UEINERToRAREE) BRT oNAREMNAHNBEERNIMNLI—H.
ey Ul kT LUF T2kt
« APREM UL BETHRERY, EFHREARINEE. EXEMESR, 1B Workspace M 5H7H/EH0H,
o ANEERE ETWRTENRSHNEMY AEFMKEEITRERE, NITETRAFMILERE. BXIFEE

%: -lﬁ%pﬂlﬁﬁbﬁiiggo
o WRNNBRERFRSE. BESRZBFHNREANTTRERNSHGREN, BXFRER, BERANAERS

%o

o DUEREERINGE: MEVERINGEFREELF. BERIER, AXFAER, BSRIEFETL

BXIFTEMRANIFMES, BHSRH Ul (AT .
AR
ST LUEAILE Podio RBIRHEE X ILINEEN R R,

iEAT HTML5 & Citrix Workspace M ABi2F

tthRABE ERTF HTMLS & Citrix Workspace M A2 2310,

B2 R

« &3 StoreFront AEER, EMAT Mac i Citrix Workspace R AEFEMN “HEIR” R hIREES AT 4E
£ket, [CVADHELP-23217]

« $AFKMHATRER S Citrix Subscriptions Store iR 1E StoreFront [RS8 L EIMNBRHHBERESEHE.
[CVADHELP-23326]

[=Fala)=

o EIRETHXREF, FTEREFRNAFZTEERAERF, [WSP-22210]
o Exf TracelLevel I@BEHTEMER, HAEM PowerShell 8% -override, [WSP-22214]
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2308.1
B2 R

o MERRAER T BRIAHEPH—IR2RE. BXEMEE, 15518 CTX583759, [CVADHELP-23724]

2308
ERESREER App Protection

App Protection i@idfA LB EIC R BN RREHESRIZEFIMIR 2L, M, FBE@ESERT Windows. Mac #l
Linux #9 Citrix Workspace M BIEF AR AEER, WINEA ATH. &g Web JINBEENABEN, FETR
SRIFNNARERF. E4had, RE StoreFront NF AP RET BBMHERTF Windows. Mac 5 Linux #9
Citrix Workspace LR R4S, AFBERAER, MAILUERA®EIE Web iR RREAEBEIT XK R EEN ER
Z=E App Protection B HZR.

AXEAMER, B2 App Protection,

RANERTRRARRETRANE

BARRZANE, BIANHNARERBASRSITRANEINEE. U, “AFshERLIhEE.

5 Citrix DaaS —&£EMA, BREITIRRICE AL StoreFront MERZ R EPFERNEES, THIKEN, ZA
FRohZEIRES, StoreFront 2iEiFiE YRS ERAAMENEERIIZER.

BEfEE 88—

IehRABE 2203 CU3 RRFERBEURUTEE:

« [CVADHELP-22435] eI B %% T Citrix Workspace NBREF—ERE, NARFIEEN HEFmIE
Citrix Workspace M AHEFHE 0,

« [CVADHELP-21886] f£F StoreFront Store Service APl BN BIERF. BESMRESIGEMNZRBITEIN
B, XLEGBERRERTIFIERLEINER, MAUNERHHFHIER,

XenApp Services HF 8

BAINRZAE, FRATXATEZIINABEN XenApp Services URL (X#F PNAgent) BI#%, ©RERERAAR
AHhffikR. A Citrix Workspace M2 @id i AREE URL EEEIN AEE.
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k&7 740 XenApp 6.5 Delivery Controller f9ZhAE

Fi= B StoreFront BIREHI G FINFAI XenApp 6.5 FiFR. AT LIER PowerShell Add-STFStoreFarm
RN, & FarmType 85 XenApp. #l40:

$store = Get-STFStoreService

Add-STFStoreFarm -StoreService $store -FarmName "XenApp" -FarmType
XenApp -Port 80 -TransportType HTTP -Servers Xenl

<!--NeedCopy-->

AILUEFAEIRITH S BB ER XenApp 6.5 HiFR.

AR

Citrix A3z XenApp 6.5, 1ERRBTkAH, EMIBREER XenApp 6.5 Delivery Controller B9IhE,

HiEz7E Internet Explorer 11 HTH&JRAITHAE

FEBTE Internet Explorer 11 Web ¥ 283 TH#E R, H5RAILUEE Internet Explorer 11 i8] & KM IS,
BEpALEERT Windows B Citrix Workspace R BIEFE A sEB5hE R,

[=Faila)

bR A i B B E MR,

N AR ERVHT Ul (BeR TS hR)

February 22,2024
#H Ul RETRTFAMNEABREE. 1t Ul (UEXERTFoRAEE) BRT N BBEEMNANAEENINE—H.

#E Ul E7EtgseH &L A AR Citrix EARFNSENNEE, SRETIREERE, EThREAE, H
B&T StoreFront NABEFAHL. ©XFHINEE, flil, ETFEREEENNAEFMNRERRNENEES.

==,
AR

EAH, Haihy Ul FERiRag— Ul 45,
AN RIS R AFTRY Ul (ALE
HTFUIhRE LRI TSGR, FIRNEIZ— NN ABERE, ARENZSENBEERRH Ul 435,

BN ABERE, ZREBIHE “‘Web RAiE” NE LEFT—HERRBANN Ul AN ABERBHN Ul
B TEERRBENAR FNEZ Ul
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StoreFront

Ul Experience
Category Settings

Customize Appearance

Featured App Groups

Edit Receiver for Web site - /Citrix/StoreWeb

Ul Experience

) Unified experience

Enables the Unified Ul experience, Select this option if you need to use Workspace Control,
featured app groups, or you have JavaScript or css customizations.

': Mext generation experience (Preview)

Enables the next-generation experience. This Ul experience is similar to that of cloud end users,
including Activity Manager and improved search capabilities.

Authentication Methods
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

RBEATH UIWHNASER, CRESRLMAPHE Web tha st AREEE,

s MRENKRLBAERSINARER, WSRSMIIEZHE9N A RS,

& Citrix StoreFront
File Action View Help
«=| x5 HE

¥ Citrix StoreFront

B Stores

ES Server Group

Name Authenticated
NextGenUlStore

Subscription Enabled Access

Internal network only

Internal and external networks

Details - NextGenUlStore

Detais | Deivery Cantolers | Receiver for Wb Ses |

& StoreFront using HTTPS.

Store URL: I:'"I-'M" front. ple.com/Citri JiStore I
XenApp Services URL: XenApp Services not enabled

Remote Access: Disabled

Advertised: Yes

Unified Experience: Enabled

Authentication Service: Used by this store only

Authentication Methods:
<

User name and password

s MREHRLAFBEINRBER, WBAEMBIIHZH Web ih R85,

i i

Create Store
Export Multi-5tore Provisioni...
Manage Citrix Gateways

Manage Beacons

Set Default Website

View ]
G Refresh
H Help
NextGenUIStore -

Manage Delivery Controllers
Configure Unified Experience
Manage Authentication Met...
Manage Receiver for Web Sit...
Configure Remote Access Se...
Configure XenApp Services 5.
Configure Store Settings

Export Provisioning File L

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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File Action View Help

e nm HE

& Citrix StoreFront Actions
B stores ana or Web Sites axtGenl|Store -
i Server Group
Name Create Store
These sites allow users to access the store ‘NextGenUIStore’ through a webpage. |
R Export Multi-Stare Provisioni..
S | i, Manage Citrix Gateways
Web site URL Store Authenticated Manage Esecons|
https://storefront.example.com/Citrix/NextGenUISton  Yes Set Default Website
| View »
! Details Refresh
Details ﬂ Help
MNextGenUlStore -
: 1 Manage Delivery Controllers
Add... Configure... Remove
Configure Unified Experience
Stare | Manage Authentication Met...
Xenhg

- Manage Receiver for Web Sites

Configure Remote Access Set.

Advert

Unified Experience: Enabled Configure XenApp ices 5
Authentication Service: Used by this store only

Authentication Methods:  User name and password o Configure Store Settings

. 4 Export Provisioning File

Configure the Receiver for Web sites available for this store.

SR ES i

TR ABAT # Ul ARS8 EX EAMEIT. JUMERE Web it FHBEEXIMUETREEXLERE, BX
EETAMEmEIFAER, BESHEE XN,

FEMRR

ey Ul R T T 20k

« AFPREFN UL BETMRERY, EFiHREARINEE. BXFEMAES, 1521 Workspace M5 H#H/FH0H,
o ACHEIEE SRNATENRSHNEMN AEFMKEEITRERE, MNITEIRAFMILERE. BXIFEE

B, B8REEER
o WEBNNARERSE: RERAFHNEEANNHTRBNSRXGREN, BXFMER, BEERNARFSE
o MUHAIERINAE: M RINEMIREEF. BERNER. BXEFHER, BB RIAT,

TR /oLt

MOAFPAREEREEMARCNGEL. NETEMN, YAEFMIRECARNER. YAEFNRAN L, HETF
518, FRg A UGEIRBI N AR F M R ERE TR Ko
MRENAFAENNARERLT 20 1, W(TESER—NER0E, HfgaEEnrazkil. rEaNBER
MREBERER—NEL. FEAKERNNBRZFUTIIRNIX, TEERFSIRFHTINEMNARER
RARFA LB B RN ERERETANAREFRKREMSAWER. RiF, thilriEd fmannERER
M UiEse” FI R MIFRN AE R B R EH.
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&y Citrix

Gind vaining

e I e e TR - Y (e Y —

.............

BERR«xO0996 4

MREHABFRBENNARERFET 20 1, WEMEEREFHENET. JUMETUHRWEXMNRS A REERRN
NAEFNKH. HEEGRENNAREFNKERETERTUETR. REBRTEN “WEX" FIRFHIBRILEN
FREF AR HE.

MREERHRBAER, WAARHANZBAREFNE. FHIEL, HEERIHERENNEER, EXZEFEIR
FHIFRFIE RN ABER. MREERETVAREFRES, NAFPAUREGHEIRERENABERF,.

# Ul LB RREFD 2

8 Ul b, RELBAFRUEEREMFRANALNNBER. FEIEREXHRENT. HABFHNSREEH]
RMUEE. MUHNER, ABTREBEBFAEE. BXEIBXHRMFXARNFAEER, BEHEHILE,
LEERYENTEXRNNHEBHAFRFE LNTATEN, ARRESKRERBANHITIAE, HoiSBENBH
B * BETHYIRT. ARERIUERISHURE,

B Taet, SMEINABRERFED+, ARRGHEH THIRUEETRAEXINNTIR, FEIBTAXMHR, RIEE
EREE, FXHRARNE—TESFXMRANABERF.
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@}Cill‘ik' (1, Search Workspace

Good evening
Monday, October 30, 2023

Home Apps Desktops

All Busimess and Productivity Engineering Finance and Operations Quick Links Mora (3] ~

Tools and Utilities > Admin Toals Sales and Services

) ) . Taols and Utilities
t_ i ] Others

R

Remaote Desktop SQL Server WinSGP
Cliant Management Studi.,
Degkiap Apg Dasklen Apg Dagktap Apa

AR

7#g— Ul FEF, MBREFRDEEXHRP, SENTNAEFNREN, XHERBREHETAREDT, BX

FAER, FEHAEHIRE.

FRERIEIN

# Ul havigZopaerede— Ul BOBR BT 7okt # Ul iEsRi@ RINAERVIE RS | 0] LUE AR TSI N 2 (H
BENER, BRENERETIRESD, UETER, AAFEHETIREEMAER,
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(@ Citrix

Good morning @ Enterrise Browser
Tuesdey, Octaker 10, 2023

ir | APAL Managed Desktop

Home Apps Desktops n_ Project 3016

.ﬁ.lammmmmm

Al

Ariba Guided Buying Artifactary - repa

Desitop ApD

‘an 6

Bitbucket -code Gase Tracker Gitrite Concierge Gitrix Account
Unlack

EEE T E6E:

s MANEBRETA T REEANNAREFNRE
« NERBEBATHENEHETHIITRER
o WEERGRAERFHITIER
o BRERPUGERFIETRS
gi— Ul SR T EAERNG, XEAHATEREH Ul PRRRNERASM.

TETE IR

ERNEERERR Citrix Workspace i —INE 2 MER ARITHEE, ERIEBIAFSMERERR, ERIUAEMEMR
RENA T RSO BREFNKEHITREERE, NTRBEFNE, BRIULTEMSHEIEHTRE, ERH
HIAFBRENRIE, NMERERHMAMRE.

CESEESR BERETVAERFNRKENSGHIIR, EPAEEEHARE LATFEDRSHYAREFNKE, mARE
BEAEENRIENEMIRRE LA TEDRSHAREFNEEH. BFRREIRE “EEEE B (ERE
®E EUTFPAZRERSL, E80g&E LUTRERE) RKEBRIIR,
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(© Citrix

Activity Manager

Good marning
Deshings

4 . . W UK TWRIO_ 164G
y L Home  Apps  Desken

Activity Manager ik neees Applications [UK_TWInI0_1540}

b I Bedigm Praoty Purtzl

'):sl(znu;. . L_L.— T._—I : Ln— ° ﬂ i Workday

Arba Guided Buyng
Marsged Wingeus Managad Wi MA Dacshtap lirs Migrasett wWard
H Budhian 2023 ! & Mizrosoft Fowerpcint

wowomom

W Twirno_ 1540

l [ P R

Applications (UK_TWin10_1540) - B o i s o Desktops

& = [ o ® wcensom .
3 1D Badge Photo Partal b4 <

(UK TWin 15310382, @ -

Micrasott Powerpaint Microsaft aceess APAL Deskiop dira
Workday 2021
W

@ Microsoht Powerpint
Applicaticns(UK_TWINI0_1540U%_TWin10_las.
3 1D Badge Photo Partal

Wy Workday

Deskiops

[ R

HERR

EEEESRIEENERR TH Ul MNABIEFR A, BES— Ul FIRPARATA.

fEREThEER

RFEHRSHEBEFMKEE EchEER ERPOEMNT,.

o HENRE LA TEMRSHNAEFMKSESAEIIRE LT,
o Hfttig®E EATFESRSHNARFMIKE S ARIZZIET T

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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&y Citrix

Gind vaining

B o e - e - Y e e —

.............

BERR«xO0996 4

FARFAILUED B HANNEIES () IREXN R AREF R SERTU TR,

o BIFFERR: mRERIERETER, ENARFNREEESATENRES.

o G MERIRIETEH. ETHFBENRREFSEXHA, FMERRENXAEREER.
o XMl RAMRFFERZIIRE,

o SRELRE: BRI REIRE X

o BB XHAKEHENBD.

BT FERNN AEFMRE

ENEERNEARLAPEEENAEREN TETHNAMEITEN AEFNKEHXERITRIE. TUMBEE
KEREEERE, ERAAFEBHEEEBNHRITERFE. WEHFERNIERITRE, FUDLEREIXHA, JURHER
BOL L E R FH PR (R RERE,
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Activity Manager

Dusktops
o CLDELA0MEYDA
W CLOSLA201GVDA

Applications [CLOBLRVWINZOIGEW.. [11] -

& Google Chrome o
‘WordPad

Applications [CLOBLAVCWAAUTOROISVEA) -

3 Motepad

. BEFFFERNNBAEFNSESRE SRS miRE, FR— T HMEERIFTUIER.
o BIFERNNAREFSAZENNRIET, SIER— M ERERT UET.

(]m]
o®
Activity Manager

RUNNING REMOTELY

Desktops
B APAC Managed Desktop c
Log out
Restart
Shutdown
Force quit

AP A LU B 5 B S I X BT A E R B K E AT AU TR E:

o ETH ERLLETMETFERNSETHE. SIEPNRENAREFTREXE, MERRFIXHETRFER.
o XM ERLLETX AT SRR R,

o XKML MNRHBIVEAIRNE, BT LUE IR TOR b & R A R R & SR K Ao

o EMEE: EAILETXAHER B EZNRE,

AR EER EHERNSIENTABMRARR, TR,

o MREEIHHRERHMASAMRIENER, WZRERELERELRE LT, B2, —BEXAHER
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IEh &R, NETFERNS

ERRBEETIZIET T

o MREBERFNANIGEHEASAMZIENER, WEHFERNZIEBEMIIRFIER. B2, —BEXAHBX
EMTAECNEES, NETERNIERREETEET T,

BRI

o 1 Ul R2$5EMA JavaScript #1 CSS API#TREREX. Z#l, IhaeES— Ul 4iedhal i,

# Ul AR EEESISENARFHSENRARL URL RES . ttIhaeEs— Ul 4K aT A,

o # Ul AR BRAXBATRLBA MNZEREEIMEROEEN TEXIZHIIEE, IHEEES— Ul (K1

Fo

s BEERREERAFRELATA,

BE0ia)

o YEERMENABEN Ul AR, B4tz Citrix Workspace R AR F#ITIERNAF A2 B,
oA 1A T R L R S e I L E A I Bt MR R R, [WSP-21493]

o 31 Ul AT A ZHER 528 /B, [WSUI-8503]

« BT App Protection SRESHNARFE R REH. WAEESENERERIE, [WSP-21324]

« 7£10S hi Citrix Workspace AR £, AFRHNHEREEREREXRE L, [WSUI-8482]

L. IRE. FHERMEE

September 7, 2023

£5

#% StoreFront &

Z)abvalbvin il

#%E StoreFront

£ HTTPS {17 StoreFront &£
%3P StoreFront HEMNZ 2
BIEEE

IMNIREARSS 884H

Ft4& StoreFront

FAER

StoreFront EBERFTH K FI4E HAIEER

FA P ] LA I8 #25 B 2 FR 7 e B 75 OB IR

MRERE&ERE StoreFront I &E& M
TE#ARSS 28 L %% StoreFront

A HTTPS m&ZE it StoreFront Byiia)

FZE StoreFront URER LM

B — AN ABERH StoreFront fR55283,
EcE—& ¥ StoreFront AR5 88 LUMMAIRE AIBRSS 284H,
ARIEITIRIBARAHY StoreFront ARSS 28
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£

CEIP

Citrix Analytics BRs3

EN# StoreFront
BRSSBEENH FHNKE

1% StoreFront Zf=

February 22,2024

FHAER

53R Citrix P #%eEt (CEIP)

% StoreFront B2& 4@ Citrix Analytics Service %%

£ 67
MIERIBRSS 23 fBR StoreFront

BFRFRE StoreFrontiRE, LUEREBWHHITENEE,

StoreFront 5 Citrix Virtual Apps and Desktops &%k, AAFREE—MNBBNAES, LikEEKEMNE

BEF.

TEERT—1EEM StoreFront ZE,

- Citrix

Femote user Gateway

32
CVAD
32
CVAD
Load n
alEmeEr StoreFrant
32
DaaS
|
-_—
Local user

Active Directory forest
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Active Directory

StoreFront £/ Active Directory TP #TEHIIE. ZHARRSMNIEMIFMAER, WUKTE StoreFront AR
S22 BIEIL iR,

HITPEARSIBIHBE, ATLTERIMNIZAARS 25 £ % StoreFront, BRLEIHEEERAIA; TN, StoreFront ARSS 284
MNEFRBEC AR Active Directory 5%, SERRESHAFPKFEHEREEXENEF, RECERATRES
RIIEZIR4 Citrix Virtual Apps and Desktops ik 58359086, EFREIFRE StoreFront ARSS B4 FR—1
g,

StoreFront AR5 834H

StoreFront AfATEE MRS 28 LECE, WEILAEREN® A StoreFront IRSB[FAMZ RS [/AE. RSF[ATBRME
TEIMABE, MERRHETESHNIAY, StoreFront AIHFEEAF R ARFITHANE B 5 SMIFAE S EEER
SRAPHMERSSE L, HEXLRSHBAZEEH, XEFEEINR StoreFront RS[BRATAEERTH, AFA
Mk E R R RMARS SIARIENAEE, R, HNKERNRS SR ENEEMNITRMEERSSREEIIRSHANE
MEH. ITHBIBERERSSEEMHNNER, B2, NERSBEFHNBEEITANS, EXIEBEEER. W0
RHIMBEARIE, SEBRIRSS, JUEFRRSSS LR StoreFront, AEKERNEIMERSR[/AD, MRS
BEMARRSS 2548 8¢ B RhBC B H A F BN FAREFITIR.

Citrix B — MRS BAPRZEERERSR. MRRSB[BEIREG, RFHRENFHEDL T TIMRSBHEFL, H
=Rk S i

XY ARSS BRAFRIARSS 83 Z BRI HERGER/NTF 40 =270 (BRBITI) sv)hF 3 =8 (BAITH) B, 7A3#F StoreFront
ARSSERAERE, BRERT, RSB[BEAPHFAERSBEBLAUTFRE—UE EEHO. TAK), BIRSB[ARTUER—
KBRS MIE, siREATRIRSEZENERREXEERE M. THSEERKIEARAMKIRSIER O ZE
MEAXMARSSRE, HEE, KRENEREREERFMS. Citrix FTREEZMIBFARERERE, BE
AIREERTE Ak,

AE T

3 F StoreFront [RE[ATMNZ EIRSEEE, VNEEINFHHTFE, BEAEEAESMBNSIE—REMN A H T E&
22, 540 NetScaler ADC, &% NetScaler ADC A TFEMIFAER, ESE M EHTE,

BFixiginiag Citrix Gateway

MREITRIZ R M AR SMEBIA IR StoreFront, NIEE/RA Citrix Gateway AiZiZ AP RBLLERE, AT
Ak mLE s ERERE Citrix Gateway FHE BB A& ¥ Citrix Gateway 52 BMAZBMLE #H T DR, BHE Citrix
Gateway gefiginialE & StoreFront AR$32369 Active Directory ##,
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ERRSHENHTER

EAR Citrix BER, EAIELSEZSMNEURR O EZRE StoreFront A NetScaler, FHE2BRES B TFHS
(GSLB), ERILUEEEEMN2/E URL, GSLB £3i% URL EFAZIEF— P RIEBHHMMERIEE URL, BEBERT,
GSLB £1REAHTEEE (FNEREE (RTT) SiEaSRAE) EREESTNRX,

a0, &EFIRER 3 MXIFMEMX:
emeagateway.example.com- EMHmM=
usgateway.example.com- EZEM*x
apacgateway.example.com- KM%
5 GSLB —i2

gs'lb.example.com

Remote Access using the GSLB domain name or a location specific URL for each Gateway

\

£

Use location specific URL 3

3

a

- £

(©)] 3

2

m Use GSLB U &
use location specific URL-

)

; S

External Client )

)

=

a

o

Use location specific URL

APAC data center

StoreFront Gateway Objects
== R e e
NetScaler Gateway N us - APAC Controller
APACGateway.example.com c) -
&

/

APAC
APAC StoreFront

APAC Controller

EEE GSLB 2 a1, AEEEIAEMLRS SFIEP URSTHELAWMAHAIT DNS f#if. BEEED Citrix Gateway #
StoreFront PEFRFERIER URL A TEETEHNIRS SHEPH,

StoreFront R EREAAFERSH[EZERPEENNENF]; Bk, EERAFTLUFES StoreFront lREZ[ARE
HNEERNAXHITERE, XFLICAFERTIMNRSSEE, MRS —EEER,

StoreFront Bl LITERRSBA Z EIEERRL TR (W), ESREITRES,
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P58

BEIE A F151R7ED,

FA P i 1R) 8151

February 22,2024

BRaLUEE =MARRE#AE1AE StoreFront &S,

o A4 Citrix Workspace A2 - BE % B4R Citrix Workspace A2 FHI A A A Li@id Citrix
Workspace [z AP RmEifinl StoreFront MAREIE, Xi¥a UIRERENEFARMREANIIEE

« EMATF HTMLS 19 Citrix Workspace 2 - FER KA Web 32889 A F o] LU I ¥ 2 M A& 5B
Web uhsa3kifia) StoreFront ARG, BINERT, AREBEEAEEHRAMAH Citrix Workspace R 2
F7aeinin B ENREMNARE, MARER. B2, ZalEERCH Web ihs, HRAFEERE Citrix
Workspace [z 2R BN al@d v S 28 A n R,

« XenApp Services URL - BT EFHRINE S Citrix B imrIE P o] LUE R R A EER XenApp Services
URL sRipiEN &S, IEMMARER, EIRINEA XenApp Services URL,

At 2ER Citrix Workspace W AER

Mast sy Citrix Workspace [ 25 iA 1R M A B S IREREA P AR, FXaAFUXFHAR RN ARER
Citrix Workspace M EEFMZS, BESRZAEK o

Citrix Workspace R A2 ERAR MM URL fEREIRR, BEERBAXLESIRR, Citrix Workspace 2/
BFAIURERFR EEEEEIAMIABNE, ARHRNSERINAREFEN, NEEERBEEARMBRNRSS,
LUEBEIS R MIEEF (S RiRE4 Citrix Workspace MBER. XiFaILUS A Citrix Workspace B2 M
RERFPHAKSEFINAEFNFABEIERERIETR. BXEHAER, BEREEETR.

i Workspace [ BiEF RN AEE

TEE, VAERRMEREFPNEENNBEFHNEBENEE$ME S Citrix Workspace NBEF#TEE. A
OB U AR Z—AAFRERENES, MmEKEF ST,
BERR:
ZINERT, Citrix Workspace M BEFEE#EA HTTPS SEEN AR E, 3R StoreFront kEZ&E HTTPS,
BRRTHRTEMEESBRMER HTTP &%, Citrix 22BN AR BEE~FES B AiER StoreFront A%

2MAPEE. XEAER, 1B5ERT Windows 89 Citrix Workspace N 2R X8I N BE SRR E
S,
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FoficE R AL TE Citrix Workspace RZ AR AR ARE URL % Citrix Workspace A2 %S
HEMMNEBEE, BXFMER, 21 Citrix Workspace MAEFE X1,

e AR RHETEXY, HPEENABENFRAERER. TR Citrix Workspace ARG, B
FEILTH.cr XXtt, BriARABEREKF. RIABERLT, Web i aARRENTRXHERTHERELSR
M AREE, ERIES AP R EBE AR ARSI R Web th, HFMXLEESTRAEXF RE,
AT REESRFIBIES, EeJLUERA Citrix StoreFront BIRIZHI G RERBE— XS ML ABENEFFAEE
BUTECS o BRI AR XEX D RAGHENNAR. BXEAER, BERANAEFSHNARERRLRX .

BaiEmmigE URL  XFiE1T macOS WAF, & UEREMATF Mac i Citrix Workspace R A#EFi&E URL
EES IS SN A EEIFMEEE BN URL, %% Citrix Workspace MAEFRE, AP MEEHZ URL, LB
AN AEIEEEKF . EZIEPRMASBSNEAEE, HFERAISLHLHEFH URL

ETHEFEHENKA RN BIETEFEHRENKF RN, BREBHRENABBEENFRFAES, MIE Citrix
Workspace [ Af2FHiARc B2 M N B F R It BNRT, BXINAIRBIIIAERIEMAESR, BSRETETFH
FHEIK R & Eo

Global App Config Service

£/ Global App Config Service I Af&# StoreFront K AEEEE Citrix Workspace RRBERF. EEFR A
NABERERE,

iEAF HTML5 89 Citrix Workspace R BiEF

YERERZA LR Workspace AREFNERAR, AP AIUERERTF HTMLS 89 Workspace [ A2 Eid
Web R¥igsiAim BN AEE, HAFBHECHERE, BmAaIaEE,

1. BEBERMZEN Citrix Workspace AREFHRE, XTARER. XAARRETRERR, EAE
AILM BERRFRGEN. BXEZFAER, FSHESEE

2. FRENESEPR. XEAFATHRERREE ARG IHREE R,

BN E REREA#ZE Citrix Workspace R BREF A e TREB5h. EAILUSEBEE N NAKIENKREShEE
FRHEILAFMEIER, ESRIE Workspace MAEERF.

MREEREE T MRAH Receiver Ralf, NIfER Receiver for HTMLS, T A A ERTEX KR BPITANAE
J& Web k38, AP RILUERS EERESRATE Web RIKBHEEHERo
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B EPITARRNER

SHFRBHLHHAL, RABERTRLEESERT HTMLS 8 Citrix Workspace B2 i41d Citrix Virtual
Apps and Desktops M ER. BEAFERIERT HTMLS 8 Citrix Workspace N B2 asithifin) £ & 05 A
12r, BEER Citrix Virtual Apps and Desktops fR528 EiEA “ICA WebSockets #E#” %B&, Citrix Virtual
Apps and Desktops &R F HTMLS5 §9 Citrix Workspace R Bf2FERIHA 8008, MR AEFEMMLESILE
AYFBEILIEO. BXFMAER, 158 WebSockets HEZIEE,

ZzhiEsp Citrix Virtual Apps and Desktops &iE, i8ftE S ENBEFMEmEA VDA B9 TLS i, @it Citrix
Gateway BIIFSTIZEZEAILERERT HTMLS B Citrix Workspace MARREFENAR, MELERER VDA K
TLS &%,

BEBE

U A P BRI N B 283 TFF Citrix Workspace for HTML5 {BiEsith 289 Citrix Workspace [z R12FF B 505 A
BER, XA “BARBE". Web thrl LUEE ZMA R 5 At = 5 Workspace M AREF#HITERE LB R Ro

Citrix Workspace Launcher

YAPERRRRET SHFNIRIERFAN 5 23H StoreFront Web 4284, 5@AF HTML5 &9 Citrix Workspace
[z RERE =R AA Citrix Workspace Launcher, iR %=% T334 Citrix Workspace MBS, %A
EF =185 StoreFront, iEAF HTMLS &9 Citrix Workspace BREF i —=, SeBoiNBEFNSfER
Citrix Workspace Launcher,

ERLT 33T, MARE Web ihm=7E Windows. Mac # Linux #i8/ Citrix Workspace Launcher:

« Firefox 52 LE SR
« Chrome 42 FES R4
+ Safari 12 ==z

+ Edge 25 siEShRAs

Citrix Workspace Launcher EEF5I&1EhikA#) Citrix Receiver 3k Citrix Workspace K2R,

« Receiver for Windows 4.3 s{E & Ax4s
« Receiver for Mac 12.0 s{E = ks
« JEAT Linux B Workspace 2R 2003 siE SR

R Workspace N AREF BB AAIA, EAPAAFEITH, ©FNRRIZt=ER Citrix Workspace A
BF. APTTLLUERER, AR HERE, EXMERT, ERERIER.ica XHBAERF. AFHEERTL
2E 98 REHELEX Citrix Workspace AREFEIR,

NREELRRS[HFTHREEER S MO TEIRESH StoreFront AR55234H, Citrix Workspace Launcher
AIRER BB IR, AT BREIXMER, EUNRELRRSEAH TR, LEEHIAF Web IFEEF ikt
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MS 2R E S BAHANFFEIE— 1 StoreFront BRES 88417, iE518 CTX460312, ;& ZE Citrix Workspace
Web i B#2F.

Citrix Workspace Web i B2

Citrix Workspace Web " E2i&R T EH Web MERMNYT B, AR ERFRNA=ERN Citrix Workspace
B2 U R BTN BREFMSmARLS, 5 Citrix Workspace Launcher #8tt, ©aJLUREEMHEGRAF
1, HEE%RTLERSHRMBTEHSRHMIER,

EEAETNRNSEY REFNZT IR, BHRITUTRE:

« 7£ StoreFront ARs388 iR A% IhEE.

. EEPIHIGE LB NET BRERF.

« ZEZHAT Windows 8 Citrix Workspace [ F#2R 2303, EAF Mac 89 Citrix Workspace M A2
2304 &M T Linux 89 Citrix Workspace MA2F 2302 S E Sk,

ARERESZIFNTE LiARNARE Web iR, ERRTAPRNAEZEN Workspace AEF. EEL
SiXEH Web i Bi2FF, WRKLM, NEREA Citrix Workspace Launcher, B5m Workspace M BEF#
WA RP AL EKFIRE, BEEXK Citrix Workspace M AEF U E N Workspace MAERF.

RIABERT, IR FRARS, BIER LT StoreFront RSS2 L #EA LT PowerShell Bz = A tbTh
fe: Add-STFFeatureState —-Name "Citrix.StoreFront.EnableBrowserExtension
"-TsEnabled S$True,

Internet Explorer

P &R Internet Explorer RITH R A®EE Web iS5, ERRTAFARECSERAT Internet Explorer
#y Citrix ICA ZP iR MBIMNEANR Citrix Workspace AR, REZEHE, ERATEE AR ERN Citrix
Workspace [ZB#2F Bai Bi2FMKE,

ICA X4+ T&
1R HTMLS ki Citrix Workspace [ R#2F T Ei@id E i A N E Ah =2Em Citrix Workspace A2,

NHAR BN AEFHKSEN, ERTH.Ica X, AP EUERAAZRER Citrix Workspace R ARZFHTFIEX
o

HRRESR

TRILAERL URL, FIAXLE URL RTLAA RGN AEEPRHENKSEMNNARERF. BFXEEZERNTEETABNE L
# Web damim, RIS ERFRESEE R, ARREENMEENSEERTINAREN Web i, MRAFHKE
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xR, AIMEZMRER. ZEARE Web iiRsBmHRHHR. BXERZRREFRFAES, FSH Web 1553
REFH o

EUZNAEFRESRN, FHRNANEPLESHERSNAEMNARERF. REAXLTEZXDEGHERZMHSZ D
NMAREFES. B, IREEIVASEREEINSEHAFHENSENZS LG, WAREERASDLAIELIE—
PMREDR. REDNFER S LITSMTRL N BIERF.

ZRENAREFREAR, SUERBATIREREARXNAI Web 558 URL sREZE StoreFront, AP &E
Web it =5 ERI AEFHIEA A, StoreFront &XBEHAR URL 5IRRKZEZ Web b, MUHFRIERRER
& Web i, B2, Fi@id Citrix Gateway EEMNEF , FEXFEEREAHN Web i S8 TRIE, ARG
URL f%3%44 StoreFront, EMFTIZR P REEAAAIEAE Web ih = EN BR2FHEA R, 5% Citrix Gateway
B & RRE A ReEihaX S E i o

BEXAFRE

Citrix StoreFront IRt 7T —MAFEEXAF REHNNH. TiLR&ET Citrix Workspace ZAiEFEZi®iE Web
FEBIARN AREE, XEHER, ETUBEXFRFR. BBERR, Uk JavaScript XX, Fal LRI B E XA
BERONERERE, HFMESE. BXEAER, BSREETE I,

XenApp Services URL
AR

B StoreFront 2308 i#2, XenApp Services (X#57 PNAgent) BEFH. BiUEMER Citrix Workspace [
BEFEIMAREE URL Ei%2 StoreFront,

BELEAEMIBAR Citrix P HEMN AP AT LUBEE AR P InE &R AEER XenApp Services URL Fifial R AR IS,
Tt BB IMANENSEEiI&EMiz1T Citrix Desktop Lock B9E A PC i@t XenApp Services URL ihaIRz B
A, EARLETXH, BEMABRTIEEEMAES StoreFront AR$S 2389 Microsoft Active Directory #Asrfg—4
1%,

StoreFront &M Citrix Workspace Rz f#2R 2] XenApp Services URL SRR FH@H #%341E. Citrix Ready
AR mfER Citrix Fast Connect API Bk A i@id Citrix Receiver for Windows s5&RF Windows #9
Citrix Workspace M RZEFZERLUMER XenApp Services URL EZZIN AREERNEE. AAERRBRMNFBIES
WIERHE, BNariEiEREsl Citrix Virtual Apps and Desktops IRIEMSEMN AEF. EXEAES, BEAR
FEERTF Windows 9 Citrix Workspace x4,

BN AEEN, BEIASEMBAREEN XenApp Services URL, A& &/ XenApp Services URL 918
7 http[s]://serveraddress/Citrix/storename/PNAgent/config.xml, Hr serveraddress # StoreFront B
ENRSRINBTHIFENTLIREHSE, storename HAIENHEEEN AEIEENEN. XETAFREER
PNAgent t#hiX#9 Citrix Workspace N Ri2FiEZ2 StoreFront, Bxa AT i@id XenApp Services URL iialRz
AEENERE, BESRAFIEEER,
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BEEIEEM

XenApp Services URL BT FTEAL 2 Citrix Workspace BAREFHNAF, ERTRESEHNSZNE .
REZEMER XenApp Services URL mAFREI N AEEIAIRE, EE R TR,

o THEEERRIAEIERY XenApp Services URL,

o FEEEERIBELE N config.xml &2k XenApp Services URL i& &,

» XenApp Services URL X EXGMNIE. HEB. BiEFFNRIENFERASERNEBESHRIE. RINER
TeERERXSHRIE. ReeAEN XenApp Services URL BBE—F B9 I0IEA %, MESTRAREREE
fEA—1 URL, MMRFBEBAZTFMNRIESE, WAMASHEHRIESECIRERNNAREE, 81 ZAD
[E&EBEE— XenApp Services URL., A5, AP SIUEEESHBMIIES AR NN ARE. BXiE4H
B8, BBRET XML HWEMHRIL,

« BIAMERT, %I XenApp Services URL BRAIEXITHIThAE, HETFMEIRERSA TIEXITHITIEE,

« AFRMENERIERE ST StoreFront SHIERS, BEEIANABERMHMEEMNABERHN Citrix
Virtual Apps and Desktops AR 532388 B B i= 5128,

February 22,2024

&% StoreFront Z a1, 1BEFML StoreFront &,

StoreFront iR HBRER

Citrix 8iidd, T LZHEUTES ELRE StoreFront:

« Windows Server 2022 Datacenter Edition 1 Standard Edition
« Windows Server 2019 Datacenter Edition %1 Standard Edition
« Windows Server 2016 Datacenter Edition #1 Standard Edition

ARS32RATBIFRE StoreFront ARSSBMUERBRIVIRERFRA. BESMXIHIRE.,
P2 H57EIETT StoreFront MBRSS 28 EARIRIER Gk A, Citrix BiEEMREIRIERSHRE StoreFront,
BRTIRIERFWERSIN, Storefront BRE[ELIHER U T RIEER:

o RbIEE: 2 NEIA CPU

« RAM: &{iIfAF 4 GB, SMISNMEIAEIR 700 F5,

o TFfiE:

- StoreFront &&J 250 MB,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 27


https://docs.citrix.com/en-us/storefront/current-release/configure-authentication-and-delegation/xml-authentication.html
https://docs.citrix.com/zh-cn/storefront/current-release/install-standard/plan.html#storefront-server-groups

StoreFront 2311

- S NEBIE 30 MB, BESITRAREE— Web i,

- WFENEETWEFNEARE, & 1000 MYEs 5 MB, Bt 8 MB,

- RIBEMEREBBMZENER IS BEXMH, BEEREXEE IS BEXHEFMER Microsoft 324,

- BREBN=TEER StoreFront iZBTHE. ERIABRT, StoreFront 2311 RESRAAENMRSES 1
GB #yA&, StoreFront BB BENE N AEERME 1 MBFRSH 3 MRS (RABERS. 8%
0iEARSSHN Receiver for Web ARS3). &5 Storefront #fEHEkR,

WASTE Web ARS522 EBFALLT Windows IhkE, 7 Be%R% StoreFront, XLEAMIEHRE Windows REFHERIAL
FRARS, HltbrIFERRMBXLEANT, SNEFHITEMIEE.

« NET-Framework-45-Features
- NET-Framework-45-Core
« PowerShellRoot

- PowerShell

MREZEM.NET Framework kAR TF 4.7.2, ZEEFSBIZE.NET Framework 4.7.2, 18, XEXRER
3= NET-Framework-45-Core Windows Ihgg,

IR StoreFront RERFNRERDLUTER Windows ThEE, NsBohitXEThEE:
« Web-Server

- Web-WebServer

* Web-Common-Http

- Web-Default-Doc

- Web-Http-Errors

- Web-Static-Content

- Web-Http-Redirect
* Web-Health

- Web-Http-Logging
* Web-Security

- Web-Filtering

- Web-Basic-Auth

- Web-Windows-Auth
* Web-App-Dev

- Web-Net-Ext45

- Web-Applnit

- Web-Asp-Net45

- Web-ISAPI-Ext
- Web-ISAPI-Filter
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* Web-Mgmt-Tools
- Web-Mgmt-Console
* Web-Scripting-Tools
o NET-Framework-45-Features
- NET-Framework-45-ASPNET
- NET-WCF-Services45
* NET-WCF-TCP-PortSharing45
E%R% StoreFront Z &7, ALUE IS Web =B EHMB FHIRENES, IS & StoreFront UAEXTERIREARS 234+
BIFR A BRSS 28 LA AE R
StoreFront FERAUTFIRO#ITIES. BRGNS REMMZIEE A IFiHIEXERO,
o TCP %[O 80 7 443 f5AF HTTP # HTTPS i@f5, AR MLk ML RERFISMER#1TIAIE),
« TCP %0 808 AT RS 234EMEY StoreFront RS 282 EIAVE S,
o MERFERTNERIROFREVIERSN TCP w0 AT ARS254H+ StoreFront AR 282 IBIRVIE S, &% StoreFront
B, JEEE Windows BRASERIN, LLsiFiAE StoreFront ATHITX . BE, RFiHOSHN AR, H%A
MR ERRLE R AR AIRA A B S IS & AR EIEREERR S ER TCP wmOMNRE.

« BHAE, TCP %O 8008 Hi&ATF HTMLS5 4 Citrix Workspace R AREF3E = X151 Citrix Workspace
R FBfERFEhRAGER, BIMHAENERNAAF ARSmERESENNBREFRNRS R HITERE.

StoreFront z3%4f IPv6 MLEFXN X% IPv4/IPv6 mFhiFiE,

&M Microsoft SQL Server #5175 %kiE

BT LUK MEE A Microsoft SQL Server TR %iE, StoreFront xi%3t1ttInaeEA S Citrix Virtual Apps and
Desktops 3t #iEEEARIMER Microsoft SQL Server kx4, 7£ Citrix Virtual Apps and Desktops RAGE R,
EBREUEE,

BhRIEMER

Citrix B, #ES5LLTF Citrix &= mhkds—EFER AR StoreFront B9,

Citrix Virtual Apps and Desktops

StoreFront Z#F LU Thr4sHI Citrix Virtual Apps and Desktops:

« Citrix Virtual Apps and Desktops 2311
« Citrix Virtual Apps and Desktops 2308
« Citrix Virtual Apps and Desktops 2305
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« Citrix Virtual Apps and Desktops 2203 LTSR
« Citrix Virtual Apps and Desktops 1912 LTSR

Citrix Gateway

ARMEFH AR TR TRREH Citrix Gateway iiial StoreFront.,

« Citrix Gateway 14.1
« Citrix Gateway 13.1
« Citrix Gateway 13.0

aUfERA ICA KE. Citrix Gateway s E i VPN (CVPN) i@id Citrix Gateway Zirn&i.

RAPIREER

StoreFront R T EMATERFATIH R ECHNKEMNARRE, Citrix BF A LUBE 4 2289 Citrix
Workspace B2 iARNAERE, WalEREN SR ERERT HTMLS & Citrix Workspace AR,

b %R Citrix Workspace N ABEF

a1 LLE A Citrix Workspace [ F3#2 7 2 /i 52 32 #F 09 P B R 25 3852 PO 88 W 48 3% 3% 70 Citrix Gateway R if ia]
StoreFront KA E. B Citrix Workspace iAREFESARBM, &SI https://www.citrix.com/suppo
rt/product-lifecycle/workspace-app.html,

Web ¥ 23chiEAF HTMLS 1 Citrix Workspace R Bi2E

I LAEAIEATF HTMLS #9 Citrix Workspace 2RI Web %8834 10 ZHI R S, AREFMSED LUE
AN ZER Citrix Workspace lE#gF (#iRh “BERBD") Boh, WalUTE Web JisHhEE), RIE Web b=
iRE, REAPAUEXRBMEEAEEZETR,

BEER LU N S 2SI SR FThR 4o
7£ Windows d1:

+ Microsoft Edge

+ Google Chrome

+ Mozilla Firefox

+ Internet Explorer 11 - (RAFREEZAEE, FHAFEENER,

7£ Mac E:

« Safari
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+ Google Chrome
+ Mozilla Firefox

£ Linux t:

+ Google Chrome
« Mozilla Firefox

BXEREAT HTMLS 1 Citrix Workspace R A#EFET Web R 8iE RSB RNERNESER, ESHIEHR
F HTML5 89 Citrix Workspace [ RZFE 1.

BFEigE
&4 Citrix &P i a] LUEA XenApp Services URL iiirITh&ER VA StoreFront RZ A&, XenApp Services URL

79332 Citrix Receiver 3.4 Enterprise MiRIAMNE FinE I MIEEREAERENIBREF. LIMEEFA, BME
SREYRRZA R B

BEEER

e

BHAEEEE KM Citrix Workspace R BiER

Citrix s 5 ZEERSEHERFIRF (CAC). BRIREMBRARRRAMASZHRIIE (NIST PIV) EREL USB BiE£<
FRRFRAMHET TR, ATLUERRE USB B A /S aERiZ2NOI&E (CCID) #sEHBEERE Zentraler Kreditausschuss
(ZKA) 13Zh “12” SEeRiRFamEmlinFes, ZKA ‘1% Sl EREERAPEERRENRERP. T
FHMERMEERITFES, 8F 2% EF8 (BEHAPIN NER). HEmUE FSRETSEENTAIER
(TPM) ‘S A BIEINE B+,

3FF Windows i&#&, & gEEMNZIFET Microsoft M A&/ EEEE (Microsoft Personal Computer/Smart
Card, PC/SC) tRailE. BREFEME BN RV NZRERFATIFABUKRE Windows BEHIAE, EAREER,

BX5 Citrix RBNEEEMEIFIEAES, 55 Citrix Virtual Apps and Desktops XS HHIE sEF UK
http://www.citrix.com/ready.

Citrix Analytics [RSEK

AT LT Citrix StoreFront #1TEE, LLst ¥ Citrix Workspace R B2F kB %23 Citrix Analytics ARSS. Citrix
Analytics [RSHPBNBREBFAEE. UTHRIZRUILINRE:

« AILLEE Web 552835101895 AR IE.
o AILIMERT Windows 9 Citrix Workspace A2 1903 S E ShRAIHRMIN BEE,
« MERTF Linux 89 Citrix Workspace 2R 1901 kB mhRasikarIN A RS,
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22

i StoreFront

January 25,2024

LEMEEZA

BLEMAE StoreFront, BERINFETRUTSE:

2.

3.

4,

. WBERFER,

WNREMEA StoreFront k@A 32(F Citrix Virtual Apps and Desktops %8, i&H#i{F StoreFront BR$S 28
EIMASEEEMAF KA H Microsoft Active Directory 5 5 B KPR Z BITFEEEX R A,

BERER

o WWFERRRSESIE, ALITERMANIEIRS 23S E& % StoreFront,
o StoreFront AJ IR EEIGITHIES o

(A3%) WMREBRE LIRSS StoreFront #E, 57 StoreFront fRE2/ZE — M H FEIFE,

Z(5 A NetScaler ADC #1TH H T4, NMEX—EIMIRSES/ERN StoreFront REBHIRE, EXEIERE
NetScaler ADC LM s H FHEHIFMAER, 1HSHER NetScaler ADC #1765 T,

WIRF MBI A MNAIRE AT MERERFISMBIIE TCP w0 80 8¢ 443 (MNREM). L5, HERAER
MR ERIBA AR E IR & AR LIL B E R E AR 2 ECrY TCP w0,

L StoreFront BY, EEE— Windows BAAEEMN, AiFEEMETEIFRZ O RRETIERS TCP %0OiA
ia] StoreFront AJITXX . IthimO R FERS 234EMNE StoreFront fREZ2B( 2 B SLILEE.

%4t StoreFront

BB

ABRLE StoreFront R EIRESHIMAEIRMBIER RGN, BSLXAMENARER, HEREEZB
RGPz TEAEMES SR,

1.

MNTEHITE FTRRERER,

ERAEAMEREANRIKFE R StoreFront fRS528.

#Zl CitrixStoreFront-x64.exe, SAEUEERBMHBITIESH
FRHFEZIENN, RARRET—D.
MRETHREVENNE, BREF—F,

AEMFREESENE L, NERFINRELEITM StoreFront A, AFEHRE.
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7. RETMGE, BHTEM.

—

StoreFront

Successfully installed StoreFront

StoreFront has been successfully installed.

& Internet Information Services (II5) installed successfully.
& StoreFront installed successfully.

& Citrix StoreFront 2203.0.0.29 installed successfully.

Note: StoreFront must be configured before it can be used. The administration console will
start automatically after you click Finish.

8. StoreFront FIREREREHMBEUTMEE., REHEILNERBH.

9. J HTTPS & & Microsoft Internet Information Services (I1S). EXF 8, HEHFAER HTTPS R
StoreFront V&£,

ML iRnE %% StoreFront

1. FAAEELHEIEANENNKF SR StoreFront AR 25,
2. %% StoreFront Zal, BESHHE StoreFront REMNER, BXFMAER, BERLTENRLE 2,

3. ST RE RS THREE, %3 CitrixStoreFront-x64.exe, FAREZXM4HEHIFIIRSS 28 FA—Might
fiIE,
4, \SPRTEOR, ESNIESREXHNXELFBAUTHS,

CitrixStoreFront-x64.exe [-silent] [-INSTALLDIR
installationlocation] [-WINDOWS_CLIENT filelocation\filename.
exe] [-MAC_CLIENT filelocation\filename.dmg]
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<!--NeedCopy-->

fE /A -silent SO LR TR E StoreFront REXKET, ZIAERT, StoreFront =7 C:\Program
Files\Citrix\Receiver StoreFront &, 182, aILlf#H -INSTALLDIR S5 Hth=EME, HA instal-
lationlocation 73 StoreFront WREB R, MBITHIERSB[IENRSB/AN—I05, NIXLARSS 282 EAY
StoreFront ZEMEBR IS Web ihRigE. ¥IRREMILS ID BHA—o

BINBERT, HAFE Windows 3% macOS EfER Web JISBE R ITHNARER, MRQMAEF Citrix
Workspace W B#EF, FHSBTAPM Citrix Web i S THHRE KR UMNERTHF A M Citrix
Workspace RA#ERF. EaILUERLLITH, LUERAFM StoreFront BR5528 T3 Citrix Workspace A2
REXH, BXEFAER, BERALEERRYAANETAH.

MREBHUEE, 518E -WINDOWS_CLIENT #1 -MAC_CLIENT &%, LU Citrix Receiver for
Windows =& F Windows 9 Citrix Workspace Rz U Citrix Receiver for Mac st:&BF Mac
89 Citrix Workspace M Bf2FREXH23IEHIZI StoreFront SEFRIZELUME, ¥ filelocation Bt
BESHINREXHNER, H¥5 filename B AREXHNER. EATF Windows # Citrix Workspace
Bz A2 5 WU & Citrix Receiver for Mac 3£i& A F Mac #9 Citrix Workspace M BiEF R EXHHESE
Citrix Virtual Apps and Desktops &5 EH.

[l = =t
RERE

BEXHEXHNEZFAER, FEAZEAS,

fid® StoreFront

SERRER, Citrix StoreFront BEIR#EHI 8 BB RN, BT AT LM “FF8” 58 FTH StoreFront, Citrix StoreFront
SIBITH A ERENN, SERUHFEIER,
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= Citrix StoreFront - |
File Action View Help

«=|F BE

¥4 Citrix StoreFront T Actions
- Citrix StoreFront =

Wiewy »

6 Refresh

Welcome to StoreFront Help

Select an option below to create a new store or extend your existing deployment

Create a new deployment

Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add 3 server to an existing load-balanced group.

o GIZEE, 725 StoreFront MEHEEE — QMRS RIRSB[EEFEH TS StoreFront SN EEF~EE,
EeE%E—& StoreFront BRS58/E, PTLBNMARRINELRSE, URSEHENEE,

o MNIMERSEH, BEMIRSRHRMEIIE StoreFront ZiEth, EFIEM AT REIRS StoreFront &K
BE. ZIRES[BEFELININBATTFER. BERMKRSES, FEHRAFEDHNNERSEE.

miE, AFPALOETEeEsE Citrix Workspace M ARZF ARG AREIE. ESHAF 15,

Citrix ZF A58 ETL

September 7, 2023

MEEE5 Citrix TP {FIRRER (CEIP) B, &4iam Citrix RIXERZ4HEUENERIE REELURS Citrix =&
B2 FMERE,

FHINERT, &% StoreFront S BahRAEEM CEIP, KAEERLE StoreFront tXEE—R L HEIE, eI UEE
MRGEPEHRURINGE, WRERSE StoreFront ZRTEHUEMRICE, WEFERZE. WREHLK StoreFront
ZHBEBUEMRIGE, WEERZE.

R -
=R

AMKRFEFALLSHTEND, ARFEENMTRRERR, Citrix TEHRIEEEMRFEREAFLSHE
IEYRRREB IS AR, EREMRRIBSTEIENIG, EREIMERZE, BSLHITED,

R B LS TRENEMRIRE RUAMEN 1)
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Location: HKLM:\Software\Citrix\Telemetry\CEIP

Name: Enabled

Type: REG_DWORD

Value: 0 = disabled, 1 = enabled
<!--NeedCopy-->

BIMERT, Enabled EMTEIMERPRTRERS, HERIFKIEEN, BRAB LHIEE.

£/ PowerShell &, T cmdlet 2/87 CEIP &iE:

New-ItemProperty -Path HKLM:\SOFTWARE\Citrix\Telemetry\CEIP -Name
Enabled -PropertyType DWORD -Value 0

=

AMRIGEZEFIA—SRSRLAMEAHNEZRITHENERBERESNE L&, flM, MREER
StoreFront # Delivery Controller R %#ER—&RSEE £, HREFAEIMRIGEEZFRE CEIP , Ni%kEF

IR AR E M

M StoreFront W5cr9 CEIP %#43E

TREMTRENER EENRETRE, TEPFELEEMRFIHE

E

StoreFront h4s

[ P IS 14K

RS BRAPHIARSS B ITEK

S B AREER Delivery Controller i+#%

BRHTTPS

Citrix Receiver for Web 9 HTML5 i& &

73 Citrix Receiver/Workspace MBEFRBRBHNIEX
bl

FIR RIS IR R Ag 117

BEShEs

EEFPRIFAES.

HiEA

IR RER StoreFront lrEBFERTER, 40, “3.8.0.0”
FRRERE RN S E MRS,
FTRSEB[AD RS S ERITERES

B TRAIHEE RSN ABEEA Delivery
Controller HEMEIETIR,

IETEENBEBA HTTPS =E/E (“True” =
“False”),

FRBFIER, IBTE Receiver for Web 589
HTML5 Receiver i&& (“Always”. “Fallback” =
“Off"),

mREYIR, ERETAE Receiver for Web b5/
B “TEXES” (“True” 3 “False”)s

FREVIXR, BTREETHABBPINEINABERA T
#2imm” (“ENABLED” = “DISABLED”),
REPEFEER Citrix Gateway HERIITEES,
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Citrix Analytics iRs

January 25,2024

WMREZ Monitor £, # B RAEZM StoreFront 3, MR LEZE StoreFront, UEFHIELIEE Monitor Ry
Citrix Analytics iR%S. B2E/fg, Citrix Workspace A2 Web %2823 AP B4 £1%3 Citrix Analytics #
TR, Citrix Analytics B&EXAF. NBRER. a. MENSIBENERIER, Uem T BB {TH. B Citrix
Analytics X#4HiFEIEE X ILINEENER, EBIAER StoreFront A Virtual Apps and Desktops 45,

BEEILITH, BHRITUTRE:

« M Citrix Analytics THEE X
« {#/A PowerShell 3§ Citrix Analytics #iES N\ EI73t StoreFront ZZEdh,

BZE StoreFront /&, & Citrix Analytics ARSZ3ERBY, Citrix Workspace BZFZFAILLM StoreFront MR E%
IR,

EERT:
EAEFE I THEEIE ® TEFHER Monitor ARSS, &89 StoreFront BB X MpEILIE: T RO 443 BER LU bk :

« https://*.cloud.com
« https://*.citrixdata.com

M Citrix Analytics THEE &
BERR:

R EFTEESHRERNEEX . THREREXHRE. B7NSHRIIMNINEFARZLXX . BERE, |
LARIBR IS M. SIRFEES—AHENLERNARE, sJUM Citrix Analytics RS EBERI AT THZ
X,

1. FREEERKAZERE Monitor (https://citrix.cloud.com/).
2. #EE— Monitor &7,

3. BEEIRITH Citrix Analytics RS EBIEHI&.
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P

<

Analytics

How to Buy | Learn more
P Launch Demo

4. 7z Citrix Analytics [RSBEIEHIGH, EFILE > HiER.

5 #

6. 1%

“Virtual Apps and Desktops” &/, %% (K) FEBEER, AGSiEEFEE StoreFront $E,

“Yii% StoreFront 2pE” A L, ER THXHLUTE StoreFrontConfigurationFile.json X4,

THIEEX S

}

"customerId": "<yourcloudcustomer>",

"enablementService": " https://api.analytics.cloud.com /casvc/<
yourcloudcustomer>/ctxana/vl/cas/<yourcloudcustomer>/XenDesktop/<
deviceid>/dsconfigdata",

"cwsServiceKey": "PFJTPn - - .. T4=",

"enablementServiceStatus": " https://api.analytics.cloud.com /casvc/<
yourcloudcustomer>/ctxana/vl/cas/storefront/config",

"instanceId": "d98f21d0-56e0-11e9-ba52-5136d90862fe",

"name": "CASSingleTenant"

<!--NeedCopy-->

Heh

customerld 2%a1 Monitor ZFHE— 1D,

cwsServiceKey 21TIR 481 Monitor ik HME—iE,

instancelD 241 ID, BT M Citrix Workspace B B2 %23 Citrix Analytics BIER#ITER ()

RER) o

R &M Monitor At % 4> StoreFront BRSBHRSRA, NETRSBAMSBATRBMH—H

instancelD,
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¥ Citrix Analytics #iES A3 StoreFront JE+

1. ¥ StorefrontConfigurationFile.json X{+ & fIE| 43 StoreFront fR5588 (3¢ StoreFront RS 234EHHI—
MRS LHEENXHEE, UTHIBREZNHFREIRHE,

2. #T7F PowerShell ISE #i£#2 LIE IR R FHIE1T,

Import-STFCasConfiguration -Path "$Env:UserProfile\Desktop)\
StoreFrontConfigurationFile.json"

Get-STFCasConfiguration

<!--NeedCopy-->

4. EREISNEIENEIZA, H1E PowerShell =4I &5 2 RIZ IR,

CustomerId 2
EnablementService : https://
CwsServiceKey £

EnablementServiceStatus : https://
Instanceld 2
Name : CASS1ngleTenant

AR

Z#7F Windows Server 2012 R2 E@94si#th StoreFront BRE BT BB F iR C++ iz TR AN,
LEENT LGEMEI CAS, w8 ER % Citrix Virtual Apps and Desktops Hiia] %% T StoreFront, Nl
FEEHTUSE, EHR CVAD Metainstaller E& % C++ miTRA N, MRNEARRLE C+ BT
CitrixStoreFront-x64.exe Metainstaller 2% 7 StoreFront, MES AN CAS BEXHE, ©AELETM
Z| Monitor,

¥ Citrix Analytics #E% =) StoreFront AR5 234

MREFT StoreFront FREZESAHRITXEAR(E, MHFESNE Citrix Analytics 2iIBERE RS BANFIERR. 7
g4 StoreFront RSB EBEPFFAEFERI TS B,

BEREIE, BERUTHEZ—:

+ {£/ StoreFront EE=HI&,
+ &R PowerShell cmdlet Publish-STFServerGroupConfiguration,

% StoreFront Aks3234H ID

EREENBERSTERTEME Citrix Analytics BRss, "ILIEER PowerShell kA IEFER ServerGrouplD.
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1. EREER StoreFront RSB 2B ARSZ][/AFH—& StoreFront BRS23.

2. T PowerShell ISE &4 U EIR R B 191517,

$WebConfigPath = "C:\Program Files\Citrix\Receiver StoreFront\
Framework\FrameworkData\Framework.xml"

$XMLObject = (Get-Content $WebConfigPath) -as [Xml]

$XMLObject.framework.properties.property

<!--NeedCopy-->

flgn, XEar<SERIN T AREYEL

name value

ClusterId 8b8ff5c8-44ba-46e4-87f0-2df8cff31432
HostBaseUrl https://storefront.example.com/
SelectedIISWebSiteId 1
AdminConsoleOperationMode Full

<!--NeedCopy-->

{Z1EM StoreFront i@ Citrix Analytics ‘&iX%iE

1. #77 PowerShell ISE Hi&#R U EE R H{3151T.
2. BT THS:
Remove-STFCasConfiguration
Get-STFCasConfiguration
R LIS Citrix Analytics #UREWMINMER, Get-STFCasConfiguration $FRiREIEAAR,

3. WNRET StoreFront RS IBBAMITRLEARE, BEBFIMHIERIF MRS BABIFIE AL R FHERS K Citrix
Analytics ##8. ERSS|BAPH—RSSBL, BITUTHS:

Publish-STFServerGroupConfiguration

4. EEMEMRSSBARR L, BITUTHSURIABRIIMAFRNFERS BB Citrix Analytics Ai2E:
Get-STFCasConfiguration

5. FABERKAERE Monitor (https://citrix.cloud.com/)s

6. &F—1 Monitor £F,

7. BHEEEITH Citrix Analytics RS EBIEHIA,

8. 7z Citrix Analytics RS ERBIEHIGH, HFILE > HiER.

9. 7£ Virtual App and Desktops £+, i%#% StoreFront FEit#:
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Virtual Apps and Desktops
1site | 2 users | 1 StoreFront deployment

10. @IS AEENEA URL #1 ServerGrouplD kHEEMIPRA StoreFront &,

11. 7= (W) FEgdh, #EFEM Analytics HiEk StoreFront 23E,

StoreFront deployments
StoreFront deployment

The StoreFront deployment is successfully configured and connected. @

STOREFRONT DEPLOYMENT
hitps://sf1.bvtlocal/ 3db073f2-211f-479c-99d3-ef185ca4f4be Success Jun 9 2019 12:06 PM

Page 1 of 1 510Ws WV

=3

AR

MREMARS2RIHTMIEM Citrix Analytics IpREZE, StoreFront Z8E%& BIRRB7E Citrix Analytics H,
BREM StoreFront T mEdE. WMRMM Citrix Analytics fiprEZE, N StoreFront SBELERKET
RN BREFMEIEERFN (£ IS EENTE 24 /N ERITER) o

¥% StoreFront E2E 1 1EH Web I2E & Monitor 3113 Citrix Analytics

R StoreFront i F Web {EBEEMEN Web ARS528 £, FAtE Citrix Analytics %K. R StoreFront &
BAEH Citrix BEHER HTTP K12, 45%E 3 Internet B9 StoreFront mEXFUET Web 12154, ABAEER
iAz=HH Citrix Analytics, StoreFront A BEEREERERANNIEIRE,; SEHTHIIMNMIEERIERNAR
[E&@id Web RIBREHIERE, TJLUESENAREE web.config XFhARMFEESREE <system.net> K
BECE, 1%t StoreFront ARS3 28 ISR TR LIXE Citrix Analytics WEN R ABERITLIRE,

A% 1: iB8d PowerShell h— 82 MU ABERENAEERELE (EH)

izfT PowerShell iizx Config-StoreProxy.psl £A— s Z AN AEE BohITIEE, HEHEANBR XML L
& <system.net>, ZMATIENAREE web.config XHEHEYFBANEE, MTAFELEIERKE
2 web.config 3.
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AR

LRSI AT RER S BRI <system. net> XML WZ 1 EIFR. 81 RAEENZRE <system.net>
W—1%B. FMSIBIASELLENAEEREREER I,

1. 377 PowerShell ISE &2 U EE R F{3151T.

2. ¥ $Stores = @("Store","Store2") REHNEOFEEHLEMEH Web RBE BN BREIE,

3. BEEEUTE—I:

o IPshht, ¢
« Web 1{¥2#y FQDN

4, i=17LLF PowerShell:

$Stores = @("Store","Store2")

$ProxyIP = "10.0.0.1"

$ProxyFQDN = "proxyserver.example.com"
$ProxyPort 8888

# Set this for every Store using Stores array
function Set-StoreProxyServer() # Tested with both IP and FQDN
{

[CmdletBinding()]
param([Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN")] [
array]SStores,
[Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
string] $ProxyIP,
[Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN")] [
string]$ProxyFQDN,
[Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
Parameter (Mandatory=Strue,ParameterSetName="ProxyFQDN'")
J[int]SProxyPort)

foreach($Store in $Stores)

{
Write-Host "Backing up the Store web.config file for store
$Store before making changes..." -ForegroundColor "
Yellow"

Write-Host " 'n"

if(! (Test-Path "$env:UserProfile\desktop$Store"))
{

Write-Host "Creating $env:UserProfile\desktop$Store)\
directory for backup..." -ForegroundColor "Yellow"

New-Item -Path "$env:UserProfile\desktop$Store" -
ItemType '"Directory" | Out-Null

Write-Host " 'n"
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Write-Host "Copying c:\inetpub\wwwroot\Citrix$Store\web.
config to $env:UserProfile\desktop$Store..." -
ForegroundColor "Yellow"

Copy-Item -Path "c:\inetpub\wwwroot\Citrix$Store\web.
config" -Destination "$env:UserProfile\desktop$Store" -
Force | Out-Null

if(Test-Path "S$Senv:UserProfile\desktop$Store\web.config")

{
Write-Host "$env:UserProfile\desktop$Store\web.config
file backed up" -ForegroundColor "Green"
}
else
{
Write-Host "$env:UserProfile\desktop$Store\web.config
file NOT found!" -ForegroundColor "Red"
}

Write-Host " 'n"

Write-Host "Setting the proxy server to $ProxyAddress for
Store $Store..." -ForegroundColor "Yellow"
Write-Host " 'n"

$StoreConfigPath = "c:\inetpub\wwwroot\Citrix$Store\web.
config"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

if([string]::IsNullOrEmpty($ProxyFQDN))

{
$ProxyServer = ("HTTP://SProxyIP"+":"+SProxyPort)
}
else
{
$ProxyServer = ("HTTP://SProxyFQDN"+":"+$ProxyPort)
}

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

# Create 3 elements
$SystemNet = $XMLObject.CreateNode("element'","system.net",

llll)
$DefaultProxy = $XMLObject.CreateNode("element","
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}

defaultProxy","")
$Proxy = $XMLObject.CreateNode("element","proxy","")
$Proxy.SetAttribute("proxyaddress","$ProxyServer")
$Proxy.SetAttribute("bypassonlocal","true")

# Move back up the XML tree appending new child items in
reverse order

$DefaultProxy.AppendChild($Proxy)

$SystemNet.AppendChild($DefaultProxy)

$XMLObject.configuration.AppendChild($SystemNet)

# Save the modified XML document to disk
$XMLObject.Save($StoreConfigPath)

Write-Host "Getting the proxy configuration for c:\inetpub
\wwwroot\Citrix$Store..." -ForegroundColor "Yellow"
$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]
$ConfiguredProxyServer = $XMLObject.configuration.'system.
net'.defaultProxy.proxy.proxyaddress | Out-Null
Write-Host ("Configured proxy server for Store $Store'"+":
"+ $ConfiguredProxyServer) -ForegroundColor "Green"
Write-Host " 'n"

Write-Host "Restarting IIS..." -ForegroundColor "Yellow"
IISReset /RESTART

Set-StoreProxyServer -Stores $Stores -ProxyFQDN $ProxyFQDN -

ProxyPort S$ProxyPort
# OR

Set-StoreProxyServer -Stores $Stores -ProxyIP $ProxyIP -ProxyPort

$ProxyPort

<!--NeedCopy-->

5. ®#& C:\inetpub\wwwroot\Citrix< Store>\web.config Ml 2% & & £ web.config X KB B # <
system.net> ZHHH,

</dependentAssembly>

</assemblyBinding>

</runtime>
<system.net>

<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"

bypassonlocal="true" />

</defaultProxy>

</system.net>
</configuration>
<!--NeedCopy-->

6. BRI Citrix Analytics #UBS A E StoreFront ZBEHFTAS A Citrix Analytics £z,
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Ak 2: ENAERE web.config Xt FahiAm <system.net> 25

WT StoreFront ARSS 38 B AT B EIERXE Citrix Analytics B9ENN ABEERITIGRYE,

1. EHMMARER web.config X, FBEEFIZ C:\inetpub\wwwroot\Citrix< Store>\web.config Z 5
HEMMIE.

2. £ FQDN flig DA &R IP MisOA & @I REBIREERILT XML,
a0, wNREER FQDN MikO4ESE, BFEARAUT <system.net> x&:

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />
</defaultProxy>
</system.net>
<!--NeedCopy-->

g0, WNRER IP MixOHS, BERUT <system.net> x&:

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://10.0.0.1:8888" bypassonlocal="true
n />
</defaultProxy>
</system.net>
<!--NeedCopy-->

3. ERAEE web.config XHHERE, BABYM <system.net> xT&K, MTFFR:

<runtime>
<gcServer enabled="true" />
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>
<assemblyIdentity name="System.Web.MVC" publicKeyToken="31
BF3856AD364E35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.0.0.0" newVersion="
5.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name='"Newtonsoft.Json" publicKeyToken="30
ad4fe6b2a6aeed" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-9.0.0.0" newVersion="
9.0.0.0" />
</dependentAssembly>
</assemblyBinding>
</runtime>

Insert the <system.net> element here

</configuration>
<!--NeedCopy—-->
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4. #2883 Citrix Analytics #ES NE| StoreFront SEHFHARF A Citrix Analytics #3E.

£ HTTPS %1 StoreFront 9% 4%

January 25,2024

Citrix 38ZUZiINER HTTPS K StoreFront SREFIEEZENEERS. XEAURFRERFPIRS StoreFront
ZEEENZBMEMEBIRZT NG, thit, @0 HTTP EEaiEaS&MKE (flndEARd) BEE, LH
BEMAHE WI-Fi S22 BRIDERER, IREEEEMN IISHESE, StoreFront ¥R HTTP #17i&1=,

RIBEHNEE, APRALUES X 55 FES1410 StoreFront, EalIATEM XA & F &8 F&RIF HTTPS &%,
EBE, EXMERT, Citrix MABINERER HTTPS ®#FM*%5 StoreFront Z[EIiEER L,

WMEREEHN HTTPS B & StoreFront, MLBRUTES:
44 StoreFront using HTTP not HTTPS.

& “BRSER HTTP miE HTTPS”)

BRI
- JEWRRATIAE StoreFront B9 FQDN fERERE&EAEM (SAN) @472 DNS FEH, INREFEANZHE
Tgs, NENEERRSSEH FQDN Mz F#&E FQDN
o EA%E=7 CA (It Verisign) sALRKIEIIR CAIPHERHTER,

o UPFXBRSHIES (BEFLHA).

A HTTPS ECE IS

27t StoreFront BR5388 L4 HTTPS E2& Microsoft Internet Information Services (11S), i&HITUL TiéfE:
1. #TF Internet Information Services (11S) B &R
2. EEMBREZNET, EEFERSEHE.
3. AEMEES, WHRSBJIED
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¥ Internet Information Services (IS) Manager x
‘e 93 storefront-eu-1 » a s @

File View Help

2 a‘gi; storefront-eu-1 Home

-
Filter: - W Go - igyShow All | Group by: Area - -
» €3 storefront-eu-1 (XAEAAD\jon »
ASP.NET B &
= 4 ( 1 il?
3 < ¢ 9 s W 5
NET NET .NET Error NET MNETTrust  Application Connection MachineKey Pages and
Authorizat.. Compilstion  Pages  Globalization  Levels Settings Strings Controls

Get Mew Web Platform

:'93* & @ s Component=

Help
Providers  Session State SMTP E-mail

-]

s ~
2 i i, @' =
b a hi ) = s @ B
Authentic... Default Error Pages Handler HTTP HTTP ISAPland  ISAPI Filters Logging
Document Mappings ~ Redirect  Respon..  CGIRestri..
=T r e = -
= - s S = =
JE = [ = . el
MIME Types ~ Modules  Output Request Server Waorker
Caching  Filtering || Certificates | Processes
Management -
Configurat..  Feature Shared
Editor  Delegation Configurat...

< 5| [ Features View |2 Content View

Ready &
“« Az S 9 R \ S ~ o ~
4. £ ‘RSB[R BREP, EAIUSANEGIERHECIEIER.
¥ Interet Information Services (IIS) Manager - ] x
[ €3y storefront-eu-1 » & @ -
File View Help
- 2 Ggg Server Certificates
Use this feature to request and manage certificates that the Web server can use with websites cenfigured for S5L. Create Certificate Request...
~ 83 storefront-eu-1 100 < i
+ Complete Certificate Request...
L2} Application Pools Filter: » 0 Go - GyShow All | Group by: No Grouping - —
> (&) Sites
Name Issued To Issued By Expiration Date Certificate H .
. s 3 Create Self-Signed Certificate...
TenantEncryptionCert DC=Windows Azure CRP Cert.. DC=Windows Azure CRP Cert.. 6/15/2024 &:51:31 ... ] SRR A A 0T
DigiCert TLS RSA SHA256 202...  10/13/2023 11:59:5... oma T
wed Certificate
< b4
" | [Femurestien] - Coment Ve
Ready &

5. EEMBIMAARES, EFERIA Web ih (SHERE Web 3557)
6. 7 “RIF EH, BEHE--
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¥ Internet Information Services (IS) Manager - ] x
@B Q , sorfronteu-1 » Sies b Default WebSite » @@
File View Help
' Default Web Site H Acgen
0 | efault Web Site Home
Q- i 12118 @ B el
8 Start Page - Edit Permissions...
i Filter: - % Go - (G Show All | Group by: - @ S
< 83 storefront-eu-1 L Sl o] o Edit Site
5} Application Pools ASPNET
a
w [@] Sites = &/ e F 129 q ‘;a D
& Default Web Site % N 404 -4 F R G =% @ = Basic Settings...
NET NET METEwor  .NET  METProfile NETRoles .MNETTust .MNETUsers Application View Applicatione
Authorizat.. Compilstion  Pages  Globalization Levels Settings e
A 3 g y ) )
2] ;t? =] .‘3? 9 & G Manage Website -
s -
Connection Machine Key Pagesand  Providers  Session State SMTP E-mail 2 Restart
Strings Controls b Star
s @ sop
----- o = o Browse Website
Iy = iy, @ LJ e .
QEI ] =il L] S T Browse %80 (hitp)
Authentic..  Default  ErorPages  Handler HTTP HTIP  ISAPIFilters  Logging  MIME Types -
Document Mappings ~ Redirect  Respon... bt vt
Configure
% ot
& F = Limits...
Modules  Dutput  Request  SSL Settings HSTS...
Caching  Filtering @ v
Management
Configurat...
Edlitor
. s | ey 12 Conten Vi
Ready &

7. EHEEOP, BEHAM--
8. EABITHITIRA, iEF https

9. 7£ Windows Server 2022 ¥EZhRAR, 2HRAIAR TLS UEBMRAET 1.2 8 TLS.

7E3RIA/ Windows Server krasdr, aILUER Windows SEMRIGEZ AR TLS iids, &F%iE Windows

Server X4,
10. EBRZBISANWIER, RAE
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Add Site Binding 7 b4
Type: IP address: Port:

hitps v| [Al Unassigned v]faz ]

Host name:

] Require Server Mame Indication

[ ] Disable HTTR/2
[] Disable OCSP Stapling

55L certificate:

WA R et e || Select.. View...

QK Cancel

11. ZMBR HTTP I5EMRER, &iEE “HTTP”, ARBEMRER.

Site Bindings ? >
Type Host Mame Port IP Address Binding Informa... Add...
https 443 *
? Edit...
Remove
Browse
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¥ StoreFront fEs325& 74~ URL M HTTP &8 HTTPS

NRERELREMAEE SSLIEBHIER TREMEE Citrix StoreFront, StoreFront 3R HTTP #1T&1=.
NREEREMEE SSLIEH, EHERUTEERMAR StoreFront REMRS A HTTPS #E#.

1. £ Citrix StoreFront EizHlas, EAMERTIEEFERSZAH.

2. £ “BF BT, EEEESE URL,

3. EFEA URL S https:, REREEHE.

Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: ht‘tps:,f,f'myst-::urefrontlf

HSTS

BMfEEERSBIREAT HTTPS, APHNEFIHRELEZRIKE, Fli, RiEAKREETUERY StoreFront Ak
S AERPEIERE HTTP EEEIMRRSER. AR, MIAILURSMRER, fIMNBFER. BRAGREMER
FAPRNSET =A@ HTTP ihia) RfWeb BR5588. ERILUBE HTTP M™igfEianz et (HSTS) REWX—=,

BRHSTS &, RE#=rm Web Y38 TRR M@ HTTPS | Web iR & HiER, MRAFPEIRXER HTTP A3
URL, ¥ BattREER HTTPS, XERIURRR£EENE P IRIEIEURIE IS F#H1TARS [BIHKIE, Web
W 51 B E FE AL B VAT B B A AR L IR IE

7£ Windows Server 2019 RE=hia L :

#TFF Internet Information Services (1IS) &i223

EEBIA Web i (SHERZEY Web 3557) .

EEMENRIEERD, BE HSTS -

HEBA, BARKEZE, §13031536000 (RA—F), A543% Redirect HTTP to HTTPS (& HTTP
EEMF HTTPS).

5. RHE

HwnN
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Edit Website HSTS ? *

Enable
Max-Age:
[ IncludeSubDomains
[ Preload

Redirect Http to Https

AR

BR HSTS £&mE—ig+FaFrE Web i, Fl0, sARAILGEE https://www.company.com/Citrix/S
toreWeb 57 Web w42, M HSTS SR AR https://www.company.com TBIFrE Web 5, Xa]
BHARE,

%4 StoreFront EN L2

February 22,2024

ANEENBEZHENESE StoreFront FHAIREE X MAAL LN AERNS.

BAARF S5 StoreFront Za/H0&E S

Citrix BN fER HTTPS kIBRBFMIEES StoreFront Za@EE LS. XHEAIUBRIEZFIKS StoreFront 2
B & ZNZREMEMEEEZIT N, b, @M HTTP EEESTIZSMKEG (FlanHhiEAKRT) WER, LHE
EMDE Wi-Fi REERLLNUERIEEN, NREEEEN IISEE, StoreFront BEH HTTP #iTi&EE,

RIBEWECE, PP LUBT WX 7 F %2851 StoreFront, e ATERXE fi 3 F#i8s E4&1E HTTPS &
B2, EXMERT, Citrix MARNERER HTTPS (RIFMXHH HF#885 StoreFront ZEMNEREZ £,

BEIFHAHTTPS. 28 HTTP #EH HSTS, &8 &R HTTPS #1F StoreFront %4,

StoreFront 5 Citrix Virtual Apps and Desktops iR532s 2 ia89&E

Citrix ZiYfER HTTPS thi¥3kRir StoreFront 5&#9 Citrix Virtual Apps and Desktops Delivery Controller
ZBNEIBERR S, ESRE Controller %% TLS fR5523iEH. StoreFront R #§1E StoreFront 5 Delivery
Controller ZiafEM TLS 1.0 3¢ TLS 1.1 ¥, =&, &AL IPSec B2 8 Windows R{R1P AR 5 28 2 818938

=
BSo

BJLABCE Delivery Controller #1 StoreFront LR R B A5 StoreFront AR5528 74 45 Delivery Controller i&
=, BBRAEERETH,
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StoreFront 5 Cloud Connector 89i&({S

Citrix BilfER HTTPS thiY3kRiP StoreFront 5/ Cloud Connector Z [ElfEkiEE R £, ES1E How to
Enable SSL on Cloud Connectors to Secure XML Traffic (#na#E Cloud Connector E/EA SSL LU XML
TEMNZS). StoreFront R3zi#%7E StoreFront 5 Cloud Connector Zialf#/A TLS 1.0 2% TLS 1.1 thi¥, =t#&,
EEILUER IPSec BE2E Windows RIFIFERS 28 2 BIMVIETS.

A2 18]

Citrix FEIEEM StoreFront IREBEIZREL Internet, Citrix BiERA Citrix Gateway Fizi2 AR ES
R IERN I R PR

Microsoft Internet Information Services (I1S) 321t

AILECERERR IS BELER StoreFront, HER, XFEHINISEE,

X RS

A LU RIERIGIERRE A IFERNIXET BRIIRURZIERFIHNXGT BEHIR. ESHE IS i,
StoreFront EEUTXHY B&:

. . (BVER)
« .appcache
o .aspx

. “cr’

* .CSS

. .dtd

+ .png

o .htm

o .html

. ica

. .ico

* .jpg

. .js

* .png

. .Svg

o txt

o .xml
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MR AR BERE Web BT Citrix Workspace R BRI THI AR, StoreFront FERFERUT XXM E
&

« .dmg
. .exe

MREATIERT HTML5 8 Citrix Workspace M HER, StoreFront RERFERUTXHT BE:

» .eot

o ttf

« .woff
« .wasm

BhiF
A LUERIER AR E A RN ENAFIR AR R I ERKRTIHMEhE, ESE 1S 3,

« GET
« POST
« HEAD

URL #893F ASCII =755

INRIEHREL RS A FA Web b= 2 #RER ASCH 5, StoreFront URL &R &2& ASCIl F55. ERILUERE
KiEIERZLIEAIE ASCH F/. 18517 1S 31,

MIME =%

B LAMIER S AT XX B A X R AR 1ER S shell MIME 2£8Y:

. .exe
« .dll
« .com
« .bat
« .csh

BB IS 31,

fipx X-Powered-By 153k

BIAERT, IS @EFHmMER ASP.NET 89 X-Powered-By xRk RIREHEEMER ASP.NET, ATLUR IS BE2E
AMERIATSR, FEE 1S B E ARk,
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Bk 1S hrZkiwaY Server txsk

BIAERT, IS@EIHRM Server fRskFIRE IS ixzse BTLUR IS EEEIMIERItARSR, EEI 11S 15K THE .

% StoreFront Web i S E 8D X

TR LUK StoreFront Web i mREESRAXHRRNSIX L. 7 IS #, 728132 StoreFront BB Z 1, BHHTE
MERZAY 5 X LR EHERIA Web i 50 62 52 R AUk =

1S ThiE

Bk StoreFront REFMMERRY IS IEETIR, BSHAAEZR. AILMFREM IS ThEk.

R& StoreFront REZER ISAPI 2888, {Bix3h8ERE ASP.NET FrisEny, BLTEENR.

AbIEAZ R

StoreFront FEE LT BERMST, o] LURIBRE MM IR FIET,

« ExtensionlessUrlHandler-Integrated-4.0
+ PageHandlerFactory-Integrated-4.0
« StaticFile

BE 1S A2 F 01,

ISAPI 23528

StoreFront AFHEZEM ISAPI 3528, FILUMIBRFRE ISAPIZIEEs. B2 |IS ISAPI JiEa85014,

NET #4220
BOAMERT, lISERS23E “.NET #1AN” ®EHR “RFFBAF". BIAMERT, StoreFront MK Web thns
HAILECE,

R ETEARSS IR AIMIBRSLES NET #SAGAM, NHES StoreFront fE/ARY Web k= E89HIN, R “FREAFR”
AN S VFRLI H M BRAE AT EL B KRN
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N RiERFH

StoreFront 81T ZNAERF M. BNERED IS NBREFEANNAEF RS MENRR. IREEAZD
i, WERERES N LRECE AR RIRNN AR,

7 “Recycling settings” (BII&E) T, BEILIRBENARFBERNENMENREFRS, B, H “Citrix
Receiver for Web” WAERFHEWE, ERSHET Web JINRBFRNAFHEH, FALLERIMEEREX 02:00
B IA R APRE IR b, SIREEREMEBIMIRE, NAERSRAFE—RPHEMATEISCEH,

BMER NS BHIIERE, StoreFront EIESMIIEHFERESNSMHIILEERE StoreFront iR E

Fo

+ 33F SSL Settings (SSLi&&) T8I StoreFront fR5528, i577i%#% Client certificates: Require (ZF
HIER: #5F). StoreFront RERERBILIEEM StoreFront b AYE i TIHE,

+ StoreFront £E cookie RIAMKIERSMEMINGE, EXLBE R, 7£ Session State (KIFRE)
Cookie Settings (cookiei&E) T, Mode (iE=) #MigEH Use Cookies (/A cookie),

« StoreFront Zxk3& .NET Trust Level (NET {5£43) && 7 Full Trust (2511 . EWIE.NET

RANLE N ERIEME,

o2 R PR
AE:

Microsoft IIS 55 StoreFront &R —E 9D B A, Microsoft IS MAELAR [IS_IUSRS 12T & RNRIE#
WIBEN B R URAR B AW ERINE P iE, XZEEM Microsoft IS £E1T7H, BEAREFEBOXLER PR,
E2i5 Microsoft X4 T #FAE R,

%4 StoreFront B, RmENARFMEFERNREARSERURNRAHIEPEAFLG. EHReHZNE
J—PNHZR SR, XZ RN AR HNNEMREITH, MAREF A Citrix B2& Api. Citrix Delivery Services
#iR. Citrix Delivery Services &#%iEf Citrix Receiver for Web.

BRFEEAXERFANR. XERRF W StoreFront £/, HEBmER.

StoreFront LRI T Windows ARSS:

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
« Citrix Cluster Join (NT SERVICE\CitrixClusterService)

« Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

« Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

« Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

« Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)
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%R A XenApp 6.5 B2 & T StoreFront Kerberos 493 £k, X3 8l Citrix StoreFront il AR S (NT
SERVICE\SYSTEM), LRSS BE—MHNRIBE FLHIEF Windows RS,

FERSIRE

EEX “BEAFPNE 2o HFIHM StoreFront Windows IRSZEE IL NETWORK SERVICE B#9&R; B2
EXUEIE, Citrix StoreFront il #ARSE L SYSTEM BHES; BNEXILEE.

EREHRR SN

E2E StoreFront IRSSE4AM, LTRSS HRMEIEERZ £

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
« Citrix Cluster Join (NT SERVICE\CitrixClusterService), MRS RIEATHIRS S AR, HFAENEMA
IREIIERIETT,

StoreFront EEX LA B H N A BEIEMIETT, MUERITUTIRE:

o Q. B, SAHBIPRIER KIS E SHIE B R PR

o FEEAMEN Windows &

o HINFMIREBIEFEEE (GAC) FfY Microsoft NET Framework i2F%
« A4 **Program Files\Citrix\**<StorefrontLocation>

o RO0. FEELAIMIBR IS RZFRIEREARIRAD 1IS Web R 2R

o ARON. EELANMIBRZS Hh 22 4R AN B ASE RN

o AONFAIMIBR Windows BRS5 AR PowerShell &2t

« ¥ Microsoft Windows Communication Framework (WCF) s

7£ StoreFront NEHHH, IHREFIRMBEER, BARZITE.

StoreFront ZETF IR T AR LA

« CitrixClusterMembers

« CitrixCWServiceReadUsers

« CitrixCWServiceWriteUsers

« CitrixDelegatedAuthenticatorUsers

« CitrixDelegatedDirectoryClaimFactoryUsers
« CitrixPNRSReplicators

« CitrixPNRSUsers

« CitrixStoreFrontAdministrators

« CitrixSubscriptionServerUsers

« CitrixSubscriptionsStoreServiceUsers
« CitrixSubscriptionsSyncUsers
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StoreFront ASiFXER BN R, XEREAMT StoreFront WEBRYIFIENES], FNERTXXEMXHRX
% Windows &R, 1B7fEBX LA RS 173,

StoreFront 1 HIIEH
AR ESEF

7£ StoreFront /1, REBIEFATIHENFIRMEBER M (TLS) FlakeM. MEREEB ICAXHEESR,
StoreFront & r] LUERIEPIT ICA XE#HITHFEES,

BEXEFAER, BBHRLMAFS StoreFront ZEIMERE UK lca XHZE S,

LPHEEEIES

BHIERS N AEEHREEFERIEBHTSMEE, StoreFront 2 0IE SN IRIIRS KN AREENER—T 8
BRZMIEP, AR StoreFront £ BEZIEBATEAEMAR,

Citrix ZRSIED

StoreFront B E X Windows EH7##fi& (Citrix 32 {3ARSS) H#FE T ZMEH. Citrix Configuration Replication
Service. Citrix Credential Wallet AR 55 #0 Citrix Subscriptions Store iR 3 #3 F X &iE B, BHERHNED
StoreFront fRS R EME XL BHEIA, XLERSFEH TLS #iITL2BE, HERXEIEHFAE TLS iRSE
IEH, XEEEPEBERIE StoreFront AR ES R StoreFront B RIEH, E/EMUE Windows IEBEEMA

5
o

RIBERIES

StoreFront 7 <InstallDirectory>\Scripts THIX #3h77fE T % PowerShell #iz (.ps1). #kik StoreFront
REREAXLEMA, XLEMAFET REERITHREISHNRES B, XEHABER, RiF StoreFront
PowerShell #7588, FITZIVER AllSigned 588, (RHISEIERTZ 21, RAXKMEIEHRTT PowerShell fis.)
StoreFront F&E 2k PowerShell 117588,

2B StoreFront ARE “SEANAHE" EHTHREBEZIES, B2, Windows AN B b7 RN
BRIEH, BIBLEITIETAIT PowerShell HAB 2 EBLLER, (AREFKFSITIED, EBERAME “F
SEMIER” ZfE+, #E StoreFront PowerShell AR #1T,) BHBEZIEBHRME “SEENEEE F0E
HiE, Windows "ERZEHEHZER I, aTESEH StoreFront EEEMN “SEENLHEE" FHEPHIBRILESR,
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B TLS

Citrix 2i&7E Windows Server 22 F TLS 1.0 71 1.1 LU TR P iRl AR S 2815, AT LUSET A 5RRR & Windows
EMRIGERAITIIRME, ESH Microsoft x4,

StoreFront Z&495

MREAES StoreFront #8EA Web 8 (H2MiKO194ER) HEBEFT Web MBRER, NiXte Web MBREFSE
ENEAIRE XS RES BT HFE(E StoreFront EMZ 24, NMRFEREEFAREENZ2RE, Citrix BiNE
7EE5EM Web 1582 StoreFront,

ICA XHER

StoreFront ##E T EARS S EMIEEIERT ICA XHFHITHFERMNEMN, LUESFILINEEMN Citrix Workspace
[ AR AR AN BEBS IE X R T R B ZEEHIRIR. A LUIER StoreFront BRSS 28 LITITHVRERAFA SZISHEMIGH
8% (84F SHA-1 71 SHA-256) 37 ICA X#H#1T8 8. BXFAER, BEBRAEA ICAXHES,

R E s

AT LA FER Active Directory iFEiEEE Web X3S RN AP NN LS HNERE CHNER, B2, X=i§
WRNEZLTHRERBAIBLERIARERZ S M RIERSMNEAABENRR, MRRALANTLEIRIEHAF ZEEXN
IhEEREBAMNERIER, BRERAF T AM B ML A RERINAEE, SIESHIIERSEN, BRARERMEL
BAPREXRECHNER, BMEEBEEIRTNL,. EXFAER, BESRA AP ERED.

BEXIRE
AT 2, BNEANMRSBMBRNSIHEAEFREIZFNEENRE. FRABHHMEEFZIMPLIZBENX

BB Web thi BEX MK, NRHA HTTPS E#HALE T StoreFront, EHRIEM BE X WA S HIAHIFIE %
ER HTTPS,

L ER

iBid Web R EENAEE Web 1h558Y, StoreFront £iREIL TSR SRR, XLEAREST Web 1152335
my Rl
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FRRAE R & BiBA
content-security- frame-ancestors 'none  X#RILIRALEE R

policy

X-Content-Type-
Options

X-Frame-Options

X-XSS-Protection

nosniff

deny

1; mode=block

StoreFront Web i sR#5R N\ EUIESS
W, MmER R EERE S,
StoreFront EANEBMAFER,

R To 34 6 F R X Lol A FI B TR
content-security-policy.
StoreFront Web i5 = {X B REER
RBEMNAS, FETAFPBNNEIE
MNE, ALFTTHRELERBRRIZ,
XA LB S MIME 2$BUR TS,

XHER] LARA LE B ik 20
StoreFront Web 5B NFIHESS
, Nim@RPEHTFRE. EER
content-security-
policy =
frame-ancestors 'none
' FA, BEFR%E
content-security-
po'licy KIS 28 AT LUIERR
R8s FASRE R XSS (BBubZs)
G

cookie

StoreFront A% cookie, Web i SRz ERERMN—LE cookie M TFFAR:

cookie

WiRR

ASP.NET_SessionId

CtxsAuthId

REEAFPNRIE, SESHRIEKRS. BRE
HttpOnly,
ATHESEEERE, StoreFront *=RIRBFES
fEAL cookie HITHHKIE. BEBEIZE HttpOnly,
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cookie 15 EH

CsrfToken BT @SR E Cookie-to-header £HEER (&R
hRiER, BRSS2E7E cookie RGBS, FF M
cookie HiFENSHE, HEZLREESEETHFRENE
LERBPIIIRLF, Ik cookie HAIEKIZE HttpOn'ly,
LU&E JavaScript P inaEi515E,

CtxsDeviceld RBEE. BIRE HttpOnly,

StoreFront i€ 8 T ¥ £ H fth cookie RIRERAF KA, HF—L cookie EE M JavaScript £E, HIKIEE
HttpOnly, X cookie FEE S G IIESK M ZE BB XNERER.

HihZeER

AR

IHEETTRE=RERNERN, BARSITE,
HTFEERR, BWALTIEEFREST StoreFront iiTLZ A, EREEEMB T HERRSRBREPHELL
o

MRLEAMWIZFH StoreFront ZEFEMX, HELXMAIEZEMXEX, MIES StoreFront EFHX, T2
BREEETRXOXLERI (B, TLSEE). Alt, REFEREPHRRGRBITESSEIRE,

BT BFARFRIIK P &I

February 22,2024

AIUEBETHFHANKA LI, UES—REIRE LR Citrix Workspace K289 F &) LU 46\ BB AR
RIS EEKS, MABEHBNASE URL

EMiaEREid 24, Citrix Workspace M BiEFSIRTAFMANBFIb AN AEE URL, WNRAFENEBFHR
ik, Citrix Workspace M BREFRES MIBE B FHMEELUHE StoreFront RES83. G, EXYIHARE
A AR A IS P M AR TR,

Citrix /A Global App Config Service REC B B FHb & M. FABRAR, EAILUEH DNS SVRiZRH
DNS 51/ 3RAC & &8 F B4 R Ho

Global App Config Service

Z1FA Glboal App Cofig Service FRBRBFHMF A, EBIRLEETHF AL,
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DNS SVR iZRicR

¥E4 Global App Config Service ER AR, EaILUER DNS SVR i2xKEE Citrix Workspace RN 7
T HR AR ER M StoreFront BRSS 85,

EER B FERHEAI DNS R385 £, FIMEBLUTREMLR SRV iR :

B &

RS _citrixreceiver

Proto TCP

Bir Citrix Gateway i&& (BFRNZFAMIZERF)

gt StoreFront fRS328 (BT NXHFAMAR) HT2IR
2 (FQDN) MmO, #&=XH
servername.domain:port.

NRENIFIE PR RIERIFISMD DNS RS2, =ILURMASE DNS fR$S 28 EFAFIEE StoreFront ARZ528 FQDN
B SRV iE R UK M EBARSS 28 E A F 5 Citrix Gateway FQDN W EMIE R, @S IEE, AL AR R E
StoreFront i#4ifE 8, MZiEAF FiElk Citrix Gateway EEER.

DNS discoverReceiver iZ&

EREMAZENERAE, o IEBE TR L6l StoreFront BRs328% DNS %1% discoverReceiver,
B0, WNREREBEFHRAFIEN example. com, MAIE—1E&H discoverReceiver.example.comiy
DNS 3%, NREEEHEBRELE SRVIER, M Citrix Workspace MAEFI§I2EZ A discoverReceiver 89it
B, LUR%I StoreFront ARZ523.

WMREERLNE, B5HEE discoverReceiver fEREREZARIMEETE StoreFront AR 2889 HTTPS
IEBH,

BIEHEE

December 5, 2023

1. N2 Citrix StoreFront BIBizhI &1L StoreFront FkRiTF, 51 Windows “Fi8” BREEH “NEER"
REH, #3HEE Citrix StoreFront #l4,

2. 1£ Citrix StoreFront EBizHIENEREKR D, BT OIETNE,

3. MREZN NS R, EM IS R FhSIRPIEREERNE S,
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4, NRFEAE StoreFront fRS328, HHARSE URLEAR URL, NREEEMHTHETEEESZ D
StoreFront fR$328, BN HTE URL {fEAEZE URL,

MR ERIGE AR TEINE, BWARS2E URL, "I LIFERHECERZRIE A URL,
5 BET—¥, ARKRROELEABERNRBELEENE - RABE,
6. THFTEEESBE, REtIRUSIZNEN N ABEE.
7. StoreFront 2 RHEIENNVABENHE. BEHETM.

&2 PowerShell SDK 622

ZfE/ PowerShell SDK #1288, &M cmdlet Add-STFDeployment,

%" Internet Information Services (11S) Web it

StoreFront A EESD Windows IREZEMARME IS Web S SERRNNAREE, WESMNYABEHRES
AR ENZFDBERYE.

EREED Web b5, #E208 Microsoft I1S s2#4,

TAEREEEH A 0IE S StoreFront ZE; HJER PowerShell SDK. #iIs0, EIEAA IS Web R 2E,
— T BTRRER, — ATXRE, BERAUTHS:
Add-STFDeployment -SiteID 1 -HostBaseURL "https://apps.example.com"

Add-STFDeployment -SiteID 2 -HostBaseURL "https://desktops.example.com"
<!--NeedCopy-->

BREZNhAG, StoreFront BEREEITHIS, HEXEE StoreFront IiE R ik SR, H0fER StoreFront
SDKEBit=, HES &:SPEE SitelD,

MNILE BRS5 284

January 25,2024

EERMEARIRS 28 E%% StoreFront Z a1, BHR:

o BERERNPRSBEESTSAPHMRSHIERMNRERARE, HFEXKFIEEHWHER, FXFEESMHE
ER GRS X3 B A StoreFront AR53284H,
o 1% StoreFront fEFTHIMNARSS 2 L |IS RAAENT IR R th 5 AP E RS 2348,
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} =r

AR

BXRIRSFAENNREIN, 1ES17 StoreFront fRE284H,
WMRERME StoreFront fRS[BLUFIB TFARS234H, HECHEMIER, NEHEBEHRNIERHFEVRSZELHZ
g, @00 StoreFront [REBSB[EFENHE BIARSE. BEBARKRSHEENH RINEE

BERR

AR SS 2R AR ARINFTAR S5 28 RY, ARINAY StoreFront ARSSIKF RN FARSS 88 LA E R RARMG, XERS
FEAMEERNRA EIMNRSSHLEHSERS, NREERAREELERAZRMERZHRNNFER, HEM
RICIRH T ARS8 LA EIR R AR, StoreFront K EMNARSS 28540,

1. R Citrix StoreFront BIBiz4| & T L% StoreFront Ek&$TF, &% Windows “Fa” RE® ‘NAER"
BEH, #H3NHEE Citrix StoreFront MG,

2. 7£ Citrix StoreFront EBIFHISMERERT, BEIMANDNEIRS 84,

3. &EF3| StoreFront ZEFEEMARARS S, AFITFF Citrix StoreFront EBIEHIE., ERHIEMNAENERE
iE “PRBE34A7 TR, REE “BFE BRPREIEFINRSSE. 18T EREERLE,

4. ROFFHARSS S, AREMNRSSBEINEERNARS SEREEMA RS F[HBM. WAMZIRSFIRIB
BN, ARBEEHEMA.

MANAZE, HRSENEEFENERUSHA RS SNEELE, HRSFOFAESFERIRSHFAERN

22
HFrE H AR S5 88,
Join Server Group Add Server
Te authorize this server, first connect to a server in the group and choose "Add o =2012R2-B" added to Server Group
Server”. Enter the provided authorization information here.
Authorizing server: | 2012R2-A | Details .
Authorization code: Servers Status
2012R2-B Complsted

EERSRSBIE, BRNEA—BRSBUELRSBANERE, HfR Citrix StoreFront BRIZHIGKRERE
PREMEMARS S LIE1T. BIFNEREPMIBEMEREEIATHEMARSS, UHRENHERNNEERS—
o

4% StoreFront

February 22,2024

HEBHREGER StoreFront B2E, HBRIFHEF NWERTTF TR, Bk, HZ StoreFront =Mipk StoreFront
FIRBEMARSS . Uhe. UK (TEIRNIARZSES L) LARKEXMIECE.
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SEFFHREBER

UMM TUEHLRE StoreFront 2311:

« StoreFront 2308

« StoreFront 2203 LTSR (f£fa CU)
« StoreFront 1912 LTSR (f£fa CU)
« StoreFront 3.12 LTSR CU9

EM 3.12 CU9 ZHIBIMRAFHITHER, HascHE&E StoreFront 3.12 CU9,

I

cg==N
= .

M 1912 Z HiBVRRASFHREY, SPEFHFE SEISEIERTBMR. FABRKAR, Citrix BiIIFRAERMA
1p9ABIER Citrix Workspace M AB#EF Desktop Lock.

A

o REZFMEDEIELERNIRIBRAFAR IR StoreFront ks, BXF4HER, ESE CTX200356,

« StoreFront AL IFEARE=mRFN LIRS EIE, Altt, BFNEENIHENRZH, HAGARSSEALHR
HIFRE BRSS 88 4R EUME R I AR N0

o ZIRS[BBEARZIFRNFAR, BIILIAFHRIRS S

« 7 StoreFront AERIZTZHI, ESRMITEARFNE, NREMARIOERK, AREARBE, HERE
HMEKRY, &K StoreFront RERIFAL, BEKERRAE, EFEITHR.

« INR StoreFront A&AHLM, MME StoreFront REMEREREVAIRE. ¥ StoreFront REXFE|
REIRES, ARREMEITHR. Bi§ StoreFront BREITHEERTS, BERIUTA.:

- FEREALKEIEIEN VM 1RE,
- EAFALEISHI StoreFront B2 E, F2HSHAMEF N StoreFront il &,
- 1T StoreFront FH4k a1 T P HERR AR AV BUFE HEBR IR 1Yo

« 7£ Citrix Virtual Apps and Desktops metainstaller #1& £ #9{F @ StoreFront F+ 4%k MERIG 3T EIE
k&, HPERiEmBEXKERSHEE,

R TR

TR R ZzE, HITEBNERITUTEE, UBLEARKRY:

o ARETFINIE D KL,

o BIANERZIRXMNESAIELERMN StoreFront FRA#THHR. BXIFHES, ESHE CTX200356,
o INFEIRM TR StoreFront FRAFHRE L ATAR 2N,

+ M Citrix Web it % StoreFront 2442,
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Hip s StoreFront fREES

1. BIeE VM REBEMH RS 8.

SHIE StoreFront iR &, MBR—MRSB[/ATELERSHE, WREMN—BRSBHSHRS[ARLE, 0
REAENZEEEMEEN, RSB[ETHNAERSSZFERFERNEEERIZ. FALED, B URNREE
MRS ERH, XHEEHMAANRATUEREREE. HiE, BREBLENERIIETS MNP SHRIMREE
FEHIARS 28 Lo

MEE3F C:\inetpub\wwwroot\Citrix\<StoreName>\App_Data #tyxxt (a1, de-
fault.ica #1 usernamepassword.tfrm) #{TT1EH, BAS T ABESDXEX . ARG, EAURER
EMUREHITHIER.

4. 1@ MER G BT &85 P MIPRARSS 2320 E A Hth 75 TUBE L E R IE A P I ILE RS
5. ENRERSS.
6. WIRSBEEITITHNARER, B1F StoreFront BizHI&. <174 PowerShell Windows s &EfRIHE

fthRTRESRE StoreFront X AR, XA¥ A BEMIRTEARHMAIE, REZFFILIAAME StoreFront Xft.
MRZRERFLEFREAXYS, WHLEERXEXH, HEARSKK, MMSHMEFIE StoreFront &2
=1

7. WIFEES StoreFront XM B RFEEFTHEE Windows FREEISSHHSIRT o
8. ZRAMEHRENAER.
9. iB1TFRERRZA StoreFront &R,

F4% StoreFront ARs2848

F+4& StoreFront BRSZEBAS REAEP— MRS BMAPMBRE MRS 2. BIRHNRSBVBLRBS5ZAMRNEE,
MR EINARIFRIARS 8840, AT EHEERNH BIARE, HETH LEHRE StoreFront, A HEHENA
TR A, HERBEAIFMRIIA StoreFront fRS328. FXIFRP F4K StoreFront RS 2FAFRIARS 8-

1

D EIHRISIPEN R AL =T 5 StoreFront fRs32848

XA T EITRIEVEAEA LB = 58RS58 AL B A C 49 StoreFront ARS3284H,

1.

2.

WIS EARETE URL REAAFWIRS B[AEMISE, XFMHELERFPEARIRZPEEDIE,
fEFBRSS 28 A MAFIIFRARSS 23 B #0 Co

528 B # C MAEMARSS 2R “FlaL”

BERBAREE StoreFront RS 28HHISBEFRARSS 28 Ao

HafRARSS 28 A ERIIFA R,

fERRZ528 B C £, EEHATRER StoreFront hrasH L &HhR4s89 StoreFront,

AR5 28 B C IMAFHREHIARSS 28 A, UBIBAREHARSEEA, LIRS SBRAMR—MFHEEIIRSS (A)
MR EAARSEE (B C) ARl
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7.

8.

MMAIVE RS 2 4E 32 2 B ohiS A IR B BUREIT R SR & R 2IFRIARSS 28 B A C &1,
KERARSSEESERET.

BB ARETE URL RERRANALEHMRSSZANIR,

2 IR RIEIFENERE AR =T = StoreFront fz53234

R T EIRHENIREARBE=5RSSEE AL B C 4AmA9 StoreFront fRS5854H,

FHRBRS BRA Z i
1. 1/ Export-STFConfigurationS it StoreFront ifE, &M EXEN, FARSH/EZIEZNHEMER

BT EE, XaMiRRERE.

£/ Export-STFStoreSubscriptions MiR528 A hSHITHEEE, KEHDBHEN, RNRSBEIZIRE
HEEMEIEEITH EE, XSMPRITIRNIE. BSRSENAEENIT R,

EEIT RS2 C M B T33P PR SREE M A P 3 HZAR S 28RV IR RN PR X AT LARA LEFE P E A RIS 2 RiE 2R
BR5528 C. MEFHsda MRS 23 A F1 B ZiXiER,

. EARSEE A MEDRIFRARS2E Co

AR5 88 A #1 B #ER M AP RRIAENIR. RSS2 C MERMRSH/ATANULN, HEETEERH K

BXo

5. f#/ Clear-STFDeployment 57l 17fk5528 C EE AN H BIAKD.
6. £/ Import-STFConfiguration £\ StoreFront B2 E (WFSHH) FURSEE Cdh, RS CMERSR

10.

11.
12.
13.

5RSBAMRANEE. WERAEVEEERTE, RE-aRSBFTELRELIENRI AT BIFEERERIMA
HAARER A MRS S,

. IERIBALRE S StoreFront fRSSSBFBIREAARMRS % Co RS C ARBESIARSHABRNEE, HA

KEIFHRAEY StoreFront,

SNITHEE (UFISHN) 2RSSR C P, TRHEBRAESLRSE, RE—ARSBEEITRNHENRIAA
BER EE BRI N Z A AT M E RS 28,

FAMRSE BESHITLE 3. 4. S5HT7 (BNEERITHE 6). TULHAE, RERSSE A AAFRHEWTZR
BIAESR, Eitb, BINERFHRNITIERIERITIESE, e StoreFront ARSS 2840 ERYTA R 1Z R HARH,
ERMANINE RS SATIZIFERS 2R B IMARIIRS S C . XEHHFThRAR StoreFront (ARS28 A) ity
MRS 2REE, H1TH StoreFront fk4sx (ARS328 B A1 C) LRI mARSS 284,

BiRss28 B M C AMBIAH TGRS, UWEHEBMRSSE AEE,

RS2 A NABTFERTMEE, UERAFREaEHARNRS:E B M C,

FRRSHEAZEENTLSEI. 4 57 BNEERITLRE 6). RS[AALIEINETH. RSEA. B
C BABEXRBRIBENHEREEEMITRASE.

AR

7ERRSS 88 A BME—FRIIAIRRIARSS SRATRVAEE I i2, ITHRIRERER (PR 9). XA SHIRSH/ATAR
EEABHIREITRZKERERZA, FEEMAHIITIERERFTER.
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XASWINEEF=ERMm, EAITREENTFAFRERNBHRRRRFIBHAALHN, BE, ERSHEAMEL
TRESHMNFARNEE, BARREERTARR BATKAIEEREI/LFITHICR, BXrIgRAHRSEH
StoreFront £ R AR ENERBIER.

IMRFARKY

1. £ C:\Windows\Temp\StoreFront /1, T &#HH CitrixMsi*.log, HIERFEMFEHIR.

Thumbs.db ipiaIg&: & C:\inetpub\wwwroot\citrix i EF B RH 8 thumbs.db XHESHH. MR
ZIBYE( thumbs.db Xt

FEREERTEFIE S XEISRNRESE: TRRE/&H NRAA), REEFHERSE, HFHELE
{a StoreFront fR%3.

TEEMRSRE: TRRE/&H NRTA), St&ELRENET Framework 4.5 WA (fiEEF it E
X))o

2. MR CitrixMsi*.log HEEREEIR, FRERSBHNEGHETESR > XNRSETEEES LRREEIRER
MR, IRIBAER AVEISGHITIRE,

3. MBEHEERTLEREEIR, BKRE C:\Program Files\Citrix\Receiver StoreFront\logs h2EEFEE
B LIRS EHEIRESNTAEIR, RIBENNENGHTIZE,

BEXASXHNESFARESR, BEERTEAT,

RRSBEENH BRIARE

September 7, 2023

ERLEBERT, FEX StoreFront REFEENHBRERS, 0, 71§ StoreFront RSB BBEFHFINZRS 254
ZH, X2HEN,

AINRITFNH RN ENRERE, EXERN, HETRSSREMAATMINE#, Hk, B0 UET
Clear-STFDeployment PowerShell cmdlet, LU StoreFront fRESBEE N HI FRINRES.

1. 1R StoreFront BIBiz4I& 2%,
2. T PowerShell ISE #FHi&Z U EIE R H 191517,
3. i&& PowerShell i&1%:

Senv:PSModulePath = [Environment]::GetEnvironmentVariable('
PSModulePath', '"Machine')
<!--NeedCopy-->

. &\ Citrix StoreFront &R,
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Import-Module citrix.storefront -verbose
<!--NeedCopy-->

5. SANERG, 51T Clear-STFDeployment &% LU StoreFront fRES2S[EERIRINEE:

Clear-STFDeployment -Confirm $False
<!--NeedCopy-->

6. s AIhTER/E, $T7F StoreFront BIIZHI G HIAFTAIREHEEE, SIRMZLMNIE RS FHIET

ATH
k=1 Citrix StoreFront -8
File Action View Help
«=»|@BE
& Citrix StoreFront Actions
Citrix StoreFront =
Wiew 3
[cil Refresh
Welcome to StoreFront B Help
Select an option below to create a new store o extend your existing deployment
Create a new deployment
Set up a deployment to deliver self-service applications, data, and desktops to your users.
Join existing server group
Add a server to an existing load-balanced group.
EN# StoreFront
February 22,2024

BRF=gRA S Sh, EE StoreFront Kb HIIERARSS . R ARE. Citrix Receiver for Web i3, XenApp Services
URL DR XEXWECE, Ltboh, ERMIREERRNEARERITRSIENITANAEERS. TRRSEHEHR, B
FRARFITHANEAEEALEER, B2, EZRSBHED, XLEHERRETAPHEMARSE L R
StoreFront BY, F&MARSS2EHMIER StoreFront RERFERILEW, FIw, .NET Framework Ihagfl Web AR
%% (11S) AEkRS.

FRAGRMEERNENMS B R StoreFront AR5 23,

IR StoreFront BEITHI LR TFHARS, BEREXA.

*HAE A EE@id EH PowerShell SDK &2 StoreFront 89 PowerShell £3&.

TRAFEESR, RigE (GREW), ARRILARER,

ERRFMIEEE O, %% Citrix StoreFront, RAERHEE, LUMBRIRS2[HHIFTE StoreFront LAt

ok wn e
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6. 7EENE Citrix StoreFront 3$iFiEd, BH 2, HHETRE, BHHE.

Frhifikx StoreFront

EN#H StoreFront 5, AHFRTE2BER StoreFront, BHITLUTIRE:

1.
2.
3. H
4.

EMIER] LLEF %2t StoreFront,

RERE

BEXHEXHNEZFAER, BERLEAS,

[=R=gv BN e

February 22, 2024

EALUERSHEHWENERA %, AEATENER,

Method (A3%)

FEES M IIE

BRERBMHIIE
P 2B 53

HE®BSHIRIE

SAML S13183E
K& S RIERSEEE

fhip: Web AR5 23/ .
fipRsz 1432 C:\Program Files\Citrix\Receiver StoreFront,

Ik C:\Program Files\Citrix\StoreFront Install THIFFEFE R
k&S C:\Inetpub,

FAER

BoE A P AT LUERMILE A %@ Citrix Workspace R A
EFER StoreFront,

WEERERSHEIL

AYFAPERE Active Directory BPRRMZE#ITE
PIRIE, HECE AT EERBMNEET A REMA R,
A Windows i&&FERE Windows EiE# TR ST
Fo

A SAML B8 MHRIEERAE=FH SHREER,

3% StoreFront LB A S S B RIEIRSERUER S
% VDA
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== gy Lyl
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EERB NI

SHFESNELABE, SRR —MRSMEMNIESE, XA ERUEEE Citrix Workspace NARRFERNA
I ERY A

1. 7£ Citrix StoreFront EEEH SNAENERPEFNASET R, ARERFERPREEESHRIES %,
2. EEENAFBRNILRTG A,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access rescurces. i ]

| Methad Settings

User name and password

[] SAML Authentication -

[v*/ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites

[ ] Smart card

Can be enabled [/ disabled separately on Receiver for Web sites
[] HTTPBasic
[+* Pass-through from Citrix Gateway
Installmg ar?l:l unlns.talllng f:he auth_entll:atl-;:ur? metheds and the .
authentication service settings are included in the advanced options.

"o [T

ERAFRNERSEEUEAER Active Directory BR Z2MZEBHMHRIE. BEXFAEE, BBAAF A
MEWE S P,

71 SAML S IIESEIEL TS SAML SHRMEEFHNER. EXFAER, 1555 SAML )1,
EHIHEEMEAMEFIEEEE Active Directory 3EiR. BXEMAER, BHSREEESHRIL,
EREERUBAEEFENIITE. BXFAER, FEREEFENNIL

#tsh HTTP Basic LIS A HTTP Basic B3%E. FAF &M@ StoreFront BRS3 386 IS Web BRSS 3Bi#1T5 14
Erally
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+ %EEM Citrix Gateway HELUE B M Citrix Gateway BiESHIE. MNRAFEITER T SHIIER Citrix
Gateway %#%| StoreFront, BEALLIAT, BXFMES, EBFHM Citrix Gateway Eii,

BB AR R R 5 HIRIE S E L R BHET Web 34528151 K A SR AN SR IRIES % BEXET Web %
BERMEANSMHRIESE, BEHASHIIES %

&= PowerShell SDK EIES{H3IES £

ZfEf PowerShell SDK BBBESAIIE, EHRITUUTIRIE:

1. AR Get-STFAuthenticationService LUKEN N BEESRENE RS R EIERSHEE L YRS,

2. EEHRERS L, BRARBZERAMENSHRIENDIN. EREABHINMIKR, BT Get-
STFAuthenticationServiceProtocol, ZEBE A M, BETH E R B B X5 £ 8 Enable-
STFAuthenticationServiceProtocol, ZER B MY, BEETH E R A B i 5 R 89 Disable-
STFAuthenticationServiceProtocol,

EELERANSNIIENY. BXFAER, BFZRE MHNEEX X,

w

HESHIIERS IR

ALUERHIT “HESHEIERSKRE” ESEEEAZSHRIERSHVNAEE, MMEMEXLNBEEZE#HT
BRBER.

1. £ Citrix StoreFront EEEHIAMNANBERPERNARET R, AETERERTEE— I NARIE, g
EEEHh, BEEESHBRIESE.

2. EEATHRES, EEFEHZESHRIERSLE,

3. BEFARZEEMRIIRSEEE, FMEABERT FRREREE— I RAEE.

AR

HEFHRIERSSETAIHRIERS ZEFFEDNERES. STUABERENFHRIERSBANLZEZH
WIERRSS, HBEMEEESES SN ERHZS M IIERSHIFRE N AEIERHR,

BRERE DI

February 22,2024

BREiRRIN AEERN EEAE AR PIN #T8HI0IE. &4 StoreFront BY, BaeRSMRIERINER TATFER
K&, BILL7midid Citrix Workspace RZF#2F. Web %1281 XenApp Services URL & %2IN AEENAF BA
BRI HRIL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 71


./gateway-pass-through.html
https://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/authentication-methods.html
https://docs.citrix.com/zh-cn/storefront/current-release/sdk-overview
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/get-stfauthenticationservice
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/get-stfauthenticationserviceprotocol
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/get-stfauthenticationserviceprotocol
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/enable-stfauthenticationserviceprotocol
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/enable-stfauthenticationserviceprotocol
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/disable-stfauthenticationserviceprotocol
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/disable-stfauthenticationserviceprotocol

StoreFront 2311

ERBEFEMNIIARIAFRNERIE, FREERESAFANREMENNT 2, NREELNEIERZET
IEBHERRAEMESHHINES M IIEFRIF. TAARBHEHIRP, BAFEEF. EAEEFMPIN, ARAILL
HEMM—RFIN T IREHRESEMNNBRERF.

Bl LAEFA S RERSRE StoreFront SYAPBISIRIE, LAAIE Citrix Virtual Apps and Desktops 24 = &A1 5 F
7. B StoreFront WEEEFAF XA LUAIR Endpoint Management 121 BEF. B2, AP QSR
TEHRIEAEEARERE P HIEB S HIIER Endpoint Management Web M BZR.

BEASEESMIIE, KAEES StoreFront BR55234 Microsoft Active Directory ik 5 StoreFront ARs3 28
HABEENREEXANEPEERFNKF, EHRNEEENSHEBE,

%t StoreFront EREREREHLIENEERRTAFGE. RENEFPHUKIGERSTEMANE, E48LTXH, B
MAERTIEEEMAE S StoreFront ARZ2889 Active Directory Mgy —ig,

7 Citrix FMRECE S se R XA T A Citrix BERECEABEL R FRENERF. XUNTERERTHMM
RS TR AV REFo

WEFMN

o HRRTEITRIERE StoreFront BRE5 2889 Microsoft Active Directory #55{#& 5 StoreFront lRE SIS EEHE
WHEEXRNERNEEFE Bk,

o MREHNEAERFERSMNEIE, BHRENERERIZRSFBEE, hiEfBNEREUKRFES PIN £775%
B S 1P X FRIIIE 5 o

o ERERFP SEMN AR FHIET Virtual Delivery Agent BIEIMA SR L REMN S EE £ ia .
BXEEEEES Citrix Virtual Desktops & ERAMIFMAER, ESREE+.

o BWMFERES T ENLAEME, HILET Active Directory R IEHECE T ik BRETAIE S H B AT LR
AT FIEBRIE,

fid& StoreFront

o WU HTTPS BF StoreFront AR I&EZENEE, UBHAEEREHNRIE. BESRAFER HTTPS R
StoreFront &£,

o Efri@id Citrix Workspace W BEEFEERIN AR ERBREEESHIIE, BES MWL EHaEEUE
AEERETF.

« RNMBERT, ANABEBATERSHRIEFESAZNABENFRE Web imBRAEERIHRIE, &Y
£ Manage Receiver for Web Sites Authentication methods (&2 Receiver for Web i 5430
%) IR ERREE Web i m it E BREAE RS HRIE,

o MREEAREETEEFURBRRNBESHEIE, RASVIRTAFAEAEEFR PIN B#TER, BF
BB R BRI B LSRR 2R 59 RIE.
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% Delivery Controller i & }151E StoreFront

FERAEEESMIIER, StoreFront EAARAFKERR, EitFEER Citrix Virtual Apps and Desktops #1175
B3k, B, Zx70% Delivery Controller BB & A5ER 8 StoreFront 8935k, 355 Citrix Virtual Apps
and Desktops & BEMAREME.

@i Citrix Gateway #1TiZiZiA1a)

S FimiginiE, EeJUFE Citrix Gateway ERAEEEFR, RAREAERIHIIERAX StoreFront WEBSHIIE,
BXEZRAES, BEANXER

NHERAPERISHERVERNAIEEMRS S LREIFSINEERT, BUEE - IMXAERLERFTE
(SSL) 28 2ARFIRFHINIE. AXFAEE, BFERLEZEREHRIL, BYEREERIHRIENMNXIAIE

StoreFront B, @St EINBRS 2SEC B R AE Citrix Gateway B, WEEZEINN AR ERESENNBEFS
B, BXEMER, BBRANNABERESSE HDX BH.

ERERFEREREREI VDA

FRILUB T B RAFP NS R EIEREAE VDA RSB R, aLUET Web I552850EAF Windows # Citrix
Workspace M BERFFIRINAERE, BEBEXFEEAT Windows 89 Citrix Workspace M ABEFHITH. fEHEM
BERAS EHEES RN EIHNEREN, BPEEED VDA NMXAEFGAEER. 35, EUUEEKS SR

2=
FJo

1. BEREERTF Windows B Citrix Workspace BHa#E 8 S ERAGHBHREBEANTERBER. BESRALK
BEEEES 7T,

2. EANARIESRITANARERN default.ica xtf, EEIFZRIA icao

3. ExFiEE Citrix Gateway i5RN AREEHN AP BRAEEEZIREERINEE, 157 [Application] #BoezRMLL
—F-LREO

DisableCtrlAltDel=0ff

R ESATINABENFERF. ENKENNAREFRNERSEEMERER-FHETEESMNRIE, N
BANESHE MG AR BROINAEREE. AE, BAFEBRSHESHEIES AR NN BEE.

4. Ehi@i Citrix Gateway A AREIENAF BASREREEEBINEE, B7E [Application] FBoHHFHRMLT
K’E,
UselLocalUserAndPassword=0n

REEATINAEENFRERF. BEANSBAFREREESHEIE, MEXEMARERA AAREKEMN
NARERF, BANSHRFRRIRNNEBEE. G, BAPEBESHES MG AR NN AREE.
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BEEIEEM
FRSERHITHAR SHIIELLSIE StoreFront BB FERE I T ERMEE,

EFEAEINTRAMS (VPN) EEHTEE RS MINIE, BASALE Citrix Gateway @it Web Timi#
TR, #ERTENTEREERSEEFEM PIN 3#THHIIE, A Citrix Gateway #EHET BB S B RIE
ifial StoreFront MERFTEREFRAF.

AUER—AFRE LERS M ERFNSMERE, B2, IRBRATEIERFEESHRIE, WARLM
WRE LR KRERTBREFIRIEN— SRR

ENAREFPEAEERRE (G, #THRFEIHNEN), AP JEIEIFINMIERIENEEFRTHEA PIN
iR, EIEASMERRHTRSLAEXMER. BREIRE (FlW, BEEAARKEEN PIN £EFFHE
FigE) WESEHIXMER. YEEFEmNRRED, ENRTENGERN, BRYASRE “BUE . W
RIEFTHAFBA PIN, MagExEAN PIN.

MR AERMANT FHAIEEBRED Citrix Gateway AR AREEHER T Windows 89 Citrix Workspace
MAREFAFPBA T Citrix Virtual Apps and Desktops #ABER#ITEES ML, gEIENAEIN
AEENFRERF. ENKENNAEFENSANEBENERSEREITEBIMRIE, WARASHIHE
IEAECIR PRI ARG, A, BRUIERDSHES MR AR AN AEE.

MRABAMANTIHRIE&EFH @I Citrix Gateway iR AR ERERTF Windows 8 Citrix Workspace
MARFAFPBAT Citrix Virtual Apps and Desktops RS ER#HITEES ML, SEIENAEIN
AEENFERF. BEARLHAFREABEESHRIE, EEREMAFERISBNEARER, BTASHRAR
BIRRIMNNAEE. AE, BAFEETSHSHWRIER ERMY NN EEE.

QRS XenApp Services URL BEE—FSHI0IEA %, MBS AREREFER—" URL, MRKRT
BEERESMIIELSS, BEFEBAEMERNSMHIIE, WNFTASHINRIRIEREZIREBNNAEE, 8
N FAREEEAEE— XenApp Services URL, AfE, KRR ERESHSHIIETS AR RN AEREE.

Z%#t StoreFront Bf, Microsoft Internet Information Services (IIS) FHZRIABCEXER StoreFront &
HILIEARSHIIER B HIIE URL B9 HTTPS &R HE P IRIEH, X FEMMEM StoreFront URL, [IS FE
RIBHEF IR, EBEBIIEEEAFAESEEHIEEN, TJLUEREREER S M. RIEHEMA
Windows SKBSIZEME, AP BAILUBIKREEEE, MAREEM#TINWIE,

WMRERER 1S BEEEREKRFE StoreFront URL B9 HTTPS IEEREEFIHIES, NATIEFHIIERSH
NABEREER—RSSE L. SAERAXNAENABERBERNEFHES. FAL IS tREER, BT+
BRZE#@E Citrix Gateway #1Ti&RE, WL ZEEREEXFHIIE, WRMIEE LBIRTERFR, APYM
ERER.

OA=REESgy vl
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BFEEMATE#E Windows iTEN#HITEHIIE, XEAFNEESATEMEEERE) StoreFront 1, EAF
Windows # Citrix Workspace B2 UK Windows £ Web 53145 284832 =Lk ThAE :

« Internet Explorer
+ Microsoft Edge

+ Google Chrome
+ Mozilla Firefox

PVAERTEEAESERAHNERT Windows ¥ Workspace HHEF A e mERE VDA, ESRRENE
BHHIIE. MRBINRIRBANAEREE, WHBEEIRN Citrix Workspace R B #EF. AZHRHERAT HTML5S 19
Workspace B2

StoreFront it &

EREATF Windows &9 Citrix Workspace M RIEFEREEE, BESHRIES APERIGE R,

BRINBERT, ANAEEEREEESHRIFESH I ZNAEENFRE Web ih =2 55&AF HTMLS5 #8 Citrix
Workspace FBiEFEBEEES B, &aL7E Manage Receiver for Web Sites Authentication methods
(B2 Receiver for Web b S SHIIEA %) ETMF EARE Web ik S Z2RIFEB S5 IIE,

6 Delivery Controller 2 31z 1 StoreFront
EREERBSIIER, StoreFront TAUARIAFHEIE, EikFx %R Citrix Virtual Apps and Desktops #175

B8, Hik, &% Delivery Controller B & {53k 8 StoreFront 89iEK, &£ Citrix Virtual Apps
and Desktops & BEMAMRIEME.

iEATF Windows &9 Citrix Workspace N FBiEFEE

EFERERT Windows i Citrix Workspace M BREFERREEME AERIINARAEN VDA, E8REAT
Windows 89 Citrix Workspace R B2 X1,

A ERECE

TR REEHAF N Web SR SREE UAFHTRE BN, AJLUERIREERT Web JHRERANAR
[, BBEEEREI VDA, BRY4AEERT Windows B9 Citrix Workspace MABEFHITHER, miEE Web 3%
BHITHER.
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Internet Explorer. Edge 71 Chrome

A %% Web %5288 Windows Internet Explorer KIEBERRAERERAEAER. BIAMERT, Sl
Intranet XigAr a9k S /S A,

1. 17 “=HIER"
2. I “Internet i&m”
3. BREIRLETF,
4. #EEZAH Intranet
5. BEHiEs,

6. BEELK.

7. HINER StoreFront Web 345,

AT LAE LA SRR AR B X IR B

FireFox

{EHUA R BN B RIS E LUS(E StoreFront Web ii5s55 URI # TR S5 R,

H .
= .

T

HiRMRESRRE SR ERE. BITREBRENXR,

. /2zh Firefox, 7EiisitizshigN about:config Hi&#F “HigZNK!”

. TEERETHEA ntlm,

. Wit network.automatic-ntlm-auth.trusted-uris, AGEEHEIHEESTHEN StoreFront Web b5,
. BEHE,

A W N -

M Citrix Gateway Hi#

February 22,2024

FAFm Citrix Gateway it S/, BIREHRIECHNABENBHE R, EERREXNNABEENIZZESEN,
Citrix Gateway BESMIIEAZRINER TR TFBARS. ARAELUEER Citrix Workspace FZA#2Fsk Web
Yiasi@id Citrix Gateway EZERINABEE. BX53T Citrix Gateway B & StoreFront (Wi4i(E 8, BEBRRE
Citrix Gateway.

StoreFront ZiFERAEHITLLT Citrix Gateway SHIIES A HITHIE,

o i3 PR Active Directory BB MBRER,

« RSA BFRERAREBCENE (ARe<REM) MBITHEER Citrix Gateway, BEERLEAER PIN 83,
MREBATNEILRELERHTEREMIIE, BFRREEENTHENERAEEZMI MRS HRIE,
g0 P #9 Microsoft Active Directory &z
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« BEEF APERERFER
+ RSA + 13 B RZ| Citrix Gateway HAF BERNFEEN LT 2B,

NRE1E Citrix Gateway ERERATHMBIENERATRAER, WAMEAER, #EEHAEE S KIS *
Z_o

MREHRM Citrix Workspace N FRIERF IR A ERTIZ AP EE T 4 Citrix Gateway SUITRCRIRESAHIIE, N
HAtE Citrix Gateway E8IEBRN B HIIEREE, 3§ RADIUS (GERESMNIIERNBFRS) BENETBEESHINIES
7%, B LDAP (BREBEFRHEMN BEAEEIAE, HERBRS BN AERIEEE X ERRBISMIRIESE, U
&% LDAP ZiE{%:#3] StoreFront, ¥ Citrix Gateway &&#1NZE StoreFront B ERY, & “BERAE” §BH
“WHRESH, BXEFMEER, E8Ehttp://support.citrix.com/article/CTX125364

ZEAET Citrix Gateway 3t StoreFront #1THZIHFHI0IE, EESMIAR Citrix Gateway LDAP S1HIIER
BgR¥E “SSO Name Attribute” (SSO Z#rEME) & EH userPrincipalName, aTUERFEA7E Citrix Gateway
ERNEPIEE—NE, UEREEMEHEIER LDAP K88, 1ER15m StoreFront FiEiEECE Citrix Gateway &i&
REXM4EN, FEEEERERE, SUAEESNMNAZEREEEXR. BERAZKAFRENIEeHREXEE,
BUEMATTRT UM E R E StoreFront,

7£ Citrix Gateway HEXZFHHER T, EaILUER SmartAccess H1R1E Citrix Gateway &3F 5B SRz 5B 3¢
Citrix Virtual Apps and Desktops Z&RESHIE,

BERMXER
Z7ridid Workspace M ARRFEZNANASERASZAMXERSHRIE, EESHIIESFE 0P aEsEUHE
A)3%EM Citrix Gateway Hi&.

BINERT, AAEERA Citrix Gateway B &30t &A% N AREIERNFE Web it ==/ Citrix Gateway
BESMHRIE, &0 UESHIIES LM+ EARE Web it S22 AAF 2MNEBSHIIE,

EERIEAAE

NREH Citrix Gateway LB RER LDAP S48, MBI LREISHFEHBI A,
1. £ “BESMHRIESZE O, EM Citrix Gateway Bi&E > 1§ B FhREHIEFRE B S,

2. ERNRAEE, ARRLANBARTEENZN. TSP AEEKFNAFEBERFIEEALSHIIERS

BN AEE. BEEE, BE WUEE JIRPEREENGE, ARREREE. BREERMIPAFKS
IBRINAERE, BEFIRPERZEH 2 ERRR.
THEEFENAARREAFBARENSAIRANKRN. IRFEFFPRBREAFAIBRABANEE, 155
NetBIOS ZMAMEITIRP, MREBRAARBAFTHZMELBARRE, BET2RENEZFMET)
xH, MRFEZAFRERREAF SBAXERBAR TEIFEBNERE, NWaAERE NetBIOS 275
M2 RERE RMEFIRP,

3. MREBEZNEIEE, BMRINIFIRPIEZERFERRAEZRRH,
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4, IRBEBRTELIIHEAEE, HEF “EERNETFERITIR SifE,

Configure Trusted Dornains

Allow users to log on from: =) Any domain

@ | Trusted domains only

|| Edit. || Remove |

Default domain: | example - ]

%! Show domains list in logon page

o R

BEERIIRIRSA Citrix Gateway

ZIABERT, StoreFront £IEMMXUEINAFZMEE, NREM Citrix Gateway FRB A EREEESEERE
BIES %, MECE StoreFront, SHEARIEEE, FAL&HT Gateway MFHIIE, EXMERLT, BN
REREMXIIMALEE URL, X# StoreFront el LUIISIER BMXAIER, ESIAEE Citrix Gateways

1. EEBRHMRIEAEZEOFR, EM Citrix Gateway BiE > & B THEF, EREBEZ RS DRIL,

2. ERRLEEIREIIERS Citrix Gateway,

Configure Delegated Authentication

Specify whether StoreFront fully delegates credential validation to Citrix Gateway. This setting is
applied when users log on with smart cards.

Eully delegate credential validation to Citrix Gateway

o |
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PowerShell SDK

ERNAEIERE NER PowerShell SDK ¥ & KIFEIRAM %, BB cmdlet STFCitrixAGBasicOp-
tions ¥ CredentialValidationMode & & 1 Auto., E ¥ StoreFront it & B W IEE1E, B E
CredentialValidationMode i&&5 Password,

RIF P EE R E T AR

nREM Citrix Gateway E2BREMA LDAP (AR ZMERD) SA1IE, WEILE NetScaler REBAAFEERINE
B BBV

1. & NetScaler & Web 55

2. EMESRE L, BESHRIE > E5iR.
3. BEEMERIERSS.

4. THMIEET, FRAIFERESE,

RIFBFRAEERGEREN

fEAM Citrix Gateway HiEfY, Citrix Gateway BB HBIIE, ERILE StoreFront BEBE A AR ER
FREEXEE, LLIEENREETERT HTMLS & Citrix Workspace MBEF (MiEdthZziEm Citrix Workspace
RZFETER) A1l StoreFront Rz A RIERYEI Ao

#AIA StoreFront ECE R A BAHEERS, BMERBESHRML. MRRERBILLINGE, BHRMRIRS SFAEERN
RES VPP B EE N, MRAFALIAEEALSHIERSHERNAEEE, NWARFHAREREEES KRN
ZEPRERAXLEAF. MRFALNLREGHF B ELTEREARMREER, BHERBFATEMELM
ERINERIGIRME I R AR I o

1. EBEESMRIEAAEOF, M Citrix Gateway HiE > g B THEH, EFEEREEER

2. ERVTRFENRER, BEFEAITRF EEEEIRE,

Manage Password Options

Specify whether users are allowed to change their password. When using Receiver for Web,
users must log on again after changing their password.

Allow users to change passwords

f
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} =r

AR

MEERRECEER AFAFENENE, XtUETMAR2NEESHIENERZGEN FAIRE,

PowerShell SDK

Z{F A PowerShell SDK X E & miEM, A cmdlet Set-STFExplicitCommonOptions,

% Delivery Controller i & }151E StoreFront

% Citrix Gateway B2 & 7 # 17 LDAP 54 RIERN, ExBEIEEEE StoreFront, X3 FHth & 4338 %,
StoreFront Ti%ip A&, HitkT i@ Citrix Virtual Apps and Desktops #1785 5183E. Ak, EHFIE
Delivery Controller BB R{5ER B StoreFront #9i&EK, #5251 Citrix Virtual Apps and Desktops &+ E=
TR EHCE.

RSB MHRIERS 2R ERE VDA

YHWMXBECEN#HIT LDAP HHIRIER, ©EEEREES StoreFront, UERUESRER VDA, XWFHEMSHIIES
7%, StoreFront TRILRIEE, FRFRABERTERERATR, ERAMUERKE S HNIIESRHERER,

SAML S1{3I83E

February 22,2024

SAML (R£EBIFICIES) SMRMS ORI~ RERNFBRITE. £A SAML, &8 LU StoreFront EBE WA

FEERZIIMNIS HiRHEFHITEHIEIE.
AR
¥ StoreFront E2& i#t1T SAML B4 IELUHITRERNAR. E#1TIMBIAR, &5 Citrix Gateway Fe& Jyit
17 SAML B3%iE, A% StoreFront BBE A TMXEBE S A,

StoreFront EE/ & SAML 2.0 1R &M SRR (IdP), fin:

« £/ SAML 45% (MdE WS-Federation 48%) B Microsoft AD BX& B IIERS. BX¥HEESR, ESHA
AD FS Z3Z# AD FS 1#21F,

« Citrix Gateway (B2&X IdP),

+ Microsoft Entra ID, BxXi¥4E8, &2 CTX237490,
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SAML i e EaeEaAR UPNM saml: Subject Bl

Z758T Workspace MARFERNANABERAREA SAML 541, EESHRIES F8OR%ERE SAML
BRI, RINERT, ARABEERA SAML SHEIEHERZNASENFE Web thmEH SAML SH%8IE, 5]
WTE S OIS %M+ LR E Web thm 7 B2 E SAML,

StoreFront SAML i

BEE SAML, EHEMOIRMHEFAIERFEUTHR:

o K 1D B URLX 2N A ER B9 I0IEARS FIERR, @5 A https://[storefront host]/Citrix/[StoreName]Auth
o ERFEAERSH URL,EE R https://[storefront host]/Citrix/[StoreName]Auth/SamlForms/AssertionConsume
o TTEIEERSS ,{@E A https://[storefront host]/Citrix/[StoreName]Auth/SamlForms/ServiceProvider/Metadata

sk, FE—NMUIRES, @EA https://[storefront host]/Citrix/[StoreName]Auth/SamlTest
AILUER LT PowerShell iz 35 E N BB EHH So

# Change this value for your Store
S$storeVirtualPath = "/Citrix/Store"

Sauth = Get-STFAuthenticationService -Store (Get-STFStoreService -
VirtualPath $storeVirtualPath)

$spId = $auth.AuthenticationSettings["samlForms"].SamlSettings.
ServiceProvider.Uri.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/AssertionConsumerService")

$md = New-Object System.Uri S$Sauth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/ServiceProvider/Metadata'")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl, (S$Sauth.
VirtualPath + "/SamlTest")

Write-Host "SAML Service Provider information:

Entity ID: S$spld

Assertion Consumer Service: Sacs

Metadata: $md

Test Page: $samlTest

<!--NeedCopy-->

Al

SAML Service Provider information:

Entity ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/
StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/
ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamlTest

<!--NeedCopy-->
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fERTTHIRRETITECE

AT EKEE, ERUESHREEFSIRSRER TEEGIF ) StoreFront) ZERBTHIE FRRF. iEH. KR
FHEMEE) .

NREN S HIREERFZFHTEIES N, WaILUGEER StoreFront SRR =, & XAFuEE HTTPS Hi1T.

BEARESMREREFHNTHIBERE StoreFront, & A Update-STFSamlldPFromMetadata cmdlet, #I

.

Get-Module "Citrix.StoreFrontx" -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.
$StoreVirtualPath = "/Citrix/Store"

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath
Sauth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the
following:

# Note again this is only allowed for https endpoints

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -Url https:
//example.com/FederationMetadata/2007-06/FederationMetadata.xml

# If the metadata has already been download, use the following:

# Note: Ensure that the file 1is encoded as UTF-8

Update-STFSamlIdPFromMetadata -AuthenticationService $Sauth -FilePath "C
:\Users\exampleusername\Downloads\FederationMetadata.xml"

<!--NeedCopy-->

EESHiRMIER

1. && SAML SHIEIETHRINRE THITIR, ARSESHRHER.
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. (i )
| Method | Settings
¥/ User name and password
4 SAML Authentication
[ | Domain pass-through Identity Provider
Can be enabled / disabled separately on Receiver ey e
[] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[v/ Pass-through from Citrix Gateway
Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o I
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Identity Provider

Identity Provider

StoreFront uses this information to configure the trust to the Identity Provider.

SAML Binding @ | Post Z

Address o

Signing Certificates

Subject Name Thumbprint

o [

2. EERRHREEML SAML 457,

3. WASMREEFMIL,

4. NATY SAML SRE#HITERRIER.
5. BREREFEN.

EERSRME

1. & SAML SHIIETHRE TR, ARRERSREME,.
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Service Provider

Service Provider

The Identity Provider requires this information to configure the trust for this Service Provider.

Export Signing Certificate: @ | ' Browse...

Export Encryption Certificate: @ Browse...

Service Provider Identifier: €@ https://storefrontlb.xaeaad.com/Citrix/StoreAuth

| Cancel

2. (i) EEATHREASORMEFIEEHTERNSHERIEHR,.
3. (AI%) EFEATRERIINSHREERRIXE BN S HMNEZIES,
4. RSRERHUBMANEMCIER T NABEN S DIIERS.

5 RMEREEN.

PowerShell SDK

1 PowerShell SDK:

« ESASZIEH, BAA cmdlet Import-STFSamlSigningCertificate,

o« EBRAMEES, EAA cmdlet Import-STFSamlEncryptionCertificate,

Mzt
i SAML &£/, BT TH#RME:

1. %= SAML Wiktim, 3551 StoreFront SAML s,
2. XEREEERISHREEF. BAEHERE.
3. ERBREEMEERS AR SENIATIE.,

% Delivery Controller fZE »{5F StoreFront

£/ SAML 5318, StoreFront EAUAE AP #9EE, FitFEm Citrix Virtual Apps and Desktops i#47
SH8IE. A, Ex750% Delivery Controller BE2& AEER A StoreFront M9iER, #&&1@ Citrix Virtual Apps
and Desktops & BEMARIEME.
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RS I MIIERSERERE VDA

£/ SAML S1330iERS, StoreFront TfGARAANERE, ERFKABERATRRERE VDA HEERAT A, ErRILIE
RS MRS RERERER.

AR RN 51 551E

February 22,2024

Bt AP RNELSMIIE, APaTUEMAE Active Directory &1,

citrix | StoreFront

domain\user or user@domain.com

Z7ril@id Workspace AR EZN AN ASERANZAAF SNZBSHRIE, BESHIIESFE 0Pkl
BUH DR P 2 ME.

BRINBERT, AABERAAFRENERSHNRIEERAZNABENE Web bR ERRAF 2R S 51,
AILLFE Manage Receiver for Web Sites Authentication methods (&2 Receiver for Web Ui {3 WiES %)
Wk LR ARE Web it 9B P 2MER S5 1.

EEFERFE

AIREIEAERFERER (ERERIFEA Citrix Gateway BEBSHRIEER) KAFP XN ABENFIR.
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1. 72 Citrix StoreFront EEEH ENANERFIER “WABE Tx, AGTERERPEFELNSHRIE
FiE. E BF BT, BREESHIIESX.

2. TAPRMNEN > REVIRD, ERREAEH.

3. EFXRAGEE, RAERHRMBATERNEN. TZEPEAKFNAREBERMEERLS HIIERS
M AEE. BEMES, BE UEE FIRPERENNEE, ARRERE. BRUERXMIPORRIKS
RN B, BETIRPERIZEH R EMNR.

THEESENAAFREAFBANZERBIRBIEN. MRFEAFPEREARIRABAZE, B8
NetBIOS ZMAFIMEITIRP, MREBRAAKRBAF EHRZMENRARRE, BET2RENIZFMET]
xH, MRFEAFRAERREAF ZRAXERERAF TEIMBVANEE, WLARERR NetBIOS Z75
T2 MRERER AINEITIRFB,

4. MREEZNAIEE, BMBRIARTIRFIERE P ERIEOAERBE,
5. MIRBAZFRNELFIHAIEE, HEP “EERNEPETEHIIR EFE,

Configure Trusted Dormains

Allow users to log on from: Any domain

&) Trusted domains only

| [ Edit... ] [ Bemove ]

Default domain: | example b ]

% Show domains list in logon page

SRV BN

AUAFAFRERENE SR, B URAFEEEIHNARERERE. XRTEATURRABFEFTETET
HmAEE R ERENNAERF.

UT &R iRR M EREIIhEE:
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3R StoreFront L5 %R StoreFront £/5
Citrix Workspace i 2  FH, BHFRIMEHRESHI A, AREUESBESEHZ
52 = RARBHAFP BRI RIERED
Windows z
Mac =
Android
i0S
Linux =
Web = = =

BRINECE RIS LE Citrix Workspace R F#2F#1 Web %282 - Bk B S M3, BMERIBET AR, MRRE
BRILtIhEE, BHERIRSSPITERNRIERITRAF BTN, NRAF A LIARERLLS MRS BN AREIE,
WFAFRERAEZRRERBNREIESERAXEAF, NRFARNRLREEHF BIHELThEERE AN
B, IEMRA R A MBS SNER G IR AT R I

MREARTFAFMNENECHNERS, ZHARKIHNEAREERNREE—FES. NERT, BARAHE
FIRORY B ERERAERZ A Windows SRERIREIRE, &, EHLUEEBESCBHELE.
1. ZEESHEIEAZEOR, MBAABNEE > RETUXREHR, EEEERGEDR
2. BERTRFENRE, BEPRITHF BTN ERIE,
AR
NRIEF IR, WARBITEHXFAE, WABHTEEIRMEAERRSEMNAEFNEFRAES
o

w

. ERZAYAF Only when they expire ((RIEFEIHAR) BXZE, X241FAF At any time (F#ET)
B,

4. EREEERFAENIIZARERR,
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Manage Authentication Methods - Store

Select thg Manage Password Options (i )

M Hings

s [+ Allow users to cha nge passwords: } = .

Wl S . Only when they expire e

0O b \: At any time (only available when using Receiver for Web)

B Remind users before their passwords expire:

L] S Do not remind
C . : -

= ® Use reminder settings from Active Directory group policy

[] H

Use customized reminder setting

<
=
ki

Remind users |10 = |+ | | Days * | before expiry

Installi

authent .
o

dl

ced ™

e
StoreFront 3z Active Directory FB94R{L 2R 5RES,
&E2:

Hafr StoreFront RSB LA ERBMMBTEREEMMBEAFANREX . IRERFPNRIBEEEGILE,
StoreFront 27ERRS & LA ZAF QIE— NI EX . StoreFront 7SS SEEHIERH#ITBIE, 7 HEE
PR PRV,

AE 3

WNREFERY B AR EAEREEINE, XEAaFMM Citrix Gateway BB S B I0IEH EIEZBIAN FAYILE,

FHEEIIIE

BEERT, StoreFront B#5 Active Directory #1Ti& s USIEERE,

#N& StoreFront 5 Citrix Virtual Apps and Desktops i1 F AR, HEFXAIEE Active Directory 54E, T
AL StoreFront EZ& 9 fE A Citrix Virtual Apps and Desktops Delivery Controller skI&IFR A R BB E
1=

1. FEESMHEIEAZEEOR, NAFRRMES > 88 MRS EEFRE RS,
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, 0

Method Settings |

User name and password m
[] SAML Authentication o B g

[+ Domain pass-through
Can be enabled [ disabled separately on Receiver for Web sites

[] Smartcard

Can be enabled / disabled separately on Receiver for Web sites
[] HTTPBasic
[v¥ Pass-through from Citrix Gateway
Installlng ar_u:l unlns..talllng _the authiantlcatlcur?n methods and the _
authentication service settings are included in the advanced options.

o I

2. 1z Validation Password Via (3if %5575 ) 5%+, %% Delivery Controllers (Delivery Controller),
RE%E & Configure (G2E),
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onfigure Password Validation

Use this setting to select how passwords are validated.

© Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from Citrix Gateway and HTTP Basic. You do not need
to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers «

This method delegates end user authentication to Delivery Controllers,
Click "Configure™ and select one or more Delivery Controllers to
validate user credentials.

Configure Delivery Controllers

Delegate end user authentication to Delivery Controllers in Citrix Virtual A
Add one or more Delivery Controllers for validating user credentials.

3. #% B Configure Delivery Controllers (f2 & Delivery Controller) R&® L8 BERMN— Nk 24
Delivery Controller BFRIEAF &R, AG8E OK (HE).
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Edit Delivery Controller

Display name: IC\MD
Type: &) Citrix Virtual Apps and Decktops
XenApp 6.5

Servers deliverycontroller.xample.com —

(load balanced):

1

Add... Edit... l Remove |

o' Servers are load balanced

Transport type: HTTPS -

Port: j443 |

&5 Active Directory

1. EEESHRIEAZENEL, MAFRZNER > 8BYIRPEFREZEIIE,
2. 7£ Validation Password Via (38iEZEA) THisEd, %% Active Directory, AE%EE OK (HE).

BRERE VDA

HAFBRahEIRE, StoreFront EAAFRERIINAEERERANEERRERE VDA,

HEXBERRR

EREREETERERN, ZEREEMT C:\inetpub\wwwroot\Citrix\[ R AE®E&#]Auth\App_Data\Templates\Userna
A B ENZRE.

R AN

HEAERIVABEN, RAERT, ERWNEEPFREREATENS. JUETXE FER ARSEHIHNE
EXGHE:
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[y

. EAXARIERITASHEIERSH UsernamePassword.tfrm e
2. EXXHEFERUTT.

@x @Heading("ExplicitAuth:AuthenticateHeadingText") *@
<!--NeedCopy-->

3. BIRREISMNERETS @* REMRE *@, IUHEaNERRS.
@Heading("ExplicitAuth:AuthenticateHeadingText")

<!--NeedCopy—-->

Citrix Workspace A#EFAFPAEERER LS HIIERSHNNABEN, BEIRIANTEAXE BER,
HE X AR At AR,

4, BEMITENA, BFEAXIRERITTFATEMRIEIRSH ExplicitFormsCommon.xx.resx X, &3
@EEMTF C:\inetpub\wwwroot\Citrix\[Store name]Auth\App_Data\resources\ B+,

5. HEHXHFRERUT TR, HiE <value> TRERFHIXA, USRI TEHIRIGER L& 17 30EAR S5 H R F i 15 B
EERWEERFIN XA,
<data name="AuthenticateHeadingText" xml:space="preserve'">
<va'lue>My Company Name</value>

</data>
<!--NeedCopy-->

ENGEREMRERENAFRFERBERYEESRB XA, B HREE XM KB X4 Explic-
tAuth.languagecode.resx, Hr languagecode HXiFigBEIRIRF,

FE1EE AT Windows £ Citrix Workspace N BIEFEEFREMAFZ

BUAERT, EMAF Windows 89 Citrix Workspace i Ai2FRERA A ER StoreFront R AREIEZEEZRE. A
FhLEERATF Windows 89 Citrix Workspace M RiEFEFRAF N, Sl LUREBSHRIERS 4.

1. FRANXARIERITHH inetpub\wwwroot\Citrix\[Store name]Auth\App_Data\Templates\UsernamePassword
2. FELXHHRER T,

@SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
ControlValue("SaveCredentials"))

<!--NeedCopy-->

3. BUWTFR, FREIED.

<!-- @SaveCredential(id: @GetTextValue('"saveCredentialsId"),
labelKey: "ExplicitFormsCommon:SaveCredentialsLabel",
initiallyChecked: ControlValue("SaveCredentials")) -->
<!--NeedCopy-->
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BFR&RERERIS MRS BN AR S ER G I NEEZ.

BIAMERT, ERATF Windows B9 Citrix Workspace MABEF2BEER EXBANAFR B, BREIHETA
FRTER, & TRIEREEEBNERNG, E8RMEIEERT Windows 89 Citrix Workspace WEEF
EEFEHEMAF A,

@i Citrix Gateway #1TiLiZiA1a]

AILUERE Citrix Gateway, UWERFERARBAFR ZMEBERMX, XLEZEIFEELH StoreFront LB R BN A
5. E¥ Citrix Gateway BLE Ri#1T LDAP B B EBHRRIE, 55i% NetScaler 3214 - LDAP SH%0iF, &
Bic & StoreFront, E&FEM Citrix Gateway Hif,

BXE5MRIERSECE

January 25,2024

A% SAML 2 2 B M IRIEA AN, MEBPFA FAEEE Citrix Workspace WBREFHHANEIE, MEA
ERTEERAER VDA EXEERT, BRI LUERE S SH10IERS (FAS) BEIEBSHIIEHN VDA RS S &R,
¥ FAS 5 StoreFront B2 &M, 4 F5fEH PowerShell SDK & StoreFront & Set-STFClaimsFactoryNames
BEBAT &8N FASClaimsFactory, /A Set-STFStoreLaunchOptions ¥ VDA B RE¥IEE RIRIEER
%&HX FASLogonDataProvider, fiin:

Sstore = Get-STFStoreService -VirtualPath [VirtualPath]

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -

ClaimsFactoryName "FASClaimsFactory"
Set-STFStorelLaunchOptions -StoreService $store -VdalLogonDataProvider "

FASLogonDataProvider"
<!--NeedCopy-->

BANEMREZEN [VirtualPath], H% /Citrix/Store,

FAS fks325 a1 A

IR FAS IRSZBFAIA, WERIABRTRRERK. B2, &I StoreFront #1TEE, iLAFTE FAS fRSHER
PIABAI LB RN EIERE R VDA, &R LUER LT Powershell s5<RBALLERE,

#H8# FederatedAuthenticationServiceFailover 8 Set-STFStorelLaunchOptions

BXFAER, BERA RN,
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AN FAEERA FAS

ZERMNAEIEZEA FAS, ERITIATERE:

Sstore = Get-STFStoreService -VirtualPath [VirtualPath]

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -VdalLogonDataProvider "

<!--NeedCopy-->

BECE FAS RS B[BIVIRUKEMISE, SIERAARRK,. BXESZEMER, BHSF FAS X,

FEBEMEENEEE

February 22,2024

7£ Citrix StoreFront /1, AILIBIEFIEEA T Citrix Virtual Apps and Desktops #89 BiEF S ECEE—

EHNAEE, MNTERFEBIESR. BEhRXERR,

£5 FHER

IR RS ALRIEREREZ N EMN AEE.
FoE N RS EENAEERE

AR PR P I HFFF 2B BB,

HNRFSENAREERES

mAFR A SHMERRENAREE

BoE Kerberos &k

EEBETNABERENFEIR

i

R

i@ Citrix Gateway X4 Rz F i [ERYIZAZ 1/517)

IERmETIE (CRL) o&

¥~ StoreFront ABEREARER
fi&

AT SRR

EREENAREEREAEENXG, HhaERNA
AIEREMNFTE Citrix Gateway ZBEFE1T =0
£ Citrix Workspace M BREFEBEAFERE TS
FHRFavk A &£ TsK FQDN B2 1IEmA - 2N AEE
LURINEIE bk A,

f2& StoreFront 2% EM Kerberos Zikm Delivery
Controller #7533,

£ N BB E R AN S AR R,

AMARAMEEZNAFEE R Citrix Gateway SR
FAEERIAIE,

% StoreFront BB AERAE X GRIEHHETIE (CRL)
2 CVAD Delivery Controller FrfEB8 TLS SEFHH
¥~ StoreFront AEEEEENHZARITHAEIER
fillo
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£

FHAER

BRI R Ex
EENAEEITSE

B StoreFront M ABRBEREENEZ LABITRSIET
fi

£/ Microsoft SQL Server fFf#UiE £z
Citrix Virtual Apps and Desktops E2&

BRNAEERE
&1E HDX B
BikicagE

ICA XX H&5
Windows A

I FA I 12 A S B R IR K
BE. S SHMBRTHSE (KR
BRI RS ERE A HE R RITASRERE,

fERSMNER SQL Server BUREFMEITIA (WiEIR) iR,

FRBRMZRENARE Web iR ERARH
Citrix Virtual Apps and Desktops i&&
RRESANABELE.

FCE LA M XERZ L 2R,
i@idig HDX & &7 mEl default.ica REZE X LG E
FoE ica XHEE

EeEiEATF Windows i Citrix Workspace R RiEF
MAREENNLFNLAEFCRE “FiR” RPN\
REEF o

BIZN AEE

January 25,2024

AILRERERERHENNAERE; FW, AIUARERFARNAEE, HEF—ARERFRAN—H,

BERER

EZREBBES, BH—RVEA—ERSB[UFLIRSH[ANEE, #R Citrix StoreFront EEBITHI G RTE

BEPREMEMARS S LIE1T. TRE, 15

BB ERERRIRSSEE, UWEEMIEPNEMRS SR,

BEORVAEE, FEREARESRSSR (BTRUFEEINASERENER) BNERS. ARG, EE&T Citrix

Gateway Sz R EHITIZZIHIE (R o

1. ERFERT, RERNABEE,
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Create Store

StoreFront Getting Started
StereFront stores provide your users with access to their Windows desktops and applications,
mobile applications, external software-as-a-service (SaaS) applications, and internal web
Getting Started applications through a single portal from all their devices,
Store Name
Delivery Centrollers g e E‘-Erf _UE-_ _______ @ i
Remote Access ; et :
. Citrix H
Authentication Methods 1 Receiver .
.
XenApp Services URL L H
Receiver for Web Site '
w0 LR (@]
Stoie Browser E End User
' '
] 1
: []
¥ 1
' [
- (s AR @ mnt
PNAgent
Next | Cancel |

## Next (F—%)
2. ENAEESMET£L, HEUTRHE:

o WANREERR

s MREFREATHFERIREFNIIEHRNABERE, FOERXATFRESHIIERNAEF G AE
[Eo QIRRESMIIENNAEEN, BHWIERENTZBRNEARTR, £MA “2F S8PrRS
B[ENRBEMNELES URL, (XZHE—AJBENED, EARSHFAEERMNEBIRSBPARAIA.)
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Create Store

StoreFront

Getting Started

Store Mame

Delivery Centrollers
Remote Access
Authentication Methods
XenApp Services URL

Summary

Store name and access

Enter a name that helps users identify the store, The stere name appears in Citrix Receiver/
Workspace app as part of the user's account.

@ Store name and access type cannot be changed, once the store is created,

Store Name: | Store2

i:! Allow anly unauthenticated (anonymaous) users to access this store
Unauthenticated users can access the store without presenting credentials.

Receiver for Web Site Settings

[ | Set this Receiver for Web site as [IS default
When this is checked, the Receiver for Web site created with the store will be set as the
default 115 website. This setting will overnide any previous defaults configured for the [1S

sites.

## Next (F—%)

3. 7z Delivery Controller it~ b, AENEIUKEMNNAEFERIZRR. SXESHMAER, BESHEE

R R fE PR A ER
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Create Store

StoreFront

+ Getting Started

¥ Store Name
Delivery Controllers
Remaote Access
Authentication Methods
XenApp Services URL

Summary

Delivery Controllers

Specify the Citrix Virtual Apps and Desktops delivery controllers or XenApp servers for this store,

Citrix recommends grouping

delivery controllers based on deployments.

Name

Servers

Type
Citrix Virtual Apps and Desktops cvadl.example.com

Controller

Add.. || Edit.

| [ Remove

BET—%,

Gateway BRI AR ERIZEIZ ARl

4. ERBAEET £ £, ERREEBEE Citrix Gateway RHBNABE, BXBELEMES, ESHED Citrix
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Create Store

StoreFront

+ Getting Started

¥ Store Name

+ Delivery Controllers
Remote Access
Authentication Methods
XenApp Services URL

Summary

Remote Access

Enabling remate access will allow users outside the firewall to access resources securely, You need
to add a Citrix Gateway once remote access is enabled.

Enable Remote Access
Select the permitted level of access to internal resources

#) Allow users to access only resources delivered through StoreFront (No VPN tunnel) @

) Allow users to access all resources on the internal network (Full VEN tunnel) @

Users may require the Citrix Gateway plug-in to establish a full VPN tunnel

Citrix Gateway appliances: & Gateway [}

Default appliance: [ - ]

5. AEMWIESRET+ L, EERAFARANABEELIESHNGE, ARRET—P.

BEXARASHRIESENESFMES, BEHEES KRNI

AUSHEMYAEERZSHIIIRE, MIFALNEEERREESHIIES % Alt, BOEERRESH
WIERRSS, AEEFRNENAEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

100


https://docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-delegation/configure-authentication-service.html

StoreFront 2311

Create Store

StoreFront

+ Getting Started

¥ Store Name

+ Delivery Controllers

+ Remote Access
Authentication Methods
XenApp Services URL

Summary

Configure Authentication Methods

Select the methods which users will use to authenticate and access resources, [ ]

SAML Authentication

Domain pass-through

Can be enabled / disabled separately on Receiver for Web sites
Smart card

| Can be enabled / disabled separately on Receiver for Web sites
[L] HTTP Basic

H . -
| Pacc_throwmh from Citriv Gatewsanr

[ | Method
User name and password =

|| Use a shared Authentication Service

Using a shared authentication service for stores enables single sign on between them. Users do not
have to logon when they are switching between stores,

Select the store with which this store will share an authentication service, The dialog will be
refreshed and the methods will be updated based on the selected store.

Store name: 5

## Next (F—%)

6. 7£ XenApp Services URL &I+ £, MREHHEE PNAgent 19IBi&&, &%+ /2 XenApp Services

URL, ENIEEGHE A,
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Create Store

StoreFront

« Getting Started

+ Store Name

+ Remote Access

+ Delivery Controllers

Configure XenApp Services URL

URL for users who use PNAgent to access applications and desktops.

[[] Enable XenApp Services URL

+ Authentication Methods
XenApp Services URL
Summary
Back | Cancel |
BHoE
7. QBT MAEER, SE5TM.

IR ARERN, EEREBR— 1 Web xR AP IBRIZRAEE, ERINEELL Web i msE o2 E M
Web 353,
PowerShell SDK

ZfEFH PowerShell SDK SIS, BEHRITUTERIE:

1.

f# B Add-STFAuthenticationService BIE B M RIERS. BB, EPMBREFEER /Citrix/[
StoreName]Auth, =%, ERILUER Get-STFAuthenticationService SKERIMA MW B P IRIERS, =

FENERNABERTIESE.

JAMA Add-STFStoreService,

o NNVAEEEFEMNBEHEHISE N -VirtualPath &%, X&&E2 /Citrix/[StoreName]s

. RIEFELRES MRS, FERLES 11T,

« ¥ -AuthenticationService RBEAESE 1 FEIENEHRIEIIRS. 3E, WTERNAD
[E, EI&E -Anonymous $True

o BRAILEE-IMERRNEAEE. EtFRRONRMEE,
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&N B

September 7, 2023

EERNABE, BFRITUTERE:

3| RE HDX BHIATF,

ok wpn =

REE,

RIENAEFNSENUERERTEHNAREFIRERMX,

7z Citrix StoreFront BIZHIAMANERPEENABET R, ARERFERTEEREVABERE.,
BIAAITRSERNRUEE TSR,
#3| Kerberos ZHEM+, BEBENABEEREMER Kerberos Zik@ Delivery Controller #1T & 4%,

RINENABEEDR, BE Workspace ARRFZEAF KA FQDN s FapH i 2B MAF A SN

Configure Store Settings - Store

StoreFront

User Subscriptions

Kerberos Delegation
Optimal HDX Routing
Advertise Store

Advanced Settings

Manage User Subscriptions

#) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
subscribe to applications before they can use them. Any previously specified subscriptions are
still available.

Disable User Subscriptions (Mandatory Store)

‘When you disable user subscriptions, the Mandatory store is then in effect. All applications
published to users are available on the Home screen without users subscribing to them. User
subscriptions are not deleted and can be recovered if you re-enable the feature.

ﬁ Cancel | Apph

AR 1S PR 789 /e

September 7, 2023
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MR AEE, BRITUTERE:
1. 7£ Citrix StoreFront B H SR AMERPEENABET R
2. ERFEET, RERRNABE
3. EWIANEOYP, BER.

Rermowve Store

A Are you sure you want to remove the store "Store"?

Any associated Receiver for Web sites will be deleted along with
this store,

LIEMIBRE FARIERY, FREXERHY Web th i iER,

FR P SN AR ETREC X

February 22,2024

B R B SN AREEEFAE RN, ERaEANABERENAE Citrix Gateway ZBEFEIFR. FX
e HHRELREP, WERFEBNANABENIEAEEBEEE Citrix Workspace B AR, APEET Web
WL 2R N AR SR, AL T E Citrix Workspace Rz 2B 5o

BEERT:

EZRSB/HEFR, F—REA—ERSB[BUEKRSB/ANERE, Hfk Citrix StoreFront EIRizHI AK7E
EEPREAEMRS SR LETT. A, F
BB BT BT ERIARSS 834E, UEEHHSPIEMARS R,

1. EEMES ST NARENFASEENMEXMt, BE “BF BRTREESHSNABEMEXY, ARERE
EESELXX RN ABEE,
2. BEHESUHERY RR.or BREXAREIMNEFNEELE.,

mAF ASMERRNBEE

January 25,2024
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R AE A P % Citrix Workspace M ARZFEE AERAE T B FHRFRHA 2B FQDN HERRTRAF 2N
BEELRMEIEKS R, BRIAMERT, CIBMAREGE, ZEABEEETRA—NED, APAIUERN THE RN
RIS StoreFront SEEIGEANMNE Citrix Receiver f, BRENABEH AN ABEIREATESR, ME
P &%FA Citrix Workspace ZA2FFoERE (EAIRE URL MR XH) MABIEMERFMAES.

BERR

EZRSBHEF, F—REA—ERSBUEMRSH[ANEE, Hfk Citrix StoreFront EIizHI QKT
BEPREMEMARS S LIE1T. TlE, 15
B EC BT BT ERIARSS B4E, UEEMHEPREMRS .

1. 7£ Citrix StoreFront BEEH ANENERFEELARET R, ARERFERFRERENABERE >
NENABEE,
2. AABNABERE L, ERASNABEKRENAEREE.

Configure Store Settings - Store

StoreFront Advertise Store

@ Advertise Store

‘When this option is selected, the store will be presented as an option for users to add when they

L e configure Citrix Receiver/Workspace app through email-based account discovery.

Kerberos Delegation

Hide 5t
Optimal HDX Routing PRNRE S e

When this option is selected, the store will not be presented to users to add to their accounts
when they configure Citrix Receiver/Workspace app through email-based account discovery.
Hiding a store does not make it inaccessible; instead users must configure Citrix Receiver/

Workspace app with connection details for the store, either manually, using a setup URL, or with
a provisioning file,

Advanced Settings

ﬁ[ Cancel ] [ Apply

Kerberos &k

December 5, 2023
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ALK StoreFront BREREM Kerberos Zikm Delivery Controller #4753 303iE,

1 ER—TNAEE, RRE BF ERPRLRENABERE.

2. %# Kerberos LI+,

3. #EIR 22 A Kerberos Ekir 22 A Kerberos ik,

4. N RASHE REFPIMBEIENR.

Configure Store Settings - Store

StoreFront

User Subscriptions
Optimal HDX Routing
Advertise Store

Advanced Settings

Configure Kerberos Delegation

@ Enable Kerberos Delegation

Kerberos Delegation will be used to authenticate to delivery controllers. The controllers must be
configured in Active Directory to support delegated authentication.

Disable Kerberos Delegation

StoreFront will not support Kerberos Delegation to authenticate to delivery controllers.

[ Cancel l [ Apply ]

BN AEERHENEIR
February 22,2024

=AEHE Delivery Controller REAI M. &2tAMiER Citrix Virtual Apps and Desktops. Citrix Desktops
as a Service 0 Citrix Secure Private Access 1RIEMZERRIZ,

BEERFR

1. 7£ Citrix StoreFront BEEHI G, EAMEREPEENBEET Ro
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2. EERBERPEERE—NABE
3. ERFEED, BHEHE Delivery Controller,

1= PowerShell SDK &% RE

7£ PowerShell SDK &1, {#R Get-STFStoreFarm &S5 HAE B REREEENZRIR.

AN ERIR
7 Citrix Virtual Apps and Desktops FiN&EE

1. /%32 Delivery Controller RE+, BEHRM.

2. WNAIEEBZIRARN ERE M.

3. #EERZFEAN Citrix Virtual Apps and Desktops.

4. TR BT, BEHAHM, AFHEA Delivery Controller 89&#5, 33& 4 Delivery Controller E& b1 1%,
Citrix BINEZ LV ER A RS BA T LB TS MIERES,

5. Citrix BiUEIEZERS[E LW AT FEHIED, XSIH StoreFront E&X BRI MFIRPRENIZIZRS 2,
MifitEFiE Delivery Controller stz 1D L fa . MRFEZFUGET, RSBJBIIRERMERRFEMRR

WIEFBIIR, EXMERT, £HEHHREETIRPHE—EDN Delivery Controller siiZizag . 0
REBRSZBHA, 2B/ EMTIRPHE-NRSFHT, KILLEHE,

6. 7£ Transport type (fZida) 5k, E#F StoreFront B TSRS B[BHITIBIERNEREE,

s ZRBIERMBNEZLEHIE, HEE HTTP, DR EFLET, WXABTIHLZEAR, MURIP
StoreFront 5ARSS 282 EEZENZT L,

o EET TLS EERREUE (8%), HEZE HTTPS, MR 5 Citrix Virtual Apps and Desktops fR$328
WERRIEIEIRN, EHRHE Citrix XML Service 8B 75 Microsoft Internet Information Services (11S)
HEHKO, HE ISEERNZIE HTTPS,

==
o=

WNREER HTTPS kR StoreFront SRSV EINEZEZ S, BHERERSHETIRPIEENRS
XERSBOIER LNRFT2—H (BEXNE).
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Add Delivery Controller

Display name: CVAD
Type: ®) Citrix Virtual Apps and Desktops
) XenApp 6.5
Servers cvadl.example.com —

fosd balnce) -

|| Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings

Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o R

1. $5% StoreFront &R BFAAMNIKEO, RN 80 AT HTTP %, #0443 BAFEIL HTTPS i#
#, FEEEMEOMMEZ Citrix XML Service RN,

7 Citrix Desktops as a Service FiIN&ERE

1. %12 Delivery Controller &4, HEHRM.
2. WANATEHERRENERE M.
3. #EES#AR Citrix Virtual Apps and Desktops.

4, ERSET, BEHEFHM, AN Cloud Connector IR R, M E A RS RIIEIERES IIR(E, Citrix BiXE
ELERMEEBULNAR. NREESMNERME, Citrix BIVEMFREZRRAE R Cloud Connector,
LUETE I PERT StoreFront 8ERFE R4t N EEEIE LM E BB VDA,

5. MBEERBZSMIBMIERES, Citrix BIUEE StoreFront RS SSMIERRRAIEZRHERFIRNE, H
ERIRS R BRI A TEIEN. BT EESUEE2REERI Daas Delivery Controller, FittEm A HFE
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B RER,

6. 7£ Transport type (fZ#HZHE!) F|R, %R StoreFront AT 5RESFHITIESHNERELE,

o BB RMBHERLEIIE, HEF HTTP, MR EFIET, WHBABTEHREHE, MR

StoreFront 5 Cloud Connector Ziali&EENZ S,

o EEIREH HTTPS ERAEHIE, 151%8F HTTPS, SNRIEZF XD, N4 Fi#afR¥E Cloud Connector

FeE N fER HTTPS,

=W

NREFER HTTPS KR4 StoreFront SRS B2 ENERL S, BHRERSBIIRPEENRZTS

XERSB[OVER LR —H (BEXNE).

7. #87% StoreFront E#ZRSBRFTAMIRO, FKINHO 80 AT HTTP iE#, WO 443 TR HTTPS &

o

Add Delivery Controller

Display name: Daas
Type: ®) Citrix Virtual Apps and Desktops
) XenApp 6.5
Servers connectorl.example.com E

URCT gl L B o nnector2.example.com -

| Add. || Edit. || Remove

D Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings
Configure delivery controller communication timecuts and other

advanced settings using the 'Settings' dialog.

"o [T
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73 XenApp 6.5 FINERR

Citrix A3z#%F XenApp 6.5, B StoreFront 2308 &2, FTZBEREEEHIERM XenApp 6.5 BRR, BEaTLI4
#(E /A PowerShell,

71 Citrix Secure Private Access 7N& R &%

MR F &R StoreFront fRs3 28808 7 Citrix Secure Private Access, MI&RT LA Citrix Secure Private Access
RIRIBE,
1. 7£ StoreFront - SM%I A& > Delivery Controller,
2. BEHFM.
3. =70 Delivery Controller §O, EHMETRBAMEIFAIZIRIX,
4. %#% Citrix Secure Private Access fERZEL,
5. A Citrix Secure Private Access ARS8 &,
6. MEEERTHIIRF, ERTATERSFBEMERNEER,
o HTTP: @S RMNZBHEERXEUE
PE= W
NREEEFE HTTP, WA BTRHR2FEFRRIF StoreFront 5RSE 2 EIEEN T2,
« HTTPS: BIFERARLEETE (SSL) sittiaER et (TLS) MRe HTTP EERE IR,
7. IEEATIEERSHREO. HTTP B92AmO2 80, HTTPS MEAIKAOR 443,

8. BEME,

1&F3 PowerShell SDK ¢I2&ER

BERINERR, 5EA®< Add-STFStoreFarm

« %F Citrix Virtual Apps and Desktops g Citrix SEEIARSS, &% FarmType i&&x XenDesktop.
« SHF XenApp 6.5, B FarmType i&&H XenApp.
« 33F Citrix Secure Private Access, &# FarmType i&&H SPA.

EHE IR

=& Delivery Controller RE+, &E— M ERRHEEHM,
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&3 PowerShell SDK &8 &Rz

Z(F /A PowerShell 83&IRR, E#ERHS Set-STFStoreFarm

TR IR

=& Delivery Controller R+, &EFE— P ERFEH L EMIR.

=/ PowerShell SDK fips:5 R

EE A PowerShell Miks&ERR, i5#EAmS Remove-STFStoreFarm

BRSSPI TR

ATREFLEZRIZHERSHI AT ARNMEE, StoreFront IG5 TAMU RS 28, S EN RS 28,
StoreFront ¥ 2B&ZARSZEE, FEAERIBRFRR. AU TSHAEEBIITHBIRSREE):

o FRALRMBTBE A EIsEREMEE Delivery Controller BFRE RS 23484 B RS, StoreFront AkKE
Bk 54 BT B AR AR RREERET IE] (LA $h 9 88MiD) . BRIAES 0 23 5h

o BOIFEEBIEIIEE StoreFront 25 £ MRSS 2@ SR MUGBkIT ZARSS 28AYATIa] (A PR . BRIABKE
FHERYIER 60 93§,

BE “PrERMBHERSEYE” HEEREED

BB ABFRE KM BT 19354 8 7T LIRS E Delivery Controller AR~ ERFN, BXtar=ERERE
i, BNIGESRILERraEARSS 28 o] B /G A P e s E S 4Eat sl AR Al At Delivery Controller Rg9%R, AN AREE
ftEiF% Delivery Controller BY, i5Z R ERAEAMAE LMBS F9FF4AT al1E, LHIWTTFIFI S X3R! Delivery
Controller,

R BERHIFE KRBk s 4EET ElfERIES % Delivery Controller FrREMZ R AN, B2, MRANAEE
BT % Delivery Controller, #EHEHP—LERTH, FFIHBNATRESIEM. BEENHASURATFILS X5
Delivery Controller B, AJLUREEIAE 0 23 %H.

1. 7£ Citrix StoreFront BE#FHIA&H, EEMBEEPIEENARET S

2. EERBEPIRE—NABE.

3. HEREEED, B2HE1E Delivery Controller,

4. #EE— Controller, BE4RiE, AR E4IE Delivery Controller RE LHIRE,
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5 7 BRRE" T, BHRE.
6. £ ‘WESKRE" WiFEH:

a) ERTERMBIL R ETTHR, BEETHIFHEA Delivery Controller #9FR % AR 55 28 MR 2k MUS 4%
Delivery Controller ¥ Bt AETE (WD EPRRAL) o
b) EBLTIFLERETH, BEEFIHENE SRS B/IMMNEMEFEABMAEIE (UDFRENM),

1 A P BREY B R RIR

RINBERT, FRENBEENBRREINZNARERENFIE R REFMIEHMNAERRNES, BEATEA
PIRMMARER, fTUERS SN AREESRS IR StoreFront 28, =&, EaILUEER P K Microsoft Active
Directory A 5 SR EITHEE BB HIHRIPR, X%, TR LUEE B FAEEARR AP ARERBER,

B, AIURFERFNABRRLEE—MBES, M “Us” BINMSNERFLEES —MEER, EXM
EET, MRAFPFTRE ‘MS” ARANMR, BBAZBEFREANNAEETERSEIRARR. M “MS” ARAN
BL SR RBYE Bl AR RN S5 N AIE T

HE, AUABRAFP R MEHSHEMBBERRRNNE, EERAREER. hEERANEMS. XAILAWS
XBEBF (WEEFR) REBEEFNGE. FIERFREERIINASENSSEIERNSENNARER, B ‘g1
BFANRRBIMAEREIBHERAFBERENER.

TEENE R, Ithoh, EHRESR, aLi7E Citrix Virtual Apps and Desktops Studio FR& iR A4

ENRERPARERENRIRR, BHRITUTRE:

1. %32 Delivery Controller F8™, TRFMHAHNSUSREEET, RHREE, RAFERETAIRES
FIRIRRT LA 7T Ao

X ARERFRENSIERRERR.
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

ﬁ Aggregate resources No aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources,

o

2. B Map users to controllers (EAFE1El Controller) . XEITH IR M REUSIEENE—

TREY, THEEIGREBRIRE SIS,

Create User Mapping
StoreFront e Groups
Specify the user groups that will have access to the controllers.
User Groups (=) Everyone
Controllers ) Specific User Groups

d.~ e

=
i
T

3. EEFBA, HEBERBERFE, RERMI—IHZ M,
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Create User Mapping
StoreFront CRED et
Specify the user groups that will have access to the controllers,
User Groups & Everyone
Controllers ®) Specific User Groups

XAEAADNDesktopOnly Users

Add..¥ || View || Remove

4, BHET—F, XEHEZ#HN Controller E1+,
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Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

+ User Groups
When an aggregated resource is available from multiple contrellers, StoreFront launches the

Controllers resource from one of the contrallers chosen at random in order to balance the load.

Controller | Aggregated | Type

5. B&HFHM, ARBHRIN—1 5% Controller,
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Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

+ User Groups

When an aggregated resource is available from multiple contrellers, StoreFront launches the

Controllers resource from one of the controllers chosen at random in order to balance the load.
Controller | Aggregated | Type
CVAD site A No Citrix Virtual Apps and Desktops

6. BEEIE,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

&) Map users to controllers ]

User Groups , Controllers e
DesktopOnly Users CVAD site A -

[ add. |[ Edit. ][ Remove ]

.ﬁ Aggregate resources No aggregation
Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

7. BERN--RIERECIZEZ IR,

13 PowerShell SDK &8P iR5T2)E R

aJLUER PowerShell SDK & B A Mg EIER IR

1. ¥FEMRRER, BHE— EquivalentFarmset, FiE RRFE L AEHEN—5, SUMERAFEBTLE
FERAXLEERR, FARTU TSN New-STFEquivalentFarmset:

+ Name - EquivalentFarmSet fyH—Z#x
« PrimaryFarms - REXFR (%) BB,

2. WFRERNRBENTEEENEHAR, BEXEHEFP 554 EquivalentFarmSet Z gl gmst, Ea
£ UserFarmMapping, 1EER® U TEHH Add-STFUserFarmMapping:

+ StoreService - E¥ UserFarmMapping FRNEIHIN BEERS.

« Name - MUSTRYME—Z #R,

+ GroupMembers - @&EABEN—IBINAFARNZHHM SID WRER, EMXBETFTER; SIDE
X, BRMABRAF, BERERPIE—EE&EM Everyone M@ Everyone M%EB.

« EquivalentFarmSet - EL—FH8IEH EquivalentFarmSet,

BRTRRENERR (7)) BEEREEL— UserFarmMapping f, SNMESEIREFERE T A7 RZE R
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ZIRERE

BINBERT, StoreFront aEMBENNAEEREESEMNNBEFNIE, HEMEXLERRMAITRAZR,
BkE, RS IMHBREERER, FARFPKEFISMNRBRHNE— 1 ER, Bt XLEFRNBTFERN, X

AERILAFREERER, RESTAN S REER, AU IHEREm®LNAEFM Citrix Virtual Apps and
Desktops & #1THH, UENAFREHEENER. SENBBERLER, BEREBLIAESARSH LAFHER
BB EABEHITR A

EBRZUAREE, NRENKERNAEFEARENARBERENZ Citrix Virtual Apps and Desktops 2i&
RIERY, StoreFront W ZFRMNAIBERFIHITRS, HRAFRER— 1 EF. AFRBHERSHEREN, StoreFront &
RiERS SR AY. AFEEEARENRIEURTEEPIEENHTIRFRBERES AP NERESG,

N F AR IEREIMRSES, StoreFront RohSBMXERSBESIHHENAAIA, TEMRILEREZH, AR
WE R H MRS BPRZRES, MREHFRAIRS B, StoreFront 2R XERNERIERZGHMZEIR. W
RAPESE—THREBERFZRNHEFRFEDZE, HARESZEFRS, N StoreFront ERZEE. B
STMAPNSEREREIRDNMER USSR B Hth S ms N AEFrvetE), MEERESBER M miTA Ik,

KETAAMNINERFRIERG, StoreFront HEREREPIEERHTINF KiE R 2EERINEE. MRIA
FRETZINEREE, NWILUEESAPERIE—NIBEE, SENERIRPNEMNRNE, FRFERESE
— N RERE R ISR AREMRD S AP S ERNSERE, MYEZBF I UERE I BRZEREIMDH A
Fo

AT E =B Citrix Virtual Apps and Desktops ZRMIEEREHF, WEX BRI EREEN BIZFFR
EENEIRHE, §, XERTRAFEIEEAFRAERI T IARMRERESREAEFMIEHNEE, maEMmE
FEREMEE, Mk, FEFAE KEYWORDS : Primary MiiNZI &SRB EN SEeN BIEFHNIRENKE,
#3 KEYWORDS : Secondary KimnEI HEE R AN ZRIRBENARE. TICELREPEENHEIRNF I, &
BRAGEME AP EZEIRHIEDRNNE, EESEFATRAN, AP EREEIRURHBBZRRNEES,

1. 7% &% Delivery Controller RE, £AFMSNBIEEREEET, BFRE, REEEETRIHES
ZRIREY I A A o
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.
No aggregation

& Aggregate resources
Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At

least one user mapping must be defined before aggregating resources,

o

2. BERAER. XRETRAERFRRR.

Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Aggregated
MNone
Mot Aggregated
[ | CvADsite A  Citrix Virtual Apps and Desktops

[] CVADSiteB Citrix Virtual Apps and Desktops

[ Aggregate ] [ Do not aggregjats]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

|Z| Load balance resources across controllers

o T
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3. ERABHEERERNERR, AEEERG,

Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Agéregated .
CVAD Site B Citrix Virtual Apps and Desktops
CVAD site A Citrix Virtual Apps and Desktops
Mot Aggregated
MNone
Agqgregate [_Do not aggregate_]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated

[ Controllers publish identical resources

|#*| Load balance resources across controllers

OK Cancel

4, RIEEERIFES Controller & &%

« Controller £#EREMIEE - EHAS, StoreFront Fz{URERSATNEH— Controller B35
B tNERFKEF, StoreFront EKMEHEBAEHMFERE Controller FRER (UBRARAFMAIRRENT
BE), ERIETEBERESRERIESERE, BRMNFENET, MRIECHRIAFERERTNERTIR
ZEHEE,

« 7 Controller Za343& EH 1T 8 T4 - ih8d, &R A Controller Z B9 0 A BE. SNRFKE
i, BIEHEBEIERFBRSHEERERIEENE— Controller, MBBohEWY, NEKFEEBEGE
4 Controller,

5. BEHMEREIRERFMANSESRERE, NEEIEREE R,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Pgoregate resources o

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources,

o

. BETEHERE, RIAMBEAT, SEBFPHIALRXEER, RS ARMNEFBRSY, #BE Map users to
controllers (EAFBETEI Controller), XB4TFAIE B METRE,

Create User Mapping
StoreFront e eanup
Specify the user groups that will have access to the controllers,
User Groups ® Everyone
Controllers ) Specific User Groups

L EEFBEA, HEERBERFA, ARAN—IHZSME, fid, ErgFEEE—MEREEUEFHAR
S

. ANBENHERR. BRIMIFIERENERE, FIEREENERFHREEN “REE”, EEAILIBEIER
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Ay
2R IRe

9. MREKRADETE Controller ZE FHIRHTRHTH, NWEJLIEEF StoreFront RSB EIFHIRBIARE.

Create User Mapping

StoreFront

¥ User Groups

Controllers

Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users. The
resources from the controllers that are aggregated will be deduplicated.

When an aggregated resource is available from multiple contrellers, StoreFront launches the
resaurce from the controller at the top of the list, in fail over order. The order of the list can be
changed using the buttons provided.

Controller | Aggregated | Type -
CVAD Site A Citrix Virtual Apps and Desktops E
CVAD Site B Yes Citrix Virtual Apps and Desktops

Add. Remove
Back - Create . Cancel
-

10. ZEZREIZIEERFRNMSIERES.
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers

Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups . Controllers

(]
a
CVAD Site A, CVAD Site B o
| Add. || Edit. || Remove
.ﬁ Aggregate resources (]
Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating rescurces.
o
11. RIEFERMEZMRE, BSUFES N ERRRGE—TAFE, SWERABLEERAXLERR.
12. BHHAE.

=/ PowerShell SDK i#{T=4&EE

B LUER StoreFront EBIEHI AR EFZE RN Z M RS AR
StoreFront, ©iRMHT THIEIMNITHAE:

1%

AT LfEA PowerShell SDK REE
. BEBARSIEEZ I HEL,

- BEEEFRIENAT—ARE, XRBERTASHRER.

- NFEEETAE/IAFELFFRNBENNABE, SMRAFTEIRESEEE.

g
of

« ERAREGHBREEXANELETNT. EEEF AT THRGMBENARNERERFEE MK ERBTIR.
£/ PowerShell, EEILUABEZAR, ENEBRNARTE, AIUERRNAZ BHITHIEES,

£/ PowerShell EEBESAZhmitlfE, FiifEAERIES A EEIXLERDT,

1. REZEAPIREH, ERAGAT, AEHERERENNLAREFRSN— I Elf. BTREEHABFE— S
M. EEEITRIaH, BR

REBIE— I REH, B PowerShell, BaIUEX ZIMREH,
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2. XFEIREH, BUE—IHZ EquivalentFarmset, FIHEBREMERER (£ SDK #fA7) . 0
RERGEATNFARRENRATFANAF, WHMASHRF EIE S EquivalentFarmSet, B
HEZMHERAM AggregationGroupName, E8IE EquivalentFarmSet, EARAT U TS New-
STFEquivalentFarmset:

+ Name - EquivalentFarmset #Im—2Z 5,

+ AggregationGroupName - Z%EFBNESHNET,

LoadBalanceMode - LoadBalanced g Failover,

« PrimaryFarms - EHFEREMF. IR LoadBalanceMode # Failover, BESHEER
HIRFES M5, MRREHEEZ EquivalentFarmSet, NETEERMNERRENERER, St
IR 57E UserFarmMapping FEXH IndexNumber 184 &.

BackupFarms - & B XA ANBER TERNGYIR. WIHEEFA. MK ZHR2 KM
IndexNumber &1 E 1 EquivalentFarmSet.

3. WFFAETREANSIERE, BHEAFEE AggregationGroupName BfE R T el Equivalent-
Farmset, FiE X R REBUNEIHEN—I2. BFRAAHUTSEHM New-STFEquivalentFarmset:

« Name - EquivalentFarmSet gyM—Z#5
« PrimaryFarms - EER&EHNER.

2 UserFarmMapping, BEEA®UTSHM Add-STFUserFarmMapping:

« StoreService-E¥#% UserFarmMapping FiINEIFIN AREIERS

« Name - BRETRIME—Z FRo

+ GroupMembers - @& EANMEN—IBIHAFARZAM SID WiFER, FMXBTFETR; SIDE
X, BRNFABERARP, BERHERPLIE—EEEM Everyone #{& Everyone M% B,

« EquivalentFarmSet - ELt—$alER EquivalentFarmSet,

« IndexNumber - §BZERRENIHEIRF. XI&E T ERABNZRRBHZERIELIRE,

EiE@ED Citrix Gateway XI5 R EYZIZ AR

February 22,2024

AILUEE AT RIS E” TS AMAAMEEENAFRE®EY Citrix Gateway MM ABENAE,. TEITFR
2 B PIIERIN AREEMN BEE Citrix Gateway #TIZiE A A,

BHERR

EZRSBHEFR, F—REA—ERSB[BUEKRRSB[ANERE, HfR Citrix StoreFront EIRizHI AK7E
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BEFHEMEMARS S LIE1T. TlE, 15
BWEREMMMMNEERERIRSSEAE, UWEEMIEPNEMIRS .

1. 7£ Citrix StoreFront EEFHRIANANERPERE “UABE TR, ARTERERPEE—TNABRE.
T BRI aT, REiETENRIRE,

Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a MetScaler Gateway appliance.

[+# Enable Remote Access

Select the permitted level of access to internal resources

®) Allow users to access only rescurces delivered through StoreFront (Mo VPN tunnel) i )

Allow users to access all resources on the internal network (Full VPN tunnel)

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliance: [ ProductionGateway ~ ]

"o IR

2. 7 “REXZIFFIKE” SFER, BEMNLXARNKREENAF S URNMAESES Citrix Gateway iiFRZ
FAEE,

s ERNABERENNAHMENINARRATR, BSLFEFBRATERR. XF, RAEREMENZE
A P 7 BESS 15 IR KL A s

« ERAIZiZN, HEFERTE,

- EFEBELZNAEERMNRRETED Citrix Gateway i, &i%FE X VPN &EiE, AP EH
ICAProxy st E& F i VPN (cVPN) &2 Citrix Gateway, FFEEA Citrix Gateway ¥k
B 5eER VPN,

- EERLLEEFRE (SSL) EMERAMLE (VPN) @8 R151% M AR i s U Rk AEB ML h a9 Eith %R,
1R VPN EiE, AP EEFHA Citrix Gateway #4012 VPN @i,

FVF ST R A R S S ATIZAZ AR AT, E BB AM Citrix Gateway B &3 10IEA %, AR Citrix
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Gateway WiE& /5, BIRITEIAIRIE RN ABEER BEIER.

3. MREEAZEHA, EM Citrix Gateway & &5 IRPIEFAF BT HiFR N ABEENBE, STai Nz
BBEMEMNAREEENEHENFRREIIRS, UHiEER, NREATIRPANESEE, BREH
m, SARIRERRE Citrix Gateway PRI BEHITIRIF,

4. MBBEIEFIRPEF S KEBABIZ MEEHITIHR, HEERTFM Citrix Workspace [z 2R 5IR)1Z
N BB ERERIAIR o

5 BEMERFEEHXH “EEZRIHR MHEHE,

Citrix Workspace [ B2 FER S 2 E AP RIEZIAME TR ABNGE, AGEFHENNIERGE. BXE
RERRIFRES, BBRREET .

ZIAERT, StoreFront EREM%, BF BT ZMXEZEIINABERBHER, B StoreFront il EAERER
MX A ERMXEHNER, ESRRE HDX BH,

IERRA#HYIZ (CRL) 10E

December 5, 2023

vl

1T LU StoreFront BB AEA B A HHIEHERHETIR (CRL) #2% CVAD Delivery Controller FrfER# TLS SEFH
FPIRTS. WMREHIMUTER, EreEERHIERIHRNER:

o ANTLIAERER
+ CA%ZH

s MEXREEN

o IERERIA

AR

R H & /A StoreFront 5 Citrix Virtual Apps and Desktops Delivery Controller Z g @ HTTPS #E #
Bf, ZEBMA X, 5 Delivery Controller 8 HTTP EEFAFEIEH, Fibitb RN BB EH -
CertRevocationPolicy i& &R te/EM.

StoreFront x#5#RM CRL % = (CDP) iEH
I EM AR EAEP B HEFIE (CRL) #1T
IEBFRERE, StoreFront (XZ#F5wEe CRL: RZ#FEE CLR,
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CRL 7%= (CDP) T B

StoreFront R&x#2 Citrix Virtual Apps and Desktops Delivery Controller #EBER#HIEH (HFFISEER
%%89 CRL H%IH) &R, ERNMEIEEE®H B, StoreFront %7tz fER7E COPIEB BHENXHM URL 2
—3fipiRE &8 CRL,

IZ..:i—_Z:* oot\Certificates (Local Comp
& File Action View Favorits Window Help
e nFE 2| XER HE

I Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te..
v &l C_E"P‘f'“m ‘(L““‘ Computer) 217 .com -DCO1-CA 29/04/2021 Server Authenticati..  wildcard, .com Web Server
v E“g”:f - T XenDesktopSSL. .com -DCOI-CA 18/06/2021 Server Authenticati.. ddcrevoked. .com Web Server Ex...
ertificates

- 2;1XenDesktopSSL. . -DCOI-CA 18/06/2020 Client Authenticati... <N Comput
1 Trusted Root Certification Authorities gl XenDesktop com 5/06/. ent Authenticati..  <Hone> omputer
| Enterprise Trust
0 Intermediate Certification Authorities & Certificate X
= Trusted Publishers
7 Untrusted Certificates General Detslls  Certification Path
1 Third-Party Root Certification Authorities
| Trusted People Show: | <All> &
< Client Authentication lssuers
| Preview Build Roots Field Value "
| Remote Desktop [ii] Enhanced Key Usage Server Authentication (1.3.6....
| Certificate Enrellment Requests EIKEY Usage Digital Signature, Key Encipher...
| Smart Card Trusted Roots [5i] Appiication Palicies [4pplication Cerificate Poli...

Trusted Devices Sub]EEt Key Identifier cfe2751352010b 11 7422

Web Hosting (5] subject Alternative Name Other Name:Principal Name=X...,
= Windows Live ID Token lssuer @Auﬁ'\nriw Key Identifier KeylD=6e 12 43 2861b562 ...
- [53|cRL Distribution Points [1]CRL Distribution Point: Distr...

Je] fusthrwity Tnformation Arrees (1181 tharity Infn Acress: A hd
[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=\\dc01\CRLDist\  -DCO1-CA.cl
URL=http:ffarl. jardist) -DCO1-CA.crl
Edit Properties... Copy to File...

CRL & 7hiE)f&

21§ StoreFront 7£ Delivery Controller EEREMHQNE BEHAIES, 154852 CA 9 CRL X #hiElfR. 418 CLR 2
ARy BREFNEN, MRBESAAEMSHNEIE CLR £FiEfRE,

Revoked Certificates Properties ? X
CRL Publishing Parameters  \iew CRLs

A Cefificate Revocation List (CRL) describes cetfficates that clients should
consider invalid.

CRL publication interval: IEI Hours .
Next update: 27/06/2019 16:28

[] Publish Defta CRLs
Publication interval: 1 Days

MNext update:
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%Fif CRL &7

Windows REREBLEEHE P IREAMER CRL, EAMERFRN CRL I#iZH1, R THEHM CRL,

StoreFront JHEHE B 451X (CRL) AYiFIRIE

IFH B HENERURAT StoreFront BERaEISIA] CRL, EFHEE StoreFront d{aEX & Web IR 2854 % CRL MUiE
Bk (CA), LUK StoreFront snfaizuk CRL B3,

Delivery Controller bf9REid I CAMERIES BEMAEHE CAFIES, StoreFront EBEMAEER B CA
ME4HE CRL, ERIMEALNMAZMLHiFEXLE CAF CRL, BExEER I CA L% CDP I EREFHNEER,
E&#E Microsoft X, AJREEEEHHMA Delivery Controller EMFFEIES, XEFHE CAEBENES

CDP I BiEF Z ATl EEFTE.

StoreFront # Citrix Virtual Apps and Desktops fR$5 8@ % M F &A1 Internet BRI E AWM+, 1EXHH
BT, ZEREA CA

Delivery Controller L#95M28/Att CAFARIES  StoreFront AR538#0 Citrix Virtual Apps and Desktops
Delivery Controller af LUfER A CA & HIE+H. StoreFront #71sEBER CDP ¥ BiEF 5 A URL &2
Internet BER 2 FH CA B9 Web fR$28. MMRERHLHIEPRGE, StoreFront T3AfEH CDP URL F&#; CRL BlZ, T
StoreFront F&3£#17 CRL 0%,

M HREIRE

&/ Citrix StoreFront PowerShell cmdlet Get-STFStoreFarmConfiguration 71 Set-STFStoreFarmConfiguration
AN ABIEIREILE B HEKR, 21T Get-Help Set-STFStoreFarmConfiguration -detailed & E = Power-

Shell #Ef1E & -CertRevocationPolicy MBI R, HxiXL StoreFront PowerShell cmdlet B34 815

B, 1587 Citrix StoreFront SDK PowerShell #1k,

-CertRevocationPolicy & A LUEE LU TE:

®E iR

NoCheck StoreFront ~&7£ Delivery Controller L& IEHH
MRS, StoreFront M ERERFIEHHN
Delivery Controller FEZER. LtABRIAILE.,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 128


https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/

StoreFront 2311

®E

WA

MustCheck XERLLM%ET, StoreFront =it @SBERE

Delivery Controller LAY CDP B3| B
URL 3®3XEX CRL. %1% CRL RAIA5K Delivery
Controller LIEEFERIERER B, StoreFront
Fi&M Delivery Controller H117#%2¢F, % URL A
MIEAME Web RSS2 (IRIEBZEAM), WATLIE
B2 Internet Web iS22 (NRIEHHEAA CAM
£)o

FullCheck StoreFront ¥ 2Bk & Delivery Controller iE$H#9

CDP # B %1 URL, 0% StoreFront FoiE MiXLE
URL 3XEX CRL g8l7, MIEMsAmirkE Delivery
Controller prIZR, 1R StoreFront aiTh3AEX CRL,
# B Delivery Controller BOiEBEW B, N
StoreFront F&#ZEZ R, % URL AILUIERIAEE Web
ARSS2E (MRIEBRLZEN), LEJIEMAHA Internet
Web fR$588 (WNRIEFBHAR CAMK).

NoNetworkAccess I EIEARMSE N EF StoreFront fRs328 E# Citrix

Delivery Services JEH7zf#+H CRL, StoreFront &
2K ARE CDP ¥ BHhisEM &M URL, MR
StoreFront F;A3REX CRL ByZEIZS, MEMHARILFK
% Delivery Controller %R, 1R StoreFront A
Ih M Citrix Delivery Services IEB7FiEHFKE CRL &9
ZiElZ, A Delivery Controller BEREHBH,
M StoreFront A& HE R,

MIEBRENEREFE

BRANAEEREIESREKRE, EERUEERFDIEITITH PowerShell ISE, AFE17ELT PowerShell
cmdlet, MNREEZMNAEE, BEXFAENAREESIETE, -CertRevocationPolicy 2N AREIERFINIEE,

A8
=z

ERER

mi#y $StoreVirtualPath igERIR AREEERERIFRE Delivery Controller,

$SiteID = 1

$StoreVirtualPath = "/Citrix/Store"

$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath

$StoreVirtualPath

Set-STFStoreFarmConfiguration -StoreService $StoreObject -
CertRevocationPolicy "MustCheck"

<!--NeedCopy-->

BEERNAZIRE, REFYRIN
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-CertRevocationPolicy B2&, EEITATH<:
(Get-STFStoreFarmConfiguration -StoreService $StoreObject).

CertRevocationPolicy
<!--NeedCopy-->

1£ StoreFront fR= 23 EFERA 4SS N CRL
FTHREARME NG CRL, 1B Citrix ARG,
E7:

o TITREEARLWEE (AR k%1 StoreFront RS284) HHITEEMER,
o 57EE Active Directory 33 3 CDP ¥ BEZ2FM AR CRL #Ltt, S XREIEPEES StoreFront
RS 88 EFahE#T CRL ER.

3R -CertRevocationPolicy I8E5 “NoNetworkAccess”, FEEEMEE CRL &3t 9 %4 FrHE StoreFront
ARss2%, MIe] LAERZA R EMEERER CRL,

ERZEMEAR CLR
1. ¥ CRL £%3) StoreFront [REZBMETE, IR StoreFront IRSBEFE MRS B/AM—L5, BHEEEFD
ZAFMFRE StoreFront R85,

2. 17 MMC BB® 7, ABEERE > R/ EERE T > IE$H > itEHH~ > Citrix Delivery Services
IEBTEE,

3. GRPHIHEZEABEES > SN\, RAENEE.CRL XHHIEZEZRRE XM > T > BAEMNIEBEHBA TS
z1% > Citrix Delivery Services 7,
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ﬁ File Action View Favorites Window Help
= 2@ 0/c=| Hm

i Consolel - [Console Root\Certificates (Local Computer)\Citrix Delivery Services\Certificate Revocation List]

| Console Root Issued By
v _';}' Certificates (Local Computer) E
v __| Personal
 Certificate Revocation List
[ Certificates
w || Trusted Root Certification Authorities
| Certificates
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
~| Trusted People
| Client Authentication Issuers
| Preview Build Roots
| Citrix Delivery Services
_ Certificate Revocation List
| Certificates
| Local NonKemovable Certificates
| Remote Desktop
| Certificate Enrollment Requests
| Smart Card Trusted Roots
| Trusted Devices
| Web Hosting
| Windows Live ID Token lssuer

-~

Effective Date

-DCO1-CA, com 04/07/2019

i@d PowerShell 58541735 CRL 7% Citrix Delivery Services iE 75+

1. &%%) StoreFront 3% .CRL X4+ E %12 X710
BFBKHE.

2. 77 PowerShell ISE #FHi&F U EIE R H 191517,

3. BT TS

Next Update
04/07/2019

certutil -addstore "Citrix Delivery Services" "$env:UserProfile\

Desktop\Example-DCO1-CA.crl"

R, WREILITAR:

Citrix Delivery Services

CRL "CN=Example-DCO1-CA, DC=example, DC=com" added to store.

CertUtil: -addstore command completed successfully.

TR U ERILSSERARAE, BEAR CRL Bain &5
EBERRIFRE StoreFront AR 88,
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£/ Delivery Controller i#17 XML 53383

1&EI LUECE StoreFront IUZEK Citrix Virtual Apps and Desktops Delivery Controller 34/ # 175 19183F, 0
& Delivery Controller LHIEREH B, AARBTLEERE StoreFront, X#MITHREFEN, RAIME Citrix
Virtual Apps and Desktops Delivery Controller (1533 Active Directory FF#{TE#HI0IE) LRIEREHRRB
4, Active Directory AR N i%F#8 %5 StoreFront,

Z1% Delivery Controller 3t B #1751 I8E

1. BB E—BRNEPRELEREEFERMR, AFEEEIERRH.
2. ®EBETF XML Service WEMHIIFPRFIRRNSTE, & Delivery Controller BEEBERER HTTPS.

MIEBRFELEEE XML S5 I8IERS

NYEESEDER XML SHIIERN, 7EEBRITXESE,
AR

StoreFront Sz m#h A K M A i 15 PRS2 S I IEAR S IR R, ENAERENABES SMRIERSZ
EFHIT W —RE, EXMERLT, SOINFRENAEERESBNSHRIERSHITIHE D RIS E,

BESURILERFERNRENSNABENS MRS FAARARNE. &, NRFIENARENSHR
IFECE#MERE, NS ABEELEENHZR— S HIIERS.

B8RS PowerShell cmdlet i&8 &85 Set-STFStoreFarmConfiguration E5Mm<, RILFEEFEREMBM
R PowerShell 5%, ERAZATHEDRNBRMERIERRHEBEIELE,

1. 377 PowerShell ISE #i%&#Z UEE R H13151T0

$SiteID = 1

S$StoreVirtualPath = "/Citrix/Store"
SAuthVirtualPath = "/Citrix/StoreAuth"
<!--NeedCopy-->

2. ERERT XML BEHEIEMNNBEERS. FHRIERSM Delivery Controller, MRBE AN BABEEE
Delivery Controller.

$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath
$StoreVirtualPath

$FarmObject = Get-STFStoreFarm -StoreService $StoreObject -
FarmName "CVAD"

$AuthObject = Get-STFAuthenticationService -SiteID $SiteID -
VirtualPath S$AuthVirtualPath

<!--NeedCopy-->
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3. BEEERSMHRIERSH CertRevocationPolicy
Bt
$AuthObject.FarmsConfiguration.CertRevocationPolicy = "FullCheck"
$AuthObject.Save()
Enable-STFXmlServiceAuthentication -AuthenticationService

$AuthObject -Farm $FarmObject
<!--NeedCopy—-->

4. WIAMERERIES S HIEINERTIR.

$AuthObject = Get-STFAuthenticationService -SiteID 1 -VirtualPath

$AuthVirtualPath
$AuthObject.FarmsConfiguration.CertRevocationPolicy
<!--NeedCopy-->

A Windows E4EERHIR

BF CRL #2&R, StoreFront ARsZ28 EAY Windows EHEE BRI SIREHIR.

BITHENEESR, BRITUTERE:

o 7£ StoreFront fRE2{_ L, ENEBE1T.
o N\ eventvwr, 7AfF#k Enter #,
o ENRAEFMIRSS, &K Citrix Delivery Services Eff,

TOIEIR: FEHTEERE B HEIEHEER Delivery Controller

An SSL connection could not be established: An error occurred during
SSL crytography: Access 1is denied.

This message was reported from the Citrix XML Service at address https:
//deliverycontrollerTLS.domain.com/scripts/wpnbr.dll.

The specified Citrix XML Service could not be contacted and has been
temporarily removed from the 1list of active services.
<!--NeedCopy-->

THIEIR: WRAFE XML S5EIEAKNMEEES, MM Receiver for Web iz

An unexpected response was received during the authentication process.

Citrix.DeliveryServicesClients.Authentication.Exceptions.

ExplicitAuthenticationFailure,
Citrix.DeliveryServicesClients.Authentication, Version=3.20.0.0,
Culture=neutral, PublicKeyToken=null
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General Authentication Failure
ExplicitResult.State: 5

AuthenticationControllerRequestUrl:
https://storefront.example.com/Citrix/StoreWeb/ExplicitAuth/
LoginAttempt

ActionType: LoginAttempt

at

Citrix.Web.AuthControllers.Controllers.ExplicitAuthController.
GetExplicitAuthResult(ActionType

type, Dictionary 2 postParams)

<!--NeedCopy-->

Km1~ StoreFront N AEEEEANHZEARITIHEIEETME

February 22,2024

StoreFront £#&id 2 2728 & StoreFront fRS5 28 LA % & Windows #IE7FfE, UHIFHITREE. &
StoreFront fRSSBRAFET, BERIZ[IELIFHN ABEEFERNITRSIENEIZE, LEEEEDIHMRS SR
PENMAENAPIT. RINMERT, StoreFront AT ABEMLIZ— M IEEFM. S MTHABIEF#IIRLT
S HEMN B EHITER.

FEFNEANREILEN, SERBEFERAM N RANNEBIELRLE StoreFront, —MATF&id Citrix Gateway 7E5h
WipEER, S—MIAFESE L LAN ERSHRER. SREREZAEE web.config X, BIRDE “/h38”
“RE NABEEEARZEARITRSEEE,

SRR A E REN R ITRBEENRIAMER T, ARSITRRE—REMRR. AR MELREREFIMNES
EE—ZRE, BRANABSEENIREARITRSIRER SN ELEHAER, §7H_HENITRAREEE, BA&
VITRFMZRNERANZE M 2 “WE” MABSEREXEE,

« SN RABEEEE— web.config X, ZXHMTF C:\inetpub\wwwroot\citrix<storename> 1,
o S NAENE web.config BB AT B &GRS HE F i o

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_<StoreName>"authenticationMode="windows"transferMode="
Streamed">

B ABERTRASEUT AT UE:

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\
SubscriptionsStore\1l__Citrix_<StoreName>
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EEMIARELEITRARERE, IAFF—TEAREERS —NARENITHARSHER. WNRERS[ANE,
FRE RS BERABERNEE X AEEXNNEMEZENHEZ HIEFERNER A,

=

SN AEE EEER Citrix Virtual Apps and Desktops iE#l2s4 e LER; SN, AIRESHIAmNR A
S ENZRRITRASE ST —HMIE R, XREFMPNMAEETFR— StoreFront ARSI ARS /A E LB, 7
SEREREH =,

StoreFront iTi# B EiR =

1. 7£81 StoreFront pE L, EAICEAITHIMNINARE web.config x#F#H1€% clientEndpoint, fiin:

<subscriptionsStoreClient enabled="true'">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_External" authenticationMode="windows" transferMode="
Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

<!--NeedCopy-->

2. BORIMBNAREER RS RSN AR ERR R

<subscriptionsStoreClient enabled="true">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_Internal" authenticationMode="windows" transferMode="
Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

<!--NeedCopy-->

3. WNRAFEM StoreFront ARS 284, BEFITET =K web.config XHFFRHIFTE B ERERIFA H AT =,

AN AEEREIRENHZRER N BB E TS EFE,

BN RSB URELk

February 22,2024
AT LUfER PowerShell cmdlet B ARBERITIREE (UEK).
AR

£/ StoreFront &1E#x4I &8, PowerShell FT&1E StoreFront, &R XM /5%, (£ PowerShell
B4 StoreFront BE2E 2 #ii, B1AKR¥%H StoreFront EEizElE, Citrix RBRINEEHITERZHEHIAT]
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IR, LUEREBEREIFT— MRS,

BRI IR

EHREPNES M ABEBET - EIT RSB X RMNBIEEFE,

1. 7£ StoreFront BRs388 E1=1k Citrix Subscriptions Store BR%5., % Citrix Subscriptions Store IR IE
1T, NITTAMBRE (R A S SR IT IR E0RE.

2. # % StoreFront R £ 88 EWiT R M A & & X # %: C:\Windows\ServiceProfiles
\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1l
__Citrix_<StoreName>

3. MBRTRINABEE XGRS, BRMBR LSS,

4. 1£ StoreFront fR558s L= #/E5h Citrix Subscriptions Store RS,

7z StoreFront 3.5 {EZ kA, FALUEALLT PowerShell BizsERRN AEERNITEHIE, UEEELERERS
LA B AR IR R E 18 5 B 1232171t PowerShell 31, It PowerShell RE AL S F a7 LR S BARRMLE
==

Citrix Subscriptions Store RS M MIEFERS 28 LisiT, A HEMRINETT cmdlet,

function Remove-SubscriptionData

{
[CmdletBinding()]
[Parameter (Mandatory=$False)][String]$Store = "Store"
$SubsService = "Citrix Subscriptions Store"
# Path to Subscription Data in StoreFront version 2.6 or later

$SubsPath = "C:\Windows\ServiceProfiles\NetworkService\AppData\
Roaming\Citrix\SubscriptionsStore\1l__Citrix_$Storex"

Stop-Service -displayname $SubsService
Remove-Item $SubsPath -Force -Verbose
Start-Service -displayname S$SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"
<!--NeedCopy-->
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SHITHEE

AIEAR LT PowerShell cmdlet SREVHIR R 2 B9 txt AR MM B EIT SRR E D,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath '"$env
:USERPROFILE\Desktop\Subscriptions.txt"

NMREEESRSREE, AJLUE StoreFront BRSBAHRNNEERS S _Eiz1TIt PowerShell cmdlet, AR55284A
MEARSHRBIEIFS EXNFREF[ERNITRAIIENRT E4. WREANESEE StoreFront fRE28 2188937
HEL R, EMNEPHFERSHBDPSHEEAFHITHRUEERER.

RIRIT IR E3E
{8 Restore-STFStoreSubscriptions Al & &ML G TR EkIE, BT LU A 2 il Export-STFStoreSubscriptions
BIEABIRTT 2 BRAY. Xt A& IE R B A S IS Y 1T R 3R,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath "
$env:USERPROFILE\Desktop\Subscriptions.txt"

<!--NeedCopy-->

A% Restore-STFStoreSubscriptions Fi¥4E 8, #&Si# https://developer-docs.citrix.com/en-us/store
front-powershell-sdk/current-release/Restore-STFStoreSubscriptions/

®EEA StoreFront fR5523 EHEUR

EBRSB/IES, FEEXF Subscriptions Store RS, UAREETRITRSIEZ BIERIE TR,

&R StoreFront ARs3284H RRIEUE

ERTHBIEEREIRSSE, FERITUTERF.
B&=5 StoreFront IR EBEMTFIIRS BAE,

o StoreFrontA
» StoreFrontB
o StoreFrontC

1. ER=aRSEPHNERRSBHNAFITHEIE,
2. {Z1EARS5 %8 StoreFrontB #1 C i Subscriptions Store BR$5. LtigEIGEIEARSS231E StoreFrontA B
HAIE) R IX ST i
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3. 75E2AR%523 StoreFrontB #1 C FREYITIA$IE, XATLA LEERAITRERHI A —HER.

4. {&F3 Restore-STFStoreSubscriptions cmdlet £/ StoreFrontA LR, REE=LE Subscriptions
Store g%, thRFEEBIE StoreFrontA ERITHEIE (XLHIBERRREHRNES) .

5. EFBEhARSS %8 StoreFrontB #1 StoreFrontC L& Subscriptions Store fR$3. XLEARS B ZEAT UM
StoreFrontA #EIREIERVEIA,

6. EHEMERSBZELERY. FAENNEEUAT StoreFrontA EEENIERHE. NEFAERSSBHMUTE
HREEEF, AFBERRERE, B igMEENITRR D R B RKNE,

7. M StoreFrontB #1 C HSHEBUMRIAEIL B, HEEENABIEITRITHRES.

SNITHEIE

MRENARERREITANE, 5F8 Import-STFStoreSubscriptions. It cmdlet i 2 FEIFITREIEM—1
MABEEFRIAS— M ABE, REFTREIES N\EIFAH StoreFront fRSS 28

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath "Senv
:USERPROFILE\Desktop\Subscriptions.txt"

<!--NeedCopy-->

A% Import-STFStoreSubscriptions 89i# 4= 2, &£ https://developer-docs.citrix.com/en-us/store
front-powershell-sdk/current-release/Import-STFStoreSubscriptions/

TTHRBIEXHFAER

TTRABEXHAXEXHS, 8MAPITREESSE—1T. STHAURKRTOROERS:

<user-identifier> <resource-id> <subscription-id> <subscription-
status> <property-name> <property-value> <property-name> <property
-value>

Hrh:

« <user-identifier>- %% MWRAFPNFRFS ARHRFEAFH Windows Z24RiRRF.

« <resource-id> - %%, FRRFAITRAEBRNFRFET.

« <subscription-id> - %, BW—IRKRITRNFRFG. IWERER (RESUBXHPBREE—NME).

« <subscription-status> - #i%, ITHRANKES: EITHRIEERCEITI,

« <property-name> f <property-value> - mi&, ENHZXNBHBM/EXNNFEI. EIIRRS
StoreFront &Fim (@& A Citrix Workspace R AER) WITHEXBENEN. B2 MEHBEUBTFER
KM/ ERRTEYE (W, “--MyProp AMyProp B ---” ®rEBEEA. BHEX MyProp).
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ANl

S-0-0-00-0000000000-0000000000-0000000000-0000  XenApp.Excel  21EC2020-3AEA-4069-A2DD-
08002B30309D Subscribed dazzle:position 1

StoreFront fRE 23545 _EITIREIRRI KR/

IBREK A\ (MB)
0 6.02
1000 7.02
10000 40.00
100000 219.00
200000 358.00
500000 784.00
8000000 1213.02
1000000 1597.15
1300000 1919.15
1500000 2205.15
2000000 2915.15
SANFH.xt 4K/

ERE K\ (MB)
0 0.00
1000 0.13
10000 1.30
100000 12.80
200000 25.60
500000 64.10
8000000 102.00
1000000 1128.00
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ERE A (MB)
1300000 166.00
1500000 192.00
1700000 218.00
2000000 256.00
N ARSI EEs

ATLUER Microsoft Windows tEEMSINESTTERES (T84 > &1T > perfmon) £ (flil) RSE2S EAITHIEREEK
g StoreFront iRE[AZ BIRIT VIZR =,

&£/ PowerShell Z&1TiRit4k28

Get-Counter -Counter "\Citrix Subscription Store(l__citrix_store)\
Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store Synchronization)\
Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Synchronized"

Get-Counter —-Counter "\Citrix Subscription Store Synchronization\Number

Subscriptions Transferred"
<!--NeedCopy-->

£ Microsoft SQL Server Zi&iTiREkE

February 22, 2024
pE=

ASHEERE MS SQL Server #1 T-SQL ZME AR, EERXEBEANEZ 81, EERAMTNRALEHRE. F
BfERE SQL Server,
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&
ESENT 2 Windows A LU fERMEB AR ESMEIEESIZ, RIAMERT, FiBEIRZEH StoreFront XHIFEARE
ESENT $kiEREE, MBERNABEERENER SQL EIZEFME, BT LUEESR Microsoft SQL Server 5241,

¥ StoreFront y)# 26 SQL M3k ESENT MEEMHBE T-SQL EEQATEERE. EREMERITHEIZR. IR
M SQL, NMERENTHEBERITANELISH, BERMEHRSANEN ESENT iTHEEEE,

BEREMEITFEEEM ESENT T3 Microsoft SQL Server, EEi§ M StoreFront SHAFE ESENT iRt
73 SQL EF A UEHES N, NFEEEMAMITALENTBE, FFERTRSE, WIEERSEIZFHIT—
o BXNAT AILAERRZS 3.5 ZEMFTE StoreFront xS ERAMSZEHNEE, HPSIANTAXH5|IHM -STF
PowerShell SDK.

AR
BT MLghlr, ZEZEl StoreFront BF7EMEITIREIER SQL Server £k, A5 StoreFront ETL
EER, PR SSRAPAINERNRMK,; EMES SQL Server BiEZZ B, BRITERN. BikssiEEUE

MZE R, 1EFRETHRIEML AR LI B B R R. FRERRIIT RS A ESENT BY Citrix Subscription Store BRSS
FLERSBYIT RAEE

m:

£ KEYWORDS:Auto 3 KEYWORDS:Mandatory Be BRI ZERERM ESENT 3t SQL B 8917 R A EFE,
RPREXEREN, MREP— I XBFESETAFNFRS, WsBEEIEH SQL ITIHIER.

ESENT #1 SQL Server 9%

ESENT SQL

BINGE, FRERNEAEERNFIfFEA StoreFront £/ T-SQL AR IR FRENES T EENHIE

“FFFEERA”, MITHEEE, RFRBRRERESTEFRNIER AFETHE
BWNHETESNAER. Delivery Controller (A
FHIER. AFEIERNAEMRERFAR/ALNA
FRRKRENEFE, AFEIERNAEEN
Delivery Controller 51/, FliNHERANRIIERR
A TECH A9 Delivery Controller B4,

ERITHERSREGTITERERRSSBEZEERESES 5 StoreFront 5%, EILFEHE StoreFront ALK ZAl

BEINESR, BEBRRETTHRED BITIREIE, EAEIBRERIMM SQL Server LR
B, iTRE&EMIRIITF StoreFront, Hf#EA SQL &5
AN H

FEBITREEN, SQLIEXTE, MBITHESIRBKEARE HRSSHREANPMERAXZNITRUENE a4, ALt

EFEH, ESENT AJiEBR R HNER, AR 25 88 2 B L IR EUREZE = Sk $R R F Ia RE A AT RE M 3R/
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ESENT #1 SQL Server Byt

ESENT

REBBHNGEREN. FHRMEEITRME EXES
HBY.IXt XA PRITITIRF. EMSHEAERSANED
THRABIERE. FIREREERERMBREAE STt
IER, ERAFEXREAS, HETREZHHE.
HITEARS BRAFAIE A StoreFront BRS5 88 L4
ESENT #iEEMRIZA. ERIVBIERT, WHIERFERTRE
SRS HRANHFRRSF[AZERERD .

SQL

SEEAH SQL T HIRM BRI, AR EWE
SQL #FaE, X1 StoreFront SEM 2BE RS
R# Citrix Virtual Apps and Desktops i ZEL i
A5 StoreFront #=, LIRS,

RS RAEZ RSFITRAMIBE —MEENIEES. ©
BE21 SQL LA MR OZENESER, X&H
EH|]i MS SQL £ kA1,

FEM ESENT #THIEER LI A SQL KIFHIE
o HIBNFERIT R
AIRERERNIMY Windows ARZ5 288015 AIIIE,

=32 StoreFront WEIMNE .

BEHR
AR

MRELIFAFITH, £ StoreFront HEEBENES N AREEEE ESENT $3BES Microsoft SQL #iEE,
FHEITIREIERN 55 21E StoreFront R EERFIEER.

Citrix BiVFrE N AR S SR EE I B R — Microsoft SQL Server 2 £, LBRERE M4 H 455/ LB 512/
&l

EPMNABEERUHEZR—MIERE, siiRRENMEENEAERNERF R, MRXLENAHEERREN
Delivery Controller i&x R, HEHIRENZEABENRARTEHME MTIEIZ R ABEE,

ERAEZ I ABIERNEA StoreFront BBEH, A LRILUSAMHEIRFEAEZESER. AIUE— " NAEELE
AR ESENT, BE— M NAEEEENER SQL. MTFEESHHEMUKEERIRIER, BNFEXF M.

BOf#AETETFE SQL
Server FIFEITIREUE:

7% 1. £/ ESENT g% StoreFront [RZ B RS |A RN RINBERT, B 2.0 LUORBIFRE
StoreFront [RZA#RfEAFE ESENT BiEEERS SF[AEM R Z BIEFEMERIT AR RSB[BANS N RERLEIT
FHIEENAEREE, ZRIASRS[ANMEEMRRAY, KARAFERITEMEMTREIAEE. ARER
FARZHER, XEERRAELEEN Delivery Controller 2#F, RERFEXWNHITRBIBRITMENERES,
BIanmIERERIBAF T,
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BER2: REH StoreFront fR55 25/ < Microsoft SQL Server s25]  StoreFront R A &3 SQL
Server £, HEMNMAMUTR—RSE L. AR EMATEEMNE— StoreFront 3E, FLEHER, FFATEE
FEMEEM Delivery Controller &, REZFENEITRSBEBRITIMENSETS, FIOMRIERIBRFITE,
EBFREESATAY StoreFront #2, Citrix FEINIIRSBAFRILL AR, ARECSELE Microsoft SQL $kiEE
LHIRARSSSREM R LIEMBE—HER. ARTERFAEEIUEE,

BHE3: BEERNSTAMR StoreFront fR3234E ML A Microsoft SQL Server 3215 (#%)  Fig StoreFront
BR$3 2840 pf REIERIE— N E M Microsoft SQL Server 525§ SQL #fEtisisE, WAREREAAT DI ERE
BURREY, EIEEEER, Citrix BIERFBIAEEK Delivery Controller R &E BN HITHEBIBRITMEN EET
%, Gl EMIBAAITRAFERS TR,

StoreFront Server Group

SAL Server
OR
SOL HA Cluster

Citrix ADC Load Balancer SQL Server

SQLInstance

StorefrontSQL3

BFR4: SIRSBATHENRIEPF LTS StoreFront R334 —NE A Microsoft SQL Server 52
i

AR

XE—TERiEE, RAELALEATESEFNZRFERN SQL Server B35, FEREMINHBEESEHRY
BRI St bR (R,

X55X 3R, E¥ET BIFRNZEHIBEPOREFEESL D StoreFront RS \/AMIER. Citrix BT LUKE
FEHEEFRARHIEROFNAERSS[AZEIRSITRRE, HEFLPHENIRSEEZEETBSHEZ A Microsoft
SQL Server 52ff), USRI, REEEBHIEEE. LLARFEAEHMIMG Microsoft SQL Server BELBE R ERLEM,
BRI T Microsoft SQL HAREHNITHEIERE SQL £5.
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UK StoreFront Server Group US StoreFront Server Group

UK 5QL Server
OR
UK SQL HA Cluster

US SQL Server
OR
US SQL HA Cluster

B =

UK Citrix ADC SQL Server US Citrix ADC SQL Server
Load Balancer StorefrontSQL2  UKSQJInstance Load Balancer StorefrontSQL5S  USSQlfinstance

e \q

~

= |

°
oy
StorefrontSQL3 StorefrontSQLE
aL
Publisher Distributor Subscriber

Publication
L _3
Publication
Database

- Distribution
L 4 1 Agent

Logr

-

i

Subscription
Database

—

i

Information

Distribution
Database

ATM https://github.com/citrix/sample-scripts/tree/master/storefront T FHIdREBBHE:

BRI

« Set-STFDatabase.psl - A& NWAEEILRE MS SQL EiEF/H, 7£ StoreFront fR$Z88 LiE17,

« Add-LocalAppPoolAccounts.psl - 5 asith StoreFront fRSS 2389 BIZF 133 SQL HURERIZEMNE
NIGEIBR, 7E SQL Server LiEf7H%E 2,

+ Add-RemoteSFAccounts.psl - #FREZaAPHIFTE StoreFront fRE528%¢ SQL #UBERIRENM B NiH
AR, 7£ SQL Server EiBf7A%E 3.

+ Create-StoreSubscriptionsDB-2016.sql - £l SQL #XiEEMZE24, £ SQL Server Lis{T,

HIREFEARAN S NS

« Transform-SubscriptionDataForStore.ps1 - 3§ ESENT hfH B iTiRAKIES HH %R SQL &iFH
BHRUBEEN

+ Create-ImportSubscriptionDataSP.sql - tIE— 1 7=i#id 123 F A\ Transform-SubscriptionDataForStore.ps1

HipEiE. /A Create-StoreSubscriptionsDB-2016.sql eI #iBZEL S, 7 SQL Server £iEfTit
Hﬂ]zt_;ﬁo
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72 SQL Server LfE2E StoreFront fRSE523p9aAsiti 2 24
FHE 2: RiEHE StoreFront fzS23#17<3 Microsoft SQL Server 3:f]

7 Microsoft SQL Server EgIE—1%& 7 <SQLServer>\StoreFrontServers Mathiz A, HH
IIS APPPOOL\DefaultAppPool #1 IIS APPPOOL\Citrix Receiver for Web FHimEiM
P LA i At 22 Sy StoreFront SREXAIE A SQL. bR S4BT IR AMEEITRIEEREN.SQL M35 A,
E it 35 # R4 2 FRITED,

AT T4 Add-LocalAppPoolAccounts.psl REEBNE,

#1517 Add-LocalAppPoolAccounts.psl Rl s 2 &1 & % StoreFront, ZHIABURFZEHK IIS APPPOOL\
Citrix Receiver for Web @#l IS FMRES, ZKFEREHEE StoreFront Z#iRERE, I1S
APPPOOL\DefaultAppPool 2i@id%i IIS Web RSB A EENEIEN,

# Create Local Group for StoreFront servers on DB Server

$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or
StoreFront AppPool Virtual Accounts"

# Check whether the Local Group Exists
if ([ADSI]::Exists("WinNT://Senv:ComputerName/$SLocalGroupName'"))

{
Write-Host "$LocalGroupName already exists!" -ForegroundColor "
Yellow"
}
else
{

Write-Host "Creating $LocalGroupName local security group" -
ForegroundColor "Yellow"

# Create Local User Group

$Computer = [ADSI]"WinNT://$env:ComputerName,Computer"

$LocalGroup = S$Computer.Create("group",$LocalGroupName)

$LocalGroup.setinfo()

$LocalGroup.description = $Description

$Localgroup.SetInfo()

Write-Host "$LocalGroupName local security group created" -
ForegroundColor "Green"

}

$Group = [ADSI]"WinNT://$Senv:ComputerName/$LocalGroupName,group"

# Add IIS APPPOOL\DefaultAppPool

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\DefaultAppPool")

$StrSID = SobjAccount.Translate([System.Security.Principal.
SecurityIdentifier])
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SDefaultSID = $StrSID.Value

SAccount = [ADSI]"WinNT://$DefaultSID"
$Group.Add(SAccount.Path)

# Add IIS APPPOOL\Citrix Receiver for Web

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\Citrix Receiver for Web")

$StrSID = SobjAccount.Translate([System.Security.Principal.
SecurityIdentifier])

SWebRSID = $StrSID.Value

SAccount = [ADSI]"WinNT://$WebRSID"
$Group.Add($Account.Path)

Write-Host "AppPools added to $LocalGroupName local group" -
ForegroundColor "Green"
<!--NeedCopy-->

/A SQL Server EBEEEREAM SQL LIPS AmBEE, StoreFront 5 SQL Server Z BIRH#IZEEEE
& EE,
ﬁ 5ql Server Configuration Manager

File Action View Help

&= 2|Hd:= H

ﬁ SQL Server Configuration Manager (Local) Protocol Name Status
& SQL Server Services
4 sQL Server Network Configuration (32bit)
v 9 SQL Native Client 11.0 Configuration (32bit)
=L Client Protocols
& Aliases
v i SQL Server Network Configuration
&= Protocols for STOREFRONTCAM2
v 9 S0L Mative Client 11.0 Configuration
2L Client Protocols
5} Aliases

Shared Memo Enabled

W Named Pipes Enabled

WIRIEHECE Windows B ASERIN LA 6 R4S E I O sl EhA IR O 237 SQL Server &, 5505 Microsoft scid,
T RN SRR R ITICR (R,

e

MR ERER A SQL I, ERE localhost FEZEFFRABEAMN <hostname> BE M NIEHA
IPv4 #tisit, Windows AJge=2id &M IPv6 ik IPv4, #H localhost #9 DNS f#th el e =ik [E]:: 1 iR
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8 StoreFront # SQL Server 89 IPv4 ik, AIREREEENIRS 2Z LTS IPv6 ML A BERRR LR

=]
o

5% 3: StoreFront fRs32348M1% A Microsoft SQL Server 52

7Z Microsoft SQL Server t#lE—1M& R <SQLServer>\StoreFrontServers Mzt £, HHM
StoreFront IRSBAEMNFER R, kL LATSE Create-StoreSubscriptionsDB-2016.sql fiiz<F3| /A, %
A 7E SQL Aol TR EIB RS,

& Computer Management

File Action View Help

o 2@ XE= B

A Computer Management (Local) Name Description
v [t system Tooks éE—Access Control Assistance Operators Members of this group can remot...
.EF:Z:‘S\?::::H % Administrators Administrators have complete an...
Shared Folders & Backup Operators Backup Operators can override se... StoreFrontServers Properties ? x
« @ Local Users and Groups %szflule Service DCOM Access Members of this group are allowe...
- | Users & Cryptographic Operators Members are authorized to perfor... General
= Groups & Distributed COM Users Members are allowed to launch, a...
(%) Performance % Event Log Readers Members of this group can read e... % StoreFront Servers
M Device Manager &Guests Guests have the same access as m... b
v %5 Storage ik Hyper-V Administrators Members of this group have com... -
W Windows Server Backup &5 I5_lUSRS Built-in group used by Internet Inf... Descrption gm?’:ms‘g;ﬁg:‘zse"a Machine Accounts or
= Disk Management Ek Network Configuration Operators Members in this group can have s...
f-; Services and Applications *—Per’crmance Log Users Members of this group may sche... Members:
%P:rfcrmnnceMomtarUsers Members of this group can acces... \StoreFront SQL1
&% Power Users Power Users are included for back... \StoreFront SQL2
.% Print Operators Members can administer printers ...
% RDS Endpoint Servers Servers in this group run virtual m...
&E—RDS Management Servers Servers in this group can perform ...
8 RDS Remote Access Servers Servers in this group enable users ...
& Remote Desktop Users Members in this group are grante...
% Remote Management Users Members of this group can acces...
% Replicator Supports file replication in a dom...
% Storage Replica Administrators Members of this group have com... Changes to a user's group membership
*—System Managed Accounts Group Members of this group are mana... Add... Remove are not effective until the next time the
&% Users Users are prevented from making ... userlogs on
S SO Seree2003S0L BrowserUserSSHAREDSQL ~ Members in the group have the re... .
I Contains SloraFrint Sirver Machi... Caneel o i

15FrE StoreFront ARSZ B4R ENIKF HMNE <SQLServer>\StoreFrontServers A, #ME SQL
Server fEH Windows 84 %3E, MREHPFIHE StoreFront BRSS 231 E MK 7 BEIRERAIS N\ SQL HE9iT
FiER. Bz Add-RemoteSFAccounts.psl AT PowerShell R oI AE2H, HRAERMAmD
#79 StoreFrontSQL1 #1 StoreFrontSQL2 9 StoreFront AR5 23

function Add-RemoteSTFMachineAccounts

{

[CmdletBinding()]
param([Parameter (Mandatory=$True)] [string]s$Domain,
[Parameter (Mandatory=$True)] [array]$StoreFrontServers)

# Create Local Group for StoreFront servers on DB Server

$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or
StoreFront AppPool virtual accounts"

# Check whether the Local Security Group already exists
if ([ADSI]::Exists("WinNT://Senv:ComputerName/$LocalGroupName'"))

{
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Write-Host "SLocalGroupName already exists!" -ForegroundColor "
Yellow"

else

Write-Host "Creating $SLocalGroupName local group" -ForegroundColor
"Yellow"

# Create Local Security Group
$Computer = [ADSI]"WinNT://$env:ComputerName,Computer"
$LocalGroup = $Computer.Create("group",$LocalGroupName)
$LocalGroup.setinfo()
$LocalGroup.description = $Description
$Localgroup.SetInfo()

Write-Host "SLocalGroupName local group created" -ForegroundColor "
Green"

}

Write-Host "Adding $StoreFrontServers to $LocalGroupName local group" -
ForegroundColor "Yellow"

foreach (SStoreFrontServer in $StoreFrontServers)

{

$Group = [ADSI]"WinNT://Senv:ComputerName/SLocalGroupName,group"
$Computer = [ADSI]"WinNT://$Domain/$StoreFrontServers$"
$Group.Add(SComputer.Path)

}

Write-Host "$StoreFrontServers added to $LocalGroupName" -
ForegroundColor "Green"

}

Add-RemoteSTFMachineAccounts -Domain "example'" -StoreFrontServers @("
StoreFrontSQL1","StoreFrontSQL2")
<!--NeedCopy-->

7£ Microsoft SQL Server #h &N AEEEE T HEIBELRN

1889 Microsoft SQL Server Eg|E—1Nes &L, it StoreFront /A, 5.SQL MIATHNKRRIGENS SQL ik
AN REMBERHBUREX N EMA BB, R4 Create-StoreSubscriptionsDB-2016.sql £/ SQL
Server 2016 Enterprise,

B HBEERIEE, AGEEREKRIEZE, 8 SQL Server Management Studio (SSMS) 8% #iEE.
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Object Explorer * 1 X
Connect~ ¥ ¥ YO &
= @ STOREFRONT I2ASTOREFRONT 2 (SOL Server 13.0.1601.5 - \administrator)

E Databazes

System Databases
Database Snapshots

B New Database

[* =

Select a page )
Scri Hel
% Gonent IT Script ~ @ Help
J Options
J Filegroups Database name: “
Owner: | <default>
Database files:
Ii Logical Name  File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize F
:1 ROWS.. PRIMARY {8 | By 64 MB, Unlimited 7]
s L i
& _log LOG Not Applicable 8 By 64 MB, Unlimited | Q
=2
#
[
[
&2
Connection
Server:
STOREFRONTCAM24STOREFR(
Connection:
PTD \administrator

ﬁ View connection properies

Ready £ >
Add Remove

Cancel

BANBIEER USRI AREE, SUEFEMER, FIi STFSubscriptions.

EIETHIAZ AT, 4T StoreFront BBEHRHEMNARE, HEISURGIIZAFRRI5] B LA R StoreFront #1 SQL
BE. fln, ok

o NIZOIEMNENMIEESSR, UWES USE [STFSubscriptions] 8 StoreFront sRE9EfE R #RAEIT
Fio

o BEdRE. mdf 71.1df XHMEERIEE R BIEENFELE,

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
STFSubscriptions.mdf

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
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STFSubscriptions.ldf
o ERIAEHIEERS SQL Server ZFRAISIA:

CREATE LOGIN [SQL2016\StoreFrontServers] FROM WINDOWS;

ALTER LOGIN [SQL2016\StoreFrontServers]

BITHIZA, RIMECEZRMGE, BOIE=18EER: SchemaDetails. ITIRAFBF.
= Databases
System Databases
Database Snapshots
=
£ Database Diagrams
= Tables
System Tables
FileTables
External Tables
BE dbo.SchemaDetails
7 B dbo.Subscription
= FEH dbo.User

|+l

= B [

+

TENSIEETRERRETRT Create-StoreSubscriptionsDB-2016.sql Bz 82803 T 5B Ze M :
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SchemaDetails
major_version

minor_version
details

User Subscription

7 id D——=ca ¢ id
username subscription_ref

resource_id

user_id
status
metadata

secure_metadata

781 StoreFront L AEIEEZE SQL Server & ZFRFH

=

e

f7fE7E ESENT $UBE PR ERRIBITIRSIER W HEREMBR. NREREM Microsoft SQL Server i&
[REER ESENT, A AMIBREFMEERF TS H R EMIROERRIGHIE ESENT FRAR%EE SQL BT
FAEENENEREMITE, HERFARERIIXLEHIITRIER. FBERIBITHERNEFE.

ERAEE LEREA ESENT iTi  #77F PowerShell ISE #i%#2 LUBIE R 41517,

M -UseLocalStorage =R EE U T AEEFR/SA ESENT ITRNNBEE:

$SiteID = 1
$StoreVirtualPath = "/Citrix/Storel"

# Sets SQL DB Connection String
$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath
$StoreVirtualPath

# Removes the SQL DB Connection string and reverts back to using ESENT
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Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
UselLocalStorage

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

<!--NeedCopy-->

FE2 374

77 PowerShell ISE Hi%ZUEE & 5 HIE1To

BEENMER $StoreVirtualPath & B EEF R RN ABE

$SiteID = 1

SVirtualPath= "/Citrix/Storel"
SDBName = '"Storel"

$SDBServer = "SQL2016Ent"
SDBLocalServer = "localhost"
$SQLInstance = "StoreFrontInstance"

# For a remote database 1instance

$ConnectionString = "Server=$DBServer$SQLInstance;Database=$DBName;
Trusted_Connection=True;"

<!--NeedCopy-->

# For a locally installed database 1instance
$ConnectionString = "$DBLocalServer$SQLInstance;Database=$DBName;
Trusted_Connection=True;"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath "/
Citrix/Store"

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
ConnectionString $ConnectionString

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

<!--NeedCopy-->

MRERBEFNES N ARELPEENER SQLERFHH, BWHEERTIHIRE,

BIMBEHIEM ESENT i 2] Microsoft SQL Server

2RIUA ESENT #iEE# 2 SQL, FEHIT RIS HIERRIRE, RETHEMARREYDERITI——REERFE
902R StoreFront #1 SQL SLfFRERF I REEIER, WAAEMITIHSEUERIERIE SQL fEHMEIR. BE,
s ESENT TR G SQL 18X, ARERIUEEHLITHNZER,
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Tl E—EAFEEA SQL T

= R

HHEL

LLLLL

i usemane

# 12 1 &/ Transform-SubscriptionDataForStore.psl fZ<i% ESENT #:iB3% ity SQL A iFHIME I LUEHE
BSAN EBERIBMOiti ESENT $#4E/ StoreFront fRs88,

ARSS BRAMERIRRENER, AiREXLRN R DEERRENITHIZR.
77 PowerShell ISE #i%&$Z LUBE R FHIE1T.
BITH <StoreName>. txt X#M ESENT $#iEES L E Yai A A SEMEZ Transform-SubscriptionDataForStore.psl,

PowerShell i3 EBRYEMTIRTIREFAR IR, UBEBIARHBEITHEIRIER TR, XeERERKNEA
BEARIE,

MIZARSERE, BREMNHIEEEANIISRAFPMNEE LN <StoreName>SQL . txt, ZMATCATH—AFIER
I EMBIERIITIHS

WNETHE SQL Server WEMNABEEEERITIIE,

S8 2 £/ T-SQL FiEd 12t 8 SQL SNERENEHE S TMTNARENSRELR—RSA— I NAEEE,

BESE 1 helEs <StoreName>SQL . txt XM StoreFront REZ 2 =EE %2 Microsoft SQL Server
£ C:\, FBHESE N SubscriptionsSQL.txt,

Create-ImportSubscriptionDataSP.sql MiZsig el —4 T-SQL FEZ 2 UM ES NITHEIRE, 248 RiRE
M—RAPHNESEE, WEBEMN SQL BUBEMRMSEHHIFRD NERNR.

7E31T Create-ImportSubscriptionDataSP.sql Z#i, EEegR USE [STFSubscriptions] MEREEH
TR ETFEME T 2BV

fH SQL Server Management Studio #T7F Create-ImportSubscriptionDataSP.sql X, HEHBPHRITHE,
LteB A ImportSubscriptionDataSP 1z &3 iR INEIE 2 sl eI BN EUREF,

RINBIEREMSIEE, SQLEHAPRKRERUTEE, H¥ ImportSubscriptionDataSP =it 12 R N EI$k B E
Hr:

Commands completed successfully.
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= Databases
System Databases
Database Snapshots
W STFSubscriptions
Database Diagrams
= Tahbles
System Tables
FileTables
External Tables
B dbo.SchemaDetails
FR dbo.Subscription

52

= &

B &=

+

= BB dbo.User
&= Views
[+ External Resources

Synonyms
= Programmability
= Stored Procedures
£3] System Stored Procedures

® E dbo usplmportSubscriptionData

ARPHEHEIBURITZERE, AEEFERITEEIEAHREAE,

S5QLQuery19.5ql - S...administrator (39))" & > EENTRT N RS R Create-lmportSubsc...adrr
1 USE [STFSubscriptions]
2 GO
ER
4 - DECLARE @return_value int
5 | EXEC @return_value = [dbo].[uspImportSubscriptionData]
6 SELECT 'Return Value' = @return_value
7
g8 GO
133% -~
B Results g Messages
Retum Value
1

BfE O REFMEHIEHLERIEAN. SAENEFNEAFHSIZRE SQL £H &, FHIBERIETE, B
Transform SubscriptionDataForStore.psl {2##HITHIERN B HBME—AFA 5 TEAE D SQL ZigHER#HT
b, RS ER LA,

REFIREAITRSHES SQL REH S HEILES

SELECT COUNT(*) AS TotalSubscriptions
FROM [Subscription]
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<!--NeedCopy-->

HMAPE—BAHES SQL RENAFARPIICREAETE

SELECT COUNT(*) AS TotalUsers
FROM [User]
<!--NeedCopy-->

INREERAA R R 100 ME—FAFF 1000 FEITHIER, SQL MERINEREETEENME T,

T % StoreFront I EMERF B EEBEEHITHKE, AR ITHREUEITREZRE, ¥ SQL hEHMNE
ITHIER. E21E SQL HelEHARMITIHIER.

FB 3 WERANEIEETT T-SQL i
AR

Ffii8 Delivery Controller Z##EX S A/NE, FHAMMS StoreFront FERMNANE MBI,

-— Get all SQL subscription records
Use [STFSubscriptions]

SELECT * FROM [Subscription]

SELECT * FROM [User]
<!--NeedCopy-->

-— Get all subscription records for a particular user SID

Use [STFSubscriptions]

SELECT * FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1id]

WHERE [User].[username] = 'S—=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX=
XXXX'

-— Get total number of Subscription records for a particular user SID

Use [STFSubscriptions]

SELECT COUNT(Subscription.id)

FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1id]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~
XXXX'

<!--NeedCopy-->

-— Get all subscription records for a particular delivery controller
Use [STFSubscriptions]

SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'
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10

11 -- Get all subscription records for a particular application
12 Use [STFSubscriptions]

13 SELECT * FROM [Subscription]

14 WHERE [resource_id] = ' DeliveryController.Application’

15 <!--NeedCopy-->

£/ T-SQL EmaEk BRI EITIIER
eRAERA:

FrERGI SQL EfFANREONERRNLTLHEBRITEAIE, RERERRMNTAIMSBERITIHEENER
ERSEBINEDR, Citrix @R 5=, REUT T-SQL EGENBEAERNTHRE R EHRNERE, ERXERITH
MFRIBSEVIERZ AT, &0 SQL BIEET2&ENRIFIEITHANE. RENTLENEDAIEISBEHIEZERN
Bif, EXNEFBIEERITEBSH T-SQL UPDATE 8¢ DELETE B2 AT, BXEPAEIEEITE St A = iR
FeRYAE P B3R R TR BI AT BTl

AR

Ffiig Delivery Controller ZFf#X HA/NE, HAMMS StoreFront FERIIANE MZFTTE T,

-- Update the delivery controller used in all subscriptions.

Use [STFSubscriptions]

UPDATE [Subscription]

SET [resource_id] = REPLACE(resource_id,'OldDeliveryController."',"
NewDeliveryController.")

WHERE [resource_id] LIKE 'OldDeliveryController.%'

<!--NeedCopy-->

A WN R

o U

-- After enabling multi-site aggregation, update the resource_-id

Use [STFSubscriptions]

UPDATE [Subscription]

SET [resource_id] = REPLACE(resource_id,'OldDeliveryController."',"
DefaultAggregationGroup.')

WHERE [resource_id] LIKE 'OldDeliveryController.%'

<!--NeedCopy-->

A WN R

o U

-- Delete all subscription records for a particular Delivery Controller
Use [STFSubscriptions]

DELETE FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'
<!--NeedCopy-->

a b W N =

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

<!--NeedCopy-->

o U~ WN B
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-— Delete all subscription records for a particular application
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE '%.Application'

<!--NeedCopy-->

-— Delete all subscription records for an application published via a
specific delivery controller

Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] = 'DeliveryController.Application'

<!--NeedCopy-->

-— Delete all subscription records for a particular user SID

-— relies on cascade to delete records from [Subscription]

Use [STFSubscriptions]

DELETE FROM [User]

WHERE [User].[username] = 'S—=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~
XXXX'

<!--NeedCopy-->

-- Delete ALL subscription data from a particular database and reset
the primary key clustered index to start numbering from 0.

-— USE WITH EXTREME CARE AND NOT ON LIVE PRODUCTION DATABASES.

-- Can be useful whilst debugging data import issues to start with a
clean database.

Use [STFSubscriptions]

DELETE FROM [Subscription]

DBCC CHECKIDENT ([Subscription], RESEED, ©)
DELETE FROM [User]

DBCC CHECKIDENT ([User], RESEED, 0)
<!--NeedCopy-->

B REE R UEx

December 5, 2023
BEER “BAPITR RREFUTEZ—:

o RIFAFEMBRKER (BBRSNARERE). ARTNUBI RGN AEFEE ENESREENBER. B
FRINBRETEESICERREN BEF. WRHNBRERFEREEIUET+ L.
o ZRWER GREINENARE). AP FREWREEBUERERNAERF. F2RETUERR,

ERITARSRFRN AEEITHSE. ENMERYNARENITEARAAAE NRERNESHIERX,
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1. 72 Citrix StoreFront EEEH SNANERPERNAEET R, AREERERPER—TNAEE. 7§
FERD, RERENABERE

2. BERAF TR LK A ST P USRI AR

3. EEERAFITE (BBRSARE) S BIRRE.

4, BEEZRAFITR (GRHIENEBEE) U BRE R,

Configure Store Settings - Store

StoreFront Manage User Subscriptions

#) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
P subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)
Advertise Store When you disable user subscnptions, the Mandatery store is then in effect. All applications
published to users are available on the Home screen without users subscribing to them. User

Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.

2]E, EEILUER PowerShell cmdlet Get-STFStoreService AN AREERBRFITIE, Fl40:
$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"
Set-STFStoreService -StoreService $StoreObject -LockedDown S$True -

Confirm:SFalse
<!--NeedCopy-->

Citrix Virtual Apps and Desktops 25

February 22, 2024

i@t Citrix Virtual Apps and Desktops 5k Citrix Desktops as a Service XM BIEF, 15E EB#ER L TIER
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KRR A B SN AEENRNENAEFNNGE, BEXXMNBAEFNEFAES, BERNARER.

s ENRREFEN (EEAR) REHD, MAEHEENABE Web 55t 2 RENBZF B

o ERANXBFFED, AANSTEALAREFFAEENTAEE Web ihm £ 2REIRAURERXET.

WEIRR AR EIR eI A BN R P BRI StoreFront Web 55 EHIN FZR.

o ENAEFERIFES, REFEHALI. EXFIEMPEE \ USIEXHLEREM, Fia0, Ea]LiRESE
BN ARFH#ITAA, HaUAREBLAANSHAFACIFICIRXHE, ENABIE Web thaiIN AERF
EIRA, XKINMEERENFIRUAREMER RN AERER,

AILLEEEFRE KEYWORDS : [keywordname] MiNEINAEFIRE, ANAREFIEEDRNIXET. 21
XBEFZEIREEATSKRHITOMNR; 5I1a0 KEYWORDS:Accounts Featured, AILUEE AR ERXREF:

o TSR B - BEEEANAEELE)
o ISR ARERFAE,
o BEXRFRARHE N

KBF R ol

Bt BRBERERFAME “E0 EHF, SWEXRR, AF
FTEM “ET R ERMERS RN AER, MNRARK
FASIERRA T W, T

Bzh HAPERUABNEN, ZNAEFRSES B EH
AINEIE “ETT EMER, AP A UECH R R A
B, MRALABMERA TR, NWEK.

TreatAsApp I R mLseH StoreFront EEM AN BERF. £H|
ERENAERATFL, MESREREANFL, 1t
5, HAPERINARE Web thatt, SEASELEN
BEh, AL Desktop Viewer #17iA18), BMES Y
Hith R Ak sHT T IR E,

prefer=" application “ Hrh application tRRASHRENN FHIEF. (UERAT
Windows &9 Citrix Workspace R B2, XIEEY
AN RN AR AN S RN ERSEGIER A AR, &
RAFERTIE. AXEFEAREE, BESRMLE AN ARER
AR g

Primary #1 Secondary FERZIRREH, 18T XRF primary WREIEHA
KMETFEAXEF secondary RS,
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SRNABERE

February 22,2024

AR ‘REVASERE PH ‘BARE NHRESSKANNABERE, FLLIQEREEEH PowerShell i
e,

BERER

EZIRS|[EIMER, B—RNEA—BRS B UBRRS[/AENECE, #iR Citrix StoreFront BIRITHI 8 KRTEE
ERNEAEMIRSELET. TlE, BRBNEEFMMNERFERIIRSSE, UWEERBEPNEMARS .

1. 7£ Citrix StoreFront EEEHIQRANERPIERE “WABE TR, FREERPER—TNEASBE, ARG
£ B ERTER EENABERE.

2. ARENABERENAE L, EFERKEHHITRAENENL.

Cenfigure Store Settings - Store

StoreFront Advanced Settings

Configure advanced settings with caution,

User Subscriptions

Address resolution type DnsPort =
Kerberos Delegation Allow font smaoothing vl
Optimal HDX Routing Allow session reconnect igl
Allow special folder redirection (]
Advertise Store Background haalth-check polling period 00:01:00
Communication timeout duration 30
Connection timeout 6

Enable enhanced enumeration [

Enable socket pooling

Filter resources by excluded keywords

Filter resources by included keywords

Filter resourcas by type

Maximum concurrent enumerations 0

Minimum farms for concurrent enumeration 3 -

3. BEHEHEMUREEN.

ML ERATSREY

AILUEE B MRS BRERATIESEA, FIAMER 79 DnsPort,
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ERLKETOR, MMUHERTEE THdRPER—ME

e Dns
« DnsPort
« |PV4

» IPV4Port
* =R
 DotPort

o+ Uri

+ NoChange

RN RAFEFE

ALUEERTEN HDX 2IERAFAHTEE. RIAERFH.

ERRREEOR, EREATNAFERETEEDR, AGREHE.

RIFEFERRIE

AILIEE RS EENEE HDX 21&. BUAERF.

ARLREBOR, ERAFEMERSIEE,

RIFRHX R EE M

BB THHRXEREEEE, BPATLUERS 3 Windows 5 4 ST B A BB X, HHXTEE
fetnlE Windows 3% (30 \Documents #1 \Desktop) , LR ARERS, ENTBLUERARET.

ERFREEOF, ERHBUEERATTRAXEREERENUEBXERARAXMREER, AGRREHRE,

BREITIRRNE

StoreFront 33 &> Citrix Virtual Apps and Desktops Delivery Controller. Cloud Connector #1 Secure
Private Access RS8BT EHEBEITRRIEE, URKESRMRSEATAENEH, FABLAETRARE,
StoreFront SHITERANNINZE, EHTTEEQNEHERIR-,

i®Z Cloud Connector i&#% Citrix KEBEIARS N, BREBITRRAREERE—NMFL, BIETUKRERSHL VDA 5
Cloud Connector i FR—IBBXMEZES. WE Cloud Connector T34 #% Citrix £mBPIERSS, Cloud
Connector {EREZAM ENEEFRMREMTR—MER VDA HIEEERE, StoreFront ERERETRIKEL
RAMEMESKRRSENBKYEES SN AEFN R,
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AT HRPERENZRATAN, MEFESIRRE (BRUE) hRHAR, HSHYEME StoreFront fRSS28 L

B StoreFront 2308 &£, RIANFNABEBRBESREITIRRKREINgE, Citrix BiVEEFRE StoreFront ZEH
BEFEBEERRS. EBRRZASHETIRRKNE, BFERT8%k AdvancedHealthCheck #9 PowerShell
cmdlet Set-STFStoreFarmConfiguration.

EaeBETRRERIHHIR

StoreFront 3¢ & 4 Citrix Virtual Apps and Desktops Delivery Controller. Cloud Connector #1 Secure
Private Access fRS BT EIRIETIRRINE, MURIEENIERS B TTAMENFM. BiAREHH (00:01:00). ES
FigBEEOF, AEEETRANEREFBEENE, ARRTHERFSITRIRENTIER, BATSREITRA
REE, FTEMERAFAIHSERNRKNE, BAXAEREMMERE,

RS EBAHARR

BIAERT, StoreFront mivi &R R IRIVARS BT A HRNERIFRETE 30 WEEN, EEE=HAK 1R
&, RSB[BEMAFETH. ERKKEETOHR, EXFIANE, AGRREHEERNXLEIRE,

EEZERY

AILEES Delivery Controller Bz #iaEERN SFMFER. BIAEN 6,

ERLREEOR, EERUMRERNE/ONEY, ARRTHE

5 RRIEaEMEE

IbEmES] StoreFront %4 Citrix Virtual Apps and Desktops b s At 2 B2 A = E A 2 R T 2IRIREF
#if Delivery Controller. BN hmREHRRE, FHAKETUETIMNAFER, ERLWETN FRINEE),
StoreFront =FIBYMFATE Delivery Controller X H#EER, HELBMNNREME, AR LR LR
FH LKA E T RIETRIFE TR,

ABRKEROR, &EF (HEUHERE) BRERNEET, AGREHRE,

ERERTMH

RINERT, ERFUENASERPLTEARS. BREEFHE, StoreFront 2RE—NEREFH, MARES
REENCB—ERT, AEEEXANEHEOERERR. BRERFHAIEREE, LEHENTREEETE
(SSL) &%, BERAEETH, BRENABSEEEXH. TBARBEEOFR, ERERAEEFMOADN, ARREHRTE
UBRERF M,
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X RBKEX

BOINERT, XHRBEXBKENAEEPLTERARES, X%, SAFPTAENRENAM 4R, RASBABTTEEE
mEAPITRNNAER. ERAZAXMHEEXE, &M PowerShell &< Set-STFStoreFarmConfigurations
f5ugn:

SstoreService = Get-STFStoreService - VirtualPath '/Citrix/Store'

Set-STFStoreFarmConfiguration $storeService -EnableFileTypeAssociation
Sfalse

<!--NeedCopy-->

WIEHER (REPRIIXRET)

A LURHBR N X BTSRRI R, BEHMXBFRBRUNRENMEESEXETF. BANEBR “FIiE (RHkR
FALIEAEESi) N

1. ABRRREBEEOP, HETERR (FRHREXET) 17,
2. BEAMEITFTREER (RHRNXET) §0,
3. HRAXBRFEPEAUD SHRIXRFIIR
4. BEHHE.
|h-: & Store Settin Store
StoreFront Advanced Settings
Configure advanced settings with caution.
e ke Communication timeout duration 30 T
Kerberos Delegation Connection timeout b

Enable enhanced enumeration

| &

Optimal HDX Routing
Enable socket pooling J i

| Advertise Store Filter resources by excluded keywords

Advanced Settings Filter resources by included keywords

Filter resourc

Filter Resources By Excluded Keywords
Mazximum co

Minimum far
Override ICA
Require toke

Enter a semicolon-separated list of keywords for matching
resources to exclude from resource enumeration. If no keywerds
are specified, no exclusion filtering is applied. =

Server comm

FiII:er res;urcci Keywords: || |

Keywords for m rds
removes any pr pes

ﬁ Cancel | Apph
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E fF B PowerShell E X8 &, EFE AT 2 ¥ -FilterByKeywordsExclude B cmdlet Set-
STFStoreEnumerationOptions.

UTXREFETREXRET, TEATIIE:

« B
o SR

WIRER (REENXRET)

ALREEXBFLRLRNER. IEE0EXRFERSUREENFREHRXRET, BRNEERN IR (RERE
AZRLR)",

. ERRILEFOFR, HITERR (REFHOXRETF) 17,
. BEAMEITATRER (REENXREF) B0,

. ERAXBFEFRAUD S DREXEFTIR

. BEWE,

A W N =

Z 5 B PowerShell Ekig B, BHE BT 2 8, -FilterByKeywordsInclude B cmdlet Set-
STFStoreEnumerationOptions.

UTXBEFERTREXET, TEATIIE:

« B
o SR

TIESR (FR2R)

ERETRRNEPEENRREE, RWARER TR (EMERRER)",
EBRRLEEOP, ERSERR (L), BHIATNEN, EREEREPOENTRELE, RARRHHE,

Z F A PowerShell Ek 8 B, BEFE R 8 % —FilterByKeywordsInclude # cmdlet Set-
STFStoreEnumerationOptions, #EEXFLE (NARF. SEHXY) HES,

HAEMEER LR

FEER1XEI£EB Delivery Controller B9 & iERE LR, ILERERAT BREMEEKRESERNEM. BINEEA “0
(FEPRE)” o

ERRKEEOR, EFRHAKRER LR, IA—THF, ARBEEHE,
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HEMZENZHE TR

IBEMAF LK EFEN Delivery Controller BS/\k&, ILEIFERA T /5 A RKESEMBT K. FRINMERS 3.

ERLREEOR, ERHAKENGHETR, BA—TMHF, ARREHE,

EBE ICAZF RSB

8 Web 58 EmMetE— ID BE.ica BHIXETNEFHERMIEE, NRZ2A, Citrix Workspace R BEF#EE

EEFPmZT. FIAMEAX,
EEREBEEOFR, EEES ICABFHRAMEDR, ABREHTE.

WMRBALS, StoreFront s2FIAFHMINENMXS AT HRNABEENMXRE—H. MREF—X, APUR
EIHITRMIIIE. BANEENNERLLEDR. NMRAFPBEIERT SHIIENMXHRNE/EE, N RERIL)

BE. RAIAERNF

ABRREROR, ERERSE—BEDR, AGRREHE,

AR EREE IR

fEEZIRS Delivery Controller #T@EERIRE, BSIREE, SBERCATTR. BiAER 1,

ERKREEOR, EFRSB[BESZEHREY, BA—IHFE, ARREHE.

3f|HARE P %2 Desktop Viewer

IEEAF MIBREFPIFFESENZSE S5 Citrix Desktop Viewer EOMIT AR, BIAEA*X,
=D

ERRLEROF, HEEXIEREF 2T Desktop Viewer i£11, AERHHE,

REENANBER

SEEARNAREN, EERREETE ‘MAEF HEY, M ‘fSE MNEF. RAEAX.

ERRKEEOR, ERFILERNNABERFER, ARBHHE.
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AN AEERERE HDX BH

February 22,2024

it B & £ Citrix Gateway 8 H, LUt M HDX Engine B B 2 A StoreFront @ Citrix Virtual Apps and
Desktops ZfRMNARFR ICAEZELE, EEBEAT, MRNREMXHBEERRNHIENE,

REAAFIAIE StoreFront FTANIEE AR REMXIIETE X &E Citrix Gateway &&. MRBHBEILLIER
HIERMMXEMESR, StoreFront &BzhAITILERIE.

BT LUE RIS E)REERY Delivery Controller siX i3, Xigi2—4 Delivery Controller, @&HARKREMEMIEN
BIEIL. FIFFHREE Citrix Virtual Apps and Desktops $EXH, £ StoreFront BhE X FEMFRIFHBLANS
£ Citrix Virtual Apps and Desktops FEXHZRIRZ LT, A —MREMXMF TSI, BIEE
BRERA—ITXH, —MXIEEERAREMMIBABN—MUERL. MBASIXEEDE—RE Citrix Gateway,
BTF5XKEHmRIFREI HDX Ei,

BXXERFAER, FSREKE,

fERHBTRA

1 x UK®% -> 1 x UK StoreFront

o REXMNYBREFNRE
o (VAT REREEBNUTEENNBEFNEHE

1 x US 3% -> 1 x US StoreFront

o XEFAHMNNBEFNKE
o (NATFREREEBNUTRENNBEFNKHE

U FRERNMXERUTEER StoreFront REXNERERENFIR BINZAREFNRE) B9ZEHE.

i F%EH StoreFront 7£H Delivery Controller ZIRFRBSENX T AL FEEFFEEM Citrix Gateway LUK
U FREMEER Controller, UK AFRBIEMIBMAERERMX. StoreFront MipipplizigRiR. MRHE UK &
BRAEH, (EARRSIEREERAE, W1 LUEED US HR.

ERBARENXEHNIERT, FE ICA BaiERd I ZRERNUTRENMXEE, MAEERRPITEAt
BXig, RIMERT, SIEBNERE, SIEIERMMXH StoreFront z1&iR%. REMXBRAKBSILILE, H5&
BT SR AREFMNKER US ZEBRENMXETL US &,

AR

SHFEA StoreFront KFBE™EE, REgNE N RS — M RIEMNX,
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ERKENRAIZR

1 x CAMZone -> 2 x UK StoreFront

o KESIN: NAREFNEE
¢ XERBSBARE:
o ENEMMPTR: NARFHIRE

1 x FTLZone -> 2 x US StoreFront

o XERBSBARE:
o KESIH: NAREFNRE
o ENEMMPTIR: NAEFMRE

1 x BGLZone -> 2 x IN StoreFront

o ENEMMPER: NAEFHIRE
o KESIN: NAREFNSE

o ZEARBSEARE:. NAEFNEE
1. FR{EMXRIRH
Network A
<
) ) Store
Receiver dg) 1 Front
©
e
Network B e
XD Site B
= DDC
(1]
HDX o 2
Engine o ] VDA

2. RIEMXKEEEH

N ABEFMKE

N ABEFMKE
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Network A
<
) < Store |

Receiver F— ﬂg_:; — ETon
m
(D)

Network B~ N\ =
XD Site B

m
> DDC
3

HDX ] |

Engine O " VDA

6 Delivery Controller HE2IX g+

EEREIXiEFHE Delivery Controller LIREXIRE %,

1. 7£ Citrix StoreFront EBiZzHANANEEPEENABET R, REEREFEPRLEEE Delivery

Controller,
2. #E— Controller, #E4Rig, REHE4HIE Delivery Controller R& EHigE,
3. EREITH, BEEZI.
4. 7z Delivery Controller KB MRRE L& EHHM, REHRN—INEIHEZM,
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Edit Delivery Controller

KXenDesktopCAM-A

Type: o enDesktop (7.0 or higher)
XenApp (7.5 or higher)

Display name:

HXenApp (6.5 or lower)
HenMobile (9.0 or lower)
VDI-in-a-Box

Servers xendesktopa.  .com
({load balanced):

| Servers are load balanced

HTTP - | A

Transport type:

Advanced Settings
Configure delivery controller communication timecuts and other
advanced settings using the 'Settings' dialog.

Cancel

Configure Advanced Settings

Configure advanced settings with caution,

All failed bypass duration 0

Bypass duration 60

Maximum failed servers per request 0

Ticket time to live 100

Zones [Cavizne ]
Zones
The list of Zone names associated with the Delivery Controller. The names
should match those defined by any Zone enabled MNetscaler Gateway
through which a user can access the store.

Cancel

le controllers.

7

Clear

Cancel

& & {E HDX B

1. 72 Citrix StoreFront EEEH SNANERFERNABRET R, AREERERPER—NASEE, Ti&

FERT, RPLHEENABERE,
2. #FESE HDX BEET =,
3. EEMX,

a) EinatEE Delivery Controller hpERRMERMX, 58 HEIE Delivery Controller, A4

#E— 3 Z 1 Delivery Controller

b) EfEisRIXigHE—4A Delivery Controller PHZIRBIMEAMX, EREHEBXKFHHA—I RS

1o

c) BIAMERT, 7 Delivery Controller RXiE/E, XRIMFLFAERS, XEKE StoreFront 1%
fERR X B M Xi&E#ZE StoreFront WA F B35 StoreFront, MNREEFLEEAM RN EZEEE

StoreFront MEFEIMXEZNAB A BIFIR, BEUHIEFXRIMNG.

4. MREFLERATEANXMEERERIRLERR, BESEIMXIZIEHE StoreFront AR, WIEEE

Direct HDX %z %2 —1k Delivery Controller stXi,
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Configure Store Settings - Store’

StoreFront Optimal HDX Routing

HDX connections can be routed through gateways based on delivery controllers or XenApp/
KXenDesktop zones, Typically resources should be mapped to the gateway that resides in the same

User Subscriptions geographical location or datacentre,

Kerberos Delegation

Optimal Gateway External only € Delivery Controllers =~ Zones @)
Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway v CAMZone

FTLGateway ¥ FTL.Zone
Advertise Store —

BGLGateway v BGLZone

Advanced Settings

Add Gateway ] [ Manage Delivery Controllers l [ Manage Zones

/A PowerShell 1 AmEEEE &{E Citrix Gateway &

s BANARIEREREMXIH, EER Register-STFStoreOptimalLaunchGateways
o ERIBRR AEIENREMXEE, EMER Unregister-STFStoreOptimalLaunchGateways,
- BEEENABENRERM, BHFER Get-STFStoreRegisteredOptimalLaunchGateways

AR S

November 15, 2023

StoreFront £ Bzh1E StoreFront RSB BAFHARS I ZBIRAFITIH. MNREEZ MRS EE (BEMTAREMIE
fI8), WA ERBERE StoreFront FpEFHN BEEN AP ITIHNERRERES, XpuHER PowerShell sk
52

AR

StoreFront #1 PowerShell &% & R 8EREFTH. /8 PowerShell #=4]48 &2 StoreFront BBE 281, 1548
&% StoreFront BIBisHIE8. B, FTF StoreFront 4|48 2 i, &% PowerShell B9FRE 241,

BIITRARSH, HiR, ¥AEERSHABE (B1FANE) ZEERERNZFaZEER Delivery Controller,
Delivery Controller EMiXRLEE M RERSNAFEERFP NN ABTEFEERANITHE. MRMNREZRRES
iTHE, MANAEEFERANEAENIMUSLALTHE, Delivery Controller FFFMBEARIMX S ANE; a0,
CVAD_US 5 Cvad_Us &l

1. FERAEBRMERRNRNMKF EE) Windows PowerShell ISE,
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2. EfRRERY, iE#EM Publish-STFServerGroupConfiguration 8, ATLIEE AR EIFIESRTEIER, 1
A IEERTEFR. i, E1E 08:00 FBEY, REEkk 30 2E#HEP—KX:
Add-STFSubscriptionSynchronizationSchedule -RecurringStartTime

08:00:00 -RecurringInterval 30
<!--NeedCopy-->

BB IEEFREUTR, LUBRHE RS FRESHEN M ARBUTIALE. fii0, §F 60 2HMNE MRS
SRR BSUBAIT R BRAN TR B1TECE., ARZ5284H 172 01:00. 02:00 #0 03:00 HMARSS234E 2 HPIRENEL
B, i, ARZ5834H 2 7 01:30. 02:30. 03:30 MRS 234 1 FREEIR.

3. EiEEBSERY NN ABIERILIE StoreFront 81, BRAUTEH<. 450 StoreFront ARS3234APRTERY
SMUEROREED, UEEAUMEMIZZSER OMERGT SR, B2 U TEEMEESEFORG:

o EXEHIEFR O StoreFront fRS388 Liz1T, UMEEHIEFOMRS SRREVERIE:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/
Citrix/Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUKStore" -StoreService $StoreObject -
RemoteStoreFrontAddress "UKloadbalancedStoreFront.example.
com"

<!--NeedCopy—-->

o EEREHEFRC StoreFront fk$388 Liz1T, UMEEERIEFOARSS SREVERIE:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/
Citrix/Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUSStore" -StoreService $StoreObject -
RemoteStoreFrontAddress "USloadbalancedStoreFront.example.
com"

<!--NeedCopy-->

Hh FriendlyName R —A~#Bh B F IR Bz 12 88 B 9 & #%, RemoteStoreFrontAddress 732 #8 & Y
StoreFront AR 2850 fA B FHiHIARSS 234HR FQDN, EERANHE M ABEZ RS NAEFITH, ERY
HErE N AREEES BM StoreFront FBE X MABHERBIE o

4, BmiESREHRE StoreFront AR5 23H9 Microsoft Active Directory it &k P AR INE LA RS LM
it Windows B4R CitrixSubscriptionSyncUsers /1,

XA YRS BERERS ITRIBM CitrixSubscriptionSyncUsers 51 H#0IT 2 IR 53 25 P IR BN IS EE
HEITIREIRE. BxEia AP ANEAER, B2 https://docs.microsoft.com/en-us/previous-
versions/windows/it-pro/windows-server-2008-R2-and-2008/cc772524(v=ws.11).
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| &8 lusrmgr - [Local Users and Groups (Lecal)\Groups] — O x
: File Action View Help
o | 2@ XEH

&- Local Users and Groups (Lecal) || pame Description * || Actions
| Users

= % Event Log Readers Members of this group can read event... Groups re .
|"| Groups %_ it
%-: Hyper-V |
IS IUSRY  General CitriSubs...
“-_kaEt""c"k More .. P
% Perform @,‘l Citrix SubscriptionsSynclUsers
égf Perform L
EE-: Power U
%-: Print Op Diescription: Memberships of the group denctes pemissions to
%_j RDS End synchronize subscriptions between remote StoreFront
S8RDS Mar]
22 RDS Ren]
ék-: Remote
EE-: Remote
ék Replicat
%-: Storage
é.k-: System N
%—: Users
& CitrinClu
B CitrieCW]
e Citrincw - :
Changes to a user's group membership

% i Add... Remove are not effective until the next time the |
ékf CitrixDel user logs an. !
B CitrieP N
& Citrixsto S Foply Help

.%—: CitrixSubscriptionServerUsers Members of this group can can access..,

CitrixSubscriptionsSyncUsers Properties ? * Mare .. }

Members:

%—: CitrixSubscriptionsStoreServiceUs...  Users authorized to access the Citrix 5.
Iﬁ CitrixSubscriptionsSynclsers I Memberships of the group denotes pe...

|
W !

5. BWMHARCE TS, B Citrix StoreFront BI2#zHI &5 LT PowerShell EiTiERE S i1 FRE B2 A
hEFRE Mt ARSE 85,

Publish-STFServerGroupConfiguration
<!--NeedCopy-->

BX1EZRSEE StoreFront BEREREERIIFAER, FSHRECERSH4H,
6. ZMRIMAITHARLS IR, FETUTHS, ARBEEELNEEIMEPHEM StoreFront ARS523.

Clear-STFSubscriptionSynchronizationSchedule
Publish-STFServerGroupConfiguration
<!--NeedCopy—-->

7. ERFRFEITABL IR, EETUTHS, ARBEEENEERMEPHEM StoreFront fRS523.

Remove-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUKStore"

Publish-STFServerGroupConfiguration

<!--NeedCopy-->

8. EMFFIBEIIARITRRSIR, BETUTH<L, ARRKEEEREREEIEERHIEM StoreFront k3585,
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Clear-STFSubscriptionSynchronizationSource
Publish-STFServerGroupConfiguration
<!--NeedCopy-->

9. EFIHZFIANER StoreFront BBFEEITRBD T, FEITU T,

Get-STFSubscriptionSynchronizationSchedule
<!--NeedCopy—-->

10. ZFHZHFIAER StoreFront BBERERITHRD R, HIzTUATHSL,

Get-STFSubscriptionSynchronizationSource
<!--NeedCopy-->

RERIERE

February 22,2024

YA BN AIEREY, StoreFront 2&Em—1 Xt (#FA ica X)), HEE Citrix Workspace N BEF Bh#l
REZSIEFRENAEILE,

EARZHIERT, BIER Citrix Virtual Apps and Desktops 5885 Citrix DaaS HEEMSITILE. B2, EF
LERT, BERENABENXEREFEER. IRNABERSTRESMURNRR, FEEFEERMNIE
ENVAIZNABENRERR, XogiFEER.

BEEXNABENSIERE, BRITUTE#RE:

+ £/ Global App Config Service, X2 Citrix Cloud EF—TRSE. BEXFHAELE, ESAER Global
App Configuration Service & Citrix Workspace B2
+ 7£ StoreFront BRSa8 L, HRERMBINABER default.ica 2.

&7 LL7E StoreFront BR52389 \ inetpub\wwwroot\Citrix\[StoreName]\App_Data BR™H%
%l default.ica,

BXPRIRBENYIR, 551 ICAEESE, RERBLRNA. BEAILLESHMBIHSTE Studio PECERIR AR
FRITTE2LERNEDRANERFRENAREFND X,

T EEOWEXTRENEER

ERNAREFRENEEONKRA TR, 1B default.ica FRZNARFERN—MEEUTIEENIS !

o TWIMode -i8H “*” UERAEOKER,
o DesiredHRES - a3k FEHREE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 173


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies.html
https://docs.citrix.com/zh-cn/citrix-daas/policies.html
https://docs.citrix.com/zh-cn/citrix-workspace/overview-global-app.html#order-of-precedence-for-application-of-settings
https://docs.citrix.com/zh-cn/citrix-workspace/overview-global-app.html#order-of-precedence-for-application-of-settings
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/ica-settings.html

StoreFront 2311

o DesiredVRES - alitMEEHGE

f5I4n:

[Notepad]
TWIMode=0ff
DesiredHRES=1024
DesiredVRES=768
<!--NeedCopy-->

@ Motepad Cloud - Citrix Workspace

| Untitled - Notepad = O >

File Edit Format View Help

ICA XHEZ

January 25,2024

StoreFront 2734 ICA X #ITHFERMIER, MEZIFILThEER Citrix Workspace Bz FRFERF IR ASBENEIGIE X
HREREFEFRR. 7E StoreFront FERAXHEBINEERE, RFKMHERRE StoreFront ARS8 NIEBFERYIE
PR BRI AEF R ICA XH#HITE R, AILUEA StoreFront RS 88 LinTHIRERA NI MABREE
AN ICA XH#HITER, T35 ICA XHEBRSENKREENZIFILINENEFIHERRHFEL, NREZLE
KM, EMH ICA XHFERTERFER, F£iEE Citrix Workspace R fR#2R, B Citrix Workspace MREFH
RERESTEIREZNXHE,

28T StoreFront HIEBAT ICA XHERRSS, ZHEBPLAEEMAELTAFHNERERN. NRIEFFESE
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WAZET R, Nty BRo AT RRRTRFER, NRESESY RNERRZT B, NWaIHEIZE NN
FR RS S DI,

S F ICA XHEZRS, Citrix BiUERMAHEBMENMHZARNLEIEBMRIMRSHRBDERL SSLE
RIEH. SMRTEMIEBMRIIREIGLEIES, NWaJLERIE SSLIEH (FIEIARSZSRIER) , HECIR—HHE
RIEBMANNEBHGED LB IRE.

BIAMERT, ICAXHEERSELABEPLTERARS. BBA ICAXHEEZRSIRE, BEERENABEILE
XHFHHIT Windows PowerShell #5%. BxEERT Windows # Citrix Workspace M AEFH/EA ICA XXfF
ERFEMER, BHSH ICA XHEE,

P =W

StoreFront #1 PowerShell =H| & REERBTFT . A PowerShell =414 &2 StoreFront EB&E 281, 1514
&% StoreFront BIBiTHIS ., ERE, T StoreFront i4I& 2 /i, iExiA PowerShell B9FrHE =21,

1. HBRERTF ICA XHFHITEZHSERE StoreFront BREE 28 8 Citrix TR ZBIEBEMERATR, MEHa]
BREERE#ERATR.
2. A Set-STFStoreService PowerShell cmdlet EAZH:
SstoreService = Get-STFStoreService
Set-STFStoreService $storeService -IcaFileSigning $true -

IcaFileSigningCertificateThumbprint [certificatethumbprint]
<!--NeedCopy-->

Hrh [certificatethumbprint] @3 MRA B EERMIERHIENHEE (FHEL).

MREBER SHA-L UM AR X, BEREBFERIM—NEE R sha256. sha384 g sha512 (95
IcaFileSigningHashAlgorithm,

Citrix Workspace W BiZFEE

February 22,2024

Global App Config Service

Global App Config Service @—TRTEE Citrix Workspace M REFREN RS, &/ Citrix Cloud tk/~
H, AIEBRGNARE URL HAS M ABEEXERE, BXELFMER, BESRNAYABELRELE,

AR EKAIRE

€7 Global App Config Service WERAR, EALLUEBTNAREEKFI1&EERE Citrix Workspace AR,
BFPEsit=RER Citrix Workspace M BREFH RN AREER, ©RiE StoreFront WM AREKFI&RE, XA
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StoreFront 2311

REEIEECE M, HIINSEERTF Windows i Citrix Workspace AR R BN AN AEF AR BIRES
X, BXEMENFAES, 1558 Workspace RAEFXAE, BIENFEA StoreFront kP& E BE X AREFIRE
paW: A=V

ERIXLEILE, FRITUTRE:
1. 77 C: \inetpub\wwwroot\Citrix\Roaming ## web.config x4,

2. 't <Accounts> ZHow, KILEFBEXNRNABENTTE <account ... name="Store"...
>0

3. £ Account # 4% F, # % <annotatedServices>/<annotatedServiceRecord>/<

metadata>/<properties> &%,

4. '£<clear /> nt&ZE, ERBE <property name="[name]"value="[value]" /> &iHM
Bt fln:
<properties>
<clear/>
<property name="PutShortcutsOnDesktop" value="true"/>
<property name="DesktopDir" value="Citrix Applications"/>
</properties>
<!--NeedCopy-->
BE

EZRSBIER, B UEA—ERSB/RELRSS[AENEE, H1R Citrix StoreFront EI2iTH| & R 1ESR
EhEMEMRS S LIET. TG, BENEEMMNEREEIIRSH(AE, UFEERPEPWEMRS S,

Workspace iz Web i

BB AR EM Citrix Workspace FZREFFERMN Web i R2EE, iE88@EE Workspace N AREF Web 14
d

e

E1E Web 55

September 7, 2023

ERIUAS M NABERE— 21 Web ih=, AP RILUER Y285 Citrix Workspace [z FRTE i/ 18] X L i
&

™o

R StoreFront EEfEH| G AT LUATTUATESS:
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StoreFront 2311

T FAER

B Web 45 B Web uhs, fERAFAENSET Web TTEs;
Workspace [z R#2FF i85 A RIS,

Ao E Web ih= & Web 15 =S E,

s Web b= fHps Citrix Receiver for Web 55,

Fo& Workspace M FA#2F Web =

M Citrix Workspace M A#ZFREHEZEEERR Web
I

B2 Web 6=

January 25,2024

BB ARG, SBshAHAE Web 55, ST ANENAEEDRNEM Web 55, XAFEIBAFIRHEES
AEEENAR URL, 82, BT Citrix Workspace MBZFERE N A— N AEEER—MEEN Web 355,
bR EEEIT Web 342335121 Web bR, E2REE Workspace B 1EF Web 57,

BERER

EZMREBBESD, BH—RVEA—ERSB[UFLIRSH[ANERE, #R Citrix StoreFront EBITHI A KRTE

BEPHNEMEMARS S LIE1T. TRE, 18

BWEREMMMMNEERRIRSSEE, UWEEMIESPHNEMRS .

1. EEEESAT, ERENHLE Web iSMNEEIE, ABE “BF TP EE5EIE Receiver for Web

I

2. BEAM, ARBET—F,
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StoreFront 2311

Add Receiver for Web site

StoreFront Getting Started

Receiver for Web sites enable users to access stores through a webpage.

Getting Started This wizard takes you through the steps to add a Receiver for Web site, including the site URL and
Site URL authentication methods.

Authentication Methods

Summary

Store Browser End User

3. BNFIEN Web thoi8iE, MEREEREFAEAR URL MEIA Web b, REREHT—H,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 178




StoreFront 2311

Add Receiver for Web site

StoreFront RS
Allow users to connect to a store through a webpage.
+ Getting Started Base URL: https://storefrontlbeu.xacaad.com/
Site URL Web Site Path: | /Citrix/StoreWeb3

Authentication Methods

Summary || Set this Receiver for Web site as IIS default
When this is checked, the Receiver for Web site created with the store will be set as the default
lIS website. This setting will override any previous defaults configured for the [I5 sites.

4. DEHEUHERRRENS ML . BERERBEEENNABEEERA TR, ET—%,
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Add Receiver for Web site

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.

+ Getting Started e

Authentication Methods SAML Authentication

Summary | - -
i ] Domain pass-through

Smart card

Pass-through from Citrix Gateway

¥ Site URL & User name and password

To provide good user experience, all Windows client devices need to be domain-
joined and have single sign-on enabled for Citrix Receiver/Workspace app.

(oo | I

5. QIBTILRE, BETM.

6. FEEMEIZMIER, AGRFEUREZELEEH Web ih=, EBAECE Web i,

& PowerShell SDK 6/ Web it =

EE PowerShell SDK g Web 45z, i5EA Add-STFWebReceiverService cmdlet,

ficE Web it 5

January 25,2024

ERE Web 53, ERITUTRME:

1. EEMEEFEENABETR, TREEEHLEERE Receiver for Web 1553,

2. #EFE— Web ihSHREE
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront i

) Unified experience
Enables the Unified Ul experience, Select this option if you need to use Workspace Control,
! = featured app groups, or you have JavaScript or css customizations.
Category Settings

Customize Appearance ® Next generation experience (Preview)

Enables the next-generation experience. This Ul experience is similar to that of cloud end users,
Featured App Groups including Activity Manager and improved search capabilities.
Authentication Methods
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

3. ERAERET R LANIRE.

s AFPREERE

o XKFRE

o BEXIMR

o RN AIERFA

o BIHWIESE

o Web thgaiRiEA =

 Z82 Citrix Receiver/Workspace N BEF
. RIERE

o TIEXIEH)

s BRIHRR@EISE

. BRIRE
4. TRENENE, BEHE.

5. EAE App Protection, #7fEMR PowerShell, 7517 PowerShell &< 25, &5 4% StoreFront
BEITHIA.

BERR:
EZRESBBES, BH—RVEA—LRSB[UFTHIRSB[AMNEE, #R Citrix StoreFront EBITHI A RTE
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StoreFront 2311

BEFHEMEMARS S LIE1T. TlE, 15
BWEREMMMMNEERERIRSSEAE, UWEEMIEPNEMIRS .

K78

December 5, 2023

7z Citrix Virtual Apps and Desktops &, &aI LR Ai2F—XHRWiRREE N AEFSERE— 15, /8 \
TS ABAFINIXHFRERLEN, £ StoreFront h, EAIMEE X GRBEXEMHERSR.

Application Settings %
IE11 Cloud
Identification Delivery
Delivery Specify how this application will be delivered to users.
Application icon:
Location P
Groups Application category (optional):
Limit Visibility Browsers\Legacy

The Category in Citrix Workspace app where the application appears.
File Type Association

(] Add shortcut to user's desktop
fone -

How do you want to control the use of this application?

@ Allow unlimited use

BERAFNLE, BRI E Receiver for Web 155, RBEEREIIGE LT,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Category Settings

Use these settings to configure categories.

Category Settings Category view

Customize Appearance (O Expanded

Featured App Groups All sub-categories and apps under a selected top-level category display on one page.
Authentication Methods ® Collapsed

Website Shortcuts Only the immediate contents (sub-categones and apps) of the selected category or sub-

Deploy Citrix Receiver/ c_ategory are dopleyed

Workspace app || Move uncategorized apps into an "Uncategorized” folder.
Session Settings

Workspace Control

Client Interface Settings

Advanced Settings

‘3" E

ERFMES, StoreFront ERTNEHFIFIR. HAFARETNRESIEN, StoreFront BE—TTHE LERFAEF

KA PEIFRE BT

BN, MREE—NFEHN “Legacy” (HAR) BIXIEER, ERE—INELERFAENKES, 815 “BR" TrRE

25
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HOME
Apps
All (39) Favorites (2) Categories w  Collections w
X
= Browsers (3) DeepFolderStructure (1) Office 2016 (3) PowerShell (2) Uncategorized (30)
~
Browsers
i g
Chrome Cloud Firefox Cloud
L Legacy
o
)
L — 4

IE11 Cloud

EINENHESF, StoreFront RMERTAERIINGIR, UAIUERAERSLNNAER., YA BEEENEFI,
StoreFront (R ERFTIEEFIMEINRAE (F2£

FERAFMLAER). ARPATUEEENFEINUBRFRS,.

Apps

All(39) Favorites (2) Categories Collections w

["1 > Browsers

Legacy (1)
\? \?
¢ ()

Chrome Cloud Firefox Cloud
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RO KNIV AIERF

EFENMEYT, BUEETRERD LN AREFBHE “ROEK” XHERPIET, UENBIE S RAAEEEE5IH
NMARFMERE, XM TH5FERZAE StoreFront 240,

i -

HOME DESKTOPS

Apps

All (39) Favarites (2) Categories Collections w

Browsers (3} DeepFolderst..ure (1) Office 2016 (3) PowersShell (2)

Access 2016 On
Prem

Excel 2016 On Prem

Acrobat Reader DC
On Prem

@

FakeApp1-
WillNotLaunch

E

Ce

Calculator Cloud

Firefox On Prem

>
L
@ y

Ce

Calculator On Prem

Microsoft Teams On
Prem

>

L
@ y

A

Chrome On Prem

g

Notepad Cloud

A

Citrix HomePage
Content

N

Notepad On Prem

Command Prompt

S

Notepad++ Cloud

EIRENAED, EPRRDENNBREFBHE KX Xk, FREREXINNBEFMNSESESRH
RDEXHF,

i

HOME

All (39) Favorites (2) Categories Collections w

Browsers (3) DeepFolderst...ure (1) Office 2016 (3) PowerShell (2)

Uncategorized (30)
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1 PowerShell SDK Et & 318 &
ZE A PowerShell SDK BRI ZALFNME, HiEAHSH EnableAppsFolderView B cmdlet Set-
STFWebReceiverUserInterface,

Z /A PowerShell SDK B £ 5 E, FRA®H S CategoryViewCollapsed # cmdlet Set-
STFWebReceiverUserinterface,

BE XM

December 5, 2023

BRI MBI A IE Web 3k s2 5 A BV BIAR BT &,

IRAETRITAMIENE

BERENXING, BEEIRLE Receiver for Web i, REEREEXINIET £, EAUERUTRE:

+ Logon branding logo (ZR/INIARMIT) - ERRRLETHNHIT, @i Citrix Gateway BERRFRE
TIZER. K-, REEFERN.jpg. jpeg. .png. .png =.bmp B9, BIVEERA/NAD 350 %
% x 120 BEMER,

. WIS T, BRERTL ERNEIT, BN, AESEXER.jpg. jpeg. .png. .png H.bmp
B, BINEEEAN 340 BE x 80 GENER.

« HRE - THNESSMBINERE,
o XAFEREE - TEIRESAME 2 PRXAEMERE B
o EERHG - BTREETHNEET B NEE,
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StoreFront 2311

Edit Receiver for Web site - /Citrix,/StoreWeb

Header branding (Post logon)
Authentication Methods

StoreFront Customize Receiver for Web Appearance
Use these settings to customize the Receiver for web pages.
Category Settings Logon branding
Loga: | Upload from local computer | Browse... l
(350 x 120 px) =
Featured App Groups ' P This logo appears on the Receiver logon page

| [ Browse...

Logo: | Upload from local computer
Website Shortcuts (340 x 80 px)
Deploy Citrix Receiver/ Preview (Post logon)
Workspace app Background color: —|Z|

cilriz | StoreFrant

Session Settings
Text and icon color: |Z|

Workspace Control Link color

Client Interface Settings Content branding (Post logon)

Advanced Settings hink colnn -|Z|

Text and icon color

Beset to default styles

B [ e | [ ooy

£/ PowerShell SDK 4IEHITHENE

/8 PowerShell SDK 8/ cmdlet Set-STFWebReceiverSiteStyle,

RINMEBENRINME

REENRMF DR B IRE N A o

1=/ PowerShell SDK 5N EE A EIAE

R PowerShell SDK i@ cmdlet Clear-STFWebReceiverSiteStyle,

£/ JavaScript 71 CSS BEX

AILUER StoreFront 2% Ul BEX APl #—S BENX Web 55,
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StoreFront 2311

KEEN FATE R4

December 5, 2023

BRI NRLAFZESRHERNNE Z AR RFENAEFA, fld, ErTUEIB— M HEESIEENBER
H, HPO2SI 1ERANNARERF, EaLUTE StoreFront BEiklas, @I ERANBREFZM:AERTE Studio
1B E X B X F RN IR ERIRE X BN BEF.

BUERRIEN RIERFA

1. 72448 Receiver for Web it S RES, SEiE %N BIEFAHETF,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Manage Featured App Groups

Featured app groups are groups of applications that are related or fit in a specific category. These
app groups are available to the end users and display in Receiver/Workspace app.

Category Settings
Custamise A The priority order in the list below can be adjusted and the tiles will be displayed on the Receiver/
i s Workspace app in the same order as listed below. For the best end user experience, Citrix

Featured App Groups recommends that you create at least three featured app groups.

Authentication Methods

Name Definition Method Cantent .
Website Shortcuts =

Deploy Citrix Receiver/
Workspace app

Session Settings

Workspace Control

Client Interface Settings
Create...

Advanced Settings

[ Cancel ] [ Apply

2. BESIEIEXHBREIENBEFH.

3. EEMENAREFANBR. HA (k). SRNEENAREFANENS . ErLUERXRET. WAEFS
MR N FBEF K 5lo
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T

WA

Ho
*t
B
da

ISz AR
ISz Fa*

i
b}

=g

RIEXRFILRENEBER, Studio B ENBRERFMR
AR EEXRFHITENX, FI “Use to send and
receive emails KEYWORDS:collaboration” (BF%
XNz BB FaR 4 KEYWORDS:collaboration)

LER7E Studio Hri RS E R AR KR P IR B2

FRNRAEFEMEXFENAEFH, FIES “ClER
HENARERA WEERERENEFLENNARER
B RELEENAEFAT., StoreFront ¥
ENRREFAMPERBER. REFRRHIANE, BZ
KA2FA, Fla0, NRERA Excel, StoreFront &
AR #7 Microsoft Excel 2013 WE X G RBER,
BEREAN Exc FREEERE.

Mame:

Description:
(Optional)

Background style:

Create Featured App Group

Add applications to the featured app group

You can add applications to a featured app group using keywords, application names or application
category.

Definition method:

[Keyword = ] (i ]

Keywords should be defined in the application properties dialog of Studio
console or the XenApp Delivery Services Console, Use the same keyword
for each application to display in the same app group.

o .

4. 2 OK (%)
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il
BRI T mMEERN AIEFA:

« Collaboration (#fE) -@ZItER Studio #189 Collaboration (1hfE) 23N BIEFLIEM,
+ Engineering (I18) - B3 ANARFAGEHIEENARFBTNESLIEN,

@ Citrix Receiver x =+
< C G Search Google or type a URL (&)

itri oo
Citrix StoreFront oo
APPS

Collaboration Engineering

Apps to help you work with others Engineering tools

ERT RS

Favorites
i om
|
Calculator Outlook 2016

1=/ PowerShell SDK fll&5%R FAiZRFEA

ZEH PowerShell SDK #imThser BiEF4, B(ER cmdlet New-STFWebReceiverFeaturedAppGroup.

IRABARIEN FRTERFAA

f£4w48 Receiver for Web i REHR, EEEENBREFARINF, HEERENA, AEREHRE

£/ PowerShell SDK RiE+5iEMN FAEFA

ZfFA PowerShell SDK &2kIhaEr AIZF4A, 3B cmdlet Set-STFWebReceiverFeaturedAppGroup.
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StoreFront 2311

IBRAEIERN FIZRF 4

fE4iE Receiver for Web it REH, EEEENARFAERT R, EEBRIENA, REREHER--

=/ PowerShell SDK fips#&i%R FAERF4A

/R PowerShell SDK B, ERIBRINEEN BIEF4H, &R cmdlet Remove-STFWebReceiverFeaturedAppGroup,
ERIBRFIE SN BIEFA, 5EA cmdlet Clear-STFWebReceiverFeaturedAppGroups

B IRIET A

January 25,2024

ERBENAREAANSBRIESE, BSREESHRIE, EaUAREN Web b B EFR—LEGE, XLEER
1E3@iE Web 5342865 HTMLS AR Citrix Workspace [ Ri2FBNEM. aAs#iREEm Citrix Workspace R 2R
ERNABERNIZE, Ml Web i ERIRE,

= =N
= .

&
BUEERNARENSMRIEA AR, BBEZNARENRE Web thmfigE, EibWREHNBEAE

5

o

BERBHNRIEAE, EFEDYE Receiver for Web 45, REERSMHIIES EET,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.
Category Settings

| Methad

Customize Appearance gj User name and password

Featured App Groups

Authentication Methods i [] Domain pass-through

i To provide good user experience, all Windows dlient devices need to be domain-
Website Shortarts i Joined and have single sign-on enabled for Citrix Receiver/Workspace app.
Deploy Citrix Receiver/ [| Smart card
Workspace app ]

Pass-through from Citrix Gateway

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

ﬁ[ Cancel ] [ Apply

ERAFZENEEERERAERFHNRIE. BSRAFZMNEESHEIE. WEINEANASERAEZ
A,

%# SAML SHIIESEEE RS SAML S1HRERFIER. ESE SAML SH%IE, IETIREEELE AR
R FREER AR R A

BRI EEURAMBFIEEEIRE Active Directory &R, ESREERESHNIE, WEXECERNLA
BERREZ AT A

ERERERUBASERFNRIE, BESREEESHRIT.

%M Citrix Gateway HiELUE M Citrix Gateway BB &30, SNRAFESEB T FHRKIER Citrix
Gateway iE#%%| StoreFront, BEALLIET, ESREM Citrix Gateway Hii,

& PowerShell SDK #1{TEE

E{E/H PowerShell SDK ECE 8] BRI B HI8IE /5 5%, 35 A cmdlet Set-STFWebReceiverAuthenticationMethods,
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Web it RES

December 5, 2023

£/ Web ihiR#ES AT UM A F IR MRERE R E R B S Web i SR 18] R E AN A2 FRThRE. £k
i@id Citrix Receiver for Web i35 URL, SAEEXLEHEERNIERN Web timth, AR BEEN S
RaEEME Receiver for Web 1453, MRAFMEKER, AILUEZIESRER. Receiver for Web it S&BaIEDH
HiR. WFNARRE, NRARZAKRITHANARER, NHITITH.

EERBRREARZET, H%FER Citrix StoreFront BIRix4l &5 PowerShell %341 Web 5589 URL 03I
71 URL 51&AH,

BINERT, MRAFSRMRZEEN Web ik BahZRIRES L, StoreFront 2EEAF, BAFMATLILE
BEER, BFLERXLEESE, 5T UABE Bihe5EE Receiver for Web i > 2 ERE > SiFBHR
RE > BUHERR R RIES A RIEEETL

HFRLEREA, Internet Explorer AIERRTAFBIARTERBEIRESR BN ER. BETENEFE
Internet Explorer #% StoreFront BR552s FQDN ZRiNEI “ZH#h Intranet” &% “FAlfsih=” Xig, LUBSEHILLLER
SMP R

ERBETSARMEE Web it

1. 74548 Receiver for Web i REH, #%E Web ihm RS EH £,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Add Resource Shortcuts to Web pages

This will help you create shortcuts to published rescurces on your corporate websites. Your users
will be able to launch these resources from your corporate websites.

Category Settings

. Add the URLs for websites which will host rescurce shortcuts.

VS o https://portal.example.com

Customize Appearance

Featured App Groups
Authentication Methods

Website Shortcuts

Deploy Citrix Receiver/ Add... l [ Edit... l [ Bemave
Workspace app

i

Session Settings Get shortcuts from the Receiver for Web site and update your websites.
Workspace Control
Client Interface Settings

Advanced Settings

'O | cancel | | Apply

2. BHERINENTRIBTREREAH Web 3a589 URL, URL 471U http[s]://hostname[:port] FERIERE,
Hr hostname 2 Web b2 EMMELREEEZ, port EMNNEIAROAR T B ARS ENEEHE.
Web i = H4SETEMNBRE RS HER, B85 URL, E7E Web bS5 RDEFENNEE, AEEEHEHE.
S FARBHLEMARIEE Citrix Receiver for Web th s Frig i IRAVIRIES T Web B4R, AIEFIRPIERH
MMHEE, AFREMERUMIERZ Web #5589 URL,

3. #i Get shortcuts GRENREADR), AEEHIEHN Web i55FEH URL,
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i Citrix Receiver x &
& &) https:/y

My apps and desktops

H Calculator Cloud

Cloud Desktop

3 Excel 2016 Cloud
FakeDesktop1-WontLaunch
Win10Pooled Cloud 1

Win10Pooled OnPrem1

Others

a8 Access 2016 On Prem

1 PowerShell SDK 710l Web 5=

JCit.. 2 A

App Shortcuts

s/ Citrin/StoreWeb/#/launch/|

x/StoreWeb/#/launch/C

{Citrix/StoreWeb/2/launch/W

/Citrix/StoreWeb/2/launch/4

AILUfER Set-STFWebReceiverApplicationShortcuts PowerShell cmdlet #ina]{& URL.

Citrix Workspace N BiEF2E

December 5, 2023

ZHAERT, YAFPEXRE Windows. macOS 5 Linux LA Web X% 2835 3 AR§ &R, StoreFront £8
BERHERTEEDSMRE Citrix Workspace R EER.

MR NFR T A3 ERE R Citrix Workspace AR, NRRTAFP THHAREZNARERF, BIATHMLER Citrix
Web =, BEATLTE StoreFront RSB EMMBIEER KRR, TiAEAHZE Citrix Workspace M2
FHBF AT LUEEE Web 3% 28ERIERTF HTMLS 89 Citrix Workspace R FB1ER.
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StoreFront

Category Settings
Customize Appearance
Featured App Groups

Authentication Methods

Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

Edit Receiver for Web site - /Citrix/’

StoreWeb

Deploy Citrix Receiver/Workspace app

For the best user experience, Receiver for Web sites detect Windows and Mac O3 X devices
and offer users the opportunity to download and install Citrix Receiver/Workspace app. If
users cannot install Citrix Receiver/Workspace app, enable Receiver for HTMLS.

Deployment option: ’Use Receiver for HTMLS if local Citrix Receiver/Warkspace app is u... ¥

[ Launch applications in the same tab as Receiver for Web

| Allow users to download HDX engine (plug in) @

Upgrade plug-in at logon @
Source for Receivers/Workspace app

Windows source: lCitrix webszite

| :
Mac source: llC|tr|x webszite

B [ cone | [ eny |

BENEREE, 1524 Receiver for Web 1653,

+o

EBE LI

* yu%lu\?ﬁt}aﬁﬁ)ﬁgﬂ—\

SAIEEIZEBE Citrix Receiver/Workspace [ FE12RF%EH

i3 Web %I 8528834 a1 25 IR0 A i@~ A P 1E At T 3+ = % Citrix Workspace AR,

EIERIRLER Receiver for HTMLS. iEZILETS, EAF HTMLS 89 Workspace R BEEEBIEH
SR S BRI R R

o MREFHLENARE Web iR mAPEAM THHRE Citrix Workspace M AER, BELERE Citrix

Workspace [z #2584 B3R LUEE 3 % 2381A 1M 2R, 15EF MR 41 Receiver RalA, NI Receiver
for HTML5. 53 Fsk%% Citrix Workspace AREFHMAF, SYHERURN, MIRTETHEHARE

Citrix Workspace K BiEF
o NRFLBILSIGLIEL AL ER Citrix Workspace RBREFIFRER, BEFAtRE, RAKIRTHAPT
HHARELESHT &M Citrix Workspace MR EF. AP L4 4HEE Web I SE28iARINAEE, E2YE
HERR, EaERREN Workspace MAEFEFITH.
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FER—MEBRP RN ABRER
HRITHESE T XS Receiver for HTMLS st 43t Receiver Ral/, NIfEF Receiver for HTMLS,

INERT, ENRSEFENNZRATH— MK SEET R, MREFBER—MEDRPITARER, BRERT
HTML5 B Workspace M2, E%EES Receiver for Web 18REIET £/ BN BIZF.

AYFAP THERT Windows 5% Mac 89 Citrix Workspace N Bi2F
MREEFR AR ER MR A Receiver RaTH, MM Receiver for HTML5 # S M T A% FAF T3 HDX

Engine (&), HEMATF HTML5 89 Workspace R Bi2RF ki A#t 2R Workspace R BI2FES, BAFALL
EETEHERT Windows 3 Mac 1 Citrix Workspace R AERF.

EZREFE Workspace R FEER
NREFRZREALRIES, FHATF HTMLS B9 Workspace B BREFHER P ERREA T ARAM=EMN Citrix

Workspace MBEFEFHIED, AP LOERBS S, BRIEERRENNES cookie, ENABRIBTHPF
%, ERAILINEE, EHIR StoreFront ARE325 E7FERT A Citrix Workspace M BIERF X 1.

THEIR
UBRAPBRETHIRAN, SRS HEEMRE Citrix Web S X2 HEEMRS R THX MG, TR LUERE
Citrix Web ==, StoreFront fRs38s FRZASH (4 elini2ARSS 88 LAOSC#F (@3 URL)

RERIFKE

February 22,2024

BERAIFSE, FEHEE Receiver for Web it SRR, EEAIFIFE R,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Session Settings

Configure the settings to control the end user experience and specific timeout durations when the
inactive users are logged off.

Category Settings

Cmstemrine Agpest s Server Communication attempts: i )

Featured App Groups

Authentication Methods Communication timeout duration: @
Website Shortcuts [EIE] Minutes El — || Seconds
Deploy Citrix Receiver/ Session timeout: @

Workspace app -
T e @ JETR] e
B » .

Sign in timeout:
Workspace Control = o

5 Jels]
Client Interface Settings inutes

Advanced Settings

ﬁ Cancel App

ArsseBiE =R

£ Web RIS AEERS ZB=RBARRE, (IF StoreFront WEB, BELHEHULILE,

AETEENESE N )

AVFE Web RIZ5 M ARERS Z B #1THAMNMIE, {IF StoreFront A&k, BEHEREHRULIRE,

SIERIECHEERY
i&@id Web 315383418 StoreFront MAREER, E—REEITRENG, BRPSEEERTAES, BNKIEEE,
E U ERSIEEN LSS AP ERER. XA=#m Citrix Workspace R AERF.
;E, WALER PowerShell, 30, % Web ihsn “/Citrix/StoreWeb” BIEBRIETEIEE R 30 5%
Srfw = Get-STFWebReceiverService '/Citrix/StoreWeb'

Set-STFWebReceiverService $rfw -SessionStateTimeout 30
<!--NeedCopy-->
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MREERRTEEN UEH AT SHIIELEEFEIEE Maximum token lifetime (LhERKERFE), XERE
B MIELBEFREIN B &RKEFRE LUEEILE,

ESguEmNacg eI

FF&ZA L 2E1510) StoreFront ZAEER, BUIAERT, TiEBEREENER, BRHST/VNEREEH. XFaRMm
Citrix Workspace M B#2F. BEKILEBEIETE, HRITUTERE:

1. 7z StoreFront &, S#1% c:\inetpub\wwwroot\Citrix<StoreWeb>,

2. {IFXM web.confige

3. #FEFHEE: <authentication tokenLifeTime="08:00:00"method="Auto"/>
4. ¥ tokenLifeTime EXNAENE, BN 1 RAFEAMNE, EEAKKXd. him: s,

MRFIEEISBS AL INZ 20 /N L, ERBFRER S HIIERRSS R K L R E R El,

SHWIERS R K L ERE

B RIEARS M %@ Web 5285 Citrix Workspace AR FEZINBABENERN S, 3T Citrix
Workspace A2, XEW—REEMHNE REATETE, @B X5a841a StoreFront BY, IH#8E 5 H 8 —i
A, SANE#BRNEMSERR, XERTNARENME Web b5,

f£ 3 Citrix Gateway #ifE StoreFront Bt, Citrix Gateway & B F E1#E, # 3¢ StoreFront #47 SSO., #E
StoreFront £k#ZIHA, StoreFront ¥ %t CitrixAG Basic Fifl, Citrix Gateway 2 E F StoreFront FrER
&R, Eit, MREXFERA Citrix Gateway, TEEBAE H M IEBITATEl,

1. WF L7 StoreFront AR 28 E#Y Citrix Workspace RAREF, ESMEINABEEN S B IIERS HERER
c:\inetpub\wwwroot\Citrix\<Store>Auth (XTHEEEHEHRIFRE>—, BEFEURT
TIRERNNABERE) .

2. 7t web.config X, # 2l Authentication Token Producer f;53, ZAEEHSHKE id 5
Authentication Token Producer 9 id ILf2H add wR. EUTFRGIFR, BHEEHE 1d="7cacl85
-57c1-4629-a33c-88a89dd4295d"encipherId="2948f7ad-735e-4e03-8e01
-8d4f5d3ca75b" dfEM add w&k:

<service id="f7cacl85-57c1-4629-a33c-88a89dd4295d" displayName="
Authentication Token Producer'">
<relyingParties signingId="2948f7ad-735e-4e03-8e01-8
d4f5d3ca75b" defaultLifetime="01:00:00" maxLifetime="
01:00:00">
<clear />
<add id="f7cacl85-57c1-4629-a33c-88a89dd4295d" encipherId="
2948f7ad-735e-4e03-8e01-8d4f5d3ca75b" defaultLifetime="
01:00:00" maxLifetime="20:00:00" />
<!--NeedCopy-->
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3. ¥ maxLifetime EXAFMENE, BRikEH 20:00:00, BN 1 RREANE, HEAER dd.hh
imm:ss,

4. 17 iisreset S LUNAMMBMNER. E1Tlbam<SEM Citrix StoreFront Web SEs5BF, BREEME
LaEIR ICA &iF,

TR

February 22,2024

YAFERSEBEE, TEKESIRTHRERMIITERNNBREFEBMEMNI1SEE, ARIUBSMEE—EERR—X
BiERF, MAGEBRERIMMSENENBIEMENAERF. fli, XAULERNEEES D TIFLZEBET
18] B & IR A RS El,

LAFERN, SEEMERIMINEESTHNARER. N, RRAFERIENNAREHR T —LNHEE
F. MNRZAFEEEAERNIFRAEZEES LS LERIFA—NARE, NEEETHNARFSEEmE
igE. HAFAMEMTENABEEIHEN, ZBFAEZNABEREHNMENBEFRE B ER, BFaX
Hl. INFRET Web ¥ 28ipRRAEE, WARERERNINKNSEER. BaNARRFNEH.

EiEAT HTMLS 9 Workspace N AEEFHE & T 1EXIEH]

StoreFront EEiT4I A iy TEXITEE B NIEET Web M8 88iA 18 A EERER, X2 U TERMRSNS
E

« HEMAF HTML 8 Workspace AEFERERKEXNAREFTIETHN, TEXIESIRTAH,

o 3 FM Windows & &4 Web i S AP, RYUTERTAERBIEREHIThEE: B A LU A
FRIEE ERBBEREERT Windows 89 Citrix Workspace R BiERF, s&ERIEATF HTMLS & Citrix
Workspace [ AiZFiAIEERo

o EENERICHANNEARR, &Y Internet Explorer ifia) Web 3 =B B P B FUE %5 S RINE “Zith
Intranet” 3 “FAlfEibm" XiF,

s MBRE—NKEAHREBEATEAFAERENEHEH—NEEHN Web it FMAFER, ZAPNNBREFE
REMEE, MALLITEREHEEENAIZE.,

s APNENAREFIFNERNNEEM NS RV BHNFERANNKEER. EATF HTMLS & Citrix
Workspace N R2FT:A M < A A AR SN 2 B e E R, th T b A s <A Citrix Workspace
R FAEFMNRES “Fia” RERHMBEHER,

o BHRER—DMHREEM-RPITHN, TIEXEHITHRERATA, Extitbi#TieE, E5 Citrix Workspace
[ FAEREE,

Z7riEd Web %1885 10 R A B ERMEB TIEXIZH)IRE, 1574778 Receiver for Web b S RE EEE TEXE
o
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StoreFront Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Customize Appearance

Logoff
Featured App Groups og9
Logoff acticn | Disconnect - ] L ]
Authentication Methods
Website Shortcuts Workspace Control
Deploy Citrix Receiver/ +| Enable workspace control

Workspace a
P PP Automatic reconnection when users log on

Session Settil - .
ession Setlings #| Automatically reconnect to the sessions when users log on
Workspace Control Reconnect and Disconnect Button

Client Interface Settings Show reconnect button

Advanced Settings Show disconnect button

BRI TRRERE KRR E
o FEEEHIRME. SEHRFWT:

- PR HEMLROEEN, VARFNKERIER 855 E A IRREMFERR.
- &b ENEREEN, NAEFNKERIERERSS EAEAL,
- . HEMNERUEHEN, YARFNKERIERREEBT.

StoreFront Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Customize Appearance

Featured App Groups Logoff

Authentication Methods rogoff action [Discnnnect - J o
Website Shortcuts Workspace Control Terminate !!

Deploy Citrix Receiver/ +| Enable \.'.'GI'Lr\rJ o

ALl

o B A TEXKIERIEEE,

+ 3% Automatic reconnections when users logon (BFRERNEMEMERE) THRAFPERNEHE
mEERIRIE,
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& PowerShell SDK A& T {EX 15|

A LUER PowerShell cmdlet Set-STFWebReceiverUserlnterface B8 TEX 54,

1iEATF Windows 19 Workspace N Bi2FPEE T EX T

EEEATF Windows 89 Workspace FELE TEXEH, B8RS E TIEXEHIEMEE,

TEEMAT Mac 19 Workspace A2 B E TFX T4

EEIEAT Mac B Workspace #ERE T (EX Iz, BSREE TEXEHIZE,

EFMENRREFRPERTEXIES
£ StoreFront 2 Workspace M ARRFZRASIEEINEE, NECXENBEFNMAERSE, HiEHISRIEBIE
M-EHEUHIER AT RIEEINEE,

ERRFEIRE

February 22,2024

EMYaE Receiver for Web it S REPEREFFIHZOKRE, BEREFIHEDIERTF,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Client Interface Settings

Configure these settings to control the end user experience and how they view the applications and
desktops on the Receiver for Web.

Category Settings
; Web sessions
Customize Appearance
[ Auto launch desktop @
Featured App Groups -
| Show desktop viewer
Authentication Methods Tk
[+ Enable Receiver/Workspace app configuration @
Website Shortcuts

Multi-click duration: -- seconds
Deploy Citrix Receiver/ e ° - =.

Workspace app

Session Settings Applications and Desktops view on Receiver for Web

Select View: [Show Both wviews - ]

Workspace Control

Default view: [ﬁutc = l'ﬂ

Client Interface Settings

Advanced Settings

[ Cancel ] [ Apply

Epl=pE

MRBATHREHBBFRRE—1RH, ZEEEEAFERNE.

ZfE A PowerShell SDK EX B EH S EIRE, BEMAHTSH AutoLaunchDesktop # cmdlet Set-
STFWebReceiverUserinterface.

g B HERTF HTML5 89 Citrix Workspace R AE2FER. EREA T A= EM Citrix Workspace R g
o

£ Desktop Viewer

Desktop Viewer 2—1T A, aliERM5E HDX &0, EALIEERERRES 2T

1tIg BRXHERTF HTML5 89 Citrix Workspace i A#EFER. EFREMAF A= ER Citrix Workspace R A#2
o
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StoreFront 2311

Z AT e
5L P B B BT RIN 2 R B RIR— M AR, XXM ATF HTMLS AR Citrix Workspace 2R, REZA
Fas# Citrix Workspace R B#ERF.

E fF A PowerShell SDK Bt Z & 4atia, BAAFTEH MultiClickTimeout B cmdlet Set-
STFWebReceiverUserInterface.

L& BREHERTF HTMLS B9 Citrix Workspace MAREFIER. BERERFAMEER Citrix Workspace [z 12
Fo

=R Receiver/Workspace W RiZEFEE

NREH, HTMLS ki Citrix Workspace [z A2 F8R A 4, 5 F 8898 B 5h R XEXHI R A & 15 BC B 45 H1
Citrix Workspace AR, XEMEXHESRELSZRNYAEENEZIAEE, HPEEANBESEERE
#IFrAE Citrix Gateway ZBEFEIR=VIFMAER,

ZfF A PowerShell SDK Beklti£ 1, #HREA®H S ReceiverConfigurationEnabled # cmdlet
Set-STFWebReceiverUserInterface.

N REFMRERE

INRFEIRMREMEAER, Citrix Workspace NARFERINER TN ERKENENLZARFRE, Wik
kEREENREF, BRERZERGE, BELEEIENE,

MERME THFIERF, EFEETVAEFERRH, XERNNETME,
MECARBE FHIFIRF, EFEARERNETRNE,

JEIR 15t EH

Bxh ERFERME
NRRER ERNBERIE
K ErREmEIE

Z 5 § PowerShell SDK B g X &% T, 358 B # 2 % ShowAppsView. ShowDesktopsView f
DefaultView 8 cmdlet Set-STFWebReceiverUserInterface,

App Protection

January 25,2024
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App Protection i@id fH IHZRIC RN EREERIBEMIN L 2K, EXEMAEE, 1HS1 App Protection X
(=N

Workspace [V BiZF

EidiEATF Windows. Mac # Linux 89 Citrix Workspace R Bi2Fi5 RN AR ER, BINER T App Protection
AT

EEES B8 App Protection

&g Web 31428358 ARG, 5E App Protection BN AR EEAINE R TR TFRERIRTS. ATLUE StoreFront
EEE AERNE Citrix Workspace MBZFH U TRERER E RS HRIPHNERERE:

R AR hRZs

AT Windows 89 Citrix Workspace 2R 1912
EATF Mac 89 Citrix Workspace R FBIER 2001
EATF Linux 89 Citrix Workspace M BEF 2108

AR HRZAH Workspace i #EF, 3 EE i0S. Android. ChromeOS E=ifERERF HTML5 &9 Citrix
Workspace £ 23S sIN HIEFR, StoreFront A= R RS RPN BER,

ZE a3 StoreFront TE32#%5# Workspace WA+ ERZ RPN AR, &EA PowerShell SDK cmdlet SDK
Set-STFWebReceiverAppProtection,

R PEFREE NN as SR Workspace lEERF (Bt @ EE R B X ER AP EEER Workspace
Lite) , App Protection XA, AIMENARERE NKRLER Workspace MBREFBR, iEEH Citrix
Workspace [ FHEFZBE,

StoreFront &/ Citrix Workspace Web # E#i%E Citrix Workspace NBiEFRAESAIAHAERE (55
FETFH T BREFime), &N, StoreFront SERFERIAIRNAREE Web ih=E3#E Workspace [ F
BFRAEAEFHENN—E0. IRAFETEFEREIRN, StoreFront ¥ EMENBREFIRE, Fit
FRETZRIFHNBER,

[==34
=

T

e Citrix Workspace Web "B AT, StoreFront 7B & XiA1R Web b =3 #E Citrix Workspace
N AREFNMRE, NRAFHEELRET ARRZEI Workspace N A#EF, StoreFront F2EiREIX—LHE, [F
LEATRE S IR A P I BT RIPHIN BTER. Citrix BIXEZE App Protection IR&HZE, WURIEMFX
# App Protection BYRHBRRZ<#Y Citrix Workspace N BIEF BB BIZFHSHE,
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https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/features.html#posture-check

StoreFront 2311

fip: Web it =

September 7, 2023

1. £ Citrix StoreFront EBizHIAMWAN BRI ERNABET &, ERERNEHEE Citrix Receiver for Web
MR ABE, ARERFERTETEE Receiver for Web 5,

2. EF-AUER, ARREMHER. MRBRER, BRRLTEBERZ Web TEIHRMAREE.

ficE Workspace /B2 Web b=

September 7, 2023

i/ StoreFront SIEHFN ARG, SBEMEIE— Web ismHBEESNABIEXEBE. MAREEZ Web ths
By, EEFEAFER Citrix Workspace [z #2715 5 F & &R 2R Web 55,

1. 7£ Citrix StoreFront B2z & B MIE S PR AREET o

2. EROERPER—IMNAEE, AEERFESPEERES KR, WREKREIE Citrix Receiver for
Web Web bR, MIEER—FKHEE, HREEEA “HRi0 Receiver for Web =" mSH#EE,

3. EEREHE Citrix Workspace [ RiEF & P imE A P ikia L A Ee 2789 Web 55,

4. BEHE.

FCERMRSS 24

January 25,2024

BT HRIT TENESRERZ MRS S StoreFront IZNIRE. BEEEZRSZ[HE, —RBNEA—GIRSHFEN
RS EBRAEMEE. IR Citrix StoreFront BIRITH & RAEMBRHEMEMARS 2B LiB1T. BT EEFRMER
BREREIIAFREMIRS S, URRENBEANEERT 0

WRERE B STE StoreFront REMEFM IS Web b8 B E (FlanyR( &M= ID) #84EEA StoreFront AR
£ ISAMIARS 2,

AR5 2RA R A INARSS 28

AILUBEHIT “HINIRSER” ESHKEURAURES, LUERESIEFREM StoreFront IRESBMAEIIMELES, HXE
RSB ARIMEIIME StoreFront BEFBIFMER, BERAMANIERS 234, B2REMEL StoreFront ZEZER AT
BMES, HEEMNATRENRS SIS HE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 206


http://docs.citrix.com/zh-cn/storefront/current-release/install-standard/join-existing-server-group.html
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StoreFront 2311

MBRSS BRE P MIFRARSS 25

AILLEE HATHIBRARSS 2855 M Z ARS5 88 StoreFront BBEPMIFRARSS 8. FR T EEEITES RS B2, A LURER
HARBEMEMIRS SR, MZIRSB[BMBEFRERRSF 20, NAKREMAETERRPRER.

EEFAMEMFREY StoreFront fRSS8( 21, BIHEBENH RIS, BESRFRSBEE L FARE

BB e BEIRS 254

ERERISTRTERZIRSS StoreFront EHFAEEHMIRSSEIMNERE, FESYUTRSB[NVEERET B F
HREEREREENER, LUBEEEBIEHIADMIRSSBARUNREEEREEEHTEN., ETIESKH, E8HT
HNNFTEIRS 2R ZA1, ERERITHE T EL,

HERR

EEBRIEPEFTAPHEMRS S P ERENR, MREHREMRSENEE, BRI ELER
HARPEMARS R, UBREZEMBEPNS— MRS HBEBENRN, XETFHEEKR.

FAPHIRSFEZEEENEREEUTAS!

« Ffi5 web.config XHHINZE, HEREE StoreFront i2E&.

« C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients HRZA,
#l W C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients
\Windows\CitrixWorkspaceAppWeb.exe 0 C:\Program Files\Citrix\
Receiver StoreFront\Receiver Clients\MAC\CitrixWorkspaceAppWeb.
dmg,

o C:\inetpub\wwwroot\Citrix\StoreWeb\Custom\contrib HRZE,

o C:\inetpub\wwwroot\Citrix\StoreWeb\Custom\custom folder WRZE, flNE
HIME&FD customisation.js ¢,

« Citrix Delivery Services IEBEMEMAR, BEMFHSNIERBHETIFE (CRL) BRob, (BX5%74H# CRL
HIEAER, BEBRIEPHHEIIE (CRL) 0,

} =r

AR

TTHABIES HtRSERY, SEREMNFITX. EBmHRE, MAREEERES.

ENEENEA URL

£ URL BIEEREPHERNNABSEMEM StoreFront RS89 URL IRE R, MTZRSB[HE, BREAH T
URL,

ZENER URL, FHITUTRIE:

1. £ Citrix StoreFront EEizHI S AMNERS, EIRRSSF[AT =,
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https://docs.citrix.com/zh-cn/storefront/current-release/install-standard/reset-server-to-factory-defaults.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/certificate-revocation-list-checking.html

StoreFront 2311

2. ERFEES, BHEENELR URL -
3. HA# URL
4. BHRE,

Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: https:f.-’rnystorefmnﬂ)‘

"o [N

5 Citrix Gateway #1 NetScaler ADC £5%

January 25,2024

# Citrix Gateway 5 StoreFront £& A AR MEINBE A RER £MITIEIHR, FHFIH NetScaler

ADC Rt 3 o

£5

FAER

70 Citrix Gateway

£ A\ Citrix Gateway

&12 Citrix Gateway

1M NetScaler ADC #1T & &

73 NetScaler ADC #0 StoreFront BB &Zk&K B2 S5
iT (DFA)

ERTRBEHTHHIIE

REEIRA

&R NetScaler i&&HRMM%, SAE7E StoreFront
P EHITRE

M Citrix Gateway RS HEEHIEHS AT
StoreFront

0. MpRFN4REE Citrix Gateway EFIRE

7£ StoreFront AR5 234H 2 814§ NetScaler ADC E2E R
E T2

A& StoreFront #1 Citrix Gateway, UWERFE LT
— MY L EAMXHITEMRIE, ARES—MI LR
StoreFront #1T &5,

fo& Citrix Workspace Rz RT2FF o] LU SRR E S 1R
URL REATIMEAIEZIMNE.
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https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/add-citrix-gateway.html
https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/import-citrix-gateway.html
https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/configure-citrix-gateway.html
https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/load-balancing-with-citrix-gateway.html
https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/configure-extensible-authentication.html
https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/configure-extensible-authentication.html
https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/authenticate-using-different-domains.html
https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/configure-beacon.html
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£

BIZAEBFIMNBERR S FQDN

Ec & Citrix Gateway

February 22,2024

FHAER

tIRR M ELRENEZ (FQDN), ZHZ Al UEEMAR
BIMEAIRRIZ AEE, ekl Citrix Gateway it
1218 Rz R R S

£/ Citrix Gateway 1213+ StoreFront #9iz#2ifia), Citrix Gateway e =8¢ NetScaler ADC = NetScaler

Gateway &% L£i51T.

BEXEBEENMENIFMES, BSREE NetScaler Gateway 5 StoreFront 55

AT StoreFront FECEZRIM X, StoreFront 7 iFi@id iz < #1Ti418).

BEMX

EEFE StoreFront RECEMIMX, i&7E Citrix StoreFront BEBEHISHNAMEETIEE “NABE TS, ARG

BHEE Citrix Gateway, XEETE

# Citrix Gateway 50,
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https://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/configure-single-fqdn.html
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Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name | Role | Used by Sta... | URL

Authenticati... Yes https://gateway.example.com/

|| Remove

PowerShell

EREMX R EEEMNTIR, EEMA Get-STFRoamingGateway.

70 Citrix Gateway
BERET:

EZRSFBBESR, BF—REA—BRSBUFT KRS AN E, #1R Citrix StoreFront EIBizH & R1EE
EREMEMRS S LET. TG, BENREMMMNEREEIIRSSAE, UWEEHTEPNEMIRSS.

1. £&I2 Citrix Gateway B9, #&HFHM,
2. £ “BAIRE” BRImRL, RNEE, RERT—%,
+ A Citrix Gateway ZEBIEEETAFIRFINERET,

P& Citrix Workspace ZARRFHEIEIEENE RS, Alt, BEZEMPEIEXESR, U
EEIAPRAESTEMRZIE. g, aIUTE Citrix Gateway FEMEREMHPESHBUERESR, U
EAF BRI RETHEREMEERIEHE,

o BIAMXE URL,
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https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/get-stfroaminggateway
https://docs.citrix.com/zh-cn/storefront/current-release/configure-server-group.html

StoreFront 2311

StoreFront SFEM LR EMNIEE S (FQDN) 4M—, FHBFRRFTF Citrix Gateway B RS K
FQDN., Rx#33 StoreFront # Citrix Gateway EINIRS 236 AERA FQDN. Mx¥ URL Finz!
X=Citrix-ViaHTTP #r3kdr, StoreFront &R IbARSL M E IEEE AR,

/A GUI Reedmme~mx URL, MR—1MRXAIER 2 URL iA1E, MERTZ URL 245, &F
EFAMERNEEFRARNE—MNX, EEPEE, BRIUERERTHRIMXAHEE URL, HiEDE
B GUI BFRAT A, EittdFER PowerShell #1378 &, MEE{TEM PowerShell &89 Z8ixiH
BEITHE G, i, MREELBERSENHTEHBEEELS MK, WEERENZRM GSLB URL #17]
AFhReMFEXEMEMXA URL FIEEE R, HIATIINEER R, IEMXE, BRI UER
Set-STFRoamingGateway #mMEM URL, A -GSLBur | S¥uRmH#Eh URL. REZSH
AT GSLBurl, BEAMAFEHERME_D" URL WEMER. Fla0:
Set-STFRoamingGateway -Name "Europe Gateway'" -GSLBurl "

eugateway.example.com" -GatewayUrl "gslb.example.com"
<!--NeedCopy-->

AR

£AREIF, GSLBurl 284Xl URL, M GatewayUrl £#&% GSLB URL, X558
WHEEMmM. EAZHIERT, URL WEAER, MRIEEET Web X% 2siAaRAREE, U
AR BEA—MA RS H#TRE, B2, B8 Citrix Workspace B2 i41a StoreFront

B, ©5M StoreFront Fi%EX GatewayUrl, AEREBTTIEHNE, RIFEEEENKBLRE
#%%I GSLB URL,

MREFEHNUALR URL, NEEFHEENRIMAIRX,

o ERAEASIER:
BESER 5 BH
BpI8iEF HDX B& el {EFAMXIZWIT StoreFront BOEFRIFRIR LUK 3F VDA
B9 R PR
1R B 15581 WMRW XX ETFEI2AE StoreFront, &EERFRLE,
1R HDX E&E WRF XA TR VDA B9 HDX iFiaA R, 4, 7E

7%F StoreFront ot = £, i&EFIULIEDL,
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Add Citrix Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to

. unauthenticated stores.
General Settings

Secure Ticket Authority : T
Display name: Europe gateway
Authentication Settings k § -

Summary Citrix Gateway URL: | https://eugateway.example.com

Usage or role: @ Authentication and HDX routing >

3. ##E Secure Ticketing Authority £ _EAIGE,

Secure Ticketing Authority RIEBZEZERELARIEER, XERIFZEE|MM T X418 Citrix Virtual Apps
and Desktops ZR#H1TH AR AIE At

« ERWANELD— Secure Ticket Authority AR%5 28 URL. W1REEAKZ Citrix Virtual Apps and
Desktops, METLLE Delivery Controller B STA. MIREEAE Citrix REEIARSS, WATLEEAN
Cloud Connector, #£#=m Citrix Cloud Ticketing Authority I2HiER, LFIRFHZEBASTE
Citrix Gateway FE BT RFTEL L,

o BEFHZD STA RSB[BHAHHLUE STA RS BZE D KER. MRKRDE, StoreFront FiARSS 23
FItH VIR iR A AR S 280

 YNR StoreFront Fi%7717) STA fRS388, ERTE—RIIEINERERZRSEE. RINERT, ItiEn 1
B, (BRI LABE X {E.

« SNRE R Citrix Virtual Apps and Desktops 7£ Citrix Workspace M B2F 21t B shEH EZ R
RMAEENSIELTIARS, BiEd “BRARIEURY S%E. MREET S STA, HEFEH
RRFARMABLAA, FEPMED STA (NRATH) BREESIEE,

R M STA (MIRATA) IEREIRE” E%ER, StoreFront M NFRER STA FESIEEE, X
¥, BIE— STA ERIELEFTEBARATH, BRRIFEASHN, MRETEARELE S5/ STA
#1Ti8(5, StoreFront BEIREIEASE4 STA,
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Add Citrix Gateway Appliance

StoreFront

¥ General Settings
Secure Ticket Authority
Authentication Settings

Summary

Secure Ticket Authority (STA)

STA is hosted on Citrix Virtual Apps and Desktops servers and issues session tickets in response to
connection requests. These session tickets form the basis of authentication and authorization for
access to Citrix Virtual Apps and Desktops resources.

Secure Ticket Authority URLs: @

Ladd. ][ edir. ][ Bemove ]

httpe://ddcl.example.com/scripts/chstadll

|
|
https://ddc? example.com/scripts/chta.dll ! --

- Load balance multiple STA servers
Bypass failed S5TA for: i 1 I hours !0 J;minutes l 0 I seconds
| Enable session reliability @

. Reguest tickets from two STAs, where available (i ]

Back |m | Cancel |

BERRER, BTF—%

4. EEMHEIBREETF HATIRE,

« %3#% NetScaler fias,

« MRBEZIMXAEEHEREN URL CBEREREA2BRS[BANTERN), FEEMATERE URL, N
HIRNIZFI X VIP, XA StoreFront fEAEIE URL #EIEREEW MK, MTHE SR
BRS388. BN, EAILUGHES,

o MEFAEBTRPEREIRE EA Citrix Workspace N AERF P BREMN S HIGIES .

ERrRAtAAE X Citrix Gateway & & EE S SRR INEIR A SR TRECS 4. XfE Citrix Workspace [z
FATEFF RENSTE BURBX RIQ & BT R IXAR N AU E IR

o MRZSKERAFBAE Microsoft Active Directory 151, &EFHE.,

MRAGERAFPRAMRECHERBOLEAE, BERR2LMH,
MRZABZRAF EARBAREENMR 2 THRGHLENRED, HEFENT2LM.
MRAFREXRAFABNBIRELREN MRS, HERE SMS SHIEIE,
MRZAERAFREEEFHBA PIN, HEFEEER

MRNERFHNRIERLE THES ORI E (HAPERFHINEEN AT UEREZSE) , EAEEERD
IRFIFRFEFREN R D IIIE T Ko
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o (AIi%) 7£ “ElE URL” ERRAMXHAZASE URL, X5 StoreFront B4 Citrix Gateway &
HIRIERRSS, WIRIEM Citrix Gateway EIMERZERB1ZiEE. XN TFEEEHRNLTED S KIS
2 (BInSEeeksk SAML), ERMEN, TUERLEEES, MREEZ Citrix Gateway BEHHEF
#9 URL, Mtk URL S FHRERIMXARS 28,

Add Citrix Gateway Appliance

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

 General Settings Version: [m-.o {Build 69.4) or later - ]

+ Secure Ticket Autharity

WServer |F address:

. 101018 |
Authentication Settings (optional)
Summary Logon type: @ [Domain . |
Callback URL: @ | https:f/callback.example.com | SCitrixAuthService/AuthService.asmx

(optional)

Back | | Cancel |

EHERRER, BT—F

5. BEOIBUNBESE,
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Add Citrix Gateway Appliance

StoreFront

v General Setlings
« General 5 s

« Secure Ticke

Summary

arity

+ Authentication Settings

o Gateway "Europe gateway" added successfully

Add beacen points

Beacons are required to determine user network availability. Manage beacons

Enable remote access to stores through this appliance

In the Stores node, select a store and click Enable Remote Access.

|

6. LATHER, BEHETM.

7. EERFRE®ET Gateway IHRENNAREE, BEETERFIHRNR,

PowerShell SDK

Z1FF PowerShell SDK #mm>%, &M cmdlet New-STFRoamingGateways

‘w18 Citrix Gateway

1. £&3E Citrix Gateway HO9H, BHEBEHHINX, ABRRE.

BXEHMGEAR, E5RFM Citrix Gateway

2. BRTFURFEREN,

PowerShell SDK

Z1FF PowerShell SDK &2¢mx%EE, &AM cmdlet Set-STFRoamingGateways
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https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/manage-remote-access-through-citrix-gateway.html
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/New-STFRoamingGateway/
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/set-stfroaminggateway

StoreFront 2311

fiips Citrix Gateway

1. £&HE Citrix Gateway §OF, BHEEBRHIMX, RASZEMIR,
2. EHRIAEAOF, &2

PowerShell SDK

ZfEMA PowerShell SDK B %, 1EIEA Remove-STFRoamingGateway.

2 X\ Citrix Gateway

February 22,2024

Citrix Gateway EEEHI & HEEEZIZAIEIEE NSNS StoreFront HEBEMIZIZARIZEER. XN BUAS
A Citrix Gateway EiiRS 28001 4HME S, LUEEMECE Citrix Gateway 1 StoreFront EEBEBEC &M,

2K

o BRZIMMXEMIRSBSH N ZIP X, FE NetScaler 11.1.51.21 SiEShRs,
AR

Citrix Gateway RaeS A Citrix Virtual Apps and Desktops @S oI MM X EIMARS 25,

« DNS & /ugets iRt B StoreFront & JaESS A Citrix Gateway 4y ZIP X #y GatewayConfig.json
X#FFERAE STA (Secure Ticket Authority) AR5328 URL,

« Citrix Gateway £ H ZIP X &9 GatewayConfig.json X% & & StoreFront [RE 2 ELHIME
Citrix Receiver for Web #5589 URL, Citrix Gateway 11.1 RESHASEERESHN ZIP X a8
idifia) StoreFront BRS 2B HMEFIAEI B R AREM Citrix Receiver for Web b s bR 473X — 5=,

« StoreFront 4 7ige#53§ DNS FE9EIAE URL f#AT M X VPN EIMARSS 85 IP sttk, LUERASARX#HITH
BHIERETE R o
TEAMELE URL MisAASBESMX URL MimOE548E, RZ StoreFront aJ LUERIE URL,
g

MR EEERIFE P ERRESMERFAEE DNS sa2 =8, [E1E URL MizAAE&rTEESMx URL flizO4EE
TR, INREHMANTF DMZ 3R <example.com> URL, i StoreFront I F&Ef Ik & M LEH
H#f#EMA <example. local> URL, MERILUfER <examp le. Llocal> El{# URL 48[ DMZ M2
PR SS 280
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M Citrix Gateway S+ E

1. &= Citrix Gateway.
2. ¥3 ‘8 M

3. £ “S5CCitrix =@&ER” T, 2 “XenApp #l XenDesktop”

4. THELEA, BE TEXH

Cifrix. ADC VPX AZURE BYOL (100000) HAStatus o Partton « | opdmin
Dashboard Configuration Reporting Documentation Downloads {:}
Favorites N
U HD> L]
AZURE >
System 3 > B STA 4 Up, 0 Down
Storefront Up

AppExpert > 1 bbb

Traffic Management > :

dhcobobrdeiicioleibovdood ool -
13 Jul 13 Jul

Optimization >

Security » Gurrent Universal Licenses Gurrent HDX Sessions

Citrix Gateway >

o CPU Usage Memory Usage

Authentication >

Integrate with Citrix Products 100 100
& Unified Gateway 75
3L XenMobile

In XenApp and XenDesktﬂpI 25 25
TP TTUT TP I TOTPIITITITY o AR
Show Unlicensed Features 13 Jul 13 Jul @
Requesting Citrix Gateway Virtual Server... ..

1. EERETHRENXNEE, TRE THREMXHNEE.,

FEREH &S A Citrix Gateway
AIMERAERNSAXESA— PR Z 1 Citrix Gateway MRS REE. WREFRBARME Citrix Gateway 9%
MR EMRS 2R, WAAERS TSN

BERR:

Citrix A= #FFsh4R1EM Citrix Gateway SHHVELE X

1. £ Citrix StoreFront BEizH & WANESPERNAREE, RAEERETEHEEERE Citrix Gateway.

2. 77 “E Citrix Gateway” REH, BHMXMEFSANEE,
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Manage Citrix Gateways
Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Mame Role Used by Sto... | URL

Close

3. %% Citrix Gateway E#RS 2R E X o

4. BETFME ZIP XEREIMXEMIRSZSRTIR. BEREESANMXENENRSBARESN. IREES

AEDEDRSEE, W SN BEBETA B, WREEEH, GURRLIEREEMXCIEZHMM X,

5 BEMEMXMERXE, IRFE, BHEE—1EE URL, ERAXBZE Citrix Gateway £ 5 Citrix
Workspace [ REFRAFEENSHRIESF, FLEERLREFEDNHE URL (BRRK).

o BEBIFCER URL E5EMEZRE M StoreFront fRS3281518,
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t Citrx Gateway Configuration

StareFront Select Logon Type

((((((
EHIEFNERER JSON 2417 LogonType FZ[OE URL
15 1 )
B =2 DomainAndRSA S
RehE RSA 2
Bhek - FER Bhek =
BeeR -1 SmartCardDomain =
Bhek - R SmartCardDomainAndRSA =
Bhek-Reh SmartCardRSA z
EBEEF - SMS BHIIE SmartCardSMS z
SMS S{3383E SMS z

NRFZEEIF URL, StoreFront IFETFE ZIP X+H#EIBIMX URL BaptEzR “EliF URL". AILUGILEXR
AISEIEHE Citrix Gateway VIP B9ERIBERH URL, 33F GSLB WX, EEANETWMXBEZEH—HDE
78 URL.

EERERIHNNEREIMNIE, FEEE URL
6. BHT—%,

7. StoreFront £/ DNS Bx& ZIP x5 A9FRE STA (Secure Ticket Authority) BRs38s URL, HISEE
NREREERTH STA ZRICERSR, WR—IHEZD STAURL BH, SAETSU4EL,
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Import Citrx Gateway Configuration

StoreFront

8. EH:T—F_ﬂ;o

9. EESANFAER. MREFEABHEREMX URLMEAHE (WX URL: iw0) BIMX, EEER THAERE
FE—TRXBHEES, Se/B—NHHX,

Import Citrx Gateway Configuration

StoreFront

StoreFront £/ “Mx URL: ix0" AERMELEZHASANNXEELEEAIEREERNMEM K, R
EIMXEERREN “Wx URL: O” 4E, StoreFront &REMAFHMR, LMXIGERER T A LAEH

WL E,
MXIGE Bl LA
Mm% URL: izO4H & =
GSLB URL =
NetScaler fSEIEBMIEX =
=38 URL Z
Receiver for Web iz URL Z
M3k /VIP =
STAURL #1 STAID =
FREEREE 2
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10. B2EHS N R StoreFront [REF[|ETFE MRS HRAE, WSEFR—FER, REEKSANNXIGEERBRIA
FRHEAARSS 280

11. BEHEM,
EEANS—IEMRSSHERE, BEE LENSE,
AE:

Rz A EREIAM X 2 Citrix Workspace AR RIRET HEZRNMX, BRIEEEREENERRRNMNX,
MREEANLABEEEMX, WM ZIP XHESANHE—IRXERA Citrix Workspace fERHERIARNX, S
NEEMXAZEAENNABEEIRERRIAN X,

/A PowerShell £\ £ Citrix Gateway
Read-STFNetScalerConfiguration

o 5 ZIP X+ EHIZIZF1E RAY StoreFront EESHIKHE.
« ¥ Citrix Gateway E#ARSBEEXH ZIP XHHABTIENATEF, HEA=IRNXNRSIEEEZEFHREHN
XEER Ko

$ImportedGateways = Read-STFNetScalerConfiguration -path "S$Senv:
USERPROFILE\desktop\GatewayConfig.zip"
<!--NeedCopy-->

/3 Read-STFNetScalerConfiguration cmdlet Z&R7E+ M NetScaler ZIP @ ANBIFEAN=IMREIT R,

$ImportedGateways.Document.Gateways[0]
$ImportedGateways.Document.Gateways[1]
$ImportedGateways.Document.Gateways[2]

GatewayMode : CVPN

Callbackurl 5

GslbAddressUrii : https://gslb.example.com/
AddressUri ¢ https://emeagateway.example.com/
Address ¢ https://emeagateway.example.com:443
GslbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.1

Stas H

STA298854503, STA909374257 }

StalLoadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : Domain
GatewayEdition : Enterprise
ReceiverForWebSites R

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }
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GatewayMode : CVPN

Callbackurl -

GslbAddressuUri : https://gslb.example.com/
AddressUrii : https://emeagateway.example.com/
Address ¢ https://emeagateway.example.com:444
GslbAddress ¢ https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas R

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : DomainAndRSA
GatewayEdition : Enterprise
ReceiverForWebSites : {

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

GatewayMode : CVPN

Callbackurl ¢ https://emeagateway.example.com:445
Gs'lbAddressUri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address ¢ https://emeagateway.example.com:445
GslbAddress ¢ https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas R

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType :SmartCard
GatewayEdition : Enterprise
ReceiverForWebSites : {

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

<!--NeedCopy-->

*#g%E CallbackURL #J Import-STFNetScalerConfiguration

% ZIP XX EHIFI L5 RN StoreFront EXEAMEE. & Citrix Gateway B2E ZIP SANBHABIENAE, HE
B=1MXNERSEEEZEPHESHXERNX,
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$ImportedGateways = Read-STFNetScalerConfiguration -path "Senv:
USERPROFILE\desktop\GatewayConfig.zip"
<!--NeedCopy-->

&/ Import-STFNetScalerConfiguration cmdlet HiEEFRBEMNMX R E =M XS A StoreFront, fi#
B -Confirm:$False 2 Al Powershell GUI R RIEAFSANE X, NREBEEM—REN—ITFX,
TEMIBRIEE I,

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -Confirm:$False

<!--NeedCopy-->

EEEBACH CallbackURL & Import-STFNetScalerConfiguration

£/ Import-STFNetScalerConfiguration cmdlet i =1#M%xS A StoreFront, HE/H -callbackURL &
s PATAIENRE URL,

$ImportedGateways = Read-STFNetScalerConfiguration -path "Senv:
USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0 -CallbackUrl "https://emeagatewaycb.example.com:443 -
Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -CallbackUrl "https://emeagatewaycb.example.com:444 -
Confirm:SFalse

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -CallbackUrl "https://emeagatewaycb.example.com:445 -
Confirm:$False

<!--NeedCopy-->

Import-STFNetScalerConfiguration Z= S\ XHPEZENSHIIESZ, HIEEEB2H CallbackURL

& Import-STFNetScalerConfiguration cmdlet =1 #MxS A\ StoreFront, HE /A -callbackURL &
HAEEFMETAIEIE URL,

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:
USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0@ -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:443" -Confirm:S$False
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Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:444" -Confirm:SFalse

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:445" -Confirm:S$False

<!--NeedCopy-->

18 NetScaler ADC #1751 & F 1

January 25,2024

FRBELIERNABTEHEEPHBEDEMINHEL StoreFront fRE523M9 StoreFront RSB 2B3EN A EIES.
ASRMEE XU NetScaler ADC & BB E NERS 34 H StoreFront AR 88z iaxd3k 8 Citrix Workspace
Bz FRZRA1 Web 3% 83892 NiER#ITHE T ERIF4AE R,

AHTEHENRSFIERER

MEWIEBRE A SEEBEiES ER R IEBMANMEMAIER Z 8, EE R TED,

%I 1: 7£ NetScaler ADC i& & & T AR S5 2840 StoreFront ARSS284A T = L9 *.example.com
BERIER. XFFUENEE, RTFEHITHENET LURIMEM StoreFront ARS523,

o 3% 2: 7£ NetScaler ADC i&#& fa & F & R 1MAR S5 28H0 StoreFront (RS BAET R LHFERALRFERETIES
#7 (SAN) HEH. IEBHEEILEFE StoreFront fRS22MREZ (FQDN) B9 fth SAN Hai%, BRE
WERA, ERXERLUTE StoreFront ZRE iR EE KRB,

77 StoreFront fRZ234H 1 H F#23¢17E DNS icR

HFMERFEE FQDN £/ DNS A1 PTR i2R®. EMELRMZF kAL FQDN i5ia{# A NetScaler ADC i&& s &
E%2889 StoreFront BRE3 2840,

Tffl: storefront.example.com @i HTEEIMIRSREM IP (VIP),

fic® StoreFront fR358

EHRBEHZEHITAHTEIATE StoreFront IRS 838 ACE 7 StoreFront fRSB AN —E, ZAERSERZ
BREPERE, UHREREEEHRR, BXxBRISB[BATHFNRSSHNEZIFMAEE, BBRMANIE RS54,
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M EaRSBEENER HTTPS, LUEX T8 5 StoreFront RS B[BZENBEHITNE, EHSHEER
HTTPS {R#F StoreFront Y% 2, EBHBABEAHTFEHH FQDN fER RS (CN) B FREREEHA AN
(SAN),

KRS BAEA URL IRE N H HTH2EH URL, 2E8e8E 4 URL, 57E Citrix StoreFront EEEH a0 AEME K
EREERSHRA, AEREEER URL, WAGHTEREMRSEM URL,

(AT3%) ¥% Citrix Service Monitor E2& 1 {ER HTTPS

StoreFront &% &11% Citrix Service Monitor Windows R$3., WARSEZ S EH MRS KM, B LS X
StoreFront IREBHVIETTIRT. X5 ¥F NetScaler ADC F1E Mt =AM AERF ST StoreFront IRSES B EMIEITE
TR

ZHAERT, Monitor 7250 8000 LA HTTP, alLUAREEEX AR 443 LER HTTPS,

1. #T7F % StoreFront ARz 88 £ PowerShell &£HIZIFIE (ISE), SAFIEITUTHSLUSERIA Monitor Bt
7 HTTPS 443:
$ServiceUrl = "https://localhost:443/StorefrontMonitor"
Set-STFServiceMonitor -ServiceUrl $ServiceUrl

Get-STFServiceMonitor
<!--NeedCopy-->

2. ZRE, BEXEEE StoreFront AR ESATRMIFTA HithARSS 25,
3. &7 Monitor EHRITIREMIR, 57 StoreFront AR5 283 RI LUEE ®I4&410] StoreFront ARSE 2SRV E A
HENLE, FLT URL RS2SR, X ESEREE1 StoreFront lRZFIRESH XML fHE,

https://<loadbalancingFQDN>/StoreFrontMonitor/GetSFServicesStatus

BidE NetScaler £ & F#2e
7£ NetScaler ADC HEEERRSEZ ESIEH

1. %3 NetScaler ADC i&& &2 GUI,

2. %% Traffic Management (GREEIE) > SSL > Certificates (GIE+) > Server Certificates (AR5523
JEH)

3. BERE,

4, ERERS|[UERTTE L, WNIEB-BENEM, PEEFEXH, ARNEIERXHE, NRIEBXEREET
H, NIMETEREEFERXHE,
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< Install Certificate®

Certificate-Key Pair Name*

wildcard.example.com @)

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name*

Choose File v wildcard.example.com.cer Add @

Key File Name

Choose File ¥  wildcard.example.com.key Add @)

Certificate Format

@ PEM DER

Password

®

(] Certificate Bundle
Notify When Expires

Notification Period

30

" Y

&1 StoreFront fRSS237 =702 NetScaler ADC i&& 1 & F1#28

1. M=l Traffic Management (iE2%1) >Load Balancing (fi#iF#) > Servers (fR52). BEHR
m, AmMEHTHETERSE StoreFront ARS8,

=5 =2 1827 StoreFront-eu-1 #1 StoreFront-eu-2 #9 StoreFront fR5588
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2. FRET IP NIRSSEE, HimAE StoreFront T RAARSS 23 P #idik,

Traffic Management > Load Balancing > Servers

"~
Servers @ =~ &
Add Select Action ~
NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
StoreFront-su-1 @®ENABLED 172.16.0.101 0
StoreFront-eu-2 ®ENABLED 172.16.0102 0
Total 2 25PerPage | Page 1 | of1

EX— StoreFront “1i2F, ATKERSEFAFFIE StoreFront T SRS

1. &3 NetScaler ADC &3 GUlI,

2. % Traffic Management GRE%IE) > Load Balancing (f1#;F#%) > Monitors (M411i2%) > Add
(#m), #Rhn&7A StoreFront WFEERF, HIESZAERINLE,

3. M Type (£ZY) Thixtsgd, i%# StoreFront,

4, NREEIE StoreFront MMIEFEE RER HTTPS, E5449%3% Secure (%) &, BN, HRFILER
FREFRIEFRE, ARFRMARKO 8000,

5. #%4% Check Backend Services (I0ZEFIRARSS) ®EW, LIS StoreFront BRS28 HiE1THIRRSS #
1TI540, @R StoreFront AR%328 Hiz1T789 Windows BRSZ M54 StoreFront BRSS, %ig{ELiREIL TR

SRS

« W3SVC (IIS)

« WAS (Windows #Z#ERS)
« CitrixCredentialWallet

« CitrixDefaultDomainService

BB SFrE StoreFront fR5525M9ARSSA

1. £#1% Traffic Management (i2&1E) > Load Balancing (f1#F#) > Service Groups (fR$34R).

(=1
~F
BA. E@id HTTPS #E#%%| StoreFront fRS328, 1E%EHE SSL thille BHMIREREANMINRE, KHAE.

2. EEMBRSAS, 7£ Service Group Members (BRS4ARR) T, & No Service Group Member (£
ARES4ERE ) o
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a) i Service Based (EFRE).
b) EREZHIE X HIFE RS 8.
C) BEAHTHES StoreFront RSS2z iEEMA SSL, IEMAIRO 443, TN, EHAEED 80,

Create Service Group Member

|P Based .@. Server Based

Select Server*

Storefront-eu-1, Storefront-eu-2 2 ‘ Add ‘ ‘ Edit ‘ @

Mote: The port number is mandatory only for DNS servers of query type A (domain name of the [P address)
Port

443 0]
Weight

1

Server Id
Hash Id

State

3. 740 Monitors (MiiER) ZHHHEFREZRIEIERM StoreFront MR,

Monitors X
Add Binding
0 MONITOR NAME WEIGHT STATE
O StoreFront 1 v

4, 7 Certificates GIE+) 4.

a) HPERFIHIEo
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b) HEAFHEZFSNNIRS SEHHTEZM CAIESR, UNFTEERT PKI SEREMEEEM CA,

ServiceGroup Client Certificates Binding p

Add Binding

CERTIFICATE

5. #hn Settings & &) 2643, 3%#% Insert Client IP Header (GEAE P i IP #7:3%) 4\ X-Forwarded-For
BITRLB IR XAYEE Citrix Virtual Apps and Desktops SEBEsRERZE A% IP ithit,

IEZRTRPRENAH TEEMIRSS

1. &R%I NetScaler ADC i8&EIE GUI,

2. % Traffic Management GiiE%IE) > Load Balancing (f1#F#%) > Virtual Servers (EiMRS
28) >Add (7)), eIE— M MEDRS 2.

3. WARM, &F SSLihFHmAGL. BE “BE™ SIZEMRSR.
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. Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol
type. If an application is accessible from the Internet, the virtual server IP (VIF)
address is a public IP address. If the application is accessible only from the local
area network (LAN) or wide area network (WAN), the VIP is usually a private
(ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby
increasing the availability of resources to process client requests.

MName*

StoreFrontLB (D

Protocol*

S5L e @

IP Address Type®
IP Address v (D

IP Address®
(T A | S @D

Port*

443

b Maore

«

4. BEZAEIRMARSSEYE R BT EEMARS 25,
5. BEEZAHE RS AE—ARSS 28 CA IEH,

6. 7N Method (555%) ZpHikFnEHFEH%, StoreFront fAFTFEHE BIEDTAN round robin (3¢if)
5 least connection (&%),
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Method x

Method is a load balancing algorithm that the Citrix ADC uses to select a service to which to direct the client
reqguest. In addition to selecting a method, you can specify a delay in accepting requests on a new service.

Load Balancing Method*

LEASTCONNECTION v (D

Mew Service Startup Request Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Request unit®

PER_SECOND v

Increment Interval

7. 70 Persistance (iFAl4) %49,

a) BIFAMEAAILESN COOKIEINSERT,

b) #¥iBeIEE NS StoreFront RMKIEEEAER, FRIAER TR 20 H%h,

¢) 7% Cookie #5488, #5401, NSC_SFPersistence, X# e LUEE TR ZIZF S TR0,
d) BEHHALIEEHR NONE ().

AR

MRAAFEFIHTEE HTTP cookie, MIFE4IERFT2E&E HTTP cookie, FERER“Persistence”(3F
AM) o
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Persistence b 4

Configure persistence to route all connections from the same user to the same service, such as an application
that includes a shopping cart or that handles banking transactions. With some persistence types. you can
configure backup persistence, which takes effect if the primary persistence type fails.

Select Persistence Type*

() SOURCEIP {@ COOKIEINSERT OTHERS O

Time-out {mins)*
2
Cookie Name
NSC_SFPersistence
Backup Persistence
Backup Persistence”
NONE e
Backup Time-out {mins)
2

[Pvd4 Netmask
255 . 255

M
(&3]
(4]

2565

IPvE Mask Length
128

EdE StoreFront %[0l

HEAMU A TR, T StoreFront RS ZEMNAEERE, ERRSSEAERAZAHTESE, HET
RESBAES—akSH. XIFBREREERFENTINTN. BEA StoreFront IRE B BIRELEEREZXMIE
Mo RIAMBRT, WIRERAF, XBWECIRRSMUB TN EHR ARG IP ik 127.0.0.1, RBREZRY
(HTTP = HTTPS) FZ, IWEERTFRIRSF[MBEUREFIE SSL K ILAH FEHBRNEZ,

MR A ET#88£8 1k SSL 7@ HTTP 5 StoreFront i&E (R#E%E) , WA StoreFront IFELESERE N
OnUsingHttp, XEkE StoreFront T ig2eMM HTTPS B3tk HTTP,

1. §T#F Citrix StoreFront,
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2. WFENMNAEE, E%DEE Receiver for Web 55, - F&4 Web b=, E#IERE.
3. REBRIRE
4. BEAVEEEEEEXN OnUsingHttp.

Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Advanced Settings

Configure advanced settings with caution.

Category Settings Enable Fiddler tracing

Customize Appearance Enable folder view
Featured App Groups Enable loopback communication an -
Enable protocol handler b

Authentication Method Enable strict transport security

Website Shortcuts ICA file cache expiry ag

lcon resolution |128 5

Deploy Citrix Receiver/
Workspace app Loopback port when using HTTP 80

Session Settings Prampt for untrusted shortcuts v

Prompt to install Citrix Receiver/Workspace app after logon

Wikopse Ounl Protocol handler skip double-hop check

Client Interface Settings Resource details Default )

L Ad ed Setti - Strict transport security policy duration 90.00:00:00

Enable loopback communication
Enables communication with StoreFront services using the loopback adaptor. Disable this when
using Fiddler debugging. Default: On

0K I Cancel I

WR B TE88&1E SSL #Fi@i HTTP 5 StoreFront i&1E (R#E%E) , WEEN StoreFront IFEHEEEE N
OnUsingHttp, XEkE StoreFront T2 MM HTTPS B3tk HTTP,

Bt & NetScaler ADC & F#725 LUSCI AR SS 2540 2 8| 19T iR [E) 5

MREH 2k S BRI L StoreFront RS 2FEAMR, A LUIRES TR ERRIGRBEXERSR[/AEZEE
HIITIA%kIE,. StoreFront iTHEHIMER TCP %O 808, HAltk, FEAMABRAE HTTP 50 80 3¢ HTTPS 443 A%
TEEMRSRIERY. ENIRSRESATAY, BEDEPNS NetScaler ADC & & LBIRE-MEDIRS ],
LUE RS StoreFront AR5 834H 1 & F % TCP %[O 808,

EERTITHRS RARSS A

1. &3 NetScaler ADC i&& & GUIL,
2. #%#% Traffic Management (i2%1E) > Load Balancing (fa#F#) > Service Groups (fR$54H) >
Add (&),
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3. WARSARM, FMEXRN TCP, ARRLHEHTTRE.

4. ERSERREOH, FNEZFE RS\ WOPEXBFE StoreFront RSBBF =, HRFHOEEN
808,

5. AMNEMRBERD

a) B#HER No Service Group to Monitor Binding (ErTaM4ERIIRSAH) BINIE,
b) gEHHRM. WAKMEFZIRFHFEREILGER TCP, REHAIE,
C) BREHE,

Monitors X
Add Binding
MONITOR NAME WEIGHT STATE
StoreFront-SubSync 1 W

FNRIVTHARD Q2 0 H T E RS 23

1. &% NetScaler ADC i&& &R GUI,

2. 4% Traffic Management (i2%12) > Load Balancing (f:1#F %) > Virtual Servers (EiMiRS
28) >Add (Fm), HM—P ARS8,

3. AR
4. BhivERH TCP,
5. #A IP sbtk,

6. HAiEO 808,
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Load Balancing Virtual Server

Basic Settings

MName*
StorefrontSubSynclb :}

Protocol®

TCP v (1)

IP Address Type*

808

©

» More

«

7. BEHE.

8. #i No Load Balancing Virtual Server ServiceGroup Binding (5 3 & IR S SRRSAHE),
EREZRISIENERSA, REEE Bind (41E).

9. #fn Method (753%) #4714 Load Balancing Method (fa#F#75%) i&E% ROUNDROBIN

10. BEHEFTEHUTHRENR.

ficE StoreFront LUE:d 1 i P 2HREGT IR EE

BERAEEITHARD .

EREEFIIE, FEESITHARD EPAIRSS SR EM A HT %2R |P it ILECRIARSS 23LA bt
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7 Citrix Gateway #01 StoreFront B2 & k% % 5154 (DFA)

February 22,2024

A BN S HIIERT BET Citrix Gateway WREMETF StoreFront WREMN S M RIHRET RIEEN R E
FERAYT BN EHRIE SDK RSB MIRIEMRAR, HA7E Citrix Gateway 5 StoreFront Z BBREZIKEKE S5
IE (DFA). ZEREXBESHEIEMYATFERMVEBRRA S —AHNESHRIIRSE, BIEZERIE. fig, Citrix
Gateway B EH S KR RIEERE StoreFront, StoreFront B5% =481 RIERSS[HARS HITRE,

7z Citrix Gateway FEEEZIRZPSHIIETE CTX200383 H#HITNE.

TEREWN

- Z#fR Citrix Gateway 5 StoreFront Z[EIFBEZEIRIF, EEMR HTTPS K& HTTP thil.

o WTFHENE, BRETNTERESBZA, FIETRIIEE IS HTTPS SEHREMEEER ARSI IEH,

« HafR7E StoreFront EZE HTTPS /5, Citrix Gateway 3 StoreFront RESEBIMAEE (E A EIERBM
EHH,

StoreFront Bf &R T EFIM

s BE=ZAENUIHEHREEMETRL, AEBREKSE—E,
s B MNRLEERBEZRRESNEIEAXIRE, ARKEREREIEMTR. BEH “BRZRRESHR
I

BRZIRTRRSHIIE

&9 StoreFront 38 BERTFIEE Citrix LA ZEFAIGEN GUI, FruliEEA PowerShell BHa2EZRRESH

I93E.

1. REZRRBFHEIE. RANERTEHRTE, BFEER PowerShell £/ a#1T%E,

PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\
Receiver StoreFront\Scripts'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & .\
ImportModules.psl

Adding snapins

Importing modules

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'
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PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-

DSDFAServer

Id : bfe94fbc-ae®a-4d56-8749-
c945559e897a

ClassType : eleb3668-9clc-4ad8-bbae-
c08b2682clbc

FrameworkController : Citrix.DeliveryServices.Framework
.FileBased.FrameworkController

ParentInstance : 8dd182c7-f970-466c-ad4c-27
a5980f716c

RootInstance : 5d0cdc75-1dee-4df7-8069-7375
d79634b3

TenantId : 860e9401-39c8-4f2¢c-928d-34251102
b840

Data ]

}
ReadOnlyData {

[Name, DelegatedFormsServer], [Cmdlet, Add-DSWebFeature], [Snapin
, Citrix.DeliverySer
vices.Web.Commands], [Tenant, 860
€9401-39¢c8-412c-928d-34251102
b840] 1}

ParameterData R
[FeatureClassId, eleb3668-9clc-4ad8-bbae-c08b2682clbc], [
ParentInstanceId, 8dd182c7-f
970-466c-ad4c-27a5980f716¢c], [
TenantId, 860e9401-39c8-4f2c
-928d-34251102b840] }

AdditionalInstanceDependencies : {
ble48ef0-b9e5-4697-af9b-0910062aa2a3 }

IsDeployed : True

FeatureClass : Citrix.DeliveryServices.Framework
.Feature.FeatureClass

<!--NeedCopy—-->

2. 7 Citrix AIfE& %, FEE StoreFront 5 Citrix Gateway ZBINEZHH (FH3), EHNBEMNE, L ID
HASTE Citrix Gateway HEZERIZREH 1D 18R,
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-
DSCitrixPSKTrustedClient -clientId netscaler.fqdn.com -

passphrase secret
<!--NeedCopy-->

B.REBEERREGMNRIEMIEI, UBEMERERHIBEXRE, ERIWIEI, BE
C:\inetpub\wwwroot\Citrix\Authentication\web.config & # # ConversationFactory, L T

LA ERIBRA

<example connectorURL="http://Example.connector.url:8080/adapters-
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sf-aaconnector-webapp'">
<routeTable order="1000">
<routes>
<route name="StartExampleAuthentication" url="Example-
Bridge-Forms/Start">
<defaults>

<add param="controller" value="
ExplicitFormsAuthentication" />

<add param="action" value="AuthenticateStart" />

<add param="postbackAction" value="Authenticate" />

<add param="cancelAction" value="CancelAuthenticate"
/>

<add param="conversationFactory" value="
ExampleBridgeAuthentication" />

<add param="changePasswordAction" value="
StartChangePassword" />

<add param="changePasswordController" value="
ChangePassword" />

<add param="protocol" value="CustomForms" />

</defaults>
</route>
<!--NeedCopy—-->

4. 72 PowerShell &, §BZRKREZFHIIEXNEL . FELRFIF, i&EBHR ExampleBridgeAuthentication,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-
DSDFAProperty -ConversationFactory ExampleBridgeAuthentication
<!--NeedCopy-->

PowerShell W8#F X9 A/NE: -ConversationFactory 5 -conversationfactory 8.

N%; StoreFront

EN#; StoreFront Zai, ERHBAMEE=ASMRKIEHEY, ERAERFm StoreFront BIThEE,

ERARREETT S IIE

February 22,2024

HUROFiE T — g, XERRAAFXEANEDE=AFAARTERALREETEFHBEDHNE LG RRNIHR
BR, AXNBIFEE—MEREE Citrix Gateway #H1TH B IIERIZEITMIXIFIE RN E L R RIHRINPR, &
K& J= AT LUE A R E A3t StoreFront #1 Receiver for Web i si# 1T 5 19583E, 3T @32 Receiver for Web =
BRAP, AXHPNER B Citrix Gateway #ITHM I FAZXHF. WFAHNKEHHE Citrix Receiver
g Citrix Workspace AR, LEHRIERAERE R,
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REMHIFR

It RBERR A production.com B4 ~1f1% 5 development.com B9 s,

production.comi

RBIFE production. com BB AU FFAR:

« Citrix Gateway B2&7T production.com LDAP S{33IE5ERE,
o EIWEITHEMIGEEA production\testuserl KA FIZRBH#1T,

development.comi

tRBIFE development .. com EENgEA RN TFR:

« StoreFront. Citrix Virtual App and Desktops #1 VDA 31 F development. com iz,
« 3¢ Citrix Receiver for Web i # 1789 5 9 58E# A development\testuserl A FIZZID# 1T,
o XA MAZBARFEEEERR.

AN BEERE Citrix Gateway

ERNNARIEEE Citrix Gateway, ERITUTIRE:

1. 7 Citrix StoreFront BEZHIAMANBEPERNAGEE, AGERETEPREERE Citrix Gateway,
2. 71 “&12 Citrix Gateway” RE®, BEHH.

3. 5ER “E#gE”. “Secure Ticket Authority” M “BHRIE T8,
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Add MetScaler Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through MetScaler Gateway for users
connecting from public networks. Remote access through a NetScaler Gateway cannot be applied

General Settings to unauthenticated stores,

Secure Ticket Authority . -
Display name: | PreductionGateway |

Authentication Settings

MNetScaler Gateway URL: | https://gateway.production.com |

Summary
Usage or role: @ [Authentication and HDX routing - ]
Add MetScaler Gateway Appliance
StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests. These session tickets form the basis of authentication and
V General Settings autharization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
ity Secure Ticket Authority URLs: @

Authentication Settings

https://stal.development.com/scripts/ctxstadll =

5
e https://sta2.development.com/scripts/chesta.dll -

Add.. || Edit. || Remove |

[ | Load balance multiple STA servers

Bypass failed STA for: E hours E minutes E seconds

[+ Enable session reliability @

] Request tickets from two STAs, where available €
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Edit MetScaler Gateway appliance - ProductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings Version: (100 (Build 69.4) or Iater -]

Secure Ticket Authority VServer P addracs: | |
Authentication Settings (optional)
Logon type: @ [Domain - ]
Smart card fallback None hd

Callback URL: @

(optional) | https://callback. production.com | JCitrixAuthService/AuthService.asmx
optiona

o IS T

AR

BJRERERN DNS &R 2R, UEXHMAPEZEAD DNS RS20 LU 5 — 1 BRSS 28 89 FQDN,
Citrix Gateway & TaEBFERE production.com DNS fR$ 2 f#4r development. com g d#y
STA iR5328 FQDN, StoreFront X/ g FEAE development. com DNS fRE8:f#iF production
.comigiIEiE URL, k4, FaTLifER development. com FQDN, Zithikigfi#if A Citrix Gateway
FEMBRSS 23 BRI IP (VIP),

ERBM Citrix Gateway Hi#

1. 7£ Citrix StoreFront BIEEH GMWEMNEETERNEEE, AREREEETEEEEINIIES .
2. £ “BESMHRIEAEX RED, %EM Citrix Gateway Hi&.
3. BEHTE.
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Manage Authentication Methods - STORE

Select the methods which users will use to authenticate and access resources. i ]
Method Settings |
User name and password m
[[] SAML Authentication -
[ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites
[ ] Smart card
Can be enabled / disabled separately on Receiver for Web sites
[] HTTPBasic
[+# Pass-through from Citrix Gateway
Installlng ar_u:l unlns.talllng _the auth[antlcatlcur? metheds and the _
authentication service settings are included in the advanced options.

o |

FCE N AR IS LB A M X TIZIZ 18]

1. 7£ Citrix StoreFront BEEHI N ANERPERNABET R, AREEREETERE— M NASE, T8
FERD, RHEEETEHNRE,

2. EFBRIZEEH.

3. FHREEEECHEABESEM Citrix Gateway, NRKEAM Citrix Gateway, STA RIEEREIEA.
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Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance.

[#*| Enable Remote Access
Select the permitted level of access to internal rescurces

® Allow users to access only resources delivered through StoreFront (No VPN tunnel) 0

) Allow users to access all resources on the internal network (Full VPN tunnel) Iﬂ

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliamce: [ ProductionGateway ~ ]

o |

R

BRAHE—

1. 7£ Citrix StoreFront EEEHIQMANERPERNABET R, AREERERPER— M NAEE, T
FEES, BHiCENARERE,

2. I ‘RENABERE” NEL, ERERRE,

3. BUHERERSHE—HERE, BEXFAES, BEAERUABELRE,
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Configure Store Settings - STORE

StoreFront

User Subscriptions
Kerberos Delegation
Optimal HDX Routing

Advertise Store

Advanced Settings

Advanced Settings

Configure advanced settings with caution,

LONMNECHON UMeout
Enable enhanced enumeration

Enable socket posling

Filter resources by excluded keywords
Filter rescurces by included keywords
Filter resources by type

Maximum concurrent enumerations

Minimum farms for concurrent enumeration

Override ICA client name
Require token consistency

Server communication attempts

Show Desktop Viewer for legacy clients

Treat desktops as apps

Require token consistency

[ NE

When enabled, StoreFrent enforces consistency between the gateway used to authenticate and
the gateway used to access the store. When the values are inconsistent, users must
reauthenticate, Must be enabled for Smart Access. Default: On

ﬁ[ Cancel ] [ Apply

4. BEHE.

AR

BERLE—HIGBERINE FEPRE MR EALIGE, BF Citrix Gateway i 247 (EPA) 89 SmartAccess
INEEB{Z1EIETT. B SmartAccess BiF4HEES, 1E2F CTX138110,

st Web i 2 A M Citrix Gateway HiE

BERR:

=m Citrix Gateway EHiE#F1E Web i Zit@ERAM Citrix Gateway Hi## production.com g

IR EE. 2R M Citrix Gateway BiE

Gateway ERWEERRE.

1. 7£ Citrix StoreFront Bz H &AM ERPERNBARET

2. EFBRERINARIE,

3. ERFEERD, BEHEIE Receiver for Web 55,

SH Web im iR AR RANER, XLEEES5HTFED Citrix

/\D

4. 11 “EEBMHWIESE P, BUHEEM Citrix Gateway Hi&

5. BEWE,
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Edit Receiver for Web site - /Citri/STOREWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.

Customize Appearance
| Method

Featured App Groups [#  User name and password

Authentication Methods

Website Shortcuts

Domain pass-through
To provide good user experience, all Windows client devices need to be domain-

ey (itric Beoehrer! joined and have single sign-on enabled for Citrix Receiver/Workspace app.

Workspace app —

| | Smart card

Session Settings =
9 L) -through from Citrix Gateway

Workspace Control
Client Interface Settings

Advanced Settings

ﬁ[ Cancel ] [ Apply

/A production.com BFRMEREERM*

ETiig, BER production. com BRMEREERMX,

Please log on

User name devuserl

Unified ¢ _

Unified Gateway Password

ERE, RABIRTAPEAN development. com &,

development\devuser1

CiTRIX

StoreFront
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7£ StoreFront FFiRINEIEE T HIFIR (RIE)

B AENEIRE, BB LA BIMANEIRBIFLOES Citrix Gateway #H1TEHIIE,

MRARBEXFNMINAFRER, BABIRENTEEEAR. AR BT Citrix Gateway BRI, EJgERE
B AFIREE, RFARRAPER Receiver for Web th =8, XLEAFRBERIERTIERNE Z MIE\BF
Bo

1. 7£ Citrix StoreFront EEizHI AN AENBEEPEELAREIE, RAEERIEFERTEEEEINRIES .
2. EERAPENBEENMN TRk,

3. BFEAHME development. com FMARIEE, AREPEERAEPETRTIRSIEE,

4. BEHE.

Configure Trusted Dormains

Allow users to log on from: Any domain

®) Trusted domains only

| Add. || Edit. || Remove

Default domain: [develupment.co-m * ]

Show domains list in logon page

o e

devuser1

CiTRIX

StO re F ro nt development.com

=

FEWNELENIIETRPERNKRSEENER, NRAAAFNTENEKFIRET ARNEN, BHREFS
SBAFERE,
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NetScaler &iE2EHRER

o MREER Citrix Gateway RIERIEHEAT “®aER5 Web AR, Citrix Gateway i Web 55
RENTERNERGHZEE, BAEEE Web i EZAM Citrix Gateway BES B RIEAZ. TiClt
HIMAIEE R, Web ihm#BiR RERAEE.

« 7£ Citrix Gateway ## “Client Experience” (EFim{A%) # “Published App” (BEHHMRAER) i&
TEHIE R R B RFERRRE A CHNEBIITA.
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Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Network Configuration = Client Experience  Security =~ Published Applications

Accounting Policy

Override Global
[##| Display Home Page

Home Page

|https:ﬁsf.development.com;‘Citrifo'| 4]

URL for Web-Based Email
| | O

Split Tunnel®

| OFF v

Session Time-out (mins)
|60 | 4]

Client Idle Time-out (mins)

| | O
Clientless Access™®

| on v |
Clientless Access URL Encading™

| Clear v |
Clientless Access Persistent Cookie™

‘ ALLOW T ™
Plug-in Type*

| Windows/MAC OS X v | O
Windows Plugin Upgrade

| Always v O
Linux Plugin Upgrade

| Always | O
MAC Plugin Upgrade

| Always v | O

AlwaysON Profile Name

Credential Index®

| PRIMARY v ¥

KCD Account

| : 0e
single Sign-on with Windows*

‘ OFF | O

Client Cleanup Prompt*
on 1] O

[[]  Advanced Settings
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Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published App

Override Global

[CA Proxy™

OFF v &
Web Interface Address
https://sf.development.com/Citrix/S | ¥

Web Interface Address Type®

IPV4 v

Web Interface Portal Mode®

MORMAL v

single sign-on Domain

Citrix Receiver Home Page

Account Services Address

REETRR

January 25,2024

HLOEIHIT “BEER ESEEERNSBNERIIMEEEITRE URL, Citrix Workspace ARRF=HBKAEIRR
HIREMRSRIAE B P 2SR MR TR L2ANE. ARBRKEHNARFN, IEESBERARERRIR
588, MBS IERI¥4E BIREI Citrix Workspace AR, XiF¥a URRERF AR SmaN AEF
AW EERERET.

g0, WREHRABERR, XRTAFBEEIAME, B2, MR Citrix Workspace RARRFTERRAE
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EiRm, HEWFIREFENMIMIMERRNEN, XRTAFAES Internet %, BUTFEWREIIN. Bit, BAFRHHR
@ Citrix Gateway T KEMEARERF. AP IHNKERNARERFN, REZRNRSFBKEEN, BHER
HATREBNEITEZAITIR B Citrix Gateway & E&HFAERE. XEKERAFEHNRSERNARFNARTERR
ZigE.

BIABERT, StoreFront fEAEERMRS 3 URL st A HF & URL fERREMEIRR. ERMAMAIE— Citrix
Gateway ZBEH Citrix Web b S f MRS BHAFER R (XWF Access Gateway 5.0) URL fERIMBISIRR.

MBEERTEMAGEITES, BEHREAFPBESEMEINMEEEHE Citrix Workspace R BEFH., MR AN ABER
BT Receiver for Web 5=, MBAATUMIZIESFKRENEHN Citrix Workspace MBEFEX 4+, &N, "TLA
NAEES HIEE S, FEtXtiRfsamaF,

BERR:

EZREB[BAEBEFR, B—RANEA—ERSBUBKRS /AN E, R Citrix StoreFront BEIZHI& KT

B PR E MRS 28 LiETT. TG, 1B

BB BTN B ERRIRS BE, UEEHFEPHNEMIRS S,

1. 7£ Citrix StoreFront EEEEHIGNENBEEPERNARET R, AEE “BF BEPREEEET.

2. BEEEREREMER=N URL,

« EE/A StoreFront BE/ARSS 23 URL i #F% URL, i5iEFEMAMRS URL,
« EAEA URL, EEFEEGRIL, HRARSBMEFH— 1 a7 A% URL

3. BERIMWMANIMREIRSRA URL, EEUEIRR, BIRE “IMBEIR JIRFPHN URL, AFREHRE. TR
TEE— URL, RERERPRUE L Zt B ERR.
MBRAEVIEER I IMLBMEBITNSTAEIMNBETS, EF URL NATSBRENESE (http://
example.com), MIEESHH NetBIOS &7 (http://example), LUE Citrix Workspace [z

EFEBHERFARSAT Internet (AT fE, HINEBEIMIEFR, FHEFRT, FMAEIIMBERRIGE
?%E:lﬁ.l_q\{‘%igo

BIZAEMINBEABET FQDN

February 22,2024
AR B 2R ERIEA (FQDN), AR I UEEMATIMERIFRNAREE, tha L@ Citrix Gateway
mARIR R S
ELUFES, BT RAIA6):
o https://storefront.example.comEAAAiARE StoreFront RERAE— URL, FEMLEAEL
B, ExfETE StoreFront RS H T a8, EMEZINIEET, EMTEIMRK,

« https://storefrontch.example.comfEAEE URL, XEABMBFEIMK, REEEEHRR
TEREHWIERTE, DAHRRIMX AIERR It (ER SAN 81FER, HEERBRFIES,
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StoreFront 2311

AR5 28474 URL

BEAR URL Bt E— URL, BZHEREIZNEZR URL,

iR Citrix Workspace W AiZFH StoreFront {545

Az LR Citrix Workspace R ZF SR Bk RER R A RIBIARIRHE A P &R DI AT 2 A MK,

BRIANERT, StoreFront EAMRSSBAE AR URL fEAREREHT URL, EILEEES, #HE URL ERERFISMNERYE
M, FEFEERIEET. Eit, BIFABEMIERN—NMERNEBEREEERE#HITIHR URL,

BBREEET.

48 DNS

« storefront.example.com &t Citrix Gateway AR 28 EREIMIBAY IP,

A& DNS

« storefront.example.com f##y StoreFront s & F#esai & StoreFront fR$32S IP,
« storefrontcb.example.com @ AMXEIAIRSS 28 VIP, S1%R DMZ S5 b AthLg 2 Bz e R A, N
VXA,

SHIMEN StoreFront i2&

January 25,2024

==

AR

HEES NS Bi5 StoreFront Z#48[ER StoreFront kixZ<gy StoreFront B2&,

B[S StoreFront BN ZERE, XEIEE RSB VENRSRARLE. NMRNEFBELEFETENRS S
L+, YAEEBWIEN, ARBIRAENEETEENESE. NRETRSRELMNE BIARE, BEREMES
RHNSNREELENIIE, MRKRINE, SHNRERMIERARN.zip FENENERE, NREEMIEZEMEE
DX, SHNEERMDELL.cixzip MR 1ZE,
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ALUEREESHMSANG R

o XEMRRTIERTMRZEEIREH StoreFront 38, WEREEMMHERENHBFIECERSHRBERIAE
9. EBILXERIMEED, ER backup.zip XHHIXHEEZ A IEEK.

o F4k StoreFront ZEHEITEM LT REMS

o REMABAHNIR StoreFront ZELUGNEF

o BER A EEREIINRIFEROIZ R P ESINR,

o ERIERGTHB AR RN StoreFront, FIMIKIEEIRERSAM Window Server 2019 # 4 %] Windows
2022, ALZFFRUBIERFAFAR,

o EEHIBEE (BIg], EEZSMUBHOMAEEI) PHEIIMIRSIE,

SHIME N StoreFront B2 BT EER

o HFIREERTEM Citrix EXHEHIIE SDK RFl, BINERAFSMNIIERE=AFMNRIEBEN? NRE,
MHAESNEBETIFHRIEF ENREZR, EFESARSHR LREXLER, NRFLESNRSSELEXR
EFMENSMHIIE SDK &, BESNREEEK, MRESRESNFIRSSEAD, BEANMEMALRE
BRI,

o AJLUINERBRERESD. SHAMSN PowerShell cmdlet iFx @A A,

o AUEUGHREZIMENED (.ctxzip), B2 StoreFront TAEFHNBMBENEMN XM (.zip). IRBE
FERZKITMENED, BEERESFMERBH PowerShell EEMNREHANITSH.

o IS R HFTE RS StoreFront B9 Web ik = (S HiARZS528) 89 SitelD #5 |IS HEER A B &8I StoreFront
FRBMBIR Web ths (S NBRSE8) B9 SitelD [T,

PowerShell cmdlet

Export-STFConfiguration

ot iBA

-TargetFolder (F#7 &) BEMEFENSHERE. 77
Senv:userprofile\desktop\”

-Credential (PSCredential 33%) ESHNIEEEETRULIENER.ctxzip &5 FH.

PowerShell £ RN & A FNEMBEENERL, &
NERSfER -Credential 71 -NoEncryption %%, &
f5l: SCredObject

-NoEncryption (%) IBEEMTFEERARNERN.zip 2. EZRNER
-NoEncryption 71 -Credential %%,
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=8 15iPA

-ZipFileName (F5 ) StoreFront BRE &N FHENETR. BMHRINXET ER,
Flan.zip H.ctxzip. RFARIBS HHBEIEENZ
-Credential 21T 2 -NoEncryption 24k H5hF
M B&. =fl:” backup”

-Force (#a/Rf&) BB BENEESEESHMNETEEENNEEMNXMGF
E & & ES,

BERR:

StoreFront 3.5 Fhfy SitelD BE1Ehias 3.6 FEFH. EHITEAR, FBEEETE SitelD, FNKBES
BEhEHFEER SitelD, 15HIR SitelD 5EESNIRS 2 LM IS hEERIE StoreFront Web 45248
LEd, F%#F SitelD 1 = SitelD 2 WEEES )\,

Import-STFConfiguration

28 1iRA

-ConfigurationZip (F#F &) ESANEHEENTERRZR, IWEENZEAXHT B
Bo RINEBEWENELMER.zIp, MENEHELE
H.ctxzip, Tffl: Senv:iuserprofile\
desktop\backup.ctxzip

-Credential (PSCredential %) EEESANBELIMENEDAIERNEEN R, =
fl: SCredObject
-HostBaseURL (%) MREESE, WEEREIEENENELR URL, MR

FERASHRSEPHENELR URL, =6l https://
<importingserver>.example.com

Unprotect-STFConfigurationBackup
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WA

-TargetFolder (Z#5)
-Credential (PSCredential 3%&)

-EncryptedConfigurationZip (£#:)

-OutputFolder (7 =)
-Force (#7/R1&)

BMEENSHERFR, =l
Senv:userprofile\desktop
FRILBHRAIRMEBSHFENAMERE, EEEE
R =R PowerShell Eigxd%R. fl:
$CredObject

EMRBENMEBEDFENTERER, BIEEXHT R
&.ctxzip, TfHl: Senviuserprofile\\
desktop\\backup.ctxzip

BIEMEE DR (.ctxzip) WECHINZEIZS (.zip) HIE&
7. RUMMBEHRISABRE, UWEEEFM. B
ERUHINZRI AN 4R BE. =l
Senv:userprofile\desktop
EHENEESEESHUETEFENMEEN XXM
B & MEDFN.

FESHMSNTA

3% StoreFront cmdlet £\ Z%45189 PowerShell &%

7£ StoreFront BR5528 £3TF PowerShell £riAIFIE (ISE) #5517 U THs:

Senv:PSModulePath = [Environment]::GetEnvironmentVariable('PSModulePath

', "Machine')

$SDKModules = 'C:\Program Files\Citrix\Receiver StoreFront)\
PowerShellSDK\Modules\Citrix.StoreFront'

Import-Module "$SDKModules\Citrix.StoreFront.psdl" -verbose

Import-Module "$SDKModules.Authentication\Citrix.StoreFront.

Authentication.psdl" -verbose

Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psdl" -

verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psdl" -

verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiver.

psdl" -verbose
<!--NeedCopy-->

BiRSHEIR

BUEARS2E A LIMBERENRNTENHRETRIERNSE SHEESMRSHNEE.
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Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -NoEncryption
<!--NeedCopy-->

& backup.zip XHEHFIRLMMUE. AIUFERALENHITRENE, BRSB[BERIAFIHIRES,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.zip" -HostBaseURL "https://storefront.example.com"
<!--NeedCopy-->

EHRSE A LNNEREHSHZERTIRSE B UEEMERSBNRE SHESHNRSENELE,

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -NoEncryption
<!--NeedCopy-->

¥ backup.zip X+ EHIZIfRSS2; B BIKME.

Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.zip" -HostBaseURL "https://serverB.example.com"
<!--NeedCopy-->

StoreFront 2&ZZEE IS FHEENX Web it b, BEEXRIZ—TEEX Web ifEZHELE RSB[BAEE
WEINBEENX Web i5=4I8 8 StoreFront, £ IS RAYEBERIA Web i, 7E 1S REIZHE = Web 15
=B 1S SitelD 53 2, StoreFront Web iR Z AT TR —NMER SR £ (Fla0 d:\) SHERIAW ¢\ &

giRmnER b, BREAAXTF 18IS SitelD,

272 IS hEE & Jy StoreFront B9 Web 55, Zik=E SitelD = 2, StoreFront EXFEAE U FIRENEE

d:\inetpub\wwwrooot LH¥IEKRZEEZ IS hrIBEENX Web 55 1,
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Add Website ?] x Browse For Folder .
Site name: Select a directory for the application.

|St0refr0nt | |St0refr0nt | Select...

Content Directory I | Documents ~
Physical path: b g Downloads
| | EI I W Music
Pass-through authentication b [&] Pictures
I & Videos

I & Local Disk (C:)

4 5 New Volume (D)

Binding el Inetpub

Type: IP address: Port: . wwwroot

[hitps v [All Unassigned v] [ | b 2 CD Drive ()

Host name: hd
| | Make Mew Folder | | OK || Cancel

[] Require Server Name Indication

SSL certificate:
| Mot selected v | Select...

Start Website immediately

b} Application Pools Mame = D Status Binding Path

;1-- 8| Sites @ Default Web Site 1 Started (http) *80 (http) FeSystemDriveFhinetpubiwwwroot
DJ@ Default Web Site @ Storefront Started (http) *:443 (https) Di\Inetpubwwwroot
,@ Storefront

1. SRS A BEREIZ,
2. 17iRE%8 B £, 77 IS HEE—1 &5 StoreFront 1957 Web 4=, Zifi=fERA SitelD 2,

3. BiRsS%E ABRESANERSE B, £AENTESNMR ID, BZiAR ID 85 EEEZHFFA StoreFront
FReEM B4R Web ks 48ICER,

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://serverB.example.
com"

<!--NeedCopy-->

AR 2eA17=

2 1. EHNERSHARE, ARRKETFRIERMNRSHAREF ZRSB[AEREBIH StoreFront BRS2A 5
(2012R2-A #12012R2-B) B, EEMITHEE &M ITEMH, SNEEAR—FNEATWMNRBARSEE 2012R2-A
#12012R2-B & CitrixClusterMembership i2R. HITMIREHNGE, BT LSEE, StoreFront IRSB[EBER
AR, ARSESRAEPUEMT F— TR 2012R2-C, B HHEEMARS SBFAEM StoreFront EBEZ R E T K,
BMES AT NEEHmMIERSSRET SNIBED, BHLRfr="T1RS8EHH0 CitrixClusterMembership, 7
SNEEF, BRBUFNEENRXER, RAEERERNSNIERSELZENTER, NRERTIRENRZE,
MARSS BBAMIFRARSS /AT =, SNERRE LI CitrixClusterMembership.

1. M2012R2-A hFHifRSZ2AE 1 LB, ZRS[EATEERE MRS H[AENEIRS S
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ﬁ'_;' CitrixClusterMembers

General

CitrixClusterMembers Properties _

% CitreClusterMembers

citri Cluster

Description: Memberships of the group denotes membership of the

Members:

i \2012R2-B

‘ I \2012R2-A

2. AERS—E8IRSES 2012R2-C A MAII B RS SAT,
:Fl'_g CitrixClusterMembers

General

CitrixClusterMembers Properties _

% CitreClusterMembers

citrbc Cluster

Description: Memberships of the group denotes membership of the

Members:

I 2012R2-A
e \2012R2-B
e 2mZR2LC

3. BTBRSBANEELRIIZAHNENEMTIFRT. StoreFront EFANIEFRHEN =GRS F|HIZA

CitrixClusterMembership, HESNENGEHITIER,

4. BRSRA 1 EEEHSAE 2012R2-A Fim ko

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://servergroupl.

example.com"
<!--NeedCopy-->

5. BMSANEEGREIBIMRSSHE, MMEMERSSESNGEE—BHEE,

= 2. &NRSHA 1NWNARE, FRALENES— M ARIALRE LOIEZMIRSSA. AR, ATLUSEMITR
SWAMBRNEFERSE IEZEAWIOMRSEE (2012R2-C# 2012R2-D) MIARSSERA 2, RS[A 2 B E
RETIEHE BIARSEHRA D HEE, RSH[A 1 hE8EM MRS 2012R2-AF 2012R2-B, ¢IEHARSS 28406
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FMERAEMEFEEPEEM CitrixClusterMembership. 18 &% S8 CitrixClusterMembership HES KN
E#TIER, FRSANEEIEHHERN, CitrixClusterMembership Z2ERBNEEENRSR, BEEREZR
SRWIMNFA. RSB[AE 2 BHBE, HHS5RSHA 1 @RERE. 15E -HostBaseURL 248, RS334 2 BERH
BIH BAIA StoreFront LTI,

1. M2012R2-A hFHiARSZAE 1 LB, ZRS[EATEERE MRS HFAENTIRS S
2. BRBF[A LEESAITR 2012R2-C £, HRBEAEEMREIEMNRSEEA 2 ERSE.

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://servergroup2.
example.com"

<!--NeedCopy-->

3. MARERAHIRS A 2 BE - MOEMEMIRSS. MRSS[AE 1 TS NOEELERIRSS A 2 FrEH
RSB IER BEIRY, ZSIER TARINFETARSS 83 B B IE B N ARIZRI—E0 57

753 EMRSH[EAANNEESE, FREEMNEZNERSNABMWEE RSH[AE 1NRSH[E 2 EEE
EFAEDRIMOEBIEF LR, R StoreFront BEBFRERSW/A 1 LT, BRZEXLEEHNATS— MK
BHROARIRSERAE 2 . BRI LUEERMIRSHRAE 1 SHIIRSEA 2, B7NERSHA 2 LHNENEREPER
CitrixClusterMembership. SA\fiEiEE -HostBaseURL £%%, ENARS4H 2 EHEAR URL FRZEHRA
5hks234H 1 SaiprfERR FQDN HBE. ARS8 2 AMEIE.

1. M2012R2-A G HARSERAE 1 BLE, ZRS[/EATEEE MRS HBAHANERSE.
2. ¥BR5EEA 1 BEESATT R 2012R2-C EMH BUAREH, R ASENFRSS34E 2 NERSSR.
Import-STFConfiguration -configurationZip "S$Senv:userprofile\
desktop\backup.zip" -NoEncryption -HostBaseURL "https://

servergroup2.example.com"
<!--NeedCopy-->

BIZARSR[ECERNMEERD

PowerShell £#Exi% B Windows kP B R &FERHEMR. PowerShell RIENKAIHEZBERNFPLTFRERK
&

CYo

=

EMBLEENFN, ARECATBRRITINENRE., THRECAZENRAEFEENEF 8. 4972 PowerShell
ZEALIREEREEBHNEENR (ARATFRHMSNRSS). TRENRA, AIUEERMAR.

PowerShell EREGHEQIBHERENKHEERF. AABEER, RAREISFIRYAEREM Windows BF.
ESHRSE 2 EM PowerShell £iE#1612 PowerShell EiEX %,
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SUser = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name

$Password = "Pa55wOrd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential(
$User,SPassword)

<!--NeedCopy-->

BERESH 2 backup.ctxzip, XE—NMNEH zip X

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -Credential $CredObject
<!--NeedCopy-->

ESNRS 2 LM PowerShell i 6I2EER PowerShell BN K,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.ctxzip" -Credential $CredObject -HostBaseURL "https://
storefront.example.com"

<!--NeedCopy-->

BUHRIPILE I &) 771

$User = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name

$Password = "Pa55wOrd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential(
$User,$Password)

Unprotect-STFConfigurationExport -encryptedConfigurationzZip "S$env:
userprofile\desktop\backup.ctxzip" -credential $CredObject -
outputFolder "c:\StoreFrontBackups" -Force

<!--NeedCopy-->

RARFiEmE

December 5, 2023

FEHABNBET Web 3i%2sti@id Citrix Workspace M Bi2FEEE N AREIEHIIEERM M.

R

CTRBEER, AHIATSHRIESEUREERAT #AER.
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citnx | StoreFront

Citrix Workspace B2
AR

P BRIEET Web %28 AR N ABERNIER, mEdAtReEn Citrix Workspace R A2 iH1RI R A&
[ERTER, P BRAIGEERRZANZERE, AFIATESE.,

BB Web 318588110157 A B fE By 3k & B4R cookie &, ERIAEsBRIMIDMERA Citrix Workspace M AEF R
B, BFEURTFERE, RITUT®REZ—:

o MREHBESMZER Citrix Workspace R BEFTREEER, E8H1N Citrix Workspace [ fig
Fo ATHRERERR, BIERLAZ,
o BERERAESRA WIRTA) HIERENRSEFBohE R,
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Welcome to Citrix Workspace app

For the best experience, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

citnix | Wo
Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the light
version, with fewer features, in your browser.

Lz E N Citrix Workspace N AEFE, ©aZik0MNat=ER Citrix Workspace 2R, B, BEE
BEMA Citrix Workspace Web ¥ B, IRFLEFER N AR =20 Citrix Workspace BER, ©EFEIE
FTF1ER Citrix Workspace R 2 F 4B 489 Citrix Workspace Launcher, @R % %7 Citrix Workspace [z
BiER, BHRBauE—1MEO, ERiz{T Citrix Workspace Launcher, #3477 Citrix Workspace 2
MRS (BURTRNEER) . BiIVERNARIRA A IFIRERKHNN BREF PITFILEREE, BRERBHMER
BHEREELLEE O,
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Open Citrix Workspace Launcher?

wants to open this application.

Always allow to open links of this type in the associated app

Open Citrix Workspace Launcher

Please choose Launch Application.
If app is not detected, no window appears. Then click Download.

Note: Clicking Already installed allows you to bypass running the client

cifnx | Wo : detection. However, you lose features like domain pass-through
authentication, which reguires the native Workspace app detection to
complete successfully.

M | agree with the

MR AR Z R Citrix Workspace AR, IHWHERSSEERTT—TRE. SEHEBRHERN, ©
¥ Citrix Workspace Web # &g Citrix Workspace Launcher GRINEINRBME) EA#RER Citrix
Workspace M RiEFHITHER,

R KR Citrix Workspace MR, HEEBGHET Launcher, MAJLLGERLTED, BABRATEE:

+ T - M Citrix Web 525 StoreFront fRs38s T #; Citrix Workspace WA ERF. & Citrix Workspace
FRERE, BEEREN,

o BN - 2IXEFHRNAMERER Citrix Workspace B BERF.

o FEARSRE - B Workspace REBIZFHMN, 184K Web HH 38T HER,

o« BRE - NRRET AXHF Citrix Workspace Launcher =t Citrix Workspace Web ¥ E#IB AR Citrix
Receiver, EfAILEDT, MREFED, WEBSHEMNBAEFHKEN, SHONKNESTHEXXH
launch.ica, aTLUfERA Citrix Receiver ITFZX . AN SHIAERL, FLREINER,

“EDT R

=

~

FILET R B RFAEREN BEFAUREARBNSGENNBEFIRSE. NIAVABEERTRRXHEAZE
R TLEBT o
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Welcome Joe Bloggs!

Browsers Office 2016

xH NJ wE

W
¢

Calculator Cloud Excel 2016 Cloud Chrome Cloud
Office 201 Browsars

‘NABRER EIHF

N RBREFEN-FE TS FIE:

.

28 - B TRFENARER.

Wik - BRI R N B E T

£5l - BRERNMXLERFIFHINABEF. KHINERARIURTF L E,
BEREENBEFH,
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1)
HOME
Apps
All (39) Favorites (3} Categories Collections w
g g g
Access 2016 On Acrobat Reader Acrobat Reader DC
Prem Cloud On Prem
N
¢ it it
Chrome Cloud Chrome On Prem Citrix HomePage
r r Content
irg g irg

“RE R

SEETNFERNFRE:

o 28 - B TRFAKHE.
o WEK - BREWREYR E.

[z FRTE M1 SR A

BEEAN BRI BN BREF R,

L2

BENEREFAIWERENTE:!

Calculator Cloud

Command Prompt

Calculator On Prem

Excel 2016 Cloud
e 201
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Calculator Command Prompt

BEEFAEENIRIE

BRI LIRS ENR T 77 B ER R RN AE B9 BN (Fo

Citrix StoreFront [

DESKTOPS

Welcome
Favorites

—
L8l

Calculator

Calculator Other

Actions: Description:
[4 o©pen

* Remove from favorites

FIRER LU TRERT A

o 117 - BRI REMERIINAREFNEE,
o ARMNEMEK - IRZMB AR WES, FRLFH, HEBNNARERBWEZ, WiFNABERFNSERND

2PN L E A
o MURIEFRIER - IR ZTEBWET, FRLFN, HEENNBHERBYERX, WKZNEEFIEEM
kR PR
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o BB - T AUEMBHNENERE, ETIEEREHRE,

RS

BERARREMAI ETERE. BRFIAENARERF. SEMZER:

RAEEE Web R 28RN ABERN, RBFRETAH.

ale]

Joe Bloggs

Account Settings

About

Log off

RERBHLTES:

o KPIRE - FTRETHE.
¢« XTF - EFEXNARFHNER.
o AN - 7E8H Web i,
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tKAIRE

)

HOME

Settings

AcCcount

About

Log off

Advanced

Activate Citrix Workspace app

Downloads a file that adds this workspace to your local Citrix Workspace app.

Change Citrix Workspace app

Opens a page that checks for a local Citrix Workspace app.

Current status: We can't detect a local Citrix Workspace app. Select Download to download and install Citrix Workspace app.

LU Al sERT A -

EE, MELMBHAEENRE.

WrFFERE, WTFF L ATFRE SIERERHEH.

#:E Citrix Workspace M A1EF. THATEILNAREERMEIZH Citrix Workspace M FHEFHIS .

Bk Citrix Workspace N A2F, AR TREARMZER Citrix Workspace N AEFME. LREE LT
FIEER A% ER Citrix Workspace A2 BahZRSE Web K28 BohE R ZETR,

A

B, FITARERSEHETEH. XBERENVARE. MREERINETARR, RELE, ©F:

. %u:ﬁ‘;}?\o
o MIFSRIRANER
o REFRBRLTERERT.
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StoreFront SDK

December 5, 2023

Citrix StoreFront 22 F % Microsoft Windows PowerShell 3.0 #&8 SDK, @it SDK, aILhITEES @
iZ StoreFront MMC Z5I &8 5EREIES, el UITREINEEEH & TETRHNES.

8% SDK &%, E&[H StoreFront SDK,

£ SDK

SDK B1% 1 PowerShell B #TA, HELREMEE R StoreFront A, ZERSSEHHREXLEEES

TTo

HiaFiE T cmdlet:

1.

UEER BB PowerShell 517~ Windows PowerShell ISE.
HTE StoreFront ARS8 EEA SN AME R RAIETT shell SIS,
EEMANEER SDK cmdlet, [Z7E PowerShell FigBHiTHRES,

B % PowerShell ITHRBEIVIFAES, &S Microsoft sxi%,

7€ Windows PowerShell #4148 Add -Module &< EEMRRAME PowerShell 37i&5, 4l
wm, N

Import-Module Citrix.StoreFront
E2NFE cmdlet, EEA:

Get-Module -ListAvailable | Where-Object { $_.Name.Startswith("
Citrix.StoreFront")} | Import-Module

SNfE, AIAR cmdlet KE XEX#EEBh,

SDK \[]

BEIRMA, BRITUTSRE:

1.

LUFRrie Y StoreFront %3 %ProgramFiles%\Citrix\Receiver StoreFront\PowerShellSDK\Examples
XHFFPREFA— SDK A6,

NEHTEEX BCHHZE, BFEERGMEUTBENMBINER. BXIFAER, BSRATHAG, HdiF

FRTE T AP 1T BRI,

BIRHEURGIMA, BEETHREERANMA, Ak, EFE:
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« {#/ PowerShell ISE si25MH T E4R4EHIZN,

FRTESEEES FANEHNE,

s BBrERFETEENHTS,

o EER, ALUETEIE STF #7i1 StoreFront cmdlet,

+ &M Get-Help cmdlet a1#24# cmdlet &#7, A -Full SEETREVEE 6 S HIHEXIFHE S,

ANl

} =r

AR

BIRRIZRY, AMMRIGLRBRMIVERINEEMES, Citrix BINERBATHMAFIRNS B#ITIRIE, MAEE
Gl S

N BiBA

SIEERE fiilas: tlE®E StoreFront Controller HBEEE T —
& XenDesktop BRES23ME R IE,

elfeSmm R ateiEs Rl TELARTRYMIACELDE EAGRR, LURINXYERBRVIZIZ S
o

SIERERERIMXITZHEEE RS TELARTAIBI AL EARR, DURINEERIERTIN

X, MiMSEILE IS AP AL,

Tl IR ERE

THIETT WAECIEEE T — XenDesktop =438 E B IE,

EFBZET, BESPIRE SDK NIJHIERIS BIRE, rATUERNENAETIIRABEITEEN, UEREBBEHHRT
StoreFront ZREHIEIZS,

=,
P oy~

NBRBLRGRINANLRINGENBERR, Citrix BiUEREBAXE PR EH#ITIRE, MAEERIKE
IR,

THMZA  AEBORBNER StoreFront £RRMIANZEDHIER. XRFEBTEEEX B S

o HIRBHIZVIBERHSNER StoreFront &R, EHFH PowerShell fxdsd, FEEE N

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,
[long]$Siteld = 1,
[ValidateSet ("XenDesktop",'"XenApp","AppController","VDIinaBox
|l):|
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[string]SFarmtype = "XenDesktop",

[Parameter (Mandatory=S$true)]

[string[]]$FarmServers,

[string]$StoreVirtualPath = "/Citrix/Store",

[bool]$LoadbalanceServers $false,

[int]$Port = 80,

[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP","HTTPS","SSL")]

[string]$TransportType = "HTTP"

)

# Import StoreFront modules. Required for versions of
PowerShell earlier than 3.0 that do not support
autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Authentication

Import-Module Citrix.StoreFront.WebReceiver

<!--NeedCopy-->

o 1RIERAH $StoreVirtualPath B8 5% 585EM Citrix Receiver for Web REHIEINKZ. $Store-
VirtualPath 5 $StorellSpath %%, ENEMBKRFHBARE IS FrREFE. Rk, 7 Powershell &, €1
BE—ME, a0 “/Citrix/Store”. “/Citrix/StoreWeb” = “/Citrix/StoreAuth”,

# Determine the Authentication and Receiver virtual path to use
based of the Store

SauthenticationVirtualPath = "$($StoreIISPath.TrimEnd('/"'))Auth"

SreceiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/"))Web"

<!--NeedCopy-->

o EROERNE WMREAEE) UFMATER StoreFront Service, -Confirm:$false FERHfIAHE
LAKEE#H1T o
# Determine if the deployment already exists

$existingDeployment = Get-STFDeployment
if(-not $existingDeployment)

{
# Install the required StoreFront components
Add-STFDeployment -HostBaseUrl $HostbaseUrl -Siteld $Siteld -
Confirm:$false
+
elseif($existingDeployment.HostbaseUrl -eq $HostbaseUrl)
{
# The deployment exists but it is configured to the desired
hostbase url
Write-Output "A deployment has already been created with the
specified hostbase url on this server and will be used."
b
else
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Write-Error "A deployment has already been created on this
server with a different host base url."

}

<!--NeedCopy-->

o EHREENENBETRRSHEIERS MRFEFT). MABMNRIESZE (B, ARRNEE) EBR.

# Determine 1if the authentication service at the specified
virtual path exists

Sauthentication = Get-STFAuthenticationService -VirtualPath
$authenticationVirtualPath

if(-not S$authentication)

{
# Add an Authentication service using the IIS path of the
Store appended with Auth
Sauthentication = Add-STFAuthenticationService
SauthenticationVirtualPath
+
else
{
Write-Output "An Authentication service already exists at the
specified virtual path and will be used."
}

<!--NeedCopy-->

o EIEENEIMERIZTIREE T— XenDesktop #5428 H7£[%4%5 $XenDesktopServers E X 7 AR5 22
MM ARERS WREAEE).

# Determine if the store service at the specified virtual path
exists

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not S$store)

{

# Add a Store that uses the new Authentication service configured
to publish resources from the supplied servers

$store = Add-STFStoreService -VirtualPath $StoreVirtualPath -
AuthenticationService S$authentication -FarmName SFarmtype -
FarmType $Farmtype -Servers $FarmServers -LoadBalance
$LoadbalanceServers °

-Port S$Port -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

else
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Write-Output "A Store service already exists at the specified
virtual path and will be used. Farm and servers will be
appended to this store."

# Get the number of farms configured in the store

$farmCount = (Get-STFStoreFarmConfiguration S$store).Farms.
Count

# Append the farm to the store with a unique name

Add-STFStoreFarm —-StoreService $store -FarmName "Controllers$(
$farmCount + 1)" -FarmType S$Farmtype -Servers $FarmServers
-LoadBalance S$SLoadbalanceServers -Port $Port °
-SSLRelayPort $SSLRelayPort -TransportType $TransportType

b

<!--NeedCopy-->

o TEIEER 1S EEMERZ TN Citrix Receiver for Web ARSS LUAIRIYE L EAIERHIN RS IE R A R R FRTE .

# Determine if the receiver service at the specified virtual path
exists

Sreceiver = Get-STFWebReceiverService -VirtualPath
SreceiverVirtualPath

if(-not Sreceiver)

{
# Add a Receiver for Web site so users can access the
applications and desktops in the published in the Store
Sreceiver = Add-STFWebReceiverService -VirtualPath
SreceiverVirtualPath -StoreService $store
}
else
{
Write-Output "A Web Receiver service already exists at the
specified virtual path and will be used."
}

<!--NeedCopy-->

« JNAEIERR XenApp Services, BUELIEM Citrix Receiver 3 Citrix Workspace [ BiEF 2 P inbelS
EZIER BN AER.

# Determine if PNA is configured for the Store service
$storePnaSettings = Get-STFStorePna -StoreService S$store
if(-not $storePnaSettings.PnaEnabled)

{

# Enable XenApp services on the store and make it the default for
this server

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange
-DefaultPnaService

}
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<!--NeedCopy-->

il IERAR SR AR E

THITELARIBOR AR LA, LURINRETSITAZIhRa9E0E,

EFEZET, BEERE SDK NI IHIERNTS BIRE, aIUERNEBNAETIIRIEITEENX, UEREBBEHHRT
StoreFront ZFEHIEIZA,

AR

HNBRBLRGRINANLRINERNBERR, Citrix BiIVERBAXE PRI ZH#TIRE, MAZESIRL
IR AR,

THRRIA  AERDRB AR StoreFront £RHIHIARIZEIHER. XFEBTEBENX A S,

o FIRBHIRVEERHSNFIEN StoreFront 1R, 7ERHH PowerShell liad, REES A

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUr1,
[Parameter (Mandatory=Strue)]
[long]$Siteld = 1,
[string]SFarmtype = "XenDesktop",
[Parameter (Mandatory=$true)]
[string[]]$FarmServers,
[string]$StoreVirtualPath
[bool]$LoadbalanceServers
[int]$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet("HTTP","HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter (Mandatory=Strue)]
[Uri]$GatewayUrl,
[Parameter (Mandatory=$true)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=Strue)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=$true)]
[string]$GatewayName

"/Citrix/Store",
$false,

)
Set-StrictMode -Version 2.0

# Any failure is a terminating failure.
$ErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = S$Strue
$ReportErrorShowInnerException = S$true
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# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

<!--NeedCopy-->

o B UER TR IE— 1 WERAIE StoreFront 81E, EAEERT BAZRFTEAM,

# Create a simple deployment by 1invoking the SimpleDeployment
example

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.
Definition -Parent

$scriptPath = Join-Path S$scriptDirectory "SimpleDeployment.psl"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $Siteld -
FarmServers S$FarmServers -StoreVirtualPath $StoreVirtualPath -
Farmtype $Farmtype °
-LoadbalanceServers $LoadbalanceServers -Port $Port -

SSLRelayPort $SSLRelayPort -TransportType $TransportType
<!--NeedCopy-->

s REVRIEENFTETHRNEPLIRNIRS USFZELRTR.

# Determine the Authentication and Receiver sites based on the
Store

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauthentication = Get-STFAuthenticationService -StoreService
$store

SreceiverForWeb = Get-STFWebReceiverService -StoreService S$store

<!--NeedCopy-->

« %t Citrix Receiver for Web BRs3 /B B Citrix Gateway T2 RS FRrERY CitrixAGBasico M3ziEHth
X eh3kEX Citrix Receiver for Web CitrixAGBasic # ExplicitForms B33 A%,

# Get the Citrix Receiver for Web CitrixAGBasic and ExplicitForms
authentication method from the supported protocols
# Included for demonstration purposes as the protocol name can be
used directly if known
$receiverMethods = Get-
STFWebReceiverAuthenticationMethodsAvailable | Where-Object {
$_ -match "Explicit" -or $_ -match "CitrixAG" 1}

# Enable CitrixAGBasic 1in Receiver for Web (required for remote
access)

Set-STFWebReceiverService SreceiverForWeb -AuthenticationMethods
$receiverMethods

<!--NeedCopy-->

o SEBIIERRS B CitrixAGBasic, #TIIZIAIANEES M.

# Get the CitrixAGBasic authentication method from the protocols
installed.
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# Included for demonstration purposes as the protocol name can be
used directly if known
$citrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-
Object {
$_ -match "CitrixAGBasic" }

# Enable CitrixAGBasic in the Authentication service (required
for remote access)

Enable-STFAuthenticationServiceProtocol -AuthenticationService
Sauthentication —-Name S$citrixAGBasic

<!--NeedCopy-->

o AIEAZHRPIMX, RRERMAEFR IP titaviR(F, HAEZZZ RN AEEFEHZMX.

# Add a new Gateway used to access the new store remotely

Add-STFRoamingGateway -Name '"NetScalerlOx" -LogonType Domain -
Version VersionlO_0_69_4 -GatewayUrl $GatewayUrl '

-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityUrls
$GatewaySTAUr1ls

# Get the new Gateway from the configuration (Add-
STFRoamingGateway will return the new Gateway if -PassThru is
supplied as a parameter)

$gateway = Get-STFRoamingGateway -Name $GatewayName

# If the gateway subnet was provided then set it on the gateway
object

if($GatewaySubnetIP)

{

Set-STFRoamingGateway -Gateway S$gateway -SubnetIPAddress
$GatewaySubnetIP

}

# Register the Gateway with the new Store

Register-STFStoreGateway -Gateway S$gateway -StoreService S$store -
DefaultGateway

<!--NeedCopy—-->

Tl SIZAERERMXANZIZSEEE

THITELARIBORI AR EA0EE, LURINESIEiZh R AE RERIMXHIHE,

EFFRZET, BEEWRE SDK NIIHIERNTS BIRE, AIUERNENAETIIROEITEEN, UAEREBBEHHRT
StoreFront ZFEHIEIZA,

AR

HFHREZRERMAIGRINENEERRE, Citrix BiERBASIEFFIRMIZH#HITIRIE, MAREHHL
IR,

TR AERSDANANEH StoreFront £HIHIANZESNER. XFEBTEBENX A S,
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o FIGBEHIRVEBEERASNIER StoreFront 3R, ER#H PowerShell bz, REES A,

Param(
[Parameter (Mandatory=Strue)]
[Uri]$HostbaseUr1,
[long]$Siteld = 1,
[string]$Farmtype = "XenDesktop",
[Parameter (Mandatory=Strue)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]$SLoadbalanceServers $false,
[int]$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet("HTTP","HTTPS","SSL")]
[string]S$TransportType = "HTTP",
[Parameter (Mandatory=$true)]
[Uri]$GatewayUrl,
[Parameter (Mandatory=Strue)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=S$true)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=Strue)]
[string]$GatewayName,
[Parameter (Mandatory=Strue)]
[Uri]$OptimalGatewayUrl,
[Parameter (Mandatory=$true)]
[string[]]$0ptimalGatewaySTAUrls,
[Parameter (Mandatory=Strue)]
[string]s$OptimalGatewayName

)
Set-StrictMode -Version 2.0

# Any failure is a terminating failure.

$ErrorActionPreference = 'Stop'

$ReportErrorShowStackTrace = S$true

$ReportErrorShowInnerException = $true

# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

<!--NeedCopy-->

o AREITIZIL R ER BRI A LA B AR EHRNINTIZ N R,

# Create a remote access deployment

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.
Definition -Parent

$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.
pslll

& S$scriptPath -HostbaseUrl $HostbaseUrl -SiteIld $Siteld -
FarmServers S$FarmServers -StoreVirtualPath $StoreVirtualPath -
Farmtype $Farmtype °
-LoadbalanceServers $LoadbalanceServers -Port $Port -
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SSLRelayPort S$SSLRelayPort -TransportType $TransportType °
-GatewayUrl $GatewayUrl -GatewayCallbackurl
$GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUrls -
GatewayName $GatewayName
<!--NeedCopy-->

o PINEERERTIMXH MFRECERIMXFIRFIRENZM X

# Add a new Gateway used for remote HDX access to desktops and
apps

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -
LogonType UsedForHDXOnly -GatewayUrl $OptimalGatewayUrl -
SecureTicketAuthorityUrls $OptimalGatewaySTAUrls -PassThru

<!--NeedCopy-->

o RENNFAREERS UERRERNX, FZMXHRES AL MR T#THE R,

# Get the Store configured by SimpleDeployment.psl

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath

# Register the Gateway with the new Store for launch against all
of the farms (currently just one)

$farmNames = @(Sstore.FarmsConfiguration.Farms | foreach {

$_.FarmName }

)

Register-STFStoreOptimalLaunchGateway -Gateway S$gateway -
StoreService $store -FarmName S$farmNames

<!--NeedCopy—-->

StoreFront &f&EH&

February 22,2024

t

L&A

v

R EIZ StoreFront BY, StoreFront RERERFIEE C:\Windows\Temp\StoreFront B RH 81T BES
XHEMPEEEE, HiERREIEXEXGNAH.,

« Citrix-DeliveryServicesRoleManager-*.log —X B %% StoreFront B BIE,

+ Citrix-DeliveryServicesSetupConsole-*.log —E#~ &% StoreFront &% StoreFront (RERHE
127) eI,

« CitrixMsi-CitrixStoreFront-x64-*.log —=#£MENE StoreFront (XERERT) BIEIE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 277



StoreFront 2311

EHES

StoreFront 33 B I0IEARSE. MARE Receiver for Web iis3#1T Windows B BEEIER. £HMIFIEE
&S N3 StoreFront ZAEF BB, AILUBE N BREFRS BE > Citrix X3RSk Windows B7E > [
BAREFTHEGEERETEXEEN, ALUBERESMINIERS. NAREM Receiver for Web th s iER B S M,
EHIRENEHNEEAEZER.

HERS

1. FRANAHEESITFEMIIIRS. MBBEESR Receiver for Web 5589 web.config Xtt, BEIBERT, %
X2 5IMF C:\inetpub\wwwroot\Citrix\Authentication. C:\inetpub\wwwroot\Citrix\storename
# C:\inetpub\wwwroot\Citrix\storenameWeb\ B®, H storename HEIENAREENNEIEE
BE o

2. EXHHRERUATTER.
<logger duplicateInterval="00:01:00"duplicateLimit="10">
7£ StoreFront WECEH, EEBTFBEHIARFINEH#H 10 Fo

3. @& duplicatelnterval B4 HE, R, 9HMH A EMEELEMNESASFENNER, FH
duplicateLimit B4 BEXIEIEEN BERNICRNES KB, UEMKLBERE,

MABSREE, BiER—FESHE, BHRRLETESARNASHE, REINRERGHMEEMBTIER,

Powershell fEREizHI&AE

i#id PowerShell i EBIEH EAFRMMEBERIZRE C: \Program Files\Citrix\Receiver
StoreFront\Admin\logs fiE%., BEXHGEMIEESHLSRENEFAURTRTE S & SIRF KA E
B,

PETRAESIER

StoreFront 12 HES N c:\Program Files\Citrix\Receiver StoreFront\admin)\
trace

xfF StoreFront 2311 XESMZA, RINERTRIEREIR. EEMNERLIRER. EASHELT, XBHEE®%
BY(E B RIZETE AR,

AR

7£ 2308 M EFHRZAR StoreFront /1, BIAER FMUSREIRESIBVES.
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RIS BEMEAN BEICRUBTFRERRS, I8 Citrix TIFEHIEERE, ABEXEM, XATsEammtaE,
H SN E R ERIR TGS TraceLeve L id&EA Info.

EERAEMEEIERE, BRITUTRE:
1. EREEAXMEERNENKA BEE Windows PowerShell
2. WASmS

Set-STFDiagnostics -All -TracelLevel "Verbose" -Override -confirm:

$False
<!--NeedCopy-->

}+ =

=W

0% StoreFront 2311 & -Override &%, tEEIEMIEHRM StoreFront kias3#ifz.

XEAFMERSEA A BERER, MARTEHTHIA BALSLE, EXEMBH StoreFront RS,
%% PowerShell I "FHEEIURIEX LR S BRESREN B, EXERSEFBEN, ARRBILEAIR

StoreFront fR$528.
3 1EEEL1/(|EJ ﬁL/(ﬁJLE/L;\o
4, BFAEIREMEEIZRIEERBRIAES!

Set-STFDiagnhostics -All -TracelLevel "Info" -Override -confirm:
$False

<!--NeedCopy-->
AR

3% StoreFront 2311 fr4sEZE -Override &%,

TR —F BESGSTHEIER

o StoreFront AEWMRSHEE — RN AEX . BINBERT, 8MEEXHEA 200Mb, StoreFront £5F
BRIBEEXEZHE AT TMRSEERZ 5 NEEX . IREEEBEXNHESHWEENANEHE, TTUFER
-FileSizeKb # —F1ileCount SHu#1TIHR M,

o B -Tracelevel ERZRMFART. AFFERHMNERN OFf. Error. Warning. Info &
Verbose,

o FASH -ALL EBFIEIRSMBETIEREH. AUER -Service [Service name] HBEMRS
EEXEIDJE%

BXx Set-STFDiagnostics cmdlet B4R, &5 StoreFront PowerShell SDK 3244,
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Launch.ica Xt#4BEi2H

LEPEHNAEFREEE, StoreFront &% m—1% % launch.ica 32, Workspace i Ai2F = iREZ
X UBENMEZEINAREFEIEHE. RIBEENTE, UXHIESEFEEERNEY, BT EEREAR, &F
launch.ica RBXTIZHB IR ATAEIEE B Ao

E%EFIE PC EBA launch.ica XHEWAEIZR, BRBRUTHSER:
1. EREMREIESESME T ERRD:

32 fi % #: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\
Configuration\Advanced\Modules\Logging

64 i%%: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\
Engine\Configuration\Advanced\Modules\Logging

2. RETER N FHEEHAE:

+ LogFile=" BEX#HIEREZE"
+ LoglICAFile=true

g0 :
LogFile=C:\ica\ica. log
LogICAFile=true
<!--NeedCopy—-->
AR

CTX200126 FR#—F R T IR SRR ICA XA FIREIEHIR AR Z S EREME A,

February 22,2024

AXFHNE EERINBANEEETEHAANTA. Citrix =RFIhEE, UEEEEBREFIE LS RS, Citrix 0
ERERERANRBUBELRENE, EFEEREFASAREREEN, UEAIESIFANFESRIEE. X
ERESEBRZISNEMAER, 5585 Product Lifecycle Support Policy (FRESEBRTIFER) —X. BXxK
HARRSS RS (LTSR) RS ARMER, EZIFhttps://support.citrix.com/article/CTX205549,

A

EFANIEARSIEMER, Citrix #EZIFXLETE , BR7ERRIMRAFIFERIER
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e

XenApp Services (X#H
PNAgent)

EREMREFFA

ik

£ Workspace MR+, EERA
Rz AA®EE URL M3k XenApp
Services URL ZEZEIN AREE

il

E MR B ERBIFH T BZ X,

mA EREREPFA B AR IRR
Internet Explorer 11 @ 2308 2308
FERERTF HTMLS /Y

Workspace [ Ri2FEE

Bl Sy

XenApp 6.5 ZEiER. 2308 2308
XFEMRSTEER 2203 2203

(SSPR)

#¥7£ Citrix Virtual 3.14 2203

Apps and Desktops 5

Citrix Workspace 12

FFZElfEm TLS 1.0 A0

TLS 1.1 #hi¥

7£ Windows Server 2203 2203
2012 R2 F%&%#

StoreFront

ik

TEEAS RN Web 3%
2, AELTKEAT
Windows #9 Citrix
Workspace M AR, 1
AT LUER Internet
Explorer 11 iial{&89
BEE, BEEhER, &
MREERTF Windows
B9 Citrix Workspace Rz
iR,

FREI=HE Citrix
Virtual Apps and
Desktops. @&, &M
AT LUER PowerShell #
o0 XenApp 6.5 BFEE,
BiEFEE, FEXH
XenApp 6.5,

3&¥ Citrix Receiver 74
B#F TLS 1.2 89 Citrix
Workspace MBEF.

ESZRRERFHPTE
StoreFront,
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mE

T 4.7.2 ZHiM
Microsoft .NET
Framework Bxzs,

bR T U T E s ARRE SR
=i Delivery
Controller 3&m:
VDI-in-a-Box #
XenMobile (9.0 HE1R
hRZS) o

Internet Explorer 9 #
10

SHFAP I REIE SR
THRmE

Citrix 28&% (“GEBS
A AP RmE

£ Windows Server
2012 #1 Windows
Server 2008 R2 %=
StoreFront (&3#&
Service Pack).

Citrix Online
Integration (Goto /)
=334

StoreFront 2.0, 2.1.
2.5 2.5.2 MRS
£ 32 {i (x86) HEMN L&
% StoreFront,

BXIEATF HTML5 B Citrix Workspace R BEFHHNERANESR, ESRFHARHE.

E=7EA

September 29, 2023

ERTEMRAEFFA

2203

1903

1903

1811

3.12

3.12LTSR

3.11

3.9

3.8

EFERRAFHIBR

2203

1903

1903

1912

1903

3.15

3.12

1818

3.13

&k

4 2.NET Framework
4.7.2 EEMRAE. (AR
HARLENET
Framework 4.7.2, &%
EFRBEmRE,)

%% Desktop Lock BFk
INNIEEEE B
FRs—AFRE

ERZFBORERGPRE
Ao

MEFR—MREFRE
3.12, ARARESHIRE
TER TR X64 1R S
R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

282


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/workspace-windows-desktop-lock.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-html5/deprecation

StoreFront 2311

StoreFront AJRE B SRIBUTFRIFAERIE=ZAMAA M. IIRIEBRLERTIEZ BEASE =S4 LR,
HHRATRES M~ MV ERRAMEL, HERRFTE,; FIRE B 2. TERERAISEER, CITRIX
S EMN AN F I RGEERE TR, RECARD RIETIRERNERERAE, UARERMAR. BR. &
EREMEANER, ERHINRITIRRTERR, FEMBERT, CITRIX XN FREERZS KILTIRERIIERTH
8. BEM. EENSERENREITAEBRE R FETAEERET.

Castle Windsor 3.3.0

krA%FrE 2004-2013 Castle Project - http://www.castleproject.org/
1R#E Apache License iR 2.0 $R18¥%F A

Microsoft Unity Application Block (Unity) 2.1

HRAXFERE © 2011 Microsoft Corporation.

R4 Microsoft Public License (MS-PL) $£18i9 https://msdn.microsoft.com/en-us/library/hh237493.
aspx

Microsoft Patterns and Practices: Prism 2.2

HRAXFRE © 2010 Microsoft Corporation.

#R#& Microsoft Public License (MS-PL) $k#83Fa http://compositewpf.codeplex.com/releases/view/46
046

Microsoft Patterns and Practices: Common Service Locator 1.0
WrAXFRE © Microsoft Corporation,

#R#E Microsoft Public License (MS-PL) $518¥F ]

Microsoft .Net &&=

HRAXFERE © Microsoft Corporation, &g MIT ¥FAEREF,

ManagedEsent 7% 1.9.4

HrAXFRE © Microsoft Corporation,

#R#E Microsoft Public License (MS-PL) 3%18#d http://managedesent.codeplex.com/license
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jQuery Ul -v1.10.4 - 2014-03-12

http://jqueryui.com/

IrAXFrE 2014 jQuery Foundation R Efth3zE#E; MIT Fa

jQuery JavaScript Library v1.12.4

http://jquery.com/

B¥E Sizzle.js

http://sizzlejs.com/

HRAXFRE jQuery Foundation REfthExEkE
R4E MIT FRIIEA TR
http://jquery.org/license

HH#A: 2016-05-20T17:17Z

jQuery jScrollPane v2.0.0betall

jScrollPane - v2.0.0betall - 2011-07-04 http://jscrollpane.kelvinluck.com/

MeAXERE (c) 2010 Kelvin Luck

R4 MIT #1 GPL ¥ alEsRG N E .

jquery.contextmenu.js

BFLETEE8 jQuery
http://www.JavascriptToolbox.com/lib/contextmenu
HRAXFR%E (c) 2008 Matt Kruse (javascripttoolbox.com)

RHE MIT #1 GPL ¥ elIESR1GNE T Al

iEAT Hammer.JS 19 jQuery & - v1.0.0 - 2014-01-02

http://eightmedia.github.com/hammer.js
HRAFR7 (c) 2014 Jorik Tangelder j.tangelder@gmail.com;

1RIE MIT YFEIESRS AT
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jQuery MouseWheel

WAXER%E (c) 2011 Brandon Aaron (http://brandonaaron.net)

R4E MIT FE15E (LICENSE.txt) 3155,

WPF Toolkit 3.5

WPF Toolkit (http://wpf.codeplex.com/) k#FrE (c) 2006-2014 Microsoft
MS-PL #aI3E http://wpf.codeplex.com/license

" EH WPF Toolkit 3.0

kAERE (C) 2007-2013 Xceed Software Inc.

FIEFZRIE http://wpftoolkit.codeplex.com/license %% 8 Microsoft Public License (Ms-PL) #9535k
RIBLAEH,

MEEZThEE. BEHEMRBENE IS, BES http://xceed.com/wpf_toolkit B3 Plus Edition
REEY T ARIEN: 7E Twitter £x* @datagrid & =% http://facebook.com/datagrids

WiX Toolset

kAERA (c) Outercurve Foundation, Common Public License kgzs 1.0

CLR %2

WAXER%& (c) Microsoft Corporation, Microsoft Limited Permissive License (MS-LPL)

Stack Exchange Redis 1.1

StackExchange.Redis.StrongName 1.1 https://stackexchange.github.io/StackExchange.Redis KRR FR
% (c) 2014 Stack Exchange

1BHE MIT FaLEREHFA
Newtonsoft JSON 9.0

KRAXFRA (c) 2007 James Newton-King

REE MIT ¥ RNEARSIF A
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jQuery JavaScript Library v3.5.1

https://jquery.com/

B¥E Sizzle.js

https://sizzlejs.com/

WRAXFRE JS Foundation REfhZRmEE
RiE MIT #FRIHER
https://jquery.org/license

HHA: 2020-05-04T22:497

jQuery Ul -v1.13.2 - 2022-07-14
http://jqueryui.com

HRAXFRE jQuery Foundation REfthERERE; MIT ¥Fa

Hammer.JS - v2.0.4 - 2014-09-28

Hammer.JS-v2.0.8 - 2016-04-23
http://hammerjs.github.io/
HRAXFRA (c) 2016 Jorik Tangelder;

R4E MIT i RIESRIGITRT

VelocityJS.org (1.5.0)

velocity-animate (C) 2014-2017 Julian Shapiro,

RIE MIT FRHERS A, BXFMER, BESRMBERB R LICENSE X%,

slick.js - 1.8.0

MIT ¥ =J3E (MIT)

HRARFRA (c) 2013-2016
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jQuery Ul Touch Punch 0.2.3

kRAXFRE 2011—2014, Dave Furfero

1248 MIT 52 GPL % 2 KR¥FElERRIE M E AT,

MiR: SIABIFANE
MIT FeNE

Permission is hereby granted, free of charge, to any person obtaining a
copy

of this software and associated documentation files (the "Software"),
to deal

in the Software without restriction, including without limitation the
rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell

copies of the Software, and to permit persons to whom the Software is

furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be qincluded
in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY

)

FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE

AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER

LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM,

OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS
IN

THE SOFTWARE.

<!--NeedCopy-->

Apache ¥ 3E, k7 2.0

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.
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"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications
)

including but not limited to software source code, documentation

source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object

form, that is based on (or derived from) the Work and for which the

editorial revisions, annotations, elaborations, or other
modifications

represent, as a whole, an original work of authorship. For the

purposes

of this License, Derivative Works shall not include works that
remain

separable from, or merely link (or bind by name) to the interfaces
of,

the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the ordiginal version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally

submitted to Licensor for inclusion in the Work by the copyright
owner

or by an individual or Legal Entity authorized to submit on behalf
of
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the copyright owner. For the purposes of this definition, "submitted
"

means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to

communication on electronic mailing lists, source code control
systems,

and 1dissue tracking systems that are managed by, or on behalf of, the

Licensor for the purpose of discussing and improving the Work, but

excluding communication that 1is conspicuously marked or otherwise

designated in writing by the copyright owner as "Not a Contribution.
n

"Contributor" shall mean Licensor and any 1individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently 1incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, dirrevocable
(except as stated in this section) patent license to make, have made

J
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent Llicenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4, Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
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attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of dits
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derdivative Works; within the Source form or
documentation, 1if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing

the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this

License.
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8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to 1in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (dincluding but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
<!--NeedCopy-->

Microsoft Public License (MS-PL)

This license governs use of the accompanying software. If you use the
software, you accept this license. If you do not accept the license,
do not use the software.

1. Definitions

The terms “reproduce,” “reproduction,” “derivative works,” and “
distribution” have the

same meaning here as under U.S. copyright law.

A  “contribution” s the original software, or any additions or
changes to the software.

A  “contributor” ds any person that distributes its contribution under
this license.

“Licensed patents” are a contributor’ s patent claims that read
directly on its contribution.

2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, 1including
the 1license conditions and limitations in section 3, each
contributor grants you a non-exclusive, worldwide, royalty-free
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copyright license to reproduce its contribution, prepare derivative
works of dits contribution, and distribute its contribution or any
derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor
grants you a non-exclusive, worldwide, royalty-free license under
its licensed patents to make, have made, use, sell, offer for sale,
import, and/or otherwise dispose of its contribution in the software

or derivative works of the contribution in the software.

3. Conditions and Limitations

(A) No Trademark License- This license does not grant you rights to use
any contributors’ name, logo, or trademarks.

(B) If you bring a patent claim against any contributor over patents
that you claim are 1infringed by the software, your patent license
from such contributor to the software ends automatically.

(C) If you distribute any portion of the software, you must retain all
copyright, patent, trademark, and attribution notices that are
present in the software.

(D) If you distribute any portion of the software in source code form,
you may do so only under this license by including a complete copy
of this license with your distribution. If you distribute any
portion of the software in compiled or object code form, you may
only do so under a license that complies with this license.

(E) The software 1is licensed “as-is.” You bear the risk of using it.
The contributors give no express warranties, guarantees or
conditions. You may have additional consumer rights under your local

laws which this license cannot change. To the extent permitted
under your local laws, the contributors exclude the implied
warranties of merchantability, fitness for a particular purpose and
non-infringement.
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