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HTIEThAE

June 29,2021

StoreFront 1912 LTSR

ZFE#H 3 (CU3) 2 StoreFront 1912 LTSR WIS E .

S #ETF Chromium # Microsoft Edge 5%

I, EF Chromium B Microsoft Edge il %1287 LUiiid B8 EHEA Citrix Gateway iiial Citrix Receiver
for Web Bfis=,

StoreFront MY MBI F i EEiERE TiEA T Android 19 Workspace W H2FH Chrome i&%&

% Chrome && LB P $TFF Citrix Receiver for Web b5, HEZETERT Android 89 Citrix Workspace
AR 1912 RESMAN, XERERNINERIEAT Android 8 Citrix Workspace R B2 BahiTF ICA
X,

7£ Chrome i&%& £f#H Chrome 58867, EATF Android IEFIFINTERE FHRERETRE TERT Android
8 Citrix Workspace W B#2F) MESIERT Windows 89 Citrix Workspace W B2FFiERT Mac 89 Citrix
Workspace W BiEFER. ERHRES, Chrome i&& LB EELFEITH TEHM ICA X,

SFEN TR IRIP R

StoreFront 1912 L ¥ BIEF RPN, LUGEM Citrix A% (HI40 Citrix Workspace Rz B2 #1 Citrix
Virtual Apps and Desktops Delivery Controller) 3z #5 FRIZFERIPIIAERNR 214, N AREFRIPRISER T
HRFIEE, Citrix Virtual Apps and Desktops RER S AN AEFRIFEE, EXHBE StoreFront FFzHE
BN RAEFRIPIIEE, 4 StoreFront Mz #ER AIZFRIPEREEH Citrix Workspace MAEFWEIEE HTTP 45k
X-Citrix-AppProtection-Capable #9i&kpY, StoreFront 2Bzh@E Citrix Virtual Apps and Desktops %X 4E
WERE, ETEXHNAERFRIFER, SXFERNARFRIPKRIBEERGENEAESR, BERANARER R,

KEREURIBR IR

Citrix Virtual Apps and Desktops 7 1811 #FEERFAHWMAFAEREI&EiLS LifinKE# StoreFront 4%,
TEARMAT, FEXFREIGSEMGS, BITENTFAERMNENAFIER Citrix Workspace R 2 Desktop
Lock,

R A .
[ =]

T

FH4& 2 StoreFront 1912 B, BMEFHIFMEREIRSF LR EBZE MR, ESH A4 StoreFront,
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StoreFront PowerShell SDK

StoreFront PowerShell SDK BE#H k& HiRAs 1912, ETEBER PowerShell 12 BB R mIg &L=,

RFE#H 3 (CU3)

June 29, 2021

%% EE: May 12,2021

KT Itk

StoreFront 1912 LTSR £#3F# 3 (CU3) 187 8 1912 LTSR CU2 &7 LUSkIR &R 10 Mali,
StoreFront 1912 LTSR £fR&#7 2 (CU2)

StoreFront 1912 LTSR E#3%#7 1 (CU1)

StoreFront 1912 LTSR (#1%&hk7s)

It kR s 5 B9 B 4 a7

Citrix F=REZARRS ERE B E

1912 LTSR CU3 FEEE /YA

June 28, 2021
Lbiksd&: StoreFront 1912 LTSR CU2
StoreFront 1912 LTSR CU3 &% 1912 LTSR #%ahR7s. CU1 hiAs. CU2 lRAEFREEMAEEEURUTHES:
« &R StoreFront BY, ATRESHIMUATHEIRES:
TE TR IEIIER

KREBRTFABSERNNARFHEAAHSSTSHNINENARFEES { W KM=,
[CVADHELP-16227]

« StoreFront F2EE “SFH—AF KL PNANEE X ABRBEHEEF R ETNME R AER I
FA#2/F. [CVADHELP-16577]

o &M Internet Explorer B0 10 NA MM BIEFR, ARESHM—NEINGRTIE., [CVADHELP-16605]

© 1999-2021 Citrix Systems, Inc. All rights reserved. 6
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https://docs.citrix.com/zh-cn/storefront/1912-ltsr/whats-new/1912-ltsr-initial-release.html
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- BREETHE, 2RER StoreFront AJgERRY, HERUTHEIRER:
TETTRIERIER
TCP sh&imOFER & IR,
[CVADHELP-16625]

« MARZ< 7.15 LTSR CU4 74k StoreFront f5, BEBEMEREENRZ 0 VDI KE R e LMENIRRF MIERF TR HIRo
[CVADHELP-16723]

« ZHUMBRTNAEFRIPINENZ AR ITER VDI KEFIEERRMK. FIRERMEEILITTA!

- EAERTF Windows 8 Citrix Workspace AR BohR @, BHIN— M RENER, BT
StoreFront @Y A 1L,

- fEMIEMAT Mac B Citrix Workspace AR BHREN, BERUTHIRES:
ToEFERIEAIER
[CVADHELP-16800]

o MREAN XML Broker A EHETT, BRAEEZRERERINBEFMSEHE, BEFESNERITITHN XML
Broker Bt7R&0Ltt,

IR RERUTHIRER .
THEREIH, BERERUSE,
[CVADHELP-17017]

o 223 StoreFront 1912 LTSR CU2 S EAKEZRAZ 5, IO StoreFront fREZ23ETTRES KM, Ithobh, BD
BENAREASEEIH MRS, [CVADHELP-17107]

« #%3% Citrix Gateway HNERBE AR AERNIR HDX ERH S 4 33EF HDX B med, Citrix Gateway 3%
#9 Secure Ticket Authority BfalaE R & R BRIERN AEIERSH web.config Sttk, BEET ZMREMX
& HItRE, [CVADHELP-17112]

« BRi@E Citrix Receiver 8 SAML S 13E % & Web i S RES X AT EE S R %, [CVADHELP-
17137]

ST 2 (CU2)

December 2, 2020

A HHE: 202011 B819H
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KT Itbhirzs

StoreFront 1912 LTSR 2% # 2 (CU2) 57 B 1912 LTSR CU1 ZHLERIREHALAMAIRL,

StoreFront 1912 LTSR E#38#7 1 (CU1)

StoreFront 1912 LTSR (##&hR )

Itehi s B B & R)

Citrix F=REZARRS HEE B E

1912 LTSR CU2 FEEE /YA

December 2, 2020

Lba3d&: StoreFront 1912 LTSR CU1

StoreFront 1912 LTSR CU2 &% 1912 LTSR #1#akR7As. CUT AT EEHFREBEURUTHES:

StoreFront A& /E B StoreFront 1903 LIsk—EHEFERSE—R P FIR, —EEFPRER, F—IKRE “%
" MEFERFRINARXNFEUVSHERRIFRE, MEAXSFERAPBIER, Fithk4aqs, Citrix
StoreFront EIBEHI & NN AEERHE TR “FE” LM EHIET,

TENENMERREEAFRFINAS, BERFETH, FEM WHEREFRIER” SM. BXEMN “XK3” NE
HF4E BUREEZMENIFMES, B2RAL A —AP 1K, Set-STFWebReceiverUserlinterface
PowerShell s ¢85 —1MHFEHIXINME M FH CategoryViewCollapsed £, ESA Citrix
StoreFront 1912 SDK PowerShell #&2, [LCM-8241]

LU AREXHRPEEEEXREXHN, BENXHAIfESBIRNAREXHIF web.config XA
Ao FHk StoreFront BFadIthia)@, [CVADHELP-13485]

7% StoreFront Iz#laH, HIXBEETYE (L) BEE RN AEEHIRATER KK, [CVADHELP-14213]

Citrix StoreFront FATRET 2 &N ATERF. Y StoreFront EEFAEBASXIFNIEBERYT BRIEBEN
Delivery Controller B¥ &Itk , [CVADHELP-14328]

StoreFront Web [z & & R AR N BIEFRIPRBRIPHN BIEF. NREZZIFM Citrix Workspace
R FRFEFERR AR INA N LN AEEL S, WaEHikE#E, [CVADHELP-14637]

SREARES BN ARFN, ZNARFRERARENX, 3FIE Citrix Endpoint Management [z
BiEF, BETRREEA [CVADHELP-14808]

£ macOS L, ERHEENTESIAMAETUTHEIR: TETF URL. 2 EH# 0 Receiver #% H i,
StoreFront 2B EFIHEEBEDHEIRES. [CVADHELP-15073]

=AEAEAT Mac # Citrix Workspace AR BEISIET LA K. NRRIERBBAT HLARFRFRI
THRERRIIAH, MEHItRE, [CVADHELP-15751]

© 1999-2021 Citrix Systems, Inc. All rights reserved. 8
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https://developer-docs.citrix.com/projects/storefront-powershell-sdk/en/latest/
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« 7£ StoreFront ZARIEF, TAEMARFRIGERE “X5)” MEFHFER THH. [CVADHELP-16179]

SFEH 1(CU1)

June 5, 2020

%7 EE: May 7, 2020

KT UEhRZ

StoreFront 1912 LTSR R#RE# 1 (CU1) 188 7 BER %7 1912 LTSR LIRS\ ML L #imH,
StoreFront (#1%&kk#s)

R AR B AR

Citrix =mEZARRSAKBH

1912 LTSR CU1 R EBER iR

October 15,2020
b3t & . StoreFront 1912 LTSR #1#4kk4s
StoreFront 1912 LTSR CU1 &% 1912 LTSR #iAkR A B EMFrE B E KR THES

s UBEREZHUARFEASHRHERER (IdP) By, R2UERZES (SAML) SHEIERTEERRNK, A
ERUTHIRER:

There was a failure with the mapped account. [CVADHELP-13396]

« BRE| StoreFront BY, MARFHEREFEERKNEIZBETEM. MR domain\username EXBNE
HAFRZ, FREAFREMRIEERLE Delivery Controller, N&HELLtRE, [CVADHELP-13891]

« RI# Citrix Workspace KRG, ATEEESMNARFIEARGESMNEAEERMAIEERER, MREER
BRIMNKFER, WENARRIFN A HIRIRE, B2, EEERFHN < HI IR, [CVADHELP-13949]

o EFBRRAHY StoreFront Metainstaller ATgE T A Ef B RELF TS, [CVADHELP-14030]

« ¥ Citrix Cloud Connector 5 Citrix Virtual Apps and Desktops RS =z 8l BV EZ R lr A, =@
StoreFront BRIEA N AEFHREAIfERKK. [CVADHELP-14075]

« & Citrix Gateway FUEERIRERRN, HETUTHIRER:
Cannot Complete Request.

/A PowerShell ¢ HFN£B/ARS 21 H T4 (GSLB) URL i&, stBlttiA#, [CVADHELP-14354]

© 1999-2021 Citrix Systems, Inc. All rights reserved. 9
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« =% Delivery Controller B, BRNER FRIAER RS StoreFront, Ei#t17REE, 15EA Citrix Virtual Apps
and Desktops metainstaller #1#9 Citrix StoreFront %3, [LCM-7335]

o ERAEEMARESRANEE. EXEAER, BESRAMRPOXE CTX277455, [LCM-7272]

HTIEIhEE

July 27, 2020

1912 LTSR HaY#TigThaE

StoreFront 1912 kR &1E A RIS IhREFNIE58INRE |

StoreFront i b EBIZF ZiFIEEIERE TIEAT Android 19 Workspace W Hi2FH Chrome i&&

¥4 Chrome &#& £8P #T7F Citrix Receiver for Web 5, #B %% T7ERBTF Android # Citrix Workspace
AR 1912 AESMAN, MBS ERDNERIEATF Android 89 Citrix Workspace R FB#2R BzhTF ICA
X,

7£ Chrome i&& L1#R Chrome %5 8389, IEAF Android ME P IHE N TERE RERTLE TERT Android
#y Citrix Workspace M A12R) IESERTF Windows 89 Citrix Workspace [z B12FHiER T Mac &9 Citrix
Workspace R BiEFHEE. ERERAS, Chrome i&& FMBFEELEFoHITH FEM ICA XX,

XN AR RIPREE

StoreFront 1912 i M AEF RIS, LG EM Citrix A4 (140 Citrix Workspace 2 F# Citrix
Virtual Apps and Desktops Delivery Controller) #3255 Ri2FRIFTIRERN T 21, N AR RIPRERER M
HARFIEE, Citrix Virtual Apps and Desktops REREHERN AR FRIFEE, EXHE StoreFront FFzhE
BN RAEFRIPIIEE, 4 StoreFront Mz #R FAIZFRIPEEEEH Citrix Workspace MAEFWEIEE HTTP #5sk
X-Citrix-AppProtection-Capable #93&k8Y, StoreFront =Bzh@ Citrix Virtual Apps and Desktops &%
AL, EBTEZRNAEFRIPERE, SXEANARFRIPRIBEEXXMANFRER, BEANERER R

Z 7£ StoreFront [R5 288 - 5 AN A2 F R, 157 StoreFront AR 55 28 £i5 47 LA T PowerShell & <:
Add-STFFeatureState -Name ”Citrix.StoreFront.AppProtectionPolicy.Control”-
IsEnabled $True. (fE%AR552% StoreFront BEF, HAFHRFXLEEEEIIRS[ATHFMIEH MRS R
BEER B E TR EIAR S 28 4.)

BRI RSTE StoreFront ARS28 E B A Ti%I08E, BEMAULT PowerShell &%
Get-STFFeatureState -Name ”Citrix.StoreFront.AppProtectionPolicy.Control,.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 10


https://support.citrix.com/article/CTX277455
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KEREURIBR I

Citrix Virtual Apps and Desktops 7 1811 HEERFAH XM AFA EREIEE LS LifRK@Ems StoreFront 2#%,
EARRAFR, TEIRKEEEES, BRINBIIFRERMNENAFIER Citrix Workspace RZF#2R Desktop
Lock,

FH4%%I StoreFront 1912 By, EPEBRHIPIEREIRELRE=BIMER. FZSE A4 StoreFront,

StoreFront PowerShell SDK

StoreFront PowerShell SDK BE# & wm AR 1912, B %xBERA PowerShell ¢l s BB S mig &Ik S,

1912 LTSR 2 E /iR

June 5, 2020
TR Bk 1909 EEEES:
o Zith StoreFront &% MMC F5 Web $EERINEsIM*%, [WSP-4368]
+ LCM-6351: #4& DDC g, =Mk CitrixPrivilegedService_x64.msi B8R, [WSP-4785]

« 2%/ Citrix Virtual Apps and Desktops 7 1906 metainstaller 3§ StoreFront # 4 Zlkxk2< 1906 B,
MR EH StoreFront fRE 88 L= % T VMware VMTools v10.3., ALK, StoreFront ifid Ik 3z 19
StoreFront 1906 REZFINFE, 18 StoreFront 1906 kiFiNZI Windows B “Fin/BBRIEFEFIR” .
[WSP-4895]

o BTHEKEARFESMNEEXRBERT X1.1 Purple Ul [WSP-4899]

o R KCD RSATF “BEL"RKE, ARBLIERFES 2.6, 3.0.1. 3.5, 3.8 A4%EF 3.12 CU* REBRAA
RERRML, [WSP-5160]

o B# http://downloadplugins.citrix.com B3t Citrix Workspace AR F, MIEFERELE
R4 ERER Citrix Receiver, [WSP-5303]

B[]

June 28,2021

AhRAFEFELL T BRI,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 1


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/workspace-windows-desktop-lock.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/workspace-windows-desktop-lock.html
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StoreFront 1912 CU3 1y ERin] &

o TAEEREFRMRAEZESH\S A StoreFront BE, HTFLLRHFIEM, StoreFront 1912 LTSR B9#I8&kR 4
MELRREMWAN A REN=mhREs. Eit, fia, EaILUTE StoreFront 1912 LTSR #)%kRA5 1912 LTSR
MBI AEZ B SEFMENEE, URERDE 1912 LTSR CUT 51912 LTSR CU1 @SS NEE, BFREEE
k4= 1912 LTSR CU2 51912 LTSR CU3 Z @I RHEMENEE, [LCM-7104]

« Citrix Receiver for Web i =z B REGET £ 2B AR Receiver for Web i S3HEERN B E X
SMET-ERISERN “HEEHR” E, Bk, REERNETNEERNERE (#985d94),

ERALLEE BEIBEUTITRMNINASE Web WBEX X H*hE CSS #RXE (Bl
C:\inetpub\wwwroot\Citrix\StoreWeb\custom\style.css) FigEFIEHEE: [LCM-9536]

.theme-header-selection-color.selected

{

background-color:<desired color>; }

StoreFront 1912 CU2 iy 2 KNial A

o 244 StoreFront IRSZ|IMAIAMRS A (ZARABEGEE. ANFEFFHERIIRENR THHEFERS)
R EASZIFNRERANEMKINIEENIRSH[EZIHMARTN, [CVADHELP-17107]

« StoreFront ZAEEPNRARFITENEMEE, HiRkE SSLEZEHEIR, NRE Windows Server 2016 =
Windows Server 2019 %% 7T Delivery Controller, B StoreFront ZZt7£ Windows Server 2012
R2 b, MsLHtkiaZE, BRRIRR, ZREGIRFFIRSAESE TLS_ECDHE_* BREM, HHXLHD
B FEREMZERES 2. [LCM-9305]

« StoreFront ABERMNNBEFLEREMBE), HIRE SSL EEHEIR. WREMEA Citrix ADC A F
IhaEE A E53 & 5 Delivery Controller fR5328, 38 StoreFront IETEEMA HTTPS 5 # ¥ Delivery
Controller lRS#1T:81=, NaEILEM, EfRILEZE, Citrix ADC LHEBEHIRFIIRLANEE
TLS_ECDHE_* ZEH., 1R Citrix ADC g StoreFront #3§ Delivery Controller BR552853 824 STA
fRS528 (U Fuks=shER), StoreFront EMEBEMHINFFIRELAES TLS_ECDHE_* ZEMH, HHXLE
ZREHLIUTEREMZBES 25, [LCM-9308]

StoreFront 1912 CU1 i EHNia A

EFEH 1 AR LIMIHAIE N R,

StoreFront 1912 A9 E a1 R

o 7£ Windows B 7T TLS 1.0, #H Windows Server £8.NET 4.5 Framework fR53286¢, StoreFront
RS BAMM R ZERITIRERERK, BiIAMERT, .NET 4.5 Framework 1Xf&8 TLS 1.0, Ithia]@rof R

© 1999-2021 Citrix Systems, Inc. All rights reserved. 12
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BiER, ¥R ER.NET Framework A4k%) 4.7 skEShAs (BRIAEA TLS 1.2), [STF-2413]

« BEERBHMIIEM Microsoft Edge ZE—INEXMMNE=AalE, BRRILIEM, 1B Internet Explorer,
[DNA-47809]

o THEXEHNEMERI—TUARFRIE MEERINTEXTINRERLARERF. NREA Chrome i
ia] Receiver for Web k55, MsHIMILinA, ERALNT, BESMANNBRERF L2 E “BHEE.
[DNA-25140. DNA-22561]

« 7£ Windows Server 2012 R2 %% StoreFront i, ©ageT%:EME! Citrix Analytics Service (CAS).
Y C++ BT A BRTER, SREXME R StoreFront I REEFRREXLA M, FRIZIA
FHE R ARERE StoreFront ZHigz E&%E C++ 51768, [WSP-4412]

SE=7ER

June 5, 2020
StoreFront ATREE SIRIBUT XA E X EFHITIFI M E = S5

StoreFront 5=77=F (PDF T#)

RHFEK

June 29, 2021

MiZsEny, Citrix #iY StoreFront fRE5288 =M 6 GB W77, TR ABIERSRIKEE 5 MB #&=E, S,
81000 M ARFITHAARNFTE 8 MB =8, FiAHMBEHMELIREAMRERERFNREER,

AR

FRIFMIEBERFERNIBIR S FRAAR IS EFIRES. BXFHES, BHSHCTX200356,
Citrix Bhidid, "JUZIFEUTFA L&RE StoreFront:

« Windows Server 2019 Datacenter Edition 1 Standard Edition
« Windows Server 2016 Datacenter Edition #1 Standard Edition
« Windows Server 2012 R2 Datacenter Edition #1 Standard Edition

FXHFEIBTT StoreFront ARS8 EARIRIERFRZA, Citrix BiEEHRRENRIERF PR E StoreFront, %
AR5 MEFNFIA RS [BOIUSTHREIRERSRA, BAGHERNKEIRE,

FEF/EESHRMERFMANXIFIZER StoreFront fR3884H, StoreFront AR5 23 APRIARSS B[R E R BRI,
B2, NETFRINBTETNXRE, 85 TMULRSBORS[EFRENTE. ERERT, RSF[APHFAERS

© 1999-2021 Citrix Systems, Inc. All rights reserved. 13
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B[MUAUFE—UE EEPO. TAK), BRS[ATUBEE-KFEANSMIE, FiiREHPHIRSEZERE
ERRRRIERFEMS. BSH AT Elt.

HE Web fRSS 88 £ &2 Windows PowerShell (hizs 4.0 SiESARAS) LUK Microsoft EBiz4l4 (3.0 XES
k), 7 RE%ZEt StoreFront, XEE2 Windows Server B9ZAA K,

StoreFront REREFRERE StoreFront ZEIKERTEREHBAUTHRE,. HINBRT, XLENESTHIRE
RGENTIREEIRM, IR StoreFront REREFIONEIXLENZEMHNEM—MRARLEZAH, WSBHREHBH
XLEANEFIN

+ Microsoft NET Framework (ks 4.5.1 SiE=HRA)
+ Microsoft ASP.NET (k7 4.5 RE S ki)
 Microsoft Visual C++ 2017 (x64) Runtime (v141)

« Microsoft Internet Information Services (IIS)

IIS B8 Web BR5528 “Windows Server” &, HEREEBURTFMEIRIERS, ((NfE52E) StoreFront &
ERERNTUTIS At

- Web-Static-Content
- Web-Default-Doc

- Web-Http-Errors

- Web-Http-Redirect
- Web-Http-Logging
- Web-Mgmt-Console
- Web-Scripting-Tools
- Web-Windows-Auth
- Web-Basic-Auth

- Web-Applnit

- Web-Asp-Net45

- Net-Wcf-Tcp-PortSharing45

IS & StoreFront BB B IZTEARSS S LA R RIFR B AR S5 858 L5 B,
StoreFront AU T ImOMITERE. EHERENPAIEREMNEIRE RIFHEX LR,

« TCP %[O 80 #1443 3BT HTTP # HTTPS i&f5, AT ERS M1k LS ERF1SMER# 1T i1,

« TCP %O 808 FAF StoreFront fRE - ZEIMNE S, FULLAMALHITIAE,

o MERERTE RO FRETIEERN TCP MO R FRS 23489 StoreFront fRS28 2 (EIMIE(S, =4 StoreFront
B, FEE Windows BHAIERIN, LLsiFsE StoreFront EIRITX . B2, BTiHOZMHSER, S
HRIRAIERMILE R AR MBS E Mg & R IEREE AR S B TCP inOMRE,

« BARE, TCP %O 8008 MiEAF HTMLS5 84 Citrix Workspace M BEFEE S %3589 Citrix Receiver
Citrix Workspace A2 ISR AERR, AIERIIMERAHAF ARS nERESEANAEF RS
E|HITIES,

StoreFront 2545 IPv6 ML INHINI% IPv4/IPv6 mFHIFiR,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 14
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£/ Microsoft SQL Server Zi&iTiHEIE

Ea LUERRE A Microsoft SQL Server 72(#iTiR4E, StoreFront Z#sditbThaefEA S Citrix Virtual Apps and
Desktops x4 #iBEMEAAIMERE Microsoft SQL Server hiiZs, £ Citrix Virtual Apps and Desktops R4 E R,
BBREERE,

BEhRhEEHER

Citrix Bmlitig, ESLLTF Citrix ™= ShRA—2ERR AR 43T StoreFront 895,

Citrix [REBEX
StoreFront MABERFRBEU T~ RNESEMNNBEFREE—I.

« Citrix Virtual Apps and Desktops 7 1912 LTSR
« Citrix Virtual Apps and Desktops 7 1909

« Citrix Virtual Apps and Desktops 71906

« Citrix Virtual Apps and Desktops 7 1903

« Citrix Virtual Apps and Desktops 7 1811

« Citrix Virtual Apps and Desktops 7 1808

+ XenApp #1 XenDesktop 7.15 LTSR *

« XenApp #1 XenDesktop 7.6 LTSR *

* BXREKIBIRS (LTSR) IMEAERL M ATARAS (CR) U EAIE RmAEZHIFMER, BB IR0 E,

Citrix Gateway ZXk
AP R P AT LU A LU T AR AR Citrix Gateway #1 NetScaler Gateway ifial StoreFront,

« Citrix Gateway 13.0

« Citrix Gateway 12.1

+ NetScaler Gateway 12.0
+ NetScaler Gateway 11.1

iEAT HTML5 & Citrix Workspace BiZFHEXR

EX R PERTE Receiver for Web 55 EiEfTRIERTF HTMLS B Citrix Workspace R B2 4R £ AR A
EF, EREHEUATER,
T REBMLERE, EBT HTMLS 8 Citrix Workspace M BIEF %A U T MR M S mM N BER.

« Citrix Virtual Apps and Desktops 7 1912 LTSR

« Citrix Virtual Apps and Desktops 71909
« Citrix Virtual Apps and Desktops 7 1906
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Citrix Virtual Apps and Desktops 7 1903
« Citrix Virtual Apps and Desktops 7 1811
« Citrix Virtual Apps and Desktops 71808
« XenApp #1 XenDesktop 7.15 LTSR

« XenApp #1 XenDesktop 7.6 LTSR

} =r

AR

iEATF HTML5 9 Citrix Workspace ARRFRIIEE T SHEXLEREN VDA WRLERE, 7 HERARE
MR EZ B R EMNAEF. TEEASIEENABEFMKE VDA B9 HTTP &,

SFF A LR IMNEREYIZIZER P, EATF HTMLS 89 Citrix Workspace M2 Z#5H@id L Fhias#y Citrix Gateway
#1 NetScaler Gateway il S EA N BERF-

« Citrix Gateway 13.0

« Citrix Gateway 12.1

» NetScaler Gateway 12.0
« NetScaler Gateway 11.1

sFFi@id Citrix Gateway ZEZEMAF, iEAF HTMLS B9 Citrix Workspace N ARTEF Z3FiA 1R LU T = SR HA S
BN AR,

« Citrix Virtual Apps and Desktops 7 1912 LTSR
« Citrix Virtual Apps and Desktops 71909

« Citrix Virtual Apps and Desktops 71906

o Citrix Virtual Apps and Desktops 7 1903

« Citrix Virtual Apps and Desktops 7 1811

« Citrix Virtual Apps and Desktops 71808

« XenApp #1 XenDesktop 7.15 LTSR

« XenApp #1 XenDesktop 7.6 LTSR

RPIREER

StoreFront R T FZARAMNAXNERF BN E CHWEEMEBIERF. Citrix Workspace N AR B AT LGS
Citrix Workspace R Bf2 AR AR E, el ER Web 5 83% R Citrix Receiver for Web 5 £5 130351 B2
HEE. XFEARE Citrix Workspace AREFEEEHA HTMLS 89 Web % 289AF, aTEER Citrix
Receiver for Web == LB BERTF HTMLS 8 Citrix Workspace R B1ER, HXtBA R EREE Web 3%
HisiE fSEMNARER.

iz17 Citrix Desktop Lock B9 PV B F UK T A F R IRAR Citrix & F im0 FUBS R A &5 89 XenApp Services
URL #1TiE#%,

MREBAF T Microsoft Application Virtualization (App-V) &%, TEEREZHIFH Microsoft Applica-
tion Virtualization Desktop Client iiZds. BXi¥4EE, BSRAEERNBERF. AP XZEE Citrix Receiver
for Web s sif RN M AIEFES App-V F5l.
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& Citrix Workspace [ fi2F 1717 StoreFront R AE[E

a1 L fE A Citrix Workspace 7 F 12 = 3 &1 52 32 #5709 BT B ke 2538 313 P 3B 0 48 3% #% #0 Citrix Gateway R i ia]
StoreFront & A& &, & % Citrix Workspace [z F #2 & #1 Citrix Receiver £ &5 A H# B #, 55 https:
//www.citrix.com/support/product-lifecycle/milestones/receiver.htmls,

ATLLfER Citrix Gateway . ICA REHEE 5% VPN (cVPN) i@id Citrix Gateway #$£3| StoreFront MR
5. EBR Fi—A PR,

@it Citrix Receiver for Web it S5 n] N HEIE

EEi B RILREEM Citrix Gateway 17 Citrix Receiver for Web b=, BB TR K ESMRIARZ

7= Windows =

« Internet Explorer 11

+ MSEdge (EF Chromium)
+ Google Chrome

+ Mozilla Firefox

£ Mac &

« Safari
+ Google Chrome
« Mozilla Firefox

7Z Linux &

+ Google Chrome
« Mozilla Firefox

AL fER Citrix Gateway . ICA RIBSHTLZEF 5% VPN (cVPN) @i Citrix Gateway BiriEE, Itsh, EEAF
FERRZSH Citrix Gateway 7 o iF MBI EIMBIRILERE, BXRIFAES, BBREMENER,

&2 Citrix Receiver for Web it S E25hE R

Citrix Receiver for Web b5 ##@:d A th =2 f Citrix Workspace MEBREFER, REBIERT HTML5 &9
Citrix Workspace N #EF Bal. LEFIHFAERKEEITE HTMLS 7, H2# HTMLS BRE5h. 1RiB
Receiver for Web 28, &£ P AIUERMEBRNAEZETR,
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i@id XenApp Services URL i75ia] 5 &5

AT LUE XenApp Services URL 5ia)h#E R/ 89 StoreFront A& E. XenApp Services URL Ji@id Citrix
Receiver 3.4 Enterprise MiRIAME F iR ETAEZRMOERBINIERZ, XEEFIHREZFEY PNAgent &2
IMHNEE, WMREE, AUEA Citrix Gateway 4 EE P imisaEE Citrix Gateway BiriEE,

BREFRENK

J% Citrix Receiver for Windows 4.x L X%EBTF Windows &9 Citrix Workspace 12 1808 Sl E S R4

58erE5ER

Citrix #x 5=EEHEERFRE (CAC). EFITERMBARAIHAMNAZHBIIE (NIST PIV) £RFLE USB B5E£<
FRRFEAMET TR, TUUERRE USB it /S aEFi%03&%E (CCID) #sEH B EE Zentraler Kreditausschuss
(ZKA) 132858 “1 28" BaeFiFaRmiEmlit £, ZKA1 £ ZEMXREREBAPEEERENR R, 7%
HEMEBMNERERiRFES, 81 27 1%E8 (AEHA PIN WER). EEMEESAETREINTEIRR
(TPM) ‘S A BIEINE B+,

3FF Windows i&#&, EfEENZIFET Microsoft M A&/ EEEE (Microsoft Personal Computer/Smart
Card, PC/SC) tr&ME. HEEEMEEEFIRESUMTRERALIFABKE Windows BHAE, EAREER,

Bx5 Citrix AN E e EMpial iz 4aE 2, B2 Citrix Virtual Apps and Desktops S #9%S 8E £ 14
Khttp://www.citrix.com/ready,

@it Citrix Gateway #7548
RAMERETE s FH1THHRIER AP B LUER LU TRRZH Citrix Gateway ifia StoreFront,

« Citrix Gateway 13.0

« Citrix Gateway 12.1

+ NetScaler Gateway 12.0
« NetScaler Gateway 11.1

Citrix Analytics REExR

A LUEZE Citrix StoreFront, LU&E Citrix Workspace [T RILUG R £ 1% 5] Citrix Analytics fRSS. EREi¥4H
=87£ Citrix Analytics RS H#HTNE. U THRIZFIIEE:

o @it 7E HTMLS $# &9 5523 73l 55 2 Citrix Receiver for Web b = i5 BN A& E. #ERA A Citrix
Workspace AR ER HTMLS EahZiRe, #2f Citrix Analytics BRES#E.

o AILMIERT Windows B9 Citrix Workspace R FF2RF 1903 S E S AR 1518 M R BB IS,

« MERTF Linux 89 Citrix Workspace R F#2F 1901 skEm ka8 ia IR A RIS,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 18
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% StoreFront 3=

April 12,2021

StoreFront £/ Microsoft Internet Information Services (IIS) £iz1T# Microsoft .NET SRR S ERES
E—EnNt VN EEE, FEETMBFAR,. StoreFront 5 Citrix Virtual Apps and Desktops Z8EMER, H
BFRRMHE—MEILER, UARERENNEER,

StoreFront & LA R :

o BMIIERSAN B #HITEMIIE, FEAEBIFE Microsoft Active Directory, MMHBHREBALTEENE
RANETAR B EMEEMNBER. BXFHAER, BFSHAFSHKIE

o NMAREEREHES Citrix Virtual Apps and Desktops rI =@ AIEF. AP @ Citrix Workspace
RFAFER. Citrix Receiver for Web i5=2#0 XenApp Services URL i RN BEE. BXF4MER, BSHA
Fifia)iE i,

o ITHEMABERSICRAFEAREFITANFAESHERRLISSE, URRRE—RER TN, GXILRAR
FIHEAER, BESRNIHEF R,

StoreFront JLIERE GRS B[ LHITEE, BAMEENZRSHBHE. SRSFS[LEFERHETVINNEE, MAR
EESAAM. StoreFront WIRRAAER LM HEFG A A NAEFITHNEE RS SMNFAESFEERSHAD
HFREMRS S L, HEXLERSZ[AEZEER. XERENR StoreFront [RSB[BEEMRERFATA, AR TULE(E
BERNRSSZHPNENAEE. R, HRKENRS S ENEENITRSIEERS SFERIIRSHFABEN.
TTHASIESERSBEMRYNEN, B2, IRRSFBEHRNPEEIEAAST, BLIUTHREEER, WREIE
HirE, FESRRSEE, ATLUENRS R L& StoreFront, ZEBERMANERS[ATR. MRSJ/EEMA
ARs3 28 4HBY B RhECE H BT P B BEF1TId,

TEIERT—HEH StoreFront ZFE,
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HenDesktop
Kendpp
EI- MNetScaler Load n
Femote user Seliziy alEmeEr StoreFrant

App Controller

1

-_—

Local user

Active Directory forest

AT

NTZRSB/HE, FEFEA Citrix ADC 3 Windows ME A H FHERGRKLIINB LB TE. TUANR
ESRZEANBEERBRBAY FHIAR, WRHESEHE, AX Citrix ADC aAFFHMWEHAEE, BHSRA
T %, Bx Windows M #H F&HIFMEE, 1521 https://docs.microsoft.com/en-us/previous-
versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831698(v=ws.11).

SNFREERTLEATAFPHNBENLMSARNEE (B0, YAEAFRE—REREMNEEINERN), BIEIERKN
SEShH E M StoreFront %i%%! Citrix Virtual Desktops i1 Citrix Virtual Apps 7. EFEREERE XML
BB E—HER T &R, fia Citrix ADCo

MBEHETSSLAREOHTFHER, FEZTERITHREHRK, T LME A PowerShell cmdlet Set-
STFWebReceiverCommunication,

B
Set-STFWebReceiverCommunication [-WebReceiverService] <
WebReceiverService> [[-Loopback] <On | Off | OnUsingHttp>] [[-
LoopbackPortUsingHttp] <Int32>]
BEREEE:
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+ On - X 2% Citrix Receiver for Web i =9 2IAE, Citrix Receiver for Web £k BE 4 URL #9%2Hy
(HTTPS 5t HTTP) fimOAS, B ENEIRANIFE IP #itLl5 StoreFront Service #1Ti@(5, LLEER
FHARSSEE U REEIE SSL KL H T HRHBE,

« OnUsingHttp - Citrix Receiver for Web /8 HTTP i@ IP #hit5 StoreFront Service #1T@f5. 0
REFEAME SSL &L AHTFERE, HRFIE, W, NMREORSBHIARKOD 80, FEHFUEE HTTP O,

+ Off - L& %MIF[E, B Citrix Receiver for Web i/ StoreFront £7< URL 5 StoreFront Service i&
5o MBRRITRAUAR, XEATRENEIREPUHIBIAE,

Fli0, tNREERME SSL R IEAETESE, ISEBEAX HTTP #R#M0O 81, HA Citrix Receiver for Web i
HRR12 7 /Citrix/StoreWeb, MEJLUEITIL Far<kEZE Citrix Receiver for Web 555

Swr = Get-STFWebReceiverService -VirtualPath /Citrix/StoreWeb
Set-STFWebReceiverCommunication -WebReceiverService $wr -Loopback
OnUsingHttp —-LoopbackPortUsingHttp 81

AR

EXAIFEILUER Fiddler ZE{ Web 32 T B3k4##5% Citrix Receiver for Web 5 StoreFront Service 2
BRI R E,

Active Directory ;¥ E =1

HYTRARSAIIE, AITERMNIRBIARS 28 L R4 StoreFront (BRLEINEEEAAIA) ; BN, StoreFront fRS528
HMFREEE AP KA Active Directory 5, HERBESAPKFIZASEEXANETR, BRECZBRTHE
BHIIEZEIRE Citrix Virtual Apps and Desktops ih=ski7#Ih8E. ARHIFRHE StoreFront RS 28H ML FRE—
M,

FRFER

EEFIER, Citrix BiXfEA HTTPS LI{R StoreFront 5AF & ZEIM@EE R L. BEHA HTTPS, StoreFront
EREEEFMRIIRSHBXNAREDN IS SEHRENZIF HTTPS, MNREEEEM IISEE, StoreFront HE
B HTTP #7185, mILARERTM HTTP Eekn HTTPS, REHENM IIS EZEBERLAENA,

WMREHRIZ M A ML IMEBIATR StoreFront, MIEEEA Citrix Gateway AR FIRETSMNEE. AT
ER ML INERERE Citrix Gateway HER B A& Citrix Gateway 52 BRI ML H#1TH R, ERHR Citrix
Gateway gefi5ihiR1 @4 StoreFront ARS328319 Active Directory #4.

%" Internet Information Services (11S) Web it =5

StoreFront AFEESD Windows BREZ2BIARRE IS Web i P HERAFAMNNAFEE, WESMABIELHES
AR ENBIIRHSE, N, XaTATFRiFER— StoreFront ARS3 8840 F48E 24 Storefront URL FIiE+H,
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B, EEMRD Web i (BN Web ihsB85M . 7E IS el Web i55/G, i&ER PowerShell SDK £H
REN IS Web s rhaliE— StoreFront 32, A% IIS a2 Web i5=0iFAEE, B58RE)E Web i,
AE:

StoreFront #1 PowerShell =418 R 8EREFTH. /8 PowerShell =548 &2 StoreFront BB& 2 /i, 1508
K% 57 StoreFront EIRizHI G, FRE, $TH StoreFront iTEI& 281, iEXiH PowerShell B9ERE S,

) IR 1S Web i #8E, — N AFRARR, —MTHATFRE

Add-STFDeployment -SiteID 1 -HostBaseURL ”https://www.storefront.app.
com”

Add-STFDeployment -SiteID 2 -HostBaseURL ”https://www.storefront.
desktop.com”

StoreFront SERLNE SN RNEREREH S HHZEMER—FER.

BXEAER, BEARENEE .

GRS

StoreFront fRZ284A X #519 Citrix Workspace [z B2 B P SEBUR TR ER MBS B P EENES . RIBEMNN
RPEREDD, MIRERE 100 MEAFHNARER, HERI—MEIR, FE—§& StoreFront iRS [ LUES/EBA
%35 30000 MREFEE, BUZRSSBRBESAMEEEN Intel Xeon L5520 2.27Ghz &b 223ARS 28 Lin THIEE
# CPU,

E8/)\WERAZX 60000 MHEFAER, FE— T EEMakERMNRSSHNRSSEE; ES/)\WEAZX 90000
NEE, FEDNTR; ES/REAZA 120000 MEE, FEMEIMTR; BEE/EAZA 150000 MEE, FE
BN R; BES/IWERAZIA 175000 MEE, FEA TR

REILUEEMARSEFDEEZEIN CPU REME S StoreFront RS #BMNFMLE: ES/\RNBEHAZIE 55000 MHEF
EE, FEDREDNEM CPU, BE8/\ERZE 80000 MHFERE, FEDE/\MEM CPU,

ARERBNB T E StoreFront IREB[BHRMEBINRED B £/ Citrix Receiver for Web B, [gOEEEMAE
9, BIIIAENBRPNESNERSER 700 EHRGE. b “ER” RiESRLBFPHNEAGNBEFNEEm. R,
i/ Citrix Workspace R BEFEY, BR7T hRZHY StoreFront WEAREFEERSIN, BEFRERITAAFES I RPN
SHERTINEE 700 FTHRF

g0, MRE—NNBEFARNEESEL— T BPHAZ AP RES SR, WRESIMNERA:

(700 Byte x 1 “application” + 700 Byte x 2 “desktops” )x 3 “users” /1000 =
6.3 KB.

AT EHNERENS LRI EGSEMER, BNRSSES/NENAPEREARSATEHNT EREF,
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BE:

RYBRSS BAPHRS 28 2 BIRVEIZER/NF 40 270 (BATH) svhT 328 (BRITHR) i, FXE
StoreFront fRS32R4AHE, BRBERT, RSB[ATRNFAERS[BHNAUTE—UE EHiERO. TRAK), B
ArS3 AR UBR—XIEANSMIE, FiiRRdTHIRS R ZENERHEXELERE N, RHISEERKE
M AH KIS RO Z BN AR ARS B, 518, KFENERRRRHEEFMS. Citrix FTREES
MIBFAXEMERE, BEARERTFETAN,

AFHEERGRERARAIESRERSIESHKEIRERER StoreFront fRS3334,

B EEE

StoreFront A& ESHFMEERRS B2 EERSHIMNERAIEMBD, NMSBHEFERHKIE. BJLUER
N ABEEBIRERBARBIITN. WMRIEEEBNIRE, StoreFront BRELXIE—-BRSBHZ RS — 8RS
BN, XEHFHERENENEESaRSHNIEEETRH.

MREEE KR, StoreFront BEFHFE KB LUIER QRS SFMEMN, EMLHARS [T ERETHE LUKRE
BHIERMERT, XREEH,

Citrix Receiver for Web 85— MNiBtHi&E, BT Citrix Receiver for Web ik 55 2513 5 F3 5 /&5 F H i vz A9 Bl
BIBRHEEIRAATETNAREBNNE, BEERK, RiEfeHHE, EAFPRELAMNERA MK, BHg
BiE, APERWEE, EtiIFmBRNKET M Z,

BEXREERNER, BFERREENEFENEMRS SRR SBNBSER SRR B E IR E.

FA P i 1R) 8151

June 29, 2021
AP LLEE =R ER S EAR StoreFront ARIE.

« Citrix Receiver gt Citrix Workspace A2 - RBE#RERRZH Citrix Receiver/Citrix Workspace [z
2R AP A LGEE Citrix Receiver 5 Citrix Workspace N B#2F B Rimihin StoreFront RABE. X
FER] LUR M RN PRI RB AR,

« Citrix Receiver for Web #s1 - REFHZA Web 552889/ F AT LGS 48 Citrix Receiver for Web isifs
i) StoreFront AR E. RIAMERT, AREFEABRBMAH Citrix Receiver 5k Citrix Workspace
NMAER, AR KEMNERERF. B2, & Citrix Receiver for Web i SE BN AR ERS
HTML5 #3893 esRiImEZR, MAMKZRE Citrix Receiver 5 Citrix Workspace B2, BIEHN
AEER, BINERTEARAREIR Citrix Receiver for Web 453,

« XenApp Services URL - E/3=1T Citrix Desktop Lock MEIMNZHM K& EMER PC KA, , UKkfE
BRI EAEZMIBRR Citrix EFRIHHIAR, AR AEER XenApp Services URL ISR ABIE. BIEH
R FAIERY, $2EINEH XenApp Services URL.
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TEERTHEFPAARIAR StoreFront 7R IERIER:

Citrix Receiver Web browser Receiver for Citrix
(optional) Web site Receiver
User device n
Store

[

XenhApp
Services
client

StoreFront

Citrix Receiver 5§ Citrix Workspace M FBi2F

M Citrix Receiver g Citrix Workspace K FA#2F A R &SRR ABER, B IRMHSREN AP ARHREANI)
fE, BXTBETFUXMARIFANARER Citrix Receiver 8 Citrix Workspace MRBEFZ, BEEFARAER,
FRAES TR, T[N Aseak “Citrix Workspace MBER” MRkt R RZ 1M Citrix Receiver frs,

Citrix Workspace [ A2 FERREBMIMNE URL fEREITS. BE SR RXESIRA, Citrix Workspace 2
BEIURERFR ST EERIT B AANSE, ARIARSEXNAERN, (EEEREEARHERNRSSS,
LUERENS IS MM AOERE ¥ (S BB @45 Citrix Workspace R 2. X# AU Citrix Workspace M B2 LU
REAFP B NEASNARFNASBIIENRERIER. BXEMAEER, BBRILEEIT .
TEE, HAERRMEHEFPNEENLEBEFNNEBENERFME S Citrix Workspace NBEF#TEE. A
LUER U TARZ—aAFRHAENES, MMmEtAFRNEEETRE.
5E:
ZINER T, Citrix Workspace M B2FEEFEA HTTPS SEEN AR L, f03R StoreFront kEZ& HTTPS,
BRUBFRITEHMEES BRGEHR HTTP %, Citrix BIIBNAETE~IFIEFR B BAiER StoreFront By
AEeMBRPEE, BXxEHAEE, B2 Citrix Receiver for Windows =i& B F Windows # Citrix
Workspace [ BRfEFX4HH FERGSTSHREENRE,

FBCS

AUARAPRETE XY, HPESNAREREMEERER. TXE Citrix Workspace MBERFE, BFREIUIT
Fr.cr X, BehNAEEREKS, BiAMER T, Citrix Receiver for Web i 5539 B P 1B FRBE XX - GEBRF 1
HEE Tt NB N ARE, Se LS5 BRAnEEEFInNNARERX A Receiver for Web b, HMX
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LIS FTHMEC . E, NTREESRHIESR, EJLUER Citrix StoreFront EIRITHISREMBE— 1
ZI N ABENERFAESOMEX S, BEFTURXEXHSRLERNHNAR. EXFRES, BEHANARSH
N AR S FREC XX 1o

Bah4EmryigE URL

33F3iz17 Mac OS AR, ERILUER Citrix Receiver for Mac si&BF Mac 89 Citrix Workspace R BIEFigE
URL &£t @ a N AR EIEAERE S URL, 22 Citrix Workspace ARG, AP ETHZ URL, 1L
BN AEEREKF . FZzIAEFRABENFAES, HERTIAELHAFH URL,

FHECE

BEE&M AP LB 7E Citrix Workspace M A2FHHANAREE URL ROIEMIKF. BXFMAER, BESH
Citrix Workspace Rz 2% 34,

ETHFapFRIKS 2T

BERIEIEE &% Citrix Workspace [z Ri2FRI A F AT LUBIE M\ BB F Bt RIS B Ik, AiiREAAF BEM Citrix
Web it EMAEEMLE It ER Citrix Workspace M BEF THIE F2 T Citrix Workspace MBEF. AL
£ Microsoft Active Directory & %4t (DNS) AR5 38 £ Citrix Gateway =X StoreFront BEEE RS (I E (SRV)
EMBRRRILR. ARTRMENABENFALEES, MRFBEE Citrix Workspace ZRiEF e E 25
NEB T4k, Citrix Workspace R REF# 5 B F b it piEE RIS R A DNS RS8R, HRABE
ARINE SRV FHRIZRTDHIFAES. AE, BFEEE Citrix Workspace M BZFRES A RIN BEENTIR.

EEET B FH KA &M

AIUEL B BT B FHR K R, WEE—RIEIRE LR Citrix Workspace [z #2589 P 8] LSS 3\ BB FHB
USRI B EM . NRM Citrix Web i SRS M1t ER Citrix Workspace AR FHIE T Citrix
Workspace M B#ER, NAFERMEERNBEENIFRFAE SR 2EMEE Citrix Workspace N BRER.
& Citrix Workspace B2 M EMEMAIE (150 Receiver for Web i555) THM, NATLUERETBFHRE
Mk &2, 3EER, M Citrix Receiver for Web T8 ReceiverlWeb.exe 5% ReceiverlWeb.dmg R ~AFED
BNABEIE, APMAARTLUER “ARMK/” Hia N B FHp it

EREcELEH, Citrix Workspace LAREFRIRTAF BNETHM4 N ABE URL, AR #NBFHRH
#uit/E, Citrix Workspace AREF S5 B FHb AL RiEERIRFIT A9 Microsoft Active Directory iH& R4t
(DNS) ARS8 TE R, LIRS P AIERR A BN ARSI SR,

Z 23 Citrix Workspace AR IRIBAF B FHB it TR AT AR FAREE, R1E DNS fRs528 LA & Citrix
Gateway =% StoreFront B9IRS U B (SRV) EMBEFIIR. HE, WAUER R discoverReceiver.domain B9AR
%588 L #BE StoreFront, E# domain AAFETFHERFIKFFIERIE. MREIEEHFPARILET SRVIER, W Citrix
Workspace W HEF &2 EZ R discoverReceiver B9it&EN, LIRS StoreFront iR 28,
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B fE Citrix Gateway &&= StoreFront iR 8 EREBHRMNRSR[/IES, 7 aEBAET EFHBAIMS LT,
EEREPNEEROUNE N, NRERERFAR, ERERS discoverReceiver.domain ¥ “ERE” 3 “&
BEMEZN” FEMIER, H domain ARABFIGKAFRERIS. BAEALUNEE B FHREK S A5
ERBEFIES, BRAMNEFTHRIATNLTLEIRAFIIBUSIER, o] LUERHF BT Hb ik P R r E it
IEH, B2 Citrix Workspace M ABTEFHE—RiEREE StoreFront iRE3(6, AFPEEI—MEBEETEFE, &
FEEFHEEFIIKF R AR S EAEMIER S M RIE—RER,

EH M EINRHITIERNE P B RAE TR TR, &, E4 508 Citrix Gateway ERE #4819 StoreFront
ERER. BAXFAER, BESRERAET BT EIEREE StoreFront,

¥ SRV iZR7AINZ) DNS RS2
1. 7 Windows FFiARES, BFHEETH, AGEEEIAXMHXD, $E DNS,
2. 72 DNS EERBNEMNEED, ZERARRAERXIFPEFENE, FREGE, AEEFEMRIER.
3. ERRICREENFEF, EFRSMUE (SRV), AERHIRIER.
4, ENEFRICFINEENIRSED, BWAENE _citrixreceiver,
5. EMESRHNE _tcp.

6. TERMBILARSHENIES, LU servername.domain:port F2Z38%E Citrix Gateway &% (AT R 1AM
FMizf2AF) o StoreFront R$588 (AFNZFHAMAF) WRLRESSE (FQDN) kO,

NREHIF R P FEIES @ IERERFISME DNS ARS528, RTLURINAES DNS ARS328 LA FHE%E StoreFront AR55 28
FQDN #9 SRV iE R LU KRIMBARSS 28 AT Citrix Gateway FQDN MEMIER, @JIEE, AT A
iRt StoreFront I¥4E R, MizieA B Citrix Gateway EEER,

7. 3RS Citrix Gateway R &BEET —% SRVIER, WNEKEREXGHHLFLE TR StoreFront &%
FAEEAME Citrix Gateway H,

Citrix Receiver for Web it =

BEE3#A Web XS BmAA T LUES RS Citrix Receiver for Web 5551718 StoreFront M B®E. BIEHNE
BIER, BEshNBEESIE— Citrix Receiver for Web i5s5, Citrix Receiver for Web = HIBIAREE
KREPBARERBRAER Citrix Workspace RAERF, A aEhaBECHSEMNBERF. §XaTATiHAE Citrix
Receiver for Web 45289 Citrix Workspace R 25 Web R 2BEEHIEAES, BESRAFIEEER,

BUAERT, HAEF@TEiT Windows 3% Mac OS X 9it&#liAial Citrix Receiver for Web i8¢, Lthikmigs
RERFIEE EREERE Citrix Workspace AR, MRMARE Citrix Workspace AR, R4ERR
AR THALEEGHEFTAM Citrix Workspace AR, BUATHER Citrix Web i, BEHBIILUEREN
HE%5 StoreFront fRS 28, H AR IRMEXLARMI M, BiLEA#EME Citrix Workspace N AEFREN M,
BRI LU s R R B A M B R P iRa A PR M — AT, FEEARDIARS 8 LAvRREAS. BXEE Citrix Receiver for
Windows 53R F Windows # Citrix Workspace Rz f#2R#1 Citrix Receiver for Mac 3B F Mac # Citrix
Workspace M REFHENFMEL, BSRECE Citrix Receiver for Web 55,
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iEAT HTML5 & Citrix Workspace 12

iEATF HTML5 B9 Citrix Workspace M R1EF 2 StoreFront 89— 4R, BiA5 Citrix Receiver for Web 5=
5. BITE Citrix Receiver for Web it EERiERTF HTML5 8 Citrix Workspace 2R, WUEBEER
% Citrix Workspace M R#2FH AP MR LA EE R, EAERT HTML5 89 Citrix Workspace [ F#2F8,
BRaUEZEE HTMLS %&0 Web 3t 2sisnS@mMiBER, mEERE Citrix Workspace M AR, 8l
Bibapd, ZNERT, B2EERT HTMLS & Citrix Workspace R BEF. BXBRiEAT HTMLS & Citrix
Workspace B REFHFMAES, &S citrix-receiver-download-page-template.html,

EFEMIEAT HTMLS 8 Citrix Workspace M BEF A E SN EEMMNBIER, BRSHERS HTMLS #AM
¥ 2ginial Citrix Receiver for Web i, HXAISEATF HTMLS 8 Citrix Workspace R 2 —#eER
RIERGM Web XLRHIFMESR, BBRAFIEEER,

MEBRILE A A F1i@T Citrix Gateway E#EHTi2 AP R EMEMF HTMLS 8 Citrix Workspace R F#2F, X
FRERSBMLRIER, EAT HTMLS B Citrix Workspace M BTEF X% Citrix Receiver for Web &
ZRN—Bo = SMRENESENEARFETIAE, NRETERE StoreFront BEZFERF HTML5 # Citrix
Workspace FZFEFEERED, M@ Citrix Gateway EZNAF IS ER NS RIRENER. BERSTR
##9 Citrix Gateway 5i&BF HTMLS5 89 Citrix Workspace MABRFEEER. AXFAEE, BSREMENE
Ko

STFRIMLERNAMEF, BINERTELEETIERTF HTML5 8 Citrix Workspace Rz B2 iAia Citrix Virtual
Apps and Desktops 12#tM&F. BAVERERT HTML5 89 Citrix Workspace N BIEF asithif e S E A1 F
2, HAEER Citrix Virtual Apps and Desktops fRS588 LB “ICA WebSockets E#%” 5RBE, HRERIBAA
ERE MG E AVFISINEREE P ERNERTF HTMLS 89 Citrix Workspace R A#EFImO. BX¥AESR, 158
FWebSocket HEHIGE,

BIAERT, EATF HTMLS 8 Citrix Workspace R RiEF R EFN M IEM-Eh B oS EmAN BAEF. B2, U8
PiES RiEAS R ERIERT HTMLS 89 Citrix Workspace Bah&ERN, KERNBEFSSRIERHIHEMEHH
Citrix Receiver for Web 55, MAREREMER£H, EAUEEIEATF HTMLS 89 Citrix Workspace A2
F, ERFIRAKS Receiver for Web i S EE—i&£hEsh. BXFMAES, BSREZEHAT HTMLS 89 Citrix
Workspace [z 2343 58 25 F A9 E R,

RRRES

Ear 4R URL, FIAZ URL aTilifsia)&@e Citrix Receiver for Web b iR M SEMN BIERF, I XLEREERAN
REERIMLE LB Web S, AIUABRPIRERIARNER. AFRREENEENSEE R Receiver for Web
s, MRAAHKRER, TJMERESESR, Citrix Receiver for Web iR 2 BEIEGIER. S TRAER, IR
BRZERITANBRER, WRHTITH. BXERZRIFEARNIFMAEE, EBREE Citrix Receiver for Web
I,

5 M Citrix Receiver for Web shsipiRlfFrE SEMMBEF—#%, AP 4ME %L Citrix Workspace MAEFH
HHeBERIEMT HTMLS 89 Citrix Workspace M2, 7 sci@idiriEANinia%EE, Citrix Receiver for Web
WRERANAABATHREE, RS UERAFIEE LNE Citrix Workspace NEEFUREREERT RS
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HTMLS5 #9588, HFL2FERA, Internet Explorer Al RAF MIAR B ERMETREA R IBRNER. 18
ETREM AP E Internet Explorer &% Receiver for Web =5 7R10Z “Zs#th Intranet” 5 “AI{Eibs” &g, LB
FHRTLRTINGE. BINERT, HAFEERiESNARE Citrix Receiver for Web 5Bt 22 B T EXEHIFM B
KER.

EeIE AEFERIES B, iEHMR Citrix Receiver for Web k=S¢ 5ERAZMEMMN AR, RESXTEX
SEBHEREMN SN AEFEM, B, WR&Ed Citrix Receiver for Web i SN KEmAFENREMN S
SR, MARERIRATDKRAERL R BIRMIREST . RED AR SITSHERL N AIEF,

ZRIENAREFREAR, BAUERRATREREAXNAE Web iE5#9 URL RECE StoreFront, AP & &
Web i 5 ERIN 2R HUEA B, StoreFront &3BEHAR URL FIRRKZEZ Web ths, MHFRIERRER
= Web 5=, B2, s3Fi@d Citrix Gateway iEEZHNAF, FIHEEREAH Web i S#1TI0IE, BARSR
URL #3845 StoreFront, EMffRIZIZA - ReEiARENEAEE Web s RN BREFRES, 155 Citrix Gateway
EEEARERR REEFNX LTS, BXFMER, B2E http://support.citrix.com/article/CTX123610,

B XU =

Citrix Receiver for Web i Sig 7 —fBER REBEE XV, EAIUBEXFRSR. BEB#FRE, Uk JavaScript
X, REILUFIMBEXMNERFMNBERERE, HAMESE.

BEEIEEM

@it Citrix Receiver for Web &4 523501 8 A E R B P A LUIXS 7 Citrix Workspace N B2 RER i IE N B A IS
ErREERARIF 2T (BN BREFERS) . RELEFEA Citrix Receiver for Web b =@ A A RSN BB EAR
IPREY, EE LT RS,

« @iFE Citrix Receiver for Web 4 s R aEiARI— R RS,

« Citrix Receiver for Web it TixBiiL2EEFE (SSL) EME AN (VPN) &, KRER VPN EEET
Citrix Gateway #1TERMWA P T AR App Controller EkfERA VPN EZ#1TiARMN Web MAER.

+ i&id Citrix Receiver for Web u iRl ARG, iTRMNMNBREZFRRERE Windows FiasEEH,

o TEEAHIAY S @ Citrix Receiver for Web b s3] BT B W FBIEFF 2 BRI SO S8 R BX

o FBEM@E Citrix Receiver for Web b s i iB] BN B2

+ Citrix Receiver for Web b S R 15 & B A& S # Citrix Online =&, Citrix Online /= s % JkE
App Controller XFHIERIEEN BIEFRM, U@ Citrix Receiver for Web i s3#17iA18],

+ N5 VDA J XenApp 7.6 3 XenDesktop 7.6, #EBAT SSL, EMEAFER Citrix Gateway #1TiE
#, MajLi@Ee HTTPS EEERIERTF HTMLS 89 Citrix Workspace R R1ERF.

« BUEMFEH HTTPS E#E N4 & F BiE A F HTMLS B Citrix Workspace [ B #2 FF # Mozilla
Firefox , B P & 7 7£ Firefox #h3ik # b $ N\ about:config, # ¥ network.websocket.
allowInsecureFromHTTPS EEILEE N true,
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XenApp Services URL

BELZAALMNIB Citrix i AP A LB A FiRE BN AREER XenApp Services URL Rifia M AEE,
Tt B RAMBEMANENSEEiI& &Mz T Citrix Desktop Lock B9E A PC i@id XenApp Services URL ARz
Ak, AR ETXH, BEMARRTIZEEMANES StoreFront fR5S 2389 Microsoft Active Directory #Asrfg—4
1%,

StoreFront &3 M Citrix Workspace R f#2F 2l XenApp Services URL MR FEB & HIIE, Citrix Ready
AR mER Citrix Fast Connect API Bk i@ Citrix Receiver for Windows s5&RF Windows #9
Citrix Workspace M AEFEZRUEER XenApp Services URL E#EEIN BEIENEIE. AP ERRBNFRALELR
IESE, BRIHuEZEZE Citrix Virtual Apps and Desktops IREMNSEMMAEF. EXFEHER, BRARN
B89 Citrix Receiver for Windows 4%,

BN AREERN, BBINEANAREN XenApp Services URL, MAREER XenApp Services URL B9ig =R
http[#}]://serveraddress/Citrix/storename/PNAgent/config.xml, H serveraddress /3 StoreFront #&
NRSSBA AT TFEFENTLRERB, storename ABIENBBENAEEENZ IR XHTAFREEER
PNAgent i #9 Citrix Workspace N RiEFiZEZ2| StoreFront, Bxa AT i@ XenApp Services URL iialRz
AEENERFE, BESRAFIEEER,

BEEIEEM

XenApp Services URL BF X354 2 Citrix Workspace MBEFHAF, ERTEEZIEIHINSGENIE R,
HREBEHEM XenApp Services URL A F R MY R ABEERARIE, 5% ELUTRE,

&N AR ER XenApp Services URL,

. W@ mIEEE X config.xml &L XenApp Services URL i &,

« XenApp Services URL ZHREXNFMHRIE. HEB. BiEESMNRIENERASERNEESHRIE. RINER

2BEAEREMIIE. FEENE XenApp Services URL BRE—FMEMIRIES %, MBS MM ABIERAE

fEA—" URL, MREFEEBASNEMRIEAZE, WKAASHERRIEAEZIRRIENNAEE, S AS
[EEBEAB— XenApp Services URL, #Afa, AP MIEEREISHESHIIES AN NANNABE. BX¥H
=8, ESEET XML HNEHRIL,

o BUABERT, 3F XenApp Services URL BRI{EXIZHITHEE, HEREERERZH TIEXIEHIINEE.

- APMERZEEIERE ST StoreFront M RIERS, BEEBIANABSRESENNAERR Citrix
Virtual Apps and Desktops BR%3 238 B B igi5 28,

‘-\I:.
o AHE
‘-\Is
TEE

AP B {nIiE

June 29, 2021

StoreFront AipEIZAEENAFRM T SHRRNSHRIES %, BHREMEREETA, BEBRTAF
BAEREMEZUE, HFR2RRE, FEIRE—TNAREN, RESHESZRINERTRATFERRS. BXB
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BMZRRAREHEIEAENFAES, BERCENLES N IERS,

R &MEE

BAREBENAEENRRAREZELHITEHIEIE. MABRTE2EREXSHRIE. AR ARG ERZHEN
BHEIE,

YA F A Citrix Gateway 58 Citrix Receiver for Web B¢, Citrix Gateway 4 EE R, HFAZBISE LT
B, APAILLEE Citrix Receiver for Web AP RENAZR EXE, EEFEXFB/G, Citrix Gateway RiIFFL
1k, BPYSREFRESR, Citrix Receiver for Linux 33&RF Linux # Citrix Workspace [z A2 A RaEB G
HAZZ1S,

SAML 51353

BFmE SAML BfRMiEFEIES (%5, BIRERRECHNEEERBEER. StoreFront AJ LIS EIZFERIR
&7 SAML B501E, TE@ES Citrix Gateway, StoreFront (Vz#5iRSIEMEEBEN (SP Bah) WER, EX
S aMhiREEEs (dP B HNER.

SAML (R&FBEIFZIES) BEMMBMIEIESS (170 Microsoft AD FS (Active Directory Bt & B3 H0IEARSS) )
ERNFFRINIT R, @it StoreFront £58 SAML B4 1IEE, EBRAUAFRL (i) BRESIMKZ—KR, A
ERBRMNEB AN BEREFNESER,

B3R

o Citrix BE& 5 MRS (FAS)MSEM, BIERE FAS, BNAFRHNARFHEERASHITEAER
(SSO) &AIE, AlttiIESREBEERMANERE,

+ & SAML 2.0 fREM B HRERER (IdPs):

- £ SAML 48 (AR WS-Federation 48%&) #9 Microsoft AD FS v4.0 (Windows Server 2016)
o BXRFMER, ESFAD FS ZZMAD FS 215,

- Microsoft AD FS v3.0 (Windows Server 2012 R2)

- Citrix Gateway (B&ZEX IdP)

o EMIER (BSRCENTE) REREBESL (BF2RAREIHRIERS) , A StoreFront BEEH|
&1£ StoreFront FEZE SAML H1833E, EaJLUERA PowerShell cmdlet B2& SAML B4 181E, ESA
StoreFront SDK,

« Citrix Receiver for Windows (4.6 &®E&hk4s) siE&AF Windows 89 Citrix Workspace M Bi2R, &
Citrix Receiver for Web,

487 Receiver for Web b33 SAML B4I83ES Citrix Gateway &4,

HEE

AP EEMAZER Windows itEHRIES RS, BEEHRECHRABENEREERERHER.
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%% StoreFront BY, WEBFHIRIEBAER TRTFREARS, AILIAET Citrix Workspace FZF#2F#1 XenApp
Services URL E#Z N ABEN AR BRASEBE S % XL, Citrix Receiver for Web b S #E BN IR
Windows Z P imit B4 L34 Internet Explorer. Microsoft Edge. Mozilla Firefox #1 Google Chrome #1713
BBS ML,

BREERSHIIE

1. fEAFi&& L% % Citrix Receiver for Windows &R F Windows 8 Citrix Workspace R RB#EF, BE
EATF Windows B Citrix BiiE . MERERAEBIHRIL,

2. IEEEEEHI&HM “Citrix Receiver for Web it 5" B8, BREEBEBESHWIE,.

3. £ Citrix Receiver for Windows =iE&AF Windows &9 Citrix Workspace FZ B2 LB E SSON, WiiE
W ERSHIITPRAR, EBT HTML5 B Citrix Workspace MBREFA A EE S 71T,

4. Windows BWEINTT AR “IXE Intranet i BEEIER”, 3T Internet Explorer. Mozilla Firefox #
Google Chrome, & “Internet 3" 3% Citrix Receiver for Web i5=EE H Intranet =, A%
EENXIEEABHER. F Microsoft Edge, #7405 Citrix Receiver for Web i RE2E A Intranet 14
&=

™o

5. 3F Mozilla Firefox, &EHECHREBEERIGE UEE Citrix Receiver for Windows 5iiE BT Windows #9
Citrix Workspace M AR URI,

I
O

EiRRESRRETESSBTENT, BITAEREXM,

a) BEh Firefox, EitistizrhigN about:config HikiR “HizZR!”

b) EEZREFREA ntlm,

c) & network.automatic-ntim-auth.trusted-uris, SAFE#EEHEEFEN Citrix Receiver for
Windows gi:&BF Windows 89 Citrix Workspace MAEF = URL,

d) BEHHE.

M Citrix Gateway Ei&

FBFm Citrix Gateway ®iE S /5, BIEEHRBSHNABENEHER. EERREXNNABEENZZSRN,
Citrix Gateway EiB S M RIEAEZRINER TR FEARS. APAILUEER Citrix Workspace lA#2F 5 Citrix
Receiver for Web #=i@id Citrix Gateway &2 FAEE. BXEE StoreFront LUsz#¥ Citrix Gateway #9i¥
M8, BB Citrix Gateway E#.

StoreFront Z3FEREXTLUT Citrix Gateway BHIIEA T HITEIE.

o 2T, ARERREESHEAR (AR2SHER) METIHER Citrix Gateway, ERELERTERLE
AfEA PIN, IREEATNESRECHHITERSHNRIE, BHEKEENTTANRRRTEEZMIM MR
B HIEIE, B0/ Microsoft Active Directory 15Z1R,

o HiR29hg, EFE Citrix Gateway HAF BB ERNR 2 SHEITHE,.
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o BFIHIER. AARERE Citrix Gateway, FiR#ERHLA Citrix Gateway NEFIHIEBHNEEHITE H I,
BB ER FIHIERSHIIE, UATRFRERAERFERE Citrix Gateway, WAILUEEFHIEH S HIE
S5HMBHEIERBESER, MIRHIKRS DT,

StoreFront £/ Citrix Gateway &M RIERS AEEAFREEBSHEIE, UEXLEARRABRMA—XERE, 8
2, BEEMIRIIRIAER T ZIEZERE R Citrix Gateway HAF. EAEEEFAFBEM Citrix Gateway
Z| StoreFront WEES ML, FEHERKIEZIRSA Citrix Gateway, BXEAER, BEHENEE MR
JEARSS -

BRaELER Citrix Gateway M ES R 2EEZEFE (SSL) EBIMEAMLE (VPN) BEEUEESHRIEMN AN
Citrix Workspace M RBEFEZIINABIE, TixReE Citrix Gateway #&HFHEZA AT UMEREEFFIAR, MU
BBeHMIRIERNARM Citrix Workspace AR EZIINARE. EEAEEFPHAREEINAEE, BREE
FRZFEEFIFHRR Citrix Workspace R EFhRES,

Lteoh, SEE A LA U E B S 9 IER A 3T Citrix Receiver for Web T EZ P imifial. Ak, B3 Citrix
Gateway BB AR SIZIERIE. AP EEES Citrix Gateway, HEH Citrix Receiver for Web i 2115z F 12
F, MERBRHTEHEIE,

RALEFmLENFREREE App Controller &R A F XEEBIM SR 4BIBRSS (SaaS) MAERF. BihmMEE
Web M AB#ER, =ERFP%AER Citrix Gateway .

NREHM Citrix Workspace N BIZF SN AR EHNZZAFERE T A Citrix Gateway ITHEESHIE, M
W7 Citrix Gateway ERIER N FHIIEEK, 3§ RADIUS (ERRSMHEIISNBFRS) BEANTESHIILS
7%, % LDAP (BEBRBEMNN) BENHEEE. BERRIMERNERBEEXGHEREESHEIESE, U
&35 LDAP £1E %23 StoreFront, ¥ Citrix Gateway i& &M% StoreFront BER, & “BERHER” 8EH
“PMNLeShR”. BXREFMER, EBEhttp://support.citrix.com/article/CTX125364,

EREMAEE Citrix Gateway [ StoreFront W HHI0IE, EHES MR Citrix Gateway LDAP Z{3 301 SkEEH
3% “SSO Name Attribute” (SSO &#R@EM) i&&H userPrincipalName, ATEREA 7 Citrix Gateway & &
TEAEE—ME, UEHREEMEAMNMEN LDAP 58, E16M StoreFront B9iEiZEEE Citrix Gateway SiEELE
XHE, FEEERERBERE, SXAEEMIZEREEEXR. BRAERAFPRE AR EHRNEXEEE, UE
HATTET LA AT B R E StoreFront.

7£ Citrix Gateway ZPEZHHER T, ERILUER SmartAccess H1R1E Citrix Gateway &IE SRR HI B - 3¢
Citrix Virtual Apps and Desktops &iERIiARl, B* SmartAccess FiFAES, &SR SmartAccess dfER
F Citrix Virtual Apps and Desktops.

BhEE

FRRTEFRRN AEENEERAEEERM PIN #1750, R StoreFront By, B RSHNRIERIAERTATEA
K&, FTLUREE Citrix Workspace M2, Citrix Receiver for Web #1 XenApp Services URL i&ZEIN A
B AF BRE R RIS HRIL

ERERFENIIIAIELBAFANERIRE, BREERESHEAHNEMENNT 2%, WNRERELNEHRNZET
IEBNERAREMSHNNES R IIEFRIF. TARRBEHEHEIRP, BAAEEF. £REEFHMPIN, BFRAILL
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KR BRES I R

BIANERT, AR —NASENAFREAZNABERENFEDEMRENFAERRNRS. EATERAFR
HARRZRR, ATUEERMNNBEERSE StoreFront &, B2, KESTRNZHREERN, AURERFE
Microsoft Active Directory AH IR 7 B 14 IR IS E S BHIIAIR, i, MATLLESBE N AEENRBEAR
AREETAER,

g0, ATARFAEARNLARRCEE—THES, M “US” BIINMSEAEFRLEES—MEBEF. EXMEC
BT, MRAFFRE “MS” BRANRR, ﬁBAlﬁFﬁFElElﬂF_“ZﬁﬂFa’iEETH,\%E IRAFER. M “MS” AP AR
REFAREINRRF RNV SN ARERF.

HE, AUNBRAFE-MERESHEMSZERRZRNNE, BEEARETR. NEEERANEMF. XAILIAWS
XELAR (NEEER) REEFNER. AERFEERINABENTSEIMRNSEMEARER, B “g18”
BFARNRRRBIMAERDBERAE A EBERENE R,

1TRREY

MREFEAF REBMARE StoreFront B3Z BN B E R RAERNBER, WAFPHNNBEFITHO TSRS
BAZERY, BN, T T —1 StoreFront FEFHWNABBENE—NAEFNAFREERISZ—TIRSHAH,
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AIRERREEMITNZNARRF. ENERMA StoreFront BEZ B MAFRETEAKR, TTLUISTRRS A
PENAREZENAFRNAEFITAEEAESRRY, ANEFRBERREITESRRS HERRS THE—XFH
BEREH#T. BXEFEAER, BERALEITHFEY,

TRARERERR

AILEERERERENE, WXBEREGEMEEMAZIHATARAER. 8%, KEMENERS EEEHECRE
B, RIRH—S2BEUANEIR, MEXREERAFFE TR, NREEX—BEATREMRE, WZMBEBFTHEE
FRHTHHHERZ, FRIEFMERMER T ORMESENEBIHARAA, SNAFLERRREREBEFRERN
KEMNARERF.

EMBRUNEAEMEZLHRN, BREEBRMESHNAEMERR, BEAFEEERAXERR, MEXNHME
EWpRZE, BTRERERRNARSXERFNEEHTIMA, B2, APREREMERRZEMEEBR
BEXLEFR. FF, NREEEMEMESHEZAIARS, W StoreFront FBMEREBRATREMEEE,

&=1E Citrix Gateway K

MREBELNIPERE T 2IMmM Citrix Gateway &%, N StoreFront AFERRFEX AT iHRRERNARERRN
BNMBENRERS. §, NRUIE—IREREFMBUBNZRNNARE, HASMIBEE— Citrix
Gateway i&%, MEIEF—MIBMNIREHITERNARRIUBSS—MIBNSERNAER. B2, RINER
T, SERZEINEZMEEED AP RERMNSEHITIEA, Bty mEEas WAN.

ENERAP AR BT WAN MR RE, UM EBERRERE Citrix Gateway &%, XFEERE, AR5
RIRERR BohEd SREFRNSEN LA MIEHTRE, MSAFBRNABENRIRENUETLX.

SHFARIBMEFR AP EEEFE Citrix Gateway #1Tix R 2 XIS HE R, WA UERRE Citrix
Gateway B&H. FIFLEE, AP @ Citrix Gateway I8 &EZIN ARG, EREEELZISERASERNE
#, ARAPAUTFREMER, EXMHERT, SEAREREH, BEXEATBETLE, AAFRSEEMNNARER
HIEEEEH#ITIRE, MA@ Citrix Gateway, HEE, E&49A Citrix Gateway & & Bl B R E B SF B IKAR
528 P #hhk, thSh, ERIBE—NFAHRINAIERS, UEHRERT Citrix Workspace [z 2R %2 Citrix
Gateway, MAERAFPNMEMLE.

Citrix Gateway £/ERSE 2 H T4

StoreFront % #51 Citrix Gateway BERENFRLRRSB AR FEHEENZTEE 1T RE2RENESZ
(FQDN) myig&. E#ITAF SHNRIEUREITE LSS KRB ERE, StoreFront ¥MEEBXHEMEE. BHF
EeRRSHENBTEHEEEPTERFIEE FQDN BEM—RIRTT, FttwsiiJs StoreFront EBES M&&EMME— P ith
ik, @E, X2 Citrix Gateway EiBARSS 2369 [P ik,

BXAHTENER, BSRER Citrix ADC#T R T,
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BEEIEEM
AERBNNABERESIRNZMREEN, BEEUTERMRS,

s KREMNARFSAIESERSSE LAGHEZMMNBEAEHITRS, F, RERENEYE GIBFRMELT)
HAHMERE, B, X Citrix Workspace ARRFKREAIARRN, AFRTERKEIETRNEERET K,

s FUEREENRNEE, SEMASENSENERERANSENEE. BHERRELERENRZGHEEHSH
HEMMBEESHREEENZTMEETRR,

+ TEEER S App Controller RZFBER.

 WNRFEHIR StoreFront BEFENABEZBNAFRNARFITARENRY, WXLHHABEELSTES MR
SRATAFHEENE. B, RS[ABUIUTESHEF KR Active Directory 54, HEMUTSA
FikPIEZ BfFEEEX R,

o (NHSEHHEEDNFIE S AAMA, StoreFront A SR B T REMENSHBENISE, MRS
NEBESNERHERZEAHRE, WRBESMHEETNAME MR TREN, BRARILIFRIRERE

iR

TR, RE. ARMINE

July 5,2021

ZEMBEEZH]
BREMEE StoreFront, BRINFERUTTE:

1. MREMEH StoreFront k@A 31T Citrix Virtual Apps and Desktops &g, &HfR StoreFront fRS 28
BIMANEEHENAF A Microsoft Active Directory 83k 5 B P kI8 2 [BITF RS EX R A,

BE:

o WFEHEIRSIR[IE, ALUERIMNITAIRS 28 E% % StoreFront,
« StoreFront R ZEFIHITHIZE L,

2. StoreFront k%% Microsoft .NET Framework, fIRiEk%zEE, FLUM Microsoft T, #HifkikiE
Microsoft .NET, 7 #&E%%t StoreFront.

3. (Fi) WMREAE SRS S StoreFront #%&, 1579 StoreFront lRE2KE— N HTFEHIFIR,

EFMA Citrix ADC #1THEH T %, WENX—MEMMIRSS3EN StoreFront IRE2BHARE, AXxE A E Citrix
ADC M A HFERIFMER, E2REA Citrix ADC #1702 T,

a) MR7E Citrix ADC 18 & L BB A H T,
b) XtF&1 StoreFront fR$328, RIEFEEFER StoreFront MMEs AR E HTTP =¢ SSL 1 & &R

o
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) BEEERSEEF L IP iHE N A4 StoreFront B9i5Rk8 X-Forwarded-For HTTP #5kh, &
=EALERE,

StoreFront EEFEABF M P itk 5 H R REIEE,
d) SIBREMRSSBHIERS BT EMNRS S,

e) EEMIRSS 2R L, EAEFIE IP 5K Cookie NS EZRBERAM, MRESFNE (TTL) BHK, UFER
FReBiRIER EER AR KB N RIFE REIBRS 28

BAMATHRERNGERFERHTHHTE, KEREZAFNESBERBEEREIE—& StoreFront
ARs5 88,

4. (FIi%) BAMUTIhEE.
.NET Framework I8€ > .NET Framework. ASP.NET
(AJik) 7£ StoreFront BRS328 LB AT A& REKHIN,
+ Web fgZ528 (I1S) > Web AR%58% > 0 HTTP Ihat > BHAKHE. HTTP iR, #EHWA. HTTP &EEm
« Web Bg%522 (I1S) > Web BR$588 > ETHRAISH > HTTP B&IER
« Web BR%523 (11S) > Web ARS588 > =21 > 1ERMiE. Windows SHIIE

« Web fg5522 (11S) > Web fR5 28 > MBREFHFL > NET B, ARFEAEK. ASP.NET. ISAPI
B. ISAPI fi%es

StoreFront REEFRBOERLGERB A LRFIEINEMRSSRAE,
5. &% StoreFront.

MBI HERSB/IENIRSBRAN—ES, MXLEARS IS B StoreFront REAMER IS Web 15188, ¥
BRI ID BA—,

6. (AJi%) R XIER HTTPS KRR StoreFront 5B IE& 2 EIMEEL S, FIE Microsoft Internet
Information Services (I1S) BEBJzi% HTTPS,

BREESMIIESMER HTTPS, BIANERT, Citrix Workspace WABEEFEEFEH HTTPS RiEENBE
[E. BEEE IS, LUEEAILITE StoreFront hfEB HTTPS hostbaseURL, iE6IZS2A Web 355289 HTTPS
BE, FHEHEHEEE StoreFront RS 2/IEFH. BXE HTTPS SERME IS W mfiFAMER, ESHRRFRF
StoreFront BN R 2,

7. (Ai%) BB FREZ2M (TLS).

8. WRIH MBI EMMAEIRE R IFM B REREFSMNERAR TCP 0 80 3¢ 443 (MIREM). U5, HRAER
A EA B E MG EIRE LB EREERRIER TCP %0,

R StoreFront B, EBE— Windows B5AEEMNI, AFESMEIEIFRE RO RENIERN TCP ix0O5
ia] StoreFront ATHITX . im0 FERS23EME StoreFront AR 28 2 B SLILE S,
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9. MREFEHZ Internet Information Services (IIS) Web ks, B7E IS eI Web =55, £H
PowerShell SDK EE &4 IS Web 5= 6l —1 StoreFront $8E, ExXx#4AEE, BESRHZ 1
Internet Information Services (11S) Web 452,

AR
StoreFront £ERNEIZ ML RN Z2EEEEH S H T ZEME R —FEE.

10. fEA Citrix StoreFront BBisHI A B EHIIRSS 28,

%%t StoreFront
BE

o R % StoreFront IR RIS HIMBERMBIER KRB, BSUXAPMENARER, HEFEE
BERRRREITEMEMESSURE.

M StoreFront 1912 LTSR CU1 74, BEEREEHEXIEZR % StoreFront, @i -INSTALLDIR

SHM B SR AHITERUEEZMUE, B2 Me<TiRREORE StoreFront,
1. NTHIUE FTHZERER,
2. FRERAHERESNRIKFER StoreFront fRSS 28,
3. BB MRS EREFER Microsoft NET Framework.
4. #Z CitrixStoreFront-x64.exe, REUEERBMHEBEITIEXHF.
5. ENRHEZ AN, ABRET—%.
6. MRETHEXLEHNE, BRET—F,
7. TEMPREEETE L, REMIINTRLETM StoreFront A, ARRLERE,
HEREAGZH, NRBSJ|EREEUTAE, IEBAXEHE,
« Web fRZ528 (11S) > Web BR5588 > 0L HTTP Ihak > BHAX#4. HTTP iR, #EHWA. HTTP EBEM
+ Web iR5523 (1I1S) > Web AR$3238 > imiTHRMiZH > HTTP BEIZR
« Web fg5522 (I1S) > Web AR5588 > 224 > 15KRHE. Windows S3381E
« Web fR$325 (1IS) > EETA > |IS EEEFIA. IS BEHANTE
NREAREREUTIHEE, NWENSERXLINEE,
+ .NET Framework I58€ > .NET Framework. ASP.NET

8. REZMG, B, Citrix StoreFront EIBiTHI & BENE6h. EETLUM “FFeR” BEITH StoreFront,
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&4 Citrix StoreFront — O *

StoreFront

Successfully installed StoreFront

StoreFront has been successfully installed.

& Internet Information Services (115) installed successfully.
& StoreFront installed successfully.

&2 Citrix StoreFront 1912.0.2000.125 installed successfully.

Mote: StoreFront must be configured before it can be used. The administration conscle will
start automatically after you click Finish.

AR
M StoreFront 1912 £ LTSR CU1 F¥g, FEERLE StoreFront BEHB 5,
9. 7£ Citrix StoreFront EE#z4lat, BHOIEHINE,

a) =&z URL #EHFEE StoreFront AR5 8289 URL,
b) ENAREEMNEL, EENARENET, RAEBRET—%,

£ Delivery Controller Tl b, i NREEHEENAREIEPRMAENZIRN Citrix Virtual Apps and Desktops
EBE

1. EBEFWERMHO, FWHTTP Miwa 80, = HTTPS MixO 443, REREHE.
2. fEmfgipnmmE L, %R R, MREMEA Citrix Gateway, iEEEFE VPN @8, ARMAMXIEMAES.
3. EmiRpRINE L, %EF CIR7. ABTNABEZE, BHETM.
e, AP ERLLEE Citrix Receiver for Web i miplal &R AEE, XEMRF8E0%& Web BimEiAia H S EH
Rz e,

AR R— URL, BAPAIER% URL imimsrR A Es Citrix Receiver for Web ==, 130: example.net
/Citrix/StoreWeb/. BRGE, &5 Citrix Workspace R BIZFHifRFEF R H.
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citnx | StoreFront

1. FERAEMEIEGNRMMKSER StoreFront fR$32%.
2. &% StoreFront Zal, BESHHRE StoreFront REMNER, X FMAER, BSRTENREZ L

3. FREMRENRE TRREE, X3 CitrixStoreFront-x64.exe, AEEZX4HEHIFIMRS 28 L— 1 Iget
A=

4. WEHLRFEOD, SRBQEREHIIETHRALTHL.

CitrixStoreFront-x64.exe [-silent] [-INSTALLDIR
installationlocation] [-WINDOWS_CLIENT filelocation\filename.
exe] [-MAC_CLIENT filelocation\filename.dmg]

fEF -silent 2P LR "R % StoreFront RE 4 &M, FIAERT, StoreFront &% 7 C:\Program
Files\Citrix\Receiver StoreFront T, 82, AILU{#EMA -INSTALLDIR S8 Hith LT, Hep instal-
lationlocation 73 StoreFront WREB R, REMEBXNTNREMIHERA LMERBNTLRERES, F
a0 “C:\ABC”, BRFREIEa-zA-Z0-9. ~\- () _ M= FAUREIAFEEXHXHERNFERT.
MRITRIE RS BIENIRS 2REM—I05, MXLERRSZ 2R 18K StoreFront REGIER IS Web i SigE. ¥
EEREMh A 1D B —5o

BINE R T, wW R Citrix Receiver for Web 4 =4 /Il & 2 Windows 3 Mac OS X i& & L # Citrix
Workspace R B#EF, Z4ERTAP M Citrix Web i S THIMREESHFAM Citrix Workspace
AR, EaILUERItITH, LUER P M StoreFront ARZ88 T2 Citrix Workspace AR LREXH. &
XEMER, FEREERSRUAFANETRA .

MREEFERUMAEE, EIEE -WINDOWS_CLIENT A1 -MAC_CLIENT £%%, LU Citrix Receiver for
Windows =& F Windows 8 Citrix Workspace Rz 2R U Citrix Receiver for Mac Si:&BEF Mac
B9 Citrix Workspace M B2 RE X452 31 S 512 StoreFront SFEHME L (IB, ¥ filelocation &it
NEEESHNREXHNER, H¥ filename B A REXHHE M, Citrix Receiver for Windows
FiEA T Windows 89 Citrix Workspace R 2R UK Citrix Receiver for Mac s¢3& B F Mac #9 Citrix
Workspace M BAREFREXH#EETE Citrix Virtual Apps and Desktops &1 FEH.
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CEIP
INRESS5 Citrix ZPEREETR (CEIP) B, Rgixm Citrix KIXEZFIHIIENERBERESLURS Citrix /=&
RIBTEM M RE,

FINBERT, &% StoreFront =B REEM CEIP, KAEERE StoreFront EXEE—R LH IR, rIUEE
MRGEPEXUIRINGE, WRERE StoreFront ZRIEHCIMRIGE, WRERZE, WREAHSE StoreFront
ZHBEBUEMRIGE, WEERZE.

HE A
El=K

AMRFEFRLRSHTERND, ARFEENMRTERERR. Citrix TEHRIEEEMRFESREA T LS
IEYERREB IS LURR, EREMRFIESRTEIEN, EREIMRZE, BSLHITED.

R Em LA SRIENEMRIRE RUAMER D!

Location: HKLM:\Software\Citrix\Telemetry\CEIP
Name: Enabled

Type: REG_DWORD

Value: 0 = disabled, 1 = enabled

LIAERT, Enabled BHEIMERFATREIRS, YEHRFREEN, BREBLHEHINE,
1A PowerShell B, X cmdlet 287 CEIP &hiEfp:

New-ItemProperty -Path HKLM:\SOFTWARE\Citrix\Telemetry\CEIP -Name Enabled -
PropertyType DWORD -Value 0

AR

AMRIGEEZEFIR—ERSBLABAGNEZSRITBRENERABEREENE L. HlN, MRESR
StoreFront # Delivery Controller R ¥R —&aRS:E L, HAEFEREMRIGEEZRE CEIP, Ni%kE
R AR A

M StoreFront Ux&a7 CEIP #4iE

TREHTWENEREENEETM, SEPFESEMRHERETFAFEAER.

iR xl

StoreFront kgzs BT EEM StoreFront ikZAMFERT S, 40,
“3.8.0.0”

R G R EDHN AEERENITES

R3S 2APIIARS 2511 EK RRIRSFFAPIIRS 2 EE MV ERES.
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iR

SN AEER Delivery Controller i+#%

A HTTPS

Citrix Receiver for Web 8§ HTML5 i&&

# Citrix Receiver/Workspace W AiEFE RN IIE
Xzl
AR P IE B T2 AR

BESaE

Citrix Analytics iz5

WA

e ESERES N AEEFERMN Delivery
Controller #iEMEETIR.

ETEENNERA HTTPS M=EFE (“True” 5
“False”),

FRBEFIR, FSTRE Receiver for Web ihS8
HTML5 Receiver i&& (“Always”. “Fallback” =%
“Oﬁ”)o

HIRETR, IERERNE Receiver for Web 455
BR “THEXESH” (“True” = “False”),
FRBIR, BTREETNBETIHNEINABERH
“mi2iniE” (“ENABLED” s8¢ “DISABLED”),
FKTBEREEM Citrix Gateway 2891+ 5188.

mREZ Citrix Cloud B, #ERAFBZH StoreFront #8&, MATLECE StoreFront, LUER#IEAZEE Citrix
Cloud g4 Citrix Analytics B$3, BE2EfG, Citrix Workspace MABIERF MU&M HTMLS AR %8848 Citrix
Receiver for Web i =3B A B4 % %3 Citrix Analytics #1743, Citrix Analytics B&ExBF. MAER.
ime. MEMBENEEER, USETHAPTR, 21 Citrix Analytics XHHIFEIRA X ILINEENE R, BSFE

A StoreFront B9Zi\ Virtual Apps and Desktops w452,

BEEBIITH, BEHRITUUTRE:
« M Citrix Analytics THE B,

« {#/ PowerShell 3 Citrix Analytics #iES N\ EIZth StoreFront &,

EZ& StoreFront &, & Citrix Analytics ARs5&XBY, Citrix Workspace FZF2FRILUM StoreFront MR &%

EEIE,
HE:

A7 HeThEeiE B TEHERA Citrix Cloud BRSS, &89 StoreFront BB AL @I i

e https://*.cloud.com
e https://*.citrixdata.com

M Citrix Analytics THE B

0 443 BX R LTk

© 1999-2021 Citrix Systems, Inc. All rights reserved.

50


https://docs.citrix.com/zh-cn/citrix-analytics/getting-started/virtual-apps-desktops-data-source.html#onboard-virtual-apps-and-desktops-sites-using-storefront
https://docs.citrix.com/zh-cn/citrix-analytics/getting-started/virtual-apps-desktops-data-source.html#onboard-virtual-apps-and-desktops-sites-using-storefront

StoreFront 1912 LTSR

BE:

MR EFTEESHRERNEEX . THRFRIHXARE. BNSHAIMNINERARZLX 4. BERE, |
LARIBR IS . SIRFEES—SHENLERNALRE, sJUM Citrix Analytics RS EREFRIQEH THZ

X,

1. FEEERAKAER Citrix Cloud (https://citrix.cloud.com/)s

2. #%#% Citrix Cloud &F,

3. BHEEEITH Citrix Analytics lRESEEIEHI &,

agf B 177

Analytics

Security, performance and

I5age INsgNis

How to Buy | Learn more
F Launch Demo

4. 7£ Citrix Analytics (RS EEIRHIAH, EFIRE > BURR.

5. 7£ “Virtual Apps and Desktops” &/, %#% (B) R2EHF, RE%EZFERE StoreFront E.

6. 1% “i&#k StoreFront #E” TiE L, EETHXMHLUTH StoreFrontConfigurationFile.json X,

RIBCE X
{
PcustomerId”: ”<yourcloudcustomer>”,
YenablementService”: ” https://api.analytics.cloud.com /casvc/<

yourcloudcustomer>/ctxana/vl/cas/<yourcloudcustomer>/XenDesktop/<
deviceid>/dsconfigdata”,

PcwsServiceKey”: ”PFJTPn - - .. T4=7,

YenablementServiceStatus”: ” https://api.analytics.cloud.com /casvc/<
yourcloudcustomer>/ctxana/vl/cas/storefront/config”,

?instanceId”: ”d98f21d0-56e0-11e9-ba52-5136d90862fe”,

"name”: ”CASSingleTenant”
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Hep
customerld #2ia7 Citrix Cloud EF 89— 1D,
cwsServiceKey #iriR a1 Citrix Cloud Btk HIME—EH,

instancelD 24 ID, AF3EM Citrix Workspace 2R %23 Citrix Analytics BiER#ITERZ (FafR
Z%2) . MREM Citrix Cloud &t %4 StoreFront RS BHARS B/AH, WEMRSBRRS VAL AEH—MH
instancelD,

% Citrix Analytics {25 \Z StoreFront ZEH

1. ¥ StoreFrontConfigurationFile.json X & %1% 7 StoreFront fR5588 (3§ StoreFront fRS5234AHAI—
MRS EHEERXHE, UTHBERXHRESH.

2. #77F PowerShell ISE #:&ZF UBE R FHIET,

3. BITUAT&HL:

Import-STFCasConfiguration -Path ”$Env:UserProfile\Desktop)\
StoreFrontConfigurationFile.json”
Get-STFCasConfiguration

4. WEEHSRESABIEREIZE, H7E PowerShell =4l &5 2Rz iR,

CustomerId
EnablementService
CwsServicekey

EnablementServiceStatus : https://f
Instanceld :
Mame : CASSingleTenant

Z 3 7F Windows Server 2012 R2 £y 7l StoreFront BRE 2SI REF E Fsh Rk CH+ BT IR AR,
WMEENT™ LUEMEI CAS, R 7E R % Citrix Virtual Apps and Desktops Hiia] 24 T StoreFront, Nl
FRERTHSE, HA CVAD Metainstaller ER % C++ BT A M. MBREMAKRLTE CH TTRB
CitrixStoreFront-x64.exe Metainstaller @47 StoreFront, MES AN CAS BBEX MG, TRIGELEFM
%l Citrix Cloud,

% Citrix Analytics #i&E{% 15 StoreFront R3340

INREFT StoreFront FRSFEFAMITXEARIE, MHFESNA Citrix Analytics IR ERRIRSB/AMNFIERR. £
g4 StoreFront RRSFHEPARERITHI B,
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BERIE, BERUTHZEZ—:

+ {£/ StoreFront BEEEHIA,
+ {E/ PowerShell cmdlet Publish-STFServerGroupConfiguration,

0% StoreFront fRs32340 ID

EREENIBESTERIEME Citrix Analytics iRSS, ATLIEERA PowerShell sREZMEFER ServerGrouplD,
1. BREER StoreFront AR5 R ARSS WA —& StoreFront AR5 88,
2. 1T77F PowerShell ISE HiER U BB R F BT,

3.

ATH%:

ai
e

1

5

$WebConfigPath = ”C:\Program Files\Citrix\Receiver StoreFront\
Framework\FrameworkData\Framework.xml”

$XMLObject = (Get-Content $WebConfigPath) -as [Xml]

$XMLObject.framework.properties.property

flgn, XEar<SERIN T FREY L

name value

ClusterId 8b8ff5c8-44ba-46e4-87f0-2df8cff31432
HostBaseUrl https://storefront.example.com/
SelectedIISWebSiteld 1
AdminConsoleOperationMode Full

fZ1E M StoreFront [ Citrix Analytics %iX#E
1. #77F PowerShell ISE #3&R U EE R F1151T.
2. BT &<
Remove-STFCasConfiguration
Get-STFCasConfiguration
IR LUETS AR Citrix Analytics BUEEWMINMIER, Get-STFCasConfiguration & REEEEMAZR,

3. YNREXY StoreFront ARSEBBARITXEARE, IBEHBPIIAYE L H MBRSS 2RARIFRE A R MIBRS AR Citrix
Analytics ##8, ERSB[BAPN— RSB L, BITUTHS:

Publish-STFServerGroupConfiguration
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4. EEMEMRSSHARRA L, BITUTHSURIABRIMAFHFERSS BHMBIER Citrix Analytics AtE:
Get-STFCasConfiguration

5. FHEERIKAER Citrix Cloud (https://citrix.cloud.com/)e

6. %% Citrix Cloud &P,

7. BEEEITF Citrix Analytics RS EEEHI &

8. 7£ Citrix Analytics RS EEIzHI s, EFILE > HiER.

[Ye]

. £ Virtual App and Desktops &, i%#% StoreFront Zi&it+#4:

Virtual Apps and Desktops

1site | 2 users | 1 StoreFront deployment

10. @S5I BEENEL URL 71 ServerGrouplD RifEEMIBRE StoreFront HE,

11. 7£ (M) &, %FEM Analytics Hliik StoreFront SE,

StoreFront deployments
StoreFront deployment

The StoreFront deployment is successfully configured and connected. @

STOREFRONT DEPLOYMENT
https://sfl.bvtlocal/ 3db073f2-211f-479¢-99d3-ef185cadfdbe Success Jun 9 2019 12:06 PM

AR
MRE MRS 2RuHMIEM Citrix Analytics ipREZE, StoreFront ZpE & BIFRETE Citrix Analytics &,

BRSM StoreFront IZUEMEIE. MRM Citrix Analytics FfipREE, M StoreFront EFBEET
REFAREFHEWEERAN (£ IS EBNE 24 /Y BHTM) .

% StoreFront F2& 71 Web {{I2E% % Citrix Cloud #:+#1Z Citrix Analytics

3R StoreFront i F Web REEEEMEN Web BRES28 L, FAEI Citrix Analytics %W, R StoreFront &
BREH Citrix BEHFER HTTP K12, 452 Internet &9 StoreFront AEXFiEE Web 3Bk, AEAHEER
A=A Citrix Analytics, StoreFront A&BEHEREERERANREBILE,;, EEHTHTINMIBRERIETNAH

© 1999-2021 Citrix Systems, Inc. All rights reserved. 54



StoreFront 1912 LTSR

[EiEiE Web REBAZEISRE, TLUBSAMNAREE web.config X RINFEDREE <system.net> K1
BE, &%t StoreFront BRS85 BB TREGEAEEI Citrix Analytics SN BB ERITILRYE,

5% 1. i@d PowerShell 53— 2N ABEREN ARERIERE (EF)

iz17 PowerShell fiizs Config-StoreProxy.ps1 £ A— 1R &N AEIE BEiRITIEE, HBEIEANE® XML L
FRE <system.net>, ZHAEENBENE web.config XHEMEILFBANSEE, MATFELERTEREKE
H9 web.config 2.

=

%

ZRIBITHIZN AT BE = SEURIN <system.net> XML M9Z M EIZ&R. S TMNABIENZRE <system.net>
—NEH. FMEBNEIRSEIENBARERBREELES 7.

1. #T7 PowerShell ISE %% U EIE R F3151T.

2. ¥ $Stores = @(”Store”,”Store2”) RENBIEEHFEMFEE Web RIBELENNBEE,

3. BEEUTE—I:

4,

o |Psiht, ¢
+ Web {3289 FQDN

=17 T PowerShell:

$Stores = @(”Store”,”Store2”)

$ProxyIP = ”10.0.0.1”

$ProxyFQDN = ”proxyserver.example.com”
$ProxyPort = 8888

# Set this for every Store using Stores array
function Set-StoreProxyServer() # Tested with both IP and FQDN

{

[CmdletBinding()]
param([Parameter (Mandatory=$true,ParameterSetName="ProxyIP”)][
Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN”)] [
array]$Stores,
[Parameter (Mandatory=Strue,ParameterSetName="ProxyIP”)][
string] $ProxyIP,
[Parameter (Mandatory=Strue,ParameterSetName="ProxyFQDN”)][
string]$ProxyFQDN,
[Parameter (Mandatory=$true,ParameterSetName="ProxyIP”)][
Parameter (Mandatory=Strue,ParameterSetName="ProxyFQDN”)
J[int]SProxyPort)
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17
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20
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24
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26

27
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33
34
35
36
37

38
39
40
41
42
43

44
45
46
47
48

49

foreach($Store in $Stores)

{

Write-Host ”Backing up the Store web.config file for store
$Store before making changes...” -ForegroundColor ”
Yellow”
Write-Host ” 'n”

if(! (Test-Path ”$env:UserProfile\desktop$Store”))
{

Write-Host ”Creating $env:UserProfile\desktop$Store\
directory for backup...” -ForegroundColor ”Yellow”

New-Item -Path ”$env:UserProfile\desktop$Store” -
ItemType ”Directory” | Out-Null

Write-Host ” 'n”

Write-Host ”Copying c:\inetpub\wwwroot\Citrix$Store\web.
config to Senv:UserProfile\desktop$Store...” -
ForegroundColor ”Yellow”

Copy-Item -Path ”c:\inetpub\wwwroot\Citrix$Store\web.
config” -Destination ”$env:UserProfile\desktop$Store” -
Force | Out-Null

if(Test-Path ”$env:UserProfile\desktop$Store\web.config”)

{
Write-Host ”$env:UserProfile\desktop$Store\web.config
file backed up” -ForegroundColor ”Green”
}
else
{
Write-Host ”$env:UserProfile\desktop$Store\web.config
file NOT found!” -ForegroundColor ”Red”
}

Write-Host ”'n”

Write-Host ”Setting the proxy server to $ProxyAddress for
Store $Store...” -ForegroundColor ”Yellow”
Write-Host ”'n”
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$StoreConfigPath = ”c:\inetpub\wwwroot\Citrix$Store\web.
config”
$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

if([string]::IsNullOrEmpty ($ProxyFQDN))

{
$ProxyServer = (”HTTP://SProxyIP”+”:”+SProxyPort)
}
else
{
$ProxyServer = (”HTTP://SProxyFQDN”+”:”+$ProxyPort)
}

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

# Create 3 elements

$SystemNet = $XMLObject.CreateNode(”element”,”system.net”,

» ”)
$DefaultProxy = $XMLObject.CreateNode(”element”,”

defaultProxy”,””)
$Proxy = $XMLObject.CreateNode(”element”,”proxy”,””)
$Proxy.SetAttribute(”proxyaddress”,”$ProxyServer”)
$Proxy.SetAttribute(”bypassonlocal”,”true”)

# Move back up the XML tree appending new child items in
reverse order

$DefaultProxy.AppendChild($Proxy)

$SystemNet.AppendChild($SDefaultProxy)

$XMLObject.configuration.AppendChild($SystemNet)

# Save the modified XML document to disk
$XMLObject.Save($StoreConfigPath)

Write-Host ”Getting the proxy configuration for c:\inetpub

\wwwroot\Citrix$Store...” -ForegroundColor ”Yellow”
$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

SConfiguredProxyServer = $XMLObject.configuration.'system.
g y ] g y

net'.defaultProxy.proxy.proxyaddress | Out-Null

Write-Host (”Configured proxy server for Store $Store”+”:

”+ $ConfiguredProxyServer) -ForegroundColor ”Green”
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Write-Host ”'n”

Write-Host ”Restarting IIS...” -ForegroundColor ”Yellow”
IISReset /RESTART

Set-StoreProxyServer -Stores $Stores -ProxyFQDN $ProxyFQDN -
ProxyPort S$ProxyPort

# OR

Set-StoreProxyServer -Stores $Stores -ProxyIP $ProxyIP -ProxyPort
$ProxyPort

5. 1% C:\inetpub\wwwroot\Citrix< Store>\web.config ME 2 BB & & web.config XHKRE M <
system.net> &5,

</dependentAssembly>
</assemblyBinding>
</runtime>
<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888”
bypassonlocal="true” />
</defaultProxy>
</system.net>
</configuration>

6. ¥#&4% Citrix Analytics #ES A% StoreFront SIZ RS A Citrix Analytics #iE.

Bk 2: ENAEE web.config X FahFiN <system.net> &4
T StoreFront ARSS 28 B AT R EIELIXE Citrix Analytics 9NN RS RIT IR,

1. BMEARIER web.config xtf, FREEEFIF C:\inetpub\wwwroot\Citrix< Store>\web.config Z 4
REMIE,

2. K FQDNN fizAH &R IP MisO4H & @I LEIGEEHRULT XML,

a0, WREEA FQDN MlimO4E S, EFHALUT <system.net> T&:

<system.net>
<defaultProxy>
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<proxy proxyaddress="HTTP://proxyserver.example.com:8888”
bypassonlocal="true” />
</defaultProxy>
</system.net>

g0, wNRER IP MigOHS, BERAUT <system.net> st&:

<system.net>
<defaultProxy>
<proxy proxyaddress=”HTTP://10.0.0.1:8888” bypassonlocal="true
” />
</defaultProxy>
</system.net>

3. ERAEE web.config XHRIERE, BANEHM <system.net> t&K, MWFFR:

<runtime>
<gcServer enabled="true” />
<assemblyBinding xmlns=”urn:schemas-microsoft-com:asm.v1”>
<dependentAssembly>
<assemblyIdentity name=”System.Web.MVC” publicKeyToken="31
BF3856AD364E35” culture="neutral” />
<bindingRedirect oldVersion=70.0.0.0-5.0.0.0” newVersion=”
5.0.0.0” />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="Newtonsoft.Json” publicKeyToken="30
ad4fe6b2a6aeed” culture="neutral” />
<bindingRedirect oldVersion="0.0.0.0-9.0.0.0” newVersion=”
9.0.0.0” />
</dependentAssembly>
</assemblyBinding>
</runtime>

Insert the <system.net> element here

</configuration>

4. i Citrix Analytics #iES A\ 2| StoreFront ZFZhehFR S Citrix Analytics #iE.

4% StoreFront
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I

A .
= .

FHe&E| StoreFront 1912 By, BERNFABEREGEIESESB MR, IRFERBEMEHUR, BDHE.
ERBRAR, Citrix BiIFraRMNEMEFIER Citrix Workspace R E#ER Desktop Lock.

4% % StoreFront 1912 CU2 B¢, #4277t Controller ¢ StoreFront EE#HEE TLS ZEREGMIAE, LU
& StoreFront M EFHNBEFEHKREHBE). X FAEE, F2REMREMEaER 2 (TLS).

FHRBRBER StoreFront WECE, HRAFPHNARFITRKERERE, UEAPARTETREMRENAER.
M2 T, #E StoreFront 2Bk StoreFront MAEXEXBIARSS . Mhm. MAREFITHRE (FEMHMiARSSEL) M8
REXHIECE.

A

« FXFFEEIT StoreFront WARSS 28 EARIBIER SR, Citrix BIVEERRENRIERFHLE Store-

Front,
s AEXBMNECERFERIBAR L BTIRZAS A K2 & FHY StoreFront Haihrhdk, BXFEHAEE, 5B
#CTX200356,

+ StoreFront A= B ETRE=mRAN LIRS EIE, Altt, EFXEENIHENEZH, BIGRSEALTR
HIFRE AR S5 B3 FH R EIMERIFIAR AR,

 StoreFront AL IFEATRRSFBERAN LRSS ENE, AL, EMRSJ[APNFABIRSSFHLAULTF
#EEM Windows RRSZ2HRIERFH,

o ZRSJ/UWBEFALFHRNALR, BIZIRFFRRS 2.

o ARFILRRAE StoreFront BY, FRKLBAFARNAIENARISHSBMAGEHEA—ER, BITEUEEM
RAPFAERSIANNFER, N%—BFERPAR, MREEEXTH—AERE, WEFHKTILLARZHR StoreFront
NEERBENBEENIRE. REBEMXIMIETNERTHNE—FR,

« 7£ StoreFront ARIETTZHI, ERMIT—EARFIE, WREAARIECERY, ARETE, HEXE
MKW, EHY StoreFront ZEFRIFAE, BERERERG, EMETHR.

« 30R StoreFront ALEZELW, MMAE StoreFront REMJEREXREVIAIRE. # StoreFront REEFFES|
e, REENEITHE. B StoreFront ;BRITHEERTS, BEERUTAE:

- EEARFICIERN VM 1RER,
- SAFALFEISHM StoreFront B2E ((BEBRASEHAS A StoreFront i2E) ,
- HATXT StoreFront FH4kin) -1 THPE HERR AR EPEHEBR I

« 7£ Citrix Virtual Apps and Desktops metainstaller f& £ #94Efa StoreFront F R &EMAIGEIHEIES

kL, HPESiEREXHKEHENEE,

HEEITAER
AR ZE, HITRBVERITUTSE, UBLEARKRY:
o FHERETALRE R,
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o WMBEIF C:\inetpub\wwwroot\Citrix\<StoreName>\App_Data :Icf (540, default.ica
1 usernamepassword.tfrm) #TTEH, FABMNABESHXEXH. ARE, ETUERENTUR
S#HITHIEN.

« X StoreFront fRS3 28 EMFRAE MR FAER,

+ X7 StoreFront E2#=HIA,

« XAIFFE <17 PowerShell &0,

o XIFFFES StoreFront HBxAISC I, Fl40 C:\inetpub\wwwroot\Citrix\Store #1 C:\inetpub\wwwroot\Citrix\Store'
XA LB LE Windows &R EIRaSxT ELF A HEfh 8o

o EAERRSERZE, BFEREMNRSBURHR StoreFront XS X% LB H S, (EFHBoHEREIES
HAZ - FlanEd < F Windows ZREERBNFIE L - 2B,

o YBNBE1THE, MEEBMRS SR LNEAMEWER.

- ERABERKPARIRSSE, FLHEREDR, ERAEETEAEMREH BiEiTRENEMNARER.

H4RJhizHY StoreFront RS2

1. WrFFRF 5 StoreFront SREMIERE, UEAHLIIEFEIEAFIARRSSS. XEABERERETHELIE, &2
FALLRIEERE StoreFront XX, NRLEREFLEZHREME, WELASEIRXLEX Y, FEARSKY,
MSEMBFIE StoreFront i2E,

2. @ AIE VM REBEHIRS 2.
3. SHmME StoreFront B2E ().
4, E1TIEARASEY StoreFront BOZREEST 14,

45 StoreFront fR53584H

F4k StoreFront fREZ A RERAEP—PMIRZSB[MATRIBFE MRS 2R, WIFHREZBIFESZARXNERE,
MTIBFLEE NI EVAR S 284H, DA BEHEENH RINRES, REEH LEFHLE StoreFront, FEEEHERH
BTFEmiRsSEs4E, HEFEBEMIIR StoreFront AR 23

FHRARSS BRAZ B

o EILE VM REBEDATHIFAEIRSSE. X5, MRALRZITRIHET, ETUREREZEETFEN=TR
ARs5 8540,

o SHIA StoreFront BLE (%), MM—EBRSBSHRSBARE. MREFTCNZEEREREEN, RS
FAPHFIA RS [RRFERNEERA. L&D AFERMNAERIRSS2E4H,

1 TE RSP ENERE AR =T = StoreFront ARS53348

R T EITRIEN B ALBE=ARS2E AL B C 4Am#Y StoreFront ARS5284H
1. @l VM RIS 0BT FERS .
2. KERS[BATH—EIRSEFHSHIE StoreFront ELE,
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10. &

Tl

B FEAAHTE URL REBAFPXRSHRANISR. XFRIEAPEARIEFERIIENZ,

. fERMRSSEE A MAFRRIBRARSS2E B 70 Co

fRs528 B #1 C MIEMBRSS284R “IMaL”s
BTIE TR ZSHY StoreFront BYZsE X SRFHRAR S 58 A,

. HRARSS 2R A ERThHA R

TRS28 B C L, & MaiREn StoreFront A H L iEfHARA<H StoreFront,

. BAR%2E B A CIMAALRERRSE A, URIBARGEHIRSBAH, IRSB[AR—MFAREHIRSE (A)

MrRERNRSEE (BAC) Al

BINNILE RS 23403 2 = B e B EC B SR T BUEE B 21 FB9ARSs 28 B #0 C #,
WEPMEIRSSHES ERET.

IR AR ETFE URL kB H AP ARERARS A,

2: FIF IR ENERIE AR =T = StoreFront fRs3254H

R T EIERIENIEARBE=5RSS8E AL B # C 4289 StoreFront fRS5884H,

1. B AIE VM B E MDA E RS 28,
2. FERSBVBATN—BRS[/PHSHIE StoreFront iLE,
3. ERABENAEENITIHEIERRMN Export-STFStoreSubscriptions MRS 28 A hSHITIHEIE, &

10.

1.

12.

NRLTEN, AANRS[EIRIENHEEMEGHTH BEE, XWFRTRAMEERE.

BEEANRRSSE C WA TESRRSKERAANRSEE C vinE. XFMEIEAREARIEZPEZER
588 Co RIFRTIRSE A B WAHTERSATRARS, UERFEBUREER,

fEFBRSs 28 A MAFIERARSS 23 Co

ARS32% A Fl B SR 3 A HIRAYIAENR, BRS5E% C M E SRS BAIMIL,

. f£F Clear-STFDeployment §7l17fk538 C EERNHT VKRS

&8 Import-STFConfiguration S\ StoreFront i2E (WEISHAY) ZIRSEEE C . RSB CHUERAE
5|HRSBABRNEE. UWEEEXBEEENI R, RE—ERSBEEMLE RN AT B EEERIMA
ZAM A E RS 25

. BB TIERRARY StoreFront ZREXHRARMRS 2 Co RSS2 C MAERESIARSR[ABRNEE, HA

R EIFThR 489 StoreFront,

. SANTHEEE (UaISHN) BIRSE CHh. TREEBREERIE. A5 -GRSBFEEITHSRENRI&F

RER LB NN IZ A RO H AthBR S5 28
ERARSEBEESE 4. 5. 6 N8 (BNEESR 9)., EUtHAE, RHEMRSE A AP RHERIFENR,
Hit, BNELBENTERENTIESE, 1LE StoreFront fRS38848 R BN IZ B &R,
ERMAI AR SRATRRARS2E B IMAZIARS 2 Co XB A YFTRRAR StoreFront (BRS588 A) RSN
ARS323ERE, H7EH StoreFront A (ARs58% B A1 C) LHiRMIRAINT = ARS3 2840,
ERYARSS 28 B #1 C BRAHTERSS, UEHEBMIRSESE A KE,
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13. ZARS%E A NAHTERS, UWEKSBFREREFRARIIRS:S B Co

14. ERARSB[BAEESR6H 8

15. EAMANINE RS SBADIZFARS R A MRS 284 B 1 C, X7£Hr StoreFront hiids (AR328 AL BFIC) E
RIET M= RARS WA,

16. MRS % A BRAHTENRS, UESAFRERZFBE=ZaALENRSE A, B C
RS EBRAFALIRIMETM. RSS2 A B C AERERGANEREENITHMIE.

AR

7ERRSS 28 A BME—RIISIRBARSSERATAVARENSAE S, TR ER (PR 10), XAJRESSEHRSB[ATAR
ERERHMIREITRBIERERE, HEERHESTRIEREEER.

XAEWTHREF AN, FAITRSIENTFRREZFNEERFHAESHRATLN, B, ERSEAMEH
TRESHIMNFHRNES, BRPEEBRITARR. BATRKATREERLE L LEITIRIZR, BXefE2F %S
StoreFront &= iEMA S ENIERNGEE,

fcE StoreFront

AR

EREMALSRES, AMEERAMNK R G EFZ CitrixStoreFrontAdministrators e, XE1E EXR
TEFFK StoreFront HER FAMEBEIERAN AP REBFEA StoreFront EI21EH| 53RAE & StoreFront
fRs5884H, HMITHEXERNER TS, MRBEERAFRFMIIAMEERERA, WKAFIEHAFREHE
CitrixStoreFrontAdministrators A/, SAE7 BEfFEMA StoreFront HI2EHI& REZE StoreFront RS 834,
HHUTHEXEBENERNES. NREEEFEINAFPAME CitrixStoreFrontAdministrators A, NEE
AHEHENER TR StoreFront BIEizHI&,

Citrix StoreFront EEizH| 8 & RBEIAY, SRHERNET,

o QUEZERE. 7281 StoreFront MEHEEE — SRS, PRS[HEEGEH TV StoreFront I hBEEF=ERE,
feEE—& StoreFront fRE#E, TTLENEATRNEZIRSS, UESHENTE.

o IMAMBERSRA. BEMIRSZHFMEIIE StoreFront FEH, FEFIET A RERES StoreFront ZBERY
BE, ZRSBUMEZELIIMNIAE TR, BERMRSSE, FEHADHBPNNEMRSSR. Citrix BiERAR
SRAPRMIRS B FREET 6 1

% StoreFront

bR @A G Ih, EIE StoreFront MRS A I0IEARSS . RIS, Citrix Receiver for Web 455, XenApp Services
URL UK XBHEE, Lthoh, ERMREERAFRNEBREFITHSIBNITRNAEERS. TRRSSEHER, B
FREAEFITHANFAEEERLEER, B2, EZRS[|HES, XLHERRETAPHEMRSSE £ B
StoreFront B, A2 MRS 2B MIBR StoreFront RERFERMHLE, Flw, .NET Framework Ih&EF1 Web AR
%3 (11S) AEkRS.

1. EREAAMEESNRAIKAER StoreFront fRS5283.
2. SNRITH 7T StoreFront BEEHIE, EXHA,
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3. xHAE AR @TH PowerShell SDK &2 StoreFront #9 PowerShell 3%,

4. 7£ Windows A RBE “NAEF" BE®, HEIH 2T Citrix StoreFront fiilk, XM L8 FEITEA
B, AEREHH,

5. EIEFFMINEEITEES, %E#F Citrix StoreFront, AFRELEHE, LUMIPRERS 28+ HFFE StoreFront At

6. 7EENE Citrix StoreFront 3HEEF, #ER, HHTRE, BHHE.

£ PowerShell 1% StoreFront

EEILUEEF LLT PowerShell skfitk StoreFront #9 MSI & OE1E:
1. FIHFEERENNARER:
Get-WmiObject -Class Win32_Product | Select-Object -Property Name
2. MRFIHTRARE, WHRITUTHS:

$storefront = Get-WmiObject -Class Win32_Product | Where-Object{ $_.
Name -eq ”<Storefront_Product_Name>”}

3. i&17 $storefront UHIAEME EIFAEM o

4, i&f7 $storefront.uninstall(),

ellFe S

June 29, 2021

1. N8R Citrix StoreFront EEiZH| 87T %% StoreFront FRiTH, 3572 Windows ‘R’ RES “NAREE"
RED, #3HEE Citrix StoreFront #ilG,

2. 1£ Citrix StoreFront BEBEHIENEREETD, RHOIBRHBE,

3. £EA URL EHPIEEZ RS B/EBE A StoreFront ARSS2FH H1 - F#IFER URL,
MRERIGEARTEINE, BWARS2E URL, AILIFERHEEERZRIEZE URL,

4. BET—HLURBBMNIIEARS, ZRSEXT Microsoft Active Directory BIER A IS4,

Z(FA HTTPS kR StoreFront SAFIREZIENEENR S, HAEIF Microsoft Internet Information
Services (IIS) BB A% # HTTPS, MRGHEIEM IIS BBE, StoreFront ¥ER HTTP #1T&E =,

BUAERT, Citrix Workspace M ABEFEEMH HTTPS IEZEN AL, S0R StoreFront REZE HTTPS,
ARSITRITEMEE S BRER HTTP &%, SERSHRIEXAER HTTPS, mILIEECE StoreFront j5
KEBTM HTTP 88c88 HTTPS, REMRNM IS BEEEMAAIR, EXFMER, BERLERSEE,

A LARERYEA StoreFront EIBIEHI A PHVEREZ URL 3 M HTTP =2k HTTPS, #ileBE s HTTPS
EZE T Microsoft Internet Information Services (11S).
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5.

10.

1.

ENAEESMIEL, EENAEENZTUREENATRESHNEIEN (ER) BRILEZNAREE, A
EBREHET—%,

StoreFront W AAEREEMNBEFRSHE—E, FEXNAP TR, NNARERREESRTE Citrix
Workspace MAEFHIAFKA TS, BEFR—TAAPERNBAEERREENEM.

. 7z Delivery Controller TiE L, 5|HAFRHEFEELZNABERENTFNEMLEN. ERLABER

MEEMRBIER, EREIE Citrix Virtual Apps and Desktops &R INEI R F 7 15 e PR BIAR R 25 B i3
1TiglE. TILUSR RSB ARMEM Citrix Virtual Apps and Desktops SEBEEHINER, RIEFES
EHITIXETE, LURINAZNASEREZRNMEHE,

B LENERRNZINASBEZG, A7 Delivery Controller WEHBEHFT—,

. EZERERE L, BENLBREERIEFEE URINFAEESIHRREER.

s ERNABEREANLAAMEFNAFAIA, EXATRERAEEHNEIEE, MEREFILEIRE, NI
BRI At R P e85 1518125 A BT
o EFEUGETIZNARERANEETES Citrix Gateway 1410, IEEZR 2 1F A P ihRGEY StoreFront
ZITHEIR (T VPN @iE). BA#ER ICAProxy 5L E i VPN (cVPN) Z %3 Citrix Gateway, &
L2/ Citrix Gateway HifFRZr52EH VPN,
s EENRLEERTE (SSL) BT AMLE (VPN) B8RSR ML I ARE U RFIEEMER, &k
BAVRAPIFRRSMEFHNFRERR (522 VPN &iE), ArEE4A Citrix Gateway #&fF6IE VPN
BiE,
AVFRT R BB S TIRIZAAE, EEhEAM Citrix Gateway BB &A%, B @ Citrix Gateway
Wit /aE, BIREsIE B SN AEENBEE R,

. MMREBREAEREIHE, Citrix Gateway 8 &¥FIHAF BT HIFRNABENBE, ERETIRFHRM

Citrix Gateway &E, 1B#&IRET Citrix Gateway 1& & 2 (XS N7 A i[5 HT 4217 12 R PR AR R 5 Bt 1T 4
F. RIERBEESHITXETE, URMESEE,

7z Citrix Gateway i¢&5IxR+F, EFAF B HIFREABENSE. NREABL S HBEHITIAR, &
EEERTHRNBEENRIAEE. BET—D,

EEMWIEAZERE L, ERAFPBXRANABERIEEMNNAZE, RARETT—F, EUMUATAERHET
bt

- AFRBMENE: APERRERAEE SR TIEH TS5 10T,

« SAML S4%iE: AFRASHREEFRIISHE, BaEihEEASENBHER.

« HERE T BPEEMAEN Windows IHENIES%, BNEIfEiARNAEENERREZREER.

o BEe£ T BPEARNAEERERSEEM PIN #7541,

« HTTP Basic: AP %A StoreFront BR52869 1IS Web BRS 2883#1T S 1AL,

« i@ Citrix Gateway Hi&: B @ Citrix Gateway WIE& ¥/, BIAEARNAEENEHER. B
T mi2 e A B ahik itk k.
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} =

FE

T FEEEB N AREEN Citrix Receiver for Web ik S8 S IE B9 8IE A %, FEREE Citrix
Receiver for Web 5 SRR A EIE Receiver for Web 5 5F & &4 Citrix Receiver for Web
U st 3T i B XA B ISR T T

RPN B EMR RS SHRIE A EREEERINAEER Citrix Receiver for Web #4553, (7%k
B, EANFANAREEHITHERREUEIERRE T HFFE Receiver for Web b EHMIZE.)
12. EEEFEIIENE L, %% Delivery Controller LURMZIBIIE, RAEBEET—%,

13. 7£ XenApp Services URL i@ £, HER PNAgent iR BEFM K@M A B & XenApp Service
URL,

14. QIR ABIER, Citrix StoreFront IRz 8RR AETEIE 2, GXFAER, BESREENEENA
AlE.

W7E, AFALEER Citrix Workspace R AR RiAR MM AEE, BXTARREZNABERIEEHE L.
TRILBR TS AN AP RMXEFMAES, UECAFNEEDE. AXEAER, BSHAF %D,

&, BPALGEE Citrix Receiver for Web ihRiA RN BREE, XERFEEET Web SmE A ESENNBIE
F. IBNEEEN, BaETRRPATIHRFNMARER Citrix Receiver for Web 55#9 URL,

OIS AT, KBIAB A XenApp Services URL, EMAIETT Citrix Desktop Lock MEIMNEH SEI&EME
B PCHAR, URSERAEEARNIBAR Citrix P HEMNEF, e] IR A RER XenApp Services URL B#EiF A5
B E. XenApp Services URL 8918z http[#0]://serveraddress/Citrix/storename/PNAgent/config.xml,
Hrp serveraddress & StoreFront SB8IARS BTk A H TP EIFBMTLREZ; storename BESRE 5 Fi8E
IR S IE & #Fo

%% StoreFront EZ LAIRY, BEREMENEBRRINELRSE, BEFBTFINNIE IR 25 HAET,

3% Citrix Virtual Apps and Desktops &R 102N AR E
Ei@Bid1E StoreFront fRES2RMVNIAECE F OIZM R A mEIREE Citrix Virtual Apps and Desktops 1@ H# 2EH
AR, BREU TSR, RIREEETMAXINE “CIZHMBE" SIRFNE 1 F3E 6 .

1. 72 Delivery Controller ITE £, 7HAFiRMEFEBEIZNARBERENZRNEMLEE, BERM,

2. 1z “7% Delivery Controller” s$iEHER, IEE—NEBNTFIRFIMBMNE RSN, HRF—MXBLIETHFE

@ Z M AR R AR, “RE” ZAKE R “Citrix Virtual Apps and Desktops”. XenApp 6.5 {4
—FREUR M, EEET 2018 F 6 ARXIERARELERRS, NECEAEY BIIFIHIIFP,

3. BEIMAREEFREXA Citrix Virtual Apps and Desktops #1 XenApp 6.5 RN S TN BEF, BEER
SERVIRPIRINARS R BT IP toht, I8ELERSBUBEBEINE, HIRMARINFTILXLESR B LU
BMEEBIAFE, 34T Citrix Virtual Apps and Desktops ==, i&i2fit Delivery Controller 89i# 415 E.
3FF XenApp 6.5 1%, FIHiz1T Citrix XML Service BIARS 25

4. MERRBTRPERERR SRS FEEHI StoreFront E#ZKE,
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5.

o EWEERMEBENEZLXIIE, BHIEFE HTTP, MIREFRIIET, WXTETEHREAR, LUFRP
StoreFront 5iRE {2 EEZENRZ S,

- ERAFEREHERSMY (TLS) WRe HTTP HEiZ A XEIE, 15%% HTTPS, 24 Citrix Virtual
Apps and Desktops AR5 28:E& R Ii%TR, EHFE Citrix XML Service i&E 45 Microsoft Internet
Information Services (II1S) £#=HixO, #3§ IS BERZF HTTPS,

« BiEid5 XenApp 6.5 [R$Z25 2 a1 SSL Relay ML £ER AR IIE, MHITENSHEIEALEEMD
&, 5% SSL Relay,

} =z

=

WNEAFER HTTPS 3¢ SSL Relay ki StoreFront 5B ZERNEEZER S, EREERS ST
RPIEENEZMEXLERSZB/AVEB LMNERT2— (BFEXNE),

57 StoreFront EiZAREZBFTAMIEO, A8 HTTP #1 SSL Relay FEEMBAK N 80, HTTPS i&EER
BAO R 443, 34F Citrix Virtual Apps and Desktops BR552%, 1EEMIHOMTE Citrix XML Service
FrE ARG,

. INREMFA SSL Relay #ifR StoreFront 5 XenApp 6.5 RSBz EMiEER e, 57 SSL Relay im0+

% SSL Relay #9 TCP %0, Bk 443, HRIIE1T SSL Relay #9FE RS 2BAECE R SAE—IH 0.

BEHME, LN AEEREREEM Citrix Virtual Apps and Desktops #EAEHHNER. BHIMNE
% Citrix Virtual Desktops u5sa8 Citrix Virtual Apps 17, IBEE LRP B, BEENREERANEIN A
AERE, REFASINE “CIEMIE” S2HNET H.

i@id Citrix Gateway & & 12433 R FE i i AU AZ 11517

EREET Citrix Gateway i&&1R#H¥T StoreFront BRSS23I¥NISEE B FRFR O 2R A ERVIEiZ AR, BRI TH

B &
1.

2.

REBETHAXINE “CIEHENE” SIRPHNSR 1 3SR 9,
7£ StoreFront =HI& “GIBRAHEE" WIFENZREIBRNEL, 2EFM.

£ “7mn Citrix Gateway &&” SHEERHNEMEED @ L, 7 Citrix Gateway &§&IEEETAFIRFINE
&,

AP %7 Citrix Workspace R AEFHEREIEEN R TR, A, BEZEMHESAXES, UHEHA
FPRERGERIZMX, B30, sILATE Citrix Gateway HENERZMPESHIBUEER, UWERFEBE
MR REFHAEUEEAREREEEFEUENN X,

34F Citrix Gateway URL, EBNBTENEHEN Citrix Gateway EIMIRSS 288 “URL: I50” A&, MR
KigEIHO, MEMABIA https:// w0 443, &BEXERE URL igEmA 443,

BxeEe M w2RENSE (FQDN) MIERSMIMARNABENES, BSRER M T2REN RS
(FQDN) LATEPIEBFISMER 375 18] B2 FA s

ME]RiEIAi%ERE Citrix Gateway BIRES A&,
o S{p3EM HDX B/ . Citrix Gateway B F#1T S0 LU B ER HDX &1,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 67


https://docs.citrix.com/zh-cn/storefront/current-release/advanced-configurations/configure-single-fqdn.html
https://docs.citrix.com/zh-cn/storefront/current-release/advanced-configurations/configure-single-fqdn.html

StoreFront 1912 LTSR

o WPREMIIE: Citrix Gateway ERFH4310IE, RRAFEMA HDX 21EEHA.
« PR HDX B&(a: Citrix Gateway AT HDX &iEi&H, FTRAFHHBRKIL.

5. WFFREHE, MEE@INAREERMEA Citrix Virtual Apps and Desktops 3 XenApp 6.5 1RHEHEE,

10.

751£ Secure Ticket Authority TiE 7R I1iE1T STA BIBRSS 3389 Secure Ticket Authority (STA) URL,
ANZA STAB URL LUBFABTEINAE, FRIMARIRFSHX LRSS 28 LIS B IR IR,

STA #£ &7 Citrix Virtual Apps and Desktops =t XenApp 6.5 fR$88 £, HAHSIEEREUMMIEEER,
XEESIEERMAL T XA Citrix Virtual Apps and Desktops 2 XenApp 6.5 &= Fi#1T S 3 IWIEMIZRE
Ehit, EAIEHR STAURL (FISOHTTPS: // KHTTP:/ /), E{FEURT Delivery Controller 8WEEE A o
STA URL E 572 AR SS 28 £BY Citrix Gateway HE2ER URL 1R,

. EHffF Citrix Virtual Apps and Desktops 3% XenApp 6.5 £ Citrix Workspace B Bi2F 211 BshEFiE

ENERISITEZNIELTITARS, BERBRASETEL,

MREET % STA, HEFEHRRSIFTRUBRATR, HEHMED STA (SR A) iI5REHE, StoreFront
BMENTREL STA KRSIEER, BIE— STAESIESEFTERTAH, BRSIEHARaH, MRAHAT
FRRETESHEA STA #1T&S, StoreFront FEHREIEREA STA,

. EEMRIBEERE L, 8 Citrix Gateway i&&RIEIMARS 2 IP itk (VIP),

£/ Citrix Gateway E#ARSSBRET A IP Hitik, AFEITMAHAFEIRINAEZIRNE A P MO IP i
ik, MXEHH StoreFront @3 H URL #17iR5l. MREALFBIRS B[O T (GSLB), MK VIP &
EEMRXF, XY StoreFront IRFZMRIX, XLEMXEEMAERE URL (GSLB =HE) EATRREIN
Ko B0, "I AEMMER URL MNAEERE=1TMX (Bt https: ), B8
WX EBECE T ME—BY VIP, $14010.0.0.1 10.0.0.2 7 10.0.0.3,

. WREFMIETT Citrix Gateway Mig#E, EMNERLERFIRFIEREEILE L7 Citrix Workspace R RIERF

BREENS IS %o

o MRRKERBFHANE Microsoft Active Directory &R, &%,

o MRAAERAFBAMNZESHRENSERR, BIREREH,

s MIRFZFKERAFENRMANZEEIMN RS THRENSERAE, HFENRE S,
s MIRFZFKERAFMNBIIEEREN—RMEEG, 5XEFE SMS SH1IE,

s MIREZGKERAFRMBEERHEA PIN, BHXFEEF,

MRANERFBHEIEEE THSNIIESZ (HAFPERFHIRANTUEREZSZX) , EMEREFRO
RYIRAIEZEHB BRI S,

WMRE R Citrix Gateway F2E StoreFront HEEFERASEREAIR, NHTHRAEE URL, StoreFront =B5h
Mian URL B9FRESE . SNSRI EIIARAEI URL, StoreFront iE# Citrix Gateway B4IIEARSS, X
IRIEM Citrix Gateway IKFINIERR ERBZi& %,

£/ GSLB B, HMNBWNENEA GSLB WX EM —M[EIE URL, StoreFront & 7 8& 1% 1% & > i —
HIERE URL fEtr A& GSLB WX EM RS B[EENET A VIP, flil, emeagateway.domain.com,
usgateway.domain.com#l apacgateway.domain.com Rf#HTAERKIME VIP,
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. BFHB1E, K Citrix Gateway RERMEZIZIHRIRENHEERNTIR P,

A% Citrix Gateway & &M E S EREFINBEERN.cr MBI, XfE Citrix Workspace M BEFHE
B E R RIS R RE N ANEEIER,

12. REIFAXIAE “CIEHEE" TP TE 10,

IONIRE BRSS 254

June 29, 2021

StoreFront fREZFATHIRZSBHRERERH, BE, METENNBETNRE, 85=TMULRESB[HNIRS A
REEME.

EERINEEARS 28 L& StoreFront Z &, BHfR:

 BEARERNNRSBEAETSETEHMRSSERMNIRERGRE, HFEXKFIZTEHWHER, FXFEESZME
ERGhRAA X1 i& B HY StoreFront ARS3284H,
o HafR StoreFront EFAAINARSSES £ IS hAviERT B Rt 5 A P EL b AR S5 25 4R G,

WMRERME StoreFront fRSB[UFIETFARS 234, HEEHEMIER, NWEHREBEFRNEERHFERSFELHZ
B, &9 StoreFront REBVEE N BRINKRTS. BBRAKRSHZEENE RINEE
BE.
MRS B[IAPRINFIRS 20T, HINEY StoreFront fRSBK A BEAFIRS s LA ERRAMNIM G, XLELERS
FEXAMEBEEANRAEINANRSSRAEAHSERD, REFERALRKES EAAMERERARNFRSE, HEW
RIGRHI T RS2 EAMBEIRR AR, StoreFront & AMMANRS 234,

1. @08 Citrix StoreFront EBiz4| & ERE StoreFront BFRITF, i&7E Windows“Fi8” BER “NERER"
BEH, #HINHEE Citrix StoreFront Blb,

2. 1£ Citrix StoreFront BI2izHI ML RERT, BEMANERSSBAE,

3. &EF3| StoreFront BEFEEMANRARSES, ABITFF Citrix StoreFront EBEEGHIE, ERHISMNAENERE
kR “IRSSEA” Tia, ARE “BE ERPEBEEHNRSS. iB TERNERRE,

4. ROFFHARS S, AREMANRSSEINEERNRS SFEFIEENB RS FBHBM. WAMZIRSZ IR
RIS, ARSI,

MANAZE, HRSHNEEFENERUSHA RS SNEELE, FRS[BOFAESFERIRSHIAERN
BOPRB HAthAR S5 254,

EEEZRSB/HE, FRNEA—GRSBIUERRSB[BANVELE. #HR Citrix StoreFront BEIRIEHI G REHE
PREMEMARS S EIETT. BTN EREPMIBEMEREEIATNHEMARS S, UHRENHERNNRERS—
o
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RiRSSFEENH FINKE

December 2, 2020

ARLEBERT, FEE StoreFront RESENEMBRERTS. FI, 5 StoreFront lRSBEHFIMEIRRSS 234

2, XEWE.

AINATFEH BN ENRERE, EXEREN, HETRSSHEMAATMIMNE#, Hk, EaLE1T
Clear-STFDeployment PowerShell cmdlet, LU StoreFront lRSES2SEE N H BIARS.

1. H1R StoreFront BIBizHI&E XA,
2. $TF PowerShell ISE FHiER U EE R H 191517,

3. &E PowerShell ®&#Z:

Senv:PSModulePath = [Environment]::GetEnvironmentVariable('
PSModulePath', '"Machine')

4. S\ Citrix StoreFront &R,

Import-Module citrix.storefront -verbose

5. @NEHG, 1B1T Clear-STFDeployment < LUK StoreFront lREB(EERKIARE:
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Clear-STFDeployment -Confirm $False

6. sMIThSERE, 17 StoreFront BRI G HMINIEIREHEEE, QIEMIBENIMNINE IR BFH LI

= Citrix StoreFront = [a X
Help

% Web Interface 155 F#5 = StoreFront

July 27,2020

f# B JavaScript i#%. Citrix £% 1 API 5 StoreFront EE#EH &8, ¥ % Web Interface BENIREE
StoreFront FEEEEHILE,

R E S BEXBR UK INAISE XL B EXHNEEES.

XHRLE
o WFHABEX, BUFUTFUER script.js XEFHizRMA:
C:\inetpub\wwwroot\Citrix\StoreNameWeb\custom
o WFHEXBEX, BUFUTUER style.css XHHIMNRA:
C:\inetpub\wwwroot\Citrix\StoreNameWeb\custom
o WFEHERE, AUFUTUENXAHRNEHE L TFX:
C:\inetpub\wwwroot\Citrix\StoreNamelWeb\customweb

s MRRANELRSR/IE, ATLIM StoreFront BIRizHIAZBIEA PowerShell SHIEHtARS BRHFRE
B
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AR

Web Interface A FEMNEFBEEXZMHIGE, B, StoreFront REGILINEE, REFTLUAINESEHENXIE
BRI, EXTBASCHIRANER,

Web Interface Thak StoreFront Z34IhkE

EREEEHEGNBEX
RAMERERAR. 2AWXRERHR. ATAFPERER  FiEM. StoreFront B IIHIRIERERFEIRAE Ul

BRER. BHEER RINBERTEAER. Ex<E/Web Ul v2A1E%R
HE, &M style.css FFHMELTH#N: . search-
container { display: none; }. BES
E/Web Ul 2 A1EFIE, 1EM style.css FRMUT
B
##tsearchBtnPhone { display: none; }

BRI FINBA CXSE2RRIH)
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Web Interface Thag

StoreFront Z34IhEE

BREE E—X Kk

BRRETR

EfrRE. /OE. FAEESNE. FIRAE. AUE.
RERINENE. (ROWXER) EMRE. (RD%H=R
B FIRAE. (ROWRER) RAMELE

BINERTAEA. EicEHaix e, HEmEiR
Bl 3k, &M script.js FFRMUTAR: CTXS.
Extensions.afterDisplayHomeScreen =
function (){ //check if view was
saved last time CTXS.ExtensionAPI.
localStorageGetItem(”view”,
function (view){ if (view){ // if
view was saved, change to it CTXS.
ExtensionAPI.changeView(view); } 1if
(view == ”store”){ // if view is
store, see if folder was saved CTXS
.ExtensionAPI.localStorageGetItem(”
folder”, function(folder){ if (
folder != »”?”){ // if folder was
saved, change to it CTXS.
ExtensionAPI.navigateToFolder (
folder); } } ); } // set up
monitoring of folder CTXS.
Extensions.onFolderChange =
function(folder){ CTXS.ExtensionAPI
.localStorageSetItem(”folder”,
folder); 1} ;

of view CTXS.Extensions.

// set up monitoring
onViewChange = function(newview){
// don’” t retain search or appinfo
views // instead, remember parent
view. if ((newview != ”appinfo”)&&
(newview != ”search”)){ CTXS.
ExtensionAPI.localStorageSetItem( ”
DR

BF Citrix Workspace [ BEFE R b= Eibizg
&, ERVDERTRER. sTLURE BE XM
TERRT.

Citrix Workspace A#ZEFEBE AR Ul, FLXLE
HINAER, ATLER StoreFront EEIEHISE BN
B, BXFEHAER, BEBRAANARFNESEIEERR
IR E,

view”, newview); } }
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Web Interface Thag

StoreFront Z34IhEE

gl Ul SRR Ul, 84 “NARRE EIFR.
“KEETFR. ‘AR ETR. (ETRIRE)

AR, XAH8. iTaEREe. iTaERER

EREVDHEE (Pre-locale) (FRffl. s, HBHEHE.
BT E)

BUANERT, Citrix Workspace R 2R Ul JiEm+
X, EARFMIRSUTF—MNEATFAN, SEUFE—
METRR. R, BE— N AEREFIED R,

fEF StoreFront BI2EH & AT LM ERAVER SR HAT.
. StoreFront EIRITHI SRMRIEERFH BEX
Web 55500, EERHNER L#HITEENX. EHAERX
BEX, AILSEEREGRRIRE, 5
.theme-header-bgcolor { background-

image: url('spirals.png'); }

RIANERT, SEERBNTEREER. WRFIHIZAER
ET R EHSHMAEBE:
var doneClickThrough = false; //
Before web login CTXS.Extensions.
beforeLogon = function (callback){
doneClickThrough = true; CTXS.
ExtensionAPI.showMessage ({
messageTitle: ”Welcome!”,
messageText: ”Only for \<a href=”
http://www.WWc.com” target="_blank
P\>WWCo Employees”, okButtonText: ”
Accept”, okAction: callback } ); }
; // Before main screen (for native
clients)CTXS.Extensions.
beforeDisplayHomeScreen = function
(callback){ if (!doneClickThrough) {
CTXS.ExtensionAPI.showMessage ({
messageTitle: ”Welcome!”,
”Only for WwCo
Employees”, okButtonText:
okAction: callback } ); } else {

callback(); } 1} ;

messageText:

”Accept?”,
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Web Interface IhaE

EXRERITE. ERXRFRHEHE. EREREAZHER

MARFFERIES. NAEFRERFHER

X E (FRERR)

REERFMIKENIIEE

TEEMENERER. EaTdNERRER (81FH
l%\)

BFigE

StoreFront Z34IhEE

ERRELAENNEEXXE: RENTSBFMES (*F
BMTI) , UKREBRIERSHTNEMEEE: .
customAuthHeader, .customAuthFooter
.customAuthTop, .customAuthBottom
{ text-align: center; color: white;
font-size: 16px; } ROIE FEHESAR):
\$('.customAuthHeader') .html(”
Welcome to ACME”) ;. mHlBIZE (GhERR):
function setDynamicContent(txtFile,
element){ CTXS.ExtensionAPI.
proxyRequest({ url:
txtFile, success: function(txt){ \$
(element) .html(txt); } } ); }
setDynamicContent(”Message.txt”, ”.
customAuthTop”) ;. FR: ENEMZAFERHRE
BEISHE, HEHET custom BERF, FAELL
FrffM =R FIFr B E P imEFHME Ul, 158m8R
AREE customweb BRH,

E2A LRXTF CustomAuth SDNREHRG, ES
i ERXFohSABMNRG, &R ##customTop
miE . customAuthTop KKEBEBETRELHIRE.
IS

##customBottom { text-align: center

»customweb/”+

; color: white; font-size: 16px; }
*x* Example static content using a
script: **\$('\##customBottom').
html(”Welcome to ACME”);

StoreFront FIEEEKILE, BE, EAIURIZBE
X, ESH LENERFERITE.

BIMERT, SERFIRE, Eabh@d JavaScript
AR M.
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Web Interface IhaE StoreFront Z34IhEE
TEXITH EIERISENENIEE. T EAPI REHTHMNESEE

HRES, 1ESIH
http://www.citrix.com/go/citrix-
developer/storefront-receiver-developer-
community/receiver-customization-api.html,

RERWBEEX (i55)

ICA X rEBMEMARAEBRBENX ERHEFH AP,
http://www.citrix.com/go/citrix-
developer/storefront-receiver-developer-
community/store-customization-sdk.html

BMIIERENX ERHELFHN AP,
http://www.citrix.com/go/citrix-
developer/storefront-receiver-developer-
community/store-authentication-sdks.html

JSP/ASP iEifia] BT UIMNZEBARXFRE, Fit, StoreFront EFRiEM
ZEM APl, H1R% JavaScript APl 2 Ul BE X,

FcE RS 2540

June 5, 2020

BT HRIT TENESKERZ MRS StoreFront IZNIRE. BEEESRSZ[HE, —RBNEA—GRSHFEN
RS EREMBCE, HIR Citrix StoreFront BIRIZH & RAEBBRHNEMEMARS B LiB1T. YT EEFRMIER
BREREIIAFREMIRS S, UWHRRENHEANEERT 0

WA E B ETE StoreFront REMEM IS Web g BEAE (Bl L EML S ID) #EREM StoreFront AR
S5asLARIAR S5 25

mARSS SRA PR INARSS 2%

BILUEE AT “ARINARSS 288” AESSIREURAUAIS, LUEREB I RER StoreFront IRSBIMAZMBEBER. HXF
RSS2 AIEIIA StoreFront BEFRIFAER, BFSHRMAINE RS EH, HEFHL StoreFront BIZBIATY
RIS, THEERNARRENRSSENE,
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MBRSS BRE P MIFRARSS 25

AILLEE HATHIBRARSS 8855 M Z RSS2 StoreFront BRERMIFRARSS 8. FR T EEEITES MRS B2, I LURER
ARBEMEMIRS SR MZIRZSB[BMBEFRERRSF 0, NAKREMAHTEFRHRER.

EEFAMEMFREY StoreFront ARS8 2 a1, BIGHEENH RIS, BBRABRSHEENH] FARE

Rt B oL BRI S 254E

ERERESTTRTENZMRSS 2 StoreFront BEFFAEAMARSBOEE, FHESHARSBNEERE—H. F
MBMREEENERE, UERERTHEPNRSFANURESEEMAREBHTEN. BITHESH, EEHMT
HARBFBERSBRZE, ERERITE-TER.

HE:

EEBRIEPEFTAPHEMRS S P EMER. MREHRENMRSENEE, BRI EEER
HAPPEMARS R, UBREZEMBEPNS—MRSHBEBENRN, XETFHEER.

EHPHIRSFEZ AR ENERBEUTRE:!

 FiE web.config XN ZE, HFPEE StoreFront iBE.

o C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients WA &, fl &
C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients\Windows\
CitrixWorkspaceAppWeb.exe 1 C:\Program Files\Citrix\Receiver StoreFront)\
Receiver Clients\MAC\CitrixWorkspaceAppWeb.dmg,

o C:\inetpub\wwwroot\Citrix\StoreWeb\Custom\contrib HAZA,

o C:\inetpub\wwwroot\Citrix\StoreWeb\Custom\custom folder AR, HINEHIFIE %
#0 customisation.js Xff.

« Citrix Delivery Services IEBE#ENAR, EEAFHENNIERHETIR (CRL) Bib. (Bx5 %k CRL
W¥AER, BESRIEBAHEIE (CRL) 92,

AR

TTHABIES HtRSERY, SERESNFITX. EBmHRE, MAREEERES.

Bl EREZA URL

AILUBE HITE R E L URL ES & AEREPEENNARIEREM StoreFront iR A9 URL MIiRAY URL, StF
LIRS R/IE, FHIEEHHTH URL, aJLUBEHITIESREET M HTTP B2k HTTPS, FilREA HTTPSBREET
Microsoft Internet Information Services (II1S), # B3 HTTPS #3EFRMEIBIA Web ihH, BXFAEE, 58
H{RP StoreFront SEMNEL 2,
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BRSSPI TN

ATREBELERRIRHERSHE R ANAMEE, StoreFront RG4S TEMBEAIARS 88, KT E RS20,
StoreFront 288 ZARS3 28, TEAERBANRR. EAUTSHAEERS TR E):

o FRBERMBIS T EEEE MEE Delivery Controller IR EIRS 2388 Bkid AT, StoreFront AkAE
BRI FE BT E M ABRE AR IE] (LD SRR . BUIAER 0 %k,

o BOIFFERBIENERE StoreFront 2iX5 2 MRS EBRBERMSEIT ZARS IHETE (AL BREM) . BRIABGT
FEEEBTIELA 60 2%,

1BRE “FrARMBT AYiFEREIE)" IR ERED

REBERARIFRE KM BT B FF 4T EE T LR R4S E Delivery Controller RRTEFE£REN; EXUS~EREE
M, BIGBYRILE RISk ARSS 28 ] S A P T e B 4R AT BN R el fE ALt Delivery Controller FEZIR. AN AEE
E2E ¥ % Delivery Controller BY, &£ EERAEANFFERKBGI IS EE, LHEXNTFIESXHER Delivery
Controller,

R BRNMIFE KRBk s 4EEd ElfERIES % Delivery Controller FRiIEMZ RN AT AN, B2, MRAINAEE
BT ¥ % Delivery Controller, HEHHP—LERATH, FFIHBRNATRESIEMN. BEENHRSURATFILS XA
Delivery Controller BF, AJLURBIRINE O 55,

BN AEENSTEE
BE:

EEMSBHER, —RBEA—BRSBVBELNRS[ANEE. #R Citrix StoreFront EEEHI G REH
EREMEMIRSS S LIETT. TifE, BEEEERFRERSSE, WEEHHBERNVEMIRS S,

1. £ Windows FiaRR SN AEFRREF, KFHEE Citrix StoreFront ik,
2. 1£ Citrix StoreFront EEEHANENERPERNABRET A, AEEREGRDELEEE Delivery
Controller.
3. #EE— Controller, &g, RS8R Delivery Controller B2 EHIGE,
4. £ “‘BRIEE” H, pHLE,
5. £ “IERKILE” WHEED:
a) EFTERMBT RS ETTH, BEE5IFHEA Delivery Controller B9FR T BRSS 28 MH R 2k MUE 1§
Delivery Controller ¥ R##NEETIE] (WL E0REEAL)
b) EBLIIFEIANTH, BHEEFIHANESRSBMMNAMEFENABMABTE (LD FRENM),

[=R=g v BN e

June 5,2020
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EAILUERS M HRINSTRS %, BEIATENER
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BiE

B B HIIIERSS

ETF XML Service M &3 303E

iEFATF XenApp 6.5 89 Kerberos ZRZE K

BReRBMHEIE

i B AN A (a) B,

& S IIEARSS

January 27,2021

EESHWIESE

FHAER

B IIEARSS BTNt A P B T 2RI, EEAETEIAIA]
Microsoft Active Directory, MMHRREFTEEH
BREAAIE B SNEEMEAER,

#N&R StoreFront 5 Citrix Virtual Apps and
Desktops i FARERE, HEXEILE Active
Directory 15, MBI StoreFront E2& AR
Citrix Virtual Apps and Desktops XML Service 3
IR P & MR R,

AL ITERE Kerberos ZRESIERE
StoreFront &AL Kerberos ZREkM
Delivery Controller SiE& 4

8 StoreFront SEFHFAEAHAMHIRESEEREH
I93IF,

MR 235 Citrix Receiver for Web = A FERY & 2R
BoOMER, ZREETHNAMEPEERNSEE

==
_%%Eo

A E AR AEIZSNIIERSNFMSENRF SHIIESE, BERIER: £ Citrix StoreFront BIizHI&H
HRERPERFNRIES A, ABEREBSETDET Manage Authentication Methods (BESMHIIESE).

1. £ Windows“F8” RE® “NARRR" BES, HElFHEE Citrix StoreFront Rl
2. 7z Citrix StoreFront ERizH ANAMERPERNBBEET &, ASERETERIEEEESHIITA %,

3. EEENAFBRNIFRE .
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. j ]

i | Method Settings

User name and password m
| SAML Authentication -

[v* Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites

Smart card

Can be enabled / disabled separately on Receiver for Web sites
| HTTP Basic
[+# Pass-through from Citrix Gateway
Installi d uninstalling the authenticati theds and th
nstalling and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

o |

o EHAFARMNEBRERENRRAERSHEIE. AREHNECHYABENEERANERE.

* %EF SAML SHIIEEEENUSIFS SAML B RHIEFNER. BRRSHRMEFEIISME, BIRES
FE SN ABENBHER. K “RE” THREH:

- EESHRHEFUEENSHRHIEFNEE.
- ERRSREEBUNRSEHEEEET. SNRUEFFELER.

o EFREEBENEAMBFIREEE Active Directory 5%, AFREMAEN Windows HENIESHE,
BNEJ7EIS IR B S BB SR B e E R

Z{EA Chrome A 51833858 Receiver for Web s SfERINEESHIIE, &FkE WebHelper A
—eR % Citrix Receiver for Windows 2i:& BF Windows B9 Citrix Workspace M ABEF. BABERLT,
WebHelper fEEF Windows MR ERF—iEe R, BHSTREREMA ADDLOCAL BH#EITRE, A
WEFERAPTEBRESIERE, YA I&& ERET Citrix Receiver for Windows Zi&FF Windows 89
Citrix Workspace i FA2FE, H#AERAHEBSMRIE, 1§21 AT Windows 89 Citrix Workspace
Rz 2R X1,

« ERERERUBAEREREMNRIE. BREhRNARENEFEREEERM PIN #1785 K1,
« % HTTP Basic LIS HTTP Basic B8, AP I%m StoreFront AR5 2349 IS Web RS RB#1ITHH

I3k,

« HEFM Citrix Gateway EE LB BM Citrix Gateway HE@S I8, B M Citrix Gateway BiF B4 /E,
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BIRI7ET 1) B C NN A RER BB E R,
i@ Citrix Gateway AR AEENE AR BRAERSHRIE, BER “REERIMHHIE” E5.

EEAERAPE

AILGBEHIT “AEE” ESRHERAEINEIEER (BEES0EA Citrix Gateway EESHIRIEER) HAFST
N AR IERIRIRE,

1. £ Windows FiaRES N BIEFRES, KEIH B Citrix StoreFront BNk,

2. 7£ Citrix StoreFront BEEHIANANERPER ‘NABE" 2, AREERERTEREUNSHIIE
Fik. 1E “1BE” Bigth, BEEEEMRIEAE,

3. EARPZNEE > 8BRS, EREBEREH,

4, ERREMEE, ARRERNBATESENERR. izt EEF AP EEBERFIEERLILS DR

SMNAEE. BEEEUEE, BE “AEE" JRPERENNEE, ARRERE. E2EEMIRMAF KA
WIRNAEE, BTEFIRDEFIZISH B TR,
TEEEZNAXEREAFBAAEENSMARBNER. IREFERAFPRBIEAFIBABNEE, B8
NetBIOS ZFFARmMEITIRB, MRERAFARBAFP ETEIMFEXANEIE, BET2EENEARMNITIR
., NEFERFERERBEAF ZRANERRBAFP EEIMMERANEE, WARERYEE NetBIOS &H#RF
SE2REISZ RINETI RSP,

5. MIRMEZNAEE, BEMNBINETIRBIEZEHFAE IS RIAERAIE,

6. MREBAERE LIIHAEE, BEPEERTE T ETREATIREFE,

RFBFRENEE

A LLUET I TEIEBEEI TS KA ERIRERE R Citrix Workspace R FBTERFH Receiver for Web b/
BRETE, QESHIEIIRSE, BARESZ1E Citrix Workspace M AT2F# Citrix Receiver for Web 58
FENECHER, BMEZEEIHREENLtt. MRRERBALLIIEE, EHFRRS SBMEENRRRITREP EREHEE,
WNRAF B LA EER L S P IERSMNEMNARE, WATHAFREREEEARBRNRETERBAXLERF,
NRRALRN L L HRIIE AP BN ENERENNEAEER, EHRERFTEM B EINRS TR A fEE,

Citrix Workspace M 2R Citrix Receiver for Web #5357 4357 13 B 88 50200 LA R 1314 B B3,

{8 Citrix Workspace M B2, Citrix Receiver for Web (i@ Citrix Gateway) Ei2ihRNBEENRA T
HEEBE T AN E R ER, $AEA Citrix Gateway %1 Allow Password Change (A FEXN#ERE) (B2
Citrix Gateway X#%)

NER%EET Allow users to change passwords (#iFRFEXZD) EW, BiFARNARE (@it StoreFront)
HRF REEEZE S AN B E S, TFFR:

1. £ Windows A RESNBEFRES, KEIFHEBSE Citrix StoreFront Rilk,
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2. 1z Citrix StoreFront EREZFIAMNENERPERNABET R, AGTE “BF ERF2EEESHRIES
%o

3. FAFPRMNEN > REP, EFEEEGEI,

4. EAVAPERHER, BEFEATHAFEREN. MREFIEDR, NWHMBITRHSIFASE, WBTED
ST AR R R EM N AIEFRI A P R HS .

5. {EEEAEEEE M Citrix Receiver for Web s &5 F A {AIEY BT I B ek EL 2565,

+ Only when they expire ((RYUIHE) AFAFRETHBESHNEREZN, ATEBEHmHEE
ERNAFBEE R EEEIIEE,

« Atany time (F&EEY), AFAPRENEREZERE, MTEBFEHNAMAR, RASTEEERNET
—%%%, RARAMNABNEHITEZNAF ERTETHRES. RINERT, HEE Windows 5EE
REREMARZ BN ER, BXI8EBTEXBHNERNFAEE, FSREEZE T RE
i8E%, 1% Citrix Receiver for Web 3%,

=

AE:
Haf® StoreFront fR5388 L E R BB T BIREFEAIERFANREXF. NRERFPNZEES

B35 H8, StoreFront ZTEARS S EAZAF IR — M 2ECEX . StoreFront pZgEmS 51
IEHISHITERE, AREENAF RN,

NR7E StoreFront L3 WNR7E StoreFront L3
Citrix Workspace NA A, AFPAUERESH RAIBNALERES B, AP UESEIH
52 SRR A Z i E N
Windows =
Mac =
Android
i0S
Linux =
Web = = =

BEIRSEZENEEZ 2R

BEEMRSEREE, RABFEBEEARELIZFRHEBAKS. REBMRSEBHREERR, NIRELHAFEER
HAGERRE, sJLUETEREE SR REREMEKS S0 BB EENRED.

REBMRSEHREEN, FIEEAEBEREREF S RITENEEMNFEUIKIRERNAR. MRA StoreFront 5A
TXEDEE, RIBFEAMRSEREERERHATEENRE, NALELREFARITXEESHINR.

HERSEHEENMER HTTPS &35 StoreFront WA FER, XLEBAFFeER HTTP E#iAR
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StoreFront, AILEREMIRSEBREE, NABEEFERABFPBMEEE StoreFront #1758 M RIER A BEE A 58D
REZBESE,

BENRESEBEERSF UPN ER, g0 username@domain. coms
EANABEREBPRSZHEEZR], BIHRF:

o NABIEREBEAERRF 2MEE S50,

o« NABERBEANVERA— N EMRSBEES, MR StoreFront BEENERAR—EHAEEFNZ NG, Wk
T BBRESZINEBRE NS REME XN EE,

s NABERBEAAFAFPEFERAZEE BT R E S E S,

o WU StoreFront BZAREIES Receiver for Web i s 8% Bk

MR REHEE BBRS TR EE A fei#tTERH, ©1& Citrix Virtual Apps and Desktops M EHigd. BXEE,
ESRBERSEEBES X,

1. i@ 7E Citrix StoreFront BIEFH AN ENERFEZENABET R, EREERPREEEIHRIESE >

RRRME, AREMNTHEREPEZEEREEDN, 7 StoreFront HEABMRSEREESRR.

ERHER P EEBRNEE, AREEHE.

3. NBF&MEB TAEREPEFREKS B8RS, N THERSHERE Citrix SSPR, ZAEREHTE.

4. EERAFERERBELBRSENEEREETHEMMBBK,, RMNBHEBRSKS URL, BEHRE, AB
BEWE,

N

h Configure Account Self-Service

Use this setting to configure user-initiated account unlock and password reset

Account Self Service | Citrix S5PR =

This method provides user-initiated account unlock and password reset
using the self-service password reset functionality of Citrix Single Sign-
On.

I Configure... I

o I

X% StoreFront &2 URL A HTTPS (fidk HTTP) BIb&EMARIA, HEXEEEREERGETIA 1T F M
BNEBRZE, BRARHEERNA A,
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Configure Citrix SSPR

Specify whether or not users can reset their passwords and unlock their accounts through
integration with Citrix S5PR.

% Enable password reset

|w*| Allow account unlock

S5PR Account Service URL: | |hitps://server. fullyqualifieddomain/MPMService

3

BPTRER Citrix Workspace B2 ! Citrix Receiver for Web B, Z&EMErIA. BEEME, BETA
FATHEE B &R T,

Citrix StoreFront

Start

a

Manage Security Questions

7£ StoreFront HECESS, Citrix Receiver for Web ERRE LG Entk - BEIARS #EE (FEEM Citrix Workspace
MAREFHPETAEE).

BHERRSISAPES —AYIRE, UEGEESRMKAREERE MRBEBHEDUITA).

TR EERAHRETHE T, T— I RESETERANTENERE (E\BP), fEEREEIRREPHNZES.
BAE, P BBRSAEE UPN &R, fflil username@domain. coms

citrix | StoreFront
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BARREOZEZeRE, MRFAEERBSAFRMUNER—F, NHTERNRE BHNEE), HENBFIRIER
o

HESHEIERSIRE

BB T “HESHRIERSKE” FSEEERZINUIERSHWEABE, MMERMEXLRHREZE#HT

BRER.

1. 7 Windows e RBX N AiEFREF, HFIFH2E Citrix StoreFront #ilk,

2. 7£ Citrix StoreFront B ENAMBEPERVABSET R, AEELEREETIEE— M NABE, Fig
FERSD, BREESHIIIS .

3. ERATHRER, EEHZSHINIERSLE.

4. BEFERHRZSMRIERSSEE, HMEAREEEMH FhEREPER— M AEE,

AR

HESHEIERSSTRASMNRIERS ZEFEFENEESR. ZTNARELZENSNIIERSKAAELZESH
WIERRSS, HBEMEEEH SN ERHZS M IIERSHIFRE N AEERHR,

BERWIEERE Citrix Gateway

AU HIT “BEEERRS ML E5 08T Citrix Gateway AR AEENE AP BRAEESHRIE, XH
HELERBEPBAFHIERET “M Citrix Gateway HiB” BY, 7 HERITHIES.

MEREBWIEZIRES Citrix Gateway, NAFERASEEE®E Citrix Gateway BiIEZ /S, BIRITEARIE IR A
AIENEER. FEEAT “M Citrix Gateway BiE” SHRIEN, BRI TFERARS, WERERFAERAES
BER Citrix Gateway WA S#{THEIES B 11T,

EHTF XML Service BI5 4563F

December 2, 2020

3R StoreFront 5 Citrix Virtual Apps and Desktops i F AR, FHEFEAILE Active Directory 54F, M
AT LU StoreFront B2E& AfEA Citrix Virtual Apps and Desktops XML Service 3RIERF & MELEIE,

BEAET XML Service 195430

1. £ Windows FaRESNBIEFRES, KEIHEBSE Citrix StoreFront Rk,

2. 1£ Citrix StoreFront EREZFIAMNENERPERNAEET R, AGTE “BF ERF2EEESHRIES
%o
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3. AEESMHRIEAEAREL, MNAFREMNEE > 88 THR SRR FIEERERIL,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. (i ]
.| Method Settings |
User name and password m
[] SAML Authentication e g
|v/ Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites
[ ] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
(] HTTP Basic

| Pass-through from Citrix Gateway
Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o |

4. 7z Validation Password Via (3tifZf 5 ) 5=+, &% Delivery Controllers (Delivery Controller),

SRIa% i+ Configure (F28),
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onfigure Password Validation

Use this setting to select how passwords are validated.

© Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from Citrix Gateway and HTTP Basic. You do not need
to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers «

This method delegates end user authentication to Delivery Controllers,
Click "Configure™ and select one or more Delivery Controllers to
validate user credentials.

Configure Delivery Controllers

Delegate end user authentication to Delivery Controllers in Citrix Virtual A
Add one or more Delivery Controllers for validating user credentials.

5. #8 Configure Delivery Controllers (E2& Delivery Controller) R&E_EHIHBERIMN—1 5% Deliv-
ery Controller BFRIFAF &R, REEdE OK (HE).
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Edit Delivery Controller

Display name: I CVAD
Type: &) Citrix Virtual Apps and Decktops
XenApp 6.5
Servers deliverycontroller.xample.com -
(load balanced): _
| Add.. || Edit. || Remove |

o' Servers are load balanced

Transport type: HTTPS -

Port: j443 |

#HEETF XML Service B9 555630

1. £ Windows FFiaRREENBEFRES, HEIFHBT Citrix StoreFront Bk,
2. 1£ Citrix StoreFront EEITHI AN ENERTERNEBET R, AGE “BF ERPAEEESHIRITA

o
3. EEESMRIEAZERE L, NBAFRFZEE > 18B5RPIEFEEFEIIT.
4. 7z Validation Password Via (3IFZmAR) THied, %% Active Directory, AF%E OK (HE).

73 XenApp 6.5 fic & Kerberos £95% &k

June 5, 2020
=W
XenApp 6.5 BRAZIEHEILER (EOL) RS, MEESESET BXEiTF.

ALUESHITREN AEEIRE > Kerberos ZIRI S5 E StoreFront 2% f# /8 #15 Kerberos 4% E kA
Delivery Controller 33iE&13,
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BER. EZRSB[BEEFR, F—RVEA—GRSB[BUERRS[ANEE. #IR Citrix StoreFront EIRizH &K1
BEFNEMEMARS S LE1T. TlE, BRI ERLERIRSSAE, UEEHBERHEMIRSES.

1. £ Windows FisRREESNBEFRES, HEIFHBT Citrix StoreFront Bk,

7£ Citrix StoreFront EEIZTHI AN ANERPERENABET R, AREEREEPEE—INAEE, £
“UR1E7 BT, RERBENAEEILE, AFRE “Kerberos FK,

EREAREZA ‘A Kerberos &%t Delivery Controller #4178 4I0E", U5 3IEMAHEA Kerberos
HREKo

Bt & StoreFront fRSBBHEIR

StoreFront k5 Citrix Virtual Apps REER—ITEN LB, BHRITUTIEE,

1.

N ok w N

© o

EiEERI2E £, $T7F MMC Active Directory Users and Computers (MMC Active Directory BP#ItE
M) BE&ET,

FEOERE b, HakIbke.

EEMERSD, BERZTANITENTR, ARERE StoreFront ARS8,

EREERT, REEML,

HEERETRE, RHUEELHTENREREENRSTEREREFHRIENN, ARREIHRM,
TEARMARSSIHEER, BERAFHITEN.

EEER P T ENIHEEPHRABEZENNREFESR, AIETT Citrix Virtual Apps and Desktops
XML Service HIRRSSBIEIR, AEREHE.

MFIRAPIEE HTTP RSEE, RAEBEEHRTE.

[z FA B e R A EE

ECE Citrix Virtual Apps IRSBMEIR

A8 Citrix Virtual Apps BRS528ACE Active Directory Al & k.

1.

o AW

~

fElEiiEHIgs |, $T7F MMC Active Directory Users and Computers (MMC Active Directory BA#it
BHY) EEHT.

EEMEER, BHEHETANTENT R, REEFIETT StoreFront #EEE 5 2 &= Citrix Virtual
Apps and Desktops XML Service #9BRS 28

EIREERT, REHEM,

AZRAT R L, BENEELITENREMMEENRSMNERETESHIIENN, AREERM.
ERMARSIHEER, BERAPFITEN.

TEEZ AP R ENIHEEP RN B RZFENTREMESR, NiE1T Citrix Virtual Apps and Desktops
XML Service MRS ETR, AEREHE.

MFIRPi%EE HOST BRSEE, BERE, RABREIHM.

8. EFEAAHITENNEEFRMARDEENNRIBIMER, BANBITHIBNET, ARREHE.
9. MFIRAIEE cifs 7 ldap RS EE, ARBRHHRE. FE: WR |dap RSETHMNED, EEE—5i8E

#2809 FQDN LACHYIEIR,
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10. MZAEMRHXHAMEE,

f

BEF]

ol

=N

RERSMHER Kerberos HREIREY, BHERUTES.

« Em:

BRIE7ETL Kerberos ARZIRIER THITEEF HRIE (REEEF PIN EBFHRIE) , SNEFE
ssonsvr.exe,

« StoreFront #1 Citrix Receiver for Web 1#E&:

E PR ELFE ssonsvr.exe,

Al Citrix icaclient.adm #&#x$#9 “Local username and password” (A ZFEZE) &B N
FERAZE (= ssonsvr.exe EE) .

%= icaclient.adm 1%ix Kerberos i&&.

¥ StoreFront ;=2 RE IS (FQDN) FmZ Internet Explorer RISt S FI&R D, EXFEEXKE
89 Internet Explorer &g &, EH “FERAKMAFE” &,

PRSI,

f£ StoreFront fRS3 28 LB AN EE S HIIES %, F33 Citrix Receiver for Web BRZ A%,

« StoreFront. Citrix Receiver for Web 2= PIN NS 8E£SHI85E:

E s EFXE ssonsvr.exe,

EREEBERIHIIE,

A% Citrix icaclient.adm #iR 58 “Local username and password” (At ZFZE) REHN
FEAAA (F=% ssonsvr.exe TIEE)

HZ icaclient.adm ##k Kerberos i&&.

£ StoreFront iR 28 LB RS REREMIIEAE, #H3T Citrix Receiver for Web ERZ A%,
BHFEEREEEFMRIE, BN Internet Explorer £ £3I8 B H$t3¢ StoreFront ik 52 X335 A
“ERFRMARE” .

&P ImS AL F A,

« Citrix Gateway. StoreFront. Citrix Receiver for Web #1274 PIN B%E 8t £ 54 HIE:

B Fim ETE ssonsvr.exe,

BEEZERIHIIE,

A Citrix icaclient.adm ##x$#9 “Local username and password” (A ZMEZE) &B N
FERAZE (F=H ssonsvr.exe hEE) .

%= icaclient.adm 1&ix Kerberos i£&.

7 StoreFront AR5528 L= A Citrix Gateway BB SHMIEA A, #3T Citrix Receiver for Web =/
ZH .

BHFEEREEFEMNRIE, EN%E Internet Explorer R£38 & H5t3¢ StoreFront &b 55 X335 A
“ERRMARE” E,

& P imp AL F A

5/ StoreFront HDX B¢HEZE Citrix Gateway BB sEF S IIEA EMtEINIRS2BIMEE, LBk
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Z5HIER Citrix Gateway EIIRS 23 ICA &S,
« Citrix Receiver for Windows 5:&BF Windows £ Citrix Workspace R 2R (AuthManager). 7R
WA PIN B9E 86 SR StoreFront:
- EPiH X ssonsvr.exe,
- @ Citrix icaclient.adm #&ik=# “Local username and password” (AttBFAKZRE) REH
FEMAZAE (F=H] ssonsvr.exe IEE)
- EZ icaclient.adm 1Rk Kerberos 1&&.
- BFHSTFEF,
- 1£ StoreFront B LEREREESHRIEA %o
« Citrix Receiver for Windows &R F Windows &9 Citrix Workspace B2 (AuthManager). Ker-
beros # StoreFront:
- BPim X ssonsvr.exe,
- @ Citrix icaclient.adm #&ik=# “Local username and password” (FttBFAZMZE) KRB R
FEMAZAE (=4 ssonsvr.exe IEE)
- EZ icaclient.adm 1R Kerberos i&&.
- EXRTFEEXEM Internet Explorer €8 B, % “FERAMAFR R &
- BFRSTMFIE,
- 7£ StoreFront fk5328 L B RAEEES M IIIER %o
- BERBIGEUT MR
NG
AMRBEALSSHTEND, JHEFEENRERERA. Citrix TEARIEFEFMREIERER
FHESHHMMIRBEBRURR, FEREMRFBEREFEEEBNKG, ERETMRZA, BSHHT
&ino
3FF 32 firit &M : HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManagerProtocols\integratedwindows
&Z#: SSONCheckEnabled
38 REG_SZ
f&: true  false
3FF 64 (itEH:HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\AuthManagerProtocols\int
&Z#: SSONCheckEnabled
38 REG_SZ
f&: true  false

ECEE R RE DI

December 2, 2020

AXEENA T EHE StoreFront BBEBRNFIBAMFIREB R NIIEFTIRNES. BXFAREENRT B
B, BERET T mEIX .
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X Citrix SRR ESEFNA T MR Citrix BEREFERIHEE R REENEREF. XUNPRERTHMN
AR EE .

AR

A H, BRIESITIHEA, T “Citrix Workspace AR MR Rt RRZ2#5H Citrix Receiver iRas,

WEFM

IR RIZPE StoreFront ARS38389 Microsoft Active Directory 15si#& 5 StoreFront IREBHAEE HiE
WHEEXRNERNEEFE APk,

MREH VB RERFEESHRIL, FHREMNEERFIR-RELE, PEEFLBEMNEEURFRIEG PIN £775K
BE S0 VX FRIRIIE 5 o

ERMEA P KSEANBEFHIETT Virtual Delivery Agent B9 BN Sk IEN £ R E MM B AYE sE-EPial .
BXEEEE+S Citrix Virtual Desktops 56 FERMFMAER, BESREEE .

WEIRIERT, IERFREREE T QARMEM, HILHST Active Directory B IEFRERE T i/ BRETHIEBH
BRI LR TIHRAT R P IERIIE.

fcE Citrix Gateway

7z Citrix Gateway ig& £, REIEBMRIAMENERRSB[IER. BXFMER, BSRLENERIES,

7z Citrix Gateway €& £, REXHENEERAFIEBNIEBMANTAINIRIER, EXFAER, BESHE
Citrix Gateway ERERIEH,

AHTEFPRIEIPSHRIECVBHREEEMRS R QIBIEDZHRIERLE, 15E SubjectAlt-
Name:PrincipalName LUMIEBIREVBF . ARG, RiZRERSIE DI EINARS 23 H BB MRS 283K R
EPIER. BXIFAES, BERARENHES P HIERSHIIERE,

RIEBMANIIRIE B E ZIEIIRSS 8. BXFMER, BSRGRIEBAINEEMARS 2.

NHRAPEEESHARBIDERNER TF2BIINEIEMRS BERRHEENRT, NEIBE-TE
MRS 28, OIERIMARS 2R, BERSERETE (SSL) SR 2ERAEF HEHRIE. AXFAER, BSRAE
BEERFEMNRIL.

te5h, EATURE StoreFront ECE MBI LI EINIR S 21 A P E R EIEN ZR. ARERISE—1E
MRS ER, E-TEMRSBATERIBFRR. MREELRILEE, AFRXEM Citrix Gateway 1IESH1,
EBE2HAE PIN UERESENNBERF. FRIEEHIATAFAEEIEAEEFNENERESRSHE
IE, BNEIEREREERES - NMEMIRSS BRI AFEEREER.

BIEATF M Citrix Gateway iE#%% StoreFront WKIERIEFEL B, FHIEXLERIEH X ALPE EIMERN A E
PIRSER. BXFMER, EBIED Citrix Gateway 1417 StoreFront,

NRK AT StoreFront EEMEIMAR S HREE A BERNFIBBEHITEPIRERZHRIE, WaAHMeES—
EPAARSSER, AL StoreFront f24£EIE URL, IEPAIRSS 281X H StoreFront £/, FAMEIERE Citrix

© 1999-2021 Citrix Systems, Inc. All rights reserved. 93


https://docs.citrix.com/en-us/storefront/downloads/smart-card-configuration-for-citrix-environments.pdf
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/smart-cards.html
https://docs.citrix.com/en-us/netscaler-gateway/12-1/install/certificate-management.html
https://docs.citrix.com/en-us/netscaler-gateway/12-1/authentication-authorization/configure-multifactor-authentication/ng-multifactor-auth-double-source-tsk/ng-multifactor-auth-client-certs-with-ldap-tsk.html#to-install-a-root-certificate-on-citrix-gateway
https://docs.citrix.com/en-us/netscaler-gateway/12-1/authentication-authorization/configure-multifactor-authentication/ng-multifactor-auth-double-source-tsk/ng-multifactor-auth-client-certs-with-ldap-tsk.html#to-install-a-root-certificate-on-citrix-gateway
https://docs.citrix.com/en-us/netscaler-gateway/12-1/authentication-authorization/configure-client-cert-authentication/ng-client-cert-vserver-and-bind-tsk.html
https://docs.citrix.com/en-us/netscaler-gateway/12-1/authentication-authorization/configure-multifactor-authentication/ng-multifactor-auth-double-source-tsk/ng-multifactor-auth-client-certs-with-ldap-tsk.html#to-add-a-root-certificate-to-a-virtual-server
https://docs.citrix.com/en-us/netscaler-gateway/12-1/authentication-authorization/configure-client-cert-authentication/ng-client-cert-smart-card-tsk.html
https://docs.citrix.com/en-us/netscaler-gateway/12-1/authentication-authorization/configure-client-cert-authentication/ng-client-cert-smart-card-tsk.html
https://docs.citrix.com/en-us/netscaler-gateway/12-1/storefront-integration/ng-clg-session-policies-overview-con/ng-clg-storefront-policies-con.html
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Gateway i&&MIER, FLLZRESRERBEAXRIF, BHEBITEFIFITIBS BN, SERMIEMRS
2%, A9 StoreFront TARMHEBFHITHRWIE. EXFMER, BEBHLEENIRS S

fid& StoreFront

o WK HTTPS B F StoreFront AP & ZENER, UEAEE S M KIE, &% Microsoft
Internet Information Services (IIS) F 5B SSL iE+, AE 38 HTTPS 45 & 10 2 B iA Web ik 5=,
7 HTTPS B2 & Microsoft Internet Information Services (IIS). B X7 IIS F 6l 2 RS 8B IEH A%
#ME R, ESEhttps://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2012-R2-and-2012/hh831637(v=ws.11)#create-certificate-wizard, & %3 HTTPS # & &
meal S k= fiFAE S, 2 iEhttps://docs.microsoft.com/en-us/previous-versions/orphan-
topics/ws.11/hh831632(v=ws.11),

o MNREEERFFE StoreFront URL 89 HTTPS FZFE A IURER P IRIE+, B7E StoreFront k5233 LEEE
1S,

223t StoreFront B, 1S RYBRIABRE (NE R StoreFront B9 IRIERSZ I S HIIE URL B9 HTTPS &
ERUBEPIRIIR, RALRE, SEAPAALERRREREZEEXNFHIEIE, HEATLRIERME Windows
RIKIGE, AFREFPRRESER, MATEENMHITHHRIL,

R IS FRENH A StoreFront URL B9 HTTPS & BERIREEAIKIES, WEEFRAATEES
Citrix Gateway #17i%E#%, H AT AEREZEEXFMNIIE. MEMIEE LBRTEETR, ARPUNERER. E
BRL IS SRS, SHRIERSHNARESAUTR—RSSSLE, HEXMERFERNAEEEEE KR
BEPHIEH, Lo, FEWREED, IS BEFFHIEHAs@E HTTPS &3S StoreFront URL; X—fZ
B34 5 Citrix Receiver for Web EF s S A IEARHRR, Fit, NEREFEERIT Citrix Receiver for Web
B Rimipa e ER L ERE.,

o REHAE StoreFront, REFECIRSMRIERSHFIMNABIE, NRESEED Citrix Gateway H1TIiT
12, ETEBENERAMS (VPN) £/l. BXFARE, B8R EMIZE StoreFront,

o ARNEMLE PR A P S A XS StoreFront MEBE RSB IRIE, AiBiE Citrix Gateway A ia AR IER
BERHFP, B Citrix Gateway BEE& M RIEAE, HHAMR StoreFront BRE R EIREIEZ IR Citrix
Gateway, SIREMNIEHI B FI&E ER%E Citrix Receiver for Windows & F Windows #9 Citrix
Workspace i AREFItXIBAEESMRIE, BEAREESHRIE. EX¥MER, BHSREESHNIE
RS,

B A8 5 e Eit1T Citrix Receiver for Web 2P IR B HISIE, HFAEA Citrix Receiver for Web i
AERZEMEIESZE. BXFAEE, BEBREEE Citrix Receiver for Web #4535 88,

RFEEREFAFEEEFHIRANEBERIEXININE, FFAERARF AMNER S HIIET .

o« MMBHXEEMANEMAFI&&E %2 Citrix Receiver for Windows & i& B F Windows # Citrix
Workspace B2 FREREES N RIE, BERENABEN defaultica X, UEAFIHRERE
MNAEFNEHAAFRSEREZREEDE. BXEMAES, E2H7 Citrix Receiver for Windows Z0:EFH
F Windows #9 Citrix Workspace M ABiEFE RS EFEESHINIE,
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https://docs.citrix.com/en-us/netscaler-gateway/12-1/install/ng-configure-vservers-wrapper-con.html
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831637(v=ws.11)#create-certificate-wizard
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831637(v=ws.11)#create-certificate-wizard
https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.11/hh831632(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.11/hh831632(v=ws.11)
https://docs.citrix.com/zh-cn/storefront/current-release/install-standard.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-delegation/configure-authentication-service.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-delegation/configure-authentication-service.html
https://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/configure-receiver-for-web-sites.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-delegation/configure-smart-card.html#enable-pass-through-with-smart-card-authentication-for-receiver-for-windows-or-citrix-workspace-app-for-windows
https://docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-delegation/configure-smart-card.html#enable-pass-through-with-smart-card-authentication-for-receiver-for-windows-or-citrix-workspace-app-for-windows
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s MRGEBTNAFRAFPERRHIIZENS—& Citrix Gateway E#IRS S, T RN ABERHKENLN
FREFNEE, MAEBEEILEMIRS B HERH#ITRER Citrix Gateway B, BXIFAEER, BESRAN
NAEERERE HDX BB,

« EfEERIETT Citrix Desktop Lock ¥ PC WA P EEBERE EE#TE M IRIE, 155 XenApp Services
URL RS sREBES M. BXFMMER, BESIFEE XenApp Services URL IS5 I3,

FRERFIRE
o WRTEFFE A IRE L REMNVEEERPiE M.

o WFERER PCHAR, EERAEEEEANRNKS RE Receiver for Windows Enterprise. AR
BREEEE AR XenApp Services URL #9 Receiver for Windows, EH AT OB BaEEERINGEHA
AILUARIN BEERRNERE, 1E%%E Citrix Desktop Lock. BXFMER, ESH%%E Desktop Locke

o WTFREHMAR, EAFIESE ELEMRNRE Citrix Workspace R B1EF. EANEREEIMANENIGSEHE

F A Citrix Virtual Apps and Desktops BacEEIREE, AFERAAEEERNRHNHKA MGSRAEOP
f# M [includeSSON ;&M% iEEA T Windows B9 Citrix Workspace R AEF. BXiFHAERE, ESRE
AL 1T8%.
M FET IR RS ol A th it B SRRS £ X4 BE E B IRIEECEIEATF Windows 89 Citrix Workspace R AERF.
ST TR, EEAARREEEH & NENAF K FRBRNIEREATF Windows # Citrix Workspace [z
FRREFAREIT RIER M icaclient.adm SAZIFEHISEH, BERBRMEE, BHFERIZIEE LHAREST
RIFERRECEER, BXEMER, BFBREEF.

BREERENHIEER. ERAAPESRFEEERSMHIIE, BHi%EN PIN CEREESHRIE. AF, BF
APEiEREREEL % Citrix Virtual Apps and Desktops, i&E Bt P &2 R HER AR
FiA ICA EE#HTEBS ML EXFMAER, BESHRICALESE,

STFERAMANZIEENAR, MEAFEERERERE%®E Citrix Virtual Apps and Desktops, &
FB®E URL #MZ Internet Explorer # “Z# Intranet” s “al{Eitm” K, BREEZEKENZ2IGE
PERER YR AP BNEEEHER.

s MBEXE, MERELUNARNAFRENARE FFREBMEFHAF) 5 Citrix Gateway && (WFiE
AR BIFRERES. EXRREGRSRMEAPNEARGE, FEHA ICARESS,

73 Receiver for Windows z:E BT Windows #9 Citrix Workspace N BiEFERAEREEESHE
iE
EMNER B I&E L% % Receiver for Windows B, AIUBEREES M. EEAF A Citrix Virtual Apps
and Desktops &M SEAN BAEFNERE & FEIEEBEINE, TURENARBEN default.ica X,

BE.

EERSB[HER, BFREA—BRSB[BUEMIRS BAMNEE, HR Citrix StoreFront EIRITHI & R7E
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https://docs.citrix.com/zh-cn/storefront/current-release/set-up-highly-available-multi-site-stores.html#configure-optimal-hdx-routing-for-a-store
https://docs.citrix.com/zh-cn/storefront/current-release/set-up-highly-available-multi-site-stores.html#configure-optimal-hdx-routing-for-a-store
https://docs.citrix.com/zh-cn/storefront/current-release/configure-user-access.html#configure-support-for-connections-through-xenapp-services-urls
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/workspace-windows-desktop-lock.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#using-command-line-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#using-command-line-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#smart-card
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/ica-settings.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/ica-settings.html
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BEPIEAEAMIRSEE LETT. THE,
BEEERCREIIRSHRA, UEERBEFREMARS S,

1. FRANARIERTANARER default.ica scff, iz h@EMT C:\inetpub\wwwroot\Citrix\storename\App_Data\
BR%, HA storename AtIRNABENAEEENET.

2. BhFi@E Citrix Gateway R AEENAF BAS R FEEEBIG, B7E [ARRF] BHHRMUTIR
=1

DisableCtr1AltDel=0ff

R ESATINABENFERF. ENKENNAREFRNERSEEMERER-FETEESMNIIE, N
BRRNESHE MG AR BROINAREE. AE, BAFEBRSHESHWIES AR NN BEE.

3. Ehi@i Citrix Gateway ARIN ARENAFR BRASE-EZIBEEINE, Bk [NAERF] BORNUTIRE,
UselLocalUserAndPassword=0n

REEATFINABENRERF. BEANSBAFRRREESHRIE, MEXEMARERA AHREKEM
NARERF, BANSHRARRRIRNNEEE. ARG, BAPEEESHESHIIES AR NN AREE.

Fo & DT HA @ AN A (8] EL

April 12,2021
BE:

EZRSBHER, —RBER—ARSRENRSHANVEE. R Citrix StoreFront BIEIZHI & REH
ERNEAEMRSE LETT. TlE, RITHREETREIRSSHAERE, UEERBEPHEMARS .

IR i Citrix Receiver for Web S AP RERY B EZRS (WNEESHIIES ZHRAR), WA UREREESR
AP ERMEEEZEAEEH. RAERT, RAFREEMNEEEHAENS Windows HREIZERTE.

ERFMERFISEBE B, AILURIESHIIERSH web.config S,

o SIFBINNABE, BRIE C: \inetpub\wwwroot\Citrix\Authentication\web.config
s WTFEEXMARME, ERE C: \inetpub\wwwroot\Citrix\customAuth\web.config

1. BRUTEREE:

<explicitBL authenticator="defaultDelegatedAuthenticator”
requireAccountSIDs="true”
hideDomainField="true” allowUserPasswordChange="Never”
showPasswordExpiryWarning="Windows”
passwordExpiryWarningPeriod="10"” explicitJsonEnabled="true”
allowZerolLengthPassword="false”>
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<domainSelection default="">
<clear />
</domainSelection>
<accountPolicy allowUnlockAccount="false” allowResetPassword="
false” />
</explicitBL>

2. BEZRATEEIEEM, E#EA showPasswordExpiryWarning="Never”,

3. BigBEREXGBME (a0, ZrEEIEART 10 X), B showPasswordExpiryWarning="Custom”
# passwordExpiryWarningPeriod="10",

AR

StoreFront R3z#3F Active Directory FE9R{L D 5RES,

FEBEMEIENEEE

June 5,2020

7£ Citrix StoreFront &, FTLBIEFEEA T Citrix Virtual Apps and Desktops I BiEZFMSECEE—
RN ABE, NERFEBRE. BEbEXLERR,

x5 HAES

B MR A S AILMRIE R ERE S M A,

BIBKRE B G IR EEE Bo B HREZ 51 IR A I SR E S 30
(ER) BEP#TIAE,

FF P SR S TRAD S R EENAEEERFAE SN, HhaER
REEREMNFRE Citrix Gateway SBEFSHnm.

WAFRBEMN SN ARE =R P Citrix Workspace M BiEFERENFERET
B FHRM-AIbK A & B FQDN BYZ2 1 tmmF SR AR
JE LRI R E bk A

BIEET N A RS RENER TR A IS SR AR N SRR 2R

EiEEe Citrix Gateway 3t BB ERSTIZHIE AN EZNAFEE®BY Citrix Gateway 3t

R PR & YA Al

B StoreFront MAREREAREZLNEITRSE BRIMNNABEREANEZELRITRSERE,
veicy

BRNABERE RESANABERE.
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https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/create-store.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/create-store-unauthenticated.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/export-files.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/hide-stores.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/manage-controllers.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/manage-remote-access-through-citrix-gateway.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/configure-two-stores-share-datastore.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/configure-two-stores-share-datastore.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/advanced-store-settings.html
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BIZ RN B E S

June 29,2021

AILUEE I TR N AR EESRETIMINAEE, IURESERIERHENNEREE,; flm, A ERR
HOIRTABE, EF—ARERRAN—E,

DOV AEE, FEREHEESHRSS (ATREFSEEINARERENER) BEE. RE, BEET Citrix
Gateway 3z AEEH#HITIZEZEE (RE).

£ MABEERNR TEL, EBRNARESHRIENAFBRLEAEERECIERESHWENNARE, X2
ERHREFHNRIENNABE. SIRRESHRIENNABEEN, SHRIESENTEHFRNERTA, £MF0 4§
F” BRRFRRSHBAT A BIRANENELR URL, (XEW—FIERET, FENRSSBAERIMNEBIRS2EF R
Fo)

BE:

TEZRSB[H}EF, B RUEA— SRS BUELIRS BAMEE. #R Citrix StoreFront BIRizHI &K=
BEFREREMARS S BT, ThlE,
BEEERCREIIRSSRA, UEERBERREMARS S,

BN ABEERIKENNBERF
1. 7 Windows“F18” RE® “NARF" BREF, #HHeE Citrix StoreFront Bk,
2. 7z Citrix StoreFront Bz ANANERPERNABET R, AREREEEPREUBRNABSE.
3. EUABEEMNEL, BENABENER, AERET—F,

IS 7 FA /1 A #2772 Citrix Workspace AREFHRHAF KA T, BEEE— I ARAFERNAEER
BIEEHET,

4. 7z Delivery Controller & L, 7ItAFIRHEFEE L ZN BB ERENRRNEMLEH, BEHHRM,

5. 7£ “#&n Delivery Controller” 3HEHES, EE—METIRBIIBENEREM. 18E LB LUSRINERER
AREDIRENER, “R3” BARER “Citrix Virtual Apps and Desktops”s XenApp 6.5 fEa—fhzsay
2, BEEETF 2018 F 6 BXI4HAHELERKS, NEESEAET BXFITIIF,

6. Ei@EiWABEEIREA Citrix Virtual Apps and Desktops #1 XenApp 6.5 M SEMNBIEF, BER
SRYIRPRIMARS [BHIBIF IP tohit, I8ELERSBUBEBEIIRE, HIRMERINFTILHXLESRB LIS
BWERBIAF. 33T Citrix Virtual Apps and Desktops i, &#Eft Delivery Controller Bi¥481= 2.
FF XenApp 6.5 17, FIHizfT Citrix XML Service BIARS 28

7. MERERHIRPIERERRSRSZEEH StoreFront iE##LE,

o BEIIKRMBHEZERIZIIE, B5%ER HTTP, MR EFUED, WHATBETRHZE2AE, R
StoreFront 5k 2 EEFEENRZ S,
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https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/create-store-unauthenticated.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-server-group.html
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s ZBEEERAGCRERSMY (TLS) WRE HTTP EERZEHUE, E1%EER HTTPS. @R % Citrix Virtual
Apps and Desktops BRE28:EFIIER, EHFE Citrix XML Service i&& 45 Microsoft Internet
Information Services (II1S) £=HiwO, #35 ISEERNZE HTTPS,

« EEid5 XenApp 6.5 [RS8 B SSL Relay MR £ERAZREIE, UMITENSHRIEMEIEM
%, 1Ei%£#E SSL Relay,

P =

WNRMER HTTPS =t SSL Relay sk1R# StoreFront 5iRS Sz ENERER S, BERERERSEY!
KPEENEBMEXERSZFBVEB LB T2 — (BFEXNE),

8. 5% StoreFront EiEARS2BFTAMIE O, A HTTP #1 SSL Relay BUEZMEIARO N 80, HTTPS iz
ZRINBO A 443, 51T Citrix Virtual Apps and Desktops ARS588, I5EMIEOMHE Citrix XML Service
Fr{E A RYIm O,

9. MREMFH SSL Relay #if® StoreFront 5 XenApp 6.5 lRZ 8z EMiEER S, 51 SSL Relay im0+ #s
% SSL Relay 89 TCP i, ZRiAImAK 443, HRIEIETT SSL Relay MFTE RS SBECE A R —iR .

10. BFHHE, JUENAREERERREEM Citrix Virtual Apps and Desktops HEAEHHNER. RIEFE
BEESBA4E10, LIIHRZNAEEREZENEMEE, RAELENARERMIZZNAEERZE, 2&
_F_io

N. EEfpEnEL, BEMNABRNEEENAREEURNMAESEE Citrix Gateway 15RIZRN A RS,

s ERNABERENNAENEFNAAFTR, BSUREFBRATENE X, RERIBMEHE
AP A RETS IR R R S S

« ERAIZIZN, HEFERTE,

- BENETZNABERMNERAET Citrix Gateway 3518, i5i%FRE VPN EE, BPER
ICAProxy st £& i VPN (cVPN) ZRZ| Citrix Gateway, FFEf#A Citrix Gateway 3k
I ER VPN,

- BESRLERETE (SSL) EMERBMLE (VPN) BE XS IZ N RS Uk AERE P E R,
EEETE VPN #EE, AP EEM#A Citrix Gateway &8Iz VPN &id.,

SRR B S ATiE AR AR B, E BB AM Citrix Gateway BEE S IIEA %, AP @A Citrix
Gateway ®Bit&H/E, BIRIfEiAIRE MM AHEERBEHER.

12. WIRERAREIHIR, 1B Citrix Gateway & &5IRP, EEFEAFLEIHIFRNZABENBE, faiRx
N ABENEGNAEERENFMENRENRREERETIRFT, UHEE, NMRBIFEFIRPEESIFERHE
EEMRERITIHR, BREERTHRZEZABENRIANRE. BEAFIRPRNEMMIEE, HREED Citrix
Gateway FE XSV A B EBIITIZ IR P T AR IEH TR (o

13. EEMIIEAZREL, EEAFPBRANASERIISMNNSEE, REBRET—F, EuLUMUTAZRHET
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« APBNEN: BREGNENAEENEFRANEREFEITEMH R
« SAML 51 AFRSMRHEFIESHE, BEERRNABENEHER.
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« WEE T BPREEMANEN Windows HHENIESH, BNAEiFRNEESENEREEZREMNER.

o BEEE T BRERRNASENERSERM PIN #THHKIE,

« HTTP Basic: A/ M@ StoreFront AR5 2819 IS Web ARS233#1T B0 1L,

« @2 Citrix Gateway Ei&: A/ @ Citrix Gateway JiF & /a, ENEIEARNARENEHIER. B
gy = el vape

AR

T AR ABEM Citrix Receiver for Web 15 S BIN BB E BB KIES E. FEREE Citrix

Receiver for Web i s FriR 9 &2 Receiver for Web 5 = £55 9 Citrix Receiver for Web

Ik SR AR B X L B I A Vo

RPN BIEML RS S PRIEA ERESERERINABER Citrix Receiver for Web 45, (7E
B, EANFANBEEHITIEEHEUEERRE T HFE Receiver for Web i ERIIEE.)

14, EEEZBEWIERE L, %% Delivery Controller LURHZRREIE, REBET—%,

15. 7£ XenApp Services URL T1& Lk, R PNAgent iRl BREFMSERAFREZ URL, SAFERE
=8

16. SIETMAEIEN, BETM.

1H RN IS

mE, APETLER Citrix Workspace M B2 RIS RIEHN BEE, BXFUNEER S ZNBAEENSREAE S,
T IFZ AR NAFREXEEAES, UBMEPNEREDRE, BXFHAEE, 158RAEF HIRET,.

&, BPALUEE Receiver for Web ibsism N BARRE, XEAFEBET Web TEFESENNBRER. ¢
BNBAEEN, BaERBRBT RN ARERN Receiver for Web #5589 URL,

BB RS, F2IAE A XenApp Services URL, #EME1T Citrix Desktop Lock 8 PC 8B, UK fEHR
TEFRBIBRR Citrix R RINAF, A UERANARER XenApp Services URL EiFiA RN A& E. XenApp
Services URL M98 http[s]://serveraddress/Citrix/storename/PNAgent/config.xml,
Hrh serveraddress v StoreFront ZFERIIRS 255k HFEIFIER FQDN; storename A7ESE 3 HigEMN
BEIER,

i@T Citrix Gateway =S BB EMIZIZ AR

EfcE@ET Citrix Gateway X erid BH IR N BEE#HITIZRRR, FRBU TSR, RREELTHFIERE
NP,
1. EIENABERSZZARIES, 2EHERD.

2. 7£7%0 Citrix Gateway & &IHEEFHNEMIGERE L, 7 Citrix Gateway & &IEEETHFIRFINER
B Ro
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10.

AP %7 Citrix Workspace R AEFHEREIEENE RSN, Hit, BEZEMHESAXES, UEHA
FREREERIZMX, B3, sILATE Citrix Gateway BN ERZMPESHIBUEER, UWERAFEBE
MR REFHAEUEEANEREEEFEUENN X,

34F Citrix Gateway URL, EENATEMZEHN Citrix Gateway EMARS23H “URL: 50”7 A4, MR
KEEWA, WEMAKIA https:// w0 443, &AHERE URL PigERO 443,

StoreFront ZPEMTLIRERILEZ (FQDN) 45—, FEFRRTF Citrix Gateway MRS 284 FQDN, &
S #F%F StoreFront # Citrix Gateway E#H RS 28 E AR FQDN,

. METREIAi%E#E Citrix Gateway MR ESH A&,

o ZHIIER HDX B&f: Citrix Gateway R TF#ITHMNIIEUKEEHER HDX &1,
o IREMHIIE: Citrix Gateway BT HNWIE, FHAFEMA HDX KIEH.
« PR HDX #&(H: Citrix Gateway A+ HDX 2iZ&H, FTAFEMHRIL.

. 3 FEf# Citrix Virtual Apps and Desktops 5% XenApp 6.5 I2HHEERENBREETTRNRENE, 15

7z Secure Ticket Authority JimE E714Hiz1T STA #9ARSS 2849 Secure Ticket Authority (STA) URL. &
mz4~ STA B URL LUSABETIRE, FHIRINARINETHX LRSS 2: LIS B FEEZIRE.

STA #£%&7£ Citrix Virtual Apps and Desktops = XenApp 6.5 [RE28 L, HAESIEEIRUMMIEZEIER,
XEESIEEREM AL T XA Citrix Virtual Apps and Desktops 5 XenApp 6.5 & iFi#1T S I8 IEMITRE
B, EAERN STAURL (FISOHTTPS: // HTTP: / /), E{REURT Delivery Controller 8WEE S o
STA URL E S EEIMARS 25 LM Citrix Gateway FEZERI URL #8[E,

. EFIGBERITHHTEN Secure Ticket Authority, Fa] UIEEREIEMR, EiLLtiERG, FEud kM

STA.

ZH#R Citrix Virtual Apps and Desktops 5% XenApp 6.5 #£ Citrix Workspace M AEF X B EHIE
ENRSMAEZENDIERTFIARS, BEREASETEL.

. MREET 2 STA, HEFEHRKIFAIRMERLAT A, i5EFMF STA (1RATH) iERZEHE. StoreFront

BMENRER STA RIZIERE, BIfE— STAEREIEPEBATA, APiEtASHl, NRHTF
EEREXZESHE STA #1T&E(S, StoreFront FELREIEARE STA,

. EEMRIBEERE L, #A Citrix Gateway & &HEMARS 28 IP itk (VIP),

£/ Citrix Gateway EMBRS 2T A IP Hihit, MIFEEMEUFEIRTHREFE IR AT A P tttky 2 F IP it
ik, MXEFE StoreFront @3 H URL #17iR5l. MREALFBIRS[/HE T (GSLB), MK VIP &
IEIEMRXF, XY StoreFront IRFIZ MK, XLEMXEEMERD URL (GSLB =R) EATRREIN
Ko g0, RILAAERMER URL W AEERE=TMX (flg https: ), B
Mx#ECE THE—RY VIP, $4010.0.0.1. 10.0.0.2 1 10.0.0.3

MREFHMIETT Citrix Gateway Hig#&E, EMEREBHIRFEREEILE LR Citrix Workspace R R1ERF
BREENSHRIES %,

o MRAKERBFHEAE Microsoft Active Directory &R, EiEFR,
s MIREZKERAFBMAMNRZESHRENCERR, HAEREH,
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o MRAZERAF RNMNEEENM L2 LERENEAE, BERENRE<SH,
« MRAFERAPRNBIREELEN—RIEEE, FEE SMS SHL1EIIE,
o MRAFERAPRMEERHBA PIN, BEZFEEF.

MRANERFBFMNEILEE THSHNEIESZ (HAPERFHIRANAUEREZSZE) , EMEREFRD
RYRAIEERHB BRI .

11. #REA Citrix Gateway BLE StoreFront H&ELEEAEEEIE, MKAEAEE URL, StoreFront 285
M URL B94RESR 7. INIEEBIRERAIiARIR URL, StoreFront i%#E Citrix Gateway SAIEARSS, WL
IEM Citrix Gateway WEIMIERZE R B1ZILE.

fE/ GSLB Y, HMTBWE NS GSLB WX A EM —#I[EH URL, StoreFront #47RES% K& i —
HEE URL fEtr A& GSLB WX EM RS B[EENE A VIP, #lil, emeagateway.domain.com,
usgateway.domain.com#l apacgateway.domain.com Rf#Hf AERKIME VIP,

12. gEeIR, % Citrix Gateway RERINEZIZ R EXIEENTIRF.

A% Citrix Gateway &M E S EREFEINBEERN.cr MBI EFR, XfE Citrix Workspace MBZEFHE
BIE ERBR RIS B I AE BN A EETE K,

PR I R 785 1

BILUEE AT “BIBRR S ESHFRE AREIE. MEREAREIER, EREMIBRERXER Receiver for Web 42l
XenApp Services URL,

BE:

EZREBBESD, B—RVEA—ERSBUEFRIRSF[ANEE, R Citrix StoreFront BEBITHI G RTE
MEFNTMEMRS S BT, TG, RITERBEERERIIRSSSHIRE, UWEEHPEHMWEMIRS S,

BIBRE BN IRIERIN AR
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BILUEI T “QIRNAREE" ESEEHMRESMNRIENEAEE, UXHRESHRIE (BR]) MWAP#HITIAM.
ALRIEFZCIRESHENRESNIIINNABE,; W, TUANRERFAEZRESHIENNEEE, &
B—ABERRRBN—H.

TEITRE B D IIERIN AR IERAET Citrix Gateway #{TiTiEiAE,.
ERBRREGHRIINNERE, SEREHEESKRS:S (BFiREFERINABERENZR BREE.
HE:

TELERSBHER, BFREA—BRSBUEMIRSBAMEE, HfR Citrix StoreFront EIRITHI &R
HBEFREAEMRSSE LE1T. T,
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BEEFERERIRSSHA, UEEMHBBEPHNEMRSS.

BN AEERIEEANEER
1. £ Windows FiaRRENBREFRES, HEIFHEBT Citrix StoreFront Bk,
2. 7£ Citrix StoreFront BEZHISMNEMNERPER ‘NABE" B8, ARE “BF §RPaT BN AEE,

3. HNARES NEL, BELABENER, ERNAFREFHEIEN (ER) BRIARLEARE, R
EBREHET—%,

LB R AR R 5 & #5986 2172 Citrix Receiver RARFHNAFKR TS, HEF— T nAFERNAEEAS
ERBIBRMR.

4. 7z Delivery Controller TiE L, 7B FRMUFEBTZNABERSNERNEMLEN, LERM.

5. 72710 Delivery Controller 3HEESH, I8E—NEENFIRFIIEMNZH, HIETH BB IZNARSEREHN
HIREEH Citrix Virtual Apps and Desktops 121, F2H XenApp 6.5 £fit. (3&F=, XenApp 6.5 B
REEHEARER (EOL) RS, MEBEAET BXIFHIH.) 2 Delivery Controller Bt, 554X EH
SIFE RN AEFEINEEN Delivery Controller, MSRFREZE HIRE B 19 303 IR R 15 8 A A 2 FE It ThAE AN
Controller, TaEESBUZN AREFRNREEMEZNHER,

ZfF XenApp 6.5 FIRENKENN AEFENABERTA, ERHPE M RSBINETRME “RSE" 5
xH, IEEZERSB[/UBABEINEE, FHZNARINFYHXLR B LIGBEHRERBINF. xF Citrix Virtual
Desktops b, et Controller Bi¥4HES. XF XenApp 6.5 1%, FItHiaT Citrix XML Service #9AR
£

6. MEmRBFIRFITZFERRSIRS2EEH StoreFront ZE#EHRE,

o BB RMENERLEEE, BEE HTTP, MREFLED, WHAEBTRHZEAR, MURP
StoreFront SRS Rz EEENRT S,

. EEUFEATLEEFE (SSL) siftimET et (TLS) %2 HTTP EiEk 2R, BEE HTTPS, i
85 Citrix Virtual Apps and Desktops AR5 a8 6%, E#FR Citrix XML Service i&§BRS
Microsoft Internet Information Services (IIS) EZHixO, #Fi§ IS BB AL HTTPS,

AE:
WA HTTPS KR StoreFront 5RE {2 BEINEEZER S, BRHFTE ‘RS FIRPIEEN
BISXLARSSFIIER ENEMEE— (B5EKNE),

7. ¥57%€ StoreFront HEiZRSEBFAAMNEO. A HTTP EZENIIAEO RN 80, /A HTTPS EEMEIARO N
443, 33F Citrix Virtual Apps and Desktops k528, EEMmOXME Citrix XML Service FrERRIR
Ho

8. BEME. ALUENABEEERENRMEM Citrix Virtual Apps and Desktops SBEAEHFHER. RIBFE
EESRAE9, IHAZNABEREZFNEMEBE, BABLENRRMIZZNABEPZE, B
ellfe N
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BHREFNEIENNABENEAHER. ERAAANRMNARE, ©0ER %N BEERFEE B
Citrix Workspace A2 #1TRE. ZRINBITZHRNAAFRUXEFAES, UELAFRNEREDIE. §X
FHRER, FEHA

R h1R)E T,

®E, BPALLEE Receiver for Web ihsisiRNBREE, XEBFEEBET Web TESNESENNBES. B
IMERT, ERARZBMHIBITENNARIER, Citrix Receiver for Web LB & BEBRFN4HFERE BTN AIE
F. IBENBEEN, SaERBPBTIHRFNMNARER Receiver for Web it #9 URL,

OIS AR, BBIAB A XenApp Services URL, EMAIE1T Citrix Desktop Lock B IMNEH SEI&EME
B PCHARF, URERTEHRZMNIBAR Citrix EFPmI AR, o] LUERMNARIER XenApp Services URL BiEifialR
FlE. XenApp Services URL &= http[s]://serveraddress/Citrix/storename/PNAgent
/config.xml, Hr serveraddress Jy StoreFront ZBEMARSS 23k fa 2 T #IFE FQDN; storename JtEd
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£ StoreFront EBE+, IR web.config XHEBE T 5% LogoffAction="terminate”, Atk E 5%
iR N SR Citrix Receiver for Web 28R L1E, @EALE C: \inetpub\wwwroot\Citrix
\storename\ T#Zl web.config xff, Hrh storename HoIENAEENAHIEENE M. NFFEX
LEFEHLL, WNABEEEERN XenApp RS 2[H4TEAEE XML ERED, MERE Citrix XML
Service WwHOMEEFFIT

FR P SN AR ETREC X
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LGB HITSHSZNABEMEXGHNSEEXHESERE S NABENERFREENXYE, SENNEEE
EeE M ES Citrix Gateway EBEME4T. FXLEXHRMARAF, WERFEBHANBEENFARSEE BhiEE
Citrix Workspace R A12F. BFERLM Receiver for Web 553k Citrix Workspace M BIEFTREEX o

BE.

EZRSBHEF, F—REA—ERSBUBRRSR[ANEE, HfR Citrix StoreFront EIizHI QKT
BEPEAEAMMIRSEE LETT. THE,
BEEEEREIRSHRA, UEERHEPREMARS S,

1. £ Windows FHsRERNBEFRET, HEIFH & E Citrix StoreFront #Elk, 7£ Citrix StoreFront B2
Hl & H A MBS IR AR IE T o

2. ZERBES T NARENIERE SN M, BE B AP ESHENAREMEE XS, REEE
EOEEX G AEE.

3. BEHSHAERT BE.or BMEXHREIMEPHEEMAE.,

©1999-2021 Citrix Systems, Inc. All rights reserved. 104


https://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/unified-receiver-experience.html
https://docs.citrix.com/zh-cn/legacy-archive/xenapp.html
https://docs.citrix.com/zh-cn/legacy-archive/xenapp.html
https://docs.citrix.com/zh-cn/storefront/current-release/configure-server-group.html

StoreFront 1912 LTSR
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FQDN B2 ItmAF EMEAEELRMEIEKS P, BRABRT, QIRNARES, ZEAREEERA—MNET,
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I A ERENER
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R, USRI e R IRRIAR S5 S0 4RIE B
BE:
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b) BHGEEUERSDENILE,
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B,
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¥iEmMZE, iEi%#E SSL Relay,
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8. I5%E StoreFront EiEARS 2BBFTAMNIE O, A HTTP #1 SSL Relay BUEZMZIARO N 80, HTTPS &y
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FrEAREE O,
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O#E#EE SSL Relay 89 TCP %0, BAIAIROA 443, HREE1T SSL Relay MIFAH RS SRECE A S ME—
0,
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E1E@e Citrix Gateway X4 B & ERIZIZiAIE]
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2 B PIIERIN AREEMN BEE Citrix Gateway #TZiE A AL
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AEENECAEELEENAERENRETETIRT, UMER, NRFEAFIRPRNESRE, FRE
Ao TN, BHREHITSE 14,
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7. MAIREm A% Citrix Gateway B,
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o XRSHIIE: Citrix Gateway $AFHMHRIE, FAFER HDX SiEHH,
« {XPR HDX & e: Citrix Gateway B+ HDX 2iF&H, FRFTHHRIE,
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757 Secure Ticket Authority TImE 7543517 STA B9ARSS 388 Secure Ticket Authority (STA) URL,
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ESHRIEEERE L, #A Citrix Gateway & &HEIIARS 2R IP #ik (VIP),

£/ Citrix Gateway EMBRS 2R E A IP Hihit, MIREEMEUFEIRTHREFEIR T A P Mtk A IP i
ik, MXEFE StoreFront @3 H URL #17iR5l. MREALFBIRS[/HE T (GSLB), MK VIP &
EEMRXF, XY StoreFront IRFIZSMRX, XLEMXEEMERD URL (GSLB #R) EATRREIN
Ko B0, "I AEAMER URL NAEERE=TMX (Bt https: ), B
Mx#ECE T HE—RY VIP, $19010.0.0.1. 10.0.0.2 1 10.0.0.3,

MREFHMIETT Citrix Gateway Hig#&E, BEMEREBDIRFIEREEILE LR Citrix Workspace R RTERF
BREENSHRIES %,

o MRFZHERAFBAE Microsoft Active Directory 1%, &EFE,
MREARBERAFBANR LSRG TEND, BEFRLM,
MREZAABZRAF BARNBANREEAMR L RGN, HEFENT2 T,
MRRAFZERAFARNBSRELEN—REEE, EEE SMS B4 11T,

s MRRAFERAPRHEEERHBA PIN, BEFEEF.

MRANERFBNEILEE TR NEIESZ (HAFPERFHIRANAUEREZSGE) , EMEREFRD
RYIRAIEEHB BRI .

WMRE R Citrix Gateway F2E StoreFront HAELEAFREAIE, NHTRAE URL, StoreFront &B5h
Fiin URL B9FREERY. SNIREHIREREARIA URL, StoreFront i&#E Citrix Gateway BAI8IERSS, L
IIEM Citrix Gateway IKFINIERZ ERBZi% %,

£/ GSLB i, HMNBWNE NS GSLB WX EM —M[EIE URL, StoreFront & 7 8& 1% 1% & > Mt —
HIEE URL gt A& GSLB WX B RS B[EENE A VIP, #lil, emeagateway.domain.com,
usgateway.domain.com#l apacgateway.domain.com N AERIIK X VIP,

BEEIE, # Citrix Gateway €& FIMEZEFEIEERIEERNTIRF,.

B Citrix Gateway & &M E £ SREIINAREIERN.cr MEXHH, XE Citrix Workspace R Ri2FHE
B EREBX RIS RIEAERAEEIER,
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16. RIBFEESHSE 4 313, EEZ Citrix Gateway i&&F % Citrix Gateway &&5I&R+, NREBELET]

RPERS PR ERBAEL S MREHRTIHN, BHEER T LN AEENRIARE.

17. REWERFEEH XA “REZEHR WEE,

IEHRAHYIER (CRL) 10E

December 2, 2020

B

A LU StoreFront BEBB AERBAHGIVER B H#HYIE (CRL) oz
CVAD Delivery Controller FrfER#Y TLS IEBRIRES, MRHIMTELR,
AR B IE B IA AR :

o ANTLIAERER
+ CA%ZH

. fIBXRBEEN

o IERERIA

AR

{RZifEM StoreFront 5 Citrix Virtual Apps and Desktops Delivery Controller Z g
B9 HTTPS iEi%RY, AE-AEX, 5 Delivery Controller 89 HTTP &%

AREIED, FLHPTRAREAEEN

-CertRevocationPolicy & EFEIER.

StoreFront sz#%&F CRL 7%= (CDP) i
BN AR AT B H5IE (CRL) #1T
EPRERT, StoreFront (XZ#HF5we CRL: A%#HFE= CRL,

CRL 745 (CDP) '8

StoreFront F&#2 Citrix Virtual Apps and Desktops
Delivery Controller #ERERHIER (HFFIS
FEAHH CRL HFIH) MER, BONMEEREHBH,
StoreFront & 7igEBSEATE CDP IEHH B

EXH URL Z2—3FKiAiRE £%H CRL,
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| R Consolel - [Console Root\Certificates (Local Computer)\Personah Certificates]

& File Action View Favorits Window Help

e tE | XEE HE

[ Console Root
~ [ Certificates (Local Computer)
v [ Personal
| Certificates
5> [ Trusted Root Certification Authorities
> [] Enterprise Trust
> [ Intermediate Certification Authorities
» [ Trusted Publishers
5> [ Untrusted Certificates
> [] Third-Party Reot Certification Authorities
» [ Trusted People
5 [ Client Authentication lssuers
> [] Preview Build Roots
> [C] Remote Desktop
» [ Certificate Enrollment Requests
> [] Smart Card Trusted Roots
5 [ Trusted Devices
> [Z] Web Hosting
> ] Windows Live ID Token lssuer

CRL & iafR

Issued To Issued By Expiration Date
2= .com -DCO1-CA 29/04/2021
‘XenDesktopSSL. .com -DCO1-CA 18/06/2021
2,1 XenDesktopSSL.. .com -DCO1-CA 18/06/2020
»  Certificate X
General Detslls  Certification Path
show: | <all> v

Field Value @

[&iEnhanced key Usage Server Authentication (1.3.6....

[55]Key Usage Digital Signature, Key Encipher...

{53 |Application Policies [1]Application Certificate Palic...

55 subject Key Identifier fe2751352010b 1174a2...

[55]subject Alternative Name Other Name:Principal Name=X...,

[5i] Authority Key Identifier KeyID=6¢ 12 43 2861b562 ...

5] cRL Distribution Points [HICRL Distribution Point: Distr...

Fiel austherity inn Acrees  [Ml4utharity Infn Arress: rr 7

[1]CRL Distribution Point

Distribution Point Name:
Full Name:
URL=\\dc01\CRLDist| ~ DCO1-CA.crl
URL=htp:ffarl.  jaldst/ -DCO1-CA.al
Edit Propertes... Copy to Fie...

E{# StoreFront 7£ Delivery Controller &
RIS B BHA9IE S, A% CA B9 CRL £%iERR. W18 CRL D& =
FENEMY, NEEEARAEMEM

BK CRL R ialfR{E.

Revoked Certificates Properties

CRL Publishing Parameters  \iaw CRLs

=l
X

A Cerificate Revocation List (CRL) describes cedificates that clients should

IEI Hours

27/06/2019 16:28

consider invalid.
CRL publication interval:

Next update:

[] Publish Dekta CRLs

Publication interval:

MNest update:

Days

Intended Purposes
Server Authenticati..
Server Authenticati..
Client Authenticati...

Friendly Name

wildeard.
ddcrevoked.

<None>

.com

.com

Status

Certificate
Web Servel
Web Serve

Computer

Te..
"
1 Ex...
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% Fif CRL &7F

Windows A$AERZENE FIRTEAMETF CRL, EAMERFH
CRL##AZ AT, F=THEMH CRL,

StoreFront XHE+H A 5% (CRL) B354 FR

IFH B ERUAT StoreFront s8R aEIA1E CRL,
{F4R£ & StoreFront #faEt & Web BRS3 8880 4% CRL RUIE+H
WM& (CA), LUK StoreFront wnfaiEuk CRL Ei.

Delivery Controller LHyREsi Ik CA 1% BiE$H

EFHEHE CAFES, StoreFront FEEHEEMN

ik CAMIBEL#HH CRL, ERLUTELHR

MAZBMLEHIsEXLE CA #1 CRL, BXEER CA LUk CDP ¥ E
BES, 1E8% Microsoft X1, TTEEE

Bk Delivery Controller EMFREIES, XEiEHE CAERENES
CDP Bz ATt ER=EE.

StoreFront #1 Citrix Virtual Apps and Desktops iR 38
BEMTFIIEISR Internet BRI ERAMER, EXMIERT, RER
ZHCA.

Delivery Controller LHy5ME At CA MIARIES

StoreFront ARs588#0 Citrix Virtual Apps and Desktops Delivery Controller 71X
ERAR CA MARIES, StoreFront K7uaesEER CDP

B 5| B8 URL &g Internet BX &

A CA B Web RS2, MRERMHAMIERE, StoreFront Tik

£/ CDP URL T#; CRL &l4s, M StoreFront Foi&H1T

CRL 1%,

IEBRHERKISE

£ Citrix StoreFront PowerShell cmdlet Get-STFStoreFarmConfiguration
1 Set-STFStoreFarmConfiguration N A EIRE LS

FE, 51T Get-Help Set-STFStoreFarmConfiguration -detailed

E2R PowerShell #8118 4 -CertRevocationPolicy iE1

BRfGl, B3 StoreFront PowerShell
cmdlet BiEER., &5 Citrix StoreFront SDK PowerShell &k,
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-CertRevocationPolicy JETAT LUK E AL TE:

"E BiER

NoCheck StoreFront R&7£ Delivery Controller E&ZIES
HRERS. StoreFront MW ERE B HIERH
Delivery Controller #FH&ER, LEABRIAIZE,

MustCheck XERRTEMIE, StoreFront BB I RE
Delivery Controller £#iE#H# CDP B3| A8
URL 3%3XEX CRL, #n5 CRL A~aJ A=k Delivery
Controller LIEAEFERMIERER R, StoreFront
X EM Delivery Controller 1172424, 1% URL
AIEANES Web RS2 (MNMRIEBEEAMN), WA
LgE A Internet Web fRZ88 NIRIEBHLH
CA K)o

FullCheck StoreFront ¥ £idBx % Delivery Controller iE$#9
CDP ¥R &#mH URL, 30R StoreFront i MiX
Lt URL 3XEY CRL Bl4s, MEmRARFKEE Delivery
Controller F89ZER, R StoreFront AIHIREX
CRL, B Delivery Controller 8 EHEH B, N
StoreFront F&M&EE R, 1% URL AILUERAER
Web fR538 (NRIEBEEAEN), HAILUEAAR
Internet Web fR528 (MRIEHBEAM CAME).

NoNetworkAccess N EEAHS NE StoreFront AR5528 LAY Citrix
Delivery Services JEH7Zf#E+HH CRL, StoreFront
Tl AT CDP I BHEERMEM URL, MR
StoreFront F5:£3REX CRL Myzsith@l4s, MeEmARG
¥z Delivery Controller 89%R, 1%
StoreFront BIM Citrix Delivery Services iE 7z
figfIREY CRL pyz#tugl4s, #H Delivery Controller
FHEREHE R, M StoreFront RaMBEER.

MIEBRENERERFE

BERNEHISBIEBRHRE, BEAUESERSMEITITH PowerShell ISE
, SRAEEBITULT PowerShell cmdlet, MEEH

0 1EE, BB EMEES IR, -CertRevocationPolicy 2
EFHEEFNISE, ©RFEMA SStoreVirtualPath HgER

=& BRIFRE Delivery Controller,
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$SiteID = 1

$StoreVirtualPath = ”/Citrix/Store”

$StoreObject = Get-STFStoreService -SiteId $SiteID -VirtualPath

$StoreVirtualPath

Set-STFStoreFarmConfiguration -StoreService $StoreObject -
CertRevocationPolicy

”MustCheck”

EREREEERNAZISE, XEELTHN
-CertRevocationPolicy Bt&, EETUTHS:

(Get-STFStoreFarmConfiguration -StoreService $StoreObject).
CertRevocationPolicy

1£ StoreFront fr52s HFERAKRMMENR CRL

SEERAMEND CRL, {8 Citrix RENGXHEM,
EA:

o ENRBEARGWIE (AT885 K% StoreFront iRS5284)
P TEEMEN,

« S5TEEA Active Directory 1 L fE/R CDP ¥ B &Z7H CRL 48tL,
FRBEIEPIES StoreFront fRS2 EF5h
B3 CRL EE%o

R -CertRevocationPolicy & &5 “NoNetworkAccess”,
HEBEBENER CRL B3t R4AFTE StoreFront fR538,
AT AER At R FE#HH CRL,

fERZAH I AR CRL

1. % CRL Z%%| StoreFront fREZ28M=mE. R StoreFront RZ2:
EENRESBAM—IS, HEHE SR ZAFTHFRE StoreFront RSS2,

2. 77 MMC B12%7T, AREEXH > R/ ERE T > iEH > &P > Citrix Delivery Services
IERTEE,

3. ARBEHHEEMEES >SN, REXNEE.CRL X
FIRZERFE XM > 1T > BEAERIEBEMA T > Citrix Delivery Services /.,
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i Consolel - [Console Root\Certificates (Local Computer)\Citrix Delivery Services\Certificate Revocation List]
ﬁ File Action View Favorites Window Help
o 2@ 08 6= HE

| Console Root Issued By Effective Date Next Update

v (5 Centificates (Local Computer) DCO1-CA,  com 04/07/2019 04/07/2019
» || Personal

] Certificate Revocation List
[ Certificates
w || Trusted Root Certification Authorities
| Certificates
» | Enterprise Trust
| Intermediate Certification Authorities
» | Trusted Publishers
» | Untrusted Certificates
» | Third-Party Root Certification Authorities
| Trusted People
| Client Authentication Issuers
, || Preview Build Roots
~ | Citrix Delivery Services
_ Certificate Revocation List
[ Certificates
| Local NonRemovable Certificates
» | Remote Desktop
| Certificate Enrollment Requests
» | Smart Card Trusted Roots
» | Trusted Devices
» | Web Hosting
~| Windows Live ID Token |ssuer

i@id PowerShell <173 CRL #&102I Citrix Delivery Services iE £7figH

1. 53 StoreFront #¥.CRL XHEHIZ) Hai
AFPNEHE.

2. 177 PowerShell ISE 3#3&2 U BB R B35,

3. BT TS

certutil -addstore ”Citrix Delivery Services” ”$env:UserProfile\

Desktop\Example-DCO1-CA.crl”

WRELTN, MREATRE:

Citrix Delivery Services
CRL ”CN=Example-DCO1-CA, DC=example, DC=com” added to store.
CertUtil: -addstore command completed successfully.
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ER RIS SERTA, B4R CRL Boin &5
EBEHMFRE StoreFront ARS8,

£ Delivery Controller i#1T XML &3

el LUERE StoreFront LZESE Citrix Virtual

Apps and Desktops Delivery Controller 3t #1723, R Delivery Controller LHIEREHBH,

BFEEEAERE StoreFront, It

BERZESEN, FRME Citrix Virtual Apps and Desktops Delivery Controller
(f2333¢ Active Directory P #{THMHBIIE) EHIEHEHBH,

M Active Directory PR 25 R 5 StoreFront,

Z1t Delivery Controller 33 P #T B %I

1. RBE—HHNIEPBRHEOCEIEEFEPNR, NEMEEREIES
Ao

2. #BRET XML Service HEMKIERATIARIEIE, & Delivery Controller &ZE
fER HTTPS,

MIEBRHENERE XML 54 3IEARSS

REEIEEBERER XML SHIIER, FHRERITXLE
p

AR

StoreFront Z#F AT A TR FHEIRST R S IIEARSSAY
REY, WENFHEREFEENS MRS 28]

BT —BRE, FEXMERT, EUANEEEE
REZBNSHERIERSHITII S PSR,

RERFEBRERENIRENSEHEM
SHRIERSFAAENERNE, &, WRFAEEFMHED
SHWIEEEEER, WA LIS ZNFEEC
ENHZER—FHEIERS.

B3RS PowerShell cmdlet &85
Set-STFStoreFarmConfiguration F¥m& <, EFEEFERHMARER PowerShell
Fit. EFARIEERD FFHARRMERIES R HEERILE,

1. #T7 PowerShell ISE #i%#Z U EE R F13151T.
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$SiteID = 1
$StoreVirtualPath = ”/Citrix/Store”
SAuthVirtualPath = ”/Citrix/StoreAuth”

2. ERERT XML SHIENEERS.
B1398IEARSE AN Delivery Controller. HREATFE
fE Delivery Controller,

$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath
$StoreVirtualPath

$FarmObject = Get-STFStoreFarm -StoreService $StoreObject -
FarmName ”CVAD”

$AuthObject = Get-STFAuthenticationService -SiteID $SiteID -
VirtualPath S$AuthVirtualPath

3. BEEERSMHRIEARSM CertRevocationPolicy
B4,

$AuthObject.FarmsConfiguration.CertRevocationPolicy

$AuthObject.Save()

Enable-STFXmlServiceAuthentication -AuthenticationService
$AuthObject -Farm $FarmObject

4. WBINERENIEBBHELERTIR.

$AuthObject = Get-STFAuthenticationService -SiteID 1 -VirtualPath
$AuthVirtualPath
$AuthObject.FarmsConfiguration.CertRevocationPolicy

FEARY Windows S E 528581

BA CRL #2&RY, StoreFront fRS528 L
# Windows B4 EERPREHIR.

BITHEREER, BRITUTERE:

 7£ StoreFront ARS328 £, BANIETT.
« A eventvwr, A5 Enter #.
o TN AEFEMRS S, & Citrix Delivery Services E#,
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TOIEIR: FEHTEERD B HENIEHEEER Delivery Controller

TERBIL SSL HEH: E#H 1T SSL EEHE X% # IR
=B EE R,

tt 3 2 B B Citrix XML Service kR &, #u 5
https://deliverycontrollerTLS.domain.com/scripts/wpnbr.dll,

T EABKARIEEM Citrix XML Service, # BE B M
BRSSP R PG HEM R

IR WRAFPE XML SHIRIERMTEEER, WK Receiver for Web =ik

EEMHBIELERWEZTINMWE,

Citrix.DeliveryServicesClients.Authentication.Exceptions.

ExplicitAuthenticationFailure,
Citrix.DeliveryServicesClients.Authentication, Version=3.20.0.0,
Culture=neutral, PublicKeyToken=null

— R 5 G RIEXNK

ExplicitResult.State: 5

AuthenticationControllerRequestUrl:

https://storefront.example.com/Citrix/StoreWeb/ExplicitAuth/
LoginAttempt

ActionType: LoginAttempt

at

Citrix.Web.AuthControllers.Controllers.ExplicitAuthController.

GetExplicitAuthResult(ActionType
type, Dictionary 2 postParams)

¥~ StoreFront N B EEEENHE R BITIREUEEE

June 5,2020

StoreFront RE T E & E S & StoreFront IRZ 28 E A& % Windows $3iE7Z(E, AP EHITRHE, &
StoreFront lRZBRAFIEF, SERS[ICEIFENBEEFAFERNITRESIENEIZ, HEHEEEDIEMIRS S %
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PEANEENARPITE. FRINERT, StoreFront AE TN AREEHIZ— M RIEFME. S MITRBUEFEFMEYIRILT
B HEMN A EEHTEH.

TEAANRELEN, SEREEFEABENTRANMNAREESE StoreFront, —MEF& Citrix Gateway 75+
WimEEE, S—rUAFEIEW LAN ERBARER. REERMNARE web.config X, BIEIR “sMEB” AN
“WNE” MAREREAHRZEREITREEERE,

ES RN BB E R A NITHSIEFERNFROAERT, BRYGIUTHRE—ZRRMAR. AR KB RLRERFSMNRA
BE—#HRN, FHEINNAREREANRZLARTAMKEEDRENRELEREL. §7HEZMTHAMEEE, AFR&
PITHEFM BRI EARZ “IMNE” 22 “WE NABERLTXEE,

o S ABEEEE— web.config 3, ZXHMITF C:\inetpub\wwwroot\citrix<storename> 1,
o S NAEE web.config 38 & TR B &SRS HIE F i i Ao

<clientEndpoint uri=”net.pipe://localhost/Citrix/Subscriptions/1__Citrix_<

StoreName>”authenticationMode="windows”transferMode="Streamed”>
BN ABENITRSEUT A TUE:

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore
\1__Citrix_<StoreName>

EERIABREEFITARERE, AFF— N LABERERS —ARERNITHARSHER. MREMSB[/AENE,
FRERS RERKAABRNEE X BB ENNEMEZENHZHIEFENER R,

} =

=

SN ABE EEBREM Citrix Virtual Apps and Desktops &#I88 e 2L, SN, AJsesHIE NN A
BIE ENZRRITRESR—BHNER. NERE MY AEIEAITFR— StoreFront fRS23EHARS[/AIE LB, A
SRR AR,

StoreFront T HUEFEiR R

1. £81 StoreFront #pE L, FRICEAITHIMNBAREE web.config X#F#H1€% clientEndpoint, fiin:

<subscriptionsStoreClient enabled="true”>

<clientEndpoint uri=”net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_External” authenticationMode=”windows” transferMode=”
Streamed”>

<clientCertificate thumbprint=70” />

</clientEndpoint>

</subscriptionsStoreClient>

2. BORIMBNAREER RS AE N AR ERR R
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<subscriptionsStoreClient enabled="true”>

<clientEndpoint uri=”net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_Internal” authenticationMode=”windows” transferMode=”
Streamed”>

<clientCertificate thumbprint=70” />

</clientEndpoint>

</subscriptionsStoreClient>

3. WNRMEM StoreFront BRS2R4H, BFITET RH web.config XHFrMHIFTE B E B EIFTA H T =

A A EIREIRE N ZREN A EE T SR,

EENABEERITREE

June 28,2021

18 PowerShell cmdlet B2 BEERITIEEUR,

3

AR

£/ StoreFront &1E#z4I &8 PowerShell AIEIE StoreFront, &7 ERAX M A%, (£ PowerShell
Eq StoreFront BB &2 /1, 1BRKR A StoreFront BB HI8, Citrix TRNEERTERZ &M MAEIT
FEHE, UEREBEIREIET— MR,

BRRIT I E R

THEERNES NN BB EREET N EE TSR R HIEFE,

1. 7£ StoreFront fR$388 E{=1E Citrix Subscriptions Store iR, @R Citrix Subscriptions Store RS 1E
17, WIERIBRMER LB EERIT IR SR,

2. 3 % StoreFront R S 88 EF WIT A N B & 1§ X % ¥*: C:\Windows\ServiceProfiles\
NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1l__Citrix_<
StoreName>

3. MERMTHENBEEXGRNNE, ERRRGRES,

4. 1f StoreFront ARs38s EE#/E5h Citrix Subscriptions Store RS,

£ StoreFront 3.5 XEEhAH, AILUFEALUT PowerShell BiAEMLN AEEITIRAEE. UABELRBHRS
AR B S APRAVE IR 52 B 171517tk PowerShell &%, 1t PowerShell R#FISSI 5 FapiT LR S BAERAILE
Fo

Citrix Subscriptions Store BRE #MIEfERRSS 28 1T, A REMINETT cmdlet,
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function Remove-SubscriptionData

[CmdletBinding()]

[Parameter (Mandatory=$False)][String]$Store = ”Store”
$SubsService = ”Citrix Subscriptions Store”

# Path to Subscription Data in StoreFront version 2.6 or later

$SubsPath = ”C:\Windows\ServiceProfiles\NetworkService\AppData\
Roaming\Citrix\SubscriptionsStore\1l__Citrix_$Storex”

Stop-Service -displayname $SubsService
Remove-Item $SubsPath -Force -Verbose
Start-Service -displayname $SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store ”YourStore”

SHITHHE

BILUEEFA LT PowerShell cmdlet 35 AmEITIHREIES HASIRF BRI XHREH N ABE TR

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath ”/citrix/<
yourstore>”

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath ”$env
:USERPROFILE\Desktop\Subscriptions.txt”

MREBEEZRSRIE, TJLUE StoreFront RS BAHRNNEEIRS 2 Lim1TIE PowerShell cmdlet, fR53284A5
MEARSHBHBHEIFSHEINFIRSB[IERNITRAIIENRL EIE, MREANESEE StoreFront fREZ28 2 iEA9IT
FEF RS, BEMNATHAERSBHEHEEFRITHRUEEER.
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ERIT IR

f5F Restore-STFStoreSubscriptions A1& &=& I E TR R 7] LUER Z #i@id Export-STFStoreSubscriptions
BIEMBIRTT 2 PRAY.IXt A& IE R R A i SR T R EUE.

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath ”/citrix/<
yourstore>”

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath ”
$env:USERPROFILE\Desktop\Subscriptions.txt”

& % Restore-STFStoreSubscriptions H¥ 415 8, &£ 5 https://developer-docs.citrix.com/projects/
storefront-powershell-sdk/en/latest/Restore-STFStoreSubscriptions/

TR E StoreFront RS2 EREEE

ERRSSR[IEF, FEEXF Subscriptions Store iR, UABRBEXRRITREIEZ 81ERIMEITRIE,

X/R StoreFront AR5 284H P HIERIRE
ERITIRSIELREIIRS2R4E, SERITUTRE,
BE& =8 StoreFront IREZ 2 RFIRS2]/EZE,

o StoreFrontA
« StoreFrontB
« StoreFrontC

1. BH=ARSETHNERRSINNEITREUE,

2. {=1EARS3 %8 StoreFrontB #1 C £AY Subscriptions Store BR$3, ItigFIGFEIEARSS237E StoreFrontA B
HABIRESIE T IR ERE.

3. 75HAR5 28 StoreFrontB #1 C FRYITI#IE, X BTG LR RAITIREIE HE A —BHE R,

4. {#/ Restore-STFStoreSubscriptions cmdlet i/& StoreFrontA E#%kIE. FEEZ1E Subscriptions
Store fR%S, tWARFEEEIE StoreFrontA EMTTIRMIE (XLEMIBERFIRIERRRIWES) -

5. EFBENARS % StoreFrontB #1 StoreFrontC L/ Subscriptions Store AR$3., XLEARS ] Z/ET UM
StoreFrontA U IR EIZN,

6. SEMERSBZEIXERY. FAENNEEUAT StoreFrontA EEFENIERHE. NEFAERSSBHMUTE
MW EES, ASBERRELRYE, B EMEEITRE L e TR R KA E,

7. M StoreFrontB fl C hSUHIELHINRL BN, HEEENAREITIRITEES.
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SNITHEE

MRENAREEREEITHAE, i5EA Import-STFStoreSubscriptions, It cmdlet i® A FEIFITIREIEM—
MABEEFRES— M ARG, IEBTREIES N\EIFAH StoreFront fR% 23,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath ”/citrix/<
yourstore>”

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath ”Senv
:USERPROFILE\Desktop\Subscriptions.txt”

& % Import-STFStoreSubscriptions B ¥ 415 B, &£ i# https://developer-docs.citrix.com/projects/
storefront-powershell-sdk/en/latest/Import-STFStoreSubscriptions/

TSR I AER
TTHBEXHAXEX S, SMTRATRERERS—T. STIAURRGIRNERS:

<user-identifier> <resource-id> <subscription-id> <subscription-status> <

property-name> <property-value> <property-name> <property-value>
Hrp:

« <user-identifier> - %%, {RRAFHNFRFEY ARRATEAFH Windows Z24RiAR .

» <resource-id> - %%, FRRFMITHEERENFRE.

« <subscription-id> - #i%, B—IRRITRNFRFEY. WERER (REBEXHRLAFE—NME) -

e <subscription-status> - &%, TENRZE: ETRKEBCETIR,

« <property-name> #l <property-value> - @i, EXNHEZWEMEHZM/ETHFI. ENRTS
StoreFront Z/Fim (@% 7 Citrix Workspace M AERF) MITHRMBXENENE. EE2 MEHEUEZHIER
HZNEF/ENRTNENE (Flg, “.. MyProp AMyProp B..” & =EHEEA. BHEM MyProp).

BNl

S-0-0-00-0000000000-0000000000-0000000000-0000 XenApp.Excel 21EC2020-3AEA-4069-A2DD-
08002B30309D Subscribed dazzle:position 1
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StoreFront ARS8 _EITIRIEIRRIA/)

Subscription Datastore Size
MNo of Records Size MB
0 6.02
1000 7.02
10000 40.00
100000 219.00
200000 358.00
S00000 784.00
a00000 1213.02
1000000 1497.15
1300000 1919.15
1500000 2205.15
1700000 2487.15%
2000000 2015.15%
SAMS H.txt XHERARN
Subscriptions Import/Export.txt
MNo of Records Size MB
0 0.00
1000 0.13
10000 1.30
100000 12.80
200000 25.60
S00000 64.10
a00000 102.00
1000000 128.00
1300000 166.00
1500000 192.00
1700000 218.00
2000000 256.00
N7 I TTIR T 4 Es

AL Microsoft Windows H8ENS#T2SiH4488 (FFHa >
8¢ StoreFront RSZ2RA 7 BIFF HIEREE,

#FE PowerShell &&1T# 14428

.

17

>perfmon) 7R (i) ARSEEEAITHEIER B
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Get-Counter -Counter ”\Citrix Subscription Store(l__citrix_store))\
Subscription Entries Count (including unpurged deleted records)”

Get-Counter -Counter ”\Citrix Subscription Store Synchronization)\
Subscriptions Store Synchronizing”

Get-Counter -Counter ”\Citrix Subscription Store Synchronization\Number
Subscriptions Synchronized”

Get-Counter -Counter ”\Citrix Subscription Store Synchronization\Number
Subscriptions Transferred”

£/ Microsoft SQL Server Fi&iTi7 %R

December 2, 2020

=

AR

A HEEBRE MS SQL Server #1 T-SQL ZHMEAFIR, ERIREBAIEZH, BEERAMARAEMEE. &
BMEE SQL Server,

R

ESENT 2 Windows Al IR AR B SHEIEESIZ, RIAMERT, FiERZAH StoreFront BLIFEANE
ESENT #GEE. MBEMAREERENER SQLEZEFERE, AP R LUEEE Microsoft SQL Server 524,

& StoreFront ¥ =I6EA SQL M3k ESENT MEEMHBRE T-SQL EFEQATEEE. EEMFRITHIZR. IR
f£/ SQL, WEFEXTHBIBERITAMELR L. BANEHRSNED ESENT iTHHE,

EEMAEITHHIEM ESENT 72 Microsoft SQL Server, EEJEM StoreFront SHHFE ESENT Btk
71 SQL EFEAUEHES N, NFEFEMAFMITIABENTNBE, FRFERTHSE, WIEERRSBEIFHIT—
o BXNAT AILATERRAS 3.5 Z/EMFTE StoreFront AP ERAMSEFHNEE, HEPSIANTHAXH5|IHEN -STF
PowerShell SDK.

AR

BT Mg, E#El StoreFront BFEMETTIHREUEER SQL Server LIk, A<SH StoreFront &%
EEH. FERSSEAPERRERKRE; ETMES SQL Server WEEZHI, BREEFRM. BIRREE R
MR, TE-RRTEAEIISAR] UM B &R, FHAMIT RS A ESENT B Citrix Subscription Store fRSS
ELEB BT AR R,

m:
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£ KEYWORDS:Auto 5t KEYWORDS:Mandatory B2 &#ZIREEA ESENT 3¢ SQL B 94785 X8 E.
RPERERN, MREF—PXRFEEERANERD, NZELIRFN SQLITHIER.

ESENT 71 SQL Server f9{t%

ESENT

INRE, FEERINMEREERNAFEH
StoreFront“Fr48ENE",

ERITHRT MR IERRNRSSAZBEEE
HIEME R, FSREEITARD

AEETHAEEN, SQLIFLF. WRITHBHEKTZF
FEEH, ESENT AlgEsREE R NEK,

ESENT #1 SQL Server g9t s=

ESENT

A BRNAGEREN, EHtERITRENE. BRES
HAY.IXE XERRITITIIRE, BWASHAERSNE
MIRBIEE. TTEREFERTRAME AT
FiiER, ERARFEXEAS, HETERS .
WAERRSS 234E PRV StoreFront fRSS 88 L4gim
ESENT #iREMEIA. ERDEERT, WEIEETEE
RUERSHANKFARSHFAZ BREED,

SQL

£/ T-SQL T MR UIBENRFREHNES T EEN IR
TR, RTFRBRRERES B NERATFED
BN ATES M AEER. Delivery Controller
FAFNIER. AFBIEENAERNREBFAR/AH
LHMAFPNALENAF R, AFBIERENEEE
#f Delivery Controller 31/, ISR RYREIEE
RR&XMEFH Delivery Controller B4,

5 StoreFront 98, EitFTFE StoreFront A%z
HIEMITRENE, RABIERERIM SQL Server £
P, TSI T StoreFront, HH SQL &
RS,

RS SAAMFRE A R ZMITIR SRR 2 R,

LtEAR S5 28 2 8] U IR SR 22 B S SRR 2 [R) A AY FT RE 14

Mo

SQL

FEEARH SQL T FHAMERLEN, BJREREME
SQL iFdE, X110 StoreFront SEM2MERK
7, RE Citrix Virtual Apps and Desktops #i&E
SLEIBEI LS StoreFront £=, LIRS,

ERRSSREZ B EFITHAMIER —NEENHEES,
EREZ SQL KHIMEMUERLZBNESEF,
XEZLIIHIMS SQL T IAIIR,

FEM ESENT #1780R:EB IR RN SQL KiFaIt&
:_Eto lttﬁ%i{y%#mﬁ_;’)ﬂ\o

AIREEERHIMNY Windows BRS3 285035 B3k,

8 StoreFront HEIMNG I,
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EHESE
AR
MRELIFAFITH, £ StoreFront HERRENES N ARBEEEE ESENT $#3EES Microsoft SQL #iEZE,
FHEITIR SRR 5 7% 21F StoreFront M ERFIEER,

Citrix BINFrE N B E SR EE I EER— Microsoft SQL Server SEffl b, LR REIES Fv4 H 48/ B & $512H95E
E5

ZPINABEERUHAZR—MUERE, siiRRENMEENEABRNERFI R, MIRXENAHEERAREN
Delivery Controller t2}& %%, HEHIEENS M ABENRRELEFMEMTIIZRN NN BBEE,

TFEES MU ABERSRE StoreFront $EH, A LRILIRRMHEIEFEG ZEGER, TUBE— M YASEIRE
AfER ESENT, B5—TMNABEELRENER SQL. ATEEERHEMUNEEHIRIVER, BNAEXHF M.

BFhsRAATFE SQL
Server FRIFAEITIREE:

5% 1. A ESENT #% StoreFront fR552330ARSS 234 (BRIA)

BIABERT, BARZA 2.0 LURAIFRAE StoreFront hixA<&EAFmE ESENT #UBZEERSB[AM R 2 BFEME ST
Wik, RS[|ANEN A ERBLAIFITRASIBENEREZE, ZEIFSRSB[ANMEEMKERY, KARRZEHT
EREMSBETERE, LARERTASHER, XEFATHPELEENR Delivery Controller #f, HEREFE
SNEITRHIERITMBENEERES, FlrERIBREF TR,

FE 2: RiEE StoreFront AR5 33714 Microsoft SQL Server 324

StoreFront FRA A M TR SQL Server L4, HEMNMAFUTFRE—RSE[ L WAREATFERENE—
StoreFront #pE, fEILLEBES, FAITHEEEINEEXR Delivery Controller 2%, HEZEXEITRAEIERITIA
ZHEETS, GO ERIBREFITHE, BREESAAY StoreFront %, Citrix RN IRS RAFER LS
=, EANTESERE Microsoft SQL #iEESLFIMRSS[AR R HEME—HER. kARTERTAELIHBE,

FE3: BEENSAIAEN StoreFront fR55 234 % A Microsoft SQL Server s&ffl (#7%)

FrE StoreFront BRSS284E AL SIEIERIFE— 1N E AR Microsoft SQL Server 5:flaf SQL gL, WAREH
EEABMWEENER, FLEBED, Citrix BEERFEMEEN Delivery Controller #rmi#A BT HIT IR
PITIMENEETS, FIUBRRERIBRFITRHERS A,
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StoreFront Server Group

\‘h :
[x]
\% SQL Server
OR
StorefrontSQL1 SOL HA Cluster

StorefrontSQL2 S0OLInstance

StorefrontSQL3

BR4: SPRSBADNES N EIEDOLFEZ 4 StoreFront AR5323485 01— E H Microsoft SQL Server 524

pas

"

XR— 1 EREE, REUHEERAERESEFNZRFEM SQL Server EIER, HEAERAEESERN
WERRER T SRR,

X574% 3R, BRET BIARNZEHIBEROLPZEE S StoreFront lRS2[RENER. Citrix BEIERTLUEE
EHERSRRREEH LN R ERS BA ZBERSITHEE. SRR OPNES MRS RAEEEIBSHEA Microsoft
SQL Server 326, WUEMR. MEEBMIELE. LARFTEASHIM Microsoft SQL Server FREFERLLEH,
ek T Microsoft SQL HAREHITIAIERAE SQL E5.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 127



StoreFront 1912 LTSR

UK StoreFront Server Group US StoreFront Server Group

UK 5QL Server
OR
UK SQL HA Cluster

US SQL Server
OR
US SQL HA Cluster

) )=

UK Citrix ADC SQL Server US Citrix ADC SQL Server
Load Balancer StorefrontSQL2  UKSQJInstance Load Balancer StorefrontSQL5S  USSQlfinstance

e \a

~

= |

°
oy
StorefrontSQL3 StorefrontSQLE
aL
Publisher Distributor Subscriber

Publication

—

1
-

L3 "
Publication Subscription
Database Database
. Distribution
A 4 1 Agent
Logreader

Information

Distribution
Database

&R

ATLIM https://github.com/citrix/sample-scripts/tree/master/storefront T L T4 K EE BN :

e E A
« Set-STFDatabase.ps1 - A& MWABEIRE MS SQL EEF/RH, 7 StoreFront RS LinfT.

« Add-LocalAppPoolAccounts.ps1 - #ZF 73 StoreFront ARS3 23498 FAFERF 3T SQL $UBEMIREFS
NiBRPR, £ SQL Server EiEfTHE 2.

+ Add-RemoteSFAccounts.ps1 - HF RS 2FAFMNERHE StoreFront BRZ528%4 SQL #RERIEZERA S Nif
AR, 7 SQL Server EiEf7AE 3.

+ Create-StoreSubscriptionsDB-2016.sql - 6% SQL #iEEMSM. £ SQL Server LizfT,

BRI T N2

« Transform-SubscriptionDataForStore.ps1 - 3§ ESENT Il AT REIES H %R SQL KiFRIE
HUESE N

+ Create-ImportSubscriptionDataSP.sql - & —Mz&id 2R S N Transform-SubscriptionDataForStore.psi

HipE. €A Create-StoreSubscriptionsDB-2016.sql Sl $kiEEZRME, 7 SQL Server £iEfTit
HEDI_;ﬂo
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72 SQL Server L E StoreFront RSB AtiR 240
FE2: i/ StoreFront fR322#04xih Microsoft SQL Server 21

7£ Microsoft SQL Server L8| —1%}7 <SQLServer>\StoreFrontServers Mzt eE, FHIIS
APPPOOL\DefaultAppPool #1 IIS APPPOOL\Citrix Receiver for Web FINEIMIKF L st iFasith
R4 StoreFront EERMIE AN SQL, thRSATECIERN AR EITIRSIEESEMN.SQL A5 H, FitiERRAES
FRITHLD,

AT TR Add-LocalAppPoolAccounts.ps1 3REEBh1E,

151817 Add-LocalAppPoolAccounts.ps1 il sz g% % StoreFront, ZMIZABURF&EH IIS APPPOOL\Citrix
Receiver for Web Bk IS KFABIBES, KA EREHEE StoreFront ZEiR%EE. IIS APPPOOL\
DefaultAppPool 2iEE %% IS Web R3S AEBIIEM,

# Create Local Group for StoreFront servers on DB Server

$LocalGroupName = ”StoreFrontServers”

$Description = ”Contains StoreFront Server Machine Accounts or
StoreFront AppPool Virtual Accounts”

# Check whether the Local Group Exists
if ([ADSI]::Exists(”WinNT://Senv:ComputerName/$LocalGroupName”))

{
Write-Host ”SLocalGroupName already exists!” -ForegroundColor ”
Yellow”
}
else
{

Write-Host ”Creating $LocalGroupName local security group” -
ForegroundColor ”Yellow”

# Create Local User Group

$Computer = [ADSI]”WinNT://S$Senv:ComputerName,Computer?”

$LocalGroup = S$Computer.Create(”group”,$LocalGroupName)

$SLocalGroup.setinfo()

$LocalGroup.description = $Description

$Localgroup.SetInfo()

Write-Host ”$LocalGroupName local security group created” -
ForegroundColor ”Green”
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$Group = [ADSI]”WinNT://$Senv:ComputerName/$LocalGroupName,group”

# Add IIS APPPOOL\DefaultAppPool

$objAccount = New-Object System.Security.Principal.NTAccount(”IIS
APPPOOL\DefaultAppPool”)

$StrSID = SobjAccount.Translate([System.Security.Principal.
SecurityIdentifier])

$DefaultSID = $StrSID.Value

$Account = [ADSI]”WinNT://$DefaultSID”
$Group.Add($Account.Path)

# Add IIS APPPOOL\Citrix Receiver for Web

$objAccount = New-Object System.Security.Principal.NTAccount(”IIS
APPPOOL\Citrix Receiver for Web”)

$StrSID = SobjAccount.Translate([System.Security.Principal.
SecurityIdentifier])

SWebRSID = $StrSID.Value

SAccount = [ADSI]”WinNT://S$SWebRSID”
$Group.Add($Account.Path)

Write-Host ”AppPools added to $LocalGroupName local group” -
ForegroundColor ”Green”

£/ SQL Server EREEEARE4AM SQL LIPS AMBEE, StoreFront 5 SQL Server Z BINHZEBERE

R EE,
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ﬁ 5ql Server Configuration Manager
File Action View Help

e AR E R

ﬁ SQL Server Configuration Manager (Local) Protocol Name Status
-?- ;g:: 55:”” ;E;"':Ek Confi tion (32bit) #  Shared Memo Enabled
o rver ork Configuration (32bi Named Pi Enabled

v Q SQL Native Client 11.0 Configuration (32bit) o — —

=L Client Protocols
& Aliases
v i SQL Server Network Configuration
&= Protocols for STOREFRONTCAM2
v 9 S0L Mative Client 11.0 Configuration

2L Client Protocols
5 Aliases

WIREWREE Windows B ASERIN LA Y68 R4S E i O sl BN O 237 SQL Server &, &0 Microsoft sciy,
T BN SRR PR IT IR (R,

m:

WRERZEAH SQL S2fI5LM, B E localhost SEZEFFEFFERAMN <hostname> BEBITHIERD

IPv4 #ihit, Windows mlgea 2316/ IPv6 ik IPv4, #H localhost 89 DNS f##TR]gE =ik (A1 TIEIEMERY
StoreFront #1 SQL Server #9 [Pv4 ik, PIEEREEINIRS 2 LA IPv6 MEEHER A BERRRILLA],

7% 3: StoreFront fz552848F1% A Microsoft SQL Server 3|

7 Microsoft SQL Server Lg|B—1 % 5 <SQLServer>\StoreFrontServers WA Z £4E, HHFM
StoreFront IRSZEBAMFIER R, kR 257 Create-StoreSubscriptionsDB-2016.sql <3|/, %l
A387E SQL eI BIT ISR ESRE,
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& Computer Management

File Action View Help

e 2R XE= HE

A< Computer Management (Local) Name Description
~ m System Tools & Access Control Assistance Operators Members of this group can remot...
. .Er::z:ls\(l:‘:::rl” *Admim;tratnr; Administrators have mmple.tn an...
Shared Folders % Backup Operators Backup Operators can override se... StoreFrontServers Properties 7 x
v B Local Users and Groups %Cemﬂure Se‘rvwca DCOM Access Members of this gm‘up are allowe...
9 Users & Cryptographic Operators Members are authorized to perfor... General
= Gro\.lps %Di;{ributad COM Users Members are allowed to launch, a...
@ Performance *—Event Log Readers Members of this group can read e... % StoreFrontServers
M Device Manager *Gue;ts Guests have the same access as m...
v 3 Storage % Hyper-V Administrators Members of this group have com... - -
> Y Windows Server Backup & ns_1UsRs Built-in group used by Internet Inf... Desciption: _Cordains mags;wsse”a‘ Machine Accounts or
™ Disk Management &% Network Configuration Operators Members in this group can have s...
> f, Services and Applications &E—Perﬁ:rmance Log Users Members of this group may sche... Members:
%P:rfurmmc:Mumtur Users Members of this group can acces... \StoreFrontSQL1
*;Puwer Users Power Users are included for back... \StoreFrontSQL2
*«Print Operators Members can administer printers ...
*:RDS Endpoint Servers Servers in this group run virtual m...
*—RDS Management Servers Servers in this group can perform ...
B RDS Remote Access Servers Servers in this group enable users ...
& Remote Desktop Users Members in this group are grante...
% Remote Management Users Members of this group can acces...
*Rep\i:atnr Supports file replication in a dom...
*S{nmge Replica Administrators Members of this group have com... Changes to & user's group membership
*—System Managed Accounts Group Members of this group are mana... Add... Remove are not effective until the next time the
% Users Users are prevented from making ... userlogs on
S0l Sener200990) BrowserUserSSHAREDSQL ~ Members in the group have the re...
I Contains StoreFront Server Machi.., Cancel o EEp

5 Fr B StoreFront R8BI BN MK F N3 <SQLServer>\StoreFrontServers A/, % SQL
Server £/ Windows B I85F, M REAH5|H StoreFront BRSS 238 BN A BEIRERFA S A SQL 93T
iR, B4 Add-RemoteSFAccounts.ps1 F#RHELIT PowerShell EEckal@4ait =24, HRAERMENS
73 StoreFrontSQL1 #1 StoreFrontSQL2 #9 StoreFront ARS 28,

function Add-RemoteSTFMachineAccounts

{

[CmdletBinding()]
param([Parameter (Mandatory=$True)] [string]$Domain,
[Parameter (Mandatory=$True)] [array]$StoreFrontServers)

# Create Local Group for StoreFront servers on DB Server

$LocalGroupName = ”StoreFrontServers?”

$Description = ”Contains StoreFront Server Machine Accounts or
StoreFront AppPool virtual accounts?”

# Check whether the Local Security Group already exists
if ([ADSI]::Exists(”WinNT://Senv:ComputerName/$LocalGroupName”))

{

Write-Host ”SLocalGroupName already exists!” -ForegroundColor ”
Yellow”

else
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Write-Host ”Creating $LocalGroupName local group” -ForegroundColor
”?Yellow?”

# Create Local Security Group
$Computer = [ADSI]”WinNT://$env:ComputerName,Computer”
$LocalGroup = $Computer.Create(”group”,$LocalGroupName)
$LocalGroup.setinfo()
$LocalGroup.description = $Description
$Localgroup.SetInfo()

Write-Host ”$LocalGroupName local group created” -ForegroundColor ”
Green”

Write-Host ”Adding $StoreFrontServers to $LocalGroupName local group” -
ForegroundColor ”Yellow”

foreach ($StoreFrontServer in $StoreFrontServers)

{

$Group = [ADSI]”WinNT://S$env:ComputerName/$LocalGroupName,group”
$Computer = [ADSI]”WinNT://$Domain/$StoreFrontServers$”
$Group.Add(SComputer.Path)

Write-Host ”$StoreFrontServers added to $LocalGroupName” -
ForegroundColor ”Green”

Add-RemoteSTFMachineAccounts -Domain ”example” -StoreFrontServers @(”
StoreFrontSQL1”,”StoreFrontSQL2”)

£ Microsoft SQL Server #h5 N AEEE BT RBIEERNY

=

7E1289 Microsoft SQL Server tgE—1Nas& L, it StoreFront £/, 5.SQL MiAhmMERZIZE NS SQL kx
INREMEREBIEEXGNEMBMUEMREIR, TEIA Create-StoreSubscriptionsDB-2016.sql £/ SQL
Server 2016 Enterprise,

BEHBEERIEE, AGEERERIERE, £/ SQL Server Management Studio (SSMS) 8IS #iEE,
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Object Explorer * 1 X
Connect~ ¥ ¥ YO &
= @ STOREFRONT I2ASTOREFRONT 2 (SOL Server 13.0.1601.5 - \administrator)

E Databazes

System Databases
Database Snapshots

B New Database

Select a page
K General
J Options
J Filegroups Database name: “

[+ =

LT Scipt ~ @ Help

Owner: | <default>

Database files:

Logical Name  File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize F
ROWS.. PRIMARY {8 | By64MB, Unimied 2 ¢

_log LOG Not Applicable [ 8 By 64 MB, Unlimited | q

| Connection

Server:
STOREFRONTCAM24STOREFR(

Connection:
PTD \administrator

ﬁ View connection properies

Ready £ >
Add Remove

Cancel

BABUBEGMULRENNAEE, SEFEMER, Fli STFSubscriptions,

EIETHIAZ AT, 4T StoreFront BBEFHS M AREE, BEURFIMAI5ALULEER StoreFront #1 SQL
BE, fln, Bk

o NIERIBMNEMUERESR, UES USE [STFSubscriptions] ## StoreFront B9 E R #RABITED
o BEURE.mdf 7.1df SXHMERFRIZE A BIEENEHAE,

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
STFSubscriptions.mdf

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
STFSubscriptions.ldf
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o TERASIGEST SQL Server

BRBEIA:

CREATE LOGIN [SQL2016\StoreFrontServers] FROM WINDOWS;

ALTER LOGIN [SQL2016\StoreFrontServers]

BITHIA, MINEREZRMGE, BRIE=MEER: SchemaDetails. iTEFMAF,

= Databases
System Databases
Database Snapshots

"} STFSubscriptions

[

= Database Diagrams

= Tables

[

¥ FileTables

[

+

System Tables

External Tables
BE dbo.SchemaDetails

BE dbo.Subscription

m
+ BH dbo.User

THENKIEETEEESR T Create-StoreSubscriptionsDB-2016.sql Bz 81289 TR SR LM

SchemabDetails

major_version
minor_version

details

User

% id

username

o) —

Subscription

? id
subscription_ref
resource_id
user_id
status
metadata

secure_metadata
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71 StoreFront I AEIEECE SQL Server EZFRFH

b7} =

m:

T71#7E ESENT $UBEPavREE M RIBITIABIER W HEREMIBR. MREREM Microsoft SQL Server i&
[REIGER ESENT, Me] LAMIPRTFAEE T 7 R H B RO ERRIREIE, ESENT iR 7%7E SQL BTN
FABEERIZENEREMITE, HERFARERIIXEHIITRIER. B RIBITHERNEFE.

R REIE LEHMESA ESENT 1713
#17F PowerShell ISE &R U BB R FHIET,
£/ -UseLocalStorage AT E B/ U T AEEN B A ESENT ITIHRA R A IS :

$SiteID = 1
$StoreVirtualPath = ”/Citrix/Storel”

# Sets SQL DB Connection String
$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath
$StoreVirtualPath

# Removes the SQL DB Connection string and reverts back to using ESENT

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
UselLocalStorage

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

FE2. 374

#77F PowerShell ISE #i%&#Z LIEE R BH1E1T.
EEERMER $StoreVirtualPath 1§ BiEEF AT RN ARENE,

$SitelID = 1

SVirtualPath= ”/Citrix/Storel”
$DBName = ”Storel”

S$SDBServer = ”SQL2016Ent”
$DBLocalServer = ”localhost”
$DBInstance = ”StoreFrontInstance”
$SQLPort = ”2703”

RIBEEAEERANSIBEIR B E $ConnectionString TE:
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# For a remote database instance use the following:
$ConnectionString = ”Server=$DBServers$DBInstance;Database=$DBName;
Trusted_Connection=True;”

# For a remote database 1instance using a custom SQL TCP port number,
use the following,

# taking care to use a comma *,  not a semi colon ;' :

$ConnectionString = ”Server=$DBServers$DBInstance,$SQLPort;Database=
$DBName;Trusted_Connection=True;”

# For a locally 1installed database instance, use the following:
$ConnectionString = ”$DBLocalServer$SQLInstance;Database=$DBName;
Trusted_Connection=True;”

R E StoreFront BFEZENITIFEIEER SQL DB EEFRTA:

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath
SVirtualPath

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
ConnectionString $ConnectionString

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

MRBHEEFNESINABELIEEAER SQL EEFHH, BNHESRTIHERE,

BIMBEHIEM ESENT 73 Microsoft SQL Server

ZFIA ESENT #iEE2 2 SQL, FEHIT— IR HIERIRTE, RETHMIRREDERITX——REERF
90 StoreFront #1 SQL SEfIFPRERFFREEIER, WATEHITHMI UEREIE SQL PEEIE. TBRE,
st ESENT TR A SQL B, BREIUEEELFITHNZE R

il F—EAFAE SQL T

el satus  metadeta secure_metadata
1 <SubsctptonPropefties xrins sd="Ti //www w3 01/2001/XMLScherma” xrinsxs="htp v w3 org/2001/XMLSchema: N
72001/X0HLScherma’ s xai="Heg 3 org/ 2001
amins 8= Tep
s xse e

4 SEIACEINTIDIIGEIEFTICIAZI2ICA  XenDesktopSSLI

i usemane
vorfeER )
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$ 1% 1 4/8 Transform-SubscriptionDataForStore.ps1 filZ<}$ ESENT #iE#%i#% ) SQL RiFMR LU E#H 2

SA

ERINEMPIIR ESENT #4289 StoreFront BR5283.

ARSSBRANERMEEER, ARREXLENIZFEEERKENITHIER.

#77F PowerShell ISE #i%&#Z LB R BHIE1T.

IBITR <StoreName>. txt XM ESENT #BES K Hai AP SEAEIZ Transform-SubscriptionDataForStore.psl.

PowerShell A3 IBRY S MTIRTIREGFARIR, UEBNIARHBMEITHERIERTHRY, XeJERERKNEA
REALIE,

BIARSERfE, HMENBIERSAILaAFNKE LR <StoreName>SQL. txt, ZHALCETH—AFIZRMN
HEMMIERITIE S5,

WNEIFHE SQL Server WEMNAEEEERITIIE,

S8 2 fEA T-SQL a2t 8 SQL SNEKRERIEHIE
BT ARENBELT—REN— T AEE.

BESE 1 eI <StoreName>SQL . txt XM StoreFront IR B EEEHIZ) Microsoft SQL Server £
B C:\, FHESHEN SubscriptionsSQL.txt,

Create-ImportSubscriptionDataSP.sql A 8IZE—4 T-SQL EES UM ES NITHEIR. ZiEEEHRE
W—RAPRNESEE, WEKEMN SQL BUBEMRMSEHHIFD NIERNR,

1E$147 Create-ImportSubscriptionDataSP.sql Z i, EE&R USE [STFSubscriptions] UEEREEE T
BT R EIERE,

M SQL Server Management Studio $T7F Create-ImportSubscriptionDataSPsql <, FHEEDHITHE,
LEBIAs ImportSubscriptionDataSP &S i8R INEIE 2 RIS B BURE S,

RINBIEEMEIZIES, SQLEHETIEETRUTHEE, #H%¥ ImportSubscriptionDataSP & 2RI EURES:

Commands completed successfully.
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= Databases
System Databases
Database Snapshots
W STFSubscriptions
Database Diagrams
= Tahbles
System Tables
FileTables
External Tables
B dbo.SchemaDetails
BH dbo.Subscription
FR dbo.User
= Views

52

= &

+ [+ [+

[

# External Resources
Synonyms
= Programmability
= Stored Procedures
£3] System Stored Procedures

® E dbo usplmportSubscriptionData

ARPHEHEIBURITZERE, AEEFERITEEIEAHREAE,

S5QLQuery19.5ql - S...administrator (39))" & > EENTRT N RS R Create-lmportSubsc...adrr
1 USE [STFSubscriptions]
2 GO
ER
4 - DECLARE @return_value int
5 | EXEC @return_value = [dbo].[uspImportSubscriptionData]
6 SELECT 'Return Value' = @return_value
7
g8 GO
133% -~
B Results g Messages
| Retun Value |
1 i

REEOXRTAMEHIELERAISAN. SANNEAREHSIZRE SQLIEH G, FHEIEMINETE, §
Transform-SubscriptionDataForStore.ps1 #2#RITHIZ R —AF 5 TEAED SQL THLERHITEL
o FNNDERZILAS,

REERBRMARNITHASHES SQL iREHN S AT
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SELECT COUNT(*) AS TotalSubscriptions
FROM [Subscription]

BRI —AF8AS SQL IRER AP RPAYIZREAELAD

SELECT COUNT(*) AS TotalUsers
FROM [User]

INRFERAA R 100 NE—AAHM 1000 #23THIER, SQL REMTEREERERNAMF.

B % StoreFront UEMEBF RS EBEEHITHHE. SR ITHANBUEITREZRE, &% SQL FEHNE
ITHER. E27E SQL el AR MITHEIER.

$ I8 3 WFANEIEIETT T-SQL &if
AE:

Fi& Delivery Controller M EX S A/NE, FHEMMS StoreFront FERAMNANEFBZIFTELTE,

-- Get all SQL subscription records
Use [STFSubscriptions]

SELECT * FROM [Subscription]

SELECT * FROM [User]

-- Get all subscription records for a particular user SID

Use [STFSubscriptions]

SELECT * FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1id]

WHERE [User].[username] = 'S—=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~

XXXX'

-- Get total number of Subscription records for a particular user SID
Use [STFSubscriptions]

SELECT COUNT (Subscription.id)

FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1id]

WHERE [User].[username] = 'S—=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~

XXXX'
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-— Get all subscription records for a particular delivery controller

1

2 Use [STFSubscriptions]

3 SELECT * FROM [Subscription]

4 WHERE [resource_id] LIKE 'DeliveryController.%'

5

6 -- OR for aggregated resources use the name of the aggregation group
7 Use [STFSubscriptions]

8 SELECT * FROM [Subscription]

9 WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

10

11 —-- Get all subscription records for a particular application
12 Use [STFSubscriptions]

13 SELECT * FROM [Subscription]

14 WHERE [resource_id] = ' DeliveryController.Application’

5 T-SQL EFFMIRINEITIHIER
i1z N

FrE G SQL EHMREaMERANRTEHEBRTAE, FHEiRERRENRAIMSHENITREENEMA
ERFEIHNEN, Citrix BIRA=, BEUT T-SQLBaENEABERITHREEHNEE, E2HEMTRN
MpREBTEYIER Z 51, &9 SQL HURESTE &M HPHNAEITHEIE. RERITHENEDURESSBEURERLH
Bif, EXNEFHIEERITEBSH T-SQL UPDATE = DELETE &A1, EXT EIMEIEDZ B SEaY &£ = #1E
ERE IR TR EI AT E# T,
AR

& Delivery Controller Z2#f#8X 2 A/NE, HEHKAS StoreFront RERMANEHEFRT LA,

-- Update the delivery controller used in all subscriptions.

Use [STFSubscriptions]

UPDATE [Subscription]

SET [resource_id] = REPLACE(resource_id,'OldDeliveryController."',"
NewDeliveryController."')

WHERE [resource_id] LIKE 'OldDeliveryController.%'

A W N -

Use [STFSubscriptions]
UPDATE [Subscription]
10 SET [resource_id] = REPLACE(resource_id, 'OldDeliveryController."',"
DefaultAggregationGroup.')
11 WHERE [resource_id] LIKE 'OldDeliveryController.%'

5
6
7 —-- OR for aggregated resources use the name of the aggregation group
8
9
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-— Delete all subscription records for a particular Delivery Controller
Use [STFSubscriptions]

DELETE FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

-— Delete all subscription records for a particular application
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE '%.Application'

-— Delete all subscription records for an application published via a
specific delivery controller

Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] = 'DeliveryController.Application’

-- Delete all subscription records for a particular user SID

Use [STFSubscriptions]

DELETE FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[id]

WHERE [User].[username] = 'S—=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX—

XXXX'

Use [STFSubscriptions]
DELETE FROM [User]
WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~

XXXX'

-- Delete ALL subscription data from a particular database and reset
the primary key clustered index to start numbering from 0.
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-— USE WITH EXTREME CARE AND NOT ON LIVE PRODUCTION DATABASES.
-- Can be useful whilst debugging data import +dissues to start with a
clean database.

Use [STFSubscriptions]

DELETE FROM [Subscription]

DBCC CHECKIDENT ([Subscription], RESEED, ©)
DELETE FROM [User]

DBCC CHECKIDENT ([User], RESEED, 0)

SRNAEIERE

June 29, 2021

AILER “BRENAREIRE” B “BRISE” NHE AN ARER .
BE:

EZRSBHEFR, F—REA—ERSBUBRRSB[ANERE, HfR Citrix StoreFront EIRizHI 8 K7E
BEREAEMRS SR LETT. THlE, RITHEREELREIRSSHAERE, UEERBEPHEMARSS .

1. £ Windows FaRREINBEFRES, KEIFHBESE Citrix StoreFront Rilk,

2. 1 Citrix StoreFront EREZHIANAMNERPERE “WABE” TR, EREERTEE-INABE, AR
£ “B1F” EEPiEE RENAEEIRE,

3. ZEEENABERERE L, EFSHLE, AFBEENBLET, HITAFHNEN, ARBHHE.

Mo ARAT Y

AILUMEARRIRENEEE EMRS SFREBEUEIZER, BIAE T DnsPort,. MERISE LRI RIS A ThISK
B, ERUT®ERZ—!

* Dns

» DnsPort

« IPV4

« IPV4Port
c =

» DotPort

o Uri

+ NoChange
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RN AFETE
AILUEERSEN HDX 2B AFHTE. FIAENF.

RITRRREMES, ERATNAFETBER, ARREHHE.

RTFEMMERERIE
ALEER S EEMERE HDX 2iE. BIAERF.
RITERREMES, ERAWEMERIIEREDN, ARBHHEUBBIIEEMERK,

RIFHRX K EER

BT RITERIRETESERARERARRXGREER, BB TG FREE AN, BSRS89 Windows
FER S IR B EL A HH BB 32, SR 2H6iRE Windows X3 (30 \Documents # \Desktop) ,
TR ARERSE, EITREZUMERSRET.

RITRRIREMS, ERNBUEEREAITRAX G REERETUBARERIHEX G REER, ARREHE.

BRBITNRNE

AR

Lt IhBEMX7E StoreFront 1912 LTSR CUT RESMZ L 1FRAFHE M. © XA F Citrix Virtual Apps and
Desktops AR EBE A EHNEEZIEE,

K ENEFEESZF BB AM StoreFront fEABIEN—E 5. KA EMT (AT LUEM) VDA
Fi& Cloud Connector #0 %l StoreFront ¥4 Delivery Controller. s&##N% StoreFront # Cloud
Connector TE¥RAFUMIER, XA SBAFRBIIAK.

EERSTHBAERERRER (MNEEFNEE) TAM, MERESIXE (BRUE) PAGER, BESIXENE
4 StoreFront B IEFBRASRETRRKEIIEE.

1. ERABEEN web. config XfH, 7 farmsets T, #Hfl advancedHealthCheck="0on", fl0:

:farmsets>
<farmset name="Default” enableFileTypedssociation="on" pooledSockets="off"

serverCommunicationAttempts="1" communicationTimeout="38" connectionTimeout="&"

multiFarmAuthenticationMode="ANY" backgroundHealthCheckPollingPeriod="80:81:88"

advancedHealthCheck="on">»

<farm name="Controllerl2345” xmlPort="80" transport="HTTP" sslRelayPort="443"
bypassDuration="60" allFailedBypassDuration="8" loadBalance="on"
ticketTimeToLive="200" farmType="XenDesktop” maxServersPerRequest="0"
zones=""

2. EMXME, FHEHRRD IS, WEMEFFEENIT web. config XHEMM IS ENEHRME.
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SRIBTIVRRERIHEAR

StoreFront 33&4™ Citrix Virtual Desktops Broker #1 Citrix Virtual Apps IRSE 28 B1TELTITIRNRINE, LUK
BERE RS B RS, BANAESH (00:01:00), ATLLUESHHITERIGEESIEERABTRANERIAFELE,
RERTREEHIEI TR ERNRE,

RS EBAHARR

BRINER T, StoreFront mini B ERHEHIRIIARSS BFAA HBVERIERATE 30 8B, EEEZHAK 1R
&, RSB[BEMAFETH, SJLLEITRITERREAESZERFIANE, AGRREHEBRNXERE,

eSS
BJLEES Delivery Controller Bz #1iaE S ST, BRIAER 6,

LB RITERIRBEAESIEERUNERNE/FIDEY, ARREHE

5 FRESRAR S

IEES] StoreFront %4 Citrix Virtual Apps and Desktops ik Ftg s B2 F A = E A 2 R T 2IRIRRE
#if Delivery Controller., BZ M bRREFRE, HAKETUE BN AP TR, ERLETR (FRINEE),
StoreFront 2FIESEFRA Delivery Controller & H#EER, HELIBMMNREML, A ERHZMER LR
FHEMEMNIHEE T IRATCRIER LT A,

RITRRIREMES, &F (HEUHER) BRERKEED, AEREHE,

EBREEFH

AIANERT, ERFUENABEPLTERARS. BREEFHE, StoreFront 2RE—NEEFH, MARES
REENBBE—NERT, HEEEXANSHEEERERR. BREEFHIEREE, THENTREEETE
(SSL) &%, BERAEETH, BRENABEEEXH. AMTBRLEMLS, ERERAEEFHEN, ARREHTE
UBREETF M,

TR (RHRIIXET)

B LURHIBRII X BT SRR Z R, IEEHMRXRERBFRUFREENFEEEXETF. BAMEER “RTIiE (FHR
EERRLE)”,

FALUBIHITRRISBEESEFIIERR (RHIBNXRET), BHILRTNAN, TRAXBFETBAUSSSIREH
XRFIIR, ARBHHE.
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StoreFront Advanced Settings

Configure advanced settings with caution,

User Subscriptions

Communication timeout duration 30 T
Kerberos Delegation Connection timeout b
Optimal HDX Routing Enable enhanced enumeration d

Enable socket pooling

onertse Store Filter resources by excluded keywords

Advanced Settings Filter resources by included keywords

Filter resourc

Filter Resources By Excluded Keywords
Maximum co
Minirmum far
Cverride ICA Enter a semicolon-separated list of keywords f::ur matching

; resources to exclude from resource enumeration. If no keywerds
Require tokel  5ra specified, no exclusion filtering is applied.

Server comm|

Filter resources Keywords: || |

Keywords for m rds
removes any pr pes

Cancel |

KRR (FREENXET)

ALUREEXBFLBERNER. EEQSXBEZERRUMRENFERHRXET, BRNEER “TLIE (RHRE
AFIRAE)”,

B HTEARBEESEFRSERR (REENXRT), BHEEMNEN, TRAANXBFEPRAUS SHREH
XBFIIR, ARBHWHE.

WA (f2)
EREERRNBEPEENRRLE, BNRER “TLIE (BFEMERRER)”,
ALUBSHITBRISBEESERIIBRR (KRXE), REIETNEN, EREEREROENTRER, AGPHH

TEo

HEMEER

1BE R 1XEI2E8 Delivery Controller MH &R IERH LR, AR T BAEBREETETENR, FRIAZER “0
(FERRH)”o
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ALLBIHITERIREESERHAKRELR LR, IA—THF, AREEHE.

HERENGHETR
BEMAH A HMEPIFER Delivery Controller WS/ &8, IWATERAT /B AERKESAME £, RIAMER 3.

ALLEIRITERIREESERHAKRENGHE TR, IA—THF, AREEHE.

BE ICA ZEFIREZ

£ Citrix Receiver for Web £ 58 ID B.ica BIIXMHHPHEF HmAMILE. WNREM, Citrix Workspace iz
BEFBIEEEFHmE. BRINMER “X7

RITERIREMES, EEES ICABFHBAMED, AEREHRE,

BRLHE—H

WRBALLT, StoreFront 32HIATFHMIIENMXS AT HPNAEENMXERE—H. MREF—K, APUMR
BERHITEOWIE. BINEEHEBRALLESD. BRIAMENF.

WITERREMES, ERERSE—BED, ARREHE.

AR EEE AR
EERIRS Delivery Controller #T@EHRE, BIIREE, SREFZARTAE, BRIAMER 1,

ALLETRITERREASEZRRS[EEZINRYE, BA—TEF, ARRTHE.

3f|HARE P i 2~ Desktop Viewer
AP MIBRE PR ESENZE S5 Citrix Desktop Viewer EOM I A, BHAERN “X7

WITERGEES, BENIBREFHET Desktop Viewer £, AESHHE,

BERERANNABER
BEEIHREAREN, ERRKERTE ‘NARR HEF, miF‘KE” NEF. BRIMER ‘X7

EASRRERS, ERREEANNBEFEDR, AEEEHE.
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E1E Citrix Receiver for Web i =

July 27,2020

Citrix Receiver for Web i =R 2 B{ER RS Web i, AP RIUTEN W B PITH—Nib=R, HReipinEd
Citrix Virtual Apps and Desktops AE & mMNBRER. HIBEFSE.,

£/ StoreFront BBz & TLLT Citrix Receiver for Web #8x1£53:

T FAES

Bl Z Citrix Receiver for Web 55 8I# Citrix Receiver for Web 455, FERAAELLER
Web @AM BEE,

B2 E Citrix Receiver for Web 4= &% Receiver for Web 5 S Hig &,

Fi—F PR StoreFront X#F%—RAF &%, F—ARIREEPE
Epy HTML5 AP KL,

BB E IS EN AR NRERAPLBRESHERFNTS Z BRI miEiEN
BiEF4AH,

B0 B T EXITH T EXITHIThREE N FAIEFAE B hE A P EIR & 28 85,

FREiE AT HTMLS &9 Citrix Workspace [z ffEFt  iEEBA @S RIES R EA Citrix Receiver for

A BT RV HTML5 =iE&ABF HTMLS &9 Citrix Workspace RZF
BFEhZRRNNE. SEXNAEFEESBRIE
s 2215 Ay Citrix Receiver for Web b5,
AR EREMETEA,

it & B (S B AT R BT R A E IR 45 BINERT, Citrix Receiver for Web i s 33 KB4 W
RAEENEREE= S8 EE, BEZRAN—RE,
R ISR MATR A . AT ERBIAIE B,

817 Citrix Receiver for Web i5 =

June 5, 2020

SN ERNER, SaEeIE—1 Citrix Receiver for Web &5, ATLBEIMA N BEER NG Citrix
Receiver for Web 455,

BE.
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LRSS [BHER, BFREA—BRSBUENIRSBAEMEE, HR Citrix StoreFront EIRITHI &R
HEFREAEMARS S BT ThlE,
BEEERLREIIRS A, UEEHRBPREMARS S

1. £ Windows FFiaRREENBEFRES, HEIFHBT Citrix StoreFront Rk,

2. 7z Citrix StoreFront B4 AMEMNBERTER ‘NAEE” Ta, #ERENHEE Citrix Receiver for
Web i5SBINRARERE, SARE “BF" BihEEEIE Receiver for Web ifis=,

3. gEAmelEs Citrix Receiver for Web s, B#BNFTEM Web it SR, SAEBRET—5,
4, %3% Citrix Receiver fiHEFT—%,
5. MEBMHWIEAX, BELE, QIBIEEE, BESM.

AP ER— URL, BAALGEZ URL i8] Citrix Receiver for Web 555, & 3%1&2k Citrix Receiver
for Web i5 =i BRFAMER, BB E Citrix Receiver for Web 5,
BUAERT, HAPEETT Windows 5 Mac OS X B9i+E#1i5i7 Receiver for Web 55T, ik 2iRE
BRig& LR EBRE Citrix Workspace A1EF. MRRMFE Citrix Workspace MAERF, RAGIRTRAFE
it Citrix Web i 5 FTHHAREEEHFAM Citrix Workspace MABEF. BXEHILTANFMEESR, B3RS
B%%E Citrix Workspace AR AP REM ST,
Receiver for Web i SN BERA A B AL ERBRAR Citrix Workspace MEER, FHEFNECHERE
MNRER. B2, &t Citrix Receiver for Web s LB RiERT HTML5 B Citrix Workspace N2,

LUET AR Citrix Workspace B RIEFHIRA P MR LULIAER. BXFMAES, BESREE Citrix Receiver for
Web 455,

ficE Citrix Receiver for Web i =

June 29,2021

AILUEISHITIA T ES K&k Citrix Receiver for Web =i E, HESHRIZE BB FHIBIERRBEXHHITE
M. BXFMER, BEAEHEE XHEE Citrix Receiver for Web 55,

BE:

EZREBBESD, BH—RVEA—ERESBUEFRIRSF[ANEE, R Citrix StoreFront EBITHI A RTE

BEFREREMARS S LEB1T. T,
BEEERCREIRSSRA, UEERBEFREMARS S,

R G

A LGB AT “BIESMINIEAE” £5 RiEEER Citrix Receiver for Web i mMBF D ESHKIESZ. LIRIER
YZ RS Receiver for Web i Ri8E 3853 S WIES %o
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1. £ Windows“F8” RE® “NARE" BRES, H2F &S Citrix StoreFront Bk,
2. 7z Citrix StoreFront EIEEHIANANBERPERNEABET R, AEMN ‘MNARE" BRPEREEK9E

K AEE.
3. EMABE B8P, ReHERE Receiver for Web it SfIERE, AEERSHRIESZE, BEBRAF
BRARIAR A %o
AR

T #5127 T 89 Citrix Receiver for Web 552 84 I6E A& N2 BN BRSNS HIE S ZHHIEEE X
89, iERE Citrix Receiver for Web i R IR FR B X L HHWIE S E, AXRNBHEMBHRIES
AHENARENSHRIEAE#ITEN. (BRI, EAXH A Citrix Receiver for Web iifi s3#1THY3%E
B BUH SRS IR A ESMPRN A EER N B ARSI E,)

o EHAFRBRNEEERENSAERSHEIE. AFREARNECHEABERNEERAEE.

* % SAML B HIIEFE S SAML SR HIEFNER. BRRSHREERFRIESHRE, BIRIERS
AECHNABENBHER. M RE” Thssd:
- ERSHREEFUREN S ORHEFNEE.
- ERRSREBUNRSEHEERERET. SHRUEFFELER.
o ERIGERE T LUEAMBFIZEEE Active Directory i5EHE. AP EEMAEN Windows &

IES%E, BEESEESHNAEENBEER. EEMALED, FAPIEE ERE Citrix Receiver
for Windows &R F Windows &9 Citrix Workspace MREF, HAEAEES ST,

=

=W

@ Citrix Receiver for Web B E il 5143 10IENH{ER Internet Explorer. Microsoft Edge.
Mozilla Firefox #1 Google Chrome #9 Windows &{E R4 E o

RERF T UBAEERSHRIE. AFEARNAREREERAZEERM PIN #7551,

3%
o FEFEM Citrix Gateway EiE LB AM Citrix Gateway BEiE & %383, BF @ Citrix Gateway 1E S
9, BIRITEIAE B SN AEENBEHER.

4. EERESHWIEHERE, REHE.
BXEUEHRIEFEFRENFAER, BERALESHINIERS.

BrRRES NARMEIE M Web 55

A LUEE AT Web i SURINIREES RAES AP MRS LR BRI ANE Web b SRR 1 10 R EHI K A2
£ anEd Citrix Receiver for Web 35214 Rf9 % ER URL, ABRKEXLEFHERNEIEH Web i55h, APREHE
MEENaEERE Receiver for Web 5=, MRAFERER, AIUEZESRER. Receiver for Web ikm&B8
MBMER. NTEAER, NRAFZFIRITANARER, NSHTITIE.

EERFRRES K28, HJUERA Citrix StoreFront Bi2#HI &8 PowerShell ¥ E41 Web #5549 URL FRi0Z
“alfz URL” 7%k, Alf5 URL 7£ Citrix Receiver for Web i 559 web.config X849 <trustedUrls> o
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FH, web.config @HE T C: \inetpub\wwwroot\Citrix\storenameWeb\ B&%H, Hr storename
FRER ARG A EIEE B o

BINEAT, MEAFRSEMRZEEN Web ik BehZRIRES L, StoreFront 2E&HAF, BAFNHATLIEE
BEER, BELESRXLEES, BT ‘UASE Bi5heHEE Receiver for Web 15, #HREE, BEERK
B, ARIHERRTRES AAZEEETL,

ERERITH QRN E Web 5=

£ Windows“Fri8” RRak “NARFE" REHR, #HFH3E Citrix StoreFront ik,

7t Citrix StoreFront BIITHI EMEM BT IRZENABET R, ARTEREEPIEFILS,

EIREERD, RRBEEERE Receiver for Web i5SHEE, AE%ER Web iE=iRiEAT.
BHRFMBNITRIBTHRERES A Web 5589 URL, URL %7110 http[s]://hostname[:port] iz i
E, HA hostname & Web it SEHMZLREFHE, port RTEMYBIBIAKORE] AR RS EHLBEN
0. Web i = MHFETTEMNEREREHIER, EE URL, 157 Web iS5 RPIEFENNEE, AEE
HRig. XM TABEHEMEFE Citrix Receiver for Web i SFrR IR RIIRES XA Web 3, TIETIR
PIERENNMEE, RERERFRUMBIRRZ Web ih=# URL.

5. BHRIES, NRERNFEREEN, NEHERE,

6. EF2| Citrix Receiver for Web i 7#35FE URL EFIZI1EH Web b,

> w N =

1= PowerShell F#ina = Web 5=

A L fE A https://developer-docs.citrix.com/projects/storefront-powershell-sdk/en/latest/Citrix.
StoreFront.SubscriptionsStore/ # 7\ 48 89 Set-STFWebReceiverApplicationShortcuts PowerShell
cmdlet 7 “AI{E”URL,

WNREREHITIRE

1. £ Windows FiaRRS N AREFREF, %XEHEE Citrix StoreFront Bk,

2. EEMEEPERNAEET S, EREEETHEEEE Receiver for Web i SHMEE, RAEERSIELE.
R LB TRE:
fREEBEZIRE: Receiver for Web 285N AR ERS B[ ITBEHRE. HERBEINEER 1o
BISBATF4EATE]: BidLtBYEI/E, Receiver for Web $HEN BEIERSB/ATA. LEHERIAR 3 Dok,

KIERBET: B tbetalfE, Citrix Receiver for Web s EHRAFP SIEEBR. BARIEERGE, AP I USSER
BAFETRESNIASERNEER, BXNEFHERA 8N Citrix Receiver for Web ihm W& IIhEE, F1a0iT
AR, FrIENEIERNR/MENA 1. 81 REIERNSEAER1E. RIANERT, BAPREELFIEEDRS
20 HHERER,

BRIB: EEREZE, MREHERN, Receiver for Web B RTEFEBE, EaIUANEREBEIEE S #E. A
B8R 5 O R EREBRNM/NTFRIEB,.
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AN AEFNKEEEARRRE

LB H{TEE Receiver for Web 5=+ 1 Receiver for Web N AREEMNEEMNEESRKRENSIFEBR
=

1. £ Windows FisRESNBRFRREF, KFHEE Citrix StoreFront Bk,

2. EEMBEETERNABET S, ERIFEEPRREE “EE Receiver for Web ihR” MR E, AEEREE
FinFEILE,

3. MEZENMEFERIAIE THRER, EEZETNE,

ERAXMARAE, BRITUTERE:

1. £ Windows FieRESNBIEFRES, #kEIFHEE Citrix StoreFront Rt
2. EEMERPERNBBEY S, EREEETRREEEE Receiver for Web i =FEE,
3. ERERISE, AEEPBEAXGEME,

FIER AP R ETRE X

BAE R T, Citrix Receiver for Web it SR — LA, UZIFAP AXBINAREEEEE Citrix
Receiver 5§ Citrix Workspace R 2R, XEMEXHFESREESERNNBREENEZEAEE, HhaiEns
R FAEEEERFTE Citrix Gateway SEMERAHNIEMAES, EAXH, RIESITHEE, TN “Citrix Workspace
MARER” MR R RRZ 2171 Citrix Receiver ks,

AT LGE H1TEE Receiver for Web i5= /9= A Receiver Bt B IS RKENSIEBIN{E,

1. £ Windows FiaRR SN AEFREF, KEHEE Citrix StoreFront ik,

2. EEMBRPERNABET S, TRIEFEETHRRETEE Receiver for Web b SHEEE, RAREERF
ImAREIRE,

3. %R EA Receiver/Workspace N BIEFE B,

F3&BERE Citrix Workspace N BEEFHNBFEREILSITH

A LUE S A 1726 E Citrix Receiver/Workspace [ B2 5 £ 55 B & 2 5k R 2 Citrix Workspace B B2 FH
Windows 8 Mac OS X P ifiais=at Citrix Receiver for Web 5589178, ZRINMERT, LME1T Windows =
Mac OS X Byt &l TiARes, Citrix Receiver for Web s B IRHE ST RE T Citrix Workspace R
27,

R MAE Citrix Workspace AR, RABIRTHAFP THHARESSHTAH Citrix Workspace 2R,
BIATEAME R Citrix Web 3, BEBETLUE Citrix Workspace B B2 REEF S E StoreFront AR5 33,
FaFREP S AEEM StoreFront fRS88 FHIXLEAZFBIEIZN,

st F Tk Citrix Workspace RBREFHAF, &EAIUTE Citrix Receiver for Web 55 EERERTF HTML5
#9 Citrix Workspace M B#EF. ERTF HTMLS 89 Citrix Workspace MBREFER P EBEIZE HTMLS #3H
Web 35588 hifinl S mA N AEF, MEFLE Citrix Workspace R ATEF. Bz HFAZBMEEZFES Citrix
Gateway B W%, B2, SNFMAZBMBLRENERE, EATF HTMLS 9 Citrix Workspace R IRz #Fih
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IREE MR R, Lo, FERBREMAN Citrix Gateway 7 R MU RLEIMNBEZIIERE. BXIFAEER,
BESREMEER,

T FARZMEZRRAMAS, BAMER T2 IL@ESERTF HTML5 B Citrix Workspace B2 iA1A Citrix Virtual
Apps and Desktops R#HEER, BAFEREHAT HTMLS #9 Citrix Workspace Bz RfEF A iia] S mA0m g
R, #fE&n Citrix Virtual Apps and Desktops AR$528 E/E A “ICA WebSockets #i#%” 58g, Citrix Virtual
Apps and Desktops sH:&BF HTMLS5 89 Citrix Workspace i Bi2F#ERiEO 8008, MR AEMEMMLZIEE
AVFRRLIRO. BXIFMMERE, EBAWebSocket HERIEE,

Z fF Citrix Virtual Apps and Desktops % iR 7 H #% i& #& %) StoreFront BY £ A&  F HTML5 # Citrix
Workspace Bi2FRINESR, HARESHENAZFMSEN VDA K TLS %%, @i Citrix Gateway 28
IAREE T LUERER T HTMLS 89 Citrix Workspace B2 BohER, MEHEERI VDA 89 TLS &,

1. £ Windows FaRESNBIEFRES, KEIHEBSE Citrix StoreFront Rk,

2. 7£ Citrix StoreFront EEEHIENENEETERNARET S, AREEREETER— N IES, TRES
&, KkxEHEE Receiver for Web it S fEE,

3. %E$E EE Citrix Citrix Receiver/Workspace B2, HiEELPEIE,

o NRFLEILSIALKIET HTMLS H#ARRKESARER, MARTAR THM%ZLE Citrix Workspace [
2R, EERBL MR Receiver for HTMLS, sE&FILETE, AP AL ETIERTF HTML5 9 Citrix
Workspace N AR iHR SR EWSEANBER, fiREEER HTMLS H#A0H538, &8 HTMLS
RANGB/NAF T ESRE R ZREIEAEMRER Citrix Workspace MR #1TiA1A.

o MNRFLEILSIRTAF THHRE Citrix Workspace R AER, BELARE Citrix Workspace R
ZFEELREIEATF HTMLS i Citrix Workspace M2, i&iEF R4 Receiver RaJ /A, NI
A Receiver for HTML5, 33F k%%t Citrix Workspace MAREFHNAF, SYHBERIESR, 2
RTRETHEHRE Citrix Workspace R AEF.

o IRFHDBuh LB A =EER Citrix Workspace MEREFIFRIER, BHERAMETE, RASRE
BPRTHAREESHEFAM Citrix Workspace R AEF, &id HTMLS H#ARR KSR T2AR

- WMREFRAFAP TH HDX Engine (i&#F), Citrix Receiver for Web AR ERKAFRE
P E T EH %L Citrix Workspace R E#ERF (312 Citrix Workspace FBREFFRATA) -

- MREFBINAKIEH, Citrix Receiver for Web S E B A & R #t B F # 4& Citrix
Workspace M A2 F & F GBI, AP A LLEERBKE F+ &, BBRIEFRR Citrix Receiver
for Web 3##138 cookie, ZMNABRIRTAFPA%R. EEALLINEE, &R StoreFront Az5528
E=rERT A/ Citrix Workspace W BERF X5,

- MTHIFIRAPEE R,

7EARSS 28 HiRMit Citrix Workspace WAEEFLZEX 4

BINER T, HAF@ITiETT Windows 3¢ Mac OS X 89it&#liAial Citrix Receiver for Web i saBt, bk sig=
RBMERFIEE LREERE Citrix Workspace A2, MRMARE Citrix Workspace AR, RAIRT
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AFEE Citrix Web i 2 FHHAREESHFAM Citrix Workspace B2 FIEFF, &M StoreFront fRSZ88 FEIIE
MR ERER.

1. 7 Windows At RBXR N AIEFREF, HkFH2E Citrix StoreFront Fik,

2. 7£ Citrix StoreFront B ENANBETPERNABSET R, RAEEEREETIEE— NS, TRIES
&, oxBHERE Receiver for Web 15 S FIEE.

3. %R EE Citrix Receiver/Workspace [ F72/5#1 Receiver/Workspace W BI2FHIR, AENKEIR
X,

EREia1TRE Citrix Workspace W AEFHIRT

&RE StoreFront i, Citrix Receiver for Web {2 ~m P RERHM Citrix Workspace MR (F1RZMN
BEFMAREEAPHITEN L), NRAFRER Citrix Workspace AR A UAER, ZETRAREESER, &
KBURFERE.

AT L% Citrix Receiver for Web BE2&HEE R StoreFront |5 ERiZIE2Ro

£ Windows e REXN BIEFREF, HkIFFH2E Citrix StoreFront ik,

£ Citrix StoreFront BEBZHI AN ANEEPEZNABET R, RAEEEREEPIEZFHS,
EREERD, RREBEEEE Receiver for Web i =B E,

ERBRIGE, RARETERGBRTRE Citrix Receiver/Workspace [ HiEF,

N =

s Citrix Receiver for Web i

FERIZEERTHETE Receiver for Web i =ik Citrix Receiver for Web k55, WRMIRiLE, BRETEE
8% Web TTEip RN BRI,

XS —RF L

December 2, 2020
AR
StoreFront HRAFREWNARENZFR, ©i5%kE Citrix Virtual Apps and Desktops s = MR FBiEF
MEEREE -3 TR ERNNABIES, Citrix Receiver HARIEBETE Citrix Workspace M RIEFET.

Bl 1897 AN SAY P IETE SRR B, =R RA RN B S UEINATR, Flingi—4iu:EE Citrix Receiver,
EOSHEE IR ERIE T O F S, BXMBMHNEZFMAEE, 155 https://www.citrix.com/products/,

StoreFront Z##—RBF &K, %Gi—&kEFE Web f4s# Citrix Workspace M BREFREEFEEN HTMLS
BRERE, WAESRFEEXNEENREFHAEE,

fEAILARZAH StoreFront SIZRIN AR IEFERS—KR,
£/ StoreFront EBizH &8 H117 LT Citrix Receiver for Web #8%1£53:
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« Bl Citrix Receiver for Web i,

« 24 Citrix Receiver for Web 5 (K58,

o ERSRNAREXBENS— Citrix Receiver for Web 555,
« BHEX Receiver 4Nl

/A Javascript #1 CSS BE X Citrix Receiver for Web Fif,

EZRS[BHBER, FRUEA—ERSBUELRSB[ANEE, HR Citrix StoreFront BIITHIAKREREP
B ERAEMIRS S LETT. TllE, BRNEEFMMNERFREIIRSSE, UWEERBEPHNEMARS S,

AR

WNRFEA XenApp 6.X, TBATH—AHBENERLT, FXFENBEDRRARBXEEF iR
AFITHEEX, BNMARSSBIHEINARER,

1L

4
anp
(aYay
@
(\_—/‘l/-
xHt

BI%E Citrix Receiver for Web Web 5=

FROIEN AEERESEeIE Citrix Receiver for Web 55, #F 8] RIS I2 612 E b Receiver for Web
=

1. £ Windows“Fi4” REE “NEER" Rah, HEIFH&ES Citrix StoreFront Rk,
2. 7£ Citrix StoreFront BB &I AN AN BERD®RE NABHE Th, AGE ‘B ERDETERE
Receiver for Web i > 70, HigRESHITIENE

PR 5N RS X BAZ— Citrix Receiver for Web it 5

£ /A StoreFront 81BN AEIER, £BEheIE Citrix Receiver for Web it S H#H I E SN AREE xBE, Citrix
Receiver for Web ik fEB K —1K, NWABEES % Receiver for Web #5568, FEkFERAF & A Citrix
Workspace [z B2 ihia R B ER 2R Receiver for Web 42,

1. 7 Windows e RBHR N BiEFREF, H3IFHEE Citrix StoreFront #ilk,

2. 1£ Citrix StoreFront BEEZHIENANBEPEZENABET R, RAEEEREEPEE— I NABEE. &
“B1F” ERT, BHEBER—KK, MNREKRIE Citrix Receiver for Web Web =, MPEER—%HEE,
Heha&4Em “F0 Receiver for Web 55" mSRIFEE,

3. EEAFIARELLE ABEER Citrix Workspace M AREFZE Fini 2 RH2RIA Receiver for Web i3,

4. BEHE.

FEXRMIRE

1. 7 Windows e RBS “NARE" BEF, HKEIH2E Citrix StoreFront Fillk,

2. 1£ Citrix StoreFront BEEEFHIENANBEPERENABET R, AEEEREEPEE— I NABE. &
“IR1E” BI&H, BEHEIE Receiver for Web ifis3, #%3#% Receiver for Web s, AGRHEE.

3. EFREFNEBEHHTERUBEXERELEINERAR.
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Edit Recerver for Web site - /Citrix/StoreWeb

StoreFront Category Settings
Use these settings to configure categories.
Category Settings Category view
Customize Appearance ®) Expanded
Featured App Groups All sub-categories and apps under a selected top-level category display on one page.
Authentication Methods Collapsed
Website Shortcuts Only the immediate contents (sub-categeries and apps) of the selected category or sub-

category are displayed.
Deploy Citrix Receiver/ o e
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

Cancel

WERRERANE:

BF - (ROANME) REBEFRMESEG. PMETNRERN THEMNNBEFEAIL, RFEFIDH.

& - AILUEFETRXFIREFES, ABEEXFNPNEARFAIL, FEIZENSHMBRT “WRBEZEIER" #17
89

S—FAPAIEHRNET XERRINE,

B ENX Citrix Receiver 51

1. £ Windows FaRE “MARER" RREP, KFHEE Citrix StoreFront Bk,

2. 7£ Citrix StoreFront BEEHI SN AMNBRPERNARET R, AGELEREEFER—ILABE. &
“URE” BigH, KRBEEEIE Receiver for Web i55FEE,

3. ERBEXIMIFHHTERUBEXERE Web i 5N ERA .
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4 Edit Receiver for Web site - /Citri/StoreWeb2

StoreFront Customize Receiver for Web Appearance
Use these settings to customize the Receiver for web pages.
Category Settings Logon branding

Logo: | Upload from local computer | Browse...

(350 x 120 py) e e Ty e—
F red ﬂpp Groups s l0go appears on € ReCeIver logon page

Header branding (Post logon)

Loga: | Upload from local computer | Browse...

Authentication Methods

Website Shortcuts (340 x 80 px)
Deploy Citrix Receiver/ Preview (Post logon)
Workspace app Background color: -IZ|

cilnx | StoreFront Text and icon color

Session Settings
Text and icon color: IZ|

Workspace Control Link color

Client Interface Settings Content branding (Post logon)

Advanced Settings Link color: -|Z|

Reset to default styles

B [ e | [ ey

&/ Javascript #1 CSS #—F BEX
AR

EARER ARBTG5 Javascript AINE script.js sc(fFIanTE C:\inetpub\wwwroot\Citrix\StoreWeb\custom
#), F#i& CSS HMEIE—BRFH style.css Xtk

7z Receiver for Web & R oum P AMERSAT X

Itah “EE” EREBENX S, FIINDEERHATIZM. BXERNAR, FINFHEEEHRSHRE, BSEE
Receiver for Web #& RTE S HRMENEIRk,

AILUMERALUT javascript {77EM M B R INEE A A

$('.customAuthHeader') .html(”Example one - top of login screen”);
$('.customAuthTop').html(”Example two - above login box”);
$('.customAuthBottom').html(”Example three - below login box”);
$('.customAuthFooter').html(”Example four - bottom of login screen”);
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EFEXAEIMAE, BFRHFUTHEXNRINE custom.css H:

.customAuthHeader,
.customAuthFooter,
.customAuthTop,
.customAuthBottom

font-size:1l6px;
color:yellow;
text-align: center;

citrix | StoreFront

ZEMR HTML #83X, 153 4 17 javascript B ALUTRA:

$('.customAuthHeader') . .html(”<b>Example one</b> - top of login screen”
)3

$('.customAuthTop') .html(”<div style='background:black'>Example two -
above login box</div>”);

$('.customAuthBottom').html(”<i>Example three - below login box</i>”);

$('.customAuthFooter').html(”<img src='logo.png'>Example four - bottom
of login screen”);

AR

EMNRETEBEXBRPEE—1E7 logo.png HE%,.
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7z Receiver for Web B9& R E P HIMNENERX

At “EHE” BHRESRBMBNERELERNS, MIFEF. Web JHEBEEIERNERFRS, B Citrix Workspace
NMARFHEAEET U, HHEZNBUFEEFN UL, XERENRERITENTHRTFRSKEEAS, NASFEIM
HARYSI R

MR, EFREHITAjax BRAUDSNERNSHBEBARE. Ak, ERE:

1. EX—1MNERANLAREFERE, ZRHBMRSE LN \customweb BRHHTERRAS, HIGERMEIE
. XEHF EEN.htmURG, HEBEXTEAIUBEX A HTML {58, &EA \customweb B,
RAzEREEH D StoreFront lRS[BAFHFIERSEE (B \custom BR—H¥), BRETHNER

2. REEAENSRARLERE, SFREARZRHESH Citrix Workspace MARZFDHIEM, RAMAELE
S ZANEIT,. TR ENIFYE beforeDisplayHomeScreen (BMIREHFEEZRTE LE
TRE, AEHRAER beforeLogin), LU THIBAEXFEMER, HEEMAF Web BRIBMAHEF R,

SRR T

function setDynamicContent(txtFile, element) {
CTXS.ExtensionAPI.proxyRequest ({

url: ”customweb/”+txtFile,
success: function(txt) {
$(element) . .html(txt); }
}
)3
}

var fetchedContent=false;
function doFetchContent(callback)
{

if (! fetchedContent) {

fetchedContent = true;
setDynamicContent(”ReadMe.txt”, ”#customScrollTop”);

}

callback();
}

CTXS.Extensions.beforeDisplayHomeScreen = doFetchContent;
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CTXS.Extensions.beforeLogon = doFetchContent;

BEM \customweb\readme.txt MBAS, TIAMERTES—ERBMBHIES. FNEHEHSHXH (status.txt)
FAZMA U E#HTRALREEGANER.

AERAHBREETR TN KR RTER

WTFRBIBHE script.js XHEFERATRGIRE, BREECHIR, LRBEHMRAE: F—NEE Web JIE2E a5
RE, BZNRESNBFIHNE Ul ZEIERN, MRERBEEREHEE, BHRE— R, B2, B2FERME
ERHEERR—MFER, RAZIRRREETE Web J8s LB (MIEERNEFFIHL) . BMEXHE, YAPM Citrix
Gateway i5iRlEY, BERAMBEWEE.

var doneClickThrough = false;

// Before web login
CTXS.Extensions.beforeLogon = function (callback) {

doneClickThrough = true;
CTXS.ExtensionAPI.showMessage ({

messageTitle: ”Welcome!”,

messageText: ”Only for WWCo Employees”,
okButtonText: ”Accept”,

okAction: callback

// Before main screen (both web and native)
CTXS.Extensions.beforeDisplayHomeScreen = function (callback) {

if (!doneClickThrough) {
CTXS.ExtensionAPI.showMessage({
messageTitle: ”Welcome!”,
messageText: ”Only for WWCo Employees”,

okButtonText: ”Accept”,
okAction: callback

)5
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}

else {

callback();
}

EREN LS RFTEREER

BT CTXS.ExtensionAPl.showMessage() fEEEMNHE R ETLILEN, TJLUARLKERXFEEET A, UWEH
fE R ERERER. BUTTARERNE script.js , UEEZEBERKREFR. FEERAEANEN, FRAA
showLargeMessage() 3k CTXS.ExtensionAPl.showMessage() .

function mkLargeMessageExitFn(origfn)

{
if(origfn) {
return function() {

origfn();

window.setTimeout (function() {
$('body').removeClass('largeMessage'); 1}
,500) ;

}

function showlLargeMessage(details)

{

$('body').addClass('largeMessage');

details.cancelAction = mkLargeMessageExitFn(details.cancelAction);
details.okAction = mkLargeMessageExitFn(details.okAction);
CTXS.ExtensionAPI.showMessage(details);
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ETAHER, XERI—MREE. KHAEN, SE—NGEREMERIRZE (FE&RITRN ‘B,
AIN—LE CSS SRIRBUARIBEMFE B MAEN AN FI30, 7E custom\style.css =AU TFH#IE:

.largeTiles .largeMessage .messageBoxPopup

{

width:800px;
}

Afa, KB Ul L8R messageBoxPopup Hi&E7T largeMessage 1758, EHN 800 h&. MENKEHRERSE
FER. (ERm®BIEFNE Ul L, BRAVEREERLR).

Welcome!

Only for WWGCo Employees

BERABELZNA, aJLUEIRK U TABHRME custom\style.css SRB/NFEK/, HEZE ARG EHIA R,

.largeTiles .largeMessage .messageBoxText

{

font-size:10px;

}

EREN N RFFRERGAIRSNEHNAT

1A showMessage BY, FJIUfEEFEL HTML, fMIERN—NFRSH, LURMER. BHRITIHIRE, BB LUFI3T
showMessage WEERGIAATE messageText B AUTRE:
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CTXS.ExtensionAPI.showMessage ({

messageTitle: ”Welcome!”,

messageText: ”&lt;div class='disclaimer'&gt;rhubarb rhubarb
rhubarb ... rhubarb rhubarb&lt;/div&gt;”,

okButtonText: ”Accept”,

okAction: callback 1}

)

SAIEM style.css FIRMUTRA:

.disclaimer {

height: 200px;
overflow-y: auto;

XRETRUTER:
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SO Al

EEEIIHIMBEX XS, LRI TE Javascript ITRIREEAS !

Welcome!

rhubarb rhubarb rhubarb rhubarb rhubark
rhubarb rhubarb rhubart rhubarb rhubark
rhubarb rhubarb rhubarb rhubarb rhubarb
rhubarb rhubarb rhubarb rhubarb rhubarb
rhubarb rhubarb rhubarb rhubarb rhubarb
rhubarb rhubarb rhubarb rhubarb rhubarb
rhubarb rhubarb rhubarb rhubarb rhubarb
rhubarb rhubarb rhubarb rhubarb rhubarb
rhubarb rhubarb rhubarb rhubarb rhubark
rhubarb rhubarb rhubart rhubarb rhubark
rhubarb rhubarb rhubarb rhubarb rhubarb
rhubarb rhubarb rhubarb rhubarb rhubarb
rhubarb rhubarb rhubarb rhubarb rhubarb

1 $('#customBottom').html(”For ACME Employees Only”);

EX style.css I, ®E position:static UHERMXIEIREIIIE,

{

}

1
2
3
4 text-align:
5
6
7

#customBottom

center;

font-size:30px;
position:static;
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} =r

AR

NRERMAMNS AR XA/, NH%FEA CTXS.ExtensionAPl.resize() 54 LUt Citrix Workspace
MRAREFMERLERNBTRET T,

LR “HAERY ETEN, FX4EMEILENRINIE
A, BEM “REER” FF. R “store” (XARFMRENRER) HNERELL, BESMEIRXHER, i

+ % onViewChange itk By, RTUABENEEEENR, NEHKTMES, BAit, NRELANSHE
BXHE, NABEERENTRERBISEEENTIE, RACHERBZEET. ATERXMER, BHR
1 ERREER, MHERENABESIBEREFERIT.

- @&%iF “whitespace” W=TBIEH LHRE— AR BEXKIERBERDEHN “FRENARER Ul BiFs
o XELE “FIENARER MEEXHRETZAIAERE,

BAEE—Em script.js FRMUTFRE:

$('#customScrollTop') .append('&lt;div class="whitespace”&gt;&lt;/div&gt
')

CTXS.Extensions.onViewChange = function(view) {
if (view == ”store”) {

$('.whitespace') .height(5000);
window.setTimeout (function() {

CTXS.ExtensionAPI.navigateToFolder(”/”);
$('.whitespace').height(0);
+

» 1)

}

MBI IS B RO N BEF PR AERF

B TENABREIX—R. BREHRFETNEINLERER, AEM FMERARERFZTR” FIRFEERER.

var bundleApps = [];
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CTXS.Extensions.sortBundleApplList = function(apps,bundle, defaultfn) {
for (var i = 0; i &Llt; apps.length; i++) {

bundleApps.push(apps[i]);
}

defaultfn();
}

5
CTXS.Extensions.filterAllAppsDisplay = function(allapps) {
for (var i = 0; i &lt; allapps.length; i++) {
if ($.inArray(allapps[i], bundleApps) != -1) {

allapps.splice(i, 1);
==

MEFERALBEEX, RFEXAFRER ‘FENAER" Bih “EtNARERE", UWBEAFPBIER, ERTIHRE,
ERIBEAE X BRTM strings.en.js Xk, Ai55H AlAppsTitle Fil—Mrid. fli, EXETHER:

(function ($) {
$.localization.customStringBundle(”en”, {

<span style="background-color: yellow;”>AllAppsTitle: ”Other Apps”
,</span>
Examplel: ”This is an example”,
Example2: ”This is another example”
}
)5
}
) (jQuery);
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L€ NN @S

INREHERER A, WETLER Ul RERBERXE. FIi0, % Google Chrome £/ Receiver for Web =
AN “RE” REEXN NI, BRNTARAIEEXFRES:

(function ($) {
$.localization.customStringBundle(”en”, {

<span style="background-color: yellow;”>Install: ”Get Started”,</
span>
Examplel: ”This is an example”,
Example2: ”This is another example”
}
)5
}
) (jQuery);

(S
Welcome to Citrix Receiver

citnx ‘ Workspace Use Citrix Receiver to access your applications and desktops.

Get Started

BEANBEARTENRR, BHITUTRE:

1. 7£ StoreFront fR$388 L, &&FB & C:\inetpub\wwwroot\citrix\StoreWeb\receiver\js\localization\en
(BRI EIR ARAIEZ A “Store”) IR,

2. TEIREAPITHXXS ctxs.strings_something.js.

3. EREFHNFRHS. AR BREEEFELXXHE, MREX “install” RFI—#1E custom BR+PEIEES
=1

FHRFERINE=E®
BE.

BNEABERSHLHER. XRETETHEGNEAE K, AAXEEFPHEANEEGESRNT, XhE
SARERHELUAITH A ERIT,

AILUE B B &AINE \custom BR, H7 CSS LISTH#ITEIA. SMFEET (REFFN “RL”) FERARNE
%

o B EGBIFREAD TR,
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o« FEAMRGBEIMEETE LLNFEEENESE G, KEGSAMUERRENTE, HERSOERN—
A blur,

AU TREERTRNER. BFEEEAERNES, EERASEERATREERSEMNSE, UEXETEGKE
E¥E7. ATEGEFAEETE LNMF, B, BEAETEEEERREFENER,

E—MAKEEEZX “appBundlel”, £=18% “appBundle2”, LUtt#E, BHE “appBundle8”, LUTRAEIE
FHE#% “clouds.png”, EaILUE S ARETIUTEGHITFH:

1. BEBREE \custom BRH., BBEEALY 520 x 256 GEAEESHMERRIE—H (BREZBHEK).
2. BUTHEFME style.css

.appBundlel {

1

2

3 background-image: url('clouds.png');
4 }

5

6

7 .bundleDetail.appBundlel {

8

9 background-image: url('clouds.png');
10 background-size: 100% 200%;

n 3}
XEERUTER:
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Citrix StoreFront

Welcome Userl!

Editing... Q Drawing Accounting

Editing apps for users

Favorites

4 & =» E

Notepad - MS4 Calculator - MS3 Character Map WordPad 1

Citrix StoreFront

Notepad - MS4

LR BT ERRIEMNE

Receiver for Web SZEHRLEEM (1R DPI”) RRNSFARTEAEESKIRNHEIME (“GDPI”) FR.
f5isn, Apple Retina RERIFNUMERSIPENTGE. EEEXTENL, FEEEE x1.5. 2 EEX3, HA/)
B CER” GE Y. BT X2 2EARELYN, HEERRA, AL, Citrix Workspace MARFHAES EGRZIRE
LI iRzt EERSE LR 100 X100 RENER, 1F 200 x 200 KER X2 iR,

L& M StoreFront BIRIEHI A LHEMTEGE, FHEERET x2 Bf. BROIER, ENAARENRSL “TE"H
BENSENME. (€ X1 LENEGTFEKRAT X2,) SMRELR “TE)” 170 x 40 &R, FAE EHIITE
&R 79 340 x 80 B %o

StoreFront ZRIZEIRAIRI A H R HERE—F K/ LLEGATE DPI 7R85,

i, XSSBEGEY, EA—+NEKATERER. XRIFEFLHN, EABGETREREBRS, MREH
BATBEILRRR, BERAUTHRIRGE:

1. BIEBmMRENEIR, — P8 X1 KD, —PMRE X2 K/, HEERER \custom BRH.
2. 4548 custom\style.css, UEHSIBAXA I TRANER. XEE RO THRTHAR:
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<span style="color: green;”>/* The following section of the file is
reserved for use by StoreFront. \*x/</span>

<span style="color: green;”>/\* CITRIX DISCLAIMER: START OF MANAGED
SECTION. PLEASE DO NOT EDIT ANY STYLE IN THIS SECTION \*/</span>

<span style="color: green;”>/\* CITRIX DISCLAIMER: END OF MANAGED
SECTION. \*/</span>

<span style="color: green;”>/\* You may add custom styles below this
line. */</span>

. logo-container {

background-image: url('mylogo_x1l.png');
background-size: 169px 21px;

.highdpi .logo-container {

background-image: url('mylogo_x2.png');
background-size: 169px 21px;

s BRXEBEXHFARE “RED” WE. BN, XLEHEXSKESR, HEXEE StoreFront BB
=1

o FMERSBEEHERNERAN. XREAKNEU “E18” BAEEN, WF X2 B, ERXNEEFE
mEENESEN—F.

REEREG

BGEESER, BEHMT C: \inetpub\wwwroot\Citrix\<STORE>Web\custom F# Style.css, Hrh
<STORE> ABARBEXENNABIENET. TIEEMNEGSESHMAGITF C: \inetpub\wwwroot\Citrix
\<STORE>Web\media .,

AR

S—EETAERENARERMRIT. EREGEFTINEEEN. IRFNERER, BRHAERRENER.
WMELE, FRBEAFE, UERERSHYILESGTE.

1 XS EHRIESRE CSS 51/
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.large .storeViewSection,
.small .storeViewSection {

background-image: url('../media/background.jpg');
background-size: cover;
background-repeat: no-repeat;
background-position: center;
background-attachment: fixed;
{

color:#4c9aff }

}

2 SWHEERR CSS 5| A#ITIAE

.large .storeViewSection,
.small .storeViewSection {

background: url('../media/bg_bubbles.jpg') no-repeat center center
fixed;

background-size: cover;

color: white;

// Tweak fonts
.smallTiles .storeapp .storeapp-name,
.largeTiles .storeapp .storeapp-name {

color: white;

// Tweak bundle area so it doesn't clash as badly
.largeTiles .applicationBundleContainer {

background-color: rgba(255, 255, 255, 0.4);

margin-top: 0;
padding-top: 25px;

.smallTiles .applicationBundleContainer {
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background-color: rgba(255, 255, 255, 0.4);
margin-top: 0;
padding-top: 14px;

background-size:cover; EAERELRIARN KPR REER,

XERRUTER:

Citrix StoreFront

Welcome Userl!

Notepad - MS4 Calculator - MS3 Character Map ‘WordPad 1

~~ Sl ~ N

EHABRHHEIR

BILRAET LG TIER, BSHESIANNES, Xt Citrix Workspace MBREFFHEAREENERZHB%, AU
7emam URL Fi9? = # ZEFIMUTSE, HETLREZ M SEEE—#, f:

http://storefront.wwco.net/Citrix/StoreWeb/#-tr-nocustom

-errors — BEELT, RN HAMBRRPrIREERNEREIR, BEFMAREREETR, HIMEIRN, B
KET—NERIE,

-debug — KESHEABEXRKBHNIAZELE, KSHMAKNERPRNENALITRIEEER W Google
Chrome = Internet Explorer 89 F12), #AELZECHERSENIEEER,

-nocustom — LS REHMIAF] CSS BEN. MR Citrix Workspace MEREFT%iET, FREHFETHEZ
NAEFEEEHETESINNEBIRAE, MtSHIEEZER.
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-tr — S HUIR M 7E Bk B9 ) U8 88 3% T £ o BR B3 Citrix Workspace B2 F Ul K13, BEFEIEA
CTXS.ExtensionAPl.trace() FIIHEETERE.

S—RPAE

BB MM RR— 1AL BITHRERI SN

*%R
MABEFNRARFU kA" NERER. BRAUBASNRA TENERUERESFME SRR
AR

SRR AV EERERTREREFRHTIN AR,

Citrix StoreFront L] Q. search

DESKTOPS

Welcome
Favorites

L_el
e
225

Calculator

Calculator Other

Actions: Description:
[/ ©Open

* Remove from favorites

Nz

NAEFERERTHNNAER. AIUETHRENARER. EENNAEFRNAERES,
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LE=BS
BRNERERAWRETTE:

Calculator Command Prompt

EEEE | D

AU ARFREANT ‘B o “FE” XFPER. FSR LELFEE,

RFFEIZEH IR E

ERFNMES, RETHEN (A) IEEREMELR, EEFER (FIm “SiHEH”) o, FETXS (B) MFRE
KR (C) MR ERE—REL.

Citrix StoreFront

HOME

Apps A
oY
All{21) Favarites (1 Categories w
Marketing
. =
L A @/.
R ) )
‘_: I\(_:/' I\(_:/ I\.(_:/'
— S Y
S
d B 3
Calculator Scientific CapturePicker Defragment and Disk Cleanup
Optimize Drives
G
©
N
Magnifier
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FrERERIE
TENBNMET, FIETNEEREBERAXEKER (A).

Apps

i
I/ -\I
Lty

tes (1 Categories

Engineering (4, HR (4) Marketing (7] Sales (5} Uncategorized (1

EETEEANN, REZEANNENEREHHNETA TN, EEFEG (G0 “EER7) UEEHPEENERTFE
3 (B) MRzAER (C), “NEREFIZR"(A) BHEARRYFMUE, AFENRSREET,

|

DESKTOPS

Apps

All{z1) Favorites (1 Categories

» Marketing > Admin .@}

morEn
Extrasil] (B)
o \@/

((;2 .( _j. .C _:. ©
—a o~ -
2 —y
i u w =
Calculator Scientific CapturePicker Defragment and Disk Cleanup

Optimize Drives

BR

BERAENARER. SEME:

®E

MTHRSEHIFRIRE:
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ZF B R RENE Active Directory ERBMHAF B, MRS TEMET (FNTENILIRE) , WS RIEFMKA
2, FRZEBETITH “RE” WA, 1% Citrix Workspace R FEFhR 4505+ o

@ Citrix Receiver b4 +
¢« > Cc (s e

Citrix StoreFront

Settings

Connect

Disconnect

Advanced

Activate Citrix Receiver

Downloads a file that adds this workspace to your lecal Citrix Receiver app

Change Citrix Receiver
ecks for a local Citrix Receiver app.

Current status: Apps and desktops open in your browser

RESHAFEMREEMAEHAERNSE. EAREHIRIEUNEH. UFRHFIRGEETRENE:

EiE. MEEREFEENSIE,
MR, B YRIFTE RIEMEEHEH.
#0E Citrix Receiver, THAET RN ARERMEIZH Citrix Workspace M AEFHIX .

B Citrix Receiver, LWADEITHA—MEFHEZM Citrix Workspace M AREFNE, WREXAFAFELT
BUEZIENE: ERAAMREWN Citrix Workspace MABREFE#HEIE, HE HTMLS R BEFEmER.
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IRMEEBENARER

December 2, 2020

BRI NRLRAFZESRHEXRN NS 2R RFENAEFA, fld, ErTUEIB— M HESIEENBER
H, HPa2SI 1ERNNAER, EaLUTE StoreFront BiEHIaH, @I ERNBEFZM:AERE Studio
& HE X B X F N AR KRR E XN AEF.

A LUBERITREIEN AIEFATS RN, REMpRE LN REFH,
HE:

TEERSBHER, BFREA—BRSBUENIRSBAMNEE, HR Citrix StoreFront EIRITHI &R
HBEFREAEMRSSE LETT. T,
RECEEREREIIRSR[A, UWEERPEROEMARS S

1. 7 Windows FFiaRB® “NARFE" BEF, HBIFHEE Citrix StoreFront flk,

2. 1£ Citrix StoreFront EEEH AN EMNBERPERNABET R, RAEE BF EEPRRPETERE
Receiver for Web it = FIERE.

3. EEFEEN AEFA,

4. EREENARFANIEETR, REHEOIEEXHIEENBREFH,

5. EOIERENBIEFEMIEESD, IBEBENAEFANSZF. HE (). SRNEENAREFANEXS
Eo BEILLERXRT. NARFAMRNAREFLER, ARREHE.

T WiRA

ESs 7 Studio HEXXHEF,

IV EES s Sl 7 Studio REX M AR £,

VASEEES = i ERNAREFRMEEENBREFH, FIE5 ‘Gl

WBIENARFA” SHFERBPE AN Z MR A
R aaEEEN AEFAP. StoreFront
AEREL AR BFRERERT, LTRAXD AN
5, BRRXALFEAE, flwm, MRERN Excel,
StoreFront ITEEZ#A Microsoft Excel 2013 9
BEAHNEEE, BN Exc FREEARR,

w5l
BIRBR TR MEENBEFA:

« Collaboration (i) - @IITED Studio Ay Collaboration (1hE) HFIRMN AR IZER,
« Engineering (T18) - @AM BAEFAGRHIEENBEFZTHNESSIEMN.
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@ Citrix Receiver x -+

< C G Search Google or type a URL (2]

Citrix StoreFront

Welcome

Collaboration Engineering

Apps to help you work with others Engineering tools

CE| oﬁa j

Favorites
1 om
|
Calculator Outlook 2016
AoE TIEX =
July 27,2020

TERIEHIThREEN BIZFF RE S REF P TR & 2 B8 h. Fld0, AUFEERNIGREEERRNIEL2ZEE6), Mk
EESMEE LEHRECHNERER. ZRIAMBERT, 3 Citrix Receiver for Web it BB T EKizHIThEE, B2
BB E TEXITHIThEE, BRIBIL =R E X,

BE:

EZRSBHEFR, FRER—CRSBUENRSR[ANEE, HfR Citrix StoreFront EIizHI QKT
BERNTAEMARSSE LIE1T. THE, RITHEREEREEIIIRSH[AIRE, UEEHRMEBHIEMARS S,

1. £ Windows FiRESNAEFRET, #HEH2E Citrix StoreFront Bk,

2. HEMNERPERELAEE, £ @I B5HiEEFEE Receiver for Web i, AERERE,
3. EERTIEXES,

4. RETEKITHINRIARE, HhaiE:

©1999-2021 Citrix Systems, Inc. All rights reserved. 178


https://docs.citrix.com/zh-cn/storefront/current-release/configure-server-group.html

StoreFront 1912 LTSR

o BRAILEXER
o IREREEMERED
o IEREETHIRIE

ECEIiEAT HTMLS 89 Citrix Workspace [ B2 5 2811 E A E

April 12,2021

ZINERT, iEATF HTMLS B9 Citrix Workspace B BREF SRR HESEM- R B maN AiEF. B2, 4/
PEg s R ERIEAT HTMLS & Citrix Workspace Bah&RR, SEHMNAEFSBRNE R KRESEM-EHH
Citrix Receiver for Web 55, MAREREINHETEH,

BE.

EEMSB[HER, BFREA—BRSB[BUESIRS BAMNEE, HR Citrix StoreFront EIRITHI & R
BERNEMEMRS S LETT. THlE, RITHEREELREIRSSHAERE, UEERBEPHEMARSS .

£ Windows FisRRLAEFREF, #FH3E Citrix StoreFront ik,

EENESPERNERE, £ “2F° BETIEEFEEE Receiver for Web 453, AGRGEE.

%2 EBE Citrix Receiver/Workspace F 2R,

TEEREE G| R FIERIAL A Receiver for HTMLS, AGRIEERHETBHNBEFIET£, HEFHER
EERES Receiver for Web 1BRIBNEIRE B 5HR FAER.

> w N =

&R

December 2, 2020

EeExfi@d XenApp Services URL #1TiEZNX T

A L@ $h1TECE XenApp Services TS EREi@id XenApp Services URL Xf 1z B fE #1731, EHIE
#7 Citrix Desktop Lock WEH PC AR, URERATEAFARNIBM Citrix EFRHNAR, AIUERANABERN
XenApp Services URL E##iFIRINAEE, SIEHNAREN, ¥EIANEA XenApp Services URL,

BE:

TEEMBSBHER, BFREA—BRSB[BUENIRSBAMNEE, HR Citrix StoreFront EIRITHI & R
HBEFREAEMRSSE LET. TalE, RITHEEERERERIRSGHFAIRE, UEEHRBEPIEMRS .

1. £ Windows FRESINBREFRES, #HEIH ST Citrix StoreFront Bk,

2. 7z Citrix StoreFront EEBizHI &N AEMBEPEFENARET S, AEEEREEPER— N NEESE. EZ
EEEH, BEHEE XenApp Services i3,
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3. #EPSECHIET /S A XenApp Services IFEIEE, UAFRELEAFIBIE 2R XenApp Services URL
BRI S,

[ B & 5 B XenApp Services URL B9 #& =X & http[s]://<serveraddress>/Citrix/<
storename>/PNAgent/config.xmlx, Er serveraddress #a StoreFront 28EMARS 2531 T i F
B ENTLRENIHE, storename HEIENABIER HEIEENE .

4, INRBA XenApp Services 2%, MIATL%ERE StoreFront S8 AAE Citrix BXHIEHFHBFIEERA
RS,

FEERINNABIERE, AREET StoreFront BiE/IARSS 88 URL i &% URL (MIFRERABIE
XenApp Services URL) BE& Citrix Btz

RRAZER I EXKizHERmER

TRREHIThREE N AIEFREBA A EIREZEBR. f, IUEERNRREEERENIFLZEBE, £H
EEMEE LEFRBHECHNAER,.

StoreFront & —IAFTEEZERT Citrix Workspace M AEFH Store Service A T X EHI EFHIEZEMNA
B, AILUER StoreFront z#l& % PowerShell EEItI8E,

{EF StoreFront ZiEiz4l4S

1. £ Windows FARES “NBIERF" BES, #EIFHEE Citrix StoreFront Bk,
2. 7£ Citrix StoreFront BRI ANAENBERPERNABET S, AREREFERTEFERENAREEIRE.
3. ERERIEEFEFRECEET A FEMEERIE,

1=/ PowerShell

XHABEIEH G, RRBETUTHBEUEAN StoreFront PowerShell #3k:

$dsInstallProp = Get-ItemProperty °

-Path HKLM:\SOFTWARE\Citrix\DeliveryServicesManagement -Name InstallDir
$dsInstallDir = $dsInstallProp.InstallDir

& $SdsInstallDir\..\Scripts\ImportModules.psl

SR, £/ PowerShell 5% Set-DSAllowSessionReconnect T8 % H T e X iz I E#EIEINAE,

BiE

Set-DSAllowSessionReconnect [[-SiteId] <Int64>] [[-VirtualPath] <String> ]
[[-IsAllowed] <Boolean>]

f5ign, Ey9 /Citrix/Store FEIEAR FAREE XA TIEXEFIEMERE, BERUTHEBEINASE:
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Set-DSAllowSessionReconnect -Siteld 1 -VirtualPath /Citrix/Store -IsAllowed
$false

FRERFITIA
BILUBIE AT “AFITI E5EREU TRz —:

« ERAPERAZANTRANARES (BBRSNAERE).
o ATRAFEERIIVABSENERFRENARERF GRHIMENEEE).

7£ StoreFront RS AR X ENN B REEMNITIRE=ALETE Citrix Workspace BEFFEAF ER “IRER”
WIR, Z2RITIRRSMRN AEETREE. EMEANEABENTREATRPETAERNES “WER” PiT
IR Ao

1. 7 Windows At RBS N AEFREF, #HkEH2E Citrix StoreFront Filk,

2. 1£ Citrix StoreFront EEEZHIENAMNEETEENABET R, AEEEREEPEE—LAEE, T
ERER, RHRENARELE > AR ITRMXASRITHRFITRLEE.

3. ERERAPITH (BBIRSNAREE) UHRERR A TR BEFUEER. MUaiEEEETRb A B,

4, EERZRAAPITA GRFIMNABE) UWEERF RTRANER TIRAP ZENENRAEFEEIRE LA, H
ITIRARSWMER, NREEHBAIZIIEE, AILUEHRE.

Configure Store Settings - Store l}

StoreFront Manage User Subscriptions

®) Enable User Subscriptions (Self Service Store)

. When you enable user subscriptions, the Self-5Service store is then in effect. Users must

User Subscriptions : - . . .
subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)

Advertise Store When you disable user subscnptions, the Mandatery store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them. User
Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature,

Cancel |
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7£ StoreFront 3.5 {ESRZAH, BILUERALLT PowerShell BAE &N BB EREFITI:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath ”/citrix/<
yourstore>”

Set-STFStoreService -StoreService $StoreObject -LockedDown $True -
Confirm:S$False

B * Get-STFStoreService M# 4115 B, S https://developer-docs.citrix.com/projects/storefront-
powershell-sdk/en/latest/Get-STFStoreService/

% StoreFront i ENTEENER TRINBEFNEE

June 55,2020

T4 BN BIZFEURTERER) StoreFront (eI Alt. MREANAREFNKENLEED, BFEEEEAUER
TRMENER,

TEEEAHNIEERNTRI, FRNELXANBIREFNEMS Citrix Virtual Apps and Desktops %l & #I8 B2
FERETRNETFELMER,

AR

f% DesiredHRES #1 DesiredVRES iE& 24, ICA XHEFHAIB R IEERAX D AN, WEAE DK
FAEFFRRAEY, 5N K28R FRR5|H StoreFront iR 28 L default.ica X+ A ERF. 1E Delivery
Controller LR PowerShell 3kIGIERN FIEFRIN S 252 FR

>>asnp citrixx

>>Get-BrokerApplication —-ApplicationName

Ed& StoreFront

1. 4548 StoreFront BRZ22 £ \inetpub\wwwroot\Citrix\StoreName\App_Data BR™HH de-
fault.ica x4,

2. £ default.ica Xfeh, #®|EIUTIT: [ApplicationServers] application=,

3. #application= ERIB—1THAMUTSE:

[Notepad]
TWIMode=0ff
DesiredHRES=1024
DesiredVRES=768
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4. REFZEXMHE,
34F Citrix Virtual Apps and Desktops 7.x #1 StoreFront 3.x B £ %R REF

1. 4w38 StoreFront AR£5 88 £ C: \inetpub\wwwroot\Citrix\storeWeb BRHHK web.config X
o

2. 7£ web.config XX/, #EFILUF4T: showDesktopViewer="'"true'’,
3. ¥ZfEM True &2 False,

4, #EPFIHLEHEM AD-GPMC 1, FREEERXY (receiver.admzf receiver.admx\receiver.
adml, BURATFIRERSK) BB LUTRES:

o IHEHNEE > Citrix 484 > Citrix Receiver > AR &K > RPIHERISE: BHE
o TH#%EMO: False

« BOREE: <As per requirement>, BOEE: <As per requirement>

&F
A% DeisredHRES # DesiredVRES i&E AEMPAFENS I, a0 800x600 I 1024x768,

NMRTAEFEEUREARNNESLIETT, WEIKE TWIMode=0ff /g, FMEREIRE N 90% B
1T ScreenPercent=90, &% & L 7£ XenApp Services ik s B 5 A It 42 5. HA R 4% 18 % 5 = (Inet-
pub\wwwroot\Citrix\PNAgent\conf) & conf X FRIMEMN S

WMREFER 10.X TR HHHLE default. ica s template.ica X, MIEEFIM TWIMode=0TTf 17, ZITM
BRI AREFEMIRI HRES # VRES 88, BN, HAFERBEHNARFNSHNER, 155 ICAXHHRE
BHES,

RCEEEMIEEN

April 12,2021

Ao E B EBAFIE R R
ZRINERT, Citrix Receiver for Web 15233 X BN AR EMNIERBEE=2HGEBN, BEEIRAEN—RE, NBHE
[ERHMAARTH, A@EIHITRIHREESERRINEE.

BE.

EZRSBHEF, F—REA—ERSBUBRRSH[ANEE, HfR Citrix StoreFront EIRizHI QKT
BEPNEMEMRSEE LETT. THlE, RITHEREETREIRSHAERE, UEERBEPHNEMARS .

1. £ Windows FFiaRRESINBEFRES, HEIHHT Citrix StoreFront RNk,
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2. 7z Citrix StoreFront BEIIZHI AN AENERPERNABET R, EREERPEE—NABME, AGEER
EEIE %R B2 Receiver for Web 1453, AGRTEE,
3. BERIERE, HITEN, ARRHRE/NARFIMEER.

[H=p=gr i)

WNRFK1E StoreFront LIEMEERITEN, ARAESBEIIUTER: “‘BFRER, BNIEEEN, " ErIUEE
SIEBRMERERFENITEEE, LEEBFHNERRR.

BRI TS ELTE StoreFront HEZE IR :

¥k Citrix Receiver for Web Hy&iE 88t

E3@id Citrix Receiver for Web 3418 StoreFront M BEEMNAFRESIEEN, BRTIHARANES, XTH
i@ Citrix Workspace [ iR #1TiHRIE B EA R,

1. 7 StoreFront £, % c:\inetpub\wwwroot\Citrix\<StoreWeb>,
2. Eweb.config X, REMEMMNEZE: <sessionState timeout=7207/>,
3. ¥ sessionState timeout BEXNFAENE, UDFHAEN,

a3 Citrix Receiver for Web W&IEERNEE AT 1/08, NENRESHIIERRSS PAE MG SRR KER
A iEl,

1. 7£ StoreFront fRS323 £, SMEINAEENSHIIERS R,

+ R Storefront REEBEHCHWARS R L, HEEMEA StoreFront BIREHI&SBIRRNARIE <Store>,
MR H c: \inetpub\wwwroot\Citrix\<Store>Auth,

« 30R StoreFront #l Delivery Controller 227 R—ARS28 L, /A Citrix Studio 813 Citrix Virtual
Apps and Desktops it SETIG IR BIAN AFEE, EXMHERT, NABENSHRIERSHEREA

c:\inetpub\wwwroot\Citrix\Authentication,

2. Eweb.config X, HEIEMUTHRENZHIIEShEEREEARSERS

<tokenManager>

<services>

<clear />

<service 1d=79c84499f-3781-42d3-b3e0-2al2efebaa8d” displayName
=”Authentication Token Producer”>
<relyingParties signingId="462fc209-ecad-44a7-aacbh-

b75a11b6203a”

defaultLifetime=701:00:00” maxLifetime="01:00:00">
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3. BNELRAZ DT <defaultLifetime="01:00:00”maxLifetime="01:00:00”> £BH, &
maxLifetime B AFFEMNE, TEMNEEFHRAN .d.hhimm:ss[.ff], BAEGEHERRZIREZE
24 /)\B,

545 Citrix Receiver for Web W&IEBITECE BT 8 /\BY, MIESFTE StoreWeb HriE X ithi il < ke A5 A Y
EI8
1. BBt RSHM StoreWeb, ZRIAA c:\inetpub\wwwroot\Citrix\<Store>Web,

2. Tweb.config X, HEEBUATRENES !

<citrix.deliveryservices>
<webReceiver:>
<serverSettings»>
<authentication

GUCELIREEIRT R EREE RN locationURL="Authentication/GetAuthMaethods™ »

3. ¥ tokenLifeTime BXAFAENE, RENEEFEHAEXA .d.hhimm:ss[.ff], EXEGABPRRZ
PRE&IZI 24 /B,

E¢ Citrix Workspace [ EEFHSIEBIY

E3@id Citrix Workspace FZE2FAiR StoreFront M AREENAFEESIERE, FERTIAERNES, X3¢
P& Receiver for Web #1748 G LRI,

1. 7£ StoreFront fR5588 £, SMEINABEENSHIIERS KR,

« WNR Storefront RELEBCHRS R/ L, HEEMEA StoreFront BIRIRHIABIRNAAIE <Store>,
MEEEREHA c: \inetpub\wwwroot\Citrix\<Store>Auth,

+ 3N StoreFront #1 Delivery Controller 24 1EFE—AMRS5 28 L, /A Citrix Studio 8% Citrix Virtual
Apps and Desktops it SETiG BI R BRINN ARG, EXMERT, NABENSHIRIERSHNIERR

c:\inetpub\wwwroot\Citrix\Authentication,

2. ' web.config X, #%Zl Authentication Token Producer fR53E693

<service id="cfff7bld-lcee-4241-93cd-b8laaca38856" displayName="Authentication Token Producer"»
<relyingParties signingId="8973bf5a-a523-4315-badl-965246ab6c63"
defaultlifetime="081:080:00" maxLifetime="01:08:00":
<add id="cfff7bld-1lcee-4241-93cd-b8laaca38856" encipherId="8973bf5a-a523-4315-bad1-965246a66cH3"
defaultlLifetime="01:00:00" [[EE{REL=Tml ERwliHEEHE />
<add id="21d8b9df-8da%-4227-9687-ebabb5abad29" encipherId="8973bf5a-a523-4315-badl-965246a66c63" />
<add id="45e8ba75-ef%-4edd-bdcd-f454734d211f" encipherId="fc2dc@8f-d5e9-4453-9a3a-621cbceldcad” />
<add i1d="59287aBb-2e19-40c9-85b4-2d21fla2e9dd" encipherIld="d83082ca-aab6-4e49-9803-2c9c81912553" />
</relyingParties>

3. BT maxLifetime ERHNAENE, USHHEMA, TENEFRERAN .d.hhimm:ss[.ff]. &
KREFEHNAZIREIZF 24 /Y,

AR

EEEE IR, @i Citrix Workspace B2 1417 StoreFront BB IEHNBF A EsEE A&

Citrix Virtual Apps and Desktops. B2, Zifthfi17E StoreFront &iEBr G 8 H AN AEFHEEAY,
FEFRRBNER, StoreFront 2iEBHGE, ARERINNAEFHKEHBFREHE.
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BB IS

BT iisreset i SLUNAMMBMEN. BTIH<SRIEAF M Citrix Receiver for Web Fi8, #BR

o RELHARSS API

RESIRAMZMRNABERE

December 2, 2020

BE.

MY

EEMSB[HER, BFREA—BRSB[BUEMIRS BAMNEE, HR Citrix StoreFront EIRITHI & R7E
BEPEMEMRS SR LETT. THlE, RITHEREETREIRSSHAERE, UEERBEPHEMARS .

NFMETEE RHBMBUESBONE) BRERFENNAHE, JUEBREZEEEMH TENRERS. kB
FMEBHN AR MRS UREERERERENE, URHSIARR. MRENHEBLE T 2 Citrix Gateway &%,

WaI A RREXBFihEs MEIENRERE.

FCERPMREMNRES

7 StoreFront EiTHI G, ATLITLLTIRME:

o BRAPMSEIEE: RIE Active Directory AR R &7, BILUIRFIRERS AR EEBBENAF.

« BEEE: ALUEENLESBCSTBERGNER, REBEFNLREZREA— TSl AR RRHREAF,
o BRIGSHERXE: TeRHETFHRESTES Citrix Gateway #1Tilaed, StoreFront EEhERNS

fRLITBEIILAC W X KIS X a9 Ep &,

. BERANABERE T BEREDERMERTE Citrix Virtual Apps and Desktops SEMIFHMER. BXRTEMN
ABERRNBENFAER, BEREEELNABEERENZE R

. £ Windows FisRESNEBEFRES, #FHET Citrix StoreFront B,

. 7£ Citrix StoreFront EEBEHI AN AN BERPERNAHET S, AGERETRTEEEIE Delivery
Controller,

. MREXTFHANZEZA Controller, BRTAFPMFANZURREEE > BE,
. BERKAFMETE Controller, ABTERE LMHEZRUIEEWL Delivery Controller 3L B A A Ao

. BERAARFUREGREZNMBENER, RS Delivery Controller BF, Delivery Controller £/ ~& #5186
ERR ARFMKERE Citrix Workspace M BZFF BN AEF R KENFE R ET.
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a) E&R& Delivery Controller, i&&#Z%1 Controller HEHRE,
b) #%##2E4 Controller & &E5EM:

REAEE

4 Controller,

BE), ERIETREBENERRNESLE, BRNFRNEDR, FRIECHINFERSHERNERT]

SRECE

Controller 2% HREIREIR - %8S, StoreFront EiEs (kAR SATHESF— Controller 193
8. £ “&12 Delivery Controller” sHEEH, BEHE:

o NRFKEH, StoreFront KR EETMFRAE Controller FMER (UBRERAFMNAIRERMNS

1. £ “APMSHZERRERE” SEER, REHEHRE,

7Z Controller Z &3t RIR# 1T AR FE - BT, FERA Controller ZIEFH D KBTI, INRFKE

B, BEEREREERFRSIEEFERIEENE— Controller, WREENEK, NKEFEBIE

o OO

%

E

StoreFront E2& X {4+ 3REZE StoreFront, FEIRMT FHIZIMITHEE
BEBNREIBE S EEA,

- BEEIEHIa AT —HEE, XEBERTFARSHER.

ERELE,

AILLEA StoreFront BIBEHI AR BIF S E NN S SIS B4R, A LUER PowerShell si& &2 4518
1.

- YFESZTEA/VAFESTRNIENNEEE, S MEAEFEIRES .

XR@EMEEE ((IEFE H S ZE R IR HRNEE)

BARGHEREERERTIIF. EEBEHEATFTFEREGHENAHTEFHEBIERNHRERBIIR.

TS RER AT ER

BYFREREEXHIEESRZMSIETG, BLESEE Citrix StoreFront EIBIFHI G A, LUFLE
WRANAEEREE T BB ERFTE Citrix Virtual Apps and Desktops #E (BERMERELE)

HIFEE. BXENABEDRNBENIFMES, BRREEELNARERENER,
BR%, Hebstorename AEENBEERAEIEENZIT,

<resourcesWingConfigurations>

EEM TFRIRRECE,

FERAXAHRIERITHNAEEN web.config 32, ZXXHFi@EM T C:\inetpub\wwwroot\Citrix\storename
</resourcesWingConfigurations>

<resourcesWingConfiguration name="Default” wingName="Default” />
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<resourcesWingConfigurations>

<resourcesWingConfiguration name="Default” wingName="Default”>
<userFarmMappings>

<clear />

<userFarmMapping name="user_mapping”>

<groups>

<group name="domain\usergroup” sid="securityidentifier” />
<group ... />

</groups>

<equivalentFarmSets>

<equivalentFarmSet name=”setname” loadBalanceMode="{
LoadBalanced | Failover }
2

aggregationGroup="aggregationgroupname”>
<primaryFarmRefs>

<farm name="primaryfarmname” />

<farm ... />

</primaryFarmRefs>
<backupFarmRefs>

<farm name="backupfarmname” />
<farm ... />

</backupFarmRefs>
</equivalentFarmSet>
<equivalentFarmSet ... >

</equivalentFarmSet>
</equivalentFarmSets>
</userFarmMapping>
<userFarmMapping>

</userFarmMapping>
</userFarmMappings>
</resourcesWingConfiguration>
</resourcesWingConfigurations>

ERAUTRREXRE,

+ userFarmMapping - IsEZEH, HEIGXLEIE 7 EHHH T ENRERBITH. BERATREMENE
£, £ Microsoft Active Directory AP ASIEENEEA 2 BB IIIRET, MTIEHIR P & RIAE,

« groups - 5E XELRIBRETE N B EIA Active Directory BAAM B MM L 24RIRFT (SID). HAERE\BF
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HRNBANAPEZT. BATIHT S ME, BERSXNAETEFFABEEANKRANAR. BRFFH Active
Directory PP #17iA1], BIIGLA&FRA SID i&E N everyone,

« equivalentFarmSet - isE— AT LIREE RN RRNEREE (ATLMARTEHRMEREE), UK
PR R MRS BB KB,

loadBalanceMode B AEMAMBESEMAF. & loadBalanceMode E % i9{Ei%E 7 LoadBal-
anced, AT AFBNSEAZNBEETHNIEE, NMEMBRRASBEZERFEHSERF. OFR
loadBalanceMode E£89{EI1&E » Failover, B/ ERRBREREFIILNIAFEEIE— N TABE, M
MEEERATENBMERANIEHRERERMN. EBERSENEN, LIRNRTTREERANTRNENIESE.
IR BREETR—REHANSHIBEEMEHRNE R, BEEEEEMIESHEBEPEXNEBERNSHM
BELR, IRREGAZTTEEATTRE VY,

identical EM1E%2(E true 71 false, HIEEFUBEEFLENFERERTIRETLHERN—HZR, W
REEBHERE, StoreFront B EBEETIHN— N EEHBETHNAFHR. NRHBBREESEFRANERE,
StoreFront KBS BEFNRR, LIKR—AXAFRATANERERR. TILHESEHER, BIHFTHEL
T (fERshAY). identical BERZIAER false, BMEEFE StoreFront LU SR BRI ENFALRETT
HETIZE R true L2,

« primaryFarmRefs - 58— %89 Citrix Virtual Apps and Desktops i, HERESHEIRELE
RLER, WAERNIINAEEPHNEIBNZT. IEENHBE MRS EEEZE RIS R A IS e P B
BT —H

« optimalGatewayForFarms - 5 48 7 & X A P i 18] £ 27 52 Fr i 5 A9 35 R AT AR BB B &% 1 Citrix
Gateway i&&. BTHENREIGEAENMIEMNEBRESZBEER. REERNAF AR StoreFront FrA
HIgEA B REIGHNIEE X &KE Citrix Gateway i&#&.

BT RES
EfE AR StoreFront FEFHN AEETNEAITRBTESR TRRY, AT Windows PowerShell &
2o

AR

StoreFront #1 PowerShell =41 & R 8ERFTH. /8 PowerShell ##4] 4 &2 StoreFront B2 & 2 /i, 1558
K% StoreFront BIRizHI &G, FRE, FTH StoreFront iTkI& 281, i&EXH PowerShell B9ERE =1,

BIBITIRRS NETE, BEEM Delivery Controller EERF MM ABEZ B NEGEREMNZTR, A Delivery
Controller 8MX 2 A/1\E. Delivery Controller BMik e ES AR SHAFEERASNNABEFREERE
BT, MRMBERBEESITH, B MNAREERNRSHANE MBS ATCE, Delivery Controller 2FHMIRE
PEMXDANE; #lg0, XenDesktop7 5 Xendesktop7 FFls

1. FEREERMERERNRNWA B5) Windows PowerShell ISE.

2. EREASRNBENE#ITASL, BHEITUTHL,.
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$RepeatMinutes = 30
Add-STFSubscriptionSynchronizationSchedule -StartTime (Get-Date -
Format t) -RepeatMinutes S$RepeatMinutes

/8 -StartTime I5ERP TR FFi5ET 8, 58 (Get-Date -Format t) RAIZEIE&IEIL K, misE 10:00
BEEENEEHES IR,

-RepeatMinutes ig B it XIRIETHIMMZE, Flm, 30 K¥EF/NEHET—RITK, 180 & 3 NHEIT—RIt

o BAVBRWEHEFRETY, EER MRS SEAZHEN MY SRIGTRAYE. 510, 5 60 23MED
AR S5 2R ARIRENBUR AT I R KRN TR TECE, AR35284H 172 01:00. 02:00 71 03:00 FMARS524A 2 iR

EXEUE, KiK., BRSZES4H 2 £ 01:30. 02:30. 03:30 HMBRSZ 284 1 PREVEURE,
3. BT EaERPINABENIZE StoreFront 238, BRAUTHS. H98 StoreFront IR 234AFMER

FSMUEPORELED, UEEAUMEMIZEZSER OREGT SR, B2 TREMEERER O

o EXEHIEFRC StoreFront fRS388 Liz1T, LIMEESIEFOMRSS SRRENEIE:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath ”/
Citrix/Store”

Add-STFSubscriptionSynchronizationSource -FriendlyName ”
SyncFromUKStore” -StoreService $StoreObject -
RemoteStoreFrontAddress ”UKloadbalancedStoreFront.example.
com”

o EHEEHIEHL StoreFront fRE 2R L1517, UMEEFIET OIRS SIREEIE:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath ”/
Citrix/Store”

Add-STFSubscriptionSynchronizationSource -FriendlyName ”
SyncFromUSStore” -StoreService $StoreObject -
RemoteStoreFrontAddress ”USloadbalancedStoreFront.example.
com”

Hh FriendlyName J—#Bh B P IR Bz 12 28 & & #%, RemoteStoreFrontAddress 733z 12 28 B 19
StoreFront ARS3 835k f 2 F&iHUBR S 384AA) FQDN, BEMIMRE M AREEZBES MAERFITR, BT
BIFRE M AR EEE S BM StoreFront SEHHAMEEHBRIZ .

4, Bmi2ZERME StoreFront BRs32889 Microsoft Active Directory st E Mtk N2 L ARS8 8
Zs#h Windows FF 4R CitrixSubscriptionSyncUsers &,

XA LRSS BERERS ITRIBM CitrixSubscriptionSyncUsers 5| HEITiZ2 IR S 23 P IRENVFT IS E
MBITIAEIE. BXxEREMAFAENFAES, ESH https://docs.microsoft.com/en-us/previous-
versions/windows/it-pro/windows-server-2008-R2-and-2008/cc772524(v=ws.11),
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A& Computer Management (Local)
v [} system Tools
(®) Task Scheduler
@] Event Viewer
2l Shared Folders
v @ Local Users and Groups
1 Users
| Groups
(® Performance

Name
% Access Control Assistance Operators
& Administrators

& Backup Operators

¥ Certificate Service DCOM Access

& Cryptographic Operators

& Distributed COM Users

& Event Log Readers

Description

Members of this group can remot...

Administrators have complete an...
Backup Operators can override se...

Members of this group are allowe...
Members are authorized to perfor...
Members are allowed to launch, a...

Members of this group can read e...

& Device Manager & Guests Guests have the same access as m...
£ Storage & Hyper-V Administrators Members of this group have com...
W Windows Server Backup 1S _IUsRs Built-in group used by Internet Inf... - - -
= Disk Management & Network Configuration Operators Members in this group can haves,. | CitixSubscriptionsSyncUsers Properties ? X
;s Services and Applications % Performance Log Users Members of this group may sche... pro—
& Performance Monitor Users Members of this group can acces...
5 Pouer Users Power Users are included for back.. % e bscrptonsSyneLiers
&% Print Operators Members can administer printers ...
5 RDS Endpoint Servers Servers in this group run virtual m...
% RDS Management Servers Servers in this group can perform . Descrption Membershios of the group denotes pemmissions 1o
5/ RDS Remote Access Servers Servers i this group enable users ... synchronize subscriptions between remote Store Front
B Remote Desktop Users Members in this group are grante... Members.
% Remote Management Users Members of this group can acces...
B Replicator Supports file replication in a dom...
% storage Replica Administrators Members of this group have com...
& System Managed Accounts Group Members of this group are mana...
O Users Users are prevented from making ...
& CitrieClusterMembers Memberships of the group denot...
& CitrixCWServiceReadUsers Users authorized to read from the ...
4 CitrixCWServiceWriteUsers Users authorized to write to the Ci...
& CitrnDelegatedAuthenticatorUsers Grant access to the domain authe...
4 CitrixDelegatedDirectoryClaimFactoryUsers Grant access to the domain direct...
S CitrPNRSUsers Members are granted access o th.. T i ?;ﬁ;&:‘;ﬁxﬁx:ﬁ‘mxﬂgg
¢ CitrixSubscriptionServerUsers Members of this group can can a.. userlogs on
B CitrixSubscriptionsStoreServiceUsers Users authorized to access the Cit...
e o ot | [ e

BEREC B it XS, 1B Citrix StoreFront EEEHI AT LT PowerShell TR i+ A RERRIA
BIFRE HithARSS 25,

Publish-STFServerGroupConfiguration

BX7EZHRS2E StoreFront BEPEBERFAEE, BHBRALERSH,
EFIMAITIRRS IR, BEETUTHS, AEBREERERIIZSEHMEM StoreFront fRE23.

Clear-STFSubscriptionSynchronizationSchedule

ERFRFENITHRY IR, BETUTHS, ARRBEEERERIIMERAEM StoreFront fRS525.

Remove-STFSubscriptionSynchronizationSource -FriendlyName ”
SyncFromUKStore”

EMFFFAERERNITHARSR, BETUTHS, AERKREEEXEREIEZPEM StoreFront fR5323.

Clear-STFSubscriptionSynchronizationSource

5 HFTAER StoreFront SFERERITRABL TR, BEEITU TR

©1999-2021 Citrix Systems, Inc. All rights reserved. 191


https://docs.citrix.com/zh-cn/storefront/current-release/configure-server-group.html

StoreFront 1912 LTSR

Get-STFSubscriptionSynchronizationSchedule

10. E7IHHFTAER StoreFront BBEEERITHRSIR, BEITUTHS,

Get-STFSubscriptionSynchronizationSource

AN ABERERE HDX A
IR AR IETE M BRI K BRT B9 5 XI5 2 (B Y X 51

£ 3.5 Z5inY StoreFront ks, REEFREM KT R —DHZ M, REXIFHEE, EaTLIARHE Citrix Virtual
Apps and Desktops =233 f1 B & R ERFIEMN SR O S IBM B4 Citrix Virtual Apps and Desktops 25&
XD B, Citrix Virtual Apps and Desktops Studio fEX X1, StoreFront 5 Citrix Virtual Apps
and Desktops &, #HATE StoreFront fhiE XHIFFEXig#R# S 7E Citrix Virtual Apps and Desktops #1&E X
HYX 1542 FRAE AL,

StoreFront & 2 FE R FE XK FHIFRE Delivery Controller Sl REMKME, BXIFHMFEIREMRKS
ERTGOIEMSEARER, EAAEREEENIRE. B—HNXAIETXHEERRMEEAN. G2ES Delivery
Controller W&, FRERREMXIEHFHRMED Delivery Controller, ¥ Controller B RIFFERXiFH,
REFEASBE Citrix Virtual Apps and Desktops 1 7E X X 13 L AR Y X 33 & R 4x12 4 Delivery Controller
BIR], AI LA — P RAER RS R S X, EERENERA—MXE, —MXIEEEARE B BN —$iETR
Do TSN KEEDE— N RE Citrix Gateway, BF5KEHHERETL HDX i,

BXKEFAER, HSRXE,

% Delivery Controller & 2|X g+
EEREIIXIGFHE Delivery Controller LigEXIREM,

1. £ Windows FaR&REk “NARER" RREYP, KFHEE Citrix StoreFront Bk,

2. 1£ Citrix StoreFront EEEFANENERPERNABET S, AEERETRDEEEIE Delivery
Controller.

3. #&EE— Controller, B#H4RiE, AGE L4458 Delivery Controller RE LHIRE,

4., EXFITH, BHEZI,

5. 1z Delivery Controller XigZ#RFRE L2 ERM, AFHM—PXIFHE,
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Edit Delivery Controller Configure Advanced Settings
Display name: HenDesktopCAM-A Configure advanced settings with caution,
Type: H¥enDesktop (7.0 or higher)
ype L XenApp iT".I; or higheg All failed bypass duration 0
XenApp (6.5 or lower) Bypass duration 60
Maximum failed servers per request 0
HenMobile (9.0 or lower) . R X
Ticket time to live 100
-in-a- |
VDl-in-a-Box Zones CAMZone
|
Servers xendesktopa.  .com
({load balanced): § Zones
The list of Zone names associated with the Delivery Controller. The names
should match those defined by any Zone enabled MNetscaler Gateway
through which a user can access the store.
Add...
0K Cancel
| Servers are load balanced
Transport type: [HrTe - |4 le controllers. —
Clear
| | r—
Port: a0
0K | cancel |
Advanced Settings
Configure delivery controller communication timecuts and other

advanced settings using the 'Settings' dialog.

Y

OK Cancel |

Fe B & Citrix Gateway B&H, UM HDX Engine B EIGEMA StoreFront WEZ#ZEIR (110, XenDesktop
VDA = Citrix Virtual Apps and Desktops X #HIR Ai2RF) B ICAEERE, BEBEAT, RNREMXAEE
ERAHIEME,

RENAFIAR StoreFront FRAMIRE TR R REM XM EEE X &IE Citrix Gateway &%, MERBELBEICIER
EIERIMEEREIR, StoreFront £BEmIHITIRENE,

ERHNREIH=
1x UK M=% ->1x UK StoreFront

o REAMHNNAREFNSE
o (NATRESEERBHNUTEENNBEFNEHE

1x US M ->1x US StoreFront

o XEFAMNNAEFNKE
o (NATFREREEBNUTRENNBEFNKEHE

U FRENMXERUTEER StoreFront FENERERENFR (FIMNNAREFMRE) BHZER.

I FZE# StoreFront 7£H Delivery Controller ZI&RFREBSEX T AL FEEFFEER Citrix Gateway LUK
i FREFMEEH Controller, UK AP EIHMIBUBRBERIMK. StoreFront MiZisiZERR, MRE UK &
BRAEH, (FARSEREERAE, I LUEEER US HR.

ERBAREMNXBHOERT, A ICA BoiEf@Ed el 2BhERNVUTRENMXEE, MAEEERFATEM
B, FINMERT, SIEZBNERE, SIEIEREIMXH StoreFront 1&5iR%. REMXBHASBSIIRE, H5&
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FhEE SRR AEFREN US HEBREMNMXET US Eik.

AR

xtFE1 StoreFront NAEE, REENSMARMRE —NREMX,

FERXKIFHRGIHS
1x CAMZone -> 2 x UK StoreFront

o REL: EAEFMNKE
 XERBFEARE. NARFIRE
o ENEYMPTR: NAEFHNRE

1x FTLZone -> 2 x US StoreFront

o XEFRPHRARE: YAEFNKE
o KESIH: NAREFNRE
o ENEMMPIR: NAREFMRE

1x BGLZone -> 2 x IN StoreFront

o ENEMMPTR: NAEFHIRE
o KESIN: NAREFNEE
« XERBHEARE. NAEFMNRE

1. FFRAEMKEREH

Network A

<L
: ) . Store |
Receiver .1;;. "——"| Front |
+ |
)
Network B\
XD Site B
m
> DDC
3
HDX ) ol
Engine o » VDA

s
.......................................................................................................
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2. RIERXKEEEH

ey

Network A
<
| ) o Store
Receiver — E ETory
]
Netwﬁrk B ...............................
XD Site B
om
> DDC
=
oz
HDX © N
Engine O > VDA

{EF Citrix StoreFront Z1iz414
NHEBE T EIRA Citrix Gateway &G, AIUNAREXBATHOEHENRELRS.
1. £ Windows FiaRES N BIEFRES, #KEIFHEE Citrix StoreFront Fllb,
2. 7£ Citrix StoreFront EEZH G ENERERNAEET S, AREEREETER— I NAEE, £

EEED, BERENAREIRE.
3. 1i%E > RE HDX BREATTE L, #EE—1M*,
4, MBEPTEINEEENE, MIEYFIEE T -enabledOnDirectAccess = false, ¥ H “Hiz HDX #EiE”

SytizsXiEER Set-DSFarmsWithNullOptimalGateway 34,
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Configure Store Settings - Store’

StoreFront Optimal HDX Routing

HDX connections can be routed through gateways based on delivery controllers or XenApp/
KXenDesktop zones, Typically resources should be mapped to the gateway that resides in the same

User Subscriptions geographical location or datacentre,

Kerberos Delegation

{ Optimal Gateway External only € Delivery Controllers =~ Zones @)
Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway v CAMZone
FTLGateway v FTL.Zone

Advertise Store

BGLGateway v BGLZone

Advanced Settings

| Add Gateway | [ Manage Delivery Controllers ! l Manage Zones |

EIEIZES
Z ARSI EAR—METURIINX, EFRMMNXGE, BE25 “Am Citrix Gateway” R&E.

1. EEMSERE L, #HF “BREIH”. “Citrix Gateway URL” #1 “ERBER” & “AR” 8B, INABN
FKEBRNAFEEEY Citrix Gateway XN BBEENHR. TAXRE B 1410 HI R B /& IE R A& Citrix
Gateway #1TiZEiZiA 1Al

2. 7£ Secure Ticket Authority (STA) RE L, HHE ZRMED. STA F£ &7 Citrix Virtual Apps and
Desktops fRZ8s |, HAHKIEERUMMNEREIER, XEXEZIEMA T 3441 Citrix Virtual Apps and
Desktops #iRi#1TF I IEFMIZAAIEAL

3. EEMBRIBSEREF, WMARTIEECERFRNFRESHIIEERMNEE,

&£ PowerShell A AEEE B RAE Citrix Gateway &

PowerShell APl £#

-Siteld (Int) - IIS Fiuk= 1D, 3 FBRINRE StoreFront 89 1S 9=, EEA 1o
-ResourcesVirtualPath (String) - Z#/7E0E A G2 R EM X BET AN AR BRI R

f5l: ”/Citrix/Store”

-GatewayName (String) - 53251 StoreFront &89 Citrix Gateway 2 #EIZ .

M5 1: ExternalGateway

M5 2: InternalGateway

-Hostnames (String Array) - {5 &£ Citrix Gateway @& LRENES (FQDN) kO,

TERIMIRS 8 mO 443 B9RB1 1: gateway.example.com
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EAREEINARSS28i% 0 500 BURf 2: gateway.example.com:500

-Farms (String Array) - fs€—4H GBEMTE—MIE) EZ@AKE Citrix Gateway i&&H# Citrix Virtual
Apps and Desktops Zf&. —MARTUBE—MRZ MREE R X Delivery Controller,

AILA7E StoreFront iy Delivery Controller TE2&— Citrix Virtual Desktops s “XenDesktop”. ©%R
=15, X UEHBERBTIRPEE 2 Delivery Controller,

af: "XenDesktop”

XenDesktop-A.example.com
XenDesktop-B.example.com
XenDesktop-C.example.com

-Zones (String Array) - i€ — MR Z B2 %4 Delivery Controller W#IEF L. XEREIFIZESER
Delivery Controller 33 S BLEIFIHER X IHA StoreFront FEIST&,

-staUrls (String Array) - 53517 Secure Ticket Authority (STA) 8 Citrix Virtual Apps and Desktops A&
%2819 URL. MREAZ M, WERESHRNTIRYILEN 7 LY STA BRS3H:

7N f5l: http://xenapp-a.example.com/scripts/ctxsta.dll,http://xendesktop-a.

example.com/scripts/ctxsta.dll

-StasUseLoadBalancing (Boolean) - i E 5 true: MFrE STA HKENSIEER, ®EFE STA ZETFHD .
ER, RE N false: BPIGRBERE DY HNIRFEZEIE— N TA STA, MNMEEEELEREERR STA 11
ERERK.

-StasBypassDuration — i EEEREMEIE STA AT ARIETEIEARR, BNA0A/0B. SEFF,

~f5l: 02:00:00

-EnableSessionReliability (Boolean) - i# & true: 7£ Receiver BRIZ X EINEEN, RISHAIEENSE

RFTFRSE. MREET 21 STA HELRHRERDITRZAEGAEM, 718 useTwoTickets BHEMEIRE S true,
UEREB MR DN AREIRY STA REXNZIERE, UBEP—1 STA EXIEHREIAF T A

-UseTwoTickets (Boolean) - i¢ &4 true: MFEPREH STA REIKIEZRE, UBEFA— STA E2IEHET
A1, 1&8& R false: (WER— STA RS2,

-EnabledOnDirectAccess (Boolean) - i&E} true: H{RLAREBML _EHZAE A HiZE S StoreFront BY, 1
B ANHEXNRESERHSHERENEE, 18BN false: REIHHNRERSRASERNERE, BRIEAPEY
Citrix Gateway iAia) StoreFront,
PowerShell iilZ&E2 N T8 QITFR), SMTEBAUSTR () ERB.
R’
Citrix BB FRE R RAIE S H2 Windows PowerShell £55I1Z3F1E (ISE), WEEETRIERAERG
ERIIE Powershell £,
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NFEEREMX

AR
i#&@it|H PowerShell cmdlet Set-DSOptimalGatewayForFarms it &&= HDX B E(ER.
ERRRLLAI, BHATATIRIE:

1. 75fEH Add-DSGlobalVi0Gateway @< A2 FMXEEFR LR TRE HDX BBEHNIEE, HASHK
IS BIRHERINE,
2. £/ Add-DSStoreOptimalGateway &< Al R INRIEM XA E,

il

Add-DSGlobalVl0Gateway -Id 2eba0524-af40-421e-9c5f-alccca80715f —-Name
LondonGateway —-Address ”http://example”-Logon Domain —-SecureTicketAuthorityUrls
@(”http://staurll”, ”http://staurl2”)

Add-DSStoreOptimalGateway -SiteId 1 -VirtualPath /Citrix/Storel -GatewayId
2eba0524-af40-421e-9c5f-alccca80715f —-Farms @(”Controller”)-EnabledOnDirectAccess
$true

Tl

ARFAERE Internal QIZHES “DRIREMK” BRI

& ”SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\ImportModules.
psl”

Set-DSOptimalGatewayForFarms -SiteId 1 °

-ResourcesVirtualPath /Citrix/Internal °

-GatewayName ”gatewayl” °

-Hostnames ”gatewayl.example.com:500” °

-Farms ”XenApp”,”XenDesktop” °

-StaUrls ”https://xenapp.example.com/scripts/ctxsta.dll”,”https://
xendesktop.example.com/scripts/ctxsta.dll1” °

-StasUseloadBalancing:$false °

-StasBypassDuration 02:00:00 °

-EnableSessionReliability:$false °

-UseTwoTickets:$false °

-EnabledOnDirectAccess:S$true
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FNEIHECERIER X
Tl

AR FAEE CAMZone G2 EE “HNREMX" BT,

*%& ”SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\ImportModules
.psl” x*

\x\*Set-DSOptimalGatewayForFarms -SiteId 1 \*\x

**—ResourcesVirtualPath /Citrix/Internal °

-GatewayName ”gatewayl” °

-Hostnames ”gatewayl.example.com:500” °

-Zones ”CAMZone” °

-StaUrls ”https://xenapp.example.com/scripts/ctxsta.dll”,”https://
xendesktop.example.com/scripts/ctxsta.d11” °

-StasUseloadBalancing:$false °

-StasBypassDuration 02:00:00 °

-EnableSessionReliability:$false °

-UseTwoTickets:$false °

-EnabledOnDirectAccess:S$true * %

Tl

AR EIR AR E Internal IFRE “HRIRAER X" BT,

Get-DSOptimalGatewayForFarms -SiteId 1 -ResourcesVirtualPath ”/Citrix/

Internal”

Tl

iEREz AR E Internal BYI7BRESEIFR B BRAEM Xo

Remove-DSOptimalGatewayForFarms -SiteId 1 -ResourcesVirtualPath ”/Citrix/
Internal”

Configure direct HDX connections for farms

Tl
LERIZAPE LIEFRA ICA BEh@iE M ARE Internal WISEHTIRIMXEE,

Set-DSFarmsWithNullOptimalGateway -SiteId 1 -ResourcesVirtualPath /Citrix/

Store -Farms ”Farml”,”Farm2”
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BNl
LERIAREIAFE LE ICA Bahi@id M AEE Internal MR X #1TERME BNFIE .

Get-DSFarmsWithNullOptimalGateway -SiteId 1 -ResourcesVirtualPath ”/Citrix/

Internal”

faxE StoreFront 25 EEEAER THRREM KRS

—_

BT T4, £ PowerShell EFrERSBAT = EEA StoreFront BRER:

& ”$Env:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\
ImportModules.psl”’

#Traces output is to c:\Program Files\Citrix\Receiver Storefront\
admin\trace\
Set-DSTracelLevel -All -TracelLevel Verbose

2. 1f StoreFront fRE S E L3TFF Debug View TH, SNRIEEREFR StoreFront BRE5884H, BIREAIEFR
BN R ERITIIRME, DR RMERE ISR T S IREVERER.

3. BA Capture Global Win32 =4,

& DebugView
File Edit Options Computer Help _

= B 4 v| capturewinz2 Ctrl+W ¢4
& Tim| Y| Capture Global Win32

.04 Capture Kernel Ctri+K fervicesProxy.Filters Informatiol

-0¢ Enable Verbose Kernel Qutput

EE Pass-Through

jervicesProxy.Filters Informatiol

.CI( Capture Events Ctrl+E jervicesProxy.Authentication Ver]
Qg rgakv: Logoff: called
.04

o=l an R b L k)
LI D R T T R R

Log Boot .ces.MVC Verbose: 0 :

4. BREMESER.log X, ARERICERTHIEN S, BRUTRFZHRFPETHATERE.
5. ZEREXHRER, ENRESEM StoreFront ARS8 EMAEHETIE,

Set-DSTracelLevel -All -TracelLevel Off

S MANREN X R

- SHEERFEEBE R *xGatewaylxx, B & B **xFarm2xx W IE E & E W X *%
Gateway2*x* & M,
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*Set-DSOptimalGatewayForFarms -onDirectAccess=false’
¥ Farm2 BB & K £ B & £ M X Gateway2,
EEREZEIFRAN, Farm2 EF R E M X,

R £ MW %X Gateway2 ¥ B F B ©ho

- IBEFEFHMEH StoreFront B, BohEZ % Farml WIEE &K E W X
Gatewayl & @,

‘Set-DSOptimalGatewayForFarms -onDirectAccess=true’
TR ISIRANW X, H#EERHE StoreFront.

¥ Farml BB & K £ B & £ M X Gatewayl,
ERBEEZEBREEN, Farml EE & £ W %X,

£ M X Gatewayl ¥ B F B #o

&0

- AP EFEPFPEMFER Gatewayl B £, Farml EWZAFRERHF T U EI FE @AM X &%
, H & & # StoreFront,

N

‘Set-DSFarmsWithNullOptimalGateway"
FESIBHN M X Gatewayl

¥ Farml EEAFTEAM X, MERXBAETE &,

5 Citrix Gateway #1 Citrix ADC £5%

June 5,2020

% Citrix Gateway 5 StoreFront && R U At ML AP RERTSMEZISRE, HFIA Citrix ADC 12
k=28

TR XANARSS FIEFRIER

#% StoreFront 5 Citrix Gateway #1 Citrix ADC #HEE R E R M X FARS BB FEREITIHR, NERENIE
FRpLE Citrix AR ERSSIED:
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o IHRIMIMRIEBMANADRE A FERA Internet WARSSBMMXAIER, BFIHIZEAIEFASBEEEHRE
IERIMANAGEZBNE,

o EFINEFMINERARSS B8 B MR, S ARMEHNIBMIMNI AN R IR B =E, FI30 example.com (4MER)
example.net (RZ), BEIFEMESBEM (SAN) B, —MIPTUBEXHmHETR. —RERLT, BiX
REFRIZET. NRA IANAEMTRLS (TLD), AHERMANMIKME —MER, EXHERT, 6
fER—LEH ANIPIRSE2RAF (W0 example.local), BIMNBEFMARZFIMLEE BIRAIER,

o MNRTTHEAIMBRS BMAITRS 2ERA RIHAIER, MXATUERESMEY, XEERARNIERHES
#0O.

o FoBREEMA Internet WARS R S5IEEMA Internet RSB/ ZBIHZIER., XENPRAEERR, BNSENHA
ERIEB IR NAFR TR BYIE BB R EBE MEN R E MR,

o AUERSRS ZEHE BEA EH, MBERERRLEMNARSEE (FI90 StoreFront AR 28 H Fp2EH
fR$588) ZEIRFIER, BERERAENERITH THRSSEHIAEFAENLRLERNRS [ ZEAHZIER. T
ERRMEFIRSHIARSS 23 AR

- —%H StoreFront ARS\BFAE A1 ZEMIT A FEHIARS 23,
- GSLB #—4mEmM Internet MM,
- —#A Citrix Virtual Apps and Desktops =128, EiNIRERSNER,

o EEEAFRIPNLPER. MXARSSS (B1F—LL Citrix ADC B 3) IR SHIEMEEERERR
(HSM) = =ENFEER (TPM) ., HFREER, XERBEEFATIHAZTIEBRETNA, BEERA
BRI, W& Citrix Gateway i GSLB, XATAEER GSLB RS TMXAEHEREIES, HEIE
PHESEEFERNFRE FQDN,

AXERP Citrix BEHFMER, BSRARKRAER Citrix Virtual Apps and Desktops #17im 2w N2 UK Citrix
Virtual Apps and Desktops #9% £ &85

£ Citrix Gateway VIP - 2B 5 5itfS, A& StoreFront &3

7£ Citrix Gateway VIP 2R 5% 1itfE, BRE StoreFront, WW3BERAFUTHEMAR:

AEBML. NARFMZRMUEREY, ERMRERF X-Citrix-Gateway #x#1£i% 5| StoreFront, MW7 Citrix
Gateway 2R SHIIENTEMER STA

Citrix Receiver for Web, #%k7 Citrix Gateway VIP L BB E#%1IE, Receiver B RIET#ITE AT,

7 StoreFront [R5 23 LFrieyE ek
1. ZRERSHE—HFE:

« StoreFront 3.0
a) RIBMNARENE Web s web . config S, g0, 11K StoreFront AEE&MA NoAuth,
M StoreFront BRS3 28K web . config XEHIERZ ) inetpub\wwwroot\Citrix\NoAuth,

a) £ web.config XKL TTHBEMEM True EZA False,
ZHi

<resourcesGateways requireTokenConsistency="true”>
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zfE
<resourcesGateways requireTokenConsistency="false”>

PE=
£ StoreFront 3.x £, EXRLE—HE GUI FH—1MNEi%E, EXFHER, BEERASRNAS
[EIgE.,
b) ®Fweb.configxtF, REEHRM IS RS

2. $T7F Citrix StoreFront EiEizHIA,

3. BEHEst Web & Receiver for Web 345,

4. %EFEMER Citrix Receiver for Web 45, ®2EEE, RAEERSHRIEAZ,

5. ESHECHEHM Citrix Gateway EHiFEi%km,

AR

fRZETE StoreFront fR%588 Li&E T Citrix Gateway Ml “ERZZHIR,

7£ Citrix Gateway Rl

1. #T7F Citrix Gateway EiMARSE 28,
2. BRESHWIBENEHRFREMRE RSB RIESEE,

w

. BHEEPIERIEGES Citrix Gateway EIMIRS 23,

N

. WLERE,

70 Citrix Gateway %%

June 5, 2020

BILUEEHhT “7RN Citrix Gateway &&” £S5 R IMAF KR SR BEERPTAR Citrix Gateway &, RREET
Citrix Gateway Xt BB E#TZRAIR Z 81, SR Citrix Gateway BB B4 1IES %, BXA StoreFront
F2& Citrix Gateway B4R, EBIAEA WebFront 5 StoreFront &8,

BE:

EEMSB[HER, BFREA—BRSB[BUEMIRSBAMNEE, HR Citrix StoreFront EIRITHI & R
EEPEMEMRS SR LETT. THE,
RECEERERERIRSSA, UEERPEROEMARS .

1. £ Windows FFiaRRENBEFRES, HEIFHBT Citrix StoreFront Rk,
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2. 1z Citrix StoreFront BB HI &N EMESPEERNAEE, ABE “B@E° BT EHEE Citrix
Gateway,

3. BEHRINM “EHILE”, 7 Citrix Gateway HBEISEETHF RN E TR

FF %7z Citrix Receiver FEFIEIEENEREM, Eit, BERZIMPEEEXESE, UBPAPRERS
EAIZEE. flm, "TLUTE Citrix Gateway BENE TP ESHIBUERES, UERAFEBENRSIRE
FHEAREMEEREHE,

4., ABBRWARIMRSSEXAFERS (FF Access Gateway 5.0) 8 URL. 1EEZEHFERI™RARZ,

StoreFront FEMTLRERIHZ (FQDN) #M—, FARET Citrix Gateway E#AIRSZ 2389 FQDN, &
S #F%F StoreFront 7 Citrix Gateway EH RS 28 E AR FQDN,

5. MREFHNM Access Gateway 5.0 8iF, BHREHITLE 7, TN, EHEE Citrix Gateway &&HFW P i
it (WNRFR). Access Gateway 9.3 IREERLIEE FW IP sthtk, EXRAESHI=mME, titutEq
P,

Ftut 2t Citrix Gateway FRERRIESAEREPRIRSF[HITESHAFIREDN P ok, tithittha]
L2 Citrix Gateway & &HIBRET IP stihikt, WNRISE T FK IP #tosik, N StoreFront $EMAZMALIIEE NIER
BERBAERE.

6. MREAFMETT Citrix Gateway & &, EMERLBFIRPIEFEERE LR Citrix Workspace R
BREENSIIES %o

1EFrRERE X Citrix Gateway & &HE B M BIGHINEIR B RSN FE S 45, XfF Citrix Workspace [
FAREFREBEE R RIGE N REERAEEE R,

o MRFZAFHANE Microsoft Active Directory &R, &%EFiE,

o MRAAERAFBAMNZESHRENSERD, BEEREH,
MRAFERAF FENBNGEIENMNZ 2 THRENSEAE, HEEENRE <,
MRRAERAFARNBIIRELEN—RERE, 1EEE SMS SHKIT.
MRRRERAPIREEERHEA PIN, HXZEEEFR.

MRAEERSHRIRE THEISHIIESE (HAP SR RHIIRMES A UEREZAZE) , ENEHERE
RYRPIERHE B M IS E. BERITHE 8,

7. BN Access Gateway 5.0 3E, BETAFERRARSERIEEPILE, NREFMBEE, BEE “T—
7, RERERITTE .

8. WMEEH T Citrix Gateway & Access Gateway 5.0 & &EE StoreFront, &7 “EliE URL” iEHIETS
Citrix Gateway &/ 30iiEfRSS URL, StoreFront &B=hHiIN URL MiRESED. BEHET—F, BERITHE
1Mo

BN EHRE AR URL, StoreFront iE# Citrix Gateway B IIEARS, WUIRIEM Citrix Gateway
WEIRIEREE KB %I’ E.

9. EH3t Access Gateway 5.0 B#&EEZE StoreFront, BEIRE A LY ZEFEPIEER IP #tiiksk FQDN,
RERE T

© 1999-2021 Citrix Systems, Inc. All rights reserved. 204



StoreFront 1912 LTSR

10. ERRATRTEMHWIENELE, 5IH7E Access Controller RS & LT EHIIFARSHM URL, FNMZ AR
£330 URL LI RAEINEE, HRMARINFYHXLERS SLUSERERZINF. B5HET—5,

StoreFront A S P IIERSIITIZEA P #ITEMRIE, UWERF TEEIFRNAEENEFRRANER,

N. WFFREHE, MEEE:INAEEHKEH Citrix Virtual Apps and Desktops £ %R, 17 Secure
Ticket Authority (STA) TTE5IHIETT STA BIBRSS 2869 URL, FZ STA B URL LIBABHINEE, HiZ
RAERITEES X LEARSS 288 LIS B i B SR

STA #£&7£ Citrix Virtual Apps and Desktops iR528 £, H&HKIEZRIUMIEZEER, XLERIFEIEN
B T x4iA18 Citrix Virtual Apps and Desktops #iRi# 1T B {310 EF BV E R,

12. MR EH#F Citrix Virtual Apps and Desktops 7£ Citrix Workspace Bz fi2F 218 B shE fiE g et RiFan
EENRIELTHARS, BEF “BRAKETENR” SRXE. MREET 21 STA, HEFEHRRIETE
MR E A, BEEPMED STA (NRTA) BEREEBEIEE,

weh “MED STA (MR AT A) IBREIE)” EERS, StoreFront EMENFREM STA FRSIEERE, XHF,
BMfE— STA ERIESREFTEATH, ARSI, MRATEARELESHE STA #IT#EE,
StoreFront ZEEREIFEHEA STA.

13. &Iz Citrix Gateway BENFAES. FMTHEG, RHTR.
BXEMBEFMEBHOFMAR, BESHEE Citrix Gateway EiRE,

ZREE Citrix Gateway XMW AEIERAIE, HAEE—MABEITSMEDHDIMNIERS. Citrix Workspace
NRRFERETRRBERF BERIAHNETER LA, AEEFHENNILRG . FIAMERT, StoreFront &

FAEEMARS 28 URL s s T80 URL fEAREMERR. SERATARMBE— Citrix Gateway #EH# Citrix Web
LR MEMRS /AL ERSE (XFF Access Gateway 5.0) URL fERSMEBEITSR. BXBRES SWEAES, &
BREEER o

EavrAFEE Citrix Gateway AR ARE, BHRERAXENBAEELETEHF 5.

£ A\ Citrix Gateway

December 2, 2020

Citrix Gateway B2z Hl & RELBEMIZIZIHRNE B S A S StoreFront FEREENIZIZANIEERR, AXNBNAS
A Citrix Gateway RS 2EHIFAEE, LUEEMREE Citrix Gateway # StoreFront fEFE&EBRE&ER,

£

o ERSIRXEMRSB/BSEN ZIP X, FE NetScaler 11.1.51.21 siE=hRAs.
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} =

PE= W
Citrix ADC 1&& R aeFHfER Citrix Virtual Apps and Desktops ES 8N M X E MRS 25,

+ DNS & 7TaEmEARMT B StoreFront 4 aEMSELR Citrix ADC I&&EMAY ZIP Xy GatewayConfig.json
XtERB9FRE STA (Secure Ticket Authority) AR5328 URL,

o Citrix ADC 8 &£ MY ZIP X #y GatewayConfig.json X 4R E & StoreFront BRE & WM E
Citrix Receiver for Web 55589 URL, Citrix ADC 11.1 REESMASTEERESEMN ZIP Xtz anh@id bt &
StoreFront AR B HKEFFEIMAMNAREE Citrix Receiver for Web i S A MBIFX—,

« StoreFront & Zige53§ DNS FEIEIAE URL A2t M X VPN EIAARSS 25 IP stutk, LUERASARXEITH
B YIERETS AT,

&ER/EE URL MimOA&EE SMx URL MisOA &R, RE StoreFront ATLUERIE URL,
%

NREEEIRBERERATRNIMBAES DNS se&=ial, Eli# URL MimOAEEFIEESM X URL MisOHLHE
A MBEHMXAITF DMZ hHER <example.com> URL, m StoreFront i F&Er 1\ &AM S
FH{EA <example. local> URL, MERILUER <example.local> [Ei8 URL #5[E] DMZ dhx 2 AR
5%,

FEREHIE S A Citrix Gateway

AIUERAERNSAXHESA— 324 Citrix Gateway EBINRSHREEE. NREHBXRBAFRR Citrix ADC i&ENZ
MRREMRSS 2, WATERZTIAX o

BE:

Citrix R #FFsh4miEM Citrix Gateway SHEVELE X

1. 7£ Citrix StoreFront BEEHI S WAMNBEPERNASE, ABEERERESHEEEE Citrix Gateway,
2. £ “&1 Citrix Gateway” REH, RHEMXHHSNEEHE,
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Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:
Display Mame Role Used by Sto... | URL

Close

3. W¥5%E Citrix Gateway E#ARS 2RFLE X o

4. BETFME ZIP XREIMXEMIRSZ SRR BEREESANNMXENENRSBARESN. IREES
AENEDRS SR, N SN ZEBETRRN “BfF7, MREEREH, CUEELUIEEESMXREIEHM X,

)
o u
o »
o

5. EEMENXNEREE, MRFE, BHHRE—EH URL, BRAEEZE Citrix Gateway &#& £ Citrix
Workspace [ AEFRAFEENSHRIESF, FLEERLREFEDRE URL (BRRE).

o BEHEPIFNERE URL 25 BEMERERIM StoreFront ARS3283518,
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t Citrx Gateway Configuration

StareFront Select Logon Type

((((((
ERIERNERER JSON xxt£/py LogonType FZ[EE URL
15 1 B
HMT2 S DomainAndRSA S
ReThE RSA 2
e - FER Baek z
BRek - 1% SmartCardDomain =
BheFk - M= 2 SmartCardDomainAndRSA =
BheR -2 SmartCardRSA =
HEE - SMS BT SmartCardSMS z
SMS &3 383 SMS Z

YNRFEEE URL, StoreFront FETF7E ZIP XA EHMX URL BapiER “ElE URL o AILUSILER
AIEEIERE Citrix Gateway VIP BERIBEHH URL, 33F GSLB WX, BEANNETMXBEEH—HDE
78 URL.

EEMERENR, WHEZEEE URL,
6. BEHT—%,

7. StoreFront /&8 DNS Bx%& ZIP x5 rIFrA STA (Secure Ticket Authority) AR5388 URL, HIFE
NREREEIETH STA ZRIERRSE. MR— 1 HZ P STAURL EH, SANERSUREL
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Import Cirx Gateway Configuration
StoreFront Secure Ticket Authorities
The import process has detected the following Secure Ticket Authoriies
+ Select Logon Type Provided URL Edited URL | STAID Stotus
Secure T
Review Changes o/ °
Summary
8. $$ 5’ o

9. EESANFAREE. MREFEAEBHEMX URLMiFOHEE (WX URL: i50) BIMX, H6EA THAERE

FE—TRXBHEES, Se/B—NHHX,

Import Citrx Gateway Configuration

StoreFront Review Changes

Review these changes before importing,

 Select

StoreFront &/ “M>*x URL: ixO” A& KHBE

(=]
&=

HFANMXEELEEEFEETHMEM K. WRE

MNXEEARER “Wx URL: imO” A&, StoreFront EMAIMK, MK IGERETT 0 AEHHHL

®E.
MXIEE Bl LA
W% URL: izO4H& =
GSLB URL =
NetScaler fSEIEBMIBEX =
=38 URL =
Receiver for Web #fisx URL z
Mk /VIP =
STA URL #1 STAID =
FREERER 2
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10. BEHES N, R StoreFront IRBBETFTE MRS E, NKET—FKHER, RETESANRXIZEEERIH
FRHEAARSS 280

N, BEH5ER.
ESANF— T EMRSSERE, FEE LENTSE,
AR

N ABBEENEIAMXE Citrix Workspace M BEF it @it HEZNM X, BRIEEEREAFERTRNMX,
MNRREANABEREMRX, MM ZIP XHFAHE—IMXERHA Citrix Workspace FERHEIANX, T
NEEMEARRBHRE AN AEEIZERNBIAMN,

/A PowerShell A% Citrix Gateway
Read-STFNetScalerConfiguration

o ¥ ZIP X EHIZILFIE R StoreFront EBGEMNEE,

« 3 Citrix Gateway MRS BEEX M ZIP XHHNABTIRARE, HEA=ZIMXNRSIEETEFZEBHHREN
XEER XK,

$ImportedGateways = Read-STFNetScalerConfiguration -path ”$env:
USERPROFILE\desktop\GatewayConfig.zip”

&/ Read-STFNetScalerConfiguration cmdlet ZEREFM NetScaler ZIP S NEIEANH=WXRT
£

$ImportedGateways.Document.Gateways[0]
$ImportedGateways.Document.Gateways[1]
$ImportedGateways.Document.Gateways[2]

GatewayMode : CVPN

CallbackuUrl :

GslbAddressUri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address : https://emeagateway.example.com:443
Gs'lbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.1

Stas : {

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
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F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : Domain
GatewayEdition : Enterprise
ReceiverForWebSites : {

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

GatewayMode : CVPN

Callbackurl 3

Gs'lbAddressUri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address : https://emeagateway.example.com:444
GslbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas : {

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : DomainAndRSA
GatewayEdition : Enterprise
ReceiverForWebSites : {

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

GatewayMode : CVPN

CallbackuUrl : https://emeagateway.example.com:445
GslbAddressuUri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address : https://emeagateway.example.com:445
Gs'lbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas g

STA298854503, STA909374257 }
StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType :SmartCard
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GatewayEdition : Enterprise

ReceiverForWebSites : {

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

*1&%E CallbackURL 1 Import-STFNetScalerConfiguration

% ZIP X EFIEI LI E RN StoreFront EXERMKE,. & Citrix Gateway B2E ZIP SANBHABIENRE, HE
B=1MXMNERS EEEZEPREHXERNX,

$ImportedGateways = Read-STFNetScalerConfiguration -path ”Senv:
USERPROFILE\desktop\GatewayConfig.zip”

&5 Import-STFNetScalerConfiguration cmdlet Hi8EFIREIIMXRS E =M% F A StoreFront, /A
-Confirm:$False 2#alfi1k Powershell GUI I RIEAFSNE IR, WREBEEM—RIN—IWXK, EH
PRIEI,

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -Confirm:$False

EIRNIRN

fEE B CH CallbackURL 19 Import-STFNetScalerConfiguration

£/ Import-STFNetScalerConfiguration cmdlet E=1#R/ %S A\ StoreFront, #fEH -callbackURL &
¥IEEFMATAEE URL,

$ImportedGateways = Read-STFNetScalerConfiguration -path ”S$Senv:
USERPROFILE\desktop\GatewayConfig.zip”

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0 -CallbackUrl ”https://emeagatewaycb.example.com:443 -
Confirm:$False
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Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -CallbackUrl ”https://emeagatewaycb.example.com:444 -
Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -CallbackUrl ”https://emeagatewaycb.example.com:445 -
Confirm:$False

Import-STFNetScalerConfiguration Z=SA\XHHEHENSHRIESZ, HiEEEBECH CallbackURL

£/ Import-STFNetScalerConfiguration cmdlet =M% S A\ StoreFront, #EH -callbackURL &
s PMATAIEIE URL,

$ImportedGateways = Read-STFNetScalerConfiguration -path ”S$env:
USERPROFILE\desktop\GatewayConfig.zip”

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0@ -LogonType ”SmartCard” -CallbackUrl ”https://
emeagatewaych.example.com:443” -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -LogonType ”SmartCard” -CallbackUrl ”https://
emeagatewaycb.example.com:444” -Confirm:S$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -LogonType ”SmartCard” -CallbackUrl ”https://
emeagatewaycb.example.com:445” -Confirm:S$False

Bt & Citrix Gateway EiZRE

June 5, 2020

HITUTES I EFRAFIARENEBEERNFTAMN Citrix Gateway SERFEAES. BX R StoreFront i2&
Citrix Gateway Wi¥4{s 2, E&EEA WebFront 5 StoreFront &5k,

Rt Citrix Gateway HEH#HITEMEN, NHRETXLEBEHNABENAFBEREHNEREEEND
Citrix Workspace R Bi2FH. MR AN AREIEEE T Citrix Receiver for Web b, TAA LM IZIE SR IKEE
##y Citrix Workspace R B2F AL o T, BILUARNAEES EFEES M, FHRISXHRELRF.
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BER. EZRSB[BEEFR, F—RVEA—GRSB[BUERRS[ANEE. #IR Citrix StoreFront EIRizH &K1

BEFHNEMEMARSE LET. THE,
RECE B HERIRSS 34E, UWEEHRBEPEMARS .

BXEHM Citrix Gateway 185

AILUBEHIT “EREMILE” E5EmAF 2R Citrix Gateway SEEZH, HEWNEMRSBRAFE

URL % Citrix Gateway Bt EpBE R E N E# 2 StoreFront A,
1. 7 Windows At REX N AEFREF, #kBHEE Citrix StoreFront Bk,
2. 7z Citrix StoreFront BIBIFHIGWANEEPIERE “MARIE", AEHETE “B12 Citrix Gateway”,

3. 7 Citrix Gateway SpEIEEETRAFIRBIIE R,

R

P& Citrix Workspace BRZFHEIGIEENE RSN, Alt, BEZEHPEEAXESR, UEDA
FPRERSEAZEME, 0, 5T Citrix Gateway HENEREMHESHIEUEES, WERFEBE

RGBT HFAE U E RIS,

4, ABERNEPIRSH/HIAFLERR FF Access Gateway 5.0) B9 URL, 38EEPE HERAMF RARES.

StoreFront PEMTLRERILEZ (FQDN) 4FiE—, FEFRRTF Citrix Gateway EiMBRSS 254 FQDN, &

F#5%¢ StoreFront # Citrix Gateway EIXRZ23EAERAY FQDN,

5. MRIBFEIZITHIE Access Gateway 5.0, BBREMITHE 7, TN, FEE Citrix Gateway R&EHTFW IP

st (INRFE)o

Fmtit R4 Citrix Gateway ARFTIESNEMSKFHARS SBHTBIEMAFIRER P ik, it e
U= Citrix Gateway i&&HIBRST IP #hiik, SNRIEE T FM IP sk, M StoreFront B ZMIISIEE NIEK

BERBAERE.

6. WMREMIREETT Citrix Gateway, EMERERFIRFIEZEEEIRE LA Citrix Workspace AR AR

FEENSHIIES %,

1EFrRERE X Citrix Gateway & &HEL B M BIGHINEIR B RSN FE S 45, X4 Citrix Workspace [

FRE P RESTE B R BX R IR B B R IXAB I RYERRIF Ko

« MRBERAFEAE Microsoft Active Directory 1/Z1&, &i&ZFE,

o MRAFERAPBANZETHEREN SN, BERR2 M,

o MRAFERAFEFBNREENMZ2CHEREHHENN, BFEFEENT 2,
o MRAFERAFABNBIEEREN—RIEERD, EEEFE SMS SHEIE,

o MRAZAFRERBAREEEFRHBA PIN, BEEFREEF.

MRANERFEFHNEIEEE TR HNEIESZ (HAFPERFHIRANTUEREIZSZX) , EMEREFRD

RYRAIEZEHB BRI S,

7. WNREEH Citrix Gateway =& Access Gateway 5.0 i& &4, N7ERIE URL #£+1EE Citrix Gateway

BHI0EARSS URL, StoreFront £B8zhkt0 URL BUFRAEZE 5
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BN EHIREEARE URL, StoreFront iE#% Citrix Gateway B IIEARS, WIRIEM Citrix Gateway
WEIRIEREE KRB %R E.

E12 Access Gateway 5.0 8%

AILLEE AT “BEIRE” £57E StoreFront RN, 4iBMIPR Access Gateway 5.0 BEEERIZ &Y P ko
FQDN,

@12 Access Controller EEEIRAFP SHWIE

ALUER T “BRTRTEMEIL” £557 Access Gateway 5.0 &£ Access Controller fR$3283 LiZfTHEHTE
JERRSS RN, 4iEZMER URL, BSRS89 URL LUBBRAEINEE, FHIRMARINFTHX LRSS BRLIEER
PEEFINE, StoreFront A SMIIERSIZIZAFAHITEMINIE, UERF RIS ABENENRRA TR

%1% Secure Ticket Authority

AILLE T “Secure Ticket Authority” {52583 StoreFront MFFEEXE A 2IEEHER Secure Ticket Author-
ities (STA) 7R, UKEESETSEM, STAFEE Citrix Virtual Apps and Desktops fR$382 £, HAHSIEERE
LUBRGEIZE R, XEESTEZEMM T 34418 Citrix Virtual Apps and Desktops ZiRi# 1T B A IIEM B E At

1. £ Windows A RESNBIEFRES, KEIHBSE Citrix StoreFront Rk,

2. 7z Citrix StoreFront BIBIFHI G ANEEPEERNABET R, TEREEFEE—1 Citrix Gateway B
B, HRFEED, B2E “EE Citrix Gateway”s

3. BEAMIMAIETT STA B9ARSS 28889 URL, 8% STA R URL LIS ABETIRE, HIRMARIGESHXLER
SRLUEBWERZINF, 8k URL, 57E Secure Ticket Authority URLs FIRAEFERNEE, RE
BHHRE, MFIRPERE— URL HREMFR, "JFELE StoreFront Miz STA hIREXZIERE.

4, INREHHER Citrix Virtual Apps and Desktops £ Citrix Workspace [z B2 FE1% B shEFEZ i RIFHT
FEZENIFLTIARS, BEP ‘BARETEY S%E. MREET 21 STA, HEFEHERIETE
MIRZA A, EEPMED STA (RATA) BEREEEIEE,

wh “MED STA (NRATA) IBREIE)” E3%iES, StoreFront EMENFRER STA KRSIZEIRE, X,
BMfE— STA ZERIESREFTEATH, AFPSIEHAaTE, MRAFEARRLESHE STA #1T@EE,
StoreFront ZEIREIFEHEA STA.

fiip Citrix Gateway Z5E

FEREEESP, ATLLUBEHITERE Citrix Gateway F# “HiBRESS” M StoreFront ik Citrix Gateway ZFE#)
HAER. Mk Citrix Gateway BEE, APREEHEI BB IHIRNAEE,
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/A Citrix ADC i&&HIT AT

December 2, 2020

AXRBESBERNARFEREPHELEHIHES 1 StoreFront AR 2319 StoreFront IRSSFAM A I
BS. AXREXTFUTARHIEMAEE: W@MF Citrix ADC & BB N 1EARS 284+ StoreFront 1 =2 a3
sk B Citrix Workspace B2 Citrix Receiver for Web #9fE NigRi# T H T, AXEN AT NAES
StoreFront #1288 LUES Citrix ADC & &R EL&EH.

RE D ABSPHRGIEE A TFIFER#T T
o BARERAFREEIID Windows Server 2012 R2 StoreFront 3.x T,

« BEE— Citrix ADC &% 12.1 a3 F 28 F &/ iE#E#0 Cookielnsert“t&i” AT,
« — %% T Citrix Workspace RA#EF# Windows 10 WA E F i,

TEER HTTPS (B R T M T EERN RS S|IEBER
BEEITRIMXFRS SIEBRIERE.
MEAGEBMENADME SHERSEI SR IEBFANAMLIERZ ], BB TEDR,

o ¥E 1: 7£ Citrix ADC & & 1 H FE s IMBR S35 2370 StoreFront RSB ES4A TS A L3916 “.example.com i&Fg
FREH. XERJUEMEE, BREFZIRIEBEFILUAIMEM StoreFront ARS5 28,

« %10 2: 1£ Citrix ADC i& & A i “F % R #X AR 55 28 A StoreFront RS B[BAT R LN ERESFEAE L
&R (SAN) BIIE+H, IEBHEEEEFTHE StoreFront iRES#[ELMREFHE (FQDN) B9E M SAN HaTi%,
BREWNRA, AAXERLUE StoreFront FZFRHUEANTEE. SERATFETEFHENKIE
discoverReceiver.example.com # SAN,

EXETHIMENLZNEENFMAEE, BB http://blogs.citrix.com/2013/04/01/configuring-email-
based-account-discovery-for-citrix-receiver/,

=z

P =W

SHEIEBXRBENMBRTITH, BEARIRREESR: — Mz Citrix ADC & & L BT & EIMBRS 28 LEA,
F—MERTE StoreFront [RSEZB[AET R EER. B MEBELNEEERESHBT.
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Example Web server certificates

Option 1: Wildcard certificate Option 2: SAN certificate with every StoreFront server

Certificate Properties E Certificate Properties Ea
iy Skt | Generdl | Extensors | Private ey i, Subgect | Genmeal | [ Prrvate Key | Corsa v | Sgrunae
Thie subject of a cenificate is the user of computer to which the centificate is issued. You
The subpect of & cendficate it the user o compuber 1o which the cetificste o Hiued, Yeu d
«can enter information about the types of subgect name and sRematioe name values that z ;’L"m:xﬂ the types of subpect neme and sltemative neme vabues that
can be used i a certificate. .
Subject of certificate Subgect of certficate
The user cr computer that is receiving the certificate The user cr compater that i recering the cetificste
cub
; ] .
Type =" exmmple.com Type CM= storefronteample.com
Common name w Add > Comimomn nzeme w Add »
Walae
Helue < Remce « R
Alternatere name ARernative name
T
= ra— s storefront exsmple.com
pe = s o desperotrfa erone exarnple coem
Vi Value: 2012R2-Aecample.com
— ok Addd 201272 Beamplecom

2ﬂ12ﬁ2—fmm$cum
< Binene < Remene

Certificate Properties “ Certificate Properties ﬂ

£y subnect| Gerersl Extensions | Private key
& friendly name and description will male it epsier to identdy and use & certificate.

B subgect Genersl | Extersions | Frivate Key
A friendly narme and deserption will make it easies i sdertify and use » cenificate.

.Fr-m-dlymms Friendly namee:
.wddnrdmmplum | Herefrontexamplesorn|
Description: Descriptazn:

Common Properties|

Certificate Properties
[ subject | General| Extensions |prveterey| [
. e
Key usage -
The key usage extension describes the purpose of a certificate.
Awailable options: § Selected options:
CRL signing Digatal signature
Data encipherment Key encipherment
Decipher only
Encipher anly Add >
Key agreement
Key centificate signing < Remove
Mon repudiation
Certificate Properties
[] Make these key usages critical & Subject ]Genud | Extensions | Private Key
Cryptographic Service Provider o
| Extended Key Usage (application policies) -
An application pelicy (called enhanced key usage in Windews 2000) defines how a Key options -
certificate can be used. Select the application pelicy required for valid signatures of Set the key length and 2 oplons for the privabe b :
certificates issued by this template, « key length and export options for the private key.
§ N . Ky size:
Ausilsble options: ) ‘Selected options: o 1024
|Client Authentication Server Authentication v [ Make private key exportable
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73 Citrix ADC i& & & F&28FFr 5 StoreFront AR 2361 2RSS 2P
3% Windows iEBM& ML BERSA Citrix ADC i§%

« WIinSCP 2IREERMNE=ARETE, TEXHFM Windows i+E#1#5ZE Citrix ADC i&EXHES. BE
SABIEBEFIZI Citrix ADC IEEXHRFNH /nsconfig/ssl/ X%,

o A LUTE Citrix ADC i&#& EfEH OpenSSL TEM PKCS12/PFX SXHHRBREFHFIZEEH, LUELL Citrix ADC
AILAEAR PEM B eIZm M 2Ihay. CER #.KEY X.509 .

¥ PFX Xt &#2 Citrix ADC 18& % VPX £# /nsconfig/ssl &,

F77F Citrix ADC & & <175 @ (CLI).

A Shell LU Citrix ADC i&#& CLI #171i%% FreeBSD shell,

M cd /nsconfig/ssl/ EXBR.

izfTopenssl pkcsl2 -in <imported cert file>.pfx -nokeys -out <certfilename

>.cer, HIEHIUERNIMA PFX &3,

6. iBEfTopenssl pkcsl2 -in <imported cert file>.pfx -nocerts -out <keyfilename
>.key, HEHIRTEIMAN PFX 218, AFIREFH PEM BB LURIF.KEY X,

7. 817 ls -al LKREREEE /nsconfig/ssl/ AmMIHtIE.CER #.KEY X4,

8. A Exit LUR[EE Citrix ADC &% CLl,

ok WD

SRS BEBETE Citrix ADC i&& E#HITAE

1. EH3 Citrix ADC ®& &2 GUl,
2. % Traffic Management CREEE) > SSL > SSL Certificates (SSLiE$), AG&E T Install (%),
3. 7£ “Install Certificate” (REFIEH) FOWP, HWNIEHMFAARTETR.

+ 12 Citrix ADC I#&XH &% L, %% /nsconfig/ssl/ FEM.cer B,

o MNA—IBEZEBSER.key X,
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Install Certificate

Certificate-Key Pair Name®

wildcard.example.com

Certificate and Key files are stored in the folder /nsconfig/sslf on appliance.

Certificate File Mame™

wildcard.example.com.cer | Browse |w || r |

Key File Name

wildcard.example.com.key | Browse [(w || + |

Certificate Format

® PEM DER

Password

[[] Certificate Bundle

[v* MNotify When Expires

Motification Penod

30

e

75 StoreFront [R5 234A fa & F%i250072 DNS i2R

HFrEAHEE FQDN €% DNS A#1 PTR i2R. EMLERINEFimERILL FQDN i5iaEA Citrix ADC & & a8 F
2289 StoreFront fRS3 2840,

Tffl - storefront.example. com Bt Rt H TP EEIIRS 2R [P (VIP),
BE1: #EP S Citrix ADC g & A H TR URHH FE2352 1 StoreFront 3.x AR5 882 81 37 % 21 i
HTTPS 443 = £1%i%

AR ERERER StoreFront MMERFEAIKO 443,

& StoreFront ARS323% = INZE Citrix ADC i& & 5 3 T 728
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1.

&R Citrix ADC & & & GUI,

2. &% Traffic Management (i2%12) >Load Balancing (faZiF#) > Servers (fz32%) > Add (&

m), 25HRMEHRITHEFEREA StoreFront T,

=5l =4 %% 2012R2-A ) 2012R2-D 89 2012R2 StoreFront T,

3. EAET IPWIRSH/EE, HWAS StoreFront T mAIARSSER P sk,

+ System Metsca > raffic Management » Load Balancir > Servers
+ AppExg
Tailay] i
= Traffic Mans
Name State IPAddress / Damain
= Load Balancing
P J0N2R2-A Enabled 172.27.44.50
H S
b 2012R2-B
F 2F il radd ¥
ey
Man b 202R2-D | 2.2
Metric T
Servers
IR
+ Conten !
+ Cache R 1

EX— StoreFront 51128, ATHUEIRSZSZETFTE StoreFront T =R

1.

2.

(€]

(o))

EF3 Citrix ADC B2 GUI,

#%$% Traffic Management GRE£%EIE) > Load Balancing (fa#;F1#) > Monitors (41188) >Add (F
m), #FIN& 7 StoreFront BIFTIEMEE, HIEZFERIMEE,

. M Type (&) Thixer, %% StoreFront,

. MREHHTFEEMIRS 25 StoreFront ZiEfER HTTPS ##, ##RiE+H Secure (R2) @B, BN,
I EETUR B Rk HURES

. ENHRBEET RS, BANBEERT.
. ERHESEETER, EFERERRIRSIE, EPIETE StoreFront fRE 2 LiEiTHRRS HITIEN. Bid
0 StoreFront BR53 23 Lin1TH Windows ARSI StoreFront BRSS, i@ FaREIU TRS VRS

« W3SVC (IIS)

« WAS (Windows #236ERS)
« CitrixCredentialWallet

« CitrixDefaultDomainService
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Standard Parameters Tab Special Parameters Tab
Create Monitor 4+ Back
StoreFrant Configure Monitor

¥ Naiiie
STOREFRONT

StoreFront
Standard Parameters

Type
STOREFRONT
5 second
Special Parameters
Second

Bound Service

Secon

Q.

B E2FrE StoreFront ARs52389 HTTPS 443 BR54A

1. EIRSAA, EFRAML Members (HR) %M, ARHRMEZEIE “Servers” (BRS28) BHEXWFRE
StoreFront fRSZ25 T =,

2. RE TLS iv0, HERMAS T RIEE—THE—HIMRSEE D,
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Create Service Group Member

) IP Based '® Server Based

Select Server®

2012R2-A, 2012R2-B, 2012R2-C, .. | » | + || ,I‘|

Port*

443

Weight

1

Server Id

1

Hash Id

State

= o

3. 7£ Monitors (4#128) ®W£ E, w2 a16)iER StoreFront M85,

Monitors

Add Binding Edit Binding Unbind Edit Monitor

Monitor Name Weight State

StoreFront 1 vy

Close

4. FIEBED+ L, BEZASANNIRSBFRIEH.

5. BEATFHZASANRS[IEHBHITERZHN CAIES, LUKETERET PKI EEENEEEM CA,
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ServiceGroup Server Certificates Binding

Add Binding |

wildcard.  .com

IEZRTRPRENAH TEEMIRSS

1.

2.

Z3 Citrix ADC 1&&EE GUL,
%% Traffic Management GiiE£%13) >Load Balancing (5% F#) > Virtual Servers (Ei#\IREER)
>Add (R, elE— M EEEIMARS .

EEEMRSBRANAHFE 5%, StoreFront AT &/ E %A round robin (38i8) =i least
connection (B/iEHE),

Method X

Load Balancing Method

LEASTCONNECTION M
New Service Startup Request Rate
New Service Request unit*

PER_SECOND v

Increment Interval

. BEZEZHRSAPBEE LB T EEMRS S,

Bz ER RS HMF—RS2EM CA IEBHE A BT EMARS 8.

. EOHTERMRSSEREH, EREME Persistence (5AtE), A AA&E RN COOKIEINSERT,

#3% Cookie #5%, ffla0, NSC_SFPersistence, X#FrIL7EIERIEEE Fiddler BBz 5 FiR3,

. BEDFAMIREN NONE (L),
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Persistence X

Persistence™

COOKIEINSERT v

Cookie Name

MNSC_SFPersistence

Backup Persistence

Backup Persistence
NONE v
Backup Time-out

IPv4 Netmask

255 , 235 , 255 , 255

IPve Mask Length

128

e

HE 2: HTTPS &1F - iS5 NetScaler /& A28~ 81T HTTPS 443 i&f5, Citrix ADC /i FaR5H
758 StoreFront 3.x fRZ28 2 a3 1T HTTP 80 &%

5 ZE=ERZRIAR StoreFront M52 H &AL 8000,

554 StoreFront fRs3287 02 Citrix ADC 1 & F #7528

1. ERZ Citrix ADC B GUI,

2. #%#% Traffic Management (iZ2%12) > Load Balancing (fa#F#) > Servers (fR5%) >Add (F
m), DRFMEBH#ITHETFERIEA StoreFront BRS28. =61: 4 4 2012R2 StoreFront fRS523, 533)am
73 2012R2-A & 2012R2-D, 3.

3. ERET IPWARSEBEE, HimAE StoreFront BR552389BRSS 23 IP tthdik,

EX—1 HTTP 8000 StoreFront 511233, BTFERSE][/LATFE StoreFront [REBHVIRE

—_

. B3 Citrix ADC &2 GUlI,

#%$% Traffic Management GREEIE) > Monitors (141123) >Add (Fn), #0& 7 StoreFront B9

YEEs.

. FENERIN— N EMHEZRERIANGE,

. TEZBIT|RIKLF StoreFront,

. ERHBSHORATRP, BANAEER.

. EBiFmOSEA 8000, XEASES StoreFront fRSS 25 L SIEAIEAIA A 2s L HIFE ITET,

. ERHRESBAT R, AENEFIRRSIED, &9 IHETE StoreFront RS 28 EIZTHIARS #1781
@iL RN StoreFront BR5528 LAY Windows RS i5#1 StoreFront fRSS, RMIEIERIREEEITITHRE

N

~N O U M~ W
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StoreFront fREHPIRES.

CIZE &P StoreFront Bk352389 HTTP 80 RS54

1. ERSAEMN, EFAME Members (FK5) £, REHRMEZFE “Servers” (ARS8 O EXWFE
StoreFront AR$Z 281 =,

2. B HTTPimAIRE R 80, HERNMRS RN AESERSBOE— 1 E—HRSEE D,

3. 7£ Monitors (UM123) £+ L, #EFZa161ER StoreFront Y1123,

RIERATRFPREM HTTPS KI5 & FEEINIRSS 2
1. %4% Traffic Management (iE%E) > Load Balancing (f1#F#) > Virtual Servers (E#iR528)
>Add (Fin), gIE—MNREIIRS S,
2. EFEMRSIBERN A FERE S L. StoreFront faEFEHE BIEIA
“round robin” (i) = “least connection” (J/Vi%E#s),
3. BEZASIEMNRSASE DA HTEENRS S,
4, Bz agERRESANE—IRSZ 28 CAEBHEE
HETFEEIIRS 25
AR
MBEARAFRFEE HTTP Cookie, MESIERFAELEE
HTTP Cookie, #EBRfER “Persistence” (FAM),
5. AR TEEIMRSSED, HEEMNM Persistence (3AM), A M558 E 5 COOKIEINSERT,

6. J1i%Z Cookie #542. #5ia0, NSC_SFPersistence, x##ul LATEiEiR{EE7E Fiddler
BREP S TR

7. BEGHAEZREN NONE ().

BT AR IAARSS 38 AR IAR S5 8RR 2 BIRYITIAR 2
IR H T AEMARS B Z AR EEET

o EW 1 QIEENEIRSS: AP RERTHETYE. NRNNELAGRARFNSERT ICA B, 1t
RIMEIR AR ER, (5B, BERHEMERR.)

o I 2: BIEEMRSEXN — P NATFRAPREHITARTEHEUNELFEHNEAEFMEEMNIT ICA B,
S—TATHITRRIERSIRE#HITARTE, (NEHEARESHSAREPNRIIESPTIHITARTEHN
StoreFront AR5 2340 2 BEIEITIASIENEE.,)

NBZUSBEREHIHAEZS MITARMIEBLEN StoreFront BRE234A, EAILREES IR BIREGEIRETS

Mz EIERITHEE, StoreFront iTEEKIER TCP %0 808, Eit, FEAMAXRA HTTP %0 80 3¢ HTTPS 443
B TEEMARS B RK. BEARSRMSTANE, BEHEFHNE Citrix ADC i&E LIEE - EDRS
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88, LUEAE StoreFront fRSSBA M T TCP ix0 808, ELEERIIHINY, BEESITHEN EPIRSS 2B ED
IP st ILACAOARSS a4 tthit, FafRARSS SRt B2 (I B FARS2FAM 1 T #2389 FQDN,

ERERTITHRYHIARSA

EHRE Citrix ADC i&&EHE GUL,

i%$% Traffic Management (HEEIE) > Service Groups (FR$S4) >Add (i), FRINFERSB[A,
BimiERA TCP,

TERRSS AR, EFEHAMB Members (F5R) XM, RERNEZFIE “Servers” (ARS52R) BDEXHFAE
StoreFront AR 281 =

5. 7ESIEBEIN £ L, #%8F TCP hias.

Fal

Monitors
Add Binding
Monitor Mame Weight State Passive
tep 1 v x
Close

SIS B T AR 53 28 A S AR 3 2R A 2 IRV IT IR R &

=3 Citrix ADC & &1 GUI,

%% Traffic Management GiiEEIE) > Service Groups (ARE4H) >Add (Fin), HRIDFARS 384,
BT &5 %&E R round robin (i),

B ES TCP,

WA 808 ik 443 fEAmAS,

ok W~
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Load Balancing Virtual Server

Basic Settings

Mame*

2012R2A-D-Synch

Protocol*

TCP v

IP Address Type*

IP Address v

|P Address*

172 .27 . 4 0 179 IPv6

Port*

809

CitrixSubscriptionsSyncUsers 95 = 515

AEALE A 89 StoreFront fR58 A T LlE S —MIBRIRS 2 B 5 RSIREUTHEIE, RSE A BAERSH
B _£#Y CitrixSubscriptionsSyncUsers #2240 R. CitrixSubscriptionsSyncUsers ZsititB 04315
AN AT M E AR S5 251R BT RSB IVFR B iE42 StoreFront ARSZSE3MVIFIRIIEHITIR, ALMNAITRAEY, RS2 B 14
AR 2R A L1 CitrixSubscriptionsSyncUsers R£4AME R, 7 BEMFIREUTIHEIRE,
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4 J¥ Local Users and Groups
1 Users
| Groups
b (8 Performance
g Device Manager
23 Storage
= Disk Management
Fy Services and Applications

5% 1: 1z Citrix ADC 5 StoreFront a8 HTTPS EZE StoreFront fRs32348

1. %8B 7E Citrix ADC iR & T HEIMIRSS 28 _EHBRNEBAFAASNIRS BEM S StoreFront T,
2. =81 StoreFront Ti= LAY IIS HReli2 HTTPS 48, ARHEZASNEFRIES,

& Guests

H Hyper-V Administrators

s _usrs

B Network Configuration Operators
#& Performance Log Users

& Performance Monitor Users

.k Power Users

.k Print Operators

5 RDS Endpeint Servers

& RDS Management Servers

& RDS Remote Access Servers

H& Remote Desktop Users

H# Remote Management Users

I Replicater

& Users

& CitrieClusterMembers

& CitricCWServiceReadUsers

I CitroeCWServiceWriteUsers

- CitrudDelegated AuthenticatorUsers
E CitriiDelegatedDirectoryClaimFactoryl)sers
& CitriPNRSUsers

& CitricSubscriptionSenverUsers

M CitricSubscriptionsStoreServiceUsers
¥ CitriSubseriptionsSyneUsers

B WinRMRemoteWMIUsers_

< il
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Site Bindings X

Type Host Mame Port IP Address Binding Information Add...
https 443 *
Edit Site Binding :
Type: IP address: Port:
https All Unassigned v| |4—43 |
Host name:

[] Require Server Name Indication

S5L certificate:

storefront.  .com V| | Select... | | View... |

Close

3. %7 Citrix ADC 71 #iF#i88 5 StoreFront ZalfE/@ HTTPS, MuBERRS R F% FQDN FARRA
(CN) sifERERIEE R (SAN) BEERRIER,

E5iR A Citrix ADC & & A 5T %2850 StoreFront AR5 28 8IRARSS 23IEHo

5% 2: 7z Citrix ADC 5 StoreFront > a8 HTTP & StoreFront fRs52348

1. M& StoreFront T MiRR 11S B9 HTTPS 48 (WMIRBEFE).
2. WIR HTTP H%ETE IS thiFdE, HERENEAIKRD 80,

3. ¥ Receiver for Web 1 f93F [a] 18 EFZE 5 OnUsingHTTP fi% O 80, 1t B3+ F#R A Citrix
Workspace MBS Receiver for Web ZiaE i NI EXEE,
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StoreFront

Category Settings
Customize Appearance
Featured App Groups
Authentication Methods
Website Shortcuts

Deploy Citrix Receiver/
Workspace app

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

Edit Receiver for Web site - /Citrix/StoreWeb2

Advanced Settings

Configure advanced settings with caution,

Enable Fiddler tracing

Enable folder view

Enable loopback co%unication
Enable protocol handler

Enable strict transport security
ICA file cache expiry

lcon resolution

Loopback port when using HTTP
Prompt for untrusted shorteuts

Prompt to install Citrix Receiver/Waorkspace app after logon

Protocol handler skip double-hop check
Resource details

Strict transport security policy duration

[+

OnUsingHttp ~

I7|

80

128 -

80
vl

Default =

00.00:00:00

Enable Fiddler tracing

Enables Fiddler tracing of the traffic between Receiver for Web and StoreFront services, for
debugging. Loopback communication must also be disabled. Default: Off

ﬁ[ Cancel ] [ Apply

BFRINARE2HNERSE

1. ERSZS[BAFNENT R LR StoreFront,

2. =% StoreFront #i5), BET R EMENELS URLIGENIRSB[ANFERAFERNEE FOQDN, XMIAL
A https://storefrontlb.domain.com GERFAET1M2), HEHMS5 Citrix ADC A H F e

PAARS3 28Ry FQDN ILAg,

E2AR Citrix ADC & & 7 & F %2870 StoreFront RS 23 IEARS 83IE o

3. 5ER4A StoreFront BREfE, HUARBEN T SIANERET RS [E,

4. IEARZS 24 > RS S > SHIIIARIIRS BIVEIAI,

Join Server Group

To authorize this server, first connect to a server in the group and choose "Add
Server™. Enter the provided authorization information here.

Authorizing server: | 2012R2-A

Authorization code:

I Details

Servers
2012R2-B

[ or  JEEES

Add Server

o "2012R2-8" added to Server Group

Status
Completed

5. BETNRMEEFBIAPNARE MRS HBAT =,
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6. fERFI LB AR 2T &28RIH = FQDN MR P inskillid 62 2T 8RR S35 88 4.

Citrix Service Monitor

&3t StoreFront EEizfTArk#i 89 Windows BREBIBTITIRS#H 1T, 5B Citrix Service Monitor
Windows fRSZ. IWRSIRI FEMRS, FTLUSMHFRE HthX3# StoreFront Service WifE, MMBBEHHEE
s Citrix 8¢ (5140 Citrix ADC i8%) MIMIBHAERY StoreFront ARSZ SR EMBINEITION. E=A T UFIA
StoreFront Y1284 XML mam7 ki< 5% StoreFront Service BNiE1TIRI.
E8E StoreFront /5, BeIEMER HTTP g0 8000 AYZRIANS1EER,

AE:

— StoreFront ZpEH REEFE— M ENESLF,

EWMEIRINSMESHITEN, BN OSSA HTTPS 443, i&{EHE PowerShell cmdlet &SR EHEE
StoreFront % 28ARsS URL,

MIFRERINBRSS im e, FEBEHRNER HTTPS Mik0 443 pis1les

1. $TF = StoreFront BR5328 LY PowerShell &£ AIF1E (ISE), ABETUTHSLUSERINARER A
HTTPS 443,

$ServiceUrl = ”https://localhost:443/StorefrontMonitor?”
Set-STFServiceMonitor -ServiceUrl $ServiceUrl
Get-STFServiceMonitor

2. ERfE, BEEER StoreFront BRS24AHIVFRE Hth AR 28,

3. BRENIAFTIENEE, B7E StoreFront ARSS 2B AI LUEE M7 18] StoreFront ARSBHERMEMITEN L,
BT URL NI 2E . RSN =REIE StoreFront fRSSIRSH XML EE,

https://<loadbalancingFQDN>:443/StoreFrontMonitor/GetSFServicesStatus
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| ] https//storefront ~ x

€« c &b&ﬁ:_.-’_.-’storefront . .com/StoreFrontMonitor/GetSFServicesStatus

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

iceStatus>
<name>Citrix Peer Resclution Service</name:
<status>running</status>
</Servicestatus:>
¥ <ServiceStatus>
<name>CitrixConfigurationReplication</name:
<status>running</status:>
</ServiceStatus>
¥<ServiceStatus>
<name>CitrixCredentialllallet</name>
<statusrrunning</status>
<fServiceStatus:
erviceStatus:
<name>CitrixDefaultDomainService</name>
'stutua>|unn1ng<'ftatu5>
< ~viceStatus»
¥ <ServiceStatus>
<namz>CitrixSubscriptionsStore</name:
<status>running</status:>
</ServiceStatus>
¥<ServiceStatus>
<name >NetTcpPortSharing</name>
<statusrrunning</status>
fServiceStatus:
¥ <ServiceStatus>
<name >WAS< /name >
'stutua>|unn1ng<§status>
/servicestatus:
¥ <ServiceStatus>
<name>W3SVC</name>
'stutu;>|unn1ng<'ftatu5>
iceStatus>
</Array0fServiceStatus>

Citrix Gateway 5 71 i F#EIMIRS 23U FAERM Citrix ADC i&#& +

WMRTER— Citrix ADC i&& LEET Citrix Gateway EIMRSBMAFHFEEIIRSSS, ISIZAFRZRAEE (T
Zi@id Citrix Gateway EiNARS28) 418 StoreFront fi#FF & EHEZ URL R aTaESB R,

LR T, BT StoreFront $ENBFIGR IP k5 Citrix Gateway F/ IP bk (SNIP) 48xB%, StoreFront
KBERLMAFBELTE Citrix Gateway £33 FH1WIE. X#Fxfk StoreFront £ AGBasic hil#a1T Citrix
Gateway TiRREMIIE, MAREMRTAFEREYSIEHRITER. ABEREILRE, ESEIN TR SNIP
atsERA VIP, LUEFERRAR 2NEESHRIEMIE AGBasic BRI
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7z Storefront iz532348 LAZE Citrix Gateway

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to

General Settings unauthenticated stores.

Secure Ticket Authority

Display name: | CitrixGateway |

Authentication Settings

Citrix Gateway URL: |hﬂps:ﬁgatmay.example.com,’ |

Usage or role: @ [Autheniication and HDX routing - ]

A Citrix Gateway VIP B “E#\IRS5 38 IP ititit” FEH, MRAHTFHEMRSB[BELBER—1 Citrix ADC &%
£, Mm% SNIP BT Citrix Gateway,

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings

Version: | 10.0 (Build 69.4) or later - |
Secure Ticket Authority VServer |P address: | 100110 |
Authentication Settings (optional]
Logon type: @ [Domain - ]
Smart card fallback None -
Callback URL: @ |https:!fstc}recb.example.com | fCitrixAuthService/AuthService.asmx

(optianal)

£/ Citrix ADC 8%t StoreFront AR5 2840 117 fa & T & AYIF[E)E TR

A LA PowerShell i BIFELES,

Receiver for Web web.config sc+R 1l

<communication attempts="2” timeout=”00:01:00” loopback=”0n”
loopbackPortUsingHttp="80">

PowerShell &4 R4

& 7c:\program files\Citrix\receiver storefront\scripts\ImportModules.
pSl”
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Set-DSLoopback -SiteId 1 -VirtualPath ”/Citrix/StoreWeb” -Loopback ”
OnUsingHttp” -LoopbackPortUsingHttp 81

-Loopback S#AILIRA="ME:

=1

On - £ URL 9E#1¥ck/9 127.0.0.1, ZE#fMiwO (W0
RIEE) FEH

OnUsingHttp - A E8 127.0.0.1, F224MEHK
7 HTTP #1254 loopbackPortUsingHttp Ett
B iR O1E,

Off - &K1y URL TR,

ETX

SNREERA TLS RIS 3T #5238, WARBERER.

R T HaEN TLS RIERNAREER. fAHTHRS
StoreFront fR$323 2 BIRESfER HTTP, AILIfER
-loopbackPortUsingHttp B4 EREE HTTP %0,

FFHEHR. MRIFEIZER On, Fiddler Z%MT

BT5%35% Receiver for Web 5 StoreFront R~

B E.

A E— Citrix Gateway & &1 URL

December 2, 2020

7£ StoreFront &1, ATLLM StoreFront 2z & 1SR Citrix Gateway > FHiNzriER A ME A Citrix Gateway
URL. A LI7EEE Citrix Gateway > MRS NFHRIMAMA Citrix Gateway URL #1 GSLB (2BERRSS 281 %
T#5) URL,

AXNET 0fEER PowerShell cmdlet #1 StoreFront PowerShell SDK RfERATES#k -gslburl LU B M=%
9 GslbLocation Eitt. ELUTRAGIH, LIhaERE T E StoreFront ARi#1TaY Citrix Gateway EIE:

1. GSLB 71 Citrix Gateway, A GSLB f1%4 Citrix Gateway 335 A& 21k Citrix HEFH I HE
S EM B R RRATIEEEHT AT,
2. EAAM URL 3% A URL #9% Citrix Gateway, aIfERE— Citrix Gateway £ MBER AR URL i#
TR RERSERER URL #1TiAR,
XR—EAINEEEA, MREZVRT E StoreFront MxF£FARS S M H T (GSLB) =, B2RAEXLER
RRIERIE SR,

HINEEEB U TR A

o ZRBREIMMXMNRERTRENERN URL,
o BPATUERMNTEN URL Ziatikkisia Citrix Gateway, TEEERREFHEE StoreFront FX3T&R K
LEEAAEFERNMX URL.
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o fEAZ GSLB MXEAFIiE StoreFront MXAD & rYi& E NI E4E52,
+ 7£ DMZ W&819 StoreFront frfERAERIAY Citrix Gateway XF&Ri#FITIMERFAAERIAS A,
o I URL #ITREMXEH, BXREMNXEHNFAES, BSREESTRE 2SN ARSEEES.

fERABEMMX URL RMEEEEEm

« StoreFront EE#EHI &P B2 REMMXH gatewayURL FQDN, &M %# GSLBURL B4 (@ A
PowerShell cmdlet a7 i,

« 7= Citrix Receiver # Citrix Workspace M AB#EF A gatewayURL #{TE {33,

+ gatewayURL @& ERTERANAREMMXESEE Citrix Receiver # Citrix Workspace [ Bi2FHIR
Eoseff (receiver.cr) RBIGIEIRIEH.

o ERRMEM Powershell {224 BEEEH web.config X, E7FaIHITILRYE,

BE.

£/ -gslburl BHEBEHE - MM* URL Z#i, 1E0EFWLERS SIER UKL RALRMN@EHARIT DNS i, BEE
89 Citrix Gateway #1 StoreFront £8EHERBEM URL B AEE T EHIRSSH[IIHT. BXRSF[IEHH
HHEE, BRI IMXARS SIEBHNER.

DNS

+ 359 DNS, KE I ERIFS DNS REW. 75 DNS S RERFRNGEZEFMAEN DNS RESZHTA
FRF%Z A DNS f#if, EREENIE DNS BliEMRE X — N

« BFNERGHNERHTINFIANIFRMED URL, RESESEFERERD URL M1k MLEINERFIAERISIE
BEAHINEAR, NEZEETESHIFAREM URL, Flt0 example.comf example.net,

AR S5 2R IEFR B

ATHEEFEARITWX URL BRRGIARS SZIEHHE,

AT StoreFront ZEHRFIARS 2RIEH

LS BB RSSBIEBHEE FQDN *.storefront.example.net,

14

Z1EEM SAN RSB BIEBREEIT =1 StoreFront ARS 2317 i FEFTRMFTE FQDN,

loadbalancer.storefront.example.net
serverl.storefront.example.net
server2.storefront.example.net
server3.storefront.example.net
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128 StoreFront ARS32RAMEHNEAR URL, % URL Epi A=/ FQDN, EfEfTHMETHE-SS P k.

loadbalancer.storefront.example.net

fEfR5 DNS E5M88F 038151 Citrix Gateway H9ARSS 2HEH R
BFSMEBFIA SRR RN AFFEZ A SAN RS BN B & 5MERFIME FQDN.

gateway.example.com
gateway.example.net

TESMERIAIRIANFRE GSLB MXAIARSS 2R IEH T
AF&@:d GSLB #1ToMBILRNAFERR SAN IRSZSFIEBHES FQDN,

gslbdomain.example.com
emeagateway.example.com
usgateway.example.com
apacgateway.example.com

AR ER GSLB ihR&IErMX, SEAMXEIME— FQDN EHEPMETBILE FIEIM Ko

FBf) #1: Receiver for Web: GSLB 1% Citrix Gateway

EEREEMA GSLB #% 4 Citrix Gateway 5K 2k Citrix BEPHEINREZMUENERHRRIITEERH
TR H T
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Remote Access using the GSLB domain name or a location specific URL for each Gateway

\

Use location specific URL

gslb.example.com

Use GSLB U

use location specific URL-

External Client

GSLB Layer

Use location specific URL

APAC data center

StoreFront Gateway Objects
== ]
&

/

NetScaler Gateway us

APAC Controller
APACGateway.example.com P
APAC StoreFront 9’

APAC
APAC Controller

FEURGIA:

o FMIBFHIEPLELBE—IWX. — 1 Z 4 StoreFront fRE528. — 132 XenApp #1 XenDesktop
EHIZE, AREEZMUBRMHELAGNER. 2KIEPH GSLB Citrix ADC 1&& LEEES GSLB lRSHMRR
—4 W% VPN ERS 28, ZBEFIFTE StoreFront RS BEA M AR E AN EEHAM GSLB BHIFFAE Citrix
Gateway E#ABRSS28. GSLB Citrix Gateway £ X &0/ XX TER, BMRE—MIBMNMEEE. DNS,
Mx. StoreFront fRs3883K Citrix Virtual Apps and Desktops 1583 HHELAEE, X LMK IR A LUR (HHpE
¥%, MR GSLB RSAAIA, AFRSKBENERES— 1 R%.

o HITIZIRERERY, RIBEEMN GSLB AHTHEE (EEE (RTT) RESIHEE) , IMNIEFHRIWEBT
RILBIR Ko

o &7 MXiv— URL 2 FAFREIEFEEEBINXNUEREN URL RFhEBRENEBohERIEIES
Lo

+ GSLB = DNS ZRFKIZTMAALIZIERE, AILASEE GSLB, AP Al LMEREIRHR OB ER URL 4455
AR RIEIER OMIZIEZ TR, EEIFfE GSLB X RERFEIER,

R #1: Receiver for Web #0 Citrix Receiver 5% Citrix Workspace W B#2F: GSLB #1Z 1
Citrix Gateway

MXRE %

E3% GSLB 574 Citrix Receiver 3 Citrix Workspace N REF4E &1, 15 A Add-STFRoamingGateway
(8#) =X Set-STFRoamingGateway (&) IEEUTREM:
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-GatewayUrl — i & HFE GSLB Mxm+H= FQDN
-GSLBurl — g B RS MXHE—R% FQDN
AR
AIREENEE B, B3t Web AHIEER M, ©HRAW Citrix Receiver 3¢ Citrix Workspace [z Fi#2

@i ifinKisTia https: //storefront.domain.com/citrix/<storename>/discovery
ERMXEPEW GSLB ERMHEE FQDN, EiX#fREH StoreFront 895 H Ffe X 4 85 < S tH BV T BE ST 14
(receiver.cr) @&#= GSLB FQDN,

THIFREC X

fEH -GatewayUrl https://gslb.domain.com B RHFIXH 1. XA Citrix Receiver g Citrix
Workspace 2R GSLB &EEEIM %,

€%xml wersion="1.0" encoding="utf-8"p>
5 i versi |:—"1.ﬂ"
‘http: /fwww . citrix. com/ServiceRecord™>
“-'.:-':I"F'.'](:':! type="store">

SRID>16TE59THO</SRID>
Nul:.e ~Store< /HName>
Address: Wmﬂunﬂmﬂum -/Address>

<Gateways
':ﬁntl-wa':,r Hame="EMEAGateway"” Doefault="true" Edition="Enterprise” Auth="Domain® RewriteModes="NONE":>
<Locationrhttps:/fgslb,.demain.com/</Location>
ZGALe WY
<Gateway Hame="USGateway™ Editicn="Enterprise” Ruth="Domain" RewriteMode="NONE":>

<Location>https://gslb.domain, com/ < va"dtlrm
<SfGateway>
<Gateway Name="APACGateway" Edition="Enterprise" Auth="Domain" RewriteMode="HONE":>
<Lecationrhttps://gslb. demain.com/ </ Locat ion:
<fGateway>
“fGatewayss
<Beacons>
<Internal>
<Beacon-https://storefront.domain.com/ </ Beacon>
</Internal>
<External>
“Beacon-https://emeagateway . domain. com</Beacon>
<Beacon-https://usgateway.domain. cem< /Beacon>
<Beacon-https:/fapacgateway . domain. com</Beacon>
<Beacon>http: //gslb.domain, com=/Beacon>
</External>
</Beacons>
</Service>
</Servicess]

# HB -GatewayUrl https://emeagateway.domain.com, https://usgateway.domain.
com and https://apacgateway.domain.com BIRBIXHE 2, X aiF A Citrix Receiver 3¢ Citrix
Workspace [ZFR#2FERAM—/ URL EZRIMX,
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£7xml wversion="1.0" encoding="utf-8"32>
<Services wversion="1.0"
emlns="http: //www.citrix.com/ServiceRecord" >
Service type="store":
SRID=167659780</5RID
e W ame

https://storefront.demain. com/Citrix/Stere/discovery</Addresss

ne="EMEAGateway" Default="true" Edition="Enterprise" Auth="Domain" FewriteMode="NONE":>
“hetps: //emeagateway . domain. com/ </ Location>
me="USGateway"” Edition="Enterprise" Au " RewriteMode="HONE™ >
<Loc :rlr"- *https://ftlgateway.domain, com/</Location>
.-"';.-It{l.\..-l,'
-.f_‘-aua,. ay Hame="ABACGateway" Editi Enterpusa th="Domain" HRewriteMode="HONE">
Location? hups__uhqm.ttuu_.dm:.n.mi /Lo :
-..-’-:Z:ltﬂ- ay >
fGatewayss>
<Beacons:

Internal>
<Beacon>https://storefront. domain.com/</Beacon>
JInternal>
<External>

-h:m:.fjmnuumdmm /Beac

acon>http://gslb,demain. com</Beacon>
</Services>

#= FQDN g7 Citrix Receiver # Citrix Workspace R REFRR#HITE DI,

P #2: EA2M URL %A URL #y21 Citrix Gateway
BEGAEAR— Citrix Gateway E5MBER AR URL #1175 UREREMERE A URL #17iA15.

Remote Access using a Public URL and a Private URL

G-EE DMZ
]
Public URL » Public Name Space
«nf% EMEA y le.com
X

External Client

NetScaler Gateway

External firewall
Internal firewall

Private Name Space <«

EMEAGateway.example.net

FEURBIR:

- BERFENERHARM HDX Bon@ErRFrEiAa#ET Citrix Gateway, BMEZRFiHENEIHBI NI,
« Citrix Gateway fii ¥ DMZ =,

o BRHAENMNEREBET DMZ E—imrm M AEE)X Citrix Gateways
« ERRRIISNEESE =B REFAEEHE 6,
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PowerShell cmdlet =l

A/ PowerShell cmdlet Add-STFRoamingGateway #1 Set-STFRoamingGateway ##5 £ #1 -gslburl
3t StoreFront Mx33%1&E GslbLocation Ei%. #0:

Add-STFRoamingGateway -Name ”EMEAGateway” -GatewayUrl ”https://
emeagateway.example.com” -GSLBurl ”https://gslb.example.com” -
SubnetIPAddress ”10.0.0.1” -CallbackUrl ”https://emeagateway.example
.com” -LogonType ”DomainAndRSA” -SmartCardFallbackLogonType ”None” -
Version ”Versionl0_0_69_4” -SecureTicketAuthorityUrls ”https://emea-
controller.example.com/scripts/ctxsta.dll,https://us-controller.
example.com/scripts/ctxsta.dll,https://apac-controller.example.com/
scripts/ctxsta.dll”

Set-STFRoamingGateway -Name ”EMEAGateway” -GatewayUrl ”https://
emeagateway.example.com” -GSLBurl ”https://gslb.example.com”

Get-STFRoamingGateway -Name ”EMEAGateway” (returns just the EMEA
gateway object)

Or

Get-STFRoamingGateway (returns all gateway object configured 1in
StoreFront)

TR #1, TTLL@EER GslbLocation 12E 9 NULL M EMEAGateway ®fiig GSLBurl, LT PowerShell i
BRREFPEENM X% SEMEAGateway., Set-STFRoamingGateway 2 /5] LUET SEMEAGateway £
LIE# StoreFront B2 EH Ik GSLBurl,

SEMEAGateway = Get-STFRoamingGateway
SEMEAGateway.GslbLocation = S$Null
Set-STFRoamingGateway -Gateway S$EMEAGateway

s+ FAGI #1, /A Get-STFRoamingGateway &[] TR :

Name: EMEAGateway

Location: https://emeagateway.example.com/ (Unique URL for the EMEA
Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three
gateways)

Name: USGateway
Location: https://USgateway.example.com/ (Unique URL for the US Gateway

)
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GslblLocation: https://gslb.example.com/ (GSLB URL for all three
gateways)

Name: APACGateway

Location: https://APACgateway.example.com/ (Unique URL for the APAC
Gateway)

GslblLocation: https://gslb.example.com/ (GSLB URL for all three
gateways)

st F ARG #2, #/A Get-STFRoamingGateway iR [o] L TR

Name: EMEAGateway

Location: https://emeagateway.example.com/ (Public URL for the Gateway)

GslbLocation: https://emeagateway.example.net/ (Private URL for the
Gateway)

I FAG#1, 8 Get-STFStoreRegisteredOptimalLaunchGateway ;Z[EI&Z M <EKH:

$StoreObject = Get-STFStoreService -SiteId 1 -VirtualPath ”/Citrix/<
YourStore>”

Get-STFStoreRegisteredOptimalLaunchGateway -StoreService $StoreObject

Hostnames: {
emeagateway.example.com, gslb.example.com }

Hostnames: {
usgateway.example.com, gslb.example.com }

Hostnames: {
apacgateway.example.com, gslb.example.com }

F1M%8 GSLB URL =N URL #i7%1E7E:8 1R SS web.config s+

StoreFront 7z StoreFront BEiFH| & ERE MK GSLB URL #1 URL, {BRILUEIFTF StoreFront ARSS
2 C:\inetpub\wwwroot\Citrix\Roaming\web.config F#9:&iiR 3 Web.Config X i BREEFE GSLB
MxBEEE GSLBLocation &z,

A #1: 2% web.config StFHEIM %
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O O o N o U A W

—n

12

13

15
16

17
18
19
20
21
22
23
24

25

<gateway id=”ccal3269-18c1-10fd-a0@df-7931b3897aa8” name="EMEAGateway”
default="false” edition="Enterprise” version="Versionl®_0_69_1" auth
=”DomainAndRSA” smartcardfallback="None” ipaddress="10.0.0.1” rwmode
=”NONE” deployment="Appliance” callbackurl=https://emeagateway.
example.com/CitrixAuthService/AuthService.asmx sessionreliability=”
true” requesttickettwosta="false” stasUselLoadBalancing="false”
stasBypassDuration="01:00:00”">

<location path="https://emeagateway.example.com/” /><gslblLocation path=
Phttps://gslb.example.com/” /><clusternodes>

<clear />

</clusternodes>

<silentauthenticationurls>

<clear />

</silentauthenticationurls>

<secureticketauthorityurls>

<clear />

<location path="https://emea-controller.example.com/scripts/ctxsta.dll”

/>

<location path="https://us-controller.example.com/scripts/ctxsta.dll”
/>

<location path="https://apac-controller.example.com/scripts/ctxsta.dll”

/>
</secureticketauthorityurls>
</gateway>

<gateway id="b8ec720c-d85e-1889-8188-1cf08a2cf762” name="USGateway”
default="false” edition="Enterprise” version=”Versionl0_0_69_1” auth
=”DomainAndRSA” smartcardfallback="None” -ipaddress="10.0.0.2” rwmode
=”NONE” deployment="Appliance” callbackurl="https://usgateway.
example.com/CitrixAuthService/AuthService.asmx” sessionreliability="
true” requesttickettwosta="false” stasUselLoadBalancing="false”
stasBypassDuration="01:00:00”><location path="https://usgateway.
example.com/” /><gslblLocation path="https://gslb.example.com/” /><
clusternodes>

<clear />

</clusternodes>

<silentauthenticationurls>

<clear />

</silentauthenticationurls>

<secureticketauthorityurls>

<clear />

<location path="https://emea-controller.example.com/scripts/ctxsta.dll”

/>

<location path="https://us-controller.example.com/scripts/ctxsta.dll”
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/>

<location path="https://apac-controller.example.com/scripts/ctxsta.dll”
/>

</secureticketauthorityurls>

</gateway>

<gateway id="c57117b5-elll-1leed-9117-alffalc8100e” name="APACGateway”
default="false” edition="Enterprise” version="Versionl®_0_69_1” auth
=”DomainAndRSA” smartcardfallback="None” ipaddress="10.0.0.3” rwmode
=”NONE” deployment="Appliance” callbackurl="https://apacgateway.
example.com/CitrixAuthService/AuthService.asmx” sessionreliability=”
true” requesttickettwosta=”false” stasUselLoadBalancing="false”
stasBypassDuration="01:00:00”><location path="https://apacGateway.
example.com/” /><gslblLocation path="https://gslb.example.com/” /><
clusternodes>

<clear />

</clusternodes>

<silentauthenticationurls>

<clear />

</silentauthenticationurls>

<secureticketauthorityurls>

<clear />

<location path="https://emea-controller.example.com/scripts/ctxsta.dll”
/>

<location path="https://us-controller.example.com/scripts/ctxsta.dll”
/>

<location path="https://apac-controller.example.com/scripts/ctxsta.dll”
/>

</secureticketauthorityurls>

</gateway>

% #2: ;g7 web.config XM=

<gateway id=”ccal3269-18c1-10fd-a0df-7931b3897aa8” name="EMEAGateway”
default="false” edition="Enterprise” version="Versionl®_0_69_1” auth
=”Domain” smartcardfallback="None” 1ipaddress=710.0.0.1" rwmode="NONE
? deployment="Appliance” callbackurl="https://emeagateway.example.
com/CitrixAuthService/AuthService.asmx” sessionreliability="true”
requesttickettwosta=”false” stasUselLoadBalancing="false”
stasBypassDuration="01:00:007>

<location path="https://emeagateway.example.com/” />

<gslbLocation path=” https://emeagateway.example.net/” />

<clusternodes>
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<clear />

</clusternodes>
<silentauthenticationurls>
<clear />
</silentauthenticationurls>
<secureticketauthorityurls>

<clear />
<location path="https://emea-controller.example.net/scripts/ctxsta.dll”
/>
</secureticketauthorityurls>
</gateway>
BXER

BiEFEANRXRFH Citrix StoreFront SDK PowerShell &k,

HIWERKR B S %I (DFA) &2 & Citrix ADC 71 StoreFront

June 5,2020

A BRI S HIIERT BET Citrix ADC i EHMREMETF StoreFront WREHNFHRIERETREIEENF. B
ERRYT B SHIIE SDK R H M IRIERRSE, HA1E Citrix ADC %% 5 StoreFront Z BIECEZE KRR E H 1%
ISIE (DFA) ZBRRESHRIENNAFERMLEERRES—HENIHRIERSE, SEFBIIE. Fla0, Citrix
Gateway B H B M RIEERE StoreFront, StoreFront BS5% =48 MRS SHARS HITRE,

7z Citrix Gateway FEREEZRREFHIIETE CTX200383 H#HITNE,

TERWN

« Z2#{R Citrix ADC 8% 5 StoreFront ZiEBBEREIRIF, 1BEEMA HTTPS & HTTP thiX,

o XTFHERE, FHARTHNTEESRZA, FMETRHIEE IISHTTPS SR EMEEMRRIRSSH[IER.

« T{R7E StoreFront ECE HTTPS /&, Citrix ADC i&&3 StoreFront RS 2IEBHIKITH ERRIEIEHM
A,

StoreFront B LEFEEM

s BE=ZAENUIHEHREEMETRL, AEBREKSE k.
s BT REEBEFMAZRRESNBIEEXIRE, AEBERNFEIEMBTR. BER ‘BAEKKRESHE
I
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BRZEIRTRSHIIE

&# StoreFront F:8EATFIGE Citrix MELZZAIZER GUI, FRLUEER PowerShell iH 4R EHRRBEH

Cran

1. REZRREFHRIE, RNBERTEHHRRE, EREMEA PowerShell £H18# 7R,

PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\
Receiver StoreFront\Scripts'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & .\
ImportModules.psl

Adding snapins

Importing modules

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-

DSDFAServer

Id : bf694fbc-ae0a-4d56-8749-
c945559e897a

ClassType : eleb3668-9clc-4ad8-bbae-
c08b2682clbc

FrameworkController : Citrix.DeliveryServices.Framework
.FileBased.FrameworkController

ParentInstance : 8dd182c7-f970-466¢c-ad4c-27
a5980f716¢c

RootInstance : 5d0cdc75-1dee-4df7-8069-7375
d79634b3

TenantId : 860e9401-39c8-412c-928d-34251102
b840

Data R

+
ReadOnlyData : {

[Name, DelegatedFormsServer], [Cmdlet, Add-DSWebFeature], [Snapin
, Citrix.DeliverySer
vices.Web.Commands], [Tenant, 860
€9401-39¢c8-412c-928d-34251102
b840] }

ParameterData ]
[FeatureClassId, eleb3668-9clc-4ad8-bbae-c08b2682clbc], [
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ParentInstancelId, 8dd182c7-f
970-466c-ad4c-27a5980f716¢c], [
TenantId, 860e9401-39c8-4f2c
-928d-34251102h840] }

AdditionalInstanceDependencies : {
ble48ef0-b9e5-4697-af9b-0910062aa2a3 }

IsDeployed : True
FeatureClass : Citrix.DeliveryServices.Framework
.Feature.FeatureClass

2. #m Citrix a[fE& Fif. EE StoreFront 5 Citrix ADC & ZEIMHEZWMEZ (Fi), BHBEBNEF iR
ID #7517E Citrix ADC i€ & ECERIHER,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-
DSCitrixPSKTrustedClient -clientId netscaler.fqdn.com -
passphrase secret

3. REERREGMNRIEMIEI, UBMERERHIBEXRE, ERIWIEI, BE
C:\inetpub\wwwroot\Citrix\Authentication\web.config # % # ConversationFactory, LI F

EEAREERIBRA

<example connectorURL="http://Example.connector.url:8080/adapters-
sf-aaconnector-webapp”>
<routeTable order=”10007">
<routes>
<route name=”StartExampleAuthentication” url="Example-
Bridge-Forms/Start”>
<defaults>
<add param=”controller” value=”
ExplicitFormsAuthentication” />
<add param=”action” value="AuthenticateStart” />
<add param=”postbackAction” value=”Authenticate” />
<add param=”cancelAction” value=”CancelAuthenticate”
/>
<add param=”conversationFactory” value=”
ExampleBridgeAuthentication” />
<add param=”changePasswordAction” value=”"
StartChangePassword” />
<add param=”changePasswordController” value=”
ChangePassword” />
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<add param=”protocol” value=”CustomForms” />
</defaults>
</route>

4. 7z PowerShell A, BRRKE S IIEIHEL . ELRFIF, €E5H ExampleBridgeAuthentication.

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-
DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShell &#FX 5 A/NE: -ConversationFactory 5 -conversationfactory #8El,

ENZ; StoreFront

N StoreFront 2 &1, BAEHERBEE =SB MWIEEY, HATREFMm StoreFront BIThEE,

fEAARRRYEETT S D I0IE

December 2, 2020

FHLAOFIE T —LHE, XERRAAFXEALEE=AFAXARHERA TR EFTERNE LG ERNIGR
R, AN BIEE—MERIET Citrix Gateway #1754 IIERIBHITMIAIFEP N E LB ZRIIFERR, &
REE B LUERRRAIERT StoreFront #1 Receiver for Web i 53T B9 %03E, 34T i@d Receiver for Web i55 %
FHAR, &AXFNER @i Citrix Gateway #HTHMBIIE” A2, WFEVKmxBsh Citrix Receiver 3
Citrix Workspace MR, tEHBRIESERE .

REMHIFR

Lt RFIERE A production.com B4%=1#1E 41 development.com B,

production.comi

RBIFH production. com IHAEE A RN TFFAAR:

« Citrix Gateway B2& T production.com LDAP B3 I6iE%Ag,
o EEMKFTHE MR production\testuser ik~ FZERL#4T,

development.com i

RBIFH development. com HMIEE AU TR
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« StoreFront. Citrix Virtual App and Desktops #1 VDA #9{iiF development.com &,
« ¥t Citrix Receiver for Web 355378 59 I0EER development\testuserl kP FZE#1T.
o X MIZBEREFEEEXR.

AN ABAEERE Citrix Gateway

EHNAEEEE Citrix Gateway, BHRITUUTIRME:
1. £ Citrix StoreFront BEizHI @ WANEEPERNAREIE, RAEEREEEHREEEE Citrix Gateway,
2. 1 “&1 Citrix Gateway” RES, BEHFM,

3. R “EHMIRE”. “Secure Ticket Authority” 1 “S5I8E” S,

Add MetScaler Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through MetScaler Gateway for users
connecting from public networks. Remote access through a NetScaler Gateway cannot be applied
General Settings to unauthenticated stores,

Secure Ticket Authority

Display name: PreductionGateway
Authentication Settings

Summary MNetScaler Gateway URL | https://gateway.production.com

Usage or role: @ | Authentication and HDX routing - |
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Add MetScaler Gateway Appliance

StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests. These session tickets form the basis of authentication and
V General Settings autharization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
nity Secure Ticket Authority URLs: @

Authentication Settings
https://stal.development.com/scripts/ctxsta.dll =

5
ummary https://sta2.development.com/scripts/ctesta.dll -

| Add. || Edit. || Remove |

Ij Load balance multiple STA servers

Bypass failed STA for: El hours El minutes El seconds

[+ Enable session reliability @

O Request tickets from two STAs, where available €

Edit MetScaler Gateway appliance - ProductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

joencrall Settings Version: (100 (Buiild 69.4) or later -
Secure Ticket Authority VServer P addracs: | |
Authentication Settings (optional)
Lagon type: @ [Domain - ]
Smart card fallback Nane hd

Callback URL: @

(optional) | https://callback. production.com | ACitrixAuthService/AuthService.asmx
optiona

B (e | [ eeey |
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AR

ATRER Z NN DNS &4 488, UWEXFMAFEEERD DNS AR5 2801 LUERT S — 1 AR5 28 £/ FQDN,
Citrix ADC B & e ERE production. com DNS R$3 824 development. com 1Ay STA AR
528 FQDN, StoreFront XN gEEERE development. com DNS RS 25f#4 production. com i/
898 URL, tbsh, BRI LU development. com FQDN, izt f##r A Citrix Gateway EIAIRSS 28
BIEEIX IP (VIP),

BHEM Citrix Gateway Ei&

1. £ Citrix StoreFront BRizH| AN AEMBERPIEELAREIE, RAEEREFERTREEERFHRIES .
2. £ “BESMHRUIESE BREP, EEM Citrix Gateway Bl
3. BEHAE.

Manage Authentication Methods - STORE

Select the methods which users will use to authenticate and access resources, O

Method Settings

Uszer name and password En
[[] SAML Authentication —

Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites

[ ] Smart card

Can be enabled / disabled separately on Receiver for Web sites
[[] HTTP Basic
[+# Pass-through from Citrix Gateway
Installlng ar_u:l umns.talllng _the auth[antlcatlcur? metheds and the _
authentication service settings are included in the advanced options.

o |

ECE N AR E LB R M KHITIZIZ 1R

1. £ Citrix StoreFront BRBizHI AN ANESPERNABET R, AEEEREEPER— M LABE, Ti#
EERS, RHEERERTRE.

2. EEERITERE,

3. FEHREEEECHNARIEFEM Citrix Gateway. WRFF#M Citrix Gateway, STA ZIERAREER,
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Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance.

[#*| Enable Remote Access

Select the permitted level of access to internal rescurces

® Allow users to access only resources delivered through StoreFront (No VPN tunnel) 0

) Allow users to access all resources on the internal network (Full VPN tunnel) Iﬂ

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliamce: [ ProductionGateway ~ ]

o |

AR
1. £ Citrix StoreFront BIB&HI AN NEHERAEN ARES S, AREEREERHE— M UARE, 72
{FETiE, BERENABELE.
2. % “BEGABELE NEL, #ESHLE,
3. ENESRERSN—HEME, BXHEER, ASABEUBEELE,

4. BEHHE.
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Configure Store Settings - STORE

StoreFront Advanced Settings

Configure advanced settings with caution,

User Subscriptions LONNEeCHon umeout o .
. Enable enhanced enumeration [+
Kerberos Delegation Enable socket pooling O
Optimal HDX Routing Filter resources by excluded keywords
Advertise Store Filter rescurces by included keywords
Filter resources by type
Maximum concurrent enumerations 0
Minimum farms for concurrent enumeration 3
Override ICA client name O
Require token consistency O
Server communication attempts 1
Show Desktop Viewer for legacy clients O
[ -

Treat desktops as apps

Require token consistency

When enabled, StoreFrent enforces consistency between the gateway used to authenticate and
the gateway used to access the store. When the values are inconsistent, users must
reauthenticate, Must be enabled for Smart Access. Default: On

ﬁ[ Cancel ] [ Apply

AR

“BRSE—H BN T IEFRE, MEZALIEE, BT Citrix ADC in=5 4 (EPA) 89 SmartAccess
IhEEBE1EETT. B% SmartAccess RiFAES, E5H CTX138110,

3¢ Receiver for Web 522 M Citrix Gateway &
B5E:

2 M Citrix Gateway Hi#E¥ 1k Receiver for Web i production. com iR EHKIEIEM
Citrix ADC ig#&i@id, ZFM Citrix Gateway BB S Receiver for Web IRAFBAER. XLEERES
ATFi&e Citrix Gateway ERHEERE.

1. 7£ Citrix StoreFront B2z &AM B PIEZF R ARIET =o
2. ERBRERINAEE,

3. 1EIREEEF, BEHEEE Receiver for Web i,

4, 1T “EESMHRIESE" P, BUH%EEM Citrix Gateway Eif,
5. BEHAE,
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Edit Receiver for Web site - /Citri/STOREWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.

Customize Appearance

Method
Featured App Groups [#  User name and password
Authentication Methods
Website Shortcuts [] Domain pass-through

To provide good user experience, all Windows client devices need to be domain-

ey (itric Beoehrer! joined and have single sign-on enabled for Citrix Receiver/Workspace app.

Workspace app

Smart card
Session Settings

Pass-through from Citrix Gateway
Workspace Control

Client Interface Settings

Advanced Settings

ﬁ[ Cancel ] [ Apply

/A production.com BFRMEREERM*

E#TINR, EFEH production. com BRMEREERMX,

Please log on

User name devuserl

Unified ¢ _

Unified Gateway Password

ERE, RABRTEPHAN development. com &,

citnix | StoreFront
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7£ StoreFront IR EEI FHIFIR (A1)
I B AENEIRE, BB LEAFEIMANEIRBIFLOES Citrix Gateway #HITHHIEIE,

MRAFREEXW/MENARBER, BAFEREHNTEEER, MAF BT Citrix Gateway BRI, thalgEaER
MAFRHE, RFIRTHAPESR Receiver for Web 158y, XEBAREHAESSICEASE - MANE\AF 2.

1. 7£ Citrix StoreFront EEEH SNAMNERPEZNABE, AREREFERPEEEESHEIES %,
2. EEAFRMNEEELH T K.

3. BEHAIE development. com FMAEEE, AREFEERNET ERHTIREIEE,

4. BEHHE.

Configure Trusted Domains

Allow users to log on from: Any domain

®) Trusted domains only

Trusted domains

| Add. || Edit. || Remove

Default domain: [ development.com -

Show domains list in logon page

"o IR

citrix | StoreFront

=3

AE:
TENELEHIEIESTERN NS RINEF, NRAFPARNRENIEKAIZE T FARNZNE, BEEFS
SHERREKE,

©1999-2021 Citrix Systems, Inc. All rights reserved. 254



StoreFront 1912 LTSR

Citrix Gateway T VPN (CVPN) <IF 1258

o WNREEW Citrix Gateway KIFHREFEAT “EAERE Web AR, Citrix ADC 1% Receiver
for Web XA EHIEIRIGHZEE, FENEETE Receiver for Web 55 EZ M Citrix Gateway Hi#
BHWIESE. TBICHEEIEE R, Receiver for Web iR mBNZEIR,

« 7£ Citrix ADC & & “Client Experience” (ZFFi#{4A3) # “Published App” (EXHHARR) &
BHRFERRERERFEFIRERXFNANITN.
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Unchecked Override Global check box indicates that the value is inherited from

Global NetScaler Gateway Parameters.

Network Configuration  Client Experience  Security

Accounting Policy

Override Global
[##| Display Home Page

Home Page

|https:ﬁsf.development.com;‘Citrifo'| 4]

URL for Web-Based Email
| | O

Split Tunnel®

| OFF v

Session Time-out (mins)
|60 | 4]

Client Idle Time-out (mins)

| | O
Clientless Access™®

| on v |
Clientless Access URL Encading™

| Clear v |
Clientless Access Persistent Cookie™

‘ ALLOW T ™
Plug-in Type*

| Windows/MAC OS X v | O
Windows Plugin Upgrade

| Always v O
Linux Plugin Upgrade

| Always | O
MAC Plugin Upgrade

| Always v | O

AlwaysON Profile Name

Credential Index®

| PRIMARY v ¥

KCD Account

| : 0e
single Sign-on with Windows*

‘ OFF | O

Client Cleanup Prompt*
on 1] O

[[]  Advanced Settings

Published Applications
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Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published App

Override Global

[CA Proxy™

OFF v ¥
Web Interface Address
https://sf.development.com/Citrix/5 | ¥

Web Interface Address Type®

IPV4 v

Web Interface Portal Mode®

MORMAL v

single sign-on Domain

Citrix Receiver Home Page

Account Services Address

=gyl

June 5, 2020

BLUBE AT “ERBER ESEEERBRENIMREEERN URL, Citrix Workspace AR SRR ERR
FHIREMRSRIAE A P BER A HNER TR 2ANE. ARIBRKEHNAREFN, IEESBERARERRIR
588, WEREIEERNAEREF4E SiREIL Citrix Workspace R AIERF. XA UIRRTER P iFR K @R HERF
HARSKEERERIET.

fFlsn, INREHEIAEERR, XRTHF EERIAMNLE, B2, MR Citrix Workspace M AEFTEBRRNE
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fEtrm, HEWFREHENIMERRNEE, XRTAFAARSE Internet &1, BAFEUMEIND, Fit, ARSI
@ Citrix Gateway E#Z I SEANARF, APIBAKESEAERERFN, REZFRIRSSSFKEER, BHMHER
HRFEBN E T EEHITER AR Citrix Gateway RENFMAERS, XEKREAFP T PNREAXNARFNARTEER
Zi% &

BINERT, StoreFront EAZEMARS 2 URL A TER URL IENREETR. FRPIRMIE— Citrix
Gateway ZBE#H Citrix Web it SMEIMRSB/HAFEF RS (FF Access Gateway 5.0) URL fERIMBISIRSR.
NREER T EAERR, BERERPBEINERESEHE Citrix Workspace RABIEFF. IR AN BEEE
E7 Receiver for Web 5=, NAAETLMIZIESIREXEHR Citrix Workspace B REFELX . BN, AR
RIS S EFEC S 4, HIFISHHRHARAR,.

BE.

EZRSBHEF, F—REA—ERSBUERRSH[ANEE, Hifk Citrix StoreFront EIizHI QKT
BEPEMEMMIRSEE LETT. THE,
BEEERCREIRSSHRA, UEERHEPREMARS S,

1. £ Windows FiaRES N BIEFRES, $KEIHESE Citrix StoreFront Rk,
2. 7£ Citrix StoreFront EEEHI AN AENBERTERNBEET S, ABE 21 a8hEHEEET.
3. EEEREAHEIR=E URL,

« E£/A StoreFront FEMARS2: URL Sita &% URL, 1EEZFFERARS URL,
« EEAEA URL, SEFEEERIL, HRARSBMEFH— 1 a7 A% URL

4. BERMBNIMBERRE URL. BEMERSR, BEF “IMMER 7IR$8 URL, ARRERE. E7IRS
#EE— URL, RAERSBERFRIUEEF 2t B ERRo

HBRELVIER NI MR ANE BTN E A BMEIIEBERS, S8 URL ZARLRENIRSE (http://
example.com), MIEEEHEI NetBIOS &7 (http://example), LUE Citrix Workspace R 12
FREBRERF ST Internet HEE 25, HINTBEEHIMER, FEHEERT, AEIIMMEASIGEE
:?:lg_l_ﬁ\f—ﬁiio

tlEe e RERNEE (FQDN) LIERERFIIMB IR R A B S

December 2, 2020

EET LB Citrix Gateway 23T B E RN Internet FRAVIFRIIE, Filid A FIINE 2R iRtz
%4 FQDN Ri& LA &5,

el FQDN XA EE—4#Hl Receiver WAFRBE R, TIEHAERIINZRNBMKZEZ AN, WIRFIE
F51 URL BIF,
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Citrix Workspace /B2 StoreFront {545

Citrix Workspace [z B2 =Bk RS A IR IBIAR SR B E A P 2 E R A MEE R ABMSE. AFIBEKER
KRR, UEEESRERARMIRIRSS, WERBIEREREMESRELS Citrix Workspace R 2
Fo XERILUBRTERAFAHNSEINAREFNFIIREERERRET. BXEEGESRNER, BRRLERET .

=W

TEAXF, BIESTHE, &0 “Citrix Workspace AR B KR WIiEA F 5= 21549 Citrix Receiver iz,

F2E Citrix Gateway E#AARSS 250 SSLiEH

SMERE Pl 2 3 M1 b AR MR I 1R R BT, = FQDN fi24fr 2 DMZ fhag bR B A5 B& FR 28 3% 0 IP =% Citrix
Gateway EMBRE 2R IP, Hf® SSLIEHEY “Common Name” (2F%&) # “Subject Alternative Name” (f&/
HOEEN) FERESATEIMNDSRNAREENHEE FQDN, @idERE=41 CA (Bl Verisign) KB WIEH
AN (CA) SIPXIERHITER, EEIMIEFIHEEEDHEENEIIMXEMRSBNIER. MREERE=H
R CA (190 Verisign), MEFRBEMEAMR CAEBSATINBEF I Lo

ERAEHE FQDN 28R B MEBEEEE Citrix Gateway 1 StoreFront R$523, BERERTFEXIFIAIE
M, NRZ, BRFIEHEEERERNER RIS,
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& Subject | General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CM=storefront.example.com

|Common name

WValue:

Alternative name:

Type: S
i storefront.example.com
|DNS

starefrontch.exa mEIE.com
Value:

Learn more about subject names

Citrix Gateway EiMRS 2B RAEF: storefront.example.com
1. HfR£= FQDN. [ URL LUKtk 3% URL B&7E DNS FERHEAMBAETER TR (SAN),
2. HBIFRFAFERISY, UEIEPBNEREEBZSAE Citrix Gateway H,
3. WIRER “BINER RER “RF

4. ERA%E=7 CA (19 Verisign) AR IAR CA SHEBHITER,

T RARS R4 RG] SAN
storefront.example.com (%)
storefrontch.example.com (i)
accounts.example.com (#¥E)

storefrontserverl.example.com (@)
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storefrontserver2.example.com (AJi%)

EAEBMANIE (CA) X3 Citrix Gateway Ei RSS2 SSLIFB#HITER
RIBEENEXR, EWMENAATEF CA EZ2IEPRIEE,

o EM1-5=7 CAEZIEH: NRHER Citrix Gateway EIMRSRNIEPHAEE=HZE, INBEFH
TRELEFFEMAIR CAIEBEFIFIET SR CAEBEHEF, Windows BEFIHHTHRE REENNEHIR CAIE
B AIUEANE =L CAKRFIEIE DigiCert. Thawte 1 Verisign, #&*&, & iPad. iPhone X
K Android TR B FH 2 XM EhI AT RN TFIR CA EFIRIR&E £, X#¥A 8RS Citrix Gateway
REMBRSS 280

o I 2 - AR CA BRIEH: RERIET, SMIIMBEAHBFFEWR CAIEBEHEHEAIER CA 774E
B, MRFEARET A Receiver WEERIEE (N iPhone 1 iPad), BEXLGE FOIRRLREX M.

BIRIEBSAEEILE

o 10S 1&&F A LUEA R FEREMIESN.CER X.509 iE B3, EAEETLEAIE i0S &I MFHE,
+ Android i&&tEEFEAHERA.CER x.509 18, BIMI&EAMIFMETE FHRHIIHSNIESR,

4ME8 DNS: storefront.example.com

HRFARM Internet IRSIBMEEFTIREAY DNS BATAETE DMZ SMAs L ASERHIEmA NN 1P, &M
%l Citrix Gateway EiMARS 28 VIP,

5 fLE DNS

o MNRIEMHEE TIFSIWE DNS, DNS IERBRHMULEIEE P ik L IXFIEHAR DNS A 2R
s BRIREAEMES WML B8R, HIPZAETK, FFiHER storefront.example.com BIRzUL
FEMRN A RS, EEEATHYRNEZSINME,

¥ Windows CA & FIBEHB S A Citrix Gateway

WIinSCP 2 EERAMNE=ARETE, ARBXHEM Windows i+ENE&ZI Citrix Gateway X &4 BESA
BIEREHIZI Citrix Gateway XHRFERM /nsconfig/ssl/ st#3, BITE Citrix Gateway R OpenSSL T
B M PKCS12/PFX SUHHRBGEPFIZRS, LUELL Citrix Gateway aTLUFERAM PEM eI 3k, CER #1.KEY
X.509 xff

1. ¥ PFX X+ &#3 Citrix Gateway &&= VPX £ /nsconfig/ssl &,

2. 1T7F Citrix Gateway @217 RHo.

3. Z1)i%%) FreeBSD shell, i&#A Shell LB Citrix Gateway &5<1T# M,
4. EFEHER, EEMA cd /nsconfig/ssl
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5. BfTopenssl pkcsl2 -in <imported cert file>.pfx -nokeys -out <certfilename
>.cer, HEHMRTEIMAN PFX 285,

6. izfTopenssl pkcsl2 -in <imported cert file>.pfx -nocerts -out <keyfilename
>.key

7. HIRTHBA PFX &5, AESETA PEM BB LIGRIF.KEY XX {4,

8. BHREE /nsconfig/ssl/ maThelEE.CER f.KEY Xf4, #&&E1T 1s -alo

9. ZEir[g Citrix Gateway #<17#0, BERA Exit,

Citrix Receiver for Windows = Citrix Receiver for Mac. Citrix Gateway &iE%

REQ.HTTP.HEADER User-Agent CONTAINS CitrixReceiver && REQ.HTTP.HEADER X-Citrix-Gateway EX-
ISTS

Receiver for Web WMX£iE 5

REQ.HTTP.HEADER User-Agent NOTCONTAINS CitrixReceiver && REQ.HTTP.HEADER Referer EXISTS

cVPN MEREHRIRE

WNREA SmartAccess, iE7E Citrix Gateway B RS HREENE LRAEEEIARER, HRZERENESNHEA
BP#EEERERFANE,
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Receiver FE& 31
Configure NetScaler Gateway Session Profile S

Mame* |R-ece'rl.rer

Unchecked Override Global check box indicates that the value is inherited from

Global Met5Scaler Gateway Parameters,
Metwork Configuration ~ Client Experience | Security I Published Applications I

Owerride Global
Home Page |n|:nE | O Display Home Page [
URL for Web-Based Email | | ]
Split Tunnel |oFr - O
Session Time-out (mins) |I5|'D |
Client |dle Time-out (mins) | | O
Clientless Access |Gn "’|
Clientless Access URL Encoding |C|n.=-_ar "’|
Clientless &ccess Persistent Co... |ALLGW "’|
Plug-in Type |Windows/Mac 05 X -|
Single Sign-on to Web Applications
Credential Index |PRIMARY ~ O
ECD Account | "’| O
[ Single Sign-on with Windows L]
[ Client Cleanup Prompt [l
Advanced

BasEREEXHKFPRS URL BB E A https://accounts.example.com/Citrix/Roaming/

Accounts, fFfR https://storefront.example.com/Citrix/Roaming/Accounts,
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| Configure NetScaler Gateway Session Profile S

Mame* |FLE-:Ei-'E|'

Unchecked Owverride Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters,

Metwork Configuration | Client E:cperiencel Security ~ Published Applications

Owerride Global
ICA Proxy |OFF -|
Web Interface Address | | [l
|| Web Interface Portal Mode ~ [NORMAL -|
Single Sign-on Domain |ptd |
Citrix Receiver Home Page | | ]
Account Services Address |https:f.."accnunts.ﬂample.camICitriﬂRDaming;’ﬁlccnunts |

Lte5h, 7E7E StoreFront ARS3 23 £ S IIERTE s web.config St epARmnitk URL E2Bthn <allowedAudiences>,
BEXFAES, ESRTEN “EE StoreFront BRZ23ENE A URL. W% SSLIEH” 245,
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Receiver for Web f& x4

Configure NetScaler Gateway Session Profile S
Mame* |R-ece'rl.rer
Unchecked Override Global check box indicates that the value is inherited from
Global Met5Scaler Gateway Parameters,
Metwork Configuration ~ Client Experience | Security I Published Applications I
Owerride Global
Home Page |n|:nE | O Display Home Page [
URL for Web-Based Email | | ]
Split Tunnel |oFr - O
Session Time-out (mins) |I5|'D |
Client |dle Time-out (mins) | | O
Clientless Access | On "’|
Clientless Access URL Encoding |C|n.=-_ar "’|
Clientless &ccess Persistent Co... |ALLGW "’|
Plug-in Type |Windows/Mac 05 X -|
Single Sign-on to Web Applications
Credential Index |PRIMARY ~ O
ECD Account | "’| O
[ Single Sign-on with Windows L]
[ Client Cleanup Prompt [l
Advanced
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Configure NetScaler Gateway Session Profile x

Mame* |'-."-'EhF!.E-:Ei-.'EI'

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration I Client Experience | Security  Published Applications

Override Global

ICA Proxy |oFF -|
Web Interface Address |https:ffstnrefmnt.Example.cnmeitriﬂStnreWeh ‘
Web Interface Portal Mode | NORMAL -|
Single Sign-on Domain |exar'r1p|e| ‘

Citrix Receiver Home Page | |

O O

Account Services Address | |

ICA REEMEFERIRE

nRfERA ICA 3, i57E Citrix Gateway MRS REMNE LERAERER. [FEA Citrix ADC FEVFHTE,

Receiver &8 &4

Configure NetScaler Gateway Session Profile ®

Mame* |Receiver ICAPIOH}'I

Unchecked Cverride Global check box indicates that the value is inherited from
Global Met5caler Gateway Parameters,

Metwork Configuration ~ Client Experience | Security I Published Applications I

Owerride Global
Horme Page |I'|I3I'|E | [ Display Home Page L]
URL for Web-Based Email | | O
Split Tunnel |oFr ~| O
Seszion Time-out (mins) |E-ﬂl |
Client Idle Time-out (mins) | | O
Clientless Access |Gﬂ: "’|
Clientless Access URL Encoding |Clear v|
Clientless Access Persistent Co... |I::IEI'\.I"|'r "’|
Plug-in Type |Jaua v|
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Configure NetScaler Gateway Session Profile

Mame* [Receiver [CAProxy

Unchecked Override Glabal check box indicates that the value is inherited from
Global Met5caler Gateway Parameters.

Metwork Configuration I Client Experience | Security  Published Applications |

ICA Proxy |oN -|
Web Interface Address |http5:ffstu:urefru:| nt.example.com |
Web Interface Portal Mode | NORMAL -|
Single Sign-on Domain |ptd |
Citrix Receiver Home Page | | [
Account Services Address |https:ffstu:urefru:unt.m{ample.mm |

Receiver for Web & x4

Configure NetScaler Gateway Session Profile

Crverride Global

Mame* |WehRecei'.rer ICA Prmq.rl

Unchecked Owverride Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience | Security | Published Applications |

Override Global

Home Page |https:,".-"stu:urefru:unt.ptd.cu:um.-"Citrix-"Stu:ureWeb | Display Home Page

URL for Web-Based Email |

Split Tunnel |oFF

Session Time-out (mins) |EﬂD |
Client Idle Time-out (mins) | |
Clientless Access |CI1"F "’|
Clientless Access URL Encoding |Clear "’|
Clientless Access Persistent Co... |I:]EI'\.I"|'r "’|
Plug-in Type | Windows/Mac 08 X

Single Sign-on to Web Applications

kKl & K & K O OO
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Configure NetScaler Gateway Session Profile X

Mame*

Unchecked Override Glabal check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration l Client Experience ] Security  Published Applications l

Override Global
ICA Proxy |ON -
Web Interface Address |http 5:_a'_a'stu:urefr|:|r1t.E:cample.c-:um_a'Citrixa’Stu:ureWel:d |
Web Interface Portal Mode | NORMAL -|
Single Sign-on Domain |pt|:| |
U
U

ECE StoreFront fz328 £ 274 URL. MIXH SSLiE+

g7 2 Citrix Gateway EIMRESBHIE—H = FQDN X HiZ 2l StoreFront A F#38 (MMRBIE
StoreFront &£) FFIEENABIEHIEA StoreFront IP,

R&E DNS: eIZ=1" DNSAiZ®

« storefront.example.com Rif##fi g StoreFront fa #2381 StoreFront fR$ 25 IP,

o Y15 DMZ Fib il Assthpss 2 sz 1E R A s, M storefrontcb.example.com RZfE#T M XEIMARSS 28 VIP 1L
SIFLEE S

« accounts.example.com — £ storefront.example.com & DNS FI& 8122, =242l StoreFront &
ERMHTER IP %4 StoreFront fRSS28 P,

StoreFront [R5 23~ FIiE$: storefront.example.com

1. %3t StoreFront Z&f, J StoreFront PR3 285K AR 5% 2840 61 14 Y AYE,

2. ¥#= FQDN #FmE “Common name” (AFA&) M DNS FEH, BERXS54ES ZaieIZE Citrix
Gateway E#AARZ5 2809 SSLIERFAIEMAAY FQDN #HILAD, EMALES Citrix Gateway EHAIR S 28948
EHEH,

3. BikFE5IE (accounts.example. com) fEAS— SAN FHINENERH, EEE, SAN PERKKSF
ZRELHIEE (4] Receiver Gateway SiEHRESFIEE M) #Y Citrix Gateway RIEEE X ERAMN
P EIE,
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{8, Subject | General | Extensions | Private Key | Certification Authority | Signature |

can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate
Subject name:

Type:

|Commﬂn narme V|

Value:

Alternative name:
Type:
|DNS

Value

Learn more about subject names

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that

CM=storefront.example.com

storefront.example.com

storefrontch.exam Ele.com

4. BRTAATSH, WEEHREBERBIIHMIRSB[HZ 1 StoreFront fRSSBAT o
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| &by subject | General | Extensions | Private Key | Certification Authority | Signature |

Cryptographic Service Provider

Key cptions
Set the key length and export options for the private key.

Key size: | 1024

[ Make private key exportable
[ ] Allow private key to be archived
[ ]5trong private key protection

Key type

Key permissions

Learn more about private keys

5. A%=7% CA (g0 Verisign). RiviR CA stHhia) CA IHEB#HITER,
6. U PFXBXSHIES (B1EFHH).

7. BIEPMFLASAE StoreFront BR824, MR EEZE Windows NLB StoreFront B¥&, BEIEIERENE
M AT, NREANSERNEHTESE (Bl Citrix ADC A TEEINIRSSS), BRATEEFSNIER,

8. 1 StoreFront AR=32809 |IS IR HTTPS 48, FHIES AR SSLIFHHERH |,
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Type Host Mame Port IP Address Binding Informa...
https 443 =

9. 7f StoreFront fRS588 LECE T H1EZA URL, LILAEELZEFRHESE FQDN,

AR

StoreFront $aX BhEFIEBA SAN JIRFPNRE—MEAE LIER T, XREXT StoreFront B35
BFFEBMNEINENER URL, BEHIEFRMN. MNREEN SAN ZETIEBA, NalFohEHIEER
FERBERBIHTTPS: //<FQDN>, Rffl: https://storefront.example.coms

AR 2[REAR URL M HTTP &2 HTTPS

7£ Citrix StoreFront LA B 2 RSB PBEH RS [/AIER, THEAR URL ETATA, ETERTELRERSES
IEBNER TEREMAEE Citrix StoreFront WE P, REZIEHE, BHF StoreFront RERESFRT2EREH
SIRIE,
AR
IT EBRMMATE Citrix StoreFront RS 25 EEMRZ IR HFITRE, AEBETIEE, I, TFE
it HTTPS (443) g1 |IS 4E MR EAIEENT L,
SR THZEBLE StoreFront 3.x EEE 24 URL:
1. 1£ StoreFront &b, BHAMERFAIIRSZES4H,

2. ZEMERFEEENRES URL,

7t StoreFront fz22s LECEM%: storefront.example.com

1. EEABET AP, PERFEETHER Citrix Gateway,
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2. MFIRAEERERX, AGREGHE.

| Carszhs Bt

v B Celrm Shudm (1130}
O Sewsth
B Machire Catalagn || HaTe At PR — ks
5 Appluin Wanege Cinan Gatewirys
B Defrorry Graup
M dppleshcie
& Policm
P Legging

w i, Configuson

B Admredrsiom

fudd, scdit or semoww the Cirix Dutwway spphancet throsgh wheck semots scceo it prowded. Bsmobs
wxem rough 8 Cemx Caleway carnct be appled o unsethartorted 1ionm.

itermatrety Crne Catwesy applances cas e mpored bor S

Arthorm

e

Craate Tase

Expost Multi-Sore Pro..
Sarage Ciris Gatrways
arays Eratin

et Dl Wekmite

Wi ¥
—p— Doty Citrin Gaterpc d ebeh

B Hogiag Dapiay Namw fcle Lwod by S | UL H #ee

&, Liceming Cectaim

ﬂ g sttt Ko g/ hoagl. birsl.oomy'
Stevefront hm -
o gV Pubksnd | R EJI

idarage Defrvery Contr...
B appiei

W dorm | Carligure Lafied Dupe.
w E Citvin StoseFrom St Slarags Authantcato..
R tpraigd A
i a Ra Mg raayt Rex ervds fad
I Sereer Geoup o —
Ackvert aad. || e [ Larhgus Esmone e
¥ Canfiquee Nendpe S
Hayrhee
Aurhad - Tarfigine oo Seninge
ok | - et Priiring P

fermoer Mo

B e

3. EEMI&ETTE LK Citrix Gateway URL FEHREAHE FQDN,
4. EFESHMWIOLEETF, AREEE URL FEFEANEE FQDN,

Authentication Settings
These settings specify how the remobe user pronades suthentacation credentisls

S e Version: 00 (uid G0t ocler -
Secure Ticket Autharity Subnet B address:

[ 58t o bHiP
b [

Lagan type: Cimain -

-

ma"wn [mtpriisuetrmntemmplecom] | /CarutothGenase/tuthtenise soms

5. #%#% Secure Ticket Authority 35+, #iff Secure Ticket Authority (STA) REBSBAENABET =
EZER Delivery Controller FIZERITAL,

6. ANAEERBIZE.

7. FEEREBEIFMEEAKF SR (accounts.example.com), FEMMFxIMERITE#1THRT. Itk FQDN %95
5 F StoreFront E#1E 7 URL 1l Citrix Gateway 2RSS 88 L = #1547 (storefront.example.com).
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BIERAE FQDN, EAXZSBASBMINGEIFER.

Beacon points are used to determine whether users are connecting from internal or
external netwerks. Two external addresses that can be resoclved from the Internet are
required.

P

Internal beacan: () Use the service URL

(®) Specify beacon address:

https:/faccou nis.example{.ccrm

External beacons: ||y O R g ®aely

https://storefront.example.com

TEMERZNFER FQDN #1741
Z #iF Citrix Workspace B BEFFERZ1 FQDN £HNAEE, BHITUTS R, NRMEXGREE”, HE
&8 Receiver for Web, MIagkid U T2,

M <allowedAudiences> £B#FME C:\inetpub\wwwroot\Citrix\Authentication\web.config &, It
XHEFE®ED <allowedAudiences> B, REMRIESHERBXHFTNE—NMLZEEERMMM <
allowedAudience> %8,
1. 1 <service id> #8495, 2l <allowedAudiences> =#7&$, H audience="https://accounts.
example.com/” FI—17, W TFT. #%, AEXEF web.config .

1 <service id="abd6f54b-7d1lc-4alb-a8d7-14804e6c8c64” displayName=”
Authentication Token Producer”>

2

3 <allowedAudiences>

4 <add name="https-storefront.example.com” audience="https://

storefront.example.com/” />
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<add name="https-accounts.example.com” audience="https://accounts.
example.com/” />
</allowedAudiences>

2. 7z C:\inetpub\wwwroot\Citrix\Roaming\web.config #, %l <tokenManager> #4333 audience
="https://accounts.example.com/” FIMN—4T, A TFIT. RT7E, SAEXE web.config 3xff,

<tokenManager>
<services>
<clear />

</trustedIssuers>

<allowedAudiences>

<add name="https-storefront.example.com” audience="https://
storefront.example.com/” />

<add name=”https-accounts.example.com” audience="https://accounts.
example.com/” />

</allowedAudiences>

</service>

</services>

</tokenManager>

HE, AIUSHNARENZY Receiver .CR MEE . Xt¥, EHEERER Citrix Workspace [ RiZFEHER L
HTERE. B s %4FE Windows 1 MAC Citrix Workspace M BHEFE F if.

Export Provisioning File

Distribute this file to your users to automate Citrix Receiver/Workspace app setup.

MName: Store
URL: https:// {Citrix/Store
Access: Internal network only

) ¥ your users need remote access, add appliances and beacons before exporting the file,

S MR

INREF I EBRE Citrix Workspace R, W=iRFI.CR XHXE, WEFMRXERFESN.

©1999-2021 Citrix Systems, Inc. All rights reserved. 274



StoreFront 1912 LTSR

External Client
Glabally routable IF

CM: storefront.exam ple.com
SAN: storefront.exam ple.com

SAM: storefrontch.example.com Internet zone &I
SAM:accounts.example.com -_

YSRMVYES OM S

WP OMZ Firewiall
router
Storefront.example. cameF irewall Puhlic 1P

192166824 O Starefront.example.corre=VIP 192.168.2 .4

& Local LAN/Corporate domain n

A1
Internal client Windows MLE cluster
xenAppilenDeskiop 7 x
192 168100 DI A 192 168.1.5 192.168.1.9
DDI—PIJC‘S,IQ Windows Server 2012
Cluster nodes
192 168.1.2

Storefront. example.corm=
StoreFront LS or Server [P

192168168 192165817 19216818

SRECE

June 5, 2020

aILUEA StoreFront #5414, PowerShell. iEFEMHEE XHEE TERNSRIEDT,

75 FEAER

AL B R IR IHIE RIER R B X R F IR E R Ro
AL B RR m it
June 29, 2021

AR T AR B A TR B A R R R B R, ATLUSIE BT S Store Customization SDK i2tRYE
MEENBEEXEESER, &8t SDK, EaLizsmBr BRI BEFMNEE. BBUhR&HUNRBEBEIS .
BXEMER, 55 Citrix StoreFront SDK PowerShell #&iR,
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} =r

AR

StoreFront #1 PowerShell =4I & R 8ERE$TH, /8 PowerShell =58 &2 StoreFront EB& 2 /i, 158
&% StoreFront BIBiz4IE, ERE, FTH StoreFront =414 281, &ExiA PowerShell BIFRHE =21,

&R

A7 StoresModule FE X # PowerShell cmdlet EB2&id 828, FERALLT PowerShell Ki3EE AT INEFF EHIE
B

$dsInstallProp = Get-ItemProperty °
-Path HKLM:\SOFTWARE\Citrix\DeliveryServicesManagement -Name
InstallDir
$dsInstallDir = $dsInstallProp.InstallDir
& $dsInstallDir..\Scripts\ImportModules.psl

REBRSIE

fEA I e 2R AR R R L BT TR SRR, LTIESSETAETIESS, RRBEMNERRELE RIS TE TIEELEMN
FaER. AT cmdlet:

Set-DSResourceFilterType: RiE&RAEEIGERESTIE,
Get-DSResourceFilterType: FREXiF StoreFront EMZEHIREIMERERT|R,

AR BRENBRERLE, ARBNAXET.

BxBFILIE
RIS Eas A RIEX BT I8 SR, HIZ0M Citrix Virtual Apps and Desktops JR4ERIE R, *EF2IRIBHAENE
TRAYIR BAF B R EYAR IS A AR

SRR A IER S SIR SENTET, EFERNEXMMIEN TET. A TRSATR RN SAECERXE
FILEE, HMBEPRBRRLRENZTR, &5 EEMR R SRR X BF LR ER, EAMUT cmdlet:

Set-DSResourceFilterKeyword: iRIEZFEXBFIREWESTIE,
Get-DSResourceFilterKeyword: %EUTE8s X BFHFIR,
UTXBRFEFREXRET, TeATLIE:

« B
o 3R]

BXXBFOFAER, FSRAMNKEFERMNLENBEFZ,
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ANl

U T LR IR BN MR HBR TIEREIR:

Set-DSResourceFilterKeyword -SitelId 1 -VirtualPath ”/Citrix/Store” -
ExcludeKeywords @(”WFS”)

TR RIFNERERIRE NN RN AERF:

Set-DSResourceFilterType -SiteId 1 -VirtualPath ”/Citrix/Store” -
IncludeTypes @(”Applications”)

EREEXFHITERE

June 5, 2020

A LMERERE X H T H@EE Citrix StoreFront B4 A1 E M Citrix StoreFront # Citrix Receiver for Web
B EEMIRE,

ATUERER Citrix StoreFront 1§ & @#E:

- B ICAXHEZIRS

o BRAXHRRIXE

« BEX Citrix Workspace M BEFERIHEE

o FHIEERT Windows B Citrix Workspace R BEFEEZRBMEFL

aLERER Citrix Receiver for Web & & 615

« RFENAPNETRAN
o B “BRHNBREFXXHRAE"

FERRREX4EE StoreFront

June 29, 2021

AN BT AeEER Citrix StoreFront EEisHI 8 HITHEME B (TS,
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BE:

LIRS B[BHER, BFREA—BRSBUENIRSBAEMEE, HfR Citrix StoreFront EIRITHI & R7E
EFREREMARS S BT, T,
BEEERLREIRSSRA, UEEHRBERREMARS S,

B ICAXHERRS

StoreFront 24t 73t ICA X THRFERRER, UEZIEFIThEER Citrix Workspace M BIZF AR ABEBSISIEX
HREREBAENRE. 7 StoreFront FERAXHERINEERE, RFARKERRE StoreFront BRS8N AMEBEMERYIE
PP BN BRI ERN ICA XH#1TER, TTLIER StoreFront IRE 2 LiETHRERAZIFNEMARESR
EXT ICA XHFBITER. A ICA XHERZRSESREENZIFILTIENEFIHEZBREFEZ, NRERZSIE
LM, M ICA XEERHEHRFEER, #F4%F Citrix Receiver, | Citrix Receiver WEBRAERTIEZTRER
BYSZ 5
EiBY StoreFront BiEHBAF ICA XHERIRS, HWIEPHHABSHAELTATFNERERN, NRIEEFEEE
SRZET R, N BOAATFEZHRTHRFER. IRESELIT BNEHERET B, NWXTIEHIRE HTIFNRE
TRAHRS 2R BRI,
TF ICA XHERRS, Citrix BIERMALIERMEN W R ALNFAGIEBMANRENRIEEZL SSLE
ZiEP, MBELEMNEBMENMFRFEYASESR, WAILIEBRIA SSLIEE (FINRSEISER), HELIE—IFHH
RIEBMETDERBHEED RLBFIEE.
IANBERT, ICAXHEZRSENABETOTZARS. BEEA ICAXXHERREEE, EEERENARELE
XHHHIT Windows PowerShell 5%, Bx7E Citrix Workspace MAEFFTER ICA XHERWEAEE, &
B ICA XHEZ A EIEERE R ERS BN BAER N E .

AR

StoreFront #1 PowerShell =4I & R EERE$TH. /8 PowerShell =44 &2 StoreFront B2 & 2 A, i5HA

&% 7 StoreFront BIRizEIS, FIRE, $TH StoreFront =446 281, X PowerShell B9FRE =11,

1. BIREAT ICA XHHRHITEZNIEPE StoreFront fREZ 28 LAY Citrix 3XHIRSBIEBEER TR, mmEHal
BPEEREER AR A,

BIEE MMC.exe =618, FIMEBERR T\ AMTEN. BFEBEHET S, 315 “Citrix RS, A
ESNIEBRRITIEIRE,

2. ERNAYHRIESRITHN BBEER web.config X, Zxx @I TF C:\inetpub\wwwroot\Citrix\storename\
BR, HA storename REIEN A& AHEIEERNZ R,

3. EXHHERIUATES .

<certificateManager>
<certificates>
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<clear />
<add ... />

</certificates>
</certificateManager>

4. BRBATESNIEBNFAESR.

<certificateManager>
<certificates>

<clear />
<add id=”certificateid” thumb=”certificatethumbprint” />
<add ... />

</certificates>
</certificateManager>

Heh, certificateid 2#EEAEMEEXXHTIRFIERHNE, certificatethumbprint 2raFE &2 £
IEPHIBENTEE (W) . certificatelD AR EERNAAHT, iiERAEEBTEMEMIES.

5. FLXHHRERUT TR,

<icaFileSigning enabled="False” certificateId="” hashAlgorithm="
shal” />

6. ¥ enabled BHMEESN True ATANAREERBA ICA XHEEERS. % certificateld BEMEIZE A
SRARRIERAY ID, BNSEE 4 by certificateid,

7. MREBFEAMR SHA-1 ZIMEMISFEEL, BHREFRERE hashAgorithm BHMEIRE R sha256. sha384
5 sha512,

8. FHEEAHEERNEMKA BEE) Windows PowerShell, #ESSIRBTEOFPRAUTH S, UATFNE
AEHERH.

Add-PSSnapin Citrix.DeliveryServices.Framework.Commands

$certificate = Get-DSCertificate ”Certificate_thumbprint_ID”

Add-DSCertificateKeyReadAccess -certificate $certificate[0] -
accountName ”IIS APPPOOL\Citrix Delivery Services Resources”

Hrh, Certificate_thumbprint_ID 2EMBRHFEZEMMNIIBEIENHEE (350
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} =

=W

IR Scertificate BEAT, BXRAUTHS:

113

Add-PSSnapin Citrix.DeliveryServices.Framework.Commands

Scertificate=Get-Item ‘Cert:\LocalMachine\Citrix Delivery Services\Certificate_thumbprint_ID’
Add-DSCertificateKeyReadAccess -certificate Scertificate[0] -accountName “lIS APP-
POOL\Citrix Delivery Services Resources”

RAXAFREXE

RINBERT, XUERBEXREVABETFATERARS, Xt¥, YAPTHENRENAMXAN, RASBABTLE
EEMEARPITANNARERF. BRAXMAREXE, BRENABSEIREX .

1. ERAXARIESIT AN AEERN web.config X, iz @& T C:\inetpub\wwwroot\Citrix\storename\
BR%, Heb storename ALIENAEERAEIEENE T,

2. EEXHRERU TR,

<farmset ... enableFileTypeAssociation="on” ... >

3. % enableFileTypeAssociation BMHEEZXA off, AN ABERANHFLEXE,

EEXRFENAPNERAR

MRRENEBEFEERNNBEERYTR, WRRASTERNKERENNAREFRE. AFELRNAEREERN
RAEBINKENE. MRRE-—NKEJHAFER, WEIENARFRSENABERHLATR, ZEEHIETRAE
RNABEN AR, BEERXLIRE, E4HRE StoreWeb WELE X,

1. ERAXZAYRIBESHTH Citrix Receiver for Web Bis5f9 web . config X, EXH@EEMT C:\inetpub
\wwwroot\Citrix\<storename>Web\ BR%H, H storename RRIBN AN ARENAEIEERN
E o

2. FXHHERUAT TR

<uiViews showDesktopsView="true” showAppsView="true” defaultView=”
desktops” />

3. % showDesktopsView #1 showAppsView EEHEEN N false, U HIEILEEAF B REEANBIE
F BMEE( e ABEFBAEIL) . NREANBSHET SENEMNAREFNE, 5% defaultView BHER
BI&E XN apps, UEERFIHENBEENEEREAEFRE,
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4. EEXHHERUT TR,

<userInterface ... autoLaunchDesktop="true”>

5. ¥ autoLaunchDesktop B4 rEEX N false, UEEBAIHANEREERE— N SEAHIZBAER
B, PHIE StoreFront BEiEEIZEE.

iR autoLaunchDesktop E4I&EH true, HEREEFER— I SEMNAFHRINARER, WEETEX
EHIRENME, ZAFNNARFHFENEE,

BHEX Citrix Workspace N BIZF & FIHEE
BREZNABERN, RINERT, BRNEERERETIFEANE, AIUETRRIAXE BEER” AHEEEEHNEEX
HE., ERETRMBEEXNERWNEEFIIREXA, ERIES DRSS .

L. ERAXKBEERTHBET S M RIERKRSHM UsernamePassword.tfrm X4, Z X G EE WU T
C:\inetpub\wwwroot\Citrix\Authentication\App_Data\Templates\ B+,

2. EXGHRERLUTT.

@x @Heading(”ExplicitAuth:AuthenticateHeadingText”) *@

3. HBRFISNERNS @ REHK *@, EUHEaRERRES.

@Heading(”ExplicitAuth:AuthenticateHeadingText”)

Citrix Workspace i AR EERERA LS HIERSWRABEN, BEIBIANITEXE BER”,
HE M AEIEN A RS,

4. BEERIFENS, BEERAXERERITHBTEMRIERSH ExplicitFormsCommon.xx.resx X, %X
@EATF C:\inetpub\wwwroot\Citrix\Authentication\App_Data\resources\ B&H,

5. EHXHHRERIUTITER. HiE <value> TTRPMA, LUEEAFTEA 6 IS 14330 IERR S5 HY R A S FE B
AEERNEEF BRI EBIX L,

<data name="AuthenticateHeadingText” xml:space="preserve”>
<va'lue>My Company Name</value>
</data>

ENFEFREMXERENAFRPECRERNIEEMRBEXSE, B5HIELBE M KB X4 Explic-
tAuth.languagecode.resx, & languagecode HXiFi&EITIRTT,
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FE1EERT Windows 9 Citrix Workspace N BIEFEEFZRIEMAFZ

BIAERT, EATF Windows 1 Citrix Workspace L RIEF TR A E R StoreFront A ERFEEZRE, B
FELE Citrix Receiver for Windows =& F Windows K9 Citrix Workspace R fB#2F ({8 Citrix Receiver for
Windows Enterprise f#5h) EEFEAFPNERE, EREESHRIERSHXH.

1. FERXAHEIERITAXMG inetpub\wwwroot\Citrix\Authentication\App_Data\Templates\UsernamePassword.tfr
2. X HHRER LT,

@SaveCredential(id: @GetTextValue(”saveCredentialsId”), labelKey:
PExplicitFormsCommon:SaveCredentialsLabel”, 1initiallyChecked:
ControlValue(”SaveCredentials”))

3. BWTAR, EREIER.
<!-- @SaveCredential(id: @GetTextValue(”saveCredentialsId”),

labelKey: ”ExplicitFormsCommon:SaveCredentialsLabel”,
initiallyChecked: ControlValue(”SaveCredentials”)) -->

BREXERERLEEHIIIRSNNBRENEHSIMNERL, Ihig&EFERT Citrix Receiver for
Windows Enterprise,

i

cg==N
= .

AMRFEREAFLTESHTERND, FTRFEENMTERERSA. Citrix THRIEFEMRFERERT
HESBRHMBRAEEBF[URR, ERAEMRFEERFEIEXR, BHEREREIMRZAHTED.

ZINERT, Citrix Receiver for Windows B&hiEsR EREGANNEAR R, BEIHEZAR KT, BREAFISEE
BERRR:

1. 6I# REG_SZ {& HKLM\SOFTWARE\Citrix\AuthManager\RememberUsername,
2. BHEMEIEERN “false”,

EHRRE S HAZE Citrix Receiver for Web i =

June 5, 2020

EEBNETHET Citrix StoreFront BIEf=HI & H1THIE M Citrix Receiver for Web i5 5Bt B 1E5,
BE:

EERSB[HER, BFREA—BRSB[BUEMIRS BAMNEE, HR Citrix StoreFront EIRITHI & R7E
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HBEFREMEMARS S BT, ThlE,
BEEERCREIIRSHRA, UEERBEFREMARS S,

REXRNAFPHNERAH
NRFEA Citrix Receiver for Web ih SRR IEKEMN AR, NRIAER TS5 ETSEAENZAREZFIE.,
BARERZERGE, REAEISENE. MRIAE—IKETHAFPER, WELERERERENARER, ZRH
BLEAFRBRUGSNBIER. EEXERE, BREBGREEX Y.

1. 8 B X & 4% 48 28 #T 7F Citrix Receiver for Web 4 &= 89 web.config X #, b X & & I F

C:\inetpub\wwwroot\Citrix\storenameWeb\ B & &, H & storename BOIENABIEN A H
BEHIE o

2. FXHPERUT TR,

<uiViews showDesktopsView="true” showAppsView="true” defaultView=”
desktops” />

3. % showDesktopsView #1 showAppsView EEHEEN AN false, UDFIEILEERF B REEANBE
FF (BfEi iRt e SmAN BEFh2tt). RENERT SEMEMNBEFNE, 5% defaultView
BUEMEIREN apps, WEEAFERIANELE RN BEFINE,

4. EEXHHERUT TR,

<userInterface ... autoLaunchDesktop="true”>

5. ¥ autoLaunchDesktop EitHEER N false, UEEAFERIESFERE— N NEEAIHIZHAFEHRN,
FELE Citrix Receiver for Web i 5= BB S EH.

iR autoLaunchDesktop E4I&8E N true, NYRIE— N ESEAANAFRERN, ARFHNNAEFASE
MriElE, M IEREHERENMEE,

=

AR

Zf# Citrix Receiver for Web ik 8695 BahEchs @, @il Internet Explorer ifiaiZ ik s 9 8 P A FUE % b
EARINE “ZsH Intranet” & “AIEIE A" XigH,

B “BHN AR XAROE”

1. 8 B X & 4% 18 28 #T 7F Citrix Receiver for Web 4 &= 89 web.config X #, b X & & I F
C:\inetpub\wwwroot\Citrix\storenameWeb\ B & &, H & storename BOIENABIEN A H
EEMER.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 283


https://docs.citrix.com/zh-cn/storefront/current-release/configure-server-group.html

StoreFront 1912 LTSR

2. FXHHRERUAT TR,

<userInterface enableAppsFolderView="true”>

3. ¥ enableAppsFolderView E 4 fEEN N false, LUEH Citrix Receiver for Web &9 “FHIR FIZF X
HEME",

{#1F StoreFront ML e

June 29,2021

AXEENBERENESE StoreFront HAIBEERIMAAR SN/ AENS.

ftE Microsoft Internet Information Services (1IS)

AIUECERERR IS BEEER StoreFront, HERE, XFEHINIISEE,

X RS

A URAFERRTIHOXET BB,
StoreFront EXRTEIBERTGERFERAUTXHY BE:

. (BTRR)
« .appcache
.+ .aspx

. “cr’)

+ .CSS

« .dtd

+ .png

« .htm

+ .html

. ica

. .ico

* .jpg

. s

+ .png

. .SVg

o txt
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o xml

3R Citrix Receiver for Web EA 7T Citrix Workspace R REFH THBFASR, StoreFront FERFEHIUTX
i RE:

« .dmg
. .exe
MRBATEMT HTMLS 8 Citrix Workspace M2, StoreFront RERERUTXHT BR:

« .eot
o ttf
« .woff

MIME 2!

FILARIER S LA X4 RS B MIME 2888

. .exe
o dll
« .com
« .bat
+ .csh

JE R
StoreFront EREFERFEDFERUT HTTP 1838, slURAFERRTIHMIEITE,

o GET
« POST
« HEAD

EHfth Microsoft IS &=

StoreFront FAEELTEIN:

. CGl &R
o FastCGl #&&

BE.

o BEECE |IS AN, StoreFront BiEIFH M, HERERARAFZIF IS BHWIE,

* 1&701E StoreFront shsa@9 “SSL Settings” (SSLi&&) #i%#% Client certificates: Require (&
HIE: %), StoreFront RERBERBILIEER StoreFront ik R AYE L TIHE.

+ StoreFront £E cookie, MR “iEM cookie” ®RE. BEMERE “F cookie/fER URI” & B,

+ StoreFront EXkZE2EE. BZHEBNET EELFIILERN ‘B HER.
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o StoreFront RZFABNERERBINNAER L. B7EAXLUERIRE, B, AILRENAER
M= R RY LA N AR AE R A B BN TR &

o2 R PR
AE:
Microsoft IIS #£5 StoreFront £EM—E 9 B A. Microsoft IS mAELA IIS_IUSRS 12 F & RNRIEA#
BN ERURNRSHEIEEENE A, XZIEFEM Microsoft IS ZE1TH, BAEESGXLER PR,
iE207 Microsoft Xty TR AE &,

%4 StoreFront BY, BmHENBEFMETERINRIENRSERURNRAHZFENFRI. ERLLHEZNE
J— AR, XREBNARFMNNENRETR. AR Citrix &2& Api. Citrix Delivery Services
#iR. Citrix Delivery Services &4%iE# Citrix Receiver for Web,

EREEFRXLERPIR, XESFRR=H StoreFront £/, HEBEHZEA,
StoreFront &8I LT Windows ARSS:

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
o Citrix Cluster Join (NT SERVICE\CitrixClusterService)

« Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

« Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

« Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

« Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)

% A XenApp 6.5 Bt & T StoreFront Kerberos £93R Z ik, Xi§ 63 Citrix StoreFront i # AR5 (NT
SERVICE\SYSTEM), LRSS BE—MHRRIEE F2HIEF Windows FRS.

FEERSIRE

X “BEBERFNR" 2o 55IHA StoreFront Windows BRSZEIE 91 NETWORK SERVICE 8% & %; E7ME
BRIt ERE, Citrix StoreFront iR SS L SYSTEM B4 ER; B7ERULE S,

BoEHR RS
& StoreFront IRSEBAR, UTIRSEHAMNISERLTSA:

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
« Citrix Cluster Join (NT SERVICE\CitrixClusterService), IIRSZEATMIRSESE AR, FENEMA
IREIIERIETT,

EMERBRER L HEK P B X Rk P, StoreFront BEXLAR FZH DA GEERIEIT, UERITUTIRE:

o S, SH. SAFMBBRERLUKIEBEXHEBAFRIE
o JEEFIE N Windows ;EMR
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o HINFNMIREBIERFELEE (GAC) iy Microsoft .NET Framework 1255
« BRI **Program Files\Citrix\**<StoreFrontLocation>

o RN, ERLANMBR |1S AR ATIRAD IS Web R R

o ARIN. EEANMIPRASHthZ ARG ASEFIN

o AINFAIMIBR Windows BRZ5 LAK PowerShell &2

« 33 Microsoft Windows Communication Framework (WCF) =

7f StoreFront (WS, IHIRMEFIRMEER, BARBITE,
StoreFront REXRREIEL TAMR LA

« CitrixClusterMembers

« CitrixCWServiceReadUsers

« CitrixCWServiceWriteUsers

« CitrixDelegatedAuthenticatorUsers

« CitrixDelegatedDirectoryClaimFactoryUsers
« CitrixPNRSUsers

« CitrixStoreFrontPTServiceUsers

« CitrixSubscriptionServerUsers

« CitrixSubscriptionsStoreServiceUsers

« CitrixSubscriptionsSyncUsers

« CitrixStoreFrontAdministrators (M StoreFront 1912 LTSR CU1 i2)

StoreFront faSi4Ep XER AN G B, XEREART StoreFront WEREYIFIRNZH], FERTFXAHMFE
% Windows &R, E7EBX LA R 17,

StoreFront FHYIEH
RS2 E3IEF

£ StoreFront 1, FRE[BIITPATIHENRRMERERSM (TLS) FiaR e, MEREEA ICA XGERRS,
StoreFront & v LUERIEPIT ICA XE#HITHFEER,

BRE—REIGHE L= Citrix Workspace R AEFHNBEFR ERETHEFIGNMA L, EHHE StoreFront
RS8R EREFRMRS /IR, BARIIPHNEERELRER. IREREAF AR, ERERS discover-
Receiver.domain 89 “EAE" I “FERAEEABN FEMNIEH, HF domain AEEEHEF BB FHBAHF R
Microsoft Active Directory 1%, RAEAIUANEE A WBFHAK,NISERBETIER, ERATNELHERR
ATNRELIEAVFIBBLLISGER, ha] UGER A B FHR A FrE S EMIES, B2 Citrix Workspace M
EFE—REEE StoreFront FRS 238, AFEEE—MEREEINEE, BETHFGMKS R STAEM
ERFHRIE—EFER. BXFAER, BESHEEETBFEFAIKA LI,

MREMAFBESRNARE URL B Citrix Workspace MAREFREBEHK,, HERERETEFIREHN
bk %, BRA4 StoreFront fRS388 EENERBRFXN T 2RSS [EN, HEEBEARIEBHERE.
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CTHEEIES

BHRIERSNNABEHREEERIEBHITSHEE, StoreFront 28BS HIIERS N ABEENER— B
TRMIER, RRIF StoreFront £ BEZIEBAFEMAMEMAR.

Citrix I RSIEH

StoreFront 7£BE X Windows i 7% f# (Citrix 32 {18RSS) H7#iET £ MEH. Citrix Configuration Replication
Service. Citrix Credential Wallet A& 53 #0 Citrix Subscriptions Store BR £ #B8f& X &iF B, BEHRNEN
StoreFront fRESH(MEEXEIEBHEIE, XERSAEH TLS #TLLERE, HEXEERRBIE TLS RSSITE
B, XLFHBELNE StoreFront MARIERLZE StoreFront BY8IER. E/MEILE Windows iEBEENAR,

REDERIES

StoreFront 7 <InstallDirectory>\Scripts M X FEPRE T &# PowerShell Bz (.ps1). Rk
StoreFront ZERFERAX LM A, E2ERIUAREURENENNREEES. XLEMAEER, 2 StoreFront
2§ PowerShell $hi75B8, FITZINER AlSigned K88, (PREIRIEAZZ1F, HAEXRMLE PowerShell iz
i5fT.) StoreFront R&&Eek PowerShell $117588,

| “TMERME” FEPFRINRBEZIER, FA StoreFront R&BFH M. MERFNIES, NWESBEITHBAHT
KIBEEHIZENAWERMAR, StoreFront BIRITH S EERTASMNH.

NR7E PowerShell £iE4iz ThlZx, M2 PowerShell iz E T AllSigned HiTERBEHAIIALIRITIETAE
RTE1TE, Windows BE “AIfEAHE” FEHHRMRBERIIR. MBRERKFTEITER, IEHEHRME “F
SEERSER” 728, HB StoreFront PowerShell AR EIET.)

—BRARBIZZIERFMNE “AIELHE” FiEH, Windows RABREERE I, AITESEA StoreFront £5
EM “RIEENREE” FEPRBRIIES,

StoreFront &=

EEIREH, Citrix BiER Internet iR et (IPsec) 8¢ HTTPS il k#{R1E StoreFront SRS 2R > (8]
FRNBIENRT S, IPsec 2 Internet MM —AIREYT B, AHRELESMHIIEMMENEE, FEAULHEKE
FEEEMERRIPIIEE. BT IPsec B — M MEEMNE, ETETMELATTHEERFESRINMIL. HTTPS
FERARLERTE (SSL) MEmEL e (TLS) hilCRIZERANEIBINE.,

Alf#EA SSL Relay sk#afR StoreFront #0 Citrix Virtual Apps BRE 2Bz BIEIEEEMNZ 2, SSL Relay 2HITEM
SHIIERSIREINZREGA Citrix Virtual Apps At

Citrix BN 7E#EE StoreFront B9 Web BREZEHEA TLS 1.0 # 1.1 iF, BN iZ@ T AFIRTRHITILIRE, X
3R &7 StoreFront fRS328 OB MERSEMRIGE A TLS 1.0 #1 TLS 1.1 ZHthiX. RiE%E Microsoft
TLS/SSL &8 8EXH,

Citrix i fE A Citrix Gateway #1 HTTPS k#{® StoreFront 5RF IR EZEMNEE LT 2. EFEM HTTPS,
StoreFront ERIGITE B INIEARS A XBEMIN BRI ER Microsoft Internet Information Services (11S) 5241
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BB AL HTTPS, MRS ESEM IS EEE, StoreFront &R HTTP #1T@15. Citrix s8R N AREETLE~IR
BB AsmE StoreFront WAL A IER,

Storefront A% 4% ECDSA (#§Elghzk DSA) i+,

StoreFront £ 9%

WMREES StoreFront #8EAY Web 18 (R MRO1ERE) SEBEMA Web RAERER, NXLe Web WEREFEFE
ERNEAZE X TRES B IEMIRE StoreFront EMZ 24, NMRFEBEHREEFAREENZLRE, Citrix BiNE
7RI Web i85 E8E StoreFront,

ICA X+ &R AR

StoreFront {2t T MRS 28 LHIEEIEHT ICA XHFHITHFEZMNET, LUELIFIEIIEEN Citrix Workspace
[ AR AR AN BE B I X R T R B ZEEHIRIF. A LUIER StoreFront BRSS 28 LITITRRER AR S ISHEMIGH
B (84F SHA-1 #1 SHA-256) 5t ICA X178 R, BXEFMAER, ESRBEA ICA XHEERS.

BREREE

AILLAAYFER Active Directory B EiEE R Receiver for Web Ui 3/ RERT 5 X Y ZIHAR B B S ML, BR,
XEBHRNREEEBAILERFRFERZSNRIERSNERANARENAF. NRFAKNRERBERFE
IBEXIIEERE ANERIER, FRERP T EMEUMEINBISEHERNASE. IRSHRIERSE, RIALRE
=PBELE Receiver for Web ih SR BB CHNE, BMEEREIRERNt. BXEMEER, BESREILHEFER,

1% StoreFront fzss528 &4~ URL M HTTP &40 HTTPS

EE A HTTPS k# R StoreFront SBAREZEEENR S, HAM%EIE Microsoft Internet Information
Services (IIS) BEEE A% HTTPS, MIRERELLEMEE SSLIFBMIE R TREMEE Citrix StoreFront,
StoreFront #{EH HTTP #1Ti&(=,

NRIEELEMECE SSLIEH, HERAUTEIERMR StoreFront RREMRSSER HTTPS &,

w5l

[Server Location

i

&7 URL Eoi HTTPS Zai:

1. 1z StoreFront fR£328 E¥% Microsoft Internet Information Services (I1S) B2&J HTTPS
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a) f£M Internet Information Services (IIS) BB EH1E, S AE Microsoft Active Directory 1#iE
PMENEZH SSL RS BIEH,
b) @3 HTTPS (443) 2RIk Web b0 1S 45%E.

BXIFAMHEE, 1558 CTX200292,
2. 1 Citrix StoreFront BIizH &, EEMNERFIEZERSEAH.
3. 7 “IRMF” B8, EFENRES URL,
4. ENEZAR URL HBEEHE.

BEXIRE

HEEBEREN, BNSEANREBNBANBTEHEEARZEITHNBEENIRE, BERAAMEEFHZIMFEIEBENX
R EM Citrix Receiver for Web ib s BEN X3, NRHK HTTPS EZEE T StoreFront, EHFREABEEXA
DO st ER HTTPS,

Hittz2E8R

AR

IEBRTRERREITEN, BABTEN.

g e b
HFEERR, EHARKREEAEX StoreFront iTR £, LR EEMEE T ERRSFEREPHEL LI,
WRZ2FWIERF StoreFront ZEIEEMX, ISERMATERSNXE X, MiES StoreFront £&F X, T£H
HIREBEARX LRI (Fl, TLSEE), FEit, REFEREPHRANR AT ERSRIZME,
ARRSTRREN, HERUTEI
« StoreFront AEY HTML TTEATSE R EIE S EEIFFRP (BERBLLHREH X-Frame-Options Mmrzk), 8
=, X HTML TENEEEFHESNE, AltSEHFRETFEX.
+ Microsoft IIS #9kR4<#0 ASP.NET 89ER7E HTTP tRkhal M. B2, LSS StoreFront ZENEEFE
Mman, BEAEKMTFXERR,
o BHNBAEFMSERN, StoreFront ER<SEREM L =IERME (CSRF), LLLREEMBSEN cookie &
X, MAEIREH “Secure” 5 “HttpOnly”, FEETEIERDAEN, SEEEE%E URL WEBFRFEAES, B
&, StoreFront RMM&HFFLEAFIRILIE HTTP &K,
« StoreFront EERFRAM jQuery., FERAMN—ThZAR jQuery 1.3.2, 1R#E jQuery 7RI E, 7F jQuery
112.0 F#ITTEH, MURESERXNEIEERNEERE. XMERTEX jQuery K& RHANER, B2
N RIS IR T IR AMEM, NetScaler #1 StoreFront =/ Receiver for Web thaes94E% Citrix
[ AREFEENMEAXMIFERANBIEIER, FRRENEM, HFERMEERPZHE,
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HFRAMERRA, WEMRERE jQuery 1.12.3 EMBR. BT Citrix N BEFZELEEMILERTZE,
Ite, EEMERTERER jQuery 1.12.4 B9 NetScaler # StoreFront BRARFEF=E BB AR M,

CSRF <hafERER

ZFinmA StoreFront ARS8 & HEVRL: GET IEREEHRER URL S CSRF 9h8. EFEEEXILAENE
FPIREUT BR2XM. REXMITATRTEENBANR2RE, BEFHRAARENRE. XREANCATFRTER
BE (fIg0) NESHLIERPHANERSBFFEIRENBEF,

YERRNBATEEYTERE, EBILLTE StoreFront AR5 28 LR LT PowerShell A2 A EITRENEIRFIH GET iEK
im =B CSRF ShEERER:

Add-STFFeatureState -Name ” Citrix.DeliveryServices.WebUI.
CsrfValidation.IgnoreOnSpecificRequests” -IsEnabled $True

MRHATIARIE, EATAMPFERREEET WebAPI 898 EXIHE URL #ifilpk CSRF <h#,

SHINS AN StoreFront it &

July 5,2021
pE =

HEeE N5 B1F StoreFront ZZE4EERY StoreFront kixaspy StoreFront Bd&E., X&4E CU heds, a0, &7
LATE StoreFront kg2 1912 LTSR 5 1912 LTSR ZEINFHMS NI E, HEERZS 1912 LTSR CUT 5 1912
LTSR CU1 Z[e|SHMSNEEE, BFRAETEMZ 1912 LTSR CU1 51912 LTSR CU2 ZEISHHSNEEE,

LIS StoreFront SENTEEE., XAERMRSHEHENRSFARE, NRNEHBELEETENRSSE
£, YeIEERRIRNG, ARERAIENEEPEENEE. IRETRSBELMHNL BARE, BEREMES
MHNSNERECIZMNE, MRKNE, SHNEESESMRERAR.zip FHNEREME, NREIEZNEFMNERE
X, SEHNEESMHELL.cixzip WEXEE.

ALUERRESHMS NS R

o XEMRRTIERSHRZEEIREH StoreFront #8E, NEREMMMERERBREECIERSHRERBE
B, BERZERMEED, EA backup.zip XHHIXXHBREFERIHIEER,

o« Ft4& StoreFront ZRI#IT&E G LUEITREME

SREIMAHMIR StoreFront ERELUE N4

o BRI EREIINRIFER IR AP EZITER,

ERFRSTR (PIISHERIERSM 2008R2 74 E 2019) HAjEIFE SN StoreFront,
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o ESHIERME (FIMN, BEESMUEFROMAREER) PaEEmsMIARS R4,

SHIS N StoreFront Fe B A EEEIR

o HFIREERTEM Citrix EXHEHIIE SDK RFl, BINERAFSMNIIERE=AFMNRIEBEN? MR,
MHTESNBETIISHRIEF ENRE 2R, EFESARSH LREXLER, NRFLSNRSELEXR
LEFIRMNBMHIIE SDK &, EESNRIERRK. MRERLESAIIRSRADR, BEHANMERRE LR
BHRIEE,

o AUINENBRERESD. SHAMSN PowerShell cmdlet iFX#FH A G,

o AILEEREAR MENED (.ctxzip), B2 StoreFront TAEHMBMBENEH XM (.Zip). IRFBE
FERZKTMENED, BEERESFMEZRBH PowerShell EEMNKREHAITSH.

o IS R YFTE RS StoreFront B9 Web 5= (S HiARZS28) 89 SitelD #5 |IS HEERAE &8 StoreFront
FRER BT Web i (SAIRSES) 9 SitelD TEL,

PowerShell cmdlet
REMEE KT StoreFront Akt BrhZesEr Citrix StoreFront SDK R T LT cmdlet, EXi#4AELR, %

i# StoreFront SDK—3Z,

Export-STFConfiguration

B iEA

-TargetFolder (F7¥ ) BNEHNSHEER. TP
”Senv:userprofile\desktop\”

-Credential (PSCredential 34%) HESENEESIENRUSIEINZERN.ctxzip &5 FH.

PowerShell £IEXW KRN E B FINEMFERNZED,
&I {EF -Credential 71 -NoEncryption 24§,
l: SCredObject

-NoEncryption (Fx) IEERNEALRARMNZEZN.Zip 2. E/EBER
-NoEncryption 7l -Credential 2%,
-ZipFileName (=#7%) StoreFront BB &R EEEIF. BOWHRINXXHEY &

&, flan.zip Z.ctxzip. REGIRIESHEAEIEENZ
-Credential 24T E -NoEncryption 2R BE5)
RN BB, =fl: "backup”

-Force (#7/R{A) M ENEESEESHUEPEFENIEEHX
HERNEREN.
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BE:

StoreFront 3.5 iy SitelD 2#k7Ehizs 3.6 FEFH. ERITENN, TBEEIETE SitelD, ANBLKRaEE
BEhEMTFESH SitelD, EHR SitelD 5EESNIRS 2 LM IS hEEEMILE StoreFront Web 145548
L, F%iF SitelD 1 = SitelD 2 WEEES N\,

Import-STFConfiguration

B 15iRA

-ConfigurationZip (##7&) ESANNERFENTEREZF, WERNZEEXMHY
BE. RMZENENHF-EER.zip, MENEHFEE
A.ctxzip, =fil: $Senv:userprofile\

desktop\backup.ctxzip

-Credential (PSCredential %) IEEESNNBERR T NZNEMDERERNESENR,
Tffl: $CredObject
-HostBaseURL (%) MREESSE, WEEREIEENENELR URL, M

NMEASHARS B[BHRENEA URL, 5fl: https:

//<importingserver>.example.com

Unprotect-STFConfigurationBackup

S8 iRE

-TargetFolder (¥ %) BMFENSHERR, T
$env:userprofile\desktop)\

-Credential (PSCredential 34%&) RS IENBSEOERENRNERZD, EEE
BREZBN PowerShell EiExR, Rl
$CredObject

-EncryptedConfigurationZip (%) ZRENNESHEENTERE, BIEEXHT B

Z.ctxzip, =fl: $Senv:userprofile\\
desktop\\backup.ctxzip

-OutputFolder (75 5) BIERMBRMER (.ctxzip) MEGEMEZEZ (.Zip) B
BiF. RNMESERRISKRE, UWEESEFH. 17
IMIEEBCEINB IR X4 BE. Rl
$env:userprofile\desktop\

-Force (#6/R{E) WEHBEBEESEESHUBFEFENRERHX
HREIB SR FEE.
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B SHMFENTHG
3% StoreFront cmdlet £\ 2% #FiH PowerShell &i%

7£ StoreFront AR55 22 L3TF PowerShell £mAIFE (ISE) 55T U TH$:

Senv:PSModulePath = [Environment]::GetEnvironmentVariable('PSModulePath
', '"Machine')

$SDKModules = 'C:\Program Files\Citrix\Receiver StoreFront\
PowerShellSDK\Modules\Citrix.StoreFront'

Import-Module ”$SDKModules\Citrix.StoreFront.psdl” -verbose

Import-Module ”$SDKModules.Authentication\Citrix.StoreFront.
Authentication.psdl” -verbose

Import-Module ”$SDKModules.Roaming\Citrix.StoreFront.Roaming.psdl” -
verbose

Import-Module ”$SDKModules.Stores\Citrix.StoreFront.Stores.psdl” -
verbose

Import-Module ”$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiver.
psdl” -verbose

BiRSHEIR
BIiZARSS % A LMBARENRNEENHBEETREEENEZE
SHEEMHIRSH[EE,.

Export-STFConfiguration -targetFolder ”$env:userprofile\desktop\” -
zipFileName ”backup” -NoEncryption

¥ backup.zip X EFIFIREMMUE, AIUERILEOHITRERE, BRSB[ERDUFHRS,

Import-STFConfiguration -configurationZip ”$env:userprofile\desktop)\
backup.zip” -HostBaseURL ”https://storefront.example.com”

EHRSH A LNNBREHHEZTIRTIRS 2 B UEIBMBRSBHRE
SHEEHHIRSHENEE,
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Export-STFConfiguration -targetFolder ”$env:userprofile\desktop\” -
zipFileName ”backup” -NoEncryption

¥ backup.zip X#E%I13IARS 2 B =&,

Import-STFConfiguration -configurationZip ”Senv:userprofile\desktop\
backup.zip” -HostBaseURL ”https://serverB.example.com”

StoreFront EZZEZ IS HBEENX Web 155 k., FREXRIS—MEEX Web 15 528E =

BR5328 A BEEHEINAENX Web ta= I8 LM StoreFront, FREMH IS WAEBERIA Web 55, 7£ IS REIRIE
— Web 35589 1IS SitelD 5 2, StoreFront Web i mp¥IERR R A AT R —MERSERENES E (B0 d:\) =
ZINEY ¢\ RSUREHES £, BRERAT 189 1S SitelD,

B IS FEE R S StoreFront 893 Web 5=, %= {E 8 SitelD = 2, StoreFront BERFEREH M FTIREIES
d:\inetpub\wwwrooot EH¥IERZHEZ IS FHBEENX Web 5= F,
Add Website *| X Browse For Folder .

Site name: Select a directory for the application.

|Stnrefrnr1t | |Stnrefrnr1t | Select...

Content Directory I | Documents ~
Physical path: I g Downloads
| | III I Music
I | &l Pictures

Pass-through authentication
I & Videos

b iy Local Disk (C)

4y Mew Velume (D)

Binding 4 Inetpub

Type: IP address: Port: . wwwroot

[nttps v |4l Unassigned N | b <5 CD Drive (E)

Host name: hd
| | Make Mew Folder | | OK || Cancel

[] Require Server Name Indication

S5L certificate:
| Mot selected v | Select...

Start Website immediately

¥ Application Pools Name * D Status Binding Path
5| Sites @ Default Web Site 1 Started (http) *80 (http) FaSystemDrive%\inetpub\wwwroot
I ,@ Default Web Site Q Storefront Started (http) =443 (https) DihInetpubwwwroot

1. SRS A BRENEIZS,
2. ERSEB L, 7 IS HEE—1& K StoreFront Ay Web b5, ZibsstfEA SitelD 2,

3. BiRSH ARESANTIRSS B, £AEMPESNMR ID, BZiLR ID BR5EEEHF S StoreFront
FRE B4 Web 4 S48ICES,
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Import-STFConfiguration -configurationZip ”$env:userprofile\desktop)\
backup.ctxzip”-HostBaseURL ”https://serverB.example.com”

RS 884817 =

pR1: EHNERSHARE, ARKHERIBRNIRSSFAZH

LRSS /AR EF A StoreFront fRS28M A (2012R2-A M1 2012R2-B) B, BEEHITHEES D, MITEMEN, &
BERANBR—ZNEETNRIERS2 2012R2-A #1 2012R2-B # CitrixClusterMembership i2®. HITHAE
fE, BFWSHFE, StoreFront IRSZERAIMEMMEIEM, RSB[BAPXIEMT S— 1= 2012R2-C, &HH
REBRIIRSS BRA RN StoreFront EEBEEERET . BIESATRESHMRRSBAET RNIBED, BHHKA
HIP =N BRSS38 HaTHY CitrixClusterMembership, ESANEH, BREYFNBEERRXR, AGEREMI
SANFERSBLZEHRITER, MRERTVRENZE, MRSBERBRRSBAT R, SAESRE L
CitrixClusterMembership.

1. M 2012R2-A hFHifRSERAE 1 BCE, ZRS[EATEER MRS H[ANEIRSES.

Q:' CitriClusterMembers
CitrixClusterMembers Properties _

Description: Memberships of the group denotes membership of the
citri Cluster

Members:

1 “2012R2-A
e “2012R2-B

1. AERF—EMRSSES 2012R2-C AN B RS B[/AET,
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P CitrixClusterMembers
CitrixClusterMembers Properties _

General

% CitrClusterMembers

Description: Memberships of the group denotes membership of the
citrbe Cluster

Members:

L "2012R2-A
L "2012R2-B
L “2012R2LC

1. BB IRSSHAENRBETRIZANENTBEMIERS, StoreFront ESAIEHREEN=ERSH/H L
CitrixClusterMembership, HESNENEHITER,

2. BREERA 1 REEMSAE 2012R2-A fiR L,

Import-STFConfiguration -configurationZip ”$env:userprofile\desktop)\

backup.ctxzip”-HostBaseURL ”https://servergroupl.example.com”

3. BRSANEEXRIBIRSSHE, MMERERSSESNEEE—BNEE,

=2 ENRSHAE1NNEEE, ERLKEDES— MU ALK LIZMHRSH[AH. AR, FJLUSHEMHR
SSeRLARL AN EIFTBY EARSS 25

BIEBERMI MRS (2012R2-C #1 2012R2-D) WIARS234A 2. RES[A 2 EERETUEHE (RS HA
1) HEE, RS[BELA1HEETHE MRS 2012R2-A §1 2012R2-B, SIBMRSH[/EN A ERAZTHEETEEW
CitrixClusterMembership. #a&&%YaiH CitrixClusterMembership HESABRWE#HTER. EHSNNE
BoI@ImEER, CitrixClusterMembership Z2BRNEESNRSE, BERELIRSJ/MANA, RSEAE 2
EMEE, HYIS5RS8RAE 1 BNTEE, 18E -HostBaseURL %1, FREZ2R4A 2 HFERMBIL 2N StoreFront &
TR,

1. M2012R2-A hSHifRSEA 1 iBE, ZRS[EATEBE MRS BANEIRS S,

2. BIRSB/ATEBESAFTR2012R2-C L, T GIERNEEMOIZNRS]/AE 2 WERS R

Import-STFConfiguration -configurationZip ”$env:userprofile\desktop)\

backup.ctxzip”-HostBaseURL ”https://servergroup2.example.com”

3. MARERNHFIRSHAE 2 BE-BINERAEMIRSE. MRSSEA 1 IS ANEERRIIIRS A 2 FrEHh
R ZR BRI, ZIIERE T ARSI EE N RIZR—E8 57

= 3. &NRSHEANNBERE, EALKENESNERSSA B NWEKE
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RS 2%4H 1 MARS 284 2 BEFHETH M RIRMBUER LA, RZ StoreFront EBE EeRTEARS284H 1 Li#t1T, L%
BXLEBERM RS —MUBROAMRSSRAE 2 F, ALK BERMIRSSRA 1 SHIIRSR4E 2. E71ERS 34
2 W& MEHSER CitrixClusterMembership, S\ BHEIEE -HostBaseURL £, FAARSEES4A 2 EMNE
A URL FRZERA SRS 34 1 SaiFrfERR FQDN 48R, ARSE84 2 AMBEHE.

1. M 2012R2-A h GRS A 1 LB, ZRSB[EATEER MRS F[AENEIRS S
2. RRRS5E4A 1 ERESAETR 2012R2-C LM BUANRER, TR ERMIRS A 2 ERSES.

Import-STFConfiguration -configurationZip ”$env:userprofile\desktop)\

backup.zip”-NoEncryption -HostBaseURL ”https://servergroup2.example.com

2

BIZARS RECERMEERD

PowerShell E#E33% & Windows tkF AR ZMZBAEMR. PowerShell SENKEIHBEEBRENFRLFRERK
o

=

FE:

EMFEEENENY, REEFERATERTINENRR, TEFEREENSREENER R, 4917 PowerShell

SIERLEESHERZEEMNERNTR (ANBTEHEANSNRSES) . EEIENRA, JLIEEEMBF,
PowerShell EREEIRFERENREIEEAF. AAEER, WREAIKEEFILFIZERMN Windows BF,
ESHIRSE 2 EM PowerShell 21617 PowerShell EiE31%,

$SUser = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name

SPassword = ”Pa55w0rd”

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential(
$User,SPassword)

BERESH R backup.ctxzip, XE2—MNEH zip X
Export-STFConfiguration -targetFolder ”$env:userprofile\desktop\” -
zipFileName ”backup” -Credential $CredObject
FESNRS 28 LK PowerShell £iE+ 8I2ER PowerShell ‘1B %,
Import-STFConfiguration -configurationZip ”$env:userprofile\desktop)\

backup.ctxzip” -Credential $CredObject -HostBaseURL ”https://
storefront.example.com”

©1999-2021 Citrix Systems, Inc. All rights reserved. 298



StoreFront 1912 LTSR

BUHRIPILA NE & (D3

$User = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name

$Password = ”Pa55w0Ord”

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential(
SUser,$Password)

Unprotect-STFConfigurationExport -encryptedConfigurationZip ”$env:
userprofile\desktop\backup.ctxzip” -credential $CredObject -
outputFolder ”c:\StoreFrontBackups” -Force

StoreFront SDK

June 5,2020

Citrix StoreFront 12t & F % Microsoft Windows PowerShell 3.0 #3589 SDK, &2 SDK, B {TRENSE
iZ StoreFront MMC £l &8 5EREIES, e UITRIMBEEH AL ETRHNES.

8% SDK &%, F5(H StoreFront SDK,

StoreFront 3.0 53 StoreFront SDK Z [/l = E X3!

o =245 SDK R - tbhR AR HE4k5) SDK Mz, fEEaEBRMIREMAgS M4 B 51T StoreFront #8&.
AILER SR THILUAREHNREER, XFEEEETET MRS,
o FTHYMELR5I SDK - Citrix {212 ARSI StoreFront SDK, LM TEEMNEE (BIENABIE. FHWIE

#i%. Citrix Receiver for Web #145— Citrix Receiver i55) LUIKi@Ed Citrix Gateway #1TxAZi4 0,
o FEFEAMY - StoreFront 3.6 A S StoreFront 3.0 XE R API, XHAILZE S B A M4 5% 25
SDK.
BE:

EAfTHERT, S4P5 StoreFront 3.0 WAGE#ES. B2, Citrix BNEERS MM AN, FAFN
Citrix.StoreFront.” 1#&5R, FJ StoreFront 3.0 SDK 2&H, S&E#HHIE.

£ SDK

SDK E1%1 PowerShell B8 TARM, EREMEESH StoreFront A, RERSSBEHLEXLEERS T,

#iRFETT cmdlet:
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1. 72 PowerShell 3.0 a3 shell,

HRTE StoreFront ARS8 EERA SN AME R RAIETT shell SIS,
2. BEfEflARER SDK cmdlet, [z7E PowerShell g BHiTHRE,

B % PowerShell UITHRBRAVIFMES., E55 Microsoft sxi%,

3. 7£ Windows PowerShell ##41& 5 {#H Add -Module £ ZEMERFMNE PowerShell 3Fi&d4, 4l
wm, N

Import-Module Citrix.StoreFront
E2NFE cmdlet, BB

Get-Module -ListAvailable | Where-Object { $_.Name.StartsWith(”Citrix.
StoreFront”)} | Import-Module

SNE, AILARE cmdlet RE XX EERD,

SDK AT]

ZEIRME, BRITUTTE:

1. LAFRiEfAY StoreFront 222 %ProgramFiles%\Citrix\Receiver StoreFront\PowerShellSDK\Examples
X PR EA—4 SDK A6,
2. AEBEBEXECHME, BEERFIMAUT e NMINIER. BX¥EMES, BSRRGAG, Hii¥
MFRTE T IASETE T BRI,
3. HmAEURGIMA, BHETHEERNMEE, Ak, BRE:
+ £/ PowerShell ISE 28 T A4RiEHMIZS,
FRTENEEES FRANEHNE,
BB EARREENT S,
AR, U@ EIZ STF #7318 StoreFront cmdlet,
=/ Get-Help cmdlet a7 cmdlet &#F, /A -Full SHEIREUSE S SHBXIFMES.

ANl

AR

SIEHIZASEY, AMRBKRIRERIIIEIRINEEFNEE, Citrix BiEIRBATTFFRN S BHTIRE, MAEE
Bl AL MG 51 B S

Al 588

BRI REE Bz plEEE StoreFront Controller #BEE T —
& XenDesktop RS 8BMEBEIE,
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] 598

SR B ELARTRORIAIR LIDRR, LURIIR HEA0ITIE
3HiALs

IR R R EFXATIRA S B ELIBINEIAER LR, LURIEERERD

WX, MMSEILE NS AIAE P A5,

Bl R ERE
THIETT MfEIE)EEE 7 —1 XenDesktop 54| B8ME B E,

EFEZET, BSHIRE SDK NIJHIFRNSBIRE, afUERNENAENTIIRAEITEENX, UERBESBEHT
StoreFront 2PEAIEIZS,

AR

NBRBLRGRNANLRINGENBERR, Citrix BiEREBAXE PR EH#ITI]E, MAZERIRE
IR,

T R
FESARTER StoreFront £BIH AN ZHOIER. XEEBTEEENX B SHIZ,
o HIGEHIZVIEERHSNAER StoreFront &k, 73R PowerShell fxdsd, FEES AN,

Param(
[Parameter (Mandatory=Strue)]
[Uri]$HostbaseUrl,
[long]$Siteld = 1,
[ValidateSet(”XenDesktop”,”XenApp”,”AppController”,”VDIinaBox

"]

[string]$SFarmtype = ”XenDesktop”,
[Parameter (Mandatory=$true)]
[string[]]$FarmServers,
[string]s$StoreVirtualPath
[bool]$LoadbalanceServers
[int]$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet (”HTTP”,”HTTPS”,”SSL”)]
[string]$TransportType = ”HTTP”
)

”/Citrix/Store”,
$false,
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# Import StoreFront modules. Required for versions of
PowerShell earlier than 3.0 that do not support
autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Authentication

Import-Module Citrix.StoreFront.WebReceiver

. 1RIEIRMHA $StoreVirtualPath BE16)2 5 %8R Citrix Receiver for Web IRSBIEINERR. $Store-
VirtualPath 5 $StorellSpath %%, FAEMBKRIBKE IIS hiERR. Eitk, 7 Powershell &, ©f]
BE—ME, e “/Citrix/Store”. “/Citrix/StoreWeb” 5§ “/Citrix/StoreAuth”,

# Determine the Authentication and Receiver virtual path to use
based of the Store

SauthenticationVirtualPath = ”$($StoreIISPath.TrimEnd('/"'))Auth?”

SreceiverVirtualPath = ”$($StoreVirtualPath.TrimEnd('/") )Web”

o HZOIEBWIE (MNRHNAEE) LURMETER StoreFront Service, -Confirm:S$false RERHIAZBEA]
AR EHHTT,

# Determine if the deployment already exists
$existingDeployment = Get-STFDeployment
if(-not $existingDeployment)

{
# Install the required StoreFront components
Add-STFDeployment -HostBaseUrl $SHostbaseUrl -Siteld $Siteld -
Confirm:s$false
}
elseif($existingDeployment.HostbaseUrl -eq $HostbaseUrl)
{
# The deployment exists but it is configured to the desired
hostbase url
Write-Output ”A deployment has already been created with the
specified hostbase url on this server and will be used.”
}
else
{
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Write-Error ”A deployment has already been created on this
server with a different host base url.”

o ERENEMNBE TRASHNIIERS WMRAED). MASHWIESE (B, AREMNER) 28R,

# Determine if the authentication service at the specified
virtual path exists

Sauthentication = Get-STFAuthenticationService -VirtualPath
S$authenticationVirtualPath

if(-not Sauthentication)

{
# Add an Authentication service using the IIS path of the
Store appended with Auth
Sauthentication = Add-STFAuthenticationService
$authenticationVirtualPath
+
else
{
Write-Output ”An Authentication service already exists at the
specified virtual path and will be used.”
}

o EIEENEIMREZE TEIREE T —1 XenDesktop #5428 B 7£f% $XenDesktopServers & X 7 BR55 88
R AEERS IREAREE.

# Determine if the store service at the specified virtual path
exists

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not $store)

{

# Add a Store that uses the new Authentication service configured
to publish resources from the supplied servers
$store = Add-STFStoreService -VirtualPath $StoreVirtualPath -
AuthenticationService $authentication -FarmName $Farmtype -
FarmType $Farmtype -Servers $FarmServers -LoadBalance
$LoadbalanceServers °
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-Port S$Port -SSLRelayPort $SSLRelayPort -TransportType

$TransportType
+
else
{
Write-Output ”A Store service already exists at the specified
virtual path and will be used. Farm and servers will be
appended to this store.”
# Get the number of farms configured in the store
$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.
Count
# Append the farm to the store with a unique name
Add-STFStoreFarm -StoreService $store —-FarmName ”Controllers$(
$farmCount + 1)” -FarmType $Farmtype -Servers S$FarmServers
-LoadBalance $LoadbalanceServers -Port $Port °
-SSLRelayPort $SSLRelayPort -TransportType $TransportType
+

o TEIETEM IS AR T Citrix Receiver for Web BRS3 LU IRITE L EGIZRMIN ARSIE P A RN BIER.

# Determine if the receiver service at the specified virtual path
exists

Sreceiver = Get-STFWebReceiverService -VirtualPath
$receiverVirtualPath

if(-not Sreceiver)

{
# Add a Receiver for Web site so users can access the
applications and desktops in the published in the Store
Sreceiver = Add-STFWebReceiverService -VirtualPath
SreceiverVirtualPath -StoreService $store
}
else
{
Write-Output ”A Web Receiver service already exists at the
specified virtual path and will be used.”
}

o ANFABERA XenApp RS, LUEIRIBAY Citrix Receiver = Citrix Workspace M BIEFE & P iRae I8 ERE
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HEAHHINAERF.

# Determine if PNA is configured for the Store service
$storePnaSettings = Get-STFStorePna -StoreService S$store
if(-not $storePnaSettings.PnaEnabled)

{

# Enable XenApp services on the store and make it the default for
this server

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange
-DefaultPnaService

Tl SIEEIRIGIRARE
THITELARIBORI AR EA0EE, LURINAESSITAZIHIRIB0E =,

EFBZET, BESPIRE SDK NIJHIERSBIRE, AIUERNENAETIIROIEITEEN, UEREBBEHHRT
StoreFront ZREHIIZS,

3=

AR

ABFRIBZRERMIVERINENEERR, Citrix BiEIRBASUE ARSI 2 1TIRME, MARE IR
IR,

T AR
FEBHIABNTAH StoreFront ERBIMANZ I IEER. XFEBIFEEENX B SR,
o FIRBHIRVEBERHSNFIEN StoreFront 1R, ERHH PowerShell ki, REES A

Param(
[Parameter (Mandatory=Strue)]
[Uri]$HostbaseUr1,
[Parameter (Mandatory=$true)]
[long]$Siteld = 1,
[string]$Farmtype = ”XenDesktop”,
[Parameter (Mandatory=Strue)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = ”/Citrix/Store”,
[bool]$LoadbalanceServers = $false,
[int]$Port = 80,
[int]$SSLRelayPort = 443,
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[ValidateSet (?HTTP”,”HTTPS”,”SSL”)]
[string]S$TransportType = ”HTTP”,
[Parameter (Mandatory=$true)]
[Uri]$GatewayUrl,

[Parameter (Mandatory=Strue)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=$true)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=Strue)]
[string]$GatewayName

)
Set-StrictMode -Version 2.0

# Any failure is a terminating failure.
$ErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = Strue
$ReportErrorShowInnerException = S$true

# Import StoreFront modules. Required for versions of PowerShell

earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming

B A TR G A 82— AERi5 18] StoreFront 818, BEAIERYT BALZIFTEHRL

# Create a simple deployment by 1invoking the SimpleDeployment

example

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.

Definition -Parent

$scriptPath = Join-Path $scriptDirectory ”SimpleDeployment.psl”
& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $Siteld -

FarmServers $FarmServers -StoreVirtualPath $StoreVirtualPath -

Farmtype $Farmtype °

-LoadbalanceServers S$LoadbalanceServers -Port $Port

SSLRelayPort $SSLRelayPort -TransportType $TransportType

o REREERFTEERRHZPCZIRS USIFTEN 7R

# Determine the Authentication and Receiver sites based on the

Store

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath
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Sauthentication Get-STFAuthenticationService -StoreService
Sstore

SreceiverForWeb

Get-STFWebReceiverService -StoreService $store

« %t Citrix Receiver for Web BRs5 /5 B Citrix Gateway T2 RS FrER CitrixAGBasico M3ZiFHIH
X FRFREX Citrix Receiver for Web CitrixAGBasic #1 ExplicitForms B33 A%,

# Get the Citrix Receiver for Web CitrixAGBasic and ExplicitForms
authentication method from the supported protocols
# Included for demonstration purposes as the protocol name can be
used directly if known
SreceiverMethods = Get-
STFWebReceiverAuthenticationMethodsAvailable | Where-Object {
$_ -match ”Explicit” -or $_ -match ”CitrixAG” }

# Enable CitrixAGBasic in Receiver for Web (required for remote
access)

Set-STFWebReceiverService $receiverForWeb -AuthenticationMethods
$receiverMethods

o WHMIIEARS B CitrixAGBasic, #HTinighinNEER A,

# Get the CitrixAGBasic authentication method from the protocols
installed.
# Included for demonstration purposes as the protocol name can be
used directly if known
$citrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-
Object {
$_ -match ”CitrixAGBasic” }

# Enable CitrixAGBasic in the Authentication service (required
for remote access)

Enable-STFAuthenticationServiceProtocol -AuthenticationService
S$authentication -Name $citrixAGBasic

o ARILZAZIFRMR, REARIMANEFR |P #iutpyiReE, HEBITIE RN BB E FEZM X,

# Add a new Gateway used to access the new store remotely
Add-STFRoamingGateway -Name ”NetScalerl@x” -LogonType Domain -
Version Versionl0_0_69_4 -GatewayUrl $GatewayUrl '
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-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityUrls
$GatewaySTAUrls

# Get the new Gateway from the configuration (Add-
STFRoamingGateway will return the new Gateway if -PassThru is
supplied as a parameter)

$gateway = Get-STFRoamingGateway -Name $GatewayName

# If the gateway subnet was provided then set it on the gateway
object

if($GatewaySubnetIP)

{

Set-STFRoamingGateway -Gateway $gateway -SubnetIPAddress
$GatewaySubnetIP

# Register the Gateway with the new Store
Register-STFStoreGateway -Gateway S$gateway -StoreService $store -
DefaultGateway

6l BIRABERERIMXIITIZAINNE
THIEARIRORI ARG EA0ER, LURINGESSITZ A n M BB RIER M XAEE,
EFIAZ R, ESRIRER SDK NJHIERN T BIRIE, RIUERNBNA AN IRFIHITEEN, UEMREERBEIRIT
StoreFront ZRERIBIZS,
AR
HBRBLRBRMAILRINEEBERR, Citrix BiVERBASIE PRI IZHITIRIE, MASE SIS
IR,

T RRHZS
EEHLABNEBEA StoreFront £ERHIHI AN Z I HER, XIEEENTEBEENX B CHMIZ,
o FHIGBEHIZVIBERHSNER StoreFront &R, 753K PowerShell fidsd, FEESE AN,

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUr1,
[long]$Siteld = 1,
[string]$Farmtype = ”XenDesktop”,
[Parameter (Mandatory=$true)]
[string[]]$FarmServers,
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[string]$StoreVirtualPath
[bool]SLoadbalanceServers
[int]S$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet(”HTTP”,”HTTPS”,”SSL”)]
[string]S$TransportType = ”HTTP”,
[Parameter (Mandatory=$true)]
[Uri]$GatewayUrl,

[Parameter (Mandatory=Strue)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=Strue)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=Strue)]
[string]$GatewayName,

[Parameter (Mandatory=$true)]
[Uri]$OptimalGatewayUrl,

[Parameter (Mandatory=Strue)]
[string[]]$0ptimalGatewaySTAUrls,
[Parameter (Mandatory=S$true)]
[string]$OptimalGatewayName

»/Citrix/Store”,
$false,

)
Set-StrictMode -Version 2.0

# Any failure is a terminating failure.

$ErrorActionPreference = 'Stop'

$ReportErrorShowStackTrace = Strue

$ReportErrorShowInnerException = S$true

# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

o AREITIZ IR ER B A U B A AR EHRINTIZ R,

# Create a remote access deployment

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.
Definition -Parent

$scriptPath = Join-Path S$scriptDirectory ”RemoteAccessDeployment.
psl”

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $Siteld -
FarmServers $FarmServers -StoreVirtualPath $StoreVirtualPath -
Farmtype $Farmtype °
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-LoadbalanceServers $LoadbalanceServers -Port $Port -
SSLRelayPort $SSLRelayPort -TransportType S$TransportType °

-GatewayUrl $GatewayUrl -GatewayCallbackUrl
S$SGatewayCallbackUrl -GatewaySTAUrls S$GatewaySTAUrls -
GatewayName S$GatewayName

o PINENERERTIMXH MFRECERIMXFIRFIRINZM X

# Add a new Gateway used for remote HDX access to desktops and
apps

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -
LogonType UsedForHDXOnly -GatewayUrl $OptimalGatewayUrl -
SecureTicketAuthorityUrls $OptimalGatewaySTAUrls -PassThru

o RENN AR IEARSS LUERREMX, EMZMXFHFHIECL MR THR .

# Get the Store configured by SimpleDeployment.psl
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
# Register the Gateway with the new Store for launch against all
of the farms (currently just one)
$farmNames = @(Sstore.FarmsConfiguration.Farms | foreach {
$_.FarmName }

)
Register-STFStoreOptimalLaunchGateway -Gateway S$gateway -

StoreService $store -FarmName S$farmNames

B EHMREEFSRSRME (StoreFront) ZE TR LUMIT SAML S{1I0IE

A LA7E StoreFront BBisHI & A TEH PowerShell cmdlet BE2& SAML B4503IF (ESIFERE 5 410K

%)

« Export-STFSamlEncryptionCertificate
+ Export-STFSamlSigningCertificate

« Import-STFSamlEncryptionCertificate
+ Import-STFSamlSigningCertificate

+ New-STFSamlEncryptionCertificate

+ New-STFSamllidPCertificate

+ New-STFSamlSigningCertificate

AT LUEA cmdlet Update-STFSamlldPFromMetadata £ SR IEEF SRSIRMEE 2 BB THIE FRAR.
IR mREEMAE), EUIER TR StoreFront,
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SNFEEEAFHNIIERS BER “Store” B9 StoreFront RAMEIE, THIBHSABER:

https://<storefront host>/Citrix/StoreAuth/SamlForms/ServiceProvider/
Metadata

MRENBRIREEFZHTHESN, BAETLEEIER EEN URL, FE: XMIuEE HTTPS #1117,
il StoreFront (FAXRE SMREIEFMNTEIE, FLUERLUT PowerShell:

Get-Module ”Citrix.StoreFrontx” -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.
$StoreVirtualPath = ”/Citrix/Store”

Sstore = Get-STFStoreService -VirtualPath S$StoreVirtualPath
Sauth = Get-STFAuthenticationService -StoreService S$store

# To read the metadata directly from the Identity Provider, use the
following:

# Note again this is only allowed for https endpoints

Update-STFSamlIdPFromMetadata —-AuthenticationService $auth -Url https:
//example.com/FederationMetadata/2007-06/FederationMetadata.xml

# If the metadata has already been download, use the following:

# Note: Ensure that the file 1is encoded as UTF-8

Update-STFSamlIdPFromMetadata -AuthenticationService $Sauth -FilePath ”C
:\Users\exampleusername\Downloads\FederationMetadata.xml”

w79 SAML SHI8IEY HEE N AR ISR T #dEM ACS i

B LAER L T RIS 5 E M A RS 5 B9 7T 5480 ACS (Assertion Consumer Service) i,

# Change this value for your Store
$storeVirtualPath = ”/Citrix/Store”

Sauth = Get-STFAuthenticationService -Store (Get-STFStoreService -
VirtualPath $storeVirtualPath)

$spId = $auth.AuthenticationSettings[”samlForms”].SamlSettings.
ServiceProvider.Uri.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.
VirtualPath + ”/SamlForms/AssertionConsumerService”)

$md = New-Object System.Uri $auth.Routing.HostbaseUrl, (Sauth.
VirtualPath + ”/SamlForms/ServiceProvider/Metadata”)
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$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl, (S$Sauth.
VirtualPath + ”/SamlTest”)

Write-Host ”SAML Service Provider information:

Service Provider ID: $spId

Assertion Consumer Service: $acs

Metadata: $md

Test Page: $samlTest”

Al

SAML Service Provider information:

Service Provider ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/
StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/
ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamlTest

StoreFront &fEHE

December 2, 2020

LEDEIE StoreFront B, StoreFront RERFEEE C:\Windows\Temp\StoreFront B R eI LT BHEX .
X4EMPasNEag, HiERMReIEXLEXHNAH.

+ Citrix-DeliveryServicesRoleManager-*.log — X% StoreFront B3t

« Citrix-DeliveryServicesSetupConsole-*.log — Eie =4 StoreFront &EE StoreFront (RERHE
=R) e,

+ CitrixMsi-CitrixStoreFront-x64-*.log — R E% StoreFront (RERSFERT) BIEIE,

StoreFront X SR HIERS. MARER Receiver for Web 5 s=i#1T Windows EEAEIER. ERMFIES
&S N5 StoreFront ZAREFBEF, aLUEIHAEFMRS BE > Citrix 23RS Windows B7E > [
AREFTHNEGEERETEXESMG, ALUBERESMNINIERS. NAREM Receiver for Web th 2 yE2 &1+,
EHIRANEHNEEAEZER.

Citrix StoreFront EETH & BEhERIBERER. WABRT, SMEMRENRERINEL TEARE, BAFHEH.
Windows PowerShell &54 828 BEZ M7 StoreFront 2289 \Admin\logs\ B&, &&E{TF C:\Program
Files\Citrix\Receiver StoreFront, HEXHZ TP ESHSREMETLURA BT XD < IRF 6 &2,
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BE:

EZREBBESD, BH—RVEA—ERESBUERIRSF[AENEE, R Citrix StoreFront EIBITHI A KRTE
HMEDNTMEMRS S BT, THRE,
BEEENERIRSSE, UWEEHBEFHNEMRSES.

X BN IIERMOA T TR R R

StoreFront f& A LogonUser API (https://docs.microsoft.com/en-us/windows/desktop/api/winbase/
nf-winbase-logonusera) RIZREFTEBMHHIIELY, UERERAFZRZBAERMKEKES, Z AP| EiRE
iR 1326, AXFHER, FESEhttps://docs.microsoft.com/en-us/windows/desktop/debug/system-
error-codes--1300-1699-,

Ea S EH ID 4625 WReHZBE, M https://www.ultimatewindowssecurity.com/securitylog/
encyclopedia/event.aspx?eventlD=4625 HFfiR, FREETEDIIEE L HIAYIA,

B BERS!

1. ERAXAHESRITFRMNIIERS. MNABER Receiver for Web =8 web.config sxtf, BEBERT, %
X2 BIF C:\inetpub\wwwroot\Citrix\Authentication. C:\inetpub\wwwroot\Citrix\storename
#0 C:\inetpub\wwwroot\Citrix\storenameWeb\ B &, H# storename HtlENAEERNAEIEE
BI&#Fo

2. EXHRERU TR,
<logger duplicateInterval="00:01:00”duplicateLimit="107">
7£ StoreFront WECEH, EEHTFBHEIAREI NS 10 &

3. E& duplicatelnterval BM M E, LN, DHMHARMEENNESASTZENNEIR, F£H
duplicateLimit B# & B X AEIEENEERAIZRNES X B, UWEME BERE,

ﬁﬁﬁﬂ:uﬁﬂﬁ?'ﬂ: 1%iai_/£%%iﬁ§ ) ?E’Hjj%g]tﬁj_'}: *EHH’JEIL-\T ao BE%IJE-JEQ EE}:F} V_EI%*LEIL\-LEi)
I IER—FESMER, BHEFABRELETEENATSRE,

XA S R ER
BE.

StoreFront #1 PowerShell =% &R EERBFT . A PowerShell =414 &2 StoreFront Ee&E 281, 514
#%7 StoreFront BIBI4|4S., B, FTFF StoreFront =418 2 /i, 5% PowerShell 54 & 8978 3241,

BIRERA T %23 ¢:\Program Files\Citrix\Receiver StoreFront\admin\trace
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|£ ¥ | trace
“ Home Share View
“- v » ThisPC » Local Disk (C:) » Program Files » Citrix » Receiver StoreFront » Admin » trace
I Desktop * A Name Date modified Type Size
¥ Downloads o | AGServices000:svlog 15/10/201815:37  SVCLOG File 4KB
5| Documents o |_| ConfigurationReplication000.svclog 16/10/2018 0&:32 SVCLOG File 0 KB
= Pictures o || CredentialWallet000.svclog 16/10/2018 SVCLOG File 0 KB
StoreWeb _‘ DomainServices000.svclog 16/10/2018 SVCLOG File ) KB
| PeerNameResolutionServiceD00.svelog SVCLOG File 0 KB
£ This PC | ReadMe 12/10, Text Document 1KB
[ Desktop | Roaming000.svclog SVCLOG File 295 KB
|=] Documents || ServiceMonitor000.svclog 16/10/2018 SVCLOG File 0 KB
& Downloads "] Store000.svclog 17/10/2018 SVCLOG File ) KB
D Music ] Store2Auth000.svclog 16/10/2018 08:32 SVCLOG File 0 KB
S | Store2Web000.svclog 17/10/2018 SVCLOG File 0 KB
= Pictures
) | Store2000.svclog 17/10/2018 SVCLOG File D KB
EVIdEDS i o N
|| StoreAuth000.svclog 6/10/2018 SVCLOG File D KB
“ie Local Disk (C:) = R _ ——
|| StoreWeb000.svclog 1 SVCLOG File 79 KB
inetpub | ] SubscriptionStored00.svclog 16/10/2018 08:32 SVCLOG File 0 KB
Logs
PerfLogs

Program Files
==

i5fT Get-Help Set-STFDiagnostics -detailed LU3KEX Powershell #B1LKE X {EFA Set-
STFDiagnostics cmdlet E9i5EA,

fEREBE A ERERNPRIM P BE) Windows PowerShell, AEESSRAEORIEEUTHRESHUSARER
ERERo

o -All, #E/REZEFPAE LHIFARS M ERERAIIT S

+ -TraceLevel, EiMRERIFAEBMLT, 2iF -TraceLevel ERALTE: Off. Error. Warning. Info 5
Verbose, BIFAIEEERAZHIIE, FEILRERFIRERZER MM StoreFront MMEEE, FRIFFITHRPEHRETBAH
BE, T, FEWER Info 3% Verbose 431,

AR

+ -FileSizeKb, BREEXHBIAR/NL KB Jo &1,
« -FileCount, 7ERERF—RAEFHEIR .
« -confirm:$False, Z£it3H Windows 2R 3F StoreFront cmdlet &R EREEETTo

Tl

EHFEIXBNAFRERSER Verbose HBIMIRER, BHITIUTIRME:

Set-STFDiagnostics -All -TracelLevel ”Verbose” -confirm:$False
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E2H Verbose L3WRERHFIREREF IR BERIPAEIRSHBINE, BRITUTERIE:

Set-STFDiagnostics -All -TraceLevel ”Error” -confirm:S$False

BXIgE Set-STFDiagnostics cmdlet Ki¥4{E 8., #5517 StoreFront PowerShell SDK 3214,

2 launch.ica XM BEEIER

BEEREEZFHITENM launch.ica xtEd, U SMNEB#THRER. launch.ica &/ Citrix Web
Interface 5 Citrix StoreFront BRS3 284 Ao

EEA launch.ica XM BEIER, BREUTSE:
1. EREMREIERSMEILUTEMRD:

32 fii &% :HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\Logging

64 i %4 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\Engine
\Configuration\Advanced\Modules\Logging

2. RETERTFHHEEAE:

+ LogFile=" BEX MR
+ LoglICAFile=true

flgn:

LogFile=C:\ica\ica.log
LogICAFile=true

Hith#R

=

AE:

CTX200126 gt —S R T INEITEARIRIE AR |CA X B F IR FEHR A& Z SN R E B A,

X+ StoreFront F 4k n)ilH 1 THEHERR

ERAUTHEXT StoreFront H4k IR 1THRIEHR.
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SERALRZAE

N =

o

© ® N o

10

MIAEBEFE StoreFront BRSBS2H9&E %
HINER =M E R BB E 4R StoreFront IRAE#HITHER, EXFHER, EBHCTX200356,
KIEERMZ 3589 StoreFront ARz<F4 2 LAk 2,
IR StoreFront fR55282 StoreFront AR5 2RAM—ERS, MHIIRIRFARAHRIFTEIRSS 8. FZIFFEET
F+4& StoreFront fR$32840,
fiBx C:\inetpub\wwwroot\citrix AEF B RHBEMA thumbs.db X, ERBEEIXHUSERLESE: X
HIGER > BE, EFEMTREENX . XHRMIHEE, HEREMEEZRIPIIRIERFG (HE).
FEFRIITARIREZ R, EEAMRSRM
BIAETEARRNRS B EME AT T EEPMER, FREEEENEDRFRE.
BERITHRZ BIEH S5 StoreFront RS 38,
FEIEIEUTIRS:

« CitrixConfigurationReplication

« CitrixCredentialWallet

« CitrixDefaultDomainService

« CitrixPeerResolutionService

« CitrixSubscriptionsStore
ffafk StoreFront BEITHIE B XM,

MRFARKM

1.

£ C:\Windows\Temp\StoreFront w1, T &#M CitrixMsi*.log, HIEREMZEHEIR,

Thumbs.db i5iE]FE: B C:\inetpub\wwwroot\citrix FEF B FRH thumbs.db XS, MRk
BHESE thumbs.db xt4,

RN EFIESXERNRESE: TRRE/&H NMRTH), REEHEoRSS, HFHELE
{a StoreFront fR%3.

TEEHRSSE: RRRE/EH NRATA), HELE.NET Framework 4.5 52 iRAs (THIEEF iRED
BXH).

R CitrixMsi*.log F:&ESEHIZ, BRERSINEHEER > XTRSESEEEE LRAREHIRER
BMERIR. IRIRAER AR TIRE,

MREHEERTREREHEIR, BQE C:\Program Files\Citrix\Receiver StoreFront\logs HF2EEEE
B RS EHEIZESNEAEIR, RBANNESGH TR,

H

S

OBEREAEXHREEEFEUTHEIR:

bi

TRIGEHIZHITEHERE: 3t PowerShell HiR# TERMIIBRAZEEFE, BEEBFILEPREAZEME, BR
BY CitrixStoreFront-x64.exe, AEWEHF— PowerShell X-EFR Lt TXHmSEM > HESRE > i#43
B> EEIEP > IEPBREZ,
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Fhffikk StoreFront

joeg==
E=

F&hfkg StoreFront £5MFAEIEEE,
EERMIFR StoreFront, iEHITILTIRE:

EN#; StoreFront,

fip: Web FRZ 23 .

fipR sz 32 C:\Program Files\Citrix\Receiver StoreFront,

fiB& C:\Program Files\Citrix\StoreFront Install FHIFFEFER.
l

fpRscfE2 C:\Inetpub.

ok w2

EMIER] LLEF %2 StoreFront,
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