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%7 StoreFront

Jun 15,2017
StoreFront EIEMEIEAH O HHI XenApp. XenDesktop ARRERF1 XenMobile ARR2S A FARRRAL {1 & mE AR 2 HREE,
StoreFront MRAI AL EARARRF, FHEREREREED, FARA L EREER Citrix Receiver KX StoreFront RS, K& @K

KE Citrix Receiver for Web 3% 5 ERKiS sRRATRK, FARKA] LA {8 F 128 2 Wi # H fth 3k A Y SRR FARKRER XenApp Services it )RRK
StoreFront,

StoreFront KR EZ &N AMRAREFINK, HENEHFER, AREEHEEFN. TR, FEARENNE RN CGEBES

—HMIAR, StoreFront & XenApp 7.x #1 XenDesktop 7 x FIEARRH, {BRILLSZhRAB) XenApp #1 XenDesktop R& &
.

StoreFront BETI8ThAE

StoreFront 3.11 1%/ B2 E 1 & A KRR,
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B8 8 FXX

Jun15, 2017
LUTRRERRA 39 2B E :

BN StoreFront fRRES E%2%E T Citrix SCOM Management Pack Agent fRN, JT;%FHR StoreFront,

[#DNA-34792]

FHRR, StoreFront SRT BAREY IS Web i mRE, LHRRERTFMAIRA 3.5, 3.6, 3.7 =X 3.8 RITHIFAK,

[#DNA-22721]

FERAXE (X2 GB) XREIERKICEHR StoreFront,

[#DNA-27194]

ToiETE H = 1ERARRRIE Fh {31 FR 19 B @ ERE Citrix Receiver for Web if &, MNREEZ M HEE N ERIRRMRAREE, B2 ER
HAh— M \REREERE — N ETHIRE B DRRARR, R BEEF e BRERE Citrix Receiver for Web 41,

[#DNA-34238]

MERRRNA BE & KRFHRR LA FRH R

The ICA file contains an invalid unsigned parameter. (ICA X4 S & TR D LRSI, )
FHRBRHTHI ADMX X2 FT, RS ICA XHREE RBIRIERA ICA XHRE RER REE",
EE : BE #LC5338 AT StoreFront 3.9 RE®RA

[#LC5338]

Citrix Receiver for Windows HIRRRE {E{EEH StoreFront ER/E FRAERIL,

[#LC6435]

R4& StoreFront 3.0.1000 5% 3.0.2000 /&5, EIERIZEHA FTAMRHARRLL TFRGE R : The Management console is unavailable
because of a root certificate missing, go to verisign and download the certificate - Verisign class primary CA - G5. (F3F it
DIRRN, EEBIEHIEARA A, IRE Verisign 7 TREK - Verisign BE CA - G5, ) BXRRMER, RSREINADE CTX218815,

[#LC6471]

Ki& XenDesktop RF2ARNE EZERYUG MmN, BARUL R AR TE StoreFront ARRERH(E FA BANS (D RRARRAT S sR. 20 RRER LR A 7
I&, Citrix Receiver for Windows BRI TS/ ERINEREMRERE, FETRERKRRUTRGER -

A protocol error occurred while communicating with the Authentication Service. (5 B {3 XRERNE {5KH KKK, )
[#LC6664]
J% StoreFront MhR# 2.5 FREIMRA 3.0.2000 kK, HKR 1603, BRERER, RESRFRAHOXE CTX220411,

[#LC6816]
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o HNREA XML Broker AR IEMRIT, ARMEENEHEARIRARERFANEE, EMEEEZS N EERTH XML Broker RR#0LL,
RN LA TRRSE 2.
YERR AR LFERNREREFSEHE,

[#LC6928]

o IR M StoreFront #EHIEREMNMFENREEELRE T HEIRRERE & (SSPR), REEEMNBEIFAERARELE, mIERAEIRE
B ERFRES,

[#LC6987]
o XKENTE StoreFront #EHIE LB RN A HES KK, HRRUTRGHEE :
E— M EZ N RRZS LRIE KR,

[#LC7428]
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ARIRAPEFELT E XN,

o INREIENFEN TRERERE MaxPasswordAge, StoreFront BRI ARRG A EFTIRFR, 1E StoreFront #, RRARERMA
KRR EFRR BRREARTI R B, ERERLKR, RIEEA StoreFront ARRER £ EFHRK Citrix B EARISARRLL E HTREXRK,

[# DNA-41380]

o NMRBEREHIREXRFEE ID K confirmBtn B7t3R, FARYEIEEER Citrix Receiver for Web, #15R StoreFront B {pKKNE 4
BB B ERE HRRERAHEE—1 ID K confirmBtn HI5t3R, AR IEEER Citrix Receiver for Web, A% 1 B{HRRRER
EEERFRRPFEAEM IDKR,

[# 603196, DNA-22593]

e ERRK StoreFront Rsf5, Studio $#E#IE BERFHFRTT MMCRR, XenDesktop Zi5emfE, BRITIF Studio #HIE (FXR)
HRRARBE AR StoreFront RER, MMC EERTTHAESER, #RAE | EFITFF Studio.

[#655031, DNA-40366]

o {3/ Chrome KREZEHRIENAZF THEA KN, A Chrome RXE3F M XenApp #1 XenDesktop ARNES & #HRiE T SR HIRF
2PN, MREAFAZ AN, RARFIMEITERENRESE — PNk, @RS  BRRRE, UEHREMERNEM

EN 2R,
[# 575364, DNA-22561]

e AppController FHIRAERF, 7£ AppController FRFBINFTEF FIBENRK, f2R753% @ M StoreFront PowerShell 635 R
REE—/MEF http://sfserver/Citrix/Authentication _t # & {5 XxAR REI XA FE 15

[# 599292]

o J&ENIH PowerShell cmdlet EeE & {E HDX B8HI kR, KR&@KIA PowerShell cmdlet {1 Set-DSOptimalGatewayForFarms &g
EfRE HDX BRHK, Rinw KK,

FRRAE
1. £ Add-DSGlobalvi0Gateway i REFEMKEEHERA T RE HDX BBEMRE, FHREHRKKE IR HBARK,
2. {#F Add-DSStoreOptimalGateway 4 AR REMXEE.

Pl -

Add-DSGlobalv10Gateway -Id 2eba0524-af40-421e-9c5f-alccca80715f -Name LondonGateway -Address
"http://example" -Logon Domain -SecureTicketAuthorityUrls @("http://staurll®, "http://staurl2")
Add-DSStoreOptimalGateway -Siteld 1 -VirtualPath /Citrix/Storel -Gatewayld 2eba0524-af40-421e-9¢5f-
alccca80715f -Farms @("Controller") -EnabledOnDirectAccess Strue

[#624040]
o FREHRSHRRARKKK, M StoreFront 2.x FXE 3.x FHRKEIARRANE BEANEUT pnaAuthenticationStartupModule B35

BARMNE BORRE &S, BT REMRRAINEIER PNA H{HRRIRRF] PNA BRESNE N S HRNIRR, KL, XS{9RRERRE
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TEN, ERRDIEENRER, BRTE  MBHREE XM HRMFREE. MRIERT, REREXHRERNAER
C:\inetpub\wwwroot\Citrix\\web.config.

[# 640644]
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StoreFront BT 88 & SRIE LA T S A ERE SR FARITRE] A 85 = AR -

poF ¢ StoreFront 8= 7=HH
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RNE K

Jun15, 2017

ERFIRITRER, Citrix BRIERR T IRREs £ 2N E RGN ERUA, ZEADRStoreFront RARES 2 GB #9 RAM ZEX, RKXXF
SRR EEE 5 MB RZER, R4, & 1000 MREEFRAREE 8 MB K%K, Fif HAbiE ARG HRRNE ff L2518 1F RN &
BEEK,

Citrix BRRK, AL ZIFELTES L% StoreFront :

Windows Server 2016 Datacenter Edition 1 Standard Edition

Windows Server 2012 R2 Datacenter Edition #1 Standard Edition

Windows Server 2012 Datacenter Edition 1 Standard Edition

Windows Server 2008 R2 Service Pack 1 Enterprise Edition #1 Standard Edition

R HFTERTT StoreFront FIRRKES £ FARIRVERRER A, Citrix EERIEIE H LR IERRP L StoreFront, % ARKES 2RE AR
ARRSFVRITHEENREREA, BEGHERNREE, FXHEEZMHIRERIRAFXERER StoreFront fRRZER, R
ERNGRR S LA 2 A RRE, ERMNETERINZERRE, 28 =8N LRRGHNRRETEER, —MRRGERFHRE
ARRES RO F RN E.

fRREs L ARZ2SE Microsoft Internet Information Services (11S) 1 Microsoft .NET Framework, #15RRLE HRRA{E—RE R 3%k
{BRRFE, StoreFront REFEFIFAREARMRN, AEBRERM, WREETE Web IRRES £ %24& Windows PowerShell #1 Microsoft
BIEEEFES (REHR Windows Server BIERR(E) , AR FHEZR L StoreFront, IS A StoreFront FYAENER R 1ERA YRR A IRRER
L ARAER,

StoreFront &RIZFIFRNINATFERY IS Thek, IRRLIRLTNEE, THEAMFEINENSIR :
ERRE¥ES

Web-Static-Content
Web-Default-Doc
Web-Http-Errors
Web-Http-Redirect
Web-Http-Logging
Web-Mgmt-Console
Web-Scripting-Tools
Web-Windows-Auth
Web-Basic-Auth
Web-Applnit

1£ Windows Server 2008 R2 L :

o \Web-Asp-Net
e As-Tcp-PortSharing

XF Windows Server 2012 R2 :

e \Web-Asp-Net45
o Net-Wcf-Tcp-PortSharing45s

1£ Windows Server 2016 £
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e Web-Asp-Net45
o Net-Wcf-Tcp-PortSharing45s

StoreFront FRAL TG OMTEE, REAEHRERI AR H fth RIRKK S RRKKLE i [,

e TCP#%[ 80 #1443 4RATF HTTP #1 HTTPS @15, KA REIRA A T FRIRA SR 4 2RI TRK,

e TCP &M 808 AT StoreFront ARXER Z RANESS, WEAT ML B FIKP BRRATRR,

o MAHE AR HIHm O R FEHRRED TCP i O B T IRNZKA StoreFront ARREFZXANEBS, %k StoreFront X, IFECE Windows
BEKRRK, LASSKRR StoreFront RIRIT {4, BRE, HTFimOSMHLOECH, KR ISR RIRA AR B KRk H MR < E
IEREEARSER TCP ImOMRE.

e TCP im0 8008 K Citrix Receiver for HTMLS £/, RAR, AI{ERIRMRAF A ARA RS RE RS EEAREEFRR
FRITRIE,

StoreFront 15K IPv6 FARFINKKK |Pv4/IPv6 RFFREE,

ERRRE K
Citrix BXR, £S5 LT Citrix Réa b4 — 2 ARAT R 4K StoreFront B2 #F,
Citrix frRX2Z5E Kk

StoreFront RARE ISk B U TREMNEEFRBARFEREE—E,

e XenDesktop

e XenDesktop 7.14
XenDesktop 7.13
XenDesktop 7.12
XenDesktop 7.11
XenDesktop 7.9
XenDesktop 7.8
XenDesktop 7.7
XenDesktop 7.6
XenDesktop 7.5
XenDesktop 7.1
XenDesktop 7
XenDesktop 5.6 Feature Pack 1
XenDesktop 5.6
XenDesktop 5.5
e XenApp
XenApp 7.14
XenApp 7.13
XenApp 7.12
XenApp 7.11
XenApp 7.9
XenApp 7.8
XenApp 7.7
XenApp 7.6
XenApp 7.5
XenApp 6.5 Feature Pack 2
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e XenApp 6.5 Feature Pack 1 for Windows Server 2008 R2
e XenApp 6.5 for Windows Server 2008 R2
e XenApp 6.0 for Windows Server 2008 R2
e XenMobile
e XenMobile 9.0/App Controller 9.0

NetScaler Gateway 23K

3 FA KR B FARET LA F LA R R 4B NetScaler Gateway ®X StoreFront,

NetScaler Gateway 11.x
NetScaler Gateway 10.5
NetScaler Gateway 10.1
Access Gateway 10 Build 69.4 (AR A SR/RIEEE BRFAFEFHIRER)

Citrix Receiver for HTML5 &3k

1N R RRKI 2 3 FAR(E FA 7T Receiver for Web i 25 _ER{THY Citrix Receiver for HTMLS IREEFHIRARERF, FEREUTEK,
RFAREZEMIRREE, Citrix Receiver for HTMLS XXX FRGFATE MM S @AIRARERE,

XenDesktop 7.14
XenDesktop 7.13
XenDesktop 7.12
XenDesktop 7.11
XenDesktop 7.9
XenDesktop 7.8
XenDesktop 7.7
XenDesktop 7.6
XenDesktop 7.5
XenDesktop 7.1
XenDesktop 7

XenApp 7.14

XenApp 7.13

XenApp 7.12

XenApp 7.11

XenApp 7.9

XenApp 7.8

XenApp 7.7

XenApp 7.6

XenApp 7.5

XenApp 6.5 Feature Pack 2
XenApp 6.5 Feature Pack 1 for Windows Server 2008 R2  (FFE{ERFEF XA650R01W2K8R2X64051, FIMELTFRIET
K : http://support.citrix.com/article/CTX135757)

RF BRFRABIRFEFAR, Citrix Receiver for HTMLS Z#@REL T AR AHI NetScaler Gateway MR EAHIRFATEF .

e NetScaler Gateway 11.x
e NetScaler Gateway 10.1
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e Access Gateway 10 Build 71.6014 (ARABSRREER BERMAIEFHIRET)
KT X NetScaler Gateway RiEMI AR, Citrix Receiver for HTML5 ¥R FRGFFIREHN S EARARF,

e XenDesktop
e XenDesktop 7.14
XenDesktop 7.13
XenDesktop 7.12
XenDesktop 7.11
XenDesktop 7.9
XenDesktop 7.8
XenDesktop 7.7
XenDesktop 7.6
XenDesktop 7.5
XenDesktop 7.1
XenDesktop 7
XenDesktop 5.6
XenDesktop 5.5
e XenApp
XenApp 7.14
XenApp 7.13
XenApp 7.12
XenApp 7.11
XenApp 7.9
XenApp 7.8
XenApp 7.7
XenApp 7.6
XenApp 7.5
XenApp 6.5 Feature Pack 2
XenApp 6.5 Feature Pack 1 for Windows Server 2008 R2
XenApp 6.5 for Windows Server 2008 R2
XenApp 6.0 for Windows Server 2008 R2

FARRRE 5K

HHNK: 2017 2 H 22 H

StoreFront 12t TRE ARG A HAKKE C WL EmARETER, Citrix Receiver FART LUEBR Citrix Receiver IRAAMENE, thel L
55 Web RR25 ZK Citrix Receiver for Web 4 s SERRRAA RS, BT AL % Citrix Receiver (EEBFHF A HTMLS5 BY Web RR25H
FAR, #&RALATE Citrix Receiver for Web i s ERFA Citrix Receiver for HTML5, {FXLE FARET LAE#E1E Web KRES HRRS E FIRFETE
=28

BRI £ ERRE AREHERE S8 Web krEs (EEBRRE @K =) ERRE @, BFRIT Citrix Desktop Lock BIE 1A
M REIRAER PC LURTTEARMIBAR Citrix FXifm, FARXRIER XenApp Services URL RiTRIEE SRR &

INRE | AR RYIREZR, KT Citrix Receiver for Windows 24, REBRERNIEHE. INREB AR Microsoft
Application Virtualization (App-V) %, R&EZERZLSZZHFH Microsoft Application Virtualization Desktop Client k48, & XK
RER, RBREENNAEF, ARTFIENR Citrix Receiver for Web ik smRREZHIRFE R F K App-V 51,
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REFTA ARRENE B 2 R R 1FREM RERMER,

XA Citrix Receiver MIRFEFEIE BOE K

AT LAMERA LT Citrix Receiver iR A @RISR FKREEF] NetScaler Gateway 3RRR StoreFront RFEFE., BILAEF NetScaler
Gateway {41/ X ERIHKKER NetScaler Gateway RITR#E, ERIFTER StoreFront K— Citrix Receiver {AR, {#ARARA
Z /DR Citrix Receiver for Windows 4.3, RSRZ F5K—H) Receiver (4K,

Citrix Receiver for Chrome 2.x
Citrix Receiver for HTML5 2.x
Citrix Receiver for Mac 12.x
Citrix Receiver for Windows 4 .x
Citrix Receiver for Linux 13.x

18K Citrix Receiver for Web i SRKKRF E &S B & K

ERFARMEEALLT Citrix Receiver, ##{FRRIN Web MREFHIRE, MAHIFIKREEFIER NetScaler Gateway 3R Citrix Receiver for
Web i 52, "TLAfEFE NetScaler Gateway 1&E 4 T ERIHRKEAR NetScaler Gateway RITR#EE,

e (itrix Receiver for Windows 4.7, Citrix Receiver for Windows 4.6, Citrix Receiver for Windows 4.5, Citrix Receiver for
Windows 4.4, Citrix Receiver for Windows 4.3 L& Citrix Receiver for Windows 4.2.x
e Windows 10 (32 fir#0 64 fiLhiiA)

e Microsoft Edge

e [nternet Explorer 11

e Google Chrome

e Mozilla Firefox

Windows 8.1 (32 fiz#ll 64 firhkA)

e Internet Explorer 11 (32 firfE=)

e Google Chrome

e Mozilla Firefox

Windows 8 (32 fir#0 64 firhii4)

e Internet Explorer 10 (32 fi&E=)

e Google Chrome

e Mozilla Firefox

Windows 7 Service Pack 1 (32 fiI#0 64 fZhRA)

e |nternet Explorer 11, 10. 9

e Google Chrome

e Mozilla Firefox

Windows Embedded Standard 7 Service Pack 1 5% Windows Thin PC

e |nternet Explorer 11, 10. 9

e Citrix Receiver for Windows 4.0 #0 Citrix Receiver for Windows 3.4
e Windows 8 (32 fii#1 64 firhRA)
e Internet Explorer 10 (32 =)
e Google Chrome
e Mozilla Firefox
e Windows 7 Service Pack 1 (32 fi#0l 64 fiIiRA)
e |nternet Explorer 11, 10. 9
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e Google Chrome
e Mozilla Firefox

e \Windows Embedded Standard 7 Service Pack 1 #1 Windows Thin PC
e Internet Explorer 11, 10. 9

e (itrix Receiver for Mac 12.0

e Mac OS X 10.11 El Capitan
e Safari9
e Google Chrome
e Mozilla Firefox

e Mac OS X 10.10 Yosemite
e Safari8
e Google Chrome
e Mozilla Firefox

e Mac OS X 10.9 Mavericks
e Safari7
e Google Chrome
e Mozilla Firefox

e Citrix Receiver for Linux 12.1 #1 Citrix Receiver for Linux 13.x

e Ubuntu12.04 (32 1) #114.04 LTS (32 1)
e Google Chrome
e Mozilla Firefox

1BK Receiver for HTML5 KX EFIXA R FHE K

EEXFRE A LU TR/ RRF0 Web K28, 18R Receiver for Web i s _ERTTH Receiver for HTMLS MR EHIRFAEF, PEBMIRKEE
#IBK NetScaler Gateway RITHIRIEIIZ X HF. B2, RTFMMIEBMRREZAIRSE, Receiver for HTMLS K3z RiRiF ERGR IR HEHIKIR
RITRR, b, BEEBRERAR NetScaler Gateway F FARMERPMIRLAARITREE, BXRE S, RSREMNE K,

o X253
Microsoft Edge
Internet Explorer 11 #1 10 (XBR HTTP ®#)
Safari 7
Safari 6
Google Chrome
Mozilla Firefox
o E{ERK
e Windows RT
e Windows 10 (32 fir#0 64 fIhRA)
Windows 8.1 (32 fii#0 64 fiIkRA)
Windows 8 (32 fir#1 64 firhii4)
Windows 7 Service Pack 1 (32 fiI#0 64 fiLhRA)
Windows Vista Service Pack 2 (32 fiI# 64 fIkRA)
Windows Embedded XP
Mac OS X 10.10 Yosemite
Mac OS X 10.9 Mavericks
Mac OS X 10.8 Mountain Lion
Mac OS X 10.7 Lion
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Mac OS X 10.6 Snow Leopard
Google Chrome OS 48
Google Chrome OS 47
Ubuntu 12.04 (32 fi1)

TR E RN, s XXX A s B B SR

ERARER LT Citrix Receiver, #/ERRF] Web MRZFHIRE, MPAIZEMKNRE MRKIG =, T2 $FER NetScaler Gateway RTR
%,

e Citrix Receiver for Windows 4.5, Citrix Receiver for Windows 4.4, Citrix Receiver for Windows 4.3, Citrix Receiver for
Windows 4.2.x LAK Citrix Receiver for Windows 4.1
e Windows 8.1 (32 i 64 fIkRA)
e Intermnet Explorer 11 (32 fu#&=)
e Windows 8 (32 fir#1 64 firhix4)
e Intermnet Explorer 10 (32 A=)
e Windows 7 Service Pack 1 (32 fii#l1 64 firik#A) . Windows Embedded Standard 7 Service Pack 1 8 Windows Thin
PC
e Internet Explorer9 (32 &)
e Internet Explorer 8 (32 A=)
e \Windows Embedded XP
e Internet Explorer 8 (32 fiIfE=)
e Citrix Receiver for Windows 4.0 8% Citrix Receiver for Windows 3.4
e Windows 8 (32 fir#1 64 fiLhRA)
e Internet Explorer 10 (32 fi#&=)
e Windows 7 Service Pack 1 (32 fiz#ll 64 fizhkA) . Windows Embedded Standard 7 Service Pack 1 8 Windows Thin
PC
e Internet Explorer9 (32 A=)
e Internet Explorer8 (32 fr#&E=)
e Windows Embedded XP
e Internet Explorer8 (32 fir#&E=)
e (Citrix Receiver for Windows Enterprise 3.4
e Windows 7 Service Pack 1 (32 fii#0 64 fiifkA) . Windows Embedded Standard 7 Service Pack 1 5% Windows Thin
PC
e Internet Explorer9 (32 A=)
e Internet Explorer8 (32 &)
e Windows Embedded XP
e Internet Explorer8 (32 &)
e (itrix Receiver for Linux 12.1
e Ubuntu12.04 (32 {i)
e Mozilla Firefox 27

1R XenApp Services URL KKK FH & & B9 5Kk

AT LAME A LS HHBIRRAE Citrix Receiver iR AER XenApp Services URL RRIHAER FRA Y StoreFront RS, b4, EaTLL
FERAA R EMRNG A HERIG (Citrix Receiver for Linux 12.0, XPRAIERRIKRIEE) &K XenApp Services URL RRRFAFAfE, 0%
X #F, AILAMER NetScaler Gateway #aE{4H X ERIHKKER NetScaler Gateway RITREE,
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HEFEXK
Citrix Receiver for Windows 4 X 58 FRSFANER

Citrix IG5 EEE R EREAFEF (CAC), BERRAEMBRAATZA N AZHER (NIST PIV) TR IFEL USB BREFHEMFREMRIT TR
K, ALMERRAE USB & F /&£ O (CCID) BSEFH HEE Zentraler Kreditausschuss (ZKA) BRN“1 K& B ER-F 23 i XK
FE%. ZKAIREMANFREEZAMEERE FIEARRSRP. FXFEMRENEREFRFER, SEF20RFsE (EBRA PIN K
K) . FEEFEMARFRRETFTAEEEER (TPM) & HEREREFR,

RF Windows M, REFHEFHIZFFETF Microsoft ™ AREHNL/EBEF (Microsoft Personal Computer/Smart Card, PC/SC) RAER
3B, HEEFAEREFRFAUNZRMERRZ FFH B WEI Windows FEHRR, HREEERK,

BXE Citrix ZRBEMWE R ENPREHRE S, XSR XenApp #1 XenDesktop SXHEHHIE UK
http://www.citrix.com/ready,

SEL RS EHEFRASFERANER

RFEHSmmELKRIT Citrix Desktop Lock BIE A PC BIFR, K% % Citrix Receiver for Windows Enterprise 3.4, = BERRE
BER B, TERTAHAE Windows ®XE, RTLAER Citrix Receiver for Windows 4.1,

X NetScaler Gateway R{T & {3 KRAY K
3 FA IR ERES BE R RIT S ARREY AR, ATLAE A LU ThRAR NetScaler Gateway ®X StoreFront,

NetScaler Gateway 11.x
NetScaler Gateway 10.5
NetScaler Gateway 10.1
Access Gateway 10 Build 69.4 (M A SRR1EED EXF 2 FHIRER)
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XX! StoreFront &

Jun 15,2017

StoreFront {# 8 Microsoft Internet Information Services (I1S) LR{THI Microsoft NET BRI HLISRIRR & — AR
5, FEETHBARK, StoreFront 5 XenDesktop. XenApp #1 App Controller B3 ZB5E MK, NFARKIZHER—MEBIRS, LARRK
HEmARERER,

StoreFront @ &L FR/DREE :

o SNENARNETRFARKIT HHRK, fHHEAERKK Microsoft Active Directory, MR AL EEFH EREN TS C S EHIRATE
F. BXRER, RERARNSHRK,

o NAMEMRIFIRE XenDesktop. XenApp #1 App Controller RS EMRATRR. FARER Citrix Receiver, Citrix Receiver
forWeb s, SERKIL=F] XenApp Services URL RERFARE S, A XRRE R, RERHRKNNN,

o XXX S ARRKRFARR AR F2 P RRAIRRIE B H BT HRR, LUBGRRMH—BBEHF AR, B XIBNARMARMRRE R, RERLARAE
X

StoreFront ATLATERA IRRES ERITECE, tRAILIEERLRRIEREE, ZRRGBHMENMBRHANEE, MEEEREEHNTH
M, StoreFront FYRERZ (A RRKA] s (R 5 FARR A 12 FRRAVED & {8 S FINNME B FRERRSERP AT B IRNEs £, FHERLIRRIZRZK
S, REKEFIR StoreFront IRRZFFETMAIRE AT, FARALARRE R RORRSREREREE, AR, SR ENIRRES LR
B B FIRKEL IR T AR 2SRRI B RRE N B R 1, MR RERRSBEEFHNNES, EE, WRRRFJEFRVBRERANS, EHRR
BEEBEN. MREREGHNE, ZEERIRNE:, TLUEHRRES EZ4 StoreFront, RABMERINEIRG RRAEZNF, FHARRSST
TE 10 A\ RREZNK B KEC & F 5 #7 FAKRIR R 2 F-KK,

TRR T 28 StoreFront £F &,
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3

HenDesktop

Hendpp
a MetScaler Load n
Remote user Ualizrizy oElEmeEs StoreFront
App Controller
-
b Y
Local user

Active Directory forest

KX 7

KT L RRERERE, FEFM NetScaler 5% Windows FIRKR & ER {4 KRR BRRRT AT, AT LARARKES 2 KA HK RERF B B KKK
1B, LUREAREE, A% NetScaler IREHHRE R, RBRKTA, HX Windows MKKRTEAMRRE R, B5K
http://technet.microsoft.com/zh-cn/library/hh831698.aspx.

RFEAERT LA AR EHHRERAERE (flil, JAERE—BRBENRNER) , ERERKAERRRTEE M
StoreFront KiXE| XenDesktop U= #1 XenApp R, RfEFAEBNE XML REFFNER—HEAHRRTEE LR, B0 NetScaler,

NREEE T SSLRIERRTEA2S, HBEEZERITHIEDR, XA LU#EA PowerShell cmdlet Set-
STFWebReceiverCommunication,

K& :
Set-STFWebReceiverCommunication [-WebReceiverService] [[-Loopback] ] [[-LoopbackPortUsingHttp] ]
AWREIE :

e On - #7 Citrix Receiver for Web i 52 BY2ARR, Citrix Receiver for Web R HEEZA URL B9ZER (HTTPS 2 HTTP) MmO
5, EFENEBRRG P it L5 StoreFront Service RITiBE, HRER FRARREZERE UK BB I SSL HIERRTFET2ZAIER
Z.

e OnUsingHttp - Citrix Receiver for Web {3 HTTP FR([D] IP #iik 5 StoreFront Service RIT @15, NRMEFEAMZ SSLRLE
KRFEATER, RXRIR, b4, MRmOFZRRERA 80, RARIEE HTTP tmO.
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o Off - kRIS =KK[E, B Citrix Receiver for Web {# 3 StoreFront £7 URL 5 StoreFront Service @1E., MBRITRAFAR, X
& FA Tkt o BB 3B A T B BARI,

BN, INREFEANE SSLRIERREELS, IS BB HTTP #HigO 81, F A Citrix Receiver for Web i SRV IE 2R
/Citrix/StoreWeb, RaJLAR{TLAT fn453REZE Citrix Receiver for Web b5 :

Swr = Get-STFWebReceiverService -VirtualPath /Citrix/StoreWeb
Set-STFWebReceiverCommunication -WebReceiverService $wr -Loopback OnUsingHttp -LoopbackPortUsingHttp 81

KER, WRXARKEFEefdE A Fiddler ZE[ Web 2 T B 3k ##K Citrix Receiver for Web & StoreFront Service z REIRRR £,
Active Directory ¥ E =N

RRARRARERE, B LATERIIAIGBIARNES =% StoreFront ((EELTHEEFATR) ; &K, StoreFront ARXEFMHEREEE S S K
KRAY Active Directory 5/, HEREES ARRFEEREEXRESD, RIEERA TR FHERNZERK XenApp 1 XenDesktop
U SR ThRE, RAEYFTAE StoreFront ARRES WRAI F R — i,

FARRIE

EAERRIEH, Citrix BRER HTTPS LUAR StoreFront 5 BARRRZRABER L, B{EA HTTPS, StoreFront EXRIGFHEE S 9K
RARRFNHE ARG R 1S REIEERSZ I HTTPS, MNREESEMN IS BLE, StoreFront fFFEHE HTTP RIT@(E, FTLABERM
HTTP BEeR HTTPS, REMER IIS &S arEN e,

N R IERK L 35 M ERPIRA SRR StoreFront, REEFA NetScaler Gateway ERRFZ AR R £ HIRE, B LIIE BRI ZRER
E NetScaler Gateway F{# A ARIF NetScaler Gateway 522 FAFIAER MIKRIT 2@, REAER NetScaler Gateway BERRRE &
StoreFront ARX23HY Active Directory #k,

%4~ Internet Information Services (I1S) Web 4 s

StoreFront RAREFEEA Windows fRREFEIARME IS Web i = EEREMRAREE, UMEEMABEHEERENEN R AR
RXE o

B, MRERD Web bR (FAR Web U5 mFRH) o 7 IS FREZ D Web Ui/, RfERA PowerShell SDK EEHEA IS Web
I RAHPREE— StoreFront F. BRI IS PRE Web i RMIKRE R, RBR How to set up your first 11S Website (#1{aIRE
1ERIEE— IS Web BEmR)

X : StoreFront 1 PowerShell & AEERIRIT FF. £ PowerShell #2415 & StoreFront BLEZ A, RIARAKN
StoreFront EIEI%HIE, EK, $TH StoreFront #ZHIE& 28I, ¥XKPowerShell BIFFERH,

= REERA IS Web Ih R E23E - — MR TRARRE, —M"HTEM@.

1. Add-STFDeployment -SitelD 1 -HostBaseURL "https://www.storefront.app.com"
2. Add-STFDeployment -SitelD 2 -HostBaseURL "https://www.storefront.desktop.com"

StoreFront RTERKEI % ik RRE A B G & FHFRRR/RR —FH Bo

BRWER, RERLEMECE A,

AR

StoreFront ARRERRSZ #FHY Citrix Receiver FAREEUA T A A B9FE 4 F ARERBIRK, RIFERBIARERER, MREFKR 100 TE

RFMIRAREF HIR—FR]RE, TE—A StoreFront ARREFLUERE/N\KRFE %K 30000 /> FARREE, EXNARNES &K BRI 1E BRI
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Intel Xeon L5520 2.27 Ghz XIE 23 ARK2S FR/TEYER CPU,

EH/IRA%K 60000 PERKE, EE—NESREEEMCNERZEHRREER ; EE/\WRA %X 90000 M NE, FE=1RS ;
E&/\RAZK 120000 PRE, EEOMNE ; 25/ \RRASZR 150000 PMRE, EERAMNE ; E5/\XRAZR 175000 MRiE, £
BEARME,

Rel LLBRE RRP OB E % EX CPU EIBIIREG StoreFront fRRESHEM = : E&/\WXE %K 55000 MARKE, TESEMUER
CPU, E&/\RXF%K 80000 MNAME, FENHB/N\MENCPU,

ERREREAIRRES S ES 4 GB N7E, {FM Citrix Receiver for Web R, MROEERNESN, RARENARMEIMRESE 700 FX
R71E. 5EH Web Receiver —K, f#F Citrix ReceiverR, BR7T AhRAB StoreFront BIERN 4 GB REEK A, RISNIERRNIRE
AR EMRERA EF 700 FRETE,

HTFENERERS ERERTRRBEMER, BRRGEE/EFNARER TSR TN TF EREF,

BE . —/IRrBRP T ERREF VR FHEBEMNMAE, FXFTELMIRERRATXIERER StoreFront ARRZFN,
HBEERER

StoreFront RFEFE[SE 5 2@ {5 HARKES 2 MERS BN, E KK, MRS RRERSKELFE, =T LUFE R RS BB E EREE
TR, IMRIBEFBNE, StoreFront FFRERIE—E RRES HR— G RNES, Hla0, XEH FHERRZN BN E S & IRREEK
FEEH.

IR 5 EERAHEK, StoreFront [FE5£F BEXRRLUERS IRRES M HKN, 7E MR IRRES B AT S A E U R RE HRERRIE R T, K
wREEF,

Citrix Receiver for Web thE — M BRRE, FF 14l Citrix Receiver for Web i S Z AR FI S /F HRRAIRK, 5 I HBRRERNA T
ETRAMEEBRNK, BREEN BRAEHR, {8FARFTRRAERA LK, BKESE, ANEXEE, 8BRS RIrsfEaT AL
Mz,

B RREBEBRIE R, REXIE/SBRIFINA]ERXR HFE (= BRIEFRRF ERR 2,
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FH XIXIXIXIX

Jun 15,2017
FARAT LUERPYFh A B B9 75 55RK StoreFront RFEE S .

e C(itrix Receiver - BB FEAMA Citrix Receiver B FARA] LLER Citrix Receiver FARSRERK StoreFront RFAFE, &R Citrix
Receiver RXRFEfIE, AT LURH R ERN ARARIIRIAHIIIEE,

e Receiverfor Web lifs5 - B Web RRE3HIFARA LLUBKKKE] Citrix Receiver for Web 4 55RK StoreFront RFEREIE., BARIG
RTE, ARFEEEEHRBRAM Citrix Receiver, FRERE@ARARERF. B2, EALUF Citrix Receiver for Web i s Bt ER
ARARFERS HTMLS AR KRERE, A% Citrix Receiver, KEFNARIER, BARIER TIFRRARERE Citrix
Receiver for Web 52,

o SETENNUL A - ZRANA IS = ERRAY AR A LOUBKRK_E B Web Mrgs (EE BN S FEAREERKIGR) REEm, X151 H
Citrix Studio R XenDesktop EBEREE 7 — MRAREIER, BARISNR T FRRKA 5 RE — 4 5= EmRKG .

e XenApp Services URL - fEFRAT Citrix Desktop Lock IE M A EEIRFER PC AR, LARFERITEARKIBAR Citrix
ERiHHI AR, o LAEARAEER XenApp Services URL RRRFAIE, REEFTRAMIER, fFBAXRA XenApp Services URL,

TRRR T FARA] A €K StoreFront RF S IS AIRK :

Citrix Receiver Web browsear Receaiver for Ciltrix

{optional) Web site Receiver
User device
Store
Citrix 2 2
Receiver and

Citrix Desktoj Web browser Desklop XenApp
Lock r Appliance Services

ele site client

Mon-domain-joined desktop appliance StoreFront

Citrix Receiver

M Citrix Receiver AR ENKA A ER, A IRERENBRARFIRIAMIIIEE, B X7 BT LR A RRKAE & E R Citrix
Receiver ik A, RESRAREK,

Citrix Receiver R RERFAER URL /ERIER=, BERKKNRRLE (SRS, Citrix Receiver B LA E FIRE & SREE A=) /22 AR,
RS ESRAREFR, (IEE RN HRNRRES, LUERERE ERMIRERRE 2R ER Citrix Receiver, RfE Citrix Receiver
BERFA{RTE ARE H XA R SR BIEFH ERR R, BXRER, RBREEE(ENA,

REE, WRE AR AR £ KA TR R S BIRERR(E B Citrix Receiver RITELE . A LLBRUL T AR 2 —F AR AT
ERER, MKt AR BRI,

EE : BRIERT, Citrix Receiver BEH A HTTPS RMERFAMIE, AR StoreFront RECE HTTPS, ARVIRITEMEESK
SEMERE HTTP RiE, Citrix RZVERNS B ERRE PRAEE A StoreFront WAL £ ARKIE, BXKKE R, KRS Citrix Receiver for
Windows X#E /R @& FH e 5172 HE0E 1% 2% Citrix Receiver for Windows,

B 4
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A RFARZ EERS G, HhaEnAmERREES R, E%% Citrix Receiver i, FARATLUTFF or 33, BRRKA S B ER
R, BARERT, Citrix Receiver for Web ifi saRFERIZ HRIBRSUARSE F T ih sR FTRREIR-PDRAA R G . 80T UG 5| RN E 78 ERRAIR
FA/aE FXNAY Receiver for Web s, FMREETE S FRIENSE, 50E&, NTREESMRAEES], ERILUER Citrix StoreFront
BIEEHAERENDTE 1 HNZ MRS HIRERE RREBRS A, BEE T LUERE X HSRERF AR, BXRER, RESRXARK
H R P IR BRSA

BX4 B HINE URL

RFRIT Mac OS BIFR, ETLUER Citrix Receiver for Mac Setup URL Generator K & SR B ERRNE(S S URL, &k
Citrix Receiver f&, FARAILARKR URL, LABEKXRFAFEEERENR, ERTEHARARENRRER, FEKR A SRRARE URL,

FNECIE

B SRR FARAT LUBRTE Citrix Receiver MRARF IS URL SRREEFTRR, BN NetScaler Gateway 10.1 #1 Access Gateway 10 KX
StoreFront BIRFE FARAT LARARK URL, Citrix Receiver 7£ &R B S RIERNER A 5 FIRKEC B 15 2. KT @K Access Gateway 9.3 11
BIREE, ARG TEFRER, MmerEREREMEAAE, ELER, BERCtrix Receiver 314,

EH FRFRE BN

BEURIERR E %% Citrix Receiver B9 FARA] LUBRR AR FRIGF UL RRERR, RiteFAREM Citrix Web i s R ER KA HEE Y
Citrix Receiver FRRE FRT Citrix Receiver, f&ALAFE Microsoft Active Directory 154 =K (DNS) fRX23_EX NetScaler
Gateway =% StoreFront EBEBRRRALE (SRV) EAL2RRRK, FARTERERMAEEMWRRE R, mRFBETE Citrix Receiver #1aES
BRIZFRARR TR, Citrix Receiver {5 SRF R ik fr 15 E HYISATRRAT DNS ARREERFR, FRGERIE SRV RIFEKRA HIRK
ER, #AfE, FARSER Citrix Receiver RS ATRRKA S Y5 R,

fid i B T RFRYE- FIRKKK

A LABS B A TRFREGAIRRRN, LU SE— RIERR L %% Citrix Receiver B9 FARA] LLBKRARFRE Hitik ERE HKR, 08 M Citrix
Web I sk NERMIRA Y Citrix Receiver FRRE FR Citrix Receiver, RFARNTGFE 18 HR A S HIRKRRYE B A1 REMEE Citrix
Receiver, #NE8 Citrix Receiver R MIERIEMAIE (6140 Receiver for Web i55R) TREY, KA LAEAEFRFREMNRRK, KT
&, M Citrix Receiver for Web TRH ReceiverWeb.exe =k ReceiverWeb.dmg R~ FAREBERMAMEISE. FAR(YIA AT LUE R R iR
K" FHRA HRFRE it

TEAAEBNIZAH, Citrix Receiver 212 AMRARFRY i sKRAEENE URL, FARRARFREMUEE, Citrix Receiver & SRFRM
ik AR5 E RIS ATRREY Microsoft Active Directory 154 =R (DNS) ARREFRITRSR, LIRS FAREIRKAE o AR RIS 51K,

Z /il Citrix Receiver R1E FARMIRFR{ iR o] FARA RS, RIE DNS ARRER EEZE NetScaler Gateway =k StoreFront HIRRR
fI& (SRV) EfIESKERK, {EXRE A%, AT ER discoverReceiverdomain“fIfRRES EEFZE StoreFront, HEf domainRE S
FARBR FREERRA I, tNSRIEIEE P ARILE SRV R, K Citrix Receiver §5HE 584K discoverReceiver BIREH], LXK StoreFront
ARXES,

fRARTE NetScaler Gateway RSk StoreFront ARRER EZRZEB WA ARREERN, F BERFA & FRFRAFIRKRK, 5 A ARKRA 52 2R %
REM, BREHREARMGR RREGESFEAENFEAENAELMFZE (BT discoverReceiverdomain) BIRK, HA domainRE &
FARFIRFRIFRRAT, RIA A LARE & FARBIRFRFRRAT IS B R ATRY, (B2 WRE SHRARRA MR £ RIS ARES B R, 1
A LAfE F AR FROERRAR B i A H fthkw, {822 Citrix Receiver 88— RR#EZ| StoreFront fRREIN, FARSTE B — NRE SRNAE,
E FRFREHIRRRRA B 51 (0] H R S 9RR— 25 A,

BERMERFIRA ERRITREE A AR 2 FRFRE AN, KKK NetScaler Gateway BEZEBRRAY StoreFront RIEE R, BHXRIE L,
RESR(FE & TRFRIG ARSI StoreFront,
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¥ SRV KRZAINE DNS ARXER

£ Windows i FEFREER TR, ABEEEE T B X4XHRK DNS,

£ DNS EE B HNARB KRS, FEIEMSR AR XSGR, 7% ERERAR, FRRE fth#H KX,

TERR KA KAE 1, KRBRRAGLE (SRV), FA fENKKEER KK,

EFH B ORRRMERRKE S, RAENR _citrixreceiver,

TERRIEFRRAR _tep.

Rt IRRE EMAER, LA servername.domainport =18 7E NetScaler Gateway KX (F FRIRZ FFAthFIRFE AR) =X
StoreFront fRR2S (ATFRIZEFAMAN) MTLEEMSEEZ (FQDN) MixO,

INEREE R ERSIERZRAISER DNS IRRES, KAl LAIERER DNS RRE: LiRI1—53I5E StoreFront ARXES FQDN B9 SRV &K,

TEA ERARNER £ R INR—SR4EE NetScaler Gateway FQDN B SRV KR, @RILECE, 7 LARA i AR StoreFront KXE R,
TRFE FARIFE UL NetScaler Gateway RIS 2.

o vk wnN g

7. SNRRX NetScaler Gateway RRELE 7 —4& SRV KY, KR RREDE {452 FRE ¥ StoreFront REERRAE RRINE
NetScaler Gateway &,

Citrix Receiver for Web it £

BEFZA Web MR350 FART LUBKRR Citrix Receiver for Web i s2KK StoreFront RFAFIE ., NMEFRARIER, 5 EXKRAHEERE
—™ Citrix Receiver for Web s, Citrix Receiver for Web i 52 B9 BAKER & 5K FARNRZ £ A A Citrix Receiver, FHERK
BHoOMWEEHRARER. BXaHATFRR Citrix Receiver for Web i 5284 Citrix Receiver ] Web RRERE HIRRE R, RSRANKKE
*O

BB R T, HAKERKIT Windows 2 Mac OS X BIREHLEK Citrix Receiver for Web 5K, Ithih s SIRRAfS E AR E 2 BB %
% Citrix Receiver, I0RKRARZ Citrix Receiver, RRIFIRTANTRHALZLEERATFTHEAH Citrix Receiver, ERRTRALER Citrix
Web 4R, {BIEMBAILUFRE XS HIE StoreFront ARRE:, FHRARRHRL AR H, BREAMER Citrix Receiver £ X
f, EETLAS ik R S EER A {6 A | H B Rim A AR — e, S AREIARRES LRIARAN, B XECE Citrix Receiver for Windows #1
Citrix Receiver for Mac #PEMRRIE B, RBRECE Citrix Receiver for Web 553,

Citrix Receiver for HTML5

Citrix Receiver for HTMLS5 52 StoreFront B9—/ R4, ZARS Citrix Receiver for Web i sR#85E ., "I LATE Citrix Receiver for
Web i 2 ERF Citrix Receiver for HTML5, LAMETTiEZREk Citrix Receiver B9 FIR{BABERRIRERIR, £ Citrix Receiver for
HTMLS, FRRTLAE#EF RS HTMLS B Web REHRRR EFIRARER, MERRE Citrix Receiver, REIARE, FRIFR T
A Citrix Receiver for HTML5, A %R Citrix Receiver for HTML5 BIRR(E 2, RSK citrix-receiver-download-page-
template.html,

E{FF Citrix Receiver for HTML5 KNE S EHREREF, ARNRERAFER HTMLS BIKEsRR Citrix Receiver for Web b5,
AXALLE Citrix Receiver for HTML5 —#245 FE BY3E/E RRF] Web RRZZHIKRIE B, REXFARKKE K,

MEBMRFARFNER NetScaler Gateway R¥EHIRFE AR AT Citrix Receiver for HTML5, RF 3B AERMRAIREE, Citrix
Receiver for HTMLS5 Rz R Citrix Receiver for Web ih R X FH— & ARRATIREHN KR EFIRAEFERTK, NREEEE
StoreFront KXK Citrix Receiver for HTML5 /FRRK, RiEN NetScaler Gateway Rz FARET BERRRE FNSh, 75 B R E R A #Y
NetScaler Gateway & Citrix Receiver for HTML5 £ & A, BXMER, RERENNE K,

RFAEMRF A AR, BARIER 22 18R Citrix Receiver for HTMLS BX XenDesktop #1 XenApp 12 HIRIR, EfRfER
Citrix Receiver for HTML5 A RREEHRATERF, DRIEER XenDesktop #1 XenApp fRRE: XA ICA WebSockets RiZSREE,
TR IE BB AR H fth FIRRR S RRRAE SRS S $5 B Citrix Receiver for HTMLS %0, BXRRIER, RER WebSockets SEHERE,

ZRIE R T, Citrix Receiver for HTMLS SEFRRZKE FRE@AREER. B2, YANBERHRES R FEA Citrix Receiver for

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.24


http://docs.citrix.com/zh-cn/storefront/3-11/system-requirements.html#par_richtext_9
http://docs.citrix.com/zh-cn/storefront/3-11/manage-citrix-receiver-for-web-site/configure-receiver-for-web-sites.html
http://docs.citrix.com/zh-cn/storefront/3-11/system-requirements.html#par_richtext_9
http://docs.citrix.com/zh-cn/storefront/3-11/system-requirements.html#par_richtext_7
http://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-9/policies/policies-settings-reference/xad-policies-settings-ica/xad-policies-settings-web-sockets.html

HTML5 RRRER, RESRARREFESERERNESRNF Y Citrix Receiver for Web s, MAERRIEHRERN, ETUERE
Citrix Receiver for HTML5, {#RJREIERS Receiver for Web It s fEE—RR-FEHIRK, B XER(E R, RBREZE Citrix Receiver for
HTML5 RXRERKF B,

RIRIREE ST =

IRET A4 AR URL, #UFAR URL AT LARRSER Citrix Receiver for Web b s iRt S EAIRFETERE, JIRLERIERR AT EER MR LR
Web th A, BILLAEARRERRRR, FARRE MRIERSEEFE Receiver for Web s, IRARMAKER, B LAIER RE
K, Citrix Receiver for Web it R 2 BRRKIR, RFRARER, MRARZAIRERARERF, NIRRT, A XENRRRES BIRE
B, XBREE Citrix Receiver for Web 45,

5 M Citrix Receiver for Web I saERBI AT A S EHIRFARRF —K, FARWREZE Citrix Receiver L& RERFE A Citrix Receiver for
HTML5, F#eERkiES RRRR, Citrix Receiver for Web ih A AEEBUA T RELE, 259 LATE AR ERRE] Citrix
Receiver MR BEMEA T #EA HTMLS BRRE:, HFZREREA, Internet Explorer AT fE &R~ FANMARE & EXRERIR FE 5 KR
KR, RiERIEMFARTE Internet Explorer i Receiver for Web b st R INEI“A D Intranet sk “a {Suh s "X 15, LUk 62 HRELRA
$R, BRERT, ARERREES R Citrix Receiver for Web 3ifi sRS 25 Fl T /F X 12281 # B R ERK,

ERERARFIRES N, KR Citrix Receiver for Web it m & E S ERGMEMRARE., REARLTEX2EEHELMH
MWL IRAREFREG, FX, f03R@RN Citrix Receiver for Web it sRiZ RN R ERAP ENEEHI L NRA], RABERIERE PREIERRE
—NEEAR, REARTEESSTSHRARERE.

ERERAREFREAR, EALUERNATRERESHINE Web 348 URL SREZE StoreFront, FARKX Web iifi ;2 LK
BREFREARR, StoreFront AREBERAR URL 5K LXK Web #h s, UMBERKEBETE Web i, BE, RTFER
NetScaler Gateway REM AR, FARRIEERFEA LK Web i RRITRR, FERFF URL RXX StoreFront, E#A{RRFE AR BEXK
ZEERER Web i EMRAREFERESR, RIT NetScaler Gateway ERERRR E FIRR AERRRREF E i . B ARER, KSR
http://support.citrix.com/article/CTX123610

B EXif =

Citrix Receiver for Web it s 124t 7 —F RS m B ERALE, ST B ERFRTER. MRFE, LK JavaScript X, AT LATRID
HERNERAIMNERERR, FRIRS S,

EEIREN

JBX Citrix Receiver for Web i S XXX FH B 5 B9 FAR AT LIRS 1E Citrix Receiver N ERRKKFE B IERATAEE MRS ThEE (FIAIRAREER
#) . REZEFEA Citrix Receiver for Web i & [ FARIE (R A B IERRNARER, RERLLTRRE,

o EREA Citrix Receiver for Web 3t s R AERR— MR

e Citrix Receiver for Web i S TTANRZ £ B FR (SSL) ERRFA MR (VPN) K#E, RFEFH VPN R#%BR NetScaler Gateway RTE

KA FARFE AR App Controller 23R VPN RER{TERE) Web RARER,

18X Citrix Receiver for Web It mRRRFA B ER, KRAIRFIEFE A ARRIE Windows FFIA3ERH,

To3HIE A ST 558K Citrix Receiver for Web i siRREY I BRI T2 F 2 KER 1T X 4R XK,

TNBEMEN Citrix Receiver for Web i sRRRER XA TR,

Citrix Receiver for Web I iR A I E MR EIRA IS 89 Citrix Online Ré#. Citrix Online R %&BE App Controller 32 {4 8K

FEERATEFIRM, LUI#EK Citrix Receiver for Web 3 SR TRR,

e IR VDAR XenApp 7.6 5% XenDesktop 7.6, 3} EHRMA T SSL, sEMRARMEA NetScaler Gateway RiTRIE, Ka]LUER
HTTPS R Citrix Receiver for HTML5,

o EEWHTTPS RfEK Mozilla Firefox {3 Citrix Receiver for HTML5, FARWMRTE Firefox HiitRAPRA about:config, 4%
networkwebsocket.allowInsecureFromHTTPS BRKRER true,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.25


http://docs.citrix.com/zh-cn/storefront/3-11/manage-citrix-receiver-for-web-site/html5-tabs.html
http://docs.citrix.com/zh-cn/storefront/3-11/manage-citrix-receiver-for-web-site/configure-receiver-for-web-sites.html
http://support.citrix.com/article/CTX123610

= ERKIY, 5

RO A R ERRAY FAR AT DUBRE ARG RIRE R, TR LTXH, RINASRTIREEIMASE StoreFront ARRESHY
Microsoft Active Directory #erAY1s,

LIR{ER Citrix Studio ® XenDesktop SRERE 7 — M FRFAMER, BRIER T IHRRA M ERE — N R EKiG =, K StoreFront
BREFHWEER XenDesktop REH —E HRF = BARKE £ ERKIG R, 7 LUEA Windows PowerShell 5 6 FRXE S ERKE
Mo BXRIKMER, NSREDE = ENIL R,

S ERNE = A IR AR T ERB At £ M ERAR, SEEKER Web KRS EEEBRULRIERRK, HAKR R @KL m i ERRE
5. ARERIIL RN, BRER TNERRERE T i aORAREE P T HRAMERNE—IEE (REEF) . NRE—IRA
s PRARRM T 2N EmIRRKIE, KA LR E S ERiG aURRA ASm, UMERARMPRERN S, AXRER, RBNA
[EERED =

YAREERN, BRULREARR, ELES[ Web MRE:EE, BRI BRM EENRIE SUER, L ARMEEERN, RS EXRG,
RENREN Web RNBF S BARRHE, SEMRESKR—FELR, HBEE7T —1KiE, NREMEEW, AR LRRLERESH
REE. EXRALLIIAE, YRERAREERANEREFRREE, GXRIER, RERZN,

ZRUNEENRK, SENLENREEFEEMRM Citrix Receiver, B, 5 XenDesktop F#AMKRMXE YT Citrix Receiver &A%
ZH RSP, BF Windows KR, RisRZEE Citrix Desktop Lock, FREED B SEENIG = URL, MREMA Internet
Explorer, R/R{T S ERREA RANINEI A Intranet”sk“AI{E i "Xk, A Citrix Desktop Lock HIRRIE R, RERPE (- FARKKA
Hh R,

BEEIEEN

£ ERRLG 525E B F P ERRIRA MR DDA IS B S IR E B A AR, R E 2 S F B S EmRRG s A R KR S HIRR, RER
LUF BRI,

o MNRMERFEZCMABWEERAER PC, RAENHAR BRERSE ERKIG mRRARE, KI5 LARKA S B &5 A XenApp
Services URL B Citrix Receiver, {B2, FHRERERDI0AEFIAR A B B FI{FEBHFE Desktop Lock, BXRRER, XBKX
Citrix Receiver Desktop Lock,

o SMENRILRA X KB ERMNZ A HIRFE AN, ERE NetScaler Gateway BIFARICARNE ERNA R o

XenApp Services URL

BETLEARIBRR Citrix ZRimE AR LUBRRE NG L BEXFE S B XenApp Services URL SRRRRFARENE, AT LARFAMEINA
15 A9 = EIRRANRST Citrix Desktop Lock B9E A PC 3@K XenApp Services URL RERFERE, A L TXH, BIMABIRIRREMNA
28 StoreFront ARX2:HY Microsoft Active Directory #RAEEg— Mg,

StoreFront Z#FM Citrix Receiver £l XenApp Services URL HIRER< B8 & 151X, Citrix Ready &ERfER@E Citrix Fast
Connect API 3ER{b FAR3EN Citrix Receiver for Windows ERELEF XenApp Services URL RiZEIRFI B HIRAZ, FARME AR E
TEuERE S, BIRIRZIREE] XenDesktop #1 XenApp IR EEFRAREF. BXRELR, RBSR&EFH Citrix Receiver for
Windows XX#4,

KEEFRARER, ERARM RS/ XenApp Services URL, KA ERY XenApp Services URL B9 =K
http[s]//serveraddress/Citrix/storename/PNAgent/config.xml, EHr serveraddress K StoreFront %82 B ARRES SRR R H
TERREMIFS, storename RIERERFAMBIEREEER L. XA AARA BEE A PNAgent KXY Citrix Receiver RiZE|
StoreFront, 4% a BT @K XenApp Services URL RRXFE S BIZNIT, RERFHNNE K,

BEEIEEN

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.26


http://docs.citrix.com/zh-cn/storefront/3-11/advanced-configurations/configure-desktop-appliance-sites.html
http://docs.citrix.com/zh-cn/storefront/3-11/advanced-configurations/configure-desktop-appliance-sites.html
http://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-6/xad-build-new-enviroment/xad-dg-create.html
http://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-5/cds-delivery-group-overview/cds-desktop-lock-about.html
http://docs.citrix.com/zh-cn/receiver/windows/4-4/receiver-windows-desktop-lock.html
http://docs.citrix.com/zh-cn/receiver/windows.html
http://docs.citrix.com/zh-cn/storefront/3-11/system-requirements.html#par_richtext_9

XenApp Services URL A F X #FFLEFHRE Citrix Receiver AR, &R FEBRRRAEZNE R, REZEHEMA XenApp Services
URL 1A FARHR KR P S ORI, RBRLL T R

o TEEIETARF SR XenApp Services URL,

o THEBNRNEL & X4 configxml RIEEX XenApp Services URL RiE,

e XenApp Services URL XHRRAF AKX, HER. HEFFORMNEASEREFNERS AN, HRERE TRRAK FHK, R
BENEE XenApp Services URL BRiE —MHARRAE, MBS MRAREEREFEA— URL. NIREEALS N HHWAE, K
RN B DRK T SARERIR IR AETS, B RAREEEE B —1 XenApp Services URL, RS, FARVRREEISH B HRRSE
FIRNEIRFAEE, BXRER, RBRET XML B S1HRK,

o KNERT, TIFX{LHIKXenApp Services URLRF, FRERITECESIFHEA,

o FARAYER S BERNK SRR StoreFront S 2RRERK, B EXKKEEIE Rt S mAMREREFH XenDesktop #1 XenApp IRR2: & HZ!
et lE

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.27


http://docs.citrix.com/zh-cn/storefront/3-11/configure-authentication-and-delegation/xml-authentication.html
http://docs.citrix.com/zh-cn/storefront/3-11/configure-authentication-and-delegation/xml-authentication.html

FARE 7KK

Jun15, 2017

StoreFront RXKRFA S BERIZ A T ZFHAEMN EHRRA L, BHAZMEREETHE, EABUAT BRIRNT % & ERRAL
B, HTLZ2RE, EREE—IMREARER, FESHORRAERRIEL FTRTFEERRK, BxAMNZABRE KA ENRRER, K
SREFES & & (/HRRARK,

FARA FZN
FARTERRK A P FE R R B R URIT B 0RK, BRIE R FTRERN F 0K, g BRRRA EE8R 5 7R & (PR,

% FARFI A NetScaler Gateway RR Citrix Receiver for Web R, NetScaler Gateway f¥REEER, FFHFRNGERENEN, AR
R Citrix Receiver for Web FARSR EIRRME BN ER, MRMEERERE, NetScaler Gateway SRISRIE, FARUNEFHER, Citrix
Receiver for Linux FARR AE 5 cAREA %K,

SAML & 1{5XX

FRME SAML SR IHREFRE MG, BN ERKE CHRAREERERER, StoreFront AT LA EEEE /A B MRERIT SAML 5K
X, FoFEIEX NetScaler,

SAML (R2FBRKE) 25N HRRS (B30 Microsoft AD FS (Active Directory R& B ARRARK) ) {3 AT AR,
1K StoreFront ££AX SAML H30RfE, BIERTLAARAR (FlN) SEREATME—R, AERIRE ERHHIRAETERF KRR SR,

B2k :

KA Citrix RE & PRRARK,

FA SAML 2.0 KA ZDIRETER (IdPs) :

e RfEM SAMLRE (FEF WS-Federation RZE) B Microsoft AD FS v4.0 (Windows Server 2016) , HXERIER, KEKX
Microsoft I~ & FS 2016 #BZE 1 Microsoft I~ & FS 2016 #1F,

e Microsoft AD FS v3.0 (Windows Server 2012 R2)

e Microsoft AD FS v2.0 (Windows Server 2008 R2)

e NetScaler Gateway (BZiER IdP)

EFHEBES RSWEFEE) NAREHEF RBREE S HWARN) , {#F StoreFront EIB#EHISTE StoreFront FEE

SAML B1pRR, RalLUER PowerShell cmdlet B2& SAML B9RK, RER StoreFront SDK,

e (itrix Receiver for Windows (4.6 RE&hRkA) =k Citrix Receiver for Web,

LB Receiver for Web it s SAML B 198RS NetScaler R&{FEH,
HiE&E

FARAEE N AL Windows REVIIRE 5 f5, BIRERE SHMRAEEREAEZEERER, R StoreFront K, HE &S HRK
HRIER FTRTFZMANRR, = LKER Citrix Receiver 1 XenApp Services URL Rz 2 & # FARR A 15 B8 B {%R., Receiver for
Web 4R R 2 %5 Internet Explorer BB @ & 9K, 7EEIEEHIEM Citrix Receiver for Web i R PR = ER & 158K,
BIRZEEIE Citrix Receiver for Windows EEEE& SSON, Citrix Receiver for HTMLS A8 EE S HRR, EFAEEE S DR
K, FAREEEE Citrix Receiver for Windows & F Windows BIRNLIEE, 7 FRRR_E %% Citrix Receiver for Windows 2i&
F3F Windows FIRHAREAR, MK EE S HKRR,

NetScaler Gateway &E&

FAR[M NetScaler Gateway RR&F {3 /5, BNFI{ERRE CHIRAEIENERER, 18 XA EXRA MG BIKFERN, NetScaler Gateway

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.28


http://docs.citrix.com/zh-cn/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html
http://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-13/secure/federated-authentication-service.html
https://technet.microsoft.com/en-us/windows-server-docs/identity/ad-fs/ad-fs-deployment
https://technet.microsoft.com/en-us/windows-server-docs/identity/ad-fs/ad-fs-2016-operations
http://docs.citrix.com/zh-cn/storefront/3-11/install-standard/create-new-deployment.html
http://docs.citrix.com/zh-cn/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html#par_anchortitle_d712
http://docs.citrix.com/zh-cn/storefront/3-11/sdk-overview.html#par_anchortitle_78af

BE 590K A BRIE R TRFRARR, FARATLAER Citrix Receiver 5 Citrix Receiver for Web ik s8R NetScaler Gateway ki
FIRFAME, KENGRTXRER NetScaler Gateway RITRIEE, A XECE StoreFront LAz #F NetScaler Gateway HIRRIE 2,
RBRAIN NetScaler Gateway R,

StoreFront Sz # FAKKLLT NetScaler Gateway B3RNA ERITIEE.

o RELQK., AREAREBSHEANMBITRER NetScaler Gateway, SERARHAEZLEE (REBEL TSP ARKE) £
FX. INRERA TRERR L SERTER S AN, RifRERERT FBHKRAS 5 ERA s XK &HxR, 540 AR
Microsoft Active Directory H/Zz,

o HMELLSH., ERF NetScaler Gateway HBAREBRA B ERNL L HHEBITR,

o ERIHNK, FARENZE] NetScaler Gateway, FiRIEIRMHK NetScaler Gateway MIERIHRKAE MERTT B PRK, 7T LUAC B ERIHKK
BAmR, LA ARFARE AR £EREl NetScaler Gateway, tha LUFERIGRE (RS Hih & HRREREFEH, LIRHEICRR
F1PRR,

StoreFront {8/ NetScaler Gateway S{2RRARNRNAE FARIR M BB & HRK, UERLARREIA—RERE. B2, BEEFHE
RISz FFBRERE] NetScaler Gateway BIFAR, EXE#E~FARBCEM NetScaler Gateway % StoreFront BB & & 5K,
FEMEIERE IR NetScaler Gateway, BXRRER, RESEEDE S 1HRKARN,

FARA LAE A NetScaler Gateway A ERL £ EEFR (SSL) ERKFA MK (VPN) 838 LB E & {5895 M Citrix Receiver RIEE]
RAFEE, TiER%E NetScaler Gateway $E{4HHIRFE FARA] LU A TERIRRK, LB ES 58RI 75 M Citrix Receiver RIEEIRFA 7
5. BEFEATERGRIEZIRARE, AREEMEAXFLERRKE Citrix Receiver iR,

LeA, ERET L AREAE & & PRREY /5 R Citrix Receiver for Web ik sR4T T ENIHRK, Kb, RIF NetScaler Gateway ERERR £R
ERE, ANEZEXE NetScaler Gateway, F{#EH Citrix Receiver for Web i mRRFTER, ML E B RRT B DRK,

R A T ERIHRRE T AREE App Controller KR HI FARRAERRA Six{4-BNARK (SaaS) RFAER., EXRAIEE Web RAER, RNEFERMK
{#F NetScaler Gateway 4.

FNRIERM Citrix Receiver RXKF 7 i FIXFE FARED & TR NetScaler Gateway RITWEIR B 19K, RARTE NetScaler Gateway R
ERD SRS, £ RADIUS (RF2ZHRXRNA ARARY) BREREESMHRRAE, 1 LDAP (REERRKRN) EREXRBIAE, [HERE
B EHRTEARES B X4 ARB) B (3R 5%, LUER LDAP E#EXRE StoreFront, ¥ NetScaler Gateway KRR HNE]
StoreFront E2EN, RFEMMERBENHIMELZLEE., AXMER, RSR http://support.citrix.com/article/CTX125364

ERM NetScaler Gateway F StoreFront BIRKKFE % 18 S HRK, RTEE M NetScaler Gateway LDAP B {RRERES 4 SSO
Name Attribute (SSO &#FEM) RER userPrincipalName, BILAZE K FARTE NetScaler Gateway BRREAHFIEE— Mk, LUE
HAEEFFEMER LDAP 5Bg, 7ERIEM StoreFront MIRIEECE NetScaler Gateway SREEE XK, AEIEERRENG, EHR
EENMEZRRBERFERXR. BRAZNARRHRIR RN AIEE, LB RRET UMEMIHERE] StoreFront.,

£ NetScaler Gateway SBPEXZFHIER T, EAILUER SmartAccess FH4R#E NetScaler Gateway SRERHE iz FAKK
XenDesktop #1 XenApp RIRFIRR, 3% SmartAccess FIRRIE R, RSR How SmartAccess works for XenApp and
XenDesktop (SmartAccess K XenApp #1 XenDesktop BT /EREE) .

BZrEF

FARTERKR AR P fEREL (5 FA E5 BE £ 40 PIN RIT B 9RR, %24k StoreFront B, EHEEF B PMRENIE R FTRTFZARR, B LAKER Citrix
Receiver, Citrix Receiver for Web, S ERREL s F] XenApp Services URL iz ZIRFA 5 B9 FARKF &5 85 £ & 1DRK,

FREE £ B ONARE AR ERKIE, RNERERRRERKRE)Z S, KPS ERMIRAIRKRS £ FRRE 5 F ARERKKE Y F 3= & 19 RK
FTRR, FARZIEHIEHIRR, BAFEREE, EESEEEEM PIN, BREUAEMM—RIMNERRRE S @mARERRE,

] LU &S BE XK StoreFront RFAREY B {PRK, LAKK XenDesktop 1 XenApp Rt S EHRATERF. &R StoreFront BIERAE

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.29


http://docs.citrix.com/zh-cn/storefront/3-11/integrate-with-netscaler-and-netscaler-gateway/add-netscaler-gateway.html
http://docs.citrix.com/zh-cn/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html
http://support.citrix.com/article/CTX125364
http://docs.citrix.com/zh-cn/netscaler-gateway/11-1/integrate-web-interface-apps/ng-smartaccess-wrapper-con/ng-smartaccess-how-it-works-con.html

FARKA] LARK App Controller 12 #tMRFATERF. B2, FRMREFNIT S DR BERR{E A ERInKNES 3K App Controller Web RFA
B,

ERHER SO, WRESS StoreFront ARXEFH Microsoft Active Directory 555 StoreFront fRREF S E A BN EEE
X REIE AP EC B ARMIRR, XRES RN EEEN S HERE,

X StoreFront FREEEF HHRNE BEEUR T HAKY, LRENENGUKKESEMALE, A LTXH, BINAERTIRREM
A8%E StoreFront fRR23HY Active Directory AR Eg— N,

X Citrix Receiver for Windows {# A& &k

f# FAR4T Citrix Receiver for Windows BIRKEI FARF LA FA &5 88 F B #ERT S AR, i8R NetScaler Gateway RIT F{7ER, BERT
LAEAMAERRE, el LA ARINASRRR, {ERRMEREE R,

TR T 38R Citrix Receiver for Windows RRES - & {9 RREIRK,

Active Directory forest

User device

Smart n

card Receiver for
Windows

g 10

Pass-through
or smart card
Smarl card

or explicit

NetScaler Pass-through u
Gateway Store

Smart card StoreFront
or axplicit
Smart card

1

Y n
Receiver for

User Windows

User device

R FEASIMAEBMRN AR, TUEBSEE MK, LUERKKIRERARANEE—X, ARG EAEEEEM PIN BRKK, T
BYRER, T2ERIETRA PIN, AMERESEARERERFR, SETLRRIEN FE StoreFront RITHPRK, Ritb, 7KK
Citrix Receiver for Windows B2 i& BB & 2RRFHRF R StoreFront B iE 1B & 19RK,

FARERERR, SAEHEAE PIN [ Citrix Receiver for Windows RRE 13, RXXRRFEFZEFSEEN, FAERR PIN 25,

B F R H0 A S AR FARYS B 32 &K)E) Citrix Receiver for Windows, EIt, &Ll ARAREDIEEERN S9N, MNRFEREE T8
BEE AR B 0RR, NRRERASETERFEREEEHM PIN RITER, (BIEEREF HXRRK A LRR{E AR & 9RK,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.30



1K NetScaler Gateway RITRIZEM FARMRE DMEAHEEEE PIN BXUR, FHEREK@ARAIERF. RFINAZRRRFIARIMNA

HAIRRIG 2 A0Lt, FAREAEEEFH PIN MTHOM, MRRITELEE, AERESEHINARFRRIREIBRIA PIN B2

. With, RXFER NetScaler Gateway RITRR StoreFront BB & & 3R FEIEN T /E LMK NetScaler Gateway, AfE, RE
RA-H9 NetScaler Gateway ERARRSR, iSRS AR B EIRR, RFINASMRRK, RURECENR Citrix Receiver for Windows BRi&
[=RGE=EV 08

AR - WREAMZ Citrix Receiver for Windows 4.2 (HRETARA) , RalLARESE =/ vServer FHERAREMXIERBATIEE, RRE
RN EFFIRER, AEEBRR PIN 127,

FARET LAE A ERRE £ A0 PIN s # AR IR ERE NetScaler Gateway, RARERARIZMEIR, LUERZEF AR & 98RR1T
NetScaler Gateway &R, ®JLAECZE M NetScaler Gateway E| StoreFront FIE R FHRN, FHIFE 85+ AR EIERNE KK
NetScaler Gateway, KRFIRFL A LATCIR @R StoreFront B &19KK,

R ERNG R S RE

AU RN AZE Windows = ERNAS EXSCRAREE FAE R EREIR M. MW EWREER Citrix Desktop Lock, FH i H
Internet Explorer XX XKL 5

TRRZR T 204a] MR A0 A 15 B S TR T 25 BE £ B 19K,

Active Directory forest

Citrix
a Receiver and Smart card n n
Wz Citrix Desktop Intemet or explicit Desktop Siore
58 Lock Explorer Appliance
site
Deskiop appliance StoreFront

EARE £EKK, Internet Explorer RAEFERKR, KRR ARG RBSRFER, FAREAEERH PIN ML RRE 5, 0
REEWNIG R ERERYFERS /I, NERMENRE@HNREREFERYBRTENN, RIFASBERIRTAMRA PIN, ARFTLZHF
BEE 5PN, KEARERRS @KEREFRARERRA PIN,

o LA RFARIE ES B+ HRR[EIR EXR B 2RR, Ritb, FE BN £ mRKih = B ERS 75 8L £ FR= B aRaFh 5%, ELECE
F, SEEFEHRREERAE, LUMEEERRARA PIN, B2, Wb T —/ i, ARAREARREERTER,

X XenApp Services URL A& REE

SN A £ ERREL &RYT Citrix Desktop Lock BIE A PC BIFKA LUFE A ERITE MK, SHANRAERR, HYHEESH
KRR BC BRI 7 XenApp Services URLR, & BERRAEEEEREEBINEE.,

TRRR T 904 MRAT Citrix Desktop Lock B9 E 10 A 18 FORRRI T & RE £ B 19K,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.31



Active Directory forest

Citrix n
D Smart card E Pass-through XenApp
User Citrix Desktop Servicas
Lock URL
User device StoreFront

FAR{EAEEEFH PIN BREINK, BEfE, Citrix Desktop Lock @K XenApp Services URL iR #R{T StoreFront RFRA & {3KK,
AR EFIRARRFRE BT H AR, FRIEREBRIA PIN,

X Citrix Receiver for Web {# FH &5 8¢

AT LAM StoreFront EIR{Z4|SRARK Citrix Receiver for Web MIERE £ & {HRK,

1. AKX FRR Citrix Receiver for Web Rex,

2. IREFAEREF H ORI =

3. TEARKEIR PRRNKE (PR 35 (ER,

4. RPRERMEREFR B ERIE, RAERHAE,

ANSRR{E A 2N A HIRRYE i8R NetScaler Gateway RRRFE GBI Citrix Receiver for Windows FARKF TR XenDesktop #
XenApp fE A E R BB SRR, RILKERKA FRAMENME AR, ERSEMNAREF XA EBNER SR RRT
iR SO, RUEREM S PR EERMRABEE, RE, BARORRERSH SHR75 ERRREIRAEREE,

PNSRRME A 2N A HIRRF B iBR NetScaler Gateway RRRFE G B Citrix Receiver for Windows FARKF TR XenDesktop #
XenApp FRHERFEB S /RN ZR, RUERENRAFRAREENAE AR, EREEARAE BRSO, {EEKREMARERE
SEMRARERF, YREAERRMRAEREE. RE, FAERD S HE SRR ERRREIRAREE,

K Citrix Receiver for iOS #1 Android {E A& &E

S FAR{T Citrix Receiver for iOS #1 Citrix Receiver for Android FIRRE FIRE LU F &5 BE £ EERT B HKK, =3ER NetScaler
Gateway RITEARK, & LAfE A AR 00 A5 HIRR,

User device
Receiver far Smart card n
Jser iCSsiAndmid Store
MNetScaler
StareFront
Srmart card Gateway

Pass-through

MREAMBMRPEER, ARRDESKBIRRERIR T, XA StoreFront KB {2 S EAIKERFAEER, SRBIRAEREE PINK
MR R, RMITEYEER, ANENRESEmMREERK, BRKEIRA PIN BiRR, Rit, KNFERK StoreFront FIE BEF & 12RK,
F7E VDA LRI RE RN,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.32



{E FARLE Citrix Receiver, R LIRKIEEEREF NI ENR. MRERE TRAMEUEREEFHFEEREEEERR—RARAE
&, RARTERITFE R FRIER FARMRRIRAEREE.

K NetScaler Gateway RITRIZEM FARMRE DMEAHEEEE PIN ZROR, FHEREK@ARMARERF. ARMEREERMPINK
ITHOMR, MRKMTEHEE, AMEREREINARZFRRSWEIERRA PIN BiRR, Kb, XKAERK NetScaler Gateway RAT
KX StoreFront BYIE & B DERF FEERT /FZ RN NetScaler Gateway, AE, NERAH NetScaler Gateway ERIRRE:, F¥
5 FA R B B RIRIR.

FARAT LA A ERRE£#0 PIN s AR EIEERE NetScaler Gateway, EARENRIETSEF ORI ARNTE, ATUEEM
NetScaler Gateway | StoreFront FE@HHKK, FiT% & s+ AR EIERNZE KK NetScaler Gateway, RRFARFL AT LATEIR R it
BN StoreFront FIHARR, IRBERF PR E, DRERRRE, AEBEFRRE.

X Citrix Receiver for Linux {F A& Re£

S AART Citrix Receiver for Linux FIRRAEYFIRE LUK AR DDA Windows RRAIFBRARR, A AEF EERITS AR, BN{EARE
FERE £ Linux RXK{T & {7&KR, Citrix Receiver for Linux 1 75ERE s E FARRAR PIN,

R & Citrix Receiver for Windows 18 EI#I75 =\ 3R EC B & BE R HVBRRES imRE, KSR {58 FINMA FE SR ER FARECE StoreFront
2X FIEREEBONR, BXRERAEREEMREE, XEBNK Citrix Receiver for Linux,

ARV SIWE —RERR T, ARERERR, ARFEAEEEEEHM PIN [ Citrix Receiver for Linux RRE {5, FIRTERKE £ HE KA
BFER, AeBERKEIRA PIN BiRR. Rib, XXFERR StoreFront BEgE+ H1HKK,

BT ARE#EERE Citrix Receiver for Linux, FLt, SR ARARELRZERK H DK, NREAREE 7 EE RN HHRK, XRK
USRS ARMEREREEF PIN RITER, {BIEE S HXRRNA] KRS AR & 19K,

1K NetScaler Gateway RTRIZEF FARMRE MEFAHEEEEHM PIN BX—R, FRERESE@ARARERF. AREAEEEM PINK
TEHHR, MRRTEYEE, AMINRERESRAZFITRKEIERRIA PIN B9i2R, Kb, XXFA@RNetScaler Gateway RiT
KX StoreFront BYIE & 5 HERF I EIERT /FZ RN NetScaler Gateway, AJE, NERAH NetScaler Gateway ERARRESR, F%
5 FR R B BB BRI

FARAT LU A ERREE£ 0 PIN SRR EFEERE NetScaler Gateway, RARERFARRMERK, LUEIE Z # AR & HRRR1T
NetScaler Gateway &R, "JLAEZEM NetScaler Gateway El StoreFront HER SRR, FH1FE B~ FARM ERERE R
NetScaler Gateway, KRFIREE A LATCIRRHER StoreFront By &{HKK,

XenApp Services XL A #F Citrix Receiver for Linux BYES B
EXRARRES A Citrix Receiver RAE BEF X 1F/E, (BRE L FRMIRARZFRIEARER, RelLAEREEERRITLATIRE !

o EEEEENFPNK, {3 MAEBEERR Citrix XenApp # XenDesktop ARRESRARKIT & {2%K.,
o BREFRAEFH. fNHE R+ ERHRARFRINA S FX,

X XenApp Services TR EREREE

ERE XenApp Services L R UK EF S EMN AR LUEREREERITE MR, EARSERFME. R2/ERRHA Citrix
Receiver &, FAKRK XenApp Services 3z #fifi R FF B TIRAERERFI PINK, PNA H#ERREA. [ StoreFront BT RS 5K
KFF R B 7 AR,

BHEBENEREEHHORERN, EXRRA Trust requests sent to the XML service (fSEREZ] XML Service BIRK)

{# M Delivery Controller £ 274 A & EERRERAIKRKK Windows PowerShell, AFEMSIRTE OMAL T4, LUE Delvery

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.33


http://support.citrix.com/article/CTX139201
http://docs.citrix.com/zh-cn/receiver/linux/13-5.html

Controller fSERiX B StoreFront By XMLKK, LA TRFZ&EAF XenApp 7.5 2l 7.8 LA XenDesktop 7.0 £ 7.8,

1
2.
3.
4.

HOR Citrix cmdlet, 7A3%2RA asnp Citrix*. (2FaR) .

XA Add-PSSnapin citrix.broker.admin.v2,

XA et-BrokerSite -TrustRequestsSentToTheXmiServicePort $True
%K PowerShell,

BRBLE XenApp Services XFEREFHIMMAERNER, RBRECE XenApp Services URL B & 19K,
ERFEEX

FAEREFERT RS PRRLIRK StoreFront RERE FIE B FE R FRE,

E(f FH ERRA FR (VPN) BERTEAE £ BN, FARWREEE NetScaler Gateway ¥HEf#F @R Web NERITER, FHERTEN
SRREME R e £ PIN RT B 08K, M NetScaler Gateway 4 ERE & & {9RKKK StoreFront A~5& F T & AL+ AR,
AUER—ARLEFERZNERE LSRR, B2, IRAT7TESEFERSHONR, KARLRISFRIREEHSRARER
RREA—NERE

ERARRFPEREREER (AW, RMTHFREHMER) , ARTESEIRANERFAZEFSHRA PIN BiRTR. BEREA
LB RN RERRERME N, BENE (Hlil, BEFEARKIREEN PIN MEEFRIERE) HAarBHmRMIER, &6

B AR BRI EIE A SRR ARYRKRECH, 1R TAKA PIN, RHRERRA PIN,

AN SRR{FE A 20 A RIRR{E A~ 38K NetScaler Gateway KRR &8 Citrix Receiver for Windows FARRF TR XenDesktop #
XenApp EAERFEESMNANXR, RRENKATRABENME AR, EREEANAEFRRASEBNERERE R
TEBESHR, RHREHSORKG ERERRMRARE. RS, BARURRERS H SRR X ARREIRAES .

ANSRR{E A BN ARIRRF B 8K NetScaler Gateway RRRFE GBI Citrix Receiver for Windows FARKF T & XenDesktop #
XenApp A& REFEE S PRI, RIRENRA FRARESEATE AR, EXE L ARA BRSO, EZEKEMARER
NEEARARER, YIRERFARERRMRAREE, A5, SAREREISHSHRRA AFMRNRAEEE.,

REEREA XenApp Services URL EBBE—MEARNAE, MESMRAREE REEFER— URL, NIRRT BHEEFSHREA,
IREERA H MR SOMR, RURRE SRR ERERIMMRAEE, S MRAEEEESR— XenApp Services URL, A
5, AREREISH 5PN EAPTRRMIRA S

%4 StoreFront B, Microsoft Internet Information Services (I1S) FFEYEAREZ EXRE K StoreFront B{)RRIRREIKNE {5KK URL
B9 HTTPS REEIR M ERIHEN, RF{E{THM StoreFront URL, IS AERIZEERIHR, E B AERNES 85 -F FRTEE AL £ HiRKK
K, ALARRELRERN H9RK, RIEERE Windows SREEREME, FARBAIUBKRER R, MABEEHRTHHR,

INRIERER 1S BEREREKAFA StoreFront URL B HTTPS RIEIRMERIHKR, RARIE 5 {2RRARRFRFE &S B 7 R —IRRes
L. VREFARFTERAREIEEE NN ENHR, FRAL IS iiREER, ZFHHEFARTABR NetScaler Gateway RITREE, BT
SEELRRERD MR, MNRMIREBR T HiE£, ARMREFTEN,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.34


http://docs.citrix.com/zh-cn/storefront/3-11/configure-user-access.html#par_anchortitle_92f5

X1k FAR{AK

Jun 15,2017
StoreFront A& IE—L A FIERARGRAITIAE, BARER T, REDHAEE EREFRA RS & E XRM Citrix Receiver for Web i
R, SEXKEG = F XenApp Services URL RR{TECE.

TRl

L FARERRRFSRN, T /FX 24 el iR thRrm B MR T2 RERbEthRiER, FARAI UIBEZ M MR—EF AR —RARR, MAREERE
REIFRNE FRE T ERARRRE, HI0, XeTLRERRE £ 7 & TG 2 RFEKRRE & BN E 1R 2R,

®F Citrix Receiver for Web 3t s LA K @8R XenApp Services URL 31 SRS 2 REIREE, T /FX 6 ZRiE R FTRFRA AR,
LARENN, RBENEFHREDMREEMTHRARR, Fl, BR—FARER Citrix Receiver for Web i 523% XenApp Services
URL EREI— M RA@E, FR7T —LRARERF. RARMEEERERNRA EBER—EKE EXEIFR—RA#EE, REEMTHR
ARF<BREHR, L4ARME NS ERARERE TN, RARIRAEE AR ERARF s BRI FRE, EFRaXR, BF
Citrix Receiver for Web i s, #R{FEFAHERNMRIEEER, MRARER, AEMEER,

THEBCE SN EEF XenApp Services URL I TEX #24l, BXKECE Citrix Receiver for Web i B T/EXIZRFHIMRE R, REBREGE
T R4,

1£ Citrix Receiver for Web s EEF TYEXIZEHI, EEXEFERELLTEKFRF,

o MIEEZEHRAIRERK Citrix Receiver for Web iR, T/EXIZHITHEER AT,

e XFM Windows KRR Citrix Receiver for Web #hsmBIFR, KLU TFIER T FREA TERIEFHITHAE : i o DIRRERK E 25
&L Citrix Receiver, =& #H Citrix Receiver for HTML5 KRR,

o EEHNEIICHFTHMNATERE, @K Internet Explorer ¥ Citrix Receiver for Web ik s 8 FARDARIF R, s A AN« A
Intranet”sk“mI {5 it ;2" X i3,

o INRRE— N RHE A HE BRTE ARERREKR— = EH Citrix Receiver for Web i s ERIFARE R, RARMRAREFENTEHK
%, MENT/FXIEHIE B NANE,

o FANMERF 2 I FHRME F RORRER RS & #IRRR{E FA RIRRER #8[E),  Citrix Receiver for Web ik = T8 B 7 5% KR(fsE FA T~ [FIRREER
REUKER, LA A# M Citrix Receiver M S 3 I A SERA HIRREIRIR .

RNEEEM

IR ARERRERMRAREFE, AR EEBEDRER oRE ARMRARERE R T A E, ERAAMXEEER, RE
XenDesktop = XenApp FISRARRFSAEXHREEXAR, BRERT, SRHAREEERAXARE XK, AXRER, RSREH
SAHREY KX,

FANER S X

AT LLARE A Microsoft Active Directory BB ERM Citrix Receiver for Web Ui sx FIRFERE i H CHER, th TR ARBERER
HBI AR AR, RFRIE AT LUA R AR & R B T AR E K mARAEF.

INSR FoR Citrix Receiver for Web h s FARMERE X B I ER, BRENFREINABARTEERSED —FZE, RNERLT, BER
R B XN FIRRES FHAERAY Windows SRESRE R E, RRR A MPAIRMRRITRIEN AR EREFZE S, B X ARARE U ERIIRRE
B, RBSKEE & (DKRARK,

BN R AR FARRERER UK, BNE £ EEKEG S A ARt RAE R AREA R 23R, 2 ERKEG 0% A IR 4 SO RFARTE ERE B o SRR 4R,

RE B PRRARRN, BAKED B =221k Citrix Receiver for Web i R FARE N H S MWER, EEBREREAR 2 0t, R E2ERME L)

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.35


http://docs.citrix.com/zh-cn/storefront/3-11/manage-citrix-receiver-for-web-site/workspace-control.html
http://docs.citrix.com/zh-cn/storefront/3-11/configure-using-configuration-files/storefront.html#par_richtext_6
http://docs.citrix.com/zh-cn/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html

BE, RIAIRIRXESFTTEISIAIERS SARFANE N E B3R, StoreFront RBERS ISILHISSRITE(E, FHEHE AR B,

30 5R AR LARR(E A It B 9 RRERREERIRAEIE, RARANE N E BRI BRI L £ I AE R ZERRLE AR, 101 REKKN %2 £ SR Bg IS
RFNE R IEE R BRI ERE A, XA {RFARTTE M ERMIRA ERRRE AR A RIS

Citrix Receiver for Web i /2 £ E AKX A 2 FRX

IR EA Citrix Receiver for Web i R ARIZ R EANNARR, NG SRERRER T HORTEARFRE R IR, ARERKG m
B, MEEEISEEN, KX CCitrix Receiver for Web i m 2 B HIZEANARERF, REANREFRA—I2H, NhiRHRERRE
MNEXXRRE E, &7 LAR Citrix Receiver for Web i sRBEC B FARRHIRK, K] LARE (kih mRFARERRREE, B XRE LS, RBRECEN
TRRFARIRZR 5 2,

Citrix Receiver for Web 4 R _ERREITREUR FATRZ ARIRARE, B0, BFERAREF ERERFAEFRGD, FARHKE SRLRHETE
Fr, MXARTAMNAE SEEYERRESERD, Fit, ARTEMEERPRIREE, thARERERRRN A KL mRTEFH
KX, XenDesktop EEKAKREEFRRYIER, KREMNARRMHANARERMREEAZEFER, NRAERNRERPENRE
B% MefFl, R Citrix Receiver for Web Ui SR R mAMEM N FER, LUERARX 2RL L HE,

KF1E Citrix Receiver 12k3@K XenApp Services URL RIZEZIRFAR ISR AR, KEAMNAREFIIRRA R R ETRGHAREAB Citrix
B R E

HithZ#Ex

FE{# A XenDesktop #1 XenApp ZARFATEFR, RERE AL TR IR AR ERENRE EERERAREFERIER, B X3 4RE
RENRRER, RBRNEZMRNARRE,

o FRANXHRERRAIER, LUERRERE ARENERIARILFTRAN S, 7 XenDesktop 1 XenApp FRREERYSTHRIFIE Citrix
Receiver LRI HR/R, B0, &AI LIRIEREIRRFATEFFRIT AR, o rT LARKKRA B9 & fh FARA B 2 RKE SR,

o MBIRERNMRARFRAING BRMKEA, ERMARA LTE Citrix Receiver & RIRLEREA,

o IKEILIIEEFE NSNS —Ri%ODRATRERF, TREERSFRFE KEYWORDS:Mandatory MiNEIRFAFEFFREFRIER BIFEM Citrix
Receiver E FEHRIR, FARMLE A B BIARRFARS RN E SRAEF SRR IERE HEREERF,

o TLUAREFRIE KEYWORDS:Auto M INEIEE R MRAREFRATIRENRIAH, LIBERRE MR EATE AR RE R,
FARERFIRKAEER, HERMREREEN BRER, it H ARFRKE,

o EXHE RS FTA ANERRKE App Controller B2 Web RFFEF SRH-BIARR (SaaS) RARRR, NIEHE BRAEFNEBEN
PR TE Citrix Receiver  BXRFTA FRE B SKIE,

o TLIAMARAL XenDesktop RFATERE, =& WRAE Citrix Receiver BIFERFIR 5 HERMRARFFEEE S TR, Rk, XF
F & KEYWORDS:Featured Mt INZIRFARRFREAM K E.

AR BN RRF RZRHRA 22 HERIT 20 ; B30 KEYWORDS:Auto Featured,

o BRIEMT, Citrix Receiver for Web i mR#F XenDesktop #1 XenApp HENHZREN AR SRFHMEENARER, &
BHbTR, RIGF RS KEYWORDS: TreatAsApp M INEI S EREAMKE. EEFR/RIE Citrix Receiver for Web 4 REIRFTE
FrRf, MARRENRY, AN EEZ A2/, o, ZARERE Citrix Receiver for Web 4 =K, REA=BRK
K, th7R45EN Desktop Viewer R{TRK, BERRELfh = EKIG ARIT T HEREC B,

e XF Windows FAR, RILAIEE YA REMMIRARZERF 5 XMW ERRGIE A AR, ERAEARIE. Rit, RIERFETRFREEAH
=5 KEYWORDS:prefer="application", & application 2IREA R X4 L IEENAMRARFRHHH— SN
SEEERN, \TFIA HER HRAARARRFHRER (SIEARTXHR) . 2 AR AL XRFRAFEFR, Citrix Receiver
KA EIERIEERMNERRE, URAEREEAEATRET HRAERF., MRKE TRARERE, Citrix Receiver {9XFARNRN
RAHIRARRE, BRARERESR, LHARM Citrix Receiver KXRZZ i HIRAIZFER, RITHGEAthZEEMRGI, A FXRRE
&, RER Configure application delivery (FRBRERREZM) .

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.36


http://docs.citrix.com/zh-cn/storefront/3-11/configure-using-configuration-files/receiver-for-web.html
http://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-1/cds-manage-wrapper-rho/cds-manage-delivery-groups-wrapper/cds-create-deliv-group-application.html
http://docs.citrix.com/zh-cn/receiver/windows/4-3/ica-overview-receiver-config/receiver-windows-configure-app-delivery-wrapper.html

StoreFront WE AT ML it REdE

Jun15, 2017

StoreFront S¥ERZINEE, REH AR IHEER LITERKF S IR AR A & 2 2B 2 MR T A1 i fERFS , el LAHE ERF BRIk E
HE, DIREWEREN. FARLIhEE, ERUEBES MRS StoreFront 88, MMEREREENS A A, B XEK
ER, RENE S AMZ i aRAEETE,

N PN
KERRS

HRIER T, StoreFront *MRFFEMRAEEIREESEIRAREFWIE, FEMERENERARRR, REKE, NRESNHE

RIEMEERE, BoAREFIHESMNEHR—RR, Kt UREGEMNZIMERR ROERRARERD, B AMNZiTREE
K, ALARKHERE K ESRATERFHI XenDesktop #1 XenApp EBEBRITAR, LUIERARRESHEENRER, SRNESEFALER, E

ENRUEE A RRSE EEBHERATHBE T EMTRE.

INRRFFERAEIEEENZ 1 XenDesktop # XenApp EBERHE— K ERATRERF, K StoreFront SRKKRHIFTARAGIRIT R
&, FRARER—MEN, TEERE App Controller RFAATERE., FARKRERANIEN, StoreFront 2iRIERNSZ T AL, ARESEEHR
TERRRU R EADE AP I8 E B HEFIRR i E & 5E & FARMIKRRAE],

RF T ERRK HIARRER, StoreFront SRXKKNLEARKES & SRREKNA T FH, EEHEILREZH], PR E R H A ARNES - AR
TERG, 1R HCREMARRES R, StoreFront KRKE FARE RRER T HEMKE, NRASRE —MRIRHIKRERENSNEFES
JENERR, FHARRSKEFRE, KStoreFront REARRK, 81 AR SR ERE 2 & D B 7T IRFERRE i £ MR A 2 F 1R
®, mEXA LR &M ARER AR,

XR5e AT A IR FARGRIG, StoreFront fE AR E H 15 ERIHEFIRG KA E ARERERINERE, MRRARREM T SN FWER
E, NHLUEERARER S — 1T RNE, IEVRERFIRPHOEMEHRE, FAREIE - TRAREYURAREBRD 4
AR AT ERNEENE, MYRERARE LERE T RBREFES IS A AR,

ATLAEERA XenDesktop #1 XenApp RIRHIIE EEBEHERF, LUERFARIERRYT E KRR EFRAMENERE, Fla, mas
RIRHE E FARRACRIE BIRRRZE (45 E S ESRAREFMIRHAEE, MIEMREREMTE, i, TR
KEYWORDS:Primary M iNEI ExERE R ERR E KA FHIRAA, FI¥ KEYWORDS:Secondary M nEI E &5 E hERKIR, 7T
RAEEREFIEENETERFRM, R EHEARERUEIENENETE, BREERTAR, BRI ERESRHRBIRRIER
Z,

55 FEXAd & BIKR

MeERT, WME-—RAEENARSEIRRABERENMAEMEMRMMNAMENRNERES, ERTRARMRHAFRRE, LB
BRIRIRAEE SN2 StoreFront #3E, B2, RERUANSIHREER, WLMRIEARTE Microsoft Active Directory RFFE)
FRRE 7RI HRAF EFBERIRN, KN, # = LR SR R FARRES B 7 AR,

B0, TLUSFAE BRIN BREREE—NERES, M SRR 2 FREER— M RE D, ERMEET, NRARTEN
X’ FEARRAIARK, BB 2 KARERREEERS RSERNERR, ¥R BRI AR RRE 2 /A AR RKRE R F,

&, TURERARE —MES HtNEAERNENIE, BFERERERSR,. HEEERANES, NaUIRRARE AN (NEER
R) REFIFHER, FiE AT EREIRAEE B EENSEARERER, B S AR RRTRCRE B B iBRARIRE IR
IR,

kR

R E{F FAREERMA[E StoreFront ERE FHIME LIRA EIERERREREF, NEXMIRAEZFRARE S IRRSBZRE Y, EK, T
—™ StoreFront & & HMIRAREEME —REARRFN AT EREIR— P IRRSEKK, A HEREE EHRNARR, ERERMM

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.37


http://docs.citrix.com/zh-cn/storefront/3-11/set-up-highly-available-multi-site-stores.html

StoreFront E3E 2 XFERE BRIRETRAR, =] LU A FIRRZSNG 2R IS 2 R0 AKE 2 FRRECERE RS, A LIRS EX
[ERITER RS HE RS T — RPN ERNIT, BXRER, RESREBEWES,

XA KRk 8RR

ALURERFERRKELNE, LEEREEMALMBSHTTRARYER. BF, RRRKENERSEMELEER, REMH
—EOBE T ANKER, MERATEERARMERTRE, MRIEEX—IMERTRRRE, REEFFERTREGHHRERS. RIE
B HEMEE 7 KRR EEMENLELDTTH, BRARTERRRKE BEFRENSENRARER,

EFEIIREAEMPRENRR, BRTHERE ZHRRR SRR, BERARSRESEARLERR, REREthEIREMNRR 5, RITRRIK
SRR FARSRERRNEFTSMTT., B2, ARRHRRIRERRZ G TTER RIKKLERGR, FR, NREEEMEMIERE
B A AR, X StoreFront ARG SRER AT KRk E ZBE,

& {E£ NetScaler Gateway F&H

IR ERKEREELE T RIMAY NetScaler Gateway KX, K StoreFront FeRIERFARERA TR ALK 7 SRR E 58 E M & ERK,
B, MRRE—NREKERNHEBABHRENRARE, HREMIBEE— NetScaler Gateway KR, KEREAH—NMIE
BIRRRTRE R AR IR — M BN K EHRARF. BE, MRELT, SRRZREIRERE S BRARS FIREIKRRT TS H,
b REER/A B WAN,

ZWE ARRRFRDIER WAN RIRRE, "TURE N EREIEERE NetScaler Gateway KR, KRECESS, FARSHRHRES BRE
K5 1R SRR A 50 BRKAY A KKK T B, -5 FARKKK AR /IS KT FRRAY AL E T K.

RF A ERFIR A B A th FAREE B ZRE NetScaler Gateway RiTin R 2 M BIRFHFIRIE R, AT LAER&E NetScaler Gateway B
B, FIFAEE, FRERNetScaler Gateway MRREEEIRFAME, BFHEE B HSHRMRE, ERARGFREERMRA,
ERFERT, ERARERS, EXTEREERER, FitARSKEFRAERERFREN BERTIBH, MAEK NetScaler
Gateway, KiFE, KKK NetScaler Gateway KREDE ¥ EHIANERERARRES IP ik, b4, REEE—NTARBIAIES R,
LUME AR Citrix Receiver R#EZ] NetScaler Gateway, MAERARMMRALE,

NetScaler Gateway £ 5 IRRE3 XK

StoreFront Z#4Y NetScaler Gateway SRELREERF AL B RRFRTEEREMNL N EE — PN TL2RENIEA (FQDN) KR, &
XAT FAR S 1PRRLL K SRS 24 FIKRER B FARREE, StoreFront MRBENX & MK, HFEL RN EE & R T EEISRK FQDN
FAVEME—RRAF, (IR StoreFront BB & NRAIME— IP ik, @%, X2 NetScaler Gateway ERIRRZZHY [P Hhilt,

B RRREAMRRE R, RSR(EA NetScaler RITRREET,
EEFEEN
AERCREAEERES W ANL L RELER, REXULTEXRMRS,

o RENNAREFURESARRS LEGHERZMNBRIERTRE. ¥, REANENEY (MEHIR) YrEE, &R, 4
Citrix Receiver ¥XA] KRR, FAKA gL E EIERREMEMRERIE,

o TRREENENEE, SENEIENEENEREARYENEE. MAFRHEINEENRZ MR RPHEIFNEREESR
REBEMBTHBRETE,

o THEERA App Controller RFAFERE,

o INRERIH StoreFront FE A ZRARE ZRHARAREFREERES, MRLERFHEEWRESFMRRSZIHESEEN &M, K
A, BRRZSRERARAL T & & FARRKE Active Directory 1R, =& (LT 5 FIRRNIE 2 RIFE (S E X RB9E A,

o RYUEMIBEHMAE X REBA AR, StoreFront F IR MHRAF RRIKE HIRD S BHRK, MNRPBEEL NENEE
SERRHEZ, RABESNBBEHNAE X SHETATAR, ARG o LIRRKRRIK E KR,
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LHEMBCEZ 7

EREMEE StoreFront, RIERFFEHRIATENR
1. SNREMEF StoreFront KA AR T XenDesktop 1 XenApp BIR, REE{R StoreFront ARRES: BN A & & HERFARRKAY Microsoft Active Directory 535 FARRRIS & REFFE (S E X R B,

BE:
- RFRARREZERE, BTLATERINALAIARRES £ %24 StoreFront,
StoreFront A] LAZR4EFE IR HILE Lo

[

StoreFront ExR%& % Microsoft .NET 4.5 Framework, MR#K%EE, TLLM Microsoft TR, @R EZEE Microsoft NET 4.5, FHEZRE StoreFront,
(7IR) WNREEE S ARRRR StoreFront #E, KX StoreFront ARREFRE — MRFARE,

w

Z{# M NetScaler RITRRF 4, RER—ERARREZ/ER StoreFront ARREFHIRIE, B X EREZE NetScaler RRSEATHIRRIE 2, RSREEF NetScaler RITERFEE,

1. #B{R1E NetScaler RX_ERFARRF A,
2. RFEA StoreFront iRNEs, #RIBEEHEA StoreFront RRBFREREEE HTTP 5K TLS RRFEARR,

3. BN B ARRIT RS |P ik ik ARKR StoreFront BIRSKE) X-Forwarded-For HTTP BRFR, B EALEHRRE,
StoreFront FE# A ARK IP Hhilk Sk 5 HRRE IRE,

4. REERERARRER I 1% ARRRE Bl ERARRER .
5. MEERERNES b, MREIEFEEA L#%RE T &RETH Citrix Receiver, FEAREE X Android, KATLMER cookie A AR EIFAY ; BY, RER IP HitMER FRREFAM. WFEE
FRR (TTL) BRR, LA FARAERIRYE T B/ R 7 AERAIRN P (R 5 B REIARRES .

FEA M AT A (RRRAT) 1A FARRIERITRRE A, I /S 3k BRARM RRKE E R EIR—& StoreFront fRNER.

(AIR) RALATIhEE,

&

e NET Framework 4.5 Bh&E > NET Framework 4.5, ASP.NET 4.5
(AIR) 7E StoreFront ARREE LR AR A & K HARRK,

Web AREES (11S) > Web BRRES > HR HTTP Ihat > BRRSCHS, HTTPRR. BRAA. HTTP EEM
Web BRR2% (11S) > Web BRRES > RITHRORFIRET > HTTP HERR

Web ARR2 (11S) > Web BRREE > L2 M > KKK, Windows H{3®K

e 7£ Windows Server 2012 fRRES :

Web ARR23 (11S) > Web ARRS3 > RFAF2FF 7R > NET Extensibility 4.5, RFFRFE#IHA{E. ASPNET 4.5, ISAPIREE. ISAP| X3
1£ Windows Server 2008 R2 BRR25H :

Web ARRZZ (11S) > Web BRREZ > RFAFEFFIR > NET REME. REARZF#IA1E. ASPNET. ISAPIRE. ISAP|RRER

Web RRER (I1S)> BEIE > IS BEIRFHIA. IS EEHANIE
StoreFront L2 FIFRE R ORA LA A ThAEFRRER A &,

wv

. &%k StoreFront,

N RRKIFARRASFRARRERNA — RS, RRLEARRER ZKAY StoreFront REMIEM IS Web I SRE, YEBIEEMIE R 1D BR—3K,
(AIR) NERXIMER HTTPS F#{F StoreFront 5 AR RMREZR £, R Microsoft Internet Information Services (11S) BB BRZ#F HTTPS,

(2

BHeF B HMYRER HTTPS, BRIERT, Citrix Receiver HEMEA HTTPS KRERFAMIE, 7 LIEREE StoreFront [FRERM HTTP BEHWHTTPS, KREMERM IS BEBE AN,

49 IS BEEBRZFF HTTPS, R StoreFront ARXEF LAY Intemet Information Services (11S) BIRERIRHIA, REEHISRMRAIRRE HARREERR, SRS, 1% HTTPS RERIMEIFE Web iR, &
XRTE IS hREIRRESRAIRNIE &, RSN http://technet.microsoft.com/zh-cn/library/hh831637 aspx#CreateCertificate, AX4F HTTPS RERINE 1IS I SMRRER, KB
http://technet.microsoft.com/zh-cn/library/hh831632.aspx#SSLBinding.

~N

. BBARBE NRF1E At FIRRR AR M ERFIRPI ERFI 41 EBRR TCP #mA 80 3% 443 (MNREM) o Lbst, FARAERIREEMP AR E xR RE LB ERRER R D ER TCP im0,

24 StoreFront B, EZE&— Windows B ARKR, FREXMATE IELR R O AR FEHERE TCP ik ORK StoreFront AIRITI M, Lbim O A F/ERRREZRAIE StoreFront ARRER Z KKRIE(S .

©

. MREBHEAZ A Internet Information Services (11S) Web B, RFE 1IS FREE Web ihR /5, £/ PowerShell SDK fEEFEA 1IS Web iR hREE— StoreFront #1E, AXRIER, ®E
R% N Internet Information Services (I1S) Web 453,
SER © StoreFront RTERRE] % ik RS F B IRRH] A FHRERFRRR — 55H K.

el

. A Citrix StoreFront EEILH & E RN,

% StoreFront

Important
BB 2% StoreFrontmi2 e AT A6 & HRMBRAIMIBEANE R, BRLXUFARFRY, I EFEARBEREPETEMLERIRE,
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1. MTERE FREERRE,
2. EAEAAMEEIRRAKRER StoreFront ARRES
3. RRATEARRES £ 2R ER Microsoft .NET 4.5 Framework,
4. ERTRARMEE, $E CitrixStoreFront-x64.exe, ABEUBERS HRITILS 4,
SEE : 12 Windows Server 2008 R2 fRRSs £, FTREARRT—FEE, 15HISRA NET Thét, MERRIHES, 2.
5. ERFEZNAN, RERT—5,
6. WIRRRENAXRRE, MR T —%,

7. EEMIFREARE L, MRATTIMNREVHRRF StoreFront RIF, ABRRRE,
TERERMF AT, MRBRBHAEEUTAE, RRUAREAE,

e Web ARREZ (11S)> Web ARRES > ER HTTP Ih&E > BRI, HTTPRR. #MXAZA. HTTP EEM
o Web BRRER (11S) > Web ARRES > RITHORFIRET > HTTP A&

o Web RR2S (11S) > Web iRR2F > &£ M > RKRK, Windows &{HXK

e 7£ Windows Server 2012 fRRE: :

Web ARRSS (11S) > Web BRRS3 > RFAFEFF 7R > NET Extensibility 4.5, RFFRFE#4A{E. ASPNET 4.5, ISAPIRE. ISAP|RX23
7£ Windows Server 2008 R2 iRR2&H :
Web fRR2Z (11S) > Web BRREZ > RFAF2FFFR > NET REME. REARZF#IA1E. ASPNET. ISAPIRE. ISAP|BRZ:

o Web BRRER (I1S)> BETE > IS BIBE4HIA. IS EEHANIE
MREREBLLTINE, RRNSRARLEINEE,

e NET Framework 4.5 Bh&E > NET Framework 4.5, ASP.NET 4.5
. RESTHE, W5EM. Citrix StoreFront EIBIEHEIA BRERR, EKA LM FFHIA"FRITH StoreFront.
) Ciix Stacefront T=To |

CITRIX storefront

feel

(@ Mot toreont muat e conigured beore o an e uued The sdmniaton sonsck il
S0 BeAOMACHRy M you CHEK Firsih

Foin

el

. 7E Citrix StoreFront BIERZHIAH, RREHITE.
1. 1EE & URLAEFIEE StoreFront ARRERHI URL,
2. ERAMEEAMRE L, EERAEENET, RERT—%,
10. 1£ Delivery Controller RE £, 5t FAFiR4EF L ERAREEHMSMRRMER (XenApp 8 XenDesktop Services HIRRIE R) o EATLAEIRRA — R ARRES ; BR FERARE PRI
AR,
11. RERREY G O, SR LUEE HTTP iR 443, ARKEAE. H&E, HALUEFIRE Web Interface = StoreFront FE FHIRE.
12, 7ERFRRNKE £, BRF. fNREEM NetScaler Gateway, RRRFC VPN @8, SAERARMXRRE R,
13. ERRERRNE b, MR, RETRAEEZE, BRSEM.

RTE, FAREELAER Citrix Receiver for Web i SER{E MRS, RiEFARAEKEN Web RENNE K @ARARRF.
HERERR— AN URL, FARET 55 AR URL RRETRFAAERY Citrix Receiver for Web s, 40 : example.net/Citrix/MarketingWeb/, ERE, #4F1E Citrix Receiver FRRRHTHI FARF E.

cimepc

Receiver

CEIP
NRIES S Citrix BERIFRENERK (CEIP)R, RREM Citrix KX E ERREIEFERERE RLURS Citrix RABIRENMEEE,

HRiERT, L& StoreFront Re BRRIEEM CEIP, ARFEE LS StoreFront tRFE— R LREUE, ATLUEFMRRE D ESULBRE, MNRIERE StoreFront ZBTRSCEMRRE, RHER
®X, INRIEFAR StoreFront ZATEBUEMERE, RIFHEARR,

==
=0

SEMRIT S SNBRERR, AEFEEEHMREBRIFRR, Citrix TERNE MRS AT LRBUHRMRREERG AR, AT MRWE"E B ER, EEMRZAT, RURITHE.
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P BR ERD T EIRH A RRE  (RARRK 1)
fI# : HKLM:\Software\Citrix\Telemetry\CEIP
%5 : Enabled
®EY : REG_DWORD
R:0=%M, 1=/
BMRIERT, “Enabled” BURIIEEMETF, BERFKRIEER RFBRLERIEE,
&M PowerShell®, LA cmdlet ZXFB7E CEIP HiEff -
New-ItemProperty -Path HKLM:\SOFTWARE\Citrix\Telemetry\CEIP -Name Enabled -PropertyType DWORD -Value 0

AR O EMRREZESIFE—&RREE EFTERMG I E AREIEMEAERE SNERLER, fin, NRESHTF StoreFront # Delivery Controller 23R —&RNER £, FREFEFAEMERNERE
CEIP, RiRH R TR,

M StoreFront K& # CEIP 81
TRIRM T WEHNEREDHRERA, FIERT IS MR RZRAIRRIE R,

BiE B4

StoreFront hixA B REH) StoreFront iRAMFFF &, fla0, “3.8.00

RFE I EREY RTEE HHIRFAREE B E RIS,

ARRESE A B ARRESRER KT RRART RO RRES $ B IR AR,

F A Delivery Controller ®EK e AT HEERE R B PR G fE A A Delivery Controller #2MBIRTIZ,

R HTTPS TR EREERMA https BIFRFHR, “True"sk False”,

& Citrix Receiver RFARELRK AWIIK, EWTEERE Web Receiver RFI“RELFR, BFH4 Web Receiver 8 TRUE 5 FALSE,
Citrix Receiver B HTML5 Ri& FRHBIK, AT Web Receiver B HTML5 Receiver &, RF&E Web Receiver R4AR", “BIiR"ZH K",
R Citrix Receiver RF T{F X 24 HERFIR, IEREERED Web Receiver RA“T{FX 24", RFE Web Receiver B TRUE 5 FALSE.
R 725 S M P2 R FRBIIX, ERREREENHNE I ERAERR IR, BT RREERBRA S BEA
[BESE=e RREREPEER NetScaler Gateway HEHIREN 2R,

MRS IRRE O RE StoreFront

1. fEAEE R EIEMRRAIER StoreFront AR,

2. R4 StoreFront 2/, REBRRERLE StoreFront WAFEER, BXRRER, RERLEMNEE 2 A,

3. RRIEMIRENTRS TRRAE, #KE CitrixStoreFront-x64.exe, SREIFIL S HIZIARRES £ HIRRALE

4. M RRTE QR EREXHAMENXHR, AERAUTHS,
CitrixStoreFront-x64.exe [-silent] [INSTALLDIR installationlocation] [-WINDOWS_CLIENT filelocation\filename.exe] [-MAC_CLIENT filelocation\filename.dmg]
&R -silent BEAIR StoreFront LAKPIA HRXRAT EIRRRE, BRERT, StoreFront £%L7E C:\Program Files\Citrix\Receiver StoreFront\ F, {82, A LAEM -INSTALLDIR SHIEEH
fhZ %A E, Hrbinstallationlocation® StoreFront MIZREEER, KEE, MNERKIIFIRREE/FRARNSIRM—ERSy, RNLEARNER ZNAY StoreFront REEAIBH] IS Web IhRRE. YRR EMIL R
ID HE—H,
HRERT, R Citrix Receiver for Web it )RRRAEI Windows 8% Mac OS X BR_EH] Citrix Receiver, RRIFHRZRFARM Citrix Web 35 52 FRAIRELES HF A Citrix Receiver, AT LUSE L
178, LAEFIRM StoreFront ARREE TR Citrix Receiver REX#, HRRRIER, RBRIEARNEE IR Citrix Receiver Z& 34,
NREFNULEBE, RIEE -WINDOWS_CLIENT #1 -MAC_CLIENT B#(, LUF Citrix Receiver for Windows #0 Citrix Receiver for Mac RE XX # 5 RE HIF StoreFront EHEHRHZ LB,
1% filelocation HEMMA S ERFINTEXHHIER, FHiF filename ERR Citrix Receiver REX#HHIEFR, Citrix Receiver for Windows # Citrix Receiver for Mac RE&E XL F StoreFront &
RNARS TR A,

F+¥ StoreFront

EJ904 StoreFront 2.0 & 3.0x ERBEFREIAIRAH StoreFront, RRITAARAHK] StoreFront &R, TEEEEFR StoreFront 2.0 ZBIMARA, TR2WHRSERF StoreFront 1.2 FREI
StoreFront 2.0, fAEHFARELL StoreFront kA, FR, FAEEEF StoreFront 1.1 #REIL StoreFront fRA, R StoreFront 1.1 #+&%| StoreFront 1.2, fAEFEFHRE StoreFront 2.0,
BREAREIL StoreFront ARA,

—BRRARRIEE, RETESHER, MRAREHEHTETNR, WEEERERR, BFS%RLE StoreFront, EFAFARZE, EHRETFFARS StoreFront HEMREE, HEEAWEH, UK
FE LE FARRRARRER, RRF REFARIEAREAN, RERF T LIRKATA StoreFront X, MRFERERFEITERNH, BLNTEERE G, FEARRKR MMRBRE StoreFront FLEBEHR
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B, StoreFront AXFEEFARGRAN S RRSNE, AL, BFRERBHRNEZA, YRSRDHAE RS EHFISHARMIRAE. 2RRESBERZFRANAR, WRIERFEFARIRRES, Citrix &
RIGTEFHRZ RIREIBRITRID

IR StoreFront XK & DERARR. RS, FARMRATEFER. Citrix Receiver for Web b, SRS =F] XenApp Services URL, REBEE IR ERE HIR StoreFront, LIEEFHLLE
StoreFront K, EMREHHRERN RAEEMGR, FREEERRSE StoreFront MEE, FHiFBARMRARFRERRERR, UERTEEREFMARRERF.

FZFFIERIT StoreFront HIARRES £ ARIRIERRAR A, Citrix BRISIEHH REMIZIERRH RE StoreFront,

Important
FHAFRZ AT, RRITLATIRAF :

® R StoreFront fRRER EBIATA HRARS.
* XRFTAHBHITH PowerShell 0.

$$r4E StoreFront 2.0 ¥l 3.0.x F-x%| AR A K StoreFront

. BB ARIERER B AN, 2 ARRTATR) URL 1508 1L FARTE ARRFE FRIEESIERE,

. R ARREERPBIFT S ARRER .

. MR IRRESRPRERE h— & RRES.

. BRI ARRER o
WER, ATLUER B EPRRT s e T IRR IS RAIRIZ PR E R TR, 577 B M & Kb Fr— 2 ISRREE E R R AIREH RERER H FHRR IAARRESNP M — B iRRES. AR TURTHEN (MIEMERLA
FRREENPRERHIRE ) REEHTN,

. [EAEENA IR RN, TR, RRERTEMEREF ETROENHARAERER,

. BREE BRI FARRPRHIARRER

. MR 35 KRR ARREFR A IR — & ARRER.

. EFRREIREARREE, RESSR 1 PEHNREER,

. EIRYFIREER StoreFront MRAF REFTARAM StoreFront,

10. ST REHIBRREZ RO EI B AT A FHRIE FIARRER N 2 3 RAL M ARRARRA K FTARNERR, FHRNE 2T HENE BR1T,

11. EE4R3-10, EEHRRBREEMEE, AEREERRRENAR, FREARIEAFEREY REWEEEHERE BRT.

12. REIRMBRBES PR 3-10, EERMHARGHE S RRSBRINZIRT LR+,

AW N R

O 0 N o un

’R
o MRBFHAAUERA, FTLMEARREE P IRFRRARRABNNKER, EEHIRRERAT A, R, BRTUTRE:
1. BkRFR1,
2. BRPR1L, FEHOIERAE AR RRE A RRARRAITIAE, MR IAIRREZRAARH KRR FH IS ERA B3 ARRERRA ., )P (6 FARR T SRR ARRERREI IO B,

FRAT R R FARFESE AR PR 3 2 ERITHR 11 2 BIRKRFT MBI AT A B SR 1E AT IRRARR T .

o FLUBRA T ARAR—FH A AMERAL | RMRIARRENHRIR — B IRREZHTAR, REEAFRRE (MFMRBIRRERPRIRERRES) REHIRRER, HIRRGBREA LR, LS IHARRES.

fidi& StoreFront
Citrix StoreFront BIEEHI S EIRRK, RIRHERTER,

o WEHTENE, 1L StoreFront MEHEREBEE —SRENES. KRRIFIEEATRE StoreFront SN RAEREE, BB —4 StoreFront fRRIRE, TTUMRARFRINE SRR, UWRSHEN
BE,

o fNARERRERN, HHEARRIZRIMEIRE StoreFront ABEH, KUIRKATRFEIRS StoreFront FBBMWEE, ZIRRBFIE T ERABRER, ERMFRRES, FERREEHHREIRRSE.

R StoreFront

MRS AE S, EIRStoreFront fIXFREDRRARK. RAFEME. Citrix Receiver for Web Ih s, SERKIL SR XenApp Services URL LA XRAIECE., b4, RIGRERE S FRBIRE T2 FERRE R AORRK A
FAIEARR, (ERARREREREH, REMERRAREFRNRRE 2R, B2, E2SBRRBNED, REKIBHREERPIEMIRRS £, FIR StoreFront B, & MIRRES FRER StoreFront R
ERMWEN, 80, NET Framework ZhEEFN Web ARRES (11S) A BARK,

1 EREAXRMEERRRARRER StoreFront ARRER.

2. 7£ Windows FF i RE =R FEHH, HE Citrix StoreFront iR, TERMN ERERAR, 2 EEREIR,
3. 7ER2F HITHRERRAER, BR Citrix StoreFront, A ERREINMARRES FRERFTA StoreFront K%,

4. 1EHIR Citrix StoreFront RRAEH, N2, ERSTAIE, KRAfEE.
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1. #0R Citrix StoreFront EIERHI B IE R StoreFront [FRITF, RIE Windows FFiRRSRARFFEES, HEIFHRR Citrix
StoreFront X,

2. 1E Citrix StoreFront BIEZEH SHIRRER P, MREFITE.

3. 7EEAX URL EFIEE L IRREFERZE B StoreFront ARXES SRR ARIERT URL,
IR RRERFHRE, WARKES URL, =T ABBRIERERERE AR URL,

A LLERIE StoreFront B4 A PRITEREA URL /ERMERM HTTP EAR HTTPS, BIIREXRHTTPS BZ& T Microsoft
Internet Information Services (I1S).

4. T —% LRE BHRNRK, KIRRATRERK Microsoft Active Directory B FERKIT & HKK,
EFFH HTTPS EB{R StoreFront 5 AR BEMZRE, MRS Microsoft Internet Information Services (11S) EZER
FEHTTPS, MIREBESEN IS BEiE, StoreFront fFHEA HTTP RIT@E(S.

IE R T, Citrix Receiver EEF A HTTPS EXEREMEE., #0R StoreFront REZE HTTPS, FARMRITE A E S RREF
FAHTTP RiE, HeeFEHRRREHR HTTPS, BTLUTEEZE StoreFront IEHERM HTTP AR HTTPS, REMERM IS BLEE
FAALENE, BEXRMRER, RSN ERNZN,

A LLERTE StoreFront EIBIEH] A ARITE A A URL (EXFERM HTTP R HTTPS, #IiREXHTTPS E& T Microsoft
Internet Information Services (I1S),

5. ERAEELTNE L, EEXABEENBIRUREBRANARE DR (ER) ARKRAREE, ARKNT—%,
StoreFront RAFEEN EEAREREFREE—, FHXERAT A, HRRAREE L FRFRRIE Citrix Receiver FRARKRT A,
RRK— 2] FA R SRR i s AR E BRI,

6. 7£ ControllerXE £, %I A FRHUFHEBNABEMEHINRHNERK, ERARMAMEEPRINKENRAERER, RITUTHERS
K, A LUK NS B BRI 4T (T XenDesktop. XenApp #1 XenMobile (App Controller) S8 BRE FHIRIR, RIFZEES IR
2, LURNIIRRA S RIERR AT SR E.

o MERAEME I XenDesktop #1 XenApp KR
o MNARE AR App Controller RFEFE

7. BB LENRERNEIRAREIE Z/E, RE Controller KEIHFRT—3,

8. TERFEMXNME L, #57E ML A MR FARE & RERE K AR ERKIE .

o E[NAFEREKARMRPHART A, RARAMEREME, MRARPILERME, RRERERMRAE A FH REERKERK A
s,

o E(HRNFEE AR AIRIR R BEER NetScaler Gateway KX, KKK RKRKER StoreFront 32 {4 BIKR (T VPN i#E),

o EENLLERTN (SSL) XA MK (VPN) &BERF A B XA BIRF S LA R P A HARIR, KXKSS KA RKRP 38 M RA B Al
KR (e 2 VPN ElE), FAXATEEEEMFH NetScaler Gateway AL VPN &3E,

INSRACE EN NetScaler Gateway RRF A ERITRIENN, fFERNA NetScaler Gateway B& & {3XR/5%, FARM NetScaler

Gateway &3/, BRI {ERKE 2 MIKMA EERERER,

9. MR EXFARFERK, XFH ARA FRRARER NetScaler Gateway E8&, ZE7Ri0 NetScaler Gateway E8&E, KR{TLLTHERR
2, RIBEESSHRE, URNESHEE.
e BK NetScaler Gateway KRR XK i FINFERK
e BN Access Gateway 5.0 B¥E12 (HRRF 5 FIRFERK

10. #IN5EFFA NetScaler Gateway EE 2 /5, KM NetScaler Gateway KRR FRRFARA TRRAEE NI E, W0RKAE@ERS D
MERTN, RIEEERTORABENRREE. WF—%,
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11. EEHPRAENE L, MREANEAREEERSORERNGE, AERT—% ., ATLIMUTAEZEPRTR :

ARG MR : ARERRERA SRR B AR HRT S 198,

SAML & 13X : FNAE S iRHREFRE D E, BIRERE S HRAREERBRER,

HiER : AREEMAER Windows REHNIRRE 17, BIRI{EXRE KA ERE A HEREBRER,

HeE+ - AR EEREAE B EH PIN KT H9RR,

HTTP EARK : AR StoreFront ARREIHY 11S Web BRREZINIT B {HRK,

B3 NetScaler Gateway : ARIA NetScaler Gateway RRE 35, BIE/IMRE SHRAMEERERNER, KA 7RIEKRKERRF I
Hito

12. 7€ XenApp Services URLXE L, Rf#FH PNAgent RXRFE 2R #12 EH FARESE XenApp Service URL,
13. XERFAEIE S, Citrix StoreFront BEZEI AP ARGIES, BXRIER, REREMEENE,

R7E, FARALAER Citrix Receiver ERRIEMIRARERE, B YXRE R B EENRRE R, E7 LLERRS A ARFARER ERERRE
B, LREARNEERFE, AXIMER, RSN,

=&, FARALLER Citrix Receiver for Web i SRR fE, RIEFANEERER Web NEIKNE S mAIREERF. RERAREER, N
7~ AR FRREFTRE RS BY Citrix Receiver for Web 35 589 URL,

KEEFRARER, FERRA XenApp Services URL, {8 FARAT Citrix Desktop Lock BN ABM S ERFIEA PC AR, UkfE
AT EFRMIBAR Citrix ZERIHHIFAER, 7 LAEARAREL R XenApp Services URL EERRRAEE, XenApp Services URL B9 RR
http[s]://serveraddress/Citrix/storename/PNAgent/config.xml, EH serveraddress B StoreFront EBZE ) ARNAS SKRT HRiEHY
STSRMREMIEA, storename RIEFPR 5 FRRFA RS 18 E R AT,

2% StoreFront B ZRBIK, AT LUBRRKANAKE IRNE KRR IS B % IRRES R INFIERE &,

XA NS A0 XenDesktop #1 XenApp KiR

EJERIE StoreFront ARXEZAIFNIAEL B FRREEMIRF R ERTS H XenDesktop #1 XenApp 1IRMEMEEARARRRE, RERLUTHR,
BRIEERTEM A XRER MEFERE REFE 1L T RE 6 &,

1. 7E StoreFront 4 & “RERFA & FARFEE "I Controller KE £, KRR,
2. 7EANIN Controller RRAER, IEE—NEBITRREBEBMLFR, FHigrd L BRAEERSMKEZM XenDesktop, XenApp K2

XenMobile 124,

3. SARRERAZ IR IP bR INBIRREE TR P, 1EE L SIRREE URFABRINEE, FIRRRRF T HRLE S B URE M ERERF, K

F XenDesktop ¥, Rt Controller BIRRIS 2. RF XenApp R, FIHR{T Citrix XML Service BIARRES.

4. MRRRE!ZIZR RRKE F 3k 5 ARKER @ (589 StoreFront RIEREY,

o EENARMBHREREHNIE, MRHTTP, MRKKKR, RURBTEHREH R, LURR StoreFront 5ARNES 2 KRIEM &
2,

o EFENMFARESERETN (SSL) KL £ M (TLS) RS HTTP RERESIE, MR HTTPS, #132K XenDesktop #1 XenApp
ARRESXRILERN, REE{RIF Citrix XML Service KBRS Microsoft Internet Information Services (11S) HEHiwO, FHI4F 1IS &
BN #F HTTPS,

o EERS XenApp IRXEZ Z XML ERERELIE, LUER SSL Relay RITEN S HRRFNEIEINE, KK SSL Relay,

SER IR HTTPS =X SSL Relay 3{#K StoreFront SRREF 2 RMIREL L, RIBIRTEIRKES TR 5 E M & SR ARRES

MR EMEHiRE— (BFEKNE) .

5. 187 StoreFront RIZARXEZFT AR, A HTTP #1 SSL Relay MIR{ZEAZANIH X 80, HTTPS RIEMEARIGAK 443, RF

XenDesktop #1 XenApp iRE2Z, #&7EHIHOMRE Citrix XML Service P& FARYR O,

6. BNIRZE(HM SSL Relay #{# StoreFront 5 XenApp BRRES 2 REIRIEZ £, K7E SSL Relay i OAEHHEE SSL Relay B TCP i

A, BARIHOR 443, FAFRIRIT SSL Relay BIFRF A IRRESER BRRKE — % .
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AT LUK A i B BRIZ T8 XenDesktop., XenApp #1 XenMobile E3BRE HMIKIRE, ERINE S XenDesktop i ms
XenApp R, REERT LiNFE, E@XKAEERESH App Controller BIEMRNARR, ERTRENAREE 70 App Controller ®f
REEANER, BEENMERRRANERAERER, REEIARE NEHTEE EZRHNE 7 £,

MIRFA 5 7300 App Controller RFATERF

EERIE StoreFront ARXEZHIFNIAEL B FPREMIRFEAEIEIRAEHE App Controller EEMRAIER, REMRUTER, BRIEERTHRA
MRERREFTERE RFIZFHIE 1 T EIE 6 &,

1. £ “NEERF L AR Delivery Controller RETH, RRE AN,

2. TEX10 Delivery Controller RRIER, #§E — A BITFRR App Controller EXK (T EEEERAEERSHRARRF) WL
Ro FRARREMTE 2 EIZE, B AppController,

3. EARREFAEHRA App Controller FERRREY & FFEK IP ik, FH#EE StoreFront K# App Controller FTARIR O, FRikOR
443,

] LUK A s B BRI M XenDesktop., XenApp #1 App Controller E3EBRE RMIKIR, ERIMMAEM App Controller FERKR
EEMNARER, REERTLLHNE, ZERAEERSH XenDesktop # XenApp IREM S EARAER, RRITENAEE 575
il XenDesktop #1 XenApp RIEFFTRMER, HHEENMAERERNZRAREERE, ROZ AR REFBEREFNE 7 £,

BN NetScaler Gateway KK$R HERR F 7 5 FORAZRN

F A& @R NetScaler Gateway KRR 4K StoreFront ARREZRFIHIIAED & A ATKEER A /15 BIRFERN, RSERATER, BRIEERTEM
AXREREFTERE RIZHHSR 1 EIHPRO,

1. 7£ StoreFront 4l & “REEXF i ARG E - HIRFERKRE £, KRR,

2. TEZNIN0 NetScaler Gateway RRRRIE A, RRKTS RE (% T FIKRRAY £ o
FARSFE Citrix Receiver P EEIEIEEMNRT AT, Hib, MERGIFFESEEXER, UEHMARAE RS FEHARK, F, =
LATE NetScaler Gateway BEMNRREMHP A MBI ERF R, LUEARERARRE E T HATEA EERERE,

3. RRRRA ERARRES 2K FARERA (KT Access Gateway 5.0) B9 URL, ¥57EERE R {F FHBIRMARA,
BRRERTNTLREMIK S (FQDN) IEARS A SRAREERNE R, REERDTLRENIZE (FQDN) IIERERFIAEB
IR A P U o

4. NREFHIN Access Gateway 5.0 KX, RMERBEXFIRPRKK, &R, KIEE NetScaler Gateway RREFR IP it (A1RF
E) , Access Gateway 9.3 IERMRIEE F M IP ik, ERRAESHREMS, Lhitbit2EIRK,
F Mtk 25 NetScaler Gateway FRRIIE 5 R ER MR RIIRREENAT B 45 B FARKRAY (P ik, itbibikth T LLZ NetScaler
Gateway KREJBRET IP ik, WNRIEE T FM IP #hilk, ®StoreFront {# ARhiIRKRARK & 7 K B A SR,

5. IR EFARDIRTT NetScaler Gateway 10.1, Access Gateway 10 % Access Gateway 9.3 FIRR, RMERRE 5K §IFEKN
LR Citrix Receiver FARED B & 15K %,
IRATIRHAYE X NetScaler Gateway KRB ERI(E RIS AR MNEIRA FEfE BRI 4, R{E Citrix Receiver BT LATE B RRRRRKKGE
FEIRAIRIERK o

IMRFEZAWAH Microsoft Active Directory 15&#E, RXRIZ,

INRERARAMZ LS ERENSHENAR, BREESH,

INRERARRRRA S ER NN L L SEMGH DR, RGNS,

NRE K AR BRAE EREMN —RMEFR, KK SMS H1{5RK,

INRE K AREEEEFHRA PIN, RREEEE,

INRRE fE £ S ONRELE TRENF O™ (4 AREREF HRNA LUELREING %) , RMEREFEER SR PRRRE) & ()RR
*o
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6. f£[EX URL #EHIEE NetScaler Gateway HARKARR URL, StoreFront & BRHMIAN URL BIRAEEES . KR Next (F—%) .
RARREIPI SR ATKREY URL, StoreFront i NetScaler Gateway S{2RRARK, LARKM NetScaler Gateway EIMIRK 25K B
XXX,

7. MREBERAMEERSH XenDesktop 3% XenApp 1#tHIKIE, RAE Secure Ticket Authority (STA) KE A 51 HRAT STA BIARRER
B URL, RINZ A STA B9 URL LIRFABREhEE, FIZRTENAS HRLE ARRES LIRE tH RGN
STA ¥£& T XenDesktop #1 XenApp ARRZ: £, FHRHSREIELRKERRK, RLEARZIERAK T RN XenDesktop #1 XenApp RiR
RAT S (PRRFNIERAY ER,

8. WNRAE XenDesktop #1 XenApp 7£ Citrix Receiver KX E RE #RiE AR i FF O SRR FFIEIT FHIAR, MRPRA KA SEEER
E, MNREMET SN STA, FEFLEHERATEMIARAT A, KXF Request tickets fromtwo STAs, where available (MR
STARKEREIIRATA)) ERE.

KA Request tickets fromtwo STAs, where available (MR STARKZER(GNRTA)) SWEE, StoreFront FMENRREE
STARHY ZRRHE, MW, BME— STA ESXEHRRGA A, BREAEHE, MRATEFARREESRD STARTE
&, StoreFront fFEIREIFEARD STA,

9. KRKEE, ¥ NetScaler Gateway Z8E 7NN EIRFERKNE L Y51 2R .

ERMESHEE, RESRT LRRIE, BEEEN Access Gateway 5.0 B ERERRRFREfE, RRITIEN Access Gateway 5.0 Bf4E
TR 5 FORF2Rerh AR PR, FRINARAE NetScaler Gateway EEE, REIZIA XRER REHEE NEHHE 10 &,

BN Access Gateway 5.0 ¥ &R KK 5 FIRFERK

FFLE @R Access Gateway 5.0 B¥5E1R#K StoreFront ARRERHIHIIAED B A FTXEERFH /G BIRFERN, RSERL TER, BRIEERT
BYANSCRER NEEFTERE RIZHH B SR 1 BIFR 9,

1. 7£ StoreFront 4l & “REXF i ARG B HIRFERKRE £, KRN,

2. TE7NIN0 NetScaler Gateway RRRRIEA, REF& 15 7E £ T FIKRRAY £ o
FARYSFE Citrix Receiver FEEIRIEENRT AT, Hit, MEREHHPEEEXER, UEBBARRESSEAREEE, Fla,
A LATE NetScaler Gateway SEMRREMA TS MIBMAEBERF R, LUE BREENIARERE T EFATEAMEFERNEE.

RABENARENS URL, FMARAFIRBPRR 5 X,

MEREZERFIRD, RKRAccess Controller, AFRRT—%,

ERRKE A, FIHEEFSERRRE (P it sisE 2 REMIHE (FQDN), RABRT—F,

ERAE#HREPRIRE L, FIHIE Access Controller fRREs ERTTHI B ARRARKEY URL, 7NIN% & BRREHY URL LARF BRRINEE,
FHRRFERR I i RLE ARREs RE S ERFERFE, B Next (F—#%) .

StoreFront {5 A & {2 XRARKKNAE FAKRT & 9K, LU FART 5 ERR A fEERE FRA KR,

o vk w

7. MR EBRAFEERGH XenDesktop #1 XenApp #R#HIRIRE, RAE Secure Ticket Authority (STA) REIARFIHRIT STA BIARKES
B9 URL, RINZ S STA B9 URL IR EREHEE, FHERFENF 7! HRL ARRES LANE tRFERBRIF .
STA ¥£& T XenDesktop #1 XenApp ARRZR £, HRHESRENRELRERK, RLSNZHERR T REIK XenDesktop #1 XenApp RiR
RAT B 1DRRAN BERA ER,

8. MR%AE XenDesktop #1 XenApp 7E Citrix Receiver XX B KE #RizE AR I FF I SRR FFEIT FHAR, RRPRA R SEMHEER
E, NREBT ZNSTA, HEAFERFRARASEMBRATA, KA Request tickets fromtwo STAs, where available (MrA
STARKRER(INRATA)) ENE.

Kb Request tickets fromtwo STAs, where available (MR STARKZIR(INRAIA)) ERIER, StoreFront FFMRNMNFEH
STAREREREE, X, BME— STAERKEFREA TR, AREEAREFE, NREATFEANRRELESRD STARTE
{&, StoreFront fFEIREIFEARD STA,
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9. MRKEE, ¥ NetScaler Gateway EFE RN EIRFERKNE LI FIZR A,

ERMESHE, RESXT RSN, EREEN NetScaler Gateway 10.1, Access Gateway 10, Access Gateway 9.3 RN

Access Gateway 5.0 RRRIZRRRFI B G, KR4TEN NetScaler Gateway KR HRKA 5 FNFZRRAR B SR, FRINATA NetScaler
Gateway EEE, ROIEIARER REHERE RFEHME 10 &
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N ARA frX23X
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224k StoreFront g, REARERINEIRG HIIRKSS FAERIT SRH E A RREREEAIRIERRRA, FEXBRELER, T*XFaEE%
R VERRIRAFI X IHRER StoreFront fRRZEN, RERRSZRGEZ AILIEE A5k, BEEMETERNBTEREE, d==58
LA ERRRBFHIARREINA EERK, b4, RRFA{F StoreFront TEFFARIIARKES £ 1S FRAYMENES 3 th SRep 1 H b RRESHE R,

Important

Al fRRBFRE AR INFTARRASN, AR08 StoreFront Service KRS VERETARRZS £ A #th S IEERRHI AR, RLEARRES A ih S FERKER F 8 10 A BRRZ5K
HEHBES, MNREEARKIEE AR EERRINFTAY, HENRERE T RS LA EERRAIKIE, StoreFront & 5% 10 ABRK
23K,

1. #0R Citrix StoreFront EIERHI S E %% StoreFront [FRITH, RIE Windows FFieRESRARFREER, HEIFHRK Citrix
StoreFront X,

2. 1f Citrix StoreFront BIE#EHI SRR EEH, KXINARE IRXEFR,

3. EXEIEMAM StoreFront EREFABRRES, F$TFF Citrix StoreFront EIRIEHI S, EIEH &M ARE K PRIRREIERS, A
EERFER PR INARRES, R FRRAERAR,

4. ROIEIFARRER, AEBTEINAIRREFRRHE Y SERARRERE A 48 ERE BRNESHI B FF. KA MRBRRESREXAIIZRIR, SR BERRANA,
MARZ G, #iRXE:ME BN MERE L SRE RREFMVECE LR, FRRSFAIRKE 205 B3 2 ARREFRM BIFT B H AR iRREE .

EEESRNAREE, R—RRER—5RREFU R N IRRERBLE, AR Citrix StoreFront BIBIRH & RIEEE P HE M E A IRR
23 ERTT, RSRED BT AY T B ARIB IR A H A BRRER, LUARENHENNEEFE —H.

MRA IRRZZX P RPR IRKES

IN5R StoreFront ARREREFE M IRRBNAIKR, FHEWRER, EWKRIT Clear-DSConfiguration PowerShell cmdlet ¥ StoreFront
ARmE: EBRH BARIAR, 7EMFFFRIZEAIARRES _ERTT Clear-DSConfiguration cmdlet &, 7T LASHRARKES & #7iA I0 BUKAG ARREI KR &
TR B ARNZE R,

. ERTEHEE/NIRRESRM E StoreFront ARXES _EFTFF StoreFront BIEZHIA,

. RNZERAIARREZNN R, AERRE M ERFRAIARKES

. MERRZRRARPRNE I BRKES o

L TEREES R, RIBSE B R AR ARRER A 5 S LT FFARRERRAT E fh — N ARR,  AE AT H fth ol R B9 BRRAZNARRAE BRE ARRES B M
RAPRPR, 7RISR FARIERIARRES EERH T HRRRGE, RFEERKRARKES B 2RE KR,

. TEMTFRIERIARRER £ RAREEZHIA,

6. T FFRIEAARRES MRERER 5 1ERARRES _EFT FF— 1 PowerShell &8, HERLITASRA StoreFront PowerShell R : &

"$Env:PROGRAMFILES\Citrix\ReceiverStoreFront\Scripts\ImportModules.ps1"
7. RfT Clear-DSConfiguration 343, Lt 4R IFiRKES B BENBNE,
8. $T7F StoreFront HIBILFIE, HRETARENERRIRCERE, o MRS ERINEH M IRREIN,

A W N R

Ul
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{8/ JavaScript KEE, Citrix K¥H9 AP| 5 StoreFront BEE#HIAR, ®% Web Interface B EXREBTE StoreFront FEIE A HFHK

B,

RS B S B BRI R AN ATRRRLE B BRI EA(E R,

MHRAIE

o RTFHIANBER, MALFLATAIER scriptjs XM INRA

C:\inet pub\wwwroot\Citrix\StoreNameWeb\custom

o RFRABEN, MM FLUTAIER style.css ST MNRA

C:\inet pub\wwwroot\Citrix\StoreNameWeb\custom

o XTRRANZE, MAFUTMEMSIASERMKLETFX :

C:\inetpub\wwwroot\Citrix\St oreNameWeb\customweb

o MNMRFZAMERLIRRIFERE, FILLM StoreFront EIEIEHI A S:EREH PowerShell %I E M ARRBZHIFTE B i,

EE - Web Interface SRR FARE EREFRE, EHBI, StoreFront AEAGILIIEE, RETURINES &5 EXRE LR HH,

ERR B A XRREVE .

Web Interface Thag

FREEZEHAMNEER

StoreFront ZF 3\ ThhE

o ERFAE
o EXAF
o FRFARKK

o XAMER
o RAER

https://docs.citrix.com

TEMA, StoreFront BRKRFIRIBRRFERREE U,

o BRIER TRAER,
o B, EXERME/Web Ul FREHRIE, KA style.css RRMEL TR :

.search-container {
display: none;
}
ZEF Ul PR RE, RN :

#searchBtnPhone {
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display: none;

XA RIET

RAR[E] £ —4Ns04R

https://docs.citrix.com

XN (RResRIFT) S

ZARIE R AR,

KAIRE £ — SR - ERESFISCHR, FEMRRGR O SR, KA script.js
RRIUTARRE

CTXS.Extensions.afterDisplayHomeScreen = function ()
{
/I MERRERE T
CTXS.ExtensionAPl.localStorageGet ltem("view",
function (view) {
if (view) {
/] MRRFEFTRR, KEHRILKN
CTXS.ExtensionAPl.changeView(view);
}
if (view == "store") {
[l MRREZRRAEE, WERESRE T XHR
CTXS.ExtensionAPllocalStorageGetItem("folder",
function(folder) {
if (folder !=""){
/I MRRET XHR, KEXRLSCHR

CTXS.ExtensionAPlLnavigateToFolder(folder);

}
/] Q& 34 KK

CTXS.Extensions.onFolderChange = function(folder) {
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CTXS.ExtensionAPLlocalStorageSetitem("folder",
folder);
b
/1 Ri& KX
CTXS.Extensions.onViewChange = function(newview) {
/| TREBERIAEFERK
// T 2 RERKK,
if ((newview != "appinfo") &&
(newview != "search")) {
CTXS.ExtensionAPllocalStorageSetitem(

"view", newview);

RART

RIXIKIX

KX

OGRS

1| FRRK

KKK

KiE BARKK
(ERAZ) RKRK
(ERTFZ) FIZRRN
(ERFZ) BAXRK

B TF Citrix Receiver EAAEIEAMER, FILBEMEATEIERETR, EALLER
B ERBIAR RN TEIR R,

Citrix Receiver EEAREM Ul, FRERAERE, ALMFERE StoreFront &I
EHEEREN, AXRELR, RSRNHERERFSEEIEEA [T,

o XXX Ul

o RRE Ul

U IS

“ SR THKNF

“NARRFE
(RRERF)

https://docs.citrix.com

HRER T, Citrix Receiver U IRRER, REARFHNARRUT—MNRERN, @
MTFR—MRRER, FER, BE— oI RER G RRE,
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KX
XARE
X =RE
KN =R

{8 StoreFront BIEIEHIS ATREMHRE R, KK StoreFront EIE{LHIA
MR EEH“ B ER Web I AR, ERRHMIESR LRTHEKR,

FEARXBER, AILRES SRR, F20
.theme-header-bgcolor {

background-image: url('spirals.png');

o RENKIHE R
(RAERFRE)
KX
XA
BN
KRN

https://docs.citrix.com

BARERT, RERHEHRERES,

bk TR 31 RED S T 7 0 B8 R A S R AE

var doneClickThrough = false;

// Web ERz &

CTXS.Extensions.beforeLogon = function (callback) {
doneClickThrough = true;
CTXS.ExtensionAPL.showMessage({

messageTitle: "Welcome!",
messageText: "Only for WWCo Employees"”,
okButtonText: "Accept",
okAction: callback
};

b

/| EREzAE (AT XY ZRR)

CTXS.Extensions.beforeDisplayHomeScreen

= function (callback) {
if (!doneClickThrough) {
CTXS.ExtensionAPL.showMessage({
messageTitle: "Welcome!",
messageText: "Only for WWCo Employees",
okButtonText: "Accept”,

okAction: callback
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1

} else {
callback();
}
|5
o ENFERN ENRR L AORAFEERM XIS, FRRENREFES RFRE) , UKERE
o ZNFEEHEE HIRER A1 E SR,
o ZNFRERIEE
.customAuthHeader,
.customAuthFooter
.customAuthTop,

.customAuthBottom {
text-align: center;
color: white;
font-size: 16px;
}
THIRE (BRE)
$(".customAuthHeader').ht ml("Welcome to ACME");
THIEE (RRE)
function setDynamicContent(txtFile, element) {
CTXS.ExtensionAPl.proxyRequest ({
url: "customweb/"+txtFile,
success: function(txt) {S(element).htmi(txt);}});
}
setDynamicContent("Message.txt", ".customAuthTop");

R PEHAGRABIERAR, HHFHETF custom BrRe, FRERER
THERENGIFIE BRHEFHTIIR Ul, RISXRAZMAE customweb BRA,

o NARFRERIER K&K LR X TF CustomAuth BB FEEHRE,

o BRRFRERDE S ~
KNER b X FRRARMRAl, RER #customTop MIE .customAuthTop 3k

BEXFRELHAR,
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MK (FREFRR) IR
#customBottom {
text-align: center;
color: white;
font-size: 16px;
}
ERAMARBHRR T RO :

$('#customBottom').ht ml("Welcome to ACME");

HEBEEEMRENIIEE
o TERMBEXNFE StoreFront HR EENNE, B2, EOLINEBEKN, RSR MmN ENRER
o ERMERFRE X,
(BFHER)
FRRE HKeERT, RERRE, &7 LLER JavaScript ZRIN3ERFIIER,
T VEX 4 BHERENSENIIEE, KE AP R THMRESEMREMT,

KSR http://www.citrix.com/go/citrix-developer/storefront-receiver-
developer-community/receiver-customization-apihtml,

FECRHBER (KR)

|CA 34 R AN H AR A BE R B ER, FEMHELFH AP,

http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-
community/store-customization-sdk.htmi

HHRRE ER FMHEIFHI AP,
http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-

community/store-authentication-sdks.html

JSP/ASP JERK HF Ul WERARARE, StoreFront EARIREEL APl, H1R% JavaScript API
AIRA Ul B ER,
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A ERNAT T ARSI L ARRES StoreFront SPEMNE, EEELIRRSIE, — RRFEH—&IRkRZS B XRRBRNELE,
{® Citrix StoreFront E R4 & R E R E A H Mt IRNES ERIT, MRISRAC BT AT E B TR A E thARRES, LAFA{R
BENSREANNEREBERE—.

WRERE S & 7E StoreFront ZEEAIEF IS Web it mRE AT (FIANMIRAIEMUL = ID) #HERB StoreFront ARREIRETARK
5o
[l ARRZFXA AR NN ARKZR

A LUOBRRIT R INIRRES (ERRENIZRACN, LUERERIS I L3Eny StoreFront ARRESINARIRGEREH, X |[GHRRERINFIRG
StoreFront ZFEHMRRE R, REBRINARE RN, RBRNL StoreFront SREM FTHEMERS, RIGEMRPTENIRRESHE,

MIRRESR A RFRIRRES

KPR ARRESERET B F I ARRES M % ARRES StoreFront SBEHRER, MR T IEERITERNRRES 2 A, BT LARIRRA B E M RRES, M
% IRRAS ER B KPR ARKES 2 BT, RIATIT H MRRFEREE HFRER,

I5F 7 Hh B8 eI B IRR 2SR

X% B CUER AT A T E#T% BRRES StoreFront BREHATA HMARRGHNERE, FESHSAIRRGHNERERT —N. RRFRFEIN
HitRRE: LRITRATAER, RITILAER, EEHTRRNAERREEZE, ETERMTI—S E.

BE  NRFEHFENRRSFHNE B INAR G B SEEING O H b RRER, U2 FMERERHIR— PN IRRESNIE RN, REEEFTE
BERRK,

BHERERE AR URL

RITEMEKR URL ERAHEN B EER BRI ENREREE R EA4b StoreFront ARRAY URL B9ARHY URL, RT % RKESERE, RS ERKE

#7 URL, AILUBRRITIHERFERAM HTTP BX HTTPS, RERHTTPS Bi& T Microsoft Internet Information Services (11S) Bl
E.]-o

B0 1S AL @R HTTPS, R{#EF StoreFront BRRES_EAY Internet Information Services (11S) BIRSS #4114, KEH Microsoft
Active Directory ISRKRRHXNE FIRRNESRK, /G, ¥ HTTPS RERMEIBAN Web 5=, BXTE IS PRERRBRIRER, S
R http://technet.microsoft.com/zh-cn/library/hh831637 .aspx#CreateCertificate, X HTTPS REZRINE IS 3h s HIRRIE
8, B3R http://technet.microsoft.com/zh-cn/library/hh831632.aspx#SSLBinding.

g & IRR 2R BRITR

KT IRE X ERRIZEIRRES A BREVERE, StoreFront SXNBKRTGAKRARNES. BKRE A IRNESR, StoreFront f5 ZBENARRES,
AMEACERRE, F AU TS5 E BRI TRRY R

o P KRBKRAYFFRRRIE ERDBIFFRR (A9RRRGL) , INREMEFE Delivery Controller BT A RRERE#EBkR, StoreFront
IS RS BT FERE R KRR, BARRK 0 9K,
o PEXIFNRNIEE StoreFront RNERE IRRES B1S KRG BERRARNES IR (LAORRRAL) , ERRBERIFNRNK 60 9K,

15 7 “Pit A KRBk RAY FF IRV RE 3 BN
RBERABIFT A Sk KBk R 5 X AT LUK 4% E Delivery Controller R AT FARAE MR ; (Bt ARERE RN, EIRRMIRA K ARRES =
7] A 5 FARTE 18 E R A AT 2 F Itk Delivery Controller FHIRIR, KRFAEEESE % 4~ Delivery Controller ¥, RER{E M E KBIFR
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B KRB R KR, JCHERTFIERXKE! Delivery Controller,

P A KRBk RAY R KRRRIE AR/, b Delivery Controller FrR tMIRIRR AT S ; (B2, MRMABEEE T %1 Delivery
Controller, #EHAP—LARAH, BERHENATEREM, EEEMNRT S H B HTFRKRE Delivery Controller®, = LUREEEARK 0
w8

B R M S NRT S

BE  EZRRNSBEHED, —RNEFEH—GIRRSS B XRREBIRMELE, AR Citrix StoreFront HIBEHI A REI B P HEMEAR
IRRES ER1T, TTikfE, RISTREDE TR E B RNESN, LUEBRFIE M E MIRRES,

. £ Windows F i R REXRAREF FREY, HEIFHRK Citrix StoreFront fi#X,

. ¥£ Citrix StoreFront EIE#HIEMARE K PRNARIERNR, AETEREEBRHPREE Delivery Controller,

. BR— Controller, KKK, $A/S1EXX Delivery Controller 5 ERRNE

. TEFT A RRBERM FERRITH, K5 ZFIFHRA Delivery Controller BIFR 4 BRRZXNARIZ ¥ Delivery Controller KRB AHLAIRR (LA
DRRRAL) o

5. TEBKRFFRRRIT AR, RXEE 5 HRARES IRRSRRARIE Y HRRARAIR (LLORKRAL)

A W N R
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Bl & B 10X 0k
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BRI LMER S B O TR E, EERDURTENER,

SRR I RFARRIT B 9RK, #FHE ALK Microsoft Active Directory, MR BREEE#H ZREN

= AN
AL & & 1nRRARK AN E O i S E AR R,

EF XML Service #N5R StoreFront 5 XenApp 3k XenDesktop fii FARIAIE, FHITERE Active Directory 51F, K

H & 13K A LU StoreFront EZER{#E A XenApp #1 XenDesktop XML Service ERRFARE Fl ZERERE.
& XenApp 6.5 . .
ST Xen PP A LUBRRITELE Kerberos FIRAERIEE StoreFront 27 AR Kerberos ZRZE M Delivery
9 Kerberos ZRE
T Controller & 17
BB REE StoreFront EERKIFTARMNEBREF & HN.
s " gnR SR Citrix Receiver for Web 5 FARFERE X B CHOEN, TREVREIFA th ARE S E 2 —
HERH 8 RIS St
RKEBo
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i i& B {0 XRARK
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BEERF MRS E

B & A1 15 AR

FRFANE K

B BNRRFZRE B

HZ HHRARRRE

FFEERZE K NetScaler Gateway

B G HRKA L

AT LARFA 222 FR 7EREE B I RRARRNFTRIE B FARSDRR TG 5, EAIRYER : 1E Citrix StoreFront HIE1EHI & MIRR B8 RS DR
%, REEREERPKManage Authentication Methods (BIESMHERAE)

1. £ Windows i8R R NEREF"RES, HEIFHEK Citrix StoreFront X,
2. 1£ Citrix StoreFront EIBIEH] &M ARE S PRAEERR, ABEERESEIREIR S DA%,
3. 15 EXARRAE KA E,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, i ]
Method Settings
User name and password m
SAML Authenticatian -

Domain pass-through

Can be enabled / disabled separately on Receiver for Web sites
Smart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic

|  Pass-through from NetScaler Gateway
Installing and uninstalling tt thenticati thods and the

nstalling and uninstalling the authentication methods an _
authentication service settings are included in the advanced options.

o

o HFHAIANEBISNENIRIRNSA00. BIEIDE CHIBREIREIAER.

e [[ISAML &3NS MELZHS SAML ERIREEFNER. AlRSHRERFIDRME, BaEIDBSH0ABEEIENED. M 0B FhH0F -
o [IERRHUERFUISDRHEFRERSE.
o [ARHR LM LDRIIREAEREBEE. FNRUEFSELER.

o (HFEEBEMERNIAMBIOINER Active Directory Z#E, AOREMAERN Windows JENIHAE, BIREIIESHIREEIENED. EFERL
00, #ERBOO0-EZE Citrix Receiver for Windows [, %R E®&SA00.

o [HhERFEMEUIRERFSA00. BOIEIIDRBEIEERE R PIN 075500

o [f HTTP EXONEMERIOA HTTP EAXF%B00. FAOEMA StoreFront ARO2REI IS Web AROZRO/T & 200
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e [J71 NetScaler Gateway E:BE[#E, LAJM NetScaler Gateway B &300. AO™ NetScaler Gateway (0&#3/E, BNRI{E00B SWOAAEIED

B,
EREN NetScaler Gateway KKK 5 HI &R REF KK B8 B 0RK, RiE B Be B &k & 19" ER,
Ao & oI {5 FARI
A] LUBRRAT o] {5 1 ERFR Fl 6 AR I SR ER (EEER={E M NetScaler Gateway BE& & PRRER) K FHRKR A 7 15 BIRK,

1. 7£ Windows i RESRAREFREES, HEIFHKKR Citrix StoreFront ##X,

2. 1£ Citrix StoreFront BIREHI SN ARE S PNARERR, AGENRERPIRE YN DWA L. TIRIEERT, REHE
B RRA%

3. TRARGMERER) > B THIERF, XXECE A {518,

4. RBR AT {518, AERRRIRATSEETR, R H B AR AR RERERAT A # At B0 IRRMRAREE, EEdiga,
RIE A S5 PR APRMERAISR B, AERRKR, RX7IZRABE NS FRRER, 7122 1ERig; A Y A RXRIKR A P S KA TR,
IR E A R E A SERLRE RN, NRAHEARRREARGEARAEE, R NetBIOS AFFAHRINEIF!
=H, MREXRAMRBANEF LB RARAZE, RYER2RENZELRMEIZTIRD, NRELEARBIEEREARGERANX
IR IR AN E A LR RRAERE, RUHRFEIRE NetBIOS & FFHN5E £ R E M & R INEIFIR A,

5. MREBZNAESE, RMEREFZR FKKHERERRERKKA 1,
6. MREXENE - LHHAI{EE, XA EERNE PR 5IR S RE,

FoRFAKE t K

] LUERKT T E B 5 KRR SoRfE A 15 A R BN £ T Receiver #1 Receiver for Web i sR AR R HFR, KE S (DRKARNK, 2AK
BB S Z 1k Citrix Receiver #1 Citrix Receiver for Web i m FARE B CHER, BIEZERERIFBE ML, MR RERMALINEE, K
iR ARRES AT 1R I AY SRR SORFAREE cU L 2R, 405 FARAT LARRSE A It S (3 RRARREE IR RIS, RARAREREBRRHHBRNR S
ThHE 2 SENRLE FAR, INSRRNA &2 2 2R IR 1Y FRERE c I Re (R BRI BB R AR, WA IR FARTD A M ERMRA ERRRE IR S

1. Citrix Receiver for Web Sz FiRHAREE e BRLA KRR BE R %R, A S Citrix Receiver KX #7ERHAREN NetScaler Gateway

BER, 7£ Windows Frigs R SRARFERRES, HEIFHIR Citrix StoreFront R,

2. 7£ Citrix StoreFront EI2{EHI SN ARE S PRE B IERS, ABEREERDREE SR X,
3. FRARG TR > KB FhXER+, NEEFNR, 15EEREER T AR ERERN Citrix Receiver for Web ik 52 FIRE X

HER,

o EANARMNENEEN, MK, XFZEREFRANATLAR, RESEHERRR—FRES. RRAMEMAIMRTRERNH
R EZERNEE S, BRERT, MAERKH & MRKER B AERE Windows SREERE R E., A XRiE B EREMRKER HRRE S, X
SREAC E 2R B AIER ., K3 Citrix Receiver for Web 2 #F,

o EANARIAEAEFNERIFNER FEREER, MREEER, BT BRI A SR AR EE R B RERE, RS
MR Citrix Receiver # Citrix Receiver for Web,

o EfHIFANFEWEFBK, RZRERANE HNBER, MREREKK, RUXETEEZHAR, LKA T BRREE T AR mHRE
2R ARt 2 5o

1R foR Citrix Receiver for Web ik 51 FARBEREE A #R, KR StoreFront ARRES £ B BRAMRZER, FHEFRATE ARRIEDE XX

., INARMERE S ENREA, StoreFront R1EARRES ERRARRKE — N AMEE X4, StoreFront MRAERS IHIEHIZZRITE

&, FHeENARMER,

Citrix NS 7E StoreFront ExXFA, ARATLL RREBAARSE | MR TE StoreFront tRAE, AR LUEREKR
Receiver B 2R R4 XHA ®HA 2 Bl B R

Windows | &
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Citrix INR7E StoreFront EXA, ARAILL RIRBAARE | MR1E StoreFront XA, FANAILAEER
Misiver  ExEmmmmn RIS i 2 3 R R
Android
i0S
Linux =
Web = = =
B B RRERE B R RN

BREBRNENEE, SNAREMEEARZE LEFIEARN, BEHRRFREER, MRENAREENERRGBEIK, = LLBK
IEFBEIE S DR 2R ARRE RN 2 BRE BEXHT E,

RiE B BIRRERE BN, K5 E SR A EEIEH SRTENE &M ARKMEERI AR, 032X StoreFront XA TRLETHEE, RIBIEEED
RRFRE BE EEH A PEENRE, H7 LIERARR{ TR ERAIRER,

B BIRRBNE BERHEF A HTTPS RIERK StoreFront BIFAR(E A, REARTAEF A HTTP RIERK StoreFront, A LA{H FE B BIIRRES
NEB, XY EREEHAAREHBRK StoreFront BT S {ARXNF REF Fl B BIARRZRE B,

BERRBNEE A~ H UPN &K, #I40 username@domain.coms
EXRAFEERE B BIRRERE B 2 5], WNIAE

o RFAMIE AC BRME A ARG N BRS HRK,

o RAMEIEECEMREH— N EBRREREE, R StoreFront EZERE AR —Hs IS8 ML IR, RHREE BIRRBNE B
BRES R B ARLE S ERE,

o XM G A BRARFARTE 5 XA FRE B I fENMERE U  #R,

o WXF StoreFront RARE S Receiver for Web B sR#HxK, F B MRFREL =R C BERE FAR—{AR,

RS R FECE HBIRRBRE B F ReriTE . BEIRREREETE XenApp # XenDesktop NTRARM, BXER, RBSREE)
IRRZZNE B XY,

1. JBRAE Citrix StoreFront EIEIEHI AN ARE & PRRABIERR, TREERPREERFPNAE > ARGNER, RAEMT
FIERPRRE BN, £ StoreFront KA B BIRRERE B X #,

2. X7 FANFE N BRKR, A SRR E .

3. MARA MER T HERHRES BNE BIARR, M THIZRFRR Citrix SSPR, A SRR E

4. 15 FARE G HENENE B IRRNERE B R E B BRFI AR, RINFENE BRI URL, KXFEE, AERREEE.
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Use this setting to configure user-initiated account unlock and password reset

Account Self Service | Citrix S5PR =

This method provides user-initiated account unlock and password reset
using the self-service password reset functionality of Citrix Single Sign-
On.

o IR

K StoreFront A URLRHTTPS (MIEHTTP) RItRRF wIFH, #HEARYEERAEE BN ARARMERE X FR 5, REER
BEENRF T,

Specify whether or not users can reset their passwerds and unlock their accounts threugh
integration with Citrix S5PR.

[ Enable password resst
[ Allow account unlock

S5PR Account Service URL: | |r" tips.//server. fullyqualifieddomain/MPMService

b

FAIRT R &N Citrix Receiver 5% Citrix Receiver for Web R, Z&5F MG aIH, MRRE, SRR BARARES E [0 2 HKK,

Citrix StoreFront

Start

&

Manage Security Questions

7£ StoreFront B &ESS, Citrix Receiver for Web ZXFER _EHKRRNE BIIRRRE (TEHE M Citrix Receiver HRRKIRK) .

KXt RIES B IRARIEE —RHIRK, UEERBXNSEE B (NRIMRETHE)
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R —PMRHERHN T — 2, FT—PMNRBERERERAGIARE (8\F8) , FiREREERRIFIARER, KER, REBIRK
A% UPN &R, 540 username@domain.com

ciTrpc k account

Sto I'E FI’O nt ® Reset password

ANEEOAL AW, NEFHEERNSAULHNER—5, WEIRNEE (RNSEE) , B0 ARRIER.
= I\
H = B {oKRXIRKNE

T LOBRRT“H Z S HMRIRRNE IR E EH Z SHORRIRRMRARE, MMERERLERFE RS 2 BRI TR ER,

1. 7£ Windows FF#s R SRR ERF FEH, HEIFHRK Citrix StoreFront KX,

2. 7£ Citrix StoreFront EIE{ZEH SN ARE S PRAEIERS, REERRERPR—IMRAREE, TREEES, RERGH
DI 7

3. EENThIERG, it = 55 RRIRKRE .

4. RRfFFAHZE FHIRRERIE, FH MR REE & T hEERhrR— M RAREE,

AR HESONRRSRA B ARRERRE A EEINREE R, 2 RAREE X ZMN B ORRIRRERE = B HRRIRR, H B EREE
A = RRR(E A H = B RRARRE R A K & 15 BRK,

JFEIERZ K NetScaler Gateway

A LARYT B B &k & (P RRERRER NetScaler Gateway RRRFA 5 B ES B8 & FARRA E@ & 90K, REYERRBERPRAHRT
NetScaler Gateway BEi#R, = BERITHLRIER,

INRIHEIERESKK NetScaler Gateway , RFR{EFHEREFERM NetScaler Gateway &3/, BIRIEKE CMKAEERERE
K, fEf&XFA NetScaler Gateway BB HAMRK, LLREIRER FTRTFEARK, Hib, REAREAZRERN NetScaler Gateway K
RRITEEF PR,
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HETF XML Service B9 5 {9KK

Jun 15,2017
N5 StoreFront & XenApp =k XenDesktop il F ARG, F+HTERE Active Directory f54F, ReILLF StoreFront BoiERfE#

F3 XenApp #1 XenDesktop XML Service SERRARE FIBREIE,

RAEF XML Service B B {pRK

£ Windows Fris RESRARF FEEF, #HEIFHEK Citrix StoreFront #iR,

7E Citrix StoreFront EIREH S ARERPRRAREIERR, AEERIEERPRE B & 55 %,
AEE QI ERNE L, MARGMER > K& T ZRHPRNES & 7KK,

7£ Validation Password Via (M#RA ) TFHiZERS, XX Delivery Controllers (Delivery Controller) , $AERR
Configure (E&) .

5. # 88 Configure Delivery Controllers (EZ& Delivery Controller) & LMRBARIN—1 (%1 Delivery Controller F§ TRX
FARERE, RABEROK (FBE) .

PwnNp

ZHET XML Service B9 {HRK

1. 7 Windows F s RE SRR FEEH, HEIFHRR Citrix StoreFront #K,

2. 7£ Citrix StoreFront EI2#2H &M ARE K PIRARIERS, REERIEERPREER G PG .
3. TER HMNAENE L, MAREGFMER > KE T H XA KRED & B KX,

4. 7f Validation Password Via (RR#ERA ) THIHERF, XX Active Directory, AR OK (H#%E) .
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X XenApp 6.5 EZi& Kerberos 5% [R5k

Jun 15,2017
AT LUBRRT A B XA S K& > Kerberos &5k ERFSE StoreFront 2 & # AR Kerberos 32 RZESkE Delivery Controller K&
7

BE : FZIRRBHED, I—RREH—E KRR U ENIRRSBRNEE, AR Citrix StoreFront EIRIRH & RERERHTMAE

fthARRES LR1T, SEAfE, REHRECE AT A B cRiB EIARRNESR, LUE B HERE R H b ARRES.

1. £ Windows Fis R R SRARFRESE R, HEIFRR Citrix StoreFront iR,

2. 1f Citrix StoreFront BIEEHI S ARE S PNAMEERR, AGENRERPR— I RAREE, TRESRP, KEcERHERS
JERE, SABRR Kerberos &k,

3. RKRA s A Kerberos &K Delivery Controller BT &38R, LUK SKZ M Kerberos ZRE K.

Bigi& StoreFront ARREFHIE R
StoreFront K5 XenApp REER —NEN LR, KRTLATRZ,

. TESRSIZR £, $TFF MMC Active Directory Users and Computers (MMC Active Directory FARFIRE L) BIERTT,

. TERREER E, RRERIHEE,

. EERERP, XK TARRENNSR, ARG StoreFront fRREs.

. EREERTR, WEMH,

. 7£ Delegation (&Fifk) BX£_E, RRTrust this computer for delegation to specified services only (RIS{EIHREH K E RS
ERIARR) F1 Use any authentication protocol (EAEESMHRRRK) , AR,

6. 1£ Add Services (ZRINARK) RRAEA, RKX Users or Computers (FARSNRENL)

7. 7£ Select Users or Computers (RRFANS(RENL) KRAEA B Enter the object names to select (RAZRRHIRR L) HEH, X

AR{T Citrix XML Service (XenApp) BIBRREZBI B R, IR ERREARE
8. MIIRAFRNHTTP BRRKEY, R ERRFATE,
9. KA FH RNIE.

v A W N R

Boi&E XenApp ARREHYZ Ik
K& XenApp IRRZREZE Active Directory 21§ %Kk,

. TESiEKI28 £, $TFF MMC Active Directory Users and Computers (MMC Active Directory FARFIREH]) EIERTT,
. EARERS, RiSE THRENRS, SABRKIT StoreFront B BRS Z@IEH Citrix XML Service (XenApp) BIIRRES
. EREERD, WEH,
. 7£ Delegation (&jfk) ®XE L, KX Trust this computer for delegation to specified services only (R{S{ELLREH
ZRIEEAARK) #1 Use any authentication protocol (fFREEHMHRK) , AEREM,
. 7£ Add Services (RINARR) XXAER, XX Users or Computers (FARSIREA) .
6. 7£ Select Users or Computers (RRFARSKREH]) RMAEAHI Enter the object names to select (RAZERRHIRRAFF) 4E
A, RAR{T Citrix XML Service (XenApp) BIRRREZHI & TR, SAEXRHAEE .
7. MIIRHRR HOST AREREY, XRIAE, SABERR.
8. 7ERNF Rk RE HLKRAE P HIRARR & FFERAEF, RABIEH RN, REXEEE.,
9. MZIFKHRR cifs #1 Idap IRRREY, AGEKRMAE., F& : R ldap RARDRR, MRK— 51512525 FQDN PtEEHIRR,
10. XA BRI RRKRIE,

A W N R

(92}

EEIRER
AREZEFE Kerberos ZRERN, BERLTER.
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o Em:

FRIEFETC Kerberos ZRFRMER FOTEBRFMO0 (SKBEE+ PIN EBEBHFHOD) . BOEE ssonsvr.exe,

e StoreFront #1 Citrix Receiver for Web 1%&3& :

ZE[ix X ssonsvr.exe,

AF Citrix icaclient.adm #&#R ) Local username and password (Fi#hEAJELMBED) DBEMAZR (34 ssonsvr.exe IhEE) .

FE icaclient.adm &k Kerberos [i&.

{% StoreFront T£MRERIHE (FQDN) FHRME Internet Explorer Al mFIFzxH, EXTFZEXIEMN Internet Explorer R20&/F, [HRERAMAD
B,

BRSO F A,

7£ StoreFront fRO LR ERE S04 %, F0 Citrix Receiver for Web OBJA %,

e StoreFront. Citrix Receiver for Web #1 PIN {2 RE 85500 :

E[ix X5 ssonsvr.exe,

BEESEEFHH00.

A% Citrix icaclient.adm &k #H Local username and password (Fi#hBO&MFZED) DBEMAMAZR (3% ssonsvr.exe INHEE) .
FE icaclient.adm #ix Kerberos [J&.

1£ StoreFront RO LOAEREE B0 E, F0 Citrix Receiver for Web B4 %,

EWEREIITEFEMI0, 027 Internet Explorer ZL[& [ StoreFront i m X ERAAMBADBIE,

EimA O F i,

e NetScaler Gateway. StoreFront. Citrix Receiver for Web #1 PIN {2 R"E&*&/H00 :

E[ix LFEFE ssonsvr.exe,

BEESZREFHH00.

AfF Citrix icaclient.adm 4R $# Local username and password (A#AJEMED) OBMEMAS (24 ssonsvr.exe HEE) .

£ E icaclient.adm ##x Kerberos [J&.

7£ StoreFront AR(23 L0 NetScaler Gateway BEE&H0A%, F[ Citrix Receiver for Web 0B0A%.

BEREREIITEEEMI0, 027 Internet Explorer ZL[& [ StoreFront i m X ERAAMADEIE,

EOHHO T8,

&M StoreFront HDX BRHEZE NetScaler Gateway HIEREFFMRIIFIEM vServer B0, LLEIROSAO0M NetScaler Gateway vServer &M
ICA &5,

e Citrix Receiver for Windows (AuthManager). #R0A PIN JME&EE S0 StoreFront :

EiwLEE ssonsvr.exe,

A Citrix icaclient.adm #E#RHH Local username and password (F#tAJELMHBD) DBEMAZE (34 ssonsvr.exe ThEE) .
FE icaclient.adm &4k Kerberos [i&.

BmS O FiEe,

1£ StoreFront RO LOAEREEBEHRIIHE.

e Citrix Receiver for Windows (AuthManager). Kerberos #1 StoreFront :

E[im ELE ssonsvr.exe,

A Citrix icaclient.adm R H A Local username and password (F#tAILMBD) DBEMAZE (324 ssonsvr.exe IIEE) .
FZE icaclient.adm #&#k Kerberos [J&.

EXFZERXEY Internet Explorer Z£0BH, [hEAAMBILIE.

EOim 6L T,

1 StoreFront RO LOABEEZHBI0H %

AEREOEULTEMRD :

Z2E  IMARRFYSNBRERR, JRERBEEEFLTERIERR, Citrix TIEFRREF M RRRES 5 H A LHREHREIRREER
BLUgER, FRASEMERNREEBER, EGEMRZE], RRNRITRD,

RF 32 FIREH] : HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManagerProtocols\integratedwindows
£ : SSONCheckEnabled

X& : REG_SZ

X : true 3k false

RTF 64 RIREM :
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\AuthManagerProtocols\integratedwindows

ZH : SSONCheckEnabled
K& : REG_SZ
X : true =X false
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AXRENRT E828 StoreFront & PRFFARERE E RE£ F0RRATS RAER, A XRRE BEMIZSRNEERE, REREINRG
BT,

ror ¢ Citrix KIEEEEFRIE

,,,,,,,,,,,,

This overview for configuring a Citrix deployment for smart cards uses a specific smart card type. Note that
similar steps apply to smart cards from other vendors.

RS
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o MR EXKANRRASEZIEIMEZ L BHERSHSHERR, MRIGNZESHE,
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o MR EKFAMABRIEEREN—RETN, KKKSMS H{HRK",

o WREKFAMZHERERFHNA PIN, RRREREE",

WRRERE+ B HRRECE TRENZHRRAE (X AREHEF HRRNE LIELREIRAE) , RM“EEE£EHE 53K PRRNE & {9 RK 5
Eo

11. 7£“ER URL"#ERA NetScaler Gateway FARRARR URL, M FEERAIRFER, StoreFront = BRI URL HIRAEERD . RARK
BRI SR ATRKAY URL, StoreFront Ri% NetScaler Gateway H{ARKARK, LARKM NetScaler Gateway I EIHIRK 2 75 3k B KKK,

12. RRREE”, J¥ NetScaler Gateway SRERMNE RIENREAIFIRF, RIBFEEZES PN E 11, $5EZ NetScaler Gateway
EREARINEI“NetScaler Gateway RV FIZRH, INRBERTETIRPRNS 5%k BRAERS M ERERITRK, KisTE A TRXR A A iE 89
ARERE

13. &R, RERENNRE L, RRE, KETRAMEZE, TR

R7E, FARA LAER Citrix Receiver ERRIEMIRARERE, B XXRE R B EENRRRE R, E7 LLERRS A KA RZ ERERRE
B, LREARNEERFE, AXIRESR, RSN,

&, PR LULEN Receiver for Web 4 mRRRFEREE, RIFEFAREERER Web NEIMNE S @ANEERF, RENAMEER, NaXRAR
B FrxEFRA S B Receiver for Web 52589 URL,

KEEFRARER, FERRA XenApp Services URL, {8 FARAT Citrix Desktop Lock BB ABM S ERFIEA PC AR, UKfE
AT EFRMIBAR Citrix ZERHHIFAER, 7 LUE AR XenApp Services URL EERRRAEE, XenApp Services URL B9 RR
http[s]://serveraddress/Citrix/storename/PNAgent/configxml, HH serveraddress R StoreFront & HIARKAS SRR HiKiE #Y
FQDN ; storename RTES R 3 A5 E IR B IS & o

1E R 00 A = 89 FR 028 - RXAR K2S 2R 2 )i ) i i

1. 1£ Windows Fria R RSk RRF REH, LEIFHRR Citrix StoreFront f#X,
2. 7£ Citrix StoreFront B2 AN ARE K PRAEIERS, ARTEREESSPRERREE.
3. ERAEE A MNE L, BERABIENET, RAERT—%,
ILERKER i & FRSFRARTE Citrix Receiver R BARRN T /5, KRR—A™ A AR SRR RS A EE S LT,

4. 7£ Delivery Controller XE £, %I A TR 4% LBERA B ERGHNRIERKR, K7,

5. TEZ10 Delivery Controller XRiEF, I5E—NEBEITFREZBN AT, HIETHEERABERSHRIERZ B XenDesktop.
XenApp K2 XenMobile AppController 124, ®F App Controller #88, REARFTIEEMNATIFH A ST,

6. BIRZE AN XenDesktop 2k XenApp ARXEFHIKRIE &, MRITHN 7, BEBXXAEERSH App Controller EIEMRAERF, K
TERRREFHEFRA App Controller FERRRAY & FRs IP ik, F3E%E StoreFront K# App Controller FT MR, BARH R
443, RERITHR 11,

7. BBERAREIERSH XenDesktop 3k XenApp RN R EARARREF, RIEIRREREFRINRRES LTS IP Hitt, BT
XenDesktop 4, =4 Delivery Controller BIRR{E 2. RF XenApp R, FIHRAT Citrix XML Service HIARKES

8. MRXXEY 71| 2% RRRE F K 5 ARRER @S HY StoreFront REEREL,

o EBORMPBHIREEREHIE, WRHTTP, MRERLRK, RUREITRHFRESFE, LURK StoreFront 5ARRER 2 MR %=
£,

o EFERFALZLERETN(SSL) KRRE M (TLS) LS HTTP RERELIE, BRHTTPS, #13RKXenDesktop #1 XenApp
IRRESXNILRN, REE{RIS Citrix XML Service RERS Microsoft Internet Information Services (11S) HEH#ERO, FI4F 1S &
BREZHF HTTPS,

o FENS XenApp ARRER Z R R LREREEYE, LUFEM SSL Relay RIT EH FHRRFIEIEINE, KKK SSL Relay,

AR : (NRFEMA HTTPS 3¢ SSL Relay &Ha{R StoreFront SiRREE ZRHIRIER £, KIF{RTEARKERHEHIEEN AR SRLRR
FN EMEZHTERER (BEKRNE) .

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.75


http://docs.citrix.com/zh-cn/storefront/3-11/configure-user-access.html

10.

11

12.

13.

14.
15.
16.

87 StoreFront RIEARREIFFAAIIRO, A HTTP # SSL Relay BIRIEAEAKIH R 80, HTTPS RiEAMEARIRAR 443, RF

XenDesktop #1 XenApp fRRZs, 157 IR O WRE Citrix XML Service Frf ARYIm O,

IR E(F M SSL Relay E{RR StoreFront 5 XenApp ReREIRIER £, RIE“SSL Relay IO EREE SSL Relay B9 TCP i

M. BARIHAR 443, FARFRIT SSL Relay BIFf A ARRER B BRRKE — ik 0,

KX OK (FA7%E) . =LA s BS B 4T XenDesktop. XenApp #1 App Controller S8 BRE KRR, RIFEEZEEES

K4 £ 11, LISIHRRABERUNRNESEE, MAELEHRRNINERAREEFZE, RT—57

ERERRRE £, 15 7E M A F MRREE R ARE S RERA R 208K NetScaler Gateway RRKRF 5 .

o TN FAMNAIFARKRARENL, BRE., MR, RARERRRE At AR S8R ES .

o E(FRXFME TR HEMIRIR R AEEK NetScaler Gateway B, KXXIFC VPN @&, FANA LLE#EENE NetScaler Gateway,
T FE{E M NetScaler Gateway ¥,

o (SRR IS A A ER MR FIFT A EARIR 8K SSL KA MR (VPN) @8R, MN5cE VPN EE., AREEERA
NetScaler Gateway {4 E3L VPN &8,

INR = ARRA NetScaler Gateway BB F NN %, RIEHES BN /S HRERKR, EMARAE. FARA NetScaler
Gateway &35, BRI {ERKE & MK EIERERER,
INSRRA 7 RFERN, KRXGZ (AR NetScaler Gateway K2 S TIRE, LAYEE FARBERIARKLE NetScaler Gateway EREXXKA
s, AN, RMEINERNE L, KRNEE.
R & S ARG ARE L, MRARRIT Z PR RERKERE ARG E, RERT—%,
fEfc B BWRKE £, ®X Delivery Controller BUREZRRR, ARERT—%,
7 XenApp Services URLKE £, RfEH PNAgent KXXFFEFF 1 £ mH FAREC BR URL, FA IERKNER .

ARMIIR RSN U R IR EE R O EBNE U E K URL, M— 1T FAMIRKNE E A URL, FERARKIIRIE RN ARRES R A A,

RER KA 7 kS

A LARBRRAT “RERR A FE S KPR A IS . KPMRRARER, RSRPRIE(TXRE Receiver for Web i, S EXNI4 = F0 XenApp
Services URL,

BE B2 RRSGHEP, I—RRER—GIRRES U FIRRSENIECE, R Citrix StoreFront EIRZEFIGREREPHEMH
fbARRER ERFT. SEAKfE, RFNECEFATIEYE g 2 ARNEEN, LMERRTERE F 8 A ARRER.
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KEE KX & (D RRBIX A 7 [

Jun15, 2017
o] LOBRRITREER A 7 AERED B L ARRE ARRAIRAEE, USXEHRREON (BEf) HNEARKRK, JURESEENEIEHEN
AREPRRAIRFAFENE ; B0, =] LAREF E FARRKER RN (DRRIRA RS, =& Y —REF ERERA —R,

T ERARR B 13 RREIR A P [ER A R NetScaler Gateway RITRFZRN,
EREARRFHRHIRAREE, FTEMEHERESKRRSE (A TFRHEAEERAEERGEHRER) RBBRE.,

BE : EZIRRSFHMES, R—RREHR—SRRIIUENIRREIRMECE, #R Citrix StoreFront EIRBLHI S RTEERE R AEMH
fhiRRES ERIT, FeA/E, RERECE AT E RIS RREER, LUEREFEE RN E it IRRZS.
FRAEERNINEEMRBER

1. 7 Windows Fis R SRARFFEREH, HEIFRR Citrix StoreFront #K,

2. 7£ Citrix StoreFront B2 & M AR & PR IERS, ABEERIFEREPRNERARERE,

3. ERFAMERINE L, BERAREENLTR, KRKLRARS RN (B A ) AR rmEiEE, RAERT—5,
LERRFA 7 15 4 FRSRRAE Citrix Receiver FRIFARRR T 7/, KRX— ™A FARIEDBRAEE NS E RBE M,

4. 7 Delivery ControllerXE £, %It TR 4% LERAEERSHNRIERKR, RN,

5. 400 Controller RRAEH, 1EE—NEMTRREZEN AT, FHiErsGEERAREERGHNREZH XenApp 1I2HRZ2H
XenMobile (AppController) 24, ®F XenMobile (AppController) #3E, RIHRFATIEEMNEHAAESEMEK, DS
Controller ¥, KRR FFEZRARFEINEEN Controller, HNRARFEDEHIRRE {PRRAEIKF 5 F B A 2 #F It ThaE sy
Controller, FIRERRERKA G R R REUEMIE ZRARF.

6. IARERN XenApp IRRZEZMNRIE B, MKRITHR 7, EBEXREAEIERSH XenMobile (App Controller) EEEHMIRARRR, RIER
REFHEFRA XenMobile (App Controller) FERRREY £ Frsk IP #htlk, F#§E StoreFront Ki% XenMobile (App Controller) At FH#Y
ma, BARIRON 443, RERTHR 10,

7. ZBERRAREERSHE XenApp RN KEARARER, RERRERFIRFPRMBREFWEZTIIEK P Hitk, 1EE %A RREFLURARR
IhEE, FIRNFCRKEE I HRLE L B LIRE HFERFENRE, BT XenDesktop i, 124t Controller MRR(E 2. KT XenAppR, FIH
R1T Citrix XML Service FIiRKES.

8. MRRREY S FRNE F 5k 5 ARKES @S #Y StoreFront KiEREY,

o EEARMPBHRERELNIE, MRHTTP, WMRMRNLKR, RURBITERHREA R, LURR StoreFront 5ARNES 2 KRIEM %
£,

o EFERFALTELEEFN (SSL) KRKKZE £ (TLS) IR L HTTP MIERIEHIE, XX HTTPS, 153RK XenDesktop #1 XenApp
ARRESXRIERN, REE{RIF Citrix XML Service KBRS Microsoft Internet Information Services (11S) HEH RO, FHI4F 1S &
BN # HTTPS,

TR GIRER HTTPS KRR StoreFront S5RRE:  RMNER £, NBRTIARNERSZR A 15 E R B M SRLE RRES FIRK_E B9 & FR

T2—H (8FKXNE) .

9. 57 StoreFront RIERRAZFFTAMIR O, FA HTTP REMBRIEARK 80, A HTTPS RIEMBRIGAK 443, BF XenDesktop
# XenApp BRRZR, ¥EEMIHOMRE Citrix XML Service Firf FBIH O,

10. RRFATE. B LUK 7S B BRI 2 A XenDesktop. XenApp #1 App Controller SiEBREHHIRIR, RIBFEESHN4 E

10, LAFIHERRRAEE R MR EMERE, MAAYENRRAMERBEEERZE, RRRE,

TR KRR (RRAIR A IERE P FE . BARFARRERARENE, R FARKA RS HRRRE 2R Citrix Receiver RITEEE, & ATLL
BEXR% 5 ANFERI HRLERRE R, MR ARWEERE, BXRER, NSRRI,

&, FARELLER Receiver for Web U4 maKRRFAIFE S, R{EFARBERER Web REME S EWAIRAREF, HRERT, FARNEHRK
MRAEIER, Receiver for Web LA ARANRR/RR A TR - S BRI 4 IR 2R, NERFRIER, SN~ BRA FRREHRA ISR
Receiver for Web it s2#9 URL,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.77


http://docs.citrix.com/zh-cn/storefront/3-11/configure-server-group.html
http://docs.citrix.com/zh-cn/storefront/3-11/manage-citrix-receiver-for-web-site/unified-receiver-experience.html

REEFRAREER, FF2RRA XenApp Services URL, {8 FIRAT Citrix Desktop Lock MIEMMABMSERRFIER PC AR, MURkf#E
BFTEFARMIBAR Citrix ERIHHIFER, 7 LUEARAERS R XenApp Services URL BRI, XenApp Services URL B9 RR
http[s]://serveraddress/Citrix/storename/PNAgent/config.xml, X serveraddress B StoreFront £B& B ARNES SkKR T HRiE HY
FQDN, storename RTE4K 3 FRRRA RS 18 ERI B TR,

SR : £ StoreFront E2EH, W3R web.config XHBEESE T S LogoffAction="terminate", RRLLRNS HRRAIRFEE B
Citirx Receiver for Web KRfF R aRLE, BEALITE Clinetpub\wwwroot\Citrix\storename\ F#%E web.config 3x#, H
storename KRR A ERRE 5 EHIZ R, RIBRREARIEMRIE, RS A XenApp IRRES ARRA (S 4E XML RRK
¥, #0 XenApp #1 XenDesktop X#4/ Z0& Citrix XML Service i [ FIE R 7o
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A ERKH %R i BERS 4 FIRE BRSCA-ERAE X S SR A TS FIRERR(E RIS, SIERRARE BB EM NetScaler
Gateway EREFNER, (FRL MR MNAR, LA HAERF) FARA FE S FIRE B BRECE Citrix Receiver, FARRRILAM Receiver for
Web i sR®EX Citrix Receiver BRI {4,

BE : ELIRRGEIESD, R—RRER—ARREGULENRRSRMEIE, B4R Citrix StoreFront EIRRHI B REPEFHEME
fhiRRES ERIT, STAk/E, REREDEATHEYE RiEEIIRREER, LUEBEFFERE Y HE b iRRES.
1. £ Windows AR ESXRAREEREES, HEIHXK Citrix StoreFront X, 7E Citrix StoreFront & IE12 4] E& MY ZARE 8 PR

R ERS,
2. EEEE LI ABENREENER 4, MEREESPIRE ZRAEE BN, ARENESSEL X EFRIRERE
EO

3. K FFEARE S cr fFERX A RFEINRRHN S EME.
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A AR/ &S MNGERX A & IS
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A LU EKRA TR P ERTE AR Citrix Receiver B ER(E & FRFRAEHIRKKE, FQDN X221 SR A P IS ERRARLURINE HRK
., BRIERT, NERRAEER, REABEENURIR—MERK, AR ERR T FTEEREEE R StoreFront SRERN EARINE Citrix
Receiver B, WiRFEME H 1 2 HRAEERERTSERR, M2 AReER Citrix Receiver FRECE (F FARE URL SRERSC ) XA
[EMRIERE R, BERERRERAMENA S, WITAERAMEER,

BE : T IRRSFBER, I—RREHA—ARRZSE U ENRREERIEE, R Citrix StoreFront EIREH A REBEFNEMHE
hARRE: ER1T, STRkfE, RAFREDE RS B R fRNEsN, LUERFEE R EMMIRRES,

1. £ Windows Fria R SRAREF FSH, LEIFRK Citrix StoreFront ##KX,

2. 7£ Citrix StoreFront EIBIEHI AN ARER PR IAEERNR, AEERFEERINEBENABENE > A ERAREE.

3. EASRAMEENE L, KR SKA RS SRR S
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Jun 15,2017
A LLERRITE IR Controller fERFINFIRER XenDesktop. XenApp #1 App Controller FFiREMIRFAREERER, A RIS SIRHERLER]R
B ARRES FIRRIE B

BE B2 RRSHEP, I—RREMA SRR E AARRIBENAIECE, LR Citrix StoreFront EIEZEHIGREREPHEMH
fbARRER ERFT. SERXME, RISNEDERATIEYE g 2 fRNEEN, LMERRTERE F 8 H A ARRER.

1
2.

10.

£ Windows FFif RBESRARFRFEES, HEIFHREK Citrix StoreFront X,
1£ Citrix StoreFront EIBIEH| SN ANE R PRNAEERR, AEEREEEHR—MEAEIE, EREEKRD, WREE
Delivery Controller,

. 7EE 2 Delivery Controller RRFERR, R0 A3k B Hfth XenDesktop. XenApp 2k App Controller 8 & 8 £ EmARATE RN

ARRFEEES, BEENEENRE, KE Delivery Controller FIRAPRERS H, RGN, E{F1HENAEEERMGHEIBERME
MR, IMIIFRAPRERSEE, AERRER,

. 1710 Controller kXX Controller AER, I/E—MET ARRMWERE A, Fisn~E BNAMEERMSHRIEREH

XenDesktop. XenApp R AppController $24t, ®F App Controller 28E, RIARFTIEENZMPRESEMERE,

. INRERI XenDesktop X XenApp IRRZFHIRRIE 2, KIRRITH R 6, E@BXRAMEERSH App Controller EIRMIRATRERF, B

TERRREFMEFRA App Controller FEERRREY & FREE IP ik, F38%E StoreFront K# App Controller FT MR, BARH R
443, RRR{T#K 10,

. B BRAREERSH XenDesktop 2k XenApp IR EEARAER, RRNINLURARRERHEFEK P #itlk, 5E %A RKES

AR X i fERFS, EAREURT web.config XHMEEE AR (MRMEFRFIT) . MBS, WNREE T HMERFR,
RIZRSERRA I H 5% B LAIREB S fERFERE, BT XenDesktop #hsR, &t Delivery Controller BRRE 2. ®F XenAppR, FIHK
17 Citrix XML Service BIfRRE:, EENIRRIFAATREK IP Hhilk, RIEARNESFIZR PRRAENSE B FRRRK, RRFIZEPH— PR B HR
RXER, BILUMELE StoreFront S ARRZREE LAMRARE A ARIE,

. MRRREL 71 2= RN E F 32 5 ARRES @ (S H9 StoreFront REEREY,

o EENARMPBHRERENIE, MRHTTP, WMRMRKLKR, RURBTEHEREAR, LURR StoreFront 5ARNES 2 KRIEM %
2,

o EFERFAREEEFN (SSL) ARRRE £ (TLS) IR L HTTP MIERIEHIE, XX HTTPS, 053K XenDesktop #1 XenApp
ARNESKRLILEN, RIBIRIT Citrix XML Service REBRS Microsoft Internet Information Services (I1S) =&z O, I 1S &
BN # HTTPS,

o EERE XenApp IRRE: 2 KA 2RIERERIE, LUER SSL Relay RITEH HPRRFNEIBEINE, XK SSL Relay,

SEE - SREMA HTTPS 3¢ SSL Relay 3 {RR StoreFront 5iRRES v RMKIER £, REARIEIRKES TR P15 E ML TSR ARRES

MR EM &L —N (KNS .

. 187 StoreFront RIZARREZFT AR, A HTTP # SSL Relay MIR{ZEAZRNIH R 80, HTTPS REMEARIGAR 443, BT

XenDesktop #1 XenApp fRR2s, 157 im0 WRE Citrix XML Service Frf ARImO,

. INREfEF SSL Relay R StoreFront 5 XenApp ARR2:  RHIRIEZR £, RIE SSL Relay i QMERFEE SSL Relay B9 TCP if

A, BARIGOR 443, FARERIT SSL Relay BIFRAE IRRESER BREKE — % .
KRFERE, A LUSSRA s B BRIR A XenDesktop. XenApp #1 App Controller B3 ERE KR, RIBEEESESHNI E
10, LATE Delivery Controller FIZR A ARMSIERE M ERE,
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A LAEBRRA T RAZRKRIE RN 22 FA PIRKE Y FAREDS B8R NetScaler Gateway KRR S HIRR, o iARAKRR S (3 RRAIR A /8 15 KA EK
NetScaler Gateway R{TRFZRK,

BE  T%IRRBBER, I—RREHA—A RS ENRREERIEE, IR Citrix StoreFront EIRIEH A RESBEFEMHE
fthARRES ER1T. STAX/E, RFNEDEFTHAYE RIERIARNEEN, LAE R HERE M H i ARRES,
1. £ Windows Fis R R SRARFRESE R, HEIFRR Citrix StoreFront iR,
2. 1£ Citrix StoreFront BIREH| SN ARE S PNAMENR, AEERRERPR— I RAEIE., TIRIEERP, REERTERR
&,
3. 7 BENZRKRERKIE A, 157 M2 F RIRRE A FARE & LA R J0{A sEXER NetScaler Gateway KRS
o ENIRAMEERERAMRPHARARTH, MU AERFRARERK, IR, [ERERRRE A AR AERRRRA S .
o EXFAKENN, RXAKMAHRFERK,
o (RN L AR HAIRIR R BB NetScaler Gateway RR, EXRF VPN @&, FRE L E#EERE NetScaler
Gateway, TLEH{EF NetScaler Gateway .
o EERREERTR (SSL) ERKA MK (VPN) @ERSRRA RIS M Kk WERMRP R H KR, RKRSEE VPN BE, AREEE
F3 NetScaler Gateway #H4#3L VPN &iE,
IR AKX NetScaler Gateway BB &HRKFE, RIEE BEXA S MRIERN, FBERARAE. FARE NetScaler
Gateway & {7f5, BRI ERKE 2 XA EERERER,

4. MNREXFARFERR, KM NetScaler Gateway RXFIZk FRRFAR AT A FRXKA S 5 E . o AIRKK A i 5 #1 2 e S iR E R
FIEMERF/IREIIRD, UMK, MRFLENRPRMELLE, KM, BR, BEKKITER 16,

5. 7£ General Settings (FENE) RES, KNetScaler Gateway ZBE s E F T FIRKKA & R,
FARSFE Citrix Receiver P EEIRIEEMNRR AT, Hib, MEREFIFHEESHEXER, UEBBARNRERSHERARERE, Fi,
AILATE NetScaler Gateway EREMRRATTP D SHIBMABRER, LUERAREERMRRGEFHATEM B ERNERE.

6. NERERA ERARNES Sk FARERS (RF Access Gateway 5.0) B9 URL, 1857 ERE A5 FBIRG AR A,
StoreFront EREMTLREMNIZ L (FQDN) wRME—, FHFHEAFRRTF NetScaler Gateway EXRRZH FQDN, AZHFNR
StoreFront #1 NetScaler Gateway EXRIRRE:{F FH+EEH FQDN,

7. WNRZFIRIN Access Gateway 5.0 #E, RR{THR 9, B, RIETE NetScaler Gateway REIFM IP it (AIRFR)
Access Gateway 9.3 RRE R WRIEE TR IP ik, (ERMAERMRRMS, ithik 2 aIRR,
FMtthit 24 NetScaler Gateway FsERTIIES RER MR BIARREERAT @S FARKRE P ik, Lthithitth el BAZ NetScaler
Gateway KRAYBRET IP ik, INRIEE T FM IP #hik, ®StoreFront {3 ARMhiRKRARK 2 7 K B A SRR,

8. WIRERMRIT NetScaler Gateway 11. NetScaler Gateway 10.1. Access Gateway 10 =k Access Gateway 9.3 KRR, K
MBERREL ) 2R RN BITERN_ER Citrix Receiver FARER & M) & 1DRRA 3%,
IRATiRHAYE X NetScaler Gateway KREC EI(E RIS AR INEIRA FE IS BRI 4, R{E Citrix Receiver BT LATE B RRRRRAKGE
FEIRAIRIERK o

INREFBEARAE Microsoft Active Directory IHEHE, KR,

INRERARAMLZ L SHERENSHENAR, BREESH,

INRERARRRRA S ER ML L SEMGH DR, RGNS,

NRE K AR BREE EREN —RMEFR, KK SMS H1{5RK,

INRERFARZEEEEFHRA PIN, RREEE,

INRRE e £ S ONRELE TRENF RN (4 FAREREF HRRNA LUELR RN %) , RMEREFEER SR hRRRE) & ()RR
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10.

11.
12.

13.

14.

15.
16.

. BRITHR 10,

. B0 Access Gateway 5.0 E8E, RETARENREEMIIRFPITE, REEEEPH Access Controller fRREHIEE, MR

BRMEE, MRT—%, ARERRITHRIL

INREXR NetScaler Gateway 11, NetScaler Gateway 10.1. Access Gateway 10. Access Gateway 9.3 SR/ Access
Gateway 5.0 RREZ & StoreFront, RFE[ER URL #EHIEE NetScaler Gateway &{2XRERR URL, StoreFront £ BRI URL B9
WERRS, WTF—4, IRITHR13,

RAKREIPIER aJ XY URL, StoreFront K% NetScaler Gateway H{3RRARK, LAKKAM NetScaler Gateway MEIMRK 2 S K EH
XXX,

EXK Access Gateway 5.0 B ACE StoreFront, RTEKRKE L7l HREFSE FRRKAY IP #iksk FQDN, ABET—%,
ERFAF BB PRRmE £, FIHFE Access Controller fRRES ERATHY & HRRARKEY URL, #RiN% & BRREZHY URL LARF BRIHEE,
FHRRS RN 7l HRLE RREs LARE tfERFERF ., XX Next (F—%) .

StoreFront {& f & {3 RRARKKRAZ FIRKAT B DRK, LU FRTE & ERR A i IS NE A 1R,

RFFFEEHE, MREENAREERSH XenDesktop 3% XenApp RAEHIKIRE, R7E Secure Ticket Authority (STA) R # 5l HHK
7 STA BIBRRERHY URL, RINZ D STA B URL AR BRINRE, FHERIERRF 71 HRLE ARRER LINE iR FERFERIF o

STA & F XenDesktop #1 XenApp ARXEs £, FHRHESNRERLIKRRIERK, RLESREHERR T RRK XenDesktop 1 XenApp KR
KT B 1DRRFD R ER,

IR %S XenDesktop # XenApp £ Citrix Receiver KX B NE FRIE ARG BT FF M SRR FEIT AR, RARARKRAIEEER
E, INREEBT ZNSTA, HFAFERFANATSEMARATA, MKE Request tickets fromtwo STAs, where available (Mr4
STARKRZEHEGIRTA)) ENE,

KA Request tickets fromtwo STAs, where available (MRA STARKZEHR(GNRTA)) SWEE, StoreFront MR TR
STARMMSRERE, KK, BIE— STA ESREHRGA A, AREREA ST, MNREFEARRATLESRD STARTE
&, StoreFront fFEHREIE AR STA,

KRKEE, I NetScaler Gateway ERE R INEIRFERRNERRIE R IR,
RIBEFEESEPN4 E 15, [¥E% NetScaler Gateway FBERINEI NetScaler Gateway KRFIFRAF, MARBRITFIFRARES
ZERAERS MERERI TR, RS E TR S B BN,
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A LLERRAT Citrix Online A {EXXRA B & SERAE IS /Y Citrix Online RFEATER, F5E FRRK Citrix Online RAFEFR Citrix
Receiver R1THIERVE,

BE  T%IRRBBER, I—RREHA—A RS ENRREERIEE, IR Citrix StoreFront EIRIEH A RESBEFEMHE
fhARRES ERTT, SeRfa, RINEDEFTHAE B ZIARNEEN, LUE B FTEE P HE thiRRES
1. £ Windows Fis R R SRARFRESE R, HEIFRR Citrix StoreFront iR,
2. 1f Citrix StoreFront BIEEHI S ARE S PNAMEERR, AGENRERPR— I RAREE, TRESRP, KEcERHERS
JEX@E > Citrix Online £/,
3. RE ST ZERARIE R/ Citrix Online RATER, AE1EE AR Citrix Online RFAAFEFFR Citrix Receiver RITHIELE,
o INIRETAREH FRKA R FRNAI FARKR Citrix Web i R HRE N ARARK, MRINRFE, #E)AREIL — KA,
o MNREERFARS RREENNR LRI FIRRAZF RN, KK Ask users to contact their help desk foran account (RFERS
BRY 1 ARRR LAKERRR) o
o MNRFE AN ERFMNARFHNN, KKIERINRARRF.
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MIRA 2.0 FF3R, StoreFront AEEMA SQL FIERRRRERREIE. Citrix 8 Windows #IEEFERERT SQL #IER, BHREE
StoreFront R, THEERANEE. RERERT Windows BUBFRAMZEEF A StoreFront ARREE L. E StoreFront ARREFRRIZ R,
B 5 IRRSIRRRELRA S s A AIRREUE AV B AR, It #ERE B 2 b ARREs IRREE R A FARKR, BARIER T, StoreFront RE/RAES
HRE— N UBER, B MNREBIR RS FE N A SR T E .

EEFAMNRERER, TEGEEEFEATRMRERESEEE StoreFront, —NA T @K NetScaler Gateway £ A ZRRKE, K— XA
TFiBR{ER LAN EAERRR. R B RAREE web.config 34, BRI “AER"F1“PI B8 "R i 5 B BRHE = 22 ARREIE 2R,

135 RRARFAEE R ERRREE FRIERE R T, FARRNE —RERR, FRMERRIKPER A SReNE —REN, SRR S B BN
Z AREIER A i EMRIEE AR, B T HEMNRREEFR, AR VIRRETKIRRE H M2 A 20 RE SRR RS 1§ T ARE,

o FREMEEEE—/ web.config X, RXH4AITF C\inetpub\wwwroot\citrix\<storename> /1,
o FRAENE web.config #} & SRKKFE /5 ARRA KR m o

StoreName>" authenticationMode="windows" transferMode="Streamed" >
FMNAEENRREBUBEAL T U TALE :

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\l _Citrix_<StoreName>
BERIRAEE R ZRBIERR, REG— I RAEE AR —RARE S RIRRG R, 1R ZRREERERE, FARRGHREEFHERNE
ERRFA R H AT Z R ZHIEFRNER B,

FE B RAEMEELEER XenApp., XenDesktop #1 AppC 125 23 ARFEHAICE ; TR, AAES HER KA /S L NKERRE & 4 —
RIS, RYURMREREE AT E— StoreFront ARNZS SLIRNESKERE LR, FZHEIEERHLE,
StoreFront XEREE 2R s

1. 7ER4 StoreFront $8E £, FAREARITHANRARIE web.config X HIERERIRmR. F40 :
External" authenticationMode="windows" transferMode="Streamed" >

2. BTN ERRF G ik s LA S PR ERR A i i i R AR T — 3
Internal" authenticationMode="windows" transferMode="Streamed" >

3. WR{EHA StoreFront ARXEIN, RERERRA web.config SXEFTMBIRTE BRIBEIFT G Hittkms=,

RR A 7 AN B RER T = P 58K TS MR iR 7K,
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o LAE R B EREEERE N ERNE N & m kN S E T,

it AR ATREY

KA F AR
RREHRIERN
FRFFIR SR E RE [
= ARIT IR KRKRER IR
RIS EREAR

R AN

KA HERAAR
NAEETH
KRR (1R BEFR B RRF)
MRRR (12 S IE B KRF)
KRR (FE X EY)
FRAREN LR
HRMRAINE E TR
B |CA BRiR &
ERBE—H
ARRER B SRR E

KIA kR BEXiHR= Desktop Viewer

Important

EZRRBEEF, B—RREH—E RIS HIRRSBRNEE, 1R Citrix StoreFront EIRIH & RIE R E b B E A H b IRNES _ERTT,
SSRIE, RSFNED E R A B B 2 fRREsN, LUEEHTEE h A H A ARRES,

1. £ Windows FFisRESRARFREES, FHEIFHRR Citrix StoreFront F#K,
2. 7£ Citrix StoreFront EHIE{EHI A M ARE & PRREEERS, EHRERPR—IREREE, REERE SR PRRED ExE
JERE .,
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3. FEEENABERENT L, INERRE, WEREN SN, MHEFFENER, AERRHEE.

ok AR ATREY
AT LUBRRTT = KB 1ERHE & MARRERR B ERE . BARAG R DnsPort, fEmRNE L AYib i A2 HTRE FHRIERAP, RRELTFRRZ

Dns
DnsPort
IPV4
IPV4Port
=
DotPort
Uri
NoChange

FRRFA F A G

AILMEE R T ER HDX RRRAFHFE, HR®A",

AT LUBRRAT e KNE XK fO KA 7 4 58 ERAE, ATERRIEE .
RREHRERN

ALUEER S EEHRE HDX 2K, AN RA",

A LUBKRAT i KRB (AR A NE R RRERE, A SR E LKA SREHRE,
FOREFIA S AHNE TE )

A LUBRRTT = B A SR AR X HREER, BE T RRXHREERR, AR LUFRRESH Windows 455K SCA4RIR 5 E
HAMREN B XHR, X HREIERE Windows X#H#R (40 \Documents #1 \Desktop) , FTRE/ERRUMA, BRIGRLAER
HRARTR,

o] LHBRRAT KN XK A 2 EXER A i R 5k S RE E | EMELRF S 2RISR HREE R, ARNERE,
& BRIT IR XXX EA PR

StoreFront K& XenDesktop Broker #1 XenApp ARR2ERIT E HARATIRRRRK, LARSERER M ARREE A FAMEIRR, BARRE K
(00:01:00), FTLUBRRT HRNEERIEER G RTIN R KRE R, A SRR E 2 HR TR R ERBIRE,

B 1S EREA R

ZARIE R T, StoreFront EIKKFE S 12 KRB ARRES IR ORISR S 7E 30 M EHR, EREMRARN1RE, IRREFMHRRA A H,
o LHBRRT = KNE (IR S BRI, S8 [ Rl 7 58 CARAERE

DG gE=
ALIEE S Delivery Controller B3I ¥ AREERE FAIFDEN, BARRK 6,
A LOBRRAT s KNE {ER1E & 22 I M) IARIERE FFR0RD K, IR SRR E

XA 1R
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ALRA (ZM) 5 Delivery Controller BFTi@1E, EAXRKRA",
] LUERRAT i KRB R (SKECHERS) XA RMRERIE, A SRR E .

NAEEFEGTH

KNERT, EEFHhERREEPRTZEARR, RAEEZEFME, StoreFront 2RB—1NEEFH, MAREEREENRE—
NEFET, HEERARTE RO ZERERR, FAEEFHhITIERME, LHETZE2ERETR(SSL) Mg, EXFAERET, XXX
RAMERESH. TLLERTESRE IRFRAEEFESITHENME, A EURREEFTEEITHL,

KRR (% HERR B RRF)
A LR BRI XNF IR AR, TEEHEMR X IR LI AR BT A £ 2 0T, BOREN (R E ARERE),

A LUOERRT e KB (R (3R HEBR B X R=F), RRLERRAYAR, FERAXRFEFRAUD SO RIFRFEIIR, RS E .

Configure Store Settings - Store

StoreFront Adwanced Settings

Conhigung Shvdnded BILNGE with Saubon

e Subacriptions

e b Byt darstion

Kerberos Delegation
Optimal WD Reuting

Citrix Online Inegration
Adveitise Staie

. _—

Apphy

KRR (12 2 1E I RKRF)

LR E 2 ANFRIEEENRR, #EE 2 XRFHRPRLRIE BRI AT HR AT, BRER TRR(N PR ARREREY)”,

AT LUBRRAT o KRB ERKRKRKR (1R S 5 M XRF), RERRAIAR, ERA XRFHERRA LS 52 REIRRFIIR, AERRMHEE .
MR (12REY)

MREERFEHRNF D EHNERE, BRRNER KRS IE R ARIERE),

AT LUBRRAT e KRB KKK (R KA ), RREERNAIAR, RNEFEMRR SEMIRERERE, R ERNEE .

FERAREL L R

B EREEIFFE Delivery Controller BIFHRRKEN LFR, FARRER 0 (FRRHE)’,

B LUERRA T e KB RN R R L BR, RA— DT, R SRR E .

FRXAIRE E TR

18 E FITHRZ 71 Delivery Controller B30 TR, BARRK 3,
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o] LLHBRRT = KNE ERRRH MR RE 2 TR, RA—N =, AN E.
B ICAERIRZIR

{8 Citrix Receiver for Web £ M ID B .ica IR M ERIHZTIRE, MEREA, Citrix Receiver 55 EXRiE Z ., EAXX
KK,

o LLBRKT T KKE (ERP B = ICA BRin & EREE, RSN E.
ERBHE—

WNRRA LR, StoreFront il F & 4RRE M X 5 TRRA GNP A R F -, RIF—, ARMREFRT HORN, HEK
EBERRK A XX, ZRRRK KA,

ATLUBRRIT & MNE AR 2 K 5 R — BUERE, AR E

ARRZR B SRR E

18 ERRS Delivery Controller RITIRERUREL, BRHXREE, RNHERTA A, BN 1
A LLERNA T e MNE {ERRNAR X35 @ SRR B, RA—NF, AEKRHE.

XIH hR ERimRZ Desktop Viewer

5 € FARM B iR BRimRRE £ mRE DR Citrix Desktop Viewer B AM T EX, EAXRR X",

A LUERRA T i KN ERRARIE Ak B Rif R Desktop ViewerSRiE, A SRNHA E o
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F A Citrix Receiver for Web, aLAMEFO0RLOMMOODATERF. BUEMEME, FMA StoreFront [ Citrix Receiver for Web E2& Citrix Receiver for Web [J

AEFI0.

&8 StoreFront B #EHIBRITLLT Citrix Receiver for Web #H<1EK :

KE Citrix Receiver for
Web il s

Ed& Citrix Receiver for
Web il &

K& Citrix Receiver for Web s, fEFRRALLER Web REIRKRFE IS

{&th Receiver for Web i s HIRE,

R &ERX— Citrix Receiver {F
NI

StoreFront IRz R FIK— FARAR, R—ARIRHEFESEN HTMLS BARIER,

Ed& Citrix Receiver for
HTML5 RXXE3KN-F #{5F F

KEFEERBRARERF NExRFANREE E & 5 ERNE 5 2 18 X R FERR A F2 X,
R & T/E X4 T YEX 32 ThEE AR AR 72 7 BERDE FERTERN 2 RFSK,

5= FAR@RIREE A X{F A Citrix Receiver for HTML5 RRRJRAIRK, EESRAREEEESERK
BRRZERKE HHY Citrix Receiver for Web ih s, MAERRIEFRRER,

B2 & 1 {5 RN KRR AN EEXR
4

BARIE R T, Citrix Receiver for Web i sRRF<KRFE B I IRSKR IS IE = DNEHER, BIERRKR— K
&, RAREENEERATH, oL ERERE,
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X%E Citrix Receiver for Web 452
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T LUBRRITREE Web 5 S 4ERTR AN Receiver for Web if 51, {F FARAERIER Web REIRRRFA IS,

BE  EZRRGHED, I—RREHA—SRRSE I ENRREGERMEE, Ak Citrix StoreFront BIRH AR ERBHRHEMRE

fthBRRES LR1T, SeAfE, RIFREDE AT A B B EIARNERN, LUE B HTERE R H it ARRES.

1. 7£ Windows i R SRARFREES, HEIFKR Citrix StoreFront X,

2. 1£ Citrix StoreFront EIBIEH] & ARSI PRAEMEERSR, IREREKE Citrix Receiver for Web ihRINERENE, AEER
EBE M PRREIE Receiver for Web 4,

3. KRR INREESHT Citrix Receiver for Web 5, 1E“Web MR EFIEEFREM URL, RERT—%,

4. ®R Citrix Receiver ARFRR T —%

5. I—MBHRRAE, MREE, AETELRNEERERNTEK.
HERFFRR— N URL, FARAT LLERK URL KK Citrix Receiver for Web #hmR, A X{#82X Citrix Receiver for Web 3t sRiE HIRR{S
B, XBREE Citrix Receiver for Web 45,

ZRIER T, %ARERRIT Windows 2 Mac OS X MIREHIXK Receiver for Web i /R, 1tk AUSRRAA E AR E 2B D2
Citrix Receiver, HISRRRAZ Citrix Receiver, RRJFIRRFARMER Citrix Web if & FRIFZEEASHIE S Citrix Receiver, BX1B
UL ITRERRIE B, RERZF Citrix Receiver FIRRFIERE,

Receiver for Web i 52 FO BAKER B B K ARNREZE T S IRARM Citrix Receiver, FRERRE CHEEmARBER, BE, ERILE
Receiver for Web i s ERF Receiver for HTML5, LUMETEZRE Citrix Receiver ARM AT LIRRKIRE, HXMREER, XEBRALE
Citrix Receiver for Web uh /2,
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Bdi& Citrix Receiver for Web i &

Jun 15,2017
BB Citrix Receiver for Web s, FAIRTLUBER Web REIRKRFEEE, BT LUBRRIT UL FERFE(E R Citrix Receiver for Web I s B
RE, FLESRNEREBERG REEXXHRMTER, BXWELR, BBRFEHARESHEE Citrix Receiver for Web I s,

BE  EFLRRSEEED, R—XREHA—S KRR U ENRREREZE, R Citrix StoreFront S IBIEEIS RIESFE PHERE
fhiRRES ERIT, eA/E, RERECE AT E RiEZIRREER, LUEEHFEE R E thIRRZS.
KR E 1PRRTT &

o] LLBRRIT B RN A ERRKIEE] Citrix Receiver for Web i sm B IR BE B 0RKTT 55,  LLIRIERRIERE D Receiver for Web 4
RIEEE D BIPRRTT ik,

1. 7 Windows Fis R SRARFFERES, HEIFR Citrix StoreFront ##K,
2. 1E Citrix StoreFront EI2HEHI A M ARE S PRAREERR, AEMIREKPREERBEXREREE,
3. EREERP, WEHE Receiver for Web it R MR E, AEREPRNAE, 157E ENARANRKNA %,

o R ARG MERERKE IRARD H 150K, FARERE SHRAEERE ZRAERE,

o XX SAML F{FMRERELLZFFS SAML S RHIEFHNEN. AR SR REEFRS M E, BIFERE 2HRAREENER
EX, MRE"THIFRF :

o WH IR LRGN IREEFEEE T,
o RXARRIZ i LRARRIR A ER B S 1E. BN IRHEFEERER.

o RAPi%E i S RHE ATRA M FIRKRIE & Active Directory I3 #E., FAREE AR Windows RENERS 45, BNEIAEREBC
MRFAFEERERER, EFAKR, AR %% Citrix Receiver for Windows K, @AXRFA ER SRR, KER, @[ Citrix
Receiver for Web 15 B8 & {3XxR{E A Chrome. Firefox. Internet Explorer #1 Edge B9 Windows & {F RRE %,

o RPERFEMELURAER TSN, FARERAEEREFEAEERH PIN RITHHRK,

e XA NetScaler Gateway BE@BERIE, LKA NetScaler Gateway Bi# & {7RK, FXFM NetScaler Gateway &3 f5, BIFE
ERNE 2 XA EERERER,

4. WMEPRAERE, RIEE.,
AR IERF MG ERBEHRRIE R, RSN E & (9MARK,

FRRRES RIS HE A Web 5

A LLERRIT R Web b s IR A NERE ARARMEE MR EIEER Web I IR ERREEARERRFE, £ AHER Citrix
Receiver for Web 4 RRRHIRIRHY URL, ATSIFREEREE#R A EREY Web #h s, FARKRE MRIERSE E B E Receiver for Web
he, WRARMEAER, AILIERIL R EN, Receiver for Web i & HRRRIR, RTFRARERF, MNRAR BIARRKERER, KK
TR,

. £ Windows FFia RESRARFFEREF, HEIFRER Citrix StoreFront #iR,

. 7£ Citrix StoreFront B IR HI & ZERE I PRARBIERSR, RS MRRE R PRRIE S,

. EREERD, WEIR Receiver for Web it R HIEZE, AGXK Web i mikEAR,

. KRR INRARK A FREERES X Web #5538 URL, URL @RELhttp[s]//hostname[:port] FZX1EE, HA hostname 2
Web i R ENMTLREMNIZ A, port ZERRSIEAREGG O A0 ARMARS EHEREMHDO, Web iR EFEREMERZEARZE
WAER, EETX URL, RTE Web MimFIRAPRREREZE, AERRK, RFABHERARXIEE Citrix Receiver for Web 5 s Fft
RAEREAIREEA B Web s, AIEFIRAPREMRIIZE, ARERRRERRERR Web if s 89 URL,

5. BREVRES N, MRBREFREERN, ERRTF.

6. BWE Citrix Receiver for Web b s 35/ 5E URL EHIEIER Web it s,

A W N R

K& KK
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ZRIERT, Citrix Receiver for Web b s £ FARSRTERT FEERIAR 20 DR, SXBRE, XA URRE BRTRIT AR E(A
SHEINERE, {BUREH BERF HERK Citrix Receiver for Web I8 S ThaE, FIANIRKRATZE.

T LUBRRITE IR Receiver for Web iif & B & KR RIERSE B i &RHBRK,

1. £ Windows Frih RS SRR F EEH, HEIFHRK Citrix StoreFront f#K,
2. BEARBRPRRAEERS, ERESIRPRETE Receiver for Web i S AL E, ASNRERRE., B LURAREBRIEE DN
R, FrAXRRFERIR/RER 1, 5P RRRFERSARR 1 F,

XX 2 - F R E 18 E A R IR
ALLBERRITE IR Receiver for Web i &5 1fY Receiver for Web _E IR T2 B 1 5 [ KRR B i SRERE,

1. 7£ Windows FFii BB SR RRF RES, HEIHX Citrix StoreFront ##KX,
2. EARBERPRARERS, TRIESHEDREE Receiver for Web i HEd &, ARKRESRNE .,
3. TERXRKANERRRN L3R, RNERT KK,

EXFECHRRN, KR{TLLTF2E :

1. 7£ Windows Fris BB SR RF RES, HEIHX Citrix StoreFront K,
2. EARBEHRPIRARERS, TRIEEHEDPKEIE Receiver for Web 5, A SXRRK,
3. EMRE, SAGERARA SRR,

1= 1A AR BN

ZRIE R T, Citrix Receiver for Web i SRt —LER M4, LI ARRARMRAREIE BRECE Citrix Receiver, REBER S
BRI RRREMRAEERERE S, HPSERAEEERERNATA NetScaler Gateway EBEFERRHIRRIE 2.

A LLBERITEE Receiver for Web iih 52 FHIXFH Receiver o & {ERE 5 RRERK,

1. £ Windows i RE SRR F REAH, HEIFHREK Citrix StoreFront f#X,
2. HARBHRPRREEERS, TREBSHKTPXNESIE Receiver for Web i R HIEE, AGRERKE,
3. XXXF Receiver R &,

K& %3 Citrix Receiver By FAXED & i S 1TX

AT LUERRITERE Citrix Receiver {EREDE X kL2t Citrix Receiver B9 Windows 2% Mac OS X FIRRRuL AKX Citrix Receiver for
Web i mBI1TR, ERERT, HMRIT Windows =k Mac OS X BIREHNIRITRXK, Citrix Receiver for Web it & BRI E RS
LE T Citrix Receiver,

INEXRAE Citrix Receiver, REFHR AN TRFZEZERATHEESM Citrix Receiver, EARFRAIEN Citrix Web Ihm, {BfEthd
LUt S e 2 H1U %) StoreFront fRXES, FFRARIRHRLE Kb T4,

RFToik %L Citrix Receiver B9FER, RILATE Citrix Receiver for Web s _EXFE Citrix Receiver for HTML5, Citrix Receiver for
HTML5 AARFAREREES HTMLS 3B Web M2z PR EMRAES, MIEFRE Citrix Receiver, PIERMRREF]ER
NetScaler Gateway RITHREEIZ X #F, B, RFMABMRKERREE, Citrix Receiver for HTMLS5 B3 R ER IR HEHIRIRER
TR, LA, BEEBRFERAR NetScaler Gateway F SARMERFMRUARITRIE, B XRER, RSRENNE K,

RFREMRFA AR AR, BARIE R T2 @K Citrix Receiver for HTMLS KX XenDesktop #1 XenApp 1REEHIRIR, ErfE A
Citrix Receiver for HTML5 AHREmARATRR, WRIEEH XenDesktop #1 XenApp ARRER ERFA“ICA WebSockets R "k
B&, XenDesktop #1 XenApp R Citrix Receiver for HTML5 RiZf& Ftim O 8008, #a{REA ARFNE fth NRRARKRIL i O, B XRRME
£, B3R WebSockets FRIERE,
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HEETE HTTP ®i% L5&K Internet Explorer /A Citrix Receiver for HTML5, ZE3@X HTTPS &R Mozilla Firefox {# 8 Citrix
Receiver for HTML5, FARWRAE Firefox #ititRFXA about:config, Fi% network.websocket.allowlnsecureFromHTTPS
BERNEN true,

1. 7 Windows F s RESRAERF FEH, HEIFHRR Citrix StoreFront ##K,

2. 7£ Citrix StoreFront EIBIEHI AN ARE R PRRABEIERS, ARERRERPR—NGR, FRESED, RER
Receiver for Web i S FlEC &

3. KXERE Citrix Receiver il E 7 KKK ERXA E Citrix Receiver K Citrix Receiver for Web i s BIRK,

o MREFLIERIRTANTRHLEETAETAM Citrix Receiver, RRXAMZ R, FARMRZEE Citrix Receiver F AEBRKIE SXKE
HHNAERE.

o NRXX Allow users to download HDX engine (plug in) (f8XFARTRHDX Engine (i&#4#)) , Citrix Receiver for Web %
FRFERE RRARENIR FRIZE Citrix Receiver (#18R Citrix Receiver A A)

o INEKK Upgrade plug-in at logon (ERRFARFEH) , Citrix Receiver for Web 3£ ARERRFAR Citrix Receiver BRif,
KA LLIHhEE, WHA{R StoreFront ARXE: L7777 FMY Citrix Receiver X4,

o MTHIERARKR,

o MRFHLEuhRIRTFARTRIFZEE Citrix Receiver, {BETEZR L Citrix Receiver RERE! Citrix Receiver for HTML5, RRXH1SR
Aith Receiver A AT, XA Receiver for HTMLS5, RF k%% Citrix Receiver AR, B HMRENGRR, MRIRTE TR
F &% Citrix Receiver,

o HNRAL UL R ARER Citrix Receiver for HTMLS RRKR, A1~ FARTRFIF %L Citrix Receiver, RXXEAR{EF Receiver for
HTML5, RXRKR/E, FARIFIARER Citrix Receiver for HTMLS KNI, s EFI S EAIRATRRE, BiiREAMERAS HTMLS AN
K2R, REF HTMLS EARRESHIFARARIE AN L4 Citrix Receiver,

TERRRES L3Rt Citrix Receiver &304

ZRERT, LRARERKIT Windows 2 Mac OS X BIREHIXK Citrix Receiver for Web if 55K, i S iSMRiA E AN E 2T 2%
&£ Citrix Receiver, INERRRAE| Citrix Receiver, RRIFIRS AXEN Citrix Web ih m TR LEESHEFEAM Citrix Receiver,

1. 7 Windows F s R SRAEF FEEH, #HEIFHRR Citrix StoreFront R,

2. 1£ Citrix StoreFront EIBIEH| &AM ARE S PRAEERS, AEERRERFR—PILS, TRESERS, RER
Receiver for Web i s FEC &

3. KXERE Citrix Receiver #1 Receiver MR, A RRNE|LEE T4,

BERGERITZRE Citrix Receiver BB

E® StoreFront Z8l, #0158 M AREARMIREN _EZRE Citrix Receiver GERTF Internet Explorer. Firefox #1 Safari BR) , =&
FARE RRRIE =R GEFF Chrome FBR) , Citrix Receiver for Web 2127 ARZEE & FH Citrix Receiver, IR A LAFR Citrix
Receiver &4, RIRRAIREHARR, EREURTERE.

A LURF Citrix Receiver for Web EZERTE ER StoreFront FRIRRIZ R,

1. £ Windows Fria R SRAREF FESH, LEIFRK Citrix StoreFront ##KX,

2. 1£ Citrix StoreFront BIEHEHI & B ZRE S PIRKA R B RS, FAE MRR B 1§ RRKESE =,
3. EREBERD, WEHE Receiver for Web i m &

4. MERKE, AERFERERTRERE Citrix Receiver,

XF& Citrix Receiver for Web i g5

ERREBIRPMETE Receiver for Web 3 52X Citrix Receiver for Web it s, NRRMAUL S, ARG TEBEERER Web NEKR
KRS
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StoreFront EIRsZ #xeh FIx— FARAR, FEAREAR, E Citrix Receiver JEARRKIZ M B M ARAR, FHR—ARERTE Web #
A, Citrix Receiver IRt EHEIER HTMLS ARER, AR B ERFIFEREZFREE,

ERIER T, FRALARARM StoreFront REMREREEFRAR—AR, B2 FARH Citrix BARIER TR EREAR, EXRFR—FR, %X
¥ StoreFront R E S Receiver for Web Uh s kREEE, F B RIS Uk = BR ER{EHE FAR— 4R,

EE : R Receiver for Web I sURMEIZREIM X d, RASZEHE—AR, NRMRF Receiver for Web b s in 2 =R
FIRN X" s, RIS EIRERENS B ERE AREAR,

{8/ StoreFront BIB#EHIARITLULT Citrix Receiver for Web 8% {ER :

K& Citrix Receiver for Web #h s,

X Citrix Receiver for Web ik s AR,

KIX-5 KX 7 s S<RAIR— Citrix Receiver for Web i s,
H K Receiver #K,

BE  ELRRBEHED, I —RREHR—E KRR B NRRERMWELE, R Citrix StoreFront EIREHI A REREFIEME
hARRES ER1T, TRfE, RAHREDE T E RiB R IRNESR, LEEFHEE R EtARRES,
R

INSRAEF XenApp 6.x, RERE K B RHE 2% 2 & Rifn 5t R o] BB KR B R THEX, &5 RM AR RER KRR T2 A X AR — 4R,

K% Citrix Receiver for Web Web 4 &

BRRERA EIERER = BXREE Citrix Receiver for Web s, fERET LU F b RFENEE E fth Receiver for Web I 52,

1. £ Windows FFisRESRAREFREES, FHEIFHRR Citrix StoreFront f#K,
2. 7£ Citrix StoreFront EIRiEH &M ARE R PRAMEERNR, AETEREERHPREE Receiver Web I > R0, HiRERA
RIXAT IR 1E

Bl Citrix Receiver {&R

&7 LARR Citrix Receiver for Web Web Il s 2 IR HRE (ARER— AR, KiEE, RARMEARSEHSNE ERMBERAREFREED)

Lk
BEo

1. £ Windows Fis R R SRARFRESE R, HEIFRR Citrix StoreFront iR,

2. 7£ Citrix StoreFront EIE{ZHI S M ANE & PRAREERS, EARERFRERNHRAREEL, AEERIFERTRER
Receiver for Web it s, AGKNECE.

3. KX Receiver {&K, #AEXKXES F X8 (AKX REL (AR,

XX-5-XFE 5 S XEIK— Citrix Receiver for Web 5 &2
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{8 StoreFront REHRARER, = BERRERBAX—&EINH Citrix Receiver for Web i S H IS E SRAREIE XK, HE, WERM
StoreFront BEHIRRAFAR, 5 BN FARE (AR,

/K Citrix Receiver for Web 34 s LAERRF P IS 12 (HR— AR, RZE DREE — 22 FARELAREY Citrix Receiver for Web b5,

1. 7 Windows F s RESRAERF FEEH, HEIFHRK Citrix StoreFront X,

2. 7E Citrix StoreFront EI2#2H| &M ARE & PIRAREIERR, £HRRERPR— I RAERL, REEERFER PR ER— 4
K, REZHRR—FR (Z2AREAR) B9 Web I s Al ARERRFE IS B ERK, J0SRERREE Citrix Receiver for Web Web 34
=, RERR—FEER, EPSSIER YEH Receiver for Web Web Th "B E, EXA LUSRA Receiver for Web I B X
R Receiver for Web Web it 51, RBREX Citrix Receiver &K,

3. R Citrix Receiver for Web R, Rt GRS ER— &R, AEMGER Web IhR,

Important

NRIKTE Receiver for Web Iif 51 b 5R— (AR BRREL (AR, KATEESSINAH] Citrix Receiver ERif, 1ELE Receiver for Web Bif s Ef5HAR
B ER—ART G A4 Citrix Receiver ZRIRAVARE FIRN— AR, MRIEEIBLE S LM REREE Ra B EBR—FK,

B &K Citrix Receiver AKX

#RBY Citrix Receiver for Web Web i S %R22 FARER Citrix Receiver &R, Z8EH ENX Citrix Receiver B4,

1. 7 Windows Fis BB RARFE" FEEH, HEIFHR Citrix StoreFront R,

2. 1E Citrix StoreFront EI2{EH| AN ARBE R PRA B ERSR, RAEERE ERPREE Receiver for Web i R 1B &,
3. KX Receiver &K > 2= FiREE AR,

4. RXE ERARFHRITIRLL B ERERE Web I REIRRA R,

Edit Receiver for Web site -

StoreFront CUStOmIze Receiver Appearance
Ulze these settings 1o customize the Recener for web pages.
Receiver Experience Legen branding

Featured App Groups
Header branding (Post n)
Authentication Methods gy

Lege: Uiplood from locel computer Browse.
Website Shortcuts a8 i
Deploy Citrix Receiver Preview [Post logon)

Background colon ([ =
Sesshon Settings : 5 Citrix StoreFront Test and icon color
Waorkipace Cantrol Text and icon color: -

; g Link color

Client Interface Settings Content branding (Post legon)
Advanced Settings Link color: -

Reset to default styles
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180T AR RFERRE & S 45 EXNEL 5 2 1 X MIRGFERREEFER, 0, S RE—PMRERRERAEFRR, HAa SKERGE ENR
BiEF, ERILATE StoreFront EIBEH| A, BEXMEBARARFEAIRSERTE Studio HEH & A BRI KR SR A 12 FRNSE ERFER
REARF.

o UBRRITFERRF 12 FRAERT AN, RRERFRFERRE 72 K,

BE T IRRSFBER, I—RREHA—ARRZSE U ENRREERIEE, R Citrix StoreFront EIREH & RESBEFHEMHE

fthARRES ER1T, SeAfE, REFREDE ATA B cniE 2IARNESN, LUE B HTERE R H i ARRES.

KEE, NYZATREFERRLLIhEES =T F,

1. £ Windows Fria R E N RARF"FEREH, KEIFRR Citrix StoreFront K,

. ¥E Citrix StoreFront BRI 5 M ARE & PN RAREIE KR, AEERIEERPREE Receiver Web i R B &,

. R RRA 12 FF R,

. ERIRA R FRRIEF, KXKEE EXFTHFERR A TEFR,

. ERERNARFERRES, BEBNAREREAT. R (IR) . BRMNENERBREFRSE, B URART, AR
F R HNATEFERR, A SR E.

XX XBA

v AW N

XN 1 Studio A ERKRE,
%

22| 1 Studio A ERKFE 2 FFRK,
B
D20

KA FRAREREFETERERARERFR, A5 YEERAEFNRIERERE SN AT CENRBEREFA A ST
BEFE | HERARERT,

B4
StoreFront AXIFHARNAREFEMBFERBERN. TREAXSKX/NE, EEXBALFEE, Fli0, RERA
Excel, StoreFront £ILEZFR Microsoft Excel 2013 HWERGRATRER, EEXA Exc AEEEMAS,
=~ :
HRRE TR FEREREF

e Collaboration (R4E) - @BRPTEE Studio #9 Collaboration (R{F) KX HIRNFEFERFREM,
e Engineering (T#2) - BRRAIEFERG & 18 ERRREF LS SRERN,
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T EXIZBHIThEE R 2 - AERiE ARMERRZ K2R, B0, TLUFEERHRKEEEARN TFLCRBR, mMETEEE R EEFHR
XECHMREREFE. BRERT, RCitrix Receiver for Web i SR T/EXE4IThaE, EERSEE T/EXEEIThEE, KRN, =D

B,

BE B2 RRSGHEF, I—RREMA—GIRRES U EAARRSENIECE, B4R Citrix StoreFront EIRZEFIGREREHHEMH
fbARRER ERIT. SERXME, RITNEDEATEYE g 2 iRNeEN, LMERRTERE 8 A ARRER.

1. 7 Windows Fis RESRAEF FEEH, #HEIFHRR Citrix StoreFront #K,

2. EERERPRAREE, T2 BRPREE Receiver for Web ihm, AEXKE &,
3. R {F X,

4. BETFXEFINRRE, HHPaE

KA TEX 12
Ri& SNE FTREXN

R E
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BdE Citrix Receiver for HTML5 KXXESKX-E A5 B

Jun 15,2017
ERIERT, Citrix Receiver for HTML5 SEFRKESNN £ PRRE MARARERE, B2, UARERHREH D FEA Citrix Receiver for

HTML5 RXKER, £ EsREEF 2 BERERKEIRNE A H Citrix Receiver for Web 52, MARRREFRREAH,

BE : EZRRSGBED, R—RREFEA—AIRRSB AT NIRRSGRNVESE, B4R Citrix StoreFront HIR{RH & RELEH(EME
fhiRRES ERIT, STAk/E, REREDEATHEYE RESIIRREER, LUEBEFFERE Y HE thiRRSS.

1. £ Windows FF A RE SRR REA, HEIFRER Citrix StoreFront f#R,
2. EARBHRPRREREE, T92E BHEPRREE Receiver for Web iR, AGEKKECE.

3. XXERE Citrix Receiver,
4. MEREERR FHIRARKEEREE A HTML 5 Receiver, ARIRIERRERRFE/F AHNRE, KNsKEUEKKIES Receiver for Web

HRMREPRRARERF.
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ZRIE R T, Citrix Receiver for Web 4 saRERR A [E FIRK S 1E = 2 REE8R, BIERREAR—R G, REEESERATA, 7JL

BRRIT R RNE R X BARNE

BE : EZRRSGBED, R—RREFEA—AIRRSB AT NIRRSGRNVESE, B4R Citrix StoreFront HIR{RH & RELEH(EME
fhiRRES ERIT, STAk/E, REREDEATHEYE RESIIRREER, LUEBEFFERE Y HE thiRRSS.

1. £ Windows Fria R SRAREF FESH, LEIFRK Citrix StoreFront ##KX,

2. 7£ Citrix StoreFront EIE{ZEHI S ANE & PRAEIERS, EPRERPR—RAREEL, AEEREERTRER
Receiver for Web it s, AGKNECE.

3. IREMNE, RITHEW, AR E /KA RFAHEER,
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ANESEUTER

i BRIER XenApp Services URL RITRIZEAIZ %5
NPT Citrix Receiver £ F T F X 221 & i
fic i FARK

B IR HE

Important

EZRRGMED, B—RREA SRR EENIRRBFRAESE, ik Citrix StoreFront EIR K& REEE P RVEM H thIRRAE ERIT,
SeRfE, NXECE T B oARiE EIARNERN, LAEEHTERE PR H b ARRES.

AT LLBRRITECE XenApp Services 3z 3 {EREC & @K XenApp Services URL KRFE B ERITRR, f#FARIT Citrix Desktop Lock 9B
MABMSERER PC AR, URMERTEFREIEAR Citrix ZRERH AR, = LME AR EER XenApp Services URL B 1K
KRFAEE, REFRAREER, HREKA XenApp Services URL,

BE  EZRNSREHED, I—RRFEA—GIRRS UFERIRREINVESE., AR Citrix StoreFront B IEH| & RELEHMITME
RN FRIT, SEAfE, RISNECE TR E B EIRNESN, LMEETERE P E hARRSS,

1. 7 Windows Fis RESRARF FEEF, IHEIFRK Citrix StoreFront R,

2. 7x Citrix StoreFront EIE{H S ARER PRRAEIENR, ASEERRERPR—IRAEE, TREERD, KRB
XenApp Services .

3. RPEERRA XenApp Services T ERIE, LIORARSKE 1E FAREBRKREY XenApp Services URL RXRFE S
R ER XenApp Services URL B9 RR http[sl.//serveraddress/Citrix/storename/PNAgent/config.xmi, Hrh
serveraddress® StoreFront #8E HIARKES SRR SRR ST REIH B, storename RIEREERF i & RE 15 E B9 & FF.

4. SNERFA XenApp Services X, KAILRRIE StoreFront BEHREA Citrix RALIHAHI AR € RRA RS,
IEEBRRAEEE, FARALLER StoreFront EEAIRRES URL SRR URL (M4 ERF RSB XenApp Services URL)
BE& Citrix RALIE M.

T {FXIBHIThEE FRR TR R RENiE ARIERR X8R, Bli0, eTLUFEERMRKEEEARARN TFih e RER, TEEE N EEHRK
H o MRARRE,

StoreFront @& —RAFTERTA Citrix Receiver #J Store Service A T K24 EHRIEMEE, STLUMER StoreFront #22&i
&3 PowerShell EI2 L IHEE,

[ StoreFront EIR{EHE

1. £ Windows FFh RE s RARE"RED, HEIFHRK Citrix StoreFront X,
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2. 7£ Citrix StoreFront BB M ARERPRRABENS, AETERESEIREEENAEERE.
3. INERRE, AERPINEUERF ARE FHRERR,

£/ PowerShell
IR AREIEIESE, RITUTARERLRA StoreFront PowerShell 1K :

$dsinstallProp = Get-ltemProperty °

-Path HKLM:\SOFTWARE\Citrix\DeliveryServicesManagement -Name InstallDir
SdsinstallDir = $dslinstallProp.InstallDir

& SdsinstallDir\..\Scripts\ImportModules.ps1

SRS, fEF PowerShell €84 Set-DSAllowSessionReconnect RS, XX T /£ X2 &l EHRIETHBE,
X%

Set-DSAllowSessionReconnect [[-Siteld] ] [[-VirtualPath] ]°
[[-1sAllowed] ]

g0, Z /Citrix/Store FREYEMRAREE AR T/F X2 EHRE, MERAUTHSEELRAEERE

Set-DSAllowSessionReconnect -Siteld 1 -VirtualPath /Citrix/Store * -IsAllowed $false

158 F “ FARRR {ER AT KRR A RRRZ. —

o EXRFAREMEBAZAKERREF (BBIRRAMEIE) .
o ARANEREZIRAEEENMEKFTEREERF (REIMREREE)

1 StoreFront PIER2E FH FARRE R P IS BIRKRS A LEFE Citrix Receiver FAE FIRR “IGHRRRRF, 22 AR SRERKFE P IS KR EL
B, EFHTRARKFEEE R FARARE TR ERRE WK PRRARE R,

1. £ Windows Fri ER=SRARF ESES, #HEHXK Citrix StoreFront R,

2. 7 Citrix StoreFront EIBIEHI AN ARE & PRRABEERS, AEERRERPR—MAEE, TRESEKP, NECERA
FERE > FARRR KNS T FF AR EE.

3. XXX FE FIRRK( B Bh ARRKAE i IE ) LAAA{R AR AR F LA FE R, LAaTE & REARR{A = A,

4. KXZEE A RN (R] R i RS ) LAEE ARRRA SR FTRERG T EREREFEERE LR, ENSHRER, REEH
RFARIEE, ATLUNHERE.
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Configure Store Settings - Store

StoreFront Manage User Subscriptions

#) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
P subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)

Citrix Online Integration When you disable user subscriptions, the Mandatory store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them, User
Advertise Store subscriptions are not deleted and can be recovered if you re-enable the feature.

Advanced Settings

£ StoreFront 3.5 LB &k AH, ATLUEALLT PowerShell il A B BXA s B FARKR :
$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/"
Set-STFStoreService -StoreService $StoreObject -LockedDown $True -Confirm:$False

B % Get-STFStoreService BIRRIE &, KSR https://citrix.github.io/storefront-sdk/Citrix.StoreFront.Stores/Get-
STFStoreService/

f# A PowerShell cmdlet ‘& ¥R 7 IS BIRRENE.
pa =)

{8 StoreFront BRI A2k PowerShell ] EIE StoreFront, RZIAR{EARRFH AL, EH PowerShell #2H|& & StoreFront BB 2
B, RIAKAKR StoreFront EIEIEHIA, Citrix NERETERTT B U BIRDRARRENE, LUEBEREIREIFT— KR,

EHRRREE
IRHERE B MR RIS SEE— 1S SREIE I SUERFI IR ER,
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1. 7£ StoreFront ARRE&_E{F1E Citrix Subscriptions Store BRR, #05R Citrix Subscriptions Store FRRIEFERTT, RITERFRE{AIRA
72 I ORISR

2. 78 StoreFront ARRER _EREKKRKA P S ST :
C\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__Citrix_

3. RRARKRAI S XHRMNE, BRRRXXHRES,

4. 1E StoreFront fRRZF L E#XR Citrix Subscriptions Store ARX,

1 StoreFront 3.5 XEEARAS, AILUFERLLT PowerShell I B MR B EFIRREIE, U EH = 1 SRRARREL KRR S ERER
MEIERS {HRIT L PowerShell %1, Ltk PowerShell ERERIRR S FRR4T _E it 25 XAE F KRR

Citrix Subscriptions Store FRRWRIEFEARREE ERIT, FBEMZIRIT cmdlet,
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function Remove-SubscriptionData

[CmdletBinding()]

[Parameter(Mandatory=$False)][String]$Store = "Store"

$SubsService = "Citrix Subscriptions Store"

# Path to Subscription Data in StoreFront version 2.6 or higher

$SubsPath = "C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__Citrix_$Store\

Stop-Service -displayname $SubsService

Remove-ltem $SubsPath -Force -Verbose

Start-Service -displayname $SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"
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R RREUE
A LUMERLLT PowerShell cmdlet RERHIZFRAT O FRRY txt ST BIRF 15 RREN IR BRI

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

MREEELRRIZEIRE, ALUE StoreFront FRRZEINAMEEIRRES ER{T L PowerShell cmdlet, ARRZFRAEIE A IRRZFER 2K
B 5 HERERRESSEREMNREUENREIS BIA, NRAERE 2B E StoreFront IRKES 2 RMIRKEIS XK, RMREHIFTA IRKES PR 501
HRITHERLRE =52,

XERRRE R

{83 Restore-STFStoreSubscriptions B 7 2 & HIRAERRENE, B LAE A Z B8R Export-STFStoreSubscriptions REEHIHIZR R 9
BREY txt SCHRIPRIERRF S FIRRELHE .

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

B X Restore-STFStoreSubscriptions BIRR{E &, KB https://citrix.github.io/storefront-
sdk/Citrix.StoreFront.SubscriptionsStore/Restore-STFStoreSubscriptions/#restore-stfstoresubscriptions

RERERA StoreFront ARRE: EHIEIE

ERRRRAFERE S, FFEE XK Subscriptions Store fRR, thA 5 EERRRREIE 2 515 BRRARREIE.
RER StoreFront fRRZRRH I IE

Z AR 2 RREEN, = ERITU TR,

B &=1% StoreFront ARREEHRAIIRRERERE

StoreFrontA

StoreFrontB
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StoreFrontC

PwnNp

7.

R = & ARRES A I E B RN NG RREN R

S 1L BRR2R StoreFrontB #1 C _E#Y Subscriptions Store RN, L% RE Lk FRRERTE StoreFrontA B8 3 HARKIE s IR EE .
JEIERRRES StoreFrontB 1 C FRBIRREIE, bR F 7T B IERIR BIRREE HRA — BB R

{3 Restore-STFStoreSubscriptions cmdlet RIR StoreFrontA ERIEIE, AFE(ELE Subscriptions Store fRR, thAREFEFE
2 StoreFrontA LHIRREIE (REBIBERFRFENEES) .

EFRRARNES StoreFrontB # StoreFrontC _EAY Subscriptions Store ARK, RLEARRES ~ /5 A LAM StoreFrontA #EUREKIERE
o

EHARRGEZIRER Y., AHIKKEUR T StoreFrontA EFEMREE, MRABERRSGEA T APMREHR, BL5EE
KRERE, BT I MRERRRKE 2 7 L 7 ZRKRN,

M StoreFrontB #1 C RRHEBIBLIEREIS E M, SEREXH M IERRRE R,

XA RRE R

NSRRI PR ARREE, REMA Import-STFStoreSubscriptions, It cmdlet RASRIZ FHRRELHE M — MR 7 R EIRN— R
5, SEFRREIERA ZHTERR StoreFront ARRES.

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

B X Import-STFStoreSubscriptions FIRRIE R, RER https://citrix.github.io/storefront-
sdk/Citrix.StoreFront.SubscriptionsStore/Import-STFStoreSubscriptions/#import-stfstoresubscriptions

RREH HE STHRRIE 2

KRB SR A M, B ARRERH §—1T. BTHERUGEIRFD RERES

</H

> <R ID> <& D> <AiX> <B 15 1> <B 1Ea> <[E 1L 7> <Bltw> .

RLERIZ AN T AT ~RIT ENX :

<user-identifier> - &R, MXFARBIFRFS, LEFFE AR Windows & £RRFAF,

<resource-ict - R, KRFTKRKRAIF R,

<subscription-ic> - W FERX, W—RRRHFRFFEI, WRRER (REHEXHFHUREFE—TR) .

<subscription-status> - R, KIFIAR @ BXNE B EUHRK,

<property-name> # <property-value> - ZHER, THLE N <BHERT> F <BMHR> RREFT, BRRTS StoreFront ZRim
(BER Citrix Receiver) MKRABXRMIEMN. EEZMRFBULTFERNZNEH/REROESE (F10, “.. MyProp A

MyProp B .."®R’~"EHBRA. B BIEM MyProp) .

Pl -
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S-0-0-00-0000000000-0000000000-0000000000-0000 XenApp.Excel 21EC2020-3AEA-4069-A2DD-08002B30309D
Subscribed dazzle:position 1

StoreFront ARRZSfkK_ERREHE HI K/

Subscription Datastore Size

No of Records Size MB

0 6.02

1000 7.02

10000 40.00
100000 219.00
200000 358.00
500000 784.00
200000 1213.02
1000000 1497.15
1300000 1919.15
1500000 2205.15
1700000 2487.15
2000000 2915.15

RAFIRY .txt TR

Subscriptions Import/Export.txt
No of Records Size MB
0 0.00
1000 0.13
10000 1.30
100000 12.80
200000 25.60
500000 64.10
800000 102.00
1000000 128.00
1300000 166.00
1500000 192.00
1700000 218.00
2000000 256.00
X FA 7 i IR 2

AT LAEF Microsoft Windows M aERRZRREN 2R (FF#A > R1T > perfmon) Kx (f5l40) ARXE: L AIRKRRNEN S StoreFront ARXEZNZ
K[F 2 FIRREL =

1 PowerShell RERRRE 2
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Get-Counter -Counter "\Citrix Subscription Store(1_ citrix_store)\Subscription Entries Count (including unpurged deleted rec

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number Subscriptions Synchronized"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number Subscriptions Transferred"
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Ni& = 4% i RRA RIS ECE
Jun 15,2017

TEARXH :

B FARBRSTFIR &

BRACE

B S

R P I G (B & £ HDX BB ER

{8 Citrix StoreFront EERHI&

fEF PowerShell SR & BLE & £ NetScaler Gateway B&H

RFMNSMEBE (2B ESHNEE) RADRMRAREE, TUEHREZRERTHMMERT, REIMENARMTUREBFERNRENE, UWREHETHACE, NMREBEERE TRRM
NetScaler Gateway &Y, KA LARFARERA FRREE0E &R ERR,

B StoreFront 3.5 #2, StoreFront EIREHI AR REINZILRRR, Citrix BRIGIERE B SRR ARERIRFE.

1E StoreFront BBIEHIA R, FIIARITLUTIRIE :

o JFFARBRSTEIERE : WRIE Active Directory RARA TR, AT LARR Fll AERRNEF & 588 59 AR,
o RAKE : TLUEERERESFLERANRR, RSB HHNTEIRER—NE T ARRIRRAR,
o FRESHEMRRXR : 1£2FWTEEE+3BR NetScaler Gateway RfTRRR, StoreFront ZERRRRRARNSERRS F 3 X {3 LA X 15 R 3R E,

EE  ALREEHNED, R —RREA—BIRRFZLUE R RRERAEE, B4R Citrix StoreFront EERHIARERBPIEMEMIRRER LRIT, ARG, REREEAHEESREZIRRER, UWEEHBESR
B ELfth ARRER .

1 BERAEERE T EEEBREMNATE XenDesktop 1 XenApp HEBHIE R, BXFHBRMIINAEENIRER, RBREEBEWAEBEERENDR,

2. 1€ Windows A FESRARKE RS, HEIFR Citrix StoreFront A,

3. 1 Citrix StoreFront BIERHI& I AREWE PRRAEERS, RAETRFEEPRER Delivery Controller,

4. MRERTRDHZ A Controller, XKFARME S i A RAKE > BiE.

5. K FARBR S Bl Controller, ARTERRE LIMHRIIEERLE Delivery Controller KR FARA .

6. MERAKIE, XX Controller, AEKRRELUEERERE Delivery Controller, #15KXA T Delivery Controller BB 4A, KL Delivery Controller FRR £ i EAIRAIZFE S EIFE Citrix Receiver LRA
RFARE/SEIF AR,

7. RA—AERMRE Controller RE ERIE, AENRHE.

Controller R#s #H R FIRIR - RHR, StoreFront FHRMRERSEFAHEH—4 Controller FHIRIER, BUHRAFR, StoreFront ¥R EEHRBIFTA Controller FMRERE (R E ARMI A ARRMNTES) .
RAP HERRAERIE RGRRIR B M AE, (ERRTERRP, FRIEEHRATE R & B E RHRRTIREER,

7 Controller ZRRRERITRRE A - RFR, F/EA A Controller ZRFEH TR, BUHRAHR, RRTHE M EI1E FARBLATRIE F R F g ERE— Controller, MNRRRAR, REFERTFIER Controller,

RAAE AT LUER StoreFront HIEZHIARES N ERNS IR ME A AEERE, B2, HINAREREAREN 4 ERSRIARAE StoreFront REM A XEE StoreFront,
&/ PowerShell 2% iBRXX StoreFront EL & SCAFRERBIRA THEE :
o BERRERAIEES MERER,

o ETWITHIARAR—RERE, REREATRSHER.

o RFEEZNEE/IRIERHEBNRARERE, SN RATRRIESEE.

o HERRERRAINEIE T RN ENF., BRI A ARTERSIHENRSE T E B ER NSRS TIR,
o BERTERRRIREEE (RIEFTAHMBE BT AT REEE) .

B BFRNEE XU EERS G ANfE, A LERTE Citrix StoreFront EIRIRGI & PRI, U ERRERE,

BT  AZRRBHEH, 1 —RREA B IRRBZLUE R RRSERAEE, R Citrix StoreFront EERHIARIERBPIEMEMIRRE LRIT, TRIE, REREEAHEERESIRRER, UWEEHBESR
B9 ELfth ARRER .

1. BRRAEERE T EEEBPHEMIATE XenDesktop 1 XenApp 8 (SIFRRIRELE) MWIER. BFXIFHBRMNBINEREEHRRE S, ISRE D BEmWAEEERENR,
2. fE A ARRER T FFRAEE R web.config X, RXMA4BEAT Clinetpub\wwwroot\Citrix\storename\ BRe, H storename KXEERF i ERRE 15 & A £ 7R,
3. FELESCHERRER LA T ER S,

4. IBEM TR E.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.111


http://docs.citrix.com/zh-cn/storefront/3-11/set-up-highly-available-multi-site-stores.html#par_anchortitle_91bc
http://docs.citrix.com/zh-cn/storefront/3-11/set-up-highly-available-multi-site-stores.html#par_anchortitle_e8fd
http://docs.citrix.com/zh-cn/storefront/3-11/set-up-highly-available-multi-site-stores.html#par_anchortitle_b9e2
http://docs.citrix.com/zh-cn/storefront/3-11/set-up-highly-available-multi-site-stores.html#par_anchortitle_dd84
http://docs.citrix.com/zh-cn/storefront/3-11/set-up-highly-available-multi-site-stores.html#par_anchortitle_413a
http://docs.citrix.com/zh-cn/storefront/3-11/configure-server-group.html
http://docs.citrix.com/zh-cn/storefront/3-11/configure-manage-stores/manage-controllers.html
http://docs.citrix.com/zh-cn/storefront/3/sf-configure-server-group.html
http://docs.citrix.com/zh-cn/storefront/3/configure-and-manage-stores/sf-manage-controller.html

aggregationGroup="aggregationgroupname">

ERALT TR ERE B,

e userFarmMapping
IEEEER, FHEMRLLE 2 IR AT EERFS TR, #E R T RRIKEWEE, £ Microsoft Active Directory FIRRS 15 E MIER BRI REEITARET, M TR A RRRIR AR,
e groups
5 E XRABRET ERA FIH Active Directory FIRREI & FRANR £REAT (SID), WRfdF 4| AasiE RRA FARRE . RARFIHE T S, (BRSTRRMA TR TATE s ERMRN AR, BSRFTA Active Directory FIR
KERATRR, RIY$R4EFRFN SID RER Everyone,
equivalentFarmSet
SR LUR M ERRARENS MRS (B TRERTERRERT) , Uk TRARRIKE 5B E R,

loadBalanceMode BHREMAMALELDE ML, ¥ loadBalanceMode EHMXEN LoadBalanced, AL ARKENL S BENENIE PIEE, MMERETRHERTHHERR. R
loadBalanceMode EMHHERER Failover, FRRIHRBEREPIIHMNRFEHESIE— T AHE, M EIERENRF ERANBENERERE, ETERAWET, LIRTRESRANNENSEN
HEL, HRYREABTA—RAMISUBERMRHMIDR, EEEETE M ESUNEEPEMIRETNS LBHERE, THRAREHREREFHFR ",

identical B#ZRtrue fl false, IBEFHMELRFLENFEHERTRUTLERN —WR. MRIEHER, StoreFront FRHREMERPN— P EEHERNARE, NRBERUEMERRE
BIRIR, StoreFront f¥MRENEEFHMRR, LR —MRANTAHNTERNR, TREERSHER, MARTRRTEE (ERR) . identical BHEABARKK false, BMEFEFR StoreFront LUkt 6 B IR IEHF+
REFTRRRENR true B2 40Lk,

primaryFarmRefs

HBE —REMM XenDesktop 5 XenApp iR, HAEEMEHIRLHRRLE, RABRNERAESE RHBENEH, BENDELMURS TS RNEIRAEEE PRRRANEHTEL—N.
optimalGatewayForFarms

15 7€ BB BRI E R FARRKRKLE #5 B AT 4Rt SURIRRAR 5 FR B R £ NetScaler Gateway KX, FA FEBEH S ERFTIEHI MR BB SREEHER. RFEERARK StoreFront AT FA KKK 2 & RNV ER B ERGR £
NetScaler Gateway &,

EEERRE StoreFront #B& AP HIRFEE 8 AR FRRITER ThIF S, = LRT Windows PowerShell 34,

SER @ StoreFront #1 PowerShell #41 & R EERIRIT FF. fEF PowerShell #2 %I &EE StoreFront BZB 2 All, RIANRR StoreFront EIR#LHIA, FK, FTH StoreFront #HI& 2/, KXREPowerShell WA
"l

BE : LZRRBFHMEFR, B RRER—AIRRE U ERRRBEE, HIR Citrix StoreFront BIRHLEIA RIEERE PAEMEALIRREE LT, STAE, RITWECBATHEE SE 2 RN, LUERHTEREH
B E fth ARRER.

RWERESRRER, DEEM Delivery Controller £ B A% MR RIE 2 RisREHHEER LT, A Delivery Controller X 5 A/NE, Delivery Controller &#Fk 554 E & AT AR AR B A4 HIRAE
&P BB TR,

1. FAEEAEERRAIKRE Windows PowerShell, ABEMSIRTE OFRIAL TS LRA StoreFront 15K,
Import-Module "installationlocation\Management\Cmdlets\UtilsModule.psml" Import-Module "installationlocation\Management\Cmdlets\ SubscriptionSyncModule.psm1'
Hrh installationlocation &2 StoreFront R4 BK, BHK C\Program Files\Citrix\Receiver StoreFront\,

2. BT QA ERYSHMRAREIEMEEE StoreFront $8, RAUTH S,
Add-DSSubscriptionsRemoteSyncCluster -clusterName deploymentname -clusterAddress deploymentaddress
Hrh deploymentname B— N8 B FARKRRAZ SR E /& H5, deploymentaddress RREZEREHY StoreFront ARRAS SRR I ARREIRAY 44 &R ATRRI 41,

3. ERESANARFNE S HERAEE, WAL THS,
Add-DSSubscriptionsRemoteSyncStore -clusterName deploymentname -storeName storename
Hrh deploymentname RTE £ —# FRRRFZERE ERBI L HR, storename RIERER A HhRFA i fE FINFER A B SRR 18 E M2 5, EERAREE ZIRPRARER, RIRABEELEBM StoreFront BB HRATE
BHEFRPBRIER,

4. BERBEBRANBERRTRYE, MAUTHS,
Add-DSSubscriptionsSyncSchedule -scheduleName synchronizationname -startTime hh:mm
H - synchronizationname B— 5 B FARRREEREZ BIRKIBU B F5, B -startTime RiE ATHEE BRI RA IS ZRRTRRE £ FIRR, A EN— & BIRRERKIEE — R AR KR SRR,
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5. ¥, ERERSENKEESRRES, WMAUTHS,
Add-DSSubscriptionsSyncReoccuringSchedule -scheduleName synchronizationname -startTime hh:mm:ss -repeatMinutes interval
R synchronizationname B— M B FIRRRERE MRKIBI & F5, M -startTime R AT 18 E 8 RERERRL KRR, &F interval, RAFIEERS ZRMRIERR (91) o

6. IRRRERE H B StoreFront ARREZHY Microsoft Active Directory BREHRRAINE] & AiARRER L84 Windows FIRR CitrixSubscriptionSyncUsers #,
W, —BEEREHNE LERBRSRY, R2HE PHIRREEE ATRA i ERE RN REERR, CitrixSubscriptionSyncUsers REEESR 1 RRARKFE 4 HERRREEH), B X IEtRA T AERKRRIER, 5K
http://technet.microsoft.com/zh-cn/library/cc772524.aspx.

7. MR A StoreFront BEHEE S AIRRES, REM Citrix StoreFront EIRIRH &5 H & B & TN A H thARRES,
B XTE L HRRES StoreFront #BE FPRIBEE KRS S, BBRE EIRNIEN,

8. WRFE StoreFront FEER SN 1 E 7, LIEEMRFZEHERIAHERE K EORE SR,
K StoreFront EARBR SRR, RIARRLTRRBUHRE N EBRERRITR S BB R,

9. EFFARSRAMEERN ARAREFN, MEABINZHE L EHREEERL, 5 MBERHERRE EH Windows PowerShell &8 SR REOH, RALUTHS,
Restart-DSSubscriptionsStoreSubscriptionService

10. EXMRERES L, WAL TRS. A, HEREEQRRESEHEFHHEAM StoreFront RN, F 5 HTXKKHR A 5 ARK.
Remove-DSSubscriptionsSchedule -scheduleName synchronizationname
Hrh synchronizationname 2R EREERKIRRE 15 E B & R,

11. E7H Y[R StoreFront FBERBHIMEASRK, BRALLTHS,
Get-DSSubscriptionsSyncScheduleSummary

BE : HERRBMBEF, B—RRER—ARREE U ERRREERMESE. #IR Citrix StoreFront B IRIRHIA RIEERE FHEM E M IRREE ERIT, STARE, RITWEDE FTHLE 5 o 2IRREEN, LMERFFTEREHR
By E At ARNER o

KIX R 78 s TE R £ P S Bk Bt RS- [X 3 2 R (X

1E 3.5 ZAl# StoreFront ARAA, RESFREMXMHFE—PRL IR, RBREGHHS, S LURYTE XenApp 3% XenDesktop 12 35 F1 ER7 BIKIR A E M EUE Fh O S 2R (1 B4 XenApp 7.8 31
XenDesktop 7.8 FE X EILNREA, 1E XenApp 5% XenDesktop 7.8 Studio FERK 5, StoreFront RFE5S XenApp 7.8 #1 XenDesktop 7.8 X H#4E, 7E StoreFront FRERMIFRA K S#NR5IE
XenApp 1 XenDesktop FH ZERE X 13 2 #R A8 L AL,

hR A StoreFront RASRERAT ERE X iR BYATA Delivery Controller REZ S ERIRBRST, ¥ KISMABIREM X SHERAREZMRAEAER, TTREATE—MEE, H—HNXMETXEBERRIER
KK, @EE% Delivery Controller AR, & EMREMKIRSGHRIMEA Delivery Controller, E4¥ Controller RBEIFFFZHXIEH, RFEMHEMASEIE XenApp 3 XenDesktop A ERH XI5 FLEH X
15 & RRE A Delivery Controller BIRI, ATLUS — M REMXMHEIZ MK, BRBEMFERA IS, —PMRSEHERKREMDBAEN—PMER L. IS TKEEDE—PRE NetScaler
Gateway, FFS5RXIFAHRFEERIL HDX R,

BREEHMRIESR, RERXE,

EEWEIRX EHE Delivery Controller ERE KISiE .

1. 7£ Windows FFia FRSRAERFFREP, HEIFH Citrix StoreFront FR,
2. 1 Citrix StoreFront BIERHI& ARSI PERAEERR, AETRFEEPRER Delivery Controller,
3. E— Controller, X®¥, $A/F1IRR Delivery Controller B LRRE
4. FERIATRHE TR,
5. KX Delivery Controller Kigi & # BB LERM, RERIMN—MNEIZETR,
Edit Delivery Controller Configure Advanced Settings
Display name: Configure advanced settings with caution.
3 XenDesktop (7.0 ar high
Type: L) X:gA;sp I:-?E t" hi&;rhelg = Al failed bypass duration 0
XenApp (6.5 ar lower) Bypass duration 60
. Maximunm failed servers per request 0
XenMaobile (9.0 or lower) N R .
Ticket time to live 100
1
VDl-in-a-Box iz
Servers xendesktopa.  .com ‘
Zones

(load balanced):
The list of Zone names associated with the Delivery Controller. The names

‘ should match those defined by any Zone enabled Netscaler Gateway

through which a user can access the store.

o

##] Servers are load balanced

Transpart type: s le contrallers, Co=
Clear

o e

Advanced Settings
Configure delivery controller communication timeouts and other

advanced settings using the 'Settings’ dialog.

o]

BoiE f £ NetScaler Gateway B&H, LAR{EM HDX Engine BREHEIfEF StoreFront ERARIR (5150, XenDesktop VDA 5% XenApp 3% XenDesktop RTHIRFATERF) B ICA REEREE, &, —MNERIR
EMXABER—HHEAE,

RERFARKR StoreFront Ffr FBIRRAS 2 £ £ M % FI S8 E ERS £ NetScaler Gateway R, 4N RRKGERKEERRRK I FI X EREI%, StoreFront £ BRRATILIRME.,
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{3 FARK R AIRS

1x UK B3 -> 1 x UK StoreFront -> Kith UK RABRRFFISE

->RAF UK SRERFE US RAEFFSE

1x US F% ->1x US StoreFront -> R US RFAFEFF AR E

->RAF US $REERFEHY UK RAEFFISE

UK RI%f3F UK StoreFront 124K UK FEERR (MRARFHSKE) HINEZRE,

UK StoreFront FIRERT £F UK FIETF US B9 NetScaler Gateway, F7EH Delivery Controller IRAR&E UK #1 US B, UK FARBREIBIRAI B EHIM X, StoreFront FIRKKKIZNIR, NRE UK BRA A
A, {FRERERIERATE, MRE IREE] US RiR.

TEREREMXBHNERT, A ICABRTBIRERKE UK FIXRK, MAZRRATENIBEXE, RRERT, HERE, RERREIMXE StoreFront MK, HEMXBERBHIRE, FRH)ER
SR HRARRFHSEN US REAES SRR * I US RiE,

EE - REER—NIEEFEA StoreFront KA RS — N RAER X,

5 A KB R BIRR

1x CAMZone -> 2 x UK StoreFront -> RERK : RAREFSE
-> EEREEARE : RREFNSE
-> NI : RARFASE

1x FTLZone -> 2 x US StoreFront -> XERESREARRE : KARFENEE
-> HEN : NARFNKE

-> FNEIENNK : RARFHSE

-> ENE UK : RFATEFMKE
1x BGLZone -> 2 x IN StoreFront -> ER : RREFHRE

-> XERERERRE : RARFNRE

B 1 FEREMKEEH

Network A

Receiver

Gateway A
i)
3o
2ad

Network B

HDX N
E’i et |

Gateway B

® 2. RERXEZH
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Network A

. . A
Recei 3 | Store :
‘: q;; o Front DDC
©
1 VDA
\_..-7)
Network B
i XD Site B
=
T Store L
3 Front H
HDX a R
‘LT’/ - \VI;A

b v,

RERE BCERIREY NetScaler Gateway RRZ /&, AT LIRFARTERMA FRREERE IR ER,

1. 7£ Windows Frif R R SRARRERES, HEIFHW Citrix StoreFront ##X,
2. 7E Citrix StoreFront ‘EIRZHI QM ARER FRRAMERR, ARERRERPR— I RAMEE. TRFERS, RERERAEERE,
3. 1IRE > &£ HDX BHIRE L, RR—PRX,

4. INRRH TRERAEB ENIE, RERIEN S -enabledOnDirectAccess = false 3%, #EHE# HDX kiSRRI {EFA Set-DSFarmsWithNullOptimalGateway %3,

Configure Store Settings - Store1

StoreFront Optimal HDX Routing

HDX cannections can be routed through gateways based an delivery contrallers or XenApp/
XenDesktop zones. Typically resaurces should be mapped to the gateway that resides in the same
User Subscriptions geographical location or datacentre,

Kerberos Delegation

Optimal Gateway External only @ | Delivery Controllers | Zones @
Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway cdl CAMZone
) FTLGateway v FTLZone
Advertise Store —
BGLGateway C4) BGLZone

Advanced Settings

Add Gateway ] [ Manage Delivery Controllers ] [ Manage Zones

MR
ZAIBRFZ R E R — I ERRINF X, IRRINMXE, SRR RN NetScaler Gateway R,

1 EEREREL, EERREF. “NetScaler Gateway URL"FI“ERER "= A& RE, RMZA M RRRENARE B NetScaler Gateway RRFAFIIEHIRK, ToiERARES 13 RREIRF # ERAER NetScaler

Gateway RITRFERR,
2. 1E Secure Ticket Authority (STA) & L, EERRHKE, STAEE T XenDesktop 1 XenApp ARRER £, FHRHARFEIRELRRRERR, RLERREENA TRIK XenDesktop Fl XenApp RIRRAT & {3RRAN %
REER,

3. EHHARRE FE L, RAMRTIEERMEARINAR S HRERNRE.,

PowerShell API &3
B8 08
-Siteld (23!) IS FiiksR ID, NFBRO%R % StoreFront #9 IS HEviksR, @H( 1.

-ResourcesVirtualPath (7 ETREUR A RERXRFIN0RREENEE.

&)
~ffl : "/Citrix/Store"
-GatewayName (F# ) 000 StoreFront f# NetScaler Gateway TR ##I &,
7~ 1: ExternalGateway
=~ 2 : InternalGateway
-Hostnames (F#F&R¥4[) $8ERIE NetScaler Gateway (IMELIRERE A (FQDN) kM.

) 1: gatewayexample.com, AF[# vServer 0 443,

Ml 2 : gateway.example.com:500, FFIE[# vServer it 500,
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-Farms (FHHRH0) BE—[ CERHBERER) #=BEMBE NetScaler Gateway [JJ# XenDesktop. XenApp #1 App Controller 8&, (R E&RH#EIHMIFEMNON Delivery Controller %4 Delivery Controller,
ALUE StoreFront Y Delivery Controller FEE—/ XenDesktop #is"“XenDesktop”, BRRI—M.
OO0 AfE H SO IR EEZ A Delivery Controller :
~fl : "XenDesktop"
XenDesktop-A.example.com
XenDesktop-B.example.com

XenDesktop-C.example.com

-Zones (FRFHKM) N . " N " " 3
EE—THZPMEES Delivery Controller BEIERD. NEREINEEES Delivery Controller IR EFIMMOX 8 StoreFront REIR.

-staUrls (FRFHK0) 80T Secure Ticket Authority (STA) & XenDesktop 3% XenApp BRI URL, MIREAS N, DEMRESHMOTIRIIHEN LK STA RO :

= : "http://xenapp-a.example.com/scripts/ctxsta.dll","http:/xendesktop-a.example.com/scripts/ctxsta.dll"

-StasUseloadBalancing (6] | [i&Q True : MATA STA BEHJERRORIE, /A STA ZFHEHI0R.
&)

[&[ False : B ZRERERIIHLMIFIERSE—NTA STA, MIHEEBRIEIIFERN STA HERERE.
-StasBypassDuration D@BEORKOESS STA (OAR = AMODMER, ORI0AND. S0/,

a1 : 02:00:00

-EnableSessionReliability (% | [J#[] True : £ Receiver BIIIEHED, RFWFENSOITHTFRD. MREE T 2 STA H#HELWRAOTRMMBOTH, T useTwoTickets BHEMIODED True, LUEROMONFRM STA (IRENERE, LBRH—
D) A STA ELDMIARA M.

-UseTwoTickets (#6[]%) O&Q True : MOMNFREE STA [IREOFEE, UBEHF—A STA ERJHIFRT A,

[f&Q False : OfEA—4 STA BRO2S.

-EnabledOnDirectAccess (7 DD True : &R 4 REFMOLRAIBOERS] StoreFront (1, MHEIINEDMRENNRE RS EIRNDE.
0&)
([ False : MBONMREDNRBSIEMDE, MIEMDED NetScaler Gateway [J] StoreFront,

R MR PowerShell A S NMT, MITATER, REMTEHLRURITH ()RR,

Citrix BRI FIE RRRAIERE $12 Windows PowerShell &£ RLBIARE (ISE), LAMEFERATRIE FAHE TNRREFRR Powershell AR,
RRES & & 5 F X

o~

KXFAFAE Internal KE2SR7E 238 FA FREVRAER KBRS,

& "SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\ImportModules.ps1"
Set-DSOptimalGatewayForFarms -Siteld 1 °

-ResourcesVirtualPath /Citrix/Internal *

-GatewayName "gatewayl" *

-Hostnames "gatewayl.example.com:500" *

-Farms "XenApp","XenDesktop" *

-StaUrls "https://xenapp.example.com/scripts/ctxsta.dll","https://xendesktop.example.com/scripts/ctxsta.dll" *
-StasUseLoadBalancing:$false *

-StasBypassDuration 02:00:00 *

-EnableSessionReliability:$false *

-UseTwoTickets:$false *

-EnabledOnDirectAccess:$true

R I B & £ R %

ol

RRFARIE CAMZone RER 78 355& Al TREI R AE B KBRS,

& "$SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\ImportModules.ps1"
Set-DSOptimalGatewayForFarms -Siteld 1 °

-ResourcesVirtualPath /Citrix/Internal *

-GatewayName "gatewayl" *

-Hostnames "gatewayl.example.com:500" *

-Zones "CAMZone" *

-StaUrls "https://xenapp.example.com/scripts/ctxsta.dll","https://xendesktop.example.com/scripts/ctxsta.dll" *
-StasUselLoadBalancing:s$false *

-StasBypassDuration 02:00:00 *
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-EnableSessionReliability:$false *
-UseTwoTickets:$false *
-EnabledOnDirectAccess:Strue

R

SERAHR EIRFA ERE Internal B93E B FROFTA REM %,

Get-DSOptimalGatewayForFarms -Siteld 1 —-ResourcesVirtualPath "/Citrix/Internal”
=~

REARFERERE Internal BIRBRASEIARA B AEM K.

Remove-DSOptimalGatewayForFarms -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal”
RRAZ B E# HDX R

=~

LR BEIEFRA | CA RERRF RS Internal BYHE ERFIZRAI R KRR,
Set-DSFarmsWithNullOptimalGateway -Siteld 1 -ResourcesVirtualPath /Citrix/Store -Farms "Farm1","Farm2"
Ml

FEBIAS IR [EIRRE 1E |CA RRIBRRA RS Internal B M XRATRRIMAS B HIFT AR,

Get-DSFarmsWithNullOptimalGateway -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal”

H4%E StoreFront RE EEE SR TRIVREM KBRS

1 BT R &S, A PowerShell 7E7f A ARR2RMNAR LR StoreFront FRER :
& "SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\ImportModules.ps1"

#Traces output is to c:\Program Files\Citrix\Receiver Storefront\admin\trace\
Set-DSTracelevel -All -TraceLevel Verbose

2. 7E StoreFront fRREIMISEE LITFF Debug View T8, WNRIEIEEA StoreFront FRRASN, FIAEMRIEFTARSR ERATIARIE, LUAIRMIBIRERRR FIRASRERERER,
3. XA Capture Global Win32 4,

E DebugView

File Edit | Capture | Options Computer Help

= | 3 v] copturewina clew B | g4

¥ Tim V| Copture Globol Win32

1 0.0 |Capturekeme Cilek  fervicesProxy.Filters Informatioi

2 o0.0¢

3 0.0¢ e e o jervicesProxy.Filters Informatioi

s .00 V] PassThrough

5 D.O( Capture Events Ctrl+E jervicesProxy.Authentication Ver]

€ 0.0¢ tqgkv: Logoff: called

7 0.04 Log Boot. lces.MVC Verbose: 0 :
4. FREFRHRER log X, AEFEARERTHILEXH. BRERUTRORRHFORHEERE.
5. ZERXRIRER, ERRERR &M StoreFront ARRER AKX BHIRZER,

Set-DSTracelevel -All -TraceLevel Off

RRRRE) £ £ M KRR

o HERENIGEN Gatewayl, NGERKFarm2 BIIEERERM X Gateway2 EM,
Set-DSOptimalGatewayForFarms -onDirectAccess=false

Farm2 EdBRfEF &EM X Gateway2,
ERAEERN, Farm2 EAREM*%,
REMX Gateway?2 JFF TR,

PERZERIR{EFA StoreFront &R, KKEBKXK Farml A5 EREM* Gatewayl EFl.
Set-DSOptimalGatewayForFarms -onDirectAccess=true

ToERRKKF %, BE#REE StoreFront,
Farml Bt BR{E A REM X Gatewayl,
NP BHERRN, Farml EEREMX,

BEMX Gatewayl 3 F&K,

PSR ERIH A Gatewayl &R, Farml L MIRIRRRA AT LUBREM A XRK, B1ERE StoreFront,
Set-DSFarmsWithNullOptimalGateway

TERRKF X : Gatewayl

Farml EEBRF AKX, AR XETRE TR,
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5 NetScaler Gateway #1 NetScaler &%

Jun 15,2017
9 NetScaler Gateway & StoreFront R& {# F Al IR{ERMRA R HY FARIR 2 £ HIRFERR, FHFIF NetScaler {RHERRF i,

9 StoreFront & NetScaler Gateway #1 NetScaler & B 2 KR < # ARREFRRAF FARITRE, REREHIERE PRLE Citrix SR
EIRKEIRN :

KXl M A ERRRXRALRKER F FE A Internet BIARRERFIR X BIRK, FRIHKRKE] BE A 2 B R{E £ H P 5B RRRKALRR % HIRK,

AR ERFI R ERARNES B AR, RLRNERE SRS BB FARIRIR AP 2 22K, 40 example.com (44+&B) #0 example.net (A
) . BRERAERAAT SAN)RE, — MRS SRMATR, —KELT, EXFEMEAKK, MRM[ IANA TR
(TLD), AHRRRARR REXN—PRK, ERFFER T, FeeEA—LERANERRERZF (40 examplelocal) , BAEREHAA
R 2 T T BRI AIRN,

RR A BERA B ARKER F0 PO £ ARNAS (58 FARIRAIRK, WX T LAZHF% RN, R 25 EBRRNE 2N O,

Kkt R 7EE M Internet BIARRES S IEMEM Internet MUARKES w REZRK, RLEEXRR A AEAR A - 5 1% B P ERRRKKA|KFTRREIRRA 7~
B 89E REAFN A F RREERS,

RRERIFRNZ A Z BEFF MR, KERETREREAARRSE (HI40 StoreFront ARRE: A HMARAIARKES) ZRIELZRK, Kt
EAANEEEH THRREGESNESTEANRZ L RIEHRNE 2 REZR, TR R SRR IRRES 2B RG]

e —N StoreFront ARNZs F11E ERZ M TRRF #7H ARKES .

e GSLB F—KMmEME Internet BIRIXK,

e —RX XenApp #1 XenDesktop 7 .x 425, TRIZEREERE,

HRFEHHRRAVFARAZR, MXFIARRES (EIE—LE NetScaler B5) ATLUHSFARR £ MEFRIEEHRLER (HSM) S {5 FEA1ER
(TPM) i, HFR2ER, EEEBEFAATIHAZTMEER, RRAER I, MNRER NetScaler Gateway Rf
GSLB, WATREESK GSLB HMIBNMXEF—MERMKR, P 2EEFEABNAE FQDN,

AR EX Citrix ZBBHRIE S, RERHE KK End-To-End Encryption with XenApp and XenDesktop (XenApp #1 XenDesktop Y
IHEIANET) LLK XenApp # XenDesktop % £ —W,
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750 NetScaler Gateway Kz

Jun 15,2017

ATLLBRRIT AN NetScaler Gateway RRAERZ N FARFA FRERFA B AT NetScaler Gateway #8%&. ECi&EiBN NetScaler Gateway B
KA ER{TRIENRZ BT, WKXFA NetScaler Gateway Bl &3 A, B XK StoreFront A& NetScaler Gateway BIKR(E &,
KSR$E A WebFront & StoreFront &/,

BE B2 RRSGHEF, I—RREMA—GIRRES U EAARRSENIECE, B4R Citrix StoreFront EIRZEFIGREREHHEMH
fthARRER ER1T, SEAX/E, RIFNEDE AR E RiE R ARREEN, LAEE HEsE i H it ARRES,
1. £ Windows Fis R SRARFEREREH, #HEIFHRR Citrix StoreFront K,
2. 7£ Citrix StoreFront EE#H AN ANE R PRABERR, ABERIEBERPIREE NetScaler Gateways
3. IR INAIERRE, KNetScaler Gateway ERE 5 E T FARKRE £ R,
FARFFE Citrix Receiver REEIRIEEMRR AT, Eib, MERGHPISHEXER, UEBHARAERSHERARSE, fi,
AT LATE NetScaler Gateway BBEHNRR LA A I MM ERF R, LUEFANERRARNEGE T EATEAEERNERE,

4. RERERA ENRRESH ARENS (RTF Access Gateway 5.0) B9 URL, 357TEERE fh{F MRS AR A,
StoreFront EBBMSTLIREMIZE (FQDN) MRME—, FHEFRTF NetScaler Gateway ERERK2ZHI FQDN, FZHK
StoreFront #1 NetScaler Gateway EXRIRRE:F FH+EE A FQDN,

5. IR EHIN Access Gateway 5.0 EE, MKRTHN7, BN, KIEE NetScaler Gateway RREIF M IP it (MIRFE) .
Access Gateway 9.3 RRERRISEF R P #hit, BRAESMRRMS, Lthihik 2 7R,
F Rtk 245 NetScaler Gateway FRRIIE 5 P ER MIRA AYARREERAT B8 45 A9 FARKRAY |P ik, ithibikth a7 LLZ NetScaler
Gateway KREYBRET IP ik, INRISE T FM IP Hhilk, K StoreFront {3 ARMhIERKRARK 2 7 % B A {SRK,

6. IARERNIRTT NetScaler Gateway 10.1 - 11.0. Access Gateway 10 - 11.0 5§ Access Gateway 9.3 BIRK, RMEXRELFIFRH
MRxZ RIFERR_ER Citrix Receiver FARER & K & 198K 3%,
IRATIR EAMY A X NetScaler Gateway RREC & HIE SIS AR INEIRA FE S MBS 4, RfE Citrix Receiver BT LATE B RRSRRRKNIE
FEIREIRIERK o

INRFEZAMAH Microsoft Active Directory &EHE, KR,

INRERARAMEZ 2 SHERGHSIEAR, MRE2SHE,

INREKANERABERENMRESEMEHN S EAR, IRIGFZL S,

WNRE K AR GERIE ERERN —REER, KK SMS & {PRR,

IR EKARREEEEEHRA PIN, IRREREF,

MRRE R+ FOKELE TREIF PR E (M FAREREFHRRRAT LUEBRBIRAE) , RMEEE£ERFZR PRERE) 5 1HRR A
5. RRRATHN 8,

7. BRI Access Gateway 5.0 18, RiIETRARERREEMIIRKGIEE, REEREDH Access Controller RREZHIEE, MR
BRMEE, MRT—F, RERRITENI,

8. MNRERK NetScaler Gateway 10.1-11.0. Access Gateway 10 - 11.0. Access Gateway 9.3 R Access Gateway 5.0 KX
Bei& StoreFront, R{E[EXK URL HEHIEE NetScaler Gateway HARKARK URL, StoreFront & BRMIAN URL BIRAE SRS, KRTF
—%, BRITHNR 1L,

RARRE) A ER ATRREY URL, StoreFront X NetScaler Gateway H{3RRARR, LIKRM NetScaler Gateway WEIMRK 2 E X B
XXX,

9. BRK Access Gateway 5.0 B¥&FEIE StoreFront, RERKKE L5 HRELE PRRAY IP #hik sk FQDN, ABRT—%,
10. 7ERAH IS PRRRE L, FIH1E Access Controller IRRXES ERITHY B HRRARRAY URL, FRIN% S ARRESAY URL LIKFE SRIHAE,
FiRSERRA 7l HRLE fRRER LARE B FERTENF ., XX Next (F—%) .
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StoreFront {5 A & ) RRARKKKEE FARRIT H0RK, LUFE AR E KA EERE TR EE.

11. RFrrEERE, MR EBRAEERSH XenDesktop 3k XenApp 1REHIRIR, RFE Secure Ticket Authority (STA) R AR5 HK
7 STA HIBRREZAY URL, AINZ 4 STA B9 URL LIRFABRIIRE, FHIERFERREF 7! HRLE ARNES LARE S FERFERF
STA ¥£&TF XenDesktop #1 XenApp ARRES £, FRHEAREHREUKKRKERRK, RLESRZIERE T RXK XenDesktop 1 XenApp RiE
RAT B D RRA RRAI R,

12. R FHE XenDesktop #1 XenApp TE Citrix Receiver KX E KE HrixiE HiRIF ¥ FF SRR FEIT FRK, RPRE ST SEESR
E, MNREET ZNSTA, HAFERFANAISEMHHARATA, KKF Request tickets fromtwo STAs, where available (MrA
STARKEREGIRATA)) ERE.,

KA Request tickets fromtwo STAs, where available (MR STARKZEHR(ENRTA)) SWEE, StoreFront FFMENRREE
STAREXENZEE, X, BMfE— STA ESXEFREAAH, AREtEAEFE, MREATEANRRIESRD STARTE
{§, StoreFront fFEREIEARD STA,

13. RRREELUZRIN NetScaler Gateway BBEBHRRE R, RMNTEHELZG, KKSTH.
B XEHEBERIE SHRREE, RSREE NetScaler Gateway RIERE,

ZIR BN NetScaler Gateway RRFI S HIKR, WRECE — PMHEERRMEDRMABMERR, Citrix Receiver GRS E AR
EREE A MRE N AR, AERERIIRG 5, BRIER T, StoreFront {5 AERERARRES URL SKRRFE4H) URL ERAIERIER
o [FEAFTARIMEE — NetScaler Gateway EBE R Citrix Web 4 s Fl ERARRES sk ARERS (RF Access Gateway 5.0) URL
ERAEBERR. BRXEREIRIRIER, REREEENR,

Z ANFAREN NetScaler Gateway RRRFA NS, RAARENLERFE i B2 B 02 AN,
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XA NetScaler Gateway

Jun 15,2017
NetScaler L& H il B HIRFERRE RS StoreFront FELEHNREREMER, ASR0{ARA NetScaler Gateway, EA
{EIEHBEZE NetScaler #1 StoreFront {FEHAEREL & F .

o ERZNMX vServer RIER ZIP 32, FE NetScaler11.1.51.21 iEEhRA, F & : NetScaler REERH EF XenApp
XenDesktop MRRERHI M % vServer,

e DNS REERARHTH StoreFront ARAERKFR NetScaler &£ 5% ZIP XA By GatewayConfigjson X#FF#IFTA STA (Secure
Ticket Authority) ARX2s URL,

e NetScaler £5% ZIP X4/ B GatewayConfigjson X RE S StoreFront fRRE: EHIRA Citrix Receiver for Web i sy
URL, NetScaler111 RESRAREEMBRER ZIP X Z AIBRRSR StoreFront ARRES FHMEATARARAEEH Citrix
Receiver for Web i RRIEIFR— =,

e StoreFront REERE DNS HHIER URL AZHTRM X VPN vServer [P Hitik, LUE(E FARA M KRITH & (3 RREERER 2.

& (FE A/ EIK URL ik ORE @ E -5 M* URL Mk OREHEE, RE StoreFront T LUEER L URL,
HE

MREEENREPFEERENAERFPAE DNS #4222, [EIR URL Mk ORE A RES M % URL Mig ARS AR, 0
RIGHMZALLTF DMZ hHER URL, i StoreFront fir FERI/A TR MR FFHE URL, RIETLUER ER URL 35
[E DMZ # [ %k vServer,

ATLUBRRA NetScaler BE & XX 4 RRA—1 =% 1 NetScaler Gateway &,

Important
Citrix 35 FRRNM NetScaler FARH BYER & T4,

1. 7£ Citrix StoreFront EE#ZHI AN ARERPRONAREIE, ASEERAFEEBTHNEE NetScaler Gateway.
2. 7£“E1E NetScaler Gateway’ REH, XM hRAREE,
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Add, edit or remove the NetScaler Gateway appliances through which remote access is provided, Remote
access through a NetScaler Gateway cannot be applied to unauthenticated stores.

Alternatively, NetScaler Gateway appliances can be imported from file,

MNetScaler Gateways:
Display Name | Used by Sto... | URL

3. X% NetScaler Bt & ZIP X {4,

4. [SRRFAR ZIP X vServer B3R, RRRIEERA IR X ER vServer HRRA . IREBERAEA vServer, RRAIRRIR
TRREH, NRRREH, &G KRS 2= M X SiREHT M X,

1. Select a NetScaler Configuration zip file

Zip File: | Ci\Users\admin Desktop\AllAuthMethads.zig) | | Browse |

2. Select the vServer you want to import

https://emeagateway.example.com:444
https:/femeagateway.example.com:445
https:/femeagateway.example.com:446

&000

httme famasmatawans dermain e AAT

5.REFEM XM ERE, MNRFE, BE—ITERKURL, ZFRREZTE NetScaler Gateway KR_ER Citrix Receiver FARES &I & 19K
X%, RESWAFEDORNURL (BREWE) .

o MXXKKNEIR URL B EENEEE A M StoreFront ARRZSNK,
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StoreFront Select Logon Type

Review the logon type for the gateway you wish to import, Smartcard legen types include a
smartcard fallback option.

Select Logon Type
Secure Ticket Authorities Logon type: @
Review Changes Domain

5
Hmmany Callback URL (Cptional):

| httpsyNetScalerGatewayFQDN fCitrixAuthService/AuthService.asmx

Verify

) This is the internally accessible URL of the appliance. This is used to verify that requests
received from MetScaler Gateway originate from that appliance.

PHIE P ERRE JSON X5 8 LogonType FZE[ER URL
b= 1 =
HHMRETHE DomainAndRSA &
RETHE RSA =
BreF - TER Bre+ z
B -9 SmartCardDomain 2
BEEF - HNREeTHE SmartCardDomainAndRSA =
BeeF - 22w SmartCardRSA 2
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£ - SMS H1ARK SmartCardSMS 2
SMS Z{7RR m|E =

MRF|EMDRKURL, StoreFront FFETE ZIP XA HFHEIBIM X URL BEREF“[EIR URL” , BT LU ItE B eRIE 0] NetScaler
Gateway vServer IP B9{EMBIRH URL,

MRMMEFAEAE, REZELR URL,
6. F—%,

7.StoreFront {8 DNS B ZIP X {h 5 H#IRFA STA (Secure Ticket Authorities) fRX2s URL, HERERE R =IFBRITH STA
FIENARRER. MMR—DHZ A STAURL T, RAFAERR,

StoreFront Secure Ticket Authorities

The impert process has detected the following Secure Ticket Authorities

+ Select Logon Type ‘ Provided URL Edited.. | STAID
Secure Ticket Authorities

Review Changes ‘

Summary

8.XNF—4%,

9. RERAMIE B, MREFEEEHERMX URL MinORE (MXimH) BIMX, RMERTHERR—ITHXGEES, 3K
BT,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.124


http://docs.citrix.com/zh-cn/netscaler-gateway/11-1/integrate-web-interface-apps/ng-smartaccess-wrapper-con/ng-smartaccess-how-it-works-con.html

StoreFront R ang=s

Review these changes kefore importing.

+ Select Logon Type Gateway Information

Gateway Address

GSLE Address

Review Changes VIP Address

Summary Gateway Mode CVPN
Gateway Edition Enterprise
Auth Type Daomain
Callback URL

Secure Ticket Authorities

https:/it fecripts/ctesta.dil

https:// fseripte/ctustadll

+ Secure Ticket Authorities

0 A gateway using at least one of these addresses already exists. Select to create a new gateway
or overwrite the existing one before importing.

-- Create New Gateway —- = l View details

StoreFront R “M % URLIHORE KB EERANM X 2L LEEEFEFTHHRGRM KX, MRENMEXEERRB M X
URLIHA"RE, RStoreFront fEMREFTM X, IMARERRT T ol LEFRLRE,

Ml XRE LA
M % URLI%ORE B
GSLB URL =
NetScaler {5 ERRFIHEN =
[EI® URL =

Receiver for Web it &2 URL =
W< bk /VIP =
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STAURL #1 STAID

il

g ERREY

il

10.KKR A, #NE5R StoreFront ARREZBF ENIRRER, RART—HER, REEMIESRAMNMXREREDIRG i IRRSS,
11. RX5E BX o
ERAR— vServer BRiE, REE EERER,

pa =)

0FE 7 s B9 RPN SR R A4, Citrix Receiver RGBRERIERIM R, PRIFEREERFEATENMR, MFLZERAREEREMX, RMZIP X
HRABYEE — R K A BRAH), Citrix Receiver S FIRIERRM X, KA SR X2 H il ERXFA B IERE K BRM X

Read-STFNetScalerConfiguration

o [T ZIP S HIZI L FI BN StoreFront EIERMEE,
o ¥ NetScaler ZIP XHHIHBRARTE, FHER=NMXHZRSIRERT AT RIRLE R X,

$importedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\deskt op\GatewayConfig.zip"

{#FA Read-STFNetScalerConfiguration cmdlet RE PRI M NetScaler ZIP RA @RA K =N F KRR,

$importedGateways.Document.Gateways[0]

$importedGateways.Document.Gateways[1]

$importedGateways.Document.Gateways[2]

GatewayMode
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GslbAddressUri : https://gsib.example.com/

AddressUri : https://emeagateway.example.com/

Address : https://emeagateway.example.com:443

GslbAddress : https://gslb.example.com:443

VipAddress

: {STA298854503, STA909374257}

StaloadBalance : True

CertificateThumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : Domain

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite}

GatewayMode

CallbackUrl

GslbAddressUri : https://gslb.example.com/

AddressUri : https://emeagateway.example.com/

Address : https://emeagateway.example.com:444

GslbAddress : https://gslb.example.com:443

VipAddress
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: {STA298854503, STA909374257}

StaloadBalance : True

CertificateThumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType : DomainAndRSA

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite}

GatewayMode

CallbackUrl : https://emeagateway.example.com:445

GslbAddressUri : https://gslb.example.com/

AddressUri : https://emeagateway.example.com/

Address : https://emeagateway.example.com:445

GslbAddress : https://gslb.example.com:443

VipAddress

: {STA298854503, STA909374257}

StaloadBalance : True

CertificateThumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType :SmartCard

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite}
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Import-STFNetScalerConfiguration (F#§% CallbackURL)

B ZIP XS HIF Y RTERM StoreFront BIERET, ¥ NetScaler ZIP RABMABIARE, FEA=IHXNZEIIKER
BT S R R %,

$importedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\deskt op\GatewayConfig.zip"

5/ Import-STFNetScalerConfiguration cmdlet 18 EFTFRRIM KRS F =M XRA StoreFront, f#F -Confirm:$False
S AR LE Powershell GUI R B RAMMA BN MR, MNREEREM —RRA—DRX, RRERIER,

Import-STFNetScalerConfiguration -Configuration $ImportedGateways - Gatewaylndex 0 -Confirm: $False

Import-STFNetScalerConfiguration -Configuration $importedGateways - Gatewaylndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $importedGateways - Gatewaylndex 2 -Confirm:$False

Import-STFNetScalerConfiguration (f§% H &M CallbackURL)

&M Import-STFNetScalerConfiguration cmdlet =1 #7MXRA StoreFront, F{#M -callbackURL S#145 & FTEXAY [EIK
URL,
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$lmportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\deskt op\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways - Gatewaylndex 0 -CallbackUrl "https://emeagatewayd

Import-STFNetScalerConfiguration -Configuration $importedGateways - Gatewaylndex 1 -CallbackUrl "https://emeagatewayd

Import-STFNetScalerConfiguration -Configuration $importedGateways - Gatewaylndex 2 -CallbackUrl "https://emeagatewayd

Import-STFNetScalerConfiguration RE ZRA X 4P ERM FARRA A, FIEEEE M CallbackURL

e {EF Import-STFNetScalerConfiguration cmdlet =P #MXRA StoreFront, F{&F -calbackURL Z##5 & FiRKEIEIN
URL,

$importedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\deskt op\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $importedGateways - Gatewaylndex 0 -LogonType "SmartCard" -CallbackU

Import-STFNetScalerConfiguration -Configuration $importedGateways - Gatewaylndex 1 -LogonType "SmartCard" -CallbackU

Import-STFNetScalerConfiguration -Configuration $ImportedGateways - Gatewaylndex 2 -LogonType "SmartCard" -CallbackU
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Bci& NetScaler Gateway RiERE

Jun 15,2017
RAT LA T ENET 58 7 FARRRE BIR A IS KA F RS NetScaler Gateway EBEHIRRIE 2. A XK StoreFront EZi& NetScaler Gateway
FIRRIE R, RBREA WebFront 5 StoreFront 5.

INSRR NetScaler Gateway #RERITIEIECR, REARBERNLEERZRNNAA /G B9 FARTHE tUE HIREEE S E# 2 Citrix Receiver #,
IRKRAFEIEBIE T Citrix Receiver for Web B s, RFEERA] LMK, = REX B HRAY Citrix Receiver BRI 4, &R, ALK
[ERNH B, FRF S HRERRERR A,

BE  ELRRBEES, I—RRFEHE -5 RN B NIRRERMWEE, R Citrix StoreFront EIREHI AR EREFHEME
RS ER1T, SeAiE, RISWECEPriA B B2 RNESN, LMEEHERE b H hiRKES.

A LUBRRAT B i B KRB RIS el M FARRZR B NetScaler Gateway ERE &R, FHIFRERARRES sk ANERA URL LL&% NetScaler
Gateway ERXREREE MBI E A EET 2 StoreFront A,

1. £ Windows FHis R IRAEFFERFHR, #HEIFFRR Citrix StoreFront K,

2. 7£ Citrix StoreFront HIBIEHI AN AREKPRRAREERNR, AGREE NetScaler Gateway,

3. K NetScaler Gateway E8E 5 E & T FARRREI 5,
FAR$FTE Citrix Receiver P EEIEIE EMRREH, HiL, RMEREHPESHEXER, UBMBARRE RS FEHERERE, F0,
A LATE NetScaler Gateway SREMRREMA TSI MIBMABERF R, LUE BREENIANEE T EFATEMEFERNETE.

4. RERERA ERRRES =X ARERS (KT Access Gateway 5.0) BJ URL, ¥57EERE Fh{F ARG AR A,
StoreFront EREMTLRENIZ L (FQDN) rME—, FHHEAFRRTF NetScaler Gateway EXRRZH FQDN, AZHNK
StoreFront #1 NetScaler Gateway FERARRES & FIEEIAI FQDN,

5. MNREHERERITHIZ Access Gateway 5.0, RIRITHR 7, BER, KIEE NetScaler Gateway RRAIF R IP Hutt (A1RFH
E) , Access Gateway 9.3 IERMRIEE F M IP ik, ERRAESHREMS, Lhibit2ERK,
F M 25 NetScaler Gateway FRR7IE S R ER MR RIPRREENAT 845 B FARKRAY (P ik, itbibitth AT LLZ NetScaler
Gateway RREJBRET IP ik, WNRIEE T FM IP #hilk, X StoreFront {# FARhERKRARK &7 K B SR,

6. INRXXRITHYZ NetScaler Gateway 10.1 - 11.0, Access Gateway 10 - 11.0 5% Access Gateway 9.3, RMBRREY 7l 7k ARRTER
K_LER Citrix Receiver FARELD & M & 9K %o
IRATIRHAE X NetScaler Gateway RREC EI(E SIS AR INEIRA FE S BRI 4, R{E Citrix Receiver BT LATE B RRRRRKNGE
MEIRFIREERK o

INREFEEARAE Microsoft Active Directory IHEHE, KR,

MRERAMAMNEZESHESHSIERR, BREESHE,

INRERAERAGERNMEL L DREMSH SRR, RRIGHRESHE,

INSRE K FARRAERAZ ERIEH —RMEER, KR SMS S 15K,

INRERFAMRHERERFHRA PIN, RRREREF.

INRREEEF FONNELE TRENFARRAE (X ARG AL+ BN E] LUEBREINE) , RMEBEF R 5K FRRRE) & {(3RK5
%o

7. UNRERZ M NetScaler Gateway 10.1 - 11.0. Access Gateway 10 - 11.0, Access Gateway 9.3 =— Access Gateway 5.0
KRMAK, RAEEIR URL HEAIEE NetScaler Gateway H{3XRKARX URL. StoreFront & BRHMI AN URL BIRAEER S,
RAKREIPIER BTRRAY URL, StoreFront K% NetScaler Gateway S{3XRARK, LKA NetScaler Gateway BEIMKK 2 E K E
XXX,
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http://docs.citrix.com/zh-cn/storefront/3-11/configure-server-group.html

I EERRERA]/E StoreFront AFRIN. RREKKER Access Gateway 5.0 B#5E FRRAY IP bk FQDN,

{3 AR 3 2k & 1DRRIERR Access Gateway 5.0 E£5 Access Controller BRRES _ERITHI ZDRRARRIAN AN, KXKRFR URL, KRA %R
KM URL ARFAARTHEE, FHIRRFRNE T HRLE IRRES RE HIERFERAE, StoreFront {8 A B0 RKARKKKFE FAKNST & 198K, LUFE
RIE B ERRA M EREFRA EE,

A LLEBKR{TSecure Ticket Authority fERE#T StoreFront MAREX FARSREHER Secure Ticket Authorities (STA) 5%, LAKED
BRNASEM, STAEE T XenDesktop #1 XenApp ARREE L, FHRHESRFIELIRRRERK, RLSREFRERN 7 RRK XenDesktop
XenApp RIRRAT & 13 RRA] KA £,

1. £ Windows AR SIRARFFREH, HBIFHER Citrix StoreFront fi#K,

2. 1£ Citrix StoreFront BIEHEHI &M AZRE S PIRRFAMERSR, ERREEPE— NetScaler Gateway #3E, ERIFE®R
f, KREIE NetScaler Gateway,

3. ERIIRARIT STA BIARRERH) URL. fEEZ 1 STA B URL LIRFARRTHEE, FHIERERNFS HRLEARRES LIRE SRR, B
X URL, RFE Secure Ticket Authority URLs FIRPRRIERAISEE, RABRKRN, MIIFRHPRR— URL FHRERFR, AIFHELE
StoreFront MR STA FRERRREE,

4. INRFHZE XenDesktop #1 XenApp 7z Citrix Receiver RN ERE #Ri%E HART I FF B KRR ST AR, MR RKAIEMESR
E, MNREBET ZNSTA, HEAFERFRARASEMBRETA, IRF Request tickets fromtwo STAs, where available (MrA
STARRZEFFEAIRTA)) ENE,

R Request tickets fromtwo STAs, where available (MR STARKZRGNRATHA)) SERIER, StoreFront FFMENFRERY
STAREXSXNZESE, ®X, BlMfE— STA ERXZEFREGAATH, RARERtEAEFE, NRATEAMRRIESRD STARTE
&, StoreFront fFELREIE AR STA,

FEREBERSD, TLUBRITERE NetScaler Gateway HHIRBRERM StoreFront FIRFR NetScaler Gateway FEHRRIE R, KPR
NetScaler Gateway HEE, R EENERERRABEE,
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{F A NetScaler X{TXKIE 7

Jun 15,2017
AXEEF A NetScaler & R E% StoreFront ARREIRITRREA A EHIE B,

BEi& StoreFront ARREEXAN NetScaler R

X NetScaler KX #725#1 StoreFront ARRANE IRREFKK
REERNT A vServer LARRARREZRZ REIRRE 2

Bo & F FRREATH StoreFront ARREEN

Citrix BRXRRaS

NetScaler Gateway SRR vServers fif F[E— NetScaler kXL

{5 NetScaler X StoreFront ARE23 KK TRR ERAIK D] KK

X¥ ER{TRRE# R StoreFront &

AR E L ERNNIREEHEE PEHRESSIPHESZ ) StoreFront IRREEH StoreFront PRRERMI A iEIEm., AIRMXETF
LUITARABHRRE R : 20{A5F NetScaler NNED ERTERREFRABIFRAE StoreFront R KX B Citrix Receiver/Citrix Receiver for
Web MIRARKRRTRRES, LUIRIMNMAEIEES NetScaler 258 = ARRTEAT 2R S {1 FARIET StoreFront RXES,

RTFRREER &=, RBRTFEMN AR I"M“AE 2785,
BRI FRIBERITRR

o RARRZIRA T EPH Windows Server 2012 R2 StoreFront 3.0 Rex,
o FRE—/ NetScaler 10.5 RRFE#r25 BB T & R#EF Cookielnsert “fhiH KR 4T,
o —/NEEE T Fiddler 4.0 #1 Citrix Receiver for Windows 4.3 BJ Windows 8.1 RRZE i

ITEMEA HTTPS ME R TRRE %58 B A IRRIFRNE K
MREXE! P 2% F1 IRNBSXREY {5 F —R&,
M P RIKIKIKIKA KIKIKIKIKER, 3@ KR B R CA RRRKZ 7, RZERLL TR,

e KN 1 : f NetScaler RRFE# vServer #1 StoreFront ARREFRNR L3I *.example.com BE RN, IR LARILECE, $RKEF
BRXREN AT LURINE M StoreFront ARRER.

e RX 2 : 7 NetScaler RF 4 vServer #I StoreFront ARREFMNR _E¥F RS S FEAERNR AR, PSS TERME
StoreFront fRREFSTLMREEE (FQDN) BEAME SAN RAJR, {B2EEXFMA, FERKXALE StoreFront SPEFRHEERNRE
%, 2&BATFETFRFRERR discoverReceiverexample.com B SAN,

AR ETRFRERNE B MRS B, KSR http://blogs.citrix.com/2013/04/01/configuring-email-based-account-
discovery-for-citrix-receiver/,

R R SRRERMI AR E1TR, REARDMRIRMIEK : —NE NetScaler AT vServer LA, B—ER{E StoreFront fRXESK
R b, RPRRERNRE S AR R,
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Example Web server certificates

Option 1: Wildcard certificate Option 2: SAN certificate with every StoreFront server

Certificate Properties n Certificate Properties Ea
A Subiect | Generl | Extensons | Private Key £ subect | General | Extensions | Private Kiey | Cersicnton Auenty | Sgratre
s The subject ef a certificate is the user or computer to which the certificate is issued. Yeu
The subpect of 8 certdicate i the user o computer 1o which the cetificaie i siued, You
<an enter formation about the types of subject name and slemative name vahues that can enter nformatson about the types of subpect name and altemative name vabues that
«can be used in a certificate. can be used in & certificate.
Subject of certificate Subpect of certficate
The user or computer thet is receiving the cemificate The uer of compater that o recening the cemificate
Subject name: Subject name:
Type CN=".eummpile.com Type: CH=storefrontexample.com
Common name | w Add ComTson rame w Add >
I
Wadue: i r— i < Remeng
Alternatroe name: Alernairee name
L
e e storetront examgle.com
o b s o dreverfad bt dxhrpbe. carn
2012R2-Aeample.com
" Wal
ki Lok ki Aald > 2012R2-8.eamplesom

ZDIIRE-(mmEcm
« Remove « Rernere ek 3

Certificate Properties ﬂ Certificate Properties u

A\ subgect | Generdl | Extersions | Prvate Key iy subject | Genersl | Extensions | Privabe Key
& friendly namse and deserption will make it easier 19 sdertify and use a certificate, ;
Froendly name

wildcardexampleccm

Description:

& friendly name and description walll make it essser to identify and use » certificate.
Friendly name:
Herefranteamplecon

Dieseriptaon:

Common Properties|

Certificate Properties ﬂ
N subject | General| Extensions | rivate Kay I}

Key usage -
The key usage extension describes the purpose of a certificate,

Awsilsble options: Selected options:

CRL signing Digrtal signature

Diata encipherment Key encipherment
Decipher onky

Encipher only Add >

Key agreement

Key certificate signing
Mon repudiation

< Remove
Certificate Properties “

[] Make these key usages critical A\ subject | General | Extensions | Private Key

Cryptographic Service Provider v
Extended Key Usage (application policies) ~
An spplication policy (called enhanced key usage in Windows 2000) defines how a Key options a
certificate can be used. Select the application pelicy required for valid signatures of : r
cantificabes issued by this template. Set the key length and export options for the private key,
Keysize: | jpoa
Availsble options: Selected options: o 1024

Chent Authentication & Server Authentication "] | Make private key exportable

8 OpenSSL 5 Windows CA RREIREXA F| NetScaler RX

e WINnSCP 2 EAERMNBE=FRRITE, "EFXHM Windows REHEREI NetScaler X4 FR, [FEXAMRRE HIZ|
NetScaler X4 %RAR /nsconfig/ssl/ ST,

o RthATLUE A NetScaler B OpenSSL TEM PKCS12/PFX XA RINRANER, LUELL NetScaler T LAFERHY PEM & RK
ERMRIRAY .CER #1 .KEY X.509 X1,
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1. ¥ PFX X EHE NetScaler &sk VPX £ /nsconfig/ssl/ /.,

2. $T7F NetScaler &8547#0 (CLI).

3. ®A Shell LLERH NetScaler CLI FtIKE]| FreeBSD shell,

4. M cd /nsconfig/ssl/ B ER,

5. BT openssl pkcs12 -in <RA BIRRI #4>.pfx -nokeys -out <RRX £ >.cer, FIEHRIZRWA PFX #K,

6. ®4T openssl pkcs12 -in <RA BIRRSZ 4> pfx -nocerts -out <BHBRX 4 K> key, FHIEHERIRREKA PFX B, AEREF
X PEM ZERLMRR KEY 3,

7. BT Is —al LIRRE A B7E /nsconfig/ssl/ PIRIHREE .CER #1 KEY 34,

8. WA Exit LLR[EIEI NetScaler CLI,
RAJRREIRR/GE NetScaler ER{TECE

1. B NetScaler 5 GUI,
2. W“Traffic Management” (GREEI) >“SSL” >“SSL Certificates” (SSLKR) , fRERR‘Instal’ (RE&F) .
3. fE“Install Certificate” (RZRR) BOF, RARKFIFARE R,

e 7E NetScaler X#X%RLE, KR /nsconfig/ssl/ TER .cer KR,

o ME—AIEXNSZFARM key 34,

Install Certificate

Certificate-Key Pair Name®

wildcard.example.com

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance

Certificate File Mame®

wildcard.example.com.cer | Browse

Key File Name

wildcard.example.com.key | Browse

Certificate Format

® PEM DER
Password

Certificate Bundle
| Notify When Expires

Motification Period

30

m| Close |

X StoreFront PRXESXXKI E725KE DNS KX
RATRAYEEE FQDN Rz DNS A #1 PTR RR, & MR ZERim{E FH Itk FQDN RR{EEF NetScaler RRE#E725#9 StoreFront ARNZSK,

7~ - storefront.example.com fEFTRRR & vServer EX IP (VIP),
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AE 1 EENHS NetScaler KX 125 LA R RRE#28 SR 8B % 4 StoreFront 3.0
ARXZS 2 K2 I im BimBY HTPPS 443 & £R#E,

A RFEABINEM StoreFront RRESFE RGO 443,

1. &R NetScaler £ GUI,
2. WM Traffic Management (RE&H) > Load Balancing (RRFE#) > Servers (fRRER) > Add (&) , 2RHME

RITRRE AR StoreFront Rex,
=~ 4 4 2012R2 StoreFront Rs, REEN 2012R2-A E 2012R2-D

3. FEHEET IP WRRSSELE, HRAFA StoreFront R FIARRES P Hhil,
L&

+ System MetScal % Traffic Management % Load Balancing 5> Servers

Action >

Mame State IPAddress / Domain

172.27.4490

p 2002R2-A

» 2012R2-B

Monitors b 2012R2-D

1. &N NetScaler £ GUI,

2. B Traffic Management GREZ%H) > Load Balancing (RRFE#) > Monitors (RR2F) > Add (GRin) , HINER
StoreFront BIFTRRER, FHIESZAERWRE,

. MType (REY) THI3R, KXStoreFront,

. NRIERREH vServer 5 StoreFront ZR{FEM HTTPS Ri%, RIARRHREL ERIE ; 5K, R HRRFER KR,

. TE“Special Parameters” ($§7&%) N~ TE, EERABEENER,

. Rep“Special Parameters” (45%5%#1) R+ FmEM Check Backend Services (RREIHARN) ERIE, KA LXK StoreFront
ARNES ERATHIARRNA TR, JBRIEX StoreFront ARXE: ERITHY Windows ARERK StoreFront Service, 1RR#E{F 4R O] IE 1ERATHY
i StoreFront Service BIIRR,

o b~ w
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Standard Parameters Tab Special Parameters Tab

Create Monitor 4= Back

Name®

StoreFront Configure Monitor

¥ MName

STOREFRONT ¥

StoreFront

Standard Parameters Special Parameters Type

e STOREFRONT v
5 second v
Destination Standard Parameters Special Parameters

Pwid
~ ) Store Name
2 Secand v Store
Destination Pert Storefront Account Service
% Check Backend Services

Bound Service | B -
Dienan Tirne

~*| Enabled

Reverse
»| LRTM [Least Response & using toning

1 ERRRRA, KRAREI“Members” (BR) KN, SARRINEZAITE Servers” (IRRZS) EB49 ERBIFTAE StoreFront RXZSN

/o

2.RE& SSLImA, FHIERINMNANRE R 28— 11— IRRES 1D,
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Create Service Group Member

IP Based '® Server Based

Select Server®

2012R2-A, 2012R2-B, 2012R2-C, .- | > H + ‘/‘

Port

5 |

Weight
1 |
Server Id

! |

Hash Id

[+ State

o N

3. 7£“Monitors” (RR2R) ERE_E, RN BIREER StoreFront KXES,

Monitors

Add Binding

Monitor Name Weight State
StoreFront 1 v‘
Close

4. FERRRELE, REZBINABIRRESNK,

5. XE F FRZ BIRA B IRRESRRRITREZ B9 CA KR, LUK ATEEEF PKI SERAY{ERIE M CA,

ServiceGroup Server Certificates Binding

Add Binding

wildcard.  .com

1. &R NetScaler &2 GUI,

2.®R Traffic Management (GREE¥) > Load Balancing (RRFE#) > Virtual Servers (EERBRR2EZ) > Add (&
m) , RE—HE vServer,
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3. XX vServer ZFAMKREE /5%, StoreFront RREETAYE FARKKK round robin (KX) =X least connection (HVRIE) .

Method X

Load Balancing Method™

| LEASTCONNECTION v

Mew Service Startup Request Rate

Mew Service Reguest unit™

| PER_SECOND v

Increment Interval

|

oK

4. J31E iz BIKEE FI AR RN E BIKKSE 4 vServer,

5. % 2 BINE E ARXREY A — BRRES 1 CA KRR BIRRF A vServer,

6. TERREAT vServer 3R, RRARHI Persistence (FFAM) , HRFAMSERER Cookielnsert,
7.®% Cookie #n#, fflfN, NSC_SFPersistence, RXA]LATERRR{EETE Fiddler BRER 5 FRK,

8. RN FAMERER None () »

Persistence X

Persistence®

| COOKIEINSERT v

Time-out (mins)*

20 |

Cookie Name

|NSC_SFPersistence |

Backup Persistence

Backup Persistence

| NOMNE M

Backup Time-out

2 |

IPvd Netmask

255 . 255 . 235 . 235 ‘

IPv6 Mask Length
|'|28 |

(|

FHE 2 : HTTPSRIE - ERifS NetScaler RREAT 285 2 KRIT HTTPS 443 &15, KREH
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25 HFAM StoreFront 3.0 RXES Z XX{T HTTP 80 K%,

75 = {E AR StoreFront XX 3 Ak O 8000,

1. EXNetScaler £ GUI,
2. W Traffic Management (GRE2&H) > Load Balancing (RRE#) > Servers (fRRER) > Add (F&n) , HRHFME

RITRREEAIPY A StoreFront ARRES,
=~ - 4 4~ 2012R2 StoreFront fRXEs, ONEFEN 2012R2-A = 2012R2-D

3. FREET IP MRRSIECE, FHXAEA StoreFront FRREFHIARRES IP ik,
ls

+ Syster NetScal » Traffic Management » Load Balancing > Servers

Action o

Marme State IPAddress / Domain

b 20M2RZ-A 172 27.44.90

b 2012R2-B

» 2012R2-4 Enabled 173.37.44.92

p 2012R2-Dr

. BR NetScaler 1 GUI,

KX Traffic Management (GEZEH) > Monitors (RR2%) > Add (&IN) , RIN&K StoreFront KIFRKES,

. REIRRER RN — DRI HES A RRE,

. MTHIFERFPRR Type (RE!) RStoreFront,

fE“Special Parameters” (%% &%) R+ TMEH, EERAEERNAMT.

. 7EERixOFRA 8000, ttimOPLEEE A StoreFront ARKES LREE A BARKRZERG,

AR“Special Parameters” ($7%&#) X FEAM Check Backend Services (RRFIHARK) SXAE, XA ERRYEF StoreFront
ARRES _ERITAYBRKRITRN, EXIEN StoreFront ARRES LAY Windows ARRKR StoreFront Service, IFRERVESR O IEERITHRTA

StoreFront Service BJIAK,

NowuswN e

1. 7ERRRRAN, RRAREI“Members” (AXN) KR, AEHRINEZAIE Servers” (ARRER) ERERRIFTAE StoreFront ARNEZN.
2. ¥ HTTP IHOKER 80, FIERINIRREIRE & IRNES 2 B — N ME—RIBRRES 1D,
3. f£“Monitors” (KX2:8) RXE_E, KX=ZHIREERY StoreFront XX,

1. B Traffic Management GREE®) > Load Balancing (RRF#) > Virtual Servers (ERRRER) > Add (&
) , RE—DHE VServer,
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2. M vServer FSHERRRES /5%, StoreFront RRIEETHE ARKK round robin (MX) =X least connection (&ARE) .
3. 5 2 BINEE MY IR RRKE BIRRTE & vServer,
4. 5z FikE ARSI E —ARR2: A1 CA RRKE EIKRE & vServer,

AR MR ARERIGER HTTP Cookie, RERRKASEH HTTP Cookie, FEARE Persistence (JFAM) .
5. TEXREAE vServer 3ERP, KX Persistence (3FAM) , FEEFAMAERER Cookielnsert,

6. BX Cookie €84, 140, NSC_SFPersistence, RXAJLAERRR{EE 1T Fiddler FRERH 5 FRK,
7. NRPFEFAMERERNone () .

Standard Parameters Tab Special Parameters Tab
Create Monitor 4+ Back
StoreFront Configure Monitor
Mame
STOREFRONT v
StoreFront
Standard Parameters
STOREFRONT X

meters Special Parameters

Store

Bound Service

30 Second " ﬁ Soge

REERK T vServer Z BTHE R ENR :

e KK 1 : RERS vServer : KRR ERITRRERT, MRNEXARARZFIEERT ICARK, HWREIAREER, @, BEAX
BAIEZEK. )

e XK 2 : K& vServerR : — N TRAKG ERTRREE LRTENGRAREFNESEM ICAKK, X— A TEXKE 48 E 52 /R TRR
T, RYEKRBS I SIHPEFHRNSHKE S PRITRCEE ) StoreFront FRREFNZ RNIBRKEIERE E, )

MRZINAEHEDENHELZL ML T AREMIBAER StoreFront IRRZER, EHLURIEE ERYF ARIGKRIETE ERZ RE HIKNEL
#&. StoreFront EXE &IEM TCP im0 808, Hitk, FEARAERMA HTTP im0 80 =% HTTPS 443 HIRKFE vServer fFLR, ZNitt
RRIZME S AT, REEREHHE NetScaler ERESE — D vServer, LUERE StoreFront BRRESXKRTEAT TCP % O 808, B2
EBEEfIKKIN, RiEESRNED vServer ER IP itk FLERIBRRESRMbE, FARIRRIRHL I 2RO E F IRRAFRAIRKTE AT 3589 FQDN,
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B & A TXX[E & B ARR 2SN

1. &R NetScaler B GUI,
2. I Traffic Management GREEH) > Service Groups (BRER) > Add (GRiD) , RINFTARREIR,
3. FRRERTCP,
4. IEIRRRAN, RRAREY Members (ARR) KR, ARRINEZBITE Servers” (IRRE:) R4 ERBIFRAE StoreFront PRREEN .,
5. £ Monitors (RR27) KXF_L, ®RTCP RX2R,

Monitors

|-Acd Binding '

Monitor Name Weight State Passive

tcp 1 ' b4

Close

KEEKKI T vServer LAXKARKERK 2 REIXK[E 2

. ER NetScaler 1 GUI,

KX Traffic Management (GRE2EH) > Service Groups (RRR) > Add (G&in) , HINFARREIR,
. [SRRIF A ERER round robin (RR)

. FRREBRTCP,

. RA 808 {ERimAS, RZfEM 443,

u b W N PR

Load Balancing Virtual Server

Basic Settings

Mame*

2012R2A-D-Synch

Protocol*

TCP v

IP Address Type*
IP Address r

IP Address*

172 . 27 44 . 179 IPvE

Port*

8og|

CitrixSubscriptionsSyncUsers # B XRE 19
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fiii& A XEY StoreFront fRRER A EAR—NMIER RRES B MR SRERRESE, RRE: A URERNES B £/
CitrixSubscriptionsSyncUsers A#hZ £RIERN, CitrixSubscriptionsSyncUsers A HRE Sx1S SRR M$F E IRRESRENRREL
ERIRTARAE StoreFront ARRERFIRKIEHI 5k, MR ERRREY, ARRE: B i 4RZARRES A LAY CitrixSubscriptionsSyncUsers
RERHINN, FBEM A RENRE SR,

4 ¥ Local Users and Groups & Guests
| Users s
| Groups

¢ (R Performance

a2 Device Manager
52 Storage
= Disk Management
By Services and Applications

I Hyper-V Administrators

& 15_UsSRs

& Network Configuration Operators
& performance Log Users

%’ Performance Monitor Users

& Power Users

& Print Operators

:h_- RDS Endpoint Servers

& RDS Management Servers

% RDS Remote Access Servers

% Remote Desktop Users

& Remote Management Users

3 Replicator

B Users

& CitriClusterMembers

& CitrisCWServiceReadUsers

ﬂ: CitrocCWServiceWntelUsers

&% CitriDelegated AuthenticatorUsers
& CitreDelegatedDirectoryClaimFactoryUsers
& CitriPNRSUsers

& CitrixSubscriptionServerUsers

% CitrecSubscriptionsStoreServicellsers
I¥ CitrixSubscriptionsSyncUsers

& WinRMRemaoteWMIUsers_

€ i

1. FHERETE NetScaler RRIEHA vServer £ HIHE RIRRFIFARRA B fRRESRAYF 4 StoreFront Bk,

2. EFA StoreFront Kg £ 11S REE HTTPS RE, ARBNE 2 BINA H A HIKK,
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e ¥ Start Page || Eilter + W Gn - b Show A1l | Groun b Acas -

. Site Bindings

[
) W B
®

Type  Host Name Port IP Address Binding Information Add...
https 443 =

Remowve

Type: IP address:
|http5 | |AII Unassigned

Browse

Host name:

[[] Require Server Name Indicaticn

S5L certificate:

| storefront.  .com

Close

3. TERRRENF BTN Rm %% StoreFront,

4. &% StoreFront 8K, [FERR EMEHLE URL RERIRREZNAIFT A BRRERIIEE FQDN, 2AR{E SRS FQDN £
RE &M (CN) S{F AERE & (SAN) 8 57 A HIRK,

XESHX NetScaler KRTEA2540 StoreFront ARXEFKEARKEZFKK,
5. SER#DEA StoreFront GBS, AAREE RSN F B ERRHIRREER,

6. MNARRASK > HRINARRES > & #lh0 A IRRES I IRRAK,

To authonze this server, first connect 1o a server in the group and choose "Add - B add G
Server”. Enter the provided authorization information hene. o 2012R2-B" added to Server G aup

Authorizing server. | 2012R2-A Dietails

Authorization code: Servers Status
2012R2-B  Completed

e

7. FERRBVECERE FIRG B9AT A Bt IRREAFRR

8. A LIRRAATRREET 2300 = FQDN B Z R EXRRR T 4 AR REN,

ERFR StoreFront & LARIT IEFAI2ER Windows IRREIRITIRRRIT A 2RRK, R{FEF Citrix JREXRES Windows IRK., LLARRIEIIF
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Hibfkr, 7TLARHRE H XK StoreFront Service BItHFE, MR23KFAE A EAL Citrix R4 (40 NetScaler) MAERIBERT
StoreFront ARKESZPERERRITIAR, 5 =ARMEE LAFIFE StoreFront KRESHI XML RRSERKFAK StoreFront Service BIRFTIA R,

ERE StoreFront /&, JSREF R HTTP kO 8000 A BARKKES,
ERE : StoreFront #fE d REETEE —NRRESRAG,

ERRA HRNARIT R, SRR OSSR HTTPS 443, R{EA =4 PowerShell cmdlet RESNEH B E StoreFront KXZ:ARK
URL,

KR FARARRNRZS, FHEEBFRREMR HTTPS MmO 443 BIRRE:

1. 4T F % StoreFront ARREZ LH PowerShell SEBBIARIE (ISE), RERITULT 605 LU BARRREZ AR HTTPS 443,
$ServiceUrl = "https://localhost:443/StorefrontMonitor"
Set-STFServiceMonitor -ServiceUrl $ServiceUrl
Get-STFServiceMonitor

2. G, [FESRIEE StoreFront ARNESNAR AT A Hith IRRES

3. B RERRETRNES, RIE StoreFront ARXE2EE AT LLBRMKKK StoreFront ARRESM{E A B MREN, L, JFLLT URL RARKESH, KK
ERNAIREEA StoreFront Service YRREY XML E,

https://:443/StoreFrontMonitor/GetSFServicesStatus
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[ httpsi//storefront, -~ x

€« C' | B b#ps://storefront  .com/StoreFrontMonitor/GetSFServicesStatus

This XML file does not appear to have any style information associated with 1t. The document tree 15 shown below.

¥ <Array0fServiceStatus xmlns="http://schemas.datacontract.org/2004/87/Citrix.DeliveryServices. ServiceMonitor. Contract”
xmlns:i="http://waw.w3.org/2001/XMLSchema-instance™>
¥<ServiceStatus:
<namz>Citrix Peer Resclution Service</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixConfigurationReplication</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixCredentialllallet</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixDefaultDomainService</names
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixSubscriptionsStore</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>NetTcpPortSharing</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>*WAS</name»
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>W3SVC</ name>
<status>running</status:
</ServiceStatus>
</Array0ofserviceStatus:

NRIER— NetScalerR_EAZE T NetScaler Gateway vServer FIRRF#r vServer, PIERIEAMRERE (A 28K NetScaler
Gateway vServer) EX StoreFront RXTF#TEHE URL AT BE 1B EINK,

FEWIERT, BTF StoreFront fSRAFRRAYE IP Hitt 5 NetScaler Gateway FJF R IP Mtk (SNIP) #8XR, StoreFront RIBE
RNARERTE NetScaler Gateway RRE 3K, KRR StoreFront RX{#E F AGBasic KXR{T NetScaler Gateway #ER B HKK,
T ERtE T AR A H A ERT SR, KR KRR, REBEITATREY SNIP ik, LUE R ARG ERS HRRmIE
AGBasic,

£ StoreFront fRRZEN_LEE NetScaler Gateway
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Add NetScaler Gateway Appliance

StoreFront General Settings

The display name is visible to users in Citrix Receiver preferences,

General Settings Display name: AGEE

Secure Ticket Authority
MetScaler Gateway URL: | https://storefront.example.com
Version: 10.0 (Build 69.4) or later -
Subnet IP address:
(optional)
Logon type: Domain hd

URL:

Cal I:.:-ack URL @ | https:,’fstorecb.example.coml JCitrixAuthService/AuthService.asmx
(optional)

TEXZ BIMY StoreFront fRAR (40 2.6 SEEARA) , Citrix BREREWEA StoreFront iRNES ERIEN M, LUFRREE 2389
SRREMNEL (FQDN) BT EI4F E StoreFront ARREFHIREI LR (P ik, XXETHE{R Receiver for Web JARSRREETERE R Y
A —iRR2: LH StoreFront Service RIT@1E. RENHHIRIE, RARHTTP RRZTE Receiver for Web 5 B 3RRERRZ REIR= S KT
hRER), FH Receiver for Web {#BEEZA FQDN & StoreFront Service R1T3@1S, fNREAR FQDN BT ATES, KREA2S
ARER R ERERIRPAIE M StoreFront ARXEE, MM F PRRNER, HWRKETF2RRRFEEEE, {8 Receiver for Web RRRS B
BREE 11 [ — ARRES L AR P I ARKRBR 44

AILAE R PowerShell REX[EINK, XAIREE TR EIRRZZREIEF N StoreFront ARk LRE EHXHFKE.
Receiver for Web web.config 3X#47=fl :

PowerShell #8457~ :

& "c:\program files\Citrix\receiver storefront\scripts\Import Modules.ps1"

Set-DSLoopback -Siteld 1 -VirtualPath "/Citrix/StoreWeb" -Loopback "OnUsingHttp" -
LoopbackPortUsingHttp 81

-Loopback ATLAFA=1NR:

X il 3574

Oon: INSR{EFA SSL-terminating KX F#725, XA LR,

¥ URL I EHNERR : 127.00.1, FRMixO (MNRIEE)

B,

OnUsingHttp : KRR 23K SSL terminating RF BE# A, RRTEARS

StoreFront fRRES ZRHDEEFER HTTP, A LAER -
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JSENEHR 127.00.1, {SLERELRRHTTP FHEHR loopbackPortUsingHttp BMHRXECE HTTP im0,
loopbackPortUsingHttp B M4E &%k OR,

Off : FAFHPEHERR, MNRGREIRERON”, Fiddler 2R TEFTE

) X Receiver for Web & StoreFront Service ZRBIRE,
R A Y URL RRITERMER.
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X[E— NetScaler Gateway EZi&R{ URL

Jun 15,2017

£ StoreFront /1, RILAM StoreFront EIEFEHIS M “EIE NetScaler Gateway” “Wil"sk B RARIRD NetScaler Gateway
URL, HAILAFE“EIE NetScaler Gateway”>“MIZHFRRAHRINZA R NetScaler Gateway URL #1 GSLB (£ /EARREERKT

) URL.

AXNRT g0 {ER PowerShell cmdlet #1 StoreFront PowerShell SDK sk f# A aIRE%K -gslburl LARE M X GslbLocation &
M, ELLTRAGIS, LINEERIEL T 7E StoreFront FAR{THY NetScaler Gateway B :

1. GSLB #M% 4~ NetScaler Gateway., FI{EF GSLB 1% NetScaler Gateway R5 KB LK Citrix BPEFRNHNE LA EH
ERHRIRIRFERIERI TRRT &7,

2. A/ A URL =RA URL MIRA NetScaler Gateway. AIfEfR— NetScaler Gateway 7E4&BfEE A 22 A URL RATRREA K
FEPIERE FARA URL RATR,

RE—NEREE. MREZYR T #E GSLB #1R, NESRAXRENHEXE BN,
LEIhRE BB LIRS :

F R W KRR AR FEREAR URL,

FARA] ATERD A RIAY URL ZREIRERR NetScaler Gateway, FTHREBEIENEFHELE StoreFront B xRS S ILht FARE & A RIM
% URL,

fEFA % GSLB MXRFA FRR StoreFront R 3% Fd & HIRE FIRKKRKEE o

7£ DMZ ANEBHY StoreFront FR{EFAERAY NetScaler Gateway RERRIT 4 ERF] A ERRK,

XFERD URLRITREMXEH, ARAREMXBHONRER, MBWES A AEZ I RNAEREE,

Important

{8 -gslburl SEEEE =M% URL 27, Citrix B2rNE 2 AR RREFRNLL K & HIRRA0@R1T DNS 217, EEER NetScaler #
StoreFront & A& A K{E T URL R ARIZTE T IEBIARNESNRA, A X IRNEFRAIRRIE B, KSR M < F1ARNEF KA E

DNS

o 4 DNS KEERFEAFS DNS BER, 1742 DNS & R ERATRREM 6L ZRFA R DNS ARREIRIT AR FRA DNS f##47,
KRR BIRA DNS ERRE B X H— m.

o ATFRERGRIRERITA M AR URL, REREEMEAMERAD URL M B RRA SN ESRERGRER, HERESE
ZRNARA URL, #0 example.com #1 example.net,

AR K23 XX 51
ARE EF A% URL REY R FIIRRESRRERZ,
o XXM StoreFront %8 M= IRNERRK

KRIK4, 38 Bt AT ARXESRKREL & FQDN * storefront.example.net,
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EE)
KX B9 SAN BRREFKNE SXR= StoreFront ARREIRITRRE & Fr 897 E FQDN,
loadbalancerstorefront.example.net
serverl.storefront.example.net
server2.storefront.example.net
server3.storefront.example.net
& StoreFront ARREFNAIEHE A URL, R URL ZMRRIAZH FQDN, EREMKERTFEERR IP i,
loadbalancerstorefront.example.net
e —K XenApp # XenDesktop 7.x Delivery Controller #:= %I RRZZXX
KX 8938 Be AT ARRESKNE 2 FQDN * xendesktop.example.net,
HE
KXX% SAN ARXEFRRKE = B A PY4 Controller B XenDesktop i s Ffres BIFF A BRRXES FQDN,
XD1A. xendesktop.example.net
XD1B. xendesktop.example.net
XD2A. xendesktop.example.net
XD2B. xendesktop.example.net
o FMIFD DNS IEAREF A EBRN NetScaler Gateway IR HIRREFRK
FAF S-SR FI P BRRRAY 2 FFRE B SAN ARRESRRNG = A58 F1A SR FQDN,
gateway.example.com
gateway.example.net
o EAERRIIFTA GSLB B X B~ RREFRR
FAF 38R GSLB RATA SFRRAT A FFRE B SAN ARRESRRRE & FQDN,
gslbdomain.example.com
emeagateway.example.com
usgateway.example.com
apacgateway.example.com

RARARFE R GSLB RREERIRI X, S{F A MXBIME— FQDN 7E H FrRRA A7 & HREX M %,
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EERAE GSLB #1% 1 NetScaler Gateway RS KB £k Citrix #BE PR E % i B K ERARIRAIRFERER TR,

Remote Access using the GSLB domain name or a location specific URL for each Gateway

\

£

Use location specific URL 3

g

a

£

[}

D x

) )

=

m 58 GSLB URL———————— )
Use location specific URL: >

.

External Client E’

o

=

w

o

Use location specific URL

APAC data center

StoreFront Gateway Objects
=] _ @
NetScaler Gateway \ us - APAC Controller
gl | '
@

APACGateway.example.com
APAC

/

APAC StoreFront
APAC Controller

LB

BMIBSHBIFEBHOLELTE—ITMK. — PN StoreFront RREF. — M=K % XenApp #1 XenDesktop #4288, FAE
ERGI B 1R ERTE BIRER,

LIKEBZE Y GSLB NetScaler LEZE & GSLB ARRERR R —M X VPN vServer, BREFBIFTA StoreFront ARKES#B L RED
BRE 2R GSLB REIFATA NetScaler Gateway vServer,

GSLB NetScaler Gateway fEER/ERMENX A, EMNMR—NMIBERIMRREE. DNS. MK, StoreFront BRREF=k XenApp #
XenDesktop #2285 kK, TRRAI LR HEERF, 1R GSLB IRRAT A, AR BRE M EIR— X,

RATRIZNEER, RIFECER GSLB MIFEHEE (MNERRK RTT) HNFEFRKGARE) , AEMENGREERIGIARM X,
BANWXBIHE— URL foRFERIBRRNE {5 A B9 W K AL BRF E B URL R FRRXNE M EH KRR K EHE D

GSLB =% DNS FRARIZRHARKSIE AR, FTLARK GSLB, FART]LAfE A EHE A/ OMAL B R ER URL MRKRE (R E04E /O MIRFERR,
BEZIFA GSLB HHXRRIS EIARR,

EERAEMAR— NetScaler Gateway 7E4M B8 22 A URL RATRRIA KR FE R ER {5 FARAE URL RATRI,
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Remote Access using a Public URL and a Private URL

DMZ

» Public Name Space
EMEAGateway.example.com

NetScaler Gateway

External Client

External firewall
Internal firewall

Private Name Space ivate URL;
EMEAGateway.example.net

LB

EIPRF ERORAEREREF HDX K@ S HIFF BRRERER NetScaler Gateway, BENfEZERIHEAZRHIth 201,
NetScaler fiiF DMZ H,

ARFHA R MIRE B8R DMZ £ —imRIRT B KREIK NetScaler Gateway.

T [ AR A4 5R 6n 44 2R B F PO R b 44 22K,

A {§ A PowerShell cmdlet Add-STFRoamingGateway #1 Set-STFRoamingGateway #®X&#X -gslburl K StoreFront 3%
RKRE GslbLocation EM., 40 :

L]

Add-STFRoamingGateway -Name "EMEAGateway" - GatewayUrl "https://emeagateway.example.com" - GSLBurl "https://gslb.q
Set-STFRoamingGateway -Name "EMEAGateway" - GatewayUrl "https://emeagateway.example.com" - GSLBurl "https://gslb.e

Get-STFRoamingGateway -Name "EMEAGateway" (returns just the EMEA gateway object)

Get-STFRoamingGateway (returns all gateway object configured in StoreFront)

RF A #1, £ Get-STFRoamingGateway iREILL TR %:
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Name: EMEAGateway
Location: https://emeagateway.example.com/ (Unique URL for the EMEA Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

Name: USGateway
Location: https://USgateway.example.com/ (Unique URL for the US Gateway)

GslbLocation: https://gsib.example.com/ (GSLB URL for all three gateways)

Name: APACGateway
Location: https://APACgateway.example.com/ (Unique URL for the APAC Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)
RF A #2, EH Get-STFRoamingGateway REILL TR X:

Name: EMEAGateway
Location: https://emeagateway.example.com/ (Public URL for the Gateway)

GslbLocation: https://emeagateway.example.net/ (Private URL for the Gateway)

TR #1, £ Get-STFStoreRegisteredOptimalLaunchGateway EE&EM K :
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$StoreObject = Get-STFStoreService -Siteld 1 -VirtualPath "/Citrix/<YourStore>"

Get-STFStoreRegisteredOptimallaunchGateway -StoreService $StoreObject

Hostnames: {emeagateway.example.com, gslb.example.com}

Hostnames: {usgateway.example.com, gslb.example.com}

Hostnames: {apacgateway.example.com, gsib.example.com}

B MXK GSLB S8R URL FRIEEEIRR web.config X {4

StoreFront N7E StoreFront EIEILHI & PRRENM KX GSLB URL #1 URL, {BRTLLERFTFF StoreFront fRRE: £
C\inetpub\wwwroot\Citrix\Roaming\web.config R 89;&#7ARR Web.Config XL ERREFTAE GSLB MXMBEEE
GSLBLocation &%,

Al #1 : 2 web.config X EIR X
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Bl #2 : & web.config St IR X%
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MXZ R RN 19RR (DFA) BZi& NetScaler #1 StoreFront

Jun 15,2017
AIREH & PRRE T NetScaler 71 StoreFront RRH S ARNEIRH TR HERR. EEATRENSHRR SDK M F PR RS R, WRIE NetScaler #l StoreFront ZREZ B & RKZRNH KR (DFA), kK
B DRERRARAE B FIREE B 2 RER—RIAE B B HRRERR, SIEERER, H40, NetScaler f$H 5{3RRZERK StoreFront, StoreFront B5 5 =7 BAKRIRRES K RERIT X H,

o EfAIR NetScaler # StoreFront ZREBEZERR, REEMA HTTPS E HTTP &,
o RFEEINE, UHRERTRESRZA, FIERRHEBIE IS HTTPS RIE R 2 A & R HIARNERRN,
o TBIRTE StoreFront FEZE HTTPS [, NetScaler §§ StoreFront ARRERRREIRAT 5 VERA {5 RRKRALR,

o JE=HSHIEHREEMERR L, AEESERET I,
o E— MR LBRBAAEZRRIFNAEXNE, AEFEAEIIHMNR, RBXRAERRIF DN,

K StoreFront #3% %5 FFRE Citrix BHEZHEIRER GUI, FILRMEFA PowerShell #2518 R EFRRIF DN,

1 REFREKNFHW, HERFTHAKRRE, THEMEM PowerShell #HARITRE,

PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\Receiver StoreFront\Scripts' PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & .\ImportModules.f
2. 7N Citrix 25 &Rk, ECE StoreFront #1 NetScaler CRMAZMEER (FBR) . EHHBBERFIZRS ID %RS7E NetScaler PEEHER.

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-DSCitrixPSKTrustedClient -clientld netscaler.fqdn.com -passphrase secret
3. REFRKNFHRI, LUNEMAERERBEIEERRR ERFMI, RE Clinetpub\wwwroot\Citrix\Authentication\web.config #R#% ConversationFactory, T2 EF 8B EIHIRH,

4. 7£ PowerShell #1, REZERKNFHRMRRI . AHIHRER ExampleBridgeAuthentication,
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShell WS FRX 4 K/NE : -ConversationFactory 5 —conversationfactory 8=,

IR StoreFront 2 &1, RSCENFTH =7 FHEN, EREFRR StoreFront BIZHAE,
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iR =

Jun15, 2017
T LLBERRIT B B ERERTE EAERMRZ A2 A EREERSR URL, Citrix Receiver KRR (ER S F 1R IERNE A E FARERES| A ih

MIKRZ S MR, ARREESRERERER, (EE EISRREHRRARRES, LUEEEREE ERMIRERR(E SR [EIK Citrix Receiver, Kal
AR TE FARRRE H XA R FRA SR B EH ERIR .

Bin, MRARAEERR, NRTAREREZIARMMR, E2, MR Citrix Receiver TERRREERR, FEKEIRBRMHER
ERRARK, RFRTARESR Internet Ri%, B TFTABMRAE, Hit, FARXEER NetScaler Gateway REREHMNARSF., AR
MR EHIRARFR, RUNRARRSEFINELER, BN ERHURE B ERRER{TER M NetScaler Gateway RRHIRRIE 2. KE
Mok 2 FAR7E KR T SR 72 PR 75 2 BRI,

BN T, StoreFront fEAEREARKES URL SRR #EH) URL {ERIIERERS, FARTARINME —/ NetScaler Gateway &
By Citrix Web 34 s A1 EERARRES sk ARERA (RF Access Gateway 5.0) URL /ERAER{ER.

MREEUR T EAERS, RAERBRFHESRRAERE REHE Citrix Receiver 1, HNRXXAREIEEIE T Receiver for Web i £,
RARA] LA MR, s FRREY B #TREY Citrix Receiver BRI 4, AR, STLURAREERH ERSCE, FFIIE S ARERARA A,

BT : EZIRRBHEHD, I—RRER—A KRR U ENRRSBZRMEE, AR Citrix StoreFront BIRIZRH & R EBBRHEME

fthpRRES LR1T, SeAfE, REFREDE AT A B B 2IARNESN, LUE R HTERE R H it ARRES.

1. 7 Windows Fis R SRARFFEEH, HEIFR Citrix StoreFront #K,

2. 7 Citrix StoreFront BIE#EHI AN ARE & FRABERR, AETREEERPREEER,

3. BEEAFENERERSM URL,
o ERIEM StoreFront EREEFAARKAS URL SRR URL, XeX{E A ARR URL,
o E{HFARMA URL, KRXIEE SR HRA RS MR —NEH A URL,

4. RRARIRASEBIERREY URL, EIECUERR, RRAEERTIFRFEI URL, AEKEKE, RRFIKRAB—D URL, SAEERRER(S L
Rtttk A EERR,
WRE DI ERDN T M MR = o A ERERA, 1S URL ST 2BRE M A (http://example.com), MIEREFR K
NetBIOS & (http://example), LAE Citrix Receiver BERIfSE FARE S AL TF Internet ARRZ 5, BIINIEBEESHFIES, Fib
RIERT, FAEAERERRNNEZER—MCE,
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SXELE

Jun 15,2017
StoreFront FoRAT LA StoreFront #£#1&. PowerShell, RREMSKED B SXA-ED & B = RRK,

A 5 R o REE, RB&FE N ERRG f,

HEERA =4 IR B4 (FQDN) BUE BN NetScaler Gateway RMHRERMKREH Internet RIRAIREKIR, FHBRRAIERF
PER A % SRR P S SRS ERIRREERT FQDN SER1E FARIAR,

it BEXERY RIERRERE F] XRFRRRRE
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B2 & 5 mXKKUG =

Jun15,2017

AT AERREA T ANARER. RERFAISTR R mERit . ERESEIRIES, KT Windows PowerShell §34y, ERRRES smECE SO, B 5 i = RN, SN,

BE : ELRRBFIMED, R—RREHA—AIRRE U ENARRSERMECE, #1R Citrix StoreFront BEILH| AR HE PN MEMARRES ERIT, TRE, RIGNEBERTMEE RE RSN, UERFEEH
B E fth ARRES.

SER @ StoreFront #1 PowerShell #4515 FEERIRIT FF. fEF PowerShell #2 %I &EHE StoreFront BZB 2 All, RIANXR StoreFront EIR#LHIA, FK, ITH StoreFront #HI& 281, KXREPowerShell WA
",

BREA S ERKG R QAR —MRAREE, T URE— S, FEZBRINASN AR ARARMIENRE SERN, b URERRMNRAEE, STRAEEEE — N SENE R, FRARNKEK
RTECE, HHREEIEENE R,

1. FAEEAEERRHIKKRE Windows PowerShell, ABEMSIRTE ORIAL TS LRA StoreFront 15K,
& "installationlocation\Scripts\ImportModules.ps1"
Hrh installationlocation &2 StoreFront MR K, BHK C\Program Files\Citrix\Receiver StoreFront\,

2. BEREHFMSERES, WALTHS,
Install-DSDesktopAppliance -FriendlyName sitename -Siteld iisid -VirtualPath sitepath -UseHttps {$False | $True} -StoreUrl storeaddress [-EnableMultiDesktop {$False
Hrh sitename K758 FARKRSE ERRIL AL 5, RTF iisid, RIEEIEE StoreFront B Microsoft Internet Information Services (11S) 35 B9%= 1D, RRATLAM Internet Information Services (11S) B8z
FIBREY, fF sitepath BERRTE 1S FREEHIIL REVMERERE, 40 /Citrix/DesktopAppliance. BFE, KEMRILR URL K3 KNE,

JBRIY -UseHttps BR3E HRKiE~E R StoreFront BSEREM HTTPS,
E487E Desktop Appliance Connector it s 5 F FIRF 15 ARRFINE URL, RfEF StoreUrl storeaddress, IHRRRE B4 A By RARE HER,
HUERT, LARERESERE RN, AREANE - P RENERN, BEEMNSENGERUXFAMES N SE NRTH) ZERTER, BIF -EnableMultiDesktop BR $True,

ZRRIE R TRETIA RN 598K, A@RR -EnableExplicit SRR SFalse, 2 RN HARK, &R -EnableSmartCard KX $True AIRFAEAE£ BN, EXMEASEENER SO, YRERE -
EnableSmartCard # -EnableEmbeddedSmartCardSSO BR $True, MNRERFARN F AR E 4+ H MWK EASEFHWERS O, RREARYREIRTARMEASEFER, ENRMUREGEREEF
KBEINK, REREFIRN F DR,

TBRATRS $AC B HIRE 7F R ERRES R 2 R R SRR B E S HRIT IS .
=Pl

TEERR 1S Web 35 5= AR EERER R /Citrix/DesktopAppliancel FEEE—4> Desktop Appliance Connector i s,
Install-DSDesktopAppliance *

-FriendlyName DesktopAppliancel

-Siteld1°

-VirtualPath /Citrix/DesktopAppliancel *

-UseHttps $false *

-StoreUrl https://serverName/Citrix/Store *

-EnableMultiDesktop Strue *

-EnableExplicit Strue

-EnableSmartCard $true *

-EnableEmbeddedSmartCardSSO sfalse

3. ERMRERIKERRIER, WALT6RR,
Remove-DSDesktopAppliance -Siteld iisid -VirtualPath sitepath
Hrh jisid RIEE StoreFront B9 11S B BIEK=F ID 2, sitepath® IS H 52 TERNIE 5= FAERES %, 180, /Citrix/DesktopAppliance,

4. EFUH StoreFront EREH LFTH AMKENRIE R, BRAUTHS,
Get-DSDesktopAppliancesSummary

REMNGRZRHOR SO, FEFFHMUREREEFNERSHW, KRB TRAR S A, NRERAR SRS SN ERA SR FNEES MR, NIRRT AR ERiR N ARER
BREEER, NRARMEAEEERBIRK, A ERERURARR EE. MRS IS BRERS A StoreFront URLRYT HTTPS RIEHMEBENHK, 2 EEAREEEREMHE, I EHREIRNE DK,
ERR ENKE A E SO R, BN REE X,

1. {8 SCARRES T I = ERRIG s A9 web.config XX, R @E AT Clinetpub\wwwroot\Citrix\storenameDesktopAppliance B, H b storename RREENF # I RRE 15 E I 7o
2. TR SRR T TR,

3. J¥ enabled B MHINE R false, Wik kAR & 50N,

4. FERZ R T TR,

5. f$ enabled BHHIERR true LIRFAE #E+ FHMR, ERAEAEEFNEBRS AR, YRF useEmbeddedSmartcardSso BHEMRERR true, fEF embeddedSmartcardSsoPinTimeout BHELL/R, 2RFNFD
MRAIRE PIN RAFRERRIRRHER, 4 PINRAFRRER, AMGEROIENFR, BoREBRAEBERBEALRE T TR PIN RARS, MRERT, BXRRERK 20 ),

HRERT, LARERESENERY, ERHEER B ROREEEFRENE ANE— N RE (RFENF) RERK. MRE—PREREE FRAMREE T 2N S EAKRER, KR AR B SRk R AR A R
H, LMERARMAPARRERRE, ZHEARERE, KRRk RECE X,
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1. {5 FA SCARRER T FF S ERRIG s BT web.config X, RXHFBEARLTF Clinetpub\wwwroot\Citrix\storenameDesktopAppliance BRH, HA storename RREERA B IERRE 1§ E K4 TR,
2. ER MR T TR,
3. 4% showMultiDesktop EMHHIRE R true, {3 FARAE B RE S ERRYL RNAERNE R 7 S AR B9RTA o F S M APRR,
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XEX T 2R ERIEZ (FQDN) LA7E R ERFI A 2RRXX A 75
I

Jun15,2017

FE B ThRE S A EER ReceiverREFEHE, ESEFALUTARA,
e Windows Receiver4.2

e MAC Receiver 11.9

&7 LUK NetScaler Gateway 1R HRERMKRIRF] Internet RIRAIRKRR, F@EXRAEBFI S ERIE M BRIRKER FQDN &b AR
AR,

REX FQDN REC B {E— AW Receiver WARBR A EE), TR FIRERINE NS FRE A BARE, MR ERERD URL BIH,

Citrix Receiver RXKR EXK m F 1R HERNSE 1 € FAREREE B A b EKRE A A MK, FRREESRARER, (IEE R ERKKIEHRRAAR
R2:, LUERERIFHERMIRIERRYE 2R EIRK Citrix Receiver, RAIHA{RTE ARE HRAREFRFA R B EFH ERIETR. AXREEERS
MER, RBREIEENS,

A ER B RIHRRM RPN SRRRIER, = FQDN fZ47El DMZ A ERRA KRR B 253% 0 IP 3% NetScaler Gateway vServer IP,
R SSLRRAY Common Name (Af4) #0 Subject Alternative Name (EFERAEHR) FERE S AT ERRKK A FE S #
= FQDN, BREASE=51R CA (FIH0 Verisign) RERRKRRALE (CA) RE M *<KK, {Fa4 5B Rim &R T BRI ERE FIM %
vServer BIRR, INRFERAMREFE =5 CA (40 Verisign) , REEFHEMEMIR CA BRA B A ERERIK L,

ENEEHEZ FQDN 2HAMRIRRERZEE] NetScaler Gateway #1 StoreFront fRR2:, REXZ S HEXHRENR, MRZE, XA
{RERETE {§ F & AR MRS,

Certificate Properties -

£, Subject |General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:
Type: CN=storefront.example.com

|C0mm0n name v| Add >

Value:

Alternative name:

< Remove

Type:
storefront.example.com
|DNS v| storefrontch.example.com
Vaue .
Learn more about subject names
| 0K | | Cancel | | Apply |

NetScaler Gateway vServer ;RfflRR : storefront.example.com
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1. MEFEHEE FQDN. [ER URL ARKRRE URL & 1E DNS FEXFERE FERE & (SAN),
2. BRANARE, LUERFZREERRA R NetScaler Gateway A,

3. MBRER BRI DI RER R,

4. fERA%E =7 CA (40 Verisign) BXRREYIERIRE CA RERK,

XX R ARREFRR B SAN :

storefront.example.com (1K)

storefrontcb.example.com (#K)

accounts.example.com (4R)

storefrontserverl.example.com (7I®)
storefrontserver2.example.com (AIX)

{8 FIRKRRALR (CA) RE NetScaler Gateway vServer SSL KX
RIFEHER, BRI A TR CA RERRAIREL,

e MX1-5E=7 CARGRK : JNRNEE| NetScaler Gateway vServer MR ZEHE = ARE, AIBERH A RET B HEMIR CARR
SHIZIHEZER CARERFR, Windows ERimMiREG SRRBVIRMIR CARR, B LAEARE = AR CA BI7RFI2$E DigiCert.
Thawte # Verisign, KF &, iPad. iPhone L& Android FHRRRH]F 42 REVBRRNAT sE DR IF 1R CA EFIEIRR L, XRFBEE
f£ NetScaler Gateway vServer,

o XX 2 - {ERIR CARGRN : SIRKRLER, =N ERERIEEF G ERR CAREHEIARZER CA BFZRP, MRERET AW
Receiver BIER FEAEHER (0 iPhone #1 iPad) , RTERLERRK EREEZR 2B X4

FHRRRR A BIE % A RR

e iOS RNAT LA FARFREEMIERA .CER x.509 RR3C 44, HREE A E LARK i0S RREY A 72K,
e Android KXFEEERHI .CER x.509 &3, A MRRZA 1 FZREKFRA BT 4R ARK,

48 DNS : storefront.example.com

HRIERRK Internet FRRIZEFEFTIR AT DNS RATARHTE DMZ AARK_EFH AREE SR E M A ERA 1P, sEARHTEI NetScaler
Gateway vServer VIP,

R DNS

o MRIEMAEIE T HORW DNS, DNS ReK AR Hh KT ZRiHRE EI IEMBEY DNS A KK,
o ENHEAHMNS SRR RSN, H IPRER, ERIHRK storefront.example.com RRILEIEEM AR, EARBUATFHY
AR B B9 MR,

¥ Windows CA FrRREIRRRA B NetScaler Gateway

WinSCP 2REEFRAMBE=AERTE, "RXHEHM Windows REHLFERE] NetScaler Gateway XHRRE, FERAKRRE FIF
NetScaler Gateway X RRMH /nsconfig/ssl/ X#4R, ERTLAE NetScaler Gateway £ OpenSSL TEM PKCS12/PFX
XA RERKAN R, LAMELL NetScaler Gateway Al LAEFAH) PEM #& XRER MR .CER #1 KEY X.509 X4

1 ¥ PFX XH-E HI1Z NetScaler Gateway kX=X VPX _£#J /nsconfig/ssl /i,
2. $T7F NetScaler Gateway 4175 H,
3. E4IxE FreeBSD shell, ®XA Shell BUEH NetScaler Gateway 51780,
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ZHHER, REMA cd/nsconfig/ssl,

R{T openssl pkcs12 -in <imported cert file>.pfx -nokeys -out <certfilename>.cer, F7£HRIZRRA PFX ZK,
®1T openssl pkcs12 -in <imported cert file>.pfx -nocerts -out <keyfilename>.key

HKERTERA PFX BR, AEREFRNPEM BREURN KEY X4,

EMREIE /nsconfig/ssl/ RAKIINEE .CER #1 KEY XX{§, ERT Is-al,

E RO E NetScaler Gateway 41780, KA Exit,

v © N o b

REQHTTPHEADER User-Agent CONTAINS CitrixReceiver && REQHTTPHEADER X-Citrix-Gateway EXISTS

REQHTTPHEADER User-Agent NOTCONTAINS CitrixReceiver && REQHTTPHEADER Referer EXISTS
CVPN % ERKKE

INREFA SmartAccess, RAE NetScaler Gateway vServer /&R LR S ERIE R, RRNFZRIR B2 HRAREF 2§ 8 A
A,

Receiver Be & X4

Configure NetScaler Gateway Session Profile x

Mame* |Receiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters,

Network Configuration ~ Client Experience ] Security | Published Applications ]

Override Global
]
]
]
Session Time-out (mins) ‘ED ‘
]
Clientless Access ‘On "
Clientless Access URL Encoding ‘C\ear "
Clientless Access Persistent Co... ‘ALLOW "
Plug-in Type ‘Winduwsa’Mac 05X "
Single Sign-on to Web Applications
]
O
O
]

Advanced

19 2K E SCAFRRARK URL BEER https://accounts.example.com/Citrix/Roaming/Accounts, T3F
https://storefront.example.com/Citrix/Roaming/Accounts,
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- Confil NetScaler G Session Profile X

| .
MName* |Receiver

|| Unchecked Override Global check box indicates that the value is inherited from
1| Global Net5caler Gateway Parameters.

Network Configuration | Client Experience | Security  Published Applications

Override Global

ICA Proxy |oFF ~|
Web Interface Address | | o
[| Web Interface Portal Mode [ NORMAL ~|
Single Sign-on Domain |ptd |
Citrix Receiver Home Page | | O
Account Services Address |https:.-".-"accounts.exampIe.com.-"Citrix.-"Roaming.-"Accounts |

b4, ®7E StoreFront ARRER LAY & HRRF1IEMF web.config A7 INEL URL VR IN <allowedAudiences>, BXRRIER, K
SRTFEMEE StoreFront ARREF EMLEAR URL., MIXH SSLRR"ERS,

Receiver for Web E& X4

Configure NetScaler Gateway Session Profile x

Mame* |Receiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters,

Metwork Configuration ~ Client Experience I Security | Published Applications I

Override Global

Home Page [ Display Home Page [

URL for Web-Based Email ‘ | O
Split Tunnel OFF " O
Session Time-out (mins) ‘50 ‘
Client Idle Time-out (mins ‘ | O
Clientless Access ‘On "
Clientless Access URL Encoding ‘C\ear "
Clientless Access Persistent Co... ‘ALLOW "
Plug-in Type [Windows/Mac 05 X ~|
Single Sign-on to Web Applications
Credential Index ‘PRII:I—R. “ O
KCD Account ‘ " |
[ Single Sign-on with Windows ]
[ Client Cleanup Prompt O
Advanced
C NetScaler 5 Profile x

MName* | WebReceiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Network Configuration | Client Experience | Security  Published Applications

Override Global

ICA Proxy |oFF ~|
Web Interface Address |https:.-f.-fstorefront.exampIe.comICitrifotoreWeb |
Web Interface Portal Mode | NORMAL ~|
Single Sign-on Domain |examp|e| |

Citrix Receiver Home Page | |

o 0O

Account Services Address | |

INRAEM ICA K32, R1E NetScaler Gateway vServer EMRE ERAEARER, RFEMEA NetScaler FARAR,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.164



Receiver Bd & X ¥

Configure NetScaler G Session Profile

Name* | Receiver ICAle(yi

Global NetScaler Gateway Parameters.

Unchecked Override Global check box indicates that the value is inherited from

Network Configuration  Client Experience | Security | Published Applications |

Override Global

Home Page |nc:ne | [ Display Home Page [
URL for Web-Based Email | | Oa
Split Tunnel [oFF -l O
Seszion Time-out (mins) |60 |
Client ldle Time-out (mins) | | Oa
Clientless Access |Of'f '|
Clientless Access URL Encoding |Clear '|
Clientless Access Persistent Co... |DENY '|
Plug-in Type |Ja\.ra '|
Configure NetScaler G y Session Profile X

Name* (Receiver [ICAProxy

Unchecked Override Global check box indicates that the value is inherited from

Global NetScaler Gateway Parameters.

MNetwork Configuration | Client Experience | Security  Published Applications |

Override Global

ICA Proxy [on -

Web Interface Address |https:.-"fstorefront.example.com |

Web Interface Portal Mode | NORMAL -|

Single Sign-on Domain |ptd |

Citrix Receiver Home Page | | O

Account Services Address |https:.-"fstorefront.example.com |

Receiver for Web & & X ¥
Configure NetScaler G. y Session Profile

Name* |WebReceiver [CA Pmnyi

Unchecked Override Global check box indicates that the value is inherited from

Global NetScaler Gateway Parameters.
Network Configuration  Client Experience | Security | Published Applications |

Override Global

Home Page |https:.-".-"storefront.ptd.com.-"Citrix-"StoreWeb | Display Home Page
URL for Web-Based Email | | Oa
Split Tunnel [orr -l O
Seszion Time-out (mins) |60 |
Client ldle Time-out (mins) | | Oa
Clientless Access |Of'f '|
Clientless Access URL Encoding |Clear '|
Clientless Access Persistent Co... |DENY '|
Plug-in Type [Windows/Mac 05 X -|
Single Sign-on to Web Applications
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Confi NetScaler G y Session Profile X

MName*

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Network Configuration ] Client Experience ] Security  Published Applications l

Override Global
ICA Proxy [on ~|
Web Interface Address |https:f'_f'storefront.exampIe.com_f'Citrin'StoreWeb| |
Web Interface Portal Mode | NORMAL ~|
Single Sign-on Domain |ptd |
O
O

fZHTEI NetScaler Gateway vServer HI[El—#= FQDN KRE###HTEI StoreFront RXF#r8s (MR ERE StoreFront ##5%) =
FEERABIERRA StoreFront IP,

AIEB DNS : REE=4 DNS A R,

o storefront.example.com RfE#TE| storefront RRF 25k StoreFront ARX2S IP,
o IR DMZ M{ERAMMPRZ RFER AR, Kstorefrontcb.example.com RERFTRFX vServer VIP LLFRIELIE 5.

e accounts.example.com — {ER storefront.example.com B DNS R&REE, ©thf#HTE StoreFront MR H2R IP SR
StoreFront fRRZs IP,

StoreFront fRRZFRBIKK : storefront.example.com

1. %% StoreFront Z®l, KStoreFront ARKESE;ARKESKKEE 14 4 AIRK,

2. F#= FQDN ARINEI“Common name” (2AF4) #1 DNS FEH, HBRRSRERZFIKER NetScaler Gateway vServer
SSLRRAAAT{E AR FQDN MEIEEE, =k{EAREE| NetScaler Gateway vServer BI4EEIRK,

3. JRRR4 (accounts.example.com) fERR—4™ SAN FHRMNEIRA, REE, SAN h{ERMRKRE 27E5LFIRTE (A4l Receiver

Gateway SRFEMBEEX#) # NetScaler Gateway SRECE T4 A 5 F FIRERE
Certificate Properties -

;*.E Subject |General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CN=storefront.example.com
|C0mm0n name v| Add >
Value:

| < Remove

Alternative name:

Type:
P storefront.example.com
[ons v]

storefrontch.example.com
Value: Add > accounis.euam ple.com
< Remove

Learn more about subject names

| 0K | | Cancel | | Apply |

4. TARTAREIRE, LUERREERRF B HthfRREF =% 1> StoreFront ARNESRR A,
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Certificate Properties -

ILE Subject | General | Extensions | Private Key |Cerﬁﬁaﬁon Authority | Signature |

Cryptographic Service Provider il

Key options
Set the key length and export options for the private key.

Key sizet | 004

Make private key exportable

[] Allow private key to be archived
[[] Strong private key protection

Key type v

Key permissions w

Learn more about private keys

| 0K | | Cancel | | Apply |

5. fEAE=7 CA (ffl40 VeriSign) . ERIERAE CA SR CA RERK,

6. LA PFX ARHIR (SIFFN)

7. FRRFFARRAE StoreFront fRREFH., INREELE Windows NLB StoreFront 5, RSRRAZEIEMREAP, MRFEANER
FARRFE#T#: (40 NetScaler LB vServer) , RoXRAEH ARARK,

8. 1x StoreFront ARXESAY IIS ARE HTTPS RE, FITRAA) SSL RXKERIE .
Site Bindings _

Type Host Name Port IP Address Binding Informa... Add...
https 443 *

Edit...

Browse

Close

9. 1f StoreFront BgX2s EECE EHLEA URL, LAPCEERRAI$EZE FQDN,
AR : StoreFront #ARBERRKRKA SAN ZIRHPHRE—MEFAERA . KA ER StoreFront BIERE TR BIRIERENE K
URL, BEAZIEHEN, MREERSAN FETRA, XA FREFHEREMEMANMN HTTPS://<FQDN>, = :
https://storefront.example.com

B o Sardmn At
= E R
) Sarvwe Govnp. Senver Group
Ao Lqrern
Ehipe B UIL
Wi
LY
0 e
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1£ StoreFront fRRZF EEZE Gateway : storefront.example.com
1 ARABEERRT, RIRFERTPHNERE NetScaler Gateway.,

2. MBIRABRR %, SASKNN,

B e Baredront
) ot eimryx

B Tavonr oy

Wi

[ hamr | At Sotmrcton Daterd | eoes Lraste ey
Voo WA St 4 B rvcsina Vi

i ietSoaser Gateways Mo e

____ g Banioe

B, i g T oy T e sty A T b rmei g B o et R St 5 Ol v
" i o
£ etk

s [
r 32
E §

Doapiny biwn [ Vord by e | 0L G s

g Drom ey (tmtrpteny

ot Wt g o Bttt

Mg dbbami s Metcch

T
Cantapurr Bamate diora bt

r—
TS | S PO ——
Canlagunn s S

agen by Fen

[~o= R e
B v

3. EERRNERE LA NetScaler Gateway URL FERHRAZE FQDN,

4. IRE PRRNERE, AFTEER URL FEXHRAERFQDN,

Edit NetScaler Gateway appliance - Gateway

StoreFront Authentication Settings
These seitings specify how the remote user provides suthentication credentisls

Genersl Settings

Version (100 (Buid 68.4) o« later =]
Secure Tacket Authaority Subnet I addeess:
Austhentication Sctth [eeptanal)

Logan type: O Domain

-

Caback URL: @

{ptional |h-.ugs.--’.-'-.-.eeer‘=e-nr.uamp&cmﬂ | MRrluthenase/Ruthbenaceaumy
optional

5. ¥ Secure Ticket Authority KR, #{R Secure Ticket Authority (STA) IRR2S5 272K A /& s R R ECEAY Delivery
Controller FIZk g,

6. KX 73 i K KRR,

7. FRIFAERENERKNNE (@ccounts.example.com), REMMXHNEBRERIT M, b FQDN #RERTF StoreFront EHIEAR
URL # NetScaler Gateway vServer fr =B A ER{ER (storefront.example.com), RZDEAAE FQDN, FEERAREAIERFISER
EGEIEN
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Manage Beacons

Beacon points are used to determine whether users are connecting from internal or

external networks. Two external addresses that can be resolved from the Internet are
required.

Internal beacon: Use the service URL

®) Specify beacon address:

| ht'tpsu"_a'accounts.exampld.com |

External beacons: | gurad it el daely)]
https://storefront.example.com

Add.. | [ Edit. || Remove |

= .

8.WFR, MRFLEMFA FQDN EXHN, REF/LUTEHR, MRERHEERN =ER{FEA Receiver for Web, RalBERLL T4
X,

FFHE 0 2B ARINEI Clinetpub\wwwroot\Citrix\Authentication\web.config f1, &pRK web.config XHFHERDN B, RED
KRR R B R E — N R B R ERMMN .

9. #% FRB, HWELITREFARMUBERREFT, REHRFIFRRweb.config X,

9.7£ C:\inetpub\wwwroot\Citrix\Roaming\web.config 7, HEIUTEEHRMUBAERTHNIT, REREHXR
web.config 3244,
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&, el RHREREERAY receiver CR BRX 4, XX, EEERFERARHY Receiver MEAURITEE, [FIL X E2KFAE
Windows #1 MAC Receiver ERi,

Export Provisioning File

Distribute this file to your users to automate Citrix Receiver setup.

Name Store

URL: https://storefront.ptd.com/Citrix/Store

Access: Internal and external networks

Details A

Default NetScaler Gateway appliance:  AGEE3
Other appliances:

Internal beacons: https://accounts.ptd.com
External beacons: http://www.citrix.com, https://storefront.ptd.com

Cancel

IR R F B 2% Receiver, RARK .CR XHRE, MBI HSTEHBEMRA,

External Client

CHN: storefront.exam ple.com Glabally routable P
SAM: storefront. exam ple.com

SAM: storefrontch.example.com Internet zone &

SAM: accounts.example.com -

YOEMVEN : OMS
i OMZ Firewall
router
Storefront.example. carr=F irevwall Public 1P
192.168.2.4 Or Storefrant.example.corr=VIP 192.168.2.4

& Local LAN/Caorporate domain n

%
Internal client Windows MLE cluster
HenfppiXenDeskiop 7 x
182.168.100 OC/CA; 192.168.1.5 192 1681 .9
DDI—[;{T{JSIQ Windows Server 2012
Cluster nodes
192.165.1.2

Starefront.example.com=
StareFront LB ar Server P

19216818  1821688.1.7 182.168.1.8
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i B KR XN

Jun 15,2017
A ERREA T AA AR IERRREL AN XRFRIMRRR, AT LU ERE KRS RA # S B ER SDK IREME NIERNE ERAEH, EBLL SDK, Ea LR ARTHERRZFNEE. BUREHFURRERSHE, B
FAE R, RSRRAREEERSDK”,

SER : StoreFront #1 PowerShell #2448 FEERRIT FF, M PowerShell #2414 EE StoreFront B 2/, KIANRN StoreFront BIEHEHIA, FR, #TF StoreFront #2HIA Z AT, KRR PowerShell BIFTH
wfl,
fEFTE StoresModule A ERE) PowerShell cmdlet ERBRRE. LT PowerShell A E& AT HINAR #5 HIRRR :

$dsinstallProp = Get-ltemProperty * -Path HKLM:\SOFTWARE\Citrix\DeliveryServicesManagement -Name InstallDir $dsinstallDir = $dslnstallProp.InstallDir & $dsinstallDi

{5 FA LERREE P IERRREIRRRAR, HRRERE T AR, R MERRERE R E T8 ERE A EMARR, ERMUT cmdet :
Set-DSResourceFilterType : HRIERIEREIRE HRKRT,
Get-DSResourceFilterType : REX StoreFront fRIEMRA & EIHRIFERE 52K,

ER : RERARERE, ARERAXET.

6 LR AT ARIE XN RRGR, BIAIM XenDesktop 5 XenApp JRAMIGE, XX 2 ARIEIERGR MR i chIERAE B,

HERRER AT ATE AR SR SRR TRT, BFEERRMERRFE R FRIT, M-SR ARKRSFEBIXRFTER, FMRRPRIRRTRINR, IR SRR MERRRR S A & i KR L ENRR, ERUT
cmdlet :

Set-DSResourceFilterKeyword : AR IBRIR XRFRIE HRRR,
Get-DSResourceFilterkKeyword : REXRRES XRFHIFIZR,
UTFARFRBFREXART, TRERTR:

e BN

o NE

BRFIARFHRRE B, ISR ARFRAE B F T,

LUF v 5 & FRRRER MR BERR T RRIR

Set-DSResourceFilterKeyword -Siteld 1 -VirtualPath "/Citrix/Store" -ExcludeKeywords @("WFS")
TR ARNRRRENERRRR R

Set-DSResourceFilterType -Siteld 1 -VirtualPath "/Citrix/Store" -IncludeTypes @("Applications")
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EREEXHRTE B

Jun 15,2017
o] LA FREC B SU4RASBEEBR Citrix StoreFront B2 #EHIBRER Citrix StoreFront #0 Citrix Receiver for Web EZE HARE,

A LBRER Citrix StoreFront RE&3E :

KA ICA XHREARK

2 SHREY KR

B %K Citrix Receiver ZXXXIE

FE1E Receiver for Windows K77 R ARG

A LAEER Citrix Receiver for Web REEAL1E :

o KEXFARMKERAR
o T AN R STE-RRK”
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(A E S ECE StoreFront

Jun15,2017

AXRT FEEME M Citrix StoreFront & IEHIARTHH Mt F B (ER.,
®F ICA XH#RA R

R HREIRR

B ER Citrix Receiver EXERHE

FELE Citrix Receiver for Windows X7z ZxF1 FARE

StoreFront #24t TR ICA XHRITIHFREAMRR, LUEXFFLLINEER Citrix Receiver RABERINX 25 K B ZSEMIKIR, 7E StoreFront RRAXIHRETIEER, RUFHEMARA StoreFront ARREE N ARRTER
HORERFA KRR AR 2 FERAE AU ICA SUHRITRE, ATLMEMA StoreFront ARRER ERITHIRAE RR T IAA EAR ICA STHRITRE., TR ICA SXHRERRIN AL KRB BRI L Th AL 2RI 1S 72 BE 4L R
£, MRERERIZAR, £ ICA XSG FREERE, FREET Citrix Receiver, E Citrix Receiver MELBR E R TS RRG B4,

EiBR StoreFront J¥XRAF ICA XHRERR, IRHALHIESTARERTARARIAR, MRERF D EERAENE, REORAMIBERATHRFIE. RS ERENBRFAERE, LT HEREBERZ ARG
S ARNER & AR,

RF ICA R, Citrix E2RfE A M2 HRRRRHLRERRRE FA 5 REERALRRIG M (R E 3 SSLRERK, 1R ITHE MERRRHIRRG 14 4 806N, RAJLAEARAE SSLER (HIANARRERRR) , s&RE — N HT HARKERRAIRRNFE
15 H 4 RN FARRR,

HRIERT, ICA XHREIRRIERFAEE PRTF R ARR. ERA ICA XHRERRTIAE, 2% ERRRA SR B X4 3#R1T Windows PowerShell a4, % X7E Citrix Receiver FIRF ICA XHREIRRBIRRIE 2, BS
® ICA R4 ARRAT FE LE KRS B 7 7 {5 FRR2E IR 2 P 3R

SER : StoreFront #1 PowerShell #2414 FRERRIT 7. £/ PowerShell #2414 EE StoreFront ELi@ 2 A, RIARXR StoreFront BIRHEHIE, R, FTFF StoreFront #2H|& Z AT, RXRPowerShell BFFH
f5l,

HE : AZRREBEP, B—RRER—SRRGZUERIRRBRMEE, #R Citrix StoreFront BIRIEEI A REERE M EMARRE LRT. STRE, RIFOEERATHEESREZIRRER, UEEHEBES
At IR K2R .

1. HIREATRICA STHRITREKIRRAE StoreFront ARXSF L#Y Citrix 334 ARKRRZRA AT A, Ti7E L Al FARMIRRAZRA R = .

2. SO ARRER T FFRA EE ) web.config S0, RXHHEHGITF Clinetpub\wwwroot\Citrix\storename\ BRF, HEAR storename RRERFA #IERRE 18 EHE TR,

3. RSO RRE B TR S

4. BEATRINEMRMNRIE RS HH, WTAIR,
certificateid" thumb="certificatethumbprint" /> ...
Hrh certificateid 2 TR EIEECE X4 PRKAIR, certificatethumbprint 2% BIEE RARREIRHHE (HiER) .

5. FERLSCH AR LT TR,

6. 1 enabled BHMIRE NN True, RRFAFEERA ICA XHREMRR, ¥ certificateld BMHERIRRERA RRERE 1D, BIHR4 Y certificateids

7. MREFEAIR SHA-1 ZAMEMISHBIE, RIRIER T hashAgorithm BIHEFIRRER sha256. sha384 =% sha512,

8. ERRAEEMMRAIR Windows PowerShell, HEGBRREOPRAL TGS, LSRR B ERRFLR,
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands $certificate = Get-DSCertificate "certificatethumbprint" Add-DSCertificateKeyReadAccess -certificate $cert
Hrh certificatethumbprint 28R 75 5% 4 AR HIRRE R EE,

BRERT, XHREXRERAEEPRTFRARR, B, YA ERENAX AR, RREFABTTREERE ARRMRARERF. EXRMAXAREXY, RRRRAEEEREX 4.

BE : AZRRBHBEFR, B RREA SRR ERRRBRNEE, #IR Citrix StoreFront FIZHELFIA KA ERE PIEMEMIRRE LT, STARE, RITHEEATHEE SE 2IRRER, UEEHEREH
B ELfth ARRER .

1. A XARRRR T FRAREH web.config X, RXHAEEAT Clinetpub\wwwroot\Citrix\storename\ BRH, HA storename 2RERF B ERRE 15 EHIE 5,

2. E X RRE LT TR,

3. J¥ enableFileTypeAssociation /& MHIREE TR of f, KRS 55 F SCHFREL KR,

Citrix Receiver FARENNFAREIER, ZARIER T, BRGERHFRRIR A, o URRRI A RERHNE E WA ERER. ERRH B ER Citrix Receiver SRRKAE HAIRRIA, AT LRRE ARRARRE S ¢

BE : AZRREBBEP, B—RRER—SRREBZUERRRBRNEE, #R Citrix StoreFront BIRFEEI A R ERE PAEMEMARRE LT, STRE, RIFOEERATHEESREZIRREY, UEEHEBES
By H At IRNER
1. A XARRER T FF S ARRARKEY UsernamePassword.tfrm XX, RX#HEEAMTF Cinetpub\wwwroot\Citrix\Authentication\App_Data\Templates\ B+,
2. TERXA R EILLTFT,
@* @Heading("ExplicitAuth:AuthenticateHeadingText") *@
3. AR, RIRAIRFIERAR @* RER@*, BUERDHIERIRR,
@Heading("ExplicitAuth:AuthenticateHeadingText")
Citrix Receiver FARAE B R{E ALt S ARRARREIRAREER, HEEIMRMRR A RER", HE X ABERAIICIRA,

4. BEEHERXA, B FH AR IS OERARRE ExplicitAuthresx XX, RXH@EEALTF Clinetpub\wwwroot\Citrix\Authentication\App_Data\resources\ BRH,
5. R IRBILIT TR, W ITRPXAE, LS FARIERREF 5 HRRARRBIRA B ERTE Citrix Receiver HXXHE P& M R A,
My Company Name
ERfE A At X IgRE 8 RIS Citrix Receiver SRRRIERRSI AN, RRRANHLAISI ExplicitAuthlanguagecoderesx, A languagecode 2 K IBIRERRAF,

HeiER T, Citrix Receiver for Windows < 7£ FAREN StoreFront RFAREREFRE R, ERELE Citrix Receiver for Windows ({8 Citrix Receiver for Windows Enterprise Br%4) Rz FARBIZER, RKNATF S198R
ARREYSZ {4,
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BE : HLRRBIMBEF, B—RRER—SRREE U ERRRERAESE. #R Citrix StoreFront BEIRIRHIA RIEERE FHEM E RN ERIT, SRR, RITWEDE FTHLE 5 o 21 RREEN, LMERFTERE R
By E At ARNER o

1. {H A XXARRERT FF inetpub\wwwroot\Citrix\Authentication\App_Data\Templates\UsernamePassword.tfrm 34,
2. EHSXHHHEILITT,

@SaveCredential(id: @GetTextValue("saveCredentialsld"), labelKey: "ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked: ControlValue("SaveCredentials"))
3. AR TATRRA,

Citrix Receiver for Windows FIRE R ER{E A it & {3 RRARREIR A B ERER R A H BN, HREFEMATF Citrix Receiver for Windows Enterprise,

i

==

EMRWBMRERT Y, SRBARFTEERRERIFRRMNERR, Citrix TERRE T MR AT LB HRRREERG IR, A EMRREHE AR, RBREREMRZAIRITRD.

BRRIERT, Citrix Receiver for Windows EREFR EXRAK ARG, BEREILETANEFE, RRRREFSEMR :

1. KE REG_SZ B HKLM\SOFTWARE\Citrix\AuthManager\RememberUsername.
2. [SHmRER false”,
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FRAGESTABELE Citrix Receiver for Web 158

Jun 15,2017
AERNRISEER Citrix StoreFront EIBEF| SRITHIEfth Citrix Receiver for Web i iR B2 & X,

INREA Citrix Receiver for Web i s AIRIR M S EAMRARF, REREL T HONRTEEORARARERR, ARG =G, &
HARIEER, MRRAE—NEEAERERER, ITRLREEHZENEARER, REEESERRERG ANERK, & HRLR
B, KN E S,

BE B2 RRSGHEF, I—RREMA—GIRRES U EAARREBNIECE, R Citrix StoreFront EIRZEFIGREREHHEMH

fiARRER LRIT, STAE, RIFREDE e S L B ARREER, LUEEHTERE Y E fh ARRER,

1. fFRAXARRERTIF Citrix Receiver for Web Ui s #9 web.config X, WX @A T
C\inetpub\wwwroot\Citrix\storenameWeb\ BR#, HH storename RREEXF i iERRE 15 E B9 & FF.

2. ERH PRI T TR,

3. #F showDesktopsView #1 showAppsView B IEHIRE XN false, UOREIEF E@ARARFRRRAR (BME L IR HRERE
thEM) . MRERAT SERARARFR, R defaultView BHEMRRENR apps, LUEE ARERL ANE SERRRARFR
&O

4. TEH SRR T TR,

5. ¥ autoLaunchDesktop BHHIRE LR false, LUEEAREN B RE— N Sm I #RARGEAR, BRLE Citrix Receiver for
Web i = B RKRXSR H,
#NR autoLaunchDesktop BH#RER true, RERE—NTKRE T ANAREK, TRTFXZEFINMAEE, RARMRARERFET
REHRE.

SR : ZF Citrix Receiver for Web b R BENERRNEE, 8K Internet Explorer KR4 2 B FARRIFRES SR AN E“A it
Intranet” =X A {5 i " K15,

ERIER T, Citrix Receiver for Web RAREARR (RREHORNA FARAIRK) FIREIME (BRESEKR, FaE el RERERMED
RFHIRARERF) RAMEERRHRMRATRRR SRR, RN S 4R RRATER, FEERMmIEE KRR,

BE : £ZRrFHEP, I—RREA—E RS ENRRSERMEE, #AR Citrix StoreFront BIRIRHI & RIEHEFHEME

fthARRE: ERIT, SEAKE, RITNEDEATHEE BRI fRNEEN, LUMEBHTERE F o H i iRRER,

1. A XARRERITFF Citrix Receiver for Web 45289 web.config 3x4, ItbXX @ E AT
C\inetpub\wwwroot\Citrix\storenameWeb\ BR#, HH storename KREEX A FIERNE 15 E B £ 7.

2. ISR T TR,

3. % enableAppsFolderview B M4HIRE AR false, LAZEFA Citrix Receiver for Web BY“FkFIRFA T2 5 SCARRK,
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{RX StoreFront BPEMEZ L

Jun 15,2017
AXESANMEEFEFEE StoreFront RKEJRESBRRREZ LML AE RS,

TLUEBEAEZR IS BEZER StoreFront, BEFE, ITEEXIIS BLE.

XHRE A
AURARERRII B HRESR,

StoreFront R ERRKRBPEARAU T XHRES :

ZEREA)
.appcache
.aspx
"cr',

.CSS
dtd
.gif
.htm
html
ica
Jico
Jpg
Js
.png
Svg
txt
xml

SRR Citrix Receiver for Web R T Citrix Receiver B FREH AR, StoreFront RERFAU T XHRES :

e .dmg
e exe

INERA T Citrix Receiver for HTML5, StoreFront REREAUTXHRES :

e eot
o ttf
e woff

StoreFront ZERERRKRAERLT HTTP XX, A AR FoR{E AR5 H AIRK,

o GET
e POST
e HEAD

StoreFront "EELUTEK :
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ISAP| XX23
ISAP| KR
CGl 12
FastCGl i2%

Important

o StoreFront BXRkT2EE. RDELBE NET EERRER & "HEK.
o StoreFront AZHFRENILREAMIMRERFT, RPESRRLED RRE,

2% StoreFront K, [FHEERAREF LR FERRERRRER RREIREREZE AN EFEER £ HREERENEI— T RIERGE, X
EREXF 25 R E R 2 1T,

BAEEFNREARIR, RERRAS4 StoreFront /A, FEHBREMRA,
StoreFront ZEFRELLT Windows RR :

Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
Citrix Cluster Join (NT SERVICE\CitrixClusterService)

Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)

IN5RK XenApp 6.5 BRi& T StoreFront Kerberos RERZEfk, KIFKEE Citrix StoreFront RRKRARK (NT SERVICE\SYSTEM), LhARRES
Z—RHRREFE T RWIXT Windows ARR,

£ L ER B FIRRFR "R 43 A 51l (B B9 StoreFront Windows ARREC EREL NETWORK SERVICE &E{9E&EK, Citrix StoreFront RRRKARK
LLSYSTEM B3 &R, REBEXRIEE,

StoreFront RS A “EEX" R SRP RN FIRK :

e (itrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
e (itrix Cluster Join (NT SERVICE\CitrixClusterService)

StoreFront & ERERNRE 2 F BEEFARIT, LUERITLLTRE -

KEE. WH. RAFIRERRRLL K RERKRHIRRKRR

REXA B A Windows SEER

AINFIRFR L BIRFERTT (GAC) 1Y Microsoft .NET Framework F2FF5
RX3Z 4R Program Files\Citrix\<StoreFrontLocatiorr

N, ETRAIRER 1S RFAFERESRRAN 11S Web RFEBFZ S

AI0. B TRAIRER A b Z2 XA B A KRR
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o NMNFNRER Windows BRREL K PowerShell EIERTT
e EA Microsoft Windows Communication Framework (WCF) i# s

1£ StoreFront B, LREFIRMEFTR, BARTEL,
StoreFront ZERFREL F AL £K

CitrixClusterMembers
CitrixCWServiceReadUsers
CitrixCWServiceWriteUsers
CitrixDelegatedAuthenticatorUsers
CitrixDelegatedDirectoryClaimFactoryUsers
CitrixPNRSUsers
CitrixStoreFrontPTServiceUsers
CitrixSubscriptionServerUsers
CitrixSubscriptionsStoreServiceUsers
CitrixSubscriptionsSyncUsers

StoreFront RXKKRLE Z2 2RIRRE 1D, REEZSRATF StoreFront NERBIRRIZESN, 75& A F XX HRE Windows KRR, K18
CARLERENRE 15

ARRZS KN,

1£ StoreFront A1, ARREIXXA FREYIRRFANKRZ £ 4 (TLS) ML £, WNRRERAE ICA UEFREIRK, StoreFront Rel LU FIRKK
ICA XEHRITHERE

BERE—RIERR_E%EE Citrix Receiver B FERKA B FRFRE-AIKRRK, FMHRIE StoreFront fRXES EREAMBARRESKR, 15FEKK
MR ERtLREN, ESRERNAR, RRESSHERENFERAERALHEE (BT discoverReceiverdomain, Hr

FERIFRA TR 2 FEIE AR E XK, th el LE AR FRAERRAT BRI E kK, B2 Citrix Receiver 55— RRIEZ
StoreFront fRXZEN, FERGEE—MREERE, & TFRFREVIRRRARRE S M E MRS (HR—BER, 8XRELR, KSR
B & T RF R FIRRRK,

INREH ERBREREREIE URL BiERA Citrix Receiver EEEEHERMK, H HAFHE FRFREHINKKE, FB% StoreFront iRRES £
MR R ERTRIERES AR, FHHE AR BRI A K,

S HEEERK

BHOMRIRRFINA S R EE AT S REIE, StoreFront £1ENE B {HRRERRSRA B IERE K — N BRE MK, TR
StoreFront 4 A BRERKKAE TR EH A HR,

Citrix 32 {4 IR XRK

StoreFront 7£ B &KX Windows M#FR (Citrix 22 {FhRN) A#ERT %MK, Citrix Configuration Replication Service, Citrix
Credential Wallet Service 1 Citrix Subscriptions Store Service #B {8 FARLERR, B¥&EAHIEA StoreFront fRNZFEFE B RERNAIE]
AN, REERRNFKR TLS RATR LIS, FEARLRRARA/E TLS RRIERN, NLERRETENE StoreFront RFARIE K& 4 StoreFront XX
Er, r2E5UE Windows RERIINE,

A RRE KR
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StoreFront 7£ \Scripts FHISHRAEFERT %1 PowerShell BIA (psl). BAR StoreFront REAF FARLRIA, RLEHIARE T AR
ERTHREIRNEE PR, REHADRSE, ol StoreFront 2 PowerShell R1TERME, FiRER(EHEMA AllSigned %R&, (BR
B RBE R 2%, ERREFELERIT PowerShell {78, ) StoreFront R PowerShell R1TREE,

RFR StoreFront FR&ZE“ZEENRMAE"FERHHARERR, HZ, Windows {BARERBRIE LRRITARRERK, EREERRITKRRIT
PowerShell BIARS HRIERR,  (F0RRKK ARITRN, RRESFERIIE“FNEEHRREZERH, F B StoreFront PowerShell BEIA S AR
7. ) FARERRINEZEEHNRMREFRFE, Windows FEREZEREE, ATLESER StoreFront ERfE M “Z{EEHIK

A" FRHRER LERN,

EAERKER, Citrix ZRER Internet KIEZ LM (IPsec) 3t HTTPS RRE{RTE StoreFront 515 RKSS 2 KR EIENZ L, IPsec
& Intermnet XM —KERRER, AIIREKNE PRRFINZEREE, B T UREIE ST EHBERNIIEE, BT IPsec 2 — FIRKKN
&, FEZFEMAERETEEATFESRMK, HTTPS FREZLEZTR (SSL) MREZ £ M (TLS) RIS IR HRAHEIEINE,

A {EF3 SSL Relay kR StoreFront #1 XenApp IRRER ZREWEBEMIER S, SSL Relay EBRIT EN B {PRRF1EIE N HI B
XenApp R4,

Citrix E2Rf&F NetScaler Gateway #1 HTTPS 3#3{# StoreFront 5 FRKKZ RHEE L L, EFEH HTTPS, StoreFront k%
£ S {HRRERRFNE <RAIRFAEEIE B Microsoft Internet Information Services (I1S) RFIEZER F HTTPS, MNREAESEM IIS
F2&, StoreFront fHEMA HTTP RIT@(S, Citrix REVEERAE 7E £RKEE PR TSR StoreFront B %&£ # FRKIE,

WRIRIES StoreFront FHER Web 1 (& ik OMEER) HIBEBEM Web REAFER, KR Web RERRFHEENTMRZE
KXA] REXETEHIPEK StoreFront BB L 2N, NMRMEFZEFTAREENEZLRE, Citrix EBRIGERIHRE Web igHERE
StoreFront,

StoreFront 24t 7 8 FH IRRES £ Y18 ERKK |CA SARITEFERG BIRK, LUMEZHFLIhEER Citrix Receiver IR ANBERRRX 4 2 B 3
B2 EEMREE, aTLAMER StoreFront fRRES ERITHVIRVE RRAT TR HEL (28 SHA-1 #1 SHA-256) R ICA XK
TG, BXMER, RSRA |CA XHRARK,

A LASeRfE A Active Directory 18 &E#E &R Receiver for Web iif s FARBERSIRY I HINE B CHER, B2, RENBERNRS
Ih e 5 BERAR L AT KN{E FAR & P RRARRE (E AR A Fa s B0 AR, 40 RN % £ SR BRI FIREBNE SN AR IR BRI N ER {6 A, WARR AR
ToiEMERRIRA ST AR REE . NEE B PRRARRR, BANECERELE Receiver for Web Ui s FARE X B S H#R, BEZERE EIHE
HEML, BRRER, RSRL AR,

RIBRZ £, R)EAMBRIEZIMRABHHA B ZEEHNE ERE, RIYRESHAS HIEIMPRE B ERRER Citrix
Receiver for Web 3 2 B ER 4K, INRK HTTPS KIEZEECE T StoreFront, RIAIRIER B EXR BB ANFTAREHEH
HTTPS.
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X FIKA StoreFront BEdi&

Jun15, 2017

aLRE StoreFront BB EEERE, REIERIRRISIBEMIRRENELE, NRNERECIEETRARRES: £, iR ESHIR
IR, ARERDEHTEESNEE, IR BERIRRESEESHIVE Rk, HEFERAEMEMD PHRARENEFEE, WRKM
%, RENEEMIFLURA zip FEMNTERER, NRERERRINFERD S, RENEEMIIFLL ctxzip BFEXER,

RHEFIRA StoreFront AR BRAYF EENX
FAFmEFER% StoreFront KD A PowerShell £1ERS
PowerShell cmdlet

AC ERH FIRA =B

o EEFAMEMPEIEMENER URL, REHEEERARNE: EERNFHENEAR URL?

o UBIREEA T EM Citrix ERfZHRR SDK =, HIINERE BHRRKE=HEFHME ER? INRE, RURERA S SR F
PR EME B ZAI, EAMERARRE LRERET, MRFLERARRER ERLEMENS PN SDK 2, BEERARIER”RK
K, MRENEENAZIRRZZRF, RERBIFTEMRRLEZ%E 5 DR,

o FLUINBHMBEERD, REFIRA PowerShell cmdlet Sz #FRRF A,

o TILIELLE MR BRRANZ RIRID (ctxzip), B2 StoreFront FTEEHINE AR B HIRID X (zip), F0RFE B F BRRINZE IR,
R{E A& & FrREY ZRA) PowerShell EiERR EFHNITRE.

e |IS YFIE %% StoreFront B9 Web b (RHARRES) BY SitelD RS 1IS P ERERERERISEY StoreFront BEEEHIBR Web 4
= (RARRKER) B9 SitelD PTfg,

PowerShell £#ER& B Windows RRFEREZ FIZRRAK, PowerShell E1ERE AT AR BRI A FEPRTRZLIRK,

pa =)
ENFEENMIEY, AFTEZFEATMITNENES. TREAEEKRAEARE, WRIE PowerShell SRARE & & 18R BRIV ETE
X% (FARATFREMRARREE) . EEEIRA, ®TLUEEEM AR,

PowerShell B3R EEREF EIERNRNIE E AR, NAFELR, HRECRKKE 2 755K Windows KR,

SUser = [System.Security.Principal. Windowsldentity]:GetCurrent(.Name

$Password = "Pa55wO0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,$Password)

Export-STFConfiguration
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S8

-TargetFolder (& &)

-Credential (PSCredential
K&R)

-NoEncryption (FF3%)

-ZipFileName (£ #F )

-Force (%RRR)

Important

XER

R 7 AL BIREH BR X

Bl : "Senvuserprofile\desktop\"

TERHREE E EERER LREIN BRI .ctxzip M2 FEH.

PowerShell EERRRE & B FMFE AT FER, RZ)ERER -Credential #0 -
NoEncryption &%,

Bl : $CredObject

EERD PR AR INER zip B3

R/DFEREE A -NoEncryption 5 -Credential 331,

StoreFront ECERS FHEBIR TR, BRI HRESR, BIE0 zip 3 .ctxzip, RRIRIERH 2R
EHZE -Credential SHKE -NoEncryption SHEBRFINXHRE S,

=5 : "backup"

S ERE R S8 ERTH LB+ EFERIRARN X4 F & BRD 7.

StoreFront 3.5 Y -SiteID SEIERA 3.6 FEFAH. ERTRAR, THEERRTE SitelD, FARKBREFE AR EFEAFE SR SitelD, Rif
1% SitelD 5 2 ERARREZ _E#Y IIS A EBHINAG StoreFront Web b sa#HPCEZ, A3 SitelD 1 ESitelD 2 WEBRA (RZIFA) .

Import-STFConfiguration

ZH

-ConfigurationZip (F#F &)

-Credential (PSCredential
R )

-HostBaseURL (&)

https://docs.citrix.com

XEA

ERAVIRD FIEM TR R, NS S XHRES, RINBHRMGFAEER zip, NEHRGD
FHER ctxzip,

Pl - "senvuserprofile\desktop\backup.ctxzip"

5 TE TER A KR BERRAN 25 IR0 (5 FE B S 1ERR .

Bl : sCredObject

MRABWSH, MHERMREENINER URL, mMmAEARLRRES P ENEAR URL,
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5l @ "https://.example.com"

Unprotect-STFConfigurationBackup

B8 XA
-TargetFolder (F#F &) R TR IR B 1R

= : "Senvuserprofile\desktop\"

-Credential (PSCredential R LSHHMRENBRISERMRNFRIR, IBESSHEETRI PowerShell EERE,

M)
M5 : SCredObject

- EMBINEMD FHEBNTERE, LRIEENXHRES ctxzip,

EncryptedConfigurationZip
(=75 ) 5l - "Senviuserprofile\desktop\backup.ctxzip"

-OutputFolder (F#F &) REENMBFERMD TR (ctxzip) WBCEINBREIR (zip) WERE, BRUNINERGEIAFRE, UEEES
fEH. M ECIUHEINER AN HRZIXERE S,

Bl : "Senvuserprofile\desktop\"

-Force (#hRN) S ERE S S8 ERTH LB EFERRARN X4 F & B 7.

ff StoreFront SDK RAZEIHETH PowerShell 2K
1E StoreFront fRREZ _E3TFF PowerShell SEE S BIAREE (ISE) HRITU T &4 :

$SDKModules = 'C:\Program Files\Citrix\Receiver StoreFront\PowerShellSDK\Modules\Citrix.StoreFront'
Import-Module "$SDKModules\Citrix.StoreFront.psd1" -verbose

Import-Module "$SDKModules.Authentication\Citrix.StoreFront.Authentication.psd1" -verbose
Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psdl" -verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psd1" -verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiverpsdl" -verbose
Import-Module "$SDKModules.SubscriptionsStore\Citrix.StoreFront.SubscriptionsStore.psd1" -verbose

NARNARNS
REEARNEE A LR RO MR BRI HRR B R B E.

Export-STFConfiguration -targetFolder "$env:userprofile\desktop\" -zipFileName "backup" -NoEncryption
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Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.zip"

RERRIE A ERAERENINZERMS HIFHERIIERNEBE,

# Create a PowerShell Credential Object

SUser = [System.Security.Principal. Windowsldentity]:GetCurrent(.Name

$Password = "Pa55w0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,$Password)
Export-STFConfiguration -targetFolder "Senv:userprofile\desktop\" -zipFileName "backup" -Credential $CredObject
Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject

BGH RRRA N ERID 171

SUser = [System.Security.Principal Windowsldentity]:GetCurrent().Name

$Password = "Pa55w0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object SystemManagement.Automation.PSCredential($User,$Password)
Unprotect-STFConfigurationExport -encryptedConfigurationZip "Senv:userprofile\desktop\backup.ctxzip" -credential
$CredObject -outputFolder "c:\StoreFrontBackups" -Force

X7 RN A LHIREEE F N HREBIRRE: B EHF HT BRr& &

ARX8s B 2¥TEE, (BERXIESRRES A BRFEE. RIEE -HostBaseURL &%, ARRE: B h2— N EBE ™ BR StoreFront &

=y
ZRo

1. RE— PowerShell £ERE HRH — P I1F I ARRES A B E.
2. 7EiRXES B EREE— PowerShell E4ERS, {FHNBRS NBRMORE B ZBRER,
3. {#H -HostBaseURL &3, M%AkRES A BLEHFHIARIARRES B L.

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://serverB.example.com

X7 ARRE: A £ BIREECE I 5 A hRiD B R RN B EAIREEHE
kX2 B RECEMRMINEERE, ERARNES A lBEE#MARRES B, ARRES B XX 5 AkNes A ANEFE. f§%E -HostBaseURL S,

1. KEE— PowerShell EERR HRH — 2 INFRRES A BB &,
2. 1EARR23 B ERE— PowerShell EHERSR, {# A ERS INZBRORE A ZRER,
3. £ -HostBaseURL &%, @%ARKeEs A BELEH I ERABIRRZS B L.

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" —Credential $CredObject -
HostBaseURL "https://serverB.example.com"

FAERMNENELR URL RERGEHREMNTIE, FIMNE AR HIRRES %/ RS HRKE StoreFront # &K,
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2012R2 ARKES B 2 ERE, RIEVKKAY 2008R2 iRKE: A, RiE RN FRH A HostBaseURL, RZJTER AR -
HostBaseURL £#1, BRRE: B th 22— NFTRIH EAX StoreFront %%,

1. KE—1 PowerShell ZE#ERS FRH 2008R2 ikRZ: A B BN &R,
2. 7£ 2012R2 BRK2% B EXE—1 PowerShell E1ERE, #AMBRS INERDRE AN BRIER,
3. f5% 2008R2 fRRSE A IR B H IS HRA S| 2012R2 iRXE: B £, F£EFF -HostBaseURL B,

Import-STFConfiguration -configurationZip "Senviuserprofile\desktop\backup.ctxzip" -Credential $CredObject

StoreFront EXREFBEE] 1I1S FHBEER Web ihsn £, FEERREN—PEER Web i mEE £,

fRREs A EEEREEIB ER Web i = iIE LM StoreFront, A{ER IS AME AR Web b, 7E IS ARKEERIE =4 Web 5=
B 11S SitelD ® 2, StoreFront Web i s BB ER R AT AR FR— D IERRERES £ (F140 d:\) SERE ¢\ RRxREs £, {ExXR{EA
KF 189 1IS SitelD,

%R StoreFront BI%T Web i 52 EIR7E IS NEBELE, Lthih={FEF SitelD = 2, StoreFront ER{#H A& FRRES
d:\inetpub\wwwrooot\ ER#IEERZERZ R IS FBIE ER Web #4R £,

Add Website X Browse For Folder -
Site name: Select a directory for the application.

|Storefror1t | |Storefront | Select...

Content Directory I Documents ~
Physical path: I | @ Downloads
| | III bW Music
I+ =l Pictures

Pass-through authentication
I @ Videos

I iy Local Disk (i)

4 5 New Volume (D)

Binding 4 Inetpub

Type: IP address: Peort: J wwwroot

| https v| [An Unassigned v][a3 | b oL CD Drive (E)

Host name: -
| | Make Mew Folder | | oK | | Cancel

O Require Server Name Indication

SSL certificate:
| Mot selected A | Select...

Start Website immediately

‘;:i Application Pools Name * D Status Binding Path
al &/ Sites @' Default Web Site 1 Started (http) 180 (http) FeSystemDrive 3\inetpubwwwroot
D@ Default Web Site @' Storefront Started (http) *1443 (https) Dhnetpubwwwreot

@ Storefront

1. KE— PowerShell E1ERE HRE — 12 1IN ZEHIRKSS A BLiE.

2. 7£ARRES B £, {FAKRStoreFront B9E Web ih 5B & 11S, Lhiksath{ER SitelD 2,

3. 7EMRRE: B LRE— PowerShell SE3ERK, FHNERS INZERMOR(E B HERER,

4. M -HostBaseURL &%, fM%RREE A BB N ERARIARRSS B £, EAMYPE SR ID, FERID REEEZHF
®A StoreFront EZEHIER Web 34 =B 1D fHITES,
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Import-STFConfiguration -configurationZip "Senv:userprofile\desktop\backup.ctxzip" -Credential $CredObject -

HostBaseURL "https://serverB.example.com”

ARNESXN =

R 1: MIRERRIBREEE, ABEEHEHRERERERMNERRIZREEEH,

Y ARREINR AR StoreFront ARREZFAAK (2012R2-A #] 2012R2-B) K, EER{TRECERD. RITRNR, RYEFRIAER—FZREESRD
FRIAARRES 2012R2-A #1 2012R2-B By CitrixClusterMembership KX, R{TFIMERDE, HTFRREE, StoreFront FRRAZKEREH
REEEIN, Eit, ARREZRA XIEHN TR—PRR 2012R2-C, KPR EEHIARREZERER StoreFront ERERRAERE, BIERA TREER

MDA IRRESRR A B [HRID, (Bt AN = & RRES A 24 BT CitrixClusterMembership, 7ERARIZR, JHRE YEIMBIERRX R,
REEREMIIRAT XN L2 ERITER, MNRERMTHBRMDZE, MIRREMRPRARRERRNAS, NARS{REE HETH

CitrixClusterMembership,

1. M 2012R2-A R ARREIR 1 B2 &, WARKES 2B T & EE/IRRESNM EIRRES,

& CitrixClusterMembers

General

CitrixClusterMembers Properties _

% CitrixClusterMembers

Description: Memberships of the group denotes membership of the
citrix Cluster

Members:

1l “2012R2-A
1 “2012R2-B

2. AREER—ERRES 2012R2-C FHRINBINE IRREERE,

& CitrinClusterMembers

CitrixClusterMembers Properties _

General
»‘.# CitreeClusterMembers
<%
Description: Memberships of the group denctes membership of the
citrix Cluster
Members:
L “2012R2-A
1 “2012R2-B
L “2012R2C

3. YR ARRESRAVED ENERE 2 BT E N B T/EIRR, StoreFront 7ERARTE AR IFRID = & BRRES A9 L 7l

CitrixClusterMembership, FERARKIIERITRIER,

4. [HARREEN 1 EREEHRAZTI 2012R2-ARR L,

Import-STFConfiguration -configurationZip "$enviuserprofile\desktop\backup.ctxzip" -Credential $CredObject
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5. MEFRAMEERERIZNRREER, MMEMERRSBERARES —BMNEE.

NS 2 : RPIRKEEN 1 WRERE, FALMIER— N BL i FREFNRRSER, ARG, TLUFH AL FTRRIZIRERR
pIEE S ER e

NEE SR HARREE (2012R2-C #1 2012R2-D) BIBRREEN 2, BRREEN 2 BB EATREEE (BIARNEEN 1) MECE, ARREEN 1
S ENEARKES 2012R2-A 1 2012R2-B, REEFTARRZFNA{E ARG FAE R E 28I CitrixClusterMembership, #ARKIS 2 FITHY
CitrixClusterMembership FERA KT ERITRIR. EARAMWE BREFEBER, CitrixClusterMembership & £RFRE ZRAIRR
2, EENELIRRSBIMAFR RREN2 2HEME, R SRRER 1 FAREFEE, 1EE -HostBaseURL B8, ARRERR 2 S EAFH
H ™ BRX StoreFront ZEERITREE,

1. M 2012R2-A FRHAERZEK 1 ELE, RARKZS & AT & B IRKZSRET E ARKES .
2. [9RRREEN 1 ELERNA BN 2012R2-C k£, MRS ERE RN IRREIN 2 B EIRRES,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://servergroup2.example.com"

3. MMARERRETIRNEIN 2 ZRE —EH O T M HEMmIRRES, MIRRZINK 1 KA KA BRI EIRREK 2 FIE 3 RRAKIE & BRAY, XX
BT RINEFTIRRSRAIE 2 I AR —ER 45,

= 3 : P ARREZN A REECE, A RpZE =G RREERK B HECE,

ARREEN 1 FARNERR 2 ERFE FRAORIBHEBIEH OM. R% StoreFront BLE ERTEARREEN 1 LRIT, ERRTRL HARAEIR—D
FHEH O MBIARRERR 2 R, A LU B S MARRERR 1 KA BIARKEEN 2, KZI7EARNERN 2 L HIRIA 744 AR fE A
CitrixClusterMembership, RARRIEE -HostBaseURL 5%, ERARRZEN 2 EHE X URL TRXE ARG ARREER 1 HFIFAER
B FQDN #8[E. BRXEEK 2 RREBRE,

1. M 2012R2-A R RRZSR 1 BoE, KARKES 2 T & HEERRISNN £ RRZR.
2. FHARRZAN 1 BoERAFIRS 2012R2-C EHH B EF, RIS ERETIRREN 2 B9 3 RKES .

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://servergroup2.example.com”
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StoreFront SDK

Jun 15,2017
Citrix StoreFront f2HEF £ Microsoft Windows PowerShell 3.0 #R# SDK, @R SDK, FILAR{THERER StoreFront MMC

eI A ST RIAER, Al DIRTRIRBRIEH & A Fe AR BIER,

A% SDK 5%, RER StoreFront SDK,

o =RR SDK Tfl - RRARHEER SDK I, {15 RERRAN IR HIRE B A ] BRRAT StoreFront #8&. A LAE SRR LR
BIENREER, MRIEEARRIT —MHAREHRE,

o FHHERR SDK - Citrix 12 HRRAERR StoreFront SDK, BT EEEZE (SERAREME. HHRKAE. Citrix Receiver for
Web FIR—#Y Citrix Receiver #4) LAKIBR NetScaler Gateway RITRFZRK,

o [ES3AM - StoreFront 3.6 H%AE S StoreFront 3.0 RERM API, RXAELUE S 150G BIARKEIET SDK,

Important

EATHIERT, S5 StoreFront3.0 WEEERS. B2, Citrix EXEERE AR, FREFHH Citrix.StoreFront.* &K, ER
StoreFront3.0 SDK EF A, =RNF#HRER,

SDK 1% PowerShell EIERITRE, ERZLMEE S StoreFront AR, R AN HREZERL S IERTT,
XXFXIT cmdlet :

1. 7£ PowerShell 3.0 AKX shell,
WARTE StoreFront ARRES E1{F B % N A EERKNIT shell SiEIA,

2. EXEMARMER SDK cmdlet, RfE PowerShell HRERITERR,
A% PowerShell RITEIEHMIRRIE R, XBK Microsoft X4,

3. 1€ Windows PowerShell #2244 f{E A Add -Module S5 EEMNERRINE] PowerShell RiEd, 140, type:
Import-Module Citrix.StoreFront
ERAFAE cmdlet, HRA :

Get-Module -ListAvailable | Where-Object { $_.Name.StartsWith("Citrix.StoreFront") } | Import-Module

RAS, ALK cmdlet & E <REEED,

BREMAN, YTUTHR :

1. LAFR1R4E9 StoreFront &% E %ProgramFiles%\Citrix\Receiver StoreFront\PowerShellSDK\Examples X {4RA#Y
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Her—4 SDK Rl

2. REBNIE B ERE A, MERFIBEALUT BENSOMIER, BXRER, RBRRAIEH, HARNAERT HARFIRITHIE
£,

3. ERFIEUURFIHA, HERKEESHMEA, Kb, BEE:

8 PowerShell ISE SER{LLHY T ERREIAN,

o FARENREES FANIELHIR,
o REMAFZENGT.
e MEE, LUBKAINSTF KX StoreFront cmdlet,
o f#HF Get-Help cmdlet ATR#t cmdlet &%, A -Full ¥ IRE Y E 69 45 BI4E KRRIE R
A
AR REMAR, RARABRESFHERIHEENEE, Citrix BREIRBAIRDIHRISRTIZE, MAES FIHIROIBIA,
I XEA
<l - HEERKER E > A : RES S StoreFront Controller 3 BESE 7 —& XenDesktop IRXZS
HIRRER &
<l - RERFERRERE> A : ELRTHIIAER EREE, LURINIRER & HIRFERK,
<l - REEE A R AERRR X HIRFERRER E > B - ELARTRIAIAER EREE, LURINERRERKM R, MImRKE 02
B FARIAR,
<nfil : KESE R IR R BIERE> A : REZECE T R ERNL R IRRERE

THIRT T a0AREEE T — XenDesktop ¥4 25 FIKRERE

EFIBZ AT, RRNIREE SDK ARBRBHSRRIE, ATLMER NN A ERE R AIRIT B ER, A KEERERRIT StoreFront £
EHHA,

AR ARG RITHBRINEFIES, Citrix ERERBAE AR SIRITIRME, MAESFIMOREIIA,
TERAE
AEBDAABNRE StoreFront £RMHANESEOMIER. REEBTERERE SHEE,
o MNENKKIEE RHNARFED StoreFront X, 7EXETH) PowerShell lRAH, TEERA,
Param(
[Parameter(Mandatory=5true)]
[Uril$HostbaseUrl,

[long]sSiteld = 1,
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[ValidateSet("XenDesktop","XenApp","AppController","VDlinaBox")]
[string]$Farmtype = "XenDesktop",
[Parameter(Mandatory=5Strue)]
[string[]ISFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]SLoadbalanceServers = Sfalse,
[int]sPort = 80,
[int]sSSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP"
)
# R StoreFront K, E3RK{EM 3.0 k2K PowerShell, RERRAAR X ERINK
Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Authentication
Import-Module Citrix.StoreFront.WebReceiver
o IRIFRMBY SStoreVirtualPath BXXE H9RKA] Citrix Receiver for Web ARREIEERERE.
# WRAERF P IS 1A E 2 5 FA Y 5 19RRAN Receiver ERERE
SauthenticationVirtualPath = "$($StorellSPath.TrimEnd(/")Auth"
SreceiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/'))Web"
o EMNEHIE (MRHAFEFE) LURIFTFER StoreFront Service, -Confirm:$false REKIARERE AT LARKR{T,
HAENERSERFHE
$existingDeployment = Get-STFDeployment
if(-not SexistingDeployment)
{
# REFTEM StoreFront R

Add-STFDeployment -HostBaseUrl $HostbaseUrl -Siteld $Siteld -Confirm:$false
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elseif (SexistingDeployment.HostbaseUrl -eq SHostbaseUrl)
{
# HEEE, BEERMENENER URL

Write-Output "A deployment has already been created with the specified hostbase url on this server and will
be used."

}

else

Write-Error "A deployment has already been created on this server with a different host base url."
}
o TEIEEMENIRE TREHN FHMIRR AWRTHFE) . BREMHAE (B, ARENER) 28F,
# BEEEEE TESFESHRARK
Sauthentication = Get-STFAuthenticationService -VirtualPath $authenticationVirtualPath
if(-not Sauthentication)
{
# WINEERMIIN T Auth MIRFEFEEIE R 11S BRAR M &5 RRARK

Sauthentication = Add-STFAuthenticationService $authenticationVirtualPath

else

Write-Output "An Authentication service already exists at the specified virtual path and will be used."
}
o TEEERIENE TREMN SRR (MRFEFE) . BMREMHWAE (B, ARENER) 2KA.
# A EERBE T 2R FE S HRRIRR
Sauthentication = Get-STFAuthenticationService -VirtualPath $SauthenticationVirtualPath
if(-not Sauthentication)
{
# ANINGERAMIINT Auth BIRFIFEIEREY 1S BRREY D RRARK

Sauthentication = Add-STFAuthenticationService SauthenticationVirtualPath
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else

Write-Output "An Authentication service already exists at the specified virtual path and will be used."

}

o TEIETEMENERZR TRERE T — XenDesktop #2425 H1ER7I $XenDesktopServers A ER T ARRZR B3R ik ARR
(WMRHTEFE)

# FATEIEE EREEE T 25 FERA R IE R

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath

if (-not Sstore)

{

# ANINE R R & D RRARK B Ao BRRAR 5k B AR 9 BRRES BIKIR AR AR F IS

$store = Add-STFStoreService -VirtualPath $StoreVirtualPath -AuthenticationService $authentication -
FarmName $Farmtype -FarmType $Farmtype -Servers SFarmServers -LoadBalance $LoadbalanceServers °

-Port $Port -SSLRelayPort $SSLRelayPort -TransportType $TransportType

else

Write-Output "A Store service already exists at the specified virtual path and will be used. Farm and servers will
be appended to this store."

# RER{ERF s P BC E IR 2
$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.Count
# SRMT DRI B A M — L FRRIR A S

Add-STFStoreFarm -StoreService $store -FarmName "Controller$(sfarmCount + 1)* -FarmType SFarmtype -
Servers $SFarmServers -LoadBalance $LoadbalanceServers -Port $Port *

-SSLRelayPort $SSLRelayPort -TransportType $TransportType
}
o TEIETEM IS ERERE TN Citrix Receiver for Web ARRIARRIE - EREE FIRFE /1 FhR7s INFE A2 .
# HTETE E XS E T 25 F1E Receiver IRR

Sreceiver = Get-STFWebReceiverService -VirtualPath SreceiverVirtualPath
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if(-not $receiver)
{
# WH1— Receiver for Web 4=, LAE FREERRKKAE IS 2R HIRAREFRE

Sreceiver = Add-STFWebReceiverService -VirtualPath SreceiverVirtualPath -StoreService $store

else

Write-Output "A Web Receiver service already exists at the specified virtual path and will be used.”
}
o XXFIFIERMA XenApp BRK, LUERIEH Citrix Receiver ZRifAERKE 2 EX HIRFETEF.
# BERSNAREERKECE T PNA
$storePnaSettings = Get-STFStorePna -StoreService $store
if(-not $storePnaSettings.PnaEnabled)
{
# 1ERFEE XA XenApp Services 745 ERRIEL ARRES 9 BARARK

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange -DefaultPnaService

THITELRTA I A ER ERE, LURINRERRAZRRAY R E

FEFF a2 AT, MRRIR SDK ARFREREISRIEME. ATLAERANRE 7 AR RAIRIT B ER, LIAERBERERRT StoreFront BiZERY
i N

AR ARG RATEVIBRINEEFIER, Citrix ERERRBRAEFIMRBTIRITIRE, MAES FIMOREIA,
TR
AERRETRE StoreFront £RBIHARNSEROHER. REFETERERE CHHEE.
o MRERKRIEE R HFRAFTFRH StoreFront &R, TERHTHY PowerShell lRAH, FHFERA,
Param(
[Parameter(Mandatory=5true)]
[Uri]SHostbaseUrl,

[Parameter(Mandatory=5true)]
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[long]$Siteld =1,
[string]$Farmtype = "XenDesktop",
[Parameter(Mandatory=5true)]
[string[]ISFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]SLoadbalanceServers = Sfalse,
[int]sPort = 80,
[int]5SSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=5true)]
[Uri]sGatewayUr,
[Parameter(Mandatory=5true)]
[Uri]$GatewayCallbackUrl,
[Parameter(Mandatory=5true)]
[string[]]$GatewaySTAUTrls,
[string]$GatewaySubnetIP,
[Parameter(Mandatory=5Strue)]
[string]$GatewayName

)

Set-StrictMode - kk# 2.0

# (IS ERE TR,

SErrorActionPreference = 'Stop'

$ReportErrorShowStackTrace = Strue

SReportErrorShowlnnerException = Strue

#®A StoreFront &K, ZEK{HEM 3.0 fR 2 #IH PowerShell, REMRATRZHFBRINK

Import-Module Citrix.StoreFront
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Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming
o ERNA LARTHYZR I AREE — N EBRK StoreFront E3E, EAEE NREBRY RIRFERN,
# JEXKFAKKER Z R BKSERNER &
$scriptDirectory = Split-Path -Path $SMylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "SimpleDeployment.ps1”

& $scriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers SFarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype SFarmtype *

-LoadbalanceServers $LoadbalanceServers -Port $SPort -SSLRelayPort $SSLRelayPort -TransportType
STransportType

o NENRHE S #1TH B AENKER E HRE A ARRLA ST FFRAERRNR o
# RYERFA P IS A TE & 19 XRFN Receiver IR
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
Sauthentication = Get-STFAuthenticationService -StoreService $store
SreceiverForWeb = Get-STFWebReceiverService -StoreService $store

e X Citrix Receiver for Web ARXRF {8 F NetScaler Gateway REZRKKFT & HY CitrixAGBasic, Mz #FRIRKAREY Citrix Receiver
for Web CitrixAGBasic #1 Explicit Forms F{pRKA %,

# MEZFHRRAREY Citrix Receiver for Web CitrixAGBasic #1 ExplicitForms &{2%X7 %,
# SEETREN, ARG UEREER (MR2H)

SreceiverMethods = Get-STFWebReceiverAuthenticationMethodsAvailable | Where-Object { $_ -match "Explicit" -or
$_-match "CitrixAG" }

# 1£ Receiver for Web #iRF CitrixAGBasic (RITRFERNKEE EXA )
Set-STFWebReceiverService SreceiverForWeb -AuthenticationMethods $SreceiverMethods
o NEHRRARRNA CitrixAGBasic, RITRFZRNKT EXF,
# MEREEHIRRAREY CitrixAGBasic H13RRA &,
# AfEETEN, ARERATUERER (MNREH)
ScitrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-Object { $_ -match "CitrixAGBasic" }
# 11 A RRARRARA CitrixAGBasic (RTRFZRNRTE EXA)
Enable-STFAuthenticationServiceProtocol -AuthenticationService $authentication -Name $citrixAGBasic

o HINRFERRM*, IRMHRINTIRFM IP Hbit YR, FH7E ERERMIRAEE B 5E ARM %,
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# 50N F FRAZRKETR A 78 1 RO #T I <

Add-STFRoamingGateway -Name "NetScalerl0x" -LogonType Domain -Version Version10_0_69_4 -GatewayUr!
$GatewayUrl"

-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityUrls $GatewaySTAUTrls
# MECE PREVFTM X (W1R -PassThru {ER— DN S#IR 4, ®Add-STFRoamingGateway & EI#7 R < )
$gateway = Get-STFRoamingGateway -Name $GatewayName
#INRBHT WX FW, RERMRRR ERERT M
if (SGatewaySubnet|P)
{
Set-STFRoamingGateway -Gateway $gateway -Subnet|PAddress $GatewaySubnetIP
}
# TEFTRAREIE T R

Register-STFStoreGateway -Gateway $gateway -StoreService $store -DefaultGateway

THAIELRIRIEIARR ERE, LURIIEERRFZRNA 2 A S R X HERE,

EFFIBZAT, RRMIRER SDK ARBPRBHSREVE, AT LAMERANRN A AR RAIRIT B ER, L4 K EERERRIT StoreFront SREM
i1 N

AR ARG RATEVIERINEEFIER, Citrix ERERRBR A FIMREI TIRITIRE, MAZEFIMMOREIBA,
T EHA
ARERDARATRE StoreFront £RMHARN B OER. MEBEEITEEERE SR,
o MRERKNIEERHFRAFFH StoreFront R, TERHTHY PowerShell lRAH, FFERA,
Param(

[Parameter(Mandatory=5true)]

[Uri]SHostbaseUrl,

[long]$Siteld =1,

[string]sFarmtype = "XenDesktop",

[Parameter(Mandatory=5true)]

[string[]]SFarmServers,

[string]$StoreVirtualPath = "/Citrix/Store",
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[bool]SLoadbalanceServers = $false,
[int]$Port = 80,
[int]sSSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=5true)]
[Uri]$GatewayUrl,
[Parameter(Mandatory=5true)]
[Uri]$GatewayCallbackUrl,
[Parameter(Mandatory=5true)]
[string[]]1$GatewaySTAUTrls,
[string]$GatewaySubnetIP,
[Parameter(Mandatory=5true)]
[string]$GatewayName,
[Parameter(Mandatory=5true)]
[Uri]$OptimalGatewayUr,
[Parameter(Mandatory=5true)]
[string[]15OptimalGatewaySTAUrls,
[Parameter(Mandatory=5true)]
[string]$OptimalGatewayName

)

Set-StrictMode - k7 2.0

# (IS ERE TR,

SErrorActionPreference = 'Stop'

$ReportErrorShowStackTrace = Strue

SReportErrorShowlnnerException = Strue

#®A StoreFront &K, ZEK{HEM 3.0 fR 2 #IH PowerShell, REMRATRZHFBRINK

Import-Module Citrix.StoreFront
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Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming
o XA BIRFERRERZ A A AR B E A B E FH IR IRFZRRNR,,
# KEERFEXRERE
$scriptDirectory = Split-Path -Path $SMylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.ps1”

& $scriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers SFarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype SFarmtype *

-LoadbalanceServers $LoadbalanceServers -Port $SPort -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUTrls -
GatewayName $GatewayName

o NNNERER FERRRI X F M AT BC & B X 511 2% FRRERRR X
# NN FE FBRRAE HDX RS E IR FA A2 R BOHT I %

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -LogonType UsedForHDXOnly -GatewayUrl
$OptimalGatewayUrl -SecureTicket AuthorityUrls $OptimalGatewaySTAUrls -PassT hru

o XEXRFIFAEARRLAGE AR EMR, SEARR X 15 H 23 EoRM 65 B RRA T BIRK,
# NEX@K SimpleDeployment.ps1 Bt & MIRFE S
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
# TERTXAR P S A SE AR K LARAT AR (HETE — 1K) RX
$farmNames = @($store.FarmsConfiguration.Farms | foreach { $_.FarmName })

Register-STFStoreOptimalLaunchGateway -Gateway $gateway -StoreService $store -FarmName $farmNames

LUFRAIERRERE A ERe FRE, ATFRINEE EERRG mEHE,

FEFF a2, MR EIR SDK ARFREREISRIEMF. ATLAERNARE 7 ERLLRAIRIT B ER, LIAERBERERRT StoreFront BRZHY
i N

AR BRGNS RITBIERINENIES, Citrix BRERBRAXEPMRRSRRTEE, MAEEFRIROIBEA,
TREE
AERDAA R StoreFront £RMHANSEOMIER. REBTERERE CHEE,

o MNEXKKIE E K HRAFTER StoreFront #2RX, 1EXHFTHY PowerShell lk A&, FREERA,
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Param(
[Parameter(Mandatory=5true)]
[Uri]$HostbaseUrl,

[long]s$Siteld =1,

[string]sFarmtype = "XenDesktop",
[Parameter(Mandatory=5true)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]SLoadbalanceServers = $false,
[int]$Port = 80,

[int]SSSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=5Strue)]
[Uri]$GatewayUrl,
[Parameter(Mandatory=5Strue)]
[Uri]$GatewayCallbackUrl,
[Parameter(Mandatory=5Strue)]
[string[]]$GatewaySTAUTrls,
[string]$GatewaySubnetIP,
[Parameter(Mandatory=5true)]
[string]$GatewayName,
[Parameter(Mandatory=5true)]
[Uri]sOptimalGatewayUrl,
[Parameter(Mandatory=5true)]
[string[]]$OptimalGatewaySTAUTls,
[Parameter(Mandatory=5true)]

[string]$OptimalGatewayName
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)
Set-StrictMode - 7 2.0
# (I EEER R TR,
SErrorActionPreference = 'Stop'
SReportErrorShowStackTrace = Strue
$ReportErrorShowlnnerException = Strue
#RA StoreFront K, ERKfEM 3.0 k2B PowerShell, RELARAT ZHF BRINK
Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming
o 1R#E SStoreVirtualPath HY R ERRER R B RRERERZ,
SdesktopApplianceVirtualPath = "$($StorellSPath.TrimEnd('/")Appliance"
o XAZINKERZBA LI E S 2 iR IRREIERER E
# REERFENRERZ
$scriptDirectory = Split-Path -Path $SMylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.ps1”

& $scriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers SFarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype $Farmtype °

-LoadbalanceServers $LoadbalanceServers -Port SPort -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUTrls -
GatewayName $SGatewayName

o XENE AT S EKNL RARAEERK, # 8 Add-STFDesktopApplianceService cmdlet AIRINE & % £ @+ B # AR A
R F RS PRRAIHT IS =

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath
# {50 A AARIN P 7 I AR ) S TR 6 % TN s

Add-STFDesktopApplianceService -VirtualPath $desktopApplianceVirtualPath -StoreService $store -EnableExplicit

RILATE StoreFront EERHIA FEE SAML HHR (RSREE S HARR) , weUEALLT PowerShell cmdlet E2& SAML
AR : Export-STFSamlEncryptionCertificate. Export-STFSamiSigningCertificate. Import-
STFSamlEncryptionCertificate. Import-STFSamiSigningCertificate. New-STFSamlEncryptionCertificate. New-

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.199


http://docs.citrix.com/zh-cn/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html#par_anchortitle_d712

STFSamlldPCertificate. New-STFSamiSigningCertificate,

AT LAMEA cmdlet Update-STFSamlldPFromMetadata E &2 RITEF SIRRIZHF 2 RRRTTEIE (RRF. MR, s skHE A
fidi&) , 7ELLIER TR StoreFront,

RTFEERA S PRRARRE &R Store”# StoreFront RFARE, TR =9
https:///Citrix/StoreAuth/SamiForms/ServiceProvider/Metadata
INREHF D RERF R THIERA, BLETLUGEIER LEH URL, ER : RYURER HTTPS RfT,

ER StoreFront X B B IREIEFHTTEIE, TLUERLLT PowerShell :

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.200


javascript:void(0)

Get-Module "Citrix.StoreFront*" -List Available | Import-Module

# Remember to change this with the virtual path of your Store.

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the following:
# Note again this is only allowed for https endpoints

Update-STFSamlldPFromMetadata -AuthenticationService $auth -Url https://example.com/FederationMetadata/2007-06/Fedé

# If the metadata has already been download, use the following:
# Note: Ensure that the file is encoded as UTF-8

Update-STFSamlldPFromMetadata -AuthenticationService $auth -FilePath "C:\Users\exampleusername\Downloads\Federatio

a] LA A LA B A S H 45 ERF i RO ST 3B #0 ACS (Assertion Consumer Service) I so
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# Change this value for your Store

$storeVirtualPath = "/Citrix/Store"

$auth = Get-STFAuthenticationService -Store (Get-STFStoreService -VirtualPath $storeVirtualPath)

$spld = $auth.AuthenticationSettings["samlForms"].SamlSettings.ServiceProvider.Uri.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamlForms/AssertionConsumerService")

$md = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamlForms/ServiceProvider/Metadata")

$samliTest = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamiTest")

Write-Host "SAML Service Provider information:

Service Provider ID: $spld

Assertion Consumer Service: $acs

Metadata: $md

Test Page: $samiTest"
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SAML Service Provider information:

Service Provider ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlIForms/ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamiTest

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.203



StoreFront #FEHEE

Jun 15,2017
LEHER StoreFront B, StoreFront REFZFEME C\Windows\Temp\ BRERELTFAEXH : XUHEBHPESERRE, FHiT
J BREERLE ST 44 BIRAEF o

e Citrix-DeliveryServicesRoleManager-*.log — X E R %2k StoreFront KKEE,
e Citrix-DeliveryServicesSetupConsole-*.log — 1R %% StoreFront X EK StoreFront (XEAHERT) KR,
e CitrixMsi-CitrixStoreFront-x64-*.log — & FEIK StoreFront (RXEXHNTIRT) KREE,

StoreFront RS HRRARK. RA®EEF] Receiver for Web i saR4T Windows 4 HERR, £ RKMTAESEESEAR
StoreFront REERZFEHES, FTLUBKRAZFEMRREE > Citrix 2 {1IRXEX Windows B & > REARRFE FTHEHRE BRIERESE
., ATLUBERRR S HRRARK,. RFERESEF1 Receiver for Web b s IECE S, HEEHIRMNSEHMES BERBE

Citrix StoreFront EIR2HI & BEKIRIRE 2. FMRIER T, REMRFHRIRIERTERANRR, PYRFRA, Windows
PowerShell i SREEH H &K 7FZRTE StoreFront Z2&&H) \Admin\logs\ BERA, @EALF C:\Program Files\Citrix\Receiver
StoreFront\, BEXHEMH I E 6 HEENERLUK AT A F X 26 SR HIRRE,

BE  HLRRSFMED, N—RREH— SIS U R IRRERNE B, #BR Citrix StoreFront EEEIEHI S RKELEBHNETME
RS LRIT, STARfE, RISTREDE AT E RS RRESN, EREHERE PN EBIRRES,
& H &R

1. FRAXARIEZT T B HRRR. RAREES Receiver for Web U5 s web.config X, BEBERT, IKXEHORGTF
C\inetpub\wwwroot\Citrix\Authentication\. C\inetpub\wwwroot\Citrix\storename\
C\inetpub\wwwroot\Citrix\storenameWeb\ B, HH storename RXEERMA EERRE 15 EHIE R,

2. TERXHHRIEEL T TR,
1£ StoreFront WECER, EE AERBEHMRRFEIRE IR 10 &,

3. B duplicatelnterval BHMK, LUNR, 2RAMRRAIRENNE S A &5 BHIRRER, #A duplicateLimit B MHRE HRIE 1S ERR
RARMES KA, LMEMRE KRS,

MREEREE, HN—FEEEE, BHEZRERREMEENBEERE., RERERREREHRE BREER, HRGIR—FE ST
5%/&,\; HjJTfTﬁTTJtETEEE’JE/LA*EQ

KA R R

24 @ StoreFront 1 PowerShell #5615 RN EERRITF. A PowerShell 24 & &2 StoreFront BESiEZ /i, RIARXR

StoreFront BIE{E4IA, B, FTF StoreFront $E4IE Z BT, R*KPowerShell BIFFAERH,

1. FAEEAMEERRAIREK Windows PowerShell, AEEHSRAE OHPRA LT S EHRARRES LR BRER.
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands Set-DSTracelLevel -All -TracelLevel Verbose
-Tracelevel B9FRRR (UAAHTIQANAYBERKKKK) : Off, Error. Warning. Info. Verbose,

StoreFront BRFENMR"ERERH R, BEERNRXEBIE A RERFIREFRZE R StoreFront BIMERE, ELL, FRIEWPEHEFREAHE
ER, BRERFEMEA Info =% Verbose KX,

Set-DSTracelLevel cmdlet I AIRSHEIE :

-FileCount : I8 ERIFXHFHIEE (FR=3)

-FileSizeKb : I8 EB MR HHIZRAK/ (BR = 1000)

-ConfigFile : -All MRS, AR ERFFEREXH, mMA= LKA, fitl, -ConfigFile XX
c\inetpub\wwwroot\Citrix\\web.config R{¥RER FIKF E ERE IR ER.
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2. BERARER, WALLT6SH EHMWIRRES.
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands Set-DSTraceLevel -All -TraceLevel Off

RAREE, RERERNEAZ StoreFront £ BR \Admin\Trace\ #, RKERAIF C\Program Files\Citrix\Receiver
StoreFront\,
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