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BESTINERE RS MIE, 7EATA M Windows %% L , ATRA{E A Citrix Receiver for Windows 4.1,
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A AMERIEE BRI TEMEIENA /-, FTRMERRUTARAH NetScaler Gateway ij[q] StoreFront,

e NetScaler Gateway 11x
e NetScaler Gateway 10.5
e NetScaler Gateway 10.1
e Access Gateway 10 Build 69.4 (kR4S B R{ERCE SRAFEFHITRED)

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.14


http://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-13/secure/smart-cards.html
http://www.citrix.com/ready

Fl %1 StoreFront ¥

Aug 14,2017
StoreFront {# 8 Microsoft Internet Information Services (I1S) _F1E1TH Microsoft NET ARG FIER S E—RREWY

BRE , FFEATELRE ~i08), StoreFront 5 XenDesktop, XenApp #1 App Controller 3B A& AL , AR IRt —H B )
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SNSTAERT EANRAFAREIEREISREBREE (5120 , Y XEAFE—ERRENRRINERE) |, BYCEEKRNIEsNT
T/ M\ StoreFront & %! XenDesktop ¥t 2 # XenApp 3. B{ERREERNE XML KRG —SMRRE TS |, 620
NetScaler,

WMREERE T SSL AL TET @R , B LT ERITHEHR , WATRAER PowerShell cmdlet Set-
STFWebReceiverCommunication,
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Set-STFWebReceiverCommunication [-WebReceiverService] [[-Loopback] ] [[-LoopbackPortUsingHttp] ]
BHEMIE :

e On - # Citrix Receiver for Web s s fI2RIAME. Citrix Receiver for Web { ISR EA URL fZE4) (HTTPS BR HTTP) Fhig
A5 , B4 E R AFRE 1P #itPlS StoreFront Service $HTR(E, WEEATARSFHNEURAAFIESSLA LT
TR BE .
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Swr = Get-STFWebReceiverService -VirtualPath /Citrix/StoreWeb
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WEE , WA E A 8EE B Fiddler 41T Web I8 T A 3%k Citrix Receiver for Web 5 StoreFront Service 7 [B)&M™

BINE.
Active Directory JEFEER

EISTERSB/IE |, UIERMNIBHIRS %5 E&%E StoreFront ((BRLTHEEKARATA) ; BN , StoreFront ARS8 MJREEER
SR FK /I Active Directory 57, SRERBRESA K ABAFEEXANET , RIEEEAT BSHRIEELIRE
XenApp 1 XenDesktop i EIZITIAE. AP HIETHE StoreFront fRSF-2F AR T B —MEAH.
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TEAEFEES | Citrix BUER HTTPS DR StoreFront SAME& Z KB (E%RS. EFEH HTTPS , StoreFront EREHE
BEGHINE RS AN FRER 11S SSAIBCEAHFF HTTPS, RIFHEEIEM 1IS BLE , StoreFront ¥{EF HTTP #1718
{5, ATLARERS M HTTP A HTTPS , REMNK IS BCE E MR T,
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% Internet Information Services (I1S) Web ¥4 =

StoreFront RFEEE Windows fRE-23HAE 1S Web Sh R EZEARKN ARG , MESNN AR EESEEREKR TN
ZANERLE,

B, ERIEE Web Sh i (BUA Web S R4 o £ 1IS REIERZ A Web vhR g , iE{# A PowerShell SDK ZEEFEA 1S
Web ut s 43— StoreFront 3, A X7E IS 418 Web b S HEAEE |, 1§58 How to set up your first 11S
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$ES : StoreFront 1 PowerShell #5414 REERIRTHTIF. {EF PowerShell $55%i1 & ¥ StoreFront BEB 2 B , W5 144 X [F]
StoreFront EIRIEHIA . FFE , $THF StoreFront 2% & Z 87 , & X PowerShell KIFTHE KA1,

Bl 2 BIEEBIAS 1S Web 3 RibE - —NRTRAREF , — M RTXME.
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2. Add-STFDeployment -SitelD 2 -HostBaseURL "https://www.storefront.desktop.com"
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StoreFront N AR JESHATIBEHIARS 25 Z [ANB/Ra IR RIESEHABRIR , WM SER PRz, "TAE RN AR SE
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INRIEE EKAHRAS , StoreFront WEFEKMEER SRS HMEIDE ., FEMBIRS [N T EERHEURLE HILE
BRERT , XRHAF,
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BHIRIERE L% Citrix Receiver (A AR PUBIE N\ BB FHBABHIERIZ B 7 |, 3Tt 2 R FE M Citrix Web b s SRS
R FTEEM Citrix Receiver FE{RE F2k T Citrix Receiver, #RIBAFE Microsoft Active Directory 154 2%t (DNS) fR%25 £
NetScaler Gateway gk StoreFront FCERF{IE (SRV) Efuzs ®iIRiCK. AATHFMENBE/EMERAREE  MATEE
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¥ StoreFront L KBRS , ATRUBIE RN\ IILA AR 5 22 R R B8 £ RS 25 AR E IR E .

a] N FA RS JE s IN XenDesktop 1 XenApp &R

FEI7E StoreFront RS- ZFMVARCE F LI R JEIR1SH XenDesktop #1 XenApp 12 £ EAM BFEFF |, BRI
TERE, BRECETRAINEE CIZFEE " TFEFHE 1 2% 6 £,

1. £ StoreFront 5% & “BIE N R JE B A5 8 Controller TWHE L , &M,
2. 7E/N Controller SHEIESF |, FEE— M EIMTIRAFEN LR , It BRI N AREREHNRIFEES
XenDesktop, XenApp ;2 XenMobile 24t
3. BRI BFREL IP HILRMBIR S 2RFIKRF. 1EEL MBS BLUEABEETNRE | FHRIMEARITF T XL B IR EIR
EFFIRF. YT XenDesktop ¥hm , $21it Controller KFR(EE. XIT XenApp % , FIHi154T Citrix XML Service IR S
4. WEZERIZRPEFEZ AR SRERIESEH StoreFront 1E#HEZEHY,
o BT RMBHNEREAELUE , EEF HTTP, MNP EFHIER , MAABITEHREAER , AMRIP StoreFront S5R%
B2 AEENRE.
o THIFEAREEETE SSL) BUEMELTEM (TLS) MR E HTTP EHAREYIE | EEE HTTPS, 215k XenDesktop
F1 XenApp RS 2556 HIEMm |, ER{RR Citrix XML Service & 45 Microsoft Internet Information Services (11S) %
HugO , 308 1S BLE ASFF HTTPS,
o Tl 5 XenApp fRF 252 AN R EIEFRAEHIE , LUER SSL Relay BATEN S HEAERBEENE |, EE#F SSL
Relay,
. BNSR(EA HTTPS 8k SSL Relay Sk{R#7 StoreFront S5ik$#5 2 RIKNEHL L , BEWHRERSH[/IIRPIEEN LR
LRSS HROEBLNEHRTE N (BEXINE) .
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5. F&5E StoreFront EIERS- 28 AT ARG, {5 HTTP F1 SSL Relay HZEHEARALGR [ 4 80 , HTTPS SEREMZRIALE O
443, 3+F XenDesktop #1 XenApp JR%28 , TR0 MR Citrix XML Service fT{E FIRERE .

6. ANRE(FF SSL Relay #ffR StoreFront 5 XenApp k%25 2 [BIEER 2 , 1E7E SSL Relay i HEFEE SSL Relay ) TCP
YR, BUAMEOK 443, F{REHELT SSL Relay BT B RS S fLE NS A —ut 0 .

AT A R PR JE B & 32 4T XenDesktop, XenApp #1 XenMobile EREA&FHEIR., BERIME L XenDesktop uh gk
XenApp 3% , EEEHIT ERTSFE, EiBSN AR ERIFH App Controller BIRFIN BFRFF , WEPITA I AR JE-H 720 App
Controller i FFE IS HR. BEENHERBERNBINARERE , REEASIRE G HTE TR HE 7 4.

t) i FARI JE S0 App Controller iz FAFERF

RIESFE StoreFront fRSFZRMPIAACE AR N A B (tE App Controller EERHMIN BREFF , EMIATHIKR. BEER
ZTERASIRED B FEE RTINS 1 BEIE 6 5,

1. 7E“pIiE N BB JE 17 S Delivery Controller TWES , BN,

2. £/ Delivery Controller SVEAES , F8XE — A BITIRAI App Controller &% (T EIEEET N A SRS B
EFF) NEFR. BIRXEBHRANEETATIE. &3 AppController,

3. ZERRSBHETHIA App Controller FEHIRE A FREL IP Hutik , 35 StoreFront %4 App Controller FTREEEE. A
2k 443,

ATRAKS N A JE RO E AR AHEAT XenDesktop, XenApp F1 App Controller S3Z4R &-RHIBIR. ZERMERh App Controller g2
PRBFEENE B  EERPIT LREFE. RiBITN AR ERISH XenDesktop 1 XenApp RS EME AR , B
171 N AR JER R0 XenDesktop Al XenApp R TR ER. B ERNIH RIRAMEINARIER , REZIZAITRE 61
WMEE TR 7 .

PRl : #£ AppController P& HIN FAFEFRIREAR 33N, BEffRILAI |, iE{EA StoreFront PowerShell é54-FahelE—MEH
http://sfserver/Citrix/Authentication _F{{SH3IF IR SN FRJE.

1B NetScaler Gateway && 32 4LxT I FB R JE KT Fz 1)

ERCEIBIT NetScaler Gateway W& IR HEXT StoreFront fRS- 23 IVIARCE S ATAIEE N AR JEHOIZAEAIR) | B ERLA T HIR.
BREEATTRA IR AR FTEE "SR HETE 1 2I49R 9.

1. #£ StoreFront #=#| & “BIE N AR JE A A~ R I MK AR A L, daRm.,

2. FEZNIN NetScaler Gateway W& XEEF |, R BIEEET A RFIKEFR.
Pl ¥ 7E Citrix Receiver RERISIEEMEBREHR , A , BEZEHFEEMAREE , UEBA A RERBERLLE.
B0 , AJRALE NetScaler Gateway FEHNB/REHFEEMIBMCEES , UER FEESRMRRIRE T HATECEFE AN
EE.

3. HERBWMAEIURSFZFZFA TR R (XTF Access Gateway 5.0) B URL, F57EBBEFERBHI=mhRA.
BHREIZEBANTLIRENIZLZ (FQDN) AERIIFSMNEFE N AEIEREE | B2 8 T2RE RIS (FQDN) L7
NERFNSNER 7] R FH S JE

4. FNRERM Access Gateway 5.0 R , HNEPEEITFRPIEFRE ., BN , 1FTETE NetScaler Gateway RE&HIF K IP 3
I (ZNRFE) . Access Gateway 9.3 REESKWIFEEFM IP Hudlk , EXTARAE SHF~@mME , ML %M.
F ML TE NetScaler Gateway FISRR/RIE-SAEBMZE T RIS TIEEM A FREH 1P itk b RTAR
NetScaler Gateway i&#&HIBRLET IP il ANRIGE T FM IP ik , N StoreFront {# FAIZMIEIAEE N ERESRE
w’E.

5. WNREARMIEIT NetScaler Gateway 10.1, Access Gateway 10 3% Access Gateway 9.3 HIiR % , EWERAAT|RPIEHF
Z HIfER % oA Citrix Receiver i PECE IS HIAEFIA.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.46


http://docs.citrix.com/zh-cn/storefront/3-12/install-standard/create-new-deployment.html#par_richtext_3
http://docs.citrix.com/zh-cn/storefront/3-12/install-standard/create-new-deployment.html#par_richtext_1
http://docs.citrix.com/zh-cn/storefront/3-12/advanced-configurations/configure-single-fqdn.html

R AH < NetScaler Gateway X EELEMEERRNZIN AR ERES XA, XMk Citrix Receiver A ATEE REX R
W& AX MR EREK.

MERFEH P E Microsoft Active Directory 1 &R | iE1EFE,

MREKRAFBANTESERBHSREAREE |, FEETESM.

WNREK A FEINSNIS SR T2 S RGN SENR |, EEFgTe4 .
MRERAFHABIEEREN— IR |, F1EEF SMS SHENIE.

o IREKAFRMEERERIFMA PIN  FIEHFETBER.

NP AN EEERFHIEAE THBISHEIE AL (4R AEERE I REN T AERENZ L) | ENEEREREIRY R+ %
BB MR,

6. 7£[EF URL #E5HIHE NetScaler Gateway S4IIERE URL, StoreFront £EAZhMAN URL IFRAESRS. Badh Next (F—
) .
B N R &R ATIE] 8 URL, StoreFront 3%3% NetScaler Gateway SHARIFARSE , BARIEM NetScaler Gateway UnZIEK
HREBKBELRE.

7. tREET W RS XenDesktop 3k XenApp 42t IR , YE7E Secure Ticket Authority (STA) RESIHE1T STA
BIARS 2580 URL, ARINZ AN STA K URL BUBFRSETIRE , FHRMSTRIMFS L XL iR 55 25 DUR B FIUT .
STAFEET XenDesktop #1 XenApp k5525 L , AL STERIELIEROEHAE K., XEELVE FARMA T X718 XenDesktop
F1 XenApp &R TH B RAEFIRAI AL,

8. ZNRAEE XenDesktop #1 XenApp 7E Citrix Receiver =i B S B INERE BB FF O SERIFEITIPRE | & A&
ATEMERE, REET 24 STA , FEFEHRSETEMIAAA |, E1%F Request tickets fromtwo STAs, where
available (MBI STAESKRIE@NRATA)) SIFIE.,

%7 Request tickets fromtwo STAs, where available (MBI STAESKREZIRGNR ) Si%iESR , StoreFront $ AFIA
REIE STARRASVERE , XA, B{E—4 STA ESEERRFTREATA , BradthAist. mRETEHTRREITTE
5™/~ STABHTIE(E , StoreFront K EIREERHAA STA,

9. BEAIE |, ¥ NetScaler Gateway FhERMNELTAZ RN E _LAIFIRF.

ERNEZNNE | BESPIT LR, ERLEET Access Gateway 5.0 BHEITFENE N BEJE |, wHUYTIET Access
Gateway 5.0 BFER XS B JERIZAR A aR TR BB IR, RINFTA NetScaler Gateway ¥ /5 , IR [BIZ)ASCTRER “BIEE#T
ERE T FEFAISE 10 45,

J81T Access Gateway 5.0 BEE R EXT IV AR & RO AR [A)

ZRCEIET Access Gateway 5.0 B¥EIR (XS StoreFront AR 25 AI¥GABCE S BT oI N AR IE I VIIA) |, B EAA T 53R,
BRECETAASCINE Q2 FEE TP LR 12ID5R 9.

1. 7£ StoreFront =% & “GIZ N AR E A AR E HIEfEaR R mEL |, SadERm.,

2. FEZNIN NetScaler Gateway W& XEESF |, ABETEEFET A RRINEFR.
FB F¥54E Citrix Receiver FEEIFFEEMBREHR , Bt , BEZEHRFPEEMXEE , UHBHAFrRERAEALiE.
%30 , ATRAZE NetScaler Gateway S EH B REFFEESHIEUEEE , MER FEEBRMRASIRETEMECEFE AN
EBE.

CEI\BEER R PER A URL , FEMARART IR A IERE 5,

. WERERAF R+ | 15%64%F Access Controller , A& T—5.

CFERFETETF | FIEBHEP RSN P ST 2RERITESL (FQDN) , RgRET—H.

. EBRBEESHMIAERE L , 5IE7E Access Controller fR %525 EIZ1TASARAEARS ) URL, RIDZ & ARS-2580 URL LS
RREETNEE | FHRINARINFS L XL R SR NR B EE BT, #& Next (T—%) .

o v~ w
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StoreFront f§ FSHIIUEIR S XHZFE A P THHRIE , MER AT R ENRN AR ENERRMAEE.

7. WNREIBIT NV AR ERIFH XenDesktop 1 XenApp $2 IR , iE7E Secure Ticket Authority (STA) REISFIHIE(T STA
BIAR S 2500 URL, 7RINZ A STA () URL USRS SETNRE |, FHRIAERINFS L X L AR 525 AR B IR HEF5 T .
STAFEET XenDesktop M XenApp fk%a8 L , FALHSEREINNERE K, XELTERIEM AT XH1iia] XenDesktop
F XenApp IS TR HIUEFIRANAIEARL .

8. R %L XenDesktop #1 XenApp f£ Citrix Receiver =i B ShEFNEFE AR M TR SIERIFEITIPRE | EEFEHAE
ATREMEE, MMREET Z4 STA, FEFEMRSTETTEMBRATA |, 1§+ Request tickets fromtwo STAs, where
available (MBI STAVEKRIEQNRATA)) SEAE,
¥ Request tickets fromtwo STAs, where available (MBI STAESKZIRGNR T H)) Si%iESG , StoreFront 3 AFIA
ARIE STABRRASVERE , XHf , BI{E—4 STAESEEREFTREATA , BRradthAistir. RETHARREITE
5/~ STABHTIE(E , StoreFront ¥ [EIIREE R A STA,

9. B |, ¥ NetScaler Gateway HFpERMNELEFAZ IR R A _LAKFIRF.

ERMEZEE | BEEPIT EREEE, BERLEIET NetScaler Gateway 10.1, Access Gateway 10, Access Gateway 9.3 B,
B/~ Access Gateway 5.0 &RV AIE , EHITIEID NetScaler Gateway & (Xt i AR JEHEAE AR 26
B, RINETE NetScaler Gateway S5 , IREFIA TS QIR HTERE TAEFILE 10 5,
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MAELE k55254

Aug 14,2017

T StoreFront BT , AR MEIAF KRS 2/ EEIE1TTSAPHMRFFJMRNIRMERGRA , FEXKIFRENMER. R
FAEZMREARGIRAMBIZRER StoreFront JRF . REBSFERZTUBERLERS S  EENETHEHINSE
TNkE , A= LRFHFNRFF[ARNEBME. s, VR StoreFront ZEFTRMARS 25 L 1S PRI IEENS
AR A AR AR S 25 HE A

Important

AR S A LR RN AR S 256, MRANEK StoreFront Service ik PRH/EAFT RS 25 LA BTE AR R, LIRS FEAM B AR
AEEMA RS- RAFFSHES, R RS FRA RN LA A ST RAARINETRE R |, SiE R EIRE T fRS-228 _EAH TR RLE KA
R , StoreFront ¥ FTiRMAfRSE-#$4H.

1. 202R Citrix StoreFront BIRH| & %R % StoreFront fFRFTH , E1E Windows FHaFHEN AFEF AT | $KEIFHRT
Citrix StoreFront #4.

2. 7£ Citrix StoreFront BIRISH| G RLEREET , BEMAIBREIFA.

3. BREIEMA StoreFront FREFAIPRS-2F , FFFTIF Citrix StoreFront BIEEHIA . FEIEH 8NN EEPIEZR RS 25
AR, REEREERTP RTINS S, 2T BRI,

4. REFFARS S  RETEMARRS 23 A SHEAEAGIRAUR S 2 EP IS C A AR S 23 BFR. I AMNZIRS 2SR B AR D, |
SRIEBEMA.
MAAZJE , FRS 2L E BN EHASHA RS SMECEILAC. FARS ZRMVER(S B EHEIRS SANN T H A
BRS25.

REHZMEH/NE B IRUER—EMFEHJURBURFFHANECE. #HR Citrix StoreFront S| & RIETEF R
HAhARS 27 biz1T. IR SIECE T E T E & E R AT RHABRS 2% | SRENBEANRERFT .

M AR S5 222 BIBR AR 5525

2R StoreFront fRss 22 XIS ARAMM T , FECHMIF , LoRZ1T Clear-DSConfiguration PowerShell cmdlet ¥
StoreFront JREZ[EJE A BARE. EMFHEZENIRS 25 EiE1T Clear-DSConfiguration cmdlet J& , A AR RS- 25 HT
A INEINA AR5 2 AT thFT SR A AR 552 4H..

. TEATEIEEAN RS 2548 StoreFront fR$-25_EFTFF StoreFront IR 4HIA .,

C EEAMKRS AT R, R EEFHMERIRAIRS S,

- IR LA MR E AR 525 .

CEREERT , EREREAERNRSSNER T RS SF[ENEF—IE R, EAMEARIRNRS SESRIEEIR
FIRRS-2RENAFMR. EEKITERNRSSEE ML BAREE , NTERINZRS FALBEEHAMR.

. TEMTTRER RS &8 LRI BIRIEH & .

6. KW FHEEA RS &5 NEPBIBR BB RS 25 EFTH—A> PowerShell &3 , IHERBL T 64 F A StoreFront PowerShell #

B . & "$Env:PROGRAMFILES\Citrix\ReceiverStoreFront\Scripts\importModules.ps1"
7. 1217 Clear-DSConfiguration §54 , i 42K RFHEE NARE.
8. $TFF StoreFront EHMEHIA | HIITTHERMRF REEE , ATHIDEE RIS AR % B4,

A W N R

(92}
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{$ A JavaScript % Citrix £#f4 API B StoreFront EIB4EHI AT |, % Web Interface BE R E7E StoreFront H#iAH
FWRE.

HREBE B E R AR AKX L 5 E L EARER.
A RALE
o SITHABEN , MTATHRIER scriptjs CHHTNZRS) :
C:\inet pub\wwwroot\Citrix\StoreNameWeb\custom
o SITHRBEN , BTATHRIEK style.css STAFMAIRA :
C:\inet pub\wwwroot\Citrix\StoreNameWeb\custom
o MTEENE , Eu T MM ERSCATHRMEIE LT
C:\inetpub\wwwroot\Citrix\St oreNameWeb\customweb
o WMRXANEZRFHBE , AT StoreFront EIRfEH| & U@ E A PowerShell EHIHABRS RN TH EHL.

JEE : Web Interface AR AFBEXEFRE. BRI, StoreFront ARAMINEE , REFTTIRINEZ BE X E AR
X3, BXAEAGHARARNES.

Web Interface Thig StoreFront Z#ThaE

FAERIERANBEEN

o REIFERR &R, StoreFront BEMGNIFRIBIR & FEAE U,

o £EEMRF

o FUVFF IR

o SRR o KABATEAHRZR.

o BHIER o M. EIELM/Web Ul FEEHERIE , 5™ style.css FIRMUATH :

.search-container {
display: none;
}
BT, Ul PESEIERIE , R

#searchBtnPhone {
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display: none;

JEFRRHT

SRR [E]_E— 3k

https://docs.citrix.com

BOABR (NYE2RRIFT) .

BB TARERA.

SRR E]_E—AN 30K - ECAE RIS, FRAEINEET IR B304k
script.js FRMATRE

CTXS.Extensions.afterDisplayHomeScreen = function ()
{
/1 BE ERRERE T HRE
CTXS.ExtensionAPl.localStorageGet ltem("view",
function (view) {
if (view) {
/1 MRREFT RE , WESCARE
CTXS.ExtensionAPl.changeView(view);
}
if (view == "store") {
/1 MROER N ARG , MEBRRERET XX
CTXS.ExtensionAPllocalStorageGetItem("folder",
function(folder) {
if (folder !=""){
/1 ARREFT O , WSESCABS 3k
CTXS.ExtensionAPlLnavigateToFolder(folder);
}
}
);
}
11 EEXHRER

CTXS.Extensions.onFolderChange = function(folder) {
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CTXS.ExtensionAPLlocalStorageSetitem("folder",
folder);
b
/1 ZEREGHR
CTXS.Extensions.onViewChange = function(newview) {
/1 FRERRINY AREFEERE
/] T 2CEL A,
if ((newview != "appinfo") &&
(newview != "search")) {
CTXS.ExtensionAPllocalStorageSetitem(

"view", newview);

BRI

BRI

AL

S EARE
FIRAE

AE
RERMIANE
(IREFE) EARRE
(KB ) 3IRANE
(REE) BANLE

BT Citrix Receiver E M B IERIE R L , FHRIMEATER R, FaTR
BT B AR TARR.

Citrix Receiver AR Ul , RXEEFEARER. aJRMER StoreFront &
BB SR ENE. BXFEAEE | S RAN AR EmiEE AR
&,

o BFTE U

o SHER U

I FRE R

TR

WA
(TR

https://docs.citrix.com

ZIABIAT |, Citrix Receiver Ul iEm+3 , ¥ BREFANAAT—NERF
N, EENTH—MNERRR. R, &8 — SR seEm k.
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o HREEAR {3 StoreFront EIRI=HI & Al RILEHAHEREEIR, B StoreFront EIE
o AEE H SRR ERT R BEN Web iS40, B RNEREE IHITEE
o AERHE X,
o HRAERER N . _
FAEXBEEN , TARES REGMAR . 520
.theme-header-bgcolor {
background-image: url('spirals.png');
}
o FERWIDIHE KABOT |, RBRMNTERFE.
(FRAEKIHRE) _ N R
o FH 7RG AR AT AR AniE i S T ST EAE
o XF var doneClickThrough = false;
o iBEEHE
o IRENFRAE // Web FRZ#j

https://docs.citrix.com

CTXS.Extensions.beforeLogon = function (callback) {
doneClickThrough = true;
CTXS.ExtensionAPlL.showMessage({

messageTitle: "Welcome!",
messageText: "Only for WWCo Employees",
okButtonText: "Accept”,
okAction: callback
};

b

/I EREZHE (BTANE Fin)

CTXS.Extensions.bef oreDisplayHomeScreen

= function (callback) {
if (!doneClickThrough) {
CTXS.ExtensionAPlL.showMessage({
messageTitle: "Welcome!",
messageText: "Only for WWCo Employees",
okButtonText: "Accept”,

okAction: callback
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1

} else {
callback();
}
|5
o LR BFEEITA BREE LBNARTEE XX, FRENTEFEE (FRSFnmi) | A
o BRFHIHEE BB AR TR AN JEEER .
o EREBALIER
.customAuthHeader,
.customAuthFooter
.customAuthTop,

.customAuthBottom {
text-align: center;
color: white;
font-size: 16px;
}
ROIHA (BERE)
$(".customAuthHeader').ht mi("Welcome to ACME");
RIHA (FIERE)
function setDynamicContent(txtFile, element) {
CTXS.ExtensionAPlLproxyRequest ({
url: "customweb/"+txtFile,
success: function(txt) {$(element).htmi(txt);}});
}
setDynamicContent("Message.txt", ".customAuthTop");

AR BERNATIAHASHIERNE , ZEHEET custom BRF , BA%E
XEFTHERLES AR REHMNE U, EEsESRNERE
customweb BER=,

o NVHIFEFFBFRARIDIHE E5 % _ER KT CustomAuth Xl FER AR,
o NAREFRERLIHE
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THIXA (B RR)

BS LR X THNENBMRG. 15ER #customTop MIE
.customAuthTop kK EF RELHNE.

IRBIFRA
#customBottom {
text-align: center;
color: white;
font-size: 16 px;
}
1 ARG ERNE 7RG

$('#customBottom').ht ml("Welcome to ACME");

BB EEFBRENTEE

o REMEERFH
o BRI B

StoreFront FIFEEFHRE. BRE , KILGIEBEXHFH., ESMH LR
R BR FREARE,

(BIEHE)
APRE BOABOT  IRERAARE. EARUBT JavaScript ARINSESARIRA.
TRzl EIERRENSHIEE. TR AP IR T KR HEEMRIEM.

B2 http://www.citrix.com/go/citrix-developer/storefront-receiver-
developer-community/receiver-customization-apihtml,

REXMBEX (88)

|CA A FERANH A Rk B E
X.

FEWEELTHI AP,

http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-
community/store-customization-sdk.html

SHIUERTE X

FEWEELTH AP,

http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-
community/store-authentication-sdks.html
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JSP/ASP 3R] BT Ul WEWARARE , StoreFront ERIZH5% AP, H1RZ JavaScript
API ] BR U BEX.
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AEE ST TEMMES KB R L RS StoreFront IEMRE. EEHZREH[EE  —IEVERA—ERFHETXIRSHA
RIECE. R Citrix StoreFront BIRISH| & RIERPE P AMEMH MRS 25 E151T. MBI BCE AT e B SR EIZH A0
HibRE S DA REBN I ENMECE RT3

WARCE B A TE StoreFront RIAIER 11S Web iR EAE (FlaniiE BN I1D) #BAERIA StoreFront AR Z$2A AR

1) AR 55 25 H P AR AR 55 25

ATRUBE PATARNMAR S ST S AREUSANRED |, DMEREB R F LI StoreFront IRF-Z[MARIINEEEF . H XK HF RS8R0
231 StoreFront BEFHNVEMEE , ESAMAINSE RSFHH, ESFIAL StoreFront BiZE M a7F MRS | WHEEHKZE
FHTRHIR S S E.

MR S5 2528 R AR 55 <5

MER AR S5 2HE 55 AT AT R ARST 25 ML IR S5 25 StoreFront MZEHBIR. BT EESITESHRRS RSN , TRABBRARNRHEME
RS ER. NSRS RMET BRI R8T, NN QB EIEF M.

BAME R EREI RS 2RA

EEEREF AT ENZ RS2 StoreFront BEFAAHMBFHFNEE , FHIUTMSSNERERT . REREGT
FEANHAMRS [ EPITRIBER. SITHAESN , EEHTANKABRSH[ZE , BRERITHE—SER.

BE  IREFENRSSNEEANARE IO ERUERIIAPROHMRS S | D2 EABEPR S IRFHEEEHA
XEEHAIRERER.
EHEEMEA URL

PUTEMREA URL {E% A& FBMEERE I E RN AR JE R HAh StoreFront ARSS-A URL AR URL, XFFZAREZEE , &
6F Ta 14 URL, "TRUBEHITILES R HTTP | A HTTPS , RE () HTTPS BLE T Microsoft Internet

Information Services (11S) B A,

TR IS BLEAIF HTTPS |, & StoreFront AR%-25_E/ Internet Information Services (11S) BIRS1ZHE |, IR
Microsoft Active Directory SSIERBINRHAMMLE L KRS ED. AJF . & HTTPS 438 RNEIZNA Web shix, B XRTE IS 41
ERF/IEPREMEE |, S5 http://technet. microsoft.com/zh-cn/library/hh831637 aspx#CreateCertificate, ¥
HTTPS 4B RN021 1S s B ER{EE |, 1§55 http://technet.microsoft.com/zh-cn/library/hh831632.aspx#SSLBinding,

BB RS2 kS 1T R

AT RESFLRIFIRMMS AT A RMERE , StoreFront SIGRBES TTAIMN KRS 5. BEIE A MRS AT , StoreFront K
BB  MERERAREIR. ERUTSEATTEERITIT AR E

o i KMBkIE MRS E B D FFERET R (A SPn8fL) |, anREMFRE Delivery Controller FRIFTA R S5 25 BBk
i, StoreFront Y& IS ¥MAEBRS FFExifia). EBIAER 0 2344,

o PSRRI EITEE StoreFront A SR G IRFFEERBURHIT XIS RHESE] (ADSPR8AR) . AT LR E) A,
60 735,

A “ BT R Mk AR () B S M
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WERAHFTA S Mk 8 88 7] BUSRASE Delivery Controller R ] FIF=AE 52NN ; (BiXth A=A tamsZly , BigaT
W£& R TR AR 55 25 A~ A B fa AR PR 7EFS B H54 A ) NN | {8 AU, Delivery Controller RE&EIR, AN AREELE £/ Delivery
Controller B , &5 B # FIE KHIFTA kMBS TSNt aE |, SBEEXTTIENL % %4827 Delivery Controller,

TR R B RIS RN B AE )N | Bt Delivery Controller Bt RIRI ] tEES ; BR , MRANBRERET
%> Delivery Controller , JFEHHF—LARTTA , & FiniR AL, BCEMHAZ FHER TS XHE Delvery
Controller B , ATALREBZIAE 0 244,

EHARERSITS

BE  EZMEIMEFT , —RFUER—ERFIELURFFJAMECE. R Citrix StoreFront EHHEHI A R ZFHYE
HMIRS L1517, TR , WRILE T E B2 RS , DMEEHEEPROHMRS .

. £ Windows Fris R H N IR B &+ |, $kE)3F5 & Citrix StoreFront Ry,

. 1 Citrix StoreFront ‘EIR=H| &AM EARTEENARIET R , RRERETET RETEIR Delivery Controller,

. 1%&FE—4 Controller , Bad4wtE , A f57EYwmiE Delivery Controller & FBAHFRE.

. ERRBHOE RSN EA TS |, ST Delivery Controller fIfTH AR %5 25lial iz 2k a6 Delivery Controller 41,
PSR (A 4hhsats) .

5. ERRI SRS THR |, REE TP R A RS [N KB EAAGVLEETE (A 8R8 ) .

A W N R
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FRIMERZ TS HIRIEMEIRTT % , REBRTERNERK,

. SHRAIERS AT X S TR INIE |, (£ HAER IR Microsoft Active Directory , W {RA AT
RSORERT  e ag a0 SRR,

EF XML Service 2R StoreFront 5 XenApp % XenDesktop i FAEKIE, , FEIIFXE Active Directory {51F ,
B S ARAIE NAT LK StoreFront B & A XenApp Fl1 XenDesktop XML Service S&5iE FE 4 FIRRLENE .,

J&FF XenApp 6.5
H) Kerberos 2pRZ:

/3

AT B PITECE Kerberos ZER{EEFEE StoreFront 27F F i, Kerberos S2FRZSIRE Delivery
Controller B&UF&445 .

HRERFHIE A#FY StoreFront FREFHITHAMHXEEERIHRIL.

RS IERESE | anRAVF Citrix Receiver for Web b F FRER B B O HIEES , BRRIE T IMAS A PEER
B NaBR—&EE,
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EHGHRRUETIE

ACE I F s

VPR FE R ERD

BHRSERNEE
HEZSHBIERFRE
BAERIIERIRZ NetScaler Gateway
EHSHRETT A

A PSS et A2 B RAE ARSI MR B PE ML FTIE , BERIER « 7£ Citrix StoreFront EIRITH| & LR E%
FEBRSNRIER L , ARETERERI&F H#$ Manage Authentication Methods (BIESHKIEATE) .

1. 78 Windows“JFi&” s N RFEF " FH+ , $¥E)FF#8E Citrix StoreFront 744,
2. £ Citrix StoreFront E1RIEH| A WAMER P ERNABIET R , ARERMETET REEESNRAEAIE.
3. B E AN BRKARIATE.

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, i ]
Method Settings
User name and password m
| SAML Authentication -

Domain pass-through

Can be enabled / disabled separately on Receiver for Web sites
Smart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic

|  Pass-through from NetScaler Gateway
Installing and uninstalling tt thenticati thods and the

nstalling and uninstalling the authentication methods an _
authentication service settings are included in the advanced options.

o

AL NER S EET SRS XS HRIE. ArEaREc N BREN BB ERE.

EE SAML SHIIEFIFER T 55 SAML SHRIERFNER. AraSMRERFRIESHE | BeERRAC N ARER EahER. NRE T
S

o ERSOHRMBRF ST S OHR MR FECE ST,

o EFRFITEFUN RS REUBEEST. SHREEFTEHER.

EFRIT B I B AE R 5 A P& & EIB Active Directory 38ER. A AR EMNIEA Windows IHENIIES# 5 , BNET4EAR A S M A5 B3 %
F. EFERNER , 7/ PR E L& Citrix Receiver for Windows B, %55 2 FIELBE SHAE.

o AR RIGIELUS AERE RS HRIE. F AR R R I ERE R AN PIN TS 4 I,
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o i HTTP BEANIER EAER] SR HTTP BEAZHIE. A ¥ME StoreFront %2564 IS Web RS2 THHIIE.
o & NetScaler Gateway EIEEEIE , RASSF NetScaler Gateway EIBS#%IUE. /) NetScaler Gateway BWiF &4 /5 , BIFIfEVARIBC M AHEEN B

HER,
FNIEI NetScaler Gateway VAR AR N FA S EAEESHRE , FEA REDRIHRE S,
B E AT= A ik

ATLUE S PAT I SBAES BRI A BTSN EIRER (EHEERY{E A NetScaler Gateway EIR S#HIIEER) A XN AR
JEBTIA].,

1. #£ Windows Fra & AR FFET |, k235 Citrix StoreFront BERA,

2. 1£ Citrix StoreFront BFIRISHI A MANEEFEBRNARETR , AREERERPEFELNSHRIER L. ERIEFE
&, BB HIE AT,

3. ERAPAMEL(ER) > WE TS | EFRE{EE,

4. FEFRAIEE , RERTRMBATSEN LR, EX5FAGK A EEES BRI E RS MRS MY AR
JE. BEB3URE | BEAERIRPERENMNLE  AeaERE. ERIIRPHOEMIFFRERG TR IBZSF A
FRiK %t N AR R SR 3 TA)

BRI A R E A P\ IR AR AR, IRAFERA FIRBISA R 2 RNmAEE | B% NetBIOS &Fk
ARINEFRA, NRERAFREBRA A EREZHREGNEE | EETLREAIRERNET RS, NEHLERH A ERaERR
1B 2R N AERIB A A E RGN EE | WAAFREE NetBIOS ZHRMTEIRERIH L RNENFRS.

5. MREESANAEE , FNBNSRIIRF R PR R BOAERERIR.
6. MRBEFFERWE LIIHAEE , FEPEERTEF BRI IR EIFAE,

RVFH PR

AT PUB S P TE TR SRR E 55 S A VR PSSR B S £ 1 Receiver 1 Receiver for Web s S APERH TG, S H%
SERRSBT |, BHABLE A2 Citrix Receiver F0 Citrix Receiver for Web st s f A B T D |, BRIt 2 a0k, 40
RIREBFLINEE | EHIRIRS 23 FTEIRANSRER a1 F PRI, A0SR AR A eT RO IaleE RIS 4 S80IE AR 55 BT . FR S
JE, AR FERETRLLESEN TSI ERRA XL /. RRALNRE RIS AL E SRR B (NS
1E/8 , EHRA P TTIEN WL SN AT I RS

1. Citrix Receiver for Web 3513 HRS & it 3200 DA R S5 E i 22850, AT = Citrix Receiver {51033 HART @ T NetScaler

Gateway E¥ RS, #£ Windows s RSN e R+ |, $hkEFF#E Citrix StoreFront RERS.

2. 7z Citrix StoreFront EIRIEH| A AN ERPERNABET R , AREREFRPREEESHRIEAE.
3. ERAFLAME > RE THSAT | EHFERTIER , FEEEMLAT I T AVrE B EIE SR Citrix Receiver for Web

uh R R PR R,

o EAVFAFMBIERIEER | EIEEMEEN. X TERIEEHNAMA S , RASEHERNER—&ZE. ZGRmN
NEBMLE I TERN A P B RERETRIEE. ZOAMBAT | [ A& B MAE R EAEN A Windows SREGREHRAE .
BREEAE BN EERAFAEE |, ESRICE BT B M aE, {3 Citrix Receiver for Web X #F,

o EAVFAFRBEERRELTIAEIL T ESHE |, FEEFRHN, BTEETHMITASRMNAFEEEREERE
EXNEAE, IFEMmAR Citrix Receiver 0 Citrix Receiver for Web,

o EfRILAFAERHEN  E/EFEARAIAEREN, NRERIER , MAREITRASEFAR , UARTEEIHIm
ToiRAR) AN AR AR PR AR,

BNR 74 Citrix Receiver for Web 3 sx Fi FEET B U258 |, 5 H{R StoreFront fR$5-25 LB R BN TIE) , BXEMITE R

FREEXH. IRERFPRELE BRI | StoreFront SIERS 2R XA FEIE— N AHELE S #F. StoreFront

WNIMBER SIS SR ATIRIS | A BEE A PN,
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Citrix WR7E StoreFront L5 , Al | RELBHMAFE | WRF StoreFront L5 , AP ATER
Receiver | X HAMKZRRY RT3 RT3 B R

Windows | £

Mac =

Android

i0S

Linux =

Web P = =

BEIRS EMEE R 2R

B ARG ENEE  RAAFEBEEARE HITHHAFKS. RESBRSEUESR  IRRAAPEERHEAS
B[R , AT PUBT IEAE1E £ > % 2 RIEURARSIHIK P ool AL E B AR 2R,

REBYRSELEEN , TS EAEIEEH A UTEMEEMBSIK FRIENA 7. 20R A StoreFront J3R T XL
Bt , IRIEFEE RS BEREERERF ATRENRE , T IELER FHITXLES AR,

BEIRS EREE (UE R HTTPS i&E#:i/(a) StoreFront A AER. XLEH FABEFE A HTTP i&#A(R) StoreFront , AT
FHEMRSERNER. (NYEEERA 2N StoreFront B THAIIER A 8EF A BBRS HREE.

B ENARS BREE B A HF UPN &% |, 20 username@domain.com,
EAN AR E B MRS EREE AT, WIHHR

o N FRIEECENE AR P2 NMELSHRAE,

o WARERENUEA— " EMRESEEES, R StoreFront BLE XEFE AR RS AP RNZ NG , WA EBR
FEMEERE NETRE A XENEE.

o NV AMERCE NV PR BB S D E B T AERT A 5 i L 2D,

o iU StoreFront I AR JES Receiver for Web s g #8XEX , 3 B MR 23 RECE A {E RS —1K%.

PR TIRFFECE BRF ERREE A REHTHER. BBRFSEBEETE XenApp # XenDesktop A iR ft, HXRER , F
SR B BRS BRE B A,

1 @7 Citrix StoreFront EI=H A WAMNERPEENARE TR , FRETRTRATERSHRUEATE > RrEanE
B, SRR TR AR ETE IR |, £ StoreFront R BBIRFEREE .

2. ERFER P ERERRNE , AR EHE.

3. NAFPANES THE AP ERRCEK -~ BBIRS , W THERAFER Citrix SSPR, AJ5 8 THE .

4. FEEM PR EAEBIBE RS ENEEREEREMESMK S, RNEREERSIK, URL , BEMHE , ARATHE.
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Use this setting to configure user-initiated account unlock and password reset

Account Self Service | Citrix S5PR =

This method provides user-initiated account unlock and password reset
using the self-service password reset functionality of Citrix Single Sign-
On.

o IR

%24 StoreFront £ URL S HTTPS (MHE HTTP) BYICEMA I |, 35 B (N4 &(E AEIR B A 2o v A P i 58 B ahd
ZJE , BREMEE A A,

Specify whether or not users can reset their passwerds and unlock their accounts threugh
integration with Citrix S5PR.

|Z| Enable password reset
|Z| Allow account unlock

S5PR Account Service URL: | |r" tips.//server. fullyqualifieddomain/MPMService

b

A FTR%E % Citrix Receiver % Citrix Receiver for Web B, £/, #iEshfE , B BRA P X0tsE B2 e,

Citrix StoreFront

Start

&

Manage Security Questions

#£ StoreFront FECE g , Citrix Receiver for Web B F RE ¥ B Rk P EBRSEE (FEH M Citrix Receiver B IR AR
) .
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REMERASI SAAEE—RIIRE , NEAEERIUKASEERN (MRWMETIITRA) .

EF—NRERAFHBETET—% , T—1EERRERNSMAFE (B\AF) |, iR RESRREFHANZEL. BE
E  KPBBARFASZHF UPN &R |, #il70 username@domain.com

citrpc Unlock account

StoreFront ® Reset password

Mext

RAFREER2AE, MRFEERMIAFRENER— , MPITERMRIE (BUEEER) | FHBMAFRERT.
HEZSNRIUERFRE

TEI T EZSHRIEMFREEFIECELZIHRIERF M ARIE , NMSELEX LN A JEZ [ TR RS
xR,

1. #£ Windows FH& FHSN ARF FET |, $kEIFFH£E Citrix StoreFront R4,

2. 1£ Citrix StoreFront BEIRITHI A MM EAETERNARE TR , AREERARPEE—ANNARE. EREERT , 3
TEERSGHRAER X,

3. ERR THRRF | EEXZGNRIFRFRE.

4. BEFERAXZSRRAIERS SEE , FANARIELIR NI aFER— NS,

EE : ATENRERS SERSHREMS 2 AAEENEER. SN ARG ZHS OIS RN S HRIER
% | 3t E{EILE EarAbA MRS (PR 2 S AE IR S B FT Kz FRRT S OV ).

B EIRIIEZR RS, NetScaler Gateway

A APITELE TR S HEIE{ES hiB 1T NetScaler Gateway el i JENEe R A ERERS ML, (N YEEREERS
JARFEET NetScaler Gateway HIARS , A BEBUTHIR{ES .

MNP EIRBUEZRIRES NetScaler Gateway , NI ~{E F%REERM NetScaler Gateway WAES4 /5 , RIAJfEAR B KN A
IR B ER. 1EESH NetScaler Gateway HIBSHINER , HIRBZHAER TATFERRE , Bt , R A AR
%% NetScaler Gateway R A4 TEESHRILE.
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#N4R StoreFront 5 XenApp 8 XenDesktop i F AR, , FETIZEE Active Directory {54 , Wa] LK StoreFront BCE
1 F3 XenApp #01 XenDesktop XML Service SR IE A A4 AR IELR,

JBFET XML Service (RS HAE

1£ Windows JH& FH N AfEF FETF |, $KEFFHE Citrix StoreFront FERE.

1£ Citrix StoreFront BIREHIA NN ERTERNABRETR , ARERE GERTRTERSHRAUEAIX.

EERGHENEAETE L , ANRFEFER > &E TR S AL E BRS%RAE.

. £ Validation Password Via (3AFFREAT) ThEHS | %% Delivery Controllers (Delivery Controller) , A58 &
Configure (FCE) .

5. 3%H& Configure Delivery Controllers (ECE Delivery Controller) & _EHBRRIN—/ 2% Delivery Controller BT

WUFFR PR AAfEHE OK (ATE) .

HEET XML Service RIS{AIIE

1. 7£ Windows s S SV RfEFFEE+ |, $KEFFH - Citrix StoreFront R,

2. 1£ Citrix StoreFront BEIRFHI B MM G EENARE TR , AREBRE TRFRETEFSHRAUEAIX.
3. EEHSHBEAERE L, ARFLEERD > & E THR AP SR EFRRE.

4. 7£ Validation Password Via (BAFZRLAR,) THSEsT | 1%3F Active Directory , SR f58ad OK (FH:E) .

PwnNp
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51 XenApp 6.5 BCE Kerberos 2fRZIk
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AT A S TRCE W IR S E > Kerberos FIR{ESIEE StoreFront 2 754# Al 85, Kerberos Z2fRZIKkM Delivery Controller
RUFS4.

BT EZREH[TED , FXUER— RSB UET RS IFAMECE. MR Citrix StoreFront FIRIEH| & KIERBEFH

RATHMRS R F1E1T. TG , ERXELE MMM ERUERRIRS A , MEEHEERREMRS 2.

1. 7£ Windows JH& &N RFERFF &+ |, $XEFF8 T Citrix StoreFront FERG.

2. 1£ Citrix StoreFront BFIRISHI B AN EEFERNARETR , RAREEREARPEE—NNARE. EREERSRTS , 2
THRLENAMIERE , ARHE Kerberos Fk.

3. %R S FEkEE FA{E A Kerberos ZEk Xt Delivery Controller S THM4IOIE , O 52 AE2E A Kerberos ZIREIR.

Bl & StoreFront JREZ[BHTIR
StoreFront k-5 XenApp ZEER—IHEHN LI , FHITUTERE.

. TEEdREIg Lk, FTFF MMC Active Directory Users and Computers (MMC Active Directory F§ A TEA) E1E#ATT,

. MBS L BT ERINEE.

C EENEET , BEEHE TAHTENT R , 2855 StoreFront fR%28.

. TERMEENRT , T EM.

. £ Delegation (ZFjK) %&MFK_L , #d Trust this computer for delegation to specified services only ({E{EHITEH K
ZLIKIEERIARS) A0 Use any authentication protocol (fEEESHIIENNY) , R/ HAETARM.

6. 7£ Add Services (#RMNARS:) SHEIEF , #dr Users or Computers (FBPSOTERM) .

7. %£ Select Users or Computers (%% PEatEHL) XFVEHEF R Enter the object names to select (i ANEIEFHIXTR

#R) HEF , B IE1T Citrix XML Service (XenApp) KRS 23 EFR , RIEAEHE.
8. MFIRHP I HTTP fR$2KEY |, RFRRTHE.
. N B R AISTEIE,

ACE XenApp RS 2K
JE XenApp BREBECE Active Directory SF{EEIR.

v A W N R

Ne]

1. 7EigEFHIeSE |, 3TFF MMC Active Directory Users and Computers (MMC Active Directory Ff§ A TEAL) EHE#ATT,
2. EEAEMERS , BFHBL THTENT R , REEFIEIT StoreFront #ALE /52 H{EM Citrix XML Service (XenApp) (IR
3. FEREENRT , BEEN.
4. 7t Delegation (ZJk) %M+ _E , 8 Trust this computer for delegation to specified services only ({{5{Eitit
HAKRZIRIEEHIMS) M Use any authentication protocol (EAEESHRIENNN) , ASFRETHRM.
5. 7£ Add Services (RMARS) XiEIEF , #: Users or Computers (FBPEitERL) .
6. 7£ Select Users or Computers (%E3#FAPaitEA) XVEIEF K Enter the object names to select (¥ NZEEFFRAHIXS
KAL) HET , B NIE1T Citrix XML Service (XenApp) FIBRF-25 B FR , KRR THARE
7. WFFRAFEHE HOST RRFZ2EEY |, BEHME , AAfasadim,
8. e FET B HEIEF KA R B FRIGEFIET |, BNIBISHIRNEHR , RRRTHE.
9. MFIRAF LI cifs 0 Idap JRS2EE , RERTHE. EE : R ldap BRFBRFMEM |, EEE—SiEisHzem
FQDN [LACHI%EM.
10. [ FEBFFRIIXTIEAE.
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BEEEFM

REREBEA Kerberos ZREJRES , iEEBATEE.

B

FRAE1ET Kerberos ZIRFIRIIELL FHUTEBSMIIE (FEEEF PIN EBSHRIE) , BRI ssonsvr.exe,

StoreFront #1 Citrix Receiver for Web 15 E & :

& g EFE ssonsvr.exe,

¥ Citrix icaclientadm #4R = Local username and password (A R&MERL) REHFEAARE (354 ssonsvr.exe THEE) .

ZEE jcaclient.adm 15tRk Kerberos & &

¥ StoreFront R4 FREHIT A (FQDN) ZI0E! Internet Explorer B[Sk &5k, EXETFH{EXITA Internet Explorer RERES |, &b {FE AAMA L AE.,
B Py TR,

£ StoreFront fR %525 LB RIBE @S HIIUEF 1% , F£3F Citrix Receiver for Web BRIXTTIE.

StoreFront, Citrix Receiver for Web #1 PIN 1£/RE8E K SN :

% i FJFLE ssonsvr.exe,

EEETFERS ML,

T4 Citrix icaclientadm #4R= ) Local username and password (A8 R4 F%HRL) R E FEMANE (325%) ssonsvr.exe TEE) .
ZEE jcaclient.adm 151Kk Kerberos & &

1£ StoreFront fR 5525 LS EBE RS MIIEATL , 73T Citrix Receiver for Web JZi&AIE.

BHHREERERE RS HIIE , 27 Internet Explorer R£i& B 413t StoreFront ik s gk AL R EAE.

& P TR .

NetScaler Gateway, StoreFront, Citrix Receiver for Web 1 PIN $2/RE8ERFHIIE -

& g FILE ssonsvr.exe,

ERETERIHRIE.

¥ Citrix icaclientadm #4R = Local username and password (ZHbf A& FEERY) REITARS (324 ssonsvr.exe THAE) .

%% icaclientadm #51R Kerberos % &,

1£ StoreFront f§ %525 LS F NetScaler Gateway EIBEHIIEFTIL , 73T Citrix Receiver for Web SR AIA.

EHRCIEREERSMRIE |, iE2E Internet Explorer T2 & E 4% StoreFront 3 i XIigikh{§ AHA R L 1E,

& P e,

{# 3 StoreFront HDX % FACE NetScaler Gateway fIETRE R S IIEMELAth vServer SN , BUBIT RZ SHIIER NetScaler Gateway vServer e ICA &
15

e Citrix Receiver for Windows (AuthManager). 127R#A PIN B8RS HEIEM StoreFront :

% P FLE ssonsvr.exe,

T# Citrix icaclientadm #4R=F# Local username and password (A<l fPEFIHIL) REIEAAE (355 ssonsvr.exe THEE) .
ZEEE jcaclient.adm 15iR Kerberos & &

B Fim i TIE .

1E StoreFront fR%-25 LB AEREFEHIIEAIE,

o Citrix Receiver for Windows (AuthManager), Kerberos #1 StoreFront :

& g FEE ssonsvr.exe,

ALK Citrix icaclient.adm #AR -4 Local username and password (Al fAEMED) REFTANES (4545 ssonsvr.exe THEE) .
ZEE jcaclient.adm 15iR Kerberos & &

FERTFZEXIEM Internet Explorer &% B |, EHERAAHA P L1E,

& s e,

£ StoreFront R %525 L SIS E B S MIIEA X,

RS RE TR -

BE EEREEAYSSBUTERE , TTRESERRENREREAL. Citrk TTARIER EMRmES ERAALS
B BAEEAEBIFUMRR . R TEMRRER TEENK. EMEENRZE , FFLETES.

SFF 32 fitEH, - HKEY_LOCAL_MACHINE\SOFT WARE\Citrix\AuthManagerProtocols\integratedwindows
£ #R : SSONCheckEnabled

A . REG_SZ

{& : true =% false

XtF 64 fitE
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\AuthManagerProtocols\integratedwindows

&R : SSONCheckEnabled
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AL ENB T AT StoreFront FBEFAFEFHMHFRETERSMIIENSRNTS. AXREAEEFNRISRMNECE R |,
R SN S = R

”””””” Citrix MEREBERALE
This overview for configuring a Citrix deployment for smart cards uses a specific smart card type. Note that
similar steps apply to smart cards from other vendors.

,,,,,,,,,,,,

o TH{RTEITXIBRE StoreFront BRE-25M Microsoft Active Directory 18ak#&-5 StoreFront R 2818 B8 BN AR X RN

SWANECE TR R K.
o MREVTRIEREREREBSHRIL , FHRENEERE RN, PREAFEEMECE R FEM PIN K17 5K X F
RIEA.

o IR A EmAN BFERFFIHETT Vitual Delivery Agent (IEIMLERYIEM, E REMN AR EERTEM., BRBEERS
XenDesktop A& RAKFMREE , ESRTEER,

o UREURIERT , ERAHIREMELE T AAERNLEM. HIASTXS Active Directory BREIERGECE T K FILSTEIER I B AT ARTAH
ITRAERRAE.

e 7E NetScaler Gateway & & L , WRIEPBMAYMMANE R B HIED. BRFHMER , BSRTIIFEIEILA,
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12. BRI, % NetScaler Gateway HERMNZ T2 WHEIKSIFRF . IREFRERLEIE 11, ¥EZL NetScaler
Gateway BBERME NetScaler Gateway ®&"F&k+ ., MRBIGEIIRPEEZ AN KB BRBE LA BEHITVIR , ETE
ERTEZ N AR ERZNARE.

13. /N, EEEREEREL , fE0R. SIRTNAREZRE  BE TR

WAE , AAATRAER Citrix Receiver SRR BRE , (EXCHHECE AN ARJERVIEFMES., BT IEEFZ AR
AR PRAEGESHAES , DRARANEELR. BXFMER | SRS RIEm,

2 , F TR Receiver for Web S misRIN AR SE | X1E A PR8I Web AR EESEAN BFREF. QIEN B
JERS | ¥4 BIRA P BTARIFTN R JER) Receiver for Web b s URL,

BIFEFTN R IERT | H2ZA SR XenApp Services URL, {#fiz1T Citrix Desktop Lock IE MM EEE & FER PC KA
P, ARAERTTEFERMIBRR Citrix & Fumi R -, 7T RME RN AR JEK XenApp Services URL BRI AR JE. XenApp
Services URL I#& 4 http[s]//serveraddress/Citrix/storename/PNAgent/configxml , He serveraddress 4 StoreFront &
FH RS RABTFEHIER FQDN ; storename A7EHER 3 RIEE KN AR JE & K.

ERMMNBHIR S 25 L0 A JR 55 230 E AU & IR &

1. 7£ Windows JH& F Rk RAFEFFEET |, $EIF&H S Citrix StoreFront RS,
2. 7£ Citrix StoreFront EIREH| G WAMEAEPEENABMET R  ARERETRP RN AEE.
3. ENFAMERFTE L  FEENARERNEH , ReRTT—5.
BT Y AR JE & #R¥E B /RTE Citrix Receiver PRI FIK AT A | EEE— 1A AHERNY ARIENBEERN LR,

4. 7£ Delivery Controller TWH_L , 31|t BT A BB N AR JERS R R IRAERLLEM ., BT,

5. 740 Delivery Controller SEHEF |, 8 — M EHTIAMMEN LR , FHErs BRI N AR ERENRIREH
XenDesktop, XenApp & XenMobile AppController #gf#. X App Controller 583 , EHAR FTTEE N2 RPN E ST
THE.

6. FNRERM XenDesktop & XenApp RF-2HVEAMEE | EASEHITHIR 7. BB N A /ERIFH App Controller B
N FAFERF | ETERRF-ZFERHA App Controller EEHAR&IAFREL IP il , 3485 StoreFront 3E# App Controller T
U0, BRANRE AN 443, REEHITHEE 11,

7. BB N B JERRIFH XenDesktop 8¢ XenApp fe LAY BFEF | EIERSSIET R RS 2R 0BFRL P ok, XF
T XenDesktop ¥4 , $2f# Delivery Controller K#4{EE. XT XenApp 1% , FIHIE1T Citrix XML Service RS 25 .

8. MIEHZERIT | RPIEIFTE AR S R F-251B(5H) StoreFront ZEH#2ER!,

o BT KRMBHNERARELUE , EEF HTTP, MREFHIER , MWABITEHREL AR , MRIP StoreFront S5R%
B2 AEENRE.
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10.

11.

12.

13.

14.
15.
16.

o TEIFRARELEETE SSL) BEMERESM (TLS) ke HTTP EEAREUE , E1%EF HTTPS, R4 XenDesktop
F XenApp BRE-25ERIAETR |, iERRR Citrix XML Service & & A5 Microsoft Internet Information Services (11S) %
HugO , 308 1S BCEA3THF HTTPS,

o ZEIT5 XenApp IR &8 Z AIM T £IERR X LR , LMER SSL Relay BATENSHIAEMBAEMNES |, E%EF SSL
Relay,

R WR(EM HTTPS 8% SSL Relay kfffR StoreFront SR [ MIEEL L | EHRIERFIAETIEE N B FHRTX
LRFFMNED LNE T2 (BFERNE) .

FE5E StoreFront MRS 28 ATAAIRO . {8 HTTP 0 SSL Relay FEREAIEIALRO A 80 , HTTPS EEMNBIAIR A A

443, 53T XenDesktop #1 XenApp fR$-2% , TEEHIERE M4Z Citrix XML Service Bi{E ARHA.

NRE{F M SSL Relay Sk{R3F StoreFront 5 XenApp 152 [AIFEHR L , E1E SSL Relay ¥ "H#EFF55E SSL Relay f¥) TCP

i, BRIAMRH A 443, WR¥IZ1T SSL Relay MIFTA RS SFECE A LA —¥sE .

BE OK (WE) . FTRAKI AR ERCE N HHE XenDesktop, XenApp #1 App Controller BBZFH&FMEFIR. RIET

BEEHSRA4EL, PIIE AN AEERBETENELNE. BRELFHRERANEANBREPZE , 8ET—

EEFRRITE L | F6E WA BMEEEN B - R BREB AR BT NetScaler Gateway [l AEJE.

o RN AMRMA AN BREIE , FEET., X, RAERNEMSE KR A e via N AR E.

o EEZNFAMIEFTIRMAMRIEABEET NetScaler Gateway iia] , &% IC VPN @i, AR AEHETE NetScaler
Gateway , TtH{#FH NetScaler Gateway ffff.

o E{FZNV FAEFAPNERMLE A I ATA EADRIR AT 18T SSL EBHE ML (VPN) BiE AR , iE%RE® VPN BiE. s
E($ M NetScaler Gateway i VPN @i,

MR AKEA NetScaler Gateway BB SHIIEAE , NEREX N AE SRR |, ¥ EsEREAE. FAAM
NetScaler Gateway ®iF&#fa , ENaJ#EvAR B C KN AR IEI B3hER.
MR BT IEARVE] | KR IR T NetScaler Gateway Azl FHR JEThRE , ATEE FA FeEms @ T L NetScaler
Gateway BpEVIRIN ARG, BN , BIEEfEARINAE L , BE0EE.
GEERESHRIEAETE L | EFRAF#HTEHREUR R RIREE RN A E , RERET—5.
EREFRUE A L | 1%63% Delivery Controller DU tHRBEAE , AfFRET—H.
£ XenApp Services URL TE L , A PNAgent Vila) i FIFEF M S EA A FECE X URL , SAREA TR,

ZMRIRS AT RASARER S S B N EBEA URL, M—m] AAETUAESEA URL , AR SFAERMNBM RS
RPN,

bR R 5

AT PUA AT Wbk R R SR S bR N R IE. BBRN ARG | R MIRR{T(T XEXH Receiver for Web St 1, SER &G
£ H XenApp Services URL,

BE  EZRFETEFR , FXAUER—ARFF[UERRS SAMACE. R Citrix StoreFront BIEITH| & KETEFTH
HAEMRS 25 EiE1T. TlfE , EE TR E T E BRI RS 254, DUBREFERE T NEAhARS23.
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ATRUBE AT N AR ESREHMALSHIIENN ARE , MIFRESHIE (BEf) NAFKAE. TTRURER
ERRIERENRLSHIERN ARE ; 20 , FTRUAEE A FPARIERESHIERN AHE |, 3B BT R IRMm
AN—H.

ToIEXT R B U AR JE N i@ T NetScaler Gateway #H{TimsEi(a),
BARFESHIIERNN ARG , FERTHEESRS S (ATREFEEINAR/ERENERIER) BREE.

BER  AZMFHADET , FRUERA— RS FUEBURSGFJANBCE. #R Citrix StoreFront EHEH| AR ETH
EAEMRSF D517, T  BRICE M E e R RS A |, DUREREE P RHABRS .

1. #£ Windows Fra & R F &+ |, $kE3FH S Citrix StoreFront BERE.,

2. 7£ Citrix StoreFront EIRITHI A NANERPIEEN BEET R REEREERPRGEAENARIE.

3. EVABEEEMUA L , SEENABENLHR , EEUAFKRESHRIERK(ER) ARty Bl)E  KRasT—5.
LB Y FA R JE 4 #7 % B /R 1E Citrix Receiver R PR T A |, EEE—m AR N AR IENREEHE TR,

4. 7€ Delivery Controller WAL , 51t TR EF BB T N AR SRS RIRRKERILEM, SHRN.

5. 770 Controller SPVEES |, FEE— M EITIRAEMN LR , Iens BB N ARERSARIFES XenApp 1RtE 2
R XenMobile (AppController) 24, XF XenMobile (AppController) 8% , EHHIRFTTEE NEZ TP ARBESEATIE, HEC
Controller B} , 545 WM FASTIFEE & 7 FRFE FFThaEY Controller, AR FTECE MR S MR AR [EE AR ST Eh
BEM Controller , ATREA S EAN BB EF NMefHTTESR M AR .

6. ANRERM XenApp RFZ[HNVEMAEE | BHEPITHIR 7. TEINV FAREIRTFEH XenMobile (App Controller) &R
FFEFF , EIERS-254ET I\ XenMobile (App Controller) EEHAR & (A& FREL IP itk , FFFEE StoreFront 3%3# XenMobile
(App Controller) T BfEm A .. BAIAUGH A 443, HREHITIELR 10,

7. EEI N AEERIFE XenApp IR L AN AFER | BERSHRIIRPFMRS QLR Pk, FEELARESHR
USRBSEETNRE | FHRINARINFS X L& B DUR EEREFLIRF . XT XenDesktop ¥ , #21it Controller KIF4H{E
2. XF XenApp 17 , 3H1E1T Citrix XML Service BRIARS 25 .

8. MMEHIZEATRPEEFTE K SME 25 BI5H) StoreFront iE#HZEAY,

o THITRMEHNEREAELIE | EIEFE HTTP, fREFRIER , MARBITRHFREAE , PURI StoreFront 5R%
B EEENTE.

o TEIFAREEETE SSL) BEmER LM (TLS) &L L HTTP EHARESURE |, 15%EF HTTPS, 2158 A XenDesktop
1 XenApp RS 25 R H%TR , SRR Citrix XML Service % & h5 Microsoft Internet Information Services (11S) 2%
HisO , 308 1S BCE ASTHF HTTPS,

AR BNR{EA HTTPS kR4 StoreFront SRR 2 AIKIERR S | EHIRTERSFIRTIRPIEEN L HRGXL RS ZRHMIE

PLEHYEHRTLE B (BEXNE) .

9. ¥85E StoreFront HEHRFARATARIGA. £ HTTP EHEMEOALGO R 80 , fFH HTTPS EHMBIANRO X 443, ST
XenDesktop F XenApp BR%-28% , FEE M MZR2 Citrix XML Service frs FfEEO .

10. BAEMAE. 7TRLK N AR ERCE AR T4 XenDesktop, XenApp A App Controller BiZEHEHHEIR, RIEFEERSD

R4 ZF 10, A3 AN AR SR RIRNEMEE . Bra SR RIRAMENZN AfEF 2 G, fEeE.

BRERESHIAER N AR JEIERMEER. EAFRAARIFNARIE , PUERZN R IERARER{EEXT Citrix
Receiver #HTECE. &AIPUBT WL ANAAAREXEHMER , RHAANERETSRE. FXREEE | BSHA R
&I,

k& , AFRTRUEIT Receiver for Web St sRAlRI N RS G |, 5X{F A FPeEBET Web WM E L EAN BFEF. BHAER
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T, FHXRESHRIENN B JER , Receiver for Web ASt #4352 Bk 4EM BRI FAFE R EIES AR HKREZE. MENERE
B, ¥4 BREBABTARFTN R IER Receiver for Web sk s URL,

BIEEHTN IR IERT |, K EIASSF XenApp Services URL, {§fi=4T Citrix Desktop Lock IE MBI £ ER&FIER PC A
P, AR ERTTIEARMIBAR Citrix B g -, aTRAME BN AR JER XenApp Services URL E#E5IRIN ARG IE. XenApp
Services URL FE=A http[s]//serveraddress/Citrix/storename/PNAgent/config.xml , E# serveraddress 24 StoreFront &f
ZHIRE R T ER FQDN |, storename A7EH3E 3 AN AR JEHEE B FR.

EE : 12 StoreFront BLE , 2R web.config XHEECE T $% LogoffAction="terminate" , fjjRlt KL FHIAIFRI R
JER Citirx Receiver for Web £3BRARA 1L, BEATAZE Clinetpub\wwwroot\Citrix\storename\ F#k%! web.config 3¢
¥, 2 storename AN ABEN AHEIEEMEIR. FBRXLLTEERAL , VAR IEEEFERR XenApp RS-25 4
S RMEE XMLIESKEM , 20 XenApp #1 XenDesktop 3ta4h AZ&" Citrix XML Service i[O FlE1EF B,
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METSEEZNAREES XHENSE ERUHESERE S N AR EHNERFME BRI | 815 N A SR E KT
NetScaler Gateway FPEFSHR, R XLETEHRHEA R - |, MFEEEBFIRN AR SRS EB3ALE Citrix Receiver, F3
FEa] A Receiver for Web x5 $5BX Citrix Receiver B £ 3.

BT AZREH[BEPR , FXAUER— RS FUAE MRS [ERECE. #fR Citrix StoreFront ‘BEIEIEHI & R EEREF K
HAEMARS 28 EiE1T. TlJE , EE I E T E S ER RS 254 , DUBRE IR E T N E ARS8
1. 7€ Windows Fri4 kv FBFERF frs |, $KEIFE8a o Citrix StoreFront iy, #E Citrix StoreFront BTE%HI & K Z M A&

RN RS R
2. REFBAZ N NARENFRAEENESE XY  BERMEERT AT SHE NANEESEXY , ARERERS7EHXH
PN RESE.

3. BESHIHERY BA ar BEEXHREFDIMNETREENE.
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A RUE S A TRE Y AR IS {24 1E R 74§ Citrix Receiver BLE fF AT HFHFRIK P& FQDN B2 1N AfE 2
A FARMBIEK AR, BOAMERT , CBNARIEE  ZNARESEBRA—ANER , AATERILT 5 XN Af)E
) StoreFront FREEH HZRMNZY Citrix Receiver ., [EHRN AR IEH AR N AR EREDTTAE , 2R W08 Citrix

Receiver FFNECE ({#FFARE URLEBEEIH) MABEREREAGEE. EREXIEHBNYBEENAL | ERITASN AR
JEES.

BE  AZREBHEF , FAUER—E RS FIAERRS IAMBLE. R Citrix StoreFront BIEIEH| & R ETPEFTH

HAEARRS 25 Eiz1T. e | B ELE T ESUEER RS 234 |, DMEEFEZ P RE AR S 25,

1. 7£ Windows JHA& FHeN AFRRFFEET |, $k2IF 8 Citrix StoreFront #E.

2. %£ Citrix StoreFront EIRIFHI A NANERFIEE NABET R , AEEREERTRERENABIERE > A5V A/l
J&.

3. NSV ARERE L |, ERA SN AL SNy AR )E .
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AT LA HATEIER Controller {27 MFNMIfR XenDesktop. XenApp F1 App Controller FHE N FRIE IR , RS HIZ (it
XL EIRR IR S 2R HVERS B

BE  AZRFETEFR , FXAUER—ARFF[UERRS SAMAE. R Citrix StoreFront BIFITH| A KETEFTH
HUEMRS 2R 51T, TR |, BT E T E BRI RS 254 , DUEEIEEPREARARS 2.

1
2.

10.

1£ Windows FHi& RN A F R+ |, $kEIFH8E Citrix StoreFront R4k,
1£ Citrix StoreFront BIEEHI AN AN ERFEERNAFET R , RAEEERERPER—INAEE. EREERT , 2
HEIE Delivery Controller,

. =518 Delivery Controller XfiE#ES , BRI ATH K EHAD XenDesktop, XenApp % App Controller 3338 i) £ EAN L FAFE

FIMNZNBfER., BB E | 57 Delivery Controller 3IRPIEFAMN&E , RiedEmiEs. BEIEEINA
FERIFHREERMMTIR , EIFIRTEFEN SR , ARRdhR.

. FEAIN Controller 5k4w$E Controller SHIEAET , FEE—METRARAKEE L , FEREELN AR ERENRIRZH

XenDesktop, XenApp &2 AppController $2ft. X4F App Controller 583 , iG#HIRFTIE R BT A BB EHTEE.

. AR EZRN XenDesktop 3k XenApp RS ZHHNFEAEE | EHREHITER 6. BTN BiERISH App Controller EIEK)

Y FRfEFF , B FERRS23ETH A App Controller A& A FREK IP #ulik , FFHERE StoreFront % #& App Controller B ]
WA, BUARAA 443, HEHITHIER 10,

- RIBE N AR JE#k{FH XenDesktop 8k XenApp 12 (AR EAMN FAFEFF , FRERMUMA RS 2T B HRE P sk, T55E

% GRS RS E i RS | BREUAT web.config XTEMELE AR, (ANMHFIEFTR) . BHARBGRET
a1, MREETHRERD | BIRMERIAFS L LB LR EREEBIIF. T XenDesktop it , 1214t Delivery
Controller KIEHH{EE. XF XenApp 3% , 31t i=4T Citrix XML Service (RS 25. ESBURSIRMB TR IP ok , EIEAR
FERFIRPEFMN LB IR EmE. ERINIRFR—NKBEFRERR , TRUZLE StoreFront SRS 2B AMZ A
BIB] IR,

. MR R PSR E AR SRS 2585/ StoreFront &SR,

o TEIIRMBANEREREBURE | HEHE HTTP, MREFHEM , NARBITRHFRESHE , MR StoreFront 5k%
W/ IEEENR L,

o TEGHEARLERTE (SSL) REMER DM (TLS) RS HTTP EEABMUR , B HTTPS, F15RA XenDesktop
AN XenApp PRS- 25 6 R I , ERAIRHK Citrix XML Service iR & 415 Microsoft Internet Information Services (I1S) 2=
HugO , 308 1S BCE AR HTTPS,

o ZiBIT5 XenApp IRF&5 2 RINRLIEEREIIE , DMER SSL Relay PUTEANSHIUEMBAENE , 1E1%E#F SSL
Relay,

TEE : mR{EMA HTTPS 8k SSL Relay k{1 StoreFront 5RF-#8 2 FHIEHER S | EHRERSHRIIRPIEENEHRTX

LREFAED LNEHRTE—H (BEXNE) .

. ¥EXE StoreFront EEMR K25 AT AMELO. @ HTTP # SSL Relay HIZEENZALRA A/ 80 , HTTPS EEEMIZALG O A

443, YT XenDesktop 1 XenApp fR%52% , FEE MmO W22 Citrix XML Service ffs RGO .

. WRE{EF SSL Relay #fR StoreFront 5 XenApp fR55-25 Z [BIFIEHR L , 61E SSL Relay ¥ HAEHE5E SSL Relay f) TCP

YO, ZRASEO K 443, B{EEHEST SSL Relay (RATA RS R R E HL AR —3HO.
BERARE. RO AR JERCE IR (T XenDesktop, XenApp 1 App Controller BB EFHEIR. IRIEFEERL
1% 3% 10 , BAFE Delivery Controller 3I|3ReARINEE B ERE
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A PUB IS AT AR B S R A FARAR 0 F A EC B 83T NetScaler Gateway ST R JERIR), ToiEMT RESH%
WERORY PR JER BB 3T NetScaler Gateway BHTIEFEE).

BT EZREH[TED , FXUER— RSB UET RS IFAMECE. MR Citrix StoreFront FIRIEH| & KIERBEFH
RATHMRS R 51T, TG , ERXIECE T E e %R RS 540 |, IMEEHEBER MRS 25 .
1. 7£ Windows JH& &N RFERFF &+ |, $XEFF8 T Citrix StoreFront FERG.
2. 1£ Citrix StoreFront BFIRISHI B AN EEFERNARETR , RAREEREARPEE—NNARE. EREERSRTS , 2
HRCE TR SRR E.
3. FERCEEFAEARIRESNEIET |, T6E WA BMNEIERM A PR BRAR A sERE BT NetScaler Gateway el IR JE.
o ERNABEREANNABMEFRAFATA | B UAEEF BAERE R, X, IENEME KA -7 68
ViRl RS,
o TRAEARAA |, VB B FEAE R,
o E{FZN ARSI LA RIF R AEE1T NetScaler Gateway A , &I VPN BiE. BATUEREERE
NetScaler Gateway , LT {&£ M NetScaler Gateway ifffF.
o ZREILLEHETFE (SSL) L ML (VPN) B E RGN AR JE AR IEBRILE SR A IR |, 150 7c% VPN 18
&, FPEZEFA NetScaler Gateway #4237 VPN @i,
R K /ZH NetScaler Gateway HEESHEIEATL , NEREXN N AR EREAEARN |, ¥BaEREAE. Arm
NetScaler Gateway ®iF&# 5 , BN ] fE/(R B C N AR B 3B R,

4. JREZREFEARE , EM NetScaler Gateway & & 3R+ 1 A A BT ARRZN ARIENEE. oz AR EFR
HibN AR EN A EEEERTESIRT |, HERE. RFEESIRFPAMELEE | FRTRM, B0, ELRE
PUATIHIR 16,

5. 7£ General Settings (E#MI&E) WA , A NetScaler Gateway EFEFEEETH AIRAKEFR.

FA ¥ #E Citrix Receiver P BEILIEEMERE IR , Bt , BEZXEHRPEEHEXREE  LEBAFREERERAAEE.
%120 , ATRAE NetScaler Gateway FIER B RE2FFEEHIRGEREE | MER FeEBEMRRIRETHAMEMEFE AN
HBE,

6. FEPEWMNEIURSZZHA TR R (XFTF Access Gateway 5.0) B URL, 55EEBEHE A=A
StoreFront F}E M TLREKIHE (FQDN) AsME— , FEARET NetScaler Gateway FEHUBRS#3H0 FQDN, AZFFEXY
StoreFront #1 NetScaler Gateway B3R S-251% F4EEIRI FQDN,

7. WNRERM Access Gateway 5.0 3E |, IREMITLSIR 9. BN , WETETE NetScaler Gateway REHFM IP ik (Z0RF
) . Access Gateway 9.3 REESRATSEFM IP itk , (BXIAE SHF=RMS , b2 %M,
FMEZEFE NetScaler Gateway FSRFRRIE-SHNEIMAE IR S 253 TIREHIA PRSP ik, bt e LR
NetScaler Gateway R & HIRRET IP ok, ANRIEE T FM IP H#idk , U StoreFront {# FhZHIBAIFE NG K B2 BRE 1S
wE.

8. AR EIRNIZTT NetScaler Gateway 11, NetScaler Gateway 10.1, Access Gateway 10 8 Access Gateway 9.3 %% ,
B INER RSB R 2 BIAEIR & £ A Citrix Receiver f FELE IS HRIEAIE.
BT 5% NetScaler Gateway WA BLE M ER R MEIN AR G E & XHF ., X{E Citrix Receiver o] AFEE XX R
WA A XM HEEEK,

o MMREE M i A\H Microsoft Active Directory 14515 , E%FE,
o MREKRAFHANTE SRR SERE , FEERESM.
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10.

11

12.

13.

14.

15.
16.

o MNRTKA PRI NISEREMMR 2 SRGHS AN | FEFHIMNTE S,

o MRERAFAWMNETRELEN—RMER | EIEE SMS SHRIE,

o MRTKAFIRHLERERIFMA PIN | B ERER.

MRAERERIHRIUERE THBISHRIEA A (LA EERRILRENTTURIREZF ) | ENEREREIRY IR+ 1%
FEHMBHRIE IR, BEHITHER 10,

. TR Access Gateway 5.0 582 |, BIERA PSR RQEEMIIRETIEE | KEERETH Access Controller fR%254+E

B, MRERMEFE  FRT T8, KRBEHITHR 11,

IR EETXF NetScaler Gateway 11, NetScaler Gateway 10.1, Access Gateway 10, Access Gateway 9.3 84~ Access
Gateway 5.0 iR & EE StoreFront , &7E[EE URL #E+HIEE NetScaler Gateway S EIFARS URL, StoreFront & B 3h
A0 URL AARAERRSY . BT F—25 , REEHITIO0R 13,

i NIRRT ETR)E URL, StoreFront i%## NetScaler Gateway SHIIERSE , PAKIFM NetScaler Gateway W ZIfK
HREBKRBLRE.

E5Tt Access Gateway 5.0 BE&ERCE StoreFront |, WE7EIR & WH LI ZBFEFIRE K IP #ihits FQDN , RfFHET—
*,

ERRFBIREMEIERA L , 5 7E Access Controller fi% 28 LTS MIIEARS B URL. iFIN% & ARS-2540 URL DA
RAEDIRE , FHRINARIFTS L XL AR S 2 LR BB, 8 Next (T—2H) .

StoreFront 1§ FAS ML RS XA A AT MWL , DUER PR EEVIRIN ARG EF RN EE.

XFHEENE | (REIRT Y BEJERIFH XenDesktop 3¢ XenApp $2{itf %R , JE1E Secure Ticket Authority (STA) T
FIIEIEIT STA FARS 25/ URL, RNZ A STA B URL DUBRASETIRE , FHRIMARINFS 1 XL AR 5525 AR B U218
=2

STAFEETF XenDesktop #1 XenApp R %25k , AL MEZIRMIGNGERE K, XLEEVEZIRM AR T XHij717) XenDesktop
#1 XenApp RIRHITEHIVEFIRA A EAL .

WNRAEE XenDesktop #1 XenApp 7£ Citrix Receiver = B S EFNEEIAEE MRS RIFEITIERE | BEH BR4E
ATEMERE, MREET Z4 STA , HFEAFEHRVETEMIAA A , EIEF Request tickets fromtwo STAs, where
available (MBIA STAESKERIEGNRATA)) SiFE.

% Request tickets fromtwo STAs, where available (MBI STAESKREIRGIR T A)) Ei1EHEfR , StoreFront ¥ MAFIA
REW STARRSERE , X, BifE—4 STAESEERPEEATA , BRaEthAiatl. RBTHTRERRTTE
54 STA #HTi@15 , StoreFront ¥4 EIBEIE R STA,

BEAIR , % NetScaler Gateway FBERMNELEFZ RN B XTEHERF IR .
RIEFEERELR 4 ZE 15, WEZ NetScaler Gateway FBERMNZE] NetScaler Gateway R&FIFRF . RIBIES|FRP 1k
BZ1 5B BRBEZANEERITAN , EiEE R T ARIZN A ERKENATEE.
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Sy =z

JBEEL

B StoreFront3.12 i , JLIAFE StoreFront B3HEHIAECE N INRE. ANRFKE StoreFront3.12 , AT AZRESRAE FRLLINRE, EEBUE
BCE | i PowerShell cmdlet Update-DSGenericApplications,

BREFHIRAF K StoreFront FIEEH| & FECEMTHEERSE |, 1§51 StoreFront3.11 ¥ Citrix Online ££/—3C.

NAME
Update-DSGenericApplications

SYNOPSIS
SR AR JE AR S I8 Y AR FFRE.

BIR

Update-DSGenericApplications [[-StoreServiceSiteld] ] [[-StoreServiceVirtualPath] ] [[-GoToMeetingEnabled] ] [[-
GoToMeetingDeliveryOption] ] [[-GoToWebinarEnabled] ] [[-GoToWebinarDeliveryOption] ] [[-GoToTrainingEnabled] ] [[-
GoToTrainingDeliveryOption] ][]

VtAA
BTFEHNAEERSAER (Citrix Online) ThEER cmdlet ,
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MARZAS 2.0 Frg , StoreFront NE{EF SQL ¥R R HITISIE. Citrix £/ Windows $EFMEIR T SQLEWEE , &
Rk StoreFront B , THEEMIMCLE., REIELSW Windows BUREFMAM KRG StoreFront R%25 L. 7
StoreFront RF AR F , B ARSI/ AL EN BEJE T E A TRBIENRIA. HEBIREHEEI RS 25 AT BANE
EHRAITE. ZOABRT |, StoreFront &N ARIEEAE—MUERM. S/ TREIBFEMIM T8N AmE
BHTEH.

FENRAWEEREN , EIF ABEFERAFAN RN AR EECE StoreFront , —MATIEIT NetScaler Gateway E4MiBY;
IR, A—MNATEE A LAN ZERERARIRIR, R FE S AREJE web.config 304, BIRTIE4MER" 1 “PEB N AR JE AT
BARZ N BITREEFE.

TR N R JE R H X AT REERFEROAE LT, ARG TRIRE—IRFR. FR R I AnsM R R —
BIRRS , KN AR EECE AR A RITRSIE T S eEME RIS, BT HFZMITRBIERME , BrsyiTREH TR
I R SNER = PER M R IE B TR R E.

o GANNFARJEEME —A web.config 3T , ST Cinetpub\wwwroot\citrix\<storename> /1,
o GANNAMJE web.config #FEE1T RN AR JE IR S FOE Pt m .

StoreName>" authenticationMode="windows" transferMode="Streamed">

BN ARERTREEC T AT E ¢

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__ Citrix_<StoreName>
BEMANARELZTRSERME AR — AR ETER S —MARERITTERS IR, RERSFARE , IER
% Ep A MR E U AR E XS AE AT Z M ZBURF AR R B4

AR BN AEJE_LAECER XenApp, XenDesktop 1 AppC 1525 INTUFERBILEC ; BN , ATEES B I/ A& LR RIR
TR EATR—ZRIE R, (YA B EAIFE— StoreFront JRE- R ARS-SATRE LAY |, A IFMIETRiELS .
StoreFront 1TABUEF &R S

1. E84 StoreFront FBE £ | {FHICSEAFTIFSNTN B JE web.config LIS RE Fikimm. 5140

External" authenticationMode="windows" transferMode="Streamed">
2. BHSMEBNY A B s R A S BRI R JEim R R — K

Internal" authenticationMode="windows" transferMode="Streamed">

3. 3AR(EF StoreFront fRSF254E , WHXTET RM web.config A FTRI AT ERUEHEIFTBHMT R
PN B EIE R E N Z NN B ET T IR,
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ATMERREN ARERE PR SRE THACE SR AR E R,
M AT 2R

AN RFARTER

REERERELE
RS AR EE )

B EITRIKEER IR
TB{SHETRARR

SRS

JE R EA S

BREETM

IR RIRRHR AR 5T

W EIRREFERRET)
IR RIR IR

FAEMEH LR

HARMZNIHHETIR

Bm ICAR P& R

TSRS —H

MR IEEERIRER

STIARRE g B 7~ Desktop Viewer

Important

EZREHIIEF , B UER—EBRSF[IUTRRS 2ANACE. #HfR Citrix StoreFront BIRIEH) & K 1EERE F T H MRS 25
HiEf7. TR EEECE T E SRR RS A, DMEE R E R AR 28

1. 7£ Windows FH&FHeN AFEFFREF |, $kEIFF 8 Citrix StoreFront w4k,
2. %£ Citrix StoreFront ‘EIRIFHI A NANERPEZEN BEEN R , AT RERPER—ANNEAEE , REEBRAE BTRPE
BEENA®ERE.
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http://docs.citrix.com/zh-cn/storefront/3-12/configure-manage-stores/advanced-store-settings.html
http://docs.citrix.com/zh-cn/storefront/3-12/configure-manage-stores/advanced-store-settings.html#par_anchortitle_749
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3. AERENARERENE L , ERSEEE SRR ENSKER , MEMBNER , ARATHE.

ATUBEPITEHREREESTEE BIRS SHERMIESER . BARE IR DnsPort, fESKRE H PR R T Hisk s
P, EEA TR —

Dns
DnsPort
IPV4
IPV4Port
DotPort
Uri
NoChange

AIEERBEN HOX VBN BFAFER. BOAMEA B,
ATUE I P TEHERE 58T AN AFRTREEE , ARREHE.

IS R B EEFNESE HDX &8, FAMEA B,
AIEE I TEHEREEFEFATFENERSERIEE , ARATHE NERASEEMEE.

AEE P TEHEREES ERSERESHR R EER. RETRAXERETME , AT RS 40 Windows 55
SO B AHIT BATLA SRR . IR SCIF SR B HEMRHE Windows SC#F3% (20 \Documents 1 \Desktop) , TLiIRIERLE
A, ENRA AR A B IR,

A RUEE P TSRS B (50 e BUHIE AR SR B [ R IEE S ASEE AR EE M , ARAEHE.

StoreFront X344~ XenDesktop Broker 1 XenApp fR #5121 TE HIEI TIRIUMEE |, DARKB &R S 25 7] MR, ZRhA
FE5 45+ (00:01:00), FTRUBEPIT SHEREEHIEER/AETRKERAEN , AFREMERTIEI TR ERIRE,

EOAMBLUT , StoreFront & AN MRAEIR A RIRKIAR S 25 TR L FIEROE RS FE 30 M/, EBEZAARM 1A)E , iR
WHOARTH, TTRUE T PITEREE TS EREANE , ARRATHE TR XLRE.

AJAFEES Delivery Controller AL YA RIS FFHIME. BIAEA 6.
ATUE T PITERRE ST R YIAER SN, RFRTHE
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AIRAEA (835F) 5 Delivery Controller (3 TIB{S. BUAEA A",
ATEEPITESHEREESIEF (SEUEET) BRARSEMEEEIEE , SRR THHE.

MBET , ERFMENARETRL TERKES. BREEFG , StoreFront &REBE—AEXKFH , MARESXFTEN
PE—NEET , FEERRMPEHREERERS. ERERTHIEREAE  AHENTRLERTE SSL) &%, '

EREZTM , ERENARELEX S, TUEHTERREEFETERAEEFRAITEIREE , ARaamE s
EETRAITEN.

ATRURHR R T IR RIR. TEE R R T BRUMRENAE R XETY. BAREN NEISAHRMET R

ISR,

ATBEPITEHREREE S EFRTIREIRIRHERRRET) , AEERNAN , EMAKBRTIETHAUS SHRRKET
Fk , RIRBEHRE.

‘Configure Store Settings - Store

StoreFront Mdvanced Settings

Conhigune sdvanted sertings with Saution

e Susbrncripdioens
Kerberos Delogatian

Oiptimal HDX Reuting

Citsix Online Integratian

Apphy

ARUREE XRTIIRLENRIR. 8Ea8 X TEBRUMEENEHRCRY. BAREN NEIBAHRMEARIR

KR),

AEE P TEHEREAFERTIRTIRIREBNXET) , BEERNAN , EMARRFTAETHAUS S ORI <ERT
FI&k , RITATHE.

VERRARBMETEENRIREE, AREN RLIREEERIEXRR)".
ABEPITEHEREAF ST IR TIRERSER) , AHERNAN , ERRERETEENTIREE , KA THE.

FEE & IXEIAR[E Delivery Controller fFFA&IERE_EIR. BRARE A0 (TTARH).
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AUBEPITEHREEEEFEREHRBEBBLR , MA— T, R BTHE.

FERE FITHEZ AT Delivery Controller (I%E TR, BHAEA 3.
TR PRITSHERE S EFFAMERIHRE TR , AT , ReRERE.

{# 3 Citrix Receiver for Web & fif{ ID B3 ica s E s &g E. R |, Citrix Receiver BHEE R it 4
R, AKX,

TUBE I TEHERE IS ETER ICA BFIGEHREISE , REREME.

R IBRLIR , StoreFront 3&% AT S MR XS AT RN AR KM AT —. WREFA— , BRLRERHT
SHRIE. WICAERENRBRAESR. BIAENBR".

ATRUEE P TEHERE ST BRI —REEE , ARREME.

fEE =35 Delivery Controller BHTE(EHIAER , BT MRS , SRHIMCARTH. BIAMER L,
ABEHITEHEREFEFERERERBEERRE , AT, ReATHE.

6 A P M BRRE Fimii R £ mEHE A B 7R Citrix Desktop Viewer ®AF T AR, BHAEANX".
AT UE T P TEER B S 1P X HRE FinE R Desktop ViewerEiEiE , A5 HTHAE.
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FIIF Citrix Receiver for Web , AJAN B FR &R B NHia N BFEF. BUEMEMm. {#/ StoreFront 4 Citrix Receiver for Web A& Citrix Receiver for Web [ 52
FFid%,

{# 3 StoreFront EIRixH| 8 HITATF Citrix Receiver for Web #5114 :

ggiggg Recelverfor A% Citrix Receiver for Web ¥4 s , {# AR RURT Web TWE IR BRI JE.
A& Citrix Receiver for

Web gk &3 Receiver for Web st R IR E.

B & X4 — Citrix Receiver

Bl RS r— &, Sr— (KISt sy .
KR4 StoreFront R 3ZHFE MG —F PR RGO (AP EIRA HTMLS P {ES

PIEAEIEEENY A2 | ARAR FARESHE RS AR mAEEN AFEFFA.

AoE TR T2l THEXI=HIThRE N TR FFREBRE A PR & Z [R5 3),

BC& Citrix Receiver for
HTML5 X$3) 5255~
£/

F5E A B i RriE A =(E A Citrix Receiver for HTMLS & BA0ETE]. S@siy BREFE
BELBHINB N RET R Citrix Receiver for Web 33, TG B/REFEIRI.

e B 18 15 #8 B 28 i [a) #0 ZIMBILT |, Citrix Receiver for Web i sa X4 REXNY. AR JEHE KRB E= 4P /5 HBET, BiE=
EREW/E ) REBM—%fa , NRABEEEAARTTH, TUERBNARE.
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AT PUR T BT Web 3 S {E% 70 Receiver for Web S/ , {# 3 FaEfg i@ Web TELARIN FBRJE.

BT AZREF[MBEF  F-RUER—EBRSH[UESURS HAMABCE. #HR Citrix StoreFront EIFISH| & R IEFEFH

REARSER E1T. TTRE , EEXIILE T EREERIR S 252 , MEREHEREFRNE MRS 25,

1. #£ Windows Fria &k R F &+ |, $RE)FFH S Citrix StoreFront ARG,

2. 7£ Citrix StoreFront EIB=H| A AN EE P EEN FRED R , WERENEAIZ Citrix Receiver for Web % SRR FIR
JE , RBRTERERIE T RTEIE Receiver for Web by,

3. BAERMNAIEEH Citrix Receiver for Web St &, #E“Web Sh &2 ERFEE AT EM URL , RGBT T—5.

4. ¥E4% Citrix Receiver (ki FF 8 F—2,

5. TE—MEHRRAEATL BT , REfE Rl F R TR,
R B r—4 URL , BB e PUE X URL ij3]8) Citrix Receiver for Web ¥, & Citrix Receiver for Web ¥ Ri&E
FIE(EE | ESMIRCE Citrix Receiver for Web S,

ZHABAT , YA FPBITIEIT Windows 2k Mac OS X i1t EA17(8) Receiver for Web S s | itk s =l ffE A AR & L
EBE &I Citrix Receiver, 1R MAZE Citrix Receiver , REUR /<A BT Citrix Web i S FEHHIATEFESHFAR
Citrix Receiver, BXBHUATHEVEMEE , ES A Citrix Receiver fAGIIIFIHLE

Receiver for Web 3 R BRUARCE TSR A P URZOR IR B RAH) Citrix Receiver , A REVIRIAC MK EAN AT, B2 , &7
PA7E Receiver for Web %t i3 _EJ3F Receiver for HTMLS , RA{ETTiA% % Citrix Receiver (I PR RUARRIR. B XFH(E
B, S HECE Citrix Receiver for Web .
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BiE Citrix Receiver for Web 3 &
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f&B)) Citrix Receiver for Web sz , AT RUEIE Web VI AREE. ATRUBEBITATESSRkMEH Citrix Receiver for
Web st AR E, FLSRRER BT B R EXHHITER. AXFEMER  BSREAICESCHRLE Citrix
Receiver for Web 3/,

BER  AZMFRDET  FRUERA—EBRSFUEBURSFANECE. #R Citrix StoreFront EHEH| &R ETH
RS F 51T, T  ERENICE M EBUEE R RS 54E |, DUREREE P OHARS .

AT LB TSR RAE A AT AiEHEE Citrix Receiver for Web 3k A PAECSHEAE AL, HIRERFLE TN
Receiver for Web ¥ A5 EEP N S IAE A A

1. #£ Windows Fra & AR F &+ |, $RE3FHE Citrix StoreFront B,
2. 7£ Citrix StoreFront BIRIEH| & K AMEAEPIERNABMET R , ARENERE/PEFREBUHNMEXNAHEE.
3. TERAEREMET , RTEMH Receiver for Web SiQfIELE | RRIEESHBAEATE | T E A BRKARIAIE.

o A FPAMBIEEEAEY BAEXSMWIE., BAEREC NN e EEM N EE.

o %3 SAML SHBAE R FEMSIFS SAML SRR FRER. ArmSmRERFRESH/E  BelEAREC K
AR ER B SR, WRE THhsad .

o EEGHREREFUN SMEEREFECEFT.
o EERFIREBUNRFIRABRLEET. SHRERFFEREE.

o &I EIE S EET SR M FIRE HIE Active Directory ISEE. B M E L Windows i+ EHBAIFS A G , B
[EARIEC NN BRSNS R. EFAIER , A PR & L& Citrix Receiver for Windows B , WS FEIE
BMMIUE, B7EE | A Citrix Receiver for Web IS E I8 H4 36 UE{X X {# A Chrome, Firefox, Internet Explorer 1
Edge B Windows $2{ERZH .

o EFREREREEAELUSREERSMIIE. B rfEina) N B i EE AR PIN S$HTHHRIE.

e % NetScaler Gateway BB EEHE , LS NetScaler Gateway BB SHIAE, 3 NetScaler Gateway KiF &4
fa , RieJfEiAn) B O MM AR ER B3 &R,

4. ERGSHWAIETIRE , BTEHE.

BREBEUSHEIEAEREMERER | ESRILESHRIERS.

ATRAEE BATE Web 3 U IMREE A AT S-SR AR FANEIMLE_EFEER Web sh iR il £ EAN BFfERF. AfrEs
Citrix Receiver for Web ¥4 s3i/[RIABTIRE URL |, SR /e X ik A4 Web shmp. AP BRE i MEENSEE M E
Receiver for Web ¥ , 2nRA P EER |, ATAER R 5%, Receiver for Web S R4 B3z RIR. X TNAREF , 0
RAPZAIRITENBRERF , N TITH.

1£ Windows FH&F&ESNY BAFEFFRET |, $hEIF8E Citrix StoreFront w4k,

1£ Citrix StoreFront ‘EIFEHI G MAM AP EENABETR , AENEREEPEFIE S,

EREEES | TSR Receiver for Web S FIECE |, A58 Web shatiEA=.

. BRSBTS REA M Web 3580 URL, URL #A4RiAhttp[s]//hostname[:port], FERFEE , H hostname
2 Web S m FHMT LR EANEL , port BIETHXHENALG QAT B ARSENBEENRE . Web i _EHE A%
RARWAR, BB URL , WE7E Web i RFIRPEFENKELE  ReRtwE. SNTABHERANREE Citrix Receiver
for Web ¥ ST RIRAIEE A N Web ¥h iR, AT7ESIRFPEFRENNHILKE | R ESREHERUBERZ Web 4 A4
URL,

5. BEREMEA , MR RNRGFREER , NHHRE.

P wnN e
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6. &3%EF| Citrix Receiver for Web ut S 33 FTEE URL EHIZFRHK Web uh &,

BOABULT , Citrix Receiver for Web 353 ERIR AEFEL TAREZNIRE 20 4 /ey, B /G , F AT AR FLt
TiEiPRERME AT R EEE B | {BEREH R A AEVIR) Citrix Receiver for Web 35 hge , BIaniTRIN AT,

AT PUR I B TEIE Receiver for Web i iR R A TE RIS kB R ATERNE.

1. 7£ Windows JHA&FHeN TR FEF |, #2138 Citrix StoreFront w4,
2. EEMERPEENARET S, EREEETRTEIR Receiver for Web St SFELE , RAEEEAFRE. AL
VERBITEE AN/ NS, BT R E)EfRA R/ IMESA 1. B8] E)fE AR AER 1 4,

AT PUR T HITETE Receiver for Web 35/ Receiver for Web N RS M E TSk B G H8I{E.,

1. 7£ Windows JH& RN TR FEET |, $REIF& S Citrix StoreFront AR,
2. EEAMERTIEENARET S , ERETHKRT AT ST Receiver for Web b 5 FECE , ARIEFRASERE.
3. IEEFRAERMBAME FHEAF | EEFEBRIIE.

RRRNARAE , EPITLUTRIE -

1. 7£ Windows JH& FHeN TR FEET |, $EIF8E Citrix StoreFront FER%.
2. EEMERPEZFNABET S ERETRT A EEIE Receiver for Web ¥4 |, SRERATAREL,
3. EEFSEKRE , RSP B AAE.

ZIATELUT | Citrix Receiver for Web i SR t— 2 E &M , ST R AXIXMN B JEB3hBCE Citrix Receiver, XL
BRI QIRIFNNY AR ERERFMEE  HPaEAN BEJEECEMR A NetScaler Gateway HFZEFM{EHR )
VSR,

A PUB T HITEIR Receiver for Web b IS Receiver BLEES KERATEHRINE.

1. 7£ Windows JH& F &N FFEFFEF |, #2138 Citrix StoreFront w4,
2. EEMERPEENARET S , ERETHKRTATHEIR Receiver for Web SFSFELE , REERARIRE.
3. %3E/3H Receiver iCH.

AT LB P ATERE Citrix Receiver {F&BLE Yk 3 Citrix Receiver (i Windows &% Mac OS X B Fijilajuh S Citrix
Receiver for Web Sk &S I1TH. BHABIRT , M4MIZFT Windows B¢ Mac OS X i3 TsRET | Citrix Receiver for Web
vhmaBEERME R BRI T Citrix Receiver,

WMRKEMAZE] Citrix Receiver , REURHRRA P T EHRIEATHFAK Citrix Receiver, EHATEAIE A Citrix Web ¥
(B ] PO LR CHER F)E) StoreFront fRS-28 , I FPIRHLXEAHI S 4,

ST ICiELREE Citrix Receiver B, A PAE Citrix Receiver for Web 3§ s _E J2F Citrix Receiver for HTML5, Citrix Receiver

for HTML5 A1 F FEHETES HTMLS 3RA K Web XS8R R MANN AR , MItH %k Citrix Receiver, PIBBMILEIERE

FEIT NetScaler Gateway #HTHIERENS ., B , T IAREME L LAIERE , Citrix Receiver for HTMLS {3 HExT4E

E?Eﬁ'ﬁ%ﬁ%ﬂﬂﬁ‘}ﬁﬂﬁwﬁlﬂ At , FEEBIFEMAK NetScaler Gateway A fiF WV ER LAMITIERE, B RXFEHM1E
B AW EK,
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ST NERRILE R AHB R P, BIAE I R 2 1L I@85T Citrix Receiver for HTMLS5 i) XenDesktop F1 XenApp 12 &R, Ef
#{# A Citrix Receiver for HTML5 Zhiji[a) s AN FAFER , DMRAEER) XenDesktop F1 XenApp Ai%-25 LS F“ICA
WebSockets i&#£"%kM# ., XenDesktop F XenApp XF Citrix Receiver for HTML5 3&E4%{F Fluim 0 8008, HafRfh K HEFIE fthRrL&
wEARFARIMEGEA . BXRFMEMEE S WebSockets IR E,

HBEfE HTTP &£ LT Internet Explorer {3 Citrix Receiver for HTML5, &g HTTPS #&4#Xf Mozilla Firefox {3 Citrix

Receiver for HTML5 , F P JR7E Firefox tititR=48E A\ about:config , 344
network.websocket.allowlnsecureFromHTTPS &3Ei&E A true,

1. £ Windows JHia R E sk R BE =+ |, $KEFF&# S Citrix StoreFront RkIg.

2. 7£ Citrix StoreFront EIRIEH| A MAMERPERNARIET R, AREERE/PEF— MR, ERMEFRTS , 2FHE
I8 Receiver for Web ¥§ S ECE .

3. EAFERE Citrix Receiver 35IE £ R P& & _EFINAZ Citrix Receiver B} Citrix Receiver for Web 3 Sy ,

o MRFLEURIRNA A TEHREEEHFAM Citrix Receiver , G EFAMTHR, A UM% Citrix Receiver A BEBIT X
uh RVTR) = EA TR
o NR%EHF Allow users to download HDX engine (plug in) (74~ HDX Engine () , Citrix Receiver for
Web ¥ 21l FERA R % i TE 3% Citrix Receiver (204 Citrix Receiver RaJ ) .

o ZNE%#F Upgrade plug-in at logon (BFEFEIEM) |, Citrix Receiver for Web 7 &R FH4k Citrix Receiver
&P, BERAWIIAE , BHHR StoreFront fR%25 LA 7ER] MK Citrix Receiver 32,

o WTHSeERFEEFIR,

o MMRZFLBuL RN P TE TR Citrix Receiver , {BAETT AT S Citrix Receiver BF[EIRE! Citrix Receiver for HTMLS |, 5%
FNRAH Receiver R, MYEMA Receiver for HTML5, XTF2R%% Citrix Receiver I/ | & 4 18Rk R8T
HLRIRE T F ¥ Citrix Receiver,

o RFEUE R AVFIBIT Citrix Receiver for HTMLS i[RI RIR , MAR/RA A T EkFF%3k Citrix Receiver , ik 4a24(E A
Receiver for HTML5, 2% mE , FARRA&EIT Citrix Receiver for HTMLS Vijalized S EFN RFEF |, #ilie
ERAPERS HTMLS FREHNIERE. REM HTMLS BRI A R MEA %3 Citrix Receiver,

ZOAEAT , YA ABEITE1T Windows Bt Mac OS X fitE#1/718) Citrix Receiver for Web st s B, BEik s =3 B5E B ik
& _FEABELE Citrix Receiver, fRA&MAZ Citrix Receiver , ZREURHE /R @I Citrix Web s S FEHLEEHTFEEK
Citrix Receiver,

1. 7€ Windows 4 RSN FAfEFF R |, #kBI3F 8 Citrix StoreFront B,

2. 7£ Citrix StoreFront FIFFHI AW AZMERPEFNARET R , AREERERPER— R, ERETRT , AhE
1 Receiver for Web Sh R FIfCE .

3. YEIFEBE Citrix Receiver 1 Receiver (iR , SR ENSEIZE S04,

% StoreFront Z BT , A0SR FER R EM. EZ% Citrix Receiver (&T Internet Explorer, Firefox #1 Safari f§ /)
BE A e AR E R &ATF Chrome AB~) |, Citrix Receiver for Web £42/RFB PR FTM Citrix Receiver, Z0RaTRL
FH& Citrix Receiver %K |, ZieRAlBE S BIR , BREURTACE.

B P Citrix Receiver for Web Bt & A7EE S StoreFront [ B/RZIEIR,

1. 7£ Windows JH& &Y FATER F & |, $REIFF8a s Citrix StoreFront #4R%.
2. 7£ Citrix StoreFront ‘EIRIFHI A NANERPEENARET R , R NERERPIEFES.
3. 7EREE RS |, BAFEIR Receiver for Web ¥y SMACE.
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4. ERSERE  ReEhERRRRTEK Citrix Receiver,

(R EE R TSI Receiver for Web uk s ffif& Citrix Receiver for Web ¥, anRMkgcut = , B A¥ITEBEFERZ Web
REVIE) N BfE.
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S gL — Citrix Receiver (K%

Aug 14,2017
StoreFront EA S IFEHMG— A &KL, FIFSHER , G4 Citrix Receiver FE TR EAC KA AR, FHNS—KK
M FF Web F1A4), Citrix Receiver $2 (&R 4IHH HTMLS AR, AR T HRFE E ARG N BFEFA ST,

IMBILT | (ERLLARASH) StoreFront SIREMIN AR JEE AL —KLK |, (B2 FHLEK Citrix BUABA TREBLHAEE, BXXFFHE
—{K% , W% StoreFront i AR JE-S Receiver for Web 3 s cBX#e >k , F B IR h mECE AE RS —KEK.

BE : N4 Receiver for Web Sl s iR INEISZFRBIKIDGH A |, RIARZIFEE—KL ., IRV Receiver for Web 3 s R0
B ZEREADIE |, R ERNN AR EECE hiE AL AR,

{$ /] StoreFront ‘EIEixH| &8 ITLAT Citrix Receiver for Web #85%{E% :

e {3 Citrix Receiver for Web =,

e T Citrix Receiver for Web st S K%,

o PR 5\AN AR JE KEXAIGE— Citrix Receiver for Web i3,
® HIEX Receiver Ml

BER  AZMFHADET  FRUER— RS HFUEBURSGHJANECE. #R Citrix StoreFront EHEH| AR ETH
EMEARIRS 2R 51T, TRUE , BRI ECE N E R EREIRS /A , DEEFDET AR S,

TE
SMRAEF XenApp 6 , W B AT REAHEREIE Pug s RATAEBREARRHTHER. , BRI BRI PR 34 R —
1,

FROEN R ER 44 B 343 Citrix Receiver for Web g, S8 R] PAE AT FEBIEEE Ath Receiver for Web k1,

1. 7£ Windows Fris &k FRFERF Fes |, $REIFFE T Citrix StoreFront w404,
2. #£ Citrix StoreFront EIRIEHI A KA N ERPIEFEN BlET & , REEREERTFATERE Receiver Web kg > {0,
FIRIR M S TIRME.

AT AR Citrix Receiver for Web Web ¥ i 2 iR R IUATE RS — 1T, HIEE , BRLHARLERASLKE E XAAFEE
[ FF2 FFARETETIRE,

1. 7£ Windows FriaBr& ek A2 BE&E+ |, kB3 & Citrix StoreFront RiERA.

2. 7£ Citrix StoreFront BIRIEH| & KAMEAEPIEREN ARET R , EPRERPEFETRNNABIE |, REERERRS
BHETR Receiver for Web sy , AAFRATECE.

3. #%#% Receiver K% , AR ALRARSHLRER.

RSN AR E B — Citrix Receiver for Web ik
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AN

{8 StoreFront A3 HN AR IER , 2B NBIEXAS—1EK Citrix Receiver for Web s s 3 H SN AR E XX, BR ,
R M StoreFront BREMRATE , KEIAFK L HIKLR

FE1%F%F Citrix Receiver for Web 3 R DMEA N AR JERIEE— KK , PIRZE/DBIE— AL MK H) Citrix Receiver for Web
Y.

1. #£ Windows FH4 RSN AfRF FET |, $kEIFFH£E Citrix StoreFront #llk.

2. 7£ Citrix StoreFront BIRH| & KWAMEEPIEENARET R  EPRAEEPEE—INNABE  AREREERTR
HEES IR, RATHSE—F R (ZRLMER) 1 Web 3t AT BUEE AN FREREIAE., NRERKAE Citrix
Receiver for Web Web ¥ty , NS BR—&KIBE , HP AT “BIEH Receiver for Web Web S "HIiHE. BB vT L%
I Receiver for Web s i B 41 Receiver for Web Web b s, &S E M Citrix Receiver (K%,

3. B3 Citrix Receiver for Web B, At IR G EHRECES — K% | AEERFEM Web 3.

Important

WNRAETE Receiver for Web ki B 5 — (KIS BU AL HAL | XATRESFNEANL Citrix Receiver & i, 7EIL Receiver for Web s
BRI B MBI — AR &35 ANA]L, Citrix Receiver 2 FIRH{AR EFTASE — (KT, YEBIREH & LN NEEETRTEES
— KL,

R4 Citrix Receiver for Web Web i s A SRZE FB42 81 Citrix Receiver (&% , A8EEE X Citrix Receiver (4N,

1 7£ Windows FH& RSN AR FHEF |, $kEIHHE Citrix StoreFront Rk,

2. 7£ Citrix StoreFront BIRISH| & KM EEPIEEN ABET R  RRERE TR 2EER Receiver for Web ¥4
RAACE.

3. 1%#% Receiver {K% > 2L MKL ,

4. WHEAEXINRFFHTIEE B E &R G Web s R ERAR.
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StoreFront

Receiver Experience

Featured App Groups

Customize Receiver Appearance

Use these settings to customize the Recemer for web pages.

Logon branding
Logo: 7 “:-‘:t-'\:-cc frow locol computer | I Browse.. J
(350 120 pod This lego appears on the Recerver logon page.
Header branding (Post legon)
Loge: [ Uptood from tocal computer | [ rowse-
(340 x 80 p)

Preview (Pest logon)

Background colon ([ :
Text and icon color | :

Content branding [Post legon)

Link colon [ :

Citrix StoreFront

Link colar

Reset to default styles

. o)

https://docs.citrix.com
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BIEMEIR RGN AFEFF

Aug 14,2017

TR R RA R PRI E S KA S 2 R iaia e AFEFA. B0 , eI —MEER IS EN AfEFA |, K
P EER ME RN BFRRF. &R RAE StoreFront EIRfEhl At | Eid{E AN A2 F 2 #RafE FAAE Studio =% & E LK
K7 FIFRFF 2515k E G RN TR .

ATRUEE PITHEIEN B FFAES AR, SEsBbsEn B4,

BT EZREH[TED , FXUER— RS HFUERRSIFAMECE. MR Citrix StoreFront FIRIEH| & RIERBEFH

RTHMRSEE 51T, TG , ERXIELE T E e %R RS 2540 |, MEEHEREP MRS 25 .

BIEE  (NSRAT ARERE I IEEA T .

1. 7£ Windows JFH4 REE N BREF RHET |, thEI3F8ad Citrix StoreFront #414,

2. 7% Citrix StoreFront EIRIFHI A N AMEEPEF MARIE TR , ARERE TEPREER Receiver Web 353 F1/C
=

3. AN RTEFA.

4. TEXSEN RFEFASTEIET | BdelEE SUHIFEIEN FFEFA.

5. TERIEE RN AR FANTEIET |, FEEMBEN AfRFAENSIR. Wi (ATE) | ERAE EEN BfREFAAE. &L
RGBT, NPAREFRFRSNBREFET , REHEHE.

1EIR EA
¥4 | ££ Studio BE N 8T,

%

KFF | 7E Studio FiE M N FAFEFFEEHI,
EF

il

MR | ERNRAREFETRESEN BRRFA. a5 CIEEEN AR FFAE SHEE R BE KA FRILECHN AFEFF
B | AFEESEIEEN BREFAT.

BFR
StoreFront ANZFFENRAFEFLZHFRFERBES. LEEAXSYKX/NE |, (BEEXALFIUAS., #ia0 , tnREEN
Excel , StoreFront £0UAZ4 #rA Microsoft Excel 2013 B A AN AT , (2482 Exc RAILEMEATNE.
B :

AT P KSR AR

e Collaboration (1) - i@idILAC Studio # Collaboration (#ME) ZERIFHIN FBFEFRIZEK.
e Engineering (IL#%) - @it AN ARFAGLIFEENBREFLZHRNE SR,
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Receiver

Apps  Foldars Q.

Collaboration Engineering

Apps to halp you work with othars Enginearing tools

HeD

==
ﬁ Add + Add + @ Add +

myDiscovery Podio SharaFoint Team
Collaborato Colaboralic Sites

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.101



fic & T FX =)

Aug 14, 2017
T EXIEHIThREE N RFEFRE i A PR & ZB%sh. 630 , TMEERMIRREEERRN LG B 3 , MTHEES
MEE LB EIBCHNERF. BMERT , X Citrix Receiver for Web i B T EX$54IThEE, EXASRACE TIEX

EHIThRE | B RBCESC .

BER  AZMFRDET  FRUERA—EBRSFUEBURSFANECE. #R Citrix StoreFront EHEH| &R ETH
EEMRS R 51T, TlE  BREICEMMMN EBUEERIIR S A |, DUEEFEZEPRHARS .

1. #£ Windows FH& &SN ARF FE+ |, $#E)3F5E Citrix StoreFront B,

2. FEZEMEMRPIERN ARG |, £9%E B8P IEEEE Receiver for Web 33 , AR EACE.
3. ER XS,

4. BT HEXEHIRNIOARE , HPaE

IR AEX 1
WESEEHEREMR
TERE TSR
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BE Citrix Receiver for HTML5 X333 %, 28560 = i) 15 FH

Aug 14,2017

ZLABULT | Citrix Receiver for HTMLS S7EMTNE R EM R Eahf @AMV AFEF. B2 , YAFETREAZER Citrix
Receiver for HTML5 Bah& BN , AN ARFSERIIA N Y2515 K Citrix Receiver for Web s , AR EBR7E
FEmR+.

BT EZREFHEF m—/)\fyﬁﬁﬁ BIRFZFRUERURS ZRAMACE. #afR Citrix StoreFront EIRZHI & R ETBETH
HUEMRS 2R 51T, TR |, BT E TN E BRI RS 254 , DUEE I EPREARARS 2.

1. #£ Windows FH& &SN ARF FE+ |, $#E)3F5E Citrix StoreFront B,

2. FEEEMEMRPIERN ARG , £9%E B8P IEEEE Receiver for Web 33 , AR EACE.

3. 1EFERE Citrix Receiver,

4. WEBEWIR FHi S sh iR a4 {E R HTML 5 Receiver , R EHRIE BN BREFEFERAIERE , SESEUEERES
Receiver for Web #E#IEHR K+ B3z AR,
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fic & 18 {5 #8 A 45 B [ AN = IR 24

Aug 14,2017

ZMBILT |, Citrix Receiver for Web 3 s KXY AR IEFVESKIEE= 08 ER8E ., Bie=lkM—k/g , NAREEEIA
AATH, B PITAEREES EREARE.

BE  AZREHIEFR , F R UMER—ARFHEUERRS AAMAE. R Citrix StoreFront BIEIZH| & KETEFH
HUEMRS 2 EiE1T. TlfE , EE I E T E RSB R RS 254 , DU E BT RE ARS8

1. £ Windows s R E sk AR B &+ |, kB 3F& & Citrix StoreFront FiRY.

2. 7£ Citrix StoreFront BIRIEH| &K ZAMEEPIERNABET R , EPRIEEPER—NNAEE | RAREREEFERPE
&8 Receiver for Web 3 , SRR EACE.

3. ERAERE  HTER , REREME/ NAREMMHNER.
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W= il

Aug 14,2017

FIXAEUTEE

BLE XTIE T XenApp Services URL SH{TIEHEI S 45
MFTA Citrix Receiver 25 TAEXAZHIZEHiERR
A& R FITE

BT

Important

EZRERIEF , B UER— ARSI EXRS BANAE. #HfR Citrix StoreFront BIRIEH) & F1EERE F HHEAH MRS 25
EiEfT. TR S ECE T E SRR RS A, DMEE R E P AR S 25

BCE XTIE T XenApp Services URL BHTIEIEMI S5

AU HITALE XenApp Services T SELE BT XenApp Senvices URL X FBRgSE#H{TAIA). {# 51T Citrix Desktop
Lock WEMNBHEERZFER PCRAF , ARERITTAFEMIBIR Citrix B FunfR -, 7T RMEFANARIER XenApp
Services URL E#eAiinIN ARG, BUEEHT ARG , KEZRIAB A XenApp Services URL,

BE  AZWEFHFEF , T UERA—ERFSUERRSRAMACE. #HR Citrix StoreFront EHEH & RERZET K
EEABIRS 2R 51T, SRR , B ECE T E R EEEZIRS A, DMEEFHEE AR,

1. 7£ Windows JHiaFE Rk 2R R &+ |, $kEIFF & Citrix StoreFront #iglh.

2. 7£ Citrix StoreFront BIFSHI AW AMER P EFENABET R , AREERERPER—NARIE. ERETRT , 2
HHECE XenApp Services X3,

3. %EhakiElR /S XenApp Services XFFEIEAE , Ao Al k2t L A B Id B 7<f0 XenApp Services URL ilal i FRR 5.
I AR J& ) XenApp Services URL BIFEZA http[sl//serveraddress/Citrix/storename/PNAgent/config.xml , E=
serveraddress ) StoreFront ¥ &I IR 2R RBFHIMRN T LIREMITA | storename FFERIEE N AR IR A EIEEM
ZR,

4. BN SR XenApp Services X3 , METRUEIETE StoreFront E8E (A A Citrix BRAIELN A IS EBHAN BEJE.
AN BMIEE , FAaTRUET StoreFront EREAIARS 28 URL Stk T4 URL (TMIE4FE N FAFTJER) XenApp
Services URL) ECE Citrix BEHUIELE.

SAFA Citrix Receiver 22 Ak 3 A L EXIEHIE fniEsk

TEXI=HIThaE e N TR FFREBRE R RS 2 B%3). fian , ATMEERMIEKEAERRRN T2 A% , THESD
w& LEHEAC NN RRERF.

StoreFront A& —M AT 1ERTAE Citrix Receiver (] Store Service 22 BT {EX 54 E INEREMNACE . "TLME A StoreFront 4%
#Haak PowerShell &R ThEE,

{&F StoreFront &IRiEH4
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1. 7£ Windows FHg &k N R F & |, $hEIFF8a T Citrix StoreFront A,
2. 7£ Citrix StoreFront EIRIEH| AN ANEIRFEE NARET R , AREREGRFEATRENARIERE.
3. EFSERE | REIEFSEUEET AFEIEEAE.

{#/ PowerShell
R EIRIESI A, B1TATFBBERRLS A StoreFront PowerShell #£3k :

SdsinstallProp = Get-ltemProperty °

-Path HKLM:\SOFT WARE\Citrix\DeliveryServicesManagement -Name InstallDir
$dsinstallDir = $dsinstallProp.InstallDir

& S$dsinstallDir\..\Scripts\Import Modules.ps1

SRJg , {E PowerShell §54 Set-DSAllowSessionReconnect 2 FEEk <] T/EXISHE FHEIEThRE.
Bk

Set-DSAllowSessionReconnect [[-Siteld] ] [[-VirtualPath] ]°
[[-IsAllowed] ]

Bign , Z2A /Citrix/Store FRAEA N AR E XA TAEXIEHIERER | HEAUTGSRELN ARE

Set-DSAllowSessionReconnect -Siteld 1 -VirtualPath /Citrix/Store * -IsAllowed $false

A& A FITE
ERARATREMES AR TR —

o RAFEEMAZINTRANARERF (BBRFNARIE) .
o AWM FEEREIN ARSI RBTE N RS CEHIMENA/NE) .

1 StoreFront PERZE R XA N AR JE T T4 RA LE7E Citrix Receiver 5o f P BR WO EIRE. 2R TRASH
M R JEIT SR, EH BT N R JE T B A4 A A R IR BRI E B WOt TR TR N R,

1. 7£ Windows AR HEN AREFFE+ |, $hEIFF8E Citrix StoreFront R,

2. 1£ Citrix StoreFront BEIRISHI A AN EEF ERNABETR , RAREERAEPEE—NNARE. EREERES , 2
HECEN ARERE > AATREXASETH R AITHEZ8E.

3. &R A AT (E BhARS N AR JE) DARGR R AT RN AR FFMEE . AR R AEMIT ] AL

4. WHEZRARATREGERMEN FRIE) MEER ARITRMBER T AR FAANE N AREFEEIRELTA. TRASH
Wikk , NREEFERXINEE , FTUEHRE.
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Configure Store Settings - Store

StoreFront Manage User Subscriptions

#) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
P subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)

Citrix Online Integration When you disable user subscriptions, the Mandatory store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them, User
Advertise Store subscriptions are not deleted and can be recovered if you re-enable the feature.

Advanced Settings

1E StoreFront 3.5 RESARATF , ATRMERRLT PowerShell AR E N AR SRR AT
$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/"
Set-STFStoreService -StoreService $StoreObject -LockedDown $True -Confirm:$False

A% Get-STFStoreService IVEAEE , 3§59 https://citrix.github.io/storefront-sdk/Citrix.StoreFront.Stores/Get-
STFStoreService/

BN AR R TSR
{#F3 PowerShell cmdlet &1 IR JERI TSR,

=7
=

{6 A StoreFront EIR%4| & 8L PowerShell a]%&38 StoreFront, &/ @EEHE BXFFH L. {E8 PowerShell 35 4 %18 StoreFront fig
BZHI , BIAL X StoreFront BIRIEHI& . Citrix BB WNEIEHITERZ & HEATREIE | DMEEBEREH—RE.

AR TR
BRI E T SN N BRE R E—DNE AT TREIRR SRR 5.
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1. 7£ StoreFront fR%-2§ =1k Citrix Subscriptions Store fR%-. #03 Citrix Subscriptions Store R 1IEFEETT , MITTiEMIRR(E
AT R SRV T P %R .

2. £/ StoreFront R%-25 EEFRITIRIN AR JE L4k
C\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__Citrix_

3. BBRITRN BB ESHRMAS , BB ES.
4. 7£ StoreFront fR%-25_ EEH /23N Citrix Subscriptions Store RS,

1E StoreFront 3.5 BRESRAF , FJAE AT PowerShell AR AEEHITR%EEE. DEAHFIESE3NARS AR MBI
SRR ETR RS UMETTIL PowerShell B%K, Itk PowerShell ER¥K AT SREL S FahiiT LA BIRMERIRKLER .

Citrix Subscriptions Store RS AAMIEFERR S 25 Ea51T , ARERTMETT cmdlet,

Code
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function Remove-SubscriptionData

[CmdletBinding()]

[Parameter(Mandatory=$False)][String]$Store = "Store"

$SubsService = "Citrix Subscriptions Store"

# Path to Subscription Data in StoreFront version 2.6 or higher

$SubsPath = "C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__ Citrix_$Store\*"

Stop-Service -displayname $SubsService

Remove-ltem $SubsPath -Force -Verbose

Start-Service -displayname $SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"

SHHITRBEE

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.




ATRMEARLLT PowerShell cmdlet FRERHIFRAT PR txt SCEENKN R JETTRIEIRHR &4 .

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

MREEIEL RS- 2350%E , AJLLFE StoreFront RS- 2S4ANMEEZ RS- 25 _Liz 1Tt PowerShellcmdlet, RS 24A+FHE A RS
BREAHIFSEXNERSZMABERITREIBRRLEIAR, MREANECIEE) StoreFront fRF-2[ZBKITRRISE)E |, ENE
FHFAE RS ST SEBIEHHITHRUEEER.

R TREBE

{¥F Restore-STFStoreSubscriptions A & a /&SR ATTREIE. ATLAE Az Bi@id Export-STFStoreSubscriptions 4z B!
RT IR txt HEOERN AR ISRV TE%E.

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

A% Restore-STFStoreSubscriptions KREL(SE , 555 https://citrix.github.io/storefront-
sdk/Citrix.StoreFront.SubscriptionsStore/Restore-STFStoreSubscriptions/#restore-stfstoresubscriptions

EIREAA StoreFront 5523 LI%UE

RS EREF , RFEE XM Subscriptions Store %, MATRIEEFIT IR IBHRIIATTEIE.
IR StoreFront fR45-2340P IBIE

BRITREIRC RIS ARAE , FRIITUATIRE.

BE =4 StoreFront fRF 2R BIIRF ZFLHBRE .

StoreFrontA

StoreFrontB
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StoreFrontC

1 &H=EB RS [/TPHEEIRS [N EITFEE.

2. {21 RS2 StoreFrontB 1 C _Ef¥ Subscriptions Store PR, IHIR/E¥FA L BRS-257F StoreFrontA B FTHAE &I BIEWGT
%

3. /5 ARS 2 StoreFrontB # C FHITFEMEE. HARIMERTEA L RO T P BEEH ILA — BB L.

4. {#ff Restore-STFStoreSubscriptions cmdlet ¥R StoreFrontA _Ff¥3E, AREZE(F1E Subscriptions Store fR% , thAREE
75 StoreFrontA ERITRI%IE (XLBIRERFREMBNES) .

5. iGNk ZS StoreFrontB #1 StoreFrontC _EE) Subscriptions Store JR%-, XLeRS-28 2 AT UM StoreFrontA Wi
EEIA,

6. HEMARSEZBRERL. FTENMEEURT StoreFrontA FEFERICREHE. tNRTE RS 2SEM L T Al P48 1%
4, AHEESRRRE. BT IEMERNTTRRS T sEFERKNE.,

7. M StoreFrontB Fl C R SHFIEARS 2T , SREEFNABETTIITEER.

SATEBE

RN B EFIRBEVTREEE , A Import-STFStoreSubscriptions, I cmdlet A AR T FRIEHE A —> N R JE (2%
S—IMNAREIE B HITFASEES AR E R StoreFront %525,

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

B X Import-STFStoreSubscriptions BRIFIMSE. , 155 https://citrix.github.io/storefront-
sdk/Citrix.StoreFront.SubscriptionsStore/Import-STFStoreSubscriptions/#import-stfstoresubscriptions

VIRBIE X HHHAMER

VTREURS A AN A SNRATRERTE —1T. SITHAMBIRFNIRERFS
<HFRRIRG> <&IR ID> <1 ID> <iTRIRKZE> <BIHE #F> <JBItE> <BHE > <BIMHE> ..
LLAEIRIN T RTREATRE N

<user-identifier> - SFEM. FRRAFNFREFS., WAMRTER M Windows REARRRT,

<resource-ict - INFW. FRRATVTRRIRHKFR 3.

<subscription-ic> - WEW., W—RRITRRNFHFS, WEXREHR (REBIEHFMAGEE—TE) .
<subscription-status> - NEW, TTREPRE : EVTHEEBUEITE.

<property-name> ¥ <property-value> - IAFET., FIHEZA <BHLFR> F <BMHE> BEXHFS). ©113%kR5 StoreFront
% i (J@F A Citrix Receiver) HITFIMXEXEKEM. BB Z MEFHEUEHAERKNZ N EFHR/EX KRB (Fi20, .
MyProp A MyProp B .. ®/~"EH{EH A. B KIJEM MyProp) .

Bl :
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S-0-0-00-0000000000-0000000000-0000000000-0000 XenApp.Excel 21EC2020-3AEA-4069-A2DD-08002B30309D
Subscribed dazzle:position 1

StoreFront fR$-28t#_EiTRIBUERIA/N

Subscription Datastore Size

No of Records Size MB

0 6.02

1000 7.02

10000 40.00
100000 219.00
200000 358.00
500000 784.00
200000 1213.02
1000000 1497.15
1300000 1919.15
1500000 2205.15
1700000 2487.15
2000000 2915.15

SAMSE txt STHRR/N

Subscriptions Import/Export.txt

No of Records Size MB

0 0.00

1000 0.13

10000 1.30

100000 12.80

200000 25.60

500000 64.10
800000 102.00
1000000 128.00
1300000 166.00
1500000 192.00
1700000 218.00
2000000 256.00

K AR VT B 2R

AT RMEA Microsoft Windows HAEM 251 E2S (FFHA > 1217 > perfmon) BI/R (F140) ARSS 38 LA TN B EEk
StoreFront R$-2540 7 AR HICR B E.

{&F PowerShell E&1TFi 15
Code
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Get-Counter -Counter "\Citrix Subscription Store(1__ citrix_store)\Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number Subscriptions Synchronized"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number Subscriptions Transferred"
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RE S AL S N ARG E
Aug 14,2017

ERIF

FCE M PRSI ARE

SRE

FCEITEEE

Iz R JE AL E AR fE HDX B

185 Citrix StoreFront ZIRHIA

{# /A PowerShell AL FAfS JEAC B #{£ NetScaler Gateway f&E

SFAEANEE FRIRMIRCEN RIS ) RERRNEBHIE , TAENE 2z AR E S T ENREES. REFMENA RS REERE IEREHE | UL
HETRARR. MRDHFEBEE T HIRA NetScaler Gateway &% , WA FE AT HRESNMHENRERE.

B StoreFront 3.5 2 , StoreFront EIEH A XFFE NN B mizs. Citrix @EIDH R ERIE A BEERGIA.
ACE A PR FR &
£ StoreFront BIREHIAF |, ATRABATATHRE -

o KR FIRHFIEEE : 4R4E Active Directory LA A< A , TTARRGIBEB T4 E LB M .
o REME : TISEMLNREAFLERENER. BANETPNLERREEN— ST HRREHAR,,
o BXSHEMXE : 2 BB TEECETIET NetScaler Gateway #HTi[RIET , StoreFront 723N RIERT 25 B3-S M X BISILA KIS ISR E.

BE  EEMEHRTER  EUEA—EARSHUFURS REMEE. MR Citrix StoreFront FIRIEHI& R EREFHRTA MRS 8 LiE1T. TG  BENIE
Frf e E S EER RS 240, DMEE SRR BRI E AR S 25

. MR AN R ERE T B EF AKETE XenDesktop 1 XenApp FIBHFMAEE. BXREDBRMEIY ABEMEMAEE | BESNEIEET N ARSI R EIR,

. £ Windows Fris = IR R |, $REI3F 8 Citrix StoreFront Ry,

. f£ Citrix StoreFront ‘EIREHIAMNAMERPEZNAMET R , REIEREFEP RETEE Delivery Controller,

. MRENTFAEZEA Controller , iE#ERFMSNLRRARE > iLE.

. BE A PSR Controller , SA/E#EFRSR L EE TS EHBLE Delivery Controller SYHBLLFR F~a] A,

. BEBATR | %F Controller , AJFRATFRELIEEZBES Delivery Controller, 1R BT Delivery Controller (584 , XLt Delivery Controller & B /R4 #RAARIHIRL
FRRFHMEEHRE Citrix Receiver P RABAANNY FIFE Fr/ K EKTER B7R.

7. EH—AFEFAIRE Controller RERIFIE , RFATHE.

a1 A W N R

Controller £ AHRIRIEIR - 3%t , StoreFront B{XMZERESEFHREF— Controller FRIEIR, BRIEIEDAT , StoreFront ¥R &P RFTA Controller )
TR (URER PR ARIRNTTRSE) o GRS IERASRIRRAE SR | BERMAENET , RIECHATNERSBERNRIRSIREMAR.

1E Controller Z [RIN B IRBH TR - &6 , B1E7TF Controller Z B9 & f53h. BUBETE |, Eah§8Em IR S R ERETIEENE—1
Controller , 2R EFNKM , NEFELETEE R4 Controller,

SREE
BREFTIE StoreFront EIFRHIAGE S MNE MM Z 3 SMS T AVERIE , (B2 | SRS S ARLE MR SHIBRAM StoreFront AEHKIA RALE
StoreFront,

& PowerShell 535 8 13 4w5 StoreFront BLE SUHARER BRI ENRE

o BEBARAIEESMHEBEA.

o FTIMTHAAF—ARNE  XEBERTRE BN,

o T AEEZMAFAFERTEVHBENNBRESE , 2 MRATIERIRSIERE.

BEB AR AT BIEE LRNE TR, FERHE AR TFEREMENRBEE S MRS IR.
BEBTE OO EEE ((IEFTE R E AT M A VIMEE) .

T BYTFIREBEAEHIESRS I REUE , FLEHE Citrix StoreFront EISHIATHARTA |, UFILHERIE.

B ESMEHMET , FUER— A RS HUERURSSANBCE. #R Citrix StoreFront EIREHI & RIEME P MMEMEAIRS 25 51T, TRSE , BHHXICE
BT E B EER AR S5 2540, DMESEHTRBE AR 25

1. WyfRAN FARSERLE 7 EERLEPHERAATE XenDesktop 1 XenApp 3 (BFEXMERERE) KIEMAEE. AXEBERNEINBREMEEEE B REEEY
I FAR SR (A TR
2. {F R ARIE SR THN FARER web.config 3T |, 3B T Clinetpub\wwwroot\Citrix\storename\ B3& , Hr storename 412 N FRIER AEIEE R4
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18
3. RS EIRRATERSY .

4. FEEMTHRKECE.

aggregationGroup="aggregationgroupname">

ERAMTTRE LALE.

e userFarmMapping
TEERPEE , FE SGXLEE Z A B TR RS 1T . M RT IR EMEIE. 1E Microsoft Active Directory Fi 2B SHEE AR ELE Z [AZIIALSS , M=
PP IRA IR,

e groups
BT REXAIMRSTZ Y FREIRY Active Directory B FZERAFRIIREATAR (SID). MIER | A 2a=Un A\ RALTR. BRI TSN , BMSHINATET G
EHMB RN . BV Active Directory Fi Ik S TR , A1 LA 2 #7H0 SID iR E X Everyone,

e equivalentFarmSet
TEE—HAT MR LRI TIFMEWEE (AT TS ers) | PUR RGO 8 50 E REXE.

loadBalanceMode B R E 2N ERE S ECAH . 1% loadBalanceMode EMAI{EIRE /) LoadBalanced , TR A FREM A BCA SR EFMIEE | NMAEFTE ] AT
ERNELRA /. 1R loadBalanceMode EVEIEIRE X Failover , i ARIBERLE P IIE MIRFFEREEISE— T REE , NMEETEL N R ATERRERE
ERERK. IEEREGENEHF , LINRATIRHERANRRNERNES. WK ESBTR—RAENSHHEEMEENETR. EEEEL MICSHBEL+TE
NHBEARAN SHMBERE , TEREHEHRREAT TR ™,

identical Bt { true 1l false , FEERSFHHEEFT AN NEEDIRMTLHARAN—ARIER. MEHEMR , StoreFront KAKASHBEFH— P EEHEF
RAFERIR. REEBREERBLENEIR , StoreFront ¥MEEMBEFNRIR , IER—A A ATANTRER. TeHELESMHR , BTl TE (£3
het) . identical BHERZHAE S false , BI{ELEFHLR StoreFront BB G sk AL TEAE R FHR /BT REHEE X true 280k,

e primaryFarmRefs
TERE —£A%% XenDesktop B XenApp 3 , B E KNI SE IR RIFELE. MWMASRNEINBRETRIERNATR. TEERIBE LTS EEEERINEIN A
JERNTRMAREHRTE—,
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e optimalGatewayForFarms
FEREBRE A IFRE X FVIIaX LA E AR LA R IRET BT AR £ NetScaler Gateway 1R %, AT ZENRERE MEMMIEGERE S\ZHERR. RFENAFE
StoreFront FTAMIRE RN EREREMENE E L fE NetScaler Gateway &%

LBV TRRY
ERCEXRE StoreFront FE RN AR ET A FYRRFATRETEM RS , TPIT Windows PowerShell #i4,

JEE : StoreFront 1 PowerShell 5% & NERERIRTFTIF. ¥/ PowerShell 355 & &8 StoreFront BLE Z B , 144 K5I StoreFront &I454|4. [#E , FTFF StoreFront 4%
G Z B, XM PowerShell (FTE SR,

BE  BZREBHED , E—RIVER—EARSBUTURESBAHWEE. MR Citrix StoreFront EIRINH| & R ERERMEAHARS R 51T, TRE , WEHIRE
T B RAEERI RS 254 |, DMEEFRRE R MRS 2.

BIEITARSENEEE , EECEM Delivery Controller fEE RN M5 2 XA G HRKLFR , 7B Delivery Controller £#X 4 A/NE. Delivery Controller &#EKTT
2EETHASHAFEERSHN BRETEERRIKITH.

1 EAEEFHETE RAURKIK F /53 Windows PowerShell , SR ETEG SRR E A TR T 64 AS A StoreFront 13k,
Import-Module "installationlocation\Management\Cmdlets\UtilsModule.psm1" Import-Module "installationlocation\Management\Cmdlets\ SubscriptionSyncModule.psm1"
Hr installationlocation & StoreFront f&FEE X , BH i C:\Program Files\Citrix\Receiver StoreFront\,

2. BHEEBESERSHMNARNIERZFE StoreFront §13& , EHAMUT &
Add-DSSubscriptionsRemoteSyncCluster -clusterName deploymentname -clusterAddress deploymentaddress
Hh deploymentname —AMEENA FIRAEFZEIEMLFR , deploymentaddress JmF2BE ) StoreFront AR %25 2k Sk AT AR 55 28 2E A0SR AT Vi laltit .

3. EHEESAFNARFTHARSHKERENARE  BRAUTHS,
Add-DSSubscriptionsRemoteSyncStore -clusterName deploymentname -storeName storename
Hh deploymentname Q7E_E—Hh HiTFEERE E LAAFR , storename SHAERIRR AN FI R JE FIITAZ Y AR JE R M HAE E A PR, BAEN ML 2 MRS RfRRFT
5, FANN BRI SR B0 StoreFront 2pE o AT A WL FRNMER,

4. EREESRINSEMNRIHITRLE , FRAUTHS.
Add-DSSubscriptionsSyncSchedule -scheduleName synchronizationname -startTime hh:mm
Hh synchronizationname A—A B A AIRBIE AT RINEFR. £/ -startTime RE G XERNN N ARG Z E3HTITRE SR, TTRE#—SHHER
KFEE— RANHE AR 50T,

5. B , ERCERSENRIRRREMRLS | FRAU TG
Add-DSSubscriptionsSyncReoccuringSchedule -scheduleName synchronizationname -startTime hh:mm:ss -repeatMinutes interval
Hh synchronizationname A—/MEBVA FARIESEZAITRIKE TR, £/ -startTime RET1EE X BEHBEHITRIRETE, T interval , NIFATHEERS Z BRI
BfE) (4344) .

6. Y TFEEREPEA StoreFront fR-23HI Microsoft Active Directory 3fkit B ALK SR NNE] 4 5 AR5 25 LA Windows B /48 CitrixSubscriptionSyncUsers 51,
x#, —BEETERNE LRERBTR]  TEBEP RS SRR A IR E LTS AR EIRS . CitrixSubscriptionSyncUsers 4B 2 4E B8R 1 R S NITHRRESE
IR, BXRERAMAFHERNEREE | ESH http//technet.microsoft.com/zh-cn/library/cc772524.aspx.

7. WA StoreFront HPEHBAS AR , A Citrix StoreFront EIRFHI A K ELE EREERIAT K AMS 5.
BRIEZ RS2 StoreFront FEFEHEHRERHIFMEE | FS P E R4,

8. XHiLAE StoreFront HREER LR 1217 , MACE MTFERFEZIARB B M B AMT RS,
4 StoreFront FREFRERDSITRIES , EHRITRIA S SHHIEANTE AR A TRLSHEL.

9. EFFaRL N AR SRR A RRFATR | EEARALTEENE FEN R TRNMBRERS . £ MBERRNEMRS S LK Windows PowerShell 5442 R&EH |
BAUTHL.
Restart-DSSubscriptionsStoreSubscriptionService

10. EMHFIAETERLS IR, FRANT L. RF , FEREEREHEIEIE+ KA StoreFront fRF-2% , HEH BTN BREIERS.
Remove-DSSubscriptionsSchedule -scheduleName synchronizationname
Hrh synchronizationname 2#&FEAIEITRIN N EFEE R A FR.

11. F3)H %71k StoreFront MFRERITFERS TR , ERANTHS.
Get-DSSubscriptionsSyncScheduleSummary

AR R JEBCE R {E HDX i&E8

BE  EZREEIHEFR , B XUER—ARFRUESRRS RAMNEE. #{R Citrix StoreFront EIREH) & R BB PRMTMEAMRIRS S LET. TRE , EERE
B E S EER RS 2540, DMEEHTRBE AR S 2.

IR FRRR JE KB S B I S R 5 Bt 35 5 X 2 [B) R X 1)

£ 3.5 Z Bif StoreFront fRAF , REEKRAEM ISR —NRE N7, REBXIGAMES |, FLATRURIE XenApp 3k XenDesktop 132§ FE & A R IR AT EAEUES Okt
IBAE¥ XenApp 7.8 5§ XenDesktop 7.8 EiE RN EIJL/ANXIZF, #E XenApp B XenDesktop 7.8 Studio #5E X [X35, StoreFront £S5 XenApp 7.8 1 XenDesktop 7.8 38
Hi%{E , 72 StoreFront F3E X HIFTAXIBEBNIASE XenApp F XenDesktop Fr5E X BIX 154 #RAEILAC.,

ARA) StoreFront FEAVFEARTE XKEIEF KFTH Delivery Controller G2 RAEMCIRES. KEURMHFEIBAEM X SEMFLRRGEASNR , BTRERTF—FiR
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£, E—RNXFETXIRIEE RRMEFE KK, BEFZ Delivery Controller RIE2F, N HEMA HEM KMHFHFIRMEA Delivery Controller, ¥ Controller JEEIFT TR
Xigdr , RFERASEAE XenApp 3k XenDesktop # 5E X HIIRILAC A IR 2 FRAFICE A Delivery Controller BIT], AT — AN SBAEM SRILHEI 2 MK, , {BEIEE M ER—
Mg, —PMXIBEE KRR E MR EN—MAER O, TS NMXIBEDF— & {E NetScaler Gateway , AT 5 XX RIFEEIL HDX E#.

BXREIBHFEEEE  ES R,
¥ Delivery Controller i E2Xig+
EERERIKIFF S Delivery Controller L& EKIH B,

1. 7£ Windows FHis &k FRFEFFBr&5h |, #REIFF8eE Citrix StoreFront Rk,

2. #£ Citrix StoreFront EIFSHI A MAM BT RN ARIET R , AEERERET2AEEIR Delivery Controller,
3. 1%&#%— Controller , #4wig , #A/57E4miE Delivery Controller % 8 HERE.

4. EXIITHRINE S A,

5. 8 Delivery Controller BRI Z#HREH _EATHHRM , KERM—MXIBL IR,

Display name:

Edit Delivery Controller

KenDesktopCAM-A

Configure Advanced Settings

Configure advanced settings with caution,

Type: XenDesktop (7.0 or higher)
ype L XenApp [7; ar higheg All failed bypass duration 0
XenApp (6.5 or lower) Bypass duration 60
Maximum failed servers per request 0
KenMobile (9.0 or lower) N . .
Ticket time to live 100
-in-a- 1
VDl-in-a-Box CAMZone I
Servers xendesktopa.  .com ‘ -
(load balanced): — Zones
The list of Zone names associated with the Delivery Controller. The names
should match those defined by any Zone enabled Netscaler Gateway
through which a user can access the store.

+| Servers are load balanced

A

o
| S—

Clear

Transport type: le controllers.

o)

Advanced Settings
Configure delivery controller communication timeouts and other
advanced settings using the 'Settings' dialog.

o |

BLE fR{E NetScaler Gateway & , BAMAiI HDX Engine #%EaZI{EF StoreFront RIE A &R (5520 , XenDesktop VDA Bk XenApp Bk XenDesktop AN BFERF)
ICAERAIR, B8 , —NEQMNREM XA EER IR E,

RZEHF SR StoreFront F MRS R ERAEM EMENEE LR1E NetScaler Gateway 8%, AR BB AE BanERIMEE [ EK , StoreFront £ EFHHITIL

BAE.
fERBANRBIHR

1x UK f3% -> 1 x UK StoreFront

1x US f3% ->1x US StoreFront

-> 73 UK Y RS
—> (VAT UK iR US M AREFFEm

-> 753 US 7 FRFE A= i
-> AT US RIEHBK UK ERREFNEE

UK 548 3 UK StoreFront #2455 UK FEERIR (AN AFRFFAISRE) HMOEF2VIR).

UK StoreFront [FBF5E X T ZF UK FETF US ) NetScaler Gateway , 7 Delivery Controller $IZRAFa4; UK F1 US 33, UK F Rl EIRu E/mERM <, StoreFront
FIZAELERERIR. WRE UKCRERTA | AR SRIERS & AAE | thi1TRUERES) US iR,

ERAREMKBBENBERLT , FiF ICA BErES AR BENERAN UK MXEE |, MAE SEEMERMIENE. BIAMERT | AREINEKRE | AIEERKMEH
StoreFront Z1ZSIRA, RAEMKKELBESWIEE | I &HBE T SN AREFEmR US $2IE It M L US &,
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EE  RAEA—ANuE SNG4 StoreFront K FRTJEMES — N BAEM X,

fE AR R

1x CAMZone -> 2 x UK StoreFront -> BESIW  MARFNEE

> RERIFERRE | LARFNSE
> ENEHME /R - MARFMEE

1x FTLZone -> 2 x US StoreFront -> XEREHENRE : AEFNEH

-> EESW - NRfREFMNEE
-> ENEPMT/R : EBRFNERE

> ENERMEIR : ERREFNEE
1x BGLZone -> 2 x IN StoreFront > RESI : RBRFARE

-> RERIFHENRRE | NARFNRE

& 1 JEmEM KR

Network A
=
Receiver % r| E:gﬁ DDC
*‘ 8 }‘ VDA
Network B
2
S |
Engine S Slea] |

& 2. LR K ER
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Network A

— §' | Store o
eceiver > DDC
% | Front
© VDA
b - _/
Network B
m
fu- f")i-tl-lt?
E Front :
HDX © =l
Engine © &

{# 8 Citrix StoreFront ZI8zH|&
FEBEALE B IE) NetScaler Gateway & Z 5 , ATRUCARA FEX AT RIS BN RERE.

1. #£ Windows JHARH N BEFFEF |, ThkEIFF#E Citrix StoreFront #l.

2. fE Citrix StoreFront &I A AN ERFIEREARET = , AREEARTRPER—ARAEE. EMETEP , AEREVARERE.
3. BB E > BfE HDX BAATE L |, EF—4 WX,
4. MNR%ETF T BRIMNBE EAE |, % EHER-S -enabledOnDirect Access = false %3 , 3+ H B3 HDX & 5xH55 X 5 {# A Set-DSFarmsWithNullOptimalGateway %

.
Configure Store Settings - Storel
StoreFront Optimal HDX Routing
HDX connections can be routed through gateways based on delivery controllers or XenApp/
KenDesktop zones, Typically resources should be mapped to the gateway that resides in the same
User Subscriptions geographical location or datacentre,
Kerberos Dy 5 -
| Optimal Gateway External only @ Delivery Controllers =~ Zones @
Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway v CAMZane
FTLGateway ¥ FTLZone
Advertise Store —
BGLGateway e BGLZone
Advanced Settings
Add Gateway l [ Manage Delivery Controllers l [ Manage Zones

ARINFTRIK
Z BRI FRR HR — DMEBUCARMPI X, SRS | K2R RN NetScaler Gateway” fi#.

1 FEMRERREL , HE“B/REF”. “NetScaler Gateway URL"FI“fE B S AA"RE , ANABMLERM A FECERIT NetScaler Gateway X & FEJE A1,
TeiEST REZ B IIF KN AR JEN BT NetScaler Gateway BHTIZAZ ).

2. #£ Secure Ticket Authority (STA) fi% L , IEE B/RIIEM. STAFEET XenDesktop 1 XenApp R %25 L , AL SEFIBUAGRERERK, XEATETIRMA T XF
1la) XenDesktop F1 XenApp &iRH1T S A IEFIZANZER .

3. ESHRMIERERR L AR TEETRERAFNTRESHRIEERMRE.

{#F3 PowerShell AR A IEECE iR £ NetScaler Gateway #H

PowerShell APl %k
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Parameter Description
-Siteld (#3Y) IIS SREgE R ID. X FERIARSE StoreFront # IIS =REg R, BH R 1.

-ResourcesVirtualPath EHTRLE A B RAEM K STH MY AR ERKE.
() 4B« "/Citrix/Store"

J1R%) StoreFront #R ) NetScaler Gateway M2t #R.
7~ 1 : ExternalGateway
Rl 2 1 InternalGateway

-GatewayName (F4F
)

FEEIAE NetScaler Gateway R &HITTLIRE AR (FQDN) Fds.
7~f5) 1 : gateway.example.com , FiF#rAE vServer g 443,
775 2 : gateway.example.com:500 , F3TF3EARHE vServer i 500,

-Hostnames (2R3
48)

T (BEUTR—MIE) LZBBAHRE NetScaler Gateway &%) XenDesktop, XenApp 1 App Controller 83, A &R £4 RBM A4
Delivery Controller 8k Delivery Controller,

] PLZE StoreFront R Delivery Controller FAZE —4 XenDesktop ¥ “XenDesktop”, BHRRA—1NF.

XA MEH R85 1R P05 24 Delivery Controller :

7~ : "XenDesktop"

XenDesktop-A.example.com

XenDesktop-B.example.com

XenDesktop-C.example.com

-Farms (P ER%ZH)

-Zones (PR %eH) EE—NHZAMEE LA Delivery Controller (%, XEREFICEBESZNR Delivery Controller 345/ BCZIRAHR Xk StoreFront SIS,

FEREIELT Secure Ticket Authority (STA) i) XenDesktop 2k XenApp k%25 URL. SNR{EMZ 15 , RERE SAIRIZSIRS L G5 LK STA RS :

-staUrls (242 4
SIS AL I3l "http://xenapp-a.example.com/scripts/ctxsta.dll","http://xendesktop-a.example.com/scripts/ctxsta.dll"

-StasUseloadBalancing & &:A True : WATA STA BHURERAIEESR |, E6TA STA ZIAFFHN REK.
(#a/REY) WEN False : A FRRIBIERLE S| MIRFFEREISE— AT A STA | WM AE(EE LA E N R BT E IR STA R ER K.

WEIEERRBITH STA AR BIOES AR | BAAANS, S34F050,

-StasBypassDuration _
i 4 : 02:00:00

WEA True : 7£ Receiver BV EHNNERN , (RISMTTNERNSELTITIFRE., MRLET 21 STAHFEHRLERLAFTEM , 71K useTwoTickets

EnableSessionRelabilty o sofia B0 True , BLBSEES MPIAREIE) STA RIAVEEIE , LSRR — 1 STA FE&EMEVRATFA.

(A/REY)

-UseTwoTickets (77K WEA True : AFIANARER STARRAERIE , PBHSP—A STAELERRIATA,
Eid)] WEH False : {UEA—A STA JRS25.

WER True : Ffe 4 pERmL it fl R E 5 StoreFront B, 58T Ji55E X RAER & I S E R IRIIERE,

EnabledOnbirectAccess WEH False : NETZMNRERE MRS RIRIIER , BRIEAFIEBE NetScaler Gateway 1jl7) StoreFront,

(AA/REY)

PowerShell HAE L MTH (MITETR) , SMTHRLASATH () B E.
Citrix LR A RIRGIFFE HIE) Windows PowerShell SeRUIATRE (ISE) , DMETEEATATAE ARG ERMIE Powershell {{H,
FIHBCERAEM K

TE
1&iZ|H PowerShell cmdlet Set-DSOptimalGatewayForFarms A& f{E HDX i /ER.
EfRRIGRIE , EPRITRUTIRIE ¢

1. ¥&{#F Add-DSGlobalv10Gateway #5454 FM XACE AL A TR {E HOX AMRE , IFASHIRIERERHIVAE.
2. {# 3 Add-DSStoreOptimalGateway @4 A R INRIEM <ECE .,

<l ¢

Add-DSGlobalv10Gateway -Id 2eba0524-af40-421e-9¢5f-alccca80715f -Name LondonGateway -Address "http://example" -Logon Domain -SecureT icketAuthorityUrls
@("http://staurll", "http://staurl2")

Add-DSStoreOptimalGateway -Siteld 1 -VirtualPath /Citrix/Storel -Gatewayld 2eba0524-af40-421e-9c5f-alccca80715f -Farms @("Controller”) -EnabledOnDirectAccess Strue
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R

IR JE Internal 8IS E 5B AT IR AE M KR ST,

& "$Env:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\ImportModules.ps1"
Set-DSOptimalGatewayForFarms -Siteld 1 *

-ResourcesVirtualPath /Citrix/Internal *

-GatewayName "gatewayl"

-Hostnames "gatewayl.example.com:500" *

-Farms "XenApp","XenDesktop" *

-StaUrls "https://xenapp.example.com/scripts/ctxsta.dll","https://xendesktop.example.com/scripts/ctxsta.dll" *
-StasUseLoadBalancing:$false *

-StasBypassDuration 02:00:00 *

-EnableSessionReliability:sfalse

-UseTwoTickets:$false *

-EnabledOnDirectAccess:$true

FEHACERAEM X

R~

Iz R JE CAMZone B2 S 516 A TR SR AER RIS

& "$Env:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\ImportModules.ps1"
Set-DSOptimalGatewayForFarms -Siteld 1 *

-ResourcesVirtualPath /Citrix/Internal *

-GatewayName "gatewayl" *

-Hostnames "gatewayl.example.com:500" *

-Zones "CAMZone" *

-StaUrls "https://xenapp.example.com/scripts/ctxsta.dll","https://xendesktop.example.com/scripts/ctxsta.dll" *
-StasUseLoadBalancing:sfalse *

-StasBypassDuration 02:00:00 *

-EnableSessionReliability:sfalse *

-UseTwoTickets:$false *

-EnabledOnDirectAccess:$true

7~ :

BEAIACKIR B AR Internal #ERTIAMTARIERM X,
Get-DSOptimalGatewayForFarms -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal"
N

MiFE FRISE Intemal KA ST RIER %,

Remove-DSOptimalGatewayForFarms -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal"
HIHECEE# HDX &

7~

BERIA R IE BT | CA Joshilid i K Internal TSRS IRIIM X 1£15.
Set-DSFarmsWithNullOptimalGateway -Siteld 1 -ResourcesVirtualPath /Citrix/Store -Farms "Farm1","Farm2"
T~

BEAIAIR B ARELE 1CA BB Y I JE Internal I KEHTIEEMACE M TG,

Get-DSFarmsWithNullOptimalGateway -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal"

#yE StoreFront RRIEA(E &R TIAMEREM MR 5

1 EEETUA TG4, £/ PowerShell ZERTH IR % #5407 m L2 StoreFront JRER :
& "$Env:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\Import Modules.ps1"
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#Traces output is to c:\Program Files\Citrix\Receiver Storefront\admin\trace\
Set-DSTraceLevel -All -TraceLevel Verbose

2. 7£ StoreFront fR%5-25A0HE_LFTFF Debug View TH, ZNRIEFEEF StoreFront fRS-¥4E , FIAEAMRIERTH T m_ERATIARME | DIRHIR AERBUSEE KO smARERER
BR.

3. J38 Capture Global Win32 44,
e DebugView
File Edit Options Computer Help

=" i Capture Win32 CtilsW @ A
'l‘m, Capture Global Win32

§

1 0.0¢ Capture Kernel Ctrl+K jervicesProxy.Filters Informatio:
q

£ o Enable Verbose Kernel Output L

3 .0 jervicesProxy.Filters Informatiol

4 0.0(| ¥ | Pass-Through

5 -'J.O( Capture Events Ctrl+f  jervicesProxy.Authentication Verl

[ 0.0(¢ tqgkv: Logoff: called

7 0.04 Log Beot

ces.MVC Verbose: 0 :

4. BIRBRAE BIFEA log 30, RREMCEATI . BRUTRAGRT BRNBESRE.
5. ZJRVEXRMIRE , AARERS S A StoreFront R85 LMK ERE TR,
Set-DSTraceLevel -All -TraceLevel Off

SRS ERMSHR

o SNIE AR Gatewayl, fRzhiliTiZ Farm2 RITEERIEM X Gateway2 E[A).
Set-DSOptimalGatewayForFarms -onDirectAccess=false

Farm2 BCE AfE AImIEMX Gateway2,
HEEAEIEARN , Farm2 AARENK.
BEM X Gateway2 ¥BET B3,

o PYER% Fum{E A StoreFront &%, Bahi@idis Farml MIEEREMX Gatewayl Eff,
Set-DSOptimalGatewayForFarms -onDirectAccess=true

THRHSIRANMK, EHiEH StoreFront,
Farml ACE H{E AmIEM X Gatewayl,
ERE#ARE , Farml ABREMX,
BEM * Gatewayl ¥ BT B3,

o NEBE FimfEf Gatewayl Bf, Farml ERRIREIATTRUBSEAMX{EE , EiHEH StoreFront,
Set-DSFarmsWithNullOptimalGateway

FEHTIRAIMXK : Gatewayl

Farml BEEANERMX. FAMXEARBTEI.
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5 NetScaler Gateway #1 NetScaler £ i,

Aug 14,2017
# NetScaler Gateway -5 StoreFront £5&1F A AT LA &SN PR R L HNEFEe) , 3R NetScaler 24 tazk
14T,

VERURY AN AR 552U (E

¥ StoreFront -5 NetScaler Gateway #1 NetScaler £ sZESK ST W X FN AR S5 2HEPAME B TITRI. N2 EEREE FHpLL
Citrix AR FERSFZED -

o ITRIMSNIFERAN A AFKER AT ER Internet BIRRS SSFIRISSHRER ., B IR E TTREAR S B EMEERNEHRERINA A
B R HPES.

o MERSMNIBFINEPARS 232 FR. L LALRERA (HNERFISMNER{E FRd B han & 25 (8] |, 5120 example.com (4M3F) F0
example.net (PNEF) . BEFEAEEALIR CAN) Y R , —MEBATLEEXHHAHER. —RiE JtT BN EFERZE
. f0RME IANA FEMRTRZE (TLD) , AIERMANMRALME —/MER., EXFERT , FeEER—&% BNERS 2%
Z# (40 examplelocal) , BAMEBEFRANPIED & RN TR SR IRAIES,

o N RATREMINIPAR S 23 FIPNERAR S5 25F AR B e, PRI FZ MIED , XEERRRKIEPHEEIE/MED.

o NVEAIEMEM Internet MRS 25 5IEMMA Internet MRS 2R Z AIEZUEF, XEAFPHRATEEARR - SEMPAERERNAN
MM A HER B AR BSHAFIA R 5 4R .

o ANERSRSZAAZBEAIED. VBAERNREIKRSS (a0 StoreFront fRE S FIFEMMLENARS ) Z A
FuFP. NERERRNEREH THRS SHAETARNT L REEHMIRS S 2 AR, THERERERSHRES
HARITRAB -

o —%H StoreFront fR$ B AECNIZ EBITREFERRS 25 .
e GSLB#—#HMEM Internet I X%,
e —2H XenApp F1 XenDesktop 7 x #5413 , AR EESERIE.

o HETFHRI RS, MEMRE L (A3F—L NetScaler FIS ) ATRUERAAR S HIZAEERE T S48 (HSM) BRAT{S
TFEIESR (TPM) ., ETREEE , XUREBRE AR THFEAEBRERLS | BEREMR. mREd
NetScaler Gateway StifE GSLB , X ATREZESK GSLB B M XA B — MERKNES |, ERP A EEFBNFTE
FQDN,

A X{RHP Citrix BBERIEMSE |, 1§25 HE B End-To-End Encryption with XenApp and XenDesktop (XenApp #
XenDesktop fEHENHN®EE) AR XenApp #1 XenDesktop &4 —7,
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750 NetScaler Gateway 1E#E

Aug 14,2017

ATDUE I HATARIN NetScaler Gateway &SR MA AT 5E & B /&R NetScaler Gateway 372, BCEEIT NetScaler
Gateway X IR JE#TIEFE AR Z BT , A0UaF NetScaler Gateway HIBH#HHnE/ L. A StoreFront L&
NetScaler Gateway KI5 E |, §S5{# F WebFront ;5 StoreFront 48,

BE  AZRESMBED  FUEA—ARFHUEBRS FANECE . #HR Citrix StoreFront EIFRH| & RERETMH

HAHABRS 28 L1517, TG  EHXIICE I E &R RS 234E |, DUEE R E P MH MRS 25 .

1. #£ Windows Fria &k R F &+ |, $RE)FFH & Citrix StoreFront B,

2. 7% Citrix StoreFront EIRIxHI AN AMEAEPEENARET R , RRERE TR ATER NetScaler Gateway,

3. BERMFIEHIRE |} NetScaler Gateway SPEHEE(ET A FIRBIK & FR.
FA ¥4 4E Citrix Receiver P EEIEIEMBREH At , BEZEHPEIAXGEE , UFEMAAREEBERLTHE.
Bign , ATRA7E NetScaler Gateway MPEM BREHFPOSHIBUERSE | UERFEBEMARIRETHECEFRN
BE.

4. NEREWMANEIURS HFFAFAER R (MT Access Gateway 5.0) ) URL, F5EBFE T AR =mmARA.,
StoreFront K TT2IREMNIHKA (FQDN) M/iiE— , FFEARRFT NetScaler Gateway BEHMARE 2540 FQDN, A3t
StoreFront #1 NetScaler Gateway RS 254 FIMEIf FQDN,

5. BNRFEIRN Access Gateway 5.0 §FE , HKEPITLSIR 7. BN , 1FFEE NetScaler Gateway R&MKFM IP itk (21RTF
E) . Access Gateway 9.3 BB ESKWMFEEFM IP ik , (EXRAESHKmME , R T %m,
FMHEZETE NetScaler Gateway FISRFR/RIE-SHEBMLE T HIARS 25 TIBEMA ARER 1P ik, ottt aT AR
NetScaler Gateway R&KIBLET IP ik, NRIEE T FM IP ik , N StoreFront fF FAZHBERAENEKEBRE TS
w’E.

6. IMREFRNMIZIT NetScaler Gateway 10.1- 11.0. Access Gateway 10 - 11.0 B¢ Access Gateway 9.3 iR % , iFMEF L
BB R 2 AifEIR & LA Citrix Receiver F§ FECE ISHARIEA A,
PRETR A < NetScaler Gateway R ZACEANE EXIRNEIN AR E &0+, X{E Citrix Receiver B] ATEENIREX R
WEB A EMNAERE R,

o MRFEEM A4 AE Microsoft Active Directory I8EHR |, E &,

o MREKAFMANRE LSRG SIEARED | HEERELM.

o IREKAFRINHNBERENNLESERBAOSIHEARRE | FRFENLL 4R,

o MRERAFMNBITEEAEMN IR | 1§ERE SMS SHKAE.

o IREKAFREERERIFMA PIN  FIEHFTBER.

NP AN BRSO E THBISHEIEATA (4R AEEE RIS AERENZ L) |, ENEREREIRS R+ %
B SMRAIE A, SREPITHIR 8.

7. TR0 Access Gateway 5.0 #i%E , FIERAAER REAMIMORETITE | CEERETH Access Controller JR5523+ 7%
B, MRERMEESE O FRT T 5, KRBEHITER 9.

8. MR E4TXT NetScaler Gateway 10.1 - 11.0, Access Gateway 10 - 11.0, Access Gateway 9.3 Z&# 4 Access Gateway 5.0
®&BCE StoreFront |, iE7E[E1E URL AEFIEE NetScaler Gateway S4IUEARS URL, StoreFront £E MM URL FIAR
HERRSY, BBET—5 , BREPITEIR 11,

B R ZBINER AT iIR)E URL, StoreFront j%E4#% NetScaler Gateway B4 IIEARS: , PAIIEM NetScaler Gateway W EI)f
BEREDRELRE.

9. Z4tXY Access Gateway 5.0 #H&ERLE StoreFront , AR & N LS H X BEEFIRZM IP #ihksk FQDN , RfF8aET—

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.124


http://docs.citrix.com/zh-cn/netscaler-gateway/11/storefront-integration/webfront.html
http://docs.citrix.com/zh-cn/storefront/3-12/configure-server-group.html

i

10. 7EERFFMEHRIETRE L , FIH7E Access Controller %528 LIZTTHISHIIERS A URL. #RINZ & ARS2RH URL LUS
RBRHETIEE , FHRIMERIAFFE X LRSS SRR ERIEHBIAF. A Next (T—25) .
StoreFront {EASHEIERS SHEFEA FEHTHHRIE , MER ~ITHERIN AR ERERTHA T,

11 STFHRESE |, MREE TN ARERSH XenDesktop 5 XenApp 12tH &R , 1E7E Secure Ticket Authority (STA) TTE
h3HIE1T STA KIARS23MI URL, IRINZ A STA B URL USFIR4EDIRE | FHRMUSRIFSIE XL AR 5 25 LUK B iR 5
5P
STAFEET XenDesktop 1 XenApp fR%a5 £ , FHFRESTEFRELNEROERSF K, XESTERIEM A T X11ia) XenDesktop
0 XenApp IR THHARUEFIIZA I EEAL .

12. NRAEE XenDesktop #1 XenApp 7£ Citrix Receiver =i B ZhE INER R IT FFRISERIFEITIPRE | EEF ER&E
ATEMERE, RECET 24 STA , FEFEHRVETEMIAA A , EEF Request tickets fromtwo STAs, where
available (ABIA~ STAEREIRGNRATA)) SikiE.

169 Request tickets fromtwo STAs, where available (MBI STAVEKEIRGNR I A)) EiE4ESfG , StoreFront ¥ AFA
REIE STARRAVERE , XA, B{E—4 STAESEERPEEATA , BragthAistlr. mRETHIRREITTE
5mA STA 371815 , StoreFront 34 EIBEE A STA,

13. BEHAIERURIN NetScaler Gateway FEHIFMES. RMTHEZfG , BRI TH.
BREMEBB VM EHNFERER |, WS RECE NetScaler Gateway EHEE .,

FRHIBT NetScaler Gateway X A JERIAE] , WIRBCE — WIS R ME DB NMNM SRR, Citrix Receiver ({5
FRAARRE A PR IEERASE RIS 2 A ML | REERMENAARAE. BAMERT |, StoreFront {# FFIE AR 25 URL 3K
TEER URL FEANER SRR [EAFTAMERE— NetScaler Gateway F3E ) Citrix Web 3 A ERIUBR S 25 A A &R
& (XFTF Access Gateway 5.0) URL fEASMBMERR. BREBEHRRMEAEE | ESHICE SR,

B AV BT NetScaler Gateway Vs RRIE , SR AIX LR AR JE A s F = ife),
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5 A NetScaler Gateway

Aug 14, 2017
NetScaler &IBi4| & P ELE HITFR AR E W45 StoreFront R ECE KIEFRIENR EHE, AXNBATS ) NetScaler
Gateway , MEIEFHECE NetScaler §1 StoreFront {FHAEBELA{F .

=K

o TR ZARK vServer S/ ZIP 304 , FE NetScaler 11.1.51.21 siFE Shi4x, i3 : NetScaler RgESH{FE B XenApp #1
XenDesktop [a SAIZHIM X vServer,

o DNS WJRAEm AT H StoreFront MJRAEMEXZ NetScaler &A% ZIP SrfHeR ¥ GatewayConfigjson LR RIFTA STA
(Secure Ticket Authority) fR%-2§ URL,

e NetScaler &£ i ZIP X4 GatewayConfigjson T RHL S StoreFront fR%-85_EAGILA Citrix Receiver for Web S5,
B URL, NetScaler 111 RESRASEAEMESHA ZIP U2 ATIETELR StoreFront fRS-283F M T B TLA N A JE M
Citrix Receiver for Web ¥ m A IR IFIX — .,

e StoreFront AAJMAERBH DNS FEENE URL f#ATAMSC VPN vServer IP i3k , DAESE RS AR K TS HRIERERS AZTh.

BFEAENE URL Fig OE &8 % 5M % URL MmO 2B&48E , RE StoreFront a] PAfi# Rt URL,
&

MR ELELNIRFERARRAISNTFIPED DNS 454 /8] , [BYF URL figOE 4T85 Mk URL Fig BG4
[, NSRRI T DMZ F3{E R URL , T StoreFront T &H/A\T)EHMLEIHE A URL , AT A{E
[E38 URL #&[=] DMZ & [ 3 vServer,

1F 15414 S\ NetScaler Gateway
A PUBIT S\ NetScaler EEE X RSN —1 LA NetScaler Gateway &%

Important
Citrix AZFFahmiE M NetScaler S H BLE ST,

1. #£ Citrix StoreFront EIEEH| AN E /P EEN HMIE | ARERETKP RTEH NetScaler Gateway,
2. 7E“EFE NetScaler Gateway”f&+ , B NHEH S AGEE.
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Add, edit or remove the NetScaler Gateway appliances through which remote access is provided, Remote
access through a NetScaler Gateway cannot be applied to unauthenticated stores.

Alternatively, NetScaler Gateway appliances can be imported from file,

MNetScaler Gateways:
Display Name | Used by Sto... | URL

3. (45 E NetScaler B2E ZIP 3T,

4 B EBIRRTEE ZIP SCEFFIIMIE vServer 51IsR, TEERER S MM K EL vServer FFATTAN. WRERFAEA vServer,
SN BRA TR, MRIEFER , SR DU RE R M K2 HMX.

1. Select a NetScaler Configuration zip file

Zip File: | Ci\Users\admin Desktop\AllAuthMethads.zig) | | Browse |

2. Select the vServer you want to import

https:/femeagateway.example.com:443

https://emeagateway.example.com:444 |E
https:/femeagateway.example.com:445
https:/femeagateway.example.com:446

r—] -
httme famasmatawans dermain e AAT 1 o+

&000

5. BFATEMKAERLER | iRFE |, S5 — /MO URL, BRZEFYZ7E NetScaler Gateway &% _E4 Citrix Receiver Fj /2
FCEMSHEIEA TR, FLEERERTERIE URL (3 HFRK) .

o HHIUFAAERIE URL BEBHMEAR AR M StoreFront ik s525A.
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StoreFront

Select Logon Type
Secure Ticket Authorities
Review Changes

Summary

Select Logon Type

Review the logon type for the gateway you wish to import, Smartcard legen types include a

smartcard fallback option.

Logon type: )
Domain

Callback URL (Cptional):

| https://NetScalerGatewayFQDN

Verify

JCitrixAuthService/AuthService.asmx

) This is the internally accessible URL of the appliance. This is used to verify that requests

received from MetScaler Gateway originate from that appliance.

EHEPRERAR JSON {4 LogonType = Z[EA URL
1 1, o
WAk S DomainAndRSA &
ReLh RSA a2
HREFR - AR TREF 2
ERER - 5 SmartCardDomain 2
BREE - BT 24 h8 SmartCardDomainAndRSA 2
TR - R SmartCardRSA 2

https://docs.citrix.com
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EHHEE - SMS BHEHAE SmartCardSMS

Hm

SMS S350 uE faf=

il

FNRFEENE URL , StoreFront ET7E ZIP ICAFPIREIMM X URL B3MATEIE URL” . AT ILEBCATEE NetScaler
Gateway vServer IP BI{F{R B URL,

MEEEFREAEE , RFEZERERE URL,
6. B TT—%%.

7.StoreFront {£F DNS BXZ& ZIP X4 %4 I FTA STA (Secure Ticket Authorities) fR%-28 URL , HRIFEI R B RIERE E1T
B STA ZIRIEFKIRSF25. MR—PEZ A STAURL T , SN SUREL,

StoreFront Secure Ticket Authorities

The impert process has detected the following Secure Ticket Authorities

+ Select Logon Type ‘ Provided URL Edited.. | STAID
Secure Ticket Authorities

Review Changes ‘

Summary

8. BEH T4,

0. BERSANKFAEE. MREFAEABHRAMXK RLAHAHES (WX3mH) KMX | BER T RAEREE— MR HE
=, B,
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StoreFront R ang=s

Review these changes kefore importing.

+ Select Logon Type Gateway Information

Gateway Address

GSLE Address

VIP Address

Summary Gateway Mode CVPN
Gateway Edition Enterprise
Auth Type Daomain
Callback URL

Secure Ticket Authorities

https:/it fecripts/ctesta.dil

https:// fseripte/ctustadll

+ Secure Ticket Authorities
Review Changes

0 A gateway using at least one of these addresses already exists. Select to create a new gateway
or overwrite the existing one before importing.

-- Create New Gateway —- = l View details

StoreFront {£ ‘M3 URLIx A "A & KHELEAFANM X ERLAETREF EEMNIABEM K. MRENMXAEFARR
B“BI < URLImA 2B 4 , W) StoreFront YEMAFM K, HHMKEERERT 0 AEFPLARE.

RIXRE AR
M % URLIHAAE &
GSLB URL 2

NetScaler {F{TUEHHFELL b
[5]3& URL =
Receiver for Web ¥t URL b
P 3/ V1P E
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STA URL #1 STAID

il

Fim

FrEERIEE

10. AEF A, 40K StoreFront fRFJBETENMEHA , WESEBR—FHER | REEEE SAHM R EEHE AP HABRS
2o

11. B 35ERR,
EESAF—/VServer itE , FEE _LHERNFER.
EE

17 PR JE AOERA R X 2 454 Citrix Receiver S5AIBITHERMIM X , BRAFEMNREANERTRMMXI. MRISHANARELEMNX ,
R ZIP TSN SE— W 50K B A ZH) Citrix Receiver (ERIRIZRARI K. SAREMANSERE NN AR EXEREGAR K.

{# 8 PowerShell § A\ £ NetScaler Gateway

Read-STFNetScalerConfiguration

o 3% ZIP STHEEHIF M BTA R StoreFront &R AMSE.
o ¥4 NetScaler ZIP XHHINTIRARNT | FHEA=IMXNRSHEEEZEFHTEHXLEM K,

A A
4

ap

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

{# /A Read-STFNetScalerConfiguration cmdlet E&RN7EH M NetScaler ZIP S ABIEA =PRI FT5,

A A
Dl'-l/7\

$ImportedGateways.Document.Gateways[0]

$ImportedGateways.Document.Gateways[1]

$ImportedGateways.Document.Gateways[2]

GatewayMode
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CallbackUrl

GslbAddressUri : https://gslb.example.com/

AddressUri : https://emeagateway.example.com/

Address : https://emeagateway.example.com:443

GslbAddress : https://gslb.example.com:443

VipAddress

: {STA298854503, STA909374257}

Stal.oadBalance : True

Certificate Thumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType : Domain

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite}

GatewayMode

CallbackUrl

GslbAddressUri : https://gslb.example.com/

AddressUri : hitps://emeagateway.example.com/

Address : https://emeagateway.example.com:444

GslbAddress : https://gslb.example.com:443

VipAddress
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: {STA298854503, STA909374257}

StalLoadBalance : True

CertificateThumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType : DomainAndRSA

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite}

GatewayMode

CallbackUrl : https://emeagateway.example.com:445

GslbAddressUri : https://gslb.example.com/

AddressUri : https://emeagateway.example.com/

Address : https://emeagateway.example.com:445

GslbAddress : https://gslb.example.com:443

VipAddress

: {STA298854503, STA909374257}

Stal.oadBalance : True

Certificate Thumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType :SmartCard

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite}
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Import-STFNetScalerConfiguration (A5 CallbackURL)

¥ ZIP STHEE S M4 BTSSR StoreFront BIE REM. 3 NetScaler ZIP S ABHRRNBENNTGE , IHMER=AMEKZES]
EEFZBT TSR X,

A A
i 4

$IlmportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

f# /3 Import-STFNetScalerConfiguration cmdlet &R TR IKIM X Z 51 =1FMXF A StoreFront, {3 -Confirm:$False
SHETBILE Powershell GUI R /REAFIABIMK, MREEEE—XRIA—IWX , FhERER,

DA
i 4

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 2 -Confirm:$False

Import-STFNetScalerConfiguration (35EEC# CallbackURL)

{#F Import-STFNetScalerConfiguration cmdlet 3 =M %<5 A\ StoreFront , 3{# B -callbackURL S¥F55E ATaEmm e @]/
URL,

W =
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$IlmportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -CallbackUrl "https://emeagatewaycb.example.c

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -CallbackUrl "https://emeagatewaych.example.c

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 2 -CallbackUrl "https://emeagatewaych.example.c

Import-STFNetScalerConfiguration 2% = S AP EENSHIAEA X , IHEELEETH CallbackURL

o {# Import-STFNetScalerConfiguration cmdlet ¥ =/ # M5\ StoreFront , F{#F -callbackURL $-¥k#s X i (]
1A URL,

P
s

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -LogonType "SmartCard" -CallbackUrl "https://e

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -LogonType "SmartCard" -CallbackUrl "https:/e

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 2 -LogonType "SmartCard" -CallbackUrl "https://e
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javascript:void(0)

ACE NetScaler Gateway &R E

Aug 14,2017
PATATES AT R ARSI B JE RS BT/ NetScaler Gateway BREHIEM{EE. A StoreFront ACE NetScaler
Gateway HIFEM{EE |, iES5{FE B WebFront 5 StoreFront £ A8,

BNR 3T NetScaler Gateway B ST M E Y , NAHRIE T X LE0 2E 7] B S JE i A P86 s R &R (s EE HE! Citrix
Receiver &, R AN FAREJERCE T Citrix Receiver for Web &, TR AT DA Z L i ep $RER 5 5t i4 Citrix Receiver B3
., B, JRCAN ARG SEES S, FREISUtREE T A AT A,

BE  £EMERFIEF  FOXUER—EMGIUEBURS FANEE. #R Citrix StoreFront EHHZH| & R1ERREFH
RATHABRS 28 LIE1T. TTARE | BRI ICE I E B2 RS20 , DUEEFTRRE P A MAR 25
B EH NetScaler Gateway W&

ATUBE PITE R E MR EESEdm AP B/RM NetScaler Gateway FPE&FR , IERXT EEHURS 8 8A P8R R URL AR
NetScaler Gateway EAhZEMERERT AT E B EHE| StoreFront H1,

1. £ Windows Fria R &k 2 BE& |, $XEFF&d Citrix StoreFront RERA.

2. £ Citrix StoreFront EIRSH| &AM EE P EENARET R , AFHRTEIE NetScaler Gateway,

3. A NetScaler Gateway FBEFEEET A FRAK LB TR,
P P34 Citrix Receiver REEIEHE RN EREHR , At , BEZXEHFEEHAREE , UEBRARERRERITE.
B30 , ATRAZE NetScaler Gateway FEH B REFFEESHIECEEE , MER FEEBRMARIRETHEMEMEFE AN
ERE.

4. FEBEWMNEINRS 2ZBAFER R (MT Access Gateway 5.0) ) URL, F5EBPEFE A= GRhRA.
StoreFront ERE T2 IR EMIHA (FQDN) MiilE— , FEARRTF NetScaler Gateway MR E 25 FQDN, R3#Fxd
StoreFront #1 NetScaler Gateway EHARRS- 2513 FA4EEIAI FQDN,

5. MNBERZBBIZITHIR Access Gateway 5.0 , EHEHITHE 7. BN , EFEE NetScaler Gateway & HFM IP it
(ZNRFEE) . Access Gateway 9.3 Z&ERKIIRFEE TR IP ik , (ESHEAE SR =MmMs , k& nT%Em.
F ML FE NetScaler Gateway FIkRRIESHEIME T HRARS 283 TIEFHR A AREH 1P #ihk, i TR
NetScaler Gateway &&RIMETS IP #btik, aNR¥SE T FM IP Hbhik , W StoreFront {F Bzt IEENERE BB {5
’E.

6. MEREIZITHRE NetScaler Gateway 10.1-11.0, Access Gateway 10 - 11.0 8% Access Gateway 9.3 , i W EFZEHIFFR
P42 7RI &L A Citrix Receiver F FECE IS HIE S %,
EETR A X NetScaler Gateway REBLEMEERRINBIN BB ENE S XM+, X1§F Citrix Receiver T IAfEEIREXR
W& R EMNAERET K.

MR EER P E Microsoft Active Directory 1s &R | iE1EE,

MREKAFHANTESERIFBHSIEAEE | FEERELSM.

WMREKA AR NSRBI AT 2 SRRSO AL | EERIgMT e,

MREKA AR EEAERN—RMEER |, 5% SMS S450E,

o MREKAFRMERERIFMA PIN , FEEFERER.

MFANERERSMIEACE THEISMIEATE (S4B FAERERLIREE AT UEIRE X ATER) | ENEEEREIRS RS 1E
S MR,

7. ANREBZE A NetScaler Gateway 10.1 - 11.0, Access Gateway 10 - 11.0, Access Gateway 9.3 8k—4> Access Gateway 5.0
W& , WFERRA URL AZHHE NetScaler Gateway S UEARS URL, StoreFront £ BSIMAN URL MIARAERD S .
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BN NNERETE# URL, StoreFront 3%3E NetScaler Gateway BHAKIFARS: , BABIEM NetScaler Gateway UKZIEK
HREBRBLRE.

EIH Access Gateway 5.0 &%
FREIFRE(ES AI4E StoreFront iR, YwiBEkMf& Access Gateway 5.0 FEEEFHIR &M IP Hihikak FQDN,

J@1T Access Controller f3 52 P HA5IE

{E BRI SHEIEES A Access Gateway 5.0 Bf£: Access Controller %525 _EiEZ1THISHIAE RS AR N, Jwta skl
URL, EMIAZ MRS 2310 URL AU FAREEThAE | FRMMERINFFIE XL AR S 25 DUR B 4674 ). StoreFront 1§ &4
INE AR S SHEAZ A PRt T E AL , DUME R PSRRI AR IS E RN EE.

E1H Secure Ticket Authority

AT PUE I TSecure Ticket Authority % 8 # StoreFront W FREUA FPLVEZHEM) Secure Ticket Authorities (STA) $13& |
PARBACEAVERSEME. STAFEET XenDesktop #1 XenApp fRE#5 £ , HFAEAEFZIEINMIERE R, XEEZIEMR T
X$ij[a) XenDesktop #1 XenApp BRI THHEAIEFIRA R ERL,

1. #£ Windows Fra & ARFEF &+ |, $RE)3FH S Citrix StoreFront BERE,

2. £ Citrix StoreFront EIR&H| & WAMEAEFEEN ARET R EEREAETEE— NetScaler Gateway #E . 1E#f
YEEI&T , BT ETE NetScaler Gateway,

3. BEHEARMENIETT STA KARS-2589 URL, FEE L STA 1 URL LASRRSEThEE | FHRILAERINFFSH XL AR &5 25 LR B
4% IMAr. EEek URL , W57E Secure Ticket Authority URLs FIIFRAIEFMVILE , KRig8adiwiE. WIRPEE—
URL 3f2a5MMF% | ATRALE StoreFront % STA hiRELAIEEIE,

4. INR%HLE XenDesktop # XenApp £ Citrix Receiver 3 B ShEFNEHEI AN SERIFEITIORE | BEP ERAAE
ATEMERE, MREET 24 STA , HFEFEHRVETEMIAZA A , EIEF Request tickets fromtwo STAs, where
available (BTN STAVEKRAR@NRATA)) SLEIE.

&+ Request tickets fromtwo STAs, where available (MBI STAESKREZIRGIR T A)) Ei1EMEfR |, StoreFront ¥ MFIA
RNEW STARBRSVERE |, X, BifE—4 STAELEERPEEATA , BFRaEthAiatl. RBTETRERRTTE
54 STA #HTiE15 , StoreFront ¥4 EIBEIE R4 STA,

F% NetScaler Gateway ZpE

EBREFERT , FTRUB T HITEIR NetScaler Gateway F iR {E% M StoreFront Ffilf& NetScaler Gateway SEBRIVEA(E
B, Wik NetScaler Gateway B8E 5 , B AR IUEBI BB EVIla) R FARJE .
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{# A3 NetScaler 3175 E 14

Aug 14,2017

AAEE NetScaler FI & RFE % StoreFront fR%-28 31T AT RHEE.
A& StoreFront fR%-234040 NetScaler fazkF1é

1 NetScaler tazk 1425 StoreFront fR$- 2561 RS 2EH

B BT vServer ASKIRAR 552528 2 (BT R [R5

ACE AT RECFEH) StoreFront ARS5<540

Citrix AR %5t =%

NetScaler Gateway S5ta# 14 vServers {2 F[E— NetScaler &% £

£/ NetScaler Xf StoreFront Ak 5523282t T Ta B & B PR [E) 1565

ACE StoreFront AR%-25£8F0 NetScaler Tz 14

MR BT REBF @) StoreFront 3%

AR AL T A RN AE T EEETIEREMNEEZL A StoreFront JR%#3H0 StoreFront JRS-23HMATA SR, AR
HRXTUATABHIEAEE : 2K NetScaler REBLE ATERRSZREFMFTE StoreFront TR Z [EX3EE Citrix
Receiver/Citrix Receiver for Web f{&E \NiEKSH TRETE , AR ANTACES NetScaler 588 =7 B Fiiseta &1 HET
StoreFront 25,

T RBEFERERG , FERTER TR VFFTER 2789,
B DU T

o HPRSKRLAH A PI4) Windows Server 2012 R2 StoreFront 3.0 374,
o FCE— NetScaler 10.5 fa# Fiizs AT/ iE#HA Cookielnsert My taE 14,
o —/NAET Fiddler 4.0 0 Citrix Receiver for Windows 4.3 ] Windows 8.1 IR %& Fig.

FTRAER HTTPS FIEIL T B E R S SREHEK
HEEA VTR CARS [HIEBREA—T.
MEAVIERRAR A SKIEBSIE T Ak CA SAIERZ AT , FE BT 5.

e WM 1 : 7£ NetScaler fazk ¥4 vServer 1 StoreFront AR%-252B77 m _E3{E A * example.com BRECFAES. XAET AR AC
B, BRITEBHEBEDATIAZRINE A StoreFront fRSS-#5.

o &M 2 : 7£ NetScaler TaZk F{ vServer # StoreFront fR$-2341 R EIMEAAEFERAEEALRANED. WERHEEILEC
FiE StoreFront fR%-23 T2 FREFE (FQDN) IS SAN AR , (BRZIWEA , FAXEEATLE StoreFront FiE 112
HEAWRIEE., BB TETHEFAMGE AT discoverReceiverexample.com i) SAN,

BRETHFHMEAIERERFMESE , E3H http://blogs.citrix.com/2013/04/01/configuring-email-based-account-
discovery-for-citrix-receiver/,

AR SESERXEKNABARTIT |, BERRDRMANES | —1E NetScaler 5z 4§ vServer EFR , F—MEBE
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StoreFront fR$-2sAT m EEA. F/MEBELAB S EREEHAR.

Example Web server certificates

Option 1: Wildcard certificate

Certificate Properties “

sttt | General | Extensons | private sey

The subpect of & certdicate i the user o compuber 1o which the cetilicste o niued, Yeu
<an enter snformation about the types of subpect name and sRemative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the centificate

Option 2: SAN certificate with every StoreFront server

Certificate Properties ll

£ subsect | General Exterions | Privats Key | Cortfication Authority | Sgratoe

The subject ef a certificate is the user or computer to which the certificate is issued. Yeu

can enter snformation about the types of subpect name and altemative name values that
can be used in & certificate.

Subpect of certificate
The user of compaiter that o necenang the cetificate

Subject name: Subject name:
Type CN=" zampie.com Type CH=storefrontexample.com
Common name | Add = Ciomimnn nsme w Add =
hae:
Value T i < Remove
Alternatrre name: Algrnatree name
Type
b " example.com lew storefront.eamplecom
L e L z dicoverRatener eample.com
2012R2-Aeample.com
d Walue: P
L Add > = Addd » 2012R2-B.eample.com

ZU]ERE-CmmE.cw
< Remevg < Rernewe =L

Certificate Properties “

A\ subect | Generdl | Extensions | Private Key

Certificate Properties n

iy subject | Genersl | Extensions | Privabe Key
& friendly name and description walll make it essser to identify and use » certificate.
Friendly name:

A fnendly narse and desergticn will make it easier 1o sderily and ute o certifecate.
Friendhy name

wildcardexampleccm
Description:

Herefranteamplecon

Dieseriptaon:

Common Properties|

Certificate Properties ﬂ
£\ subject | General | Extensions | Private Kay I}

Key usage b
The key usage extension describes the purpose of a certificate,

Awsilsble options: Selected options:
CRL signing Digital signature
Data encipherment Key encipherment
Decipher only

Encipher only Add >

Key agreement

Key certificate signing

< Remove
Mon repudiation

Certificate Properties “

[] Make these key usages critical £\, Subject | Genesal Extensions | Private Key

Cryptographic Service Provider v
Extended Key Usage (application policies) ~
An spplication policy (called enhanced key usage in Windows 2000) defines how a

certificate can be used. Select the application pelicy required for valid signatures of
certificates isswed by this template.

Key options ~
Set the key length and export options for the private key,

i : Keysize 104
Available options: Selected optiens: Y s 02

Chent Authentication Server Authentication w | Make private key exportable

1 NetScaler tazk P25 F1 T4 StoreFront R4 2512 RS 2HEP
{E/ OpensSL 3 Windows CA fAHREFHSAE NetScaler &%

e WIinSCP RIFEFRANE=AHRETR , PN Windows 11 EHF3hE] NetScaler XHFRZE. BESAKIEBESIZF)
NetScaler LA ZENM /nsconfig/ssl/ T4kE,

o AT I{FFE NetScaler i OpenSSL TE M\ PKCS12/PFX SCAFZBGIFRFIZ4R , BAERL NetScaler T A{E AKX PEM 4%
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AAZEPI B0 .CER F0 .KEY X.509 XX 4.

. ¥ PRX XXEEHIF) NetScaler i% &8 VPX £ /nsconfig/ssl/ =,

. ¥TFF NetScaler £54-474 0 (CLI).

. B\ Shell BURH NetScaler CLI 3F]#:%1 FreeBSD shell,

. {#/ cd /nsconfig/ssl/ EXER.

. 1517 openssl pkes12 -in <SS AFEHX#4>.pfx -nokeys -out <WE53C#4>.cer , FFAEHIR/RETHIA PFX 2R,

. 1z1T openssl pkcs12 -in <S AMRERICHE>.pfx -nocerts -out <B4AH 4> key |, FEHIIRRE I\ PFX 285 | 4R
JERETLEA PEM BRREBRARIF KEY 304,

. 1E4T Is -al LI E BB 1E /nsconfig/ssl/ NATNAIEE .CER F1 KEY 4.

8. )\ Exit PAIR[E]Z!) NetScaler CLI,

oA Ul A W N R

N

SRS BUFBJS1E NetScaler 3 TRCE

1. &% NetScaler I GUI,
2. ¥e4%F Traffic Management” (JRE%&IE) >“SSL” >“SSL Certificates” (SSLIEH) , KE#aEH Install’ () .
3. f£“Install Certificate” (RFIEH) AT , MNEBMILATHFR,

o 7 NetScaler X &S L |, 1%4% /nsconfig/ssl/ FHEM .cer iERI .

o MRI—EEFBERHAN key U,

Install Certificate

Certificate-Key Pair Name®

wildcard.example.com

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance

Certificate File Mame®

wildcard.example.com.cer | Browse

Key File Name

wildcard.example.com key

Certificate Format

® PEM DER
Password

Certificate Bundle
| Notify When Expires

Motification Period

30

o [

o5 StoreFront AR $5-z52H Tk 25 613 DNS o3k

FFTIERIILE FQDN BI%E DNS A FI PTRIER., EMLE K% FinfE ALt FQDN vji[a){# f NetScaler tazk 23
StoreFront fRS-254A
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7~f5l - storefront.example.com &4 A fazk 44 vServer B4 1P (VIP),

FE 1 : 48 S NetScaler RBTFHRNE AR FHRSHARTL 4
StoreFront 3.0 fR %28 Z [AIZE IR E Rk HTPPS 443 R&&H#E,

ARG FREM G StoreFront YA S2 3@ O 443,

Y8/ StoreFront fR$-25 RARINZE] NetScaler taZk F 1478

1. %&3% NetScaler E1# GUI,

2. %#% Traffic Management (JREZEEHE) > Load Balancing (faZiF#) > Servers (JR%2%) > Add (FRMn) , 3R

BT RECEERIPUA StoreFront iR,
T~ 4 4 2012R2 StoreFront 3 & , S 344 A 2012R2-A & 2012R2-D
3. {FERAET IP MRS [ECE |, FHIAEA StoreFront 7 R AARS 23 P ik,

Le

+ System NetScal » Traffic Management ad Balancing > Servers

Marme State IPAddress / Domain

172.27.4492

EX— StoreFront ¥ fles , ATHRERFHFAF A StoreFront i IR,

1. &% NetScaler E1# GUI,

2. 1%#% Traffic Management (GiZE%IE) > Load Balancing (fa#kF4) > Monitors (M%a35) > Add () , &4

4 StoreFront FIFTEMES |, FHERBIARE.
3. N\ Type (Z£8Y) TH3EH |, 1%&4F StoreFront,

4. MNRAEGE TG vServer 5 StoreFront Z [BME A HTTPS 1% | BHRIETREEEAE ; BN , HRIETRFFER K

/Bro

5. f£“Special Parameters” (4f4S%K) WK THE , 15ENMAHEIENEFR.

6. & “Special Parameters” (45k5¥) WEWM-£ FHEA Check Backend Services (KMEFifIRS) EEIE, AT
StoreFront fR%25 LIETHOARSSHATIEN. BTN StoreFront fRS25_Eiz1TH) Windows AR ¥4 StoreFront Service ,

BWEES R BIIEEIZ1THFTE StoreFront Service KR,
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Standard Parameters Tab Special Parameters Tab

Create Monitor

4+ Back
StoreFront Configure Monitor
: Mame
STOREFRONT v
StoreFront
Standard Parameters pecial Parameters Type
STOREFRONT W
5 second v
Destina Standard Parameters Special Parameters
~ ) Store Name
2 Secand v Store
Storefront Account Service
Bound Semvice | ¥ Check Backend Services
L4 ed
Reverse

B EA A StoreFront BRE-250 HTTPS 443 R4

LERSARN | EFAMK Members” (FRR) &M , RERNEZHIE Servers” (FRF23) TAEXHTH
StoreFront JR$-28 T M.

2.%E SSLigH , FERMT RE RSN RO B — MHE—RIARSES 1D,
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Create Service Group Member

IP Based '® Server Based

Select Server®

2012R2-A, 2012R2-B, 2012R2-C, .- | > HE| ‘Z|

Port*

443 |

Weight
! |
Server Id

! |

Hash Id

[wf] State

o N

3.f£“Monitors” (M2%) EMF L | EFZ B/ StoreFront Y125,

Monitors

Add Binding

Monitor Name Weight State
StoreFront 1 J
Close

4. FEUEBERRLE , BEZAS KRS FFIE.
5. 98 AT AZ RIS AMRF SEPIHITE R CAUES |, URATRERT PKI SEEEME MM CA,

ServiceGroup Server Certificates Binding

Add Binding

wildcard.  .com

BB TR FIRENHETEE vServer
1. &% NetScaler &8 GUI,

2.3%#% Traffic Management (JiE2%7%) > Load Balancing (fa#kF#) > Virtual Servers (ER%2) >
Add (iFm) |, BIE—/NHTH vServer,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.143



3. 3%#% vServer X BRI TE &%, StoreFront Tai FErE %M A round robin (3£if]) X least
connection (R/EH) .

Method

Load Balancing Method™®

| LEASTCONMECTION M

MNew Service Startup Request Rate

Mew Service Reguest unit™

| PER_SECOND M

Increment Interval

(|
0K

4. ¥ 52 BRI AR S A S8 E Bt Ek T vServer,

5. ¥ 2 ISP E RS AEME — RS2 CAUERYPERIEk T4 vServer,

6. FEE A vServer LA | LM Persistence (FFAM) |, KIFAMTTIARE A Cookielnsert,
7. 1% Cookie €54 . a0 , NSC_SFPersistence , sX#£0] AZEVEAET{EHZE Fiddler BRERFP S TR51.

8. W &MIFAMRE R None (L) .

Persistence

Persistence®

| COOKIEINSERT M

Time-out (mins)*

20 |

Cookie Name

MSC_SFPersistence |

Backup Persistence

Backup Persistence

| NOMNE M

Backup Time-out

2 |

IPvd Netmask

255 . 255 . 255 . 255 ‘

IPv6 Mask Length

|'I28 |

|

A2 HTTPS & 1F - & Fig5 NetScaler tTaEFia25 2 [8)134T HTTPS 443 &1
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BT 2 SEEH) StoreFront 3.0 fR%-2§ 2 [B)3H4T HTTP 80 i&#z.

5 = 1{F FBEMAR StoreFront WAl 2334E L0 8000,
KB4/ StoreFront ARS-257 021 NetScaler TaEkFiE2s

1. &% NetScaler 12 GUI,

2. 1%#% Traffic Management (GiZ2%I#) > Load Balancing (faZkF) > Servers (JR%25) > Add (M) , 93050
BEHTREFERIA StoreFront fRS2s .
R~ 4 4 2012R2 StoreFront iR%2% , A Rdn 4k 2012R2-A & 2012R2-D

3. {FERAET IP MRS F[ECE |, FHIAEA StoreFront AR ZSHIARS 23 P Ik,
ls

+ System NetScal » Traffic Management » Load Balancing > Servers

Marme State IPAddress / Domain

¥
¥
p 2012R2-( Enabled 172274492
]

FEX—/> HTTP 8000 StoreFront ¥ flzs , A THRERS LT A StoreFront JREZFHIRAE.

. &% NetScaler 1 GUI,

. 1%+ Traffic Management (JREEIE) > Monitors (Mfl2%) > Add (iRhN) , HI04& K StoreFront FIFTISALZS.

- RFTEEZR AN — N BRI EZ B ARE.

. WTHISE S IERE Type (2£5!) 4 StoreFront,

. f£“Special Parameters” (45 2¥0) @R~ TNHE , TEENARER LR,

. ZEBsRmA 5 8000 |, PrinILACAERA StoreFront fR%-25 LAV HIZIA M 255241,

. A Special Parameters” (4%745%1) &K T EK Check Backend Services (KRERIRARE) EEE, &+ &K
StoreFront JR%- 28 _ETROBRS T, @I StoreFront AR 22 iKY Windows R W4l StoreFront Service , #1
BELIR EIEAREITIETA StoreFront Service (MRS,

N o i1 A W N R

BB E A StoreFront RG2S HTTP 80 ARS4H

1 FERRSARN , EEANK “Members” (AR) 1T, RERMNEZBIE Servers” (AR$2F) BBOE XHIETA StoreFront R
2. B HTTP sOi&EH 80 , FIERMRS R AE A RS SN —ME—MIARSES ID.
3. f£“Monitors” (MEfla%) WEIR_L , 2 ATl StoreFront LS.

R BT AREMN HTTPS & 1E fad T vServer
1. ¥%&4% Traffic Management (7iE®J%®) > Load Balancing (fazkF44) > Virtual Servers (EEUBR%25) > Add (3%
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my -, BIE—/NHR vServer,

2. 3% vServer ¥ I TEEAT 5%, StoreFront TadkSEA4TA0E FI%IRh round robin (434]) =X least connection (&/)
EE)

3. Rz AR RS HLEE R fa ik 4 vServer,

4. ¥ Z S ERIRFEANRE— RS 2 CAEPYPERI I T vServer,

EE  MRARAEE PinfEiE HTTP Cookie , RIfF40E KR4 &H HTTP Cookie , 3B A{EFH Persistence (FFXME) .
5. fEfhE g vServer A | 1%63% Persistence (FFAME) |, IEEFEAMATIARE A Cookielnsert ,

6. 1% Cookie €544 . a0 , NSC_SFPersistence , X#¥a] B BHEHAE Fiddler IR ERT S5 TR,
7. BEOBFFAMERER None (TT) .

Standard Parameters Tab Special Parameters Tab
Create Monitor 4= Back
StoreFront Configure Monitor
OREFRO
StoreFront
Standard Parameters
STOREFRONT

Special Parameters

Second v Store

[ «
30 Second ¥ ﬁ Close
o

B T E 14 vServer AISRETAR S 2340 2 (B T A [E) 25
B3 TR T vServer Z BIRKIEE S ¢

o W 1: AliZEA vServer : (XA FIREHATRETE. WRXCRANBRFMIRERIT ICA B3 , HEmEpaiHe
KR, (%, BEUHENERK. )

o W 2 : 4l vServer X} : —NATXAFREHATREFEURITE R AN BRFHRER ICA B3) , H—MATTHE
BRSRETRETE. (NAEARZIQMEF RN ERE SN TRETFEH StoreFront fR%2R4A 2 BUEREIT
PR RE. )

MR L SBEAETNRE S M TARHEER EH) StoreFront RS 284E , LA RURIEE ST RIKARBURIREE N Z MR
HITFEESE. StoreFront VTRIRHIER TCP 0 808 , AL , (EFIIARM HTTP ¥0 80 8k HTTPS 443 ffagkF{4 vServer
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BRM. BEARSIZME AN |, BESETMEA NetScaler EHIEE =/ vServer , UEREA StoreFront fR%-254H 7
% TCP 4w 808, ELEEHNTXIN | BIEESITHEE vServer 23 IP it ICECHI AR S 28 4B b, FAfRAR S S8 4R b 23X
B _EARSZRAR I T & 23/ FQDN,

AcE ATV TR HIAR 552820

. &3k NetScaler B2 GUI,

. %&4% Traffic Management (JiE%H) > Service Groups (JRE4H) > Add (Fhn) |, RIFRS 2548,

- BURXEZRCA TCP,

C ERFAER , EELWEK Members (Af5) W0 , KRRIEZATIEServers” (ARS2%) B9 E XAIETH StoreFront fR%
5. £ Monitors (Y5fl25) W~ , 1%4F TCP Mz,

A W N R

Monitors
Add Binding
Monitor Name Weight State Passive
tep 1 v x
Close

BEE a3 18 vServer DUSRIRAR - 2820 2 (BT R[] 25

1. %% NetScaler &8 GUI,

2. ¥%:4% Traffic Management (JRE%IE) > Service Groups (JR$F4) > Add (FRM) |, RINFARS 24,
3. BT @A AR E A round robin (31]) .

4. BIMNEBCA TCP,

5. %\ 808 {EAIEAS , EIMER 443,
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Load Balancing Virtual Server

Basic Settings

MName*

2012R2A-D-Synch

Protocol*

TCP v

IP Address Type*

IP Address v

IP Address*

w2 . 27 . 4 . 179 |Pv6

Paort*

809

CitrixSubscriptionsSyncUsers A i Al 5.5 143

& A 4LH StoreFront fRS528 A il 5—MUEM IR BIERSHREGTRSURE | IRFE A BIMERF S B £
CitrixSubscriptionsSyncUsers Z<ith & £ 5. CitrixSubscriptionsSyncUsers ZsitiZE A1 2 55154 AN AT 4 SE AR 55 25 35 HX
VTRBURM TR ITFE StoreFront RF-ZRAVIEIEHIF IR, AT ETTERL , IRS5 B AUERSFF A £/

CitrixSubscriptionsSyncUsers 2R 5 , A REMNFIREGT$EE.

4 @ Local Users and Groups 85 Guests
- :”G B Hyper-V Administrators
1 Hmips £ 115_USRS

b (R Performance
a2 Device Manager
52 Storage
= Disk Management
iy Services and Applications

https://docs.citrix.com

& Network Configuration Operators
& Performance Log Users

:E Performance Monitor Users

I Power Users

& Print Operators

&% RDS Endpoint Servers

& RDS Management Servers

% RDS Remote Access Servers

% Remote Desktop Users

% Rernote Management Users

;ﬁ_‘ Replicater

B Ucers

& CitriClusterMembers

& CitricCWServiceReadUsers

*J CitrocCWServiceWntelUsers

J¥ CitrixDelegated AuthenticatorlUsers
& CitrinDelegatedDirectoryClaimFactoryUsers
& CitriPNRSUsers

& CitricSubscriptionServerUsers

:E CitrecSubscriptionsStoreServicellsers
» CitrcSubscriptionsSyncUsers

& WinRMRemoteWMIUsers_

£ i
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RCE AT 8 19 StoreFront fR$5-2548
1. HEBEE NetScaler TagkF1 vServer ERIMERNEBAFLEASARIR S ZFHEHEA StoreFront T k.

2. 1EA> StoreFront F7 S LM IS 43 HTTPS 4BE , SREHEZ BISNEFHIES.

&5 Start Page || Filter: « W rn o L Show ANl | Gronn ke Aren o [EE,

) Site Bindings ?] x
Type  Host Name Port IP Address Binding Information Add...
https a3 o+

Remowve

Type: IP address:
|http5 | |AII Unassigned

Browse

Host name:

[[] Require Server Name Indicaticn

S5L certificate:

| storefront.  .com

Close

3. RS ZFAFHEANT m_ELIE StoreFront,

4. % StoreFront i) , KET R _EMENE URL REAMFHARHTE R AERMILE FQDN, WERKREF
1% FQDN ¥E0% AR (CN) Bt A& & AAFR (SAN) BEFERRIES.

8255 NetScaler tazk Firzs A StoreFront fRS-25 8132 RF2HET.
5. STRAIA StoreFront BCEf5 , AR E N T I AERET RBARS 254,
6. EFIRSIA > HFMRSFZ > HIMAIRS 25 KBS,

To authonze this server, first connect 1o a server in the group and choose "Add - B add G
Server”. Enter the provided authorization information hene. o 2012R2-B" added to Server G aup

Authorizing server. | 2012R2-A Dietails

Authorization code: Servers Status
2012R2-B  Completed
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http://docs.citrix.com/zh-cn/storefront/3-12/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_0

7. BET AN EEER AR A MRS SRET A,
8. {FRTTABX R NfRAT RE F @2 = FQDN % FimSeilin fa g F AR 552540,
Citrix RS =28

ZZRXS StoreFront &AM TIERIRIER Windows BRSNS ARSI TN AN , WE(E A Citrix fRF-EP2S Windows AR
%, BRSNS T HABIRS |, "TRAS RS H Ath5<4E StoreFront Service iRfE, will2S /8 BAEREM Citrix 2B (20
NetScaler) MSMEBARERK StoreFront fR-Z5FHBEHMIIZITIRE. SBE=AHTAFIA StoreFront MALARAI XML IRy 3k 4
1548 StoreFront Service TR

ERZE StoreFront f7 , ¥AIEF A HTTP F¥mE 8000 KERIA S INZS.
EE : StoreFront FE+ RBEFEAE— N LM 231,

EXTHABIARME I TEY , A PREGEO-SYOh HTTPS 443 , iEEA=1 PowerShell cmdlet EEREHALE
StoreFront Y 25k URL.

BIFRERARRS SE 2R | RHBBCNER HTTPS g0 443 MO8

1.#TFF = StoreFront fR%-25_Ef PowerShell S BIAIRE (ISE) , SREEITAT 4 LB BUAL S Tk HTTPS 443,
$ServiceUrl = "https://localhost:443/StorefrontMonitor"
Set-STFServiceMonitor -ServiceUrl $ServiceUrl
Get-STFServiceMonitor

2. 5eRE B EYUEREER| StoreFront fRF-ZFAT RATAHIMMARS 5.

3. BRI FT S S | B FE StoreFront fRS-253 0] UB T ML&7710) StoreFront RS- 28 HEAEAITEAMN. L , KLAUT URL i
ANE28, N2 Z4IR B4 StoreFront Service JRESH XML FHZE,

https://:443/StoreFrontMonitor/GetSFServicesStatus
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[ httpsi//storefront, -~ x

€« C' | B b#ps://storefront  .com/StoreFrontMonitor/GetSFServicesStatus

m
[

This XML file does not appear to have any style information associated with 1t. The document tree 15 shown below.

¥ <Array0fServiceStatus xmlns="http://schemas.datacontract.org/2004/87/Citrix.DeliveryServices. ServiceMonitor. Contract”
xmlns:i="http://waw.w3.org/2001/XMLSchema-instance™>
¥<ServiceStatus:
<namz>Citrix Peer Resclution Service</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixConfigurationReplication</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixCredentialllallet</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixDefaultDomainService</names
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixSubscriptionsStore</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>NetTcpPortSharing</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>*WAS</name»
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>W3SVC</ name>
<status>running</status:
</ServiceStatus>
</Array0ofserviceStatus:

NetScaler Gateway 5 t# 14 vServers {i F[@— NetScaler %&£

WNRFER— NetScaler &% _EELE T NetScaler Gateway vServer Fltazk 4 vServer , NENSBA =R EE (MARET
NetScaler Gateway vServer) ijja] StoreFront faziFiEEHE URL BRaJRELIBRA) /.,

HEWAET , BT StoreFront ¥4 A\ FAHUIR IP #itit 5 NetScaler Gateway fF® IP Hiit (SNIP) #835E% , StoreFront &K
ERA M FEATE NetScaler Gateway 21 SMIIE. XFEAfA StoreFront 2 {$ i AGBasic MY 4T NetScaler
Gateway S#EASMHMIAE , TAZ KRR P EALSERIHTER. RGBS | FAR0 T F7RA SNIP it | IX
1B AR P2 MER S RIETMIE AGBasic,

1£ StoreFront k%2540 LACE NetScaler Gateway
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Add NetScaler Gateway Appliance

StoreFront General Settings

The display name is visible to users in Citrix Receiver preferences,

General Settings Display name: AGEE
Secure Ticket Authority
MetScaler Gateway URL: | https://storefront.example.com
Version: 10.0 (Build 69.4) or later -
Subnet IP address:
(optional)
Logon type: Domain hd
URL:
Cal I:.:-ack URL @ | https:,’fstorecb.example.coml JCitrixAuthService/AuthService.asmx
(optional)

{5 F3 NetScaler XF StoreFront fR% 28203 T R F & BT FR[E]%ER

TEZ BT StoreFront fRANF (20 2.6 BLEARARA) |, Citrix FXFahE % B4 StoreFront fREFFF_EMFAHF |, DLERETE
T EIREMIRA (FQDN) BRETZI4FTE StoreFront BRSF-ZFAPAEIMIEER IP Hihit, XAFAJHH{R Receiver for Web 2A28 513K
TEERE T AR — AR S35 A0 StoreFront Service #4TIE{E. XENFIRIE , BN HTTP &1 R Receiver for Web 5545
IERRS 2 BN B EFEFEF N , 3 H Receiver for Web {#iE A FQDN 5 StoreFront Service #{TiE{E, MREA
FQDN fi##7 Atk Féias , TR aea ¥ nE R EFATHM StoreFront fRE25 , A\TTSBSHIIERK, HidFE
RELIT B TF1E2% | 18 Receiver for Web Zikii(a) 5 B B BB 72— AR 5525 L AN FA RS JE AR S5 B Fksh.

ATRAfE PowerShel iR EFREET, 2 MIREK TTHIER S FAHMN T4 StoreFront %28 LA EMIH&KE.

Receiver for Web web.config X 47R~%1 :

PowerShell 4547~ :

& "c:\program files\Citrix\receiver storefront\scripts\ImportModules.ps1"

Set-DSLoopback -Siteld 1 -VirtualPath "/Citrix/StoreWeb" -Loopback "OnUsingHttp" -LoopbackPortUsingHttp 81

-Loopback ATLAA=/ME :

A EFx

On: INF(EF SSL-terminating taEkF =% , WIAEFALLE.

¥ URL EMEZCH : 127.00.1, EMFEO (1RIEE)

REH,

OnUsingHttp : X T F1E25 0 SSL terminating B A RE(E A, fadFEr

755 StoreFront fR%-23 Z [BJAB(S{ER HTTP, BJRAER -

BENEZH 127.00.1 , HEAEICA HTTP SHEHA loopbackPortUsingHttp BHEEECE HTTP ig0.
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loopbackPortUsingHttp EMHACE AR {E.

Off : BTHEAR. R ERRE AR “On”, Fiddler 22T A
ToikddEr Receiver for Web 5 StoreFront Service Z [B)HI7R
V5SRFE URL RIFT{EAIE . 8.
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A[a]— NetScaler Gateway Bt &P~ URL

Aug 14, 2017

£ StoreFront &1 , AT StoreFront &I 4 K “EIE NetScaler Gateway”> “FRANVEL YRR e RN NetScaler
Gateway URL, tATPAZE“EIE NetScaler Gateway”>“ M\ SN "H RN/ NetScaler Gateway URL #1 GSLB (£ RifRS:
R TECFE) URL,

AIXANABT anfa{ER PowerShell cmdlet #0 StoreFront PowerShell SDK 3&{# FAAT%5 %k -gslburl DL E W %< GslbLocation
B, ERUTRBIF , HIhEERIL T 1E StoreFront 1T NetScaler Gateway &F :

1. GSLB 1% 4 NetScaler Gateway, A[{#F GSLB MZ 4> NetScaler Gateway X 5AFI LTk Citrix FPEHH AN HKEZ L EK
B IR FE R TR T
2. /2 URL 3% URL (84 NetScaler Gateway, T]{#fH[E]— NetScaler Gateway fE4MNEE R/ A URL #H{TARIA
RAERNEMERE R URL BHTIIR).
—IN=kNEE. MRLEEVIXT iR GSLB LS | B HAULEREL MM X(EEHREE.
B A AU TR ¢

o TRFERANMIRXTR BN EE{EK URL,

o AR REERNARRER URL Z BV k(R NetScaler Gateway , TTHEEE RAEHACE StoreFront XX HKILACH AE
fEREIM X URL,

o {FFZA GSLB M BFTHAF StoreFront W <AL EHIE E NN 4543,

e 7£ DMZ NEB#A StoreFront #1§ AHEEIH NetScaler Gateway X% 3H1ToNBFIRNERA(A].,

o IFMA URL #HTRAEMXIE. BRREMKEEREREER | ESRE S AMZuh A ArRE,

{FRAMAM X URL R EEIFEEH

Important

£/ -gslburl S¥ACE S — M5 URL Z 8T , Citrix ZiNE R AL IR S 2HEB AR EAIA LN HIT DNS g4, EAELEN
NetScaler # StoreFront Z3ZE = {F (T URL EBXMREE T ERN RS 2HDERF . AXRREEBRFMER | FS TR AR ST
PP ER.

DNS

o 74 DNS KAV {EFRHFSY DNS 1RE M. 174 DNS i R fE AR EM 6 & TEMARK DNS fREF253H T2 A% A DNS
fif#r. ERELMINAE DNS ERbEME A F:HX—m.

o ATXERMRIRHTINBHMPITIIRIMKAA URL, RERBEFERMAEM URL WAT)MLESMNEIFINER IR E A MH TR |
BB R BEZHARER URL , 20 example.com 1 example.net,

BB 55 BRI
AT BEEARM% URL ERIREIRS 2HERTHE.
o AERFAEM StoreFront FHEMIRBIRS IEH
LZ A RBR RS ZHEPBN S FQDN *storefront.example.net,
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&
&% SAN RFSEBNAE X =1 StoreFront fR%2FH1TRETHEATHHTE FQDN,
loadbalancerstorefront.example.net
serverl.storefront.example.net
server2.storefront.example.net
server3.storefront.example.net
WE StoreFront fR%22BMENEA URL , 3% URL ERUAIEZH FQDN |, BEREAT S TS P Hiht.
loadbalancerstorefront.example.net
e —%H XenApp #1 XenDesktop 7.x Delivery Controller fRj7~51 AR 5525+
LKL BRI RSSBEBN A% FQDN * xendesktop.example.net,
CIE)
L)% % SAN REZFEBNAE EB YA Controller i XenDesktop uh s AT A IR %25 FQDN,
XD1A. xendesktop.example.net
XD1B. xendesktop.example.net
XD2A. xendesktop.example.net
XD2B. xendesktop.example.net
o {EfAFF5> DNS FEPIHBFISNIRIIR] NetScaler Gateway (IRHBIAR 552 E+
FATFSNBAINTBAR A T2 H) SAN RS 2IEHN A A SNIFIPES FQDN,
gateway.example.com
gateway.example.net
o 1ESMERIIAIENATAE GSLB P SCARGIAR S5 2 uE+S
TS GSLB #HATHMNBIARIKIATFE R SAN fRFZEFBN B E FQDN,
gslbdomain.example.com
emeagateway.example.com
usgateway.example.com
apacgateway.example.com
XAV AER GSLB MilamIERKIM X , Sl AR X HKME— FQDN FEH ATEIA i B = EEU M X .

FA5) #1 : GSLB f1Z 4~ NetScaler Gateway
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B RN{EMA GSLB MZ A NetScaler Gateway XF-5AEIL Tk Citrix EB3FZHHAE Z BN D KA RIFRIEFERHITREL

&,
Remote Access using the GSLB domain name or a location specific URL for each Gateway

£
Use location specific URL 8
g
a
=
) &
=2
m se GSLB URL—————-ip| &

Use location specific URL- »
;
External Client E‘
0
@
U]

Use location specific URL
APAC data center
StoreFront Gateway Objects
EMEA ~
| EmE A c
NetScaler Gateway S us APAC Controller
APACGateway.example.com ‘)‘
APAC ‘y
APAC StoreFront
APAC Controller
TEHRBIF -

FMIEBIIET LEDAS—IM K, — N EZ A StoreFront fRE25. —/ANEZ A XenApp #1 XenDesktop 154128 , 4
BEfE R ER M EAAHRIR.

LIKEE P GSLB NetScaler FEIE®A GSLB JRE-#pRTR—A R % VPN vServer, ERERIFTA StoreFront JRE-25#844
MECE B ELAR GSLB ERFTA NetScaler Gateway vServer,

GSLB NetScaler Gateway fEE3)/EER MMER , BIAR—MLEKMLEE. DNS, WX, StoreFront JRS5-a58k
XenApp #1 XenDesktop 1&g KW , EMTEAT MR A& 4. R GSLB REATA , A& ashEmE 5— 1M
K.

BHTIEFREREE | IRIBECE GSLB B THEEIA (AN1EIRETE] (RTT) SiFeSImER) | SMNIB% Fina 3 e M 2L A
K.
BANM SCAIME— URL AVFFR Pl I e B8 AR M SR B4 RE B URL SEF SR B N Bah RIRAEIEF .

GSLB 8, DNS ZRAIRTEARIFVERR , ATIAST GSLB, ] A %R ORI BEAFE M URL 4RE0AaH TR+ O
KIZFE IR , ERIFTA GSLB #X(a)81SEfiR Rk,

A% #2 : {FR/B URLZEF URL &4 NetScaler Gateway
B RA{E AR — NetScaler Gateway FE4NEME /A A URL $H TR AR FERENME AL A URL #HT04).
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Remote Access using a Public URL and a Private URL

] )
“a8 DMZ ==
] o
=1 ] =8
» Public Name Space
EMEAGateway.example.com
External Client = =
2 2
L =m |
= &=
g NetScaler Gateway e
o 2
* c
o =
Private Name Space ivate URL;
EMEAGateway.example.net

EHIRBIF

o B RFEXEAMEIFF HDX BahiB{Er AT A AIRERET NetScaler Gateway , RMER Fim 2 NEPHIMLZ 2nitt.
e NetScaler {iiF DMZ =,

o BIFHAEAMLE % HRIBT DMZ E—infBi M K IEEhX NetScaler Gateway,

o HAARKIMDE L ERIARTHED % (A,

PowerShell cndlet 7=451

a{# A PowerShell cmdlet Add-STFRoamingGateway #1 Set-STFRoamingGateway F155%% -gslburl X StoreFront ¥ <X
%1% E GslbLocation @M. 4140 :

A A
i

Add-STFRoamingGateway -Name "EMEAGateway" -GatewayUrl "https://emeagateway.example.com" -GSLBurl "https://gslb.example.co

Set-STFRoamingGateway -Name "EMEAGateway" -GatewayUrl "https://emeagateway.example.com" -GSLBurl "https://gslb.example.co

Get-STFRoamingGateway -Name "EMEAGateway" (returns just the EMEA gateway object)

Get-STFRoamingGateway (returns all gateway object configured in StoreFront)

SHFRF #1 , "TRUBTH GslbLocation & & % NULL )\ EMEAGateway S lii& GSLBurl, PAF PowerShell $& ek )2 724
BRI X X$% SEMEAGateway, Set-STFRoamingGatway 2 f5a] RUETH SEMEAGateway {&#iAFE #7 StoreFront ELE MR
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GSLBurl,

A
Dl'-l/é\

$EMEAGateway = Get-STFRoamingGateway

$EMEAGateway.GslbLocation = $Null

Set-STFRoamingGateway -Gateway $EMEAGateway

SRR #1 , {3 Get-STFRoamingGateway & [5] AT/ %:

A
s

Name: EMEAGateway
Location: https://emeagateway.example.com/ (Unique URL for the EMEA Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

Name: USGateway
Location: https://USgateway.example.com/ (Unique URL for the US Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

Name: APACGateway
Location: https://APACgateway.example.com/ (Unique URL for the APAC Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

SRR #2 , {# 3 Get-STFRoamingGateway i& [3] )L TR 5%
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A A
DD/V\

Name: EMEAGateway

Location: https://emeagateway.example.com/ (Public URL for the Gateway)

GslbLocation: https://emeagateway.example.net/ (Private URL for the Gateway)

ST B #1 , {# /3 Get-STFStoreRegisteredOptimalLaunchGateway & [E R {EM <& :

DA
i 4

$StoreObject = Get-STFStoreService -Siteld 1 -VirtualPath "/Citrix/<YourStore>"

Get-STFStoreRegisteredOptimalLaunchGateway -StoreService $StoreObject

Hostnames: {emeagateway.example.com, gslb.example.com}

Hostnames: {usgateway.example.com, gslb.example.com}

Hostnames: {apacgateway.example.com, gslb.example.com}

MK GSLB BN URL F7E1EigiiER S web.config 3cf4F

StoreFront AN7E StoreFront EIR%H| & B/REA M <) GSLB URL #1 URL , {B=] PUEIT$TFF StoreFront ARS8
C\inetpub\wwwroot\Citrix\Roaming\web.config F K&/ k% Web.Config MM BEREFEFTE GSLB MAHERLE
GSLBLocation 1z,

FABI #1 : 38l web.config LRI %
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P #2 : &jiF web.config STt %
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X EIR R B G HIAE (DFA) BCE NetScaler #1 StoreFront

Aug 14,2017

Y RS HWUEAET NetScaler ¥ StoreFront REMSHINEY RIZME T ANMEENL R, BEATY ROSHRIE SOK RIFFHIIEMARAR , WIILE NetScaler # StoreFront 2 [RIRLEZIRKHE
SHIIE (DFA), BIRKASHIAEINUAFERFMFEZIREG 5 — A GRS HRIERS , AIFFIERIE, 140 , NetScaler S HSHIIEZEIRS StoreFront , StoreFront B 5= SHARIEIRS 235k
REBHITRZE.,

o TffyfR NetScaler ¥ StoreFront 2 [BIIBES2ERS | EEMA HTTPS A% HTTP HMX.

o SETRERE | EHREITREDSRZA , FIATRHELE IS HTTPS S RIMACEARINIRS EIET.
o Tf{R1E StoreFront AECE HTTPS /5 , NetScaler 3 StoreFront JR% S UEBRIAATA AR {SIEBMAANAM.,

StoreFront B&ERIIFZFEIR

o KE=ARHRIEHGHREAENETTRL , ARBEHKAR—E.
o E—MTREIMEFMARREZESHRAARERE , AREEREEIHMTR. T2 BARRTASHRIE".

BRZIRFASHRIE
&4 StoreFront FiRARTRE Citrix FEEZHEARER GUI , FTRIEREF Powershel i85l A REFIRK AL HIE,

1 REZRKESGHIE. TOAMER FHIFRRIE | EREHEA PowerShel iRl ABi1TRE.
PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\Receiver StoreFront\Scripts' PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & \ImportModules.ps1 Adding snapins Importing
2. R0 Citrix 3245% ¥, BCE StoreFront Fl NetScaler Z R ZRNRE4R (AERD) . AAOIERDANZE i 1D MRS1E NetScaler PRCE AR,
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-DSCitrixPSKTrustedClient -clientld netscaler.fgdn.com -passphrase secret
3. REERKASHIIESHEL , EMAABRHERIE TN RE, ERBINEL , 7 Clinetpub\wwwroot\Citrix\Authentication\web.config 1 &#% ConversationFactory, DN E&ETTEEEE
IR

4. 7£ PowerShell /b |, FEZRFKBGHIEHEL . AFIFi&E A ExampleBridgeAuthentication,
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShell R $ARX 4 K/INE : -ConversationFactory -5 - conversationfactory #i&],
0%k StoreFront
{ENEK StoreFront Z BT , ESLEIEATA B = SHAYRIERM , B AT R0 StoreFront fIZIAE,
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A BRI TH Ik

Aug 14, 2017

HLRAME T — LR | XUREAAFERE=AFEARBER TR EXTE R R E R A RIRKIRIAR. A3
AN FE—MEPIET NetScaler Gateway S TEHARAE KR ESTNAIMEFR R E A A RIRAARAGR . &5 UERARR
HtExt StoreFront #1 Receiver for Web s s 3t TEHMHAE, X+ TFi@Id Receiver for Web S &R , AXF MA@
NetScaler Gateway #HTHHMEUE" A Hr., WT AL EEFE3) Citrix Receiver , S HRUEF AN ZHF.

WEIMAIME

IR Bi{$E 46 2k production.com p4E =15 F14 24 development.com gL
production.com i

WE/RBIFFE) production.comIBigiR B AN T AR

e NetScaler Gateway L& T production.com LDAP BH{4336IF Kl .
o B KXRITHISMIUEER production\testuserl ik ~RIERDUAT,

development.com iz}
R BIH ) development.com IgEE AN TR ¢

e StoreFront, XenApp #1 XenDesktop 7.0 Bk E SiRAL K VDA B F development.comigi=+,
o X Citrix Receiver for Web ub iR it 1 THI S A 5IE{F A development\testuserl #K AFIEERDH1T,
o XM/MEZ AIRFIEEERR,

JN R JERCE NetScaler Gateway
BN FARIJERCE NetScaler Gateway , WHITUA T4k

1. 1% Citrix StoreFront EIRZH| &K ZM AP EEN RARIE , ARERIERETATEF NetScaler Gateway.,
2. 7E“E1H NetScaler Gateway” &+ , BAHRINIRL.
3. SERCEHIRE". “Secure Ticket Authority”Fl“B{4336UE 5% .
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Add MetScaler Gateway Appliance

StoreFront

General Settings
Secure Ticket Authority
Authentication Settings

Summary

https://docs.citrix.com

General Settings

Complete these settings to configure access to stores through NetScaler Gateway for users
connecting from public networks, Remote access through a NetScaler Gateway cannot be applied
to unauthenticated stores.

Display name: | ProductionGateway |

MetScaler Gateway URL: | https://gateway.production.com |

Usage or role: i [Authentication and HDX routing - ]

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Add MetScaler Gateway Appliance

StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests, These session tickets form the basis of authentication and
¥ General Setfings autharization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
rity Secure Ticket Authority URLs: @)

Authentication Settings
https:/fstal.development.com/scripts/ctxsta.dll =

5
o https:/fsta2.development.com/scripts/ctesta.dll -

Add. || Edit. || Remove |

[ | Load balance multiple STA servers

Bypass failed STA for: El hours El minutes IIl seconds

[+ Enable session reliability

| Request tickets from two STAs, where available €
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Edit MetScaler Gateway appliance - PreductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings

Version: [10.0 (Build 69.4) or later - |
Secure Ticket Authority VServer IP addrass: | |
Authentication Settings (optional)

Logon type: @ [Domain ~ l

S =

Callback URL:

(optional | https://callback production.com | /CitrixAuthService/AuthService.asmx

BT [ oo | [ ey

=7
E/E\

N

ATHET AN DNS 452425 , DUEXP NS IELE(E FRK DNS AR 25 7T RAi#AT 55— IR %525 LAY FQDN, NetScaler 2A4MAEMR%{EF
H production.com DNS i %-28#4T developmentcom 185 ) STA fR%-2% FQDN, StoreFront iR gE#2{# FIE developmentcom
DNS AR % 2347 production.com 3@ EEIVE URL, Bt , dRTA{E A developmentcom FQDN , &3t #5 45 NetScaler Gateway
vServer BRI IP (VIP),

JBFM NetScaler Gateway Hif

1. 7£ Citrix StoreFront EIRZH A N AMN ERPIEZENARE |, AEERETRFT A TERGHRIEA X,
2. FEEHEMIEAIA BT |, 153 M NetScaler Gateway Hil,
3. BEME.
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, [ )
Method | Settings
[+  User name and password
[[]  SAML Authentication -

|| Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

|| Smart card
Can be enabled / disabled separately on Receiver for Web sites

| | HTTP Basic

[+  Pass-through from NetScaler Gateway
Installing and uninstalling the authentication metheds and the

authentication service settings are included in the advanced options.

-

BCE N R I AR {5 A M) Rt Tam A2 s )

1. 1 Citrix StoreFront ‘EIHEH| AN AN AT EENABET R , RAREEREETEF—NARE. ERERRT , &
HRCEEEARE.

2. WS EAz R,

3. IBHIRECEEC NN AREEFIEM NetScaler Gateway, 1R KEM NetScaler Gateway , STA ZIEEAE/ER.

Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance.

[+| Enable Remote Access

Select the permitted level of access to internal resources

®) Allow users to access only resources delivered through StoreFront (Mo VPN tunnel) €

) Allow users to access all resources on the internal network (Full VPN tunnel) 0

Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: ProductionGateway i ]

Default appliance: [ProductionGateway — l

-

FRSE—
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1. £ Citrix StoreFront BIFEH| G MM ER P ERNARETR , AREERERPER—NNAHE. ERETRT 2
TR ENARIERE.

2. A TENARESE AL , EFe%kEE.

3. BUBERERSM—BEEIE. BXRFHAEE | B HaRYARERE.

4. BEHHE.

Configure Store Settings - Store

StoreFront Advanced Settings
Configure advanced settings with caution,
User Subscriptions LOMIMUNICAUON UMecUL Suraucn M A
. Connection timeout 6
e Enable enhanced enumeration v
Optimal HDX Routing Enable socket pooling -
Citrix Online Integration Filter rescurces by excluded keywords
Filter rescurces by included keywords
Advertise Store
Filter rescurces by type
Maximum concurrent enumeraticns 0
Minimum farms for concurrent enumeration 3 s
Cwerride ICA client name -
Require token consistency ]
Server communication attempts 1
Show Desktop Viewer for legacy clients = -

Require token consistency

When enabled, StoreFront enforces consistency between the gateway used to authenticate and
the gateway used to access the store. When the values are inconsistent, users must
reauthenticate. Must be enabled for Smart Access. Default: On

BT [ oo | [ ey

-7

T=

“FSRSME—BrRBIBIAL T ETRE. MEZAMIEE , BT NetScaler i S 4547 (EPA) B SmartAccess TIEEZEIE(T, BE
SmartAccess FIFEE , 1§25 % CTX138110,

NS

Xt Receiver for Web uf ;g 22 F )\ NetScaler Gateway Hi&

Important

25 M NetScaler Gateway BB [H LE Receiver for Web 2=i3{s F production.com 1SF R IERBEI AR M NetScaler i@id, 2ZHM
NetScaler Gateway HI#< $ 3 Receiver for Web 27~ FII N 1R, XUEIRSATEE Netscaler Gateway HRHIEIEARR,
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1. 7£ Citrix StoreFront BIR4EHI A K Z M B P EEN ARET =.

2. EERESURAONABIE.

3. EERAEEKRT , BATETE Receiver for Web #55,

4. FEBHBAIEATE , BUH%ES M NetScaler Gateway EIE " EI%AE,
5. BEHRE.

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources. i)
The authentication methods will be specific to the website.

Receiver Experience
| Method

Customize Appearance User name and password

Featured App Groups

Authentication Methods | Domain pass-through

. To provide good user experience, all Windows client devices need to be domain-
Website Shortcuts joined and have single sign-on enabled for Citrix Receiver.

Deploy Citrix Receiver | Smart card

| Pass-through from NetScaler Gateway

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

{# A3 production.com FA FRIEIRE R W 5%
EHTINE |, ¥54E A production.com B FAFEIRERM X,

Please log on

User name devuserl

NetScaler with

Unified Gateway Password

BxRE , RGERRAAF#A development.com 4.
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CiTRIX

StoreFront

Log On

1£ StoreFront FIRINAI{SIZ FHFI&K (7))
AR EARERE |, (B8] AR BIFE LE A P ESMNG A\ SR AR PAUB IS NetScaler Gateway #H{TEHAIIE.

R L SEFMBHA P LR, MARREK AR E R, HA BT NetScaler Gateway &R , LAJREL{E AT
PRSI, REHRRAFER Receiver for Web 3t |, XL/ FREfE AT RES TICMA S/ MEIB\A 4.

1. 7£ Citrix StoreFront ‘BIEZH| &AM ERPERNABIE |, AEERETRPRLERGNRAEATE.
2. R PR MNEEE R K TR,
3. BEFMEZRN development.com #EARI{EIE , AR ek AP B/HS R IEE.

4. BEHIRE.

Configure Trusted Domains

Allow users to log on from: Any domain

#) Trusted domains only

Trusted domains:

| add. || Edit. || Remowe

Default domain: [development.com - ]

Show domains list in logon page

o R

devuser1

CiTRIX

StO reFront development.com

Nz
I TE
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I FEVFEHSHRIEF R PERNERELET . MRAFAFNRRRIEIK A RET ARNED , BT SERRRE.

NetScaler Jo%& i VPN (CVPN) £IE IR MESR K

o BNRIELM NetScaler &VERIEF AT “B R ERE| Web N FFERF" , NetScaler [&] Receiver for Web & XN IERARIEIRE
W28 , RAEETE Receiver for Web it sx E2EFIM NetScaler Gateway BB SHKAIE/IE. TR HIERARE A
7] , Receiver for Web #B&32RHI N E1E.

e 7f NetScaler Ff“Client Experience” (% Fuiikl&) F“Published App” (B&AMNBIEF) EMEHIET S S EFRELB
REWBERLFPNBRUTA.

Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published Applications

Accounting Policy

Override Global
¥| Display Home Page

Home Page

| https://sf.develo pment.com;’CitriMS" v

URL for Web-Based Email

Split Tunnel®

OFF v

Session Time-out {mins)

60 ‘

<

Client Idle Time-out {mins)

Clientless Access*

on :

<

Clientless Access URL Encoding®

<

| Clear v

Clientless Access Persistent Cookie™

| ALLOW ¥

<

Plug-in Type*
| Windows/MAC OS5 X v

Windows Plugin Upgrade

| Always ¥

Linux Plugin Upgrade

| Always v

EaAm Pl el e e -
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MIAL Flugin upgyrdue

| Always

AlwaysON Profile Name

Credential Index™

| PRIMARY

KCD Account

Single Sign-on with Windows*

| OFF

Client Cleanup Prompt*®

|ON

=
1tz ©
—]
v @
Ttz ce
v
=

[ Advanced Settings

Unchecked Override Global check box indicates that the value is inherited from

Global NetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published App

ICA Proxy™

Override Global

| OFF

v

Web Interface Address

|https:ffsf.development.com;’CitrixiS" 4

Web Interface Address Type*

| IPV4

Web Interface Portal Mode™

| NORMAL

Single Sign-on Domain

Citrix Receiver Home Page

Account Services Address

https://docs.citrix.com
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Aug 14,2017

ATRUE I BATEREAMESTEE NFIMLE 2 A Z SMEREEAR R URL, Citrix Receiver SXHX RIEHR m FHARIE IR R kA <E A
FRIEREIAMME R E ARMLE ., AR SEs N BAREF | CEEEERARMERIENRS S | EEBK AN AIE
¥ (s 2R @4 Citrix Receiver, XA[#{RTEMA Pl R EEN AREFNASEEIEHERIER.

BN, AR EAERNE SRR | XFORA P EEEREAHMLE ., (B8R |, 2R Citrix Receiver TR RRNTMEAra , FRWEIK
BRANMNMERRMIEY |, XRRAABFEE Intemet &8 | (BT AT MESMND, Eit , B AXA08d NetScaler Gateway
EELEMN AR, AraRsmsy BAREFE | RERFENRS 2 RE B , BAER SAIEBE SHERHTIREK
NetScaler Gateway W& KNFMEE. XEKERA FENRIEEASNAREFNAFTEERIZARE .

ZLABILT | StoreFront {FAFPEMAR S 2% URL BRIETHER URL FEANBMEIRR. EAFTRMMKE— NetScaler
Gateway EBEH) Citrix Web b R FIEFARR S 258k A &R | (3T Access Gateway 5.0) URL #ERSMNIMEAR .

MREERT AR, BHHERA B BT NEAAME 2 #E Citrix Receiver 1, 1R AN FARJERCE T Receiver for
Web 3 &5, WA AT MRS S HERE F1T 1Y Citrix Receiver B& 3. AR, AN BlESHEE T |, IS H0#
WE A A,

BE  EZREH[TED , FXUER—ERESH[UEHRFIFAMECE. MR Citrix StoreFront FIRIEH| & RIERBEFH

EHMRSER LE1T. TG  ERXIILE T B EERIIR S 224 |, MEEHEERNEMRS 25,

1. £ Windows Fria R Eak iy 2 Fr&+ |, $XEFF&#d Citrix StoreFront RiERA.

2. £ Citrix StoreFront EIR=H| & WAMEAEPEENARET R ARERIEERPRTEREIR.

3. 16 EERENEMEAR R URL,
o EXH#N StoreFront FHEF AR 2S URL SRIAE T4 URL , & EIFE RS URL,
o EFRAEMA URL , EIEHIEE BRI IR AT M F K —A 58] FAtE URL,

4. BEHERIMBAIMNDEAR =M URL, BEEEBER , EERINBEART RPN URL , Rfaatidwis. H&F5)FR+H—1 URL,
R BRI 2 PR AR
WAIMZE /DFERE P A 2 AR AT = AT FRMESMNERIE AR =, 154K URL RECATE 2R EANIE 4 (http://example.com) , TIE4E
BER M NetBIOS & #r (http://example), BME Citrix Receiver REBHE Bl PR BT Internet {48552 /5 , FlanfEBIES
MBS, EHZSENT | FTBINEMEms b ERER — MR,
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=RACE

Aug 14,2017

StoreFront ¥ U{E StoreFront 1544 . PowerShell, iF3 EMakie & AL E RS RER .

Pl AL FREMIE4 (FQDN) I8 NetScaler Gateway HefExf i\ L& B2 IRAN Internet BFIRMIIRIAR , FHE

BAAEPERFISNER T3] 52 FR RS JE AP ERFNSNER 1% Fim AU FE B4 FQDN SkE LA KR,
Ao E wIR IR IR R I R R IR,
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AoE REX &R

Aug 14,2017

IUFES AT s a2, BERAERRmgiia. EOREMERSR , EHIT Windows PowerShell §54. Bid4wigsl mECEX , T EMREEEIT RRE.

BE  £ZRFHEMER  FRUER— RS RUBTYRFHAEAMNALE. #fR Citrix StoreFront FIRIEH) & KIEMEFHRUTTHMIRS 28 L1517, TAE  EEEECE I E S E RIS 24 , A
{EEFEPE P AH MRS S,

JEE : StoreFront 1 PowerShell 5% & REERFTH. {8 PowerShell {54 & %1 StoreFront FLE Z &l , EHALA X StoreFront EHRHIA . FFE , FTHF StoreFront 3= & Z T , ¥§ XM PowerShell
FIBTH LB,

B EMIR RER & R

BE SN REREERAEAR— N ARE, ETUAE—NEARE R EET RSN RERER A AN RIRASERN. hWADARAMKNBRE  SIMARERT M RERE
R, A AREER A TRE | SRS ERE R,

1 {EFRAFAHEE SAURMIK 7 f23) Windows Powershell , #AE1EG S5 RE QPR T 64 LUS A StoreFront 8k,
& "installationlocation\Scripts\ImportModules.ps1”
Hrh installationlocation /2 StoreFront B3 HR , B 4 C:\Program Files\Citrix\Receiver StoreFront\,

2. BRI SmRE SN  ERAU TG4,
Install-DSDesktopAppliance -FriendlyName sitename -Siteld iisid -VirtualPath sitepath -UseHttps {$False | $True} -StoreUrl storeaddress [-EnableMultiDesktop {$False | $True}] [-EnableExplicit {$Trut
Hrb sitename A ER AR EEIREIEANLFR, T iisid , EIEEFER StoreFront # Microsoft Internet Information Services (I1S) ¥k S ¥ ID |, A ATBAM Internet Information Services
(11S) EHEITHI AR, % sitepath B ARAE 11S SPABRINIE IAASTIE4Z | #1120 /Citrix/DesktopAppliance. HIEE , KRR &R URL XS ANE.

BT -UseHttps R AELEKRIERE DK StoreFront BLEA{EM HTTPS,
FHEE Desktop Appliance Connector i s {3 IR FIRTJE AR S BOLEST URL , V18 A StoreUr storeaddress, B 4TS ETRHI &R i IR B R EBR.
AT , YUAFERBSEREESE , AATARSE— I KE¥EEs., EREFNSEREERSIFAAES A SE (NRTH) ZEBHTER , 5% -EnableMultiDesktop R4 $True,

AU T AR ERERSHRIE. "TEITH -EnableExplicit S¥ECA SFalse , ZXABXSHIAE, BiPH -EnableSmartCard &4 $True A BERERERSHRIE. ZEAERTREFNEESHER
WE , WIRRIH -EnableSmartCard # -EnableEmbeddedSmartCardSSO 24 STrue. ANREEABASHIEMNERERSHIEREMEERFNEBFHRIE , MATEA YRS RIRRA P ERE
BERER , BRI EEAERERINBZIRE , MAREZ BRSHRIE.

BTSSR ENREE R AR &I R AR 2 EE BT wEE A E S T .
I~ :

FEZRIA 1S Web 35 SR R0 42 /Citrix/DesktopAppliancel T4 —4 Desktop Appliance Connector 3.
Install-DSDesktopAppliance *

-FriendlyName DesktopAppliancel

-Siteld1°

-VirtualPath /Citrix/DesktopAppliancel *

-UseHttps $false *

-StoreUrl https://serverName/Citrix/Store *

-EnableMultiDesktop Strue *

-EnableExplicit Strue

-EnableSmartCard $true *

-EnableEmbeddedSmartCardSSO sfalse

3. ERRIANEIRES  ERALTH4.
Remove-DSDesktopAppliance -Siteld iisid -VirtualPath sitepath
Hebiisid A$E® StoreFront (4 1S S5 S H%F ID S , sitepath 4 11S B SR &5k SR IAEXT 3542 , 64N , /Citrix/DesktopAppliance.,

4. ZEFH StoreFront FIE LA AMKEREW R  ERAUTH4,
Get-DSDesktopAppliancesSummary

BB FSHEIE

HHREMRHFEAGHIE, BHEFSHRENREREERNEESHIE. ARSI T2 BEREASHRIE. MREBAEASHRIEMEERSHRIESEREERNEBESHIE , WA
ERPRCEREHURA PEREERER. MRASEREERIERIRG , $mREaMM A BREE. MR IS BLEASHA StoreFront URL #HT HTTPS EREPRZ R R FURES | ABARME
RPTAEREES , WTUEREFIBRSGHIE., EHRMBEIQEESHRIEN % , FREEQECEX .

1 {FFACAGRERTIF SR & R web.config 32t |, %X 4HEE 2 F Cinetpub\wwwroot\Citrix\storenameDesktopAppliance B® , H storename 8132 & AR JEB hEHFE E KL TR,
2. IR T TR,

3. % enabled BHAIEE YA false , ik SR B RXFHIIE.

4. EXHPERAT TR,

S. ¥ enabled BMEAMERA true BUBREREESHIT. ERBEREENEBSHIIE , WK useEmbeddedSmartcardSso JEMHRIE A true. {# embeddedSmartcardSsoPinTimeout f@H:
BUNGF 4349 FIFD A AR E PIN M\ FRAR AT AT BRAESE), Y PIN AFRREE , ASRERERRES , BB RREEENMNTERATTEXAR PIN AFRE. ZAERT , 88
B RIER R A 20 %,

XFRPESA R R TIEE
RMERT , URPERBIRERESRN , FEARIES RO AEEFAATRANE— N RE RTIF) 283153, MRE—NEAEEFARSRET S0 KEITRBER , T MEE R
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MR &R BRATARE , DMER AN SRR RS, BESXERE | EmEE QA .

1 {F ARSI TIF S mR & R web.config 32t |, %X 4EE 2 F Cinetpub\wwwroot\Citrix\storenameDesktopAppliance B®F , H storename 4132 5 AR IEB hEHFE L TR,

2. X PERMNT TR,
3. ¥ showMultiDesktop BHEAIEEHA true , A FEEREIRMIR &4 RIAESEE N AR EFKHTH T ASEHFAPIEE.
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AR BN TTLRENBA (FQDN) AFERERFSNEIIA]
N &

Aug 14,2017

TE BT S A S AR Receiver 54 A , BEF AN TR
e Windows Receiver4.2
e MAC Receiver 11.9

#EATRUEIS NetScaler Gateway 12 X3V S BRIFEFN Internet BHRAAIEANR , FHB T AHRNERFISMNBIZIFE Fin A& A4
FQDN Skfa (LA PR,

BB/ FQDN XHECE{E—44), Receiver A FRAFEN. T0R LANERFINENTMAEEE L BMLE | MINRABCHELRD
URL BT,

%), Receiver f¥] StoreFront {=#x

Citrix Receiver ZREXRIEAR RIFARYBIRN KA E F A 2 R AR ISR A ML . ArvRKmey BEFe , LEER
BEBARMIEIRNRS S | MERES KA N KRGS EIR @145 Citrix Receiver, X AIHBRIE R Fijile) R Mk B2 AR
KWEBIEFEFRR. AREEEHRNER  FSRICEEA.

A& NetScaler Gateway vServer F1 SSLIEH

SER% i B A Mk LK SMER R R IUREY |, = FQDN fi#4T%I DMZ SR iSMERRA X3S 2530 IP 5k NetScaler Gateway
vServer IP, Ffff SSLIEFHH Common Name (/AF42) #0 Subject Alternative Name ({(FRE&FBEL#R) FEESBTESNG
VAR R JERAL= FQDN, B FERFE =418 CA (#iz0 Verisign) B IEBMANA (CA) ZEEMIES |, {HTIMNEE
FinEbié B ah{EIEPEEIM X vServer KIED, aNRERMEE=F1R CA (40 Verisign) , MIFTTERHTAMHAMAR CAERSA
FSNERZ i L,

ERAFHLZ FQDN 2L MEREIEE] NetScaler Gateway # StoreFront fi%5-28 , B EEREBFEXFHTfEAIL. N
RE | BHREPENEEHE SR HRANT.

Certificate Properties -

£, Subject |General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CN=storefront.example.com

|C0mm0n name v| Add >

Value:

Alternative name:

< Remove

Type:

storefront.example.com
|DNS v| storefrontch.example.com
Vaue .

< Remove

Learn more about subject names

0K | | Cancel | | Apply |
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NetScaler Gateway vServer ;RFIEH : storefront.example.com

1. #fR+E= FQDN, @ URL BAKIK 514 URL A5 7E DNS FERPEAEAE & B4R (SAN),
2. IRAEATT S, DMEUEBE4ARER S AZ NetScaler Gateway .,

3. MIRERK BASHRUEEE AN F.

4. {FR%=7 CA (0 Verisign) ZRZALARIMIVIR CA KZEUEH.

P AR SR8 4H R 5] SAN :

storefront.example.com (#%)

storefrontcb.example.com (%)

accounts.example.com (M%)

storefrontserverl.example.com (TJi%)
storefrontserver2.example.com (A]3%)

{F AEBMAHA (CA) £F NetScaler Gateway vServer SSL iE$
RIEEMESK , ARSI T8 CA ERIEBRIZER,

o &M 1- =7 CAKLIED : INRYPEZE] NetScaler Gateway vServer KIEFPHSZEE=AKE |, SMNBR PRl sETTHH(T
AR CAEPEHIEIHZ(SIR CAIEREMF. Windows % Fimhfi s WAZBVMAR CAER. FTUERANE=AEL
CA B7~f5I434% DigiCert, Thawte #0 Verisign, #&7EE. , iPad. iPhone A& Android AR EBIRFNFH. 2 ZEMFEENIR & AT RE(D
THRIR CA BHIZNR & L, XA BE(S{E NetScaler Gateway vServer,

o JEIR 2 - VAR CA B RIEP : AR ERHIER , HNHINDR FinE R AR CAIEBEHRIELZ (SR CA 77iEh. MRE
3T AH), Receiver fIE I TEAEHRIZE (40 iPhone M iPad) |, B7EXLRE LA T2 ECE T4,

BIREBSABHEREAEEF

e iOS &k & LAE A FHMEME S .CER X509 IEBIM , FAEE ARA] AR 0S R& KA tAFE.
e Android K& FEAMFEK .CER x.509 1%\, ] Nk &AM AEEFE T HRAHFHF S A IEH.

4NZB DNS : storefront.example.com

R 44A20 Internet FRE-I2ALFTFTIR AL DNS SRATHEMTE] DMZ Shh%k i K IE & B SR E A AMNEREY 1P, SkERATE] NetScaler
Gateway vServer VIP,

P57 ¥A& DNS

o MRIEMHECE T ME DNS , DNS ERAGFHIIE N 1 & i A& X RS DNS AE3%.
o K PuRTEA LK S WL 7 B85 |, H IP MAAEZH. & Findif] storefront.example.com B UK EIIERBR) AT
R, BREURATH Y anEREIRKMLE,

# Windows CA FTilRE+5 S A% NetScaler Gateway

WinSCP B EBANE=A%ETA , "M Windows 11EHFENEI NetScaler Gateway U RSE. HESAHESR
S %2 NetScaler Gateway X4 ZZEAI /nsconfig/ssl/ X3, #aTAE A NetScaler Gateway i OpenSSL T E M
PKCS12/PFX AHREGERFIZ4A , AMERA NetScaler Gateway ] RA{#E ARG PEM A& X AU BT 234 .CER 1 KEY X.509 XX
iz

1. % PFX & HE] NetScaler Gateway %%k VPX L/ /nsconfig/ssl =,
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FTFF NetScaler Gateway #541TA M.

TY)#F FreeBSD shell , iE# A Shell LURE NetScaler Gateway #4470,

EFHEXR , B {#ER cd/nsconfig/ssl,

1217 openssl pkcs12 -in <imported cert file>.pfx -nokeys -out <certfilename>.cer , 37EHIIE REFH N\ PFX 2583,
1217 openssl pkcs12 -in <imported cert file>pfx -nocerts -out <keyfilename>.key

HIR RN PEX 265 , SRS RE R4 PEM BERBRA{RIT KEY 304,

ZIRELE /nsconfig/ssl/ RARZhAIEE .CER F KEY XX#F | #EiE1T Is -al.

EiR[EF) NetScaler Gateway #54-4T30 |, &5 Exit,

v © N ouv bk wN

Z<#h Windows/Mac Receiver Y <4&7E Rl

REQHTTPHEADER User-Agent CONTAINS CitrixReceiver && REQHTTPHEADER X-Citrix-Gateway EXISTS
Receiver for Web [ k&g kg

REQHTTPHEADER User-Agent NOTCONTAINS CitrixReceiver && REQHTTPHEADER Referer EXISTS
CVPN FIEREIFIRE

NSR{F A SmartAccess , iE7E NetScaler Gateway vServer B RE LS B SRR, 5R)TFE RIEK S I A R4S
E{F I8 AT,

Receiver FCE {4

Configure NetScaler Gateway Session Profile x

Mame* |Receiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters,

Network Configuration ~ Client Experience ] Security | Published Applications ]

Override Global
]
]
]
Session Time-out (mins) ‘ED ‘
]
Clientless Access ‘On "
Clientless Access URL Encoding ‘C\ear "
Clientless Access Persistent Co... ‘ALLOW "
Plug-in Type ‘Winduwsa’Mac 05X "
Single Sign-on to Web Applications
]
]
O
]

Advanced

B AVERCE SCHHIK RS URL BLE 4 https://accounts.example.com/Citrix/Roaming/Accounts , T3E
https://storefront.example.com/Citrix/Roaming/Accounts,
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- Confil NetScaler G Session Profile X

| .
MName* |Receiver

|| Unchecked Override Global check box indicates that the value is inherited from
1| Global Net5caler Gateway Parameters.

Network Configuration | Client Experience | Security  Published Applications

Override Global
ICA Proxy |oFF ~|
Web Interface Address | | o
[| Web Interface Portal Mode [ NORMAL ~|
Single Sign-on Domain |ptd |
Citrix Receiver Home Page | | O
Account Services Address |https:.-".-"accounts.exampIe.com.-"Citrix.-"Roaming.-"Accounts |

Bt4h | YE1E StoreFront ARS2%_ERISARAIEFNIEH web.config ST RN URL BN <allowedAudiences>, 4 <14
=5, ES T EKM ECE StoreFront fRFAFENEA URL, WISKH SSLAEHH#i4Y.

Receiver for Web BCE ({4

Configure NetScaler Gateway Session Profile x

Mame* |Receiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters,

Metwork Configuration ~ Client Experience I Security | Published Applications I

Override Global
Home Page [ Display Home Page [
URL for Web-Based Email ‘ | O
Split Tunnel OFF " O
Session Time-out (mins) ‘50 ‘
Client Idle Time-out (mins ‘ | O
Clientless Access ‘On "
Clientless Access URL Encoding ‘C\ear "
Clientless Access Persistent Co... ‘ALLOW "
Plug-in Type [Windows/Mac 05 X ~|
Single Sign-on to Web Applications
Credential Index ‘F‘FTII'.I—P. “ O
KCD Account ‘ " |
[ Single Sign-on with Windows ]
[ Client Cleanup Prompt O

Advanced

C NetScaler 5 Profile x

MName* | WebReceiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

MNetwork Configuration | Client Experience | Security

Published Applications

Override Global
ICA Proxy |oFF ~|
Web Interface Address |https:.-f.-fstorefront.exampIe.comICitrifotoreWeb |
Web Interface Portal Mode | NORMAL ~|
Single Sign-on Domain |examp|e| |
Citrix Receiver Home Page | | O
Account Services Address | | Oa

ICA RIFMEARKRE
NR{ER ICAIE |, 1E7E NetScaler Gateway vServer B IE LZAEAEN. A FFEH NetScaler FAFANIE.
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Receiver ECE N

Configure NetScaler G Session Profile

Name* | Receiver ICAle(yi

Global NetScaler Gateway Parameters.

Unchecked Override Global check box indicates that the value is inherited from

Network Configuration  Client Experience | Security | Published Applications |

Override Global

Home Page |nc:ne | [ Display Home Page [
URL for Web-Based Email | | Oa
Split Tunnel [oFF -l O
Seszion Time-out (mins) |60 |
Client ldle Time-out (mins) | | Oa
Clientless Access |Of'f '|
Clientless Access URL Encoding |Clear '|
Clientless Access Persistent Co... |DENY '|
Plug-in Type |Ja\.ra '|
Configure NetScaler G y Session Profile X

Name* (Receiver [ICAProxy

Unchecked Override Global check box indicates that the value is inherited from

Global NetScaler Gateway Parameters.

MNetwork Configuration | Client Experience | Security  Published Applications |

Override Global

ICA Proxy [on -

Web Interface Address |https:.-"fstorefront.example.com |

Web Interface Portal Mode | NORMAL -|

Single Sign-on Domain |ptd |

Citrix Receiver Home Page | | O

Account Services Address |https:.-"fstorefront.example.com |

Receiver for Web BCESC#
Configure NetScaler G. y Session Profile

Name* |WebReceiver [CA Pmnyi

Unchecked Override Global check box indicates that the value is inherited from

Global NetScaler Gateway Parameters.
Network Configuration  Client Experience | Security | Published Applications |

Override Global

Home Page |https:.-".-"storefront.ptd.com.-"Citrix-"StoreWeb | Display Home Page
URL for Web-Based Email | | Oa
Split Tunnel [orr -l O
Seszion Time-out (mins) |60 |
Client ldle Time-out (mins) | | Oa
Clientless Access |Of'f '|
Clientless Access URL Encoding |Clear '|
Clientless Access Persistent Co... |DENY '|
Plug-in Type [Windows/Mac 05 X -|
Single Sign-on to Web Applications
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Confi NetScaler G y Session Profile X

MName*

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Network Configuration ] Client Experience ] Security  Published Applications l

Override Global
ICA Proxy [on ~|
Web Interface Address |https:f'_f'storefront.exampIe.com_f'Citrin'StoreWeb| |
Web Interface Portal Mode | NORMAL ~|
Single Sign-on Domain |ptd |
O
O

BCE StoreFront fRS-28EANEZA URL, MIKH SSLEH

fi##7%! NetScaler Gateway vServer (Rl —4L = FQDN iR EHEf#ATEY StoreFront B F&8s (AR AU StoreFront B
%) SFEENARJEMEA StoreFront IP,

PSR DNS : 4JE =4 DNS A it%.

o storefront.example.com N fi##TZ|) storefront tazkF1ézsak B/ StoreFront JR4528 IP.
o R DMZ FaMbaAHh 4% 7 [BI4ELERA k3L , W storefrontcb.example.com N f#HT A 5 vServer VIP PLAHFGE ..

e accounts.example.com— k4 storefront.example.com ] DNS 3 & 4/%. EHf#HE| StoreFront BE&ER B TS IP
BB StoreFront BR%28 1P,

StoreFront AR%-25/~BIEH : storefront.example.com

1. %% StoreFront Z 7 , A StoreFront fR% 258 IR S 2520 D14 YU HED.

2. ¥H= FQDN RNE|“Common name” (/A4 ) #1 DNS FE, MR XS40EZ )2 B3 NetScaler Gateway vServer
B SSLAEFR i K FQDN AEILED , BfE MEPEER) NetScaler Gateway vServer RIAHERES.,

3. HiK A4 (accounts.example.com) fEA 55— SAN IRMERERH . EEE , SAN FERRIK A2 BELIIERE (4
Receiver Gateway SiARIEMBECE X ) A9 NetScaler Gateway SIERCE U ARIK FAIE .

Certificate Properties -

;*.E Subject |General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CN=storefront.example.com
|C0mm0n name v| Add >
Value:

| < Remove

Alternative name:

Type:
P storefront.example.com
[ons v]

storefrontch.example.com
Value: Add > accounis.euam ple.com
< Remove

Learn more about subject names

| 0K | | Cancel | | Apply |

4. MFRAT S, DMEIEPREBHBEIHMARS 2R3 1 StoreFront frFFHAT A
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Certificate Properties -

ILE Subject | General | Extensions | Private Key |Cerﬁﬁaﬁon Authority | Signature |

Cryptographic Service Provider ivi

Key options ~
Set the key length and export options for the private key.

Key sizet | 004

Make private key exportable

[] Allow private key to be archived
[[] Strong private key protection

Key type v

Key permissions w

Learn more about private keys

| 0K | | Cancel | | Apply |

5. fFA%E=7 CA (flzn VeriSign) | ZeIIVAR CA BHh[E] CA ZZEH.

6. A PFX X SHIED (BIERS) .

7. BIEFBFFLEASAE StoreFront fRE-227. tNREEZFZE Windows NLB StoreFront & |, WEBREANFIENT AP, 0
REANREARETE (20 NetScaler LB vServer) |, iG3UCAER S SNIES.

8. 7£ StoreFront ARS-2264 IS FAYEE HTTPS 4858 |, IS M SSLIFBEREEIE k.
Site Bindings _

Type Host Name Port IP Address Binding Informa... Add...
https 443 *

Edit...

Browse

Close

9. 7£ StoreFront fR%525 EACE EMEA URL , PAILACEALERFHIIZE FQDN,
R : StoreFront 18 BEEFIETH SAN JIRP R F— MERAE R AL, XIAZXT StoreFront &I B FTHEBNK
BINENEA URL , BEEHEEMN. MREERN SAN ZAETEPRR , M Fal g E AEAE BN
HTTPS://<FQDN>, 7~fj| : https://storefront.example.com

B et
Senver Group
Ao Lqrern
Change e UL
Wi
)

0 v
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1£ StoreFront fR%-23_ EACE Gateway : storefront.example.com
1 ENFARETAT , AEERETFRT SR NetScaler Gateway,
2. WFIFRAIEEMX , AfFRERME.

u{m'-vw‘-v- L]
B Tavonr oy -

Lraste ey

Voo WA St 4 B rvcsina Vi

Bl oo s Gatmrys

L b Bapi o

. promated Rescne Lt 1% Dol pl Worbnn
Vars

i Befreshs

[ FIEE

g e
R A e e L]
b ek s s Wik
[TIroy T .

Crafagrr famats Aicra bt
i,

Ll la. || Pemgur Latngary Lasdoiog Tt vt S

e

agen by Fen

[~o= R e
[ P

3. EEMRENE LM NetScaler Gateway URL FE 4 A= FQDN,

4. EFRSHIIEEE SR , SA/57EEIE URL FEH 42\ [EE FQDN,

Edit NetScaler Gateway appliance - Gateway

stl:'reFfont Authentication Settings

These setbings specify how the nemote user pronades suthenbication credentials

franarsl Savings Version (300 (B 60.4) ox later -
Secure Tacket Authaority Subnet I addeess:
Austhentication Sctth [eeptanal)

Logan type: O Domain

Caback URL: @

Eibian |h-.l.gs.--'a'-.'.eeer‘-e-nr.halr.picmn4 | MRrluthenase/Ruthbenaceaumy
oplaonal

5. 1%&#% Secure Ticket Authority %I |, #fR Secure Ticket Authority (STA) JR 552352 AN ARJET R ECEK Delivery
Controller 51|3RILAL,

6. AN FAF & I8 FEAz ile),

7. FRREMEAMXE K P54 (accounts.example.com) , NG MRISCSMIBRS A THEAT. 1tk FQDN W2RBHIT
StoreFront EAHF4s URL #1 NetScaler Gateway vServer FTiEZ 4MNEB{5HR (storefront.example.com), E{ERALE
FQDN , AAX4SBNERASMIEIRAEE.
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Manage Beacons

Beacon points are used to determine whether users are connecting from internal or

external networks. Two external addresses that can be resolved from the Internet are
required.

Internal beacon: Use the service URL

®) Specify beacon address:

| ht'tpsu"_a'accounts.exampld.com |

External beacons: | gurad it el daely)]

https://storefront.example.com

Add.. | [ Edit. || Remove |

= .

8.1EEE , ANRFL(EM FQDN STHFARI , AN TSR, MRESXHEERB , HENEM Receiver for Web , RIA]
BRI AT 53R,

BN 4B N3] C\inetpub\wwwroot\Citrix\Authentication\web.config &, HHAKIF web.config TR BT &£H. 1%
SOEIE4S R RS PR — B RN .

9. R FREH., HEIITHRBFFRMMAKERNT , RIEHRFIF XM web.config 3t .

9. 7£ C:\inetpub\wwwroot\Citrix\Roaming\web.config & , TXZILA T & B HRMPBEK B RNIT , REEEIFRT
web.config X4,
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& , WATAS N AR IERAA receiver CR B& XM, XH , BIEEIR(EMAAA Receiver BH{ERHHITELE ., KIIHD
R FTA Windows F1 MAC Receiver & /i,

Export Provisioning File

Distribute this file to your users to automate Citrix Receiver setup.

Name Store

URL: https://storefront.ptd.com/Citrix/Store

Access: Internal and external networks

Details A

Default NetScaler Gateway appliance:  AGEE3
Other appliances:

Internal beacons: https://accounts.ptd.com
External beacons: http://www.citrix.com, https://storefront.ptd.com

Cancel

MRE A EE 5K Recever , RIKIRRAN CRIXHZEE , WHERXHSKEHANTA,

External Client

CHN: storefront.exam ple.com Glabally routable P
SAM: storefront. exam ple.com

SAM: storefrontch.example.com Internet zone &

SAM: accounts.example.com -

YOEMVEN : OMS
i OMZ Firewall
router
Storefront.example. carr=F irevwall Public 1P
192.168.2.4 Or Storefrant.example.corr=VIP 192.168.2.4

& Local LAN/Caorporate domain n

%
Internal client Windows MLE cluster
HenfppiXenDeskiop 7 x
182.168.100 OC/CA; 192.168.1.5 192 1681 .9
DDI—[;{T{JSIQ Windows Server 2012
Cluster nodes
192.165.1.2

Starefront.example.com=
StareFront LB ar Server P

19216818  1821688.1.7 182.168.1.8

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.186



Ao & BRI

Aug 14,2017
AT B T AMTARIE SRS TR R M IR, AT ERI I Ik S5 1 AR JE B B S SDK IR MSRIN B SUEEER. (BRI SDK , R Uaslm A A BN AR FMEm, B3
ViRFARREEHSH. ARFRER B2 NMARIEEEX SDK.

JEE : StoreFront F1 PowerShell 1% & RAERIIFTFF. 1# A PowerShell %% & &3E StoreFront BCE 2 B , EIALXF) StoreFront &% 4 . [E#fF , $TFF StoreFront 3£H|& 2 8 , EXMA
PowerShell (154 245,
[T=nuni

{# F31E StoresModule Fr5E X ) PowerShell cmdlet FRE iT5&3%. #FARLT PowerShell K ER AT &k B EpAdEe -

$dsinstallProp = Get-ltemProperty * -Path HKLM\ASOFTWARE\Citrix\DeliveryServicesManagement -Name InstallDir $dsInstallDir = $dsInstallProp.InstallDir & $dsInstallDir\..\Scripts\ImportModules.ps1
EiieSithuy):

18 LI AR TR IRASENT IR RIS . SRS BTN AR | R A RIS LER PRI R BT E KB EMBTIR. ERAT cmdlet -
Set-DSResourceFilterType : RiEFIBAENE EM2ITIE.
Get-DSResourceFilterType : $RER StoreFront AVF#EMEHIR Bl RIB2TIZI%,

R EENRARIREE  ARBNAXET.
RRBEFILIE

15 AT USRS FTARIR BRI IR ARIR , HUANM XenDesktop =k XenApp IRAEMIBIR. KT EARIEARN SRR EATE P AR AR,

BB TIAERN S B IR TEST | (BRI XA TIET. N TIRSAFRIRNOKESFECERXRTIE | FIMEPRIRRICACR IR, My ikt Ak B SHTRCE R X6
FOLEIEIR, EANT cmdlet :

Set-DSResourceFilterkKeyword : 1RIEFIRXEFR ERATIE.
Get-DSResourceFilterkeyword : $ERIT 888 825K,
AT XREFETREXRT , NREMTTR :

e B3

o BE

BREBFIOFMEE , FS RN ERIACE Y A2,
N

AT a2t i E M R TARR R -

Set-DSResourceFilterKeyword -Siteld 1 -VirtualPath "/Citrix/Store" -ExcludeKeywords @("WFS")
THISHE AV RRERNR E AR B

Set-DSResourceFilterType -Siteld 1 -VirtualPath "/Citrix/Store" -Include Types @("Applications")
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£ AL & X TECE

Aug 14,2017
o PUE FBBCE S AARBEE T Citrix StoreFront &Iz &1& &/ Citrix StoreFront #1 Citrix Receiver for Web BEEH ihi%
H.

AT ABCE ) Citrix StoreFront i BEAFE :

B ICA &L RS

2RSSR KB

BE X Citrix Receiver B IHEHE

fHLE Receiver for Windows E1F %R FNF 4

o ABCE R Citrix Receiver for Web iR EH4E :

o FWEMAFHERAR
o AR IR TR R AR E”
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http://docs.citrix.com/zh-cn/storefront/3-12/configure-using-configuration-files/storefront.html
http://docs.citrix.com/zh-cn/storefront/3-12/configure-using-configuration-files/receiver-for-web.html

{FFRCE 4HBCE StoreFront

Aug 14,2017

AR T EERE Citrix StoreFront EHREH A PITHHAEEES .
JEF ICA ST R RS

E iR RSP S i3

E5E M Citrix Receiver BRI IEHE

BELE Citrix Receiver for Windows ZE7725RLF1 B 4

JaR ICA X &2 %

StoreFront 24T X |CA SUFBHTHF AR RN , DUESTIFILIIAER Citrix Receiver iRASBESIIE 12 AR ARIEEMIKIR. £ StoreFront shERAXIFELINAER , RETEEM%KR StoreFront fi%
B NEBFEIETRS A R3hR TR FFIAE AR |CA SUEFBH TR A . RTRMEM StoreFront MRS 25 LiZ{THUIRME R SIF ML S BIART ICA TR TR . 3T ICA UL RS TRES KR E
AZFHBENE I 2R TS, NRERTRAM , LMK ICA PSRBT LER , FFRIEE| Citrix Receiver , B Citrix Receiver MELEIRE B BIERZRER M.

ZI@T StoreFront ¥IEHAT ICA XHEL RS , WEBT AL AL TAFNEEIN. MRIERTEERAMET R , WY RMAAFRESBTERTES. MRBEETY REAME
PR, MBI RS E NIRRT RS SF S HRIE.

XF ICA#HEES | Citrix BIE R A ADEBMANMBEARNAAEBMEANARIFARDE L B SSLAERED. MRTEMEPAMAANAIRIGE LHNET | RITTAERIAE SSLIER (FlaniRsas
W) BREUE—NHRAREBMENANER I E Y AR PR E.

ZOAMBRT | ICA HERRSEN ARETATRBRKE. BEM ICAXHEARETEE | EHRRMEN ARERCE I HIT Windows PowerShell 654, & X7E Citrix Receiver F 2/ ICA UFES
REHEBEER | S ICA UL RS TR L BshRk B R AE RS SR AL fraksim.

YAE : StoreFront 1 PowerShell 2| & REERINFTH, 1 PowerShell 5% &%&38 StoreFront ALE 2 BT , 5144 %) StoreFront ZIBf4I&, [E)RE , $TFF StoreFront #5142 #7 , &3 PowerShell
BT K61,

BE : EERERWED | F U A— A RS BUTSURS BANALE ., MR Citrix StoreFront &Rz & FAEEE P MITAHMBIRS 38 BT, STARSG , WIS XS I 8 s B2 RS 2548 , A
{FEEHEEPIHMARS S,

1 WHIRERATI ICA HF3H1TR S HAETFE StoreFront JR%5-25_ /Y Citrix AT IRSAEBFMT TR , MAE L AT FHEBFEP AT,

2. (S AYRIE S TIF R BRI JE Y web.config 30 , U@ % i F C\inetpub\wwwroot\Citrix\storename\ B3R , H storename 2412 AR ER I EIEE L FR.

3. WP ERUTES .

4. BEBTHTEAMEBRIHAEE RS TEMIMT , TR,
certificateid" thumb="certificatethumbprint" /> ...

He certificateid 2 A TN ARERCE U FARAIETINE |, certificatethumbprint A HEE RENEDEIROME (BHEL0 .
5. FEHHFPERMT TR,

6. ¥ enabled BHMMEE XA True , M AHERA ICA XHELIRS. ¥ certificateld BHAMERE NARADRIERN 1D |, BB 4 P certificateid,
7. WRBEERR SHA-1 ZANOHABMFHIZ | BIRIEFER hashAgorithm JEMERIERE A sha256, sha384 8 sha512,
8. {#FAA B RAURAIK 2 f35h Windows PowerShell , HERA1RREOFRRA TGS |, AN AR E R4
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands $certificate = Get-DSCertificate "certificatethumbprint" Add-DSCertificateKeyReadAccess -certificate $certificates[0] -accountName “IIS .

Heb certificatethumbprint 281304 % BiE4A RAGEPBIRHIHE.
3Rt = SitP RIS
BOABIR T OB AEN R IR TR, 34, YA FITFAN BN AR, REAKNE THEER IR A THNNBRER ., ERASHFREEL , BYwaN AR R E .

BE  £ZMEHHEFR  FROUEA—E RS EZUTRRSRENEE. WiR Citrix StoreFront EIRIEHI A FEBZEP LTRSS LET. TR  EEXIEE T EREERIRSSE , PA
{FEEHEEPRHMDARS S,

1. {# X AYwIE ST FRJEM web.config X #F , 4B 2T Clinetpub\wwwroot\Citrix\storename\ B , H storename 241325z FRI &R AHIEE B FR.

2. FERSCP BT T AR,

3. % enableFileTypeAssociation BIHEHRMEE S A of f , AR A JEAE S 2R KB,

B X Citrix Receiver R IFIEHE

Citrix Receiver F &R AIRIERS , BOAEILT | BRIPEEPRABTAREXE. TABRRANA EERIREECHAEEE. BERMEARE X Citrix Receiver SR INEIEFRISFAIA | AT
URIESHRAE IR F A

BE  AZMERBER  FORUEA—E RS ZUTHRSIANEE. #R Citrix StoreFront EIREHI & REBBFRTTHAMRS X BT, TRE  EEXIEE M E R EERIRS 54, BA
{EEHRRE P A ABIRS 25
1. {EAXAYRERITIF S MIIERS K UsernamePassword:tfrm 30 |, XX B T Cinetpub\wwwroot\Citrix\Authentication\App_Data\Templates\ B3R,
2. R PHEIATAT.
@* @Heading("ExplicitAuth:AuthenticateHeadingText") *@
3. WFHUR  HREISHESHS @* RES @ , BUMEANIERRE.
@Heading("ExplicitAuth:AuthenticateHeadingText")
Citrix Receiver Fi FEER{E LS HINERS AN ARER , BERBOARARESIEFER" , BB NSRRI AR .

4, BEEAREIA | HERXARERTTIFSHIERSH ExplicitAuthresx X4 , 3C4HEH 1T Clinetpub\wwwroot\Citrix\Authentication\App_Data\resources\ B+,
5. EWHPHEINT LR, Wi TRPHA , USSR FIEIRME RIS SRR S MR AR JERYZE Citrix Receiver B SNEER BRI MTA.
My Company Name
B FAHARISRRE AR B Citrix Receiver BRIHEIEMGISCA |, iEdwigAh 3¢ ExplicitAuth.languagecode.resx , H languagecode ISR BEARAR.

BALE Citrix Receiver for Windows E17 %R0 4

EIATEILT | Citrix Receiver for Windows 47 /%% StoreFront I FAf JEES 7744 H #5608, AL Citrix Receiver for Windows ({8 Citrix Receiver for Windows Enterprise f§4h) 2577 RIS |, &
URE T S HERS .
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BE  AZRFETEF | ERUER—AMSBUTBURSHEMNEE. #iR Citrix StoreFront BIRIEH| & RIEME FHRUTAHMARS 8 LIE1T. THE B EECE I E S EBEIRSZ4E , A
{EEHEEPRHMARS S,
1. {FEFAXAYREZSFTIF inetpub\wwwroot\Citrix\Authentication\App_Data\Templates\UsernamePassword.tfrm 3¢,

2. R FIRBINTAT.

@SaveCredential(id: @GetTextValue("saveCredentialsld"), labelKey: "ExplicitFormsCommon:SaveCredentialsLabel”, initiallyChecked: ControlValue("SaveCredentials"))
3. AR T UREAL,
Citrix Receiver for Windows F PR B {E AL S A BE IR 5 405 AR JE BRI N HL 2800, I BTSERT Citrix Receiver for Windows Enterprise,
i

EMRGESMRERATY , RSB TRBRENRRIRERENTERD. Cirx TERER EMRMES AR YL SEHINRRAESEURR, £ EMRmEs FaERK. BEHREMEEMRZ TS,

EUMBLLT , Citrix Receiver for Windows BEAT EXUMARKA A4, BRIBATAFRFE |, EWERE LNEME -

1. 832 REG_SZ & HKLM\SOFTWARE\Citrix\AuthManager\RememberUserame,
2. BHMERE X false”,
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{FARCEERCE Citrix Receiver for Web w5

Aug 14, 2017
AEBMALRTCIEET Citrix StoreFront &IRNE| & HITHEAME Citrix Receiver for Web s S ECE(T %

AoE WX A R B R

WREA Citrix Receiver for Web i mEIRHR MR EAMNY BFERF , NEVAER FES B REAAEMN AREFAE. BrE
Faubm e BEAREEAE. MRIAE— A =EuHAAER , NI REBRIRENARER |, Z2mESERA %
syt B3 23, ERYOXEE | BREE R ECE .

BT ALZREF[MEF  FRUER—EBRSHFUEBURS HAMABCE. #HR Citrix StoreFront EIFEH| & RIEFEFH

HAEARRRS 25 B121T. TTARJE , BRXECE T E BRI R S A4 |, DMEEFERE P AE AR S 25,

1. {FAXAYRIERFTIF Citrix Receiver for Web 3 /(K web.config St , W@ % T
C\inetpub\wwwroot\Citrix\storenameWeb\ B3x , K storename 412K AR JER AEFIEE KL TR,

2. EH XX HFEKATTER.

3. ¥ showDesktopsView 1 showAppsView EBHEHKMEEHBCA false , A AIFH LK S AN BREFBREGHAF (R, QiR
XERNANZNL) . MRENERT REARMKBREFARE , 5% defaultView BHERERE A apps , MEERA R
R R E SRR AREFILE.

4. FERXHTERUTTE.

5. % autoLaunchDesktop BHRIEEHRCA false , MEER AERMRIFBERB— AL EATHZA AEAN | fALE Citrix
Receiver for Web ¥t S B3 BahZ 2 M.
BN autolaunchDesktop BHRE X true , MM RABF—AN L@ ARAFERE , TR TEKIEHIAECE |, %A PR
RRRFHRSEREE.

AR B{E Citrix Receiver for Web 3t BEfB B3 /E3h=H , BT Internet Explorer i[R1ZH s i A P AIRAR SR AR INE A
#h Intranet sk RISk R BIg,
SR TR FRFE 3 SR AL

BUAEILT |, Citrix Receiver for Web AREHMHIUE (RESHRAUEKA ~RIvIE) FEEHME (RATHITHR , EE s
WREHERMECAMMNNATER) NAMEER KON BREFGRAE". WRE R Erm B RN ARERF , I
BIESAURHKE.

BT AZRE[MBEF  FRUER RS H[UESURS HAMBCE. #HR Citrix StoreFront EIFISH| & R IEFEFH

RTEHAMRSER EE1T. TTRE  EEIILE T EREERIRS 252 |, MEREHEEFRNEMRS 5.

1. {FRXAYwiE2sFTIF Citrix Receiver for Web ¥ /i) web.config X4 , B3t EE AT
C\inetpub\wwwroot\Citrix\storenameWeb\ Bx , K storename 4I& N AR JER AETIEE KL TR,

2. XX HF BT TR,

3. ¥ enableAppsFolderView BHEE A false , BIZEA Citrix Receiver for Web [ “FRIKILN FRFEFF 3L LA,
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{235 StoreFront TEE L4

Aug 14,2017

ANERNBIETZFAECE StoreFront M A[gEARII ARG LT EMLATHNE.
BCE Microsoft Internet Information Services (l1S).
ATPARCE A AR 11S BLE M StoreFront, WEiEE |, XARZNA IS BLE.

Xt RA
AR AVFERRTIH Y R4 .

StoreFront ZREEKIGEHERANT XY RS :
(=Y RA)

.appcache
.aspx
"cr',
.CSS
dtd
.gif
.htm
html
ica
Jico
Jpg
Js
.png
Svg
txt
xml

MR A Citrix Receiver for Web BT Citrix Receiver (R FEETHE , StoreFront M ER{ERAA T4y B4 -

e .dmg
e exe

WRBAT Citrix Receiver for HTMLS5 , StoreFront RER{F AL T4 R4 -

e eot
o ttf
e woff

StoreFront EsRIEERIFEEHFEHLAT HTTP 1838, ATRAR A3 E ARSI HE1E.

o GET
e POST
e HEAD

StoreFront AEEMLTEIA :
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ISAPI T8
ISAPI ¥ &
CGl 72F7
FastCGl 2%

Important

* StoreFront BRT2(FE. BOR L/ NET SERHEEA S HER.
* StoreFront RITFFAEAN U R fE AL M RFEFFID. EIMEBOX L iR E.

ACE A AR

3 StoreFront B , ¥ m K AFEFER T ERPURMEARS ERURSIRAHTDAENFEA. ERTLTEENEHR— it
RO . XEOENRAFEFBIHE M REKITA.

BEAREEFUOXLRH AR, XLARA L4 StoreFront £/ , FE B3R,
StoreFront EE¥4IE2PLT Windows RS :

Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
Citrix Cluster Join (NT SERVICE\CitrixClusterService)

Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)

BNk XenApp 6.5 BEE T StoreFront Kerberos 415 ZEIk , 13X ¥ 415 Citrix StoreFront B A& ARS (NT
SERVICE\SYSTEM), MRS TE—MHAIRIERE ASHIRT Windows k%,

AeEmRSFWE

TS BRE F AR ER 4 5 i StoreFront Windows BRE-ALE 1A NETWORK SERVICE S44%35. Citrix StoreFront #3
WA AR S DA SYSTEM SH5R, EOERMNALE.

ECEHM RS H
StoreFront LN (A “SIR T APRMATIRS -

e (itrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
e (itrix Cluster Join (NT SERVICE\CitrixClusterService)

StoreFront FEXLLLA AL AF 3 A REIERIZTT , PUBBITRATIRME -

g, . SAFBERIEBARRESHEBHRIAPR

BWERFAIE A Windows iR

RINFIBIG L BFEF &2 (GAC) B4 Microsoft NET Framework f2fF4&
VAR fF3 Program Files\Citrix\<StorefrontLocatior-

AN, AERANER 1S N FRARFFMIARIRR IS Web I FIFRFF

AN, EEEI R At T 2 2R RO ASE R
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o AMFNMIBE Windows AR%-LAK PowerShell EIEETT

e I Microsoft Windows Communication Framework (WCF) i s
1£ StoreFront BT , WIREFIRMBER , A FHITIERA.
StoreFront ZEMELZEDL T AT LA :

CitrixClusterMembers
CitrixCWServiceReadUsers
CitrixCWServiceWriteUsers
CitrixDelegatedAuthenticatorUsers
CitrixDelegatedDirectoryClaimFactoryUsers
CitrixPNRSUsers
CitrixStoreFrontPTServiceUsers
CitrixSubscriptionServerUsers
CitrixSubscriptionsStoreServiceUsers
CitrixSubscriptionsSyncUsers

StoreFront TARIF XL SAR R AT, XL LA R T StoreFront NERRIAIRIES] , A& TR HESE
Windows &R, EIMEBOX LA AL 2G4

StoreFront FFEPEP
R%2[EP.

1 StoreFront & , R ZEBATITENIMRFER ZER LM (TLS) Emikett. tMRREFA ICA XHELL R
& StoreFront Wa] UE FEEST ICA ST ITHFE 4.

BRERER S LRE Citrix Receiver (A FSRETBEFHMFRNIK PRI , SNSRAE StoreFront fRS-28 L RFHBAHIRS
#HEH, FEERIEPHTRENWIENR. ERERERFAER BB EEAERERERALHELE (BT
discoverReceiver.domain , H domain A& B AR FHMERK 2 Microsoft Active Directory 38, S|SRETRChAE R
PRI FHp K P RiE E BB ECRRET |, B2 WINE SRR R AT ML LR AVFERE I ISIEH, e AR e bk
FRTREEAES |, {82 Citrix Receiver 55—)XiE#HE| StoreFront RF-280F , A FRBER—MEPEENEE. ETHF
HRFAK PRI BE SR MEMIE RS MIAE—iEE A, FXFEREER |, ESRECE & T FHMFRik =&,

IR BT R N FRJE URL B\ Citrix Receiver SRECEEMK &~ , FFEMERE TR FHMEAK AL, B34
StoreFront fR%25 EFMEBRFXNTZRFHZBY , FEAEBHABRIERRAREE.

LhEHED

SR RE- TN i 5 EP EEF P TLOREETE, StoreFront 2754132 S#4IE RSN B JEIT4E fi— N B &L KAE
H, KR StoreFront £ BZELZIEBRA T EAEMEE.

Citrix 3Z{$PRFUES

StoreFront ZEEE X Windows iFH77f# (Citrix 32{iRS%) FEMT 2 MEF. Citrix Configuration Replication Service,
Citrix Credential Wallet Service #1 Citrix Subscriptions Store Service #F FIIXEAEH, B&EFHEA StoreFront BR$254FEH
XLGFRMEIAR, XEIRSAKH TLS HTRLEE | FEXEEBARAIE TLS fREFIIED. XU E7EAIZ StoreFront
I AR JEek &3k StoreFront Bf BRI, E/MEZUL Windows IEBEFHHANES.

REELUE
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StoreFront 7£ \Scripts FRIX LT 1T £ PowerShell BIZ (ps1), BAIA StoreFront LIER{F X LLfiAc, XA fay
T ALEPITHREEESHNECES R, XEHABZ L , i StoreFront ZHF PowerShell 3fT5kRg . A WER
Allsigned RB%. (RIS A HF , FAXAFALEHIT PowerShell jil4, ) StoreFront R4 5 PowerShell HiAT5kHE .

&K StoreFront ARE “SZS{EM A E FHTHRIRBELIED , B2 , Windows {H4REES B S FELLA R IR & IE.
BT IRKEITIETIT PowerShell AR SHIME.  (ANRGEFRARSITIER , IEBRHIRME RSEAER FiEF |
38 StoreFront PowerShell A AT, ) BARBELERRMNE ZEENEHE FHTE , Windows A" EREHER
HH. FJRAESEAX StoreFront {155 fa N “SAS TR A A& T+ RRIEGIES.

StoreFront #15

EAFIED | Citrix BIWER Internet Y& LME (IPsec) 8 HTTPS BMYERA{RAE StoreFront SRS 22 2 [A{EHIKEIEM
T4, IPsec £ Internet PHXA—EAEY R |, ATRELT SHRIEFNEZEAB(E | 3B o] ISEIEIE TR E R Th
gE. BT IPsec E— "WML EMNE , AT FEAEREI TR ERATESKANKINY. HTTPS FRREERTE (SSL) Fifg
HET SN (TLS) PRI SR RSEENE .

A[{F A SSL Relay kAR StoreFront 1 XenApp fR%-25 2 BI¥UIER{EMKE 2. SSL Relay EHITEMNSAIUEFEIE N2 2R
IA XenApp 244,

Citrix E{FF NetScaler Gateway 1 HTTPS 3k#f{® StoreFront 5 P& ZEIKE{E%RE., BFEH HTTPS , StoreFront
ESRBEAEE ST RSO EBE RN FARTJE B Microsoft Internet Information Services (11S) SRBIECE J323F HTTPS, 1R
WHEEM IS BLE , StoreFront ¥{FER HTTP #HTiE(5. Citrix 32V INA B4 =izt G ATEm StoreFront AR LM
A PiE#k.

StorefFront £ HE

R ELES StoreFront AHEH Web i3k (33&FigO39MEE) FERE/EA Web N BFER , N5XLEE Web N FFE £ EAT
T N A BEA I EHIFEMRK StoreFront FFM L LM, MEMRFFEETRFZENLTLRE |, Citrix BIEIEBIAH Web I3
FrERZE StoreFront,

ICA 254 AR S5

StoreFront 24t T £ AR 525 EAFEEIERRT |CA U TEF A B MM , DMESTHFICINAER) Citrix Receiver hRASBERBIOIE
MR EREREENRIE. ATRUER StoreFront fRS28 Lz THHRERSEATSHFEMISFHIE (B1E SHA-1 F SHA-
256) Xt ICA XH#HT8A. AXRXFEMEER  BSREMA ICATHELIRS.

AP E RS

AT 34 B Active Directory I3 #EIRE M Receiver for Web it i FA AR BN L HIN E R B C MR, B2 | 4%
BRRETNERFRA B AAE B ASHEAERFHHTANBEENAF. RTALRNR L RIEIE R P EEE RS
FIUEREMER | BHHRR P TTIENS NSRRI AN BEIE. AESHIIERSE , BUARCESBALE Receiver for
Web ¥ R FERECHER |, BIEEBEEREt R, BXEAGEER | ESRMLH TR,

BRENXKE
AR et  EATANRSSEMBABTSIHEBRREEFINEENRE. FRATRHARHZ NP AEEE LEER

Citrix Receiver for Web S5 s B E M, a1 A HTTPS &3 EACE T StoreFront |, iEHA{RTER B € XN A SIS fr A 4%
t{EH HTTPS,
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E4FNE N\ StoreFront fitE

Aug 14,2017

AL StoreFront FPEMTTEAE . XAFRRFAMENRSHFALE. MRIMNENZECLFEETIARSH L, TR
BERHER  RARBEAZMENTEENECE. MREFRFRESTNE BARE , B ERTERERNTHSACES
BATEE. MRERNE , SHAORESEMEUEA zip FRHREREME , MRECRMEENEZSHXH , SENEEEDE
PA .ctxzip BIFERTEAE.

FHFFA StoreFront ALEHEEEM

BT hnsmMfgee StoreFront &4y PowerShell ‘E1Et %
PowerShell cmdlet

RLESEMS TR

SHFIS A StoreFront BLERHIEEFEM

o REFRAEMEATESNENEAR URL , KEECEES RS 25 LERRFAEEZ URL ?

o UHTRBER T M Citrix EXHFMIE SDKIRA , FIINEARFHREIERE=FSHIIEEE N ? RE , MMAES

ANEETINSHRERZHNREZ T , A SARS R ERRXLEa, MREFLES ARS 2 EXRTEMENIHIIE SDK

A, RESNRERERK. MREFLESARIRSF[AET |, BEANE R R ERESHIIER.

] UINES MR E &G, SHINF A PowerShell cmdlet ST3-xXIFHFIHI.

A ATELA R AR IR &4} (ctxzip) , 1B StoreFront TLiEEF MM G ML (zip). R FEFALTMNE

&4, BEREEFTERN LK PowerShell EIEX R EFPITSH.

o IS YFTE &K StoreFront f Web ¥y (S ARSES) K SitelD 2405 11S FFEERIRAE Z43H0 StoreFront BLEIB AR
Web ¥R (S MRS =S) M SitelD DUAC,

AT 422 StoreFront 1438 PowerShell $EHExt %
PowerShell B3t 5 B Windows K A8 R4 MERAGZE AL, PowerShell $E3E XS & Al iR BALIEN T A TR RS,

EE
BNELRESRER , AFREATLRITNENRE, THERETENEZNFMEEOA /S, LAE PowerShell SIENEIER B AR
ERMERENR (ANATSHEMSARSR) . EEEIRN , TIEEEMAS.

PowerShell ZsR GRS FT RIS RITEE R /. AFEEINL , HORBIRED{GRER 4 38R Windows B .,

SUser = [System.Security.Principal Windowsldentity]:GetCurrent().Name

$Password = "Pa55w0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,$Password)

PowerShell cmdlet

Export-STFConfiguration
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-TargetFolder (& &R)

-Credential (PSCredential
R)

-NoEncryption (FF3)

-ZipFileName (3245 £R)

-Force (#/R{H)

Important

i

EREFHENSHKR.

7~ : "$enviuserprofile\desktop\"

ESHNTEE RN R UG INER ctxzip HFH.

PowerShell EEXN & N AE BT INEMERRNERL, 1E2FRK{ER -Credential 1 -
NoEncryption $%¥.

5 : $CredObject

1B M FHEN R AARMEN zip Bk,

Y5 RER{#E A -NoEncryption 5 -Credential 345,

StoreFront FCE &M EREMKEFR, ERMSUEY R |, #5140 zip 3k ctxzip, RGHRIESH
RARIFEE A2 -Credential %04 Z -NoEncryption 2HCRE RN R4 .

R~ : "backup"

HEHEIERSIEE FHUETEFENIE&H TR AN EHF.

StoreFront3.5 K] -SiteID SLERRA 3.6 FEFA. ERITEAN , FHEEIEE SitelD , HABALFEREMERTEEN
SitelD, &R SitelD 5SEESNRE-Z_ L/ IS RECERINAG StoreFront Web s S A80LHEE, A% 3% SitelD 1 Z SitelD 2 KELES A

(RZIFR) .

Import-STFConfiguration

28

-ConfigurationZip (Z45&8)

-Credential (PSCredential
XF% )

https://docs.citrix.com

il

ESARNENEANTERREZE., HECNZEEXHT BA., KRNMBENEHEAER zip,
FERR D EER ctxzip,

7~ : "Senviuserprofile\desktop\backup.ctxzip”

TEEFE S AR MEN &G0 TERNEEN R,

~f5) : $CredObject
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-HostBaseURL (F4¥ &) MRBZSE , WEEREREENENELS RL, MAEASE RS SFFRENELR
URL,

) : "https://.example.com"

Unprotect-STFConfigurationBackup
5 Wi

-TargetFolder (F4F ) EOEFHENS R,

R~ : "Senviuserprofile\desktop\"

-Credential (PSCredential  fERtS¥ESIEMEEHBEFRNRMERIAR. TEEDMEHEN PowersShell FEIEXTR.

SR )
7~ : SCredObject

- BRREMONESRERNTRERE. WTEEXHY RS cxzip,

EncryptedConfigurationZip
() A~ : "Ssenviuserprofile\desktop\backup.ctxzip"

-OutputFolder (F4F ) RIRMEEGFA (ctxzip) MBUBERIA (zip) KIRE. RYKWNMEBESORIAERE , UE
ERFER. BOTEE CBUBMERIAR LMY RE.

R~ : "$enviuserprofile\desktop\"

-Force (fn/R{H) HEHEHERSIEE FHUETEFENIE&H MR AN EHF.

AL E SHAN S A TRA

¥ StoreFront SDK § A\ ZI4Ei] PowerShell £iF
1 StoreFront JRE-22_EFTFF PowerShell £ GEIATRE (ISE) 3BT AT R4 -

$SDKModules = 'C:\Program Files\Citrix\Receiver StoreFront\PowerShellSDK\Modules\Citrix.StoreFront'
Import-Module "$SDKModules\Citrix.StoreFront.psd1" -verbose

Import-Module "$SDKModules.Authentication\Citrix.StoreFront.Authentication.psd1" -verbose
Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psdl" -verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psd1" -verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiverpsdl" -verbose
Import-Module "$SDKModules.SubscriptionsStore\Citrix.StoreFront.SubscriptionsStore.psd1" -verbose

BRI
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B RS A EIBEENAMEERIFRHERFIHERKTHE.

Export-STFConfiguration -targetFolder "Senv:userprofile\desktop\" -zipFileName "backup" -NoEncryption
Import-STFConfiguration -configurationZip "$env.userprofile\desktop\backup.zip"

BIERS S A EHBRENMES GBI HERTHERNEE.

# Create a PowerShell Credential Object

SUser = [System.Security.Principal Windowsldentity]:GetCurrent().Name

$Password = "Pa55w0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,$Password)
Export-STFConfiguration -targetFolder "$env:userprofile\desktop\" -zipFileName "backup" -Credential $CredObject
Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject

BUBRT B MEEHFH

SUser = [System.Security.Principal Windowsldentity]:GetCurrent().Name

$Password = "Pa55w0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object SystemManagement.Automation.PSCredential(SUser,$Password)
Unprotect-STFConfigurationExport -encryptedConfigurationZip "$env:.userprofile\desktop\backup.ctxzip" -credential
$CredObject -outputFolder "c\StoreFrontBackups" -Force

H#HRFS A LRIBAREIRIHERTIRS S B _ERFH T BARE

R%2% B Z2HHE |, BRITRISRE % A BKRESE. MF5RE -HostBaseURL 48, fR%2% B L2 — N HFrH T Z0A
StoreFront &3,

1. BIE— PowerShel EIEXNEHSEH—RINEBHNRS 2 ARRE.
2. 7EfR% 5 B _LAE—/ PowerShell £iE51% | {FRNEBRSNER A EE BRI ZEMEE.
3. {#f -HostBaseURL %§ , iR IRS=5 ABCEF I ESAZIRS 2B £,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://serverB.example.com

EHREH A LRRARCEHERLERER RS S B LHNAHE

MR%52% B ERCEINIIEME. ERARSS AREEHRS S B. RS2 BITRISIRS % A RIF4E. 5 -HostBaseURL
2.

1 4UE— PowerShel ‘RN R+ S H—HMEKRS 2 ABE.
2. 7ERR%4% B LAE— PowerShel EHEx % |, {E KBRS SINE &G LRI ERAR.
3. {#F -HostBaseURL ¥4 , R IR %% A BLEFHFBHINZIMRSE A B L.

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" - Credential $CredObject -
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HostBaseURL "https://serverB.example.com”

fEFRMRENENEL URL QIZIIAEZE M , SINEFHREIFR S SRERGIHZ AT StoreFront FRERT,

2012R2 fR%-28 B BHERE , 1TREI AT 2008R2 AR %28 A, N {FE &M FRYF A HostBaseURL, EMIES N\IHER -
HostBaseURL %%, AR%=% B L2 —/HFId | BKIA StoreFront &3k,

1. A3 —4 PowerShell E£iEXI %+ S 2008R2 fR%2% A BECEMMERA.
2. 7£ 2012R2 fg%5-75 B _EAIE—1 PowerShell EIEX % |, {FRAKERSNE R HEEBRELEAER.
3. fi#% 2008R2 fAR%-28 A BLEFFHHS AR 2012R2 AR%-28 B £, TLH{F A -HostBaseURL %k,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject

StoreFront 24£FBEZE IS FHRIEEN Web 3hm b, BECERERS— 1 EEN Web shmiE L,

fR%525 A BAEREEIEE X Web ¥ ifu B R StoreFront , REA 1S IR FIRAIA Web Sh. 7E 11S A A Web

SHEUH 11S SitelD 7 2, StoreFront Web 3 R MR AZ AT AL T B— N FERGEIR BN L (6120 d\) SREKIAR) )\ RETIKEh=5
E ., BRZERAT 19 1IS SitelD.

4k StoreFront I Web Sk R B4 IS NELE |, kS {# A SitelD = 2, StoreFront B4&F AH A TIKzhs
d\inetpub\wwwrooot\ _LF#IRE&1ZEREE] IS FRIBEE XY Webshm k.,

Add Website T x Browse For Folder -

Site name: Select a directory for the application.

|Storefror1t | |Storefront | Select...

Content Directory I | Documents ~
Physical path: P8 Downloads
| | II' P W Music
[ =l Pictures

Pass-through authentication
[ & Videos

I iy Local Disk (i)

4 5 New Volume (D)

Binding 4 Inetpub

Type: IP address: Peort: J wwwroot

| https v| [An Unassigned v][a3 | b oL CD Drive (E)

Host name: -
| | Make Mew Folder | | oK | | Cancel

O Require Server Name Indication

SSL certificate:
| Mot selected A | Select...

Start Website immediately

‘;:i Application Pools MName = D Status Binding Path
al o Sites @' Default Web Site 1 Started (http) *:80 (http) SSystemDrive 3\ inetpublwwwroot
I @ Default Web Site @' Storefront Started (http) *1443 (https) D\netpubwwwroot

@ Storefront

1. BIE—/ PowerShell EIEX R I FHE —MINEMRS 25 A BCE.
2. 7ERR%28 B L, {# 4k StoreFront (T Web S SECE 1IS |, b At A SitelD 2,
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3. 7ERR%2% B LAIE—A> PowerShell X% , {FARNELSNERHEE AR ZBER.
4. {f/ -HostBaseURL 2§ , i IR%2% A BLEFFRHSIAZIRS B £, FAZMTEENUR ID, 3FHZX ID WRSE
EHF S A StoreFront ELEIB Ax Web ¥ 3 # 1D #HILAL.

Import-STFConfiguration -configurationZip "Senv:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://serverB.example.com"

fk5528eHin=
HR 1 AHUERE HARE , RARBHEREHRKRS FABET,

W AR %2848 R StoreFront BRE-2EMF (2012R2-A #1 2012R2-B) B , BABUTHELEEH. HUTEMIT , £MERKN
BE—&{AEHANBEIERS 25 2012R2-A 1 2012R2-B f¥ CitrixClusterMembership it%. $UT¥IREHGE , BT LEE

E , StoreFront fRF-ZRAFPELAMAIGN , Btk , BRF[AFIBEMT H—MT | 2012R2-C, FHP{REBHIARS 2528 £
StoreFront FLERAEZWN,., BMESATIEEHMVIIERSSET RMNIAES , BRI =8 RFSHHUFT
CitrixClusterMembership, ZESAEFEH , BAREBURTHKEFERRZXR , RARELERNSAZERS S L2 FHITER. 0
REPITIER D ZE . MRS HFABRRSFHET R . SAELRE L71H CitrixClusterMembership,

1 M 2012R2-A R SHRFHA 1 RE , ARFHERTEEBNRFFANT RS .

ﬁ:' CitrixClusterMembers
CitrixClusterMembers Properties _

General
% CitreeClusterMembers

Description: Memberships of the group denctes membership of the
citre Cluster

Members:
‘ & \2012R2A

1l “2012R2-B

2. BRIEHB—A MR 2012R2-C FINEHIE MRS BB,

& CitrixClusterMembers
CitrixClusterMembers Properties _
General
'{# CitrxClusterMembers
7
Description: Memberships of the group denotes membership of the
citrix Cluster
Members:
1 “W2012R2-A
L “2012R2-B
1 W2012R2C

3. IR RS RANRERFERZ SINENSMI/ERE. StoreFront ES AT REFE RN = A MFIIAMFT
CitrixClusterMembership , FESABEINEHITIER.
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4. BRRSFHA LECEEHIAEI 2012R2-A TR L,
Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject

5. BHSANEEERIIBIMRSHE , AERBRSFESNBEET —BNECE.

HE 2 HHREHA 1 NARE , ERAKEHES— M BOARK LAFNRSHRAE. Rie , TS HARRS 2[4
AR AR E RS2

BIEBEW NS (2012R2-C 1 2012R2-D) RIARSF2S4H 2. RS54 2 EWETIATE (AIiRS54H 1) MECE ,
REE4E 1 thAaSFE RS 2S 2012R2-A F1 2012R2-B, Bl H RS SZAMN AN F RS M ERNTEESH

CitrixClusterMembership, #42&%&4 4 #i# CitrixClusterMembership FESABINEHITER., FRASARNELESIETIE
B, CitrixClusterMembership T2 NEBESARSE S , BEERFLRE[MAFH, REF4E 2 EFEFE |, TR SRS
40 1 RIEFLE. FEXE -HostBaseURL 2%, ARSF-234H 2 W{EFAMAILE ] 2iA StoreFront RFEFHITAIEE.

1 M 2012R2-AFSHBRFHAE 1 RE , ARFHERTEEBNRFFEANT RS .
2. BMFHEIMESATTR 2012R2-C L, W BN EEH IR KRS 254 2 ERS .

Import-STFConfiguration -configurationZip "Senv:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://servergroup2.example.com"

3. MAREACAHIRS2RAE 2 HE S0 EMHEMRS . WRFHA 1 HSANEEZRZIRS A 2 TAHMRNE
REAIN , XIRBRTRNFIRS REHES MAREN—E5.

5% 3 HEHBRFRAE A WIAERE , FRAKEHETNARSHA B WEkCE.

BR%754H 1 FIARS-254E 2 EABFAET A 2N BUE+ OA. RZ StoreFront BLE B RAEMS 2540 1 E3t1T , BRI XLE
BRNY AR B —MIEFONRRSZE 2 F. ST ERMARS24E 1 MBRIRS A 2. ESNERS A 2 LRE0F
#4eh{E A CitrixClusterMembership, S ABHETSTE -HostBaseURL %% , RS 234H 2 IHLEA URL ARXERCAS R
%2840 1 UBTHTE A FQDN MR, REE[AH 2 AIMEE,

1. M 2012R2-AFSHERER4A 1 BCE |, ZRESH[EATEER MRS [AM TS,
2. BARS24E 1 BCE S AET R 2012R2-C T BHAREF |, T e RS 2540 2 ERS =5,

Import-STFConfiguration -configurationZip "$Senv:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://servergroup2.example.com"
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StoreFront SDK

Aug 14, 2017
Citrix StoreFront $2&&EF £ 4 Microsoft Windows PowerShell 3.0 ##f) SDK, @it SDK , AJABTRER BT StoreFront

MMC 1544 TTRINMES , BT HTRIRIBIEITH & AT RIS .
Hx SDK %% | %% StoreFront SDK,
StoreFront 3.0 S StoreFront SDK 2 BT EX 5

o 527 SDK 7Rfll - AhRAIR S SDK A | FEpEBRMIRIERE A B 34T StoreFront §E. "TAEHS
BRI EINH R B EEK |, XFERES BB T — N AR B E .

o FTEMIEZRAY SDK - Citrix 2 CR K5 StoreFront SDK , SREL T ELERE (BIENARIE. SHWIEAIE, Citrix
Receiver for Web #18s—# Citrix Receiver ¥h13) PAK BT NetScaler Gateway #H{TiZA2i1a).

o [EJa3kAME - StoreFront 3.6 {i¥AALE StoreFront 3.0 RERH API , XHEA] UK S HIAE WAFEHEH SDK.

Important

ETITRIERT , 24875 StoreFront 3.0 A /5388, B2 , Citrix BIEIERS FAR | {85 Citrix.StoreFront.* f&k |
) StoreFront3.0 SDK B , &G MR,

{# A SDK
SDK 5%/ PowerShell EIR & TTLARY, , FELFRMALE KFH StoreFront LAHFR |, i[GBI LLEIREA T,
R 3E=1T cmdlet :

1. #£ PowerShell 3.0 F2 F3/ shell,
WRFE StoreFront ARS 25 _E(F R Z 4B G2HI=1T shell sk,

2. BIEMAREA SDK cmdlet , fz7E PowerShell % BHITHRER.
A X PowerShell BUTRIEHIEMISE |, 1525 Microsoft T#4.

3. 1£ Windows PowerShell % &4 Add -Module &4 FEHKEIRINE] PowerShell FEH . B4 , type:
Import-Module Citrix.StoreFront
EINE cmdlet |, FHA :

Get-Module -ListAvailable | Where-Object { $_.Name.StartsWith("Citrix.StoreFront") } | Import-Module

SNJE , TR cmdlet & E CBEFRES.

SDKAI’]
ERBMA  ERITATHER -

1. DAFTIRMEA StoreFront 2% %1 % ProgramFiles% \Citrix\Receiver StoreFront\PowerShellSDK\Examples {47+ gE+
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—~ SDK A5,
2. AFIEBEENBCHEA  FEERFINANT BRENBANER. BXEREER  BSRRGIAG , P EmdR T
AFTBHATHIRE.
3. HIHEEURGIMA | BHETRFERNEA. At , £FE
o {FFH PowerShell ISE 22 H T A YmiE 2,
o FRTENAEETRFRTEHMME.
BRAEA AN FTERN GBS,

o JHEE | AIPUBITHIZR STF 7R StoreFront cmdlet,
o {fFH Get-Help cmdlet aT$24it cmdlet &#K , {F/ -Full ¥ ATHREUFE G SHMFEMAEE.
7~
FE : QIEMAN | A RIGRFERTIIWETEEFEE |, Citrix BiIERBAT TP RSB TIRE | MAEE S50
RIS,
51 1EA
<IRH DI AERE> 7 - flEA 4 StoreFront Controller 3 BECE 7 —4& XenDesktop RS
AR ERERE
<3l : BUERTARAIRIERE> PR ZERARTRO B ASE R _EAEE |, DURINSTERE BTAEAiR).

<R RIRARRIERHMKKLERRIRE WA - FERATRMAZR EAE  DURINEERERSIMX , NMSEE
> M= B ALK,

<RB  AERBE KRR REE> A BIEACE T RERFI RN AEE,

B IR TR EAERE
THIBRT A EIZACE T —4> XenDesktop 1=HIgS I ABRE .
FEFHAZ AT, EF R SO N THREFRISTRIRE. TRMERNARAIESHCORBIHTEE X , AERRES B 3IT

StoreFront EpZE A,

AE ARG RISRNHIERINEERNB R |, Citrix BINEIRBASAF FTRRK LRI TIRE , MAZE HIFENER 515
x,

T fi#fa

FEDNBNLRE StoreFront A BKMAKE R HRER. XRBMTEHEEE BT HRHZA,
o HREHRMIFERIEGAFEN StoreFront 18k, EEHH PowerShell fRAF , REEFA.
Param(
[Parameter(Mandatory=5$true)]

[UrilsHostbaseUrl,
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[long]$Siteld =1,
[ValidateSet("XenDesktop","XenApp","AppController","VDlinaBox")]
[string]$SFarmtype = "XenDesktop",
[Parameter(Mandatory=5true)]
[string[]ISFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]SLoadbalanceServers = Sfalse,
[int]sPort = 80,
[int]sSSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP"
)
# J\ StoreFront 183, ZSR{EMA 3.0 lRZATH PowerShell , IXERRAAR TR B 3h N
Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Authentication
Import-Module Citrix.StoreFront.WebReceiver
o IRIEIRMALA SStoreVirtualPath B8 S HEAEF Citrix Receiver for Web RS RIEIAIEIZ.
# ARYENY P SR E Z1F S AIUEH Receiver EEHAREIE
SauthenticationVirtualPath = "$($StorellSPath.TrimEnd(/")Auth"
SreceiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/"))Web"

o HEEAIEHIE (MRHMAEE) LURMATER StoreFront Service, -Confirm:sfalse RESRA#IASEE AT DALKLS 3
17.

# HERERACHFE
SexistingDeployment = Get-STFDeployment
if(-not SexistingDeployment)
{
# LA/ StoreFront A4

Add-STFDeployment -HostBaseUrl $HostbaseUrl -Siteld $Siteld -Confirm:$false
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}
elseif (SexistingDeployment.HostbaseUrl -eq $HostbaseUrl)
{

# BB, (BRENFTHMENEAR URL

Write-Output "A deployment has already been created with the specified hostbase url on this server and will
be used."

}

else

Write-Error "A deployment has already been created on this server with a different host base url."
}
o TEEEMEINFE TORFISHIERS (MRAHFE) . ASHRIERE (), BREMERD) 258,
# MHETEE N2 T B DFESHRIERS
Sauthentication = Get-STFAuthenticationService -VirtualPath SauthenticationVirtualPath
if(-not $authentication)
{
# IME RN T Auth FIN AR IR 1S B2 ASARIEAR S

Sauthentication = Add-STFAuthenticationService $authenticationVirtualPath

else

Write-Output "An Authentication service already exists at the specified virtual path and will be used."
}
o EIEEMEINKIE TAZMEMHBIERS (MRAHFE) . ASHRIEAZE (B, Br&aEn) 2B/,
# HETEE BN 1E T BB FESHRIERS
Sauthentication = Get-STFAuthenticationService -VirtualPath SauthenticationVirtualPath
if-not $authentication)
{
# BIERMANT Auth IR ARG 1IS BRI S HRUER S
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Sauthentication = Add-STFAuthenticationService $SauthenticationVirtualPath

else

Write-Output "An Authentication service already exists at the specified virtual path and will be used."

}

o EFEEMEINEZ T RIZECE T —1 XenDesktop #5123 B #£[%31 $XenDesktopServers 1 3E X7 AR %23 FHT R FA
JERRS (AREAEFE) .

# METEE UK 1E T B A FAEN AR ERS

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if (-not $store)

{

# I IME RFT S HRIER S BECE N AR B IR IR S 25 0 IR N R I

$store = Add-STFStoreService -VirtualPath $StoreVirtualPath -AuthenticationService Sauthentication -
FarmName $Farmtype -FarmType $Farmtype -Servers SFarmServers -LoadBalance $LoadbalanceServers *

-Port $Port -SSLRelayPort $SSLRelayPort -TransportType $TransportType

else

Write-Output "A Store service already exists at the specified virtual path and will be used. Farm and servers will
be appended to this store."

# REEN AR EFECERNIEE
$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.Count
# ¥ nE) A B W— 2RO N RS

Add-STFStoreFarm -StoreService $store -FarmName "Controller$($farmCount + 1)" -FarmType $Farmtype -
Servers SFarmServers -LoadBalance SLoadbalanceServers -Port SPort °

-SSLRelayPort $SSLRelayPort -TransportType $TransportType
}
o TEFEEM IS FEIURR4Z TN Citrix Receiver for Web AR$ AVIRIZE_E 4122 AR PR JE b R Aot FRFEFF .

# WMo ETEE BINKIZ T 2 B EHE Receiver fRS
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Sreceiver = Get-STFWebReceiverService -VirtualPath SreceiverVirtualPath
if (-not Sreceiver)
{
# A—A Receiver for Web S, AR FAEMS IR N AR &+ E R N A2 FF A=

Sreceiver = Add-STFWebReceiverService -VirtualPath SreceiverVirtualPath -StoreService $store

else

Write-Output "A Web Receiver service already exists at the specified virtual path and will be used."
}
o AN ARJERA XenApp RS , BUEEIBA Citrix Receiver & FinBeB TR RIS K MMM AFEF.
# HERDANARIERFECET PNA
SstorePnaSettings = Get-STFStorePna -StoreService $store
if(-not $storePnaSettings.PnaEnabled)
{
# £ AR JE_EJ2 A XenApp Services 31 HR AL RS 25 BIA RS
Enable-STFStorePna -StoreService $store -AllowUserPasswordChange -DefaultPnaService
}
NI e S s I E
TEIFELARTAO A SR A2 | DURINAERS A IR D E

EFFIAZ AT , BEIRIB SDK AT ERKSRIRME, AJRMERN AN ATESHREIFHITEE X , PERGEBBshIT
StoreFront EFFEHIIA,

TR ARG RIS RTIIERTIREMB R , Citrix BINEIRBA AT TR KB IRIATIRE , MARRBIREMTRGIRIAS,
TREA
FESNBNERE StoreFront A BKMAKE I HRER. XRBMTEHEEEXLBCHHZA,
o HREHRMIFERIFSAFEN StoreFront 18k, FEEHH PowerShell fRAF , REEFA.
Param(
[Parameter(Mandatory=5$true)]

[UrilsHostbaseUrl,
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[Parameter(Mandatory=5Strue)]
[long]s$Siteld =1,

[string]$Farmtype = "XenDesktop",
[Parameter(Mandatory=5true)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]SLoadbalanceServers = $false,
[int]$Port = 80,

[int]sSSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=5Strue)]
[Uri]$GatewayUrl,
[Parameter(Mandatory=5Strue)]
[Uri]$GatewayCallbackUrl,
[Parameter(Mandatory=5Strue)]
[string[]]$GatewaySTAUTrls,
[string]$GatewaySubnetIP,
[Parameter(Mandatory=5true)]
[string]$GatewayName

)

Set-StrictMode - kx4~ 2.0

# (LTI R ER BT & LR,
SErrorActionPreference = 'Stop'
SReportErrorShowStackTrace = Strue
$ReportErrorShowlnnerException = Strue

# S\ StoreFront #83k, FR{EA 3.0 IR ZBIH PowerShell , XEARARZFFE sNEK
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Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming

o IEITVHRBIRIRBIA A — A NERATE) StoreFront §83E, EATERY B A IHEFEAME.
# BT R AR AR E R G R B E
$scriptDirectory = Split-Path -Path $Mylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "SimpleDeployment.ps1"

& SscriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers $FarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype $Farmtype °

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort $SSLRelayPort -TransportType
STransportType

o RERIEE R EERAIEP R NRS LSHFHEFREIEIHR .
# ARAE LN FIRJE A E SHARER Receiver ¥
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
Sauthentication = Get-STFAuthenticationService -StoreService $store
SreceiverForWeb = Get-STFWebReceiverService -StoreService $store

o 3 Citrix Receiver for Web R4 /S F{# B NetScaler Gateway iTAEv/i[alif AT CitrixAGBasic, M IFRItMX A #RER Citrix
Receiver for Web CitrixAGBasic 1 ExplicitForms S4%iF /%,

# W\ a0t %kER Citrix Receiver for Web CitrixAGBasic #1 Explicit Forms S48k,
# AFEERE M, RO EHRITAEREER (REH)

SreceiverMethods = Get-STFWebReceiverAuthenticationMethodsAvailable | Where-Object { $_ -match "Explicit" -or
$_-match "CitrixAG" }

# £ Receiver for Web 5 2 CitrixAGBasic (i TEfzviR EE2A)
Set-STFWebReceiverService SreceiverForWeb -AuthenticationMethods $receiverMethods
o X EMIIERS S CitrixAGBasic, #{TEFzvAa)REEEA.
# WNRERPHNFIRER CitrixAGBasic SARIEFTi%.
# AFEEREN , RAVNN BRI UAERER (REH)
ScitrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-Object { $_ -match "CitrixAGBasic" }
# EFHRIEIRSF EA CitrixAGBasic (HHTZAETIRINFERER)

Enable-STFAuthenticationServiceProtocol -AuthenticationService $Sauthentication -Name ScitrixAGBasic
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o FILTFEVIRIMXK | RN ATEF W 1P HUUHRIRAE | FFAEBTARIIR) 0 N AR JE R I AhA M 5.
# AN AR RI R Y AR R R AT R

Add-STFRoamingGateway -Name "NetScalerl0x" -LogonType Domain -Version Version10_0_69_4 -GatewayUrl
$GatewayUrl

-CallbackUrl $SGatewayCallbackUrl -SecureTicketAuthorityUrls $GatewaySTAUTrls

# NECEFREGIMX (202R -PassThru fER— 2%t , U Add-STFRoamingGateway ¥R [EIH7Mx )

Sgateway = Get-STFRoamingGateway -Name $GatewayName

# ANRIZHET KT W, EEM KT HR ERE L F M

if($GatewaySubnetIP)

{

Set-STFRoamingGateway -Gateway $gateway -SubnetIPAddress $GatewaySubnet|P

}

# TERT Y PR SR AR 5

Register-STFStoreGateway -Gateway $gateway -StoreService $store -DefaultGateway
Bl Bl AR RIERSMRKIZFEIERE
THITERARTE I A AL EAEE | DURINBER A2 R AR RE B RNERE.

EFFIAZ AT, BFIRIB SDK AT ERKBSTRIEME, AJRMERN AN A AN REIFHITEE X , PEREEB B3 IT
StoreFront SR ZHIIZA,

EE ARG RIS ROTHIERTIREMB R | Citrix BINEIRBA AT TR KB IRIATIRIE , MARRHIREMTRGIRIAS,
TREE
B NBNBE StoreFront A RMKMANZ IS HIER. THEMTEEE BT HEA.
o FREHRMIPERIFFAFTHH StoreFront 153k, FEEURH PowerShell lRAH , RFEFA.
Param(

[Parameter(Mandatory=5true)]

[Uri]SHostbaseUrl,

[long]sSiteld = 1,

[string]sFarmtype = "XenDesktop",

[Parameter(Mandatory=5true)]

[string[]ISFarmServers,
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[string]$StoreVirtualPath = "/Citrix/Store",
[boollsLoadbalanceServers = $false,
[int]sPort = 80,
[int]SSSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=5true)]
[Uri]sGatewayUrl,
[Parameter(Mandatory=5true)]
[Uri]$GatewayCallbackUr|,
[Parameter(Mandatory=5true)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter(Mandatory=5Strue)]
[string]$GatewayName,
[Parameter(Mandatory=5Strue)]
[Uri]sOptimalGatewayUrl,
[Parameter(Mandatory=5Strue)]
[string[]]1$OptimalGatewaySTAUTrls,
[Parameter(Mandatory=5true)]
[string]$OptimalGatewayName

)

Set-StrictMode - fR# 2.0

# (LTI R ER BT & LR,

$ErrorActionPreference = 'Stop'

SReportErrorShowStackTrace = Strue

$ReportErrorShowlnnerException = Strue

# S\ StoreFront #83k, FR{EA 3.0 IR ZBIH PowerShell , XEARARZFFE sNEK
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Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming
o FARRLEFZVIEERE A b DA E A B E HRNLEAE 1 [ AR .
# QELTAR AR E
$scriptDirectory = Split-Path -Path $Mylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.ps1"

& SscriptPath -HostbaseUrl $SHostbaseUrl -Siteld $Siteld -FarmServers $FarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype $Farmtype °

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUrIs -
GatewayName SGatewayName

o RINEERERINMIHNFTECE KM KT IRFPHREAM K.
# PRANFAT I8 A2 HOX la) s AN Ay FAFE Fr AT ) 5%

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -LogonType UsedForHDXOnly -GatewayUrl
$OptimalGatewayUrl -SecureTicketAuthorityUrls $OptimalGatewaySTAUTrls -PassT hru

o HRERNY FIRTJE AR ST MEFRAEM X , EARAM R H o Bos Nd 25 T R0,
# $REUET SimpleDeployment.ps1 BLE N FIRTE
Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath
# N AR ERERZM XS A (LEHE—1Mg) B3
$farmNames = @($store.FarmsConfiguration.Farms | foreach { $_.FarmName })
Register-STFStoreOptimalLaunchGateway -Gateway $gateway -StoreService $store -FarmName SfarmNames
A AR EE R A REERE
PURRBIFEf SR E R BIEA 2 EARE , RTAINAS MR & R EE,

EFFIAZ AT , B IRIB SDK A\ TFERKSIRIRME, AJRMERN AN AENSHREFITEE X , PEREEB B3hIT
StoreFront ERZE I,

EE | NHRIBABRSRIHPERIGENBER | Citrix EIERBAIEF TR S HRITIRGE , MAR R FIRRERBIIAS,
TREA
FEDNBEN LR StoreFront AMKHAKEMAKER. IEEHTEEE LB HHAE.
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o HREHZNIFER IS N FTER StoreFront 483k, 1EEHMK PowerShell fRAS , REES A,
Param(

[Parameter(Mandatory=5true)]
[Uri]SHostbaseUrl,
[long]$Siteld =1,
[string]$SFarmtype = "XenDesktop",
[Parameter(Mandatory=5true)]
[string[]]SFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]SLoadbalanceServers = Sfalse,
[int]$Port = 80,
[int]SSSLRelayPort = 443,
[ValidateSet("HTTP" "HTTPS" "SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=5true)]
[Uri]$GatewayUrl,
[Parameter(Mandatory=5true)]
[Uri]$GatewayCallbackUrl,
[Parameter(Mandatory=5true)]
[string[]]$GatewaySTAUTrls,
[string]$GatewaySubnetIP,
[Parameter(Mandatory=5true)]
[string]$GatewayName,
[Parameter(Mandatory=5true)]
[Uri]sOptimalGatewayUrl,
[Parameter(Mandatory=5true)]
[string[]]SOptimalGatewaySTAUrls,

[Parameter(Mandatory=5true)]
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[string]$OptimalGatewayName
)
Set-StrictMode - irR4x 2.0
# ATATIEHD B T LEE .,
SErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = Strue
SReportErrorShowlnnerException = Strue
# S\ StoreFront #3k, ZSK{EM 3.0 lRZ AT PowerShell , XERRAR R B BN
Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming
o 1R1E SStoreVirtualPath HR MR & K12 ESBIEXKIZ.
SdesktopApplianceVirtualPath = "$($StorellSPath.TrimEnd(/'))Appliance"
o AR AREZERNATURERS B MFHNINATE.
# BIEIEAR AR BRE
$scriptDirectory = Split-Path -Path $SMylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.psl1"

& $scriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers $FarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype SFarmtype °

-LoadbalanceServers SLoadbalanceServers -Port $SPort -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUTrls -
GatewayName SGatewayName

o FREATEmMRKI AW ARIERS . # Add-STFDesktopApplianceService cmdlet TR INAE L SmIFEFE AR
XA PR FERS S A RIE R .

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath

# { FRIBIE N IR JE AR 95 A A i R T B AT R A R b R

Add-STFDesktopApplianceService -VirtualPath $desktopApplianceVirtualPath -StoreService $store -EnableExplicit

R~ FES AR AR SRS IR 4 B (StoreFront) Z [BIAZ# TTEdE AT SAML S458E
A PATE StoreFront EIEEH| A PELE SAML SHIAIE (BSRICESHRAERS) , alRMERRLT PowerShell cmdlet BCE
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SAML S38F : Export-STFSamlEncryptionCertificate, Export-STFSamiSigningCertificate, Import-
STFSamlEncryptionCertificate, Import-STFSamiSigningCertificate, New-STFSamlEncryptionCertificate, New-
STFSamlldPCertificate, New-STFSamlSigningCertificate,

ATRAEA cmdlet Update-STFSamlldPFromMetadata 7ES432 EF2F S RFIRMA 2 B H IR ARRT. WED. Immsk
HMbACE) , #EskiE I T 4 StoreFront,

ST AEBLTRSHRIEIRS B4 X Store”f] StoreFront A JE , JTHER =R
https:///Citrix/StoreAuth/SamiForms/ServiceProvider/Metadata

MREN SR EREFIF TR |, BAETRUEHSEm _EmA URL, 15 | XWUET HTTPS $147,
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Get-Module "Citrix.StoreFront* -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the following:

# Note again this is only allowed for https endpoints

Update-STFSamlldPFromMetadata -AuthenticationService $auth -Url https://example.com/FederationMetadata/2007-06/FederationMeta

# If the metadata has already been download, use the following:

# Note: Ensure that the file is encoded as UTF-8

Update-STFSamlldPFromMetadata -AuthenticationService $auth -FilePath "C:\Users\exampleusername\Downloads\FederationMetadata

5 ¢ 2R SAML S EAIES I FE E N AR JE B TTEUEB RN ACS ik R
A AfE AT R4S 4 45 58 I A JE I JTEaE AN ACS (Assertion Consumer Service) ¥ig g .
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# Change this value for your Store

$storeVirtualPath = "/Citrix/Store"

$auth = Get-STFAuthenticationService -Store (Get-STFStoreService -VirtualPath $storeVirtualPath)

$spld = $auth.AuthenticationSettings["samIForms"].SamISettings.ServiceProvider.Uri.Absolute Uri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamIForms/AssertionConsumerService")

$md = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamIForms/ServiceProvider/Metadata")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamITest")

Write-Host "SAML Service Provider information:

Service Provider ID: $spld

Assertion Consumer Service: $acs

Metadata: $md

Test Page: $samlTest"
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SAML Service Provider information:

Service Provider ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/Store Auth/SamIForms/AssertionConsumerService

Metadata: https:/storefront.example.com/Citrix/StoreAuth/SamIForms/ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamITest
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LR, StoreFront B, StoreFront LEFEFH1E C\Windows\Temp\ BRI AT BESH : XL FFPEENE
B, 308 R A E X S LR 4,

e Citrix-DeliveryServicesRoleManager-* log — 3 H &% StoreFront B8,
e (itrix-DeliveryServicesSetupConsole-* log — Jei2/R& % StoreFront REIE; StoreFront (AAERELTIRR) BHBIEE.
e CitrixMsi-CitrixStoreFront-x64-* log — ZEFMENF StoreFront (AXAERETIZR) WA,

StoreFront XIFXT SHEAEIRS . N FARJEF Receiver for Web il 53347 Windows E4EREICFE. ERMTEEHEEEAN
| StoreFront i A2 FHES |, FJRURE N AR FFRS BE > Citrix 381k %k Windows BiE > MR/ THREHE R
EEXEEH, TUBTRESMIIERS . M AMIER Receiver for Web S RHIALE S |, IBHI AN EHHNEEHESRB
.

Citrix StoreFront EIFZH| A BINCRIRIFER. FABT |, M HEMRIERIRERIBEL TERKE , WIRF3ERA.
Windows PowerShell #5442 i B 517 57E StoreFront 2K \Admin\logs\ B&%+ , B% (T C:\Program
Files\Citrix\Receiver StoreFront\, HEXHLFRTEE GSREMER R T BTX 964 IRF R a8,

BER A2 REFMET  FRUER—EREFURBURSHFANECE. IR Citrix StoreFront EIEHI G RETEFH
EAEMRS AR 51T, TlE  BREICEMMU ERUEERIIR S A |, DUREREE P RHARRS .
Ao HASIR S

1. FRANAYRERTT S HRRAERS . ARG Receiver for Web i 38 web.config 30 , BEEILT , WS AT
C\inetpub\wwwroot\Citrix\Authentication\, C\inetpub\wwwroot\Citrix\storename\ I
C\inetpub\wwwroot\Citrix\storenameWeb\ B , H storename 41 K B IR AETEE KL TR,

2. AP ERAT TR
f£ StoreFront WECES , EE BELXBHEUARSIAE 244 10 &,

3. EEAI duplicatelnterval BHERIE , BV, S40F0IR R E NN ES AL BRI, /A duplicatelimit BHRE
WRAEFEE A BIRANIC RN ER KB ¥, AMERAR BRERS.
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J2 PR ER

A : StoreFront 1 PowerShell 35| & NRERRFTIF. {5 PowerShell #5544 %R StoreFront BLE Z BT , 14K XA
StoreFront &1REI4 . FAE , FTFF StoreFront 3544 Z BT , W5 3] PowerShell (1 f7 5 S,
1 {FRAAFMEE AAPRAIK FE3) Windows PowerShell , SA/F7ER4SRRE QT RAU TGS FENBRSH[UEH
PRER.
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands Set-DSTracelLevel -All -TraceLevel Verbose
-TracelLevel IAAFEAN (DAARRTIEANAIE ERELZRI) « Off. Error, Warning. Info. Verbose,
StoreFront Bk fx " IREVAEE. BEERNKELIETTREAFIRER B E RN StoreFront IMERE , FM , FRAEMIEHE
PREAABZEESK , BRI WNAE(FEA Info 8k Verbose k71,

Set-DSTracelLevel cmdlet B[\ ESEEIE :
-FileCount : ¥8EIRERLHHEE (Z0A =3)
-FileSizeKb : F§EBNIRERAFHITR AR/ (ZHA = 1000)
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-ConfigFile : -All & %ES¥ , A EBUFERLESUEF , MARLBFTEXH. 620 , -ConfigFile &4
c\inetpub\wwwroot\Citrix\\web.config #5145 4 B R JE iR B IR ER.

2. BERIRER  BRAUTGLIFENERE .
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands Set-DSTracelLevel -All -TraceLevel Off

BRIREE , REMEEKE AZE StoreFront T3 B3R \Admin\Trace\ & , % B R T C\Program Files\Citrix\Receiver
StoreFront\,
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