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StoreFront EIF NHUEH (> XenApp, XenDesktop fg%5#5#1 XenMobile B %5251 F AR &3+ R MY B FHRIEFE,
StoreFront 42 v] A E @MY B , B ELICRBINARES, BATAEREE Citrix Receiver yj[a) StoreFront & A
J& , BB S Citrix Receiver for Web sk & &b it TR, AR MERE R P EMESHRL R PR
&t XenApp Services % = ij(a] StoreFront,

StoreFront &RBEMAFANNARFHICE , FEHEHMHRE. APERLEETI. FRER, EFEtENLNERZ
()38 ZEB—B{A%. StoreFront £ XenApp 7.x #1 XenDesktop 7 x fIFEALAH , (BRTPL5 % MRAAH) XenApp F1
XenDesktop £5&1# M.

M https://www.citrix.com/downloads/storefront-web-interface/ FTE %3 StoreFront,

StoreFront 3.15 BEZ AN 2EE M2 ANER,
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StoreFront 3.15 BIEA FIEETNEELAR 22 & E M2 A8 R :

e M NetScaler Gateway HI& - SESHTAST T/ MEERER. 21RFEMA M NetScaler Gateway EIE " SHIAIE , N4
FA M Receiver for Web s S iE450T |, IIZEAEEME] NetScaler F454TE. PART , BT B EI SR SHFIE.,
NetScaler JESHIREKIITAEURT NetScaler BicE. #4140 , EX M TRESE A RSO REREFRESETNA , ZH2ER
TR TS RN TEE TR,
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AT a8l B iR A 3.14 BB E

o HEAT'BMEHEEEENBENT , “Multiple launch prevention” (Z X BzhiRtF) EMAJEERRIER. Et , FEE
ZHARFR A £ ESSBIRIERIG KW, [#LC7430]

o EFUCN FAFEFHTWIMode E A “X"HIENT , £ Citrix Receiver for Chrome B fiTe N AFEFABISE R DHEX T2
Z). [#LC7558]

o FHEAREIAIRENZS LA StoreFront 2.6 7 , ATREARREE A RN AFEFFTRIEUE. [(#LC8046]

e StoreFront REFAEMNERL MY ARER , BEE—EE M AR EF KN BCE T2 RR B A RS R AT A IR A
RERER AR, [#LC808I]

o 7£ StoreFront FELEHITHZSHMNEAFMIN ARG , =50 NetScaler Gateway R&GHERIFE AN AR 54 S 2
EREEENZN AR ERILE NetScaler Gateway R & . =R SRV AMERN , BERUTHREE :

BHOBRRETHE, B EHE RIS,
Ltsh |, StoreFront 24| &K B RER KN ARIELFR, [#LC8219]

o {F“Import-STFConfiguration’PowerShell §54 S A\ AH HTMLS BEERIN AFEJEE , SATRESRNTR. B2 , =31F
FB Citrix Receiver for HTML5 2h FIFE R . [#L.C8290]

o StoreFront JRE-ZSTJREAIEIET| A B/RTH) Receiver for Web bl 4B . #£ URL F I AR JE & FRETFF K AL
A“discovery”Bt& i HLkEE, [#LC8320]

o EFMT W3C HECRMRFMBEIT , = E K StoreFront FLE FTRER KB BRI THRIBE
REFEMERET L, [#LC8370]

o WERMRT BAAHFHMEERT R, [#1C8514]

o EF/a3h StoreFront MMC IBHI& /& , TJREALIEMHE/REB/R Desktop Viewer RiEiEHKIE, [#LC8520]

o WNRXF PNG XXt (IHFEBAE) $4T Set-STFWebReceiverSiteStyle €54BLEE X StoreFront , PNG X4¥4E# A
JPEG X4, JPEG SUHBAATRES R R BIAE . [#LC8677]

o HRHIT Set-STFWebReceiverApplicationShortcuts 454BA{EA Citrix Receiver for Web st s iV FFE FFiRIEA T
WEA{E URL , MAJAEATE URL BRERMIESAT (“/7) . [#LC8761]

e {#f Set-STFWebReceiverSiteStyle €54-BE X StoreFront B , style.css ATEAFE Custom S {FrhétRth L,
It , StoreFront #%=H| &K TIEFZER A E URE. [#LC8776]

e StoreFront R$25 LAJgES LIS HIUER KRS, HRBUERT TCP shum MRS, [#LC8795]

o = {FF] Set-STFWebReceiverSiteStyle 454 F i StoreFront AR BES L, [#LC8994]

e 1£/5H OverridelcaClientname F1EL T , =AML AR PIin@E OB RES R M. REITHF I UER &It R
A, JRESBRUTHEREEZ—
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“The remote session could not be established fromremote desktop client WR_XxXXxXXX because its license could not
be renewed.” (TTIEMITFZ RS Sl WR_XXXXXXXX BBALEFEAVE , RATTESITEIFTE, )

57

“The remote session could not be established from remote desktop client WR_XxXXxXXX because its temporary license
has expired.” (FLiEMTAEREE R S WR_XXXXXXXX BALEFESE , RAHIGRHARNES SR/, ) [#LC9246]

o 7£ Citrix Receiver for Web ¥k s R{EE SR B T XS B SRR FEERIESUHRT | s FH2k StoreFront RJRES KRR,
[#LC9252]

o ®E XenDesktop IIFEFIEFEACE N R , ZRA R ATBEETE StoreFront FEEKIFE FHZUAS AR S HINh . 20
kst B JE |, Citrix Receiver for Windows (I P ToiERIMEME ALY B JE , FEBRMENRIES. ¢

“A protocol error occurred while communicating with the Authentication Service.” (553U AR S B (SETHILIMEE
=, ) [#LC9404]

o =ERE| StoreFront AL K MH B/RFIRTTATTARERIER. [#LC9521]

e {¥f StoreFront SDK B XHFENRELAR AN AR ERLER G | BR T HER KM BRERTTETRENIER. RAK
7 A2 Frid B R LEIBRK B Ny BER I H LRI, [#LC9561]
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£ KA &l
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KipAFFEATERMAE,

o WRIEIE(T NET 4.61 SKERIRAMRSE 23 EZXFAT TLS 1.0 , BREBAMNEARIER. ERRLRSE |, EFHKE] NET
462 BAESHRA.

[# STF-687]

o IN3R StoreFront HHIBFEAITPITHNLEN RLERNK |, FHRSMARTE=MTERFEFE , StoreFront ¥R E/RA
TWRFHRSM. BRAE  FERTRITXHNREAN FTFHE StoreFront,

[# DNA-47816]

o FEERFMHINIEF Microsoft Edge FAE— N EAME =R, EfFRILAZR , EF A Intemet Explorer,

[# DNA-47809]

o M 7.12 SE ShRAH] Delivery Controller FH&IZFEH , L ILEEMER (24 Windows CEIP #HFZ7ER [AhE1TH &L
%)) StoreFront F+ékjald#l, WRLTFHIR

StoreFront JLiEFK , RANTREFEAFEREPRELEH, BEXNAREFFEAL.
F2F 4 #R: CompatTelRunner

BRI | FIRIR R _ERORBATTIRGE,
[# DNA-51341]

o THXBHUNEMERS | — M BARFAE , MIBEEI TEX PRGN ARERF. REM Chrome ila) Receiver for
Web ¥h , NI&HIMMRE, ZiRNER , SES MMM AR F EAT EMmEE.

[# DNA-25140 , # DNA-22561]
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StoreFront AJBEE AARIELAT S04+ & XK TR RSB = A k4 -
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RGLEOK

Jun 04, 2018
FEVHRIBHTIIRES | Citrx INEIR T IRF 5 LR BTA H =R ERASh , 20K StoreFront Ai5MREE 2 GB i) RAM =
&), VTP AR SRS REFE 5 MB TR, 55, § 1000 MY AREFITEKRAFTE 8 MB HiE (A, FrA KA 4AIAE
WO R BT RFARME ARG RIREK.

Citrix 2T , TAZFIFEL T4 £%E StoreFront :

e Windows Server 2016 Datacenter Edition #1 Standard Edition
e Windows Server 2012 R2 Datacenter Edition #1 Standard Edition

RXFFLEIZTT StoreFront HRIfRSS 28 EFHRIRIERGEARAS, Citrix BINEEM TRIRIERGP R StoreFront, £ RS RHPE
FHIFTE R[N THRIRIRERSRA , BAFHRNKISEE. FAOFEE S REARGRANXIR R EK
StoreFront fF#¥4H. RERFHARLTUBENERFS , EENETRIMKNBETUNRE , A =G LRFHNRSE
HARRBME. —PRF[ATRAE RS [T HRVE.

AR%-25 £ V%% Microsoft Internet Information Services (11S) 1 Microsoft .NET Framework, f5RixXLedhi4 IR £ —I0
EREBAREM , StoreFront RERFRILBAALEM , ARBERE M. WML Web RS2 _E%d Windows
PowerShell #1 Microsoft &EIB#sH|4& (FIEIA Windows Server FIERMAZBHE) |, SRfGABEZEE StoreFront, IS &
StoreFront FIARXTPEIZELAF T ARS8 L AZARE].

StoreFront ZRFEFHIRMBTAN IS . MRMTARXETAE , FHEIBIAENFIK
EFETAL

Web-Static-Content
Web-Default-Doc
Web-Http-Errors
Web-Http-Redirect
Web-Http-Logging
Web-Mgmt-Console
Web-Scripting-Tools
Web-Windows-Auth
Web-Basic-Auth
Web-Applnit

XF Windows Server 2012 R2 :

o Web-Asp-Net45
e Net-Wcf-Tcp-PortSharing45

1£ Windows Server 2016 k&
o Web-Asp-Net45
e Net-Wcf-Tcp-PortSharing45

StoreFront (£ A FinH2HTEIS. ERHIREMEI ISR H ML S& AFRXLinH.

o TCPu#[ 80 #1443 HRUBT HTTP FHTTPS &5 , WA4R ] RIRT 1Ak RLE PER AN S MR T ().
e TCP kM 808 FiF StoreFront ARS8 < [RIFKIBAE , WSRAT ANV LK PNER I TR,
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o MFTA RTRE im0 SR BEALIEIRA TCP 3w BT ARS-2548+ StoreFront fR&-25 2 BIMIE(S. &¥ StoreFront B , K EE
Windows BiASERLRY , BAFRF[R] StoreFront B]HUTICH. B2 , B TFinA 2O ECH , KRRSIRII ML F TR
KIESHAMR B AL REEAM AR TCP IgAMIRE.

e TCP imH 8008 {1 Citrix Receiver for HTMLS {8 , JBRfE . "I{ENEBML A A - Ak Sm Rt S mA N AfEF
HIAR S 25 B TIRLE.

StoreFront 343 48 IPv6 PR FIR MY AR |Pv4/IPVE FIFHEFIE,

Citrix 2T , ST Citrix F=EhiRA—#2 {3 i a2 4t%3 StoreFront 37 H,

Citrix RS2 EKk
StoreFront Y ABEX kB A F =l miN AREFREE—IT.

XenApp #1 XenDesktop 7.18
XenApp #1 XenDesktop 7.17
XenApp #1 XenDesktop 7.16
XenApp #1 XenDesktop 7.15
XenApp #1 XenDesktop 7.14
XenApp #1 XenDesktop 7.13
XenApp 1 XenDesktop 7.12
XenApp #1 XenDesktop 7.11
XenApp #1 XenDesktop 7.9
XenApp #1 XenDesktop 7.8
XenApp F1 XenDesktop 7.7
XenApp #1 XenDesktop 7.6
XenApp #1 XenDesktop 7.5
XenDesktop 7.1
XenDesktop 7

XenApp 6.5

NetScaler Gateway £k

N A& A FRTME R LT ARASH) NetScaler Gateway jjla) StoreFront,

e NetScaler Gateway 12.0
e NetScaler Gateway 11.x
e NetScaler Gateway 10.5

Citrix Receiver for HTML5 3k

WA RIS 1 FATE Receiver for Web b &5_FiE4T7H0 Citrix Receiver for HTMLS 8) S Em AN FBFEF , REHEUTE
K.

SHFIRERMLRE4E |, Citrix Receiver for HTMLS 3X3F51RIAT A= SR FTE (LI S AN N FAFEF.

e XenApp #ll XenDesktop 7.18
e XenApp 1 XenDesktop 7.17
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XenApp #1 XenDesktop 7.16

XenApp #1 XenDesktop 7.15

XenApp #1 XenDesktop 7.14

XenApp #1 XenDesktop 7.13

XenApp #1 XenDesktop 7.12

XenApp #1 XenDesktop 7.11

XenApp #1 XenDesktop 7.9

XenApp #1 XenDesktop 7.8

XenApp #1 XenDesktop 7.7

XenApp #1 XenDesktop 7.6

XenApp #1 XenDesktop 7.5

XenDesktop 7.1

XenDesktop 7

XenApp 6.5 Feature Pack 2

XenApp 6.5 Feature Pack 1 for Windows Server 2008 R2 (S E(E4MERF XA650R01W2K8R2X64051 , A] AR F4ERET
&, : http://support.citrix.com/article/CTX135757)

XFTF i\ WL RLSMKIEFE R =, Citrix Receiver for HTMLS XFFIBIE AR A NetScaler Gateway iRl £ AN FFEF.

e NetScaler Gateway 12.0
e NetScaler Gateway 11.x

Y Fi@id NetScaler Gateway YE#F /= , Citrix Receiver for HTML5 3355(a) AT 7o AR (4t s2 E AR FRARFF

XenApp #1 XenDesktop 7.18
XenApp 1 XenDesktop 7.17
XenApp #1 XenDesktop 7.16
XenApp #1 XenDesktop 7.15
XenApp #1 XenDesktop 7.14
XenApp #1 XenDesktop 7.13
XenApp #1 XenDesktop 7.12
XenApp #1 XenDesktop 7.11
XenApp #1 XenDesktop 7.9
XenApp #1 XenDesktop 7.8
XenApp #1 XenDesktop 7.7
XenApp #1 XenDesktop 7.6
XenApp #1 XenDesktop 7.5
XenDesktop 7.1
XenDesktop 7

XenApp 6.5

StoreFront I T Z ARIKARNEA AR B KEmMN AFER. Citrix Receiver Fi FRTAATE Citrix Receiver jla) .
JE , ATA{E A Web %5885 Citrix Receiver for Web 3t s SRIR BRJE. ST ToiE%esE Citrix Receiver (BEE# A
HTMLS (1 Web X323 7~ , &0 AFE Citrix Receiver for Web s s _F JZ 8 Citrix Receiver for HTML5 |, {48 ~a] AR
FE1E Web M35 1r0) 2 mANN, FAFERF .

AFARMNEHR@EEKAAEETBDK Web 3t (EECEAVIRISEREIR) KRSHE., XTFHE1T Citrix
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Desktop Lock HIE MBI EEREMER PC LETTIEFLRAIBARR Citrix & i , R8T XenApp Services URL 34T
EHEERRINY AR E.

WNRE R AT RALN FFERF |, R T Citrix Receiver for Windows Z 4 , MEEREFAIEE. tREm A3
Microsoft Application Virtualization (App-V) FF%l , MEER I F K Microsoft Application Virtualization Desktop Client
FRAS, BREMER , FSREIERN AR, BPTEED Citrix Receiver for Web 3k s 1a] iRATLN FIFRFFEX App-V FF31.

(B HTE P R R R DR R E RSN SRR 4 ER,
2 Citrix Receiver I AR JEBESK

ATPAERAT Citrix Receiver iRASIE 1T I ERMILE 4240 NetScaler Gateway 3&ij[q] StoreFront & AR fE. ATA{# R NetScaler
Gateway #HE4F1/8 T Fimiiial@id NetScaler Gateway #HTERE, EFH155TE StoreFront Zi— Citrix Receiver K% , 1§
FBIRRAZ /DR A Citrix Receiver for Windows 4.5, 52503545 —M Citrix Receiver (&%,

Citrix Receiver for Chrome 2.x
Citrix Receiver for HTML5 2.x
Citrix Receiver for Mac 12.x
Citrix Receiver for Windows 4 .x
Citrix Receiver for Linux 13.x

m) N FH P SR R 5K

BB EARLT Citrix Receiver, IRERGF Web X230 4E , NPEBMLEEREAET NetScaler Gateway 3kijiia) Citrix
Receiver for Web &, aTPA#EF NetScaler Gateway M TR Fugijsla)i@id NetScaler Gateway JHTiE#E.

1837 Citrix Receiver for Web ik 55377

BRIAEBARAASER | BRI AE A BETARASHIN SRS

e Citrix Receiver for Windows 4.5 R EShRA , EZ Citrix Receiver for Windows 4.12
e Windows 10 (32 {0 64 {zhRA)

e Microsoft Edge

e [nternet Explorer 11

e Google Chrome

e Mozilla Firefox

Windows 8.1 (32 i # 64 {hRA<)

e |nternet Explorer 11 (32 {u#E=)

e Google Chrome

e Mozilla Firefox

Windows 8 (32 {ufll 64 fARAS)

e Internet Explorer10 (32 {ut#X)

e Google Chrome

e Mozilla Firefox

Windows 7 Service Pack 1 (32 {0 64 {SihRA<)

e Internet Explorer 11, 10, 9

e Google Chrome

e Mozilla Firefox

Windows Embedded Standard 7 Service Pack 1 & Windows Thin PC

e Internet Explorer 11, 10, 9
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http://docs.citrix.com/zh-cn/receiver/chrome.html
http://docs.citrix.com/zh-cn/receiver/html5.html
http://docs.citrix.com/zh-cn/receiver/mac.html
http://docs.citrix.com/zh-cn/receiver/windows.html
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e (itrix Receiver for Mac 12.0
e Mac OS X 10.11 El Capitan
e Safari9
e Google Chrome
e Mozilla Firefox
e Mac OS X 10.10 Yosemite
e Safari8
e Google Chrome
e Mozilla Firefox
e Mac OS X 10.9 Mavericks
e Safari7
e Google Chrome
e Mozilla Firefox
e Citrix Receiver for Linux 13.x
e Ubuntu12.04 (324z) #114.04 LTS (32 1)
e Google Chrome
e Mozilla Firefox

83T Receiver for HTML5 vj3)a) £ E AN FIFE RISk

WA PSP TIRAEZRZH Web jj15528 | @IS Receiver for Web it &1 _E3E1T# Receiver for HTMLS y[a) sS E@FIN B2,
NEBMEEZEREFNIEIT NetScaler Gateway FHTHIERSAS X, BE , X T INEIME KLk , Receiver for HTML5 {X
XAFFIFE PR A RIS AR A, FERBIFEIRAM NetScaler Gateway 7 St Mk LR SN TiERE. BX
VR | ESIERGSMESK,

FRAERARAFSET |, AR DE R ESETARA RN SEES .

o YR
e Microsoft Edge
Internet Explorer 11
Safari 7
Google Chrome
Mozilla Firefox
RIERGE
Windows 10 (32 fifl 64 fIARAS)
Windows 8.1 (32 fiiH 64 {ihR4)
Windows 8 (32 {fll 64 fARAS)
Windows 7 Service Pack 1 (32 {szFl 64 fikhR4)
Windows Vista Service Pack 2 (32 sl 64 s hRAS)
Windows Embedded XP
Mac OS X 10.10 Yosemite
Mac OS X 10.9 Mavericks
Mac OS X 10.8 Mountain Lion
Google Chrome OS 48
Google Chrome OS 47
Ubuntu 12.04 (32 13%)

[ ]
e
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B 1 S S A TR N R A R A K

B A ERRAT Citrix Receiver, #ERZEH Web NIE2RHEE , WML 0) SR &b R, AFFET NetScaler
Gateway #HTIEH,

e C(itrix Receiver for Windows 4.5
e Windows 8.1 (32 {0l 64 fARA)
e Internet Explorer 11 (32 {A&E=)
e Windows 8 (32 {0l 64 fARAS)
e Internet Explorer 10 (32 fu#%=)
e Windows 7 Service Pack 1 (32 {iz#0 64 {sihk4) . Windows Embedded Standard 7 Service Pack 1 g% Windows Thin
PC
e Internet Explorer9 (32 fzAE=)
e Internet Explorer 8 (32 fzA%=)
e Windows Embedded XP
e Internet Explorer 8 (32 fiA%=\)

m) N R JE RO K

ATE AL EF I G ET A Citrix Receiver BRSBTS XenApp Services URL V(e ThEER FTig /i StoreFront & FARTSE. NRX
¥, ATRMER NetScaler Gateway #FFIILE Fimii[aE 1T NetScaler Gateway B#HTiERE.

SRR

Citrix Receiver for Windows 4.X 58fe-kic&{E BN

BT XenApp Services URL 1/

Citrix £+%4 S EEHEHEATEE (CAQ). ERANERHATIZI N ASHRAE NIST PIV) EREL USB SHEESRpmsat
HHT TR, TTRMERE USB &K/ AR OB (CCID) MR8 Zentraler Kreditausschuss (ZKA) J324:41 208
FEERMEEEE RS, ZKAT R B R R EEA PE SRR, RS e EERE RS, i52
R (AW PIN (BE) | IS FRRETSEENTAR TPM) & A B EIEaEE,

X+F Windows &% , XEBERHNZIFET Microsoft M ATTEMN/EEER (Microsoft Personal Computer/Smart Card, PC/SC)
PERE. HRERAERE R R VIIRE RS FFE EWE) Windows BEHHAIE , EARRESK.

Bx5 Citrix FEKERERMPEHHIFAETE , 1§57 XenApp #1 XenDesktop XA EREFIAK

http://www.citrix.com/ready,
@i NetScaler Gateway FHTHHRBIFRIER
A AR BT B R TR MIRIERA /|, FTRMERRLTARAR NetScaler Gateway ijia) StoreFront,

e NetScaler Gateway 12.0
e NetScaler Gateway 11.x
e NetScaler Gateway 10.5
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Fl %1 StoreFront ¥

Nov 27,2017
StoreFront {# 8 Microsoft Internet Information Services (I1S) _F1E1TH Microsoft NET ARG FIER S E—RREWY

BRE , FFEATELRE ~i08), StoreFront 5 XenDesktop, XenApp #1 App Controller 3B A& AL , AR IRt —H B )
R s, POAREEmAN AREF.

StoreFront B& AT A4 -

o SHBRAFRS AT S TRARALE |, FHBEM% VIR Microsoft Active Directory , WMA#RA FLREEN SR AEED
BN ARF., BXHEE |, ESRAFSHRIE.

o vVAREMEIEIRS XenDesktop, XenApp F1 App Controller h ¥ S EANN FF2. A @I Citrix Receiver, Citrix
Receiver for Web st SRRk SH0 XenApp Services URL WA RIS, BXEMIMEE |, WS 8 a1 Em,

o ITHENABEERSCFA AN RREFTRMEREEFFHLRS DRI E—SWIRIHALR ., 7 XRA PR AR
B8, BRI FER.

StoreFront A[IAFER A MRS EATECE , AT AECE AZ MGHHE. ZMEFMEAERFIVIMOTE , MEARAFESK
AT, StoreFront KRR A RLEM AT HRR B F N AR FTRNEEESIFAEEFHERSSATRIERSS L,
FIEXLMFFAZ MEH]. XEREMR StoreFront RFF[RETMERRNTA , F AT ALKEE A RKRS 2R H KA
RS, RN, DTSRRI AR S 28 L NECE M T REURE RS FHERDIRSHNAN B EH. TTRBIRRERSIREFIKYE
AR, MRBEHFEVAEETEARNS , BOMEHLCEEY. MREIEHLE , FEBRBS S, TAERNRS
# L3 StoreFront , AR HRMEIIMA RS {AF . FRFIBEMARS AR BECEF EH A AN RFEFTR.

TEE/RT H#A StoreFront §B3&.
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3

HenDesktop

Hendpp
a MetScaler Load n
Remote user Ualizrizy oElEmeEs StoreFront
App Controller
-
b Y
Local user

Active Directory forest

TR ERE , FEMEA NetScaler 8k Windows MZ& Saak TSR MR SILSMD a4, TTRUAMRS o8 2 (B AR
BEERBTFERE , DIRMHMASHEIE. B X NetScaler AEFERIVFIMEER. | BSRTET ., X Windows P& Tzt
RS E |, WS http://technet.microsoft.com/zh-cn/library/hh831698.aspx,

NSTABERT EANRAFREIEREISREREE (5120 , Y XEAFE—ERRERNRRIPNERE) |, BYCEEKRKIEsNR
T/ M\ StoreFront & %! XenDesktop ¥t 2 # XenApp 3. B{ERREBRNE XML KRG —SMRRE s |, 520
NetScaler,

WMREERE T SSLA I RE TS , BB BRTEPITHERR , WATAEA PowerShell cmdlet Set-
STFWebReceiverCommunication,

Bk

Set-STFWebReceiverCommunication [-WebReceiverService] [[-Loopback] ] [[-LoopbackPortUsingHttp] ]

BRERIE

e On - ¥ Citrix Receiver for Web ¥ s fIERA{E. Citrix Receiver for Web {5k B EZ URL f9%424 (HTTPS B HTTP) Fug
A% , (B4 T4 AFFE P #ihik S StoreFront Service HTE{E. WEERTRRS S EUREAIE SSLAIER
PR EDE .

e OnUsingHttp - Citrix Receiver for Web {1} HTTP F1F[g] IP k5 StoreFront Service #HTIR{5E, MRLFARE SSL
LI RECE RS  EERIIE. A, RO RNEBAIRA 80 , BARFERE HTTP imH.

o Off - B <AFF[E , B Citrix Receiver for Web {# 3 StoreFront £7< URL 5 StoreFront Service @15, NEHITRMF
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http://docs.citrix.com/zh-cn/netscaler/10-1/ns-tmg-wrapper-10-con/ns-lb-wrapper-con-10.html
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%, XERTEGIEEHETRIIOAE.

Bian , NREFERRE SSL AL RETFHRS , 11S BLE X HTTP {F/HAuwO 81 , F+H Citrix Receiver for Web ik fli&124
/Citrix/StoreWeb , WATRLETTRA T 454 >KBLE Citrix Receiver for Web i1 :

Swr = Get-STFWebReceiverService -VirtualPath /Citrix/StoreWeb
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AIAIE URL 9 HTTPS EHHR R b, XS T{E{AHAL StoreFront URL , 11S RERIZHE FmiEH. HACERES LS
RER A PEERE LIRS |, ATRUERRIRE B G HIIE, ARIEHENA Windows RERXEME , At AT ISERERE
®, MABEERHTHHRIE.

AMREIRTEH 1S BLE NESKATA StoreFront URL () HTTPS JEEAR R FumiES , NIAMIE S HKIERS FIN AR ERE
ER—RSK L. WRERN TN AR EEA RN FimiE. EAK IS shRBECER , ZEE~AATIAET NetScaler
Gateway #HTiER , WITIERIRZEBXSHRIE. WMRMRE LBRT ERER , BRWIERER.
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StoreFront FEIF—LRHTIERA AERAMTNEE, SUABIT | XLEETEELEE AR FT N A JE &R EHREXH Citrix Receiver for
Web 3. SEEE R XenApp Services URL B TACE .

LA FERERBIHN , TEKIEHRTARI AT RN AR Faesiati1%s). BrTlliE2 M MR&E—EERR—NLHATE
FF, MABESRERIFRENEREHEIBN AR, 60, XA OLERKEEESAD T2 RIS he)E & R
AR S B A,

S+ Citrix Receiver for Web 3t s AR 83T XenApp Services URL 5K FRSJE 2 [BRERE | TEXIEHIEGAE A FATE
BRE. YA PERE , 283 EMEREIMIEEEITHRNARER. Fl20 , B&—AF B Citrix Receiver for Web S gy
gk XenApp Services URL BREI— AN BEJE , FHE3h 7T —ENBAREF. MRZA A MEERERNGEAXHEEF—ERE
PERBIE—NARE , NEAETHRNAREF2BMEREIINRE. YA NEMTEN ARG | 2R AEZN AR
JEF BN N R FEA BT ER |, (BAAXF. X Citrix Receiver for Web wifsx , WAZI{E FIMEEIADINI ST B3R
BN AR | R fa N iESH.

REERCE T ZE A XenApp Services URL T Xz, B XECE Citrix Receiver for Web ¥t s TAEXITHIKIEMEE. |, ES
PRECE TS,

1£ Citrix Receiver for Web 3 i _E{F BT EXsH] , F2#HE F BRI T ERFRS.

o WIEE R AFEFia) Citrix Receiver for Web ¥ i, TAEXIEHIZIREAR AT A,

o XTI Windows & #iji[a] Citrix Receiver for Web st BRI 2, (N UMEDL T A J8 A TIEXIEHIThAE « b s mT AN A
PiR%& FREB/ERIE Citrix Receiver , 8{&{# A Citrix Receiver for HT ML5 J5ja] &R,

o EEINEEIICW NN AFER , i Internet Explorer /7] Citrix Receiver for Web ik i i BB P SIUBAZE, B R AN A
Intranet” g} Al {zuh s XI5,

o MRNF—NEHEAJHECENER PSRN EFNE— LMK Citrix Receiver for Web b3 FRAFAER |, %A FRMA
BFEAEmMEE M LEXKTHRETRE.

o P WEL FIFE R FEAHE R AR SE 28 A S B4 )R sh (i IR $E28 48 (E). Citrix Receiver for Web st sy JCIANT FFEk K]
FRAREN S BN TR , AR E A Citrix Receiver W\ B FFiAF B A M BEhE IR,

WRAFPEITRMENNNAREF , AREEEVRER AVFERTTRKN BRRFAERFRE LT G, BERASMIHE
R , FZ4E XenDesktop 8k XenApp N BFEFF S TR EARREK. BOMBIT , ¥ nHi i M JE B RSCHHELKREK.
BREMER  E SRS RSAFRALER,

AT F348 B Microsoft Active Directory $s 4 B &5 Citrix Receiver for Web it i B FRERN E M B O HHRL, AR #aiF
RSN FERER, XRNET SRR PEASR BRI ImITIA L@y AREF.

R AV Citrix Receiver for Web ¥ f B B B T HERS , BRI HINAA AEERNAQBE—FEE. BAE
DR, R PR IE AN R BT FRAR AL ) Windows SRIBREIRTE . ARGER B MNEMS I TEEN R P B R BT ES,
BRAVRAEREBKHRER  FSRLESHRILRS.

BV PR E SRR |, ERBREREW RN AP UARESOINERS, KmEEmISHREAFRFEERE
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SRR,

BESHIIFIREE |, BHABLE L2t Citrix Receiver for Web it S B FEX BT IR |, BERRE T At 2att, Rk
ERANINEE | EMRIRS 23 TR SRR 1 AR L BRES, StoreFront AJMRER SiginhSHTE(S , AREE XA K
Y,

AR A AT AR ME A S AR AR ST B ARJE |, MAVFA R ESH BB SR T LTRERRAXLA,. WRE
ALK LRI R P ERDE SRR B ANERNEMER |, EHRA P TTEM RSN R JE.

INRFEA Citrix Receiver for Web ¥ BB L2 MAN BFEF | WX REZGAER T 9 3 B R L m A E AN BFEFR
B, BAERREEE , BEAETSmME. Jig Citrix Receiver for Web i S 2 BRIV AT , REA S REEA—
NEH , KR MAERAFERNENEINAER. £ Citrix Receiver for Web i RELE BT B/RFLE |, (0] RABA LEuh
SR FESEsER. AXEMEE | BSREEE T A PR ERA R,

Citrix Receiver for Web 3 X _ERLEIFITABUR T AT RIRAIZEEY, 6ian , BN ARFEIEN BAREFAES , Broms
SOTPX LN R |, Xt A BT A R EERE BB R EmAEF. Eit , BN SmAEFRiGEm , thAge
BT REMR A AP TEHEL., XenDesktop BIE R GASEENEEERE , SFEAEFLREAFRAERNZ
SRANESH. WRAFERARENEAAFENLERZ KB, U Citrix Receiver for Web b s 7E 2 018 FR/EME0
WFEE , DMEAA X XL,

XF-1£ Citrix Receiver il XenApp Services URL iE#ZIN RGN, , K EMNAREFNERAREEAT KB ME
FA® Citrix & g RAE .

FE{E A XenDesktop #1 XenApp 3ZAS R AFEFFRT | &8 RefE AT et G55 A A 18 1 A R . P89 S5 7 () FC S PR P B R
¥, AR ARFIFERESR  FERETHN A,

o {FRXMHSERALN AR , DMERAENG o] A RIRIEES RN EIRTHERNA . 1 XenDesktop 1 XenApp AKX 4
SR £ Citrix Receiver FIAEAFERBIR. Hla0 , LATRMBIBAIST Y FFRFHTHAE , el DA RBLANNEFHA A
SRR .

o MHRTERAT AR FERINEE AR , R PRI AFE Citrix Receiver REEX LR,

o WRIDFERE FT A e — A DN FFEF |, NEEB I FRF 5 KEYWORDS:Mandatory i iNEIL FF2 FutBARI R B H M
Citrix Receiver Xt Mk, FBAha]{E A EMRS A A RERINE 2 N B FSikIEastENy PfEF.

o TTRUEITRFRE KEYWORDS:Auto M INEIRFERT (SN AR FFES BTR tAiBAS , LB AN AEEME R AT
ZN AR, APERENANAHEER MY BREFSEsES , MEERAFINTN.

o FAFEANNFARIERETA B B3 TREA App Controller IR Web I FFEFakik 4B AR ST (Saas) M FAFERF |, BHEACEN
2R B R %GR N FBFEF1E Citrix Receiver f B3hXt T B o] B S 1EGHE.

o AT A /A% XenDesktop W FRFEF , s& BIE £ Citrix Receiver AEESIRFIIEE NN ARFEEESTER. A
I, EBF45E KEYWORDS:Featured M inE & FBFE FisBRERE .

R B KRBETFZ AR EA&H TIE ; $i20 KEYWORDS:Auto Featured,

o BABLLT , Citrix Receiver for Web 3 s x4F XenDesktop #1 XenApp FEE I Z S EM 7 S X FH At R E K 7 A8
[, EERATA , EEFFE KEYWORDS: TreatAsApp MiINE| S EEARKE. SE¥ B/R1E Citrix Receiver for Web i
RN RAREFARS , MAREEMESF , BrEhRltEmzarmEaiTiE. ah , YA ~ERE) Citrix Receiver for
Web S Sl , SEASE3E3 , hALET Desktop Viewer FHT(] , BIg4t X Eofth s [ Sk 03t T 7 IRELE .

o ST Windows /7 , ATRAFERE YA R BRI AR F 52 (TSR SCBIRR A AR , EMAERTE. Atk BENFAR
FRitBA N7 #r 5 KEYWORDS:prefer="application" , J application 2R 7 & a5 AN FAFE FF &2 FR
K—MER S AT |, B\FFIA RSP AN RFEFREXT IR (BIETTRITHR) - YA AR RETFITH
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I FAFEFFRY | Citrix Receiver ¥l FIR& LR ARTEE L HFIIER , AT R B EARMRE TN AFEF. MMRKEIT N
FR#2FF , Citrix Receiver ¥ A AT TRARZATHIN BFEFF , EASAIENRERZ. ZLAFMN Citrix Receiver FEhZAZTHKIN A
RN, BT EARMTIRNKRE], BRFEMESR , 1§29 Configure application delivery (BCEN BRRFAAT) .

e 7£ XenApp # XenDesktop 7.17 & , IR NEAAMNEENEREHNEAMRN AFEFE |, B R RUSHEIAN AFEF X
FHEEFE3N , KEREARRNZHEPENEZMMN 2T /330, 1E7E Broker Service F{§f PowerShell cmdlet PLE
{&Ff Citrix Receiver for Windows (vPrefer) 5B R B SIS EIILL 4T 4. BLThBE{XAE Citrix Receiver for Windows a2 &
BN BREFIGEER. MREAMMNBFEF R Web H¥E254 18T StoreFront ¥ RUE3IH , MIABERTEAM S5V
AR, ERHRAS , KN A2 F EahisHZEsK1E Studio #{#F KEYWORDS:Prefer xic. 8RR BA{E A
KEYWORDS:Prefer #5ic., 2R ENHEE T KEYWORDS #1 vPrefer 75i% , vPrefer (RSB E S,

BREMEE | 5 CTX232210, “XenApp F1 XenDesktop s i FIFEF—3C AR Citrix Receiver for Windows 44,
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StoreFront BEFZINRE , LhE{E X LThRERT IAFE AN R JEIR (E RIRIN & 808 2 B SRl B HE AR 475 . 7T UFERE
ERNICEREERE  URSWRR/EN. FIRXLIEE , SR UREES Nt RiNs 2 StoreFront #%& , M SKELN A&
KSRt BXFHEMER  FERREST AL RN BRELCE.

BMELLT , StoreFront M ZFTA AN AR ERHSEMY AREFNEE , FEIAXLERBIARRRIR, XEWE , 40
RENMBERGEEFR TR , BARFLEBREN TIREXT Y —ERR , F S TIRNAFFEREN , XA gL AR 4ER
. RESWANSMREER , JAXA IR R EEE B2 XenDesktop 1 XenApp BREZHHTAAE , MENRFRE
HMRIMEIR. HENEEROHER , ERRIRVAMES QMR LAAARLHRMBEABEITRE.

MR AFE N AEIEECERZ A XenDesktop #1 XenApp HE Rt — MmN FBFE/F , U StoreFront &SN & IRHKFTE R
BISHTRE | FRAFEN—/EFF. ReER4S App Controller Y FBFERF. FAAEHMESRIER , StoreFront 24RIEIRS- 287
AtE. BrEACABAENAEURIERETTEE WHES IRk E HE s i g IRSSH,

X F TN NIRRT 2% , StoreFront SRR F [ E R RNENAAT A, EEFELBEZH , AABHEER
BIHMBARS 23 P EIRSRAI. R RIFRIRS334F |, StoreFront X ERAMASERTAHMEIR. MRBFAELE
—MIRAERRIRHEFRBENRE , FRAKESARIEFHRS , U StoreFront RKERASE. BENMAFRSEHER
BB DAY SR SRS H A R N AR R B) , T B AT ASE S 3t 3 R = hniF T e

KETTA AMAIA A PSESE |, StoreFront K& MAERCETIEE NHS IRFRE A R EERRINENE . MRARFRHET
ZANEWARE |, WAT ISR A &R S — T AERE |, SEALERRIS R P REMERE. KR E&E % — 4w AERE
AR ABR s > S AT A PEATE AE R E ., FEALERR Pl AERTE 1] BEtE+ Bt fm A .

AU T 4 XenDesktop F1 XenApp FIRAITEERBEHEF , AR XA FIEVIIAI4FRE s a N FAFE P I P e i ihE . 4l
W, XAER] A EFEE B SRR T A € S E Y R A IR HAOEE |, M E R IRMEREMIE, Ak, 7]
¥ F 45 KEYWORDS:Primary B inZ ! & 15&58 &+ AN £ ek BFEFR0iaR , 7% KEYWORDS:Secondary Nz HAtEpE =+
RN TR, TTRERETEENTBIF A A , 08 ROTa80E A EER IR A FERIENTE. BEEMERTTAR , A/
BOERE AR BN RIRAERE

MERT , RE-NARENR LB NI BRERENTARE MR HENATARRNRE. BANERFRENE
TR, ATABCE SN R JE Sk % StoreFront 5. (B2 , WESTAMZ M RECER , ATRURIEM F7E Microsoft
Active Directory 2B iR R B A SRAR (HEXTHFE BRE OV RIANSR . 34 , AT LU S/ R JE AR E A A ER AR,

Blan , ATRLEETE R PR AR RIRICEAE—NET , M BN SN ARFILEES— I EET, EXMEET ,
MRAFREME AAARES , BAXAAENREAREETERSBRARTIR. M WS RBRARNRRERNERAA
BRAI 55 N FRFRFF .

& , ATRUARE A P — MRS H AR EMR RIREE  BEREEER, TREERAMEA. XA 5 <R
AP GnEERE) REEIFNER. FARAEERIINARENBLEZMERNREMNRERF  BE5E A AENER
BARTERE BRI A PR R I R,

ANREAE A FREB WA StoreFront EiE AR R IRAERIN AR , NA PRI AR TRLAFER RS ARE A
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@&, BN, 3T T —A StoreFront SEF RN AR ENE—NARFNAFEERE SN REFAEN |, TREEFEERT
PN FRFEFF . EOAFESSMAY StoreFront §FE Z RIS FIRATCAR KR | ATRUKEARRIARSS 2548 & N AR IS Z [BI A Ay
RFEFTREEANEHEL. TSR MRt TE RS SHE B RLTHAE—RFRFER BT, BXFHMMER &
SRECETREED.

ARERE IOERERE | EHBERAGEMEHMNEIATRNAER. BE , JOEREHEASEHNELRER , R
RIFE—MABEERANEIR , MEEATREER AR TR, WRIEEE—HERTIOMKE , MXHEE AT B @K
MRS, RIEMEHMARE T JOEREHENDESIATR , BRRATIEAR IR K E0E Fife S mMN B2,

EFENSHE@MEATZ KRN , BPRTEABESRICERERIR , BMERrESEFERAXLRR. WEXTEMERZEHRS
Rz G, B TICERE RIBR A PSR IBRIERIF ALK, B2 , ArRE KERE RIEZ EMITEB R ashiX LR
B, ERE, ANRFE R HADERE R E 2] AR , | StoreFront AAKIALTEB X BAT MR EERE.

MRELMEPERE T £ NetScaler Gateway 8% , | StoreFront A& FE X AT ARIEHN AR & RIEN S
HEARERE. 620, MRVE—ANREXREF MR ENTENNBBEE |, FASMIERE 1 NetScaler Gateway
wWE , BT HP—MIBRRSHTEENR AT UEsh S — MU BN SN AR, BE  WABAT , SRIEZEK
VR A B P RNERRR R TIRE |, RIAREIE A E] WAN,

FEWER AR FEDET WAN RIRERE |, (TAAEANEETEE&iE NetScaler Gateway &% . XHAELER , BPS5®IR
FIERER B 2hiE SRR IRINEEE X N A& £ TR |, TS5 A5e N A G TR &R E TR,

ST PEBRILE R A B R E 5 7% NetScaler Gateway $H T AT FRSIRNE L , AT AfE Bf{E NetScaler
Gateway f&mH. FIFECE , FABIET NetScaler Gateway REEEFINARE , AR EEBDXRE KRS RIRKE
¥, BB THEMSEF, EXMERT , BERRERSE , ATFANEETCRS , AtA S smMN AfREFrEE
B EHEHITIEE |, TAEIT NetScaler Gateway, EHEE. , AJA NetScaler Gateway & BLESRFE KIAEDEEIURR 525 1P
sk, S, EFHEE — AR ERIMAER SRR . UEIAZLIE7R Citrix Receiver &35! NetScaler Gateway , TIAE &R~
BIMEEAIE .,

StoreFront X3¥4% NetScaler Gateway S ERLE AFEALRARS B LBETFEHRENZ N AF TR EAILL (FQDN) Hi%
%, EITRAPSHRAIEARIBIEE LR & BB FiERE |, StoreFront IRREBX AR MNEE. BTELBRS S HEFE
ALEPRBEHIR% FQDN BEM—RAT , BItkAsih StoreFront FLE S MEEMME— IP #ihk, % |, X2 NetScaler
Gateway BEHAARS 254 P ik,

BRUOETEREAEE |, WESRER NetScaler #HTTaE 1.

RERBANARERESTANS M REERN , HE BT ERMRE].

o SHMNYARFVIESERSHLATHREEZHHMBZABEHITRE. o, RERIENEME (N2HRMER) HaE
B, AR, & Citrix Receiver MZ A RN , AP AJRESEBEIHRIFNBHERET K.

o FAYREEHATMER , BIFEN BN EEMEXERNS KR, BRI I S M A N, R P KB TR
REARERENLHRMIERAE.

o RBEE& App Controller v FBFEFF.

o WK StoreFront BEF KN ARIEZ AIKAFNBREFITHECE ARL |, XN AR ENAESN RS SET R
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FHERMREFR. B4, RS IBELR TS B KK Active Directory 387 |, ST 5 Pk A8z [BFEEE{Ex
A,

o {UEWEBBEFHIATAE Tuh AR B , StoreFront A &R 4t AT MR E R EERVIR], NREHBEBEEZ A
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FELREMAEE StoreFront , SSRIIFZRUATEHE -

1. IR E(FA StoreFront 3@ 354+ XenDesktop # XenApp &R , &R StoreFront BR$-25E MBS AR Sk F i
Microsoft Active Directory 3835 F Fik Fi8. [B 4R ST 5 A,

B5E
- STF R RSS2 E0E |, ATRATERIN IS AR S5 25 £ &3 StoreFront,
StoreFront ] PL&3EtEiaimh 25 |,

2. StoreFront EskZ23E Microsoft .NET Framework , Zi&R &k | af AN Microsoft Tk, WmsciE Microsoft NET
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3. (%) mREACEZL RS StoreFront FBE | 5k StoreFront R 2R E — N RETFEIMNE.

E(F M NetScaler SHTHREFAE , ME X — M EIUARF-254EA StoreFront fR%FMAIE. HXIEIACE NetScaler KA
BFEHEREE |, S FER NetScaler #HTHRETF.

1. T{R7E NetScaler %%t 2 B HE T4,
2. SHFEA StoreFront JRE-32 , RIEEE(FFH StoreFront W3S KFIAFER HTTP 2k TLS taZ EE RS

3. BEUBCE RSB R Fin IP Hhtf A\ A4 StoreFront FiESKA X-Forwarded-For HTTP #x3k , BE(HALRKE.
StoreFront EE(F A K IP #ubi Sk SHEEIREIERE,

4. B EIUARS 3 AR S OB E B B IUAR 5525 .

5. MRS AR L MREEHBETE LERET & Citrix Receiver , FFEARFESHF Android , FTRAER cookie
NFERERFAME ; B, E7EIR 1P ik ERE FRCERFAME. MREGFNE (TTL 28K , MEHA PRI R EE
RATBEK B RN RIFERE RS 25

FFAME TR H104 A SRS TR |, EkE %A FNELE R EMEIR—& StoreFront RS2,
4. (AE) RRRLTINEE.

e NET Framework Zhig > NET Framework, ASP.NET
(BJ3%) 1£ StoreFront fR%5-25 £ B AT A& HAREI,

o Web fR%5-2% (11S) > Web fRS-2% > B 0L HTTP ThEE > ZUASCAY. HTTP 5%, #SHA. HTTP EER
e Web fR%25 (I1S)> Web 5528 > BITRIAFISWT > HTTP H&IER
o Web %25 (I1S) > Web %35 > &t > &KL, Windows S45IE

StoreFront WkFEFERERAC R LRMBEENRSHZA A,

5. 2% StoreFront,
WMRIT R IR S ZEN RS 2R —ER S , NIXLLARS-25 2 [BIAY StoreFront LB 1S Web S iR E . YRR AL,

D MI—E,
6. (A%) tNSRitTXI{ER HTTPS fffR StoreFront S5 FiR& Z EIHEEL S , ¥ Microsoft Internet Information
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Services (I1S) BL & R3FF HTTPS,

HEERSAIIEVSER HTTPS, ZHABIRT , Citrix Receiver EE(F A HTTPS SRiE#N FARTJE. TATELS StoreFront
JafEET A HTTP Bk HTTPS , REANA IS BeEE st uRP T,
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WERMANMZE LIRS ZES. A5 , B HTTPS 88E RMEIZIA Web dh s, BXRTE IS FRIZARZ ZHEPHEIEMGEE.
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7. THIRB KSR FI AR AR 8 A A EE BB ANSMER I (R) TCP 350 80 B 443 (FNFEM) . sk, FHIRIIEBMILE BT
B SRS AR E AR LB (SR E ARSI BCH TCP imH .

4% StoreFront B, BLE—/ Windows [ k3ERLR , 1418 T MATE IER BB im0 P FEANIEIEHK TCP iw[ijia) StoreFront
ATPITMH . in A R TERS 234K StoreFront fR%25 2 [B)SCELB(S.

8. AMRE(FHZ Internet Information Services (11S) Web i3 , E7E IIS 4@ Web b /5 , 1 PowerShell SDK 7Z£H
IS Web s 4 —/ StoreFront §}&. AXFHER , ES £ Internet Information Services (I1S) Web 3k
a

o

JEE : StoreFront £7EKNEIZ Nk B2 EIRES & 4T AN B R —KIEE.

9. {#FH Citrix StoreFront &IRIFHI G ACE RS 2.

Important
FH RS StoreFront it AR ATAE AL BIMERRAIBIEZ AN , BHLXMFBR RS | H#BRBERRRETF BT ETRbE
FEIBIE,

- WRBIE FEREEFEFF.

. FRAFAMETE RABRAIMK &R StoreFront fRS-25.

ESERS B EREFTEM Microsoft NET Framework,

Y TR |, $RE CitrixStoreFront-x64.exe , R GAEIE RABMEITIH 4.

. FREFFEF AN, KRR T —H.

MRBARENERRE , FRET—H.

. EEMIFREAER A L , KERFIKTIRAHEIM StoreFront A4 , AfFHRERE.
ERRAHZR , MERFSH[EOKREEUATAE , WL BAXLAA,
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MR AREETIRE , NFE < B RAXLDEE.
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14 Request tickets fromtwo STAs, where available (MBI STAVEKEIRGIR P A)) J1EHESR , StoreFront ¥ AFA
AR STABRBSVERE , XFf , B{E—4 STA ESEEREFTEATA , BradthAistir. mRETEHTRREITE
WA STA 3HTi#{S , StoreFront ¥4 EIBE|{F A4 STA,

9. BE 43 , %% NetScaler Gateway HZE RMNETFZ VR R E_EARIFIRS.

ERMEZEE  FEERIT LRSI, ERCEBIT NetScaler Gateway sk #4 Access Gateway 5.0 &A1 RN A
JE , EBTIETT NetScaler Gateway g &4 X N FEJEKLEFE IR IR, RINFTA NetScaler Gateway #3E f5 , 1R[]
BIASCIRED R FTEDE A2 ISR 10 45,
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¥ StoreFront B , EHHRFINEIAFHIRS 25 EEE T SAPHARFSMERHRERGRA |, FHFEXKBRENMER. 7%
FESZMRERGRAMXKIERER StoreFront fRFH4AH. RERFHARZATUBEAERSR , BEENETRIUNETE
TNEE , AE=AUERFFNRSF[ETEBME. b, EEAHR StoreFront ZEFTHRMNARS 5L 1S PRI KNS
ARRH MRS 2R,

Important

AR S A LR RN AR S 256, MRANEK StoreFront Service ik PRH/EAFT RS 25 LA BTE AR R, LIRS FEAM B AR
AEEMA RS- RAFFSHES, R RS FRA RN LA A ST RAARINETRE R |, SiE R EIRE T fRS-228 _EAH TR RLE KA
R , StoreFront ¥ FTiRMAfRSE-#$4H.

1. 202R Citrix StoreFront BIRISH| & fE%R 4 StoreFront fFR3TH |, 1§7E Windows FHiaF & N ARFREF , HEP R E
Citrix StoreFront #4.

2. 7£ Citrix StoreFront BIRISH| G LER BT , B M IE RS54,

3. BREIEMA StoreFront FREFHIARS-2F , FFFTIF Citrix StoreFront BIEEHIA . 1EIEH A RNZNEEFIERE RS
BT, RETE BREEMRP BT R0 BRESS. 1T T BRIFEURED,

4. REE) FARSFES , SRETE A BRSFZ[ANFIERN FAURS 2AEPTEC B RFIIMBFR. MAMNZRS 2RI
B, SREHRE A
MA Bz G, FRSFHPOEEBENEHUSIE RS =M BCELAC. RS F[AFHAEES EHMEIRSH[ANKTERE
AR 25+,

REHZMEHNE , —OFNUER—EMFE[ERURFHFANEE. R Citrix StoreFront EIRIZH A RIEHBEFHUETH
RS 2F_EIE1T. WM XTECE AT B SRR E P AR 25 . MR BN B ENRECE RIF—H.

2R StoreFront fRss 22 XIS ARAMM T , FECHMIF , LoRZ1T Clear-DSConfiguration PowerShell cmdlet ¥
StoreFront fRF-Z/EE AL FIAKRE. EMTTHERM RS 25 EiZ1T Clear-DSConfiguration cmdlet f& , AT RURHZAR 5528 EE 4T
ARG BR S 2R ASH AN IR AIRS 254A.

. TEATEIEEAN RS 2548 StoreFront fR$-25_EFTFF StoreFront IR 4HIA .,

L EBRAMM REFERAT R A EEEMERRRRS 2.

. MBRS- 2B F MR BRI RS 5.

L TERE BT HIERESFERNRSINE RN RS FAENHP— MR A. A EE RO RS SEANR IR
RERRS 25 © AT MR, EEEMHERNRSHEENE BARER , WITHRAINZ RS SAHEHNBR.

. TEMTTREREN BRSS-28 LB H A,

6. KT FFEEN RS 28 WA BIiR FIEZ RS 25 L3 THF—A PowerShell £1& , IERLRLT 64 F A\ StoreFront PowerShell

83 . & "$Env:PROGRAMFILES\Citrix\ReceiverStoreFront\Scripts\ImportModules.ps1"
7. 1517 Clear-DSConfiguration 34> , i 4a% IREB[FEAMIVARE.
8. #TFF StoreFront EIREHIG |, IWNMITIEERNRSHOESE |, TP MBI LIRS 2540,

A W N R

(92}
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{$ A JavaScript % Citrix £#f4 API B StoreFront EIB4EHI AT |, % Web Interface BE R E7E StoreFront H#iAH
FWRE.

BEREAE B E R R AT SRHlX L B & NNEARESR.

o SITHABEN , MTATHRIER scriptjs CHHTNZRS) :
C\inetpub\wwwroot\Citrix\StoreNameWeb\custom

o SITHRBEN , BTATHRIEK style.css STAFMAIRA :
C:\inetpub\wwwroot\Citrix\StoreNameWeb\custom

o MTEENE , Eu T MM ERSCATHRMEIE LT
C\inetpub\wwwroot\Citrix\StoreNameWeb\customweb

o WMRXANEZRFHBE , AT StoreFront EIRfEH| & U@ E A PowerShell EHIHABRS RN TH EHL.

JEE : Web Interface AR AFBEXEFRE. BRI, StoreFront ARAMINEE , REFTTIRINEZ BE X E AR
X3, BXAEAGHARARNES.

Web Interface Thag StoreFront Z#ThaE

FAERIERANBEEN

o REIFERR &R, StoreFront BEGNIFRIBIRE FREAE U,

o £EEMRF

o FUVFF IR

o CHARE o ABATEAHRZR.

o BHIER o M. EIELM/Web Ul FEEHERIE , 5™ style.css FIRMUTH :

.search-container {
display: none;
}
BT, Ul PSRRI RIE , R

#searchBtnPhone {
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display: none;

}
JEFRRHT BOABR (NYE2RRIFT) .
JERIRE =3 itk BB TARERA.

SRR E]_E—AN 30K - ECE RIS, FRAEMNERTIR Bk, R
scriptjs FIRMATARS

CTXS.Extensions.afterDisplayHomeScreen = function ()
{
/1 KE EXRRERE T HE
CTXS.ExtensionAPl.localStorageGetitem("view",
function (view) {
if (view) {
/1 MRREFT RE , WESCARE
CTXS.ExtensionAPl.changeView(view);
}
if (view == "store") {
/] MROERNAREE , NERERBRE T XX
CTXS.ExtensionAPl.localStorageGetitem("folder”,
function(folder) {
if (folder!=""){
/1 WMRREFT Xk, WEBCAS R
CTXS.ExtensionAPl.navigateToFolder(folder);
}
}

}
/1 EERER

CTXS.Extensions.onFolderChange = function(folder) {
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CTXS.ExtensionAPl.localStorageSetitem("folder®”,
folder);
b
/] HEREGER
CTXS.Extensions.onViewChange = function(newview) {
/] RRBRERN RAREFEERE
/] MR CERXAA.
if ((newview != "appinfo") &&
(newview !'= "search")) {
CTXS.ExtensionAPl.localStorageSetitem(

"view", newview);

3

BRI

BRI

RN

S EARE
FIZRAE

AE
RERMIANE
(IREFE) EARRE
(KB ) 3IRANE
(REE) BANLE

BT Citrix Receiver E M fiiEFIERIE R E , FHRMERA TR R, ETE
T BEXHARMTARR.

Citrix Receiver EAAREM Ul , RItLX % AER. aJEA StoreFront 18
=HAECEME., BXEREER | ESRAN AR F NS miEE AR ME.,

o BFTE U

o SHER U

I FRE R

TR

WA
(TR

https://docs.citrix.com

ZIABEIAT |, Citrix Receiver Ul 03I+ , ¥ BREFMRNAAT—NERF
N, EENTH—MNERRR. R, &8 — SRS Em .
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o FREEAR {7 StoreFront EIRZEH| & Al SKINF MK EREAEAR. B StoreFront EIRE
o XAHE FIEM BRI ERPHBEN Web b SN, FER R FE LHTEE L.
o ﬁﬁdﬁb%%@ Y \ de 5= — B
o HHLSEG EAFRBEN , TURETREGRIRR. 520
.theme-header-bgcolor {
background-image: url(‘spirals.png’);
}
o TEFRWILIHE MEAT , A RN R R,
(FAEXIFIRE) _ i s .
o BH BERBI A RTINS IS A SAAITHEAE
=1
* XK var doneClickThrough = false;
o REK
o IREAFRE /] Web &Rz

CTXS.Extensions.beforeLogon = function (callback) {
doneClickThrough = true;
CTXS.ExtensionAPl.showMessage({

messageTitle: "Welcome!",
messageText: "Only for WWCo Employees"”,
okButtonText: "Accept”,
okAction: callback
};

b

/1 ER&EZH (RTHFNE i)

CTXS.Extensions.beforeDisplayHomeScreen

= function (callback) {
if (!doneClickThrough) {
CTXS.ExtensionAPl.showMessage({
messageTitle: "Welcome!",
messageText: "Only for WWCo Employees"”,
okButtonText: "Accept",

okAction: callback
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http://www.wwc.com
http://www.wwc.com

o TRFEHIIM
o BREHIER
o BYRFRALIEE

)
} else {

callback();

5

BERFRELANLATEE MK, FREATEMES (ARBMTH)

B RAERTRED A FEHED
.customAuthHeader,
.customAuthFooter
.customAuthTop,
.customAuthBottom {
text-align: center;
color: white;
font-size: 16px;
}
A (FERE)
$(".customAuthHeader').html("Welcome to ACME");
TBIEAE (HERE)
function setDynamicContent(txtFile, element) {
CT XS.ExtensionAPIl.proxyRequest({
url: "customweb/"+txtFile,

success: function(txt) {S(element).htmi(txt);}});

}

setDynamicContent("Message.txt", “.customAuthTop");

, AR

EE ENEMNATHBAEIENS  ZHET custom BRF , BA%KE

XEFHTHERLEHMAE R FIREHER U, EENERERIE

customweb B3R,

o N ATEFFHFREIDIHE
o NVHTEFFFREARLIHE

https://docs.citrix.com

S ¥ LR %TF CustomAuth 3 FEIRAI,

B LR XTHSHNBMRG., EFEA #customTop MIE

.customAuthTop REEF FHELHRNE.
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THXAE (BB RES)

BIA -
f#ficustomBottom {
text-align: center;
color: white;
font-size: 16px;
}
AR ENBRB :

$(‘#customBottom').htmi(*"Welcome to ACME");

B EEFBRENTEE

o REMBHERFH
o SIFHE B

StoreFront FIEEEHRE. BE , LIS EAE X8, 555 _LEmm &
KREERE,

(BIEER)
BPEE ZHANBAT  IRBEHAARE., ETRUBT JavaScript RN AFNIRA .,
T X4 I R FNEWTNEE., B AP IR T Kb R ESTEMR T,

WBS R http://www.citrix.com/go/citrix-developer/storefront-receiver-
developer-community/receiver-customization-api.htmil,

REXMBEEX (88)

|CA A B HAB A Rk B E
X

FWEE LT AP,

http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-
community/store-customization-sdk.htmi

https://docs.citrix.com

SHEIUER E

JSP/ASP J53[R)

FHEELFH AP,

http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-
community/store-authentication-sdks.html

BT U WEWMARARE , StoreFront EARIZHEZ AP, H1EZ JavaScript API
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AR U BEX.

https://docs.citrix.com
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AET AT TERES KERZ RS StoreFront BIERRE. BEEEZRFFNE , 0B UER—EARFHEXURS HFAH
HIACE. MR Citrix StoreFront EIRTHI G RAERRE P HMEMHMMST 2R L1217, MK BCE T E M EBUEHEILA+ I
HABRS S , ABRENIHBEZENNRERT .

WARCE B A TE StoreFront RIAIER 11S Web iR EAE (FlaniiE BN I1D) #BAERIA StoreFront AR Z$2A AR

ATRUBE PATARNMAR S ST S AREUSANRED |, DMEREB R F LI StoreFront IRF-Z[MARIINEEEF . H XK HF RS8R0
231 StoreFront BEFHNVEMEE , ESAMAINSE RSFHH, ESFIAL StoreFront BiZE M a7F MRS | WHEEHKZE
FHTRHIR S S E.

ATRUEE BT MR AR S AT AR S5-28 N Z AR %525 StoreFront #3Eh Mk, (&7 EFEEITES RS R4, FTRARBRAN
BMEHAMRS . NZRFSAEFRERIRF S 8T, M H NGB FHEGIRR B,

ARUEE BT FRERUES EHL RS StoreFront FRFF B HMRFH[NERE , FHSLIIRFINEERT . &
GRS EANEMMBRE R LPITRAEER. BTHASN , EEFRTARNNTARF R , ERERITH—PEK.

BE  IREHEAMSSNEEANRE N ERUERIIATROHMRS S , D2 EABEPR S —BRFHEEEXN
XEEHAIRERER.

ATPUEIE ST B EA URL 5B MUBETZEPITE RN AR JE R EHAth StoreFront Service f) URL BFRA) URL, XFFZ RS
2[ERE | EFEE BT URL, ATRUEEPUTIHES MR HTTP Edh HTTPS , R Microsoft Internet Information
Services (I1S) B & A= FF HTTPS BIA],

TR IS BLEAIF HTTPS |, & StoreFront AR%-25_E/ Internet Information Services (11S) BIRS1ZHE |, IR
Microsoft Active Directory IIEBMANME L KRS ZIED. RJF . ¥ HTTPS SBERMEIBIA Webshi. FXRLE IS F
BIERE[JEPIEMER , S5 http://technet.microsoft.com/zh-cn/library/hh831637 aspx#CreateCertificate, HFX¥
HTTPS 4B RN021 1S s B ER{EE |, 1§55 http://technet.microsoft.com/zh-cn/library/hh831632.aspx#SSLBinding,

AT RESFLRIFIRMMS AT A RMERE , StoreFront SIGRBES TTAIMN KRS 5. BEIE A MRS AT , StoreFront K
BB  MERERAREIR. ERUTSEATTEERITIT AR E

o i KMBkIE MRS E B D FFERET R (A SPn8fL) |, anREMFRE Delivery Controller FRIFTA R S5 25 BBk
i, StoreFront Y& IS ¥MAEBRS FFExifia). EBIAER 0 2344,

o PSRRI EITEE StoreFront A SR G IRFFEERBURHIT XIS RHESE] (ADSPR8AR) . AT LR E) A,
60 735,

TERE “ BT R kI A4 A [R) " B R E S S 0
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WERAHFTA S Mk 8 88 7] BUSRASE Delivery Controller R ] FIF=AE 52NN ; (BiXth A=A tamsZly , BigaT
W£& R TR AR 55 25 A~ A B fa AR PR 7EFS B H54 A ) NN | {8 AU, Delivery Controller RE&EIR, AN AREELE £/ Delivery
Controller B , &5 B # FIE KHIFTA kMBS TSNt aE |, SBEEXTTIENL % %4827 Delivery Controller,

TR R B RIS RN B AE )N | Bt Delivery Controller Bt RIRI ] tEES ; BR , MRANBRERET
%> Delivery Controller , JFEHHF—LARTTA , & FiniR AL, BCEMHAZ FHER TS XHE Delvery
Controller B , ATALREBZIAE 0 244,

EHARERSITS

BE  EZMEIMEFT , —RFUER—ERFIELURFFJAMECE. R Citrix StoreFront EHHEHI A R ZFHYE
HMIRS L1517, TR , WRILE T E B2 RS , DMEEHEEPROHMRS .

. £ Windows Fris RN IR B |, $E)3F5 1 Citrix StoreFront RS,

. 1 Citrix StoreFront ‘EIF=H| A NAMER T EENARIET R , ARERETRETHATER Delivery Controller,

. 1EFE—4 Controller , BaE4wtE , A fa7EdwmiE Delivery Controller & FBFRE.

. ERRBHOE RSN EA TS |, ST Delivery Controller fIfTH AR %5 25lial iz 2k a6 Delivery Controller 41,
PSR (A 4hhsats) .

5. ERRI SRS THR |, REE TP R A RS [N KB EAAGVLEETE (A 8R8 ) .

A W N R
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B & S5 uEAZ R

Nov 27,2017

FRIMERZ TS HIRIEMEIRTT % , REBRTERNERK,

. SHRAIERS AT X S TR INIE |, (£ HAER IR Microsoft Active Directory , W {RA AT
RSORERT  e ag a0 SRR,

EF XML Service 2R StoreFront 5 XenApp % XenDesktop i FAEKIE, , FEIIFXE Active Directory {51F ,
B S ARAIE NAT LK StoreFront B & A XenApp Fl1 XenDesktop XML Service S&5iE FE 4 FIRRLENE .,

J&FF XenApp 6.5
H) Kerberos 2pRZ:

/3

AT B PITECE Kerberos ZER{EEFEE StoreFront 27F F i, Kerberos S2FRZSIRE Delivery
Controller B&UF&445 .

HRERFHIE AAY StoreFront FREFHITHAMXEERERIHRIL.

TS HA 1A 40 B E) R e Citrix Receiver for Web 3h i3 F FRERT B s B O ERD |, BRSEDR S HI A A PSR
E& FABE—REE,
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W=e=gv,Coalld; &y

Nov 27,2017

EHFHRIETT A
ACE I F s
VR P E RS
BERSEMEE
HESHRIERFRE

BERWIERIRZ NetScaler Gateway

ATAB A R EAIE SRS B MR BN A P SHMEIE AL , BIUKIRMER : 7£ Citrix StoreFront BIRIEH| & KLER B
FIERS ML , REEREFERT BT Manage Authentication Methods (BIRHHEIEATX) .

1. 7£ Windows“JFi&” sk N R &+ |, $k&FF8E Citrix StoreFront .,
2. £ Citrix StoreFront E1RIEH| A WAMER P ERNABIET R , ARERMETET REEESNRAEAIE.
3. B E AN BRKARIATE.

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, i ]
Method Settings
User name and password m
| SAML Authentication -

Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

Smart card
Can be enabled / disabled separately on Receiver for Web sites

HTTFP Basic

|  Pass-through from NetScaler Gateway
Installing i I t icati e

n alIm__] arfu:l umns_talllng .the au h,?nt| atlorﬁ. methods and th _
authentication service settings are included in the advanced options.

T ()

o W AFLANITEEGETRASRSHMMIE., BAENES NN ARENEEHAEIE.

o 3% SAML SHRAEE EAEL TIFS SAML SHEEAEFNER. BraafREEFRIESHE , ITEhR A NEABEREER. NRE TH
Ea-L
o ERSUHIHER U SMRUREFREET.
o EFRFITEFUN RS RUBEEST. SHREEFTEHER.

o EPINEIE S EAER] )5 FREEIE Active Directory ISR, FAmEMAIEH Windows IEAIES ¥ /5 , BNeI iR B S KN AR RN 5 sh%
F., E(FRIGER , £/ FiR%& B3 Citrix Receiver for Windows B, 412 FIELIE SHARAE.

o AR RIGIELUS AERE RS HIE. F AR R R B I ERE R AN PIN BH TS AL,

o & HTTP EAAESEER G A HTTP EARSMHIIE. FAF¥H StoreFront fRS5-23H7 IS Web JR55-23 31 THHIIE.

o 1% NetScaler Gateway EIEZIEIE , DS NetScaler Gateway EIBS#IUE. F /" NetScaler Gateway RUFS# 5 , RIRI#E3/1R1 & C AN R B
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HER,

ENIEIT NetScaler Gateway IR ARIE SRS EAEBESHRE , HEA REDRSHRIE TS,
M=CINEY et

ATPUE S PAT SIS SR EIE A BTUREIRE R (EHEERY{E A NetScaler Gateway HEIR S#HIIEER) A XN AR
JEBTIA].,

1. 7£ Windows FriaBrE ek 2 B &+ |, $kEFF& & Citrix StoreFront RERA.

2. 1£ Citrix StoreFront FIRISHI A MM EEFEBRNARETR , AREEREEPEFELNSHIES L. ERIERE
F, BEEHSHNRUEATA.

3. AP NERER) > WE TS T | EFEEEE.

4. WENRE{EE , RERTRINBATEENZHR. EXEFEBKFRA RS SR TEE RIS HARIE RSN AR
JE. Edugs | BEEESIRPEFRENALE | ARREwE. EEFEFRFPOENEF AR (TR ST
Pk Xt A &S TR,

6 A A T RE B PN EIEN WA ANER. IRFZERFRBISA BRIV EE |, B% NetBIOS &K
AMEIFIRS, REKAFREBAFEEZFEBAERE | B TLRERIBEAMEIFIRS . NRFER FEaERR
A PN EERBA A E AL BB EE |, AR NetBIOS &FRFMTEIREKIRE RINEIZIRS.

5. MREESANAEE , FNBINSBTIRF R PR R BOAERRIR.
6. MRBFFERNE LIIHAEE , FEPEERTEF BRI IR EIFAE,

RVFH PR

AT PUB T B TE IR RN T &5k SR IS IR 5 R I Receiver #1 Receiver for Web 3 S B AERHZL, MIEZSHK
SERRSBY |, BHABLE 2R Citrix Receiver F0 Citrix Receiver for Web s s f A A T D |, BRIt 240k, 40
RIREBFLINEE | VEHIRIRS 23 FTERA0SRER 1 A PRI, A0SR AR A RT ATl RIS 4 S80IE AR 55 BT . FR S
JE, AR FERERLLSESEN TSI ERRA XL /. RRALNRE RIS P B E SRR B A {UENED
E/ , EAER P TCEN S LE SN [T R R S

1. Citrix Receiver for Web 353 HRS & it 3200 DA R G R E i 22850, AT = Citrix Receiver (XX #51E3T HART @ T NetScaler

Gateway BHHRL, £ Windows & RESN AFER FaF |, ThkE)3F8d Citrix StoreFront RERY,

2. 1£ Citrix StoreFront BIRISHI B MM EEF ERNABETR | RARERERRTRTEESHRIER A,
3. ERAFLAME > RE THSAT | EHFERRIER , FEEEMLAT I T AVrE B EIE SR M Citrix Receiver for Web

vl R R PR AR,

o EAVAFEIERIEER , EIEEMEN. X TERIEEHNANA S , RASEHERNER—LZE. ZGRmN
NEBMLE I TERN A P B RERET RIS, ZOAMBRT | mAFAL B MAE RN A Windows SREGREHRAE .
BAREEAE BN EEMFEMEE |, B RICE BT B M EE, {3 Citrix Receiver for Web X #F,

o EAVRAFREARBEEAT MG TERHETR | EEFEHN, ATEREMITASRNAAEECnEERE
MEXPEAE, Z3FEMmAR Citrix Receiver 0 Citrix Receiver for Web,

o EfRILAFAERHEN  E/EEARAIAEREN, NRERIER , MAREITRASEFAR , UARTEEI M
ToiRAR) AN AR R PR AR,

BNR 7F Citrix Receiver for Web s s F FEEST B U8 |, 5 H{R StoreFront fR$5-25 LB R BN TIE) , BXEMITE R

FRCEXH. IRERFRELE BRI | StoreFront SIERS 2R EXA FEIE— N AHELE S, StoreFront

WNIMBER SIS SR ATIRIS |, A BEE A PN,
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Citrix WR7E StoreFront LA, AFY | RGELBHAFS R 1E StoreFront _LEA , AFTAE
Receiver | AE#E ARG RO T 3 UL A T i

Windows | &£

Mac 7

Android

i0S

Linux 2

Web B P =

BYEMRSENEE , ZRARFEBEEREE LEFHAAKS. REAPRSENEER , WRRARAFEERHAL
EBRER , AT VST IEREIE £ R 2RSSR ST ~Eol R R0 E B AR,

REAPRSEEEERN , FEEREBEREIEEH A PUTEMEEMBSIK ARIERM 7. 1R StoreFront JERA T XL
At , IRIEEE RS ENEERERF ATIENRE , (17T IELER FHITXLES AR,

BENAR S R EE{NVER HTTPS iE#&iA(q) StoreFront KA PER. XEEH AABE[FE R HTTP &E#A(R] StoreFront , AJA
FRBEMRSERER. (CUYEEERA AL MEST StoreFront #HTS ML A REFE A BBIRS ERNEER.

BENARS HREEE A HF UPN &% |, fla0 username@domain.com,
EAN AEEREBRS EHEEREZ A, WIHHR

o N ARIERLE AR P2 ELS AL,

o VAMERENMUEA— 1 ERFEMER. R StoreFront BLE XE AR —IRKFEFPHZ M7 , MK EBR
FERERERLE A RE A XERREIE.

o VAMIERCE AV PR S R E B TR A 5 S L 2L,

o I StoreFront i R JES Receiver for Web s A XEX , I+ ELAMIK 2l RECE AE RS — K%,

WIS EF I E B BIRS HAEE A REETE M. BBIIRS HILEEE XenApp F1 XenDesktop i BiFiefit. BXER &
ZRBBRS HMEEM,

1 @£ Citrix StoreFront EIF2H A WAMEARTEENABET R , RETRTATERSHRER L > AFEMNE
5, SRSE N T RIS R ETR BRI , £ StoreFront & /= A B BIAR S BRLE B STH.

2. EEFER P ERERNNE , REREHE.

3. NRFAMES THEE AP ERACEK A BBIRS , W THIRSATEE Citrix SSPR , AJFHREHE.

4. FEEM PR EEBIBY RS FEEEREERHNMSMK S, RNEREERSIK, URL , BEME , ARRGHE.
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h Configure Account Self-Service

Use this setting to configure user-initiated account unlock and password reset

Account Self Service | Citrix S5PR =

This method provides user-initiated account unlock and password reset
using the self-service password reset functionality of Citrix Single Sign-
On.

o T

%24 StoreFront £4< URL 3 HTTPS (MHE HTTP) BYICSEMA I A |, 3R (N4 &(E REIR R A 2o v A P 58 B ahs
ZJa , EREEE S .

Configure Citrix SSPR

Specify whether or not users can reset their passwerds and unlock their accounts threugh
integration with Citrix S5PR.

[+ Enable password resst

%] Allow account unlock

S5PR Account Service URL: || server.fullyqualifieddomain/MPMService |

N o e

P R%E % Citrix Receiver 8% Citrix Receiver for Web B, £/, #iEshfE , B BRA P X0tsE B2 a).,

Citrix StoreFront

ﬁ Start

Manage Security Questions

1£ StoreFront HFECE 5 , Citrix Receiver for Web 53R & 3% BRIk PBBIIRS- 55 (FEHE D Citrix Receiver R BIRA1R
) .

B SS SRARE—RIIRSE , NEAEEBRBIKSEERD (NRBMETISTH) .

EF—NRERAHFHET T8 , T—1EERRRERNSMNAFE (AL | IRERESRIREFHANZER. BFE
= KFPEAMRS AT UPN &% |, 40 username@domain.com

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.62



ciTRX Unlock account

Sto I'E FI’O nt ® Reset password

RAFRRZER2AS, MRTEERMIAFARENER— , URITERNRE (BROEEER) | FEMAFRERD.
= SNRRIFRFRE

ATUET T EZSHRIERFREIFTECELZSHRIERF MY BRE , WMSSHIEX LN A JE 2 A T8 R 8
R,

1. 7£ Windows JHaFFE SV RREF RS+ |, TkEIFFHE Citrix StoreFront fik.

2. 1% Citrix StoreFront EIRITHI AN AMEAETEENARET R , RAREEREETEE— N NARIE. EREFSRT , 8
HEHRSHREUEFIE.

3. SR M HFRRF | EERZGHNRIFRFRE.

4. BEERAXZSORIERS RIEE , AN ARERFR AT ER— NN AL,

AR AZSHRIERFSEREHRERS Z ARFAEIREES . EPNARELXZHNSHRIERFEAALZSHRIER
%, FEAEMECE R EEIRXEALZ S HRILIRS AT N AR ERIR).

BAEIRIIE IR NetScaler Gateway

ATPUE T BCBE RS MRS JiBT NetScaler Gateway Vilal & AR JER BB AR BB SHEIE, {UM4ELER
B BRFIEET M NetScaler Gateway EIER , ABERIT HIR{ES.

IR W EIRRUFZIRS NetScaler Gateway , I A{EA%EEERM NetScaler Gateway WiF&#4 /5 , RBIJ#EARIBC MV A
HIEER BBk, EEBAT M NetScaler Gateway HIB” SHEIER , WIREBEZALTEARE , UMERBA A HAES
3% NetScaler Gateway B AL THIE SHRIE,
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FHF XML Service K& 56uE

Nov 27,2017
#N4R StoreFront 5 XenApp 8 XenDesktop i F AR, , FETIZEE Active Directory {54 , Wa] LK StoreFront BCE

S A XenApp F1 XenDesktop XML Service SBAF FB 4 FIZRRDAER

1£ Windows JH& FH N AfEF FETF |, $KEFFHE Citrix StoreFront FERE.

7 Citrix StoreFront ‘EIRITHIANAMERTEENARET R , RRERE TRTAETERSHRRIEAIE.

EERGHEAEAETE L , ANRFEFER > &E TR S TR E BRSRAE.

. f£Validation Password Via (BAFEREA) THZHES | %% Delivery Controllers (Delivery Controller) , #Rjg&
i Configure (BCE) .

5. %8 Configure Delivery Controllers (ECE Delivery Controller) F&E_ERURBRARIN—45Z 4 Delivery Controller

TERUER &R, AfafdE OK (HE) .

BwnNop

. 7£ Windows & RN AfEFFREF |, $#EIFF8 T Citrix StoreFront k.

. 1£ Citrix StoreFront BEIRIFHI B MAN G ERNARE TR , AREBRE TP REEFSHRAEAIX.

. EEHSHRNMEA AR L , ARAFLERN > & E TR AP SRR ERRLRNE.

. f£Validation Password Via (BAFEREAR) THSHS | %E3F Active Directory , SA/55%& OK (HH%E) .

A W N R
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51 XenApp 6.5 BCE Kerberos 2fRZIk

Nov 27,2017

AT LA S TRCE I IR JEE > Kerberos FiR{ESTEE StoreFront 2 74$ f i Kerberos SFRZSIRA) Delivery Controller
RUFS4.

BT EZREH[TED , FXUER— RSB UET RS IFAMECE. MR Citrix StoreFront FIRIEH| & KIERBEFH

RATHMRS R F1E1T. TG , ERXELE MMM ERUERRIRS A , MEEHEERREMRS 2.

1. 7£ Windows JH& &N RFERFF &+ |, $XEFF8 T Citrix StoreFront FERG.

2. 1£ Citrix StoreFront BFIRISHI B AN EEFERNARETR , RAREEREARPEE—NNARE. EREERSRTS , 2
THRLENAMIERE , ARHE Kerberos Fk.

3. %R S FEkEE FA{E A Kerberos ZEk Xt Delivery Controller S THM4IOIE , O 52 AE2E A Kerberos ZIREIR.

StoreFront k-5 XenApp ZEER—IHEHN LI , FHITUTERE.

. 72 WIS L, FTFF MMC Active Directory Users and Computers (MMC Active Directory FA RFITEH|) BIREATT,

. FEMEEA L, Bl SRIhEE.

CEAMERT  BERE TARITENT R, AFIESE StoreFront fR%5.

. TEBRERIET , BT B

. £ Delegation (ZFjK) %&MFK_L , #d Trust this computer for delegation to specified services only ({E{EHITEH K
ZRIKIEERIARS) #0 Use any authentication protocol (fEEESHRIENNY) , e AR,

6. 7£ Add Services (#RMNARS:) SHEIEF , #dr Users or Computers (FBPSOTERM) .

7. 7€ Select Users or Computers (&3 P TE) SHEHEFH Enter the object names to select (B NEIEFHIXTR 4

FR) AEF , B2 \z1T Citrix XML Service (XenApp) KBRS 5 B #R , Rfa e ME.
8. MFIRA L HTTP JRS2EE |, ARG MiE.
. NV BROFRAISTEIE,

v A W N R

Ne]

KA XenApp IRE2SECE Active Directory 25K,

1. 7EigErHIeS L, 3TFF MMC Active Directory Users and Computers (MMC Active Directory FIFFIiHER]) &IEH

JT.
2. HEMERKT , BEEA THRTENT R | RJEERETT StoreFront HACE N5 IE(SH) Citrix XML Service (XenApp) FIAR
S,

3. TERMERMET , T EH.

4. 7£ Delegation (FJk) %ML , a5 Trust this computer for delegation to specified services only ({{5{Eit
TTRARZIRIEERRS) 1 Use any authentication protocol (EREESMHRIETNY) , ARHEHM,

5. £ Add Services (¥RNIAR%) XPEAES , B Users or Computers (FAFskItEAN) .

6. #£ Select Users or Computers (iEZFA et EA,) XVEIEFH Enter the object names to select (3 NZEIEFFH
X EFR) HEF , BEAEAT Citrix XML Service (XenApp) KRS 2B TR , SRR SR THfRE .

7. MFIRAGEHE HOST ARS2EA! |, BATME |, AAFERTARM.,

8. e A PR B HEIET KX R B FRIGEFIET |, NIBITHIRNEHR , RRRTHE.

9. MFFF1EF cifs A Idap fRF2E , REREMHE. /EE : R ldap RS BRPAER |, EEFE— - Sigishlzen
FQDN [LACAHI%ETR .,

10. N IR ASTEIE,
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BEEEFM

REREBEA Kerberos ZREJRES , iEEBATEE.

B

FRAE1ET Kerberos ZIRFIRIIELL FHUTEBSMIIE (FEEEF PIN EBSHRIE) , BRI ssonsvr.exe,

StoreFront #1 Citrix Receiver for Web 15 E & :

& g EFE ssonsvr.exe,

¥ Citrix icaclientadm #4R = Local username and password (A R&MERL) REHFEAARE (354 ssonsvr.exe THEE) .

ZEE jcaclient.adm 15tRk Kerberos & &

¥ StoreFront R4 FREHIT A (FQDN) ZI0E! Internet Explorer B[Sk &5k, EXETFH{EXITA Internet Explorer RERES |, &b {FE AAMA L AE.,
B Py TR,

£ StoreFront fR %525 LB RIBE @S HIIUEF 1% , F£3F Citrix Receiver for Web BRIXTTIE.

StoreFront, Citrix Receiver for Web #1 PIN 1£/RE8E K SN :

% i FJFLE ssonsvr.exe,

EEETFERS ML,

T4 Citrix icaclientadm #4R= ) Local username and password (A8 R4 F%HRL) R E FEMANE (325%) ssonsvr.exe TEE) .
ZEE jcaclient.adm 151Kk Kerberos & &

1£ StoreFront fR 5525 LS EBE RS MIIEATL , 73T Citrix Receiver for Web JZi&AIE.

BHHREERERE RS HIIE , 27 Internet Explorer R£i& B 413t StoreFront ik s gk AL R EAE.

& P TR .

NetScaler Gateway, StoreFront, Citrix Receiver for Web 1 PIN $2/RE8ERFHIIE -

& g FILE ssonsvr.exe,

ERETERIHRIE.

¥ Citrix icaclientadm #4R = Local username and password (ZHbf A& FEERY) REITARS (324 ssonsvr.exe THAE) .

%% icaclientadm #51R Kerberos % &,

1£ StoreFront f§ %525 LS F NetScaler Gateway EIBEHIIEFTIL , 73T Citrix Receiver for Web SR AIA.

EHRCIEREERSMRIE |, iE2E Internet Explorer T2 & E 4% StoreFront 3 i XIigikh{§ AHA R L 1E,

& P e,

{# 3 StoreFront HDX % FACE NetScaler Gateway fIETRE R S IIEMELAth vServer SN , BUBIT RZ SHIIER NetScaler Gateway vServer e ICA &
15

e Citrix Receiver for Windows (AuthManager). 127R#A PIN B8RS HEIEM StoreFront :

% P FLE ssonsvr.exe,

T# Citrix icaclientadm #4R=F# Local username and password (A<l fPEFIHIL) REIEAAE (355 ssonsvr.exe THEE) .
ZEEE jcaclient.adm 15iR Kerberos & &

B Fim i TIE .

1E StoreFront fR%-25 LB AEREFEHIIEAIE,

o Citrix Receiver for Windows (AuthManager), Kerberos #1 StoreFront :

& g FEE ssonsvr.exe,

ALK Citrix icaclient.adm #AR -4 Local username and password (Al fAEMED) REFTANES (4545 ssonsvr.exe THEE) .
ZEE jcaclient.adm 15iR Kerberos & &

FERTFZEXIEM Internet Explorer &% B |, EHERAAHA P L1E,

& s e,

£ StoreFront R %525 L SIS E B S MIIEA X,

RS RE TR -

BE EEREEAYSSBUTERE , TTRESERRENREREAL. Citrk TTARIER EMRmES ERAALS
B BAEEAEBIFUMRR . R TEMRRER TEENK. EMEENRZE , FFLETES.

SFF 32 fitEH, - HKEY_LOCAL_MACHINE\SOFT WARE\Citrix\AuthManagerProtocols\integratedwindows
£ #R : SSONCheckEnabled

A . REG_SZ

{& : true =% false

XtF 64 fitE
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\AuthManagerProtocols\integratedwindows

&R : SSONCheckEnabled
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i 5EERE R MIRIE

Jun 04, 2018
AN RENAT AR StoreFront MFFAFFAFREERRIHRIETSRNES. ARFREEIRSRNOEE RN ,
BERA T ERISA,

[ eor 1 Citrix BRI ERERECE
This overview for configuring a Citrix deployment for smart cards uses a specific smart card type. Note that
similar steps apply to smart cards from other vendors.

WA R

o TH{RTEITXIBRE StoreFront BRE-25M Microsoft Active Directory 18ak#&-5 StoreFront R 2818 B8 BN AR X RN
IWNECE TR B Pk .,

o MR REREEREBSHIE , FHRENERERLRIFLRE . FEMEFLEMECE DU A PIN 175K 08 VX
A=,

o IR A EmAN BFERFFIHETT Vitual Delivery Agent (IEIMLERYIEM, E REMN AR EERTEM., BRBEERS
XenDesktop A& RAKFMREE , ESRTEER,

o UREURIERT , ERAHIREMELE T AAERNLEM. HIASTXS Active Directory BREIERGECE T K FILSTEIER I B AT ARTAH
ITRAERRAE.

ACE NetScaler Gateway

e 7E NetScaler Gateway & & L , WRIEPBMAYMMANE R B HIED. BRFHMER , BSRTIIFEIEILA,

o ERFH _ETEARMAEMERER A AEBMEBMRVMMMRIER. BXFMEES , E2 7L NetScaler Gateway %R
.

o ABHTE FInE B S MBI SIEHECE EMRSF . AZIEPBRHIIER , 78 SubjectAltName:PrincipalName PAMIE
PREAAER. RE , FXRIESES EIUIRS R ITECE BIR S SE KB FImiER. BXFMER S RICENLT
E B FInEB SRR,

o RKIEPIMANAMRERSEREIURSF 5. BRFAEE | BSPPRARERRINE RS 45,

o NHRA FECESHRIREILERMNIEIN T A< BHSMEI EIUIR S SF ZRIBUEIRAIER , MAREZ N EIURS .
B BIAIRS 2R , BERLERTE SSU) ST ERE AmSHRIE. AXFHMER  BERILEEERSHRIL.
B, M5 StoreFront FCE NIBId ICARS MK EEIAIR 525K F PR IR REUMER SR, A PREREIE— D EURS 2 |
B EMRS /AT EXDAARIR. WRCERELER , BFRTTHR NetScaler Gateway WIFS#4 , (EFEHWAH PIN
ERHKEMNARERF. BRIEETAFRAERIMEMERERREANEREBXFHEIE , BNTUBEERRESICE
B REIIRS 2 A SR R R IR,

o BIEAT M NetScaler Gateway %E#E! StoreFront KISIVERIEAACE S | IR XL SRS TSP E 2AR R A0 B4R 55
2. AREMEE , ES MBI NetScaler Gateway ijj[a) StoreFront,

o INRWE T StoreFront EHEHI IR S 23 BCECA ESKX T B B (5T R FumuE BEHARAE , MR 5 — 1 Bk S
25, LA StoreFront $24E[E3E URL, MEEIAARS 251X StoreFront £/ , FALARIESRE NetScaler Gateway & & &
K, AZBRS SR TR EARAE]. SEHHTE FEmE RS MR , FERIMREIURS S , FK StoreFront Joikie
WEFRIITEREAE. BRFEMER | BSRERERS 2.

B & StoreFront

o W HTTPS AT StoreFront A1 RS ZAMIES , UEREEESMHMIIE, Bid7E Microsoft Internet Information
Services (I1S) F#KEY SSLIEH |, AR5 % HTTPS 8B RMNEIZRIA Web S & , i HTTPS BLE Microsoft Internet
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Information Services (I1S), BX7E IIS FRIRERFZZERAIEMEE |, WS http//technet.microsoft.com/zh-
cn/library/hh831637 .aspx#CreateCertificate, 36 HTTPS 48 RME IS LR BFAEE |, 55N
http://technet.microsoft.com/zh-cn/library/hh831632.aspx#SSLBinding,

o INREEEKEHE StoreFront URL i) HTTPS E#eEpAIR (4% FuimiE+ | VE1E StoreFront fR%-28 LACE 1S,
L StoreFront B , 1S FHIBHABLE{XEK StoreFront SHIIEARFHNEBFMAIAIE URL i HTTPS EHR (£% FumiE
B, FRLEER , FeEERPAEERERZESKSHIIE , FFETURIEMNAK Windows KIERE , AFH AlikgE
ERER , MATEZNHITHHRIE.

BNSR 11S BLE 4T XT BT StoreFront URL i HTTPS iEHISZSKIZ MR Fumul+ , NIEBERA FIUiAEd NetScaler
Gateway #HTiE# , FETAERZ B HHEIE. MRARE LRRT ZEeR , ArymERsR. ZEAM IS it
B, SRS NN AR E T E—RSER L FENS ﬁﬁﬁlfﬂ‘ﬁﬁﬁ I A JEEE % FumiER, BEAh |, FEACE
IS EEXR FUFHEABEET HTTPS 3E#2IfTA StoreFront URL ; iX—ACE -5 Citrix Receiver for Web & S B4
RAUEAIZR, Eit , MAEARFTEHRT Citrix Receiver for Web EFumﬁlﬂHﬂ@%lttﬁﬂﬁ

. itﬁ}FEEE StoreFront., 1RIEFEVRSHEERS IFAMNY AREIE. RECE BT NetScaler Gateway #H{TIEFEAA] |
B EREIE AN (VPN) k. BXRFEAER B RLEMNEE StoreFront,

o AINEBMLE At 5 BT YT StoreFront ERERSMAIIE. AIBIT NetScaler Gateway Vila) i FIR & ERER A
£, J3F NetScaler Gateway HIB G ML I% , AR StoreFront BLE A¥-EIRRIEZRIRES NetScaler Gateway, &R
EMNIBH A PR % &3 Citrix Receiver for Windows Bt XIS AR B S AL , EEABERSMNEUE. BXFEAE
B, BERLESHRIERS.

AR EEER 3T Citrix Receiver for Web & Fum B AI8IE , A& Citrix Receiver for Web st i3 JB FZ S 58IE
Fik, BREMEE , BSEECE Citrix Receiver for Web it s y8H.,

WMRFEERE FA S FHIRANEBRIRB EXFHIE , FAREAA L MELSHRIEAE.

o MEITRIEEE I NIBB R 8 & %3 Citrix Receiver for Windows B SR E B S IE |, 548N B R default.ica 3¢
%, MER AR AN AREFN SRR FEEREREE. AXFAEE | 1§29 Citrix Receiver for Windows J3
REgEEEESHRIE.

o MRMIBRTINATHRAEERBTRFNB—E& NetScaler Gateway BHRS25 , X T N AR B2t S @A BREF
HIEE | NECE BT ISR S s X EIEREH TREM NetScaler Gateway J5H. BXEMEE |, B ANERELE
={* HDX B& .

o EAVFERMNITEA Windows RENEEZHAAEREERERIEE , BoREMRENRNEERIMIE. BXFME
B, BEAREEmRRI R,

ARIEEFWREE T FMEXFHIIERF AL , FTAMER AESRE FHIR AN EREX TR TER.

o SFF{# 1T Citrix Desktop Lock B M NS EEIZFMER PC A, , IR EAFHFAERERHITEHRIE |, &4
XenApp Services URL B FIEREREBSMINE. BXRFMER , ESHELE XenApp Services URL IS4,

FERF &&

o MHIRTEFTE A FRE LMV RN RERF B,

o MEAAEARMNIZH Windows REERSE , N{EAAHEE APPRAIK ~%% Receiver for Windows Enterprise, ¥
Internet Explorer BLE M7ELFIER T B3N , HAEREFHNEREME W R, BEE , SAREWHR URLEHKXNE,
¥ 2ERF A R IRNE] Internet Explorer f)“AH#h Intranet”sk ‘Al {Fuh s X%, FERHIA R RURIT HEERERE SRR R
FERTRUARN AEEFRRRIRG , ERE Citrix Desktop Lock, HXREMEE , ES Y% Desktop Lock,

o MRAFEAMNBHEmEEMER PC, N(FAEBEHE AR FZR% Receiver for Windows Enterprise, A4E
I A JERCE BB XenApp Services URL K] Receiver for Windows, FERIART LB BEEREFENR & FH B T AARIN AR
JEFRRIRE , 5% Citrix Desktop Lock, BXRFMIEE. , 5874 Desktop Lock,
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o ST BHMAF , A FIRE RN IRAM Citrix Receiver, B AEBEMNBRIZE KBS XenDesktop
XenApp FREREIRER | B AAABIE ZATRAIK S N as S RE A # A /includeSSON %I %% Receiver for
Windows, HXEFEMER , B2 RAEAGSITSHELEMN LK Receiver for Windows,

R (R TR RE Bk AN T A SERE 4T T 2T R S BAFALE Receiver for Windows, BCEISRGERGES |, {F AR ESTRISHE
F K AT EEIEE Receiver for Windows 48 5kBE ST R ARAMR 4 icaclient.adm S AEIEHIZEF. ERESRMRE  5E
R & ERAKER X S RiaeS RECERR . BREMES | BRI AR S IERACE Receiver,

BREREESHRIIER, ERARFEREEEIEEERSHRIE , EEEX PIN (FREBSMHRIE, A, EEAFAEEE
EIREIE{Z$E) XenDesktop 1 XenApp , & /S A A P4 BRI FER AT FTE ICAEFRRITEESHRIE. &
KEMER B ICARES %,

TERMABERENAF |, MR AFEREREIEEIE{£$ 2] XenDesktop #1 XenApp , i&¥ N AR JE URL A& NE)
Internet Explorer ] it Intranet” sk Al {53k mUBIE ., EHIRIEAXIBM T LR E P E A LA P2 B e %
K.

o WHNE , WEAELUMARNEFRENAEE (4TRBMETHNAS) 3 NetScaler Gateway B4 (X Tizf2H
) HHEEREE. AXNREERRARPIEREE S Citri Receiver,

71 Receiver for Windows [Z2F{E B ERERH BB S HIIE

TEM IR B P& & %3k Receiver for Windows B , ATRA G R EIBSHEIE. Z1EM Fiila) XenDesktop 1 XenApp FE&E )
HEMNY RREFSREEREIREBIEE , TYREN RS default.ica 3C#F.

BT EZREA[ED  FXUER—ERSSUE RS IR[AMACE. MR Citrix StoreFront EIRIEH| & KIERBEFH

HAEARRS 2R DIZ1T. TR BRI E T E SEER R S A4 |, PMEE FEBE R MRS =5,

1. {FAXAYRIEZSFT TN ARG default.ica Xt |, A SUHFIRE T Clinetpub\wwwroot\Citrix\storename\App_Data\ B
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ZHIRE R T ER FQDN |, storename A7EH3E 3 AN AR JEHEE B FR.

EE : 12 StoreFront BLE , 2R web.config XHEECE T $% LogoffAction="terminate" , fjjRlt KL FHIAIFRI R
JER Citirx Receiver for Web £3BRARA 1L, BEATAZE Clinetpub\wwwroot\Citrix\storename\ F#k%! web.config 3¢
¥, 2 storename AN ABEN AHEIEEMEIR. FBRXLLTEERAL , VAR IEEEFERR XenApp RS-25 4
S RMEE XMLIESKEM , 20 XenApp #1 XenDesktop 3ta4h AZ&" Citrix XML Service i[O FlE1EF B,
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METSEEZNAREES XHENSE ERUHESERE S N AR EHNERFME BRI | 815 N A SR E KT
NetScaler Gateway FPEFSHR, R XLETEHRHEA R - |, MFEEEBFIRN AR SRS EB3ALE Citrix Receiver, F3
FEa] A Receiver for Web x5 $5BX Citrix Receiver B £ 3.

BT AZREH[BEPR , FXAUER— RS FUAE MRS [ERECE. #fR Citrix StoreFront ‘BEIEIEHI & R EEREF K
HAEMARS 28 EiE1T. TlJE , EE I E T E S ER RS 254 , DUBRE IR E T N E ARS8
1. 7€ Windows Fri4 kv FBFERF frs |, $KEIFE8a o Citrix StoreFront iy, #E Citrix StoreFront BTE%HI & K Z M A&

RN RS R
2. REFBAZ N NARENFRAEENESE XY  BERMEERT AT SHE NANEESEXY , ARERERS7EHXH
PN RESE.

3. BESHIHERY BA ar BEEXHREFDIMNETREENE.
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A RUE S A TRE Y AR IS {24 1E R 74§ Citrix Receiver BLE fF AT HFHFRIK P& FQDN B2 1N AfE 2
A FARMBIEK AR, BOAMERT , CBNARIEE  ZNARESEBRA—ANER , AATERILT 5 XN Af)E
) StoreFront FREEH HZRMNZY Citrix Receiver ., [EHRN AR IEH AR N AR EREDTTAE , 2R W08 Citrix

Receiver FFNECE ({#FFARE URLEBEEIH) MABEREREAGEE. EREXIEHBNYBEENAL | ERITASN AR
JEES.

BE  AZREBHEF , FAUER—E RS FIAERRS IAMBLE. R Citrix StoreFront BIEIEH| & R ETPEFTH

HAEARRS 25 Eiz1T. e | B ELE T ESUEER RS 234 |, DMEEFEZ P RE AR S 25,

1. 7£ Windows JHA&FHe N RFRFFEF |, #2158 F Citrix StoreFront F4R.

2. %£ Citrix StoreFront EIRIFHI A NANERFIEE NABET R , AEEREERTRERENABRIERE > NSV A/l
J&.

3. NSV ARERE L |, ERA SN AL SNy AR )E .
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BB N AR ER AR FIR
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AT LA HATEIER Controller {27 MFNMIfR XenDesktop. XenApp F1 App Controller FHE N FRIE IR , RS HIZ (it
XL EIRR IR S 2R HVERS B

BE  AZRFETEFR , FXAUER—ARFF[UERRS SAMAE. R Citrix StoreFront BIFITH| A KETEFTH
HUEMRS 2R 51T, TR |, BT E T E BRI RS 254 , DUEEIEEPREARARS 2.

1
2.

10.

1£ Windows FHi& RN A F R+ |, $kEIFH8E Citrix StoreFront R4k,
1£ Citrix StoreFront BIEEHI AN AN ERFEERNAFET R , RAEEERERPER—INAEE. EREERT , 2
HEIE Delivery Controller,

. =518 Delivery Controller XfiE#ES , BRI ATH K EHAD XenDesktop, XenApp % App Controller 3338 i) £ EAN L FAFE

FIMNZNBfER., BB E | 57 Delivery Controller 3IRPIEFAMN&E , RiedEmiEs. BEIEEINA
FERIFHREERMMTIR , EIFIRTEFEN SR , ARRdhR.

. FEAIN Controller 5k4w$E Controller SHIEAET , FEE—METRARAKEE L , FEREELN AR ERENRIRZH

XenDesktop, XenApp &2 AppController $2ft. X4F App Controller 583 , iG#HIRFTIE R BT A BB EHTEE.

. AR EZRN XenDesktop 3k XenApp RS ZHHNFEAEE | EHREHITER 6. BTN BiERISH App Controller EIEK)

Y FRfEFF , B FERRS23ETH A App Controller A& A FREK IP #ulik , FFHERE StoreFront % #& App Controller B ]
WA, BUARAA 443, HEHITHIER 10,

- RIBE N AR JE#k{FH XenDesktop 8k XenApp 12 (AR EAMN FAFEFF , FRERMUMA RS 2T B HRE P sk, T55E

% GRS RS E i RS | BREUAT web.config XTEMELE AR, (ANMHFIEFTR) . BHARBGRET
a1, MREETHRERD | BIRMERIAFS L LB LR EREEBIIF. T XenDesktop it , 1214t Delivery
Controller KIEHH{EE. XF XenApp 3% , 31t i=4T Citrix XML Service (RS 25. ESBURSIRMB TR IP ok , EIEAR
FERFIRPEFMN LB IR EmE. ERINIRFR—NKBEFRERR , TRUZLE StoreFront SRS 2B AMZ A
BIB] IR,

. MR R PSR E AR SRS 2585/ StoreFront &SR,

o TEIIRMBANEREREBURE | HEHE HTTP, MREFHEM , NARBITRHFRESHE , MR StoreFront 5k%
W/ IEEENR L,

o TEGHEARLERTE (SSL) REMER DM (TLS) RS HTTP EEABMUR , B HTTPS, F15RA XenDesktop
AN XenApp PRS- 25 6 R I , ERAIRHK Citrix XML Service iR & 415 Microsoft Internet Information Services (I1S) 2=
HugO , 308 1S BCE AR HTTPS,

o ZiBIT5 XenApp IRF&5 2 RINRLIEEREIIE , DMER SSL Relay PUTEANSHIUEMBAENE , 1E1%E#F SSL
Relay,

TEE : mR{EMA HTTPS 8k SSL Relay k{1 StoreFront 5RF-#8 2 FHIEHER S | EHRERSHRIIRPIEENEHRTX

LREFAED LNEHRTE—H (BEXNE) .

. ¥EXE StoreFront EEMR K25 AT AMELO. @ HTTP # SSL Relay HIZEENZALRA A/ 80 , HTTPS EEEMIZALG O A

443, YT XenDesktop 1 XenApp fR%52% , FEE MmO W22 Citrix XML Service ffs RGO .

. WRE{EF SSL Relay #fR StoreFront 5 XenApp fR55-25 Z [BIFIEHR L , 61E SSL Relay ¥ HAEHE5E SSL Relay f) TCP

YO, ZRASEO K 443, B{EEHEST SSL Relay (RATA RS R R E HL AR —3HO.
BERARE. RO AR JERCE IR (T XenDesktop, XenApp 1 App Controller BB EFHEIR. IRIEFEERL
1% 3% 10 , BAFE Delivery Controller 3I|3ReARINEE B ERE
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‘ZIREIT NetScaler Gateway Xf [ F JE I FE R

Jun 04, 2018
A PUB IS AT AR B S R A FARAR 0 F A EC B 83T NetScaler Gateway ST R JERIR), ToiEMT RESH%
WERORY PR JER BB 3T NetScaler Gateway BHTIEFEE).

BT EZREH[TED , FXUER— RSB UET RS IFAMECE. MR Citrix StoreFront FIRIEH| & KIERBEFH
RATHMRS R 51T, TG , ERXIECE T E e %R RS 540 |, IMEEHEBER MRS 25 .
1. 7£ Windows JH& &N RFERFF &+ |, $XEFF8 T Citrix StoreFront FERG.
2. 1£ Citrix StoreFront BFIRISHI B AN EEFERNARETR , RAREEREARPEE—NNARE. EREERSRTS , 2
HRCE TR SRR E.
3. FERCEEFAEARIRESNEIET |, T6E WA BMNEIERM A PR BRAR A sERE BT NetScaler Gateway el IR JE.
o ERNABEREANNABMEFRAFATA | B UAEEF BAERE R, X, IENEME KA -7 68
ViRl RS,
o TRAEARAA |, VB B FEAE R,
o E{FZN ARSI LA RIF R AEE1T NetScaler Gateway A , &I VPN BiE. BATUEREERE
NetScaler Gateway , LT {&£ M NetScaler Gateway ifffF.
o ZREILLEHETFE (SSL) L ML (VPN) B E RGN AR JE AR IEBRILE SR A IR |, 150 7c% VPN 18
&, FPEZEFA NetScaler Gateway #4237 VPN @i,
R K /ZH NetScaler Gateway HEESHEIEATL , NEREXN N AR EREAEARN |, ¥BaEREAE. Arm
NetScaler Gateway ®iF&# 5 , BN ] fE/(R B C N AR B 3B R,

4. JREZREFEARE , EM NetScaler Gateway & & 3R+ 1 A A BT ARRZN ARIENEE. oz AR EFR
HibN AR EN A EEEERTESIRT |, HERE. RFEESIRFPAMELEE | FRTRM, B0, ELRE
PUATIHIR 16,

5. 7£ General Settings (E#MI&E) WA , A NetScaler Gateway EFEFEEETH AIRAKEFR.

FA ¥ #E Citrix Receiver P BEILIEEMERE IR , Bt , BEZXEHRPEEHEXREE  LEBAFREERERAAEE.
%120 , ATRAE NetScaler Gateway FIER B RE2FFEEHIRGEREE | MER FeEBEMRRIRETHAMEMEFE AN
HBE,

6. FEPEWMNEIURSZZHA TR R (XFTF Access Gateway 5.0) B URL, 55EEBEHE A=A
StoreFront F}E M TLREKIHE (FQDN) AsME— , FEARET NetScaler Gateway FEHUBRS#3H0 FQDN, AZFFEXY
StoreFront #1 NetScaler Gateway B3R S-251% F4EEIRI FQDN,

7. WNRERM Access Gateway 5.0 3E |, IREMITLSIR 9. BN , WETETE NetScaler Gateway REHFM IP ik (Z0RF
) . Access Gateway 9.3 REESRATSEFM IP itk , (BXIAE SHF=RMS , b2 %M,
F ML TE NetScaler Gateway FIRRRESHEIMEF ARS8 3 TIEFR A RS 1P ik, i TR
NetScaler Gateway R & HIRRET IP ok, ANRIEE T FM IP H#idk , U StoreFront {# FhZHIBAIFE NG K B2 BRE 1S
w’E.

8. IR ERNMIZST NetScaler Gateway IR , 1B WERIETIFFRFP 168 2 BIFEIR & LA Citrix Receiver i FECE NS HEUE
Fik.
PRITIR LA < NetScaler Gateway BEBLEREERRINEIN AR IENE R X+ . X{# Citrix Receiver ] AFEE REXR
WA RN ANEREK.

o MMREE M i A\H Microsoft Active Directory 14515 , E%FE,
o MREKRAFHANTE SRR SERE , FEERESM.
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10.

11.

12.

13.

14.

15.
16.

o MNRTKA PRI NISEREMMR 2 SRGHS AN | FEFHIMNTE S,

o MRERAFAWMNETRELEN—RMER | EIEE SMS SHRIE,

o MRTKAFIRHLERERIFMA PIN | B ERER.

MRAERERIHRIUERE THBISHRIEA A (LA EERRILRENTTURIREZF ) | ENEREREIRY IR+ 1%
FEHMBHRIE IR, BEHITHER 10,

. TR Access Gateway 5.0 582 |, BIERA PSR RQEEMIIRETIEE | KEERETH Access Controller fR%254+E

B, MRBEARMBFE BRI T8 , ARREPITHIR 11,

MR ESTXT NetScaler Gateway 384 Access Gateway 5.0 X &AL E StoreFront , JE7EENE URL 1EH3HE NetScaler
Gateway SIIEARS URL., StoreFront £EZAMA URL MIFRAESRSY. BT —4 , REBUTHR 13,

B N R & NERATIE]# URL, StoreFront 3%3% NetScaler Gateway SAKIFARSE , BARIEM NetScaler Gateway UnZIEK
HREBKRBLRE.

FE4SY Access Gateway 5.0 #&EACE StoreFront , HER & WHE LS IE I BEEFRZM IP Hiksk FQDN |, RfgadTF—
*.

ERRATRRGHIAE A L , 5IH 4 Access Controller fR%-28 EIZ1 TS A EAEAR S URL, IRINZ & RS-2549 URL A
JBRBEINEE , FHRIMERINFS L X LR S S AR BEEESINF, BT —5.

StoreFront {# A S HEAIE AR S XEFE B P TE ML , MER A ITEE RN BB EHH N\ EIE.

STFABEERE |, NREE TN AR ET15H XenDesktop B XenApp 124t &EIR , E7E Secure Ticket Authority (STA) TR
FFHIETT STA KIARS238) URL, IRINZ A STA K URL DUSFR4EDIRE , FHRMMARIUFS L XL AR 5 25 DUR B TS
7=

STAFEET XenDesktop #1 XenApp k%525 L , AL STERIELIEROEHAEK ., XEELVE FARM A T XHi7(a) XenDesktop
F1 XenApp iR 1T SHARIEFNIEAN A ELALL .

R A EE XenDesktop # XenApp 7£ Citrix Receiver =33 B shEFMERAEPE KT ASERIFAEITIERE | BEh BR4LE
ATEMERE, REET 24 STA , HFEFEHRSETEMIAAN A |, E1%F Request tickets fromtwo STAs, where
available (MBI STAVEKRIRANRATA)) SEHE.,

% Request tickets fromtwo STAs, where available (MBI STAESKREZIRGNR T B)) Ei%ESR , StoreFront $AFIA
AR STARRAVERE , XA, B{E—4 STA ESEERRPTREATH , BradthAistwr. mRETHTREITTE
5™/~ STABHTIE(E , StoreFront K EIREERHA STA,

BB , ¥ NetScaler Gateway ERZRMNE LTIV RN EXTEIERKS RS,
RIEFEERHLR 4 ZE 15, ¥FEZ NetScaler Gateway HFEZRME] NetScaler Gateway ®&ZFIFRS . NFRBITIES|FKF 1L
B/ &ERBRED S/ EEHITAR , EHEE BT ARNA N AR EREHATEE.
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Sy =z

JBEEL

B StoreFront3.12 i , JLIAFE StoreFront B3HEHIAECE N INRE. ANRFKE StoreFront3.12 , AT AZRESRAE FRLLINRE, EEBUE
BCE | i PowerShell cmdlet Update-DSGenericApplications,

BREFHIRAF K StoreFront FIEEH| & FECEMTHEERSE |, 1§51 StoreFront3.11 ¥ Citrix Online ££/—3C.

Update-DSGenericApplications

NAME
Update-DSGenericApplications

SYNOPSIS
SR AR JE AR S I8 Y AR FFRE.

BIR

Update-DSGenericApplications [[-StoreServiceSiteld] ] [[-StoreServiceVirtualPath] ] [[-GoToMeetingEnabled] ] [[-
GoToMeetingDeliveryOption] ] [[-GoToWebinarEnabled] ] [[-GoToWebinarDeliveryOption] ] [[-GoToTrainingEnabled] ] [[-
GoToTrainingDeliveryOption] ][]

VtAA
BTFEHNAEERSAER (Citrix Online) ThEER cmdlet ,
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B StoreFront v AR EBCE AL F IV TREUETE
fi#
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MARZAS 2.0 Frg , StoreFront NE{EF SQL ¥R R HITISIE. Citrix £/ Windows $EFMEIR T SQLEWEE , &
Rk StoreFront B , THEEMIMCLE., REIELSW Windows BUREFMAM KRG StoreFront R%25 L. 7
StoreFront RF AR F , B ARSI/ AL EN BEJE T E A TRBIENRIA. HEBIREHEEI RS 25 AT BANE
EHRAITE. ZOABRT |, StoreFront &N ARIEEAE—MUERM. S/ TREIBFEMIM T8N AmE
BHTEH.

FENRAWEEREN , EIF ABEFERAFAN RN AR EECE StoreFront , —MATIEIT NetScaler Gateway E4MiBY;
IR, A—MNATEE A LAN ZERERARIRIR, R FE S AREJE web.config 304, BIRTIE4MER" 1 “PEB N AR JE AT
BARZ N BITREEFE.

TR N R JE R H X AT REERFEROAE LT, ARG TRIRE—IRFR. FR R I AnsM R R —
BIRRS , KN AR EECE AR A RITRSIE T S eEME RIS, BT HFZMITRBIERME , BrsyiTREH TR
I R SNER = PER M R IE B TR R E.

o GANNFARJEEME —A web.config 3T , ST Cinetpub\wwwroot\citrix\<storename> /1,
o GANNAMJE web.config #FEE1T RN AR JE IR S FOE Pt m .

StoreName>" authenticationMode="windows" transferMode="Streamed">

BN ARERT R T AT E -

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__ Citrix_<StoreName>
BEMANARE XTSRS ME AR — A NMAREER S —NARER TTRARS IR, MRERSS HNE , fiF
BB 55256 A H RN EE XN AR EXH it Z R ZHIRFERAERIA,

AE . SRS LEER XenApp, XenDesktop #1 AppC #5528 SUAERAILELD ; BRI, ATRES I AR E LT
FITHES A—BHER. (4N B JERIFRE— StoreFront JR%-28 SRS RATPE LAY |, A IR EMELE.
StoreFront iTRA%IB MG S

1. 84> StoreFront ¥} L , (ERCEATTIF SMBN ARJE web.config XHFIHERE Fikinm. 6140 :

External" authenticationMode="windows" transferMode="Streamed">

2. Y AN RSB R AS BRI SE L m AR —2K

Internal" authenticationMode="windows" transferMode="Streamed">

3. WRfEM StoreFront fRFAF4AE , FRXFET R web.config LI TR ERUEHRZIFTAHT A,
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ATMERREN ARERE PR SRE THACE SR AR E R,
M AT 2R

AN RFARTER

REERERELE
RS AR EE )

B EITRIKEER IR
TB{SHETRARR

SRS

JE R EA S

BREETM

IR RIRRHR AR 5T

W EIRREFERRET)
IR RIR IR

FAEMEH LR

HARMZNIHHETIR

Bm ICAR P& R

TSRS —H

MR IEEERIRER

STIARRE g B 7~ Desktop Viewer

Important

EZREHIIEF , B UER—EBRSF[IUTRRS 2ANACE. #HfR Citrix StoreFront BIRIEH) & K 1EERE F T H MRS 25
HiEf7. TR EEECE T E SRR RS A, DMEE R E R AR 28

1. 7£ Windows FH&FHeN AFEFFREF |, $kEIFF 8 Citrix StoreFront w4k,
2. %£ Citrix StoreFront ‘EIRIFHI A NANERPEZEN BEEN R , AT RERPER—ANNEAEE , REEBRAE BTRPE
BEENA®ERE.
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3. AERENARERENE L , ERSEEE SRR ENSKER , MEMBNER , ARATHE.

HuHfF TSR

ATUBEPITEHREREESTEE BIRS SHERMIESER . BARE IR DnsPort, fESKRE H PR R T Hisk s
P, EEA TR —

Dns
DnsPort
IPV4
IPV4Port
DotPort
Uri
NoChange

RN R
AIEERBEN HOX VBN BFAFER. BOAMEA B,

AUEE I TEHEREEFET AN AFERTERRIEE , AeRTHE.
ATFEFMERRE

IS R B EEFNESE HDX &8, FAMEA B,

AIEE I TEHEREEFEFATFENERSERIEE , ARATHE NERASEEMEE.
RVFRRA S R E TE )

AEE P TEHEREES ERSERESHR R EER. RETRAXERETME , AT RS 40 Windows 55
SO B AHIT BATLA SRR . IR SCIF SR B HEMRHE Windows SC#F3% (20 \Documents 1 \Desktop) , TLiIRIERLE
A, ENRA AR A B IR,

ATRUB I P TSR E 5515 BB HET AAVPRIA S SR E R A REAELE B AR EE M |, A5 A THiE.
JREIEBTTRIAEER IR

StoreFront X344~ XenDesktop Broker 1 XenApp fR #5121 TE HIEI TIRIUMEE |, DARKB &R S 25 7] MR, ZRhA
FE5 45+ (00:01:00), FTRUBEPIT SHEREEHIEER/AETRKERAEN , AFREMERTIEI TR ERIRE,

B {EH IR

EOAMBLUT , StoreFront & AN MRAEIR A RIRKIAR S 25 TR L FIEROE RS FE 30 M/, EBEZAARM 1A)E , iR
WHOARTH, TTRUE T PITEREE TS EREANE , ARRATHE TR XLRE.

R B

AJAFEES Delivery Controller AL YA RIS FFHIME. BIAEA 6.
ATUE T PITERRE ST R YIAER SN, RFRTHE
JE PR 2
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AIRAEA (835F) 5 Delivery Controller (3 TIB{S. BUAEA A",
ATEEPITESHEREESIEF (SEUEET) BRARSEMEEEIEE , SRR THHE.
EREETFREATTE

MBET , ERFMENARETRL TERKES. BREEFG , StoreFront &REBE—AEXKFH , MARESXFTEN
PE—NEET , FEERRMPEHREERERS. ERERTHIEREAE  AHENTRLERTE SSL) &%, '

EREZTM , ERENARELEX S, TUEHTERREEFETERAEEFRAITEIREE , ARaamE s
EETRAITEN.

IR IRERHEERA K T)
ATRURHR R T IR RIR. TEE R R T BRUMRENAE R XETY. BAREN NEISAHRMET R

ISR,

ATBE PITEHREREA S EFTIREIROEHERR R T) , BEERKAN , EMAKBRTIETRHAUS SHRRXET
Fk , RIRBEHRE.

‘Configure Store Settings - Store

StoreFront Mdvanced Settings

Conhigune sdvanted sertings with Saution

e Susbrncripdioens
Kerberos Delogatian

Oiptimal HDX Reuting

Citsix Online Integratian

Apphy

TR EIRIRBIERRGET)
ARUREE KR TIIRLANRIR. 18Ea8 X TEBRUMEENEHRCRY. BAREN NEIRAHRMEARIR

KR,

AU PITHEREAFERTIRTIREREBNRET) , BEERNAN , EMARBEFTAETHAUS S ORI <ET
FIk , RIATHE.

WIRRIRARER)

EHEERFMETEENRIRER, AREN RTIREENE RIELRLY).

BT HITEHEREFEFEFTIRTIROERER) , ATHERNAN , EEBREREFTEENTIREE , RERTHE.
FAMEEE LR

FERE KIEEIAR[E Delivery Controller )FAERE LR, BOARE A0 (ThRH)".

ARUEE I TEHREREEFEEFAMERLER AT, ReREHE.
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FAEMBHIZEE TR

TERE FH1THE Z BT Delivery Controller (¥ & TR, EIAEA 3.

ATUE I P THERE EFEFHAMENIHBE TR , MA— T , AeBEHE.
BE: ICAR Fin &R

{#FH Citrix Receiver for Web A g ID B = .ica oI E it 2 #RigE. R |, Citrix Receiver BI5E R g4
. ZOAEAFK.

B PITEERBEES ETER ICA BEUgLREIEE , REREHE.
BRSE—HK

FARSZALLI , StoreFront s&H AT SHRUEKM 5B TR N ARERM SR —2. MREFA— , AP mEmitT
SHRIE, PIRNEREIRIBRAER. BAMEARBR.

AUEEPITEHEREAFETERSE—BEISIE , RFATHE.

MRS BEEEURER

15 =5 Delivery Controller BHTIE{SHIAE , B MKESE , SRHIMCHARTA. BIAMEA 1,
AEE HITEHEREEFEFRFF[BEZR , AT, RARREHE.
Xt|HhR % Fim 2 7R Desktop Viewer

T8 A P ABRRE PR H R i 2 A2 7R Citrix Desktop Viewer @AM AR, IIAER X,
ATRUEE B TSR R BTSSP X BRE Fin B R Desktop ViewerS itk , 4R R i .

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.90



=18 Citrix Receiver for Web ¥ =y

Nov 27,2017

FIF Citrix Receiver for Web , TN B FMR & L2 MM RN FIFEF. BURFISmE. {# StoreFront 4 Citrix Receiver for Web B Citrix Receiver for Web [z FiF2

P,

{$ F3 StoreFront EIiz%I & H4TLLT Citrix Receiver for Web #8515 :

A% Citrix Receiver for
Web ¥ i,

Bl & Citrix Receiver for
Web ¥i A

B3 Citrix Receiver for Web s & , {8 ] BUEE Web TWERN BRJE.

&% Receiver for Web ¥ SR E .

B & X4 — Citrix Receiver
KBS ST T

B M ETEAGEN AR

StoreFront EIRTFFEHAMESE—A AL, 55— ARIREEFEIRR HTMLS F AL,

AEA R P ARE A E 2R S Z AR AkEE N TR FF4A.

AoE TR T2l

BCE Citrix Receiver for
HTML5 X$3) $E 255~
£/

TAEXZHIThREE N FAFE Frae Bl A PR & 2 B850,

e 3 A PIE g A = (E A Citrix Receiver for HTMLS R RIERESE), EHEENATFEFE
BELEBHRIB N EZHEMRH K Citrix Receiver for Web ¥ gx , MAR BRFEFIEIRA.

A 18 {5 R B B (R AN
ER50)%

ZHABILT , Citrix Receiver for Web 3 s X KEX N AR JE I SKEE= N4 /a 8. B{E=
REB—xfa , NRABEEEAARTTH, JUERBHARE.

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.91



http://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/create-receiver-for-web-sites.html
http://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/configure-receiver-for-web-sites.html
http://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/unified-receiver-experience.html
http://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/manage-app-groups.html
http://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/workspace-control.html
http://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/html5-tabs.html
http://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/communication-timeout.html

13 Citrix Receiver for Web uh 5

Nov 27,2017

AT PUR T BT Web 3 S {E% 70 Receiver for Web S/ , {# 3 FaEfg i@ Web TELARIN FBRJE.

BT AZREF[MBEF  F-RUER—EBRSH[UESURS HAMABCE. #HR Citrix StoreFront EIFISH| & R IEFEFH

REARSER E1T. TTRE , EEXIILE T EREERIR S 252 , MEREHEREFRNE MRS 25,

1. #£ Windows Fria &k R F &+ |, $RE)FFH S Citrix StoreFront ARG,

2. 7£ Citrix StoreFront EIB=H| A AN EE P EEN FRED R , WERENEAIZ Citrix Receiver for Web % SRR FIR
JE , RBRTERERIE T RTEIE Receiver for Web by,

3. BAERMNAIEEH Citrix Receiver for Web St &, #E“Web Sh &2 ERFEE AT EM URL , RGBT T—5.

4. ¥E4% Citrix Receiver (ki FF 8 F—2,

5. TE—MEHRRAEATL BT , REfE Rl F R TR,
R B r—4 URL , BB e PUE X URL ij3]8) Citrix Receiver for Web ¥, & Citrix Receiver for Web ¥ Ri&E
FIE(EE | ESMIRCE Citrix Receiver for Web S,

ZHABAT , YA FPBITIEIT Windows 2k Mac OS X i1t EA17(8) Receiver for Web S s | itk s =l ffE A AR & L
EBE &I Citrix Receiver, 1R MAZE Citrix Receiver , REUR /<A BT Citrix Web i S FEHHIATEFESHFAR
Citrix Receiver, BXBHUATHEVEMEE , ES A Citrix Receiver fAGIIIFIHLE

Receiver for Web 3 R BRUARCE TSR A P URZOR IR B RAH) Citrix Receiver , A REVIRIAC MK EAN AT, B2 , &7
PA7E Receiver for Web %t i3 _EJ3F Receiver for HTMLS , RA{ETTiA% % Citrix Receiver (I PR RUARRIR. B XFH(E
B, S HECE Citrix Receiver for Web .

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.92


http://docs.citrix.com/zh-cn/storefront/current-release/configure-server-group.html
http://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/configure-receiver-for-web-sites.html
http://docs.citrix.com/zh-cn/storefront/current-release/configure-using-configuration-files/receiver-for-web.html#par_richtext_6
http://docs.citrix.com/zh-cn/storefront/current-release/manage-citrix-receiver-for-web-site/configure-receiver-for-web-sites.html

BiE Citrix Receiver for Web 3 &

Nov 27,2017

f&B)) Citrix Receiver for Web sz , AT RUEIE Web VI AREE. ATRUBEBITATESSRkMEH Citrix Receiver for
Web st AR E, FLSRRER BT B R EXHHITER. AXFEMER  BSREAICESCHRLE Citrix
Receiver for Web 3/,

BER  AZMFRDET  FRUERA—EBRSFUEBURSFANECE. #R Citrix StoreFront EHEH| &R ETH
ETEABIRS 2R L1517, TRUE , B EICE T E R E RS 4, DMEEFHEE AR,
W ORI iR

AT LB TSR RAE A AT AiEHEE Citrix Receiver for Web 3k A PAECSHEAE AL, HIRERFLE TN
Receiver for Web ¥ A5 EEP N S IAE A A

1. #£ Windows Fra & AR F &+ |, $RE3FHE Citrix StoreFront B,
2. 7£ Citrix StoreFront BIRIEH| & K AMEAEPIERNABMET R , ARENERE/PEFREBUHNMEXNAHEE.
3. TERAEREMET , BRTETE Receiver for Web S MECE , A EESMEMEAL | FEEEA AP BAKARAIE.

o A FPAMBIEEEAEY BAEXSMWIE., BAEREC NN e EEM N EE.

o &3 SAML SREAE S TAELIXFFS SAML S RIEREFNES. ArraSiiREREFRiEsof , BelEnREcn
AR ER B SR, WRE THhsad .

o EEGHREREFUN SMEEREFECEFT.
o EERFIREBUNRFIRABRLEET. SHRERFFEREE.

o &I EIE S EET SR M FIRE HIE Active Directory ISEE. B M E L Windows i+ EHBAIFS A G , B
[EARIEC NN BRSNS R. EFAIER , A PR & L& Citrix Receiver for Windows B , WS FEIE
BMMIUE, B7EE | A Citrix Receiver for Web IS E I8 H4 36 UE{X X {# A Chrome, Firefox, Internet Explorer 1
Edge B Windows $2{ERZH .

o EFREREREEAELUSREERSMIIE. B rfEina) N B i EE AR PIN S$HTHHRIE.

e % NetScaler Gateway BB EEHE , LS NetScaler Gateway BB SHIAE, 3 NetScaler Gateway KiF &4
fa , RieJfEiAn) B O MM AR ER B3 &R,

4. ERGSHWAIETIRE , BTEHE.

BREBEUSHEIEAEREMERER | ESRILESHRIERS.

B RIR REEFTAINZH At Web b

ATRAEE BATE Web 3 U IMREE A AT S-SR AR FANEIMLE_EFEER Web sh iR il £ EAN BFfERF. AfrEs
Citrix Receiver for Web ¥4 s3i/[RIABTIRE URL |, SR /e X ik A4 Web shmp. AP BRE i MEENSEE M E
Receiver for Web ¥ , 2nRA P EER |, ATAER R 5%, Receiver for Web S R4 B3z RIR. X TNAREF , 0
RAPZAIRITENBRERF , N TITH.

. £ Windows FHiaFRES N AFREFFEF , $HREIFF#T Citrix StoreFront Ry,

1£ Citrix StoreFront ‘EIFEHI G MAM AP EENABETR , AENEREEPEFIE S,

. TERMERIET | BATETE Receiver for Web S FIACE | SR/5EIF Web st A =,

. BRSBTS REA M Web 3580 URL, URL #A4RiAhttp[s]//hostname[:port], FERFEE , H hostname
2 Web S m FHMT LR EANEL , port BIETHXHENALG QAT B ARSENBEENRE . Web i _EHE A%
RARWAR, BB URL , WE7E Web i RFIRPEFENKELE  ReRtwE. SNTABHERANREE Citrix Receiver
for Web ¥ ST RIRAIEE A N Web ¥h iR, AT7ESIRFPEFRENNHILKE | R ESREHERUBERZ Web 4 A4
URL,

5. BEREMEA , MR RNRGFREER , NHHRE.

rw N op

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.93


http://docs.citrix.com/zh-cn/storefront/current-release/configure-using-configuration-files/receiver-for-web.html
http://docs.citrix.com/zh-cn/storefront/current-release/configure-server-group.html
http://docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-delegation/configure-authentication-service.html

6. &3%EF| Citrix Receiver for Web ut S 33 FTEE URL EHIZFRHK Web uh &,
BELE B

MBI T , Citrix Receiver for Web sk i _FHIA PR TAEESIRA 20 H5b /a0, SVERBKE , F 0] Ak s 4t
FizTREME M EmaE Y BFREF | (B WREFERAREIR) Citrix Receiver for Web S S IhEE , BIANTTIRIN BFEFRF.

ATRUBE SATEIR Receiver for Web ¥ R ISR BT S SK B &1E B IE.

1. 7£ Windows JHA& F&He N RFEFFEF |, #2138 Citrix StoreFront #l4.
2. EEAMERPEENFRET S, EREERP A THEIF Receiver for Web 3 SFALE | RAEEEAFRE. TJUAAE
BEFEE 4R/, BB E]E)fR AR/ IMEYH 1. S/ T R)EIIRRER KER 14,

AN R AR ETE E AR RE
AT PR T TETE Receiver for Web 34557 Receiver for Web _FIN A FH S MBI S K ERIERNE.
1. 7£ Windows JH& F Rk TR FR &+ |, $kEIFH 8 Citrix StoreFront FER.

2. FEMERTEENABET R, ERERET BEEHE Receiver for Web 3t iU MECE , ARERSERE.
3. FEEFIEAMBOARE FHSaT | SRR E/RNIE.

RRRNARAE , EPITLUTRIE -

1. £ Windows Fria R Rk R F R & |, $XEIFF& 5 Citrix StoreFront #4R%.
2. EEMERPEZFNAEET S ERETRTHASEIE Receiver for Web 5y | SR /58S,
3. EEFSEKRE , RSP B AAE.

fF1Em A AR E R

ZMBILT |, Citrix Receiver for Web Sk S &gt — B &0 , AIFHA A AXBRIN BB EE3NECE Citrix Receiver, X4
BER{ XA IR R RN N A EMERERAEE , P aiE AN ArERCEMFTA NetScaler Gateway FFEFSAR m A
VREE.

A PUB T I TETE Receiver for Web St/ Receiver BLE (TS KE XA EBIE.

1. £ Windows JHia Rk FfEF B &+ |, $hEIFF& < Citrix StoreFront R,
2. FEAMERPEENBBRET S, ERETRT A EEIE Receiver for Web SR FIEE |, REEEAFRE.
3. %2 Receiver itHE.

FI®HE ik Citrix Receiver KA FECEY RITA

ATRUEE P THEBE Citrix Receiver {155 A& &2k %4k Citrix Receiver i Windows 8% Mac OS X f Fijyfajuh s Citrix Receiver
for Web 3070, BNAEIRT , HAE(T Windows 5 Mac OS X it BALBHTIAIAN |, Citrix Receiver for Web 4
FERATE R BT Citrix Receiver,

WMRKEMAZE] Citrix Receiver , REURHRRA P T EHRIEATHFAK Citrix Receiver, EHATEAIE A Citrix Web ¥
(B ] PO LR CHER F)E) StoreFront fRS-28 , I FPIRHLXEAHI S 4,

S FIiRLEE Citrix Receiver A~ , A]RAfE Citrix Receiver for Web % & _F 2 Citrix Receiver for HTML5, Citrix Receiver
for HTML5 A1 F FEHETES HTMLS 3RA K Web XS8R R MANN AR , MItH %k Citrix Receiver, PIBBMILEIERE
FEIT NetScaler Gateway SHTHIEHIIRSIF. B , T AREBMLE A EHIERE , Citrix Receiver for HTMLS {3345
iRt RIBS AR, A , BEEFEERRASH NetScaler Gateway 74 fFiF MMV LR DASMITIERE, B XVEA{E
B B REMGSME,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.94


http://docs.citrix.com/zh-cn/storefront/current-release/system-requirements.html#par_richtext_7

ST RERMLE R AL 7, BROAE R T2 1EE 1T Citrix Receiver for HTMLS5 i3] XenDesktop #1 XenApp $24EIEIR., B
V£ Citrix Receiver for HTMLS Aiila) S EmAN B2/ , IMRAERR) XenDesktop #1 XenApp AR%-25 _EfSF“ICA
WebSockets &% "%#& . XenDesktop F1 XenApp Xt Citrix Receiver for HTML5 i&4{F Fip[ 8008, #f{REA Kk EEFIE L&
W& RFARIEEO . BXEMES , BS6 WebSockets (REGIZE.,

HBEfE HTTP &£ LT Internet Explorer {3 Citrix Receiver for HTML5, &g HTTPS #&4#Xf Mozilla Firefox {3 Citrix
Receiver for HTMLS , F P iisimqE Firefox HitibA=h48 )\ about:config , 7%
network.websocket .allowInsecureFromHTTPS &0 & A true,

1. £ Windows JHia R E sk R BE =+ |, $KEFF&# S Citrix StoreFront RkIg.

2. 7£ Citrix StoreFront BIR=H| G WAM TP IEENABET R AREEREBPEE— R, ERERRT BT
12 Receiver for Web v S FECE.

3. 1EFERE Citrix Receiver 3HE LR Pk & LKA Z Citrix Receiver B Citrix Receiver for Web s s il iy,

o MRFLEIAIRRA L TEHIFREESHT A/ Citrix Receiver | EERAMTE, Y% Citrix Receiver A BEBIT%
uh iR s E AN FRRFF
e 40R1%$¥ Allow users to download HDX engine (plug in) (7t~ T8 HDX Engine (#f#F)) , Citrix Receiver for
Web ¥ 7 F FERA R PR Fis R E%es Citrix Receiver (208 Citrix Receiver A8 f)

o INRi%EFF Upgrade plug-in at logon (&REfFZkidE!) , Citrix Receiver for Web ¥4 PERETF2K Citrix Receiver
i, ZRMAMINEE , EHHR StoreFront fR%-25 L7FAER] AR Citrix Receiver 344,

o WThIRsFIEEFIR,

o MMRZFLBuL RN P TE TR Citrix Receiver , {BAETT AT S Citrix Receiver BF[EIRE! Citrix Receiver for HTMLS |, 5%
iR A Receiver 0] , Ni{F A Receiver for HTML5, XT3k Citrix Receiver B , & 415Ul =0 |, #p
LIRRE T IS Citrix Receiver,

o MRFEBILH B Citrix Receiver for HTMLS V[a) &R , TAIRRA P FE 3RS Citrix Receiver |, 5% IA4E A
Receiver for HTML5, 32055 5 , B Ao K42k i@id Citrix Receiver for HTMLS a)iih s H 0 S EAIN FIFEFF | AiiE
RAFPERS HTMLS #8105, KER HTMLS R38R IAFEAY L3 Citrix Receiver,

TEAR S 25 L3R4t Citrix Receiver 330

ZABILT , YA FEEIE1T Windows 8% Mac OS X it & 4Ll Citrix Receiver for Web sk bf |, itk sl =3 iR
% _ERABD I Citrix Receiver, aNRAEMAZ Citrix Receiver , RZUEIR/RF PRI Citrix Web Sy S FEFRIEEESHTFEW
Citrix Receiver,

1. #£ Windows JH&FHSN AR FET , $kEFFHE Citrix StoreFront FiY.

2. 1£ Citrix StoreFront FIRIEHI A MANEEFERNABE TR , AREERERPEERE—NER., EREFTKT 258
T4 Receiver for Web ¥ S FIECE .

3. 1EFEBE Citrix Receiver #1 Receiver (IR , SR [FNEE L3014,

HRRiziTR¥ Citrix Receiver fIIE/R

% StoreFront Z BT , A0SR FER R EM. EZ% Citrix Receiver (&T Internet Explorer, Firefox #1 Safari f§ /)
sEAFEXAREERE (&RT Chrome /) |, Citrix Receiver for Web £32 /R P aedk i i Citrix Receiver, 205 A
FH& Citrix Receiver %K |, ZieRAlBE S BIR , BREURTACE.

aJ A% Citrix Receiver for Web BR & A% 5 StoreFront 5B RZIER.

1. 7£ Windows JH& Rk TR B E+ |, #2138 Citrix StoreFront R,
2. 7£ Citrix StoreFront ‘EIRIFHI A NANERPEENARET R , R NERERPIEFES.
3. 7EEE R |, BAFEIR Receiver for Web 35 S AACE.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.95


http://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-6/xad-policies-article/xad-policies-settings-wrapper/xad-policies-settings-ica/xad-policies-settings-web-sockets.html

4. WHESEKERE  REETERFIRREKE Citrix Receiver,
i Citrix Receiver for Web S sy

1 FREREE P IEIR Receiver for Web b4 Citrix Receiver for Web S, anMigsks , A% TCEBE A% Web
WEsIe) R AR s .

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.96



S gL — Citrix Receiver (K%

Nov 27,2017
StoreFront EA S IFEHMG— A &KL, FIFSHER , G4 Citrix Receiver FE TR EAC KA AR, FHNS—KK
M FF Web F1A4), Citrix Receiver $2 (&R 4IHH HTMLS AR, AR T HRFE E ARG N BFEFA ST,

IMBILT | (ERLLARASH) StoreFront SIREMIN AR JEE AL —KLK |, (B2 FHLEK Citrix BUABA TREBLHAEE, BXXFFHE
—{K% , W% StoreFront i AR JE-S Receiver for Web 3 s cBX#e >k , F B IR h mECE AE RS —KEK.

BE : N4 Receiver for Web Sl s iR INEISZFRBIKIDGH A |, RIARZIFEE—KL ., IRV Receiver for Web 3 s R0
B ZEREADIE |, R ERNN AR EECE hiE AL AR,

{$ /] StoreFront ‘EIEixH| &8 ITLAT Citrix Receiver for Web #85%{E% :

e {3 Citrix Receiver for Web =,

e T Citrix Receiver for Web st S K%,

o PR 5\AN AR JE KEXAIGE— Citrix Receiver for Web i3,
® HIEX Receiver Ml

BER  AZMFHADET  FRUER— RS HFUEBURSGHJANECE. #R Citrix StoreFront EHEH| AR ETH
EMEMARS AR L1217, TR  BRENECEMMMINERUEERRIRS A | DUEEFEE P RHARSS.
EE
AREM XenApp 6.x , WEABFRBAHEREE Fina /R BB AR THLE , BRUMRS[IARNN BREFAIF =A% —
1§50,

4% Citrix Receiver for Web Web i &
RN RIS EIS B3N8 Citrix Receiver for Web Siesx, #8 0] DAfE AT F2 632 H Atk Receiver for Web Sh 3.,

1. 7£ Windows Fris &k FRFERF Fes |, $REIFFE T Citrix StoreFront w404,
2. #£ Citrix StoreFront EIRIEHI A KA N ERPIEFEN BlET & , REEREERTFATERE Receiver Web kg > {0,
FIRIR M S TIRME.

B Citrix Receiver {K3&:

AT AR Citrix Receiver for Web Web ¥ i 2 iR R IUATE RS — 1T, HIEE , BRLHARLERASLKE E XAAFEE
[ FF2 FFARETETIRE,

1. 7£ Windows FriaBr& ek A2 BE&E+ |, kB3 & Citrix StoreFront RiERA.

2. 7£ Citrix StoreFront BIRIEH| & KAMEAEPIEREN ARET R , EPRERPEFETRNNABIE |, REERERRS
BT Receiver for Web ¥h s , AAfGHATHECE .

3. 1%&4% Receiver (K% , AR SRS AL AR 55 AL KSR

RSN AR E B — Citrix Receiver for Web ik

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.97



AN

{8 StoreFront A3 HN AR IER , 2B NBIEXAS—1EK Citrix Receiver for Web s s 3 H SN AR E XX, BR ,
R M StoreFront BREMRATE , KEIAFK L HIKLR

F %% Citrix Receiver for Web i s DM AN IR JER S — KR , WRE/DEIE—/NERLHKIR A Citrix Receiver for Web
uhe.

1. #£ Windows FH4 SN AfRF FET |, $kEIFFH£E Citrix StoreFront R,

2. 7£ Citrix StoreFront BIRH| & KWAMEEPIEENARET R  EPRAEEPEE—INNABE  AREREERTR
HEES IR, RATHSE—F R (ZRLMER) 1 Web 3t AT BUEE AN FREREIAE., NRERKAE Citrix
Receiver for Web Web it 3 , MISBR—&KIBE , HPEAT5m “GUE2HT Receiver for Web Web S s ITHE. . AT UK
INA Receiver for Web i R & 8k Receiver for Web Web i &5, &£ B E i Citrix Receiver (K%,

3. B3 Citrix Receiver for Web B, At IR G EHRECES — K% | AEERFEM Web 3.

Important

WNRAETE Receiver for Web ki B 5 — (KIS BU AL HAL | XATRESFNEANL Citrix Receiver & i, 7EIL Receiver for Web s
BRI B MBI — AR &35 ANA]L, Citrix Receiver 2 FIRH{AR EFTASE — (KT, YEBIREH & LN NEEETRTEES
— KL,

B X Citrix Receiver 401

R4 Citrix Receiver for Web Web i s A SRZE FB42 81 Citrix Receiver (&% , A8EEE X Citrix Receiver (4N,

1. 7£ Windows JHaBEREE N FFE R Bis |, $kEIF#d Citrix StoreFront FElA.

2. 1% Citrix StoreFront EIRITHI AN AMEAETEENARET R , RRERE TRTATER Receiver for Web 3
mAERE.

3. %4% Receiver {K% > 2L ALY

4. A E XINRFFHITIER AR E R G Web s R B R AR,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.98



StoreFront

Receiver Experience

Featured App Groups

Customize Receiver Appearance

Use these settings to customize the Recemer for web pages.

Logon branding
Logo: 7 “:-‘:t-'\:-cc frow locol computer | I Browse.. J
(350 120 pod This lego appears on the Recerver logon page.
Header branding (Post legon)
Loge: [ Uptood from tocal computer | [ rowse-
(340 x 80 p)

Preview (Pest logon)

Background colon ([ :
Text and icon color | :

Content branding [Post legon)

Link colon [ :

Citrix StoreFront

Link colar

Reset to default styles

. o)

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.99



BIEMEIR RGN AFEFF

Nov 27,2017

A DUCARA A P AE SR E AR S 2 MR- aAE e AFEFFAE., 60 , B AGE— MRESI IS AfREFE , K
PRI MERMN R, &RIAZE StoreFront EHEHIG | BidfE AN AFEF £ FREUE AT Studio 12457 E X
REEF IR TR P 2RISR E S SEN AT

ATRUEE PITHEIEN B FFAES AR, SEsBbsEn B4,

BT EZREH[TED , FXUER— RS HFUERRSIFAMECE. MR Citrix StoreFront FIRIEH| & RIERBEFH

RTHMRSEE 51T, TG , ERXIELE T E e %R RS 2540 |, MEEHEREP MRS 25 .

BIEE  (NSRAT ARERE I IEEA T .

1. 7£ Windows JH4 REE N BREF R&T |, $hEI3F8ads Citrix StoreFront R,

2. 7% Citrix StoreFront EIRIEHI AN AMEEPEF MARE TR , ARERIEEETREEIR Receiver Web 3 (R
=

3. AN RTEFA.

4. TEXSEN RFEFASTEIET | BdelEE SUHIFEIEN FFEFA.

5. TERIEE RN AR FANTEIET |, FEEMBEN AfRFAENSIR. Wi (ATE) | ERAE EEN BfREFAAE. &L
RGBT, NPAREFRFRSNBREFET , REHEHE.

1EIR EA
¥4 | ££ Studio BE N 8T,

%

KFF | 7E Studio FiE M N FAFEFFEEHI,
EF

il

MR | ERNRAREFETRESEN BRRFA. a5 CIEEEN AR FFAE SHEE R BE KA FRILECHN AFEFF
B | AFEESEIEEN BREFAT.

BFR
StoreFront ANZFFENRAFEFLZHFRFERBES. LEEAXSYKX/NE |, (BEEXALFIUAS., #ia0 , tnREEN
Excel , StoreFront £0UAZ4 #rA Microsoft Excel 2013 B A AN AT , (2482 Exc RAILEMEATNE.
B :

AT P KSR AR

e Collaboration (1) - i@idILAC Studio f Collaboration (#ME) 2RI FAFEFAIEMK.
e Engineering (IL#%) - @it AN ARFAGLIFEENBREFLZHRNE SR,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.100


http://docs.citrix.com/zh-cn/storefront/current-release/configure-server-group.html

Receiver

Apps  Foldars Q.

Collaboration Engineering

Apps to halp you work with othars Enginearing tools

HeD

==
ﬁ Add + Add + @ Add +

myDiscovery Podio SharaFoint Team
Collaborato Colaboralic Sites

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.101



fic & T FX =)

Nov 27, 2017
T EXIEHIThREE N RFEFRE i A PR & ZB%sh. 630 , TMEERMIRREEERRN LG B 3 , MTHEES
MEE LB EIBCHNERF. BMERT , X Citrix Receiver for Web i B T EX$54IThEE, EXASRACE TIEX

EHIThRE | B RBCESC .

BER  AZMFRDET  FRUERA—EBRSFUEBURSFANECE. #R Citrix StoreFront EHEH| &R ETH
EEMRS R 51T, TlE  BREICEMMMN EBUEERIIR S A |, DUEEFEZEPRHARS .

1. 7£ Windows JHA& FHeN RTRFFEF |, #2158 Citrix StoreFront w4,
2. EEMEMFERN BB , £ 499 TP &R EIE Receiver for Web 34 , A8 TACE.

3. R TR,
4. RRE TEXITHINBOARE , HPa8E

IR AEX 1
WESEEHEREMR
TERE TSR
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BE Citrix Receiver for HTML5 X333 %, 28560 = i) 15 FH

Nov 27,2017

ZRABILT |, Citrix Receiver for HTMLS SfEMNEZHEM R Gals @AM AfEF. B2 YA BEHsE A EA Citrix
Receiver for HTML5 Bah&IER , SEENY BAFEFASERINA N v 2% Citrix Receiver for Web S5 , TIAE B /R4
FEBRF.

BT EZREFHEF m—/)\fyﬁﬁﬁ BIRFZFRUERURS ZRAMACE. #afR Citrix StoreFront EIRZHI & R ETBETH
HUEMRS 2R 51T, TR |, BT E TN E BRI RS 254 , DUEE I EPREARARS 2.

1. #£ Windows FH& &SN ARF FE+ |, $#E)3F5E Citrix StoreFront B,

2. FEEEMERPERN ARG |, £9%E B EPIEEETE Receiver for Web 34y |, SAfFHATACE.

3. 1EFFEPE Citrix Receiver,

4. WEPEWEIR Fhisarh iR ia% A HTML 5 Receiver , SR ERIEEzN R FE#FBRERF , EEREUNEERES

Receiver for Web MRIER <+ Ssh N AFEF.
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fic & 18 {5 #8 A 45 B [ AN = IR 24

Nov 27,2017

ZMBILT |, Citrix Receiver for Web 3 s KXY AR IEFVESKIEE= 08 ER8E ., Bie=lkM—k/g , NAREEEIA
AATH, B PITAEREES EREARE.

BE  AZREHIEFR , F R UMER—ARFHEUERRS AAMAE. R Citrix StoreFront BIEIZH| & KETEFH
HUEMRS 2 EiE1T. TlfE , EE I E T E RSB R RS 254 , DU E BT RE ARS8

1. £ Windows Fria Rk FfEF R &+ |, $XEIFF & Citrix StoreFront #i4R%.

2. 7£ Citrix StoreFront BIRIEH| &K ZAMEEPIERNABET R , EPRIEEPER—NNAEE | RAREREEFERPE
12718 Receiver for Web ¥4y | R/GHHECE.

3. ERAERE  HTER , REREME/NRRTIRNER.
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FIXAEUTEE

BLE XTIE T XenApp Services URL SH{TIEHEI S 45
MFTA Citrix Receiver 25 TAEXAZHIZEHiERR
A& R FITE

BT

Important

EZRERIEF , B UER— ARSI EXRS BANAE. #HfR Citrix StoreFront BIRIEH) & F1EERE F HHEAH MRS 25
EiEfT. TR S ECE T E SRR RS A, DMEE R E P AR S 25

BCE XTIE T XenApp Services URL BHTIEIEMI S5

AU HITALE XenApp Services T SELE BT XenApp Senvices URL X FBRgSE#H{TAIA). {# 51T Citrix Desktop
Lock WEMNBHEERZFER PCRAF , ARERITTAFEMIBIR Citrix B FunfR -, 7T RMEFANARIER XenApp
Services URL E#eAiinIN ARG, BUEEHT ARG , KEZRIAB A XenApp Services URL,

BE  AZWEFHFEF , T UERA—ERFSUERRSRAMACE. #HR Citrix StoreFront EHEH & RERZET K
EEABIRS 2R 51T, SRR , B ECE T E R EEEZIRS A, DMEEFHEE AR,

1. 7£ Windows JHiaFE Rk 2R R &+ |, $kEIFF & Citrix StoreFront #iglh.

2. 7£ Citrix StoreFront BIFSHI AW AMER P EFENABET R , AREERERPER—NARIE. ERETRT , 2
HHECE XenApp Services X3,

3. %EhakiElR /S XenApp Services XFFEIEAE , Ao Al k2t L A B Id B 7<f0 XenApp Services URL ilal i FRR 5.
I AR J& ) XenApp Services URL BIFEZA http[sl//serveraddress/Citrix/storename/PNAgent/config.xml , E=
serveraddress ) StoreFront ¥ &I IR 2R RBFHIMRN T LIREMITA | storename FFERIEE N AR IR A EIEEM
ZR,

4. BN SR XenApp Services X3 , METRUEIETE StoreFront E8E (A A Citrix BRAIELN A IS EBHAN BEJE.
AN BMIEE , FAaTRUET StoreFront EREAIARS 28 URL Stk T4 URL (TMIE4FE N FAFTJER) XenApp
Services URL) ECE Citrix BEHUIELE.

SAFA Citrix Receiver 22 Ak 3 A L EXIEHIE fniEsk

TEXI=HIThaE e N TR FFREBRE R RS 2 B%3). fian , ATMEERMIEKEAERRRN T2 A% , THESD
w& LEHEAC NN RRERF.

StoreFront A& —M AT 1ERTAE Citrix Receiver (] Store Service 22 BT {EX 54 E INEREMNACE . "TLME A StoreFront 4%
#Haak PowerShell &R ThEE,

{&F StoreFront &IRiEH4
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1. 7£ Windows FHg &k N R F & |, $hEIFF8a T Citrix StoreFront A,
2. 7£ Citrix StoreFront EIRIEH| AN ANEIRFEE NARET R , AREREGRFEATRENARIERE.
3. EFSERE | REIEFSEUEET AFEIEEAE.

{#/ PowerShell
R EIRIESI A, B1TATFBBERRLS A StoreFront PowerShell #£3k :

SdsinstallProp = Get-ltemProperty °

-Path HKLM:\SOFT WARE\Citrix\DeliveryServicesManagement -Name InstallDir
$dsinstallDir = $dsinstallProp.InstallDir

& S$dsinstallDir\..\Scripts\Import Modules.ps1

SRJg , {E PowerShell §54 Set-DSAllowSessionReconnect 2 FEEk <] T/EXISHE FHEIEThRE.
Bk

Set-DSAllowSessionReconnect [[-Siteld] ] [[-VirtualPath]]®
[[-IsAllowed] ]

Bign , Z2A /Citrix/Store FRAEA N AR E XA TAEXIEHIERER | HEAUTGSRELN ARE

Set-DSAllowSessionReconnect -Siteld 1 -VirtualPath /Citrix/Store * -IsAllowed $false

A& A FITE
ERARATREMES AR TR —

o RAFEEMAZINTRANARERF (BBRFNARIE) .
o AWM FEEREIN ARSI RBTE N RS CEHIMENA/NE) .

1 StoreFront PERZE R XA N AR JE T T4 RA LE7E Citrix Receiver 5o f P BR WO EIRE. 2R TRASH
M R JEIT SR, EH BT N R JE T B A4 A A R IR BRI E B WOt TR TR N R,

1. 7£ Windows AR HEN AREFFE+ |, $hEIFF8E Citrix StoreFront R,

2. 1£ Citrix StoreFront BEIRISHI A AN EEF ERNABETR , RAREERAEPEE—NNARE. EREERES , 2
HECEN ARERE > AATREXASETH R AITHEZ8E.

3. &R A AT (E BhARS N AR JE) DARGR R AT RN AR FFMEE . AR R AEMIT ] AL

4. WHEZRARATREGERMEN FRIE) MEER ARITRMBER T AR FAANE N AREFEEIRELTA. TRASH
Wikk , NREEFERXINEE , FTUEHRE.
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Configure Store Settings - Store

StoreFront Manage User Subscriptions

#) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
P subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)

Citrix Online Integration When you disable user subscriptions, the Mandatory store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them, User
Advertise Store subscriptions are not deleted and can be recovered if you re-enable the feature.

Advanced Settings

o T

f£ StoreFront 3.5 BESMRAF , ATRMERALLT PowerShell AECE N AR ER AT
$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/"
Set-STFStoreService -StoreService $StoreObject -LockedDown $True -Confirm:$False

Ak Get-STFStoreService IF{EE |, 153 https://citrix.github.io/storefront-sdk/Citrix.StoreFront.Stores/Get-
STFStoreService/

BN R SR TREE
{# A PowerShell cmdlet &R AR JEI TR%E.

Sz
)& A

{6 A StoreFront EIRi%H| & 8L PowerShell A %&3# StoreFront, &/ @EE{E BXFFIA L. £ PowerShell 35 4 &8 StoreFront fig
BZHI , B X StoreFront BIREH|& . Citrix B WNEIEHITER Z & MEAVTREIE | DMEREBEREHI—RE.

ARV TRBE

BB E R SN AR S A — B 1T FEEE RS AR A

1. 7£ StoreFront fR%-2§_E4Z1F Citrix Subscriptions Store fR%-. #13 Citrix Subscriptions Store JRE-1IEFEIETT , MITTiEMIRR(E
AN R SRV T R
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2. 1£8A StoreFront fR%5 25 EBIRITFIN AB &Sk
C\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__Citrix_

3. BBRITEN ARIESHRMINE |, BARRIRRSCFR A,
4. 7£ StoreFront R%-25 EZE#7/a3h Citrix Subscriptions Store AR,

1 StoreFront 3.5 B ShRAT , ATAMFE LT PowerShell BIZ<iE& N AR ERLTR%EE. UEBEIEEEsh RS AR B
THEAPRIETE RS 4ME1TIE PowerShell BBk, 1t PowerShell BB A SKEL S F s iT R B MRS R .

Citrix Subscriptions Store R INRIEFERR S 25 Li21T , ABERENIETT cmdlet.

Code
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function Remove-SubscriptionData

[CmdletBinding()]

[Parameter(Mandatory=$False)][String]$Store = "Store"

$SubsService = "Citrix Subscriptions Store"

# Path to Subscription Data in StoreFront version 2.6 or higher

$SubsPath = "C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__ Citrix_$Store\*"

Stop-Service -displayname $SubsService

Remove-ltem $SubsPath -Force -Verbose

Start-Service -displayname $SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"

SHHITRBEE
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ATRMEARLLT PowerShell cmdlet FRERHIFRAT PR txt SCEENKN R JETTRIEIRHR &4 .

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

MREEIEL RS- 2350%E , AJLLFE StoreFront RS- 2S4ANMEEZ RS- 25 _Liz 1Tt PowerShellcmdlet, RS 24A+FHE A RS
BREAHIFSEXNERSZMABERITREIBRRLEIAR, MREANECIEE) StoreFront fRF-2[ZBKITRRISE)E |, ENE
FHFAE RS ST SEBIEHHITHRUEEER.

R TREBE

{¥F Restore-STFStoreSubscriptions A & a /&SR ATTREIE. ATLAE Az Bi@id Export-STFStoreSubscriptions 4z B!
RT IR txt HEOERN AR ISRV TE%E.

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

A% Restore-STFStoreSubscriptions KREL(SE , 555 https://citrix.github.io/storefront-
sdk/Citrix.StoreFront.SubscriptionsStore/Restore-STFStoreSubscriptions/#restore-stfstoresubscriptions

EIREAA StoreFront 5523 LI%UE

RS EREF , RFEE XM Subscriptions Store %, MATRIEEFIT IR IBHRIIATTEIE.
IR StoreFront fR45-2340P IBIE

BRITREIRC RIS ARAE , FRIITUATIRE.

BE =4 StoreFront fRF 2R BIIRF ZFLHBRE .

StoreFrontA

StoreFrontB
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StoreFrontC

1 &H=EB RS [/TPHEEIRS [N EITFEE.

2. {21 RS2 StoreFrontB 1 C _Ef¥ Subscriptions Store PR, IHIR/E¥FA L BRS-257F StoreFrontA B FTHAE &I BIEWGT
%

3. /5 ARS 2 StoreFrontB # C FHITFEMEE. HARIMERTEA L RO T P BEEH ILA — BB L.

4. {#ff Restore-STFStoreSubscriptions cmdlet ¥R StoreFrontA _Ff¥3E, AREZE(F1E Subscriptions Store fR% , thAREE
75 StoreFrontA ERITRI%IE (XLBIRERFREMBNES) .

5. iGNk ZS StoreFrontB #1 StoreFrontC _EE) Subscriptions Store JR%-, XLeRS-28 2 AT UM StoreFrontA Wi
EEIA,

6. HEMARSEZBRERL. FTENMEEURT StoreFrontA FEFERICREHE. tNRTE RS 2SEM L T Al P48 1%
4, AHEESRRRE. BT IEMERNTTRRS T sEFERKNE.,

7. M StoreFrontB Fl C R SHFIEARS 2T , SREEFNABETTIITEER.

SATEBE

RN B EFIRBEVTREEE , A Import-STFStoreSubscriptions, I cmdlet A AR T FRIEHE A —> N R JE (2%
S—IMNAREIE B HITFASEES AR E R StoreFront %525,

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

B X Import-STFStoreSubscriptions BRIFIMSE. , 155 https://citrix.github.io/storefront-
sdk/Citrix.StoreFront.SubscriptionsStore/Import-STFStoreSubscriptions/#import-stfstoresubscriptions

VTRBUESHHAMER
VTREURS A AN A SNRATRERTE —1T. SITHAMBIRFNIRERFS

LLAEIRIN T RTREATRE N

<user-identifier> - SFEM. FRRAFNFREFS., WAMRTER M Windows REARRRT,

<resource-ic> - WAFM . FRRFMTERIRMFRFS.

<subscription-ic> - FW, W— RRITRKFRFS. WEXRER (REBIEXHHFE—NME) .
<subscription-status> - INFEW. 1TFEEMRE : EITREEBUEITH.

<property-name> ¥ <property-value> - ¥xFHZM, FehZ 4 M EXHKIFF, ©15R/R5 StoreFront & g (8% A Citrix
Receiver) HITPIMXE KB, BREZMEFEMUEHMERNZ M EFR/MEXRRKBEME (620 , “.. MyProp A MyProp B
RINEAME A, B RIEME MyProp) .

Bl :
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S-0-0-00-0000000000-0000000000-0000000000-0000 XenApp.Excel 21EC2020-3AEA-4069-A2DD-08002B30309D
Subscribed dazzle:position 1

StoreFront fR$-28t#_EiTRIBUERIA/N

Subscription Datastore Size

No of Records Size MB

0 6.02

1000 7.02

10000 40.00
100000 219.00
200000 358.00
500000 784.00
200000 1213.02
1000000 1497.15
1300000 1919.15
1500000 2205.15
1700000 2487.15
2000000 2915.15

SAMSE txt STHRR/N

Subscriptions Import/Export.txt

No of Records Size MB

0 0.00

1000 0.13

10000 1.30

100000 12.80

200000 25.60

500000 64.10
800000 102.00
1000000 128.00
1300000 166.00
1500000 192.00
1700000 218.00
2000000 256.00

K AR VT B 2R

AT RMEA Microsoft Windows HAEM 251 E2S (FFHA > 1217 > perfmon) BI/R (F140) ARSS 38 LA TN B EEk
StoreFront R$-2540 7 AR HICR B E.

{&F PowerShell E&1TFi 15
Code
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Get-Counter -Counter "\Citrix Subscription Store(1__ citrix_store)\Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number Subscriptions Synchronized"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number Subscriptions Transferred"
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AT

ACE A PIREAMR &

=RECE

BB TR

M R JERCE i {E HDX IR

1% F Citrix StoreFront EIREHI &

& PowerShell L FIRJEBCE B {E NetScaler Gateway #&EH

NTAEAMERE (FHIRMIECESBNEE) RETRNNARE , JUERE 2 R ERBRHENSERT . RERHE
KR PR S AR BCER E IR ZHRE , DRSS T ARIR. MRS ANTEECE T S0 NetScaler Gateway & , WA UA
RPEXATHREMBENRERE.

B StoreFront 3.5 #2 , StoreFront EITHI G HFE RN S RIZHR. Citrx BINEFEHN 2 ZRIHERXEIEEHIA.

BB P ST HRE
1£ StoreFront EIEfEH) &S , AT ABITRA T ER4E -

o Y FIHEIFBE : R4 Active Directory ZHA RXAR , FTRLASRBIBEB I RISEERBE A .

o REWME : TRUHEEMLMEEAFTLEREGNRIR. REDEPHNLERIEBEN— ] BRI ES A .

o PXIHEEEM K : L RABRTERCEDIET NetScaler Gateway #HTRIRT , StoreFront £ /331 R IRR 25 /E3)
5 XL AL BORF HFERE .

BE  AZREHIEFR , FAUMER— A RS HAFYIRS SAMAE. #fR Citrix StoreFront BIEIZH| & K EEEFH
FHOEAMRS 2 L1217, TRfE  EEXTECE T E e B2 AR %2540 , U EFEEFREARS 2.

1 MHRANBHEIEECE T EEECE T {EMMKETAE XenDesktop M XenApp BBEMIFMSE. B IKEIEARINEIN AR JE AL
=8 BERAEIRRI N AR ER BRI,

. 1£ Windows FHa AN AR AT , #3213t 8T Citrix StoreFront R4,

. 7£ Citrix StoreFront BIR%H| & WAMEAEPEENARET R AREREERTRTEI Delivery Controller,

- ARENLTPHANEZA Controller , EHRTAFMSEMZLRRERE > iLE.

. BRI R FIREE Controller , AJE7ERRE LM %R TS EMLE Delivery Controller X3P Fa] A,

. BHRERERIR | &F Controller , RigaHRAMUIEEEBRE Delivery Controller, 20REA 7T Delivery Controller f5
& , X2 Delivery Controller & B 7R #RAERI KN FRFE FF 12 R 1E Citrix Receiver RN IR/ S HIKER BIR.

7. R —NEFANES Controller & E S I1EHE , AATATHAE.

o Ul B~ W N

Controller A#AHREIKIEIR - B , StoreFront IR EEFHEF—1 Controller FHIEIR. EUEIEF
B, StoreFront MR EEFHFTA Controller FEIFE (UREAFPHNTARBENTESE) . EPHIERBEBIEK
EIFRHEEMAE , BERNAEIGETF |, RIEEHAME REEEF R EIRSFREER.
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1E Controller Z [AIXP &R TRETA - EHE |, KAETTF Controller Z [AIFHIH A B3, BUBETR , B ER
A PR S SHEE FHEPTEEME— Controller , 2NRENEKM , NIFEHEFSEI /4% Controller,

SRALE
AREATPUET StoreFront BIREHIARCE SN E WKL m S AMIRE , (B2 , BNREESE AR E X H BT S%IAR
Z<f] StoreFront #HEIK A RECE StoreFront,

{£F PowerShell 5k#& 181 4w4E StoreFront Ao E SCHARENKIZRSNNRE :

o BEBARGIEESMEIEA.

o EHTHIGNAKF—ANE , IEBEATASHIEN.

o MTREZMEA/ARESRRENENNARE , 2 MwRARTRESIRSMRE.

BE MR AHERE TR RN EEIUR Y. IS 8 AF IR S HENARE R RIER NSRS R,
REBE L IGEREHE ((NEMBHAMMERA T RN ANRKEE) .

BEFRERE AR E SRS RS , BT IE Citrix StoreFront EIEHIAFRATA , ISTLEF#RE

=g
=
BE  AZRG[GEF  FRAUERA— ARG FZUAFRRS SAMACE . #ifR Citrix StoreFront EIEEHI A RETHEFH

EMEABRS 2R 51T, TRE , B ECE T ER SRS A, DMEEFHEE T RH RS,

1 WRANABERE T EAERETEAKNATHE XenDesktop 1 XenApp #8E (BIEXMRERE) KIFHEE. BXEHNE
AMEIN ABEJEREEER | B2 REIEET N AR SRR TIR.

2. (RN ARESRITF N R JER web.config X4 |, TR AT Clinetpub\wwwroot\Citrix\storename\ B&x5 , H
storename KA1 N B JERAEIEE B FR.

3. TR EFRRLT Y.

4. FEEM T HTRKECE.

aggregationGroup="aggregationgroupname">
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ERANTTREXEE.

e userFarmMapping
TERERBEL , I+ UXLEERE 2 AN R TEMR R TA. BERTIERENERE. 7£ Microsoft Active Directory
R STEEMTBAZ MRS , WTEH R A RIRRKvIE).

e groups
TEE REXHIAR ST Z N %I Active Directory A PR B TR LIMRFRF (SID). WJnfE R4 A - 41& 2 A\ F P A TR,
BRI T ZANA , BRSHUN AT B THATEEHNE MM F. EARFHTA Active Directory f FIK P TR , A1
4B & FRAN SID % & A Everyone,

e equivalentFarmSet
B —AF] DURHEICRNRIRMFSERE (B TXMABFEHSERS) | R ANER IER Z50E KBk,

loadBalanceMode Ett R E A IFESBLAH /. ¥ loadBalanceMode EMEMI{EIXE 4 LoadBalanced , AU F A B
M BAFHBETNTE , NMEFETRABEFFANECH,. 2R loadBalanceMode EHEKIER E A Failover , F
FRIRBERETS L NINFEREE— AT REE , AT ETEL TN EFERNHERERERK. BEREAMNSE
R, PAORTIAEREMRIBENEHNEE. KRS ETRE—REANSEHIBEEMEMNRIE. EHREEELMTE
EWMEETTENNBEAY SHMBERE | THREGHEMRENTFERE ™,

identical Bi%2E true fl false , EEFUHEETAENMANER T RHTLMEN—ATIR., MRIMEM

[ , StoreFront #{UMBMEETHR— N EEHETHWAFARIR, MRBERHEBELFRRIR , StoreFront FMZEE
MBEPRRIR , BRR—AX A AT ARTERIR. TeMEERHER , BatTREFE (EE3h) . identical B
MERIEGAME A false , BIEFEF R StoreFront PUE 4 E M FSEF A FHRSEIT AR E A true E L.

e primaryFarmRefs
TEE—HEWA XenDesktop & XenApp ¥ st , HHBAEHEIHEREEBRIRILAL. A D RINEIN B IEFAERE R LR,
TEE IEBE B RIS BB AR INEIN AR JEP B T N B FRTTE—3L,

e optimalGatewayForFarms
TEEBPELHITE XA FiinlX LeEhE A a0 RN BT AR £ NetScaler Gateway &%, ATEZENREREHEN
IR BB E S%EEMRR. REE AR StoreFront FTAKIRE R ERIEREMELEE L HRE NetScaler Gateway
w’E.
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BLEVTRRI L
ERCEXIANE StoreFront HE N R JEF A AN AR TRHTE RS , T IT Windows PowerShell 654>,

& : StoreFront 1 PowerShell 35I| & NRERERTFTFF. {# /8 PowerShell #5544 &R StoreFront BLEZ BT , 14K KA
StoreFront EIRiEHIE . EEE , FTIF StoreFront 554 Z /T , &< M) PowerShell fiETA 3241,

BT EZREH[TED , FXUERA— RSB UE RS IFAMECE. MR Citrix StoreFront FIRIEH| & RIERBEFH
RATHAMRS R 51T, TTRUE , ERXIECE T E e %R RS 540 |, MEEHEBERREMARS 25 .
PIEITRELEREILE , EECER Delivery Controller ZEE RN AR JE Z ME A HERIKEFR , IFE Delivery Controller
ZBHXNA/NE., Delivery Controller A TEER M pEL SBAFEERSHN ARIEFEEAREMITH.

1 ERAABAMEE QAR S /53) Windows PowerShell , A fa7Ea SRR E LA T4 LS A StoreFront £k,
Import-Module "installationlocation\Management\Cmdlets\UtilsModule.psm1"
Import-Module "installationlocation\Management\Cmdlets\
SubscriptionSyncModule.psm1”
Hrh installationlocation & StoreFront &3 B3R , % h C\Program Files\Citrix\Receiver StoreFront\,

2. BIEEBEERBHN ARIERIZFE StoreFront #F , FRAT&H4.
Add-DSSubscriptionsRemoteSyncCluster -clusterName deploymentname
-clusterAddress deploymentaddress
Hrh deploymentname A— AN BB FIRFIEFEEIZE R LZFR , deploymentaddress AEFEEfZE H) StoreFront AR%-25akfadk
TR BR 5 2 LA A SNER AT T [E)

3. BIEE SR PN BRFTHRSRTREN ARE  FRAU TG4,
Add-DSSubscriptionsRemoteSyncStore -clusterName deploymentname
-storeName storename
Hrh deploymentname A%E_E—Hh AR FEBhE E LHIEFR , storename A7ERYER A Ny FA ) JE AT A2 N A JE B A AR
EREFR, BAENAREZ AIEZNBREFITHE , WM ARIEES 8K StoreFront FiE R FTEA KL FRNIAERE,

4. EREESRNSENBEHTRL  FRAU TG4,
Add-DSSubscriptionsSyncSchedule -scheduleName
synchronizationname -startTime hh:mm
H synchronizationname —MEENA FIRAIECIRANTRIKEFR. £ -startTime REFEEBREM M ARIEZ
BB TITRER SIS E)., AT AL E S — BB ) R E — R EAth A E) o ().,

5. BE  BERERSENABEREMEL , ERAU TGS,
Add-DSSubscriptionsSyncReoccuringSchedule -scheduleName
synchronizationname -startTime hh:mm:ss -repeatMinutes interval
Hh synchronizationname A— MBI FIRAERIZAITRIKEFR. £ -startTime R E FTEE B X BMEHITRIA
B, XF interval , MIATFEERIL Z ERIAIRETE (544) .

6. PILFEERE TG4 StoreFront fRSK-25MK Microsoft Active Directory 3T EALIK SR INE) 4§ IR % 28 _L g7 Windows FB
2R CitrixSubscriptionSyncUsers =,
X, —BEEEFEE LRERSITR , TR E P RS 25 R AU Rl At B E _E K T N FRRJE AR S
CitrixSubscriptionSyncUsers B2 & 4E255% 1 S ATTRRISHEIRI B, A XREHAA FAMFRER |, F5H
http://technet.microsoft.com/zh-cn/library/cc772524.aspx,

7. WNRAM StoreFront FEFEE L AT , MM Citrix StoreFront IS & R ECE BIUEREIAT HRHMIRS 3.
HRHEL R4 StoreFront HEPEEFEZHNFAEE | FSRALE MRS A4,
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8. XJiT#E StoreFront MEERLRE 13 7 , DIECE NTFERERAMIE N EAM TR LR,
4 StoreFront FRERCER:ZTRIN | EHRITIA 2 FEE RN HBE AR E TR HELR.

9. EFaES N ARERINA AN ARFTN | EEAMATEE LEREINTRNARERS. 8 MPEPHNIRS S
) Windows PowerShell §532REOF , AL T4,
Restart-DSSubscriptionsStoreSubscriptionService

10. ERFFIMEVTRRIZATR  ERALT®4. KF  BEEFESUSEZEEZEF QA StoreFront RF-2% , HER ST
N PR JE AR %

Remove-DSSubscriptionsSchedule -scheduleName synchronizationname

Hrh synchronizationname 2 &FERIE TR AEFEE R Z K.

11. E3IH MF[A StoreFront FREBAECEANTRELS TR , WRAL TG4,
Get-DSSubscriptionsSyncScheduleSummary

SNy AR JEECE B {E HDX §&H

BER  AZREFHEFT  FRUER—EREHFURBURSFANEE. MR Citrix StoreFront FIEZHI G RETEFH
ETEMRS AR 51T, Tl  BRICE MM EBUEERIIR S A |, DUEEFEZEPRHARS .

A7 FH 7R i R SRR M SRR B Bk 35 S5 X8 2 B X 51

1£ 3.5 Z A StoreFront fRAF , REE¥RIEM RIS ZI— N Z M7, RBXIBHMEE | E0TURHE XenApp 3
XenDesktop #2128 F 2 & # N IR FTIE ¥R DEtIR( B XenApp 7.8 &k XenDesktop 7.8 S3EXIHEI LA XigF, £
XenApp B XenDesktop 7.8 Studio 3 X X35, StoreFront 75 XenApp 7.8 1 XenDesktop 7.8 A HIR{E , 1£
StoreFront H & X HIATHE B3R ER A5 7E XenApp F XenDesktop FE X HIX3% 4 #RAAILAL.

AhRAE) StoreFront AR FTRE XIS ETA Delivery Controller B2 BRAEM RMRET, K DIBBR ) HAEM X 51
DRSS EAMRE , ETREEAE A —FMRE. B—RXAETREE RFRAMEE XK. BEEZ Delivery Controller

Bes. NEEmEREM M FRMEA Delivery Controller, Z¥% Controller BRI FTERIXS+ , R HEASEE XenApp
gk XenDesktop #5E X KX ILEC K X8 & #RAric &4 Delivery Controller BPT, A] PLE— M Ex{EM RIS EI S MK, , (B4
BENER—AXE., —MXI3EERAREMMIECERN—MEER O, SN IEZE /DE— &£ NetScaler Gateway ,

BT 52X i) &I HDX iE#.

BREBAFREE | ES X,
# Delivery Controller & 3XigiH
EEWRBERIXIEFHEA Delivery Controller Hi&E XK @M.

1. 7£ Windows FHg RSN AR &S , $kEI3FTE Citrix StoreFront FiR4,

2. 7£ Citrix StoreFront BIRIEH| & KM EAEPIEEN ABET = , RAREREERKRT2TEH Delivery Controller,
3. %&FE—A> Controller , Ba4wi8 , SA/5#E4wiE Delivery Controller fi&E B IEE.

4. FEXIFATHRE S P BT,

5. #i; Delivery Controller Kig & #r & Lo , RAFRM—PNIREFR.
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Edit Delivery Controller Configure Advanced Settings

Display name: enDesktopCAM-A Configure advanced settings with caution.
Type: XenDesktop (7.0 or higher)
ype & XenApp [T.F; ar higheg All failed bypass duration 0
XenApp (6.5 or lower) Bypass duration 60
Maximum failed servers per request 0
XenMobile (9.0 or lower) . . .
Ticket time to live 100
-In-a- 1
VDI-in-a-Bax Zones CAMZane
.
Servers xendesktopa.  .com -
Zones

(load balanced):
The list of Zone names associated with the Delivery Controller. The names
should match those defined by any Zone enabled Netscaler Gateway
through which a user can access the store,

—
+| Servers are load balanced

T rtty m A le controllers.
Clear

o |mTEm

Advanced Settings
Configure delivery controller communication timeouts and other _
advanced settings using the "Settings” dialog.

o N

BB & {E NetScaler Gateway I , UL HDX Engine F&EZI{#E A StoreFront KIE &AM EIR (140 , XenDesktop VDA
8¢ XenApp 8§, XenDesktop KMV AFEF) B ICA TR, BE , —NbRMREMXAEER MR VE.

REAMA AR StoreFront ATAKIE &R ERIEM KAHERE E L ix{E NetScaler Gateway &%, WMRENNVIET LI BEE
SREGM EE M B3R |, StoreFront 2 B s yTIHIRIE.

1§ ARG5S
1 x UK M3 -> 1 x UK StoreFront -> A UK N B2 A=
—> (VAT UK i 00 US N fE A= E
1x US ®2% -> 1 x US StoreFront -> i US 7 FBFE R AN i

-> (VAT US B UK AR FMSE

UK 55 UK StoreFront #2454 UK FEERIR (AN AFEFMEE) RKIZfEila).

UK StoreFront B E X T EF UK FIFETF US § NetScaler Gateway , 37£E Delivery Controller 51374 UK F01 US 13,
UK Pl R BEHRERM ., StoreFront Fiziaahmfe &R, NRE UK BIFEARTA , EAIRIRERBERAIE , it
TR RUZEREE US RIR.

ERBRIEMKEEAERT , FiF ICA BaigRE 4 BahERIK UK MtEd , MAERRIBEEAMIEXE, BHAER
T, QIR EENESKES , SIEVESKAIMI X StoreFront Z1Z&R%1, RIEMKEALESRE |, FRHBE T SN RREFNE
HH US 37iE B M RS US &,
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RS

EE - REE— Nk FEA StoreFront I AR JEMLET — M RAERI K,

i XSS~ IR R

1x CAMZone -> 2 x UK StoreFront > RKEEW : NBEREFNER
> FERHFEA/RER  NAREFMEm
> ENEMIME /R : N AFEFMEm

1x FTLZone -> 2 x US StoreFront > EEARSFERRE  NEREFNERE
> EESIN M ARERFAEE
> ENEVEME /R ARFENEm

> ENEYIME /R - N FEFMEmE
1x BGLZone -> 2 x IN StoreFront > SRESI - AREFARE

-> KERBFEBARE : LARFMNEE

& 1 JEmRAEM KR

Network A
<
: 3 Store =
Receiver ﬂ;_a Front )IC
]
. () DA
Network B
XD Site B
m
> g DDC
5
HDX © P :
Engine © v VDA
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& 2. REEM X

S Network A
<
: = Store ==
Receiver qa, Front DDC
©
o VDA
., v
Network B
XD Site B
o
= Str)r[: bDC
a‘a; Front
HDX © N
Engine O 'IL
4 — M '

{$ 1 Citrix StoreFront EIRsH|&
FERERCE BIHA NetScaler Gateway k&2 fa , TRLCAAFPE XA T ARIESN BN HERE.

1. #£ Windows FHa FESN ARF FET |, $kEIFFH8E Citrix StoreFront R4,

2. 1£ Citrix StoreFront BIRISHI A MM G ERNABETR , AREEREAEPEE—NNARE. EREERTS , 3
FHRENARERE.

3. fERE > &fE HDX BT E L , ®HE—I WX,

4. IR TINPRIMNEBE EAE | (% E EAEKS -enabledOnDirectAccess = false %35 , 38 B HDX &S 15k X isE
3 Set-DSFarmsWithNullOptimalGateway %34,

Configure Store Settings - Storel

StoreFront Optimal HDX Routing

HD¥ connections can be routed through gateways based on delivery controllers or XenApp/
XenDesktop zones, Typically resources should be mapped to the gateway that resides in the same

User Subscriptions geographical location or datacentre,

Kerberos Delegation
= Optimal Gateway External only € Delivery Controllers ~ Zones i
Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway v CAMZone
FTLGateway v FTLZone

Advertise Store

BGLGateway v BGLZone

Advanced Settings

Add Gateway l [ Manage Delivery Controllers l [ Manage Zones

B TEES
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Z BTSRRI E A —AMETCORMM X, EFFRMMXE |, B E/R R0 NetScaler Gateway” F#&.

1 EEAMRERE L  IAEB/RAFR. “NetScaler Gateway URL"M“E BN B AERE , AN RN ERNAFIE
BT NetScaler Gateway XN R JERIIR], TOAN KL S HIUEALY AR IEN BT NetScaler Gateway HATIEFE
@,

2. 7£ Secure Ticket Authority (STA) F&_L , HHE B/RENER, STAFEET XenDesktop #1 XenApp fR%E25.E |, FRELWE
ERINROERE K, XEEEIEM A T X518 XenDesktop 1 XenApp RIRF TS A MAIEFZA I ERL,

3. ESMERIERERE L AR TS A P RES MR EREARE.

1§ A PowerShell A B JEBLE &£ NetScaler Gateway &

PowerShell APl &%k
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Parameter
-Siteld (FHY)

-ResourcesVirtualPath

(FRFE)

-GatewayName (F£%&F
)

-Hostnames (GERFR%K
4)

-Farms (ERrSR%i4H)

-Zones (SFFFE¥4A)

-staUrls (FZ4FER%i2A)

-StasUseLoadBalancing
(fn/REY)

-StasBypassDuration

EnableSessionReliability
(f7/RE)

-UseTwoTickets (#7R
)

EnabledOnDirectAccess
(F/RBY)

Description
IS Fr it s ID, X FERIAZEE StoreFront i 1IS Shfehss |, BE R 1,

ETEREUAAREM K SHARIN A JEHER.
75 - "/Citrix/Store"

J1R5I StoreFront ) NetScaler Gateway TR L& #R.
7~f5] 1 : ExternalGateway
5 2 : InternalGateway

FERE & IE NetScaler Gateway R&MTTLIREMIKE (FQDN) FikO.
7~ 1 : gateway.example.com , FIF#rAE vServer iz 443,
7~ 2 . gateway.example.com:500 , FAFIEARAE vServer iizH 500,

HEE—H (BENTR—MIE) LZERRE NetScaler Gateway &%) XenDesktop, XenApp #1 App
Controller &, ZHr]ABERMHEE KM TIRAEA Delivery Controller 2% 4> Delivery Controller,
aJPATE StoreFront ) Delivery Controller FEEE— XenDesktop ¥ “XenDesktop”, 'BR/RNA—1F.
XA ATERI 74513k A5 24 Delivery Controller :

5 : "XenDesktop"

XenDesktop-A.example.com

XenDesktop-B.example.com

XenDesktop-C.example.com

HE—NBHZNEE LA Delivery Controller %R0y, XEREIMCAEZENR Delivery Controller SIR AL
AR XIE Y StoreFront FR ¥ NT 5 .

¥5EIE1T Secure Ticket Authority (STA) i XenDesktop 2k XenApp AR$-2580 URL, NR{EBZ Mg , R{EHE
SHRERSIRS L SN 7 LK STA RS ¢
7~ : "http://xenapp-a.example.com/scripts/ctxsta.dll","http://xendesktop-a.example.com/scripts/ctxsta.dll"

WER True : WETH STARBHURRAVERIE |, EHTA STA Z 0 KFK.
WEA False : A RRRERETS I KIRFEREIE— A STA |, WK AEEEL E R R FTE AR STA %K

ERFERR.

WEEERKBER STA AR BRINTEEIIR |, SR/ N, S2440F0FD,
7~ : 02:00:00

WE A True : 7£ Receiver B EREINEREE , RIFMITEENSELTITIPRE. RACET 24 STAHH
ERSEIRAR AN |, 4§ useTwoTickets BHERIERE R True , DMFEEB ARANREA STA FRERAE
=R | PAER—A STA ZEAERAE AT A,

WEA True : NFIANARER] STAIRERSVERIRE | PABHAF—4 STA ESFHIBRIAT A,
WEA False : {UFEA—1 STA fR%-25.

BB R True : R4 SRR RNt P E 55 StoreFront B, {(Bi8iT hi5E YRR & BB SH TR
BERE.
WEA False : RBTZMRIEREHRBSRIREAERE | IRIEFA BT NetScaler Gateway 17 StoreFront,
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PowerShell IAE L MTE (MITH7R) , B MTEBLAEATH () 45 E.

Citrix BN A RERBIEPE B2 Windows PowerShell & AR (ISE) , DMETEIEITRIE G E IR HE
Powershell /{5,

MIHECE RAEM K

Sz

BEE

1@id|H PowerShell cmdlet Set-DSOptimalGatewayForFarms BC&E&{E HDX &2 /ER.

EfR R A, EPRITAUTRE ¢

1. &{#H Add-DSGlobalvl0Gateway 4 A4 FM KL E S 2R TR {E HDX BERIRE | FFASHEIRRERHBHAME.
2. {#F Add-DSStoreOptimalGateway #54 Al AR INRIEM FELE .

R~

Add-DSGlobalv10Gateway -Id 2eba0524-af40-421e-9c5f-alccca80715f -Name LondonGateway -Address "http://example" -Logon
Domain -SecureT icketAuthorityUrls @("http://staurll", "http://staurl2")

Add-DSStoreOptimalGateway -Siteld 1 -VirtualPath /Citrix/Storel -Gatewayld 2eba0524-af40-421e-9c5f-alccca807 15f -Farms
@("Controller") -EnabledOnDirectAccess Strue

BN

F AR JE Internal 828 B 5E B TIHANRAEM KARLET,
& "SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\Import Modules.ps1”
Set-DSOptimalGatewayForFarms -Siteld 1 °

-ResourcesVirtualPath /Citrix/Internal °
-GatewayName "gatewayl" "

-Hostnames "gatewayl.example.com:500" °
-Farms "XenApp","XenDesktop" *

-StaUrls
"https://xenapp.example.com/scripts/ctxsta.dll","https://xendeskt op.example.com/scripts/ctxsta.dll"
-StasUseLoadBalancing:sfalse °
-StasBypassDuration 02:00:00 °
-EnableSessionReliability:$false *
-UseTwoTickets:$false °
-EnabledOnDirectAccess:Strue

FHACE R AEM
T~

P REE CAMZone 42807 518 A T MR AER KRS
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& "SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\Import Modules.ps1"
Set-DSOptimalGatewayForFarms -Siteld 1 °

-ResourcesVirtualPath /Citrix/Internal *
-GatewayName "gatewayl" "

-Hostnames "gatewayl.example.com:500" *
-Zones "CAMZone"*

-StaUrls
"https://xenapp.example.com/scripts/ctxsta.dll","https://xendesktop.example.com/scripts/ctxsta.dll"
-StasUselLoadBalancing:sfalse °
-StasBypassDuration 02:00:00 °
-EnableSessionReliability:sfalse *
-UseTwoTickets:$false *
-EnabledOnDirectAccess:Strue

NI

BERIAK IR B R JE Internal R A T2 T A RIERM K.
Get-DSOptimalGatewayForFarms -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal"
B

MR AR JE Internal EK3ZBRSTEIBT R R AEMI K.

Remove-DSOptimalGatewayForFarms -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal"
FIHRCEEH HDX &

N

BLAIASERLE BT ICA Bahi@id AR E Internal (TR EIHSIZRMM K 1%5E.
Set-DSFarmsWithNullOptimalGateway -Siteld 1 -ResourcesVirtualPath /Citrix/Store -Farms "Farm1","Farm2"
NI

ISR B AFR LE ICA JBEhiBid K IR JE Intemnal (R et TiE 8 MAC BN FTE .

Get-DSFarmsWithNullOptimalGateway -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal"

Hy5E StoreFront 2 A IEZE(E & T2 B A M SChR 5

L EEETU T4, £/ Powershell 7E577 R %8485 ;R L JS A StoreFront IRER :
& "SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\Import Modules.ps1"

#Traces output is to c:\Program Files\Citrix\Receiver Storefront\admin\trace\
Set-DSTracelLevel -All -TraceLevel Verbose

2. £ StoreFront fR%-25M =M _EFTF Debug View T H., NRIEFE(#F StoreFront fRS52528 |, RIBEXSRIEFT AT m BT
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BAE , ISR AIRBEEME KT mUREGRER .
3. J3HA Capture Global Win32 =,
P& DebugView |
File Edit Options Computer Help

= & a Capture Win32 Ctrl+W &4
£ Tim| ¥ | Capture Global Win32

.0¢ Capture Kernel Ctrl+K jervicesProxy.Filters Informatio:
.04
j’ Enable Verbose Kernel Qutput
_oq| ¥ | Pass-Through
.0{ Capture Events Ctrl+E jervicesProxy.Authentication Ver]
04 rqgkv: Logoff: called
Llces.MVC Verbose: 0 :

jervicesProxy.Filters Informatio

Pl n on s W R
YO OO0 OO0 OO0

.04

Log Boot

4. BIRERSGIE BEA log Xt , RIEFERACEAITHHIH. BRUT RIS ERNBAELE.
5. ZEERMIRER , RAIRERES D B StoreFront R85 _EM KSR ZSE].,
Set-DSTraceLevel -All -TraceLevel Off

S MARREM 7S

o HMNERR Fun Sk Gatewayl, [5zhiEidi% Farm2 KF5ER{EM X Gateway2 iEfm].
Set-DSOptimalGatewayForFarms -onDirectAccess=false

Farm2 AL &k Fm{EM X Gateway2,
EEFAEEARE , Farm2 BE&ERX,
BEMX Gateway2 B BT 235,

o NHEBE Fuif# Al StoreFront &%, BahiBd Farml KIFEERIEM X Gatewayl ],
Set-DSOptimalGatewayForFarms -onDirectAccess=true

THENERAIM K, EHZEsk StoreFront,
Farml BCE A& A EM X Gatewayl,
ERE#FRN , Farml BEREMX.
BAEM % Gatewayl ¥ AT B3N,

o NEPE FunfFE A Gatewayl &g, Farml _EABRIREENA AT DUBIEM X% , BHkiZHk StoreFront,
Set-DSFarmsWithNullOptimalGateway

FEHZIAFIM X : Gatewayl

Farml BCEANERMK. BB MXEART R,
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5 NetScaler Gateway #1 NetScaler £ i,

Nov 27,2017
# NetScaler Gateway -5 StoreFront £5&1F A AT LA &SN PR R L HNEFEe) , 3R NetScaler 24 tazk
14T,

VERURY AN AR 552U (E

¥ StoreFront -5 NetScaler Gateway #1 NetScaler £ sZESK ST W X FN AR S5 2HEPAME B TITRI. N2 EEREE FHpLL
Citrix AR FERSFZED -

o ITRIMSNIFERAN A AFKER AT ER Internet BIRRS SSFIRISSHRER ., B IR E TTREAR S B EMEERNEHRERINA A
B R HPES.

o MERSMNIBFINEPARS 232 FR. L LALRERA (HNERFISMNER{E FRd B han & 25 (8] |, 5120 example.com (4M3F) F0
example.net (PNEF) . BEFEAEEALIR CAN) Y R , —MEBATLEEXHHAHER. —RiE JtT BN EFERZE
. f0RME IANA FEMRTRZE (TLD) , AIERMANMRALME —/MER., EXFERT , FeEER—&% BNERS 2%
Z# (40 examplelocal) , BAMEBEFRANPIED & RN TR SR IRAIES,

o N RATREMINIPAR S 23 FIPNERAR S5 25F AR B e, PRI FZ MIED , XEERRRKIEPHEEIE/MED.

o NVEAIEMEM Internet MRS 25 5IEMMA Internet MRS 2R Z AIEZUEF, XEAFPHRATEEARR - SEMPAERERNAN
MM A HER B AR BSHAFIA R 5 4R .

o ANERSRSZAAZBEAIED. VBAERNREIKRSS (a0 StoreFront fRE S FIFEMMLENARS ) Z A
FuFP. NERERRNEREH THRS SHAETARNT L REEHMIRS S 2 AR, THERERERSHRES
HARITRAB -

o —%H StoreFront fR$ B AECNIZ EBITREFERRS 25 .
e GSLB#—#HMEM Internet I X%,
e —2H XenApp F1 XenDesktop 7 x #5413 , AR EESERIE.

o HETFHRI RS, MEMRE L (A3F—L NetScaler FIS ) ATRUERAAR S HIZAEERE T S48 (HSM) BRAT{S
TFEIESR (TPM) ., ETREEE , XUREBRE AR THFEAEBRERLS | BEREMR. mREd
NetScaler Gateway StifE GSLB , X ATREZESK GSLB B M XA B — MERKNES |, ERP A EEFBNFTE
FQDN,

A X{RHP Citrix BBERIEMSE |, 1§25 HE B End-To-End Encryption with XenApp and XenDesktop (XenApp #
XenDesktop BimZE i) PAK& XenApp #1 XenDesktop %4 —7,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.127


https://www.citrix.com/content/dam/citrix/en_us/documents/white-paper/end-to-end-encryption-with-xenapp-and-xendesktop.pdf
http://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-13/secure.html

750 NetScaler Gateway 1E#E

Jun 04, 2018

ATDUE I HATARIN NetScaler Gateway &SR MA AT 5E & B /&R NetScaler Gateway 372, BCEEIT NetScaler
Gateway Xt A JEHITIRFR AR Z 8T , 2RUEH NetScaler Gateway HIB G4 E AL, B3 StoreFront itE
NetScaler Gateway KI5 E |, §S5{# F WebFront ;5 StoreFront 48,

BE  AZRESMBED  FUEA—ARFHUEBRS FANECE . #HR Citrix StoreFront EIFRH| & RERETMH

HAHABRS 28 L1517, TG  EHXIICE I E &R RS 234E |, DUEE R E P MH MRS 25 .

1. #£ Windows Fria &k R F &+ |, $RE)FFH & Citrix StoreFront B,

2. 7% Citrix StoreFront EIRIxHI AN AMEAEPEENARET R , RRERE TR ATER NetScaler Gateway,

3. BERMFIEHIRE |} NetScaler Gateway SPEHEE(ET A FIRBIK & FR.
FA ¥4 4E Citrix Receiver P EEIEIEMBREH At , BEZEHPEIAXGEE , UFEMAAREEBERLTHE.
Bign , ATRA7E NetScaler Gateway MPEM BREHFPOSHIBUERSE | UERFEBEMARIRETHECEFRN
BE.

4. NEREWMANEIURS HFFAFAER R (MT Access Gateway 5.0) ) URL, F5EBFE T AR =mmARA.,
StoreFront K TT2IREMNIHKA (FQDN) M/iiE— , FFEARRFT NetScaler Gateway BEHMARE 2540 FQDN, A3t
StoreFront #1 NetScaler Gateway RS 254 FIMEIf FQDN,

5. BNRFEIRN Access Gateway 5.0 §FE , HKEPITLSIR 7. BN , 1FFEE NetScaler Gateway R&MKFM IP itk (21RTF
E) . Access Gateway 9.3 BB ESKWMFEEFM IP ik , (EXRAESHKmME , R T %m,
F MR TS NetScaler Gateway FIRRRESHEMEF HIRS 233 TIEEN AR 1P ik, Hti-th ] LR
NetScaler Gateway R&KIBLET IP ik, NRIEE T FM IP ik , N StoreFront fF FAZHBERAENEKEBRE TS
wE.

6. MRERMIZST NetScaler Gateway KR % , 18 WERIETIFIFRFP 1 2 BIFEIR & LA Citrix Receiver i FECE NS HIIE
Hi%.
EETR A X NetScaler Gateway R&BCEME B RNEIN BB SN E R . X1§F Citrix Receiver T A IREXR
WEI A EMNHEEEK.

o MRFEEM A4 AE Microsoft Active Directory I8EHR |, E &,

o MREKAFMANRE LSRG SIEARED | HEERELM.

o IREKAFRINHNBERENNLESERBAOSIHEARRE | FRFENLL 4R,

o MRERAFMNBITEEAEMN IR | 1§ERE SMS SHKAE.

o IREKAFREERERIFMA PIN  FIEHFTBER.

NP AN BRSO E THBISHEIEATA (4R AEEE RIS AERENZ L) |, ENEREREIRS R+ %
B SMRAIE A, SREPITHIR 8.

7. BN Access Gateway 5.0 1 |, BIERA PSR REREMINORETE. MRERIME  BRET—H , REHE
PATHIR 9,

8. AR E4XT NetScaler Gateway Zk# /™ Access Gateway 5.0 R&HACE StoreFront , E1EEE URL 4E3IEE NetScaler
Gateway SHIIFARS URL, StoreFront £EFNMINN URL BIARHERRSY, BT T—3 , REHITHEE 11,
B N R &SR ATIE]# URL, StoreFront 3%3% NetScaler Gateway SAKIFARSE , BARIEM NetScaler Gateway UnZIEK
HREBKBELRE.

9. Z4tXY Access Gateway 5.0 ##&ELE StoreFront , AR E NHA LY X B EFIRE M IP #uhikal FQDN , AAfRaEHT~—
*.
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10. EERTRREMEAIETE L , 37 Access Controller fR%-25_bIzfTHIS A ISUE RS A URL, RIDZ & ARS-2589 URL A
BRBHEINEE , FHRIERINFSE X LR S RS NR EREES T, BaET—5.
StoreFront 1§ A S #HEAIE AR S X TAE P TE MR , MER AT EEH RN B e ERH AN EE.

11 XFHREEE | nREE TN AR ERISH XenDesktop 3 XenApp $2HI&EIR , 61 Secure Ticket Authority (STA) T
HFFIEIZET STA BIARS 2589 URL, FRINZ AN STA f URL DUSFIBRSEThEE | FHRIBERIFF H X LR 55 25 AR B E 72
1528
STAFEET XenDesktop 1 XenApp fR%a5 £ , FHFRESTERELNEROERSF K, XESTERIEM A T X11ia) XenDesktop
N XenApp &R T S IAEFIRAUREAL.

12. R % EE XenDesktop F1 XenApp £ Citrix Receiver 2 B S EINERI AR FF NS ERIFEIT RS | BEF EASE
ATEMERE, REET 24 STA , FEFEHRVETEMIAA A , EIEF Request tickets fromtwo STAs, where
available (M\BFIA™ STAVESKEIE@GIRATA)) TikiE.,

1% Request tickets fromtwo STAs, where available (MBI STAVESKERIEGNR ) |E4HESR , StoreFront B MFA
RNE STARRSVERE | X, BifE— STAESEE RSP ERATA , BASEthAatl. mRBTEATREATA
54~ STA #HTi8{5 , StoreFront ¥ EIRENEAAA STA,

13. BEHAIERURIN NetScaler Gateway FEHNFMES. RMTHEZfG , ERTTH.
BREMEBB VA EHNFEMRER |, WESRECE NetScaler Gateway EFEE.,

EHRMIET NetScaler Gateway X FABJERIARE , MIECE —1TNEHES RME LB/ EMRR. Citrix Receiver (Ef{E
FRRE A PR IEERIAH MK IE B A ML | SREEFRMNAARA R, ZOABOT , StoreFront {F FAETEAIARS 2% URL 3k
RETER URLEANEES R, EAFMAMRNE— NetScaler Gateway F3E ) Citrix Web 3 A ERIUBR S 25 A A ER
& (XFTF Access Gateway 5.0) URL {EASMBERR. BREBEHRRMEAEE | ESHICE S A,

BV FIET NetScaler Gateway RN REIE , AR AIX LR AR JE A Az F = ife).
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5 A NetScaler Gateway

Nov 27,2017
NetScaler &IBi4| & P ELE HITFR AR E W45 StoreFront R ECE KIEFRIENR EHE, AXNBATS ) NetScaler
Gateway , MEIEFHECE NetScaler §1 StoreFront {FHAEBELA{F .

=K

o TR ZARK vServer S/ ZIP 304 , FE NetScaler 11.1.51.21 siFE Shi4x, i3 : NetScaler RgESH{FE B XenApp #1
XenDesktop [a SAIZHIM X vServer,

o DNS WJRAEm AT H StoreFront MJRAEMEXZ NetScaler &A% ZIP SrfHeR ¥ GatewayConfigjson LR RIFTA STA
(Secure Ticket Authority) fR%-2§ URL,

e NetScaler &£ i ZIP X4 GatewayConfigjson T RHL S StoreFront fR%-85_EAGILA Citrix Receiver for Web S5,

B URL, NetScaler111 R ESHMASEERESERN ZIP X BRI ELR StoreFront AR %23 F M Z B ILA N AHE R
Citrix Receiver for Web S 4MBIFX—A.

e StoreFront AJRAEMBKE DNS FH[EIE URL g4 ARk VPN vServer IP it , DAE{E SR 3t T S 9 IERERS RN,
BFEAENE URL Fig OE &8 % 5M % URL MmO 2B&48E , RE StoreFront a] PAfi# Rt URL,
&

MR ELELNIRFERARRAISNTFIPED DNS 454 /8] , [BYF URL figOE 4T85 Mk URL Fig BG4
[, NSRRI T DMZ F3{E R URL , T StoreFront T &H/A\T)EHMLEIHE A URL , AT A{E
[E38 URL #&[=] DMZ & [ 3 vServer,

1F 15414 S\ NetScaler Gateway
A PUBIT S\ NetScaler EEE X RSN —1 LA NetScaler Gateway &%

Important
Citrix AZFFahmiE M NetScaler S H BLE ST,

1. #£ Citrix StoreFront EIEEH| AN E /P EEN HMIE | ARERETKP RTEH NetScaler Gateway,
2. 7E“EFE NetScaler Gateway”f&+ , B NHEH S AGEE.
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Add, edit or remove the NetScaler Gateway appliances through which remote access is provided, Remote
access through a NetScaler Gateway cannot be applied to unauthenticated stores.

Alternatively, NetScaler Gateway appliances can be imported from file,

MNetScaler Gateways:
Display Name | Used by Sto... | URL

3. 4 E NetScaler B2E ZIP 3T,

4 B EBIRRTEE ZIP SCUFFIIME vServer 31IER, TEERER S MM K EL vServer FFRATFAN. WRERFAEA vServer
SN RRA TR, RIEFER |, SR DU E S M K MK,

1. Select a NetScaler Configuration zip file

Zip File: | Ci\Users\admin Desktop\AllAuthMethads.zig) | | Browse |

2. Select the vServer you want to import

https:/femeagateway.example.com:443

https://emeagateway.example.com:444 |E
https:/femeagateway.example.com:445
https:/femeagateway.example.com:446

r—] -
httme famasmatawans dermain e AAT 1 o+

&000

5. BFANEMKAERLER | aiRFE |, F58— /N EV URL, BRZEFYZ7E NetScaler Gateway % _E4 Citrix Receiver Fj /2
RCEMSMRIEA TR, FEEFITFERE URL (S ERE) .

o AHBIEKERIA URL EEHMER T M StoreFront fR525lA).
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StoreFront

Select Logon Type
Secure Ticket Authorities
Review Changes

Summary

Select Logon Type

Review the logon type for the gateway you wish to import, Smartcard legen types include a

smartcard fallback option.

Logon type: )
Domain

Callback URL (Cptional):

| https://NetScalerGatewayFQDN

Verify

JCitrixAuthService/AuthService.asmx

) This is the internally accessible URL of the appliance. This is used to verify that requests

received from MetScaler Gateway originate from that appliance.

EHAEPRERAR JSON 324 LogonType £ a)iF URL
5 1, B
¥ e e DomainAndRSA =
ReLh RSA 2
RER - RER =ReR 2
BReR -1 SmartCardDomain 2
BREE - BT 2408 SmartCardDomainAndRSA B2
TR - R SmartCardRSA 2
EREE - SMS BAKAIF SmartCardSMS B
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SMS S#3AE R =

WNRFLENF URL , StoreFront $ET1E ZIP UAHIREIRM X URL BENAZ [EIA URL” . ATRUK I EBCATEE] NetScaler
Gateway vServer IP B{EAIB A URL,

R EEFREER , NEZEEE URL,
6. B T—%.

7.StoreFront {£F DNS BXZ& ZIP X4 %4 A STA (Secure Ticket Authorities) fR%-22 URL , HBIFEANI R BB IER E1T
B STA ZIRIEFIRS 25, MR —1EKZ A STAURL T , AR SUREL,

StoreFront Secure Ticket Authorities

The import process has detected the following Secure Ticket Authorities

+ Select Logon Type ‘ Provided URL Edited... STAID
Secure Ticket Authorities

Review Changes ‘

Summary

8. BEH T4,

9. ERSAKNFHAES. WREHFEAFMHERMK URL MixAHE (MXinH) KKK |, FER THAEREE - MR
B, SRR,
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StoreFront R ang=s

Review these changes kefore importing.

+ Select Logon Type Gateway Information

Gateway Address

GSLE Address

Review Changes VIP Address

Summary Gateway Mode CVPN
Gateway Edition Enterprise
Auth Type Daomain
Callback URL

Secure Ticket Authorities

https:/it fecripts/ctesta.dil

https:// fseripte/ctustadll

+ Secure Ticket Authorities

0 A gateway using at least one of these addresses already exists. Select to create a new gateway
or overwrite the existing one before importing.

-- Create New Gateway —- = l View details

StoreFront {8 “M 3 URLIx A "A & KHELEAFANM X ERLALETRER EEMNIAM K., MERENMXAEFARR
B“BI < URLIwA"2H4 , W) StoreFront YEMAFM K, LMK EERERT 0] AEFMPLARE.

RIXEE AR
M 3% URLiGAE &
GSLB URL 2

NetScaler {S{EIEBFIFELL =
[=]3F URL =
Receiver for Web ¥t £ URL =
Y 3B/ VIP =
STAURLFSTAID P
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BrEERIE b

10. 2. 40R StoreFront fREFB[IBTENMSRE , WELBR—FKIEE | REEEKSANM XX EEREIAPHARS

oo

Ao

11 B,

ESAF—/VServer it E |, BFEE _FERAIE.
a A

K AR JERIERARI X2 A4 Citrix Receiver SHIBIHIERIMX |, IRIFEMNEEAMERARMMK. MRIEEANBEELREMX ,
UM ZIP TSNS — PSR A4, Citrix Receiver ERMIEIARIR . SAREMAASERE AN BRI ERENRIAMK.

{# B PowerShell § A\ % NetScaler Gateway

Read-STFNetScalerConfiguration

o 3% ZIP TR HIF M4 BTER M StoreFront &R R =TH.
o ¥ NetScaler ZIP SUFMREEARNE , FEA=AMXMFT EEEXBP HEANXLRE,

PN
2

ap

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

{# M3 Read-STFNetScalerConfiguration cmdlet ZEFMN#H M NetScaler ZIP S ANEIEAK =R XI5
i
$IlmportedGateways.Document.Gateways[0]

$ImportedGateways.Document.Gateways[1]

$ImportedGateways.Document.Gateways[2]

GatewayMode

CallbackUrl
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GslbAddressUri : https://gslb.example.com/

AddressUri : https://emeagateway.example.com/

Address : https://emeagateway.example.com:443

GslbAddress : https://gslb.example.com:443

VipAddress

: {STA298854503, STA909374257}

StalLoadBalance : True

CertificateThumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType : Domain

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite}

GatewayMode

CallbackUrl

GslbAddressUri : https://gslb.example.com/

AddressUri : https://emeagateway.example.com/

Address : hitps://emeagateway.example.com:444

GslbAddress : https://gslb.example.com:443

VipAddress

: {STA298854503, STA909374257}

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.




Stal.oadBalance : True

Certificate Thumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType : DomainAndRSA

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite}

GatewayMode

CallbackUrl : https://emeagateway.example.com:445

GslbAddressUri : https://gslb.example.com/

AddressUri : https://emeagateway.example.com/

Address : https://emeagateway.example.com:445

GslbAddress : https://gslb.example.com:443

VipAddress

: {STA298854503, STA909374257}

StalLoadBalance : True

CertificateThumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType :SmartCard

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite}
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Import-STFNetScalerConfiguration (A#55 CallbackURL)

# ZIP TR SR YRR StoreFront EIE RAKEE. K NetScaler ZIP S ABHRNBTEARNTE , FERA=IMRMRS
BEERXAF XK,

A A
n4

1]

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

f§F Import-STFNetScalerConfiguration cmdlet FHEE FTHHIM ARSI H =1 FM KL F A StoreFront,  {F -Confirm:SFalse
AL IE Powershell GUI R 7REAFSAE MWK, RETEE—XFA—IRX , FHERESR.

DA
s

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 2 -Confirm:$False

Import-STFNetScalerConfiguration (¥5EEC# CallbackURL)

{£ A Import-STFNetScalerConfiguration cmdlet 3§ =/~#TM < S A\ StoreFront , 3# A -callbackURL $%it¥5 R AT B
URL,
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$IlmportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -CallbackUrl "https://emeagatewaycb.example.c

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -CallbackUrl "https://emeagatewaych.example.c

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 2 -CallbackUrl "https://emeagatewaych.example.c

Import-STFNetScalerConfiguration 2% = S AP EENSHIAEA X , IHEELEETH CallbackURL

o {# Import-STFNetScalerConfiguration cmdlet ¥ =/ # M5\ StoreFront , F{#F -callbackURL $-¥k#s X i (]
1A URL,

P
s

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -LogonType "SmartCard" -CallbackUrl "https://e

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -LogonType "SmartCard" -CallbackUrl "https:/e

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 2 -LogonType "SmartCard" -CallbackUrl "https://e
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ACE NetScaler Gateway &R E

Jun 04,2018
BUTUA TS 7T 5T B Ay Rl Sz PR JE BT BT AR NetScaler Gateway EREHIVEM{SE., A=K StoreFront AL E NetScaler
Gateway HIFEM{EE |, iES5{FE B WebFront 5 StoreFront £ A8,

BNR 3T NetScaler Gateway B ST M E Y , NAHRIE T X LE0 2E 7] B S JE i A P86 s R &R (s EE HE! Citrix
Receiver &, R AN FAREJERCE T Citrix Receiver for Web &, TR AT DA Z L i ep $RER 5 5t i4 Citrix Receiver B3
., B, JRCAN ARG SEES S, FREISUtREE T A AT A,

BE  £EMERFIEF  FOXUER—EMGIUEBURS FANEE. #R Citrix StoreFront EHHZH| & R1ERREFH
RATHABRS 28 LIE1T. TTARE | BRI ICE I E B2 RS20 , DUEEFTRRE P A MAR 25
B EH NetScaler Gateway W&

ATUEE B TE SR MR B (RS E50E B A B RH NetScaler Gateway BRERHR , I IR S-28 80 A8 R | URL AR
NetScaler Gateway £Ai£EMIBREE AT 5 B FEY StoreFront H,

1. £ Windows Fria R &k 2 BE& |, $XEFF&d Citrix StoreFront RERA.

2. £ Citrix StoreFront EIRSH| &AM EE P EENARET R , AFHRTEIE NetScaler Gateway,

3. A NetScaler Gateway FBEFEEET A FRAK LB TR,
P P34 Citrix Receiver REEIEHE RN EREHR , At , BEZXEHFEEHAREE , UEBRARERRERITE.
B30 , ATRAZE NetScaler Gateway FEH B REFFEESHIECEEE , MER FEEBRMARIRETHEMEMEFE AN
ERE.

4. FEBEWMNEINRS 2ZBAFER R (MT Access Gateway 5.0) ) URL, F5EBPEFE A= GRhRA.
StoreFront ERE T2 IR EMIHA (FQDN) MiilE— , FEARRTF NetScaler Gateway MR E 25 FQDN, R3#Fxd
StoreFront #1 NetScaler Gateway EHARRS- 2513 FA4EEIAI FQDN,

5. WREHTREZITHR Access Gateway 5.0 , BFHEHITHE 7. BN , EFEE NetScaler Gateway & & )T R IP bt
(MRFE) .
FMEZEFE NetScaler Gateway FRFRRIE-SHNEIMAEH AR S 233 TIREHIA PRSP ik, bt aT LR
NetScaler Gateway R-&HBRES IP Hihik. FNRISE T FM IP sk , W StoreFront { AZHBIERIEE NG K EBRE S
w’E,

6. ANRIRFIZITHOE NetScaler Gateway , iEMWEFRLERIFIRFPIEFR AR E LA Citrix Receiver B FELEMSHIIETTIE.
BRATIR LA 5% NetScaler Gateway W& AL E KIS ER R MBI AR ERE & XHF ., X{F Citrix Receiver a] AFEE REX &
BEI A EMNAEZEEK.

MERFZEH P AE Microsoft Active Directory 1 &R | iE1EFE,

MREKAFHANT LSRRGSR | BEFER LS.

ANRESK A P E R NS ERM AR 2 SERIGHSIEARRD | FEFEENR LS5,
NREKAFHMNBI B EREN KM | E1%EF SMS SHRIE.

MRESK A FIRHERERIFMA PIN | EEERERER.

MR FERERHHIEECE THBISHIIERE (MAFERERE AN TTUEIREZ X)) | EAEEREIRY R+ 1E
EHESHRIERIE.

7. dNREBE M NetScaler Gateway sk B4 Access Gateway 5.0 X &4E AL , NZEERH URL 4E+IHE NetScaler Gateway &4}
IUFARS: URL, StoreFront £BE SN URL BIFRAESRSY .
B R HINERATIIRIA URL, StoreFront 3%E#E NetScaler Gateway SHAKIERRS: , LABIUF M NetScaler Gateway Y
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EIH Access Gateway 5.0 1% %&
£/ B RBAES0I4E StoreFront RN, JwiBakMifk Access Gateway 5.0 &R IP #iiksk FQDN,

1B3Z Access Controller [FR#EEX A S HRAE

£/ B LIRS MHMEAE(ES A Access Gateway 5.0 # £ Access Controller BR%$525 LIZ1THI SARERRS A, Ymigak B
f% URL, EIIAZ ARS8 URL USFRB4ETNEE |, FHRMARIAFS L XL AR S5 25 LR B4R, StoreFront {#
SHRIERRS X ITFE R P THMRAIE |, DMER A IT R RN A SR R EIE.

18 Secure Ticket Authority

"] PUB T ITSecure Ticket Authority {1455 #7 StoreFront NP ERER A FESIRZIRR] Secure Ticket Authorities (STA) 313&
PARACESET S, STAFEET XenDesktop #1 XenApp fRE25 £ , HFAEASEREZIRMINVIERE R, XEFZIRMM T
X$if7im) XenDesktop #1 XenApp IR TS A RAEFIRA I EAL.

1. 7£ Windows Fria &k RFEFFE&E+ |, $kEFFH - Citrix StoreFront Rl

2. 1£ Citrix StoreFront BIRISHI & MM EAETEEN ARIET R |, FEEREEPEE—A NetScaler Gateway §BE. 1Eig
EEI&T |, BEHEIE NetScaler Gateway,

3. BERMENIETT STA KBRS 2380 URL, FEREZ A STA M) URL UG AR 4EThRE | FHRILSCRIRFFFIH X LEAR 55 25 PUR B K
EFERINF. Efso URL , WE7E Secure Ticket Authority URLs FIZR-PEFMNKLE |, ARRERE. MWIIRPEE—1
URL 3F2adif4 , TRALE StoreFront ix STA FRikERATEER,

4. INFR%LE XenDesktop # XenApp £ Citrix Receiver 3 B ShEFNEHEI AR MM SERIFEITIPRE | BEP AL
ATEMERE, REET 24 STA , HFEFEHRSETEMIAA A |, E%F Request tickets fromtwo STAs, where
available (ABIA™ STAEKRIRGNRATA)) FIEAE,

%7 Request tickets fromtwo STAs, where available (MBI STAESKRZIRGNR T H)) Ei%ESR , StoreFront $ AFIA
REIE STARBASVERE , XA, B{E—4 STA ESEERRPTREATA , BradthAistir. mRETHTRREITE
S STA H#TIESS , StoreFront 3 [EIREE R A STA,

k& NetScaler Gateway &f%&

EREEERT , FTLUBEHITEIE NetScaler Gateway F iR {E% M StoreFront Ffflf& NetScaler Gateway ZRERIVEM(S
S. Mk NetScaler Gateway B8E /5 , B AR ITEBIS ABERE VIR FARIE .

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.141



{# A3 NetScaler 3175 E 14

Nov 27,2017

AAEE NetScaler FI & RFE % StoreFront fR%-28 31T AT RHEE.
A& StoreFront fR%-234040 NetScaler fazkF1é

1 NetScaler tazk 1425 StoreFront fR$- 2561 RS 2EH

B BT vServer ASKIRAR 552528 2 (BT R [R5

ACE AT RECFEH) StoreFront ARS5<540

Citrix AR %5t =%

NetScaler Gateway S5ta# 14 vServers {2 F[E— NetScaler &% £

£/ NetScaler Xf StoreFront Ak 5523282t T Ta B & B PR [E) 1565

ACE StoreFront AR%-25£8F0 NetScaler Tz 14

MR BT REBF @) StoreFront 3%

AR AL T A RN AE T EEETIEREMNEEZL A StoreFront JR%#3H0 StoreFront JRS-23HMATA SR, AR
HRXTUATABHIEAEE : 2K NetScaler REBLE ATERRSZREFMFTE StoreFront TR Z [EX3EE Citrix
Receiver/Citrix Receiver for Web f{&E \NiEKSH TRETE , AR ANTACES NetScaler 588 =7 B Fiiseta &1 HET
StoreFront 25,

T RBEFERERG , FERTER TR VFFTER 2789,
B DU T

o HPRSKRLAH A PI4) Windows Server 2012 R2 StoreFront 3.0 374,
o FCE— NetScaler 10.5 fa# Fiizs AT/ iE#HA Cookielnsert My taE 14,
o —/NAET Fiddler 4.0 0 Citrix Receiver for Windows 4.3 ] Windows 8.1 IR %& Fig.

FTRAER HTTPS FIEIL T B E R S SREHEK
HEEA VTR CARS [HIEBREA—T.
MEAVIERRAR A SKIEBSIE T Ak CA SAIERZ AT , FE BT 5.

e WM 1 : 7£ NetScaler fazk ¥4 vServer 1 StoreFront AR%-252B77 m _E3{E A * example.com BRECFAES. XAET AR AC
B, BRITEBHEBEDATIAZRINE A StoreFront fRSS-#5.

o &M 2 : 7£ NetScaler TaZk F{ vServer # StoreFront fR$-2341 R EIMEAAEFERAEEALRANED. WERHEEILEC
FiE StoreFront fR%-23 T2 FREFE (FQDN) IS SAN AR , (BRZIWEA , FAXEEATLE StoreFront FiE 112
HEAWRIEE., BB TETHEFAMGE AT discoverReceiverexample.com i) SAN,

BRETHFHMEAIERERFMESE , E3H http://blogs.citrix.com/2013/04/01/configuring-email-based-account-
discovery-for-citrix-receiver/,

AR SESERXEKNABARTIT |, BERRDRMANES | —1E NetScaler 5z 4§ vServer EFR , F—MEBE
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http://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_3
http://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_4
http://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_5
http://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_fc6a
http://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway.html#par_anchortitle_e8b7
http://blogs.citrix.com/2013/04/01/configuring-email-based-account-discovery-for-citrix-receiver/

StoreFront fR$-2sAT m EEA. F/MEBELAB S EREEHAR.

Example Web server certificates

Option 1: Wildcard certificate Option 2: SAN certificate with every StoreFront server
Certificate Properties “ Certificate Properties n
A Subiect | Generl | Extensons | Private Key £\ subsect | General | Extensions | Private Key | Cersdeaton Autherity | Sgratre
The subject ef a certificate is the user or computer to which the certificate is issued. Yeu
The subpect of & certdficate i the user or computer 1o which the cetificse o maued. You
<an enter formation about the types of subject name and slemative name vahues that can enter nformatson about the types of subpect name and altemative name vabues that
«can be used in a certificate. can be used in & certificate.
Subject of certificate Subpect of certficate
The user or computer thet is receiving the cemificate The wer o computer that o recerving the cenificste
Subject name: Subject name:
Type CN=" zampie.com Type CH=storefrontexample.com
Common name | Add = Commiman name w fdd =
: hot:
Vadue: e Valoe: < Remnove
Alternatrre name: Alernairo name
Type
b * eample.com lew storefront.example.com
e " Ll - dridgverREC e B Cor
Wabue: Value 2012R2- Aumcamnple.com

2012R2-B.eamplecom
2012R2-Cexample.com
< Remevg < Rernewe =L

Certificate Properties ﬂ Certificate Properties n

A subgect | Generdl | Extersions | Prvate Key £y subject | Gereral | Exiensions | Privake Key

& riendly namse and description will make it easier to sderiify and use a certificate, A friendly narme and description walll make it essser to identEy and use » certificate.
Friendly name Friendty name:
wildcardexample.com Horefronteampleoe

Description: Descriptaon:
Common Properties|
Certificate Properties ﬂ
£\ subject | General | Extensions | Private Kay I}
Ll

Key usage FS

The key usage extension describes the purpose of a certificate,

Awsilsble options: Selected options:

CRL signing Digital signature

Diata encipherment Key encipherment

Decipher onky

Encipher only Add >

Key agreement

Key certificate signing e

Mon repudiation 5

Certificate Properties “
[] Make these key usages critical £\, Subject | Genesal Extensions | Private Key
Cryptographic Service Provider v

Extended Key Usage (application policies) ~

An application pelicy (called enhanced key usage in Windows 2000) defines how a Key options ~
certificate can be used. Select the application pelicy required for valid signatures of : r

cantificabes issued by this template. Set the key length and export options for the private key,

Key size: 124
Avasilsble options: Selected options: Sy sEE 1024
Chent Authentication & Server Authentication v

[ Make private key exportable

41 NetScaler taZk @28 F T4 StoreFront AR 2581 RS 21
{E/ OpensSSL 3 Windows CA fRAHREFHSAE] NetScaler &%

e WIinSCP RIFEBRANE=FAHRETR , PN Windows 11 EHF3hE NetScaler XHFRSE., BESAKIEBESIZF)
NetScaler LA SENM /nsconfig/ssl/ T4£.

o Mt ATU{FFE NetScaler i OpenSSL TE M\ PKCS12/PFX CAHZBGIFRFIZ4R , BAERL NetScaler T A{E AKX PEM 4%
AP Bt .CER 0 KEY X.509 3044,

1 ¥ PFX XHE#IF) NetScaler %%k VPX _£H) /nsconfig/ssl/ # .,
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. ¥TFF NetScaler 4544730 (CLI),

. & )\ Shell BURH NetScaler CLI 3+1]#:%1 FreeBSD shell,

. {#F3 cd /nsconfig/ssl/ EX HR.

. 1517 openssl pkes12 -in <S ARREH#>.pfx -nokeys -out <uE30#E>.cer , FFIEH IR RETHIA PFX 2565,

. 1517 openssl pkcs12 -in <G ARREFH>.pfx -nocerts -out <F4ASH4> key , FFAEHIRRITHIA PFX 285 , 45
JERERLEA PEM BEBRARET KEY X,

. 1B1T Is -al I E 2/ 7E /nsconfig/ssl/ RAEhAIEE .CER 1 KEY 304,

8. &\ Exit PUR[EE NetScaler CLI,

o v w N

~N

SRS BRI NetScaler EHHTALE

1. &% NetScaler 12 GUI,
2. & Traffic Management” (JREEIE) >“SSL” >“SSL Certificates” (SSLIEP) , SAfF&aH Install’ (&%) .
3. f£“Install Certificate” (RFIEH) HOF , MAEBFFLAX LF5.

o 7 NetScaler S{fF A%t L |, 1%4%F /nsconfig/ssl/ THEK .cer MEHICF.

o MNEI—ERFEEIAN key U,

Install Certificate

Certificate-Key Pair Name®

wildcard.example.com

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance

Certificate File Name*

wildcard.example.com.cer | Browse

Key File Name

wildcard.example.com.key | Browse

Certificate Format

® PEM DER

Password

Certificate Bundle
| MNotify When Expires
Motification Period
30

o5 StoreFront AR5-z34A T T 1E 25 617 DNS g3k

FFTERIEEE FQDN 413 DNS A F1 PTRIER. ML PNEE FimfE ALt FQDN ifal{E A NetScaler tadi 25 #4
StoreFront fR%-2540.

75l - storefront.example.com #&4 & fazk 44 vServer B4 1P (VIP),

£ 1 : #£% Fum5 NetScaler gk Fzs AR B F s SO E LA
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StoreFront 3.0 JRE 252 [B)FETUREIuR(K] HTPPS 443 T4EHE,

WA RFERBEYRER StoreFront RS2 3H(E FREO 443,
¥ B/ StoreFront ARS-25T ARINE NetScaler Tazi F 25

1. &% NetScaler 1% GUI,
2. 1%&#% Traffic Management (GiZ2%&I#) > Load Balancing (faZkF) > Servers (JR%25) > Add (M) , 93050

EHRITRETFEH Y4 StoreFront T,
5 4 4~ 2012R2 StoreFront T , 9565448 2012R2-A & 2012R2-D

3. {FERAET IP MRS [ECE |, FHINAEA StoreFront 17 RAARS 23 P ik,
ls

+ Syster NetScal » Traffic Management » Load Balancing > Servers

Action o

Marme State IPAddress / Domain

b 20M2RZ-A 172 27.44.90

p 2012R2-B

p FOVZR2A Enabled 172274492

p 2012R2-Dr

+ Cache Redirection !
E X —A StoreFront %28 , A TRERS 2SAF F1F StoreFront 7 MR,

1. B3R NetScaler B GUI,

2. ¥%4% Traffic Management (iZ%1®) > Load Balancing (fa#%F#) > Monitors (Mf13E) > Add (M) , FN%
3 StoreFront RFTE S | FHERFTARANRE.

3. W\ Type (3E!) TH# , 1%&4F StoreFront,

4. MRFELEFAE vServer 5 StoreFront Z [BMEMR HTTPS E# |, EBIRETRERIFAE ; BN , BRILERRIFERL K
*

5. F£“Special Parameters” (FAS%) WK TE , TEEN BRI AR,

6. Werh“Special Parameters” (4575¥) Y& FEA Check Backend Services (K& FUhfRS) SIGHE. WEohit g
StoreFront k%28 EAZ1THIARS HITIAM,. BRI StoreFront fR%2§_HiZ1TH) Windows RS ¥ H StoreFront Service |
WA [ 1IEFEI21THIFTA StoreFront Service MR,
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Standard Parameters Tab Special Parameters Tab

Create Monitor 4+ Back

Name"
[storeFront Configure Monitor

— Name

STOREFRONT ¥

StoreFront

Standard Parameters Special Parameteérs Type

e _ STOREFRONT "
5 Second . ! )
Destination |7 Standard Parameters Special Parameters

IPvi
Store Name

Response Time-cut
2 | | second v Store
Destination Port Storefront Account Service
-Eourd Service | % Check Backend Services
DU.‘." r'l"‘.‘

20 Second ¥ “ Close

»*| Enabled

Reverse

#*| LETM [Least Response Time using Monitoring)

B ES A StoreFront BRE-25 HTTPS 443 R4

LIERFER , EFAMN Members” (RREF) ER , RIEFMEZFIFEServers” (BRE2) FHTEXHHE
StoreFront fR%-25T M.

2.E SSLigH , FERMT RE RSN RO B —MHE—RIARSES 1D,
Create Service Group Member

(2 IP Based '® Server Based

Select Server®

‘EOQRE—A, 2012R2-B, 2012R2-C, - | > | rd
p i

ort

5 |

Weight
i |
Server Id

! |

Hash Id

State

o N
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3. 7E“Monitors” (Mf28) &KL , EFEZ AT StoreFront ¥112s.

Monitors
Add Binding
Monitor Name Weight State
StoreFront 1 -./
Close

4. FENERERF L, HEZHTFAMRS FHED.
5. 95 AT AZ RIS AMRESEPIHITE RN CAUES |, PURATREET PKI SEMEMEME M CA,

ServiceGroup Server Certificates Binding

| Add Binding |

wildcard.  .com
BB T PRENRETE vServer
1. %&3% NetScaler 32 GUI,

2.1%3% Traffic Management (GRZ=ETE) > Load Balancing (fagk4) > Virtual Servers (EURS2%) >
Add (%) , BIE—ANHTE vServer,

3. 3%&3#% vServer X G E &7k, StoreFront TaE &K% FII%EM A round robin (§816)) =X least
connection (F/NEH) .

Method

Load Balancing Method™

LEASTCONMECTION M

Mew Service Startup Request Rate

Mew Service Reguest unit™

PER_SECOND M

Increment Interval

4. B2 BRI AR S-SR E BT E T 44 VServer,

5. % 2 ISR E PRS- HRR — RS540 CAUEPIPE R TR T4 vServer,

6. FETAEL TS vServer Sk | IEEAMI Persistence (FFAME) |, BHFAMAIARE A Cookielnsert,
7. }1% Cookie €54, %20 , NSC_SFPersistence , X#£0] AEAABH{EH 7E Fiddler SR ERF S TR,

8. K& F MR E A None (L)
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Persistence
Persistence™
COOKIEINSERT v
Time-out (mins)*
20
Cookie Name

MSC_SFPersistence

Backup Persistence

Backup Persistence

NOMNE v
Backup Time-out

2

IPvd Netmask

255 . 255 . 235 . 2535

IPv6 Mask Length

R 2 HTTPS &1k - & Fue 5 NetScaler thE 4738 > (B34 T HTTPS 443 j@1{= |
T2 5SH A StoreFront 3.0 fiR$-25 2 [Bi#4T HTTP 80 i&E#x.

5 = 1E BEMAR) StoreFront W28 38 FiR O 8000,

B4 StoreFront fR$-25 775 0F NetScaler faZ 125

1. %&3% NetScaler 3% GUI,

2. 1%#% Traffic Management (GiE%&HE) > Load Balancing (fazk ) > Servers (JRE25) > Add () , 9300
BT RETFER YA StoreFront fRE25.
5 o 4 4 2012R2 StoreFront ARS2S , S Rlldi 4k 2012R2-A & 2012R2-D

3. ERET IP WIRFH[ECE , FFMAEA StoreFront RS 2RAVARST S IP ik,

+ System aler % Traffic Management %  Load Balancing 3 Servers
+ AppExpert
Action >
= Traffec Managenent
Mame State IPAddress / Domain
= Load Balancing
b 2012R2-A @ Enabled 172.27.4490
Virtual Servers
» 2012R2-B @ Enablad
s
p 2012R2 @ Enabled 172.27.44.92
i &
Manitors b 2012R2-D @ Enabled 172.27.4493

Content Switching !

+ Cache Redirection !

FE X —/> HTTP 8000 StoreFront #4125 , ATHREMS /AT A StoreFront FRFFHPRES.
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. &3k NetScaler B2 GUI,

1%3% Traffic Management (GRESIE) > Monitors (M44135) > Add (BRin) , %044 StoreFront HIFTIAES,

. ﬁ%ﬁh"ﬂ)u%%/ﬁhﬂ—/\ﬁﬂx#%xﬁﬁ AKRE.

. WTHISESATI%SE Type (2£5Y) 4 StoreFront,

. fE“Special Parameters” (45 2¥0) @WK NE , TEENARER LR,

. B REEFHA 8000 , StinAULACFER/ StoreFront JRS525_EBIEEAIBRIA M AT 23 K61,

. A% Special Parameters” (#5kS%K) EWM-E FEA Check Backend Services (KB FIBIRS) EEIE, Eh AT
StoreFront JR$-28 I THAR S BHTIAM,. @ITERN StoreFront JR%-25 LK Windows BRSS 41 StoreFront Service , R
BAESIR A E/EIE1TAIETA StoreFront Service KA.

\lo\m-bw[\JH

BIEEAE T StoreFront BRE-2ZM HTTP 80 BR%4A

1 FERRSAN , EEAMK “Members” (A5R) I, RERINEZBIE Servers” (BR$2%) BB E XHETE StoreFront R
FHRNR.

2. ¥ HTTP SRR E X 80 , FERMARE S AT A RS S/ HE— ME—MARS S D,

3. f£“Monitors” (MH2§) KL | %7 AT StoreFront W ias .

A BTFEARER HTTPS &1 REK 14 vServer

1. %3% Traffic Management (iE2%J%) > Load Balancing (faZk¥F#) > Virtual Servers (EElR%E2) > Add (%
m) -, BIE—/NHR vServer,

2. 1%&$%E vServer ¥E BB 47575, StoreFront tazk F44TA0E %A round robin (4£3f]) =X least connection (&&/)
EH)

3. BBz AR IRS AL E R Rk 14 vServer,

4. ¥z R IRFLAME — RS 25F0 CAEPEBERITE T vServer,

HEE - MRA AR FinEis HTTP Cookie , RIFLEKRARAEH HTTP Cookie , FFER{EF Persistence (FFA1E)
5. TEfAETEAE vServer FBaAh | 1%63% Persistence (FFAME) |, IEREFFAMTIARE A Cookielnsert,

6. 1% Cookie €544 . 20 , NSC_SFPersistence , X#¥a] B X BHEHAE Fiddler IR ERF S5 TFiR%1.
7. BEMFEAMRE ) None (TT) .
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Standard Parameters Tab Special Parameters Tab
Create Maonitor 4+ Back

Configure Monitor

Name
StoreFront
Standard Parameters

STOREFRONT

Special Parameters

Store

30 Second ¥ ﬁ Close

AER B 44 vServer BLSAILIR K- 224 2 BRI TR Rl 45

BB B vServer Z BIAEE SN ¢

o W 1: GliEEAA vServer : (XA FIREHATRETFE. WRXCRAEARFMNRERIIT ICA B3, HEmEpaiHe
R, (RSB, BEAHBERERR. )

o W& 2 : 4l vServer X} : — AT XA FREHATREFEURITERAAY ARFMIRER ICA B3) , H—MATXTHE
AHRIARMEATRETFE, (NS EAR LI RHMEFRRANHE S N2 TREFER StoreFront RE274AZ [EIEET
PR HE. )

MR LU SBZAEAKELZ ML T AR ER StoreFront JRB-2548 , AT PMBIEEEITRIR AREGERET(IZRE
BIVTE%IE. StoreFront VTR HMER TCP yw[ 808 , Ak, , FAIMARA HTTP g 80 3k HTTPS 443 HtaEk 1 vServer
BRW., EXHRSIZHASTRM | EEBESHEA NetScaler EAIEE A vServer , BUEREA StoreFront JRE-#840 1A
44 TCP 3 808, FLESEHNTXRINT |, WBIEESITIRSE vServer 23 IP i UCACAI AR S- 2820 k. AR AR S 2R 4R b 3K
B RS 2RAM BT @258 FQDN,

ALE AT TRIRI B HIAR 552520

1. %&3% NetScaler 1% GUI,

2. %#% Traffic Management (GREEHE) > Service Groups (BR$4H) > Add (RMN) , RIETARS 254H.

3. BN EBCA TCP,

4. FERRSANR | EFAMA Members (B5) &R , REFRMEZFIEServers” (BRF23) TP EXHIFTA StoreFront RS
LRI

5. £ Monitors (YSfl28) &KL , %% TCP M5,
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Monitors

| Add aind_in-gf
Monitor Name Weight State Passive
tep 1 v »
Close

A a3 18 vServer DUSRITAR - 2820 2 BV T (R[] 25

. &3k NetScaler 18 GUI,

. 1%+ Traffic Management (JREEIE) > Service Groups (JRFE4H) > Add (i) , RINFTARS254H,
B HrB TR E H round robin (381)

BRI TCP,

. i\ 808 eSS |, E(E 443,

u A W N R

Load Balancing Virtual Server

Basic Settings

MName*

2012R2A-D-Synch

Protocol*

TCP v

IP Address Type?
IP Address v

IP Address*

172 . 27 44 . 179 IPvE

Port?

8og|
CitrixSubscriptionsSyncUsers # i pf G35 14

& A 4LH StoreFront fRS5F A Bin F—MIER IR B ISR SHREUTREIE , S5 A WARRSS B LX)
CitrixSubscriptionsSyncUsers A3t 22481 5. CitrixSubscriptionsSyncUsers Zith2R 434 HA5 340 AT A4S T AR 55 253K ER
VTPBURM AT R IZAE StoreFront IRF-ZFHAIEIEHIFIZR. ASTLREITRERL | B B AR RFE A LK
CitrixSubscriptionsSyncUsers 2R 57 , A REMNFIREGTR¥UE.
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4 @ Local Users and Groups | :E Gussts
| Users
| Groups
¢ (R Performance
a2 Device Manager
52 Storage
= Disk Management
:'—.,_F Services and Applications

I Hyper-V Administrators
B Is_UsRS
& Network Configuration Operators
& Performance Log Users
_-E Performance Monitor Users
I Power Users
& Print Operators
:h_‘ RDS Endpoint Servers
& RDS Management Servers
% RDS Remote Access Servers
% Remote Desktop Users
& Rernote Management Users
:h_' Replicater
B Ucers
& CitriClusterMembers
& CitrieCWServiceReadUsers
* CitrocCWServiceWntelUsers
J¥ CitrixDelegated AuthenticatorlUsers
& CitrinDelegatedDirectoryClaimFactoryUsers
& CitriPNRSUsers
& CitricSubscriptionServerUsers
:h_f CitrecSubscriptionsStoreServicellsers
I¥ CitrixSubscriptionsSyncUsers
| & WinRMRemaoteWMIUsers_
< [T

BeE AT a1k StoreFront JRS-2548
1. ¥ERELE NetScaler fazk 14 vServer ERIMEREBMFLASNE RS 25EM S/ StoreFront ek,

2. 1Ef5A StoreFront 3y & L/ IS B4 HTTPS 4B , REBEZ IS NEPHIES.

...... & Start Page | |

Eilter - G = b Shens ALl | Gronn bae Aeca o [EE]
. Site Bindings 22
Type Host Name Port IP Address Binding Informaticn Add...
https 443 *
Edit Site Binding :
Type: IP address: Port: —
https All Unassigned v| |443 |

Host name:

[ ] Require Server Name Indication

S5L certificate:

starefront.  .com V|| Select... ‘ | View... ‘

‘ 0K ‘ | Cancel |

Close

3. ERE AP HEFANT m_ELE StoreFront,

4. Tk StoreFront #[E] , BET R EMENE URL RENRSHAKHTARREARILF FQDN. WIRERK BT
18 FQDN 105 MAFK (CN) BiERER AL SAN) BEERKIET.
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Y5274 NetScaler tazk T4 250 StoreFront fRE- 2241 RS- 21EH.
5. SEAAIA StoreFront BCE 5 , MAREENT I AFERET RAARS 254,
6. EFIRSIIA > FMRFZF > EHIMAIRS 25T,

Join Server Group Add Server
To suthonze this server, first connect to & server in the group and choose “Add o “3012R2-B" added to Server Group
Server”. Enter the provided authorization information here.
Authorizing server 2012R2-A Details -
Authorization code: Servers Status
2012R2-B Completed
e

7. BET AN EERRATHRTEEMRESRAT A,
8. {FRTTRABX A fEAT R gzt E FQDN % FimsSkilia fa gk A AR 55 2540,
Citrix R S 25

E SRS StoreFront {&RABITIEAIRIER Windows JRFHNZEITIRSSHITIMNIBYAL , vE{E R Citrix JRSFMMS Windows AR
%, WRSIM THMRS , ATLUS IR & H <4k StoreFront Service fHfE, Wl2SERBEHEAM Citrix B4 (20
NetScaler) MAMEBAfRERK] StoreFront ARG ZRFBEBHMIZITIRE. SBE=AHATAFIA StoreFront MALARAI XML IRy ki
<5’ StoreFront Service BIIZ{ TR

EBE StoreFront f5 , ¥AIEE{FA HTTP FigEH 8000 AIZRIAMLTNZS.
EE : StoreFront FFE+H RBEFHE— N L2,

EWIAA LS TEY , NS OS85k HTTPS 443 | #&{#E A= PowerShellcmdlet ZESHEFHACE
StoreFront Y28 A% URL,

BIFREGARR S 25 , BHEBBONER HTTPS MinCl 443 SRS

1.¥TFFE StoreFront k%525 L) PowerShell S IAIAIR (ISE) , ARz TAT d & RLSBUA KT EHC A HTTPS 443,
$ServiceUrl = "https://localhost:443/StorefrontMonitor"
Set-STFServiceMonitor -ServiceUrl $ServiceUrl
Get-STFServiceMonitor

2. 5ERE , B EZUEEE StoreFront REF<FAFKATE H RS2,

3. ERIFEMIRFT S ES | E7E StoreFront IR 258k AT LUB T 4% 1j77] StoreFront RS- aSMHE(MEAITEAM L , BLLTF URL %
ANEZEH, MR Z4IR B4 StoreFront Service JREH XML #5E .,

https://:443/StoreFrontMonitor/GetSFServicesStatus
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[ httpsi//storefront, -~ x

€« C' | B b#ps://storefront  .com/StoreFrontMonitor/GetSFServicesStatus

This XML file does not appear to have any style information associated with 1t. The document tree 15 shown below.

¥ <Array0fServiceStatus xmlns="http://schemas.datacontract.org/2004/87/Citrix.DeliveryServices. ServiceMonitor. Contract”
xmlns:i="http://waw.w3.org/2001/XMLSchema-instance™>
¥<ServiceStatus:
<namz>Citrix Peer Resclution Service</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixConfigurationReplication</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixCredentialllallet</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixDefaultDomainService</names
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>CitrixSubscriptionsStore</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>NetTcpPortSharing</name:
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>*WAS</name»
<status>running</status:
</ServiceStatus>
¥<ServiceStatus:
<name>W3SVC</ name>
<status>running</status:
</ServiceStatus>
</Array0ofserviceStatus:

NetScaler Gateway 5 tE 14 vServers {i; T [@— NetScaler %&£

WNRIER— NetScaler %% _EACE 7 NetScaler Gateway vServer FI a4 vServer , RENEA AR ERE (MAZBET
NetScaler Gateway vServer) ijja] StoreFront faziFEEHE URL BRaJRELIBRA) /.,

EHABRT , BT StoreFront #4& A B IR IP #ihik5 NetScaler Gateway fF/ IP #iik (SNIP) #85<F% , StoreFront £1&
ERA M FEATE NetScaler Gateway 21 SMIIE. XFEAfMA StoreFront 2 {$ i AGBasic #MX#4T NetScaler
Gateway #EASMIAE , AR RIreRA P EALSERIHTER. AR GBIt RS | FAREN T FT7RA SNIP it | IX
{B{E AR P2 MERSHRIETMIE AGBasic,

1£ StoreFront k%2540 LACE NetScaler Gateway
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Add NetScaler Gateway Appliance

StoreFront General Settings

The display name is visible to users in Citrix Receiver preferences,

General Settings Display name: AGEE
Secure Ticket Authority
MetScaler Gateway URL: | https://storefront.example.com
Version: 10.0 (Build 69.4) or later -
Subnet IP address:
(optional)
Logon type: Domain hd
URL:
Cal I:.:-ack URL @ | https:,’fstorecb.example.coml JCitrixAuthService/AuthService.asmx
(optional)

{3 NetScaler XF StoreFront AR%-2820 13T fazk SF & i R [a] 1573

TEZ IR StoreFront ARAAH (70 2.6 SREARARAS) |, Citrix BiXFMEMEA StoreFront R$25 ERMFENICH | DB TG
FRTEIREMIRA (FQDN) BRETZIHFTE StoreFront BRSF-ZFAPAEIMILEER IP Hihit, XA AJHH{R Receiver for Web 1A 513K
TFEERE T AR — AR S35 A0 StoreFront Service #4TIE{E. XENFRIE , BN HTTP &5 R Receiver for Web 5545
IERRS 2 BN BREFEFEF AN , 3 H Receiver for Web {# i A FQDN 5 StoreFront Service #{TiE{E, MREA
FQDN fi##7 Atk Feias , B FaR ] aea ¥ nE R ERATRHM StoreFront fRE25 , A\TTSBSHIIERK, HidFE
REBIT B TF1E2% |, 18 Receiver for Web Ziii(a) 5 B H BB 72— AR 5525 L ALY FR RS JE AR S5 B Fksh.

ATRA(ER PowerShel iR EFREET, 2 MIREKTTHIER S FAMN T4 StoreFront fR% 28 LA ENIH&KE.

Receiver for Web web.config X 47R~%1 :

PowerShell 4547~ :

& "c:\program files\Citrix\receiver storefront\scripts\ImportModules.ps1"

Set-DSLoopback -Siteld 1 -VirtualPath "/Citrix/StoreWeb" -Loopback "OnUsingHttp" -LoopbackPortUsingHttp 81

-Loopback ATARA=/MA :

A EFx

On: INF(EF SSL-terminating taEkF =% , WIAEFALLE.

% URL (EMEBCH : 127.00.1, MFEED (MNRIEE)

REH,

OnUsingHttp : X T F1E25 0 SSL terminating BYARE(E A, A

755 StoreFront fR%-23 Z [BAB(S{ER HTTP, BJRAER -

BENEZH 127.00.1 , HEAEICA HTTP FHEHA loopbackPortUsingHttp BHEEECE HTTP ix0.

loopbackPortUsingHttp BHALEKIEHE.
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off : AT HEAR. REIREEE AR On”, Fiddler 2 KW TH

o JoiEf#Ek Receiver for Web 5 StoreFront Service 2 [EJfQiR
BRI URL RBHTETIEHL. 2

=0

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.156



A[a]— NetScaler Gateway Bt &P~ URL

Nov 27,2017

£ StoreFront &1 , AT StoreFront &I 4 K “EIE NetScaler Gateway”> “FRANVEL YRR e RN NetScaler
Gateway URL, tATPAZE“EIE NetScaler Gateway”>“ M\ SN "H RN/ NetScaler Gateway URL #1 GSLB (£ RifRS:
R TECFE) URL,

AIXANABT anfa{ER PowerShell cmdlet #0 StoreFront PowerShell SDK 3&{# FAAT%5 %k -gslburl DL E W %< GslbLocation
B, ERUTRBIF , HIhEERIL T 1E StoreFront 1T NetScaler Gateway &F :

1. GSLB 1% 4 NetScaler Gateway, A[{#F GSLB MZ 4> NetScaler Gateway X 5AFI LTk Citrix FPEHH AN HKEZ L EK
B IR FE R TR T
2. /2 URL 3% URL (84 NetScaler Gateway, T]{#fH[E]— NetScaler Gateway fE4MNEE R/ A URL #H{TARIA
RAERNEMERE R URL BHTIIR).
—IN=kNEE. MRLEEVIXT iR GSLB LS | B HAULEREL MM X(EEHREE.
B A AU TR ¢

o TRFERANMIRXTR BN EE{EK URL,

o AR REERNARRER URL Z BV k(R NetScaler Gateway , TTHEEE RAEHACE StoreFront XX HKILACH AE
fEREIM X URL,

o {FFZA GSLB M BFTHAF StoreFront W <AL EHIE E NN 4543,

e 7£ DMZ NEB#A StoreFront #1§ AHEEIH NetScaler Gateway X% 3H1ToNBFIRNERA(A].,

o IFMA URL #HTRAEMXIE. BRREMKEEREREER | ESRE S AMZuh A ArRE,

{FRAMAM X URL R EEIFEEH

Important

£/ -gslburl S¥ACE S — M5 URL Z 8T , Citrix ZiNE R AL IR S 2HEB AR EAIA LN HIT DNS g4, EAELEN
NetScaler # StoreFront Z3ZE = {F (T URL EBXMREE T ERN RS 2HDERF . AXRREEBRFMER | FS TR AR ST
PP ER.

DNS

o 74 DNS KAV {EFRHFSY DNS 1RE M. 174 DNS i R fE AR EM 6 & TEMARK DNS fREF253H T2 A% A DNS
fif#r. ERELMINAE DNS ERbEME A F:HX—m.

o ATXERMRIRHTINBHMPITIIRIMKAA URL, RERBEFERMAEM URL WAT)MLESMNEIFINER IR E A MH TR |
BB R BEZHARER URL , 20 example.com 1 example.net,

BB 55 BRI
AT BEEARM% URL ERIREIRS 2HERTHE.
o AERFAEM StoreFront FHEMIRBIRS IEH
LZ A RBR RS ZHEPBN S FQDN *storefront.example.net,
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&
&% SAN RFSEBNAE X =1 StoreFront fR%2FH1TRETHEATHHTE FQDN,
loadbalancerstorefront.example.net
serverl.storefront.example.net
server2.storefront.example.net
server3.storefront.example.net
WE StoreFront fR%22BMENEA URL , 3% URL ERUAIEZH FQDN |, BEREAT S TS P Hiht.
loadbalancerstorefront.example.net
e —%H XenApp #1 XenDesktop 7.x Delivery Controller fRj7~51 AR 5525+
LKL BRI RSSBEBN A% FQDN * xendesktop.example.net,
CIE)
L)% % SAN REZFEBNAE EB YA Controller i XenDesktop uh s AT A IR %25 FQDN,
XD1A. xendesktop.example.net
XD1B. xendesktop.example.net
XD2A. xendesktop.example.net
XD2B. xendesktop.example.net
o {EfAFF5> DNS FEPIHBFISNIRIIR] NetScaler Gateway (IRHBIAR 552 E+
FATFSNBAINTBAR A T2 H) SAN RS 2IEHN A A SNIFIPES FQDN,
gateway.example.com
gateway.example.net
o 1ESMERIIAIENATAE GSLB P SCARGIAR S5 2 uE+S
TS GSLB #HATHMNBIARIKIATFE R SAN fRFZEFBN B E FQDN,
gslbdomain.example.com
emeagateway.example.com
usgateway.example.com
apacgateway.example.com
XAV AER GSLB MilamIERKIM X , Sl AR X HKME— FQDN FEH ATEIA i B = EEU M X .

FA5) #1 : GSLB f1Z 4~ NetScaler Gateway
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B RN{EMA GSLB MZ A NetScaler Gateway XF-5AEIL Tk Citrix EB3FZHHAE Z BN D KA RIFRIEFERHITREL

&,
Remote Access using the GSLB domain name or a location specific URL for each Gateway
£
Use location specific URL 8
g
a
=
) &
=2
m se GSLB URL—————-ip| &
Use location specific URL- »
;
External Client E‘
0
@
U]
Use location specific URL
APAC data center
StoreFront Gateway Objects
EMEA ~
| EmE A c
NetScaler Gateway S us APAC Controller
APACGateway.example.com ‘)‘
APAC ‘y
APAC StoreFront
APAC Controller
TEHRBIF -

FMIEBIIET LEDAS—IM A, — N EZ A StoreFront fRE5. —ANEZ A XenApp #1 XenDesktop #5128 , A
BEfE I EIR A AHRIR.

£IKERE P GSLB NetScaler FELESA GSLB fRE-HFRTR—AM < VPN vServer, ZREFATA StoreFront JRE 25 #p4
IMECE A SR GSLB EHIFTHE NetScaler Gateway vServer,

GSLB NetScaler Gateway fEE3)/EMER MMER , BIAR—MLEKMEZEE. DNS, WX, StoreFront JRS5-a58k
XenApp #1 XenDesktop 1ZHlgs KW , EMTEAT MR AR 4. 2R GSLB REATA , A& ashEmE| 55— M
K.

BHTIEFREREE | IRIBECEM GSLB BT EIA (AN1EIRETE] (RTT) iFeSImER) | SMNB% Fina 4 e M 2L A
K.
AW XAIME— URL Foir A IR SR B MM XA BT E R URL R FNERENH S RIRMEIEFO.

GSLB gk DNS ZIRFIRTUIAAIFERES , ATRASEE GSLB, A aT AfE %R DA B4 RE A URL ZRER (AT ¥iaE O
RIEFE IR , HEIFTA GSLB Mx[RE1SEIfRR.,

A% #2 : {FRB URLZEF URL &84 NetScaler Gateway
EIR G n[{E AR — NetScaler Gateway fE4MiBfE AN B URL $HAT VIR AR AENBRE A% A URL 3 TIE],
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Remote Access using a Public URL and a Private URL

] )
“a8 DMZ ==
] o
=T ] T
» Public Name Space
EMEAGateway.example.com
External Client = =
2 2
L =m |
= &=
g NetScaler Gateway e
o 2
* c
o =
Private Name Space ivate URL;
EMEAGateway.example.net

TEHRBIF

o B RFEXEAMEIEFM HDX BEhBISHFTAARERIET NetScaler Gateway , MR Fim 2 NEHME N,
e NetScaler - F DMZ =,

o BIFHAEAMLE % HRIEBT DMZ E—infBi M kIEEX NetScaler Gateway.,

o A /ARKSIMNBG 2 TR RT S & (8.

PowerShell cndlet 7=451

a[{$ f PowerShell cmdlet Add-STFRoamingGateway #l1 Set-STFRoamingGateway 3£ £¥k -gslburl %t StoreFront B <Xt
%1%E GslbLocation B, 40 :

A A
i

Add-STFRoamingGateway -Name "EMEAGateway" -GatewayUrl "https://emeagateway.example.com" -GSLBurl "https://gslb.example.co

Set-STFRoamingGateway -Name "EMEAGateway" -GatewayUrl "https://emeagateway.example.com" -GSLBurl "https://gslb.example.co

Get-STFRoamingGateway -Name "EMEAGateway" (returns just the EMEA gateway object)

Get-STFRoamingGateway (returns all gateway object configured in StoreFront)

SHFRF #1 , TRUBTH GslbLocation & & % NULL )\ EMEAGateway Sl GSLBurl, IAF PowerShell $& ek )2 724
BIM X Xf% SEMEAGateway, Set-STFRoamingGatway 2 f5a] RAETE SEMEAGateway {&#iAFE#7 StoreFront ELE MR
GSLBurl,
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A
Dl'-l/é\

$EMEAGateway = Get-STFRoamingGateway

$EMEAGateway.GslbLocation = $Null

Set-STFRoamingGateway -Gateway $EMEAGateway

SRR #1 , {3 Get-STFRoamingGateway & [5] AT/ %:

A
s

Name: EMEAGateway
Location: https://emeagateway.example.com/ (Unique URL for the EMEA Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

Name: USGateway
Location: https://USgateway.example.com/ (Unique URL for the US Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

Name: APACGateway
Location: https://APACgateway.example.com/ (Unique URL for the APAC Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

SRR #2 , {# 3 Get-STFRoamingGateway i& [3] )L TR 3

A
s
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Name: EMEAGateway

Location: https://emeagateway.example.com/ (Public URL for the Gateway)

GslbLocation: https://emeagateway.example.net/ (Private URL for the Gateway)

ST #1 , {# /3 Get-STFStoreRegisteredOptimalLaunchGateway & [E R {EM <&M :

DA
R

$StoreObject = Get-STFStoreService -Siteld 1 -VirtualPath "/Citrix/<YourStore>"

Get-STFStoreRegisteredOptimalLaunchGateway -StoreService $StoreObject

Hostnames: {emeagateway.example.com, gslb.example.com}

Hostnames: {usgateway.example.com, gslb.example.com}

Hostnames: {apacgateway.example.com, gslb.example.com}

B/ FXM GSLB BKPNER URL FAE7EI2iFARS web.config X+

StoreFront AN7£ StoreFront EIR%H| & B/REA M i GSLB URL #1 URL , {B] PUEITFTFF StoreFront ARS8
C\inetpub\wwwroot\Citrix\Roaming\web.config F K&k % Web.Config M BEREFEFTE GSLB MAHEALE
GSLBLocation 1z,

FABI #1 : 38l web.config 3L IR 3%

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.162


javascript:void(0)

FAfI #2 : 8iiF web.config SCHFRRIMI%
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XTI R B S H%AE (DFA) B E NetScaler #1 StoreFront

Nov 27,2017

o] RS HIEAET NetScaler fl StoreFront REK S MY RIZHTBNEEN R. EFAYTT BRNZHIIE SDK HKIESHEAIE
fRRITR , WAFE NetScaler §1 StoreFront Z [AJECERIRF A FHIE (DFA). BIRFBSHIIETHI VA RFIMIEEETRE 5—AHH)
SHWIERS | AIFEERIE. 120 , NetScaler i HSHIUEZEIRE StoreFront |, StoreFront B 5% = A SHEIER S 23T IRE BT
g,

TIEIN

o AR NetScaler # StoreFront Z RIFIB(SS2EHRYT , WE{ER HTTPS R HTTP #MX.

o STTRERE | EHRADITRESRZA , FIETRIELE IS HTTPS S M EAMR MRS ZHES.

o TR{RTE StoreFront HECE HTTPS J§ , NetScaler$§ StoreFront JRE-2F BN AT HERA{SEBMEN .
StoreFront B¥& LT EEM

o WEZAGHIMIHRHTRERE T AL  RAEBEEKER—iH.

o H— /A NALREMARZRRAGHIIIMFEE , AR EERIEMT . B3R BRERRASHIAL".

BREIRFZAGHIAE
A StoreFront Shi%E ATRE Citrix EZR4EREEN GUI , FTRUEFE A PowerShell 1% & TETIR R AZHINILE.,

1 RELRFKBSHIIE, MG THIFRTE , BFEEM PowerShell izh & #H TR,
PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\CitrixX\Receiver StoreFront\Scripts'
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & \ImportModules.ps1
Adding snapins
Importing modules
Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'
Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-DSDFAServer

Id : bf694fbc-ae0a-4d56-8749-c945559e897a

ClassType :e1eb3668-9c1c-4ad8-bbae-c08b2682c1bc

FrameworkController : Citrix.DeliveryServices.Framework.FileBased.FrameworkController

Parentinstance :8dd182c7-f970-466¢c-ad4c-27a5980f716¢

Rootlnstance : 5d0cdc75-1dee-4df7-8069-7375d79634b3

Tenantld : 860€9401-39c8-4f2¢-928d-34251102b840

Data it

ReadOnlyData :{[Name, DelegatedFormsServer], [Cmdlet, Add-DSWebFeature], [Snapin, Citrix.DeliverySer
vices.Web.Commands], [Tenant, 860e9401-39c8-4f2¢c-928d-34251102b840]}

ParameterData :{[FeatureClassld, e1eb3668-9c1c-4ad8-bbae-c08b2682c1bc], [Parentinstanceld, 8dd182c7-f

970-466c-ad4c-27a5980f716c¢], [Tenantld, 860e9401-39c8-4f2c-928d-34251102b840]}
AdditionallnstanceDependencies : {b1e48ef0-b9e5-4697-af9b-0910062aa2a3}

IsDeployed :True
FeatureClass : Citrix.DeliveryServices.Framework.Feature.FeatureClass

2. ¥NIN Citrix (5% i, BCE StoreFront 1 NetScaler Z [BJfHLZANEE4S (BERD) . SHESRLFIR P ID YMAS#E NetScaler FELE
FIARE,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-DSCitrixPSKTrustedClient -clientld netscaler.fqdn.com -passphrase secret
3. REZIRKZASHRIENTEL , MEFTERERAZIEE LKA, EXRBINELI , EHE
C\inetpub\wwwroot\Citrix\Authentication\web.config &+ ConversationFactory, AT E2EaEBRZIKIREI,
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4. 7£ PowerShell ¥ , REZIRFAGHIIEXNE L . AFF1&E A ExampleBridgeAuthentication,
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShell ¥R XA A/NE : -ConversationFactory 55 -conversationfactory A&,

$En#k StoreFront

EN# StoreFront Z & , B HBER=ZASHIIERMA , RAEWR R StoreFront FTHAE.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.166



A BRI TH Ik

Nov 27,2017

HLRAME T — LR | XUREAAFERE=AFEARBER TR EXTE R R E R A RIRKIRIAR. A3

AN FE—MEPIET NetScaler Gateway S TEHARAE KR ESTNAIMEFR R E A A RIRAARAGR . &5 UERARR
HtExt StoreFront #1 Receiver for Web s s 3t TEHMHAE, X+ TFi@Id Receiver for Web S &R , AXF MA@
NetScaler Gateway #HTHHMEUE" A Hr., WT AL EEFE3) Citrix Receiver , S HRUEF AN ZHF.

WEIMAIME

IR Bi{$E 46 2k production.com p4E =15 F14 24 development.com gL
production.com i

WE/RBIFFE) production.comIBigiR B AN T AR

e NetScaler Gateway L& T production.com LDAP BH{4336IF Kl .
o B KXRITHISMIUEER production\testuserl ik ~RIERDUAT,

development.com iz}
R BIH ) development.com IgEE AN TR ¢

e StoreFront, XenApp #1 XenDesktop 7.0 Bk E SiRAL K VDA B F development.comigi=+,
o X Citrix Receiver for Web ub iR it 1 THI S A 5IE{F A development\testuserl #K AFIEERDH1T,
o XM/MEZ AIRFIEEERR,

JN R JERCE NetScaler Gateway
BN FARIJERCE NetScaler Gateway , WHITUA T4k

1. 1% Citrix StoreFront EIRZH| &K ZM AP EEN RARIE , ARERIERETATEF NetScaler Gateway.,
2. 7E“E1H NetScaler Gateway” &+ , BAHRINIRL.
3. SERCEHIRE". “Secure Ticket Authority”Fl“B{4336UE 5% .
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Add MetScaler Gateway Appliance

StoreFront

General Settings
Secure Ticket Authority
Authentication Settings

Summary

https://docs.citrix.com

General Settings

Complete these settings to configure access to stores through NetScaler Gateway for users
connecting from public networks, Remote access through a NetScaler Gateway cannot be applied
to unauthenticated stores.

Display name: | ProductionGateway |

MetScaler Gateway URL: | https://gateway.production.com |

Usage or role: i [Authentication and HDX routing - ]

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Add MetScaler Gateway Appliance

StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests, These session tickets form the basis of authentication and
¥ General Setfings autharization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
rity Secure Ticket Authority URLs: @)

Authentication Settings
https:/fstal.development.com/scripts/ctxsta.dll =

5
o https:/fsta2.development.com/scripts/ctesta.dll -

Add. || Edit. || Remove |

[ | Load balance multiple STA servers

Bypass failed STA for: El hours El minutes IIl seconds

[+ Enable session reliability

| Request tickets from two STAs, where available €
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Edit MetScaler Gateway appliance - PreductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings

Version: [10.0 (Build 69.4) or later - |
Secure Ticket Authority VServer IP addrass: | |
Authentication Settings (optional)

Logon type: @ [Domain ~ l

S =

Callback URL:

(optional | https://callback production.com | /CitrixAuthService/AuthService.asmx

BT [ oo | [ ey

Y- =7
TR

N

TIAERZRAN DNS &5k 28 , DUEXPIAMR- IE7E(E A DNS ARS- 25 7T AT 55— MR %528 L FQDN, NetScaler YARAES{E
H production.com DNS R %-284#4 developmentcom 185 ) STA fR%-2% FQDN, StoreFront i8N gER%{# FIH developmentcom
DNS AR % 2347 production.com 3@ HEIE URL, Bt , AT AfE A developmentcom FQDN , &3ttt 45 %45 NetScaler Gateway
vServer BRI IP (VIP),

JBFM NetScaler Gateway Hif

1. 7 Citrix StoreFront EIFZHI & RN AN ERPIEENARE |, AEERETRFT A TERGHRIEAIX.
2. FEEHEMRIEAIA BT |, 153E M NetScaler Gateway Hili,
3. BT,
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, [ )
Method | Settings
[+  User name and password
[} SAML Authentication -

|_| Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

|| Smart card
Can be enabled / disabled separately on Receiver for Web sites

|| HTTP Basic

[+  Pass-through from NetScaler Gateway
Installing and uninstalling the authentication metheds and the

authentication service settings are included in the advanced options.

o
ACE N AR JE DA(E(E A X S 3t T A2 v [m)

1. 7 Citrix StoreFront EIHEH| AN AN AR T EENARET R , RARELEREETEF—NNMARE. ERERRTS , B
HRCEEEARE.

2. WS FEAR R,

3. BHIRECEEC NN ABEFIEM NetScaler Gateway, 1R KEM NetScaler Gateway , STA ZIEEAE/ER.

Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance.

[+ Enable Remote Access

Select the permitted level of access to internal resources

®) Allow users to access only resources delivered through StoreFront (No VPN tunnel) €

Allow users to access all resources on the internal network (Full VPN tunnel) @

Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: ProductionGateway i ]

Default appliance: [ProductionGateway — l

o
XRASE—

1. 7£ Citrix StoreFront BIEZH| AN ERPERNABIET R , AREERERPER—NNAEE. EREFRT , 8
HARCENARIERE.
2. EERENARERE TEL , EESKEE.
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3. BUBIETFBRSM—RRIEE. AXRHAER 2RSS ARERE.

4. BHfRE.

Configure Store Settings - Store

StoreFront

User Subscriptions
Kerberos Delegation
Optimal HDX Routing
Citrix Online Integration

Advertise Store

Advanced Settings

AR .3
1=

“ESRSE—ECRERAL TEPRE. RZERARE , BT NetScaler¥
2% CTX138110,

SmartAccess KL | 55

Advanced Settings

Configure advanced settings with caution,

Lommumcaton Umecutl auraton
Connection timeout

Enable enhanced enumeration

Enable socket paoling

Filter rescurces by excluded keywords
Filter rescurces by included keywords
Filter rescurces by type

Maximum concurrent enumerations
Minimum farms for concurrent enumeration
Owerride ICA client name

Require token consistency

Server communication attempts

Show Desktop Viewer for legacy clients

Require token consistency

XF Receiver for Web ¥4 25 )\ NetScaler Gateway B i#

Important

EFM NetScaler Gateway HIE4[H Lk Receiver for Web %

[=
[MEY] e

W

U
.

When enabled, StoreFrent enferces consistency between the gateway used to authenticate and
the gateway used to access the store. When the values are inconsistent, users must
reauthenticate, Must be enabled for Smart Access. Default: On

B (e | [ acoy

R HT (EPA) B SmartAccess THEERHZIEETT. BX

=3 {F A production.com 35 R IERSAEIE M NetScaler @id, Z2AM

NetScaler Gateway B4 53k Receiver for Web $27~ A i A &R, XEEEIESHATIEIT Netscaler Gateway BERHEEARME.

L

prisie 2 3R GIVAE )

.U".#.W.N

FATRE .

https://docs.citrix.com

. 1£ Citrix StoreFront ‘EIR5% 4 KA M EA& P 1ER N AR ET .

FEREREMRTR | B TETE Receiver for Web e,
FEBHIUEAE , BUHES M NetScaler Gateway BB "R iFAE,
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Edit Receiver for Web site - /Citri/StoreWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website,

Receiver Experience
Method

Customize Appearance User name and password

Featured App Groups

Authentication Methods [[] Domain pass-through

. To provide good user experience, all Windows client devices need to be domain-
Website Shortcuts joined and have single sign-on enabled for Citrix Receiver.

Deploy Citrix Receiver Smart card
[ ] Pass-through from NetScaler Gateway

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

ﬁ Cancel L_Apply |

{$ A production.com F FANER BT 5%
EHTIAR | EE A production.com A FRIERERM X,

Please log on

Unified Gateway Password

Unified G _

BRfE , RGN P development.com 4.

development\devuser1

CITRIX

StoreFront

1£ StoreFront FIRINAI{SIZ FHFIF& (7))
AR EARERE |, (B8] AR BIFR LE A P ESME A\ SR AR PUB IS NetScaler Gateway H{THAIIE.
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R L SEFMBHA FEER , AR AT REEE R, HA BT NetScaler Gateway &R , LAJREL{EAHTA
FIRHIE, REHRRA SR Receiver for Web St , IXER FR/E AT RERSICMA S MBS\ A 4.

1. 7£ Citrix StoreFront EIEZHI & M AN R P IEFNAEE |, AEEREERT A TEESGHIREAE.
2. R PR MBS R K TR,

3. BEBMZRN development.com #EARI{EIE , AR ERAESR AP B/HS R S IEE.,

4. BEHIRE.

Configure Trusted Domains

Allow users to log on from: Any domain

#) Trusted domains only

Trusted domains:

| add. || Edit. || Remowe

Default domain: [development.com hd ]

Show demains list in logon page

o e

devuser1

CITRIX

StO reFront development.com

. 3
YA SN

FENESHRIDAR T RNEHRENET. MRABIAFNAFRRSEIK - RE T ARNED , BT IRERERE.

NetScaler Jo%& i VPN (CVPN) £IEIRMER RS

o BNRAELM NetScaler &VERIEF AT “B R ERE Web 72", NetScaler [&] Receiver for Web & XN IERARIEIE
B2 , RS FE Receiver for Web sz F2AFI M NetScaler Gateway HIESHRIEA A, TORHEHHIRE AR
{i] , Receiver for Web #&I2RMINELR.

e 7E NetScaler shg“Client Experience” (& Fug{ALy) F“Published App” (EARMIKNABFEF) WREFIHETEESERELB
REW RPN ABRATA.

Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published Applications
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Accounting Policy

| v

[ Display Home Page

Override Global

Home Page

|http5:Hsf.development.com;’CitrixiS" [+

URL for Web-Based Email
| | ©

Split Tunnel®
| OFF ¥

Session Time-out {mins)
|60 ‘ T4

Client Idle Time-out {mins)

| =
Clientless Access*

| on v | ¥
Clientless Access URL Encoding®

| Clear | ¥
Clientless Access Persistent Cookie™®

| ALLOW v ¥
Plug-in Type*

| Windows/MAC OS X v [
Windows Plugin Upgrade

| Always | [
Linux Plugin Upgrade

| Always | [
MAC Plugin Upgrade

| Always | [

AlwaysON Profile Name

| : =
I Single Sign-on to Web Applications DI
Credential Index*®
| PRIMARY v ™
KCD Account
| itz oo
Single Sign-on with Windows*
| OFF " O
Client Cleanup Prompt*®
| oN | O
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[ Advanced Settings

Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published App

Override Global

ICA Proxy™
| OFF ¥

Cd

Web Interface Address

|https:ffsf.development.com;’CitrixiS" 4

Web Interface Address Type™®
| IPv4 r

Web Interface Portal Mode™

| NORMAL * [
single Sign-on Domain

| | O
Citrix Receiver Home Page

| | O
Account Services Address

| | O
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=R

Nov 27,2017

ATRUB I P TEIMEMESTEE N 2 RANZ SNERPEfEAR R URL. Citrix Receiver S5EXRIEAR R IR IBIRN kA E
FPRIEERAMMEER AAMLE, AARfasyRARFN , CEEEHEEAIRMTRRNME S RSB BN KIE
HFMERIR @4 Citrix Receiver, XA HHIRTER File) R SN BREFHASWRIERERIZR.

BN, AR EAERNE SRR | XFORA P EEEREAHMLE ., (B8R |, 2R Citrix Receiver TR RRNTMEAra , FRWEIK
BRANMNMERRMIEY |, XRRAABFEE Intemet &8 | (BT AT MESMND, Eit , B AXA08d NetScaler Gateway
EELEMN AR, AraRsmsy BAREFE | RERFENRS 2 RE B , BAER SAIEBE SHERHTIREK
NetScaler Gateway W& KNFMEE. XEKERA FENRIEEASNAREFNAFTEERIZARE .

ZLABILT | StoreFront {FAFPEMAR S 2% URL BRIETHER URL FEANBMEIRR. EAFTRMMKE— NetScaler
Gateway EBEH) Citrix Web b R FIEFARR S 258k A &R | (3T Access Gateway 5.0) URL #ERSMNIMEAR .

MREERT AR, BHHERA B BT NEAAME 2 #E Citrix Receiver 1, 1R AN FARJERCE T Receiver for
Web 3 &5, WA AT MRS S HERE F1T 1Y Citrix Receiver B& 3. AR, AN BlESHEE T |, IS H0#
WE A A,

BE  EZREH[TED , FXUER—ERESH[UEHRFIFAMECE. MR Citrix StoreFront FIRIEH| & RIERBEFH

EHMRSER LE1T. TG  ERXIILE T B EERIIR S 224 |, MEEHEERNEMRS 25,

1. £ Windows Fria R Eak iy 2 Fr&+ |, $XEFF&#d Citrix StoreFront RiERA.

2. £ Citrix StoreFront EIR=H| & WAMEAEPEENARET R ARERIEERPRTEREIR.

3. 16 EERENEMEAR R URL,
o EXH#N StoreFront FHEF AR 2S URL SRIAE T4 URL , & EIFE RS URL,
o EFRAEMA URL , EIEHIEE BRI IR AT M F K —A 58] FAtE URL,

4. BEHERIMBAIMNDEAR =M URL, BEEEBER , EERINBEART RPN URL , Rfaatidwis. H&F5)FR+H—1 URL,
R BRI 2 PR AR
WAIMZE /DFERE P A 2 AR AT = AT FRMESMNERIE AR =, 154K URL RECATE 2R EANIE 4 (http://example.com) , TIE4E
BER M NetBIOS & #r (http://example), BME Citrix Receiver REBHE Bl PR BT Internet {48552 /5 , FlanfEBIES
MBS, EHZSENT | FTBINEMEms b ERER — MR,
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=RACE

Nov 27,2017

StoreFront ¥ U{E StoreFront 1544 . PowerShell, iF3 EMakie & AL E RS RER .

Pl AL FREMIE4 (FQDN) I8 NetScaler Gateway HefExf i\ L& B2 IRAN Internet BFIRMIIRIAR , FHE

BAAEPERFISNER T3] 52 FR RS JE AP ERFNSNER 1% Fim AU FE B4 FQDN SkE LA KR,
Ao & IR IR ISR R I R R,
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fio B SR AR

Nov 27,2017
ATES AT 2T a0, MM HEmk &yt . ZeRSMRER , AT Windows PowerShell 654, B 4RtEv4A R
BB, TR RER & REE.

BT EZREH[TED , FXUER— RSB UET RS IFAMECE. MR Citrix StoreFront FIRIEH| & KIERBEFH
RATHMRS R 51T, TG , ERXIECE T E e %R RS 540 |, IMEEHEBER MRS 25 .

JEE : StoreFront 1 PowerShell 35I| & RNRERRFTIF. {#F PowerShell #5544 %R StoreFront BLEZ BT , 14K X
StoreFront BIRixHE . L, FTIF StoreFront 1554 Z /T , &< PowerShell f(RIETA L4,

BlEEk MR R R R

BY SN RIEEMRARR— N REE. EAUSER—INARE  SFEET RSN R ERERASH AN
REBEEAN., WaGEEMMNAEE , SMARERA —MRRREWR , AN mR&HTECE | FHEE
BIEERSA .

1 FRAAARMER SAIRK 1K 33 Windows PowerShell, #RREGSRREHATRAUTH4SLASA StoreFront 1
3,
& "installationlocation\Scripts\ImportModules.ps1”
Hr installationlocation /& StoreFront f& 4 B% , % Sk C\Program Files\Citrix\Receiver StoreFront\,

2. B NSRRI R ERAUTH4.
Install-DSDesktopAppliance -FriendlyName sitename -Siteld iisid
-VirtualPath sitepath -UseHttps {$False | $True}
-StoreUrl storeaddress [-EnableMultiDesktop {$False | $True}]
[-EnableExplicit {$True | $False}] [-[EnableSmartCard {$False | $True}]
[-EnableEmbeddedSmartCardSSO {$False | $True}]
He sitename 8 AE A AIRREER &R KZHFR. XFTiisid , EHEEFLE StoreFront i Microsoft Internet
Information Services (11S) ¥4 R EIEE ID , Z{ETT M Internet Information Services (I1S) ‘EiRe3i5HI &%, J& sitepath &
e AR ALE 1S SRRl A, SR AAEXT 842 | I40 /Citrix/DesktopAppliance, BEE , EEIZEILA URL XHA/NE.,

B -UseHttps & E A {ERTE/RE DR StoreFront BLEAEA HTTPS,

ZIETE Desktop Appliance Connector ¥ {5 RN AR JE AR S A4E3 URL , 16 StoreUrl storeaddress,  BK{ESHXSEIE
EH AT N BRI EHEER.

MEAT , ¥AFPERIEEREU RN , BFTANE— N 2E¥E31E3. EREFNEEREMAUIFRAFAES
NEHE (WNRATA) ZE3HTERE |, 5% -EnableMultiDesktop &4 $True,

FIMERT , At EAER S, BT -EnableExplicit %% 4 SFalse , 2B GHWIE, B -
EnableSmartCard &4 $True A[ S ARRERSHINE. EDAFERATERNEBSHEAE , MRFRBH -EnableSmart Card
# -EnableEmbeddedSmartCardSSO ¥4 $True, NRZFAEXSHEIENEEERSHRIESERAEERNEBSHR
iE , M&TER FPYNRCE R FERSEERESR |, (EaRM1EFE RS RENEERE , NAREEIBXSHKIE.

B ALESHEE R B AR ER S a2 Bl o] Bl deiguh mACE U TE .
R~ :

FEERA IS Web 3 P EEFARE 12 /Citrix/DesktopAppliancel T4 — Desktop Appliance Connector s s,
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Install-DSDesktopAppliance *
-FriendlyName DesktopAppliancel
-Siteld1°

-VirtualPath /Citrix/DesktopAppliancel
-UseHttps $false

-StoreUrl https://serverName/Citrix/Store
-EnableMultiDesktop Strue *
-EnableExplicit Strue °

-EnableSmartCard Strue °
-EnableEmbeddedSmartCardSSO $false

3. EMiEE MAMEmRER , FRAL TG4,
Remove-DSDesktopAppliance -Siteld iisid -VirtualPath sitepath
Hrp iisid AFE%E StoreFront () IS SR ID 5, sitepath 24 IS P RER &4 REIAEXTEEIE | 6120
/Citrix/DesktopAppliance,

4. E3\H StoreFront BBEH LTI AKNRE RS R , ERAUTHS.
Get-DSDesktopAppliancesSummary

A& B rSHRiE

REREWFRSHFEASHRIE. FREFSHRIELEEREERFNEBSHRIE. RAMER T2 EABASHIIE. WRE
EREXSHIEMNEEFSHBRESEREE FNEBSHRIE , NBASERAYRERNIRRAAERERERER. W
RAFERERERIBZIRS , K KR AOEmIMA B ERE. WRE IS BREASHTH StoreFront URL #H4T HTTPS 4%
BHEZFIWED , BAERFATUAERERER  WUEREBIEXSHIE. EARMI S /RESHRIERE | BW
BYh RECE M.

1. {FAXA YRt asTT £ R &4 i web.config X | A BEAT
C\inetpub\wwwroot\Citrix\storenameDesktopAppliance B9 , H storename 417 K AR JER HE F5EREFR.

2. R BRI T T,

3. ¥ enabled B EE YA false , bR XA EXFHIAE.

4. TR BT TR,

5. % enabled BHER EIRA true UERERERSMEE. EERER T FNEBSHINE , WU
useEmbeddedSmartcardSso BHHIE MR A true, {8 embeddedSmartcardSsoPinTimeout EBHERI/NET . S4hF0fb A8
{1 RE PIN M \FEBNEIERN BE., % PINMAFERNE , A REIZPERES , Bk BRARBENG
NEBERATT BRI PIN A S, ZOABIUT |, BEEEER A 20 #),

IR AR KA A TR

BABAT , SAPERIREREM RN , AHRES RN BREFNRATRNE - R (RFRIF) 28313
. MRE—ANNBEEFARFRAT Z P KEAIRBR , MATAECE R Mk & R B/~ ARE , MER PN ERE
BEVONREE. EFRXMRE | BREM R EE .
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1 {ERAXA giB e I SR & =K web.config 3L | &S BHALT
C\inetpub\wwwroot\Citrix\storenameDesktopAppliance B3& , H storename 4% K FAE JER AE FEE ML K.

2. fEH M BT T A,

3. % showMultiDesktop B EECA true , FHFEERE] RHREM ANESEF N BHETHAE T AEE A+
W%,
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AR BN TTLRENBA (FQDN) AFERERFSNEIIA]
N &

Nov 27, 2017

TE  E¥IL ThaE S A S EAR Receiver 55 , EEF AT A.
e Windows Receiver4.2

e MAC Receiver 11.9

ZEATRUEIT NetScaler Gateway 12 X3 VLS BRIFEF] Internet BRAVIEANR , FHE I APNERFISMNBIZINFE FinAIE A4
FQDN Skfa (LA PR,

Bl B> FQDN XHECE{E—A4), Receiver A FRAFR . T0o LT IEXKEINENEIMEERE A AMLE | IR FCE a4
URL BT,

%), Receiver f¥] StoreFront {=#x

Citrix Receiver ZREXRIEAR RIFARYBIRN KA E F A 2 R AR ISR A ML . ArvRKmey BEFe , LEER
BEBARMIEIRNRS S | MERES KA N KRGS EIR @145 Citrix Receiver, X AIHBRIE R Fijile) R Mk B2 AR
KWEBIEFEFRR. AREEEHRNER  FSRICEEA.

A& NetScaler Gateway vServer F1 SSLIEH

SER% i B A Mk LK SMER R R IUREY |, = FQDN fi#4T%I DMZ SR iSMERRA X3S 2530 IP 5k NetScaler Gateway
vServer IP, Ffff SSLIEFHH Common Name (/AF42) #0 Subject Alternative Name ({(FRE&FBEL#R) FEESBTESNG
VAR R JERAL= FQDN, B FERFE =418 CA (#iz0 Verisign) B IEBMANA (CA) ZEEMIES |, {HTIMNEE
FinEbié B ah{EIEPEEIM X vServer KIED, aNRERMEE=F1R CA (40 Verisign) , MIFTTERHTAMHAMAR CAERSA
FSNERZ i L,

ERAFHLZ FQDN 2L MEREIEE] NetScaler Gateway # StoreFront fi%5-28 , B EEREBFEXFHTfEAIL. N
RE | BHREPENEEHE SR HRANT.

Certificate Properties -

£, Subject |General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CN=storefront.example.com

|C0mm0n name v| Add >

Value:

Alternative name:

< Remove

Type:

storefront.example.com
|DNS v| storefrontch.example.com
Vaue .

< Remove

Learn more about subject names

0K | | Cancel | | Apply |

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.182


http://docs.citrix.com/zh-cn/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/configure-beacon.html

NetScaler Gateway vServer ;RFIEH : storefront.example.com

1. #fR+E= FQDN, @ URL BAKIK 514 URL A5 7E DNS FERPEAEAE & B4R (SAN),
2. IRAEATT S, DMEUEBE4ARER S AZ NetScaler Gateway .,

3. MIRERK BASHRUEEE AN F.

4. {FR%=7 CA (0 Verisign) ZRZALARIMIVIR CA KZEUEH.

P AR SR8 4H R 5] SAN :

storefront.example.com (#%)

storefrontcb.example.com (%)

accounts.example.com (M%)

storefrontserverl.example.com (TJi%)
storefrontserver2.example.com (A]3%)

{F AEBMAHA (CA) £F NetScaler Gateway vServer SSL iE$
RIEEMESK , ARSI T8 CA ERIEBRIZER,

o &M 1- =7 CAKLIED : INRYPEZE] NetScaler Gateway vServer KIEFPHSZEE=AKE |, SMNBR PRl sETTHH(T
AR CAEPEHIEIHZ(SIR CAIEREMF. Windows % Fimhfi s WAZBVMAR CAER. FTUERANE=AEL
CA B7~f5I434% DigiCert, Thawte #0 Verisign, #&7EE. , iPad. iPhone A& Android AR EBIRFNFH. 2 ZEMFEENIR & AT RE(D
THRIR CA BHIZNR & L, XA BE(S{E NetScaler Gateway vServer,

o JEIR 2 - VAR CA B RIEP : AR ERHIER , HNHINDR FinE R AR CAIEBEHRIELZ (SR CA 77iEh. MRE
3T AH), Receiver fIE I TEAEHRIZE (40 iPhone M iPad) |, B7EXLRE LA T2 ECE T4,

BIREBSABHEREAEEF

e iOS &k & LAE A FHMEME S .CER X509 IEBIM , FAEE ARA] AR 0S R& KA tAFE.
e Android K& FEAMFEK .CER x.509 1%\, ] Nk &AM AEEFE T HRAHFHF S A IEH.

4NZB DNS : storefront.example.com

R 44A20 Internet FRE-I2ALFTFTIR AL DNS SRATHEMTE] DMZ Shh%k i K IE & B SR E A AMNEREY 1P, SkERATE] NetScaler
Gateway vServer VIP,

P57 ¥A& DNS

o MRIEMHECE T ME DNS , DNS ERAGFHIIE N 1 & i A& X RS DNS AE3%.
o K PuRTEA LK S WL 7 B85 |, H IP MAAEZH. & Findif] storefront.example.com B UK EIIERBR) AT
R, BREURATH Y anEREIRKMLE,

# Windows CA FTilRE+5 S A% NetScaler Gateway

WinSCP B EBANE=A%ETA , "M Windows 11EHFENEI NetScaler Gateway U RSE. HESAHESR
S %2 NetScaler Gateway X4 ZZEAI /nsconfig/ssl/ X3, #aTAE A NetScaler Gateway i OpenSSL T E M
PKCS12/PFX AHREGERFIZ4A , AMERA NetScaler Gateway ] RA{#E ARG PEM A& X AU BT 234 .CER 1 KEY X.509 XX
iz

1. % PFX & HE] NetScaler Gateway %%k VPX L/ /nsconfig/ssl =,
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FTFF NetScaler Gateway #541TA M.

TY)#F FreeBSD shell , iE# A Shell LURE NetScaler Gateway #4470,

EFHEXR , B {#ER cd/nsconfig/ssl,

1217 openssl pkcs12 -in <imported cert file>.pfx -nokeys -out <certfilename>.cer , 37EHIIE REFH N\ PFX 2583,
1217 openssl pkcs12 -in <imported cert file>pfx -nocerts -out <keyfilename>.key

HIR RN PEX 265 , SRS RE R4 PEM BERBRA{RIT KEY 304,

ZIRELE /nsconfig/ssl/ RARZhAIEE .CER F KEY XX#F | #EiE1T Is -al.

EiR[EF) NetScaler Gateway #54-4T30 |, &5 Exit,

v © N ouv bk wN

Z<#h Windows/Mac Receiver Y <4&7E Rl

REQHTTPHEADER User-Agent CONTAINS CitrixReceiver && REQHTTPHEADER X-Citrix-Gateway EXISTS
Receiver for Web [ k&g kg

REQHTTPHEADER User-Agent NOTCONTAINS CitrixReceiver && REQHTTPHEADER Referer EXISTS
CVPN FIEREIFIRE

NSR{F A SmartAccess , iE7E NetScaler Gateway vServer B RE LS B SRR, 5R)TFE RIEK S I A R4S
E{F I8 AT,

Receiver FCE {4

Configure NetScaler Gateway Session Profile x

Mame* |Receiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters,

Network Configuration ~ Client Experience ] Security | Published Applications ]

Override Global
]
]
]
Session Time-out (mins) ‘ED ‘
]
Clientless Access ‘On "
Clientless Access URL Encoding ‘C\ear "
Clientless Access Persistent Co... ‘ALLOW "
Plug-in Type ‘Winduwsa’Mac 05X "
Single Sign-on to Web Applications
]
]
O
]

Advanced

B AVERCE SCHHIK RS URL BLE 4 https://accounts.example.com/Citrix/Roaming/Accounts , T3E
https://storefront.example.com/Citrix/Roaming/Accounts,
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- Confil NetScaler G Session Profile X

| .
MName* |Receiver

|| Unchecked Override Global check box indicates that the value is inherited from
1| Global Net5caler Gateway Parameters.

Network Configuration | Client Experience | Security  Published Applications

Override Global
ICA Proxy |oFF ~|
Web Interface Address | | o
[| Web Interface Portal Mode [ NORMAL ~|
Single Sign-on Domain |ptd |
Citrix Receiver Home Page | | O
Account Services Address |https:.-".-"accounts.exampIe.com.-"Citrix.-"Roaming.-"Accounts |

Bt4h | YE1E StoreFront ARS2%_ERISARAIEFNIEH web.config ST RN URL BN <allowedAudiences>, 4 <14
=5, ES T EKM ECE StoreFront fRFAFENEA URL, WISKH SSLAEHH#i4Y.

Receiver for Web BCE ({4

Configure NetScaler Gateway Session Profile x

Mame* |Receiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters,

Metwork Configuration ~ Client Experience I Security | Published Applications I

Override Global
Home Page [ Display Home Page [
URL for Web-Based Email ‘ | O
Split Tunnel OFF " O
Session Time-out (mins) ‘50 ‘
Client Idle Time-out (mins ‘ | O
Clientless Access ‘On "
Clientless Access URL Encoding ‘C\ear "
Clientless Access Persistent Co... ‘ALLOW "
Plug-in Type [Windows/Mac 05 X ~|
Single Sign-on to Web Applications
Credential Index ‘F‘FTII'.I—P. “ O
KCD Account ‘ " |
[ Single Sign-on with Windows ]
[ Client Cleanup Prompt O

Advanced

C NetScaler 5 Profile x

MName* | WebReceiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

MNetwork Configuration | Client Experience | Security

Published Applications

Override Global
ICA Proxy |oFF ~|
Web Interface Address |https:.-f.-fstorefront.exampIe.comICitrifotoreWeb |
Web Interface Portal Mode | NORMAL ~|
Single Sign-on Domain |examp|e| |
Citrix Receiver Home Page | | O
Account Services Address | | Oa

ICA RIFMEARKRE
NR{ER ICAIE |, 1E7E NetScaler Gateway vServer B IE LZAEAEN. A FFEH NetScaler FAFANIE.
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Receiver ECE N

Configure NetScaler G Session Profile

Name* | Receiver ICAle(yi

Global NetScaler Gateway Parameters.

Unchecked Override Global check box indicates that the value is inherited from

Network Configuration  Client Experience | Security | Published Applications |

Override Global

Home Page |nc:ne | [ Display Home Page [
URL for Web-Based Email | | Oa
Split Tunnel [oFF -l O
Seszion Time-out (mins) |60 |
Client ldle Time-out (mins) | | Oa
Clientless Access |Of'f '|
Clientless Access URL Encoding |Clear '|
Clientless Access Persistent Co... |DENY '|
Plug-in Type |Ja\.ra '|
Configure NetScaler G y Session Profile X

Name* (Receiver [ICAProxy

Unchecked Override Global check box indicates that the value is inherited from

Global NetScaler Gateway Parameters.

MNetwork Configuration | Client Experience | Security  Published Applications |

Override Global

ICA Proxy [on -

Web Interface Address |https:.-"fstorefront.example.com |

Web Interface Portal Mode | NORMAL -|

Single Sign-on Domain |ptd |

Citrix Receiver Home Page | | O

Account Services Address |https:.-"fstorefront.example.com |

Receiver for Web BCESC#
Configure NetScaler G. y Session Profile

Name* |WebReceiver [CA Pmnyi

Unchecked Override Global check box indicates that the value is inherited from

Global NetScaler Gateway Parameters.
Network Configuration  Client Experience | Security | Published Applications |

Override Global

Home Page |https:.-".-"storefront.ptd.com.-"Citrix-"StoreWeb | Display Home Page
URL for Web-Based Email | | Oa
Split Tunnel [orr -l O
Seszion Time-out (mins) |60 |
Client ldle Time-out (mins) | | Oa
Clientless Access |Of'f '|
Clientless Access URL Encoding |Clear '|
Clientless Access Persistent Co... |DENY '|
Plug-in Type [Windows/Mac 05 X -|
Single Sign-on to Web Applications
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Confi NetScaler G y Session Profile X

MName*

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Network Configuration ] Client Experience ] Security  Published Applications l

Override Global
ICA Proxy [on ~|
Web Interface Address |https:f'_f'storefront.exampIe.com_f'Citrin'StoreWeb| |
Web Interface Portal Mode | NORMAL ~|
Single Sign-on Domain |ptd |
O
O

BCE StoreFront fRS-28EANEZA URL, MIKH SSLEH

fi##7%! NetScaler Gateway vServer (Rl —4L = FQDN iR EHEf#ATEY StoreFront B F&8s (AR AU StoreFront B
%) SFEENARJEMEA StoreFront IP,

PSR DNS : 4JE =4 DNS A it%.

o storefront.example.com N fi##TZ|) storefront tazkF1ézsak B/ StoreFront JR4528 IP.
o R DMZ FaMbaAHh 4% 7 [BI4ELERA k3L , W storefrontcb.example.com N f#HT A 5 vServer VIP PLAHFGE ..

e accounts.example.com— k4 storefront.example.com ] DNS 3 & 4/%. EHf#HE| StoreFront BE&ER B TS IP
BB StoreFront BR%28 1P,

StoreFront AR%-25/~BIEH : storefront.example.com

1. %% StoreFront Z 7 , A StoreFront fR% 258 IR S 2520 D14 YU HED.

2. ¥H= FQDN RNE|“Common name” (/A4 ) #1 DNS FE, MR XS40EZ )2 B3 NetScaler Gateway vServer
B SSLAEFR i K FQDN AEILED , BfE MEPEER) NetScaler Gateway vServer RIAHERES.,

3. HiK A4 (accounts.example.com) fEA 55— SAN IRMERERH . EEE , SAN FERRIK A2 BELIIERE (4
Receiver Gateway SiARIEMBECE X ) A9 NetScaler Gateway SIERCE U ARIK FAIE .

Certificate Properties -

;*.E Subject |General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CN=storefront.example.com
|C0mm0n name v| Add >
Value:

| < Remove

Alternative name:

Type:
P storefront.example.com
[ons v]

storefrontch.example.com
Value: Add > accounis.euam ple.com
< Remove

Learn more about subject names

| 0K | | Cancel | | Apply |

4. MFRAT S, DMEIEPREBHBEIHMARS 2R3 1 StoreFront frFFHAT A
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Certificate Properties -

ILE Subject | General | Extensions | Private Key |Cerﬁﬁaﬁon Authority | Signature |

Cryptographic Service Provider ivi

Key options ~
Set the key length and export options for the private key.

Key sizet | 004

Make private key exportable

[] Allow private key to be archived
[[] Strong private key protection

Key type v

Key permissions w

Learn more about private keys

| 0K | | Cancel | | Apply |

5. fFA%E=7 CA (flzn VeriSign) | ZeIIVAR CA BHh[E] CA ZZEH.

6. A PFX X SHIED (BIERS) .

7. BIEFBFFLEASAE StoreFront fRE-227. tNREEZFZE Windows NLB StoreFront & |, WEBREANFIENT AP, 0
REANREARETE (20 NetScaler LB vServer) |, iG3UCAER S SNIES.

8. 7£ StoreFront ARS-2264 IS FAYEE HTTPS 4858 |, IS M SSLIFBEREEIE k.
Site Bindings _

Type Host Name Port IP Address Binding Informa... Add...
https 443 *

Edit...

Browse

Close

9. 7£ StoreFront fR%525 EACE EMEA URL , PAILACEALERFHIIZE FQDN,
R : StoreFront 18 BEEFIETH SAN JIRP R F— MERAE R AL, XIAZXT StoreFront &I B FTHEBNK
BINENEA URL , BEEHEEMN. MREERN SAN ZAETEPRR , M Fal g E AEAE BN
HTTPS://<FQDN>, 7~fj| : https://storefront.example.com

Batis

£ Sarvee oty Serves. Gooup
234 vy
Ehage e UIL
Wabar
o Refreihy
|0 e

7 StoreFront fR%-25_LACE Gateway : storefront.example.com
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1 ENABETRT , AEREERTHEIR NetScaler Gateway,
2. WFIRAPIEZEMK | R EHEwE.

Bl Gl ieedvand e
) et cimx Siones
B i G L

| Barw | Aectoated  Subeirolar Deabied | Aioen Cravte Sore

L

Ansge Neticaies Gateways it Hercates Gatbmiy

Lo Banccon

BB T 0 S T TR Gy WS ATt b RO B4 08 il Rt Lot 6 Do vty
18 Weagh o RarCoi s (e v e o e -
| | st cnraes i Sk
g
Cragsey ot [ Ve by S | 8L a
[ Siore.

[T —

PRI SeT (——
Lt b ok e MRy
Wit Bt 4 Pl e

£ sellagure Rt Scra g
C o | T == T T
Confgurn ooy bmag

i L L

= b1
| P

3. EE IR E NE LK NetScaler Gateway URL &4 \HE= FQDN,

4. ERSHEIERE R , SA/FEREIE URL FEEH 42\ [BE FQDN,

Edit NetScaler Gateway appliance - Gateway

StoreFront fiathienticalor: Satiings

These settings specify how the remote user pronides suthentication credentisls

Ganeral Sattings Verion 100 (Buid 63.4) oe later -]
Secure Ticket Authority Sibnet 1P addbase:
Authentication Setis [ptaanall

Logon type: 0 Domain

-

Calfback URL:

fitoan |h-.nys;h‘1'-=-=e!:e-nr.t-um;&e.mm| |.:e....:;uh!ﬂ-::-‘ﬁu:hse-\-:ca-.-m
opleonal

[ oc  JEE

5. 1¥&4% Secure Ticket Authority &£ , #ifR Secure Ticket Authority (STA) AR$-28 SEANHMIET R ECER Delivery
Controller 513k ILAC,

6. AN FAR & I8 FE AR ila),

7. FEREEMEAMRE K 54 (accounts.example.com) , NG MM SCEMIBRS HEATHEAT. 1tk FQDN WsRBHIT
StoreFront A2 URL # NetScaler Gateway vServer Fit:Z4MB{5HR (storefront.example.com), EIERLE
FQDN , AAX 4 SBNERFSMEIRAEE.
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Manage Beacons

Beacon points are used to determine whether users are connecting from internal or

external networks. Two external addresses that can be resolved from the Internet are
required.

Internal beacon: Use the service URL

®) Specify beacon address:

| ht'tpsu"_a'accounts.exampld.com |

External beacons: | gurad it el daely)]

https://storefront.example.com

Add.. | [ Edit. || Remove |

= .

8.1EEE , ANRFL(EM FQDN STHFARI , AN TSR, MRESXHEERB , HENEM Receiver for Web , RIA]
BRI AT 53R,

BN 4B N3] C\inetpub\wwwroot\Citrix\Authentication\web.config &, HHAKIF web.config TR BT &£H. 1%
SOEIE4S R RS PR — B RN .

9. R FREH., HEIITHRBFFRMMAKERNT , RIEHRFIF XM web.config 3t .

9. 7£ C:\inetpub\wwwroot\Citrix\Roaming\web.config & , TXZILA T & B HRMPBEK B RNIT , REEEIFRT
web.config X4,
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& , WATAS N AR IERAA receiver CR B& XM, XH , BIEEIR(EMAAA Receiver BH{ERHHITELE ., KIIHD
R FTA Windows F1 MAC Receiver & /i,

Export Provisioning File

Distribute this file to your users to automate Citrix Receiver setup.

Name Store

URL: https://storefront.ptd.com/Citrix/Store

Access: Internal and external networks

Details A

Default NetScaler Gateway appliance:  AGEE3
Other appliances:

Internal beacons: https://accounts.ptd.com
External beacons: http://www.citrix.com, https://storefront.ptd.com

Cancel

MRE A EE 5K Recever , RIKIRRAN CRIXHZEE , WHERXHSKEHANTA,

External Client

CHN: storefront.exam ple.com Glabally routable P
SAM: storefront. exam ple.com

SAM: storefrontch.example.com Internet zone &

SAM: accounts.example.com -

YOEMVEN : OMS
i OMZ Firewall
router
Storefront.example. carr=F irevwall Public 1P
192.168.2.4 Or Storefrant.example.corr=VIP 192.168.2.4

& Local LAN/Caorporate domain n

%
Internal client Windows MLE cluster
HenfppiXenDeskiop 7 x
182.168.100 OC/CA; 192.168.1.5 192 1681 .9
DDI—[;{T{JSIQ Windows Server 2012
Cluster nodes
192.165.1.2

Starefront.example.com=
StareFront LB ar Server P

19216818  1821688.1.7 182.168.1.8
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[W=RAY SO

Nov 27,2017

AFE BT AN ARYE RIS IUA SO R T I U2 IR, AT ORI RAY I I8 S N AR JE B 8 Y SDK IR E SR E E X
SEEfEM. EBI SDK , EaTi=hm AR B RMNARFNEE . BRNRAHULAREHNSH. BEXFMER 1525

159 R PR JE B & L SDK”,

SEZ : StoreFront 1 PowerShell #£4%| A REERERTFTIF. {EF PowerShell $5%1 & ¥ StoreFront BEBE B , B84 <]
StoreFront EIR4E4I4& . FRE , $THF StoreFront 3554 Z BT , &% PowerShell (RIFTA 41,
[[TA=BUN

{# F7E StoresModule 58 X i PowerShell cmdlet BLEidi&ss. {EALLT PowerShell {XEBER O] NEX BT EMIAESR

$dsinstallProp = Get-ltemProperty

-Path HKLM:\SOFTWARE\Citrix\DeliveryServicesManagement -Name InstallDir
$dslinstallDir = $dsInstallProp.InstallDir

& $dsinstallDin\..\Scripts\importModules.ps

BRI

R IBES TR RIS ALS IR RIS,  WTIBRBTHRETIER | RN EBEMEERP RIS BT HEE LA R
R, AT cmdlet :

Set-DSResourceFilterType : 1B1ERIRIEENE BEMEEIT IR,
Get-DSResourceFilterType : 3RER /014 StoreFront ZEMZ¢ IR Bl R IFZERITR,

R EENARIRSE  ARBN ARG,
KRBT EIE

18 AL UGS T ARYE SR I IR | 6120 M XenDesktop 8k XenApp IRAEMITRIR. KT RAREA N FIRMEAF B AR
L.

Wi UgRS AT MER & Bl #TE1T | (BRI EXMFAMETIE1T, NETIRRAFRIBIMESHTECER R
Ao, FAMEEHRERARILACARIR, Ay 1828 A2 bR S ATECE A X B LA BIR. (AL cmdlet :

Set-DSResourceFilterKeyword : 1R1ERIRFBEFTIREMETIE,
Get-DSResourceFilterKeyword : FREUS 828 REF TR,
IR X BT REXBT , TaeATILIE :

e B

BXKRFIRIMER  FEMOR A P ERREE LR
f

AT &R ISR B A MM F HEG TR IR
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Set-DSResourceFilterKeyword -Siteld 1 -VirtualPath "/Citrix/Store" -ExcludeKeywords @("WFS")

AT IR BI# sevpi BIRSE RN R B AR FRFEFF

Set-DSResourceFilterType -Siteld 1 -VirtualPath "/Citrix/Store" -IncludeTypes @("Applications")
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£ AL & X TECE

Nov 27,2017
o PUE FBBCE S AARBEE T Citrix StoreFront &Iz &1& &/ Citrix StoreFront #1 Citrix Receiver for Web BEEH ihi%
H.

AT ABCE ) Citrix StoreFront i BEAFE :

B ICA &L RS

2RSSR KB

BE X Citrix Receiver B IHEHE

fHLE Receiver for Windows E1F %R FNF 4

o ABCE R Citrix Receiver for Web iR EH4E :

o FWEMAFHERAR
o AR IR TR R AR E”
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{FFARCE X HECE StoreFront

Nov 27,2017

RIANABT FBEE A Citrix StoreFront EERFEHI & AT MELEES .
JER ICA XA RS

£ RSt 3

BE X Citrix Receiver B3R XFIHHE

FELE Citrix Receiver for Windows 2775 REF Fl 4

JBR ICA UL RS

StoreFront 1247 Xt ICA STABHTITREE £ VST , DUESTIFITNAR Citrix Receiver KR ANAEMSIAE 42 AR B SHSTHIKIR. 7E StoreFront R BRI H&LTIALE , &
Ge¥{E KB StoreFront A% 28N NIERFMANEDX A S Beh N FAFE BT AR 1CA SUHF3HTE % . ATRMER StoreFront iR4-88_LiEfTHIRIE ARG IR TS H B IART
ICA THFHTE S . R ICA XL L RS TAES AR I E IR INBEME Finis 2T S . MRELTRERW , £RH ICA BT HFLES | FFRER Citrix
Receiver , | Citrix Receiver fECE RTE B B R BRI,

EIET StoreFront MEHAT ICA XIHELRS , TEBT MBS HHARL T AFNESCEN., WRERFAEBAME R , WY RV EARTRFES.
MRBEZLY ROBARIET R | N RE AT R SRS RS BRI,

XTF ICASUFEA |, Citrix BilE AAAHIEPIE VMR ARN A EBMAYAMIRGOARDE R SSLERIUEF. MRTTEMEFMAAARSE LHRET , NIFTRAE
FREA SSLAEH (HIANRSFEHET) | BF SR —DFIAREBMAAANED R E D RA R %,

ZABIT | ICA IR RSN ARETLTREBRE. BEM ICAXHEAMSTEE , BREYwIEN AR IERCE AT Windows PowerShell 64>, X7 Citrix
Receiver 1[5 ICA TR RFHFAMER. , S5 |CA UL RS ATTEIE B3k B R TEIR S 2500 N A Fr kst .

JEE : StoreFront 1 PowerShell #%% & NGERKHFTIF, {8 PowerShell #5541 & &8 StoreFront BCE Z BT , 1AK% F] StoreFront &I8i%H|& . R4 , FTFF StoreFront 3%

Hl&Z A, E XM PowerShell KIFTA KA,

FE  EZREBRPEF | F— Ik UEA—EARESBUT YRS RAMECE. MR Citrix StoreFront EIR%H| & R ESEF NI MEMRS S DT, TlfE , BETECER

A EAAEERIRS 2540 | DMEE IR E F R ABRS 2.

1 WRERT T ICA T L RIEPAE StoreFront ARE-25 L Citrix XS IREIEDZMET TR |, ARSI A PHEREETRAR A,

2. {8 FASCANRE 22T FE L PR B 1 web.config 30 | ST 2T Cinetpub\wwwroot\Citrix\storename\ B , Hh storename 241325 FIRJER IS E M4
K.

3. R BRI TERS .

4. BEBTHTEAMEBNFAESAETEIM4T , TR,

certificateid" thumb="certificatethumbprint" />

Hrh certificateid 2 TN AR EECE SCHPARERAME | certificatethumbprint EMAFBIEE RANEBEIRAHNE (BFEE0) .
5. EWXHFERUT TR,

6. % enabled BMAIEEYCH True , AN AMERR ICA UHERA RS . ¥ certificateld BHEAERENAFRFMRESH 1D , BIBLE 4 i certificateid.
7. R EFAM SHA-L ZAMOEMSFHEIE | BHRIBE I hashAgorithm BIEHM{EIRE A sha256. sha384 5% sha512,
8. EAAREIE AABRAIK ~f53h Windows PowerShell , FFEGSIREOTRAUT 64 , PIANAREAEFLE.
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands
S$certificate = Get-DSCertificate "certificatethumbprint”

Add-DSCertificateKeyReadAccess -certificate $certificates[0] -accountName “IIS APPPOOL\Citrix Delivery Services Resources”
Hrh certificatethumbprint 2181304 % B x4 BEEBSIERIHE.

3RSt ST
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ZOAERT | BRI BRETATERRE | X4t , YR AT BN AI AR , RERBNATAE R MR AITRNN BRF. BRMIHFERXEK
EYwiE N R ERCE S .

BE  EZRSEDBED , B RUERA—E RS BUTSURS BERACE . iR Citrix StoreFront IS4 & RSB NI MEMRS B 15T, TG  WHXECE T

P ERAEREE RS 2540 , MESETEBEP MH AR S 25

1. {F FSCAYRIE 24T FIRTSE /) web.config ST , SCEREE 42T Clinetpub\wwwroot\Citrix\storename\ B39 , H 9 storename EAIREN AR ER HEIEE NS
K.

2. E R BT T AR,

3. % enableFileTypeAssociation [RMHAMEE XA of f , R AR JEEE A4 258Y KX,
BE X Citrix Receiver B3R IFIEHE

Citrix Receiver RN ARG , BUAMERT | BRIPFETEARBRAFEIA. JUBRIAIAEER TREACHAEHEE. ZRBRMEZE X Citrix Receiver &
SRXPEAET RIARASCA | AT AR S IR SIS

BE  EZRFHEDER  ERUEA—EARSHZUFTYURSHANEE. MR Citrix StoreFront EIREH) & FERBPIEMEAR SR LT, TRE  WEHIREN
R EAAERRI RS 2540 |, MEE BB R A ADAR S35
1. {FANARESRITIF S MRS UsernamePassword.tfrm 3c# | 3B R 2 F Clinetpub\wwwroot\Citrix\Authentication\App_Data\Templates\ B3R+,
2. IR HBILITT.
@* @Heading("ExplicitAuth:AuthenticateHeadingText") *@
3. AFAUR , BREISFESNS @* RES @* , IUHEMRERRES.
@Heading("ExplicitAuth:AuthenticateHeadingText")
Citrix Receiver i FIER R RILF HINE ARSI A ERT , W ABIZVARRE A EER" , REH XA A ALARAS

4. BEEYIREXA | BERNXAGWEIRTTIF SRS A ExplicitAuth.resx 3 |, Z3CHEE (T Clinetpub\wwwroot\Citrix\Authentication\App_Data\resources\ H3¥
&,
5. FEMSCHFFEREITITR. MiE STERPHISA , DUESEA SR IS Y SAE AR 55O RY FRR JE RS 7 Citrix Receiver B R INEIER BRI T LA,

My Company Name

B o(E AHANXISE B A B Citrix Receiver BRINFAEARAA |, E4wiB A4 ExplicitAuthlanguagecode.resx , HF languagecode RXIi& BEARRAR.
FELE Citrix Receiver for Windows 217 2R5H1 F 4

ZRABLT , Citrix Receiver for Windows &7£F /%% StoreFront 7 ARG fEA& %0, EFALE Citrix Receiver for Windows ({8 Citrix Receiver for Windows Enterprise
fRsh) FEFRFRER | EER TS MRS,

BE  AZREMEP X UEA— RS HUB MRS AN E. #R Citrix StoreFront BIREHI A K EDB P EAEMIRS 23 LE1T. TRE , BEXIECEFT
A E IR RIRSS 52 |, DMEE B R AE AR S35
1. FRAXAYwESSTTIT inetpub\wwwroot\Citrix\Authentication\App_Data\Templates\UsernamePassword.tfrm 3.
2. FEMSCHREREIUTAT.
@SaveCredential(id: @GetTextValue("saveCredentialsld"), labelKey: "ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked: ControlValue("SaveCredentials"))

3. R T ARG
Citrix Receiver for Windows Fi &8 R E LS A TRIE AR S AR AR IR EB AU AL BRD, AR ERIERAT Citrix Receiver for Windows Enterprise,,

H
i

EMFRERMRERATY | RSBUARTEENREREARGNTE /A, Citrix TTERER JEMRMERERR Y SBE KRR G ARR. £R EMRmER TERNK. 1§
THRFERBIEM R Z AT TEA.

EHANBILT , Citrix Receiver for Windows BAR EXRMIAKA AL, ERIHAFTAFETE  ERERE ERERE

1. 43 REG_SZ 1§ HKLM\SOFT WARE\Citrix\AuthManager\RememberUsermame,
2. BHERE A fale”,
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{FARCEERCE Citrix Receiver for Web w5

Nov 27,2017
AEBMALRTCIEET Citrix StoreFront &IRNE| & HITHEAME Citrix Receiver for Web s S ECE(T %

AoE WX A R B R

WREA Citrix Receiver for Web i mEIRHR MR EAMNY BFERF , NEVAER FES B REAAEMN AREFAE. BrE
Faubm e BEAREEAE. MRIAE— A =EuHAAER , NI REBRIRENARER |, Z2mESERA %
syt B3 23, ERYOXEE | BREE R ECE .

BT ALZREF[MEF  FRUER—EBRSHFUEBURS HAMABCE. #HR Citrix StoreFront EIFEH| & RIEFEFH

HAEARRRS 25 B121T. TTARJE , BRXECE T E BRI R S A4 |, DMEEFERE P AE AR S 25,

1. {FAXAYRIERFTIF Citrix Receiver for Web 3 /(K web.config St , W@ % T
C\inetpub\wwwroot\Citrix\storenameWeb\ B3x , K storename 412K AR JER AEFIEE KL TR,

2. EH XX HFEKATTER.

3. ¥ showDesktopsView 1 showAppsView EBHEHKMEEHBCA false , A AIFH LK S AN BREFBREGHAF (R, QiR
XERNANZNL) . MRENERT REARMKBREFARE , 5% defaultView BHERERE A apps , MEERA R
R R E SRR AREFILE.

4. FERXHTERUTTE.

5. % autoLaunchDesktop BHRIEEHRCA false , MEER AERMRIFBERB— AL EATHZA AEAN | fALE Citrix
Receiver for Web ¥t S B3 BahZ 2 M.
BN autolaunchDesktop BHRE X true , MM RABF—AN L@ ARAFERE , TR TEKIEHIAECE |, %A PR
RRRFHRSEREE.

AR B{E Citrix Receiver for Web 3t BEfB B3 /E3h=H , BT Internet Explorer i[R1ZH s i A P AIRAR SR AR INE A
#h Intranet sk RISk R BIg,
SR TR FRFE 3 SR AL

BUAEILT |, Citrix Receiver for Web AREHMHIUE (RESHRAUEKA ~RIvIE) FEEHME (RATHITHR , EE s
WREHERMECAMMNNATER) NAMEER KON BREFGRAE". WRE R Erm B RN ARERF , I
BIESAURHKE.

BT AZREANED , FXUER—ERSSUERRFHFAMACE. MR Citrix StoreFront EIRITH & RIERBE T K

RTEHAMRSER EE1T. TTRE  EEIILE T EREERIRS 252 |, MEREHEEFRNEMRS 5.

1. {FRXAYwiE2sFTIF Citrix Receiver for Web ¥ /i) web.config X4 , B3t EE AT
C\inetpub\wwwroot\Citrix\storenameWeb\ Bx , K storename 4I& N AR JER AETIEE KL TR,

2. XX HF BT TR,

3. ¥ enableAppsFolderView BHEEE XA false , LA Citrix Receiver for Web [ “FREKIN FRFEFF ST LA,
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{235 StoreFront TEE L4

Nov 27,2017

ANERNBIETZFAECE StoreFront M A[gEARII ARG LT EMLATHNE.
BCE Microsoft Internet Information Services (l1S).
ATPARCE A AR 11S BLE M StoreFront, WEiEE |, XARZNA IS BLE.

Xt RA
AR AVFERRTIH Y R4 .

StoreFront ZREEKIGEHERANT XY RS :
(=Y RA)

.appcache
.aspx
"cr',
.CSS
dtd
.gif
.htm
html
ica
Jico
Jpg
Js
.png
Svg
txt
xml

MR A Citrix Receiver for Web BT Citrix Receiver (R FEETHE , StoreFront M ER{ERAA T4y B4 -

e .dmg
e exe

WRBAT Citrix Receiver for HTMLS5 , StoreFront RER{F AL T4 R4 -

e eot
o ttf
e woff

MIME 2%
AT AR ST SO 2RSS R A MIME 2850

e exe
e i
e com
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e bat
e csh

Bkt
StoreFront EsRIEVERIFEFRERLLT HTTP 58, AN R E RS IE KSR,

o GET
e POST
e HEAD

Hftb Microsoft IIS & &
StoreFront AEZE AT RIN :

ISAPI iTiE28
ISAPI ¥ J&
CGl F2FF
FastCGl 25

Important

* BEIELE IS AN, StoreFront EHEXIFHMIIE , I EAERTASHF IS FHWIE,

o 5)7E StoreFrontyf s “SSL Settings” (SSL&E) H1%#% Client certificates: Require (& FimiE$: 5) . StoreFront%
RELE A AR E M StoreFront il S Y4 TUME.

e StoreFront EE cookie, WMIERRE M cookie &E . BIER T cookie/fFH URMRE.

o StoreFrontERTEL(EE. EFIREELF NET (SEEFEE N B TER.

® StoreFront RXFFAENuL R fE M KN AFEFD. EIMERIXL RiRE. B , FTIRE N BREF T RE R AR Y A2 F
TE R IR E.

Ao A AR

¥ StoreFront B, 3 m H NV AFEF iR T ERPURMEARF ERURBIRAATDAENFIRM. ERTLEZMER— Bt
RS, XEAZNRREFBNKENRIEITA,

BEARFEFYOXLH PR, XEARASH StoreFront &/ , FEBzhEZA.
StoreFront E¥4IZPLT Windows RS :

Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
Citrix ClusterJoin (NT SERVICE\CitrixClusterService)

Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)

BN K XenApp 6.5 ECE T StoreFront Kerberos A/HZEIK , X% Citrix StoreFront PN LR ARS (NT
SERVICE\SYSTEM), MRS FTE—HAIRIBE FALSHIRT Windows RS,
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AeEmRSFWE

TE_ LS BRE F AR ER 4 5 i StoreFront Windows BRE-ALE A NETWORK SERVICE S44%35. Citrix StoreFront #3
WA AR S DA SYSTEM SH5R, EOERMNALE.

BB RS H
StoreFront LN A “SIR AT APRMATIRS -

e (itrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
e (itrix Cluster Join (NT SERVICE\CitrixClusterService)

StoreFront FEXLAM RS A ABELEMIZIT , MERITUATHRME :

g, . SAFBFRIEBARRESHEBHRRIAPR

EEAIE )\ Windows &

RINFIBIG L BFEF &2 (GAC) i Microsoft NET Framework F2fF4&
VAlR) 3 fF3 Program Files\Citrix\<StorefrontLocatior-

R0, EBANIER IS B RFEFF AR IS Web 2 FRFF

AN, SR AN Z 4 A RO KAL)

wnFN#IEE Windows RS- LAK PowerShell &3R8 T

JEM Microsoft Windows Communication Framework (WCF) ¥ g

1£ StoreFront EFHTH , HIRESIRMBER , BAFBITIEH.
StoreFront IR T AT 24

CitrixClusterMembers
CitrixCWServiceReadUsers
CitrixCWServiceWriteUsers
CitrixDelegatedAuthenticatorUsers
CitrixDelegatedDirectoryClaimFactoryUsers
CitrixPNRSUsers
CitrixStoreFrontPTServiceUsers
CitrixSubscriptionServerUsers
CitrixSubscriptionsStoreServiceUsers
CitrixSubscriptionsSyncUsers

StoreFront AR XYL LERMATH. XLE%TLERT StoreFront PIERIVIREES] , NERT CHFSHRE
Windows g, EMEBUXLARREGH.

StoreFront FRHEH
RS FES.

1£ StoreFront F , fREZHEPBATITBEAIMRAAES ZR M (TLS) (FaT e, MRREEA ICA XTHLE4 R
%, StoreFront X AT A FREHXT ICA LS ITHTFES.

FABERERF _LERE Citrix Receiver (A F B RETHEFHMFRIK PRI , EWIRAE StoreFront ARSF25 LKA WAHRS
. FEAREPRTRENAAE Y. ERERERSAER , FRASERAEERAEERLHEE (BT

discoverReceiver.domain , H domain A& A FHIEEFHEIK ~#) Microsoft Active Directory 3%, SSAETRCAEER
FHIEEFHFIK PR E B ELRRET |, B2 WINE SRR R AT KT LRI AFERE L ZSEH, el RAE R R FEFHbik
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FET BB EMIES | (B2 Y Citrix Receiver 55— /iZEHEE| StoreFront fR%-238F , A RBER—MEPLEXEE, ETHT
B RIK P AT BE ST EAE R SHIIE—ER. BXFEMAEE , B RILEE T MK~ AL,

IR BT N FRJE URL B\ Citrix Receiver SRECEEMK &~ , FEMERE TR FHMERK AL , B34
StoreFront fR%25 EFNMEBREXNTZRFH[BW , FEAEBHEABIERHAHEE.

LhEHED

SR RS- TN i 5 2P EEF P H{TLOREETE, StoreFront 2754132 S IE RSN B JEIT4E Bi— N B &L KAE
H, KR StoreFront M BZEZIEBRA T EAEMES.

Citrix 3Z{$PRFUES

StoreFront ZEEE X Windows iFH77f# (Citrix 32{iRS%) FEMT 2 MEF. Citrix Configuration Replication Service,
Citrix Credential Wallet Service I Citrix Subscriptions Store Service #F X LAF, B&ET G StoreFront fRE[#EHB
XLGFRREIAR, XSRS AKE TLS HTRLEE | FEXEUEBARAIE TLS fREIIED. XU EEAIZE StoreFront
I AR JEek &3 StoreFront Bf BRI, E/MEZUL Windows IEBEFHHIANES.

REBELUED

StoreFront £E \Scripts FHIX 4k #6ET £ > PowerShell A< (ps1), 2XIA StoreFront LHAE X LA, X LA
WT AREEPITHRIFEESHEELSR. XLEMASLE , /1F StoreFront XHF PowerShell TR . FRITEWER
AliSigned 5. (FREEMAZIIF , FXAMIERIT PowerShell filids, ) StoreFront K&k PowerShell 17584 .

B3R StoreFront A RE SEER A E FHTFRRBLELIED , B2 , Windows {H4REES B St R IR RBZ & IER,
BT IR TIEIRIT PowerShell ABFSHIMEE,  (AIREFARSITIER | IEBREHRME RSEHEER FiEF |
3B StoreFront PowerShell A AT, ) BARBELIERRME ZEENEHE FMHTE , Windows AEREHER
HHA, ATAFETEAK StoreFront {145 fa M “SAS I AR E i BFRIEGIES.

StoreFront @1

FEAFHIESF |, Citrix ZIER Internet PrXR 2 (IPsec) 8 HTTPS HHMCRIBRIE StoreFront SERS 2% 2 B REHEN
e, IPsec £ Internet PHXK—EAREY & , AR SHRIUEMMNERIB(E , 3B A AISKHIEIE T B E R R
fE. BT IPsec B—MMEEMNE , RLTTREABKE THEATESEAMINY, HTTPS ERTLERTE (SSL) FE
WMERSM (TLS) PR IR HEERMBIEINE.

A[{F A SSL Relay kAR StoreFront 1 XenApp fR$-25 2 BIFIER{EME 2. SSL Relay HITEMN S A IIEREIE N HIZR
IA XenApp 224,

Citrix ZiX{FF NetScaler Gateway 1 HTTPS Skffy{f StoreFront S Fi&& 2 AE{ER4L. B(FA HTTPS , StoreFront
ESRBITE S U R BR S AR XBL AN FBRTJE M Microsoft Internet Information Services (I1S) SeBIRCE JFF HTTPS, tnR
RBEEM IS BLE |, StoreFront ¥{F A HTTP #HTIE(S. Citrix 3RZE AR E AL F=HE S B RTEm StoreFront (AL 2
s,

StoreFront ££9NE

WRMAEFES StoreFront AHEMK Web 33k (332 FigO34948R]) FEBE(E(T Web N FFERF , NXLE Web N FBFE R ZAEK{E(
TN BELIEIEHIRAK StoreFront BRI LT &M, WRMIFFEEFTAFEENRTLBSE |, Citrix BINEERIRK Web I3
FERE StoreFront,

ICA &2 RS
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StoreFront 27 {F MRS 25 _LAOTEEVETXT ICA ST THTFERHIER , DUESFFHINEER] Citrix Receiver R ASBERBIAIE
XA RBREZSERIR, AJLMER StoreFront fR$ 28 Lz THIRE RS T SHIFHHEAMSFE L (BFE SHA-1F SHA-
256) XF ICA X ITE L., BREMER , ESREH ICA THZEL RS,

A AT

AT 7I4$E A Active Directory 35 #E% K Receiver for Web b m3 Fl FIERE (N 4 EHIN E R B HEHRL, B2 , XK
BT ETNERFRA B AAE B A S HEAERFHHTANBEEN A, RRALRNR L RMEIE R P EEE RS
FUEREMER | BHHRR P TTENS NSRRI AN BEIE. AESHIIERSE , BUARCESBALE Receiver for
Web ¥ R FERECHER |, BIEEBEEREt R, BXEAGEER | ESRMLH TR,

BRENKE
AR et | EATANRSSEMBABTIREBRREEFINEENRE. FRATHHARHZ NP AlEEE LEER

Citrix Receiver for Web S s B RE X 3CHEE. NRA HTTPS i&EHACE T StoreFront , R SH B E X NBASkIA M B ik
t4$ F HTTPS.
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E4FNE N\ StoreFront fitE

Nov 27,2017

AL StoreFront FPEMTTEAE . XAFRRFAMENRSHFALE. MRIMNENZECLFEETIARSH L, TR
BERHER  RARBEAZMENTEENECE. MREFRFRESTNE BARE , B ERTERERNTHSACES
BATEE. MRERNE , SHAORESEMEUEA zip FRHREREME , MRECRMEENEZSHXH , SENEEEDE
PA .ctxzip BIFERTEAE.

FHFFA StoreFront ALEHEEEM

BT hnsmMfgee StoreFront &4y PowerShell ‘E1Et %
PowerShell cmdlet

RLESEMS TR

SHAS A\ StoreFront BCEREEEM

o REFRAEMEATESNENEAR URL , KEECEES RS 25 LERRFAEEZ URL ?

o UHTRBER T M Citrix EXHFMIE SDKIRA , FIINEARFHREIERE=FSHIIEEE N ? RE , MMAES

ANEETINSHRERZHNREZ T , A SARS R ERRXLEa, MREFLES ARS 2 EXRTEMENIHIIE SDK

A, RESNRERERK. MREFLESARIRSF[AET |, BEANE R R ERESHIIER.

] UINES MR E &G, SHINF A PowerShell cmdlet ST3-xXIFHFIHI.

o TRAZELUGEHRZAT MBNEH (ctxzip) , B2 StoreFront TLiAE T INBRER FHE M4 (zip), MREEFALZTNER
&4, BEREEFTERN LK PowerShell EIEX R EFPITSH.

o IS YFTE &K StoreFront f Web ¥y (S ARSES) K SitelD 2405 11S FFEERIRAE Z43H0 StoreFront BLEIB AR
Web ¥R (S MRS =S) M SitelD DUAC,

AT 422 StoreFront 1438 PowerShell $EHExt %
PowerShell B3t 5 B Windows K A8 R4 MERAGZE AL, PowerShell $E3E XS & Al iR BALIEN T A TR RS,

EE
BNELRESRER , AFREATLRITNENRE, THERETENEZNFMEEOA /S, LAE PowerShell SIENEIER B AR
ERMERENR (ANATSHEMSARSR) . EEEIRN , TIEEEMAS.

PowerShell ZsR GRS FT RIS RITEE R /. AFEEINL , HORBIRED{GRER 4 38R Windows B .,

SUser = [System.Security.Principal Windowsldentity]:GetCurrent().Name

$Password = "Pa55w0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,$Password)

PowerShell cmdlet

Export-STFConfiguration

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.203


http://docs.citrix.com/zh-cn/storefront/current-release/export-import-storefront-config.html#par_anchortitle_7222
http://docs.citrix.com/zh-cn/storefront/current-release/export-import-storefront-config.html#par_anchortitle_c248
http://docs.citrix.com/zh-cn/storefront/current-release/export-import-storefront-config.html#par_anchortitle_7b15
http://docs.citrix.com/zh-cn/storefront/current-release/export-import-storefront-config.html#par_anchortitle_90b5

-TargetFolder (& &R)

-Credential (PSCredential
R)

-NoEncryption (FF3)

-ZipFileName (3245 £R)

-Force (#/R{H)

Important

i

EREFHENSHKR.

7~ : "$enviuserprofile\desktop\"

ESHNTEE RN R UG INER ctxzip HFH.

PowerShell EEXN & N AE BT INEMERRNERL, 1E2FRK{ER -Credential 1 -
NoEncryption $%¥.

5 : $CredObject

1B M FHEN R AARMEN zip Bk,

Y5 RER{#E A -NoEncryption 5 -Credential 345,

StoreFront FCE &M EREMKEFR, ERMSUEY R |, #5140 zip 3k ctxzip, RGHRIESH
RARIFEE A2 -Credential %04 Z -NoEncryption 2HCRE RN R4 .

R~ : "backup"

HEHEIERSIEE FHUETEFENIE&H TR AN EHF.

StoreFront3.5 K] -SiteID SLERRA 3.6 FEFA. ERITEAN , FHEEIEE SitelD , HABALFEREMERTEEN
SitelD, &R SitelD 5SEESNRE-Z_ L/ IS RECERINAG StoreFront Web s S A80LHEE, A% 3% SitelD 1 Z SitelD 2 KELES A

(RZIFR) .

Import-STFConfiguration

28

-ConfigurationZip (Z45&8)

-Credential (PSCredential
XF% )

https://docs.citrix.com

il

ESARNENEANTERREZE., HECNZEEXHT BA., KRNMBENEHEAER zip,
FERR D EER ctxzip,

7~ : "Senviuserprofile\desktop\backup.ctxzip”

TEEFE S AR MEN &G0 TERNEEN R,

~f5) : $CredObject
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-HostBaseURL (F4¥ &) MRBZSE , WEEREREENENELS RL, MAEASE RS SFFRENELR
URL,

) : "https://.example.com"

Unprotect-STFConfigurationBackup
5 Wi

-TargetFolder (F4F ) EOEFHENS R,

R~ : "Senviuserprofile\desktop\"

-Credential (PSCredential  fERtS¥ESIEMEEHBEFRNRMERIAR. TEEDMEHEN PowersShell FEIEXTR.

SR )
7~ : SCredObject

- BRREMONESRERNTRERE. WTEEXHY RS cxzip,

EncryptedConfigurationZip
() A~ : "Ssenviuserprofile\desktop\backup.ctxzip"

-OutputFolder (F4F ) RIRMEEGFA (ctxzip) MBUBERIA (zip) KIRE. RYKWNMEBESORIAERE , UE
ERFER. BOTEE CBUBMERIAR LMY RE.

R~ : "$enviuserprofile\desktop\"

-Force (fn/R{H) HEHEHERSIEE FHUETEFENIE&H MR AN EHF.

AL E SHAN S A TRA

¥ StoreFront SDK § A\ ZI4Ei] PowerShell £iF
1 StoreFront JRE-22_EFTFF PowerShell £ GEIATRE (ISE) 3BT AT R4 -

$SDKModules = 'C:\Program Files\Citrix\Receiver StoreFront\PowerShellSDK\Modules\Citrix.StoreFront'
Import-Module "$SDKModules\Citrix.StoreFront.psd1" -verbose

Import-Module "$SDKModules.Authentication\Citrix.StoreFront.Authentication.psd1" -verbose
Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psdl" -verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psd1" -verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiverpsdl" -verbose
Import-Module "$SDKModules.SubscriptionsStore\Citrix.StoreFront.SubscriptionsStore.psd1" -verbose

BRI
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B RS A EIBEENAMEERIFRHERFIHERKTHE.

Export-STFConfiguration -targetFolder "Senv:userprofile\desktop\" -zipFileName "backup" -NoEncryption
Import-STFConfiguration -configurationZip "$env.userprofile\desktop\backup.zip"

BIERS S A EHBRENMES GBI HERTHERNEE.

# Create a PowerShell Credential Object

SUser = [System.Security.Principal Windowsldentity]:GetCurrent().Name

$Password = "Pa55w0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,$Password)
Export-STFConfiguration -targetFolder "$env:userprofile\desktop\" -zipFileName "backup" -Credential $CredObject
Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject

BUBRT B MEEHFH

SUser = [System.Security.Principal Windowsldentity]:GetCurrent().Name

$Password = "Pa55w0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object SystemManagement.Automation.PSCredential(SUser,$Password)
Unprotect-STFConfigurationExport -encryptedConfigurationZip "$env:.userprofile\desktop\backup.ctxzip" -credential
$CredObject -outputFolder "c\StoreFrontBackups" -Force

H#HRFS A LRIBAREIRIHERTIRS S B _ERFH T BARE

R%2% B Z2HHE |, BRITRISRE % A BKRESE. MF5RE -HostBaseURL 48, fR%2% B L2 — N HFrH T Z0A
StoreFront &3,

1. BIE— PowerShel EIEXNEHSEH—RINEBHNRS 2 ARRE.
2. 7EfR% 5 B _LAE—/ PowerShell £iE51% | {FRNEBRSNER A EE BRI ZEMEE.
3. {#f -HostBaseURL %§ , iR IRS=5 ABCEF I ESAZIRS 2B £,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://serverB.example.com

EHREH A LRRARCEHERLERER RS S B LHNAHE

MR%52% B ERCEINIIEME. ERARSS AREEHRS S B. RS2 BITRISIRS % A RIF4E. 5 -HostBaseURL
2.

1 4UE— PowerShel ‘RN R+ S H—HMEKRS 2 ABE.
2. 7ERR%4% B LAE— PowerShel EHEx % |, {E KBRS SINE &G LRI ERAR.
3. {#F -HostBaseURL ¥4 , R IR %% A BLEFHFBHINZIMRSE A B L.

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" - Credential $CredObject -
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HostBaseURL "https://serverB.example.com”

fEFRMRENENEL URL QIZIIAEZE M , SINEFHREIFR S SRERGIHZ AT StoreFront FRERT,

2012R2 fR%-28 B BHERE , 1TREI AT 2008R2 AR %28 A, N {FE &M FRYF A HostBaseURL, EMIES N\IHER -
HostBaseURL %%, AR%=% B L2 —/HFId | BKIA StoreFront &3k,

1. A3 —4 PowerShell E£iEXI %+ S 2008R2 fR%2% A BECEMMERA.
2. 7£ 2012R2 fg%5-75 B _EAIE—1 PowerShell EIEX % |, {FRAKERSNE R HEEBRELEAER.
3. fi#% 2008R2 fAR%-28 A BLEFFHHS AR 2012R2 AR%-28 B £, TLH{F A -HostBaseURL %k,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject

StoreFront 24£FBEZE IS FHRIEEN Web 3hm b, BECERERS— 1 EEN Web shmiE L,

fR%525 A BAEREEIEE X Web ¥ ifu B R StoreFront , REA 1S IR FIRAIA Web Sh. 7E 11S A A Web

SHEUH 11S SitelD 7 2, StoreFront Web 3 R MR AZ AT AL T B— N FERGEIR BN L (6120 d\) SREKIAR) )\ RETIKEh=5
E ., BRZERAT 19 1IS SitelD.

4k StoreFront I Web Sk R B4 IS NELE |, kS {# A SitelD = 2, StoreFront B4&F AH A TIKzhs
d\inetpub\wwwrooot\ _LF#IRE&1ZEREE] IS FRIBEE XY Webshm k.,

Add Website T x Browse For Folder -

Site name: Select a directory for the application.

|Storefror1t | |Storefront | Select...

Content Directory I | Documents ~
Physical path: P8 Downloads

| | II' P W Music

Pass-through authentication P =] Pictures

[ & Videos
I iy Local Disk (i)

4 5 New Volume (D)

Binding 4 Inetpub

Type: IP address: Peort: J wwwroot

| https v| [An Unassigned v][a3 | b oL CD Drive (E)

Host name: -
| | Make Mew Folder | | oK | | Cancel

O Require Server Name Indication

SSL certificate:

| Mot selected A | Select...

Start Website immediately

‘;:i Application Pools Mame * 10 Status Binding Path

al o Sites @' Default Web Site 1 Started (http) *:80 (http) SSystemDrive 3\ inetpublwwwroot
I @ Default Web Site @' Storefront Started (http) *1443 (https) D\netpubwwwroot
@ Storefront

1. BIE—/ PowerShell EIEX &I FHE —MINEMRS 25 ABCE.
2. 7EfR%38 B L, (¥4 4 StoreFront (T Web S SECE 1IS |, b At {E A SitelD 2,
3. fEfR% 23 B _EAY3E—/ PowerShell E£1ESt% | {FRHRNERSMNER 4 EE BRI ZEMEE.
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4. {#F -HostBaseURL &%k , iR R% 25 AMCEFKHSATIRS 2 B £, (RSN EEKEES ID, FEZX ID WISE
EHF S\ StoreFront BLE KB Ax Web ks ID AMILAC,

Import-STFConfiguration -configurationZip "Senv:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://serverB.example.com"

AR5 astHims
5% 1 SHWARSBARE , KR ILEEEMRMNES BABEF,

WARE- 2B RAFA StoreFront fRF-FA A (2012R2-A F1 2012R2-B) B , EAHITHECE &% . BUTHME , HHERAKN
B—&{AEWAEIERS 2 2012R2-A 1 2012R2-B f¥ CitrixClusterMembership it%. $UT¥IHREHE , BT WS E
|, StoreFront AR-2S£AFBZBAOAAEIEM |, Bt , RF[AF YN T F— TR 2012R2-C. &F P {REBHIRS 2528 2l
StoreFront FLEXRAAEZN. BMESATIEER M VIIARS H[AET RANIERH |, BT =8 RS20 48T
CitrixClusterMembership, ZESAEFEF , BRBUGTHEERRXR , RAREERERNSARERSH L2 FPITER.
REDITEENZE  NRSSEBFRFHRAT R, FAESRE LF1H CitrixClusterMembership,

1 M 2012R2-AF SHIRFHRA 1 BE , ARS[EATEEENRS BANERS 2.

& CitrixClusterMembers

CitrixClusterMembers Properties _
General
% CitrixClusterMembers
Description: Memberships of the group denotes membership of the
citrix Cluster

Members:

A "2012R2-A

1 "2012R2-B

2. REKB—E RS 2012R2-C RMNBILE RS 254AF.

I CitrixClusterMernbers
CitrixClusterMembers Properties _

General
{# CitreeClusterMembers
<%
Description: Memberships of the group denctes membership of the
citrix Cluster
Members:
L “2012R2-A
1 “2012R2-B
L “2012R2C

3. IR FRANERRRZ SINENSMIERE. StoreFront ES AT FEFE RN =ERFIFMMFT
CitrixClusterMembership , FESABINEHITER.

4. BREFA 1 REEHFAE) 2012R2-AT A L,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject
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5. BHSAMEELHRDBIRSHRE , NIMERERSFESNEREE —BHNEE.

HR 2 &OREHEA 1 WIARE , FRAREHES— M AR LAIEFNRFHRAE. Ka , TR HMHRS 254
AR AR E MRS 2R

BIEBESTNHIRSES (2012R2-C #1 2012R2-D) MIBRF24H 2. BRS234H 2 LB ETHIATE (ARSI 1) MfcE |
BRS-2840 1 th A AT A RS2 2012R2-A 1 2012R2-B, I H RS SBAN R E AL M EATAEH

CitrixClusterMembership, A4 &4y 4/TH CitrixClusterMembership HES ABINEHTERR., FHASANEEQIZIITE
B, CitrixClusterMembership T2 A NEBESARSE S , EERFLRES[MAFH, REF4A 2 2FEFE | TSRS
40 1 RIEFLE. FEXE -HostBaseURL 2%, ARSF-234H 2 {E MM 2hiA StoreFront RFEFHITAIEE.

1 M 2012R2-AFSHBRFHAE 1 RE , ARFHERTEEBNRFFANT RS .
2. BMFHEIMESATITR 2012R2-C L, Wi BENEHEHAIZNRS254A 2 NERS .

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://servergroup2.example.com"

3. MAREACAHIRSRAE 2 HE o EMEMRS . WRFHA 1 HSANEEERZIRS A 2 A HMRNE
REBIN , KRR TRNFIRS REHES MAREN—E5.

5% 3 HEHBRFRAE A WIAAERE , FRAKEHESNARSHA B WiCE.

AR%7540 1 FIRS-254E 2 EAFAET A 2N BUE+ 0. RZ StoreFront BLEE RIS #34H 1 E3HT , BEARIG XL
BRNY AR B —MEERONRKRSE 2 F. ST ERMRS24E 1 VBRIRS A 2. ESNERSEHRAE 2 LRE0F
#4eh{F A CitrixClusterMembership, S ARHETSTE -HostBaseURL %% , RS 234H 2 IHLEA URL ARXERCAS MR
%252 1 MATATERK FQDN #E. AR%254H 2 AMBETE.

1. M 2012R2-AFSHRE[E 1 BE , RSB EATEEENMRS AN ERS .
2. BARS24E 1 BCE S AET R 2012R2-C T BHAREF |, T e RS 2540 2 ERS =5

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://servergroup2.example.com”
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StoreFront SDK

Nov 27,2017
Citrix StoreFront $2&&EF £ 4 Microsoft Windows PowerShell 3.0 ##f) SDK, @it SDK , AJABTRER BT StoreFront

MMC 1544 TTRINMES , BT HTRIRIBIEITH & AT RIS .
Hx SDK %% | %% StoreFront SDK,
StoreFront 3.0 S StoreFront SDK 2 BT EX 5

o 527 SDK 7Rfll - AhRAIR S SDK A | FEpEBRMIRIERE A B 34T StoreFront §E. "TAEHS
BRI EINH R B EEK |, XFERES BB T — N AR B E .

o FTEMIEZRAY SDK - Citrix 2 CR K5 StoreFront SDK , SREL T ELERE (BIENARIE. SHWIEAIE, Citrix
Receiver for Web #18s—# Citrix Receiver ¥h13) PAK BT NetScaler Gateway #H{TiZA2i1a).

o [EJa3kAME - StoreFront 3.6 {i¥AALE StoreFront 3.0 RERH API , XHEA] UK S HIAE WAFEHEH SDK.

Important

ETITRIERT , 24875 StoreFront 3.0 A /5388, B2 , Citrix BIEIERS FAR | {85 Citrix.StoreFront.* f&k |
) StoreFront3.0 SDK B , &G MR,

{# A SDK
SDK 5%/ PowerShell EIR & TTLARY, , FELFRMALE KFH StoreFront LAHFR |, i[GBI LLEIREA T,
R 3E=1T cmdlet :

1. #£ PowerShell 3.0 F2 F3/ shell,
WRFE StoreFront ARS 25 _E(F R Z 4B G2HI=1T shell sk,

2. BIEMAREA SDK cmdlet , fz7E PowerShell % BHITHRER.
A X PowerShell BUTRIEHIEMISE |, 1525 Microsoft T#4.

3. 1£ Windows PowerShell % &4 Add -Module &4 FEHKEIRINE] PowerShell FEH . B4 , type:
Import-Module Citrix.StoreFront
EINE cmdlet |, FHA :

Get-Module -ListAvailable | Where-Object { $_.Name.StartsWith("Citrix.StoreFront") } | Import-Module

S . TR cmdlet &L SEEFRRN,
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SDKAI’]
REAEMA , FPITAT DR

1. DAFTIRMEA StoreFront 23521 % ProgramFiles% \Citrix\Receiver StoreFront\PowerShellSDK\Examples {4~ gEH~+
—/~ SDK A3,

2. AFIEBEENBCHEAE  FEERFINANT BRENBANER. AXEREE | BSRRGIAG , HPVEmdR T
AFTBHATHIRE.

3. B HEEURINA | BHETHREERREA, Atk , £F
o {F PowerShell ISE 2&{pt T A 4mig A,

FRETENEERFASERNE.

BEREAARFTER GBS .

BEE , AJRUBIEETSR STF 478 StoreFront cmdlet,

{f# A Get-Help cmdlet AJ4@{# cmdlet &#R , {8 -Full S2ATAREVSTE s S A REAE E.

BN

R AIBMARE | A RGZLRISRHNHERINEERNEB R |, Citrix EIEIRBA T HH TR B RIITIRE , MAZEE ML
IRBIRA.,

N WA

<IRf : DI AERE> 7 - A4 StoreFront Controller 3 HECE 7 —4 XenDesktop R4
AR AERE,

<7l : RUETAR VA ERE > A - FERARTA A AL EARRZ , DURINSS B ATAzviia).

<RBl : AR AARERFIMRALERFEE WA - ZEDATRMAERM bR | DURINENRERERZMK , AMSIE
> =B AR,

<RB  AERAE RIAEREE> A BIEACE T RERFIE RN AEE,

B IR TR EAERE
THIRRT A EIERCE T —/> XenDesktop $5HI25 IR R ETE .
FEIFIGZ B , ESFWMRIR SDK ATTFERRIPTRIRIE. ATRMERNBRTEMIREIETAE X , MEMBES B3 PIT

StoreFront SRE KA,

EE L AMARIGARISRNTAIERINEEAE R |, Citrix BEIRIBASIE S TR KB IRHIITERIE , MAEE HIRLIE7REIRD
7,

T fi#fa

AEDNENAE StoreFront £RKIHARKZETNHKER. XEBBTEEE X B KA,
o FHREMEMIPERIES AFTEMR StoreFront 8k, 7ERHI PowerShell fJRAS |, REES A,
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Param(
[Parameter(Mandatory=5true)]
[Uri]$HostbaseUrl,
[long]s$Siteld =1,
[ValidateSet("XenDesktop","XenApp","AppController","VDlinaBox")]
[string]$SFarmtype = "XenDesktop",
[Parameter(Mandatory=5true)]
[string[]]SFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]SLoadbalanceServers = Sfalse,
[int]$Port = 80,
[int]sSSLRelayPort = 443,
[ValidateSet("HTTP" "HTTPS" "SSL")]
[string]$TransportType = "HTTP"
)
# S\ StoreFront #&3k, FK{EM 3.0 Rz AT PowerShell , XEEhRAA STHF B SN NEK
Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Authentication
Import-Module Citrix.StoreFront.WebReceiver
o 1RIEIZMHA $StoreVirtualPath BEN4IE SHIIEA Citrix Receiver for Web AR BB 1Z.
# ARYENY FA P SR E Z1F S A IUEA Receiver EEHFEIE
SauthenticationVirtualPath = "$($StorellSPath.TrimEnd(/")Auth"
SreceiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/"))Web"

o HRQIEIEE (AREATFEE) DURIIATER StoreFront Service, -Confirm:$false RNESKAfIAHRDE o] DALkL
7.

#HERERBCHFE
SexistingDeployment = Get-STFDeployment

if(-not SexistingDeployment)
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# LI FTEM StoreFront ZH{F

Add-STFDeployment -HostBaseUrl SHostbaseUrl -Siteld $Siteld -Confirm:$false
}
elseif (SexistingDeployment.HostbaseUrl -eq $HostbaseUrl)
{

# BEFE , (BREAMBRENEL URL

Write-Output "A deployment has already been created with the specified hostbase url on this server and will
be used."

}

else

Write-Error "A deployment has already been created on this server with a different host base url."
}
o TEEEMEINFE TORISMHBIERS (MRAEFE) . ASHRIERE (), BRAMERD) 258,
# METEE UK 12 T B B FAESHRIERS
Sauthentication = Get-STFAuthenticationService -VirtualPath $authenticationVirtualPath
if(-not Sauthentication)
{
# RIMERBANT Auth RN FRREJER 1S B2 HEUEAR S

Sauthentication = Add-ST FAuthenticationService $SauthenticationVirtualPath

else

Write-Output "An Authentication service already exists at the specified virtual path and will be used."
}
o TEREEMEINFE T ORFISHIERS (MMRAHFE) . ASHRIERE (B0, BREMERD) 258,
# METEE UK IE T R EFAESHRIERS

Sauthentication = Get-STFAuthenticationService -VirtualPath SauthenticationVirtualPath
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if(-not Sauthentication)
{
# AIN(ERKNT Auth PR FRIIER IS BR S AR RS

Sauthentication = Add-STFAuthenticationService $SauthenticationVirtualPath

else

Write-Output "An Authentication service already exists at the specified virtual path and will be used."

}

o EIETEHIEINKIZ TRIZACE T —1 XenDesktop #5425 B #£(%31 $XenDesktopServers € X T AR -2 HOFT N RS
JEIRE (AR AEE) .

# MHETEE U1 T R BF AN BRI EIR S

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not Sstore)

{

# PRINE AT S HRIE RS BECE AR 0k B TR IR S5 S50 BRI AR JE

$store = Add-STFStoreService -VirtualPath $StoreVirtualPath -AuthenticationService $authentication -
FarmName $Farmtype -FarmType SFarmtype -Servers SFarmServers -LoadBalance $LoadbalanceServers

-Port $Port -SSLRelayPort $SSLRelayPort -TransportType $TransportType

else

Write-Output "A Store service already exists at the specified virtual path and will be used. Farm and servers will
be appended to this store."

# REEN Al EFECERNA S E
$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.Count
# ¥ e R AW — 2 RAN AR S

Add-STFStoreFarm -StoreService $store -FarmName "Controller$(sfarmCount + 1)* -FarmType $Farmtype -
Servers $SFarmServers -LoadBalance $LoadbalanceServers -Port $Port *

-SSLRelayPort $SSLRelayPort -TransportType $TransportType
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}

o TEFEEM IS EIREI2 TN Citrix Receiver for Web RS- BAVSIR)7E_E B IR (R B RS JE T & At N FRFEFF .

# WMo ETEE

EINE1E T B BTEAE Receiver fR%

Sreceiver = Get-STFWebReceiverService -VirtualPath SreceiverVirtualPath

if(-not Sreceiver)

{

# ARIN—A Receiver for Web st sy, PAMEF FEES AR N AR JE+ E A RN BFEFEHE

Sreceiver = Add-STFWebReceiverService -VirtualPath SreceiverVirtualPath -StoreService $store

else

Write-Output "A Web Receiver service already exists at the specified virtual path and will be used.”

}

o ANV FAMJEEA XenApp RS , PAMEEIBA Citrix Receiver B FumBERERE B A AN B F.

# MERSANFRERFEET PNA

SstorePnaSettings = Get-STFStorePna -StoreService $store

if(-not $storePnaSettings.PnaEnabled)

{

# FEN FRFJE L J2 A XenApp Services 1 HBCALLAR 55 2R IRRIA IR ST

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange -DefaultPnaService

}

B RUELEAEIIRIERE
TOIERARTRIRIAS SR EAaRE , DAARINREZAZ IR EDE .

EFFHAZ BT , B WMRER SDK N\ TRERKIBIRIRIME, TTRMERNBRATEXT I RGRITEE X , PAERBES B 3hIT
StoreFront ZFEHIHIZA,

EE ARG RS

TREZ

RATHPEENREAMER |, Citrix @IEIRBAIEF RS RIITIRIE , MARKFIUREIHIA.,

FESANBN LR StoreFront A RKIMAREIAIHER. XREMTEEEXLBCHHA,

o FREMRIFERIFNFTHR StoreFront #3k, 1EEHM PowerShell fRASH , RFEFA.
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Param(
[Parameter(Mandatory=5true)]
[Uri]$HostbaseUrl,
[Parameter(Mandatory=5true)]
[long]$Siteld = 1,
[string]$SFarmtype = "XenDesktop",
[Parameter(Mandatory=5true)]
[string[]]SFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]SLoadbalanceServers = Sfalse,
[int]$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet("HTTP" "HTTPS" "SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=5true)]
[Uri]$GatewayUrl,
[Parameter(Mandatory=5true)]
[Uri]$GatewayCallbackUrl,
[Parameter(Mandatory=5true)]
[string[]]$GatewaySTAUTrls,
[string]$SGatewaySubnetIP,
[Parameter(Mandatory=5true)]
[string]$GatewayName

)

Set-StrictMode - ir4s 2.0

# (AT BT LI,

SErrorActionPreference = 'Stop'
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$SReportErrorShowStackTrace = Strue
SReportErrorShowlnnerException = Strue
# S\ StoreFront 15k, ZREM 3.0 IRZ AT PowerShell , IXERRARZHF B shNEk
Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming

o BTV LBTAIR B A I — A PERAIA) StoreFront §BE ., EARERY RAZIHEFAM.
# 1B A A R SRR B TR B G2 R AR E
$scriptDirectory = Split-Path -Path $SMylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "SimpleDeployment.ps1”

& $scriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers SFarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype SFarmtype *

-LoadbalanceServers $LoadbalanceServers -Port SPort -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

o FREUARYE ST /R ZAE R SR FD B h AR A IR S SRR AR 1 )i5 %
# IRYEL PR SRR E AR IERM Receiver 3 i3
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
Sauthentication = Get-STFAuthenticationService -StoreService $store
SreceiverForWeb = Get-STFWebReceiverService -StoreService $store

e 37 Citrix Receiver for Web R4 /2 F{#F NetScaler Gateway iA2ij7[R)At fT 551 CitrixAGBasic, MT3FHIHMYFHREL Citrix
Receiver for Web CitrixAGBasic F1 Explicit Forms S4EE %,

# WSZHMIIN A ERER Citrix Receiver for Web CitrixAGBasic F1 Explicit Forms SR 7).
# AFEIFEREN , BATMXE R UERER (REH)

SreceiverMethods = Get-STFWebReceiverAuthenticationMethodsAvailable | Where-Object { $_ -match "Explicit" -or
$_-match "CitrixAG" }

# £ Receiver for Web 7 5 CitrixAGBasic (FHTEf2ARNEEZEA)

Set-STFWebReceiverService $receiverForWeb -AuthenticationMethods $receiverMethods
o STEMIIERS A CitrixAGBasic, ¥HTEARIRNEEEA.

# NTERPMN R IRER CitrixAGBasic SAIEFTi%.

# AFEEREN , BAPTXERTUERER (JREH)
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ScitrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-Object { $_ -match "CitrixAGBasic" }

# ESMWIEIRSF 2R CitrixAGBasic (BHTEFERIN EEEA)

Enable-STFAuthenticationServiceProtocol -AuthenticationService $authentication -Name $citrixAGBasic
o AILEFZIRIMK , IREEARNAEFR (P MM | HERITAR RN ARSI <.

# VN0 R T AR VT m) T . R i 0 ) 5

Add-STFRoamingGateway -Name "NetScalerl0x" -LogonType Domain -Version Version10_0_69_4 -GatewayUr!
$GatewayUrl'

-CallbackUrl $GatewayCallbackUrl -SecureTicket AuthorityUrls $GatewaySTAUTrls

# NECEPHREUHMC (2R -PassThru fEA— S223R4t , W Add-STFRoamingGateway 1R [ 7 5<)

$gateway = Get-STFRoamingGateway -Name $GatewayName

#ANFARME T MKFM | EIEM KX R EIRE LS M

if (SGatewaySubnet|P)

{

Set-STFRoamingGateway -Gateway $gateway -Subnet|PAddress $GatewaySubnetIP

}

# 1R AR SRR AT 55

Register-STFStoreGateway -Gateway $gateway -StoreService $store -DefaultGateway
B AR R RERIMKKIZFRRIERE
THITER TR A AL EAMEE |, DURINAER ITAZ Rl BB RE BRI R HIERE .

EFFIAZ AT , B IRIB SDK AT ERKSRRME, TJRMERNARAES I RFIFITEE X , PAAERAES B3 IT
StoreFront SRE KA,

EE | AHRIBABRISR ARG R | Citrix BIEIRBAIEF TR BRI TIRGE , MAR R SRR BIIAS,
T fRA
AESNBNERE StoreFront A RNMAKE A IER. TREMTEEEXL BT KA,
o FREMBMIPERILSAHTEM StoreFront 183k, FEELHMK PowerShell ffiAS , REES A,
Param(
[Parameter(Mandatory=5true)]
[Uri]SHostbaseUrl,

[long]$Siteld =1,
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[string]$Farmtype = "XenDesktop",
[Parameter(Mandatory=5true)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]SLoadbalanceServers = $false,
[int]sPort = 80,
[int]SSSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=5true)]
[Uri]$GatewayUrl,
[Parameter(Mandatory=5Strue)]
[Uri]$GatewayCallbackUrl,
[Parameter(Mandatory=5Strue)]
[string[]]1$GatewaySTAUTrls,
[string]$GatewaySubnetIP,
[Parameter(Mandatory=5true)]
[string]$GatewayName,
[Parameter(Mandatory=5true)]
[Uri]sOptimalGatewayUr,
[Parameter(Mandatory=5true)]
[string[]]$OptimalGatewaySTAUTls,
[Parameter(Mandatory=5true)]
[string]$OptimalGatewayName

)

Set-StrictMode - fxR4s 2.0

# AT R HD B T4 LEE

SErrorActionPreference = 'Stop'
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SReportErrorShowStackTrace = Strue
SReportErrorShowlnnerException = Strue
# S\ StoreFront 15k, ZREM 3.0 IRZ AT PowerShell , IXERRARZHF B shNZk
Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming
o ARENEAZVIRIERE WA AR E AT E FRINIEFZIRAUR .
# QTR VIAIEDE
$scriptDirectory = Split-Path -Path $SMylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.ps1"

& $scriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers SFarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype SFarmtype *

-LoadbalanceServers $LoadbalanceServers -Port SPort -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUTrls -
GatewayName $GatewayName

o RIMEERIEDINMIFHF ML E IR I FRAFKEOZR K.
# IIFTIE I RAE HDX vj7a) s AN FAFE R a0 3 ) 5

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -LogonType UsedForHDXOnly -GatewayUrl
$SOptimalGatewayUrl -SecureTicketAuthorityUrls $OptimalGatewaySTAUTrls -PassT hru

o RENY BAE RS LAERREM XK , EAAM X H S Boh N & 352 T 830,
# $REUBE SimpleDeployment.psl L& N IR &
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
# TERTN IR JE R A ARAM X AT X T35 (MBHNE—1M5) f33h
$farmNames = @($store.FarmsConfiguration.Farms | foreach { $_.FarmName })
Register-STFStoreOptimalLaunchGateway -Gateway $gateway -StoreService $store -FarmName $farmNames
A~ AEAE RER S REE
AT RBIER BB RGIEM LAE , BTARNEE R mRk&shRmiEiE.

EFFIAZ AT, BFIRIR SDK A TFERKBRIEE, AJRMERN AN A AN REIFHITEE X , PERGEBB3PIT
StoreFront ZFEHIIZA,
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EE L AMRIBARISRITHIERTEEAE R |, Citro IR BA SRS TR BRI TIRIE , MAZE SRR BIHZA .,
T fREA
KEBDNBANLBH StoreFront AARKMARK ZEAKER. XREHTEEELEBCHRHE,
o FREMRMIFERIFF AT StoreFront 3R, MM PowerShell liAd , RFEFA.
Param(

[Parameter(Mandatory=5true)]

[Uri]SHostbaseUrl,

[long]sSiteld = 1,

[string]sFarmtype = "XenDesktop",

[Parameter(Mandatory=5true)]

[string[]]ISFarmServers,

[string]$StoreVirtualPath = "/Citrix/Store",

[boollsLoadbalanceServers = $false,

[int]$Port = 80,

[int]SSSLRelayPort = 443,

[ValidateSet("HTTP""HTTPS","SSL")]

[string]$TransportType = "HTTP",

[Parameter(Mandatory=5Strue)]

[Uri]$GatewayUrl,

[Parameter(Mandatory=5Strue)]

[Uri]$GatewayCallbackUrl,

[Parameter(Mandatory=5true)]

[string[]1$GatewaySTAUTrls,

[string]$GatewaySubnetIP,

[Parameter(Mandatory=5true)]

[string]$GatewayName,

[Parameter(Mandatory=5true)]

[Uri]sOptimalGatewayUr,
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[Parameter(Mandatory=5Strue)]
[string[]]1$OptimalGatewaySTAUTrls,
[Parameter(Mandatory=5true)]
[string]$OptimalGatewayName
)
Set-StrictMode - kg4 2.0
# (LTI R ER BT & LA,
SErrorActionPreference = 'Stop'
SReportErrorShowStackTrace = $Strue
$ReportErrorShowlnnerException = Strue
# S\ StoreFront #8. FESR{EH 3.0 fRZ BT PowerShell , XLEAR AR F:FE SNEK
Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming
o tRYE SStoreVirtualPath R ER &% B BRI,
SdesktopApplianceVirtualPath = "$($StorellSPath.TrimEnd('/")Appliance"
o FAREIRIARNEMATULE DS THERSHBATE.
# BIRITAR VIR E
$scriptDirectory = Split-Path -Path $SMylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.ps1”

& $scriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers $FarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype SFarmtype °

-LoadbalanceServers $LoadbalanceServers -Port SPort -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUTrls -
GatewayName SGatewayName

o RMEMTRmRFIWRANNARERS . #/H Add-STFDesktopApplianceService cmdlet FTiRIAE £ fmIFEFERAE
XA P2 RS M EIE R R

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath

# (£ FIET Y AR E RS R AR @R MR R R
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Add-STFDesktopApplianceService -VirtualPath $desktopApplianceVirtualPath -StoreService $store -EnableExplicit

R FES AR SRS IR 4 B (StoreFront) Z [BIZZ#e TR LA T SAML S4580E

AJRAZE StoreFront EIRITHIATECE SAML SHRAE (FZANESHEIERS) , WATRUERRT PowerShell cmdlet AL
SAML S3&3F : Export-STFSamlEncryptionCertificate, Export-STFSamiSigningCertificate, Import-
STFSamlEncryptionCertificate, Import-STFSamiSigningCertificate, New-STFSamlEncryptionCertificate, New-
STFSamlldPCertificate, New-STFSamiSigningCertificate,

ATRAE R cmdlet Update-STFSamlidPFromMetadata SR A2 FF SRS IR AR 2 BT TR (FRAK, IR, MHmmak
HAcE) , 7EAE T oA StoreFront,

HTFEAE RS MRS B £ X Store”f) StoreFront M ABEJE , JTTHIER KA

https:///Citrix/StoreAuth/SamiForms/ServiceProvider/Metadata
MRENF PR BFEFAF LIRS |, BBAERT LK HIEm LA URL, R XWUET HTTPS $4T,
it StoreFront {FARE S MM HFEFRITTEIRE . FTRAMERRLT PowerShel
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Get-Module "Citrix.StoreFront* -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the following:

# Note again this is only allowed for https endpoints

Update-STFSamlldPFromMetadata -AuthenticationService $auth -Url https://example.com/FederationMetadata/2007-06/FederationMeta

# If the metadata has already been download, use the following:

# Note: Ensure that the file is encoded as UTF-8

Update-STFSamlldPFromMetadata -AuthenticationService $auth -FilePath "C:\Users\exampleusername\Downloads\FederationMetadata

5 ¢ 2R SAML S EAIES I FE E N AR JE B TTEUEB RN ACS ik R
A AfE AT R4S 4 45 58 I A JE I JTEaE AN ACS (Assertion Consumer Service) ¥ig g .

A
DD/%
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# Change this value for your Store

$storeVirtualPath = "/Citrix/Store"

$auth = Get-STFAuthenticationService -Store (Get-STFStoreService -VirtualPath $storeVirtualPath)

$spld = $auth.AuthenticationSettings["samIForms"].SamISettings.ServiceProvider.Uri.Absolute Uri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamIForms/AssertionConsumerService")

$md = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamIForms/ServiceProvider/Metadata")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamITest")

Write-Host "SAML Service Provider information:

Service Provider ID: $spld

Assertion Consumer Service: $acs

Metadata: $md

Test Page: $samlTest"

gt

A A
4
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SAML Service Provider information:

Service Provider ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/Store Auth/SamIForms/AssertionConsumerService

Metadata: https:/storefront.example.com/Citrix/StoreAuth/SamIForms/ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamITest
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StoreFront U EHE

Nov 27,2017
LR, StoreFront B, StoreFront LEFEFH1E C\Windows\Temp\ BRI AT BESH : XL FFPEENE
B, 308 R A E X S LR 4,

e Citrix-DeliveryServicesRoleManager-* log — 3 H &% StoreFront B8,
e (itrix-DeliveryServicesSetupConsole-* log — Jei2/R& % StoreFront REIE; StoreFront (AAERELTIRR) BHBIEE.
e CitrixMsi-CitrixStoreFront-x64-* log — ZEFMENF StoreFront (AXAERETIZR) WA,

StoreFront XIFX S HIIFRS . M ARJEM Receiver for Web it 31T Windows B4 EEIRR. ERNABEHEEEAN
| StoreFront i A2 FHES |, FJRURE N AR FFRS BE > Citrix 381k %k Windows BiE > MR/ THREHE R
BEXLEM, TR T RESHMIERS . NARER Receiver for Web 3 SIECE X , IBHIRNEHRNES BELE
0.

Citrix StoreFront EIFZH| A BINCRIRIFER. FABT |, M HEMRIERIRERIBEL TERKE , WIRF3ERA.
Windows PowerShell €548 B 57757 StoreFront 2 M) \Admin\logs\ B+ , @& {zF C\Program
Files\Citrix\Receiver StoreFront\, HEXHAFRTEE dSIRIEMEB R AT BT 5 65 N FF et R L.

BER A2 REFMET  FRUER—EREFURBURSHFANECE. IR Citrix StoreFront EIEHI G RETEFH
EAEMRS AR 51T, TlE  BREICEMMU ERUEERIIR S A |, DUREREE P RHARRS .
Ao HA& IR

1 {FRNA JRiESTT I S RIEARS: . N AR &k Receiver for Web sk s web.config 30t , BEBRT , XN HIGLT
C\inetpub\wwwroot\Citrix\Authentication\, C\inetpub\wwwroot\Citrix\storename\ I
C\inetpub\wwwroot\Citrix\storenameWeb\ Bz , H storename A 41& K R EH AHETEE K4 FR.

2. TR ER LT T,
1£ StoreFront KECES , EXE AELKBEHINARSBI AE 549 10 4.

3. E¥ duplicatelnterval @A & , RL/NES, S8R RMRE R MES BELENNEE. £/ duplicateLimit BHiX
B WIETEE R AB)FRPICRA ER LB, DME ik BRERS.

i HERSE , IR —FESHE  BHRBRLERMCRERNAERE. REMNABGFREHREENETCE , It
FRICR—R/EEWHEE , IEHBABRILICREENRAEEE.

JE R BRER

A - StoreFront 1 PowerShell 5% & RN EERIBTFTHF. {8 PowerShell 556 & &18 StoreFront BECEZ B , WE14& <)
StoreFront EIFEH|&. RIFF , FTIF StoreFront =& Z AT , 1E X PowerShell FTH KA.
1. {FRABAMEIE ABTRIINK S 25 Windows PowerShell , SR EEGSIRREOTRAU TG HEH SRS BZUEA
PRER.
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands

Set-DSTraceLevel -All -TracelLevel Verbose

-Tracelevel BIAAFEAN (MAARRTIENAIBE ERELZRI) « Off. Error, Warning. Info. Verbose,

StoreFront Bk MR IREVAEE. BEERNKELBIETTREAFIRER B E IR StoreFront IMERE , F , FRAEMIEHE
PREAABZESK , B WNAZE(FEA Info 8k Verbose k71,

Set-DSTracelLevel cmdlet B[ ESEEIE :
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-FileCount : ¥8E BRERSUFHELE (ZhA = 3)

-FileSizeKb : FEE B IRER AR A KN (ZKIA = 1000)

-ConfigFile : -All & %ES¥ , A EBUFERLESUE , MARLEBFTEXH. 620 , -ConfigFile {4
c\inetpub\wwwroot\Citrix\\web.config BH# k45 4 IR R JE iR B IR ER.

2. BERIRER  BRAUTGLIFENEIRE .
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands

Set-DSTracelLevel -All -TracelLevel Off

BRIREE , REMEEKE AR StoreFront T3 B \Admin\Trace\ & , % B F{F C\Program Files\Citrix\Receiver
StoreFront\,
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