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Workspace Environment Management 2303

June6,2023

Workspace Environment Management RS X REEME B XHEERK A A Citrix Virtual Apps and
Desktops HERMBRATAEREMNMAE. KREERMNAREFMEEEE, XE—MRE. FEERMNIEFNERA
N

HHETnEE

June 6, 2023

2303 FHEYHETIEIhEE
e

AT LUM Citrix Virtual Apps and Desktops F#imim https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/ T#Hi&#HI Workspace Environment Management R2i2F, Eiz@EmLE, i5ia
IhRA<B9 Citrix Virtual Apps and Desktops B9 H THILERERF,

IEhRABIE LU T RTIEINEE, FHEMRT JL N ER LASOH A P AL

Profile Management

Workspace Environment Management Bl7E2 %% 2303 BFRAARASH Profile Management, LU FHHERIM
BEBEEHE > £KME B X > Citrix Profile Management 18 &g,

« BRALRIESRRH. BHARIEDRESN Outlook EERAEK, NREMA, WENMHLAXIERERBIRN
Outlook OST xff. AIIEEMAT =M Outlook OST XX VHDX BB AN E, ZEME “HRIENEE
x#%” > “Citrix Profile Management i8&” > “SHIGE” Hifit,

« AEREXIGEA Profile Streaming, MREA, NWRBEERFLERIFPNHLN, FREXLEHE
FRAMEEXH, XABREHLREBEATRAGRENERER, AT “KEMNREXH” > “Citrix
REXHERRE” > A FRNARREXH” Pieft.

BXiFAER, E2H Citrix Profile Management & &,
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BEEEREH

June 6, 2023
5 Workspace Environment Management 2212 #8tk, Workspace Environment Management 2303 &
UTERBENEER:

o EEBITHAETR, YERE KT JIRRHTHFEN, BIEREBHF. [WEM-25978, WEMHELP-274]

o WPRIEATHRERTRETC A IRTAHAIE T, WELLIRANRER AT Citrix WEM RSB MIERER . RS E
2, BIE F8IE DWORD s:ats&{E HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet
\Control\Norskale\Agent Host HEEIREHN 1 KETEFEXR MR E, [WEM-26420,
WEMHELP-284]

[SZ31E)

June6,2023

« £ Windows 11 i+8#l L, EEEEEHAPRENIMENELHMEE T EEE T [WEM-16602]

o Hit “Citrix Workspace (StoreFront) #FiR” #AMNARERF, FI0 SaaS MABRERF, FTRETEEREITE
VLB, [WEM-26968]

SE=7ER

June 6,2023
Workspace Environment Management 892 iR 2< AT A ELIEARIB LU T SRR E X B9 & IS 8 = AR

Workspace Environment Management 5 =73&41

A

June 6,2023

XN AE EEREERBMNEEZRS AANTE A Workspace Environment Management Th8E, LUEEEEDRS
ReBg il 53R, Citrix BEMEFERBERAMRIBUBERRLINE, AETRISEEERAPLET K, HEH
BEFEIERTE BEF ANThRESThAE,
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BXFRERFRHNESER, BER mmEmBisEE

F AR

TRETTEFRSMRAF A Workspace Environment Management (WEM) Ihgg,

EFRNME AR, Citrix TELARA RS FEXLETE , BEERRNYIRAPEERR. TEES (*) 1
BB F— Citrix Virtual Apps and Desktops #iiRSS ks (LTSR) A2 piiF (BEEET— M),

£ “Workspace Environment Management” &, ik (WINE BAWiik, EAREEXF

E | S8R | MibRhRES | &3 |

| = | | |

| =HEERLSHO GEBT Workspace Environment Management 1909 &E2hk4; B Workspace Envi-
ronment Management 1912 R ES R AFNEEFHIRAS HOER) o | 2012 | **2103** | #4F 1912 RTE
=hR48) Workspace Environment Management, J£&: #R®6EA Workspace Environment Management
2103 XFESHRA, &S24 Workspace Environment Management RIEFA4EEI 1912 iESARZ. |

| &2# VMware Persona i&&, | 1906 | **1909** |

| T TRIERAT S LA WEM B8RS . Windows ARS338 2008 R2 SP1 #l Windows ARS338 2012, | 4.7
| **1808** |

| EUTRIERGTFE L1 WEM Bi2i%&: Windows Vista SP2 32 {i1#1 64 {i.. Windows 7 SP1 32 {ii# 64
fii. Windows 8.x 32 {ii# 64 fii. Windows Server 2008 SP2. Windows Server 2008 R2 SP1 #1 Windows
Server 2012, |4.7|**1808** |

| EUTRIER AT A L WEM K32: Windows Vista SP2 32 {i#0 64 {i1, & Windows Server 2008 SP2,
| 4.7|**1808** |

| In-place upgrade from WEM 3.0, 3.1, 3.5, 3.5.1 to WEM 4.x.* | 4.5 | Upgrade to WEM 3.5.2, then upgrade
to WEM 4.x. |

| Support for all WEM components on Windows XP SP3 32-bit and 64-bit. | 4.5 | 4.5 | Use a supported
OS platform. |

| Support for WEM agent on the following OS platforms: Windows XP SP3 32-bit and 64-bit, Windows
Server 2003 32-bit and 64-bit, Windows Server 2003 R2 32-bit and 64-bit | 4.5 | 4.5 | Use a supported
OS platform. |

| Support for assigning and binding existing (pre-version 4.3) agents to sites via GPO. | 4.3 | | Upgrade

agents to Workspace Environment Management 4.3 or later. |

| Support for WEM administration console on the following OS platforms: Windows XP SP3 32-bit and
64-bit, Windows Server 2003 32-bit and 64-bit, Windows Server 2003 R2 32-bit and 64-bit | 4.2 | 4.5 |
Use a supported OS platform. |

| Support for WEM administration console on the following OS platforms: Windows Vista SP1 32-bit
and 64-bit, Windows Server 2008, Windows Server 2008 R2 | 4.2 | 4.5

| Support for all WEM components on Microsoft .NET Framework 4.0, 4.5.0,0r 4.5.1. | 4.2|4.5| Upgrade
to Microsoft .NET Framework 4.5.2. |

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 6
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PSEDNMEET)

June6,2023

IEEN BT NAREMEE Workspace Environment Management (WEM)., ST 24 REMAB B 5HEALL
RN R LR,

BhR

WEM B— T HAFFMEEERBEAS R, SHEILENAFRMUREN Workspace 538, X2—NMERME. FRERRE
FFRIRRR T 5o

wEEMN

EFRHRRE WEM 25, BRIFEESREMERRER. EXFAER, EERARARENR,

LREMEE

Citrix BiNERERNRAN WEM, 3E WEM 8EREMEBE=MoOA N BEARS. EEBEHaMAE, X
TEREFANTA T NARENEE X AN

o EBZEMARSS
o BRI
» Agent

AR

o RETEEEHIZE ER%E FENE AL,
o BMELRET Delivery Controller B9ARSS 25 L R H AR SS

FB 1 REEMZENRS
1. M Citrix Virtual Apps and Desktops SRR ERRE M TEHIIE https://www.citrix.com/downloa

ds/citrix-virtual-apps-and-desktops/ T & WEM 2127, & zip XHBER—MERHI X5k
®,
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Home Share View ~ @
3 = X cut [ x Iﬁj ]] [ New item = ig open - HH setectan
= [] Copy path % ; —E‘]Easy ACCESS ™ QECIH G5 Select none
Co Paste _ Move Co Delete Rename New Properties
£ [2] Paste shorteut to mp“y - folder pv EE Invert selection
Clipboard Organize New Open Select
@ * 1 |j.. <« Workspace-Environment-Management » Workspace-Environment-Management v & | | Search Workspace-Environme... @
-
< Favorites Name Date modified Type Size
B Desktop | Agent Group Policies 12/13/2018 6:32 PM  File folder
ownloads onfiguration Templates 13/ : ile folder
| @ Download Configuration Templ 12/13/2018 @:35 PM  File fold
(i-"ﬂ Recent places Citrix Werkspace Environment Management Agent Setup.exe 9/26/2018 1:57 PM Application 71,557 KB
orskale Infrastructy =2 Citrix Workspace Environment Management Console Setup.exe 26/ : pplication X
. Morskale Infrastructs [ Citrix Works| Envi M C le 5 9/26/2018 1:56 PM Applicati 66,610 KB
Citrix Workspace Environment Management Infrastructure Services Setup.exe  9/26/2072 1:35 PM Application 55,992 KB
1% This PC
f! MNetwork

Sitems

2. EEMZE RS 28 £in 1T Citrix Workspace Environment Management Infrastructure Ser-
vices.exe,

3. BRERK,
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Citrix Workspace Envirenment Management Infrastructure Services - InstallShield Wizard

following items to be installed on your computer. Click Install to begin installing these

= Citrix Waorkspace Environment Management Infrastructure Services requires the
=
requirements.

Status  Reguirement

Pending Microsoft SQL CE 3.5 5P2 (x86)
Pending Microsoft SQL CE 3.5 5P2 (x64)
Pending SyncFx 2.1 Synchronization (x64)
Pending SyncFx 2.1 ProviderServices (x64)
Pending SyncFx 2.1 DatabaseProviders (x64)

Install Cancel

4, %EE—F_io

ﬁ Citrix Workspace Envirenment Management Infrastructure Services - InstallShield .. =

Welcome to the InstallShield Wizard for Citrix
PSR RN R SRS Workspace Environment Management
Infrastructure Services

The InstallShield(R) Wizard will allow you to modify, repair, or
remove Citrix Workspace Environment Management
Infrastructure Services. To continue, dick Mext.

5. &F “BIRZIFEAMNPHERR", AERE “T—F7

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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License Agreement

Please read the following license agreement carefully,

CITEIX LICENSE AGREEMENT

This is alegal agreement (" AGEEEMENT") between the end-user customer {"vou'), =
the providing Citrix enfity (the applicable providing entity is hereinafter referred to as
"CITRIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") an
maintenance (hereinafter "WAINTENANCE") determines the providing entity as
identified at https.www citrir combuy licensing ‘citrix-providing-entities html= BY
DNSTALLING AND/OR USING THE PRODUCT, YOU ARE AGREEING TO BE BEOUN,
EY THE TEEMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS (
THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing

contained in any purchase order or any other document submitted by vou shall in any
rarr mndifir ae add fa tha farsme and cneditioenc caeafainad wn thic AGREERAENT

(_) I do not accept the terme in the license agreement

InstallShield

Please enter your information.

User Mame:

Installshield

7. #ERFE T, AREE T—%.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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Setup Type
Choose the setup type that best suits your needs,

-

Flease select a setup type.

® Complete
All program features wil be installed. (Requires the most disk
space. )

Choose which program features you want installed and where they
will be installed, Recommended for advanced users.

Installshield

8. £ “HEBEREREF IHL, BF “RE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

11



Workspace Environment Management 2303

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

9. BF R, ARKRITRE 2

RINBERT, & BaiEEEEL AR £, ZLAEFEEMER. UM Citrix>Workspace
Environment Management > WEM #EEEE L ARFNFEREBIZLARER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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ﬁ Citrix Workspace Environment Management Infrastructure Services - InstallShield ... X

InstaliShield Wizard Completed

‘Workspace Envirpniment Management

The InstallShizld Wizard has successfully installed Citrix
Workspacs Environment Management Infrastructure Services.,
Click Finish to exit the wizard,

[7] Start the Database Management Utlity.

[ show the Windows Installer lag

cifrix

SR 2. ¢Z WEM #iErE

1. FHRIEEEESREFP, BE IBMEE AENECIE WEM 8uEE, iR ETSIEESIZRS.

=

=W

INRE 7 SQL Server fEH Windows SAIIE, EEAEERAEERNRIARIR Tz THURRE IS A
2o

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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WEM Database Management Utility

Database Management

o .

pgrade

Create

Database Database

citnx | Workspace
Environment Management

s

2. B

=
=1

\EJ:’ Ea-__l _F_ﬂ;o

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EX Database Creation Wizard

Welcome

Welcome to the database creation wizard.

This wizard will guide you through the reguired steps to create the Citrix
Workspace Environment Management database

Click Mext to continue

Actions

I Mext || || Cancel

3. E “BEEGER" EL, BAMEER, ARRE “T—F7%

PE =
o WFRSESIMLFIBIR, BNTENBT. TEBREFHZR IP ik,
o WFNHREZR, BAKIEESIERIEENHYIRRIR. BHRFREMN BRI ZERER.

15

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EH patabase Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

o Previous g

4. £ “BIEERSHBEE UL, BARRER, ARRE T3

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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B Database Creation Wizard

Database Server Credentizls

[#] Use integrated conneciion (Windows aredentials)
Login

Passwaord

Actions

poPrevious o i Next Cancel

5. EVUEM EERTF, 8F &

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EX Database Creation Wizard

VUEM Administrators

Initial administrator group

Database Security

[F] U=e Windows authentication for infrastruciure service database connection

Infrastructure service acoount

[[] set vuemliser SQL user acoount password

Password

Actions

- Previous =ut Cancel

6. £ “EFA" HOF, BANEERFSRAEEENRNAAYA, BE "NERWN, AREET “HBE

Select Group -

Select this object type:

|Gmup | | Obiect Types... |
From this location:

|iack Jocal | [ tocaions.. |

Enter the object name to select [zamoles):

7. 7 HIBERSM T, &8 R Windows SHWIE#TEM SRS SIBEEE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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FE
o WRENEFRITEMEM RS BUREEEFE A Windows 54 13F, AR %FEIEE vuemUser
SQL ARk =R, MEANERTER SQL APk,
« ZFEABACZH vuemUser SQL tkF 285 (g0, wNREH SQL RERFEEFEZXMNER), BIEFR
& vuemUser SQL B A1k,

BN Database Creation Wizard

WUEM Administrators

Initial administrator group

Database Security

[¥] Use Windows authentication for infrastructure service database connection;

Infrastructure service account

| | e Select o

[7] set vuemUser SQL user account passwaord

Password

Actions

. Previous Mext p Cancel -

8. £ “EEAR” BOH, BAEMIMIRSKFNRR, B “NERN, ARRE “WE .

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Select User -

Select this object type:
|User | | Chject Types. .. |

From this location:
|iack.lncal || Locations. . |

Enter the object name to select (2xamples):

| Check Mames

9. %E—F_ﬁo

EH Database Creation Wizard

WUEM Administrators

Initial administrator group

| || Select 1

Database Security

[#] Use Windows authentication for infrastructure service database connection

Infrastructure service account

| N

[F] et vuemlUser SQL user account password

Password

Actions

. Previous || || Mext || || Cancel

10. £ “HIEEESRE TEL, B4 IRBERE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

20



Workspace Environment Management 2303

EX Database Creation Wizard

Database Informations Summary

Server and instance name: |

Database name: |

Data file: |

Log file: |

Initial administrators growp: |

Infrastructure service seourity: |

Infrastructure service account: |

Database connection: |

SOL user custom password: |

Actions

11. BEHEHE,

0 Database oeated successiully!

oK

12, £ "WEEGEERE" Tk, 8& "%l

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Data file: [ e e w v - -

Database comnection: [ - — |

| Create Database |

e T I ST

13. X WEM #iEEFEEELAER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

22



Workspace Environment Management 2303

WEM Database Management Utility

Database Management

= | =

Create Upgrade
Database Database

cifrx | Workspace
Environment Management

14, FRENABREFNEER, B 2.

+ =

P =

MREHIEEFEEIRRREER, FEEEMEMRSTEXHRPIVEEXH “Citrix WEM #uiEE

EIELAIERF Debug Log.log” UTHREZER,

TR 3. RRERMERS

1. M “FFIR” 33477 WEM ERtZR MRS R E S BERF.

2. 71 BIEEIRE ETR L, BAFREHES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Configuration Management

Load Configuration || Save Configuration
MNety

Database Settings e tw Advanc thngs intenance | Licensing

Database server and instance:
I
Database failover server and instance:

Database name:

3. £ “BRIEE” %Ik, %wiF “BH Windows kAR, AEEE KIS,
AR
RIBEAES T 2 g2 WEM $URERE PR AYERR , % B A Windows ik~ &) 51 185 vuemUser
SQL APtk 23,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemlser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
15 |

[~ Enable debug mode
[7] Use cache even if online

Infrastructure service SQL state monitor delay (sec):
|30 |

Infrastructure service SQL connection tmeout (sec):
|30 |

Configure analytics:
{5 Help improve Workspace Environment Manapement using Google Analytics.
") Do not help improve Workspace Environment Management using Google Analytics.

4. BARBFR, BE “WESWN, ARRE “HBE

Enter the object name to select (2Emples):
|

5. BAEMEIRSS K B,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 25
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Advanced Settings

Database Maintenance

[#] Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemlser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
15 |

Use cache even if online

Infrastructure service SQL state monitor delay (sec):

E |

Infrastructure service SQL connection timeout (sec):

130 |

Configure analytics:
) Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

2 BAENRR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 26
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N\ el By ol Database Maintenance | Licensing

[#] Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account passwaord:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):

15 | |30

Eaf Infrastructure service SQL connection timeout (sec):

Use cache even if online |30

Configure analytics:
() Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

7. 1 ALHAWR L, F 2RFNIERSSRES, BAFTIEHER, RAEET RELRSE.
AR

o XtF Citrix WrlEARS B ETR, BAWENERSSFBNITEN BN, TLREXZH IP #tuik,

o x3F Citrix ¥ eJERRSS 2830, BRIAIKOK 27000,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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WEM Infrastructure Service Configuration

Configuration Management

B

Load Configuration || Save Configuration

|
s iu)

Database Settings W Advanced Setings | Datsbase Mantenance (el

[#] Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000

9 Broker Service will be restarted to apply settings, Do you want to proceed?

e Ys o p M

9. X WEM EiiZRt0RSEE SERRER.

TR 4. REEETHG

1. i&{7 Citrix Workspace Environment Management Console.exe,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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L= Workspace-Environment-Management I;Ii-

Home Share View ~ 9

— Cut ﬂ\ =1 l_, [ New item = |_\j) 4 Open BH setect an

W] Copy path

—r_ansy access = # Edit Select none
CoRYRR Fsts 3] Paste shortcut Delvete fEnan: fgfd":, Propverties & Invert selection
Clipboard Organize New Open Select
i(-) - 1 | . <« Workspace-Environment-Management » Workspace-Environment-Management v O | | Search Workspace-Environme... @
-
‘- Favorites Name Date modified Type Size
B Desktop . Agent Group Pelicies File folder
& Downloads . Configuration Templates File folder
=] Recent places Citrix Werkspace Environment Management Agent Setup.exe Application
. Morskale Infrastructt B9 Citrix Workspace Envirenment Management Console Setup,exe Application
B Citrix Workspace Environment Management Infrastructure Services Setup.exe Application
18 This PC
G‘j MNetwork
Sitems

2. EYT\@B-IE_I:J %EE —F_ﬁo

ﬁ Citrix Workspace Emvironment Management Console - InstallShield Wizard »

Welcome to the InstallShield Wizard for Citrix
S L) Workspace Environment Management Console

The Instalshisld(R) Wizard will install Citrix Workspace
Emvironment Management Console on your computer, To
continue, cick Next,

WARNING: This program is protected by copyright law and
mternational reaties.

cifrix

N T

3. EWAINIE L, &R “HEFANFNER, REEE “T-F7

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 29
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Please read the following license agreement carefully. n

CITRIX LICENSE AGREEMENT -~

This is a legal agreement (" AGREEMENT™) between the end-user customer ("you'), ED
the providing Citnix entity (the applicable providing enftity is hereinafter referred to as
"CITEIX"). Your location of recetpt of the Citnx product (heremnafter "FRODUCT™) an
maintenance (hereinafter "MAINTENANCE") determines the providing entity as
identified at <hftps: www.citrix com hcensng/citn iding-entities himl> BY
INSTALLING ANDVOR USING THE FRODUCT. YOU ARE AGREEING TO BE BOUN

BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS ¢
THIS AGREEMENT. DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing,
contaned in any purchase order or any other document submitted by you shallin any -
At madifis ne add to tha taeme and canditinas cantsinad in thic AGREEVENT
(®) I accept the terms in the license agreement

() I do not accept the terms in the licence agreement

Installshield

4. 71 “BPER” WAL, BAPMRER, ARBEE “T—%7

Please enter your information.

User Name:

InstallShield

5. % “REXE WEL, #F “wl, AREG TP

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Setup Type
Choose the setup type that best suits your needs.

Please select 3 setup type.

(® Complete

ﬁ All program features will be installed. [Requires the most disk
space.)

() Custom

Choose which program features you want installed and where they

Installshield

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installzton.

If you want to review or change any of your installation settings, dick Badk. Clidc Cancel to
exit the wizard.

InstallShield

7. BEEMEREHAS,.
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ﬁ Citrix Workspace Emvironment Management Console - InstallShield Wizard
InstaliShield Wizard Completed

‘workspace Envirpniment Management

The InstalShisld Wizard has successfully installed Citrix
Workspace Environment Management Console, Clids Finish to
exit the wizard.

[ show the Windows Installer lag

Cifrix

SR5. RERESE

1. M “FFR” 3T WEM EBiE6le, ARG &
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Citrix Workspace Environment Management

Welcome!

Workspace Environment Management is a lightweight user environment
management solution designed to let you deliver the best possible workspace

experience to users.

{) Disconnected

2. E “WEMEMRSHER B0, RERFR, ARRE EE

AR
o XWFEEMIRS 2B, BN WEM BERiEMIRSSBEVTENIRR. T2REHZ I IP ik,

o WFEERHRO, BiAmOR 8284,

Bl New Infrastructure Server Connectior

Infrastructure Server Information
Infrastructure server name

Administration Port

8264

Actions

3. EE TUAEMRHIIEEX |k, B 82 tlREES.
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Citrix Workspace Environment Management

About

| 51 e Configuration set| Default Site e & Delete ? Backup |
|@, Create | E’ Restore
= = =
[ Disconnect & it 3 Refresh (| L0 Migrate
: i i)
E Action Groups
[ [ Group Policy Settings
[E Applications
” Welcome!
(5@ Printers
S Network Drives Workspace Environment Management is a lightweight user environment
- management selution designed to let you deliver the best possible workspace
experience to users.
| Actions 1
[ Filters

—I_'| Assignments

[Z| System Optimization

|:| Folicies and Profiles

|;| Security

[L} Active Directory Objects

[T ] Transformer Settings

(L Advanced Settings

[} Administration

[} Monitoring

€ Current access level : Global

4. & "QREER” SO0, BARESNITNGE, ARREE “HWE .

E Create Configuration Set

[ General l

Display

Marne

Description

State

Actions

I oK || || Cancel ||

5. AVEEXE ‘WEE" T, EENEIZNEES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

34



Workspace Environment Management 2303

Citrix Workspace Environment Management

About

e Configuration set| Default Site | @ e | ? Backup
a Create Default Site % Restore

(£ t
= Disconnect - 2 | My config set I Refresh
= &) Edit

=« Migrate
i

| —

E Action Groups

Ta

[ f Group Policy Settings

[ Applications
Welcome!

Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
experience to users.

Eﬁ. Printers
f;t Metwork Drives

| Actions 1

S
I

i

Filters

. ]

Assignments

System Optimization

BB

Policies and Profiles

i

L

Security

Active Directory Objects

B

Transformer Settings

I B

Advanced Settings

!

o

Administration

__| Manitoring

B

€ Current access level : Global Full Access |2

6. EREXEY EMT, BE ER. WIFETRERRAS.
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Citrix Workspace Environment Management

About
[ |
|~ e 3 e Configuration set| My config set v‘ e Delete ‘? Badkup
pu a Create I ‘E’ Restore |
L= Disconnect @ Edit Refresh || 7 Migrate

Ta

E Action Groups

[ f Group Policy Settings

I Applications
: Welcome!
g Printers
S5 Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
= experience to users.
| Actions 1
P
.| Filters
[[] Assignments
[} System Optimization

__| Policies and Profiles

[} security

| Active Directory Objects

_ Transformer Settings

| Advanced Settings

_| Administration

[} Monitoring

€ Current access level : Global Full Access

7. T “EREXFENRET NEL, &F RE, ARRE T
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B Restore Wizard

Select what to restore

i) Sequrity setiings

Actions

Mext

Cancel

8. & “CRIRE” WAL, BH “FT—%"
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ES Restore Wizard

Restore settings

Welcome to the Setfings Restore wizard.

This wizard will guide you through the required steps to restore Citrine Workspace
Environment Management Setiings

Please didk on next to continue

Actions

Mext | - Cancel

9. # “F" mmEL, BF “WK
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B Restore Wizard

Source

Restore from folder

Setting Type Selection

Select setting types to restore

Actions

Browse

10. £ “NEXHE” BOP, JRE “BINEFIRE” X% (B Workspace Environment Management 12

), RERE “HBE
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I J. Agent Group Policies
4 | Configuration Templates
. Default Recommended Settings
J. Environment Lockdown Sample
J. Sample Applications
b s Windows
I &2 CD Drive (D)
b 5 Libraries
I €l Network
- B8 Control Panel

| Make New Folder |

11. £ “F" TUEL, & “RAeniRE’. ‘RERERE N “FaufiRE, ARBEE “T—F7%
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EH Restore Wizard

Source

Restore from folder

[#] System Optimization Setiings Ciirix Profile Management Settings

Settings 7| Agent Configuration Settings
are Persona Settings ¥ System Monitoring Settings:

Actions

|C:‘|, \Workspace-Environment-Management-y Browse
Setting Type Selection
Select setting types to restore

- Previous Mext | b Cancel

12, #RERELETANERIRET, B4 ERILE.
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EH Restore Wizard

Restore settings processing

Restore settings

Actions

13. B8&EE.

Confirm Restore Operation

l-: All settings in the current configuration set will be replaced. Are you sure you want to proceed?

| Yes i No 1

14, BETH.
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B Restore Wizard

Restore settings processing
Processing System Optimizaton Setiings...

Processing Agent Configuration Settings...
Processing System Monitoring Setiings...

Restore Finished

Restore settings

Actions

SR 6. FINERBRR (FIiE)

FE, EALLEREEEARRE. WEM Agent R+ iREM A EA R SEERAN T KB ENE BRI,
1. ¥ WEM L a2 ENARIRASER AL E4IFEM WEM gk,
2. #m.admx >tk

a) HEEIRIPASER > ADMX X%,
b) EHIXEE N (Citrix Workspace Environment Management Agent Host Configuration.admxx

#0 CitrixBase.admx) .
c) #3 <C:\Windows>\PolicyDefinitions x#3k, AL,

3. #hn.adml Xt

a) %3 EAHEEE > ADMX > en-US X3,
b) E%IXE N (Citrix Workspace Environment Management Agent Host Configuration.adml

# CitrixBase.adml) .
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c) #%=3| <C:\Windows>\PolicyDefinitions\en-US X%, SARHIEX .

4. EAARIEEHIERTOP, B3 TENEE > K8 > HIRER > Citrix 441 > Workspace Environment

Management > {IEEXHEE, AREWE EMEHRSSS.

[

File Action

View Help

5 nE = HE T

Group Policy Management Editor

[= [=

4

(=] WEM config
4 il Computer Configuration
4 || Policies
I [ Software Settings
I [ Windows Settings
a4 | Administrative Templates: Policy definitions (AL

| Citrix Components

a ¢, User Configuration

I: [ Profile Management
a4 | Waorkspace Environment Management
_| Agent Host Configuration
I || Control Panel
I Network
| Printers
| Server
_| Start Menu and Taskbar
I [2] System
_| System Center - Operaticns Manager
I [ Windows Components
_ All Settings
I+ || Preferences

I [ Policies

I [ | Preferences
< [T >
7 setting(s)

~ Agent Host Configuration

Select an item to view its description,

Setting
|iz| Infrastructure server
Agent service port

Cache synchronization port
ached data synchronization port

itrix Cloud Connectors

gent proxy configuration
12| VUEMAppCmd extra sync delay

State
Mot configure
Mot configure
Mot configure
Mot configure
Mot configure
Mot configure

Not configurec

\ Extended A Standard

5. FEMZEMRSH/EOP, &iF ERR, AREET MEAREEAMIEMARSEITEN P ik,
A A H#RE,

RiEsdE N
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E Infrastructure server

O Not Configured ~ Comment:

Previous Setting | | MNext Setting

(®) Enakled

() Disabled

Supperted cn:

Opticns:

Help:

Infrastructure server:

Type the name or IP address of the computer on which the

infrastructure services are installed. The agent connects to this
computer.

K H Cancel H Apply |

6. HBIREEN, FTHHGLT, RERA gpupdate /force,
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EX CMD - O >

oft Windows [ I
15 Microsoft ¢

completed successfully.

ed successfully. The following errors were

s could not determine if the use
Ensure the user domain name m
resides in the same fo the co

TEBT. 2ERE
HE:

FETTEMEEIRSS 238 E =& WEM R3E,

1. #EitE#1_£351T Citrix Workspace Environment Management Agent.exe,
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L= Workspace-Environment-Management == -
Home Share View ~ @
= Cut ;3'( &=h E]New item * 1 4 Open BH select an
) N =0 - | ol b
=4[] Copy path s . —,j Easy access = 1 Edit Select none
Paste Move Copy Delete Rename New Properties o
2] Paste shortcut 1 - folder - oo Invert selection
Select
:(-:l * 1| | « Workspace-Environment-Management » Workspace-Environment-Management W O| | Search Workspace-Environme... @
-
- Favorites Name Date modified Type Size
W
B Desktop . Agent Group Pelicies File folder
& Downloads . Configuration Templates File folder
=] Recent places Citrix Werkspace Environment Management Agent Setup.exe Application 71,557 KB
) Morskale Infrastructt B9 Citrix Workspace Environment Management Console Setup.exe Application 66,610 KB
B Citrix Workspace Environment Management Infrastructure Services Setup.exe Application 55,992 KB
18 This PC
?j MNetwork
5items =]
s “xi ==, +h ” o =t ==t
2. % “BRABWAZRHRNEG", ARRE “RE"
ﬁ-.'.'-..:'_'-_'?:i:" onment Mianagement Agent »etup — }(:
|
|
CITRIX LICENSE AGEREEMENT A

This is a legal agreement (" AGEEEMENT") between the end-user customer ("you'"). .
the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITEIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") ar
maititenance (hereinafter "WAINTENANCE") determines the providing entity as
identified at <https-/www citriz.combuvlicensing ‘citriv-providing-entities html> BY
INSTALLING AND/OE. USING THE PRODUCT, YOU ARE AGEEEING TO BE BOUN
BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGEREE TO THE TERMS
THIS AGEEEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing
contained in any purchase order or any other document submitted by vou shall in an
way modify or add to the terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

L

A Fndllserlicenses The soffware in a software PREODTICT and the software
Version 1906.0.0.1 []1 agree to the license terms and conditions
anstall Cloze
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3. E?xi@ﬁﬁi, Ea-__l _F_ﬁo

ﬁ Citrie Workspace Emaronment Management Agent Setup - 4

e BER L B RS Welcome to the Citrix Workspace
Environment Management Agent Setup
Wizard

The Setup Wizard will install Gitrix Workspace Environment
Management Agent on your computer, Cick Next to continue
or Cancel to exit the Setup Wizard.

Cifrix

4. ZEMXHXTIE L, BEH T,

ﬂ Citrix Workspace Envirenment Management Agent Setup — >
Destination Folder
Click Mext to install to the default folder or dick Change to choose another. a

Install Citrix Workspace Environment Management Agent to:

C:\Program Files (x86)\Citrix\Workspace Environment Management Agent),

Change...

5. EMBEXRENE L, EFEAWHERE, RAREE T—F, AXMBERT, HEF FHEZE,.
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ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Deployment Type
Select the applicable type of deployment., n

() Cloud Service Deployment
Agent will connect to the Citrix Cloud service.

(®) On-premises Deployment

Agent will connect to your on-premises infrastructure service.

6. EEMIEMRSEERRT L, %1F EERMIWIRS, BAEMZEMARSE FQDN = IP #iit, ARS8 TH T—%,
PR~

WNFRERS RO, FRINROR 8286, MFEENIIERD KO, BMikixAA 8288, AXIFAER, &
25 wOER.
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Spedfy the infrastructure service to which the agent connects.

) Skip Configuration
Select this option if you want to configure the setting using Group Palicy.

! Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

|1|:|. 153.216.14

Agent service port (default 82588): 2286

Cached data synchronization port (default 3288): (3288

12 Citrix Workspace Environment Management Agent Set... M

Infrastructure Service Configuration .l, :

| Back ” Mext | | Cancel
7. EE&gER@ L, BE T—F,
ﬁ Citrix Workspace Environment Management Agent Setup — x
Advanced Settings \
Configure advanced settings for the agent. a

Alternative Cache Location (Optional)

Spedfy an alternative location for agent cache:

| Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in miliseconds: |0

The input value spedifies how long the agent application launcher (VUEMAppCmd. exe)
waits before published resources are started.

8. £ “AERE IEL, BEF “®E’
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9. B " BHEREMS.

SR 8. BAERNIEEIBNRES

1. MFFtaseech, 17 WEM BiBisHl4, 23 Active Directory 3%, SAFE &AM,

€ Current access level : Global Full Access :

Select this object type:
|Usemu'ﬁn.m
From this location:
=

Enter the object names to select (E@mples):
|
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3. BE BN,

e Configuration set| My config set

" @i Deete | ¥ Bacup
ef.reate |

= = ¥
@ it = Reﬁ'esi'l‘ ¥ Restore
i

= Disconnect

| Infra. Service -

Active Directory Objects J Machines |

84 Users Machines

8 s T W

= Advanced

Name Distinguished Name Description Priority State

.} Actions

L Alters

[} Assignments

[__| System Optimization

[ Policies and Profiles

£ Security

[} Active Directory Objects 1

| Transformer Settings

| Advanced Settings

[ Administration Actions

| Refiesh | | AGIOU 4 | Addbrect |

[Z] Monitoring

¥ Connected to : jack-broker € Current access level : Global Full Access :

4. & 9 B &WFL, B ARMOUT B FIINR” BEEENITENAIZIELZEEST.

June 6, 2023

MR

.NET Framework 4.7.1 {ES R4, ILL4AHFTF Workspace Environment Management ({24 ER., W0
REARE, EREREREREENRE, B2, BENEERERBZAFHREMLTRE . TN, BREE
MR EN A RS RIERE, HEERERKEIEZBETH,

MEMBE C++, LA TF Workspace Environment Management RIEEZHER., MRERLE, NSERE
REHIE BEHRE Microsoft Visual C++2015-2019 aJBATTH M.

Microsoft Edge WebView2 Runtime iz 98 i E S kA, LA #3dF Workspace Environment Manage-
ment RESRIBRUFEN, MRHEFRE, eRERBEREREBBEDRE,
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} =r

AR

o 282209 RESRAFZUIAH,
o BTHHRE Microsoft Edge WebView2 Runtime, &&%1F Internet iR,

Microsoft SQL Server 2012 s{E k4. Workspace Environment Management £&3¢ SQL Server 524l
9 sysadmin i5aIAR A GESIZHEUERE, HRENMIEERARIE/SIHRNRA BEERIZES, EREESIRISES,
Workspace Environment Management 28I SQL &R &, AEBHIEERFBRFAHRNIIZTRER. B BT
FAPSIEIBERIR/ SRR, SQL Server LHIMMERARX NANEHYIE, FN, FIRECIERFALG KK,

AR

EAERNERT, BITENERES sysadmin REEAENAFKS.

Microsoft Active Directory, Workspace Environment Management &3¢ Active Directory #17 3EUA
IBAXPR 7 BRI AL B RYIR B IR A

AE:
« WEM 2B BERAZIFINIEE X5, ZBRBEHE Active Directory SR BIBIAREEEM D, HK,

R EREMXRER, FINMEEXRR.
« WEM R HHRMZ BN R EHRMEEX R

Citrix ¥ 7I3EARS5 28 11.14, Workspace Environment Management &2 Citrix ¥ a3k, Citrix ¥ aiEfE Citrix
YFANEARSS 28 LT B M7 E.

Citrix Virtual Apps and Desktops. Ltiz7# Workspace Environment Management £ Citrix Virtual
Apps =t Citrix Virtual Desktops BEfRIS 2589k 2o

i&AT Windows & Citrix Workspace [zf, EiZiEZEM Workspace Environment Management &4z
HI&EEM Citrix StoreFront NABERR, HIEEEEHSITENMREEN EREERT Windows B Citrix
Workspace 2R, SZiF ThRas:

« EEEEHAENL:

- AT Windows # Citrix Receiver hik7x: 4.9 LTSR. 4.10. 4.10.1. 4.11#14.12
- EATF Windows # Citrix Workspace R F#2F 1808 RE Sk

o EREEMLE:

- Citrix Receiver for Windows higZs: 4.4 LTSR CU5. 4.7. 4.9. 4.9 LTSR CU1 #14.10
- E&RAT Windows 8 Citrix Workspace B2 1808 REShRZs

HFRATERREFMEMTEN, ERATF Windows # Citrix Workspace NBREF4NERBREERNERT
2, HREBANEBESHRIE. BXEZELE, ESH Citrix Workspace MR X1,
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BIFRGIREN
AR

Workspace Environment Management fl#EX A4 REEHIEH ZIFNIRIER SR A L E2H5. EAlkER
EMRERFHISH UM EYT B #.

B MRS

SFBIRIER S

« Windows Server 2022 Standard Edition #1 Datacenter Edition
« Windows Server 2019 Standard Edition #1 Datacenter Edition
« Windows Server 2016 Standard Edition #1 Datacenter Edition
« Windows Server 2012 R2 Standard Edition #1 Datacenter Edition

AR

SFEEBFARRERFRAHIRS 23t (Bt MARSS28) £isiT Workspace Environment Management
BEMEMIRS . EAREMEIERSB[OVIZERY, BRATEEMRERAZNAMITEN EREEMEMIRSS, &
FERMNERSHIRSIRE FECE ZEMENRS2E, AR ‘B iSRS BER,

EEEH A

SFFBIRIER S

« Windows 11, 32 fiifll 64 {ii

» Windows 10 k7 1607 K&k, 32 {ifl 64 fi

« Windows Server 2022 Standard Edition #1 Datacenter Edition

« Windows Server 2019 Standard Edition #1 Datacenter Edition

« Windows Server 2016 Standard Edition #1 Datacenter Edition

« Windows Server 2012 R2 Standard Edition #1 Datacenter Edition

R

SRR IER S

« Windows 11, 32 {iifll 64 {ii
» Windows 10 hfias 1607 KREEhRA, 32 i1 64 fikk4
+ Windows 8.1 Professional #1 Enterprise Edition, 32 {i1# 64 fii

» Windows 7 SP1 Professional. Enterprise # Ultimate Edition, 32 fiifl 64 {ii
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» Windows Server 2022 Standard Edition #1 Datacenter Edition*
« Windows Server 2019 Standard Edition #1 Datacenter Edition*
« Windows Server 2016 Standard Edition #1 Datacenter Edition*
« Windows Server 2012 R2 Standard Edition #1 Datacenter Edition*
+ Windows Server 2012 Standard Edition #1 Datacenter Edition*

« Windows Server 2008 R2 SP1 Standard. Enterprise #1 DataCenter Edition*

¥ ZRIFRERANZIFHIRIZFINEE,

£ WEM 4.4 1, =5 Windows XP,
AR
BT Microsoft WEIAAFHZIEE (DFSS) B, Z2iER(ERE S Ei178 Citrix Workspace Environment
Management Agent A IEEE1T. BXIMAEA DFSS M58, S5 CTX127135,

SQL Server AlwaysOn

Workspace Environment Management A ZTH R AMA (BEAMEER , UEKMEF Microsoft SQL
Server WEIBES T AM. Citrix B2/ Microsoft SQL Server 2017 xFitb##1T 7 Mz,

“HEITH ARAMAAFEIRETEEEEE SQL Server BIRE ok Ik 4 & £ PR B Eh# fTEEYIIR, MR
Workspace Environment Management 4¥4H42 AT £, “ALE0FaIAMA" ThEEER SQL Server I3 R7E
Windows RS asikrEit#sais%E (WSFC) im . BXi¥FAES, &SR https://docs.microsoft.com/en-us/sql
/database-engine/availability-groups/windows/always-on-availability-groups-sql-server?view=sql-
server-verl5,

¥ Workspace Environment Management (WEM) 5 “S4&4TH” STAMA—EMFA:
1. T/ WEM 3URESELAIER, AEEIE WEM 3UEE,

o HRIEE 788 vuemUser SQL AP HAZEE” ** £, AEEAN vuemUser SQL ARk HIZER3,
BEURERMEI T BSAR, SFRMEIZE,
o £ “IRESB[MEGHIZH &, AZE SQL Server &,

=

=W

WEM #iEREREE SQL AR5 23 £ eI,

2. ®3x SQL fRs328, AREMELIEN WEM HiERE,

o ETEREUERE AINEIRTAMA > SR HIEETE LikE WEM $iEE, ¥ ARNER TSR 1 FeiEs
O<%). Altt, FHR\EE B FIPNBN=EXE, BARE, ARRE “RBIFH .
o NBIEEEMERE T2 MEE.
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3. £ SQL Server L, ¥ WEM #iEERINZI ST AR, AREKER AMANITES.

4. #%E WEM EREMIRSITEN, ARITH WEM BEEARSEE SAER.

o WHEREARSSBMLH, BANFTAMARRIZFRZT.
o BiEREHRIERIERS BMLET
o BUERERT. BANLIEENRT.

WA
EiZEmARS: 4 1~ vCPU. 8 GB 7%, 80 GB ]l =8, BXEMEMRSIIIEMA/IVERE, ESRZE
AR EE I,

BEEHA: BEWZLIEE, A% 2GBRAM, 40 MB EIAMASE (R4EHEH 100 MB).

RIE: T19 RAM JE#H 10 MB, EFEMZIEIRME 20 MB UifR% 2. 40 MB MeJA#E=E (REHE)H 100
MB).

¥iEE: Workspace Environment Management $igEZ/4E 75 MB K9] B E =S8,

ARSS fkHIE

Netlogon, XI2fRs5 (“Norskale RIBEHARS”) #WAME “MEABRKHXR” JIRHP, UHRAERSERS
17, ARAEHITER.

DimEHER

ZINERT, Workspace Environment Management RIBFIERMEEARS RERI T X!
. 2

- C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (1 64 {ii&{E&
%)
- C:\Program Files\ Citrix\Workspace Environment Management Agent (7 32 fugfER %)

o BEREEMRS
- C:\Program Files (x86)\Norskale\Norskale Infrastructure Services

DAESHLIBAIEEA “Citrix” REXHFAMEMLEMRSHIED “Norskale” RENXHRZAIZIAHNEHE. NRTE
ATUCIRME, MBBMIRIA R HBR L T # 12
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ERREIRS REX R H

+ Norskale Broker Service.exe
+ Norskale Broker Service Configuration Utility.exe
+ Norskale Database Management Utility.exe

EREREX X

« Agent Log Parser.exe

+ AgentCacheUtility.exe

+ AgentGroupPolicyUtility.exe
+ AppsMgmtUtil.exe

« Citrix.Wem.Agent.Service.exe
« Citrix Wem.Agent.LogonService.exe
+ PrnsMgmtUtil.exe

« VUEMAppCmd.exe

+ VUEMAppCmdDbg.exe

+ VUEMAppHide.exe

+ VUEMCmdAgent.exe

+ VUEMMaintMsg.exe

+ VUEMRSAV.exe

« VUEMUIAgent.exe

LERMNEE

June 6, 2023

ik MECE U TAHSE:

o EBZEMARSS
- EEITHIE

» Agent

BhhEARSS

June 6, 2023
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&—# Windows &tZe#8Rs3: Norskale Infrastructure Service (NT SERVICE\Norskale Infrastructure
Service), ©E Workspace Environment Management (WEM) Efti&iEARS. kA : LocalSystem sETF
BITEMEMRSNEMENIRS S L EE R R AN ER P,

ZERSEMARS
BHE:

o TiE7El Controller EREEMEMIRS, Kerberos B/ WiFRIM<E IEEMEMRSEXME R T
(=.
o BMELRET Delivery Controller B9ARSS 25 L REERETARSS

fE RIS @A

o BABERT, EMiSHERSSBRBEEXT WEM ERBERNEZ DT, FHiEE HTTPS ¥EIZBILXE
Google Analytics fR588. Analytics W& & Citrix BB,

s EREFAREMEWRSE, RINBATSBRYENRSE, ZRFRE, 157F WEM ERtZR19RSE
BXHEE SRIRE ST, %% FEEER Google Analytics t4i# Workspace Environment
Management ix17,

BREEMIEMRS, EEEMEHERS S 51T Citrix Workspace Environment Management Infra-
structure Services.exe, ZIAERT, “SE” &BEM L L PowerShell SDK &3, EaJLUER “BEX” &
BIETIRMELE SDK 2%, HEERTENHGX, RIAMERT, EMENRSSRERTXHFES: C:\Program
Files (x86)\Norskale\Norskale Infrastructure Services, BHAfER T, PowerShell SDK &R 52 L T X 5
#: C:\Program Files (x86)\Norskale\Norskale Infrastructure Services\SDK. & SDK 314, i&&i Citrix
Developer x#%,

B LMER U TS MBEEN REE:

AgentPort: EMLEHIRSTERFIZITHA, ZMARTEARMITARAERD, UHRRAENESREFSHMAL,
AgentPort S# AT EREZITHAMNIKO, BRINEOR 8286, EEAIBKRKOEEIIEZHIE.

AgentSyncPort: ERtZGARS REEFITIT—MA, ZEAERMITARAERO, UHERRENESTERS
#PELE, AgentSyncPort 2H AW EREEEIT AR . FiAimO7 8285, HAEMinOHErIZEZHE,
AdminPort: ERMZEMRSZERFITITHE, ZMATEARMITHABAERD, UWRFRREMERETSWEL
AdminPort 2 AFEEEITFHNED. BiAEOHN 8284, FHAAEMIEOZEAIESZHE,
XLERESHNIBER:

"path:\\to\\Citrix Workspace Environment Management Infrastructure
Services Setup.exe"/v"argumentl=\\"valuel\\"argument2=\\"value2\\""

ER LOE R R R R R S A R B MZ AR SS. AT

« \setup.exe /s /v* “/qn CLOUD=0"
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- setup.exe, IEAREEFNXHFZBIRE,
- /s, RinEBIEL,

- [V, BBEEELE msiexec,

- /qn. REAERELEFREREMAAF RE,
CLOUD=0. RRA#hE=E,

« fgn:

- .\Citrix Workspace Environment Management Infrastructure Services.exe /s /v* “/gn
CLOUD=0"

BIEEAR S 1R R FR
BHE:

o FERNFBER—MARBRIRHIEZ L MRS EEHEFR (SPN). IFIERHFTEEREMIRS M AEFAER
HIARSS K 15170

o R AETER, BAERABERNRSIK, SRR ENRERMEIRS AL,

o S3FHEMA AD B9 SQL 5261, Windows SR —MIFENSRIIESE. S—METUZSUA SQL ik
Fo

REREFTME, NEMEMRSAIE SPN, £ WEM &, Kerberos 33X, EmiZRiiRsSH1E Controller Z iy
EENBEHTRNIIE. Kerberos B4R SPN RS LA SRS ERIKFPEXEE, SHAEEMETIRS K
FIRERIKFFTE SPN FiEMmkF ZEREXR. AL, ERFE Kerberos SMRIEER, BERISSEHENS
<% WEM SPN BRB B ES5EH AD itk 4EXEX:

o WRFMEA Windows SR HIESR A T4, EERUTHS:
- setspn -C -S Norskale/BrokerService [*hostname*]

Hrh [*hostname™] 2ERLEMIRS 23092 75,
o MBFEA Windows BHIEIEsMHTE (FE Windows BHIEIE) , EERAUTHS:

- setspn -U -S Norskale/BrokerService [*accountname*]
Hrh [*accountname*] 2B F Windows S {HIIFRIBRSS ik P BB FR.
o WNREA gMSA RRFAR, EEAUTHS:
- setspn -C -S Norskale/BrokerService [*gMSA*]$
Hrp [*gMSA*] 2 gMSA 1k EE R,

SPN K9 A/NE,
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HIEERSIKP

e L WEM SR BHE BRSSP (gMSA) BRIR A R, £ gMSA iR AR, AT LLAFE gMSA HIE AR
BERSE, ZBEEH Windows &3, BxEE, ES@ https://docs.microsoft.com/en-us/windows-
server/security/group-managed-service-accounts/group-managed-service-accounts-overview,
gMSA RERSZEFE AR, Windows RIERFIEIEKFNEL, MARKMEERREEE, NIREHEENT %
P RIS, NEFEERAEMLEMIRSERERN Windows A EIMIEE. B WEM LiE gMSA RS %R, EHRIT
UTFHE:

1. EigiEHES E, BIE gMSA, X8I gMSAMEZER, B2 https://docs.microsoft.com/en-
us/windows-server/security/group-managed-service-accounts/getting-started-with-group-
managed-service-accounts,

2. % Citrix WEM SPN 43E2iZztkF. Bx WEM SPN BIE 8, 1558 I ERS FEE
3. B2E SQL Server g & LU BB A R SR E,

a) EX SQL Server £, SMF ‘2" > “BRE’, ARREE BER, ABEE WERE
b) EER - HEFOH, REHEER,
C) £ “BEAFRA” FOP, RNTAHREBRE, AR RE “HE BHZEOD,
o WRHEE, VEFRSKS,
o (IE. EF HERSK .
o WEREAM. BAGELE 1 PEIEHIKS BT,
d) EAFMSITEL, BERENA gMSA MEERE, AE1EE db-owner EASIBEN A EMREE,
e) ERE EL, RIERTHREFET BF M BA BT
f) pHBEREESR - FEFO.

4, FRERMMNIRSKA BEh Norskale EatigHERSS

a) EEMZEMIRSS L, T Windows ARE &1, A% & Norskale Infrastructure Service, #A/E
EREM,

b) & “BF” WmEL, #EF “Lik,”, BF “WE, RAGREBSE 3NE=NFLBPMREEILE,

C) B HE BE Norskale ErigHEIRSEM T,

d) 7£ Windows fRE &2+, EHEsN Norskale ERtZRMARS.

Ao B fa & F
e
£/ Citrix ADC # 1T #H T XERM THEXNMAEE Citrix ADC I&&LxkE WEM EZizH55 WEM 14X
BEENIERBITAZHFEENEAER.

EFEANETERSEE WEM, BHRATUUTEME:
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1.

2

w

N

(631

73 WEM EtiZE19AR S5 2132 Windows ELE1ARS tkF USRS WEM 3B,

8 WEM $uERERY, %835 Windows 51450 T EAEWRS SR EERE S, REIEEEMEIRS
P&, BXIFMERE, ESIALIE Workspace Environment Management #iER.

BE M EMBRWRSEE AER Windows SR EIEMAR SQL SHIIEEEET SQL #iEE: ©®E BA
Windows # &) TR EEREMIRS P SR, BXFAER, 155 RBEEMBEERS.

% WEM ErtiZEMRSES M SPN BB N EAEMEMRSKF B, BXEMER, BSIA RS AR,
BE:

£&8E WEM R 51, WERERRSIKAEZITENK,. &8E WEM HiRfE, EFRAETMRE, i,
MREBEFRITENIKFA EHENERHATHENE, WATERHTENKAMAZRSKF.

BIE—NEN P ik (VIP), ZhibREEMEE VIP FEN B MRS SE0KE, SRIEEED VIP B,
VIP B =RIFE Bhihig iR S5 SR E TS 5.

ENEINEE GPO i, BREMEHIRSHFREREN VIP, MAREMENEMEMRS I, &
KEMER, FEH LEMEERE,

EEREH O MBMEMRS 2 ANEEFTERERAN. (FEEREMEMSEHRS ZBENSIEFAM) &)
BNEERES N EEEH S ERIBMEMRSRSE, MARER VIP.

6l Workspace Environment Management g%

'

ZE e LUER WEM PowerShell #4474 TR GRREIEIIRE, HX SDK xXt4, 355 Citrix Developer
X1,

AR

o MRMEIEFH SQL Server fEH Windows S48, BEERBRAEEANRIIRIR TIETHIEESIZ
SKRER.
o Citrix 2% WEM BuREREXH (mdf X)) BEEREIAK/NNH 50 MB,

£/ WEM #iEEEELAIER CIRSERE. IREEMENRSREIEPRE, ARILE.

1.

INRBIEEEELAREFHAITH, BMFAREPIERE Citrix > Workspace Environment Manage-
ment > WEM $UEEEIELAER.
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WEM Database Management Utility

Database Management

=

Upgrade
Database

Create
Database

U]

LT

cifrx | Workspace
Environment Management

2. B oIENIERE, ARRE T
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B Database Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

o Previous g

3. BAUTHIEEER, RAEEE T—F:

o REBMLFIBZT. FIHEEHIEER SQL Server fyithit, it B RS MEMEMRSB[ENNT
2R, BARSBMNLGZMERTENZF. TLREFB K IP thik, FRELFIHUIETER
serveraddress,port\instancename., MRXIETIHO, MWEAREIA SQL HAS (1433),

o BUREERM. EeIEH SQL BUBEMET,

AR

BUREBMPRAYERETR () MRS (/) SHHEFR.
o BuEC: SQL Server £ .mdf X IBERKRRR,

o AN SQL Server L \df XEHAIBRERR

AR

HEEFEEEXBREFLEEW SQL Server REVHIEM BEXHRIAINMIE, FRIAMERINA MS SQL
Server MEIARE, BEHRXBNFERANERERN MS SQL Server %, [NEIEEIEIEZRK
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Ko

EX Database Creation Wizard

Database Server Credentials
| Use integrated connection (Windows credentials)
Lagin
Password
Actions
Previous o |L Next

4. REASURTRMIEENSIEERSHERE, ARRE T, XEEERT FEMSIRSEREIERE

EEEFMIEENERANEE. ENfAaREHE.

RINERT, EE “ERKMER B, EATRSEREEITHS M Windows tKFZEREE) SQL HeIE
iR, MR Windows i Fi&H B BIAIRREIZEIERE, NElUERERBBARA Windows ikFiE

THIEEEEXAER, MALUARILETHRMHESR BBANREY SQL 1A
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EH Database Creation Wizard

YUEM Administrakors

Initial administrator group

| DGXGR\Domain Admins | [ select

Database Security

| Use wWindows authentication For infrastructure service database connection

Infrastructure service account

| Sek wuemllser S0L user account password

Password

Actions

Previous | | ek | | Cancel

5. WA VUEM EEGMHEER2RAES, ARRE T—F. ERBMEER, EMENRSFEREEIL

RENEEERIIBUEE, ENFEESIEET.

c VIREERA, WAFABHAREANERZHAN T2k EER. REEEN Workspace
Environment Management B RMAFR A AT ERABEEH S, BEBRMNARE, BNEELE

BiTEAEEITH S,

£/ Windows 54 IEEERMEAMRSEEEBRILER (A B, HEEFEEMESMIRSER
vuemUser SQL BFKFP 52 %, vuemUser SQL AR 2@ ZETIZCIEN, XEER SQL

B AREEA S DI,

HERIGETS, $UEEREEMEMRSER Windows kP EEIIE, EXMERT, &i%EFEHN Windows
PRI RER SQL £6l, RAIER, EREERSATERIUEENERM Windows ik RIZ1TERMSE

MRRSS.

+ i%E vuemUser SQL PP, BUANERT, vuemUser SQL kP ER 8 NERMNZFHELIE, &
BEAXNEFE. HFMIrARS, NREBHMABCSH vuemUser SQL ik 23 (a0, @R SQL &

RREEEERNENG), BEFIED,
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BE:

« MREE SQL Server AlwaysOn =B+ E8E Workspace Environment Management ¥
1BE, MXHgE vuemUser SQL APk A 253,
o IRTELAMGERRD, HIBEE REEMENRS NEEERNZERE,

6. THEEEP, TEMERE, AREREREE SIBBUERE.
7. HRGBNEHIEECZEMINTHE, BF “T R BHES.

MREHREEFCBRIBPLERR, BRERMBEWRSLREBRFNAEXH “Citrix WEM Database
Management Utility Debug Log.log”,

B B h4E RS
e

&2 8] LU A Workspace Environment Management PowerShell SDK {R3REEE ER&EHWRS. B
SDK x#4, &£ Citrix Developer x4,

EBITEMEMARS 281, “IfER WEM EitEaRSREXREFNE#ITRE, MIbAFmR,

1. MFFtaZEF%RR Citrix > Workspace Environment Management > WEM Bt RS A E L AIE
o

2. 7 BORFEIRE BIRH, MAUTHAESR:
s BIEERSB/MEF, £ E Workspace Environment Management #3& E# SQL Server 5C

Flegshit, M AELEBMEMEMBRSBRBANNAXFRLES, STENIFIUIEE R
“serveraddress,port\instancename”, MRkiEEHO, MNEEAEIA SQL HOS (1433).

o BIEESERBRSSNLMRERMIEFRSG, BELLEEREFRBRSHEMIL

o BUBERM. SQL %f_EA Workspace Environment Management $4BZE#IE #F.
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WEM Infrastructure Service Configuration

Configuration Management

= |

Save Configuration

L

Load Configuration

[} ]

Database Settings Advanced Settings
| | Network Seffings | Advanced Seffings | Datbase Maintenance | Licensing |

Database server and instance:
Database failover server and instance:

Database name:

3. 7 ‘MHRE” ET+F, BABMEMRSERNRO:

- BERO, EIRTH a6 iR IEET AR S,

RIERSS . ERIRIRENER i QR R B ARSS

ZERPIRO. RERSEALIRODFEEFSEMEMRSRY .

o WEM 4530, [MaikEm, |
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WEM Infrastructure Service Configuration

Load Configuration

Configuration Management

bl (&

Save Configuration

] Iy

Databaze settings Wi cdcae B Advanced Settings Wm

i

Administration port:
3284

Agent service port:

8286

WEM monitoring port:
8287

Cached data synchronization port:
8288

4. & "BHRKE” ETFP, RARNNBHRIFIRE,

5 Windows P15, BHAERT, ETRER, EMENRSERRSERSNINIDEETIIE
B (ERESURELIEEIZDAIEM SQL tkA vuemUser ) EZDEIBE, MREHREEFLIEIZDE
#7 Windows EREMRS K, , MATUERIERHISEHERN Windows tkF, WBIEEEREIE
HEREMRS . EEENKP KRS EMEMRS S FNAHERER,

R E vuemUser SQL AR KL, AFEEBEMERMEMIRSELSUIRELIZERE N vuemUser SQL
RAPEENBENERE, REEHEELIEIZTIRMT B SHNEBNA B LT,

EZMIRS EFRIFTEREMEMIRS R AEF ZAIREE (UDHANRM). MREMEMIRSTE
HE#ZE SQL, MEREF.

EIRHEARS SQL RS KA SBIERS M EEMIRS =418 SQL Server ZEaetia) (LR8I

Eitighiefkss SQL EREEB, FRIEZHHAEMEIRZA, BMENRSERAS SQL RS EFEIER
B RER9RdE) (AR BRI o

BREARN. MREA, WEMEHRSHIKENFHAREIEREN,
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o BMERELAWAIUERET. MREA, BMEMRSKHBEMNEEFHIRILRIZE,

« BAMRERAR, AWEEERNARBHBIRTERE FUAERTRN 200) WERTREMEEE FEit, K
B E RS QR AR AR S Fr R RIRY 8 B A,

- TR4ENR/NHE, EELEBREFTECENIHFLENR/NHE. FIEARENHKEREN
30-3000, RIFSEENEFEHRAHEE. RAELT, TEERENS/HENRN 200,

- B¥1/0 AENE/\HE, IEEABURIEFEZCIRNES |/0 KBNS/ \HE. BEY I/0 &1EW
HEIGE 7 30-3000, RIBEEZNEREHHERE. RIAERT, BF /0 &i20s/\#ER 200,

BE:
LRI BEIRIEH QBT S B M AR S HOEIERT, LLINAERERIE B
PE=

EEAMERCFEPEENESELAEMERNURTRIEEAENENHENEEZZHER. §
XEMEE, E3https://docs.microsoft.com/en-us/dotnet/api/system.threading.thr
eadpool.setminthreads?view=netframework-4.8f1https://support.microsoft.com/en-
sg/help/2538826/wcf-service-may-scale-up-slowly-under-load,

« {#/ Google Analytics # 812 # Workspace Environment Management, 1% thi%ED,
BERIZMARSIEE R 9 4%E Google Analytics BR$ 33,

« 7E{#/H Google Analytics &# Workspace Environment Management, 013:%Eq kIR,
M EAZRMRS T =@ Google Analytics BREZ 2R KIXEE 2.

BE:

M 2212 748, Workspace Environment Management R IEFE & EAZSMAR S AT B A X R
EEFEMMIEDT, MRITENUFIERUNXIE, WEEE—MRT, NRHTENUTFEONXE, MiEES
TR, ZATRNERT2MRE.
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WEM Infrastructure Service Configuration

Configuration Management

Li I (E

Load Configuration || Save Configuration

I Ty

| Network Setings [EVSESERIRY Database Mantenance | icensig |

Enable Windows account impersonation

Infrastructure service account: Infrastructure service account password:

| | |I Browse I| |............

Set vuemUser SQL user account password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
|15 | [30 |
Enable debug mode Infrastructure service SQL connection timeout (sec):
[7] Use cache even if online | 30 |

[F] Enable performance tuning

Configure analytics:

&) Help improve Workspace Environment Management using Google Analytics.

™) Do not help improve Waorkspace Environment Management using Google Analytics.

5. AR “BUBELEF” EHRREEBURELF,

s BRATNNEEESR, IRBARE, NaEHMSEEPRIRBSITER.

o FIHREH. BERFANRERIHEERNRENE. BIAMEN 365 Ko

o RENERBH. BERSKMLLITEEBHRENE. FIAMEN 90 Ko

o REEMIREH. BEEREEPRZARIMATHNEKE. HAMEN 1 X
o BUITHYIEL BAEHITEIE R 4R (ERYRTEl, RAINEDY 02:00,

R

FRRESRE, RNBNEBRIRSIEELEL, DUBNEERNHEM&EERE. NRED WEM B
ETHZNEMEEERS, BRXA—NEMEIEIRS BRIZRS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

70



Workspace Environment Management 2303

WEM Infrastructure Service Configuration

Configuration Management

i

Save Configuration

)

Load Configuration

] ]

“Database Settings | Network Settings | Advanced Settings (RNt el Licensing |

| Enable scheduled database maintenance

6. ERILUAERER T A -RERMSMRSEEIEETE Citrix FANEARS 238, MRKERE, WHEERZRAE
RIEFEFIFE Workspace Environment Management 0B, SAESEEHI SR X T &M+
s Citrix WaDEARS 283 E1R. EXHEMIERT, Citrix FaiEARS 35 SEEMERIBEFNR—IE,

o 2RFANIRSSEES. BALWETEEA Workspace Environment Management FrfERR Citrix
YAIEARSS 2B, EIELAEANESIiEE S Workspace Environment Management #i3gE+
BEENEM Citrix FAHERS B ES.
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WEM Infrastructure Service Configuration

Configuration Management
Load Configuration || Save Configuration

) i

Network Settings | Advanced Settings W[ Licensing ]

Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000 |

EEREHEERMENRSE, 2 REFLE UMRFXERE, ARRUEMENRSEESLBERF.

BEERS

June 6, 2023

INREMNERITH S ¥87E Citrix StoreFront AR EHR K HHZIRER Workspace Environment Manage-

ment PN ARFREAR DR, ERETEREHATENMNACEEN LLETERT Windows B Citrix
Workspace AR, BEXFHER, ESHARAER,
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EEE R IR EHia1T Citrix Workspace Environment Management Console.exe.
EEILERAUTSHAEEXTE:

AgentPort: BEETHQREREFTIT—MZE, ERMITABAERD, UBRAEMSREFKMEL. KSHRIF
TEEFTAB NG, MRKIEE, NWEARIARD 8286, ERMEREMBEMIIKH,

AdminPort: EIRizH|ARERFITIT—MEARITF ISR OMEZA, URRAEMETERKMEL. LKA
WIEECEITAM MNRO. MRKIEE, NWEAERIAROD 8284, ERNWEREMEMHIE.

XERESHBNIE RN TR

"path:\\to\\Citrix Workspace Environment Management Console.exe "/v"
argument=\\"value\\""

BRI LA SRR AR EERES 8, EENT:

« \setup.exe /s /v* “/qn CLOUD=0""

setup.exe, IHEAREEFNXGEBIRE,
/S. REREIE,

/ Vo BBEEEL msiexec,

/qn. REERELEZPREREFAAF RE,
CLOUD=0. RRA#hEp=E,

« fFl40:
- .\Citrix Workspace Environment Management Console.exe /s /v* “/qn CLOUD=0"
IR E IR AR S 28k 1

EFF A, % Citrix > Workspace Environment Management > WEM B4 8, RINERT, &
BIEH & UM FFE RS B 5o

EIREX S, BEERLUTH “HERMEMRSHREE 0.

ER Mew Infrastruchire Server Connecton

Infrastructure Server Information

Infraskructure server name

Adriniskration Pork

a4

Actions

Conneck
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RAUTERERE EiZ:

BEhrtZe RS 83278 Workspace Environment Management ErtZEARSBNE . CONTLRBIEBANS
XM EEBIEE SRR H 1T,

ERRO, EIREH o EETEMIBEMRS RO,

BERERIMEIEEN, RBRIUTHES, BAMKREERFERITAIEN Citrix FFelIERS 2.

License server configuration required

l A valid license server with appropriate licenses needs to be configured before you can start using Citrix Weorskpace Environment Management

fERFAIEARSS S Ec B Xk IEE

EERTANERSBREERIERE, FEBBEHSRRFRE XT, ARLE BEWAHERSE, ARMA Citrix
VrANEARSS 28 Citrix 77 EIIEARSS B3t A ST IR IRMNRY S XM BRI S IF R AT

Licerse server information
Citriz License Server name
Cikrix License Server pork

27000

Arctions

SANRENNRE

Workspace Environment Management 3% XML 32f4, &0 UERX L 4L E Workspace Environment
Management #iE=E, LUEFFEENEENANEEKIE, XML 2 Workspace Environment Management &
KREFEHNXMGR “REER PRt

BESNRENNREXM, BEENERRPEEER:

Citrix Workspace Environment Management == i
{ 3 ‘ |
e | Home About
¥ Configuration set| Default Site
g onfiguration set | Default Si M % Bachup
@8 Create
‘= Disconnect @ et [F Refresh | ¥ Restore
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£ RRRASH, &R IRE, ARRT TP,

B®| Restore Wizard x

Select what to restore

() Actions

'.: | Security settings

£ RFERASYH, ERESRENTREXHHXMHR REER", AEREEMEIRELRE,

June 6, 2023

LEMEERE

3 =

AR

o TEEEMLENIRSSE %% Workspace Environment Management (WEM) HI&,

o BENER—EHEN LRE WEM R BEEEE &,

o NRITHBITEBTH &I 7E Citrix StoreFront A EEF A HHZRIER WEM R8I BiEFHREES
XHTHER, BHEESERSISMAEEN ERETERT Windows B Citrix Workspace M2,
BXHAER, BERARAER,

SR EEARK (Fik)

&, EULERERANBARKERRIRNNABREARE, WEM 2ERGE 82 IRIR, RIRXH72H.admx X
HRREFESN.adml X, BABZIEEEIEHIR LA EAREK,
ERMRETNEERE, BRRUATSE:

1. % WEM REERMIRBARE R EFIZIE WEM 1EHI23.

2. #&hn.admx X,

a) #3 RIEBAKEE > ADMX XXf43%,
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b) SN (Citrix Workspace Environment Management Agent Host Configuration.admxx
#n CitrixBase.admx) .

c) #%32| <C:\Windows>\Po'licyDefinitions sk, FAEKMESIE,
3. #Ffn.adml .

a) ®3 KIEAHKE > ADMX > en-US %k,

b) E%Ix#E N (Citrix Workspace Environment Management Agent Host Configuration.adml
#0 CitrixBase.adml),

c) #%=2| <C:\Windows>\PolicyDefinitions\en-US X%, SARHIEX .

fER ARBRERRIEE CERB UTIRER GPO:

=] Group Policy Management Editor = = -
File Action View Help
e nE = HE T
L& WEM config - | Agent Host Configuration
4 A Computer Configuration i o o .
4 ™ Policies Select an item to view its description. Setting State
— . \iz| Infrastructure server Mot configurec
I- | Software Settings X
b [ Windows Settings || Agent service po.rt . Mot conf!gurec
4 [ | Administrative Templates: Policy definitions (AL | Cache synchronization port Mot configuret
4 [ Citrix Components \iz| Cached data synchrenization port Mot configurec
b ] Profile Management |iz] Citrix Cloud Connectors Mot configure:
4[] Workspace Environment Management | Agent proxy configuration Mot configurec
*| Agent Host Configuration i=| VUEMAppCmd extra sync delay Mot configurec
b | Control Panel
b Network
"l Printers
| Server
~| Start Menu and Taskbar
B | System
_| Systern Center - Operations Manager
p | Windows Components
2 All Settings
p [ Preferences
4 % User Configuration
- || Policies
b [ Preferences
< m kd
< 1] >||" Bxtended A Standard /
7 setting(s)

BEihZEMiRSS 85, WEM BhhEMARSSBRaTt, BAREEMEMIRSS BT ENBIR M IP siit,
RERS RO, AEERFIEMEWIRSHENRO. NERSKEOGNS EERMMEMIRSECE RN NRERS KOE
BNImOER. WMRKIEE, WiwHAKIAA 8286,

ZEMHIERL RO, (EATF Workspace Environment Management 1912 RE&hr4s; ik Workspace
Environment Management 1909 & ERMAN EFATIHO,) RIBEEFED IEEEIEMEMRS LUSEKE
ZESEMEMRSEEATNIRO, FENIERS KON NSEEMENRSEERBANEFHERS KO (WEM
EMZMIRSEE > MLILE) EEEMNROMR. wORiAA 8288, T CachedDataSyncPort éi%17%
o &, Wkl WEM RN SR EPERGSITETIEE RO, FI90:

« citrix_wem_agent_bundle.exe /quiet CachedDataSyncPort=9000

Citrix Cloud Connector, FEBET WEM fyasitihiz, RIFRE KEE.
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RIEBRIELE, NEAT WEM B9AihRA, REPRZE RECE

VUEMAppCmd FiSMIRSFER, (R Citrix Virtual Apps and Desktops £&HE R 1, RIENBRER
BEh3 (VUEMAppCmd.exe) E#En9Btial (UZMHEM) ., XAHFRELTRLAENREIE BINKER 100 3
200, ZRINMEH O,

FIR 2 REMNIE
BE.

BFA.NET Framework sIERIBR LB BEIRE, BRMNBNEELRERBZHFHRTEE, N, ZFE
SMBMITENA ESASRIERE, HEIEFERKIIEAETM.

&0 LUIE A P AR HiE1T Citrix Workspace Environment Management {18, St LUERERMSITRE
RIEB, BAERT, REBEKREIUTX R Z—, EFIURTEIRERS:

« C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (£ 64 {iigfERZH)
+ C:\Program Files\ Citrix\Workspace Environment Management Agent (1 32 fUigfER %)

BUREARTERE, BRRUTSE:
1. &N E5B1T Citrix Workspace Environment Management Agent.exe,
2. &R “RABRFIEINEN, ARRE “RE
3. ERMRAE L, B %,

=

Wl NEATRERE LB BER. YAFRRHEEAHEEERAREN, IAEIIER,

4. ZEMXHXIE L, BEH T,

o FNMERT, BRXHARFRSAMARMRINGRER. MREFAEREINZ—IXHE, BEEE
ARMENEX MR, RERET—D.
o MRESRE WEM K12, NEFXHRFEGEhERIRE REX 4 REBRIET.

5. EMBXRENE L, EREANBBELE, AREE T—F. EXMERT, HEF FHEE,
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ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Deployment Type L
Select the applicable type of deployment., a

() Cloud Service Deployment

Agent will connect to the Citrix Cloud service.

(®) On-premises Deployment

Agent will connect to your on-premises infrastructure service.

6. EEMEARSEERE L, EEABRERNEMSNRS, ARRE T—F.

o BdicE. MREELEAARKEETIRE, HEFIET,

o BEEERMEMRS. AIFEETRAEMESIRSSE FQDN X IP s RECE BREEEHIARSS.
« RERSHRO. BINERT, %EHN 8286,

o BENHERS RO, BRINERLT, %EH 8288,
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12 Citrix Workspace Environment Management Agent Set... M

Infrastructure Service Configuration -
Spedfy the infrastructure service to which the agent connects. a

) Skip Configuration
Select this option if you want to configure the setting using Group Palicy.

! Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

|1|:|. 153.216.14

Agent service port (default 82588): 2286

Cached data synchronization port (default 3288): (3288

7. £ “BR/E TTELE, INEBERESRSE, RERE “T—F
- FEREFENUE (%), BFEEABEFNERMUE, 2E K USMAERANXHER, &, ERILGE
MR AITURE, Ak, BHELE Citrix WEM RIBENIRS, ABEHRUTERERT,
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent Host
&#R: AgentCacheAlternateLocation
%A REG_SZ
f&:

H}

BINERT, ZEAT. BIAXHEXA: <WEM agent installation folder path>\
Local Databases Set. MBEXKE, BIEEHMXHXER. BEEEREN, BEHNBH
Citrix WEM RIEENRS, NREBREN, XMHEPEETUTXMH: LocalAgentCache.db
LocalAgentDatabase.db.

NGy

AMRFEFLLSBTERNE, JRFEEMRERERR, Citrix TERIEEIMRFIERER
FESHHMMEREEBF LR, EREMRFESTEENG, THREIMRZE, BSHHT
&

« VUEMAppCmd VMBS IER (F13k). AFEIEERBRAREF B (VUEMAppCmd.exe) E4%
NEBFRBZAIF/Z K6, REIERFHRE LT OENRELF. BRINMERN 0.
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=W

NEFINIEL IR EFFENELARA T HEFTEHEL,

ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Advanced Settings
Configure advanced settings for the agent. n

Alternative Cache Location (Optional)

Specfy an alternative location for agent cache:

I Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in milliseconds: ID

The input value specdifies how long the agent application launcher (WVUEMAppCmd. exe)
waits before published resources are started.

8. T “HERE NEL, 8F “T¥’
9. BE “El BHZEMS.
HE, EhalblikE WEM RIENEIRTE, SERITILRE, BEAUTH LT
« "Citrix Workspace Environment Management Agent.exe"/quiet Cloud=0
R’

o SHFEZRM WEM SERIETHRE, BN Cloud=0, WF&E WEM IRESHBEHITHRIE, BHEA
Cloud=1,

o BAIRERETEASXHLUIRARIBRERNR, RIAMERT, CRREIBPELENMERENAEXHR
E%TEMP% HolEr, EaUER /log log. txt ¢ AERENBEXHFIEEREME.

BRI UERBLITETRIEEEEX S K, XHEATUERESETEEXAEMARIRE. BXESZER, BEAN
o

=&fE, REBEA Citrix WEM Agent Host Service (LLaT#775 Norskale Agent Host Service) #1 Citrix WEM 1
BRPERRSIET. REIEAWKE LocalSystem i&17. HETRIFERUKS . ZRSFEU FMAZNSHER
PRo
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TR 3. EMBEIITENUTERRE
FoRFAMEIN

2R WEM RIBEEE I, HEBUTRRFHMEIL:

W

WIEREHEUTEX:
« Windows BR$s REEHBHARS ECENERI BRI,
+ WEM R2ARSS Citrix WEM RIZE#HARS 0 Citrix WEM AR ERIRS BB NERIN BB,

« REZFRAREEEIHANMUE, FRIFHANEFUETESSREENEERD . SSHMBHIERE
A, 1EREREE,

F=3IY
BREATPRENHITRIIERERE:
o B, EMERE RSB AF iR Citrix WEM Agent EH MRS, #EiELEXEH S5 Citrix WEM
Agent THRS ZHMIRIERTRER(ZLE Netlogon IRSMIIE, MMSHEMNARRF LA,
o FEFRBERMARBD Ul #315 CMD #XRIE, BN, FLhRErTETELER T

REBEHITH

+ Citrix WEM Agent =HARSEARS BohfE BsEFHNEEIEAREEEEER Cloud Connector i&E.

o MRAREBINRSEEREZHEKRER, Citrix WEM RIBRFERRSIFETHEE Citrix WEM Agent
Host Service, ILiTAHRIHBRERLERFRE.

« Citrix WEM Agent Host Service 7255083 B3t U T AR EX 4171 ZE: LocalAgentCache
.db#l LocalAgentDatabase.db, MNRBEEEMNH EAMEIEE 4R BEMME, WEBR
AR S

+ Citrix WEM Agent Host Service ExiEY, EREMRIIREAMEFRIIRTOEN. NRSREFER
SBENMRENEERLSNEERANENRER, WRINRLSERER. §ld, RIEHRARBEERLERA 30
S, NRETE 60 DHAKREHERE, WA Citrix WEM Agent Host Service S/ EIES &7,

o ERELIEFR, WEM REBLEREZFSE Windows RS R4S HBMARS LB N BB,

« WEM RIEBFAETRE, WEM RIEBREREF<BREE Netlogon RS,
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RIBREFLRAEFIAD

Citrix WEM Agent Host Service = Bz Big BRIFMEERS . NEREULRFIEEHRASEEZNERTA
FRNEETFIRER.

FRESSITERBERE X H*HIETT AgentCacheUtility.exe . FIHITXHER U TH TR

« —help: BRATFNSHTIX.

+ —RefreshCache @& -r: MAEEHWERRIF

+ —RefreshSettings @i#& -S: RIFHREBENILE,

« —Reinitializes#% -1: 5 -RefreshCache #H—iERl, EHNHBLREER,

BEXMAERAGLTFAER, FSRUTRA:
o RIFREENIKE:
- AgentCacheUtility.exe -RefreshSettings
o FNRFAEENIRENREEF:
- AgentCacheUtility.exe -RefreshSettings -RefreshCache
o EFRAREEE:

- AgentCacheUtility.exe -RefreshCache -Reinitialize

U

REFAIRITXHEZEEXSH, W Agent REMARIRER D FTR,

RIBRE
WEM RIEiREEHE:

+ AgentLocation. AT EEREBRENME, EEEMHIXHRER,

+ AgentCachelocation, ATFIEERBEENERMNE, NREE, AENMEFENHEFREEEEMNE, M
FRENEREXHRH,

« AgentCacheSyncPort. AFiEERBEEFRL HZEZIEMEMRSHEHO, UEEKEBEFSEME
19ARS2EEL

+ AgentServicePort, ATiEEREEEIEMERSERNE,

 InfrastructureServer, FFiEEIETEMEMRSNEMEMIRSS23H9 FQDN g5 P tthit,
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+ VUEMAppCmdDelay. £ &8 EREN Ai2F 25138 (VUEMAppCmd.exe) #£ Citrix Virtual Apps and
Desktops ZmMARBNZAIEEFNEE. BIAMER O (BF). ATIMIES EREFBANELARATH
ETEMNE,

FERUTEI
o MRBEBIEHLTERERE, WEM RIEREEFSERARENILE.,
o MRERBIHLITEEIRE, HEAFEANKENRE, WREEFHERLIEENIRE,

o MRERBEIHLITEEIRE, HAZHKARENRE, WREEFFERRINRE,

RYIRE

SREXNXENRARECE!

+ GpNetworkStartTimeoutPolicyValue, #iF&EEEERESZFOIEMN GpNetworkStartTimeout-
PolicyValue 5FMRIMME (UF AR, thBEIEEHRIES RN NRIE IR RS REMLE A AN EMN
BYiEl, SESZEEAN 1 (B/IVvE) 5600 (RAME) MEMAEHR. RIMERT, LWER 120,

+ SyncForegroundPolicy, #¥FEEREREREEE SyncForegroundPolicy MR E, LHERKIZER
TEARBMERTREY, AESHE: 0, 1o NRKIEEZERKELE R 0, W Citrix WEM RIEBAFERR
ZERREREBR, HEGEVERAFARKSE. NRFZEILKEN 1, Citrix WEM RIEBAFRERRSIEER
R, BIRAPARKISENLESER AL, BRAERT, ZEEREIEPFSEH,

BE:

INREEEMBARIKIEE, I Windows <1782 F (Windows HREIER) FlRERERIBFIER
BRiIREZAIBE, Eit, FEREVRASERAFERERNEN. MREFETHAFERERITIERR
BRIRE, BREREN L

+ WaitForNetwork, #FEEBEERESESTEMN WaitForNetwork ;ERTRE (WU HEM), 1S
BIEERE TV FFMET2VBLAT AN E, 25ES 0 (R/IVE) 2300 (RAE) STRAMEMEL,
HAERT, kB 30,

AEN=1TETHE WEM RER S E Windows ER2REHIZEE. FIBE=1TINRMNBIE
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon T & & &,
FHERARERFPIFEEE R 2o E SRS 33t GPO, 7£ Active Directory SiZi=HI2SARSS 23 RR E LR
IBMMERED, FJEaSRENERREZAINHMINCIERE, FKITEINERS GpNetworkStartTimeoutPoli-
cyValue sFM&RBIMEIRBERNELD 30 1, UEE~ERM,

« ServicesPipeTimeout, 7 iF{ZE & ServicesPipeTimeout I RTMWE, BHEBEREIESE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control ToIEM, EAFRSIEH SRS
#KE WEM RIBRRSHRE 250, WAMRIURINER. ERFLGIEAERSEMNBRUNE ZRIEE, M
IEREBRK, SRS AME, UM REM. NRKEE, WFEABRKIAE 60000 (60 #),
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=

=W

MNRERERGSTRE LRGE, W WEM REBREEFERENEFTBEXLERE,

5l

ERILERU T oL THRAEERE:!

« "Citrix Workspace Environment Management Agent.exe'<key=value>
f5I4n:

o %F WEM RIEBRFRBRRE AR

- "Citrix Workspace Environment Management Agent.exe'"/quiet
Cloud=0

« BAFRERMEFFHERERN 60 7

- "Citrix Workspace Environment Management Agent.exe'"WaitForNetwork
=60

EERIEAAEEZFD

June 6, 2023

Workspace Environment Management (WEM) & A A& WV EEMmIEit, E7FE WEM B9A/NFIATY BB,
SEBEEIUREMRE. Active Directory i8E. BHAERNINIZE,

WEM mTi B BUAFRIEBNA A NS, ATANEMENRSSEES, WEM Il BNREBENREFAfES, Bildgn
RS 2GS ERAY (SQL Server #1 Active Directory) Saiizdifs (BBEFRIAMAE) FL,

RiIREITEAMESARSS BRI ENERUTRE:
« 44~ vCPU. 8 GB RAM # 80 GB MyrT Rt EZ =8,
TRILMERAU T AR ERNERFHNEMSIRS BHHE, ZAXRRIESELEZ XA EIESER:
o ERZRMARSSREE = (IE%E /1,000 ™) + (FAF#%X/3,000)
AR

o EfFEA NTLM SHERIENERT, 2006 RERMZAE Workspace Environment Management &%
HFE LA, A Kerberos B30I BT XL A,
+ 12 Workspace Environment Management 2006 &XE &k, K& NTLM 54303 Kerberos
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SMHIIEZ BEIEREER
« BWEM 2212 2, EBNEFTEN THERELHE, EREER LUSHEIHEMEMESHRS A ERLD
=ik 50%, ESIIHIEIIAE. RITRINERRIEARE 2212 HESHKRAE, XEFEFMAIUMPZ i,

FHRERE

June 6,2023
ik
AR
B WEM 2212 2, RENESEN TREERE, hiEaher] LU ERMNERSWRS N AR EE
50%. EBFFIEINEE. RITENEEREARD 2212 XAFESRE, XEEHRTUMFZE,
ZAI L% Workspace Environment Management (WEM) BB AR EIHARZS, MEREILE MBI
Ro MM ARMUAL,

FZ#FM Workspace Environment Management 4.7 Z gk A5 1808 HE SR AR T FA R, EMERFH
FRAFR, BRBEFLARIRE 4.7, AEARTBITHRE. BXFHAER, BESHTX:

FEARIE B TR R
4.6 NERHRE 4.7 =
4.6 NERHRA 1808 sES R T (A2 BirhRAZ B REIARZ
4.7)
4.7 1808 sE S AR =
AR

« WEM #iER. EMZRIRS M ERIzH & BhRA L FHEE,
 TXUF 2006 £z AiH) WEM SRZARE 2209 SHEBRAR, BIEEUTLR: AERBIEEARKY,
BRALRE 2103, ARHBARE 2209 HESHRE,.

HTIRUTIREF 4 Workspace Environment Management 4A14:

EhEE AR SS

£ 7
EMECEERIRAMRS
EEEH e

R

ok wpn =
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TR 1. FAREMERERS

Z 74k Workspace Environment Management B4R S, BEEMEWRS 28 LiE17#HH Workspace
Environment Management Efi&RSIRE. ARIES TR IRTLER,

FHREMEIRS BVIRIERSA
EAREMBENRSH[IVIRERS, BELAEFEANRMERANS —&ITEN L REEMEMIRS, FRERNEMZE
MRS IREFHEREE, KRG B BEMEMRSSHEE,

AE:

F4% %) Windows Server 2022 /5, WEM E#tZRIBRS AIRET AR, AR5 R EM R EEMLERS HE
HEE RiEED WEM #iEE,

P2 AREIEE
BE:
WIREARIERT Y, ERHALAIREZHE, BHERERAEERNVEIBRESD.
=’

12 AT LU fER Workspace Environment Management PowerShell SDK &3R4k #kiEE. &% SDK 314,
&2 Citrix Developer x4,

£/ WEM $#iEEBIELAERF EMURE. HEMENRSRELED, EaREEER Workspace Environment
Management EfitizEARSS 28 Lo

AR

WNREIETE S SQL Server A Windows S, BEEAEBRAERERNRMARR T ETHIEEARLAE
FFo

1. EFEED, %% Citrix> Workspace Environment Management > WEM $iEE SR AERF.
2. B ARBIERE,
3. ERIEEALRRSH, BAPMEHES.
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EH patabase Upgrade Wizard

Database Information

Database Credentials

Actions

Server and instance name

Database name
| |

I | Infrastructure service uses Windows authentication

Infrastructure service account

V| Use integrated connection (Windows credentials)

Login
| |

Passward

e

ARSSBBMLGIE TR, FTEHURER SQL Server\Lfpttit, BXMTLRBMEMEIRS SEZRNNT
i,

BIEERR. BFRBIIBIEERNZ M.

Bz MRS EA Windows 183E, ZRAERT, RERIET, EXMIERT, EMEHRSER
vuemUser SQL AP K IEZEDEEEE, (vuemUser SQL Bk 2ERELEFOIEMN,) WBIER
EA SQL LFIBAT REEXF B KL,

ERIATS, BERZEMIRSEMER Windows ik IEETIHIERE, EXMIERT, &EER Windows
PSR RE R SQL £, MEIEN, FEMEHAATOIREIRRE IETREMEMARSHIMER Windows
Ao

EAEMEE. RIANERIET, ILERAFRSERETASHSHH Windows #kFiEEE SQL

Server HeIZHIERE, MR Windows tkF &8 B BRI R GIZHIERE, FRMEEEELAER
ER BB RHBIRE Windows HFIETT, SiEBMRIGED, AERANERRHBERRR SQL KA,

4. B AR FRBIEFEARIRE, REEARNITHRE, BHAS.
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MBHIBEFARIAE AL IR, E10ZE Workspace Environment Management EhtZeARSS LE X4 Ha] B
VUEM $iEEEE L AR BEX .

SR 3. ENRERMRERS

fER WEM &t ERSEE X AREFEMEERMENRS. B2 LEEMEWRS.

SR 4. FRETHG

FREERETH &S MNFE Workspace Environment Management & E&EEEHIEES, HEARBER

j=va)
EHo

EAREREH G, FETEEEHaREEFATRITXH. BN, RER5REIET2ER.

SIS ARKE
BHE:

o FRAIEZHE], BHEREKEAFER. XAUBWRAFRIIZALUEZITEN LIS,
« WEM EREERSHRANAEFFHAT WEM RIBRIARAS, Citrix BIERREARIIRTARA, UE
A] LAE AR T B9 ZhAE

BEARNE, BEEMHTEN LESTHIARERETRITX .

P&

June6,2023

B BT

1. M “FFiE” Fadhik#R Citrix > Workspace Environment Management > WEM EIEixH14, BAE
AT, BEESEUTERRESE.

2. EEBIEHIATREX L, BE &%,

3. EMRERMEMRSSIEETOF, BAEMIBEMIRS SR, REEE E%.
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REENRE

EEBIEHIEH:

1. BEETHAFERPHRBETLUER ESNERFETEFERD.
2. BEFEHHTA MNAEREEOKEENIRS.
3. RIEFREEARE. AXIUERNRENFAES, B2HA A FESZ,

EEX

June 6,2023

“ER ETFR

“E U ETF AR TR

EiR, BERIRH o ERIEENEMIEMIRS . £ MEEMIRMIRSSIER WEEP, BE
o BRHZRIDARSS 23 A MEE R R B R AR 55 8598 Mo
o EERO. BERIIEMIEMRSNRO. FIAE 8284 EFLIEAT.

WiFFER. ETAEEEH A5 SMEMRMIRSNER. ¥, EERAUM—MZH &R ERARERS—
=R A EES M EMERS.

fiE%E, M— Workspace Environment Management (WEM) s (BREE) HREIS—Mbs.
o, 1TH QIRREEE §0. AFERESZ T WEM it (BBE%).

o B Mm (BBEE) B8, EANERTEYRKNEESETIRP,

o BiBH. Mim (BEER) HPARREMSRAEOHR,

o WERE, iR (REE) B “BR” B2 “BA’. £AN, WEM KRBT ZEESER (REL).
mig. A “RIERES” B0, HPRETS “QIRRES” E0ORM.
iR, MiPRILES (FABEK). EREEMIBR “BHAS", FA WEM A 8EERIET. B2, EoUHE#ITERS,
RlH. RIS (EE) 7R

AR

MARENEBEF GBI ST, JIRA=BEiRIHE.

& A &M AT, BYUTRENSHEINERES WEM SBEH81HEN. EaUEMIRE. 88, T288M
Active Directory (AD) 4%,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 89


https://docs.citrix.com/zh-cn/workspace-environment-management/2303/user-interface-description/ribbon.html

Workspace Environment Management 2303

o 1B1F. BIMEERN WEM 12, SMIEIRRIFERSH BRI XML XX,
¢ RE. HIMEEN WEMIgE, SMERSEET LN BMmE XML XX,

« REIRE, & “L2” ERNFLENAEIRE. SHEINMNEERRIRE XML XHFH. ERIUEHNSEE
EXBHUTIA:

- AppLocker #Ni&E
- BRI E

« AD X¥%, &3 WEM BERNARF. 8. BNARB(L. &) ASATFEREEEH AD WKREE, AD Xt
SKAEMMAEE:

- BFR. 81TBFMABFR4A
- 8. BEHEN. HENHEM OU

o BEES. &NEERNWEMBEESR, SMWHEENEESREFNRMN XML XHSH, EREEDSaECES.
BRI &EH SREEXKIILITTE

121F

AppLockers

HEC (S1REMRIEARX)
- diEes

- AR

%8 (WEMig&)

BREERUATRS:

- SiHBEHAEXE AD XR (BaitBEH. HENIEHM OU)
- BNEE (FtEdEfNRS)
- EEESPEMNE

TR, 17 ER mSUMEEIFIEH N WEM IRSECEMRA. HIUETREH, EFeS&MaIA (XML XH) BER
XHF,

¢ REKE, ME “%Z2” ENFELETRHAEIRE, EOXATIRER Bt SpEEESPHNNEIRE, iR
R T2 ETREY, BN TRNEBREFRESMN, XLERNRE MR ERRRNEIIERSES,
MRFE, BOIUSHIZRS. TR ASATEERELRIAS !

- ApplLocker #INEE
- NREEFAIEE
* BEMEIRE, FHHIPRNEEESNENRRRIZE,

£ “WAZAEFREMUSE” WEED, #F B H D WETEFE TR RSNALENEEFR
2N SE:
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- MRERE B, WERZHEANDEERESFE=FHBRMARE, NYENNAPRAFETE
BRIt RE AD i, EFfDEA M. EAFLENRNBZME, BRERDERS, HAXLE
MNFFEREINEFEPFIL, ERTLUL CSV X R HZXIEEF,

- MRER T, WEMREEHTOFIEIN, MAZNRAERFHAEFMEF4H,

o AD X%, #F&EHHAD MRERE MG LR, BY XR AF, BIUNESFAN AD SFRBFITRAITH. 7F
“VRELEMN AD WR” WELE, TJLUEEETRRML AD WRUNEEEE (Bi) MEM WEMAD £,

. BB, BEMHNRESEERREN WEM, —RREEMmE—MEEE. WEM BEBEH S ae T E—Ladia 1 88
MIETENEES, EEECMENEES, BMIIERY ‘BEE” XEPAEE. MEMREEN, NREE
HEGHERZMNEESE, WEM 288 HEESRE N <configuration set name>_1,

} =r

AR

ERERRIER RN ZIM AR RER.

« MEMKES B BERIZRE

o AR AD SR AN BlE B MBS AD WK, AFBRTFERSELERASH AD SHRITEHEREF
T BEE.

o IREET BERN, WEMEIEFBZAMERFRENE AD WK,

T, 7 I8 BSLUFAFIRTR (GPO) B9 zip &1:E 2 WEM,
BE:

o % ASMNEE WEM 21589188 (GPO).
o HNENEEFEIBIEZMENNEIRE,

BB ERITUTEREER GPO:

IR ERIEHI B,

£ ARBRERE 00, ARETEEMNH GPO, ABERE &%,
AEMARBNREODR, EEEREFSHNMUE. &, ETUREMRERR,
BEENHUBHEDR, ARREHE.

SMAIEHXHR, REBEERN zip X,

ok w e

AR
WEM ZEZ35F% 8 5% GPO &M H£M zip X,
HIh&EH GPO &, B& T 3% GPO T2 WEM, £ “BEXBMXH” ttEL, 8F NN, AERSMEERNX
%o
o« BE, FEARNEEZNE WEM &8 (GPO),

o B, ¥ GPO HiNESSANE WEM 89 XML X, MNREBWESNBIREHITHRAITH, SERUIED, 3%
wmhEmE, ER TR RSFHFN XML X%,
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} =

=

TR L Bkt Sk, EREEERREFRIXABIZT.

KXFEB~

‘KT ETF BEUTES:

EEETAHERS 8. AVEIETE Citrix WelEARS BRAMIE, [NERITFARTATEEREMKE. HE, ERILUE
A 2RSS KARFFR T ETRRIEER LR, EXAMERT, Citrix FaLERS 8B5S EMEFMHEE
BIEERHE—(IE,

TRENEEBD, £ Web X323 % QP17 Citrix /= @3Sk,

WL, FIF EREE SR WIFE, XSRS E T EREH G Bt A3t sL ),

- BREERER. IREA, EEEHSBTEMNBMERE DRERNERERS.

BREARN. EREEEHSIFAESIER. BSEHRIAR “Users” XHHRERERFEIE,

=H AR, AN EERITS NS MINRR#HITIER,

« WS, AWEREXERTH S ERIBMEMRSHNIRD. ixOMR5EMERMRSEEPERENKOE
ILEg,

XTFo FIHHRIRANERZH ST (FaNEEE. EMAIE) URERER.

1R1F

July 4,2023

Workspace Environment Management @3 A ERES FEANBREREULEXRREELRRE, XLERERIES
BNERERF. ITEIN. MEIRHEE. MEMESE. EaIERSEEREREAF A, Workspace Environment
Management iR AEIRALTIEEE, LUEESHIT E T XRIE,

o BRIEEEEE!

- BFA

- ATRBSIRE

- Applications
- Printers

- MKE=E

- EIAIRENEE

- JEMRI
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BT S
Ports

Ini >4
SMEBIESS

X RFIRIE
FF DSN
XK BX

« Filters

« Assignments

1BR1EH

June 6,2023

BRIFATHREAVTEBRAEX —ARE, AREI— N TEFHRMFATREEEXRIEDERLBAAF A, EAILN

E, BABFEZNHE “BF ERPEENSNMEE. Bit, EUE—NPBRPDESMEF.

e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMZEKX,

NS LIRS

1B1FA

ETEREANTIR, €8 B KM ERamsiiagdiEyR.

B
BE:

o BIERNEESMEELS (NARERF. TENAMMNERHES) PEFENERE. fl, REEE ‘A
BFHIR" SR ERNT AR, BN “RF4H 7R &R ERRFA FERAHERE VAR

s
o MRAEBHEHRIEAE (REATIR> R > BEEE) PHRFEERD, NWEERZETIA

THERNERNARE Fo

AR,

B BOERTAHIEERIRE. ERILRITUTERE:

o Ail. ATCIZERENEL AR AR ANFTERIFRIR(FRIR(FAE,

- Al b
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o iH. ATHRIBIAEREL,
o Efl. ATMIBRIFASFIRIFAE,
o MiER. ATFMBRIMEEREL,

ZEIRBIRIFA, BHRITUTI R,

1. 72 EEEHIa > 8F > 121F4A > BFAEYIR BT+, BF H.
2. 71 “HERIBMGAT BO%, BAREER, NTHHIRPEFRERVEDR, AERE “HBE .

BIRIERIEA, BMIIRPEREANA, ARRE RS

EREREA, HERERENSA, ARRE EF. 515, 2T SFEcameERE, REMRRIIET, FRE
5% “-Copy”. fERILIEE “4RiE™ LAERER.

AR
RIEIREAR, RIEBAT AFESRIETERRISER ED, TNASRMESMESHEIIREIES BRI
£ (IRB). ERAZIAW, BRI BRLE > iLE > FH8I1RE K+,

EMIPRIRIEA, BEMFIRPEFESHENA, AFET Wbk
AR

NRMFFNREE D ECRIRIFE, NFMMNESRRMENERBFIERAF.

FERMIE M

B BRIFANEREM, RRMERERIFATIRT.
WA, ATEEEXBRFEANEMES,

IREARS, ERARSNERRSZETIURIEEL, £RE, BEERBEANREBFAAFE, RELFINE
IRFAATE SRR,

icE

BTFRFESEIEEENERE. €8 B ZRaM. ERamsiERaigiE,
. XERERERLURNENE IR BRIFAPIUIR(E,
BEMSURFSERIEL TR, WEREMRFH R EF IR ISENEUE D ECIXIRF.
==
o MRBRERNEIEDEL B RREL, NIRER BN ELXLERF
o MRMEDEL AP BRIEAPRIFREIE, NGB MXLERFPEUE S BCIIRE.

BiE. XERMERENRATCIEIRIEENERIE. TR UEFREMEUREEN]. BEAIUASMITERELE
w0, MAREFREAVIE. FOATEN. KohiesSF,
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bali)
HE:

WMRE RENE” ETREY BN BERPANESERIRIEADRRIE R Bk, NWEREREIUEBhEMm
BERECIRFENAR.

£ BRIE > “BEET > “BEATIR BT ENRFE RERFE, ErURFERLENRESEAEANAIH
BFE, Ak, FHE “E5" > BREQE > “BRIEDER EIF. FiZER+LE, REAPIAREAUEE A
ERPESEIENIRFEAN “BFE" e, EAUEE “BFE" TRELHINSUEEEIZENIRFER NEik
RAAS B EFT KRR E D RREVEN . HECIRIEN, RASRTEERERTIIZREHIT ET XL,

BXELINEIENFRER, BEH £5,

DECIR(FAR, FEERUT/LMAER:

o MRDECHRIFA, WEDEREPESHFIERF.

o — MRS MEFAREFRNRFATESE, NTESNRFAH, DXOENARBEERZLIENE,

o AIPREARIIRER, FERDESH—MEEATRIREERNERME. AXWERLT, ROENBRERES
ZARMERYIR(E, MMSBUUERERNRERIUEDEL. HEMRFREFE,

BNVSES

B0, EERIRIEAIREEMIAER (iexplore.exe 1 calc.exe) RN SELRE,, BRITUTHE,

1. %3 BEIEHIE > 12 > NARER > NAEFYIR EN£, ABHRMEARERE (iexplore.exe # calc.exe),
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S Network Drives
e Virtual Drives
&) Registry Entries

ﬂ Environment Variables

preren of R ] s o fpoosee

BB Gonnec e In - lncsiaaat € Current access level - Global Full Access

2. %R EEEH G > 1B0F > BF4E > BREATIR IR, ARRE N SIRIBEL.
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S Network Drives
g Virtual Drives
@] Registry Eniries

j Environment Variables

® Comnectsd to : localhost © Current access level : Global Full Access

3. £ “BFAYIR ETRLE, MEEEIRMNREAUE A" M BEE" ERFERRFEIIR.
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& Printers
S Network Drives
W@ Virtual Drives

@) Registry Eniries

j Environment Variables

Action group 1

Avalable:

| Appications
. (@ Calculator
(4 Intemet Explorer
| Printers
=12 Drives
= =2 MNetwork
S Virtuad
-~ Registry Entries
~~|_ Environment Varisbles
L Ports
“o IniFiles
|7 External Tasks
----- | Folders and Fles

© Current access level : Global Full Access

4. £ ‘A1 7 EH, WESTUAEFFEEDE EEE Bk, ShIUBIERNAER, ARREMHE

SKRIT IR,
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[ Applications
g‘ Printers

S Network Drives
wg@ Virtual Drives
@) Registry Entries

8] Environment variables

| [ Monitoring

@
Ports.
[ IniFies (e T
] Extemal Tasks | Configuration
i e | J e pea | cex |
F ed:
a8 ) Avftl: Configur
[ retos >
[ hssignments =1L Drives
LS Nebwark
[ System Optimization 'I:':::L | <
1 Regstry Entries
| Policies and Profiles " Envirorment Varisbles L]
L Ports
! i Security | IniFiles
: i . External Tasks
- [L) Active Directory Objects 142 Folders and Fies @) Create Quick Launch
- UserDSN -4 Create Start Menu
| [ Transformer Settings L A= Fie Assodiations @ PnTo TaskBar
& PinTo Start Menu
- [ Advanced Settings | ) Auto Start
. Printers
[ Administration o
L Network v

@ Current access level : Gobal Ful Access _;

5 7 “BEEE &8H, A TUAREFEEET. TITAd, BREIKEMEREEIESE,
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5S¢ Network Drives
W Virtual Drives
] Registry Entries

&] Environment Variables

Actions |
@ Forts |
[ IniFies focor o] fooaid o fooEat o fpooser
) Extemal Tasks + ||| Configuration
| J e o | cer |
Avalable: Configured:
i Fiters ol =
- t} Bk | R ~
Assignments
| = Drives
|~ Network 4@ Create Quick Launch
[ System Optimization | 12 Vrual | < % Create Start Menu
- Registry Entries 4 PnToTaskBar
- [ Policies and Frofiles 1l | :-i2 environment variabies -4 PnTo Start Meru =
| Forts Pl -4 Auto Start
[ security | 1 IniFiles | E-@ Interet Explorer
— - = External Tasks % Create Deskiop
- [ Active Directory Objects 1 " Folders and Fies @) Create Quick Launch
| User DSN ) Create StartMenu
| [ Transformer Settings il | -L= Fie Assocations 1P To Taskear
& PnTo Start Meru
| [} Advanced Settings | 8 Autn Start
Printers
B Drives
2 Network -

@ Current access level : Global Ful Access ;

6. I EEEHE > 28 > BIEDE U+, AENGHEMANARUE ‘AT A M “BENE” BT ETRREL

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 100



Workspace Environment Management 2303

[# Modeling wizard

Priority

- [L Actions

- [ Filters

| —

- [L) System Optimization

- [ Policies and Frofiles

- [ security

- [ Active Directory Objects

| [ Transformer Settings

- [ Advanced Settings

- [ Administration

[ Monitoring

Assignments
| lred o | dear |
Avalable: Assigned:
= Action Groups | Action Groups
[#-{ Action group L | " =1 Actions
(-1 Actions 1 Applications
-1 Appications . Printers
-~|Z Printers | < 1.2 Drives
[#-|__ Drives - Regstry Enfriss
| Registry Entries L Environment Variables
<L Environment Variables - Ports
| Ports - IniFiles
12 Tni Files 1 External Tasks
L External Tasks 1 Folders and Fies
| Folders and Fies . User DSN
~-|_ User DSN - File Assodations
~~|_ Fie Assodations

© Current access level : Gobal Ful Access _;

7. 7 “FIR” B8, WEHIECIZRIFE (EAFIFAIREA D, REBHE B0k &8 BhrIllidEdik

FRFAE, ARBRRARSSRAITIEE.
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[# Modeling viizard

n anonymous users and

8. EHEmESREOS,

Assignments
\ P ) Dear
Aualable: Assigned:
ELZ Action Groups i {_ Action Groups
8 Actons ||| si e 2 | £ s
L Actions 1 Appications
,im | | Applcations L Printers
| Printers | < [+ Drives
M - [#-LZ Drives ~|_ Regstry Entries
I 1 L= Registry Entries | Envronment Variables
| Environment Varisbles | Ports
5 System Opsmizatio 1 | Ports . IniFiles
L IniFles | External Tasks
| [ Policies and Profiles | i8] Extarnal Tasks 12 Folders and Fies
2 Folders and Files iZ User DSN
0 security ! | User DSN 1 File Assacations
[} Active Directory Objects |

PRI True,

RIERHHRE,

© Current access level - Gobal Ful Acess _;
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9. ®3 “BEEEHE”

Citrix Workspace Environment Management -

']ﬁﬂﬂew

=l Refresh

¥ Bacup

¥ Restore

5 Action Assigrment il

[# Modeling viizard

| Actions
[ Filters
L Assignments - 1:
- [L) System Optimization ‘

[ Policies and Profiles

i securiy

[L] Active Directory Objects ‘
[ Transformer Settings 3

[L} Advanced Settings

|| Administration

[Z Monitoring

Name Description Priority State
w |Everyone A group that indudes :
Assignments
Selected Fiter
[aiways Troe "
Avalable:
[=-| Action Groups: - Jtion Groups
#-{_F Action grouy Actions Jrions
EHE M_iions b o | cocel 4 Appications
#1-L= Applcationg Printers
| Printers < e+ Drives
#-|.2 Drives ~|_ Regstry Entries
|2 Registry Entries -+| Erwironment Variables
+|_ Environment Variables {2 Ports
-~ Ports ~{ IniFiles
L= IniFles L External Tasks
= External Tasks L Folders and Files
| Folders and Files {2 User DSN
- User DSN | File Assodations
| Fie Assodations

€ Current access level - Global Ful Access.

> ‘B > ‘RIE” > ‘Gt @&k, ARRE R
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& Cornect iaw“m-qm“h ‘]ebeleve 4 Badup
& Create
EM“ mnlerron

Helialil Regstrabons

@ Advinsators Agents Summary
& Lisers Total Agents (Al Sites) Total Agents (Current Site) Total Agents Last 24Hours Total Agents Last Manth
24 Agents | L | [t | [t | [1 |
{8/ Logang
Agents History

Device Name Device Mode!
AG-AGENT-DEMO1 | HVM domU

[ Actions

ﬁﬂmers

[ Assignments
- [ System Optimization
[ Policies and Profiles

[ Security
[L] Active Directory Objects
[ Transformer Settings

[L] Advanced Settings

i Clear Expired Records
ﬁ Monitoring

10. ARBEHENE, ARELTXCEREFERRIH TEKAE,

€ Current access level - Global Ful Access.

11, EEfTRENTEN (REEXH) £, BiFRENRERSTEN.

FRGIR, XM TUBREFERNSDEALAREIN, HERRESANISEHEEIES=.

AR E

June 6, 2023
B5E:

WEM BriZ#FRmigmES HKEY_LOCAL_MACHINE #1 HKEY_CURRENT_USER AMREEET
KEXRVLASRIRIG B,

FELHIBRARA T, &R EEISARIRENEM (GPP) %2 Workspace Environment Management (WEM) &, B
HAER, 1E8H WX FH TBRSHNRE, SMERTLUSHERIIGE (ETEMERMNIGE) SAE WEM 4,

SARER, TRAEEDEW GPO Zil, ErILUAESE GPO XEKEIRERNZTME, ErRILKE GPO SEsnF
ER AD 4, MEDEEMRIE—F, MREEERE GPO NELETEF, WREFSEN. AFTUEEAFRMHE
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o WRBXITENBTA, WitENEINZERER. NRYTAFETAH, WAFPEKIIREEER.
e

BETENBREILRER, 5E#H B Citrix WEM Agent Host Service, EfRFRFIMIZEIRIEX, B
PRI AR ERE Fo

ARG E
AR

EfE WEM {I2Ee05 EMIRARIKISE, BRIEREEHE EBAT Citrix WEM BFRERIRS.

BRAKKIZELE, THEERHA WEM MIBAKRKIGE, RIAERLT, AL FREARS. BRER:

o BREREAERRIGE,
« BMEARIIRECDECLAFAHAFA, WEM RSB EIRE,

HARBENRTER

ETIA GPO B3R, EAEHREAMEHHRTHER.

* RUF. R GPO %%,

o FN\o I SAAFRRIZE M%, ZRASATFEHARIRESN WEM,
o iE. AT4IBILA GPO,

o MER. MIPREERZRR GPO,

SNARKIKE

SNERIGE 271, BT Controller L& HAKRIKIZE:
1. fTFHARIREREH S,
2. T ARKRERE BO%, ARETEENH GPO, ABEE &%,
3. AEMERBNREOR, BEEBRESHNMUE, SE, TAUAEHRMHER,
4. BREHUBHER, RAEREHE.
5. SMBIEMXMHE, AEBEESEN zip Xt
AR

WEM EZ S NEBEZ1 GPO &> 43k zip Xt

BESFNARKIRE, BRAUTIE:
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1. 5 WEM RRSEBIEEM -~ ESPARy LR, & GPO 9 zip L% Citrix Cloud FEZIAXHF,
2. SMEIEEEHE > 2F > ARKKERDF, ERERARKRELE, ARRESALITASARS.

3. ARNASHNESNOXHGREL, BENRN, AEMIIRPERERIXMH. BHAIURAXHNRR, AR
BE B HEE.

« BEEZRISAN GPO, THIRTEZIE GPO,
4. B8 FRSN UBHSAIE,

5. ARG, BEiTH. AN GPO B 2R AHKIEE fIF L,

MEMRX S NARRIZE

TR LU A Windows SEMREIERS LA EMRER RN GPO LU#TEEMDE. MREREIMRIMPIREN
CSNEMERSAET I, MILIHEE:

o AFEEHKEY_LOCAL_MACHINE #1 HKEY_CURRENT_USER FTENIMFRE,

o FEENREG_BINARY #1 REG_MULTI_SZ B FMERE,

o LIHRIRSTE.reg XA HE X B M RIMAE X BEIMIBRIZIE. B XRFEA.reg XHMRFEMRMAMENE
B, #ES8Ahttps://support.microsoft.com/en-us/topic/how-to-add-modify-or-delete-registry-
subkeys-and-values-by-using-a-reg-file-9c7f37cf-a5e9-elcd-c4fa-2a26218ala23,

FEFRZAE, FESUTED

M zip XBES NGB, ZXHRINEE— MRS NERR . BREESXXEFNANARET 30 M.

o Freg XHEERBRAN— GPO, EAILUSEMNEIREH GPO MA—EEMKRIE,

o STEMEN GPO WEMBIRIBERMN.reg XHHNBMERDN, TFl: NR.reg XHHEFFA testl.
reg, MEEERN GPO W&FA testl,

HIEN GPO MiERAT, ENRNRSRINNERA (BXFZER).

BESFNARKIRE, BRAUTIE:

1. ZEEEFIaH, BE “BF > “ARBILE", &R "BAARKKEQRE, 8F ‘SN SUNRTEX,
REEE “SNEMERXH .

2. EERMHIESH, XEIEMRER zip £
- BEWAW GPO, FHIEREAHRIESESRINE GPO,
3. BE RSN
4. BATERE, BETEM. MEMRIXHFEIREN GPO BERE “ARBKIRE" &,
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RIBERIEIRE

MFIFRFARERE N GPO LERSHIRENZHME, HiREFERIERE.,

25fE GPO, BFARET GPO, AEMEEPER Ef, RHENGE, KEMEIRRME. REMKERBXHFHRMT,
HuHERSR “-Copy’. ERILUEMR “HiB" REHKEM.

BhRERE, BERRBARBYRED,

##. GPO FIFRHPERH GPO &,

WA, ATIEEEX GPO WHMES, %EEERE GPO FI&RH,
AMRIEE, BT GPO B&8EmERIEE.

R A .
= .

HIRMRIE. NINANERE T EMRNIRE RIS ETERPIFEREN.

o e RVFIEAIEMRSL
o YiH, AVFIEREEMRDL
o MIER. AVFERIFREMRDL

BARIEMRRD, BREAME F. UTRERA:

o % AFEIEEEMRIEIEEINF.

1#1F. BTEEEMRIBIZIELE,

REE. ATFEERRIULEE,

MFRE. AIFERRERRDEE,

BIEEH, AWFERBNFRENASEIERA,
MFRZER. AVFEREREMRITBIR,
BIFRFAEE. AVFERFREMRIFHFREE,

« IREH, H#FFE: HKEY_LOCAL_MACHINE # HKEY_CURRENT_USER.

« FHRIR, RERTMMNEIMRMANTERR, flw, 0R HKEY_LOCAL_MACHINE\Software)\
Microsoft\Windows 2 MRMHTERKZ, N Software\Microsoft\Windows F
&R

o B AFENEMREEERT. TEFREETHHE A — M EESIMERE.

Mame Type Data
REG &2 (value not set)

o XB, RTFEHERERIELE,

- REG_SZ, ItEBBATHRRALARXAEENREFTT S,
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- REG_EXPAND_SZ, [tXRZ2— Al BHHIEFH R, HHEEUARFARNEERMNTE, fim,
SHFLUTE, FRE “%SystemRoot%” iR IER SR KA LPRALE B ik,

- REG_BINARY. Efalfizziey Zi#HIEkiE,

- REG_DWORD, 32 fi#{¥F, WREEBEERFHRE, Fl, 0" RRERA, “1” RRERMH,.

- REG_DWORD_LITTLE_ENDIAN, /hi#t&=tey 32 U=+,

- REG_QWORD., — 64 {iify# =,

- REG_QWORD_LITTLE_ENDIAN. /N#igzUHY 64 %=,

- REG_MULTI_SZ, tXBR—1ZF/RE, BFRRAEEFIRASMENE, SIMFETAEFRIMR.
o BB, AFERANSEMREWNNOHIE. WFARNHEXRE, ZAEEEURRNERNBATRRNEEE.

BRI RE R E— LB B, BFIBUT/LR:
¢ 5HKEY_LOCAL_MACHINE *ftREE 2 TxBHEXIGTE Citrix WEM Agent Host Service Bz
1ETER SQL & BRIFTER BB A,

« 5HKEY_CURRENT_USER FMREE R TTRENERTRAFP ERITERK.

ETXARKIRE

TRILER LSRN EDE#HIT LT, MMEARBKIREE RN, MERBE—FAVNS MG NHAFPKR
EETIREMNARIFE R4, WEM Agent 72N A2 ERARIRIRE, TN, 7ERHERITIMIESRN, REXB
TXLERE,

FEARKSBEERHNENTIERRZNT:

1. EERBITHATR, SME LR > ‘KU HEXEMG. EBR &M
BE:
BXAAMERHNTEYIR, B8R Mitske. ARKEEFEAPTITENLE, FLEMEREFNE
BFRFIEE, NREXEERGRATFIHENILE, WEM Agent BRBEHERGHEAITENILE,
BEXREATIHENLENMEFHNTEINR, E2F NEATIHENIRENMIESR M,

2. SME KR > NN FENIHESIMN, EALUSESE 1 BEXNREEBEZAN T, BB A0,

3. SME BE> ARIKGE, ARKBEAKKILE,

4. SME BIBIZHIA > S > RIFHE, RETRIUATRE:
a) WHEAHSRISENAF AR H.
b) #EENERERF, AEREEAASX (>) UDEENT.

C) £ “HFE % BOR, EREESE 2 PEXNHN, REE & “BE . KEN TR BEBE
‘BofkE” B

d) ZESRERT, EBEBNMER BA—IEBRUIEER LK. NMEBK, RERHES. HELK
BEIRERERENE, URREITEREPREEBKRISEL,
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TEFHTERTIHENRE

iipritr = i BERATFITENIRE

ClientName [tEz2 5

Z i |P #hhtIeEd 5

FEMREITE WMREL HKCU FLELEEMFRE, N FMRET BELTH
ERNRNATIHENIRE, WAREER.

BFEXR/#XILE 5

HPF UlESTES

iy

P SBC HiRzEE

I

Active Directory E&{ZILER

I

Active Directory EMILER

I

% ClientName ZE2

I

BEZER P itttz

iy

TEMRELE

lig

TR P EK /X AR

iy

SBEARF Ul EEE

iz

iz

3%%& Active Directory BRfZITER
%% Active Directory B1$ AR

iz

E iRt OS ILEg ES
TEF IR F R R ILAD ES
Active Directory 4AITLEZ £

%% Active Directory £HITHED

I

BRBHHRZIT

I

NRER

June6,2023

1IN AR RIES TR B
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e

o e LUfE A Citrix Studio REBNAREFIEE, ARHMiER VUEMAppCmd.exe iR #1117 XX 4
# 12, VUEMAppCmd.exe #i 1R £ Citrix Virtual Apps and Desktops & 75 B9 W B3 12 % /5 &) Z B,
Workspace Environment Management R EZIFENLE, EXFHEE, E21 €A Citrix
Studio RN ARFILE.

o TR LIERSLERY B Workspace Environment Management ##1E, FHEINEEFEE K,

NMREFIE

MENBEFERENTIR, EAILER Find RIBXAFRHREZME D fHHEFIR.

NN FBERF

1. B EFXERE 7R 65
2. E “WENRER WNEEENFPHENFAES, AR E

FEANIE M

B

o B, NARFREAXNETREN, EREINAREFTIRF.
o R, WFRNBREMA/QZASH, HATEIEEEXRRNAMESR.

« CARFEEE, RESXBHNNARFLE, AR ERENNARERF. XMH/X#¥%. URL = StoreFront
NABEZ— UWTMERHSEN, BABURTIER:

- W17, BPHITENEIRARFTHRITXHNRRGR. 8 ZREAVFERN S 4t R RIT .
- ITtFER. REAFXITEER. NRENKITRITE, WEHES,

- 2%, NAREFNEARHEH.

- Bff. (XH/X#X) MARFITHNBERX S EREM,

- A URL, (URL) EFRmEARFRESZE URL,

- AEE URL, (StoreFront MAEE) B&EMNRESXBaIZEIRE StoreFront ARER URL.
- FE®IR, (StoreFront RZF@E) StoreFront MARE LENRERRNBHNZIR. WK ZEAATFE

M RAERRZ R,
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e

ZRINET StoreFront NAAENNAER, EHNIREENNER F—RBEENEEENA
BIERREN, BER—IIWEE, WWHEEFSRTERBANATFERIERTF Windows 89 Citrix
Workspace ZA#EFNERE. 2fE, BHNE#ERRED, EPER7THE WEM BRBIEH &8N
+iz1789 Citrix Workspace M AE#EF A Windows 1R E &N AEF YR,

FaREEM. £ “FiR REPERNAEFRELSXNRUE, RINMERT, 27 BFPeRRNRES
o

EEER. AWENSEERXEHNENNBREREREER. AERT, MREERNAREFTHRITXEN
Efr, BER LUERERERER. EiRUXAH X EFEESRERET,

- XREDWRET. EEFERNERSEET.

NARFRS, EHESRRNARFRESN. £ARE, BMEENRLARF, RBHFRLREE,

IPET. BUER, IRERAILAPETYARFRESR. RESREMRESINEE —INESRE, UK
TZEMATR, ARBRAPIWE—REER, EBNMINREXENAEFAIHE XiF, EmaIUEHE
BEXTNAEFLTHHPRSHAR, MEZEBMPFNAEZFREFNER.

EREM. REAXEAPFRHETRIETR,
R, ATERAREERTRIINAEFNAE, RBEXOKANE, HRUTHEIXBN (Fa): Ctrl+Alt+S,

BRI, R ZRB M A RE IR (F.

BRIRE

- BRBMEREE. ERIENGE, NRAFEBEMRNBIEFRER, WRESIERFNBMERIZNK

BEFRES
SEREIEMMIE. ATERENAREFRESNERAFRE LABIUE, BUGERNBL,
Windows #x, ZHIARFRERS LNRIMED. EREOXZRRACKEOPITH,

FEEBBRSPET. AREAREE Ul B TEITHN, MELAFAIUERRNRSEERRNBBRS R
ERRINARERF. XEEFHRBRELTXRE “RONARER BiR7IRN “BERARER &4,

AP R FERES . ERELRPWREFRS KA IZNAEFRES

ERMET StoreFront EAEENNARFRE, BXTRHARNER, UWELREE WEM BEEHI&ITEN LN
Windows Citrix Workspace R B#EF A IR B £ AEFTI&R,
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TR KEME

£ Fi” RBEHETRNAEFRES XRRUEHTE,

RIHr. RN FAEFIR.

B, fIA—1TAS, ATFEERERNBEFRESBHENMIE,
RiB. TANRAEFREES.

MRR. MIRRERE FIN A2 7 RS T E IR

=/ Citrix Studio FiENARRFILE

Workspace Environment Management (WEM) A& RETEFHTE, MRAMEBEIMRZ, VUEMAppCMD
T & (VUEMAppCmd.exe) aT#® WEM R E 5 Citrix Virtual Apps and Desktops B &GN BIEFEZ Bl
SERL IS, BNTREBREXMHFES: %ProgramFiles%\Citrix\Workspace Environment
Management Agent\VUEMAppCmd.exe,

AR

T 64 (IR(ERS, EXA %¥ProgramFiles (x86)%.
f&a] LUEER Citrix Studio fRiBN FRIEFIRE, AEFINER VUEMAppCmd.exe HRTHITXHEER, Hitk, 1E5%
LUTFHER:

1. SM=E Citrix Studio ¥ “HARFIZE” > “i B WH.
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Studio Location

Enter the location information below.

Enter path of the local application on the end users operating system:
Identification |

| Lo

Delivery

Browse the applications on the lecal machine, or enter the path manually.
Commandne sgmentepions

Groups | Example: https./fwww.Example.com

Limit Visibility Working directory:

File Type Assaciation | Example: \\myapps\

2. BARZLAPIRERS AN BEFEER.

o BALTARR:%ProgramFiles%\Citrix\Workspace Environment Management
Agent\VUEMAppCmd. exe,

3. BABRITSRLUEEEITANNABER.

« BAE®T VUEMAppCmd.exe B AEFHTERREF, IRBEEETH, FRERKNARER
N LTEEENEISH,

o 0, RigEHEE T VUEMAppCmd.exe =5 iexplore.exe, EaILUEE BN TSR ITIT
fE: "%ProgramFiles%\Internet Explorer\iexplore.exe",

FTENH

June 6,2023

LRI BT ENALBYBREY
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e

ISR LUEREIASShEY B Workspace Environment Management &€, EEEMNEK,

PILEFTENH TR

BAM— ID WIATENRFENTIR. ERILUER "B RIEXATFFFHRIZAMRE D fHiEfTENHGIR. RILERLD
BEX LR SAMEITENIRSS 28 S NITEML,

ARINFTENH]

1. 72 MEITENNFIR EW+ £, BE Ml RERPETEAXE, ARELTXEREPER M,
2. 7 “HERMSTEW §0OF, BAREEE, ARRE “WE

FERAIE M

BiRo FTENHLZRTEFTENNFIRPH B REM,

W, WFBNETERS/QEMST, HATEEEEXRRNEMES.

BIRER{R. $TENHTE A IR ARTRYRR o

FTENHURTS. YIHHTENN R B RERER. BAR, AESELAF, AEBEARSNEH#TAE,
SMERITIE. AVFIEIR A ERER T ENN BV E X1

BREE. THRRIERIF RS NAF B EREZITEIN.

IRIFREL, MRILFRET AKEIRIF. WTEAIREMIHTENNX M, F5EBRREIEN XML FTENHFIR X HEY4E
MR (FSE XMLATENNFIREE) . RIBRIFET, TSI XML XX, LUEFTENYIARINZHREIEIATIH,

SFTENM

1. ERERH, BE SARBITENRS S,
2. £ MRISHTENIRS 22S NEEPRNFAESR, AERE HBE:

FERMIE M

FTENARSS 28R Mo EMATFNITENNIBVFTENARSS B3RV R 7o

ERASEAZKIE. RANERT, SNEAEERTH & YaEiTPERNSHH Windows kP BIEIR, EFIIEme 91T
ENAR S 2R IER S E A RIRY R,
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LTSI

June 6, 2023
4 IR sh a8 FIBR AT,

e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMNZEKX,

MR EHER TR

WMEMLERENERHITIR, EAILUER Find RIBXAFRBZREMR ID HEHIR.

AR IR THER

1. B ETFXERE 7R 65
2. £ fEMEERES SHEEETRPRRANFAEE, ARE &

FEANIE M

Bif. WENEE B RTEMBEENRETIRPIZRTEM.
WA, WFERINBRTERA/ABASH, HATEEESXRRNAMES.
BiRR. AR REITEIMEIREERRR.

MRS, HRNBR IR R EAERER. RARE, BMENELAR, REBEUFINEH#TAE,

SMNEBIEIE. AVFIEMRAR R FEREEI ML R R B0 E Kl
EREMBEHKESE. HRAERFIES AR B EMEIZMKSIXEER.
REBRN TR,

IRERR, WRILTRBMN AKEBREE BINKENRG LRGSR,

REIXIX B 25

June6,2023

EHIEIAIREN B AIBEY. EINIEEN2EE Windows E#IIRENEEE MS-DOS i&& AR, BT A (812 Gt 2 IR Th

/5o
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e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMNZEKX,

REPAIREHERT 2R

ETIE EINIRRNERATIR. ERILIER ‘B #%&MK ID fHiEsx.
AN D ECEIMEENE I TERZNT:

1. %3 BIRTHIE > 0 > EPIERNE > EINIREERTIR &I+, B M. &, ARBEE=AKE, ARE
FREERIEE BTN, WEHEET MZEMIENSE E0

a) 7 BMETMFL, BAFBER, AEERERTRENIRNIEE HERNA.
b) REMEREESFHREFEEMNEEEET D,

2. ®E “EEIERIR” > “EST > “BAENER ETF.

a) WHEAH S EREIMNIREN2IH AP A H.

b) EEEMIRFNRE, REREEGE X (>) #HITHE.

C) ENRLIBBMEHBSEOP, EHHRENE, BERERHES, AGREHTE. EMURNBEMTHE
B EENEER.

ZOEARERE—LENEAREN, AABRRTEESRIRE > K& > RSETUET+ L SQL RERIFERIEERN
B, MNRFE, BRITUTSE, EHEIAEN,

1. ®%E3 “GBEHE” > ‘GBI > ‘KB > “Git” &k, AREE “REF .
2. AREGAE, ABRELTCREPEERH TIFRAE,

FEANIE M

B &R B, REhEs BRTEEMIEENRTIRPIETRE M,

WA, AVFEIEER XEMRHBNEMES. EENETREREHLEZRSH.

BIRERR. BNEPIKEHERTE A A IFIR P ARTRIER R,

REMIEENRTE. TIREMNENBREEAEERER. £AE, BfESkLAF, ABEFIREE,
REBNEREER. AFEEFESRERENTREES,

R EIR RIEEAL, MR FIRE M AKEBIR(E,
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ERRIN

June 6, 2023
EHEEM R E,
RBR:

A LUER RS B Workspace Environment Management &€, EEEMNEK,

AMRETIR

WEEMERIMAIGIR, ERIUER Find RIBXAFRBREMS D HiEdIxR.

ARBNEAR RN

1. B ETFXERE 7R 6.
2. 7 fEEMRE WHEEETRPRNFEESR, ARR THE

FEANIE M

B, EMRIHNEREN, BREEMRITIRF,
W, IWFRNBRTEMRA/AZASH, HATEEESXRRNAMES.
AMRERS, THCEMRTNERAERER. £ARE, BMENELAF, RBURSWHEHITAE,

EfRERR. BEEPLIEIMRIEMRME. Workspace Environment Management R 858 i M
R, AELEEERIERMNY% i+84/Name%)\ HKEY_CURRENT_USER —X2 Bzh5emH.

BiraM. EREMRENER. ©ELIMETMERF (HId0, NoNtSecurity).
BRERE, KolZaHMRIMAEE,
BB, EMRMEIZGHE (FI70, 0= C:\Program Files)

BIT—R. BIMERT, SXRAERIFBS, Workspace Environment Management < ol# MR, Ehitts
EHER] 5 Workspace Environment Management (X8I 2— MR (FEFE—RRIFE) , MARESRRIFES
BE—R, XETLUMMRAERIFZRE, LHEYEOARHE T TS EMR,

BRIFEEL, R FRE M ARE BRI,
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SNEMRERXH

TR LR AR X R IILGH#IT B, HEINREHE LAT RS

o ENFHKEY_CURRENT _USER FRUEMKRIE, EREMRTIIIEE, EReEE HKEY _CURRENT _USER
ToEEMRILE.

« EA%F REG_BINARY f1 REG_MULTI_SZ #£AREMRE.,
R X LIRS, BHAVERWEMER ARKIRE PHSNEMRXEETR EIMEXHFANE WEM, BXFAESR, 1§
25 MEMERXHSNARKIRE,
BEINEMERXM, BRITUTERE:

1. EEERERIaTP, RIUHRIF > EMRIG

2. EREXR A, BE SNEMRXHE.

3. £ “MEMRXHSN BO%, FEEEMRX .

4. BHEPEFEREERERXM. SERIERE, BETERRIKETIR.

5. EFESANNIMRIKE, AREE “SANEET UBHIALRE,

6. BEMHELLRL,

FRMENS

AR AR, SME reg XHEHBEE TH EEMER. reg XHEE2ESAE WEM fEMRIRE. reg X
BAETROFRHRER, RFRNEAESANERRIZE,

B, 34 .reg X, ARETEXAEEREMRKETIR.
AMRETIR. FIHESAN reg XHEEHMEEMRE.
BRSANIB. MRFA, NERAERTRAMSAN IR

ESANTERFEILK, MRERIED, WEESLESSANFREEMRIBEZHR B, R XP” 5 “457)
BB FRPARIN— N EISR. XAFMET LA E R IR SR B R TR R

=3

AR

MSTESNEGHERBMEEMRT, MREN reg XHEE2LNEEHERZMAVEMRIT UUERRETIR
FET), FERXEFERH—TIHITEN. NRESANHMBAT, BFEHKBEN
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FELE

June 6, 2023
IR IR R ENEIE,
N

SO LUER shS <k kB Workspace Environment Management 1&1F, FEINEEERA,

HRTEIIR

NBEFETENFIR, ERILUEA Find RIBXAFRBREMR ID HEHIR,

AR E

1. B ETFXERE 7R 65
2. £ HBEWREE WHEEET FPRNFAES, ARR hHE

FEANIE M

B2, BENBTR, MEEEFREETIRPHE I,

W, WFRNBTERS/QEAST, HAWEEEEXRRNEMESR.

HFREERS, VR REERRREREM. BAG, BESRLEEF, AEEFIWH#ITRE,
LTERM, HIRLEENINERT.

TEE, FREEE,

1RIERE, MR FRE M AREBIRIF,

RITIRE-

i

June6,2023

I OAIEEAVFE P s COM A1 LPT mOBa, &Fa]LUER Citrix Studio $EE&EA COM O LPT O B hiE
¥, BXFMER, BEN mOEERERILE,

MEFERIFEAIEEF T HIE NEOMMET, EI2E%E Citrix Studio RFEAE K COM IEAEEARFF i LPT i
AETEREE, RIAMELT, 2k COMiEOEEAM LPT imOEE M,
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e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMNZEKX,

mAyIE

WEWOMNTIR. EEIUER B %BRE ID fMEdR.

AR O

1. METSCERERIER .
2. £ im0 SHEEETR ERANFAER, AR E W

FERAIE M

B ImHEREROFIRFHNERER.
e, (RETERAE/IBASH, HAWETEERXZRNEMES,

BOM. REORBRAERER. BAR, BMESELAF, ABUASNEH#TAE,

ImHRM. IwOEITIEER TR,

wmOBR. BiRHO.

ORI ETR RIFEEL, AR ERE M ARERIR(F.
fign, ERLRINTAREERHIRE:

o IHOFR: HEFE “COM3.”
mOBE4MR: WA \\Client\COM3:
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E New Port

[ General ]

Display

Mame:

| Port-example |

Description:

Port State

| Enabled -

Port Settings

Paort name:

‘COM3: M

Port target:

| \\Client\COM3: |

Actions

Ini X%

June6,2023
=H .ini XHREROIE, AFEES.InI X
B

1A LUERhAS L8 B Workspace Environment Management 1&E, EEEMEK,

Ini XHHRIETIR

WA ini XHRENTIR, S LUER Find RIBXEAFRFRREHR ID fMikdIR,
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AO0.ini SR

1. A ETXERE R <.
2. £ #E Ini XHHRE SHEEETRFBANFAES, RER EHE

FERMIE M

B .ini XHHRENRREM, ERTE | i X EFIRF.

W, WFBNETERS/QEMST, HATEEEEXRRNEMES.

ini SXHHEIERES. HIRIni XHRIERBREREMH. BAE, IESRABF, RBUFaNE#TLE,
BfR. XIEE T AP FRRETESEREY.ini XHHIE,

BiRER. XIEE T HARMEEXT.ini XARHNERD . MREE T — M FEFENEE, NtIRE,
BIMERTR. RIFEEERMNBERNRT.

BinfE. XEETEES,

BIT—R. BIAMBERT, SRRERIFHET, Workspace Environment Management #B&#17.ini XHiRE, Qi
LttiERI 55 Workspace Environment Management {X¥UfT— % i%E, MARESRRIFETHITIZE, XMkT RE

RIFZIE, THRURERKIFS.ini XHRIEH IS AP,

IRERE, HRILFREM AKEBIRIE,

IhERESS

June 6, 2023

IEHISMNERESS BT, SNBMES BERETHANNARER, REAEINAERETHANNAREFENER. BRI

AE3E: vbs 1 .cmd #i7s,
ERINEBESTIRE, ErILUEEMMNIEITINGES . XETLULEEERHEIERF IR,
e

EE] LU EREIAS SR RY B Workspace Environment Management 12, EINEEEEA,

SMNERESS B

MBEIMNBES TR, ERIUGER “&EiH RFEEFIR.
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ANININEBIESS

1. A ETXERE R <.
2. 7 MERIMMESS EEETRRRNFAEE, ARR HHE

FERMIE M

Description:

Target
Path:

| | | Browse... |

Arguments:

External Task State

| Enabled -

Options
| Run Hidden V| Run Once Execution Order: IZI

W| Wait for Task Completion Wait Timeout: | 30

Actions

oK | | Cancel

B, ATHEEIINSESHNETRRR, RRMEREINIESTIERF,
WA, ATEEEXIMNMESHAEMES.

BiZ. BTEEINMESHRR. RREFERFAIMRPEITHEFR. FHRF:
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o EHEIMEENRESAEEN .
« REFNEBETESIENER.

Fit. BTHEERMBEATSR. EAUBAFNR, FHRESBERLETHNEIRNNBREFNSHR. BXER B
&7 M S8 FRERE, BES SMMES T

SNRMESRKTS. EHSINFESERRERER. BAG, BERESSRLEAF, ABEEFIRIEES,
BITRRE. MREPILED, NESBERLET, MAzEAFET.

BT R WRERILIEI, TICETEAKSIRET* EEFETHNED, BFAENERTENRT, WEM BRZIETT
—R1ES. FRINER LRI,

HITIRF. AWEREES MESHETIF. SEEAFAETZMSHEREF—EESTERMES A EMINETT
B, WERMSBRER. BIAERT, %EN 0. BEETHRITINFER 0 () 89ES, RAREBITEN 109ES3, ARE
1T1ER 2 B91ES5, i3,

FRHESTH. BTEEAESFHFESTHANNE. FIAERT, FHFEH BN 30 1.
1BRIFREL, RIMIES AR,
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E3 new External Task

=T

User Session

V| Refresh e V| Logon e | Lock e
V| Reconnect 9 | Logoff 9 | Unlodk 9

| Disconnect a
User Process

| Run when processes start 9

[F] Run when processes end a

Actions

0K | | Cancel

RBRIEMAER. WINEAFEFUTRIEEEENIINESIMARS:

o RlET. EHAARFHRERNESEITIMNIES. BRIABRT, BT EFRS,.

o Bk, EHRPEMERIETAENTENNEDETINIES. RINMERT, ERAFERRS. R

WEM REREEYE Windows i&& £, NIERFRIEM,

« BR. EHAABERNETETINMES. RINERT, @ TR,

o EH, EHAFEHENETIETIMNIES. BRIk Citrix BRERRSIETET, SMNIETREER, RIMER

T, RiERZED,

o BTSSR, 1THISAF SEESTTRENIT BT ERNEDEITINMES. RINERT, RiEPZiED,
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o BiE. EHHAPNEEEETAENTENNESBITINIES. FABERT, REFIZEDT,
o BUBEBIE, 1£6SAFABRUETSITAENTEINESETINMES. RINERT, RiEdZiED,
fEMETFERR. SIEMBRBIETE, FEEBUTRE:

o XEFRTASEMETF Windows E, FERLEIFIFH, XERMAETERMAIE, F/a0, 7 Windows 10
gt Windows 11 # %1% VDA LisfTHISEHR, MFERENFEER, AR, BEAMEET, (EXMHER
T, HIMKRBIBURIER “BiE.)

o RNBNERXEETAT Ul K12, BR1RE:

- Y&x CMD REEAXEETN, RESESRREENEGNERPTRFRER, UREINMESRE
BIETEIET.
- EHERESHRES, CMD REAJSELEURES X IIE

RFEEMA R, LINEEATFERARHEEEENIMNIESHMAR. EALLIHEE, EALENINMES, UENEX
LHIBETRARMER, HEHRRERINEEXERR, SERSCTHIYOEINIESELL, ERHEENIMNIES
B9 % 23 ] LAE RS It E IR A P I IR,

o TEMEAILIIREZ AT, FIIEREHE U T RFMH

- WEM R#2i%E Ul IR T2 afisiT.

- EENHESERBFER—AFRRIEPIBET.

- EFERENIINIESRERTRS, BEL4E BRIRE" > "KBE” > "BRERN &5+ ik & ‘B8
BEIRIHE

o EHERINETT. EHEEEHERMNETIETINIES.

o HIBERINET, ITHIREEEEHZERMTITINGIES,

BEHEER

BRZMEERE, WEM Agent BEAPECEHEINBIEZ—NE R Citrix WEM Agent Logoff.log®WAX
X, BEXHMTFEPNREEXHRX GRS, WEM KBS XA TERBLIEERTANEEX . ZIES a8
TS AHERR 5 SNBSS 1B KAV IR R,

SMNERESS I

SHFHIA (F1g0, PowerShell #iZ) :
o MRNHEBRRMAZYIFTEETIK:

- E ‘B FEBHP, BAUTAZA: C:\Windows\System32\WindowsPowerShell\vl
.0\powershell.exe,
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- EBRFHED, BAUTAHE: C:\<folder path>\<script name>.psl,

SE, BUENEEE “BE FRPRNMAEN BEF, fl: C:\<folder path>\<script
name>.psl. IRFE, £ B FBRP, HESHK. B, WAXHRZTEREREMIZFITH, B
FRFHRPEENX LXK, BRXXAREXENER, 558 XHxik

o MRXHRBRHMELRMEETE:

- £ ‘B FEH, BAUTAZA: C:\Windows\System32\WindowsPowerShell\vl
.0\powershell.exe,
- EBEFHEF, BAUTARSE: —-file C:\<folder path>\<script name>.psl.

TR AER (170 iexplore.exe):

o £ ‘B FEH, BAUTRA: C:\Program Files\"Internet Explorer"\iexplore
. exe,
o £ B FEH, BABITAMMIEY URL: https://docs.citrix.com/,

X4 R SRME

June 6, 2023

EHR SR EHI R A IR,
R
SO LUEREIAS SR B Workspace Environment Management 1&1E, FEEEMEKX,

X RGHRIETI &R

WE R IIRIENTIR, ERILUER Find RIBXAFRBZREMR ID HEdIR.

AN RFEHR I

1. B ETFXERE 7R 6<%
2. 7T BEXHRGHRE MNEEERRAANFAEE, AR HHE

FEANIE M

Bif. XHEXMHRZFNETEM, BRETIRF.
W, AWEREERXAZRNEMES. LFRNEREIHEIBERASFETR.
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XU RERERT. EHIRBAERREAXMGRSIRF. RAR, BEDELAF, ABERASNEBTAE,
REBR. EHBRX A 4RI,
BirER. ERIFTRX X R EREEZE.

MREFE, WEBEBT. EHXHHXHRIEFRSEREMUERERNIMEXMA TR, NMRBFRILEDR, FE
BMUBEEFEEBBERB MBI MHRX, WASERIZEMEIS o

BIT—R. BIMERT, SXRAERIFBY, Workspace Environment Management #iSiz{TXX I RFARIE. ER
&AL Workspace Environment Management (UisfT—Rig1E, MARESXRIFFINEITIRE, XaTLnik
RIBRIFEE, LEHESENAR PR TS XHRFIZIEN,

RIERE, BRI HFIRERMT AKBMIRIE: EF. BIbR. Boh. EGE X TSR BF. EETSHE
1%, BEEAAFPHET Windows SeCreateSymbolicLinkPrivilege SRUAFOIRRSHEE,

WITIRF. WERENBITING, ILREERERTREMREETIT. BRBTHITINFEER O (T) 89iE, AREBITER
1 89%(F, AREITEN 2 B9, MILSEH,

FAF DSN

June 6,2023
EHIBAF DSN s,
R
& A UERHA SR B Workspace Environment Management 1&F, #EEBNEK,

FAF DSN 7%

WERF DSN 5%, ErILUfER Find IRIBXAFRBEZRE IR ID HEFIR,

AR DSN

1. A ETXERE R <.
2. 7£ “MAF DSN” SHEEEMRHRAFAES, ARRE HBE.

FEAMIE M

B, AP DSNMER&M, BREAF DSN F&RH,
W, WFBNETERS/QEMST, HATEEEEXRRNEMES.
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FAF DSN X%, tIigEAERRAAF DSN. 2AE, BMESRARF, RESASWTHEH#THIE,
DSN &#:, AP DSN HIheE& .

gl#l. DSN IEzhiER. BAl, Rx#F SQL BRs5288 DSN,

ARS588 2 %5, FAF DSN ZE#FIM SQL ARSS238HI B,

Database Name (¥iEZE&#R), AP DSN EEZIA SQL ¥R Z R,

ERARFERBHITER. AVEIEER TEERIRS#/HUBENEE.

BIT—R. BIAERT, SXRIERIFES, Workspace Environment Management &8 6IEBF DSN, AiEILAE
a[f§ Workspace Environment Management X8I —%xEF DSN, MARESRRIFESQIE—R, Xa] Uik
RERFIE, THRLENARDETFZ DSN BY,

1BRIFRE, MR FRE M AREBIR(F.

S KEX

June6,2023
BE:

BEENXHLREXKSBMARINKEK, B2, HEITHERNXHN, “CHREMEITAIXH?” EOREE
AR, RREER—INBEFRITAZXMS. SEHREXAEN. MRTEEREIRMNED, BFHITHU
THRIE: TFHARIRIESRHEA FET CRENUARR B HE (GHHEIEE > EERIR > Windows
BF > XHRFREEER) o

EHTE A P IR X A IR XEX,
R
SO LUER IS RERY B Workspace Environment Management #&E, EEINEEEEA,

XHFRERTI®R

MEXMHRENTIR, ERILUER ‘B RBM D MiEsx.

AN REX

1. A ETXERE RN <.
2. £ R RE WHEEETRPRENFAES, ARE THE
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B XHREHETBIF, 5XXMHXREVIRPERIER,
e, WFRINERERES/BAST, HATCIEEEXARNAMES,
XHRBERS, XA XEKERREREM. BAG, BMESRLEEF, AEEFAIWH#ITRE,

XHBE. ATIXHRBEXENT BE. NRMFIRFIREXGT ER, ProglD FEEEMER (MREBTER
EHIGMITEN EFEZXMHRLE), GHAIUEERAT BR. B2, WTFHREXEK, BIAEERAT EBiEF. BX
ﬁémfm =¥) 1ﬁ%|ﬂ PR N

ProgID, 5 AERF (COM) REAFIBIZEIRIAMT. YIEMNFIRPERHT BRN, HEEEMER, StHOUERE
A ProglD, BEXINERENNAREFH ProglD, EaLifER OLE/COM 33%E &L (oleview.exe), HEWR
%/Ole 1.0 34&%H&EEF, Bx ProglD WEZER, 1ESH HZMAF (ProglD).

121F. ARVFEERRRIERE: TH. RIEZITH,

BirRARERF. ATRES KX BE—EEANATRITX 4. BARRITXHRNTEREZ, fii, 33F Ultrabdit X
#454888: C:\Program Files\IDM Computer Solutions\UltraEdit\uedit64.exe

Y. BTEEESTHITXAREXRRIERE, flin:

o MWFITFFRURIE, BRAN %17 o
o XPFHTEMELE, BRN /p"'%1'",

RERNRINRSE. TIRESRXEIRENZXAT BRBBIME,
B, VM XHXKESERIEEY BRNEMINEAE XK.

BIT—R. RINERT, SXRHAERIFET, Workspace Environment Management (WEM) #8380 KBk, 3%
BIGET R Q1B —R X XxBL, MAREESRRIFI OIS HXEE, XATLUNRKERFERE, CERYENAPR AR
TS X KEEET,

BROERR, BRI TR AKBRIRIE,
BN, BRCE (xt) SXERMFBEREXE, WERFERFMERERF (kiR iexplore.exe) BEIITHXAEH,
BREBEUTSE,

1. 72 BIREHIA > B1F > XHXH > XHXERYIR EMF L, #2E Rl

2. £ “HIEXHXE EOP, BANER, REREE HBE .
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EX New File Association

| General l

Display
Mame:
|Fi|E association example |
Description:

File Assocdation State

| Enabled -

File Assodation Settings

File extension: ProgId:

it - |:| | txtfile |

Action:

|Dpen - |

Target application:

|C:‘|,Prngram Files (x36)\Internet Explc:rer‘-.ie| || Browse. .. ||
Command:
%1 |
Set as Default Action; [F] overwrite [F] Run Once
Actions
|I oK I| || Cancel

o XHXBRT. EEERBA.
XU R, BAXM BR. HEIRAIF, gt
o 1BfF BEE HTH,

Files (x86)\Internet Explorer xx#seh#) iexplore.exe,
o @ BN “% 1 HHEANGISE% 1 HERR,
R RBRBINRE

3. ®E “EEEHIE” > “E5T > “BIFNE EWR.
4. MEENEDERFNBF AR H,

B RER. B Fn USMIERANTRITXH ((exe XH), FILRAIF, FEFGTF C:\Program
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5. ®E “EERIR” > “EE > " > "wi” &U*, ARRE R

6. ARPEHNIE, ABRELTXREFERRIT XA,

7. BRABTRENHEN (BRFR) MEIESIRRNXHREXKEEE K.

EIRAIF, MBENERALBFRERT B 8.t B, WiZXE4E B Internet Explorer B$T5,

H

RUBEE SIS

WEM 3z85 9 LA TRl S 2 82 KB -

Google Chrome

Firefox

Opera

Internet Explorer (IE)

Microsoft Edge

Microsoft Edge Chromium

BN YRR KIS, FSEUT/LA:

s EXHTREFEHR, BAhttpa https.
 1£ ProgID FEH, RIFEHEFBALUTRE (KDKNE):

ChromeHTML, EMF Google Chrome

firefox, ERTF Firefox

OperaStable, &BTF Opera

IE, i&@T Internet Explorer (IE)

edge, ERAT Microsoft Edge

edge &t MSEdgeHTM, EAF Microsoft Edge Chromium

MR (ProgID)

BABFEESUTFR: 1&F. BITNARERFM <. RERMHERDN ProgID, ErmrILUBFRES. &

BRI IR AR ProglD 7!

Acrobat Reader DC: AcroExch.Document.DC
Opera x%igg: OperaStable

Google Chrome #i2§: ChromeHTML

Internet Explorer: htmlfile

EFiR: textfile

ZHTE
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o iBEA: txtfile

+ Microsoft Word 2016: Word.Document.12

+ Microsoft PowerPoint 2016: PowerPoint.Show.12
 Microsoft Excel 2016: Excel.Sheet.12

+ Microsoft Visio 2016: Visio.Drawing.15

« Microsoft Publisher 2016: Publisher.Document.16

B2, MRBIMUATER, WEIEEFER (BE. BIMLBREFM 5<):

o &R EEIRMIERM ProgID,
« BIRMAER (Bt UltraEdit XA4miEes) ERETSEFRREEMRFEMBSH ProgliD.

June6,2023

TitRR B E AV SERFEAAER (DRRE) MUAMRLS. ERIBEDERLBR ZAREMNMFF,

AR

MBS RAEM. &R LUERMNERE X AR RHREDECL B

RN 5%

MEMVETIR, ERILUER "B RA/M ID RI\EXAF AT HimiET xR

AN TR RN

1. A ETXERE M <.

2. 7E frETHEA MHEERENIFAES.

3. REFUMNPEENFEN ‘B JIREHE “BREE” k.
4. BEHHAE.
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FEMIE M

B MM REMNFIFRFHERER,
W, WFEBNETERS/QIZMST, HAFEEESXMUNEMES.
THEMNRTS, THRANZERERER. BAR, AEENEIEE, REBEUASEALNIERE,

ATAEK M. XERALURMEIMUBTHES 4. =, DateTime iTEBABLERMENXA: YYYY/MM/DD HH:
mm

ZMERUASDS ;) PR, TETUAEFRIR. SER—BREEFRRXZENEEN, ZABSAESEZEEN
i, 5I30: 1969/12/3109:00-1969/12/31 17:00

BERENFM. XEEESRMEMN PR,

ot

E

XELEMFZ AND 54, MAZ OREA. FMSIMFEFECN2MiR, FeRkhiER AR,

&M

FHBRNENMASE, ATFEEREAEEPNEERTRERDESLERAF

i eI

EIBEEMHNTIR, ERIUER Find RIBXAFRBZEME D HigdIx.

AR

1. B ETFXERE 7RI 65
2. £ MEMAERMG NEEEMFHRNFAEE, AGE HRE

FEANIE M

B, RENEREN, BRERGFIRMMUE R/ REmSH,
WA, IWFERINBRTENRA/SIZASH, HATEEESXFHNAMES.

>

FHRT. RHERREATRER. BAE, ERTSHIEMNIE/ RERSH,

=

ks
TR AL, BEANHERELTNKE, BEAMERE. T8 G0 BENE FEORINIGARLRE.

KB, XEZHWMHFHNEERE, BERMER T,
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AR
BN P HuhtAs, &R LUFETE B it slSE R

MBEETEE WHATATEEERINLR TRAEVNELEZFT () RDEBIPERRRE (3w
192.168.10.1-192.168.10.5) . AN SFH ;) HYMS N EE R 4L, W, 192.168.10.1-
192.168.10.5;192.168.10.8-192.168.10;192.168.10.17 £ & iE B E .1-.5 7 .8-.10 LI% ™ At
17 AR,

Pl

June 6,2023
e
EBREDEARAF ZE, BRBATHNINFRITUTSE:

« BEBERF, 217 Active Directory St B P,
o EXHEM, EBH %Mo

o EXGLIEHM, ESHE Mo

o BRI, BELLNE,

ERDECAEIREENAF AT A, XERUBIRARERMAEN—BE577.

1RIEDE
AR

XEEEREMNAFPMANTIER (3581 Active Directory SIRFM HF ). WA RALUEZHERSE, FA &
H” B D WHixsR,

e

EE&A Active Directory mHIFRFERF S EIZIE, BEER “FAEAN” BRINARSEIRIE. DL ‘TN

RINANBREFR2ETERMAFPNRERERSHARIREET R L, i, 725§ actionl HEL “FRIEAN
BIAESE, ERIRERAI action]l KRETREARMIRIEIAT £ L,
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P2l

RFERIREDILIEENRFSE, £ B BB 1D kxR,
A, BRAHESERS AP AR,
WEFE MR B EETRIEH IS E NEUE D EC IR (F. DECIRIFN, RAASRTEEREXNEHEIT LTI,

BN, ERenichIttBrSAniEE. ErUBAS MRMEUREE] (NARFRESNMUE. RINTEN. K
MBSH)o

m AP [ iR E
1. £ BF 5I&RH, WERFRE, XFER DS 71K
2. £ “BIR” SR, EE—MEE, RERERAG () 2.
3. 1F HECIHERR SHEES, EEFE— ik AN, RERE BE.
4. 72 EHE FIRP, ERILUER BA M 2A ETFRERFASENITA.
AR
B “EEFFIARE ETEER, BWRR R XEXHRPEFEINARFRESX. MRTHE, BRN
BF “CIRFFARE” ET,

BN, RIREDE—MEELUBNEER, £ “ENER JIRD, MABATRET “BaEs" &5, HFHIREN
‘B, IRER ‘BR” EUBRAEDE, 8E4A (VDA EMNAMIZER) BEAFEHELATHNRERIEN B
B (REMHETRE, FticEEBRIEE).

BERF

RFERAS XETATERFPHNEMREE (FRERTA.

FERMIE M

IRFREEAR. ERENAF K B
ERBYIRIE. D ECLE B SR P R BERYIR(F.
RBP4, BRFIEIA.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 136



Workspace Environment Management 2303

E SN

June6,2023

Workspace Environment Management 24 BIEUTAR:

« CPU E12

s NFEE

« 1/0 &2

o REEH

« Citrix Optimizer
XEGESTERMAEIN LNRRERER, eS8 THRERNARTATEMNARER, XEMaTLBIER—
RSB LXFESAPRRESHFAEE,

ERRZGMURERETHENN, FERTMEAFRRIE, EREMKEUARARON, XBHKE, S#HETHARP
AMZERfAE CPU BERIPH, XABF ABRZES. HHBF B BaiRE—#26, #EAKTANREAF BN
IERBHIZARA 2R RE

CPU &32

June6,2023

WIS E, Erfil CPU FRXK,

CPU EiEigE

HER UBFRERZOET, HEFTURERESARTEZM CPU, 72 Workspace Environment Management
(WEM) &, CPU BIRIZE AW EIREIRMHIZAILUERN CPU B8, CPU IBERIPAZH T REL2E CPU FERX
figit. ©EERLEREIE%Z CPU EREMHIZN B AR,

BA CPU IBERIFE, MRERAIHEERE, WEM SE—ERBIAB MR EHENMLSLR. AT, SEHMNARE
Y, ERNMARSTRIEMITRNHE, HERGBUSEIRFIZIT.

CPU I ERIFTHRERERE “REE” FHOES M HE, “NMRHARNTIHHBIIEERFNENEEERRG, NH
MR ILEFEE. EIEENREZE, #1289 CPU AR EEEIELHNNE ZdiEeE “RE". 5 CPU [RH|
AR, NFFRTHLAELE,

ERENMHBNEL P LFBIEEZR, Ttk CPU BERIP, @5, BELS CPU BMBRIEERE, RIE
EVFE-MHELFBHEE, SWAEME CPU IBERP. B2, H#HEXMft% CPU BERIFE, HEA B
FA%REE CPU iy EIneY, F—#i2R9sisEfl (CPU) &1k,
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BYREHEMEL CPU BERPHN, ZEHHIEREAENIMEIERES. REDIIEREMNAFIMASRES. X
BEWRERF 1 (BE#EN CPU MUTSFMAR 2 E—#ERNTTA.

g0, R Internet Explorer HiEFE 50% —60% 89 CPU, NATLUEER CPU IEEFRIF(E T BRLE AN VDA MHAE
B iexplore.exe 525, (b2 F, CPU BERERTFFE#Z.)

HNNBWEZ AR TR, URERZmEREIF— VDA HEMA R NIMREN&REE.

CPU IEEfRIF

} =r

AR

o UTFREFRH “CPU AX" BEFYENSENNPR “BEAER". CPU NS IMNAZEEMANIEE
21228, 5 Windows —#. flal, BEE—1 61 CPU YR BENBIARNER 12 MNEELERSE (B4
BRARKREZOEN—®) . —88%F 81 CPU (81 CPU & 12 1MA%R) BYIENE 96 MiZiEAE
25, EEEM 4 7% CPU MEIMWIAER 8 MEiEAESE,

o XEFEATEM. fid, RigEE—88%F 8 1 CPU M4+ EN, 81 CPU AF 12 Mzl (96
PNIBELESR) , /O SRIERIERS VDA S SNEMNERER 4 % CPU (8 MBEAE
#8) . ERHARAL VM £ CPU IBERIFRI#E, EEAE—FHZ0, 15K CPU RO ERRGIRERN 4
(EPMNIZELERN—F), MAT 48 WEENZELERN—F),

B CPU BERIF, MNRHZET—RIEINEIEEN CPU EAXESL ERFIRFNEFERPIEE), WE—K
R ERFRR#AERY CPU ek (E=RM AR EIFRPIEE) .

« Baifilk CPU I8, EAIEIA BapfER CPU AT ER#HERN CPU AR, hERSRIEZIELIEEE
(CPU mtz) pv#iEBmitEMA CPU BERIPOEE. flM, RIRE 4 Mad. BALETE, MRS CPU
fERFRET 23%, WLHAE CPU FHIR 15% U Er#iER CPU AR =B R, B, 7£ 8 THRZENER
T, RE CPU EAXRET 11%, WEMER 8% CPU HiRAI#ER CPU LthaBaIfER.

« BEX CPU EERIF, AWEAEX CPU IBERIFNIRE,

- CPU AR, EREELHILIAEIR CPU SRR DA sEftA CPU IBERIF. LLRFIERSSS
PHFIEZENESETHELREN, HEARERMHIEREN. THE CPU IBERIPHMASRN, R—#iE
NS PEFIFRSHRINE CPU AXBED L, WRHELFIKEAZAZILERS, WASHA CPU IBER
o U0, 7EARSSEE VDA £, EZMHEARIER, RIRFEIFS iexplore.exe L. SNEHIE—REY
EIRIEELH 35% B9 CPU £, ALk, Ritsd, iexplore.exe e RERN CPU FRAX, BR,
BRIFER CPU EAMRHIRE N 35% SHETF 35%, BMNF =M% CPU IEERF.

- PRERFEEE, HIZEMRMEE CPU iRz aiaEd CPU ERRHIBIREHKE.,

- TRMREEE. FEEHE CPU MARNMEIKE. FNEZE, RAERREZILTZ—:

* NIRRT CPU Uik~ LI E#HEM AR BEREZFEAEE CPU LIED, MWEIAKF (IE

#)o
* YIR7E CPU i f EIEE T #IEM T &, WIEENRF, TERETEFET BRAEE CPU L
1t EBL,
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* BURTFHIERIT AR, INRKE CPU LRI ISR #HIZMESR, FEEET BRE
A CPU fifk 32101, MESHIXMER, #i2ia CPU BERPEIME, H CPU RARMBIK,

ER CPU ZOMERRS, Ktk CPU IBERIFEHIZRFINITEN LIEEMERZELIESE. £ 1 2 X FSEEREAN
— MR, Hdh X BAZHEH. IRBANBYAT X, WEAERT WEM SR REHIZEHNRAHERRS7 Xo

« FRHI CPU #ZOEAE, faEMA CPU BERIFHNHERRTHNZEBMESRLE, XTF VM, ERANERHEZ
REEMN P RIZIELERSE, MARREYIEESPRZELESRHE,

BREEE CPU fifk. BAE, AESERNKML CPU BERIFI#IEZEN CPU 5thk. REMA CPU IBERIFH
HIZTEBHE DA CPU MARSZHETFITAERNHE, EEE, WEM RERLUT RS ERIT CPU fiifk:

+ Taskmgr

s RATNHE
+ Svchost

« LSASS

« Wininit

. services

* CSISss

+ audiodg

« MsMpEng
+ NisSrv

* MSCOrsvw
« vmwareresolutionset

BREEI0 k. BRE, RERZRERAME CPU EERIFPAHIZNMHE /O AR, REME CPU IRERF
HHIZTE R EBYIR D ECHY |/O MR ZF MR F1T R IERAHE,

HFREER#IZ, BIMERT, WEM CPU EESHIRFIERE LAY Citrix #1 Windows & ORS#2, B, &H]
LAfEFR ST MHEBR DI ZR A R0 X MRS AR, LUEIRFIIMATSCERAR (f5U40 notepad.exe) #1T CPU IBERIF. &
BERT, PRSHERRHREIN

o ERILHRSABERFPERERR /0, EOTLURHFESHEHS I/0 RAERLERR, E5RI/0E
1,

o ZHiERA CPU BERIPHIFE T #iE CPU AR, WEM &XER#1ER CPU MAANHSIER—
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CPU [R#HIaIfs b2 R8T CPU RIBRENHIEET Db, X WEM iXEIFSEM CPU B tbEr, WEM “RR&I” (38
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BHREEEEANAFEUNHFERENR/\AEFE, MASKEREM. BINMEN 120 5.
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« dllhost
+ audiodg
» msdtc

* MSCOrsvw
« spoolsv
+ SMSS

« winlogon
» svchost
« taskmgr
« System Idle Process
« System
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EHEBIEENANEFE, TRUBREFES D, Alt, EEHZEENAFRRMEEENSE LR,

BAINHEE
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Optimizer, WEM S XEHEzitEHRESEITHA.

BEnEEEEANER. MRETHEECAWM MR, BEALLETLE WEM A MEERIEFERILERER.

o BABDERUARZTRIMER. REFRRMEXNBEEXERATA, BEALLLER, BALES DRI
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2. EMEEEXRREOFR, BENRLLEREAIER, MYIRPEFRSANRERS, EERRTESHA,
RERETHE.

BE.

« Citrix Optimizer A XS HBEE XER. FINBEXEREIRGE, REBEXRIROAHEZ,
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10 RERFMBEXIER, BERANNBRAS RFMZXLRERS BSBEDS () PRBIERSK. Fim,
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FRHCEAPREXH. MREA, RERSFHTERAPKREXATETH, ARBAEHIRE,

REXMHEE, T BREXHEERESE AT, BIZESAURRREREX .
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BahEIBUNENRAREX S, MREA, NaamMIBNELAREFREXH. Profile Management EEFERH
BRPEEFRERAPEEXRHIITER.

BRAHEER HRME, BEE Citrix Workspace Environment Management #ifaI4# Profile Management
#1 Windows BE& X HsREY1E o
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RIRECEXHEEAMEEX . IREA, BREEXHHESESMECEN .
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+ Outlook EHEZRSIMIEE—SHMNTR. NRBALER, Profile Management & BEhREFIERRS | HUE
ENRE— 1 BMEFREIANED. HIRFE, Profile Management & 3izal4s. Hit, HERESI
IREIIRE, BRBREFHERRSITIEE,

+ [BF Outlook EZHIEEHMHRRIEZ . EHASIEPRMHEAMN Outlook HEHER, WREA, NEDT
HEXERB GRS Outlook OST Xt

- FF7%f# Outlook OST x4 VHDX &R AME. AWEIRERTHEMHE Outlook OST XY
VHDX AR AE, MRKIEE, WREEEHAMEN VHDX #aREF4% Outlook OST X (S i
—IXH), MRBEHTEEZRIE, WH Outlook OST XM FFMEIEAMAFEEN R, ZIFHME: 1
—10,

NEEXHRREAZ2IEEE, MREBA, Profile Management ¥ Z2iEHSEH1R%E FSLogix BELE XA
Citrix Profile Management 2B X4 AR MR EA—AFERRANTEN LE:HZIRIE, WRPESMRIEPAHHE
NWERHREI RPN E X RS RT .

EHIRFFE. MRBA, Profile Management 2AFFHEEHAISREIIIHNNSNEE, LIMNEREA
FEEERE “RENAFPFHENR R ETIEENRE. BERSBAAFEEEIEREMEANXENXHER, BEAE
HEE, BRAZETRLUEIMARS /O, HeTaeEKiFHdE.,

BEX VHDX XHR7F iR, A ITEIRERMBBEREFME VHDX X, BIABERT, VHDX XHEHEERF EFiE
. A VHDX XHHERIREIE: BEXMHER. Outlook ERRSIEHMMEXHRGE. MREH, FTRKIKEH
VHDX X G B F B R FTRAREX A H,

/& OneDrive &3, MREHA, Profile Management &k z&7E VHDX B £, M5 AP —iS8ik
OneDrive X3k, HBEERERE, TEHEF .

AESRE

X IES Profile Management Bi&
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BRBEEIER. BA/2A Profile Management #2{FINEEIZR.
REHTIRE. ATHEEEGSEATHINEHLE,
BREHEXHNEAK . BFEERASXHNRAKRN UFTTHRELN),
BEBEAENHNERE. ATREEIZAEXHMLE,

AR

XESEIES Profile Management ;A RIZE.

NTUSER.DAT &3, ®RiEd, Profile Management 3§43 NTUSER.DAT X8 EXBHMBRIF&E M. MR
Profile Management ®IZ)i53F, EXEARE— I EXNRFNEMEIZRIMERE X

BARIAHBRYIR. HKCU BBRthREFIAFPNRENHNRINEMRING IR, NREPLRT, MELLTIRSP
ERAEMRIGEIEEFIM Profile Management BLE S bRk

BREMRAPRI, LFIRFEEMRIEBEWRHIHPRTE Profile Management BE& X4
BREIMREET, LIIRTEERRIGERFEOSEREXH Profile Management Bxzf

XHRR

XEEIES Profile Management B R HEBR IR,

EREZHRBREE, NRER, WRBERFPEHTINEEXHESHBRN X4 4%k B A &R Profile
Management R TEVRIE. (SNRZA, MEINTRA “BESHBRHNSXEHXXERK) . Ea]EFIRPERNTITHA
z—:

EIFHEBRAISEF T (BRIN) . LBAPERE, Profile Management St HBRAI ST S ST 52 M BB P 720i#
& B A Bt B ST

Ignore excluded files or folders (ZESHIFREIXHFSCHK), AFERA, Profile Management 2B
AR HBRII S R T,

TBRHEBRAVSI X, HAFEREY, Profile Management sffib&A - iR HEBRA SIS ST 3

BRRIARIIR-BER, RS ERTEZEKAERTIR, NRERIIET, WELTIRPEFIHIIEM Profile
Management @4 &bk,

BRXHHRT, MREM, FIHNXEEREIEERF K Profile Management XX/, XAFEHREMEEX
EWBNREXHE, BRTREEXLEHIEERH Profile Management FRBE X —E857. ZPIRFTER T
IABI Windows 7 HBRIL, 3 BT LUEARRIAR Windows XP HIFR TR TS,

BRI, NRBA, FIHNXHIEREIEETAFK Profile Management X, XAFEHRENE
BAREHIENRENMHR, APRRERXLERIBERNE Profile Management BEBE X —E5, ZTIRTLIET
TERARY Windows 7 HEBRIL, H BRTLAEARAIAR Windows XP HEBRIFUA T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 154



Workspace Environment Management 2303

EREXMHEE, T BEXH RS AT, BdZES A URERRAREX .

EMFFMEREX M, BRENKSMAFEAPRBEXHNIXAR, BERREEXHXAX, ARTEEEXHEE
BEOFEREFENREXH XX, 2E, BF FEREXH UHFKREE,

BEREEX . RIBEXHRAFLEBREENREXF.

HIEREX SR, EREEEFREABEENXGRUEHRAFEEXY, ARETRIINAEREX .
REXHRX 4R, BREEXHIRX AR, MRERT, EhaIBUERITX &3k,

BERE)T, ZHIAPREXHEREHEARA.

iy

XEEIES Profile Management A% & &
ERERRAY. MREA, WIHNXHRERD ERFFiE

BRAXHED. IREA, FHHNXGHRBRPIAFRFE, KNMBRERHAFRLREXHENERRE. MRESPIEFR
BT X, NEMHXHFREFERPEFET.

BRAXMH®ER. WREA, JHNXHIFTEHENREERAEME, NMRREFHETRP FHERRRES PR
XEMFX GRS EMRAEER, BRXXARFEGTERENFAER, FSHUTRES.

¢ BEXHRPNXGESRIEREIENBEFHERFAFETIXM, MAEENRERIES.
o MRSFEXERPIAHIRAAELL, AR EFERFEFIMIXEIFXMEER, NEIETHMEFFEDRR
XEEERIMA S R0 F 3 Ko

BRAXHLE, MREA, WAEXHREERZIAFFE, NTIETHEIRNEED XLEXH.

=W

RLENBRFRRFH RSB, Citrix BiETEE X KB AR R B2 F 1T HE BIEN.

MAFBEEXM

XEEIEEIR AP REXHIRE.
B Profile Streaming., MR2A, NFAKBIBLED FHEMLE,

Ax = Profile Streaming, MREA, WRBEHRXHRENT SRR, WIREHRTERFERE
EEAFIEXHERNFEE, MNTITHE T HEHLERE T RP X HFETE,

At EX = A Profile Streaming, MREA, WRBEERFLERFFHHN, FRBEXLEXHETET A
HEEBEX . XARREHARIEEL TRERENERAER, HEXIFAFERA Profile Streaming BHRAECEX
H—E%. ERNEEEHASIEPENNEEXHNXER, INERLT, WETGTFERRS. ERHAE, HE
B AR BIFR A S A X SRR [T 2 At EC B X o
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IRRETF. WREBA, BHAEREFREANN (U MB REM) HERIX .

PNEERELAPEX IR BB BB, UEERSSRLNI AP FEFREIERSH, BxXHMERKEED
P #f#.

RERNAPREXHH, IIREE T RREEXHFRTHERF A,

B Profile Streaming #i35% - BR. MRiEPIEEDR, Profile Management A&ty RPHISTHF I
4, HEERFRERN, FAEXSXBEIEMAFFERIE 2T E,

X EE IR R

XEETIES Profile Management XA EigE.

FRNAFEEXHHRAIUFEERNX . FXEXHSAREERDAHBEEEEROIE, TUBREES, M
MAEFHETZE, EALEERESERERPFHENRS S LNAZFEPIXMS. ERENTRPEEXHNRE
EEXH R

BRAXH#EE, MRBA, Profile Management 2 BahEMBEEFE, ARG, EFIEENXHERFRELZEME
B, MABFEERFAFEETNS T AFAEEXHP. XHEMAUBEXHES, MRV BREHENRE, MK
RN,

BRXHHRIT, MREMA, Profile Management I MEAZZEHHIRIEERN M, BABIETNS “BRAXHGE
B EN—EfR. EMEE - MEMHEEEFERHRIX .

XTI AR E,
BRBTARE. MREA, WASAEBESPREMZE,
REBTARES, BTHEEERBETaREXHHAFH,
REBTAEXHNRR. BTEEBETEEXXHHREZ,
REBETAREFHENRR. BTEEETAREFHENERR.
ERRUEIZETEIRE. BRETARENEFETE.

w2t

June 6, 2023

XS B 2 iFEIEE Workspace Environment Management fR#9 P &5,
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NREFRTEN
BE:

BEH B NETHENBEER, E#EA Windows AppLocker 2@ s Workspace Environment
Management, ] LIREESTEXLE A2 EIYIIE, BERMNENERER N ERXHEMS o

XIS E R EBE E RMIESI R VA FIEITHR AERF. IR F Windows AppLocker,

L1&4E R Workspace Environment Management k&2 Windows AppLocker #illpY, RGN AREFLS
HIEANAEE (Fi3k) AREEN LM Windows AppLocker #illl, NREIEAIBAIBHN, N5X LM REE
EEEES, ApplLocker EERRELNENRE—AIRSHEIET,

NAEFREN

IHE-R5IH T 5 Workspace Environment Management BEBESHHEZAREFREMM, ERILUER “EiX”
WRIEX A F R R BIET &R,

EREMETFPEFEINETNE ‘VAEFZ2ME i, UWTERABTREANERMANGE:
« REFHEEFRE2MN, EREDRGE, RERANAREFREMED RS, RERAELFEEEPIMN,

Bei#imaREEN LM AppLocker 0, MRFEF AT, WEANAEFRSMETRES, AR
BRLBMUALIEES AppLocker I (FEXMERT, AppLocker MUFLEH.)

=W

MR Windows 7 SP1 5 Windows Server 2008 R2 SP1 (si R #ikr4) E%%ET Workspace

Environment Management BEEHlE, NILIEBARA] A,

o Q2 DLL 3, SNREFIED, RIPRLaAiESEPH DLL MU EHKIEEN LA AppLocker DLL #1
Wo NHfEEE “bENAEFREMN” B, HETA AR,

B5E:
WNREMA DLL #RN, MATRFREARFNNAEFRERNSE DLL AIZAE “AiF AR DLL #N,
NGy

YNREMER DLL MM, APEIRERIERIRE T, REXMERZEN AppLocker ERIFIETZAINE
AR mMERE DLL,

« “BE M A REAWERERBNALENBEFREMN,

- BE. ATEEZNEAN. EFIEDNE, DRGENMNGES Z B, HNBWESILT
RANATFRERIETEN.

- & ATERANSREAMNEH, REAHRE, ERABMNMANGESZ LR, IMRESH
HEREZEMNHITIRE, BEABERN, BANMIREHERERATE, GHRAKRREBE
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MNES

HMNETF AppLocker MUES, SMEABMEREPO ML, FI80 (12), PEESBIRANEMNTIRFILES
UTEEZ—:

o AIHITAIN. BESMNARFXER.exe fl.com i BERHERIFN,

« Windows N, SiEEHIERFIHITENMRS S LREXHNRERFEXHEL (msi. .msp. .mst) &
Ao

o BIZHIN, B TEINHXHFN: psl. bat. .cmd. .vbs. .js.

o ITEHN, GRITONAERERF (WB#FR@EA Windows RA) WM, ETENEBREFF, KRR EHIFR
EXHHEERNRR. Bk, —MNE s 2N AEF. Workspace Environment Management
RZFHT BN ARFINRHBERN,

o DLL #, MM, HEP@a X H: dill .ocx.

BMMTIRMEEAHESE, MNRSIRITEDR A FEE AppLocker ERIBEN LBIHMITIZESPARERMH S o
AT LAE A LU A H{E :

KA (BRIN) . MUEIRHIRERN “XF”, REKREENFERA.
o SIEMNHBHIREN “\BEMIT, XEKREEITEREIN LA TEDRES,

Hito SIBMNHIREN “Bi%, XERECIMITATFIFEDREHAEEN L, HAFETER AppLocker T
MR AR, AFZNARFET, HEEXZNAERFNESRINE AppLocker E4HER,

S\ AppLocker #11

&8 LU M AppLocker £ H B9 # NI § N\ 2 Workspace Environment Management &1, § A8 Windows
AppLocker g BRAFME ‘L2 EM-EPNEMRERNF, TRTHNOEBIEFRSMNE = BhllbRH5I7ER
EXHEIEH,

1. #EhREX A, 2& S\ AppLocker #,
FEEIM AppLocker SHE 8% AppLocker #INIE XML 24
3. BESN

XN RINEIN BERF T2 MNTIRF,

ANANALIY

1. EOERERANES R H10, ERMERITRAN, #FEE “FTHRTRN" &6
2. & AN,

3. £ "B #od, BAUTHARES:
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4.

5.

6.

10.

11.

o B MUAEMNTIFRFETRHETREM,
o BB, BEXERNEMER (A,

£ RET BT, BE—MED

o BR1Ro ZAMMILE X AR T KRR,
o XE. ZMNS5EERNLHELE,
o MBF. ZANLES ERIMSH A,

£ IR B, BEHEEMNZE AT ER L NBREFIET.

BN EABFREERA, BESEERD, EEEREMUSRLENEFHHE, “BHE FIERERE
BPRAN “E” Bir.
e

o EEILERBEEN Windows EFEHREHITSMNERE, HEA 2 KEEMET.
s APHMBEMTF “Workspace Environment Management AP Fll&AH,
o [ERILATE QAL S S EC AR,

%EE—F_ﬂ;o
RIBEEZAOMNZEERY, HEEANI ARG

o B2, IBEESMNICECR S ERIZ B RBRIT, EIRCMFRET, ZMMNKE LA IZS (R AERA T ERY
FREX o

o X%E. EEERFAMNGIANERSIBXY, AEERA “AHEER" BRABREELER.

o 5%, IEEEMPRIZMABAIM MR, ZMN SR F A A,

%E—F_ﬁ;o
ISR EZEEBISN (IR, TARMBISNR, EFFISMER, ARRE R, (BULURERE HiE M MR

Bighs)
EERREFAN, BRE SR

BN B AR

FEFIRFPEFE—NHS AN, ARETREHETXREFEE FiE, ERERT, ERESESEMVNBFA
F4EmTT, ARBEE “WE . EEALUER “2f" RBEFAEIE ERE, MFE ABCEDECFmERN,

AR RERSIVHRE “RE", NWXLEARNERRN D BB AT EERNMERRMARE, 14
ER, WERMNDRREXENN ZE#HITEH.

ANINER AR

B35 RN, —28 AppLocker ZRIAFME AR EIF RS,
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SRR

FEFIRFEFE—NHS AN, ARETEHETXREFES FiE. MAILIRER, AITERRERTER
BIRE,

ARBRAL Y

FEINRPERE—NRZS TN, ARETRERETCERERES HiFR,

BEHNAEFZ2HN

TR ED LREEETHFMENAEFZ2IN. MNEHBFHAED XML X, ERUER “ER” FHNERE
EAEESE,
EIhREX S, BE &1, ARER RERE.

mENBEFZEHN

R LM “Workspace Environment Management” &5 & <$eI2H XML XIS NBREFREMN, EFRL
AN THXLEMNERLFEEERFHAN, IRERF “Re” RTMRN, SNFEATHNNAEFR
MM, TG EshiER, HERSIHEEPTIL, GRS HENEE,

EEFEIEF, EELERREEERMNSRERE SAREETNAFTARE, RESEHNEFR/AFEETHRIRE
K/EHERPHN, EMDEASRI. FAFRLRENMUBSINE, BRERIERS. MEE, ENREREIEE
HIH, ERIMKESHA CSV 8.

1 #EER S, B8F “ER” UERHERBES.

2. %% “ReRE, RARBEE TP Wi

3.7 MXHFER" &, HEEEEEDHEIMHK,

4. %4 AppLocker MR E, RERHT—F,

5. WINEEEREMMNIE:

Bo MEMNHBHENRDES HAEETHERAFRMAFR A,
Bo MEMNHFERBNRDEC

6. BFIRER, ERE “ERIRE,
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BRREEE, RAITFFIRIALLTIR EHEREEN. MREA, NAEE “MERLH” I “BIEARHE" EM
*EBEMIRE,

AR

NEERIBEAFMSIERITITH, WETAER. Alt, EER FEEE RBRER BohE B (EER/7E
EMER/MNTEER) RENREAF/SELERM, AERREXRE RERN U, BRIGEPNBTXLERE
o

BIZFELEFIR

EXERE, ERILUS EHIZRMEIFELETRP,
BREHERES, BAXNELEYIRANHENLE, SUXEREATHRITXHEER (Fli0 cmd.exe) RRM#HE,
HRR A ERE R, FEEAMERERIKF,
HbstEERA. AFEHRRENAF A,

REBAVFTIR

BEXEIRE, EALUSRERIERMEI AT IRFP, HFEMAIEFIRMHEAFIIREER.

BEHEARE, BANATIIRPIHENGE, BUMERETHRITXEEM (Bl cmd.exe) RAMEHE, TE
MRER, ‘BRHEARE” IEMBFAEATIIRFHFAEHFEZERNNIZIFBELLETIRF,

HRFAERER, TEEAMERERIKR (1R8BS ITFRAE#E).
HIFMEERH. RTEHRTENARAE (B BITFREH#E).

PRI
AR
tkThEERE AT Citrix Virtual Apps.

BERIZFINEE, ERILOKIFEE S AP AN REAZIREATHITXARRNEER S, Fit, BAEUEGMIIZR
EERANMN R —1FBEXERRITX o
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I REF

£ RE” Pk NOREAT ERE, BRI ED:

o RENRIEIZE. TRIREERRNIIRA I, EFIETE, TRIHAGMENREAIRE, N REEA &
* ERE MR X T Ao

o FENAT Windows IRSBIZERS, BHIRTIENRIEFAIEZENATF Windows Server 12{E& 4, IR
WERRIEIR, MSELA B A BFNE Windows Server it &# EREIER. RINEFIIET,

« 53%/H1T RunAsinvoker, =4I 2&53%I7E /1 Windows P FiZfTFIAE T HITX . MBEFLIET, N
FRRTAFAUEERRBMHEITAIRITX

R -RE 2 TEERENMMNMNTESIR, 2E aTHTHN 5t Windows ZERZFFN LIS NFIR T 7 E R
WA, EAJLUER “Bi Kmikdk. ‘BN 7/ERE0ENAF A ANSEEIFICET.

SFEFRIRN

5 B] LAGEFA AR BY AR SR B2 AR PRIRF . RTHAATARMIAD Windows REERZEHIN,

o ATHITAIN, BIESNARER XK BRJ.exe fl.com ¥ RRARISCHRIAN,

« Windows ZEREZFMN. GE5NAREXBKNRERFXH with.msi Ml.msp BEZ BN, RN
Windows Z&ER2FHNEY, HEEUTER:

- SRURAUER T msiexec.exe, HRATIHE .ms1 # . msp Windows RERFXMHNIA
9 msiexec.exe.

- RIg—MHESIEEN Windows RERFHNCE, HRQHZSEENATHRITHANTE, FRIFERERN
AHATHINREAT “ZATFFHE 8B, SNHETERGRANNIR,

BE BRI F “‘Windows RERFMN EIKE, “RIF BRI TUTRMBEERIRIE:
o i, AVFIEHREILERTHRITMN,
o BIER. AVFERERILEBIRTHRITAN,

o ANAM, ARIFEAIATHRITAN,

ANANALIY
1. SE AIARTHN st Windows RERFEHMN, RGeS RMMN, g 2R FmAN &§0.
2. 7 ‘BT EBOH, BAUTARS:

o B BAMNUNETREM, ZBVRFERERNTI RSP,
o BiH. BABXIMUHEMES
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3. £ “KE” od, EFE—ED,

o BT ZMN SRR ILAC,
o RfE, ZMNSEENLHELE,
o IB%. ZAMN LA ERIRS F A,
4. MREFE, £ “KE " HHH, BEUTHES:

o MATFHIE, MREFIER, WRHANNATFAHRITXGBHRE Fi#iE. EEREMAMEENRE
7+, EERTED:

- NEATE—XHEFITHIT . AREPR, WERUEBFEZR—XERN AT,
- NEATEERNTHRITX . REH, NERNEBATFESEZNAHRITHE,
- NEATE—ZHENTRITX . NREFR, NCERNEAFEZHRAHREEENTRITXH.
g ERERFEA Windows F& (UWP) RZEERF.
AR
00 Windows REFMMES, BRINERT, ‘NEATFFHE BREL TRARS, EXTENE#TR
3=
o FFeaRtIE, AIFEIEERIBEFIAR AMNAIEE, MHEIERA HH:MM, BaETFERBREX,
o ZEREYE, AFEIEENRBEELENBANMEE, HEEts HH:MM, MisEMEEFE, REXRBN
iz, BeEFEFENX,

o RIS, AFERESIURARN A SEESHERENATHRITX . REHAFLRETE. BREREN
SHIEMTIR. BXRWAEALINENTA, BE2RAERASHETNAIRITX . IRLFRATHNE
BT, NAREBSREANATEXITHRITX, TEXEXHEERASHET.

s BRENRER. AFEEHEEERENRAN#H—TIT BIFE,
5. £ “Of 9%, EREQESEMNNAFRZAFE, IRESINDEALAFRERPHBRYE, Eik B2k,
R

o ERILEREERN Windows &R EIMEIHTTZ MER,
c BRPSAFAXTER ‘B > ‘AR &k EERFIRP,
o EELUERHE (ERIBMNZE) 2 EMN,

6. %E—F_ﬂ;o
7. PATUTE—RE RIBEEEL—TIPEZEHNMANEE, FERITARERE,
5E:

WEM RERH T —1 % 7 AppinfoViewer WTE, BFMAIRITXHEFRBRUTEEURESER:
2HE. BENRE, NREFEANETEERFaPRENNAEFRHEXER, WZIREEER,
fln, EERNAEFTEIEN, JUERAZIAMNAREFFRIEXER. ZTREUTAEREX
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frseen,

o BiF. BAZNAMMAXHHHRMNEFE, WEM REBRIEETHIT X 4 REEMN R F

AT Mo

o kK&, HEUTFR: XHE. F@BM XHRM XHFRE. ERERERNT

ERE=, BaIBAE

S (*)o WEM RIBIRIERFBEEESRAMN. MRNA, AFAUSTHEERLHEESHRIRIT S,
o Bf. BERMUIRMMKESE, £ HRINBRE" BOFR, BAXGEMNKBAE, EILUER AppinfoViewer
TREMEERNX X HFRPEZRFE. WEM RN N A FEENERTHRITX 4. Eit, BF

AILUET 51 E X BRI AT HRITX Mo

8. BE 82 REMNHEHEEL,

HEHETHARITXE SR LS IERA RS AN S SHRLENFTRITX . REBAFLERE EEFATH
IXHNAIASY, AEAHERZREESHERNSSEIA. NAXETAMETRHSH,

RIS EARIEPT T X SR MM A F AT (5130 cmd.exe), ERAR

AL A R IR E R R REN S,

REURANAT test.bat, &

Image File

Windows Command Processor
Microsoft Corporation

Version: Go.2.14393.0

Build Time: Sat Jul 16 10:23:21 2016
Path:

C:\Windows\System32iomd. exe

Command line:

Explore

C:\Windows\system32\omd. exe fc ™C:\test.bat™ ™

Current directory:

C:

£ “PINBE FEREP, JURBAUTRA:
o« /c ""C:\test.bat""
ARTE “BE FRPBAUTHS:
o C:\Windows\System32\cmd.exe

EXMERT, WF test.bat, REEBIEERFHNRIREAZIEERLRI.

BANDELRR EVRPER—AHS AN, AGRE BF BOFH RE. £ “REAN" §0OF, &FEH

HORAMMNNARKARE, ARR T “BE
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MERARN  FEFIRPER—DHZ DN, AFRE RIF 89P0 kR

BEOFREADAN S UEDHAIEEEROFRENREAMN, FAEMNEBSH NSNS XML X, ErILUER
R FANEREEREES.

BRMED, BEAVMERPRMN &0 RS AXERENOSHNEAEE, BSHAMEX,

REFHURFIN  ERTLUMEE Workspace Environment Management &{43ES S HA XML 45X EARBER

RAMAN, FRIBEAEOPOXLEANERLFEESEFHMAN, THRERF L™ > WRIEA SR, &

K MEMERI TR R AN, TRBIMNKE BopBFFH I EERT UASHBRER. EXERERASNFARGEE,
%lmljjﬁb o

BREA

BiEEREA, BEIUARLERF BohiRANE, MEFESRIREMRIINATRITIXG. XEAFRREGREHZXXME,
REEL TS PEFEUERERNRIE!T, BNERMEMERAXGRHITERREM. 265, SHE—NMER, BEXt
MR HIEANERRE. WEM TERMRBIERE, RANREGREISIBEFUEERZ, NRBEEM, WSHAREH,
HEREEANREINETX S,

ZIREREE R U R EHIEZERIES BB RNAAS R, ERILLARFRF BITRANNHIZAFTIR, BATlA
LML AP BITRARX 4 eI LTI,

BIRFERATFUTERANXXME: .exe. .msi. .bat. .cmd. .psl# .vbs,

AR
ZINBERT, RENAEFATEITELENHS, #li0, cmd.exe BFizf7.cmd X, powershell.exe BFiz
17.psl X, EXLFRT, BIEBEEIATH.
E ‘el > ‘BREA M, BERUTED:
- BREREA. RHERTRRABIRAIEE, EEZEme L

- EEFmEBAIEARREAIRE,

- & BITRA EH-~_ ERYE LR A,

- YAPERPEXH, FETREFN U EEANRE 177 EWA A, Alt, BREUARREE
BITIRAETF LIEEHNR AR IER BRE

o NR. AFEAARFAR BITRANXXALIZAFTIR, SHABRMAIEAFBITRANXHCIZMALTIR,

- RF. AAFARBITRANXXHEIZAFTIR.
- B4, NEMHIEAP BITRANXAEIZBELETR.

o IERTLIATLAT 8 1E:
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o TF/LIER, BIEERENE. BEFEERIANEN, BESME “BF > “BEFRK > “GiHERE” EmE,
ARBEEHEANMNIE, REELTXEEFIERE “RIFHEEFE .

RIFFIFIRIRE, MREBA, WRESIEARERF A BFFRIRENRIFH. BXFRKRENER, HSH FRILE,
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RIFASAILE, MREA, AEEFREAERFNAE Windows £45&8 (170, Windows RIREEBFMITHIE
) BIRIHT

MBS B BRI, WREA, WRBREEFIFRIRE BRI LN LA Windows BRI

RIfTRE. MRBAZED, IEEEAERMNMASHSENRN. BEXKREHRENER, BHEH 2H.
RIFTSMR. MRBA, REEFSERERFEAA Windows - SEERBIRIHT,

BLITHNLE, NREA, REERS LTI, MERSHFEMBRENLIEER,
STMERIFLE, NRER, REERLAEMELIRLNZE, MEBRFFEMBENLETR.

IR IRBE, MREBA, AEBSTERERAEBERAFFE, Bk, ealEUTHE:
o B MLEITEN

- BR R &m~EN “RESZIGTEN &, KREFZIMERECIREFTENN.
- B BERE ENFEN “RBRETON G, REFIBERTIRPIEEBEFETEIM.

o BT EREREhEEHIRILEIREHEE AN B B IR ThER
FrEFRRKRE. FFHERE. REBEMFREH- £ T XERERES N
o FRIEESEM “FiR” RBEEEERER,

MiasmE ULEE, IREA, REREEXERPRIBFERERE. BEKR, EXMBRUTHE:

s FFEIFRARE. FEXE. RESIMFIRRE- £ T CRBERES .
o FIBESEM “FiR” RBEEEERER,

RENBEFEFE. IREA, AETZRREAN, FFCHANBREFFETRAERITEN
BRANBEFZE, IREA, WRNEATEALZE (BXAEBIEENNERTH, FSAFELE),

BARBEAFPAIER, MRBH, REEERME Active Directory SRR A, AR XR— M ERFHRIERE,
RETEVENT R,

Broker Service i, #AfE, FIEBRNEZE, RBLZERIEMEHRSNRIIESHER. RIAMER
15000 =#,

BRIRSER, Agent Host it BN LB RIRSHBHE, ZERERERAECHNABRAXKANER. RINEN
15000 =,

AR FER, BTMERR (MAREDBRAFIE LS/ XHRER) NENE, FItEZE, RBIAEREE
KW BIAEXR 500 =70,

RESAHTE, KEFTUFERANRALER. BAER 0 (RIESMIERITNEERE), 1 HRLERE, 2 INEIE,
RILEHE, BE, WEFFEENR.

BREMN. MREAZED, NL5EMEMRSNERZRINEN, ABESERAEIN LEREHES. Citrix 2
WEABERBRENMEER ERALET. SN, ERERSENBHARSEEHNERR (REXN) Lo
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BRI

SEREIRITRIZRIF. RBATXERE, REIVIBIBARFXERE, BEREITEMERBRNIL,
RRADECRIREF. MRBATXEIRE, NAEEHISE TRRFIRERFTE R D ECBR(F.
BEIRIH. MREA, REXNRKEERIF. FRINERT, RIFEERN 30 5.

EmERIRF

EIMEETAIR IR, XLIGEITH Agent Host EEIMEEEI AP R A RAIR(E,

=R

WSS, WREAXEET, NERFIREEESRRIFNERLIERiES,

ARS33ET

X BEENEENRS.

REBEEFRIFER, HigERH Citrix WEM REXNRSEFRIFEEFNNE, RFaEEFS WEM RS EUERE
REED. BINMEH 30 Do

SQL RERIFIER, IigETH Citrix WEM fUBEENRSERERIFE SQL EFHeERNE, BRINMERN 15 2.
RIBEIIMNSENER, g EEH] Citrix WEM Agent MRS 5B s IE EA BT HAIT S RIETEL,
R
EREREFNEATRSETIENERT, AMIBERENARZF B2 (VUEMAppCmd.exe) E#5198TEL
VUEMAppCmd.exe aI# R EMER N Citrix Virtual Apps and Desktops B . #BIN BIEF Z BiTER
BRI, BIgTE/EME, BEE VUEMAppCmd SISMNAIFIERIGE, ZIREBERIERIEE VAL E AR
/M. BXFAER, BSHRENEE WEM RIE,
BRERER, XEBREEIISMmEREENNEABTIER.

Y ieduinit i0Z., RIMERT, ERHREBENTHRITXHZAT, Citrix WEM REENRS KSR ieduinit BT,
IR ERFAEENRS TEFR ieduinit,

RERHRTL. MRBA, WAsARTFEERFAENEAABF B Citrix WEM R,
EReIRE

RIEIRENER. AN ECIRENSRIRES, ARINEILLTIRPEEMRIE TR EFTEIG MIREDES S T FEFHEERo
AWEDEIETEEERRNBREN. OREA, NERERNKESEEFNAIEE M EER.
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StoreFront

fERILLET-EAT LU StoreFront M A& ERINEI Workspace Environment Management &8, A5, &S
3 RE7 > ‘NERR > MARRIIR &UR, WRNMXLENBEERTRNRBER. XETLEE R
BREFEAZARFREANSRAKETR. BXEMEE, BERANARER. EEREF (M%) BT, 2N
StoreFront Z AREFIRFRETRENBRERET L, HX StoreFront ZAEENFMAESR, 55 StoreFront
X1

AN B E

1. B&HARM,
2. 7 ANNEE SHEERRNFAES, AR BHE. FEBREFTENERESEP.

[z E URL, EF M Workspace Environment Management i sl 2R AR EH URL, URL %7110
http[s]://hostname[:port] Ht&15%E, EF hostname B ABEMNTERETE, MRIMUMBIAGORATHA,
NimO AT SHAREBEENIE D,

BE.

 EfERMNARE URL BRI MIMNBMKZERZ AR, HERSUTERBRSE (40 Citrix ADC) BI/EHE.
o WWIhBERER T A ZRERSMINIER StoreFront,

W, HIRBIERYA]IE A,

WIEBNABE EVIRPEERE, ARBE RIE UENEE URL ik,

WEREaE  EVIRPER—EE, AREE B BRUMEESPRIFRNABEE,

MAE BE NA MIIEEEERENATENRIE,

IR

IR _EAYIEIR A S M AR TIR B R SRR,
HE:
RIEBERENEREBEERF T RITHRIENIRIENEMEEE SRR,

IREIRSHE, NREA, KEEMEHABIRIRSAE. ARG, EUEEREERTM Citrix Cloud &
25, HERERMANIHIBEISE WEM RS, ItIaEIEERR.
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I

&=
RYEREEEAMEEZEE WEM RS, FBRIET, ST EET WEM EEiEH &8 #1Ti4%,

B2 E Citrix Cloud iEiE88, 2iFE@id 8\ Cloud Connector 8 FQDN = IP t#thtit k&2 E Citrix Cloud Connector,
g #Hm —xEmn—1 Cloud Connector. AHREIRSAIAM, Citrix BINEES M ERUBELREH Cloud
Connector, Hitt, EEEZE/VEREM Citrix Cloud #E#28,

kit Citrix Cloud Connector itE, iNIREFRASEIKEE Citrix Cloud Connector, &EF L%,
HE:

RIBZMNIRE A REFE LB AN, BFRBRTERE “SRhigE” > “BKE” > “RSE &+ LEE
89 SQL IRERIFTIER RE,

MASRIBHR SRS RIEE, KB AERS WEM BRS, HEETREFLREIR, A, &R AgentConfigu-
rationUtility.exe #<47; #i0:

+« <WEM agent 1dinstallation folder path>AgentConfigurationUtility.
exe switch -o --server <server name> --agentport <port number> --
syncport <port number>

« <WEM agent 1dinstallation folder path>AgentConfigurationUtility.exe
switch -0 --server <server name>

+ <WEM agent 1installation folder path>AgentConfigurationUtility.exe
switch --usegpo -o

BRAREREMNMEY
XEERAFEE Ul BT MECREBENINL, XEETRE Ul REBTERAFHERNERAR.
AR

XEETER T Ul R THIARIE, ENfFRERTF CMD R FRIE,

R RERIEED

XEREAFEEEXSENE (W UIRRT) ERAFIEFIIMNL

BEEXERESGER. NREBEE NWERESHARFNETBEXNEHRE, MAR Citrix Workspace
Environment Management ##%. BMEHUFAT MEAFIFEHIAR, BHATEIERER 400* 200 px .bmp XfF,

EEMBRERE. BTEMHERNEELIENBENXE R,
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XAREE B, BT ERMBEXAREELUEN BEXE R,

Ul KRR, AFEEREATM Ul RIBHTARNHEENTREEN. FIi, EERNARERF WEEM EIRFTENN 33
EE, AR RERENEHEE,

RBAENR. WREAH, WEMBSHRHAENEREHES, REFRSTEREERRIFITE.
FEATHNNAEFFRECENRER, EXHHNAREFRETETREER.
EEATHNAEFFRELENR. MREA, NREETAENELTNARFNRERHRER.

REEESARXANE. OREA, WRAEERAEERHAE, Fit, WFIFEES, REREPHN “BE" EIRF
ER R LR,

RFAFEEITE. NREA, Wik ERAF A UERAEREPHNERITEIYIED. AP A USEZELFTH
EEFTENNINEAE U EROATENNAMESATENE LT, RINER T, ZETTFERRS.

ATRAFPEENARER. NREA, Nk ENAREUERREREDNEENARERFED, AP A LSR5 ZEDIL
?FH:F %IEF—“Z%*EF_ XTI%*E#EE%L/L-F]@IH EXIAPE/R—F, ﬁﬁlﬁk?)ﬁﬁﬁ%uo

o RE. BAEFRESNRMEIKE,

o FHIRT REB, £ FHR” REXHRFENAREFRESN.
o REEE. FNAEFMIZIRESEH TR,

£S5 (P, EESEDREENAREFRESN.

o FFiaEE (P), BNAEFEEE “FR” H&E,
AE:

ToRER LS B MIERE B BB SR T O EATRER,
RIE B EHETRIE Windows XP #1 Windows Vista #a]F,

BIEEERXARE, NREH, BEERRBLERHAIE,

BRANARESR. NREA, WEHEREEAERENERRNNARFED, AR TUNENNRERRRIETN
Fﬁ*EEr-o Eﬁl*’l‘i/R—F; ﬁlﬁlﬁl?)ﬁﬁﬁ'{k o

DREERFRR. NREALLRD, HEERBHBIEEITHARHAEN, HRIA2ERFFRHETE.

RIFAREERF. ERREEEREREFETEERFET. RABRT, RENLTFERRS. €A “BEERFE
®, YRiIAAAMEEREEREREENRF. AFER "EEBRF B, BER "BEERFE MEE. TEE
B, APALGAEHEEENAS. BRAERERNERE, ARRE ‘BB, XEMSERENARIEEX MR
R,

=W

o RIERBRRZRFLUUTHMNMED: R M XFo RIFMERSIEME% WEM IRig BB B, Fit, 7
EETH EPEREMNKERIINEN, “XT" EIRITHA—MEE, BErEXETEERNAERE
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HBh &R

XL 0w _E B P A LUfE R RYBR S5 & Thik.

WENHEERF. ERIRGET R ENBFRRERIUER M EURAFARHTZENR SR EFABER. BAWILHE
%, APALUEd xRS R,

BENEHERF. EHRSEREREPETR X ENUKAFRREHIZEINILEFA. BAWIGEE, BAA
B Z RS IFEXER.

ERRERR, FHETEREXREHRETR WX I, APUUERETITARSHRIE, 2T EREHUTIE
Im:

o IR, BEVAFHIRREIRNESEE,
. RF. REFREE,
o RIRGTRAG. BRBEELREATIFIAR,

BRRXZEEXNET, FHREERBHRIARETREAIHARER, NREA, BRAUERETLGEES
ERRRREENEEXHRXIEENSZ R FEttit, KREFE— N IF. RENETFEHGER iR,

BEX T, REA, WAFEEEREHR TRATRIEFRFEFIEF IR EERIR,
BFHER. BTEERSHATERTRAEFFEFHARNBFIERTER. LFERAENT,

F=3

AR

BRAZEFHERIRPERNRHRITETIR, B5H ELTH.
SEYBEFMGEIRTES ##UserScreenCaptureComment## hash-tag B, B EEERBNTIC,

fER SMTP RiXFEFHRT. MNREA, WER SMTP AR MAPI RiX32 5B FHbfF.
Wit SMTP, it EEENK SMTP €& LISIEENR T ER.
HE

EiEEREIXA. MREA, NAFRESMXAREEENEETHEN. MEETFERNX,

NENXH, NREA, WATREEHTENEEENNEKEARKENRES (TAFRBAN) EEXHFAEEESITHN
HEN.

B

June 6, 2023

‘B ERESUTRE:
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o BER, RIFEEN Workspace Environment Management Ei25 (BFPZAE), HEFMITEISER
Hl&mE A EEMNR,

« AF. BTFEERFPHIHER.

- KB, ATEERERGEEHNTEERES, WRHEEFE. EEREN LHAITER,

« BEIER. ATFEE “Workspace Environment Management” pEERER, EaILUERBSHITUT
e

ERERE EUEIS IR H #H 1T EHR.
BN BRI R,
wETHUEDD,

A0

Al

R AYFEE X Workspace Environment Management 25 (BFRZA), FEFMITELEEERA S
7] BC B S RIRUR

REMEERIE

ETHEHNRENNEEEERERYIR (Z2imE. Rk NRE WEBERR, B2RTENFAES). ERLUER
Find HRIEXAFRFSZEZFIR ID fiksIR,

RINEE R

1. fEAETXERS M a6,
2. EEFERARANEEPRNFAES, ARRE BE.

B, EYRIEERENAF AR,
W, BXAFHANEMER,

2REER, EERIEATPIEEEENAR/ERLFEER, BRUMEELAENAFMAREREER. £REEAN
PRNATFAENR (REE), mmEERRES M LR EHR,

PR, XAVFEIEENFMERF /HNUATIFRERNZ— F8: BERAREETEMIIBIOLRNIEE.,

TLipe ERRAURLENEEER (BEE) NEMHE. REAERLBHRANRNEEEERZ s ARm/mp
Workspace Environment Management Bi2RE2R/EELHANRENL AR REER 7 ST EEETF,

Qi EELAAUEFRENMERE, ERETEZEREMRE, RELRTEHINRM /R REERTEEIEEE
I+

KESE RREBERAFUT IS MURE:
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1RMFCIEE T LGB EIRIRME,

IRFEESLULIE. EENSECIRIE. SN RaHRIEMPREE,

TSR EE R P UGB EIRFARMN, FIEREREBRT A RIBRMIIF ECHI R AR L EEERRAN.
DEEESA LSRRI ES AP %A,

RALAEFEERTUEEARTAREFRE (CPU. RAM MI#EZEE),

RESFMECE X EER T EE RN E X IRE.,

ERENAFEER JUERENAATIRPHN. HENBIFAF XA, EELERF RS EREIMIFEEENE
BRIFA A A,

KRz FEE AU EEBRREFIRE
SRREEERAUUEESARE (BANERRELE. BRIRFS).
L2 EER A LUARZ 2RI ~FRFEE .

RS LRERIEENRAF/EACRERAREEZER. Z2AE, AP/HAFTSEI A Workspace Environment
Management EiER, HETREEABEESIE,

KB, WFEARIZE, BTRFMELSAKZAREZEE,
MRBERTLBREER, WEERUTEE:
R B, BT ILEMEMRSEEINEIRENFRE Workspace Environment Management 41 (BB,

BER. ERIENA AIEER Workspace Environment Management it (BRES) ERLEER. ZAE,
AR /AFREBARZESNEER, BT ERRIZGS.

WAR. MIEZEFERMEMRS S Workspace Environment Management ihs (BRB5E) ERFHIERF /A
AU PRLR Ao

RR

TR REXER Workspace Environment Management SR 4iHE 8.

SFitER

TR REAREEY EER I SIEFEN AP HEE.

AFEE, EnEhdmts (BE%) MRS (BE%) RY¥ Workspace Environment Management i8]
IFMEA B, EETEE 24 /M _EANBBERE P K.

BRAEIER. XEETS5LEER (BEE) XKNFERFANERES, S8 LRERNE. DREZENITENS
MR 2IFRERE (Ul 3 CMD) kR4S, ERTLER Find IRIBXAF R REZRE 1D fHHEFIR.
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R

Ltk 2B * Workspace Environment Management SEFHRENSAITHE B

SZtER
k71 2/~ Workspace Environment Management $iEE~+i2 ®# Workspace Environment Management
RIEBAVHE,

REFHE, ETHUNREENFAEREERFRET Workspace Environment Management #aIERI IR 28K,
EERE T EE 24 /)R LA B INA IR

REHLIRER. ERERARESIMNMERENERER, S8 DREENE. DRIEENISERTRURRERA,
ERILMER “&ER” RBF D fwikyI&.

ERSRETIF, UTERRT LRRIEEES Workspace Environment Management $iBER S HIZE R
o I (BEFEEN) . RNERESHD, BFERERSLHEERIER A,
o KH (PSEMN). RTFAFEERHTT. AFHFFR, RERFERFREAEETHA,
o KW (XEHR) . RREREAH KK,

# “Profile Management Z TR I, EEUEFEBEFH Profile Management HIEITRI.

Profile Management Z{T A RSEENRE TN LRTEDIRERE, UHRERSTUREAXNEERERS
B, SAUEEXERENER, UBESMEETN LNBE XGRS ERE (%systemroot%\temp\
UpmConfigCheckOutput.xml), tkIheEXRHER WEM RIBENRS BB PITRERE. BEFhH
TRERE, FEEEEFAPABRETIEENRIE, REELTEREHTEERF Profile Management B2 &0
B, BRARSRERE— MRS, BEERRS, BRE FIF. Profile Management 17K 5Ih8E
IR T B % Profile Management (/TR H—RIES:

¢ RiF (8%MMCEMT) . & Profile Management R

o BE (ZATRBRNSER). 541 Profile Management BARIBAIRE, RILIGB AT iE MM ESER Profile
Management WRAF &K, XMHRER—EBZRERITERME.

#i® (XE#R). & Profile Management BBERIEH, S Profile Management A IEHIETo
s RAIA (ASER). KEFFAKBA Profile Management BFH I,
MRRSOE R RIREHAR, HERONVEZERINE, BHR Citrix RAZR.

EREEZER, UTERRRAEEREREIERAESITHE R L% 5 Workspace Environment Management
IEE, REBEATFENNRES. =AM FRETRBELFHIKES.
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« B (EETCET)

BRI EARYIER. AT M Workspace Environment Management #EES MBS AR, MERAFHN ERER
BYEIET 24 /Y, MIAERZAYIE R HR.

RIFTARIE  RIFAIZET, BB S EMERNRS 8RB, B4 1ARSS 23812 Workspace Environment Management
HUREIIE B ENARIR,

1. BEHRHEUERAET IR,
2. FETXERER, @&F RIFMIERAE

TR R

RIFER. MAREAMESE (WEM BEESIEEFENREREIEX) BRI, REFSERERMEESEMENIRSE
Z

RIFRIEENIRE, NARERSI&E, XEGEGESREE. MHIRE. HREFLEMEMIERF SENILE.
R TEXRE, SRR OEIRENAT WEM 12, XLEIREEIEMEIRTIES. TEN. NAEFS,
HE:

« RI# Workspace Agent iETI{GER FE Ul X TEIEHNNE (FRARZLAFRBHRERHAE
&h)o £ CMD BT, ZEHAERTHIE,
o HIEFRBIREWMAILIRIF, FEIRE (Fld0, FRIGEMARILE) NERMHERNNA.

EHAIHER . BRI IR LRI EMIRMARS .

£ & Profile Management i 8. EEIMREGFHBRXKMNEEZILE, R Profile Management i& & ki
BT ENRIE, B8EEE Profile Management 18E. ERIEEFEE S L R A aEFILEME AT,
AR
MEHE WEM E8ixH it EE E Profile Management 1R E /5, X ERW AT, 15219 CTX219086
LASRERfR R TS 7o
EE Microsoft USV ig &, BMIMREGHEMXBNREILE. MR USVISERNATENRE, FeE
EE Microsoft Uv 88, AGET RIF.

Ri# Profile Management R2&i0E, WREENHAITRSKLE, LUHER Profile Management @&#17 7 &
(EI =1

BFRER. BREMBIEEPRFAEIZR, MRERENDLATEDRS, WIETREETRARKE,
FERF. ATEEILBERERITEN LA SIRFEXINEIMRIREE D ECHFIERF.
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222 Citrix Optimizer, BN AFRIE, LUET Citrix Optimizer i& B Fr A 2 BN A Ko

AR

LT 2 REIEESIZRM Workspace Environment Management IR,
BE:

RIBALTURE— M EEEEE M

RETUTER:
HENRM, BTRERNITENNZT.
RS, REEN EREFEMRT, HERMUTREBET, RHEEXEMHITRMEIFAES

RIEBFAHPEINERUE R, BEMENRSBLEFMNLERENEALR (BEER), EARERPEIE@LES EE
%)

REHBER—NER. BHEHRSBEEMZERNAERESVENSITEIEXIRE (EEE).
RIEHBERZNER. BMEHRSBTEBTIERENES (BEER), RAREBHETZ bR (BEK).

RAEMEIR WE

« 4518 Active Directory BxgEt GHEW. iHEWNAF OU ZEINXER)

27

+ 4538 Workspace Environment Management B4 (EEERIEHI &M Active Directory S4% &5 H),
UETENIBER— s (BEEER).

HITXLEE NG, EARMMSARSERFAE,

AEIER
B

LEET£ 2R EIBESH “Workspace Environment Management” & BFrBIFrE BiRMTIR, BRIMERT,
BEAFRETRS, BRFHRIFHESHLL.

WIRET, XEEPAFERER (BEEE) MBEETEES.

SHES. FHER XLS B3
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RIFEE. RI#BES.

EMRAE. BRFTERBEEMNAS. XTAECE, BMASSERESHARM—NEHE, IERERMILRE, IETNX
ERTERR2IFREER,

e

IEI-E5 4 T 34 Workspace Environment Management RIBFrMMIFREER. 8 & RIFizal, ZBEER
BUHIATE,

WISET, XERMAFERLR (BES) MBEETIERT.

SHAE, SHER XLS B,

RIFBE. RIBAE.

IE F?EIL;\O V=] B?Fﬁﬁ@ﬂﬁ%ﬁ’]ﬂuo g%/i#ﬂ(/ﬁo Iﬁl‘?E L;\ET%EE/L;\ ;ﬁﬂﬂ_/l\$ﬁ:, ?EH_'\E';?EEMHQEH'R lttﬁilﬁi'fy
BERTERTeNNEER,

July 4,2023

XENEESFANAAERMITENSISKRE. ETUUSMHER SH AERE

BEHRE
SHERKRSG. EEILUESNAERPNESAERNEHE, BRIURERENER, URSFAIE, B8 MeE
EB BB RERE,

SRASRS. ERIESNAERENESHBHNERE, EAURERNELL, URSFEIE, ERgMRE
B9 S0 R ThAY I,

BFRE%

EREBHRE. MRSETEENBRASKNEZAERES, BAUNEERNESNEFIUEEFANE.
BEiEHERE, RS ETEENRASRNBEAERBES. ERAUNGERNENEFIUEEFANE.
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RERE, EREERSNIHRERAERIILERRERNEHITH. ERTUNGEEMRERBEUEEFFAN
B

RAPMgERS

BRiRE. REATEEEEERBRAENAFNERES, EUNESMUERURFFANE,

RERSG. MIREATFEEREERBRAEMIENRBHES, EUNEESMUERURFFANE,

REXHAEIRE
HTRE T AR B XX (4 E1EA FSLogix MECEX A2, TRt T EXREXHARNENERBERKE. ERRENX
HABNERS. LNBIBREREFR AR,

ERILLIRER UEREREXARSNTEERRRL, HAHESHEEXHRHETLALER LIFREHE,

S

=

BERNEIFE:
- BEANTIE. £MNERETRTREXHSBEIEENERANEEERER.
o RERS. GNWERETT AEEENERRNZINSIENNEE X B RNER,
EERER (Fit, RE6X) &, BEF “BIF UEERHRIN.
LERZEAT (GB) AT, AFERA—IHE, BIZHERIREEXHRRNTEFERENAKS. BAEE

o

ERZENTF (GB) AR, AFRA—THE, KT ZHETEREXHARNTEFEAEN R BAEEL.

o BEELATATREE,
o EESHENREERS, BE “BHhLERTEERINBIH.
« EBETEHENRRES, M TREZENTEERARIINND B
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REXHESNE

ETHEENEBRANEEXHARHIRSIERIIR. BENER (B, 3X6X) &, B R KEURELZR.

TR LU & Pt ic RFTE A S0V RIS, XETLULETHRAFNESENRS. EXILERN, BERETKRIER,
AEERE BT . RIEFTRIESFE—RIIES. B, ASIUMRERXKHNEEN. NRAETH LEEERS
2, WAERKZEWES, ARRESKEBXNHE. AR, ERKRENSIEERMRTNMIMER. BRSHES
—EEYiEl, BE R RHEUERRMIER.

RE FNEREXRRSNBIRAENES. BXEIRABNESR, E2REPTM Microsoft sx# https://docs.microso
ft.com/en-us/fslogix/fslogix-error-codes-reference,

RELET

XEERAFEEFHREHEMNIER, EERTUIEERE BopitiE A FREFE (LRI, BFXMMEERER
=118

CMD #1 Ul #2z{ FRIARIE

June 6, 2023
Workspace Environment Management {E2aT {72 CMD #&==(# Ul #xX Fis1T.

RAERENEERMIETH, JUEHZEE CMD RRXERE Ul EXTRHAE, Hit, EER EITHE > SRig
BE>EE > IRERT R ENREXBRGE, BXFAER, BEH 5REE,

MRKFFARBRENETERNENET, WE (BEERIIELAF) JUERETEN LU CMD RxX5 Ul X501
B, Aitt, BEMENEREXHRHATFRUTH.exe X!

+ VUEMCmdAgent.exe, #iF&1E CMD R FiziTHE,
« VUEMUIAgent.exe, &R Ul X TizTRIE,
CMD #&z(H0 Ul &RX s X 31

F CMD R, FHEEUTEREM

« BREYEzNETTH, CMD #X& LRI, CMD RAEEMEHEENE,
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o BEEY, CMD RUAF DERER A TAE, XMIRMEEENRIREHE. TN, XAEFS.
« Bal, CMD BRI 1T
WF UIER, BB TEESL
o BREFBENETH, UIRA2ETRERHRER.
o Ul RUVR] LUR M LT

- ROARERF. ATFEESRAENNABER,.

- BRER. AWEITARERRIR, EMER B “BEiEHE” > “SRigE” > “BRREAED
M > FEaRET” &L ‘BRESHER . AXESZER, BFER BHEET,.

- BB BTHIA “EBRFE ITRAUEEERRRTEENERE.

IAMERBA “AFAFREERIZHE” > “BRIGE” > “UILEMEL > ‘Ul IR AR LEER
f’Eo ﬁ;&ﬁémfm Sy 15%[93_' Ul T‘E}Ei\il)ﬁ\o

- EENVAER, BT “€EBLAER TAXEENARER

IATEREA “ARBPEEERE" > “BARE > U KB > ‘Ul RIBAT T+ 2
ﬁﬁ*_:Er_o ﬁ;&‘ﬁéémfm S ¥) 1@%"% Ul T‘Eiiﬁ:[)ﬁ\o

- BT, BFHA “EETEN” TEUBERINTEINHEETENE %D,

A ERBRA “AFAFREERIZHE” > “BHRGE” > “UIAEMEL” > “Ul RIBRI” AWR EEIEIT
Er-'*ﬂ:o ﬁ*ﬁémfm Sy 1@%'% Ul 'f‘tfiﬁilﬁ

- R, RIERARIE, BRAFERIIRENATAE, XLREEIEMKZIRER. T, NARRS.
- #Bl, AWFEITH— ML, BT ZMLE A LS REEE.

HEEMFET ERTH G > SRIRE > Ul TR HMEW > BB ETUET -~ L5 ERBIEHEIR(F. BXESE
B, 1FEH FE 6%,

- XF. EREXAERENER.
- B, AFERANE,

EEERMEUKNREENBEFMITEN, TUEEERUTIE (EREBREXHXTTR), mEEE Ul BXTER
1RIZ:

+ ResetActionsUtil.exe, AT TAEEIRETE,
+ AppsMgmtUtil.exe. AFHTH “EEBNARERF" ITH.

+ PrnsMgmtUtil.exe. BFITH “BEITEIN" TR,

CMD #&R=# Ul X ZiE N EEX S
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« CMD KB AIRE, AB/RLH, ELU8 WEM KRS (Citrix WEM B EHARS S Citrix WEM BRZE
FIRS3) ERENERENER (B0, ERHENER) Bz CMD R, MAELKE, EERAIUFHEA CMD

R,

o Ul RIS 4517, Citrix WEM REBENRSBHELAFR REAE, Ul KIEARELBF REEBRSET,

HNENEERATEFHER Ul

} =r

AR

REEAE2IERRBIET CMD RIBF Ul K12,

BRI ERER

June 6, 2023

AT isEIER)VERE Windows REEIL:

INMEFB TR
IRAERI
BETH

BENEK
EYRRRIEE
BitLocker Ixzhag e
B ERE
EiEEEE
H#BF0BYa)
BRINERF
Device Manager
R EFFTEN
BER

Z2VNGICIE I
RERS

XHhsEIER

DR
Microsoft.ActionCenter
Microsoft.AdministrativeTools
Microsoft.AutoPlay
Microsoft.BiometricDevices
Microsoft.BitLockerDriveEncryption
Microsoft.ColorManagement
Microsoft.CredentialManager
Microsoft.DateAndTime
Microsoft.DefaultPrograms
Microsoft.DeviceManager
Microsoft.DevicesAndPrinters
Microsoft.Display
Microsoft.EaseOfAccessCenter
Microsoft.ParentalControls

Microsoft.FileHistory
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XA

FiE

KEEA

EL1briAl

A 557

Internet &1

iSCSI ;Bzhas

iSNS ARs528

ey

B=

uBIRE

BAT

MPIOConfiguration
RILEFNHZ 0

BRI X% E R

fhIm R fihds

MERIRE

EBIEFN AR 2R

BRI

EFMIhEE

e

IR XI5

RemoteApp and Desktop &%
BE
=8
CikZaslN
E
TR E

Microsoft.FolderOptions
Microsoft.Fonts
Microsoft.HomeGroup
Microsoft.IndexingOptions
Microsoft.Infrared
Microsoft.InternetOptions
Microsoft.iSCSlInitiator
Microsoft.iSNSServer
Microsoft.Keyboard
Microsoft.Language
Microsoft.LocationSettings
Microsoft.Mouse
Microsoft.MPIOConfiguration
Microsoft.NetworkAndSharingCenter
Microsoft.NotificationArealcons
Microsoft.PenAndTouch
Microsoft.Personalization
Microsoft.PhoneAndModem
Microsoft.PowerOptions
Microsoft.ProgramsAndFeatures
Microsoft.Recovery
Microsoft.RegionAndLanguage
Microsoft.RemoteAppAndDesktopConnections
Microsoft.Sound
Microsoft.SpeechRecognition
Microsoft.StorageSpaces
Microsoft.SyncCenter
Microsoft.System

Microsoft.TabletPCSettings
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ESENSM
HEHBR
TSApplnstall

P KA

Windows Anytime 74k
Windows Defender
Windows Bk 3%
Windows Bzt
Windows To Go
Windows Update
TEX R

S <hE

June 6, 2023

Microsoft.Taskbar
Microsoft.Troubleshooting
Microsoft.TSApplnstall
Microsoft.UserAccounts
Microsoft.WindowsAnytimeUpgrade
Microsoft.WindowsDefender
Microsoft.WindowsFirewall
Microsoft.MobilityCenter
Microsoft.PortableWorkspaceCreator
Microsoft.WindowsUpdate

Microsoft.WorkFolders

&8 LUE T Workspace Environment Management i fEhERhS L ERIEE ERIIIEE,

AR T ERPEAS !

. NARERF

ERRENAEFIEANBEFEE:

ER

FTENHL

- BfRERE

o MLRIREHER

- BABEMNETRRM

REIAIRBHER

R XHREARNBEFELE: Bif
fEM URL fENNAEFEE: H#RiES URL

TFERMBH
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- BfRERE

o GEME
- BARRE. BB RE

AR
BiFMEFEBRATERETEY B, MREEATETE, ST ATk,

o FIRTE
- TEE

]

o ImM

- wWABMR

o Ini
- BfRERER. BARERSD. BIFERIMIBERE

AR
Birgbo. BMERMFNBENMEFTERASZHNRETEY B, NREFERFETE, ST AT

o SMERESS
- BENSH
o XHRFURIE
- REBEMBERRE

o RLEERMG
- fjl: 3% Active Directory B ICEEAFMHLEE: XY Active Directory EMMITARLER

AR

BXMERMHHFROTEIR, BERMERFHFETIR.

FITRIRME
B APIREF AT R R IR RNR B AFEF. Workspace Environment Management {124

B, &%

ST RN

197
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&=

AR

Tl

#Left(string,length)#
#Right(string,length)#

#Truncate(string,length)#

&Trim(string)&

&RemoveSpaces(string)&

&Expand(string)&

$Split(string,[splitter],index)$

#Mid(string,startindex)#

IMid(string,startindex,length)!

REZEMIEE HENF .

REAMIEEHRENF .

MRFAFBRNKENTFHEFTEEK
E, MREENFFIH, WRFHTH
HKEATEEKE, MEOEMNE
EHENFT.
BIFF=fF RN RIS TRMERES
%o

MR TF R BFRE =18

MRFRREEU% FEMNIFRE
2, WRzZE,

WRIEA (] EENIFDBBFHRIFD
MFFrE, HREIRSIFFAH.

MFREPIVEERSIFE, Hik[E
HENFREF.

MFRFBRPIEERSIFFE, HiR[E
EEBENF.

ISubstring(string,startindex,length\ =T BB EZRS I FFEA, FHiRME

#Mod(string,length)#

FEEMENF.
RFHBRRUKEHREIRE. F5F
R REB R N B

#Left(abcdef,2)#:&E ab

#Right (abcdef,2) #i&ME
ef

#Truncate(abcdef,3)#iR
B abc

&Trim( a b c )&;E[E
abc

&RemoveSpaces( a b ¢
)&iE[E abc

&Expand (%userprofile
%\destop) &i&[@
C:\Users\Jill\desktop
$Split(abc-def-hij

) [_] ,2)$ﬁ@ h-ij

#Mid (abcdef,2) # g
cdef
IMid(abcdef,1,2) ! &M@
bc

!Substring(abcdef
,1,2) ig[E bc

#Mod (7,3) #i&[E 1

 FHRBREHLZIHSIREM Active Directory B #E. Fl: #Left ([ADAttribute
:NAME] ,2)#, Heb, L@ AP W EMEM Administrator k@ Ad, $Split(##
ClientIPAddress##,[\.],2)$i&E 157,
« IMid(string,startindex,length)! # !Substring(string,startindex,
length) ! RERERRERIT.
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HSIRE

BEMSE2—MENIEE, I ZRATIE Workspace Environment Management BB, LA TFRf135EE T a0
MEFHEIRE

BB .ini XX, AT LTE .ini XHERIRR R h1ER %UserName%, #AiE Workspace Environment Management
WIBZXHEHFEARLER. B2, ¥k Workspace Environment Management #£ .ini 55 \NHEEMNE
Z: BElReFEMNTE LS N %UserName%, HESYT EBHE,

ATIREREY, ##UserName## (EAREREEE, RILFER %UserName% £ —MERIUFEEAE, R
i ##UserName## 5\ BHE,

BXTH, BERTR:

R WiEA ANt

##UserNamet# REY BRI REE Jill
“OGousername%”

##UserProfile## REY BHFET S C:\Users\Jill
“Y%userprofile%”

##FullUserNamet# R[] Active Directory FAEFH2  Jill Chou
k=

##Userlnitials## ig[E] Active Directory Py EFE  JC

##UserAppData##

##UserPersonal##

BFEES

IR AR {4 KA SEFRERE -
RoamingAppData
R[OS KB SEFRER R -

C:\Users\Jill\AppData\Roaming

C:\Users\Jill\Documents

Documents

##UserDocumentst# IR [EHFFR S R SEPRES R - C:\Users\Jill\Documents
Documents

##UserDesktopi## R[EFFHR A FBISEFRERF - C:\Users\Jill\Desktop
Desktop

##UserFavorites## IR [EFFRI B SLPRER TR - C:\Users\Jill\Favorites
Favorites

##UserTemplatest## IR [EFRFRR S Y SEPRER1F - C:\Users\Jill\AppData\Roaming\Microsoft\W
Templates

##UserStartMenu## IR [BIFFRR S Y SEPRER 1F - C:\Users\Jill\AppData\Roaming\Microsoft\W
StartMenu Menu

##UserStartMenuProgramst## IR [BIFFRR S M R SEPRER 1F - C:\Users\Jill\AppData\Roaming\Microsoft\W
Programs Menu\Programs

##UserLocalAppData##

R [EIRFPA { KAYSEFRER1E -
LocalAppData

C:\Users\Jill\AppData\Local
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L
##UserMusicit#

##UserPictures##

##UserVideos##

##UserDownloads##

##UserLinks##

##UserContacts##
##UserSearchest##

#H#commonprograms##

##ComputerNamet#
##ClientName##
##ClientIPAddress##
##IpAddress##
##ADSite##

##DefaultRegValuet#
##UserLDAPPath##

##VUEMAgentFolder##

##RDSSession|D##
##RDSSessionNamett
##ClientRemoteOS##

##ClientOSInfos##

iR

R [EIFFR S RAYSEFRER1Z - Music

IR B4R A SEFRERF -
Pictures

IR B R SEFRER TR - Videos
IR B4R A SEFRERF -
Downloads

R B SH FZHLPRER R - Links
IR B4R A SEFRERF -
Contacts

IR B4R A SEFRERF -
SavedSearches

IR B4R X A SEFRER1F -
CommonPrograms
IRElTENBY R R

R [EE P i BRI R
REIE P imTEEY P it
REITENE IP ik

REITEMFER Active Directory
b

R [E] 251 A P B ME— R R R

IREARIE H5k

REZERERIE ID
RELEERERIERT

RO AT ERE EM S ET B
1RERS
RETERERGER

BNl

C:\Users\Jill\Music
C:\Users\Jill\Pictures

C:\Users\Jill\Videos
C:\Users\Jill\Downloads

C:\Users\Jill\Links
C:\Users\Jill\Contacts

C:\Users\Jill\Searches

C:\ProgramData\Microsoft\Windows\Start
Menu\Programs
WIN1OEN-LR3B66L

W2K16ST-51528JP
10.150.153.138
10.150.153.213
NKG

BREIRE string.Empty

CN=Jill Chou,0U=User Ac-
counts,OU=APAC,DC=citrite,DC=net
C:\Program Files
(x86)\Citrix\Workspace
Environment Management

Agent

2

RDP-Tcp#72

Windows

Windows 10 Enterprise 64 fi

Hash-tag ##UserScreenCaptureComment## SoiE B F=REFERS. WAFERAIUEAE B&I8E > UI K
EAME > BRI TR FHARIRT, MREEERSARREHRLBEFTNEREETS, WsRARE
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T—TMERFR. ZTRESEFEF AP ERITERET B FHHRR PRI E.,

Active Directory Ett

Z{#H Active Directory B, WEM =35 [ADAttribute:attrName] &£ 48x 8 Active Directory B4,
[ADAttribute:attrName] 21F{@ Active Directory BMEMEEIRIZ. B—MAXHMESS, ATREREEREMN
=

dTFAFALEA (OU) &1, WEM 3§ [UserParentOU:level] {& &% 548 %9 Active Directory OU & #5,
Active Directory %422 Active Directory iy H P &2 (LDAP), [UserParentOU:level] RHHHI—F
%

Blan, BIREBANAFEEN OU MEMEIRENES. o LUFERAMEIREIREFPHNEIE S [UserParentOU:level]
RENSHETAFE OU, B A UERTISSHE:

o HIZTEMSKRIEEIRREZPMER [UserParentOU:level] sh5$h, #Ia0, EaILUERTEREZ: \\Server)\
Share\ [UserParentOU:0]\.

¢« RE—NMBNOUMKELTE, RAEBHEHBEIREN [UserParentOU:0], RS, EA LUK IKENS S H
\\Server\Share\\%0U%\,

} =

=

o FILUREF 07 BMANS5EET OU SRR EXS RZAYERF
o BEILIBZEMMEIBER, FERITIRGE, BHERERES OU 15 ARSI FKEM,

TR LA Active Directory BIM#1THIE, 7 BIE > ke > {4 > MEKHYIR ET~ L, B2 FNE, &
LUTH “TEmiEsie” 80, £ “MEMERME 0%, EIUERS Active Directory B4 K EBXHI LU T 07k
FfPER:

« Active Directory B1$ITE2
« Active Directory £AITEZ

« Active Directory B&ZITEZ
« Active Directory uh s ITEz

33F Active Directory B$ILEE, mh&HRIEH [ADAttribute:attrName]s.
REDSSHEAIAT Active Directory AILEE, RAZFHREATREHMRFHD.
33F Active Directory BR1ZITER, 5528 LDAP BREMmSShER ##UserLDAPPath##,
+F Active Directory ih I ITEE, EhAS<hER ##ADSite##,

BXRG, BERTR:
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B RER Tl

[ADAttribute:attrName] REIS A A ERMY [ADAttribute:name] &=
Administrator

[PrinterAttribute:printername|attrMaatefe S TEN AIIE E B 1 [PrinterAttribute:printerl|name]
iR[E] printerl

[UserParentOU: level] IREIHFIAFHR OU B ELR CN=Ji1l Chou,0U=User

Accounts,OU=APAC,DC=
citrite,DC=net ##
[UserParentOU:1] &ME
APAC

AR
AEREMER, WEM 2% [RegistryValue:<Registry path>] EEEABEXMEMRE. Hi50, AL
IBEUTE:

+ [RegistryValue:HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host\AgentLocation]

XML x4

FER XML X, WEM 2% [GetXmlValue:<XML path>|<tag name>] E&ifH XML XHHRIH
FEFRIEE. XML BRZ TR EFRERR, WaILIZMBITARENIKETE, NTBFETER% EE. 5, sTLlgE L
T&E:

+ [GetXmlValue:C:\citrix\test.xml|summary] =
+ [GetXmlValue:%xmlpath%]|summary]

INI x4

F 6 R.ini X, WEM 2% [GetIniValue:<INI path>|<section name in the .1ini
file>|<key name in the .ini.file>] BHignEE, IN| BRERAURLIMFRE, HAUSHTNEK
RRIFETE, KIRIFETEM% &2, fli, FJLUEEUTE:

+ [GetlIniValue:C:\citrix\test.ini|PLD_POOL_LIC_NODE_0_O|LicExpTime] 5
+ [GetlIniValue:%inipath%|PLD_POOL_LIC_NODE_0_O|LicExpTime]
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B2

ong

B

BRI

TRIETHREFREERE, HSERLREER TS S,

WoRa MiE UGS
TTEN BT - =
ClientName Zfg - =
285 K Lg UM T S =
FERRERELE z =
WMI Z 45 RILAD - =
XenApp & #RILED - =
XenApp Xig& FRICED - =
XenDesktop 174 #RILED - =
XenDesktop s & FRICAD - =
Active Directory 14T = z
BRI EEY IR P~ =
HHENZFRAILAD - =
7% ClientName Tfg - =
T T ST S =
FTAMRE LA = =
% WMI Zi45 RITE - =
XenApp & MARILED - =
XenApp Xigi& #F A LA - =
XenDesktop & A ILEE =
XenDesktop sS&E4H & #AILED - =
%% Active Directory B ITES = z
BMMFERET RS z Z
ESELED 2 z
TS ELE z =
X4 hRASILED % =
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WRAER MiE UGEEES

REX R ILES = 3
BRBHHRZT - I~
BMIET RS = I~
BMAETIRS = =
/X RIFTE - I~
[ RFTFE - I~

MRIREEMRE

June6, 2023

AXNET 5 Workspace Environment Management Fgvifig g B8 X BV M RE,

About

@ Current Site| Default Site

ﬁ Create

% Export Actions 4 Export Settings

? Import Actions & Import Settings

Start Menu Wi ore ol anageme / HVD Tuning

| Environmental Setting Management

|r9 Environmental Settings
Q Microsoft USV Settings

[¥] Process Environmental Settings Exclude Administrators

| User Interface: Start Menu
Hide Common Programs Hide Windows Update Force Logoff Button

gl Citrix UPM Settings

YMware Persona Settings
Remove Run from Start Menu Lock Taskbar Turn OFf Notification Area Cleanup

Hide Administrative Tools Hide System Clock Turn Off Personalized Menus
Hide Help Hide Devices and Printers Clear Recent Programs List

Hide Find Hide Turn Off Computer

| User Interface: Appearance
[ Actions Set Spedfic Theme File Set Background Color

I ﬁ Filters ! Yawindir YeYyesources\Themes\aero. theme | I Grzy

I Assignments 1 Set Spedfic Visual Style

I ﬁ System Optimization i %ewindir %\resources\Themes\Aero\aero. msstyles

rﬁ-ﬂhes and Profiles Set Wallpaper

I ﬁ Configured Users ! |

- [ Transformer Settings |

- [} Advanced Settings

- [ Administration

I Monitoring

¥ Connected to : LABBROD1 € Current access level : Global Full Access i
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PR g

RE=A HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB NoCommonGroups

(EE3is DWORD

EEANE 1

2RE 0

IEfERbE RIZEAEBIARSS

MFHIEREBRRIFRIETT

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EE=E NoRun

[EESis] DWORD

ERBNE 1

2HE 0

IETERE RIEBBABNRS

feEEETA

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer'
BERFF Start_AdminToolsRoot

EESit] DWORD

BERRANE 0

THE 1

IETERbE RIEBRBNRS

[SE=gi]

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
E&FR NoSMHelp
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PR 5 RN

(EESit] DWORD
BEERANE 1

2HE 0

EfERbIE RIEBBHBNRS
femE

REEA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB TR NoFind
EEis] DWORD
BERRANE 1

2HEE 0

EfERb IR REBARNRS

pefl Windows Bt

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BERFF NoWindowsUpdate

(EEis DWORD

ERANE 1

2RE 0

EfERbE REFRBRS

BEFESHE

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB LockTaskbar

EEd DWORD

ERANE 1
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PEESE

2HE 0

EfERb IR EREMIRS

PR 2R SiRd £h

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
[EEZE HideClock

EEid] DWORD

BERRANE 1

2HE 0

EfERb IR RIEBBABNRS

FERI& S AITENN

REZEA HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer'
BRFR Start_ShowPrinters

R DWORD

BERRANE 0

2HEE 1

EfERb IR RIEBBARNRS

(St Sz =1}

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EE=E NoClose

EESid] DWORD

BERRANE 1

2HEE 0

EfERb IR REBBABNRS
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SRHIE IR

RER HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BEEF ForceStartMenuLogoff

EEgi] DWORD

BERBNE 1

BHRE 0

IETERbE RIEBEARNRS

KHABMX I EE

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
=B i NoAutoTrayNotify

EEFit] DWORD

ERBNE 1

2HE 0

IETERE ERENIRS

KA S

REREA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BERFF BEENE

EE-Fit] DWORD

ERANE 0

THE 1

IETERbE BEREWIRS

BERRIANERTIR

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
E&FR ClearRecentProgForNewUserInStartMenu
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BERRIEERTIR

EEFit] DWORD

BEEENE 1

2HE 0

IETERE EREMIRS

WERE XM

REEA HKCU\Software\Policies\Microsoft\Windows\Personalization
[EEZE ThemeFile

EEis] REG_SZ

BEEENE =H & RIEE R

T HE BEREE

IETERbE BERINBRS

KEESME

REA HKCU\Control Panel\Colors

BERFF B8

EESid] REG_SZ

EEENE EEErEE (RGB)

THE BEREE, NREmEENE, WA 000
IETERbE RIEBABNRS

WEREMEER

REA HKCU\Software\Policies\Microsoft\Windows\Personalization
EE2E SetVisualStyle

EEit] REG_SZ

EEENE =HI B PRIEE R
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BREREATER

BHE BEREFE

EfERbE BREBRS

BB

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BERTR s

(EESis REG_SZ

EEANE IR ahiEENRRE

R Em(E BEREFE

EfERbE B REHIIRS

RESA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB WallpaperStyle

(EE3iS REG_SZ

ERANE BURFHIE

BHE BEREFE

EfERb R B RIHIARS

&R HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB TileWallpaper

(EEig REG_SZ

ERANE BURFHVE

HRE BEREE

EfERM T REFAIBRS
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@ Current Site| Default Site

ﬁ Create
&) Edit

|.-9 Environmental Settings

ﬁj Microsoft USV Settings
gl Citrix UPM Settings

YMware Persona Settings

- [ Actions

" ﬁ Filters

I ﬁ Assignments

- [ System Optimization

rﬁ-m-.caes.and e

I ﬁ Configured Users

- [ Transformer Settings

- [ Advanced Settings

- [ Administration

I ﬁ Monitoring

¥ Connected to : LABBROD1

Start Menu |50l Windo

| User Interface: Desktop

Hide My Computer Tcon
Hide Recyde Bin Icon
Hide My Documents Icon

Go to Desktop instead of Start

Disable System Properties Hide Metwork Tcon
Dizable Recyde Bin Properties Hide Network Connections

Disable My Documents Properties Disable Task Manager

| User Interface: Edge Ui

Disable Switcher

Disable Charms Hint

€@ current access level : Global Full Access .

FeiE F B FR R E bR

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EESE {20D04FE0-3AEA-1069-A2D8-08002B30309D}

EEgit] DWORD

BERBNE 1

2HRE 0

ETER R EREMIRS

[ Wit s EEL A

KRR HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EEE {645FF040-5081-101B-9F08-00AA002F954E}

EEFit] DWORD
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Rk o] Wi s AT

BERRANE 1

2HE 0

EfERb IR ERNRS

FEF B B S IR

REEA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
[EEZE {450D8FBA-AD25-11D0-98A8-0800361B1103}
(et DWORD

BERRANE 1

2HE 0

EfERb IR ERMIRS

RIREMAR “Fia”

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer'
E&FR OpenAtLogon

(EEig DWORD

EEANE 0

BRE 1

IEfER0E B REFAIBRS

BRRSEN

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
ER=FR NoPropertiesMyComputer

(EE%is DWORD

BEEANE 1

BRE 0
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ZHEAZEM

EfERb IR RIEBBARNRS

P REURILE %

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
ERR NoPropertiesRecycleBin

R DWORD

BEERRNE 1

2HEE 0

EfERb IR RIEBBARNRS

B “ReXE B

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
E=FR NoPropertiesMyDocuments

(EE%is DWORD

ERANE 1

BRE 0

IEfERbE RIZFAEEARSS

PR RILE AR

RE=H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB {FO2C1A0D-BE21-4350-88B0-7367FC96EF3C}

(EE3is DWORD

EEANE 1

2RE 0

IEfERbE ERNNRS
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PR LS IEE

RE=A HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI NoNetworkConnections

(EESat] DWORD

BEEANE 1

ZRE 0

IEfERb IR RIBRAANRS

PRESEES

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI DisableTaskMgr

[EESis] DWORD

BEEENE 1

2HE 0

EfERb IR KRIEBERNRS

B RReS

REZEA HKCU\Software\Microsoft\Windows\CurrentVersion\Immersi\
BERR DisableTLcorner

B DWORD

BEERANE 1

2HEE 0

EfERbIE BERERS

2R IRT

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Immersi\
EEZE DisableCharmsHint
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BRBARER

ExE
EEANE

DWORD

1

0
ERETRIARSS

About

@ Current Site| Default Site

ﬁ Create
@) Edit

|r9 Environmental Settings
Q Microsoft USV Settings

gl Citrix UPM Settings

YMware Persona Settings

- [L| Actions

i ﬁ Filters 1

! Assignments |

- [ System Optimization |

rﬁ-ﬁﬂmanﬂ Profilas =y

I ﬁ Configured Users |

- [ Transformer Settings |

I Advanced Settings

- [ Administration

! Monitoring

@ Connected to : LABBROO1

iR = T = | Windows Explorer

Contral Panel

Known Folders Management

SBC [ HVD Tuning

| User Interface: Explorer

Prevent Access to registry editing tools
Digable Silent Regedit

Prevent Access to the command prompt
Disable Cmd Scripts

Remove Context Menu Manage Item

Remove Network Context Menu Items
Hide Libraries in Explorer

Hide Network Icon in Explorer

Hide Programs Control Panel

Disable Windows Security

Digable Explorer Context Menu

Disable Taskbar Context Menu

| Drives Restrictions

Hide Specified Drives from Explorer

Add

- Remove

Restrict Specified Drives from Explorer

| Add l

)= Remove

€ Current acce:

el : Global Full Access ™ :

FRLEAR A RRIE TR

REA
BERTR
ExE
ERANE

IETERNE

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\

DisableRegistryTools
DWORD
BREIIMREER?2: 1
0

RIEBERRS
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FRLEIS R EMRBE TR

PR LE IR S LR R

REH HKCU\Software\Policies\System
BB DisableCMD

EE-Fit] DWORD

ERANE 2EEM Cmd fiZA? 2: 1

THE 0

IETERbE RIEBRABNRS

RS b S s TR I

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
E&FR NoManageMyComputerVerb
EEgit] DWORD

ERRANE 1

ZHE 0

IETERbE RIEBERNRS
FRIBRRALE £ XS ERIN

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EEZE NoNetworkConnections

(EEid) DWORD

ERBNE 1

BRE 0

ETERE RIEBRBNRS
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feE R REES I E

RER HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI {031E4825-7B94-4dc3-B131-E946B44C8DD5}

EEgi] DWORD

BERBNE 1

BHRE 0

IEfERb IR B RETHIRS

R BE 2R P R 4R El i

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EE=E {FO2C1A0D-BE21-4350-88B0-7367FC96EF3C}

[EESis] DWORD

ERBNE 1

2HE 0

IETERE ERENIRS

feEZ TR EiR

REREA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
ERHR NoProgramsCPL

EESit] DWORD

BERRANE 1

THE 0

IETERbE RIEBRBNRS

=M Windows &2

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
NoNtSecurity

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 217



Workspace Environment Management 2303

#/E Windows &£

ExE DWORD
EEANE 1

ZRE 0

IETERNE RIZFREBIARSS

BRNESE LT

REEA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
ERHR NoViewContextMenu

BEXR DWORD

ERANE 1

BRE 0

IEfERbIE REBIAARS

BRESE LTS

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB NoTrayContextMenu

=Bt DWORD

ERANE 1

2RE 0

IEfERbIE REBIBABRS

MEREESEPRREIEEN

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI NoDrives

(EE%is DWORD

ERANE EEURTFIRERIREHEES
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MERERSEFIRRIEER

IE7ERNE

=E (RRIFRE)
ERETHIARSS

MK 23 IRBIFSE R THER

BEEANE
RRE
IETERRIE

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\

NoViewOnDrive

DWORD

ERURTEENKEEES
=E (RRIFRE)
EREFHIARSS

@ Current Site| Default Site

ﬁ Create
@ Edit

|r9 Erironmental Settings

Q Microsoft USV Settings

—

1 citrix UPM Settings

WMware Persona Settings

- [ Actions

I ﬁ Filters

i ﬁ Assignments

| System Optimization |

rﬁmﬁesand Profiles

! Configured Users |

- [ Transformer Settings

I ﬁ Advanced Settings

- [ Administration

i ﬁ Monitoring

¥ Connected to : LABBROO1

Start Menu

Windows Explarer

Control Pangl

4 ExportActions 7 Export Settings

! Import Actions i Import Settings

Knaown Folders Management

SBC [ HVD Tuning

| User Interface: Control Panel

Hide Control Panel

Show only specified Control Panel Applets

Display

I Add

- Remove

Hide specified Control Panel Applets

| Add l

)= Remove

€ Current acce:

evel & Global Full Access ™ .:
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PREIIEHIER

RER HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI NoControlPanel

(EE3is DWORD

ERANE 1

ZRE 0

IEFERME REFRBRS

R EREERIEHIERVERF

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\

=B i RestrictCpl

(EEiS DWORD

ERANE 1

BHE 0

EfERbE HRIBIEARARSS

NFENRIFBINER

RE=H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
RestrictCpl

BB MERRS] (M 1FE, Bhi#ig)

EEd REG_SZ

BEEANE AppletName

HRE null/EiEx

IEfERME RIEEAARS

Fefds E R EH EiR 2R

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\

DisallowCpl
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Fefs E R H EiRMERF

EESE DWORD

ERANE 1

BHE 0

EfERbEE RIEBARRS

TN FRAVHINER

RE=H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
DisallowCpl

BB MERRS] (M 1FE, Bhi#ig)

=B REG_SZ

ERRANE AppletName

2RE null/EmiER

EfERME I AARS
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@ Current Site| Default Site

e | @ Delete

ﬁ Create
&) Edit

|.-9 Environmental Settings

ﬁj Microsoft USV Settings

gl Citrix UPM Settings

YMware Persona Settings

- [ Actions

" ﬁ Filters

I ﬁ Assignments

- [ System Optimization

rﬁ-m-.caes.and e

I ﬁ Configured Users

- [ Transformer Settings

- [ Advanced Settings

- [ Administration

I ﬁ Monitoring

¥ Connected to : LABBROD1

Reﬁesh ? Import Actions & Import Settings

SBC [ HVD Tuning

| Known Folders Restrictions

Disable Specified Known Folders

Remove

€@ current access level : Global Full Access .

B HiIEERN B K

REH HKCU\Software\Policies\Microsoft\Windows\Explorer

EESE DisableKnownFolders

(EESat] DWORD

BERBNE EEURTEE RG2S S

2HE =E (RFRE)

ETER R EREMIRS

S FENRE AN K

REEA HKCU\Software\Policies\Microsoft\Windows\Explorer\
DisableKnownFolders

BERFF BRI HEET

EEis) REG_SZ
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NFEMEANXARX

BEEANE BRI AN

ZRE null/Emikk
IETERbIE ERITHIARSS

About

@ Current Sit=| Default Site

@4 Create

Start Menu | Desktop | Windows Explorer | Control Panel | Known Folders Management (Wz=lofsiioR vy}

| User Environment: Advanced Tuning

|,.9, Environmental Settings -—-||
m Microsoft USV Settings

Disable Drag Full Windows Disable SmoothScrol

gl Citrix UPM Settings Disable Cursor Blink Disable MinAnimate

WMware Persona Settings Enable AutoEndTasks
WaitToKillApp Timeout
20000

Set Cursor Blink Rate

Set Menu Show Delay
- [| Actions

I ﬁ Filters

- [ Assignments

10

Set Interactive Delay

0

- [ System Optimization
Profiles ——ﬂ

- (| Configured Users |

- [ Transformer Settings

I Advanced Settings

- [ Administration

! Monitoring

¥ Connected to : LABBROO1 € Current access level : Global Full Access .:

2REshEAEO

REREA HKCU\Control Panel\Desktop
ERFR DragFullWindows

EEFit] REG_SZ

BEEANE 0

ZRE 1
IETERNE ERITHIARSS
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BRNARIALR

RER HKCU\Control Panel\Desktop
BRI DisableCursorBlink

(EE3is DWORD

ERANE 1

ZRE 0

IEFERME BREBRS

&R AutoEndTasks

REZ5H HKCU\Control Panel\Desktop
BRI AutoEndTasks

(EEiS DWORD

ERANE 1

BHE 0

EfERbE B RERS

WaitToKillApp it

REZEA HKCU\Control Panel\Desktop
B&FR WaitToKillAppTimeout

EESit] DWORD

BERRANE BEENE

2RE 20000 (+3#Hl)

IETERbE EREMIRS

REARRNRIRER

REH HKCU\Control Panel\Desktop
BB CursorBlinkRate
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REARRIFIRER

(EESit] DWORD

BEERANE BEENE

2HE 500 (i)

EfERbIE EREIRS

KEXREERER

REEA HKCU\Control Panel\Desktop
=B i MenuShowDelay

EEis] DWORD

BERRANE BEENE

2HEE 400 (H3#l)

EfERb IR EREMIRS

REREIER

REA HKCU\Control Panel\Desktop
ERFR InteractiveDelay

BR DWORD

BEERRNE BEENE

2HEE null/E ez

EfERb IR EREMIRS

#/M\ SmoothScroll

REA
ER
EEE
ERANE

HKCU\Control Panel\Desktop
SmoothScroll

DWORD

0
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#/ME SmoothScroll

HRE
IETERNE

=M MinAnimate

REA
=E=E i
[EESiS
BEEANE
RRE
IETERNE

5
off

prin S L

June 6, 2023

Workspace Environment Management &3E LT %

Mo AXREEEEHERERXERMNESER, FERTIES.

ERLUTIRER MR, EERUA TSR

s MRAELEERIENSIIERIFRA L

- ‘BRE REEEIREINNEF LS.
- UEN M “BRmTE SRR

1
ERETHIARSS

HKCU\Control Panel\Desktop
MinAnimate

DWORD

0

1

BRITIARS

M, ERIUERAXERGREERERRF SRERRNE

o MRABLEEMERFEDR L, WRGRFPESE “BFE BREETER,

FHRM
FHR(ERE
FHRLE R
FHRIE

Re8 ) true
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FIRAR

pdEl

FIFRIR

FHR(ERE

FHRLE R
FHRIE

FRAR

FHR(ERE
FHR(ERE
FUHRIE

FIRIR

FAR(ERE

FHRLE R

FUARIE A

B2 true

HAY

RN AR

TER

FR &R

B—LZ iR : Computername Multiple tests (OR):
Computernamel;Computername2 Wildcard (2
EATFZ) : ComputerName*
MRLFITENZHE MR ELE, NRE true, [NA
false,

ClientName Tfz2

RiEH

FRB,

BAZMMR: Clientname Multiple tests (OR):
Clientnamel;Clientname2 Wildcard (t2:@BF%
1) : ClientName*
MRYFEFFIHZHSMAELE, MRE true, [NH
false,

IP itk ULAZ

TER

IP ik,

BAZIMR: IpAddress Multiple tests (OR):
IpAddressl;lpAddress2 Wildcard (18 E@BF%1)
IpAddress* Range (also works with multiples):
IpAddressl-IpAddress2

MR LFIITEMN IP it 5N ELEE, WA true, BN
7 false,
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FIRAR

FHR(ERE
FHRLE R KA
FHRIE

FIRAR

FAR(ERE
FHRLE R KA
FUHRIE X

pdEl

FHRM

FHR(EAE

FHRLE R KA

FUHRIE

pdEl

FIFRIR

FHR(ERE
FHRLE R
FUARIE A

R[]

i |P it rtAg

TiEF
IP #sit,

BAZHMR: ClientlpAddress Multiple tests (OR):
ClientlpAddress1;ClientlpAddress2 Wildcard (1
iEATZM) : ClientlpAddress* Range (also works
with multiples): IpAddress1-IpAddress2
MRYEFIE P [P ik 5N ERE, M&RE true, &
M7 false,

Active Directory i = I

TEH
ZitHY Active Directory i sR R & #Ro
SEENE RuE SR E .

MRIEEI S5 Yaruh R 0LE, NiRE true, FNH
false,

il
TiEF
2HL (FIn: 28—).

B2k DayOfWeek Multiple tests (OR):
DayOfWeek1; DayOfWeek2
MRSKEMAELTE, WA true, FNH false.

R BITED

FR R, MRTEMBFR,
FR R, MIXTEMTHIE,
g#Zis: value Not null test: ?

MREFEMET S BERAE, WiRE true, FNA false,
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SRR SR ETE

FRHERESEEY FriR, ENXEMRENTERENET. =~ *
& HKCU\Software\Citrix\TestValueName

FRERLE RATY FRIH, MiaERRIAFEAE,

FRERIE A B2 Mik: value Not null test: ?

RG] MEEMREFEEELTE, NERE true, A false,

KRR WMI &4t R ITE

FREREEEY NER

FRHALE BT FrIE,

FRERIE A B WMI T, BXFMES, B5H
https://docs.microsoft.com/en-
us/windows/win32/wmisdk/querying-with-wql,

iR[D] MRETWINBLER A true, BFNA false,

R FI P ER/[#X ITE

FRERE Y NER

FRfpLE BT FrIE,

FRERE A ANER 1SO BB Mo

iR[E] MRAF I1SO BEER/MSEEELE, MiRE true, &
> false,

KRR AP ULES T

FRHERESEEY NER

FRHALE BT Fiig, WNFR SO BSEF. THlEE

RHERIE A ANER ISO BERM. THLEE

IRME] MEAF UIISO BERMFSIEEELE, WA true, &

M7 false,
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E LA AP SBC &RAH

FRHEA{EEEY TiER

FRHpLE R 2R MFIRAER,

FRHERE A TiER

iR[E] MEAFETX (BEXGNEEBNABRER) SikEET
f2, WA true; ZNK false,

ESLEA BERETELR

FRHp{EREY TiEH

FRHALE AT M Dropbox #rif#%,

B REH

R3] MBHENTEEE (x64 5 x86) SEEEILE, NH
true, &NA false,

ESLEA BEERS

FRHA{EEY TiEH

FRHRLE R AR M Dropbox #rif#%,

FRHRE A TiEH

b= MBEFRS EENHAEN) S5EEERE, MK true,
BA false,

4B Citrix Virtual Apps hxZ<ITEZ

FRHA{ESREY TiEH

FREAZE RATY FHF&, Citrix Virtual Apps Rz, =fl: 6.5

FRHRE A TiEH

iR[E] MRARASEEELE, WA true; FNH false,
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FHRM
FHR(ERE

FHRLE R KA

FUHRIE

iR[a]

FIRIR
FAR(ERE

FHRLE R

FUHRIE X

pdEl

FIRIR

FHR(ERE

FHRLE R

FUARIE A

pdEl

FIFRIR

FREAERE
FHRLE R
FHRIE A

ix[a]

Citrix Virtual Apps 17 ¥RICER

TiEF

FREB, Citrix Virtual Apps 2% (REhRZs 6.5) .
il .
TEF

INREMSEEELE, MiRE true, TR false,

Citrix Virtual Apps iz & FRITED

B

F&, Citrix Virtual Apps XIZ&# (REhRkZs 6.5),
™l Kig
FER

MBEZMEEEMEICE, NiRE true, FNA false,

Citrix Virtual Desktops 1% #RITHEZ

TEF

FfF&, Citrix Virtual Desktops & ¥k (REhRZs 5).
il 3.

RiEH

MBLISEEMELE, NiRE true, BN false,

Citrix Virtual Desktops =&AL FRILE

TiERA

F# P, Citrix Virtual Desktops BEEATG: Ao
&

INRBMSIEEELE, WiRE true, TR false,
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KB Citrix Provisioning B{&IE

FRHA(EREY TER

TRHALE RATY M Dropbox #ri%#%,

TEREE REH

R[] IR L Citrix Provisioning MER 53EE &L,
WA true, BNA false,

4R ZPi% 0S

FRHER(EREY TER

FRHRLE R M Dropbox mrif#%,

FRHRIE A TER

R[] MRYFEFPIHRERASEERELTE, MWiRE true, &
> false,

SRR Active Directory &2 ITE

TRHEAESEEY NER

FRHALE REY FHF&. MiXe9 Active Directory BRZEIZ .

FERIEE BAZMEL: ™i8ILEZ LDAP BRZ@ECRT ML
oU=USERS * 21%B8: /S9REE (;)

IR[E] MR EMFERERE, NG true, BN false,

SR FR Active Directory E T

TRHEAESEEY Fifs, Bl Active Directory BHHIRFR,

FRHALE R EY FfF s, BEMiXH Active Directory BT,

IRHERIE A BENR: EZMEEZE: BHS () 2REEMRIE
null:?

R[] MREUEERETA, NRE true, BFNA false,
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4R BIFHEETIRS
FRHEA{EEEY FRIR, TRMIIREERLARFERMN XML 7IRMY
SERYHRE,
TRHALE LR FIFR, EREVIRPERNZI/EEEE,
HAIEE FRTER
iR[E] MBIEIEETIRNZ M/ EN PR EENE, WA true;
7 false,
4RI HENZRRLE
AERGTA iz1T ComputerName Match #:REIHER LR (40
25 false, MRE true, &R true, NR[E false), &
XEMER, BEBREM BB TR
FHRIT % ClientName LEg
HEEHTA BITEPIEIMLREFREERNER (WRAE, WK
[El true, 3ARA true, MiR[ER), BXFHMAEE, FS
%14 ClientName TEg,
SHRIR %% IP it rTEg
HEEHTAH 517 IP it CEEHREMERMNER (MRAR, NiRE
true, 3R A true, MRER) . BXFMAEER, BFBA
1% IP it ITEg,
MR BEZ P IP i TED
HEEHITA BITEF U P it LR HREIMARNER SRR, N

R[E true, MRA true, MWRER). BXFMES, B
SF M4 FR G IP ik Itz
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SR %A Active Directory i = ILEZ
HEEHITAH 1T Active Directory b UCERHIREIMER IR (40
BERR, MRE true, MHRH7 true, NR[E false), B
XFAER, EBEEMH Active Directory 5= LAz
ESLA TIET E0TE
HEERGTA BITMETENARHFREERNER GRAKR, WiRE
true, IR K true, MiRE false), BXFEMER, FS
FE M F IR T EITE
E LA TR ELE
HEEHTA BITIMRELEFROERNER WRAR, NiRE
true, tNE A true, MHRE false), HXFMER, B5S
R SEMREITE
ZHBFR T WMI EifERITE
HEERGITA BT WMI TERLREAHREIERNER WIRAR,
MiRE true, ARHK true, NEREHR). BXFMESR,
EBIAZE WMI &4 RITET,
ESLEp TRAFER/HXITE
HEEHTA BITAFERCREHREERNER (MRRR, WRE
true, tNEA true, NMRE false), HXFMESR, B5S
R AP ER[HIX LA
ESLp BERF ULESTE
HEERGTA BITAFPRmMESLEMFREMERINER WRARKR, N

iR[E true, IMRK true, MiE[E false), BXFMEL,
EREEY AP Ul B,
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FHRM

fAE?

e

TR

FIFRAR

fAmE

a
[N

178

FRIR

MEFHTA

R

AEFMHITA

FRIR

AEFHTA

%48 Citrix Virtual Apps hixZ<ILEz

ia17 Citrix Virtual Apps R4S ILEEHIR [OF8 & HI4E
(ANERAE, NWRE true, IRA true, NRE false).
BXFER, BBAEM Citrix Virtual Apps fRr7sIT
Bico

%A Citrix Virtual Apps 17 & FRITE

iz17 Citrix Virtual Apps & #RILEHREHER LR
(NRAE, NWRE true, IRA true, NRE false).
BEXFER, BBAEH Citrix Virtual Apps 73 #7
Ugise

%A Citrix Virtual Apps Xi5i& #RILE

izT Citrix Virtual Apps X3 & #rILECH R B8 & A4S
2 (WRAMW, NERE true, JNRA true, NR[E
false). HXFM=R, ESHEEKMH Citrix Virtual
Apps X33 & FRICAD,

%% Citrix Virtual Desktops 17 #rITED

izf7 Citrix Virtual Desktops %8 #RILERFHR E14E & B9
£2 (INRAMR, MWRE true, IARA true, NRE
false). AX¥4MM=R, E2R%EMH Citrix Virtual
Desktops 17 & #RITHED,

%% Citrix Virtual Desktops S & Z FRITED

izT Citrix Virtual Desktops S2HE4A & LA H IR [EI4E
REVER (MNRFER, MRE true, RA true, MiRE
false). HXFMEE, ESHFKMH Citrix Virtual
Desktops imE4H & FRILELD,
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SRR %8 Active Directory &{Z T
AERGTA 1T Active Directory BERILEHIREIMER LR (W0
R, WRE true, IRH true, NRE false). &
XFAER, EBEEMH Active Directory B2 ITED
SHEWR %A Active Directory E £ ILE
HEEHTA BITENEMRFELRHREERNER (MNRAEKE, N
R[] true, ERH true, MR[E] false). BXFLER,
EBREMY EE SR
SHETF B EREFIRSP
AEFHITH BITEFFEMTIIRF, HREERMER WMRAR,
MRE true, WMRA true, MEE false), BHXFMIE
B, ESREMNt AaMSEETIRF.
SHEF EPiminig 0S Tig
FHAE LR TER
FRERLE R AR M Dropbox #ri%#%,
FREREE ER
R[] MRYBIEEF P IRRERASEEELE, NiRG
true, &M false,
SHEF B P ImE ISR E R A TED
AEFHITH TR TR RERALRFREHERNER RA
8, MRE true, fFRH true, MR[E false), HXiF
MES, FESREM B imEiE 0S LT
ST A AL
FHAE SR FRB. ERANETERMSIFCHEIAsERAR.
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E LA EIAS{EITED

FRHpLE R AR FRR, MRRAHTHAE,

THRIEE B4R value Not null test: ?

iR[G] MBEEDSRADNERERELTE, WA true; FNA
false,

ESLp TEhASELE

HEEHTH BIRFSEREHROERMNER WRAR, NiRE
true, R K true, MiR[E false), HXFEMER, FS
&4 shASEITELD

FHRIR BIREFEIRS

FRHA{ESREY TiEH

TR R AR M Dropbox s,

FRHRE A TiEH

iR[E] MR YR REFIRSLEEEE, WA true, FNA
false,

LA TE P IRIRER ST

HEEHTH BITEPIRRERAAKLEFREHERNER ORAR,
MiRE true, NERK true, NR[E false), BXFAE
B, B2R%% TFiE 0S L

SRR Active Directory 4AITED

FRHA{EREY TiEH

FRHpLE R AR FRFR.

FRHERE A BAZIMIR: 28 NetBIOS &5 (15\ AR) Z M
(OR): A& 1;4A%K 2

iR[E] MREFEMBAFASNEELRE, W true; TN

false,
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SR %8 Active Directory 4AILAZ

AERGTA izfT Active Directory AR iREIERMER (JIR
AR, NHERE true, WMEA true, MERE false), BHx
HHMER, 1521A% 4 Active Directory 4HITE,

FKHRFR X {4hig s AR

FREAERE FRB. BMLHHTEREME .
Tfl: C:\Test\TestFile.dll

FRERLE R YEY FRB M BITRER AR A B,

FRERIE A g2 Mix: value Not null test: ?

iR[E] MEEMREFERELTE, NRE true, TN false,

SRR B X AR A ITED

AERGTA BITXMHFRRALRAHREERNER (WRAR, WERE
true, gNFRH true, NLRME false), BEXFMES, EHS
%55 14 Sk s ITAE

KRR MEERIRE

FREAERE TER

FRERLE R AR M Dropbox sk,

FRERIE A TER

iR[H] MR YFIMEERRS S IEEELTE, MWRE true, TN
7 false,

5E:

AEERERBRBRRMFEAMERMALEZA, BIEELUTEI NREATHNRRRERTHNNARER, BHE

‘L R FRPBANARERH

KENELHE.

BEM. MRELATHNRREEATHNRE, B7E LEE RFERPEAN
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FKHBM ERMHNERANR

FREAERE REA

FRHAZE RATY FrEB. ERBRRNETR (Citrix Virtual Apps/Citrix
Virtual Desktops/RDS).

FRERE & B—ZIRN: BERGENEREMS ML (OR):
Namel; Name2 @ECFAMiL: &5 "

iR[E] MRYFIEGHNZRZMSMRELE, WA true; TN
7 false,

KHBM BIREFIRP

FREAERE FRIEB, TEEMFIREERTAREFERN XML RS
TREXHER.

FRHALE RKEY FRIEB, BEFIRPERNE BTG,

FRHRIE % FRIER

iR[E] MNRIEEFIR TR IR/ EXPEERFFTE, NG
true, &M false,

SKHEM BIRARIETIRF

AEFZRHITH BITEMATIRP, REMERNER GIRIR, WK
| true, WMRA true, MWRER), BXFMER , FS
SR IRIES R,

FHRM XA [ R AFE

FREAEE FEA

FRHALE R KT FREB,

FRERE & EMHNOXERFRE HHXMHR) HWTEEREZ.

iR[E] MREENXHRFFBFET, WRE true, BMH

false,
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FIRAR [ RAFE
AEFHTA BTN/ XEREFEHEEERNER NRAR, Wik

[E true, 8K true, NLR[E false), EXFMER,
BBIRAE B XX R EE

FRTR DateTime [ITfD

FAAESEE FEFA

FHALE R DateTime {EAF /i, MiXH A HA/ESIE,
FRERE & Single Date: 06/01/2016 Date Range:

06/01/2016-08/01/2016 Multiple entries:
entryl;entry2 Ranges and single dates can be

mixed

R[] MEHITAE/HESEAEELXERE, WH true, &
¥ false,

4RI %4 DateTime LEZ

HEEHTA ETHEELEHREERNER GNRRE, WRE
true, WRA true, MRER), BEXEZEE, BEEHA
%4 DateTime [TFZ,

FIPS %

June 6,2023

&R LUFE FIPS 315 7ia1T Workspace Environment Management (WEM), WEM s FECE S FIPS #8%:

o BEEHG > B > ITENYRRFTENNLR YR
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'-:j Mew Metwork Printer

Display

Marme:

Description:

Target Path

Printer State

|Enabled -

External Credentials |

Connect using specific credentials

User name:

Password:

o EEEHE > 8 > MARBIPHIMEIRE R EHE:
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Ed Mew Metwork

J General

Display

Marme:

Description:

Target Path

Metwork Drive State

|Enabled -

External Credentials

Connect using spedific credentials

User name:

Password:

[}
Gl
il

)

m

[

Actions

o ERITHIE > 1215 > A~ DSN 59~ DSN FiE:
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Ed Mew Use

ﬁj Options l

Settings

[7] Connect using specific credentials

User name:

Password:

[¥] Run Once

Action Type

| Create / Edit User DSN -

Actions

I QK || || Cancel

o BIEIEHIG > SRIRE > Ul TR HMEK > BB & SMTP &E:

[7] Use SMTP Credentials

| | [ | | Testsume

o 1 EEEH A > RIREIRE > B > BAIREPEUEDIRE:

Change Unlock Password

Unlock Password: | [ Display Password

Confirm Unlock Password: | | Apply Password -|
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o EEITHIG > BRBIRE > 5% > ERIENBRREEFNENERZE:

Autologon Options

| Enable Autologon Mode

User Name: | | Password:

Domain/PC: | |

£ FIPS IR +iE1T WEM BY, HFRUTEESI
o MRLUTHERM WEM 2003 SHEFRARFIERSHE, WEEFXERBERE WEM Iz,

- BEXLRERIRE (TENN. MLz, AP DSN) Mig(EH
- RE (RERERENRIRBLE)
- kBE%E

FHRETEI

NREE FIPS R Fiz1T WEM, EEAER WEM BitEMiRSMERER S 2B U T EESEm:

o MRERIFERIETT WEM 2006 HE ShivAs, WATLAFEFERE 2109, AETHE FIPS R ARG %o
o MREHIFFPIEIT WEM 2003 HER hitAs, MpBSEARE 2109, AETIRE FIPS 22,

RENER

7 FIPS #159ia1T WEM R32, iSHMFRIZAENREZE 2006 FRESIRA.

=/ Citrix ADC #17 a2 T

June 6, 2023

A e S 1E5ERERE Workspace Environment Management (WEM) ARs32840, HhBAFRE AR H FEER
BERNEIRZ T EMENRS S, AURETEXMNM@EE Citrix ADC I&ELFTRE WEM EBiEHI&M WEM £
BENERB TR TENIEEES.

R LAEA Citrix ADC fiibfixte WEM 0
- BEmO BUAER T 8284)

« RERSHO FRIAMERT, 8286)
o EENHIERZ KO RBRIAMERT, 8288)

RIGEEERECASHMEMIEMRSESE (BMZemiRsSEE 1 IEMZeMARSSE 2) M WEM RSS2B4E, BHITUTS
%
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10.

. B Citrix ADC B2 GUI, AF%E &E.

28 2,
SME REEER > "AHTE” > RSAE", ARG TN N EEEN GRS EZRSE,

. Tﬁl\iﬁ‘io ii?é TCPo
o FIFHEB, HF RS

. ERETERSARE L, £2& TRSERR.

EEPE3E S5,

« Port (im0). fln, AEBITHSEA 8284,
RIS RE 3 3 5 AAERSNEFRSL RS CIERSH,

« Port (ix0). WFRIERSHO, BRN 8286, WFEFMEUERF RO, ERN 8288,
SMEREEE > AHTE > EIRSES, ARRT F NN EEBEH GRS AMEMIRS 2.

o i ¥EF TCP,

o IP bR, %R IP sthik,

o IP3ht, BNEMA P, BXFMER, ESHECE Citrix ADC 88 IP ik,
« Port (ix0). fIm, AEEEHFISEAN 8284,

BE TR TEEMIRSSFRSADBE,
ERRSASERE L, BEmAFk, ERENIIRSA, ARET 9.
BRRPB T 2 9 IR ERS IR OMEFLIER Y it D8I E IR S 280

« Port (ix0). MFRIERSIHEO, ERN 8286, WFEEFNIHIERLSHO, FHRA 8288,

June6,2023

Workspace Environment Management & — 1 BE@MBNARR, ZNARFUTREREBRYP:

. SMEIREEE > HHTE > IRSSEE > 0, ARBERMLRINEMEERSSE 1. EELRINEREERS

. ERIRRRSAMRTE L, ®F BTRSE, REMAESK, AREREMENRSESE L WEMZERARSES 2
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't ) WEM Agent Log Parser el e x
ll'\.a i Home
e % | Broker Name: N/A (1) 2708
e e Broker Port: MfA Log Filtering | Applications, Printers, M... * /b, 60
Load Log Refresh )
File Logs Version: 4.4.0.0 o v}
[} [ [} ] [
Enter text to search... - [ Find l l Clear ]
Timesta... Ewent... Method Name Ewent Details
I@l 06:00:17 Ewent BrokerServiceConfigurationHelper . DoCfgRepo... Registry Configuration Report : &
(i} 06:00:17 Ewent BrokerServiceHelper . ChedkSglConnection() Server Connection Test - 0K E
':i:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Database Connection Test -= 0K
':i:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Database Chedk -= OK
':i:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Server Connection Test -= 0K
(i} 06:00:17 Ewvent BrokerServiceHelper, ChedkSqlConnection(]) Database Connection Test -= QK
(i} 06:00:17 Event BrokerServiceHelper, CheckSqlConnection(]) Database Chedk -= QK
(i) 06:00:19 Ewvent BrokerLocalCacheSync. InternalRun() Start Time: 7/31/2017 6:00: 18 AM
(i) 06:00:32 Ewent LicensingManitor. UpdatelicenseServerConnec...  License server connection successful [10. 108.6. 29:27000]
(i) 06:00:33 Ewent MainBrokerWinSve, InitService ) Initialization Completed.
(i) 06:00:33 Ewent AnalyticManitor . InternalRun() Analytics scheduled execution completed successfully
(i) 06:00:36 Ewvent MainBrokerWinsve, <StartAdminBroker =b__3...  Connection in progress -> Client DAVID version 4.4.0.0 ...
(i) 06:00:58 Ewvent MainBrokerWinsvec, <StartAdminBroker =b__3...  Connection in progress -> Client DAVID version 4.4.0.0 ...
(i) 06:00:58 Ewvent AdminBrokerService, Validate AdminAccess() Administrator connection allowed : DCT 1\david
I 06:00:58 Warning AdminBrokerService.GetVuemsitesList() Retrieving Sites List...
I 06:00:58 Warning AdminBrokerService.GetVuemConfigurationSe... Retrieving Configuration Settings List. ..
i 06:00:;58 Warning AdminBrokerService,GetVuemAgentConfigurat... Retrieving Agent Configuration Settings List. ..
L 06:00:58 ‘Warning AdminBrokerService,GetVuemEnvironmentalSe, ., Retrieving Environmental Settings List. .. -
Username: M/A

WEM Agent BE/238 AFEITHEM Workspace Environment Management RIBRE X, EEBIEEREM
ik, MR RET B EESNREENER (UFHERMNELA), EXEEEXAEXHNIFAES (EERE
FE R B B A2 M AR S5 B9 B AR A O U RIBRRAFI A A &) o

ROES

June6,2023

Workspace Environment Management R TiE0,
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P

B MRS

EEEH A

HIE

REEEFRTIE

BEheE MRS

BEihZEMRSS

Bi5

RIBEMN

BEihE MRS

BEihE MRS

BEhhE RS

Citrix ¥elIEARSS 28

Citrix ¥rIIEARSS 28

TCP

TCP

TCP

TCP

TCP

Port (3%0)

49752

8284

8286

8288

27000

7279

FAER

“RERHO", FUCK
BEMEMARSS RS
THREEN LY
IriH o
“BlERO", BEF
HIEEED AL
ARSSHYIH O,
“RERSHO” X
RS B EMAR
SSERAVIR .
“EIFHVEER L iR
0%, ERF
Workspace
Environment
Management
1912 KESRE;
i Workspace
Environment
Management
1909 REFRAH
BERPmO. KB
EiFETHIZEED
BN MARSS LUER
BEFSEMEMAR
SEEAP R,
“Citrix #eIIERS
#/im0”, Citrix ¥
AIEARSS 2R IETE (00
RO, RS
RS EERIZiImO
USR],

Citrix FaiEARSS 2%
R A Citrix A
(FiFER) BTFIIE
WENERIH .
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P Bt5 5] Port (#%01) HAER

S BRSS HEEHARS TCP 8287 “WEM 318507
USAMBRSS SE PRV ELEY
£E18RSS 28 LROUR
0.

EEHSEXMF

June 6,2023

EAI LU EMEE S Workspace Environment Management (WEM) 48X BE. @A LUERBEBTHRRIH,
FEEER Citrix BAZIF I REHNRHEES, EIUKESUTHEXNES

« WEM 12
o WEM E#tig ks
« WEM EEizHla

« WEM %R

S5REEXNAE

TS S WEM RIZRXBBAE, BRI LERE WEM BT EN EIRENREEE:
« WEM 2EE

- Citrix WEM Agent Init.log, #aBERFEE CMD 5t Ul EXTHIRAER R, BEREER
SR OIEN, MRREBREFLT LS, BEFLMASEXGHUTREREAEE. BIRETA Fish.
BABRT, LESXEHERAHEEX KX (Youserprofile%) F oI,

- Citrix WEM Agent.log. ATF#@# CMD =t Ul @X FTREMNRENERE. BEIH T RERENR
B, MRKBERRMEDELALRAF, BEELAEXHUTHBBRFAES. HRETRH HI5. RS
AT, LESEXHERPNEESXHE (Yuserprofile) helE, BEXRBINGE, B3 EBEHA
> SRIEE > EE > NEBEm, AERE BARERTIER 88, ETEESFAGE, 1FE KA
ED R ERA EIRER. 5E, BULEIREU T EMRICEEABAEIER:

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host

Z#: AgentDebugModelocalOverride
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38 DWORD
&: 0
BEREN 1 UBABEEXH, BEREN 0 BERAH, BEEREN, BEMREL Citrix WEM {Ex
RS, BIANERT, BAASRER.
N

AMRFEFLLSBTENE, JFEEMRERERR, Citrix TERIEEIMRFEIERER
FESHHMMEREEBEFURR, EREMRFESTEENIG, THREIMRZE, BSBHTT
o

- Citrix WEM Agent Host Service Debug.log. st Citrix WEM 32 =M ARSS i3] - 1T H P&
HRMEE. BABAT, ASXHATF ¥PROGRAMFILES (X86)%\Citrix\Workspace
Environment Management Agentd, EBAHEEFIER, BSHH BEITHE > BRkigE
> B > RSETUAT R LAEXEE BA BiER. 3E, EUEIREU T EMRIREAAEIE
x:

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host

&#R: AgentServiceDebugModelocalOverride
% DWORD
&: 0

BEREN 1 UEAEEXH, BERENORBHER, BEEEXREN, FEHR Citrix WEM KB
MBRS. FIAERT, £EAAEIER.

NGy

AMRFEFLLSBTERNE, JRFEEMRERERR, Citrix TERIERIMRFIERER
FYSFEHIMBRAEEBIF U R, EREMRRIESTEIENG, EREIMRZAT, BSBHT
&

N WIndOWS g{#alu\o L?})\ WIndOWS ;#FEIL.\E,:HEI 1o ?_ $1¢§§%§ > r_m*Ir_*DHE%EIL.\ > WEM 1‘EEEHE
73 @*ngﬁgal&\o

+ Windows i&fzE&% (WCF) Rz, HTBI5 WEM M WEM EREZHARSS 2 BMESEX M RE
ﬁHE’JE/p\o g)ﬁﬁﬁ E/L.\lail’ M\f)ﬁ)ﬁﬁﬁ WCF EEEITO ﬁ;&ﬁﬂt:l %) -lﬁ%wﬂ WlndOWS 151+EEH5EE&TIEio

S5EMZEMRSEXNAE

TR S WEM EREZEARSAEXMBE. SR UERE WEM 2RS0T BN SN BT EE:
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+ Windows E#HE. EA Windows E4AEMER. AEHEER > NARFMRSAS > Norskale
Broker Service &P EERL,

« Citrix WEM Infrastructure Service Debug.log. 5 i /&3¢ Citrix WEM B8 AR 55 (Norskale
Broker Service.exe) RIE#THERRNAE. ZABERT, LLAEXHMT %PROGRAMFILES (X86)
%\ Norskale\Norskale Infrastructure Servicest, EEAILAEXME, BREUT
SBEARRER:

1. M “FFR” FE2$TH WEM BEitEiRSEEESRER.

2. E BRIKE EWF L, EF BAEERER.

3. RE REEE, AERE B BIRSUNAER.

4. *iH WEM Infrastructure Service Configuration Utility Z0,

« WCF R, YB35 WEM BEitligiEiRSEXEENENEERNES. EEAEEILR, ¥EHA WCF
Biz. BxiFAEE, i528% Windows @B{EEMRIRIER.

S5EEEHaEXNAE

T AES WEM EIRIFH QXN ASE. BRUAEREEERFanitEN EWENREaE:

L4 CItrIX WEM CO“SOle Trace Iogo Jﬂa:ﬁgl;& WEM AEE*I%JEIIEU ﬁE’JE/LAo E\*i}\'l\i;ﬂ,—F, JJ:I:;E/L‘\Y#FT}EHF
BB B (Youserprofile%) htlE, EESAAEIER, BREUTSEEAEIER:

.M OTHIR” FBITH WEM B1inhlE, RERE EE

£ “EEAMZRARSSRER §0O0, KEER, ARBE “EE .
£ X T~ L, BEEm, ARERE BRIEHEKRN.

BE NA UNBEN.

> e

« WCF RiR, ZHf&id%5 WEM ERizHaf WEM #iEEZ BEEE XA, XEATFEEER. ER
SIER, wFBH WCF RiR, BXFAES, EH2H Windows BEEMRIRER.

5 WEM #iEEHEXNBEE

faa &S WEM $3iEFEMRXNBE. £H WEM $iEEEESAEFIBIARKEREN, KeIZRE. EFUT
BEXHTHFAES:

« Citrix WEM Database Management Utility Debug Log.log. #iF&3t WEM $%3E e @ 17 i s
HMBEE, ZNBERT, LEEXHREEN, T C:\Program Files (x86)\Norskale\
Norskale Infrastructure ServicesH,

Windows #EE£5RiT

EEUEE Windows @EEE R (WCF) BRERUFEBNEHEA LT ia:
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« RESEMIIGRS ZERERE

« 5 WEM EhihighiRS X081

« 5 WEM EEEH aEXNERE

HIFF AR S BRI IRSS Z B EE (SRR

R WEM REBT%:5 WEM BRiZRHMARSEMRERE, WA UEE VUEMUIAgent.exe BRSSHI WCF IRER, 1H1RERIUL
THERRH WCF RER:

1.

2.

1.

8.

ERE WEM I E,
ARBHAESERONEER, ARER BH XARE,

N c %PROGRAMFILES (X86)%\Citrix\Workspace Environment Management

Agent 52 VUEMUIAgent.exe.config X, SABEBIRIZX ISR EIZ,

EREAZSFRPITAXNH, REBUTRB A BEHEANST <configuration> f1 </

configSections> fRig ZEMIZE S H,

. RTFIZXM

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\vuemUIAgent-Traces.
svclog" />
</listeners>
</source>
</sources>
</system.diagnostics>
<!--NeedCopy-->

. EREHEN L, 7F CEhas (C:\Trace) Lel@—18HR “Trace” MR AR, MAEXMHREEFE, BB

T,
BNEBERMRE, AE4%%R VUEMUIAgent.exe 372,

#E C:\Trace#mgH vuemUIAgent-Traces.svclog WAENXH.

f&xa Ll EE Citrix. Wem.Agent.Service.exe BREH WCF BRER, IBIRBLUT S B#ITIRIE:

1.

2.

ERE WEM REHEN.
ARBELESEROREEN, AREERF BH XANE.
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3. 3 Citrix WEM Agent Host Service,

4. % 3 %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management
Agent &8 Citrix.wem.agent.service.exe.config X, SREBIBRZHFHNEREIZ,

5. BREAREFIRPITAXE, RAEEUTHEFEANIIXHES, M </configSections> iz EHED
T8,

6. REEXM.

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\NorskaleAgentHostService
-Traces.svclog" />
</listeners>
</source>
</sources>
</system.diagnostics>
<!--NeedCopy-->

7. EREBIEMN L, 72 CIRzhes (C:\Trace) LEIE—1NEA “Trace” WRN R, MRXHKBEFTE, BEBiTIL
pZ 8

8. m#p& A Citrix WEM RIZEHARSHY Windows BRSS, AREMBZIMIR-,

9. 5 C:\Trace m&H NorskaleAgentHostService-Traces.svclog WEEXH.

HE S5 WEM Infrastructure Service 18X80&EE

MEEBES WEM Infrastructure Service 18xp9&ER@, AJUEE Norskale Broker Service 89 WCF BRER{E
Bo BERBRUTSEEA WCF RER:

1. ER3N%L%E WEM Infrastructure Service B+ &,

2. #5% Norskale Infrastructure Service,

3. £ %PROGRAMFILES(X86)%\Norskale\Norskale Infrastructure Services &
#3I Norskale Broker Service.exe.config 3xff, SRAEBIBIZFHIER RIS,

4. TRRBAFSFIRPITAXS, RAEEUTHBIEBANTIXHHR, M <configuration> #RigZEHNE=1T
FHiko

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
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switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTracelListener"
initializeData= "c:\trace\
NorskaleInfrastructureBrokerService-Traces.

svclog" />
</listeners>
</source>
</sources>

</system.diagnostics>
<!--NeedCopy-->

5. REEXMH.

6. £ WEM B8RS ITEH L, 1 C IEEhEs (C:\Trace) LolE—1 % “Trace” RIRX MR, MBXHRXE
=F1E, BTt S,

7. Bzh Norskale Infrastructure Service, AGEMEBE KR,

8. &#F C:\Trace &Kk NorskaleInfrastructureBrokerService-Traces.svclog
BIBEEX o

xf WEM E3RiTHI 55 WEM UEZEZ BRNEE# 1 T ERR

MRBS5 WEM ZBIBEH &M WEM BiIEEZ BN EEHEXMEE, 7 LLEE Norskale Administration
Console.exe 5389 WCF IRER, ERBLUTHSERA WCF BRix:

1. B3 WEM EEizHIaitE .
2. XA WEM BEi=HI&,

3. 7£ %PROGRAMFILES (X86)%\Norskale\Norskale Administration Console ik
Z Norskale &1zl &.exe.config X, REBIBRZXEIENEIE,

4. ERBAFIEFIRPITANG, AEEUTHERMEIXHEHR, M <configuration> tRi2ENE=1TH

72
Ho

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\WEMConsole-Traces.svclog
n />
</listeners>
</source>
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</sources>
</system.diagnostics>
<!--NeedCopy-->

5. REERXMH.

6. EEBITHIAITEN L, 72 CEah (C:\Trace) LelE—1ER “Trace” MIRXHK, MEXHRERFE, &
b Suglip:

7. 77 WEM EEizhle, AREMEZRIEE,

8. B C:\Trace & A WEMConsole-Traces.svclog MABEXH-

WEM Integrity Condition List Manager

June 6, 2023

WEM TEMFHIIREERRZ—NRANIR, AJHEBELE XML X4 #THE. ZTAS U TmERGEE—E
fER: |MAETIRD. BMAETIRD. SFHEEIIERF. BMBEREIIRF. BXEEEE PEAXERMG
MEZER, FSRTIER.

A BWMEEER WEM Integrity Condition List Manager 8132 XML X #1T6%E, Fl, RIGEEESER
WEM MR HFIREERS SMETIRPESERRMIERIE
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w Filter Condition

[ General l

Display

Mame:

Description:

Filter Condition State

| Enabled - |

Filter Condition Type

Always True - |
: File/Folder exists .
Settings IP Address Match
Tested || Name is in List o

Marme is notin List

Mame or Value is in List

Mame or Value is not in List

Matching Metwork Connection State w

True |

Actions

1. #T7 WEM Integrity Condition List Manager.
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Load XML || Sawve XML
File File

2. GREETEXYE, ABELTXCERERIEE HFl.
3. & “BW FERFPEN BFF.
AR

BNIETT WEM EERNITENBETR (REEN).
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4. BE “REXML X", NEEFRFHOXMHE, ARRE “FE

v G| | Search Desktop

1 |- Desktop »

Organize ~  Mew folder

57 Favorites
B Desktop
j, Downloads
5l Recent places

h jack

| Libraries
|0 Morskale Infrastruct.

18 This PC

f! Metwork

File name: test‘ll

Save as type: | XML Export Files (*xml)

(4 Hide Folders

257
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5. fTFHRED XML XX, BIEERENESREEERRKRT.

File Edit Format Wiew Help

k?xml version="1.8"2>
<Objects>
<0Object>
<MName>jack-agent</Name>
<Value»>BB1</Nalue>
</Object>»

</0Objects>

6. BREN XML XHEHEREEN LB AR,
AR

NRK XML X REFEEEEH QBN L, HIeRREFR.

7. ¥%E EEEHS > IHiEEE > K > WERGTIR ETF, AFRE R,

- : |
Refresh || ¥ Restore

Enter text to search... - m
D e S
)

= Always True Filter Condition

Filter Condition List

| [} System Optimization

- [} Policies and Profiles

I i Security

| [} Active Directory Objects

3 Transformer Settings

Ir ﬁ Advanced Settings

Ir a Administration

[prefesh | [ Add | [ Edt o | peer |

¥ Connected to : jack-broker € Current access level : Global Full Access

- [} Monitoring
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8. BAER, ARBEH HE

B3 New Fitter Condition

[ General l
Display
Marme:
| Testjack |
Description:

Filter Condition State

|Enabled - |

Filter Condition Type

|Name is in List

Settings
XML List File

4

| C:\WUserstjack\Desktopitest 1, xmi

Tested Value

| F#ComputerMame # #| - |

Actions

|| QK || || Cancel

o FEIEEMRE, HEIF BMEFTIRF,

XML 7)#&2ff: C:\Users\<userl>\Desktop\testl.xml ({RIBEM LAISCHFbAL)

MR NE. BASEE WEM REMZHFIREERN "W FEPBANZFEIRZOEES
S, EHRFIF, ERATETRENTEN (REBEN) B987F. Bk, EXTERISSHE
“#H#ComputerName##’, BXFEAMSTHENELER, ESH thS S,

9. 3| EEIEHE > LIEEE > AN > THEMUFIR &+, AFRE R,
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&) Create
gﬁ Disconnect ﬁEd’lt

| Rules

fﬁ Conditions

True Filter Rule

r ﬁ Assignments

- [ System Optimization

" ﬁ Palicies and Profiles

[ security
| [ Active Directory Objects

r ﬁ Transformer Settings

r ﬁ Advanced Settings

- [ Administration

@i Monitoring [refish of | oadd of fpomit o | Dok |

W Connected to : jack-broker ® Current access level : Global Full Access

10. £ “&F" FERPBNHIER BT
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Ed new Fiter Rule

I General ]

Display

MName:

Description:

Filter Rule State

|Enabled -

Filter Conditions

Available: Configured:
Always True =
Test-jack
<
>
[ <<
Actions

|| (0] 4 || || Cancel 1

11. BEENFHEN TR E8BoE BEE” 88, ARRE HWE
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EJ new Fiter Rule

I General l

Display

Mame:

|Test—jau:k |

Description:

Filter Rule State

|Enab|ed -

Filter Conditions

Available: Configured:
F<1
>>1
<<

Actions

|| OK || || Cancel 1

12, ®2| EBIEHIE > BF > NARER > NAREFTIR &5+, AEMMINBER.
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Application List

Applications.

€8 Printers Enter text to search... - m

“# Network Drives

= | eme besdbten | s@e |

tee Virtual Drives & | IE browser

@ Registry Entries

Lﬂ Environment Variables

% Ports

() Filters
| i Assignments

| ] System Optimization

| [} Folicies and Profiles

I Security
| Active Directory Objects

Ir i Transformer Settings

I Advanced Settings

- [} Administration

88 Monitoring foRefresh of i Add | | Eat | | Deer

¥ Connected to : jack-broker @ Current access level : Global Full Access :

13. #%E “EEEHR” > “E57 > “BESET &+
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B Modeling Wizard

2 1acKYack

JleFnd e

Assigned:

- [} System Optimization

- [ Policies and Profiles

[ Security

" Active Directory Objects

- [} Transformer Settings

" ﬁ Advanced Settings

[ Administration

- [} Monitoring

' Connected to : jack-broker @ Current access level : Global Full Ac

14, WHFIRHNAFRHAFE EXTAR, EERAEEN).
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Citrix Workspace Environment Management

B Connect &) configuration ‘"‘Et‘ et '| @2 Delete || & Backup
Q Create
E. Disconnect @ Edit Refresh ? Restore

=

Users

7 Action Assignment
B Modeling Wizard

Name

Ei Everyone

Description

A group that indudes all users, even anonymous..

PREEE I B O

Prinrity State

[L] System Optimization

[ Policies and Frofiles

| Security

|__ Environment Variables
| Active Directory Objects L Ports

| IniFiles
@ Transformer Settings & External Tasks

|__ Folders and Files
|__ User DSM
|__ File Associations

| Advanced Settings

| Administration

Assignments
| Actions
| -l Find | | clear
IQ filiess Available: Assigned:
| Assignments B-iE Wlmnons 7 Applications
r 1 P fj r % I - Printers

: -|_ Drives

i Network
| Wirtual

< Registry Entries
|__ Environment Variables
| Ports

-|__ IniFiles

< External Tasks
<[ Folders and Files
| User DSN

& File Associations

[L] Monitoring

Current access level

+ Global Full Access;

15. BRARFN B A BRBEHE ‘BN T
Assign Filter

Selected Filter

|§.|5.Jways True

Actions

16. #EEdigss, ARBEH HWE

Assign Filter

Selected Filter

Always True

Always True

Testjack

Actions
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265



Workspace Environment Management 2303

17. BRNRNNBEFHNER (EXfd, B8 IZRE M EERESE).

8, Create

S Ty o 2 ,ﬁ.wmﬂ. My config set - e Delete _s_w

Action Assignment

Refresh || % Restore

Users

B Modeling Wizard

MName

Description Priarity

A group that indudes all users, even anonymous. .. 100

| [L| System Optimization

| [} Policies and Profiles

[} Security

| [} Active Directory Objects

| [} Transformer Settings

| ] Advanced Settings

[} Administration

5 Monitering

¥ Connected to : jack-broker

Assignments
| ] ey
labl Assigned:
| Applications | [=-|__ Applications ~
| Printers || 4 | =g IE browser [
[=~|__ Drives ——
- Network T -
we  Virtual || < |
| Registry Entries
| Environment Variables _
|~ Ports i =
- IniFiles L Auto Start
| External Tasks |_ Printers
|__ Folders and Files [=-|__ Drives
| _ User DSN - Network
--|__ File Associations - 2 Virtual
~+|__ Registry Entries [
| Environment Yariables
| Parts
| IniFiles w

@ Current access level

18. #%E “EEEEHIR” > “EE” > RET > @t &k, ARBRE RE.

: Global Full Access
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Administration

a Administrators

& Users Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
24 agenss , [t | E

@ Logging

Enter text to search... - m
. Last Known... | Last Connection Synchronization ...
=] et |12/20/2018 6:04 .. w | .11

I ﬁ Assignments

. ] system Optimization

- [ Folicies and Profiles

" Security

- [} Active Directory Objects

r Transformer Settings

h €lear Expired Records

¥ Connected to : jack-broker @ Currentac vel & Global Full Acce:

19. AEEHNE, AREL TXREFERBIFTEXRE,
AR

EFEXLEIGELY, BEAUEREITRERNITEN, RAERE Citrix WEM (32,
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Citrix Workspace Environment Management I;Ii-

Home

@4 Configuration set| My config set - & Delete % Backup

a

o
@ Create _
I+= Disconnect & it [ Refresh || & Restore

| 5| ) | )

pamnisraion M Reosato |

Agents Summary

L?J Administrators

&. Lsers Total Agents (all Sites) Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
Eg Agents 1 i d L
(i) Logging

Agents History

- Find Clear
Device Mame Device Model IF Address Last Known... | Last Connection Synchronization ... | Agent Version
. {8 | JACK-AGENT [HvM dom 10.150,139.101  |Myconhgset | pbopnigena Ll o lias0.11
L] Actions Refresh Cache...
) Eilters Refresh Agent Host Settings...
Refresh Workspace Agent(s)...
=2 Assignments Upload Statistics...

| System Optimization Reset Citrix Upm Settings...
Reset Vmware Persona Settings..

|| Policies and Profiles Reset Microsoft Usv Settings...
[} Security Delete Record...

| Active Directory Objects
| Transformer Settings
| Advanced Settings

|| Administration

Refresh
| Monitoring

@ Connected to : jack-broker

20. BIBITAENTEN (KEXH) URIIRENFERSERIME.

730PM
= OB 1mg

FtRGIR, NAREFERNSEIREITEN. cRERE LEN, HEEEESE L,
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XML $TENH 5 RECE

June 6, 2023
Workspace Environment Management &#&&d XML $TENHFIR 4B E A F $TENHLAYTHAE.

B2 XML TENFIRX G, EERER QPO ITEIVIRIE, ¥ “RIFERE" EUREN “EMIRERGHTEIN
X

AR

NEHAZEEE Windows ERAIFTENN.

XML $TENHFI R 454

XML Xt LA UTF-8 4b3, HEBUUTEZE XML £i5:

<?xml version="1.0" encoding="UTF-8"7?>

<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://
www.w3.0rg/2001/XMLSchema—-instance">
</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

<!--NeedCopy-->

BNEPIRMXEIREH AU T RN RER:

SerializableKeyValuePair<string, List<VUEMUserAssignedPrinter>>>

BMeEHGEHERT:

<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>
</SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>

<!--NeedCopy-->

EMESRUNEHENT A BHITEN BT, % ** <Key> iIFE B EHEXEM. <Value>** iHEBE 5D EA
EEE P IRAFTENYICEZ A VUEMUserAssignedPrinter 31 & 89%%,
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<?xml version="1.0" encoding="utf-8"7?>

<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema">
<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>
</SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

<!--NeedCopy-->

VUEMUserAssignedPrinter i5i2i&%

HIER T B <VUEMUserAssignedPrinter> 1R E X S A B EAIFTENN :

**<|dPrinter>, XE2EEETENNA “Workspace Environment Management” {TEI# ID, &&1TEIHH
MEBFRREN ID, FE: ** £ Workspace Environment Management =58 EEHN XML ITEINFIR” 2
WEABEBECH ID BITEINURE, ZIRMESTARETF XML FIRPEBEEFTENNH 1D,

“*<|dSite>, @&#H% Workspace Environment Management i mf9ik 1D, Zibm S ASTAHSM D T
iGN

**<State>, IBEITEMNBGRES, HAP 1 AFEDRS, 0 A FEARS.

“*<ActionType>, HHIELR O,

**<UseExtCredentials>, %7415 0, BrRiFZFHERRERN Windows &1,

**<isDefault>, IR} 1, WITENHZIAIAK Windows ITEMH. RHK 0, NARKEHEE HTIAE.
**<|dFilterRule>, #iaL&A 1,

**<Revisionld>, &AL RA 1, NREEERTITENNBE, EFILEEMN 1 LOBMARIEENHRREIIZITENN
121Fo

**<Name>, X2 Workspace Environment Management {2 #lFrRAAIFTENH B, LEFER ** Ree &

=

**<Description>, X& Workspace Environment Management {2 EMFrREEBITEINIER, LtFEEATLLA
=,
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**<DisplayName>, XRFKEAH, MIZEZ=.
**<TargetPath>, XR1EMITENHA UNC B&iZ,

**<ExtLogin>, B&IEEATEEMN Windows EiEEEAR Windows kP EIE R, [BRIFZ%RE. EFILFRE

=
= o

“*<ExtPassword>, @&1&%E R FiEEHN Windows FEBERH Windows tkFHER. [BRIFZX%RE. B

FHREZ, |
<Reserved01>. XBEABRIKE, FE UEAHFAHREE,

&gt;&Lt;VUEMActionAdvancedOption&gt;&lt;Name&gt;SelfHealingEnabled&lt;/
Name&gt;&lt;Value&gt;0&lt;/Value&gt;&Llt;/VUEMActionAdvancedOption
<!--NeedCopy-->

BREATEITENNRNBREE, RFEFFHEM LARNE, KE= 0EEHRN L.

FTENHIS R

T REIEREFmsitEYN DEVICEL L5 ER & ST ENL:

« UNC %12 \\server.example.net\HP LaserJet 2200 Series 19 HP LaserJet 2200 Series (ZkiA
FTENMN)
o {£8E C5531i &% $TEDHE UNC B2 **\\ server.example.net\ {£8t C5531i &% **

EREEFIREITEN DEVICE2 E9E— N EEhFTENN:
« UNC %1% \\server.example.net\HP LaserJet 2200 Series £y HP LaserJet 2200 Series

<?xml version="1.0" encoding="utf-8"7?>
<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema">
<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1l</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>1</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>HP LaserJet 2200 Series</Name>
<Description />
<DisplayName />
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<TargetPath>\server.example.net\HP LaserJet 2200
Series</TargetPath>

<ExtlLogin />

<ExtPassword />

<Reserved01>&lt;?xml version="1.0" encoding="utf-8"
?2&gt;&Lt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt;VUEMActionAdvancedOption&gt; &Lt ;Name&gt;
SelfHealingEnabled&lt;/Name&gt;&Llt;Value&gt;0&1t
5 /Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
3 /ArrayOfVUEMActionAdvancedOption&gt;</

Reserved01>
</VUEMUserAssignedPrinter>
</Value>
<Value>

<VUEMUserAssignedPrinter>
<IdPrinter>2</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>Canon C55311i Series</Name>
<Description />
<DisplayName />
<TargetPath>\server.example.net\Canon C55311i Series
</TargetPath>
<ExtlLogin />
<ExtPassword />
<Reserveddl1>&lt;?xml version="1.0" encoding="utf-8"
2&gt;&Llt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt;VUEMActionAdvancedOption&gt;&lt;Name&gt;
SelfHealingEnabled&lt;/Name&gt;&Llt;Value&gt;0&1lt
;/Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
5 /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved0l>
</VUEMUserAssignedPrinter>
</Value></
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
<Key>DEVICE2</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
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<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>HP LaserJet 2200 Series</Name>
<Description />
<DisplayName />
<TargetPath>\server.example.net\HP LaserJet 2200
Series</TargetPath>
<ExtlLogin />
<ExtPassword />
<Reserveddl>&1lt;?xml version="1.0" encoding="utf-8"
2&gt;&lt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt; VUEMActionAdvancedOption&gt ; &1t ;Name&gt;
SelfHealingEnabled&lt; /Name&gt;&lt;Value&gt;0&1t
5 /Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
5 /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved0l>
</VUEMUserAssignedPrinter>
</Value></
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
<!--NeedCopy-->

JACER

June 16, 2022

X8 & Workspace Environment Management (WEM) x4 #0324 sh (s B ARIBFNE Yo

[1] 1 PRA AR

[2] 1%BR Citrix Cloud ARESHARR

EEANERO. “EEKO" MNEZBARIE,

EEEHA, EEIEMENRSHNED, SUEREEETSCIBNORRR. EEERK. BNARE.

#£ Citrix Cloud #, Workspace Environment Management lREERizHISEEEET Citrix 89 Citrix B
FREFRSSE L. ERILIERBEEEHSEA Web JIRBMIRSH “EI2” EmM-kHEE WEM 2%,

EEHO [1], BRI QEEFIEMBERSHEO, ZBORIAKN 8284, MEF AdminPort <1785,
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¥, T1E Workspace Environment Management fU2HmMAMAER: REBRSTISIENIE, XEAHRER
RIEEN L,

REENTRITXM. “SERE” BIBAARIE.
RIEEN. “REEH BIBERE,
RIBENARS. “RERS" HIARE,
REAREHO, “RERSKO” BIERS,
REZERTZ K. “FEFERPIEO" B9IEARE,
REEN. KEARENITEN.

REBENEE GPO, HEIEITR (GPO) BEERFERIEL E1RHE ADM 5 ADMX X, BIRFFXLEHS A Active
Directory, AERKIRENAEISIERAR LM,

REwmO [1], REIH EEKCRBEREWRSHESHMITRD. M, BTFRfNRENERER SR, HOKIA
&5 49752,

RIEARS, 1EFRIZFAGIREEE VDA St Windows & LIRS . ERREHIRTEFEREERHSREN

®E,

RERSHO (1], ABEEIEMEWRSSRIHEO. ZHORIAS 8286, METF AgentPort s $1T78%,
RERPARERO. “FEFRPIHO" B9IEARE,

Broker, “HAZEMARS” HIBEBEAIE,

Broker kP, “BRiZEMARSKF” BIIARE,

Broker fR5528, “BRiZEMARSS S BIARIE,

Broker fRSHKF . “ERHLEMBRSHKF” HIBARIE,

ZERSHO (1], RBEERS IEEEINEMENRS UERBEESEMEHNRSBEAS KD, ZiEORIAR
8285, H3IRF AgentSyncPort %1785,

Citrix ¥FrNIERRSS 28R 0 (1], Citrix FANEARS W IEFEMIFAIIRO, ASEMLEMIRS ERET XK O URIEFT, i
ARKIAES 27000,

Citrix Cloud Connector [2], #FERMUERMITENS Citrix Cloud BIEMNEY, ERESIMERUENED
—BitEN (ZEES) L.

foEs. —4A Workspace Environment Management B2&i&E.
ERAE, “BMEmRSSE" BIAARE
BiBE. 8% “Workspace Environment Management” BZ&i&EHEIEE,

£ Workspace Environment Management gyzsttihR <R, #iEER7E SQL Server LI e1EH, 7£ Citrix
Cloud £, Workspace Environment Management iR$3i& B7257E Microsoft Azure SQL #iBEERRSS +.
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BIBERS 8/, [1]. #IEECIERASATZEEE SQL L1813 Workspace Environment Management #k
BRI,

DSN, ¥iE/RE&Z#R (DSN) BEHURER. BR. BBERDZF. AP ID. BEBRMNEMES. —BRSERIEEL
2 DSN, meJATEAERFFER DSN NEIEEIRRES.

HitEmARSs (1], £ T Workspace Environment Management Bt ARS A&
HEMEMRSH[/EEIRO, “BERBO" NEZEANE,

EMZRHARSS . BMZRMRSHE LRENRS, eR&MERAS (SQL Server, Active Directory) SaiiRdAH (B
BiEHa. KEIN) FP. LRSUEMKRTA “Broker”, *

7z Citrix Cloud L, EhtEmpRssHEEE Citrix Cloud £, H& Citrix 81, ©1E&MEHAH (Azure SQL #
EERS. EEEHe) Samdet (RE. Active Directory) R,

EEARS R [1]. BMLEARS ARERFIRIEENKS . BIAERT, KA 2 VuemUser SQL kP, B7
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