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Workspace Environment Management 2305

October 26,2023

Workspace Environment Management RS X REEME B XHEERK A A Citrix Virtual Apps and
Desktops S ERMRATRERENMEE. KREERMNARFMNE, XE—NMRE. FEERDEFHBRS
N

HREE -ATEAFRERERR, Workspace Environment Management 263 IS #1154 A R AR BIEFAT
7, RESEHEIAZERF TEXFEFHN RAM. CPU 1 1/0,

Profile Management - 5 T IR RENE R ML, Workspace Environment Management &% B Windows
AR R, BRMANEEMBERABEEESTEMNRS B LR, RBRSLREN, HFEANEEENRKEX
RABTFARFE, N EREFALEBERRIANEKE,

BXALNER, B AREE,
BXREYRIREOESR, BFEH LENLE,
A=

Citrix Virtual Apps and Desktops 894 #iiRZs (CR) 4 dn/EHAE =T Workspace Environment Manage-
ment. BXFMER, BESH ~=RIERK.

RARER

Workspace Environment Management (WEM) E& L TARLEM:

WEM
administration
console

Citrix Virtual Apps
Citrix Virtual Desktops WEM

'8:':' Synchronization Q ooo SQL transaction Q_ oeo
° < > [0 o < > [0 =
= R o o 2QL
“——— WEM local cache WEM local cache —
WEM agent WEM infrastructure services SQL Server
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Infrastructure Services, Infrastructure Services REEZAIFRIER A L, C©INEEMEHAY (SQL Server
0 Active Directory) Szl (BEEEHASNRE) AL,

AR

ToiErrimis g 2s 23t Infrastructure Services, Kerberos &5 563iE R B E 1E EAIS HERR S EXFE R T
T%

EEEHIA, Workspace Environment Management S5 8 R EELRERSSIFRERFA L, BEEIE
Mg MRS, A LUERSEEH A5 & Workspace Environment Management &3, 0, Ea]LL8IEMSE
RR. BEER. BNAFP%,

{22 Workspace Environment Management {{#i%#%] Workspace Environment Management &1
RS, HERESERHATRENIEE, TAIERIMZHRE (VDA) EHERE, XFTUEERERFRSRIEN
B, EIXRa LEMEE Windows 515 R EEPENRE,

AR
o TETTEMIGHIRS S FRENIE, RIBLEEFEXMIE T FRK,
o ZRIERERARTIFRIGIZEFINEE.

SQL Server #iEE, Workspace Environment Management E SQL Server iBEREHHIZE. NBEY
B, BEETUEERE SQL Server (&I THEAMAER, (BXEMER, BSMH ZAER.)

Microsoft Active Directory Server., Workspace Environment Management &£&ijial Active Directory,
TR EREEIAF,
R

a UM Citrix Virtual Apps and Desktops F#ibimE https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/ F#i&## Workspace Environment Management 2i#2%, FizRmL, A
BirhRA<H9 Citrix Virtual Apps and Desktops 89 “4Aff” THIRERZR,

HTIEThEE

October 26, 2023

2305 ryHTIEIhEE
e

BI LM Citrix Virtual Apps and Desktops T# i@ https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/ T#Hi&#H#I Workspace Environment Management @25, Eixi@EL, A
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Bk Citrix Virtual Apps and Desktops #9 “HfF” FHRERES,

tEhR A EFE LA T HIBThEE, HEMRT JL- R LACHE B P A5

1858 gMSA ZHF

Itht83R {5 7 BB BT Workspace Environment Management (WEM) BT ERRS KA (gMSA) 212, HifE,
ERTLUER GUI BREM . ¥ Citrix WEM SPN 5izikP48EE, ERITUATIRIER, ERILIRASA AD BFiEE
A RIMERA

« B2 WEM #iEE,
o EEEEMIZIERSS.
o FEREIER,

BXEZER, F5H AHERSK

MR IR

LERRASSINT RIS MEEETHAE, ZINRERIFEIRIEI T ARIEEN. WEM 28RS BRI TR—FRMPIRIE,
FHRXLERIEAE LAN REEHSIEF, LINEERENS LAN MEERS, E@ALIIE, BRIEEFITENEEHRE
EHERHEE THEX BIOS1RE. BXIFAER, BSR FiEMREE,

Profile Management

Workspace Environment Management MEX 15T Profile Management 588, LU THETIEE BT
& > HBRFBECE XX+ > Citrix Profile Management & E a1,

o ERESEMETERNEAEMETS

- & “Z Profile Management i§E” #%H£ LA,
- MREA, WRBAEXIERUERMAEEN T REEREX G HRX, BALETNN “BREHES
AMR AR, REETRIERMESMFEENA 2B EMRD

BXi¥MER, B8R Citrix Profile Management & &,
+ BF VHD %%
- EREXHARRERTFLETH.
- MREBA, YREFELEMHN, VHD MEREAFP IHNBEHES. WETEEEURFREXHAE.
OneDrive BBRMFE A RARERNEFHTE, SRREET - LRHUSRED, B

* 2 VHD B EEHE A BIE, REFTATELLERLUMA VHD #MEE4%E. REFTHXBURE
VHD #&E2E%. BRRA VHD MEE%ERE, £AX="METURERIA VHD EEIREMITN.
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BXi¥AER, B8R Citrix Profile Management £ &,
o ERNANAFARKBERASPSLE

- £ “BRIEE” EME LA,
- MRFA, Profile Management i&mAF8K— N EMKRE, Windows ERZERRBE T RXAFE
RHMERY (AT HBRLSREBER) . XA LUHRA P &RE RN A LR RIER,

BEXEMER, 5807 Citrix Profile Management i& &,
s BRARAERFIAIES]

- £ “AREFSEEE ERR LR,

- WMRBMA, Profile Management FiRBEZIRENAMNIEFIAFNINE (BN . XHRFEMR) B
IHIEIARPR. — M EARYRY 2 R FA AR SR K A P X it B E BRI B2 FRIEIRIAIR - RS EN AR
FEXBRAR. tINEER] AR AR MG EIR, fId, ERZINEE, ErRILIAARAIER]R
HEENHEN, BRERMNAENNEEFER, MMELREHE,

BXi¥AER, B8R Citrix Profile Management & &,

BEfEERIRE

October 26, 2023

5 Workspace Environment Management 2303 #8tt, Workspace Environment Management 2305 &%
UTEBENRR:

« BMfE Profile Management BE2EEHi, E2E Profile Management E{PIRRFHE ATAE R R 4R, HILUL A
HERAZ WEM KEFERR UpmConfigCheck. psl MATEZREET. EHMsEMRE— 1255
BitEM. [WEM-27498, CVADHELP-22446]

B[]

October 26, 2023

« 7£ Windows 11 i#+8#l £, BEEERITH S PREENIMENELEHMISBERRETAEE TIF. [WEM-16602]

o Hi “Citrix Workspace (StoreFront) #JF” £RMNATER, i3 SaaS MBIERF, ARETEEREITE
M LBz, [WEM-26968]
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B=HEA

October 26,2023
Workspace Environment Management B9 4 5 iR 2< AT 8 SIERIE LU T S RE X R RIS B =53R4

Workspace Environment Management 5 =73&40

A

October 26, 2023

AXHFHAE EERZRINBAEEZRS BANFAM Workspace Environment Management Thag, WUEERER
KBl 3R, Citrix FiailE A ERERMRIBUBERBLNE, AEAERSERERATLELL, HEF
BEREIEFTE EX FANINRESIINER.

BXFREaARHNESER, B3R mmEmEiES

FRAMMER

THRERT CEAIMERAF ST Workspace Environment Management (WEM) Thike

EFEANTE RSB, Citrix fELbARA PSS RN E , BFERRN YRIRATIGEERMIR, TEES () K1
MEETF— Citrix Virtual Apps and Desktops KBRS R4S (LTSR) hiAs2 aig i (BIFEET—MRE).

£ “Workspace Environment Management” &, ik BWIEBAWEER, BEAREEXE

| TNE | EfRROARAS | MIBRARES | &% |

| —I | | |

| xFEERLHO GERT Workspace Environment Management 1909 &E£hk4<; B Workspace Envi-
ronment Management 1912 X E S RARHEFHIER S HOER) o | 2012 | **2103** | #EF 1912 HE
=hr489 Workspace Environment Management, ;£&: WR6EMH Workspace Environment Management
2103 HESHRA, ESHIE Workspace Environment Management RI2F4 3 1912 KESHRA, |

| Z#% VMware Persona i&&. | 1906 | **1909™* |

| LU TRIERATF S _EH WEM Infrastructure Service: Windows Server 2008 R2 SP1 #1 Windows Server
2012, | 4.7]**1808** |

| EUTRIERG TS X1 WEM BiBis5&: Windows Vista SP2 32 {ii#1 64 i.. Windows 7 SP1 32 {ii# 64
fii. Windows 8.x 32 {ii# 64 fii. Windows Server 2008 SP2. Windows Server 2008 R2 SP1 #1 Windows
Server 2012, |4.7|**1808** |

| EUTRIERAFE L WEM £E: Windows Vista SP2 32 {ii#1 64 fi, & Windows Server 2008 SP2,
| 4.7|**1808** |
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| AWEM 3.0, 3.1. 3.5, 3.5.1 B{F4&% WEM 4.x* | 4.5 | 745 WEM 3.5.2, SAEF4E% WEM 4., |

| 472 Windows XP SP3 32 {ifl 64 {i L Z4:Fi5 WEM . | 4.5 | 4.5 | ERSSHMRERATA, |

| EHEUTRERATE £RE WEM R32: Windows XP SP3 32 fifl 64 {ii. Windows Server 2003 32 {i#0
64 fi. Windows Server 2003 R2 32 fiifll 64 {if | 4.5 | 4.5 | RS S HIBRERATE, |

| @i GPO WA (LA 4.3) REHRMAET S, |4.3 || HREALKE Workspace Environment
Management 4.3 i B AR, |

| ZREUTRERATE E2E WEM 1244 Windows XP SP3 32 iifll 64 fii. Windows Server 2003 32
{1171 64 fiL. Windows Server 2003 R2 32 {iif1 64 {1 | 4.2 | 4.5 | EREXHNRERATA, |

| I EUTRIERAT A LRE WEM 1268 Windows Vista SP1 32 {ii#ll 64 fii. Windows Server 2008.
Windows Server 2008 R2 | 4.2 | 4.5

| Z#%7E Microsoft .NET Framework 4.0, 4.5.0 5% 4.5.1 L &%#Fr%5 WEM 4. |4.2 | 4.5 | #4&F Microsoft
.NET Framework 4.5.2, |

PSEDNIELE]

October 26,2023

NIEEN BT NAREMEE Workspace Environment Management (WEM), ST 945 REMA B HEALL
RN RERR,

BER

WEM 2— 1M HEPHEEERASE, SEEILENAPREREN Workspace (K3, X2—MHRE. FEERIE
FHRAE,

MHEEM

ERRERRE WEM 280, BRIEEREREFERAER. BXEAREER, BEARAZNR,

ZRMERE
Citrix BINERERHRAN WEM, #E WEM SEREMEE=MoOA M EMR0ERS. EEBEHaMNAE, B
TEEFANTA T NARENEE X AN

o ERhRERS

o EEIERIE

+ Agent
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o RE{EETHIEE EREE FEBERAL,
o BMELRET Delivery Controller BIARSS 25 L ZE E MG HEARSS

TR 1. REREMEWRS

1. M Citrix Virtual Apps and Desktops S& RS HKARA M TH D@ https://www.citrix.com/downloa
ds/citrix-virtual-apps-and-desktops/ T\ WEM RERERF. ¥ zip XHMRED— MERH X H4%X

s
Home Share View ~ @
- v . —
y Cut . Mew item ~ Open select all
=) . ik 2 X =0 < 4 open - HH
= =] Copy path K K aEasy access T |— Edit 58 Select none
Copy Paste _ Move Co Delete Rename New Properties
i [2] Paste shorteut - mpvy - folder pv E'E Invert selection
Clipboard Crganize New Cpen Select
@ - 1 | .« Workspace-Environment-Management » Workspace-Environment-Management v & | | Search Workspace-Environme... @
¢ Favorites Name Date modified Type Size
B Desktop . Agent Group Policies 12/13/2018 &:52 PM  File folder
8 Downloads . Configuration Templates 12/13/2018 &:55PM  File folder
E Recent places Citrix Workspace Environment Management Agent Setup.exe 4/26/2018 1:57 PM  Application 71,557 KB
. Morskale Infrastruct Citrix Workspace Environment Management Console Setup.exe 9/26/2018 1:36 PM  Application 66,610 KB
Citrix Werkspace Environment Management Infrastructure Services Setup.exe  9/26/2012 1:55 PM Application 55,992 KB
1M This PC
ej MNetwaork
5items

2. EEMZE MRS S £iz 1T Citrix Workspace Environment Management Infrastructure Ser-

vices.exe,

3. BEH%R%,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Citrix Workspace Envirenment Management Infrastructure Services - InstallShield Wizard
= Citrix Waorkspace Environment Management Infrastructure Services requires the
following items to be installed on your computer. Click Install to begin installing these
requirements.
Status  Reguirement
Pending Microsoft SQL CE 3.5 5P2 (x8a6)
Pending Microsoft SQL CE 3.5 5P2 (x64)
Pending SyncFx 2.1 Synchronization (x64)
Pending SyncFx 2.1 ProviderServices (x64)
Pending SyncFx 2.1 DatabaseProviders (x64)
Install Cancel
4. %EE—F_io

ﬁ Citrix Workspace Envirenment Management Infrastructure Services - InstallShield ...

Welcome to the Installshield Wizard for Citrix

PSR RN R SRS Workspace Environment Management

Infrastructure Services

The InstallShield(R) Wizard will allow you to modify, repair, or
remove Citrix Workspace Environment Management
Infrastructure Services. To continue, dick Mext.

5. &F “BIRZIFEAMNPHERR", AERE “T—F7

pod

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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License Agreement

Please read the following license agreement carefully,

CITEIX LICENSE AGREEMENT

This is alegal agreement (" AGEEEMENT") between the end-user customer {"vou'), =
the providing Citrix enfity (the applicable providing entity is hereinafter referred to as
"CITRIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") an
maintenance (hereinafter "WAINTENANCE") determines the providing entity as
identified at https.www citrir combuy licensing ‘citrix-providing-entities html= BY
DNSTALLING AND/OR USING THE PRODUCT, YOU ARE AGREEING TO BE BEOUN,
EY THE TEEMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS (
THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing

contained in any purchase order or any other document submitted by vou shall in any
rarr mndifir ae add fa tha farsme and cneditioenc caeafainad wn thic AGREERAENT

(_) I do not accept the terme in the license agreement

InstallShield

Please enter your information.

User Mame:

Installshield

7. #ERFE T, AREE T—%.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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Setup Type
Choose the setup type that best suits your needs,

-

Flease select a setup type.

® Complete
All program features wil be installed. (Requires the most disk
space. )

Choose which program features you want installed and where they
will be installed, Recommended for advanced users.

Installshield

8. £ “HEBEREREF IHL, BF “RE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

9. BF R, ARKRITRE 2

RINBERT, & BaiEEEEL AR £, ZLAEFEEMER. UM Citrix>Workspace
Environment Management > WEM #EEEE L ARFNFEREBIZLARER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

14



Workspace Environment Management 2305

ﬁ Citrix Workspace Environment Management Infrastructure Services - InstallShield ... X

InstaliShield Wizard Completed

‘Workspace Envirpniment Management

The InstallShizld Wizard has successfully installed Citrix
Workspacs Environment Management Infrastructure Services.,
Click Finish to exit the wizard,

[7] Start the Database Management Utlity.

[ show the Windows Installer lag

cifrix

SR 2. ¢Z WEM #iErE

1. FHRIEEEESREFP, BE IBMEE AENECIE WEM 8uEE, iR ETSIEESIZRS.

=

=W

INRE 7 SQL Server fEH Windows SAIIE, EEAEERAEERNRIARIR Tz THURRE IS A
2o

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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WEM Database Management Utility

Database Management

£ | =

Create pgrade

Database Database

citnx | Workspace
Environment Management

s

2. T:E “7;)\-,@”

=i

\EJ: ) EEE “_F_ﬂ;”o

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EX Database Creation Wizard

Welcome

Welcome to the database creation wizard.

This wizard will guide you through the reguired steps to create the Citrix
Workspace Environment Management database

Click Mext to continue

Actions

I Mext || || Cancel

3. E “BEEGER" EL, BAMEER, ARRE “T—F7%

PE =
o WFRSESIMLFIBIR, BNTENBT. TEBREFHZR IP ik,
o WFNHREZR, BAKIEESIERIEENHYIRRIR. BHRFREMN BRI ZERER.

17
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EH patabase Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

o Previous g

4. £ “BIEERSHEE EL, BARRES, ARRE T

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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B Database Creation Wizard

Database Server Credentizls

[#] Use integrated conneciion (Windows aredentials)
Login

Passwaord

Actions

poPrevious o i Next Cancel

5. EVUEM EERTF, 8F &

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Workspace Environment Management 2305

EX Database Creation Wizard

VUEM Administrators

Initial administrator group

Database Security

[F] U=e Windows authentication for infrastruciure service database connection

Infrastructure service acoount

[[] set vuemliser SQL user acoount password

Password

Actions

- Previous =ut Cancel

6. £ “EFA” FOYF, RARGEEEHQEENRONABAA, 8& "RERN, ARRE HWE

Select Group -

Select this object type:

|Gmup | | Obiect Types... |
From this location:

|iack Jocal | [ tocaions.. |

Enter the object name to select [zamoles):

7. 7 HIBERSM T, &8 R Windows SHWIE#TEMIGHARS SIBEIEE"

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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FE
o WMEREEAREESY Infrastructure Services #iEEiEEER Windows S I85F, B REFIEE
vuemUser SQL A KA, MEIAERTER SQL AFRKF,
« ZFEABACZH vuemUser SQL tkF 285 (g0, wNREH SQL RERFEEFEZXMNER), BIEFR
& vuemUser SQL B A1k,

BN Database Creation Wizard

WUEM Administrators

Initial administrator group

Database Security

[¥] Use Windows authentication for infrastructure service database connection;

Infrastructure service account

| | e Select o

[7] set vuemUser SQL user account passwaord

Password

Actions

. Previous Mext p Cancel -

8. & “GEAP” BHOP, @A Infrastructure Services tkRRIZFR, Bt “BEEH, AERE “HAE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Select User -

Select this object type:
|User | | Chject Types. .. |

From this location:
|iack.lncal || Locations. . |

Enter the object name to select (2xamples):

| Check Mames

9. %E—F_ﬁo

EH Database Creation Wizard

WUEM Administrators

Initial administrator group

| || Select 1

Database Security

[#] Use Windows authentication for infrastructure service database connection

Infrastructure service account

| N

[F] et vuemlUser SQL user account password

Password

Actions

. Previous || || Mext || || Cancel

10. £ “RIEFEESRE EL, B “CIRBEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EX Database Creation Wizard

Database Informations Summary

Server and instance name: |

Database name: |

Data file: |

Log file: |

Initial administrators growp: |

Infrastructure service seourity: |

Infrastructure service account: |

Database connection: |

SOL user custom password: |

Actions

11. BEHEHE,

0 Database oeated successiully!

oK

12, £ "WEEGEERE" Tk, 8& "%l

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Data file: [ e e w v - -

Database comnection: [ - — |

| Create Database |

e T I ST

13. X WEM #iEEFEEELAER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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WEM Database Management Utility

Database Management

= | =

Create Upgrade
Database Database

cifrx | Workspace
Environment Management

14, FRENABREFNEER, B 2.

+ =

P =

MREHIEEFEEIRRREER, FEEEMEMRSTEXHRPIVEEXH “Citrix WEM #uiEE

EIELAIERF Debug Log.log” UTHREZER,

TR 3. RRERMIZERS

1. M “FFtR” & F$TF WEM Infrastructure Service it &L B2,
2. £ HEFEIRE £ L, BAFENER

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Configuration Management

Load Configuration || Save Configuration
MNety

Database Settings e tw Advanc thngs intenance | Licensing

Database server and instance:
I
Database failover server and instance:

Database name:

3. £ “BRIEE” %Ik, %wiF “BH Windows kAR, AEEE KIS,
AR
RIBEAES T 2 g2 WEM $URERE PR AYERR , % B A Windows ik~ &) 51 185 vuemUser
SQL APtk 23,
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Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemlser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
15 |

[~ Enable debug mode
[7] Use cache even if online

Infrastructure service SQL state monitor delay (sec):
|30 |

Infrastructure service SQL connection tmeout (sec):
|30 |

Configure analytics:
{5 Help improve Workspace Environment Manapement using Google Analytics.
") Do not help improve Workspace Environment Management using Google Analytics.

4. BARBFR, BE “WESWN, ARRE “HBE

Enter the object name to select (2Emples):
|

5. %N\ Infrastructure Services bk~ 233,
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Advanced Settings

Database Maintenance

[#] Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemlser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
15 |

Use cache even if online

Infrastructure service SQL state monitor delay (sec):

E |

Infrastructure service SQL connection timeout (sec):

130 |

Configure analytics:
) Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

2 BAENRR.
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N\ el By ol Database Maintenance | Licensing

[#] Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account passwaord:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
15 | 30 |

Eaf Infrastructure service SQL connection timeout (sec):
Use cache even if online |30 |

Configure analytics:
() Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

7. £ A7 EmRLE, &R SRTFTIERSSES, BAEWFTIEHER, REEE “RERE.
AR

o XtF Citrix WrlEARS B ETR, BAWENERSSFBNITEN BN, TLREXZH IP #tuik,
o« x¢F Citrix #FelHEARSS BRI, BRINEmER 270000
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WEM Infrastructure Service Configuration

Configuration Management

B

Load Configuration || Save Configuration

|
s iu)

Database Settings W Advanced Setings | Datsbase Mantenance (el

[#] Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000

9 Broker Service will be restarted to apply settings, Do you want to proceed?

e Ys o p M

9. %7l WEM Infrastructure Service B2E - HiE,

TR 4. REEETHG

1. i&{7 Citrix Workspace Environment Management Console.exe,
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L= Workspace-Environment-Management I;Ii-

Home Share View ~ 9

— Cut ﬂ\ =1 l_, [ New item = |_\j) 4 Open BH setect an

W] Copy path

—r_ansy access = # Edit Select none
CoRYRR Fsts 3] Paste shortcut Delvete fEnan: fgfd":, Propverties & Invert selection
Clipboard Organize New Open Select
i(-) - 1 | . <« Workspace-Environment-Management » Workspace-Environment-Management v O | | Search Workspace-Environme... @
-
‘- Favorites Name Date modified Type Size
B Desktop . Agent Group Pelicies File folder
& Downloads . Configuration Templates File folder
=] Recent places Citrix Werkspace Environment Management Agent Setup.exe Application
. Morskale Infrastructt B9 Citrix Workspace Envirenment Management Console Setup,exe Application
B Citrix Workspace Environment Management Infrastructure Services Setup.exe Application
18 This PC
G‘j MNetwork
Sitems

2. £ ‘WB” mm\kE, gEF “T—F7,
ﬁ Citrix Workspace Emvironment Management Console - InstallShield Wizard »

Welcome to the InstallShield Wizard for Citrix
S L) Workspace Environment Management Console

The Instalshisld(R) Wizard will install Citrix Workspace
Emvironment Management Console on your computer, To
continue, cick Next,

WARNING: This program is protected by copyright law and
mternational reaties.

cifrix

N T

3. 7 “FEIY TUELE, @EF BEIFEIMINFRNER, RRREE “T-F7
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Please read the following license agreement carefully. n

CITRIX LICENSE AGREEMENT -~

This is a legal agreement (" AGREEMENT™) between the end-user customer ("you'), ED
the providing Citnix entity (the applicable providing enftity is hereinafter referred to as
"CITEIX"). Your location of recetpt of the Citnx product (heremnafter "FRODUCT™) an
maintenance (hereinafter "MAINTENANCE") determines the providing entity as
identified at <hftps: www.citrix com hcensng/citn iding-entities himl> BY
INSTALLING ANDVOR USING THE FRODUCT. YOU ARE AGREEING TO BE BOUN

BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS ¢
THIS AGREEMENT. DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing,
contaned in any purchase order or any other document submitted by you shallin any -
At madifis ne add to tha taeme and canditinas cantsinad in thic AGREEVENT
(®) I accept the terms in the license agreement

() I do not accept the terms in the licence agreement

Installshield

4. 71 “BPER” WAL, BAPMRER, ARBEE “T—%7

Please enter your information.

User Name:

InstallShield

5. % “REXE WEL, #F “wl, ARBEG T-H7
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Setup Type
Choose the setup type that best suits your needs.

Please select 3 setup type.

(® Complete

ﬁ All program features will be installed. [Requires the most disk
space.)

() Custom

Choose which program features you want installed and where they

Installshield

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installzton.

If you want to review or change any of your installation settings, dick Badk. Clidc Cancel to
exit the wizard.

InstallShield

7. BEEMEREHAS,.
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ﬁ Citrix Workspace Emvironment Management Console - InstallShield Wizard
InstaliShield Wizard Completed

‘workspace Envirpniment Management

The InstalShisld Wizard has successfully installed Citrix
Workspace Environment Management Console, Clids Finish to
exit the wizard.

[ show the Windows Installer lag

Cifrix

SR5. RERESE

1. M “FFR” 3T WEM EBiE6le, ARG &
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Citrix Workspace Environment Management

Welcome!

Workspace Environment Management is a lightweight user environment
management solution designed to let you deliver the best possible workspace

experience to users.

{) Disconnected

2. E “WEMEMRSHER B0, RERFR, ARRE EE

AR
o XWFEMMIGHERS 2B, AN WEM BEii&EARS20VTENRR. T2REHZ I IP ik,

o WFEERHRO, BiAmOR 8284,

Bl New Infrastructure Server Connectior

Infrastructure Server Information
Infrastructure server name

Administration Port

8264

Actions

3. EE TUAEMRHIIEEX |k, B 82 tlREES.
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Citrix Workspace Environment Management

About

| 51 e Configuration set| Default Site e & Delete ? Backup |
|@, Create | E’ Restore
= = =
[ Disconnect & it 3 Refresh (| L0 Migrate
: i i)
E Action Groups
[ [ Group Policy Settings
[E Applications
” Welcome!
(5@ Printers
S Network Drives Workspace Environment Management is a lightweight user environment
- management selution designed to let you deliver the best possible workspace
experience to users.
| Actions 1
[ Filters

—I_'| Assignments

[Z| System Optimization

|:| Folicies and Profiles

|;| Security

[L} Active Directory Objects

[T ] Transformer Settings

(L Advanced Settings

[} Administration

[} Monitoring

€ Current access level : Global

4. & "QREER” H0O0%, BARESNINER, AREET “HWE .

E Create Configuration Set

[ General l

Display

Marne

Description

State

Actions

I oK || || Cancel ||

5. AVEEXE ‘WEE" T, EENEIZNEES.
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Citrix Workspace Environment Management

About

e Configuration set| Default Site | @ e | ? Backup
a Create Default Site % Restore

(£ t
= Disconnect - 2 | My config set I Refresh
= &) Edit

=« Migrate
i

| —

E Action Groups

Ta

[ f Group Policy Settings

[ Applications
Welcome!

Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
experience to users.

Eﬁ. Printers
f;t Metwork Drives

| Actions 1

S
I

i

Filters

. ]

Assignments

System Optimization

BB

Policies and Profiles

i

L

Security

Active Directory Objects

B

Transformer Settings

I B

Advanced Settings

!

o

Administration

__| Manitoring

B

€ Current access level : Global Full Access |2

6. EREXEY EMT, BE ER. WIFETRERRAS.
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Citrix Workspace Environment Management

About
[ |
|~ e 3 e Configuration set| My config set v‘ e Delete ‘? Badkup
pu a Create I ‘E’ Restore |
L= Disconnect @ Edit Refresh || 7 Migrate

Ta

E Action Groups

[ f Group Policy Settings

I Applications
: Welcome!
g Printers
S5 Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
= experience to users.
| Actions 1
P
.| Filters
[[] Assignments
[} System Optimization

__| Policies and Profiles

[} security

| Active Directory Objects

_ Transformer Settings

| Advanced Settings

_| Administration

[} Monitoring

€ Current access level : Global Full Access

7. T “EREXFENRET NEL, &F RE, ARRE T
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B Restore Wizard

Select what to restore

i) Sequrity setiings

Actions

Mext | Cancel

8. £ “MEKRE" TNHL, BEH “T—F7
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ES Restore Wizard

Restore settings

Welcome to the Setfings Restore wizard.

This wizard will guide you through the required steps to restore Citrine Workspace
Environment Management Setiings

Please didk on next to continue

Actions

Mext | - Cancel

9. & “®F" mmEL, BE “WK,
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B Restore Wizard

Source

Restore from folder

Setting Type Selection

Select setting types to restore

Actions

Browse

10. £ “NEXHE” BOP, JRE “BINEFIRE” X% (B Workspace Environment Management 12

), RERE “HBE
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41



Workspace Environment Management 2305

I J. Agent Group Policies
4 | Configuration Templates
. Default Recommended Settings
J. Environment Lockdown Sample
J. Sample Applications
b s Windows
I &2 CD Drive (D)
b 5 Libraries
I €l Network
- B8 Control Panel

| Make New Folder |

11. £ “KR” WAL, %% “RARNKKRE". “‘RERERE” M “RHERE”, AREH “T—3F7
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EH Restore Wizard

Source

Restore from folder

[#] System Optimization Setiings Citrine Prof

Settings 7| Agent Configuration Settings

¥ System Monitoring Settings:

Actions

|C:‘|, \Workspace-Environment-Management-y Browse
Setting Type Selection
Select setting types to restore

MNext )|

Cancel

12, £ “CFRREXE TEN ‘FRKRE” T, B&H TRRE
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EH Restore Wizard

Restore settings processing

Restore settings

Actions

13. B8&EE.

Confirm Restore Operation

l-: All settings in the current configuration set will be replaced. Are you sure you want to proceed?

| Yes i No 1

14, BETH.
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B Restore Wizard

Restore settings processing
Processing System Optimizaton Setiings...

Processing Agent Configuration Settings...
Processing System Monitoring Setiings...

Restore Finished

Restore settings

Actions

SR 6. FINERBRR (FIiE)

FE, EALLEREEEARRE. WEM Agent R+ iREM A EA R SEERAN T KB ENE BRI,
1. ¥ WEM L a2 ENARIRASER AL E4IFEM WEM gk,
2. #m.admx >tk

a) HEEIRIPASER > ADMX X%,
b) EHIXEE N (Citrix Workspace Environment Management Agent Host Configuration.admxx

#0 CitrixBase.admx) .
c) #3 <C:\Windows>\PolicyDefinitions x#3k, AL,

3. #hn.adml Xt

a) %3 EAHEEE > ADMX > en-US X3,
b) E%IXE N (Citrix Workspace Environment Management Agent Host Configuration.adml

# CitrixBase.adml) .
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c) #%=3| <C:\Windows>\PolicyDefinitions\en-US X%, SARHIEX .

4. EAARIEEHIERTOP, B3 TENEE > K8 > HIRER > Citrix 441 > Workspace Environment

Management > GIEENEE, ARNE EMigRS .

[

File Action

View Help

5 nE = HE T

Group Policy Management Editor

[= [=

4

(=] WEM config
4 il Computer Configuration
4 || Policies
I [ Software Settings
I [ Windows Settings
a4 | Administrative Templates: Policy definitions (AL

| Citrix Components

a ¢, User Configuration

I: [ Profile Management
a4 | Waorkspace Environment Management
_| Agent Host Configuration
I || Control Panel
I Network
| Printers
| Server
_| Start Menu and Taskbar
I [2] System
_| System Center - Operaticns Manager
I [ Windows Components
_ All Settings
I+ || Preferences

I [ Policies

I [ | Preferences
< [T >
7 setting(s)

~ Agent Host Configuration

Select an item to view its description,

Setting
|iz| Infrastructure server
Agent service port

Cache synchronization port
ached data synchronization port

itrix Cloud Connectors

gent proxy configuration
12| VUEMAppCmd extra sync delay

State
Mot configure
Mot configure
Mot configure
Mot configure
Mot configure
Mot configure

Not configurec

\ Extended A Standard

5. FEMZEMRSH/EOP, &iF ERR, AREET MEAREEAMIEMARSEITEN P ik,
A A H#RE,

RiEsdE N
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E Infrastructure server

O Not Configured ~ Comment:

Previous Setting | | MNext Setting

(®) Enakled

() Disabled

Supperted cn:

Opticns:

Help:

Infrastructure server:

Type the name or IP address of the computer on which the

infrastructure services are installed. The agent connects to this
computer.

K H Cancel H Apply |

6. HBIREEN, FTHHGLT, RERA gpupdate /force,
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EX CMD - O >

oft Windows [ I
15 Microsoft ¢

completed successfully.

ed successfully. The following errors were

s could not determine if the use
Ensure the user domain name m
resides in the same fo the co

TEBT. 2ERE
HE:

FETEM LRSS 238 E2E WEM R3E,

1. #EitE#1_£351T Citrix Workspace Environment Management Agent.exe,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

48



Workspace Environment Management 2305

L= Workspace-Environment-Management == -
Home Share View ~ @
= Cut ;3'( &=h E]New item * 1 4 Open BH select an
) N =0 - | ol b
=4[] Copy path s . —,j Easy access = 1 Edit Select none
Paste Move Copy Delete Rename New Properties o
2] Paste shortcut 1 - folder - oo Invert selection
Select
:(-:l * 1| | « Workspace-Environment-Management » Workspace-Environment-Management W O| | Search Workspace-Environme... @
-
- Favorites Name Date modified Type Size
W
B Desktop . Agent Group Pelicies File folder
& Downloads . Configuration Templates File folder
=] Recent places Citrix Werkspace Environment Management Agent Setup.exe Application 71,557 KB
) Morskale Infrastructt B9 Citrix Workspace Environment Management Console Setup.exe Application 66,610 KB
B Citrix Workspace Environment Management Infrastructure Services Setup.exe Application 55,992 KB
18 This PC
?j MNetwork
5items =]
s “xi ==, +h ” o =t ==t
2. % “BRABWAZRHRNEG", ARRE “RE"
ﬁ-.'.'-..:'_'-_'?:i:" onment Mianagement Agent »etup — }(:
|
|
CITRIX LICENSE AGEREEMENT A

This is a legal agreement (" AGEEEMENT") between the end-user customer ("you'"). .
the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITEIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") ar
maititenance (hereinafter "WAINTENANCE") determines the providing entity as
identified at <https-/www citriz.combuvlicensing ‘citriv-providing-entities html> BY
INSTALLING AND/OE. USING THE PRODUCT, YOU ARE AGEEEING TO BE BOUN
BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGEREE TO THE TERMS
THIS AGEEEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing
contained in any purchase order or any other document submitted by vou shall in an
way modify or add to the terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

L

A Fndllserlicenses The soffware in a software PREODTICT and the software
Version 1906.0.0.1 []1 agree to the license terms and conditions
anstall Cloze
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3. W@ m@EL, BF “T—F

ﬁ Citrie Workspace Emaronment Management Agent Setup - 4

e BER L B RS Welcome to the Citrix Workspace
Environment Management Agent Setup
Wizard

The Setup Wizard will install Gitrix Workspace Environment
Management Agent on your computer, Cick Next to continue
or Cancel to exit the Setup Wizard.

Cifrix

4. & “BEXHX EL, 8& F-F7%

ﬂ Citrix Workspace Envirenment Management Agent Setup — >
Destination Folder
Click Mext to install to the default folder or dick Change to choose another. a

Install Citrix Workspace Environment Management Agent to:

C:\Program Files (x86)\Citrix\Workspace Environment Management Agent),

Change...

5. # “BPERE TEL, ZFREANMERE, AERE “T—F. AXMERT, BER FHHE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Deployment Type
Select the applicable type of deployment., n

() Cloud Service Deployment
Agent will connect to the Citrix Cloud service.

(®) On-premises Deployment

Agent will connect to your on-premises infrastructure service.

6. EEMIGHRSHEERT L, HREBEMISHRS, BAEMIZIEIRSH FQDN ¢ IP ithit, ARRFT—¥,
PR~

WNFRERS RO, FRINROR 8286, MFEENIIERD KO, BMikixAA 8288, AXIFAER, &
25 wOER.
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12 Citrix Workspace Environment Management Agent Set... M

Infrastructure Service Configuration
Spedfy the infrastructure service to which the agent connects. n

) Skip Configuration
Select this option if you want to configure the setting using Group Palicy.

! Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

|1|:|. 153.216.14

Agent service port (default 82588): 2286

Cached data synchronization port (default 3288): (3288

| Back ” Mext | | Cancel
7. T ‘BRKE” AL, B2E “FT—F7
ﬁ Citrix Workspace Environment Management Agent Setup - X
Advanced Settings \
Configure advanced settings for the agent. a

Alternative Cache Location (Optional)

Spedfy an alternative location for agent cache:

| Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in miliseconds: |0

The input value spedifies how long the agent application launcher (VUEMAppCmd. exe)
waits before published resources are started.

8. £ “AERE IEL, BEF “®E’
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9. B " BHEREMS.

SR 8. BAERNIEEIBNRES

1. MFFtaseech, 17 WEM BiBisHl4, 23 Active Directory 3%, SAFE &AM,

€ Current access level : Global Full Access :

Select this object type:
|Usemu'ﬁn.m
From this location:
=

Enter the object names to select (E@mples):
|
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3. BE BN,

e Configuration set| My config set

" @i Deete | ¥ Bacup
ef.reate |

= = ¥
@ it = Reﬁ'esi'l‘ ¥ Restore
i

= Disconnect

| Infra. Service -

Active Directory Objects J Machines |

84 Users Machines

8 s T W

= Advanced

Name Distinguished Name Description Priority State

.} Actions

L Alters

[} Assignments

[__| System Optimization

[ Policies and Profiles

£ Security

[} Active Directory Objects 1

| Transformer Settings

| Advanced Settings

[ Administration Actions

| Refiesh | | AGIOU 4 | Addbrect |

[Z] Monitoring

¥ Connected to : jack-broker € Current access level : Global Full Access :

4. & 9 B &WFL, B ARMOUT B FIINR” BEEENITENAIZIELZEEST.

October 26, 2023

MR

.NET Framework 4.7.1 {ES R4, ILL4AHFTF Workspace Environment Management ({24 ER., W0
REARE, EREREREREENRE, B2, BENEERERBZAFHREMLTRE . TN, BREE
MR EN A RS RIERE, HEERERKEIEZBETH,

MEMBE C++, LA TF Workspace Environment Management RIEEZHER., MRERLE, NSERE
REHIE BEHRE Microsoft Visual C++2015-2019 aJBATTH M.

Microsoft Edge WebView2 Runtime iz 98 i E S kA, LA #3dF Workspace Environment Manage-
ment RESRIBRUFEN, MRHEFRE, eRERBEREREBBEDRE,
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} =r

AR

o 282209 RESRAFZUIAH,
o BTHHRE Microsoft Edge WebView2 Runtime, &&%1F Internet iR,

Microsoft SQL Server 2012 s{E k4. Workspace Environment Management £&3¢ SQL Server 524l
9 sysadmin i5aIAR A GESIZHEUERE, HRENMIEERARIE/SIHRNRA BEERIZES, EREESIRISES,
Workspace Environment Management 28I SQL &R &, AEBHIEERFBRFAHRNIIZTRER. B BT
FAPSIEIBERIR/ SRR, SQL Server LHIMMERARX NANEHYIE, FN, FIRECIERFALG KK,

AR

EAERNERT, BITENERES sysadmin REEAENAFKS.

Microsoft Active Directory, Workspace Environment Management &3¢ Active Directory #17 3EUA
IBAXPR 7 BRI AL B RYIR B IR A

AE:
« WEM 2B BERAZIFINIEE X5, ZBRBEHE Active Directory SR BIBIAREEEM D, HK,

R EREMXRER, FINMEEXRR.
« WEM R HHRMZ BN R EHRMEEX R

Citrix ¥ 7I3EARS5 28 11.14, Workspace Environment Management &2 Citrix ¥ a3k, Citrix ¥ aiEfE Citrix
YFANEARSS 28 LT B M7 E.

Citrix Virtual Apps and Desktops. Ltiz7# Workspace Environment Management £ Citrix Virtual
Apps =t Citrix Virtual Desktops BEfRIS 2589k 2o

i&AT Windows & Citrix Workspace [zf, EiZiEZEM Workspace Environment Management &4z
HI&EEM Citrix StoreFront NABERR, HIEEEEHSITENMREEN EREERT Windows B Citrix
Workspace 2R, SZiF ThRas:

« EEEEHAENL:

- AT Windows # Citrix Receiver hik7x: 4.9 LTSR. 4.10. 4.10.1. 4.11#14.12
- EATF Windows # Citrix Workspace R F#2F 1808 RE Sk

o EREEMLE:

- Citrix Receiver for Windows higZs: 4.4 LTSR CU5. 4.7. 4.9. 4.9 LTSR CU1 #14.10
- E&RAT Windows 8 Citrix Workspace B2 1808 REShRZs

HFRATERREFMEMTEN, ERATF Windows # Citrix Workspace NBREF4NERBREERNERT
2, HREBANEBESHRIE. BXEZELE, ESH Citrix Workspace MR X1,
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BIFRGIREN
AR

Workspace Environment Management fl#EX A4 REEHIEH ZIFNIRIER SR A L E2H5. EAlkER
EMRERFHISH UM EYT B #.

Btk

SFBIRIER S

« Windows Server 2022 Standard Edition #1 Datacenter Edition
« Windows Server 2019 Standard Edition #1 Datacenter Edition
« Windows Server 2016 Standard Edition #1 Datacenter Edition
« Windows Server 2012 R2 Standard Edition #1 Datacenter Edition

AR

SFHEEBRARRERFRAHBRS 23t (BhtigEARSS28) £isiT Workspace Environment Management
BEitighielRss. EAREMIKERSB[OVIZERS, BATEGRERAZNAMITEN EREEMIZIERSS, &
FAMERIAVERIRFEARSS IR B FaEc B R EMIRMEARSS 2], AR “IB” ERhiRHERSS BaER,

EEEH A

SFFBIRIER S

« Windows 11, 32 fiifll 64 {ii

» Windows 10 k7 1607 K&k, 32 {ifl 64 fi

« Windows Server 2022 Standard Edition #1 Datacenter Edition

« Windows Server 2019 Standard Edition #1 Datacenter Edition

« Windows Server 2016 Standard Edition #1 Datacenter Edition

« Windows Server 2012 R2 Standard Edition #1 Datacenter Edition

R

SRR IER S

« Windows 11, 32 {iifll 64 {ii
» Windows 10 hfias 1607 KREEhRA, 32 i1 64 fikk4
+ Windows 8.1 Professional #1 Enterprise Edition, 32 {i1# 64 fii

» Windows 7 SP1 Professional. Enterprise # Ultimate Edition, 32 fiifl 64 {ii
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» Windows Server 2022 Standard Edition #1 Datacenter Edition*
« Windows Server 2019 Standard Edition #1 Datacenter Edition*
« Windows Server 2016 Standard Edition #1 Datacenter Edition*
« Windows Server 2012 R2 Standard Edition #1 Datacenter Edition*
+ Windows Server 2012 Standard Edition #1 Datacenter Edition*

« Windows Server 2008 R2 SP1 Standard. Enterprise #1 DataCenter Edition*

¥ ZRIFRERANZIFHIRIZFINEE,

£ WEM 4.4 1, =5 Windows XP,
AR
BT Microsoft WEIAAFHZIEE (DFSS) B, Z2iER(ERE S Ei178 Citrix Workspace Environment
Management Agent A IEEE1T. BXIMAEA DFSS M58, S5 CTX127135,

SQL Server AlwaysOn

Workspace Environment Management A ZTH R AMA (BEAMEER , UEKMEF Microsoft SQL
Server WEIBES T AM. Citrix B2/ Microsoft SQL Server 2017 xFitb##1T 7 Mz,

“HEITH ARAMAAFEIRETEEEEE SQL Server BIRE ok Ik 4 & £ PR B Eh# fTEEYIIR, MR
Workspace Environment Management 4¥4H42 AT £, “ALE0FaIAMA" ThEEER SQL Server I3 R7E
Windows BRE 8tk e84 (WSFC) T £, BXIFMER, EBRhttps://docs.microsoft.com/en-us/sql
/database-engine/availability-groups/windows/always-on-availability-groups-sql-server?view=sql-
server-verl5,

¥ Workspace Environment Management (WEM) 5 “S4&4TH” STAMA—EMFA:
1. T/ WEM 3URESELAIER, AEEIE WEM 3UEE,

o HRIEE 788 vuemUser SQL AP HAZEE” ** £, AEEAN vuemUser SQL ARk HIZER3,
BEURERMEI T BSAR, SFRMEIZE,
o £ “IRESB[MEGHIZH &, AZE SQL Server &,

=

=W

WEM #iEREREE SQL AR5 23 £ eI,

2. ®3x SQL fRs328, AREMELIEN WEM HiERE,

o ETEREUERE AINEIRTAMA > SR HIEETE LikE WEM $iEE, ¥ ARNER TSR 1 FeiEs
O<%). Altt, FHR\EE B FIPNBN=EXE, BARE, ARRE “RBIFH .
o NBIEEEMERE T2 MEE.
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3. £ SQL Server L, ¥ WEM #iEERINZI ST AR, AREKER AMANITES.

4. %2 WEM Infrastructure Service i+8#l, SA/5$77F WEM Infrastructure Service B2E L RIER.

o WHEREARSSBMLH, BANFTAMARRIZFRZT.
o BiEREHRIERIERS BMLET
o BUERERT. BANLIEENRT.

WA

EaignEikss: 4 1~ vCPU. 8 GB 7%, 80 GB ]l =8, BXEMIZHRSIAEMA/IVERE, ESRZE
AR EE I,

BEEHA: BEWZLIEE, A% 2GBRAM, 40 MB EIAMASE (R4EHEH 100 MB).

RIE: T19 RAM JE#H 10 MB, EFEMZIEIRME 20 MB UifR% 2. 40 MB MeJA#E=E (REHE)H 100
MB).

¥iEE: Workspace Environment Management $igEZ/4E 75 MB K9] B E =S8,

ARSS fkHIE

Netlogon, XI2fRs5 (“Norskale RIBEHARS”) #WAME “MEABRKHXR” JIRHP, UHRAERSERS
17, ARAEHITER.

DimEHER

ZINERT, Workspace Environment Management IEFIERIGHEARSS RERI U T
. 2

- C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (1 64 {ii&{E&
%)
- C:\Program Files\ Citrix\Workspace Environment Management Agent (7 32 fugfER %)

o BERISHERSS
- C:\Program Files (x86)\Norskale\Norskale Infrastructure Services

DAESHIBAIEE A “Citrix” REXHFAMEMIGHRSHIED “Norskale” RENXHRZAIZIAHNEHE, WRTLE
ATUCIRME, MBBMIRIA R HBR L T # 12
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EERIRMEARS KRR H

+ Norskale Broker Service.exe
+ Norskale Broker Service Configuration Utility.exe
+ Norskale Database Management Utility.exe

EREREX X

« Agent Log Parser.exe

+ AgentCacheUtility.exe

+ AgentGroupPolicyUtility.exe
+ AppsMgmtUtil.exe

« Citrix.Wem.Agent.Service.exe
« Citrix Wem.Agent.LogonService.exe
+ PrnsMgmtUtil.exe

« VUEMAppCmd.exe

+ VUEMAppCmdDbg.exe

+ VUEMAppHide.exe

+ VUEMCmdAgent.exe

+ VUEMMaintMsg.exe

+ VUEMRSAV.exe

« VUEMUIAgent.exe

LERMNEE

October 26, 2023

ik MECE U TAHSE:

o EighEARSS
- EEITHIE

» Agent

BhihigheARSS

October 26, 2023
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&—# Windows &tZe#8Rs3: Norskale Infrastructure Service (NT SERVICE\Norskale Infrastructure
Service), ©E Workspace Environment Management (WEM) Efti&iEARS. kA : LocalSystem sETF
BITEAIG MRS MBS RS2 L EE R R AN ER K,

RERMIZIERS
BHE:

o Tl Controller EREEMIEHRS . Kerberos BHiiFRMsE IEEAMISHRSEXME R T LT
(=.
o BMELRET Delivery Controller B9ARSS 25 L & E RIS HEARSS

fE RIS @A

o BABERT, EMiSHERSSBRBEEXT WEM ERBERNEZ DT, FHiEE HTTPS ¥EIZBILXE
Google Analytics fR588. Analytics W& & Citrix BB,

o EREFAREMIEHRSE, BRAERTaRREEKE, B%FRE, 57 WEM Infrastructure
Service BB IZFESRKIE B XM £, %F FEENE A Google Analytics 2# Workspace
Environment Management £,

BREEMIEMRS, EEEMEHERS S 51T Citrix Workspace Environment Management Infra-
structure Services.exe, ZIAERT, “SE” &BEM L L PowerShell SDK &3, EaJLUER “BEX” &
BIETIRMELE SDK 2%, HEERTENHGX, RIAMERT, EMENRSSRERTXHFES: C:\Program
Files (x86)\Norskale\Norskale Infrastructure Services, BHAfER T, PowerShell SDK &R 52 L T X 5
#: C:\Program Files (x86)\Norskale\Norskale Infrastructure Services\SDK. & SDK 314, i&&i Citrix
Developer x#%,

B LMER U TS MBEEN REE:

AgentPort: EMiSHERS RERFITITHIA, ZMARTEARMITAR AERD, UHRRAEMNESREFTSHMAL,
AgentPort S# AT EREZITHAMNIKO, BRINEOR 8286, EEAIBKRKOEEIIEZHIE.

AgentSyncPort: ERtZGARS REEFITIT—MA, ZEAERMITARAERO, UHERRENESTERS
#PELE, AgentSyncPort 2H AW EREEEIT AR . FiAimO7 8285, HAEMinOHErIZEZHE,
AdminPort: ERMZEMRSZERFITITHE, ZMATEARMITHABAERD, UWRFRREMERETSWEL
AdminPort 2 AFEEEITFHNED. BiAEOHN 8284, FHAAEMIEOZEAIESZHE,
XLERESHNIBER:

"path:\\to\\Citrix Workspace Environment Management Infrastructure
Services Setup.exe"/v"argumentl=\\"valuel\\"argument2=\\"value2\\""

ER LOE R R R R R S A R B MZ AR SS. AT

« \setup.exe /s /v* “/qn CLOUD=0"
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setup.exe. LERAREEFMNXGZERE,
/s. RinEERE,

[ Vo BBELEL msiexec,

/qn. REERELEPREREMAAF RE,
CLOUD=0, ®RasHiZiE,

- fgn:

- .\Citrix Workspace Environment Management Infrastructure Services.exe /s /v* “/gn
CLOUD=0"

BIEAR S 1R R FR
BHE:

o FERNFBER—MARBRIRFOIEZ L MRS EAEFR (SPN). IFIEHHIFTEERIZHEARS M A EFAER
HIARSS K 15170

« £/ AHTEN, YAERARARS K &R REMECE B igiEARSS BIFTE K0l

o S3FHEMA AD B9 SQL =61, Windows SR —MEFEN SR IRIESE. 55— METUESUAE SQL ik
Fo

ZEEFTRE, NEMIZHERSIE SPN, £ WEM th, Kerberos 332, EmiZeARsSAi% Controller Zia#y
EEMBEHTEMNIIE. Kerberos B4 IIEER SPN KRS ELAISRSERIKFEXEE, SAEEMIZHARS S
Bl Rk F7E SPN MK 2 EREX R, Flt, B & Kerberos S4IIEER, EFERESEIRERN
2% WEM SPN BB B ESEH AD it 4EX<E:

o MRAGERA Windows SHRIIEKAHTE, BFERUATHS:
- setspn -C -S Norskale/BrokerService [hostname]
Hrr, hostname AEMIEHEIRS2]HIZ T,
 NREA Windows MK A HTE (FE Windows B4IIE), EERAUTHL:
- setspn -U -S Norskale/BrokerService [accountname]
Hreh, accountname AATF Windows SHIIEAARSS bk BIE R,

SPN XS K/NE,

HRERSIK,

TE U WEM EHEAIEE RS K (GMSA) RS R. £ gMSA SR AR, T IUAFE gMSA AR
BEiRS, EBEERA Windows &3, BXEE, &SR https://docs.microsoft.com/en-us/windows-
server/security/group-managed-service-accounts/group-managed-service-accounts-overview, %
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gMSA BERRSZER AR, Windows BRIERFGFEIRKF N, MARKMEERREEE, NREWEERT %
WAMERD, WEREERNEMIZERSEERN Windows KFEBLEE.

£ WEM 238 gMSA fRR A R, IBHITUTHE:
1. MREBLEE gMSA, BERITLUTIRE:
a) ERALUT®&<E Citrix WEM SPN 53zt 45%E :
+ setspn -C -S Norskale/BrokerService [gMSA]$
Hr gMSA 75 gMSA ik B9 & #F,
b) SRS IT BRI

+ Set-ADServiceAccount -Identity [gMSA] -PrincipalsAllowedToRetrieveM
[hostname]

Hdh [hostname] 2EAZEHIRS BMEZ R,
2. MNRMEEHF gMSA, ERIEHITHIE, QIE—, AFE Citrix WEM SPN 5E4%E, FRUTH<:

+ New-ADServiceAccount [gMSA] -DNSHostName [hostname 1] -PrincipalsAllow
[hostname 2], [hostname 3] -KerberosEncryptionType RC4,
AES128, AES256 -ServicePrincipalNames Norskale/BrokerService

Hrh [hostname 1] 2 DNS BRSS2BMIZ TR,
Hr [hostname 2]. [hostname 3] SEMIZEHIARSZ SRMIR TR,

BX0E gMSANE SR, E5# https://docs.microsoft.com/en-us/windows-server/security/
group-managed-service-accounts/getting-started-with-group-managed-service-accounts,

3. FHEE gMSA.
a) AVFIZIKF IR,

i. £X SQL Server £, SfiF “R2” > “BRY’, AREE BR, ABEE “MERE
il. FER - FEEOF, 2EEER
iii. £ “EEAFPHE" §OF, RNTHARERE, A B 25 “BE BHEZED.
o WRHEE, GEFRSKS,.
o (IE. &EF RERSK
o WREZ. BAGELE 1 PEIZAIKS R,
iv. FRAFRGTIEL, EEFENA gMSA NEIERE, AEEEFE db-owner FASIEENREMRE
%o
V. ERES NEL, RIERTERT &TF M 2H &5,
vi. BERERHER - TEE M.

b) EREFMRS A BEsh Norskale EREIEHERS .
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i. EEMZEMRSESE, T Windows BREE1E%s, A& E Norskale Infrastructure Service,
AERERE%.

ii. £ “BR” mEL, %EF Uk, B2E YR, AEREBSR INEANTFSBRAIMREEILE.,

iii. 8 #E iBH Norskale EhtiZiERS B &0,

iv. 7 Windows R E 1223+, E#/E5h Norskale EtiZRi9ARSS .

P =W

&, EaLER WEM GUI EZEKF. HSReIE WEM #5356 # L& AR SS

Ao & S & T
e

A Citrix ADC T E T XERETHXNMAESE Citrix ADC & U3 kE WEM EEizHlaH WEM <
ERENERHITRHTERIFAER.

EFAMYTERSEZES WEM, FHITUTRE:
1. 3 WEM Infrastructure Service #1Z Windows iSRS M LUEZES] WEM $tiREE,

2. 8z WEM %IRRT, %23 Windows 54501 A T EAiSMARS BUREIERE £, ABIEEEMISMRS
kP B, BXIFMER, ESRELIE Workspace Environment Management 38,

3. BE T EMEMRSEERER Windows B RIEMAR SQL SH1IEEES SQL $UERE: %F BH
Windows P& SR EERIS MRS P SR, BXFMER, 1525 RBEMENIRS

4. ¥ WEM Infrastructure Service 89 SPN B2 B AEAEMIRIERS WA 2, EXFAEE, B2H IR
ZEKZFF,

BE:

£8E WEM R 51, WERERRSIKAEZITENKS. &8E WEM HiRfE, EFHETMRE, i,
MREBECRITENIKF EHENERHAT RIS, WATERHTENKAMAZRSK, .

5. IE—ESAIP ik (VIP), ZiBREEHREE VIP FEH EiigiEiRS 8K E. SAEREES VIP 8,
VIP B =RIFE Bhhig iR SS SR E TS &~

6. RENEEINEE GPO By, HFEMIZIERSFGEIREN VIP, MAREMETEAMIZERS [, B
KEMER, BFEH LEMEERE,

7. EEERI S MEMIRERS ZERNERFTERIERAM. (FREEREMNEMIRERS ZBNSIEFAM) &S]
BNEERES N EEEH S ERIBMRANRSRSEE, MARER VIP.

6% Workspace Environment Management g%
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e
f&&a] LUER WEM PowerShell #1474 TEGIEROIELHIERE. B% SDK x#, &2 Citrix Developer
XA,

AR

o MREIEFH SQL Server A Windows H143301E, EERAERAEERANRIITIR TIETHRIEE IR
SSRER.
o Citrix B fZig WEM $uRENEXH (mdf Xt#) BLEREIAK/NNF 50 MB,

fEF WEM $iERFEE AR eI MIERE. XBEREMIRMRS REIERRE, ARILAER.

1. MRBIBEEELAEFERITH, BMFFHRFEEHIER Citrix > Workspace Environment Manage-
ment > WEM $UEEEELAER.

£

Upgrade
Database

Create
Database

T

LT

cifnx | Workspace
Environment Management

2. B oIEMIERE, ARRE T
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B Database Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

o Previous g

3. BAUTHIEEER, RAEEE T—F:

o REBMLFIBZT. FIEBEHIEER SQL Server fyithit, ittt BHE MERIGERSSBENNT
2R, BARSBMNLGZMERTENZF. TLREFB K IP thik, FRELFIHUIETER
serveraddress,port\instancename., MRXIETIHO, MWEAREIA SQL HAS (1433),

o BUREERM. EeIEH SQL BUBEMET,

AR

BUREBMPRAYERETR () MRS (/) SHHEFR.
o BuEC: SQL Server £ .mdf X IBERKRRR,

o AN SQL Server L \df XEHAIBRERR

AR

HEEFEEEXBREFLEEW SQL Server REVHIEM BEXHRIAINMIE, FRIAMERINA MS SQL
Server MEIARE, BEHRXBNFERANERERN MS SQL Server %, [NEIEEIEIEZRK
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Ko

EX Database Creation Wizard

Database Server Credentials
| Use integrated connection (Windows credentials)
Lagin
Password
Actions
Previous o |L Next

4. REASURTRMIEENSIEERSSERE, ARRE T XEEERT FEMIRHERS T2 EIERE

EEEFMIEENERANEE. ENfAaREHE.

RINERT, EE “ERKMER B, EATRSEREEITHS M Windows tKFZEREE) SQL HeIE
iR, MR Windows i Fi&H B BIAIRREIZEIERE, NElUERERBBARA Windows ikFiE

THIEEEEXAER, MALUARILETHRMHESR BBANREY SQL 1A
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EH Database Creation Wizard

YUEM Administrakors

Initial administrator group

| DGXGR\Domain Admins | [ select

Database Security

| Use wWindows authentication For infrastructure service database connection

Infrastructure service account

| Sek wuemllser S0L user account password

Password

Actions

Previous | | ek | | Cancel

5. A VUEM EEBEMBEEFELSFAER, RAREE “T—F". HUlB%ERR, BiigiiRSHEREEL
RV EIEEREIIERE. ENEFETESIEED,

o MIEEERE, LAFEEMARENEEZEFHEN ‘SR EER, IERE N Workspace
Environment Management B RMAF A R IFERABIEEH S, IEEEXNARA, SNEELE
BiTfEREEES A,

+ {5 Windows 513 10EEEEMISMRS HIBEBMRLIER (BA) &, HIBEFEEMEMRSER
vuemUser SQL AP KPR 52 i&E#, vuemUser SQL B IKF 2i@d L3282, XEE N SQL
LHERAREERF DRI,

ERIETS, HIBEEFEEMISHARSER Windows P EZTE, EXMERT, &iEEHN Windows
PR RER SQL L6, RAIER, EREEERSATEREUEENERM Windows ik RiZ{TEH &
il €=

B gMSA, 151RIR51%EEF AD AR RS BIZ(E,

« 1&E vuemUser SQL AP HKFZEE, BUIANERT, vuemUser SQL kPR 8 NFRMNEBIEOIE, &
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BEAXNEFE. BFNIRRAS. MREBHABSH vuemUser SQL #kF 283 (140, R SQL %
BRREESRME) , IEEFUETL,

BE.

« INRE7E SQL Server AlwaysOn ] 2E+ERE Workspace Environment Management #
', NnAigE vuemUser SQL AP KA 28,
o RTINS ETRD, HIRERE REEMIGHERS e EHRRNZE.

6. AWMEEED, TEMAKRE, ARERERES SIBBUERE.
7. HREBENEHIEECZEHINTHE, BF “T R BHES.

NREBEEFEIRIBPLERR, BREEMPENRSREBRPNAEXH “Citrix WEM Database
Management Utility Debug Log.log”,

Ao EEAMIZEARSS
'

&7 7] LU A Workspace Environment Management PowerShell SDK &3 e B ERIZERS. B*
SDK x#4, &2i17 Citrix Developer x4,

EETEMIG RS 281, %5i1ER WEM Infrastructure Service i ES-RIEFEWE#ITEE, LR,

1. MFFASz & hiER Citrix > Workspace Environment Management > WEM Infrastructure Ser-
vice FRBELARER,

2. 7 BUEEIRE MR, MAUTHARES:
s BIBERS |/M LA, F£E Workspace Environment Management ##E E# SQL Server &£

Bl it, BN RBNERIGHERSBBANARXFELES, BEENIFMIAIEER
“serveraddress,port\instancename”, MRkiEEHD, MNEAEIA SQLHEAS (1433).

o BIEESERBRSSNKLMRERKIEEFRS, BRELLEERFRBRS S

o BUREE M. SQL 3fI_LH Workspace Environment Management BRI & 5.
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WEM Infrastructure Service Configuration

Configuration Management

= |

Save Configuration

L

Load Configuration

[} ]

Database Settings Advanced Settings
| | Network Seffings | Advanced Seffings | Datbase Maintenance | Licensing |

Database server and instance:
Database failover server and instance:

Database name:

3. £ ‘WMKRIRE" @EW+d, BARMIRERSERNGO:

- BERO, EIRTH a6 iR IEET AR S,

RIEERRSS o ERIRIRENERR s QR 2 BTk S5

ZERPIRO. RERSEALIRODFEEEFSEMIZIRSRY .

o WEM 0, [MaiktEm, |
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WEM Infrastructure Service Configuration

Load Configuration

Configuration Management

bl (&

Save Configuration

] Iy

Databaze settings Wi cdcae B Advanced Settings Wm

i

Administration port:
3284

Agent service port:

8286

WEM monitoring port:
8287

Cached data synchronization port:
8288

4. & "BHRKE” ETFP, RARNNBHRIFIRE,

BB Windows kP iEil. ZUAERT, ETRER, BEMRERESERARESERSHBRINEETISIE
B (ERTEHURESI B2 eIEM SQL tkP vuemUser ) FEETISIRRE., MREKIEEIEIIZH3%E
7T Windows EMi&HEIRSHA, NAFHERIERFIEEMRBN Windows bk, LUEEEZEIE
PAERIEHERSS . EIERMIK P R EMISEIRS 3 A ERR,

EiERE gMSA, BIREBSERE AD BRERN Y BIRIE,

IR E vuemUser SQL AP KA ZE, AFEEMNEMENIRSELSIBELIZHAE N vuemUser SQL
AFREENBEEXFEE, FEEHEFLEIRZEDIRMET B CNEENA B RILTER,

B2 MAR S EERIFIER B IS HER S RIFT HEF 2 aifvediE (USRS A) . NREMIGHERS A
EZE SQL, NEREE,

ERighEARSS SQL RSN IERE N EMIHIRS 215018 SQL Server Zialfatial (LI AEAD)

Ehtiightkss SQL ERZEB, ERIEZHHEMEIRZA, BiigiElRSERIHS SQL IRS5REIER
By fFRIBYIE) (LARD AR,
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« BRRRER. MREA, NWEMILERSHKENFARTIERER.

o BMERLWAIUERET. MREA, BRI FBEEMNEEFRIRILRIZE,

« BRAMERE, ATEEERNAEMBIRERE GUAER TR 200) MNERTRILERE. Eit,
B EEE A ERE AR S Fr R R 8] B A,

- TREAENR/NEE, BELELREFEENTHFAENR/NERE. FIEAXENEKEREN
30-3000, RIESERNEELHREE. RABERT, TIELENS/)HEN 200,

- B2 /0 &ENR/HE, IEELIFNREFECRNRYS |/0 AENS/\HE, KRS /0 42
HEIRE ) 30-3000, RIBEEZMNEEHHEE. RIAERT, BF /0 &2t/ \#EH 200,

BE:

LRI EELS & BB S EIS MRS 19 E R, HIhEERRIE Mo

AR
EEAMEACFTEPEENESELEMERNULTRIEEAENBMHEENEEZZHER. §
FFAER, ESAhttps://docs.microsoft.com/en-us/dotnet/api/system.threading.thr
eadpool.setminthreads?view=netframework-4.8%1https://support.microsoft.com/en-
sg/help/2538826/wcf-service-may-scale-up-slowly-under-load.

+ £/ Google Analytics #B12# Workspace Environment Management, #13i%m k3%,
BERIZEMIRSIEE R 9 &%E Google Analytics BR%523.

+ XEfEFA Google Analytics sk24# Workspace Environment Management. NRi%EA L%,
MEMZEMARS A 2@ Google Analytics IRE B EIXERZ N,

BE:

M 2212 78, Workspace Environment Management RIEF & B 22 AR S BT BB X IR

REEFEMED, MR HENIFIERONXE, WEFEE—METL NRITENMATFRONXE, MWEEFES

AR, ZATRNERTER%R.
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WEM Infrastructure Service Configuration

Configuration Management

Li I (E

Load Configuration || Save Configuration

I Ty

| Network Setings [EVSESERIRY Database Mantenance | icensig |

Enable Windows account impersonation

Infrastructure service account: Infrastructure service account password:

| | |I Browse I| |............

Set vuemUser SQL user account password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
|15 | [30 |
Enable debug mode Infrastructure service SQL connection timeout (sec):
[7] Use cache even if online | 30 |

[F] Enable performance tuning

Configure analytics:

&) Help improve Workspace Environment Management using Google Analytics.

™) Do not help improve Waorkspace Environment Management using Google Analytics.

5. AR “BUBELEF” EHRREEBURELF,

s BRATNNEEESR, IRBARE, NaEHMSEEPRIRBSITER.

o FIHREH. BERFANRERIHEERNRENE. BIAMEN 365 Ko

o REBAREH. BERKMLLITEEHRENE FIAMEN 90 Ko

o REEMIREH. BEEREEPRZARIMATHNEKE. HAMEN 1 X
o BUITHYIEL BAEHITEIE R 4R (ERYRTEl, RAINEDY 02:00,

R

FRRESRE, RNBNEBRIRSIEELEL, DUBNEERNHEM&EERE. NRED WEM B
ETHZNEMEEERS, BRXA—NEMEIEIRS BRIZRS.
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WEM Infrastructure Service Configuration

Configuration Management

i

Save Configuration

)

Load Configuration

] ]

“Database Settings | Network Settings | Advanced Settings (RNt el Licensing |

| Enable scheduled database maintenance

6. ERILOAERER T ELA-REREMIZIERSEEIEERE Citrix ARS8, MRKERE, WHERERAE
RIEFEFIFE Workspace Environment Management 0B, SAESEEHI SR X T &M+
s Citrix WaDEARS 283 E1R. EXHEMIERT, Citrix FaiEARS 35 SEEMERIBEFNR—IE,

o 2RFANIRSSEES. BALWETEEA Workspace Environment Management FrfERR Citrix
YAIEARSS 2B, EIELAEANESIiEE S Workspace Environment Management #i3gE+
BEENEM Citrix FAHERS B ES.
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WEM Infrastructure Service Configuration

Configuration Management
Load Configuration || Save Configuration

) i

Network Settings | Advanced Settings W[ Licensing ]

Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000 |

EERBHEERMRERSE, 2& REFLE UMREFXERE, ARRUEMIRIEIRSEESLBERF.

BEERS

October 26, 2023

INREMNERITH S ¥87E Citrix StoreFront AR EHR K HHZIRER Workspace Environment Manage-

ment PN ARFREAR DR, ERETEREHATENMNACEEN LLETERT Windows B Citrix
Workspace AR, BEXFHER, ESHARAER,
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EEE R IR EHia1T Citrix Workspace Environment Management Console.exe.
EEILERAUTSHAEEXTE:

AgentPort: BEETHQREREFTIT—MZE, ERMITABAERD, UBRAEMSREFKMEL. KSHRIF
TEEFTAB NG, MRKIEE, NWEARIARD 8286, ERMEREMBEMIIKH,

AdminPort: EIRizH|ARERFITIT—MEARITF ISR OMEZA, URRAEMETERKMEL. LKA
WIEECEITAM MNRO. MRKIEE, NWEAERIAROD 8284, ERNWEREMEMHIE.

XERESHBNIE RN TR

"path:\\to\\Citrix Workspace Environment Management Console.exe "/v"
argument=\\"value\\""

BRI LA SRR AR EERES 8, EENT:

« \setup.exe /s /v* “/qn CLOUD=0""

setup.exe. LERAREEFNIXGEERE,
/s. RREREIE,

/ Vo BBEEEL msiexec,

/qn. REERELEZPREREFAAF RE,
CLOUD=0, RnAHEE,

« fFl40:
- .\Citrix Workspace Environment Management Console.exe /s /v* “/qn CLOUD=0"
IR E IR AR S 28k 1

EFF A, % Citrix > Workspace Environment Management > WEM B4 8, RINERT, &
BIEH & UM FFE RS B 5o

EIREX S, BEERLUTH “HERthigiiksHREE §0.

ER Mew Infrastruchire Server Connecton

Infrastructure Server Information

Infraskructure server name

Adriniskration Pork

a4

Actions

Conneck
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RAUTERERE EiZ:

BEhrtZe RS 83278 Workspace Environment Management ErtZEARSBNE . CONTLRBIEBANS
XM EEBIEE SRR H 1T,

ERRO, EIREH o EETEMIBEMRS RO,

BERERIMEIEEN, RBRIUTHES, BAMKREERFERITAIEN Citrix FFelIERS 2.

License server configuration required

l A valid license server with appropriate licenses needs to be configured before you can start using Citrix Weorskpace Environment Management

fERFAIEARSS S Ec B Xk IEE

EERTANERSBREERIERE, FEBBEHSRRFRE XT, ARLE BEWAHERSE, ARMA Citrix
VrANEARSS 28 Citrix 77 EIIEARSS B3t A ST IR IRMNRY S XM BRI S IF R AT

Licerse server information
Citriz License Server name
Cikrix License Server pork

27000

Arctions

SANRENNRE

Workspace Environment Management 3% XML 32f4, &0 UERX L 4L E Workspace Environment
Management #iE=E, LUEFFEENEENANEEKIE, XML 2 Workspace Environment Management &
KREFEHNXMGR “REER PRt

BESNRENNREXM, BEENERRPEEER:

Citrix Workspace Environment Management == i
{ 3 ‘ |
e | Home About
¥ Configuration set| Default Site
g onfiguration set | Default Si M % Bachup
@8 Create
‘= Disconnect @ et [F Refresh | ¥ Restore
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£ RRRASH, &R IRE, ARRT TP,

B®| Restore Wizard x

Select what to restore

() Actions

'.: | Security settings

£ RFERASYH, ERESRENTREXHHXMHR REER", AEREEMEIRELRE,

October 26, 2023

LEMEERE

3 =

AR

o FEEEMISHEIRSEE %% Workspace Environment Management (WEM) HI&,

o BENER—EHEN LRE WEM R BEEEE &,

o NRITHBITEBTH &I 7E Citrix StoreFront A EEF A HHZRIER WEM R8I BiEFHREES
XHTHER, BHEESERSISMAEEN ERETERT Windows B Citrix Workspace M2,
BXHAER, BERARAER,

SR EEARK (Fik)

&, EULERERANBARKERRIRNNABREARE, WEM 2ERGE 82 IRIR, RIRXH72H.admx X
HRREFESN.adml X, BABZIEEEIEHIR LA EAREK,
ERMRETNEERE, BRRUATSE:

1. % WEM REERMIRBARE R EFIZIE WEM 1EHI23.

2. #&hn.admx X,

a) #3 RIEBAKEE > ADMX XXf43%,
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b) SN (Citrix Workspace Environment Management Agent Host Configuration.admxx
#n CitrixBase.admx) .
c) #%32| <C:\Windows>\Po'licyDefinitions sk, FAEKMESIE,

3. #m.adml ¢t

a) ®3 KIEAHKE > ADMX > en-US %k,

b) E%Ix#E N (Citrix Workspace Environment Management Agent Host Configuration.adml
#0 CitrixBase.adml),

c) #%=2| <C:\Windows>\PolicyDefinitions\en-US X%, SARHIEX .

A AKRKRERRIES BEABUTIREN GPO:
=] Group Policy Management Editor = | = -

File Action View Help

e nE Bz HE T
=[ WEM config
4 A Computer Configuration

| Agent Host Configuration

. . Select an item to view its description. Setting State
4 || Policies —, N
b [ Software Settings =] Infrastructure server Mot cunf!guret
b [ Windows Settings || Agent service port Mot configure:
4 [ | Administrative Templates: Policy definitions (AL | Cache synchronization port Mot configuret
4 [ Citrix Components \iz| Cached data synchrenization port Mot configurec
b ] Profile Management |iz] Citrix Cloud Connectors Mot configure:
a4 || Workspace Environment Management 2] Agent proxy configuration Mot configure:
*| Agent Host Configuration i=| VUEMAppCmd extra sync delay Mot configurec
b | Control Panel
b Network
"l Printers
| Server
~| Start Menu and Taskbar
B | System
_| Systern Center - Operations Manager
p | Windows Components
2 All Settings
p [ Preferences
4 % User Configuration
- || Policies
b [ Preferences
< m kd
< 1] >||" Bxtended A Standard /
7 setting(s)

Bitighefks585. WEM BEhihighiRss2sauithit, BAREEMIZIARSS BT ENBIR M IP sit,
RERS RO, REEREIEMIZIEIRSHENRO. AERS KOOGS EERMILERSECE RN RERS KOE
BNImOER. WMRKIEE, WiwHAKIAA 8286,

ZEMHIERL RO, (EATF Workspace Environment Management 1912 RE&hr4s; ik Workspace
Environment Management 1909 & ERMAN EFATIHO,) RIBEEFED IEEEIEMEMRS LUSEKE
FEFSEMISHERSRALS MR, FENEUBRS K OMASEEMIEHERSEERBANEFHERLS KO (WEM
Infrastructure Service it & > WKL E) iL & 1im AR, IO 2AiAHR 8288, 34 F CachedDataSyncPort
WSITEH, HE, WAILE WEM RENGRLERERAGSMETIEER, Fia:

« citrix_wem_agent_bundle.exe /quiet CachedDataSyncPort=9000

Citrix Cloud Connector, FEBET WEM fyasitihiz, RIFRE KEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 78



Workspace Environment Management 2305

RIEBRIELE, NEAT WEM B9AihRA, REPRZE RECE

VUEMAppCmd FiSMIRSFER, (R Citrix Virtual Apps and Desktops £&HE R 1, RIENBRER
BEh3 (VUEMAppCmd.exe) E#En9Btial (UZMHEM) ., XAHFRELTRLAENREIE BINKER 100 3
200, ZRINMEH O,

FIR 2 REMNIE
BE.
BA.NET Framework AJ IERIBREHB EHRE, ERIBENEEREREZMFHREE, BN, BFEE

SMBMITENA ESASRIERE, HEIEFERKIIEAETM.

&0 LUIE A P AR HiE1T Citrix Workspace Environment Management {18, St LUERERMSITRE
RIEB, BAERT, REBEKREIUTX R Z—, EFIURTEIRERS:

« C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (£ 64 {iigfERZH)
+ C:\Program Files\ Citrix\Workspace Environment Management Agent (1 32 fUigfER %)

BUREARTERE, BRRUTSE:
1. &N E5B1T Citrix Workspace Environment Management Agent.exe,
2. &R “RABRFIEINEN, ARRE “RE
3. ‘Wil mEkL, gE T

=

Wl NEATRERE LB BER. YAFRRHEEAHEEERAREN, IAEIIER,

4. & "BEXHX AL, 8&F F-F7

o FNMERT, BRXHARFRSAMARMRINGRER. MREFAEREINZ—IXHE, BEEE
ARMENEX MR, RERET—D.
o MRESRE WEM K12, NEFXHRFEGEhERIRE REX 4 REBRIET.

5. 7 “BEXE MEL, ZFEMNIERE, ARRE “T—F7. AXMERT, BER FHE,
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ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Deployment Type L
Select the applicable type of deployment., a

() Cloud Service Deployment

Agent will connect to the Citrix Cloud service.

(®) On-premises Deployment

Agent will connect to your on-premises infrastructure service.

6. EEMBARSEERE L, EEABEERNEMIZERS, ARRE T—F.

o BdicE. MREELEAARKEETIRE, HEFIET,

o BEEERMEMRS. AIFEETRAEMIERSSE FQDN =X IP st RECE BRI MERSS.
« RERSHRO. BINERT, %EHN 8286,

o BENHERS RO, BRINERLT, %EH 8288,
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12 Citrix Workspace Environment Management Agent Set... M

Infrastructure Service Configuration -
Spedfy the infrastructure service to which the agent connects. a

) Skip Configuration
Select this option if you want to configure the setting using Group Palicy.

! Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

|1|:|. 153.216.14

Agent service port (default 82588): 2286

Cached data synchronization port (default 3288): (3288

7. £ “BR/E TTELE, INEBERESRSE, RERE “T—F
- FEREFENUE (%), BFEEABEFNERMUE, 2E K USMAERANXHER, &, ERILGE
MR AITURE, Ak, BHELE Citrix WEM RIBENIRS, ABEHRUTERERT,
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent Host
&#R: AgentCacheAlternateLocation
%A REG_SZ
f&:

H}

BINERT, ZEAT. BIAXHEXA: <WEM agent installation folder path>\
Local Databases Set. MBEXKE, BIEEHMXHXER. BEEEREN, BEHNBH
Citrix WEM RIEENRS, NREBREN, XMHEPEETUTXMH: LocalAgentCache.db
LocalAgentDatabase.db.

NGy

AMRFEFLLSBTERNE, JRFEEMRERERR, Citrix TERIEEIMRFIERER
FESHHMMEREEBF LR, EREMRFESTEENG, THREIMRZE, BSHHT
&

« VUEMAppCmd VMBS IER (F13k). AFEIEERBRAREF B (VUEMAppCmd.exe) E4%
NEBFRBZAIF/Z K6, REIERFHRE LT OENRELF. BRINMERN 0.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 81



Workspace Environment Management 2305

=W

NEFINIEL IR EFFENELARA T HEFTEHEL,

ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Advanced Settings
Configure advanced settings for the agent. n

Alternative Cache Location (Optional)

Specfy an alternative location for agent cache:

I Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in milliseconds: ID

The input value specdifies how long the agent application launcher (WVUEMAppCmd. exe)
waits before published resources are started.

8. T “HERE NEL, 8F “T¥’
9. BE “El BHZEMS.
HE, EhalblikE WEM RIENEIRTE, SERITILRE, BEAUTH LT
« "Citrix Workspace Environment Management Agent.exe"/quiet Cloud=0
R’

o SHFEZRM WEM SERIETHRE, BN Cloud=0, WF&E WEM IRESHBEHITHRIE, BHEA
Cloud=1,

o BAIRERETEASXHLUIRARIBRERNR, RIAMERT, CRREIBPELENMERENAEXHR
E%TEMP% HolEr, EaUER /log log. txt ¢ AERENBEXHFIEEREME.

BRI UERBLITETRIEEEEX S K, XHEATUERESETEEXAEMARIRE. BXESZER, BEAN
o

=&fE, REBEA Citrix WEM Agent Host Service (LLaT#775 Norskale Agent Host Service) #1 Citrix WEM 1
BRPERRSIET. REIEAWKE LocalSystem i&17. HETRIFERUKS . ZRSFEU FMAZNSHER
PRo
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TR 3. EMBEIITENUTERRE
FoRFAMEIN

2R WEM RIBEEE I, HEBUTRRFHMEIL:

W

WIEREHEUTEX:
« Windows BR$s REEHBHARS ECENERI BRI,
+ WEM R2ARSS Citrix WEM RIZE#HARS 0 Citrix WEM AR ERIRS BB NERIN BB,

« REZFRAREEEIHANMUE, FRIFHANEFUETESSREENEERD . SSHMBHIERE
A, 1EREREE,

F=3IY
BREATPRENHITRIIERERE:
o B, EMERE RSB AF iR Citrix WEM Agent EH MRS, #EiELEXEH S5 Citrix WEM
Agent THRS ZHMIRIERTRER(ZLE Netlogon IRSMIIE, MMSHEMNARRF LA,
o FEFRBERMARBD Ul #315 CMD #XRIE, BN, FLhRErTETELER T

REBEHITH

+ Citrix WEM Agent =HARSEARS BohfE BsEFHNEEIEAREEEEER Cloud Connector i&E.

o MRAREBINRSEEREZHEKRER, Citrix WEM RIBRFERRSIFETHEE Citrix WEM Agent
Host Service, ILiTAHRIHBRERLERFRE.

« Citrix WEM Agent Host Service 7255083 B3t U T AR EX 4171 ZE: LocalAgentCache
.db#l LocalAgentDatabase.db, MNRBEEEMNH EAMEIEE 4R BEMME, WEBR
AR S

+ Citrix WEM Agent Host Service ExiEY, EREMRIIREAMEFRIIRTOEN. NRSREFER
SBENMRENEERLSNEERANENRER, WRINRLSERER. §ld, RIEHRARBEERLERA 30
S, NRETE 60 DHAKREHERE, WA Citrix WEM Agent Host Service S/ EIES &7,

o ERELIEFR, WEM REBLEREZFSE Windows RS R4S HBMARS LB N BB,

« WEM RIEBFAETRE, WEM RIEBREREF<BREE Netlogon RS,
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RIBREFLRAEFIAD

Citrix WEM Agent Host Service = Bz Big BRIFMEERS . NEREULRFIEEHRASEEZNERTA
FRNEETFIRER.

FRESSITERBERE X H*HIETT AgentCacheUtility.exe . FIHITXHER U TH TR

« —help: BRATFNSHTIX.

+ —RefreshCache @& -r: MAEEHWERRIF

+ —RefreshSettings @i#& -S: RIFHREBENILE,

« —Reinitializes#% -1: 5 -RefreshCache #H—iERl, EHNHBLREER,

BEXMAERAGLTFAER, FSRUTRA:
o RIFREENIKE:
- AgentCacheUtility.exe -RefreshSettings
o FNRFAEENIRENREEF:
- AgentCacheUtility.exe -RefreshSettings -RefreshCache
o EFRAREEE:

- AgentCacheUtility.exe -RefreshCache -Reinitialize

U

REFAIRITXHEZEEXSH, W Agent REMARIRER D FTR,

RIBRE
WEM RIEiREEHE:

+ AgentLocation. AT EEREBRENME, EEEMHIXHRER,

+ AgentCachelocation, ATFIEERBEENERMNE, NREE, AENMEFENHEFREEEEMNE, M
FRENEREXHRH,

+ AgentCacheSyncPort, A FiEEREBEEFRS HIZERTIEMIGHERSHNIHED, UERREEFSEMIE
HEfRSSERES .

+ AgentServicePort. ATiEEREEEIIEMIHRS RN,

« InfrastructureServer, ATiEETTEMIZIHEIRSHNEMIZMIRSS23A FQDN g P i,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 84



Workspace Environment Management 2305

+ VUEMAppCmdDelay. £ &8 EREN Ai2F 25138 (VUEMAppCmd.exe) #£ Citrix Virtual Apps and
Desktops ZmMARBNZAIEEFNEE. BIAMER O (BF). ATIMIES EREFBANELARATH
ETEMNE,

FERUTEI
o MRBEBIEHLTERERE, WEM RIEREEFSERARENILE.,
o MRERBIHLITEEIRE, HEAFEANKENRE, WREEFHERLIEENIRE,

o MRERBEIHLITEEIRE, HAZHKARENRE, WREEFFERRINRE,

RYIRE

SREXNXENRARECE!

+ GpNetworkStartTimeoutPolicyValue, #iF&EEEERESZFOIEMN GpNetworkStartTimeout-
PolicyValue 5FMRIMME (UF AR, thBEIEEHRIES RN NRIE IR RS REMLE A AN EMN
BYiEl, SESZEEAN 1 (B/IVvE) 5600 (RAME) MEMAEHR. RIMERT, LWER 120,

+ SyncForegroundPolicy, #¥FEEREREREEE SyncForegroundPolicy MR E, LHERKIZER
TEARBMERTREY, AESHE: 0, 1o NRKIEEZERKELE R 0, W Citrix WEM RIEBAFERR
ZERREREBR, HEGEVERAFARKSE. NRFZEILKEN 1, Citrix WEM RIEBAFRERRSIEER
R, BIRAPARKISENLESER AL, BRAERT, ZEEREIEPFSEH,

BE:

INREEEMBARIKIEE, I Windows <1782 F (Windows HREIER) FlRERERIBFIER
BRiIREZAIBE, Eit, FEREVRASERAFERERNEN. MREFETHAFERERITIERR
BRIRE, BREREN L

+ WaitForNetwork, #FEEBEERESESTEMN WaitForNetwork ;ERTRE (WU HEM), 1S
BIEERE TV FFMET2VBLAT AN E, 25ES 0 (R/IVE) 2300 (RAE) STRAMEMEL,
HAERT, kB 30,

AEN=1TETHE WEM RER S E Windows ER2REHIZEE. FIBE=1TINRMNBIE
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon T & & &,
FHRRARERFPIFEEE R 2o E SRS 28t GPO, £ Active Directory SiZi=HI2SARSS 23 RR E LR
IBMMERED, FJEaSRENERREZAINHMINCIERE, FKITEINERS GpNetworkStartTimeoutPoli-
cyValue sFM&RBIMEIRBERNELD 30 1, UEE~ERM,

« ServicesPipeTimeout, 7 iF{ZE & ServicesPipeTimeout I RTMWE, BHEBEREIESE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control ToIEM, EAFRSIEH SRS
#KE WEM RIBRRSHRE 250, WAMRIURINER. ERFLGIEAERSEMNBRUNE ZRIEE, M
IEREBRK, SRS AME, UM REM. NRKEE, WFEABRKIAE 60000 (60 #),
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=

=W

MNRERERGSTRE LRGE, W WEM REBREEFERENEFTBEXLERE,

5l

ERILERU T oL THRAEERE:!

« "Citrix Workspace Environment Management Agent.exe'<key=value>
f5I4n:

o %F WEM RIEBRFRBRRE AR

- "Citrix Workspace Environment Management Agent.exe'"/quiet
Cloud=0

« BAFRERMEFFHERERN 60 7

- "Citrix Workspace Environment Management Agent.exe'"WaitForNetwork
=60

EERIEAAEEZFD

October 26,2023

Workspace Environment Management (WEM) & A A& WV EEMmIEit, E7FE WEM B9A/NFIATY BB,
SEBEEIUREMRE. Active Directory i8E. BHAERNINIZE,

WEM aTi B BUAFRIEMNAFA NS, TRANEMENRSSEES, WEM Il HNRENBEFA S, EilighE
RS 2GS ERAY (SQL Server #1 Active Directory) Saiizdifs (BBEFRIAMAE) FL,

RiIREITEAMIZMEARSS 2RI BN ER U TRE:
« 44 vCPU. 8 GB RAM #1 80 GB By=I AHL & =18.
FRILMERAU T AR ERNERFHNEMIRERS BHHE, ZAXRRIESELEZ XSRS ER:
o ERZRMARSSREE = (IE%E /1,000 ™) + (FAF#%X/3,000)
AR

o EfFEA NTLM SHERIENERT, 2006 RERMZAE Workspace Environment Management &%
HFE LA, A Kerberos B30I BT XL A,
+ 12 Workspace Environment Management 2006 &XE &k, K& NTLM 54303 Kerberos
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SMHIIEZ BEIEREER
« BWEM 2212 2, EBENEFTEN THERELHE, ERIEER LUSH BN EMIRERS A A ER LD
=ik 50%, ESIIHIEIIAE. RITRINERRIEARE 2212 HESHKRAE, XEFEFMAIUMPZ i,

FHRERE

October 26,2023
ik
AR
B WEM 2212 2, RENESEN TREERE, iEsahen] LUSFH R HREMNEM SRS N A TR EE
50%. EBFFIEINEE. RITENEEREARD 2212 XAFESRE, XEEHRTUMFZE,
ZAI L% Workspace Environment Management (WEM) BB AR EIHARZS, MEREILE MBI
Ro MM ARMUAL,

FZ#FM Workspace Environment Management 4.7 Z gk A5 1808 HE SR AR T FA R, EMERFH
FRAFR, BRBEFLARIRE 4.7, AEARTBITHRE. BXFHAER, BESHTX:

FEARIE B TR R
4.6 NERHRE 4.7 =
4.6 NERHRA 1808 sES R T (A2 BirhRAZ B REIARZ
4.7)
4.7 1808 sE S AR =
AR

« WEM #iER. EMZRIRS M ERIzH & BhRA L FHEE,
 TXUF 2006 £z AiH) WEM SRZARE 2209 SHEBRAR, BIEEUTLR: AERBIEEARKY,
BRALRE 2103, ARHBARE 2209 HESHRE,.

HTIRUTIREF 4 Workspace Environment Management 4A14:

Bt RS

£ 7
EMECEERIRAMRS
EEEH e

R

ok wpn =
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TR 1. FAREMERERS

Z 74 Workspace Environment Management Bt 1§ RS, EEEMIGMEIRS % L31TH A Workspace
Environment Management 2htigHiiRS 188, ARIESRELETLER.

FHREMISHEIRS BIVIRIERSA
EAREMBENRSH[IVIRERS, BELAEFEANRMERANS —&ITEN L REEMEMIRS, FRERNEMZE
MRS IREFHEREE, KRG B BEMEMRSSHEE,

AE:

&3 Windows Server 2022 i, WEM Infrastructure Service Bl EMRL, #RRE S EHRLIEEMIG
RS FIG EHEEE AiEEE WEM 3U3RE,

P2 AREIERE
BE:
HIEEARIERTYE, ERHARIREZH, BHEREEBERNEIEESED,
=R

f&& ] LUER Workspace Environment Management PowerShell SDK #&3R A4k #iERE. &% SDK 14,
3&207 Citrix Developer x4,

£/ WEM $#iEESIE L AR EMUEE, HEMISHRS RELEP, EaREEER Workspace Environment
Management Ehti&ERS 28 L,

AR

NREIETE SQL Server A Windows S, BEEAEERAEERNRIRR T ETHIEEARLAE
o

1. EFFa=ED, %% Citrix> Workspace Environment Management > WEM iR E &R I AERF.
2. BE AREIERE,

3. EHIEEALRRATT, BAFRENES.
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EH patabase Upgrade Wizard

Database Information

Server and instance name

Database name

Infrastructure service uses Windows authentication

Infrastructure service account

Database Credentials

V| Use integrated connection (Windows credentials)

Login
| |

Passward

Actions

e

o FRSBBMELGIZIR. ITEHIBER SQL Server\Lfpitit, BXMTLIRBMEMISMARS BRNNT
i,
o BIEERT. BEARBIBIRRERRT.

o EMZMRSMER Windows 36, ZABERT, REFRIER, EXMHERT, BEMIZERSER
vuemUser SQL ARk ZEZED#IEE, (vuemUser SQL Bk 2ERELIEFOIEN,) KWIER
&7 SQL LFIBA T REERZMHEIE.

PR IETUS, BEAHZHERSEER Windows tkFIEEEISIERE, EXMERT, ZikFEs Windows
WPBFE KRB R SQL L, HRaIESR, REMERATEIREIERELIETEMIZHERSHIMER Windows
Ko
ZikEE gMSA, BRIRSEE AD BRERNT RIR(F. HR gMSA BB RIEFENHIEE FrEERAE K
REME.

o EAKMER. RINERIET, WEMAFRSERETRSHNSHE Windows ik iE#ES SQL
Server HEIZHIERE, MR Windows kP &8 B BHRREIZHIERE, FRMEEEELAER
ER BB RHBIRE Windows HFIETT, SEBMRIED, AERANERRHBRR SQL KA,
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4. B AR FRBIEFEARIRR, REEARKITHRE, BERAS,

MBHIBEFARIAE A E IR, E10ZE Workspace Environment Management EhtZeARSS LE XX Ha] A
VUEM #UEESELRAERFBEX S,
FE 3. ENEEMENIRS

5 WEM Infrastructure Service BRB S BIEFEHEE Infrastructure Service, &S5 i & EMZEHIRS .

TR 4. AREREHS

FREEETH &S MNFE Workspace Environment Management & E&BEEEHIBEES, HEARBAER

j=va)
EHo

EARERTH G, FETEEEHREEFITRITXMA. BN, RIdR5REIET2ER.

$ES. ARHKE
BE:

o HERIEBZE], BHREESERFER. XARGFEAFKIIZRMESZITEN EBXXH,
« WEM Infrastructure Service BhrAH%AEF AT WEM RIEBMARZA, Citrix BiUEEREAREIR
FhRA, LUER]LUERRIAIIhEE.

EARNE, BEEMHTEN LESTHIRERETRITX .

AP &L

October 26,2023

Boh BTG

1. M “FFER” %R Citrix > Workspace Environment Management > WEM ZI2iEH &, BiAE
AT, BIREH & U ER RS B 5.

2. TEEEHOEK L, BE &K

3. EHEEMBMRSSREEEOP, BAEMBMRS SN, RERE Eik.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 90


https://docs.citrix.com/zh-cn/workspace-environment-management/2305/install-and-configure/infrastructure-services.html

Workspace Environment Management 2305

REENRE

EEBIEHIEH:

1. BEETHAFERPHRBETLUER ESNERFETEFERD.
2. BEFEHHTA MNAEREEOKEENIRS.
3. RIEFREEARE. AXIUERNRENFAES, B2HA A FESZ,

EEX

October 26,2023

“ER ETFR

“E U ETF AR TR

EiR, BERIRH o ERIEENEMIEMIRS . £ MEEMIRMIRSSIER WEEP, BE
o BERNZRIDARSS 83 A MMEE R R B IR HEAR 55 8598 Mo
o EERO. BERIIEMIEMRSNRO. FIAE 8284 EFLIEAT.

WiFFER. ETAEEEH A5 SMEMRMIRSNER. ¥, EERAUM—MZH &R ERARERS—
=R A EES M EMERS.

fiE%E, M— Workspace Environment Management (WEM) s (BREE) HREIS—Mbs.

B, yTH QIREEE B0, ATEEREZ N WEM iR (BZEH).

o B Mim (BBEE) 87, EANEETEYEKNEESETIRYP,

o BiBE. Mim (BBEE) HPARTEMRRAEOHR,

o MRS, bR (BER) B “‘BR” &2 ‘B, AN, WEM BT L#EEIHR (REK).
i, A “REREE” §O, HPREDS “QIEREE" 'OXEM.
bR, ML= (BREE). BARREME “BOAMR", EX WEM F8EEREIET, BR, BrRUNEH#ITERS,
R, RIFib= (BBEH) 7%k

AR

MAREMERIZE G IR SR, FIRT=BRIRIE.

& A &M AT, BYUTRENSHEINERES WEM SBEH81HEN. EaUEMIRE. 88, T288M
Active Directory (AD) 4%,
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o 1B1F. BIMEERN WEM 12, SMIEIRRIFERSH BRI XML XX,
¢ RE. HIMEEN WEMIgE, SMERSEET LN BMmE XML XX,

« REIRE, & “L2” ERNFLENAEIRE. SHEINMNEERRIRE XML XHFH. ERIUEHNSEE
EXBHUTIA:

- AppLocker #Ni&E
- BRI E

« AD X¥%, &3 WEM BERNARF. 8. BNARB(L. &) ASATFEREEEH AD WKREE, AD Xt
SKAEMMAEE:

- BFR. 81TBFMABFR4A
- 8. BEHEN. HENHEM OU

o BEES. &NEERNWEMBEESR, SMWHEENEESREFNRMN XML XHSH, EREEDSaECES.
BRI &EH SREEXKIILITTE

121F

AppLockers

HEC (S1REMRIEARX)
- diEes

- AR

%8 (WEMig&)

BREERUATRS:

- SiHBEHAEXE AD XR (BaitBEH. HENIEHM OU)
- BNEE (FtEdEfNRS)
- EEESPEMNE

TR, 17 ER mSUMEEIFIEH N WEM IRSECEMRA. HIUETREH, EFeS&MaIA (XML XH) BER
XHF,

¢ REKE, ME “%Z2” ENFELETRHAEIRE, EOXATIRER Bt SpEEESPHNNEIRE, iR
R T2 ETREY, BN TRNEBREFRESMN, XLERNRE MR ERRRNEIIERSES,
MRFE, BOIUSHIZRS. TR ASATEERELRIAS !

- ApplLocker #INEE
- NREEFAIEE
* BEMEIRE, FHHIPRNEEESNENRRRIZE,

£ “WAZAEFREMUSE” WEED, #F B H D WETEFE TR RSNALENEEFR
2N SE:
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- MRERE B, WERZHEANDEERESFE=FHBRMARE, NYENNAPRAFETE
BRIt RE AD i, EFfDEA M. EAFLENRNBZME, BRERDERS, HAXLE
MNFFEREINEFEPFIL, ERTLUL CSV X R HZXIEEF,

- MRER T, WEMREEHTOFIEIN, MAZNRAERFHAEFMEF4H,

o AD X%, #F&EHHAD MRERE MG LR, BY XR AF, BIUNESFAN AD SFRBFITRAITH. 7F
“VRELEMN AD WR” WELE, TJLUEEETRRML AD WRUNEEEE (Bi) MEM WEMAD £,

. BB, BEMHNRESEERREN WEM, —RREEMmE—MEEE. WEM BEBEH S ae T E—Ladia 1 88
MIETENEES, EEECMENEES, BMIIERY ‘BEE” XEPAEE. MEMREEN, NREE
HEGHERZMNEESE, WEM 288 HEESRE N <configuration set name>_1,

} =r

AR

ERERRIER RN ZIM AR RER.

« MEMKES B BERIZRE

o AR AD SR AN BlE B MBS AD WK, AFBRTFERSELERASH AD SHRITEHEREF
T BEE.

o IREET BERN, WEMEIEFBZAMERFRENE AD WK,

T, 7 I8 BSLUFAFIRTR (GPO) B9 zip &1:E 2 WEM,
BE:

o % ASMNEE WEM 21589188 (GPO).
o HNENEEFEIBIEZMENNEIRE,

BB ERITUTEREER GPO:

IR ERIEHI B,

£ ARBRERE 00, ARETEEMNH GPO, ABERE &%,
AEMARBNREODR, EEEREFSHNMUE. &, ETUREMRERR,
BEENHUBHEDR, ARREHE.

SMAIEHXHR, REBEERN zip X,

ok w e

AR
WEM ZEZ35F% 8 5% GPO &M H£M zip X,
HIh&EH GPO &, B& T 3% GPO T2 WEM, £ “BEXBMXH” ttEL, 8F NN, AERSMEERNX
%o
o« BE, FEARNEEZNE WEM &8 (GPO),

o B, ¥ GPO HiNESSANE WEM 89 XML X, MNREBWESNBIREHITHRAITH, SERUIED, 3%
wmhEmE, ER TR RSFHFN XML X%,
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} =

=

TR L Bkt Sk, EREEERREFRIXABIZT.

KXFEB~

‘KT ETF BEUTES:

EEETAHERS 8. AVEIETE Citrix WelEARS BRAMIE, [NERITFARTATEEREMKE. HE, ERILUE
A 2R S E KARFFR T AT RRIEERLEERE, EXAMERT, Citrix FaLERS 85 SEEFMHEE
BIEERHE—(IE,

TRENEEBD, £ Web X323 % QP17 Citrix /= @3Sk,

WL, FIF EREE SR WIFE, XSRS E T EREH G Bt A3t sL ),

- BREERER. IREA, EEEHSFEEHNBERE ERERNERIZHERS.

BREARN. EREEEHSIFAESIER. BSEHRIAR “Users” XHHRERERFEIE,

=H AR, AN EERITS NS MINRR#HITIER,

« WOS. AWERENXERTH S ERIBMIgRSHNRD. ixOSR5EMERMRSEEPERENKOE
ILEg,

XTFo FIHHRIRANERZH ST (FaNEEE. EMAIE) URERER.

1R1F

December 6, 2023

Workspace Environment Management @3 A ERES FEANBREREULEXRREELRRE, XLERERIES
BNERERF. ITEIN. MEIRHEE. MEMESE. EaIERSEEREREAF A, Workspace Environment
Management iR AEIRALTIEEE, LUEESHIT E T XRIE,

o BRIEEEEE!

- BFA

- ATRBSIRE

- Applications
- Printers

- MKE=E

- EIAIRENEE

- JEMRI
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BT S
Ports

Ini >4
SMEBIESS

X RFIRIE
FF DSN
XK BX

« Filters

« Assignments

1BR1EH

October 26,2023

BRIFATHREAVTEBRAEX —ARE, AREI— N TEFHRMFATREEEXRIEDERLBAAF A, EAILN

E, BABFEZNHE “BF ERPEENSNMEE. Bit, EUE—NPBRPDESMEF.

e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMZEKX,

NS LIRS

1B1FA

ETEREANTIR, €8 B KM ERamsiiagdiEyR.

B
BE:

o BIERNEESMEELS (NARERF. TENAMMNERHES) PEFENERE. fl, REEE ‘A
BFHIR" SR ERNT AR, BN “RF4H 7R &R ERRFA FERAHERE VAR

s
o MRAEBHEHRIEAE (REATIR> R > BEEE) PHRFEERD, NWEERZETIA

THERNERNARE Fo

AR,

B BOERTAHIEERIRE. ERILRITUTERE:

o Ail. ATCIZERENEL AR AR ANFTERIFRIR(FRIR(FAE,

- Al b
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o iH. ATHRIBIAEREL,
o Efl. ATMIBRIFASFIRIFAE,
o MiER. ATFMBRIMEEREL,

ZEIRBIRIFA, BHRITUTI R,

1. 72 EEEHIa > 8F > 121F4A > BFAEYIR BT+, BF H.
2. 71 “HERIBMGAT BO%, BAREER, NTHHIRPEFRERVEDR, AERE “HBE .

BIRIERIEA, BMIIRPEREANA, ARRE RS

EREREA, HERERENSA, ARRE EF. 515, 2T SFEcameERE, REMRRIIET, FRE
5% “-Copy”. fERILIEE “4RiE™ LAERER.

AR
RIEIREAR, RIEBAT AFESRIETERRISER ED, TNASRMESMESHEIIREIES BRI
£ (IRB). ERAZIAW, BRI BRLE > iLE > FH8I1RE K+,

EMIPRIRIEA, BEMFIRPEFESHENA, AFET Wbk
AR

NRMFFNREE D ECRIRIFE, NFMMNESRRMENERBFIERAF.

FERMIE M

B BRIFANEREM, RRMERERIFATIRT.
WA, ATEEEXBRFEANEMES,

IREARS, ERARSNERRSZETIURIEEL, £RE, BEERBEANREBFAAFE, RELFINE
IRFAATE SRR,

icE

BTFRFESEIEEENERE. €8 B ZRaM. ERamsiERaigiE,
. XERERERLURNENE IR BRIFAPIUIR(E,
BEMSURFSERIEL TR, WEREMRFH R EF IR ISENEUE D ECIXIRF.
==
o MRBRERNEIEDEL B RREL, NIRER BN ELXLERF
o MRMEDEL AP BRIEAPRIFREIE, NGB MXLERFPEUE S BCIIRE.

BiE. XERMERENRATCIEIRIEENERIE. TR UEFREMEUREEN]. BEAIUASMITERELE
w0, MAREFREAVIE. FOATEN. KohiesSF,
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bali)
HE:

WMRE RENE” ETREY BN BERPANESERIRIEADRRIE R Bk, NWEREREIUEBhEMm
BERECIRFENAR.

£ BRIE > “BEET > “BEATIR BT ENRFE RERFE, ErURFERLENRESEAEANAIH
BFE, Ak, FHE “E5" > BREQE > “BRIEDER EIF. FiZER+LE, REAPIAREAUEE A
ERPESEIENIRFEAN “BFE" e, EAUEE “BFE" TRELHINSUEEEIZENIRFER NEik
RAAS B EFT KRR E D RREVEN . HECIRIEN, RASRTEERERTIIZREHIT ET XL,

BXELINEIENFRER, BEH £5,

DECIR(FAR, FEERUT/LMAER:

o MRDECHRIFA, WEDEREPESHFIERF.

o — MRS MEFAREFRNRFATESE, NTESNRFAH, DXOENARBEERZLIENE,

o AIPREARIIRER, FERDESH—MEEATRIREERNERME. AXWERLT, ROENBRERES
ZARMERYIR(E, MMSBUUERERNRERIUEDEL. HEMRFREFE,

BNVSES

B0, EERIRIEAIREEMIAER (iexplore.exe 1 calc.exe) RN SELRE,, BRITUTHE,

1. %3 BEIEHIE > 12 > NARER > NAEFYIR EN£, ABHRMEARERE (iexplore.exe # calc.exe),
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S Network Drives
e Virtual Drives
&) Registry Entries

ﬂ Environment Variables

preren of R ] s o fpoosee

BB Gonnec e In - lncsiaaat € Current access level - Global Full Access

2. %R EEEH G > 1B0F > BF4E > BREATIR IR, ARRE N SIRIBEL.
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S Network Drives
g Virtual Drives
@] Registry Eniries

j Environment Variables

® Comnectsd to : localhost © Current access level : Global Full Access

3. £ “BFAYIR ETRLE, MEEEIRMNREAUE A" M BEE" ERFERRFEIIR.
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& Printers
S Network Drives
W@ Virtual Drives

@) Registry Eniries

j Environment Variables

Action group 1

Avalable:

| Appications

. (@ Calculator
(g Intemnet Explorer
| Printers
=12 Drives

= =2 MNetwork
PLelD virtual

-~ Registry Entries

~~|_ Environment Varisbles
L Ports

“o IniFiles

|7 External Tasks
----- | Folders and Fles

© Current access level : Global Full Access

4. £ ‘A1 7 EH, WESTUAEFFEEDE EEE Bk, ShIUBIERNAER, ARREMHE

SKRIT IR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

100



Workspace Environment Management 2305

[ Applications
g‘ Printers

S Network Drives
wg@ Virtual Drives
@) Registry Entries

8] Environment variables

| [ Monitoring

@
Ports.
[ IniFies (e T
] Extemal Tasks | Configuration
i e | J e pea | cex |
F ed:
a8 ) Avftl: Configur
[ retos >
[ hssignments =1L Drives
LS Nebwark
[ System Optimization 'I:':::L | <
1 Regstry Entries
| Policies and Profiles " Envirorment Varisbles L]
L Ports
! i Security | IniFiles
: i . External Tasks
- [L) Active Directory Objects 142 Folders and Fies @) Create Quick Launch
- UserDSN -4 Create Start Menu
| [ Transformer Settings L A= Fie Assodiations @ PnTo TaskBar
& PinTo Start Menu
- [ Advanced Settings | ) Auto Start
. Printers
[ Administration o
L Network v

@ Current access level : Gobal Ful Access _;

5 7 “BEEE &8H, A TUAREFEEET. TITAd, BREIKEMEREEIESE,
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5S¢ Network Drives
W Virtual Drives
] Registry Entries

&] Environment Variables

Actions |
@ Forts |
[ IniFies focor o] fooaid o fooEat o fpooser
) Extemal Tasks + ||| Configuration
| J e o | cer |
Avalable: Configured:
i Fiters ol =
- t} Bk | R ~
Assignments
| = Drives
|~ Network 4@ Create Quick Launch
[ System Optimization | 12 Vrual | < % Create Start Menu
- Registry Entries 4 PnToTaskBar
- [ Policies and Frofiles 1l | :-i2 environment variabies -4 PnTo Start Meru =
| Forts Pl -4 Auto Start
[ security | 1 IniFiles | E-@ Interet Explorer
— - = External Tasks % Create Deskiop
- [ Active Directory Objects 1 " Folders and Fies @) Create Quick Launch
| User DSN ) Create StartMenu
| [ Transformer Settings il | -L= Fie Assocations 1P To Taskear
& PnTo Start Meru
| [} Advanced Settings | 8 Autn Start
Printers
B Drives
2 Network -

@ Current access level : Global Ful Access ;

6. I EEEHE > 28 > BIEDE U+, AENGHEMANARUE ‘AT A M “BENE” BT ETRREL

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 102



Workspace Environment Management 2305

[# Modeling wizard

Priority

- [L Actions

- [ Filters

| —

- [L) System Optimization

- [ Policies and Frofiles

- [ security

- [ Active Directory Objects

| [ Transformer Settings

- [ Advanced Settings

- [ Administration

[ Monitoring

Assignments
| lred o | dear |
Avalable: Assigned:
= Action Groups | Action Groups
[#-{ Action group L | " =1 Actions
(-1 Actions 1 Applications
-1 Appications . Printers
-~|Z Printers | < 1.2 Drives
[#-|__ Drives - Regstry Enfriss
| Registry Entries L Environment Variables
<L Environment Variables - Ports
| Ports - IniFiles
12 Tni Files 1 External Tasks
L External Tasks 1 Folders and Fies
| Folders and Fies . User DSN
~-|_ User DSN - File Assodations
~~|_ Fie Assodations

© Current access level : Gobal Ful Access _;

7. 7 “FIR” B8, WEHIECIZRIFE (EAFIFAIREA D, REBHE B0k &8 BhrIllidEdik

FRFAE, ARBRRARSSRAITIEE.
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[# Modeling viizard

n anonymous users and

8. EHEmESREOS,

Assignments
\ P ) Dear
Aualable: Assigned:
ELZ Action Groups i {_ Action Groups
8 Actons ||| si e 2 | £ s
L Actions 1 Appications
,im | | Applcations L Printers
| Printers | < [+ Drives
M - [#-LZ Drives ~|_ Regstry Entries
I 1 L= Registry Entries | Envronment Variables
| Environment Varisbles | Ports
5 System Opsmizatio 1 | Ports . IniFiles
L IniFles | External Tasks
| [ Policies and Profiles | i8] Extarnal Tasks 12 Folders and Fies
2 Folders and Files iZ User DSN
0 security ! | User DSN 1 File Assacations
[} Active Directory Objects |

PRI True,

RIERHHRE,

© Current access level - Gobal Ful Acess _;
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9. ®3 “BEEEHE”

Citrix Workspace Environment Management -

']ﬁﬂﬂew

=l Refresh

¥ Bacup

¥ Restore

5 Action Assigrment il

[# Modeling viizard

| Actions
[ Filters
L Assignments - 1:
- [L) System Optimization ‘

[ Policies and Profiles

i securiy

[L] Active Directory Objects ‘
[ Transformer Settings 3

[L} Advanced Settings

|| Administration

[Z Monitoring

Name Description Priority State
w |Everyone A group that indudes :
Assignments
Selected Fiter
[aiways Troe "
Avalable:
[=-| Action Groups: - Jtion Groups
#-{_F Action grouy Actions Jrions
EHE M_iions b o | cocel 4 Appications
#1-L= Applcationg Printers
| Printers < e+ Drives
#-|.2 Drives ~|_ Regstry Entries
|2 Registry Entries -+| Erwironment Variables
+|_ Environment Variables {2 Ports
-~ Ports ~{ IniFiles
L= IniFles L External Tasks
= External Tasks L Folders and Files
| Folders and Files {2 User DSN
- User DSN | File Assodations
| Fie Assodations

€ Current access level - Global Ful Access.

> ‘B > ‘RIE” > ‘Gt @&k, ARRE R
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& Cornect iaw“m-qm“h ‘]ebeleve 4 Badup
& Create
EM“ mnlerron

Helialil Regstrabons

@ Advinsators Agents Summary
& Lisers Total Agents (Al Sites) Total Agents (Current Site) Total Agents Last 24Hours Total Agents Last Manth
24 Agents | L | [t | [t | [1 |
{8/ Logang
Agents History

Device Name Device Mode!
AG-AGENT-DEMO1 | HVM doml
[ Actions
[ Filters
[ Assignments

- [ System Optimization
[ Policies and Profiles

[ Security
[L] Active Directory Objects
[ Transformer Settings

[L] Advanced Settings

i Clear Expired Records
ﬁ Monitoring

10. ARBEHENE, ARELTXCEREFERRIH TEKAE,

€ Current access level - Global Ful Access.

11, EEfTRENTEN (REEXH) £, BiFRENRERSTEN.

FRGIR, XM TUBREFERNSDEALAREIN, HERRESANISEHEEIES=.

AR E

October 26, 2023
B5E:

WEM BriZ#FRmigmES HKEY_LOCAL_MACHINE #1 HKEY_CURRENT_USER AMREEET
KEXRVLASRIRIG B,

FELHIBRARA T, &R EEISARIRENEM (GPP) %2 Workspace Environment Management (WEM) &, B
HAER, 1E8H WX FH TBRSHNRE, SMERTLUSHERIIGE (ETEMERMNIGE) SAE WEM 4,

SARER, TRAEEDEW GPO Zil, ErILUAESE GPO XEKEIRERNZTME, ErRILKE GPO SEsnF
ER AD 4, MEDEEMRIE—F, MREEERE GPO NELETEF, WREFSEN. AFTUEEAFRMHE
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o WRBXITENBTA, WitENEINZERER. NRYTAFETAH, WAFPEKIIREEER.
e

BETENBREILRER, 5E#H B Citrix WEM Agent Host Service, EfRFRFIMIZEIRIEX, B
PRI AR ERE Fo

ARG E
AR

EfE WEM {I2Ee05 EMIRARIKISE, BRIEREEHE EBAT Citrix WEM BFRERIRS.

BRAKKIZELE, THEERHA WEM MIBAKRKIGE, RIAERLT, AL FREARS. BRER:

o BREREAERRIGE,
« BMEARIIRECDECLAFAHAFA, WEM RSB EIRE,

HARBENRTER

ETIA GPO B3R, EAEHREAMEHHRTHER.

* RUF. R GPO %%,

o FN\o I SAAFRRIZE M%, ZRASATFEHARIRESN WEM,
o iE. AT4IBILA GPO,

o MER. MIPREERZRR GPO,

SNARKIKE

SNERIGE 271, BT Controller L& HAKRIKIZE:
1. fTFHARIREREH S,
2. T ARKRERE BO%, ARETEENH GPO, ABEE &%,
3. AEMERBNREOR, BEEBRESHNMUE, SE, TAUAEHRMHER,
4. BREHUBHER, RAEREHE.
5. SMBIEMXMHE, AEBEESEN zip Xt
AR

WEM EZ S NEBEZ1 GPO &> 43k zip Xt

BESFNARKIRE, BRAUTIE:
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1. 5 WEM RRSEBIEEM -~ ESPARy LR, & GPO 9 zip L% Citrix Cloud FEZIAXHF,
2. SMEIEEEHE > 2F > ARKKERDF, ERERARKRELE, ARRESALITASARS.

3. ARNASHNESNOXHGREL, BENRN, AEMIIRPERERIXMH. BHAIURAXHNRR, AR
BE B HEE.

« BEEZRISAN GPO, THIRTEZIE GPO,
4. B8 FRSN UBHSAIE,

5. ARG, BEiTH. AN GPO B 2R AHKIEE fIF L,

MEMRX S NARRIZE

TR LU A Windows SEMREIER S LA EMRERIRA GPO LU#TEEMD IR, NREREIMRITPIRER
CSNEMRXET EI, MILIHEE:

o AFEEHKEY_LOCAL_MACHINE #1 HKEY_CURRENT_USER FTENIMFRE,

o FEENREG_BINARY #1 REG_MULTI_SZ B FMERE,

o LIHRIRSTE.reg XA HE X B M RIMAE X BEIMIBRIZIE. B XRFEA.reg XHMRFEMRMAMENE
B, #ES8Ahttps://support.microsoft.com/en-us/topic/how-to-add-modify-or-delete-registry-
subkeys-and-values-by-using-a-reg-file-9c7f37cf-a5e9-elcd-c4fa-2a26218ala23,

FEFRZAE, FESUTED

M zip XBES NGB, ZXHRINEE— MRS NERR . BREESXXEFNANARET 30 M.

o Freg XHEERBRAN— GPO, EAILUSEMNEIREH GPO MA—EEMKRIE,

o STEMEN GPO WEMBIRIBERMN.reg XHHNBMERDN, TFl: NR.reg XHHEFFA testl.
reg, MEEERN GPO W&FA testl,

HIEN GPO MiERAT, ENRNRSRINNERA (BXFZER).

BESFNARKIRE, BRAUTIE:

1. ZEEEFIaH, BE “BF > “ARBILE", &R "BAARKKEQRE, 8F ‘SN SUNRTEX,
REEE “SNEMERXH .

2. EERMHIESH, XEIEMRER zip £
- BEWAW GPO, FHIEREAHRIESESRINE GPO,
3. BE RSN
4. BATERE, BETEM. MEMRIXHFEIREN GPO BERE “ARBKIRE" &,
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RIBERIEIRE

MFIFRFARERE N GPO LERSHIRENZHME, HiREFERIERE.,

25fE GPO, BFARET GPO, AEMEEPER Ef, RHENGE, KEMEIRRME. REMKERBXHFHRMT,
HuHERSR “-Copy’. ERILUEMR “HiB" REHKEM.

BhRERE, BERRBARBYRED,

##. GPO FIFRHPERH GPO &,

WA, ATIEEEX GPO WHMES, %EEERE GPO FI&RH,
AMRIEE, BT GPO B&8EmERIEE.

R A .
= .

HIRMRIE. NINANERE T EMRNIRE RIS ETERPIFEREN.

o e RVFIEAIEMRSL
o YiH, AVFIEREEMRDL
o MIER. AVFERIFREMRDL

BARIEMRRD, BREAME F. UTRERA:

o % AFEIEEEMRIEIEEINF.

1#1F. BTEEEMRIBIZIELE,

REE. ATFEERRIULEE,

MFRE. AIFERRERRDEE,

BIEEH, AWFERBNFRENASEIERA,
MFRZER. AVFEREREMRITBIR,
BIFRFAEE. AVFERFREMRIFHFREE,

« IREH, H#FFE: HKEY_LOCAL_MACHINE # HKEY_CURRENT_USER.

« FHRIR, RERTMMNEIMRMANTERR, flw, 0R HKEY_LOCAL_MACHINE\Software)\
Microsoft\Windows 2 MRMHTERKZ, N Software\Microsoft\Windows F
&R

o B AFENEMREEERT. TEFREETHHE A — M EESIMERE.

Mame Type Data
REG &2 (value not set)

o XB, RTFEHERERIELE,

- REG_SZ, ItEBBATHRRALARXAEENREFTT S,
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- REG_EXPAND_SZ, [tXRZ2— Al BHHIEFH R, HHEEUARFARNEERMNTE, fim,
SHFLUTE, FRE “%SystemRoot%” iR IER SR KA LPRALE B ik,

- REG_BINARY. Efalfizziey Zi#HIEkiE,

- REG_DWORD, 32 fi#{¥F, WREEBEERFHRE, Fl, 0" RRERA, “1” RRERMH,.

- REG_DWORD_LITTLE_ENDIAN, /hi#t&=tey 32 U=+,

- REG_QWORD., — 64 {iify# =,

- REG_QWORD_LITTLE_ENDIAN. /N#igzUHY 64 %=,

- REG_MULTI_SZ, tXBR—1ZF/RE, BFRRAEEFIRASMENE, SIMFETAEFRIMR.
o BB, AFERANSEMREWNNOHIE. WFARNHEXRE, ZAEEEURRNERNBATRRNEEE.

BRI RE R E— LB B, BFIBUT/LR:
¢ 5HKEY_LOCAL_MACHINE *ftREE 2 TxBHEXIGTE Citrix WEM Agent Host Service Bz
1ETER SQL & BRIFTER BB A,

« 5HKEY_CURRENT_USER FMREE R TTRENERTRAFP ERITERK.

ETXARKIRE

TRILER LSRN EDE#HIT LT, MMEARBKIREE RN, MERBE—FAVNS MG NHAFPKR
EETIREMNARIFE R4, WEM Agent 72N A2 ERARIRIRE, TN, 7ERHERITIMIESRN, REXB
TXLERE,

FEARKSBEERHNENTIERRZNT:

1. EERBITHATR, SME LR > ‘KU HEXEMG. EBR &M
BE:
BXAAMERHNTEYIR, B8R Mitske. ARKEEFEAPTITENLE, FLEMEREFNE
BFRFIEE, NREXEERGRATFIHENILE, WEM Agent BRBEHERGHEAITENILE,
BEXREATIHENLENMEFHNTEINR, E2F NEATIHENIRENMIESR M,

2. SME KR > NN FENIHESIMN, EALUSESE 1 BEXNREEBEZAN T, BB A0,

3. SME BE> ARIKGE, ARKBEAKKILE,

4. SME BIBIZHIA > S > RIFHE, RETRIUATRE:
a) WHEAHSRISENAF AR H.
b) #EENERERF, AEREEAASX (>) UDEENT.

C) £ “HFE % BOR, EREESE 2 PEXNHN, REE & “BE . KEN TR BEBE
‘BofkE” B

d) ZESRERT, EBEBNMER BA—IEBRUIEER LK. NMEBK, RERHES. HELK
BEIRERERENE, URREITEREPREEBKRISEL,
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TEFHTERTIHENRE

iipritr = i BERATFITENIRE

ClientName [tEz2 5

Z i |P #hhtIeEd 5

FEMREITE WMREL HKCU FLELEEMFRE, N FMRET BELTH
ERNRNATIHENIRE, WAREER.

BFEXR/#XILE 5

HPF UlESTES

iy

P SBC HiRzEE

I

Active Directory E&{ZILER

I

Active Directory EMILER

I

% ClientName ZE2

I

BEZER P itttz

iy

TEMRELE

lig

TR P EK /X AR

iy

SBEARF Ul EEE

iz

iz

3%%& Active Directory BRfZITER
%% Active Directory B1$ AR

iz

E iRt OS ILEg ES
TEF IR F R R ILAD ES
Active Directory 4AITLEZ £

%% Active Directory £HITHED

I

BRBHHRZIT

I

NRER

October 26,2023

1IN AR RIES TR B
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e

o e LUfE A Citrix Studio REBNAREFIEE, ARHMiER VUEMAppCmd.exe iR #1117 XX 4
# 12, VUEMAppCmd.exe #i 1R £ Citrix Virtual Apps and Desktops & 75 B9 W B3 12 % /5 &) Z B,
Workspace Environment Management R EZIFENLE, EXFHEE, E21 €A Citrix
Studio RN ARFILE.

o TR LIERSLERY B Workspace Environment Management ##1E, FHEINEEFEE K,

NMREFIE

MENBEFERENTIR, EAILER Find RIBXAFRHREZME D fHHEFIR.

NN FBERF

1. B EFXERE 7R 65
2. E “WENRER WNEEENFPHENFAES, AR E

FEANIE M

B

o B, NARFREAXNETREN, EREINAREFTIRF.
o R, WFRNBREMA/QZASH, HATEIEEEXRRNAMESR.

« CARFEEE, RESXBHNNARFLE, AR ERENNARERF. XMH/X#¥%. URL = StoreFront
NABEZ— UWTMERHSEN, BABURTIER:

- W17, BPHITENEIRARFTHRITXHNRRGR. 8 ZREAVFERN S 4t R RIT .
- ITtFER. REAFXITEER. NRENKITRITE, WEHES,

- 2%, NAREFNEARHEH.

- Bff. (XH/X#X) MARFITHNBERX S EREM,

- A URL, (URL) EFRmEARFRESZE URL,

- AEE URL, (StoreFront MAEE) B&EMNRESXBaIZEIRE StoreFront ARER URL.
- FE®IR, (StoreFront RZF@E) StoreFront MARE LENRERRNBHNZIR. WK ZEAATFE

M RAERRZ R,
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e

ZRINET StoreFront NAAENNAER, EHNIREENNER F—RBEENEEENA
BIERREN, BER—IIWEE, WWHEEFSRTERBANATFERIERTF Windows 89 Citrix
Workspace ZA#EFNERE. 2fE, BHNE#ERRED, EPER7THE WEM BRBIEH &8N
+iz1789 Citrix Workspace M AE#EF A Windows 1R E &N AEF YR,

FaREEM. £ “FiR REPERNAEFRELSXNRUE, RINMERT, 27 BFPeRRNRES
o

EEER. AWENSEERXEHNENNBREREREER. AERT, MREERNAREFTHRITXEN
Efr, BER LUERERERER. EiRUXAH X EFEESRERET,

- XREDWRET. EEFERNERSEET.

NARFRS, EHESRRNARFRESN. £ARE, BMEENRLARF, RBHFRLREE,

IPET. BUER, IRERAILAPETYARFRESR. RESREMRESINEE —INESRE, UK
TZEMATR, ARBRAPIWE—REER, EBNMINREXENAEFAIHE XiF, EmaIUEHE
BEXTNAEFLTHHPRSHAR, MEZEBMPFNAEZFREFNER.

EREM. REAXEAPFRHETRIETR,
R, ATERAREERTRIINAEFNAE, RBEXOKANE, HRUTHEIXBN (Fa): Ctrl+Alt+S,

BRI, R ZRB M A RE IR (F.

BRIRE

- BRBMEREE. ERIENGE, NRAFEBEMRNBIEFRER, WRESIERFNBMERIZNK

BEFRES
SEREIEMMIE. ATERENAREFRESNERAFRE LABIUE, BUGERNBL,
Windows #x, ZHIARFRERS LNRIMED. EREOXZRRACKEOPITH,

FEEBBRSPET. AREAREE Ul B TEITHN, MELAFAIUERRNRSEERRNBBRS R
ERRINARERF. XEEFHRBRELTXRE “RONARER BiR7IRN “BERARER &4,

AP R FERES . ERELRPWREFRS KA IZNAEFRES

ERMET StoreFront EAEENNARFRE, BXTRHARNER, UWELREE WEM BEEHI&ITEN LN
Windows Citrix Workspace R B#EF A IR B £ AEFTI&R,
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TR KEME

£ Fi” RBEHETRNAEFRES XRRUEHTE,

RIHr. RN FAEFIR.

B, fIA—1TAS, ATFEERERNBEFRESBHENMIE,
RiB. TANRAEFREES.

MRR. MIRRERE FIN A2 7 RS T E IR

=/ Citrix Studio FiENARRFILE

Workspace Environment Management (WEM) A& RETEFHTE, MRAMEBEIMRZ, VUEMAppCMD
T & (VUEMAppCmd.exe) aT#® WEM R E 5 Citrix Virtual Apps and Desktops B &GN BIEFEZ Bl
SERL IS, BNTREBREXMHFES: %ProgramFiles%\Citrix\Workspace Environment
Management Agent\VUEMAppCmd.exe,

AR

T 64 (IR(ERS, EXA %¥ProgramFiles (x86)%.
f&a] LUEER Citrix Studio fRiBN FRIEFIRE, AEFINER VUEMAppCmd.exe HRTHITXHEER, Hitk, 1E5%
LUTFHER:

1. SM=E Citrix Studio ¥ “HARFIZE” > “i B WH.
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Studio Location

Enter the location information below.

Enter path of the local application on the end users operating system:
Identification |

| Lo

Delivery

Browse the applications on the lecal machine, or enter the path manually.
Commandne sgmentepions

Groups | Example: https./fwww.Example.com

Limit Visibility Working directory:

File Type Assaciation | Example: \\myapps\

2. BARZLAPIRERS AN BEFEER.

o BALTARR:%ProgramFiles%\Citrix\Workspace Environment Management
Agent\VUEMAppCmd. exe,

3. BABRITSRLUEEEITANNABER.

« BAE®T VUEMAppCmd.exe B AEFHTERREF, IRBEEETH, FRERKNARER
N LTEEENEISH,

o 0, RigEHEE T VUEMAppCmd.exe =5 iexplore.exe, EaILUEE BN TSR ITIT
fE: "%ProgramFiles%\Internet Explorer\iexplore.exe",

FTENH

October 26,2023

LRI BT ENALBYBREY
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e

ISR LUEREIASShEY B Workspace Environment Management &€, EEEMNEK,

PILEFTENH TR

BAM— ID WIATENRFENTIR. ERILUER "B RIEXATFFFHRIZAMRE D fHiEfTENHGIR. RILERLD
BEX LR SAMEITENIRSS 28 S NITEML,

ARINFTENH]

1. 72 MEITENNFIR EW+ £, BE Ml RERPETEAXE, ARELTXEREPER M,
2. 7 “HERMSTEW §0OF, BAREEE, ARRE “WE

FERAIE M

BiRo FTENHLZRTEFTENNFIRPH B REM,

W, WFBNETERS/QEMST, HATEEEEXRRNEMES.

BIRER{R. $TENHTE A IR ARTRYRR o

FTENHURTS. YIHHTENN R B RERER. BAR, AESELAF, AEBEARSNEH#TAE,
SMERITIE. AVFIEIR A ERER T ENN BV E X1

BREE. THRRIERIF RS NAF B EREZITEIN.

IRIFREL, MRILFRET AKEIRIF. WTEAIREMIHTENNX M, F5EBRREIEN XML FTENHFIR X HEY4E
MR (FSE XMLATENNFIREE) . RIBRIFET, TSI XML XX, LUEFTENYIARINZHREIEIATIH,

SFTENM

1. ERERH, BE SARBITENRS S,
2. £ MRISHTENIRS 22S NEEPRNFAESR, AERE HBE:

FERMIE M

FTENARSS 28R Mo EMATFNITENNIBVFTENARSS B3RV R 7o

ERASEAZKIE. RANERT, SNEAEERTH & YaEiTPERNSHH Windows kP BIEIR, EFIIEme 91T
ENAR S 2R IER S E A RIRY R,
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LTSI

October 26, 2023

P LS IR BhAs IR ST

e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMNZEKX,

MR EHER TR

WMEMLERENERHITIR, EAILUER Find RIBXAFRBZREMR ID HEHIR.

AR IR THER

1. B ETFXERE 7R 65
2. £ fEMEERES SHEEETRPRRANFAEE, ARE &

FEANIE M

Bif. WENEE B RTEMBEENRETIRPIZRTEM.
WA, WFERINBRTERA/ABASH, HATEEESXRRNAMES.
BiRR. AR REITEIMEIREERRR.

MRS, HRNBR IR R EAERER. RARE, BMENELAR, REBEUFINEH#TAE,

SMNEBIEIE. AVFIEMRAR R FEREEI ML R R B0 E Kl
EREMBEHKESE. HRAERFIES AR B EMEIZMKSIXEER.
REBRN TR,

IRERR, WRILTRBMN AKEBREE BINKENRG LRGSR,

REIXIX B 25

October 26,2023

EHIEIAIREN B AIBEY. EINIEEN2EE Windows E#IIRENEEE MS-DOS i&& AR, BT A (812 Gt 2 IR Th

/5o
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e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMNZEKX,

REPAIREHERT 2R

ETIE EINIRRNERATIR. ERILIER ‘B #%&MK ID fHiEsx.
AN D ECEIMEENE I TERZNT:

1. %3 BIRTHIE > 0 > EPIERNE > EINIREERTIR &I+, B M. &, ARBEE=AKE, ARE
FREERIEE BTN, WEHEET MZEMIENSE E0

a) 7 BMETMFL, BAFBER, AEERERTRENIRNIEE HERNA.
b) REMEREESFHREFEEMNEEEET D,

2. ®E “EEIERIR” > “EST > “BAENER ETF.

a) WHEAH S EREIMNIREN2IH AP A H.

b) EEEMIRFNRE, REREEGE X (>) #HITHE.

C) ENRLIBBMEHBSEOP, EHHRENE, BERERHES, AGREHTE. EMURNBEMTHE
B EENEER.

ZOEARERE—LENEAREN, AABRRTEESRIRE > K& > RSETUET+ L SQL RERIFERIEERN
B, MNRFE, BRITUTSE, EHEIAEN,

1. ®%E3 “GBEHE” > ‘GBI > ‘KB > “Git” &k, AREE “REF .
2. AREGAE, ABRELTCREPEERH TIFRAE,

FEANIE M

B &R B, REhEs BRTEEMIEENRTIRPIETRE M,

WA, AVFEIEER XEMRHBNEMES. EENETREREHLEZRSH.

BIRERR. BNEPIKEHERTE A A IFIR P ARTRIER R,

REMIEENRTE. TIREMNENBREEAEERER. £AE, BfESkLAF, ABEFIREE,
REBNEREER. AFEEFESRERENTREES,

R EIR RIEEAL, MR FIRE M AKEBIR(E,
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ERRIN

October 26,2023
EELEMRI A1,
B

A LUER RS B Workspace Environment Management &€, EEEMNEK,

AMRETIR

WEEMERIMAIGIR, ERIUER Find RIBXAFRBREMS D HiEdIxR.

ARBNEAR RN

1. B ETFXERE 7R 6.
2. 7 fEEMRE WHEEETRPRNFEESR, ARR THE

FEANIE M

B, EMRIHNEREN, BREEMRITIRF,
W, IWFRNBRTEMRA/AZASH, HATEEESXRRNAMES.
AMRERS, THCEMRTNERAERER. £ARE, BMENELAF, RBURSWHEHITAE,

EfRERR. BEEPLIEIMRIEMRME. Workspace Environment Management R 858 i M
R, AELEEERIERMNY% i+84/Name%)\ HKEY_CURRENT_USER —X2 Bzh5emH.

BiraM. EREMRENER. ©ELIMETMERF (HId0, NoNtSecurity).
BRERE, KolZaHMRIMAEE,
BB, EMRMEIZGHE (FI70, 0= C:\Program Files)

BIT—R. BIMERT, SXRAERIFBS, Workspace Environment Management < ol# MR, Ehitts
EHER] 5 Workspace Environment Management (X8I 2— MR (FEFE—RRIFE) , MARESRRIFES
BE—R, XETLUMMRAERIFZRE, LHEYEOARHE T TS EMR,

BRIFEEL, R FRE M ARE BRI,
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SNEMRERXH

TR LR AR X R IILGH#IT B, HEINREHE LAT RS

o ENFHKEY_CURRENT _USER FRUEMKRIE, EREMRTIIIEE, EReEE HKEY _CURRENT _USER
ToEEMRILE.

« EA%F REG_BINARY f1 REG_MULTI_SZ #£AREMRE.,
R X LIRS, BHAVERWEMER ARKIRE PHSNEMRXEETR EIMEXHFANE WEM, BXFAESR, 1§
25 MEMERXHSNARKIRE,
BEINEMERXM, BRITUTERE:

1. EEERERIaTP, RIUHRIF > EMRIG

2. EREXR A, BE SNEMRXHE.

3. £ “MEMRXHSN BO%, FEEEMRX .

4. BHEPEFEREERERXM. SERIERE, BETERRIKETIR.

5. EFESANNIMRIKE, AREE “SANEET UBHIALRE,

6. BEMHELLRL,

FRMENS

AR AR, SME reg XHEHBEE TH EEMER. reg XHEE2ESAE WEM fEMRIRE. reg X
BAETROFRHRER, RFRNEAESANERRIZE,

B, 34 .reg X, ARETEXAEEREMRKETIR.
AMRETIR. FIHESAN reg XHEEHMEEMRE.
BRSANIB. MRFA, NERAERTRAMSAN IR

ESANTERFEILK, MRERIED, WEESLESSANFREEMRIBEZHR B, R XP” 5 “457)
BB FRPARIN— N EISR. XAFMET LA E R IR SR B R TR R

=3

AR

MSTESNEGHERBMEEMRT, MREN reg XHEE2LNEEHERZMAVEMRIT UUERRETIR
FET), FERXEFERH—TIHITEN. NRESANHMBAT, BFEHKBEN
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FELE

October 26,2023
EHIRE TSN,
RR

SO LUER shS <k kB Workspace Environment Management 1&1F, FEINEEERA,

HRTEIIR

NBEFETENFIR, ERILUEA Find RIBXAFRBREMR ID HEHIR,

AR E

1. B ETFXERE 7R 65
2. £ HBEWREE WHEEET FPRNFAES, ARR hHE

FEANIE M

B2, BENBTR, MEEEFREETIRPHE I,

W, WFRNBTERS/QEAST, HAWEEEEXRRNEMESR.

HFREERS, VR REERRREREM. BAG, BESRLEEF, AEEFIWH#ITRE,
LTERM, HIRLEENINERT.

TEE, FREEE,

1RIERE, MR FRE M AREBIRIF,

RITIRE-

i

October 26,2023

I OAIEEAVFE P s COM A1 LPT mOBa, &Fa]LUER Citrix Studio $EE&EA COM O LPT O B hiE
¥, BXEMER, BER HOEEAERIEE,

MEFERIFEAIEEF T HIE NEOMMET, EI2E%E Citrix Studio RFEAE K COM IEAEEARFF i LPT i
AZERKE. BIAERT, 21t COM izOEE WM LPT isOEE M,
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e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMNZEKX,

mAyIE

WEWOMNTIR. EEIUER B %BRE ID fMEdR.

AR O

1. METSCERERIER .
2. £ im0 SHEEETR ERANFAER, AR E W

FERAIE M

B ImHEREROFIRFHNERER.
e, (RETERAE/IBASH, HAWETEERXZRNEMES,

BOM. REORBRAERER. BAR, BMESELAF, ABUASNEH#TAE,

ImHRM. IwOEITIEER TR,

wmOBR. BiRHO.

ORI ETR RIFEEL, AR ERE M ARERIR(F.
fign, ERLRINTAREERHIRE:

o IHOFR: HEFE “COM3.”
mOBE4MR: WA \\Client\COM3:
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E New Port

[ General ]

Display

Mame:

| Port-example |

Description:

Port State

| Enabled -

Port Settings

Paort name:

‘COM3: M

Port target:

| \\Client\COM3: |

Actions

Ini X%

October 26,2023
=H .ini XHREROIE, AFEES.InI X
B

1A LUERhAS L8 B Workspace Environment Management 1&E, EEEMEK,

Ini XHHRIETIR

WA ini XHRENTIR, S LUER Find RIBXEAFRFRREHR ID fMikdIR,
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AO0.ini SR

1. A ETXERE R <.
2. £ #E Ini XHHRE SHEEETRFBANFAES, RER EHE

FERMIE M

B .ini XHHRENRREM, ERTE | i X EFIRF.

W, WFBNETERS/QEMST, HATEEEEXRRNEMES.

ini SXHHEIERES. HIRIni XHRIERBREREMH. BAE, IESRABF, RBUFaNE#TLE,
BfR. XIEE T AP FRRETESEREY.ini XHHIE,

BiRER. XIEE T HARMEEXT.ini XARHNERD . MREE T — M FEFENEE, NtIRE,
BIMERTR. RIFEEERMNBERNRT.

BinfE. XEETEES,

BIT—R. BIAMBERT, SRRERIFHET, Workspace Environment Management #B&#17.ini XHiRE, Qi
LttiERI 55 Workspace Environment Management {X¥UfT— % i%E, MARESRRIFETHITIZE, XMkT RE

RIFZIE, THRURERKIFS.ini XHRIEH IS AP,

IRERE, HRILFREM AKEBIRIE,

IhERESS

October 26, 2023

IEHISMNERESS BT, SNBMES BERETHANNARER, REAEINAERETHANNAREFENER. BRI

AE3E: vbs 1 .cmd #i7s,
ERINEBESTIRE, ErILUEEMMNIEITINGES . XETLULEEERHEIERF IR,
e

EE] LU EREIAS SR RY B Workspace Environment Management 12, EINEEEEA,

SMNERESS B

MBEIMNBES TR, ERIUGER “&EiH RFEEFIR.
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ANININEBIESS

1. A ETXERE R <.
2. 7 MERIMMESS EEETRRRNFAEE, ARR HHE

FERMIE M

Description:

Target
Path:

| | | Browse... |

Arguments:

External Task State

| Enabled -

Options
| Run Hidden V| Run Once Execution Order: IZI

W| Wait for Task Completion Wait Timeout: | 30

Actions

oK | | Cancel

B, ATHEEIINSESHNETRRR, RRMEREINIESTIERF,
WA, ATEEEXIMNMESHAEMES.

BiZ. BTEEINMESHRR. RREFERFAIMRPEITHEFR. FHRF:
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o EHEIMEENRESAEEN .
« REFNEBETESIENER.

Fit. BTHEERMBEATSR. EAUBAFNR, FHRESBERLETHNEIRNNBREFNSHR. BXER B
&7 M S8 FRERE, BES SMMES T

SNRMESRKTS. EHSINFESERRERER. BAG, BERESSRLEAF, ABEEFIRIEES,
BITRRE. MREPILED, NESBERLET, MAzEAFET.

BT R WRERILIEI, TICETEAKSIRET* EEFETHNED, BFAENERTENRT, WEM BRZIETT
—R1ES. FRINER LRI,

HITIRF. AWEREES MESHETIF. SEEAFAETZMSHEREF—EESTERMES A EMINETT
B, WERMSBRER. BIAERT, %EN 0. BEETHRITINFER 0 () 89ES, RAREBITEN 109ES3, ARE
1T1ER 2 B91ES5, i3,

FRHESTH. BTEEAESFHFESTHANNE. FIAERT, FHFEH BN 30 1.
1BRIFREL, RIMIES AR,
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E3 new External Task

=T

User Session

V| Refresh e V| Logon e | Lock e
V| Reconnect 9 | Logoff 9 | Unlodk 9

| Disconnect a
User Process

| Run when processes start 9

[F] Run when processes end a

Actions

0K | | Cancel

RBRIEMAER. WINEAFEFUTRIEEEENIINESIMARS:

o RlET. EHAARFHRERNESEITIMNIES. BRIABRT, BT EFRS,.

o Bk, EHRPEMERIETAENTENNEDETINIES. RINMERT, ERAFERRS. R

WEM REREEYE Windows i&& £, NIERFRIEM,

« BR. EHAABERNETETINMES. RINERT, @ TR,

o EH, EHAFEHENETIETIMNIES. BRIk Citrix BRERRSIETET, SMNIETREER, RIMER

T, RiERZED,

o BTSSR, 1THISAF SEESTTRENIT BT ERNEDEITINMES. RINERT, RiEPZiED,
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o BiE. EHHAPNEEEETAENTENNESBITINIES. FABERT, REFIZEDT,
o BUBEBIE, 1£6SAFABRUETSITAENTEINESETINMES. RINERT, RiEdZiED,
fEMETFERR. SIEMBRBIETE, FEEBUTRE:

o XEFRTASEMETF Windows E, FERLEIFIFH, XERMAETERMAIE, F/a0, 7 Windows 10
gt Windows 11 # %1% VDA LisfTHISEHR, MFERENFEER, AR, BEAMEET, (EXMHER
T, HIMKRBIBURIER “BiE.)

o RNBNERXEETAT Ul K12, BR1RE:

- Y&x CMD REEAXEETN, RESESRREENEGNERPTRFRER, UREINMESRE
BIETEIET.
- EHERESHRES, CMD REAJSELEURES X IIE

RFEEMA R, LINEEATFERARHEEEENIMNIESHMAR. EALLIHEE, EALENINMES, UENEX
LHIBETRARMER, HEHRRERINEEXERR, SERSCTHIYOEINIESELL, ERHEENIMNIES
B9 % 23 ] LAE RS It E IR A P I IR,

o TEMEAILIIREZ AT, FIIEREHE U T RFMH

- WEM R#2i%E Ul IR T2 afisiT.

- EENHESERBFER—AFRRIEPIBET.

- EFERENIINIESRERTRS, BEL4E BRIRE" > "KBE” > "BRERN &5+ ik & ‘B8
BEIRIHE

o EHERINETT. EHEEEHERMNETIETINIES.

o HIBERINET, ITHIREEEEHZERMTITINGIES,

BEHEER

BRZMEERE, WEM Agent BEAPECEHEINBIEZ—NE R Citrix WEM Agent Logoff.log®WAX
X, BEXHMTFEPNREEXHRX GRS, WEM KBS XA TERBLIEERTANEEX . ZIES a8
TS AHERR 5 SNBSS 1B KAV IR R,

SMNERESS I

SHFHIA (F1g0, PowerShell #iZ) :
o MRNHEBRRMAZYIFTEETIK:

- E ‘B FEBHP, BAUTAZA: C:\Windows\System32\WindowsPowerShell\vl
.0\powershell.exe,
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- EBRFHED, BAUTAHE: C:\<folder path>\<script name>.psl,

SE, BUENEEE “BE FRPRNMAEN BEF, fl: C:\<folder path>\<script
name>.psl. IRFE, £ B FBRP, HESHK. B, WAXHRZTEREREMIZFITH, B
FRFHRPEENX LXK, BRXXAREXENER, 558 XHxik

o MRXHRBRHMELRMEETE:

- £ ‘B FEH, BAUTAZA: C:\Windows\System32\WindowsPowerShell\vl
.0\powershell.exe,
- EBEFHEF, BAUTARSE: —-file C:\<folder path>\<script name>.psl.

TR AER (170 iexplore.exe):

o £ ‘B FEH, BAUTRA: C:\Program Files\"Internet Explorer"\iexplore
. exe,
o £ B FEH, BABITAMMIEY URL: https://docs.citrix.com/,

X4 R SRME

October 26,2023

EHR SR EHI R A IR,
R
SO LUEREIAS SR B Workspace Environment Management 1&1E, FEEEMEKX,

X RGHRIETI &R

WE R IIRIENTIR, ERILUER Find RIBXAFRBZREMR ID HEdIR.

AN RFEHR I

1. B ETFXERE 7R 6<%
2. 7T BEXHRGHRE MNEEERRAANFAEE, AR HHE

FEANIE M

Bif. XHEXMHRZFNETEM, BRETIRF.
W, AWEREERXAZRNEMES. LFRNEREIHEIBERASFETR.
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XU RERERT. EHIRBAERREAXMGRSIRF. RAR, BEDELAF, ABERASNEBTAE,
REBR. EHBRX A 4RI,
BirER. ERIFTRX X R EREEZE.

MREFE, WEBEBT. EHXHHXHRIEFRSEREMUERERNIMEXMA TR, NMRBFRILEDR, FE
BMUBEEFEEBBERB MBI MHRX, WASERIZEMEIS o

BIT—R. BIMERT, SXRAERIFBY, Workspace Environment Management #iSiz{TXX I RFARIE. ER
&AL Workspace Environment Management (UisfT—Rig1E, MARESXRIFFINEITIRE, XaTLnik
RIBRIFEE, LEHESENAR PR TS XHRFIZIEN,

RIERE, BRI HFIRERMT AKBMIRIE: EF. BIbR. Boh. EGE X TSR BF. EETSHE
1%, BEEAAFPHET Windows SeCreateSymbolicLinkPrivilege SRUAFOIRRSHEE,

WITIRF. WERENBITING, ILREERERTREMREETIT. BRBTHITINFEER O (T) 89iE, AREBITER
1 89%(F, AREITEN 2 B9, MILSEH,

FAF DSN

October 26, 2023
EHIBAF DSN s,
R
& A UERHA SR B Workspace Environment Management 1&F, #EEBNEK,

FAF DSN 7%

WERF DSN 5%, ErILUfER Find IRIBXAFRBEZRE IR ID HEFIR,

AR DSN

1. A ETXERE R <.
2. 7£ “MAF DSN” SHEEEMRHRAFAES, ARRE HBE.

FEAMIE M

B, AP DSNMER&M, BREAF DSN F&RH,
W, WFBNETERS/QEMST, HATEEEEXRRNEMES.
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FAF DSN X%, tIigEAERRAAF DSN. 2AE, BMESRARF, RESASWTHEH#THIE,
DSN &#:, AP DSN HIheE& .

gl#l. DSN IEzhiER. BAl, Rx#F SQL BRs5288 DSN,

ARS588 2 %5, FAF DSN ZE#FIM SQL ARSS238HI B,

Database Name (¥iEZE&#R), AP DSN EEZIA SQL ¥R Z R,

ERARFERBHITER. AVEIEER TEERIRS#/HUBENEE.

BIT—R. BIAERT, SXRIERIFES, Workspace Environment Management &8 6IEBF DSN, AiEILAE
a[f§ Workspace Environment Management X8I —%xEF DSN, MARESRRIFESQIE—R, Xa] Uik
RERFIE, THRLENARDETFZ DSN BY,

1BRIFRE, MR FRE M AREBIR(F.

S KEX

October 26,2023
BE:

BEENXHLREXKSBMARINKEK, B2, HEITHERNXHN, “CHREMEITAIXH?” EOREE
AR, RREER—INBEFRITAZXMS. SEHREXAEN. MRTEEREIRMNED, BFHITHU
THRIE: TFHARIRIESRHEA FET CRENUARR B HE (GHHEIEE > EERIR > Windows
BF > XHRFREEER) o

EHTE A P IR X A IR XEX,

R

SO LUER IS RERY B Workspace Environment Management #&E, EEINEEEEA,
X4 REXTIZR

MEXMHRENTIR, ERILUER ‘B RBM D MiEsx.

AN REX

1. A ETXERE RN <.
2. £ R RE WHEEETRPRENFAES, ARE THE
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B XHREHETBIF, 5XXMHXREVIRPERIER,
e, WFRINERERES/BAST, HATCIEEEXARNAMES,
XHRBERS, XA XEKERREREM. BAG, BMESRLEEF, AEEFAIWH#ITRE,

XHBE. ATIXHRBEXENT BE. NRMFIRFIREXGT ER, ProglD FEEEMER (MREBTER
EHIGMITEN EFEZXMHRLE), GHAIUEERAT BR. B2, WTFHREXEK, BIAEERAT EBiEF. BX
ﬁémfm =¥) 1ﬁ%|ﬂ PR N

ProgID, 5 AERF (COM) REAFIBIZEIRIAMT. YIEMNFIRPERHT BRN, HEEEMER, StHOUERE
A ProglD, BEXINERENNAREFH ProglD, EaLifER OLE/COM 33%E &L (oleview.exe), HEWR
%/Ole 1.0 34&%H&EEF, Bx ProglD WEZER, 1ESH HZMAF (ProglD).

121F. ARVFEERRRIERE: TH. RIEZITH,

BirRARERF. ATRES KX BE—EEANATRITX 4. BARRITXHRNTEREZ, fii, 33F Ultrabdit X
#454888: C:\Program Files\IDM Computer Solutions\UltraEdit\uedit64.exe

Y. BTEEESTHITXAREXRRIERE, flin:

o MWFITFFRURIE, BRAN %17 o
o XPFHTEMELE, BRN /p"'%1'",

RERNRINRSE. TIRESRXEIRENZXAT BRBBIME,
B, VM XHXKESERIEEY BRNEMINEAE XK.

BIT—R. RINERT, SXRHAERIFET, Workspace Environment Management (WEM) #8380 KBk, 3%
BIGET R Q1B —R X XxBL, MAREESRRIFI OIS HXEE, XATLUNRKERFERE, CERYENAPR AR
TS X KEEET,

BROERR, BRI TR AKBRIRIE,
BN, BRCE (xt) SXERMFBEREXE, WERFERFMERERF (kiR iexplore.exe) BEIITHXAEH,
BREBEUTSE,

1. 72 BIREHIA > B1F > XHXH > XHXERYIR EMF L, #2E Rl

2. £ “HIEXHXE EOP, BANER, REREE HBE .
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EX New File Association

| General l

Display
Mame:
|Fi|E association example |
Description:

File Assocdation State

| Enabled -

File Assodation Settings

File extension: ProgId:

it - |:| | txtfile |

Action:

|Dpen - |

Target application:

|C:‘|,Prngram Files (x36)\Internet Explc:rer‘-.ie| || Browse. .. ||
Command:
%1 |
Set as Default Action; [F] overwrite [F] Run Once
Actions
|I oK I| || Cancel

o XHXBRT. EEERBA.
XU R, BAXM BR. HEIRAIF, gt
o 1BfF BEE HTH,

Files (x86)\Internet Explorer xx#seh#) iexplore.exe,
o @ BN “% 1 HHEANGISE% 1 HERR,
o EE GBABRIMRE

3. ®E “EEEHIE” > “E5T > “BIFNE EWR.
4. MEENEDERFNBF AR H,

B RER. B Fn USMIERANTRITXH ((exe XH), FILRAIF, FEFGTF C:\Program
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5. ®E “EERIR” > “EE > " > "wi” &U*, ARRE R

6. ARPEHNIE, ABRELTXREFERRIT XA,

7. BRABTRENHEN (BRFR) MEIESIRRNXHREXKEEE K.

EIRAIF, MBENERALBFRERT B 8.t B, WiZXE4E B Internet Explorer B$T5,

H

RUBEE SIS

WEM 3z85 9 LA TRl S 2 82 KB -

Google Chrome

Firefox

Opera

Internet Explorer (IE)

Microsoft Edge

Microsoft Edge Chromium

BN YRR KIS, FSEUT/LA:

s EXHTREFEHR, BAhttpa https.
 1£ ProgID FEH, RIFEHEFBALUTRE (KDKNE):

ChromeHTML, EMF Google Chrome

firefox, ERTF Firefox

OperaStable, &BTF Opera

IE, i&@T Internet Explorer (IE)

edge, ERAT Microsoft Edge

edge &t MSEdgeHTM, EAF Microsoft Edge Chromium

MR (ProgID)

BABFEESUTFR: 1&F. BITNARERFM <. RERMHERDN ProgID, ErmrILUBFRES. &

BRI IR AR ProglD 7!

Acrobat Reader DC: AcroExch.Document.DC
Opera x%igg: OperaStable

Google Chrome #i2§: ChromeHTML

Internet Explorer: htmlfile

EFiR: textfile

ZHTE
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o iBEA: txtfile

+ Microsoft Word 2016: Word.Document.12

+ Microsoft PowerPoint 2016: PowerPoint.Show.12
 Microsoft Excel 2016: Excel.Sheet.12

+ Microsoft Visio 2016: Visio.Drawing.15

« Microsoft Publisher 2016: Publisher.Document.16

B2, MRBIMUATER, WEIEEFER (BE. BIMLBREFM 5<):

o &R EEIRMIERM ProgID,
« BIRMAER (Bt UltraEdit XA4miEes) ERETSEFRREEMRFEMBSH ProgliD.

October 26,2023

TitRR B E AV SERFEAAER (DRRE) MUAMRLS. ERIBEDERLBR ZAREMNMFF,

AR

MBS RAEM. &R LUERMNERE X AR RHREDECL B

RN 5%

MEMVETIR, ERILUER "B RA/M ID RI\EXAF AT HimiET xR

AN TR RN

1. A ETXERE M <.

2. 7E frETHEA MHEERENIFAES.

3. REFUMNPEENFEN ‘B JIREHE “BREE” k.
4. BEHHAE.
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FEMIE M

B MM REMNFIFRFHERER,
W, WFEBNETERS/QIZMST, HAFEEESXMUNEMES.
THEMNRTS, THRANZERERER. BAR, AEENEIEE, REBEUASEALNIERE,

ATAEK M. XERALURMEIMUBTHES 4. =, DateTime iTEBABLERMENXA: YYYY/MM/DD HH:
mm

ZMERUASDS ;) PR, TETUAEFRIR. SER—BREEFRRXZENEEN, ZABSAESEZEEN
i, 5I30: 1969/12/3109:00-1969/12/31 17:00

BERENFM. XEEESRMEMN PR,

ot

E

XELEMFZ AND 54, MAZ OREA. FMSIMFEFECN2MiR, FeRkhiER AR,

&M

FHBRNENMASE, ATFEEREAEEPNEERTRERDESLERAF

i eI

EIBEEMHNTIR, ERIUER Find RIBXAFRBZEME D HigdIx.

AR

1. B ETFXERE 7RI 65
2. £ MEMAERMG NEEEMFHRNFAEE, AGE HRE

FEANIE M

B, RENEREN, BRERGFIRMMUE R/ REmSH,
WA, IWFERINBRTENRA/SIZASH, HATEEESXFHNAMES.

>

FHRT. RHERREATRER. BAE, ERTSHIEMNIE/ RERSH,

=

ks
TR AL, BEANHERELTNKE, BEAMERE. T8 G0 BENE FEORINIGARLRE.

KB, XEZHWMHFHNEERE, BERMER T,
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AR
BN P HuhtAs, &R LUFETE B it slSE R

MBEETEE WHATATEEERINLR TRAEVNELEZFT () RDEBIPERRRE (3w
192.168.10.1-192.168.10.5) . AN SFH ;) HYMS N EE R 4L, W, 192.168.10.1-
192.168.10.5;192.168.10.8-192.168.10;192.168.10.17 £ & iE B E .1-.5 7 .8-.10 LI% ™ At
17 AR,

Pl

October 26,2023
B
ERREDTLL AR 271, ERBAENINFHRITUTSE:

« BEBERF, 217 Active Directory St B P,
o EXHEM, EBH %Mo

o EXGLIEHM, ESHE Mo

o BRI, BELLNE,

ERDECAEIREENAF AT A, XERUBIRARERMAEN—BE577.

1RIEDE
AR

XEEEREMNAFPMANTIER (3581 Active Directory SIRFM HF ). WA RALUEZHERSE, FA &
H” B D WHixsR,

e

EE&A Active Directory mHIFRFERF S EIZIE, BEER “FAEAN” BRINARSEIRIE. DL ‘TN

RINANBREFR2ETERMAFPNRERERSHARIREET R L, i, 725§ actionl HEL “FRIEAN
BIAESE, ERIRERAI action]l KRETREARMIRIEIAT £ L,
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P2l

RFERIREDILIEENRFSE, £ B BB 1D kxR,
A, BRAHESERS AP AR,
WEFE MR B EETRIEH IS E NEUE D EC IR (F. DECIRIFN, RAASRTEEREXNEHEIT LTI,

BN, ERenichIttBrSAniEE. ErUBAS MRMEUREE] (NARFRESNMUE. RINTEN. K
MBSH)o

m AP [ iR E
1. £ BF 5I&RH, WERFRE, XFER DS 71K
2. £ “BIR” SR, EE—MEE, RERERAG () 2.
3. 1F HECIHERR SHEES, EEFE— ik AN, RERE BE.
4. 72 EHE FIRP, ERILUER BA M 2A ETFRERFASENITA.
AR
B “EEFFIARE ETEER, BWRR R XEXHRPEFEINARFRESX. MRTHE, BRN
BF “CIRFFARE” ET,

BN, RIREDE—MEELUBNEER, £ “ENER JIRD, MABATRET “BaEs" &5, HFHIREN
‘B, IRER ‘BR” EUBRAEDE, 8E4A (VDA EMNAMIZER) BEAFEHELATHNRERIEN B
B (REMHETRE, FticEEBRIEE).

BERF

RFERAS XETATERFPHNEMREE (FRERTA.

FERMIE M

IRFREEAR. ERENAF K B
ERBYIRIE. D ECLE B SR P R BERYIR(F.
RBP4, BRFIEIA.
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E SN

October 26,2023

Workspace Environment Management 24 BIEUTAR:

« CPU E12

s NFEE

« 1/0 &2

o REEH

« Citrix Optimizer
XEGESTERMAEIN LNRRERER, eS8 THRERNARTATEMNARER, XEMaTLBIER—
RSB LXFESAPRRESHFAEE,

ERRZGMURERETHENN, FERTMEAFRRIE, EREMKEUARARON, XBHKE, S#HETHARP
AMZERfAE CPU BERIPH, XABF ABRZES. HHBF B BaiRE—#26, #EAKTANREAF BN
IERBHIZARA 2R RE

CPU &32

October 26,2023

WIS E, Erfil CPU FRXK,

CPU EiEigE

HER UBFRERZOET, HEFTURERESARTEZM CPU, 72 Workspace Environment Management
(WEM) &, CPU BIRIZE AW EIREIRMHIZAILUERN CPU B8, CPU IBERIPAZH T REL2E CPU FERX
figit. ©EERLEREIE%Z CPU EREMHIZN B AR,

BA CPU IBERIFE, MRERAIHEERE, WEM SE—ERBIAB MR EHENMLSLR. AT, SEHMNARE
Y, ERNMARSTRIEMITRNHE, HERGBUSEIRFIZIT.

CPU I ERIFTHRERERE “REE” FHOES M HE, “NMRHARNTIHHBIIEERFNENEEERRG, NH
MR ILEFEE. EIEENREZE, #1289 CPU AR EEEIELHNNE ZdiEeE “RE". 5 CPU [RH|
AR, NFFRTHLAELE,

ERENMHBNEL P LFBIEEZR, Ttk CPU BERIP, @5, BELS CPU BMBRIEERE, RIE

EVFE-MHELFBHEE, SWAEME CPU IBERP. B2, H#HEXMft% CPU BERIFE, HEA B
FA%REE CPU iy EIneY, F—#i2R9sisEfl (CPU) &1k,
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BYREHEMEL CPU BERPHN, ZEHHIEREAENIMEIERES. REDIIEREMNAFIMASRES. X
BEWRERF 1 (BE#EN CPU MUTSFMAR 2 E—#ERNTTA.

g0, R Internet Explorer HiEFE 50% —60% 89 CPU, NATLUEER CPU IEEFRIF(E T BRLE AN VDA MHAE
B iexplore.exe 525, (b2 F, CPU BERERTFFE#Z.)

HNNBWEZ AR TR, URERZmEREIF— VDA HEMA R NIMREN&REE.

CPU IEEfRIF

} =r

AR

o UTFREFRH “CPU AX" BEFYENSENNPR “BEAER". CPU NS IMNAZEEMANIEE
21228, 5 Windows —#. flal, BEE—1 61 CPU YR BENBIARNER 12 MNEELERSE (B4
BRARKREZOEN—®) . —88%F 81 CPU (81 CPU & 12 1MA%R) BYIENE 96 MiZiEAE
25, EEEM 4 7% CPU MEIMWIAER 8 MEiEAESE,

o XEFEATEM. fid, RigEE—88%F 8 1 CPU M4+ EN, 81 CPU AF 12 Mzl (96
PNIBELESR) , /O SRIERIERS VDA S SNEMNERER 4 % CPU (8 MBEAE
#8) . ERHARAL VM £ CPU IBERIFRI#E, EEAE—FHZ0, 15K CPU RO ERRGIRERN 4
(EPMNIZELERN—F), MAT 48 WEENZELERN—F),

B CPU BERIF, MNRHZET—RIEINEIEEN CPU EAXESL ERFIRFNEFERPIEE), WE—K
R ERFRR#AERY CPU ek (E=RM AR EIFRPIEE) .

« Baifilk CPU I8, EAIEIA BapfER CPU AT ER#HERN CPU AR, hERSRIEZIELIEEE
(CPU mtz) pv#iEBmitEMA CPU BERIPOEE. flM, RIRE 4 Mad. BALETE, MRS CPU
fERFRET 23%, WLHAE CPU FHIR 15% U Er#iER CPU AR =B R, B, 7£ 8 THRZENER
T, RE CPU EAXRET 11%, WEMER 8% CPU HiRAI#ER CPU LthaBaIfER.

« BEX CPU EERIF, AWEAEX CPU IBERIFNIRE,

- CPU AR, EREELHILIAEIR CPU SRR DA sEftA CPU IBERIF. LLRFIERSSS
PHFIEZENESETHELREN, HEARERMHIEREN. THE CPU IBERIPHMASRN, R—#iE
NS PEFIFRSHRINE CPU AXBED L, WRHELFIKEAZAZILERS, WASHA CPU IBER
o U0, 7EARSSEE VDA £, EZMHEARIER, RIRFEIFS iexplore.exe L. SNEHIE—REY
EIRIEELH 35% B9 CPU £, ALk, Ritsd, iexplore.exe e RERN CPU FRAX, BR,
BRIFER CPU EAMRHIRE N 35% SHETF 35%, BMNF =M% CPU IEERF.

- PRERFEEE, HIZEMRMEE CPU iRz aiaEd CPU ERRHIBIREHKE.,

- TRMREEE. FEEHE CPU MARNMEIKE. FNEZE, RAERREZILTZ—:

* NIRRT CPU Uik~ LI E#HEM AR BEREZFEAEE CPU LIED, MWEIAKF (IE

#)o
* YIR7E CPU i f EIEE T #IEM T &, WIEENRF, TERETEFET BRAEE CPU L
1t EBL,
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* BURTFHIERIT AR, INRKE CPU LRI ISR #HIZMESR, FEEET BRE
A CPU fifk 32101, MESHIXMER, #i2ia CPU BERPEIME, H CPU RARMBIK,

ER CPU ZOMERRS, Ktk CPU IBERIFEHIZRFINITEN LIEEMERZELIESE. £ 1 2 X FSEEREAN
— MR, Hdh X BAZHEH. IRBANBYAT X, WEAERT WEM SR REHIZEHNRAHERRS7 Xo

« FRHI CPU #ZOEAE, faEMA CPU BERIFHNHERRTHNZEBMESRLE, XTF VM, ERANERHEZ
REEMN P RIZIELERSE, MARREYIEESPRZELESRHE,

BREEE CPU fifk. BAE, AESERNKML CPU BERIFI#IEZEN CPU 5thk. REMA CPU IBERIFH
HIZTEBHE DA CPU MARSZHETFITAERNHE, EEE, WEM RERLUT RS ERIT CPU fiifk:

+ Taskmgr

s RATNHE
+ Svchost

« LSASS

« Wininit

. services

* CSISss

+ audiodg

« MsMpEng
+ NisSrv

* MSCOrsvw
« vmwareresolutionset

BREEI0 k. BRE, RERZRERAME CPU EERIFPAHIZNMHE /O AR, REME CPU IRERF
HHIZTE R EBYIR D ECHY |/O MR ZF MR F1T R IERAHE,

HFREER#IZ, BIMERT, WEM CPU EESHIRFIERE LAY Citrix #1 Windows & ORS#2, B, &H]
LAfEFR ST MHEBR DI ZR A R0 X MRS AR, LUEIRFIIMATSCERAR (f5U40 notepad.exe) #1T CPU IBERIF. &
BERT, PRSHERRHREIN

o ERILHRSABERFPERERR /0, EOTLURHFESHEHS I/0 RAERLERR, E5RI/0E
1,

o ZHiERA CPU BERIPHIFE T #iE CPU AR, WEM &XER#1ER CPU MAANHSIER—

&L, HEHHEEP, 7 Norskale KBRS AREFMRSAER, T “EEVBEHIZHIZR
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CPU {54k

MRERRSFRR, XEREREN. SNAFERAEEEEZN CPU LAREH, UERS CPU LIEEMER#HZ
FREMIEREMRM. HHIEFEERSH, RARRENHERELTIARESNEMHREZ ERHERS. Bk, EIIFX
ATREEFES CPU SHR B REID E.

BRI EOHBMARAHERIFAELERLT “BRMER . LENKMER “Ha” LERITEES (BXIER
ZETFEH) . H—aitBNLBITS M #HEN, AEBRRENFRIER CPU RAREINEENZEHRE, #i2 CPU
michktdm, DL ENMERNEMES,

AR

NREFEHRE LIREREM CPU MELES, WL CPUEER—ERREL. ARG HEHMHEE (BERS
CPU £5£4%) hesim CPU ERERES L.

BR#HEMSTR. MREFIED, NaJUFngE#IER CPU AR,

RN

1. g RN H1T FIM#HE CPU AR SHEEFRNERES.
2. BEHWAEXRFANEE,
3. B WA UEAIRE. SELGSEN#HE CPU MARKERREEENLE H EMBMHEER X,

HIZE. SBET RBENHEBTRITXMHEM. Flm, F Windows HREIRE (explorer.exe), ERA
“explorer”,

CPU L5k thke HIBPFBLIEN “BE" LEf. #ENMARES, LERSRBHOMEIMRESZ. K “E
B”. B “BFER". “ERT. RTEERT M R g

IRAEHIE

R, ARBEHRE.

il e

WERRHE, AREBERFR.

CPU X%

BR#EEXE. BARE, ATEEX—T#HEERZ O “SEAER . fli, ErILUSTE VDA LEmIEEER
B EBIRRE A E X BRI,
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CPU EE
CPU [R#HIaIfs b2 R8T CPU RIBRENHIEET Db, X WEM iXEIFSEM CPU B tbEr, WEM “RR&I” (38
“SR”) ZHIE, XHERT LB SBAAZ CPU,
AR
o CPUBER—MEAS%, HELRESR, AT ANMERBEMIEEN CPU FEHARKME, &R CPU
(&R, BB AXEHIZHEIEES CPU R5&RM CPU XEtt, CPU REIRIFEN T RLE A RE
EAERBABERIFERERFM AR FHIEMERE CPU RBHl

o EXNEMNHENA CPU BN —EBRLLHEENE—#ERETRANEDIE, BERF “RIERE
FNMIRE” UEEREX,

TRENEEBDLLNATFRSSEFEMEN CPUNSIE, MARHEENEARMAZ, (REIEHR, Mz CPU
L1 10% 2% CPU 89 10%, MAZR— ML 10%).
BRHEEE. BAHEEE,
. WEHRTXERFR (B30 notepad.exe) FINFHIZ,
iR, MEIEFIRPIBIRRE BRI,
R, RENATEHERNNE,
R’

HIERS, ESRHERME WEM B P HFB R ERTIRF. ErLiBdERILAEREIE

AEEEMSEAHEIA CPUEMKIAZBEEER 7 EEREIE CPU BERSES LF.

NFEE

October 26,2023

XS E A FEEE Workspace Environment Management (WEM) #4452 FRA2FF RTEHI(E R

RFEE

MREAXEIRE, WEM fit BEHEEEEEANREEURHEEFRZN& ) AEFE, MASKEREL. WEM BER
RH AFEREZ, HHBLEATHRESH, WEM B #HIBEENSRAERREITE X AP, HREHEUERSEE.
BE, VARFERNMEESERTEATRHRS.

LNAEFMNESERER, ENROERERESTET, ERUREFTEASERTININT.
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B, WEM £ T AR ERE=IEMEERNRENAERF. MIRESMAFRERES N EHE, URKNFERE
AATHMHERE. ITHEIXFE—aRSHE LNESBFRIEMBREE,

MU= HHAENRNFERE L. BHEEENERATERARSHHAERRSROAET, EFENIFBRTFERRS.

THRRENE (D). ATFEREARRUANTRANREKE, ZEEBHREHERSRAT. EItihE, WEM &it
BHREEEEANAFEUNHFERENR/\AEFE, MASKEREM. BINMEN 120 5.

THRRSIRE (B7t). AWEEE CPU AXRNESLL, BT ZBESE, #HERAATH. FIAMEN 1% FHiTEN
BERNEAREART 5% BN, EAERIHIZARSBIRIANZZHNE, KNMSEERFRER.

LA ARNEFLSEEE (MB) BREMRK, AFEEERERY, BFZHE WEM TR =NEBREFHNEER

2
MARTFERRARHRREHE, RVFEIEHERRERNEERMLZIN IBEH#EZR, FIM notepad.exe,
WEM AU T R HIZNN AIEFREFERIBR:

« rdpshell
« wfshell
« rdpclip
s wmiprvse
« dllhost
+ audiodg
» msdtc

* MSCOrsvw
« spoolsv
+ SMSS

« winlogon
» svchost
« taskmgr
« System Idle Process
« System

« LSASS

e wininit
+ msiexec
« services
+ CSrss

« MSMpEng
* NisSrv

» Memory Compression
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RTFERRS!

NEFEHZRAAEFEARE. AFEEIAHZERLUEENATIRE LIRRREHIZNAFER.

cg==N
= .

[

RBAFEARTNATFREEHZURSSTERINEN, SERARMMEEES.
o Bie AVFIEARINEN R ARGBHZ,

o BiR. AFERIERIE,

o JiH, AIFIEHRIETIE,

o SHSREL AVEXNEENHENADSRG, iREDSREDILIEEHENNEFE, NREA, WRER
AREFREAEERRG. Fit, EEHEERNATFIEIBIEENSE,

o FSIRE, AFEXHIEERHZN AERSRE. tiRBIRARGIDRLIEEHIENATFE, WMRTMH, RG]
EHEBIEENANEFE, TRUBREFES D, Alt, EEHZEENAFRRMEEENSE LR,

BAINHEE
1. 7 EEEHe > RANK > REFEEE > AFERARS &M+, 88 .

2. 1 “FI#ET EOF, BABRMBHENEM (590 notepad.exe) , FRERFEAMRE], MTHRSEHE
FIREIE, AEBRE “HE .

BRENE, BERZNE, ARRE Kk

ZREEME, FEEFENE, ARRE B
EXNIMENASRE], BEFZmE, ARRE mhSRE,
EXNIMENAFHSRE], BEFZmE, ARRE #SRE,

1/0 &2

October 26,2023

RGBT UFEARZN /O AR, UWERFHEMMLE 1/0 FRNHERIEMMERERIT. Fiim, EaIL6E
F 1/0 BRI B RIRGIH A T 5 HFERI R AR,

BEMIRBEOHER SRR AHEZPRFAELEZRLT “BRMER . LIENEFRK ‘S MARTRES (BXKEZF
SEFEH) . BE, Windows TEMRARBIRALAZ Z A TR LR BRBHILIZR T IRAR,

1/0 5tk

BA#HRE 10 k. BAFMEE#HRRE /O 5K
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BiiEnmal 1/0 R FIR
1. g RN HE FINERE 1/0 RER WHEEPRNIEHES.

2. BEHEXAMNIEE,
3. BE NA UNAKRE, BEHGIREN#E I/0 MARBERBRIFNGEH B#E TREMBINER.

HIZB R BT BRIHETRITXH R M. 120, 34 F Windows ZJRE LS (explorer.exe), EEN “explorer”,

1/0 L5%ER. HIBHFTERIZN “BA” 5k, #i2M /0 MELESE, HERRE |/0 hRMRE#ER, N ‘B, “&
$T:: N [Nl 2bviv5 =8

YRIEIHAZ 1/O IR

EEHIERM, ARRE RS

M 1[0 fRFERFIRFRIFR#HTZ

EEHIER, ARRE Bk

TR E TH

October 26,2023
PREFHSUMNEREITESIEN HDX &, KRB TIEILNXANNR, B2, SIEXSFETT VDA LHNEEUH
guEd 2TE TR
AR
MERFHE N Citrix Virtual Apps #1 RDS &R,
®RE

BRREEHE, NtEESTHRERFBRARETH. BARILENIHE, MRETHESERELERIT.
HIFRE . ARITEMBREEHP RS E R P 4.

Citrix Optimizer

October 26,2023
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Citrix (it iZEFRI R A IR LRI EFHMEE, EETRAFFRRERRE, ARNAETFRERVAEEN. &9
L mM A NIRRT

o BRAREERIITRL. Alt, BEFEHTIRIERFHER.
« WE, FAMBNREMALLIEECSHNBEENXER, AERKERAFNE Workspace Environment Manage-
ment (WEM) 1,

EIRENA] B XBIRIR, EEAUTE—FE!

o {E/A¥IL Citrix Optimizer IR EAUIRIRM RIS IHAE, & https://support.citrix.com/article/CTX224676
ETEMME Citrix Optimizer, EiRITERTHEERFEME B 2B E RR U EZE WEM,

o EREEN (RET WEM RIBHTEN) L, 8M3 <C:\Program Files (x86)>\Citrix\
Workspace Environment Management Agent\Citrix Optimizer\Templates
XHFR, EERIAMERSE, AERREEGEAENXHRP, BENXERXGURMIENEKER, AERKE
TE X IEIR L2 E WEM,

®E

/B8 Citrix Optimizer, ZHI2ERERZA Citrix Optimizer,
FAET. MPEFLIEDR, WEM SRET—RIMRK. MEFREE “SRIET, WEM BITRI0F:
o H—xm WEM FHiiEiRes, WEM SB1THERER K. FRIFEEXZEREITENR, U WEM GE1T—R1H%

o ENBIERTRNRIRE A FRERFZURETAIANEEETRZ BB EKEE
o HRENIRRE, WEM BRiBIT—RIMIK.

=z

AR

SHFIERFA M VDI 3515, WEM EEERNITH—EHENERBE, SNIFRNAEEXRERKEER, WF Citrix
Optimizer, WEM S XEHEzitEHRESEITHA.

BEnEEEEANER. MRETHEECAWM MR, BEALLETLE WEM A MEERIEFERILERER.

o BABDERUARZTRIMER. REFRRMEXNBEEXERATA, BEALLLER, BALES DRI
Z71R. BEXEREEUTRMEN:

- prefix_<os version>_<os build>
- prefix_Server_<os version>_<os build>

Citrix Optimizer it~ 2 RAI A FRITRAMUMRIRGIR, “#2 15 B ERT AIMREERRIE:

o e AVFIEARIBEXER,

o B, BTFMRRBENBEXER. EEERFRERIR.
o RiB. ATRIEBIAER.

o k. AFEEAFMEEREEHMIFERAANE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 147


https://support.citrix.com/article/CTX224676

Workspace Environment Management 2305

ERINBEXARR
1. 7 BEEHIG > R4k > Citrix Optimizer > Citrix Optimizer £+ £, 2 7.

2. EMEEEXRREOFR, BENRLLEREAIER, MYIRPEFRSANRERS, EERRTESHA,
RERETHE.

BE.

« Citrix Optimizer A XS HBEE XER. FINBEXEREIRGE, REBEXRIROAHEZ,

RRERIR, HERERORR, AERE FiE.
ZMERRIR, HEFEROVRIR, AERE Bk
ETERROFAES, BERFEMAOER, AFRE K.

FEAMEH

RIRZIR FMERIREYEREAM,

EANRERS, BRIFRATIR, BRHARRHN— RS MEERS. ERILURNYIRPFRTERIEAT Windows
10 RERFMBEXIER, BERANNBRAS RFMZXLRERS BSBEDS () PRBIERSK. Fim,
2001;2004.

BE.

o BREF—MERNAZIR—RERT.
« Bai, FZHEEY Windows 11 MEE Xi&EiR.

H, “UH BRETSARUFENTIR, XEFEREHITHH, WERNMARREETRIZHUZIZAE,
RS EEARSMBERRSZEHRRIR, WREA, NREKFLEER, HE WEM FziT5RRXEKB K.

5t Citrix AU EFIRENERFTE—LHEIAREN, BANATEE ‘BSRRE” > “KE” > “RSEW EHFL
73 SQL IS ERIFERED #5ER(E,

BEERIMNEN, BESME “EE > “RE > “GiHER EWMENLETXESR, ABEEF “QE Citrix
Optimizer”,

o MENEIRETEANER. BITRINEERE “RIMAEENIRE", AEEEE "L Citrix Optimizer’,
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SR

October 26,2023

ZERFRAGUBENM—EHBENETEZIRE, WERARRXANAREFNEH, WAERNIERTEDRT,
HWARFHEET. MAEENSETRESBER -8B LETHNEERSENAEFAFNAR, BidX
LRE, BUURCAEBMAERSIENSIERERAAITEN, UREEFHNEEIEER,

®E

BRZRER K. MREA, WALEETHAERIENSZIERERFITEN. RABERT, HETATFERRKS.
IHeETnEE R B A R SIE A LUB R R RER L ECEE BN AR KR, IERIJETAEE—S#E, WEM
RELMFREEXBAHIRH T AR CPU A 1/0 %%, AR, RESWSIETLUEENRERREMMIRE,
NRAFPEFMERIIRIE, WEM BIRE M ERHMIRRE.

HFMEERE. BTEEENSSERLPHRFNE, EVEE—E.

HIFREERIER. ATIREEMSZIERUTHIRNHE. RAZHRIHENZT. EOEE— L

ERERMECE X 1+

October 26,2023

XEGERIFEERAR GPO HEEERFREXH.

o IIRIRE
+ Microsoft USV 1&&
+ Citrix Profile Management i &

MRIgE

October 26,2023

XEETAMENAFWFIRIRE, KERTZEERMBEYN, MEM—LEDA LT ERAERFHIIEN SIES R
#o
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XEETUHEAR R TR XKE.
REBIFRIRE, WEFEERTFIMAEREAEIFMFIRE. MRBER, WASARERMFIRIRE,
HFEES. REA, WASHNEERLERRIRE, BMERR T AEBI M.

BRRE: FRXE, XEGERHREZAN “FHR” XEIEE.
BE.

7£ Windows 7 USMUIRERF L, AP RE: “FFia" X2 THNAIMB EREER, ERERS HMRREXA
HENERIN

BRRE: M. XEGEAFEEEXAFN Windows TEMET. EMBFFRIHTNEEREN, SIMNERE

1I o

KH

BRRE: REH. XEREFFIANEZANERETE,
AFRE: 8% Ul XEEEAFEEA Windows 8.X A% A REME N A H.

Windows & REEss

XS BIFHHEEAML Windows RIREIERINEE.

BPRE: RREES. XEEMAFEZAN regedit 3 emd #ifia, H7E Windows RREIEBEHIERFL T

EAFREERPREREENRNE. NREA, FIHMNERHBEMBAN “ROUBR" REPRE. NREENEE,
EURARR LA,

MFRERSBFIRFISENRNE. NMREBA, WRMALLFIHIREE. BAPMMIINNBEFELERREN

= ER

PRESHER. RIMER TBALETURERAPIFENT S, NREAH, AFPALARE Windows 24|k,

RETEENEHERERF. MREA, NERLLATHEERIERIVMEF 25, PREERIER)VZFEE B A R,
Bt MEFEREIER RN,

feiEtsENEHERMER. WMREBA, WRRESIHERERER. Eit)\i2FEREIEAMAR.
BEELEREGERNMEF REER .
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BRI RER

RREENEMX X, PiLEtIREEXfHERIEENAPEEXHFENXARX,

SBC/HVD @%

SBC/HVD (BEFRiENITE/ATERINEE) ARAFEMMAE Citrix Virtual Apps and Desktops E _LIZTHRIE
AUtERE, BARLRNSRERSME, BHEP— LR R SHAEF KRS TR
HRFFE: BRI, XEEMAYER K SBC/HVD FEHRIMEE,

PRENTEREO. BREDRAKED,

2 SmoothScroll, 7ExI% TTEA AT BRHR.

BRAMATANR. ZAXIRRIFER,

# /M MinAnimate, Z&/\tERAMEONZAIERE.

EF AutoEndTasks., EEEEBNEBMERES.

WaitToKillApp #88Y, £RMAIEFENE (UZMW %), BRikER 20,000 =,
WRERATAFERE, BROLRANRER,

REXRPRTRIER, EEEREXRBHMZANER (U AR,

WERHIER, BEFREHMZARGER (UZEWHEA),

Microsoft USV i &

October 26, 2023

XIS B AW ER K Microsoft BAIRESEMK (USV).

BHEEXMHEE

XS E A FEESE Workspace Environment Management 5 Microsoft ;& B & X BIE M.
RERAPARSEMNCES, THRIREEELE USVILE. MREA, NARKE USViEE,
HREER, IREA, GREN USVRERTUAIIEER, FALLEDE, FEBUTEM:

o BHEEXHEENEHLEEXHBREBERNF EMNGERITENARIMILE, TILRTRAZED, HINHA

&R
o WXHXREER ETREHNRERAPLSINIRE, ZETUTHIRERE N AIEER,
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%8 Windows B E X HRE. AFEIEE Windows BB X HRIRE,
iRE RDS @HECEXHFIRE. AWFEIETE RDS BHICEX IR,
1RE RDS XR#pIFFIRT, AIFEEE RDS TIchERHIBRER AR R B RBRENSE R

BRFREXHEREE

TEHRSHEHICEX AL,

BRXARART. NREA, NIHAXARFEEERAFERLEEXFH. XATFEHIRENE S KEHIEN
EXHR, ARFAREREERERIEXHN—, ZYIRMSTER T EIAN Windows 7 HBRI, HERILUER
BRIAE Windows XP HBRIFUA TS,

BEREFEEEXHFIEERID. MREA, RERRIREFLEXFNEFRIT.
REERR2HARFMEERBAREEXHS. NREA, WEERBFENFEERNEERAFEEX Y.
FENEEFEEXHXHRNAFPFANR. IREAH, WABERTRIEZAAERF 2ERA ERLE XX
%,

BINEIMSBERE R, NREA, NBLSERRERN,
FRHCERPREXH. MREA, RERSFHEEAPKEXATETH, ARBAEHIRE,

REXMHEE, T BEXHEERESE AT, BI%ESAURRREREX 4.

ZMERMBEEXH, BRE XK USMEIFEAFAEREXHFHNXHR, B ARECEXH XXX, AR7E TEXH
Aaes BAFEREFENEEXMR. 2/E, B4 FREEXH UFREE.

AEREEX M. WRHERE XHRHRR REBEEEREEX .

PEEEX AR, EREERIREAEEENXARUEHRBFEEXY, ARETREINFRABEREX M.
BN RX R, BREEXHIRXX AR, MRERT, EhalBUNRRITXH3%E,

BERE)T, THIAPREXHEREHEARH.

XHREER

WEBEXHREERELE, LERERTIRRERTREXHREER. MRBMREXER, WASMEXHREER.
ERATENREEERAR X RUKREE BEED.

BFsAthBBERX K. MREA, RIERBIFREERTEEMRIXHREAMEIZ,

Citrix Profile Management & &
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} =r

AR

HERTER THRERDSH Profile Management, Bxi¥4HZE, &4 Profile Management

Workspace Environment Management (WEM) &z #&#ihk 489 Citrix Profile Management B9ThBE 12 (F,
£ WEM 125kl a s, Citrix Profile Management i8¢ 8 (EHRBEMEEXHH) ZHFES YaThRAH Citrix
Profile Management KIFFEI& &,

&7 5H WEM E2 & Citrix Profile Management 1haE5h, & a] A7 VDA L/ Active Directory GPO. Citrix
Studio HB&EL.ini XXM, HATRINERAERBERIA Z.

Citrix Profile Management (V= B8 &

Wid ARG EFEER Profile Management, BB GFEEAENA. HRMAE. BFREHES

B RE Profile Management 28, BRAE, EaUEENNBIZE. BALLETUSERPIFESLIES Profile
Management #XH AR, ZETIEHE WEM 2E R EEEH & PEERN Profile Management 8 EHERIR
B, MREZA, WARSEEM Profile Management & B BRI,

& /A Profile Management. #=#I2EERE BN LB A Profile Management g%, MRZMA, Profile
Management BRESEFEIER,

EEIRERER L2 A Profile Management, UWEFRBABEREIRENILGE. BXMBR, BHITUTIRME:
1. 75B%/2H Profile Management Si%1E, RS SEXREMNARF RN AERAILENE,
AR

BENEE—ENEAEEN, ERERATEESRIGET N SQL &ERIFERIEENE, BFERINE
%, BRIFREENIRE, AREEMEREXREN Profile Management &8, 52REE,

2. EMENGE, EGEETEA Profile Management & £ i%1E,

RECAENE, AFEIEE Profile Management QM ERMPLELR, RAGEBISERAR Profile Management i€ &,
NRB=, NEFREH,

RBHIRMA, AIFEIEEMELAM Profile Management FHiRR,
REXRMEERNER. NREM, FHBEEREIRWMA Profile Management MIFEERE R,
REAFEENREZE. BTEEAPEEXSRNEREZ,

IBAFEFE. BTREERFAFIRE (IMKREXNREAIXH) HXARNEER. BRALURCEANAAFERRZ. B
TN 5 1% B B P F R R — e fE .

BREHEIE)EE. IREA, EEXHREAFIEHESERAFEME, UMESIEERSR.

- BREHEEEMER. MRBA, EIMRIBEAF GRS EHAFME, UBLESIEESR.
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« BRAREMEMEFEZNENESE, NREA, WRBERIEWRSE T ERIN A SR SEE MM
%, WRFENBALLERN “BREEHMEISERER" EH, NRBEEIERUENMFERNA 2R S EMRT

ERBENEEX 2. MREA, EEXMRHERMEEFUHRKERNER.

REXHRRIRE

XEETIEHRERN EEAEXH R RIRE.

BRARENHASR. WRBM, Profile Management %I IS 4 BT R AETE RIS L BCE SUFRERE, M
TR XU RBNRFIAMEE . EEEV— M EREEREXHEFRFHIMGR,

NEEXHRBBAXGRHRT, MEEBM, Profile Management EMERE XA DHIBRTIHX R, B
EL—NEMREXH BB FHBRII X,

AEBEXHBIREAXGXREET, NREHIET, HHRRHRE, Profile Management &35 R 3k
RBEEEXGERP. WIIRPOIXGFRBIEHFHI RN F XK, XEFREELIFIERS BREEXH
AROXHRHF ENESEM. BEEEL T EESTEEEXHRERIINXMHARK,

HNEEBEXHRRERANMEE, MREA, SNEHMRE R ENREE NGB RNAHEE. MREEMER Profile
Streaming, NSRBEFZECIZRMEFHNXGE, TN, EINTREAFERIECR, BERALEE, EREMAFE
EXHBNEREXHRSET, gEGERT Citrix Profile Management Bt & X A28,

ERE VHD & E%E. REA, YHBHEERMN, VHD MEKERF EHN BthESR. R ETEBRER
EXHAR. OneDrive ZRMBRENHRFHERNEFMETE, ERIURIEE CMERMTAZRIRIAERIA VHD
EFIEBMITH, FHERMEM Advanced settings (F4i&E) 1) Disable defragmentation for VHD disk
compaction (33 VHD HiEERZRRA21E). Set free space ratio to trigger VHD disk compaction (i&
Eftk VHD MEESAEMNTATELLE) 1 Set number of logoffs to trigger VHD disk compaction (G&Efit
& VHD B EAERERRED) K,

BN AR

XEegE S Profile Management BR&E X

THRRRAMEFNREX G, NREA, NATERFEHENRRRAEF N E X,

S EMIPRE AR E XA RIVIER A EIEE S PR B MBLE U Z BIMEER (R R EAND) .
BRNEREXHFNI®. NREA, WEN Windows BB X EEERTHEI Profile Management,

BahIBIENBEEXF. MREH, WSEAmIBNENARFEEXH. Profile Management ERAERH
BRFE#EPSERPREXHIRITIS,

BREEE hRAE, FBE Citrix Workspace Environment Management a4t 2 Profile Management
1 Windows BEEX #HRI1E R,

EREREEXF. IREA, REFERIEEMENRIREESX .
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RIRECEXHBERAMEEX . IREA, BIREEXHHERSMECEX .
RIRECEXHEBREFIEX . IREA, BREEXHHEREFICEX .
BARECEX 4 REFIAERN Citrix S2RIREXH, MREAH, BREEXHEBESFEEMEEX M,

SRIE

XEETIEHIES Profile Management &8,
REIFRPEXHINENRE, BEENEEIRIANEXHITRE,
®E MFT £FEXHNE R, AWEEE MFT £FEXHER. WERERFA, BRBRMBIER.

EBRNAREFI R IREA, WEXETNAEFNEEXHLIE, REPEXXHEREXHIRE, BXEIBENX
XHBFRER, BEH CREN .

AR Internet cookie X, MNREA, MTEEHEMIBRIEIA Cookie,
MFREE MBI AR, MREA, WHFREREBXH4RBAHEZN,

ZHEmEE. MREA, WEASEE.

MRBREE, FEHEAF. NREA, BFEIHE, MAREERANTIRE IR ECES .

EPAEKRREITR,. MEEA, Profile Management (EREF AR SETR (CEIP) B WEERAIHERMN
FEAEREBREIRS Citrix =RNHREMMRE. B CEIP WiAEE, E2RXT Citrix EFEKKEITE
(CEIP),

NEBEXGHARBRERAZRIEOE, MREA, Profile Management $EZ21EHSEHRE FSLogix AL & XA
Citrix Profile Management BB X+ AR N REA—AF EFRRNTEN LEHZIRIE, WERPESMRIEPAH
NERHREI AP N E X R SREET,

ERNARFASEKREASSAIE, NREBA, Profile Management $@mFEH— N EMRE, Windows £/
ZERAHE T RARERNLEER (AFHRSRIEER) . IRIMREFREE, WEARSER. BRIZERAH
REAPERERNBUALMFHLIERN. ZAN, MRAPHITUTIRE, WTHRTHRN BRI ER:

o ERIRERIHEN.
ERIBAT EHERFFAMEFHEE X HERNE—8 11BN

R

W

xt VHD #E2EEFEREAEE, BATREA VHD #MEE%ENER. AWEEEREX VHD MEERERAXHEA
#,

wEf% VHD R EENFTATELEBAT BA VHD MEEENER. AFEEEMA VHD BEEEN T AZE
EbR, SAFEENTATELRBIIEEERN, SRR EES.

Free space ratio = (current VHD file size - required minimum VHD file
sizex) + current VHD file size

* Obtained using the ‘GetSupportedSize® method of the "MSFT_Partition’
class from the Microsoft Windows operating system.
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REMMA VHD MEEERVEHRE. BRETREMA VHD #EEREMNEM. AFEEEMA VHD MEEENAFEER
o B ERERLCRAEERBAZIEEEN, BERMAHEES.

EHIAFEE, MRBA, Profile Management AP FEEFFSABERFEHNNSNER, WIMNEREA
FEEERE RENRAPEFHENR R ETIEENRER. ZERTBAEEEIEREERNXENXHEHR, BERAE
RS, BRZETRLUEINARS /O, HeJREERIEHAE,

BEX VHDX XHBIFiER R, A ITEIEERMBBEREFME VHDX X, BIABERT, VHDX XHEHEERFFiE
o, A VHDX XHHERIREIE: BEXMHER. Outlook ERRSIEHMMEXHXGE. MREH, FTRKIKEH
VHDX X+ iG B B R FTRAREX AR H,

71 Microsoft Outlook AP ERIEERERS8l. WREH, WR5HAFREXH—EEHFETAF M Microsoft
Outlook Bt s34 (*.ost) F1 Microsoft #Z¥kiERE, XE T 7E Outlook AR ZRHRH4BY AR F 1A%,

+ Outlook #ERZES I HIBE—EMMAER, MEBALIER, Profile Management 2 BahRFIEERES I HIE
ENRE—NEBMRFRIENER. HIBIFE, Profile Management £mE2iZaI4. Eith, HIERES|
HIREIAR, ERBREFEMRSIHIEBE,

 [BA Outlook EZRHIEEHNHRSIEZ . EHASIEPRMHEAY Outlook BERHKR, WREH, NEH
HEXIEFER LM Outlook OST XXt

- AT =% Outlook OST xX#4#) VHDX i BMRAKE. AFEIEERTEFME Outlook OST X4
VHDX BEZHR A E, MRKIEE, NWREEERM VHDX B k7ZM% Outlook OST X (81 HiA
— X)), MRBHTEZRIE, WH Outlook OST X REHEAEAMAFAREN P, ZHNME: 1
—10,

/5 F OneDrive &2, N2 B, Profile Management ¢ kz % VHDX BE L, MMSRAA—EEHK
OneDrive X%, HWRETRIVER, EEHNE,

AERE

X IES Profile Management Bi&

ERBEIER. BR/ZA Profile Management #EMBEEIZR.
REATRE, ATEEEGAEHEFNEMHRE,
REHEXHHNEAKN. AFEERSXHNRAKRN UFTHRELN),
BERAENHNERE. ATREEIZAEXHMLE,

AR

XEEIES Profile Management JEMRIEE.

NTUSER.DAT &14, f&RE®, Profile Management ¥4 4 NTUSER.DAT X# 8 EXBRIRF&H. MR
Profile Management 12 UEIIRF, EaERARE—1EBHMRIFNEHEIZTRIMEEE XK.
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BRERINERYIR. HKCU EEESTHRED EIAFNEEXHRERINEMRTTIR, MRERIED, MWELLTIRS
EERHEMRIGEEREIM Profile Management Bo& bR

BREMRHRI, LHIRFHEMRILE WiRHIHBRTE Profile Management B2 & X
BRIMREET, LHRTPEERRIGERFEOSEREXH Profile Management Bt

XHRS

XEEIES Profile Management BISX 4 R HEBR I

EREZHRBREE, NRER, WRBERFPEHINREEXHESHRN XX 4B A &R Profile
Management Fr TEVRIE, (SORZA, MEINTAA “BEHBRHNSXESXER") . Ea]EFTIRPERUTITA
z—:

ESHBRA SIS (BRIA) . HAAERE, Profile Management S3XEEHERAI ST SRS M P 151 (F
FEIEHECE Mo

Ignore excluded files or folders (ZESHIFREIHFISCHHK). AFRERA, Profile Management 2288 F
FREPHIBR B B XX 13

TBRHEBRAVSI M, HAFEREY, Profile Management ffibkA - 77 iERHEBRAISIH X4,

BRERIARIIR-BER, BEERPERERAERTIR, NREFIEDT, WELTIRPEZFHIHIIEM Profile
Management [E% H#EBR,

BREXHHRIL. MREA, FIHNXHEREEEAFHN Profile Management X, XAFEHIREMEE X
BRIENREXHR, ARFEERXLEHIEFNHE Profile Management BEEX I —E85. ZFIRMS AR TR
IABY Windows 7 HiBRIR, H BRI LUERARAIAR Windows XP HEERIFE TS,

BRXHRHRT. WREA, FIHNXHIEREEERFH Profile Management X, XAFEHRENE
BAREHENRENMHR, APFRERXLERIEERE Profile Management BB HH—E5, ZFIRTLIET
TEIAR Windows 7 HBR 1, H BRIUEAZIAR Windows XP HBRIRFIEATE,

REXMHEE, T BREXHEERESE AT, BIZES A URRREREX 4.

EZMFNBEREXN, BEENESMEFERFEEX IR, BEEEEEXHXHX, AREREXHEE
BEOPEREFENCEXHXAR, 2E, 2 FEEEXMH UFKREE,

AEEEX . RIEXHRAFLEBREENREXFo

PEEEX AR, EREERIREREEENXARUEKRBFEEXY, ARETIRKEINFRBEREX M.
EEXHRX AR, APEEXAIIRX AR, NREREE, EhaLUNERI 4%,

BB, EHIAPREXHEREHEARA.
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F%

XeeEIES Profile Management B4 188
BRERAY, NRBA, WHLENXHRZRST EHPFiE.

BRX#HED. IREA, JHEHXARERPEBFEFME, NMRRHBFBAXREXFNERRE. NRESTRIEFR
R8T XX, NS REERPEFMED.

BRAXMHXERE. NREBA, FIHNIXEFBTIHENRERIBAERE, NMHREFETHEPFEPRREXERPH
XHMFXERSAEMIRARER. BXXHRFEIIEREZNFAEE, FSHRUATRET.

o BEXHRPNXGERIESEIENBEFHERAFREPIXYE, MAEENRERIES.
o MRSFREXHRPHAMIRAELL, BREFERFETFINIXEHFXMAE, NWSIETHEMEBFAFEDRESR
XEEFTIMAI S AN F 3 Ko

BRAXHLE, MREA, WAEXHREERZIAFEE, NMEFHEINEED XLEX o

=z

AR

KLNBRFARFHEXEIHE, Citrix BiVEEE X KB4 IR RSN ARFTAEEEN.

MAFBEEXMH

XESETIEHIRR AP R E XL E.,
B/ Profile Streaming. MIRZA, NAKXVIBLIDFHEMILE,

Atz Profile Streaming. MREM, WRBTEHIAXHREF KR4, WIGBEHRTEARERE
EBHFAIEXHRNFE, MMTE T HEHLERE T R X AHIETE,

At EX = A Profile Streaming, MREA, WRBEERFREXFFHXHN, FBXLEXHEITET A
HWEERE X, XABREHLAIEER TRESENERER, FEXIFATFERBA Profile Streaming FRIHREZE X
HE—Et. ERNEFEEHASIEPERNREXXHNXMAR, RAERT, HEILTFERRS. ERMAE, i
B R AIFRA S A1 R AR RIE 2 At EC E X 1o

IRREF. RBA, BRAKAERFREEKRN (U MB AS) HEAKIXH.

ARFEEME X IR BB B M, UEERSSRTMNIAFPFEFRFNERESHN, BXHMEREKESO
BREE,

RERTNARPEREXHHE, IRBE T RHREEXFRTHERF L,

=/ Profile Streaming #25% - BR, MRiEPLIEDR, Profile Management R&RitbFIRPprIXH IR
&4, HETRAPERN, FIBEXERESIENMAFPFERE AT EL,
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X EEHIER R

XUeEEIES Profile Management XFAEIRE.

FRANAFRREEXGRAUFEERNX . BXEXHSBRFEXOAHGEFHEEROMUE, ATUEREE, M
MAEFETZE. EALEEEaSERERF FHENIRSSE LNRZEFMEFIXXMG. ERENTRPEEXHRREE
BEXHS.

BRAXH4EE, MEEA, Profile Management S HohEMEZEEZ . AR, ERIEENXHETERELZZME
F, MAREEEAFPFEEPNENAFPREN S, XEMAILBEHES, NELAFFENAE, KMmEE
FHERL A,

BRXHHRIN, MREA, Profile Management I MEZZEPHRIEEN M, HAFIETS “BAXMHE
B EI—EfR. EVEE-IMENEEEMEPHRIXG

BraigE

XEETEHE T 818 E.

BRETAIRE, NREA, WAL PHNEMRE,
REBTHREN, ATEEERETAREXHNAFE,
REBTAEXHNRR. ATFEEBETEEXXHFHREZ,
REBTAREFHENRR. ATEEETRREFHENER,

BRRUEIZETEIRE. BRABTARENETA,

[z FRAE R 17 1)l
LEIhEBIEHI R AN . XHFRFEMRISER, — R A G2 R NS A A3 it B LR RN AR
FEYAENIR - RS ENBEFNEXARA L,

BRNBRRFIIE, WREA, Profile Management iRIBERMMNMMIEHAANME (Fla0XHF. Xk
FMEMR) B9IARIIR,

ErRrLLEE w7 e N AR AN

o EF GUIMIA - WEM TEAD > M AR IHIPIEH BRI 4 AR 23
+ PowerShell TE - F# Profile Management 2 & —i2iz#

welt
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LGB B iFIEIEE Workspace Environment Management f#9 P &5,

NEEFREM
BE.

TG BPALETHENBERF, B#EB Windows AppLocker & i st Workspace Environment
Management, &R LIBERYTEXLES A2 BTN, ERNIBNEFER N FERXMIHS %o

XS B AV IS E XHNIE S AV AP IETHN AIERF. thIhEeRMF Windows AppLocker,

L&A Workspace Environment Management k&2 Windows ApplLocker filIEY, RIBENARFRS
EIMRRNALE (F4) AREEN_LH Windows AppLocker #illl, SNREEAIBABAN, NiXLMMZREE
FRBE&+, Applocker BERRELENRE—AIESHLEIET.

MREFReMN
LtEET-ESIH T A Workspace Environment Management BB S FHNBIEFLZSMN, ERIUER “&%”
IRIESC A F T R TS Ro
ARLMATRPEFEMETNE ‘NAEFZ2M N, WFENRBATRANZAMNIE:
o RENBEFREMN. EhEDE, RERNAEFREMEDRES, AEBAEYFEREEPHI,

BTN IR L AppLocker #ITl, MBFERLATE, WEBHBRFRSMETESEE, B8R
A LENLE2E) AppLocker S (FEXFIERT, AppLocker MIUIFAEH.)

AR
R 1E Windows 7 SP1 = Windows Server 2008 R2 SP1 (¢ R Hikr4) LR#ET Workspace

Environment Management E12E514, NILERAR A,

o K032 DLL AN, SNSREEIFULET, RIBRHFIELERFRH DLL ML EAHREBEMN LB AppLocker DLL #1
Wo NHfEEE “BNAEFREMAN B, HEDARTA,

BE:
WRER DLL #N, MABARE TN BAERERANED DLL fIZ2EE “AF R DLL #n,
JNCN:

INREMER DLL AN, AP FIEERIBRIMRE T, REXMERZEN AppLocker FERIFIETTZAIGE
N AREFINENS D DLL,

« “BE M B REAWEREARBNALENAEFREMN,
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- BE., ATEEBEZMENN, SFILEDE, ERAERNMNEEZZ i ERHN, HITENERE I
RANATERIETEN.

- &H. ATERANSMERNEH, REHRE, ERGENAVEEZZALEIMN, NRESH
HEFREAMNHRITIRE, FEABERN, ANMNREHERTE, SHRARBRREIBE

MNES

HINETF AppLocker #INIE S, BMEARIHMETETESHMMNER, FI50(12), BHEESZFREMNFIRIFIEA
UTEEaZ2—:

BIATAIN, B1& 5N ARERFXEE.exe Fl.com BB RN,

Windows #ll, GFEHITERF imiHEVMRS 3/ LR EHFNRERFEXXHER (msi. .msp. .mst) &
Ao

BN, &R : psl. .bat. .cmd. .vbs. .js.

TaERN, 88TaNARERF (WHER Windows [ZA) 8N, EfTaNNBRFS, NAEFaPIFT
BEXHHEZERNIRR. Bit, —ME s R AERF. Workspace Environment Management
RZFHT BN BREFHRHBERN,

DLL M, #W, HpEEUTEIAE: dlll .ocx

BRMTIREEANESE, MNERFIAITED D AT AppLocker ERIEEMN LigHiTIZESHARERMN S .
AT A AL IsE S {E -

Xl (BN o MUMBIRHIREN “XiF, XEKRECFENA.

o SIZMNARHEIREN “BHIRT, XEREEITEREIN LATFEDKS,

Hite SIEMMNHIRER “HiR, XEFRECIMITRAFIEEDRSHREIN L. YAFETER AppLocker #M
MR AR, AFZNARFET, HEEXZNAREFNESRINE AppLocker EH4HEH,

S\ AppLocker #11

&0 LU M AppLocker S i B9 # W § N\ 2| Workspace Environment Management #1, § A Windows
AppLocker B HFME “RL” HEMEHNEEMRERNFR, FRITHNEZAEFLSHNE S B hibRHTITER
EXIEIEH,

1.

2.

3.

EIMREX S, #d S\ AppLocker #N,
FEEIM AppLocker S BB & AppLocker #E XML 324
BESN.

XEMNFANEINBRF RN FIRF,
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ANANALIY

=

. EOERERAMNES R, 0, ERMEAITRAN, HEE “THRITRN" &5,
2. mE AN,

3. £ ‘BT #od, BAUTHARESR:

o B MUAEMNFIFRFERBETREM.
o BiBE. AXFEFRNEMER (7).

4. £ “RE” o, BEHE—MED:

o BT ZMMILE X A BRI KRR,
o k&, ZMNSEENLHELE,
o IB%. ZANLEHFERIRSF A,
5. ENR BH, BEHILMNE AiF B2 B4 NABEFIEIT.

6. EREMNDELBFAIARA, BESREEP, ERERUMNDELHNAFAHE. “ENE FIERTENE
FAFEAERN “BE” Eif.

e

o EEILUERBEN Windows IEEFEIREITS NMERE, RER “2%" REEFMEIT
o AP®MBAMATF “Workspace Environment Management R~ F&AH,
o {ER] AT RIS 53 BCFR I,

7. BERHT—F,
8. RIEEEFBIMMAER, MM ITERIF

o B2, IBEESMNICECR SRR FERIT, EIRCMRET, ZMMNKEILEDZS (R AEA T ERY
FREX .

o k&, EEERFANGIANERSIBXY, AEERA “AHEER" BRABEELER.

o 5%, IEEEMPRIZMABAIM TR, ZMN S HrIrE % B A A,

9. %EE—F_ﬂ;o

10. FINEFEREOERGIS (k). ERMGISMR, EEFISNER, REEET R, (EAILRIERE %8 1 MikR
BI5ho)

11. BEEREAN, BRE “SIE

KRN 53 Besa A P

FEFIRFPEFE-ANHS AN, AREIREHETXREFEE FiE, ARERT, ERESESEMVNBFA
P17, ARBEE “WE . EEAILUER “2f” RKEFAEIE FERE, MFE ABCEDECFmERN,
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AR MREFRSMIVHRST “wE", NWXERNBEARN D EELBENATEERNMERPMARE, 24
B, HAENRNDEREXENNZEHTEH.

ARIIERARR N

B RINBAMN, —4H AppLocker ZRIAMNIEFHRINEIF TR A,

ZRAEALIY

FEFIRFEFE—NHS AN, AREIEHETXREFES FHiE. MMAILIEER, AITERRERTRERE
BB,

pillES sl

FEVNRPERE—AHS N, ARETEEH ETCERERESE HiFR.

BEHNAEFZ2HN

BRI ED SEEESETHPMENAEFLTEIN. MNLBFHAEN XML X, ERLUER “ER” FHNERE
AR ESE,
EINREX P, BE &1, ARER ReRE.

MENRBEFZ2HN

AT “Workspace Environment Management” &< eIZ8 XML XEHmENAEFTEMM, EFEZ
ERAEHFRXLERNZR LFEEETIMN, IRFEREF “RL” RIRN, SONREFTRNEARFR
SN, TRHERMNE bR, HAERSIIFEFRTIL, EUSHZTIEE.

EEFEIEF, EEUERREEERMNSRERE SAREEFNAFNARE, REEHNEFR/AFEETHRIRE
K/ EDHERPN, ERSEASRY. EARCENANLSME, BRISFRIERS. MERE, EIBEREHEE
BIE, ERILKGESHA CSV 8.

1. EEEXH, BEF “BR UBHERAES.

2. % “ReRE”, ARBRTE ¥ WK

3.7 “MXHRER" &, NEFQSEHHNHER,

4. %3 AppLocker MG E, AREET—P,

5. IARSEMENN 5 E

2. MEMVHBHERSRALAREEFHNERAF AR E,
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6. BFIER, ERE “ERIRE,

REAFERIFEHZRINE A IFFIRFELETI RS,
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iz EE

3

BRREEE, HRAITFIRIELETIR EHEREEN. MREM, WAREE “AERLH” I “DIEARH” EIN
*EBEMIRE,

=

AR

NHSERBAEAFNRIEREITHN, IETAEH. Alt, EER TREE RBIRER BopE dm (EER/E
EINEE/NTEER) RENREAF/2ELEER, AERBAELE RERN “UI", BRIREHRNAT XLER
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BIEFELIEFIR

BEXEIRE, EF LU E#IEARMEIFE LY R,
BREHERES, BAXNELETIRANHENLE, SUXERERTHRITXHEEIR (Fli0 cmd.exe) RRM#E,
HRF A EE R, FEEAMERERK,
HFRIEERAE, AITFEHBRERIAF A,

B AVFTIR

BEXEIRE, G LUK EHRIERMEIARFT RSB, #EEAIEFTIRMHEZAFIIREER.

BREHEARE., BANATFIIRPIGHENGE, SRMERRTHRITXEET (BlI0 cmd.exe) RRMEHE, T8
MRER, ‘BRAH#EARE” SEMBFEATIIRPHFAEHEZRNNZIELETIRF,

HRRAER R, FEEAMERREKS (IEBBITFREH#E).
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BIAPRIZFINEE, ERILORIFEE S AP N REAZIRLERTHITX RN EER . Hit, BREUGMIIZR
EERANMN R —1FBEXERRITX o

I REF
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MZKEE, ERILER & KimEdR. “ENE" 7IETREDENAF AR ANEEIFCET.

SZFFBIRN

5 B] LA FA AR BY AR SR B2 AR PRIRF . RTHATARMIAD Windows &2 HLN,

o AHITHIN, BIESNARREXENT ERN.exe fl.com I BRI,
o Windows ZEREFMN, 5N BREFXHENREREREXMH with.msi Ml.msp FEBZ B, Fi0
Windows ZEZFMNES, HiSEUTIER:

- FURFAGER TR msiexec.exe, HFRATHE .msi f .msp Windows RERFEXHHNTA
79 msiexec.exe,

- RIE—MHESEEN Windows RERFHMNCAE, HERQ#HESEENATHRITANTE, FRIEERERN
AT ERT ‘ZRATFF#HE 8RE, SNHETERSRANNIR,

BE AT 3t “Windows RERFEMN EMERE, BRI BORKERUTAHEERRE:
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o IBF. ZAN LAY ERIMGH A,

4. MRFE, £ “BRE” " HHH, REUATHE:

o MATFHIE, MREFIET, WRHMANKAFAIHRITXGBHRE Fi#iE. EEREAMEENRE
F+, EERUTED:

- RERTFE—XARPETRIT . ORER, WERNNEFHZR—XHRBATHIT

- (RERTFEERNTRITXM. FREF, NUEHANMAFEERNATHIT .

- RERTFE—AHENTRITMH. MRER, NKERNEZAFHEARBLGEESNITRITI
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o FFEARYIE, RIFEIRENREA IR AN E. ERERA HH:MM, BYEEFREER XK,

o ZRETE, AWEREEREELEZAMNAEE, MEEIN HH:MM, KIEEREIFIE, RERBR
Rz, B iE)E T EERER X,

o RIS, ATFERESIURARN A SEESHERENATHRITX . RESHAFLETE. BREREN
SHIEMTIR. BXRWNAEALINENTA, BERAEASKETNAIRITX . IRLFERATHNE
BTN, NREREMRANATAXTHITXNS, TEXEXHREERSHET.

s BRENRER. AFEEHEEERENRAN#H—TT BIFE,
5. £ ‘O 9%, EREQESEMNNAFRZAFE, IRESINDEAFRERAPHBRYE, Eik B2,
e

o ERILERBEER Windows &R EIMRIHTTZ MER,
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o BELUERHE (ERIBMNZE) 2 EMN,
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6. %E—F_ﬁ%o

7. RITUTERF RIBEEL—TIHEERANRE, FERITRERNERE.
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WEM R &R T — &% AppinfoViewer WTH, AFMITHITXHFRBMUTEEUARESESR:
2HE. BENRE, NMREFEANETEERFaPRENNAEFRHEXER, WZIREEER,
B0, EEANAEFTE2IEN, JUERAZIAMNYAREFPRIEXES. ZITAUTREREX

e,

o BiZ. BABZNAMNNOXHSXHRNERZ, WEM RERETHITXHREEINNEF

AT Mo

o kK&, HEUTFR: XHhE. mamiBM. XHRH XEFRE. EREFEAFRET, EJURNE
5 (*)o WEM REBIRIERFEEESRAMN, MRNA, AP AUSTREERLHEESNRRIT .
o W, BEHEFMUUFIMER, 7 “FMAE" BOP, BAXGHEZHNEHEE, BT UER AppinfoViewer
TRMEERX AR FRPEIEEHRE. WEM RIBRANZ B FEENERATHITXF. Bit, BF

AILUETTSHEE X BRI AT HRIT o

8. BE ¢ REMNHEBHE,

HEMETHARITXSE GRS IERA RS N S SHRLENFTRITX . RESBAELERE EEFATH
IXHNATASY, AEAHERZREESHRERNSEIRA. NAXETAME TS,

RIQEAERIBETRITXHREREMMNE A FIRITXHE (F130 cmd.exe), ER

AL AR R R E RIS,

Image File
Windows Command Processor
Microsoft Corporation
Version: 6.2,14393.0

Build Time: Sat Jul 16 10:23:21 2016
Path:

C:\Windows\System32\omd. exe

Command line:

Explore

C:\Windows\system32iomd. exe fc ™C:\test.bat™ ™

Current directory:

C:

£ PMBY FERE, AURBAUTRE:

« /c ""C:\test.bat""

BRSIURAR AT test.bat, &
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REE “BE FEPARBAUTHE:
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RANDELRAF EIRPEFE—AS AN, AFRE RF DTN K. £ “RIEAN F0OH0, EFER
HORMUNNARKARA, AERE T “BE

RN FEFIRPER—NHS DN, AGERS RIF 85989 kR

BEOFREAAN  EUEHHFEEEROFRENREAMN, FAEMNEBSH BN XML X, ErILUER
R FRNEREEREESE.

BRMED, BERMERPRMN &0 AS. AXERENRSHNFEAEE, BSHAEX,
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RAMAN, FRIEEAESOPOXLEANERLFEESEFHMAN, THRAFERF L™ > WRIEA RN, &
K MEERI TR A AN, TRBIMNKE BopBIFFH I EERT UASHARER. EXERERASNFARES,
BESHEEX,
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B EEEA, EAUARLERF BmRANR, MEFELRUBINTRTX. XEAPRFAREIH M,
ARTEL T XREPEFUEERNRE!T, BAERYEMERXHF#ITERREN. 26, SHIA—NMET, EX
MNEEEANRE. WEM TEMARIGERRE, #ANREBREFZSIERFEDUMEZ. ORBEFE, WSHBREH,
HEREERRANIETX o

BRI EE R AR EHIAZERIESE B FRNFERA R, BRILARERF BITRANXHIZAFTIR, BAIA
FEMLEAP BTRARX 4RI LR,
BiRFERATUTERNXME: .exe. .msi. .bat. .cmd. .psl# .vbs,

AR
RINBERT, RENVAEFBTEITRELEXHS, #lE0, cmd.exe BFizf7.cmd Xf§, powershell.exe BFiz
17.psl xXff. EXLEBERT, BLEERRINT.
HE ‘e’ > ‘BREA B, BERUTER:
- BRBEREH. EHRTEABRATEE EFZETA L :

- EEFIFEBMIEEREMZE,
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PR, AFEARFAF BITRANXALIZATIIR, HAERILAFBTRANX IR LETIR,

- RiF. AAFRF BITRANXXHCIZAFTIR.
- 6%, NEMHILAR BITRANXGEIZELETR,

TRILRAT A TR (R

- i, ATHRENEFM.
- MiBR. ARIFEMBRIE TR,
- . AVFERMFM. ERILRIEREZ. EENAHEIRERFRIEEIRF M.

¢ RE. AFEERERENEFRNABREASANEMRE,

- MAFFHIE. MRED, FEERAFMHEATXHBEIFAE FH#HE,

- FHRETEl, AIFEHEEAEFIAN A B R KRR, BFEMETA HH:MM, B EIEFEFER X,

- ZREtE, AWEREEEELENABRRAFEE, BEERAAN HH:MM, MEERERE, T
IR BRAXLERMS, HEEFERENEX,

SDic. ATERBERREAFHSRAEANAFHBFE. BERFHDRLPMERFMNARA, BRE2ETE
FEFB AN, EEBR Pt ARHEMERAAMARANERT, EF2BEEEIFEER.

H IR A&

WEM X5 REAEXNEITERS. BXEFMES, BSHEZAIED.

pEiz A

RERREMEFIEEFRIERFARTRE U UMRHERZE IR EFHIZ, AILIBEEXKHEE, ARNEFHIZE
EAVFFIRFELIETIRFREIRMN, EERIZINEZR, BEREMBD

AR

o WIhEEUERA T Citrix B ARER,.

BTN IERE, HREATLR:
o —PHENR—FAMNNNR, WRAF—HEBEXZS NN, WREFEHITEERSMERIAN,
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HIZMMNE R T TERTFH AN, FIg0, EEXTUTREEFMAMN:
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- 0 1: Word F£$TF CMD,
- MW 2: BEAXATLFTH CMD,

EAXMEEAN, TIEMNBRELINE, HIEBEEFITH Word AEM Word RITHIEE R MIZE AT
F CMD,

DRI T RLER FHENRX FRXRATERER. EEARPOUMURFXRR, BFER “HEXZFESES TAN#H
TEINEE, BRHIERWISMIFMER, EBREIttps://docs.microsoft.com/en-us/sysinternals/downloads/
procmons

RGBT, FARIWETE Citrix Studio FFmigm VUEMAppCmd.exe MRIHITX #E1E. VUEMAp-
pCmd.exe R WEM RIBEB A AN AREFBZATERAEIRE, 7E Citrix Studio 1, ERIUTHE:

1. % “MRER F, EFNARER, FRFERPES BN, ARKE “UE" NHEH.
2. RARZLAPIRERS AN BEFNEEZ.

o EARITXHHNEBRRFTERT, BAUTRZA: <%ProgramFiles%>\Citrix\Workspace Environment
Management Agent\VUEMAppCmd.exe.

3. BABLITSHRLUEEEITANNBERF.

+ £ Command-Line 2 & T, BAE&ET VUEMAppCmd.exe AN BIEFRTERZ, 10
ERFOATE, ERESZAEFNGSTEEENSISF,

o flg0, RigiEEEs VUEMAppCmd.exe E5) iexplore.exe, EaILUEIE BN TS RKAITILRE:
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BEEZIMEERIEEA, EREESaNEITEN LFER AppInfoViewer TR SEBAZINGE, (ZTAMNTHERE
XHRH,) SREAZIRBARERZMEN, BFEENRDITEN. BRALINEE, SAEARKNHNIEGE
HmEMAETEL,

ERLHERRENEHITERTERR, HITARETEN LN EHREES. IREEUTEMERD, WEHiZ)
fE:
« 32 OS

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_Dlls\WEM
Hook

o 64 {IIRERS

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D1lls\WEM
Hook

- HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\CtxHook\AppInit_D1lls
\WEM Hook
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9. B8 ¥ UEEFHIZKE,
10. BITUTE—RIE, NEANFHIZEX AWTIRIHELETR.
a) MIEBAREFMNAE, ARRE Fl. LEEER F#E &0,
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Citrix Workspace Environment Management

About
e — &) Configuration Set| Default Site -| e & Bacuwp
5 Connect elete
a Create ? Restore || Quick Start
Glo : =
[z Disconnect @ Edit Refresh % Migrate
. Sen I (e} [} [}
I Administration I FERLE l
i % Administrators aaetincogg
I & Lsars Site: Start From: End On: [ —
= [[Al sites] -] [1ye/2021 - [11/18/2021 <] | aelyriter | | Clear Fiter
| 25 Agents
[— Message Contains: Actions: Machine: —_
Loggi
[Mhdntaagian | | [0 Actons] = |
r - | [all Actions] — =
Type Time Action Regisiration Message
EXE elevation control
M5] elevation control
| Adtions
| Filters

[} Assignments

= System Optimization

| Policies and Profiles

] security

| Active Directory Objects

[__| Transformer Settings

[ | Advanced Settings

(I Administration :

. — - Export Log -  Refresh Log |‘ || Clear Log
.| Monitoring

€ Current access level : Global Full Access |22

Active Directory s1&

October 26,2023

fERXERE N MIEE &% E Workspace Environment Management (WEM) EERIAF. HEN. AFALR
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2R 12 /085, MREBA, WET 120889 (EF/TF). RIAMERT, FIREFIA 24 /NBTedHh,

ERNAEFER. MREA, WET— 1 EIR, EHEE%E Workspace Environment Management 43 E2#I
R RBERF.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 177



Workspace Environment Management 2305

BofBNAEFER. MREA, NAEFEREAEANBMEREEC,.
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« <WEM agent 1dinstallation folder path>AgentConfigurationUtility.
exe switch -o --server <server name> --agentport <port number> --
syncport <port number>

« <WEM agent installation folder path>AgentConfigurationUtility.exe
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Workspace Environment Management B2 X5 2R/52HRNLERIEEERA S LRI EEET .

Qi EEGRIUEERENMZRG, BRETEEEMRE. RALRTE2NANRNERRIREER T REEIIEIERL
T+

RIEE RREERAEFUT IS MURE:

121FEIRE TSR BEIRIR(F,

RFEESLULIE. EENSECIRIF. SN FEHRIBMPRENE.

fmites EE AP UGB EEF NN, SIEREEETARIBM PRI ECHIN BER L IEEERRIAN.
HEEER LR RIES AP %A,

ARLAEFEERAUEEARALAREFRE (CPU. RAM MI#EEE),

RESFECE X EER T BRI E X IRE,

RENAFEER JUERENAATIRPAN. RKENRFAFX4E. EEERFREERSTEREIRIFEEENER
1RIFBIA P,

RIEFEE AU EERIREFIRE
BRREEERAUEESAIRE (BANERRELE. BRRFS).
L2 EERALUARZ 2RI ~HRIFEE .

RE. WREENEENEFA/ARERERER. 2HGE, BP/MR 2% MK Workspace Environment
Management €325, HETaEEAERIZH S,

LR, WFERANRE, BRMELERRAFPERH,
MRBERT2REER, WREAUTEHS:
SR E . BTILERMIZHERS EERINEIBENFTE Workspace Environment Management i1 (BRBE).

BEA. ERIETEIRIEER Workspace Environment Management i (B2B%) BRILEER. ZHE,
AR/ BFRBARZIESNEER, RLTELEZiER,

AR, MIEZTLEMIEHERS S Workspace Environment Management ihs (BRE%) ERFHERF /A
AR PRER B

RR

B TEXER Workspace Environment Management BEM4iHE R
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SFItER

TR REAREEY EER I SIEFEN AP HEE.

BAFEE, ErEhdmts (BEE) MFrGs (BE%) R Workspace Environment Management i8]
MR 28, TRTEE 24 /)7L BB AT,

BRHLER. XEETE5LFMLR (BEE) XENMERFNERER, S DREERE. DRERITENSZ
MURSERELR (Ul 5 CMD) fhRA, EEILUGERA Find RIBXXAF R BZEMY D fMiksx,

(&3

kT 2B * Workspace Environment Management SEFHRENSAITHE B

SZitER
71 27~ Workspace Environment Management #kiEE+i2 ®# Workspace Environment Management
RIEBAVHE,

REFHE, ETHYUNREENFAEREERFRE T Workspace Environment Management #aIERI IR 28K,
ERIRE TR E 24 /NN LB B MR RES,

REFLIRER. ERERRESIMNMERENERER, S8 DREENE. DRIEENISEBRTRURRERA,
ERILMER “&R” RBIF D fMikyIR.

ERSRETIF, UTERRT LRRIEEES Workspace Environment Management $iBER S HILZE R
o Y (EETCER) . RAERESHT), BFERERELHEEREHE,.
o KA (BSER) . RERFEEHT. AFEKFR, RERTERRIRSAEERETH S,
o K (XEIR) . FrEREFEM.

£ “Profile Management iz TR I, EEIUEFEEFH Profile Management BIEITHRR.

Profile Management Z{T R RSEENRE TN LRTEDRERE, UHERSTUREAXNEERERS
B, SAUEEXERENER, UBESMETN LNEBE XGRS ERE (%systemroot%\temp\
UpmConfigCheckOutput.xml), ttIipaEEXREER WEM RIEBENRS Boh S RITRENE, BEFHH
TRERE, FESEEFAPABEETEENRIE, REELTEREFTEERF Profile Management B2 &0
B, SARSHRELRLE— MRS, BEERRS, BEE FIHF. Profile Management 17K 5189 E
IR T A% Profile Management (i/TIRRM—RIES:

« RiF (8%MMCEMT). & Profile Management R

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 191



Workspace Environment Management 2305

o BE (ZATRINSER). 41 Profile Management BIRIEARIRE, RGBT e mEREthEA Profile
Management BB F &L, XMREFR—EERERITIRGE,

. 8% (XE#R), &= Profile Management BeER1EH, 3 Profile Management A E®IE T,
o RAIA (ASE#FR) . KEFHKBHA Profile Management B,
MRRSHEERRIREHAER, HERONEZIBRIBEA, BEHER Citrix AZR.

EREERIR, UTERRRAEERENEIERIESITHE S L% E) Workspace Environment Management
HiEE, REATFENRS. =A5FRETARBLFHIRES.

o Bl (BEATICERT)

BRI EARIIER. AT M Workspace Environment Management #EESHRIBRT AR, MERAFHN ERER
BYEIET 24 /By, MIAERZAYIE R HR.

MEEARIE, AT MmEEEERIRIE,

RIFTARIZ  RIFAIZET, E¥ S EMER RS 8B 15 ERtiS AR SS 231812 Workspace Environment Management
HUREIIE B ENARIR,

1. BERIFUEHRREYIR,
2. FEPXRER, ©EF R IERAE,

E TR E AR

RIFER. MAREAMESE (WEM BEESUEFENRIEREIEX) BRI, RFEFSERERMEESEMIRERSE
Z

RIFFREENIEE, NARERSIZE. XEGEAESRILE. MHEE. REEFSENEMIERR 2ENIZE,
RIF TEXRIE, BRFSRRERNAT WEM 18, XLERFEEMSEIREIS. FTEW. NREFS,
BE.

+ % Workspace Agent :ET(UERATFE Ul X TEIEIINRE (FEHRELRF BoRERMAE
&), 1 CMD #XTF, ZEm&HATFHE,
o HIEFMBEIRBE T LRI, FLGE (fla0, HFIREMARIKILE) XERBIRERINMNA,

EHAIHER. BRI IR LRI EMIRARSS,

EE Profile Management i 8. EMEIMREGFHERXKMNEZIZE, R Profile Management i& & F
BT ENNIE, BREEE Profile Management 188, EoIscEEH T RIFT A ReFELETNT AT A
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} =r

AR
NRE WEM EEEFI 8B EE Profile Management iR B/, LGB RWATRIE, 1521W CTX219086
LASRERARIR T 7o
EE& Microsoft USV i8¢ &, BMRIMREGHEMXBNREILE. MR USVIRBERNATENRRE, FeE
EE Microsoft Uv i &, AFEE R,

R Profile Management R2Ei0ZE, WRBENRITRSLE, UHER Profile Management 2&#177
EERE,

il

HIPRIER. BRAMBIEEPRBFAELER, NREENDLTENRS, NETEETARKE,
BERMF. AFKBTEMREAITTEN LHFE SIRIEEXIEMRTCREE D N2,
212 Citrix Optimizer, BN ATRIE, LUEST Citrix Optimizer & BFr A E 2 BN Ko

AR
B REIEEFIERH Workspace Environment Management RIBHY AR

BE:

RIEBLIUR B — P ECEEEM

RETUTER:
HENRM, BTRERNITENNET.
RS REENEAREAERTS, HERMUTRBET, RHEEXEMHIRKEIFAEE

REBFAPEIEMER. BMIZHERSBLEWRIMEAENERNER (BES), ARRERAEIEALR (BE
%)

REBEE—NER. BMIRERSSEEMZEANAERECENSIHENEXNRE (BEE).
RERBER SN AR, BISHRS BT EFMEAENLR (BES), EAREREIZ LR BEE).

fRREMEAIR ;B
+ 45%8 Active Directory BxgEt) GHEM. HEWNAF OU ZEINXR)
HE

« #wi8 Workspace Environment Management BR&EH (EEEEHIGH Active Directory 33580 H) ,
MUETBENIPE— ibm (BBES).

HITXLEEN G, ERAEMISMERSSERHAE,
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AEIER

EiE

LEETF 2R EIBESH “Workspace Environment Management” i&BFrBIFFEBRMTIR. BRIMERT,
BEATFRETRS, BRFHRIFHES L.

WIRET, XEETAFERER (BEE) MNEMEETEES.

SHAE, SHER XLS B

RIFESE. m#BEE.

5%"?51&\0 /ﬁB?FﬁEEEE%E’JE/L‘\o g%/f;ﬁﬂlﬁo /ﬁB?EIL:\K?_%ﬁEILA ;ﬁﬂﬂ_/l\$f¢, *EI‘/—.TTE;TEEElttE:éVEO lﬂ:iﬁlﬁ12
ERT2RT2IFREER,

(e

LEEBEF T % Workspace Environment Management ({IEFRAIVFIE BN, E8E RIFZAT, ZBEEER
BUHIETE,

WIEET, XERMAFERLR (BESE) MBREEITIERT.

SHAE, SHER XLS B

RIFBE. RIHAE.

AREE. BRAEEEENAS. XTEHH. BHRASIEMBSTRN—1EN, ERETMLEERME. RN
BERTERTENEER,

L)

October 26,2023
XETTHESEANARERNITENSISRE. BRUUEHER SH ERSE.

(S1=Fi
SHERRSG. EEILMESNAERPNESAERMNEHE, BRIURERENER, URSFAIE, ETeMeE
EBTBRNRERERE,

SHEMRG. ERIILERNAERENESHBHRERE, ERIUREENER, URFFALE, EREMR
GRERE =Rl
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BFiE%

EREBHRE. MRSETEENBRASKNEAERED, BRAUNEERNENEFIUEEFANE.
BEiEERE, kS ETEENBRASRNBEEHES . EALNGEERNETENUEEFANE,

RERE, HREERSNIHARERFEEIINERORESNES AT, ETUNEESMRELBEUETEIFAN
B

ARMiRERS

BRiRE. EREAFEEEFEERNBRABTBAFRNERES. ERUNEEMERURFTFANE.
RERS. EREATFEEEEENBRABMIENBHESE, ERIURESMHERURSFARE,

EEXHBEIE

LEIhEERT 455N Profile Management #1 FSLogix MERE XA LS. EIRMETEXEEXHARNERFER B RIHUE.
FERREXHRRNSTERE. KNEI8 R IE,

ERLTIRER U EEREN 4 ARNTEFERER, HARESHREXHBRTALEE TIENRH,

B

N

BERNEFE:

« BEANTE. ZMNEXRERTEEXARHEEENBRANTEIERE .

¢ DERS. ANNERET T AEEENERARINSIEMNEEXHRSRNER,
EEMNER (FIW, RE6X) &, BEF “BIF UMRLERIIRH.

LERAZEAT (GB) By AE, AFERA—INEHE, BIZHEDTRREEXHERNTEFEREMNAKS. BAEE
o

ERZENTF (GB) AR, AFRA—HE, KTFZAETSREXHARNTEEAEN AR BAEER,
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o BEELSTATREE,
o EESHENREERS, B4 “BHtLERTEERINBIH.
« EBETEHENRRES, M THREZENTEERARIIAN B

REXHESRE

ETEENERNEEXHBRIVRSIERIIR. EENER (FliN, 3X6X) &, BE R LHEUMEER.

G LU & Fritic RFTB B SRV IERSE. XHEATLILETRAFNESRS. BEXILERN, BABETRTIER,
REERE R, RIMIRESFE—RIIES. B%, ASRUMREFIXBENAEEN. MRAEENLEEERS
2, WAERREWES, ARRESKSBEXNHE. ARG, ERKRENKIEERRNNMNCER. BRSTES
—EBYiEl, B AT BRHEUETRRENER.

RE FIERERRSNEIRABMES. BXBIEABEMNES, E25H Microsoft 3x# https://docs.microso
ft.com/en-us/fslogix/fslogix-error-codes-reference,

[Ty
- g=print

XLERMAVFEEFIRSHEMNIER. EEJLISERE BrnidiE M ZRedE (LRSI, BFXHEDIERR
HiE,

CMD 71 Ul {Rz{ FRIAEE

October 26, 2023
Workspace Environment Management {E2aT i 7E CMD #&==(# Ul #xX Fi51T.

RAERENEERMIETH, FJLUEHZE CMD RRXEE Ul X TRHAE, Hit, #HER EBizHe > 5Rig
B> E > TRERNF ENRELRIRE, BXFAER, BEHA sHLE,

MRARRERENTEERNBEET, WE (BEERIELAF) JUERETEN LU CMD &5 Ul #:XE51
B, Aitt, BEMENEREXHRHATTRUTRH.exe X!

+ VUEMCmdAgent.exe. 2iF&7E CMD X i THE,

« VUEMUIAgent.exe. 2iF47E Ul X TiiTIE,
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CMD = Ul X Z BRI X 5!

F CMD &=, FEEUTEEEM:
« ERNB#IEITH, CMD BREETe<LRTM. CMD RXEREBEE .
o @iy, CMD BXEHF SRR ERATFRE, XL FEERKENR. TN, NAEFS.
« B, CMD #BXARZHHEManL1TiRFo
XF UL, HFEU T EESI:
o ERIEETH, UIRRXSETRERDIRR.
o Ul RUR] LA (LU
- RO AERF. BTEEDRLENNABERF.

- BRER. AWEITAREERIR, EMER B “BEiEHg” > “SRikE” > “BRREAED
M > FEAER” &L ‘BRESHER . AXESZER, FER BHEET,

- BB, BT “EERFE ITRAUEEEERRTEENERF.

ILETERBR “AFAFEEERGE” > “BRIEE” > “UIREBEMEL” > ‘Ul RIBRI ENF EEFE
'ﬂ;o ﬁ*ﬁém'fm Sy 1523'% Ul Ttiiﬁlﬁ

- BENARR. BT “EENAER TEXREENAER.

IATEREA “ARBPEEERE" > “BARE > U KB > ‘Ul RIBAT T+ F B2
ﬁﬁ*_:Er_o ﬁ;&‘ﬁéémfm S ¥) 1@%"% Ul T‘Eiiﬁ:[)ﬁ\o

- BIRTENNl. BTFHF “EEITENN” TRURERAFTENNFHELITENE kD,

IBEMERBA “AFAFPESEREE” > “BRIEE” > ‘Ul KEMER > “UI BRI EN-R EEEIT
Er-l*ﬂm ﬁ*ﬁémfm ) 1ﬁ%|ﬁ| Ul 'Ttiiﬁilﬁ

- R, RIEAIE, BRAFERNRENATAE, XEREEEMKZIREE. T, NAEFS.
- #Bl, AWFEITHA— ML, BT R LS REEE,

HEEMFEEERTF G > SRIRE > Ul TR HMEW > BB ETUET -~ LIS ERBEHEIRIE. BXESE
B, 1B5H FEE 5%,

- XF. EREXAERENER.
- B, AFERANE,

EEERMEUKREENBEFMITEN, TUEEERUTIE (EREBREXHRTTR), mEEE Ul BXTER
1RI2:

+ ResetActionsUtil.exe. BFTAEEREIE,
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« AppsMgmtUtil.exe. BT HF “EBNARERF" I

+ PrnsMgmtUtil.exe. BT “EIBITEIN” TH,

CMD Rz Ul B2 E R EEXH!:

« CMD RERAIKRE, ARRE. EFILE WEM £32ARss (Citrix WEM RIEBEHARSH Citrix WEM AR &
FIRS3) ERENERENER (Fli0, ERHENER) Bo) CMD R, MAELE, EERAIUFHEA CMD

R,

o Ul RIS 4517, Citrix WEM RIEBENRSBRSELAFR REAE, Ul KIEARELAF REEBRSED,

HKIMNBNEBRFEFshBE Ul K.
AE:

REEAE2IERRBSEST CMD RIBF Ul 112,

BRI ER MR

October 26, 2023

LA iESIE R VEFE Windows FiEE I :

INMEFBTR
1RAERL

EETH

BEnER
EWIRGIRE
BitLocker Ixzheg e
EPAE
RiEEES

SECEIEN IR
BRINER

Device Manager
& MFTENH

SN

BHSEE R
Microsoft.ActionCenter
Microsoft.AdministrativeTools
Microsoft.AutoPlay
Microsoft.BiometricDevices
Microsoft.BitLockerDriveEncryption
Microsoft.ColorManagement
Microsoft.CredentialManager
Microsoft.DateAndTime
Microsoft.DefaultPrograms
Microsoft.DeviceManager
Microsoft.DevicesAndPrinters

Microsoft.Display
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ZZyNvI L
REZS
XHHEIRR
Pl Svian
FIR
HKEEH
25| %Em
AR ¥4
Internet s&1
iSCSI [Bzhas
iSNS ARs32%

EEdEy

EE

EIRE

BRAR
MPIOConfiguration
RIZEFIHEZ 0

BHIX I E R

RITER b
MEKIRE
BIEFI AR AR A 25
BRI

1EFEAIINEE

mE

HIB X I
RemoteApp and Desktop %%

==z
=]

=]

Microsoft.EaseOfAccessCenter
Microsoft.ParentalControls
Microsoft.FileHistory
Microsoft.FolderOptions
Microsoft.Fonts
Microsoft.HomeGroup
Microsoft.IndexingOptions
Microsoft.Infrared
Microsoft.InternetOptions
Microsoft.iSCSlInitiator
Microsoft.iSNSServer
Microsoft.Keyboard
Microsoft.Language
Microsoft.LocationSettings
Microsoft.Mouse
Microsoft.MPIOConfiguration
Microsoft.NetworkAndSharingCenter
Microsoft.NotificationArealcons
Microsoft.PenAndTouch
Microsoft.Personalization
Microsoft.PhoneAndModem
Microsoft.PowerOptions
Microsoft.ProgramsAndFeatures
Microsoft.Recovery
Microsoft.RegionAndLanguage
Microsoft.RemoteAppAndDesktopConnections
Microsoft.Sound
Microsoft.SpeechRecognition

Microsoft.StorageSpaces
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CkiZalv

R4

FiREBMIRE
ESENSM
HEHBR
TSApplnstall

P KA

Windows Anytime 74k
Windows Defender
Windows Bk
Windows #apiy
Windows To Go
Windows Update
TEX R

October 26,2023

Microsoft.SyncCenter
Microsoft.System
Microsoft.TabletPCSettings
Microsoft.Taskbar
Microsoft.Troubleshooting
Microsoft.TSApplnstall
Microsoft.UserAccounts
Microsoft.WindowsAnytimeUpgrade
Microsoft.WindowsDefender
Microsoft.WindowsFirewall
Microsoft.MobilityCenter
Microsoft.PortableWorkspaceCreator
Microsoft.WindowsUpdate
Microsoft.WorkFolders

&8 LUE T Workspace Environment Management i fEhERzhAS < ERIEE ETHIIIEE,

AILTE L TR EAES .
. NAREF

- ERRENAEFFEINBREFER:

- AN/ XHREARBREFEE: BiF
- £/ URL fEANARERFEE: HRiES URL

- Bt

o FTENH

- B

TEERMSHK
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MERIXEHER

- BRREMESTEMR
o EPIIRTHER
- BRRE
o MR
- BiRRE. BREFMNBERE
AR

BMEFRAXFTRTET B, MREEMIMIEE, Sl NSTEZTEATIME.

- WOABM
o Ini et
- BARRE. BiRES. BfERMAMERE
AR
BirEts. BRERMABEMEFRASREEY B, MREERFREE, ST ERTETIRE,
o SMNEBAESS
- BENSH
o XHRGFIRIE
- RREMERRE
o RERIERMG

- Tfl: % Active Directory BHICEERZM4HEE: XA Active Directory BIHMITERLER

ot

AR

BXTmEFHZIFFROTEIIR, BESRMEFMIISZRETIR
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FATERIR(F

B, BREEMAPIRIEF R RRRSTIREBR BN AR, Workspace Environment Management ({324#%

BTSRRI
st

#Left(string,length)#
#Right(string,length)#

#Truncate(string,length)#

&Trim(string)&

&RemoveSpaces(string)&

&Expand(string)&

$Split(string,[splitter],index)$

#Mid(string,startindex)#

IMid(string,startindex,length)!

AR

REZEMEE HENF .

REAMIEEHRENF .

MRFFAFBRNKENTFHEFTHEEK
B, NREIENFRTH, MRFHIH
HKEATHEEKE, MEOEMNE
EHENFT.
WFF=FT R PRERISTRMERES
%o

IFR=F 15 R BIFE =180

MRFHBEE U IFRMIFIREE
g2, WRzZE,

WRIEA [ EENFDBRBFHRIFD
BFFiE, FREIRSIFFAS.
MFRFEPIVEERSIFE, HiR[E
HGBPmEF.
MFRFBRPIIEERSIFFE, FHik[E

B EHF T,

ISubstring(string,startindex,length\ FrF BB EZRS I FFEA, FiRME

#Mod(string,length)#

AR

EEHENFTT.
RFHFBRBRUKEHREIRE. FF
BB R IR B

Tl

#Left(abcdef,2)#:&E ab

#Right(abcdef,2) # &M@
ef

#Truncate(abcdef,3)#iR
B abc

&Trim( a b c )&;E[E
abc

&RemoveSpaces( a b ¢
)&iE[E abc

&Expand (%userprofile
%\destop)&i&ME]
C:\Users\Jill\desktop
$Split(abc-def-hij
»[=1,2)$&E hij

#Mid (abcdef,2) # g
cdef
IMid(abcdef,1,2) ! &M@
bc

!Substring(abcdef
,1,2) ig[E bc

#Mod (7,3) #i&[E 1

o« FIFRIBEHLZEHSHREM Active Directory BMBI 5, 0: #Left ([ADAttribute
:NAME] ,2)#, H, Yaiid AP NZ#MEM Administrator i@ Ad, $Split(##
ClientIPAddress##,[\.],2)$i&[E 157,
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« IMid(string,startindex,length)! #1 !Substring(string,startindex,
length) ! RERRREHIT.

HSIE
RETEE—MENRINEE, IZETE Workspace Environment Management B, LUFRBIEEA T a0 ER
MR

BEN.ini X4, ST LTE .ini XK R ER Y%UserName%, 74/ Workspace Environment Management
WEBEZXHHBAREZBR. B2, ¥d Workspace Environment Management £ .ini 2855 \WEEME
. ERIREFEMFE LS N %UserName%, siESH ENE.

NTIREREY, ##UserName## (EARHEREEE, HitER %UserName% £ — MERIMMFEEAE, R
i@ ##UserName## 5\ EBHE,

BXRG, BERTR:

by BiBA ANt

##UserNamet## BREY BHIFRTE Jill
“Yousername%”

##UserProfile## RE BNIFIELT = C:\Users\Jill
“Y%userprofile%”

##FullUserNamet# iR[5] Active Directory AP #2  Jill Chou
k=

##Userlnitials## iR[E] Active Directory mpyEF&  JC
EEZSES

##UserAppData## IR [EFFR S R SEPRES S - C:\Users\Jill\AppData\Roaming
RoamingAppData

##UserPersonal## IR [EFFRI B PRER R - C:\Users\Jill\Documents
Documents

##UserDocuments## IR [EFFRR S Y SEPRER1F - C:\Users\Jill\Documents
Documents

##UserDesktopi## IR [EFERI MBI L PRER TR - C:\Users\Jill\Desktop
Desktop

##UserFavorites## IR [BIFFRR S RV SEPRER 1F - C:\Users\Jill\Favorites
Favorites

##UserTemplates## IR [E4FFR A KL PRERE - C:\Users\Jill\AppData\Roaming\Microsoft\W
Templates

##UserStartMenu## R[EFFHR A FHISLFRER R - C:\Users\Jill\AppData\Roaming\Microsoft\W
StartMenu Menu
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&=

##UserStartMenuPrograms##

##UserLocalAppData##

##UserMusic##
##UserPictures##

##UserVideos##
##UserDownloads##

##UserLinks##
##UserContacts##

##UserSearches##

##Hcommonprograms##

##ComputerName##
##ClientName##
##ClientIPAddress##
##pAddress#i#

##ADSite##

##DefaultRegValue##
##UserLDAPPath##

##VUEMAgentFolder##

##RDSSession|D##
##RDSSessionNamet##
##ClientRemoteOS##

iR

IR B4R X A SEFRERF -
Programs

IR B4R X KA SEFRER1F -
LocalAppData

IR [ERFIR S 4 KA LPRER TR - Music
IR [ R EFRERIZ -
Pictures

IR EI4FER S KL PRES 12 - Videos
IR [EHFFR X R EFRER1Z -
Downloads

R [EIHFER S Y SEPRER 12 - Links
IR [EFFR X R EFRERIZ -
Contacts

IR B R EFRERTZ -
SavedSearches

IR [EHFFR X R EFRERTZ -
CommonPrograms
IRETENAER

R[EZ A imiT B E R

REIE iR EALY P sthit
R[ETENBY P sthit
iR

REITENFRER Active Directory
BhE

R[] Y5 P B ME— R DR

IRERIE HFK

REZERERIE ID
REZERERIER M

RO A FERE EIM S ET B
RFRSE

o

Tl

C:\Users\Jill\AppData\Roaming\Microsoft\W
Menu\Programs
C:\Users\Jill\AppData\Local

C:\Users\Jill\Music
C:\Users\Jill\Pictures

C:\Users\Jill\Videos
C:\Users\Jill\Downloads

C:\Users\Jill\Links
C:\Users\Jill\Contacts

C:\Users\Jill\Searches

C:\ProgramData\Microsoft\Windows\Start
Menu\Programs
WIN10OEN-LR3B66L

W2K16ST-51528JP
10.150.153.138
10.150.153.213
NKG

REBIRE] string.Empty

CN=Jill Chou,0U=User Ac-
counts,0OU=APAC,DC=citrite,DC=net
C:\Program Files
(x86)\Citrix\Workspace
Environment Management

Agent

2

RDP-Tcp#72

Windows
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R AR BNl

##ClientOSInfos## REHEHBRMERAER Windows 10 Enterprise 64 {ii

Hash-tag ##UserScreenCaptureComment## SCiE A F = RBRESS. WATEAIUEARE 8488 > VIR
B > BRI TR B FHARIRT, MREEERSARREHRLARFTNREEETS, WeRARE
—ERFR. R B S EXFFE FEHGRER TSR ET L FEIRFRIRPHME,

Active Directory Bt

Z#H Active Directory B, WEM =35 [ADAttribute:attrName] &% 948x# Active Directory B4,
[ADAttribute:attrName] 24F{@ Active Directory BMMEIEIFIE. B—MAXHMESS, ATRERETEREMN
=N

TFAFALAEA (OU) &1, WEM ¥ [UserParentOU:level] {& &% 548 %89 Active Directory OU % #5,
Active Directory #8122 Active Directory FRE9ZEZ B P12 (LDAP), [UserParentOU:level] 2EFH—
=

Blan, BIREBAAFEERN OU MEMKIRENES. o LUFERAMEIREIREPHNEE S [UserParentOU:level]
RENSHETAFE OU, BRI AT UERTIASSHE:

o BEERRIRENERZPEA [UserParentOU:level] sha< ke, Fla0, EaLERUTREZ: \\Server)
Share\ [UserParentOU:0]\.

s HEBE—IMB AN OUMKIETE, ABFHEMEIZRENR [UserParentOU:0], ARG, ErALUSIRENSMET A
\\Server\Share\\%0U%\.

} =r

AR

o AILUEHEFE 07 BinAhS5EER OU ST MRS IMEXT R AT
o EWRILIKBZEMMIBER, EZRITIRGE, BHERERES OU 15 ARSI KEM,

TR R LA Active Directory BI#1TTHIE, £ BIE > ke > {4 > MEKHTIR ETRLE, B FNE, &
LUTH “TEmmiEsie” 80, 7 “WMEMEERM §09F, ERIUERS Active Directory /B 14K BXHI LA T U iE
FfFER:

« Active Directory B4$ITE2
« Active Directory ¢AITEZ

« Active Directory B8 ITER
« Active Directory uh s ITE2

33F Active Directory B4 ILES, mh&FRIEH [ADAttribute:attrName]s.
B SHERI AT Active Directory AAILER, RAZEHLEATREAMRZ 7.
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33F Active Directory BR1ZILED, 5528 LDAP BREMNESShER ##UserLDAPPath##,
S$F Active Directory ik ILE2, zhS<HER ##ADSIte##,

BXRG, FERTR:

=R i8R ANl

[ADAttribute:attrName] R[EIH AP IIEERE S [ADAttribute:name] &E
Administrator

[PrinterAttribute:printername|attrMamtEiE S TENH A IS E B 1% [PrinterAttribute:printerljname]
iR[E printerl

[UserParentOU: level] R[EEFTAFBIR OU BtsEHS! CN=3Ji1l Chou,0OU=User

Accounts,OU=APAC,DC=
citrite,DC=net ##
[UserParentOU: 1] &[4
APAC

AR
AERAEMTR, WEM £% [RegistryValue:<Registry path>] EERABRAEMERME Fla0, AU
FBEUTE:

+ [RegistryValue:HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host\AgentLocation]

XML x4

FER XML 3, WEM 2% [GetXmlValue:<XML path>|<tag name>] @& XML Xhaoss
EATICE. XML BBEAILUERFRERE, USRI ARENTIETE, DIEIRETERY% EE. g0, aLEEE L
TE:

+ [GetXmlValue:C:\citrix\test.xml|summary]
+ [GetXmlValue:%xmlpath%|summary]

INI x4

R EMB.ini X%, WEM £ % [GetIniValue:<INI path>|<section name in the .dni
file>|<key name in the .ini.file>] BfAEE, INl BRETURLRERE, Al IBBITHE
REOFRTE, UIRIFREER% E. fla, FTLEEUTE:
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+ [GetIniValue:C:\citrix\test.ini|PLD_POOL_LIC_NODE_0_0|LicExpTime] =%
+ [GetlIniValue:%inipath%|PLD_POOL_LIC_NODE_0_O|LicExpTime]

EZER
WIER ARSI

TRIETREFHRE, HRERCEERISHE S,

WoRgs MiE UGS
THEN B FRTAS - =
ClientName Tfg - =
285 KLy UM T S z
EAEREILE 2 z
WMI Z 45 RITAD - z
XenApp & #RILED - =
XenApp Xig&FRITE - =
XenDesktop 1% FRILED - =
XenDesktop S & #RILED - z
Active Directory B4 It = =
BIRSHEET IR 3 =
TTEN B MRAILAD - =
7% ClientName [fg - =
TIRE T ST S =
FTAMRE LA 2 =
% WMI &4 RITE - =
XenApp & #FARLTE - =
XenApp Xig& FFAILE - =
XenDesktop & ¥R ILER - =
XenDesktop s2E4H & FARILAD - =
3%%& Active Directory B4 ITE = =
BEERETIRSD = z
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WRAER MiE ILEEZER
S {ELES I~ 3
TS EILE I~ =
X R A< ILED = =
BB hiR A ILED = =
R Lidl: A= - =
BMETIRSP = =3
BMATETIRF = =
XXX RIFE - =
XX RAFE - =
MBI EEMRE

October 26, 2023

AXNET 5 Workspace Environment Management siyifiE g B8 X B AR E,
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About

@ Current Site| Default Site
ﬁ Create
&) Edit

Start Menu |20 ore Co = HVD Tuning

| Environmental Setting Management

|r9 Environmental Settings
Q Microsoft USV Settings

[#] Process Environmental Settings Exclude Administrators

| User Interface: Start Menu
Hide Common Programs Hide Windows Update Force Logoff Button

gl Citrix UPM Settings

YMware Persona Settings
Remove Run from Start Menu Lock Taskbar Turn Off Notification Area Cleanup

Hide Administrative Tools Hide System Clock Turn Off Personalized Menus
Hide Help Hide Devices and Printers Clear Recent Programs List

Hide Find Hide Turn Off Computer

| User Interface: Appearance
| ﬁ Actions set Specific Theme File Set Background Color

I ﬁ Filters ! Yawindir YeYyesources\Themes\aero. theme | I Grzy

I Assignments 1 Set Spedfic Visual Style

I ﬁ System Optimization i %ewindir % \resources \Themes\Aero\aero. msstyles

rﬁ-ﬂhes and Profiles Set Wallpaper

I ﬁ Configured Users ! |

- [ Transformer Settings |

- [ Advanced Settings

- [ Administration

I Monitoring

¥ Connected to : LABBROD1

(SE gk

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB NoCommonGroups

(EE3is DWORD

EEANE 1

2RE 0

IEfERbE RIZEAEBARSS

MFHIEREBRRIFRIETT

KRR HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EEZE NoRun
EEFit] DWORD
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MFESE e iRRIETT

ERBNE 1

2HE 0

IETERE RIERBNRS

REEET A

REEA HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer'
BERFF Start_AdminToolsRoot

(et DWORD

BEEENE 0

THE 1

IETERbE RIEBRBNRS

[SE=g30]

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB NoSMHelp

EE-Fit] DWORD

EEENE 1

THE 0

IETERbE RIBABNRS

feEE

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI NoFind

EEit] DWORD

ERBANE 1

ZHRE 0
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[(SEa5%5

IETERNE RIZFRBIARSS

pafl Windows Bt

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BERFF NoWindowsUpdate

(EEis DWORD

ERANE 1

2HE 0

EfERME REFRBRS

BEMESI=

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB LockTaskbar

EEd DWORD

ERANE 1

HRE 0

IEfEAM B RIHIARSS

PR RGBT 5

RE=H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI HideClock

(EE3is DWORD

ERANE 1

ZRE 0

IEfERME REBFRBRS
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RIS EMITENMN,

RER HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer'
EEZ Start_ShowPrinters

EEgi] DWORD

BERBNE 0

BHRE 1

IETERbE RIEBEBNRS

FeiE X T B,

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EEZE NoClose

EEFit] DWORD

ERBNE 1

2HE 0

IETERE RIEBBABNRS

SR IR

REREA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
ERHR ForceStartMenuLogoff

EESit] DWORD

BEEENE 1

THE 0

IETERbE RIEBRBNRS

KABHX I EE

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
E&FR NoAutoTrayNotify
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X IFE X AR

EEFit] DWORD

ERBNE 1

2HE 0

IETERE EREMIRS

KA S

REEA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BERFF BEEXNE

EEis] DWORD

ERANE 0

T HE 1

IETERbE BEREMIRS

BERRIANERTIR

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB ClearRecentProgForNewUserInStartMenu

EE-Fit] DWORD

ERANE 1

THE 0

IETERbE BEREMIRS

REREFAXHY

REA HKCU\Software\Policies\Microsoft\Windows\Personalization
BRI ThemeFile

EEit] REG_SZ

ERRANE EHIEPIEENRE
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BESTE T

2RE BEREE

IErERbEE ERERS

RELSOE

REZA HKCU\Control Panel\Colors

EE= B&

EES REG_SZ

BEERANE EiEmEE (RGB)

2RE BEREE, NRAFEENE, WA000
IEfER R RIBAANIRS

RERNEMIER

REZH HKCU\Software\Policies\Microsoft\Windows\Personalization
EE=E SetVisualStyle

EEid] REG_SZ

EERANE =8 PIEEHERE

2RE BREE

EfERE ERITHIARS

GEEL

REZH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
[EEZE BE4R

EESid] REG_SzZ

EERNE EHlaPiIEEERE

2RE BEREE

EERE ERERS

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 214



Workspace Environment Management 2305

B

RER HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB WallpaperStyle

=B REG_SZ

ERANE BURTFHERE

ZRE BEREE

IEFERNE BREBRS

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BERFF TileWallpaper

ExE REG_SZ

ERANE BURFHVE

ZRE BEREE

e (S BERBIRS

2 Current Site | Defauit Site

Q Create
@ Edit

- | User Interface: Desktop

|48 environmental Settings

- Hide My Computer Icon Disable System Properties Hide Metwork Icon
g Microsoft USV Settings

gl Citrix UPM Settings Hide Recyde Bin Icon Disable Recyde Bin Properties Hide Metwork Connections
WMware Persona Settings Hide My Documents Icon Disable My Documents Properties Disable Task Manager

Go to Desktop instead of Start

| User Interface: Edge Ui

Disable Switcher
Disable Charms Hint

- [ Actions
I a Filters

" ﬁ Assignments

- [ System Optimization

rﬁﬁﬂicies and Profiles

- [ configured Users

- [ Transformer Settings

- [ Advanced Settings

I a Administration

" ﬁ Monitoring

¥ Connected to : LABBROO1 € Current access level : Global Full Access i
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P i By BB R E AT

R
BRI
EESS
ERANE
2RE
IETEAME

SEAE LS

REHA
BRI
EESEE
BEEANE
BHRE
EfEAE

PR B AL EAR

REA
=E=E i
[EESiS
BEEANE
ZRE
IETERNE

RIRAMAR “Fia”

RER

ERTR

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
{20D04FE0-3AEA-1069-A2D8-08002B30309D}

DWORD

1

0

BERNMRS

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
{645FF040-5081-101B-9F08-00AA002F954E}

DWORD

1

0

BREHMRS

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
{450D8FBA-AD25-11D0-98A8-0800361B1103}

DWORD

1

0

B REHIARS

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer'

OpenAtLogon
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RIREMAR “FE"

EESE DWORD

ERANE 0

BHE 1

EfERbEE BREBRS

BHERZEMY

REEA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
=B i NoPropertiesMyComputer

(EEis DWORD

ERANE 1

ZHE 0

EfERbE RIBEARARSS

B REKLEE

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
ERR NoPropertiesRecycleBin

(EEis DWORD

ERANE 1

ZHE 0

EfERbE RIEEAERARSS

2R “ReXE B

REA
ER
EEE
ERANE

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
NoPropertiesMyDocuments

DWORD

1

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 217



Workspace Environment Management 2305

B “ReXE Bl

2HE 0

EfERb IR RIEBFABNRS

PR LS BT

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
(=R {FO2C1A0D-BE21-4350-88B0-7367FC96EF3C}

EEid] DWORD

BERRANE 1

2HE 0

EfERb IR EREMIRS

PR M EE

REZEA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
[EEE v NoNetworkConnections

R DWORD

BERRANE 1

2HEE 0

EfERb IR RIEBBARNRS

T HRES SRS

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI DisableTaskMgr

EESid] DWORD

BERRANE 1

2HEE 0

EfERb IR REBBABNRS
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BRIk

RER HKCU\Software\Microsoft\Windows\CurrentVersion\Immersi
ERFR DisableTLcorner

(EE3is DWORD

ERANE 1

2RE 0

IEfERbE ERNNRS

BRBIRT

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Immersi\
=B DisableCharmsHint

BEER DWORD

EEANE 1

BRHE 0

IEfERbIE BERNRS
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About

@ Current Site| Default Site

ﬁ Create
&) Edit

|.-9 Environmental Settings

ﬁj Microsoft USV Settings

gl Citrix UPM Settings

YMware Persona Settings

- [ Actions

" ﬁ Filters

I ﬁ Assignments

- [ System Optimization

rﬁ-mm and Profiles

I ﬁ Configured Users

- [ Transformer Settings

- [ Advanced Settings

- [ Administration

I ﬁ Monitoring

¥ Connected to : LABBROD1

iR = T = | Windows Explorer

HVD Tuning

| User Interface: Explorer

Prevent Access to registry editing tools

Digable Silent Regedit

Prevent Access to the command prompt

Disable Cmd Scripts

Remove Context Menu Manage Item

Remove Network Context Menu Ttems Disable Explorer Context Menu

Hide Libraries in Explarer Disable Taskbar Context Menu
Hide Metwork Icon in Explorer
Hide Programs Control Panel

Disable Windows Security

| Drives Restrictions

Hide Specified Drives from Explorer

Restrict Specified Drives from Explorer

I Add I Add I

- Remove )= Remove

€@ current access level : Global Full Access .

FRIEAR M RRIE TR

REA
BB
BExE
ERANE
ZRE
EfERIE

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
DisableRegistryTools

DWORD

DREIMREER?2: 1

0

REBFRBRS

FRLE A8 LR T

RER
BERTR
[EESEE

HKCU\Software\Policies\System
DisableCMD
DWORD
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FELEA R Es LR T

ERBNE 2EEHH Cmd #i4? 2: 1

2HE 0

IETERE RIERBNRS

RS SR R BRI

REEA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
=B i NoManageMyComputerVerb

(et DWORD

BEEENE 1

THE 0

IETERbE RIEBRBNRS

RIBRMILE £ T XS

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB NoNetworkConnections

EE-Fit] DWORD

EEENE 1

THE 0

IETERbE RIBABNRS

A REESRNE

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EEZE {031E4825-7B94-4dc3-B131-E946B44C8DD5}

EEit] DWORD

ERBANE 1

ZHRE 0
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feREA RS IR P E

IETERbE BERENIRS

R 3 25 2R P A 4 B i

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BERFF {F0O2C1A0D-BE21-4350-88B0-7367FC96EF3C}

EE-Fit] DWORD

EEENE 1

THE 0

IETERbE BERIBRS

FeEEFEImEiR

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI NoProgramsCPL

EEit] DWORD

EEENE 1

ZHE 0

IETERbE RIEBEBNRS

#/E Windows &£

ERANE
ZRE
[EFEREE

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
NoNtSecurity

DWORD

1

0

RIZEAEBARSS
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PR E T e

RER HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
ERFR NoViewContextMenu

(EE3is DWORD

ERANE 1

2RE 0

IEfERbE RIZEAEBIARSS

BERESE LTS

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
=B i NoTrayContextMenu

BEER DWORD

EEANE 1

BRHE 0

IEfERbIE RIEVEBIARSS

MERERSFFRRIEERN

[EESiS
BEEANE
ZRE
IETERNE

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
NoDrives

DWORD

BEEURTFEENRERES

=E (RBFRE)

B RIHARSS

MRS 2B IRBIFEE RYIK=HER

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\

NoViewOnDrive
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MR 55 B PR IS E BISR BN 2R

ExE
EEANE

DWORD
EIRURTFEENIREEES
=& (MWFRE)
BEREBMRS

@ Current Site| Default Site

e | @ Delete

ﬁ Create
@) Edit

Start Menu | Desktop | Windows Explorer (e R=REM Known Folders Management

Reﬁesh ? Impart Actions & Impart Settings

SBC [ HVD Tuning

||-9 Environmental Settings | User Interface: Control Panel

> Hide Control Panel
w Microsoft USV Settings a

gl Citrix UPM Settings

Shaw only spedified Control Panel Applets

YMware Persona Settings Display

- [| Actions
" ﬁ Filters

- [ Assignments

- [ System Optimization

rﬁ-mmand Profilas =y

I ﬁ Configured Users |

- [ Transformer Settings

- [ Advanced Settings

Hide spedified Control Panel Applets

I Add

- Remove

| Add l

jo-Remove

- [ Administration

! Monitoring

@ Connected to : LABBROO1

€ Current acce:

evel : Global Full Access™ .:

PR E iR

IETERNE

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\

NoControlPanel
DWORD

1

0

RIEERHARSS
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Fef = E R

R BRIEENIEH IR VER

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\

BB RestrictCpl

(EEis DWORD

ERANE 1

HRE 0

EfERM REFRBRS

NFENARTFRNERF

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
RestrictCpl

I=E=R IMEFRERS (M 1 7R, Bshi#ig)

=B REG_SZ

ERRENE AppletName

BHE null/Emikk

EfERbE REBARBRS

Fefte E M= H EiR V2R

[EESiS
BEEANE
BRE
IETERNE

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
DisallowCpl

DWORD

1

0

B ARARSS
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NFENRAWFENMERF

RE=A HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
DisallowCpl

BERTR MEFRZRS| (M 1758, BhEE)

(EEis REG_SZ

ERRNE AppletName

BHE null/Emikk

EfERbE REBFRRS

@ Current Site| Default Site '| & Delete

e Create

ﬁ Edit Refresh ? Impart Actions & Import Settings

StartMenu | Desktop | Windows Explorer | Control Panel |[ELGLITGESIGEEAGERERZ Ml SEC [ HVD Tuning

|Fg Envir tal Sett | Known Folders Restrictions

@] Microsoft USV Settings

Disable Specified Known Folders

3 citrix UPM Settings b Add

WMware Persona Settings
) Remove

- [ Actions
I ﬁ Filters

- [| Assignments

- [ System Optimization

rﬁ-ﬂﬂm and Profiles

I a Configured Users

- [ Transformer Settings

- [ Advanced Settings

- [ Administration

- | Monitoring

¥ Connected to : LABBROO1 € Current access level : Global Full Access .

B HEERNB MK

REH HKCU\Software\Policies\Microsoft\Windows\Explorer
EEZE DisableKnownFolders

EEis] DWORD
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BREENBEMXX

BEEANE

IETERbE

EIRURTEENIREEES
=E (RMFRE)
ERITHIARSS

TSN FEARX K

L

ER
EESiS
BEEANE
RAE
EfER IR

HKCU\Software\Policies\Microsoft\Windows\Explorer\
DisableKnownFolders
BRI B R

REG_SZ

BRI HRAM
null/E ik

B RBIRS

2 Current Site | Defauit Site

ﬁ Create
@ Edit

|r@ Environmental Settings

—

m Microsoft USV Settings
1 citrix UPM Settings

WMware Persona Settings

- [} Actions

I Filters

i ﬁ Assignments

| System Optimization |

rﬁmﬁesand Profiles

- [ configured Users |

- [ Transformer Settings

- [ Advanced Settings

I Administration

i ﬁ Monitoring

Start Menu Windows Explarer

Control Panel | Known Falders Management |[=elizilnR Ty

| User Environment: Advanced Tuning

Disable Drag Ful Windows
Disable Cursor Blink
Enable AutoEndTasks
WaitToKillApp Timeout
Set Cursor Blink Rate
]
Set Menu Show Delay

Set Interactive Delay

[

Disable SmoothScroll

Disable MinAnimate
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2HEDENEO

RER HKCU\Control Panel\Desktop
ERFR DragFullWindows

(EESid REG_SZ

BERBNE 0

2HE 1

IETERbE EREMARS

B SEARIANR

REZ5H HKCU\Control Panel\Desktop
EE=E DisableCursorBlink

[EESis] DWORD

BEEENE 1

2HE 0

IETERE ERENIRS

B A AutoEndTasks

REZEA HKCU\Control Panel\Desktop
BERFF AutoEndTasks

EESit] DWORD

BEEENE 1

THE 0

IETERbE EREMIRS

WaitToKillApp #BRy

HKCU\Control Panel\Desktop
WaitToKillAppTimeout
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WaitToKillApp et

EEFit] DWORD

BEEENE BEENE

2HE 20000 (+3#fHl)

IETERE EREMIRS

IREARIRIFIRER

REEA HKCU\Control Panel\Desktop
[EEZE CursorBlinkRate

EEis] DWORD

BEEENE BREMNE

T HE 500 (+3tHl)

IETERbE EREMIRS

REFHBRIER

REA HKCU\Control Panel\Desktop
ERFR MenuShowDelay

BR DWORD

BEERRNE BEENE

THE 400 (+t)

IETERbE ERMIRS

REXHIER

REA HKCU\Control Panel\Desktop
EE2E InteractiveDelay

EEit] DWORD

EERANE EEENE
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KB EIER
PRE null/SMes
IEfERL IR BERINRS

#=m SmoothScroll

BEEANE
RRE
IETERNE

HKCU\Control Panel\Desktop
SmoothScroll

DWORD

0

1

B REBRS

=M MinAnimate

REH HKCU\Control Panel\Desktop
BRI MinAnimate

=B DWORD

ERANE 0

BRE 1

IEfERbE T REFAIBRS

v Sts

October 26, 2023

Workspace Environment Management S5 k&4, ERIUEAXERMREERERAF 2 RARNE
Tlo BXREEEEFOPEARERMNESER, BEHTIER,

ERALTIRERER, EERUATRMER:

¢ MRAEREERIENSIERIFRA L!
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- ‘BRE REEEIREINNEF LS.
- BN M “BRmTE SRR,

o MRABLEEVELXGTRE, WRGEIHPEE TR NFHERER.

FHRM
FHR(ERE
FHRLE R
FHRIE &

R[]

FHRM

FHR(ERE
FHRLE R KA

FUHRIE

=t

FHR(ERE
FHR(ERE

FUARIE A

FHRM

FAESEE
FHRLE R

a8 true

THEN AR

TiEF
SR

B—Z iRt : Computername Multiple tests (OR):
Computernamel;Computername2 Wildcard (1
EATFZD) : ComputerName*
MRYFITENBHSMINELE, MRE true, [H
false,

ClientName tE?

TER

FrIE,

BAZIMR: Clientname Multiple tests (OR):
Clientnamel;Clientname2 Wildcard (2 @BEF%
) : ClientName*

NMBEHTMEFFHmBFSANECTE, NIRE true, FNH
false,

IP stk ILEg

ER
IP stk
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FIRAR

FUARIE A

FIFRIR

FREAERE

FHRLE R
FHRIE

FHRM
FHR(E SRR
FHRLE R
FHRIE A

ix[a]

FIFRIR

FHR(ERE
FHRLE R
FUARIE

ix[a]

IP sttt ILAg

BAEZIRMR: IpAddress Multiple tests (OR):
IpAddressl;lpAddress2 Wildcard (t2EBFZ1)
IpAddress* Range (also works with multiples):
IpAddressl-IpAddress2

MR HFIITEMN IP it 5N ELEE, WA true, BN
7 false,

E i IP #ikIeEg

TER
IP sk,

BAZFRMR: ClientlpAddress Multiple tests (OR):
ClientlpAddress1;ClientlpAddress2 Wildcard (t2
iEATF %) : ClientlpAddress* Range (also works
with multiples): IpAddress1-IpAddress2
MREFIE P IP ik 5N ELAD, MRE true, &
7 false,

Active Directory if = IS

RiEH
Zit Ry Active Directory i s BRI R #Ro
AN B Rib R & .

MRIEEM A5 YFiih R tEE, NRE] true, ENA
false,

el
TER
EHJL (Bign: 2H-).

B2t DayOfWeek Multiple tests (OR):
DayOfWeekl; DayOfWeek2
MRSKEMIAMETE, WA true, FMH false.
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4R BT S0TE

FRHA(EREY FRB, MATEHRF.

TRHALE R KR FRB. MXTEMTHAE,

TRHAIEA B2 value Not null test: ?

IR[E] MBEFAFRETERMELE, NEE true, FNH false,

M4BT SEMRRELE

FRR(EREY FHBE. EMNXREMRENTEREZMEM. =~Fl: *
&I HKCU\Software\Citrix\TestValueName

FRERLE R AR FRB, MIXHSEMRIAFHEAE,

FRERE A B2 value Not null test: ?

IR[E] MRFMEREFEBELTE, NiRE true, BNA false,

4R WMI &4t RITEE

FRHA(EREY &R

TRHALE R KR FR B

TRHAE A BRI WMl i, EXEFHAER, 8
iEhttps://docs.microsoft.com/en-
us/windows/win32/wmisdk/querying-with-wql,

IR[E] MBEEHHINALERA true, FNH false,

M4BT RAPER/[MXTE

FRHER(EREY TiEH

FRHRLE R LR FR B

TRHRIE A wNER ISO ESEM.

IR[E WMRAF ISO BESEMEIgEMELE, NiRE true, &

My false,
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E LA AP Ul &S i

FRHEA{EEEY TiER

FRHpLE R 2R FHE, BINFERISOEBEBSEM. =HEE

FRHERE A AN FER ISOESEM, FOEE

R[] WRAF UIISO B AIr5EEELE, M true, &
7 false,

ESLEA AP SBC #RAA

FRHp{EREY TiEH

TR R AR MFURAFERR,

FEAIE A REH

R3] MBEAF ETX (BAGNSEHNEBIER) S5i%EEEL
f2, WA true; ZNK false,

LA BIERFTARLR

FRHA{EEY TiEH

FRHpLE R LAY M Dropbox #i#%,

FRHRE A TiEH

R3] MBHENTEERE (xX64 5 x86) SiEEEILA, M
true, BNJ false,

ESEA EERS

FRHA{ESREY TiEH

TR R AR M Dropbox sk,

FRHRIE A TiEH

iR[E] MBERRS EXMBEY) SiEEELE, A true,

¥ false,
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FIRAR

FHR(ERE
FHRLE R KA
FUHRIE

iz

FIRIR
FHR(ERE

FHRLE R

FUARIE A

pdEl

FHRM
FHR(ERE

FHRLE R

FREREA

R[]

FERAR
FHA(EAE

FRHRLE R KA

FHRIE A

ix[a]

Citrix Virtual Apps hrZ<ItEz

&R

FREB, Citrix Virtual Apps kZs. =fl: 6.5
TiEH

INRIRASEEELE, M7 true; TR false,

Citrix Virtual Apps 172 #RILE

TiE

Ff&, Citrix Virtual Apps &% (BB 6.5),
T .
&R

NBLISEEELE, MM true, BN false,

Citrix Virtual Apps X% #RITAD

FER

=75, Citrix Virtual Apps KI&H (R 6.5).
Tl i
FiE

MBLISEEFELE, NMiRE true, BNJ false,

Citrix Virtual Desktops 1% & #RILEZ

&R

F# P, Citrix Virtual Desktops & # (REARZs 5).
il .
&

MBRIRSEEELE, NiRE true, BN false,
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SRR Citrix Virtual Desktops =48 #RILED

FREAERE REA

FRHAZE RATY FF&, Citrix Virtual Desktops Es=EATRA: 4H.

FRERE A TER

R[E MRBMEEEMBLTE, WIRE true, ZNH false,

SHETF Citrix Provisioning BR{&IET

FRHA(ERE FEA

FRHRLE SRR M Dropbox #rif#%,

FRERE & TEA

z[E| R YaT Citrix Provisioning B 5% E EILEL,
N7 true, BMH false,

SHETF P 0S

FRHA(E LR FEA

TR R AR M Dropbox mri%#,

FHRIEE FEA

iR[E] MRYFEFIHRERASREBLER, MRE true, &
> false,

SHEWR Active Directory %X [ILEZ

FREAEEE TER

FRERLE R AR Fi &, MK Active Directory BBEHIB R,

FRHRIE BAZHNR: AEITER LDAP BRAZEE RN :
OU=Users* 21%B8: 95 (;) #R%E

&[a] MREMEERMELER, WRE true, N false,
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SRR Active Directory EMILED

FREREAEY FREB, BMiXA Active Directory BMME M.

TRHALE RATY FRTEB. BMliXH Active Directory EBMHERTIEAE.

FRHERIE A BENE: EZMEXE: BHS () 2REENRIE
null:?

iR[@E MREMEFERERE, NRE true, FNA false,

SRR EMHEETIRF

FRHAESEEY FiH, TEMFIREERLAEFERN XML 5I1RH
SEEEN MBS,

FRHALE R R Fis, BEFIRDEHRMNE T/ ENHEE,

FRHRE A FRH

iR MBEEETIRNBFR/ETHIRERNE, WA true;
&ANA false,

SRR HENZ WAL

HEEHTA iz1T ComputerName Match :REHEKRBILER (90
F5 false, MREl true, &H true, MR false). &
KFMER, ESREMY ITENB LR

SRR % ClientName Itf?

AERGTA BITEFIHBMLEHREERNER RAR, MR
[El true, WMRA true, MRER), EXFHER, FS
iF %4 ClientName [Tz,

SRR 3% IP HuhtITED
AERGTA iG1T IP it CFRRHIREIER LR (MRAR, WRE

true, WRA true, MRER). BXFRES, FSH
S IP st ILEC,
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SR SEZE P 1P #iikITEg

EEHTH BITEP I P #itCREHROBRMNER GIRAR, N
iR[E true, MEA true, MIREHR), BXIFMER, &
BIAKMS B IP #hit Iz

SRR %A Active Directory ifi = ILED

AEEHITA 51T Active Directory ih R ILEHIREIHE/R FIZER (30
FRR, MRE true, 0RA true, MiRE false). &
XiFMER, BEBIIEM Active Directory i = ITE?

EHBF T BT S0TE

R

AEFRHITA

BITHETENRAREERNER WREAR, WiERE
true, tNE A true, MHRE] false), HXFMER, BS
1% IR IS T B LA

E LA TR ELE

HEEETA ETEMRETRHROERNER WRNR, WERE
true, tNE X true, MHRE false), HXFMAELE, BFS
& SEMRELE

FHRFR T WMI &if45 RITED

AEEGTH BT WMI 4 RILEHREMER LR IR AR,
NRE true, NRA true, MHIRER) ., HXFMAEE,
ESFE%E WMI TigERITE,

SRR TR ER X TE

ERGTH ETRAPERCREFREERNER WRNR, WERE

true, WEA true, WiRE false). EXFMER, ES
B AP ER X LA

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 238



Workspace Environment Management 2305

FHRM

E&AETH

FIFRIR

EHHITH

FIFRIR

R
N

AEFMHITA

FRAR

Al

He
=N

TR

FIFRIR

ERHITH

RHEAF UIES i

THARPAEIBS LEFREHERNER RAKR, W
R[E true, MM true, MR false), EXFMER,
BEHEEE BR UlLES e,

iz

%A Citrix Virtual Apps iRz ITE

&7 Citrix Virtual Apps iR ILEIH IR B8 & F94E R
(W8 7R, MERE true, MERA true, NR[E false),
BEXFMER, BBAEY Citrix Virtual Apps fRrzIT
fico

%% Citrix Virtual Apps 172 #RITED

&7 Citrix Virtual Apps & FRICEH R [EFE /R FULE R
(NRBE, WERE true, IARA true, MR false)s
BEXFMER, BBAEY Citrix Virtual Apps &1
UL,

%% Citrix Virtual Apps X132 #RILEZ

izT Citrix Virtual Apps X1z & #RILECH R 148 & 45
R (WERFE, WRE true, 3ARA true, NERE
false). HX¥4MER, ESREMH Citrix Virtual
Apps X33 & FRICAT,

%% Citrix Virtual Desktops 17 & #RILED

izT Citrix Virtual Desktops 18 #RILER HiR [E48 2 #Y

#£R (WRAEB, WRE true, WRH true, MRE]
false). BX¥4MER, ESRAEMH Citrix Virtual
Desktops 17 & FRILHED,
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SR 8% Citrix Virtual Desktops =E4H & #iILEZ

AEFRGTRH ia17 Citrix Virtual Desktops sS4 & #ILEH R [l
REVLER (GIRFER, NWERE true, TRA true, NR[E
false). BxX¥MEE, ESREKH Citrix Virtual
Desktops 4 & #RILED,

F1HRFR %A Active Directory &2 IR

ABEFKRHITH 51T Active Directory BSZLEHIREIHER LR (W0
R, WRE true, RA true, NiRE false). &
*FMER, EBHEY Active Directory i1ZILED

SRR %A Active Directory E T

AEFKHITAH EITEMEMERELRAREHERNER WRARHR, W

R[] true, RH true, MIRE] false). BXFLER,
BEBRKMY EE R

SMHEF BIFFERETIRR

AEEHITA BITEFHEMTIIRF, HREERNER WRAR,

MRE true, WMRA true, MG false), BXIFME
B, BBREMH BFREETIRP,

KHRM EFiniztz OS ITEd

FREAERE TER

TRERLE R AR M Dropbox mhi%#,

FRERIE A TER

iR[D] MRYRIEER P IHRERAS EEELER, MiRE

true, BNH false,
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4R TE P i R ER S ILED

HEEHTA BITEPIRTIRRERAZLEFREERNER WREA
R, MERE true, WRK true, MERE false), HxX¥
AER, HBREY TP imTiE 0OS i

SRR EHAS{EILED

FRHAE R FH, FRAFETERBIFICHEREESRIER.

TRHALE KR FRBR, MIRTALAITHAE,

ERIEE g#zmis: value Not null test: ?

R[] MREEDSREANEREBLELE, WK true; FNH
false,

FHRIR T EhS{EILED

HEEHTAH ERESEREFROERNER MNRNER, NHRE

true, WRA true, NR[E false), BEXFMELR, EFS
&4 BhASEILEALD,

4RI BREFEIRS

FRHp{EREY TiEH

FHALE R M Dropbox mrif#%,

THRIEE TiERA

R[] MR YR REFIRSLEEEE, WA true, FNH
false,

MR TE P iR ERSITE

HEEHTH BITEPHRRERASLEFERERNER GIRAR,

MHRE true, N8N true, MR[E false), BXFAE
B, B2R%H TP 0S ILiE
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SRR Active Directory 4AITED

FREAERE TER

FRERLE R IR FRI &

FHAIE A BALZIFMIR: 4B NetBIOS &% (H\AR) Mt
(OR): Groupnamel;Groupname2

iR[D] MR YpTAEFESMRERER, WH true; TNH
false,

SRR %A Active Directory 4AITED

Bl

AEFHTA

iz17 Active Directory ACEHIREIHERMER (IR
AR, WRE true, WMRA true, MEE false), BHx
HMES, E2%Y Active Directory 4AITHEL,

4B X {4 AL AR

FRHA{EEEY FRR. BN RMNZTR.
Rffl: C:\Test\TestFile.dll

TRHALE R KR FRB. MR SHBITHA SRR A B

EREE #mis: value Not null test: ?

IR[G] MEEMREEFERELE, MiRE true, BFNH false,

ESLEA REXhRAITE

HEEHTR BITXHRALEFROERNER MRAR, Wik
true, SNR K true, MRE false), BXRFMAER, FS
iF% 4SS ITED

ESEA MEIETIRTS

FRHA{EREY TiER

FRERLE R AR M Dropbox #ri%#%,

TRHAE A TiEH
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4R MEBIEIEIRTS
R[] MBYRINEIEERES S EEELE, WiRE true, TN
7 false,
BE.

EERAERTRAREMEARERFEHLRE 2, BEEUTEN. NRELAGNAFREERAMNNARER, BT
‘i R FRPBANAREFONLERZM. MRELFNEZREELATNRE, BT LS RFRPEAN
SKENEAH R,

SHETF BARGHNEBRETF

FREREZEEY TER

FRHAZE RAETY FRB. BRHARNEM (Citrix Virtual Apps/Citrix
Virtual Desktops/RDS).

FRERIEIE B—ZHit: BXmHNEREHREZ N (OR):
Namel; Name2 @&&lit: &~

iR[E] MBHFERGENERZMSMAELTE, WA true; TN
7 false,

SHEF ZIFETIRAP

FRERESEEY FRIHR, TEMTIREERLARFERDN XML FIRH
SRR,

FRHRLE R YR FRHR, BEEFIRPERNBIFNTRE,

FRERE A FRE

R[] MNRIEEFIRTB IR/ EXPEERFTE, NG
true, &M false,

SHEF BIFREFIRF

AEFHITH BITRMMITFIIRDP, REHERNER ORARE, MWK

M true, fRA true, WREIR), BEXEFMER , BS
BB IRETIR P
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FIRAR

FHR(ERE
FHRLE R KA
FHRIE

iz

FRIR

fAmE

i
=N

IR

FRIR

FHR(ERE
FHRLE R

FRERE

FHRM

e

AEEFHITA

FIPS =5

October 26,2023

N[ HERFE

FEF
FAF o
ENHXHERSFE (XHFHAXHR) HTEBREZ.

MRIEENXHRSEZBEE, WRE true, FNA
false.

SOPE S SRETE

BT/ XHREEHERERNER RAR, MR
[El true, %A true, NRE false), HXFMAES,
BBIRAE XX FEEE

DateTime TE

TiEF
DateTime fERFR R, WitHy B HA/BTE,

Single Date: 06/01/2016 Date Range:
06/01/2016-08/01/2016 Multiple entries:
entryl;entry2 Ranges and single dates can be
mixed

INRMITHER/ MBS EAIEERB LA, W true, &
% false,

%A DateTime TEZ

ETHEELEHREERNER NRAE, WRE
true, WRA true, MEER), BEXELZEE, BESHA
%4 DateTime [TfZ,
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&8 LATE FIPS 3715 ehinfT Workspace Environment Management (WEM), WEM shE9 FECE S FIPS 48!

o BIZEHIG > 12(F > FTENHREVTENHRSE:

B New Network Printer

[ General l .
Dizplay |

Mame:

Description:

Target Path

Printer State

| Enabled -

External Credentials

Connect using spedific credentials

User name:

Password:

Actions

o BIIFHIG > 121F > MA RN FRIMKRIREHEREHE:
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Ed Mew Metwork

J General

Display

Marme:

Description:

Target Path

Metwork Drive State

|Enabled -

External Credentials

Connect using spedific credentials

User name:

Password:

[}
Gl
il

)

m

[

Actions

o ERITHIE > 1215 > A~ DSN 59~ DSN FiE:
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Ed Mew Use

ﬁj Options l

Settings

[7] Connect using specific credentials

User name:

Password:

[¥] Run Once

Action Type

| Create / Edit User DSN -

Actions

I QK || || Cancel

o BIEIEHIG > SRIRE > Ul TR HMEK > BB & SMTP &E:

[7] Use SMTP Credentials

| | [ | | Testsume

o 1 EEEH A > RIREIRE > B > BAIREPEUEDIRE:

Change Unlock Password

Unlock Password: | [ Display Password

Confirm Unlock Password: | | Apply Password -|
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o EEITHIG > BRBIRE > 5% > ERIENBRREEFNENERZE:

Autologon Options

| Enable Autologon Mode

User Name: | | Password:

Domain/PC: | |

£ FIPS IR +iE1T WEM BY, HFRUTEESI
o MRLUTHERM WEM 2003 SHEFRARFIERSHE, WEEFXERBERE WEM Iz,

- BEXLRERIRE (TENN. MLz, AP DSN) Mig(EH
- RE (RERERENRIRBLE)
- kBE%E

FHRETEI

WMRET FIPS X TiE1T WEM, BEFAHK WEM Infrastructure Service B EIEHI8 ZaEE U T EFEEN:

o MRERIFERIETT WEM 2006 HE ShivAs, WATLAFEFERE 2109, AETHE FIPS R ARG %o
o MREHIFFPIEIT WEM 2003 HER hitAs, MpBSEARE 2109, AETIRE FIPS 22,

RENER

7 FIPS #159ia1T WEM R32, iSHMFRIZAENREZE 2006 FRESIRA.

=/ Citrix ADC #17 a2 T

October 26, 2023

A e S 1E5ERERE Workspace Environment Management (WEM) ARs32840, HhBAFRE AR H FEER
BRI RZ T EMIGHERS S ARETEXNM@EE Citrix ADC I&ELFIRE WEM EBiEHI&8M WEM £
BENERB TR TENIEEES.

R LAEA Citrix ADC fiibfixte WEM 0
- BEmO BUAER T 8284)

« RERSHO FRIAMERT, 8286)
o EENHIERZ KO RBRIAMERT, 8288)

RIGEEERECASHMEMIEMRSESE (BMZemiRsSEE 1 IEMZeMARSSE 2) M WEM RSS2B4E, BHITUTS
%

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 248



Workspace Environment Management 2305

10.

. B Citrix ADC B2 GUI, AF%E &E.

28 2,
SME REEER > "AHTE” > RSAE", ARG TN N EEEN GRS EZRSE,

. Tﬁl\iﬁ‘io ii?é TCPo
o FIFHEB, HF RS

. ERETERSARE L, £2& TRSERR.

EEPE3E S5,

« Port (im0). fln, AEBITHSEA 8284,
RIS RE 3 3 5 AAERSNEFRSL RS CIERSH,

« Port (ix0). WFRIERSHO, BRN 8286, WFEFMEUERF RO, ERN 8288,
SMEREEE > AHTE > EIRSES, ARRT F NN EEBEH GRS AMEMIRS 2.

o i ¥EF TCP,

o IP bR, %R IP sthik,

o IP3ht, BNEMA P, BXFMER, ESHECE Citrix ADC 88 IP ik,
« Port (ix0). fIm, AEEEHFISEAN 8284,

BE TR TEEMIRSSFRSADBE,
ERRSASERE L, BEmAFk, ERENIIRSA, ARET 9.
BRRPB T 2 9 IR ERS IR OMEFLIER Y it D8I E IR S 280

« Port (ix0). MFRIERSIHEO, ERN 8286, WFEEFNIHIERLSHO, FHRA 8288,

October 26, 2023

Workspace Environment Management & — 1 BE@MBNARR, ZNARFUTREREBRYP:

. SMEIREEE > HHTE > IRSSEE > 0, ARBERMLRINEMEERSSE 1. EELRINEREERS

. ERIRRRSAMRTE L, ®F BTRSE, REMAESK, AREREMENRSESE L WEMZERARSES 2
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't WEM Agent Log Parser el e x
N
b5 i Home
e % | Broker Name: N/A (1) 2708
— e Broker Port: M/A Log Filtering | Applications, Printers, M... * At 60
Load Log Refresh )
File Logs Version: 4.4.0.0 o v}
[} [ [} ] [
Enter text to search... - [ Find l l Clear ]
Timesta... Ewvent... Method Name Event Details
I@l 06:00:17 Ewent BrokerServiceConfigurationHelper . DoCfgRepo... Registry Configuration Report : &
(i} 06:00:17 Ewent BrokerServiceHelper . ChedkSglConnection() Server Connection Test - 0K E
':i:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Database Connection Test -= 0K
':i:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Database Chedk -= OK
':i:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Server Connection Test -= 0K
(i} 06:00:17 Ewvent BrokerServiceHelper, ChedkSqlConnection(]) Database Connection Test -= QK
(i} 06:00:17 Event BrokerServiceHelper, CheckSqlConnection(]) Database Chedk -= QK
(i) 06:00:19 Ewvent BrokerLocalCacheSync. InternalRun() Start Time: 7/31/2017 6:00: 18 AM
(i) 06:00:32 Ewent LicensingManitor. UpdatelicenseServerConnec...  License server connection successful [10. 108.6. 29:27000]
(i) 06:00:33 Ewent MainBrokerWinSve, InitService ) Initialization Completed.
(i) 06:00:33 Ewent AnalyticManitor . InternalRun() Analytics scheduled execution completed successfully

(i) 06:00:35 Ewvent MainBrokerWinsve, <StartAdminBroker =b__3...  Connection in progress -> Client DAVID version 4.4.0.0 ...
(i) 06:00:58 Ewvent MainBrokerWinsvec, <StartAdminBroker =b__3...  Connection in progress -> Client DAVID version 4.4.0.0 ...
) 06:00:58 Event AdminBrokerService, Validate AdminAccess() Administrator connection allowed : DCT 1\david
06:00:58 Warning AdminBrokerService. GetVuemSitesList() Retrieving Sites List...
I 06:00:58 Warning AdminBrokerService.GetVuemConfigurationSe... Retrieving Configuration Settings List. ..
i 06:00:;58 Warning AdminBrokerService,GetVuemAgentConfigurat... Retrieving Agent Configuration Settings List. ..
L 06:00:58 ‘Warning AdminBrokerService,GetVuemEnvironmentalSe, ., Retrieving Environmental Settings List. .. -

Username: M/A

WEM Agent BE/238 AFEITHEM Workspace Environment Management RIBRE X, EEBIEEREM
ik, MR RET B EESNREENER (UFHERMNELA), EXEEEXAEXHNIFAES (EERE
FE R B B A2 M AR S5 B9 B AR A O U RIBRRAFI A A &) o

ROES

October 26,2023

Workspace Environment Management R TiE0,
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P

Infrastructure
Services

EEEH A

IR

REZERTIE

Infrastructure
Services

Infrastructure
Services

Bi5

RIBEMN

Infrastructure
Services

Infrastructure

Services

Infrastructure
Services

TCP

TCP

TCP

Citrix i¥e]iEfRs5288  TCP

Citrix i¥eJiEfRs5288  TCP

%O

49752

8284

8286

8288

27000

7279

FAER

“REBIRO, BUCR
BEISiEARS s
SHIRIEEN LB
IriH o
“BEIRO", BIEE
HlEEED
Infrastructure
Services Mi%0,
“NERSIHO", X
TR ERILHERR
Eap Lo
“RIFBIRRIL i
A”, EATF
Workspace
Environment
Management
1912 X EEARES;
it Workspace
Environment
Management
1909 KERRRAH
FERETHO. KB
FBFRSHIZEEET
Infrastructure
Services LIERE
BIFSEMISHERS
EES IO,
“Citrix ¥ aERRS
2w, Citrix iF
AIEARSS 28 (ETE iR
MmO, RS
Infrastructure
Services E#EEIZ
i O LA AT,
Citrix AR S 28
v E A Citrix A4
(FiFIERF) ATFWIE
YrAEAYiR .
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bl B+5 Bt O BEAER
SRS Infrastructure TCP 8287 “WEM 54007
Services SRR SS RV B
R HERR S35 28 LAY
|
EEHEXH

October 26, 2023

EAI LU EMEE S Workspace Environment Management (WEM) 48X BE. @A LUERBEBTHRRIH,
FEEER Citrix BAZIF I REHNRHEES, EIUKESUTHEXNES

« WEM 18
« WEM Infrastructure Service
« WEM EBizHI&

« WEM %R

S5REEXNAE

TS S WEM RIZRXBBAE, BRI LERE WEM BT EN EIRENREEE:

« WEM REHE

- Citrix WEM Agent Init.log, #aBERFEE CMD 5t Ul EXTHIRAER R, BEREER

RS RIZTE CIR M, WMRRIBEFELEES, BEELAETXHEUTRERIFAEE. BIRETH Hsh.
BABRT, LESXEHERAHEEX KX (Youserprofile%) F oI,

Citrix WEM Agent.log. AT CMD = Ul X TRIENRENERE. BEFIE T HRELERS
BHo SNRKBEIRIENALRIAF, BERUAEXHUTHBIREAEE, BIRETA G5, RINE
AT, WESXHERFPNEEXHX (Yuserprofile%) FelE, BEEXIVINGE, FEE EBEHE
> BRIGE > BB > K%M, AERE BSARERTER KE. EEEELIFARGE, 157E REEM
EW R EEA ERER, SE, SRLUEIRE U T EMRIREABEICR:

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host

Z#: AgentDebugModelocalOverride
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8 DWORD
f&: 0
REREN 1 UBRBEXH, BEREN O RKEER, EFEREN, EEHEG Citrix WEM KEx
MARSS. RIAERT, BAASER.
Iy
AMRBEFALIRSHERND, AJEFEEMRERERS. Citrix TERIEEFMREFERER

AYSEHIMBVRIEEEBF MR, ERIMRFESRSFTEENL, EREIMRZA, BSUHT
o

- Citrix WEM Agent Host Service Debug.log. st Citrix WEM 32 =8RSS 3] A 173 pE

HBMWAS. BAMERT, AEXHEMTF $PROGRAMFILES (X86)%\Citrix\Workspace

Environment Management Agent s, EEABAEER, BS4N BEZHE > BRILE

> RRE > RSETUET-~ EAEXEE BA FidEN. 3, SULEZREN T IMRIREABEIE
®:

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host

&#R: AgentServiceDebugModelocalOverride
% DWORD
&: 0

REREN 1 UEABEEXN, BEREN O RKHRER, BEEEREN, FEHF Citrix WEM KEE
MARS. BIAERT, £FAAEIER.

JNCN S
AMRBERLIRSBUER, AIEFEEMRERERR. Citrix TERIEEFMRRESRER
RSB MARREENSIE AR, ERIMREESRTEENN, EREIMER A, BESBHT
&

« Windows E#H%E. 5A Windows EHEENER. £ FHEER > LARFMNRSBE > WEM IR
% @*gqlﬁgal&\o

+ Windows @iz&£% (WCF) BRE. H&i8F15 WEM RIEF WEM Infrastructure Service Z aiui@{s48
X RFRRERMNAES. ERBEALTER, WAEE WCF B, EXEAEER, 555 Windows @E &R
ERiESo

S5EMRMIRSBXNEE

1EEI k&S WEM Infrastructure Service 8 BE, ErILEZRE WEM Infrastructure Service f93+&E#H L
WENBEBIE:
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+ Windows E#HE. EA Windows E4AEMER. AEHEER > NARFMRSAS > Norskale
Broker Service &P EERL,

+ Citrix WEM Infrastructure Service Debug.log. # ¥ #& 3¢ Citrix WEM Infrastructure Ser-
vice (Norskale Broker Service.exe) M B # T HEHBNWE S RIABRT, LEAEXHUTF
%PROGRAMFILES(X86)%\ Norskale\Norskale Infrastructure Services d,
EEALBEXH, ERBUTSESRIERER:

1. K “FFR” FEchiTH WEM Infrastructure Service it ELA1ER,
2. £ BISE EWE L, EF BRERER.

3. RE REEE, AERE B BIRSUNAER.

4. *iH WEM Infrastructure Service Configuration Utility Z0,

o WCF Rix, L%i8%5 WEM Infrastructure Service #8XmiEERTENBEERNES. EERAEEERE, &
MEE WCF BBz, BXFAEE, B35 Windows BiEEMERRIER.

S5EEEHaEXNAE

T AES WEM EIRIFH QXN ASE. BRUAEREEERFanitEN EWENREaE:

L4 CItrIX WEM CO“SOle Trace Iogo Jﬂa:ﬁgl;& WEM AEE*I%JEIIEU ﬁE’JE/LAo E\*i}\'l\i;ﬂ,—F, JJ:I:;E/L‘\Y#FT}EHF
BB B (Youserprofile%) htlE, EESAAEIER, BREUTSEEAEIER:

.M OTHIR” FBITH WEM B1inhlE, RERE EE

£ “HEEAIRERSSRER B0OR, KEER, ARBE “EE
£ X T~ L, BEEm, ARERE BRIEHEKRN.

BE NA UNBEN.

> e

« WCF RiR, ZHf&id%5 WEM ERizHaf WEM #iEEZ BEEE XA, XEATFEEER. ER
SIER, wFBH WCF RiR, BXFAES, EH2H Windows BEEMRIRER.

5 WEM #iEEHEXNBEE

faa &S WEM $3iEFEMRXNBE. £H WEM $iEEEESAEFIBIARKEREN, KeIZRE. EFUT
BEXHTHFAES:

« Citrix WEM Database Management Utility Debug Log.log. #iF&3t WEM $%3E e @ 17 i s
HMBEE, ZNBERT, LEEXHREEN, T C:\Program Files (x86)\Norskale\
Norskale Infrastructure ServicesH,

Windows #EE£5RiT

EEUEE Windows @EEE R (WCF) BRERUFEBNEHEA LT ia:
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« RESEMIIGRS ZERERE

« 5 WEM Infrastructure Service t#8%i&(E

« 5 WEM EEEH aEXNERE

HIFF AR S BRI IRSS Z B EE (SRR

R WEM REX%5 WEM Infrastructure Service Efi@fE, WaJUEE VUEMUIAgent.exe ARS8 WCF BRER.
BREUTSEERA WCF Rix:

1.

2.

1.

8.

ERE WEM I E,
ARBHAESERONEER, ARER BH XARE,

N c %PROGRAMFILES (X86)%\Citrix\Workspace Environment Management

Agent 52 VUEMUIAgent.exe.config X, SABEBIRIZX ISR EIZ,

HREREAREFRATAXH, AEEUATHKBE L EEAND <configuration> #1 </
configSections> fRig ZEMIZE S H,

REFEXMH

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\vuemUIAgent-Traces.
svclog" />
</listeners>
</source>
</sources>
</system.diagnostics>
<!--NeedCopy-->

. EREHEN L, 7F CEhas (C:\Trace) Lel@—18HR “Trace” MR AR, MAEXMHREEFE, BB

T,
BNEBERMRE, AE4%%R VUEMUIAgent.exe 372,

#E C:\Trace#mgH vuemUIAgent-Traces.svclog WAENXH.

f&xa Ll EE Citrix. Wem.Agent.Service.exe BREH WCF BRER, IBIRBLUT S B#ITIRIE:

1.

2.

ERE WEM REHEN.
ARBELESEROREEN, AREERF BH XANE.
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3. 3 Citrix WEM Agent Host Service,

4. % 3 %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management
Agent &8 Citrix.wem.agent.service.exe.config X, SREBIBRZHFHNEREIZ,

5. BREAREFIRPITAXE, RAEEUTHEFEANIIXHES, M </configSections> iz EHED
T8,

6. REEXM.

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\NorskaleAgentHostService
-Traces.svclog" />
</listeners>
</source>
</sources>
</system.diagnostics>
<!--NeedCopy-->

7. EREBIEMN L, 72 CIRzhes (C:\Trace) LEIE—1NEA “Trace” WRN R, MRXHKBEFTE, BEBiTIL
pZ 8

8. m#p& A Citrix WEM RIZEHARSHY Windows BRSS, AREMBZIMIR-,

9. 5 C:\Trace m&H NorskaleAgentHostService-Traces.svclog WEEXH.

HE S5 WEM Infrastructure Service 18X80&EE

MEEBES WEM Infrastructure Service 18xp9&ER@, AJUEE Norskale Broker Service 89 WCF BRER{E
Bo BERBRUTSEEA WCF RER:

1. ER3N%L%E WEM Infrastructure Service B+ &,

2. #5% Norskale Infrastructure Service,

3. £ %PROGRAMFILES(X86)%\Norskale\Norskale Infrastructure Services &
#3I Norskale Broker Service.exe.config 3xff, SRAEBIBIZFHIER RIS,

4. TRRBAFSFIRPITAXS, RAEEUTHBIEBANTIXHHR, M <configuration> #RigZEHNE=1T
FHiko

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
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switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTracelListener"
initializeData= "c:\trace\
NorskaleInfrastructureBrokerService-Traces.

svclog" />
</listeners>
</source>
</sources>

</system.diagnostics>
<!--NeedCopy-->

5. REEXMH.

6. 7€ WEM Infrastructure Service i+&#l L, 7 C IE5h88 (C:\Trace) LIE—1 A “Trace” IR,
MBEXHKREEE, BT LSE,

7. Bzh Norskale Infrastructure Service, AGEMEBE KR,

8. &#F C:\Trace &Kk NorskaleInfrastructureBrokerService-Traces.svclog
BIBEEX o

xf WEM E3RiTHI 55 WEM UEZEZ BRNEE# 1 T ERR

MRBS5 WEM ZBIBEH &M WEM BiIEEZ BN EEHEXMEE, 7 LLEE Norskale Administration
Console.exe 5389 WCF IRER, ERBLUTHSERA WCF BRix:

1. B3 WEM EEizHIaitE .
2. XA WEM BEi=HI&,

3. 7£ %PROGRAMFILES (X86)%\Norskale\Norskale Administration Console ik
Z Norskale &1zl &.exe.config X, REBIBRZXEIENEIE,

4. ERBAFIEFIRPITANG, AEEUTHERMEIXHEHR, M <configuration> tRi2ENE=1TH

72
Ho

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\WEMConsole-Traces.svclog
n />
</listeners>
</source>
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</sources>
</system.diagnostics>
<!--NeedCopy-->

5. REERXMH.

6. EEBITHIAITEN L, 72 CEah (C:\Trace) LelE—1ER “Trace” MIRXHK, MEXHRERFE, &
b Suglip:

7. 77 WEM EEizhle, AREMEZRIEE,

8. B C:\Trace & A WEMConsole-Traces.svclog MABEXH-

WEM Integrity Condition List Manager

October 26, 2023

WEM TEMFHIIREERRZ—NRANIR, AJHEBELE XML X4 #THE. ZTAS U TmERGEE—E
fER: |MAETIRD. BMAETIRD. SFHEEIIERF. BMBEREIIRF. BXEEEE PEAXERMG
MEZER, FSRTIER.

A BWMEEER WEM Integrity Condition List Manager 8132 XML X #1T6%E, Fl, RIGEEESER
WEM MR HFIREERS SMETIRPESERRMIERIE
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w Filter Condition

[ General l

Display

Mame:

Description:

Filter Condition State

| Enabled - |

Filter Condition Type

Always True - |
: File/Folder exists .
Settings IP Address Match
Tested || Name is in List o

Marme is notin List

Mame or Value is in List

Mame or Value is not in List

Matching Metwork Connection State w

True |

Actions

1. #T7 WEM Integrity Condition List Manager.
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Load XML || Sawve XML
File File

2. GREETEXYE, ABELTXCERERIEE HFl.
3. & “BW FERFPEN BFF.
AR

BNIETT WEM EERNITENBETR (REEN).
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4. BE “REXML X", NEEFRFHOXMHE, ARRE “FE

v G| | Search Desktop

1 |- Desktop »

Organize ~  Mew folder

57 Favorites
B Desktop
j, Downloads
5l Recent places

h jack

| Libraries
|0 Morskale Infrastruct.

18 This PC

f! Metwork

File name: test‘ll

Save as type: | XML Export Files (*xml)

(4 Hide Folders

261
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5. fTFHRED XML XX, BIEERENESREEERRKRT.

File Edit Format Wiew Help

k?xml version="1.8"2>
<Objects>
<0Object>
<MName>jack-agent</Name>
<Value»>BB1</Nalue>
</Object>»

</0Objects>

6. BREN XML XHEHEREEN LB AR,
AR

NRK XML X REFEEEEH QBN L, HIeRREFR.

7. ¥%E EEEHS > IHiEEE > K > WERGTIR ETF, AFRE R,

- : |
Refresh || ¥ Restore

Enter text to search... - m
D e S
)

= Always True Filter Condition

Filter Condition List

| [} System Optimization

- [} Policies and Profiles

I i Security

| [} Active Directory Objects

3 Transformer Settings

Ir ﬁ Advanced Settings

Ir a Administration

[prefesh | [ Add | [ Edt o | peer |

¥ Connected to : jack-broker € Current access level : Global Full Access

- [} Monitoring
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8. BAER, ARBEH HE

B3 New Fitter Condition

[ General l
Display
Marme:
| Testjack |
Description:

Filter Condition State

|Enabled - |

Filter Condition Type

|Name is in List

Settings
XML List File

4

| C:\WUserstjack\Desktopitest 1, xmi

Tested Value

| F#ComputerMame # #| - |

Actions

|| QK || || Cancel

o FEIEEMRE, HEIF BMEFTIRF,

XML 7)#&2ff: C:\Users\<userl>\Desktop\testl.xml ({RIBEM LAISCHFbAL)

MR NE. BASEE WEM REMZHFIREERN "W FEPBANZFEIRZOEES
S, EHRFIF, ERATETRENTEN (REBEN) B987F. Bk, EXTERISSHE
“#H#ComputerName##’, BXFEAMSTHENELER, ESH thS S,

9. 3| EEIEHE > LIEEE > AN > THEMUFIR &+, AFRE R,
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&) Create
gﬁ Disconnect ﬁEd’lt

| Rules

fﬁ Conditions

True Filter Rule

r ﬁ Assignments

- [ System Optimization

" ﬁ Palicies and Profiles

[ security
| [ Active Directory Objects

r ﬁ Transformer Settings

r ﬁ Advanced Settings

- [ Administration

@i Monitoring [refish of | oadd of fpomit o | Dok |

W Connected to : jack-broker ® Current access level : Global Full Access

10. £ “&F" FERPBNHIER BT
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Ed new Fiter Rule

I General ]

Display

MName:

Description:

Filter Rule State

|Enabled -

Filter Conditions

Available: Configured:
Always True =
Test-jack
<
>
[ <<
Actions

|| (0] 4 || || Cancel 1

11. BEENFHEN TR E8BoE BEE” 88, ARRE HWE
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EJ new Fiter Rule

I General l

Display

Mame:

|Test—jau:k |

Description:

Filter Rule State

|Enab|ed -

Filter Conditions

Available: Configured:
F<1
>>1
<<

Actions

|| OK || || Cancel 1

12, ®2| EBIEHIE > BF > NARER > NAREFTIR &5+, AEMMINBER.
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Application List

Applications.

€8 Printers Enter text to search... - m

“# Network Drives

= | eme besdbten | s@e |

tee Virtual Drives & | IE browser

@ Registry Entries

Lﬂ Environment Variables

% Ports

() Filters
| i Assignments

| ] System Optimization

| [} Folicies and Profiles

I Security
| Active Directory Objects

Ir i Transformer Settings

I Advanced Settings

- [} Administration

88 Monitoring foRefresh of i Add | | Eat | | Deer

¥ Connected to : jack-broker @ Current access level : Global Full Access :

13. #%E “EEEHR” > “E57 > “BESET &+
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B Modeling Wizard

2 1acKYack

JleFnd e

Assigned:

- [} System Optimization

- [ Policies and Profiles

[ Security

" Active Directory Objects

- [} Transformer Settings

" ﬁ Advanced Settings

[ Administration

- [} Monitoring

' Connected to : jack-broker @ Current access level : Global Full Ac

14, WHFIRHNAFRHAFE EXTAR, EERAEEN).
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Citrix Workspace Environment Management

B Connect &) configuration ‘"‘Et‘ et '| @2 Delete || & Backup
Q Create
E. Disconnect @ Edit Refresh ? Restore

=

Users

7 Action Assignment
B Modeling Wizard

Name

Ei Everyone

Description

A group that indudes all users, even anonymous..

PREEE I B O

Prinrity State

[L] System Optimization

[ Policies and Frofiles

| Security

|__ Environment Variables
| Active Directory Objects L Ports

| IniFiles
@ Transformer Settings & External Tasks

|__ Folders and Files
|__ User DSM
|__ File Associations

| Advanced Settings

| Administration

Assignments
| Actions
| -l Find | | clear
IQ filiess Available: Assigned:
| Assignments B-iE Wlmnons 7 Applications
r 1 P fj r % I - Printers

: -|_ Drives

i Network
| Wirtual

< Registry Entries
|__ Environment Variables
| Ports

-|__ IniFiles

< External Tasks
<[ Folders and Files
| User DSN

& File Associations

[L] Monitoring

Current access level

+ Global Full Access;

15. BRARFN B A BRBEHE ‘BN T
Assign Filter

Selected Filter

|§.|5.Jways True

Actions

16. #EEdigss, ARBEH HWE

Assign Filter

Selected Filter

Always True

Always True

Testjack

Actions
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17. BRNRNNBEFHNER (EXfd, B8 IZRE M EERESE).

8, Create

S Ty o 2 ,ﬁ.wmﬂ. My config set - e Delete _s_w

Action Assignment

Refresh || % Restore

Users

B Modeling Wizard

MName

Description Priarity

A group that indudes all users, even anonymous. .. 100

| [L| System Optimization

| [} Policies and Profiles

[} Security

| [} Active Directory Objects

| [} Transformer Settings

| ] Advanced Settings

[} Administration

5 Monitering

¥ Connected to : jack-broker

Assignments
| ] ey
labl Assigned:
| Applications | [=-|__ Applications ~
| Printers || 4 | =g IE browser [
[=~|__ Drives ——
- Network T -
we  Virtual || < |
| Registry Entries
| Environment Variables _
|~ Ports i =
- IniFiles L Auto Start
| External Tasks |_ Printers
|__ Folders and Files [=-|__ Drives
| _ User DSN - Network
--|__ File Associations - 2 Virtual
~+|__ Registry Entries [
| Environment Yariables
| Parts
| IniFiles w

@ Current access level

18. #%E “EEEEHIR” > “EE” > RET > @t &k, ARBRE RE.

: Global Full Access
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Administration

a Administrators

& Users Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
24 agenss , [t | E

@ Logging

Enter text to search... - m
. Last Known... | Last Connection Synchronization ...
=] et |12/20/2018 6:04 .. w | .11

I ﬁ Assignments

. ] system Optimization

- [ Folicies and Profiles

" Security

- [} Active Directory Objects

r Transformer Settings

h €lear Expired Records

¥ Connected to : jack-broker @ Currentac vel & Global Full Acce:

19. AEEHNE, AREL TXREFERBIFTEXRE,
AR

EFEXLEIGELY, BEAUEREITRERNITEN, RAERE Citrix WEM (32,
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Citrix Workspace Environment Management I;Ii-

Home

@4 Configuration set| My config set - & Delete % Backup

a

o
@ Create _
I+= Disconnect & it [ Refresh || & Restore

| 5| ) | )

pamnisraion M Reosato |

Agents Summary

L?J Administrators

&. Lsers Total Agents (all Sites) Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
Eg Agents 1 i d L
(i) Logging

Agents History

- Find Clear
Device Mame Device Model IF Address Last Known... | Last Connection Synchronization ... | Agent Version
. {8 | JACK-AGENT [HvM dom 10.150,139.101  |Myconhgset | pbopnigena Ll o lias0.11
L] Actions Refresh Cache...
) Eilters Refresh Agent Host Settings...
Refresh Workspace Agent(s)...
=2 Assignments Upload Statistics...

| System Optimization Reset Citrix Upm Settings...
Reset Vmware Persona Settings..

|| Policies and Profiles Reset Microsoft Usv Settings...
[} Security Delete Record...

| Active Directory Objects
| Transformer Settings
| Advanced Settings

|| Administration

Refresh
| Monitoring

@ Connected to : jack-broker

20. BIBITAENTEN (KEXH) URIIRENFERSERIME.

730PM
= OB 1mg

FtRGIR, NAREFERNSEIREITEN. cRERE LEN, HEEEESE L,
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XML $TENH 5 RECE

October 26,2023
Workspace Environment Management &#&&d XML $TENHFIR 4B E A F $TENHLAYTHAE.

B2 XML TENFIRX G, EERER QPO ITEIVIRIE, ¥ “RIFERE" EUREN “EMIRERGHTEIN
X

AR

NEHAZEEE Windows ERAIFTENN.

XML $TENHFI R 454

XML Xt LA UTF-8 4b3, HEBUUTEZE XML £i5:

<?xml version="1.0" encoding="UTF-8"7?>

<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://
www.w3.0rg/2001/XMLSchema—-instance">
</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

<!--NeedCopy-->

BNEPIRMXEIREH AU T RN RER:

SerializableKeyValuePair<string, List<VUEMUserAssignedPrinter>>>

BMeEHGEHERT:

<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>
</SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>

<!--NeedCopy-->

EMESRUNEHENT A BHITEN BT, % ** <Key> iIFE B EHEXEM. <Value>** iHEBE 5D EA
EEE P IRAFTENYICEZ A VUEMUserAssignedPrinter 31 & 89%%,
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<?xml version="1.0" encoding="utf-8"7?>

<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema">
<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>
</SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

<!--NeedCopy-->

VUEMUserAssignedPrinter i5i2i&%

HIER T B <VUEMUserAssignedPrinter> 1R E X S A B EAIFTENN :

**<|dPrinter>, XE2EEETENNA “Workspace Environment Management” {TEI# ID, &&1TEIHH
MEBFRREN ID, FE: ** £ Workspace Environment Management =58 EEHN XML ITEINFIR” 2
WEABEBECH ID BITEINURE, ZIRMESTARETF XML FIRPEBEEFTENNH 1D,

“*<|dSite>, @&#H% Workspace Environment Management i mf9ik 1D, Zibm S ASTAHSM D T
iGN

**<State>, IBEITEMNBGRES, HAP 1 AFEDRS, 0 A FEARS.

“*<ActionType>, HHIELR O,

**<UseExtCredentials>, %7415 0, BrRiFZFHERRERN Windows &1,

**<isDefault>, IR} 1, WITENHZIAIAK Windows ITEMH. RHK 0, NARKEHEE HTIAE.
**<|dFilterRule>, #iaL&A 1,

**<Revisionld>, &AL RA 1, NREEERTITENNBE, EFILEEMN 1 LOBMARIEENHRREIIZITENN
121Fo

**<Name>, X2 Workspace Environment Management {2 #lFrRAAIFTENH B, LEFER ** Ree &

=

**<Description>, X& Workspace Environment Management {2 EMFrREEBITEINIER, LtFEEATLLA
=,
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**<DisplayName>, XRFKEAH, MIZEZ=.
**<TargetPath>, XR1EMITENHA UNC B&iZ,

**<ExtLogin>, B&IEEATEEMN Windows EiEEEAR Windows kP EIE R, [BRIFZ%RE. EFILFRE

=
= o

“*<ExtPassword>, @&1&%E R FiEEHN Windows FEBERH Windows tkFHER. [BRIFZX%RE. B

FERET, o
<Reserved01>, XBESHKIEGE, FE UEAARHZE,

&gt;&Lt;VUEMActionAdvancedOption&gt;&lt;Name&gt;SelfHealingEnabled&lt;/
Name&gt;&lt;Value&gt;0&lt;/Value&gt;&Llt;/VUEMActionAdvancedOption
<!--NeedCopy-->

BREATEITENNRNBREE, RFEFFHEM LARNE, KE= 0EEHRN L.

FTENHIS R

T REIEREFmsitEYN DEVICEL L5 ER & ST ENL:

« UNC %12 \\server.example.net\HP LaserJet 2200 Series 19 HP LaserJet 2200 Series (ZkiA
FTENMN)
o {£8E C5531i &% $TEDHE UNC B2 **\\ server.example.net\ {£8t C5531i &% **

EREEFIREITEN DEVICE2 E9E— N EEhFTENN:
« UNC %1% \\server.example.net\HP LaserJet 2200 Series £y HP LaserJet 2200 Series

<?xml version="1.0" encoding="utf-8"7?>
<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema">
<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1l</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>1</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>HP LaserJet 2200 Series</Name>
<Description />
<DisplayName />
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<TargetPath>\server.example.net\HP LaserJet 2200
Series</TargetPath>

<ExtlLogin />

<ExtPassword />

<Reserved01>&lt;?xml version="1.0" encoding="utf-8"
?2&gt;&Lt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt;VUEMActionAdvancedOption&gt; &Lt ;Name&gt;
SelfHealingEnabled&lt;/Name&gt;&Llt;Value&gt;0&1t
5 /Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
3 /ArrayOfVUEMActionAdvancedOption&gt;</

Reserved01>
</VUEMUserAssignedPrinter>
</Value>
<Value>

<VUEMUserAssignedPrinter>
<IdPrinter>2</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>Canon C55311i Series</Name>
<Description />
<DisplayName />
<TargetPath>\server.example.net\Canon C55311i Series
</TargetPath>
<ExtlLogin />
<ExtPassword />
<Reserveddl1>&lt;?xml version="1.0" encoding="utf-8"
2&gt;&Llt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt;VUEMActionAdvancedOption&gt;&lt;Name&gt;
SelfHealingEnabled&lt;/Name&gt;&Llt;Value&gt;0&1lt
;/Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
5 /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved0l>
</VUEMUserAssignedPrinter>
</Value></
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
<Key>DEVICE2</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
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<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>HP LaserJet 2200 Series</Name>
<Description />
<DisplayName />
<TargetPath>\server.example.net\HP LaserJet 2200
Series</TargetPath>
<ExtlLogin />
<ExtPassword />
<Reserveddl>&1lt;?xml version="1.0" encoding="utf-8"
2&gt;&lt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt; VUEMActionAdvancedOption&gt ; &1t ;Name&gt;
SelfHealingEnabled&lt; /Name&gt;&lt;Value&gt;0&1t
5 /Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
5 /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved0l>
</VUEMUserAssignedPrinter>
</Value></
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
<!--NeedCopy-->

JACER

June 16, 2022

X8 & Workspace Environment Management (WEM) x4 #0324 sh (s B ARIBFNE Yo

[1] 1 PRA AR

[2] 1%BR Citrix Cloud ARESHARR

EEANERO. “EEKO" MNEZBARIE,

EEEHA, EEIEMENRSHNED, SUEREEETSCIBNORRR. EEERK. BNARE.

#£ Citrix Cloud #, Workspace Environment Management lREERizHISEEEET Citrix 89 Citrix B
FREFRSSE L. ERILIERBEEEHSEA Web JIRBMIRSH “EI2” EmM-kHEE WEM 2%,

EEHO [1], BRI QEEFIEMBERSHEO, ZBORIAKN 8284, MEF AdminPort <1785,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 277



Workspace Environment Management 2305

¥, T1E Workspace Environment Management fU2HmMAMAER: REBRSTISIENIE, XEAHRER
RIEEN L,

REENTRITXM. “SERE” BIBAARIE.
RIEEN. “REEH BIBERE,
RIBENARS. “RERS" HIARE,
REAREHO, “RERSKO” BIERS,
REZERTZ K. “FEFERPIEO" B9IEARE,
REEN. KEARENITEN.

REBENEE GPO, HEIEITR (GPO) BEERFERIEL E1RHE ADM 5 ADMX X, BIRFFXLEHS A Active
Directory, AERKIRENAEISIERAR LM,

REwmO [1], REIH EEKCRBEREWRSHESHMITRD. M, BTFRfNRENERER SR, HOKIA
&5 49752,

RIEARS, 1EFRIZFAGIREEE VDA St Windows & LIRS . ERREHIRTEFEREERHSREN

®E,

RERSHO (1], ABEEIEMEWRSSRIHEO. ZHORIAS 8286, METF AgentPort s $1T78%,
RERPARERO. “FEFRPIHO" B9IEARE,

Broker, “HAZEMARS” HIBEBEAIE,

Broker kP, “BRiZEMARSKF” BIIARE,

Broker fR5528, “BRiZEMARSS S BIARIE,

Broker fRSHKF . “ERHLEMBRSHKF” HIBARIE,

ZERSHO (1], RBEERS IEEEINEMENRS UERBEESEMEHNRSBEAS KD, ZiEORIAR
8285, H3IRF AgentSyncPort %1785,

Citrix ¥FrNIERRSS 28R 0 (1], Citrix FANEARS W IEFEMIFAIIRO, ASEMLEMIRS ERET XK O URIEFT, i
ARKIAES 27000,

Citrix Cloud Connector [2], #FERMUERMITENS Citrix Cloud BIEMNEY, ERESIMERUENED
—BitEN (ZEES) L.

foEs. —4A Workspace Environment Management B2&i&E.
ERAE, “BMEmRSSE" BIAARE
BiBE. 8% “Workspace Environment Management” BZ&i&EHEIEE,

£ Workspace Environment Management gyzsttihR <R, #iEER7E SQL Server LI e1EH, 7£ Citrix
Cloud £, Workspace Environment Management iR$3i& B7257E Microsoft Azure SQL #iBEERRSS +.
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BIBERS 8/, [1]. #IEECIERASATZEEE SQL L1813 Workspace Environment Management #k
BRI,

DSN, ¥iE/RE&Z#R (DSN) BEHURER. BR. BBERDZF. AP ID. BEBRMNEMES. —BRSERIEEL
2 DSN, meJATEAERFFER DSN NEIEEIRRES.

HitEmARSs (1], £ T Workspace Environment Management Bt ARS A&
HEMEMRSH[/EEIRO, “BERBO" NEZEANE,

EMZRHARSS . BMZRMRSHE LRENRS, eR&MERAS (SQL Server, Active Directory) SaiiRdAH (B
BiEHa. KEIN) FP. LRSUEMKRTA “Broker”, *

7z Citrix Cloud L, EhtEmpRssHEEE Citrix Cloud £, H& Citrix 81, ©1E&MEHAH (Azure SQL #
EERS. EEEHe) Samdet (RE. Active Directory) R,

EEARS R [1]. BMLEARS ARERFIRIEENKS . BIAERT, KA 2 VuemUser SQL kP, B7
HIREEQIEERE], ERILLUERIEE M Windows EIRHEAGE MRS .

BEiZmiRS RSS2, “BRIEERS R NIERE,
BEiEMmARSS . BRiZRMARS R I EREFRMIIIIRSS 83 LIRSS,

f£ Citrix Cloud £, ERigEmARSIEETE Citrix Cloud L, #H Citrix B2, BITEEMEIRAHS (Azure SQL #
EERS. BERGIS) Saimds (RE. Active Directory) EF.

MBEERA (1], EHRIEFUELEFERNEAH, REZANK RN EEES & FHFE Workspace
Environment Management it R A B2 IHANIR, BINERT, AR —BEBLILAIRRRAIIE,

SERER [1]. A SAT Windows kP fiARZ SQL kP ¥R E SR S EES SQL i,

M= LEHA Web I ARFEHEN—MERX, TRAFEERIEMNARFRIERRL. XAFEER
RRFFREHER SN BEFHRH.

BHAERO, “WEM EiZR0O” MIAARIE,

BEEABFHEIE [1]. 7 SQL Server &, —fEER Windows S4383EF SQL Server S{H38IER S I0IEE
Ro XEEMMEMIRSIEZI SR ENZRIANS,

WRNHEARS 2R im 0. “Citrix W rIERRS 28O MIAARE,
MEIRRNER. /FEM. ARSS28EL NAS 18& ERVYIRE#ISE.
BRAUE [2]. BEMITHERURSMBERZFNUE BINMAHRZHIE L. DHESEIERL) .

MR RS [2]. RHRMRS2—T BN LB, EXMERP, E=ZARUFRENAREFHED Internet A%
FREXENBEF,

BHENRSEO. RELAFPAIUEREFERETE Workspace Environment Management HECBRITEE (FISNEIAR. R
INTEDN) MORE. MEORSEREE Ul BXTRME, ©

ARSSEAZ T (SPN), BRSSSLFIRME—IRIRTT, Kerberos BHI0IERER SPN #ARSS L6115 ARSS B Rk F HE KBk,
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ERE. NAPIERENAEFRESINRE, AEE “UIRR” M 1T BATET. UIERRHT—
MRS ERIGRMBBIARS RE, RELBFATUMPERFELINEE (BINER. BIAFTEIN) .

R, ‘MBS HIAARE.

SQL AFikF [1], ERESEFEIEMNEFIA “vuemUser” B SQL AFIKF, XZEALSMARS AREZTIHIE
JE2:DE/NIN

#ii2F. Workspace Environment Management RIE7ESZIR kiosk R T #1TEZMINAE,

EIRENES, £/ s ubst <5 defineDosDevice keI 2 Windows E#IEENEE (t2#5 5 MS-DOS i8& &
R o EINIRTHESE 253t 34 BR 1R BR 5T BIIRBHRS B2 1T o

EEHA IP 3hhik (VIP), SERR¥EmED (Iw0) RIIRZAY P ik,
VUEM. EMBFIRRER, XB—MESAR Norskale RiE, HIEF~RAVFELMTS,

VuemUser [1].7 “Workspace Environment Management” #3BE oI 2 #A a1 8l H SQL 1k . 5X 2 Workspace
Environment Management Eat4EH9AR S B T I SRR ZRIAK A,

WEM Broker, “EiZERs” HEEARE,

WEM 53350 [1], SRS (EARVERZR AR S 83 EAYHIRIH O, IHORIAN 8287, (MKSEHE.)
WEM Ul BB HITX M. “SIERE BIARE.

&34 Windows . HARE L Windows 1k B 545178,

Windows AppLocker. —I1 Windows IhiE, AMFERIESHFRIME—IRIRHEE WL B - 240 AT LUBTA L RS E
N RiERF. MREMER AppLocker, M LUBIEAVFSRIELRN 2R EITHIRN,

Windows 51{43iE, 7£ SQL Server #1, —#ZHAMNSHRIERR, EXMEXT, HEH Windows AR KFAH
HEKFZEEERE SQL Server, SQL Server 53— S G IRIERA R REEAS I,

Windows &£, “Windows B45IE” BIIEARIE,

Workspace Environment Management (WEM) Ag53 [2]. Citrix Cloud AR5, ¥ WEM EIBAM1EN SaaS

RS,
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