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January 11,2024

Workspace Environment Management RS X REEME B XHEERK A A Citrix Virtual Apps and
Desktops S ERMRATRERENMEE. KREERMNARFMNE, XE—NMRE. FEERDEFHBRS
N

HREE -ATEAFRERERR, Workspace Environment Management 263 IS #1154 A R AR BIEFAT
7, RESEHEIAZERF TEXFEFHN RAM. CPU 1 1/0,

Profile Management - 5 T IR RENE R ML, Workspace Environment Management &% B Windows
AR R, BRMANEEMBERABEEESTEMNRS B LR, RBRSLREN, HFEANEEENRKEX
RABTFARFE, N EREFALEBERRIANEKE,

BXALNER, B AREE,
BXREYRIREOESR, BFEH LENLE,
A=

Citrix Virtual Apps and Desktops 894 #iiRZs (CR) 4 dn/EHAE =T Workspace Environment Manage-
ment, BXFAES, BESHE FREMK.

FAREER
Workspace Environment Management (WEM) E& L TARLEM:
WEM

administration
console

Citrix Virtual Apps
Citrix Virtual Desktops WEM

'8:':' Synchronization Q ooo SQL transaction Q_ oeo
° < » [0 o < » [0 o

= R " o A
T WEMlocal cache WEM local cache T
WEM agent WEM infrastructure services SQL Server

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 4


https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/upgrade.html
https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/install-and-configure.html
https://www.citrix.com/support/product-lifecycle/product-matrix.html

Workspace Environment Management 2311

Infrastructure Services, Infrastructure Services REEZAIFRIER A L, C©INEEMEHAY (SQL Server
0 Active Directory) Szl (BEEEHASNRE) AL,

AR

TosErEimis 428 23t Infrastructure Services, Kerberos S1{5563iE R B8 1EE IS HER S EXFME R T
T

FIEfTHG, Workspace Environment Management EIBEH 8 RETEIIERZIRAERERF L. CERIE
Mg MRS, A LUERSEEH A5 Workspace Environment Management &3, 0, Ea]LI8IEMSE
BR. BEER. BENAR%,

WEM Public API Service. Workspace Environment Management At APl RS2 HTTPS IRE R X5
WEM Web #1675 WEM Infrastructure Service #{Ti&{=,

f£#2 Workspace Environment Management H{#2%#%| Workspace Environment Management E#tii&1
RS, HERRIEERESSPRENRE. BINEEMZARIE (VDA) LHERE, XEAIUEBRERSIEN
B, EEAIEYIE Windows £in T = L BRI,

AR

o TETEEMISHERS 2 ERERE, RIELXEEFEXMERL TR,
o SRIERFRAFIFHIRIEZEF TR,

SQL Server #5387, Workspace Environment Management 2% SQL Server $iBEREZMEIZE, MEH
2, BUEETLUREETE SQL Server 4 THATAMAEDR, (BXFHER, BSH 2AZK,)

Microsoft Active Directory Server. Workspace Environment Management &%ijial Active Directory,
TR EREEIAF,

'

A LUM Citrix Virtual Apps and Desktops F#imim https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/ T#Hi&# I Workspace Environment Management R2i2F, Eiz@ELE, ihia
BhRA<B9 Citrix Virtual Apps and Desktops 89 “4Aff” THRERERFE,

HTIEINRE

January 11,2024

2311 PRIFTIETEE
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e

B UM Citrix Virtual Apps and Desktops F#isim https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/ T#Hi&#H I Workspace Environment Management R#i2F, EiximEmL, i
BIhRZAHY Citrix Virtual Apps and Desktops #9 “AfF” FHRERERR

tEhR A EFE LA T HIBThRE, HEMRT JL R LACH B P A5

BEpEALR (FREHR)

o EEILAMEHR SMB £EGEF#UEBEEFEMFENAREEFE, FAREEPHNAEREITENLHEHAR.
o 7E, EALIEERE WEM E—FATHM—XBsimEEEFHRE R EITENHEE AR,

o I7E, EAILELERE WEM Bt ARNEESPIEE AT ENNRER MM IP. BXEZFAER, B
SN AEFER M.

s FTEMR(EARERA: 2311.1.0.1
7£ Citrix Optimizer 3% Windows 11 #1 Windows Server 2022

 A'17£ Citrix Optimizer #8073+ Windows 11 h4s 21H2 (PA&8hR4s 2009) #1 Windows Server 2022
21H2 (REBhRZx 2009) B, BfE, EaTLlfER WEM BREx3 Windows 11 2009 #1 Windows Server
2022 2009 it ENHITEFTRIRNARFAMR K. Lboh, RIIEHRTHRBEMEER, URBEHIHL Citrix
Optimizer 3| \HIEX, BXEA Citrix Optimizer 858, E& M Citrix Optim izer.

o FREMNRIEAIERZA: 2311.1.0.1
Web #=HI & AGEMRIT (FUMAR)
£ Web i=41&, IR LUSEMRIUAIN AT S ERAIRIE, NMAFEEAFRFEPLIR, ERRFREMRE,

ZINREBSEILIR, RMEEIFMNAF K, s, EUETUEEFRRIFMFTEHRNSEZNMEMRTL. BXiF
MER, FBR MR,

Web i=HI QI REGIRME (FIER)

EERWAEPI UERA Web ZHI A IZNEEXHRAFREHBEIELRAF. BXEZEE, BEE HAFIEE,

%45 Web =61 & RSO H2EIXEX (FTA) 188 (RKHR)

EINREAEREROE,. EE FTAFRBHESESLRBF . EERETLUER WEM TRPOHAEXHRE XK FTA,
ZHIRENE Web =5 SHPECE FTAFRRMER. BXESER, B8 SUFELERE,
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HRFY REIEAILR (FIEhR)

AREBIRESINTHEMHSHED, B CSV (xX1k) M JSON (BHik), XLERTUIGR TIRE T BEUEN AT
. BXFAER, FERSHES.

7£ Web =41 5537 Profile Management i§E#1752 (FMhR)

tbIhRE A F B EHEE Profile Management i€ BNME. = AERE (BEFXH. EFBSBMNNBEFHIEH)
BUEREMT LIRS, AEPETEITFIMETENTARE. RIMERNTERRENEERNELET. BXFAES,
&7 Profile M anagement 1£5,

1ERAIRIRE (FUYEhR)

o REBREFRNTHIRE “ATREERAKFNEERER. BAR, AERERAEZFRIEERNER, MRS
MREMM, HRBTEKREN, GHATUER WEM AR, BXELZFAER, BSH (EERE,

o FTRAR(EAIEMZA: 2311.1.0.1
FEIEMIREIBIER (FiEhR)

Wz, RNERSMKPHNEAFHSHRFTIM 101RE2 25, BXESZER, 558 &MHkES

Windows &9

T RKREERBKEEHERAXREERKEENIRS. SHBRRSTIIH—PHE, EEEBIRFIBEN
EREFIRE. BXELEMES, BB Windows ER51.

Web izHl 82RO ERETNRERIEE (FikhR)

LtbInEERRE 7 @2 WEM B E Profile Management AP A%, HYERHREBETRINELERIE LM Profile
Management i Bk, AILELARPEIRIR/EE, HAENIEERE Web i=5/489 Profile Managem ent
B NEPREET. AR, ERLIRETHRETHEREHREE, AXFMAER, H8H RS,

MAEFREAERE F%ER)

« EERMETUEIEAS M REENNAREFRZLATREREE Web EHI &N AEFZ L BAEHIRIX
HRERS. EERPUESMRENFAESPRFREEEAT. AXEZFAER, FEH “RE" T
‘NARFE2EE MadEEnhee SRR,

o FREMRIEAIERRZA: 2311.1.0.1
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RUFERIBTREILE (FIEhR)

HIngEATF BRI AREFZMREECHRUBREFNIIR, ERIUER B0 TEIRERN. HEMBER
HRRHINBERF. BXEZER, F5R HIRHNNARER.

IREAFRER SR BERE (FikhR)

- EERYAEANBERASMEEENR 2 ATREREE Web 24| & PRURIZA B EHRIER AR S
EERTUESMENFAEEPRFRETERE, AXESER, B3H “BiE &N W 228E
R,

o FREMRIEAIERRZA: 2311.1.0.1

Web 54458 Profile Management (Fi%ihR)

Workspace Environment Management M7E32#f 2311 Z#iFfE #8 Profile Management hiads, Web %
& hITER M LA T I8,

s APBIEEESZ. EEEZS TBREFEEDBNNBRFEERS R, EHNEE:

- BEEIfFF. Profile Management &R RFEEMNTZ .
- AR, Profile Management &iERip R sERERITERE.

ZIEETE “BCE XM > “REXMHEERRE > ‘BRKRE” > "EHAFEE PRSI REFHAH. X
W4ER, 218 Citrix Profile Management 1 &,

o SEEXPMRNHEK (MB) X HITEE IR HIR. IEEBEMEEXHBRPHIRES BRI SHFRIRN KN,
FRAIAK NN 256 MB.

ZINRERIERR B X4 > Profile Management 1% & > XSS HIRER > BRANGES IR SN
BIRBTER, BXx¥AES, 152 Citrix Profile Management & &,

« ERMEEEXHERTURAN, FHEAF. EETRFERPEOREX GBS TR AR ESRFEEAF.

BINEETE “RE XM > ‘MEXHEERE > ‘REXHRHE > ‘BRAREXHRE PRENSMECET
M. BXiFMER, ESH Citrix Profile Management & &,

o RERPMBALISNEE RS, F5EWE AD S MEHMERead & ExecuteftBXHARM
R, NERT, REREXGARSRNFIEEZT LR EXHESE.

ZINRERE “TRE XM > “MEXHERGE > ‘KEXHAR PRENSMEETER. FXFEMES,
27 Citrix Profile Management i&&.

o FREMRINAIERRZA: 2311.1.0.1

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8


https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/monitoring/insights.html#excluded-applications
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/advanced-settings.html#monitoring-preferences
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management#advanced-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management#file-deduplication
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management#profile-container
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management#profile-container

Workspace Environment Management 2311

BEEEREH

January 11,2024

5 Workspace i1 & 2308 #8Lt, Workspace Environment 2311 & FTEEE/IRI:

« BPfE Profile Management BBEE#, BLE Profile Management BfTIRRFIB I fE BRI, HINIERR
HEREZ WEM REER UpmConfigCheck. psl MAT AEMEIET. iaBsgEmEmT Profile
Management B BEXHREFRRETES %SystemRoot% Mit&EH. [WEM-29519]

o W7E, SARIFMKRIEIGERN, WEM RIEB<RIFH SMB &%, MAREST—XRIH, BE 15 28RIHFH—X.
[WEM-29142, CVADHELP-21957]

o HEPRNBRFRESHIIXHER, KxxHRFH ASCI HFiE, AEBRBEHREHNXEHESN WEM B, A
BEFRHERX, [WEM-31180]

o AEEIERER, XEFFE WEM BRARSEERNSPEE KN, RAF42BMETEMIEMIRSIKS
[WEM-31268]

o EIMET UM WEM B9 EE8I518] CVAD =&, [WEM-31181]

o L&7E WEM B12E45 &1 A ctive Directory 4% > iHEH WA T8 & AN OU ” 2B, “HR
i MSHELEERAELESEM, 322 Active Directory iR B A2 £ thd, [WEM-29860,
CVADHELP-23329]

=R

January 11,2024
Workspace Environment Management 2311 S8& L FEEA:

fE bR AR & IAE R Rl

E=7EA

August 11, 2020

Laikikast9 Workspace Environment Management BIgE 3R RIE LU T SO AR E M MR SISV = A 3R 44

Workspace Environment Management 5 =73&41
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A

May 18,2021

AXHFHAE EEREIRINEH EEZE L AANT & Workspace Environment Management Ihg, LUEEEET
Repd il 558, Citrix BEMEFERERMRIGUBELRLNE, AEFEIEEERAPLET K, HET
BEREIERTE B ANIHRESThAE,

BXFmESASNESER, B5R ot B R,

FF MR

TRETTEFRSMRAF A Workspace Environment Management (WEM) Ihgg,

EFRNME AR, Citrix TELARA RS FEXLETE , BEERRNYIRAPEERR. TEES (*) 1
BB F— Citrix Virtual Apps and Desktops «HiiRE s (LTSR) lA 2 piiF (BEEET— M)

£ “Workspace Environment Management” &, ik (WIE BAWElk, EAREEXF

E | ERRIARES | BIBRARES | AT3% |

| = | | |

| =HEERLSHO GEBT Workspace Environment Management 1909 &E2£hk4; B Workspace Envi-
ronment Management 1912 X ESRARHNEFHIERA S HOER) . | 2012 | **2103** | #E&F 1912 HE
=hi4s#y Workspace Environment Management. #&: s1RER Workspace Environment Management
2103 HESHRA, ESHIE Workspace INEEEREARE 1912 RESARA. |

| &2# VMware Persona i&&, | 1906 | **1909** |

| T TRIERAT S LA WEM ERtE#9ARSS . Windows BRS338 2008 R2 SP1 #1 Windows ARS338 2012, | 4.7
| **1808™** |

| EUTRIERAT A L35 WEM BEEizH & Windows Vista SP2 32 4ii#0 64 fii. Windows 7 SP1 32 {ii#ll 64
fii. Windows 8.x 32 {iifl1 64 fiz. Windows 8.x 32 {i#1 64 fii. Windows Server 2008 SP2. Windows Server
2008 R2 SP1 # Windows Server 2012, | 4.7 | **1808** |

| ZHUTRIERAT S LH WEM 32: Windows Vista SP2 32 {i# 64 {i1, & Windows Server 2008 SP2,
| 4.7|**1808** |

| M WEM 3.0, 3.1, 3.5, 3.5.1 R{IAHEE WEM 4.x, *|4.5| 7#4F WEM 3.5.2, SAEF4&E WEM 4., |

| #% Windows XP SP3 32 {ii#l 64 fii E#9FrE WEM 4B, |4.5|4.5 | RS ZFMRIERFRRAS. |

| ZHFUTRIERATFE LA WEM 32: Windows XP SP3 32 fiifll 64 {ii. Windows Server 2003 32 fiifll 64 i,
Windows Server 2003 R2 32 {i1#l 64 i | 4.5 | 4.5 | ERZ X HIIRIERATA. |

| Z#5@id GPO BIMAE (4.3 ZHIMARA) RIBHEMABERIER, | 4.3 | | HRIBFARE Workspace Environment
Management 4.3 i B &R, |

| EUTRERAT S L F WEM BI2#E%4: Windows XP SP3 32 ii#1 64 {i. Windows Server 2003 32 i
64 {ii. Windows Server 2003 R2 32 fiifll 64 i | 4.2 | 4.5 | ERZXIFHURERFA TS, |

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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| EUTRERATE LZHF WEM B4 Windows Vista SP1 32 fi# 64 fii. Windows Server 2008.
Windows Server 2008 R2 | 4.2 | 4.5

| # Microsoft .NET Framework 4.0. 4.5.0 5 4.5.1 £X#5Fi5 WEM 4. | 4.2 | 4.5 | 743 Microsoft .NET
Framework 4.5.2, |

PSEDNIELE]

October 26, 2023

IEEN BT NAREMEE Workspace Environment Management (WEM)., ©2H# T 245 REMAB B 5HEALL
RZWAIREK o

5%

WEM B— T HFIFMEEEBAS R, SHEILENAFRMUREN Workspace 538, X2—NMERE. FRERRE
FFEURRR T 50

WEFM

ERRFRRE WEM 280, BRIEEREREFIERAER. BXEARER, BEARAZNR,

LRMERE
Citrix BiNERERNRAN WEM, 3E WEM SEREMEBE=MoOEN . BZRARS. EEBEHaMAE, X
TEREFANTA T NARENEE XA N

o EBighiARSS

o BEIEHIE

» Web #Z#l&

» Agent

AR

o REEIFITHISE ERiE FERE AL
o BMERET Delivery Controller BIARSS 38 L L& EM IS MRS
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TR 1. RERMRERS

1. M Citrix Virtual Apps and Desktops &4&hi k=& F#EBmE https://www.citrix.com/downloa
ds/citrix-virtual-apps-and-desktops/ FH&#H WEM RERERF. # zip XHRED—MERER 4%

#,

L= Workspace-Environment-Management = | = -
Home Share View 0
— Ct FE! item ~ \ Ope ER
Cut L f:_,r =i L Mew item . ], Open o Select all
-~ ; L g —:_‘]Easy access ™ e E Select none
Cop; Move op’ Delete Rename Mew Properties o
to - folder - oo Invert selection
:(-:l - 1 <« Workspace-Environment-Management » Workspace-Environment-Management v & | | Search Workspace-Environme... @
S
‘v Favorites MName Date modified Type Size
B Desktop Agent Group Policies File folder
& Downloads . Configuration Templates File folder
12l Recent places B Citrix Workspace Environment Management Agent Setup.exe Application

. Morskale Infrastructt Citrix Werkspace Environment Management Console Setup.exe
B Citrix Workspace Environment Management Infrastructure Services Setup.exe
18 This PC

‘i‘j Metwork

5 items

/26/

5
2

018 1:55 PM

Application

Application

2. EEMZEM RS £i51T Citrix Workspace Environment Management Infrastructure Ser-

vices.exe,
3. BERiE,
4. %E—F_ﬁ;o

5. EWAIMNPESE “REBFAIFRAMFMLE .

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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s+ Citrix Workspace Environment Management Infrastructure Se...

Citrix Workspace Environment
n Management Infrastructure Services

CITRIX LICENSE AGREEMENT

CTX_code EP_R_A10352779

Use of this component is subject to the Citnx license or terms of service covenng the
Citrix product(s) and or service(s) with which you will be using this component. This
component is licensed for use only with such Citnix product(s) and/or service(s).

Version 2308.1.0.1 []1 agree to the license terms and conditions

Install

6. BFRERFIRATHAXLESE,

SR 2. ¢Z WEM #iErE

1. FHRIEEEESREFP, BE IRMEE AENECIE WEM 8uEE, iR ETSIEESIZRS.

=W

INRE 7 SQL Server fEH Windows SAIIE, EEEERAEERNRIARIR TIEiTHURRE LA

2o

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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WEM Database Management Utility

Database Management

o .

pgrade

Create

Database Database

citnx | Workspace
Environment Management

s

2. T:E “7;)\-,@”

=i

\EJ: ) EEE “_F_ﬂ;”o

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EX Database Creation Wizard

Welcome

Welcome to the database creation wizard.

This wizard will guide you through the reguired steps to create the Citrix
Workspace Environment Management database

Click Mext to continue

Actions

I Mext || || Cancel

3. E “BEEGER" EL, BAMEER, ARRE “T—F7%

PE =
o WFRSESIMLFIBIR, BNTENBT. TEBREFHZR IP ik,
o WFNHREZR, BAKIEESIERIEENHYIRRIR. BHRFREMN BRI ZERER.

15
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EH patabase Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

o Previous g

4. £ “BIEERSHEE EL, BARRES, ARRE T

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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B Database Creation Wizard

Database Server Credentizls

[#] Use integrated conneciion (Windows aredentials)
Login

Passwaord

Actions

poPrevious o i Next Cancel

5. EVUEM EERTF, 8F &

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EX Database Creation Wizard

VUEM Administrators

Initial administrator group

Database Security

[F] U=e Windows authentication for infrastruciure service database connection

Infrastructure service acoount

[[] set vuemliser SQL user acoount password

Password

Actions

- Previous =ut Cancel

6. £ “EFA” FOYF, RARGEEEHQEENRONABAA, 8& "RERN, ARRE HWE

Select Group -

Select this object type:

|Gmup | | Obiect Types... |
From this location:

|iack Jocal | [ tocaions.. |

Enter the object name to select [zamoles):

7. 7 HIBERSM T, &8 R Windows SHWIE#TEMIGHARS SIBEIEE"

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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FE
o WMEREEAREESY Infrastructure Services #iEEiEEER Windows S I85F, B REFIEE
vuemUser SQL A KA, MEIAERTER SQL AFRKF,
« ZFEABACZH vuemUser SQL tkF 285 (g0, wNREH SQL RERFEEFEZXMNER), BIEFR
& vuemUser SQL B A1k,

BN Database Creation Wizard

WUEM Administrators

Initial administrator group

Database Security

[¥] Use Windows authentication for infrastructure service database connection;

Infrastructure service account

| | e Select o

[7] set vuemUser SQL user account passwaord

Password

Actions

. Previous Mext p Cancel -

8. & “GEAP” BHOP, @A Infrastructure Services tkRRIZFR, Bt “BEEH, AERE “HAE
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Select User -

Select this object type:
|User | | Chject Types. .. |

From this location:
|iack.lncal || Locations. . |

Enter the object name to select (2xamples):

| Check Mames

9. %E—F_ﬁo

EH Database Creation Wizard

WUEM Administrators

Initial administrator group

| || Select 1

Database Security

[#] Use Windows authentication for infrastructure service database connection

Infrastructure service account

| N

[F] et vuemlUser SQL user account password

Password

Actions

. Previous || || Mext || || Cancel

10. £ “RIEFEESRE EL, B “CIRBEE,
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EX Database Creation Wizard

Database Informations Summary

Server and instance name: |

Database name: |

Data file: |

Log file: |

Initial administrators growp: |

Infrastructure service seourity: |

Infrastructure service account: |

Database connection: |

SOL user custom password: |

Actions

11. BEHEHE,

0 Database oeated successiully!

oK

12, £ "WEEGEERE" Tk, 8& "%l
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Data file: [ e e w v - -

Database comnection: [ - — |

| Create Database |

e T I ST

13. X WEM #iEEFEEELAER,
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WEM Database Management Utility

Database Management

= | =

Create Upgrade
Database Database

cifrx | Workspace
Environment Management

14, FRENABREFNEER, B 2.

+ =

P =

MREHIEEFEEIRRREER, FEEEMEMRSTEXHRPIVEEXH “Citrix WEM #uiEE

EIELAIERF Debug Log.log” UTHREZER,

TR 3. RRERMIZERS

1. M “FFtR” & F$TF WEM Infrastructure Service it &L B2,
2. £ HEFEIRE £ L, BAFENER
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Configuration Management

Load Configuration || Save Configuration
MNety

Database Settings e tw Advanc thngs intenance | Licensing

Database server and instance:
I
Database failover server and instance:

Database name:

3. £ “BRIEE” %Ik, %wiF “BH Windows kAR, AEEE KIS,
AR
RIBEAES T 2 g2 WEM $URERE PR AYERR , % B A Windows ik~ &) 51 185 vuemUser
SQL APtk 23,
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Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemlser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
15 |

[~ Enable debug mode
[7] Use cache even if online

Infrastructure service SQL state monitor delay (sec):
|30 |

Infrastructure service SQL connection tmeout (sec):
|30 |

Configure analytics:
{5 Help improve Workspace Environment Manapement using Google Analytics.
") Do not help improve Workspace Environment Management using Google Analytics.

4. BARBFR, BE “WESWN, ARRE “HBE

Enter the object name to select (2Emples):
|

5. %N\ Infrastructure Services bk~ 233,
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Advanced Settings

Database Maintenance

[#] Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemlser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
15 |

Use cache even if online

Infrastructure service SQL state monitor delay (sec):

E |

Infrastructure service SQL connection timeout (sec):

130 |

Configure analytics:
) Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

2 BAENRR.
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N\ el By ol Database Maintenance | Licensing

[#] Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account passwaord:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
15 | 30 |

Eaf Infrastructure service SQL connection timeout (sec):
Use cache even if online |30 |

Configure analytics:
() Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

7. £ A7 EmRLE, &R SRTFTIERSSES, BAEWFTIEHER, REEE “RERE.
AR

o XtF Citrix WrlEARS B ETR, BAWENERSSFBNITEN BN, TLREXZH IP #tuik,
o« x¢F Citrix #FelHEARSS BRI, BRINEmER 270000
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WEM Infrastructure Service Configuration

Configuration Management

B

Load Configuration || Save Configuration

|
s iu)

Database Settings W Advanced Setings | Datsbase Mantenance (el

[#] Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000

9 Broker Service will be restarted to apply settings, Do you want to proceed?

e Ys o p M

9. %7l WEM Infrastructure Service B2E - HiE,

TR 4. REEETHG

1. i&{7 Citrix Workspace Environment Management Console.exe,
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28



Workspace Environment Management 2311

Home Share View ~ 9
= ¥ cut New item ~ g open - HH setectan
= D =] Copy path k* LJ x j m :‘]Easy access D QEdit 56 Select none
Copy Paste _ Move Copy Delete Rename Properties
[2] Paste shorteut | to+  to- - fmde’ - & Invert selection
Clipboard Organize New Open Select
@ * 1 | . « Workspace-Environment-Management » Workspace-Environment-Management v & | | Search Workspace-Environme... @
¢ Favorites Name “ Date modified Type Size
B Desktop |, Agent Group Policies 12/13/2018 6:32 PM  File folder
j Downloads | Configuration Templates 12/13/2018 &55PM  File folder
“Z] Recent places Citrix Workspace Environment Management Agent Setup.exe 9/26/2018 1:57 PM  Application 71,557 KB
| Morskale Infrastruct: Citrix Werkspace Environment Management Conscle Setup.exe 9/26/2018 1:56 PM  Application 66,610 KB
Citrix Workspace Environment Management Infrastructure Services Setup.exe  9/26/2002 1:35 PM Application 55,992 KB
8 This PC
f! MNetwork
5 items ==
2. 7 RN TTELE, EF “BRSIFAIRRMEE .
Please read the following license agreement carefully.
CITRIX LICENSE AGREEMENT #
This is a legal agreement (" AGREEMENT™) between the end-nser customer ("you'"), ED
the providing Citrix entity (the applicable providing entity is heremnafter referred to as
CITRIX"). Your location of receipt of the Citnx product (heremnafter "PRODUCT") an
maintenance (heremnafter "WAINTENANCE"™) dﬁl:emmr.s the prmrldmg entity as
identified at <https: www citris com ticensi inz-enftities himl= BY
INSTALLING AND/ORE. USING THE FRODUCT, YOU ARE AGREEING TO BE BOUN,
BY THE TEEMES OF THIS AGREEMENT . IF YOU DO NOT AGREE TO THE TERMS (
THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing,
contained in any purchase order or any other document submitted by you shallin any- -
uratr mndifr nr add o tha farmc and condificnc confanad n fhie AGRFEAIENT ]
(®) I accept the terms in the license agreement
() I do not accept the terms in the license agreement
InstallShield
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 29
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3. BRERFIRATRXESE,

SRS EERES

1. M “FFIR” 3477 WEM Eizfl e, ARRE &

Citrix \.’VCII'I‘S[JE!CE‘. Environment Management

| & Connect
\—@l

Welcome!

Workspace Environment Management is a lightweight user environment
management solution designed to let you deliver the best possible workspace

experience to users.

) Disconnected

2. 1 “HEMZERMRSSRER BO%, 0BRSS, RRRE EE

AR
o WFEMIGHERSSZM, BN WEM Efti&iERSS0TENB TR, TLREHZ K IP ik,
o WFERIHO, FIAKON 8284,
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Administration Port

5234 |

Actions

| e ‘e Configuration set| Default Site v| & Delate ‘? Backup |

- |a Create | ? Restore

(== Disconnect @ Edit ﬁ Refresh || _ LEEE

I Se Iy =

E Action Groups

[ [ Group Policy Settings

[ Applications

" Welcome!

€58 Printers

S Network Drives Workspace Environment Management Is a lightwelight user environment

- management selution designed to let you deliver the best possible workspace
experience to users.

[__| Actions 1

| Filters

I—_'| Assignments

) System Optimization

[T | Policies and Profiles

[} security

[L} Active Directory Objects

[I| Transformer Settings

| Advenced Settings

| Administration

[Z} Monitoring

€ Currentaccess level : Global Full Access

4. £ “QEREER H0O0%, BARESENITNER, ARREE “HBE.
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[ General l

Display

Mame

Description

State

Actions

I Ok ||

5. EREXEY “IESE" T, @EMeIEZNEES.

Citrix \'VCII'I‘SpECE‘. Environment Management

2

@ Configuration set| Default Site ? Backup |
@ Create Default Site ¢ Restore
= b =
e Disconnect || @ e %+ Migrate

F)

[E—

B Action Groups

[ f Group Policy Settings

[ Applications

|
L Welcome!
5 Network Drives Workspace Environment Management is a lightweight user environment
= management solution designed to let you deliver the best possible workspace

experience to users.

| Actions 1

D Filters

r_'| Assignments

1;] System Optimization

I:] Policies and Profiles

f_| Security

[L| Active Directory Objects

| Transformer Settings

[} Advanced Settings

| Administration

FI_'| Maonitoring

€ Current access level : Global

6. EREXEY &MNT, BE ER. WIFETRERRAS.
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Citrix Workspace Environment Management

About
[ |
|~ e 3 e Configuration set| My config set v‘ e Delete ‘? Badkup
pu a Create I ‘E’ Restore |
L= Disconnect @ Edit Refresh || 7 Migrate

Ta

E Action Groups

[ f Group Policy Settings

I Applications
: Welcome!
g Printers
S5 Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
= experience to users.
| Actions 1
P
.| Filters
[[] Assignments
[} System Optimization

__| Policies and Profiles

[} security

| Active Directory Objects

_ Transformer Settings

| Advanced Settings

_| Administration

[} Monitoring

€ Current access level : Global Full Access

7. T “EREXFENRET NEL, &F RE, ARRE T
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B Restore Wizard

Select what to restore

i) Sequrity setiings

Actions

Mext | Cancel

8. £ “MEKRE" TNHL, BEH “T—F7

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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ES Restore Wizard

Restore settings

Welcome to the Setfings Restore wizard.

This wizard will guide you through the required steps to restore Citrine Workspace
Environment Management Setiings

Please didk on next to continue

Actions

Mext | - Cancel

9. & “®F" mmEL, BE “WK,
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B Restore Wizard

Source

Restore from folder

Setting Type Selection

Select setting types to restore

Actions

Browse

10. £ “NEXHE” BOP, JRE “BINEFIRE” X% (B Workspace Environment Management 12

), RERE “HBE
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I J. Agent Group Policies
4 | Configuration Templates
. Default Recommended Settings
J. Environment Lockdown Sample
J. Sample Applications
b s Windows
I &2 CD Drive (D)
b 5 Libraries
I €l Network
- B8 Control Panel

| Make New Folder |

11. £ “KR” WAL, %% “RARNKKRE". “‘RERERE” M “RHERE”, AREH “T—3F7
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EH Restore Wizard

Source

Restore from folder

[#] System Optimization Setiings Citrine Prof

Settings 7| Agent Configuration Settings

¥ System Monitoring Settings:

Actions

|C:‘|, \Workspace-Environment-Management-y Browse
Setting Type Selection
Select setting types to restore

MNext )|

Cancel

12, £ “CFRREXE TEN ‘FRKRE” T, B&H TRRE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EH Restore Wizard

Restore settings processing

Restore settings

Actions

13. B8&EE.

Confirm Restore Operation

l-: All settings in the current configuration set will be replaced. Are you sure you want to proceed?

| Yes i No 1

14, BETH.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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B Restore Wizard

Restore settings processing
Processing System Optimizaton Setiings...

Processing Agent Configuration Settings...
Processing System Monitoring Setiings...

Restore Finished

Restore settings

Actions

SR 6. FINERBRR (FIiE)

FE, EALLEREEEARRE. WEM Agent R+ iREM A EA R SEERAN T KB ENE BRI,
1. ¥ WEM L a2 ENARIRASER AL E4IFEM WEM gk,
2. #m.admx >tk

a) HEEIRIPASER > ADMX X%,
b) EHIXEE N (Citrix Workspace Environment Management Agent Host Configuration.admxx

#0 CitrixBase.admx) .
c) #3 <C:\Windows>\PolicyDefinitions x#3k, AL,

3. #hn.adml Xt

a) %3 EAHEEE > ADMX > en-US X3,
b) E%IXE N (Citrix Workspace Environment Management Agent Host Configuration.adml

# CitrixBase.adml) .
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c) #%=3| <C:\Windows>\PolicyDefinitions\en-US X%, SARHIEX .

4. EAARIEEHIERTOP, B3 TENEE > K8 > HIRER > Citrix 441 > Workspace Environment

Management > GIEENEE, ARNE EMigRS .

[

File Action

View Help

5 nE = HE T

Group Policy Management Editor

[= [=

4

(=] WEM config
4 il Computer Configuration
4 || Policies
I [ Software Settings
I [ Windows Settings
a4 | Administrative Templates: Policy definitions (AL

| Citrix Components

a ¢, User Configuration

I: [ Profile Management
a4 | Waorkspace Environment Management
_| Agent Host Configuration
I || Control Panel
I Network
| Printers
| Server
_| Start Menu and Taskbar
I [2] System
_| System Center - Operaticns Manager
I [ Windows Components
_ All Settings
I+ || Preferences

I [ Policies

I [ | Preferences
< [T >
7 setting(s)

~ Agent Host Configuration

Select an item to view its description,

Setting
|iz| Infrastructure server
Agent service port

Cache synchronization port
ached data synchronization port

itrix Cloud Connectors

gent proxy configuration
12| VUEMAppCmd extra sync delay

State
Mot configure
Mot configure
Mot configure
Mot configure
Mot configure
Mot configure

Not configurec

\ Extended A Standard

5. FEMZEMRSH/EOP, &iF ERR, AREET MEAREEAMIEMARSEITEN P ik,
A A H#RE,

RiEsdE N
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E Infrastructure server

O Not Configured ~ Comment:

Previous Setting | | MNext Setting

(®) Enakled

() Disabled

Supperted cn:

Opticns:

Help:

Infrastructure server:

Type the name or IP address of the computer on which the

infrastructure services are installed. The agent connects to this
computer.

K H Cancel H Apply |

6. HBIREEN, FTHHGLT, RERA gpupdate /force,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EX CMD - O >

oft Windows [ I
15 Microsoft ¢

completed successfully.

ed successfully. The following errors were

s could not determine if the use
Ensure the user domain name m
resides in the same fo the co

TEBT. 2ERE
HE:

FETEM LRSS 238 E2E WEM R3E,

1. #EitE#1_£351T Citrix Workspace Environment Management Agent.exe,
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L= Workspace-Environment-Management == -
Home Share View ~ @
= Cut ;3'( &=h E]New item * 1 4 Open BH select an
) N =0 - | ol b
=4[] Copy path s . —,j Easy access = 1 Edit Select none
Paste Move Copy Delete Rename New Properties o
2] Paste shortcut 1 - folder - oo Invert selection
Select
:(-:l * 1| | « Workspace-Environment-Management » Workspace-Environment-Management W O| | Search Workspace-Environme... @
-
- Favorites Name Date modified Type Size
W
B Desktop . Agent Group Pelicies File folder
& Downloads . Configuration Templates File folder
=] Recent places Citrix Werkspace Environment Management Agent Setup.exe Application 71,557 KB
) Morskale Infrastructt B9 Citrix Workspace Environment Management Console Setup.exe Application 66,610 KB
B Citrix Workspace Environment Management Infrastructure Services Setup.exe Application 55,992 KB
18 This PC
?j MNetwork
5items =]
s “xi ==, +h ” o =t ==t
2. % “BRABWAZRHRNEG", ARRE “RE"
ﬁ-.'.'-..:'_'-_'?:i:" onment Mianagement Agent »etup — }(:
|
|
CITRIX LICENSE AGEREEMENT A

This is a legal agreement (" AGEEEMENT") between the end-user customer ("you'"). .
the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITEIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") ar
maititenance (hereinafter "WAINTENANCE") determines the providing entity as
identified at <https-/www citriz.combuvlicensing ‘citriv-providing-entities html> BY
INSTALLING AND/OE. USING THE PRODUCT, YOU ARE AGEEEING TO BE BOUN
BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGEREE TO THE TERMS
THIS AGEEEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing
contained in any purchase order or any other document submitted by vou shall in an
way modify or add to the terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

L

A Fndllserlicenses The soffware in a software PREODTICT and the software
Version 1906.0.0.1 []1 agree to the license terms and conditions
anstall Cloze
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3. W@ m@EL, BF “T—F

ﬁ Citrie Workspace Emaronment Management Agent Setup - 4

e BER L B RS Welcome to the Citrix Workspace
Environment Management Agent Setup
Wizard

The Setup Wizard will install Gitrix Workspace Environment
Management Agent on your computer, Cick Next to continue
or Cancel to exit the Setup Wizard.

Cifrix

4. & “BEXHX EL, 8& F-F7%

ﬂ Citrix Workspace Envirenment Management Agent Setup — >
Destination Folder
Click Mext to install to the default folder or dick Change to choose another. a

Install Citrix Workspace Environment Management Agent to:

C:\Program Files (x86)\Citrix\Workspace Environment Management Agent),

Change...

5. # “BPERE TEL, ZFREANMERE, AERE “T—F. AXMERT, BER FHHE,
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ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Deployment Type
Select the applicable type of deployment., n

() Cloud Service Deployment
Agent will connect to the Citrix Cloud service.

(®) On-premises Deployment

Agent will connect to your on-premises infrastructure service.

6. EEMIGHRSHEERT L, HREBEMISHRS, BAEMIZIEIRSH FQDN ¢ IP ithit, ARRFT—¥,
PR~

WNFRERS RO, FRINROR 8286, MFEENIIERD KO, BMikixAA 8288, AXIFAER, &
25 wOER.
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12 Citrix Workspace Environment Management Agent Set... M

Infrastructure Service Configuration
Spedfy the infrastructure service to which the agent connects. n

) Skip Configuration
Select this option if you want to configure the setting using Group Palicy.

! Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

|1|:|. 153.216.14

Agent service port (default 82588): 2286

Cached data synchronization port (default 3288): (3288

| Back ” Mext | | Cancel
7. T ‘BRKE” AL, B2E “FT—F7
ﬁ Citrix Workspace Environment Management Agent Setup - X
Advanced Settings \
Configure advanced settings for the agent. a

Alternative Cache Location (Optional)

Spedfy an alternative location for agent cache:

| Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in miliseconds: |0

The input value spedifies how long the agent application launcher (VUEMAppCmd. exe)
waits before published resources are started.

8. £ “AERE IEL, BEF “®E’
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9. B " BHEREMS.

SR 8. BAERNIEEIBNRES

1. MFFtaseech, 17 WEM BiBisHl4, 23 Active Directory 3%, SAFE &AM,

€ Current access level : Global Full Access :

Select this object type:
|Usemu'ﬁn.m
From this location:
=

Enter the object names to select (E@mples):
|

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 48
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3. BE BN,

e Configuration set| My config set

" @i Deete | ¥ Bacup
ef.reate |

= = ¥
@ it = Reﬁ'esi'l‘ ¥ Restore
i

= Disconnect

| Infra. Service -

Active Directory Objects J Machines |

84 Users Machines

1 ks T T
= Advanced
Name Distinguished Name Description Priority State

.} Actions

L Alters

[} Assignments

[__| System Optimization

[ Policies and Profiles

£ Security

[} Active Directory Objects 1

| Transformer Settings

| Advanced Settings

[ Administration Actions

| Refiesh | | AGIOU 4 | Addbrect |

[Z] Monitoring

¥ Connected to : jack-broker € Current access level : Global Full Access :

4. & 9 B &WFL, B ARMOUT B FIINR” BEEENITENAIZIELZEEST.

January 11,2024

MR

.NET Framework 4.7.1 {ES R4, ILL4AHFTF Workspace Environment Management ({24 ER., W0
REARE, EREREREREENRE, B2, BENEERERBZAFHREMLTRE . TN, BREE
MR EN A RS RIERE, HEERERKEIEZBETH,

.NET Framework 4.8 S{E =4, I4A#FRE Workspace Environment Management EmigERS. EEE
HEM Web iI=HIAFHEN, MREARE, NWaERELIRTEDNRE.,

MERIBE C++, LA TF Workspace Environment Management RIBZ 4 EM, MERERLE, WSERE
REHIB BEHRE Microsoft Visual C++2015-2019 Redistributable.
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Microsoft Edge WebView2 Runtime itz 98 S{ES kA, LA H3FF Workspace Environment Manage-
ment RESRIBRUFEN, WRHFARE, eRERBEREREEHRE,

AR

o 3B 2209 RESRAFZIA R,
o ETFHMLERK Edge WebView2 Runtime, RAZEEEXMEN,

Microsoft SQL Server 2012 s{E k4. Workspace Environment Management E£&3¢ SQL Server 524l
9 sysadmin i5iEIR A GEQIZHEUERE, HRENMIEERARIE/SIHRNRA BEEMIZEA, ERIEECIRISES,
Workspace Environment Management 2812 SQL BR%&, AEEHIEERFBRFAHRNIIBTRER. B BT
FA P XS $IRZERIR/ B iHIRR, SQL Server REIBFEARX D ANEHIAE, B, HIEEIBIAREKK.

AR

EFRERE, BITENERASE sysadmin lRSBAGKAFKF,

Microsoft Active Directory, Workspace Environment Management &3¢ Active Directory #17 3EUA
IBAXPR 7 BRI AL B RYIR B XA
AR
« WEM W2/ B RAZEFIEFE Active Directory SR MRIAEZHEMPR IMIEE xR, R, EBR

EREMXREE, FliNFTMEE xR
o WEM W ARZHEMZ BRI B EMEEXRo

Citrix ¥ a3EARS3 28 11.14, Workspace Environment Management £ Citrix a1, Citrix #FaliE7E Citrix
YFAIERRS 28 LRI TEEME S,

Citrix Virtual Apps and Desktops. IItiz7# Workspace Environment Management £ Citrix Virtual
Apps =t Citrix Virtual Desktops BEfRIS 7589k 2o

iEATF Windows 1 Citrix Workspace . Z%#&ZIEM Workspace Environment Management &2z
FIBEER Citrix StoreFront EARIERR, HIEESEEFAHENMREEN EREFERT Windows § Citrix
Workspace N AR, Z1FThras:

o EEEEHAENL:

- EATF Windows # Citrix Receiver hik7x: 4.9 LTSR. 4.10. 4.10.1. 4.11#14.12
- EATF Windows 89 Citrix Workspace R F#2F 1808 RE Sk

o TEHREENL:

- Citrix Receiver for Windows hiz4s: 4.4 LTSR CU5. 4.7. 4.9. 4.9 LTSR CU1 #14.10
- EATF Windows 89 Citrix Workspace W AEF 1808 RES R

SFEATEREFMZMITEN, EATF Windows 89 Citrix Workspace MRS AERAERERNERT
RE, HRBHEBFMNRIE. BXELER, 152 Citrix Workspace [ H2F X1,
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BRIERGTRFN

AR

QB HISER R IFNIRIERSIRA T 15 Workspace IMEEERAXAH, EAIEEEMRFRAARISEMEI
i Bx<$r.

Bhtighthkss

SFFHRIER S

« Windows Server 2022 Standard Edition #1 Datacenter Edition
« Windows Server 2019 Standard Edition #1 Datacenter Edition
« Windows Server 2016 Standard Edition #1 Datacenter Edition
« Windows Server 2012 R2 Standard Edition #1 Datacenter Edition

AR

ERHEABFERERFRANRS S (BiligMARSS ) Liz1T Workspace Environment Management
EMIgHERS . BEAREMISHRSSEIRERSR, BATEENRERRNEMITEN EREEMISHRS, &

AR EM LIRS IR EF oI EZEMIRIEARSS S, AREA “1B” BEiigEiRS2SHEER,

EEEH

SFSHRIER S

« Windows 11, 32 il 64 {ii

« Windows 10 kiizx 1607 F1E#hRAs. 32 1iF0 64 kRS

« Windows Server 2022 Standard Edition #1 Datacenter Edition

« Windows Server 2019 Standard Edition #1 Datacenter Edition

« Windows Server 2016 Standard Edition #1 Datacenter Edition

« Windows Server 2012 R2 Standard Edition #1 Datacenter Edition

Web iz#l&

SRR IER S
+ Windows Server 2022 Standard Edition #1 Datacenter Edition
« Windows Server 2019 Standard Edition #1 Datacenter Edition
« Windows Server 2016 Standard Edition #1 Datacenter Edition

« Windows Server 2012 R2 Standard Edition #1 Datacenter Edition
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i

SRR RS

+ Windows 11, 32 fif0 64 fi

« Windows 10 hr4s 1607 Eshias, 32 {if 64 ik

« Windows 8.1 Professional #1 Enterprise Edition, 32 fi#l 64 {ii

« Windows 7 SP1 Professional. Enterprise #1 Ultimate Edition, 32 {iifl 64 {ii

« Windows Server 2022 Standard Edition #1 Datacenter Edition*

« Windows Server 2019 Standard Edition #1 Datacenter Edition*

« Windows Server 2016 Standard Edition #1 Datacenter Edition*

« Windows Server 2012 R2 Standard Edition #1 Datacenter Edition*

« Windows Server 2012 Standard Edition #1 Datacenter Edition*

« Windows Server 2008 R2 SP1 Standard. Enterprise #1 DataCenter Edition*
¥ ZRIFRERARZIFHIRIZFINEE,
£ WEM 4.4 1, =35 Windows XP,

AR

BT Microsoft WEISATHZIRE (DFSS) B, ZR1FRER S LiE1TH Citrix Workspace Environment
Management Agent A IE 1T, BXIAER DFSS MIER, S5 CTX127135,

SQL Server AlwaysOn

Workspace Environment Management X5 4TARTAMAE (EEXMBER) , UERHETF Microsoft SQL
Server WEUIRES B A4, Citrix 248 Microsoft SQL Server 2017 33 iti##47 7 M5,

Always-On AT A A FHIREE XRS5 E SQL Server BBEMF S 4 HEL MR RY B shiTIRBE 3578, MMHR
& Workspace Environment Management 44232 ff#Aiz 17, Always-On BJ I4EINAEE R SQL Server =4
fiiF Windows Server k581 4E (WSFC) = b, BXiF4ER, 2 https://docs.microsoft.com/en-
us/sql/database-engine/availability-groups/windows/always-on-availability-groups-sql-server?vie
w=sql-server-verl5,

2% Workspace Environment Management (WEM) 5 “04&4TH” mIAMA—E/ER:
1. 77 WEM $UEEEELARER, AEtIE WEM $%hiEE,

« MRIEFIZE vuemUser SQL AR KPR, ABHEA vuemUser SQL AFRKF HNEREE, H#K
EERNZI AT ALARN, HIURHIEZRT,
o £ “IRSBEIMLFIBITR F, #AZE SQL Server B9& .
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} =

=

WEM #iEEREE SQL AR 23 ERIEM.

2. ®EIEEE SQL Server, AR&EHELIEN WEM BiERE.

o ETERIUER AINEIRIAMA > EFRHIEETE kR WEM $iEE, ©ARANER (EPE 1 FLiEs
O0<). Altk, FARRE “BE” JFNENTAXE, BANEZNE, AFRE B
o NBIEEEDER T2 MERN.

3. 7£ SQL Server £, % WEM #iERERMEI AT AMAE, AREERAMEAMITES.

4. %77E Alw ays On HA Bahav%EBh SQL 2l L83 VuemUser ERZ, BXELZFE, BSRE LfIZE
ERERBMZR-SQL Server,

5. #%32| WEM Infrastructure Service i+&#l, #AE$T7F WEM Infrastructure Service F2E:FBiEF,

o BHEREARSSBRALA, BRI AMARRIZFHIZT.
o BIEERERBRSSNKLEST
o BUEERT. BANLIEENRT,

BB TRG M

EitigheRss: 4 > vCPU. 8 GB W77, 80 GB rITAHE=TE, AXEMIZERSHIMENAIERE, FSHALZE
AR A/ ERE I,
EEEH e RIENZLIEE, BF 2 GB RAM, 40 MB W] B#i =8 (R%#£HAE) 100 MB),

I iy RAM jE#5 10 MB, BERIZINEREME 20 MB LRZ L. 40 MB MeTAETE (RE&EHAEHR 100
MB).

#iEE: Workspace Environment Management #igEZ/4E 75 MB 1] BRGE =S I8,
AR S5 k1%

Netlogon, X3RS (“Norskale RIBEHARS”) #WAME “MEBERKHMXER" JIRHP, UHERREBERSERE
17, ARZTEHITER.

BrmESHER

BAERT, Workspace Environment Management fCIEFIE A IEHEARSS REEFILU T SL

. RE
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- C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (1 64 {ii&{E&

i)

- C:\Program Files\ Citrix\Workspace Environment Management Agent (7 32 fuigfER %)

o ERNIRHERS

- C:\Program Files (x86)\Citrix\Workspace Environment Management Infrastructure

Services

RIS RIEMEMIREARS B “Citrix” REXHXRBZRRIAEAE. RTEEA “Citrix” REXHRHRIAIE

3, WATHRR T 32

FEEAIRMERS KR X H

+ WEM Infrastructure Service.exe
« WEM Infrastructure Service Configuration Utility.exe
« WEM Infrastructure Database Management Utility.exe

EREBEREX HEH

« Agent Log Parser.exe

+ AgentCacheUtility.exe

+ AgentGroupPolicyUtility.exe
+ AppsMgmtUtil.exe

« Citrix.Wem.Agent.Service.exe
« Citrix.Wem.Agent.LogonService.exe
+ PrnsMgmtUtil.exe

« VUEMAppCmd.exe

+ VUEMAppCmdDbg.exe

+ VUEMAppHide.exe

« VUEMCmdAgent.exe

« VUEMMaintMsg.exe

+ VUEMRSAV.exe

+ VUEMUIAgent.exe

REMEE

October 26, 2023

L3 MECE U AN
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Ehtig RS
BTG
Web #z#l&
» Agent

.

Bhihighe Ak ss

January 11, 2024

B—1 Windows EFiti&HEARSS : Citrix WEM Infrastructure Service(NT SERVICE\Citrix WEM Infrastruc-
ture Service), ©&I&E Workspace Environment Management (WEM) E#ti& RS, A : LocalSystem
FETETEMISERSNEM RS L EE AR P ARNEERPIKF.

REEMIRHEIRS
BE.

o Tik7El Controller L3 E ISR, Kerberos S IIEFIRMAE FEMIGHRS EXME R TL
Eo
o BMIELRET Delivery Controller FIARSS 28 L REEMIZHEARS

fERERE A

o RINERT, BEigiRSSHBNEXT WEM ERERNER S, FH@id HTTPS KEIBIL X
Google Analytics fRZ88. Analytics WER& Citrix BB,

s ERERAREMIGHRSE, RINERTRBAMIBKE, EXFRYE, &% WEM Infrastructure
Service BB IZFES RKIGEET £, %F F#EBE A Google Analytics 2i# Workspace
Environment Management &7,

DRERMEWRS, BEEMIEWRS S £i51T Citrix Workspace Environment Management Infra-
structure Services.exe, PowerShell 7% TRBERERINREN, RIAERT, EMEHRELRETIUT
X#gesh: C:\Program Files (x86)\CitrixX\Workspace Environment Management Infrastructure Services,
% SDK x#4, 3E&i5 Citrix Developer x4,

ER LOE R R I R S AR B MZR AR S5, fI4n:

+ \Citrix Workspace Environment Management Infrastructure Services.exe /quiet BrokerLocation
="C:\test\Infrastructure Services"/log "C:\test\test.log"

+ /quiet BrokerLocation="C:\test\Infrastructure Services"/log "C:\
test\test.log"
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- /quiet, RRERBIER,
- /log, RRBAFTIERXHHNIE,
- BrokerlLocation, {SBREMISHAREZSMRERR,

BIEERR S 1R R FR
HE:

o FERNEBER—MARBRIRFIEZ L MRS EAEFR (SPN). IFIEHHFTEERIZHEIRS A EFAER
HIARSS K P i51To

« £ AHTEN, SAERRARARS K &R LEMECE B iRk BIFE <0l

o S3FHEMA AD 19 SQL 5261, Windows SHI0IER —MIFENSRIIESE. 5—METUESUA SQL ik
Fo

REREFTME, NEMILHERSCIE SPN, £ WEM &, Kerberos 33X, EmiZRipRsSH1E Controller Z iy
EENBEHTRNIIE. Kerberos B4 1IEER SPN RS LA SRS ERIKFPEXEE, SHAEERMIGHRSE
IR ERIKFFTE SPN FiEMmKF ZEREXR. AL, ERFE Kerberos SMRIEER, BERIESEHENS
<% WEM SPN BRB B ESEH AD tkF4EXE:

o WRFMERA Windows SIS A T4, EERUTHS:
- setspn -C -S Norskale/BrokerService [hostname]

Hir, hostname AEMIZHEIRS2ZHIZ T,
 WREEA Windows SAKiEsiAHTE (FZE Windows SHIIE), BEERUTHS:
- setspn -U -S Norskale/BrokerService [accountname]
Hr, accountname AT Windows SHRIERIARSS 1k B9 &R,

SPN X KR/NE,

HIEERSIKP

BRI WEM SEREAIEE RS K (GMSA) BAR AR, £ gMSA iR AR, ATIUAFE gMSA ZR AR
BRS, BB EER Windows &8, X(EE, B2 https://docs.microsoft.com/en-us/windows-
server/security/group-managed-service-accounts/group-managed-service-accounts-overview, ¥
£ gMSA fERRRSRNIEY, Windows FRAEBZIKF R, MARKMEERREE, NREHEENRT %
KA RS, MEHEERAEMIZIERSEER Windows HKFEINZE,

9 WEM 578 gMSA RS 5, FHRITUTHR:

1. MMREELEE gMSA, BFRITUTRME:
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a)

ERALT&H <24 Citrix WEM SPN 5%k 457 :

« setspn -C -S Norskale/BrokerService [gMSA]$
Hep gMSA 79 gMSA P EIE R,
AU T SREXITENRINEZKS

« Set-ADServiceAccount -Identity [gMSA] -PrincipalsAllowedToRetrieveM
[hostname]

Hrep [ZH8] REMEMIRS B[HB T,

2. WMRERE gMSA, BRIEHEITHIER, eI, B Citrix WEM SPN 5E4E, SRAUTHS:

New—ADServiceAccount [gMSA] -DNSHostName [hostname 1] -PrincipalsAllow
[hostname 2], [hostname 3] -KerberosEncryptionType RC4,
AES128, AES256 -ServicePrincipalNames Norskale/BrokerService

Hrh [hostname 1] 22 DNS BRSS2389 2,

Hrh [hostname 2]. [hostname 3] & MHZEHIARSZ S2HIZ R,

BEX8IE gMSAMESZER, ESH https://docs.microsoft.com/en-us/windows-server/security/
group-managed-service-accounts/getting-started-with-group-managed-service-accounts,

3. FHEE gMSA,

a) AIFZIKF IR EIRE,

i. 7£% SQL Server Lk, &fiF “R2” > “BRE", ARPET “BER, AREE “WEREL
i. EER-FEEOP, PEER,
iii. £ “EEAPHA” E0OF, RUTAHREERE, A/ BE “HBE BHZED.
o WRHEKE, [UGEFRSKS,.
o (IE. &EF RERSK,
o WERE. BALHELE 1 PEIERIKS R,
iv. ERFRRSTIEL, EEFENA gMSA NEIERE, REERE db-owner (ER¥IBENAERER
o
V. ERS NEL, RIERTERT &F M 2H &0,
vi. BEHERHER - TEED.

b) SERERMEBRSS M B3 Citrix WEM 265219885

i TEERRMARSE L, T Windows FRESERR, AREE Citrix WEM ERZMARS, REEE
‘Bt
i, £ “BR” WEL, &F WKF”, BE WK, ARRRIEINE=ANFIEPREEIRE,
iii. #F ‘Mg’ B Citrix WEM Eft RS EM 0.
iv. £ Windows R &8+, &3 Citrix WEM EhtZei9ARS
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=

=W

&, EELER WEM GUI ECERF. 5t WEM $5iEE M ECE 2Rk SS

FoE T T
R’
£/ Citrix ADC # 1T 8T XERMTHXMNMEAEE Citrix ADC Ig& LT kE WEM B2izH &5 WEM 1€
ERENBERBITHHTERIFAES,
EEARMHTHRSERE WEM, EHRITUTRE:
1. 73 WEM Infrastructure Service 832 Windows EAti&HEARS M LUZEE WEM $3ERE,

2. 8 WEM $BERY, %35 Windows S{503E T EM IS MRS SUREERE I, ARIEEEMISHERS
kP&, BXIFHMER, BESHIE Workspace Environment Management #3EE,

3. BENEMENRSEENER Windows M IRIEMAR SQL HHIIEERES SQL $uEkE: “EBA
Windows it #&) ETHHREERIGMAR S P EHE. BX¥MEE, 1EE5H RBEEMEBIRS.

4. 3 WEM Infrastructure Service #y SPN Ee B AE BEMISHIRS KA 2R, BXFAEE, FSH 0ER
ZE(KZFFo

BE.
£ WEM HFiE 2 Hi, MERFERARSKAEZITENKS . 228 WEM IFIFE, EIEUkE, Fa,
MREEFRITENKA ERENERETAEIE, WKAERITENKAMASRSES
5. GIEZE—NEPLIP ik (VIP), ZithbREEMER VIP GEM EMiSHRSR/MKE, YREERES VIP 8,
VIP ZE=MFrEEMIRERSBETEEMH

6. RENEIHEE GPO By, HFEMIRIERSF[REIREN VIP, MAREMENEAMIZERS S, B
KEMER, BFEH ZEMEERE,

7. BRI S MEMIRERS ZERNERFTERIEFAN. (FREEREMNEMIRERS ZBNSIEFAM) &S]
BT EEE S EIRITH Q1R B R ARS RS, MARER VIP.

62 Workspace Environment Management g%
e

ZEE] LUER WEM PowerShell #1474 TR GRRAIEHIRE, HX SDK xx#4, &5 Citrix Developer
X1

AR

o WNERMEIETE S SQL Server A Windows S5 I5iE, 1EEER RS EIERNENIFIN NI TEEE 2
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SKRER.
o Citrix BifZig WEM $uEZEREXH (mdf X#) BEBEREIAK/NNA 50 MB,

£ WEM HiEEEELARER SIRMER. IBFEREMRERSKEIETFRE, ARIEL.

1. MBHIEEEELAREFEEKITH, BEMFFHEFZEHIERE Citrix > Workspace Environment Manage-
ment > WEM $UEEEELAER,

£

Upgrade
Database

Create
Database

T

oLE

cifnx | Workspace
Environment Management

2. B oIEMERE, ARRE T
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B Database Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

o Previous g

3. BAUTHIEEER, RAEEE T—F:

o REBMLFIBZT. FIEBEHIEER SQL Server fyithit, ittt BHE MERIGERSSBENNT
2R, BARSBMNLGZMERTENZF. TLREFB K IP thik, FRELFIHUIETER
serveraddress,port\instancename., MRXIETIHO, MWEAREIA SQL HAS (1433),

o BUREERM. EeIEH SQL BUBEMET,

AR

BUREBMPRAYERETR () MRS (/) SHHEFR.
o BuEC: SQL Server £ .mdf X IBERKRRR,

o AN SQL Server L \df XEHAIBRERR

AR

HEEFEEEXBREFLEEW SQL Server REVHIEM BEXHRIAINMIE, FRIAMERINA MS SQL
Server MEIARE, BEHRXBNFERANERERN MS SQL Server %, [NEIEEIEIEZRK
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Ko

EX Database Creation Wizard

Database Server Credentials
| Use integrated connection (Windows credentials)
Lagin
Password
Actions
Previous o |L Next

4. REASURTRMIEENSIEERSHERE, ARRE T XEEERT FEMIHMIIRS TR EIERE

ERTEZESIEENTRE. ENFamFiE

RINERT, EE “ERKMER B, EATRSEREEITHS M Windows tKFZEREE) SQL HeIE
iR, MR Windows i Fi&H B BIAIRREIZEIERE, NElUERERBBARA Windows ikFiE

THIEEEEXAER, MALUARILETHRMHESR BBANREY SQL 1A
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EH Database Creation Wizard

YUEM Administrakors

Initial administrator group

| DGXGR\Domain Admins | [ select

Database Security

| Use wWindows authentication For infrastructure service database connection

Infrastructure service account

| Sek wuemllser S0L user account password

Password

Actions

Previous | | ek | | Cancel

5. A VUEM EEBEMBEEFELSFAER, RAREE “T—F". HUlB%ERR, BiigiiRSHEREEL
RV EIEEREIIERE. ENEFETESIEED,

o MIEEERE, LAFEEMARENEEZEFHEN ‘SR EER, IERE N Workspace
Environment Management B RMAF A R IFERABIEEH S, IEEEXNARA, SNEELE
BiTfEREEES A,

+ {5 Windows 513 10EEEEMISMRS HIBEBMRLIER (BA) &, HIBEFEEMEMRSER
vuemUser SQL AP KPR 52 i&E#, vuemUser SQL B IKF 2i@d L3282, XEE N SQL
LHERAREERF DRI,

ERIETS, HIBEEFEEMISHARSER Windows P EZTE, EXMERT, &iEEHN Windows
PR RER SQL L6, RAIER, EREEERSATEREUEENERM Windows ik RiZ{TEH &
il €=

B gMSA, 151RIR51%EEF AD AR RS BIZ(E,

« 1&E vuemUser SQL AP HKFZEE, BUIANERT, vuemUser SQL kPR 8 NFRMNEBIEOIE, &
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BEAXNEFE. BFNIRRAS. MREBHABSH vuemUser SQL #kF 283 (140, R SQL %
BRREESRME) , IEEFUETL,

BE.

« INRE7E SQL Server AlwaysOn ] 2E+ERE Workspace Environment Management #
', NnAigE vuemUser SQL AP KA 28,
o RTINS ETRD, HIRERE REEMIGHERS e EHRRNZE.

6. AWMEEED, TEMAKRE, ARERERES SIBBUERE.
7. HREBENEHIEECZEHINTHE, BF “T R BHES.

NREBEEFEIRIBPLERR, BREEMPENRSREBRPNAEXH “Citrix WEM Database
Management Utility Debug Log.log”,

Ao EEAMIZEARSS
'

&7 7] LU A Workspace Environment Management PowerShell SDK &3 e B ERIZERS. B*
SDK x#4, &2i17 Citrix Developer x4,

EETEMIG RS 281, %5i1ER WEM Infrastructure Service i ES-RIEFEWE#ITEE, LR,

1. MFFASz & hiER Citrix > Workspace Environment Management > WEM Infrastructure Ser-
vice FRBELARER,

2. 7 BUEEIRE MR, MAUTHARES:
s BIBERS |/M LA, F£E Workspace Environment Management ##E E# SQL Server &£

Bl it, BN RBNERIGHERSBBANARXFELES, BEENIFMIAIEER
“serveraddress,port\instancename”, MRkiEEHD, MNEAEIA SQLHEAS (1433).

o BIEESERBRSSNKLMRERKIEEFRS, BRELLEERFRBRS S

o BUREE M. SQL 3fI_LH Workspace Environment Management BRI & 5.
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WEM Infrastructure Service Configuration

Configuration Management

= |

Save Configuration

L

Load Configuration

[} ]

Database Settings Advanced Settings
| | Network Seffings | Advanced Seffings | Datbase Maintenance | Licensing |

Database server and instance:
Database failover server and instance:

Database name:

3. £ ‘WMKRIRE" @EW+d, BARMIRERSERNGO:

- BERO, EIRTH a6 iR IEET AR S,

RIEERRSS o ERIRIRENERR s QR 2 BTk S5

ZERPIRO. RERSEALIRODFEEEFSEMIZIRSRY .

o WEM 0, [MaiktEm, |
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WEM Infrastructure Service Configuration

Load Configuration

Configuration Management

bl (&

Save Configuration

] Iy

Databaze settings Wi cdcae B Advanced Settings Wm

i

Administration port:
3284

Agent service port:

8286

WEM monitoring port:
8287

Cached data synchronization port:
8288

4. & "BHRKE” ETFP, RARNNBHRIFIRE,

BB Windows kP iEil. ZUAERT, ETRER, BEMRERESERARESERSHBRINEETISIE
B (ERTEHURESI B2 eIEM SQL tkP vuemUser ) FEETISIRRE., MREKIEEIEIIZH3%E
7T Windows EMi&HEIRSHA, NAFHERIERFIEEMRBN Windows bk, LUEEEZEIE
PAERIEHERSS . EIERMIK P R EMISEIRS 3 A ERR,

EiERE gMSA, BIREBSERE AD BRERN Y BIRIE,

IR E vuemUser SQL AP KA ZE, AFEEMNEMENIRSELSIBELIZHAE N vuemUser SQL
AFREENBEEXFEE, FEEHEFLEIRZEDIRMET B CNEENA B RILTER,

B2 MAR S EERIFIER B IS HER S RIFT HEF 2 aifvediE (USRS A) . NREMIGHERS A
EZE SQL, NEREE,

ERighEARSS SQL RSN IERE N EMIHIRS 215018 SQL Server Zialfatial (LI AEAD)

Ehtiightkss SQL ERZEB, ERIEZHHEMEIRZA, BiigiElRSERIHS SQL IRS5REIER
By fFRIBYIE) (LARD AR,
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« BRRRER. MREA, NWEMILERSHKENFARTIERER.

o BMERLWAIUERET. MREA, BRI FBEEMNEEFRIRILRIZE,

« BRAMERE, ATEEERNAEMBIRERE GUAER TR 200) MNERTRILERE. Eit,
B EEE A ERE AR S Fr R R 8] B A,

- TREAENR/NEE, BELELREFEENTHFAENR/NERE. FIEAXENEKEREN
30-3000, RIESERNEELHREE. RABERT, TIELENS/)HEN 200,

- B2 /0 &ENR/HE, IEELIFNREFECRNRYS |/0 AENS/\HE, KRS /0 42
HEIRE ) 30-3000, RIBEEZMNEEHHEE. RIAERT, BF /0 &2t/ \#EH 200,

BE:

LRI EELS & BB S EIS MRS 19 E R, HIhEERRIE Mo

AR
EEAMEACFTEPEENESELEMERNULTRIEEAENBMHEENEEZZHER. §
FFAER, ESAhttps://docs.microsoft.com/en-us/dotnet/api/system.threading.thr
eadpool.setminthreads?view=netframework-4.8%1https://support.microsoft.com/en-
sg/help/2538826/wcf-service-may-scale-up-slowly-under-load.

+ £/ Google Analytics #B12# Workspace Environment Management, #13i%m k3%,
BERIZEMIRSIEE R 9 &%E Google Analytics BR%523.

+ XEfEFA Google Analytics sk24# Workspace Environment Management. NRi%EA L%,
MEMZEMARS A 2@ Google Analytics IRE B EIXERZ N,

BE:

M 2212 78, Workspace Environment Management RIEF & B 22 AR S BT BB X IR

REEFEMED, MR HENIFIERONXE, WEFEE—METL NRITENMATFRONXE, MWEEFES

AR, ZATRNERTER%R.
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WEM Infrastructure Service Configuration

Configuration Management

Li I (E

Load Configuration || Save Configuration

I Ty

| Network Setings [EVSESERIRY Database Mantenance | icensig |

Enable Windows account impersonation

Infrastructure service account: Infrastructure service account password:

| | |I Browse I| |............

Set vuemUser SQL user account password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
|15 | [30 |
Enable debug mode Infrastructure service SQL connection timeout (sec):
[7] Use cache even if online | 30 |

[F] Enable performance tuning

Configure analytics:

&) Help improve Workspace Environment Management using Google Analytics.

™) Do not help improve Waorkspace Environment Management using Google Analytics.

5. AR “BUBELEF” EHRREEBURELF,

s BRATNNEEESR, IRBARE, NaEHMSEEPRIRBSITER.

o FIHREH. BERFANRERIHEERNRENE. BIAMEN 365 Ko

o REBAREH. BERKMLLITEEHRENE FIAMEN 90 Ko

o REEMIREH. BEEREEPRZARIMATHNEKE. HAMEN 1 X
o BUITRYIE HAERITEIRRE 4R (ERRYE, 2AIA%Y 02:00,

R

FRRESRE, RNBNEBRIRSIEELEL, DUBNEERNHEM&EERE. NRED WEM B
ETHZNEMEEERS, BRXA—NEMEIEIRS BRIZRS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

67



Workspace Environment Management 2311

WEM Infrastructure Service Configuration

Configuration Management

i

Save Configuration

)

Load Configuration

] ]

“Database Settings | Network Settings | Advanced Settings (RNt el Licensing |

| Enable scheduled database maintenance

6. ERILOAERER T ELA-REREMIZIERSEEIEERE Citrix ARS8, MRKERE, WHERERAE
RIEFEFIFE Workspace Environment Management 0B, SAESEEHI SR X T &M+
s Citrix WaDEARS 283 E1R. EXHEMIERT, Citrix FaiEARS 35 SEEMERIBEFNR—IE,

o 2RFANIRSSEES. BALWETEEA Workspace Environment Management FrfERR Citrix
YAIEARSS 2B, EIELAEANESIiEE S Workspace Environment Management #i3gE+
BEENEM Citrix FAHERS B ES.
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WEM Infrastructure Service Configuration

Configuration Management
Load Configuration || Save Configuration

) i

Network Settings | Advanced Settings W[ Licensing ]

Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000 |

EERBHEERMRERSE, 2& REFLE UMREFXERE, ARRUEMIRIEIRSEESLBERF.

BEERS

October 26, 2023

INREMNERITH S ¥87E Citrix StoreFront AR EHR K HHZIRER Workspace Environment Manage-

ment PN ARFREAR DR, ERETEREHATENMNACEEN LLETERT Windows B Citrix
Workspace AR, BEXFHER, ESHARAER,
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EEE R IR EHia1T Citrix Workspace Environment Management Console.exe.
ERILUAF R T AR EM SRS . Fl:

« .\Citrix Workspace Environment Management Console.exe /quiet ConsolelLocation="C
:\test\Administration Console"/log "C:\test\test.log"

« /quiet ConsolelLocation="C:\test\Administration Console"/log "C:\
test\test. log"

- /quiet. ®EERER,
- /log, RRBEFTIERXHHNIE,
- ConsolelLocation, ®RREEIZHEMNTERRE,

IR ERIRIDAR S 2R E R

EFFasEach, %R Citrix > Workspace Environment Management > WEM E12iz#]4, RINMERT, &
BT & UM SR RSB,

ERER S, BE “EE LITH “HEEMIRERSSER §0.

EA mew Infrastructure Server Connection

Infrastructure Server Information

Infraskructure server name

Adrminiskration Park

284

Actions

Conneck

RMAUTEHES &

B2 MRS 852 78 Workspace Environment Management BRiZEHARS MBI, CHRTDIRRISENNT
XN BB SRR TN

ERRO, EREH o EETIEMEBEMARS IR,

BERERIMEIEEN, RBEIUTHESR, BANHKREERBEERITAEN Citrix FFElIERS 2.
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License server configuration required

l i A valid license server with appropriate licenses needs to be configured before you can start using Citrix Worskpace Environment Management

fERVFRNEARSS S8 AC B 2R

EEATIRSSEELER, BEEERFIGRRPEST “XT7, AREE "TKEWIIERSR HAANER
Citrix ¥R RS EBRIFME S, Citrix FFeIEARS SF UL L MTTRIZRANEY S XM EEREEH S IR PR
B3 Configure License Server

License server information

Citriz License Server name

Cittiz License Server pork

27000

Actions

SNBRENTNRE

Workspace Environment Management 2% XML 32f4, &0 AER XL 4 E Workspace Environment
Management $iEEE, LUEFFEIAEBANESKIE. XML X7 Workspace Environment Management &
KEFENXMHR “REER PRt

BESNRENTREXMH, BEEINERPETEER:

Citrix Workspace Environment Management == i
| )
g Home About
Q Configuration set | Default Site - @ £ Backp
@i Create
[= Disconnect @ it [} Refresh | & Restore

£ “CRMS B, &F RE, ARREH T
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E®| Restore Wizard x

Select what to restore

[ | Security settings

£ TRAT B, EREERENNREXHN “BEERIR XX, ARERMEIRERE,

Web =&

January 11, 2024

A — Windows E & AR Citrix WEM Public API Service (NT SERVICE\Citrix WEM Public API
Service), Ei2fit HTTPS fR$33E#F Workspace Environment Management (WEM) Web #=#1& 75 WEM
Infrastructure Service #{Ti@(=,

P BE WEM £R5E2iARSRMIEERAFKS, BFIET Web iZHI8ARSH Web 154 & RS 38 LHEE
=) SEZ

FABINEETT WEM Infrastructure Service B9t BH LR %E Web 1Z51 8RS

pali]

Al

Z#& Web =% 8RS

E¥ Web 25I40R55, 55517 Citrix Workspace Environment Management Web Console.exe, Ziik
BERT, BEMIEHIRSZEIUTXHHE: C:\\Program Files (x86)\\Citrix\\Workspace
Environment Management Web Console.

TRILIERU TSR BEENTE:
ApiLocation: BT =% Web EH&8RSHER.

ER LUE R R AR R R S A R B AR S5, fI4n:

« .\Citrix Workspace Environment Management Web Console.exe /quiet ApilLocation="C
:\WEM\webconsole"

+ .\setup.exe /quiet ApilLocation="path:\to\install"/log="path:\to)\
'Logu
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setup.exe. itIEAREREFNNHZIERE,

/quiet, RREREIRPREREFMEF RE.

/log, RNBEERXHHE,
ApilLocation="path:\to\install", {EEEAARE Web =5 &8RS,

Web =H| BB E

TUMERERZERERAUTIREE Web =44,
WEM Web Console Configuration.exe

wEEMN

LtehR7sEy Web 24185 WEM 2303 REERANBERS.

SHF 2303 ZHIMERE, ERFARE 2303, ABEE Web 1£HI&,
B =5 Web 12#146

ERBEMER Web =48, BRRUTS R,

1. £ Web #=Hlax#F*EHEsh WEM Web Console Configuration.exe IR, AB&#H “T—
”»
Z o
B Citrix Workspace Emvironment Management Web Console Setup - x
Citrix Workspace Environment Management web console setup
The web conscle provides a modemized management experience with a native web interface that is generally more
responsivie than the legacy console (Windows-based console)
This tool guides youhrough deploying the web console 3o that you £an use it o perform your configuration and deployment
management tasks.
To continue, click Next
Note: If you slready hawve the console set up and need to configure cerificate only, you can skip to gedificate configumtion
I Next | Cancel
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2. B HEEN EREREDEN aNm O REEEFI GO, BIARON 443,

3. B EEARMIRIERS(E B REEEMIRIERS

o XYFEAIRMIRSB[BEM, BN WEM EREZEMRSSF[NIT BN, T2REHZ T P ik,

o EEBRHEOF, BA Web =8 5 ER T EMISHRSHHO. BRIAKOH 8284,

B Citrix Workspace Environment Management Web Console Setup *

Console port

Specify a port for the browser to connect to the console with.

Port

[443
Infrastructure service

Infrastructure server name Administration port

Enter server name | ‘8284
Service impersonation

Specify the account for the console service to run under for improved security.

Create new

User name

|E'-':1I"1|3 e: domainlusername | Browse

Password

|Ent=.|' password |
Data folder

Specify a folder to store data-related items such as databases, cerificates, and configuration files.

Data folder path

|| Browse

Enable console logging
Back Start service Cancel
4. 7£ Web £HI&6 RSB FEKF NEERSRHURBRSMY. EOUBRAFRSEEREARF,
o QIEFAPHFEZAFRME WEM £5%25 R EE & 4A,
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Create new account

- ] X
Service impersonation Domain
Specify the account for the console service to run under for improved security. yaniestcom e
User name
Username
|E<am\:\e- domainlusername | Browse
Password Password
[Enterp |
Add userto WEM Global Full Access administrator group
Data folder
Enter group name Browse
Specify a folder to store data-related items such as databases, cerificates, and configul
Data folder path
|Ent5r:\ browse to path Browse
Create Cancel
Enable console logging
= AN =185 N
« MWEM 2B Z£hNRERE AT ERNERF,.
Service impersonation
Select User X
Specify the account for the console service to run under for improved security. o
Select this object type:
L
Create new | il | Eeciin=s
From this location:
Username |yantest com | Locations..
‘E_-ampl&. domainlusemame | | Browse e
Password I Check Names
‘Enter pase

Advanced...

Cancel

5. BEEHFHIEEMEIE XA FHIERXTB B X R RECE HIEX X,

Data folder

Data folder path

Specify a folder to store data-related items such as databases, certificates, and configuration files.

|Ente|‘ or b

| Browse |

6. BE “BufRS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

75




Workspace Environment Management 2311

E= Citrix Workspace Environment Management Web Console Setup — X
@ Service started successfully. This is the URL to access the web console: hitps:(/localhost. To sign in, use your credentials.
To secure your connections to the console, configure a certificate.
Configure certificate Finish
7. BiIhEE) Web I£HI8RSE, $BE “REILEHR REEBIEH. SRHEEIERNAE.
o BEAIERXH, BRE WE.
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ES| Citrix Workspace Environment Management Web Console Setup

Configure certificate

® Use a certificate file

O Selectfrom the certificate store
Certificate
Specify an existing certificate file or create a self-signed cerificate.

File path

|Ente|‘ or browse to path | | Browse

Certificate password

|Ente|‘ password |

Mote: To preventunauthorized access to the certificate file, handle it properly after you complete the setup process.

Bind certificate to port

443

- ZQRBEERIES, FRE QRBEERIER .

Create self-signed certificate = O X

Domain to issue certificate to

Enter domain name | a

Certificate friendly name (optional)

WEM AP| 55L Certificate

Certificate password

WValidity period

1 i Year ~

Save certificate file to

Enter or browse to path | | Browse

Create Cancel
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 BE REUER

B Citrix Workspace Environment Management Web Console Setup

Configure certificate
® Use a certificate file

O Selectfrom the certificate store

Certificate

Specify an existing certificate file or create a self-signed certificate.

File path

| C\Users\idministratoriDesktopWebConcle onpremise TF“.Certific| | Browse

Certificate password

|EI1tEI' password |

Bind certificate to port

443

MNote: To prevent unauthorized access to the certificate file, handle it properly after you complete the setup process.

Setup certificate

Cancel

s RMECEIERE, BE ‘TR .

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

78



Workspace Environment Management 2311

B2 Citrix Workspace Environment Management Web Console Setup X
Configure certificate
® Use a certificate file
O Selectfrom the certificate store
Certificate
Specify an existing certificate file or create a self-signed certificate.
File path
|C:‘.Users‘Administrator‘.D esktopWebConole onpremise TF"‘.Certific| Browse
Certificate password
|........... |
MNote: To prevent unauthorized access to the certificate file, handle it properly after you complete the setup process.
Bind certificate to port
443
@ Cetificate configured successfully. When accessing the console on a machine, for secure access, make sure that
the cerificate is present on the machine.
To access the web console using your desired URL, configure your DNS settings to point your specified domain to the
correct|P address.
Finish
o EERIEREHEERRILS, BHEERENIES.
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|

Configure certificate

Certificate

Browse

Bind certificate to port

443

O Use a certificate file Windows Security

® Selectfrom the certificate store Select certificate

WEM API SSL Certificate
Issuer: *.wem.com

Valid From: 5/8/2023 to 5/8/2123

Click here to view certificate properties

More choices

WEM API SSL Certificate
Issuer: *.wem.com
Valid From: 5/8/2023 to 5/8/2123

WEM API 55L Certificate
Issuer: yantest
Valid From: 5/6/2023 to 5/6/2123

WEM API SSL Certificate
lssuer: yanwang.wem.com
Valid From: 5/6/2023 to 5/6/2123

WEM API S5L Certificate
Issuer: yanwang.WEM.com
Valid From: 5/8/2023 to 5/8/2024

OK

Cancel

o BE REEH.
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B Citrix Workspace Environment Management Web Console Setup

Configure certificate

O Use a certificate file

® Select from the certificate store

Certificate

Browse Selected: "wem.com

Bind certificate to port

443

Setup certificate

Cancel

o RWEREIERG, B8F ‘Tl
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E= Citrix Workspace Environment Management Web Console Setup

Configure certificate

O Use a certificate file

@ Selectfrom the certificate store

Certificate

Browse Selected: *wem.com

Bind certificate to port

443

@ Cerificate configured successfully. When accessing the console on a machine, for secure access, make sure that
the certificate is present on the machine.

To access the web consaole using your desired URL, configure your DNS settings to point your specified domain to the
corect P address.

Finish

8. EtIE2RT2HNNIRK,, BEEIBRITHE, RAERTE “BIE REENR.
AR

Windows itk R 4R £ /B5EL AR o

EfER Web =418 280, HA6EA Windows HikF &R,
Hx WEM Web IZHIEMESER, ESH B2 (Web i2518)

4=
a =W

BERAETER GPO. MIAMES. &MMMEURXYE, BIRBEHZEFMHEX MK,

giftE Web 268, HA LAREENIKFS, & “EHEXHEX", ARKREHE SMB B,
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RE

June6,2023

REMEENIE
AR
o FTEEEMERIRSSS %% Workspace Environment Management (WEM) &,
o BENER—EITEN LRE WEM RIEEFM SRR &,
o NRITHIBE EIEEH 5387 Citrix StoreFront EBEF L HIERERN WEM HE BEFRES

XHTHER, BREFRESERHAMAEEIN LRETERT Windows # Citrix Workspace M HER.
BXIFMER, BERARRER,

$B 1. IEEAEKRKE (7Ah%)

HE, ERERERRBARKEERIRNAEEEARE, WEM REZRGEEE IRIR, BIRXHFSH.admx X
HHREFESMN.adml X, BIBIEEEIEHIE LA BARE,

ERMAERENEESRE, BRRUTHER:

1. ¥ WEM R REMNRIBARIEXH LSBT WEM 55128,

2. #&M.admx X,

a) #%3 A% > ADMX X3k,
b) EHIX#EH N (Citrix Workspace Environment Management Agent Host Configuration.admxx
#0 CitrixBase.admx)

c) #3 <C:\Windows>\PolicyDefinitions x#3k, SAGHIEXH,
3. #&n.adml 3¢t

a) #3 RIPAFEE > ADMX > en-US XH*,

b) EHIXEmENX (Citrix Workspace Environment Management Agent Host Configuration.adml
#0 CitrixBase.adml)

c) #%2| <C:\Windows>\Po'licyDefinitions\en-US ¥k, REHIEXHT,

fEF AR E RIS KERBLUTIRERN GPO:!
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1=} Group Policy Management Editor = = -
File Action View Help
&8 A = H T
] WEM config . | Agent Host Configuration
4 i Computer Configuration i o o .
4 7 Policies Select an item to view its description, Setting State
e . (2| Infrastructure server Mot configure
I [ Software Settings X
b [ Windows Settings || Agent service port Mot configurec
4 || Administrative Templates: Policy definitions (AL | Cache synchronization port Mot configure:
4 [ Citrix Components \iz| Cached data synchrenization port Mot configure
b ] Profile Management \iz| Citrix Cloud Connectors Mot configurec
4[] Workspace Environment Management iZ] Agent proxy configuration Mot configures
*| Agent Host Configuration \iz| VUEMAppCmd extra sync delay Mot configure
p | Control Panel
b Metwork
| Printers
“| Server
*| Start Menu and Taskbar
B | System
| System Center - Operations Manager
B | Windows Components
=y All Settings
b [ Preferences
a i, User Configuration
i | Policies
|| Preferences
< m k4
< ] > || Extended / Standard /
7 setting(s)

BEiZEMARSS 88, WEM BhEMARSS BeaTithit, BAREEMEMIRSSRIITENAIR M IP st

RERS RO, AERERBEMENRSENRO. RERSHOSNS EERMEHIRSEERBENAERS KO
BENROMAER. MRKEE, NirOFRIAA 8286,

EENHIERS KO, (GEAT Workspace Environment Management 1912 &E=hias; #it Workspace
Environment Management 1909 XERIRAHN EEFRFSHO,) RIBEFRDIEEETEMEMIRS LU HIE
ZESEMENRSBET RO, EENHRERPHOCNSEEMENRSEERDNEFHRERS KO (WEM
EZRIRSEE > MLIRE) EBEMIBOMER. HOMIAK 8288, W F CachedDataSyncPort &<17%
o 1E, WEIUE WEM RIEBMFHRREPEAHRSTETIEER . 5l30:

« citrix_wem_agent_bundle.exe /quiet CachedDataSyncPort=9000
Citrix Cloud Connector., FERT WEM pzsitifiz, RIFRE KEE
RIEBREBRE, TEAT WEM BZARAS, FRIFRES REB.

VUEMAppCmd FiSMNIREFSIER, $gE7E/E5 Citrix Virtual Apps and Desktops £#%tRRZ I, RIENBEF
BEh28 (VUEMAppCmd.exe) E#59Btial (UZFREM), XATHRFRELTMMSENREIE, BINKER 100 3
200, BRIAMEH 0o

TR2 REMRE

HE:
BANET Framework A LIERIERE R B B ohist, BRIMNBVEERERBZAFoREE, BN, BEE

SR ENA RRSSERERE, HAAEFERKEAGETTM.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 84



Workspace Environment Management 2311

&0 LUIE A P AR HiE1T Citrix Workspace Environment Management {38, St LUERERMSITRE
RIEB, BRIAMERT, REBEKREIUTXHRZ—, EFIURTEIRERS:

« C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (7 64 iR ZH)
+ C:\Program Files\ Citrix\Workspace Environment Management Agent (1 32 fiigfER %)

BYUXEARTERIE, BRHUTSE:
1. &N _EB1T Citrix Workspace Environment Management Agent.exe,
2. %R “BRARFAIZFNENG, RERE “RE

3. T:Eiﬂiiﬂﬁﬁ_t, EEE _F_ﬂ;_o

=

Wl NEATRERE LB BER. YAFRHEEAHEEERAREN, IAEIIER,

4. ZEMXHXIE L, BEH T,

o FNMERT, BRXHARFRSAMDARMRINGRER, MREFAEREINZ—IXHE, BELE
ASMENIEX MR, RERET—D.
o MRESRE WEM K12, NEFXHERFEGEhERIRE REX 4 RBRIET.

5. EMBXRENE L, EREANVBBELE, AREE T—F. EXMERT, HEF FHEE,

ﬁ Citrix Workspace Environment Management Agent Setup — >

Deployment Type

b 4
Select the applicable type of deployment, a

() Cloud Service Deployment

Agent will connect to the Citrix Cloud service,

(® On-premises Deployment

Agent will connect to your on-premises infrastructure service.

6. FEMEARSEERE L, EEABRERNEMSHRS, ARRE T—F.
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PBSEE. MREELKERAARKEETIRE, HERIET,

FEEEMZBRORS. AITFEETRARMEMIRSE FQDN X 1P stk REE BREMARSS
RIERS IO FINERT, ZEHN 8286,

FEFHNEIERYHRO. BIAMBERLT, ZERN 8288,

13 Citrix Workspace Environment Management Agent Set... M

Infrastructure Service Configuration 9 "
Spedfy the infrastructure service to which the agent connects. a

) skip Configuration
Select this option if you want to configure the setting using Group Policy,

® Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

10.158.216.14

Agent service port (default 82586): 286

Cached data synchronization port {default 8238): |3233

7. £ “BRRE UELE, ANERESKRE, ARRE “T—F

- EREFENE (k). BTFEEREEEFNEAUE. 2E MK USMAERANXHR. &, ErILGE
EEMFRAITEIRME. AL, EREL Citrix WEM REBENRS, ABESRUTERRI

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent Host
Z#F: AgentCacheAlternateLocation

#A: REG_SZ

/.

&: 3

H

TINBERT, ZEAT. BIAXHFFEA: <WEM agent installation folder path>\
Local Databases Set. MBXE, BEEHMXGHXER. EFEERER, BEHBD
Citrix WEM REEEHNRS. MREHRER, XHEXTEERUTXH: LocalAgentCache.db 7
LocalAgentDatabase.db.

NGy

AMRFEFLHLSBTERNE, JRFEEMRERERR, Citrix TERIEEIMRFIERER
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FYFHLIMRBMEEBII U R, EREMRRIESRTEENIG EREIMRZA, BSBET
o

« VUEMAppCmd FVMNEISIER (F13k). AFEIEERBRAREF B (VUEMAppCmd.exe) £X%
R RBHZAFFSKEE, RENERAIHRELTHCENRELIE. FRIAER O,

=

FESNIED ER EFFRNELARA T HEFTENELL,

ﬁ Citrix Workspace Environment Management Agent Setup — >

Advanced Settings
Configure advanced settings for the agent. a

Alternative Cache Location (Optional)

Spedify an alternative location for agent cache:

I Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in milliseconds: ID

The input value specifies how long the agent application launcher (VUEMAppCmd. exe)
waits before published resources are started.

8. £ “ABRE TEL, BEH “®E’
9. BF ‘R BHRERS.
F}E, BHATLUEE WEM RIZRVEI TR, BEERITIVRIE, BEAUTHLT:
« "Citrix Workspace Environment Management Agent.exe'"/quiet Cloud=0
"R

SFFEAM WEM SBEHiziTrARE, BmA Cloud=0, 3#F7E WEM [REHEHIETHNRIE, BN
Cloud=1,

EAREFEEEETX M UBRAELZENH, AELT, EREEIEFLAENMERIENBSEXHZE
E%TEMP% eI, ERILER /log log. txt S ABERGENHEEXHEEREME,
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BEFUERBLITETRIEEEEX S K. XHEAJUEREIETEEXAEMARIRE,. BXESZER, BEAMN
o

REEE, REMER Citrix WEM Agent Host Service (WAai#i73 Norskale Agent Host Service) # Citrix WEM %
BRPERRSIET. REIEAWKE LocalSystem i&17. HETRIFERUK, . ZRSFEU FMAZNFHER
PR

SR 3. EMBIITENUTRRE
Fo RGN

ZiHR WEM REBIEE L, HESUTRRFHMEN:

WEFMN

WIFREHRELUTEX:
« Windows iR$s RS HEHRS ECENEREY BRI,
« WEM KERRSS Citrix WEM K EHARS 71 Citrix WEM AR & 2RSS BB NERE BB,

 REZFRAUREEEIHANMUE. FRIFHFANEFUETERESSBEENEFERD A, SSHMBHIERE
A, MEREREF,

il
BRBATHEGH TR RIEEE
o Blt0, BENERBERIBEHAFohigE Citrix WEM Agent E#10RSS. &M=L EH S Citrix WEM
Agent THIARS ZXMIRIEATRER(ZLE Netlogon IRSMIIE, MMSHEMNARERF HMIEA,

o FEFRBERMARBE Ul 35 CMD #EXRIE, BN, FLEIhEEr s AER TR,

REBEITH

+ Citrix WEM Agent =HRSEARSS BohfE BshEFHNEEE AREAER Cloud Connector & &,

 MEREINRSEERERBAERER, Citrix WEM RIZHF B RRSHEBEHEGD Citrix WEM Agent
Host Service, LiTHAHFRERLIERFRE,

« Citrix WEM Agent Host Service 7£E 508 Bahst U Fasti#iBEX 41T E: LocalAgentCache
.dbfl LocalAgentDatabase.db, MREBE&EEMNHEAMIIEEHREBEMME, B
BRI E S
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+ Citrix WEM Agent Host Service ExEY, ERBERIIRERMEFRIIZECEN. NRSREFEE
SR RENEERLSNEERANENRER, WRINRSERER. §li0, RERARBEERLERA 30
S, NREITE 60 DHAKREHERE, WA Citrix WEM Agent Host Service SaifEIEIEY &7,

o ERELEFR, WEM REBZEREZFSE Windows RS R4S HiBHMRS LB N BB,

« WEM RIEBFAETRE, WEM REBREREF<BRE5 Netlogon RS,

RIBEF L AREFER

Citrix WEM Agent Host Service 2 Ba 0 BIGBRIFFEEFERS . NERBILMRFIEEHRASEENERTA
ERANEEFERRER.

FERAGITERERENHHIHIBIT AgentCacheUtility.exe . AIHATXHEZ U THSITEEC

« —hellp: BRAFNSHTIX.

+ —RefreshCache @# -r: MAEEWEIRIF

+ —RefreshSettings & -S: RIFHREBENILE,

« —Reinitializedi#® -1: 5 -RefreshCache &EM—iEFERI, EHMBHARIEER,

BXUNEERGLITHNRAESR, BFSRUTRG:
o RIFREENIRE:
- AgentCacheUtility.exe -RefreshSettings
« ERRFAEENIRENREEE:
- AgentCacheUtility.exe -RefreshSettings -RefreshCache
o EMVRIAEEE:

- AgentCacheUtility.exe -RefreshCache -Reinitialize

H

REFETRITXHEZEEXSH, W Agent REMARIREL D PR,

REBIRE
WEM g EaE:

+ AgentLocation, AFEERELREME. BEEHRNXHKER,

« AgentCachelLocation, ATFIEEREEENENME, NREE, RESHEFEHERETREEME, M
FREREREN4EF,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 89



Workspace Environment Management 2311

+ AgentCacheSyncPort. B FiEERBEERPHIZEEINBMEMRSNRO, UEEREBEEFESEMLE
RS 2EREL

+ AgentServicePort, fBTFiEEEEEIEM LIRS 2R,
« InfrastructureServer, ATiEETTEMEHIRSHNEMLENARSS23A FQDN g P i,

+ VUEMAppCmdDelay. 2 &5ERERN AEFE5128 (VUEMAppCmd.exe) 7£ Citrix Virtual Apps and
Desktops ZmMERBENZ AIEFHAE. BRIMER O (BF). ATIMIES ERERBANELARATH
ETF SR

EERUTEL
o MFRBEIGHLTEREIRE, WEM RIEREEFEERARENILE.,
o MRERBIHLITEERE, HEAFELANERENRE, WREEFHERLIEENIRE,
o MRERBIMLTEERE, HEZAKAEENRE, WREEFFERRINRE,

RHIRE

SREFNXEKNRRRERE!

+ GpNetworkStartTimeoutPolicyValue, # &0 & <320l 2 GpNetworkStartTimeout-
PolicyValue s tRIMAME (UFPREAD) . LBEIETEA RIS RITHSRIE O IERAE FEMLE 0] BB
BtiEl, S¥IEZEREA 1 (BRIVE) 31600 (RAME) MEMAER. RIMERT, WER 120,

+ SyncForegroundPolicy. AFEEREREREEE SyncForegroundPolicy FM&RME, LhHRESIZER
EARBULIBRTEL, AEZME: 0, L. MRKFIEEZEHZEILER 0, W Citrix WEM REBRAFBERR
ZSARRERER, HEESLERAFAKIKILE, NRFZEREN 1, Citrix WEM REAF B RRSIFER
TR, BIAFARKISENLESERAL, BRABERT, ZEERESEPFEEN,

BE:

MBHEGAMIBAFERIGE, I Windows s¥{TEIRER (Windows HREIEE) AlaE ST MEFE S
BRI B T AR, FHit, FLRBTERSERAPE—RESNEN. NRHEEHP ERE R IEFT
BEREIRE, BREREN L

+ WaitForNetwork, #FEEBEERESESEMN WaitForNetwork ;ERTE (UUFREM), kS
BIEERIETNEFNE TR LA BETE, 8352 0 (&/IVE) 300 (RKXE) SEENBIEREL.
ZINBERT, IER 30,

AEN=TRTHEWEM REBRSE Windows ER2RELHNZEERH. FIBE=1TIMRTEEBEE
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon T &Il & &9,
FHTEAHERA P T BEE R ZaEWEME MRS 23ti GPO, 7£ Active Directory siigiizH 23 iR S 23MARRE IR
IBMIMESINER, ARERSHHNEZREZANTIMIERE, RITEINEE GpNetworkStartTimeoutPoli-
cyValue sFMRMMEIRBERNEL 30 1, UEE~ERM,
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+ ServicesPipeTimeout, 7 iF{&E & ServicesPipeTimeout I ERTWE, ZHEBEREIEDE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control T8/, EAFRSIEHIEIEE
& WEM RIEBRRS RS Z 5, LHEMRIURINGER, ERA] R LIRS EMIB UM ZRIBED, MM
IERIRRN, hEHEZERE, UV B, NRKEE, WEARIAE 60000 (60 #),

=

=W

MRERERGTITRE LRGE, W WEM REBREEFTEREREFTSMIEXLERE,

il
TRILMERAU T LTEARERE:

« "Citrix Workspace Environment Management Agent.exe'<key=value>
f5l4n:

o EFE WEM RIBRVBBRRE AR

- "Citrix Workspace Environment Management Agent.exe"/quiet
Cloud=0

« BAFREIMEFHHEREN 60 7

- "Citrix Workspace Environment Management Agent.exe'"WaitForNetwork
=60

BERNIEM AR EZFIN

February 10,2023

Workspace Environment Management (WEM) & Ak WV EEMmiEit, E7FE WEM B9 A/NFIaTY BB,
EEBEEIUREMRE. Active Directory i8E. BHAERNINIE,

WEM a4 B EUATRIEBEMAFNE, FTANEMRMARS SRS, WEM Al RN AEMAFMES, il
RS 83EZMERAH (SQL Server 1 Active Directory) Saiindatt (BHREFISMAIE) FL.

BRILEITREAES RS BT EAER U TE:
+ 44~ vCPU. 8 GB RAM #0 80 GB =] BBt EZ =8l
ERAILMER U T AR BN ERFHNEMEIRS BVHE, ZAXRRESREES XS IESER:

o ERZRMARSSSREE = (LIE%%E /1,000 ™) + (FAF%/3,000)
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o 7EEA NTLM SHIIENIERT, 2006 &EFh4H Workspace Environment Management &%
IMFLMEERA, FH Kerberos SHI0IER&E MERF XL 7],

+ 12 Workspace Environment Management 2006 RE &k, KA NTLM 54 383EF Kerberos
SHBIEZBREEEER.

« BWEM2212 2, HIBNEREN THEELUE, ERIEER LUSH BHEM SRS A ERLD
=ik 50%, ESIIHIEIIEE. HITRINVERREARE 2212 HESHKRE, XEFEEHMATIUMPZREE,

FHREBE

June 6, 2023

kA
AR
B WEM 2212 2, RIBREREN THREEHIE. LRI IS H R EEMEMEWIRS N A B EA
50%, EZIAFIENEE. RITENERREART 2212 AESHRA, XHEFEERMATUAMPZ .
ZAI L% Workspace Environment Management (WEM) BB AR EIiHARZS, MEBE LB MITEN G
Ro MM ARMUALK,

LM Workspace Environment Management 4.7 Z g8k A2l 1808 X ESRAN T F K. EMEAIRH
MRAFR, BRBRARIRE 4.7, AEAREBITHRE. EXFAER, BESRTX:

FEARIE B TR R
4.6 NERHRAK 4.7 =
4.6 NERHRA 1808 s ES RS T (A2 BirhRAZ B R 2R
4.7)
4.7 1808 sES RS =
AR

« WEM %2R EMZRIRS M EERIzH] & R4 FEE,
* ITXUF 2006 F2ATH) WEM SREFARE 2209 SHESRAR, BIEEUT/LR: AERBIEEARKY,
BERARE 2103, ARBARE 2209 HESHRE,.
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MBI TIREF 4 Workspace Environment Management 414 :

EhEEARSS

IR

B ERMEERS
i)

R

ok wpn =

TR 1. AREMEMIRS

Z 74 Workspace Environment Management B4 190k S5, EE B MRS 38 LiE1T7#HH Workspace
Environment Management EMiZEMRSIKE. ARIESRESETLMER.

FHREMEEIIRS BRBVRIER S

BAREMRERS FBIRERS, BEAEERTRERAKNS — oIt BN LREEMEGRS, EABERNEMEE
MRS IREFHEEE, AR “1B” BEMZERSHENER,

AR

F4%2) Windows Server 2022 j5, WEM EMZRMIRSAIRET AN, RS AREMREEMEMRSHE
HEE NEED WEM 3R,

SIR 2. FAREARRE
BE:
HIBREARI R, ERMARIRZH, FHREEEENIIBESD,
R’

f&E ] LUER Workspace Environment Management PowerShell SDK &R F4k#3ERE, &% SDK 3244,
B

35217 Citrix Developer x4,

£/ WEM $UREEELAIERF EMIUEE, EEMEMRS TEIIEF, ERREEER Workspace Environment
Management EAtiZEHARSS 28 Lo
AR
WMREIEEH SQL Server /A Windows S43IE, BEEERRABERANIRNIMNR FETHRIBEARLRIE
o
1. EFaxES, %R Citrix> Workspace Environment Management > WEM B EEELBEF.

2. BE AREIER.
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3. EHIEFEALRRTF, BANPIEHES.

ES patabase Upgrade Wizard

Database Information

Server and instance name

Database name
| |

| | Infrastructure service uses Windows authentication

Infrastructure service account

Database Credentials

W| Use integrated connection (Windows credentials)

Login
| |

Password

Actions

| ...... U pgrade ...... | | Cancel

o BRSBMEGIZIR. ITEHIBER SQL Server\LFptit, EXFMTELIREBMEMERS SERMANNT
iAiEs

o BIEERT. BEARNEIERNZT.

o BEMiZHRSER Windows 183F, ZUABERT, REFIED, EXMERT, BEMEHRSER
vuemUser SQL BAK P EZERIEEERE, (vuemUser SQL BRIk ZRELTEIETOERM,) WIFR
R SQLELBIER T REERZHIEIL,

SRS, BMEHNRSIEER Windows tkF SR SIEE, EXMERT, BiEEFEN Windows
WP B RE R SQL £, MEIEY, FEERATEIEEIEEETREMSEWARSHIMER Windows
B

iR gMSA, BIRIR51EE AD AR ERN T BiRtF. HR gMSA BRERIEENRIEE FREEAT K

REE.

o EASMERE. RINERIET, WEMAFRSERETRASHNSHH Windows ik iE#EE SQL
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Server HEIZHIERE, WRI Windows tkF &8 B BHRREIZHIERE, FRMEEEELAER
EREBRHBINRM Windows tkFiEfT, si&EBRRILIET, AERNEERBERE SQL KF,

4. BE AR FREEEARIE. BEEALRTHAE, BHBS.

MBHIBEFARIAE AL IR, ERZE Workspace Environment Management EhtZ2HARSS LE T Ha] B
VUEM $iEEEE L AERF BEX .

TR 3. ENRERMRERS

fER WEM &t iERSEE X AIEFEMEERMEWIRS. BEH LEEMZEWRS.

TR 4. FREETHG

FREERETH &S MNFE Workspace Environment Management & E&EEEHIRES, HEARBER

j=va)
EHo

EAREREH G, FETEEEHaREEFITRITXMH. &N, RER5REIET2ER.

SIS ARHKE
BHE:

o FRAIEZHE, BHEREKEAFER. XAUBWRAFRIIZALUEZITEN LIS,
« WEM EREERSHRABAEFHAT WEM RIBRARAS, Citrix BiERREARIIRTARA, UE
I LA R B9 ThAEE.

EARNE, BEEMHTEN LESTHINRERETRITX .

2]k

October 30, 2020

Boh BT S

1. M FF44 &R Citrix\ > Workspace Environment Management\ > WEM Z&izHl4, RHABER
T, BEEH G UTEERESEE,

2. ZEEITHIARER £, BE FE

3. £ “MEEMEMRSRER §O9, BABRMSHWIRS SR, RERET EE
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REENRE

EEBIEHIEH:

1. BRATAERFHXRENAIEE EANERPETREFHI.
2. BEFTHLERESNATRREEAXE,
3. IRIEREENEE, AXIERAMSENFAER, HSEA FAESE,

EEX

January 24,2022

“ER ETFR

“E U ETF AR TR

EiR, BERIRH o ERIEENEMIEMIRS . £ MEEMIRMIRSSIER WEEP, BE
o BRHZRIDARSS 23 A MEE R R B R AR 55 8598 Mo
o EERO. BERIIEMIEMRSNRO. FIAE 8284 EFLIEAT.

WiFFER. ETAEEEH A5 SMEMRMIRSNER. ¥, EERAUM—MZH &R ERARERS—
=R A EES M EMERS.

fiE%E, M— Workspace Environment Management (WEM) s (BREE) HREIS—Mbs.
o, 1TH QIRREEE §0. AFERESZ T WEM it (BBE%).

o B Mm (BBEE) B8, EANERTEYRKNEESETIRP,

o BiBH. Mim (BEER) HPARREMSRAEOHR,

o WERE, iR (REE) B “BR” B2 “BA’. £AN, WEM KRBT ZEESER (REL).
g, T “RIERES” B0, HPEE5 QIRREE" §OXMEED,
iR, MiPRILES (FABEK). EREEMIBR “BHAS", FA WEM A 8EERIET. B2, EoUHE#ITERS,
RlH. RIS (EE) 7R

AR

MARENEBEF GBI ST, JIRA=BEiRIHE.

& A &M AT, BYUTRENSHEINERES WEM SBEH81HEN. EaUEMIRE. 88, T288M
Active Directory (AD) 4%,
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o 1B1F. BIMEERN WEM 12, SMIEIRRIFERSH BRI XML XX,
¢ RE. HIMEEN WEMIgE, SMERSEET LN BMmE XML XX,

 RERE, B ““2” EUFELHNREIRE. SMERBNMNEER2IRH XML XHSH. ERIUEHS5E
BEXBNUTIA:

- AppLocker #Ni&E
- BRI E

« AD X¥%, &3 WEM BERNARF. 8. BNARB(L. &) ASATFEREEEH AD WKREE, AD Xt
SKAEMMAEE:

- BFR. 81TBFMABFR4A
- 8. BEHEN. HENHEM OU

o BEES. &NEERNWEMBEESR, SMWHEENEESREFNRMN XML XHSH, EREEDSaECES.
BRI &EH SREEXKIILITTE

121F

AppLockers

HEC (S1REMRIEARX)
- diEes

- AR

%8 (WEMig&)

BREERUATRS:

- SiHBEHAEXE AD XR (BaitBEH. HENIEHM OU)
- BNEE (FtEdEfNRS)
- EEESPEMNE

TR, 17 ER mSUMEEIFIEH N WEM IRSECEMRA. HIUETREH, EFeS&MaIA (XML XH) BER
XHF,

¢ RERE, ME “L2” ENFLETHMEIRE. &NXHETFIIRER Bt YeikEETHNNEIRE, iR
R T2 ETREY, BN TRNEBREFRESMN, XLERNRE MR ERRRNBEIIERSES,
MRFE, BOIUSHZRS. TR ASATEERELRIAS !

- ApplLocker #INEE
- NREEFAIEE
* BEMEIRE, FHHIPRNEEESNENRRRIZE,

£ “WAZAEFREMUSE” WEED, #F B H D WETEFE TR RSNALENEEFR
2N SE:
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- MRERE B, WERZHEANDEERESFE=FHBRMARE, NYENNAPRAFETE
BRIt RE AD i, EFfDEA M. EAFLENRNBZME, BRERDERS, HAXLE
MNFFEREINEFEPFIL, ERTLUL CSV X R HZXIEEF,

- MRER T, WEMREEHTOFIEIN, MAZNRAERFHAEFMEF4H,

o AD X%, #F&EHHAD MRERE MG LR, BY XR AF, BIUNESFAN AD SFRBFITRAITH. 7F
“VRELEMN AD WR” WELE, TJLUEEETRRML AD WRUNEEEE (Bi) MEM WEMAD £,

. BB, BEMHNRESEERREN WEM, —RREEMmE—MEEE. WEM BEBEH S ae T E—Ladia 1 88
MIETENEES, EEECMENEES, BMIIERY ‘BEE” XEPAEE. MEMREEN, NREE
HEGHERZMNEESE, WEM 288 HEESRE N <configuration set name>_1,

} =r

AR

ERERRIER RN ZIM AR RER.

« MEMKES B BERIZRE

o AR AD SR AN BlE B MBS AD WK, AFBRTFERSELERASH AD SHRITEHEREF
T BEE.

o IREET BERN, WEMEIEFBZAMERFRENE AD WK,

T, 7 I8 BSLUFAFIRTR (GPO) B9 zip &1:E 2 WEM,
BE:

o % ASMNEE WEM 21589188 (GPO).
o HNENEEFEIBIEZMENNEIRE,

BB ERITUTEREER GPO:

IR ERIEHI B,

£ ARBRERE 00, ARETEEMNH GPO, ABERE &%,

£ ‘& MEAREYR §OF, BEEREFENHNUE. E, BIUNEHRAEHRR,
BEENHUBHEDR, ARREHE.

SMAIEHXHR, REBEERN zip X,

ok w e

AR
WEM ZEZ35F% 8 5% GPO &M H£M zip X,
HIh&EH GPO &, B& T 3% GPO T2 WEM, £ “BEXBMXH” ttEL, 8F NN, AERSMEERNX
%o
o« BE, FEARNEEZNE WEM &8 (GPO),

o B, ¥ GPO HiNESSANE WEM 89 XML X, MNREBWESNBIREHITHRAITH, SERUIED, 3%
wmhEmE, ER TR RSFHFN XML X%,
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} =

=

TR L Bkt Sk, EREEERREFRIXABIZT.

KXFEB~

‘KT ETF BEUTES:

EEETAHERS 8. AVEIETE Citrix WelEARS BRAMIE, [NERITFARTATEEREMKE. HE, ERILUE
A 2RSS KARFFR T ETRRIEER LR, EXAMERT, Citrix FaLERS 8B5S EMEFMHEE
BIEERHE—(IE,

TRENEEBD, £ Web X323 % QP17 Citrix /= @3Sk,

WL, FIF EREE SR WIFE, XSRS E T EREH G Bt A3t sL ),

- BREERER. IREA, EEEHSBTEMNBMERE DRERNERERS.

« BRARER. BABEEEHERNIFEATIER. BEEHRAR “Users” XHHRIIRERFEIR,

o ITHIER. ATFERXMNERITH ANETINIRHFHITER,

« WS, AWEREXERTH S ERIBMEMRSHNIRD. ixOMR5EMERMRSEEPERENKOE
ILEg,

XTFo FIHHRIRANERZH ST (FaNEEE. EMAIE) URERER.

1R1F

April 12, 2021

Workspace Environment Management @3 A ERES FEANBREREULEXRREELRRE, XLERERIES
BNERERF. ITEIN. MEIRHEE. MEMESE. EaIERSEEREREAF A, Workspace Environment
Management iR AEIRALTIEEE, LUEESHIT E T XRIE,

o BRIEEEEE!

- BFA

- ARIGE
- NAERF
- FTED#L

- MKIREHER
- RINIRENEE
- GEMERI
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- MRS

- RO

- Ini Xt

- SNERESS

- XHRGHRE
- BF DSN

- X{HXE

. ST

o 7C

1BR1EH

July 8,2022

BRIFATHREAVTEBRAEX —ARE, AREI— N TEFHRMFATREEEXRIEDERLBAAF A, EAILN
E, BABFEZNHE “BF ERPEENSNMEE. Bit, EUE—NPBRPDESMEF.

e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMZEKX,

NS LIRS
BEA

ETEREANTIR, €8 B KM ERamsiiagdiEyR.

B
BE:

o BIERNEESMEELS (NARERF. TENAMMNERHES) PEFENERE. fl, REEE ‘A
BFHIR" SR ERNT AR, BN “RF4H 7R &R ERRFA FERAHERE VAR
F" ToEERNABE F.

o MRABHEHRMEAE (REATIR> B> BEE) PRRFEERD, WERENETNFSRMI R
AR,

B BOERTAHIEERIRE. ERILRITUTERE:

o Ail. ATCIZERENEL AR AR ANFTERIFRIR(FRIR(FAE,
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o iH. ATHRIBIAEREL,
o Efl. ATMIBRIFASFIRIFAE,
o MiER. ATFMBRIMEEREL,

ZEIRBIRIFA, BHRITUTI R,

1. 72 EEEHIa > 8F > 121F4A > BFAEYIR BT+, BF H.
2. 71 “HERIBMGAT BO%, BAREER, NTHHIRPEFRERVEDR, AERE “HBE .

BIRIERIEA, BMIIRPEREANA, ARRE RS

EREREA, HERERENSA, ARRE EF. 515, 2T SFEcameERE, REMRRIIET, FRE
5% “-Copy”. fERILIEE “4RiE™ LAERER.

AR
RIEIREAR, RIEBAT AFESRIETERRISER ED, TNASRMESMESHEIIREIES BRI
£ (IRB). ERAZIAW, BRI BRLE > iLE > FH8I1RE K+,

EMIPRIRIEA, BEMFIRPEFESHENA, AFET Wbk
AR

NRMFFNREE D ECRIRIFE, NFMMNESRRMENERBFIERAF.

FERMIE M

B BRIFANEREM, RRMERERIFATIRT.
WA, ATEEEXBRFEANEMES,

IREARS, ERARSNERRSZETIURIEEL, £RE, BEERBEANREBFAAFE, RELFINE
IRFAATE SRR,

icE

BTFRFESEIEEENERE. €8 B ZRaM. ERamsiERaigiE,
. XERERERLURNENE IR BRIFAPIUIR(E,
BEMSURFSERIEL TR, WEREMRFH R EF IR ISENEUE D ECIXIRF.
==
o MRBRERNEIEDEL B RREL, NIRER BN ELXLERF
o MRMEDEL AP BRIEAPRIFREIE, NGB MXLERFPEUE S BCIIRE.

BiE. XERMERENRATCIEIRIEENERIE. TR UEFREMEUREEN]. BEAIUASMITERELE
w0, MAREFREAVIE. FOATEN. KohiesSF,
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bali)
HE:

WMRE RENE” ETREY BN BERPANESERIRIEADRRIE R Bk, NWEREREIUEBhEMm
BERECIRFENAR.

£ R1F7 > “RfFA” > “BFETIR" EUR EAREH BEIRFE, CURFESLENRENEAEANAIH
BFH, Altk, BEE “E5" > “BESE > “BEDE EDF. FRETFL, WERFANAFRANEE 7B
BT ESEIENIRFEAN “BFE" e, ERAUEE “BFE" TRELHINSUEEEIZENIRFER NEik
RAAS B EFT KRR E D RREVEN A HECIRIEN, RASRTEERERTIIZREHIT ET XU,

BXELIMEIENFRER, B E5,

DECIR(FAR, FEERUT/LMAER:

o MRDECHRIFA, WEDEREPESHFIERF.

o — MRS MEFAREFRNRFATESE, NTESNRFAH, DXOENARBEERZLIENE,

o AIPREARIIRER, FERDESH—MEEATRIREERNERME. AXWERLT, ROENBRERES
ZARMERYIR(E, MMSBUUERERNRERIUEDEL. HEMRFREFE,

BNVSES

B0, EERIRIEAIREEMIAER (iexplore.exe 1 calc.exe) RN SELRE,, BRITUTHE,

1. %3 BEIEHIE > 12 > NARER > NAEFYIR EN£, ABHRMEARERE (iexplore.exe # calc.exe),
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S Network Drives
e Virtual Drives
&) Registry Entries

ﬂ Environment Variables

preren of R ] s o fpoosee

BB Gonnec e In - lncsiaaat € Current access level - Global Full Access

2. %R EEEH G > 1B0F > BF4E > BREATIR IR, ARRE N SIRIBEL.
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S Network Drives
g Virtual Drives
@] Registry Eniries

j Environment Variables

® Comnectsd to : localhost © Current access level : Global Full Access

3. £ “BFAYIR ETRLE, MEEEIRMNREAUE A" M BEE" ERFERRFEIIR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 104



Workspace Environment Management 2311

& Printers
S Network Drives
W@ Virtual Drives

@) Registry Eniries

j Environment Variables

Action group 1

Avalable:

| Appications

. (@ Calculator
(g Intemnet Explorer
| Printers
=12 Drives

= =2 MNetwork
PLelD virtual

-~ Registry Entries

~~|_ Environment Varisbles
L Ports

“o IniFiles

|7 External Tasks
----- | Folders and Fles

© Current access level : Global Full Access

4. £ ‘A1 7 EH, WESTUAEFFEEDE EEE Bk, ShIUBIERNAER, ARREMHE

SKRIT IR,
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[ Applications
g‘ Printers

S Network Drives
wg@ Virtual Drives
@) Registry Entries

8] Environment variables

| [ Monitoring

@
Ports.
[ IniFies (e T
] Extemal Tasks | Configuration
i e | J e pea | cex |
F ed:
a8 ) Avftl: Configur
[ retos >
[ hssignments =1L Drives
LS Nebwark
[ System Optimization 'I:':::L | <
1 Regstry Entries
| Policies and Profiles " Envirorment Varisbles L]
L Ports
! i Security | IniFiles
: i . External Tasks
- [L) Active Directory Objects 142 Folders and Fies @) Create Quick Launch
- UserDSN -4 Create Start Menu
| [ Transformer Settings L A= Fie Assodiations @ PnTo TaskBar
& PinTo Start Menu
- [ Advanced Settings | ) Auto Start
. Printers
[ Administration o
L Network v

@ Current access level : Gobal Ful Access _;

5 7 “BEEE &8H, A TUAREFEEET. TITAd, BREIKEMEREEIESE,
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5S¢ Network Drives
W Virtual Drives
] Registry Entries

&] Environment Variables

Actions |
@ Forts |
[ IniFies focor o] fooaid o fooEat o fpooser
) Extemal Tasks + ||| Configuration
| J e o | cer |
Avalable: Configured:
i Fiters ol =
- t} Bk | R ~
Assignments
| = Drives
|~ Network 4@ Create Quick Launch
[ System Optimization | 12 Vrual | < % Create Start Menu
- Registry Entries 4 PnToTaskBar
- [ Policies and Frofiles 1l | :-i2 environment variabies -4 PnTo Start Meru =
| Forts Pl -4 Auto Start
[ security | 1 IniFiles | E-@ Interet Explorer
— - = External Tasks % Create Deskiop
- [ Active Directory Objects 1 " Folders and Fies @) Create Quick Launch
| User DSN ) Create StartMenu
| [ Transformer Settings il | -L= Fie Assocations 1P To Taskear
& PnTo Start Meru
| [} Advanced Settings | 8 Autn Start
Printers
B Drives
2 Network -

@ Current access level : Global Ful Access ;

6. I EEEHE > 28 > BIEDE U+, AENGHEMANARUE ‘AT A M “BENE” BT ETRREL

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 107



Workspace Environment Management 2311

[# Modeling wizard

Priority

- [L Actions

- [ Filters

| —

- [L) System Optimization

- [ Policies and Frofiles

- [ security

- [ Active Directory Objects

| [ Transformer Settings

- [ Advanced Settings

- [ Administration

[ Monitoring

Assignments
| lred o | dear |
Avalable: Assigned:
= Action Groups | Action Groups
[#-{ Action group L | " =1 Actions
(-1 Actions 1 Applications
-1 Appications . Printers
-~|Z Printers | < 1.2 Drives
[#-|__ Drives - Regstry Enfriss
| Registry Entries L Environment Variables
<L Environment Variables - Ports
| Ports - IniFiles
12 Tni Files 1 External Tasks
L External Tasks 1 Folders and Fies
| Folders and Fies . User DSN
~-|_ User DSN - File Assodations
~~|_ Fie Assodations

© Current access level : Gobal Ful Access _;

7. 7 “FIR” B8, WEHIECIZRIFE (EAFIFAIREA D, REBHE B0k &8 BhrIllidEdik

FRFAE, ARBRRARSSRAITIEE.
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[# Modeling viizard

n anonymous users and

8. EHEmESREOS,

Assignments
\ P ) Dear
Aualable: Assigned:
ELZ Action Groups i {_ Action Groups
8 Actons ||| si e 2 | £ s
L Actions 1 Appications
,im | | Applcations L Printers
| Printers | < [+ Drives
M - [#-LZ Drives ~|_ Regstry Entries
I 1 L= Registry Entries | Envronment Variables
| Environment Varisbles | Ports
5 System Opsmizatio 1 | Ports . IniFiles
L IniFles | External Tasks
| [ Policies and Profiles | i8] Extarnal Tasks 12 Folders and Fies
2 Folders and Files iZ User DSN
0 security ! | User DSN 1 File Assacations
[} Active Directory Objects |

PRI True,

RIERHHRE,

© Current access level - Gobal Ful Acess _;
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9. ®3 “BEEEHE”

Citrix Workspace Environment Management -

']ﬁﬂﬂew

=l Refresh

¥ Bacup

¥ Restore

5 Action Assigrment il

[# Modeling viizard

| Actions
[ Filters
L Assignments - 1:
- [L) System Optimization ‘

[ Policies and Profiles

i securiy

[L] Active Directory Objects ‘
[ Transformer Settings 3

[L} Advanced Settings

|| Administration

[Z Monitoring

Name Description Priority State
w |Everyone A group that indudes :
Assignments
Selected Fiter
[aiways Troe "
Avalable:
[=-| Action Groups: - Jtion Groups
#-{_F Action grouy Actions Jrions
EHE M_iions b o | cocel 4 Appications
#1-L= Applcationg Printers
| Printers < e+ Drives
#-|.2 Drives ~|_ Regstry Entries
|2 Registry Entries -+| Erwironment Variables
+|_ Environment Variables {2 Ports
-~ Ports ~{ IniFiles
L= IniFles L External Tasks
= External Tasks L Folders and Files
| Folders and Files {2 User DSN
- User DSN | File Assodations
| Fie Assodations

€ Current access level - Global Ful Access.

> ‘B > ‘RIE” > ‘Gt @&k, ARRE R

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

110



Workspace Environment Management 2311

& Cornect iaw“m-qm“h ‘]ebeleve 4 Badup
& Create
EM“ mnlerron

Helialil Regstrabons

@ Advinsators Agents Summary
& Lisers Total Agents (Al Sites) Total Agents (Current Site) Total Agents Last 24Hours Total Agents Last Manth
24 Agents | L | [t | [t | [1 |
{8/ Logang
Agents History

Device Name Device Mode!
AG-AGENT-DEMO1 | HVM doml
[ Actions
[ Filters
[ Assignments

- [ System Optimization
[ Policies and Profiles

[ Security
[L] Active Directory Objects
[ Transformer Settings

[L] Advanced Settings

i Clear Expired Records
ﬁ Monitoring

10. ARBEHENE, ARELTXCEREFERRIH TEKAE,

€ Current access level - Global Ful Access.

11, EEfTRENTEN (REEXH) £, BiFRENRERSTEN.

FRGIR, XM TUBREFERNSDEALAREIN, HERRESANISEHEEIES=.

AR E

October 26, 2023
B5E:

WEM BriZ#FRmigmES HKEY_LOCAL_MACHINE #1 HKEY_CURRENT_USER AMREEET
KEXRVLASRIRIG B,

FELHIBRARA T, &R EEISARIRENEM (GPP) %2 Workspace Environment Management (WEM) &, B
HAER, 1E8H WX FH TBRSHNRE, SMERTLUSHERIIGE (ETEMERMNIGE) SAE WEM 4,

SARER, TRAEEDEW GPO Zil, ErILUAESE GPO XEKEIRERNZTME, ErRILKE GPO SEsnF
ER AD 4, MEDEEMRIE—F, MREEERE GPO NELETEF, WREFSEN. AFTUEEAFRMHE
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o WRBXITENBTA, WitENEINZERER. NRYTAFETAH, WAFPEKIIREEER.
e

BETENBREILRER, 5E#H B Citrix WEM Agent Host Service, EfRFRFIMIZEIRIEX, B
PRI AR ERE Fo

ARG E
AR

EfE WEM {I2Ee05 EMIRARIKISE, BRIEREEHE EBAT Citrix WEM BFRERIRS.

BRAKKIZELE, THEERHA WEM MIBAKRKIGE, RIAERLT, AL FREARS. BRER:

o BREREAERRIGE,
« BMEARIIRECDECLAFAHAFA, WEM RSB EIRE,

HARBENRTER

ETIA GPO B3R, EAEHREAMEHHRTHER.

* RUF. R GPO %%,

o FN\o I SAAFRRIZE M%, ZRASATFEHARIRESN WEM,
o iE. AT4IBILA GPO,

o MER. MIPREERZRR GPO,

SNARKIKE

SNERIGE 271, BT Controller L& HAKRIKIZE:
1. fTFHARIREREH S,
2. T ARKRERE BO%, ARETEENH GPO, ABEE &%,
3. AEMERBNREOR, BEEBRESHNMUE, SE, TAUAEHRMHER,
4. BREHUBHER, RAEREHE.
5. SMBIEMXMHE, AEBEESEN zip Xt
AR

WEM EZ S NEBEZ1 GPO &> 43k zip Xt

BESFNARKIRE, BRAUTIE:
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1. 5 WEM RRSEBIEEM -~ ESPARy LR, & GPO 9 zip L% Citrix Cloud FEZIAXHF,
2. SMEIEEEHE > 2F > ARKKERDF, ERERARKRELE, ARRESALITASARS.

3. ARNASHNESNOXHGREL, BENRN, AEMIIRPERERIXMH. BHAIURAXHNRR, AR
BE B HEE.

« BEEZRISAN GPO, THIRTEZIE GPO,
4. B8 FRSN UBHSAIE,

5. ARG, BEiTH. AN GPO B 2R AHKIEE fIF L,

MEMRX S NARRIZE

TR LU A Windows SEMREIER S LA EMRERIRA GPO LU#TEEMD IR, NREREIMRITPIRER
CSNEMRXET EI, MILIHEE:

o AFEEHKEY_LOCAL_MACHINE #1 HKEY_CURRENT_USER FTENIMFRE,

o FEENREG_BINARY #1 REG_MULTI_SZ B FMERE,

o LIHRIRSTE.reg XA HE X B M RIMAE X BEIMIBRIZIE. B XRFEA.reg XHMRFEMRMAMENE
B, #ES8Ahttps://support.microsoft.com/en-us/topic/how-to-add-modify-or-delete-registry-
subkeys-and-values-by-using-a-reg-file-9c7f37cf-a5e9-elcd-c4fa-2a26218ala23,

FEFRZAE, FESUTED

M zip XBES NGB, ZXHRINEE— MRS NERR . BREESXXEFNANARET 30 M.

o Freg XHEERBRAN— GPO, EAILUSEMNEIREH GPO MA—EEMKRIE,

o STEMEN GPO WEMBIRIBERMN.reg XHHNBMERDN, TFl: NR.reg XHHEFFA testl.
reg, MEEERN GPO W&FA testl,

HIEN GPO MiERAT, ENRNRSRINNERA (BXFZER).

BESFNARKIRE, BRAUTIE:

1. ZEEEFIaH, BE “BF > “ARBILE", &R "BAARKKEQRE, 8F ‘SN SUNRTEX,
REEE “SNEMERXH .

2. EERMHIESH, XEIEMRER zip £
- BEWAW GPO, FHIEREAHRIESESRINE GPO,
3. BE RSN
4. BATERE, BETEM. MEMRIXHFEIREN GPO BERE “ARBKIRE" &,
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RIBERIEIRE

MFIFRFARERE N GPO LERSHIRENZHME, HiREFERIERE.,

25fE GPO, BFARET GPO, AEMEEPER Ef, RHENGE, KEMEIRRME. REMKERBXHFHRMT,
HuHERSR “-Copy’. ERILUEMR “HiB" REHKEM.

BhRERE, BERRBARBYRED,

##. GPO FIFRHPERH GPO &,

WA, ATIEEEX GPO WHMES, %EEERE GPO FI&RH,
AMRIEE, BT GPO B&8EmERIEE.

R A .
= .

HIRMRIE. NINANERE T EMRNIRE RIS ETERPIFEREN.

o e RVFIEAIEMRSL
o YiH, AVFIEREEMRDL
o MIER. AVFERIFREMRDL

BARIEMRRD, BREAME F. UTRERA:

o % AFEIEEEMRIEIEEINF.

1#1F. BTEEEMRIBIZIELE,

REE. ATFEERRIULEE,

MFRE. AIFERRERRDEE,

BIEEH, AWFERBNFRENASEIERA,
MFRZER. AVFEREREMRITBIR,
BIFRFAEE. AVFERFREMRIFHFREE,

« IREH, H#FFE: HKEY_LOCAL_MACHINE # HKEY_CURRENT_USER.

« FHRIR, RERTMMNEIMRMANTERR, flw, 0R HKEY_LOCAL_MACHINE\Software)\
Microsoft\Windows 2 MRMHTERKZ, N Software\Microsoft\Windows F
&R

o B AFENEMREEERT. TEFREETHHE A — M EESIMERE.

Mame Type Data
REG &2 (value not set)

o XB, RTFEHERERIELE,

- REG_SZ, ItEBBATHRRALARXAEENREFTT S,
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- REG_EXPAND_SZ, [tXRZ2— Al BHHIEFH R, HHEEUARFARNEERMNTE, fim,
SHFLUTE, FRE “%SystemRoot%” iR IER SR KA LPRALE B ik,

- REG_BINARY. Efalfizziey Zi#HIEkiE,

- REG_DWORD, 32 fi#{¥F, WREEBEERFHRE, Fl, 0" RRERA, “1” RRERMH,.

- REG_DWORD_LITTLE_ENDIAN, /hi#t&=tey 32 U=+,

- REG_QWORD., — 64 {iify# =,

- REG_QWORD_LITTLE_ENDIAN. /N#igzUHY 64 %=,

- REG_MULTI_SZ, tXBR—1ZF/RE, BFRRAEEFIRASMENE, SIMFETAEFRIMR.
o BB, AFERANSEMREWNNOHIE. WFARNHEXRE, ZAEEEURRNERNBATRRNEEE.

BRI RE R E— LB B, BFIBUT/LR:
¢ 5HKEY_LOCAL_MACHINE *ftREE 2 TxBHEXIGTE Citrix WEM Agent Host Service Bz
1ETER SQL & BRIFTER BB A,

« 5HKEY_CURRENT_USER FMREE R TTRENERTRAFP ERITERK.

ETXARKIRE

TRILER LSRN EDE#HIT LT, MMEARBKIREE RN, MERBE—FAVNS MG NHAFPKR
EETIREMNARIFE R4, WEM Agent 72N A2 ERARIRIRE, TN, 7ERHERITIMIESRN, REXB
TXLERE,

FEARKSBEERHNENTIERRZNT:

1. EERBITHATR, SME LR > ‘KU HEXEMG. EBR &M
BE:
BXAAMERHNTEYIR, B8R Mitske. ARKEEFEAPTITENLE, FLEMEREFNE
BFRFIEE, NREXEERGRATFIHENILE, WEM Agent BRBEHERGHEAITENILE,
BEXREATIHENLENMEFHNTEINR, E2F NEATIHENIRENMIESR M,

2. SME KR > NN FENIHESIMN, EALUSESE 1 BEXNREEBEZAN T, BB A0,

3. SME BE> ARIKGE, ARKBEAKKILE,

4. SME BIBIZHIA > S > RIFHE, RETRIUATRE:
a) WHEAHSRISENAF AR H.
b) #EENERERF, AEREEAASX (>) UDEENT.

C) £ “HFE % BOR, EREESE 2 PEXNHN, REE & “BE . KEN TR BEBE
‘BofkE” B

d) ZESRERT, EBEBNMER BA—IEBRUIEER LK. NMEBK, RERHES. HELK
BEIRERERENE, URREITEREPREEBKRISEL,
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TEFHTERTIHENRE

Ui = i ERTFITENILE

ClientName [TEz2 5

Z A |P #hhtITER 5

AR RETE WMREL HKCU FLELEEMERE, N FMRELT BETH
MR ATFIHENIRE, WREER.

BFER/HXITE FS

AP UliEs ki &

FAF SBC #iR#EY

I

iy

Active Directory B2 ITHED

Active Directory B ITED

lig

% ClientName Tz

iy

REZERF R P ki

iz

FTEMRELER

iz

TRFER /XA

iz

SEBARF Ul B

iz

%8 Active Directory B2 ITEZ

17

%8 Active Directory B4 ITAZ
EPimxiz OS LiE

I

T P IR FRFIVAD

I

Active Directory ¢AITER

I

I

%% Active Directory HITHED
BRBHNERZM

izl

ETIRIREIRE

October 26, 2023
fE IR IN - Al s A 4E SRR B IR AR ECE Windows BUIRE, EaILEHENABFRASIERE GPO,
EREEE TR > ARKIEE > BETEIRD, Eo]UURITUTIRE:
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 fERRIREE GPO,
o EERER.

o SRR,

* RiF GPO FI&K,

* 448 GPO,

« B GPO WES.

« 2fE— GPO,

* BIER—" GPO,

fERIRREIZ GPO

EEAEREIE GPO, BREUTHE:

1. 7ERfEi=h, 8F “6lE GPO”,
2. FEAERH:

8% GPO W& 7R,

o (F1%) EEHEMESUBEHEZIRS GPO,
3. AU ENEET, EEEVATIHENNERRE (TRrERITEN.
4. T AFEES, REEVATHANER (BeARPERIMPEITEN.
5 EHEDR, EEEMBINEN.
6. SEMfE, BEHTEM.

FHENEENAFEEDR, ERENHE#TERENRE, G UENAENTIRAEHERER, E7IRAEFR, &
BIZF BINFHF, SR LURRFRRIREL,

BEERE, FERARKRE. —MRETRESIIURENTE, REFMENRAXE, ZREATURERE. B
NE (XAHSEFEARN) . EFR. FIRFAES,

BXIEEMNER, BEM Microsoft T#; GPO &£%,

EIREMR

BREERRIR, BRAUTSE:

1. TEgfFi=rh, BEEEER,
2. FEERRESH:

o EF HENEE UEREENATIHENNRE (TEEERITEN).
o ER APERE MEEEVATAPNERR (TERRERIWEITEN).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 117


https://www.microsoft.com/en-us/download/details.aspx?id=56946

Workspace Environment Management 2311

1. 5EMfE, BdH5EmM.

FHBENEENAFEEDR, ERENHEHH#TRENRE, TUENTENTIRNEERER, E7IRMEFR, X
BRIZF BINFHE, SR LURRARERRE,

EEERE, BFABARKRE. —MREAURBSIAUEENT R, RIEFMFTONBALE, ZREFTURERE.
NE (XEHEFIEREN) . EFE FIRFES,

BXIGENER, 3BEM Microsoft T# GPO &£%,

SNER
BE.

& ADMX X8\ WEM BERIREY, EH1R zip XHHRMFE.adml XHERERNIES.

A LU ADMX 2SN WEM LUR1ERIR. TS, ERIUERXLRREIE GPO, ESNRR, BTN THE:
1. TEgfFi=rh, BEEEER,
2. TEERRESH, BESN.
3. WEEESSE ADMX X zip X, AERENRZXHEESMEERERHRIRETZEAMR:

s FEFN. BUESN.

o BEERIRH SAHRERD .

- BENAER. BEURIEUFRENERIRNXKIRE, £ERRIREIEZHNIE GPO AZFMm, B2, 4
TiREXLE GPO Y, XEXANSERER,

4. BEFBRSANUBHFANIE,
5. 5ERfE, RETHRMEREREEERAS,
6. FEUIERERIB T TR IR H,
BEXNMAEESANNERXANESR, BEH Xit. ZBEEREN, FEEUT/LR:

o MIER GPO BEERERMA M HBTIRIRPIEIFRIKENIRE, EARIREEZNINE GPO AR Mm, B2, HER
EXE GPO B, XEXBIRERER.

‘wiE GPO

24758 GPO, BERMUTHE:
1. %% GPO, ARRTRMFEEDRH “RiE".
2. FREAEREY, FHEIMMNEL,
3. FHBNEET, REITEVRE,
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4. £ AFECEY, RIEBAPERK,
5. £ WEHR, EEEMBIEN.
6. THfE, BE “RE

AR

MRER GPO NELHAF, NNEHITREFZMXLER,,

&1 GPO WES

TR L BB ERRIRCIEN GPO NES, MEEEET IMERMN GPO —#F, BXEMESR, BESH BE GPOMSH
G

5z GPO

25/ GPO, AEMUTHE:

1. %8 GPO, ARBIIRFEERR “wE

2. RERR GPO mEAETEMERN GPO EERE TR GPO,
AR
HRBEAETEMRE, GPO REMRIIMRE, HERE EF M RNAT R L, BRILSES R
589 GPO MA—AEMERIZE,

3. REZMAER,

4. #EEFEE GPO REIINEESE.

5. BF “mE MUBmhREEE,

filk% GPO

EfR GPO, BRHEEF, AGEBRTIREEFN “BIFR.
AE:

MRER GPO NELAF, NMRESRMXLERF,
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AL ESIRE

October 26,2023

S “HAEES” TEARBRRE MAES. HWAKESELRERRNET. X8, GAUEEENYEKRES
BRHMALES. BREMNANUES, BRE HELES,

EEEMALES

1. ERAMESRERE L, REBALES, ZREKS, AREEFEE,
2. ZEEMAMES mSHh, REUTRE, ARRTE RF.

—RRSRI
- BALES. EREEA (B) E2FEA (B) HakEENES. MRER, REFFAERS,
c BIEXR, ERESHECITESZARIIES, SHAESHERTR2FRNRE, HIHITERRIE.

o ESEBN, EEETANESKREBN (UNHRERM). BRER, ESBREFER, ZHFHE: 1-60. &
RN AESKEB, N, ESARIFRFEITRS, MMmELEEMESIETT.

o iR, ERETEIEERRERBESHRNL. EFEMERGE, WESNEHRMIESRPHREFERTRET.
PERRTRERREY, EE R TSR

- NMRBEBEEFE[THAESHFRNE, WREESTESZAITERESNSRIXERS. BXF
ERTHEALESHFAHNTEIIR, BER TEATIHEIIRENF .

£ AR 23
o REEMESHMER. TTHITUTERME:
- EEBS5ESKEKNMRER. BUEE, XEMRBBERFRFRFBHES,
ERRRNERNATFIES AL R,
- QAR R ER. BB AR A SR
AR

ERENERMAEE, FRE MRS,

£ BHH:

o BEMERAMATS, ERETRHSMEELHEATS. BAR, AFEEETHERNEANSHTEERE
WESHIRM. XFEMITFLE, BAUEAERRERBNER TEFMACESHNITAAR. UTSEHAER
B
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- B T 123,

- Ff&E, =fl: hello worlde

- fa/Rf&. Ture 5 False,

- Fff. Tl Co

- ik, Ture =X False,

- W =l 1.023,

- BfAfOEYE, =FI: YYYY-MM-DD HH:mm:ss,

- XHBR. MAEE®S System.I0.FileInfo BEMKR, IIFFETE, BEFEESUT
FR:ox 7 < >,

- Ir

150

RZAURE 20 M.

- name FEEEMER, B “switch” FEEWBEBRIN

- PowerShell Z#FERESHEN. EASLSHEN, BHRZENEW —N-EESNESHRETT
X2 FR, nffl: PowerShell WATEHEMHER: -t -tif-title. EXMERT, &
REEBHSHBTFIURESEHMSHX DR,

£ f A

o RIS,

EEEEBEREESMEBA . WFRES, WENESERNRSTEEREXHRE. ARG, &

ERERFHERRRREX AR EERSPHREXX AR,

« BHRHET. EREEERNETBHXEARHIEH aHHPHRELERNS,

- RUETXEF, EECRERSREETHXRET, EALBASIXET, BESHR. BAXEF
&, ¥ E nter #4445, NRIEE, SKXEFLENREATFETERDREN BEXHRE M =6 8%
th BB AR ERo

- RUEERENFRERLER, MABREREERHNABTHENRER, ENRAXSHFE.NET EMF
RREIEL, ZIBAS PCRE #58. GX¥4ESR, B2 Microsoft 3x#4: https://docs.microsoft
.com/en-us/dotnet/standard/base-types/regular-expression-language-quick-reference,

*

*

*

EMNFRAER, MANERBEREERHIABTHENRAR,

RBEANE, EERNBEREHASE KNG LR,

ERZTRR, ERERERLITRE, Hb M § TRETHFLNEE, MAEEMILAEK
FFLFLER.

AFRBEAH, ERESIBRHEAH, BRNVAREIEENRAREXNPERESRKENHN, &
it (?<name> subexpression) EZAGRAEXHEEMIAES.

EA L TXARBENTH. BEEEALTYXEAREAERUETHNTEZ M2 EHTH. X
#E: 1-10,

REJREPEESENRINLE, FHEEREFEEENMNMILANE, ERNEE5ENRENLTA
HRE. BRLtLERALE /S Citrix Cloud MWEIEE, BRIZETNE, TitisENXBIRSMT
4, “REBTRXET NEBARETEANS.
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- BMEHIEITAER, LERERD. EHRERERHEXERBNEG %Y, BEETSITESRHNR

NTHN
EI];EO

BEEMNRUESHIRS

FERAWESRETE L, HEMAUES, EREKRS, AREREERS. Eit, SRF%E "G’ > RE" 0@,
ERIEPIUEISESHEXNRE WRA). REERSTEEESFAREE. BXFAER, FERRS.

NRERF

March 24,2023

N AR RIES TR B,

e

o AT AEE A Citrix Studio R BREFIRE, AGHMER VUEMAppCmd.exe #9517 X
B 1%, VUEMAppCmd.exe #i{x 7 Citrix Virtual Apps and Desktops & % BN B 2 /S &) Z Bl
Workspace Environment Management REZIFIZENAE, HXiFHAES, ES R EA Citrix
Studio RN ARFILE.

o EEILUERNS SR B Workspace Environment Management #21E, FEIhEEERA,

NMREFIIE

NENAREFERNYIR, EaAILER Find RIBXAFRBRZE D HiEsix.

AR AR

1. B ETFXERE 7R 6<%

2. E “WENBER WNEEENFPRNFAES, AR E
FERAIE M

B

o B, NARFREAXNETREN, ERENAREFTIRF.
o R, WFRNBREMAE/AZASH, HATEEEEXRRNAMES.
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o MARFEE, RESABHNNAREFELE, AIUR BERENNARR. XMH/X#%. URL 5 StoreFront

il

RMABEZ—. UWTERHSEN, BEIURTIERE:
- W17, BPHITENEIRAREFTRITXHNRRGR. K ZEAVFERN S AR RIT M.
- IEBR. REAXTEER. UREHNRIARITXH, NEHES,
- 2%, NARFENEABIHSH.
- BfR. (XH/X#¥%) MARFITFNBERX S tRET,
- R#EAX URL. (URL) ERMMNAREFRESRH URL,
- MAEE URL, (StoreFront AEE) SR2BMRESBIZEIRN StoreFront ZABER URL.

- FEZJR, (StoreFront RZAE®IE) StoreFront MARE EENRESNBINER. NE READIFE
F SRR E R,

e

ZRIMET StoreFront NAAENNAER, EXIREEMHNER F—XBENEEENA
BEREN, BER—IEE, N EERRREBENBTERIERT Windows i Citrix
Workspace i BiEFHER. /&, BHENEEEREED, HRERTHE WEM S8iEH &8
+izf789 Citrix Workspace M A#EF A Windows 1R E &N BEFTIR.

FHARBEM, £ iR REDEFNAEFREASANLIZUE, RINERT, S7E EFFEIRMIIRES
o

EEER. AWENSEERXGHNENNAREFERET. ANERT, MREERNAREFTHRITXEN
EtR, &R LUERERENET. EiRUXAR N EFEESIERET.

- RIREDWERER. BEFEPNETRSBEET.

NAREFRS. EHRERRNAEFRESN. BAR, BEENESAR, REBLAZAEE,

PRI, BUER, RBERAILAPETVAREFRESRN. RESREMRESINEE—TESHE, UK
TZERARR, FERFRWE—FEES, BNMITNREHENAREFFIA, X%, EMaIUEDE
EEATNAEFLATHIPRSHNE R, MEFTERIMIRNAREFRESAER.

EREM. REAXEAPFRHETRIEMR,
R, ATFERAPEERTRINARFNAE, ARXOANE, HRUTHEXBN (B : Ctrl+Alt+S,

IRIERAL, MR FRB M ALEBIRE,

ERISE

BREMBEHREE. EFIED/E, MRAFEBRHIMIFNAEZFIRER, NREITERIFBEIERCIEN
BEFRES
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o BHERMIE. AFEEENAEFRESNERAFRSE LNHUE, BEUGRNEL

Windows #3, ZHILARFRERR LNRIMED. EBREOEREAKEOPITH,

« FEEEMRSPET. ARIFEREE Ul EXTEITH, MREBF T UERNIRSZER G BBIRS 7
EFRENARERF. XEEFHRBREELTGRE “RONARER BRFIRN “BENARER JiFH.

s ERAFPWERSEIZRES . ERABFWRRXRPEIZNBREFRESR

ERMET StoreFront NABENNBEFEZE, ELATIRMAERNER, WELEE WEM EEEHI&ITEN LN
Windows Citrix Workspace [z R12Fa] IR ZR B &£ N BI2FHN5 IR,

TR KEME

£ Fi” REHETRNAERRES AR RUEHLE,

RIFro RN AEFIR.

BE. fIA—1TAS, ATFEERERNBEFRESBHENME,
RiB. TN RAEFRERS.

MRR. MR FIN A2 IRES L E IR

=/ Citrix Studio FiENAREFILE

Workspace Environment Management (WEM) A& IRETEFHTE, MEAMEBEINRZ, VUEMAppCMD
T & (VUEMAppCmd.exe) aT#® WEM R E 5 Citrix Virtual Apps and Desktops B & GHIN BIEFEZ Bl
SERAL NS, BNTREBREXMHES: %ProgramFiles%\Citrix\Workspace Environment
Management Agent\VUEMAppCmd.exe,

==

T 64 (IR1ERS, EXNA %¥ProgramFiles (x86)%.
f&a] LUGER Citrix Studio 4RiBN RIEFIRE, AEFINER VUEMAppCmd.exe HRTHAITXHEER, Hitt, 1E5%
LTS

1. SM=E Citrix Studio ¥ “HARFIRE” > “i B WH.
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Studio Location

Enter the location information below.

Enter path of the local application on the end users operating system:
Identification |

| Lo

Delivery

Browse the applications on the lecal machine, or enter the path manually.
Commandne sgmentepions

Groups | Example: https./fwww.Example.com

Limit Visibility Working directory:

File Type Assaciation | Example: \\myapps\

2. BARZLAPIRERS AN BEFEER.

o BALTARR:%ProgramFiles%\Citrix\Workspace Environment Management
Agent\VUEMAppCmd. exe,

3. BABRITSRLUEEEITANNABER.

« BAE®T VUEMAppCmd.exe B AEFHTERREF, IRBEEETH, FRERKNARER
N LTEEENEISH,

o 0, RigEHEE T VUEMAppCmd.exe =5 iexplore.exe, EaILUEE BN TSR ITIT
fE: "%ProgramFiles%\Internet Explorer\iexplore.exe",

FTENH

July 8,2022

LRI BT ENALBYBREY
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e

ISR LUEREIASShEY B Workspace Environment Management &€, EEEMNEK,

PILEFTENH TR

BAM— ID WIATENRFENTIR. ERILUER "B RIEXATFFFHRIZAMRE D fHiEfTENHGIR. RILERLD
BEX LR SAMEITENIRSS 28 S NITEML,

ARINFTENH]

1. 72 MEITENNFIR EW+ £, BE Ml RERPETEAXE, ARELTXEREPER M,
2. 7 “HERMSTEW §0OF, BAREEE, ARRE “WE

FERAIE M

BiRo FTENHLZRTEFTENNFIRPH B REM,

W, WFBNETERS/QEMST, HATEEEEXRRNEMES.

BIRER{R. $TENHTE A IR ARTRYRR o

FTENHURTS. YIHHTENN R B RERER. BAR, AESELAF, AEBEARSNEH#TAE,
SMERITIE. AVFIEIR A ERER T ENN BV E X1

BREE. THRRIERIF RS NAF B EREZITEIN.

IRIFREL, MRILFRET AKEIRIF. WTEAIREMIHTENNX M, F5EBRREIEN XML FTENHFIR X HEY4E
MR (FSE XMLATENNFIREE) . RIBRIFET, TSI XML XX, LUEFTENYIARINZHREIEIATIH,

SFTENM

1. ERERH, BE SARBITENRS S,
2. £ MRISHTENIRS 22S NEEPRNFAESR, AERE HBE:

FERMIE M

FTENARSS 28R Mo EMATFNITENNIBVFTENARSS B3RV R 7o

ERASEAZKIE. RANERT, SNEAEERTH & YaEiTPERNSHH Windows kP BIEIR, EFIIEme 91T
ENAR S 2R IER S E A RIRY R,
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LTSI

July 8,2022
S AR IR ED SR A BT .

e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMNZEKX,

MR EHER TR

WMEMLERENERHITIR, EAILUER Find RIBXAFRBZREMR ID HEHIR.

AR IR THER

1. B ETFXERE 7R 65
2. £ fEMEERES SHEEETRPRRANFAEE, ARE &

FEANIE M

Bif. WENEE B RTEMBEENRETIRPIZRTEM.
WA, WFERINBRTERA/ABASH, HATEEESXRRNAMES.
BiRR. AR REITEIMEIREERRR.

MRS, HRNBR IR R EAERER. RARE, BMENELAR, REBEUFINEH#TAE,

SMNEBIEIE. AVFIEMRAR R FEREEI ML R R B0 E Kl
EREMBEHKESE. HRAERFIES AR B EMEIZMKSIXEER.
REBRN TR,

IRERR, WRILTRBMN AKEBREE BINKENRG LRGSR,

REIXIX B 25

July 8,2022

EHIEIAIREN B AIBEY. EINIEEN2EE Windows E#IIRENEEE MS-DOS i&& AR, BT A (812 Gt 2 IR Th

/5o
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e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMNZEKX,

REPAIREHERT 2R

ETIE EINIRRNERATIR. ERILIER ‘B #%&MK ID fHiEsx.
AN D ECEIMEENE I TERZNT:

1. %3 BIRTHIE > 0 > EPIERNE > EINIREERTIR &I+, B M. &, ARBEE=AKE, ARE
FREERIEE BTN, WEHEET MZEMIENSE E0

a) 7 BMETMFL, BAFBER, AEERERTRENIRNIEE HERNA.
b) REMEREESFHREFEEMNEEEET D,

2. ®E “EEIERIR” > “EST > “BAENER ETF.

a) WHEAH S EREIMNIREN2IH AP A H.

b) EEEMIRFNRE, REREEGE X (>) #HITHE.

C) ENRLIBBMEHBSEOP, EHHRENE, BERERHES, AGREHTE. EMURNBEMTHE
B EENEER.

ZOEARERE—LENEAREN, AABRRTEESRIRE > K& > RSETUET+ L SQL RERIFERIEERN
B, MNRFE, BRITUTSE, EHEIAEN,

1. ®%E3 “GBEHE” > ‘GBI > ‘KB > “Git” &k, AREE “REF .
2. AREGAE, ABRELTCREPEERH TIFRAE,

FEANIE M

B &R B, REhEs BRTEEMIEENRTIRPIETRE M,

WA, AVFEIEER XEMRHBNEMES. EENETREREHLEZRSH.

BIRERR. BNEPIKEHERTE A A IFIR P ARTRIER R,

REMIEENRTE. TIREMNENBREEAEERER. £AE, BfESkLAF, ABEFIREE,
REBNEREER. AFEEFESRERENTREES,

R EIR RIEEAL, MR FIRE M AKEBIR(E,
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ERRIN

October 11, 2022
EELEMRI A1,
B

A LUER RS B Workspace Environment Management &€, EEEMNEK,

AMRETIR

WEEMERIMAIGIR, ERIUER Find RIBXAFRBREMS D HiEdIxR.

ARBNEAR RN

1. B ETFXERE 7R 6.
2. 7 fEEMRE WHEEETRPRNFEESR, ARR THE

FEANIE M

B, EMRIHNEREN, BREEMRITIRF,
W, IWFRNBRTEMRA/AZASH, HATEEESXRRNAMES.
AMRERS, THCEMRTNERAERER. £ARE, BMENELAF, RBURSWHEHITAE,

EfRERR. BEEPLIEIMRIEMRME. Workspace Environment Management R 858 i M
R, AELEEERIERMNY% i+84/Name%)\ HKEY_CURRENT_USER —X2 Bzh5emH.

BiraM. EREMRENER. ©ELIMETMERF (HId0, NoNtSecurity).
BRERE, KolZaHMRIMAEE,
BB, EMRMEIZGHE (FI70, 0= C:\Program Files)

BIT—R. BIMERT, SXRAERIFBS, Workspace Environment Management < ol# MR, Ehitts
EHER] 5 Workspace Environment Management (X8I 2— MR (FEFE—RRIFE) , MARESRRIFES
BE—R, XETLUMMRAERIFZRE, LHEYEOARHE T TS EMR,

BRIFEEL, R FRE M ARE BRI,
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SNEMRERXH

TR LR AR X R IILGH#IT B, HEINREHE LAT RS

o ENFHKEY_CURRENT _USER FRUEMKRIE, EREMRTIIIEE, EReEE HKEY _CURRENT _USER
ToEEMRILE.

« EA%F REG_BINARY f1 REG_MULTI_SZ #£AREMRE.,
R X LIRS, BHAVERWEMER ARKIRE PHSNEMRXEETR EIMEXHFANE WEM, BXFAESR, 1§
25 MEMERXHSNARKIRE,
BEINEMERXM, BRITUTERE:

1. EEERERIaTP, RIUHRIF > EMRIG

2. EREXR A, BE SNEMRXHE.

3. £ “MEMRXHSN BO%, FEEEMRX .

4. BHEPEFEREERERXM. SERIERE, BETERRIKETIR.

5. EFESANNIMRIKE, AREE “SANEET UBHIALRE,

6. BEMHELLRL,

FRMENS

AR AR, SME reg XHEHBEE TH EEMER. reg XHEE2ESAE WEM fEMRIRE. reg X
BAETROFRHRER, RFRNEAESANERRIZE,

B, 34 .reg X, ARETEXAEEREMRKETIR.
AMRETIR. FIHESAN reg XHEEHMEEMRE.
BRSANIB. MRFA, NERAERTRAMSAN IR

ESANTERFEILK, MRERIED, WEESLESSANFREEMRIBEZHR B, R XP” 5 “457)
BB FRPARIN— N EISR. XAFMET LA E R IR SR B R TR R

=3

AR

MSTESNEGHERBMEEMRT, MREN reg XHEE2LNEEHERZMAVEMRIT UUERRETIR
FET), FERXEFERH—TIHITEN. NRESANHMBAT, BFEHKBEN
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FELE

July 31,2020
EHRIIFE T =m0,

N

SO LUER shSHRE KB Workspace Environment Management 1&1E, FEEEREA,

HRTEIIR

NBEFETENFIR, ERIUER T REM D RIEXAFRFRMELTIR,

AR E

1. ERLETXHE R &<,
2. £ “HMERREE” WMFEEFRRTFRNFAEE, AREE “WE

FEANIE M

Name (£7f), ZENETREN, ANEEREFREETIRF,

WA, WFERINERTENRA/QBASH, HATEEESXRRNAMES.

HREERS, RIFREERRREREM. BAG, BEDREAF, ABEFIREE,

LTERM, HIRLEENINERT.
TEE, FREEE,

1RIERE, MR ERAVIRIFRE,
RITIRE-

i

July 31, 2020

imOINEERFE Fim COM M LPT im O8RS, &ERTLAGEA Citrix Studio #Bg/s A COM i O LPT O8I B5hiE

B, AXIFAES, BER KHEERRKLZE,

WNRFEAIROIREF ahizhl S NmOMBREY, 1Ei2(E7E Citrix Studio FEAZE K COM InOEE M E i LPT ik

AEEmRRE, BIAERT, 21k COMimOEEBM LPT iwOEE M.
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e

SO LUER shSHRE KB Workspace Environment Management 1&1E, EEERA,

mAyIE

WEIHORGIR, ERIUER T REM® D FEFIR,

AR O

1. METSCEREREE A7
2. 7 “HEBO7 WHEERD ERABFAER, ARRE HBE

FERAIE M

Name (£#5), ImOMNEREM, WMiKA5IRF RV,

W, NETERE/CIEZMSH, HATTEEEXTRNEMES.

BOM. iEORERAERER. BAR, BMESELAF, ABEFRZMEE,
ImHRM. IwOEITIEER TR,

wmOBR. BiRHO.

GEIT RTR RIFREL, AR ZREVIRIFREL,
fign, ERLRINTAREERHIRE:

o IHOFR: HEFE “COM3.”
wmOB4: wA\\ EFFiE\ COM3:
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E New Port

[ General ]

Display

Mame:

| Port-example |

Description:

Port State

| Enabled -

Port Settings

Paort name:

‘COM3: M

Port target:

| \\Client\COM3: |

Actions

Ini X%

October 30, 2020
= .ini XHORIRIZIE, ATFEES.InI X
B

1A LUER shaSARid 3£ 8 Workspace Environment Management {21, EEERA,

Ini XHHRIETIR

WA Ini XHRENTIR, ERIUER T REFH ID RIEXAFHFRFILTIR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 133


https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/reference/dynamic-tokens.html

Workspace Environment Management 2311

AMANI XX H12E

1. ERALETXFRE BN <
2. 7 “WER N XXHHIRET SHEEETRPBAFAES, RERE “HBE .

FERMIE M

Name (&%), .ini XHHRENETREM, EERE i XHRIE FIRP,

W, WFBNETERS/QIEZMST, HATEEEEXRRNEMES.

Jini SXHRIERES. IRRBAEREA.INI XHigE, 2ARE, BENRAAF, RBERRLEE,
BIRER. XREE. INI XHERP MR RETIE #TIE R E.

BiRER. XIEE 7 HIREREAR.INI XA ERD . MRIEEREFENEE, MR ZEE,
BIMERTR. RIFEEERNBERNRT.

BinfE. XREEBEES,

BIT—R. BIAMBERT, SRRERFHET, Workspace Environment Management #B&#17.ini XHiRE, Qi
LtEAEA]E Workspace Environment Management (Y17 —/RIEE, MARSRBIFBTHIT RIZIE, XATLNR
RIBRIFZIE, SRS HENAP PR TS INI XHRIER,

IRERE, HWRILERAVIRIFREL,

IhERESS

October 11, 2022

EHISMNMESHIHRIT. INBESEEEITHANNEBERER, REREBEIVAGETHANNBEFNENIZER. & BH
AE3E: vbs 1 .cmd #i7s,

ERINEBESTIRE, ErILUEEMMNIEITINGES . XETLULEEERHEIERF IR,
e

EE] LU EREIAS SR RY B Workspace Environment Management 12, EINEEEEA,

SMNERESS B

MBEIMNBES TR, ERIUGER “&EiH RFEEFIR.
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ANININEBIESS

1. A ETXERE R <.
2. 7 MERIMMESS EEETRRRNFAEE, ARR HHE

FERMIE M

Description:

Target
Path:

| | | Browse... |

Arguments:

External Task State

| Enabled -

Options
| Run Hidden V| Run Once Execution Order: IZI

W| Wait for Task Completion Wait Timeout: | 30

Actions

oK | | Cancel

B, ATHEEIINSESHNETRRR, RRMEREINIESTIERF,
WA, ATEEEXIMNMESHAEMES.

BiZ. BTEEINMESHRR. RREFERFAIMRPEITHEFR. FHRF:
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o EHEIMEENRESAEEN .
« REFNEBETESIENER.

Fit. BTHEERMBEATSR. EAUBAFNR, FHRESBERLETHNEIRNNBREFNSHR. BXER B
&7 M S8 FRERE, BES SMMES T

SNRMESRKTS. EHSINFESERRERER. BAG, BERESSRLEAF, ABEEFIRIEES,
BITRRE. MREPILED, NESBERLET, MAzEAFET.

BT R WRERILIEI, TICETEAKSIRET* EEFETHNED, BFAENERTENRT, WEM BRZIETT
—R1ES. FRINER LRI,

HITIRF. AWEREES MESHETIF. SEEAFAETZMSHEREF—EESTERMES A EMINETT
B, WERMSBRER. BIAERT, %EN 0. BEETHRITINFER 0 () 89ES, RAREBITEN 109ES3, ARE
1T1ER 2 B91ES5, i3,

FRHESTH. BTEEAESFHFESTHANNE. FIAERT, FHFEH BN 30 1.
1BRIFREL, RIMIES AR,
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E3 new External Task

=T

User Session

V| Refresh e V| Logon e | Lock e
V| Reconnect 9 | Logoff 9 | Unlodk 9

| Disconnect a
User Process

| Run when processes start 9

[F] Run when processes end a

Actions

0K | | Cancel

RBRIEMAER. WINEAFEFUTRIEEEENIINESIMARS:

o RlET. EHAARFHRERNESEITIMNIES. BRIABRT, BT EFRS,.

o Bk, EHRPEMERIETAENTENNEDETINIES. RINMERT, ERAFERRS. R

WEM REREEYE Windows i&& £, NIERFRIEM,

« BR. EHAABERNETETINMES. RINERT, @ TR,

o EH, EHAFEHENETIETIMNIES. BRIk Citrix BRERRSIETET, SMNIETREER, RIMER

T, RiERZED,

o BTSSR, 1THISAF SEESTTRENIT BT ERNEDEITINMES. RINERT, RiEPZiED,
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o BiE. EHHAPNEEEETAENTENNESBITINIES. FABERT, REFIZEDT,
o BUBEBIE, 1£6SAFABRUETSITAENTEINESETINMES. RINERT, RiEdZiED,
fEMETFERR. SIEMBRBIETE, FEEBUTRE:

o XEFRTASEMETF Windows E, FERLEIFIFH, XERMAETERMAIE, F/a0, 7 Windows 10
gt Windows 11 # %1% VDA LisfTHISEHR, MFERENFEER, AR, BEAMEET, (EXMHER
T, HIMKRBIBURIER “BiE.)

o RNBNERXEETAT Ul K12, BR1RE:

- Y&x CMD REEAXEETN, RESESRREENEGNERPTRFRER, UREINMESRE
BIETEIET.
- EHERESHRES, CMD REAJSELEURES X IIE

RFEEMA R, LINEEATFERARHEEEENIMNIESHMAR. EALLIHEE, EALENINMES, UENEX
LHIBETRARMER, HEHRRERINEEXERR, SERSCTHIYOEINIESELL, ERHEENIMNIES
B9 % 23 ] LAE RS It E IR A P I IR,

o TEMEAILIIREZ AT, FIIEREHE U T RFMH

- WEM R#2i%E Ul IR T2 afisiT.

- EENHESERBFER—AFRRIEPIBET.

- EFERENIINIESRERTRS, BEL4E BRIRE" > "KBE” > "BRERN &5+ ik & ‘B8
BEIRIHE

o EHERINETT. EHEEEHERMNETIETINIES.

o HIBERINET, ITHIREEEEHZERMTITINGIES,

BEHEER

BRZMEERE, WEM Agent BEAPECEHEINBIEZ—NE R Citrix WEM Agent Logoff.log®WAX
X, BEXHMTFEPNREEXHRX GRS, WEM KBS XA TERBLIEERTANEEX . ZIES a8
TS AHERR 5 SNBSS 1B KAV IR R,

SMNERESS I

SHFHIA (F1g0, PowerShell #iZ) :
o MRNHEBRRMAZYIFTEETIK:

- E ‘B FEBHP, BAUTAZA: C:\Windows\System32\WindowsPowerShell\vl
.0\powershell.exe,
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- EBRFHED, BAUTAHE: C:\<folder path>\<script name>.psl,

SE, BUENEEE “BE FRPRNMAEN BEF, fl: C:\<folder path>\<script
name>.psl. IRFE, £ B FBRP, HESHK. B, WAXHRZTEREREMIZFITH, B
FRFHRPEENX LXK, BRXXAREXENER, 558 XHxik

o MRXHRBRHMELRMEETE:

- £ ‘B FEH, BAUTAZA: C:\Windows\System32\WindowsPowerShell\vl
.0\powershell.exe,
- EBEFHEF, BAUTARSE: —-file C:\<folder path>\<script name>.psl.

TR AER (170 iexplore.exe):

o £ ‘B FEH, BAUTRA: C:\Program Files\"Internet Explorer"\iexplore
. exe,
o £ B FEH, BABITAMMIEY URL: https://docs.citrix.com/,

X4 R SRME

January 24,2022

EHR SR EHI R A IR,
R
SO LUEREIA SRR B Workspace Environment Management 12, EINEEEEA,

X RGHRIETI &R

WE R IIRIENTIR, ERILUER Find RIBXAFRBZREMR ID HEdIR.

AN RFEHR I

1. B ETFXERE 7R 6<%
2. 7T BEXHRGHRE MNEEERRAANFAEE, AR HHE

FEANIE M

Bif. XHEXMHRZFNETEM, BRETIRF.
W, AWEREERXAZRNEMES. LFRNEREIHEIBERASFETR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 139


https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/user-interface-description/actions/file-associations.html
https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/reference/dynamic-tokens.html

Workspace Environment Management 2311

XU RERERT. EHIRBAERREAXMGRSIRF. RAR, BEDELAF, ABERASNEBTAE,
REBR. EHBRX A 4RI,
BirER. ERIFTRX X R EREEZE.

MREFE, WEBEBT. EHXHHXHRIEFRSEREMUERERNIMEXMA TR, NMRBFRILEDR, FE
BMUBEEFEEBBERB MBI MHRX, WASERIZEMEIS o

BIT—R. BIMERT, SXRAERIFBY, Workspace Environment Management #iSiz{TXX I RFARIE. ER
&AL Workspace Environment Management (UisfT—Rig1E, MARESXRIFFINEITIRE, XaTLnik
RIBRIFEE, LEHESENAR PR TS XHRFIZIEN,

RIERE, BRI HFIRERMT AKBMIRIE: EF. BIbR. Boh. EGE X TSR BF. EETSHE
1%, BEEAAFPHET Windows SeCreateSymbolicLinkPrivilege SRUAFOIRRSHEE,

WITIRF. WERENBITING, ILREERERTREMREETIT. BRBTHITINFEER O (T) 89iE, AREBITER
1 89%(F, AREITEN 2 B9, MILSEH,

FAF DSN

July 31,2020
EHIBAF DSN s,
R
1&a] LUER shASHRIE K8 Workspace Environment Management {21, EEEEK,

FAF DSN 7%

WMERF DSN 5K, ERILER “** & 2B 1D RIBXAF B MILTIR,

AR DSN

1. EALETXFRE BN <
2. 7 “MEAF DSN” MEERm-RHmANFAER, AERE “HBE

FEAMIE M

Name (£#5). FAF DSN WET7E#, E2TEMF DSN FiI&RH,

W, WFBNETERS/QEMST, HATEEEEXRRNEMES.
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FAF DSN X%, tNigZBAEREAAF DSN. 2AE, BMESRARF, REBARSTHH#TTHIE,
DSN &#:, AP DSN HIheE& .

gl#l. DSN IEzhiER. BAl, Rx#F SQL BRs5288 DSN,

ARS588 2 %5, FAF DSN ZE#FIM SQL ARSS238HI B,

Database Name (¥iEZE&#R), AP DSN EEZIA SQL ¥R Z R,

ERARFERBHITER. AVEIEER TEERIRS#/HUBENEE.

BIT—R. BINERT, Workspace Environment Management $E& X RERIFE CIEMAF DSN, DiELiE
A& Workspace Environment Management X8I 2—x A DSN, A& RRIFHEEIZE—XEF DSN, Xa]
IREFIERIFERE, [HIBRENAFRHETIF% DSN B,

1RIERE, MR ERAVIRIFRE,

S KEX

April 12,2021
BE:

BRENHREXBEBMBARIAKXE, B2, HEITFEHANNHEN, “CHEENAITHLXEH?” EOREE
MALI, RAEEE— I NARRRITHZX G, REREXFAET D, NIREFEEEXEINEMNEND, &
PATU TR ITHAARREERHERERAET CRENMNARSE B KK (TENRE > EEER >
Windows A > X4 & REELR) .

PERITE A P IF R R SIS A B KX,

"’

@A LU shaS<hE B Workspace Environment Management 1&F, FEEMEK,
X RET®R

MEXMHRENTIR, EAILUER “B” ®BM 1D MHiEsx.

AN R EX

1. B ETFXERE 7RI 65
2. £ “HEXHXE WEEERRFRNFAEE, ARE S WE
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B, XHXEHNEREMN, SXHXEKIRPERIER.
e, WFRINERERES/BAST, HATCIEEEXARNAMES,
XHRBERS, TRXHXEKE ‘BR” &2 “BR%. BAE, BMESEKLEAF, ABBRASINE#TAE,

X RS, BTIXHEREXENT RS, MRMFIRPERXHT RS, ProglD FEIGHMEAR (MR FLE
FAETETEERFaNTENL) . SHIUERRAY BS. B8, WFNWKEXEK, SHAEERAY BEF. X
FARER, BERANEEXEK,

ProgID. 5ARERF (COM) XEXMRIZIMIRF. HEMMRPERHT BEN, EEBET. THIUERE
A ProglD, BEXINERENNAREFH ProglD, EaLifER OLE/COM 33%E &L (oleview.exe), HEWR
#%/Ole 1.0 WRHEF, H* ProglD WEZER, BESREFTIAT (ProglD).

121F. ARVFEERRRIERE: TH. RIEZITH,

BirRARERF. ATRES KX BE—EEANATRITX 4. BARRITXHRNTEREZ, fii, 33F Ultrabdit X
#454888: C:\Program Files\IDM Computer Solutions\UltraEdit\uedit64.exe

Y. BTEEESTHITXAREXRRIERE, flin:

o MWFITFFRURIE, BRAN %17 o
o XPFHTEMELE, BRN /p"'%1'",

RERNRINRSE. TIRESRXEIRENZXAT BRBBIME,
B, VM XHXKESERIEEY BRNEMINEAE XK.

BIT—R. RINERT, SXRHAERIFET, Workspace Environment Management (WEM) #8380 KBk, 3%
BIGET R Q1B —R X XxBL, MAREESRRIFI OIS HXEE, XATLUNRKERFERE, CERYENAPR AR
TS X KEEET,

BROERR, BRI TR AKBRIRIE,
BN, BRCE (xt) SXERMFBEREXE, WERFERFMERERF (kiR iexplore.exe) BEIITHXAEH,
BREBEUTSE,

1. £ “EEITHIE” > “BE > “XHXK > WHXRYIR AmkL, gE FM

2. ENENXHEXREOFR, BAER, ARREHE,
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EX New File Association

| General l

Display
Mame:
|Fi|E association example |
Description:

File Assocdation State

| Enabled -

File Assodation Settings

File extension: ProgId:

it - |:| | txtfile

Action:

|DDEH

Target application:

|C:‘|,Prngram Files (x36)\Internet Explc:rer‘-.ie| || Browse. .. ||
Command:
%1 |
Set as Default Action; [F] overwrite [F] Run Once
Actions
|I oK I| || Cancel

o XHXBRT. EEERBA.
XU R, BAXM BR. HEIRAIF, gt
o 1BfF BEE HTH,

o %, BN 1" HARANGISEEY 1.
R RERBINRE

3. ®E “EEEHIE” > “E5T > “BIFNE EWR.
4. MEENEDERFNBF AR H,

BARNAEF. BENHUUSMIEAMNETRITXH (exe X)) . ELRHIF, M5EEF C:\Program
Files (x86)\Internet Explorer xx#seh#) iexplore.exe,
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5. ®E “EERIR” > “EE > " > "wi” &U*, ARRE R

6. ARPEHNIE, ABRELTXREFERRIT XA,

7. BRABTRENHEN (BRFR) MEIESIRRNXHREXKEEE K.

EIRAIF, MBENERALBFRERT B 8.t B, WiZXE4E B Internet Explorer B$T5,

H

RUBEE SIS

WEM 3z85 9 LA TRl S 2 82 KB -

Google Chrome

Firefox

Opera

Internet Explorer (IE)

Microsoft Edge

Microsoft Edge Chromium

BN YRR KIS, FSEUT/LA:

s EXHTREFEHR, BAhttpa https.
 1£ ProgID FEH, RIFEHEFBALUTRE (KDKNE):

ChromeHTML, EMF Google Chrome

firefox, ERTF Firefox

OperaStable, &BTF Opera

IE, i&@T Internet Explorer (IE)

edge, ERAT Microsoft Edge

edge &t MSEdgeHTM, EAF Microsoft Edge Chromium

MR (ProgID)

BABFEESUTFR: 1&F. BITNARERFM <. RERMHERDN ProgID, ErmrILUBFRES. &

BRI IR AR ProglD 7!

Acrobat Reader DC: AcroExch.Document.DC
Opera x%igg: OperaStable

Google Chrome #i2§: ChromeHTML

Internet Explorer: htmlfile

EFiR: textfile

ZHTE
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o iBEA: txtfile

+ Microsoft Word 2016: Word.Document.12

+ Microsoft PowerPoint 2016: PowerPoint.Show.12
 Microsoft Excel 2016: Excel.Sheet.12

+ Microsoft Visio 2016: Visio.Drawing.15

« Microsoft Publisher 2016: Publisher.Document.16

B2, MRBIMUATER, WEIEEFER (BE. BIMLBREFM 5<):

o BEARMIERR ProgiD,
« BIRMAER (Bt UltraEdit XA4miEes) ERETSEFRREEMRFEMBSH ProgliD.

January 24,2022

TitRR B E AV SERFEAAER (DRRE) MUAMRLS. ERIBEDERLBR ZAREMNMFF,

AR

MBS RAEM. &R LUERMNERE X AR RHREDECL B

RN 5%

MEMVETIR, ERILUER "B RA/M ID RI\EXAF AT HimiET xR

AN TR RN

1. A ETXERE M <.

2. 7E frETHEA MHEERENIFAES.

3. REFUMNPEENFEN ‘B JIREHE “BREE” k.
4. BEHHAE.
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FEMIE M

B MM REMNFIFRFHERER,
W, WFEBNETERS/QIZMST, HAFEEESXMUNEMES.
THEMNRTS, THRANZERERER. BAR, AEENEIEE, REBEUASEALNIERE,

ATAEK M. XERALURMEIMUBTHES 4. =, DateTime iTEBABLERMENXA: YYYY/MM/DD HH:
mm

ZMERUASDS ;) PR, TETUAEFRIR. SER—BREEFRRXZENEEN, ZABSAESEZEEN
i, 5I30: 1969/12/3109:00-1969/12/31 17:00

BERENFM. XEEESRMEMN PR,

ot

E

XELEMFZ AND 54, MAZ OREA. FMSIMFEFECN2MiR, FeRkhiER AR,

&M

FHBRNENMASE, ATFEEREAEEPNEERTRERDESLERAF

i eI

EIBEEMHNTIR, ERIUER Find RIBXAFRBZEME D HigdIx.

AR

1. B ETFXERE 7RI 65
2. £ MEMAERMG NEEEMFHRNFAEE, AGE HRE

FEANIE M

B, RENEREN, BRERGFIRMMUE R/ REmSH,
WA, IWFERINBRTENRA/SIZASH, HATEEESXFHNAMES.

>

FHRT. RHERREATRER. BAE, ERTSHIEMNIE/ RERSH,

=

ks
TR AL, BEANHERELTNKE, BEAMERE. T8 G0 BENE FEORINIGARLRE.

KB, XEZHWIMHFHNEERE. BB HEx Mt
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AR
BN P HuhtAs, &R LUFETE B it slSE R

MBEETEE WHATATEEERINLR TRAEVNELEZFT () RDEBIPERRRE (3w
192.168.10.1-192.168.10.5) . AN SFH ;) HYMS N EE R 4L, W, 192.168.10.1-
192.168.10.5;192.168.10.8-192.168.10;192.168.10.17 £ & iE B E .1-.5 7 .8-.10 LI% ™ At
17 AR,

Pl

November 28, 2022
R
ERREDELRF 2R, FRBATEMINFHITUTSE:

« BEBERF, 217 Active Directory St B P,
o EXHEM, EBH %Mo

o EXGLIEHM, ESHE Mo

o BRI, BELLNE,

ERDECAEIREENAF AT A, XERUBIRARERMAEN—BE577.

1RIEDE
AR

XEEEREMNAFPMANTIER (3581 Active Directory SIRFM HF ). WA RALUEZHERSE, FA &
H” B D WHixsR,

e

EE&A Active Directory mHIFRFERF S EIZIE, BEER “FAEAN” BRINARSEIRIE. DL ‘TN

RINANBREFR2ETERMAFPNRERERSHARIREET R L, i, 725§ actionl HEL “FRIEAN
BIAESE, ERIRERAI action]l KRETREARMIRIEIAT £ L,
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P2l

RFERIREDILIEENRFSE, £ B BB 1D kxR,
A, BRAHESERS AP AR,
WEFE MR B EETRIEH IS E NEUE D EC IR (F. DECIRIFN, RAASRTEEREXNEHEIT LTI,

BN, ERenichIttBrSAniEE. ErUBAS MRMEUREE] (NARFRESNMUE. RINTEN. K
MBSH)o

m AP [ iR E
1. £ BF 5I&RH, WERFRE, XFER DS 71K
2. £ “BIR” SR, EE—MEE, RERERAG () 2.
3. 1F HECIHERR SHEES, EEFE— ik AN, RERE BE.
4. 72 EHE FIRP, ERILUER BA M 2A ETFRERFASENITA.
AR
B “EEFFIARE ETEER, BWRR R XEXHRPEFEINARFRESX. MRTHE, BRN
BF “CIRFFARE” ET,

BN, RIREDE—MEELUBNEER, £ “ENER JIRD, MABATRET “BaEs" &5, HFHIREN
‘B, IRER ‘BR” EUBRAEDE, 8E4A (VDA EMNAMIZER) BEAFEHELATHNRERIEN B
B (REMHETRE, FticEEBRIEE).

BERF

RFERAS XETATERFPHNEMREE (FRERTA.

FERMIE M

IRFREEAR. ERENAF K B
ERBYIRIE. D ECLE B SR P R BERYIR(F.
RBP4, BRFIEIA.
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E SN

April 12, 2021

Workspace Environment Management 24 BEIEUTAR:

« CPU E12

s NFEE

« 1/0 &2

o REEH

« Citrix Optimizer
XEGESTERMAEIN LNRRERER, eS8 THRERNARTATEMNARER, XEMaTLBIER—
RSB LXFESAPRRESHFAEE,

ERRZGMURERETHENN, FERTMEAFRRIE, EREMKEUARARON, XBHKE, S#HETHARP
ARZIERfAE CPU RIERIFE, XABF ABRZES. HHBF B BaiRE—#126, #EAKTANREAF BN
IERBHIZARA 2R RE

CPU &32

October 26,2023

WIS E, Erfil CPU FRXK,

CPU EiEigE

HER UBFRERZOET, HEFTURERESARTEZM CPU, 72 Workspace Environment Management
(WEM) &, CPU BIRIZE AW EIREIRMHIZAILUERN CPU B8, CPU IBERIPAZH T REL2E CPU FERX
figit. ©EERLEREIE%Z CPU EREMHIZN B AR,

BA CPU IBERIFE, MRERAIHEERE, WEM SE—ERBIAB MR EHENMLSLR. AT, SEHMNARE
Y, ERNMARSTRIEMITRNHE, HERGBUSEIRFIZIT.

CPU I ERIFTHRERERE “REE” FHOES M HE, “NMRHARNTIHHBIIEERFNENEEERRG, NH
MR ILEFEE. EIEENREZE, #1289 CPU AR EEEIELHNNE ZdiEeE “RE". 5 CPU [RH|
AR, NFFRTHLAELE,

ERENMHBNEL P LFBIEEZR, Ttk CPU BERIP, @5, BELS CPU BMBRIEERE, RIE

EVFE-MHELFBHEE, SWAEME CPU IBERP. B2, H#HEXMft% CPU BERIFE, HEA B
FA%REE CPU iy EIneY, F—#i2R9sisEfl (CPU) &1k,
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BYREHEMEL CPU BERPHN, ZEHHIEREAENIMEIERES. REDIIEREMNAFIMASRES. X
BEWRERF 1 (BE#EN CPU MUTSFMAR 2 E—#ERNTTA.

g0, R Internet Explorer HiEFE 50% —60% 89 CPU, NATLUEER CPU IEEFRIF(E T BRLE AN VDA MHAE
B iexplore.exe 525, (b2 F, CPU BERERTFFE#Z.)

HNNBWEZ AR TR, URERZmEREIF— VDA HEMA R NIMREN&REE.

CPU IEEfRIF

} =r

AR

o UTFREFRH “CPU AX" BEFYENSENNPR “BEAER". CPU NS IMNAZEEMANIEE
21228, 5 Windows —#. flal, BEE—1 61 CPU YR BENBIARNER 12 MNEELERSE (B4
BRARKREZOEN—®) . —88%F 81 CPU (81 CPU & 12 1MA%R) BYIENE 96 MiZiEAE
25, EEEM 4 7% CPU MEIMWIAER 8 MEiEAESE,

o XEFEATEM. fid, RigEE—88%F 8 1 CPU M4+ EN, 81 CPU AF 12 Mzl (96
PNIBELESR) , /O SRIERIERS VDA S SNEMNERER 4 % CPU (8 MBEAE
#8) . ERHARAL VM £ CPU IBERIFRI#E, EEAE—FHZ0, 15K CPU RO ERRGIRERN 4
(EPMNIZELERN—F), MAT 48 WEENZELERN—F),

B CPU BERIF, MNRHZET—RIEINEIEEN CPU EAXESL ERFIRFNEFERPIEE), WE—K
R ERFRR#AERY CPU ek (E=RM AR EIFRPIEE) .

« Baifilk CPU I8, EAIEIA BapfER CPU AT ER#HERN CPU AR, hERSRIEZIELIEEE
(CPU mtz) pv#iEBmitEMA CPU BERIPOEE. flM, RIRE 4 Mad. BALETE, MRS CPU
fERFRET 23%, WLHAE CPU FHIR 15% U Er#iER CPU AR =B R, B, 7£ 8 THRZENER
T, RE CPU EAXRET 11%, WEMER 8% CPU HiRAI#ER CPU LthaBaIfER.

« BEX CPU EERIF, AWEAEX CPU IBERIFNIRE,

- CPU AR, EREELHILIAEIR CPU SRR DA sEftA CPU IBERIF. LLRFIERSSS
PHFIEZENESETHELREN, HEARERMHIEREN. THE CPU IBERIPHMASRN, R—#iE
NS PEFIFRSHRINE CPU AXBED L, WRHELFIKEAZAZILERS, WASHA CPU IBER
o U0, 7EARSSEE VDA £, EZMHEARIER, RIRFEIFS iexplore.exe L. SNEHIE—REY
EIRIEELH 35% B9 CPU £, ALk, Ritsd, iexplore.exe e RERN CPU FRAX, BR,
BRIFER CPU EAMRHIRE N 35% SHETF 35%, BMNF =M% CPU IEERF.

- PRERFEEE, HIZEMRMEE CPU iRz aiaEd CPU ERRHIBIREHKE.,

- TRMREEE. FEEHE CPU MARNMEIKE. FNEZE, RAERREZILTZ—:

* NIRRT CPU Uik~ LI E#HEM AR BEREZFEAEE CPU LIED, MWEIAKF (IE

#)o
* YIR7E CPU i f EIEE T #IEM T &, WIEENRF, TERETEFET BRAEE CPU L
1t EBL,
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* BURTFHIERIT AR, INRKE CPU LRI ISR #HIZMESR, FEEET BRE
A CPU fifk 32101, MESHIXMER, #i2ia CPU BERPEIME, H CPU RARMBIK,

ER CPU ZOMERRS, Ktk CPU IBERIFEHIZRFINITEN LIEEMERZELIESE. £ 1 2 X FSEEREAN
— MR, Hdh X BAZHEH. IRBANBYAT X, WEAERT WEM SR REHIZEHNRAHERRS7 Xo

« FRHI CPU #ZOEAE, faEMA CPU BERIFHNHERRTHNZEBMESRLE, XTF VM, ERANERHEZ
REEMN P RIZIELERSE, MARREYIEESPRZELESRHE,

BREEE CPU fifk. BAE, AESERNKML CPU BERIFI#IEZEN CPU 5thk. REMA CPU IBERIFH
HIZTEBHE DA CPU MARSZHETFITAERNHE, EEE, WEM RERLUT RS ERIT CPU fiifk:

+ Taskmgr

s RATNHE
+ Svchost

« LSASS

« Wininit

. services

* CSISss

+ audiodg

« MsMpEng
+ NisSrv

* MSCOrsvw
« vmwareresolutionset

BREEI0 k. BRE, RERZRERAME CPU EERIFPAHIZNMHE /O AR, REME CPU IRERF
HHIZTE R EBYIR D ECHY |/O MR ZF MR F1T R IERAHE,

HFREER#IZ, BIMERT, WEM CPU EESHIRFIERE LAY Citrix #1 Windows & ORS#2, B, &H]
LAfEFR ST MHEBR DI ZR A R0 X MRS AR, LUEIRFIIMATSCERAR (f5U40 notepad.exe) #1T CPU IBERIF. &
BERT, PRSHERRHREIN

o ERILHRSABERFPERERR /0, EOTLURHFESHEHS I/0 RAERLERR, E5RI/0E
1,

o ZHiERA CPU BERIPHIFE T #iE CPU AR, WEM &XER#1ER CPU MAANHSIER—

&L, HEHHEEP, 7 Norskale KBRS AREFMRSAER, T “EEVBEHIZHIZR

CPU IEERIFET ERBENFEEGIHT CPU IBERF:
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- BaiBilk CPU BB, ERAILETLRIERE RS CPU BAX (B TR CPU RR) i 90% Bi#fE CPU
fERE (ExFE CPURE) #Bid 80% BHhiT CPU IEERIF.

+ HEX CPU BRI, AWEBREX CPU BERIFHIRE,

- CPU EAMRE, EFH#HEEFHHSIATIR CPU ERXT DA sEftR CPU IBERIF. LRFITERS S
LHFREZEAESR LRER/HMN, HARZIMEMBEN. BRESD CPU AREERKIEANSE,
BEEA SERNTFED CPU RZARE 3,

=

=W

- TRFEHMARESE, BEWMANIFEIE (B9 37.5%), AILIRREIE/ \ZFE EFER=1N U ERZ
ERpET N

- REENTEN CPU AZHIREL, AFERESED CPU AZIRE CPU AXRRFIEANEE, ZE
FJLAKRTF 100%, #5140 200% 5% 250%, Rfl: HixEKRERN 200% B, RESRUERRIHE
% CPU Wiz, ZIFEBMIFRKE, ZReel WEM Web 126 B IREHEN T2 CPU
RNIZB PRI E,

- BBE& “BEX CPU EERFRF" &, HixF<2FH CPU EARH AN T84 CPU m#zs CPU £/
REIRS, Rtk CPU IBERIF, LUEREENE,

W ARA CPU IBERIFAO#HIE, RIERLUAITIATRME:

o MRKEE “BA CPU RIZERRK %5 KESERRXEHEN CPU 5L,
o MREFRT “BA CPU RZMERRE & RESREXE#HEN CPU KR, FRBEITREIETEN L5
EHENZIELER,

BB CPU IBERIPE, FISEMTLR:

o EHAE CPU BERIPMASEN, B—#HENSIEFFRSRME CPU EAXESE. IRHREHXTFS
BEIERSE, MASfRE CPU IBERIF, i, MFABSIMHARIENSZRIE VDA, MEZ chrome.exe
#i2. EIE CPU AR, AR ENIR CPU ERXRAEM,

CPU BERIFHIRFIE  RAEFENEIRE. T2 1T CPU BERPZA, #2458 CPU ARG K
o

CPU REFRIFEVLIRBEIRETE  ZRMIEE, FBRZHERE CPU RRRBEIKE, FLEEZE, RARRER L
Tz—:

INRKE CPU RAREBRPISEHZM AR, HEKRERE “BRAEE CPU A &, MARKINES (E&).
EERS, WMRE CPU MARERBIEE T HIZMAR, WELREERT “BRAEHE CPU " EIN,
THEHRENES, BURTIEMITH. WMRKE CPU MARHMIPISEHEM LR, HEERET “BREE CPU R
7 &W, NWeHIXMER. #igfhk CPU BEFRIFEINE, H CPU REARMBIRK.
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Htixm BEA CPU RO ERRS. EALLETRAA CPU IBERFIHZREI NI EN LIS EHREMNZELE
8o

CPU {5k

MRHRRSRR, XEREREN. SNAFERMEEREZN CPU LAREF, UERS CPU LI2EMER#HZE
FREMEREMT. SHEFEERFH, NAEFRBHNHARRENARIRSHHEMHEZZ FRMRS. AL, EMNFX
AIREHFES CPU SHREB ML REYH E,

BEMIKEHEZL TR NHEEPNFAELIERILT “BARLALR . LIZMSEFR “Hal" MARAIRES (BXKIEF
KRTFEH) . H—aitBN BTSN #HEN, AEBRRENFRIER CPU RAREINEENZEHE, #ign CPU
mIEhktds, DicLEnERNEMES,

AR
WREHEHZE LIRERMEMN CPU AL ES, N5 CPUBEER—ES R, AJEIAEHMERE (BEKS
CPU fité&4Rk) nh=#m CPU FREEF S,

BREEMSTLR. WMFREFILEDR, NAUFehgE#HER CPU fL5E%,

ARINE

1. g RN H1E FM#HE CPU MR SHEEPRBNEHES.
2. BEWEXANIEE,
3. BF NA UNAKRE. BREIMSEN#HE CPU MARKENEREEENSEHENRBMEEREX.

MR, RET BRINHEARITXERT. 60, 3T Windows HFEEES (explorer.exe), iBHEN
“explorer”,

CPU L5tk #HIBPBLIIEN “BE Ef. #ENMARHES, LERRBHHNEIMRESZ. K “E
B”. B “BTFER". “ERT. “RTFEET M OYRT kR,

IRIBIHIE

R, ARPEHRE.

pREIE

wEHE, ARBEMER.
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CPU x4

BR#EEXE. BAR, ATEEX— T #HEFERZ O “SHAER, 5, ERILUSTE VDA EEEMIEERR
BASEBIRS 9 E X BN,

CPU EE
CPU [R#HIaIfps b2 R8T CPU R IBRENHIEET Db, X WEM iXEIISEM CPU B tbEr, WEM “RR&I” (3%
‘) ZEiR. XHEM L IE#HESBAAE CPU,
AR
« CPUBER—MEAF%, HBELRESR, AT ANMERBEMIEEN CPU FEHARKME, &R CPU
I&(EFRIP, BB AXEHIZHEIEES CPU R5&RM CPU XEtt, CPU REIRIFEN TIEHII LR RE
EAERABERFERERFMALFHIEMERE CPU RBHl

o EXNEMNHENA CPU BN —EBRLLHEENE—#ERETEANEDIE, BERF “RIERE
FHIGE” UEERER.

TRENEEBDLNATFRSEFEMEN CPUNSE, MARHEENEMRMNZ, (REIEHR, mZ CPU
L1 10% 2% CPU 89 10%, MAZR— ML 10%).

BRHEEE. BRAHEEE,

. WEHRTXERMR (B30 notepad.exe) FINFHIZ,

iR, MEIEFIRPIBIRRE BRI,

R, RENATEHERNNE,

e

NFEE

July 8,2022

XS E A FEEE Workspace Environment Management (WEM) #1418z A2 T2 HI (R
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RNFEE

MREAXLEIRE, WEM B EHEEETERANAFEURHERZENENREFE, MASKREREN. WEM BE%
MAAEFELZ, YHEZATRRSH, WEM SR#IEEENSRAERBEIRE X 45, F 2 UERERREE.
BE, VARFERNMEESERTEATRHRE.

SNAEFMNESERER, ENROERERESTET, ERUREFTSEASCHRTINMINT.

@, WEM (i T BREKEREREERNENAER. IREZSTMARIERESNHE, WRKHNAERE
ARATHEM#RE, ’iThEIXFR—aRS[ LNESHAPREMBREE.,

MU= RHFENAFERE L. BHEEENBRATERARSHHERRZSROAE, BEFE(IFBRLTERRS.

THRFAERSE] (8. ATFEIEEHERMATHNEEKE, ZEERRERFIBRSRAE, ZItE, WEM it
BEHREECERANAFEUNHERENR/ )\ AEFE, MASKEREM. FRINMEH 120 5.

TRRSIRE (B5t). AWEIEE CPU BAXMEDL, KFZESLE, #HERMATH. FIAMEN 1%, FITEY
BERANEFREART 5% BN, EAERINHZARSMIHIANZZHNE, KMSEERFRER.

LA ANEFELERE (MB) WAREMR K, AFERERERY, BFZHE, WEM R ZRNBREFNNEER

£
MATEERR AR HREHE. RFERHEARERNFERMKLZIN EEH#ERR, FIM0 notepad.exe,
WEM A2 AU T RA NN AEFREFEERER:

« rdpshell
« wfshell
o rdpclip
s Wwmiprvse
« dllhost
» audiodg
» msdtc

+ MSCOrsvw
« spoolsv
* SMSS

« winlogon
+ svchost
+ taskmgr
« System Idle Process
« System

« LSASS

e wininit
» msiexec

e services
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e CSIrsSs

MsMpEng
+ NisSrv

« Memory Compression

NTFERRS!

NEFEHZEAREEARE. AFEEIAHIERLUEENATIRE LIRRREIHIZNAEFER.

e g==N
= .

i

BAEEARFNATREHZURISERINGEM, SERARMNMEEES.
o Bile AVFIEARINENAREEAREBHEZ,

o MIER. AFERERIE,.

o iH, AVFIEHRIETIE,

o DpASRE. AVFEXIEERHZN AESRE. tiRBEMSREDRLIEEHIENAFE, NMREA, WRERT
ARTFEGREFERRS. FAlt, EEHEEENRNTFIESBIEENHE,

o FSIRE, AVFEXHEERNHZN BESIRE RBIRAREIDELIEEHENAFE. WRVA, NREH
EHREBIIEENAEFE, TRIBAREES D, Alt, HEHEEERNAFRRFEEENSE LR,

BRIHE:
1. 7= EEIEHE > RAMNK > REFEEE > AFERRS E5+ L, S8 7l

2. 1T RN 0%, BABERMAHEREF (B0 notepad.exe.), BBENEFEAMRE], MTHIRSEHE
ERWRN, ARRE “HBE

BIRIBIE, HEFZME, ARRE KiE.
EMFFIE, HEFZME, ARRE “BF .
ENIMENASRE], BEFENE, ARRE BESREL

EXTENASRE, EEFZIME, ARRE HSREL,

1/0 &18

July 8,2022
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XIS E RV IFERTZ |/O (R, UWERSHEMMLE 1/0 AR HERXISMERERIN, flim, EaLeE
3 1/0 EIRIR B RRHH AT FHFEN AR,

BEMIRBEOHEA AR AHEPNFAELERLT “BARRER . LIENEFRE “Ha" MARTRES (BXKEZF
SEFEH) . BE, Windows EMRARBIRMLAZ Z AR TR LR BRBHLIER T IRAR,
1/0 k4R

BRE#HRE 10 5kthk. BRAFMMEEHRE /0 HK5kK

Bi#i2nmal 1/0 Rk FIR

1. g N HE FINERE 1/0 RER SHEEFRNIEFAES.
2. BEWHEXANIEE,
3. BE A UNARE, BEHLIEENHRE |/O RARBEABKEFNEEH B TRERBINEK.

HIZE R BT BRANHETRITX 4R M. 4120, 34T Windows ZJRE S (explorer.exe), EEN “explorer”,

1/0 5%k, #HIBFFIEAIEN “BA 5tRk. #1280 /0 RERERE, HERRE /0 BRMEE#ER, N ‘B, “E
LR, “IERRT dEiR,

RIEHIE 1/O R RIM

EEHIERN, ARRE R

M 1[0 1RFERFIRPMIBRHTE

EEHIER, ARRE MR

(PSEPESE

July 31, 2020

RIFFESUAERSEERIEN HDX E#%, AAFPETRIELXANER, B2, KiEFE57E VDA HNEEHE
SERSIEEHEMER.
AE:

PERFHE N Citrix Virtual Apps #1 RDS &R,
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®E

ERREEH, NtEESTHRERFABRREIH. BAARUENIHE, MRETHESERELENIT.
HFRE . ARITEMBEE PR E A P Ao

Citrix Optimizer

January 11,2024

Citrix i i2F R AR LRI EFHM R, EETRAPRRRERRE, ARNAETFERVAEEN. &9
Liad mM AR PR

o BRARNEERIITRE. Alt, BEFERTIRIERFHER,
- HE, FAMBNREMALLEECSHNBEEXER, AERKERAFNE Workspace Environment Manage-
ment (WEM) 5,

EIRENET B E XRVEMR, BEAUTE—%:

o {ER L Citrix Optimizer IREMIRREIZINEE. 7E https://support.citrix.com/article/CTX224676
ETEIRzH Citrix Optimizer, #ERIGEIEINEERFEME B SH B E XIERI EEE WEM,

o EREEN (RET WEM RIBSIHEN) L, 83 <C:\Program Files (x86)>\Citrix\
Workspace Environment Management Agent\Citrix Optimizer\Templates
X3k, EERIMERX Y, ARBEEH R AEXMGRD, BEXERXGURRENAEFRER, ARRKE
TEXIEIR _E£E WEM,

®E

EH Citrix Optimizer. =HI2BAEEEA Citrix Optimizer,
BAIET. MREFULED, WEM SFET—XR k. MRFEF “GBIET, WEM BITRIOTF:
o H—m WEM FmEtRey, WEM 2B1THERBMR K. MRIEEEZEREITENR, T WEM UE17—R1H%E

o EREEERRNERNBTIRIEASUNRERBIEERETR ZBBEMILEE
o EXREXIEREY, WEM #5517 —X 11k,
AR
STFIEF AN VDI 3718, WEM BEAERMNTH—TEIHENEFHBN, WIREMNREBXEEESL. 3ITF Citrix
Optimizer, WEM X EfBohit EVRERETHK.

HEhEFREEANERR. MRERHEEEAMMER, BEEALLRTLE WEM A8 MEERAXRE R NER,
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o BRBEDNERUIRTHRIER. NREFEABMEXNBEEXERATR, BEALER, BALLESDMRE]
KITR. BEXRIRERUTRIREN:

- prefix_<os version>_<os build>
- prefix_Server_<os version>_<os build>

Citrix Optimizer A+ 2RI ATFHRITRAMMBIERTIR, & F BHERT eIMBEERAIRIE:

o B AVFEARIEBEXER.

o BiR. ATHBRIENBEEXER. EEERFRNERIR.
o iH. ATHRIBIAER.

o Fik. AFEERFMERRESHMIFEPRANE,

ERMBEXRR:

1. 1z BIEBIEIE > R4k > Citrix Optimizer > Citrix Optimizer Wk £, & F,

2. EMEBEXRREOFR, BENRELLEREAIERR, MYIRPEFRSANRERYS, BERRTESHA,
RERETWHE.

BE.

« Citrix Optimizer A XS HBE XER. FNBEEXEREIRGE, REBEXRIROAMEZ,

RRERIR, HEFERORR, AERE FiE.
ZMERRIR, HEFEROVRIR, AERE Bk,
8

ETERROFAES, BERFEAOER, AFRE MK,

FEAMEH

RIRZIR. FMERIREYEREAM,

EARMRERS, BIFRATIR, BREHARRHN— RS MEERS. ERILURNTIRPARTERIERT Windows
10 RIERFMBEXIER. BERBANABRAS RFMZXLRERS BSHEDS () PRBERSA. Fim,
2001;2004.

BE.

BREER—MRIRN A EIE— R F RS,

H, “UH BRETSARUFENTIR. XEFERENHITHHE, WERNMAHRHETRIEHUBRIZAE,
RS EEARSMBEARSZEHRRIR, WREA, NREKALEER, HE WEM FziT5RRXEKB L.

5t Citrix RUEFIRENERNFTE—LREAEN, EFIATERE “BREE” > “BRE” > “RSEW EHFL
73 SQL IS ERIFERED $8ERE,
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BEERIMNEN, BEESME “EE > “RE” > “GiHER S ENLETXESR, RABEE “QE Citrix
Optimizer”,

o WMERETRETALANER, BATEINEIEE “RIFFAEENIRE", REEIEE W2 Citrix Optimizer”,

ZRIEMK

January 24,2022

RERFRFAUHBENM—EHBENEBETZIRE, UERAPKNYAREFNRE. WAEZRNSIERPENRES,
HWARFHRSET. HAERNSETEESBER—a BN LETHNEERSENNAREFAFNAR, #BidX
LRE, BIURCEBMAERIENSIERFRAATEN, UREEFNEREIEER,

®E

BRZERK. IREBA, WRKEFEEHRAEZSIIENSERERFTEN. RABERT, HEILFEARD.
It BLE R BT A M =& ) LUB RN R RAR L EEERIENAF KR, IERIBETFEE—S%E, WEM
REZRESREXRKIHERNARZEFH CPU R 1/0 AR RE, REBENRIER LUEENAEFRREEMRS.
NRAFPEFMEZRTIRIE, WEM RIRE M ERIHMPRRE.

HFREERSE. BTHEEENSSERLPHRFNE, EMEE—E,

HIFRIEERIER. ATHREEMSZIEMTHIRNHIZ. RAZHIRNHERENZT. EOEE—1#HIE

SRESFNECE X

October 30, 2020
XL E A IFEERAP GPO HEBR P EEX .
o IMRIRE

» Microsoft USVi&&
« Citrix Profile Management i&&
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MRIRE

November 3, 2021

XERTMAMENAF NIFIRIRE, RERHEREERMNBIEN, MEM—LLEIA] T ERAERFH AN 2IER R
o

FaxRE

R EA R “FFR” 528,
REBIFRICE, WEIXERTYIRAEESTLEFRLE. NRER, WARQBEEIFRIEE.,
HREER. MRBA, WAAHEERMIEFRIGE, AMERRTREHLEL,
FRRRE:. Faxs, XEGEEFHREZAN “FFiR” XEIhkk.
BE:

7£ Windows 7 LUISMUIRIERZ L, AP RE: “FFR° RETHETRIEREIER, BIREARSNHMRE X
THENERIN

ARRE: M. XEGBEAFEBEEXAFHN Windows TEMKE, £MAF R RZRE, ST RS

4
o

KH

BRRE: fEH. XEREFFIANEZANERETE,
AFRE: 8% Ul XEEEAFEEA Windows 8.X A% A REME N A H.

Windows & REIEss

XS BIEHIHEERAML Windows RIREERINEE.

AFRE: HREER, XEEMAFREA regedit ¢ emd 891513, H7E Windows ZRE R FmE LT
%o

EARAFEERPREREENVRNE. NREH, FIHMNERHBEMBAN “ROBR" REPRE. MREENEE,
EAURAART LA,

MERERBFIRFISENRNE. MREBA, WRMALFIHIREE. ARMMIINNBEFELERREN .
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1= E R

PREEHER. RIMER TEALETURERAFIFENT S, NREAH, AFPALUARE Windows 124 EiR.

REREEEHEREF. MREA, NERELAT|HEERIERMEF 250, PEESIER)VEFERE B A R,
HitMEFEREIER RN,

fREfEERERERMER. WREA, WXREREYIHERERIERF. Et\EFERENERMRAM.
BEEREREGERNEF REER R,

BRI fRER

RREENEMX X, PLEtIREEX M ERIEERNAREEXFENXARE,

SBC/HVD @z

SBC/HVD (BEFRiENITE/EERIMEE) FABAFEMMAE Citrix Virtual Apps and Desktops E _LIZTHRIE
AUtERE, BARLRMSRERSME, BHEP—LENA R SHAF KRS TR
HRFFE: BRI, XEEMAYER K SBC/HVD FIFEHRIMERE,

BRENTEEO. BREDRAKED,

2 SmoothScroll, 7ExI% TTER R AT BREIHR.

BRAMATAR. ZAXIRRIFER,

Z /M MinAnimate, E&/\MtERAMEONZRAIERLR.

2 AutoEndTasks., EEEBNEBMERES.

WaitToKillApp #88Y, £RMAIEFNENE (UZMREA), BiNER 20,000 =,
RENATANFERR, BROURANRER,

WEFRRTRIER, EEEREREBN AR (UZWHEA),

BRERHIER, EEFREBMZARGER (UZWHEA),

Microsoft USV i &

November 28, 2022

XIS B AW ER K Microsoft BAIRESEMK (USV).
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BFREXHERE

UG E AIFEECE Workspace Environment Management 5 Microsoft 3&iic & XX 4 avE M.
WEAPRESEMCRE, RHEIRERSRE USVIRE, MREA, NAKE USVIgE,

HIFFEES, WIREA, GREN USVIRERFNAIIEER, FALEDE, HEEBUTEM:

o BHRENHREMNEHLENHSREEERT LNIGERHENANIRE, TEREEAZED, #HIHA
P
o ‘XHEREER" EHF EHNRERAPLAINRE, ZETIEHIRERSNAZIEER,
%8 Windows B E X HREZE, ARWEIEE Windows BB X HRIRE,
1%2E RDS @HEEEX MR, AWEEE RDS BHICEXHIERE,

1RE RDS XR#pIFRIRT. AIFEEE RDS TIchERHIREREERA PR B RBREN SRR

BRI EXFERECE

TEHRSHEHICEX AL ILED,

BRXMARART. MREA, NWIHHXARFEEERAFIEBRIEXHH. XATFEHRENE S KEMIENY
EXHR, BRAEEREFREHREXHN—E7, ZYIRMEET T BRIAN Windows 7 HERI, HERLUfEA
BRIAEY Windows XP HBRIFIA TS,

BEREFEEEXHIEERID. MREA, RERNREHEEXFNEFRIT.
REERRARMEERAFREEXHS. NMREA, WEERABFNFBEERNEEERAFEEXH .

FENTEHEEXHXHRNAFPFER. IREA, WABERTRIEZAFAERFEERA ERLE XX
*,

BEDENBIMKZERES, REA, WS EZRER,
ERTEAPREXS. MREA, RERSFTERAPKREXHT2TH, ARBLAEHIRE,
REXMHEE, TA BEXHEERESE AT, Bd%ES A URRREREX 4.

EMFRBEEXS, FRE MK USHEEERAPEEXMIXMAR, BE AREEEXHXAXR, ARTE “REXH
Aass BAPEREEENEREXMR. 25, 2E FEREEXH UFREE,

AEEEXH, WEHIBRE XHRHRR REBEEERNEREX .

HEREXHR, EREERIREABEENXGRUEHRAFEEXY, ARETHRIINFREREX S,
REXHRX 4R, BREEXHIRXHR, MRERE, EhrIbUERITX &%,

BB, EHAPREXMHEREHEARA.
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XHREER

WEXHREERLE, LEXRERTIMRERSREXHREER, WRBMREXHER, WRSREXHREER.
EEATEHREEEMAR XARUMEE R EED,

BFsAthBBERX AR, MREH, RIERBIFREERTEERRXHFREAMEIZ,

Citrix Profile Management & &

October 26,2023

AR

FRLSEMUER TS ERAR Profile Management, Bxi¥4iz 8, 217 Profile Management

Workspace Environment Management (WEM) %z # % #ikk4s89 Citrix Profile Management B9Th&EFiZ 1F,
£ WEM E82#zH &, Citrix Profile Management i¢E (ERBEMEEXMHF) ZIFEE Yaikkas Citrix
Profile Management BIFFEIRE.

BT A WEM E2& Citrix Profile Management 1h&gsh, EATLATE VDA LfEMA Active Directory GPO. Citrix
Studio RE&EE.ini X, HITRINERAERERNT .

Citrix Profile Management ¥ EiZE

B ARG EF AR Profile Management, EA§BGIECAEMNA. HIRMNA., BPREES,

ERE Profile Management i2E. ARG, EAIUREMNAILE, BRALETRKERFPIFEFROIRES Profile
Management #X80EM R, ZETIEH WEM 2EBEEEH &HEER Profile Management g BB ERIR
B, NREZM, WAKEM Profile Management i B E R,

= /A Profile Management. %2 &R E i+ B LB A Profile Management BR%5. MNREMA, Profile
Management BRZEAREIER.

ZAIRERE T 22 A Profile Management, UEABLAEEBEINNENIGE, EXUER, BHRITUTERE:
1. A= Profile Management Si%iE, AEERFE X E s A F R FAE A BN AR
AR

FEHRE BRI EEN, EFIATEESRIEET N SQL &BERIFIERIEENE, BFEEHRIANE
¥, BRIFREBENIRE, AREEMEMREXREWN Profile Management i28, E2REE,

2. BREMGE, BUEETEA Profile Management i E S %1,
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REDLENA, AFEIETE Profile Management 2 IEHRLEL, XA IEFEERILAR Profile Management ig &,
MRB=, NIEFREH,

RBHRIA, AFEIEEMLELAM Profile Management bR,
WEBAMBERRNER. MREA, MHMBERRZREWMA Profile Management HWIFBRRE R,
WERPEFENREZ. BTIEERPFEXHRMEER,

AP FE. BTFREERTFAAIRE (IMKREXNRIXHE) HXHRNEBER. BRAURCEANAAEERRZ. B
TN 5 1% B B P F SRR R —E e M.

EREMRIENEE. REA, EEXHRERFIIEHMESEAFEFME, UMESIEESR.

- BRFHEEEMER. MREA, EMRIFEAFIIEMESEAFFE, UBLEBIEESR.
« BRAERENEMMAERNIMETE, REA, WRBESERMEREAERNA R EEEX N
%k, MRENBALLETAN “BRAEHEEEMR" EH, WREESIERNERMAEENT SRS MR

BRBNEEX AR, MREA, BEXMRBERER UHRERINER.

REXHRBRIRE

XEETEHEEXNEREREX A RRE.

BRRENMHASR. WRBM, Profile Management &35S 4 BT BT AETE RIS L BCE SUFRERE, M
TR XU RBTRFEAMEE . EEEV— M EREEREXGARFHIMG R,

HEREXHBRBAXHRARIT, NREA, Profile Management i MEEB X BB PHIRTILHIXHE, 18E
ED—NBEMNREXH BB PHBRIIX X,

ABRBEXHEIREAXGKREOET, NREHIET, SHRRHRE, Profile Management £3&% 1A 3k
REFREXHBRET. FIRFBIROAZHFOXA RN FXR, XBREREELIFIETS BREEX
BEHOXARAR EME SRR, BEED N EQSEREXHREFHIXERL,

HEEBEXHRRERANMET, NREA, SNEHREXFRENREE NGB BNAHESE. MREERMERA Profile
Streaming, MXRIEFENRAHEFHNMG. BN, ENBEAFRERBECR. EFERLISE, BEEITAPR
EXHBNEREXHRSET, igBEGERT Citrix Profile Management Bi& X A28,

BER VHD MR E4%. NREA, YRAREERM4N, VHD MERERAF FHNEES. hHRREESEBRELR
EXHAR. OneDrive ZRMRENHXBHERNEFMETEL, BRILRIEB CMERMTAZRRIAERRIA VHD
EFIEBEMITH, FHERMEM Advanced settings (F4i&E) +#) Disable defragmentation for VHD disk
compaction (33 VHD B2 E4RZ2 B 2IE). Set free space ratio to trigger VHD disk compaction (i&
Efitk VHD BB ES NI AZELZE) 1 Set number of logoffs to trigger VHD disk compaction (i&Efit
& VHD B R ERRED £,
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BN

XEegE S Profile Management BR& XX

RS AMEFNREX Y. MRBA, NaEAFEHENRROEFOREX M,

S EMIPRE AR E XA RIVIER AV EIEE MR B E ML E S 2 BIMEER (R RN,
BRNAREXHHNER, IREA, HEHN Windows BB XHEEERINERE Profile Management.

BHahIBUENAREXH. IREA, WsBshTBNENRAEFEEXH. Profile Management FBEARERH
BRARFEEPSERPREXHHRITIS,

BEREEEX hRAE, FE Citrix Workspace Environment Management a4t #2 Profile Management
1 Windows BEE X #4915,

BREREEXH. IREA, REFEREEMENRIREEX .
RIRECEXHEBRAMEEX . IREA, BREEXHHERSMECEN .
RIRECEXHBR8HIEX . IRER, BREEXHFEREHIEX T
EAREE X AEFIEERM Citrix S2RIREX . MREH, BREEXHEBESFEHEMEE X,

SRIE

XEETIEHIE S Profile Management &8,
RESRBEXHINERRE. EENEERANHEX MR,
RE MFT £FEXHNER. AWEEE MFT £FEXHER. WERERFA, RBRBRBIER.

BRNAREFI R IREA, WEXETNAEFNEEXHLIE, REPEXXEREXHIRE, BXEIBRENX
XHBEFERER, BEH C=RE N o

AR Internet cookie X, MNREA, MTEEHEIMIPRIEIA Cookie,
BErEEmMANXMGR, MREBA, NHREERXHRNAMEIZ,

EHEMEE. MREA, WERASDSEE.

MRBRNEE, EEHEAF. REA, BREIHE, MASEEERENTIRE IR ECEX .

EP&mREIT. WREA, Profile Management BEAEF Rk EitL (CEIP) B3 KEERSiIHEEM
ERBERESRERRS Citrix =mMREMMEE. BX CEIP WFHER, BSRXT Citrix R AR ETTL
(CEIP),

NEEXHARBEAZRIELDTS, MREBA, Profile Management ¥ Z22iEHRT1R%E FSLogix BELE X HFASM
Citrix Profile Management BB X # A BN ERA—AFAERRENIHEN LBHZNRIE, NESESNRIEPFH
B HRTFEIFA P B E X A SRR,
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ERNARFASEKREASSAIE, NREBA, Profile Management $@mFEH— 1N EMRE, Windows £/
ZERAHE T RARERNLEER (AFHFESRIEER) . IRIMREFREE, WEARSER. BRIZERAH
REPERE RN ALMFHLIERN. ZAN, MRAPHITUTIRE, W HRTHRNARESER:

RERERIHTEN.
REBA T EHERRAEFREE X FETBE— &1 B,

=
B
xt VHD HEEFERRRRE2E, BRATREA VHD BEEEMNER, ATFTIEEREY VHD MEERRERXHERE
H,

wEf% VHD EEEENFTATELERBATBA VHD MEEENER, AWEIEEMA VHD BEEEMN T A=E
EeR, LAAEENTATELRBIIEEERN, BRAEEES,

Free space ratio = (current VHD file size - required minimum VHD file
sizex) + current VHD file size

* Obtained using the ‘GetSupportedSize® method of the "MSFT_Partition’
class from the Microsoft Windows operating system.

REMA VHD BEEEREHRE. BRTREA VHD MEEEMNER. AWEEEME VHD MEEENAFEHR
o HBLRERURIIHREGAEIEEEN, B RMAEEES,

SHIRFEE. MREA, BRTIREMAFEHBRIETIEENRKES, Profile Management RREE R HITIE—
TRPEHEERZZSITRE. ERTBREEESIEHEEROXAHNXER, BEAEMEE, BRZERA LUIEM
£ 1/0, HATREERIEHTIE,

BEX VHDX XHBFiER R, AITEEERMBBEREFME VHDX X, BIABERT, VHDX XHEHEERFFiE
. A VHDX XHMERIRaIE: BEXMHER. Outlook ERRSIEHMMEXHXGE. MREH, FTRKIKEKN
VHDX XS ETE MR R TRRRIX & F,

77 Microsoft Outlook B ERAEERRSERK. MEEA, W5MFEEXHF—IEREETAFH Microsoft
Outlook B3zt (*.ost) 1 Microsoft & EkiERE. Xik&E T Outlook HIEZRmR{HATAI A P KL,

+ Outlook #ERHES I HIBE—SMNMNER. MEBALIER, Profile Management 2 HahREFEERES IR
ENRE—NEATIFREIANED. HIHBFR, Profile Management 2kE21%aI4. Eitt, HEHRRSI
HIEERIRN, EABREFNENRSIBUEE,

+ BHA Outlook EZRMIEEHNHRRIER . EHAIEPRMHEAMN Outlook BHEHER., WREH, NEDT
HEAXIEBERSMM Outlook OST Xt

- AT Outlook OST X ##) VHDX HEBMRAKE. AFEIEER T Outlook OST X4y
VHDX BEZHRAME, MRKEE, NWREEEAM VHDX B KEZM# Outlook OST Xt (B MHiAE
— ). MRBIMTEZRIE, WH Outlook OST X REHEAMBFAREN 4P, ZHNME: 1
—10,

/& F OneDrive 23, R B M, Profile Management x4zt VHDX BE L, MMSAA—EEH
OneDrive X%, HWRETRIVER, EIHNE,
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ASRE

XESEIIES Profile Management BE

ERBEIER. BA/ZA Profile Management ##EIBEIZR.
REHTKE, ATEEEGAEASTHHNEMHLE,
REHEXHENEARAKR. BFEERSXHNRAKRN UFTREA),
BREHTEXHNREZE. ATEEEASXHNUE,

AR

XESEIES Profile Management S RIEE.

NTUSER.DAT &14, f&RiEs, Profile Management ¥ 44 NTUSER.DAT X8 EXBRIRF&EH. MR
Profile Management 12 UEIIRF, EaERARE— N EMRIFNEHEIZRIMEEEXH.

BRRINERFIR, HKCU BCE 2o RS FIAFNEEXHFNRINEMRIGIR, MREPLIEDR, WELLHIRS
HREMRIZEEEFIM Profile Management BLE S hibR

BREMRERTL LFIRFHEMRIEEWREIHPRE Profile Management FR& x4
BREMREET, IIRFHEMRIGERGIGSEREXH Profile Management B

X &Y

X IES Profile Management B9SCHF R GEHEBR TR

EREZRHRBREE, MRER, WRERFEMHETINEEXHE S IR H X4k A A EZH Profile
Management FrfTEVRME. (JAREH, MEINMTRA ‘B HRRINXEHXEHE"), ErUETIRPIEREUTITA
z—

EISHBRA XSS (BRIA) . HAFERE, Profile Management S3EXLEHEBREI S Sk 42 M A A 171
SEEHEEX

Ignore excluded files or folders (ZBSHIBRHIX X HR), BAERE, Profile Management 27288
FREPHIBRBI X XX Ko

MIBRHBRAI S R, LAPERE, Profile Management sflpkF P 2 & HEBRAY ST B ST Ko

BRERIAHRIIR-BR, FFIRTERERKAERTIR, NREFIET, NELTIRPERHOXHIIEM Profile
Management &4 bR,

BRXHHRI, MREM, FIHNXEFREIEERFH Profile Management X/, XAFEHKREMEEX
ERENRFEXHE, BRAREEXLHIBERH Profile Management BRBEXHH—E85. ZFIRTLET TR
B Windows 7 HiBs1, H B A LUEAEIAR Windows XP HIBRIFIATS
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BRAXGXHRT, NREA, FHNXGRIETBIEERAFH Profile Management xffd, XAFEHIBRENE
BREHENREXMHE, ARTEBREXEHIEENHE Profile Management BEE X HFH—E85Y, Z5IRTFIER
TEIAR Windows 7 HiBs10, FH AR LUEREIAR Windows XP HiBRIRFRE TS,

REXMHEE, T BEXHEERESE AT, BIZESAURRREREX .

EMFFMEREX M, BRENISNAFEAPREXHFNXAR, BERREEXHXNGX, ARTEEEXHEE
BEOPEREFENEEXHXAR, 2E, 2 FEEEXMH UFKREE,

AEEEX . RIEXHRAFLEBREENREXF.

PAMEEX SR, EREERISERBEENXXGRUSRAFEEX S, ARETREINFREIREX M.
REXHRX 4R, BREEXHIRX AR, MIRERE, EHrILUERITX H%E,

BB, EHIAPREXHEREHEARI.

ik

XEEIIES| Profile Management A& &
BREERES. WREAH, WHHHXHIIERD S HFEFE

BRX#RT. MREA, YHNXHERRD HIRFEE, MNMAHRAFBZKASXENERTRE. IRESTRIEF
BT X, NEMNXHFREFERPEFET.

BRAXH#XGEE, MREA, FIHHXERGEIHENRGRIBAFE, NMBREEETREFEEPRREXH RPN
XHMFX RS EMIRARR. BRXHREFGIIEREFAES, BESHRUATRR.

o BEXHRPNXGERIEREIENBEFHERFAFETIXM, MAEENRERIES.
o MRSFEXHFPIAMIRAAELL, AR EFEREFETFINISHRFXMAE, NIETHEN AR FEDREE
XLEERIMY S R0 F 3 Ko

BRAAXHLIE, NREA, WARXGEEERERAFEE, MTETEBIMERY XL H,
AE:

RUENARFAARWHAX MR, Citrix BINEEEX AR X H IR REI B ARFITREERER,

MAFBEEXH

XLEETIEEIRNA R REXHILE.
B Profile Streaming, MIRZA, WAL S PFEMIEE.,

A=A Profile Streaming, MREA, NRBEHENHRN A KRR HER, WIEEHRTEAFERE
EBHFIEXHRNFE, MNMTE T HRHERE T R X AHEIETE,
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At EX = A Profile Streaming, MIREA, WRBEIERFREBXIFHXHN, FBFXLEXHEITT A
B, XAIBFREHARIEER TRERENERER, FEXIFATFERA Profile Streaming IIHREEE X
HH—Et. ERNEFEEHASIERPERNREXXHNXMAER, RABERT, HEILTFERRS. ERAE, i
B R AYFRE S RIS R ER R RIE 2 At EC B X 1o

IRRETF. WREBA, BHAEREFREEAN (U MB REM) HERIIX .

ARFEKIEME X IR EBR . B, UEERSRTMNI AP FEFRENERESN, BXHMEREKIESO
BRTFE,

RERTNAPREXHHE, WIIRBE T RREEXHFRTHERF L,

= Profile Streaming #iB25% - BR., MRiEPLIEDR, Profile Management R&RitbFIRPHIH IR
£, #ETERFRBERN, FMEXMHREBLIEIMEF FEIRINEI A It BN,

X EEHIER R

XeeEmES Profile Management XFAEIRE.

FRANAFRREX AP R UFEERNX . BXEXHSARFEROAHGEFHEEROMUE, ATUERESE, M
MuEEFETZRE. SAlEERRSERERFFENRSSE ENREEMEDIXMG. EREXN TR EREXXHIRBRE
BEXH R

BRAX#EE, MRBA, Profile Management 2B@ERILZEE, RS, SRIBENXHEPEREEHZEE
F, MAREFHEERFEFETNS I BAFEEXHH. XHEMAILERXHES, MMBLCARFENAE, MMREE
RS,

BRXHHRI, MREA, Profile Management MEZZEPHRIEEN X, HIFLIERS “BRANXGE
B Em—EER. EMMEE—TMENREFEPHRRIX S,

XERTTH BT 818 E,

BRBTARE. MRFEA, NAILMRESPREMLE,
REBETAIRESN. BTHEEERBETaREX AR E,
REBTAEXHNRR. BFEEBETEEXXHHREZ,
REBTAREFHENER. ATEEETAREFHENER.

ERRULIZETEIRE. BRETARENEFETE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 170



Workspace Environment Management 2311

[z FAAE R 7 1)
LEInEEEBIA AR X . XHFRFEMRBGENR, — BB RN AMNFRES B A B L REHNAiE
FFEOIIEIANIR - RSN AEFIAEXAF A o

BRNBRRIRIE, WREA, Profile Management $iRIBERMNMMIEHAFANME (Fla0XH. Xk
FMEMR) B9IARIIR,

PSP iy banelbe JVazEE e Z I

« EF GUIWIA - WEM ITEH > AR HIEEHIRIHIN 4 i ds
+ PowerShell TE - f# Profile Management 2 & —i2iz

welt

April 26,2023

XIS E iFEIEH] Workspace Environment Management s F5EE,

NMAERZeM
HE:

EEFRAPTUETHENBER, EEA Windows AppLocker i@ s Workspace Environment
Management, &r]ABERITEXLE S A2 EIYIHE, BENBINERER I ERXMHEMS .

XS B A VFIEBIE E XRMNIES AV AR IEITHR AR, HIhaEEMF Windows AppLocker.

L&A Workspace Environment Management sk &3 Windows AppLocker #ieY, RIEBENAREFRS
HIERNARE (Fik) AREEN LM Windows AppLocker #1lll, NR{EIEAIBLAIBHN, WX LM REE
EEEESF, ApplLocker EERRELENRE—AIRSHFIET,

NRREFREMN

IHETR-RFIH 7 5 Workspace Environment Management BEBESHHEZAREFREMM, ErIUER “Ei”
WRIEX A FFF R BiET &R,

EReMRT-RHRENETE ‘NARRFReN” N, UTENARTERASZRMNLE:
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o RIBNAREFRZEMN, ERLIENG, $EANBEFTSEET-RiEH, REFLEYFRESPHMN,
Beilfm R EEN L8 AppLocker MM, MRKEFIETR£, WEBNAEFLSEEM-FES, BR
BREANIEER] AppLocker #1l (fEX#1ERT, AppLocker MNIA=EH.)

=z

AR

&R 1 Windows 7 SP1 s Windows Server 2008 R2 SP1 (5 R HikR4A) L% T Workspace
Environment Management BIEEHI&, NILLIEBARE] A,

o Q2 DLL #IN, SNREFIED, IR LAACESEFPH DLL MU HRIEEN LA AppLocker DLL #1
Wo NZHfEESE b BNAEFREMN” B, HETA AR,

BE:
WIRER DLL #N, NABARE TN BAERERNED DLL IZ2EE “AF R DLL #nl,
JNCN

INREMER DLL N, AP FIRERIBRIMAE T, REXMBERZE AppLocker ERFIETTZRIGE
N AREFINENS D DLL,

« “BE M B REAWEREARBNALENAEFREMN,

- BE. ATEESMENAN. ERIERE, ERGERMNGESZa0ZHMN. HNBWESFILL
RANATFRERIETEN.

- & AWERANSHEAMMNEH KEAHRE, ERGEHNANZESZ LRI, NRESH
BEIFEEANAITIRE, BERABESRN, EANUREHEXATRE, GHELRREBE,

MMES

MNET AppLocker MM S, SMNEARMISTETESHMNE, Fi0 (12), BHEEARMAEHNFIRFESN
LUTEEZ2—:

o AIHITAIN, BESNAREFXER.exe f.com ¥ RBERHERIFN,

« Windows #0ll, SiEZHITERF imiHEVMRS SR ERENHENRERFEXXHER (msi. .msp. .mst) &
Ao

o AN, BEUTEIHXERMN: psl. .bat. .cmd. .vbs. .jso

o ITEHN, GRITONAERF (WB#FREA Windows RA) WM. ETENEBREFF, NAREFEHIFR
EXHHEERNRR. Bit, —MNE s 2R AEF. Workspace Environment Management
RZFHT BN BRFINRHBERN,

o DLL #, M, HEP@aUFHEAXHE: dil. .ocx.

BRMNTIRGEAESE, MNRFIRITED D] A TFEH AppLocker ERIBEMN LigsliTiZESPAHRERMN S .
FILAE R A AL MISR S (E -

XAl (BN o MUMBIRHIREN “XF”, XEKRECIFENA.
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o SIEMNFHRHIREN BT, XRREEITEREREEN LLATEDRS.

Hito SIBMNHIREN “Bi%, XERECIMITATIFEDREHAEEN L, HAFETER AppLocker T
MR AREFEN, AFZNARFET, HEEXZNARFNEERINE AppLocker EH4HEH,

£\ AppLocker #11

&8 LU M AppLocker £ H B9 # NI § N\ 2 Workspace Environment Management &1, § A8 Windows
AppLocker B FMNE ‘L2 EM-EPNEMRERNF, TRTHNOEBIEFRSHNE = BhllbRHTI7ER
EXHEIEH,

1. #EThREX AR, 2& S\ AppLocker #,
2. MEEIM AppLocker SHEBE AppLocker #1MEI XML 32,
3. BEHEEAN

XN RINEIN BERF T2 MNFIRF,

ANANALIY

1. EOERERINES B H0, ERMERITRAN, FEE “FTHRITRN" &6,
2. i AN,

3. & ‘BT BOH, BAUTFAES:

o B, MUAERNFIERHETRHETREM,
o BB, BXERMEMER Ak,

4. £ “RE” o, BEH—MEHE

o BT ZAMMILE A BRI T KRR R,
o k&, ZMNSEENLHE L,
o M. ZANILES ERMSH A,

5. 7 IR Hop, BHIMMNZ 21F EZ E4L MARFIEBIT.

6. ERHMNSRLEBFRAFA, FEHEERD, EREREANDRLENEASNE, “ENE FIERENE
BRZEN “BE” Eif.
R
o TEILEABER Windows EFEIRRETESMNERE, HER “2F” REFEMET.
s AFPHABEMT “Workspace Environment Management BF” FI&RH,
o SR LATERUEEAN S 53 EE AR Mo
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7. ﬁa.:l—l:_ﬁ;o
8. 1RIBEEEAIMNIAE, EEMM TSR

o B2, IBEESMNILER X AR R, ERIAREY, ZMNKEILEIZS MR AN T EEY
FRBEX .

o R%E, EEZRAFANSIBNERSIBXYE, ARER “RHEER BRAREELENES.

o 6%, IEEBEMPRIZMBIIMATM R, ZAN 5 ARG % IEE LA,

9. ga.:l—l:_ﬁ;o

10. AMEFENEMAGIS (FIE). ERMBISNR, EFFISNEER, AFRE . (BAILURIEFRE 418 M MIkR
Bighs)

11. BEEREAN, BRE “SIE
KRN 2 Bicka B P

FEFIRFPEFE-AHS AN, AREIRLEHETXREREE FiE, ERERT, ERESESEMVBFA
F4ERTT, ARBEE “WE . EEALUER “2k” REFAEIE FERE, MFE ABCEDECFmERN,

AR RERSINHRET “wE", NWXLEARNERRN D BB NATFEERNMERRMARE, 14
R, WENMNDRREXENNZE#HITEH.

AINER AR

B RN, —28 AppLocker ZRIAFME RN EIF RS,

SRR

FEFIRFPEFE-NHS AN, ARETR=HETXREFEE FHiE. MEIHINAEER, AFERRERTRMER
BIRE,

ARIBRAL Y

FEINRPEE—NHZ DN, ARETERERETCERERES HiFR.

BEHRNAEFTEHN

TRILEH LR EETHMENAEFZ2AN. MNEBFHASED XML X, EEILUER “CR” FHNERE)
EARESE,
EIREX R, Bh &, AEER ReRE.
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mENRBEFTEHN

ZAETLUM “Workspace Environment Management” &3 <8128 XML X mENAREFLT SN, FES
RIEAEMTHXLERN SR LAEEEEFHAN, HRBERF “RE” EMRE, SWNIEALTHNNAEFR

MM, TG EshiER, FHERSIHEERTIL, GRS HENEE,

HEEFEEEF, EELERREEERMNSRERE SAREETNAFRNARE, RESEHNEFR/AFEETHRIERE
K/EHDERPHN, ENMDEASRI. FARLRENMVBSINE, BRERIERS. MEE, EINREREIEE

Py, ERIBESER CSV .

1. EEERA, BEF “EFR UBHERES.

2. % 8F “ReRE, RABRREE “T—F Wk

3.7 “MXHRER" B, JKRFNDSEHXHIHENR,

4. %3 AppLocker MG E, AREET—P,

5. WIAREEMEMN 5.

2. MEMVHEHENRSIRA LAEREEHHNERAF AR E,
Bo MEMVHRERE ARSI E.

6. BFIER, ERE “ERIRE,

XL B AR E 2RI R T RTELETIR P,

iz EE

BRREEE, RAITFIRIELETIR EHEREEN. MREM, WAREE “AERLH” I “DIEARH” EIN

*EBEMIRE,

P =W

NERERBERAFWRIEFISTH, WETAER. Alt, BER FiE RBLER BoE &M (EER[7E
EINEE/NTEER) RENREAF/2ELEER, AERBAELE RERN “UI", BRIREHRNATXLR

o
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BIZFELEFIR

BEXEIRE, G0 LUK EHIZEARMEIFE LY RP,

BRHERES, BAXNMELETIRFNHEZNLE, SUXERETHRITXHERR (B0 cmd.exe) ERM#HE,
HRR At EIR R, FEERERGEKS,

HFRERERYAE. AIFEHBRRERIAF 4H.

REBAVFTIR

BEXLERE, EALUSREHIERMEIAFTIRFB, #EAILEFTIRMHEZAFIIREER.

BREHEARE, BANATIIRPIHENGE, SUMERETHRITXEEMT (BII cmd.exe) RRMEHE, &
MREA, ‘BREHEARE FEMRFERFIIRFHFAEHIZRINZIELSRF,

HRFAERER, TEEAMERERIKF (I1EBEITFRAE#HE).
HIFREERAE. AITEHBRSENRFA (t1RBEITFAE#E).

PRI F
AE:

tkIhEERE AT Citrix Virtual Apps.

WINRIZFATEE, T LURIEEER AR INREAINRETHITXHMENEERRF. HAlt, AR UGMITE
EERANMN R —FBMXLERTRITX .

I REF

£ “Re” PiEE NREAT SR8, BERUTEDR:
o RENRIESE. TR EERSIERA I, EHIETE, TRIHAGAENREAIRE, N REEA &
* LA EMETUEE AT Ao

o FENATF Windows RS BIZ(ERS, IHHIRTIENRIEAIEZENATF Windows Server 2{E& 4, IR
WERRIEIR, MSELA B A FNE Windows Server it&#_EREIER. RINEFIIET,

« 52%/H1T RunAsinvoker, =% 2%52%I7E 70 Windows P NZiTRAE R HITX . INREF %D, N
FaRmAP UEERBMBITIRITX

ISR B REERBMNMNMNTETIR, B AIATAN 5t Windows ZERZFEHN LIS MR T ER
MZKEE, ERAILER & KimEdR. “ENE" 7I2REDENAFSAFANEEIFCET.
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SFF RN

TEET LA P AR B BRI ISR B2 FAR PRI F . RIAATHLNAD Windows REERZFHIM,
o ATHITAIN. BIFESNAERXEXEVY RRJ.exe Fl.com ¥ RRABISIAHEIALN,
« Windows ZEREFMN. BE5HAREXKNRERRF XM with.msi Fl.msp BEZ MM, i
Windows Z&ERFHNES, HEEUTER:

- FRURFAUE R TR msiexec.exe, HRATFHE .msi f .msp Windows REREXHHNTA
9 msiexec.exe.

- RIE—MHESEEN Windows RERFHMNTA, ERX#HESEENAIHITANTE, FRIEFERERN
AMITRNGERT ‘NRATFHIE 8E, [SUHEETERGRANNR,

BE T HRITAN 3t “Windows ZEEFMN” HEIMKRE, BRI BORERUTAHEERRE:
o i, AVFIERIBIEATHITII,
o MIER. AVFERERIEBIRTHRITAN,

o AN, SIFEARMATHRITIN.

ARATARNY
1. SE AIATHN s Windows RERFEMN, RGeS RMMN, g SR FMAN F0,
2. £ "BR" BoH, BAUTARA:

o B BAMNNEREM. ZBFRFERERNTI RSP,
o BB, BABXMNBHEMES,

3. £ “RE” od, ERE—ED,

o B&iZo ZMN 5 ERZILAC,
o RE. AN 5EERNAHE LA,
o IB%F. ZAN LA ERIMS F A,

4. MRFE, £ KB " HHH, BEUATHE:

o MATFF#HE, WRERIED, WEHANAEAFIRITXEBHIRE F#iE. BEFMNERNRRE
Ft, BT ED:

- ERATE—XHRPWERIT S, NREPR, WERNNEFHEZR— 4R aTHIT

- NEATEEEMATRITMH. MBEFR, MNICEMNILATFEEZNATHRIT .

- NEATE—EZHENTRITXH. MNREFR, WFMNNAFRZHERLHE S RNATHRIT
iR BEFERTFEA Windows T4 (UWP) RZAB1ERF.
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=

=W

A0 Windows REMNEY, BUINERT, ‘MAFFHE KREL TREARS, B ENHEHBHITH

o

L3-8

o FHARYEl, AVFEIEENEF AN AMMAEE, BERKA HH:MM, BElEFERER K,

o ZREYE, AWEREEAEELENAMNAEE, BEEIN HH:MM, KEEREIFE, RERBN
FZAN, HiEEFEENEK,

o B AFERIERURARSINSEESHILENATHRIT . ZSHBELRERE. BREEEN
SYIEWTIR. BXRNAERLLINEENTRA, BSRERSBITTHAIRITXX 4. MREFERANTHNE
BT, NREBSREA B THEXAHRITX, TEXEXHREERASHET.

« BRENXRZAN, AFEIEHREERENRARNE—DYT BIT &,

5. £ ‘O &9, EREQESEMNNAFRZAFAE, IRESIMNDELAFRERPHNBFYE, Bk B2k,
R’

o ERILEREERN Windows &R EIMEIHTTZ MER,
« BFRPEAFAXTER ‘B > ‘AR &k EERBFIRP,
o BEILUERHE (ERIBMNZE) 2 EMN,

6. %E—F_ﬁo
7. BITUTE—#E RIBEEL—TIFEZENMANER, FSERITRRRE,
B5E:

WEM A&7 —1% % AppinfoViewer T8, BFMARTXHDHILUTEBURESES:
2HE. BENKE. NREFEHECERLHAPRENTAEFRIIXES, NXTAEEER,
BIm, (EERLAEFRLERN, TUERETANLRRFRRIEXES, BTANTFREREY
frsech,

o B2, BABRNAMNBXHEXHARNERZ. WEM RERETHITXHRESINREF
AT Mo

o kK&, HEUTFR: XHE. maiM. XHRN XHFRE. EFEFENFRET, EFJURNE
S (*)o WEM RIBIRIERFAEEESRAMN. MRNA, AP AUSTHREERLHEESNRIRIT .

o W, BEHEFMLURIMER, 7 “FMEE" GO, BAXGEHNAEE, BT UEA AppinfoViewer
TREMEERNXHEXHRPEZRFEE. WEM RN A FEENEETHRITX G, Eit, B
AILUET S EX BRI AT HRITX Mo

8. BE 82 REMNHEBEE.

HEHBTHARITXE S LUSRIREA RN S S MBI RITX . RSHABELENE. EEFAH
IXHNAIASY, BAERAHERREESUHERNSFIR, VAXRETARETRHSH,
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RIGEERIBETRITXHRBEREMMNE A FIRITXHE (F10 cmd.exe), EBRABIFRIREANAT test.bat, &
AILUE AR R E RIS,

Image File
Windows Command Processor
Microsoft Corporation
Version: 6.2.14393.0
Build Time: Sat Jul 16 10:23:21 2016
Path:
C:\Windows\System32iomd. exe Explore

Command line:

C:\Windows\system32\omd. exe fc "C:\test.bat™ ™
Current directory:

C:

£ DINBE FEREP, TURBAUTRA:
o /c ""C:\test.bat""
RETE “BE FERARAUTARS:
« C:\Windows\System32\cmd.exe

EXMIERAT, XF test.bat, JeeBIEEAF IRREADIEERLRT .

BAMNDELBR AEVRPEE—AHS AN, AGRE BIF BOFE RE. £ “REAN" §0OF, EFED
HOERMNNBRSARA, AR & “BE

MERARN  FEFIRPER—DHS DN, AFRE RIF 89P0 kR

BEOEREADN S UEHUREEEFOFRENREAMRN. FAEHMMNEBSEHAEDS XML X, ErRILUER
R FRNEREEREES.

BRMED, BEAVERRPRMEN &0 AT EXEAENRASNEAER, BSHAEN,

REFURAMN  EATLMEE Workspace Environment Management &4 ES S H A XML S 5hiX RAXFR
RAMAN, FRIBEASHPHXLERNE R LS FEEEFHMN, THIRIFERIF L™ > WRIEA SR, &
K MEMERIT R RERFA AN, TN BB H IR G USHBIRER. BEXERERASNFAEE,
BEEHAMEEX,
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BREA

BEAEA, ERUARERR BRANIR, MEREREHBUIOATHRIT . XEBRRFARERIEMN,
ARTEL T XREPEFUEERNRE!T, BAERYEERXHF#ITERREN. 25, SHIA—NMET, EX
MNREEANRE. WEM TRMRIGERRE, #ANREBREFZSEEFEDUMEZ. ORBEFE, WSHBRH,
HEREERRAINIETX o

ZINEEREE R LR EERRIESHOHTRNBRS R, T LARFAF BITRANXEIZARIFTIR, WA
AEMIEAR BITRANXHEIZMELET IR,

BiRFERATFUTERNXXME: .exe. .msi. .bat. .cmd. .psl# .vbs,
AR

ZINBERT, RENBEFATEITELENHS, #li0, cmd.exe BFizf7.cmd X, powershell.exe BFiz
17.psl X, ERXLFRT, BIEBEERIATH.

®E ‘R > ‘BEREA B, BRERUTER:

- BRBIE. EFESERBRANEE. EFEZETALL:

- EEFmEBAIEARREAIRE,

- f& BITRA EI-~ R E IR A,

- YAPERBEXXHN, FETERERH L EERIRE 177 EWA A, Alt, BAAUAREETE
BITIRAENF LIEENR AR AIER BRE

o R AFEAARFAR BITRANXACIZATIR, HAZRMAIEAFBITRANXHCIZMALTYIR,

- RF. AAFARBITRANXXHCIZAFTIR.
- B4, NEMILAP BITRANXAEIZBELETR.

o IERTLIAT AT RE:

- i, BTHREBINERMN .
- MikR. ARIFEMERIRE R
- Ao AVFEARMFM. ERLURERRE. EENLKHERNELHBEIRRMF,

« RE, ATEREREHEFRNABREASANEMIRE,

- MATFHE. MREP, FERAFHNATXHBHMEIRE FEE.

- FHARSIE, AWEIEEREFGNABREAFRFNRE. MEgAn HH:MM, BEEFERENX,

- ZREtE, AFEREREELENABRTREASFEMNNE, BERtn HH:MM, MEEREER, T
I ABNAXERMS, HEETERNX,

SDic. AFERBRRAFUIRAEANBFRIBFE, BERFUHDERAPIERAFNBRA, BFRESEHR
BB N, EEBMR FNE ABHEMEERFANABFRANERT, SRS REFEER.
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HIHRRURAESRN

WEM XS5 RIBABXNEITEN. BXEFMER, BSHAEZBIED.

HAZ R I

RERREMEFEIEFRIERFARPRE U UMRHARRBEIRLEFHIZ, AILIBSEXKHEHE, ARNEFHIZE
EAVFFIREFELIETIRFREIEMN, EERIZINEZR, BEREMED

AR

o WIhEEUERA T Citrix B ARER.

BTN ITERE, Hi2EUATLR:
o —PHENR—FMAMNNNR, WRAB—HEBEXSZS NN, WREEHEHITEERSMERIMN,
o BEXKMUWAMIRTRIBRFREREN, ENATZRRERNENR. TIEMURMRTLRNE, ERFR
BIZRANE R T ER TEFHEZNAMNM, W, EEXTIATRERN:

- MW 1: Word I3%iT# CMD,
- M 2: iBEAFLITH CMD,

ERXFEEMN, TIEMUBIRLRNE, B HEIETITF Word AEM Word ITHIZEARMIBE AT
FF CMD,

LEINEERI F RLEE FHENR FRXATEEEER. EEARPINCRTRR, EER HRERREESR TAMNH
FEHHINAE, AXHENRIIFAMESR, BB https://docs.microsoft.com/en-us/sysinternals/downloads/
procmons

RGBT, FARIWETE Citrix Studio FFmigm VUEMAppCmd.exe HRIHIT & E. VUEMAp-
pCmd.exe #fR WEM RIBEB A I AR B2 AITERAEIRE, £ Citrix Studio 1, ERIUTHE:

1. % ‘NRERT B, EFNARER, FRFERTES BiE, ARKE “UE" N@E.
2. BARZLRAPRERS AN BEFER.

o ERAHRITXHNRETERT, BAUTAZR: <%ProgramFiles%>\Citrix\Workspace Environment
Management Agent\VUEMAppCmd.exe.

3. BABRITSRLUEEEITANNABER.

+ 7 Command-Line 2 F& T, BAE&ET VUEMAppCmd.exe BN BEEFHNTERRIZ. 1
RREOATIE, EHREEZAEFNGSITEEENSISH,

o g0, RigE8Ed VUEMAppCmd.exe 5 iexplore.exe, EaILUEI AL T &< RAITILIR E:
%ProgramFiles(x86)%\"Internet Explorer'\iexplore.exe,
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ARED

BEZINEELIEER, BEEESAREITEN L&A AppinfoViewer TEZF#EEAZMNEE. (ZTAMTRERE
XHRF,) SRERZIEBANERZINEN, BEEEMRITEN. BRALLINERERE, SAEARHBHNIEFE
HRMAETEN.

ERILHERRENEHITRERTERR, HITARETEN LN EHREES. IREEUTEMERD, WEHEiZ
fE:
« 3241 OS

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D1lls\WEM
Hook

o 64 IRFRS

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D1lls\WEM
Hook

- HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\C1itrix\CtxHook\AppInit_D1lls
\WEM Hook

WEFMN

EEAILLINEE, BHRERBRE U TRREM:

o Citrix BN BREFIE,
o KIEERFIERE Windows 10 8 Windows Server Lis1T,
o EMMALFEHTERS, REBEEVEEFZ.

HIZRRIEH

£ ke PiEE RIERREMES B, BERUTED:

« BRARERXEWER. EHESERAMERREMEHINEE, EhIhEn/E, “RERREMES" &+ Ly
HMEME A, HEEPREMLE REk 7 Citrix BN BREFEZEPER LI,

o METFXXEREHBRREITHAAR, EHREREEMRE Windows A2 E FTXREFNITAARIED. BA
&, REETUETEREPRERE. FALRDEY, ZEmal, BREUUERERMRE. RIERREWEFITIEE
FEATEY YTHAAN EHEN #i2. RITBNEBRREUGIENBEFBEYS HFNBEFRRE
MEXNRFARS BNz,

“RIEBRRENES]” ERFEERERENMNNTETIR, ERAILER B RmiEyiR. ENE 7IEREDE
B P AP AN E R E .

“RIF” BB RRUUT R
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o iH, AVFIEARIEEMN,
o MER. AVFIEMRIBRAN,
o AINAMRN, SIFEARIAD,

I
1. SMERERRERIES], ARSE AMAN AR 2R MmN 0.
2. £ "B BoH, BAUTARA:

o B BAMNNEREM, ZBVRKERERNTI RSP,
o BiEH. BABXIMUBEMES

3. £ “HKE” P, EER—DEDT

o &1 ZMN S BRI ILAC,

o kK&, ZMN5EERNLHE L,

o B, AN ILECHSERIMG FH A,
4. EER BOH, ERUTERZ—!

o FFHZRMEPALETIR, MRBEFUED, WARFEENERANFHZEENNEHEHEZEEXMELE
FRo FRIEFIRRBILEIEERHIZIRIT, HMHEERILIET.

o BFHIERMEIAIFIIR, WRERIEST, EALUENERXHIZEENNENERNFHZENX AT
Ko AWFIRIVITFEISEBITOORE, BIEHEMHAIREIT.

AR

—PHENZ-FANNAR, NRABR—HEZEXS NN, WEHZTRIRFIREIHRITX LA,

5. EMAEREDF, REMNBMIER. BEMKR, HEEEUTEI: MEARRET EERERNMUEILEIRF,
MEEXR, REAEMES. BABEY. MREEAR, WRLRREHRNILE,

6. £ “Oi HH, EREQELSEMNNBFRHEFH, NREGMNSELFIERPHNBRA, Bt Eei%.
AR
o TEILUMER@EEM Windows EREHITSMNER,

- APSAFPAXTER "B > ‘AR &k EERmFIRP,
o EELUERHE (ERIBMNZE) 2 EMN,

7. %EE—F_ﬁo
8. BUTUTHE—RIEREEHIZFAM, BIFEE L—TIHRENANER, FERITIRNERSF.
o BiZ, BEESHMMNITERNHREZEXHRERR, NRIEEXHRERZR, WIZMNREN A FIZHRH

BFFBXHHFXHE. WEM REERERTHRITXH BN NAE TR RITX . RIFRNEREN
25 () RRTBRELE, XEBFATRERSHEIMNYERER,
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« XhE. EEERMFRANSENERSIAXM. A “AHEER" BRARBELENE. LR
THohBRAEANERFHLERE, IRFBEREHDIEELGEUE, WEANENABTREEER
X, WEM RERIEAFEEESRANNAEFR#HE, MRNA, AFRILUETHEEHERAHBERER
BRTHITX . SBEHE, AJLUER ABEXE KBEXER.

o 5%, BEBMPLIEMBIXHIMAR, ZMNSXHHEAHREBELE. WEM REFRANNATF
FEENBRERITG. FEit, AR AILUEITSEEXHERBATHIT .

9. B8 ¥ UEEFHIZKE,
10. BITUTE—RIE, NEANFHIZEX AWTIRIHELETIR,

a) MIEBAEFEMNAE, ARRE F. RS F#E &0,

b) 7 Fi#i2 HOP, RIFFBREBILE., RIBEEFHNMUKR, “F#ig” FONARRAREMTRE. 3F
FF#iE, UTRNREATA: BE. XHBEN KBH.

C) BHMEEERMMVED, ERIURINESFi#iE, wrIURESIRUREMNHREED.

BAMNDELRAR EVRPER—AN, AREE BF BP0 KE. £ “REAN GOF, ERERHESE
MUNBFRSEBRA, AR & “HBE .

PERAIN  FEFIRAPEE—NHS AN, AERE R 2O 6T BFR.

EOMAN ERAUEHENEEETHMERERREMZFHMN. FrERMNEBSFENEDS XML X, ERILUER
BRI BRNEREEREESE.

BRMED, BEAMEXPREN &) AT BXEAENRATHEAEE, BSHAEN,

REMN  EAUMEE Workspace Environment Management & ESSH I XML X4 RRH#IZEREME
HRMM, FRIZEAEHRAXLERNZ IR L FEEE TN, IRFIERHF L L > RIEFREWTHERE, A
BEAMNER WM ERHTITERT FHIRE R EXERERASIFAEE, FSHEX,

HITRIERRITHETH

WEM =555 R R REMEFHBXNEITEN. BXFAES, BSRERARED.

HIZAF &R

WEM ZRSNRIRAMEZRREWITFIEXNEIHED, BEEEHIT, 15K E BE > BEILR > {8 &0, 1AM
+E,EEEAEIERILE, FigFrE+iEiE ElevationControl. Self-elevation = ProcessHierarchyControl
, REBEENATIESEUE B EEE N FEERM. B UEENREASRERRETITHNENEIER.
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Citrix Workspace Environment Management

About
e — &) Configuration Set| Default Site -| e & Bacuwp
5 Connect elete
a Create ? Restore || Quick Start
Glo : =
[z Disconnect @ Edit Refresh % Migrate
. Sen I (e} [} [}
I Administration I FERLE l
i % Administrators aaetincogg
I & Lsars Site: Start From: End On: [ —
= [[Al sites] -] [1ye/2021 - [11/18/2021 <] | aelyriter | | Clear Fiter
| 25 Agents
[— Message Contains: Actions: Machine: —_
Loggi
[Mhdntaagian | | [0 Actons] = |
r - | [all Actions] — =
Type Time Action Regisiration Message
EXE elevation control
M5] elevation control
| Adtions
| Filters

[} Assignments

= System Optimization

| Policies and Profiles

] security

| Active Directory Objects

[__| Transformer Settings

[ | Advanced Settings

(I Administration :

. — - Export Log -  Refresh Log |‘ || Clear Log
.| Monitoring

€ Current access level : Global Full Access |22

Active Directory s1&

December 21,2022

fERXERE N MIEE &% E Workspace Environment Management (WEM) EERIAF. HEN. AFALR

filo
AR

BRP. &N A OU FHEl WEM, LUERERUNEHITERE,

BR

WERPMARNTIR, ERILUER Find RIBXAFREZREMR ID HiEHIxR.
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AR

1. METSCERERER .
2. 72 Windows AP HEEFRNAFRAZR, ARRE “HBE

B, AFEERNBM,
W, RTERETE MMEEFER. AIFERRERXAPRANEMER.

B MRxR. BTEEFRAMAFIKE ZENRELR. RERRE T EDENRENLEIRF. BA—TBHUERE
kR MEMK, MAERMHS. WMREFTHR (HIN, ERGAEGHEBRDEZFOTEMEIREDEN) , LR
SRAAE A P K LR R A .

BE:

DECARIGERN, GEHAEENRERTEFR. BEAEHIRENSESR, BEAEEEHE > Dit. BXFH
B8, BZH L I XLARKIZE,

HMERS. ATEEREEREEERARHE, MREAR, WL EAESECERE.

AMZ AR

1. METSCERERER .
2. AXHKERFMSTIBANAR, ANSOREN], ARREHE.

HE

ERME LR (RES) itENSIR. REHLTIEITENE “Workspace Environment Management”
B, YXEHEN ENREREMENRSRIMNG, ERENREERESMFNSITENEXNIRE, ErRILUE
A Find RIEXCAFRFRZRAML ID HiksR.

= .
TE/IN .

o

ZHEXLEHEN NIRRT EEWIMBIBEMEHRSEE, 1550 § EEDPrHE,

BB ENERNI HaRESE

1. fE/A “PIINR” ETFXRSEHLIIRE,
2. 7 “EERTENEA WHEED, ERHBENSHENA, ARRE “BE
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RALBMAPRITBENRMEEES

1. R 7 OU L RBE s <STIRH,
2. 7 “BRBA NEED, EFARBA, AREE WBE

HwEITEN. ITENAEK OU FAER

1. EFRPEE—TTIE,

2. fEA “GRIE LTRSS ITIRH.

3. £ “RIEWMBE” WiEFER, UTEEFAEE (FRR®), ARBEE “HBE
B Y HEH. tEMAE OU &5,

B REIR ¥, FREITENSITENAENTT S (DN), MR AN OU AGHEAMNEH, NEFERAFEXSE
o

WA, BXITEN. HEHASR OU BHMER.
HKE*, EEMRXE (BN, AsiARH )

TERS. HEH. HENASK OU (BRHER) RS, WREA, WitEN. HEHASK OU KL ENHDECHE
=

B LR, XAWEEREANMBAKA ZEEERTR. MARRE T EHENRENLEIRY. NEBX, Lk
LRiEE. BB, MREFETHAR (FIM, ERSAEEHEERDEZFTHTEMEIRDEN), AERIRSNHAIHBA
KPR AR SR

* M Active Directory R&EMRIZFMEL,

Advanced

Active Directory £z

B2 & Active Directory 177,

+ Active Directory 1% B, I5EUZF NBAIABIIETE, 7EIbEYEZ S Active Directory &R, B
IMER 1000, EATEINERFTFHAT 500 &, LUBRIEERTM ZAE,

IPENRIBURIRE

EHESHRENATRBENRIE, RPERERILERBE D EMIEEENRIE
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UTRBERTENEN WEM HE, EFRSEAEESE (h5R) BXEK. BRRKRER, I “RHIERE RESE,
AERTELAEERE, UEERLUZHIRHBERENTTA.

o BGBENATRAENE . AT “RPERP” RELNIGENATEARFME Active Directory 33%
HREYIE,

RiiEFIRE

July 8,2022

LR A ERERRIEFINE. RREFATRIEER Web i ARRFBIRERE, XEBEHEEAFEEAT)
REMNTERERE. FABREFZER Windows PC BAFATLAEN ‘M= EXNB4EEEFif.

X B I HIHHIE F RSN R AR E,

BRERER. NREA, ERIESNAEEINSBEAMTER, EM=ERXT, KRBENIERA Web R
BEFEmEE, BTFRRFEERIELENZERERE. APKRKSE, IATHAFSAERE, NREAILE
I, MARLE “BM” =5 ‘G4 TEFHRERE,

Web %@ URL. Lt URL BERF EIARER Web ik, X2 Citrix Virtual Apps 3k Citrix Virtual Desktops %
1®89iATE URL.

BHEXIR#E, MREA, W Workspace Environment Management RIEM=E Q4§ H B E XAFEI=1EE,

BREEORN. MNREA, Workspace Environment Management REM=(UEOERE5h. AR MEBIERE
H Windows B 5h.

RIFESER. MREBA, WAKTFRFERERIEFREFERRNIES.

ETRESMEE. REBA, “HX7. 9B M “ER” Web SFMIRAKETE ‘WS BOF. "0 BARXEE
FEEXH Web RE URL.

BT, MREA, NEHEHRER Ul R ERIHH,
2R 12 /085, MREBA, WET 120889 (EF/TF). RIAMERT, FIREFIA 24 /NBTedHh,

ERNAEFER. MREA, WET— 1 EIR, EHEE%E Workspace Environment Management 43 E2#I
R RBERF.
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BofBNAEFER. MREA, NAEFEREAEANBMEREEC,.

BESIERD, AITEEER Ctri+Alt+U RIEERT A TR AP IFENEE, XA T ATEERNZFAENAR
R TR HERR T A 2 IR,

RIRE

BRIERYIFR. MREA, ¥ URL FIRAMEINEFRE.

TARIKRE

BRIAYIR. MREA, RIAVERFNEINZFHEH,

Advanced
#HIZE RN
XESE A Workspace Environment Management RIEER=E RN FRA#IZEEE, MASRME Web R

Hlo

BRHZE5HE. WRBA, W Workspace Environment Management {I2E T # 2B 8RR, EHIZBE
#1EX T, Workspace Environment Management RIS mEHIEGSITHISEMNMHIE, MRLKIL, HIBEER
B3l

I L1T. AWEHWANREHEZNHLIT (B, BFEE RDP &R mstsc.exe BBiZ),.

RESE, AWEN LEFIHNSITIREEASH (FIM, £ mstsc.exe WERT, REEREINITENA IP i
i) o

& VMware View NRE—MEFP R, MNREAR, iR VMware fSESERNEERRELER E—1NBAN
BFR&.

BH VMware View &, tNREA, MAFHIZEEI2EE VMware View &= T ISHIEHE P iHEN BT BN
BREFIEE, HEREENNAEFIEEXANET SIFERIET,

BAE RDS 2. MIREMA, NAF#HEERSRTE Microsoft T2 REARSS (RDS) WA FHMEM A+ EM LIET
NN ARFHRE, HEMEXFARNET RIEERED,

BA Citrix B3, MRBEA, WAFHESHBRENE Citrix B TETERFIHEN LS ARFSEm,
EFA N AR F R EXHANIEIT RIELRIED,
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BEMEELE

EEXNBRER. WRBA, NEFINTEOUS BaREFRIEZEN LK Internet Explorer (IE) AT RIS
BRTIET. BRAMERT, X2REIMEEOE IE7 RERXTET.
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BENHERF, EHRSEREREFETR X &HUKAFRREHIZERNILEFA. BAWIGEE, BAA
BRI ) 5 ZRHEREER.
BRREEHR. THRSAREREFET ‘B &0, BRAUEREIITARSHRIR. ZTARMHLUTE

I

o HEHEIR. BEVAFHIRREIRNESESE,
. RF. REFREE,
¢ RELHFAR. BRBEERELZIHFAR.

BRRXEEXFET, THREERBHRIARETRAEAIFARED, NREA, BRRUERAETGEEE
BEERFRREENEEXHRXIEENSFRFE Mt RERFE—TIF. KRENEFHR4EF .
BEX T, WREA, WAFEEEREHER LRATREZFRFEHIEFERMY EERIR,

BFEHERR. ATHEEFEHRR LARTRAESFBFHENEFHEATER, LFRFENT,

F=3

=

BXAMEBFHMFIRIR P ERNREIREIIR, B850 S,
SEYEFMGERTES ##UserScreenCaptureComment## hash-tag B, B FREERBATIC,

fEF SMTP RiXFEFHRF. MNREA, WER SMTP MARZ MAPI RiX3Z:BFHbfF.
Wi SMTP, MiX_EERANRY SMTP 8B URIFE( RS ER.
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HE

EiEEREIXA. MREA, NAFRESMXAREREENEETHEN. HEEFERENEX,

RENXF. MREA, WATHREETENEEENNEKERNREZEARS (TAFBAN) EEHXHAETESITH
HE.

g

January 11,2024
‘B EREAUTRE:

« BEER. AFEENX Workspace Environment Management 8125 (BFRZA), HEFMIETSEEE
H & inin A ERAIIR,
« AF. BTEERAFPHIMER.
- RER, BAFEEAEAIHEEHITERES, WRFEE. EERENLHAITER.
« BEIER. BFEE “Workspace Environment Management” I ERELD, ERAILUERBEEHRITUT
1B1%:
- EREEEBREIZERFAHITHRE R,

- hEENEEMREREE.
- IRETECERD.

EiE

pali

<

R AVIEE X Workspace Environment Management 857 (BFPH4A), HEFMITETEERES A
B AC B SRR,

REMNEERTIE

ERENREFNEREEERIR (iR, Rk NRK KEFENR, SR TEHFRER) . ERILUER
Find iRIEXCAFRIRIZE ML ID k=R,

ARINEE

pali

2

1. B ETFXERE 7R 8o
2. IEEFERFARANEEPRNFAES, ARRE BE.
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B, EYRIEEREIAF AR,
W, AXAFPRANEMES.

LREER, ERIETEIEEEENAR/ERLREER. BRUEEAENAFMEREREER. £REEAN
PRNATFARENR (BEE), REERRES MLREEHR,

PR, XAVFEIEEXFIERF /U TIARENZz— E8: EERRETEMNELRNIRE,

FLipe ERRFAURLENEELR (BEE) W& MHE. REABRLHENRNEEEE R 8ARm/HkR
Workspace Environment Management B2 RE2 /5L iARRNLERIXEERA S FEEFIEEET .

Qi EEGRUEEENMEF G, BREATEEREMRE. RELRT2NINRNERRREER T ETEERL
i+

KER REERAFUT IS M IRE:

1RIFCIEE TSI EMEIRIRE,

IRFEESTLULIE. EENSECIRIE. SN FaRIEMPFEIE,

fhites BRG] ISR BIRK MMM, SRR EEBTIEREIMIFH AN AIERF L EEERRIFN.
HEEERY LR RIS AP %A,

REEAREFEERTUEEARTAREFZE (CPU. RAM MI#ZEE),
REMEEXHEER AU EERBANLEXHFIRE,

EENAREER AIUERENAFRYIRPHFM. KENRFAFASE. ERERAF EERTAREINFREGENE
1REBIR AR,

R FEE AU EERREFIRE
SBRREEERAUUEESAIRE (BANERRELE. BRRFS).
ZeEERAILISR L 2R R RFREE S

RE. LREEHEENAF/EACERATREZER, 2ARE, BPR/AFTSH A Workspace Environment
Management B35, HETEFERAEEEH S,

LR, WFERANRE, BRMELERRAFPERH,
MRBERTLREER, WREAUTES:
SR, BTILEMIIERS EERINEIRENFE Workspace Environment Management #hs1 (BRBE).

BER. ERIEINA AIEER Workspace Environment Management it (BRES) ERLEER. ZRAE,
BR/ATSEMAZERNEERR, FEEAHRZER.

PR, FIEZFLEMIZHERS S Workspace Environment Management i (BRES) ERFmERAF/4A
AU PRZR Ao
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BR

TR REXER Workspace Environment Management SiER4iHEB.

SFItER

TR REAE Y B ER I SIEFEN AP R E,

BFREE, ErEhdmits (BE%) MArEha (BE%) R Workspace Environment Management i8]
IEMAA B, TRETEE 24 /M _ENB AP K.

BRHALER. XEETE5LAMLR (BEE) XENMERFNERESR, SF REERE. DRERITENSZ
MR 2IFRERE (Ul 3 CMD) fkgas, ERTLMER Find IRIBXAF R REZME 1D fHHEFIR.

R

Lt E R E % Workspace Environment Management SEHHRENSLITHES.

FIHER
kT &~ Workspace Environment Management #i&E+i2 ®# Workspace Environment Management
RENHEE,

REFHEE. ERAYREENAEREERET Workspace Environment Management #FaIER RS,
EERE T EE 24 /NEF LD BRI AIER.

REFEIER. EREALRESIMOPMERENERES, SiF DRERNE. DRERNZE[MUARRIRRE,
TRILMER “&R BB D fMikyIR.

ERPREYH, UTEIRRT LR EEES Workspace Environment Management $iEERPHER,
o Y (EEFZER) . RTEEREPMI, RFEREBIREABEETH S,
o KE (RSER). RTRAFEEHIT. RFHKXFS, RERFERRIRELEERETH A,
o K XER) . RrEREFEM,

7= “Profile Management ZiTRRHKR” FIF, EAIUEEIHESH Profile Management BUiETHRK.

Profile Management E{TH AR EEENAEEN LRTENRSEE, UHERTURESFREBERERE
B, ZAUEEXEREMNER, UWRES MBI LNEEXHFHNFERR (%systemroot%\temp\
UpmConfigCheckOutput.xml). lIhaeSXRZE X WEM KBRS BRHRRTRELE, BFiH
TRERE, BFEEERRHaPAREDTEENRIE, RABEELTXREHEERHF Profile Management &1
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L, BRRSREHRE— MRS, BEEERMRS, 52T R, Profile Management Z TR FIHRHE
IR T A% Profile Management B iTIRRM—RIER:

« RiF (8&MTCEMT) . & Profile Management R

o BE (ZATRBRNSE). 551 Profile Management BRIBARE, RILIGB AT ie MM ESER Profile
Management BV #IE, XMHREF—EERERITIRME.

I8 (X E#R). &k Profile Management E2BEREH, B3 Profile Management TiAE 8517,
o RAIA (ASEHR). FEFHAKBA Profile Management BT,
MRRSEE R REHAR, RERONEZERINE, BHR Citrix BRAZ R,

ERILEEYF, UTERRRREERENEERARESIHE S £EE Workspace Environment Management
HiERE, RELATFEIRS. TRVIFRETRELTFHRIRKS.

o Bt (2iEATRICERR)

AERRTHARIER. BT M Workspace Environment Management #3gEHRIBSIHRMIER. MRAFN EXER
BYEREIE 24 /Y, MIARRZAIERAGIH,

MERMIE, AT MERIRE IR,

RIFRE  RIFARIEN, E¥5ERENRS28[ES. BitigRS28:@id Workspace Environment Management
BIREIERIEENARIR.

1. BEHRIHERUERAET IR,
2. FETXHER, #F R IEKAE,

E TR AREIR

RIFER. MAREAMES (WEM BEEHIEENRIEREIA) BIRIH. RTEFSERERMESFSEMIZHERSE
Zo

RIFFRIEENIRE, NARERSIZEE, XELECIESRIZE. MHIRE. HIREFLEMEMIERF HENIEE.
R TR ARIE, SAPOEMRENAT WEM K12, X ERIEMLZIRTIEE. TEN. NAEFRS,
HE:

« R Workspace Agent izI{XiEAF1E Ul X TEMBHMNAE (FRHARZLAF BohSERMZER
&h)o £ CMD BT, ZEHAERTHE,
o HIFFMBIREE FILIRIFT,. FLIGE (FIM, MRIGEMARIKISE) XEBIHERNNA,
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EHAIHER. BRI IR LRI EMERARSS,

=& Profile Management 188, BRIMREFHENXHKNEEILE, WR Profile Management 8B X
BT ENRE, E8EEE Profile Management 18E. ERIEEFEE S L R A aEFIEMT AT A,
==
MERE WEM E12ixH BB EE Profile Management iRE /5, XIS ERWATHIE, 5519 CTX219086
LURERARIR TS 7o
EE& Microsoft USV i8¢ &, BMIMREGHEMXBNREILE. MR USVIRBERANATENARE, FeE
=& Microsoft Uv ig &, AER%EE RIF.

RI# Profile Management R2Ei0E, WREENHATRSKLE, LUHER Profile Management @&#17 7 &
(EI =1

HIPRIER. BEMBIEEPRBFAELZR, MEEEDLTENRS, MNETEETARKE,
BEIRF. AFEETERERITEN LA SREREXIEMRTRER HEEFTEIRF.
222 Citrix Optimizer, FigBENATFRIE, LUEST Citrix Optimizer & BFr A 2L BN A Ko

BITRMMES. BERAED, SERNEIEREEENAE, BREBEETRNES, ERILUERMILTEEITRY
£5. BE “BITRMAES”, AEMTHIIRFERERMES, ERELETEENRZHES. IREEESFEENR
M AR E M EARBAIURITES, NWHEEFRHENERSTRETSN, XERNRFRZEE,

AR

e 2 REIEESIZRM Workspace Environment Management IR,
BE:

RIBLTURE— DM EEE M

RETUTER:
HENRM, BTRERNTENNZT.
K. REEN EREFEMRE, HERMUTREBET, RHEEXEMHITERMEFAES

RIEBFAHPEZERIE R, BEMIERSBLEFMNLERENEALR (BEER), EARERPEIE@LES BE
%)

REHBER—NER. BHIRERSBEEMZERNIAERELVENSITEIEXIRE (EEE).
RIEHERZNER. BMISHERS BT EBTIERENES (BEER), RAREBHETZ bR (REK).
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MR HE
« Y48 Active Directory BR4H (IHEH. HEHNAM OU ZEHXR)
HE

+ 4548 Workspace Environment Management B4 (EBIREHI &M Active Directory 3% &4 H),
METENIBER— s (BEEER).

XEFENE, EREMIRERSSHAE.

BAEiER

=3

LEETF 2R BIBESH “Workspace Environment Management” & BFrRIFFEEXRMNTIR. TIAMERT,
ERFREFRS, BIFRFBEEAL,

ISR, XLERTAFERESR (BCES) MBACELIEES,

SHEE. FHER XLS B

RIFEE. RI#BES.

/ﬁ |3$ E ICho /ﬁ F?Fﬁﬁ@ﬂﬁ%ﬂ’] E ICAhoO g%/i#ﬁi ﬁo B8 B? E IL.\E?_%FI' E 1CA EFI jJD—/I\$f¢, *EI‘/—J_T E%ﬁiﬁt*ﬁ«ﬁo u:tiiﬁ'fy
ERTeRTenNEER,

e

LtEET 5 & T % Workspace Environment Management RIBFRINFRE Bk, 8 E RIF 280, ZEERHE
BUHIAT,

WIEET, XERMAFERER (BES) MAPMEETIERT.

SHAE, SHER XLS B

RIFEE. R#BEE.

AREE. BRAEEEERNAS. XTEHH,. BRASIEMBSTHRMN—1EN, ERETMLELERME. kBN
BERTERTeNNEER,
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July 4,2023

XENEASFANBAERMITENSISHKE. EIUUSHER SH kRS,

SRS
SRERKRS. ERILESIVFIERAPNEEERMNEREE, EAIURGHRENEK, RSHFAIE, BERgMRE
EBSTAPNRMEREIE,

SHEHMRG. EEIILESNAERENESHBHNERHE, ERIURERNER, URSFAIE, B8 MeE
B9 3 i5 sh A IE],

BFRE%

EREFRE, RSETEENBRASRNEAERES . EALNGEERNETENUEEFANE,
BoiEERE. REETEENBRASRNBEEBDES, EUUNEERNETLINUBEFANE,

RERE, EREERSNIHARERAERIIMERREHNERITH. ETUNEEMRERBEUEEFAN
B

RARMiRERS

BRiRE. KREATEEBEERBRAEMNAFNERES, EAUNESMUERURFFANE,
RERS. EREATFEEEEENBRABMIENBHESE. ERIURESMHERURSFARE,

BRI

I ThRERT i EC B XM EIEA FSLogix MECEX AR, TRt T AXEEXHARNENERFEILIE. ERAKEX
HRBNIERS. N REREFR TR,

ERLLIRER UEREEX A RSN EERRBL, HARHESBEEXHRETALER LIFRRE,
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S

AR =m]

BERNEFE:

« BEEANTE. ZMNEXRERTEEXARSEEENBRANTEIERE .

o RERS. ENNERET T AEREENERRZINSIEMMEE X B RIER,
ERERER (I3, Bk 6X) &, BE “FIF UMEERIIRH.

LERAZEAT (GB) By AE, AFERAN—IEHE, BIZHEKREEXHERNTEFERENANKS. BAEE
o

ERZENT (GB) AR, AFRA—HRE, KTFZAETSREXHARINTEEAEN AR BAEEH,

« BEESTIATREE,
- EESHRENRRER, 2 “RIFkLERZEERNRF.
o EBETHHENREES, M TFHREZENTEERAERRIAD D7

REXHEISERE

ETHEENERANEEXHFARHIRSIERIIR. HENER (Fi, 3X6X) &, BE R RHEUMELZR.

TR PRk iC RATE B SR HIENSE. XFALULETRARNASRS. EXTLEN, BERBEERSER,
AEEE BT . RIFTIRIESFE—RIIES. BE, ASSUMREIIXKHNEEN. NMRAETHN LEEERS
2%, WAERZRWES, ARRESKSBEXNHE. AR, ERKRENMIEERMRTNMNER. BRSTES
—EBYE, B R BRHEUETRHEMNER.

RE FIERERRSHNEIRABMES. BXBIEABEMNES, E285A5H Microsoft 3x# https://docs.microso
ft.com/en-us/fslogix/fslogix-error-codes-reference,

XEEAVFEIEFIR SRR, EEJLUSERE BanidiE M ZREdE (LRSI, BFXHEDIERR
==3
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BEHER

October 26,2023

‘BENNTER" NHRETHEEMNNTIR. ERMEENED: BHEHNFHEN EEEMNIRE). BALED K
AR 5K D BhEBHENED.

NFENED, B URITUTERE:

o BF. ATFEMNENDEREE. NENEREESRSEERESBXNFEREBIRANENFIIRE,

=

=W

- ¥ Profile Management i8¢ BEME IR ES, TEAIUERZEEE TN “BEXH > “©BE
Profile Management i¢&” T EARIZE A,
- M&HIER Profile Management i€ B8, AIAXARSIEEN SMB HEHRME,

o TH. ATREMNEIAREIRMITEN. EORBREINRBOMATHUE. SHXHERA JSON o
o MkR. AIFEMERINEED
G AT AT LA T2 F:
o Bl ‘L BHFEORIEHER R SR E
o LREENXH
- EEBAMED
- BipicES

« &% Profile Management 18&

EEEREX G
BRI EERFERT A& HE JSON X, JSON X#rIlB & BEEs] Profile Management 188, L%
X, BRITUTSE:

1. 2E &, BHR “LESEHIXE AR

2. BF WK, NBDELEHNE, BFRXE, RERE TH . TREREET EEEHXHE AS.

3. AXHIEE—TEF.

4. BF "L AL,
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8 Rge £1% JSON x5
SRee EER/IVINF 5 MB B9,

1R

e IS

N

EEaMEDR

TR BEREFEERNED. EUEXFEFREERIBONEX 28, IS MEEEFERS 5 MEHXMH. &

TAEEMUTSERESEHEXNIE

o SHEN (BaitEN. HEHAM OU) BXNERWR
o HMEE (FitBuERS)
o TIEEE
o EECESTEMHINE
BEEBMED, BRITUTIER:
1. BE “BEEHEN . WEKEER “EEEmEN” @S
2. REEEHEHHNEES.
3. NZEEEEFEUT=1T8&mz—,

o RECE, IFREH, WEM F=Bm1&E%.
- 8H, MR%EF, WEM BEEXRHITED.
« B, MREH, WEM BESIMEH—RITED.

4. MRFTE, WHMEEKEESE2M 3,
5 BE ‘RE REENHEREMS.

BEHEES

BE:

FATFEMKPFEIEOHRERSAN 10 . MREXZRG, BMFIEED, ARER.

BRIURFLEEENENEIER, AERZEPATER, ERIUEHUTSEEEEXHNTE:

o 1BE

- NARFREMN. NREAM#IZR RS
o DB (SIRIEFIRIEAMEX)

o SiEEE

o MALESKRE
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- AR
« WEM i&&

BEREEHDUTSEEREXNTAR:

o SIEN (BaitEN. HEHAM OU) BXNERWR
o HMEE (FitEuERS)
o TIZEE

o EECESFEMAIRE
EEMEES, BRTUTIE:
1. 8F “&H°. BHIM “&H mS.
2. EEFBEES.
3. MIIRPEREENHEES,
4. REBIEE—N BT
5. giE, EEE SHRIAREFIRBITEN LUREHREFE M,
AR

BERFREFEN R SFNRIATHAE.,

6. B ‘&% FeEH.

%17 Profile Management 18 E

BE:

FNTFEMKPFEIEOHRERSAN 10 . MREXRZRG, BHFIEED, ARER.

B&1 Profile Management i8 &, iEHITUTSE:

1. 8F ‘&7, U “&H %

2. EEFBREEES.

3. M\ "BEHNAR FIRPIEE RE 7,

4. %#% Profile Management % &,

5. AEBIEE—N B,

6. ZiE, EEE FHRIAREFIRBITEN LUREHREFE M,

AR
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BEORREFRN EBEAIRA T HUE,

7. BE g5 FeEh.

REZHEE

October 26, 2023
AIRMT WEM B4-HEREMER B REES ID 871X,

WEM f2E &

=% ID 5 HE

1001 Z8 RERNERRES: B
configuration set
name (ID:
configuration set ID)
pE

1002 =g REREARRESETMIE

5EmISHERS ) WEM RI2EiE

=% ID &5 HE

2001 (5= IE/EEEEMISHEARSS: it
service address

2002 HiR E RIS HEAR S A T3

2003 HiR ToikEEE| WEM BRS3

2020 B E7E%EER WEM ARSS: thht:
service address

2021 [55) A WEM EE Cloud
Connector:

Cloud Connector list
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EHID &3 HE
2022 =8 M Citrix DaaS .4 Cloud
Connector:

Cloud Connector list

2023 FHiR T&i5iRIFrE Cloud Connector

2024 =8 Cloud Connector iz17: Cloud
Connector address

2025 L& Ti%iAiA] Cloud Connector:
Cloud Connector
address

2026 HiR Tix@E Cloud Connector %3
WEM RS

RIBECERIFEH

=4 1D &5 HE

3001 [55) EFrERNREBRERER

3002 HiR RIBREIGERFEK, BHIUT
8%¥: exception code

3003 = RIEBREIRE SRR

BRRESEH

=H1D &3 HE

4001 st TERERER P ShEATR

4002 =5 TERERFERRSA

4003 =5 AR RIZBFAENFTEA

4004 =5 TEKRERFERNFE OU

4005 =5 TER R ENATFR

4006 =L TERREMITENA OU 7%
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ITENRREG

=#41D el
5001 B2
5002 B8
5003 ==
5004 s
5005 BER
5006 s
PR EMG

ESL ) 3|
5501 ==
5502 BER
5503 B2
5504 B2
5505 e
5506 ==
5507 =
ZERSEMH

HE

Bapit BN A RERAI LI

MFRBROERM, EENRIIHE
SRR IR

B T EN SRR KRB AARE
RERE

TR ENAERNAS OU, 4
HRERAMEE AL
BRINN BT A A SRS

FTEM AT EYARE, KKA GPO
Flk: GPO list

HE

EEBshuser name WAFASRK
BERYSLIE

AT RBELEFHMBIXNAF R
BERYSLIE

Bhid A SRESAME . RS ARSI
B

BT RIEIMF RIS, AtER
user 1ddentity name B
BRI E Bk
TERTRAPAERNAS OU, HE
BERMIEE AL

FRTAI A P 4R BRI

TENFRRAP AR, KK GPO
Flk: GPO list
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=% 1D &5 HE

6001 (5] B EshRIBEFERS

6002 el BiRERBEEFRS

6003 i) MERATA, REEFRSEHT

6004 i) ERIREEEFRD: cRSZREL
3

6005 i) ERERIBEFRY . BMiRiERS
HoHETERL

6006 iR REBEEFRIRW, HIEIER

6007 =8 RIBEEFRE D RINTTR

s

CPU itk

ESNEH ID M 7003 E| 7008 ZEIHHE, ERMUTEMER.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent Host
##R: EnableExtraLoggingForOptimization
#8: REG_DWORD
&1

Ity

AMRFEFLHATRSSBTERNDR, FECENRERERS. Citrix BEARIIRIMRFEREAFLESH
AR AEES IS AR, EREMRRIESRTEIENIG, EREIMRZE, BSLHITED,

=% 1D Gl HE

7001 f

i
i

EHERAF user name ER#
2 process name
(ID:process 1ID)##atk CPU
IEERIP, MNEFRZBTFY
CPU fEREZ

percentage value, B&%
CPU fER%EX

percentage value,
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=4 ID B

HE

7002 f

i
i)

7003 =8

7004

g
of

7005 =8

7006

IS
o

7007

-
i
i

7008

g
of

EHERAF user name QIR
2 process name
(ID:process ID)#%k CPU
EERF, NEIRT CPU ERZE
percentage value, UK
MRS NIRRT CPU ERX
2% percentage value,
BEEF user name QIER#E
process name (ID:
process ID)MERERN
priority value,
TEERF user name QIER
2 process name (ID:
process ID)MMREREHRA
priority value, $#igHB:
error code,

ERINAERF user name glIE
B##2 process name (ID:
process ID)#%Ex
(affinity value),
TERAAF user name QIER#
2 process name (ID:
process ID) & X
(affinity value),
BE¥EF user name QIERHE
process name (ID:
process ID)# /O fikKER
Apriority value,
TEERF user name RIER
2 process name (ID:
process ID)#I/0 fEHEX
Apriority value,

RTFMR
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=H%1D &5 HE

8001 BER EENAF user name SIERMH
2 process name (ID:
process ID)#IaRERK,

8002 == AP user name SIEAHIE
process name (ID:
process ID)MREMRLHEII.

8003 gL TFENAF user name SIERMH
2 process name (ID:
process ID) kR,

CMD 1 Ul &3 FRIAE

January 24,2022
Workspace Environment Management {E2aT {72 CMD #&==(# Ul #xX Fi51T.

RAERENEERMIETH, FJLUEHZE CMD RRXERE Ul X TRHAE, Hit, EFER EBizHe > 5Rig
BE>EE > TRERTF ENRELRRE, BXFAER, B SRLE,

MERBRBREAEERNEENETT, WE EEBGHKRLAF) JUERETEN LM CMD #x5 Ul 23511
H, Alt, ESMEIREBREXHFRHFIRUTHE.exe XH4#:

+ VUEMCmdAgent.exe, 7% CMD B FiziTRIE,

« VUEMUIAgent.exe, 21F#&E Ul X TiETRIE,

CMD #E=F Ul X Z B X 5!

F CMD R, FEEUTEREI:
o ERIE@IETH, CMD B#XEETHLRTN. CMD BXERIEENIRH,
o @iy, CMD B HF SRR ERATFRE, XL FEERKENR. TN, NAEFSE,
« Bal, CMD AR ZHHEMar L 1TiR1Fo
T UILRR, HEEU T EESI:
o EREETH, UIRXSETRERDIRR.
o Ul RUA] LAR M LA EDL:
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- RONAERF. ATEED KL ENNABERF.

- BRRR. ATEIARBHRATIRE, KENER BA “BEEHE” > ‘SRiRE” > ‘ARREAED
M7 > “EWEEED En+EN ‘BRESHER . BXESZER, FEH FHEET,

- EERF. BTIH “EERMF IRUEEETFREREENERF.

EMERER “RIFAFAEEEREHL” > “SRgE” > “UIREMEL” > Ul REER &5+ ELEE
1#F. BXIFAER, B2H Ul AIEET,

- BENARER. BT “EENARER TEREENAER.

IAMERBA “RAITAREEREHNR” > “SRgE” > “UIREMEWL” > “UI IBED” &+ LEE
NABiERF. BXRIFMES, BHEM Ul REED,

- BIETENL. BT “EETEW TRUEREIRAMTENHEITENE £,

IAMERBA “ATAREEREHE” > “SRgE” > ‘Ul REMEWL” > ‘Ul IBED” &+ LEE
TENHL. BXRFAER, BFSH Ul AIEETL

- R, RIFTAIE, BRAFERIRENAETAE, XEREEEMLIREE. TN, NAEFS.
- B, AVFEITH—IMLL, BT IZMIEEIF KA.

IEMFETEREH G > BRIRE > Ul TRIRMEWK > B8 ETUET -~ ISR BIERIREE. EXESE
B, 1B5F #EaET,

- XF. BEREXRREBRENER.
= iE_H:IIo ﬁitF;fE;él"ﬂ'f—%IEo

EEFREUNBIENBEFMITEY, JUEEERAUTIE ERBREXH®RDTA), mMEEE Ul EXTER
RIE:

+ ResetActionsUtil.exe, BFTAEERETR,

+ AppsMgmtUtil.exe., BFTH “EBNAESR" I&,

+ PrnsMgmtUtil.exe, BTFTH “BIBTEIN” TH,
CMD #=# Ul Rz EEEX .

« CMD RIEEMRIZE, AGEEH. EaLUE WEM RIEBRSE (Citrix WEM REEMNMARSHK Citrix WEM BRZE
FIRs3) ERENERERER (FlH0, ERHEMER) Bo) CMD K12, MALE, EEZAIUFHEA CMD
I,

o Ul REB4kERETT, Citrix WEM REEXHRS BRIRFLLAR RERE, Ul AEARERFREERSEDR,
HNENEERIATEFHER Ul L

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 219


https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/user-interface-description/advanced-settings.html#helpdesk-options
https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/user-interface-description/advanced-settings.html#ui-agent-options
https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/user-interface-description/advanced-settings.html#ui-agent-options
https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/user-interface-description/advanced-settings.html#ui-agent-options
https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/user-interface-description/advanced-settings.html#helpdesk-options

Workspace Environment Management 2311

AR

AL LIFRREIHET CMD RIBA Ul K1,

BRI ERER

July 31, 2020

WUTFEHIEiR/ ) 2F7E Windows 2 E ILE:

INERF BT
1BRUEHR O
BETAH

BRI
EYNRFIEE
BitLocker Ixzhag e
B ERE
EiEEEE
SEERIENIE]
BRiINER
Device Manager
ST
BR

Z2VNGICIE I
RERS
XHHEIRR
S SEIR
FiE
REA

E~E]bian

MSEB R
Microsoft.ActionCenter
Microsoft.AdministrativeTools
Microsoft.AutoPlay

Microsoft.BiometricDevices

Microsoft.BitLockerDriveEncryption

Microsoft.ColorManagement
Microsoft.CredentialManager
Microsoft.DateAndTime
Microsoft.DefaultPrograms
Microsoft.DeviceManager
Microsoft.DevicesAndPrinters
Microsoft.Display
Microsoft.EaseOfAccessCenter
Microsoft.ParentalControls
Microsoft.FileHistory
Microsoft.FolderOptions
Microsoft.Fonts
Microsoft.HomeGroup

Microsoft.IndexingOptions
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AR 557

Internet 31

iSCS| ;5zhas

iSNS Rz 28

B

=

UBILE

BAn
MPIOConfiguration
RILZFNHZ 0

WA I ER
EMfpIT

MEK

RIEFN AR R 2R
BRI

EFFTIEE

e

HIIR X
RemoteApp ML miEsE

Bt
ot

il

iavill

il

FhiE=sia)
Sync Center
XS
TIREBMIRE
ESERSM
HEHRR
TSApplnstall
AP KA

Microsoft.Infrared
Microsoft.InternetOptions
Microsoft.iSCSlInitiator
Microsoft.iSNSServer
Microsoft.Keyboard
Microsoft.Language
Microsoft.LocationSettings
Microsoft.Mouse
Microsoft.MPIOConfiguration
Microsoft.NetworkAndSharingCenter
Microsoft.NotificationArealcons
Microsoft.PenAndTouch
Microsoft.Personalization
Microsoft.PhoneAndModem
Microsoft.PowerOptions
Microsoft.ProgramsAndFeatures
Microsoft.Recovery
Microsoft.RegionAndLanguage
Microsoft.RemoteAppAndDesktopConnections
Microsoft.Sound
Microsoft.SpeechRecognition
Microsoft.StorageSpaces
Microsoft.SyncCenter
Microsoft.System
Microsoft.TabletPCSettings
Microsoft.Taskbar
Microsoft.Troubleshooting
Microsoft.TSApplinstall

Microsoft.UserAccounts
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REESF+4% Windows Microsoft.WindowsAnytimeUpgrade
Windows Defender Microsoft.WindowsDefender
Windows Bk Microsoft.WindowsFirewall

Windows #zshe Microsoft.MobilityCenter

Windows To Go Microsoft.PortableWorkspaceCreator
Windows Update Microsoft.WindowsUpdate

TEX R Microsoft.WorkFolders

L

October 26, 2023
R LA Workspace Environment Management i {E-REREIESSRERIRE ENTHITHEE,
AU T FRAPEAMSSHE:

o HERBRIRE

B “BE kBN MR B8 &

BT REN REME, ‘KB REN REG_SZ: 8, ¥k

“BIE7 REN REE, ‘KB 1%EN REG_EXPAND_SZ: &, #UE
“BF7 ®EN REME, ‘KR %EHN REG_MULTI_SZ: &, #uE

| I R |
R OW N

1
e

AR

ARG ERFRPRE: HENRENAAIKRE. WTFHBENRE, TXHREEDTSH. BX AKRKRE, &
IS SRS

XA SRBRIG BB ThE I

£ AFEEE PEMADS A UERRNFRP#HITEREN ENRIBEE, RO FoiEH R EREEE,

HARBISE R MR

o HENIRE, XEREBNEATIHEN, TEEERITEN.
« APIRE, XERBENERTAR, TRMIIERIIMEITEN.
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ARBIGBETIFIANS L. TBENIRERRFUTIRE,

o HEmE

##FullUserName##
##Userlnitials##
##ClientNamett#
##ClientIPAddresst#
##UserLDAPPath##
##ClientRemoteOSH##

« ADAttribute

- [ADAttribute:attrName]
- [UserParentOU: level]

« HKCU TFrRYEMER

Nz

ERRENAEFFEANBEFRERE: 5917, TEERMSH
A /XHRIEANAREFLE: BiF

fEM URL fEONAEFRE: 1750 URL

o EtRXH

FTENM

o BfREERE

LRI EHES

o BIRREMERE

REPAIRBHER

o BREEER

AR

- BARERE. BIRRMABERNE
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AR

BMMEFRAXENREEY B, MREEATREE, ST ERIEIME.

TR

o OB

Ini x4
o B, B9, BENEITMEIRNE

AE:
Birgt. BirERMNEREFERASIHFTETEY B, NREERIFETE, S8 AR I

SMERIESS
o BEMSHK

X RGIRE

o RERZEMBRERRE

R S&G
+ ~fl: ¥ Active Directory EMITAD * 1ERKMHEE: ** ik Active Directory BMAITLAIL

AR
BXMEFHIFIFROTEIIR, BSRMERGRISZRNTIR.

224
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FATERIR(F

B, BREEMAPIRIEF R RRRSTIREBR BN AR, Workspace Environment Management ({324#%

BTSRRI
st

#Left(string,length)#
#Right(string,length)#

#Truncate(string,length)#

&Trim(string)&

&RemoveSpaces(string)&

&Expand(string)&

SSplit(string, splitter],index)$

#Mid(string,startindex)#

IMid(string,startindex,length)!

AR

REZEMEE HENF .

REAMIEEHRENF .

MRFFAFBRNKENTFHEFTHEEK
B, NREIENFRTH, MRFHIH
HKEATHEEKE, MEOEMNE
EHENFT.
WFF=FT R PRERISTRMERES
%o

IFR=F 15 R BIFE =180

MRFHBEE U IFRMIFIREE
g2, WRzZE,

WRIEA [ EENFDBRBFHRIFD
BFFiE, FREIRSIFFAS.
MFRFEPIVEERSIFE, HiR[E
HGBPmEF.
MFRFBRPIIEERSIFFE, FHik[E

B EHF T,

ISubstring(string,startindex,length\ FrF BB EZRS I FFEA, FiRME

#Mod(string,length)#

AR

EEHENFTT.
RFHFBRBRUKEHREIRE. FF
BB R IR B

Tl

#Left(abcdef,2)#:&E ab

#Right(abcdef,2) # &M@
ef

#Truncate(abcdef,3)#iR
B abc

&Trim( a b c )&;E[E
abc

&RemoveSpaces( a b ¢
)&iE[E abc

&Expand (%userprofile
%\destop)&i&ME]
C:\Users\Jill\desktop
$Split(abc-def-hij
»[=1,2)$&E hij

#Mid (abcdef,2) # g
cdef
IMid(abcdef,1,2) ! &M@
bc

!Substring(abcdef
,1,2) ig[E bc

#Mod (7,3) #i&[E 1

o« FIFRIBEHLZEHSHREM Active Directory BMBI 5, 0: #Left ([ADAttribute
:NAME] ,2)#, H, Yaiid AP NZ#MEM Administrator i@ Ad, $Split(##
ClientIPAddress##,[\.],2)$i&[E 157,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

225



Workspace Environment Management 2311

« IMid(string,startindex,length)! #1 !Substring(string,startindex,
length) ! RERRREHIT.

HSIE
RETEE—MENRINEE, IZETE Workspace Environment Management B, LUFRBIEEA T a0 ER
MR

BEN.ini X4, ST LTE .ini XK R ER Y%UserName%, 74/ Workspace Environment Management
WEBEZXHHBAREZBR. B2, ¥d Workspace Environment Management £ .ini 2855 \WEEME
. ERIREFEMFE LS N %UserName%, siESH ENE.

NTIREREY, ##UserName## (EARHEREEE, HitER %UserName% £ — MERIMMFEEAE, R
i@ ##UserName## 5\ EBHE,

BXRG, BERTR:

by BiBA ANt

##UserNamet## BREY BHIFRTE Jill
“Yousername%”

##UserProfile## RE BNIFIELT = C:\Users\Jill
“Y%userprofile%”

##FullUserNamet# iR[5] Active Directory AP #2  Jill Chou
k=

##Userlnitials## iR[E] Active Directory mpyEF&  JC
EEZSES

##UserAppData## IR [EFFR S R SEPRES S - C:\Users\Jill\AppData\Roaming
RoamingAppData

##UserPersonal## IR [EFFRI B PRER R - C:\Users\Jill\Documents
Documents

##UserDocuments## IR [EFFRR S Y SEPRER1F - C:\Users\Jill\Documents
Documents

##UserDesktopi## IR [EFERI MBI L PRER TR - C:\Users\Jill\Desktop
Desktop

##UserFavorites## IR [BIFFRR S RV SEPRER 1F - C:\Users\Jill\Favorites
Favorites

##UserTemplates## IR [E4FFR A KL PRERE - C:\Users\Jill\AppData\Roaming\Microsoft\W
Templates

##UserStartMenu## R[EFFHR A FHISLFRER R - C:\Users\Jill\AppData\Roaming\Microsoft\W
StartMenu Menu
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&=

##UserStartMenuPrograms##

##UserLocalAppData##

##UserMusic##
##UserPictures##

##UserVideos##
##UserDownloads##

##UserLinks##
##UserContacts##

##UserSearches##

##Hcommonprograms##

##ComputerName##
##ClientName##
##ClientIPAddress##
##pAddress#i#

##ADSite##

##DefaultRegValue##
##UserLDAPPath##

##VUEMAgentFolder##

##RDSSession|D##
##RDSSessionNamet##
##ClientRemoteOS##

iR

IR B4R X A SEFRERF -
Programs

IR B4R X KA SEFRER1F -
LocalAppData

IR [ERFIR S 4 KA LPRER TR - Music
IR [ R EFRERIZ -
Pictures

IR EI4FER S KL PRES 12 - Videos
IR [EHFFR X R EFRER1Z -
Downloads

R [EIHFER S Y SEPRER 12 - Links
IR [EFFR X R EFRERIZ -
Contacts

IR B R EFRERTZ -
SavedSearches

IR [EHFFR X R EFRERTZ -
CommonPrograms
IRETENAER

R[EZ A imiT B E R

REIE iR EALY P sthit
R[ETENBY P sthit
iR

REITENFRER Active Directory
BhE

R[] Y5 P B ME— R DR

IRERIE HFK

REZERERIE ID
REZERERIER M

RO A FERE EIM S ET B
RFRSE

o

Tl

C:\Users\Jill\AppData\Roaming\Microsoft\W
Menu\Programs
C:\Users\Jill\AppData\Local

C:\Users\Jill\Music
C:\Users\Jill\Pictures

C:\Users\Jill\Videos
C:\Users\Jill\Downloads

C:\Users\Jill\Links
C:\Users\Jill\Contacts

C:\Users\Jill\Searches

C:\ProgramData\Microsoft\Windows\Start
Menu\Programs
WIN10OEN-LR3B66L

W2K16ST-51528JP
10.150.153.138
10.150.153.213
NKG

REBIRE] string.Empty

CN=Jill Chou,0U=User Ac-
counts,0OU=APAC,DC=citrite,DC=net
C:\Program Files
(x86)\Citrix\Workspace
Environment Management

Agent

2

RDP-Tcp#72

Windows
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R AR BNl

##ClientOSInfos## REHEHBRMERAER Windows 10 Enterprise 64 {ii

Hash-tag ##UserScreenCaptureComment## SCiE A F = RBRESS. WATEAIUEARE 8488 > VIR
B > BRI TR B FHARIRT, MREEERSARREHRLARFTNREEETS, WeRARE
—ERFR. R B S EXFFE FEHGRER TSR ET L FEIRFRIRPHME,

Active Directory Bt

Z#H Active Directory B, WEM =35 [ADAttribute:attrName] &% 948x# Active Directory B4,
[ADAttribute:attrName] 24F{@ Active Directory BMMEIEIFIE. B—MAXHMESS, ATRERETEREMN
=N

TFAFALAEA (OU) &1, WEM ¥ [UserParentOU:level] {& &% 548 %89 Active Directory OU % #5,
Active Directory #8122 Active Directory FRE9ZEZ B P12 (LDAP), [UserParentOU:level] 2EFH—
=

Blan, BIREBAAFEERN OU MEMKIRENES. o LUFERAMEIREIREPHNEE S [UserParentOU:level]
RENSHETAFE OU, BRI AT UERTIASSHE:

o BEERRIRENERZPEA [UserParentOU:level] sha< ke, Fla0, EaLERUTREZ: \\Server)
Share\ [UserParentOU:0]\.

s HEBE—IMB AN OUMKIETE, ABFHEMEIZRENR [UserParentOU:0], ARG, ErALUSIRENSMET A
\\Server\Share\\%0U%\.

} =r

AR

o AILUEHEFE 07 BinAhS5EER OU ST MRS IMEXT R AT
o EWRILIKBZEMMIBER, EZRITIRGE, BHERERES OU 15 ARSI KEM,

TR R LA Active Directory BI#1TTHIE, £ BIE > ke > {4 > MEKHTIR ETRLE, B FNE, &
LUTH “TEmmiEsie” 80, 7 “WMEMEERM §09F, ERIUERS Active Directory /B 14K BXHI LA T U iE
FfFER:

« Active Directory B4$ITE2
« Active Directory ¢AITEZ

« Active Directory B8 ITER
« Active Directory uh s ITE2

33F Active Directory B4 ILES, mh&FRIEH [ADAttribute:attrName]s.
B SHERI AT Active Directory AAILER, RAZEHLEATREAMRZ 7.
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33F Active Directory BR1ZILED, 5528 LDAP BREMNESShER ##UserLDAPPath##,
S$F Active Directory ik ILE2, zhS<HER ##ADSIte##,

BXRG, FERTR:

=R i8R ANl

[ADAttribute:attrName] R[EIH AP IIEERE S [ADAttribute:name] &E
Administrator

[PrinterAttribute:printername|attrMamtEiE S TENH A IS E B 1% [PrinterAttribute:printerljname]
iR[E printerl

[UserParentOU: level] R[EEFTAFBIR OU BtsEHS! CN=3Ji1l Chou,0OU=User

Accounts,OU=APAC,DC=
citrite,DC=net ##
[UserParentOU: 1] &[4
APAC

AR
AERAEMTR, WEM £% [RegistryValue:<Registry path>] EERABRAEMERME Fla0, AU
FBEUTE:

+ [RegistryValue:HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host\AgentLocation]

XML x4

FER XML 3, WEM 2% [GetXmlValue:<XML path>|<tag name>] @& XML Xhaoss
EATICE. XML BBEAILUERFRERE, USRI ARENTIETE, DIEIRETERY% EE. g0, aLEEE L
TE:

+ [GetXmlValue:C:\citrix\test.xml|summary]
+ [GetXmlValue:%xmlpath%|summary]

INI x4

R EMB.ini X%, WEM £ % [GetIniValue:<INI path>|<section name in the .dni
file>|<key name in the .ini.file>] BfAEE, INl BRETURLRERE, Al IBBITHE
REOFRTE, UIRIFREER% E. fla, FTLEEUTE:
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+ [GetIniValue:C:\citrix\test.ini|PLD_POOL_LIC_NODE_0_0|LicExpTime] =%
+ [GetlIniValue:%inipath%|PLD_POOL_LIC_NODE_0_O|LicExpTime]

EZER
WIER ARSI

TRIETREFHRE, HRERCEERISHE S,

WoRgs MiE UGS
THEN B FRTAS - =
ClientName Tfg - =
285 KLy UM T S z
EAEREILE 2 z
WMI Z 45 RITAD - z
XenApp & #RILED - =
XenApp Xig&FRITE - =
XenDesktop 1% FRILED - =
XenDesktop S & #RILED - z
Active Directory B4 It = =
BIRSHEET IR 3 =
TTEN B MRAILAD - =
7% ClientName [fg - =
TIRE T ST S =
FTAMRE LA 2 =
% WMI &4 RITE - =
XenApp & #FARLTE - =
XenApp Xig& FFAILE - =
XenDesktop & ¥R ILER - =
XenDesktop s2E4H & FARILAD - =
3%%& Active Directory B4 ITE = =
BEERETIRSD = z

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 230



Workspace Environment Management 2311

WRAER MiE ILEEZER
S {ELES I~ 3
TS EILE I~ =
X R A< ILED = =
BB hiR A ILED = =
R Lidl: A= - =
BMETIRSP = =3
BMATETIRF = =
XXX RIFE - =
XX RAFE - =
MBI EEMRE

August 11, 2020

AXNES Workspace Environment Management R IRIEI BAEXBEREMRE,
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About

@ Current Site| Default Site

ﬁ Create

& Edit ? Import Actions & Import Settings

% Export Actions 4 Export Settings

ieedU=o Tl Desktop | Window:

| Environmental Setting Management

|r9 Environmental Settings
Q Microsoft USV Settings

[#] Process Environmental Settings Exclude Administrators

| User Interface: Start Menu
Hide Common Programs Hide Windows Update Force Logoff Button

gl Citrix UPM Settings

YMware Persona Settings
Remove Run from Start Menu Lock Taskbar Turn Off Notification Area Cleanup

Hide Administrative Tools Hide System Clock Turn Off Personalized Menus
Hide Help Hide Devices and Printers Clear Recent Programs List

Hide Find Hide Turn Off Computer

| User Interface: Appearance
| ﬁ Actions set Specific Theme File Set Background Color

I ﬁ Filters ! Yawindir YeYyesources\Themes\aero. theme | I Grzy

I Assignments 1 Set Spedfic Visual Style

I ﬁ System Optimization i %ewindir % \resources \Themes\Aero\aero. msstyles

rﬁ-ﬂhes and Profiles Set Wallpaper

I ﬁ Configured Users ! |

- [ Transformer Settings |

- [ Advanced Settings

- [ Administration

I Monitoring

¥ Connected to : LABB € Current access level @ Global Full Access i

2R HKCU\ %4\ #%k\ Windows\ HaikRas\ 588\ HRE
13
ERFR NoCommonGroups

=B DWORD
ERAE 1

ZRE 0

IEFERNE REBFRBRS

M TR REHRRE BT

RE=H HKCU\ %5\ 5\ Windows\ HaThR7A\ HErg\ BRE
e
[EEZE NoRun
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M FHR” REHRRR BT

(EESid] DWORD

BEAE 1

ZRE 0

ETERNE RIBERNRS

feEEETAa

RE=H HKCU\ %\ #x\ Windows\ HaThRA\ FREE 238\
=k

(=R Start_AdminToolsRoot

[EESid] DWORD

BEAE 0

2RE 1

EERE RIBBAANRS

[SE=EE)

RE=H HKCU\ %\ #5x\ Windows\ HaThRA\ H88\ ZRE
i

=B i NoSMHelp

B DWORD

BEAE 1

2RE 0

EERNE RIBBAANRS

PREEK

RE=R HKCU\ %\ #3x\ Windows\ HaThRA\ H88\ ZFRE
i

BRFR NoFind

B DWORD
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PREER

BEAE 1

ZHE 0

ErER R RIBBAANRS

FREEOEN

RE=H HKCU\ %\ #x\ Windows\ HAThRA\ H&\ ZRE
i

=B i NoWindowsUpdate

B DWORD

BEAE 1

2RE 0

IErEREE RIBBAANRS

BIEESE

RE=H HKCU\ %4\ #x\ Windows\ HaThRA\ H8&\ BFRE
IH23

ERFR LockTaskbar

B DWORD

BERAE 1

2RE 0

IE7EREE ERNHRS

PR RS AT s

REZH HKCU\ %45\ 3\ Windows\ HaThRA\ H88\ BFEE
IB3s

[EE=E HideClock

B DWORD

Sy =)L 1
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PR R ST

2RE 0

IErERbEE RIBBAANRS

FRRHE & FFTENN

RE=H HKCU\ #x¢\ %0\ Windows\ Haihias\ BREIES\
=24

(=R Start_ShowPrinters

B DWORD

BEBBE 0

2RE 1

IE7ERbEE RIBBAANRS

PRk AT BN

RE=H HKCU\ ¢\ %\ Windows\ Ziaihias\ 58\ FRE
=

EE= NoClose

EES] DWORD

BEEBE 1

2RE 0

IE7EREE RIBAANRS

SRHE IR

REA HKCU\ #x\ %\ Windows\ Zaihias\ S8\ ZRE
bt

BRI ForceStartMenuLogoff

EES DWORD

BEEAE 1

2RE 0
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SREESHR

IEfERbIE REBIAARS

KB X ETE

REHA HKCU\ %4\ #5k\ Windows\ HaikRas\ 588\ HRE
b

E&FR NoAutoTrayNotify

(EE%is) DWORD

ERAE 1

BHE 0

IEfERbE B REHARS

KMME RS

REA HKCU\ x4\ #%k\ Windows\ HaikRas\ 58\ HRE
2%

ERTR Bhexe

(EEiS DWORD

ERAE 0

BRE 1

IEfERbIE B REHMRS

BRREERFTIR

RER HKCU\ %4\ #k\ Windows\ HaikRas\ 58\ HRE
i

ERFR ClearRecentProgForNewUserInStartMenu

=Bt DWORD

ERAE 1

BHE 0

IEfERbIE B REBRS
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BESTE T

REZH HKCU\ #x45\ 588\ #54k\ Windows\ ML
[EEZE ThemeFile

[EESid] REG_SZ

[S3=):EL THI B hIgE R

ZRE BEREE

EERE B RETHIARS

BRELSOE

REA HKCU\ =HEiR\ it

ERR BE&

B REG_SZ

BEAE fEgeE (RGB)

2RE BEREFEE, 5E 00 (MRLAEENE)
ErER R RIBBAANRS

BRERENMEER

REZEA HKCU\ e\ 588\ #3k\ Windows\ ML
B&FR SetVisualStyle

B REG_SZ

BERAE = A hIEE R

2RE BEREE

IErEREE BERERS

KB

REZH HKCU\ %45\ #x\ Windows\ HaThRZA\ H88\ &%
ERFR BEA
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B

(EEiS REG_SZ

ERAE IR AhiEENRE

BHE BEREFE

IR B RIAARS

RE=A HKCU\ %44\ #3x\ Windows\ Zaihias\ 5L\ R4
EEZEu WallpaperStyle

ERE REG_SZ

ERAE BURFHVE

2RE BEREE

EfERME B REHIARS

REA HKCU\ 244\ 73R\ Windows\ Zaikias\ 5L\ R4
=B i TileWallpaper

EEiS REG_SZ

ERAE BURFHUE

BHE BEREFE

EfERb B RIHIARSS
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@ Current Site| Default Site

ﬁ Create
&) Edit

|.-9 Environmental Settings

e | @ Delete

ﬁj Microsoft USV Settings
gl Citrix UPM Settings

YMware Persona Settings

- [ Actions

" ﬁ Filters

I ﬁ Assignments

- [ System Optimization

rﬁ-m-.caes.and e

I ﬁ Configured Users

- [ Transformer Settings

- [ Advanced Settings

- [ Administration

I ﬁ Monitoring

¥ Connected to : LABBROD1

Reﬁesh ? Import Actions & Import Settings

Control Panel | Known Falders Managem: SBC [ HVD Tuning

| User Interface: Desktop

Hide My Computer Tcon Disable System Properties Hide Metwork Tcon

Hide Recyde Bin Icon Disable Recyde Bin Properties Hide Network Connections
Hide My Documents Icon Disable My Documents Properties Disable Task Manager

Go to Desktop instead of Start

| User Interface: Edge Ui

Disable Switcher

Disable Charms Hint

€@ current access level : Global Full Access .

R e P A AT

IEFERNE

HKCU\ 44\ 3\ Windows\ HaihRas\ 5B\ n 4z

{20D04FE0-3AEA-1069-A2D8-08002B30309D}

DWORD

1

0
ERITHIARSS

PR e s E AR

HKCU\ 2\ #x\ Windows\ M #ihRas\ 5588\ n #s

{645FF040-5081-101B-9F08-00AA002F954E}

DWORD
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SEAE LS

BRAE 1

ZRE 0

IETERNE ERITHIARSS

PR TR EAR

REA HKCU\ #x#\ #3k\ Windows\ ZaihRas\ SRS\ n #2
BRI {450D8FBA-AD25-11D0-98A8-0800361B1103}
[EESES DWORD

BERE 1

BRE 0

IETERNE ERIFHIARSS

RIREMAR “Fia”

REA HKCU\ #f4\ #4k\ Windows\ HaikRas\ FREEE\
BailE

=B i OpenAtLogon

=B 5t DWORD

EEAE 0

ZHAE 1

IETEALEE BREMRS

HREAKREMN

REREA HKCU\ 5\ %\ Windows\ Ziaihias\ 8\ FRE
b

BERFF NoPropertiesMyComputer

=Bt DWORD

EEMRE 1
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BRRASREN

BRHE 0

IEfERbIE RIEVERHARSS

B REsEN

RE=A HKCU\ 244\ 53R\ Windows\ Haihias\ 5kEg\ ZIRE
3R

BB NoPropertiesRecycleBin

(EESig DWORD

EERE 1

2HE 0

IEfERbIE RIEEAEHARSS

BRI EREM

RE=5A HKCU\ 244\ #3x\ Windows\ Haihias\ 588\ ZIRE
i

E&FR NoPropertiesMyDocuments

(EEis DWORD

ERMRE 1

2RE 0

IEfERbIE REBIBABRS

PRI B EIR

REP HKCU\ %4\ #3k\ Windows\ HaikRas\ SBE\ n 42

E&FR {FO2C1A0D-BE21-4350-88B0-7367FC96EF3C}

(EE%id DWORD

ERMAE 1

ZRE 0
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PR 4R B AT

IErEREE ERNBRS

PR L EE

RE=H HKCU\ %\ #x\ Windows\ HaThRA\ H88\ BRE
fi=

EE= NoNetworkConnections

B DWORD

BERAE 1

2RE 0

IErEREE RIBAANRS

PRESEES

REA HKCU\ %5\ #x\ Windows\ HaThRZA\ S8R\ &4

BRI DisableTaskMgr

(EESit] DWORD

[SY=):EL 1

2RE 0

IE7ERE REBFBHNRS

B RS

REA HKCU\ ##\ #3x\ Windows\ Haikias\ Siiestuig\
EdgeUl

(2R DisableTLcorner

B DWORD

BERAE 1

2RE 0

IErERbEE ERNHRS
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BRBARER

REA HKCU\ ##\ 3\ Windows\ HaikRas\ Sii2stibig\
EdgeUl
EE=E DisableCharmsHint

[EESiS DWORD
BERE 1

RRE 0

IETERRIE ERIHIARSS

About

@ Current Site| Default Site '| & Delete

e Create

gl Disconnect @. Edit Refresh ! Import Actions i Import Settings

B Connect 4 ExportActions 7 Export Settings

Start Menu | Desktop (WUIGGLITASY M Control Panel | Known Folders Management | SEC [HVD Tuning

| User Interface: Explorer

|.-9 Erironmental Settings

ﬁj Microsoft USV Settings

Prevent Access to registry editing tools Remove Network Context Menu Items Disable Explorer Context Menu
gl Citrix UPM Settings Disable Silent Regedit Hide Libraries in Explorer Disable Taskbar Context Menu
VMware Persona Settings Prevent Access to the command prompt Hide Metwork Icon in Explorer

Disable Cmd Scripts Hide Programs Control Panel

Remove Context Menu Manage Item Disable Windows Security

| Drives Restrictions

Hide Spedfied Drives from Explorer Restrict Specified Drives from Explorer

—— e Add g
- [ Actions

-ﬁFiﬂem | Remove | Remove

I ﬁ Assignments

- [ System Optimization

rﬁ—hhes and Profiles

! Configured Users

- [ Transformer Settings

I ﬁ Advanced Settings

- [ Administration

I ﬁ Monitoring

W Connected to : LABBROO1

PRI EARRIE TR

RE=A HKCU\ #xff\ #5k\ Windows\ HaikRas\ B8\ R4t
H&FR DisableRegistryTools
=Bt DWORD
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FHIEFIEEMREE T A

BEBBE ZEBIIMRmES? 2: 1

ZHEE 0

ErER R RIEBEBRS

PEIEA IS SRR AT

R HKCU\ ##F\ 58\ R4t

EE= DisableCMD

B DWORD

BEEBE BEEE Cmd f#IA&? 2: 1

ZHE 0

IEfEREE REBFBANRS

fER_E TSR A BRI

R HKCU\ #x\ %\ Windows\ HaThias\ SR\ ZEE
bt

BB NoManageMyComputerVerb

e DWORD

BEEAE 1

ZHE 0

IE7ER R REFBENRS

TRIBRMILE £ TSI

REZHA HKCU\ #x\ %\ Windows\ Ziaihias\ FK\ FRE
IB3s

ERFR NoNetworkConnections

(EESat] DWORD

BEERE 1
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HBRIALE TSR IR

ZRE 0

ErERE RIBRABNRS

R E IR PIaREE

R HKCU\ £\ #4%k\ Windows\ ZiaihRas\ 5888\ n #g2
ERTR {031E4825-7B94-4dc3-B131-E946B44C8DD5}
EHE DWORD

EERE 1

2RE 0

EERE B RERS

FaE R R E IR EAR

RE=H HKCU\ %\ )\ Windows\ HaTARAS\ 5588\ n #&zs
BEEHR {F0O2C1A0D-BE21-4350-88B0-7367FC96EF3C}
EHE DWORD

=y =)L 1

ZRE 0

EERE B RENRS

FRE =S R

REH HKCU\ %\ ##3x\ Windows\ HaThRZA\ H88\ 2%
ERHR NoProgramsCPL

EHE DWORD

=y =)L 1

2RE 0

EERE RIBRABNRS
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#=/E Windows &2

RERP HKCU\ %\ #zx\ Windows)\ Haihkas\ 588\ FRE
122

ERFR NoNtSecurity

(EE%is DWORD

ERRE 1

BRE 0

IEfERbE RIBIHARIRS

ERAREESS ETERE

REHA HKCU\ %4\ #i#x\ Windows\ Haihas\ 588\ HRE
1Bas

BB NoViewContextMenu

EEid DWORD

BRAE 1

ZRAE 0

IETERbIE RIEBRABNRS

BERESE LTSS

REH HKCU\ 4\ #i#x\ Windows)\ Haihas\ 588\ HRE
333

=B i NoTrayContextMenu

=B 5t DWORD

BERAE 1

BRHE 0

AR RIBIAANRS
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MFRE RS PRIRIEE IR RN

R

BRI
BExE
BRRAE
ZRE
IETERbEE

MFERE IR PRFIHE E R KT 2R

RE5A

BRI
EESE
BERMAE
2RE
IEFEAME

HKCU\ %8\ #x\ Windows)\ Haihras\ 588\ HRE

S
NoDrives

DWORD
EEURTFEENREDES
= (ERIZmMIER)
ERIIARS

HKCU\ %4\ #i#x\ Windows\ Haihas\ 588\ HRE

e
NoViewOnDrive

DWORD
EEURTFEENREDES
= (ERIZHMIER)
EREBIIRS
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@ Current Site| Default Site
ﬁ Create
&) Edit

Start Menu Windo

| User Interface: Control Panel

|r9 Environmental Settings —ﬂ|
Q Microsoft USV Settings

Hide Control Panel

gl Citrix UPM Settings Show anly specified Control Panel Applets Hide specified Control Panel Applets

Mware Persona Settings Display h Add | Add i

- Remove jo-Remove

- [ Actions
" ﬁ Filters

I Assignments

- [ System Optimization

rﬁmraes.and e

- [ | Configured Users |

- [ Transformer Settings

- [ Advanced Settings

- [ Administration

I Monitoring

¥ Connected to : LABBROD1 € Current acco evel : Global Full Access i

FREE S mE R

REA HKCU\ %5\ %0\ Windows\ Haihias\ FK\ FRE
s

(EEZE NoControlPanel

(EESat] DWORD

ERRE 1

2RE 0

EfEREE RIBRABNRS

NERIEENEHERVESF

REA HKCU\ %5\ 5\ Windows\ HaThR7A\ HErg\ BRE
e

BB RestrictCpl
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R ETEEBEHER MERF

EESE DWORD

ERAE 1

BHE 0

EfERbEE HRIBIAARIARSS

HFETRVFHNER

RERA HKCU\ 244\ #3x%\ Windows\ Haihias\ 588\ ZIRE
1288\ BRI CPL

BB MERRS| (M 1 FaHBhEE)

EEd REG_SZ

BRAE AppletName

ZRE =/Emits

EfERME RIEEAARS

Fefs E R H EiR 2R

REP HKCU\ %4\ #3k\ Windows\ HaikRas\ 588\ HRE
1228

EE2E DisallowCpl

(EE%is DWORD

BEEAE 1

2RE 0

IETEAME RIZEAEBARSS

TSN R NER

RERA HKCU\ %4\ #%x\ Windows)\ HaihRas\ 588\ HRE
B2\ RAVFER

BRI INMEFZERS| (M 1 FFaHBERNEE)

=B REG_SZ
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NFENRAFRNMERF

BRAE

AppletName
=/EMipR
RIEEBIARSS

@ Current Sit=| Default Site

ﬁ Create

|r9 Environmental Settings

Reﬁes;h ? Impart Actions i Impart Settings

StartMenu | Desktop | Windows Explorer | Control Panel [EESsGIniEsEEA SERERE Ml SEC [ HVD Tuning

| Known Folders Restrictions

—

m Microsoft USV Settings
1 citrix UPM Settings

YMware Persona Settings

Digable Spedified Known Folders

| Add l

) Remove

- [| Actions

I ﬁ Filters

- [ Assignments

- [ System Optimization

rﬁmmand Profiles

I ﬁ Configured Users

- [ Transformer Settings

I Advanced Settings

- [ Administration

! Monitoring

¥ Connected to : LABBROO1

€ Current access level : Global Full Access .

BREENBEMXX

IETERbE

HKCU\ %4\ 5688\ R\ Windows\ ZiREE 28
DisableKnownFolders

DWORD

EEURTFIEENIRENES

= (BEROZEMER)

B RERS
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NFEMEANXARX

ANE

REZH
[SFi[:spgi=d

BERTR EREANXHFRAM

BExE REG_SZ

ERAE EEBNXHFRAM
ZRE =/E Mtk

IETERbEE ERIHIARS

HKCU\ %4\ 588\ 30\ Windows\ ZREESs\ 2H

@ Current Site| Default Site

e Create

@. Edit Refresh ? Import Actions i Import Settings

Start Menu Windows Explorer | Control Panel | Known Folders Management |[Ezlefisilnl ¥yTyls]

|@7 —— H| | User Environment: Advanced Tuning
Disable Drag Full Windows

Disable SmoothScroll
Q Microsoft USV Settings O

Disable Cursor Blink Disable MinAnimate

i citrix UPM Settings
VMware Persona Settings Enable AutoEndTasks
WaitToKillApp Timeout
20000

Set Cursor Blink Rate

Set Menu Show Delay

[ Actions
I ﬁ Filters

i ﬁ Assignments

10

Set Interactive Delay

a

- [ System Optimization

rﬁ-mrie_-.nnd Profiles

- [ Configured Users |

! Transformer Settings |

- [ Advanced Settings

- [] Administration

i ﬁ Monitoring

¥ Connected to : LABBROD1

€@ current access level : Global Full Access .

ERiEmBEIED

REA HKCU\ 1=#IEiR\ =
BRI DragFullWindows
EEs REG_SZ
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SHEMEEIENEO

BEBBE 0

ZHEE 1

ErER R BEREHRS

2 FATINIGE

R HKCU\ #=HImiR\ Sm
EE= DisableCursorBlink
B DWORD

BEEBE 1

ZHE 0

IEfEREE EREAIRS

B A AutoEndTasks

RFZA HKCU\ =4IE1R\ SE
[EE=E AutoEndTasks
B DWORD

BEEAE 1

ZHE 0

E7ERE EREMRS

WaitToKillApp #&at

RER

HKCU\ 1=#IEiR\ =
WaitToKillAppTimeout
DWORD

BiREE

20000 (1)v#0)
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WaitToKillApp et

IEfERbIE BEREHMRS
REATANRER

RERA HKCU\ #=#ImEiR\ =
BRI CursorBlinkRate
=Bt DWORD

EEmRE BEREE

BHE 500 ()\#%)

IEfERbIE EREHIARS
REXRBRRIER

REP HKCU\ 1=#ImEiR\ =
E=FR MenuShowDelay
(EE%is DWORD

ERMRE BEEE

BRE 400 ()\#5)

IEfERbE ERITHIARS
REBRERER

RERP HKCU\ =4Ik \ =&
BB InteractiveDelay
=Bt DWORD

BERRE BEREE

BRE = /EMibR

IE7ERbE B REHRS
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#/ME SmoothScroll

R
BRI
BExE
ERMAE
ZRE
IETEAME

/A MinAnimate

REHA
BRI
EESEE
BRAE
BHE
IEfEAME

March 31, 2022

HKCU\ 1=#ImEiR\ =
SmoothScroll
DWORD

0

1

EREBIBRS

HKCU\ =4Ik \ &
MinAnimate
DWORD

0

1

ERNHARS

Workspace Environment Management & FifER 4, S UFERAXERGREERERAF HRRNE
T BXREEERFISHEAXLERGMNELER, FSMTIES.

ERLTIRER AR, FERUA TR

s MRAEREERIENSIIERIFRA L

- ‘BRE REEEIREINNEF RS,
- BN M FPmTE 2EAEEN.

o MRABREAMELETR L, WRGINFES “FRE BERHETER.
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FIRAR

FHR(ERE
FHRLE R KA
FHRIE

iz

FIRIR
FHR(ERE
FHRLE R

FUARIE &

FIERAR
FHA(EARE
FHR(EAE

FUHRIE

FHRM
FHR(ERE
FHRLE R KA
FUHRIE A

HENZIRTE

FER

[l e

FRB

B—Z#Mit: Computername Multiple tests (OR):
Computernamel;Computername2 Wildcard (1
EATFZ) : ComputerName*

MR LFTENZHS MR ETE, M&E true, FUA
false,

ClientName tE2

&R

FrFH,

BAZFFMR: Clientname Multiple tests (OR):
Clientnamel;Clientname2 Wildcard (t2:EBEF%
) : ClientName*

MBELHFEFFHBFSWAELTE, WRE true, {NA
false,

IP stk ILAg

&R

IP sudk,

BALZIRMIR: IpAddress Multiple tests (OR):
IpAddressl;lpAddress2 Wildcard (HBERFZ1) :

IpAddress* Range (also works with multiples):
IpAddressl-IpAddress2
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KB IP sttt ITAZ

iR[E] MR LFIITEMN IP it 5N ELEE, WA true, TN
7 false,

SHEWR ZF % IP HisitITED

FREAEEE TER

FRERLE R AR IP ik,

FRERE BAZFFMR: ClientlpAddress Multiple tests (OR):
ClientlpAddress1;ClientlpAddress2 Wildcard (2
iEATZ) : ClientlpAddress* Range (also works
with multiples): IpAddress1-IpAddress2

iR[E] MNRYFIEF i P k5N ELE, MWRE true, &
> false,

£HEWF Active Directory 5= ITER

FREAERE TER

FRERLE R AR ENiXH Active Directory s BB R,

FRERIE JESHE RiL R E T,

iR[E] MNRIEE RS Haiih A 0Li2, MRE true, TNA
false,

SHEWR i

FREAEREE TER

FREAZE RATY 28N (Fian: 28—),

FRERIE A B2kt DayOfWeek Multiple tests (OR):
DayOfWeekl; DayOfWeek2

R[E MRSKEMAELTE, WA true, FMA false.
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FHRIT IR T = 0TED

FRHA(EREY FRB, MATEHRF.

TRHALE R KR FRB. MXTEMTHAE,

TRHAIEA B2 value Not null test: ?

IR[E] MBEFAFRETERMELE, NEE true, FNH false,

R M RELE

FRR(EREY FHBE. EMNXREMRENTEREZMEM. =~Fl: *
&I HKCU\Software\Citrix\TestValueName

FRERLE R AR FRB, MIXHSEMRIAFHEAE,

FRERE A B2 value Not null test: ?

IR[E] MRFMEREFEBELTE, NiRE true, BNA false,

R WMI &4t RITEE

FRHA(EREY &R

TRHALE R KR FRE,

FEREE BRI WMl i, EXFAER, EBHA
https://docs.microsoft.com/en-
us/windows/win32/wmisdk/querying-with-wql,

IR[E] MBEEHHINALERA true, FNH false,

R R EXRTE

FRHER(EREY TiEH

FRHRLE R LR FRE,

EREE wNER ISO ESEM.

IR[E WMRAF ISO BESEMEIgEMELE, NiRE true, &

My false,
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E LA AP AmEmESILE

FRHEA{EEEY TiER

FRHpLE R 2R FHE, BINFERISOEBEBSEM. =HEE

FRHERE A AN FER ISOESEM, FOEE

R[] WRAF UIISO B AIr5EEELE, M true, &
7 false,

ESLEA AP SBC #RAA

FRHp{EREY TiEH

TR R AR MFURAFERR,

FEAIE A REH

R3] MBEAF ETX (BAGNSEHNEBIER) S5i%EEEL
f2, WA true; ZNK false,

LA BIERFTARLR

FRHA{EEY TiEH

FRHpLE R LAY M Dropbox #i#%,

FRHRE A TiEH

R3] MBHENTEERE (xX64 5 x86) SiEEEILA, M
true, BNJ false,

ESEA EERS

FRHA{ESREY TiEH

TR R AR M Dropbox sk,

FRHRIE A TiEH

iR[E] MBERRS EXMBEY) SiEEELE, A true,

¥ false,
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FIRAR

FHR(ERE
FHRLE R KA
FUHRIE

iz

FIRIR
FHR(ERE

FHRLE R

FUARIE A

pdEl

FHRM
FHR(ERE

FHRLE R

FREREA

R[]

FERAR
FHA(EAE

FRHRLE R KA

FHRIE A

ix[a]

Citrix Virtual Apps hrZ<ItEz

&R

FREB, Citrix Virtual Apps kZs. =fl: 6.5
TiEH

INRIRASEEELE, M7 true; TR false,

Citrix Virtual Apps 172 #RILE

TiE

Ff&, Citrix Virtual Apps &% (BB 6.5),
T .
&R

NBLISEEELE, MM true, BN false,

Citrix Virtual Apps X% #RITAD

FER

=75, Citrix Virtual Apps KI&H (R 6.5).
Tl i
FiE

MBLISEEFELE, NMiRE true, BNJ false,

Citrix Virtual Desktops 1% & #RILEZ

&R

F# P, Citrix Virtual Desktops & # (REARZs 5).
il .
&

MBRIRSEEELE, NiRE true, BN false,
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SRR Citrix Virtual Desktops =48 #RILED

FREAERE REA

FRHAZE RATY FF&, Citrix Virtual Desktops Es=EATRA: 4H.

FRERE A TER

R[5 MREMREEEETE, WiRE true, FA false,

SHETF Citrix Provisioning BR{&IET

FREAEE TER

FRHRLE SRR M Dropbox #rif#%,

FRERE & TER

z[E| R YaT Citrix Provisioning B 5% E EILEL,
N7 true, BMH false,

SHETF EFis 0S

FREAEEE TER

TR R AR M Dropbox mri%#,

FRERE TER

iR[E] MRYFEFIHRERASREBLER, MRE true, &
7 false,

SHEWR Active Directory %X [ILEZ

FREAEEE TER

FRERLE R AR Fi &, MK Active Directory BBEHIB R,

FRHRIE BAZHNR: AEITER LDAP BRAZEE RN :
OU=USERS * 27 %H: 9S2R%E (;)

&[a] MREMEERMELER, WRE true, N false,
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SRR Active Directory EMILED
FREREAEY FREB, BMiXA Active Directory BMME M.
TRHALE RATY FRTEB. BMliXH Active Directory EBMHERTIEAE.
FRHERIE A BENE: EZMEXE: BHS () 2REENRIE
null:?
iR[@E MREMEFERERE, NRE true, FNA false,
SRR EMHEETIRF
FRHAESEEY FiH, TEMFIREERLAEFERN XML 5I1RH
SEEEN MBS,
FRHALE R R Fis, BEFIRDEHRMNE T/ ENHEE,
FRHRE A FRH
iR MBEEETIRNBFR/ETHIRERNE, WA true;
&ANA false,
SRR REITENZFRTE
HEEHTA iz1T ComputerName Match :REHEKRBILER (90
F5 false, MREl true, &H true, MR false). &
KFMER, ESREMY ITENB LR
SRR % ClientName Itf?
AERGTA BITEFIHBMLEHREERNER RAR, MR
[El true, WMRA true, MRER), EXFHER, FS
F %4 clientName [TEL,
SRR 3% IP HuhtITED
AERGTA iG1T IP it CFRRHIREIER LR (MRAR, WRE

true, WRA true, MRER). BXFRES, FSH
S IP st ILEC,
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SR SEZE P 1P #iikITEg

EEHTH BITEP I P #itCREHROBRMNER GIRAR, N
iR[E true, MEA true, MIREHR), BXIFMER, &
BIAKMS B IP #hit Iz

SRR %A Active Directory ifi = ILED

AEEHITA 51T Active Directory ih R ILEHIREIHE/R FIZER (30
FRR, MRE true, 0RA true, MiRE false). &
XiFMER, BEBIIEM Active Directory i = ITE?

EHBF T BT S0TE

R

AEFRHITA

BITHETENRAREERNER WREAR, WiERE
true, tNE A true, MHRE] false), HXFMER, BS
1% IR IS T B LA

E LA TR ELE

HEEETA ETEMRETRHROERNER WRNR, WERE
true, tNE X true, MHRE false), HXFMAELE, BFS
& SEMRELE

FHRFR T WMI &if45 RITED

AEEGTH BT WMI 4 RILEHREMER LR IR AR,
NRE true, NRA true, MHIRER) ., HXFMAEE,
ESFE%E WMI TigERITE,

SRR TR ER X TE

ERGTH ETRAPERCREFREERNER WRNR, WERE

true, WEA true, WiRE false). EXFMER, ES
B AP ER X LA
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FHRM

E&AETH

FIFRIR

EHHITH

FIFRIR

R
N

AEFMHITA

FRAR

Al

He
=N

TR

FIFRIR

ERHITH

REAPRmES T

THARPAEIBS LEFREHERNER RAKR, W
R[E true, MM true, MR false), EXFMER,
BEHEEE BR UlLES e,

iz

%A Citrix Virtual Apps iRz ITE

&7 Citrix Virtual Apps iR ILEIH IR B8 & F94E R
(W8 7R, MERE true, MERA true, NR[E false),
BEXFMER, BBAEY Citrix Virtual Apps fRrzIT
fico

%% Citrix Virtual Apps 172 #RITED

&7 Citrix Virtual Apps & FRICEH R [EFE /R FULE R
(NRBE, WERE true, IARA true, MR false)s
BEXFMER, BBAEY Citrix Virtual Apps &1
UL,

%% Citrix Virtual Apps X132 #RILEZ

izT Citrix Virtual Apps X1z & #RILECH R 148 & 45
R (WERFE, WRE true, 3ARA true, NERE
false). HX¥4MER, ESREMH Citrix Virtual
Apps X33 & FRICAT,

%% Citrix Virtual Desktops 17 & #RILED

izT Citrix Virtual Desktops 18 #RILER HiR [E48 2 #Y

#£R (WRAEB, WRE true, WRH true, MRE]
false). BX¥4MER, ESRAEMH Citrix Virtual
Desktops 17 & FRILHED,
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SR 8% Citrix Virtual Desktops =E4H & #iILEZ

AEFRGTRH ia17 Citrix Virtual Desktops sS4 & #ILEH R [l
REVLER (GIRFER, NWERE true, TRA true, NR[E
false). BxX¥MEE, ESREKH Citrix Virtual
Desktops 4 & #RILED,

F1HRFR %A Active Directory &2 IR

ABEFKRHITH 51T Active Directory BSZLEHIREIHER LR (W0
R, WRE true, RA true, NiRE false). &
*FMER, EBHEY Active Directory i1ZILED

SRR %A Active Directory E T

AEFKHITAH EITEMEMERELRAREHERNER WRARHR, W

R[] true, RH true, MIRE] false). BXFLER,
BEBRKMY EE R

SMHEF BIFFERETIRR

AEEHITA BITEFHEMTIIRF, HREERNER WRAR,

MRE true, WMRA true, MG false), BXIFME
B, BBREMH BFREETIRP,

KHRM EFiniztz OS ITEd

FREAERE TER

TRERLE R AR M Dropbox mhi%#,

FRERIE A TER

iR[D] MRYRIEER P IHRERAS EEELER, MiRE

true, BNH false,
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4R TE P i R ER S ILED

HEEHTA BITEPIRTIRRERAZLEFREERNER WREA
R, MERE true, WRK true, MERE false), HxX¥
AER, HBREY TP imTiE 0OS i

SRR EHAS{EILED

FRHAE R FH, FRAFETERBIFICHEREESRIER.

TRHALE KR FRBR, MIRTALAITHAE,

ERIEE g#zmis: value Not null test: ?

iR[E] MREEDSREANEREBLELE, WK true; FNH
false,

FHRIR T EhS{EILED

HEEHTAH BTESEREFROERNER MNRNER, NHRE

true, WRA true, NR[E false), BEXFMELR, EFS
&4 BhASEILEALD,

4RI BREFEIRS

FRHp{EREY TiEH

FRHALE R AT M Dropbox mrif#%,

THRIEE TiERA

R[5 MR YR REFIRSLEEEE, WA true, FNH
false,

MR TE P iR ERSITE

HEEHTH BITEPHRRERASLEFERERNER GIRAR,

MHRE true, N8N true, MR[E false), BXFAE
B, B2R%H TP 0S ILiE
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SRR Active Directory 4AITED

FREAERE TER

FRERLE R IR FRBE,

FRERE A BALZIFMR: 4B NetBIOS &R (iH\ AR) Z i
(OR): AR 1;48% 2

iR[E] MRYFIEAARESMNERE, WA true; TUH
false,

SRR %A Active Directory 4AITED

AEFGTA iz1T Active Directory ALFRHREIER LR (WNR
7R, MR[El true, FNRHK true, MR[E false), BX
WAMER, 521A% % Active Directory 4HITED,

SHETF X hRZASILED

FREAEREE FRB. EMAHNSHNTTEREME .
Tl C:\Test\TestFile.dll

FHpLE R YR FR&B MRS FHEAS AR S

FRERIE A B2 Mix: value Not null test: ?

iR[D] MEEMREFEEETE, N&RE true, FNA false,

SHEF BB X AR A ICED

AEKREITH BIIXHRALEHREERINER (MRAEKR, WiRE
true, W8 A true, MG false), BEXFMER, EHS
IR 5% >k AsITAg

SHEF MEEIZIRTS

FREAERE FER

FRHEALE R AT M Dropbox mri%#%,

FRERE A TER
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4R MEBIEIEIRTS
R[] MBYRINEIEERES S EEELE, WiRE true, TN
7 false,
BE.

EERAERTRAREMEARERFEHLRE 2, BEEUTEN. NRELAGNAFREERAMNNARER, BT
‘i R FRPBANAREFONLERZM. MRELFNEZREELATNRE, BT LS RFRPEAN
SKENEAH R,

SHETF BARGHNEBRETF

FREREZEEY TER

FRHAZE RAETY FRB. BRHARNEM (Citrix Virtual Apps/Citrix
Virtual Desktops/RDS).

FRERIEIE B—ZHit: BXmHNEREHREZ N (OR):
Namel; Name2 @&&lit: &~

iR[E] MBHFERGENERZMSMAELTE, WA true; TN
7 false,

SHEF ZIFETIRAP

FRERESEEY FRIHR, TEMTIREERLARFERDN XML FIRH
SRR,

FRHRLE R YR FRHR, BEEFIRPERNBIFNTRE,

FRERE A FRE

R[] MNRIEEFIRTB IR/ EXPEERFTE, NG
true, &M false,

SHEF BIFREFIRF

AEFHITH BITRMMITFIIRDP, REHERNER ORARE, MWK

M true, fRA true, WREIR), BEXEFMER , BS
BB IRETIR P
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FKHBM S [ AFE

FRHR(E LR FEA

FREALERISEY FR &

FRERIE EMHANOXHERFRE HIXMHK) HWTEERER,

R[5 MRIEEN NG RAFBEFE, WRE true, TR
false,

FHRM XA [ XK FE

AEFRHITA BT/ XHREFEFHREERNER NRAR, Wik
[E] true, dNRA true, MM false), BXFHMER,
BEBIRAR XX R

FHRM DateTime [Tz

FuHR(ELE FEFM

FHRLE RKEY DateTime fEAFRFER, MidH B EA/BTIEL,

FRERIEE Single Date: 06/01/2016 Date Range:
06/01/2016-08/01/2016 Multiple entries:
entryl;entry2 Ranges and single dates can be
mixed

iR[E] MRNITHE/MNESERIEEXBTE, WA true, &
7 false,

SHER %% DateTime L2

AEFRGTRH IETHERRERHREMERNVER (WMRBR, WRE
true, fIRA true, MEER), BEXEZER, BESH
%1+ DateTime [TEZ,

FIPS 3%

November 3, 2021
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&8 LATE FIPS 3715 ehinfT Workspace Environment Management (WEM), WEM shE9 FECE S FIPS 48!

o BIZEHIG > 12(F > FTENHREVTENHRSE:

B New Network Printer

[ General l .
Dizplay |

Mame:

Description:

Target Path

Printer State

| Enabled -

External Credentials

Connect using spedific credentials

User name:

Password:

Actions

o BIIFHIG > 121F > MA RN FRIMKRIREHEREHE:
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Ed Mew Metwork

J General

Display

Marme:

Description:

Target Path

Metwork Drive State

|Enabled -

External Credentials

Connect using spedific credentials

User name:

Password:

[}
Gl
il

)

m

[

Actions

o ERITHIE > 1215 > A~ DSN 59~ DSN FiE:
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Ed Mew Use

ﬁj Options l

Settings

[7] Connect using specific credentials

User name:

Password:

[¥] Run Once

Action Type

| Create / Edit User DSN -

Actions

I QK || || Cancel

o BIEIEHIG > SRIRE > Ul TR HMEK > BB & SMTP &E:

[7] Use SMTP Credentials

| | [ | | Testsume

o 1 EEEH A > RIREIRE > B > BAIREPEUEDIRE:

Change Unlock Password

Unlock Password: | [ Display Password

Confirm Unlock Password: | | Apply Password -|
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o EEITHIG > BRBIRE > 5% > ERIENBRREEFNENERZE:

Autologon Options

| Enable Autologon Mode

User Name: | | Password:

Domain/PC: | |

£ FIPS IRi5+iE1T WEM BY, HFRUTEESI,
o MRLUTHEREM WEM 2003 SHEFRARFIERFHE, WEEFXLEDRBERE WEM 1z,

- BEXLRERIRE (TENN. ML=, AR DSN) Mig(EH
- RE (REREREMNRZIRERE)
- &%

FHRETEI

NREE FIPS R Tiz1T WEM, EEAER WEM Bt mRSMEERER S 2B U T ERE:

o MRERIFFRIETT WEM 2006 HE Shivas, WATLSEALRE 2109, AETHRE FIPS X% AR5 %o
o MREEIFFPIEIT WEM 2003 HER hitAs, MpBSeARE 2109, AETHRE FIPS 22,

REANER

27 FIPS #159ia1T WEM 32, iSHFRIZAENREZE 2006 FRESIRA.

@i Citrix ADC #1712 T

April 12,2021

XK e S E5EMERE Workspace Environment Management (WEM) ARs38340, HhBAFREEshHH FEER
BERNHEI LS EMENRSSS. A RETEXNM@EE Citrix ADC I&ELFIRE WEM S5 WEM 4
BHENERBTHETENEEES.

&R LR Citrix ADC Xt WEM ##:

- BEmO BUAER T 8284)
« RERSHO FRIAMERT, 8286)
s EENEIERZ KO RRUAERT, 8288)

BRIGEERED SR EMENRSSE (BEMEHRSES 1 MEREIERSES 2) 1 WEM RS2R4E, ITUTSE:
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1. &R Citrix ADC &2 GUI, RAREE BRE,

2. SMEIIREEE > AHTE > RS\ > F, ARRERMLURINEMZEMRSEE 1. T8 LURINEZEMARS
22,

3. &E REEE > "MHTE > RSE", ARRET BN N EEEF SRS LIZRS L.

. Tﬁl\iﬁ‘io ii?é TCPo
o FIFHEB, HF RS

4. & “NHTERSA” WL, BE “TRSAMS .

5. & “CIERSAMR” Tk, %F “BFRSHE, BhaHk, AREFEMENIRSES L. XEMIEMIRS S
2EEPE3E 5

« Port (im0). fln, AEBITHSEA 8284,
6. ZRPRE 3 2| 5 ARERSNEFRD RS IERSA,
« Port (ix0). WFRIERSHO, BRN 8286, WFEFMEUERF RO, ERN 8288,
7. BME REER > "MHTE > “EMRSESET, ARBE RIMT LN EERES QRS RIMEMARSS 8.

i, %EE TCP,

IP sk R, %% IP sthik,

IP ttutit, SENREIN IP. BXRIFMER, BEBIAECE Citrix ADC HHERY |P sk,
Port (ix0). flwn, ANEEEHRISEA 8284,

8. BE “THHTEEMIRSFIRSAHIE .
9. £ "RSAHE" WL, BEHMAARkK, EFRENHRSAE, ARREE “HBE”
10. BRI E 7 3 9 QIR RIERS Ik O MEFLIER S s OB EPARS 2.

« Port (ix0). MFRIERSIHEO, ERN 8286, WFEEFNIHIERLSHO, FHRA 8288,

August 11, 2020

Workspace Environment Management & BE@iNSRARER, ZUAEFUTHREREARF:
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’ ) WEM Agent Log Parser el e x
llta i Haome
e % | Broker Name: N/A (1) 2708

e e Broker Port: MfA Log Filtering | Applications, Printers, M... * /b, 60

Load Log Refresh )
File Logs Version: 4.4.0.0 o v}
[} [ [} ] [
Enter text to search... - [ Find l l Clear ]
Timesta... Ewent... Method Name Ewent Details

I@l 06:00:17 Ewent BrokerServiceConfigurationHelper . DoCfgRepo... Registry Configuration Report :
ﬂ:l 06:00:17 Ewent BrokerServiceHelper . ChedkSglConnection() Server Connection Test - 0K
'fi:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Database Connection Test -= 0K
'fi:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Database Chedk -= OK
'fi:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Server Connection Test -= 0K
'fi:' 06:00:17 Ewvent BrokerServiceHelper, ChedkSqlConnection(]) Database Connection Test -= QK
(j} 06:00:17 Event BrokerServiceHelper, CheckSqlConnection(]) Database Chedk -= QK
':i:' 06:00:19 Ewvent BrokerLocalCacheSync. InternalRun() Start Time: 7/31/2017 6:00: 18 AM
(i) 06:00:32 Ewent LicensingManitor. UpdatelicenseServerConnec...  License server connection successful [10. 108.6. 29:27000]
(i) 06:00:33 Ewent MainBrokerWinSve, InitService ) Initialization Completed.
(i) 06:00:33 Ewent AnalyticManitor . InternalRun() Analytics scheduled execution completed successfully
(i) 06:00:36 Ewvent MainBrokerWinsve, <StartAdminBroker =b__3...  Connection in progress -> Client DAVID version 4.4.0.0 ...
I@l 06:00:58 Ewvent MainBrokerWinsvec, <StartAdminBroker =b__3...  Connection in progress -> Client DAVID version 4.4.0.0 ...
I@l 06:00:58 Ewvent AdminBrokerService, Validate AdminAccess() Administrator connection allowed : DCT 1\david

I 06:00:58 Warning AdminBrokerService.GetVuemsitesList() Retrieving Sites List...

I 06:00:58 Warning AdminBrokerService.GetVuemConfigurationSe... Retrieving Configuration Settings List. ..

i 06:00:;58 Warning AdminBrokerService,GetVuemAgentConfigurat... Retrieving Agent Configuration Settings List. ..

L 06:00:58 ‘Warning AdminBrokerService,GetVuemEnvironmentalSe, ., Retrieving Environmental Settings List. ..
Username: M/A

[m] »

WEM 12 B 5228 AV EITFEMA Workspace Environment Management RIEBBEXH, FEHBIERAMG

%, BIFSREETEN. EENRENEH (UTFYEKNEAELA), EXEEEXATXNH (EBERERTINEMEH

RSHBIFMIHOURAIBRAFAFR) NIFHES.

ROES

April 12, 2021

Workspace Environment Management R T,
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P

B MRS

EEEH A

HIE

REEEFRTIE

BEheE MRS

BEihZEMRSS

Bi5

RIBEMN

BEihE MRS

BEhE MRS

BEhhE RS

Citrix ¥elIEARSS 28

Citrix ¥rIIEARSS 28

TCP

TCP

TCP

TCP

TCP

%O

49752

8284

8286

8288

27000

7279

FAER

“RERHO", FUCK
BEMEMARSS RS
THREEN LY
IriH o

“BlEmO” . BT
HIEEET AR
ARSSHYIH O,
“RERSHO” X
RS B EMAR
SSERAVIR .
“EIFHVEER L iR
0%, ERF
Workspace
Environment
Management
1912 KESRE;
i Workspace
Environment
Management
1909 MEFRhRAH
NEFERLHO. K
BEERSHIZERE
B EMEIARSS LU
RIBREFSEMEEH
AR S5 83 RL VIR O,
“Citrix #eIIERS
#/im0”, Citrix ¥
AIEARSS 2R IETE (00
RO, RS
RS EERIZiImO
USR],

Citrix FaiEARSS 2%
R A Citrix A
(FiFER) BTFIIE
WENERIH .
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P Bt5 5] %0 HAER
YsiEiRSS HEEHARS TCP 8287 “WEM %07
USAMBRSS SE PRV ELEY
£E18RSS 28 LROUR
0.
EEHSEXMF

January 11,2024

EAI LU EMEE S Workspace Environment Management (WEM) 48X BE. @A LUERBEBTHRRIH,
FEEER Citrix BAZIF I REHNRHEES, EIUKESUTHEXNES

« WEM 12

WEM EhitigiERSs
WEM BT &
WEM %5z

WEM Web #Z#il&

S5REMRXNBEE

fEa A ES WEM R BE, S UERE WEM RERITEN EREN RS HE:

« WEM R3EHE

- Citrix WEM Agent Init.log. #M#EHKAEAFEE CMD ¢ Ul X THRREMRE, AEREES

BRI SIRE, MRABRFLEBD, BEBLBEXHUT BHRFAEE. HRETN H5h
RINBERT, WASXHERFEREXHE (Yuserprofile%) ez,

Citrix WEM Agent.log. ¥R CMD =% Ul X TRIENRENERE. BEFIET HERLERS
B, MRRERHFFEDELLUMAF, FEBLASXHUTEHRFAES. HRETN HI5. FAE
AT, WEHEXHERPHEEN K (Yuserprofile%) FelE, EBHRINGE, 55T SEEHE

> SRIRE > BB > AEED, AGRE BAREESER RE. EEFESZFAREER, 177E BRI
%Ik EEA EEHERN. HE, BULEREEU T IMRIREABEIER:

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host
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#Z#: AgentDebugModelocalOverride
2538 DWORD
&: 0
BEREN 1 UBHABAEXH, BEKEN O BHERH, EFEERER, BEHF Citrix WEM KB E
H—LHE%D %ﬁi}\’E;R—F, Z_T :mlﬂio
JNCN S
AMRBEFALIRSHERNR, AJREREENRERERS. Citrix TERIEEIMRFIERER
FESHHMMEMEEBFURR, FRAMRFESRTEENG, THREIMRZE, BSHHT

Bio

- Citrix WEM Agent Host Service Debug.log. st Citrix WEM RI2 = ARSS 13 B 178 FE

HEBMAES. BAERT, AEXHEAMTF $PROGRAMFILES (X86)%\Citrix\Workspace

Environment Management Agent s, EBHABAEIER, BS4N BEEHE > BRLE

> EE > RSETUAT R EWEXEE BA AiREN. XE, ErILUBIEREU T IMRIREABAEIC
®:

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host

##F: AgentServiceDebugModelocalOverride
%38 DWORD
&: 0

REREN 1 UBRREXH, BEIREN O REER, EfFEREN, BEHBG Citrix WEM K2
*)‘LHE%O gﬁi}\’%)ﬂ:—fzy TJ_T lu\laio

/J MO

AMRFEALESHTENR, FTRBEEMTERERSR, Citrix TERIEETMARFIEREH
AYSEHIMBVRIEEEBFUARR, ERTMRFESRSFTEENL, EREIMRZA, BSUHT
o

« Windows E#HE, 5A Windows E#EENER. 7 FHEFE > NARFNRSHEE > WEM IR
g @*&E‘]?KE E 15N O

« Windows &fE&E £ 2 (WCF) IRiz. H&8%5 WEM KI2F WEM Infrastructure Service Zafyi&E{E48
XEENRERNEE,. EEEAEER, ¥EHE WCF Riz, BXi¥4EE, B2 Windows i@ EmER
EZR‘LE%O
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S5EMBEMIRSBXNEE

&R LA EES WEM Infrastructure Service #8898 E, EaILERE WEM Infrastructure Service B9it&E#H L
WENBEaE:

« Windows A&, SA Windows E4EASEHER, & BHEER > NARERFNRSAS > WEM Ehtig
MRS BT EERE.

+ Citrix WEM Infrastructure Service Debug.log. 4% i & 33 Citrix WEM Infrastructure Ser-
vice (Norskale Broker Service.exe) M @ # T H EHBRW E T RIABERT, B E XK1
T %PROGRAMFILES (X86)%\Citrix\Workspace Environment Management
Infrastructure Services ., EEAtEEXH, BREUTSESARRER:

1. M “Fre8” EsiTH WEM ERtigHERSRELARER.

2. 7 BRILE EME L, EF BAERER.

3. BE REFEE, AEREE B BiRS UNAEN.

4. *i WEM Infrastructure Service Configuration Utility E0,

o WCF Rix, L%i8%)5 WEM Infrastructure Service #8XmEERTENBEERNAES. EERAAERER, &
MER WCF Bz, BXiFAEE, B35 Windows BiEEMERIER.

5EEENaEXNES

T AES WEM EIR1IEH QXN AS. BalAEREEERFanitEN LRENAEaE:

+ Citrix WEM Console Trace.log. BFfx WEM EBEFIAEANEE. RIMERT, LEEXHERR
MECE S 3 (%userprofile%) elE. BEEABEIER, BREBUTSREAENEN:

M “FFEE” il WEM BEishla, RAERE “EE .

£ “EERAZRARSSEER B0OR, KEER, ARBEE “EE
£ X Tk L, BEEm, AREE BRERHEKRN.

B NA UNAES.

> wnN e

« WCF iRz, HEiBE5 WEM E2ERIaf WEM #iEEZ BNEEEXREN, XEATFEER. BER
BEER, ¥FU=A WCF RiR, BX¥MESR, H5E Windows BEERRERER.

5 WEM #iEEHEXNBE

eIk S WEM $iBEMRXIBEE. R WEM SUEEEELRERFIERARIIEEN, KEEAE. EEFUT
:u\;z{¢7ﬂ¢l¥ém1n o

« Citrix WEM Database Management Utility Debug Log.log. #iF&3t WEM $44%E o] @ 17 e
HBRNAES. RINVERT, WAEXHR2EEMN, T C:\Program Files (x86)\Citrix\
Workspace Environment Management Infrastructure ServicesH,
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5 WEM Web i=H| 5 HXMBEE

EE LS WEM Web =6 XM BE. AEREEER WEM Web 1248 BSAREFEE Web =HI A8 8)
B, 1thsh, £ Web I=HIERSETHSEIRESE. BXEZHMER, FSEUTAEXH:

« Web =458 & Utility.log, AFE#ERWEM Web 48 RESAEFRAENASE, BT, KAE
XHRoIEM, IF C:\ProgramData .

o Citrix WEM 27 APlLlog, ZBEaiLEs WEM Web =51 & RS RIZE1THEHRR, HEHEH Web 154
BERELAER iLE Web iTH &8 RESUSHABETIERN, BHESA ‘BREHASAEICR” M. AE
#MF C:\ProgramData,

Windows #ZE &SRR

EEUEE Windows @EEER (WCF) BRERUFEBNEMEA LT a:

o RIEBSEMZEMIRS ZEMERE
« 5 WEM Infrastructure Service t#8%Ri&(E
o 5 WEM EEITHI SEXMEE

HEFR IR S B 2R AR S5 2 1B iB (S R

N8R WEM REF:5 WEM Infrastructure Service E#iEfs, MATUAEE VUEMUIAgent.exe fRE# WCF BRExR,
BREUTSEER WCF Rix:

1. &5 WEM REi+E.
2. ARBETHESEPIREER, AEERE BH XHARE

3. & %PROGRAMFILES (X86)%\Citrix\Workspace Environment Management
Agent 33 VUEMUIAgent.exe.config 32, REBIRZHFHIER B,

4. ERELAHAEFTHRAITAXHE, RERHUTRBEERE AN <configuration> fl </
configSections> fR2ZE/EES H,

5. REFEEX M.

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\vuemUIAgent-Traces.
svclog" />
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</listeners>
</source>
</sources>
</system.diagnostics>
<!--NeedCopy—-->

6. EREITEMN L, 72 C Ix5hes (C:\Trace) LBIE—1NEHA “Trace” WRN IR, MRXHKEEFTE, BRI
TE

7. EMEBRIMIEE, AELR VUEMUIAgent.exe 318,

8. & C:\Trace®dm&N vuemUIAgent-Traces.svclog BHBEEXH.
fExRA &R Citrix. Wem.Agent.Service.exe BRE55H WCF BRER, IERIBLIT S Bi#1TIRE:

1. ERE WEM KEitEM.
2. ARBHESEFNRER, AEEE B XHRE,
3. #53 Citrix WEM Agent Host Service,

4, #% 3 %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management
Agent & Citrix.wem.agent.service.exe.config X, RESIBIZXHFRNEHRIZN.

5. BREAREFIRPITAXE, RAEEUTHEFEANIIXHES, M </configSections> iz EHNED
T8,

6. REEXM.

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\NorskaleAgentHostService
-Traces.svclog" />
</listeners>
</source>
</sources>
</system.diagnostics>
<!--NeedCopy-->

7. EREITEN L, 12 CIkEhEE (C:\Trace) LBIE—1EH “Trace” MR MR, MANHKRERFE, BRIt
p N

8. Bah& A Citrix WEM REEHNARSH Windows RS, RAEEWBEIMIEM,

9. &8 C:\Trace#&A NorskaleAgentHostService-Traces.svclog HWHEEXH,
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HiE 5 WEM Infrastructure Service 18X80&1E

MEREBES WEM Infrastructure Service t#8xp&ERE, AJUEE Norskale Broker Service 89 WCF BRER(E
B, BRBUTTSERA WCF RiR:

1.

2.

ZRF%E WEM Infrastructure Service B9it &,
#& 1 Citrix WEM ERZEHARS

e %PROGRAMFILES (X86)%\Citrix\Workspace Environment Management
Infrastructure Services ®#Zl Norskale Broker Service.exe.config X, SAGOIERZX M4
& HEIZS,

EREARSFIRPITAXS, RAEBUTHBIEANTIXHES, M <configuration> fRrigZEME=1T
FFiko

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\
NorskaleInfrastructureBrokerService-Traces.
svclog" />
</listeners>
</source>
</sources>
</system.diagnostics>
<!--NeedCopy—-->

REEX o

7£ WEM Infrastructure Service it&#l £, 7£ C IX5h88 (C:\Trace) LEIE—1NEA “Trace” MRS,
MBEXUFEBEEE, BTSSR,

. BEp Citrix WEM ERiZRHERSS, AREMEEFIHR-,

& C:\Trace #& KA NorskaleInfrastructureBrokerService-Traces.svclog
BBEEXMH

xf WEM E32izHI 570 WEM BUEEZ aaE & T EH R

MRB2S5 WEM ZI2EH &M WEM BiIEEZ BN EEHEXMEE, 7 LLEE Norskale Administration
Console.exe 5389 WCF IRER, ERBLUTSERA WCF BRix:

1.

TRE WEM ERIzHI & 1T &N,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 281



Workspace Environment Management 2311

2. XA WEM BEi=HI&,

3. & %PROGRAMFILES (X86)%\Citrix\Workspace Environment Management
Administration Conso'le 3% Norskale Ei2#zHl&.exe.config X, REIBRZXHENEH
B,

4. ERFENSTRBITHXME, AEHUTHRRMAXES, K <configuration> HmZBHE=TH
o

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTracelListener"
initializeData= "c:\trace\WEMConsole-Traces.svclog

n />
</listeners>
</source>
</sources>

</system.diagnostics>
<!--NeedCopy-->

5. REFEEX M.

6. EEETHIAITEN L, £ CEah (C:\Trace) LolE—1&HR “Trace” MIRXHK, MEXHRERFE, &
b Suslip s

7. 17 WEM EEizHlE, AREWERIREE,

8. &5 C:\Trace & WEMConsole-Traces.svclog WEEXH.

WEM Integrity Condition List Manager

March 2, 2022

WEM STEMZHFIREERZE—NRANIR, AIHEBELIE XML XA LU#1THE, RZTASMUTMERMGEE—E
fEM: |MATIRD. BMAETIRD. SFHEEIIRP. BMFEREIIRP. AXEEEEN QPEAXLERMG
NEZER, BEATIER.

AXNBMEER WEM Integrity Condition List Manager 8l XML X f#45#177i%, Fld0, RigERBIER
WEM STEMZHFIREERS JIETIRPLES EARMIERE,
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w Filter Condition

[ General l

Display

Mame:

Description:

Filter Condition State

| Enabled - |

Filter Condition Type

Always True - |
: File/Folder exists .
Settings IP Address Match
Tested || Name is in List o

Marme is notin List

Mame or Value is in List

Mame or Value is not in List

Matching Metwork Connection State w

True |

Actions

1. #T7 WEM Integrity Condition List Manager.
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Load XML || Sawve XML
File File

2. GREETEXYE, ABELTXCERERIEE HFl.
3. & “BW FERFPEN BFF.
AR

BNIETT WEM EERNITENBETR (REEN).
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4. BE “REXML X", NEEFRFHOXMHE, ARRE “FE

v G| | Search Desktop

1 |- Desktop »

Organize ~  Mew folder

57 Favorites
B Desktop
j, Downloads
5l Recent places

h jack

| Libraries
|0 Morskale Infrastruct.

18 This PC

f! Metwork

File name: test‘ll

Save as type: | XML Export Files (*xml)

(4 Hide Folders

285
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5. fTFHRED XML XX, BIEERENESREEERRKRT.

File Edit Format Wiew Help

k?xml version="1.8"2>
<Objects>
<0Object>
<MName>jack-agent</Name>
<Value»>BB1</Nalue>
</Object>»

</0Objects>

6. BREN XML XHEHEREEN LB AR,
AR

NRK XML X REFEEEEH QBN L, HIeRREFR.

7. ¥%E EEEHS > IHiEEE > K > WERGTIR ETF, AFRE R,

- : |
Refresh || ¥ Restore

Enter text to search... - m
D e S
)

= Always True Filter Condition

Filter Condition List

| [} System Optimization

- [} Policies and Profiles

I i Security

| [} Active Directory Objects

3 Transformer Settings

Ir ﬁ Advanced Settings

Ir a Administration

[prefesh | [ Add | [ Edt o | peer |

¥ Connected to : jack-broker € Current access level : Global Full Access

- [} Monitoring
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8. BAER, ARBEH HE

B3 New Fitter Condition

[ General l
Display
Marme:
| Testjack |
Description:

Filter Condition State

|Enabled - |

Filter Condition Type

|Name is in List

Settings
XML List File

4

| C:\WUserstjack\Desktopitest 1, xmi

Tested Value

| F#ComputerMame # #| - |

Actions

|| QK || || Cancel

o FEIEEMRE, HEIF BMEFTIRF,

XML 7)#&2ff: C:\Users\<userl>\Desktop\testl.xml ({RIBEM LAISCHFbAL)

MR NE. BASEE WEM REMZHFIREERN "W FEPBANZFEIRZOEES
S, EHRFIF, ERATETRENTEN (REBEN) B987F. Bk, EXTERISSHE
“#H#ComputerName##’, BXFEAMSTHENELER, ESH thS S,

9. 3| EEIEHE > LIEEE > AN > THEMUFIR &+, AFRE R,
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&) Create
gﬁ Disconnect ﬁEd’lt

| Rules

fﬁ Conditions

True Filter Rule

r ﬁ Assignments

- [ System Optimization

" ﬁ Palicies and Profiles

[ security
| [ Active Directory Objects

r ﬁ Transformer Settings

r ﬁ Advanced Settings

- [ Administration

@i Monitoring [refish of | oadd of fpomit o | Dok |

W Connected to : jack-broker ® Current access level : Global Full Access

10. £ “&F" FERPBNHIER BT
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Ed new Fiter Rule

I General ]

Display

MName:

Description:

Filter Rule State

|Enabled -

Filter Conditions

Available: Configured:
Always True =
Test-jack
<
>
[ <<
Actions

|| (0] 4 || || Cancel 1

11. BEENFHEN TR E8BoE BEE” 88, ARRE HWE
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EJ new Fiter Rule

I General l

Display

Mame:

|Test—jau:k |

Description:

Filter Rule State

|Enab|ed -

Filter Conditions

Available: Configured:
F<1
>>1
<<

Actions

|| OK || || Cancel 1

12, ®2| EBIEHIE > BF > NARER > NAREFTIR &5+, AEMMINBER.
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Application List

Applications.

€8 Printers Enter text to search... - m

“# Network Drives

= | eme besdbten | s@e |

tee Virtual Drives & | IE browser

@ Registry Entries

Lﬂ Environment Variables

% Ports

() Filters
| i Assignments

| ] System Optimization

| [} Folicies and Profiles

I Security
| Active Directory Objects

Ir i Transformer Settings

I Advanced Settings

- [} Administration

88 Monitoring foRefresh of i Add | | Eat | | Deer

¥ Connected to : jack-broker @ Current access level : Global Full Access :

13. #%E “EEEHR” > “E57 > “BESET &+
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B Modeling Wizard

2 1acKYack

JleFnd e

Assigned:

- [} System Optimization

- [ Policies and Profiles

[ Security

" Active Directory Objects

- [} Transformer Settings

" ﬁ Advanced Settings

[ Administration

- [} Monitoring

' Connected to : jack-broker @ Current access level : Global Full Ac

14, WHFIRHNAFRHAFE EXTAR, EERAEEN).
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Citrix Workspace Environment Management

B Connect &) configuration ‘"‘Et‘ et '| @2 Delete || & Backup
Q Create
E. Disconnect @ Edit Refresh ? Restore

=

Users

7 Action Assignment
B Modeling Wizard

Name

Ei Everyone

Description

A group that indudes all users, even anonymous..

PREEE I B O

Prinrity State

[L] System Optimization

[ Policies and Frofiles

| Security

|__ Environment Variables
| Active Directory Objects L Ports

| IniFiles
@ Transformer Settings & External Tasks

|__ Folders and Files
|__ User DSM
|__ File Associations

| Advanced Settings

| Administration

Assignments
| Actions
| -l Find | | clear
IQ filiess Available: Assigned:
| Assignments B-iE Wlmnons 7 Applications
r 1 P fj r % I - Printers

: -|_ Drives

i Network
| Wirtual

< Registry Entries
|__ Environment Variables
| Ports

-|__ IniFiles

< External Tasks
<[ Folders and Files
| User DSN

& File Associations

[L] Monitoring

Current access level

+ Global Full Access;

15. BRARFN B A BRBEHE ‘BN T
Assign Filter

Selected Filter

|§.|5.Jways True

Actions

16. #EEdigss, ARBEH HWE

Assign Filter

Selected Filter

Always True

Always True

Testjack

Actions
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17. BRNRNNBEFHNER (EXfd, B8 IZRE M EERESE).

8, Create

S Ty o 2 ,ﬁ.wmﬂ. My config set - e Delete _s_w

Action Assignment

Refresh || % Restore

Users

B Modeling Wizard

MName

Description Priarity

A group that indudes all users, even anonymous. .. 100

| [L| System Optimization

| [} Policies and Profiles

[} Security

| [} Active Directory Objects

| [} Transformer Settings

| ] Advanced Settings

[} Administration

5 Monitering

¥ Connected to : jack-broker

Assignments
| ] ey
labl Assigned:
| Applications | [=-|__ Applications ~
| Printers || 4 | =g IE browser [
[=~|__ Drives ——
- Network T -
we  Virtual || < |
| Registry Entries
| Environment Variables _
|~ Ports i =
- IniFiles L Auto Start
| External Tasks |_ Printers
|__ Folders and Files [=-|__ Drives
| _ User DSN - Network
--|__ File Associations - 2 Virtual
~+|__ Registry Entries [
| Environment Yariables
| Parts
| IniFiles w

@ Current access level

18. #%E “EEEEHIR” > “EE” > RET > @t &k, ARBRE RE.

: Global Full Access
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Administration

a Administrators

& Users Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
24 agenss , [t | E

@ Logging

Enter text to search... - m
. Last Known... | Last Connection Synchronization ...
=] et |12/20/2018 6:04 .. w | .11

I ﬁ Assignments

. ] system Optimization

- [ Folicies and Profiles

" Security

- [} Active Directory Objects

r Transformer Settings

h €lear Expired Records

¥ Connected to : jack-broker @ Currentac vel & Global Full Acce:

19. AEEHNE, AREL TXREFERBIFTEXRE,
AR

EFEXLEIGELY, BEAUEREITRERNITEN, RAERE Citrix WEM (32,
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Citrix Workspace Environment Management I;Ii-

Home

@4 Configuration set| My config set - & Delete % Backup

a

o
@ Create _
I+= Disconnect & it [ Refresh || & Restore

| 5| ) | )

pamnisraion M Reosato |

Agents Summary

L?J Administrators

&. Lsers Total Agents (all Sites) Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
Eg Agents 1 i d L
(i) Logging

Agents History

- Find Clear
Device Mame Device Model IF Address Last Known... | Last Connection Synchronization ... | Agent Version
. {8 | JACK-AGENT [HvM dom 10.150,139.101  |Myconhgset | pbopnigena Ll o lias0.11
L] Actions Refresh Cache...
) Eilters Refresh Agent Host Settings...
Refresh Workspace Agent(s)...
=2 Assignments Upload Statistics...

| System Optimization Reset Citrix Upm Settings...
Reset Vmware Persona Settings..

|| Policies and Profiles Reset Microsoft Usv Settings...
[} Security Delete Record...

| Active Directory Objects
| Transformer Settings
| Advanced Settings

|| Administration

Refresh
| Monitoring

@ Connected to : jack-broker

20. BIBITAENTEN (KEXH) URIIRENFERSERIME.

730PM
= OB 1mg

FtRGIR, NAREFERNSEIREITEN. cRERE LEN, HEEEESE L,
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XML $TENH 5 RECE

April 6, 2022
Workspace Environment Management &@3&i@id XML $TENHFIR X H4HEZE A P 1 TENHLAYINAE,

B3 XML $TEDNFRXXE G, BESEIEF 8Pl E—NMTEIWIHRIE, FI§ “RERE” ®IULE N “ERISEMETT
ENMLX 4o
AR

NEHAZEEE Windows E1RAIFTENN.

XML $TENH 5 R 4544

XML XL UTF-8 4b3, HEBUTEZE XML £i5:

<K?2XML hR & = "1.0" %8B = "UTF-8"? > < AIFM UM BEFTHFERHF, 28N
El #Hl xmlns: xsd=”" http://www.w3.0rg/2001/XMLSchema “xmlns: xsi="
http://www.w3.0rg/2001/XMLSchema-instance “>...</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
><!--NeedCopy-—>

BN EFPHEMEXIREHHAU T RENNRER:

AN

SerializableKeyValuePair<string, List<VUEMUserAssignedPrinter>>> & 4 i&
EHBXER T

\<SerijalizableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter> \<Key>
® & 1 </Key> \<Value> \<VUEMUserAssignedPrinter>...</
VUEMUserAssignedPrinter> </Value> </
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter><!--

NeedCopy-->

SMEERVASHENE IR BB, \ 7 <Key> 2@ EHEXE, |15 <Value> iE@E5HEAIEE
& PImAFTENHLEEA) VUEMUser 53 ECRY3TENNL XTREYFIR,

<K?XML kg & = "1.0" &8 = "utf-8"? > < ARSI KN BEFTHTERA 2 BN

E1# xmlns: xsi=" http://www.w3.0rg/2001/XMLSchema-instance "xmlns:
xsd="  http://www.w3.0rg/2001/XMLSchema “> <
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter> <Key>

®&E 1 < </Key> <Value>VUEMOR A F # & >...</
VUEMUserAssignedPrinter> </Value> </
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter> </
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
><!--NeedCopy-—>
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VUEMUserAssignedPrinter i5i2i&%

WA ER TR **\** tag PEXENMERERIITEIN.:

*\ X R EBEEBTENNA Workspace Environment Management $TEI# ID, & ITEINSAEEREH 1D,
**EE: ™™ £ Workspace Environment Management B2zt & iR ERN XML TEINFIRZELEAEAD

ID RYSTENHURME, ZIRMELIE XML FIRPEBEJREERFTEIN ID RE,

**\ **. @ &% Workspace Environment Management ih s #9is3 ID, iZihss ID SRS I A=A ID TS,

P\ *TUIEEITEDNAORES, HAP 1 AFEDRS, 0 2 FR2ARS.

I\ L BIREH 0,

N\ BAA 0, BRIFZIFERRER Windows &iE.

\**UMRHA 1, WATENH BN Windows $TEIHL. MNRHK 0, MRSKHEE HBRIAE,

N\ L BARE A 1,

N\ RTUAE R 1, INREEETITEMEYE, ERIEEM 1 LUBAAEENHRRERLIBTEINIRIE,
**\ **. X2 Workspace Environment Management B EAFR BRI TENNLEFR, LEFEE ™ R ** BEF=,
**\ **. X2 Workspace Environment Management REENBRAAITENNIER, tFEEAIUAZ,

N\ XRARERN, NEE,

X RATENNLAY UNC B 1Z.

P\ BEEERTIEEN Windows EEEERN Windows kP HIE /. [HURIAZLR. BIFHEES. |
P\ BEEERTEEN Windows EIERMERMN Windows kP BB, [HaiAZi. BIFHRES, |
<Reserved01>. XBEBRIEE, FEUEASN XEE.

> \<VUEMActionAdvancedOption> \<Name> B & @ & </Name> \<Value> 0 </
Value> </VUE & % i& m <!--NeedCopy-->

EHEAETENMKRNEREE, RF[EFHMELE LRRE, KERET 0 EEHRN L

FTENHIS Rl

TENRGEZFRESITEN DIVICEL £ R/ NERNFTEIN:

« HP #oemist 2200 %51 72 UNC 2842 \\\ ARS5 88 Lo /mfGI.NET\ HP Btmiss 2200 &5 (BRIAFTENM)
o {£BE C5531i 75 $TENHITE UNC B842 **\\ fRS88 Lo ~ffl.net\ {£8E C5531i &5 **

EEIEE A i B DEVICE2 L E—ANERNTEI:

o EEHULBIST 2200 &7 7E UNC B1Z \\\ RS2 LAURGI.NET\ EEE0LHS 2200 751
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<?xml version="1.0" encoding="utf-8"7?>
<
ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema">
<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1l</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>1</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>HP LaserJet 2200 Series</Name>
<Description />
<DisplayName />
<TargetPath>\\server.example.net\HP LaserJet 2200
Series</TargetPath>
<ExtlLogin />
<ExtPassword />
<Reserved0l1>&1lt;?xml version="1.0" encoding="utf-8"
?2&gt;&Lt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&1Lt;VUEMActionAdvancedOption&gt; &Lt ;Name&gt;
SelfHealingEnabled&lt; /Name&gt;&lt;Value&gt;0&1lt
5 /Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
5 /ArrayOfVUEMActionAdvancedOption&gt;</

Reserved0l>
</VUEMUserAssignedPrinter>
</Value>
<Value>

<VUEMUserAssignedPrinter>
<IdPrinter>2</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>Canon C553117 Series</Name>
<Description />
<DisplayName />
<TargetPath>\\server.example.net\Canon C55311

Series</TargetPath>

<ExtlLogin />
<ExtPassword />
<Reserved01>&lt;?xml version="1.0" encoding="utf-8"
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?2&gt;&lt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt;VUEMActionAdvancedOption&gt; &Lt ;Name&gt;
SelfHealingEnabled&lt;/Name&gt;&Llt;Value&gt;0&1t
3 /Value&gt;&1lt; /VUEMActionAdvancedOption&gt;&lt
5 /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>

</VUEMUserAssignedPrinter>

</Value></
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
<Key>DEVICE2</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>HP LaserJet 2200 Series</Name>
<Description />
<DisplayName />
<TargetPath>\\server.example.net\HP LaserJet 2200
Series</TargetPath>
<ExtlLogin />
<ExtPassword />
<Reserved01>&lt;?xml version="1.0" encoding="utf-8"
2&gt;&lt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt; VUEMActionAdvancedOption&gt;&lt;Name&gt;
SelfHealingEnabled&lt;/Name&gt;&1t;Value&gt;0&1t
3 /Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
5 /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>
</VUEMUserAssignedPrinter>
</Value></
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
<!--NeedCopy-->
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JACER

June 16, 2022
X8 & Workspace Environment Management (WEM) 044 #0130 #4 F 85 B BYRIBFIE Mo
[1] PR A HARR
[2] %R Citrix Cloud BRS3HAME
BERAERO, “EBK0" MEZEARE.
EIBIEHIG, EEFIEMENRSHED, TR UGEREEREH SRS RR. EENK. BARSE,

7£ Citrix Cloud /1, Workspace Environment Management RS EEEHIGFEEEERT Citrix 9 Citrix B
FREFRSE L. ERIUERAEEEHSEA Web KR MIRSH “EI2” BM-FHEE WEM &,

ERIHO [1]. BRBEH A EETIEMEERSMEO, ZEOMIAKR 8284, MEF AdminPort <1758,

f£¥, T & Workspace Environment Management fC2HmMAMAR: REBRSTSIENE, XEAHRER
REEM Lo

REENATRITX M. “RIERE” BHIBEARE,
REEN. “REEH BIBRE,
REBENRS. “NIERS” MIAARIE,
REBEARFEO. “RERSKA” NIARE.
REZERT KO, “FEFRPHO" BIEARIE.
REEN. RERENITEN.

REENEE GPO. AREITR (GPO) BIEERMENIELRERME ADM 5t ADMX X4, BEERFXLHF AN Active
Directory, RAE#i&ENATI&ENHLR R,

HREHO [1]. KRB LZFWCRBEMEMRSHIESHMITHRO. Fii, ATRGICENERER AR, HORRIA
&89 49752,

RIEARS, ERHRIZFAGIRIEE VDA S Windows && LHRS. EhmEbTEFEREERHaREN
®E,

RERSHO (1], RIREEFIEMAMRSB[ONEN, ZIHOERIAN 8286, X TF AgentPort <178,
REFRPRERO. “FFRPIHEO" B9IBERIE,

Broker, “HAZMARS” HIBEBEAIE,

Broker tkF, “EREEMARSIKF” BIIBARE,

Broker fR5528. “EMiZEMARSE" MIAARE.
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Broker [R5 HKF . “ERELEMBRSHF” HIBARIE,

ZERPEO (1], ABEERS IREEIIEMENRS ISR EBEESEMENRSBRAPHED. ZiHEORIAN
8285, H3IRF AgentSyncPort 51785,

Citrix FrNIERRSS 28R 0 [1]o Citrix #FANEARS W IEFEMIFAIIRO, ASERMLEMIRSS ERETZIH O LRIEFT, i
H2AIAES 27000,

Citrix Cloud Connector [2], AFEFEMEFNIHENS Citrix Cloud BENZE, REASIMERUBENED
—BiEN (5EES) L.

ftEs. —4 Workspace Environment Management B2&i&E.
EEAE, “BEMSHRSE MIAKE,
WiEE, B4 “Workspace Environment Management” ER&Ei&EHEIERE.
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