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EEE . BR, EEMA CEIP #iElsE, BR4IUEESS (B, EEMAN).
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X156 Studio 72 GCP LFiACITE
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Cancel-ProvVMUpdate fEitlf9etial Z siBHER B E #o
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4H. BEETEN. ERALLINEE, EH4 SCVMM EERREEIER OMN SN BEENARBED, EMEALUREIEERMN
FHATBE. Ak, EAILUER Microsoft System Center Virtual Machine Manager (VMM) 41 & FHZEIRE
BRAGKIEEEANAENOHANENSL, EXEMAER, BERTENLE B EEER,

TiFEIEFERRE Google Cloud Marketplace 19 Citrix Ready Bif&

mM7E, EALUTE Google Cloud Marketplace i 55#05%#E Citrix 322 EREIE MCS BR. B, MCS (X%
FHEMLLINEERITENEE X TERE, BX#AES, E2H Google Cloud Marketplace,

X #5E Azure IR EH MCS FECHIHEN NI ENEEXHMEMEEXEL

LR, £ Azure F B, eI LA Request—ProvVMUpdate RE#H MCS B il fig B9 i+ & #1 19
ServiceOffering BEXEY. WE, BEATUEHITENEEXHMUTEEXEML:

» StorageType

« WBCDiskStorageType

+ IdentityDiskStorageType
« LicenseType

+ DedicatedHostGroupld
+ PersistWBC

+ PersistOsDisk
PersistVm

BXFAER, BSRREMRRITENER N SR LS 2R,

S #5E Azure IREH X VM BEREER BB ARENE

£ Azure IFIEHR, BIVIERTLUIEXRF VM BB IEEMENFEEBTRIBRBNERTEEERE. ALk, EER
StorageTypeAtShutdown BEXE%.

XF VM B, BENEELREERARMEE (0 StorageTypeAtShutdown BEXBHEHFRIERE). T VM
MR, FRLIIETEREIRAEHSEE (W0 StorageType s WBCDiskStorageType BEXEHEHRFR

BE) o

BXEFMES, BBRAXE VM BB EHEEE B ARIENE.
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B MCS BERMEMB5hITRI

BdT, ER OB ERFTRERBRMAE VM WA EHM B RLHMEEN. EALINEE, ERETURNE
EFTE HRM N BN B R E— " —REEFB IR, E# MCS BEEH. EeIRERBHITL, BER
BrokerCatalogRebootSchedule &%, BX¥AER, BERAENER.

MCS BiE[E)% BIEH

fEMILIhAE, NT5DS BRUTHRHPRFIAREIED Hil:

o EMERIMAE (NDJ) HE
o 7£ MCS FaEcHAE), &R0 VM %325 Active Directory (AD) 8058 & Azure Active Directory (HAAD)

ﬁ*ﬁémfm Sy 1@%"% MCS Ejfﬁllﬁ‘ﬁo

Citrix Director
i&ERF AMD GPU 193284 GPU FIf=

&I E R LATE Director F& %] AMD Radeon Instinct MI25 GPU #1 AMD EPYC 7V12(Rome) CPU B GPU F) /8

» Director B&z#F NVIDIA Tesla M60 GPU, “GPU FIBZ%" BERMEXR+SES GPU. GPU RE KR4miE25H]
FRRSESMNFIAET L, MMM EXIEFMERITIRER S VDA £8Y GPU X AZSHITHERR. BX¥HER,
E21% GPU #E=,

SRR

IMTERI LUEE Director it BIEFMEmIR NI RS2, FERLIhEE, BILUE Citrix Probe Agent BEBE h7E—
BAFERENLRETIRIES, E—RPEENNEERESET. XECEBZHREMRNESTE—RN—BNSE
REIESNIT. IE, ERILUSRNIEE AESYNNEEIIETT, TSI, LLINEEEHT Monitor 4
RIS EMEE, SXE¥MER, BERNARF RN SER,

BEEERIRE
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Citrix &g

o HWBEERR. KREENARFERMEZ, [GP-1230], BXFAMER, 1ESH CTX472865,

Citrix Provisioning

« Citrix Provisioning 2212 4@t 7 B X ILARAHHERMRZKE S,

Linux VDA

o Linux VDA 2212 iRt 7 B X ARAFHEFRNEMER.

Microsoft Teams i1t

« LAA R A#FERAIS VDA &2 (i LH Microsoft Teams HMKEN AEFHENNARZFHIR, B

LEMTIRPEZENAREFN, ERUESTEAFRA. [HDX-42796]

Profile Management

+ Profile Management 2212 2428 7 B X IR AR EHRHEKE S,

Session Recording

+ Session Recording 2212 X5 T B X ULAR AP BB BAEE S

B[]

April 3,2024

#&iE

o MREMEBERATZE, NERRRAGERME,
o UTMESHRERTEMRINESUEMRIMBIAR RS A

=
E >
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AMRFEFHLSBTERD, FJRFEENRERERS. Citrix TERIERIMERFERERTY
SHHMRREEGBS LR, EREMRFESETEIENG, EREIMRZE, BSOHITED,

fERRZs 2209 srEE ek Citrix Virtual Apps and Desktops A& 4&5#/5, Windows SEMELLIRZS 2 BiZ5E
M ARFNRIABRE B ER PC fREE. BESERTFERRABGHNESEMNNARER. NRE
REEMREE Windows [z Fi2FHIBRIAEIMR, 15(ER Remote PowerShell SDK 1T FRiIA: Get-
BrokerApplication -IconUid 1 | Set-BrokerApplication -IconUid 0,

MBI ARFE, ABTEEATF Windows 89 Citrix Workspace RFIZRFHRITH “Eehily 28, K
BEEFRETER S THENRSH . [HDX-27504]

MRFEAERTF Windows 89 Citrix Workspace MBEFHEEENE SN AERFE, ZNBAEFEEE
= TR ERRARF TR, [HDX-27505]

Z3E Skype for Business Web R R2FIEHE, FATREFASMEMKIRSY, HE Firefox EHNSINTRE T &
R BRI [HDX-13288]

M StoreFront Bt AEFE, ZNBEFAETEEN SR, XEZNAEFEIARE, BrEEE
Ro BERTE. BEAESETHNEMENAEFETIEH, XESTVAEFFSTNEMEHEETERZT,
[HDX-10126]

&/ Windows 10 1809 LTSC Bt, VCL1bs &k#imTis%%, [HDX-16754]

HAAEREAEIN LRENASEN, AEEAJRERITEAERETR. BRGFZEN, EREZ— Ul Tk, ARk
ZEESHE. [HDX-21671]

TEBRAHNAERFIAR. WRER Windows 2012 R2 VDA £iE, MFEEHEMEERIE, REBHE
HR AR HISEHR AN, W VDA ESEeIsEL®lN AERF. [HDX-21913]

Citrix Hypervisor 7%##8& GFS2 SR # MCS 5225 VM, [XSI-832]

1R VM £ & 1 Citrix Hypervisor 8.2 £# Citrix Virtual Apps and Desktops ZBEE & MCS BRHE
% GFS2 SR, ZBRHH VM EHEBHEE T EAELXL VDI, k&R “VDlis currently in use” (VDI
YRIEEERT ). [XSI-802]

M Microsoft Office 365 Build 16.0.7967 XE = hA8IN B2 £ %7 Windows Server 2019 #1748
NIRRT, Office FAIIERGELM, Citrix IEE5 Microsoft S1Ef X Microsoft fR&l, ZXIFRIRR
FiEkRgE Windows Server 2016 VDA, % VDA S&BTARLYM Web S5 I0IEEES A, [LCM-7637]

B VDA 2212 &, FrEREFEE HDX AN AEFRIETRE. FHENAEFAIESMEIEEREHE. W
RIRNELAFE, 17

1. 2/ VDA FiEILIEE T HNFERER, FiiREXEREFNELATHNNAREFMSIELE.
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2. MREAFEXLERFHEIIEH, BRI CTX891671 FrmARYBR AR 1TIR(F,
3. MREFNAFE, BEUTIMRPREREN O:
- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Citrix Virtual Desktop Agent
- &#R: Shellbridge
- 8. REG_DWORD
-f&:0

[CVADHELP-22199]
s BRETAMNBERFEN, FENBEFERMRTELTAEESE LERDEAHET. [HDX-47210]

« 7£ Windows 11 Eia%7 Citrix Workspace i BiEFE, IBEANBEFNABEGRE FOfRaERE6Y
5. [HDX-47117]

« 755217 Windows Server 2022, Windows 10 Enterprise £%3%#1 Windows 11 Enterprise iM%
EENA, ELZRIE VDA MRERGNLE,
R AR, EAILiEE GPO B2& RDS &iERtialfR%l. [HDX-47001]

o HEREBERT, HEFEATFE P RITIEEN, BTITEEEN IP ik RIEH, [HDX-62375]

Studio

o EMEREIEREES, FINFNEUBRRENIREFTIEE, AB=EN (I Microsoft Azure. Google =i
&% Amazon Web Services) FibmtIEREMZBIASHIEEIZELERT|RD, [STUD-17441]

o MREHEE Windows IRSE, EiXEE) MSIX 1 MSIX M AREFEHINEELAK. BRA%E, £ VDA L&
ctxAppVService WERKFEBENAEEUTRIRHAF K

- ST EN EREE SR
- EUERIREMR [APPV-411]

« {8 WebStudio_x64.msi &% Web Studio BY, RERSSETFAIMYUTRAINZA, MIEESTRERGEEE
ESHUTER. T2 BITENSMER ISO 2527, [STUD-22584]

CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms
of service covering the Citrix product(s) and/or service(s)
with which you will be using this component. This component is

licensed for use only with such Citrix product(s) and/or
service(s).

CTX_code EP_T_A10352779
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18


https://support.citrix.com/article/CTX891671/graceful-logoff-from-a-published-application-renders-the-session-in-active-state

Citrix Virtual Apps and Desktops 7 2212

Director

+ Citrix Director > i+ BHI¥ 45 B LHizHl 895 ER =7 Microsoft Edge 44 #1 Firefox 68 ESR 5128
BaiitENiEs &, [DIR-8160]

357

o HER/IVUHEZAERN, WRIESHZZNAREFMITEIZ, [HDX-33898]
o BEEENNEEEONTRENZILREAT ESXi # Hyper-V, [HDX-22002]
« WMREEE Theora E4EEMA 64 UMKIBENEAERF BTN, KIEFTRESAR. [HDX-21443]

« 33 F Windows 11 kigads 22H2, #ERiE+#5h Windows Media Player EOR, RERMSAN TS, iR
RAE: 1%tk Settings (1&88) > System (%4:) > Multitasking (Z2E5£41#) > Snap windows (i
$2&0) > Show snap layouts when | drag a window to the top of my screen (YFHIEEOEDD
RN FRINE 2RIREAEF) [HDX-42092]

FTED

o« ERMEETPIERNBAITERSSHTENARE “FHER RENITEINEORET. B2, YAFPERF
ANREFN, AILERXLEITEIN,. LthrXHIE Windows Server 2012, Windows 10 #1 Windows
8 L. BEXFMER, 5218 CTX213540, [HDX-5043. 335153]

o BRUAFTENHEFTENXSIFIER DR R RER S IEMITIC, ILIRRIAR IR IEBIERIAFTENYLB9ITEN#E ks [HDX-12755]

Machine Creation Services

« %R Delivery Controller fliz#2 PowerShell kAR H#ZA, WHE ForgetVM &8 PowerShell &<
Remove-ProvVM aJge Tk IEEiE1T. XEMKE Delivery Controller #1iz#2 PowerShell iz 4 R4
F 2212, SERN 2212 HESARE, Fl0, 1R Delivery Controller lxas&F 2212, miztE PowerShell
kAT 2212, MWHE ForgetVM 89 Remove-ProvVM &S LA EREIETT. BERAX MM, &
THEHH PowerShell izl 5 &5 Delivery Controller frA4E &M, [PMCS-40278]

o /A Nutanix EHEE (F502 Nutanix AHV & 2.7.1) gJE MCS BRE, 289 VM BURER K/ NEST
RERELETRFER. ERHOAN (1 GB) EbS2rREfEA/ (50 GB) [ME%, BRA/NT L Nutanix 56!
& LIFfHETR. [PMCS-30639]

E=751E

« Chrome Xz T A, #EMF£. FEM Web MEABEMKRAN Ul Bahtk. BFLL Chrome [alf, Bz
AR RINGEARE T ATEMITIZE £ Chrome MBI, #RRAEA, BT chrome --force
-renderer—accessibi ity SITHAMEK L IFIET £, A chrome: ,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19


https://support.citrix.com/article/CTX213540

Citrix Virtual Apps and Desktops 7 2212

HARENE KNG RERBAVHEINEE APl 215, Lhoh, RHhTENRBEFE, TJUER ——force-
renderer-accessibility F*%% Chrome, [HDX-20858]

s EXRBABTEERH, A YouTube HTMLS #37#EMK e B 5) YouTube MG, £RETTREREMER.
BEASIE TRNER, RAIIBREAN)N, AETRENBIMEETEREER, BRAGE Rh2REHE, A
[EiEZE#bREN. [HDX-11294]

September 19, 2023

ANEREERIBMEEERNAANTE. Citrix =RMIhee, UEERBRNEIELSRE, Citrix BEMEF
FRERMRIGURERLRLEE, EEERETERATEREEN, JERFASEES I FANSMESIE. BXrm
EEARZENEMESR, E8® Product Lifecycle Support Policy (FREMRBRZIFER) —X. X KR
Sk (LTSR) RS AEMIEE, EBAhttps://support.citrix.com/article/CTX205549,

FRAMBER
TRERTEFATIMBEHFS. Citrix =R, LUEARTH BBRRRIRAHEE,
EE

EFANIME ARSI, Citrix #EZIFXETE, BR7ERRIMRAFIFERIER

= EREMRAEFFA BETERRAH IR &ik
% Citrix Provisioning B 1912 LTSR - A Citrix Provisioning
g &S NF Citrix SHiRERS

Virtual Apps and
Desktops BRH#ITE

]

FAEARSS 3% VPX 2206 11.17.2 Build 35000 -

BF7E Azure IFIEHRTIED 2206 FERITEWE
VM WIERE SR

FWMEIFFH (URL) EE 2203 — WEABEEMH
o)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20


https://www.citrix.com/support/product-lifecycle/
https://support.citrix.com/article/CTX205549
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/1912-ltsr/install-configure/install-prepare/azure-resource-manager.html#use-managed-disks
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/general-content-redirection/host-to-client-redirection.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/general-content-redirection/host-to-client-redirection.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/general-content-redirection/bidirectional-content-redirection.html

Citrix Virtual Apps and Desktops 7 2212

e ERERTPFA EFERRAFHIBR

STRESNAMIFRERER 2203 —
BN AWS BFER<:

Revoke-
HypSecurityGroupIngress
Revoke-
HypSecurityGroupEgress
Grant-
HypSecuritygroupegress
il

Grant-
HypSecurityGroupIngress

o

skE VDA Metainstaller 2203 -
B9 Citrix Files for

Windows # Citrix Files

for Outlook,

sk8 VDA Metainstaller 2203 —
B9 WEM REBZA %

FF Remote PC Access 2012 —
B9 SCCM £k 33 IR

I,

Citrix SCOM 1912 —
Management Packs for

XenApp and

XenDesktop.

Provisioning Services

0 StoreFront, BxAILL

R ShRas, &SR

Citrix SCOM

Management Pack X

(=N

Mobility SDK/Mobile 7.16 —
SDK (kB LUETRY Citrix

Labs)

ERIRIIRERERF.

5 IR T B R PR ER T

ab
HAEo

£/ Director M ER
TERE, Hx SCOM
EOL MERmIFHAES,
&S https:
//support.citrix.com/a
rticle/CTX266943,

AN A RERIRE,
MRt E R/ RREF
AHER

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

21


https://www.citrix.com/downloads/sharefile/clients-and-plug-ins/
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/install-configure/remote-pc-access.html#wake-on-lan
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/install-configure/remote-pc-access.html#wake-on-lan
https://docs.citrix.com/en-us/scom-management-packs
https://docs.citrix.com/en-us/scom-management-packs
https://docs.citrix.com/en-us/scom-management-packs
https://support.citrix.com/article/CTX266943
https://support.citrix.com/article/CTX266943
https://support.citrix.com/article/CTX266943

Citrix Virtual Apps and Desktops 7 2212

s

7 Citrix Virtual Apps and Desktops /1, BEMIFRINE BRI A BE 21,

=] ERERETPFA ETERRZA IR

k8 VDA TREREZFH — 2212
Citrix Supportability

Tools (Supportability-

Tool_x64 .msi),

Citrix FairEBiEHAa 2003 2006
(BRE—REEHE

Windows ¥ a]iERRSS 28

11.16.3 Build 30000 =,

£ Windows ¥ aTiERR2S

v11.16.6 Build 31000 =

FIBR) o

Windows 10 k7 1709 2003 2003
NEERA R Citrix

Indirect Display Driver

(IDD) EREHAC 28,

‘i ERA GRID 9 sERRM 2003 2003
AW ERIRTHIZRFHY

Nvidia GPU (NVENC) i#

1TRE RS,

BIRSZBES (SSPR) 2003 2006
Ihek.

*HHEAT VDA iR 1912 2003
SZERAHRIMRA 4.8 ZFIH

Microsoft NET

Framework kiz7ds, 1%

Delivery Controller,

Studio. Director #0

StoreFront,

Windows Server 2012 1912 2003
R2 £/ VDA,

£/ Citrix Licensing
Manager,

&R Citrix Virtual Apps
and Desktops 7 1912
LTSR VDA,

¥ GRID 10 2 RIF=HiER
5 Citrix Virtual Apps
and Desktops 7 2003 =5
E=hRAH VDA £446H,
;&M Citrix Virtual
Apps and Desktops 7
1912 LTSR VDA,

AH4&2.NET Framework
hR7s 4.8,

ERZFBRERGPRE
VDA,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

22



Citrix Virtual Apps and Desktops 7 2212

mE

Citrix Virtual Apps and
Desktops Premium
Edition # AppDNA Rz f
BB Aa N,

£ 32 {i (x86) HEN L&
# Studio.

SRR FARR R
Excel ##, XBAFHED
Microsoft Excel 2010 T
EB R IR ESIZE
o

Windows Server 2012
R2 (&% Service Pack)
ot IRSSRANH. B
1&: Delivery Controller,
Studio #0 Director,

7 Microsoft SQL Server
2008 R2. 2012 #12014
(B¥EFRHE Service Pack
FhRAS) ik SACE IR
FE. EoBBEIEREUBEM
USSR

7£ x86 F& L& #
Windows 10 _E&9 VDA,

M Citrix Virtual Apps
and Desktops REN &
FRffiER T Citrix Smart
Tools Agent,

£ StoreFront iz T
T EmARE SR mm
Delivery Controller %
. VDI-in-a-Box #
XenMobile (9.0 HE1R
hRZS) o

ERTEMRAEFFA

1909

1909

1909

1906

1906

1906

1903

1903

EFERRAFHIBR

2003

2003

1909

2003

2003

1909*

1906

1903

TER TR X64 1R S
PR,

R R ZFHEF RS

[r=p et
R,

2 M Microsoft
SQL Server hg7s_EZeak$k
=,

SN X64 B1ER A
ERE VDA, * LLInEETE

Citrix Virtual Apps and
Desktops 7 1912 LTSR

PINZ 2,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

23



Citrix Virtual Apps and Desktops 7 2212

e ERERTPFA

Red Hat Enterprise 1903
Linux/CentOS 7.5 3¢

Linux VDA K923,

StoreFront 7£ Citrix 7.17
Virtual Apps and

Desktops (LARIFRHA

XenApp #1 XenDesktop)

#0 Citrix Receiver 5
Workspace Hub zials%z
FTLS1O0MTLS 1.1

Mo

StoreFront Z#FAFiAR 1811
RERER ENRE

¥ Framehawk iz 1811
BRA

Fi& Citrix Virtual Apps 1808
and Desktops (L%

XenApp #1 XenDesktop)

ki Z<&B3z 3% Citrix Smart

Scale, LtINEERTF 2019

F£5 A8 31 BAE LA
BLERRS

Citrix StoreFront. 7.18
Citrix VDA, Citrix

Studio. Citrix Director

#0 Citrix Delivery

Controller %#%

Microsoft .NET

Framework 4.5.1.

452, 4.6, 4.6.1. 4.6.2

M4.7,

Red Hat Enterprise 7.18
Linux 7.3 3z#¥ Linux

VDA,

EFERRAFHIBR

1903

2203

1912

1903

1906

1808

1808

&k

EE=R4H Red Hat
Enterprise Linux L&
Linux VDA,

&% Citrix Receiver 74
Bz#F TLS 1.2 iy
Citrix Workspace 12
FF. A Citrix
Workspace N BEFH¥
HER, EBIH

https://docs.citrix.com/en-

us/citrix-workspace-
app.

¥ Desktop Lock BF %k
NI R B

ERBAT BENEHN
Thinwire,

# &£ Citrix Cloud Lf#
A Virtual Apps and
Desktops ARs5, LABK#HE
REIRINGE,

F42I.NET Framework
4.7.1 XEBEEhRAS, (WIFR
HARLENET
Framework 4.7.1, &%
ERBEmRE,)

EE =R Red Hat
Enterprise Linux £%%
Linux VDA,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

24


https://docs.citrix.com/zh-cn/citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/workspace-windows-desktop-lock.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/technical-overview/hdx/adaptive-transport.html
https://docs.citrix.com/zh-cn/xenapp-and-xendesktop/current-release/graphics/thinwire.html
https://docs.citrix.com/zh-cn/citrix-daas.html
https://docs.citrix.com/zh-cn/citrix-daas.html

Citrix Virtual Apps and Desktops 7 2212

mE

VDA Z#FRIBIRE “B5h
LEMABFTENH X EAZ
I_‘%_”

7£ SUSE Linux
Enterprise Server 11
Service Pack 4 EX%#F
Linux VDA,

57 VDA EfER Citrix
WDDM Ix=pigRe
Windows 10 fg4s 1511
(Threshold 2) X FH3kk
89 Windows B &iEig
ERSGhRA (B35
Windows 8.x #
Windows 7) E#Y

VDA) (5&iA
https://www.citrix.c
om/blogs/2018/01/08/
the-citrix-strategy-for-
windows-7-virtual-
desktop-users/).
Windows Server 2008
R2 #1 Windows Server
2012 (@& Service
Pack) EA9VDA
SEASETER (UFIFRHA
DirectX Command
Remoting) (DCR)
Citrix Receiver for Web
KAKE (“GESE B
FRmE)

ERTEMRAEFFA

7.16

7.16

7.16

7.15LTSR (#17.12)

7.15LTSR (#17.12)

7.15LTSR

7.15LTSR (0
StoreFront 3.12)

EFERRAFHIBR

7.16

7.16

7.16

7.16

7.16

7.16

1903

&k

Too RIEREARRAHIRIER
2 (Windows 7.
Windows Server 2012
R2 %2 HAkk4s) #HJ VDA
FERRERIRE,

RIES 59 SUSE kA
&% Linux VDA,

Citrix WDDM IREpFEFEA
B5 VDA —i2&#,

7£ Windows 10 S1Ehkx
1607 (Redstone 1) &
=hRZAH Semi-Annual
Channel E&&gpxiEE
&4 VDA, WRERN
& 1607 LTSB, AN
/8 7.15 VDA, E&H
CTX224843,

ERZFBORFRGPRE

VDA,

M Thinwire,

Citrix Receiver for Web
F—IKL,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

25


https://www.citrix.com/blogs/2018/01/08/the-citrix-strategy-for-windows-7-virtual-desktop-users/
https://www.citrix.com/blogs/2018/01/08/the-citrix-strategy-for-windows-7-virtual-desktop-users/
https://www.citrix.com/blogs/2018/01/08/the-citrix-strategy-for-windows-7-virtual-desktop-users/
https://www.citrix.com/blogs/2018/01/08/the-citrix-strategy-for-windows-7-virtual-desktop-users/
https://www.citrix.com/blogs/2018/01/08/the-citrix-strategy-for-windows-7-virtual-desktop-users/
https://support.citrix.com/article/CTX224843
https://docs.citrix.com/zh-cn/xenapp-and-xendesktop/current-release/graphics/thinwire.html
https://docs.citrix.com/en-us/storefront/current-release/manage-citrix-receiver-for-web-site/unified-receiver-experience.html
https://docs.citrix.com/en-us/storefront/current-release/manage-citrix-receiver-for-web-site/unified-receiver-experience.html

Citrix Virtual Apps and Desktops 7 2212

e ERERTPFA

Windows Server 2012
# Windows Server
2008 R2 (f2#% Service
Pack) ErztEY. &
1%: Delivery Controller.

7.15LTSR

Studio. Director.
StoreFront. ¥FeNERRSS
S AITENARS 25
Windows Server 2012
# Windows Server
2008 R2 (f2#% Service
Pack) & EBIRRS =D
=& (SSPR) 18
Windows 7. Windows  7.15LTSR
8 1 Windows 8.1 (&2§&
Service Pack) Ay
Studio

Flash ExEm

7.15LTSR

7.15LTSR

5 StoreFront 1 Citrix 7.14 (%0 StoreFront
Online £5% (Goto =&) 3.11)
LAi1E VDA REEHREISIZ  7.14
F7zEl VDA i8N LR
FHERRATRAF KA
CtxAppVCOMAdmin
ETBOIE, Lo, WiipR

TER “COM” #Hl,

Windows Server 2008 7.14
(32 fi) ZFHBATENARS

28 UpsServer At

Internet Explorer 8 89 7.13
StoreFront #1 Receiver

for Web

EFERRAFHIBR

7.18

7.18

7.18

1912

StoreFront 3.12

7.14

7.14

7.13

&k

ERZFBORFRGPRE
Ao

AR STFFHRER ST

[rmp ==
=,

ESZISRIERAPRE
Studio,

BIEASARE 7 HTMLS
iR, NEERBER
HTMLS #REER, X2
# Web 5 AR5 28 M
REEM. AXREAES,
B2 Flash EEm %
B SR E o

Windows RS
CtxAppVService $11718
ERINEE. ERBMREHR
RE, ERHRITEABFR
B,

EBMHRZ SRR S
2E,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

26


https://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-15-ltsr/multimedia/flash-redirection.html
https://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-15-ltsr/multimedia/flash-redirection.html

Citrix Virtual Apps and Desktops 7 2212

e ERERTPFA

BFrE1ERE Citrix 7.13
App-V EHH VDA s3%1T
REEIN /no_appv

EETRTERFAEEN  7.13
LFRPRE Cit-
rix.Common.Commands
ERHT, HEALNMER

FET B EhIGEMIPR.

*-Ctxlcon cmdlet 128 7.13
B iR EtrEERIER 5 Ih

BEo

IB Thinwire &= 7.12

StoreFront 2.0, 2.1. 7.13
2.5 2.5.2 HEUFALR

XenDesktop 5.6 5 5.6 7.12
FP1 AR ALK

f£32 11 (x86) itEM LR 7.12
% Delivery Controller.
Director. StoreFront =
VFAIERRSS 280

EFERRAFHIBR

7.13

7.13

7.13

7.16

7.16

7.16

7.16

&k

R e S 1T REEIE
/exclude “Citrix
Personalization for
App-V -VDA”,
Citrix.Common.Commands
BTN —L
PowerShell &5%1E
XenApp 6.5 SDK #{i5a]
o

I7EH Broker Service
##y *-Brokerlcon
cmdlet 121,

£/ Thinwire, NREE
f#/A Windows Server
2008 R2 k19IH
Thinwire =, &ET#B3
Windows Server 2012
R2 =% Windows Server
2016, AEFEA
Thinwire,
MEFR—PMhRAAREZZ
BFNESRE, ARARD
XenApp #1 XenDesktop
7.16,

# XenDesktop 5.6 5%
5.6 FP1 2R3 L
XenDesktop kas. Aitt,
&L FRE XenDesktop
7.6 LTSR (B& &N
CU), ABRHRIIRIARE
B9 Citrix Virtual
Desktops (Hi#F7
XenDesktop) sk LTSR

R %o

S ZIFN X64 21ER A
R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

27


https://docs.citrix.com/zh-cn/xenapp-and-xendesktop/current-release/graphics/thinwire.html

Citrix Virtual Apps and Desktops 7 2212

=] ERERSPFA B TERRA PR &Hik

EETE A 7.12 7.16 ERZAMENEF.

Windows XP L{Em#Y 7.12 7.16 AR ERATRE

XenDesktop 5.6, 3%z VDA,

7£ Windows XP th#zit

VDA,

%#f CloudPlatform & 7.12 2003 Sz {55 FA ELAth 32 32 1 A9 RRAMAATL

£ EEREFRERS.

XHrAzure 28 (FFK  T7.12 2003 E#E refE Citrix Cloud £

Azure RS EIE) &% fEA Virtual Apps and
Desktops AR

AppDisk TheE (WU%ER  7.13 2003 fE/ Citrix App

3 Studio AZFFZIEEN Layering,

AppDNA)

Personal vDisk Zhgk 7.15 2006t fE A Citrix App
Layering BFEBZHAF
M ERAR.

T 7 Citrix Virtual Apps and Desktops 7 2003 &, Personal vDisk IRzhiZ2FE M VDA RERZFH#R. 7£ Citrix
Virtual Apps and Desktops 7 2006 &, Personal vDisk IXzhi2Zf TEREM Studio Hfilpk.

April 3, 2024

BT

AXEPNRAERED T LA BREN M. BEHHTER, AXERKRSRNAHR FIMENRSF. Citrix
Workspace A2 UK Citrix Provisioning) MRFKEREEE BRISEF#EHITIREA,
BEFRREZRIEIREETE—

FRAERHIREE, SNWNREHEN ERCNBFFFRAENRGLED, WAGREREFSBMBEXLRAFLER
(40.NET # C++ 84 8) . Citrix RENFEBEEH B ER K

RENRBESTE=ZFAMN. £ Citrix REZH, BRERSHFEIEZARSEMHHITRE,

BXE2RUER, BERAMIRPOXE CTX119253,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 28


https://docs.citrix.com/zh-cn/xenapp-and-xendesktop/current-release/manage-deployment/local-host-cache.html
https://docs.citrix.com/zh-cn/citrix-app-layering/4/layer/enable-user-layers.html
https://docs.citrix.com/zh-cn/citrix-app-layering/4/layer/enable-user-layers.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-ltsr/1912/install-configure/user-personalization-layer.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-ltsr/1912/install-configure/user-personalization-layer.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/install-configure/install-prepare.html
https://support.citrix.com/article/ctx119253

Citrix Virtual Apps and Desktops 7 2212

St FRIAREETE Windows Server EREHMINEE, FRIESHWRE, TUAZE Nano lRS2E%E. RA Delivery

Controller # Director %R 284 %100

EHFER

RAM FlE = EERX T BN LB~ mIRE. BRIERFMEMIRGIMIN. HSEMES, BERBRRTENEE, &
MECE BRI ERNINE, UNAFRYEMAMRER, MERRREEZSEIERER.

TRINE T ZOAGHNREER,

A

FREZ AR StoreFront I F—&ARSS L, (X
WEER, FRTFESHE

FRAEZUAEER StoreFront &I F— MRS £, #
MEPBS N E P IRIR

Delivery Controller (At EHEFREE LR TIE)

Studio
Director
StoreFront

VFETIERRSS 28

AR REAN BREF VM #TANER

&K

5 GB RAM

12 GB RAM

5GB RAM. 800 MB i, #iERE: FEHAA/NEEIER
1 GB RAM, 100 MB #&#

2 GB RAM, 200 MB fg#

2 GB RAM, 555 StoreFront SUEFRERBER BRIV

2 GB RAM, 18&01F I S RER MR 12X

BTF@HERNERMATREY, TAREAGNRN, MAS MEBHESaNIRERR, BHRH, 1§ Citrix
Virtual Apps VM B9 A/NEEFEBEEMIER S TEREMTH. HISHE RAM, T SAES RAM MLAEER, LRE

#% RAM,
BXREMER:

o Citrix Tech Zone 8 &B*xA/NAEKIER,

« Citrix Virtual Apps and Desktops $RrSE 28011 B4 it T 2 MIEBEEN LA HZ AP VM,

Microsoft Visual C++

% % Delivery Controller. Virtual Delivery Agent (VDA) 5@ RITENBR S 288Y, Citrix REBFSBMRE

Microsoft Visual C++ 2015-2022 Al & T4,

s MRITENEEZIEITERHNRERMZAS (130 2015-2019), Citrix RERZFETEFHITAR,
o MRIHENBEMRRARETF 2015, Citrix FHTRERMIARE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 29


https://support.citrix.com/article/CTX209080
https://docs.citrix.com/zh-cn/storefront.html
https://docs.citrix.com/zh-cn/licensing.html
https://docs.citrix.com/zh-cn/xenapp-and-xendesktop/7-15-ltsr/citrix-vdi-best-practices.html
https://docs.citrix.com/zh-cn/tech-zone/design/design-decisions/single-server-scalability.html

Citrix Virtual Apps and Desktops 7 2212

Delivery Controller

SRR RS

« Windows Server 2022
« Windows Server 2019 Standard Edition #1 Datacenter Edition, 8&RSE 8% 0%
« Windows Server 2016 Standard Edition #1 Datacenter Edition, &R 887 CNETR

R

o WREKRZE.NET Framework 4.8 (SiEShRA) , ZIEEE BT,
« Windows PowerShell 3.0. 4.0 5 5.0,
« Microsoft Visual C++2015-2019 AIBE A {TH 4,

AR

I RECEIEE. BB RFICRIEEMEMEIEREIEN Microsoft SQL Server izsinT:

+ SQL Server 2019 Express Edition. Standard Edition # Enterprise Edition,
« SQL Server 2017 Express Edition. Standard Edition #1 Enterprise Edition,

- WFHRE: RIAMERT, NRRENEIZZFNIAE SQL Server 22, L% Controller SR ERER
FAEH 15 89 SQL Server Express 2019,
- XFHE, FEEIME SQL Server Express RAEA TR,

+ SQL Server 2016 SP2, Express Edition. Standard Edition #1 Enterprise Edition,
SETISIEES T AMEMRAZE (SQL Server Express BRoh, IARARSZ HIAER) ©

« SQL Server AlwaysOn ¥ st B¢ s 52151
+ SQL Server AlwaysOn aIF44H (845 Basic Al A1)
o SQL Server $EEHE®G

Controller 5 SQL Server Mim#iiEE 2 EMEZEEE Windows F{3 31,

KIENEFETEET: Microsoft SQL Server Express LocalDB 27 th = #4877 ¥4 32 5 B 89 SQL Server
Express gk, ZAtEHNEEFFTER: SQL Server Express LocalDB LMY SQL Server Express BIEfRIA ¢,

o %k Controller By, ¥LEHRINEH 16 B9 Microsoft SQL Server Express LocalDB 2017 L5t 4]
EEINEE—EMR, (tRESHITILREIEENRIA SQL Server Express Z2F[E.)

o #H4% Controller iY, FREEHFEIMER Microsoft SQL Server Express LocalDB frzs, B FERERM L
12, &S8R SQL Server Express LocalDB.

ESHEEFEES:

o BUERE
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o CTX114501 7T R374H5H A $dE
o BUREX/NEERER
o RMETHER

Citrix Studio

SRR RS

« Windows Server 2022

« Windows Server 2019 Standard Edition #1 Datacenter Edition
« Windows Server 2016 Standard Edition #1 Datacenter Edition
« Windows 11

« Windows 10 ({X[R 64 i)

ZK:

o MREALENET Framework 4.8 (REShRAE) , ZEREEHRE,
+ Microsoft Management Console 3.0 (FEFrEZIFHIRIERGIRM) o
+ Windows PowerShell 3.0. 4.0 5 5.0,

Citrix Director

SRR RS

« Windows Server 2022
« Windows Server 2019 Standard Edition #1 Datacenter Edition, &R 8% 0NETR
« Windows Server 2016 Standard Edition #1 Datacenter Edition, B &RS 8% CNET

=K

MRHKRZENET Framework 4.8 (SEShRA), ZIERGEHTE,

 Microsoft Internet Information Services (1IS) 7.0 #1 ASP.NET 2.0, #iR IS IREBABRETHINE
BERS. MBHRLEIIE, RABIRTEEN Windows Server £EN R, A, BHEREZHE,

o HIZRE Microsoft NET Framework 2.0, #Aae&EHZRE T Citrix Director B9t &/ EHNEHAE,

Citrix Profile Management:

« Hfa{x Citrix Profile Management # Citrix Profile Management WMI &% %1E VDA (REmSHaIH
A mmE) Lk, FA Citrix Profile Management Service IE#EiE1T, UZEE Director hRA P ELE X
FAER

System Center Operations Manager (SCOM) £/ ZEK:
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« Windows Server 2012 R2
+ System Center 2012 R2 Operations Manager

X8 E Director A% 2 :

« Internet Explorer 11, Internet Explorer R+ 5% BN, EEARINANI KRB A8 Director, &
Internet Explorer BY, #ZEINEBUERARNNZLMNRBTMILE. MRELEZNNE, BEETER
BINMIRE, BERIIIA > Internet &1 > 54 > EBHIRRUBAHITIZN.

+ Microsoft Edge,

+ Firefox ESR (¥ BXZFHRAS) o

+ Chrome,

WERBTEE Director WRERBDHIEN 1366 x 1024,

EATESIFIRERSM Virtual Delivery Agent (VDA)

SRR RS

« Windows 11
« Windows 10 ({XPR x64), HgiERmZiFaEmiRzs.

- BRRAEER, BESAMIRHROXE CTX224843,
- BXhiz 1709 1 Citrix EFEE, BESFAFAIRFOXE CTX229052,

B3R
o WREKRLE.NET Framework 4.8 (SiEShRA) , ZIEREBHRE,

« Microsoft Visual C++2015-2019 AIBE A {THHE,

Remote PC Access MLtk VDA (EBEiGHREENAEYIE PC L), 1tk VDA 7£ Windows 11 #1 Windows 10 £
S#FmmE Citrix Virtual Desktops Remote PC Access R £35S,

L2 IEAMEINEE (30 HDX MediaStream Windows Media EE®) ERfERE VDA B9t EH L =2 Microsoft
IRAR, MRZITENAREEEEMY, SEEMRNEEERRERTIAEBT. BWERE Citrix KB MITENH
IpRIE AR, JN, AP EERIEITEN. EAZHEZIHN Windows BEXIFRERGRA L, EARETIER
R, TREEEMER. B2, NRATEEELSEEEXNEAR; ETUM Microsoft 5t 5 = A IRENZ T,
BEXFMER, BBRAEETE,

BX Linux VDA B8, &5 Linux Virtual Delivery Agent X &,

E(FEARSEEE VDI Thee, aTlE=SZEM Windows Server it8# LEAGSITREREEHETF Windows B 4iEie
ER G VDA, BXIES, BEBARSEE VDI,

Bx7E Windows 7 it 8#l L &4 VDA MER, BESREHRAHIRIERS,
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EATEZIFRIERSM Virtual Delivery Agent (VDA)

SRR RS

« Windows 11 ({%3z#% Citrix DaaS)

« Windows 10 ({XfR x64; {Xz#F Citrix DaaS), HaiEmziFavEmhiRas,
« Windows Server 2022

« Windows Server 2019 Standard Edition #1 Datacenter Edition

« Windows Server 2016 Standard Edition #1 Datacenter Edition

REEFFEDHEUTER, XEERERUTE Citrix RENF LR Support X4

o WREKRLZE.NET Framework 4.8 (SiEShRA) , ZIEEEBEEIRE,
+ Microsoft Visual C++ 2015-2019 AIB A 1T,

MREARREHBATERERSABRS, REEFRAHNREHBA.

LR ZIREINEINAE (30 HDX MediaStream Windows Media &) ERERE VDA BitEH L% % Microsoft
IRAEG, MRZITENARREREAEMY, SEAMRINEEFRERTIFET, BEWERSE Citrix REFMITEN L
MBRIE AR, TN, BPRBLEERILHEN. EAZH Windows Server lrzk L, BIiRE SN EEBITERK
Hithae, EXFMER, BRREERE,

NR VDA EAFEFRAEG, XESREIRERFFEER:

« Windows Media EEM[
o HTMLS5 M4REE R
+ HDX RealTime MK BEGHNEEH

A% Linux VDA Bfs 2, &% Linux Virtual Delivery Agent &X&,

B %7 Windows Server 2008 R2 i+H#l L% VDA KR, BEREFHRAHIZIERS

ENEIMERIR
ZRFUTEN/EOMEER (RFBINFEFIL) . NREM, WRHLT major.minor hizs, BIEXLEMRANER. iR
R E CTX131239 B8 HFiRAME B URIER E IR AR,
RLThRerT e HIFEFB TN T AHFAEFEMRA LEBZXF. BXFMER, BSHBXINEEN XL,
Remote PC Access BiZimIEEEILEEZE /M EE Microsoft System Center Configuration Manager 2012 ki,
ZRRHEDVEEER !
+ Citrix Hypervisor (L5i#77 XenServer)
CTX131239 BELHAMRARER, UkigmEp—mAHEE,

BXEMER, B2 Citrix Hypervisor EIMLIFE,
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+ Microsoft System Center Virtual Machine Manager
IR LM EIZ 2R System Center Virtual Machine Manager kizssr#9E@ Hyper-V fzZs,
CTX131239 & YaiRAER, MUKkignEMinAMNTEE.
BXiFMER, ESR Microsoft System Center Virtual Machine Manager E#itiF1E,
« Nutanix Acropolis
CTX131239 & YaiRAER, MUkisnEMinAmTEE.
BXEFMES, ESHE Nutanix ESMEIFER,
« VMware vSphere (vCenter + ESXi)
A%Z# vSphere vCenter “HHEER 1##1F.
CTX131239 BEaYFIRAER, UkismEMEmAFEE,
BXEMEL, BHBHE VMware EIMEIFE,

SEFHNRBTEN:

« Amazon Web Services (AWS)
BXER AWS FEEPWIAES, 1§21 Citrix DaaS X489 Amazon Web Services EIMLIFE SRS

— s

+ Google =iHF &
BXEMER, BB Google mimT A EIMKIFEM Google Cloud E# Citrix DaaS Ao

« Microsoft Azure Resource Manager

B xER Microsoft Azure Resource Manager FECEIWAER, 35S Citrix DaaS 2489 Microsoft
Azure Resource Manager EH#MEIFIEEESD

AEERRMAB ZENEZN, FERUTEI

s BEERANIRITFAIE, AXRANREFTIENES, BSRERRAINREEMNAREN (TTU), BXFMF
IENER, BEHA0IEER,

o XEEBIRIES|SEEE Citrix DaaS i, MRE#E Citrix DaaS RPN AB SN, MAMARAE N2
=50,

- f£ Citrix DaaS &, BEEREIFN “TREE", 7£4<#s Citrix Virtual Apps and Desktops &, EiER
m#rA Citrix Studio,

- A#yEmASME Citrix Daas #H—RE. Eit, EAESKM Citrix DaaS 1ML AT AR
AR A,
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Active Directory IhEE4 5!

FHELUF Active Directory #FI%ThEELR S :

« Windows Server 2016
« Windows Server 2012 R2
« Windows Server 2012
« Windows Server 2008 R2
« Windows Server 2008

HDX

=

iEFAF Windows i Citrix Workspace B ZFFEATF Linux 13 89 Citrix Workspace MABEFZ#Z 7 ICA
89 UDP =4,

iBEATF Windows #9 Citrix Workspace [z 2R % R k.

ESIREAN HDX TheRiFMER, Hx HDX Thaef Citrix Workspace R ARRFHIFAES, ESREEYI®,

HDX Windows Media 321

LUTFEFIESZE Windows Media EFRisRARIREX. Windows Media EEm#SLE Windows Media 185553
IhgE: EATF Windows # Citrix Workspace MR, ERATF i0S 1 Citrix Workspace N BEFURERTF
Linux 89 Citrix Workspace R B2,

Z17£ Windows 8 i&#& LM Windows Media EFimA#RE, &% Citrix Multimedia Redirector i&& 7 2kiA
2R ERFIER > 27 > RIAER > RBRIMEFT, %% Citrix Multimedia Redirector, AE®ERILZR
REBARINEFREZFLEFNRIAME. 11T GPU RIBEREFEAASE Compute Capability 1.1 siEEkABE%
£ NVIDIA CUDA 89 GPU; &£ https://developer.nvidia.com/cuda/cuda-gpus.

HDX 3D Pro

EATF Windows BRIERIERLR VDA BEETHRNREEE GPU B,
FENFAREFRYIEN SR AT R GPU EiEgiEik GPU (VGPU) ThEE:
« GPU E®@IheerT AT

- Citrix Hypervisor
- Nutanix AHV
- VMware vSphere #1 VMware ESX, It EH#RAEMEZEERANE (VDGA)
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- Windows Server 2016 51 Microsoft Hyper-V, ¥ & #i&#& 28t (Discrete Device Assignment,
DDA),

« VGPU =LA Thae:

- Citrix Hypervisor
- Nutanix AHV
- VMware vSphere

E207 https://www.citrix.com/products/xenapp-xendesktop/hdx-3d-pro.html,
Citrix BB ENHENMBIT: =L 4 GB RAM, 4 MNEHEEEZEDH 2.3 GHz BIEN CPU,
Efz b i28s (GPU):

o SWFETF CPUMIES (BIEFXHRESS), HDX 3D Pro =Mt B L5EX AN AEFRANEAETE
i

« ATEZER NVIDIA GRID API SLELEHAMEERZINE, AJLE HDX 3D Pro 5 GRID 10 Rapi2FZiS09FE
NVIDIA GRID GPU £&&#EH (iF&0@ NVIDIA GRID) . NVIDIA GRID i$iREEMEE, MMLIEETRN
P&,

o BIEHROBERF A Intel Xeon Processor E3 252 EMKBEIRINE. BXFMEE, ESF@https:
//www.citrix.com/intelflhttps://www.intel.com/content/www/us/en/servers/data-center-
graphics.html,

« AMD FirePro S £%BR$585 & £ AMD RapidFire i@ EIFINE, 5210 AMD B R S Z) .

BRigE:

« HDX 3D Pro #FENITEN LM GPU XFHFEE RSB O MR, EXBIUMNRMEAFIEEMN GPU &4
TRIMmEMEE, Citrix BT UTEN: F LAN &, BNERSBRADPER 1920 x 1200 KK, F
WAN %, BINETREASIPEN 1280 x 1024 KX,

o Citrix BINMEPIEEMEINT: =20 1 GB RAM, 1M EHEREZE L7 1.6 GHz 89 CPU, EfFRERATHRS
RERNRIANREERRFEDR, TEDREERAN CPU, FRAEERMG L5Tk. BRfSmEMRE, Citrix
BAPIREELERE— 2 GB 9 RAM UR— M EsREZE LA 3 GHz #9x% CPU,

s WFZEREAHA, Citrix BIERFIREFEEMZ CPU,

o APIRETEERS GPU BNaTiAn@id HDX 3D Pro R4S E N FAZRF.

o RE Citrix Workspace MBER.

BXFMESR, B2E HDX 3D Pro &3E# www.citrix.com/xenapp/3ds

WAFTENARSS 28

BATENARS BT P M ARS 2R A M AR, UpsClient A& &7E VDA RE/, UpsServer HHEREESHITED
ARsz28 £, ERAFRIERED Citrix BRI ENIRENTEF B A HZATENH B B 1EX L TENAR S 88 o

MU RER S 25 UpsServer Aft:
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« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

2K

« Microsoft Visual C++ 2015-2019 a]BA{TH4+E
« Microsoft .NET Framework 4.8 (R{EhRZR)

NFERTERIERERFAHN VDA, TENMRIERRENAR S HIIEERBAITENRSSBIMANS VDA HREIBIE,
WA AT E IR T A% P im N AR SS 2R A 1 R B

BXIFAER, BSRINECITEN,

Hth

123245 Citrix WWaJIERRSS 28 11.17.2 MBS, BXRIFAES, BBRIT,

fEAhkR 2= fEH Citrix Provisioning (LLEI#r3 Provisioning Services) B, XenApp and XenDesktop 7.x &
#nEHAFD Citrix Virtual Apps and Desktops 4 & AR EEIRA 7.X. BXRREREENFAES, BB~ RT
o

BxXZ#HM StoreFront k7, i5&iH StoreFront RAEZE K,

R Citrix HEBE S B1E647E Active Directory Mkt A BB HIEES, WEE Microsoft AKBEREFIE
(GPMC), nR&yA%EE CitrixGroupPolicyManagement_x64.msi (g0, k%% Citrix Virtual
Apps and Desktops #ZOAHRITEN L) , HEREITEMN E&4mZRE Visual Studio 2015 Runtime, BXiF4fE
B, E8i# Microsoft x4,

NREMEH GPMC 481 GPO, EEES Delivery Controller MFrEI+EN LB BARIKEIEHEE (£ Windows
ARSI EEEF),

x#Z4 NIC,

ZIABERT, RELYAH VDA ISR REFERT Windows 8 Citrix Workspace i B1EF. BXiF4ER, BS
#&EBT Windows B9 Citrix Workspace R Bi2RF X1,

BHXEZ TN Microsoft App-V iRz, 555 App-Vo
BXZINBEZRREIRER, FERAMNAERFIAR

tkhRZ# Citrix Virtual Apps and Desktops Z/0&Z HDX RealTime Connector 2.9 LTSR, EXFMEE, &
£i% HDX RealTime Optimization Pack xx#%.

A %1% PowerShell Frzs 3 = 5,
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April 3, 2024

Citrix Virtual Apps and Desktops R EIMEAERTT R, FIAXLEAR, T el ITER R REtAEE IR &R,
RN AR, MR EeM,

Citrix Virtual Apps and Desktops s iFHITIL Tig1E:

o

e

Mg mR

KAP R FIRENRERSENREE T AREFIRE.
EERMEFHTHIR B EE IREHAHIRENIHIE,
MEBENEIEROERE ML,

b2
b2

=
n
=
n

Citrix Virtual Apps and Desktops EZ4—Hix R4 FlexCast Management Architecture (FMA), FMA #y

FERER A LU 2 ik S AN EER TRACIZ 1T 2 MhiAR) Citrix Virtual Apps =t Citrix Virtual Desktops.

TSP m

FBAMH

TEHXNER.

NEREZ Citrix Virtual Apps and Desktops BB, 25303&3EE G H. NRIELF1IAEE 6.x WEERRZH XenApp
& XenDesktop 5.6 SERARARIES, HIESIE 7.x FWEE,

ERTRTHREEE (fFh “bR7) heFBRAH

StoreFront

User devices
with Citrix
Workspace Citrix
app Gateway
©
Firewall
Delivery Controller

Firewall

. . License
Studio Director Server
N Y [ =
I
= Delivery Server
Controllers | © VDAs
i
Desktop
VDAs

Hypervisor or
cloud service

Delivery Controller it mpIHLEBRAMN, P ibmE— 1321 Delivery Controller, ZEOREFEIHIEP LA
H—PMRS R L, AL EEMATAY, 3§ Controller REEZMRER L, MBRENBEHUEEMEE
EFREMARS, Controller RSESH#ITEE, LU
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s PRNBREFNRE

o SRAPHITEHIIENERAF AR

- RIEAFRSHKEMNBERFZERERE,
o MICAPERE

o IXEEERFHIT AT,

Controller #9 Broker Service RERFRMWAFNERMUE. AFRHAENRIERRUKAFREESREEMERINE
FZFA*ERF. Broker Service izfT PowerShell cmdlet #3&id TCP #% M0 80 5 VDA £/ Broker Agent i&fs. EF
A LUER TCP %0 443,

Monitor Service &L L EHEH B HE KRBT ENEIEES, RS A TCP %0 80 3§ 443,
k8 Controller ARSI EIRFAETE A R EURREF,

Controller EEEEMRT, RIEEENEERERHIELEm, EREMAET, Controller AFEZRE Profile
Management UZE IS IR Windows FEHREEAFP MEIEE,

R

BPMEAELDFEE— Microsoft SQL Server #iEE, BT EHEBENSIEEE. WEIEEEMHELAR Controller &y
IRSFRREHSIENIIE. TEHEDORTELIGEE, FHRFALEIEES Controller BIriF4alEE,

R EA— M EEASEREEEN— N aREERE, RABLT, XEMEESERSEFEREETHRNLUE, B
1A AT e # 1T E 2

Virtual Delivery Agent (VDA)

VDA REFU AP EMRAFAEANZS MR ENREMIN L. XETBENRENAEFHRE. VDA FEitEVES
m Controller 5, Controller #m A EAFRECHAEENITENMZR. VDA BIHEEBHENSHFIRE
ZiEpERE, VDA EIIE Citrix FRHEREXNAAHKETH, HNAARIEERRE,

VDA i@d VDA ## Broker Agent ¥ &iEfs B1%i%48 Controller 189 Broker Service, 1% % MEfH s SRBT
#iEM Broker {12, ©i&id TCP %0 80 5 Controller &fs.

“VDA” —iai@E A TIRAENZE T iZAENITEN.

VDA FTAFERIENZRIE Windows BIERS, EATFZRIE Windows &ERSZR VDA A1 FH F B EEE
ARS538. EATFERIE Windows RIERFAM VDA SR(XATF— N B FERTISE. E7LUEA Linux VDA,

Citrix StoreFront

StoreFront A AR #HITEHNEIE, HEERFBRNKEMNNBREFNFE STURERVNASE, £HAF
A BEAREAERHNEEMEZARER, StoreFront FRERAF NN AEFITH. BRES X2 MUKRE MR,
XEBTFHERFAES MREZBAE—BEAR.,
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Citrix Workspace [ BiEF

Citrix Workspace AR R EEAFSEMAMIES (FIMEBIMEE) L, ERAFEBIRE. &M BBIARIHY.
M ARFMEHE, @3 Citrix Workspace B2, aTL#EFEAR Windows., Web I #FEIIRSS (SaaS) M A2
Fo SFILELEGERER Citrix Workspace i AEFRHMNIEE, iEATF HTMLS 8 Citrix Workspace [ZF
EF@TS HTMLS A0 Web 828R T —MEE,

Citrix Studio

Studio 2 EHEEMER Citrix Virtual Apps and Desktops SEMEIRITH &, Studio THEERMM SR
HAaPEENARFNKENRZM. Studio RENMSFIESETRISERE. IBEENARFNKENITEARE
WU RSN REFSEm D iRA R RIRME. T LUER Studio Aih=HEMERER Citrix AT,

Studio M Controller &2#9 Broker Service FEFRERMNESR, e TCP #0O 80 &=,

m4 Studio

Web Studio 2—1&TF Web HNEEIEHIA, AFEEEMERERZHM Citrix Virtual Apps and Desktops &, ©
LTAREAFAKEMIET, @EL Citrix Studio (EF Windows WEIRHIE) MEEREER, H8H%E Web
Studios

Citrix Director

Director 2—#HETF Web WI A, IT ZHEIBAFE AR S FHFIBAR] LRI A% T A SIEIRIE AN @A ThEHEbR, LB
RXERBABRES, HAUNSRLAFRRTZHES, TUER— Director BEEZIMEMZ Citrix Virtual
Apps g Citrix Virtual Desktops uh 55,

Director 87x:

« 3k B8 Controller #2149 Broker Service 28 2 iE$k#E, HhE3E Broker Service M VDA #1189 Broker
Agent FREXRYERIE,

« 3B Controller 189 Monitor Service B9 ik = #dE.

Director £/ Citrix Gateway iR &K ICA MEENB A BIERETFHRIBEERDTES, AEREEMAEER.

TR LUER Windows itf2thBhi@E Director BERAF SEH 52X B,

Citrix FaiEARS 28

YrAlERRSS SR B IR EM Citrix =RIFAIE. B5 Controller BEUBESMNAFRIENFA, 5 Studio BIEUSE
WANEX o R NELBE— MRS S UFENEREFANEX o
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R BRI F S H thARSS

EHNERRFHEMRSHE LR PRNENT. XEEDATUZRTRENBAEFMNKEN VM, BEJUERTE
& Citrix Virtual Apps and Desktops A48 VM, B EEREFREATLTATETREMNEEEFNITER
B EMITEMN L,

Citrix Virtual Apps and Desktops &M EMW EREFME MRS

BRTFSHENTERINEEER, BEFRERINYSEREFEIARE Remote PC Access. /A Provisioning
Services (PVS) Fifc VM B, W REBEIN EEIZR,

AR

LTI EEE Citrix Virtual Apps and Desktops 2B/, BXFMAER, ESREXN,

Citrix Provisioning

Citrix Provisioning (IA&i#7J9 Provisioning Services) RERLLRAFREHN—IEIELHS, ER MCS &L
AR, AFMEEMI. MCS BIZEMEIEIZ, PVS @I RRALEMEHEIXTABFIEE, PVS RITIIREN TR
EARMNEERRER, Alt, SRUERERIEEYEN. PVS 5 Controller @EUmARREE R,

Citrix Gateway

B MNAB A SN EpERERT, Citrix Virtual Apps and Desktops =T LAf# A Citrix Gateway (LLET#FA Access
Gateway #1 NetScaler Gateway) HARRIPXLES TLS WiEZENRE%, Citrix Gateway 3 VPX NS E 21ER
BXi (DMZ) #E5EM SSL VPN &%, Bl TR AEREE MRS,

Citrix SD-WAN

FEUFEEUE BFINsii NAFPXNENSENEESR, mTLUBE Citrix SD-WAN 2 AR 71614 8.
Repeater BJLAEE WAN fnfRI%tEE, @ EMEHER Repeater, DXHMBIAFKEE WAN EAERE& LAN —Az8Y
HaE. fgn, Citrix SD-WAN RILURBERF ARARESHMER, UEKMFEEN, Fi, BIMERERE M
SFTENRAES, (I F 3 AMBE P AT, HDX WAN RARESERS L EEMES BUERIFRTIEE, KAt
AR T B ESRH oiH T 1 RE,

AR E M TERIE

WRAAEBTAACNITENAR, BTRNAY B, SrAMMKERER, HEMHRARSIRITHBRSR, R
BER%E VDA WARS BMK@ITEN, UKBTFERIHNNFRR Delivery Controller,
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Deployment Overview

StoreFront saL Da.tabase

Controller

. O Netscaler
ICA File

Gateway

Citrix
Gateway
Protocol A

Broker sen™®

ICA Stack b
VDA

VDA R P e EEIKEMNBERF. TRETEHIETOANEMN UL AZHEZ GG E, ERBAIUREEY
12 PC ELUATF Remote PC Access,

Controller F¥17# Windows BRSZ4ARL, BTEERR. NMBREFNSE, HECNTEERArEE, SMNbag—

824 Controller, AFRIERIER. HREMMLTEMMEM, EtinBEIEE, EH’KFRE Controller KEER—
4 LAN =,

P& REEE R Controller, VDA P Controller ZaMig sy, HEAFER StoreFront R, H

EiRg1£% 3 Controller £#Y Broker Service, #A/S, Broker Service EiRIEANHIS B WS IRIRENEZE X {4EF1 0] B
FIE R,

RFERNGNERR

BEoIAIE, APEETAFIEE ERER Citrix Workspace R F2FEL StoreFront Web i s TiER.
RAPEEMENYESE. BINKENENNAER.

AP NEIRRBILRZFHTESELAR Controller, Controller &35 Broker Service @EHEMEMNZ IR, Citrix
BiIVEERE StoreFront EME— SSLIEPLUINZERE B Citrix Workspace M ABEFHIER,
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User connections

) O Netscaler V
ICA File \ Gateway e A

Controller

Broker Sev\f‘(‘e

Citrix
Gateway
Protocol

A

ICA Stack DI

Broker Service JRE AP AR S @A BZF.

WIFEREE, aXxURNBREFSSAEMNEEEET StoreFront-Citrix Workspace B2 BREAXZEBF, BF
WERIFIRPNBEFHEEN, %5 BRBAREZERLEE Controller, Controller EREFREIFENBIZF
FEmEM VDA,

Controller BEFMERETHEXiXA VDA, AERKXTHFAMEENPMIEHIERES VDA, VDA 5325, #
¥iz1s BRMERERE ZXE Citrix Workspace 2R, 7£ StoreFront LI —ANESH. XLESHFEEHE
X%l Citrix Workspace M 2F, fEA Citrix-Workspace W B12F-StoreFront thil3HEH—E89y, BB ERA
Independent Computing Architecture (ICA) XtH TH, REMSELERIEE, SREERDREYRENE

Ko

ICAXHHEFIAFIREL, HEIRES VDA LizfTey ICA KR BRI BEERE, ERSIEEEMEN
(Citrix Workspace [z f#2F. StoreFront #1 Controller),

Citrix Workspace R R#2F5 VDA ZialfyiEiZER Citrix Gateway Y (CGP), MIREEEK%, B SiETEM
IngE, AP ALENEREESI VDA, MEEEYEBEMENENE. JUE Citrix KT ERRZARIETEMS.

EPiHERT VDA S, VDA &R Controller BRFEER., /G, Controller BItE B RXBIubm#iEE, HAH
E IR E IR AR,

HEBENTERN

& Citrix Virtual Apps and Desktops 3F&8 S £ IT 8E#%3@12 Studio =% Director iR M IR, BEFER
Studio, BERALUAIA Broker Agent RRISTEYEE, UEEEI S, Director ifinl i MEUEEPZENEREUE
WU RFAEHIE. ©iFM NetScaler Gateway el HDX 0B B AR 235 A RIRME S 75 U B THEEHR,
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Data Access

SQL Database
i A

Netscaler
Gateway

Controller

Sroker sen™®

Oy
Do

v

Broker
Agent

ICA

7£ Controller AZE, Broker Service IR&EIHEN LS NSIENSIEEIE, LURMSEEIE, MRS TEERSIATER
EHBEEERN AR ETE SR ED,

Studio 25 Broker Service ifs. & RiAiARE##E, Director aJLL5 Broker Service i&fs (@2 Broker Agent
HRBviRM) LAAIR)E SRR,

Director a1 LLiA1E Citrix Gateway LUFKERS HDX BB XHIE S,

R REMNBER

AN BENERREBXANARFNRENITEN. A5, SBRNE, INAEERRENZAEFNRE (EHE
FPRIEN) URBLERPELOEEEN. (FIiE) ZEAUSIZNAEFAREENBEFNES.

HENBER

HENBRZFEANBENKEEITEENEMNIMENES, XEHBNKETHNAEFNENSESERMLRA,
NHEF, BRPHFAEITENZERENIZERAMNBRELN VDA, HEH, XEHBEN LEERENNBREFHENSE
Ho

BE, BRI MR, AREALEMGEERPUERSEEN VM, JF VM, ErA%ZERPITENIEE
ez s%: Citrix TR (Citrix Provisioning 2k MCS) SXEMT A, ol EREESHNIEMRE, EXMHERT,
M EMFF—ERE=FBTFRES % (ESD) TABEBRITEE.

BRI BN KR EE:
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o ZRIFRERSF: AESRIERERFANEMN IR EN. AT Citrix Virtual Apps 2% BIEF
(WA ETIRESBHNITENMAZRF) A Citrix Virtual Apps 4 S E (FARSSEENSEME) . XLt
BTSN EPRNSEEIEE,

o BRIERMERSA: EERRITRERANEMIIIEN. AFXRM VDI RE (ETaIMEERFEHMECHES
ERERFANEE). VM ABEAERF CREERIFRERENEARER) UNRRENYIERE, —RIXAT—
MRAPEEIEPHN—ETTEN.

+ Remote PC Access: ZFini2A R MEM[ETT Citrix Workspace M BEZFIIEEHEEYED N PCo 1
A PC i@ Citrix Virtual Desktops SE#HITER, RNEREAFTIRPIEEH,IEE,

BXFMER, ESA Citrix Virtual Apps and Desktops & EEMOIZITENE Fo

RGN

RATEIEE WL A A AT S R B EMNHLEN ARER. SESKE. XNAEGSHENERFNITENNE
Bt =i IEABRAY Active Directory AP, BILUREBRFFRER Active Directory A E D ELRIERMRHE, BAA
Active Directory AR {FARTT ERBIMAI AP #HITHEN AR

BIRMMAMAIUEESPIERFIHEN, STERAURSIRYARMITEN. B2, —atBI—XRIEEET
— R A,

AIEXZAAFRAR A LILRNER. fldl, ERAENAFPRERRNRARER, AIUE—TERNERE LR
EFFENARER, AEZERTEREBZHITENUES NI RIMEZEN L. AR, JUEESTROH, UMt
BN L RENFRNARERFFE.

BXFAER, FSRCIER A,
[z FfER4H
S5ERSIRMNAMRL, NAEFARENAEFEENRRERMNE . BIERTICRFEITIE, JUERREITEN

REMS P EBES, MTTHESHENERESHENEXBIEA. FCREIR LR RZAEPBHTENHITIID
(HHK)o WRABERH—ED I BENHTIRBMHEHIRN, NAREFABRER.

BXEAER, BEACIENAEFE,

B2

ong

B

o Citrix Virtual Apps and Desktops ~EE
o MKIHO

o BURE

o LZRNEIMNEEEFRME MRS
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Active Directory

April 7,2023

BTEDIIEMIZNA B EFER Active Directory, Active Directory #1#9 Kerberos Ehit4Et A FRiES Delivery
Controller BIEMESSEMEZ . B Kerberos MiZAEE, ESH Microsoft >,

RS ER—XFIHE T ZHEHMAIRNINEER S, BEFARIREE, HiTH28451E Windows Server 2003 2| Windows
Server 2012 R2 tiE 7, XA=EIHINEERS,

RN R

o BEUTRENIE: AP ENWF FEREFE— Active Directory #idr, B FIiHEHKF AT
UEFEETFE—MANEEIERN, A SR IFIMIIEABITE X R R E P S 2R #.

o BEUTISEMERE: BAKAFREN Active Directory # R E T4 23 H B S E A T BN P FREH
Active Directory #., ZLLXIES, GESEFBMNENKEITENKFPIINAEETESAP KPR, o]
LUERAMEEMINMEE. FrEEThReRSIFIMINEEARDITE XM B R ER B PR 1S B2 5%

o BEELTHENIE: HiZHED, 5H 30BN FrER Active Directory AR BT EIMSEEAIITEN
i FRERI— N Z NN Active Directory #f, 7ELELEZES, ERHIZITENKAFRENESS EISEIT
BHKPFIENRESZENAFENAEEXR. EHEBEFR, GEiTHEREREmITENKS NERE R
HMUALTF “Windows 2000 Z#)” IhEEAFIREERT. FIEMINEERBIEF R,

o OGIEIEHI2R. AEFFRITIHIEHI2E.

8%, Virtual Delivery Agent (VDA) RATLUfERTE Active Directory & HmRIE BRAE T LUEMAIEHIE (5),
SRS ENENETESINAGRS, HAIAERIE VDA S5iztlssi T8 Active Directory B EI B, &
XL RIS ENER, B5RET Active Directory OU 9 3F1 CTX118976,

AR

BENERELREEXN Delivery Controller BIitEM ZAFRIHAM R X R

£ % Active Directory MIfE+HIE

k15 BiE M R(EkR 4 XenDesktop 7.1 #1 XenApp 7.5, NERTRHARAH XenDesktop = XenApp.

EREZ M Active Directory If15H, IIREEERMIHWAEEE, NAILIER DNS HRBHFHERBRITE
MERFEM. EAVFERE Active Directory AP EIZBITENIKF, BEREHERMS. F2H Microsoft x4,
TREXIERSIIFRES.

MREAR MM EECEENTE DNS #4238, WAFEE DNS B FEcE KRR DNS X,

7% it Active Directory # NetBIOS 2 # 2 &4 [E, WX VDA # Controller i FARRM M, MNEE6IE
SupportMultipleForest FM&RM, FEAMUTESKEMERDAME VDA Delivery Controller:
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JINCy

AMRFEFAIESETENR, JRFEENRERERS. Citrix TERIEEIMRFERCHATLESEY
IMBYRRRES IS LABRR, EREMRRIBSRT BIENI, EREIMRZAT, BSBHITED,

£ VDA Lk, & &: HKEY_LOCAL_MACHINE\Software\Citrix\VirtualDesktopAgent\
SupportMultipleForest,

o &#: SupportMultipleForest
o JH: REG_DWORD
o ¥R Ox00000001 (1)

7£FrE Delivery Controller £,B&:HKEY_LOCAL_MACHINE\Software\Citrix\DesktopServer
\SupportMultipleForest,

« &#: SupportMultipleForest
« 27): REG_DWORD
. ¥ 0x00000001 (1)

%R DNS s & =85 Active Directory Was 2 =EIARE, EraEFEERA DNS ELE.

FINT —SERRD, LUBE%TE VDA AARKEMBER NTLM B48IE, ZS%RIEARN Kerberos &2, FILUEALL
EMERTKRMAE SupportMultipleForest EMEE, EENTBFRAGHES.

£ VDA L,fE :HKEY_LOCAL_MACHINE\Software\Policies\Citrix\VirtualDesktopAgent

o

« &#: SupportMultipleForestDdcLookup
« 281 REG_DWORD
o HiE: Ox00000001 (1)

LESE AR ERIFIE A AR AT 22 PR E T NTLM M SMIIER N EEEZMIFEHRHIT DDC ko

NBGEHECEBIINBEE, WEBCE ListOfSIDs FMERM, R Active Directory NetBIOS 5 DNS
FQDN R[], SEBWMR B ST MigEE M Netbios &# 5 Active Directory FQDN R[], thFE )&
ListOfSIDs EMERW, EHRMIEMRD, BEERUTES:

33F VDA, EH EFEMERBM HKEY _LOCAL_MACHINE\Software\Citrix\VirtualDesktopAgent
\ListOfSIDs,

o Z#R: ListOfSIDs
o A REG_SZ
o BB BHEIBMZLITEF (SID), (SID 887 Get-BrokerController cmdlet 4R H,)

WMREBIMEINDEE, Xt VDA BEITER:

1. {2 X Program Files\Citrix\Virtual Desktop Agent\brokeragent.exe.
config,
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2. BHEXH.

3. EXAFERERF (FIINicEdR) PITHFEXH.

4. #3Ixa allowNtim="false" #igxEBhHm al lowNtlm="true'",
5. REZXH.

£ ListOfSIDs iFMmERmMHARIE brokeragent.exe.config xtrzia, E#Es Citrix Desktop
Service LARZFAPRHBYEERR,

TR T TS ERE:

EERE &tk A IR 7S 32 5%
RE5F RIS XX [a) =

R RIS XX [A =

5MEp RAlfRE BEEINE =

2 AfeiE BRENE =

RIEFHS T A% BRENE =

it AIfEEaIFA] X BRENE &

BXxE% Active Directory FERIFME S, 1H8I CTX134971,

HiEE

April 7,2023
Citrix Virtual Apps 3¢ Citrix Virtual Desktops i fER =" SQL Server #iEE:

o MR (BMAESECE) FREEESTNEREE, URHFSIERSHIERER,

« BEESRER: WMANBEER) FHEXMEREEENNERENNGEE. BRAEERTIERIE FUAMER
TEA) B ERILEERE.

o U540 7FfiE Director EAREIE, MKFEMEREER.

& Delivery Controller #83§ 5ih R #iBE#T@E. BEE Controller S#IEEZ @ 1T Windows &4%83E,
X FA—1 Controller A3tit R E M Controller A&, BXtEKREILSHIBEEST RS SHME, 0
REIEERSSREINKIE, MAEEZEMFERET, BIAFFHEINTEE. BXESUEET B ANREET
ANER, BBAARMENER.

Citrix pEEERE T A TR
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o THIED. BETHEMHIEE, UWEEHIBERS S HMKENT LIS S#TER. SMUBRENSHER
SEFTRR. BXEMESR, ESH CTX135207; BFFE, ©ieM2 CitrixXenDesktopDB, EXEZX
¥, WRAIMHEFPER.

o EHEMAERS S, 1 SQL Server HEEHH#HITALTIZR. X SQL Server HIEBENEKER, S
i Creating Full and Differential Backups of a SQL Server Database (13 SQL Server $iEZFEH=E
FMMEREMD).

MRENUEREE ST, BHREIXKIFEZEOSLSKIEE. SXIFEAM Controller 5iZ8BE B,

BAm

BILAE RSB LS e I AR R TS S AR (R SE TN B ahil (54575

+ AlwaysOn A4 (&1 Basic ATAMEAH) . X2 SQL Server 2012 5| \KEE S AT MR E RS 4E
TN WERBRAR, KARAUEESRAREDRS — MRS M IBENTTAY. AlwaysOn s AMAZER
SQL Server S4B &E7E Windows Server #fE3% 185 (WSFC) i £, BXFAER, BSRAER
SQL Server 17 Windows Server tfE55i5 8t 5£121E,

« SQL Server ¥iEE RS B IBERG I URR—BSEIEERSSBAERR, aIMTE/ LR FHAPERSE
MEhEEY, ALAFPBERSZEIRm. SHMBRAGEME, A EENRER, BAREESMUEE
fR$3 28 LR ANBR SQL Server ¥ aMHE, RNEEMEHEIFERMER SQL Server Express Edition,

+ SQL B¥&Efk: ATLUGEA Microsoft B9 SQL B¥E R, AF—BRSB/ENIEES —AHRERSB[NESIR
R BE, ZMBRAENEEFHNER, BoiEERIEESILEMEASE (W1 SQL F5) Eig.

o EAENWBEEFNS AT BRLAZE, ATLUSEIRBEEANEIMMEITIE, HERARMNEERER
KIS rTRAMINEE, RS RNMALLHREG S ZEE, EAEERNENE RIMIERIERRY, EhaUER
SQL Server Express hr4s, B2, HBEmREESIRLRIE, RAZERNEAEEESDIITEN, X

AIRER SHUN A P IR HBYARSS R,

M ENEFIhEERX SQL Server SR AMEREKREITH IS, AN EFIIREMER - B EEM EMMERDIN AR
FHRE, BMEERSUBEETA AR, BXEAER, BERASMENER,

INR k= FHIFTE Controller sgHEME, TTLUK VDA BEBAESAMENTIET, XBAFAFP4SHNEKE
M AEF. T AEEXT, VDA BESkaRPrER ICA Es, A 2H Controller KIBRIZER, NHTE
5Fr% Controller #1T5@&(E (1R/DHH) B EALLIHEE, HINEERERBEMBUAMRRER, BXEMAESR, &
&5 CTX 127564,

7£ SQL 8#55 SQL SRR EHR, AT R EREEHIR.

REWIEER T

ZINBERT, REE Delivery Controller B, R EZRSEZS EROMNEISZ— SQL Server s2ffl, RFFRE
SQL Server Express higds, X FEISIIEHIAWERE, ZAIAREEE BUBRE, BZ, SQL Server Express
A% #¥ Microsoft &=aT AIEIIEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 49


https://support.citrix.com/article/CTX135207
https://learn.microsoft.com/en-us/previous-versions/sql/sql-server-2008-r2/ms190412(v=sql.105)
https://docs.microsoft.com/zh-cn/sql/sql-server/failover-clusters/windows/windows-server-failover-clustering-wsfc-with-sql-server?view=sql-server-ver15
https://docs.microsoft.com/zh-cn/sql/sql-server/failover-clusters/windows/windows-server-failover-clustering-wsfc-with-sql-server?view=sql-server-ver15
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/manage-deployment/local-host-cache.html
https://support.citrix.com/article/ctx127564

Citrix Virtual Apps and Desktops 7 2212

BUARERFEAZVIA Windows BRE KA FIIR, EE1E Microsoft X TRXFXLELIMNSENFMES, HP
BiEN@AE sysadmin A&7 Windows RS tkP. Controller EBILE B hAIMLERS KA, Controller 7F
EFREMEM SQL Server AEHANR,

WMEEE, AIASUBELGIEFRELA, £ Studio PEENIEERMILE, BRALFNSRSKEOS, MARE
HIZ#R. 1551 Microsoft X4 TR Fhafl SQL Server $UBES I ELAIMIFMAER.

S FARSEEFEE UK EMAFER Microsoft ST RMINEEMNEE, RITERINEERZZIFMNIE Express ik SQL
Server, EREFE— Controller ARSI LUIMIITEMN LR % SQL Server, 24 EKFIH 7223389 SQL Server
hRZs, #IBRERIUMF—ERZ A HEN L,

BEEMELIEE R HIRE SQL Server 3. TMOIEHIERE, B2, WRMHSIELIEREUERE, WEHIEESAAT,
FE8Y, BIYECE Microsoft ST AR,

£/ Windows E3£#F SQL Server A FRHFRE,

IR R FIRESIEE
FitREIEmSHOSIERETE LIEEREES M (5. (F2REEIK.) H#% Director &
Monitor Service RFEBEHIR, BNERENEEENBTPERTE,

BOREERME A TIRBRIBENIET: BisiERMA, 8%, WRE (Studio AP Citrix EX2R) HEM
FHBIEENR, FILUERABMED. (FEHREHREFMTIINR.)

it RfE, BRAILUEEENEEATIERMENSEENE, FERERREENLE,
BRI REEANERREMIERE, BRMUTERE, ARASHITENREIENMAIRETIZ,

1. EA RSS2 (A B) E%% SQL Server B4,

2. ERSS% A L, SIREFATALBUERENISIERE, ERSS A LE0ILEEE, ARRKEEHEIRS: B,
3. ERSBEE B £, ER&H XK

4. ZARSE A EERBIERK.

BHEARSEWIEER, E151T PowerShell cmdlet get-configdbconnection, UHRBEEEFR
BRRSHEEB U FIRE NSRS,

MR LUSTERGNSIBERERFM. Bah=ifiEk Delivery Controller, 3E£id Delivery Controller,

BEigE
INREFEFABHEIEENR, BESIERASHEIREREEREE Studio PRIZFIREIRE LT, AGRME
(RERIE R B9 R stk

MSREERPU EFERIERE, WBIEELANT, RIS UL BHIERE, RASIRTERKIIEIEE, AE0H
RENEOREIERE. WINZIRIFE, Studio KBmICIBEURRE, REHTAEIBENS SISIRER BB K,
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AigE

MRIERBFARNBEENR, BEREMA BINHIEEFEEER) 98, UTRIRFEINT:

1. AR YIEBSHNEIEERES, %% Generate scripts to manually set up (ERBIAUFENZE), It
BEATESNEFNBISEIBEER T =FAR ML HaiEE. BIIEEN R SICREEE,

o BIFREE “SysAdmin” BIIZA. AT AIELIEZEMN Delivery Controller Z2RMIMIAs, XEFTESEE
securityadmin #2pR,

o BMHREE “DbOwner” WA, AFHEKIEEFEEZAFAE. FNBERE, RECIERNIEERITIH
&, XEESFEE db_owner R,

o BMHPEE “‘Mixed” B, FIEESHME—THAET, SHRERREX.

AL E X RN AIE,

=

AR

FERWIRED, $UBESEQIETRER AT RARAE (R) WARREM L ENEZE: securityadmin
g db_owner, MRiEA, EELEESE securityadmin AEHNEERIZITH “SysAdmin”
7, AEHAHE db_owner RN EERIZTT “DbOwner” s, B4 XA, Ea] AR
PowerShell, BXi¥AES, ESRHEEEIBRENREIZ,

2. BREMBARMBABIEEEES, ENEREIZRSHEMEL. HERER, RARRREHRELNZIER,
e, SIEEEERCBMIEE. SMUEFELEA LU THIE:

- EFEALREN _CI_AS_KS WHiEMN. FHMBRNERLERN _100_CI_AS_KS BIHIFEN,

o NIRIEREMRE, EBA SQL Server Read-Committed REB, BXi¥4ER, B2 CTX 137161,

- EEENETAMIRE WIRER).

- EMEHRKG, FEABHEESENEATEMERN BUARERTHERER). BEFEUBESNIIENXH
F, RERESHTHRGIRSE. A, BEOXEERIEERSS. =6, EEFRSH LEEMER.

BIEESERE SQLCMD #xXFERA SQLCMD #<${7SLAiEF S SQL Server Management Studio sRHATULT
1BE:

o ESAIAM SQL Server #iRERLA LE1TE8N xxx_Replica.sql Bl NREETSEAMN)
o XM SQL Server HUBERLH LiET7EN xxx\\_Principal.sql iz,

A% SQLCMD #ois4s 2, 521 Microsoft 44,
FrEAmINERE, SIEEEERME Citrix EERIRE= N EAEIRE DL,

Studio 2IRREHEGIRBIE R, ETRIREIFFIBERE. BN, IRTEZXARERBENEMRSE, RASE

TEHIRHE S
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R EHIEEF R IR

B EAMERRARIFAF T REIBMANA U EIEE (HEEUREMLE), BELTEBEL SQL Server &R, X
TABRAT LR ECE 3 3EiT Active Directory A R B H3AEL. MEEM Studio AR EEFEEXLENR, RAS
RRIEMER SQL Server AR &R,

1R F& REeEAE BiIEERE
Bl EIERE SIS ENTHIERE dbcreator
BIEZR BIEFRERRSIFEMNRN, securityadmin® db_owner
FHEFE—1 Controller iR
ey
70 Controller ¥ Controller (B&%—1 securityadmin® db_owner

58 AINEE R
7h0 Controller (%R 3% Controller #REE%F securityadmin®

EE)) IEIHEI T B GEIREN

HigAEPNSIEERSS
fips Controller Mis s ffipR Controller  ** db_owner
BRI R AR E R EMERF db_owner

* BAERAEE LMRHEM™RE, ELFLEATUE securityadmin REBAGAAEFRTF sysadmin iR
ZRAE.

** Wik =Bk Controller (&iZ Desktop Studio, ski#&MER Studio 3k SDK £HIAIZ) B, Controller F#k
BERSSENBEREEFT2EMIBR, X277 €L ATREMIBRE—+ B LpR1E Citrix P& UIMIBRS EEFERNER.
MRTBEEEER, WKAFIRBRERER. WRERE securityadmin REEBHERAER.

e Studio ITIXLERIERY, Studio AR YUMEBRHAMENRSBACRANBIBERSBIKF, RNERBIR
HABRI MK B IEHE,

BEEIEEA PR S
EEWFES, HEFRECESTHAEESRARAE R NARBEKLENMA: securityadmin
db_owner,

fE /3 PowerShell AT 1B E XM MIBENIR. IEEFRINELSHOERBNME, —THEEEE
securityadmin EMNES. F— I MHENEE db_owner MR, HEF LA Citrix BB RAET, ML
ESHIEEBERKR,

£ get—-+«DBSchema cmdlet 1, -DatabaseRights EMAEUTEME:

o SA: BT OIEEIEEMN Delivery Controller ERM4s, XEFEHEE securityadmin bR,
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e DBO: £M—1MAEHIBEETCZAFRBCGHNHE. FNERE, ARERBIBEESENE, XEEESEE
db_owner g,
o Mixed: (BN FAEESEHE—NIZRT, TICFENRRINAEIEMIL.

ﬁ*ﬁémfm %) ]ﬁ%l;ﬂ Cmdlet %I_}ﬁj]o

5 Cr bl i

AR ™SRz —faE SR

* ServerName
« ServerName\InstanceName
« ServerName,PortNumber

s3F AlwaysOn T, BEUEFERIEEANMITES,

BRI E

FRIBERE, EUEREEASERMSMEERENUE, (ERREEMEREIEERENUE.) SEERENEE
AU ERY:

o LREIEERRSIEA = AR SIERE .
o WRAEH, FESHRERMHREENES.
o BIEETHNE—FESETBEEREEN, EFRSIRRURBHRERE,

FILATE B A 5g ) B SIE RINAER B i B B B T RMEEN I E,
BENMIEENGE, BHRITUTRE:

HREHEBIHIBREFENRS 3B LB RESIIFhRAH Microsoft SQL Server, RIEEEIRE S B8
£ Studio SMEEPIEEEE,

EFRENHEEMUENSIERE, ARERFERPIREEREE,

1EE ML BRIEIRE S #F.

WMRFL Studio QIEHUEE, HEZAGHENMNNIR, BEREHE. BT, BREMRE, ARG Studio
REOIRNIERE. Studio 22X EREHNEEARKIEE, NRZBEXY, RAGRTERNTEERRP
HER. ARG, Studio RBEUBERM LHIEBRE, SRIESIRELEERY

6. MNRAFE Studio BIEEIERE, REELEBHBINIR, BRTEMMA. EREEHEIERTFOER
EBEMRGHIEE (NRFTE) i8S, LHZEGH, BRERIUEENT, BEEVE—MHEAERUHRMERZ
3¢

ok wpn e

BEEER

« BUEEXN/NMRAEIR,
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« £/ SQL Server R BMMAG RN, HRIL=HEEANMEEERFT Ho

RS 737%

April 7,2023

Citrix Virtual Apps and Desktops 17T &M A A E. —MRXSH AT EREENFREER,

5

~

=

ER-MIEENNAEFRAAEETRETY Bt SotEEMAEF AR,

ERENNARERF: ZZARFETEMKEMREGHN—ID. RESESREHFREGIRENEZH dIl. exe F1H
X UAREMRIER. BEXIFMER, BEBRUETENER.

R FARER (Microsoft App-V) -z BiEFEMNKIRERBEHTMNEIEH,. YVARFXHIEIMRIGENRSE
EEMSE ENRET, SEMRMEALAREHEHELIRE, LRREMTRARSTHNM. EXFMAEE, 18
27 App-Veo

SERAER (Citrix App Layering): 81MEHEE—MNAER. RERRERS. BIER—MRER
#R. —MFEERE (VDA. Citrix Provisioning {18) URZIMUAEFE, SEETURMREIENNAIIEE
MG, SEENTITNERSRE, RARERSA. REBENNBEFEETENET. BHEN, G8ZENFR
BEIBMNIGIERZ BN, BXFAES, 1E5H Citrix App Layering.

£% Windows B2 REEZ AP Citrix Virtual Apps TN LHEREBANERERF (MiESE) WEA
2F. B M VDI fSEminmigETaiinitE Windows NBER, B T NAREFTIEEITINESL, BXif
MER, BESHCIE (T,

RN AR BEERRISE LNEARERF. NARFRETHAFEEN VDI RIEFHER, BEERS ST
TRk, BXRFMER, ESREEHLARERF 1A URL EE M,

WNFRE, FEEREREAHHNSES VDI RH.

Citrix Virtual Apps 28N BZFMEE

FRZSFRERFZITEN M Citrix Virtual Apps and Desktops & HHIN BIZ2FME L HRI=H,

B

o BREEAETRSS[HEDFTLEBNRN, UEKAEEMRDESTIBERRXANAEFNRE, RiEMRe

BB A P A,

o BRAPRITEXBHNESBEARTEMURERTAREFRIILENR. BRIUEEESETIEAR (W

IR CMRIEARZTE TEAR) HHZTIRUEBAF,

- MAEREE: ERNAER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 54


https://docs.citrix.com/en-us/categories/solution_content/implementation_guides/database-sizing-guidance-for-xendesktop-7-6.html
https://docs.citrix.com/en-us/categories/solution_content/implementation_guides/database-connection-strings.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/install-configure/machine-catalogs-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/manage-deployment/applications-manage/appv.html
https://docs.citrix.com/zh-cn/citrix-app-layering
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/install-configure/delivery-groups-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/general-content-redirection/laa-url-redirect.html

Citrix Virtual Apps and Desktops 7 2212

MBMEZTEL

o BUEROARIER. AT RARERG R,

 REFHNBEFXNFERGTE,

- TENAEFEDERE, BRTAEMXENARERF. XRHT - ReBAIRNAFPFR,
o AP ZIEN A BEIE IR E N 2.

BR{fms:

« AAALLEE StoreFront. EFAREHERHERN URL ER—I RS BEF.
o NARFUENSINHTRNHEAFIRE LEEMELTEET.
o RIEREXMHIRE, APABNERSTERPNNAEFSIEERIIHITRE. T, XEBREHRMIER.

R, HEMRZINABER:

o NARFLEERETEN (MIFAFIRE) ER1T. RETTENIUZMEN, BaUZEMT.
- NAREFNKERZESIEFRFRAITEN L.

o HEHEIHEN B REM,

HEN B RPH ENAR KPS ERIN BIEF X 14 A A A3 14,

o SRERFRFITENSRERASNNAREFRN _ENRTH,

KEEEN A

ZRFRERAUTBENTNREEHBENETZIRIE, UERS I NAREFNEER A S ANIEZNEF.
SMAPHFEEAMFETHIARENBAEFNEITNRE,

gD, — M REAERFBEREINARER. ZHEN LN — I SEEANEMARAETR, 53— RAPERHE
RZHBHNRENNAEF. A—aitBN NS —IMEREFTH. IRFETAFRRNERSTBER,
WAFEREMEMZE, BNBFAUERAR—IMRIEETETARERF. IREZINETAPERHIBERER
BR—&HBENLEFERNTARE, ZtENIEREANTIETEN T FRNABF.

s EREBAFIRMNAR, FEFRMHRROKRSSE LEITEN. BERRENTENRENSE, BUER
FERBREARRNRARER.

VM RENABERF

FEREXERERFITENRS VM RENBREF
Bl

 BREERETEFHENT2NAEFRMRRAAE, REEPEERYE, AFEaTNRSBEES AR
BRENXERFRESENETE SR ARER.

s BMARRNIMNIAESE. F=FRFEREMIGNERKR. SHNARPAREERIIFRITERARER.

« NARFAE: FRFaS5HEMNAEFEESRSERRAESRERAHITRENRARER, 3 Microsoft
.NET Framework, XEEBHNAREFRESEEMIILHITRE,
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MBMEZTEL

o AIFEHIEFOANTEN LR2EE. RENSTERE LNNBEFNSE, MMRH—ENZFNHEE
FRAGRRTTZR,

o BRE, TLBAPENSEARNANEENERRNBREFNITEN. EAIUBSHIERETEN, UE
EERERETHAAERNRNAEFXMGZAR. BIHSORINITEN, BRAIUEEM ERENEES
CSHINARERF.

o BRERFRATBEN LAXBIETZI21E. Alt, ERE, STAPBBSAXTARNESGHEN, BX
LB P B A e IR E N B AR o

o WHZERIEMATAENBEFNRSSEZRE, BIEMNEFBIENFEE,

P &R:

o SEZRFERERFIT BN LRERZNBREFERNTENRREF K,
3. HEMRRAERF:

o SZRERERFUTBEIER, EENRENEFRIERFITEN.
RIEEEMHER:

o BRERFRABENAMBESHBENETENRERE. XYHRNNBEFN, B ARARERSNNARE
F (RRFENNARER), ANREREEETNAEFAA— M HRIE,

o ERMAR, SAPERN, SJLUARSSHENTEN (BXBAFRERIERNITENN) SHENSENITE
M GRIEZERTAMEHITIER) .

VDI £&

EREIFRIERFITEMNMIT Citrix Virtual Apps and Desktops VDI £&.
VDI fSEREEEMN L, HESMAFRRESERERR.

VDI fSERENAZ RS TEATNRE, ERFTERE LRENNVAREFFHETRSBVRFERG., LI, RIEEE
#H VDI KRERE, AURXERESRAETNHEF. XATHAFRH#ITEENMELIRE,.

22 VDI RERITENE R, SIZUTREERZ—:

o BEHIFXARE (X#At VDI £H) . 8XAFREREP—IREN, ZAPBSERIMNREBPERNS
Ho ZMETENEMRE, HENERSN, NREMBEESFEEHER.

o BSIERAREA: BRERIREFR, BMKEHPANBAFRHERE. CiPNSatENBET 1 EREG.) &
RfERRE, BRE8RERUERKEN, ZAFHREEIEXEARRAAESENE— T RH. HENEHREE
Y, YREFMEBERR2EER.

o BHSKARE: SEMEEN VDI KRERRE, BATUEENXESEHITMENKIRE, BERERIREFR, BMX
KREHMTNAFDERH. ZAFANESERSERIBRAEANSENEERE. TENENRHN, BRE
X REPAMIBIEH,
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Remote PC Access

Remote PC Access 2 Citrix Virtual Apps and Desktops B9—IIhAE, FHLREBREMMAFRTUREHNAR
mREE e EIR, Citrix FEAFRPIBENEYEMIAE PC, NEXMR LA, NRAFBILIFRIE D
A= PC, TSRS TR AN AER. SUBME IR, Remote PC Access TRSINMIRHEHEHMT A%
BRIEETIERR. a0, EIAKESNBRERFREXEKAEMZEN,

Remote PC Access fF B3 {4 ESmHA N BI2F4ER Citrix Virtual Apps and Desktops A, Hitt, ZEF
fitE Remote PC Access FERFmIZSEE Citrix Virtual Apps and Desktops LTI R BN E RN
FERE, XMFE—SRM T —HEL—NERGFE. AFR@IER Citrix HDX ZTEDRQZE PC &iE, REREAFK

5‘.‘[0

BXEMER, BES% Remote PC Access,

April 7,2023
FEEIMEIROESE Citrix A ERNEER PR,
BIANERT, %= Citrix AfE, ESEMRRERFNENGAIE, USRI iHOHETE,
T RERELUTHOGE:
o ATEFEM,
+ 30 Citrix Virtual Apps and Desktops A5 Efth Citrix 7= RILAH Z EEEMER ASE, AT LAER
B %R AT,
o MRGEAE=FENMAE (BII0, REBRGLEEMTHFRIBAE), MIFRERFENENAIE,

o WMRBHOXLEAG FRENBAIEERE (B A Windows BHAIEIRSS) -
o MRBAHINREEFRRENERAARNEORIFEOTE, ARFHEZANMIEEMNE S hREBNKED,

HehH RN EE Internet /FS 2 BN (Internet Assigned Numbers Authority, IANA) 5E#t. http://www.
iana.org/assignments/port-numbers Rt T B XXLESEHFMER. BZ, IANARENEREEERHFERE
RIS HIERIE L

Ltt4h, VDA #0 Delivery Controller EMRERAZTEHEAFERANENGED, BXEMER, 52 Microsoft
Windows #%,

HDX

January 4, 2024
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I3

AMRFEFRLRSHTEND, FRFEEMRERERSA. Citrix THRIEIFEMRFEREAFTLESHE
IERRREB IS AR, EREMRRIESRTEIEN, EREIMERZE, BSLHITED.

Citrix HDX &R T —RFIIZz8vA, sJaEMig& LB AAREERNERRNAREFNSEAF RS EEN
3,

Workspace app

{
User Mode i Thinwire ooo Multimedia
I
I
|
\

Virtual Channels

bzl Virtual Channels

/

Mux of VCs
* Compression
*  VC Priorities
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Packet
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1
|
|
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|
|
|
T
|
|
|
|
|
|
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|
|
|
|
T
|
|
|
|
|

\
ICA Packet in “wire ‘

TCP Stack UDP Stack
TD * CGPor SOCKS5 + CGP
Transport Driver +  WebSockets

format” with CGP ', ¢ TLS + DTLS

headers, Transport ~~~~~"—=——=—~ . + UDP

Level Encryption if — - .
enabled, Ethernet e Network Link:
header, etc Switches, Routers, Firewalls,

Gateways, Traffic Shapers, etc

o ESLUEMEE

XERRAURRNASHITEA, AET ITHRAFRER, BRTHFESRE, ANENT S MERSBNARE
Eo

- BREER - SRREECONERFRED. NAEFHL. BRIREURMEZMRSB[IEE, UILHEZ2MNA
BFHKEEMNARAUE. 2MAUTERRIREHITERS B LLE,
&

o BiBNES - BENERENEATFEENZERTRHEFENSEFET. HDX §RITEHESIEE, N, &
A REMETAS (XAE. M. ESFNSEE) 09RE, HDX KRR EES EmEEE UL CPU # GPU
ERRMRELS. ARRES M E—NAPNEMEEMBENINE, XS EENERAFEERIIELINN,
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Endpoint
Optimize performance
leveraging
power of &ns

C( )

Video Keyboard Printing o
and and Datacenter
Voice Mouse

o ESIENER - MERENESHIENIFERL TEZT P HSRS[BZERECESHE. IhEEaIFIRE
HBIRENEIE (GINAIEER. X, FTEMEL URES R AEERE) PHESEARII, FEXEE
XAV BB ML HITIRIX, BRTEENRE, HDX EXFHZHEERNSIE, HpMRRH#ITHE
MEESMIRET—MIBEHITES, MARASTMTAPRI—N—&EK,

BXFAER, BEAANERSSFEMERF TEXEE T,

Fig&E L

HDX FIBAFIRENITERIRIENM AR AL, HDX RATHRAFTEHENSEINAREFTRRERT. T
BNZHRERBTER. TIEKITHITIRERFEBEFEEMSENNAER, ARTEMIKE LM EREEHIBELRS:
TR

EMLE £

HDX Sepl 7 St B9 LALAIINETNBE, RAITEEMML (BIERTE. SR WAN &) FRREMELE.
HDX TheesEmSENIF R E o XEETHAER FRIEREM T 2. XEINRENEMBFRIRNARERAR, MELIEAFRZELR

ARG R RESVBER, ERMATPAEINREIE R KRE RN AEER.
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EHIEROH

HDX #ABARSS SBHIRIZEENMATY BIE, RIBRER L, MALEF HgEASEMIIEE,

Citrix Director 12489 HDX B8 S INRE AT E A P& & L B RBi&EE HDX BEMIRS.

HDX Insight

HDX Insight 3§ NetScaler Network Inspector fi1#8£ &3228 5 Director #HEMR. ERMHERS ICABREE XM
17, FHRELRINFMEBMDEIFAERMIEHRME, HHIEaERFPRMRS SR ICA IEER. ICABEBERNEHERE
FERBERURENRIEN ICA HRIYEE,

AT LsiF NetScaler 5 HDX Insight EIN@ERBTHETE REEE NN FEIES, MERZHLTHEE, NetScaler &
ERBELZ ) ENBEREHMRES ICABRE, ERR M EIEERE TSR, LR T BY, HEEERANEH,

RIEEK:

« Citrix Virtual Apps and Desktops 7 v1808

+ XenApp #1 XenDesktop 7.17

+ NetScaler kg7 12.0 Build 57.x

+ EMATF Windows # Citrix Workspace 2R 1808
« Citrix Receiver for Windows 4.10

 iEATF Mac 89 Citrix Workspace MA#ERF 1808

« Citrix Receiver for Mac 12.8

BERZZE HDX Insight Eili@E

ERFAILTHAE, 15% Citrix NetScaler Application Flow BREEMHIREHR “BER". ERALIIE, ERILIRSE
BN ‘B, EE—BERT, RIIBRNETEAXEREFENBDRSFITEN. RAERT, KERSLFEARK
& (B3,

E oL LU Citrix Netscaler AppFlow Service Properties (Local Computer) X

services (Local) |
Netscaler AppFlow Service MName
&, Bluetooth Support Senvice

Genersl LogOn Recovery Dependencies

Sevicename:  CtxhisapSve
he service

precmhiirl & CdfRemotingService Display name:  Ctrix Netscaler AppFlow Service

t the service \'\.":CDPU“!S\.-(_SE:!QS Pro AooFiow everts 1o Netscaier
£ COPUserSve_6493fed Doscep
)y Certificate Propagation

ption: e A Patht

i -5 Citri Audio Redirection Service ath to executable

e AppFlow events to Netscaler ™ - . Y .

PP €, Citrix CEIP Service for Vda C:\Program Flles (x86)\Ctro\System I2\OixSveHost exe™ g NsapSves

£ Citrix Desktop Service Statup type IMM VI
&, Citrix Device Redirector Service Atomatic (Delayed Start)
£, Citrix Diagnostic Facility COM Se¢ .-":xmc

-
), Citrix End User Experiencing Mor Service status:  ROFFIRG
,’,:_Crtnx Group Policy Engine . F

& Citrix HDX MediaStream for Flas)

&), Citrix Location and Sensor Virtua :;:mmmw stant parameters that apply when you stat the service

Sop Pause

& Citrix Mobile Recerver Virtual Chy
£ Citrix MultiTouch Redirection Sel
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MR E 43S HDX IhaE

o THEASBENBTEER (O HDX SEAEERRAZ—) WEIMR HTMLS #1 WebRTC ZEAAERIZ:

1. T# Chrome % 3&Y EiEFHEEREAENSE L.

2. ETRASENREEREERNARENKREREZNZRERNEH, BFERELWESE HTMLS 1
579 Web 3553 (130 YouTube) LM#SH, AR AHMERNRBRNTEERRNIET. BEEERGEEE
RNRSBARTEER, FREEDNEEED. EFEIAXSAFRAEZEHIEREMKIARE, &
BUTE Web T LR HRAAGER, HERPPERXT HDX K BEEM,

o THR HDX SN2 4 =AM EE S50

1. ¥ Citrix ZEPmEBANRARS=MEE; 1581 Citrix Workspace R RIEFF S T AIEAE B
2. EENSE LFERRFEIMERSE (BIEiTunes) BHRERXH.

FINERT, HDX hRZHAF RHSHENELNANGE, TREHITEAERE. FRSHBERTREREEERN
Citrix SREIZBERIAL FRBARE.

- HDX &iRiEEFiH. T8, NARFNIMETRERBMAERENROHE, RAEETAMEUNEHETA
2,

« HDX ®Jf1k 2D #0 3D ERFIMIRBIMEBE,

o {8B) HDX, AFIEELIBEREAREREM Internet o Intranet ERRIRIEIZFHIXZIEAH, MIEET
MRS FHEIE, MBRFHEUFFPHEABTRINER, EEZRHEIRTIMRS RN BRI S IEAEEEM,
BEBERT, TEERESEAEERINERE,

s EZEAEEAFRHEN, HDX KRS BIHEZMHEZSVIANB XA ENRE: EEEEEHENMN Web
s EIESA, FE0 http://www.microsoft.com/silverlight/iis-smooth-streaming/demo/s

A

s BX HDX EEMEZFRMERER, BERAKER—X, MRIESHFIHREA, TN HDX HEEEATFELZR_RN
Windows Z=iFi2E& 4. Windows BxiER{ER S Remote PC Access £,

o ARBENABMARMAF AR, RERS[AIT BESEETEER, AXERA Citrix HBEMBEIGENES,
ESFEA T LR Citrix 5EES 1,

o WTFEERETMREANIRA, FEIR: IMRBEFISSHTENR, AEREESMRERIERS., Citrix
TAFIERFMRFIEREAT LSRN RSB EURR, FRAMRFERTEIENK, EREFMHER
ZHi, BSHHITER,

EFIREMEMEENRIER RS

BRRENAREFNKEEN, RSHINERRNTE. HIRETEFKENENMERNIETEMINE, UEEEE
BB N EfER. ERALET, KRRBHIETEENE A iREEREZ.

EPimEMENEE.
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B PG E S EEE S EN BT i | B USSR EENSE, BREENEMEREEIREDISTHITE
ZEXEA (S BFsiE. IREATEFHKBEMENMER, RAKRRAFRXENBAEFNEEMEPRHER, W0
TR

¢ REH. ZEEORKE, HEETHERETHTERNERZAINRIRE,
s NARERF, [EEORXAHRARER—IEE, EPES - EFSHEMERZ AIRRI R EE T
%o

FERIREHENERIED, JEREMBHFAFNNEZEE, TAREHERERIED, APFESRERE
EMERN, RANIERERREFNEREEENER. APAMNERSNAEFMRER
RIAE P iR B ERERIRE

s BFIREhEMEEEN: 1205

- BPHMBEmHENEE: BERHA

- BERIGEHERERSMHRIE: BEEA
- BPIGESHENMEZEASIER: E2A

BXFMER, BBRAE A IFEEEEERILE,
KGRI S

IEAT R EMLPITITTEEINERE ICA 2iE. [EIRMEREREPREENREIZEXA () AR
ZEARMENZE, FRHEEHNEMERRKEEN, SRRBAREMERINFERNRIE. BRATETEM
B, RAaBAFRRENBEFMNKSEMNSEPETER, NTFFR:

o RE. REEARKENFBEA, HERITHRSEEERH#ITERMER ZAIRRIREE,
« NARERF. BORKERFER, HEBMKEHERERESFETEH B,

DNETEMRFEDRSH, BRFES ICARIERE, BE, TREAFIZREENKZPUESILAIE AL ¢ E),
FIEMLR R AR BT Hlo

BIMEEN, TRENRSSFEEIRDNOERUENE. SEFEFOFBFERETR, FERNNAEFEREEH
AN X388 s A

NS BFTEHIRE

o RIEAEMEBN 180 7

o ENEZARAEAERERS: 80%

- REAELER: ERA

o REAFEMRAS: 2598
BEXFAER, BERSENREERLE,
BRTEFHBMEMERENSIETEER NetScaler:

MRERS [ LEAT SANSIHORE, FEREUTESHEFY, FRHBMNEMERRETEER:
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o RIEAIEEEE NetScaler Gateway ERFERARS.
o WREREB L 4T NetScaler ig& L.
« NetScaler SD-WAN 5 NetScaler Gateway && 1.

HDX BENFMLE

HDX BEREMErE R HKE A EEtERE ICA 2ENSEETE, BEEARNHBERTIRENRSNE,
X—BENEATERESYFHRECREZT A, CARESERMEHR, RHBFHNREMN. BEROXAEHE.
ERSER. ESHNRRMOMWER, LURSAF 3.

BRHENESEREHURE ICA KIEPHHIERRT SN REMFERFEM, MNRHIXFER, EHEREAL,
LI EAREHIERN B ENEMHF A FRERE M,
BE.

BIRUNE ME R RS2 VDA, HDX BEREMHER LT HHEAXMREA N, HEFFEEAFHEE.

EINRERIERINT

o VDA Rz 1811 SiFESARA
« iEATF Windows 89 Workspace B2 1811 S E Sk

REXEGAPRENEGRE

TEHNE TR EFTFIMENSELXE A IREHNEGRRE.

o MRRE, ERERAFPRELETHEGHMAERE: . . BEATHR. ®RALH EFA=H). EARIARE

" BRFRMUSAREEUR T A AT B

o BITHUER, EESYMENMKERXIAFPRENRANE F0A=30). WF CPU ZERIENIRE, EER
REVERI LA ERF AL, XFHNRESUNERZ 60,

o BTRERS, BESIENRAIAEAX AN, LU KB R (BRIA=65536 KB), WFREE=EMEREM
DYRNER, AEKZRE. JUBERENRART.

ZNEAIIS NN BEFEMNL, T@ETZEEEERM Citrix Virtual Apps and Desktops 223 (Fli0, E&H
HDX RealTime Optimization Pack), SFHRIMUMRAER, HDX MEBRGNMMERFIIRSERIEPHAMAE
BT FRRMEIRET N T RRENERRBE, hiEAET— N % ASREEINEEFERREAEENERENERS,
5%er%E HDX Plug-n-Play USB EE Mm% ###EEL, AR SANHERERD, HERTLES WAN EZEEIE

Citrix Workspace Rz R#2 5 B/ o] LU@id %4% Desktop Viewer 7 XAMEIRERNIZE A ER R Z 7T XML
BENKRBZRINTH. EREIEBFIR HDX MEREVSAESREDIRE, 1BHEIER ICA HKIKIEE > USB 18 & HKIRIE
BETHRIIGELRA USB IREEEM.
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HDX M BENASIERIRERER AU TRIKRE GUARATHERR).

. BRBENEER
. EPBERERNETH
. BB

INRWEIBEN S SR, BNERT HDX AEE S R A B AR, MRS BRI EaTas

‘D, ESRFIHITHMEES, BEEMRT HKCU\Software\CitrixX\HdxRealTime Zi1L T DWORD 5: AR IA1E :
DeepCompress_ForceSWEncode=1,

ML REM TR

SNFEAXFRSRENREBNRIE, AIUBS MNERINEREDEM LR, AIERED TCP R AP 5ER
i (UDP) SREAFIE& SRS ZiEEi ICA Bf5:

o TCP 7% - |BY. RE. FafitE

« UDP i - i34 Framehawk ERTigat 18
STEPBERE—MIENMER, HEBEIHEREREHITER, FILUREBEZAEAN TCP KOS K5I EXLE
&
st FZ=%EE Windows 10. Windows 8 #1 Windows 7 i+8#1 £ Virtual Delivery Agent (VDA), XiFZ @&
EE. BEERAFNNEEERNME, BRESIHOKEKILEFERENERMX MY (CGP) IO E EMH A EIMLERE
2o
RYEE T ZRIFNEMIHON CGP KON, 4 XiFRSHE,

R -
=R

FERLLIhEER, BRAKER M, Citrix BIUEMER Internet thilZ 2% (Internet Protocol Security,
IPsec) sifsiaE R £ (Transport Layer Security, TLS), {R24iEZEHESRFZ 7 ICA B9 NetScaler Gateway
EMTIBAAY, A %#EF TLS &, ERBEMSE R, FZiFRA TLS NEmiEE,

BHASREERBRSRE, BERAERDHFMUT Citrix BKIGE (BXEMEE, BRESEEERELE):
o ZIROKRES - LS BAEZMEER ICABEEERA, HBEMERER.
- £ “CGP default port priority” (CGP BiAimOAM%EEK) FIRFERKLESR. BIAERT, EHO
(2598) AE ‘B %Rk
- RIEEEE “CGP portl” (CGP#MA 1). “CGP port2” (CGP %O 2) #M “CGP port3” (CGP %O
3) RRAEZ CGP %O, HFREMHmOMNMER. SMROXNAEM—R TR,
¥ VDA BB R MECE R A iF E i TCP RE,

o ZRIENIRE - RINBERATREALIRE, MREETHRPERRE SR R Citrix NetScaler
SD-WAN, NIEHREELIRE. MRBFEAE=7EABR5MIAM NetScaler SD-WAN SKIFAFEHARS RE, M
[r=dlig N
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« ZRAFRE-RIANERTERIISE,

EEAEXERENRKREN, APSIIHEEERIING,.

ERERRITIEES =

BEEETNARFSERNEREANES, IRBATIINE GUAKRE), WEIUEEAT Windows # Citrix
Workspace ZA#ZFHEABREED > 851 Ul 2REREIESE, B VDA RREMRIGE, AIUBERAEEE
ThEERE Fimizhl. MRFATIHLINEE, FFE UIRERAER, FESMUAPNIAMKERRAEES RS X
HAER, BEHAMERF R,

ZM VDA £RES =TI A IRiTH], FRITUTERE:

. IEEMEREER D, S22 HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix\wfshell\TWI,
2. tIEfE} DWORD HyEAtRI SeamlessFlags, HiGHEHi&E S 0x40000.

Unicode &t hnst

ik Windows Citrix Receiver fEBZA##22%4 5 (Unicode), MNMEAFR EXABEAEMRSRBERE (EHEA
), WefIRgERREY, BMEARER. Fli, BF 1 EtBEhRMRIEERNEER. AERF 18RS SiHEE
BEXRAEE, ERNEEGETEEE, Bl fAy, MNmSRFREERER.

BEZZA Unicode &8 FMET

BINERT, 7 VDA in E2RiZINeE. BERMAIZINEE, &1 VDA LERFMERRIESS regedit SRFFB 8. AR
ToEMERIR:

KEY_LOCAL_MACHINE/SOFTWARE/Citrix/CtxKIMap
##R: EnableKIMap

%8 DWORD

B 1

ERMAILINEE, 5% EnableKIMap i8&7% 0, :EHIFR CtxKIMap 1,

BF Unicode &R HRBTER

BUABERT, ERSB[IHENRERFHN, Unicode BEGRME = BEEE N Windows API LIEF &Y
Unicode BEMRMN. —EHARFLTEER. ATRERDY, CRURZIEERNRARA UL X LAEE
B AR, AL EMREL:

HKEY_LOCAL_MACHINE/SOFTWARE/Citrix/CtxKIMap

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 65


https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/configure.html#keyboard-layout-and-language-bar

Citrix Virtual Apps and Desktops 7 2212

%#k: DisableWindowHook

51 DWORD

&1

EEAZEN Unicode BEH ST, 155 DisableWindowHook i&&% 0,

EPEIVAE]

April 3,2024

BiER &R Citrix Virtual Apps and Desktops #8—##%l, ©RHE T A Enlightened Data Transport
(EDT) #E0 ICA iEZRIEHTMYAITHAE, X EDT A, BiEREimEtnigs TCP,

EDT 2EFAFHIERMIY (UDP) #EEr Citrix ZEEFRMNIN. EERSRSHAT BENREN, TREHRSEMENK
BERSERHET HENAFPFR. EDT R8T AIRMNETHRE ICA EPBENKEELE, MMEHEHE. §—
BE A AL,

| | Multimedia

g
-~ Modlesensos

BENERIRENEEN, EDT BAFXEHNN, TCP RATFEER, FIAERT, BENERRIENERE, TR
BNERIREADERALGEIT, XXAFER EDT HEBELRE TCP.

EMIEAT Windows. Mac #1i0S # Citrix Workspace M B2FET, SEMRIERE. RIERRMEEMERENE K
BohEFEEREFTEIXEN EDT A TCP iEiE, MREM UDP FaRa/H, SASAER TCP, XHEMEIUAEE
EIERTE, MRBEENFEIEENER, HEMEHA TCP Bk, BENEHBSSERER D RS EDT —X,

fEMEAT Linux 7 Android 89 Citrix Workspace M AERFEY, e =it EDT &%, MRIEELRM, Citrix
Workspace MBEFEEIR7E EDT iEREBIEER TCP #1TiEiZ,
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Adaptive Transport

Preferred Fallback

TEREREELEH EDT WEKR:
- BHITE

- Citrix DaaS ({#i#rsg Citrix Virtual Apps and Desktops g53)
- Citrix Virtual Apps and Desktops 1912 siE SR 4s

Virtual Delivery Agent

- hR7< 1912 sEEMRA (% 2103 HESMRZA)
- hR4s 2012 2% EDT 5 Citrix Gateway lREL S FERAMENRMEENR

StoreFront

- hR#k 3.12.x
- hRk4s 1912.0.x

Citrix Workspace F 2R

Windows: A 1912 siE=ARA (% 2105 HESHRE)
Linux: hR7s 1912 siEBhRA (% 2109 siEShRE)
Mac: hR#x 1912 {ERARA (7 2108 S EShR4s)

i0S: Apple App Store FiR IV RFHRA

Android: Google Play frigtfyRHhR 4

Citrix Gateway (ADC)

- 13.0.52.24 HEFhA
- 12.1.56.22 HEBRA

FiksE (M VDA EERE)
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UDP 1494 \ifi - NREA T RIEAF M4

UDP 2598 \iif - INRBAT RiEAIE M

UDP 443 A1 - 8% ICA 10% (DTL) BB 7T VDA SSL

UDP 443 tiik - snReEMA Citrix Gateway BRS. BXFHER, 1ESIA Citrix Gateway ARS X%,

== B0

- BRASIETRMELER EDT MTU REIH% EDT 5 Citrix Gateway #0 Citrix Gateway BRES—iEfEH.

s BIREFRIGE EDT MTU LUBRIER L. BN, FRLEFERT, M sRIRmERIEm L ER M.
BXEMESR, ESR EDT MTU ZIEB7.

« BX35 EDT 5 Citrix Gateway [RSESFERNERTEIEZEINIFMAES, ESIR HDX BiEREH5 Citrix
Gateway B33 EDT B934

« H%%#5 EDT 89 Citrix Gateway EEBEMFMAE S, ESHAEE Citrix Gateway LIZ#F Enlightened Data
Transport #1 HDX Insight,

o HFIARX%HE IPV6,

ficE

BIAER T B BEREH, AILEMR Citrix 2P H HDX BiENERIZERE M TIE,

o Bi. LtAMIANRE. BENERERA, B EDT fErEE&immil, HoRE TCP,
- PHEN. BENERERA, HEHER EDT. 2eXBELEE| TCP, {VEBGTNAMSIEHIRERLIRE,
¢ X BENFRERA, RE TCP BFEH,

Zifai\ EDT 2EEBESIEMNEHE MY, BILU7E VDA LEA Director 5§ CtxSession.exe a7 AR,

£ Director 1, EHRIEHRFIFMES. WREHELE ) HDX, ik UDP, NXRR EDT ERERIENERHT
Wo WMREHELEE AN RDP, NFRT ICAREERTR, HEET “FER”. BXFARR, HBANIEE,
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Session Details

ID 2
Session State Active
Application State Desktop
Anonymous No

Time in state 0 minutes

Endpoint name

Endpoint IP

Connection type HDX
Protocol UDP
Citrix Workspace App Version 21.5.0.48

ICARTT 67 ms
ICA Latency 65 ms
Launched via n/a
Connected via

EfFH CtxSession.exe LR, BESIETRBIHGSIRRATH PowerShell #izfT ctxsession.exe, B&E
EFMANFKITHER, 55T ctxsession.exe -v, R EDT EEFEAT, FHHIVEETRUTREZ—:

« UDP>ICA (ZiEAISEMEEMA)
« UDP>CGP>ICA (=iERIEHERR)
« UDP>DTL>CGP >ICA (ICA Z DTL inZERIHEH)
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EN Administrator: Windows PowerShell

PS C:\window

5 on Id 2:
Transport Protocols: UDP -> DTLS ->» CGP -> ICA
Local Addre
Remote Addre
Client Addre
Security Protocol: UNKNOWN VALUE - 131072
Security Cipher: 128 bit AES
Cipher Strength: 128 bits
ICA Encryption: Basic

Send Rate @ bps, Recv Rate @ bps, RTT 65.531 ms

Sent @ (@.e0%), Rcvd Rcvd Lost e (0.00%)
Sent ACKs S \ e, Rcvd ACKs Rcvd NAKs e

Flow Window ] Congest Window 4950, Delivery Rate

EDT MTU: 1400

A Statistics:
SentBandwidth (bps)
SentPreCompression
SentPostCompression
Compression Ratio %
LastLatency
IcaBufferLength

RecvBandwidth (bps)
Re reExpansion
RecvPostExpansion
Expansion Ratio %
Averagelatency

EDT MTU %3}

MTU R¥4iF EDT TR URIEN BMRERAEREN (MTU). XHEMETLREHIMATES SBUIERE TR TERE
URIEWN EDT #EEEE

» VDA &ffhixas 1912 (% 2103 SHESIRA)
« Citrix Workspace R 2R

Windows: hitZs 1912 {EShRA (7 2105 HESHRE)
Mac: hixads 2108 SE=hR s

Linux: A7 2109 XEEIRAE

Android: has 21.5 AESRE

« Citrix ADC:

- 13.1.17.42 SiEShRA (%)
- 13.0.52.24 ESHRA
- 12.1.56.22 XEE LA

o BABRARIETE

NREFEANBAZIFNINENEFIRTSERA, B5H CTX231821 UTHRAEXEEESEIMENEEX EDT
MTU B9F4ER.
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BE:

% ICA 735 MTU £

=% VDA £19 EDT MTU &I

AIAMERT MTU XML FRARS. BERALLINEE, HMER EDT MTU RILEMREHEHBE VDA, BXFARE
B, BSEdEMREEN HDX Dhae5I&RH/ EDT MTU &% E,

jod= =
=1

i

AMRFEFAIRSETENR, JRFEENRERERS. Citrix TERIEEIMRFERCHATLESEY
IEYERRE SIS AR, EREMRFIESRTEIENG, EREIMRZA, BSLHITED.

EHIZE PG LR EDT MTU 31
BT LU TE ICA XN MtuDiscovery £, &P in EH%EZEMIEH EDT MTU X3, ER2ALLIHEE, B1EN
BRI TIRE TR
MtuDiscovery=0ff
BEEMBALLIIEE, EM ICA Xtiipk MtuDiscovery £,
BE:

ZEILL ICAXXHSHIEEREER, 157 VDA LEAZINEE. WNRE VDA EXRERZYEE, ICAXHSERETIE
ER.

ELRBER
BHE:

o WINEEREE/MERERT Windows 89 Citrix Workspace RAB#2RF 2002,
« Citrix Gateway g Citrix Gateway Service FZ#FERBBEN. RN IVERTHEEEE,

ERBPENEA EDT AiafFamniiEaA B A SR AR R IR MK ERN AP K1,

&Y, 2ERMER EDT B/, MRAZNBIERMNEIECEREAE, SANESEERM EDT £1#2 EDT B4,
ERFEMEICEEMRERE EDT £ MRERMBIEGERFRIMEUT, ERMNENEERTRE EDT,

AIAEERN:

o HEBERK: 5%
« MER: 300 =# (RTT)

RINERTRAERETBEL. AUERERAREAAEREEARRANARMEERZRMNIERHE,
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« Citrix Virtual Delivery Agent (VDA) 2003
+ EATF Windows # Citrix Workspace 2R 2002
- ERARIEAIEY. EXKEUEENEAES, BERSIETEERKLE,

B 1A

BiErNfEmHM EDT & AT ialR:

s HIRERR ARSI TREEL ABIRE. AUEAR EDT MTU LU S HIXME L. FHA MTU 211
8¢ CTX231821 N BRIRRTT o

« MREAT MTU 23, MM Windows EFIEEHSIEN, AEEsHNRRRER. ERRLLEEA, BHE
FiEATF Windows # Workspace R AB2R 2105 RESMARERTF Windows 8 Workspace AR
1912 CU4 =& AR,

« i&id Citrix Gateway 3% Citrix Gateway AR #1Ti%#ES, £ Linux #1 Android &/ if E[ERE| TCP aT48
2KM. BFRHSMXZEEIhET EDT thi§, HEMXS5 VDA ZiEH EDT thE kM &% £EXMIE R,
ERRRIEE, BFARKZERT Linux 89 Workspace M AREF 2104 58 = kR4 LU &iE R T Android 89
Workspace [ FA#EF 21.5 ESARA,

« XtFkEF Citrix Gateway 5 Citrix Gateway RS HZERE, IENTMERFAIERSH MTU XK, &
fRARLEIRER, EF &SI VDA HrZ 2103 SiE=iRA, [CVADHELP-16654]

« fE/ Citrix Gateway B, JEXFFEMBZBEATESSH MTU ZBEK, X2HTFMX EHN—NMaESE EDT #1
BEIRKTPH “TEHE” (DF) IXif%E, WaAnNEE BEHMZ 13.1 Build 17.42 291 A, GxmEEH
ZIEEMIEMER, 5207 Citrix Gateway 14, [CGOP-18438]

o XfFi@id DS-Lite MEEZEMAF, MTU RIMATRESAK,. S¥EELEEEAN, XLEATIRBERITEET
DF fiI, MmBALE MTU RIUCNEIEEF . EXFMERT, AILEA T ED:

- EAFHERIERERE EERREa L,

- BB MTU ZIMHERERIZH MTU, a0 CTX231821 HFrA,

- ZRABRENFRLGRFIZIEER TCP. IRRE—MOAFPREIEM, FEEETAIHEERR, UEH
A PRI A4 e EDTo

HPEHEER

NTEENEREN EDT #ITHIEHER, FITERMGRITIATRE:

1. WRAEMEIEER, FEETAE A,

2. 1% Studio 5 GPO R EFEEEFTH HDX BEREMIZER Citrix 588,
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3. RERFHLREFEBEEMEN HDX BENEHIREMNIRE, XALUR GPO &ikHl. #AR%E Workspace
NAREFEEEREENRE, NETIMRITFARNEEXHFFECEN HDXoverUDP iRE,

4. E%=E VDA ITEN L, HIR UDP IRt FEshRES. & VDA IHENPITHGSIRRAHEIT netstat
-a —-p udp. BX¥4HAEE, E2iE How to Confirm HDX Enlightened Data Transport Protocol
(#n{a#iA HDX Enlightened Data Transport #%)

5. 453 Citrix Gateway EREBHIEERIE, ARKREEEFERANNIN. MRKEER EDT, VDA stATLUET
Citrix Gateway M EDT #17oMBiE

6. SR EDT EATEEANSEEMFAEM @ Citrix Gateway #H{1THIRIE:

- MEREBATIEY RN
« WERMXBAT DTL

7. ¥ERHBEML AEN VDA BN LETrIB A PEE T 1E S 895 ASERN,

8. KEAFMEREEFTEIFTAE MTU, B MTU KT 1500 FHERSSH EDT HiEEER, XRiIKH]
BEnEmtLE, EESESIERMAK. EEA VPN, —& Wi-Fi EASMBIME (5190 4G #0 5G) B, It

=
BRRE L. BXIMEABRILRENER, ESHE MTU LIED.

5 Citrix SD-WAN Y EREM4

Citrix SD-WAN WAN £t (WANOP) 12tlsiEmvtnic b E48 (EEHURMIFRINEE), BIFET URL ISRER, M
MEZEFEFR. MRAIASISPIAEDNRERER—IEFF KR, HEFWSITENR— XA E
B, NSHMERER. Lo, BIESZNERIEE EiTEm ICA BIRERMITENE L E4Er#iE, WANOP
#5121 VDA fR$328 CPU EEH B AE=R Citrix Virtual Apps and Desktops fRSZ 23711 1%,

La7, SD-WAN WANOP Rz#f EDT, B2, % SD-WAN WANOP [EEFERF, NWEREHBEN . HAF
Bai—MERAT WANOP pfE R Ti@Ed SD-WAN #1THRIEN, ESBEERRIERENER TCP EAFREihi.
3F WANOP =& ReJaedk4aER EDT,

Citrix ICA E#li@E

April 7,2023

I

A .
= .

AMRFEFHRSBERE, JRFEEMRERERA. Citrix TEHRIEEIMRFERECHATESEEY
BV AES IS LARRR, EREMRRIESRT BIEN, EREIMRZAT, BSBHITED.
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ICA EsTE =4

Citrix Workspace i A#2F 5 Citrix Virtual Apps and Desktops AR 38 2 iB1H9AE8 9 THAEAIE (5385 Re i@ E
7. EHLEERMEA Citrix Virtual Apps and Desktops B2 #TiEEHH EF RN EAR IS . EMEERT:

o B4

« COM %O

o Wi

o B

« LPT 0O

o FTENH

o BEEF

s FZHHEEXEMBE
o 15

RIS E S SRR AR Citrix Virtual Apps and Desktops AR5 88 LUK Citrix Workspace M B2 =& —it
%%, MIRMHE S,

Client Server
e e i e e e | e e R =
1 - o o - ]
[ ] 1 S T b 1 o T 1 1
1 ! I e d e e | 1 ]
L] 1 I ] ererTeTTTTTTTTTTMTMM MTMMrTMTMMMTMMTMTe A — 1 1 1
I I Vitssl Channels I T A
(] (]
e & @ O
TEIEIEIE ENE
I IER L R =HEE ] |8
=k B o =)
ICA ICA
WinStation Driver | 77T "™ WinStation Driver
Protocel Dravers L L LT T TR P ---{ Protocol Drivers
Transport Driver P N O™ r=®  Transport Dnver
. F 3
ICA Protocol

EHLEBE RS RS SBIRN AR HITBENE P IREIIREEFAR. Citrix Virtual Apps and Desktops FaHi&E#
ENEE, XEERNBESEATRTFME=AHNEBEERRENRGEFALXIASR (SDK) 2—8IZ8 S EDE
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B

EINBERMT —MRENAARTRAEMES. fiN, EESEFHZEEEH Citrix Virtual Apps BRS328 LisfT
N BREFRS &P IR REERNNBERF.

TR, ENEESEMREIZEFENE. SN EMREIEFERH—TUSENIIE. SENERIERREFRLEN,
BLIRERAIEN, ENRMEFERTEDINAIIET. @ Windows TFik (WinStation) X ERENZRE
FBER LB Z MM FERRES.

U TR B S E I EMRERETH VirtualDriver SEARMEH:

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration\
Advanced\Modules\ICA 3.0

4

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\Engine\
Configuration\Advanced\Modules\ICA 3.0 (ERT 64 i)

 Thinwire3.0 (%%)
+ ClientDrive

+ ClentPrinterQueue
« ClentPrinterPort

o BINLHR
 ClientComm

« ClientAudio

« LicenseHandler (%)
o« TWI (%5)

o ERER

« ICACTL (%3)

+ SSPI

« TwainRdr

+ UserEXperience

« Vd3d

=3

AR

AILGEE MEM R RFE P — MRS MEREBHFENE P iRThEE. FI0, MRERFFE A IHEGR, BRI
iR B MER

IREBEEAREMRHNEFXEREZBMNINEE. Citrix Virtual Apps U & i& B F Windows # Citrix
Workspace i AfZFERXLEX M, EIRAISERE (AFRER) X, miE Windows BziF (RZR)
ek, 1838 USB EiNi@iE R ni@m USB ko,

o vd3dn.dll -AFREEAEEERM Direct3D EINEE
o vdcamN.dll -X@EF57
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KL EBERmEREM . FIi, SMRETE wlica32.exe FEIA

vdcdm30n.dll -& FisIREhaseREs
vdcom30N.dll - ZF i COM iR OBRET
vdcpm30N.dll -F P imFTENHLBRST
vdctln.dll -ICA #=Hii@E
vddveon.dll -sh&sEiEE
vdeuemn.dll - RELRAFFRLEN
vdgusbn.dll & USB E#i&Ei&E
vdkbhook.dll -EeREEE
vdlfpn.dll -i@&g UDP (flsnf&4) & Framehawk 2Ri&E
vdmmn.dll - Zi§E% 5

vdmrvc.dll -#5h Receiver EhiEE
vdmtchn.dll - & mfibdz i3
vdscardn.dll -E8EEx21%

vdsens.dll -z 33 EINEE
vdspl30n.dll -Z % UPD
vdsspin.dll -Kerberos

vdtuin.dll -3ZBEBFRE
vdtw30n.dll -E % Thinwire
vdtwin.dll - T4

vdtwn.dll -Twain

64 {UFAM

iBEATF Windows 5 Citrix Workspace MABEFE 64 (U EBH. SAZHREIFN 32 UM THFHIXH—, XER
PG RE 64 (IRFEMRH:

brapi64.dll
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« Citrix Device Redirector Service

o Citrix Dynamic Virtual Channel Service
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« Citrix MultiTouch EE @RS

« Citrix Print Manager Service

« Citrix Smartcard Service
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Drivar

Device

TR 15 6 A IR POEE R F i 5 AR 55 88 2 BB EUE 32 1t

[

FPimiEERl Citrix Virtual Apps and Desktops fR$523. FF S5 HZISMENEENE BE2ARSS.
2. RS\[IHMNPBREFRR, REESLEENDMR, HEREMERNSEEEXNEMESR,
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REES

S ERETMREHE

ELEEAAMFIER

MFEE R @ Bk 74k Delivery Controller. Studio. Lixense BRs5888% Director B, #02 Citrix &
EREFRNENTEN EriREN Windows BEfFiEmhER, NLERFEELEHRHRENE 9, RAR
RAEERBEITEN.

XAZ Citrix SBRIHITNEN B, XBHFZAETEN LZETHEMAGNSH. MRREXMER, 17
BRIt EN, ARERBEH Citrix RERERF,

FRGITREN, JMUEBZESRSPES /no_pending_reboot_check &Mk EERENE
=

BE, IRAHELEFRNE, TEEFSTCINFAEFERHEC)]. FELAEFHTERERERBHITEN.

ARER . REMEDMNRETEEEBENRE, ABTINRIEEH—HRT. fli, AR%. H. BRMNARRE
HIE—R R,

MRAHRANRE, RERFLEHETR—FERES. RWEENAGEERYE. FEEERREE.

TERE (FAR) A, s8HKE Citrix Analytics, BUINERT, REZRN, XLEHIESEH EHD
Citrixo Lboh, fEREAHE, EBHEM Citrix EFEAKRSETR (CEIP), X& FHERHKIE,

AREIEP, BEATLIEESSWRERTHIFMKIERRIZETE B R0EM Citrix AR, BXXLETRINIE
i

8, B8 Citrix Insight Services,

TERE (LK) Studio BF, =EEIUE Google Analytics (HEMGLESH). =% Studio i5, AILUERZE
&M HKLM\ Software\Citrix\DesktopStudio\GAEnabled BItigE, & 1 BB
£MEH, 0 BRHEKENLEH,

S0R VDA ZEKM, MSI Birss=ki MSI BE (2 R#AITIMHEIRNE). NRIEMPE, EohRsE
W—R CTX X&E, Z2MBEWERXKWERNBNER KiE. XLEHIEESTE CEIP WENHEMEIEF. 10
R&7E CEIP RERIM, MUksER MSI S s 8iEAR B LiXE Citrix.

ER%E VDA 312+

2% VDA BEHERT Windows 89 Citrix Workspace N BERF, BEINER TALE, ERIENHEFPALL
M Citrix Web s sn FTEHRE (WUKRFAEK) EAT Windows B9 Citrix Workspace i Bi2FMEft Citrix
Workspace M2, Ittsh, HalEER StoreFront ARs388 LR XLk Citrix Workspace MAEF. &
27 StoreFront 3a#%,

HAE A Microsoft sTENE A MBIRFIRS . MRBATZMRS, WIEMINRE VDA,

REHZZHRM Windows MRAEE M R4 Microsoft i AER, MRITENEBREMAER (5130 N kA ,
ZHMSR AR AR EH BLIEET.
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- Windows Media EEM[
- HTMLS f4REER
- HDX RealTime MK BEGHNEEH

SR IR E IR AEMEHIANZIRE], &L VDA REHEUSEFES). EEFRET, WEDEESH
2B, EHSTH, AER /no_mediafoundation_ack &AL ES],

« REVDAR, RAKEIZR/RNERBRNBFIMAMAR S, FERTREERERAN VDA £, 1A
BT RDP &, TERATZRIERIERAR VDA L, th4AERT ICA# RDP &k,

TS TN AR RIE, A UEREE VDA BH3E85E Controller

+ VDA % BEEMH Controller #utit 7 gEi#1T
EZtit, BXFEMES, EFSH VDA Eif.

ik, RILIELIGIEE. BIEIE, &Ius

VDA Supportability Tools

S0 VDA RERFMBEE—IAILZFHE MSI, EFE8EAFHEE VDA 4R Citrix TR, fIMBAETRR
MizEnmE. T VDAREEFERAENMMNEAS#TTE LEARIEAL MSI WRE, Ea<TH, ATUES
/exclude "Citrix Supportability Tools" #HMEZRARLE,

BRIAERT, AIXEME MSI 2% 7% c:\Program Files (x86)\Citrix\Supportability
Tools\ #, AU VDA ZEEFEFAENAGIE EEXLME, i@ /installdir s imEms
TEX. FioE, BRtUBERERFAEEREN VDA BHENNE, MARNERAIZIFETENME.,

AISZREE MSI PR SET T A

« Citrix Health Assistant: Bx¥4HEE, 1555 CTX207624,
o VDA BB HIER: BXIEAEE, 15813 CTX209255,

INRZE VDA BRRZEXLET R, CTX XERFESIERSE TR ENEE,

£%R% VDA Z I EREHN B

VDA LELERNFBREHBHITEN. RANER T=EHENBL.
¥ VDA AREIRRAE 7.17 (RRZFHOEBRE) , ARIEPHERBE. RETE&ER,
AT RE/MD%E VDA SEFRENERBIRE:

o BEENEFIRRE VDA ZrIRESTTFM.NET Framework Rz,
o 3F Windows ZIERERFITEN, BERE VDA ZaiziEHEA RDS AERSE,

NRIEKRFERE VDA ZHIRE LN E T

o NBEEAEFARSERGSITEOERER /noreboot MM, HENEREKETESEMNERNB.
o MREFEABSTEOHER /noreboot &M, NKAENERHEIEE,

¥ VDA AREIRE 7.17 RZHHNEBMRA, ARIEPRENRB. RIFRERR,
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REFFRRMETER
AR
ItThaeiE AT 2 =1EMZ=1E VDA,

MRBRTE VDA REFALKRK, HEBAT “WENZER Ihet, HBENRKROZRESARFIRZANKENTER
£0

MRS RIE VDA REHARKY, HEBAT “WEER" hEE, HENREZREHALFIEZFIHRITHED,.
ERATINENER THRRITREAIE VDA REFALRL, RERFREFREGRRESARZFIIE—RREE

o MR VDA REHARELM, HEHFEEIZIERARES, %temp%/Citrix XX EEHEHEURERE
RESEAME R

ERRATRINENELTHERITZRIE VDA REFAHLN, REEBFIEFAREMREFALRZFIE—1
RS B(EM. MR VDA REFARKEY, HENFEREIZEMHRSE. %temp%/Citrix XkaEBERE
URBEXEFERNEMER. SIERSE|ZMVHNEIURFAEENHNANUNRBRSHAIANERE, SHFHEE
C:\WindowsImageBackup\servername .,

BRINERT, LIhset FEBRES.

MR RIS AILLINEE, EMFEEER GPO &E (Computer Configuration > Administrative
Templates > System > System Restore)Z2BRHER,

AR

It GPO RBEFERTERE=IE VDA,

BEEREFARERITRZRIE VDA BEELLIIEE, BRITUTIRE:

o {#/ VDA RERFHEFR R E(FIZ06ER Autostart i A H AR E HEFZNETA XenDesktopVDASetup
.exe &%) i, %PEERE A Enable automatic restore if update fails (IRFEHEW, NWEA
BEiER) BifiE,

NRBE/FARMINTEN, WAERERR/&H, B2RE,

o FAGSITENR /enablerestore s /enablerestorecleanup &Mzt VDA RERZRF,

- MREM /enablerestorecleanup &M, HERE/AEEMTMH, NaBHMRERERS/RS
@E .

- MBEFEA /enablerestore #EmM, HFEARE/ARBINTR, WRERTERS, ESRE,

fERFm ISO FRENTE~mRERRF, &L
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o RE FESMBRZOAS: Delivery Controller. Studio. Director FliFrIIEARS 280
o REFHF StoreFront,

o REFAREATERIERSIFRIERZH Windows VDA,

o TEEEVTENARSS 33 L REBAITENARSS 8 UpsServer Aft

o REBESFHEIERS.

+ R Session Recording,

+ &% Workspace Environment Management,

P =

Workspace Environment Management Agent REREFERAML, ©IURHESHRZ,

ENSZRIERIERFRN—TMBAFPRMEKE (Flt, BF Web 58), BEARE-RLERFNGSITED, EXI1EH
=8, BERRSEE VD

Jhi7p9 VDA £E2RF

Citrix THRUE LRHIRIH VDA REREF, (ENFREMFREERNTFIR) JRIH VDA REERFIT/NFRE>
m 1SO. e UERMAMIERN LA T EE

.« ERAAMEFREHNBTRES X (ESD) Rita
- BERYIETEN
« BATRENAE

BINERT, BfEEMI VDA AN HEREE Temp X%, REZE Temp XHREFRRNITEN EHEZZE
ETEARESAREEFNFAENEETE, B2, BEE Temp XHRNXHELRERRES BahElR. 2E,
AILUER /extract &< 5483K=zE,

BE=Mh1If9 VDA REREFETH,

VDAServerSetup.exe:

RETHTERIERIERAN VDA, EXHREFRRERFESANMBEERATEZRIERIERSAN VDA R,
VDAWorkstationSetup.exe:

REEATRERIFRERAN VDA, EXHREF-RREREFEANMBEEATRERIERIERSAR VDA I,
VDAWorkstationCoreSetup.exe:

Z# 5 Remote PC Access FE 10 VDI ZEM W IHERFRERIFRIERSMN VDA, Remote PC Access FH
W EN. %0 VDl REZFREMERN VM, FLREESD, ©ERLE VDA EEMENZORS. Alt, ER%EF
SE~RREREFYE VDAWorkstationSetup. exe REEFERMIETHIN—IE5

EREEFARERESAT LU THAAMF:
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« App-V,

+ Profile Management, 3 Citrix Profile Management HpR7E R4 2 SM& &0 Citrix Director 2 "M%,
BXEFMER, EBHEZTE VDA

« Machine Identity Service.

« Citrix Supportability Tools.

« Citrix Files for Windows.

« Citrix Files for Outlook,

VDAWorkstationCoreSetup.exe RERFEALREXBEERT Windows 1 Citrix Workspace 2
o

A VDAWorkstationCoreSetup.exe HEFEARER™®K VDAWorkstationSetup £
FREBZITIRERZ VDA, HA:

o EEFRES: ERIMETIE LN “Remote PC Access” &I,
o EHLTEOP: I8E /remotepc &,
o EMSTRES: 8 /components vda MLEFIHFAEEXMINASH BRI /exclude EW,

B UTE LSBT R R E R R LRI /ThEE, ZIRFEEREBREMBR AL

VDAWorkstationCoreSetup.exe REEFSEMTENRBABTEE W MSI, ttBEIREEZHETF VDA
2003 KFZZFHNERIRA,

Citrix &R [EHE

LHEBPE Citrix REMLREMAZE Microsoft BB SHABRRELER,

» 0=Success

1 = Failed

« 2 =PartialSuccess

« 3 =PartialSuccessAndRebootNeeded
« 4 =FailureAndRebootNeeded

« 5=UserCanceled

+ 6=MissingCommandLineArgument
+ 7=NewerVersionFound

N, M Microsoft System Center Configuration Manager ST AR, MREREATEZRENE 3, MED
I3 1T89 VDA REFTRER M, 72 VDA RERFFHFLIRMNENBHMY (FIa0, 7EARS: L% % RDS &R
HE), ARSREXMER. REERETHALSEIMNEEAN, HAEREEENBRDITENG, F751A% VDA
ZERMS.

s, ZAIL7E CMD BilAs GEI[E] Microsoft ;SRHHMHE) ITEERRE, ;EE Configuration Manager &
iR) AR
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EcEiEATF Windows Server T £ £i# Microsoft RDS i r]iFARS3 28

= StE3 (T Windows Server TEfa# (5130 Windows 2016) Bifia) Windows Server imi2&iEIheE, XiEE
EEEERERESE A iHFIEEIE (RDS CAL), VDA %7AEISEEZR RDS YalIEARSS 22 IERK RDS CAL, REHH
SEVFEIERRS 28, BXIFMMER, BB Microsoft MR T2 R EARS I AlE RS 85, X FHERIERRINE, &AL
£/ Microsoft 12 tHIZE R,

Btk s%E, BELULARS M AIFaERS/IRE, oI LIEME L8 RDS £8P E F RS SFME A E.
EETLUE R Microsoft ARG BRI B F LIRS SR, BXFMAER, 558 Microsoft SXifERE A i 1aF 713E
(CAL) #75] RDS #E,

EEAARKRISERE RDS AR 2R, BHITUUTRE:
1. EUATEN L RETERKERSITAIERS R, TENBIERLRT A, Citrix =& IR BB EES AR T
AIHEARSS 2R

2. &M Microsoft AXRERIEE T FHERS UM ERF FIER. EXEAES, 1551 Microsoft X4’y RD
RIEENRS F[IEE TR EITFAIRN

Windows 10 TEfEHEEE LA Windows 10 FaHERE. FHATEIEIRE Microsoft Sxis#:E Windows 10
TESAH,

Microsoft Azure Resource Manager =ifiz

January 4, 2024

/3 Microsoft Azure Resource Manager #£/&#4 Citrix Virtual Apps and Desktops ZBEHFRECRE AT, &%
BRAX s S ENHI TR,

BITBRISEAEUTHE:

« Azure Active Directory: https://docs.microsoft.com/en-in/azure/active-directory/fundamenta
[s/active-directory-whatis/

+ EEMEZ: https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/plan-an-
application-integration

» RS EF: https://docs.microsoft.com/en-us/azure/active-directory/develop/app-objects-and-
service-principals/

Azure ZEE

EXRHA Azure BETEMNERT, RETHMES, % Citrix Virtual Apps and Desktops BahFF g 1ER 7 I
VM,

5 MCS 7£ Azure Resource Manager eI+ BN BRI, Azure IREFACTHEE
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PR fERL A
INRE REVZIIE

812 MCS BRE, Azure MTPRETHRATHNEREH,. WEEO. BRGNS HHEE,

7 Citrix Virtual Apps and Desktops 71 VM Bt FHlIEIEZ R, Azure TP ARER VM. BRMERITEN,
EMBUTXS]:

XTI EN, REFE VM BA B RERABENTOERE, TiE6aFXFABItENN, % VM E Azure
NPHRRE I, SIREEBXATEN (B30, EIERBELUN, W UBETEFERE.

NFERITEN, FERITAH VM NEIZIRERSGHE. Azure TP M VM BREBEFET, EFIHENRR
wMbR, EITHIEHRXEAERITENN, % VM NTE Azure ITRHE,

5 Azure Resource Manager Hi%#

EENZR— ISR T AIEEENPAS. UTEREES Azure Resource Manager E#E XIFAER,

AEEI

Citrix Bl ERAEERMEABNRS TR, BR, BFSAREANRE S URNREIRYIR,
ELIEE—NEEN, Azure RTENERTRENNR. WTHERNER, GNAGTEITEMIIE, B
Azure ZBFLELEIRRNERL, HAEFEBETRRET.

BT B HIIENKA B RRIT RN ERER,

BFSHRIENEKFAXARITANERNRR, FEIEHMALREMNKS: “TERFR M “DA Microsoft
KA. BXFMER, 1FSH CTX219211

RATLUBITEIE Microsoft ik RIMAITRE R RAREAZIKF, BURUFMEANBFEFWEP—
NERVFRAREFENR, WM ERER. EXMERT, WIITEEERPE—ITFETHEY
ENREUFTFRE, HFREER.

I M B RPRERZRHARBERRMNRAELRRE, B2, HEREALLSZE BAESKATLGERNE
fthF IR E RSN,

BT EBMAE, BIFRLEKA IR LRGN, SWIENAERKE, XEEERLAEAERUMNKRIANER
KA, BERFE MERFRM—NKS, ZKFRAEEME S 1E

RFARRRRNESR, SUEERE 8 SHREKEMMIKENZER. NREHFEFRANXIENPERE
RFEAA, XAJgER3IEERES.

BEREREHNNENTMEB K, TUTRERENTENHRE, XFE—LERZEA, B8 Microsoft SEBEHE
EAENE, HRHEXMITEREIES,

AL miM AN ELS Azure FIENERE

B mE Azure #1TH I IIE LB ERARSS E 4.
fERZ A EIRRIARSS T ABIFE BIEREE] Azure,
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BIZARS £ 1K

BE.

HINEEEARNER T Azure EF] Azure ZEEITIR,

EFAZHED, EME Azure HTEMIIE. HfR:

o TEITiAY Azure Active Directory BAFHEE— AP KA,
« Azure AD BFIKF th 2 FH B ARA IR Azure ITHMINEIR R,
- BIRELREER. NARFEERINAREFARENRUATIHRIE. VEINERRE, BJUREXLENR

R. BXABIFAES, HZH Azure AD REMAE,

M Azure #1THHIIE SRS A, MARFERE Azure M. B (BFFRIHER) BRABIMNLARER
IR, SEMBINAREFEREF READ Azure AD #1TSHRIE. BSCAERFIRBBIIMZAIHTENR. EEH
ARz ET, BoEEH S DREIER.

2@ Azure #THHIIEUEIRIRS K, BEFMIERNZRRASPTRRUATIER:

1.

2.

EEENE L, ®R0IEmMERE. Microsoft Azure EERRMMEH Azure IF15,

PR LUERME T AKEIREN, AREERET—%,

. EEEFRESREL, WA Azure iTiE ID MEENETR. WAITHE ID 5, ¥EBEHERE,

=

=W

EEEAMAUESE 1-64 NFR, TENRESTERFFN/; :#.%2=<>|[1{ } "'O'

WERFE, AR Azure Active Directory kP R &%,

WERIES LUS T B RS T Citrix Virtual Apps and Desktops. Citrix Virtual Apps and Desktops &
BRZ— I ATERRIEENBFEE Azure BRAVIRS K,

L ERERE, ERREERF PR ER DU

=

FE
BINsY Azure #TBHIIERE, FEMCERANERAKER, NEETEERIINE, HHE—13RE
BiEARiE, e ERINEEEIEE Azure 1TiH,
EEEFAERETE L, &F T,
FE

FERIORY Azure #ITRMINEHRSR FAAFHINRZ G, FRENT I

hLEEE%J\I o J\/}_EEtﬁFunéﬁéﬁﬁY:o
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- ERETEL, BRI,
o EMETEL, HATHUTERIE:
- B 1-64 FHNZRLMLUIEREAAINEAS. HRLMRERBETE, HREESTH
\/5:#.x2=<>[1{ } "' O
- SR NEMRE FRAT. MREESPEEHERSHNENME, $RMES MRS SRARNH
RO —AS,) MREE F— A DERNKEREEEAENNGE, BRI EAEE
— A EMREHIR IR,

10. EREENEL, EHRENEE, AEERTHUTERENRE.

fERZAEIRRIARSS T RIS BIEEE) Azure

EFMEIERS T, EEER Azure Resource Manager iTRIF AL TR HiRER PowerShell cmdlet,
MR

+ Subscriptionld: Z#&2EAR VDA 893TiHI Azure Resource Manager SubscriptionID,
+ ActiveDirectoryID: &7 Azure AD MBI R RIEFRIFEF 1D,
« ApplicationName: Z7£ Azure AD H8lEZHIN BIZFIE .

ZRERS IR, BHRITUTERME:
1. E#ZBIER Azure Resource Manager 3715,
Connect-AzAccount

2. EEREECIEARS A Azure Resource Manager iTi5,

Get-AzSubscription -SubscriptionId $subscriptionId | Select-
AzSubscription

3. 7£&8 AD FAFP eI AR,

$AzureADApplication = New-AzADApplication -DisplayName $ApplicationName

4. BIERS TR,
New-AzADServicePrincipal -ApplicationId $AzureADApplication.AppId
5. MRSEAKDERE.

New-AzRoleAssignment -RoleDefinitionName Contributor -ServicePrincipalName

$AzureADApplication.AppId -scope /subscriptions/$SubscriptionId

6. 7£ PowerShell =HlatvimEE O, 2T Applicationld, EESIEEVIERENIZHZ ID,

ERIMERMTRASH, HITUTERE:
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1, fEEETE L, EEAEMEE. Microsoft Azure EZHREFIEH Azure FFiE,
2. EFELUERML T ARGIBEMM, AREEET—%,
3. mEEFAEERELE, M Azure ITi |ID FEEMN &R,

AR

EEAHAUEE 1-64 MFER, FENEESEIFF\/; #.x2=>|[1{ F "' O %

4. ERERNE. AMARSEMFAEEEOP, BAREBRSEFANUTIRE. WARAEEE, $BAR
. EEREERE. FIREEMNEAREE, SUE AR LITE,

* iTi# ID, A& Azure iTiE ID. EIREUEMITIA ID, EER Azure ITJAHSMENITE > #HR,
+ Active Directory ID (f8F° ID), 3INETE Azure AD MR FIEFEMB R (FEF) ID,
o MARER ID, HNETE Azure AD FiEMN L AREFHNNERER (FFim) 1D,

o MARFNE. TN (BRIHEN). IMONBEFERERR Azure AD #1THHRIE. HFR2
ZR, RINENEEHELRR. FSVREER, BAUEEEERRER.

o NESHIB,. WANBEFNENIIHEN, ARRPZ, EERFe EREIER. B2, NR
RILH, BRRIIHEIR,

=

HFReEER, ERIMREENSEIRE,

« B33 URL, bFRIGE AR BRI,
« B URL. WFEFBMETAERAHE.
o FiEEZR. LFBRIEEETERAIRKE,

£ Azure FElIE MCS BREZARIU TS, HiEXEHSAIREENMES Azure NP RERSZ
IBIHERE,

- BHIIE URL: https://login.microsoftonline.com/

- &1 URL: https://management.azure.com/, X Azure Resource Manager {=&12F
APl B9iER URL, EEmaBURTFIFE, ffla0, 33F Azure Global 4 https://management.a
zure.com/, 3F Azure EEEFFA https://management.usgovcloudapi.net/,

- BfEES: https://*.core.windows.net./, It (*) REMEEHEMNBEBE . FW, https:
//demo.table.core.windows.net/,

5. ERFRERE, EREREZERFAESNE, ERFT—PHREHNT I
6. NERRERR. RIRHEKIEMMEER.

o ERETE L, EFE-PXIH
o EMKIE L, HITUATRME:
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- B 1-64 FRHNZFEHUABDREXFANMEAS. REESHTENSESN, BREEFH
\/5i#x2=< (L0 " O

- MR- MEMME/ZRAY. MREESTAEHERBNENRMLE, BREE RS ZRAR A
REE—HAS.) MREE LI RELERNKETASEHENNE, HREZIZREHFEE
— ARSI,

7. TRENE L, ERREMRE, AREETHUTRERNIRE.,

f£F/ Azure Resource Manager &G oIEIHENBER

BRI LURHER . REBZE Azure Compute Gallery A FEITENE RHEIE VM HBRGE X HBEGIRE, SIEITE
HERZHAI, 17 Azure Resource Manager FEIE— MR, BEXMENBIMESR, BRRETENER.

ERBATZETEMNMEGSIREN, XAFERRSELEGEN “SEEEE" WIHENREXH. AL, EALUE
EEENEEX G RiEEEEREAHEZEMA SecureBoot M1 VIPM, Bx Azure SEERHMNELR, 55 Azure
BN ZEERB B

HENBEREREEBEXBEREXHUATREL:

o ATAMKXE
EZRENMAID
o WEINESE D
o BRIERHAE
o VFRNESE

o TEfiEAE

MRKRERNENXERENEME, MM ARM EiR#Es VM (LUAMETENEEXGE) FIRERMEE, i, R
FKI8%E ServiceOffering, MMITENREXHFHITIEE,

AR
MRFEVREXHTHRORELEREY, FEREEBEXNEBHHREN, NEEANER TEERXLREENEIAME,

LU TFER2 1R T CustomProperties M MachineProfile ik&EE X HFrE B4 ER New—ProvScheme
#1 Set-ProvScheme THIFLLSZE,

New-ProvScheme 5%

+ MachineProfile A&FiEREY, BXENX CustomProperties. rfil:

New-ProvScheme -MachineProfile "XDHyp:\HostingUnits\azureunit)
machineprofile.folder\azure.resourcegroup\mpA.vm"

UTMERISRENBRIBEXEM:
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Get-ProvScheme | select CustomProperties

<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance'">

<Property xsi:type="StringProperty" Name="StorageAccountType"
Value="<mpA-value>"/>

<Property xsi:type="StringProperty" Name="0SType" Value='"<mpA-
value>"/>

<Property xsi:type="StringProperty" Name="LicenseType" Value="<
mpA-value>"/>

<Property xsi:type="StringProperty" Name="DiskEncryptionSetId"
Value="<mpA-value>"/>

<Property xsi:type="StringProperty" Name="DedicatedHostGroupId"
Value="<mpA-value>"/>

<Property xsi:type="StringProperty" Name="Zones" Value="<mpA-
value>"/>

</CustomProperties>

<!--NeedCopy-->

« MachineProfile E—tE%, BXREX CustomProperties, =fjl: MachineProfile % LicenseType
# OsType,

New-ProvScheme -MachineProfile "XDHyp:\HostingUnits\azureunit)\
machineprofile.folder\azure.resourcegroup\mpA.vm"

UTMERKIRENBRNBEXBMK:

Get-ProvScheme | select CustomProperties

<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance'">

<Property xsi:type="StringProperty" Name="0SType" Value='"<mpA-
value>"/>

<Property xsi:type="StringProperty" Name="LicenseType" Value="<
mpA-value>"/>

</CustomProperties>

<!--NeedCopy-->

« MachineProfile #1 CustomProperties EXTFrERBM. Tfl:

New-ProvScheme -MachineProfile "XDHyp:\HostingUnits\azureunit)\
machineprofile.folder\azure.resourcegroup\mpA.vm"-CustomProperties
$CustomPropertiesA

BEXEBMEMT. UTEHKIKENERNBEXEML:

Get-ProvScheme | select CustomProperties

<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance'">

<Property xsi:type="StringProperty" Name="StorageAccountType"
Value="<CustomPropertiesA-value>"/>
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<Property xsi:type="StringProperty" Name="0SType" Value="<
CustomPropertiesA-value>"/>

<Property xsi:type="StringProperty" Name="LicenseType" Value="<
CustomPropertiesA-value>"/>

<Property xsi:type="StringProperty" Name="DiskEncryptionSetId"
Value="<CustomPropertiesA-value>"/>

<Property xsi:type="StringProperty" Name="DedicatedHostGroupId"
Value="<CustomPropertiesA-value>"/>

<Property xsi:type="StringProperty" Name="Zones" Value="<
CustomPropertiesA-value>"/>

</CustomProperties>

<!--NeedCopy-->

+ HLREMTE MachineProfile FEX, BLEEME CustomProperties X, Rfl:

- CustomProperties X LicenseType #1 StorageAccountType
- MachineProfile X LicenseType. OsType X3z

New-ProvScheme -MachineProfile "XDHyp:\HostingUnits\azureunit)\
machineprofile.folder\azure.resourcegroup\mpA.vm"-CustomProperties
$CustomPropertiesA

UTMMERIRENERNEEXREE:

Get-ProvScheme | select CustomProperties

<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance'">

<Property xsi:type="StringProperty" Name="StorageAccountType"
Value="<CustomPropertiesA-value>"/>

<Property xsi:type="StringProperty" Name="0SType" Value='"<mpA-
value>"/>

<Property xsi:type="StringProperty" Name="LicenseType" Value="<
CustomPropertiesA-value>"/>

<Property xsi:type="StringProperty" Name="Zones" Value="<mpA-
value>"/>

</CustomProperties>

<!--NeedCopy-->

» BLEREME MachineProfile %E X, B & 1E CustomProperties I X lk5bh, K X ServiceOffering,
NN

- CustomProperties X StorageType
- MachineProfile &X LicenseType

New-ProvScheme -MachineProfile "XDHyp:\HostingUnits\azureunit\
machineprofile.folder\azure.resourcegroup\mp.vm"
-ServiceOffering "XDHyp:\HostingUnits\azureunit\serviceoffering.
folder<explicit-machine-size>.serviceoffering"
<!--NeedCopy-->
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UTMERIRENBRIBEXBM:

Get-ProvScheme | select ServiceOffering
serviceoffering.folder<explicit-machine-size>.serviceoffering

Get-ProvScheme | select CustomProperties

<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance'">

<Property xsi:type="StringProperty" Name="StorageAccountType"
Value="explicit-storage-type"/>

<Property xsi:type="StringProperty" Name="LicenseType" Value="
value-from-machineprofile" />

</CustomProperties>

<!--NeedCopy-->

+ MR OsType BEFR7E CustomProperties #, A7 MachineProfile #, #4:

- ZEEMEMERIRE
- MRFMGEBITEMRR, N OsType i&EH Windows,

il

New-ProvScheme -MachineProfile "XDHyp:\HostingUnits\azureunit)\

machineprofile.folder\azure.resourcegroup\mpA.vm"-MasterImageVM
"XDHyp:\HostingUnits\azureunit\image.folder\linux-master-image.
manageddisk"

FREPNERENEEXEY, EAFIFH Linux.

Get-ProvScheme | select CustomProperties

<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation”" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance'">

<Property xsi:type="StringProperty" Name="0SType" Value="Linux"/>

</CustomProperties>

<!--NeedCopy-->

Set-ProvScheme 5%

« BEUTHRIAEER:

- StorageAccountType#l OsType B9 CustomProperties
- BTFEXXiFEH MachineProfile mpA. vm

B

- BTEX StorageAccountType B MachineProfile mpB.vm
- BTFEX LicenseType # OsType t9—A#BEEXEM SCustomPropertiesB
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Set-ProvScheme -MachineProfile "XDHyp:\HostingUnits\azureunit\
machineprofile.folder\azure.resourcegroup\mpB.vm"-CustomProperties
$CustomPropertiesB

UTMERIRENBRIBEXBMK:

Get-ProvScheme | select CustomProperties

<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance'">

<Property xsi:type="StringProperty" Name="StorageAccountType"
Value="<mpB-value>"/>

<Property xsi:type="StringProperty" Name="0SType" Value="<
CustomPropertiesB-value>"/>

<Property xsi:type="StringProperty" Name="LicenseType" Value="<
CustomPropertiesB-value>"/>

</CustomProperties>

<!--NeedCopy-->

« BEUTHRIAEER:

- StorageAccountType # OsType # CustomProperties
- ATEX StorageAccountType #1 LicenseType # MachineProfile mpA . vm

B
- BTEX StorageAccountType #1 OsType B9—4B# B EXEM SCustomPropertiesB.

Set-ProvScheme -CustomProperties $CustomPropertiesB
UTERISERNERNBEEXEY:

Get-ProvScheme | select CustomProperties

<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance'">

<Property xsi:type="StringProperty" Name="StorageAccountType"
Value="<CustomPropertiesB-value>"/>

<Property xsi:type="StringProperty" Name="0SType" Value="<
CustomPropertiesB-value>"/>

<Property xsi:type="StringProperty" Name="LicenseType" Value="<mp
-A-value>"/>

</CustomProperties>

<!--NeedCopy-->

o BEUTHRIAEER:

- StorageAccountType#l OsType B9 CustomProperties
- BFEXXEK MachineProfile mpA . vm

B
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- ATEX StorageAccountType # LicenseType B9 MachineProfile mpB.vm
- K% ServiceOffering

Set-ProvScheme -MachineProfile "XDHyp:\HostingUnits\azureunit\
machineprofile.folder\azure.resourcegroup\mpB.vm"

UTMERIRENBRIBEXBMK:

Get-ProvScheme | select ServiceOffering
serviceoffering.folder<value-from-machineprofile>.serviceoffering

Get-ProvScheme | select CustomProperties

<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance'">

<Property xsi:type="StringProperty" Name="StorageAccountType"
Value="<mpB-value>"/>

<Property xsi:type="StringProperty" Name="0SType" Value="<prior-
CustomProperties-value>"/>

<Property xsi:type="StringProperty" Name='"LicenseType" Value="<
mpB-value>"/>

</CustomProperties>

<!--NeedCopy-->

Azure FRH!

Azure Resource Manager [REITHEMEFANIER, NMREE XHIRFIBRERE, RIBRUBNIEZTRES EH.
B8 Microsoft i = EMIRHEI Resource Manager 7&K, THIFMER, ITRMBAEERS, EXEERT, B
BiFLitET sk, §i, 85T HENNITRESET S BIRRIER XaMEaeR,

e

BXEFMER, §2EER Machine Creation Services 125 Azure M8,

7T FBHERX LR, &R LURIER MCS REBREI, LIfER Azure hVE S B BiERECH.
BATEIEARRITE (BIg0, &8 1,000 VM 89ITiE) A ZEXEH VM BHEIRR KRB U TRIERE:

o #33FERYIESE: 500

. BOMRANRELR: 2000

o BIENERARHLE: 500
BIMERT, MCS %% 500 MAERIE, otE, EALUERRIE PowerShell SDK & BRAH L IRIFE.

£ PowerShell 1% MaximumConcurrentProvisioningOperations A{gEFH % Azure Fiftig
ENRAHE, FRLLLEMEN, FEE:

« MaximumConcurrentProvisioningOperations KZIAEH 500,
« £/ PowerShell 5% Set-1item && MaximumConcurrentProvisioningOperations
28,
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Azure FRA

Azure FECEIRARM T —FMECR AR RMNBREFMEEL VM 897575, ErILEIE MCS i+ BB RERMIME
= Azure ZIRA, WATLIBIEMARE, BX Azure BIRAMESR, BB Microsoft szt

Azure ZFAFERFER

81 Azure FIRAREMN. FHEHE. REBMRGHEMEERE. (WFRT S Azure HRAS 800 MEEHWEE
& 240 4~ VM B9BRH.)

o EATEERERS EAHIZRITENE RN, MCS XEIE— Azure FIRA, HNEREAZZRFH,
o EREEAERS TACRTENE RN, BANEBRREE =, FkLIERN Azure FiRA,

Azure GBS

Azure I N ZEAFEBEMABEFTH AN GNEENAE, UWEABRAT Azure WEMIFREIRERAHE,
LEIThEEXT FEER SSD B M eSS T4nE HDD BB M Azure FEFEEH. EFERAIGNERE, BAEET
New-ProvScheme iiEEEXEY UseEphemeralOsDisk i&&X true,

AR
MBEBEENEM UseEphemeralOsDisk & false sikisEE, NETETREIHY VDA F4rL(E AIRELAY
1BER ST,

TEREEMESRPEANBEXBENRFIE:

"CustomProperties": [

{
"Name": "UseManagedDisks",
"Value": "true"
}
)
{
"Name'": "StorageType",
"Value": "Standard_LRS"
}
)
{
"Name": "UseSharedImageGallery",
"Value": "true"
}
)
{
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"Name": "SharedImageGalleryReplicaRatio",

"Value": "40"
}
)
{
"Name": "SharedImageGalleryReplicaMaximum",
"Value": "10"
}
)
{
"Name": "LicenseType",
"Value": "Windows_Server"
}
)
{
"Name": "UseEphemeralOsDisk",
"Value": "true"
}

1,
<!--NeedCopy-->

MAFEAGNREREREUETEN KHNBERABMBEIRIE CustomProperties 284K
UseEphemeralOsDisk BM#iTiEsl,

IR HENEEFEEM EH New-ProvScheme FfRIGFRIER AR, EERLUTRE:

o AFERN VM KNIZHImEHE(E R SR
o 5 VM KNREHEFHENIRNEENARNB AR THEFTRIERAHEKR )
o IRBYEEE AR/ NBRAR T REFHWER ]

EEFRUTER TR

« BIRFECS %o
o ERTRECS 2o
o EIRRE

Azure IEE4H:22F] Machine Creation Services (MCS) Zf&{iit (MCS1/0) FTEFEREA Azure IRRHE(ER
SR MCS 1/0,

EEIRFETNT:

s BREERNERT IRMRIERAHZ MCS /0 BitENER.
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o tNR7ENew-ProvScheme & Set-ProvScheme #3% PowerShell ##(UseWriteBackCache
flUseEphemeralOsDisk) &N true, XLESHFRKH B RIERIEIRER.

« WFERATXAEMINENER TEIZNMETHENER, EMARTLUL:

- EMITENER.
- AINEMIER VM.
- BRI ENER.

Azure fREZ23imINE

Citrix Virtual Apps and Desktops #0 Citrix Daa$ i@id Azure ZHREESF Azure REHMBENEFIEENER
o BIUMZR, ERIUERBCHMEZRAITENERNEEHEHITNEG, NMEBARNESMMER, FXiF
MBS, ESF Azure BETFEMARS IR INE,

S E R AL TN AERY :
o EENHENMBRERNER, EEXDiskEncryptionSet fpYaiEH. 5% DiskEncryptionSet
KEXBOPRE SIRES B LA AN,

o ZRIMRERN, THEBERAXTEANEEN VM BE5IXH. XHE, FIEBRBERZEANDECHE
H, BN VM BLEER. EREEANEMERBITATH, bR EmEFRM VM,

EREFEENMERANNERTEEN

fER I TIRERIEE R LU TR
« SEFEENER (Azure BIRRERE. MEMTE. VM, BEMRR) HXAFEZRBLIULTE—ITEH
Xz,

- BRTFREENNERNRG, WETEREEA. NRBZEAIMIFETF EENMERR, BEMEHIESEHZ
MERZEFEENMETANEMITEME,

o ERARSBVBIHMENE FIEENTAMNZN B EXRE SR ELNERERNE P EENER#ITNS,
R G T E—MTEH,

o EARSSHHEMENT P EENTAMBNEEIZNRBOAERBRNE A EENERHTINE,

o ERATFPEENTAMZNEE,. RBMRGITES I HEMIRAITIN.

o HATHZAIERA Azure BAEMEHITINENRERETRERT A EENEZRHAITINE,

o BXEMXEMBERINTENIRE], ESE Microsoft s,

AR

BXECE Azure RSBIRINEBNESR, BSAREN]: €A Azure PR EIEBBRRERE.
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Azure EFEEBNINZEA

BRI EN B RE, AJLUEEEEMNEEE RPN EN LR, B ERATF EENMEERNRS RIENE,
EE AR ERELSSIENE, HRIPERDAITEN EMKIE. ManEsE (Disk Encryption Set, DES) 7%
FEBNTH, BEFERILINAE, ¥AMELE Azure FoIE DES, DES AL THER:

o /subscriptions/12345678-1234-1234-1234-123456789012/resourceGroups
/Sample-RG/providers/Microsoft.Compute/diskEncryptionSets/SampleEncryptior

MFIFAPER DES. FrikiEH DES B S EHZFIRAUTHERITRMKE, WMREM DES & Tk, BHERIE
M B REFEAERRN DES, SIZBRELEEXN DES,

NRFEAMBEZANEER, RETE Azure FREAMENK DES, NEEBITHERFMITENNBIRSNEREFRFHM
HE.

Azure THEWN

A LUER MCS £ Azure EREN LA VM, 7 Azure THEN LA VM ZHi:

o BIREMNA,
o ERENAREIREN.
- MEREEBHNENEERTLIZBRMEM.

Al gIEABBE T PowerShell faE XHENBEERITENBR:

New-ProvScheme <otherParameters> -CustomProperties '<CustomProperties
xmlns="http://schemas.citrix.com/2014/xd/machinecreation" xmlns:xsi
="http://www.w3.0rg/2001/XMLSchema-instance">

<Property xsi:type="StringProperty" Name="HostGroupId" Value="
myResourceGroup/myHostGroup" />
...other Custom Properties...
</CustomProperties>
<!--NeedCopy-->

£/ MCS 72 Azure TREN LR EMIE, FEE:

- TRAXNZEREY, —BRIETER, WEFEHITEN, Azure HFiAZIFEAHERE,

« FA HostGroupIld 28, EEEHERTAEXEPREEN Azure 414,

« Azure BRIRBER N EMN. LINEEIERMES EMAXBKNITIE. BXFHAEE, BESHEE Azure THEN L
BE VM R - AHFRSHR, MBREABHME, MCS EBERAETETS|IALHIR,

Azure HEMURE

¥ Azure HEBRGERE Azure B MCS FECHYIT BN E AT RETFMERE, FILTEIZERFHEELHHRE, MR
BRIFRRHENCIZNKRE, MMAERIFHFA VM NEHMNBEFBHNE. HERGERSUT=1rE:
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o B BEEMREEIE, MCS A M IHENEREIBE—1E

o ERGEN: LEXBEEXEABHNRENES (RERARBEMRE. Azure XiE), MCS HEREIENE
PR B — PN RIGTE Xo

o ERGARA: HERGEFNEMRETUEZ ML, SMREFTUERENEKEFEZS N EIZR. S EIAH
EE ARG TR,

PED=W
HEMGENRENSHREMERS. EMNEATIHRITENE R,

BREMER, BEM Azure HEGRERLR,

BB HZMARE

A New—ProvScheme sl EX I EMERENIE R TOIEMAE SR, #A8 Set-ProvScheme &$AM
EEARBENZAILINEE, HEXAIALENRIARAE,

EMEARHRMT =N BEX B U ZIEREDRE
UseSharedImageGallery

s EXREEARZMEEEHCATNEG, NRICERN True, NMEHEMEAHTZMGERE, SNBEGE
FEAIRER,

« BMMES True 7 False,

o MRKENEM, WEKIAER False,

SharedImageGalleryReplicaRatio

o EXIHEHSERGRERIZAILER,
o BREAKRTF 0 R,
o MRKEXZEM, WEERBIAE, KABRERFHERNIINMERN 1000, IFKARIERGHEEBIAER 40,

SharedImageGalleryReplicaMaximum

o EXBMERGRAIHIRAEIZALK,

« BRENKT 0 R,

o MRKRENZREM, NEINEN 10,

 Azure HEIZH %A 10 NERGENMRENEIE, MRFBIHRENKTF Azure H8IE, MCS BRAERA
BEE. Azure BEM—1MEIR, MCS BEZERHRIRIAITHRERE,

e

FRAEZMEEN MCS BN E REME X HHBERE, MCS 21RIEERTHITENEK. Bl RNRIRZA
{ERIE B FEMERAR AT, BIZSHERANTEAZNT: BERTMHENEMSGUBIALLR (WEeRENRIREE
HEHE), AR ZERSREIRAREESITE. 50, BIARLLZER 20, ZAEAS5, 020 &i+&ENE IE 1
NElZs, 21-40 83581 2 MElE, 41-60 8%l 3 MNElZds, 61-80 &% 6l 4 NElds, 81 ALl ERRIES
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PNEIZ,

Bl EMHEREERISLENBERAE NEHENERERRZMEE, £H Set-ProvScheme &< ¥
MERPOFRERE BN UREREMT BB EXEE:

Set-ProvScheme -ProvisioningSchemeName catalog-name -CustomProperties '
<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation”" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance"> <Property xsi:type="StringProperty" Name="StorageType"
Value="Standard_LRS"/> <Property xsi:type="StringProperty" Name="
UseManagedDisks" Value="True"/> <Property xsi:type="StringProperty"
Name="UseSharedImageGallery" Value="True"/> <Property xsi:type="
IntProperty" Name="SharedImageGalleryReplicaRatio" Value="30"/> <
Property xsi:type="IntProperty" Name="
SharedImageGalleryReplicaMaximum" Value="20"/></CustomProperties>'

<!--NeedCopy-->

Bl BRREEREMAHZMGERR  WTLHAH:

1. £ UseSharedImageGallery #i&i&EH True WER Fi5iT Set-ProvScheme, (Ali&) &1F
SharedImageGalleryReplicaRatio # SharedImageGalleryReplicaMaximum
B4,

2. EFER.

3. XEAFHITFHTENLGREIER.

f5ugn:

Set-ProvScheme -ProvisioningSchemeName catalog-name -CustomProperties '
<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance"> <Property xsi:type="StringProperty" Name="StorageType"
Value="Standard_LRS" /> <Property xsi:type="StringProperty" Name="
UseManagedDisks" Value="True"/> <Property xsi:type="StringProperty"
Name="UseSharedImageGallery" Value="True"/> <Property xsi:type="
IntProperty" Name="SharedImageGalleryReplicaRatio" Value="30"/> <
Property xsi:type="IntProperty" Name="
SharedImageGalleryReplicaMaximum" Value="20"/></CustomProperties>'

<!--NeedCopy-->

R

¥ SharedImageGalleryReplicaRatiofl SharedImageGalleryReplicaMaximum
FTRUEN, Set-ProvScheme &<RME, HAMNERZMEGEME, FEREBENERES, T—18
REFREFRBERTHNMGFHEETER, BRENGSOIRRE. EMREGENREGIRE. XAHITHITEN S H#
TEH, WNEIAITHEEESENER TEN. BILUE, AMERENIHFAITENBEEREZMREGEREGE
B, HERAZMEEIZPIEHMEHIEN. IBRBEENMNERBEREE,
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Bl REEZREEERFEIENRBER  WTIHAH:

1. £ UseSharedImageGallery #5Ei&E N False SikEXMIER FiEfT Set-ProvScheme,
2. EHER.

3. XHFITFHHENLEREIEH,
fplan:

Set-ProvScheme -ProvisioningSchemeName catalog-name -CustomProperties '
<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation”" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance"> <Property xsi:type="StringProperty" Name="StorageType"
Value="Standard_LRS"/> <Property xsi:type="StringProperty" Name="
UseManagedDisks" Value="True"/> <Property xsi:type="StringProperty"

Name="UseSharedImageGallery" Value="False"/></CustomProperties>'
<!--NeedCopy-->

e

SNRBEMRIHZMEEBRTE, 88ITENNEEXBIERHRERURMTNEEXEL. BITUTH
SUBBRBHVHEZMEEESENEM: Get-ProvVm -ProvisioningSchemeName catalog
-name, Set-ProvScheme &< %G, HALIZMERE, KERREANFTERAES, T—1TERE
HRERERMMMGEEEANRE, BUE, MERENIERABENHRBERRRBREE, HEMBHME
Mt ENBEE T ZREBEN, XAHTFITENSYE#ITER, W BE X E IR E# R

UseSharedImageGallery i&&% False, [HHMEZMGER™ (FE. BUEMMRE) BELNNERE
AR,

Rt BN FREC R e E R AT A XK

AT LU B TRECE] Azure IREFRASERTBMEX S, ATLUEER PowerShell sks2i,
AR

MRKIEEEMAXE, MCS KT Azure FitBVMEEXER. MREETSPKE, MCS SEXEXIFHZ
Bl REN 2 EC I B AL

&3 PowerShell B & T HMEX

&8 PowerShell, &R LUfER Get-Item BEE~MBFRME, fi, EEEEEFRSFMMX Standard_B11shR
S, ERITUTRE:

$serviceOffering = Get-Item -path "XDHyp:\Connections\my-connection-

name\East US.region\serviceoffering.folder\Standard_B1lls.
serviceoffering"

<!--NeedCopy-->
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EEEXIY, BEAZMEN AdditionalData 8%k
$serviceOffering.AdditionalData
MRKIEETAMKE, TENMFES KB EAE K,

&S PowerShell BB AKX, &FERAM New—-ProvScheme 2ERENKIZEEXEM. KFBEENX
TEREPMEITENNATAEKIETIR, XEXFAIUEE— MRS NMTAEXE, fii, <Property xsi:
type="StringProperty"Name="Zones"Value="1, 3"/>®FXigF 153,

A Set-ProvScheme &< E#HMEc A R=AIX I,
MRBEHMXIETN, WASEHMEARE, HASET—FEBIZBEE, REEXNMAEELTRH SR,
e

MREE T ERHNBEXEYE, WASEMMEASR, HEREXHERER.

Azure [GESHEE
Azure IGETHEAFEERMEREFHANIGREENAR, UWENBAT Azure WEMVIFEIRERARE, LI
BEXTFEEM SSD MRS RES TR & HDD B8 Azure IMEIEEE A,

FE

KA BRFZHIREHRER A,

IREHRERAHEERENTNE A REALERENHZNGE, EXFAER, 5S5 Azure HEREE,

1= PowerShell B2 & IGRTHEER

EHNEREE Azure IGFHEMERSHER, E#EM Set-ProvScheme g UseEphemeralOsDisk &8, &
UseEphemeralOsDisk £#KEIREHN true,
AR

BEALLIHEE, TMAERAEE UseManagedDisks #1 UseSharedImageGallery.

f54n:

Set-ProvScheme -ProvisioningSchemeName catalog-name -CustomProperties <
CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation”" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance">

<Property xsi:type="StringProperty'" Name="UseManagedDisks" Value="true"

/>
<Property xsi:type="StringProperty" Name="UseSharedImageGallery" Value=
"true" />
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<Property xsi:type="StringProperty" Name="UseEphemeralOsDisk" Value="
true" />

</CustomProperties>'

<!--NeedCopy—-->

FEIREHRF R SR BE R

BRILUER R IRAHRER MR FMETE VM IRRI RN REE L, B ItIhte, SRR ERERERTRE
ZEREFEFEHN VM. X VM BERTEFRIGRFRAHEN IR HE R ZREE, §i0 Ddv4a,

EAEEUTEL
o IRBSHAEFAETE VM REFHESH VM iR (RR) MET. BFRIERFEENKNREUBTMRFRAFHENA

7, BNEFHEMNL T IR#HE,
o XFEH, WRFRGATEFUEE)TIRNERE, NE2SERIRRERFHEERN VM BIRit#E,

ERHERNREEEENEM

EREEERRNEDREMENEIMTLEA PowerShell 2#iNew-ProvScheme CustomProperties
o EBHREEFTINEM PersistVm, BTHEERBRREENENEENATEE. ¥ PersistVm BHi&
B true LEXFHRRNEEEMNN, HEEBEIRE R false LURRERH RN FREE .

AR

PersistVm EBM{ERFEETREM CleanOnBoot #1 UseWriteBackCache WMFifc A5, 1R

RAEFAEEIMTIEET PersistVm B, NEXFBRIIEM Azure FREE SR HIBRIX L E AL

EUTFRAIF, New-ProvScheme CustomProperties %% PersistVm BHigER true:
<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/

machinecreation”" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance">

<Property xsi:type="StringProperty"
/>

<Property xsi:type="StringProperty"
Standard_LRS" />

<Property xsi:type="StringProperty"

<Property xsi:type="StringProperty"
/>

<Property xsi:type="StringProperty"

<Property xsi:type="StringProperty"
resourcegroup" />

<Property xsi:type="StringProperty"
Windows_Client" />

</CustomProperties>

<!--NeedCopy-->

Name="UseManagedDisks" Value="true"
Name="StorageType" Value="

Name="PersistWBC" Value="false" />
Name="PersistOsDisk" Value="true"

Name="PersistVm" Value="true" />
Name="ResourceGroups" Value="demo-

Name="LicenseType" Value="
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EULFRBIF, New-ProvScheme CustomProperties £#i@id#& PersistVMiI&@E N true REH

EIENEF:
1 New-ProvScheme
2 -AzureAdJoinType "None"
3 —CleanOnBoot
4 -CustomProperties "<CustomProperties xmlns=""http://schemas.citrix.com

/2014 /xd/machinecreation’" xmlns:xsi=""http://www.w3.0rg/2001/
XMLSchema-instance  "><Property xsi:type= "StringProperty " Name=""
UseManagedDisks " Value=""true'" /><Property xsi:type=""
StringProperty " Name="StorageType " Value= "Standard_LRS'" /><
Property xsi:type=""StringProperty " Name=""PersistWBC " Value=""
false " /><Property xsi:type=""StringProperty " Name=""
PersistOsDisk' " Value='"true'" /><Property xsi:type=""
StringProperty " Name= "PersistVm " Value= "true " /><Property xsi:
type=""StringProperty " Name=""ResourceGroups " Value="demo-
resourcegroup " /><Property xsi:type=""StringProperty " Name=""
LicenseType " Value= "Windows_Client " /></CustomProperties>"

5 -HostingUnitName "demo"

6 -IdentityPoolName "NonPersistent-MCSIO-PersistVM"

7 -MasterImageVM "XDHyp:\HostingUnits\demo\image.folder\scale-test.
resourcegroup\demo-snapshot.snapshot"

8 -NetworkMapping @ {

9 "@"="XDHyp:\HostingUnits\demo\virtualprivatecloud.folder\East US.
region\virtualprivatecloud.folder\ji-test.resourcegroup\jitest-vnet
.virtualprivatecloud\default.network" }

10

11 -ProvisioningSchemeName '"NonPersistent-MCSIO-PersistVM"

12 -ServiceOffering "XDHyp:\HostingUnits\demo\serviceoffering.folder\
Standard_B2ms.serviceoffering" -UseWriteBackCache

13 -WriteBackCacheDiskSize 127

14 -WriteBackCacheMemorySize 256

15  <!--NeedCopy-->

R

PersistVm B RAEESEREFENEMIN. PersistOsdisk BERAEESTRLRERKHE, BF
BIECHY RN, B RBIRERAHE, BDERTMBREMVIAVE R TR IRIERAHE, JUERERIEE
PersistVma#mELTER PersistOsdisk Bl%.

FiERE

73 Azure IR EA MCS BIEMWIERFRRFERE, XFEHF VM, MCS %

o BRIERGWE: 5% SSD. SSD 5 HDD
« MEXEFHE: 5% SSD. SSD 5% HDD

ERXLEFMHEEEN, FERUTER

o HIREH VM THERETERITFIEREL,
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o REWEEMEA Azure IGRTRER, N ZREBREIEREEFHEIRERIEIN,
e

StorageType B A HEERALRMEMEIKF #1TTEE. WBCDiskStorageType BHXWERINE
GBEEIEEHEITTEE W TELESR, StorageType BH4EM, tNRKEEWBCDiskStorageType,
M=% StorageType BfEWBCDiskStorageType HZIAE,

WNRKFEE WBCDiskStorageType, Nii& StorageType A{E WBCDiskStorageType HZIAE

BT

BB VM B8, #EH New—ProvScheme sy StorageType £, ¥ StorageType 8#iE
WENSZFNEHEEE Y —,

TEEMESRETHN—HRE CustomProperties $#k:

Set-ProvScheme -ProvisioningSchemeName catalog-name -CustomProperties '
<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance'">

<Property xsi:type="StringProperty" Name="UseManagedDisks" Value="true"

/>

<Property xsi:type="StringProperty" Name="StorageType" Value="
Premium_LRS" />

<Property xsi:type="StringProperty" Name="LicenseType" Value="
Windows_Client" />

</CustomProperties>'

<!--NeedCopy-->

XA VM B E AR R B RENE
XAVM B, B U BIRERERMBNEFMEAXDUBRIRENBERTAGFTMERSE. A, BEFH
StorageTypeAtShutdown BEXEM.

XF VM B, BENEELREERABRMEE (0 StorageTypeAtShutdown BEXBHEHFRIERE). T VM
HERGE, FEXEEEREERKBEE (0 StorageType BEXBHH WBCDiskStorageType BEXE
MFFTEE) o

BE:

£ VM ZOFN—RZE, BEAEFE. Eit, SETEERITH VM BIRR B FERE,

2K

c ERATHREMS. XEWRETEBEEXEY UseManagedDisks & true,
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« EATEBXKABREAFHMENXKAMIEXABR. XEMHELEBAEXEM persistOsDiskigENR
true,
o EATABXKA WBC MBIk ABR. XEMKELEBEENEM persistWBCIgEH true,

PR

« 1R4E Microsoft Byiti%, BERREEENM AR, B2 Microsoft 2, 1RIE Citrix Miii%, 84 VM
HWIT “BE1” B “BUNSED 1B1ERY, Ma##T StorageType B#i. Eitt, iEFEN VM BBIRIZIEREIR
SIRERMER, i, BLEHRITORERZEUSE VM, B ERIT—RERIZELECESE VM,

REFLEENRMBNE ERERTXESEZE, FSHERMREH.

1. AMBEEXEMY StorageTypeAtShutdown, #¥f&i& &% Standard_LRS (HDD), #AE6EMA New—
ProvScheme tIZ2BR. HXfEMA PowerShell 8IZBERMER, 1E5I1A https://developer-docs.citri
x.com/projects/citrix-virtual-apps-desktops-sdk/en/latest/creating-a-catalog/.

=W

R StorageTypeAtShutdown =& Standard_LRS (HDD) Z4MEEEMEMIE, 121E%
9&0"\&0

BIBKA B RINRE BEXBIHERRA:

$customProperties='<CustomProperties xmlns="http://schemas.citrix.
com/2014/xd/machinecreation"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance'">
<Property xsi:type="StringProperty" Name="UseManagedDisks" Value="
true" />
<Property xsi:type="StringProperty" Name="StorageType" Value="
Premium_LRS “ />
<Property xsi:type="StringProperty" Name="ResourceGroups" Value=""
/>
<Property xsi:type="StringProperty" Name="LicenseType" Value="
Windows_Client" />
<Property xsi:type="StringProperty" Name="SchemaVersion" Value="2"
/>
<Property xsi:type="StringProperty" Name="OsType" Value="Windows"
/>
<Property xsi:type="StringProperty" Name="StorageTypeAtShutdown"
Value="Standard_LRS" />
</CustomProperties>’
<!--NeedCopy-->

BIZIEKA B RIIREBHEXBIERITA:

$customProperties='<CustomProperties xmlns="http://schemas.citrix.
com/2014/xd/machinecreation"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
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<Property xsi:type="StringProperty" Name="UseManagedDisks" Value="
true" />

<Property xsi:type="StringProperty" Name="StorageType" Value="
Premium_LRS" />

<Property xsi:type="StringProperty" Name="WbcDiskStorageType"
Value="Standard_SSD_LRS" />

<Property xsi:type="StringProperty" Name="ResourceGroups" Value=""

/>

<Property xsi:type="StringProperty" Name="LicenseType" Value="
Windows_Client" />

<Property xsi:type="StringProperty" Name="SchemaVersion" Value="2"

/>

<Property xsi:type="StringProperty" Name="0sType" Value="Windows"
/>

<Property xsi:type="BooleanProperty" Name="persistWBC" Value=true
/>

<Property xsi:type="BooleanProperty" Name="persistOsDisk" Value=
true />

<Property xsi:type="StringProperty" Name="StorageTypeAtShutdown"
Value="Standard_LRS" />

</CustomProperties>’

<!--NeedCopy—-->

P =

ERTENER AN, BEXEEMRETEMachineProfile FEXNEE.

2. XFVM H7E Azure TP H10E VM BEEREL BN FMHE LB B RIEME, I StorageTypeAtShutdown
BEXBMEHFEE,

3. #T7F VM, HERI7FAEREIIRE T ER R ERE

o RFRGHEN StorageType BEXEM
o RYEE CustomProperties sigE T WBC BZE M WBCDiskStorageTypeBEXEE
B, BN, ExtiE StorageType hiRFIMTFEEL,

% StorageTypeAtShutdown NAEFIMEER EHERITXESE A, BHBRERIRS,

A Set-ProvScheme BB BRFHM VM, ZIMEEERFiz!T Set-ProvScheme EFMAH VM, I
BiIHENAZ M,

B VM RNz e B RIS E B E X EMRIRE):

$ScustomProperties='<CustomProperties xmlns="http://schemas.citrix.com
/2014 /xd/machinecreation"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance'">

<Property xsi:type="StringProperty" Name="UseManagedDisks" Value="true"
/>

<Property xsi:type="StringProperty" Name="StorageType" Value="
Premium_LRS" />
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<Property xsi:type="StringProperty" Name="WbcDiskStorageType" Value="
Standard_SSD_LRS" />

<Property xsi:type="StringProperty" Name="ResourceGroups" Value="" />

<Property xsi:type="StringProperty" Name="LicenseType" Value="
Windows_Client" />

<Property xsi:type="StringProperty" Name="SchemaVersion" Value="2" />

<Property xsi:type="StringProperty" Name="OsType" Value="Windows" />

<Property xsi:type="BooleanProperty" Name="persistWBC" Value=true />

<Property xsi:type="BooleanProperty" Name='"persistOsDisk" Value=true />

<Property xsi:type="StringProperty" Name="StorageTypeAtShutdown" Value
="Standard_LRS" />

</CustomProperties>’

$ProvScheme = Get-Provscheme -ProvisioningSchemeName $CatalogName

Set-ProvScheme -ProvisioningSchemeName $ProvScheme.
ProvisioningSchemeName -CustomProperties $customProperties
<!--NeedCopy-->

KRyt BN By SRk s =R

Set-ProvScheme $$EXTHME AR, B2, EAEMNEITEN. ATLUER PowerShell &% Request
-ProvVMUpdate ¥ Haif AL 5 RN AT MERA T ENRIEKAEITENSE—HitEN. B, &
Azure /i, ERILIEH ServiceOffering. MachineProfile MRUTEEXEM:

« StorageType

+ WBCDiskStorageType

« IdentityDiskStorageType
« LicenseType

» DedicatedHostGroupId

» PersistWBC

+ PersistOsDisk

« PersistVm

AR

£ Azure FiEH, REEFERAEEMBSEHRBE FH StorageType. WBCDiskStorageType #
IdentityDiskStorageType BENE,
BIUAEH U TR

¢ B4 VM
« 5WEcs % ID XEKRE VM SFREIE VM B951K
o SWEAREM GTENBEREB) XEKHNEE VM SFEIE VM 851X

TREC S RMMA TS, R1E Azure Hlak A BREHOIZE VM L6

« X MachineProfile

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 118



Citrix Virtual Apps and Desktops 7 2212

« Bk LicenseType
+ Pk DedicatedHostGroupId

AR

RNETBENIRERRHE N EFRERIERTRRE, 189 VM BEEEIZHE,
ZEWRME VM, BRITUATRME:

1. wERAHENNEE. i,

Get-ProvScheme | select ProvisioningSchemeName,
ProvisioningSchemeVersion
<!--NeedCopy—-->

2. EMTECHR. B,

o fEA VM fERIt BHEESX AN

Set-ProvScheme -ProvisioningSchemeName "my-catalog" -
MachineProfile "XDHyp:\HostingUnits<hosting-unit>\
machineprofile.folder<resource-group>.resourcegroup<
virtual-machine>.vm"

<!--NeedCopy-->

o ERRIRAICEFER T ENEESXHRAN:

Set-ProvScheme -ProvisioningSchemeName "my-catalog"

-MachineProfile "XDHyp:\HostingUnits<hosting-unit>\
machineprofile.folder<resource-group>.resourcegroup<
template-spec>.templatespec<template-spec-version>.
templatespecversion"

-ServiceOffering "XDHyp:\HostingUnits<hosting-unit>\
serviceoffering.folder<service-offering>.serviceoffering"

<!--NeedCopy-->

o {URMARSS:

Set-ProvScheme -ProvisioningSchemeName "my-catalog" -
ServiceOffering "XDHyp:\HostingUnits<hosting-unit>\
serviceoffering.folder<service-offering>.serviceoffering"

<!--NeedCopy-->

3. RE VM NYFIBMRE S SRR ARBNE, UKk VM EREEEMFLIENERIRF. N,

Get-ProvVM | select VMName, ProvisioningSchemeUpdateRequested,
ProvisioningSchemeVersion
<!--NeedCopy-->

TR UEHREEREREITEN. flin,

Get-ProvVM -Filter "ProvisioningSchemeVersion -eq 1" | select
VMName, ProvisioningSchemeVersion
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<!--NeedCopy-->

4. EWMIMEITEN.

- ENFENEITEN. Fim,

Request-ProvVMUpdate - ProvisioningSchemeName “my-catalog”
<!--NeedCopy-->

o ERTREITENTIR. Flin,

Request-ProvVMUpdate -ProvisioningSchemeName "my-catalog" -
VMName "vml'",'"vm2"
<!--NeedCopy-->

« 1R#E Get-ProvWM RYkatH BRIt EN. B4,

Get-ProvVM -ProvisioningSchemeName "my-catalog" | Request-
ProvVMUpdate
<!--NeedCopy—-->

5. ERELHERITEN. fli,

Get-ProvVM -Filter "ProvisioningSchemeUpdateAfter" | select VMName
, ProvisioningSchemeUpdateAfter
<!--NeedCopy-->

6. BEMBIITEN. TREHN, BEESSNAZNEHEN. JUERUTHSLEERGIRS. Fl,

Get-ProvVM | select VMName, ProvisioningSchemeUpdateRequested,
ProvisioningSchemeVersion
<!--NeedCopy-->

ZHECEEHN

AL fERA PowerShell 4 Schedule-ProvVMUpdate 3 MCS FiEcH I A i BV INE BEEH RN, %

HEBV BT B PN T BB R S B B shER S X 1+ BN A R HE TR /5 R E#To

MEEFRNZEIT Request-ProvVMUpdate #1 Schedule-ProvVMUpdate &%, B&FRHNGSEER,
AR

Schedule-ProvVMUpdate A& Request-ProvVMUpdate W BEINEELU R E Z k. &RE,
Schedule-ProvVMUpdate #Eift Request-ProvVMUpdate,

WA R Cance l-ProvVMUpdate fEiHRIRET Bl Z HIBCHEL B E#o
AR T ROV E EH

¢ BHVM
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o 5¥Ec % ID HFMEHRIFREKHZ N VM
o 5TECHE ID HMEHRBZFREKNENER

BERHEREEN, BRITUTERE:

1. FRATERERER PowerShell 8IZE R,
2. 177 PowerShell 0,
3. BfTasnp citrixx Um# Citrix $EH PowerShell &k,
4. RENEITENNEE, 540,
Get-ProvScheme | select ProvisioningSchemeName,

ProvisioningSchemeVersion
<!--NeedCopy-->

5. EMERARUEMBEXEYE. HENEEXHHARS™m. i,

Set-ProvScheme - ProvisioningSchemeName “my-catalog” -
MachineProfile “XDHyp:\HostingUnits<hosting-unit>\
machineprofileinstance.vm”

<!--NeedCopy-->

o
Y
It

VM MYFIRIERE S Yl Mic s =AE0NE, Uk
VM LR EFE AL BRI,

fign,

Get-ProvVM | select VMName, ProvisioningSchemeUpdateRequested,
ProvisioningSchemeUpdateUntil, ProvisioningSchemeVersion
<!--NeedCopy-->

7. 817 Schedule-ProvVMUpdate A& VM TR KM ESERERN BN BRI SHNTEIRE, §)
,

o {ERFFIRRTEN SRR B SR L H B

Schedule-ProvVMUpdate -ProvisioningSchemeName " my-catalog "
-VMName "vml" -StartsNow -DurationInMinutes 120
<!--NeedCopy-->

o REERRER

Schedule-ProvVMUpdate -ProvisioningSchemeName " my-catalog "
-VMName "vml" -StartTimeInUTC "10/15/2022 9:00am" -
DurationInMinutes (New - TimeSpan - Days 2).TotalMinutes

<!--NeedCopy-->
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=

FE
« VMName 2%, NRKIEE, WLHXENBRHITER.
o {#FA StartsNow & StartTimeInUTC kEXRitLIFFErtE N L aiatiaEl,
o DurationInMinutes 2R, ZRIAMER 120 258, % (Flan—1) FRitRIp9TESEE

%A ER.

8. KEEMNRS.

Get-ProvVM | select VMName, ProvisioningSchemeUpdateRequested,
ProvisioningSchemeUpdateUntil, ProvisioningSchemeVersion

<!--NeedCopy-->
9. {yIA VM MR, MREERHMIERZ GITHITENER, WASNAREEN. MRETRHANERITH
HENER,
o MRITENEXALRR, FHE

- BRITATBENENR, RBEREER
- BIATHENRR, NBTEEER

o MRHBHNEFAN, HE

- BREHBIEN, RUBEEER
- BENBTHEN, NBTEEEHR

WA LBUHE N VM. 24 VM BN B RMECEE . BICHECEEN, BRITUTERE:
1. i5f7 Cancel-ProvVMUpdate, fia0,
o EEUHARAN VM REMECEER, BHRITUUTRE:

Cancel-ProvVMUpdate -ProvisioningSchemeName " my-catalog " -

VMName "vml1"
<!--NeedCopy—-->

o BUENZD VM ZHVEEE B,

Cancel-ProvVMUpdate -ProvisioningSchemeName "my-catalog" -
VMName '"vml'",'"vm2"
<!--NeedCopy-->

AR
VM &5k BRE—1E %o
1z Azure VM. R, RERFAHMENERGREXHEE

ALETRAzure WM KNER, BEBFRAKEENRE REBRAUERGEN. 27EBTENBERHE, BH
ITMELNBARETIES EALIETUEEMERE Linux 3t Windows B %, PowerShell /& 4
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TemplateIsWindowsTemplate B#FmMzE AdditionDatafield &#h, FBRES Azure HEMN
S8 VM B, BRERGHE. ERGEEMRERAXEES, ¥ TemplateIsWindowsTemplate &
71 True RRIZERFAEE N Windows; 3§ TemplateIsWindowsTemplate i&EH False RRIZIER S
FEH LinuXe

e

TemplateIsWindowsTemplate PowerShell BERHEERE Azure AP, HEEEERT, LF
ERATRENZS, a0, BURHATHRERES TemplateIsWindowsTemplate FE, RATEMIRE
PRRBERFLE,

a0, £/ PowerShell 3 Windows 12E& 42889 Azure VM AdditionData 8#3&8& 5 True:

PS C:\Users\username> (get-item XDHyp:\HostingUnits\mynetwork\image.
folder\username-dev-testing-rg.resourcegroup\username-dev-tsvda.vm) .
AdditionalData

Key Value

ServiceOfferingDescription Standard_B2ms

HardDiskSizeGB 127

ResourceGroupName FENGHUAJ-DEV-TESTING-RG

ServiceOfferingMemory 8192

ServiceOfferingCores 2

TemplateIsWindowsTemplate True

ServiceOfferingWithTemporaryDiskSizeInMb 16384

SupportedMachineGenerations Genl,Gen2

<!--NeedCopy-->

XFREEBHITENER

RERREEEHAMLIZRITENER, BHEMA:

« BEEREEEMIERNITENEEX S
o FFREEBH VM KN
o ZRZEEBEM Windows VM R4S, Bai, Windows 10. 2016, 2019 #2022 Z#H¥ZEEREE.

HE:
SEERHEECENR VM, B AERVIEEZETEINNE VM LEAZEERE.

£%%E Citrix DaaS F=miERmE, HHE VM XNEESXZIFREERD, BBEITUTHL:

1. #T7 PowerShell 0.

2. &7 asnp citrix* LUNERETF Citrix 89 PowerShell &k,

S

3.3

it
5

T T2

~

$s = (ls XDHyp:\HostingUnits<name of hosting unit>\serviceoffering
.folder\ “<VM size>.serviceoffering)
<!--NeedCopy—-->
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4. i5173%s | select -ExpandProperty Additionaldata
5. #% SupportsTrustedLaunch E%ME,
« 31R SupportsTrustedLaunch & True, N VM K/NEHRFZEEED0.
+ 1% SupportsTrustedLaunch i&&X False, M VM X/NAZFZEERBEH,
R4 Azure #9 PowerShell, ErTLUER T &H<RBEZFZEERIN VM K/

(Get-AzComputeResourceSku | where {

$\_.Locations.Contains($region) -and ($\_.Name -eq “<VM size>” ) }
)[0] .Capabilities
<!--NeedCopy-->

TR 7517 Azure PowerShell &< /8 VM KN\ EXHFZIEERBE,

o Al 1: 90K Azure VM (X358 1 X, Wiz VM REZIFZEEEE. Bk, 517 Azure PowerShell &€ /5
287 TrustedLaunchDisabled 18k,

o 5l 2: NR Azure VM X% 2 X, #H TrustedLaunchDisabled 1h&Ei& BN True, NIZ{EE
B ARZIFE 2 VM K

o Tl 3: 308 Azure VM X235 2 X, F#H B1Ei51T PowerShell ¢ 5k 8= TrustedLaunchDisab'led
IheE, MZEEBEEIEE 2 K VM K/

A% Azure ERNSEEEMEEMEE, BS1E Microsoft 3244 Trusted launch for Azure virtual machines
(Azure EIANBIZE. EBE).

ERREEEMEIRITEN BRI HE
EUTERTERREEEHZITEN B RN, EXBIHEMHEIR:

s
= iR

MREEZITEERNEE T HENEEXG MachineProfileNotSupportedForUnmanagedCata’

NREENEUIERERRFRNEMENERINEESF  SecurityTypeNotSupportedForUnmanagedDisk
ZEEBMAITENEEXH

MREEFEAUSEEBRENTSLBNTMEEMNE MachineProfileNotFoundForTrustedLaunchMaste
RE B RN REFTENBRE G

MRIGERRESLBESIMENLT LB RANITENE SecurityTypeConflictBetweenMasterImageAndM:
B

MREGEEN VM RINAZFZETEE, BECEER  MachineSizeNotSupportTrustedLaunch
BMEA R E TR EMER
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Azure NREE

Citrix Virtual Apps and Desktops #0 Citrix DaaS %57 Azure LR B ITIE BN EMERIETENE R,
=KHNtIES. Citrix DaaS Ih

BXEFMER, FEH Microsoft Azure MBS,

e
£ Azure BB EDHREIMELEME (Fla0iag Windows Server B)

BEEATERBE,

BHREEERGETLIZNREGE S Azure IHRIER
BFERAIS PR Citrix Studio PEEHRZMGEMG, XEMETLUEZEATEMER. EREHRALZHR

&I, BTEETOIEIREGE N,

Home
a Terminator_SIG Gallery =

eastus2

eastus?

eastus

eastus.

REEAWZ I EEZIFBIHENER

18
X o

ERBETNES, WIEWEITIES.
ML REBRFRENNT. BERATRENEIITRIERERTXEFE

HIZRK

125
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= Miaosoft Azure 0 Search resources, services, and docs (G+/)

Home (Terminator_SIG_Galle edefined) > Terminator_SIG_Gallery

Add new image definition to shared image gallery

Basics  Version  Publishing options  Tags  Review + create

Provide additional the image, nded VM specifications, and links to release notes and
privacy policies.

Publishing meta data

EULAlink © [ |

Description ©

Release notes URI O

Privacy URI ©

Burchase plan publsher name O

[
[
Purchase plan rame O [
[
[

Purchase plan product name O

VM deployment

Provide recommendations for VM specifications for this image. These recommendations are informational only, and do not
constrain VM specification.

Recommended VM vCPUs O

Recommended VM memory O

Bt disk types O [Ossiecea <)

Image definition end of ife date @ [ MmDDAYYYY =)

[P ][ Moo ]

«

BIABEITIERE, EEXPEIBE—MMEMRA. XAEEMEG, PHRIMRE:

Home > Terminator_SIG_Gallery

B PaidPredefined (Terminator_SIG_Gallery/PaidPredefined)

| CresteWM - CresteVMSS [i] Delete () Refresh

Essentials JSON View

& Actvitylog

Resource group (change) : Terminator-RG Shared image gallery ¢ Termi

AR Access control (AM) Location (change) us2

Operating system Wi

@ s Subseription change)  ; MCS Test Operating sysem stte : Geng

2P Disgnose and soie problems Subscripton D Publsher : Offer KU : PaidPublishe? : PaidOfer?  PaidSKU2
St Succeeded

Settings
Tags change)

B imageversions

& Configuration Properties  Getstarted  Image versions

Il properties
o 5 Fiter by nur Showing 1 of 1 image versions
8 tods g
+ Add version

Automation
8 Tosks preview) Number Provsioning State Published date Target regions Replication status Create VM from version
% Biport template

wperteme 100 Succeeded 772021, 21324 PM EastUs Completed Create VM

Support + troubleshooting

2 Newsupport request

ERRAFREBEDF, EEFRGRBSITEEZFNR:
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Home > Terminator_SIG_Gallery > PaidPredefined (Terminator_SiG_Gallery/PaidPredefined)

e
Create image version

Region* TEETS <)

Soucet © e <)

osaskt © (espopant 2

nd of e date MM/DDYYY =]

Review + create Previo Next : Replication >

xF Azure HE

EEDEE Azure FTEHRIEAPRF—REA R,

ER{EAR

RESIRARHEEFNR SRR, B2, BTRERRKERR, Fit, FEHMIMNIPREIFIIEER KW,

BIEEMEE EAM Azure REXBVE B RINFH ENERE,

"Microsoft.Network/virtualNetworks/read",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/disks/read",
<!--NeedCopy-->

VM EFEERE THSXATENSEFER,

"Microsoft.Compute/virtualMachines/read",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Compute/virtualMachines/deallocate/action",
"Microsoft.Compute/virtualMachines/start/action",
"Microsoft.Compute/virtualMachines/restart/action",
<!--NeedCopy-->

o, EEEMFR VM SIZHBENER, ARAN. Bk, ERTENMNBRTENER.
TEHREREGEAEHRNRESHEER TR — KRR RENRY R
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1 "Microsoft.Resources/subscriptions/resourceGroups/read",
2 "Microsoft.Resources/deployments/validate/action",

3 "Microsoft.Compute/virtualMachines/read",

4 "Microsoft.Compute/virtualMachines/write",

5 "Microsoft.Compute/virtualMachines/delete",

6 "Microsoft.Compute/virtualMachines/deallocate/action",
7 "Microsoft.Compute/snapshots/read",

8 "Microsoft.Compute/snapshots/write",

9 "Microsoft.Compute/snapshots/delete",

10 "Microsoft.Compute/snapshots/beginGetAccess/action",
11 "Microsoft.Compute/snapshots/endGetAccess/action",

12 "Microsoft.Compute/disks/read",

13 "Microsoft.Compute/disks/write",

14 "Microsoft.Compute/disks/delete",

15 "Microsoft.Compute/disks/beginGetAccess/action",

16 "Microsoft.Compute/disks/endGetAccess/action",

17 "Microsoft.Network/virtualNetworks/read",

18 "Microsoft.Network/virtualNetworks/subnets/join/action",
19 "Microsoft.Network/virtualNetworks/subnets/read",

20 "Microsoft.Network/networkSecurityGroups/read",

21 "Microsoft.Network/networkSecurityGroups/write",

22 "Microsoft.Network/networkSecurityGroups/delete",

23 "Microsoft.Network/networkSecurityGroups/join/action",
24 "Microsoft.Network/networkInterfaces/read",

25 "Microsoft.Network/networkInterfaces/write",

26 "Microsoft.Network/networkInterfaces/delete",

27 "Microsoft.Network/networkInterfaces/join/action",

28 <!--NeedCopy-->

BRERIELUTIhEERIREAPRIRIS T HIERIMNIAR .

o MREREERESHEERUTRE—XEHNEFHEIKF FE VHD:

1 "Microsoft.Storage/storageAccounts/read",
2 "Microsoft.Storage/storageAccounts/listKeys/action",
3 <!--NeedCopy-->

o MR TG B HZ G E IR :

"Microsoft.Compute/galleries/read",
"Microsoft.Compute/galleries/images/read",
"Microsoft.Compute/galleries/images/versions/read",
<!--NeedCopy-->

A WN B

o MRFMGEBHEHE, RN VHD SHEERUTAENKEF:

"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/listKeys/action",
"Microsoft.Storage/storageAccounts/write",
"Microsoft.Storage/storageAccounts/delete",
<!--NeedCopy-->

a b WN =
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o WNREMFER Citrix EENZIRA:

"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
<!--NeedCopy-->

o MRBEMREREEHZREGES:

"Microsoft.Compute/galleries/write",
"Microsoft.Compute/galleries/images/write",
"Microsoft.Compute/galleries/images/versions/write",
"Microsoft.Compute/galleries/read",
"Microsoft.Compute/galleries/images/read",
"Microsoft.Compute/galleries/images/versions/read",
"Microsoft.Compute/galleries/delete",
"Microsoft.Compute/galleries/images/delete",
"Microsoft.Compute/galleries/images/versions/delete",
<!--NeedCopy-->

o WNRIEFER Azure ERENZE:

"Microsoft.Compute/hostGroups/read",
"Microsoft.Compute/hostGroups/write",
"Microsoft.Compute/hostGroups/hosts/read",
<!--NeedCopy-->

« MREEIRS[/IHNE (SSE) 5EFHREE (CMK) £aER:

"Microsoft.Compute/diskEncryptionSets/read",
<!--NeedCopy-->

o WMNREER ARM ik GIENEEXH) &ZF VM:

"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/delete",

<!--NeedCopy-->

o WRFEM Azure IERISEEAITENEE XS :

"Microsoft.Resources/templateSpecs/read",
"Microsoft.Resources/templateSpecs/versions/read",
<!--NeedCopy-->

tl2. EFRMBGESIFERERENTEN TEREMREGN VHD FEAEERIRHIEIRANFIFIRERRY!

"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/listKeys/action",
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4 "Microsoft.Storage/storageAccounts/read",
5 "Microsoft.Storage/storageAccounts/write",
6 "Microsoft.Compute/virtualMachines/deallocate/action",
7 "Microsoft.Compute/virtualMachines/delete",
8 "Microsoft.Compute/virtualMachines/read",
9 "Microsoft.Compute/virtualMachines/write",
10 "Microsoft.Resources/deployments/validate/action",
11 "Microsoft.Network/networkInterfaces/delete",
12 "Microsoft.Network/networkInterfaces/join/action",
13 "Microsoft.Network/networkInterfaces/read",
14 "Microsoft.Network/networkInterfaces/write",
15 "Microsoft.Network/networkSecurityGroups/delete",
16 "Microsoft.Network/networkSecurityGroups/join/action",
17 "Microsoft.Network/networkSecurityGroups/read",
18 "Microsoft.Network/networkSecurityGroups/write",
19 "Microsoft.Network/virtualNetworks/subnets/read",
20 "Microsoft.Network/virtualNetworks/read",
21 "Microsoft.Network/virtualNetworks/subnets/join/action"
22 <!--NeedCopy-->
— AP

NEEABREEEMERRNTRIHENR. XANRF M ILEEREVHINAE,

UTRRERB T RENRERSE, RECESNMIRET T Ha1hsesrrRINIRTR 0L :

O oo~~~ Ul WN

NNNNNNNRRRRBRR B B 2 2
oOuUul P, WNBEHEHOWOWLONOTOOULD WN - O

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft

"Microsoft

Compute/diskEncryptionSets/read",
Compute/disks/beginGetAccess/action",
Compute/disks/delete",
Compute/disks/endGetAccess/action',
Compute/disks/read",
Compute/disks/write",
Compute/galleries/delete",
Compute/galleries/images/delete",
Compute/galleries/images/read",
Compute/galleries/images/versions/delete",
Compute/galleries/images/versions/read",
Compute/galleries/images/versions/write",

.Compute/galleries/images/write",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/galleries/read",
Compute/galleries/write",
Compute/hostGroups/hosts/read",
Compute/hostGroups/read",

.Compute/hostGroups/write",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/snapshots/beginGetAccess/action",
Compute/snapshots/delete",
Compute/snapshots/endGetAccess/action",
Compute/snapshots/read",

.Compute/snapshots/write",
"Microsoft.
"Microsoft.
"Microsoft.

Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/delete",
Compute/virtualMachines/read",
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"Microsoft.Compute/virtualMachines/restart/action",
"Microsoft.Compute/virtualMachines/start/action",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.Network/networkInterfaces/delete",
"Microsoft.Network/networkInterfaces/join/action",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/virtualNetworks/subnets/read",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/validate/action",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/delete",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/listKeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write",
"Microsoft.Resources/templateSpecs/read",
"Microsoft.Resources/templateSpecs/versions/read",
<!--NeedCopy-->

BZER

EENER

BIBHENER

CTX219211: i&E Microsoft Azure Active Directory tkF
CTX219243: 3t Azure iTiEIET XenApp # XenDesktop AR R
CTX219271: fERESFILS VPN BB RS

Microsoft System Center Virtual Machine Manager & {¢ifiE

October 16, 2023

MNREEAMERA Hyper-V 5 Microsoft System Center Virtual Machine Manager (VMM) SRZEEIMNL, iR
S

ek A3 3F 2 A ZRKAPFIHH VMM R,
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} =r

AR
AZHEFRA Hyper-V BE (B81E17FRRE Hyper-V lRABIARSS2:) o

AT LAER Citrix Provisioning (LA&i#kJ Provisioning Services) #1 Machine Creation Services i L F&
T

o F 1 AR EHRSH[RERS VM.
¢ ¥ 2AFHNREIRSBRERR VM, BEL2518%H,

REMNRE RN ERER
BHE:

Fi& Delivery Controller %715 VMM BRES 231 F E—M A,

1. 7EAR% 83 E=R¥%E Microsoft Hyper-V Server #1 VMM,

2. 1£FiE Controller E%% System Center Virtual Machine Manager i&#1&. &5 8REXAS BEERS
BA—F, REFHRANEHSTLUEZIIEERSR, BRNERATRE, WA VDA BEM.
3. BIEM TP ER:

FF1E Studio FigE EHBIKF ZHEX Hyper-V i+ EHH VMM BEHsl VMM ZREER, NRIKFTE
VMM REEEREERAE, WETVEIEIEFFATE Studio PFIHEFMHEEIE,

FF Studio ERMAF KPP EXTE TS Hyper-V Server EHNEBERAMBRLENRFE, HEEESR VM
e EEAEE, FI0 VM eIE. EFMMIER,

REHEIETT Hyper-V 1RSS5 83 =4 Controller,

84 SCVMM EERREHIEROFHN S MNEENARNESD, SR LRGIZEKEERMENA R,

BRI ENAIERIR, &% Microsoft System Center Virtual Machine Manager (VMM) =l & hERZEIREE
Rt

1. 7 Create User Roles Wizard (BIZBAFAE®MS) +, #%EF “Fabric Administrator (Delegated Ad-
ministrator)” (Fabric €& (EREER)) ENEFHAE,

2. £ Members (f5) &, 7£ Active Directory RN EBRELZRKEERMNAFKS,

3. 72 Scope (fEfHE) 1, EEEHRBEEREEREIUHRNENA,

4. EREREESAFZECIENN BT KPR, HEEAXREEREZEMNEEREFEE, B7IERX
EEZABIKF,

elZE VM

1. X VM L2E VDA, AREERBFMIAKEBIETLUREERE,
2. £mWE VM BIRBRIEAED
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IR ERE

NRBECIR IR FEENER MCS 812 VM, 51T TEIE:

1. %% Microsoft EiMbEM AR,

2. UENBRSBOOTLIREIH AR A L,

3. WAERIRENEERAKF ERE, ZikFRAEBEIE VM MR,

4, EENFAEEH, HEFECE VM BHSERB E IR E N,
BMEMERE Hyper-V ENHBE, WIEXNEHRZRRHEIMITEN,

SMB 3 XX+ = gy MCS

FF7E SMB 3 Xt = i@t MCS A VM E#EEIEMHTENER, FRESEHRUTER, XEERTHERE
Controller BB BRI @5 (HCL) B9iABRIhERES) SMB 7Z14#:

o VMM BAREEATEET SMB 1787 2RI E AR,
o VM 7ZE4Esr AR S 4 ER a7 B INE B R /E@d Hyper-V Server /R VMM AR &EHT.

£/ SMB 7=fi48S, ERMAM Controller El&4 Hyper-V i+ BHMN S HIIEERL X IFRMERF (CredSSP),
Windows Server 2012 Ei&id Hyper-V 3¢ VMM 2012 SP1 #i1Titidi2. BXFMELR, HSHE CTX137465,

HCL /@ CredSSP #T#5 Hyper-V i+t &HMER. LthIh8EiE Kerberos mER AR EiE%E%E] Hyper-V i1 &,
2 Hyper-V it&# LM <iE+8 PowerShell i S ERRMEMNEIREET. EXMHMERT, FHANZE VMM AFRHE
1B, UWESEENBEHSERIET.

T ESERR PowerShell ia<EF HCL, REERRAEE Hyper-V itEHLAERAF SMB 3.0 7%,

o AHFHERG: EMEEIIEMCSTEAE GHENEBER). ERREHRTE VM, UEAEFMNHEIZOHE
I VM GHRIBRXI4D9AE VM BYIRH) o

ConvertVirtualHardDisk i F root\virtualization\v2 s & ==[d]
il

$ims = Get-WmiObject -class S$class -namespace "root\virtualization\v2";
$result = $ims.ConvertVirtualHardDisk($diskName, $vhdastext)

Sresult

<!--NeedCopy-->

o SIEEREE: NEHIMENTENETMREGAEEREE, ERWEMEREZEIHK VM,
CreateVirtualHardDisk fizF root\virtualization\v2 &5& =g

il
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$ims = Get-WmiObject -class Sclass -namespace "root\virtualization\v2";
$result = $ims.CreateVirtualHardDisk($vhdastext);

$Sresult

<!--NeedCopy-->

o FEHBMHA: HCL FEERESMHAE EHE SMB F68, FEit, Hyper-V BT SHHE LHHE
HIZZ =M. BT Hyper-V itBHFEM Controller risERrza, HEitk HCL S Scilid Hyper-V iH&#
SIS MEE, MTFR,

HCL @B RAREER S % LHE Hyper-V it &,

Hyper-V it E#li@id PowerShell iz 2 &1iE #5178 PowerShell i 2 ¥ 4 &2 & %1% SMB 71, K&
Hyper-V i+ 8l LIEB— Xk, IXHRNRRENE, X VMM AP ERIAR (&idizig PowerShell
) o

HCL MR EERHE =PRI M,

Y HCL e 819 & EHE Hyper-V it B85S, iEi2 PowerShell &iEs &R S5)5 SMB Zf&. A
&, M Hyper-V i+ E#A#iBR.

INRMERT BHHENXHR, BEMIZUEEEEM,

o THEMWE: 5L, SHEEES Hyper-V it8H%&% HCL, LUFI#ERE Hyper-V Server L&l
B—MY VMM BRERGAENXHR (NREFRFE) .

Hyper-V i+ E#@id PowerShell iz M SMB ZEE HIZIZ<3t Hyper-V 2%, Itbiz<7E PowerShell
V3 EERIERIET.

HCL % Hyper-V i+ B EE R HEZ PIEEIRENEINTE.
HCL MR EERE =PRI M,

@12 SCVMM #1717 Azure Stack HCI FiEe

Azure Stack HCI 2 —#hiBRi & Bt (HCI) BEMAS R, TR MIFEPIEEEMLE Windows # Linux
TRAHKREEFE,

Azure EARESBEBIEFT=HMM. WS MEN VM £ EThAEER T B EINEE, EETLUE Azure [P hEREE
Fr& Azure Stack HCI 2=,

% Azure Stack HCI 5 SCVMM %5

3% Azure Stack HCI 5 SCVMM &5, EEE40)E Azure Stack HCI &%, AR ZEE%ES SCYMM £/,

1. Z¢# Azure Stack HCI 8%, 5255 Microsoft 3x#4 Connect Azure Stack HCl to Azure (% Azure
Stack HCI i&##:% Azure),
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2. B Azure Stack HCI 2% 5 SCYMM £, iBEHITUTRME:

a) BERAESITE SCYMM ARSBHIHEN HRE SCVMM 2019 UR3 B Sk,
AR

EFEEHIsE E=4 SCVMM 2019 UR3 S ERIRANBIERITHIA,

b) £ VMM #ZHI&RIEBREF, SIBR—METHIKF,

R o
3 | = B —] ® | &4 PowerShell
%8 =5 o ,
Create  Create Run Create Servicing Import Create Run As Account X
User Role As Account Window Console Adi
Provide the details for this Run As account
jettings < Settings (!
=
& General Name: [Admin | C
=
Description:
f-" User Roles Name escription: =
"E Diagr|
B3, Run As Accounts @ Data
[ Servicing Windows B Libra
=Y User name: ash\admin
i &" Remd
& Configuration Providers e Example: contoso\domainuser or localuser
A Netw|
@ System Center Settings [ Password: sssnssne
@ Host
@l Console Add-ins | Confirm password: eeesssse
Validate domain credentials
Microsoft Azure Site Recovery
:Q VMs and Services
4, Fabric
E] Jobs
[+ Settings

c) 7£ SCVMM BRS32Bh LIBEMRIEITLLT PowerShell 5%, 3§ Azure Stack HCI &7 =M

SrunAsAccountName = 'Admin'

SrunAsAccount = Get-SCRunAsAccount —-Name SrunAsAccountName

$hostGroupName = 'All Hosts'

$hostGroup = Get-SCVMHostGroup -Name $hostGroupName

ShostCluster =

"FQDN of Azure Stack HCI cluster!'

Add-SCVMHostCluster —-Name $hostCluster -RunAsynchronously -

VMHostGroup

$hostGroup -Credential $runAsAccount -RemoteConnectEnabled

S$true
<!--NeedCopy-->

d) IE, EAILUE VMM EHahEE Azure Stack HCI B#E LI T 5,
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E Home Folder Host Cluster

&3 PowerShell

EJobs

I PRO

% E i v | 2
'Cg = \Q‘ /;h
Create Create Virtual Create Create VM Overview| VMs | Services
Service  Machine ~  Cloud Network
VMs and Services < VMs (0]
% Tenants ‘
i | Name | Status | Virtual Machin...

Clouds

| Host

| Cloud

| Job Status

&2 Azure Subscriptions
= VM Networks
Storage

4 | All Hosts
+ @ AZSHCI-Cluster
# AzSHCI-Node1
# AzSHCI-Node2

;@f VMs and Services
4. Fabric

& Library

] Jobs

7| Settings

e) ERERBEREPLIE SCVMM 1TEERE,

Citrix Hypervisor Ei{{LIFiE

April 7,2023

85 Citrix Hypervisor 8%

8)#25 Citrix Hypervisor (LAgi#F7 XenServer) BZEEZR, #AURft VM BREERNERLRHFHEE.

Citrix iR HTTPS #&fR5 Citrix Hypervisor M@z e. BfFEM HTTPS, &k Citrix Hypervisor £%&

FHIERIA SSLIEH; EZ5 CTX128656,

1R Citrix Hypervisor fR$33 LER AR AN, N URESF A, Citrix BIE (M “RESANE B) &

BHhrFrEiRS s, UEENERSF[HMGFER 2S5 Citrix Hypervisor RS 2317815,

R Citrix Hypervisor 2#f vGPU, mILU%#E GPU XKEFA, siE®. ErRNBEERMEMEEAE %A GPU

&Hifo

FE—1 3t Z 4 Citrix Hypervisor Z#| LERAMEFEIEN IR SIEFMEN, EREARBTHNES N FHRUEHNAEH—

H#. (21E XenCenter RERHM, BHRBHZEFEHREITEL.)
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ALLfER Citrix Provisioning (LLE1#RA Provisioning Services) #1 Machine Creation Services (MCS) FRfz A
&I

o TR mEARSEFRERS VM B9IBAR BIOS.
o RN REHARSH[IRERS VM B UEFI, 8ER2B50.

=z

AR

& MCS B, FEMIEIERNIRHESNIR.

¥ IntelliCache BT Citrix Hypervisor %%

@id e IntelliCache, #£EH VDI BERENEMA, AAGHUURHEEREAMERESER. X2RE1EEE
HIEEMERE, MMFENHZEENEREGHATET, ML THEEFZELORREE, XTHZERA, WAE
HEENNABRKE NN LNt EFEM AR L ZF D,

« £/ IntelliCache B¢, £EF#EXF A NFS,
o Citrix BiEE RS AR Z IR & RIS MR PRI EIRE .

2/ IntelliCache, &gt &m# Citrix Hypervisor 1392 IntelliCache,

« %2 Citrix Hypervisor B¢, i%3% Enable thin provisioning (Optimized storage for Virtual Desk-
tops) (ERABEMAS (Virtual Desktops I k7z6&)) . Citrix RZFFBEBAT Intellicache B9ARSS 2;M %
B IntelliCache MRS SIMMAGE S . BXIFMER, ESA Citrix Hypervisor x4,

« 1£ Citrix Virtual Apps and Desktops &, BHiAER T2 IntelliCache, R&ETELIE Citrix Hypervisor
HEENERIIRE; ZEBTEZA IntelliCache, #in Citrix Hypervisor %63 :

- EFRHEZEAEMESEE,
- %A IntelliCache £3%4E,

£/ Citrix Hypervisor EiZ8IEZHENE R

8% GPU et ENFETHEIM K. XL VM EREAZF GPU MR R&EF. NEEXH GPU BItE
M, LAEVM 5ER GPU #TIRERNI G ESER,

7£ XenCenter &, SIZ—1AB10E VGA. M vCPU B9 VM,

E# VM EEELUEA GPU 8 (Bi&™ vGPU),

RELIFNIRERFZHEA RDP,

%% Citrix VM Tools #1 NVIDIA IREh12R.

ERREIMMLITE (Virtual Network Computing, VNC) B4l & R ILIEEE, AREHBE VM,
RYSIRTISER RDP, A RDP %% VDA, AEEHES VM,

HE, AIE VM B—MREENEM GPU EMGHELLRR.

£/ RDP, R#7E XenCenter FEREH R GPU MaENZ S ERN BIZF.

9°.\‘.m9":'>$*’.’\’!—‘
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B2

ong

B

o EENZFER
o SIEBITENER

Microsoft System Center Configuration Manager 713

April 7,2023
W X EETR, £/ Microsoft System Center Configuration Manager (Configuration Manager) S 541

2RI SR E R R B h s BT LUK X FR AR &Y B 2l Citrix Virtual Apps and Desktops:

o £ SCCM % VDA,

+ Configuration Manager 22 #114E: Configuration Manager 1% Remote PC Access /Z1% Mk
BEINRE, BXFMER, ESHABEMMEE—-SCCM &l

« Citrix Virtual Apps and Desktops E: &ZE M, & LIRS Citrix Virtual Desktops L @i id
Configuration Manager #1783, (fE¥LEh4AH, Configuration Manager #F Citrix Virtual Apps
and Desktops Zai#&#: XenApp #1 XenDesktop.)

B

BEATE Microsoft System Center Configuration Manager B2 ENEE 2 Fo
£ Configuration Manager FERHMHREMESERHA 1 38 0, M3 true = false,

XEBMAATF Root\Citrix\DesktopInformation®&=EFMWCitrix_virtualDesktopInfo
%, BMRMFET Windows Management Instrumentation (WMI) 121412/,

B WA

AssignmentType % E IsAssigned WfE. AXERN: ClientIP.
ClientName. None flUser (&
IsAssignedig&h True)

BrokerSiteName iREl5 HostIdentifier #EEMNME

DesktopCatalogName 5REXEKNITENBER.

DesktopGroupName 5RE XRG4,

HostIdentifier iR[El5 BrokerSiteName #EKE,

IsAssigned MRA True, WEEKEDELHAR, N FEIEENIR
&R False
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B

IsMasterImage

IsVirtualMachine

OSChangesPersist

PersistentDatalocation

BrokerSiteName, DesktopCatalogName,
DesktopGroupName,HostIdentifier

WA

ATFEXRINERNRE, G0, EMREGE ERENARER, M
EETMECHITEN L RENARERF. BRENT: THE
BUEEI VM £R True, HEERELREETERMIE
B, WEEMNZBETARHN VM EBUHES,
MRZEMN, WA True; MRISYIEN, MK
false,

MR EERERFRGES R ENR BN BES NERIR
&, WA False, &NA true,

Configuration Manager &k ABIEH U E. BFE
AR E,

B Lmm M@ Controller i, FRARTRF
MNEE, XEENZ,

EWEREMY, &1 Configuration Manager iE{7HE#HER, EEERMY, 56 Configuration Manager &R
ek, EXLLFIP, BMBETRASEESHIERER. 55, BrokerSiteName x% Broker Site

Name,

« fi2& Configuration Manager IXfEM Citrix VDA g Citrix WMI B

o fE£A Citrix WMI B eI ZETEINREES
« 1R Citrix WMI B SIELB &4
s ERERFMEXNAREFHEREER

EA R Root\cem_vdi @& =ias Microsoft 2 CCM_DesktopMachine gy Microsoft B, Bx

FMER, 555 Microsoft St

VMware E#LIFR

October 16,2023

INRIEER VMware 1REEDIN, HRRILIESHITIRIE

Z% vCenter Server UIRMENMEERT A, (RZ#F vSphere vCenter SIS IR, )

MBEHRIGER MCS, #E07E vCenter Server R REIREMENHEESIN8E (30 https://kb.vmware.com/s/articl
€/2101567 #FmR) . ZETIkIhEERY, MCS TAEE T 1%,

AT LAER Citrix Provisioning (L{&i#k 5 Provisioning Services) #1 Machine Creation Services i A F&

I
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o M RmEEARSSEFRERS VM 89IBAR BIOS,
o XFRNKEHRSF[IRERS VM 89 UEFI, BERL51S.

FREEARIR

812 VMware R IKFP UR—1HZ 1 VMware &, BREFEHEAFPIRIKELRFIREEXLHEB, £H
Citrix Virtual Apps and Desktops HTi&EFT R vCenter IRYIRE X &1 A BHIRIR,

ZHAPETIR, BEHERORIIEZAR SAEXEK, XE vCenter RigBENRIVIFMES, ESIH VMware
X1
WUTFERETRT Citrix Virtual Apps and Desktops #1ESFrERRIE VMware 1R 2 EHIBRET X Ro

AR

Hit ySphere i AHINRRIIRETREZN FRI2BFRE) RE. #Id0, 7 vSphere 6.7 &7, AR REMRIEA
ERAEFENESLE, MiEdT RN ENRIERFrRRIRENNTE,

AINEEAER

SDK BFRA@E

45, ER. System. Read #1 System.View B, AIUAERRENRRAE.
REREEE

SDK BFRAR@E
VirtualMachine.Interact.PowerOff I > X H > X7
VirtualMachine.Interact.PowerOn I > 2H > $TH
VirtualMachine.Interact.Reset EN>RXE>FE
VirtualMachine.Interact.Suspend REHAL > 325 > 45

fiEc it E# (Machine Creation Services)

2EM MCS FECIHEN, SMEEUTR:
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SDK

Datastore.AllocateSpace
Datastore.Browse
Datastore.FileManagement
Network.Assign
Resource.AssignVMToPool
VirtualMachine.Config.AddExistingDisk
VirtualMachine.Config.AddNewDisk
VirtualMachine.Config.AdvancedConfig
VirtualMachine.Config.RemoveDisk
VirtualMachine.Config.CPUCount
VirtualMachine.Config.Memory
VirtualMachine.Config.Settings
VirtualMachine.Interact.PowerOff
VirtualMachine.Interact.PowerOn
VirtualMachine.Interact.Reset

VirtualMachine.Interact.Suspend

VirtualMachine.Inventory.CreateFromExisting

VirtualMachine.lnventory.Create
VirtualMachine.Inventory.Delete
VirtualMachine.Provisioning.Clone

VirtualMachine.State.CreateSnapshot

BRGEFAIEIR

SDK

Datastore.AllocateSpace

Datastore.Browse

RFRE

HiEFNE > DEc=iE
HHETFNE > NS BIETRE
HHRETFNE > (RRBISCHHRIE
W& > 3 ECIER

RIR > REMN IR F R
R > B E > A EHE
WL > BCE > ARINFiEE
I > BEE > &4

B > BCE > MIRRHAE
REM > BCE > ek CPU H#K
R > BCE > EAAEF
W > BCE > BURE
RN > ZF > X

W > ZXE > T

EHN >RXE >5E

W > 25 > i

WL > B8 > NILATEIZ
RPN > B8 >

RPN > B8 > RiER

REANL > FRAC > SePERE AL

vSphere 5.0 Update 2. vSphere 5.1 Update 1

vSphere 6.x Update 1: FEM#l > K7 > BIZIRER;

vSphere 5.5: E#iH > REBEIE > GIZIRE

BFRE

HiEFNE > DEcxiE
HHETFNE > NS BIE TR
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SDK

Datastore.FileManagement
Network.Assign
Resource.AssignVMToPool
VirtualMachine.Config.AddExistingDisk
VirtualMachine.Config.AddNewDisk
VirtualMachine.Config.AdvancedConfig
VirtualMachine.Config.RemoveDisk
VirtualMachine.Interact.PowerOff
VirtualMachine.Interact.PowerOn

VirtualMachine.Interact.Reset

VirtualMachine.lnventory.CreateFromExisting

VirtualMachine.lnventory.Create
VirtualMachine.Inventory.Delete

VirtualMachine.Provisioning.Clone

ERIRECRYIT B AL

SDK

Datastore.Browse
Datastore.FileManagement
VirtualMachine.Config.RemoveDisk
VirtualMachine.Interact.PowerOff

VirtualMachine.Inventory.Delete

LB E 4 (VSAN)

RFRE

HHETFNE > (RRBISCHHRIE
W& > 3 ECIER

HIR > REMN S EC R F R
W > BCE > RN AR
R > BCE > ARINFHLE
I > BEE > &4

R > BCE > MIFRHLE
B > 2B > XH]

R > XH > $TFF

BN >XE >EE

RN > B8 > NELA eI
REMINL > 758 >

REPANL > 758 > BIER

REANL > FREC > SeFERE AL

RFRE

HHETFNE > NS BIETRAE
HHETFNE > (RRBISCHHRIE
REP > BCE > MR
W > X H > X
RPN > B8 > RER

7% VSAN #UEFME LR B RIRES. CIRIMRFHERRE, KAREUTR:
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SDK HRR@E

storage.Profile RahHI Tz & BB X HIREIRFE > BB XA IR EFEER
storage.Profile IRzhy7ZELE BB X HIREIRFE > BB X H IR FELE
g BEXEM

FRIER B E X BEA TSR THIBHNEIZE vSphere B2 EIEHN VM, MMERMHMIERMHEX LN R, EoIR.
e, DECMBIFFFCER, BRRELUTNR:

SDK RRFRE
Tagging.Create vSphere #7ig > 8 vSphere #xi2
Tagging.Create vSphere #xig > 8 vSphere #R7ig 25!
Tagging.Edit vSphere #5ig > 4548 vSphere #5128
Tagging.Edit vSphere #5ig > 45%8 vSphere #7225
Tagging.Delete vSphere #xig > Bk vSphere #5128
Tagging.Delete vSphere #7i2 > #iB vSphere #7233
Tagging.Assign vSphere #Rig > SESHECE D EE vSphere #5ig
Tagging.Assign vSphere #5ig > 7EX R LD ERHEVH I EE vSphere 1xig
Global.ManageCustomFields 2R > EEaEXNEY
Global.SetCustomField £/ > REBEXEML

AR

% MCS IEIHTEN B Ry, EXERHNZFRFIERIFCBIR VM, XEFRSEEMERS MCS 8IEN VM X
PDHE, FHE5LEEER MCS gIE2R VM #1T7IRES, EaTLlfE vCenter @it XdProvisioned B4mE
FIRFNER. R MCS 8IEZ7T VM, ZEMRKIEEN True,

mERAE

0 5 V5 AR PR 4% 1 i B LAY BB b 2K B XS RN AT R AR K BU A I 22 #& . vSphere Native Key Provider &
Cryptographer.* iR, MERIEREUTRIKER:
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} =r

AR

fEAECE VIPM B9 VM g2 MCS B B RFEXENR,

SDK 2z )k i

Cryptographic operations.Direct Access R > FREMER > IR > BiEiAin
Cryptographic operations.Add disk R > PREMER > IR > RINEEE
Cryptographic operations.Clone PR > FR IR > MNZARE > g
Cryptographic operations.Encrypt PR > FREMIR > INER(E > &
Cryptographic operations.Encrypt new PR > FRE IR > MZERIE > INFHYR
Cryptographic operations.Migrate PR > FRE IR > NER1E > T1%
Cryptographic operations.Read KMS 58 IR > FREAXIR > INZEHERAE > 3 KMS 58

yagcit & (Citrix Provisioning)

FrE &ALt &) (Machine Creation Services) B4R LR A T &I,

SDK HRR@E
VirtualMachine.Config.AddRemoveDevice R, > FEE > RINsIbRigE
VirtualMachine.Config.CPUCount I > BCE > Eei CPU 33
VirtualMachine.Config.Memory BEIW > BB E > AfF
VirtualMachine.Config.Settings B > iEE > 88
VirtualMachine.Provisioning.CloneTemplate REHAN > FREC > SefEHER

VirtualMachine.Provisioning.DeployTemplate AN > FaED > SRBARR

=

AR
@@ Citrix Provisioning =% &4/ Citrix Virtual Apps and Desktops I8 EB S S H & & B S A
VM, FEREMIPEERRIIR,

RIS NIES

77T R4 vSphere @ER S, Citrix BiVE[ER HTTPS, AR HTTP,
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HTTPS ZEMFIEH. EABIERBMAYTMNALNF S RARNR R RBIERFIES.

MRTEERIERMANMFAMAZNRFIES, MeIERHR VMware RENBERIED, NERALANLTLEIER
YA REERLL A E. EE Delivery Controller im0 VMware vCenter iE$,

1. 353517 vCenter Server Wit BN M 2B EEHZ (FQDN) FmzZRS B ENENXHED, XHM
F: /oSystemRoot/o/WINDOWS/system32/Dr1vers/etc/o REYHBRAPHAEFEEIET
vCenter Server Bi+E#8 FQDN K, Z#ZEEHRITILSE,

2. FRUTER=f7 A2 —3REX vCenter IEH:

M vCenter Server,

a) ¥ rui.crt XM vCenter Server £#1%l Delivery Controller ERTiAEEINIE.
b) 7£ Controller £, SMESHIBEPFAENNE, ABFTF rui.crt X,

8 Web 538 THIEHE, WMRMERA Internet Explorer, i55#E% Internet Explorer, REERUE
REMBETUTHRZEIESR.

a) I J-TWeb,XIJ"* ,» 5 vCenter Server i1%% Web &% (0 https://serverl.domainl.com)).

b) BESReEL,

C) BHERIEPHEIRAHAE,

d) ZRIERHBEE FMAEE" ETF.

e) i%#% Copy to file and export in .CER format (E#ZIxXHHSHN.CER ER), HERSRTH
RIAT,

f) RESHHES,

g) SMEISHMERFRENIE, REITH.CER X,

MUEE R 595178 Internet Explorer EiZE A,

o 1TFF Web %528, 5 vCenter Server EirR4s Web & (40 https://serverl.domainl.com)).
. BRReES,

o BEERNIEPHIRMMI,

o« BEIED.

3. BEBSANEISE Controller LHIEBEMED,

a) BEHEREIERSED, AT EN, ARBRET—%,
b) ERIGFRERIEREBNTIIEN, AERENE, ERZEEAN, RAERTHE, BHT—FH, AGE
H5EMo

INREREFEN vSphere REV[BIE, BAEZRSBLERFHBEZIES, AEBSANIESR.

REITEED

BIEE VM:
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fERE VM BN B RPIRHAF SEMNBRERF. TEMEERERF L

1. X VM ERE VDA, EFEATRURENEDR, XFSESME.
2. £RE VM BIRBIERE D

ellfEREEN
EEZEIZMSHRITUTIRE:

o % VMware EEEHY,
o 187 vCenter SDK $#Z N\ = fytthiit,
o IEELANSEMNERLE VM IR VMware BRIAMER, WE/BAPREENIEERAFP R,

VMware SSL 354

VMware SSL {E80hae ERFohelES VMware vSphere BNV EBEFNENERE. EREEZEZH, THBEE

k= #) Delivery Controller 5 EHMERZFINER ZBIFHEIREEX R,

VMware SSL 5 IR AR EERIEBRIE N FEELRIBIEER. WERE R HREMNY EERERF 7T IESHRK

Citrix Virtual Apps and Desktops iRgIAE1sE, BIERE Controller iRBIBYTRINLL,

FEIZIEHR,

EERFRARHE

1A PowerShell #564 Reset-ProvVMD1sk £ MCS fIEMITEN B RHEE XA VM BIRERSHT,

Em1his1T PowerShell 8%, 5H1F:

« B#RE VM fiiFkAE MCS BRH,

+ MCS HENBREBITER,

s XERFREXRMESRZMENEFE, HEMRAREERNEE.
« VMware vCenter ki F4iPiE=,

« B VM BEXEFRIRH L TR,

BRITUTSBUEBIRERAME:
1. $TH PowerShell §0,
2. iaf7 asnp citrix* LUNEFETF Citrix 89 PowerShell 1k,

3. ERAUTHE—ARIET PowerShell &4 Reset-ProvVMD1isk:

o B VM IIRIEENLES HIRITIER, AREST VM LRITER:

=t

£ Studio 8l vSphere EHiEEN, FJUBI—MHEEEEEEZNITENNIER. RE, BAILLEERS
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Reset-ProvVMDisk -ProvisioningSchemeName '"xxx" -VMName ("abc"
,""def") -0S
<!--NeedCopy-->

« BVMBIRIEEN Get-ProvVM ss<iviat, AEEESN VM ERITEE:

(Get-ProvVM -ProvisioningSchemeName "xxx") | Reset-ProvVMDisk
"abc" -0S
<!--NeedCopy-->

o REMBERD VM
Reset-ProvVMDisk -ProvisioningSchemeName '"xxx" -VMName "abc"
-0S
<!--NeedCopy—-->
« N Get-ProvVM&<iREINE VM QIZRIMNERES. XMHEENERRR, BASMESHREH
THERNTRIEE, FINEMEEREFIELE. 81 VM ERNE,

Get-ProvVM -ProvisioningSchemeName "xxx" | Reset-ProvVMDisk -
ProvisioningSchemeName "xxx" -0S
<!--NeedCopy-->

4, HUMIART, ERFETEEEN VM UK—REZEHEHE, BRTIXERAMENRE, NRESEREERH
% Enter #, NASEKEUH—PHI2(E,

=W

HEEIIETHRZA, B7E VM BHAEFRSHITHAESBR,

AILETT PowerShell &84 —-WhatIf RTENEERITHRME, ARETRITZRENE R TESL.
WA UERUTAZEZ —SE iR
o 7t —-Force &%

Reset-ProvVMDisk -ProvisioningSchemeName '"xxx" -VMName "abc"
-0S -Force
<!--NeedCopy-->

o 2t —Confirm:S$false &%

Reset-ProvVMDisk —ProvisioningSchemeName "xxx" -VMName "abc"
-0S -Confirm:$false
<!--NeedCopy—-->

« 7i5fT Reset-ProvVMDisk Z&f, i&# SConfirmPreference EXNE:

PS C:\Windows\system32> $ConfirmPreference="'None'
PS C:\Windows\system32> $ConfirmPreference
None
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PS C:\Windows\system32> Reset-ProvVMDisk -
ProvisioningSchemeName "xxx" -VMName "abc'" -0S
<!--NeedCopy-->

5. &7 Get-ProvTask LFkE Reset-ProvVMD1i sk &a$iREIRESHIIRES.

EMITENERHXHE ID

& L@ £ Set-ProvScheme ;<M BEENXEMEHSIEE FolderId kE#H MCS it &N B FHXH* ID,
B ID Gl VM B EF X HX ID FaIE, WRK%E CustomProperties RigEELEY, NSE
FBMRFRIERIN S TR VM,

EEMTENBERIXMGX ID, BERITUTSE.

1. 77 Web %88, sA5% A vSphere Web Client #9 URL,
2. MAERE, ARRTEER.

3. 7 vSphere Web Client F8/ZBFHE VM BTk,

4. $T7 PowerShell 0,

5. iaf7 asnp citrix* LUNEFETF Citrix 89 PowerShell 1k,

6. £ Set-ProvScheme #§ CustomProperties & FolderID, #EitRFIH, X%k ID EH
group-v2406,

Set-ProvScheme -ProvisioningSchemeUid "50bb319c-2e83-4a37-9eal-94
f630687372" -CustomProperties "<CustomProperties xmlns=""http
://schemas.citrix.com/2014/xd/machinecreation"" xmlns:xsi=""
http://www.w3.0rg/2001/XMLSchema-instance""><Property xsi:type=
""StringProperty"" Name=""FolderId"" Value=""group-v2406"" /></
CustomProperties>"

<!--NeedCopy—-->

7. £/ Studio ¥ VM R ENE R,

8. #% vSphere Web Client E2&EEH VM, # VM BEHXHE T O,

7£ vSphere & 43 ID

ihiEMER ESXi 3 vCenter IR BRLAPHIITEX RN YIS (MOB) MUEH VM B3 1D,

MOB 2—=ET Web MRS BN ATERF, NETFE ESX/ESXi #1 vCenter IRE BRSSP, Itk vSphere SLB1EFE
AFEEEEX VM, HIEEMIEFEhENRIFMAER,

1. $T7F Web 588N http: //x. x.x.x/mob, e x.x.x.x 53 vCenter Server 5 ESX/ESXi E#
By IP ok, #5030, https://10.60.4.70/mob,
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£ MOB®WEDi L, $EHEEM content AYE,
# i rootFolder B91E,

& childEntity s9/&,

# & vmFolder B9{&.

&a LUE childEntity s9&~#3IX < ID,

ISR

HPEHEER

MRERBIBERW, FSF CTX294978,

VMware =M &Rk ERRT R

April 3,2024
Citrix Virtual Apps and Desktops Z#LUF VMware =M &R A Z:

« Azure VMware &R A% (AVS)
+ Google Cloud VMware Engine
« Amazon Web Services (AWS) £ VMware =

Azure VMware fi#:275% (AVS) £/}

Citrix Virtual Apps and Desktops AR5 235 AVS. AVS iRIEEEH Azure BREEHBIER vSphere BN E
51, F A Citrix Virtual Apps and Desktops BRS5fEF AVS Fiifc VDA TR B A R SEARMIF R R ER
vSphere #75 ER,

E AVS B

21§ Citrix Virtual Apps and Desktops RS 8EGSER AVS, E7E Azure RHITIUT S E:

o BRIEEHECER

o SEAR Microsoft.AVS BRI IEIEF

. MEFR

o B Azure VMware SRS RIME =

« i5ia) Azure VMware @R A ERE =

o 7£ Azure ff 5 VMware fAE SECEMKIERE
» 53 Azure VMware &R 752 E DHCP

o 7£ Azure VMware R 75 =R ARINIMEL

o I0IF Azure VMware IR 75 =R
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77 Azure AWV IHMNEFAEHIBEENETH £ Azure NFPBIEEE) + STRFTUEF, EFEFEIHER, HESUTER:

o AR AR
o T EREMITIE
o IRSS: FRERRSS > Azure VMware iR A3

o HR: —RRIAIE

I FEEERE
- PETAR: BOESTMIENES/EE

EXFRIENHAR, TFAESENFFESUTER:

« POC &M

o XIFEFR

o ENHE

o EMEMIFAESR

AR

AVS ELFE=AEN, BWEREA N+1 aENRITR.

BEEZRRIENFAEEGE, EREE + IRLUSHIBRRE Azure,

At Microsoft.AVS ZXRIRItiZF HIETNEHE, FMERRMER:

&% Azure 1P,
£ Azure NI P¥EH, EEMERS.
FEFERSSEDR, WAITH, REEFITH.
MITHFIRAIEZEITI,

ERERIREER, RAEEEREZFHAN Microsoft.AVS,
MREZRRERFREM, BEFEM.

.O‘S“:b.‘*’!\’!—‘

WMEEFEIEED  AVS REFERFEMEMUSEEMP AIERRANMEEZERS. EXFHAES, BSE Azure
VMware fER75 RIS RE R,

tliZ Azure VMware fERAENER EERTHRHINKZERZG, 2 ASVAAER:

. B Azure 1R,
2 %LFQIJL%F[J\I
3. FEERNABIEXARIER, BN Azure VMware iR 5 SR, REMFIFRPEEF Azure VMware i8R 53R,
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All services

Marketplace

Private Marketplace

| I Azure Viviware Solution

Pricing : All < Operating System : All < Publisher Type : All offi

Favorites

D Azure benefit eligible only @

Recently created

Showing results for ‘Azure VMware Solution’.

Service Providers

Showing 1 to 20 of 31 results

Categories
P

Get Started ——— NEX )
Al + | ine Learning VMWare Carbon Black

Solution (Preview) Manager
Anal

Azure Sentinel, Microsoft ViMware Inc.
Blockchain Azure Application Virtual Machine
Compute

Containers

Databases

Create Create ~

R{&

7£ Azure VMware R AEEOT:

1. EEFEIE,
2. BEEARTF,
3. EATRPHNERNFRINE:

FB

1T

HiRAE

A=

RIRRM
SKU
EM

iR

VMware NSX - Policy

(o)
Nex) (9]
VMware N5X - Cloud I Azure VMware Solution Azu
Service Manager SD-
Mware Inc. Microsoft BU
Virtual Machine Azure Service Azun
urity xpal
te & Zur
r ow
Create < Create v Cre

=1

EEEITRIATFEBMNITIEN, Azure iTRSPHERE—
it

HNENIEEERFH, Azure BIRAZTHPEEM
B Azure HRNZERR. HE, BAUALERLIE

— MR IRE,
EE—MIE, fINEEFRSB. XBETMRIMEREXH
X3k,

$2fft Azure VMware 2R A =B THIRTR,
1% AV36,

ETATMEEEESRNENE. BIAMER 3, BEREHT
LUK SR ZE,

ARE=RM IP kR, CIDR RRMLESEEME, ¥
RFBEEERS, Fla0 vCenter Server #1 NSX-T
Manager. &fERA /22 #hik=sia), g0 10.175.0.0/22,
ZHUERT BME—BY, REESHEM Azure EINRILE LUK sttt
MBEEE,
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FE. &
REPARIER BERIFERET, FAR Azure VMware iR E

ExpressRoute BREFNEERES BRI,

TRIRNERES:

EMUEFES, EFEF AVS WKiE; FRAXIEHS AVS KigER.
£ SKU FEHh, &% AV36 T,

eI T B REETE IP #odik, 5130, 10.15.0.0/22,

ERRE + 8,

HAERRE, REtIR.

o w e

Create a private cloud

“Basics  Tags Review + create

Azure settings

subscription* (@ cc-lab-xac-cp1-ca-aakash.mathai@coitrix.com A |
Resource group * (i) ANVE e |
Create new
Location * (@ (Asia Pacific) Southeast Asia A |
General
} Resource name * (0 AvSPcloud |
SKU* @ I AV36 Node | v |

EsXi hosts* (O r 3

o There is no metening for the selected subscription, region, and SKL. No
cost data to display.

Address block* (i) 10.15.0.0/22 o |

Virtual Metwork o |

Create new

Only Virtual Networks with a valid subnet with the name “GatewaySubnet
are available for selection. For details about adding subnet in a virtual
network, refer to details here
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e

IEMERARETEE 3-4 M. BRENENAMBIBFEATREFTE 30-45 .

WIFEPEBRE Y. SMEIEIZNERE, ARERENLER. KEAKINGE, BEEITR.

&) avs-pc-ncus & o :
AVS Private cloud

Search (Ctrl+, < _ Delete
@ Overview # Essentials e SO
B Activity log Resource group {change ESXI hosts

dV5-NCUS

=) .

Access co ntrol (1AM ot peering sub
@ T Succeeded 3213

ocation

£ Diagnose and solve problems North Central US

Settings Subscription (change) nagement network
B Locks Subscription 1D vMotion network
COCO00C0- C000-0000- COCC-000000000000 10.1.1.128/25
Manage
Tags (change
Conmectivity LAk here 0 a0 1305

58 Azure VMware B R A EME TS CEBARE=RE, BEIE— Windows VM HEZ M E A M
vCenter,

BIEHE Windows i

ERIBAT, EF + RN, AEEERHEE Microsoft Windows 10/2016/2019,
BHEAIE,

RANFTENGER, RABEFRHER + A&,

WibER G, ERCE B HEM IR,

> wn e

%2 FE =EH vCenter

1. UEEEBRS%ER VMware vCenter SSO %3 vSphere Client,
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« = 0O @& hittps:/ 10,2 10,02 webssoy SAML2/S S0 vmcp bocal TSAMLRs quest =2 R Pl SswFL %2 FylyDéwel

VMware® vSphere

cloudadminfivmep local

sesssssnssnnnns

WOWS S8E 1 authentication

2. £ Azure M]PH, ERENMER, AEEEEE> 511,
LB 2R E = vCenter #1 NSX-T Manager # URL f1 B F &1E:
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= Microsoft Azure R Search resources, services, and docs (G+/)

Dashboard > avs-pc-ncus

g avs-pc-ncus | Identity = - X
AVS Private cloud
2 Search (Ctrl+/ «
- ( L | Login credentials
@ Overview =
vCenter credentials
Activity log Web client URL @ [ httpsi01.02/ n)
Ao Access control (IAM)
Admin username & | cloudadmin@vsphere.local ID‘
¢ Tags
£? Diagnose and solve problems Admin password © E
Settings Certificate thumbprint @ | D ‘
B Locks NSX-T Manager credentials
Web client URL @ | https://10.1.0.3/ D‘
Manage
. Admin username @ | admin m ‘
2 Connectivity
B dentity Admin password @ E
B Clusters Certificate thumbprint @ | D‘

Display private cloud vCenter and N5X Manager URLs and credentials.

#ik URL AR EEE:

1. SMEIGEL—DheIEN VM, AEEREIEM.

2. 7£ Windows VM /i, $TFFXI%IER, ARTERMHIRIHE£HSA1E vCenter #1 NSX-T Manager URL, 7£
vCenter &£ H, MAE—$ 58 cloudadmin@vmcp.local P&,

7 Azure 5 VMware A RECEMKERE 158 ASV AERE, BT 0)ZEH AN X RELEMEERE,

BB IAMIZE
1. ER Azure P,
2. SMEIZAIEMNZRA,
3. EE + FMLUE X &R
4. TEENABEXSES, BAEMME, EREMNERFEHIEEER,
5. EERHWERE L, EFRNEAMERILEEPMLE,
6. ERIEREDMERE L, MAEHMENIEEESE.
7. EERETRLE, WABINMESHER, WIEANNXIE, AGRET—P5: IP it
8. 1£ IP #hihET £ A9 IPv4 #hik==ia T, A LaitlEAMtL,

BERR

ERSEEIRLA ZIERRMI =B R EEHMIL,
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HEAMAEESE]fE

PR + R INF Mo

EARMFMREL, FMIEERMESFMIEEE,

LI

PR + 61,

BIEER, ARREHCE. BETKE, ENMMNSEERERREAY,

ok wpn =

BIZEIMMEMX  CIZEMNEE, SIREMMEMXK,

EHRRAT, EF + RN R

EREVABEXAER, BNEMNERX, EHREMRNERRIFR/FEER,
EEIMEMXTIE L, BEHEEIE,

R ENMEMXTENERET~ £, AFREHE.

BHRER + 0

ok W
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Hame Resource groups AVS Create a resource |» Virtual network gateway

Create virtual network gateway

Praject details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUr resources.

Subscription * cc-lab-xac-cp1-ca-aakash.mathai@citnix.com b

Resource group (0 AV5 (derived from virtual metwork's resource group)

Instance details

Mame * AVS_gateway
Region * | Southeast Asia v
- faYy =
Gateway type* (O O VPN (@) ExpressRoute
SKU * | | Standard I b
Virtual network * (D | | BVS_vMet I b
Create virtual network
@ Only virtual networks in the currently selected subscription and region are
listed.
Gateway subnet address range * (0 | 10.16.1.0/24
10.16.1.0 - 10.16.1.255 (256 addresses)
Public IP address
Public IP address * () I:G:l Create new O Use existing
Public IP address name * avsprivateCloudgatewaylP
Public IP address SKU Basic

Assignment

TEEHNEMXEES, 2HEIEUSZBEMMER XK,
EESERE, & ExpressRoute iEEEEIIGAEH Azure AVS FAB =RIEIARILE R X,

¥ ExpressRoute ZEZZIEMMEMX BEEMNEMXGE, EEZMXSER Azure AVS FAB = Z BARINER

1. =5 ExpressRoute ®iNZEH,
2. 7 Azure ["JP 1, Sf1% Azure VMware Solution private cloud (Azure VMware #BRAEMER) o
HIREIE > %1% > ExpressRoute, 7A/51%#F + Request an authorization key (+ BiEENEH)
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Dashboard avs-pC-ncus

& avs-pc-ncus | Connectivity =

*  AVS Private cloud

Search (Ctrl+/) % ') Refresh
& Overview . ~
Settings ExpressRoute HCX Public IP ExpressRoute Global Reach
B Activity log
ExpressRoute ID
Acce trol (JAM) -
g £33 antnal A fsubscriptions/7cT5b0c2-  -44fb- -60a5e1545806/resourceGroups/tnt38-cust-p01-noi
& Tags )
Private peenng ID
& Diagnose and solve problems fsubscriptions/Tc75b0c2-  -44fb-  -5035e1545806/resourceGroups/tnt38-cust-p01-nor
Settings - -
T Request an authorization keyl] |_) Refresh
B Locks
Mame Key
Manage avs-ncus-er c62i

¥  Connectivity

FRIERINEAG:

1. BNEIMRDET, ARBECE. SIRTATRANEE 30 5. 2IEE, FEARKHNELE IR
ZRFIRP,

2. EFRNEAM ExpressRoute ID, EREEXEFEERTERTFEEDE, RNERIE—RIIEEER,
LtIETE HIBT SZ BN S il

3. SMEEIHTRIERNEMMERX, AREFERE >+ H.

4. FERIMERNEL, AFRIEMHE, ARERHE.
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Home > Microsoft.VirtualNetworkGateway-20210611150456 ] AVS_gateway >

() Add [connection

AVS_gateway

@) Ensure that the ExpressRoute associated
with this authornization is provisioned by
the provider before redeeming the
authornzation.

MName *

| azure_to_avs_ncous w’

CRTITCLTIOTT 'I.__n"n.l': '.\,_:l

| ExpressRoute Y |

- Hedeem authorization

*Virtual network gateway (i)

a
AVS_gateway
Authorization key ™
authorization key
bee L U LIBLS
' ‘ ExpressRoute |ID
FastPath (O

Subscription (3

Resource group (@

Location (&

Southeast Asia

£ ExpressRoute 885 BN MLE 2 BRI IERE
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P search connections

Name ty  Status Ty Connection type

azure_to_avs_ncus Succeeded ExpressRoute

Ty Peer

77 Azure VMware #2275 & DHCP % ExpressRoute E#EIEINM XIS, EEE DHCP,

fEF NSX-T 1% DHCP fk558F 72 NSX-T EiResH:

. %% Networking (m45%#) > DHCP, A/5i%E Add Server (HRiMARSER).
. 73 Server Type (RR5323KE) 1%F DHCP, 1EftARSS233R A IP i,

. BEHRF

. % Tier 1 Gateways (%5 1 EMX), ERE—EMX LNEELRS, ARERREE.

. %% Type (Z£#!) 5 DHCP Local Server (DHCP #3t1R$323%),

. %7 DHCP Server (DHCP BR328), i5%41% Default DHCP (%3A DHCP), A% % Save (R7F).

1
2
3
4
5. 3%#% No IP Allocation Set (& IP 3F2&) LURIFM,
6
7
8

. BR&TE Save (IR7F), AGik#E Close Editing (XF4RiE) -

ADD SERVER
Server Type Server Name Server IP Address Lease Time (seconds) Edge Cluster Where Used
pHCH] ! 10.16.100.1/24 N 86400 TNT47-CLSTR

7 Azure VMware 2R 5 E=FHFMMEE  1&E DHCP /5, HIN—1MER,

ERMMEL, B7E NSX-T Manager #i%£#% Networking (M45%#) > Segments (WEL), A5 & Add Segment

(ARINPIER) o

Home etworking Security nventory Plan & Troubleshoot System

&
s€§ SEGMENTS SEGMENT PROFILES

ADD SEGMENT

&) Network Overview

Connectivity

[ Tier-O Gateways Segment Name

[ Tier-1 Gateways > o€ TNT47-HCX-UPLINK

> o< TNT47-TO-PRIVATEOI-LS

> oc TNT47-TO-PRIVATEOZ-LS

Network Services

Advanced Networking & Security

Connected Gateway & Type

TNT47-T1| Tier1 - Flexible

None - Flexible

MNone - Flexible
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7 Segments profile (MERFREXH) RED:

1. BWMAREERIZ T,

2. #%3$% Tier-1 Gateway (TNTxx-T1) (5 1 EMx (TNTxx-T1)) 3 Connected Gateway (BEi&EiZHK
%), AiE% Type (£Z) REA Flexible (R3F),

3. EETFLEBERNZ1 Transport Zone(TNTxxX-OVERLAY-TZ) (f£#iX15 (TNTxx-OVERLAY-TZ)),

& Set Subnets (G&EFM).

>

NTS SEGMENT PROFILES

D EXPAND ALL

Segment Name Connected Gateway & Type Subnets

150 : TNT47-T1 ® : * Set Subnets *

Segment needs to have either Subnets or VPN definad, or both

L2 VPN You have no L2 VPN sessions for this Gateway. For that, Transport Zone
go to VPN Services . Note that for L2 sessions to work,
you also need IP Sec session defined

I TNT47-OVERLAY-TZ | Overlay I

VPN Tunnel ID VLAN A
Connectivity D ')
NOTE - Before further configurations can be dene, fill out mandatory fields above ( * ). click 'Save’ below.

SAVE CANCEL

7 Subnets (FW) ZHH:

1. fRX IP #odik,
2. EEHM.

HERR

LEMIER P ik 4B F Azure B> IP sk 10.15.0.0/22,

DHCP SEEIN/E T MER IP ik :

(] segment name * Connected gateway Ty Gateway IP Ty DHCP range Ty Port/VIF Ty State Ty

[ = networkses-0 TNT4T-T1 10.15.41/24 10.15.4.100-10.15.4.200 5 D succsss

%3 No (/) BIEL A FUEACE MERAYED
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SEGMENTS

D SEGMENT

SEGMENT PROFILES

Segment Name

Connected Gateway & Type

) Segment IsO1is successfully created.

Want to continue configuring this Segment?

ves | )

7 vCenter /1, EFEMLEERE > SDDC HUEH L

T U © @ [§SDDCDatacenter | Actons~

- (5] vc865ddcd1ddar41as8a24 Summary  Monitor  Configure  Permissions  Hosts&Clusters ~ VMs  Datastores  Networks
+ [} spbe-Datacenter

v [ Ot
[ esx02-r04.p01.865.
[ esx14-105 p01 8650

Distributed Switches | Distributed Port Groups | Uplink Port Groups | Network Folders

[ esx22-108p01.865

Name v Type

B HIYAVSVDIO! .

B Hivtestor & NetworksEG NSX network
est

3 HIVtesto2 & TNTAT-HOXUPLING NSX natwork

»

5 Master-Ts [ NeworksEe-0 NSX network

[ Master-TS2

IS Azure AVS IFi8  7£ Azure FiRATIS B HIEEIEMIERESR:

¥ Fiter
v | Network Protocol Profile ~ | VMs v | Hosts v over
1 o [ ve g65adedian
o 3 [ ve g650dedios
[ 3 [ ve 8650dedios
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() AVS <%

Resource group

£ Search (Ctrl+/) « = Create Edit columns  [B] Delete resource gro

A Owverview # Essentials
Activity log Subscription (change) : cc-lab-xac-cpl1-ca-aakash.mathai@ci

Access control (JARM) Subscription 1D

¢ ¥ O

Tacs Tags (change) ' owner ; alice hu@citrix.com eny
Events
| Filter for any field... | Type == all X Locatio
Settings

Showing 1to 21 of 21 records. |_] Show hidden types @
Deployments

Mame T
Q Security
X policies B vs-oc
== Properties & avs-DC-ip
B Locks AVS-DC-nsg

avs-dc32s
Cost Management

W E <

AVS-DC_OsDisk_1_5090e4504b3745038d8ef2ecbe 124
Cost analysis

ODOodoonodg

AVS_gateway

{EF vCenter EiRWIEERE:

= cCilrX | virtual Apps and Desktops Service

Overview  Manage ~  Monitor
Q, searcn
Add Cannection and Resources
%% Machine Catalogs
Name 4 | Type | Address | State
& Delivery Groups
28.azure Microsoft? Azurell Enabled
3 Applications
AYS VMware vSphere® Enabled
B eolicies
4 Lossing ste
R Administrators Azure-HAADCon Microsoft® AzureT hitps//management azure com, Enabled
Azure-HAADrs]
& Hosting
YMYAzure28con Micrasoft® Azurell hitos://management,azure.com Enabled

Google Cloud VMware Engine

Citrix Virtual Apps and Desktops & iF & ETF VMware 7 Citrix TE£1 #iF# 2 Google Cloud VMware
Engine,
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fdE Google Cloud VMware Engine

T2 T Wfa7E Google Cloud VMware Engine EFRERAIIR B E £,

f5ial VMware Engine ]/

1. 72 Google Cloud Console (Google Cloud #=#l&) 1, BELESMEE,
2. FitESH9H, #E VMware Engine LITEHTHI B E3£I-£+$T7 VMware Engine,

BIEE—IMEMNER B AERIFE Google Cloud VMware Engine,. aIfA# VMware Engine T 25
MRELH IAM B, EHECIENE T2, BESHEUTEK:

1. &K APLIERMRMT RECH. BXFMAER, BSHEIER AP AR RAECH,
2. FERERAT VMware BER&EM HCX BEMLZAMULEE, BXFMER, BFSHENSEZEER,
3. kB VMware Engine Service &£ IAM & &,

RENE—ILBESR
1. iAia VMware Engine [1F.

2. £ VMware Engine £51 L, #i Create a private cloud (BIEFAER). FIH THREMBMEHT S8,

w

. EERBENT R, ELFE=MTR

4. A VMware SEMEH T A5 PR A (Classless Inter-Domain Routing, CIDR) SEE
5. #A HCX 3EM%89 CIDR SEE.

BERT:

CIDRSEEFRSSEAEMFNR=FWES, CIDREELTN /27 RER.

6. EENE + SIE
7. WERE, EENEMKE, FHE Back (E—%),
8. B Create (8I&) FitIENMET.

7£ VMware Engine SIZZENFHAB =, ESBEZ N VMware B, HAME=PHNEEILEBENH Autoscale
%, IEMERIRETEE 30 28E 2 /)8, MECTRE, BT —E TR,

% & Google Cloud VMware Engine VPN Mx E#115 Google Cloud VMware Engine B9#tgi&E, 8]
LUER VPN fx, X2—MNETF OpenVPN BZ ik VPN, EaTLUAREREZI VMware Software Defined Data
Center (SDDC) vCenter H#{TFr BAMERIBEE.

£ VPN Mx 281, EREET SDDC WXiGEE Edge Services (U4MRS) THE. Ak, KRR
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1.

3.

% Google Cloud VMware Engine '], 7A/5%%] Network (%) > Regional Settings (Xigi&
B). & Add Region (FiXi).

wRERE T SDDC WX, sAFEEA Internet Access (Internet i5iR142FR) #1 Public IP Service (A
IP BR%3)

REMLEBENERDEIRSSEE, AEEE Submit (18%). BAXERSEE 10 ) 15 558,

SRS, MEERSIEE “Regional Settings” (XigigE) mE L2~ Enabled (EEMA). BAXLRER
R AH IP HE4AER SDDC, XZEE VPN MXBERM

ZERE VPN RX, EHITLATRME:

1.

ok w N

£ Google Cloud VMware Engine [J7 5, %] Network (M%) >VPN Gateways (VPN fix), &
i Create New VPN Gateway (6Iz# VPN B%),

REMLIEAEREH VPN MXMEFHFMNEH. 2ET—5F,

EEERF VPN BERNAR. 2E5T—%.

IEEMMALES VPN AR, BEHT—F,

EEERHERRE. WIEFMAER, AEEE Submit (8% LIEIE VPN W%, E¥EER “VPN
Gateways” (VPN [x) Bim, HEA&# VPN MxpRE N Creating (EEQIE),

6. JR&E A Operational (AJigfE) /5, BTHHA VPN MX,
7. #F Download my VPN configuration (T VPN BE8) UTH— ZIP Xk, HEFEE VPN W

XHMECER OpenVPN BB X, #REAT@iE UDP/1194 M TCP/443 #iTiEHZMRE N 4, ERENE
BRIHEESAE OpenVPN R, RE#HITER.

. ¥%| Resources (#R), AEEEFER SDDC,

“## VPN

1.

EiEid VPN MXI§BEAMMESIHE =2 BRI RN RiEE. 55#i¢E Google Cloud VMware Engine

VPN M%,

2. EHTEIRE Google Cloud VMware Engine VPN % T8 VPN & &,
3. SATEN VPN ZFis, 30 OpenVPN Connect #.

BXFAER, BBAEA VPN #1175,

IEE—TFW

M VMware Engine [']J7 i3 NSX-T Manager AIEFMiZiZ&Z 47 NSX-T &, &EaTLl@e VMware Engine
WiazFEM. Eifip NSX-T Manager, EHTU T2

1.

2.

%% Google Cloud VMware Engine iJ7,

EESMmi=t, %% Resources (FiR),
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BH5EEHEBEEFMNFAE XN Private cloud name (FAEEER).
EMNEENIFAEETNEL, %3 vSphere Management Network (vSphere BIERLK) EH-~.
g#H5 NSX-T Manager 3459 FQDN.

HIBERE, MALHNERER. IREBIRE vIDM HEEEZEIMMIE (f120 Active Directory) , &2A
IRRRERR.
1EEE

AILUMAE RFAE B ESREMB R,

NFMigE DHCP RS ELIZFMZAT, 155iRE DHCP BRS5:

72 NSX-T ExEeg:

1.

2.
3.
4,

#7%| Networking (M45i%E#%) > DHCP, MEEZEHIIRET DHCP REMIET —1 % 0 BMXM—1E 1
= ESS

EFRECE DHCP fR$528, 5%+ Add Server (FARS23).

73 Server Type (AR%525£8) %3F DHCP, REARSSZFRA IP ithik,

& Save (fR7F) LISIE DHCP BRSS.

BMAITUUTRELUS I DHCP BRSSMIINZIMEXAYSE 1 EMX. DHCP RS EFECRAIAE 1 EMX:

nE,

ok~ w N

%1% Tier 1 Gateways (5% 1 EMx%), #ERF—BEMX LNEELIES, RAEEERHRE.

7z IP Address Management (IP ithit&E) FE&+, %4 No IP Allocation Set (% IP %),
1%$% Type (2£#!) 5y DHCP Local Server (DHCP #3tiR$323%),

%% DHCP Server (DHCP fR£523) 0IZ# DHCP fRS328.

BEHERT.

g Close Editing (XFA%HE).

BT LATE NSX-T eIl EMEE, Bx NSX-T 789 DHCP B9i¥4AE 8, 5518 VMware documentation for

DHCP (G&R7F DHCP 8y VMware xx14),

£ NSX-T heliZMEr  XFIIFnE VM, ERILARRE IR FMIEA NSX-T WER:

1
2. =i Add Segment GFIKXER),

3.

4. #%#Z Tier-1 (38 1 2) 1 Connected Gateway (EEENMX), AEH “Type” (£E) &% Flexible

£ NSX-T Manager #, %%l Networking (M4%i%#%) >Segments (XER),

N EREY R o

(R7&)o

5. B Set Subnets (8 FW),
6. BEHERINFM,
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7. 72 Gateway IP/Prefix Length (W IP/RiZKE) FRNFMER. EEFMEE, RE—TITHE]\I
¥om .1, 30, 10.12.2.1/24,

8. #8% DHCP EE, #A/g%& ADD ().

9. 7 Transport Zone (fF#HXiE) &, MTHIYIFRHi%EE TZ-OVERLAY,

10. BERTF. WE, EaUELIE VM BE vCenter iR LML,

FEAEXEH, FHREZRRSHANE, TRZSAUIEZE 100 £M VMware Engine 2| VPC MMM —ERH, FIi0,
XEENESEIE P itk BE. NSX-T TEAZMEEF HCX M4 P it SEE, thRFIEEZKIshMrEiAE =,
AR
=Z7E—1 Google Cloud EEE&n#, FItEEELREE DHCP SEEIRE. Eitt, ESHEEE Google Cloud
E8E DHCP sEEI8E, #35 EDIT DHCP CONFIG (43§ DHCP E2&) LUEZE DHCP EE,

Network Overview

ELCRE I EXPANC
| Network Topology ADE SEGHEN o
annectivity Segment Name Connected Gateway Transport Zane Subnets Ports
Tier-0 Gateways segmentCl e Tier! | Tiert - * 10.208.1/23 *

Tier-1 Gateways

Segments R 2.9 fe7et206:0b42:1/48
EDIT DHCP CONFIG

etwork Services
DELETE DHCP CONFIG

) VPN
» NAT Segment needs to have either Subnets or VPN defined, or both.
{ Load Balancing L2 VPN You have no L2 VPN sessions for this Gateway. For that, go to VPN Tunnel ID

[ - VPN Services . Note that for L2 sessions to work, you also need
Set DHCP Config \
Segment segmentCl
IPV4 Gateway 10.20.81/23 (" #DHCP Ranges ) IPV6 Gateway Not Set (" #DHCP Ranges {
DHCP Type * Gateway DHCP Server @ DHCP Profile dhep

@ IPv6 server settings are not supported for Gateway DHCP

IPv4 Server

Settings Opti

DHCP Config @ Enabled @
DHCP Server Address 10.20.6.1/23

DHCP Ranges 99 Maximum | Eormat 172 16.14.10-172.16.14 100 or 172 16.14.0/24 | Please verify that

(emsonwmenox | | Belong to subnet CIDR

Lease Time (seconds) 86400
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£ Citrix Studio F6JiZ Google Cloud VMware %%
1. 7£ vCenter FEIZITEN.
2. @Ezh Citrix Studio.
3. EERETR, ARREMNEENZR.

4. 7z Connection (FiE) RE L, %% Create a new Connection (BIE#IEEE), AEEIFRUTI#AREE:

Add Connection and Resources

o Connection

@) Lreaiea new connecton

Connection type: VMware vSphere®

2 Storage Manageme...
ction address: #os/10.120.0 6/=d

3 Storage Selection Connection address: https:/10.129.0 6/sdk
4 Network @ Learn about user permissions
5 Scopes User name: CloudOwner@gve local
6 Summary Password: | essssessew

Zone name: VMware-GCP

Connection name: VMware-GCP1

Create virtual machines using:

(@) Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

«@

WEREREZ R ) VMware vSphere,

b) 7 Connection address (iEizithit) &, #A vCenter £/ IP tthiit,
vCenter =ik,
d) WMNEERT.

o 2008
&
> N

ERATRIZEMN TR,

5. 72 Network (M%) F&EH, EEE NSX-T BRRSBHEIZHF M,
6. TERMES.

Amazon Web Services (AWS) £ VMware =
f&Bh Amazon Web Services (AWS) £ VMware =, ERILUSETF VMware g9zt Citrix TR EHTBE AWS
o

EXNETE AWS EIRE VMware =R T2,
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ifial VMware =iFi58

1. f#8 URL https://console.cloud.vmware.com/ &% VMware =R

Welcome to
VMware Cloud Services

Choose an account to sign in.

Sign in using another account

ENGLISH v

2. BE AWS i VMware =, WP ETR “Software-Defined Data Centers (SDDC)” (3% X Ho¥kiES
% (SDDC)) T,

vm VMware Cloud Services

Click here

My Services
[ RETIRED SERVICE - DO NOT USE (> VMware Cloud on AWS

More Services
@ VMware Cloud Marketplace a F@ VMware Cost Insight a @ VMware Log Intelligence ]
Choose from a rich ecosystem of third-party solutions Analyze cloud costs, find savings opportunities and Analyze logs to promote rapid troubleshooting and root
and services, designed and tested to run on VMware- communicate the cost of services to the business cause analysis across private, public and hybrid cloud
based clouds environments.
REQUEST ACCESS REQUEST ACCESS REQUEST ACCESS
E?a VMware Network Insight a Mt NSX Service Mesh (Prod-1) '} E] Skyline Advisor a
Gain visibility across clouds to understand application prod-1: Consistent operational control and security for Proactive support portal to improve reliability, security
dependencies, plan security, and troubleshoot network cloud-native applications and data running on multiple and productivity of VMware environments.
issues platforms and publi
REQUEST ACCESS EQUE: 3 REQUEST ACCESS

= = = = = % N a

1 skyline Collector a 4 skyline Platform Services a 5 VMC Sizer a

3. % OPEN VCENTER (4T7 Vcenter), #A/5% & SHOW CREDENTIALS (27, 12 FXLEFHEL
MU,
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vm VMware Cloud on AWS
€ ARk

SDDCs  Subscriptions  Activity Log ~ Tools  Developer Center

Software-Defined Data Centers (SDDC)

SDDCO2 © us west (Oregon)

e
(Ready )

CPU Memory Storage

249 GHz 1.5TB 32TB

VIEW DETAILS |OPEN VCENTER [ACTIONS v

Click here to open the vCenter

(#77F vCenter)

Open Access to vCenter X

Before you can log into vCenter, you must open network access to vCenter through the management gateway. Choose

Click here to view the credentials of the vCenter.

FIREWALL RULE VPN SHOW CREDENTIALS

an option for opening network access.

[Z) Don't show this again

4. 377 Web %528, AN vSphere Web Client #9 URL,
5. REBHAMAER, AGEE Login (BR). vSphere P ix Web TUE 5 A#IF 5204,
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vm  vSphere Client

[ Cluster-1

O 2 8 @ p—
© (Gl veenter.sddc-
+ [ SDDC-Datacenter
« [ Cluster
0102324
[0 102325
[ 102326
> @ Compute-ResourcePool

Hosts VMs  Datastores  Networks

O.vmwarevme.c. Summary  Monitor ~ Configure  Permissions

ul

Related Objects. ~

Total Processors: 108
Total vMotion Migrations: 15
Fault Domains:

B

> @ Mgmt-ResourcePool
) 74766TestElasticwFullUserLayer-201
1 CC-pvs10-002 (orphaned)
{3 CC-pvs10-T001
51 CC-pvs10-TO02
51 CC-pvs10-TO03
(5 cvag-master-dco1

Datacenter B sppc-Datacenter

@ cvad-master2-01

5 dc0820

(3 Elastic Layers-2019-07-26_14-41-035...
(51 Fellowship File Server

vSphere HA v

Tags ~
(5 Fellowship Test VM N

3 Fitz Test VM
[ Mistry-pvs-d-01
(5 Mistry-ps-d-02
(5 pvsi0-001

B et Ao

Assigned Tag Category Description

Recent Tasks  Alarms

Task Name. v Target v status

[ 102324 /' Completed

%*F VMware =115

vSphere ZP i Web @ EEMEMIE.,

vSphere DRS

Cluster Consumers

Custom Attributes

Atribute Value

o ENMBEME: ELEEFHE, EEERIUUES M ER,

I

2 B

¥ @ voenter.sddc-54-190-203-140 vmwarevmc.C...

[ SDDC-Datacenter
v [ Cluster-1
[] 10.2324
[ 10.2325
] 102326
= Compute-ResourcePool
™ Mgmt-ResourcePool
CC-pvs10-002 (orphaned)
CC-pvs10-TOO
1 CC-pvs10-TOO2

20 Op Oy

o VM FIEIRME: =EERTUABTFSXHERE,

74T766TestElasticwFullUserLayer-201...
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[N I =

HE

g Ewanta.sdﬂc-&#-ﬁﬂ-i%-w} VTIWarevmc.c..,
w [l SDOC-Datacenter
» ] Clerix Virtual Apps & Deskions
» [ Felowship
» L Infrastructure
» ] Managemeant Ys
» [ PVS-Avengars
> ] Templates
] Worklaads
£l avengers-Pys-1
g deD820
e DL-Pv51
M winlOxEH903pvsTemplate

 Zi#ME: 7£ Citrix Studio FRMITE R THI%E WorkloadDatastore 7%, EAER LA TIERAELK
EEhE,

T @ |8 |9

. @ veenter.sddc-54-190-203-140. vmwarevme.c...
v [{ SDDC-Datacenter
-] vsanDatastore

| WorkloadDatastore

VMC customers have access to
Only WorkloadDatastore
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o MLEME: VMware zMEMAEEMEERERRE.

RBEERE, ESH VMware EHMCIRIE URINEZE 2R,

AWS =ifiR

April 3,2024

IXEIESETMIZE AWS kP 1EREESS Citrix Virtual Apps and Desktops &&#FRBERMERNISIE, TR
UBIEENANGE, FEERATAREZREZ M AMXISERNB SRR EMTE. ERXEESEE, AIUR
#£ VDA, EEITEN. CIEITENBRUNBIERF4H,

TR RIS, EHRRUESEUTAYE:

o POTARRKEFEELAATFRANERAFMHEMNLES (VPC).

« [FBY1EH Active Directory 153£#%128#0 DNS BRSS22iz17HISEAI, U F VPC MIERFMH,

« VPCHIRARFRHABEE2INNEG. EFRTFRMSERFHHRHEGIR RDP EEUSMEEBR, 5
BIRERRUER, FIUXALSE, UEEABZTHE. SANERETRFMPRIEMEE (Fiin VDA s261)
B, BIAEHBHELZENES,

ESHR

REBAEEABTWMEATRNEMLE R (VPC), TRILLESE, AWS REABFMHPHEAEHE IP ikl NAT
MXo HREESETRFMPHSEFIEETEE Internet, 2B FWHPHISEFIRT AL ALIRENSE], BEBFRFARIE
(IECIRTEI

REReH, R2AMAFEEH VPC PRSEFIRRENEMAE. EARnT2EAFRMAFQ2HFHPHEFHIS LA
FRPRISEFIFHITESEHIN. EEFXERLAS VPC RS SLFIMEXE,
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£z DHCP %, tNREA Amazon VPC, MERINERM DHCP #1 DNS BRSS
iEisHI2shEtE DNS 5. Amazon 9 DHCP 522 M, #H Amazon #§ DNS B
BEFT Active Directory &#5f#tr. EigE@id DHCP &34

%, XBEmEE Active Directory
1BEA T A% DNS i, A
BB ZIRARSS 28, 1562 DHCP &I&, %kl

ERREM VPC BFE LIS B Active Directory /28185 DNS iR 88, EMEEMN (A) IkmZERK (PTR)
ERERGIMNKE BaEM, BABRFINETBFHFNE N LAEEMLSECSE .

@ VPC i inE2 EHMEEHER. @dE2EH, ERUERETRFMPRSEF LOUREEFH K EREIIMNZSE,

£51: 18& VPC

£ AWS EEfzHI e, & VPC,

%+ VPC and more (VPC &EZ%),

.0‘9’:“5*’!\’!—‘

£5 2. REREA

IESEAER VPC gIBHRE U T 224!

o SENRBFMFREFXBENARR 2,
o SENTRAFRNPOLFIXEKNETRREH,

EeIRL2A, BHITU TR

72 VPC =4k, %4#F Create VPC (12 VPC),

£ “NAT gateways ($)” (NAT ®x ($)) T, i#%# In 1 AZ 5 1 per AZ,
7 “DNS” %I T, 128 Enable DNS hosthames (E/A DNS E#H8) LFikFiRzE,
EEAIE VPC, AWS BEIB L ARFMAEZRAFM. Internet Mx. BBEXRMEBRINZ LA,

1. £ VPC =4like, %% Security Groups (Z£4),

2. IR 2ASIEReH, EEFCET2H, ARRNANRTIFEMEAE, F “VPC &, 3

VPCo ﬁ%m: ﬁIJLo

B ARE4H

1. EREATIRF, %EHFE “Public security group” (2H

2. EERNERNETR, ARERRE ST

s

FRERE

FRERE
ICMP

ZeHf),

iR

#E3E “Private security group” (ZBRZ24).
#$E “Public security group” (2EZR£4H),
0.0.0.0/0

pris = ANl FE
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KB R

22 (SSH) 0.0.0.0/0
80 (HTTP) 0.0.0.0/0
443 (HTTPS) 0.0.0.0/0
1494 (ICA/HDX) 0.0.0.0/0
2598 (Session Reliability) (2598 (&i&a %)) 0.0.0.0/0
3389 (RDP) 0.0.0.0/0

3. THfE, EERTF.
4. EFRHUENED+, ARERRIEUEIE LTI

KR BiR

FRERE % “Private security group” (ZRR24).
FRERE 0.0.0.0/0

ICMP 0.0.0.0/0

5. lfE, EERERE.

RETRZE24H

1. ER24ATERS, EFE “Private security group” (EAR24).

2. MREHRGERELAHRLANRE, WLIURE TCP iw0O; HEFENEMNEDR, AEEFHREUSIEI

THRRM
it p
FrERE #E3E “Private security group” (ZBRZ24).
FrERE # “Public security group” (2R%Z24H).
ICMP # “Public security group” (2R%Z24H).
TCP 53 (DNS) “Public security group” (AR%Z£4H).

UDP 53 (DNS)

]

“Public security group” (AR%Z£4H).

4

]

80 (HTTP) “Public security group” (2AR£4H).
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7

TCP 135

TCP 389

UDP 389

443 (HTTPS)

TCP 1494 (ICA/HDX)

TCP 2598 (Session Reliability) (TCP 2598 (&i&r]
F£14)
3389 (RDP)

TCP 49152-65535

3. A, EERERE.

4. EFRHIENED+, ARERRIEUEIE LA

UDP 53 (DNS)

5. ElfE, EERERE.

£55 3. Brhsefl

S0

i

“Public security group” (AR%Z£4H).

W

“Public security group” (AR%Z£4H).
“Public security group” (AR%Z£4H),

i

“Public security group” (AR%R%£4H).

¢

™

‘Public security group” (RAZ£4H),

i

i

“Public security group” (2R%£4H).

% “Public security group” (RER£4).

¢

B
W

‘Public security group” (RAZ£4H),

815

% “Private security group” (ER%R£4),
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

LT BEREIERD EC2 LHIHAEZ Amazon EMNECAEIERZES:

1. £ AWS EBiEHaH, % EC2,

2. 7£ EC2 i=HIEiR+, ¥ Launch Instance (E&psEfil),

3. #%#% Windows Server i+ & # R F1SSFI2E 8,

4. 7z Configure Instance Details (EEELAIFMES) AL, MALFINBHHIERUFIZEN VPC,

5. 72 Subnet (¥®) &, REPEFIMLLITERE:

« Bastion host (82=#1): %#F “Public subnet” (2BFM)
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10.

11.

12.

13.

14,

15.

« Domain Controller (##=#23): “Private subnet” (ZBFM)
£ Auto-assign Public IP address (B9 EAH IP #ith) &, JEMLHIMLITER:

« Bastion host (£2=#]1): 4% Enable (BFA),
« Domain controller (igz#188): % Use default setting (EAZIN&E) = Disable (2A).

7z Network Interfaces (WM&#0) H, HHIFHIBMNENERAFW IP EERME IP ik,
MEKE, 57 Add Storage (FINfFf#E) TiE_LEEEEEK.
7 Tag Instance (7ig3:fl) TiE L, MASPTEHINRFERT,
£ Configure Security Groups (F2Ex£4) TiE L, %% Select an existing security group (i%
EMEReA), RAEAETEHBUITEE:
« Bastion host (B2x#1): % “Public security group” (AER£4H).
o TGS EERERATSE,
WEFHAEE, AF1EE Launch (B5h).

BRI R AN SIERME B, MBCIEHZHAX, B THENSA (pem) XEHEHREE— T2
B, REEAMWRIAEERZBR, HIREENFAH.
%1% Launch Instances (Baiskfil), %% View Instances (&%) USREMNEAITIR, EZ3HE
BB A RSO ERERITIAN.
FEVENEAMINAEIE R

a) 7ESRFIFIRG, ERSLF), SAGEEE Connect (EE).

b) #Z%I RDP client (RDP X %) %Ik, 1#%i* Get Password GREXZED), HEHIURTREN EHEMN

FAEA (. pem) X
c) %$% Decrypt Password (f2Z3H5) LAFRERAZEAIEMZRE, AWS S EREIAZE,

EERTHR 2PN RE, ISR THENEA:

o BRNARFRPH—NEZ2ENLA
o BT RFWAIEEIEHI2RE9E A,

£55 4: 63 DHCP i&ms

1.

2.

£ VPC #=HImEmiRS, %% DHCP Options Sets (DHCP &),
BAUTER:

« Name tag (B#Ft5ic) : AETEMAN— D RFET,
« Domain name (%) : WAREFITHZELFINERANTLRERHSZ.
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« Domain name servers (FEARS5S:R) @ MADRAFIEHRLFINE R IP titMF# £ Amazon-
ProvidedDNS, LiES R,

NTP servers (NTP fg%28) : BitFEE=,

NetBIOS name servers (NetBIOS &#RARs3528) : MNIHITHIBS LB Z A |P ik,

NetBIOS node type (NetBIOS 5288 1 5N 2,

3. EFER, 8l

4. BEMETES A VPC ABXEX:

a) £ VPC &4ImEiRS, %% Your VPCs (B89 VPC), RABEERZANISEMN VPC,
b) #&i%k#E Actions (321E) > Edit DHCP Options Set (4348 DHCP %),
C) RHHRRE, EROEBNINENE, ASEE Save (R1F),

£555: ECESLHI

1. £ RDP EFRimEERIE2 T NLFINARA IP ik, RERTH, MAEERKPREE.

2. FE2EINEGIR, BEHZEKEERHERINERENEFINETA IPtiit. RERTH, WALFHNEER
o/

3. RERFRFHFMEXAIEE DNS 18E:
a) RORIEFETFE > 1THIER > WA Internet > MAMEZ 0 > BHUEERBRIEE. WE B RIIMEEE,
b) %&iZE4 > Internet hiXhk4s 4 (TCP/IPv4) > Elt,
C) %EEHR >DNS, BRUTEELRTEARS, AEERHRE:

o 7€ DNS FiEffitb iz stk
o 72 DNS ‘I M ERAItLERZE DNS 54

4. BECEGITHIEE, BFRITUTERE:

a) EAMRSHEEEE, RMAGFIERIAINEEN Active Directory RS .
b) BLBIRA NFIEHIR, RFLED, BA DNS HEMEIE DHCP EMENIEENHE. RF RR,
EX i) =tat

ellFEFESES

7£ Studio HeIEREHERY:

o WIHRM APl BmIAMZAME. PN AWS hRHEBSXEENERAXN, REBSN. Itih, ELTuRtt
BXiE., ATAMRE. VPC &R, FRt, 58, ReARTMERE.
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« root AWS KPR EVERESCH (M AWS IZHateR) RS RinE AWS AR TEIEEX 4RI TR,
Itk, Citrix Virtual Apps and Desktops BIERaEE ML 43RBT AP A ZATER. ESHER AWS
Identity Access Management (IAM) ZiE 4,

AR

BlEERE, =EH AP ZBAMEBHATEIEK. ERRILAM, BEREENAIERS I AERE, Hif
RLFHoAER] AR https://*.amazonaws.com,

FHERIAE

£ AWS IR IR ENERD, KERUTIRIME:

| ETH | 4E5HE | L |

==

| B2 (FrE KAL) | 125] 100 |
| S HRATIBIEE | 125 |

FIANERT, MCS &%Z374F 100 MR FRBCIR(Fo

ARs3im < URL

IR EXIARSS i m URL

fEA MCS BY, SHM—1HE APl Z3AM API HlZ 898 AWS E#, EMXEEEURED S HRIENKF,
MCS fEF AWS DescribeRegions EC2 APl | AWS i XN, T2 FEMBA EC2 lRSH~ URL

https://ec2.amazonaws.com/ #1780, EEA MCS MEZHFHNXIFFIRFEZBTEENXE. 25
B AXKIEIEFEEIEN AWS lRSima URL, B2, EEIERSIHS URL 25, BREZEZFIRENEZ URL.

AWS 85

AWS Rt LI THEEED: HEHEE RHAXE) NTAER, HEHEERREREFRAETANZ D Amazon EC2 524
AR FR—MIREN L. TRERRREE EC2 SRS ERENEMEH —EAREMS L1517, HithEP T~ ER
—MEEf

ZRILUER MCS @it PowerShell skFif2 AWS Z R EM.

1= PowerShell i2&E AWS £ BEHASE

AILERED PowerShell EXHENEECIEHTENE R,
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Amazon [EC2] THEHREATLT AN [EC2] LHIBEMNYIERSE, AWEREREFH VM ERIERHEITH
IEs
TRFNABETERAIRENTLFIAE, M, $#Hxg C4 RESLFIRBENEN— LT RAENRZEIT 16 M6l FS
5 AWS 35S LT BRFAE B
BFFEcE AWS EHNEREIE:

« SAKBYOL (B#iFAN) & (AMI), @S ZAEN, ERHERENINEIFAIL

« DETEERBHARNETAEIN, ATRHEMEIFR.
- BRBMKE.,

ZEA PowerShell FREZEI AWS E9EZ A EM, EFERALSE TenancyType i& & A E#8 New-ProvScheme
cmdlet,

EZIE Citrix FFRA RS T BFRER.

AWS S5l 13k

IZB R U AWS F1E/A Machine Creation Services (MCS) B2 it BEMA, ATLUERE— AMI RRRZB RN
TG/ B MG, % AMI R, MCS ERBEENIRE, EREMRAT, MREFEEITEN LERAGIIRE, Wa
UGER AWS 6l TS E, BIAS A LIhEE.

e

T iRE S AMI XEXBI VM, ZreefER AWS ol E 173k ThEE.

AT RS2, MCS MMARIREY AMI B9SEI-RiRENE Y, HIFTENMHRAMIBRERE (IAM) AEMirCRA TR
LEBRTECHITEN. ERLLANEINEER, BRUBIREIEHEEN AMITRES), RER—ABRNEMN. AE, X
LR MEBFHETE AWS BaptEtRF, ZRIRATAZERTEITEN. BRPOERTENBIUEBROLGIES.

HRNEMEEE:

o |IAM e - A FIECRISEHI,
o I8 - AT ECRYSEG). EEEEM NIC, XLEARISR A FIReT Citrix HR, 845 S3 FMIBMNXNR. £
ERIEZRU AMI, REBH B EhEIR,

'

I8y Citrix ZHEMIFDEAEN, AERAEENXEY AwsOperationalResourcesTagging #17iE
=1

3k AWS SSfIE M

£5 AWS HEEZIEME S RN, AIL@TEEEEXEM AwsCapturelnstanceProperties RER
LEIhRE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 180


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-hosts-overview.html
https://developer-docs.citrix.com/projects/citrix-virtual-apps-desktops-sdk/en/latest/MachineCreation/New-ProvScheme/

Citrix Virtual Apps and Desktops 7 2212

New-ProvScheme -CustomProperties “AwsCapturelnstanceProperties,true”
--<standard provscheme parameters

BEZE Citrix FFRA G T BRIFRER.

Rz AWS S/ MEMARSEITHRIR

EeIRBRUUER MCS 72 AWS gt BAET, FTLUEHIRER IAM AefFCB IR AR LB, EaTUiE
HIRERITENIRE ARIEITHER.

AWS ;Z1THIRITIE

Amazon Machine Image (AMI) RRBFE Amazon =IFEREIEEMN B —FMEINLE, BEMN EC2, TLUE
B AMI ZE4FER EC2 IFERNARS. SIEBRUMSHEEHET AWS 89 MCS ffcit &MY, aLiEE AMI fERZBE R8N
HEME,

BERTR.

ERIETRFFICHEERIHR LGB B ER R Z B R

Lol AWS BR, SMBELEAFTERABESRENLAFICE AMl, MCS MZSEFIERETEH IS E S H BB ahRRH,
Ala, BUERIMSERATFE AWS IREHReIZMATE Citrix HIR, 84E:

o R

o VM Wz

o VM WO
« S3 7FfiEtE

o SIWHR

o BRI

« AMI

gBEITRIR

E{FH PowerShell tRig&E R, BRITUTIREE:

1. M DDC E#3T# PowerShell &0,
2. BfTE$ asnp citrix U Citrix FER PowerShell &R,

BHEMAEMN VM iFIEER, EERAFEEXREY AwsOperationalResourcesTagging. LESERIEE
A
New-ProvScheme -CustomProperties “AwsCapturelnstanceProperties,

true; AwsOperationalResourcesTagging,true” --<standard provscheme
parameters>
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EX 1AM #3PR

ERAEIFNEREN AWS i Citrix DaaS #9 IAM #R, Amazon 89 1AM RS RIFIKF B2 EF, XL
FRILG#—SHRBAR, XL P BT LUIRE R EBIRRIEG HRITSIKF XEXAVRIERTIEE D, B X |IAM RURAIIFA
58, &5@ |IAM JSON ZHiEE%,

23 |AM IRRBEN AR A A, BFRITUTERE:

TR AWS BIEiEHIE, ABEMTHYIRF%ERE IAM service (IAM fRS).

%% Create a New Group of Users (SIZFAF4H),

BNFAEPANE, RAEi%EE Continue (441),

7 Permissions (1%fF) TI@E_L, #%#¥ Custom Policy (BENHEMR), EFikE,
BN R HRBEHY A FRo

TERMESEER D, WNERR,

ok W=

MAEEEERE, %1% Continue (44) LUSEMeIEAF A, HHMAFEEF T Citrix DaaS FrRREHIN
Mo

BERTR.

A EBIFRR MR AT Citrix DaaS 72 AWS kP RRITIRIERMERRVIRIE, MIARRKEXLEREIRE 2%
BRI, Citrix Bz HRFUREN, SFEFFER, ERLUEERRINY RIRATE—F R,

A0 1AM #3BR

7£ AWS ERITHI &R IAM Zo IR ENR:

1. EREERD, EFRNRED R,
2. EFEAINR,
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Identity and Access Users >
Management (IAM) 1
Summary
Dashboard

~ Access management User ARN arn:aws:iam:

Groups Path
Users Creation time 2019-07-17 09:59 EST
Roles rm—
Permissions Groups (1) Tags Security credentials Access Advisor
Palicies

|dentity providers ~ Permissions policies (2 policies applied)

Account settings Add permi

+ Access reports

Policy name «
Access analyzer

Archive rules Attached from group
Analyzer details ] Billing

Credential report » Wl AdministratorAccess

Organization activity

Service control policies (SCPs) » Pemissions boundary (not sef)

Q se:

AWS account ID:

ERNIRFMEIFRES, RFNR:

Add permissions to

Grant permissions

Use IAM policies to grant permissions. You can assign an existing policy or create a new one.

o Copy permissions from Attach existing policies
Add user Y
Faa> /00 User o group & cxisting user direclly
Greate policy.
Filter policies v | Q Searcn Shoy
Policy name v Type Usedas
» W8 AdministratorAccess Job function Permissions policy (8)
»  W# AlexaForBusinessDeviceSetup AWS managed jone
» W AlexaForBusinessFullAccess AWS managed jone
» W AexaForBusinessGatewayExecution AWS managed Jone
» W AlexaForBusinessPolyD: cessPoli AWS managed None
» Wi AlexaForBusinessReadOnlyAccess AWS managed None
» W AmazonAPIGatewayAdministrator AWS managed None
» W AmazonAPIGatewaylnvokeFuliAccess AWS managed None

7£ JSON ET-RHER LU TRBEERRH:
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Create policy

0 :

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON

1-4

2 "Version": "2012-18-17",

3 "Statement": [

a- {

5 "Sid": "VisualEditore",

"Effect”: "Allow",

"Action": [
"ec2:CreateTags",
"ec2:DeleteTags",
"ec2:DescribeTags”,
"ec2:PutObjectTagging”,
"ec2:PutBucketTagging"

1

>
14 "Resource™: "*"

P

"Sid": "VisualEditorl",

"Effect™: "Allow",

"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*"

22
23

Character count: 304 of 6,144.

e

Import managed policy

Cancel Review policy

FREY JSON RBIRBE R BIEFH W EMIMEMFABIIR, BXIFAESR, BSAMMAEXE AWS EiE1T Citrix

Virtual Apps and Desktops B9 5131/ & B R,

*F AWS PR

EEDEE AWS FRMZETIR,
AR

2% role_based_auth #Z%Z iam:PassRole R,

B ENERE

fERM AWS FREREI(E B A INFTEY EAER
{

"Version'": "2012-10-17",
"Statement": [
{
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"Action": [

"ec2:DescribeAvailabilityZones",

"ec2:DescribeImages",
"ec2:Describelnstances",

"ec2:DescribelnstanceTypes",
"ec2:DescribeSecurityGroups",

"ec2:DescribeSubnets",
"ec2:DescribeVpcs"

1,
"Effect": "Allow",
"Resource": "x"

}

<!--NeedCopy-->

VM B9 REE

HENKAIEHT A KHER,
{

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachVolume",
"ec2:CreateVolume",
"ec2:DeleteVolume",
"ec2:DescribeInstances",
"ec2:DescribeVolumes",
"ec2:DetachVolume",
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Effect": "Allow",

"Resource'": '"x"

}

<!--NeedCopy-->

B2, EHEIFE VM

fERTEC A AWS S2BIRY VM G, BRI ENE R,
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1 {

2

3 "Version": "2012-10-17",

4 "Statement": [

5 {

6

7 "Action": [

8 "ec2:AttachVolume",

9 "ec2:AssociateIamInstanceProfile",
10 "ec2:AuthorizeSecurityGroupEgress",
11 "ec2:AuthorizeSecurityGroupIngress",
12 "ec2:Createlmage",

13 "ec2:CreatelLaunchTemplate",

14 "ec2:CreateSecurityGroup",

15 "ec2:CreateTags",

16 "ec2:CreateVolume",

17 "ec2:DeleteVolume",

18 "ec2:DescribeAccountAttributes",

19 "ec2:DescribeAvailabilityZones",

20 “ec2:DescribeIamInstanceProfileAssociations” ,
21 "ec2:DescribeImages",

22 "ec2:Describelnstances",

23 "ec2:DescribeInstanceTypes",

24 "ec2:DescribelLaunchTemplates",

25 "ec2:DescribeLaunchTemplateVersions",
26 "ec2:DescribeNetworkInterfaces",

27 "ec2:DescribeRegions",

28 "ec2:DescribeSecurityGroups",

29 "ec2:DescribeSnapshots",

30 "ec2:DescribeSubnets",

31 "ec2:DescribeTags",

32 "ec2:DescribeVolumes",

33 "ec2:DescribeVpcs",

34 "ec2:DetachVolume",

35 "ec2:DisassociatelamInstanceProfile",
36 "ec2:RunInstances",

37 "ec2:StartInstances",

38 "ec2:StopInstances",

39 "ec2:TerminateInstances"

40 1,

41 "Effect": "Allow",

42 "Resource'": "x"

43 }

44

45 {

46

47 "Action": [

48 "ec2:AuthorizeSecurityGroupEgress",
49 "ec2:AuthorizeSecurityGroupIngress",
50 "ec2:CreateSecurityGroup",

51 "ec2:DeleteSecurityGroup",

52 "ec2:RevokeSecurityGroupEgress",

53 "ec2:RevokeSecurityGroupIngress"

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 186




Citrix Virtual Apps and Desktops 7 2212

1,

"Effect": "Allow",

"Resource": "x"

}
)
{

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketAcl",
"s3:PutBucketTagging",
"s3:PutObject",
"s3:GetObject",
"s3:DeletelObject",
"s3:PutObjectTagging"

1,

"Effect": "Allow",

"Resource": "arn:aws:s3:::citrixx"

}
)
{

"Action": [
"ebs:StartSnapshot",
"ebs:GetSnapshotBlock",
"ebs:PutSnapshotBlock",
"ebs:CompleteSnapshot",
"ebs:ListSnapshotBlocks",
"ebs:ListChangedBlocks",
"ec2:CreateSnapshot"

1,

"Effect": "Allow",

"Resource'": '"x"

}

}
<!--NeedCopy-->
AR

[EEERCIBHHESMNES VM QIRRER2AN, 7FES SecurityGroups #X# EC2 #1453, Femiltt
1BFE, THEEXENR.

BEERELHNTHEE BHERIFEEFIETERETEITENBERNEIFEAEER, HAER AWS =RHRAH AP
LEThEERHR 7 SERI MR AEIK P AR R B A A AR 4P 5 TARATZIR(FRE 2415

WFUF LA AR AR B SR AR -

+ ebs:StartSnapshot
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+ ebs:GetSnapshotBlock

« ebs:PutSnapshotBlock

+ ebs:CompleteSnapshot

« ebs:ListSnapshotBlocks

« ebs:ListChangedBlocks

+ ec2:CreateSnapshot

« ec2:DescribeLaunchTemplates

BERER

o AJLURH VM ANEMEHEN B RSP, MEFRITEME TELZRIE, HINEIF&E AMIFIEIE
412 VM,
o NRERPRLUFIERITE TFLENIEBR, NEEETTEAIZEXIFIETE R

E8IZER EBS 1NE

R AMI BiNZ, =& EBS EBENIMEFRE#S, EBS AIUBHMEBHEIENS, B2, EXMZINEE, IAM HKigH
BB E U TIPR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlainText",
"kms:ReEncryptTo",
""kms :ReEncryptFrom"
1,
"Resource'": '"x"
}
]
}

<!--NeedCopy-->
AR

BRAUBTRESSESRRMFMR, MNMMERRREZGER R, Fli0, BELUTHRAER KMS XR:
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10-17",

"Allow",

[

CreateGrant",

Decrypt",

DescribeKey",
GenerateDataKeyWithoutPlainText",
ReEncryptTo",

ReEncryptFrom"

"arn:aws:kms:us-east-2:123456789012:key/abcd1234-a123
-456d-al2b-al123b4cd56ef"

"kms:GrantIsForAWSResource": true

"Version'": "2012-
"Statement": [
{
"Effect":
"Action":
""kms :
"kms:
"Kms:
"kms:
"kms:
""kms :
1,
"Resource": [
1,
"Condition": {
"Bool": {
h
}
}

}

<!--NeedCopy-->

T EARIEEARAYIKFER IAM SREEERT KMS ZHIFTERIE (kms: *) BIRFTSER KMS ZHNTE

RRINEESASRBR,
{

"Sid": "Enable IAM policies",

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"

}

b
"Action": "kms:",
"Resource": ""

}

<!--NeedCopy-->

BEXFMER, 1B8A AWS BHEERS B X,
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EF IAM &N 57T

AT LU AR H 2 T A BRI S D1k,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*x:role/x"
}
]
}

<!--NeedCopy-->

&K 1AM FPREEHE

T JSON AJBF HaismfFEThaE, ATLUEAILRIEEIZENER. eI, EMIMER VM LIK#ITRIREE,
BILURERTE X IAM AURER S ARVt B SR AR P, Rl L@ role_based_auth 2 ZANEAERETA

& BS ML,
BRRET:

ZF A role_based_auth, &EERE = 9FE Delivery Controller LEEEFEN IAM B, FH Web
Studio FMTE EZH N B HEIEZAMNEZRME role_based_auth, BEEXEIGENEEEZZFIEER

ETABNSHIIE.

"Version": "2012-

"Statement": [
{

"Action":
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

[
AttachVolume",
AssociateIamInstanceProfile",
AuthorizeSecurityGroupEgress",
AuthorizeSecurityGroupIngress",
CreatelImage",
CreatelLaunchTemplate",
CreateNetworkInterface",
CreateTags",
CreateVolume",
DeleteLaunchTemplate",
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18 "ec2:DeleteNetworkInterface",

19 "ec2:DeleteSecurityGroup",

20 "ec2:DeleteSnapshot",

21 "ec2:DeleteTags",

22 "ec2:DeleteVolume",

23 "ec2:DeregisterImage",

24 "ec2:DescribeAccountAttributes",
25 "ec2:DescribeAvailabilityZones",
26 "ec2:DescribelamInstanceProfileAssociations",
27 "ec2:DescribeImages",

28 "ec2:DescribeInstances",

29 "ec2:DescribeInstanceTypes",

30 "ec2:DescribelLaunchTemplates",
31 "ec2:DescribeLaunchTemplateVersions",
32 "ec2:DescribeNetworkInterfaces",
33 "ec2:DescribeRegions",

34 "ec2:DescribeSecurityGroups",

35 "ec2:DescribeSnapshots",

36 "ec2:DescribeSubnets",

37 "ec2:DescribeTags",

38 "ec2:DescribeVolumes",

39 "ec2:DescribeVpcs",

40 "ec2:DetachVolume",

41 "ec2:DisassociateIamInstanceProfile",
42 "ec2:RebootInstances",

43 "ec2:RunInstances",

44 "ec2:StartInstances",

45 "ec2:StopInstances",

46 "ec2:TerminateInstances"

47 1,

48 "Effect": "Allow",

49 "Resource'": "x"

50 }

51,

52 {

53

54 "Action": [

55 "ec2:AuthorizeSecurityGroupEgress",
56 "ec2:AuthorizeSecurityGroupIngress",
57 "ec2:CreateSecurityGroup",

58 "ec2:DeleteSecurityGroup",

59 "ec2:RevokeSecurityGroupEgress",
60 "ec2:RevokeSecurityGroupIngress"
61 1,

62 "Effect": "Allow",

63 "Resource": "x"

64 }

65

66 {

67

68 "Action": [

69 "s3:CreateBucket",

70 "s3:DeleteBucket",
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71
72
73
74
75
76
7
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121

}

"s3:DeleteObject",
"s3:GetObject",
"s3:PutBucketAcl",
"s3:PutObject",
"s3:PutBucketTagging",
"s3:PutObjectTagging"

1,

"Effect": "Allow",

"Resource": "arn:aws:s3:::citrixx"

"Action": [
"ebs:StartSnapshot",
"ebs:GetSnapshotBlock",
"ebs:PutSnapshotBlock",
"ebs:CompleteSnapshot",
"ebs:ListSnapshotBlocks",
"ebs:ListChangedBlocks",
"ec2:CreateSnapshot"

1,

"Effect": "Allow",

"Resource": "x"

"Effect": "Allow",

"Action": [
"kms:CreateGrant",
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlainText",
"kms:GenerateDataKey",
"kms:ReEncryptTo",
"kms :ReEncryptFrom"

1,

"Resource'": "x"

"Effect": "Allow",
"Action": "jam:PassRole",
"Resource": "arn:aws:iam::*x:role/x"

122 <!--NeedCopy-->
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o REEBRCUEREMTNESR VM BIERER AN, 7FES SecurityGroups 8% EC2 #8453, 5
FUILIRIERE, FEEXLENR,

« RBE7EfEA EBS HMENAFE KMS #53.

+ 3% role_based_auth #5%Z iam:PassRole #REES,

o IRIBEMERMIFE, ATLURINFENRRENR, MIETDIHENR BXELZFMES, 5 AWS
x#4 Demystifying EC2 Resource-Level Permissions (i87F EC2 ZER&NRAVIEHEL)) F1 Access
management for AWS resources (AWS ZRiARAIEE),

o EENFER
o QIEBITENER

Google Cloud ifi%

April 3,2024

Citrix Virtual Apps and Desktops s #{&7E Google Cloud EFECM BRI BN, XS EMER Machine
Creation Services (MCS) #Ef&89 Citrix Virtual Apps = Citrix Virtual Desktops BRS2BE AT E Ao

X

Citrix Cloud k. ZA&XHNAMINEENTE Citrix Cloud HiRft,

Citrix DaaS iTif#le BXIF4ER, ESEAN 1o

Google Cloud B, ZMB#EF#ESITENBERXBKNFAEITERR, EAURREMERHIE,

211 Google Cloud MBEF BRI APl, BXi¥MER, ESREHE Google Cloud API,

Google Cloud RRE KA. LEARS K 3E Google Cloud #ITHHIIE, WUISBXIHEIARRIR, BXi¥H
B8, BEBREENEHMRSKS,

BH Google ZAFIAINIR, BHXIFMES, ES1 Enable-private-google-access.

/2R Google Cloud API

Z3@id Citrix Virtual Apps and Desktops ¥ “EEEE” RE+EM Google Cloud Th#k, &7 Google Cloud
IEREAXLE API:

« IESIZAPI
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« nRIREEE API

o BHAZIFIAEREE (IAM) API
« =i API

« ZEPAEERS (KMS)

£ Google Cloud z#laH, TRIUATHE:

1. A LARER, @&F APl MRS > 5k,

&« (= ‘ & Secure ‘ https://console.cloud.google.com/home/dashboard?project=citrix-mcs-documentation ﬁ‘ o

= Google Cloud Platform e Citrix MCS Documentation v

#f Home
{2} Compute Engine >
PRODUCTS &

@,  Cloud Launcher

-

& Billing
API  APIs & Services X > Dashboard
Library
i Support
L) Credentials
O 1AM & admin
®  Getting started
e Security
COMPUTE

@ App Engine
{8} Compute Engine X >
@ Kubernetes Engine b

() Cloud Functions

https://console.cloud.google.com/apis?project=citrix-mcs-documentation

2. 7£ Dashboard (z#liR) B&EH, WRITESIZ API A FEARS. MRKXEM,
BIRUT S B#ITIRE:

a) Szl APIs and Services (APl f1fgs3) > Library (&),
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& C | @ Secure | https://console.cloud.google.com/apis/library?project=citrix-mcs-documentation b g
= Google Cloud Platform & Citrix MCS Documentation ~ Q
< API Library
» c
Welcome to the new API Library
The new API Library has better documentation, more links, and a smarter search experience &
. Q_  Search for APIs & Services
.
Filter by Maps VIEW ALL (17)
VISIBILITY |
hd Dq (3 n

-w -
Public (202)

Maps SDK for Android Maps SDK for i0S Maps JavaScript AP|
Private (1) Google Google Google
CATEGORY Maps for your native Android app Maps for your native i0S app Maps for your website
Advertising (14)
Analytics (1)
Big data (8)
Blog & CMS (1) Machine learning VIEW ALL (7)
Compute (7)
CRM (1) ’ 0 [=]
Dl ) Dialogflow API Cloud Vision API Cloud Natural Language API
Developer stacks (1) Google Google Google
Developer tocls (10) .

An end-to-end development suite Image Content Analysis Provides natural language
Email (1) for conversational interfaces. understanding technologies to

b) EigZ=iEH, A Compute Engine ((+&3|%),
C) MiEZL£RF, #%F Compute Engine APl (3+&3|% API),
d) 7 Compute Engine APl (it#3|% API) TiE L, #%# Enable (BHA).

3. ERTREREER AP

a) £fnzl APIs and Services (APl #1fz$3) >Library (&),
b) &%= EH, #A Cloud Resource Manager (ZHREIES).
C) EHZRLRSD, %% Cloud Resource Manager APl (=& REIEE API),

d) £ Cloud Resource Manager APl (=% iR&E% APl) A, %% Enable (BA). HEET
APl BIR7S,

4. @A, BRABMRZMANEE (IAM) APl 1= API,
WA LUERA Google Cloud Shell B APL, Ak, EEE:

1. #77F Google #=#Hl&aFm# Cloud Shell,
2. 7z Cloud Shell FEfT A FE M2
+ gcloud services enable compute.googleapis.com

+ gcloud services enable cloudresourcemanager.googleapis.com
+ gcloud services enable iam.googleapis.com
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« gcloud services enable cloudbuild.googleapis.com

3. & Cloud Shell &%, &%+ Authorize (B8,

BN EFRARSS KA

Citrix Cloud 7£ Google Cloud B # R = MRIZ KRS K :

« Citrix Cloud RSt : LRSS P 521 Citrix Cloud i8] Google TH. MEEMEEITEMN. Google Cloud
k=R Google Cloud &£pir9ZAxd Citrix Cloud #1T S H50IE,

WIF IR ULARSS 0K o

B LU A B F B3t R B BRSSP B30, <my-service—account>@<project-id>.iam
.gserviceaccount.com,

BMKF (PAZRS) BMEAGEXTEEENSHHAE, RILRSKARTUTHE:

- HEEER

- GFEEER

- Cloud Build #ig#&
- IREKFAP

- =EUREERF

« Cloud Build Service Account (Cloud Build BRs5tF) : BA Enable Google Cloud APIs (BF Google
Cloud API) #iREINFIE APl &, R4sBTRRLLARSK .

AT L@ LA Project ID (I8 ID) #1 cloudbuild —37 7 Sk #9 B3 F #B 14 #h 41k 3R B LL R 55 4 o 140,
<project-id>@cloudbuild.gserviceaccount.com

LRSI R T AT AE:

- HIRERS K
- HEXHEER
- BRSKFAR

+ Cloud Compute Service P : #EitHE APl 5, Google Cloud 23§ ItiRS tkF #mM=I7E Google Cloud
PEERIKRAIF. kP BE IAM BARIEABRRNITIRE B2, WRERRFAMIRHTERAIZH,
N AFRINFRE U TRROFEEER AR

resourcemanager.projects.get

storage.objects.create
storage.objects.get
storage.objects.list

AT L@ B “Project ID” (I8 ID) #1 compute —ia 7 LB B8 F BB 4 1k SRR 5 LR S50k o {5130,
<project-id>-compute@developer.gserviceaccount.com,
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2l Citrix Cloud Rk

Z¢# Citrix Cloud RSP, BFRITUTHE:

1.

2.

£ Google Cloud =&, SAZE IAM & Admin (IAM M1EE5E) > Service accounts (ARSSHF).
7z Service accounts (BREkF) WE L, %% CREATE SERVICE ACCOUNT (BIEEARSEM,),

7£ Create service account (BIE2RSKA) TWE L, WAFTERE S, A/51%$E CREATE AND CONTINUE
(RIEH ML),

£ Grant this service account access to project (FF LRSI TMBEHHRNE) RELE, B
electarole (EZFEfE) THREHEZFMENAE. IRERNELMAE, HxE +ADD ANOTHER ROLE
(+ FINEAMAE).

=

ERIEMBIBRS KA Y, EBAFE API LUREF] A A BN TR,

LK g

7z Grant users access to this service account (IEFEFXULIRSHKARIFRNRIE) REL, FINAR
E LU T H I AR Stk P SRR TR MERVAN R,

BHRTEM.
Sz IAM =518,

IRBIEIRRIARSS 0K

. BiIReRRE M.

AEEI

BIZARSSIKFEY, IHER U TEM:

+ Grant this service account access to project (FF LRSIk~ 33T E KRR IE) 1 Grant users

access to this service account (EFAAXIRSKABSFENE) NSBI2AERN, MBEERPHIXLE
AREBELE, MOENEREEWKEFR2ERE IAM & Admin (1AM f1E1E) > 1AM ST&EH,

 ERTERSKFXENAR, BEFRIATESBNERTAMIAE, IEATHRALRENRSKS ERH

&

Citrix Cloud fRSikF®H CIRRSIKFEY, FILUEIERIZIKF 2%, 7E Citrix DaaS HelZiEEN, BFE
= H, BRAAEEEXH (json) F, QIETARE, XHSBHTEHREFDTRXMHR. SIEBHAN, BS54
AXBIGEN JSON, T, Citrix B9 “TEEE" REITIEHITHEN,
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R
M Google Cloud #&#I &/ f Service accounts (AREKF) EAIERH, HTFREER, BITENETE
HAE A, BEmIBIAE Google Cloud E#, AILl[ Citrix Virtual Apps and Desktops Rz BRIzt

25ho

@ Citrix Cloud RSBtk RMAE

Zm Citrix Cloud RSP RMAE, BERITUTIRME:
1. 72 Google Cloud #=#lad, SMZE IAM & Admin (IAM M1EER) > 1AM,
2. 72 1AM > PERMISSIONS ([R) Ti@E-L, #HEEEIEMIARSIKF, , ZHKF A& B FHp At #17iR5,
g0, <my-service—-account>@<project-id>.iam.gserviceaccount.com
3. EFREEMT LRI ARSI EARAYTH AR,

4. FEFMEEAIETR Edit access to “project-id” (47%8%4 project-id #9i5RI#NPR) TE L, %3 ADD
ANOTHER ROLE (Fm—1A8) BUTHBENHRNEEHNRSIK,, AEiEE SAVE (R7F).

i Cloud Build fRStkFiRmEAeE

Zm Cloud Build BRSIKFRIMAE, BHRITUTERIE:
1. 7 Google Cloud #z#l&a™H, SMZE IAM & Admin (IAM f1EER) > 1AM,

2. £ 1AM ;@& L, #Z Cloud Build BRE M, Ztk~ ATLUER L Project ID (38 ID) #1 cloudbuild —
JAFF K89 BB R b EH 1T IR A,

g0, <project-id>@cloudbuild.gserviceaccount.com
3. EERBEERUYRLEE Cloud Build kP fAt.

4. EFEEAIETR Edit access to “project-id” (47184 project-id ByifRIANPR) E L, %% ADD
ANOTHER ROLE (FmE—1faf) BUTAGEMNFMEIER Cloud Build RSk, #AEi%EEF SAVE
(R0

PE =W

BFAFE APl LERENSTEM A BT R,

FHERN R FIEREIE

Citrix DaaS 2i# T #& & Google Cloud R S =ERARMBZ IR, ARSE Google Cloud EiE{TEM T2,
Citrix DaaS £8lE—18&H~ citrix-mcs-cloud-build-logs-{ region } -{ 5 random
characters } W#EiE#, Google Cloud RESBEHTHREMBEED. TIEHEHLIEET —MNEW, A
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F7£ 30 XEHIBRAR. WIEERBTFEENIRSKSE Google Cloud I PRIEE N storage.buckets.
update, MERSHFEH AR, Citrix DaaS KZEHIRHLLENITERAEIE. NREEHNR, £HEE
HANEN, FEFEE,

EH Google T RiAANIR
Y VM RS ECAE MR ORIMNE IP #itiket, BRI EAaAEE IP bt Bin. BRAEZAARE, VM K&z
3| Google API F0tEX RS EAAYSMER P HhsikEE,
=W
TR EBBAT TR Google 5RNIR, FRIEEEIHEE AR IP ity VM &% TEE5 14518 Google AF API,
AHEHREMRRLRET E=AMEEZEENER T
BHRFFMEH VM EEBEEE AR IP #itsE R Tihin Google API LU#T MCS TRER, EHRITIAITIRME:

1. 7£ Google Cloud , iAia VPC network configuration (VPC M&EEE).
2. 72 “Subnet details” (FMi¥4=2) BE+P, 1T7 Private Google access (Google T AIAIAINIR) .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 199



Citrix Virtual Apps and Desktops 7 2212

= Google Cloud Platform ge v

::: VPC network & Subnet details 2 EDIT @ DELETE
& VPC networks
default
[} External IP addresses
VPC Network
E2 Firewall default
X Routes Region
us-east]

40 VPC network peering
IP address range
b

Shared VPC 10.142.0.0/20
Z:  Serverless VPC access Gateway
10.142.0.1
il Packet mirroring

Private Google access
off

Flow logs

Off
View flow logs

Equivalent REST

BXHMER, BBEEEET A Google iARAR,
BERR

WMBEHIMLLECE HFELE VM 508 Internet, 1BHRRALFIESER VM FREE2INFMEE B Google iAin
BRI R B RBE,

ANNNERE

EIRROEIE BN RRRIESHITIRME. UTRBRIE ST B EEENTRE:
1. 812> EEHR, BRENEERNTEE.
2. R ERERINEENE R
3. EEETEL, ERAENEEN Citrix Provisioning TR, AGEET—5,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 200


https://cloud.google.com/vpc/docs/configure-private-google-access
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/manage-deployment/connections.html

Citrix Virtual Apps and Desktops 7 2212

o EREER, MEEHERE Google Cloud,
o EERBR. BAERHIRM,

4. EXEIE L, MRBEDEZMBE R, EROEEANTRNIKE, AREET—F,

5. EMENE L, BAFRNEN, MREPERENNS, EFEFE, AREET -, ZRAFAIEHEIRG
WXIFMMENEE. EMEEMINT (Shared) ERMNEMNERTHE VPC, MREAHZVPCEREET F
MLRIEY 1AM &, MFMFIRFRETRHE VPC B EF M.

AR

 BESHITLUEE 1-64 MEF, TERENXEESTEHAFHTN / ;5 ¢ # . x 2 = <> | [

1" )" )

6. EHETEL, WIMER, ARERTHRERINERNZRE .
SIBERMTRGE, RAARKYHERNERNTR, EREERE, HERZER, AREFRFERINERET,

EtF, ATLAMIBR. BRI EER TEIRNZER. Alt, SEFERTHRR, AREFEF=FEERED,

R E VM SLEIFI R AR
e

KA BEIMFERN Google Cloud RiE.

ZEEE VM 26, BEASEITRAITENBRFERN VDA LAIFMERNEE LENESIZEMEE VM 6l, &
BERNMUERTRAIA/NMNEE, EXRBEXGREE, FITsdE. 7ie. GPU KB MRS HMARSKF B,

TEREHIZIZM—E5, MCS EREME VM L5181 Google Cloud LHIiRiR, ARG, SHIEREHATFEIRARIT
BB REE VDA 26, RIZRISKHIABIZLOIRIRMIFFETHIE VM LAIB0EYE (VPC. FRMKAMEERE %
5o

RIERAEREEE VM LAINEME, Bohkfl, RENKOIESKAHE,

HNBWEF oI BEEHIRR, XHEMAIUERBRXNmBLOERRIRRE, HERHESATREEFHRAER
TG, HAHELRITENERNE, MREFZE SRR, MCS SAELIZ—MRITRE (EMEIELRE
IR IZIRER) o

BIETENER

AR

BEETENBERZAIRENER. EETENBRN, 5EMA Google Cloud BuMSEAE. BXIFH
B8, BEAFERINRGRIER.

BRI EITEN B RHNESHITRE. TEMEAR Google Cloud BRMEM,
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1. 7z Studio SMERFEZFITENBE R,
2. RREBRFEEPEZSIZTENER.
3. FRMERANEL, ERSZEFRERR, AREET P,

« Citrix Virtual Apps and Desktops F &z #F B SITIRIER S

4, EHENBERNEL, ®FRHTHEESEMNITENM Citrix Machine Creation Services &5, FAG%ERE
T—%, IREZMER, BMNERERER—MER,

5. AEMEINE L, NERER VM KRR, AEEFET—F. MRECAM—EREINE, BSLERE
EREET RARBMNRG. BSHERAXEER,

6. EEFMEXENE L, EFREATAAILTEN B RNBFRARNEMERE. TESMEHESZHERTHNEMNE
BEHE. (BRI ERRERAEXAHESE,)

o tRERARLR
o FHEAKAERE
+ SSD kAR
£ Google Cloud E#EMAIF4ES, 1§21 https://cloud.google.com/compute/docs/disks/,

7. FEMNIIEL, EEEEN VM HE, EF VM NIFARE, AREET Y, IREE—AFRTRERT
HENBER, FHRMNERMBNE AP TRAUBNXE. F25HE B KEER,

8. EitEMFTIE L, %FE—1 Active Directory ik, RABEET—F.

o NFREFOIEF Active Directory 1k, EHiEE—M, AEHWARRIE Active Directory #oilE
NEMRRN VM it BYIKF &SR ARNFHFT. KFASBEAEAUES 1-64 MNFF, TREEE
L REEEEIE ASClH FRZIFHT o

o MRERERAMAN Active Directory i/ , IEIEF R U SAMEIFHEIT BHMILE Active Directory
RN

9. AERENE L, EFRAEE, BABPINENE, EFR7EF, AREET—%,
o BANEELMEFHNIT Active Directory 1k P& EAIRIR,

10. EHEDEL, BIMEE, BEEERNEMR, ARIEETR.
AR
BREMALUEE 1-39 MER, FENREESEHFFTN / ;5 ¢ # . x 2 = <> | [ ]
{r" )" ).

STRITEN B REATRFER K E. ERIFHTENEREEFRTRAELEE, 5% E Google Cloud ZHl&,
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ERTENEEXHLIZITENBAR

BIEZB RLUER Machine Creation Services (MCS) Tt &#18S, BILUERITENERE XM ENIIBKEBEER
MHBEEN BB RPIHFEN VM, FMEA MachineProfile %8Y, SM G VM SIRBHEBIKESRE L,
SERME LM (flf0 StorageType. CatalogZones# CryptoKeyIs) EHHBENBEEXHTS
WRES,

c EFAHENEEXHNEER, B®EB New-ProvScheme &%, 141, New-ProvScheme -
MachineProfile "path to VM'", #1&ki#EE MachineProfile £, NMEMRE VM K
B,

- EFAFNTENREXEEHRER, B#HB Set-ProvScheme &%, i, Set-ProvScheme -
MachineProfile "path to new VM", t@<ARLEXRERPUE VM BitENEEXHF. B
ARINEIE RHRFOIEN VM 7 EEHNITENERE X4,

o MUWAILIEMEMR, BR, EMIMEN, FEHEGEE. NMREEMEHEY, WEEFEHR Set-
ProvScheme &<EMitENNEEXH, XEFXVERTERPIFITEN. EERUGIHENNESRE
%, ATLUER Request-ProvVMUpdate &<,

EENHENER

ERHBENANEIER. EMHENMLERER, BSREETEIIE R,

HREE

Citrix DaaS 2 &3¢ Google Cloud i+HEHN#HITHRERE, FASMEBPHERT REREHTHREENITE
Mo AT EIRIEIERIA:

o MER

=t

o EHEE

o REIEIBE
o XH

o 3RHIKH

o AINFIR(TH
o BRI

o TR

EAILUER AutoScale SREH Google Cloud iHEWMMEIR, ALk, &% Google Cloud itEMAMEBIZITH, R
ERiZZAABA AutoScale, B3 AutoScale B4, 1E8iR Autoscale,
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/3 PowerShell EEMEAIITEM

Set-ProvScheme 4 EXTHERARE, BEE, SAaFMAEHEN. WE, ETLUER PowerShell &4
Request-ProvVMUpdate &< UpfEc A RN BRI A KA M ENSHIEXAEITENHE—AITE
. Bai, £ GCP A, ttIheEZFNEMENREITENEE XM,

AIAEFH U TR
¢ B4 VM

o 5WEcsE ID XERE VM SFREIE VM BI51E
o STEAEZBMXRENSE VM SFREIE VM BI51%

ZEWME VM, FHITUTRE:

1. wERAHENNEE. Fl,

Get-ProvScheme | select ProvisioningSchemeName,
ProvisioningSchemeVersion
<!--NeedCopy-->

2. BHmEAR. fld,

*Set-ProvScheme - ProvisioningSchemeName "my-catalog"
MachineProfile "XDHyp:\HostingUnits<hosting-unit>\
machineprofileinstance.vm"

<!--NeedCopy-->

3. B VM NIRRT S YailMEAFERE, Uk VM LREEEAFRENERIRE. M,

Get-ProvVM | select VMName, ProvisioningSchemeUpdateRequested,
ProvisioningSchemeVersion
<!--NeedCopy—-->

ERIUEHRAEHEREITEN. Hi0,

Get-ProvVM -Filter "ProvisioningSchemeVersion -eq 1" | select
VMName, ProvisioningSchemeVersion
<!--NeedCopy-->

4. EFRUEITEN.

o EENFBENAITEN, BRITUTERE:

Request-ProvVMUpdate - ProvisioningSchemeName "my-catalog"
<!--NeedCopy-->

o EERRETENNTIR, BHRITUTRE:

Request-ProvVMUpdate -ProvisioningSchemeName "my-catalog" -
VMName '"vml'",'"vm2"
<!--NeedCopy—-->
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o ER#E Get-ProvVM BWiHERITEN, BHRITUUTRE!

Get-ProvVM -ProvisioningSchemeName "my-catalog" | Request-
ProvVMUpdate
<!--NeedCopy-->

5. ENRELHERITEN. fli,

Get-ProvVM -Filter "ProvisioningSchemeUpdateAfter" | select VMName
, ProvisioningSchemeUpdateAfter
<!--NeedCopy-->

6. BEMBITEN. TREHE, BEERRNAZMEITEN. JUERUTHOEEREIRE:

Get-ProvVM | select VMName, ProvisioningSchemeUpdateRequested,
ProvisioningSchemeVersion
<!--NeedCopy-->

B3 LE S IMBIBRIT B

{&Bf Citrix DaaS, &rI LURIF Google Cloud EBIMCS iR, LABL LEESMAIRR.1E@iZ i de LletionProtection
nEiI&E A TRUE REZE B A VM,

BUAERT, @id MCS 3 Google Cloud #4 2 VM R7ERBA T InstanceProtection #9f&R FRIEEM, %K
MELERTRAMER, UEATHFFAMER. MEREHCIBLFN, BERIFFAMER. STFRENFAMLIT
B, ERILUE Google Cloud iZHIAHIEENE. BXZBEFRSHEMESR, BB Google Srikihi=, HIMEIFA
MERNIITENELENERERE deletionProtection,

MRE=HAMBREIRE deletionProtection fEM VM 141, BREXK. BZ, MREWET TR
compute.instances.setDeletionProtection BET IAM HEEERAE®, WAIUEEZITE
U VFRIERZE Ro

SAFuelEN Google Cloud itHH]

A LIBIES Google Cloud W%, RBLIE—NES Google Cloud itBHMBER. 7AE, ALGET Citrix Daas
FohXxFHITH Google Cloud HEMMETR, FRLINEE, ERILL:

« BFmheliE Google Cloud Z2iFRIERFITEN SN E Citrix Virtual Apps and Desktops itE#H B R
#,

+ M Citrix Virtual Apps and Desktops B R+ #ip&FzntlEH Google Cloud Z2IFEIERFITEN.

« ERMABR Citrix Virtual Apps and Desktops BIREEINEEXT Google Cloud Windows ZRiF&IER S
ITENHITRREEE, flM, AXEHENEESEHRITI.

HThEEREEERIAM Citrix Virtual Apps and Desktops FE2 LIERTE, WAZEMREMIEINEE. FHiTEN
&4/ MCS 7z Citrix DaaS Y “REEE” REPMEITEN, MIESAFHEIERN Google Cloud i+&E#l.
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HEEMLES

HEEMME T (VPC) BRE—NENME FIUMPERHZFN) UR— I RS MERZZRNRSIE., £= VPC
BRABZENIPEET, EACIITUEGES. EAMSELZNEI Google Cloud &R, BEX¥AREE, #ES
% Google ti4lfis,

fERItkIhEE, Machine Creation Services (MCS) AJ UL I MECMEEREEHE VPC Wit BENBE R, XMZFE
IneE EER T Y a4t VPC iR R, TR N AEEFRER:

1. BARAAT IR ENERNRSKA R FIININR, LIERTF MCS HRMERHLE VPC Fif.
2. G EISERN, SHFAVSFBEFAOMEO, XERAERNRGEREITH I IZPER,

EEIINR
BB ENEEN, EBEERTENRN Google Cloud REkF. HREATLIEETHE VPC MENEZIEMR
Sk PR IX TN R
e
XLEEIMIANBRIT F Citrix DaaS RiFHARFEE. ©ATAFR#H M VPC FsEiE, WFHE VPC, XL
MR AV EMEE VPC BiR,
ATIZHHEZVPC, BAESENNEZERBFNRSKARFRZENEIMUER:

1. compute.firewalls.list - Lt RZ&EFIEN. BRIV MCS EHEZ VPC LIEEMF AEMNIATIR,

2. compute.networks.list - ILARZ3EFIMEA, TRF MCS iRRIRS A T REINEE VPC W&,

3. compute.subnetworks.list - It RZ2A13ER, BEBURFEER VPC AR, ERIF MCS IRGIT MAY
HEZ VPC 7, fERAZ M VPC NEFZIAR, BHsFERE VPC =N E P75 E.

4. compute.subnetworks.use - L REAEN, BEBRATEER VPC WA, HAEMRNIHTENER
PERFRMZER. EA4H VPC ERZZELANR, BHMTEHRE VPC EHINE #1778

ERXEARE, BEERIERTLIEITEN B RINREEERENGE:
o TBRHIRR:

- RFBRIENIEFRREHE VPC,
- ERNR #3 M #4 B AN ECAIRS Ko

o FRIRANPR:

- AWARHEE VPC REIEE FWo
- PR #3 M #4 BT ML D EFERR, RILTHEEZSELRSK

BERFARARFTRNREREN SR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 206


https://cloud.google.com/vpc/docs/shared-vpc

Citrix Virtual Apps and Desktops 7 2212

e

B XM BRFPRAFMRFIPRZ B ERHIEAER, BB Google Cloud 1%,

5 KSR

EAFTENERAE, FESTEINRGENBERNERGRAME. REWIEN, BERIRIIEZZEM. 1t
VM B RTERRBRIIFERIETT, WMELEFIE NI RE, X283 —3F deny-all BHASEMNZIAT: —&KAN
BFAORE, —&MUAFEORE. €A Google Cloud 7t VCP BY, MCS RTEAMMER IR AIE, H&
HW AR BENLOETER EHHRIFSTRE, R MBREGRRIERRIAERN,

BINBWERERHLE VPC FENIMRNHBERSERMRE, £Z VPCRESAINEIER, BERBE™R
NZ2hN. Eit, FHZE VPC HRHNENTE PRIZ—XPAERN, —FBFAQD, —FATHO. BHESER
SR, ERUTERHBRCK AR LM Paos— AN

citrix-provisioning-quarantine-firewall

SIS EFITENE RN, MCS 2RO IBIMTCHAERN, A, ESKREMMNNERE, HEENARA
THEERNERGRIHTEN. WRARLEPIAEAN, HELEIAN, BRNHELARFER, WSHIEMUAT
REHES:

"Unable to find valid INGRESS and EGRESS quarantine firewall rules

for VPC <name> in project <project>. "Please ensure you have created
'deny all'firewall rules with the network tag 'citrix-provisioning-

quarantine-firewall'and proper priority.""Refer to Citrix Documentation
for details."

EEHZVPC
7z Citrix DaaS &9 “EEEE” REPHRNHZ VPC IERTNEEZF, BAUTHE, UISEITRIFERSTE P8
ARSI AN INE] -

1. B IAM Bt

2. ¥ATeE CVAD ENERARS KA ARNEHE VPC HHE IAM &,
3. BEMRIHMBTNSWERSKARNEHEE VPC EHHE IAM B,
4. SIRRASEMN,

2 IAM B WHEABIIFRLS - BB RS589 PR A F M5 895 R PRI PR HI B ™ AR AR R,
IAM & &8I B R3EHRIR. X FHERFN IAM ft, SELITRER:

« compute.firewalls.list
« compute.networks.list
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« compute.subnetworks.list
« compute.subnetworks.use

ZERMB RN IAM e, BEHITUUTRE:

1. 7 Google =izHlat, SMZE IAM & Admin (IAM F1EIER) > Roles (Af).
2. HRGBTAL, BEEAG,
3. 7£ Create Role (BIZAE) TE L, EEAERM. EERMR,

a) 72 Add permissions (FINAR) TEL, $REAHERNNR BRINR, BERERRFEPR
NURBIZIR. EENR, AEEFERM.
b) #EFEIE,

FRIZZIE IAM e, LA E%EE%E CREATE ROLE (BIEAE) FEBAIMMIR compute. subnetworks
. list#Mcompute.subnetworks.use, 33Fit IAM a3, &R compute. firewalls.list
f compute.networks. list #AMBAEH AR,

ZREFMEANN IAM B, FHITUUTRE:

1. 7£ Google Cloud #=#l&a, Si1% VPC network (VPC ®48) > Shared VPC (EZVPC), tEHEETR
Shared VPC (#= VPC) T, EFERENMEMEEMHE VPC REHNFH,

2. 7z Shared VPC (#= VPC) W@ L, #EREIHRNFM,

3. f£5 LA, %%Z ADD MEMBER (RINM&R) LUARIMARS K,

4. 7 Add members (FipR) TEL, TRUTHE:

a) 7£ New members (Fi5E) FEF, BARSHKFNER, RAEEREPERTHRSHKS.
b) %% Select arole (EFfA®) FE, AE#HT Compute Network User GHERSKEHEF).
C) ERRE

5. 7£ Google =izHlad, SMZE IAM & Admin (IAM F1EIER) > Roles (A&),
6. TRBNAL, ®ELIEAG,
7. 72 Create Role (8IZA®) WAL, EEABEN. EFHRINNR,

a) 7Z Add permissions (FINAUR) TEL, RMEAERNNR, BRIINR, BEFERRFEPR
NURBIR R, R, AEEEFR,
b) EZF8IE,

RERS KA ANEIENTE IAM A€ SR IAM AtfE, FRITUTSBRUERN ENIE FIIRSKS |

1. £ Google Cloud #EHla®, SEMEIFNME, RESME IAM & Admin (IAM F1EER) > 1AM,
2. FIAM TiE. L, %F ADD (&N LURIMARS KA,
3. £ Add members (Finp5) m@ELE:

a) 7 New members (FiftR) FEH, BARSHANEN, REEFEREZRERSK,.
b) EE—IAEFE, BAZOIEN IAM A, AREEREHFNAE.
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C) EEFRF,

REEAENIBEERS K

RBoWERSKARMIEZVPC &1 Google Cloud iTIA#ME—M RS K, ZikFUME ID S&E, BR
cloudbuild.gserviceaccount,flgl: 705794712345@cloudbuild.gserviceaccount

o

ZAT LSS 7E Google Cloud =4I &5i%#Z Home (M) #1 Dashboard (z%IiR) RBEMERIME ID HS:

Google Cloud Platform &=

| ——
ons [
H >

oo
W Marketplace Activity
B Billing
APL  APls & Services > i .

roject info

REM Project Info (MBEE) X T&H Project Number (HE%S),
BRITUTSBLISSMERSKARNEIEE VPC:

1. 72 Google Cloud #Z#I&%+, SMBIENTE, AESMT IAM & Admin (IAM MIEER) > 1AM,
2. 7= Permissions (1[F) TimEm L, % ADD (RiN) LUZINMKA,
3. £ Add members GFIEKGR) EL, TERUTHE:

a) £ New members (G R) FE&H, BASHERIRSKPNEIR, AGERSEFERENRSKS,
b) #EFEFRABFER, #A Computer Network User, ARERETEEZEAE,
C) ERRT

BIERFASEMN  (EARGIEH N -85, MCS 2EFRIEERITENREG, HERZRENERESTIRERS
M, TERREIEHIEIES, MCS SHEMMEIGE BN, ARZEMNREITESRZ, It VM SERERIREH
BT, URIEFBALFHIEMERE, ZIZREIFE, MCS FEH deny all (£FMEL) FHASERN (NOFN
MEORMN) . Fik, &7 Host Project (EHINE) EIEFHE N ASERN, 0 TFR:

1. 7£ Google Cloud #Z#la®, SMBENME, AESME VPC network (VPX M%) > Firewall (B5X
#)o

2. 7z Firewall (B5:A%) BiE L, %3 CREATE FIREWALL RULE (8IEF5ASEHN) o

3. 7£ Create a firewall rule (GIEBSAIERN) TNE L, FERUTIRME:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 209



Citrix Virtual Apps and Desktops 7 2212

o B, BAMMBIEFR,

+ Network (M%), EENORRAENURAERHEE VPC WEKo

« Priority (fi%&R). E#/), MUNREEHHES, BITZNERB/NWNE (170 10),

+ Direction of traffic CiZ4M). % Ingress (AO),

+ Action on match ($3JILECINAIIZE) . %3F Deny (1E4),

» Targets (B15). ERABIAL Specified target tags (F5EHBEFIFIE) -

+ Target tags (Birtrid). A citrix—-provisioning-quarantine-firewall,
+ Source filter (FiFi%28). FEAZIAN IP ranges (IP EE),

+ Source IP ranges (R IP SEE). BALRFAAERENTE, BAN0.0.0.0/0,

+ Protocols and ports (i¥fiwM). i%#F Deny all (£35E4£),

4, EFAIR LI,
5. EESE 1-4 LIRS —MIN, 34T Direction of traffic GEE/4m), H&E Egress (H0O).

AIEE A5 Google Cloud EMIERE, BEBRHFINEE.

B FXEEE

Citrix Virtual Apps and Desktops z#FXigi%#%, @I XIFERE, ERILUEEBEHFEIE VM BIXKiE, BT XiE
%, EERAUELERNXKIEZ BREE—HNEF TR, HAE Google Cloud E5RRLATEME, AhefREM—

1E .
.

+ fR% Google Cloud M—FF T =
+ DI VDA &

R Google Cloud M—fF 5

BMBBEA TR, 15218 Google Cloud x4,
BHERR

TRERATRER T RATFRZNRFAIEERSTE. XEREERE vGPU BHE. DELSTRINREFEURAT
ET R LRI ENITENEE, EXEMESR, 1551 Google Cloud Xi4,

Bl VDA 8%
BEE—TEP TR ERINEETEY, SREEEE VM BERRBTFINISE. Google Cloud LaIHENEFIR

BRATRXRERENEE. BENEIM AR NTRNERNERGHEAIFE-TSEFTRERTLENT R
KECHEARRE . ARIMX—BFR, FIEEUTILR:
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o STFHLA, BEELIELFIRE Google Cloud 58 HIRENE. BXEMER, BSRCIBLANEET

RREXMARE,

o XXFMBELG, FEA gcloud SSITIRENE., BXFAER, BEERANNERFILET R RBEMERE.

AR

MREITER—TARSHZE VPCEEER, BEAHZEEMAE R,

BIELAIINHRETRXEKMEME BRETRXEMRE, BRITUTERE:

1.

2.

£ Google Cloud #=#l&aw, S41% Compute Engine (i+%35|%) >VM instances (VM %),

7£ VM instances (VM s2ffl) i@ L, #%#% Create instance (8IZELf)),

. £ Instance creation (Lfl8lE) AL, BARREFRZNES, AE%E management, security,

disks, networking, sole tenancy (B, M. R, MEEE. B—HEF) LUTHEEER.

7£ Sole tenancy (M—7E1E) %Ik L, %% Browse (H%) UEEYMBETNITRET RE, EER
Sole-tenant node (M—fF =) M@, EFERATATRENTIR,

7z Sole-tenant node (M—fHFH =) AL, MIIRPEFEAN T RA, AG%EE Select (ER) LUK
@2 Sole tenancy (M—7FHE) EMF, TRXBMIGEFREERGERNEEHTET, LISETHEM
LHIBIENITEN B R BEIRENT RA.

prizzaelFedbNeiFe LN

NMBELONRETRXEMERE BRETRXEMTE, BRITUTERE:

1.

£ Google Cloud Shell &m&E O, /8 gcloud compute instances T4 B T m KBTS, 7 gcloud
BLPESUTER:

« VM B9&#R, a0, EARHA sx2019-vda-base WHE VM, *
s BRANE, ERAZAIENTRARR. FlI, mh-sole-tenant-node-group-1,
o LHIFENXIE, FlI, VM F xus-east-1bx zone /.,

BN, EREEOPRALUTHS

+ gcloud compute instances set-scheduling "s2019-vda-base'"--
node-group="mh-sole-tenant-node-group-1"--zone="us-eastl-b"

B % gcloud compute instances s W HMESR, HSE Google FEZARIT AN, WikH https:
//cloud.google.com/sdk/gcloud/reference/beta/compute/instances/set-scheduling,

. SMFISZHFIM VM instance details (VM S23¥4R(E8) TmE, HIE Node Affinities (F=XE) FF

RRIERE TR,

EHBENER RETARXKUENER, EEHENBER.
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FdhR: EREFEENNZEA (CMEK)

AL E P EENINEEH (CMEK) BT MCS B R. FERILLIhEER , 8% Google Cloud Key Management Service
CryptoKey Encrypter/Decrypter faaf#gss Compute Engine Service Agent, Citrix DaasS #k/
EFEBEPNIM A RS AEAE ERIR, EXFMER, ESREA Cloud KMS ZHENRIFE R,

fz 19 Compute Engine Service Agent B4 X 91 F: service-<Project _Number>@compute
-system.iam.gserviceaccount.com, It % # 5 B ik 89 Compute Engine Service itk P R

Itk Compute Engine Service tk P Al g A2 2R1E Google =418 IAM REERFEHR, EXMERT, &R
A Cloud KMS ZAEEFRIPERFFHAER gcloud @<,

i Citrix Daas i/ 53 iR

Google Cloud KMS #RF] LUEE ZF# A RHTEE, AILURMITE % KMS MRS ZIREK KMS 1R, BXi#A(E
B, BBRANRNAGE.

MBENE —#igERm Citrix DaaS tkF R4t B KRG Y Cloud KMS #iR. Alt, BESIR— 1 BEEXA
&, ARRIMUTR:

« cloudkms.keyRings.list

+ cloudkms.keyRings.get

« cloudkms.cryptokeys.list
« cloudkms.cryptokeys.get

RitBEX s icss Citrix DaasS tkF. XA FENEiE 2 PEXT A RHKIEE R,

BRENRE WFB—MER ERENR), 157 Google Cloud &=Hl&HiISEIAF MCS FifR cryptoKey,
¥ Citrix DaaS kP RINEE AT B RIEHZ AR,

em:
ERALET, ELENSBFREPNTMBENXEZ, FA Citrix DaasS kA3t Cloud KMS &FREEMBERGIE

MR, B2, ENaLESE ProvScheme BEXBEHIEEEHD cryptoKeyId R CMEK EiE2
BR, WMk,

EREEXEMLEE CMEK #17fAD

@it PowerShell 8IZEE A %=, &% ProvScheme CustomProperties #igE CryptoKeyId B
o .
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'<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation”" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance">
<Property xsi:type="StringProperty" Name="CryptoKeyId" Value="<

yourCryptoKeyId>" />

</CustomProperties>'

<!--NeedCopy-->

IR TERIEE cryptoKeyId:
projectId:location:keyRingName:cryptoKeyName

B0, WMREREXE us-eastlfMID A my-example-project-1WIMEPHZEHRE my-example-
key-ring BfER%EH my-example-key, & ProvScheme BEXIEBRHEIMUT:
'<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation”" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance'">
<Property xsi:type="StringProperty" Name="CryptoKeyId" Value="my-
example-project-1l:us-eastl:my-example-key-ring:my-example-key"
/>
</CustomProperties>'
<!--NeedCopy-->

5k FEd S =X BIFRE MCS FREchH G ERE B L A SR INZEE R,
R’R:
MR ERLBEEHE FRPEMUBLFIEE global MIEFXE B, £ L@ THI$ N us-eastl,

flgn: <Property xsi:type="StringProperty'"Name="CryptoKeyId"Value="my
-example-project-1:global:my-example-key-ring:my-example-key"/>,

Riftx A EENTA

Google Cloud AZIFEM B NAALE S MG PRIATH, —BHBENMERTE, ©F50IENERNBEARELHE
F—itS., B, FILCIEREBREIRA, MEARTECATIREGENERINSIZNFNENITENSHE R,

XTFERENEEIRFI TEEGIIMRERE. I, WEATRENATRSFERATRNANER. RS
IREHEERY, Google Cloud 2B TR—HHIRHEE:

Sorry, you can't delete or rename keys or key rings. We were concerned
about the security implications of allowing multiple keys or key
versions over time to have the same resource name, so we decided to
make names immutable. (And you can't delete them, because we wouldn'
t be able to do a true deletion--there would still have to be a
tombstone tracking that this name had been used and couldn't be
reused).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 213



Citrix Virtual Apps and Desktops 7 2212

We're aware that this can make things untidy, but we have no immediate
plans to change this.
If you want to avoid getting billed for a key or otherwise make 1t
unavailable, you can do so by deleting all the key versions; neither
keys nor key rings are billed for, just the active key versions
within the keys.
<!--NeedCopy-->

e

BXFAER, BESAMNEH aRERRERRE.

S—FHERRA SRR AT

Citrix DaaS 5 Google Cloud R4 —FHEERF AT HIREERD, IINEEILSRT IAM SRBSHIREMA, ZHREEMAR
SKFEFIIR, UAFRERR, SEFER. BIR—FHEEA3HES, Citrix DaaS A& /ERHRIEH!
= (ACL) sRizHI BB EEE R RMIGEL, BX Google ZiHF AL —FRBEIHRNERER, BS
g —FERERAINR. BXREERER, WERERG—FMEREIAI,

Google Cloud Marketplace

A LL7E Google Cloud Marketplace L 557055 Citrix 2B ERAETEN B R, B, MCS (XXiFEM@
I IhEERIIT BN AL E X TIERAR.

Ei&iZ Google Cloud Marketplace #%% Citrix VDA VM =&, #&#ZE https://console.cloud.google.com/m
arketplace.

AILUER B E X% Google Cloud Marketplace £#9 Citrix Ready R &REH i+ EH B RAIB G,

=

AR

MRIBNEEXHFEESFMHERER, WXEREBBEXEL,

15 Google Cloud Marketplace B&INTF:

« Windows 2019 #2443
« Windows 2019 Z£iE
« Ubuntu

£/ Citrix Ready BU&IERBIZITEN B RAVERA:

New-ProvScheme -ProvisioningSchemeName GCPCatalog \

-HostingUnitName GcpHu -IdentityPoolName gcpPool -CleanOnBoot \

-MasterImageVM XDHyp:\HostingUnits\GcpHu\images.folder\citrix-daas-
win2019-single-vda-v20220819.publicimage \

-MachineProfile XDHyp:\HostingUnits\GcpHu\Base.vm

<!--NeedCopy-->
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Ars5im = URL

R AERGARELT URL:

« https://oauth2.googleapis.com

» https://cloudresourcemanager.googleapis.com

» https://compute.googleapis.com

« https://storage.googleapis.com

« https://cloudbuild.googleapis.com

Google Cloud 11 5

Google Cloud B AR F B

o MECHE: AXMBERT, HrEERKAREHEFERRRITEN. LHBhifhdtmg.,

« HZVPCIE: EMEMBEYFIZNITENERHEE VPCIBE+H VPC WIE, BAFMEHENEER RS
FULLTEPRRER, AEms, RE®A VPCBIR,

XF GCP R

FEDEE GCP NRNFTET|R, EAAID L HHTENREUEIZINEESET.

BN EE

o e B A9 Citrix Cloud Service kP FR R RRANIER

compute.
compute.
compute.
compute.
compute.
compute.
compute.

instanceTemplates.list
instances. list
networks.list
projects.get
regions.list
subnetworks.list
zones. list

resourcemanager.projects.get
<!--NeedCopy-->

T3 Google EXHIAEEE LEFIHAIRGR:

- TEEER

- oHEEERF

o #=Z VPC mBE Citrix Cloud Service k8= VPC FREMZRIMYIR
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compute.networks. list
compute.subnetworks.list
resourcemanager.projects.get
<!--NeedCopy-->

75 Google EXHAEAR LEFIHAIRIR:

- HERNKAR

VM B RERE

yEzm e #9 Citrix Cloud Service i Fr B RAXANR :

compute.instanceTemplates.list

compute.instances.
compute.instances.
compute.instances.
compute.instances.
compute.instances.
compute.instances.
compute.instances.

list
get
reset
resume
start
stop
suspend

compute.networks.list
compute.projects.get
compute.regions.list
compute.subnetworks.list
compute.zones. list
resourcemanager.projects.get
<!--NeedCopy-->

T%I Google EXMAEBER LEFIHAIRR:

 HEEER
o THIEEERR

B2, EHEMEE VM

« FECIE F# Citrix Cloud Service g/ FReE SR AEAIR :

cloudbuild.builds.create
cloudbuild.builds.get
cloudbuild.builds.list
acceleratorTypes.list
diskTypes.get
diskTypes.list

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

disks.
.createSnapshot
disks.
disks.
disks.

disks

create

delete
get
list
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compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

disks.setlLabels

disks.use

disks.useReadOnly

firewalls.
firewalls.
firewalls.

create
delete
list

globalOperations.get
images.create
images.delete

images.get

images.list

images.setlLabels
images.useReadOnly
instanceTemplates.create
instanceTemplates.delete
instanceTemplates.get
instanceTemplates. list
instanceTemplates.useReadOnly

instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
.setTags
instances.
instances.
instances.

instances

attachDisk

create

delete

detachDisk

get

list

reset

resume
setDeletionProtection
setlLabels
setMetadata
setServiceAccount

start
stop
suspend

machineTypes.get
machineTypes.list
networks.list
networks.updatePolicy
nodeGroups.list
nodeTemplates.get
projects.get
regions.list

snapshots.
snapshots.
snapshots.
snapshots.
snapshots.

create
delete

list
setLabels
useReadOnly

subnetworks.get
subnetworks.list
subnetworks.use
zoneOperations.get
zoneOperations.list

zones.get
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compute.zones. list
jam.serviceAccounts.actAs
resourcemanager.projects.get
storage.buckets.create
storage.buckets.delete
storage.buckets.get
storage.buckets.list
storage.buckets.update
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
<!--NeedCopy-->

7% Google EXHAEAR LEFHAIRIR:

- TEEER

- GFHEEER

- Cloud Build zt8%&
- BRSkF AP

- SmEIEEERP

« #= VPC 1B 1 Citrix Cloud Service tkF 9= VPC FEESMIAIR, 7 REEAHE VPC B Y
VPC MIFMeIZItEST:

compute.firewalls.list
compute.networks. list
compute.projects.get
compute.regions.list
compute.subnetworks.get
compute.subnetworks.list
compute.subnetworks.use
compute.zones. list
resourcemanager.projects.get
<!--NeedCopy-->

75 Google EXWAEAR LEFHAIRIR:

- HERKARP
- oHIEEERF

o FERIHBEEETHR MCS B, Google Cloud Build Service ERg97i#EzI B 89 Cloud Build Service
K P TR R BR (AR PR -

compute.disks.create
compute.disks.delete
compute.disks.get
compute.disks.list
compute.disks.setlLabels
compute.disks.use
compute.disks.useReadOnly
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compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

images.get

images.list
images.useReadOnly
instances.create
instances.delete
instances.get
instances.getSerialPortOutput
instances. list
instances.setlLabels
instances.setMetadata
instances.setServiceAccount
machineTypes.list
networks.get

networks.list

projects.get
subnetworks.list
subnetworks.use
subnetworks.useExternallp
zoneOperations.get

zones. list

jam.serviceAccounts.actAs
logging.logEntries.create
pubsub.topics.publish
resourcemanager.projects.get
source.repos.get

source.repos.list

storage.
storage.
storage.
storage.
storage.
storage.
storage.

buckets.create
buckets.get
buckets.list
objects.create
objects.delete
objects.get
objects.list

<!--NeedCopy-->

T% Google EXHIAEER LEFIHAIRGR:

- SRS,
- HESFIEER

- BRSKFAP

o BEERBEETHE MCS BY, Google Cloud Build Service skgyfaEcmi B+ Cloud Compute Service
< BT 35 9 B AR AR PR -

resourcemanager.projects.get

storage.
storage.
storage.

objects.create
objects.get
objects.list

<!--NeedCopy-->

%I Google EXMAEER FEFIHAIAR:
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- HERNEAR
- EfEtkF AR

- oHIEEERRP

o BHESHBAEA THE MCS B4, Google Cloud Build BREER#EFEEHE 4 Cloud Build Service
RIEHZ VPC FrEAVERIMIR :

compute.
compute.
compute.
compute.
resource
<!--Need

firewalls.list
networks.list
subnetworks.list
subnetworks.use
manager.projects.get
Copy—-->

%I Google EXMAEER FEFIHAIR:

- HEREAP
- EfEtkF AP

- nIIEEERR

o fmEcm A Citrix Cloud Service kR ZZHEIRRSS (KMS) Frsi EL AR :

cloudkms
cloudkms
cloudkms
cloudkms
<!--Need

.cryptoKeys.get
.cryptoKeys.list
.keyRings.get
.keyRings. list
Copy-->

75 Google EXHAEAR LEFHAIRIR:

- HHE KMS &&3

—ARAN R

TEEMED A F Citrix Cloud Service tkF 3¢ MCS Rz 3 FHIFT B THAEMIANR, XLARIRBE T KRHRERS

4

resourcemanager.projects.get
cloudbuild.builds.create
cloudbuild.builds.get
cloudbuild.builds.list
compute.acceleratorTypes.list
compute.diskTypes.get
compute.diskTypes.list

compute.disks.
compute.disks.
compute.disks.
compute.disks.
compute.disks.

Ccreate
createSnapshot
delete

get

setlLabels
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compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
.images.useReadOnly
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute

compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
.machineTypes.list
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

disks.use

disks.useReadOnly

firewalls.
firewalls.
firewalls.

create
delete
list

globalOperations.get
images.create
images.delete

images.get

images.list
images.setlLabels

instanceTemplates.create
instanceTemplates.delete
instanceTemplates.get
instanceTemplates.list
instanceTemplates.useReadOnly

instances.
instances.
instances.
instances.
instances.
instances.
instances.
.instances.
instances.
.instances.
instances.
instances.
instances.
.stop
instances.
instances.
instances.
instances.

instances

instances

attachDisk
create
delete
detachDisk
get

list

reset
resume
setDeletionProtection
setlLabels
setMetadata
setTags
start

suspend

update
updateAccessConfig
updateDisplayDevice

.updateSecurity
instances.
instances.

updateShieldedInstanceConfig
updateShieldedVmConfig

machineTypes.get

networks.list
networks.updatePolicy
nodeGroups.list
nodeTemplates.get
projects.get

regions. list

snapshots.
snapshots.
snapshots.
snapshots.
snapshots.

Ccreate
delete

list
setlLabels
useReadOnly

subnetworks.get
subnetworks.list
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compute.subnetworks.use
compute.subnetworks.useExternallp
compute.zoneOperations.get
compute.zoneOperations.list
compute.zones.get
compute.zones. list
resourcemanager.projects.get
storage.buckets.create
storage.buckets.delete
storage.buckets.get
storage.buckets.list
storage.buckets.update
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
cloudkms.cryptoKeys.get
cloudkms.cryptoKeys.list
cloudkms.keyRings.get
cloudkms.keyRings.list
<!--NeedCopy-->
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Nutanix E#LIFE

January 4, 2024

7£1# /8 Nutanix Acropolis @189 Citrix Virtual Apps and Desktops SBEHIZEEINNET, B ER/ILES. RE
HEPEENTES:

o 7££&# Citrix Virtual Apps and Desktops g a3 Nutanix .
+ 85 Nutanix Acropolis BN EEIEFNIEE,
o BIB—MREREE Nutanix B BEREF L OIRMN EMERIRBRITENE Ro

BXRFMER, ESH Nutanix 2P PIRHER “Nutanix Acropolis MCS plug-in Installation Guide” ({Nu-
tanix Acropolis MCS {&fFLEIERE)) o
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Z2EHEM Nutanix it

SeRk AT id 2 LATERRE Delivery Controller EREEH M Nutanix $&#F. /A Citrix Studio 8135 Nutanix K%
. A5, AE—MEREE Nutanix KB AIEMN EMEGHIRBHITETNE R,

e

FMNBWNEEREREH Nutanix &= 1EHEH B Citrix Host Service. Citrix Broker Service #1
Machine Creation Services.

BAxLE Nutanix HERER, B8R Nutanix X,

fIE&5 Nutanix pyiEsE
L TEEEXEENZRERNIEEMNiTE. E61E Nutanix £, HEBEZXETNENIESHITRE, H3IE2
Nutanix 3 EmiEAE B

£ FINEENEER MSPREERE LER Nutanid EEEE, AREEUANERURIEZEEM. EMERE
£, EEFRTHRERTHMS,

LU FiEfE R al%#E: Nutanix AHV. Nutanix AHV DRaa$ #1 Nutanix AHV PC,

o 3¥F Nutanix AHV, i&#5%E Prism Element (PE) B¥& it FlE1E,
o 3¥F Nutanix AHV PC, i&EXE Prism Central (PC) sttt iz,

=

EFEZEE Nutanix AHV PC H#1{ BT Azure L8325 Nutanix Cloud Clusters (NC2) B9iE, It
4h, IHENBERIEEITEE Azure EE LA NC2 hiyB P EEE |,

« 3F Nutanix AHV DRaa$, &5 DRaaS fAF#tutAA 2, SAEME AR Nutanix DRaas &£iE
Xt (. pem)o

MERMEA Nutanix AHV (Prism Element) (EAZRHEITEN, 5%ER VM BIHEEFIEN S,

£ Nutanix REBSIEZHENER
UTEERATHRAUZITENEZHNIERER, BEUEER, BREBEZXETHNENIESHITERME, FHEE Nutanix
SERIEAE B

EENENREBEATERRTEE VM iRk, EEIBZBR2ZA1, 3B Nutanix e ZYEHIIREE, BXFHAEE, 15
2% Nutanix 324,

FEREMSTHRITUTRE:
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o BERFMITENSEREAES Nutanix IFEMNE B,
o ABFBFEMABIEZ Nutanix FrIEFEH.
WMRMHEA Nutanix AHV XI fERZERREITEN, BLEIBFBRTE, ERERE VM NEPHENES.

SR Nutanix AHV Prism Central (PC) fEARREHB It EN, BLBIHENARNHE, EEATHE
VM HBtEE, RARERRS.

o EEMGREL, EEMEIRIEB, Acropolis REBAMBFIZHFA “XD_", ##ETE Citrix Virtual Apps and
Desktops fEf. MNREE, &M Acropolis iIZFIAEGR AR, MREGBRE, BEMRHERER
SUEERIFHTIR,

o EEMNIE L, IETREMN CPU #HEMES vCPU B9 ER,

o EMROIE L, #%5F NIC KEBLUREXEKEIMLE, Bff NIC 3£8: VLAN MBS, EFEREESH—I %
Z1NIC, ZAFEASN NIC ERXERBIEIRRILS,

o WEHARR. HER. FRENEERERES Nutanix FENER.

Nutanix ZHE KBRS R

May 19, 2023

Citrix Virtual Apps and Desktops %% T Nutanix =& ENERRR SR

o AWS 89 Nutanix Cloud Clusters

AWS t#9 Nutanix Cloud Clusters

Citrix Virtual Apps and Desktops 3% AWS &8 Nutanix Cloud Clusters, Nutanix #&@Eit T M EEFEF
BEREEMRBrLMBETAR. BX AWS £ Nutanix Cloud Clusters 8i¥ 4 2, 5515 Nutanix Cloud
Clusters on AWS Deployment and User Guide ((AWS £ Nutanix Cloud Clusters S8ZEFfRAF1ER)) .

'

MR FHR AAVTNEES Nutanix ZuiB¥ AR, (X2 DBEE Prism Element, BXIFAER, ESRLA.

2K

272 AWS LA Nutanix 8%, BREBHEUATHMA:

« Nutanix i,
o EBFLITHIRER AWS #F:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 224


https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Clusters-AWS:Nutanix-Clusters-AWS
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Clusters-AWS:Nutanix-Clusters-AWS
https://citrixready.citrix.com/nutanix/nutanix-clusters-for-aws.html

Citrix Virtual Apps and Desktops 7 2212

- IAMFullAccess
- AWSConfigRole
- AWSCloudFormationFullAccess

22 Nutanix &

E63 Nutanix 8%, BERITUTIRE:

1. EREM Nutanix kP,

2. #%%I Nutanix cluster (Nutanix ) %1, 5% & Launch (Fzh). Nutanix Console (Nutanix
BHIE) BiTH. 8XiFAER, F2i3 Get Started with Nutanix Cluster on AWS (AWS E#9 Nutanix
BENTD

3. EEFeIEH VPC,

BEGBRIEAIRSAN, HHILUTHEIR:

o BETATEHRTERBEIANCIE, MBREESE.

o E M Nutanix B &£ - 3 = XXXXXXXXXXX: Instance i-xxxxxxxxxxxxx: disable
network +interface source/dest check error.

o EH Nutanix B - T XXXXXXXXXXX: Unable to obtain instance 7—-XXXXXXXXXXXXXX
network interface info.

INRBECIRRW:

o BRAHMKIEERIE— I BE,
o EERZAT, ESXMEE Nutanix CloudFormation ##% (CFS).

BT HEIESN, Nutanix CFS EBIET :

o 1227 Nutanix Cluster xxxooooxxxxxxx 10.0.0.0/16 # VPC
« 2NF/ 10.0.128.0/24 #1 10.0.129.0/24

« 1Internet M=%

o 14 NAT R

tlEEERE, 12 Nutanix Prism g9tk

1. #Z= Nutanix Console (Nutanix £414&),
2. TEIEHlamE L, BEITEETEE Prism Element $5s H, AEE4% URL,

%1% Nutanix Prism

2 Nutanix B#£&£/5, E##2 Nutanix Prism,

Zi%E# 3 Nutanix Prism, EHITUTEE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 225


https://next.nutanix.com/hybrid-cloud-with-clusters-149/get-started-with-nutanix-cluster-on-aws-39424

Citrix Virtual Apps and Desktops 7 2212

1. 7£10.0.129.0/24 =M+ glEE2 VM,
2. RDP #A£2 VM, E#2EE E—HEH8 Prism Element #9 URL,
3. FEAAEREER: admin:nutanix/4u, EEIZEXRHEL,

7 Nutanix 2¥& 612 VM

##22] Nutanix Prism 5, 7 Nutanix 612 VM,

R VM EZ Internet 14154 E

#5 AWS 55 &,

7£5 Nutanix CFS eIZMFMiERE VPC FelE— M7/ 10.0.130.0/24,
ELFMBIER B FRPRIN—KEH, A none AREEMEI_ LR NAT M,

RDP #NE2 VM, BEIEE L—THEHIH Prism Element 9 URL H& R,
INFIMLGE, FHENLE > WERE > IEFW. A AWS RERRMERFM 10.0.130.0/24.
iz FMelERE VM (AD. CC. VDA ),

ok W=

MR VM FEE Internet i8R

1. RDP#ANE2 VM, BEEIEEL—THE58 Prism Element 89 URL #E R,
2. FINFME, ZEHGE > WREE > QIEFW, FAFM 10.0.129.0/24,
3. EZFHPeIERE VM (AD. CC. VDA %),

e

iR VM BRI XE 2R EER. YT AD SRR LHEMIL.

B EMERE

1. Bzt Web Studio,

2. BERETR, ARRERNEENZR.

3. EEEREL, WIENEER, ABREERMILPEAN https:/ /5000 XXX o XXX . XXX 1 9440,
4. B Ul 2EES.

P =W

7 Web Studio 2 Z&F Nutanix B9EI, FraERES VM #i%%E Nutanix i, BMEE1RE Nutanix
X E A TR0,
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REZOAN

April 7,2023
BE:

Citrix IRIEE &% (BFFMESHAN) WEXENEXRTAIHE. EXFHER, 155 Citrix Licensing
o

1R Citrix Delivery Controller. Citrix Studio. Web Studio. Citrix Director #1 Citrix ¥ aJiEfRSS 28,

AR

Citrix Studio —1MEF Windows WEIRITHI &, A EEBEMEE4H Citrix Virtual Apps and Desktops
#E, Web Studio 2 F—X Citrix Studio, X2—HETF Web WEBEHIE, 1RMd Citrix Studio M52
BINEETERN. BX Web Studio Hi¥4EE, E2iH%%E Web Studio,.

(£ 2003 ZHiMARAS, #ZOABHE1E Citrix StoreFront, &BARTLUEIE & 3 Citrix StoreFront HMLEIE1TR
EN RPN A Af<$ R StoreFront,)

FHAREZH, FERERXNMEE L,

EXNRBT REZVAFHNEZERASIIF. RETHIITERHL. BEXFAEE, BERACAG TR,

TR 1. THERRHHBRST

EREM Citrix M~ =Z3#3418 Citrix Virtual Apps and Desktops T#mm. T~ ISO X,

fRIEX . FHEZIFR ISO XH4#I DVD,

ERAMEERKF, BREFHPREROAHFITEN,

TEIREhER BN DVD 333 ISO X, MRBEEFABHRDN, ENE AutoSelect A2 F o AIRTNE,
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TR 2, ERBERENm

Deliver applications and desktops to any user, anywhere, on any device.

= Hybrid dloud, doud and enterprise proviskoning
= Centralized and flexible management

Manage your delivery according to your neads:

Virtual Apps oeliver applications

Virtual Apps and Desktops peiver appiications and desktops

BERFREINNFAUEE: Virtual Apps 5 Virtual Apps and Desktops.
(NRHEHN LBERE T Citrix Virtual Apps and Desktops A, A= 2 RIETE,)

WLITIEM / xenapp AF &% Citrix Virtual Apps. IMRZERIED, MZ Citrix Virtual Apps and Desk-
tops.
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TR 3. EEERENRE

%

Lipay aate Maxbures arsl brusges.

Virtual Difisey Aget far Windows Single-seishen 05

Upgreds WA for Wandows sanghi- sision O,

xtord Deployment

] Citriz Tudic i Sausion Reccading

NRNINFIaRE, &% Delivery Controller. (EF—TL, EEREEILITEN EREMNFEAM,)

MREERE Controller (EHHBENHF—EIHEN L) HEREHMAN, BN BIEIBDEFBENAL,
WLITER: /components
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TR 4. FFEAHERIFA Y

Software License Agreament

Licensing Agreement Printable version
Core Components CITRIX LICENSE AGREEMENT -
Features This is 2 legal agreement ("AGREEMENT") berween the end-user customer (“you®), and .-
Firaveall the provading Crtrix entity (the applicable providmg entity 1 heremafler referred to as
"CITRIX™). Your locatien of receipt of the Citrix product (heretnafter "PRODUCT") and
Summary maintenance (hereinafter "MAINTENANCE®) determines the providing enbity as
Install identified at https:'‘wwwcitrix com'buy licensing ‘citrix-providing-entities ktml. ~ BY
- INSTALLING AND/OR USING THE PRODUCT, YOU ARE AGREEING TO BE
Smart Tools BOUND BY THE TERMS OF THIS AGREEMENT. [F YOU DO NOT AGREE TO THE
* TERMS OF THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT.
Finish Nothing contained in any purchase order or any other document submitied by you shall in
any way modify or add to the terms and conditions contained i this AGREEMENT.
1. PRODUCT LICENSES.
a End User Licenses. The software in a software PREODUCT and the

software installed in an appliance PRODUCT is made available by CITRIX
under the license models identified at hetp/fowow ernx com by licensing
producthtml. Any experimental features deliversd with such software will be
wlestified and are heensed only for internal testmg purposes. “Software” means
a Citnix proprietary and'or open sowsce software program i object code form
licensed hereonder. “Appliance” means a bardware appliance with mstalled

Tombmnnrs W ammuuthatnmdine nousbinm sat Snetls o this ACDETAITRT ar as the

| have read, understand, and accept the terms of the license agreerment

®) | do not accept the terms of the license agreement

AN E L, ERFEmNE, EREERRHERE. AR, 85 TP,
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TR 5. ERERENAGRLEUE

Core Components

" Licensing Agreement For scale and performance reasons, it is recommended that Director and the License Server be

Core Components

Faaturas
Firswall
o
Summary
Install
v
Senart Tools
Finish
W
W
v
o

EOANE

installed on separate servers.

Locaton: CAProgram Flle\Gli

Component (Select all)

Delrvery Controller
stributes applications and desktops, manages user access, and optimizes

snnections

[a]
a o

Studic
Create, configure, and manage infrastructure components, applications, and desktops

Director

Monitor performance and troubleshoot problems.

License Server

!'.".‘.".1-] £3 product Boenses.

E-N:rcFrr,'."f
Provides autl

o« MIE: BINERT, AfFRERE C: \Program Files\Citrix df, ZRARBEERTASEHIBE, W
REEE—NTENMUE, SHMEBEMERSHHITRIER.

o A BNERT, FIEZOASTNMNEEERLTIERRS. T—8RSS[ LLEFMEZOATERTHS
IS, MRS/ B SR, S FABEFIFE, Citrix BINIEEINAIPRS2: F %% Director. StoreFront 1

PFR]IERRSS 2%
PE =

MREBEL GRS R EREAMN, 1FRRE Citrix FANERS SBMIFNE, AEBEHMRSSE LLTREH

e, H*1ES, BB (Citrix Virtual Apps and Desktops B9 aIiER) B9 “Bihx#E” 59

EEFEAELHEN LREX M GFENZOARE, RAZETENRER. ZERRELEREZAG, REF—

EFELITEN Lo

%EE—F_ﬁ%o

@wLfTEm: /installdir. /components. /exclude
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Erras

Lz F%k Delivery Controller B, R4 EREH. MRITENH RAM BEFRBINHNNER (5 GB), RERRF
REEE, XARRSEMIERREN. BXFAER, FSRAEHFENR,

o

Ef R E: BER—TEE,

o B BEHEEUEUFLERE. MtENRNES RAM, ARENRRIRR.
o HE, BE TP USRTE, ZIGRAIRFERE LR,

WEITRE: RE/ARER, REBEEE—FHEHE, BRTHIWABNE AL,

o B mtENRINES RAM, RAEBRIETHS,
o IH, /A /ignore_hw_check_failure B RETH<LUREINES, SN SAIEEERE
PR,

FHRES, WMRRIFRLH SQL Server fRAFBRZR, GhIWEEN, BSRALTZ.

SR 6. BREAEE

Citrix
Features
' Feature [Select all)
Eeat Install Microsoft 0L Server 2017 Express CUT6
eatures '
Fireveall
Sumenany - _ .
- Install Windows Remote Assistance
Install slpct t sad -

Driagnostics

Finish

Back Cance

fEThREDIE L
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o EEREERE Microsoft SQL Server Express WUBFE m#IBE, BIABERT, BRALER. MRERHRE
Citrix Virtual Apps and Desktops #iEE, BEELHIEE.

+ R4 Director BY, Bah% % Windows iZi2ihBh., xRS E Windows izf2ihBhi-R B A ER LS Director
RAREFLESFER. BREEXKITHA TCP %0 3389, RINERT, BRELINEE. ZBIMNEEER T ARSI
E. ILIhEEN Y %% Director WA Em.

BEF—%,

B TEm: /nosql (BFMELEERE). /no_remote_assistance (BFMHEILEER)

S 7, 1T Windows B5 A ZiE O

Fireawall
¥ Licensing Agreement The default ports are listed below. Printable version
I:lrlnner'_,.' Controller Darector License Server StoreFront

Firewall B0 TCP 80 TCP 7219 TCP 80 TCP

Summary 443 TCP 443 TCP 27000 TCP 443 TCP
BOB3 TCP

o 2082 TCP

Smart Toolks

Finish

Configure firewall rules:
L] L-.ﬁom.n‘.l-:nl::,'

Select this option to automatically create the rules in the Windows Firewall. The rulbes wl

be created even if the Windows Firewall is turned off

h‘.anuai.)'
Select thes option it you are not using Windows Fairewall oor of you want to create the mules
'J.'::n.n:'-;cl.‘.

BIMERT, W3R Windows BAASERS EFEETT, BABMERBAAE, BAETELMNBEOHBSEHITH, %R
INRBEATASHEEZ, EXHAGEE, BEAMSEIRL,

%EE-F_ﬁo
(B 2REEL T EN EREFMBZOAGINNIROTIR, ZEXENREEENATNNHE,)

WmITER: /configure_firewall
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TR 8. EELEFMHBIALE

Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install,

¥ Core Components f . =
Installation directory

& Features
C\Program Files\Citrix
W Fl fémval T
Prerequisites
- ¥ Microsoft Visual k64 C++ 2015 Runtime
Install Lecal Host Cache Storage (LocalDE)
Smart Tools Micresaft Visual k86 C++ 2015 Runtime
g Microzoft SQL CLR Types (x86)
Fimishi Micrasaft SMO Objects (x86)
Microsoft SOL CLR Types (x64)

Micresaft SMO Obpects (06l)
Micresoft Intermet Information Services
Windows Remate Assistance Feature

Core Components

Lelrvery Controller

Studio

Dhrector

License Server

StareFront -

sack | (CEETN | Concel

REONELVEERENAST. NRFE, AIERREIREEDE Z /@S NEHEER,
EEFN, BHERRE,

RERETRREHE:
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Installing prerequisites and components

+ Licensing Agreement Installing... About & minutes remaining...
¥ Core Components P Jisites
rerequisi
v Features
> k" Show Prerequisites
' F reaval
ki Core Components
" Summary L] Dv:lw:r}r':entrulltr Installing...
Install Studia
Smart Tools Director
License Senser
Finish StoreFront

Paost Install

ﬂ:nmpqncn'l Irrtiahizateon

Cancel
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#1 9. 5 Cloud Software Group

it
®
=
oing
i

Disgnostics

Disgreostics

Finagh

FisHnEL, ®EERESS5 Citrix Call Home,

FERERRERE Delivery Controller B, $ERILAE. R4 StoreFront (Controller B&4h), ASRKERIEER
H. MBREHMZLAMN (BARZE Controller 5 StoreFront), AS¥EARERILRE,

FEAESED, NRERA Call Home MR RERFBES Citrix Telemetry Service HXMEIR, WARER
LB,

MREEFESES (BHARE), BREEE. HIURTH, WMAEHN Citrix kP EHE, BRUEREEHEESEME
Tl

ENEEEIRIIE (HEWREEFSS), 2ET—%,

INRIEAREFWE LIS BHER TR EISMTE LAERE, WEXAEES Citrix Insight Services SHEESS,
T—PRIARBER. EREBRHET -, BEEMEAT IR, HERALABUEERREIZEER.

BXFMER, H2E Call Home,
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#1% 10. 5 Cloud Software Group £ZiFrAIEARS 2R

AN e AN e

Citrix Virtual Apps and Desktops 7
License Server Data

 Licensing Agreement

¥ Core Components Sharing License Server data with Citrix

« Firewall

Help improve Citrix products and drive adoption by sending system and product
¥ Summary configuration and usage data (including user/device data) via Citrix Call Home.
 Install Providing this data and registering your License Server with Citrix Cloud helps

you and Citrix understand your license usage over time.
License Server Data

Finish Help improve Citrix products by sending system and product configuration and
non-identifiable usage data to our Customer Experience Improvement Program.
Neither of the above.

Citrix does collect basic licensing data as necessary for its legitimate interests, including
license compliance. Learn more about the data we collect and additional user options.

Cancel

£ License Server Data (i aiEARS 28403R) Tim L, HANEREHZ Call Home BB F AL siEi1+% (CEIP)
PR AR HEER, tb5h, Cloud Software Group FERUERAFAISIE (BIFFHESMMG), UPEE
A AR

LZRVFANERSBE, BHIITEIERS S EEDIE:

o VERMRIAMH,
o ERZOAY, ERE Delivery Controller #ial.

EFHRERE, WREE /CITRIX.opt: XHHEETERE, NFARERILTE,

YANHEARS 2R M S MR A P IR, flaiFarsdR. Call Home ¥uiEf0 CEIP #438, 22 A Call Home ¥EH
CEIP #iEli s, BuiuEFESS5 (EFIMN).

BXRNAEFERGSITHITRENBA Call Home # CEIP #iBEMFRER, BERAATLEZLARNHT
I,

B Cloud Software Group el #uiBIRERF4HME S, ES Citrix Licensing #uElk st lo
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TR 11, TRt RE

Finish Installation

+ Lice Agreement The installation completed successfully, " Success
& Cione MO -
Prerequisites
" Feature +" Microsoft Visual xbd C++ 2015 Runtime Installed
 Firews « Local Host Cache Storage (LocalDE) Installed
’ v Microsoft Visual x86 C++ 2015 Runtime Installed
¥ Summar » Microsoft SOL CLR Types (xB6) Installed
o | + Microsaft SMO Objects (xB6) Installed
e v Microsoft S0L CLR Types (x64) Installed
" Microsoft SMO Objects: [uf) Installed
Finish » Microsoft Internet Information Services Installed
+ Windows Remaote Assistance Feature Installed
Core Companents
v Delvery Controller Installed
+ Studic Installed
W Chractor Ingtalled
v License Server Installed
» StarsFront Installed
Post Install
+" Component Initialization Initialized -

You must be logged in a5 a domamn user before configuning the product.

SERE B & H R BEERIMCHFE EMII R RN LR A &AM
BHRTEM.

TR 12, AHMITEN L REERZOAN

MREE—AHENLRETHREZOAL, BRERTEES T, BN, BEEMITEN EBTRERER UREH M
Ak, FAUEEMRS S EREE S Controller,

IS

RETHELENAHE, £ Studio tIEIES,
BIETIRE, %3 VDA,
BERS A LAE A e B MR HAEF UR B U T ARG RIEHIHE:

o BRTENARSSBBAIARSSBAM . EHTENRS 8B LEEIREER,
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1. EY REEBES D L@ AITENAR S 2.

2. ERIFEHN

3. ERAEREL, BRAERT, MR Windows BiAIEIRS ETEETT, BRABERBARAE, LRITH
TCP %0 7229 71 8080, SNREBEFahFTHXEIRO, FJUARAIZIIAEF.

BRI RSTREMAN, FEHAETREBAITHRS SRS SITIETL
o BRE SRR,
+ Session Recording,

» Workspace Environment Management,

=it Web Studio Gi'%shR)

April 18, 2023

VI

Citrix Studio 2—1ETF Windows WEEZHIG, AFEEBFMER Citrix Virtual Apps and Desktops #8E,
Web Studio 2 F—4X Citrix Studio, X2—FET Web WEEEHIE, RBHEHT Citrix Studio B INEES B
’R¥. Web Studio AE5 Citrix DaaS TR E R EHRBIIMNIFIXE, BIRMEAN Web #3, EENEERER
KIIMA L.

ATLUE Web Studio SBERHEM%E T Internet Information Service (I1S) 8 Windows ARSZ 88 £, AT #H1TIRE
HE, BA1EINER Delivery Controller —ii2%=%: Web Studio, EX#IERT, Web Studio £ Web i %
#7£ Delivery Controller b, HEBINEIRBLICEH#ITRE, UEMEREMH RV EEFHE. TERESRT Web
Studio BIfA R L5 :

. EEFR
Ul traffic _

o=

Web S
eb cerver —Active Directory

Authentication Authentication

(((

L — -
Configuration Data Configuration Data

Delivery Controller — Database
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BEh#iziT Web Studio BWEHM TIERIEIM FAIR:

1. %# Web Studio.
2. J3 Web Studio & &5,

3. &%3 Web Studio,

SRR RS

« Windows Server 2022
« Windows Server 2019 Standard Edition #1 Datacenter Edition, B &R 8E#ZCNET

« Windows Server 2016 Standard Edition #1 Datacenter Edition, 8&REZ 8% 0%

WEFM

Ltk 7# Web Studio 5 Citrix Virtual Apps and Desktops 2212 REE AW ERE S

SHF 2212 ZHIBERE, ERFAKT 2212, AERE Web Studio,

BRI

WNEREFT LUE Web Studio 5 Citrix Studio BEifE, EEELUTRRE!:

+ 1£ Web Studio #rel2miEiR A= E/x7E Citrix Studio 7, Rz, XZRA Web Studio /A5 Citrix
Studio FRIMEURERZ(EER, RRAZER, M Web Studio aviRixelzEskes, AE7E Citrix Studio #
RIBILLERBREIRIRIR, RZTFAo

%% Web Studio

UTMMERRW 2O A RaviERMI 5T, BERE Web Studio, EHITUTIRME:

 fEREAT Citrix Virtual Apps and Desktops By5E%7= & ISO R4E#2F %% Web Studio, 1SO 22
MEREM, REFMEMRENAN, IRE Web Studio Web 152 (J1RE%7E Delivery Controller &,
m7£ Delivery Controller E%%), REHRTEKREE,

o MRERELRETAEE Web Studio, EFERRERFERM Web Studio.

+ &4 Web Studio BY, RAESIRRERENA Delivery Controller Byititit,
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- A Z 4 Delivery Controller, Web Studio & #&MNIRE #1TEE MR A Web
Studio £iki%#Zm Delivery Controller, Web Studio & BzhElE2IEth Delivery Controllers

- MREZROAGPEREFHRET Director, LR Delivery Controller ¥ EBAF Web
Studio #1 Director.

- MREGEEREIMNIARESEIES, wAREREE CABEKRIES, NREEE Delivery Controller
B9 FQDN Bp#,

- MREAEINSAREEERFH B LA Delivery Controller B2 & At DNS, MATLIEN DNS
Z#EA Delivery Controller #hiit,

- MEBEA AL CA BRIFBERHERTLIEENA DNS, MaLUE&ER ™A DNS Fmms Delivery
Controller ik,

Citrix Virtual Apps and Desktops 7
Delivery Controller
¥ Licensing Agreement To add a Controller to the list, enter its address and then click Add. Specify one Controller for

v Core Components each Site to be monitored. You can also specify Controllers through group policy or the Director
Config tool.

Delivery Controller
Configuration

Firewall

Summary v Edit Delete
u

Install v Edit Delete
Diagnostics Controller address:

Finish I i)

Back Cancel

« ATRIPFHWEES Web RSB ZE MUK ES Delivery Controller Z alfEE RS, BAEILE Web
Studio #9 1IS Web it =% Delivery Controller L5/ TLS %, MR&%E R Delivery Controller E2&
TLS i, REERFUEBSRIES, £/ Delivery Controller # FQDN #1 localhost £ DNS Z#RiE
Fo MREET TLSIEH, REBFEASHITEMER, X TLS MENEMES, BESHRF Web Studio
BENRE (FI%) .

o ERMTEL, RIAMERT, BiibmEERERERFERIRT, UE Citrix Site Manager 888 B &1 .
EMERD, BTHKEN “FR” X8, AE%E Citrix > Citrix Site Manager, 72550 Web Studio Z
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g, EEMEA Citrix Site Manager Sl AR EMAN B R, BXFMAEE, 5850 Web Studio &
Bifim,

Citrix Virtual Apps and Desktops 7

Finish Installation
¥ Licensing Agresment The installation completed successfully. v Success
v Core Components

Prerequisites

v Delivery Controller

+ Microsoft Internet Information Services Installed
" Features + Windows Remote Assistance Feature Installed
v Firewall Core Compenents
¥ Summary v Delivery Controller Installed
+ Studio Installed
jnstal + Web Studio Installed
v Diagnostics « Director Installed
I i i + License Server Installed
v License Server Data
Finish Post Install
v Component Initialization Initialized

| Launch Citrix Site Manager

=

73 Web Studio &L=

Zi§ & Citrix Virtual Apps and Desktops Z8E (X#A “him”) , &R Citrix Site Manager TR, &%
% Web Studio i, ZTE2BtRE, BERHEHBE, BIFSEN “FFi8” 2%, AFiERF Citrix > Citrix Site
Manager.,

7£ Citrix Site Manager &, RIBEMNEBERIZZFUTRZ—,

o SRS, MREP, MR “WRIRE” MS, RREE— iR # Web Studio B2, BRMNTFAR
ERE:

- EENTELE, BAERBZT.

- BEENHESATRELR. BEMNNEE BT IEREIBEENED, EXFRER, BRI R 3. HEE,

- EFAINEL, SEWFNERS S, ASERERR (XX BTFAHE. AXFEAER, BFSASE
4. e,
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=

=W

IR SHNAFBRAZESNTEENREER, AXFAER, FERERERE,

o MABEISR, RES, WEHIERGREO, RREESMANSESFEN Delivery Controller fythiit,

XEREFER T Web Studio Bk I8 E,

% Web Studio f2E 5 Delivery Controller f9I2 (A]i%)

BIAERT, /A Web Studio 1z#I&EERIEN, EAILLET Web I#28%#% Web Studio ARZ528#0 Delivery
Controller, EfAERMT AT Web Studio BR523F2E 5 Delivery Controller ARIBIET, Hit, EERE
HER, THREEZEER Web Studio BRE28.

FERABEESEE Web Studio BRsZ238E 4 Delivery Controller B9I2, fi11Ri& Web Studio # Delivery
Controller ZEHERERIARS 28 Lo

WEFN

TEFRZE, BRIEEESHEUATBERMS:
1. EEEFRERBLRNZOAMNF
BXFAER, BEEBRAZEZOAN,
2. 72 Web Studio fR$328 E&R% URL EE#&R 2.1
M https://www.iis.net/downloads/microsoft/url-rewrite T&z .

P =W

B Citrix Virtual Apps and Desktops 72212 i2, itt#sBri&ERE Web Studio A,

3. 7 Web Studio BR£588 %% Microsoft Application Request Routing (ARR) iz 3.
M https://www.iis.net/downloads/microsoft/application-request-routing T &%,

AR

ARR #&#F URL ES, %% ARR 2 #i, iBRIEEEER% URL Rewrite Module (URL E51%
3o

$2 1: Bk orchServiceUrligE

1. £ Web Studio BR$528 L, #£ C:\Program Files\Citrix\Web Studio\Sitel\assets)
json\ &#THF manifest.json,
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2. #% 3 orchServiceUrl # ¥ HE FE & & https://<FQDN of your Web Studio

server>/citrix/webstudio/[orchserver]/orchestration/api.

TR 2. gRAEER

1. 7£ Web Studio fR5328 L, #17F Internet Information Services (11S) &3228,

2. Xk Application Request Routing Cache,

G;! NKGWYUANRO1 Home

@5 Intemet Information Senvices 15) Manager - 8 X
« » NKGWYUANRD! » IR
Bl viw Hep

=

e €
HTTP ISAPIand  ISAPIFilters  Logging  MIME Types

Default

Docum: rowsing Mappings  Respon..  CGIRe:
Shared Web
Configuat...  Platfor.

Actons
Manage Serv
v ke Go - GShowall | Groupby: Ares -E- &
HSPNET — — | m so
2 C @ e 8 2 & FE B & & e
NETEror  NET  NETTust Appliction Comnection MachineKey Pagesand  Providers  Sesson State SMTP E-msi
n P Gobsiuston el Setngs  Stang Contrls

8

F= 2 £
& J = 8

v URLRewite Workar
Catines Procses

3. =AM Actions (i21F) &EES, B Proxy (f{I#2) > Server Proxy Settings (fRSZ23AIFILE).

Connections.

‘ G;y Application Request Routing Cache
|~ 2 NRGAUARRG (ERTEy
fication Poos

P

Drve Location Prorty Health tatus Maximum Size (68)

Filter by Host Name:
Disk Cache Statistics

Go - G Showal

Requests (Total: 144)

000% hitratio
0cache it requests

Response Size (Totak: 007 M8)

0.00% bandwidth savings
000 M8 cache hit
Since: 11/28/2022 72913 AM

Configuration: localhost applicationH

Utization (%)

4. #%$% Enable proxy (BRARIE).
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5 NKGWYUANRD! (CITRITE\yua
£ Application Pools

S Sites
v @ Default Web Site
fent

8 include TCP port from client P

Forwarding proxy header value:

Cache Setting

Memory cache duration (seconds):

©

@ Enable disk cache.
) Enable request consolidation

Query string support:
Ignore querystring

Bufer Setting

Response buffer (KB):
0%

Response buffer threshold (KB):
26

[ Festures view] 2 Content view

Configuration: localhost

5. HAEMRFERT, BHENA.

TR 3: eIZM%F URL EGHN

1. 7TA£MA Connections (EiE) AigH, 1% Sites (I45) > Citrix > WebStudio, A5 & URL Rewrite
(URL EE),

€

< 9 » NKGWYUANROT » Sites » Defoult WebSite » Citix » WebStudio »
Ele View Hep
Connections.

- 9 [Citrix/WebStudio Home
AN TR | T T -
Foplcation evdopmert

» & E R &

Connection MachineKey Pagesand  Providers  Session Sate. SMTP E-mil
Stings Controls

=

3
@ @ &L 8§
St i e 5o
o

=] Features View ] (2 Content View

2. WA 9IEES APl AN URL ESHN:

a) £AMA Actions (i2F) &8, #i Add Rule(s) (FRMHN), LA ERAFMMUED,
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“ @ » NKGWYUANRO! » Sites » Defauk WebSite » Cirix » WebStudio »
Bl Yew Hep
-~ D URL Rewrite
5 n
P

Inbound rules that re appled o the requested URL adress:

AddRules)

Cenennvien

Configuraton: Defoul Web Site/Citx/WebStudio webconfig

b) Wi Inbound rules (NuEFRN) Z53H0 Blank rule (Z=E#HN) &R,
c) BUEMN, ST RESEFFR.

o X, WA ([*/]1+)/(orchestration/api/.*),

:{ SERVER_PORT } /citrix/{ R:2 }.

i > Webstudio »

- 05 x
@ty @-

d) EEMEIREERP, BHENA.

3. MPHB 2 FriR, A Citrix Virtual Apps and Desktops M=%l URL ES#N, ERMO FAAREEIRE:

o &K A ([/]+)/(cvad/manage/.*),
« 5 URL, ®Ahttps://{ R:1 } :{ SERVER_PORT } /{ R:2 }s
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& et nformation Semice (19 Maroger

@0 |3 » NKGWYUANRDT » Sites » Default WebSite » Citrix » WebStudio » @@
— =
~ 9 edit Inbound Rule v
2 Application Pools Forward to cvad gateway € BackioRues |
v @ Default Web Site @ Hep
o
| [EFeweven]i ContentView
EXFA N EE Angular Routes (Angular B&8) #NZ &5
4. BXmNMNEKREE Angular Routes (Angular L Z Jilo
[ Intemet Information Services (15) Manager — o0 x
© 3 » NKGWYUANRO! » Sites » Default WebSite » Citrix » WebStudio » o @
File View Help
—
p 9 URL Rewrite
v & rua)
3 K (CTRITE address and the content of an HTTP response.
© @ Default Wb Site Input Match Pattemn ActonType | AdionURL  StopProce.. Entry Type
— aspne it URL path after /( 3 Matches (%] Redirect. https://(HTTP_.. True Local
i AL path after /i Witches T T Rt . e Tocal
URL path after '/Citrix/WebStudio/ Matches ([*/1+)/(cvad/manage/.) Rewrite True Local
4 JURL path after /Citrix/WebStudio/” Matches > Rewrite Jcitrix/webstu... True Local

Outbound

Name Input Match pattem ActionType  Action\alue  Stop Proce... Entry Type

ERRESRE, RNBNEMERREIEBMANE (CA) MIMNIRREEIERIIERRRF Web Studio 3
E, BXHAEE, BSEERF Web Studio #E.
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&% Web Studio
Web Studio Web i s fii F https://<address of the server hosting Web Studio>/
Citrix/WebStudio,

EEF Web Studio, BITHREMN “FR” X, AE%E Citrix > Citrix Web Studio, 545 Web Studio R
HEERHIMZ Active Directory i3, R Web Studio B, EIBUTHR:

« MREHEKAIESIEE Delivery Controller. R4ix12REIETE Delivery Controller, UERER T Web
Studio BIIEET AR

« WRIEEM Delivery Controller Haixixifinl, EFLEEFR Web Studio, EMIRERERE, UHRFRXLE
Delivery Controller mJifinl, &I E& A Delivery Controller, UEAERMEST Web Studio MlGEYiA
B4R

e

R E Delivery Controller LUtk AER, B Studio iBEET A,

Studio BT A

£/ Studio FeE T Ar At AL E Delivery Controller, b TE7E Web Studio &Rt
ZINERT, LhTEREEUTRIASCHELF,
+ C:\Program Files\Citrix\Web Studio\Tool\StudioConfig.exe

BRiIgERBANEMEA Web Studio BIEmViL BB LT ™ Delivery Controller: ddcl.studio.local #
ddc2.studio.local, iBfTLUTF PowerShell &<

+ .\StudioConfig.exe /server "ddcl.studio.local,ddc2.studio.local"
AR

s WTEZEHENEERNR,

o BT IS RS EMEEIRE, Delivery Controller BEBEE R AIRER S BN BIENER, BT
Web Studio BR5528, 77 Internet Information Services (1I1S) E1222, Sz “FR” W@ > “ba”
> “BiiA Web ih=”, SAEE “BIE Web ii5" BERTERERBGH.

1. =& VDA
2. £ Web Studio B UT AR EEH AP R EEIN BEFHSHE:

a) SIZItENER
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b) tUER(IH
c) BIZRAREFA (Fik)

ERIEESIS&EiF4EETF Citrix Studio (BEF Windows WEIBiZHIES) MIxE, Citrix Studio
Web Studio EEFRREMINRFINGGE, ERTFEBRENTEREFERET (RIESHIRH).

W
i
<
o
>

April 3,2024
BERER:
NRBALE, HEEWURIREZET M AEMNEEZS AppDisk 24, 1E2AMBE PvD. AppDisk A&
B9 E Mo

iEATF Windows i+EHE VDA EFEMREE: ERTFEZRIERERSLN VDA MIEATRERIERIERSZN VDA, (BX

EAT Linux &M VDA MIEE, 38 Linux Virtual Delivery Agent x#4.)
HEFRREZH, BEFEEREHTRMBESEES,
EREREROAN, REBLRE VDA, FaUERE VDA ZHitIRIES,

4:!:

AXNATRE VDA RHNRERSINF, #HTHITEERS. BXEAREE, BEACTAGSITLE.

TR 1. THERREHBRRST

MREBRERATRETRREREF:
1. MREEARTHmISO:

o {EAEH Citrix kP E3EiA1R Citrix Virtual Apps and Desktops THTiE. T#E & 1SO XF.
o RIEN ., HEZIR ISO XHH DVD,

2. FEERE VDA NREIITEN LEAAMEERK,, IR FHEAN DVD sEH 1ISO XX, RLER
A BEzhEE, EWE AutoSelect [ AIEFIEHMIRENSE,

LB B R RE R Fo
NREEFERMINRERF:

1. EREM Citrix kP Z#i51 Citrix Virtual Apps and Desktops T&ETmE. THASHRHEE:

« VDAServerSetup.exe: Z2iFRERS VDA IRE
« VDAWorkstationSetup.exe: BaiERERS VDA iz
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« VDAWorkstationCoreSetup.exe: BRF2FRFIZLIRS VDA R

2. AREBEGRHE, AEERUEERSNET.
LB B R RE R Fo

TR 2. EREREN M

Deliver applications and desktops to any user, anywhere, on any device.

= Hybrid doud, doud and enterprise proviskoning
= Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps veliver applications

Virtual Apps and Desktops peiier appiications and desktops

B SN A L %% Citrix Virtual Apps =k Citrix Virtual Desktops. (SR &N EB%%E T Citrix Virtual
Apps 5 Citrix Virtual Desktops 4B, A= RILTHE,)

MLITER /xenapp BFRE Citrix Virtual Apps. INIRZERIEIETR, M2 Citrix Virtual Desktops.
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S 3. ®E VDA

Uiy acle Machines srd bnages

Virtual Defivery Agesil e Windows Single-seisien 05

Wb sapgii v

xtord Deployment

Citriz Tudic

4% Virtual Delivery Agent %8, REEFHRESRELRIFERRZRIFRIERATIET, BIURHEELH
VDA %2,

i, 7£ Windows Server 2016 i+8#l LiETRERFN, RREEATEZRIETRIERSAN VDA KR, FiEMHIER
FRIITRFRFER VDA R

MR=RAEL Citrix Virtual Apps and Desktops AR ZIFHRIERSG LR (FFAKET)) Windows VDA, M
ETR—FKHE, BRENEXTRINES.

$% 4. 157 VDA MERAAN

Environment

Environment

Configuration
Core Components
Additional Companents lwant to:
Delivery Controller (®) Create a master MCS image
Selact this aption if you plan to use Citrix Machine Creation Services (MCS) to prowision
Features virtual machines from this master image.
Firewall

Create a master image using Citrix Provisicning or third-party provisioning tools
Summary Select this aption if you plan to use Citrix Provisioning or a third-party provisioning
tool (such as Microsoft SCCM) to provision virtual machines from this master image.

Install

I y Enable Remote PC Access
Diagnostics Select this option to install the VDA on a physical or virtual machine that will NOT be
Finish used by any prowvisioning tools.

ERRE L, EEEHIMFAER VDA, LIRS Rt VA FRERMEE Z it B8,
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RIEERE= & B eh=EER Citrix Provisioning TR (W1RHA) , Uk VDA RERZFHE A M1 LAIERIA
=8

ER% VDA R, B¥EMHRESN MSI GRECKRHEHAM) , FHIEHRENE—FEREGSTREPER /exclude it
Tilo

ERUTREZ—:
o B MCS B MREIHKIER Machine Creation Services FiEg VM, EIEZIGETE VM Mg E&R %
VDA, IbiEIIE %% Machine Identity Service, XEERIAER,
Wm{TIEM /mastermcsimage 8 /masterimage
BERTR:

LENMEE SO MGATTEAMIER, FZRMMBIREEFER (SO IR UBERER T,

+ {#/ Citrix Provisioning Si =AM TEIEFME: MRERIER Citrix Provisioning i =7
FETA (g0 Microsoft System Center Configuration Manager) i VM, &ERIETE VM BR&
%% VDA,

WmLITEM: /masterpvsimage

s (NETESSIERFRAGTENL) BRSRSH|OREER. ERIETR TR B ERGRECE T B
BOMDERN S EIM £ 23 VDA,

WmRTIEM: /remotepc

o ((NETRTEHEESTIRERFKITEN L) EH Remote PC Access: EFILETUSTEZERF Remote PC Access
BIYPIEN 2% VDA,

WmRTIEM: /remotepc
BET—F
HTEAEUATERTARER:

o WNREFHLR VDA
o MREFEABZ VDAWorkstationCoreSetup.exe RERER
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TR 5. ERERENAGRLEUE

Core Components

Environment

Core Components Location: C:\Program Files\Citrix

Additional Companents
Virtual Delivery Agent (Required)

Delivery Controller - . : . )
he software agent that is installed on the virtual or physical machine that provides the

Features virtual desktop or application to the user,
Firewall
Crtrix Workspace App
Summary Client software that enables users to access their documents, applications, and

Install desktops from any device, including smartphones, tablets, and PCs.
3 C
Diagnostics

Finish

EZO AN TE L

o« MIE: BINERT, ABERERE C:\Program Files\Citrix s, ERARBEERTAZHIBE, 1
RICEE— N TRAMNME, ZIBESREEMEIRSHHITIR.

o A RIABRT, A2k VDA 2% 3E BT Windows B Citrix Workspace W B12FF, MR E A
VDAWorkstationCoreSetup.exe R%¥#&F, MMARREEZRATF Windows B Citrix Workspace
FFAER, EtERERER,

EH:T-F_ﬁo

wm&fTEM /installdir. /components vda,plugin BT %% VDA fIiEAF Windows #9 Citrix
Workspace B fR12F
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TR 6. LEMMAN

iAdditional Components for Master MCS Image
Compenent (Select a
- ment Maraoemrens

Additional Companents
Drelovery Cantnlle: +
Features
Firsesll
Surmmany
Ingts
Chaye

w
Firssh

Profile Management

"
Ea

MmnAHTTEEERTEANERS VDA —RREHMINEMR AN S IEIE, E6r

g /includeadditional EHMARAKREES— I RS T BAN,

7R, ALER /exclude

TREHTHITE ERTRIANEE, RINRERUR T EEIMENE EERRRED,

“MypN4EMF” DIm

Citrix Personalization for App-V
BRIMERE
Citrix Profile Management

Citrix Profile Management WMI
ks
Citrix VDA A& HE

Citrix Files for Windows

Citrix Files for Outlook

‘TR TUmE: ®ET “Master
image with MCS” (8 MCS
%) = “Master image with Citrix
Provisioning” (fE/ Citrix
Provisioning ¥ =7 T A
BEg)

A
o

£3

M
o

b
i
bvin

1]
™

2it

™

“‘KiE” TE: %7 “BRSRSS
MREEE (ERTEZSERER
4;) =% “BHA Remote PC
Access” (BRTEXIFRIERSR)
P Svin e

AER, AR ERTLAEG,
RIEFE

RIEFE
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“E” TmE: ERT “Master
image with MCS” (f1iZ MCS £t
&) = “Master image with Citrix “Hi5” T@E: %ERT “BRASRSSH

Provisioning” (A Citrix WhEEE (GRATERIERIER
Provisioning ®E=AFETHEE %) F “BA Remote PC
“MypNZEME” DImE BEMER) Access” (ERTRIEFRERS)
MCSIO write cache for storage RiERE RikeHF
optimization (RFEEMIE
MCSIO B AETF)
Rendezvous iYEZE St Rk

EITEAEMTER T RER:

o BIE7EFER VDAWorkstationCoreSetup.exe REEF. Lo, MMAGHHSITETITZRER
B XX
o BEFAL VDA HEFMEMMAGSBERE, NREREIBHMMAL, LINEBNTIBFRLENALT,

EREERRU T EEAE, (XEAHEREERFPRIEETRNIRF L)

« Citrix Personalization for App-V: f1R{ERA Microsoft App-V &8FKINEBIER, BREIAN, FXiF
M=2, ESIE App-Vo

W 1TEM /includeadditional "Citrix Personalization for App-V - VDA
"BFERAMLtRE, /exclude "Citrix Personalization for App-V - VDA" BF
PR LE 4R T %k

o Citrix BPMEKE: RESHETREPMEKEN MSl, BXFEER, BSRAFP MELE,
RYERRIE Windows 10 i+58H E=%E VDA BY, IHAHARER.

wm21TiEM /includeadditional "User Personalization Layer'" BFERAHRE,
/exclude "User Personalization Layer" BFMHEILAKRE

+ Citrix Profile Management: LtAHATFERERAFEEXHFNARMELIEE. BXFAER, BHESRA
Profile Management,

¥ Citrix Profile Management Hipg7E R 2 SME &0 Citrix Director 33 VDA HATH M AN FEHERR
1215, TAPEAGERNERNEL, MAERMNERSEREERSHINKE, FEfiRMEETELE, T
HEFRIFEREEIRNERZET Profile Management Bt EHIAIEGE,

M ERANEE=SRFREXHEEMRAE, Citrix IEINEREHETT Citrix Profile Management
Service, AEFEEFA Citrix Profile Management Service,

m<17%EM /includeadditional "Citrix Profile Management" BFBRBAMRE,
/exclude "Citrix Profile Management" BFHILAMFRE
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+ Citrix Profile Management WMI &4 : LtiEHFE WMI (Windows Management Instrumentation)
st et Profile Management iEf78ME 8 (FIdD, EEXHRMIERF. EEXHRE. ANEEERE
7). WMI 3%\ Director IRItRIEFES.

z

W< fTiEM /includeadditional "Citrix Profile Management WMI Plugin"
BAFERAEH#RE, /exclude "Citrix Profile Management WMI Plugin" AT
IR RE

« VDA AHAIE: {UEAT Citrix DaaS (LLEi#EA Citrix Virtual Apps and Desktops AR$) &, fF VDA
BEfES 5 VDA FHERTIRE. BIIAGEAIZDIREI B SRR AIBT B NBIRIZH S AR B RA VDA, MNREKREIAN
2, WarbiBEEitEN _LiEiT VDA REEFEAR VDA,

WL {TEM /includeadditional "Citrix VDA Upgrade Agent" BTERAHRE,
/exclude "Citrix VDA Upgrade Agent" AFFEIEAHRE

« Citrix Files for Windows: BRI LUES A EEEIHE Citrix Files tkPo 2/, ffiIAT L& Windows
X4 RGEFH— PG IREIE S Citrix Files *E (RFEER2REFEAR). BXEAEE, 581 Content
Collaboration,

< 1T%mM /includeadditional "Citrix Files for Windows" RFERAH#RE,
/exclude "Citrix Files for Windows'" BFELAHRE

« Citrix Files for Outlook: Citrix Files for Outlook #iF@Bkd sz A/ NREI, FHi@3F Citrix Files &%
SHMHE S R FER RIS INE 2 &M, EUEEETECHNBFHETARESE. ERNAENERHZSNXE
EHIBER, BXEMER, 3E2F Content Collaboration,

®<$1T%M /includeadditional "Citrix Files for Outlook" AFBERAH#RE,
/exclude "Citrix Files for Outlook" BFrEILAMRE

+ MCSIO write cache for storage optimization (BTt MCSIO ENETE) : =& Citrix MCS
10 RehigF. BEXEMER, BSRAEIMEEREFEZHNEFENL S G SIENER.

2 7% M /includeadditional "Citrix MCS IODriver" BT B B 4 # % %,
/exclude "Citrix MCS IODriver'" BFHEIAHRE

+ Rendezvous RIFEE: MR RIEHFEHE Rendezvous thiX 5 Citrix Gateway IRELE &R, HAE
BIMLE R AT HIhEENIEEARIE, BREAN, N HTTP K1,

MRRENMAM, 57 Rendezvous REE B E LIEEREA MUt PAC XHRR, BXIEEFAREE,
i&5&i# Rendezvous %,

< 1T%E M /includeadditional "Citrix Rendezvous V2" BF B B A # % %,
/exclude "Citrix Rendezvous V2" BFEILAGRE
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$1% 7. Delivery Controller ithit

Delivery Controller

Configuration

How do you want to enter the locations of your Delivery Controllers?

Additio omponent

Delivery Controller Do it manually -
Features

Firewall Controller address:

Summary Example: controllerl.domain.com

Install

Diagnostics

Finish

7z Delivery Controller i L, #EZEHBNMMANFTRER Controller B9tthiit, Citrix BiVEER % VDA BY1E
Tt (FohigfE). VDA BT IE 27 8@ Controller sEMf. 1R VDA TikiEM, BATAiAAZ VDA LN
EFH R,

o FEhi2fE: (BUAIRE) WNFTRE Controller 8 FQDN, AR&ETHM. MREESLEES Controller, &
ARINE AL,

o UG (B4): MBEFRLIED, ASEERCHIAXZELSIREZAIHERTNIRE BEEUGEE I, 7T
LEFn{TRERSF, &M Citrix AR, ASTESERERE HREE,

+ M Active Directory iR E: (RYHENEMNEERF 2B A REK.

+ it Machine Creation Services B&18E: XZfER MCS FETENNER.

BHET—F, WREEETUE (BR), RESRTERIMEELSIEE Controller ik,

HEEEm:

o WU REEE S FEFIRFF.

o WNR7E VDA REHAE UK EAEIEPIEE 7 i, XEREGERBSREIEDIREMNIZE.

« FETHATS Controller #Ti@EMMAERO, 7 8eRTEM VDA, ERSHBAAERE FEIASRZE
o

 1£487%E Controller & (%% VDA HREIgZ/E) 2/, AILATERMSiMIBR Controller BYfEFR BEhEMINEAEE
# VDA, Bx VDA tifa &I m Controller ¥ RES, 52 VDA .

BEITEm: /controllers
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+1Z 8. Rendezvous RIEfIE

Rendezvous Proxy Configuration

C ratio
- 5 & he source =
ddre
-
Rendervous Prooy
Configuration Erbar math be DAL f
Enter path to PAC file
Features
Far el

NYEHMASTE EEAT Rendezvous IBEE Six1ER, 722~ Rendezvous RIZE BT,
1. EFRAEMINTE PAC XERZEERER,
2. IEEAREUE PAC XERRZR,

o IR http:
« PAC xf#i8=k: http:

AT RIRIR O BB A A RER T TE RN, MRTESRIBRINERE, WEJLUERREH4SRE VDA,

B{TIEM: /proxyconfig

TR 9. BRNEAINEE

Features

Environment
I D Feature (Select all)

il Windows Re Assistanc
i ! Uze Windows Remote Assistance
Additional Components . -
ble Windows Remote Assistance. Learn more
Enable }

Use Real-Time Audio Transport for audio

Features . _
Uses UDP ports 16500 - 16509, Leam more_

Firewall

Egenm L, FRATEANZAEFERNENEIEE,
+ Use Windows Remote Assistance (f£/8 Windows imigtheh) : BELIhAER, Windows iZigthehs
Director WA EF AL AER. Windows i BSIE ARSI TFHESE . (BRIAZA)
BSITIEM: /enable_remote_assistance

o XWEMEAKNEINEH: WREEHMEFRZER VoIP, NESALIhEE, ZINEER LUBT B FFRIE
BHIZEEMMERES. EAERET UDP Y RTP FHIIEEERSMEUR. (BUARMA)
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@eiTiEm: /enable_real_time_transport
- FAREHE BAG, RERAEEANKOKE Windows BiAEHITH. (BRARA)
#91T%M: /enable_ss_ports

o bt VDA EBRLEESFHVM L 1ISEEE Citrix EIRZAMAARS (Citrix Cloud) VDA ZEHIEETR
AIBLUHITEN. IhEEXZF P IRMNAIRAEEEREM. MRENZHEMEA Citrix DaasS, BEEALIZE (RRIAE
A “BEA),

B fTEm: /xendesktopcloud

WMRETEEEE 7 MCS 1/0 B9IhEE, E/701EM. MCS 10 ThaeR1EMI A M TTE LA B,
BE T,

S8 10. BhAtERO

Firewall
Environment The default ports are listed below. Printable version
Core Components

Additional Components Controller Communications
Add Onal Lo ponents

Delivery Controller &0 TCP
I 1494 TCP
Ll 2598 TCP
8008 TCP
Summary 1494 UDP
Install 2598 UDP

Diagnostics

Finish

Configure firewall rules:

%) Automatically
Select this option to automatically create the rules in the Windows Firewall. The rules will be
created even if the Windows Firewall is turned off.

Manualky
Select this option if you are not using Windows Firewall or if you want to create the rules
yourself,

EFAETE L, BRAMERT, R Windows FiAERRS EFEITTT, BABERBAMAE, BaBmITHR, It
MNRBEEATAZHUEE, BXKOGE, HERAMNLERK .

%EE—F_ﬂ;o

WmLITER: /enable_hdx_ports
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TR 11, ERELEFHHRIALE

Summary
Environment Review the prerequisites and confirm the components you want to install. ) Restart required
Core Components A
il il Installation directory
Additional Compaonen
I i C\Program Files\Citrix
Delivery Controller =
Prerequisites
Features
I Microsoft Visual x84 C++ 2017 Runtime
Firewall Microsoft Visual x86 C++ 2017 Runtime
LY Core Components
Install Virtual Delivery Agent
Diagnostics Additicnal Components
Finish Citrix Supportability Tools
Citrix User Profile Manager
Citrix User Profile Manager WMI Plugin
Delivery Controllers
Not specified
Featuras .
4 Until you specify the location of the Delivery Controller, the Virtual Delivery Agent cannot
register with it and users cannot access their applications and desktops.

BENELYHERENAR. AIEAREREREIRZ F1E S ITEH Bk,

({XFRE 2% VDA) % Enable automatic restore if update fails GIREEFHEW, WERBERE) SEELL
BRXMEIERRINEE, BXFMAER, BSRTELARKKEIRR,

HEIFE, BERE,

MRBETHARRELBA, HENARSIERBH—RHZ R, BFEREE L

SR 12. P

Diagnostics
Environment +| Collect diagnostic information

Core Components Crtrix Call Home periodically collects information about system and product configuration,
performance, errors, and more, The information is transmitted to Citrix so our support and
product teams can resclve issues proactively.

Additional Components

Learn more about Call Home.

Features i I
NOTE: The feature can be disabled later.
Firewall
¢ Summary Connect *Requires Citrix Cloud login
Install

Diagnostics

Finish
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FisHnE L, BERESSS5 Citrix Call Home, MREEFESS (RINRE), BRHER. HRTH, BALH
Citrix e &z,

THREEIRIEE (REOREERSS), BF T,

FRARESRREREFN, NRERLERREZHESNBERT RS ISWNE LMERE, WEXFAEES Citrix
Insight Services XHEER, T—FRMGER. EREENIT—N. EEMBRAT—PKRE, EEFHIAEUH
ERREISHIER.

BXEFMER, H2E Call Home,

S8 13. TRt RE

Finish Installation
The installation completed successfully. v Success
Prerequisites

v Microsoft Visual x84 C++ 2017 Runtime Installed
ntroller " Microsoft Visual x86 C++ 2017 Runtime Installed

Core Components
el v Virtual Delivery Agent Installed

Summany Past Install
v Component Initialization Initialized
Diagnostics

Fimish

SR E B & HRBERIMCHE EMIIREMR AR S ETANG

BETH. RIANERT, HENEEHENR. REGTURALLBHEN RS, BETENERBZE, TEE
F3 VDA,

BE A REAHEMITENEME E2% VDA (NREE).

RETFHE VDA S, Boh Studio. NRER KBRS, Studio FBEIIESERITIZES. THE, Studio ¥5S
ZRIBHBENER, ARLIBRRNH. F5H:

o QlEIER
o QIEBITENER
o BIRRMTA

Citrix Optimizer

Citrix Optimizer A F Windows 2ERHFN TR, AI#EE Citrix B SBE MIFRAIR S FA MR VDA,
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%% VDA HRlRAEHEGE, TEHHH %% Citrix Optimizer, i5£i5 CTX224676, CTX XEBES FHE4EELL
KExLEMMER Citrix Optimizer 893588,

BEX VDA
EHENBEREMN VDA, EHITUTIEME:
1. MBTRBEERIZEFS Windows IhaE, %3 Citrix Virtual Delivery Agent = Citrix Remote PC
Access/VDI Core Services VDA, ABHETHABHERER,
2. #EEBEEX Virtual Delivery Agent 188, REREFBGHIY, EAIUEXN:

« Controller it
« @ Controller 3£t TCP/IP iw0 (2RIAF 80)
o EFBHITH Windows BAAiSERO

HEHER

o BX Citrix IR EABRRERNESR, ESE Citrix ZEIEEED,

o EX(IEM Studio BRREEF, FAESERTHELRLEMN VDA AR BTSRRI EN LR ERMMRA, it
B8 Windows “12FMINAE" & 2REMR VDA i,

« RE VDA, 7£[@ Delivery Controller itz ai, AN AEFEEERTARF.

ETHAX VDA EM A EZURMARFERPENES, ESH VDA i

fERLITRE

June 29, 2023

HE:

« MBEAR, HEYRIRAFERARRET Personal vDisk st AppDisk #, E& MR PvD. AR
BMNAZZHFNEN.

o Citrix RIBEEZFE (BFFAIEMNE) KELSENERFAIHIE. BXFEHAESR, ESH Citrix
Licensing %,
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ik

AXERFEER Windows BIERAMITEN LREAM, EXERT Linux BERZHN VDAKWER, E2H
Linux Virtual Delivery Agent,

AXNTAMAR L RREGRL. AFEHTENREZA, FEREELE. XREXERMTIRREEFIHA,

BEEEGSHRITHENRLOME, SHNRRBEERASREFEAUEERBMNIET. BX¥4MES, E2E Microsoft
WX,

TERAS ERERRER TSI, =m SO R T REIIZA, BT Active Directory FREJITEN L. AR
iF% VDA, BXIFMER, BERAEAMAEZE VDA,

MRERTEL Citrix Virtual Apps and Desktops hasA & #5# Windows 2ERFiRA L REH AR, WRER—
FHE, BSESRASENEMEXNER. BSRAFHRANIRIERS

B Citrix IfIRSEGRELERMNER, BB Citrix £ [E1H,

BiFRERE R REFNGSITED, BRITUTRE:
1. 1M Citrix TH=RRHE, FERM Citrix kP ZEA 885 TR R,
2. BREXf. sEZIF ISO X85 DVD,
3. BEAHEERKS, EREAHPREAMFIIRSS.
4. 1EREh2siEAN DVD 30EEE 1SO XX,
5. MABELEM \x64\XenDesktop Setup B, BITHENMGES,

BREROAN, FRITUTHRIE: BT XenDesktopServerSetup.exe, HERRERLANHEIH
TTEIERTH HET

ELE VDA, 5HITUTRME: 51T XenDesktopVDASetup.exe, HEMAZE VDA NH<SITET+
|t AYIEIR,

E R i StoreFront, BHITUTIRME. BTERENKR LMW x64 > StoreFront Xk H
CitrixStoreFront-x64.exe,

EREBERITENRS R, BRITUTRE: BREATREBRITHRSHBHNGSITIRBRIESHITERE,
ERERS MRS, BHTUTERE: Citrix BIUERBRR R,
TR Session Recording, iEHITUUTIR(E: IR Sesssion Recording havis S TiRlE,

Z%=% Workspace Environment Management, i&HiTLU T2/ 353 Workspace Environment
Management EYE S #HITIRIE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 263


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/7-13.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/install-configure/install-prepare.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/install-configure/vda-install-scripts.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/upgrade-migrate/upgrade.html#earlier-operating-systems
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/2212/install-configure/install-prepare.html#citrix-installation-return-codes
https://docs.citrix.com/zh-cn/session-recording.html
https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/install-and-configure/agent-host.html
https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/install-and-configure/agent-host.html

Citrix Virtual Apps and Desktops 7 2212

RAFLEZOAHEESTTIED
A XenDesktopServerSetup.exe LR EROAHRN, UTSHEMER. EXEMNELFMES,
BEHREZOAN
« [ceipoptin ceipoptin [ ceipoptin*] ---
AU Call Home $IBMZE A ALk &K (CEIP) #B. BMENR:

- DIAGNOSTIC: #&#ZikfEalfE Citrix Licensing aEfiEUksE Call Home #iE,
- ANONYMOUS: ##IthfEr]{E Citrix Licensing BEfSURERIRFIH CEIP $UE (FEIRFIEF).
- NONE: #&#ittfEr 2 A Citrix Licensing Uge CEIP #iE,

B % Call Home #iRWEMI¥4E S, 1SR Citrix Licensing Call Home,
BX CEIP #IBWENEZFMES, BB Citrix Licensing &P A& 1T,
B CEIP #iEMEZ¥ES, B2 Citrix Licensing CEIP #uET %,
BXFHERS BT HIENEZFMESR, 1F51 Citrix Licensing £,

« [components component [,;component™] -
ELRIMRVAGNTIR (NESHR . BRERN:

CONTROLLER: Controller
DESKTOPSTUDIO: Studio
DESKTOPDIRECTOR: Director
LICENSESERVER: Citrix ¥rIIERSS 28

INRBEEULET, RLEMBANT WRERET /remove &, NRBRFIELAMS).

(7£ 2003 ZAIRIARZAH, BRHEEE STOREFRONT, XtFhiA 2003 REEA, HERERATESRRE
ERrHiERNEA StoreFront &<,

+ [configure_firewall

9N Windows B ASERRSZIETEIETT, BMEZBAAEHKREA, e Windows B ASEHITHIEEREMA
HHERNFE RO, WMREEANRE=ZSHMERRERHAE, WARFEHITHXER,

« |/disableexperiencemetrics
PG RE. FARIMPRISIZPURER S BRI EEZ Citrix,
« Jexclude “feature” [,” feature” ]

FIERE—THZMNES DRI, IRSBHKXAK, EPFSHLIE. RSIEAMLAES S3E. BREN:

- "Local Host Cache Storage (LocalDB)": miltRERTAMENEBFNRIEE, It
HEIM R TR SQL Server Express LU i S SR E & F AR,
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« [ignore_hw_check_failure

RFHE L ERFAER Delivery Controller, BMEREEMIRZERN (Fld0, BF RAM RE) BRMtt. BXIFH
BEERAEHLE

I:l\—r)

« [ignore_site_test_failure

X1EF4 Controller ZHEXN, BEERT, EEMMELVAKKEEIIFRBEE, FRYULEHT, MR
(FHERE S false), AABERNRKKIBESRREREFRY, MARITHLR. BRIME: False

EARIED, WMREMBIFRZHR SQL Server higads, NZBBRILED, BXIFAES, FS1 SOL Server
hRAHEE

« [installdir directory
BT REAHFNIIEEER. RikH c:\Program Files\Citrix.
+ [logpath path

HEXHMAE. BENXHRBAET. REEFARMEE. RIME=TEMP%\Citrix\XenDesktop
Installer

+ /no_remote_assistance

X &% Director BB M. RARIEA Windows iZizihBhB B P EX Tk,
+ [noreboot

PEERESEREENR. (WFASEZOEN, RANERTFRRENB.)
+ [noresume

HINERT, HREIBPFRHENENBHN, REEFFTIENBHTHREBHHEET. BEEMIAE,
EEE /noresume, MREEHREIBPUNEREHNRAEEHRES, XRIFEEEFH.

+ [nosql

FELE7ERPE 2% Controller B9BRSS 28 £ %% Microsoft SQL Server Express. fIRZBRILIER, &&%E SQL
Server Express LB Eik R EIEE,

LEETRS 22 B F At EH4E1ZHY SQL Server Express LocalDB ;& & E @2,
+ /quiet 5 [passive

RESEPRETEFMAFR RE. MREEE Windows ESEREEFRFIRETIZIIEE, MRZIEILADT, &
BEER R,

+ [remove

i@ /components EHEEMIZOAL,
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+ [removeall
PR E REEFREIZ DA,
« [sendexperiencemetrics

B ALRIWBEIREFTREN ST B LEXE Citrixa WREZBLER (RIEET /
disableexperiencemetrics), ftFaEAMtlE, BREERE,

« [tempdir directory
ZEIBPATFREGRNXEHNER. RINBER: c\Windows\Temp,
« [xenapp

%4 Citrix Virtual Apps. SIRZBSLILED, NZ# Citrix Virtual Apps and Desktops.

AR ]

L T <8 1ERRSS 25 £ &% Delivery Controller. Studio. Citrix Licensing #1 SQL Server Express, 4H{Fi&fs
PREBYRL A& IR O = B BT o

\x64\XenDesktop Setup\XenDesktopServerSetup.exe /components controller
,desktopstudio,licenseserver /configure_firewall

LU T8 7EARSS 88 £ %% Citrix Virtual Apps Controller. Studio #1 SQL Server Express. 4AfF@{SFrEHIB
AigER O =BT o

\x64\XenDesktop Setup\\XenDesktopServerSetup.exe /xenapp /components
controller,desktopstudio /configure_firewall

fERAMIZA VDA ZE2F

FERM Citrix (kP EIEA BEIF R TR R, SAEFRTERZARAEENR, RERBUBERERSIET.
1. M Citrix THEENRGE:

o ZRIERIERS Virtual Delivery Agent: VDAServerSetup_xxxx.exe

o BSIFIRMERY Virtual Delivery Agent: VDAWorkstationSetup_xxxx.exe

o BRIFRIERSZZOARS Virtual Delivery Agent: VDAWorkstationCoreSetup_xxxx.
exe

2. BEBRAETHIXARIRE—NEER, ARETREMS, HERBETERMAE.

ERETEZHIERXY, BEA /extract M43 EKIF, W C:\YourExtractFolder)\
VDAWorkstationCoreSetup.exe /extract %temp%\CitrixVDAInstallMedia
ZERBAFT. B, RIEEAK. ARETRRMGTH, EAAXHTEHMNEBOETIEITHEMAY

o
A2
~o
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« 3F VDAServerSetup_XXXX.exe, #&&fT <extract folder>\Extract\Image
-Full\x64\XenDesktop Setup\XenDesktopVDASetup.exe

o 3t F VDAWorkstationCoreSetup_XXXX.exe, 3§ i& 17 <extract folder>\
Extract\Image-Full\x64\XenDesktop Setup\XenDesktopRemotePCSetup
.exe

o 3+F VDAWorkstationSetup_XXXX.exe, i&i&fT <extract folder>\Extract\
Image-Full\x64\XenDesktop Setup\XenDesktopVDASetup.exe

BRI FHMNIEE, FBTHEEM: VDAServerSetup.exe. VDAWorkstationSetup.exe
5 VDAWorkstationCoreSetup.exe, EFERAEXHTIHAEHER,

MREAE TR RREERF:

« EBEITMIIA VDAServerSetup.exe 3 VDAWorkstationSetup.exe RERER, MEER
XenDesktopVdaSetup.exe &nd—#, BT Z¥EARE.

+ VDAWorkstationCoreSetup.exe REEFFR, RACIHTATHMLEREFN—I9ET,

BT %% VDA Han$1Ti8Im
U TEMEUT— NSNS (RERERF)FEM: VDAServerSetup_xxxx.exe.VDAWorkstationSetup_xxxx
.exe fl1 VDAWorkstationCoreSetup_xxxx.exes
BXETMESHAER, BFSH%E VDA,
» [components component[,component]
EREGMRHEHNTIR (LLESHR . BRERN:

- VDA: Virtual Delivery Agent
- PLUGINS: EAF Windows #9 Citrix Workspace M ABiEF

E & % VDA #1i& B F Windows # Citrix Workspace i A #2 %, &1 E /components vda,
plugins,

INRBBEULIET, RNZEE VDA (F&# Citrix Workspace R AEF) .

tbEmEMS A VDAWorkstationCoreSetup_xxxx.exe RERFENILEM. ZLEEFFERE
Citrix Workspace A2,

« [controllers “controller [controller]”

7] 5 VDA i&fs# Controller 8 FQDN, U= IRHBESISIEER, B7RANIEE /site_guid M
Jcontrollers i%&m,

+ /disableexperiencemetrics

Bl R, FRMbRI PSS BaR EHE Citrix
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« [enable_hdx_ports

NRME Windows By AIERRSS, BIMERAERER, tBaTE Windows BiASEFITH VDA f/S AHITHAE
(Windows iZf2 ihBIBRSN) FREBRIIHO. INREEFAEAMPAESRERAAE, WLAFERERH AE. BXiE
OER, BFEREMLER .

BT HDX BERNFMINEEE AR UDP %O, Bk /enable_hdx_ports &S, EiEHEEL /
enable_hdx_udp_ports i#&m,

+ /enable_hdx_udp_ports

MREMWE Windows BAASERRSS, BIERBREAAE, WiB7E Windows BAASEHITH HDX BiERFHThaEE
R UDP im0, MREAEMPAAEHARFERAAE, WHAFHEEEHAE. BXBEOES, BESREMNE
i {8

Z T F VDA £ BRI B A0 %% O, B& /enable_hdx_udp_ports # Mm%, T E L /
enable_hdx_ports %,

+ /enable_real_time_transport

ARG (LR EMER) BAZEA UDP, BRAZIETRE SN, MRFEERVE Windows
BhKIERRSSEY BT A UDP %0, 1E8& /enable_hdx_ports &,

+ [enable_remote_assistance

£ Windows izi2ihBhhE AER IhRELLS Director E& R, MRIEELED, Windows mi2hBNE1Er
AEEPITF RS IR Ho

« /enablerestore g /enablerestorecleanup

(IR EIE VDA BR) BAE VDA REFHKKRKY B 5hREIRIER o

NRRE/ AR :
- /enablerestorecleanup {ETLEREFMIRER =
- /enablerestore IgTREEFRBRRS, EMERERIF ML,

BEXBFAES, BBRTENHREWEIRR,
+ /enable_ss_ports

INREME Windows FAERRSS, BMERBAANE, WBiEE Windows BiASEFITHREHZFAENED,
REREME AT RERAIE, NWBRFohECE A,

+ [exclude “component” [,” component” ]

FRIERE—IHEMES DRI AEAY, HRSMEGRALBESIS5IE. Fin, £F7% MCS EEMNmE
RERFAL VDA REE Machine Identity Service . BMEMNTFIR:
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ZRIERFRA

RIERIERR

SIERERFAROIRS

Citrix Authentication
Identity Assertion
VDA Plug-in

Citrix Backup and
Restore

Citrix Browser
Content Redirection

Citrix MCS IODriver

Citrix
Personalization for
App-V - VDA

Citrix Profile

Management

Citrix Profile
Management WMI Plug-
in

Citrix Rendezvous V2

Citrix Telemetry
Service

Citrix Universal
Print Client

Citrix Vda Log
Capture Service

Citrix VDA Upgrade
Agent

CSE Component
Director VDA Plug-in

Machine Identity
Service

Machine Management
Provider

Citrix Authentication
Identity Assertion
VDA Plug-in

Citrix Backup and
Restore

Citrix Browser
Content Redirection

Citrix MCS IODriver

Citrix
Personalization for
App-V - VDA

Citrix Profile

Management

Citrix Profile
Management WMI Plug-
in

Citrix Rendezvous V2

Citrix Telemetry
Service

Citrix Universal
Print Client

Citrix Vda Log
Capture Service

Citrix VDA Upgrade
Agent

CSE Component
Director VDA Plug-in

Machine Identity
Service

Machine Management
Provider

Citrix Authentication
Identity Assertion
VDA Plug-in

Citrix Browser
Content Redirection

Citrix
Personalization for
App-V - VDA

Citrix Telemetry
Service

Citrix Universal
Print Client

Citrix Vda Log
Capture Service

CSE Component

Director VDA Plug-in

Machine Management
Provider

VDA Monitor Plug-in

VDA WMI Proxy Plug-in
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SRIFRIERR RIERIERR RITRERFROIRS
VDA Monitor Plug-in User Personalization
Layer

VDA WMI Proxy Plug-in VDA Monitor Plug-in
VDA WMI Proxy Plug-in

¥ Citrix Profile Management Hibg1E =% (/exclude "Citrix Profile Management")z
sh i@ Citrix Director 33 VDA $iTH SN M HR R (F, ERAPEAGEEMBRREL, “MEK”
EIRF “BRIFLEEE DRSS ENKE, EEFRNEENE L, “FHERSENE BRNETRET
Profile Management B9it & AIEIE.

EEERNRE= AR REXHEEMAAR, Citrix MEBINEREHE1T Citrix Profile Management
Service, AEEEH Citrix Profile Management Service,

MREFEHEE /exclude # /includeadditional SHERMNAGRFR, WARLEZAHE,

tEmESER VDAWorkstationCoreSetup. exe REREFRITM. ZREREFSBEHRXETR
TR S I,

« /h = [help
BRepLHE.

”

« [includeadditional “component” [,” component” ]

BRERE-I RS MESHROTEAN, bS8 MAGMUBESIS5IE. 12 Remote PC Access BiEH
EREHNEAT AL ENEMAMRN, HATRER. EEMN TR

ZRITRIFRR SIERIFRR

Citrix Backup and Restore Citrix Backup and Restore

Citrix MCS IODriver Citrix MCS IODriver

Citrix Personalization for App-V Citrix Personalization for App-V
- VDA - VDA

Citrix Profile Management Citrix Profile Management

Citrix Profile Management WMI Citrix Profile Management WMI
Plug-in Plug-1in

Citrix Rendezvous V2 Citrix Rendezvous V2

Citrix VDA Upgrade Agent Citrix VDA Upgrade Agent
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SRERFRA

Citrix Web Socket Vda
Registration Tool

Machine Identity Service

RIERIFRR

Citrix Web Socket Vda
Registration Tool

Machine Identity Service

User Personalization Layer

MBELEEREE /excludef /includeadditional SHERAMNALHRIR, MWRLEZAH,
[installdir directory

BT REAHFNIIEEER. RikH c:\Program Files\Citrix.

[install_mcsio_driver

EMER, MR, A /includeadditional "Citrix MCS IODriver" s /exclude
"Citrix MCS IODriver"

[logpath path

BEXHME, BEENXHRDAET. REEFARUET. BINBEA%TEMPY%\Citrix\XenDesktop
Installer

R TE ER R E AR Ao
/masterimage

REYEVM ELREVDAREN. BVDARENATFUREMTENNMR G WETBELTF /
mastermcsimage,

EmEfER VDAWorkstationCoreSetup_xxxx.exe RERZFR TN,
/mastermcsimage

EE LI ENIES Machine Creation Services —2R M &, LETELTF /masterimage,
/masterpvsimage

18 LT B A EB & 5 Citrix Provisioning sk = A ME T A (0 Microsoft System Center
Configuration Manager) —2#i# VM,

/no_mediafoundation_ack

HIARRE Microsoft iEAES, HESW HDX LA A REH AT EITIT. MRBERILRIE, HER
RERAER, VDA RERRM, KSHZL1EN Windows kA& E Mit =2 Microsoft i#&EAE, B8 N iR
A5k,

/nodesktopexperience

ILRMNREAERINERET A, XM (FRKIRE) KRZE WREEE).
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REREERTZRERIFAZHN VDA BN, FHIEEAEBRNSEAREINE, WINEERIERMNKEAR
Citrix SREIZERIIZH.

+ [noreboot
IEERESREENEE. EHMEEIE, 7AEEER VDA,
+ [noresume

RIANERT, HRXIBPFRHENENBHN, REEFFTIENBHTHREBHHSET. BEEMIAE,
EEE /noresume, MREEHREIBPUNEREHNRAEEHRES, XRIFEEEFH.

« [/physicalmachine

BERIESHS5 /remotepc —EERLHTT RemotePC 2, &N, EREMAFHSES, VDA AIRETL AR

FRERIZITo
+ [portnumber port

NYIEE /recon T gEmirE. AF7E VDA Controller Zia# TBENHOS, LHEENHOMNR
A= 80, M=,

+ [proxyconfig “#hiitst PAC Xfi&1R”

RY&H<LaEE /includeadditional “Citrix Rendezvous V2" B A H%M. 5 Ren-
dezvous i —EFEAMNREM AL PAC XH &R, BEXMEEFEHMREE, B2 H Rendezvous
o
- RmER=: http://<url-or—-ip>:<port>
- PACx##8=: http://<url-or-ip>:<port>/<path>/<filename>.pac
«+ [quiet 5 /passive

RESEFAREREMAF RE. REETE Windows 5 BRI REME B L ZHIEE, NRBERLLE
o, REoERRE.

+ [reconfigure

5 /portnumber. /controllers s /enable_hdx_ports EHLgEamRAn, BEXEREE
B VDA IRE, MIRIEEIETIYRIERE /quiet %I, BEEETEENX VDA WER R HE,

« [remotepc

{UERATF Remote PC Access SFE (BRIERIERS) HPREE (ZRIFRERR) . HEAEMAHENT
# (FE2FI% /excludef /includeadditional EHAVALFIR)

thikmiE#ER VDAWorkstationCoreSetup.exe RERFRTN. ZLEREFSBohHRXLEAN
&%,

/remotepc 5 /servervdi ERAFES.
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+ [remove
fipsi@E /components EHEEMA M
« [remove_appdisk_ack
1210 VDA REZFEIE AppDisk VDA it (IRBRE),
« [remove_pvd_ack
%1 VDA RE2FEE Personal vDisk ((1REBRE),
+ [removeall
gk VDA, ©A=MIER Citrix Workspace R EEF (MMRBRE),
+ [sendexperiencemetrics

Be&E ALIBBRIBPRENSTBENEZED Citrixe. MERBELEER (REET /
disableexperiencemetrics &), AeESHIKE, BR2EmAE,

« [servervdi

LR Windows Z2EHEN L RFEEATRRFRERLN VDA, £ Windows Z2IEIHEH LR
ERATEZRIERERFAN VDA B, BZBELILED,

fERILEDET, ESRRSEs VDI,
RN B F 522~ m VDA ZEiERF,
« [site_guid guid

5= Active Directory (AR 21 (OU) M2 BM—4RIRRT. M Active Directory #{TAMBY, ZITRT AR
ENKESHREXE (BIHBANRIAEZNBMEN) . im GUID 2 Studio HERMLREE. B
FEERE /site_guid#M /controllers &,

« [tempdir directory
ZEIRFATRERNXENER. BRINEZER: c\Windows\Temp,
I E R AR A

« [virtualmachine

{247 VM L% VDA BRI, EIMEBHREIRFE RN, EREERFER, 84 VM 1 BIOS 5
BRESTHMEN,

tETEER A EF AR A,
+ [xendesktopcloud

#=7T VDA B %7 Citrix Daas (Citrix Cloud) &,
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VDA %%l

ERTETMREEFRE VDA:

T E VM ENERIAMIBEREEA TR IFIRER M VDA # Citrix Workspace A2, It VDA SR 7E
B%, FHEM MCS #iiE VM. VDA &#15 Controller —i&7€ mydomain &R Contr—-Main MRS LiE
fite VDA ¥R AP MELEF Windows iZi2 ihBf.

\x64\XenDesktop Setup\XenDesktopVdaSetup.exe /quiet /components vda
,plugins /controllers "Contr-Main.mydomain.local"/enable_hdx_ports
/includeadditional "user personalization layer"/mastermcsimage /

enable_remote_assistance

£ VDAWorkstationCoreSetup i RERFRERLITIRFRS VDA:

LT oS EBSITRERA L REZ RS VDA, LUBTF Remote PC Access 3¢ VDI #8E, A% Citrix Workspace
R ARFEMEMIEZORS. KiEE Controller Bytitt, B Windows By A3ERRSS REVIGR 18 BahiTH. BIERE
WIREH BT

VDAWorkstationCoreSetup .exe /quiet /controllers "Contr-East.domain.
com" /enable_hdx_ports /noreboot

BEX VDA
ZE VDA G, AUBEXZWIRE, ME=@NELEMN \x64\XenDesktop Setup BR, FRATREVDAK
BRYTIRMPNBINTI - HZMER, =T XenDesktopVdaSetup.exe &%,

+ /reconfigure (HEX VDAREE)
« /h /help

« /quiet

+ /noreboot

« /controllers

« /portnumber port

+ /enable_hdx_ports

VDA & HERR
o ERMAEM Studio ETRREER, FAEEERTNE LN VDA AR BRI EERBITEN L REMNMA, it
BHE Windows “I2FFIThAE” 2 R%EFRM VDA £i%,
« REVDAG, 7£[@ Delivery Controller itz ai, AN BEFEETRTAE .

BT EAX VDA EMTS EURMEFREMEENESE, FE5 VDA i,
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BFREBAITENARSS 2RI LTI

UTFiEmY XenDesktopPrintServerSetup.exe &<$HK.

« [enable_upsserver_port

LNk Xk X4

Microsoft Visual C++ 2017 %#% > VcRedist_2017 vcredist_x64.exe
Runtime (32 ii#0 64 1i1) fvcredist_x86.exe
Citrix Z#r A X64 > B S A M cdf_x64.msi
“BRTERSS” RSa4AH X64 > BATENARS 23 UpsServer_x64.ms1i

INRAIEEMET, REZFENELRASTAENE, EEEMLRERFBHHRM Windows FHASERN, =
FRFEFLEERRFREEN AE.

EFTENARSS S8 L RE MG, RIRIRTIECITENY R avis SECE @ATTENARSS 88,

EZER

Bx Citrix AR EAHLTRERNER, 1E5 Citrix 2ER[EIE,

fEFRIA %% VDA

May 19, 2023
=

Citrix 33 & P EFFRH TN ASEEIAEBR R 7R, WFEESRERXA Citrix B, 156
A Citrix 2R A I ARXRE QTR AR,

ASGERTEMER Windows RIERZHITEN ERE VDA, EXERT Linux RIER4LR VDAMEER, B8R
Linux Virtual Delivery Agent 3244,

RENFBRPEEATFE Active Directory s, FHESiMIBRITEHA Virtual Delivery Agent (VDA) KR GIRZS,
5] LUGE A i 45 sk 4847 Machine Creation Services # Citrix Provisioning (LAgi#F% Provisioning Services)
EREBE,

FREARIANIR .
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o MAFTESN VDA ZEMGSEMNNELEZHE “FEATR HENR, EXB=mISOH, REGTE
XenDesktopVdaSetup.exe, EHIRERFP, TEHSRE VDAWorkstationSetup.exe
gf VDAServerSetup.exe.

o BERRFACEEEHEEAMHEN L. EEPRERERUREENIN, WATENENNELZIHE G
NE/B” HEI R,

ERNERTHANER, FEETPRASHE, HRNETEENAEE. KEEFATR MSI REBE. S8RNRE
MR IAEBICRAET IS EBEBIS AR H, XA RAREUET RISk PASS 5 FAIL RIETRFLER, BRI UERITNERR
BRI AFPRASHEPERRMHREI MR, XETRRMTEBIRTEN E#HITAMERNER S .

FERITERREZ R, FRRAFTRES ZEPIES.

fERMARERFL VDA

1. MRENBR LM \Support\AdDeploy\ SKEURAIRIZ InstallVDA.bat, Citrix Bif&sc& 7 Rak4, B
H#TAEEN
2. ‘RAEHIA:

e IBEELREMN VDA RRZE: SET DESIREDVERSION, f5#0, ks 7 o] LUEEN 7.00 AIUEREN
FE# ProductVersion.txt Xk EITEE, BR, TRTLLER,

s BEEEHTPARREREFNINEHRE, EAGRMNEER (HEMNEER). MAEITRSBRERE
MELERFRAS (32 {8 64 i), fflin: SET DEPLOYSHARE=\\f1ileserverl\sharel,

« AL ERTEREPREEHNMBEZME, Flg0: SET LOGSHARE=\\fileserverl\
logl),

o RBEAGSITRERNRBIEE VDA BBEET, BIAERT, WEhEs /quiet# /noreboot
W, FHEEXERET: SET COMMANDLINEOPTIONS=/QUIET /NOREBOOT,

3. BIARBEMAE, BHADELBESERITENN OUs Itk OU MXBEEERE VDA KITEN. EMEDH
OU mitENGE, MATEMEXLITEN LE!T. VDA REFEAFZFIRERFANESSITEN L.

fEFRIZMIER VDA

1. MREAFKLER \Support\AdDeploy\ SREUTRFIRIZ UninstallVDA.bat, Citrix Bil& L&D REMZA, B
NEBFITEE X,
2. YRIEMIZAR,
o IEEEMRA VDA Bras: SET CHECK\\_VDA\\_VERSION, %0, k< 7 alL$sEHN 7.0, A

LITELRE B LR ProductVersion.txt X+ EI52E (730 7.0.0.3018), BE, TExSILAE,
- ALEE AT EHEPXBTHINERZME,

3. BYARBBIZE, BHADELBESERITENRN OUs Itk OU MXEE MR VDA BITEN. BB
OU it ENGE, MATEMEXLEENLETT. BMEaItENFHIER VDA,
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HEHER

o BB BHARITHENRE B EX G FFHRBENLHN, HESE Kickof f_VDA_Startup_Script
AEEHEPRAEHE, ERAUBARNIRIETET. NREBTSREFHEFNZPRESHE, HEIL
BT BAE— S RITHRERR. AR MNEEESXHRESSITTEN LR %tempss Xk

- Kickoff_VDA_Startup_Script_<DateTimeStamp>.log
- VDA_Install_ProcessLog_<DateTimeStamp>.log

EEXLE AR RIZEA:

- BIMERETT.
- [EFICNBITRIER S
- [FHAfcENSm DEPLOYSHARE £Z8 ROOT (&8 AutoSelect.exe MIXH),
- BE853%F DEPLOYSHARE #1 LOG £EZ= #1751,
o B Citrix MMIREAGLELERNER, 155 Citrix 2R [EH,

o EX(IAEM Studio BRREEF, H¥MESERPHETEN VDA AR BTN ITEN LR EMMA, i+
BN “EFMIhEE” BETERR VDA 21,

« R¥VDAJS, 7£M Delivery Controller ;Zftz a1, TABNARFREE@RITEAF,

ETHAX VDA EM A EURNERFREMBENES, ESHE VDA i

£ SCCM %% VDA

May 19, 2023

} =r

AR

Citrix 3 ERIERTEAEFIIER Microsoft System Center Configuration Manager (SCCM) &5k 443
AT AZE Virtual Delivery Agent (VDA) SR MBI RAIEAABEMIE. TFEMASTEMEXE Citrix 3]
A, EER Citrix TP I EEEXREHENEARZIFERM,

7
Z{# A Microsoft System Center Configuration Manager (SCCM) s & MBI 9D % T AR INEE Virtual
Delivery Agent (VDA), Citrix Bi\TE—R5ISBHER VDA 2%,

Citrix R27E VDA REHFA KIS ZHER VDA BELAERF, HXE VDA RERF Z AR BRE R TEA
VDA BELHER
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EX i) =1

LR VDA ZiEFFIBNEMBIMRMEBUR TR, flin:

o RHARMREDEENERRENB A EEEEN B,
o UAIHEMHEMEN G RIRFTEEN, MMBHEMIMENBD.
+ VDA RERZFHRHMELRLEAM (B Citrix Profile Management # Citrix Files) RIaeREEH BN,

SCCM ESHFREEFMAB X TNENRRhE(F.

EXESFT!

WEMBUETNHENBE, €A SCCM ESHFRTTM A TIRIE:
o AILMRENRBYANARBI A E PR — VDA IR REZF L E VDA:

- VDAWorkstationSetup_XXXX.exe
- VDAServerSetup_XXXX.exe
- VDAWorkstationCoreSetup_XXXX.exe

ﬁ;é VDA f%*}l—hﬁ’]ﬁélﬂfm ¥ ]ﬁ *EE}_‘_O
o AR VDARY, %7 VDA MIHENSIL FHFE, REEASE
o BURTEITEN Lia1T VDA R&8Y, [ETEEAR VDA RERFREHZZItEN L.

- {5 VDA =E2FmIE VDAWorkstationCoreSetup_ XXXX.exe B, VDA REZFIEEH!
| %ProgramData%\Citrix\XenDesktopSetup\XenDesktopVdaSetup.exe,

- £ B VDAWorkstationCoreSetup_XXXX.exe B, VDA T £ B F ¥ & #l 2 %
ProgramData%\Citrix\XenDesktopSetup\XenDesktopRemotePCSetup.

exe,

3

« VDA R EREFHNERMUELEMEEME “HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\

MetaInstall” “MetalInstallerInstallLocation” 5,

o Fa<imEm /NOREBOOT,. /NORESUME #1 /QUIET FINEIEM &1 H,

- /QUIET: AREIBERAETAFRE, WE SCCM miztlREdig,
- /NOREBOOT: ik VDA RERRFBEMEMEE. SCCM L BEFENEN R,

- /NORESUME: BEBARAT, ERESEFEEEHN SN, VDAREREFSIRE —
runonce M &% (\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVerS'ion\RunOnce) HENEFHSES, Windows ERZFMRIUSE VDA RiEiE

Fo X5t SCCM skiZMialdl, E7v SCCM A B ML HHAHIRIBH A,
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£ SCCM BYR IR

UTTRBIZETT REIRF.

1. SCCM TASKL: @I EH BT ENRESEITEN.
2. SCCM TASK2: Fia%% VDA,

a) ¥ /quiet. /noreboot M /noresume EHAME G SITETF,
b) BITEEEN VDA RERF (FHMEGEREP— I R/INRERRE).
c) SCCM ARk EE,

o MFREIMNIEN 0K 8, MRTRETN, TEEHBH.

o MRRENEBA 3, BEEMBITEN, RERKEHRESEE SCCM TASK3,

3. SCCM TASK3: #kzzedt VDA,

a) N5 SCCM TASK2 ki&[E 0 5k 8, MIMAEEFHBhTERELERE,

b) SCCM TASK3 E£#7, B3I VDA R#12FiR[0 0 3% 8 (RINREMIN) = 3 (RAMLAEEHRIT SCCM
TASK3), EREMEMIREIBMAEIR, SCCM TASK3 RREHEIRHFLL,

) BEIMEH VDA RERFHNME (MNEXESINFHFHR) EITELH VDA RERF (EASHBERTH
XenDesktopVdaSetup.exe, {RER VDAWorkstationCoreSetup_XXXX.exe,
M7 XenDesktopRemotePCSetup.exe) BREMAGSITSHRME VDA R4, (VDA RE
BRERAETERETRERFIMREFNS)

d) & VDA ZERZFRERE,

« 05 8: FiTh. ZEZH. FEEHNR.
o 3: REXRTH. EFESNITENHESRTT SCCM TASK3, BHEIR[E 0 5% 8, FFEAEMREH
BIMAEIR, SCCM TASK3 iR &H#HIRFHL R,

BXREEIRBIFAES, BSH Citrix ZEREIE,

VDA %L &ap <l

ARNREETEFAR, BFNRTEANRERERF. BXaPTEIFAREE, BSHUTXE,

Remote PC Access Hi&itss

o TS ERAESIEZN VDA 2512 (VDAWorkstationCoreSetup.exe):

VDAWorkstationCoreSetup.exe /quiet /controllers “control.domain.

e

com” /enable_hdx_ports /noresume /noreboot
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o LTSS ERAESIETE VDA 2512% (VDAWorkstationSetup.exe):

VDAWorkstationSetup.exe /quiet /remotepc /physicalmachine /
controllers “control.domain.com” /enable_hdx_ports /noresume
/noreboot

ZRA VDI M&e&Em<

o UTaHSEREAIERE VDA R212F (VDAWorkstationSetup. exe):

“

VDAWorkstationSetup.exe /quiet /components vda /controllers
control.domain.com” /enable_hdx_ports /enable_remote_assistance
/noresume /noreboot

Bl

January 4, 2024
AR

LS IED, FINFHEMERRENRFANEE, 28=EN (a0 Microsoft Azure. Google =i
F&a# Amazon Web Services) fFibSBIRTER ZAIAS HIMTEEZELRTIRF,

i 2R Citrix Virtual Apps and Desktops SERENZ . ©8E Delivery Controller. Efthiz A 4.
Virtual Delivery Agent (VDA). EMEE. HENBRMRHH, EREZOAHFZEIEE MTENBRMNRGH
Z RIS,

WMREH Controller %7t Server Core L, 3&f#H Citrix Virtual Apps and Desktops SDK #1#9 PowerShell
cmdlet Bz =,

EREIESE, I EEM Citrix FP &K EHL (CEIP), CEIP 2MEEZRITEENERBRER, AEE
HZxEF Citrixe KRAKEENRBIESEREEE—THIBELIEET Citrix, A UELIRIL R 2 EEMABTEIENE
BYEAM. BITE Studio SME P RREEMEN~RIZFHETM £, HIZENIESHITIRIE, EXEAREE, EEH
http://more.citrix.com/XD-CEIP.

IRERNAPERATENRERR; BXFAER, BEAZKEL
BREBUERZAEELN, UETHIFEEN L.
S8 1. 117 Studio, REBMIERIERS

SNR Studio MKITH, ERETH, RASBHRESISERE “WReER RSHIRIE. EEIZERE
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TR 2. th KB ZR

FERTIE L, EFE R
s MARFMIREXMER. MREFSEVARFNKSERVER, NWal#—SEFEeI@2TERnBls (3

) ERThR, THRNETHORE, BEHEREERCE,
+ Remote PC Access 555, Remote PC Access ih 2 AFfEE AP BE RS EERE A AE PC,

MRITEQIEN BEFMNEERMEE, aEEHM Remote PC Access 3E, k2, tNRIAAIZE Remote PC
Access ZE, Mol UFEERINSTELE,

BRI NEM, SIBiRE, HEHETE Studio SMEEIALE: Citrix Studio (W4=2EF),

TR 3. BUEE

HEENHESATRENR. BAMEEBSIEREEENET. AXBEFREATMERINFAESR, BSHN
i

=z

AR

WREAE SQL Server LRI AGITEE AT TLS 2%, NRAAERRETERARR IEELIENIRNE
. BIERAGBHNEEREER, RRIEMBENARKIK. WIE SQL Server IEBREEER A (SAN) #
EEESKIRER DNS 2. BXF4MAEE, B2 https://docs.microsoft.com/en-us/sql/database-
engine/availability-groups/windows/listeners-client-connectivity-application-failover#SSLce
rtificates.

NREFLEERFILREIEER SQL Server Express (BINRE) , NERET ZRHERBENRB. NREFF
TEBRFIEREIRERN SQL Server Express 34, NAREH S,

WMRAFEREIAR SQL Server Express, 1BHRELIRIL A ZFIEITEN X% SQL Server Biff, RAERFIET
SRR AN,

NRFEmWRFMZ A Delivery Controller, #BEBEHEMARS S ERET Controller 34, MEILMLLTTER
maArLE Controller. NREEITHEMATIRBEHIRENMIZ, BEERMZAZF7ZM Controller,

S5 4, YFE]

EWAIUE L, FEEFAHERS SMthl, AGRRAERR (RR) BT

« B name: [port] BXIEEFAHERS S8, name 72 FQDN. NetBIOS =k IP #thit, XA
FQDN, IRZB&ImAS, MEIAAN 27000, BEHEE, SHFHERSBMNBILIEE LG, MBS TR
o

o BIEERRY, RAERERMABANE BRFEIRESFRENITRIEYIHAEEE L~ mAFRE ™ Mo
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- MREBLFREBEANIHEN~RZ— M, Citrix Virtual Apps Premium =% Citrix Virtual
Desktops Premium), &EREFA—MFANEEFZEE.

- MREEHBEHTHATLIH~RFEIE (/A Citrix Manage Licenses Tool) , 1Bk REEVFa]IE:

* BEIEFRNEX o
* EXHFREESRF, HIHEFETHRITFEE. XK~ RREERTEREEESNFIRE
Lo EFREERNFB.

- MREFEN~RAETR, NELREHEMTHRAVFANE, WIS E. THHREFAL. FaLER
SBUMER Internet IFIEIIR, 7 BERITIIRIE, EUIIAEPRRmAVIFEIESRINE, Citrix i@
i B F BB AR Z A,

* BHSEM T H.
* EDEFPIREHEES, WA Citrix ZIXBFRHERENE, $2EH7EIFAHE,
* SEFAHEXBA~m EREit Rt 2 SHiFanE L. EREERNKE.

HE, EEERA 30 XREHXABIR, ARREWAIL. AXFHAESR, HSH Licensing 30,

S5, BREE (Y[R Remote PC Access)

527 LS % 8. Remote PC Access,

T 6. THERE. WEMEFME

MR EREMN EEEFHEMIRS ENEMNZ AN AREFMIRE, WA LUEFZAN ENE—NER, harkl
FUILERIEEFENNERR. SIRGRE, FJUERILEENTR, URSIBESZER, BXEHAREE, BEREE
&Ko
o BXREEENELEENGER, BBREENZER.
- MRAEAEMERREFHEMARS EHNEMY (RMREEA Studio BEEEAIAR PC LHKE),
HERERLRT,

- WMREAEE Remote PC Access it it IEABIEMRERINEE, 1&%E Microsoft System Center
Configuration Manager 28!,

BR TSRS, TALUEERTIEMA Citrix TR (5190 Machine Creation Services) siHT A6z
VM,

s BXUEFHENNENE LIEENER, BERATEE FREEMEEFE

s MREFRANBFAIEHBERMT 2B ENERE (FIE0 AWS) , IABFIHXLEERE, EfHEG Citrix
Studio UEBEXLENE=ENERE,
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ST, HiNIhae

TEMINThAETIE L, FILUEERE T EEXEMNIEREThEE. MREPFERMEENTEFMNNEEE, WEETR—
MCEE,

o App-V %% SRR App-V BRZ 8 £ Microsoft App-V &M BIER, BERILIhEE. 21t App-V &1E
fRs32889 URL LUK App-V &%k 3889 URL fliz O S,

MRINVEAMEHRZAE E App-V BN AR, WEEEZFLINGE,
EHEI L HETE Studio PER/ERMEE IR, BXFMAEER, 558 App-Vo

+1Z 8. Remote PC Access

&% Remote PC Access ZBEMEE., 1HE8IE Remote PC Access,

WMREABEMIRERTNEE, ERIRIER 2 A, 7 Microsoft System Center Configuration Manager L5EmECE
$8, GXIEMESR, BB Configuration Manager Al Remote PC Access BigimIEEE,

212 Remote PC Access i

o MRBFERABEMREEINAE, BERREERNE LIEE Microsoft System Center Configuration Manager
ik, EEMEEER.

s FRFNELEEAFRAFRE, FAEEEHRMIFIERPRNRIMEE. 35, ETFEIKATE RSN
kP (s OU) E8.

ERMBFRER, BREGANAF. &FRAFNARA, ARRLHRINAF.

ERMTBENKAEE, BRERDITENKS. EFTENKE, ARREHRNITENKF. 2&H5M00U,
ERIHAAR R, AEBHESEEFXMAXRPHNIE, £E7M0 0U,

EAameIER N Remote PC User Machine Accounts WitB#ER. ZBRE&EEH=IEASH
FINMFFEHENKS, RE=BmtIE& N Remote PC User Desktops BIX{HH, ZAESEERINM
FrERFPMAF A,

TR, B4

BENELYHTEEENEE. NREHITEN, BEA LT, TlE, RELIE, FiRtlRiix.

Wit RECE

BEENRIERESTINR, HERSMERNEH Citrix Studio (Site site-name), ARG % HHEEREFENK S
Ro AUBEBRMRIVIALERN HTML 3k,
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3F Windows Server 2016 %= Controller, hisiMiRIIRERTRES KM, Za SQL Server Express BF
IE R EUEEET SQL Server Browser RS RBINSEM, AT EELAR, ERMR FIIES.

1. BA SQL Server Browser [RS (W0BEMKE), REEHZRS.
2. EE5 SQL Server (SQLEXPRESS) AR

LEARPHRNEN, RSB RIET. BXFAER, BSREVL IR,

BEHEER

B MG, MR E Studio #ild MMC BEFMARETEN LWEES T, NRUGRRMIRZERS T,
MMC FIgEfEIEMaN, fBR75E: EFRER MMC,

BIRHENER
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BB

B Citrix Virtual Apps and Desktops 7 2006 2, SIREMNLFHEFERUTEERAR, WREEMERERX
e RWESEHELER (EOL) MIBE, A BEiEEEA LI LRI,

+ AppDisk (PvD)
+ AppDisk
o NE=EMAEA: Citrix CloudPlatform. Microsoft Azure Classic

BEXiFHER, ESAMIBR PVD. AppDisk f1AZ 2789 Eo

MRBEALEENERIEHNEE, WERERRESIIRITAERTM S RELEARD L FTRE.

YREEFLVE - P HE N AR IFFIRAIRERENRIFAHENENREN, ALFEFEHFLE ERER—
FERMER. KEEFETESFARGE. AXFERES, BERALIE,

BRI EIIEXS EAERERIRZI0

RIBESINRIFANERF, ENSAEENNERE=MEL TR EIRM:

« BRRS/EENNENERE, BUIERENRIFANE

o MREERANRIFELE, BiZFNEEdH, WS5ABETENNMEERBRITICAREN, FHHENEFET,
WA ENERL TR, TERITUTERE:

- ISR ENERR
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- SIZBRMEHMRE
- RITHIRIEE

o MRRBRHNENERZEINERN, WEENERANEREEE.

sute
VAN

MENHEMNNESENTAHENERNENLERTER, BRTETENEGHERRENRERS. S21ER
ERARESITRERSR. SEZIFRERFUBENNERTEEEE Windows HHEMEL Linux i+EH, EREER
HEEX=#,

Citrix Studio 2 EERIBHEREESELURE—MITENER. IBRE—MTENBRE, Studio 2iSELIEE—
MRIGH, 2fa, ERIUESFEIENER, BAUEIREZER,

e

FHRIM B 2B 2E 5] /5 A Machine Creation Services (MCS) =614 (MCS 1/0) ThaE, ML ELHINNEEE,
Virtual Delivery Agent (VDA) #1 Delivery Controller #4432 MCS 1/0 #4k.

BhR

EZOIE VM B R, EIEEMATAIXLE VM, EaTLEERA Citrix TR, 130 Machine Creation Services (MCS)
g Citrix Provisioning (L#i#F# Provisioning Services), ia]UEREE SN TARIREITEN.

EEE

o MCS ZISEIMNBETHNENRAHEE, ©RBEHIMEZMGNEREIERE,

« dNREEMA Citrix Provisioning gIZit&E#H, &2 Citrix Provisioning A4 T X5 BH,

o WNRMFEA MCS fiid VM, NEEZRH—EMEG EHMREHRE) UEERFEETLEREN VM, SIZER
28, EAFERATAEHEE MG, IR OEEZME ERE Virtual Delivery Agent (VDA), ARG
Studio FEBEITBEHE R, EFZME (SHRE), EEEEERPOIEN VM BUAKREBEEMEE.

s MREMITENETH, BMHATABLTENNZ—IHEMTENER.

o NREHIZEFEA PowerShell SDK gIZE R, ATLUSERIMVEEIEFER (VMTemplates), MASMER
B,

o ERRIRTALE RWA AR METINEE. EALAERN, BMTUERRIRERRY, Eit, TEERRIREZHE
o

A MCS = Citrix Provisioning @IiZ2%— 1B R, EEANRESNREENENEE. 25 GIBE— BN
RfYAR), JUERIZEENESHEIRELERE,

TRERNERASZE, BEMETURURERERREER. WRiE, TUEENRRSE. &I Studio FEE
T,
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MCS R4 Windows 10 loT #Z:CirF Windows 10 1oT Al AR, %07 Microsoft b LA T RIEAE .

&% Citrix Provisioning TREMEARIFMEE, 551 Citrix Virtual Apps and Desktops BREETE,

RDS #FAIEGE

HFOIEEE Windows Z2IFRERFAITENMITEN B REY, Citrix Studio A AR ERTEEET NN
Microsoft RDS #a]if. E&E&EMAT Windows ZXIERERGITEN Microsoft RDS ¥aERRT, 1B E
Citrix Director, 7Eit+EHFAESERFTEE Microsoft RDS #FrRIEMIRS. WWERGAFITENIXMEEMBAE
MEETET. BXFEMEL, ESE Microsoft RDS #FRIEE TR AERD .

VDA *#

HAmBERRIERIENEAN Delivery Controller it VDA, FKAME VDA 2SRFEE7HFIBRA T ANZE
o VDA TEFMMFRREE S5, HPiFSEHaIMERR#THERR. Studio EEREEASHUREERRFA
RARMTENERPNITENZE, REEEEHRES.

ERRSAMAEHENG, HEIKFZNINERSIETESSTENESHEGHNIIZER. BFERTEFESMNE
MBBHER L, UETEXZITENNERER.

MRLHESHEFE—SBRENTEN, BEMRZTEN, HEBRDHEN. fIM, MR—FEEETRATRETARI
BEXESUENNESR, WHRMZITEN.

BXFAGER, BEH:

« CTX136668, T#% VDA AMKEHRERER
« VDA RZAHThEER 5!
« VDA EM7E %

MCS BR0IERHE

A EEEHAEE B REVZR S HRMEBEERITHIRIA MCS #21F

o WMREET EMREK (MIFRE), M MCS IR,

o MCS gIRILIRIBRSTTERIA, FHRBRIANKRTEENERDPEXNENFEUE,

« MCS ¥itEM A=l Active Directory, Active Directory SIiZM—& 4,

o MCS gIZmSHIEEN VM B, HASH VM EXFAMEE, BREN VM WRMEESN, TMEEEHFTER
HEELE. MREXT SN EEUE, SMERUBERREUATHELRE:

- RENTEREX, ZEIEANRREEFREEN VM ZEHE,
- ME—py 16 MB BptiaE, AE1 VM REE—5H. 81 VM RESSM0HEE,
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B—NiiE,

HE, FERB VM URAHSKEN, EALUEE FERUZRSNTENREL) B (ZEEH) VM =ik, T8n
EARETE M HIEFHELRBIME. 51 VM BHEESHXMH.

MCS EFiEEEEm

MEERAT MCS NEMBASR. BEMNBEN, FEEZETFZHAE, UTEERHNEEAERME T ELHNIES
I

BREFTRED:
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WEHMRNERHETED VM ASH MCS SERSANTEER K. A MCS gIZNE VM EeIEZRE
LEE 2 MER.

- Disk0 = 8Hi&: G5 MNEEMBEGSHIRIRIERS,
- Diskl = 5pHi#: 16 MB - @8&&1 VM i Active Directory #i&.

BEFmIAR, EORFEMIESHE, URRIEERGIMINEENSA. Fw:

- MCS #E RSN VM SIS NEFHE R,
- MCS g T ERTERIZRINEE, MARR— T RFTRAYEBHE T 3.

MW ERZFIhRE L ATRE S H NG B 40

- Citrix Hypervisor IntelliCache Atz fi& 98 Citrix Hypervisor gl —MRERER, ik
REFEARERFELZEFHUENTMRER IOPS L,

o EPWIEREEFTHE

FENEMNEEEFERN VM IR HESEX . BN EEEF T UEREMEETERNEMBEL
RIEE. HEZTEUESUTHRIFH:

- BEXH
- BETEMN SRR E. fla:
* VMware ¥ E L HRME VM 76834 FH, ESH VMware SEMUE,
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o BT
SIRER. FNTENURERBRIF-EIRSEERm. F5:

- VIEE RO EEREEUMHBNRAEF SN FHEUE,
* EEREIRESEIZES VM,
- BERAFMHENAREREMEEEFRSNMFHEUE. BREERMAREMS.
- EMERUESNMEEUESRTIMNIEMEE, BREMEHNIGNEFESE, BMERPHET VM
ERENNERREES 2 NERWEE,

BEEEEI:

« RAM X/NEZE: Mt BN BIRE R XA ER A/, 81E 1/0 RKHE. BANEFMIREBXH,
o FEE[ZETE: BT ABREETETIAE, FItEEER NFS #

Machine Creation Services (MCS) 7=k

£/ Machine Creation Service (MCS) & fbIhBE (#Rx MCS1/0):

s ENEEFEARETXMH, 51 Citrix Provisioning F#x BRI INEEERl, g0, Citrix Provisioning 5 A&=E
xt#gAD:\vdiskdif.vhdx, MCSI/O EAEEXHEA D: \mcsdif.vhdx.

o BYEELREAIEANEEFEREN Windows S 4R RIIZ K ThaE RISk,

+ MCS I/O REHEATE RAM R EFHBHIIER, UWRESMNZEENEFRRSR. KIEATEERES
ME. RAM MR AS 2 B#H TR, LUHEMMBHNIEHEIE,

BENEEHL EZMNETHEERTAETXHTEHITUTENR:

1. MCS|/O FEBX%#HX RAM &7F, 7EitEN B ReI2#RE7E Citrix Studio FIEEHE A/,
2. BRER VM B, BEHIEHERNK VM ENEEF#ELE. VM BfE, EAEEXH mcsdif.vhdx ¥5

ANFIER 9% MCSWCDi sk &,
3. TAXHREEAIEX S MCSWCD sk, Eitt, HEREXNEEEHETENZE, EEEREANS
ERBITEAHZEEEURITEX AN Xi@ES VM RAM K/MEXEK.

B MCS FHE L EH EBMA MCS 1/0 = 1kThae, i&3& Delivery Controller #1 VDA F4& 2 & # kR 4589
Citrix Virtual Apps and Desktops.
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- SIRHENERE, BEERAILEE RAM MEEKX/)\.

Studio

+ Operating System
+ Machine Management
" Desktop Experience
¥ Master Image
Virtual Machines
Computer Accounts

Summary

Virtual Machines

How many virtual machines do you want to create?

K F

Configure your machines.

Total memory (MB) on each machine:

Configure a cache for temporary data en each machine.

O Memory allocated to cache (MB):

(] Disk cache size (GB):

0 Caching should not be enabled if you intend to use this catalog to create AppDisks.

If you clear both check boxes, temporary data is not cached:; it is written to the OS5 storage
for each VM. (This is the provisioning action in releases earlier than 7.9.)

- BRUBITENBEREMANEEAARA 1903 F2ER VDA B9# VM REBELSEWHIM A TITH: FIRBRHAEMER
mMEERM MCS 1/0 i&BRfE RAM MuEZ KX/ MERBHEERRL,

BERER:

Citrix Virtual Apps and Desktops itz 1903 E247 MCS Z#E ik, LA FEFXHNEANEEFRA,
RHEFHMEREMIREM, 528189 Citrix Virtual Apps and Desktops kikzs#8Lt, MCS 1/0 REHFHIhEER

EREESMNEANEFEEER. Citrix BINEEMTEHRELR/), URFREERE BB TEREFME D R
TERMEIMITTEX G R D TTEXHERKNEESHRS RAM 86X, NRUEEREEXNRE, FIE—
HEN B RHDERANE NEFHE,

B

abE=

=/ PowerShell I BEE R AR EREFHAENER ERBEAEXKALEREGFHANBER, BEEH
PowerShell 2% New-ProvScheme CustomProperties, W8 #HFMIMNIEY PersistWBC, A
FH#aE MCS MEN I BENNEEREEHRANMRE, NHIEET UseWriteBackCache &#5t, HEY
WriteBackCacheDiskSize 88igBHNIEROIETHRRAEA PersistWBC Bl

& PersistWBC zai7E CustomProperties 25 IINEETHIEE:

1

<CustomProperties xmlns="http://schemas.citrix.com/2014/xd/
machinecreation" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-

instance">
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<Property xsi:type="StringProperty" Name="UseManagedDisks" Value="true"
/>

<Property xsi:type="StringProperty" Name="StorageAccountType" Value="
Premium_LRS" />

<Property xsi:type="StringProperty" Name="ResourceGroups" Value="
benvaldev5RG3" />

</CustomProperties>

<!--NeedCopy-->

fERXLEEMR, MRE CustomProperties SHHAKXLREY, FEEEEOAMINME, PersistWBCE
MEMTABER(E: true I false,

MER PersistWBC BHI&E N true, MY Citrix Virtual Ap