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ERXE S NAG I RETETR, NMEBTHEEFRRAFNFIIntE, BXFMER, BSNEERETH.

FiEEhR4AH Microsoft Teams

Citrix Director T ¥ Microsoft Teams k7s 2.1 s EEhRAS,

Machine Ceation Srvices (MCS)
MRIGEIE (FUMhR)
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« Windows Server 2016 Standard Edition #1 Datacenter Edition, f&RE 8% 0%

Citrix Director

SFHRIER S

« Windows Server Core 2022

« Windows Server 2022

« Windows Server 2019 Standard Edition #1 Datacenter Edition, & &R 8B#Z% %

« Windows Server 2016 Standard Edition #1 Datacenter Edition, &RE 8% 0%
B3R

MREAKRE.NET Framework 4.8 (SiE=MA), ZEZREBHRE,

+ Microsoft Internet Information Services (1IS) 7.0 #1 ASP.NET 2.0, #iR lIS IREBACRETHIANE
RERS., MBERRELNE, RIOSRTERBAN Windows Server RENF., A, BAELREZRMG,

o WUARE Microsoft .NET Framework 2.0, #aE&FZREE T Citrix Director MitE#H LWEHBEE,
Citrix Profile Management:

« Haf% Citrix Profile Management # Citrix Profile Management WMI #&f &7 VDA (LEEFHAIHT
A mmE) Lk, #FA Citrix Profile Management Service IE#EiE1T, MUZEE Director hRA P EEX
FRES.

System Center Operations Manager (SCOM) &£ EX:

+ System Center 2012 R2 Operations Manager
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X8 E Director AU

+ Internet Explorer 11, Internet Explorer R &R BER. EEARINAINIE2R&E /A Director, &%
Internet Explorer By, #ZERINGBUERARNNRZLMNRBTUILE. MRELEZNNE, BXERER
BINMISE, EEEIA > Internet ;£ > 54 > EBHIZRUIAHITIRNE.

+ Microsoft Edge.

+ Firefox ESR (" BZ#FhRAN) o

« Chrome,

WEMBTESE Director WRIERE2HIEN 1440 x 1024,

EATESIFIRERSM Virtual Delivery Agent (VDA)

SFFBIRIER S

« Windows 11
o Windows 10 ({X[E x64), @i iFmEahkas,

- BXRRALRE, BESRMIRPOXE CTX224843,
=K

o WIREEKLENET Framework 4.8 (SEEMA), ZERGBAIRE,
« Microsoft Visual C++2015-2019 AIB & {784,

Remote PC Access f£/Itk VDA (EriGELEEMAEYE PC L), 1t VDA 72 Windows 11 #1 Windows 10 £
s#FmE@ Citrix Virtual Desktops Remote PC Access 92 £3|8.

i ZIRAEINEINEE (40 HDX MediaStream Windows Media &) EREZ % VDA 89 EH %% Microsoft
IRARGL, MRZUTENARREREERMN, SEEMRINEEAREBTLIFET, BENERE Citrix REFMITENH
BRI AER, BN, APETEERIITEN. EAZHZLHN Windows RRIFRIERFIRA L, BERETE
REMTE, TEEEBR. B2, N RATEEELESEERBXNEAR; EaILM Microsoft 3t s = A REUZ M4
BEXHMER, BERAESELE,

&% Linux VDA K58, 18 Linux Virtual Delivery Agent £,

E(FEARSEES VDI Thee, ATE=SZEM Windows Server i+&# LEAGSTREREERTF Windows B £iEie
ERZM VDA, BXIES, B8RS VDI,

BX1E Windows 7 i+ E# =& VDA ME R, ESRRIRAEMIZIERS,.
EATEZIFRIERSAM Virtual Delivery Agent (VDA)

SRR IER S

o Windows 11 ({X3z#% Citrix DaaS)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 44


https://support.citrix.com/article/ctx224843
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-prepare.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/server-vdi.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/upgrade-migrate/upgrade.html#earlier-operating-systems

Citrix Virtual Apps and Desktops 7 2402 LTSR

« Windows 10 ({X[R x64; {XX#F Citrix DaaS), HpiFmiFaEmhkas,
« Windows Server 2022

« Windows Server 2019 Standard Edition #1 Datacenter Edition

« Windows Server 2016 Standard Edition #1 Datacenter Edition

RERFREDMBEUTER, REBERETUE Citrix ZENF LA Support X4k E):

o MNREKLE.NET Framework 4.8 (EShRAS), ZIEREEHRE,
+ Microsoft Visual C++2015-2019 AIBE & T8 461,

MRHRREHABATERERSACRS, REEFZEDREHBR.

L2 EAMNEINAE (70 HDX MediaStream Windows Media EEf) ExR#ERE VDA B9t EH L% Microsoft
IRAEG, MRZITENARREREAEY, SEAMRINEEFIREBTFET, BEWERSE Citrix REFEMITEN L
MipREAEERM; TN, APREAERILITEN. EAZEH Windows Server lp b, @i iRES R EEIRRERE
HiitThee, BXFAER, BESRAEERE,

1R VDA EARFREAEG, XESEAIRERTEER:

« Windows Media EEM
« HTML5 #3REER
+ HDX RealTime MK BEGHNEE R

A% Linux VDA K158, &5 Linux Virtual Delivery Agent X,

A x7E Windows Server 2008 R2 i+&#1 L% VDA M58, BESRE M AMNIRIER S

EHEIMEETR
SZREUTEN/EPMEER (RFBIRFFIH) . MREM, WZELIT major.minor iR7s, SIEXLEMRANETR. &R
RO E CTX131239 B8 HFiRAME B IURIER E IR A5,
R e HIFEMB TN T AIFABEFEMA LBZXF. BXFMER, BSHBXINEER XL,
Remote PC Access BiZiMIEEIhaEE /L EZE Microsoft System Center Configuration Manager 2012 k.
RXFNEIWEEERF:
+ XenServer (LL#i#57 Citrix Hypervisor)
CTX131239 B&HHMRARESR, Ukisn BRI,
BXEMEE, 1E51A XenServer EIMLIFE,
+ Microsoft System Center Virtual Machine Manager
BIEA LM EIZ 2158 System Center Virtual Machine Manager kixzssr9E @ Hyper-V fzrZs,
CTX131239 B YFIRAER, MUKkismEMEMAYFEE,

BEXFMER, 5218 Microsoft System Center Virtual Machine Manager Eil{LiFE,
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« Nutanix Acropolis
CTX131239 A YFIRAESR, UKkigmEMiEMmmiEE.
BXIFMER, ESE Nutanix EIMMEIFE,

« VMware vSphere (vCenter + ESXi)
A% vSphere vCenter “SEEER #F.
CTX131239 & HFIRAER, UNEMER R TEE,

BXEMER, ESE VMware EINEIFE,
TEHHNAE=EN:

« Amazon Web Services (AWS)
BxfER AWS FECEIMVIAESR, 5 Amazon Web Services EMEIFLE,

+ Google =iHT &
BXIFMER, EBIRE Google minF & EIMKIFEM Google Cloud £/ Citrix DaaS Ai'l.

+ Microsoft Azure Resource Manager

B XA Microsoft Azure Resource Manager 2 2 IANLE9E 2, #ES 18 Microsoft Azure Resource
Manager E#MEIFE,

« Nutanix =M EFIRERRS R

BXEMA Nutanix M SEUHERRARNER, BFSE Nutanix RIS EHEERRT 2.
« VMware =& 1R RHIRRT SR

BXfEM VMware M SRR ARNER, BHSH VMware =S E R o

BEMEBRRNQEENERN, HFERUATEI

s BEERANIRITFAIE, AXRANREFTIENES, BSRERRAINREEMNAREN (TTU), BXFMF
IENER, BEHA0IEER,

o XEEBIRIES|SEEE Citrix DaaS i, MRE#E Citrix DaaS RPN AB SN, MAMARAE N2
=50,

- f£ Citrix DaaS &, BEEREIFN “TREE", 7£4<#s Citrix Virtual Apps and Desktops &, EiER
E# Web Studio.

- A#yEmASME Citrix Daas #H—RE. Eit, EAESKM Citrix DaaS 1ML AT AR
AR A,
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Active Directory IhEE4 5!

FHELUF Active Directory #FI%ThEELR S :

« Windows Server 2016
« Windows Server 2012
« Windows Server 2008 R2
« Windows Server 2008

HDX

E=Eil

AT Windows 9 Citrix Workspace [z A#2FFEM T Linux 13 # Citrix Workspace M AEFZ#Z 7 ICA
89 UDP =4,

iEATF Windows 8 Citrix Workspace 12ROl H bR,

ESIR ARG HDX ThaEIFFIE R, HX HDX 1h4ER Citrix Workspace ZA2FHIF4ME R, ESRIEET &,

HDX Windows Media 321

LU TEAEZE Windows Media P isIERE. Windows Media EE@M%LE Windows Media Zig4%13
Thee: EATF Windows 9 Citrix Workspace R AR, &M T i0S 89 Citrix Workspace i AEF UKRERF
Linux #9 Citrix Workspace B2

27 Windows 8 i&#& LfEH Windows Media ZPimAEREL, &% Citrix Multimedia Redirector i&& A 2RIA
2R ERFIER > 25 > RAERF > RBIMEFS, %% Citrix Multimedia Redirector, AEEERILEZR
REARINEFIERLEFNIIAME. A1T GPU RIBRZIREMERAAE Compute Capability 1.1 #ESh4aEX
# NVIDIA CUDA 1y GPU; &% https://developer.nvidia.com/cuda/cuda-gpus.

HDX 3D Pro

EATF Windows B&iFRIERFER VDA BEETRRNESEE GPU B,
E RN AEFRYIENSEIMIAT R GPU BidgiEik GPU (VGPU) Th8E:
« GPU E@IhBERT AT

- XenServer
- Nutanix AHV
- VMware vSphere #1 VMware ESX, IttBSEFRNEIMEEEANE (VDGA)
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- Windows Server 2016 51 Microsoft Hyper-V, ¥ & #i&#& 28t (Discrete Device Assignment,
DDA),

« VGPU 2L T I0RE:

- XenServer
- Nutanix AHV
- VMware vSphere

E2IA https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/graphics/hdx-3d-pro,
Citrix B ENIHENMBIT: =L 4 GB RAM, 4 MEHEEREZEDH 2.3 GHz BN CPU,
EfabEeE (GPU):

« E{EFA NVIDIA GRID AP #17EEMLER; 1Nk, =LK HDX 3D Pro 5 NVIDIA Virtual GPU (VvGPU) %%
heas 13 REShAZiF0FE NVIDIA GRID GPU —&2FEA, &21d https://docs.nvidia.com/grid/ind
ex.html,

BEXZFNEMT EEEFIIFNEIIEAETIZR, 558 NVIDIA vGPU software (NVIDIA vGPU 3#4),

o HIEFOBEFTER Intel Xeon Processor E3 %5%I#0 Intel Data Center GPU Flex &5z (b ERZ 0
H, BXEFMEE, 5518 GPU Flex series (GPU Flex &%),

« AMD B mxGPU gEiilfbz#F AMD GPU, BXZEFMNEHIFMAER, 15515 AMD x2i,
BFigsE:

 Citrix 2%%#5 8 & 4k 288, AFREATEGZR, LLRAEREREHMEAFRS, BARBRRAFARERN
GPU,

o Citrix BMBFIEMEIT: £ 4GB RAM, 1M BEHRER 1.6 GHz RESH CPU, EREBREMHE,
BB AEPIgEZEVRE— 8 GB 89 RAM LUIR— M E#HiERE R 3 GHz RFESHIWZ CPU,

o SFZEREEANA, Citrix BIERAFIR&EPEEMNZ CPU,

o AIHRE Citrix Workspace R FEF.

BXFMMER, H81 HDX 3D Pro &xEM www.citrix.com/xenapp/3d.

BRTENAR S 25
BRTHNRSBHEFP IHMIRSSASHAR, UpsClient Aa &1 VDA i, UpsServer AHEREES AT
RS L, EAPSIER@ES Citrix BEFTENREIEFFBCAYHZITENY ST BB 1E X 3 TENARSS 88 s
MU RER S 25 UpsServer Af:
« Windows Server 2022

« Windows Server 2019
« Windows Server 2016
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K

+ Microsoft Visual C++2015-2019 Al & {TE 46
« Microsoft .NET Framework 4.8 (S{EhRZR)

WNFERTERIERERAKN VDA, TEMRERRENAR B HIIEERBAITENRSSBMANS VDA HBREIBIE,
WA AT E I 7 A% P im N AR SS 2R A 1 R B,
BXFAER, BESHENECITEN,

Hth

X245 Citrix WEIERS S 11.17.2 REERE. BXFAER, BSRIF,
BXRRERBMHNFMEE, BSRTRTIR,
BXZHM StoreFront kixas, 35807 StoreFront 2HE K,

MREF Citrix HBRS BEE7E Active Directory mIFlE SEEBHIEES, WEE Microsoft AFRERIEHIA
(GPMC), nR&ym%sE CitrixGroupPolicyManagement_x64.msi (ffl#0, #Ek%E Citrix Virtual
Apps and Desktops #ZOAHRITEN L) , HEREITEN E&4mRE Visual Studio 2015 Runtime, BXiF4fE
B, &2 Microsoft xx#%,

MREFH GPMC 415l GPO, BEES Delivery Controller WFrEHHEN LS RARKEERINEE (1 Windows
RSS2 EERH),

x#FZMNIC

BINBERT, REYFH VDA RERLEERT Windows i Citrix Workspace MABERF. XFMER, 55
HERTF Windows #9 Citrix Workspace B2 i,

BXZEEFFHINERER, BSRAAMNEEF T,

kAR s Citrix Virtual Apps and Desktops Z/L%Z HDX RealTime Connector 2.9 LTSR, BXi¥4=8, &
%% HDX RealTime Optimization Pack 3z,

&% PowerShell fr4s 3 & 5,

SN

May 21, 2024

Citrix Virtual Apps and Desktops R ESMEBRTT R, FIAXLEAR, T el ITER R FEtAEE IR &R,
RN MARER. AR EeM,

Citrix Virtual Apps and Desktops s iFHIT L FigME:
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RARPRIIFRENRERAGNAEETNAEFNKH,
- EEREENEHITHREEEIREXFAEIRENIHIE,
EEZMBENIEROEEE NS,

Citrix Virtual Apps and Desktops £Z4i—#y1A R4 FlexCast Management Architecture (FMA), FMA &9
FEIHEE R T LUEIS BNk R FE R ELETT 2 M4 Citrix Virtual Apps g% Citrix Virtual Desktops.

THREFRREEAXNES.
KgAH

R E Citrix Virtual Apps and Desktops BIERFA, =XEEEER,

EESRTHRERE (N “bR7) PREERAH

. . License
Studio Director Server
User devices [ ¢ ! I
with Citrix
_ Delivery Server
Workspace Citrix P P
St F it VDAs
app Gateway orefFron Controllers |
rl_
(’ Desktop
VDAs
Hypervisor or
cloud service
Firewall Firewall
Delivery Controller

Delivery Controller 2it =m0 ERAMN, SPibmBE— 1521 Delivery Controller, ZE/DRERHIEH LA
H— P ARSEEL, AWM RATEMMATAM, ¥ Controller REEZ MRS L. RENBEPEIFEMNI SR
B EMARS, Controller RS SHFITERS, ML

s PRUAREFNRE

o WHAFHTEHRIENEEZAF AR

« REAFSHERKEMNBERZBRER
« IR &ER

o TEXEERNAE

Controller #9 Broker Service RERBFRMWAFMNBERUE. AFRHAENRERRUKAFRRETREEMERINE
[ZF#2RF. Broker Service &7 PowerShell cmdlet #i@2 TCP #%0 80 5 VDA L& Broker Agent i&fs. EF
AR TCP R0 443,
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Monitor Service WS sSE8iEH R R BT SMEERE ., RS ER TCP R0 80 5% 443,
k8 Controller RS BISURTFETE I R BURREF,
Controller EESEMRE, RIBFENEERERHNELEKHE,

£ €7ES

SNEEZEDEE— Microsoft SQL Server #iiEE, BTEMEBNSIEEE. LEEEFMEAR Controller &y
IRSFRNEH SRR, EHIBRORREIIIEE, HRFRILEIEES Controller BirissaliEE,

R EA— N EEASEREEEN— G REERE, RABLT, XREMEESEREEFREETRENUE, B
1A AT e #HITE 2

Virtual Delivery Agent (VDA)

VDA ZEFMERPEHAAEANS MR BN REM L. XETBYIRENAEFHRE. VDA EiTEES
@ Controller i, Controller #isirRAF RHEMEENITENMZIR. VDA BIHEBITENSAFEE
ZEERE, VDA LI Citrix FeIERBXNARHRIETA, HEANSIERERNREK,

VDA i@id VDA &y Broker Agent ¥ &iE(s B&i#845 Controller 5289 Broker Service, & ZMaMHUE SRR
3B Broker {32, ©i& TCP %O 80 5 Controller i@fs.
“VDA” —iaiBE A FieEMLE T ZRENITEN.

VDA ATAFERIENZRIE Windows BIERS, EATFZRIE Windows &ERSR VDA RS F B EEE
RSS2, EATFERIE Windows RIFRFAM VDA SR(XATF— M FERTISE. E8UEA Linux VDA,

Citrix StoreFront

StoreFront AN AR #HITEMHEIE, HAEEARFBRNKEMNNBEFNEFE SAURERVNABE, €A
A BB EAERHNKSEMEZARER, StoreFront ERERAFWNBEFITHE. RES R MUKREMEIE,
XEMTHERBFESMREZEIRE—BEKIE,

Citrix Workspace W FBi2F

Citrix Workspace 2R REFAFIGEMEMIES (FINEMKE) £, FRFEBHIE. <2t BBIHRXE.
M ABRFMEE, @3 Citrix Workspace B2, aTLEEAR Windows., Web FI##FEIIRSS (SaaS) M A2
Fo MFEEREIREIFEM Citrix Workspace R BEFHRHERIEE, EATF HTML5 & Citrix Workspace R A
EF@TS HTMLS #A8 Web 828R T —MEE,
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Studio

AILER TER N EIBEH A EIEEM Citrix Virtual Apps and Desktops 28&: Web Studio (2F Web)
Citrix Studio (BF Windows), Z</= #4158 Web Studio, 3 Citrix Studio #9528, 555 Citrix Virtual
Apps and Desktops 7 2212 & R g s,

M4 Studio Web Studio 2—1METF Web WEEIZHI&, AFEREMEREAH Citrix Virtual Apps and
Desktops #E, ©E¥ARERA XML, @FEL Citrix Studio (BEF Windows MEERIEHA) MEEREER,
ESRLE Web Studio,

Citrix Studio Citrix Studio 2 E+EEMERE Citrix Virtual Apps and Desktops SHEMEZEIEFIA, Citrix
Studio EERERBHNEREH &P ERNAEFMRENR(T. Citrix Studio RHMNBSKIESEEMISEIRRE. €
BRENABFNSENTEARURENBEFNKE S RA PP IRE EaUER Studio Riksm 2 EMERER
Citrix a3,

Citrix Studio M Controller #2#9 Broker Service FEFFERMER, B3I TCP %O 80 &S,

Secure Private Access

Citrix Secure Private Access Zsithfi# iR 5 ZRAEGSE A StoreFront /£ Web #1 SaaS M AREFRMNZE—IAEIIF, F
REMN BEFEMSEIEHR Citrix Workspace WER S, BMABRTNRNNAERF (W Web RZBEFM
SaaS AERF) RESEEMEIFRNR, MMERASHNEFLZSLESEIMERT. ZBRARS NetScaler #1
StoreFront WIMBRARS, THEWSHMASHITEMENR. BXFEHAEE, BB Secure Private Access.

Citrix Director

Director 2—=ETF Web WIT A, IT Z#FHIAMEA S FEE AR LUFI A2 T B SRR n U TR, LOg
REXERBABRRL, HAUANRELBPARITZHES. AUER— Director BEEZIIFLEMZ A Citrix Virtual
Apps & Citrix Virtual Desktops iz,

Director 87x:

« 3k B8 Controller #2489 Broker Service 328 2iE$k#E, HhE3E Broker Service M VDA 189 Broker
Agent FREXHYEIE,

« 38 Controller 189 Monitor Service B9 £k = #dE,
Director 5/ Citrix Gateway & #IRHY ICA HEEMBS L BIERETHIRERSHES, AEHEENAEER.
TR LER Windows inf2thBhi@d Director EERF SEH S 2R
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Citrix ¥FaEARSS 22

FAERSZ SR EEEN Citrix F=RiFHiE. ©5 Controller BEUEEESMNEFSIENTFT, 5 Studio BEULE
WAHEX o iR E DB —MFLERS 28 U ER SR ISR elE XX

R BRI F S E thARSS

RN EERF R E MRS EE S PRES. XERIMTATUERTRENAEFNEEN VM, B UERFH
& Citrix Virtual Apps and Desktops A48 VM, BN EEEFREATLTATETRMNEEEFNITER
By EMITEMN L,

Citrix Virtual Apps and Desktops ZiFE M EW ERIEFME MRS

BRTFZHENTERINESEER, BEFRERINYSEREFEIARE Remote PC Access. /A Provisioning
Services (PVS) Fiic VM B, W REEEIN EEIZR,

AR

WA EEE Citrix Virtual Apps and Desktops SE/, BXFMAER, ESREXN,

Citrix Provisioning

Citrix Provisioning (LAgi#73 Provisioning Services) R7EFLRAPRHI—NAEAE, EZ MCS &%
B, AFMEEMI. MCS BIZEMGEIEIZ, PVS EIRRAREMEGHEIXTAFIEE, PVS RITIIREN TR
FEREMWERRER, Fit, STUERTERITEMEN. PVS 5 Controller @5 mAFRHE R,

Citrix Gateway

B MNAB A SN ERERERT, Citrix Virtual Apps and Desktops =T LAf# A Citrix Gateway (LLET#FA Access
Gateway #1 NetScaler Gateway) HARRIPXLES TLS WiEZENREE, Citrix Gateway 3 VPX EIN&E 21ER
BXi (DMZ) #E5EM SSL VPN i&#&, B TR AEREE MRS,

Citrix SD-WAN

EEAUFEEUE BFINsii NBEFPXNENSENEZESR, mTLUBE Citrix SD-WAN £ AR 71014 8.
Repeater BJLAEE WAN fnfRItEE, @I EMEHER Repeater, DXHMBIAFKHE WAN EAERE& LAN —Az8Y
H&E. fign, Citrix SD-WAN RILURBERF ARBRARESMMER, UEKMFEEN, FM, BIMERERE M
SFTENEA RS, (I F 3 AMBEFEETSMEE. HDX WAN RARESERS L ESEMES BUERIRTIEE, KAt
PR T T B ESRH oiH T 1 RE,
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HAVER B TERIE

A ETRAGKNITENAR, ATRNAT BY. B AMMNKERERE, HREUHRATSIGITHBRASR, hx
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KZHBENRENNARERF. A—aitBN LS —ISEREFATA. NRRTAFPRERS T NEER,
WAFZEMEMZE, BNAPAUERAR—ITRIEEITEZTNARER. IREZINEITAPERHIBEREE
BR—&HENLEFERNIARE, tENIEEEANTIEFEN T TRNAF .

« ERERERFAPIRMNAR, FEFRAHRMORSSE LEITEN. RAETASENITENRENSE, BUER
PERBRAPZNNARERF.

VM RENRRERF
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M GRIEZIERTAMEHITIER) .

VDI £E
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VDI fSERENZ RS TEATNRE, ERFTERE LRENNVAREFFETIRSBRFRG., Lo, RIEEE
#H VDI KERE, AURXERESREETNHEF. XATHAFR#ITEENMELIRE,
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¥

BXEHMER, 1E2% Remote PC Access,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 66


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/remote-pc-access.html

Citrix Virtual Apps and Desktops 7 2402 LTSR

4% b ]

February 17,2022
SERIMEIROE B Citrix A ERNEER O PEM.
BIANERT, %% Citrix AfE, FEMRERFNENHAIE, US5EINRLE i OHETE,
AR B THOGR:
o ATEFEM,
« 3N Citrix Virtual Apps and Desktops A5 EAth Citrix 7= RHA M Z BFEMLERE AIE, WA LAER )
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AMRFEFLHESBERND, ATRFEEMTERERG, Citrix TERIEFETMRFEREAFISHY
BV RES 1S LARRR, (EREMRIESRT BN, EREIMRZAT, BSBHITED.

ICA ENEER 4

Citrix Workspace A2 5 Citrix Virtual Apps and Desktops AR5 38 2 iBlH9AZE 5 THAERN & 538 R i@ a8
7. EPEERER Citrix Virtual Apps and Desktops RS 288 # T2 it B AR SN BAR I 7. EIESERT:

o EiT

. COM %O

. R

. B

. LPT#%0O

. $TENH]

o

. BSHEEXEINEE
. WIT

FEPNEEE N aRIARAR Citrix Virtual Apps and Desktops AR5 25 UK Citrix Workspace M BEF = m—it
2%, LURHESIhEE,
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Client Server
(PO OO0 OO0 O O OO OO OO0 O e -
’ T ) I H -
T e = e e e e T
y ¥ ¥ ¥ ¥ Virtual Channels L e b b )

Q Q

O g Q O
AEIEIEIE sll2lE]2] [
AeEIEIE AIEE B

=l = = =

ICA ICA

A EELETETE LI EEEETEEEEET F=

WinStation Dnver WinStation Driver

FProtocol Dnvers q----------------------------{ Protocol Drivers

Tranﬁp°lt Dri!'ttr S EAEEEPET PP PRI E L PR R Y Y T Trmﬁpaﬂ Drive[l

ICA Protocol

EINEER SRS SN AR HTEENEF HEIIREHIZFE AR, Citrix Virtual Apps and Desktops T &
ENEE, XEBNBESEEAYETAME=AHNEBEFERRENRGEFLXIASR (SDK) 2—8IZB SHEDE

B

EINBERMT —MHREMNAARERAEMHES. flN, EESEFHZEEREH Citrix Virtual Apps BRS3 28 LiEfT
N AREFRSFF IR RBENNAER.

TR, EHEESEMIREFEEN, SN EMIRIEFHBIRHE—TEENINGE. GLINERIEBIRIEFTNEN,
BLIEEER TN, EBNRBREFERTEMYAIET. BT Windows I{Eis (WmStation) NERENZRE
@B A LA 2 M FSESR S

U TINREB S TMRERZR TR VirtualDriver T RES:

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration\
Advanced\Modules\ICA 3.0

14

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\Engine\
Configuration\Advanced\Modules\ICA 3.0 (ERT 64 i)

o Thinwire3.0 (H%E)
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+ ClientDrive

+ ClentPrinterQueue
« ClentPrinterPort

o BIMEIR

+ ClientComm

« ClientAudio

« LicenseHandler (%)
o« TWI (%5)

. EHeR

« ICACTL (%)

« SSPI

« TwainRdr

« UserEXperience

. vd3d

=

AR

AILUEE AR RFE P — PSS MERBEBRENE P iRThE, F190, MREMFFE A IHEGR, S0k
iR EI AR,

IREEEFFEMRHDEFXHEREZBMNINEE. Citrix Virtual Apps K& i& B F Windows 9 Citrix
Workspace i FEFERXLEX M, EINRAISERE (AFRER) X, miE Windows BzigF (RiR)
e, Bi@A USB Eii@iE iR avi@m USB ko,

« vd3dn.dll -AFREHESEEMAD Direct3D EHiEE
« vdcamN.dIl - W& S35

+ vdcdm30n.dll -FF iRIREH2seRET

+ vdcom30N.dll - F/ % COM i Rkt

« vdcpm30N.dll -Z P imT ENALBR ST

« vdctln.dll -ICA &=5EE

+ vddvcOn.dll - s EHEE

+ vdeuemn.dll - RER PRSI

+ vdgusbn.dll -i@fm USB E#hi@iE

« vdkbhook.dll -#EBRBEE

« vdlfpn.dll -i@id UDP (flsnfzs) B9 Framehawk 2Ri&@E
o vdmmn.dll - Z#E%HF

« vdmrvc.dll -#z5h Receiver EibiEE

« vdmtchn.dll - Z2ftiE 1%

o vdscardn.dll -EBaEEXiF

+ vdsens.dll -2 EINEE

+ vdspl30n.dll -& s UPD

« vdsspin.dll -Kerberos
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vdtuin.dll -3 ZBEBFRE

+ vdtw30n.dll -E /% Thinwire
o vdtwin.dll -4

« vdtwn.dll -Twain

R EINBERRFREMX . Fi0, BILRESI7E wfica32.exe IRl

64 (IFRAM

iEATF Windows B Citrix Workspace MBIEZFRE 64 MIEBN. SAZHRIEN 32 N THFIXG—, XX
PG EE 64 (IRFEMRH:

+ brapi64.dll

+ confmgr.dll

« ctxlogging.dll
o ctxmui.dll

« icaconf.exe

« icaconfs.dll

« icafile.dll

« pnipcn64.dll
« pnsson.dll

« ssoncom.exe
+ ssonstub.dll
+ vdkbhooké64.dll

iBA USB @@

@A USB EINBE LI FERANIZE IR shiZF M EIEERsh#2F vdgusbn.dll:

+ ctxusbm.sys
o ctxusbr.sys

ICA EHEER TIFRIE

EEEUZMARIMNE. Shell GEATRSEM WiShell FIZAF IEu4M PicaShell) smE—LEil@EE, £
LR IEEE R Windows BRBIEE.

Shell mEKBINBERER, FHl90:

« EUEM
« Twain
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o BINLIR

o ZIRK

o TEDEHZ
. X

REBEFANRZRIUINE, Fa0:

o CtxDvcs.sys -BASEINEE

+ Icausbb.sys -i@/B USB EE R
+ Picadm.sys -&FixIxzhagasT
« Picaser.sys -COM O EE M
« Picapar.sys -LPT isAEE @

LT ARSS 23 um B B RE HhEiE

ctxgfx.exe ARFIFEMARRSBNSIERERHLEMEE, Ctxgfx RESHEEERERF (Icardd.
dll, i&MF RDSH, vdod.dll# vidd.dll, ERAFIfFiE) RENFEFERR,

33F XenDesktop 3D Pro #&, ¥ VDA £rItEN GPU 2% OEM EIFZIREIER. Ctxgfx % AERasiER
5 OEM B IREhiZF#1TR B

7%= Windows fREHIEE L LEE

7z Citrix Virtual Apps and Desktops 588 £, RFEEEFIER Windows IRS#HITHE. HEREERRIETH
ZINAEFMRSS LS PRIERM—IZIEN. WERSHRAIEE:

« Citrix Device Redirector Service

« Citrix Dynamic Virtual Channel Service

« Citrix End User Experience Monitoring Service

« Citrix Location and Sensor Virtual Channel Service
« Citrix MultiTouch EEAARS

« Citrix Print Manager Service

« Citrix Smartcard Service

« Citrix BSnEEMARS (R Citrix Virtual Desktops)

« Citrix ICA Status Channel Service

Citrix Virtual Apps LM ESEMEERER Windows BHiIRSIEERN.

RS %8, FRER P InEINEEERET WinStation IEshi2F Wdica.sys B, E&Fin, AET wfica32.exe #
A9FERZ WinStation a2 A% P inEINEE, tREERAT RINBER P it 5 RS 28 Z BiEE.
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Virtual Channel
Client/Server Connection

Client

Virual | WinStation
Drivar

Device

HEER B & A R PLEER R F i 5 AR S5 28 2 BV AR 3T,
1. FPimiEERl Citrix Virtual Apps and Desktops fRE88. FP B SHIFNENBENEBERARSES.
2. REVBHNAIEFE, RENEENDR, HEEFMERS5EEETXNEMESR.
3. BRIREDIREIEF MRS BIBN AEFEAUTRM A EEEHUE:

c MRBSBUBEFEERZINTARNHE, SEBIMNLZXINETR K. &P HERIIBEN,
WinStation Ixzpi2F M ICA R EINBESIERSEER, HIAKEEBAE P HENEIER.

s MREFIREMNRDIEFEERETIRSR[OOKIE, NETR WinStation IREHI2F1E18 1 L X H R,
RS ERIZWEILUER, MSHIA, BEEEPNEEN BREFRISE. TERERSSFEMNBENLAREFE
WEIEE.

4. YRSBVEMBENBREFTRE, BXABNBEHRRAIEDENER.

EREMEE SDK ¢2E8 S EIEE
AR

Citrix SDK 7 Citrix Developer [JF Mk https://developer.cloud.com Frigfi,
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fERESLEE SDK SIZEEEFTEFRMZNIR, EARLLGAIREEFIESRSHEZBNEEBERI. F0, W0
REBARFHRENRE BIEIEEMKN) €A, UESZERIH#HE—REER.

AR
o EINEE SDK EE WFAPI SDK 7 8E4R T BB AR SS 281,

« BF Citrix Virtual Apps and Desktops MR & 141858, HIIEEAIFE ICA SIEPFTH L EINEE,
BXREMER, BEHRINBERITIIRERIGE,

fEH ICA ZFimxt %R SDK SI2E 8 2N EINEE

5ERAEMiEE SDK AL, EA ICAEFIFNR (ICO) tIREINBEENE 5. B fEA CreateChannels 577
EFPeE— RN REER ICO,

BHE:

BT B8 Citrix Receiver for Windows 10.00 XE=hrads (M KiERATF Windows #9 Citrix Workspace R
2F) RBigmTEaM, EELE ICO ENEER R AHMITHINIS T,

REPAEBIER EBINAE

YHI&7E ICA 23FHERERT Windows B Citrix Workspace AR (XMAEERIE) B, Citrix 2 #H9A%
WEMBE LR BN A BT EMIMBRSPEREFIRNE—LEFEET,

UTREE R R AR ERR P LUERN A RETT:

o ZPiE COM imOmkst
o BPiGIRTHAS AT
o B URTENHBRSY
« EPim UPD

o RARAFPAHREM
- J@f USB

+ Kerberos

o BIERZH

o BRERxHE

. BEIRRERE

« Twain

HATERNERFE URES T RR ERITHES. BEENERFRER, HEAURIREFREHOES MM R
Mo ZRMEKIHINT:

o MEEMR
o X{HEH
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. &M USB BEMH

« Thinwire
BE:

FIAERT, HEEBRIEFIEITHEFIHRISEAIRST IR P inlE a2 R FEEE P iR E F iRk EhEs.

Citrix Virtual Desktops £i%5 Citrix Virtual Apps £iE 2 i8]/ EHINEE A B @ INAE

L1&7£ Citrix Virtual Desktops ARZ528 E#9 ICA 2iFHEMERTF Windows # Citrix Workspace AR (X
MAEBRIE) B, Citrix RENASEEINEESUKRERN A RIET.

Bk, 7£ Citrix Virtual Desktops fRE588 £, H—1i51T picaPassthruHook 19 VDA #5, ItiE#ER s
INRB2E CPS RE#BLEET, HEEFRHETHERNEBERE,

BAZR U TR R EINEE R EINEE

P

« ZFiR COM mOeegt

o B ImIXEHERIRET

o B IRFTENVIBREY

« 1BA USB (AMaEMZZIRRE)
o SIRIASTE

o BHRERSH

« SSON

o ERRERE

i

i

Z 2 ICA EiNEE

HBRERREEML. FRAMEMELESENEEANIT. AXEPSRIERFENREXIEH,

REMCE

ERMEMERIT A EINEE, TR SR XA RS,

B EINBEINRERIMIZASEY, BRI LU AN,

R EEE

REALIEIE 32 MEEE, 32 MEEFR 17 MRIAEBFHHEN.
o EINBERMBIKEASEL 7 MF.

s BIZNFRABEBHENME, EENFRHBELE, fif, CTXAUD X Citrix SREDEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 83



Citrix Virtual Apps and Desktops 7 2402 LTSR

EPNBEREFR (HER) ASCI BFR5IH, 7 ICA NN —LRERAP, ENEERES. XLEHRFNERE
ASCIl & MEEDE, ELMEMES. FRNHENEEAHNENBERDNEF T UEREASIEEIEER AR
HEFFEM. VERHRFMA/NES ASCII F5F, HNECSHESEERN, BEERENHRAIE. S MHIENE
B, FIEXEE OEM #RiRFF CTX 7k, N Citrix A,

SER RS HF
EHNEE

=R
HEBABTEER
CDM

CEIP

BIMEAR

Continuum (MRVC)
Control VC

HTMLS #REE R (V1)
BE. BAR

EZ)

NSAPVC

FTED

SensVC

BRe+®

Twain

USBVvC

5 USB VC 5 WAYCOM i&#% -K2M

MR IBIR N SRESR
Windows Media EE& @A

HIFEEIH

« ICA E#li@EE SDK

REXFNER?

[ 7 R

17|

f DN AD

all

Y Y Y D 77 I D 17 N 17 B

i

+ Citrix Developer Network @i$ & fEf Citrix SDK MFrE R ARZRIICIZMNER, ELMEF, EaTLEKE
SDK. REMEBFBIAS., i BIZFMiEM LU SDK SUERIAEN R, thoh, i E3E Citrix Developer Network
Bim, EIZICIEFRRBESE Citrix SDK #1TRAITIL,
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Citrix Virtual Apps and Desktops A =
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7 Citrix EPmIEN L TXH, RiE “WER” B387E Citrix Virtual Desktops &iE=riz1T#Y Citrix Virtual Apps
Rik. TERAT NS

r @) p

ﬁ
ICA Virtual Desktop Ny
— (Single or Multi-session VDA) (MU'ti-SESSiOF:IpVD A)
with Citrix Workspace App

Client Endpoint with 1
Citrix Workspace App 1+t Hop “ / Qﬂ Hop a)

ENRRFRR, SAPERITERIERERSL VDA (FFR VD) REKIERERSL VDA (MTAEAHMEE) L&
7789 Citrix Virtual Desktops B, ZEMEEEMAE—N K=, AP EEIEPEEGE, ATLUEs) Citrix Virtual
Apps &if. EXEMAE MR,

AU AR RSB ER B R 15 A, Citrix Virtual Desktops #0 Citrix Virtual Apps & A R EISLIAEIRM
BERMEB— T ERATA 7 E BRI UB YRR N A RFRE R,

P& Citrix Virtual Apps and Desktops kkas (83E Citrix Cloud iRS3) #BZHER o

FE—MRIBAERARERIER LS RIFRIERS VDA # Citrix Workspace R ABFHIZZRIIVIRA, B MERRMMN
ERZSIERIFRS VDA WRZFORE. BXRZFHRE, HSH~ @7 I5=NHE.

AT RGHEREMED, Citrix BIEASEEEAN VDA AERZER Citrix FF i,

HEE—TERESIRE=R 3k Citrix) EMKEBRARS Citrix Virtual Apps IEESERINIFEF, ZFHNREF
Citrix Virtual Apps ¥#i%, MREMEMSE=HRMWKEHEXRD, SFEFRRTF Citrix Workspace N AEF
FRAM. BHREEEMMRIEMNEE, Citrix JUEERNBERNRERAZ . FAREHRN—E7, FIEREL
FHE— = Citrix Virtual Desktops.

WEX =B HDX B9ERE 2B

BEELT, WRRFHNESNSIEREME—M, FRIF-RSB[INERFEIAENRR. FBORNBEERE Citrix
BEAFFIEENXKIE, Citrix BINEFWPAIEN HDX Thee#THIRNIR, LRRE P ARA%EES A ENIFIRE
=0
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B

EE—TRRMNE- MRS LEARABRIRE (EFMHD). €A HDX 3D Pro &Y, Citrix BNEZINFAZEER
MM RREFES — M IRRRESMIETT, HER VDA rTBRMER GPU HiR.

HEIRERREMBAAF AR, BIRE— MRS E - MRRZENIAIMER, XN FEFIRENEERNLEE

E41 473

RS2 (REH) SR BTNERNEFE T RRPRARE. FZMRSFRITUHEREET S — M ERR#

1TRERDAERRID, MMRSHREMEGRFEFNAE, SHANMMAS SR ATREREIZIE — MR,

USB ig & EEM

HDX BfE@RMMANEEMEN, AIXHFEM USBIRERE, BIEESMRRAERIEN, HERTRIFN
2%, LRBRELER. AXBANNENEEDRANFEAEE, BHSMER USB &%,

E£—MK= (VDI HELAHKME) BFIMRR (BINARER) SRR

B Bk wE (BFiRENZE). i3, USB
ARAEFME. TWAIN 9N MEER
B o

B B ERFMUERATBANIEE.
B Btk BAERALAT, BIHEINEES
EXFA AN BEAN R A ERRLHN
B
ek B AXHF
=

BT USB iXERFIN, BERRAEERES TR, EENEREAFERENNAREFERMSR. BRIV
REEEMNFAERI THTIRIEND, ZNAENRXRIRPLEEE,

IS

WX RRITEZIFA S HDX ThEeFThaE, BLITINEERRSH:
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s NRBRNBEER

o KRR

+ EATF Skype for Business #J RealTime Optimization Pack
» Microsoft Teams K1k

LERMNEE

April 30, 2024
BEFGHTS M IES B NEESEXS, UTRBERHhEREENAE.

BB TEMIRAFSEE Citrix Virtual Apps and Desktops.

HE

BREERE, HAERMBLENES.

o 53 EE. 5RERAZENER. RABERMBIEES XNEENERMUE,
o REEEMBEREZOAMGINEERETL,

« 1XPRAN Active Directory &R,

« BXTARERF. TAMEONES.

LEZOAN

%% Delivery Controller. Web Studio. Citrix Director # Citrix {FRIIERRSS 25, AT LA % Citrix StoreFront,
BXFMER, BBRATEROEGRERGSTLE,

el fE

REROAHHER Studio 5, RARRRELEIES,

ZE—15 %4 Virtual Delivery Agent (VDA)

#1517 Windows 2IERAMITEN LR VDA, EXME EREREEAIUTEN LREYT, ESR%E VDA FiE
S <iTRE, MREET Active Directory =3 VDA, R T RHIRIZ,

SHFRET Linux BERFRITEN, 1B Linux Virtual Delivery Agent Ey3g #1712 E.
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X3 F Remote PC Access ZE, EESENA PC LREEATFERIFRIERSAN VDA, IRRFE %L VDA BR
s, {EEAMIZA VDAWorkstationCoreSetup. exe RERFMMENEFHRHES % (ESD) Ak, (EE
ZEPNET ATHN VDA REERF,)

REAEAN

WMREMRA Citrix BAITENRS 2R, BELCHITINRS [/ LREERSB[BANG. BFEALRERZOAGHEARSTER

dx
%o

B AYF StoreFront ERAEMEMIIEET (170 SAML #iE), &% Citrix R B WIERS.
BERLAPEBEFAREE LITFIEAPKS, BRESVRESEHRES,
(71i%) 7 Citrix Virtual Apps and Desktops & &E % Citrix A,

« Citrix Provisioning @—1alL&AH, AT EI AR EMGHIEEI B Mg & R i+ 8.

« Citrix Gateway BR—HH RN AEFIHRRLMNBRS R, NEERRENAEFIERS N REEFNIRIETS,
MmHRIGIE R B FMEIEN R 2,

« Citrix SD-WAN 2—ERTF Mk WAN MEERIZE.

BIETENER

7 Studio HEIBIERSE, RARKSISERMLIEITEE IR,

BRPE S SYIESEMN (VM)o EIWIET UM MG IE. FERERIMERZFREMRSIRAE VM B, E5%7E
ZENEBIBR—NEREG, A, ELIZERN, BEEZMRE, eI VM HFEERERZRE,

ellfE SR

£ Web Studio FeIZE—MIENERGE, R4RK5ISETMEEZTEANTE,

RALAEEMPLE A P BT LA R)ERE B RP T EN AR A H XL B A RN BEF.

IENAEFA (FIE)

ERERMNAR, ERILERCENAREFH, IAERARMEZERE, SEXMAP— AR FEERNNAE
FRIZNAEFH,

BRIRH!

LEEMERT Windows 89 Citrix Workspace 2R 1912 ERARAE, RIERE—REEIFF. Lia@e
7£ Citrix Workspace R FBEFHIEH LTSR #1 CR FrREFEE.
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BXTENRITRENIZEMES, 55819 Citrix Workspace app for Windows / Citrix Receiver for Windows
Long Term Service Releases (3&AF Windows & Citrix Workspace [z B #25/i& A F Windows #9 Citrix
Receiver KHARRSEhRAS)

HEVARIR

October 2, 2023

BIENSESAAEEE—ITENFRIR, EFRATENKF, JUERMITENHE RFEIBMER T TR
iR, flanasih Active Directory (AD) 3% Azure AD, Citrix Z3F7EA T Active Directory. IIAT Azure Active
Directory. MAT:E& Azure Active Directory i RIINEAITEN LT E EINN HEFEM S,

HENSHER

SFUTIHBEIRREE,

HENSMHER BiBA

2N AD FRIREEZH Active Directory Rl EEN, FaEc
BT EAEER 2 BRI EAARIR AN Active
Directory.

BIMNES Azure AD FRIRBEZH Active Directory HalEERY, #@iZ Azure

AD Connect 5 Azure AD R, TRECHIIHENRIIAZ
# Active Directory, +ENFEEIFMNES Azure
AD., ESAIMATES Azure AD 9 VM BY, Citrix
Virtual Apps and Desktops 3§ VM f1AMAT
Active Directory #9 VM,

XFNERE

THESMISRIIFNEENIFAES.

XFFREIEE
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Citrix Virtual

Apps and Citrix Citrix Citrix Citrix
HEHARIR Desktops Workspace StoreFront Gateway ks Gateway
21N AD = = = = =
A Azure S = = = =
AD
BMNES = = = = =
Azure AD
RIDAE = = S = &
T8 Workspace SIS HREIEF
Azure Active
Active Active Directory Citrix Bi&MN &1
HEHMRE  Directory Directory #<h# Okta SAML Gateway I3
BMAAD =2 = 2 s = = =
[SY//1DN = S ES £ = ES =
Azure AD
BMNEE = = = = = % =
Azure AD
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