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BB HIREITIRMN—E9. RRAPTUREZE®RT citrixbrowser://extensions KBPEESIRAT
Wi BREFETCRIGEMERA XL BEF. BXNAREEEXT BEFNFEAEE, BG4 EE N B
o

i@t Global App Configuration Service &1t T Web i1 SaaS i Bi2/F 80 SSO  Ligl, /A PowerShell
A Citrix Enterprise Browser BEeE# =& % (SSO). &, @I XFhE LA SSO Thak, EaILER Global
App Configuration Service (GACS) F#3| NKIi&E7E Citrix Enterprise Browser & SSO, HIER I LUfE
BX—#i& &R Citrix Enterprise Browser f1#JFi5 Web #1 SaaS M B#EFER SSO., XA AERTHE SR
PowerShell #3RHFE R, B xMMET GACS B SSO K¥4E R, #ES @& Global App Configuration
Service &2 Web #1 SaaS MAEFNESE R,

AR

AR INEEER GACS B8 Citrix Enterprise Browser & B8t & #2560 Citrix Workspace N HEF. B
B, BHAIUEFEMRIHTR. XM GACS FRENRRNAESIHFEMNENIFERER, BSHIEEERME,

BEH RSB RIEET B2 StoreFront  StoreFront BB R SE R (SSO) Thée, AHRFK—HI SSO &K,
ERAX—IEThRER, AP THREET StoreFront iFiRIN AEFN 2 M#HITHHIEIE. AT EFEA SSO ke, 5
5t Web 1 SaaS [ZA#2F UK StoreFront fEAERN S HRMHER (IdP). BXmfEiEE GACS B2 SSO M4
25, 2@ Global App Configuration Service &2 Web #1 SaaS MAREFHNERE R,

7£ Citrix Enterprise Browser T EEE@SHIIE BEESHIWIE (PTA) @ Azure AD Connect B9—ILhAE,
PTA B—HMEMHRIES%, ERALEEN, BREERNEFIHTEIEEIIRSR. BKZERIZIRE, BNer
w7, EXMAER, FRHTENERSSMNHIERSSRBE, URIEAFNERE. PTABEEENEFRKITE
MASH RS BEE EERENEF HITENEMARLINER, B% Microsoft Azure AD BB S 7330 IEHT 40
&8, &8 Microsoft Entra seamless single sign-on (Microsoft Entra T8 RER),

ATEFHITEESHRIE, BHE Windows kP EI2F 7 8E1E Enterprise Browser F5FEETF Azure AD
BIF RN R AR HITR B, BERZEEEI Windows ki EBiZ2FEE#N ExtensionInstallForcelist THY
BEIMTIRN—ED, BXEBERFGET BEFENIEMAER, BRARIET BEF.

1T MARLAFEDNIIE U, BEATESNSLAFIERD, fIMARNEARFIREXE, BERT
Windows #9 Citrix Workspace RZAB#2~ 2311.1 (XRF Chromium A 119.1.1.60) #2, EIIEHA] LUEIIX
LEIFAES.

« App accessed (AiRIBIN ABIER) . Enterprise Browser {2 {tE X R B HRNFRENBIEFNESR, B
1RBIZN AR E SRS ST

« Traffictype (GfiZE3E): Enterprise Browser i2{tE X #iBRHELIXE23E T Secure Private Access
BRI RIENER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11


https://docs.citrix.com/zh-cn/citrix-enterprise-browser/gacs#mandatory-custom-extension
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/gacs#mandatory-custom-extension
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/manage-sso-through-gacs
https://docs.citrix.com/zh-cn/citrix-enterprise-browser/manage-sso-through-gacs
https://docs.citrix.com/zh-cn/citrix-workspace/overview-global-app#frequency-of-fetching-updated-settings
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https://learn.microsoft.com/zh-cn/entra/identity/hybrid/connect/how-to-connect-sso
https://chrome.google.com/webstore/detail/windows-accounts/ppnbnpeolgkicgegkbkbjmhlideopiji?utm_source=ext_sidebar&hl=en-US
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iEATF Windows # Citrix Workspace R RiEF

ZE 53 Enterprise Browser RHIRLRFES, H@EIER Citrix Cloud # A/ Citrix Analytics RS, EF
Citrix Cloud /5, £#12! Analytics (93#7) > Security (Z£) >Search (%), FiZUE, EAUUSEZEIE
RED TN BIEFMEE. &% Citrix Analytics B93¥4EE, BSRN I,

2311.1 FEVRARTE AR

o X§% TLS thillhkzs 1.3

BXEATGIRINAEENTTEIIR, BSRE AT G EIThEE T E,

2311.1 FEREMIEH
s WF2MRE, REEFAFAELFREMATEA SSON BET, BXERER, BERETHARFENS
%, [RFWIN-32482]

« MREAT SSLABXATREAREMN, BB TENBEFRRN. MRBhT XENBRERF, WHEE
E—ARS#B LEMNS— N EENBEFNENERIE (RIEHRSF) PEM, MEFRHAEFERSIEFBHZ
R FAER, S804 Broker RXEIMYIEIEIER, [CVADHELP-24549]

RIE[EE
s MBNENABERRTEEHER, NEMEEEETXIERSG, ERT Windows B Citrix Workspace [z
BiEFtamhEsI=iE. [CVADHELP-23771]

« HNABE URL WIREER (TLD) D FRANFRHERSE TLD BY, EAIRER ARG AREE. [CVADHELP-
23973]

o ERAERFRSHRIEN, RNEAEETESAMHERUTHERES:
‘LR BEERFT. FERAKRRAZR.”
EATF Windows #9 Citrix Workspace M AEFF 2309 RESRASHILR®, [CVADHELP-24127]
o ERIBEFTERINMER Azure AD BN =R ARG, FERRESKEIUTHIRES:
‘TokiEETIRS 28
Citrix Workspace M ATEFFHRZ 2309 #1 2309.1 &H#tkE M, [CVADHELP-24187]

o BNfE7EE Workspace =8 WSCReconnectMode & & 7E Windows E R E#iEiE, HAEBRT
Silent authentication to Citrix Workspace (@ Citrix Workspace HIEIRTREHIIE) RESET,
A SAML2 70 FAS B4583ER) Citrix Workspace M BEFHAIBET A E RIEM BN BshE R, [CVADHELP-
23018]

s BMEEFRBTEF IR USB i&&MBMEERE, Bloomberg g4 5 £YHFEIRBIR R AT 88T 5% B 5hiE .
[CVADHELP-22673]
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o EEIBRSSEMHTE (GSLB) URL B, Citrix Workspace AJ8EfEAERT BN A B E LA RMNER. HE
E237H StoreFront ARES22BEIE M2 FHH S GSLB ZHIBIEM [P (VIP) ik FEegfyial et & H It #,
[CVADHELP-22467]

RBF{&R

o SRAEBE SN ABERRIH iRk K. [CVADHELP-23733]
o ERARENRIERYHGSITERLAEEEEN, S EESHR, [CVADHELP-23801]

+ & GPO BB Z MKFHBEEMEZ MMM/ BT, Citrix Workspace A2 BLNIREIFRBKFNE,
AFEEM R MKF, [CVADHELP-24018]

« EEERRESESH App Protection Si%iERLEEEAT Windows #9 Citrix Workspace B FE#2 2309 ki
ABY, HEHES FAETSLEE. ThRERME i Corsair K70 $#& EREFH, [CVADHELP-23450]

o EEERFES, BRERERFEES, Citrix Workspace RREF LB RITIT Al se S I 8 50,
BEAILEE,EEM StoreFront iy default.ica e, FRrEMIE A C:\inetpub\wwwroot\Citrix\Store\App_Data\de!
¥ RelMouseSyncTimeout=xxx(min 10 to max 1000) #FHmME [WFClient] B4,

%

FiRm BIgE TR R

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\Engine\Configuration\Advanced\Moc
Z#F: RelMouseSyncTimeout

HA: FREB

f&: &/IJVEHN 10, &AEHR 1000

[CVADHELP-21829]

o BORERERE, ERAEMEREETENAERF, AEHK Enter B9, BIE7EXAT Citrix Workspace [z
RFZE, ZHAREFHBEITH. [CVADHELP-22700]

o ARLEERT, 4 Citrix Workspace ARRFEEZBHNARFIREN, SRESKIIBERERES, HP
—&HBHMAENEEF, F5—%79 Toast @A, [RFWIN-31561]

- BRASAEVTEIEEUESEASHERN, NREMTHEHETREEHRE, EaltEBH Citrix Workspace
R
“WNREBRER, EERTIENUREAEEER shell LUEHITEMIFE.” [RFWIN-31949]

o HEFNBANBEEANESRE, MREREAFASIE, NAESER—REIRES, [HDX-54552]

o WERRSIEFHRNERGH T ERTAERIEIT. HEEAEAT Windows B Citrix Workspace R A2F MEE
NRASIERNSITFEINKSE RN AREFNSHI R, [HDX-47317]
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o EERHHIARERFFERIMN, ERSIRAMEKE, ®E T Citrix Workspace M AREZFHRFH
GPU R FHEM DR 2 U IR, [HDX-57621]

o R4 2311.1 keAs#y Citrix Workspace ARG, EalaETx A% Citrix Enterprise Browser TE LR35,
hRE LITH PR iLiEE, HPLtR@EER Citrix Enterprise Browser &% R %) Citrix Workspace
R AR a7 2z %, [CTXBR-6386]

BRRE

o UEERITEEEEAELRGHNNAEFSSEEF LR, WebView RS2 aIse& 27 Citrix Workspace
[ AR EEs. [CVADHELP-22108]

+ M Citrix Workspace M A2 1z#% VDA BY, ESgENBFEETR 32 M FR. Eitt, FLEHAREF
REEEERPIHRRIEPIRGZ&E. [HDX-53084]

2311.1 FERB)E

o LTS EMEMEE 200 MFRE, REFTELFEEMREMSIE, [HDX-58341]

+ Citrix Workspace M Ai2FERRE LT8R % #F Windows Surface iz iRMAKER, YEELRERX
TERM Windows VDA £ IEN S EIILRE, BRAZEZREEOENTITARIE, ABER Citrix
Workspace 2. [RFWIN-32050]

s MREEIANARFIREARENLFITRS, =idBE Citrix Workspace ARRFRIRERKRN, RRT
SRRTEIRH Citrix Workspace M ATEF 2 HiI, A Desktop Viewer T A FEZED LA SEREITHNSE
EAR FAfZFRIERE, [HDX-59129]

c BERRARE, TeREX T ANENREAIEEBINE. WAERIENRETRERREE S
[RFWIN-32051]

c TEENRENERBHGRETNFHRIZHADEFENABRIETRN, EURESIEINHAMENR.
[HDX-59798]

o B, EMEIRE T EMRNISEEEMMNKIFDEE, AT ZEBMIFS USB E5i18&E, HILEEREN
BELFRIFEEL, EXLEERT, #ANEEERNFIREUEFEIRETIRF. ERIUERUTHRRS
SRARR I 1B) 7R -

- WP SIEERE, A USBigE, AREMEEIIRIE,
HE,
- KT USBigZHBHENIEN. IRFRSBUSHRHMIIFEREN, [HDX-34143]

=

AR

BXEBHRAFREENTETIR, HSRERR-.
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iEATF Windows # Citrix Workspace R RiEF

FHAkR A

RESRBRM T HXHENRIE Citrix Workspace [ H 4 6p [B H 21202 215 M RHAMRA TSR BB E
BYRERIE B

2309.1

FEINEE

kR AR T BB F R B RERI AR E MERYIE) L,

Citrix Enterprise Browser

e AEIEETF Chromium kiiz 117 89 Citrix Enterprise Browser hg4s 117.1.1.13, %% Citrix Enterprise
Browser #9345 S, 1527 Citrix Enterprise Browser 344,

B2 R

o MR ICAXHEHTEH T ICA XHHXXHEFEL Unicode SAERIBEFHE, BRI EBHRIE. NYEMEAN
WESAIRIN AEEH I EHTEMIRIE, AEFERZY Citrix Workspace N BEFBohE AN BEFHEE
B, AsHBittiag, [HDX-55649]

s FRABLITREERT Windows B Citrix Workspace M A#2FARZS 2009 BY, AIRER I TESHEIR:

- STOREO 2% - NAREZMAEETERFNNSHA—FERES, RREAERNNAREERI.
- STARTMENUDIR #1 DESKTOPDIR - ZES=HEEMNBATR, HERTRZAINBZMEIEER.

[RFWIN-31704]

o MRRFEHRLET.NET Runtime 6.0.20 SkEShi4ds, BRR%.NET Desktop Runtime 6.0.20 XE =R
7, fEE1ERE Citrix Workspace R A2F RS —&KH#EiIRES. [RFWIN-31817]

« 7£ Windows 11 LizfTh, REE#EIRINEETE Citrix Enterprise Browser hixas 117.1.1.9 & wAi=
17, [CTXBR-6181]

o EEARIN AEF PIBRMAE, EAERERIMELE, 27T Citrix Workspace MARFHN RSN
GPU A IFE 4RSS HII R, [HDX-57621]

s FRAEMEERIER, Ctrl+Alt+Break BEREAXTERMBIME. LERBREAXBTIAE
Desktop Viewer TEZAREER, UREFOERS2REI ZE%. [RFWIN-31815]
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iEATF Windows # Citrix Workspace R RiEF

2309

FEINAE
AR

BARRAR, 1E#R Microsoft Edge WebView2 Runtime kiizdsAy 117 SiE Sk AS. B TEINERE RIS
LURENEHTINEE AR 5 R 2 XIS,

AhRZAS RGN T LURIORE:

o NET WEMGERMA
o IESRRIEINN AIEF K E B AL
« 7£ Citrix Workspace R FARZFHRFIEEPRNT “HEHR %M

- &ixF>% Citrix Workspace N BZ2FHI R 15

» k8 Citrix Workspace [ FEF B REE Bt

s FAGTADKERERRRAS

o BAFEEMZE Citrix Workspace N AREFHH<S

o HERT B BRI EBEINEE

o Citrix Workspace BRI REREF BN AT
o ¥ EDT BN [BATEAR]

o {fi1L#9 Microsoft Teams BIE

« App Protection

- XHENEEER
- REREUN
- 72 DoubleHop & EA App Protection

« Citrix Enterprise Browser

- i@ Citrix Enterprise Browser #17 &{530iE

NET s EAMM&ERHE  BRT.NET Framework 4.8 4+, 5 FRABEERAMNPRAY x86 1 x64 R4, Citrix Workspace
N BIEFEEE x86 HrAH.NET Desktop Runtime 6.0, BXi¥4EE, ESH NET EXK,
BRI B AR FR T2 PR M RE S oA I8

AR

8 Citrix Workspace R FA#EFhiZ 2305.1 RE@RAE, LIEESEATENARME, 8 2309, &R
FAHY BE S,

Hl, Bal#ENEENAFREAER. AP RIREIEEREMN, HERAPXHATIHEE, FRABENEEE
FSH,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/improved-virtual-apps-and-desktops-launch-experience
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/troubleshooting#addition-of-the-troubleshooting-option-in-the-system-tray-of-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/troubleshooting#send-feedback-on-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/session-experience#sustainability-initiative-from-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/keyboard#configure-keyboard-layout-synchronization-using-command-line-interface
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install#command-to-cleanup-and-install-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#enhanced-domain-pass-through-for-single-sign-on
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#introducing-new-installer-for-citrix-workspace-app
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview#support-for-edt-lossy-protocol
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#optimized-microsoft-teams-updates
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#app-protection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#important-update-on-file-names
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#policy-tampering-detection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#app-protection-with-doublehop-scenario
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#citrix-enterprise-browser
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about#authentication-through-citrix-enterprise-browser
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements#net-requirements

iEATF Windows # Citrix Workspace R RiEF

BHENNAREFNKEREAREEEFE. B, HBEEEATF Windows & Citrix Workspace R 2R L2
MY AP RFNELE, IR TILAF RN TREXRHIRSHEXER.

BXFAER, BEEBRENET B AREFIRENEDRL,

7£ Citrix Workspace B ARFHNASIETFNT “QEHRR £ SINKIEHRERERN TRERFERUK
A THEHR. AR BREMNTREA FTANRSIEESH Citrix Workspace M BEFENE, AEERHE
HepRITH# TR,

“HIEHBRT TRV AEDT
o KIERIB
o WERE
- WERE

- EEVARFHIE
o #EY

£ixH % Citrix Workspace L AREFHRIG &KiXRBERAIFEEH Citrix £ Citrix Workspace R A2
FEREPRERBRINEMNE, ShaURREN, UBBIEIIREER Citrix Workspace [ AR2F AR,

BXEMER, BB Citrix Workspace NARFEHNARFITRETFRMT “BEHR £,

kB Citrix Workspace L AR2FMalfE L RITY BRALINERS, HAFPXAENSEN, RASRREIHS
ERiE. WRE Windows RMERFHREATERBEAFRERN XA VM, NILINRERTRERTH&EER,

BXRIFMER, BBREE Citrix Workspace WEEFHBIAFE L BT,

BT A< TRERERERBRAYNHS  Ual, ERILUER GUI INEHREREXFKREERERERAL, it
FRAH, SINT BT ERGSITRERERETRRATIFB L.

BEXFAER, FEAEAGCTRELEREMNRED,

BT EEMEE Citrix Workspace L AEFM&< A /CleanInstall &#{EERZAHENFAERRE
, BISNSCEFIEMRE, REESHMRENMAH Citrix Workspace MAER.

a0

CitrixWorkspaceApp.exe /CleanInstall
<!--NeedCopy-->

L 1L# Microsoft Teams HEHT

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/improved-virtual-apps-and-desktops-launch-experience
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iEATF Windows # Citrix Workspace R RiEF

BPiEH#EH A Microsoft Teams #%& 0 EOL 2024 &£ 1 A 31 B, Microsoft 7/ VDI Microsoft Teams f#;
k832 Microsoft Teams St EFOAF RENZHE, NERHLZEORKR. HAEALZIFLEONEER Citrix Virtual
Apps and Desktops # Citrix Workspace [z F#2FhRas 7 Bedr 4L E A F LR LB Microsoft Teams ThaE. BHXi¥
MEE, ESREVEHHA Microsoft Teams #&MO EOL,

Ef7 A WebRTC #2189 SDP 183X (B it%l)  Citrix itXITERRhR A<+ 7 FH WebRTC 3¢ X451 SDP &z (B it%l)
B HE, HAERZIES—ITRIM Citrix Workspace Rz B2 HRZS 7 e 4k 4255 A FLE R LAY Microsoft Teams I
BB, BXI¥MER, BEBRERFH WebRTC F1iy SDP #&30 (B it%) »

App Protection

XHENEBEH EEAT Windows B Citrix Workspace M RIZFBIRRARAH, KR FRAIRER T XM

E

MEXHR

EntryProtect.dll
entryprotect.sys
epclient32.d11
epclient64.dll
epinject.sys
epusbfilter.sys
entryprotectdrv

epinject6

X &

ctxapdotnet.dll
ctxapdriver.sys
ctxapclient32.dll
ctxapclient64.dll
ctxapinject.sys
ctxapusbfilter.sys
ctxapdriver

ctxapinject

XETHBIAREE ¥ProgramFiles (x86)%\Citrix\ICA Client fiI&,

MREEF ERERXGBRMEIFERHNATTIRTR, EEHRIFTIR.

REREUEN 91 App Protection Mk REHRM R BEIZREWIREN, REEAALNINEERTBA LA F AR E

HMNBEFNEERE. MREVEREEN, ENNAEFHISERIEFREL, HFERUTHRER:

Citrix Workspace App X

Session is terminated as App Protection has detected policy tampering, Contact your
system administrator.

—> Copy text to clipboard

Close
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams#upcoming-microsoft-teams-single-window-eol
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} =r

AR

Lt IhBERTEENE &£ 19 Citrix Virtual Apps and Desktops Hras& % /7 Fo

BREESRNINERIFAER, BSREEEELI,

i@ Citrix Workspace N AiZF12fit VDA WeBSEmE=IhaE  LIAT, B App Protection /g, & 3tikad
Microsoft Teams ZBs@E£=, FEH App Protection RAFEHERR.

Bi&RT Windows 84 Citrix Workspace B2 R 2309 MEEARARE, BMEEAT App Protection, ti§Hh
i fkBy Microsoft Teams BEEEHE,

BXEFMER, FEES5 Microsoft Teams B9 HDX itk ayzE A M,

7z DoubleHop 75+ App Protection IUX=i7H 8 AR#F App Protection IhéE, W= 2HE7E Citrix
Virtual Desktops =i&iz{THY Citrix Virtual Apps 5% Virtual Desktops &, EXE=ZHSES, ERIUEE
F7T App Protection HERHI BN AZFMKE, 82, App Protection ThaEH KL,

W7E, 5INT Windows A%, AFEENKRHRPAELITFHBAT App Protection SRERHI RN AZF R
H. HXZMAMLE DoubleHop BEhgBH¥AESR, ESEEA “THLE DoubleHop B 1#E,

Citrix Enterprise Browser ZhyzA& ®23EFE F Chromium kg7 117 89 Citrix Enterprise Browser i 7~
117.1.1.9, &= Citrix Enterprise Browser K452, 55 Citrix Enterprise Browser 3%,

i@ Citrix Enterprise Browser #1753 50iE  LUAT, $R Citrix Workspace i B2FH S 3 IRIECEE L
H9, 1&BFTAER Enterprise Browser, @ 7iti3| Citrix Workspace M BEFHEF#TE R IIEA REM SR
Enterprise Browser,

BIEATF Windows i Citrix Workspace R 2R 2309 s (33RZF Chromium ki4s 117.1.1.9) #2, XHRA
RIS FRIFAEE, & 857E Enterprise Browser & Hi# 7R3 10IE. ©EA MRS Citrix Workspace [ B-ERF
BITHMNIE, o, LEINREIRIRETET R,

AR

o thINEEERTF Workspace B AENE.
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@ citrix Workspace x |+ .
C & o % oo
@ Workspace
This system contains Citrix Confidential Information. Your acces se of
Citrix nolo udin
ith ode
Classification and Handling Policy and the Acceptable User Policy [AUP). Citrix
may monitor your use of systems and technology resources in accordance
with the AUP and will handle your information in @ manner consistent with
the Citrix Internal Privacy Palicy.
User name:
Password
Use Okta Verify Push
Submit and send Okta Push
citrix
BATRSEAR
)

+ Citrix Workspace N BEFHFHRERF BN
o %15 EDT B#ati¥
o AR T BRBRINEBEINEE

BXEATGIRINAEENTTEIIR, BSE AT SR P8I E,

B2 R

RIE[EE

o BIfER7E Citrix Workspace R A#2FHARMEMKS,, BBIRSTHITXHBEIEEIETT,
[CVADHELP-23124]

o SRAERE/\ MU LERSEMIES L@ Citrix Workspace MR BME L RN BIEFAIERKK, HE
TUTHIRER

ItthRZH) Workspace RZIFEERMNE, BSENEERKR,
[CVADHELP-20555]

o & Citrix Gateway E#&8, MREFESER, KIEFTRTLAER EDT #TEEHEIRE) TCP, 0% HDX
RIS ERRIKIRE NILHEN, RIEREERERE). [HDX-49878]
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EAEMEIE S URL BEme, B URL BIAEEARTAE S A 8 HHT, HERAEE VDA FHF. H
A ENEEE EEE S BNAAEE DS ping S, UREES B USFRXEEEERN
URL, #1E ping BE%N, S84 URL BEMiER, #E URL & VDA LHIHF. MAKEER, EaLl
FELE ping BTN IR I EER.

BRLE ping EATHEBABERRE, HRBLUTEBRA

HKEY_LOCAL_MACHINE/SOFTWARE/Wow6432Node/Citrix/ICA Client/SFTA
&#R: OverridePingCheck

%34 REG_DWORD

fB: 1

[CVADHELP-22824]
snReE Desktop Viewer HIFZLFERBLHREN AN, RIEFRERTFERE, [CVADHELP-22063]

Citrix Workspace ZBR#EFRESTHE, €A GPO M SITERBENABEN, BrRIESKIIBHBHIRET.
[CVADHELP-23345]

RAGA “BRHENENEER ENERNELFRERAEREATESKN, HERHIRES. [CVADHELP-
22507]

L BEBRSERNIZE N False BEAT Desktop Lock ThaeRs, ERIAET AN AREME, AT ABEISR
. [CVADHELP-23052]

F%i578 Global App Config BRESEREY, FRINIK/ FIAESHEET, (ERTAETSARINNKS. [CVADHELP-22999]

FH4&3 Citrix Workspace B2k 2112 B = R4S, ERIBET AR ICO SDK F# API BEhR g
FHEERiE. [CVADHELP-22940]

YU=MWABIES StoreFront £/iEY, EATAETAM Citrix Workspace Bai Bi2F &, [CVADHELP-
23606]

BFR %R

£k 8. msg XM A Microsoft Outlook EHIHMILFIBE A AN A REE R ALK, [CVADHELP-
22542]

A RET A E AR R B RINEEE R Citrix Workspace MREF, HETERERNARAETERI S HRIE
BR. UTFERTFTHMRM: E5XE T GPO S <fTREKF B U R BEERSENIZE N false BEH
T “Silent authentication to Citrix Workspace” (3% Citrix Workspace iR T EHI0IE) HRELHT,
[CVADHELP-22641]

M Citrix Workspace M BEFEHEN, EAseT MM AREIETH, MREBE disableiconhide
MRMEIREN “true”, NEHILEZ, [CYADHELP-22916]

=847 7 Citrix Workspace L A2 BY, BEIRS AP AEAIESBEINXHA, ERIRET AT Citrix
Workspace MA1EF., NHREMEFIHVELEXHIASHIMItRM, [CVADHELP-22683]

T £mpY, Desktop Viewer ZFFalge HIELRS, [CVADHELP-22925]
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o FREFEEEAENEEIEEN, MR ADC ST AMHBIKEE, S iFER “BEEER” ERXEME
$#E3=m, [CVADHELP-22881]

« M Citrix Workspace [ Ff2F Rz« 2305—2307 A4k /5, EaeLEtlEZSmREA . [CVADHELP-
23429]. [CVADHELP-15550]

o EA%EM Windows S I83EAE Web ARsz880, Web ib S ABAIAETZEZT A E2M, HATESOE
FIfRSS 8w, BCR RIBECEIRE N DIRECT B EMitkia#E, [HDX-51739]

o HIEM Citrix Workspace R BEF T EHEHRE R, Citrix Workspace MBREEFERHAERERITE
. NYEMERBEEXIHER Citrix Workspace R AREFRA S HIEM, [RFWIN-31415]

RAGRE

+ wfica32.exe #IERIBERTERA P KIEHHIEIEIMEH. [CVADHELP-22249]. [CVADHELP-22234]
« i&EATF Windows B9 Citrix Workspace R B1EF 2212 iR A A 3% B & I PAC X ik B M & 1.
[CVADHELP-22503]

App Protection

« 72 Citrix Workspace N BEFhR A 2212 s ESkas R Corsair K70 B, AlfesmBRT RERID
FRMBEMEOREHEIRVTEHR, [CVADHELP-23157]

2307.1

FIEINEE

ek AR T BB T oU# (R M BEAIAR E MERYIRLEL,

BfEE a8

* 7£ Microsoft Teams 1, YMHZEEBINARFHFEELXNN, KEA (HSNB5E) KERNES
EERTBERIEH, HEHZFRAEAMES ARETITWNE AR, taHItF#E, [HDX-54395]

2307

FEINEE

AT ELSMHLH Microsoft Teams HEFIES WX 281, BRMEIREINER, 2R EBRIEEEEEMN
LS, {0, EEEBOHEMA Microsoft Teams SURHBRNE S, W—HR RS ESBEHEFHER Microsoft
Teams, RAIASHRERFPARRE,

EARRAF, Citrix Workspace ARFXIFREFTEERES. WX ERATHBREE,
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!
EH B RHRAA Microsoft Teams,
AR

RETE Microsoft Teams BN EH/E, LRINEEARIA. EZEF CTX253754 RHSGEEHM S,

Citrix Enterprise Browser zs k7 &3 & F Chromium ks 112 89 Citrix Enterprise Browser ki 7
112.1.1.24, & Citrix Enterprise Browser Bi¥#{58, 1E&i# Citrix Enterprise Browser 314,

Citrix Enterprise Browser {#iFA BiEHRT Windows # Citrix Workspace M B2 2307 hkasie, &iE
BA e RS e FRREMIzH Citrix Enterprix Enterprise Browser A HEE.

AR

BINERT, i&EX Workspace M ARERE B

iEE |ITBERALLESUTANZ—ERE Citrix Enterprix Enterprise Browser R#ZEA XHEFE:

 HAEBEIIR (GPO)
+ Global App Configuration Service (GACS)
+ web.config.file,

#iE:

FREECEENMAREER. BREPERA—MZEHRIBERIZRES .

o MREHAREBZRESN, BE—1HZ Workspace ZABEE, ZiREANIEEER.

o SWFRLABP, TEBENE, MEAFIE Citrix Enterprix Enterprise Browser R#EA & E J U
KNAER, WsBRERER.

« EJy Workspace FZABERAILIIEE, EERSIEUATE—REFNAUTIRE:

- set the CEBShortcutEnabled attribute to false in the web.conf1igfile.
- disable the Enable Citrix Enterprise Browser shortcut property in GPO and GACS.

fEFRLASRRERTR

EIE R A LIRS A Citrix Enterprise Browser i =& 14 3k#z %) Citrix Enterprise Browser #hiEA X1
“Frig” RBEERTER.
AR

&g GPO #1TEEEATF Workspace #1 StoreFront,

Z 2/ Citrix Enterprise Browser i##53, BHRITUUTIR/E:
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https://support.citrix.com/article/CTX253754?_ga=2.97575065.720441965.1633910494-935350695.1633365909
https://docs.citrix.com/en-us/citrix-workspace-browser
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1. &idiEfT gpedit.msc $77F Citrix Workspace [P AR R EEER,
2. EHENEBETST, BEEEEER > Citrix 41 > Citrix Workspace > Citrix Enterprise Browser,
3. #%EBA Citrix Enterprise Browser RiEA 0 ER,

£ Local Group Policy Editor - o X
File Action View Help

% rnml= HBm 7

> 1 Windows Settings B s & oo
~ [] Administrative Templates
o Enable Citrix Enterprise Browser | Setting State Comment
~ || Citrix Components hor
v [ Citrix Workspace shorteut 8 Enable Citrix Enterprise Browser shortcut Nt configured Ne

> [ App Protection Edit policy sefting
— (_E"’ A& Enable Citrix Enterprise Browser shortcut [m] X
| Citrix Enterprise Browser Requirements:

5 Al Citrix Workspace supported

L Citrix Secure Browser platforms P i [} Enable Citrix Enterprise Browser shorteut B o
[ Citrix Workspace Updates PreviousSeting lert Setting
(51 Client Engine Description: :
[E Compliance This feature enables the Citrix @ Not Configured ~ COMmMent:
[ Diagnostics Enterprise Browser shorteut on the
= opl Start menu. O Enabled
(] Fast Connect API Support () Disabled
[Z] Global App Config Service Supported on: [ 4|l Citric Workspace supported platforms
[ Mutti-Stream ICA

> [ Network routing

> (] Remeting client devices . !

s [ SelfService Gz g
[ StoreFront

= This feature enables the Citrix Enterprise Browser shortcut on the
] User authentication
2 Start menu.
[ User experience
> [ Control Fanel ~ | Extended / Standard
1 setting(s)

BXIfEER GPO MiME R, ESRA LR R EEERA@E,
Global App Configuration Service (GACS)

S5l Workspace B2 & > W B2 E & > Citrix Enterprise Browser, #A/5 /= B & Citrix Enterprise
Browser ®iE5

AxuAER GACS Ul Bi¥4fs 8, &2 Citrix Enterprise Browser XA4thp9 /P FE—o
AR

XHEEE S EATF Workspace # StoreFront,

web.config {5 :
#E4TEA CEBShortcutEnabled E1%.
<properties>
<property name="CEBShortcutEnabled" value="True" />

</properties>
<!--NeedCopy-->
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AR

i#id web.config&&ERT StoreFront,

&5 web.config:

E 3 A Citrix Enterprise Browser (AT, BHRITUTIRE:

1. FE R X7 45 58 28 3T 77 web.config X, ZX#@EE A F C:\inetpub\wwwroot\Citrix\
Roaming directory.

2. EEZXHRRIIAFKF TR (EREHENKSZFEA Store)
fflgn: <account id=... name="Store'">

3. £ </account> tri2zal, SMEZAFKFNEEHRMUTRE:
<properties>
<property name="CEBShortcutEnabled" value="True" />

</properties>
<!--NeedCopy-->

TEZ web.config XHHIRA:

<account>
<clear />

<account id="d1197d2c-ac82-4f13-9346-2eel14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">
<annotatedServices>
<clear />
<annotatedServiceRecord serviceRef="1__Citrix_F84Store">
<metadata>
<plugins>
<c'lear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<property name="CEBShortcutEnabled" value="True
" />
</properties>
</metadata>
</annotatedServiceRecord>
</annotatedServices>
<metadata>
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<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>

<!--NeedCopy-->

BfEE8R=

« 1E5EATF Windows B Citrix Workspace R 2R 2212 REmmA+, EEEX Web AEEFE R
BHRAT REFHRANEMSEEUTERTAZRP: MRERREFRESEE) App Protection £i%
i, NEsENsE. KEZIRP, R2E4RHF M, [CVADHELP-23189]

o BT wfica32.exe haTgEHIEKEE, Citrix Workspace MBEFSIETTRESIIER, WRERVRE, &
FIRERULEIE M ID J9 1000 MEEIRES. [CVADHELP-23341]

o Y& MiERTF Windows # Citrix Workspace [ A 12 & ik 4 2303 3§ 8 & ki 45 35 @) Linux VDA B,
Wfica32.exe ATRERKN, HRIFKEELTFITARER 2 HIMLLEZA, [CVADHELP-23037]

o WREMEA Citrix Workspace R AEFHRZAS 2305.1 5B R ARARIBEHALAN N AREF#HTMEKIEE, N
SBAEN M ATRET E R IR SR, B RAMRE 2 &IETE Citrix Workspace R BE2FH 5 T IEBEH.
[RFWIN-30798]

2305.1

FriBIhEE
SR I AR S E B hfk
AR
BB EER TN ARE, XA BEE AR AT R,

Ual, Bal#EMNEENAFREAER. AP RIgEIEEEMN, HERAPXHATIHEE, RAENEEE
FHSHY

@Cunntclmg

Starting...
[

Cancal
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BHENNAREFNKEREAREEEFE. B, HBEEEATF Windows & Citrix Workspace R 2R L2
MY AP REFNGELE, IR TILAR RN TREXRHRSHEXESR. BNERTRENE A,

@ citrix Workspace = a X
@ Citrix Workspace Q Search Workspace s
a
'@‘ Home
Apps
3 Apps Recents  Favorites View all applications
g Deskiops 77 e d
i ¢ ¢ @ ©
Excel Chrome Acclaimlp Podio Enterprise
Browser
Desktops
Recents Favorites View all desktops
o Bl epees-sirawio-p
cifrix

v

RPAUEEEXBMEENEREXREMN, MAUXERHEE, MRETRHHBAFAZERXANLE, NET—
zTEI:I}ﬁ/%\o

BiEATF Windows i Citrix Workspace RZA#2RF 2305.1 2, INBEEZRIEPRINETFBRARS,

AILAfEA StoreFront () =IEAEMRTSALLINEE. BXEHMAER, BERNET BN ARFNEEHNEED
58,
AR
BAMGARAIMER FERIEEFHRRREREFIRERHITIR, FARFREREEERBNNS, Citrix TEZ
THEETR BT ARV S 152051, (BRI BOH XL ThRER R 5. CitriX ATRERIRIBRIGH™ B, BBEMEBZENR
IRHRATIRME, BINAERLEFIFEHEE Beta ks,

BILUEIE Podio 1RHHE X ILINAERI R 5o

IREz Storebrowse i $RE  EELUFEXXMEHIRE Storebrowse S ITIRS. ERERINRE, EE -
launch &g I— P HE—MXHE, EHSHERIGIRMNBMER —IP . KBIRESEETF ica.errorx
eh, ZXHEEEIEN,

AR
BESuER - launch &$AXHEEARN . icaBR. &N, AaEmizxtt.

BTFRERIMEMNXEEEET $LOCALAPPDATA%\citrix\selfservice\cache, &EaLUiRE
RERMXLEH,
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AIANBERT, LERINEER TR ARTS,.
TERERT - T EIHNEH <SRG

-launch -f <uniqueFileName.ica> "launchcommandline"

For example:

SelfService.exe storebrowse -launch -f uniqueFileName.ica -s store0-5
c3ec0l17 -CitrixID store®-5c3ec0l7@Ra9a8e3ac-099d-4577-b84e-
e33d0695df39.Notepad -ica "https://cwawiniwstest.cloudburrito.com/
Citrix/Store/resources/v2/
YT1hOGUzYWMtMDK5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5LK5vdGVwYWQ-/Tlaunch/
ica" -cmdline

<!--NeedCopy-->

% #5 StoreFront N B ENFHXKIES % EAT Windows 89 Citrix Workspace i 2% 2305.1 &£ #
StoreFront N AEENFNRIL. A UER TEMEEI—MAE Citrix StoreFront N BEIE#1THHIRIE:

+ A Windows Hello #1 FIDO2 2%, BX¥MER, BSREMSHIIEA,

« M Azure Active Directory (AAD) fER B2 IIZFRIT I AAD Byt E# 8 =& 23 Citrix StoreFront
MAEE. BXERER, BEREMSHIIES .

+ Workspace &G A3t Citrix StoreFront R A& IE#1T S M KIEH AP EEMEH1H 1T Azure Active
Directory &#i5in%eg. BXFMEE, ESIRAZIF Azure AD RBIE AR,

HfERA Microsoft Edge WebView2 fEAKRE N2 1THEE StoreFront MIMXSHIIE, 7 8eEALLIEE.

AR

1EH1F Microsoft Edge WebView2 Runtime fg7s7 102 SiE SRR,

AT LUER Global App Config Service F4ABEXTR (GPO) kA StoreFront AR ERBHRIIESE. B*
FHAES, BEBIAEEF StoreFront M ABENFIGIES A8 5

7£ Azure AD 112 #5 200 ZMHE  FERkRAH, BT 200 Z1MAR Azure AD R RTUUE R D EC4A 12 PRI AT
FHNRE. MUil, B—RAREEEEXENRBREFNREHE,

AR

FF&M Citrix Workspace R 2R A $HH EHE R BB A LLIhEE.

App Protection

REFICRILEINEE BT ULIEIRINAE, MBHFEUTHRMGEZ—, WSESHIEIENEBIRSHEYS (SSP) RELEAR
EERIZF:
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- WEERAUTE—FRXBET App Protection:

- EREIEGDESER App Protection 53%1E,
- fE@ startappprotection &£{78#/=a5h App Protection A,

o MREHKRERELZFiEPRZEH App Protection SiEEREMAKMEM startappprotection &<
75%, WEBHE-—TERIFNZREREARBRIZREN.

AR

Global App Configuration Service (GACS) F14A%EETR (GPO) REAE = ER1T A, g0, NREITXLE
BRREEZR7T GACS g GPO %B&, NESMHIEM SSP RR EXBRARERIZR.

XHBNEEEH EEATF Windows i Citrix Workspace [ RIEFHIRRMAH, BEHUTXHSE:

« EntryProtect.dll
+ entryprotect.sys
+ epclient32.dll

« epclient64.dll

« epinject.sys

« epusbfilter.sys
« entryprotectdrv
+ epinject6

X REE %ProgramFiles (x86)%\Citrix\ICA Client\ k.

MREEFXEXHLPNERBARMEIFRFRHAFIIRP, FEERMXARNERALIFIIR.

Citrix Enterprise Browser sk s & & & F Chromium k4= 105 &9 Citrix Enterprise Browser ki 7~
105.1.1.27, & Citrix Enterprise Browser Byi#4#{5 8, &2 Citrix Enterprise Browser 314,

RN ERT BEER ERUUR2MNANEEERRHMNT BE2FARME Citrix Enterprise Browser, BI25 7]
LERE., BEMEET BIER. SRAPTULURIEEZEER citrixbrowser: //extensions TEEMNERZ
I BiEF. BXEZIEE, ESH Global App Configuration Service,

BXMPEERNFAES, BERSNNET BIEF.

&K% Web #1 SaaS AERF E# SPA SRB8ICHE  thThAEIESE T Web #1 SaaS W AR LM Z 2 HIRAYSLHE,
Y Web iEH Web TTERH iframe BFRMIEKE, FHAIMEE T E=RIEKINE, FIEERNSHIENATIE
N Web 51@m, &4 iframe, B2, KEMXMAZ Web RmE.
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£ A Global App Config Service &1 Citrix Enterprise Browser &I 5 a LUFEMRERT Citrix Work-
space K9 Global App Configuration Service (GACS), @& EREMARSE M Citrix Enterprise Browser &
=1

Global App Configuration Service E#it B2 RAREMERE Citrix Workspace & Citrix Workspace Rz
FigE. IIneaiFEERMER Global App Configuration Service i§&#i& & ok F 4 8B R A B4 R A 5 o
#9 Citrix Enterprise Browser, EERIMEA LUER APl 5 GACS EEAF AEEEFEELLT Citrix Enterprise
Browser i£&:

+ “Enable CEB for all apps” (HFrERAEFREA CEB) - % Citrix Enterprise Browser i& BT M Citrix
Workspace R F2FTF Web # SaaS B AZFHIZRIAR 25,

+ “Enable save passwords” (BRREZHE) - AFRIELRLHF REEZD.

+ “Enable incognito mode” (BARE#ER) - SEXZARSER,

+ “Managed Bookmarks” (BEHZ) - AFERREHEHXET Citrix Enterprise Browser,

« “Enable developer tools” (BEFAXARIA) -7£ Enterprise Browser AR BZAFARXARTE,

+ “Delete browsing data on exit” GRHEIMIBRNEEIRE) - AFERREE Citrix Enterprise Browser £
AR HH B AR PR AR L $R 42

+ “Extension Install Force list” (" Bi2FREREITIR) - RFEERTE Citrix Enterprise Browser &
ERER.

« “Extension Install Allow list” (5 BEEFREAKFHIR) - AFEEREERF B LARME Citrix Enterprise
Browser Wi Bi2FHARTIR, tFIRMER Chrome W_ERAE.

EXFAES, E8EEA Global App Configuration Service &I Citrix Enterprise Browser,
pE
o BMMEXNKD KNG,
+ Global App Configuration Service R E N K EIREHTE T LA TER:

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
]

<!--NeedCopy-->

« BEERBALEXEISENAEEEEILE. §XFAES, 5217 Global App Configuration Service
Ao

RAFRfRmE
Ei@id GACS E2AF RmEfcE Citrix Enterprise Browser, EHITU TR
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1. FEREMNEEES citrix.cloud.com,
AR

Hxelz Citrix Cloud k#9532 5i88, EZiREM Citrix Cloud —X

2. HTEHRIEG, PELLANFRIEE, AEiEE Workspace itE,

-

Home
i Y
My Services ( 3
i O el 1 1 20
Library i . . ) o
Library Offerings Resource Location Domain Notifications
Identity and Access Management ( view Library ) (_Editor Add New ) (AddNew ) (viewall )
Network Lacations
Resource Locations
Licensing
]
Workspace Configuration |
2 0 S 0 i fo A 0
Support Tickets o -
ytics Files Remote Browser Isolation Secure Private Access
Notifications eand usage insights Secure content collaboration with anyone Protect corporate network from web based Zero Trust Network Access to all IT
on any device powered by Citrix ShareFile. attacks. sanctioned applications.
System Log
Mage How to Buy Request Demo
Learn more Learn more Learn more Learn more

kB I Workspace EEERE.
3. BEHENAREFEE > Citrix Enterprise Browser,

mM7E, EALEEE. B %% Citrix Enterprise Browser IEEI&E.

BXF4ER, B2 A Global App Configuration Service &3 Citrix Enterprise Browser,

BT AR

« 3B Citrix Workspace R BiEFHRIIFEL BT
BARERATEARTIREREETIR, ESERAT SR AITIREDTE.
B8 SRR

« HAllowAddStore 2#igEHR N EHERAKIENR (GPO) Rep<1THEOFM HTTP AHEN, &
ATRERIEI L TFHIRER

“ToikiEESIRRS 28" [CVADHELP-22184]
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https://citrix.cloud.com
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« E5@E EFER Workspace Environment Management (WEM) 31838, RARRESERETH. BTM
177 ICA ¢, mIEBshiTH =@, Citrix Workspace MABZFARZ 2209, 2212 #1 2302 = H IR,
[CVADHELP-22318]

o BNMEEEM AR HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Dazzle\ T#¥
PutShortcutsOnDesktop WfEI&E N False 2/G, ERE L AEBNBEIFMATELTEARS,
[CVADHELP-15550]

o BMESHITHAEAZ RPN ARFISE, SHasETAERSE=ANARERF Pega Robot Studio, R#/5
F7T App Protection 89 Citrix Workspace B2t Bk, [CVADHELP-21146]

+ IR Windows 10 ##ERFGUIERIEETREE, Citrix Workspace N FARZF A RET A A IRIZIEIERGRIZN M
2. [CVADHELP-21986]

o EBAHSEE EITHM Citrix Workspace AR FERN, EELXGHNEE LETHNE AN AEF I8
FTiEBD. receiver.exe XERHEIEH NS HILAZE, [CYVADHELP-21604]

o L% R Citrix Workspace L HEFH, AR ETS5ER GPO G LTREMNZ Nk P X
MM BREFMSEHE. Computer\HKEY_LOCAL_MACHINE\Software\wow6432Node\Citrix\Dazzle F
CurrentAccount BEmETUEIEEAN ALTACccount & BRI [CVADHELP-21124]

s URBESEZRIPNEAREFE, EATAEFXAMEA Print Screen # (PrtSc) &R B & E. 7£ Citrix
Workspace MAiEF ENBEBIRSEAT App Protection By HIltkiaE, [CVADHELP-21979]

o WFERABE, SR EEREERMN URL Fmik~, [CVADHELP-22438]

« FEEERTF Windows # Citrix Workspace R fA#ER 2203 LTSR f5, ErIEERETAR. HEERAFMM
BoE W A B S F R RIFRANITA SelfService Ul Bv & BtkAIRE, [CVADHELP-22696]

o BB, EAEETAM Citrix Workspace M B2k 2305 BalEiMEm. Eraeis BBt MES,
RFWFEFHHEIARR, REIFRKBH B REBIZES: “SSL Error 27: No local security certificates
could be loaded.” (SSL $#i% 27: Tl AR £iE$H,) [CVADHELP-23095]

« f£BHT App Protection BWIER TREZERT Windows # Citrix Workspace R ERF 2212, 2202 =
2303 higZ<BY, REFIEERESMERMARTUTHEIRER

“TERERS ‘@C:\Program Files (x86)\Citrix\ICA Client esources.dll, -104’ (appprotectionsvc).
Verify that you have sufficient privileges to install system services.” (TR hR S5 “Citrix XenServer
Windows Management Agent” (XenSvc), ERIFEREEE BBHINRRRERARS.)

[CVADHELP-21995]

o MBEBEXRRKIENHEEPHTEAMBAIRE (RAMRERFER) , Citrix Workspace M BiZF Al gEx(F1EMm
FZ. M Citrix Workspace Rz ERFhRZs 2302-2303 F#4&BY, MR HEHAEZENSIE, MM RR,
[RFWIN-29663]

. EERESEEE, MEERREAHEE (PAC) XHREETAE, BmEHPEN HTTP ERbaLEINE
ZA4F% (CDN), [RFWIN-29203]
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« BAT AT StoreFront &4 I4iEA Microsoft Edge WebView 5HEB&ES, IRERFE HTTP B4HIE
EXFHEIESIKREFHRIE) , MIFARAFEE, Edge WebView %28 54 10iE & ORI RER X Mo
[RFWIN-30061]

s UEEALREATITFN, & 7% 7E Desktop Viewer MEZERE L& FI$T 7 09 52 30 = /@ 89 B #Ro
[RFWIN-29875]

+ Windows 11 ###IER_ ESHI—MIMEEZIA Citrix Workspace Rz EREY Citrix Workspace
%8, [APPP-1263]

o TEBAT App Protection #ufE R T&2t Citrix Workspace WBEFE, “MLEZEMY" (E “EHER" &)
FHZIRATEEEHiF, [APPP-1242]

2303
FEINEE
EEENNENBTEERE M KRR IR EIEFEREE B Citrix Workspace RAERF 2303 hrAsi2, EREHE

F Chromium Embedded Framework (CEF) 893348 28 A0 B IR AT $RIBIZMERR 120
BEXFMER, BRAREN N EAREEHESMNESIRNIUREFHEINEZ,

15 StoreFront M AREEMHFHAKIESZE EAT Windows # Citrix Workspace FZ B2 2303 % #F Store-
Front Rz ARSI NIGIE. AILUER TEMER—FA=Rm Citrix StoreFront Rz &S #1T 5 HI0IE:

+ A Windows Hello #1 FIDO2 22 %, BX¥MER, BESREMSHIIEA,

« M Azure Active Directory (AAD) fE R B IIZFEAIT M AAD By EH 8 =& R 3 Citrix StoreFront
RAfEE. BXFEAESR, BESREMSHIRIES .

» Workspace &G A3t Citrix StoreFront N A& E#1T S M KIEH A - EEME51H1T Azure Active
Directory &#ifin%eg, BXFMEE, ESIRAZIF Azure AD REIE AR,

HfERA Microsoft Edge WebView2 fERKRE NI 28 1THEE StoreFront MIMXSHIIE, 7 8eEALLIAE.
AR

1EH1F Microsoft Edge WebView2 Runtime fg7s 102 SiE SR,

ALUER GPO #ikA StoreFront NAEEBBAMRNRKRIESZE. BXFHER, BSRZEF StoreFront ZERBER
NI 7 EER 5D o

MET 1B Microsoft Teams A IGEIFAL BARARAR, BIABRT, WHhAH Microsoft Teams #57
SN B ABEE . 87 XMEE, BYRRIEYNSBNERUENFFETUESREREREER, TUREER
[Eif = RS IGE IR R E AR,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#configure-path-for-browser-content-redirection-overlay-browser-temp-data-storage
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#support-for-conditional-access-with-azure-ad-technical-preview
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#support-for-modern-authentication-methods-for-storefront-stores
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#support-for-modern-authentication-methods-for-storefront-stores

iEATF Windows # Citrix Workspace R RiEF

B XMHAER, STAFETLRMIMWERSRRE (5190 720p. 360p F) MS MR, REBRTFSHER,
BIERREN. MEFEE, BREREESEREEBLENSRAREN YR, NS BPRUSEMITERL,

AR

ItkIhEE{RTE Microsoft Teams #HBEHETH. % ETAMEE, 18%E https://www.microsoft.com/ 3
% Microsoft 365 B4 E, Microsoft #HILE#E, ERIUEEF CTX253754 LUREUHEHRAM A,

App Protection fyisaIhst: & DLLEN  E App Protection 9—284%, RINMEE—NLLERINGE, T
#ENRIP Citrix Workspace MR 2 F LR EFNN oS HEEE (DLL) A AEERIEE, MRFNTHER
Al{ERR, Citrix Workspace [z 2R SR L T I i H (2 e i3 X LA iR,

AN TAGBRAR DLLIEN:

o Citrix BpIEEER
o Citrix Workspace BiEFBFARE
« Citrix Virtual Apps and Desktops

BXEHMER, ESE App Protection x4,
==z N

IeThEE@EE Ry R E R PAEDIRE (IN3 DLL FREREYESE APLIRR) RUIBIEISRAIREIER. XHEMENKRETE
BEEALURMERP, FERRREAEXNEHENEETANRESE, B2, MERERENARE, M DLLYY
WMAER SR, BARNSBSIRFIFARRX LR, EHRNTEREEHELEMIPEPRETENRI.

Citrix Enterprise Browser #shiy4s & & F Chromium k4= 109 & Citrix Enterprise Browser ki 7~
109.1.1.29, & Citrix Enterprise Browser Byi##{5 8, &2 Citrix Enterprise Browser 314,

StoreFront i3 Secure Private Access FANERR, EIEALUER Secure Private Access iR =7
StoreFront & & Web #1 SaaS NBiEF. EEREBENRIER G, SLBFAUEREEENT 2% Citrix
Enterprise Browser 17 Web #1 SaaS M AR,

BXiFMAER, B2 Citrix Secure Private Access x#4dyzsith Secure Private Access,

BRATRLEhR

« EATF WebEx EHHMZEF KN AZFERE

BXEATGIRINAEENTTEIIR, BSRE AT G EIThEETE,
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https://www.microsoft.com/
https://support.citrix.com/article/CTX253754?_ga=2.97575065.720441965.1633910494-935350695.1633365909
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection.html#enhancement-to-app-protection-anti-dll-injection
https://docs.citrix.com/zh-cn/citrix-enterprise-browser
https://docs.citrix.com/zh-cn/citrix-secure-private-access/current-release/spa-onprem-storefront-config
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about-this-release/features-in-technical-preview.html

iEATF Windows # Citrix Workspace R RiEF

B2 R

o &% URL @3 Citrix Enterprise Browser MiF& & HIEIAN S 25TF. [CTXBR-4718]

o ELNEDNIFRIIMNRIERBOFIRHRER SSON B, WENARFNEMINAEFHSENTRESBIER, B
Citrix Workspace R ff2FAR4s 2210.5 LUK Citrix Workspace FZBIEFE RZS 2203 CU2 LG, MHM
ithie) @, [CVADHELP-21786]

o HIEM Citrix Workspace TN A2FA, wfica32.exe #iZATRESEIMELEHIEREIRER. RYEEA
T BiEMN BN A S IR, [CVADHELP-20999]

o YEfER PowerShell BiZ7Eiz 2 it B _ER % Citrix Workspace M AT2F 2212 B, Citrix Workspace
N ARRFRERFAIRERELL, R EETZITEN EFRREZl. [CVADHELP-22278]

 HEZREBEIARENR (GPO) A STRESITNABEN, EP—1TUABETERATLEE.
[CVADHELP-22034]

- RRARRAELLARTEMNEIEBRHED, MIERTEPRIE, [CVADHELP-21835]

o ERMABESHRIESEIZER true WIER AN ABERS, Citrix Workspace BJe2ER R LTHEL
MRz, HENAEESHIIESHIEE S false, [CVADHELP-21582]

« 4 VPN BrFFiEiEsk EfEiEa, =iiAieEAF Windows B Citrix Workspace Rz 12 FF AT 88 & K Mo
[CVADHELP-21662]

o YR Microsoft Teams M HP EliteBook G6 s s H =R ER, Al F A AT AMIFLIEIBIE,
[CVADHELP-20763]

« {ERIBEFA7E Bloomberg %4 5 3§ Bloomberg $## 2013 L/ Bloomberg &N BiEF. EEA T App
Protection hgEm R 4ish &% Citrix Workspace M B2 R4S 2302 Bt & BRI, [CVADHELP-22221]

o BEIEEGHNNAREF, ZNBAEFITESERA RS FTH. [CVADHELP-21618]
« TITHBIRSAE, msedgewebview2.exe' #iZAIAESSEH CPU FHEES, [CVADHELP-21610]

s ATFEFEMNNABEIEBMNIERREREIER, HNEZABEATRSHINER, BRAEE, BRIUERAUTE
MERPOIOEIEB B HIER:
#1%: HKEY_LOCAL_MACHINE/Software/wow6432node/Citrix/Receiver
&Z#: SkipStoreCertificateRevocationCheck
#8: DWORD
E: 1

1

%12 HKEY_CURRENT_USER/Software/Citrix/Receiver
Z#F: SkipStoreCertificateRevocationCheck

238 DWORD

fE: 1

[CVADHELP-21931]

=
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o ENMERKEN, BONUEMKNAEFZREAE, SRELTEORAACERIFE ERENSHIILRH,
[HDX-44997]

o YREBFEEDHEM DPIBY, Desktop Viewer TEAIGEREERS. [HDX-45206]

« EZREGRD, HEHTAEANREN, ZREFETRSRAEE - RENGEE. Ik, F-P=iES Citrix
Workspace [z A2 FEIRRIRERTEES 1= Eo [RFWIN-29773]
2302
FIEINEE

BT BN ARFNSENERERAER  RATEEMERD ST ERNENNBREFREIRE T ERNA
F &8,

Y Citrix Workspace [z B2 2RI FHZEZR Citrix Workspace MREF R ER Workspace &EHIThaEr—
B BRI 2R REEY, SEIUTRR:

Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

e

1% Global App Configuration Service #FH EREMERERIEFNEMEZRTIZE RN true B, A2HIILR

TNo

BEERHITEIER TN ERNENAEFNRE. IRERBEHINEENNAEFNSE, B2
HEUH.

WA BUERICERBE R, £ FRERINAEERNE R,

ZEIMFERRIE? NEUTER T SHIRR:

« APEREHMET LIFXNABENNABER,
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« %H 7 Workspace ZHIThaEic B EE R RN AEFEEIRE,
« Workspace {ZHIEMEFRNER F i IR B ARIME,

=

AR

EMERETRNENERREN T ENSETIRENERET. BXFAER, FERAEA “SHREEIT WiE
HEECE B &AL,

Zoom IEHNEFIHUAREFEE I7E, BUEREFIHRNBEFEEEEE Zoom i,
BXREMER, BEE Zoom EHHNE iGN EER S,

% #5 StoreFront M ABEENFHRIGIESZ [FATRAR] BahRaNE, AT Windows 8 Citrix Workspace [z
REFEXIF StoreFront ABIEMFNIGIESE. ATLUER TEHMER—FAE Citrix StoreFront A REE#HT
B3I :

+ fA Windows Hello #1 FIDO2 2%, BX¥MER, BESREMSHIIEA,

« M Azure Active Directory (AAD) fER B2 IIZFFRIT M AAD Byt E# 8 =& 23 Citrix StoreFront
ARG, BXFAER, BESREMSHIRIES .

» Workspace &G A3t Citrix StoreFront N A& E#1T S M KIER AP EEMEH1H 1T Azure Active
Directory £#ifintkbg, BXFMER, BEBHZIF Azure AD FEIEHAIEL

HfER Microsoft Edge WebView2 fEAKRE NI 28 1THEE StoreFront MIMXSHIIE, 7 #EEALLIIEE.

=3

AR

1EH1F Microsoft Edge WebView2 Runtime fg7s 102 SiE SRR,

AILAER GPO &1k StoreFront MABEEAMNKIES . AXFRER, S StoreFront ARER
FTUIIETT BB 3o

=3

AR

RAMERAIER P EHFFEFIFRREREFFRHH TN, FATPREAZERBENN S, Citrix FEZ
THREFTR U hRAYSZ 3522151, EXMIRMEUHXETIREM R %, Citrix FIRESRBRIFM™EYE. RBUMNEEMTR
IRHITIRE. BINAERLEFHIRFEZE Beta hR4s,

BILUBIE Podio &ERHA X ILINEEM R 15

BT SR Microsoft Teams BESIREERITA  BEREE, YEERES ENEZIRETHNBIASIIL
%0, Citrix VDI 253 (£ 1bH Microsoft Teams £ 2 TR S MG &% 1R LU ILEC i s ZRIA (B

B2, NREE Microsoft Teams HBRIEIE Ti8%, ERIEEEMNE, HEREFEHLEIAE, 7£55 Microsoft
Teams EF2 a1, EHEFEFSEFE,
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https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/shortcuts-and-reconnect.html#configure-reconnect-options-using-advanced-preferences-dialog
https://help-docs.citrix.com/zh-cn/citrix-workspace-app/windows/shortcuts-and-reconnect.html#configure-reconnect-options-using-advanced-preferences-dialog
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/client-app-management.html#client-app-management-for-zoom-plug-in
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#other-ways-to-authenticate
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#support-for-conditional-access-with-azure-ad-technical-preview
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#support-for-modern-authentication-methods-for-storefront-stores-technical-preview
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#support-for-modern-authentication-methods-for-storefront-stores-technical-preview
https://podio.com/webforms/23781663/1719022

iEATF Windows # Citrix Workspace R RiEF

App Protection 1#4383h8E B4 ARAEE, iEATF Windows 9 Citrix Workspace MBI 2 ¥ & Global
App Configuration 7 &% ¥IEF B BIARS HFECE App Protection. LUAT, &R A6 RE R RE S XA
o

WMREEA Global App Configuration Service BR R BRICFMN R RREMAINEE, XENEERMEATEHE
I B BhBRSS o

4=,
AR

Global App Configuration Service EEEFERAFEMNAREF. EMKE. Web [AREF SaasS M AR
. XLeERIG4rEERA Delivery Controller #1 Citrix Secure Private Access #1175, BXF4ER, &
2% “App Protection” X#4MEEE R

BXIFMEER, 1BEBE App Protection 145210858853

Citrix Enterprise Browser zs k7 & £ F Chromium k4= 108 89 Citrix Enterprise Browser ki 7=
108.1.1.97, & Citrix Enterprise Browser i9i¥4{z 2, &£ Citrix Enterprise Browser X#%,

i@ Citrix Enterprise Browser T/ Fi5 Web #1 SaaS N FB#2F 1E4HhR489 Enterprise Browser & (£5&
ATF Windows #J Citrix Workspace FZFH#EF®) , Citrix Workspace R B2 el AMFRE RS Web R ARERF
F4MER SaaS W AEFEBEE Citrix Enterprise Browser #1377,

BT LR M Citrix Workspace [z 712 5 & B Citrix Enterprise Browser LU#(, EELI7E3TH Web 5
SaaS AR EM Citrix Workspace R #2477 Citrix Enterprise Browser,

BASkRA#EeS, EATUEREM Citrix Workspace R #2377 Citrix Enterprise Browser, £&$T7 Web 3k SaaS
N AEF. @iditbIhae, EaTLURMIAIR Citrix Enterprise Browser, MAREEERMTEMES, BIMERLT,
LEIhRERT A,
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https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection.html#configure
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#app-protection-enhancement-configure-app-protection-for-authentication-and-self-service-plug-in-using-global-app-configuration
https://docs.citrix.com/zh-cn/citrix-enterprise-browser

iEATF Windows # Citrix Workspace R RiEF

LN ] Citrix Workspace
@ Citrix Workspace Q Search Workspace
2 Home o Y oy % % * % [
M S @ @ x 3
Q Feed
€S Gmail CSG Gsuite CultureAmp seskion Enterprise Excel 2016 Fieldglass
4 Actions
|
o o o B ree o o , o
9 & : m { O
[ Desktops U 2 &
. . ID Badge - . QOccupational
[j Files Gmail GoToMeeting Photo Portal Jira Miro Notepad++ Health & ...
LN ] Citrix Workspace
@ Citrix Workspace Q search Workspace
g Feed — a * @ Enterprise Browser
5= )
& Actions P
/ pASNG Compass
[
o @] visio20t
() Desktops
w @ Word 2016
[ Fites
View all applications
= .
Pa =

RARPXIUET Secure Private Access 8= /L— Web 5 SaaS M AR IR,

B2 R

« R Citrix Enterprise Browser 22ZIAR1E2S, FLeigrR Mg B XM SaaS MBEFIETIETE Citrix
Enterprise Browser £93T7, [CTXBR-4106] [CTXBR-4405]

+ £/ Microsoft Edge WebView2 Runtime hz4s 109 XE= kR8s, ZiXMBEX Web R FBEE BN A

EFRKRERERKK, [RFWIN-29200],

« EEIgET A m Citrix Workspace M AEFEHRFAMEENNASE. YESXFMEE

=13

*H R RIER

Citrix Gateway FQDN Bzt #& StoreFront ABEZHHABEE (Bl https://servername.
company.com?Store Service) B, mHILtaM, [CVADHELP-21516]

o MNREERFNEERNBIEZAIEH Citrix Workspace B2, NAREBNET RIS, Alt, &7
BEHHNEAEIEEN T EE) Citrix Workspace MATEF, [CVADHELP-20912]

o 2% Citrix Workspace M BIEFGE, AT iEshEBR ML, [CVADHELP-20593]

c TZETRREYD, BHAFMAEEAENERIREN, LABFEOMNSEHNIFTRANE TR

[HDX-45043]
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o EXRLRIAK AMD GPU &%, Citrix Workspace M AER 2206 iESHMRARIGERB I REMMABTH
FREINIE. [HDX 46264]

« Tix188 BCRClient.msi, #B7£ Citrix Workspace R 12 RiEHAE H I L T 518

BCR Plug-in X

| Your installation cannot continue. The installer detects
= that prerequistes havent met. Please install Citrix
Workspace App or contact your administrator.

OK

[HDX-46964]

2212

FEINAE

AR

BZhRZSHE, iE#1F Microsoft Edge WebView2 Runtime kr#si 102 SiEShrAE. BXFMAER, BEERA
KERRBM,

BEFIENBAREFEE EAT Windows 89 Citrix Workspace M R#2RF 2212 BIERER P RN BIZF EEIN6EE,
f& Citrix Workspace M BARZF R A A REMER Secure Access Agent flim =534 (EPA) i ERIEBREMNE
MR IR BERF,.

EBNILThRE, EIRRPTLUIRMMM B NMERIZH & BEN SRR,
BXFAER, BEREFRRLAREFEL

Zoom EHMEFIHNARFEE [BAMKNM] BiEATF Windows # Citrix Workspace R 2R 2212 &2, &
WAL B LAEFAE P ik AR B IR THAEE IR Zoom #&if,

BXEFMER, BEREP RN AEFEE,
AILUERALE Podio FREBIEREXF U ATE M R 15
=

RATERAER P EHFFEFIFRREREFFRRH TR, FATPREAZRBENN S, Citrix FEZ
THREFRSThRBOSZ1FER M, BYGDIRHEUH X LINEEM R R, Citrix FIRESRIBRIRA™EY . RBMNEEMNR
IRHATERME, BINAETEFIFEREE Beta hiids,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/client-app-management.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/client-app-management.html
https://podio.com/webforms/28192310/2229909

iEATF Windows # Citrix Workspace R RiEF

B EMhRAIES  EERMEYUAERARPIIE BB
EEEALLBIEE Global App Config Service #i&& maximumAllowedVersion B4R RIRRASSRIZHIAR S
Global App Config Service F#9RfI JSON STf5:

{
"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value": [
{
"pluginSettings": {
"upgradeToLatest": false,
"deploymentMode": "InstallAndUpdate",
"stream": "Current",
"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",
"delayGroup": "Fast"
}
)
"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"
}
]
}
]
}

<!--NeedCopy-->

RBIARE, AFiEE LR Citrix Workspace i Ai2F L BEEHFIE maximumAllowedVersion B4 1EER
hRAS,

&ZiE:

« BAl, 0EA JSON XHHRRINMESHTEEZERFMEN. ELARBERALNERREMH
upgradeTolLatest #E#M maximumAllowedVersion &EME, BE, WFERNEH,
ERILUMER SR JSON XA E,

o B ECHEMARAES], B0 Global App Config Service g upgradeTolLatest i&&i&H
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false, SNRILIEER true, MK ZEE maximumAllowedVersion,

o iE7E pluginld, Eitk 1D BEagTE Citrix Workspace R FBER

« MREEA KT Global App Config Service FEZEhZA, MEKIAERT, Citrix Workspace 12
& BB =AY El AR A,

SEHIRRERABEMIREBFER  Citrix Workspace NAEFIUAEZFHAGHREBSIERE, EXHMEE, S
FRIRALXE CTX253779,

EABREEANAEES HIIELERERBHAITERRET.

HETEREAXAIRENEMERAR LA, EEEAXGNSHEIESHIBRNTBNRELRF.

BARAKE, RABRTE—FEREEN—TRAENEE. RELEESEPBITRRYN, F7HREEIEE, 0
REBARRFEAIETT, NRZHMBRNEE, RARFFRREEHERTINHEE,

Citrix Workspace App *

Your session did not launch successfully. Iif you are currently offline, reconnect to
Workspace and relaunch the resource.

Transaction Id: 4c2ea391-316d-460e-9d3a-T4b56e5435bb
Error code: 3006 (authentication session has expired)

—> Copy text to clipboard

Close

@Citrix Workspace X

Sign out from Citrix Workspace

Some of your applications or desktops are still running. Save your work
before signing out to avoid data loss. S

EET B HEEM L EA Citrix Workspace M BREFSIEHER, ATl B HEUESE T,

AR

BEREEIHEZAIREFEERE,

App Protection fvi38108E: & DLL 3N [BAFYAR] 1E% App Protection 9—284, BEiMEE—HLL
1aRIhEE, AIFEENERIP Citrix Workspace N AR 2R LERZBINNEISHEHEE (DLL) RARASERNEE, MR
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https://support.citrix.com/article/CTX253779/user-prompted-for-credentials-on-workspace-urls-when-using-federated-authentication-providers
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ENT EREERR, Citrix Workspace R ARF SN EIX LTI HEHE N EX LAER,
LAAT, ARG RIEE(GER T RFRIPIEIMN BREFMKE. EAREF, BRI AT HERE, NEEE:

s FIEEPNAREFIRERIE
« Citrix Workspace M AREFSHIRIEEN (4#155E/StoreFront)

LESh, HEIEIRTHREINTE |

o YRREPAG EEERERAESHEE DLLE, ZERHAIE

Access 2016 *

e digital signature on wficazd.exe 15 invalid.[Error : (no error text available
I The digital sig wficadd i5i lid.[E 1116 ilable]]
—> Copy text to clipboard

Close

o YARAMEEER DLL #RFE BT 2RIE R,

@ Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.

AR

L IhEE B TmEST KRB IRIERAFTETHEE (INF; DLL FrERYSFE AP IAR) MiRIRREIEER. XEHMEKECEET
LURMERP, FHASRELEAEXME IMENEETANRE, B2, BERERANELE, E DLL M AEAEE
S, BRBNSLRERFIFA XL R, BEHRNTAFEEREIEENIBEDRETENRIP.
AILERIL Podio FREEMIEI AT AR
AR
FAMBRAMEE A EEEEFHEREREFFERHFHTINN, FARFREEZERENNS, Citrix FES
INREFN SR ARAVSZIFZRG, EXNDIRMHBUHXLETNREM R iR, Citrix FTRESRIERIRAV™EM . SEMMEEMX R
RHITIRE, BIAREEREFIFEDEE Beta hrds,

T2 iA %2 App Protection Ii7E, 7£ Citrix Workspace L2 T2 HiE, RINBER TR E App
Protection A,
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LREHAEIHIBEA App Protection ExEER BN RERFBH App Protection,

@ Citrix Workspace >

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install Cancel

SRt EEAES, App Protection S1EZEEENEH
AR

MBEARBAIEEE, NFFERER App Protection BIEF, App Protection 2EERBohZFIPHEA
TR A BT B RIE R,

WA UM /startappprotection & < 17 & # /& &) App Protection A %, B2, %aiky /
includeappprotection AxXE#FHA,

AE:
LLEi, Citrix 9383EF0 Citrix Workspace M ABREF RREINEFIRITHREREAM R BEIZRINEE, B2,

H 2212, XLEHERIANTFZARS, FEFERARINRHITRE, X GPOBENEE, ESIH App
Protection B2 & RYIEIRIIAE,

App Protection 133105t RESERNFEN BARRAE, Y5 ATESENEARRIPHNZRSTRERR
B, ZRIEEER. HX App Protection RIFHZERMER, ESH App Protection RIFHA? ,

HIMUMERR = BRI

- ZHELREBRIAERREREDZHINI,
o Z%3@32 Print Screen B8EVRESHE,
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} =r

AR

FEHRIANSMETEMNET—R, IRECEFBIZIAFZHBEREREE, ZBNSBRBI.

Desktop Viewer it IthRZsi@S & EahediEl4asa 5 #R A1k Desktop Viewer {43, Desktop Viewer TH
EAHEITH, TESERBIAN Windows SIFERRRE. SEATLETEU T EIMREBENSIN—LEUZDE
(L RIFEIR SR PR X A TE :

o f1E: HKEY_CURRENT_USER\SOFTWARE\Citrix\XenDesktop\DesktopViewer
o Z#R: ExtendConnectScreenMS

« & DWORD

« {: 00000000 (AZFHBAIAIEER)

AR

EMERECE = FIERY.

Citrix Enterprise Browser
AR

£5E A+ Windows #9 Citrix Workspace R #2FFhR4s 2210 &, i@ Citrix Enterprise Browser 77
Fis Web #1 SaaS M RIEFEER TR,

FhRABIEET Chromium Rras 107 89 Citrix Enterprise Browser 7 107.1.1.13, &3 Citrix Enterprise
Browser ii¥#E 8, 1581 Citrix Enterprise Browser 3244,

« 35 Citrix Enterprise Browser i & A T £

I, &AL Citrix Enterprise Browser F2& u T1ERI %I 88 LT FF AR TAEHEIE, ERILUEFRERE AN
AT AR T 1RHEIE,

TEFZERESEERARELAFEEN Web 3 SaaS MAEFXBENTEE, YAFREAYNAERESHNEM
FEIERY, WMRTRIIENEE, N=@id Enterprise Browser $E{TH. MNRAZE, M@ RLAPEENER
H LA EHITH.

BXEMER, B2 Citrix Enterprise Browser i & 7 TIEH

BEfEE 8RR

o BMEREHE—MIES, Citrix Workspace B BEFHSIRRIEERIES, @ Workspace (&) MABEE#T
B IRIER = HIR LR,
B LUE AR INA AR R R I BRI IEBIER:

On 32-bit systems:
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Location: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle or HKEY_CURRENT_USER\Software\Citrix\D:
Name: SuppressCertSelectionPrompt

Type: String
Value: True

On 64-bit systems

Location: HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle or HKEY_CURRENT_USER\S¢
Name: SuppressCertSelectionPrompt

Type: String
Value: True

[CVADHELP-20844]

Y VPN W E B EFHiEER, 2iRXiFRER T Windows B9 Citrix Workspace A2 F Al RE R KK
[CVADHELP-20376]

NECE T EPA MR AEE#HITEHIRIERTERNEIESR S (EPA). K& Citrix Workspace R FEZFM
PHIRRAEH T 2210 HESRAN B IILRR, [CVADHELP-21387]

o TEL1KBY Microsoft Teams @iEHAIE], KiHFATRES I NEIRIRS. [HDX-44438]
« Citrix Analytics T MREZ B P AME S MEHEXINIETT. BMEREUTHERM, thBILERR:

- £/ Citrix Workspace N BER, NMAEFISESIELTIETRENEEREE 15 5%,
- ERNMABERKS EEA CAS,

=

P =

HEETRRBEINAREFREAN, T2AIESMEEXN CAS B, ZEHIEEET Web 1TH 5
BREFESEEmAFRFREE IS Citrix Workspace N BIEFHRINBIE—NN AR ER 7 23 &%,

[CVADHELP-21448]

« ERERATIAERTHNARERFN, Rt tNBEFEENAREFEE AR aHBEREE LB
FH#E®. [CVADHELP-20742. CVADHELP-21277]

2210.5
FEINEE

LEhRAERR T BB FUAZER MR, REMMBEMR,.
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EPENAREFEE [BRATKR] EAT Windows B9 Citrix Workspace M ABER 2210.5 BERME AN A
B EEEE, & Citrix Workspace M BEFR Ain R REMEE Secure Access Agent Mikm 247 (EPA) #fF
EREMBENENEFIRNAERER.

fEELEINEE, BIESAUEMNMENEEEH & BENEEFRBMNNE,

ERIRNBEFEREAEUTSE:

%77E Global App Configuration Service iEERLAFI&E LFARNARE, @I U ARTEAR,
I LUETE Secure Access Agent ik 24 (EPA) K12,

« Citrix Workspace i B#2FM Global App Configuration Service SRERIEFIR,

« 1R#EM Global App Configuration Service 3kEx#9%1%, Citrix Workspace N F#2Fi@id HohEHMARS T
HAERHE. MBEZRIRERS LRERE, Citrix Workspace MRBREFEMARIBNRE, MEEBRER
1, Citrix Workspace M AEF it EZRIEEH R THORERES TREMNIRE) .

'_b;ﬂ
LAl
,_5;1:1
=R 51A]

Citrix Workspace [ 2R AT RTER R G BB Bsh BRI,

Citrix Workspace M A#EF R Citrix Workspace EiEBohER R,

TEREAT TIERE:
Admin configures the Agent installers made
=~ agent requirements for available by Citrix
|/,'_3' - the end users
e
Citrix Global App Configuration Citrizt auto-update
Workspace app Semice senice

checks for the
list of required
agents

i Citrix Workspace app downloads the required
agent packages and installs or updates them

Citrix Workspace app automatically updates the
agents whenever an update is available

Citrix Workspace app automatically signs
O in to the agents with the Citrixx Workspace

credentials

BJLUEEA Podio REAMIEE AT R, 1RZHIE, HITRSERRURNEZEAES.

F=3

AR

RATSRAIEE P EHFFEFIFRREREFFRRH TN, FATPREAZRENN S, Citrix FEZ
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THREFR BT AR Y SZ 1 2251, (BRI EBUH X L ThREM R 1% CitriX FIRERIRIBRIGMM™ B, BBENEZ W R
IRHITIRME, BINABRELEFFIRTEIE Beta hitds,

BhEfayIEsaINAE  Citrix Workspace ARZFIEXRFERA T REBHEE (PAC) 1 Web RIBEENA MM
(WPAD) #&: B B ZhEE #o

Citrix Enterprise Browser Zhyz &23EF & F Chromium kR 105 89 Citrix Enterprise Browser i zs
105.2.1.40, &% Citrix Enterprise Browser Bi¥4#{Z 2, 1§ Citrix Enterprise Browser Xi#%,

BEE R

LEhRAERR T BB FUAZEA MR, REMMBEMIR,

2210
FEINAE

ERMERENEERANE RER EMATF Windows 89 Citrix Workspace NARZFREZIFEBMNEREINERE
mEE KRR, ERLIBSEPEED > & > BREREMSIEERS BILtIhEk.

iEATF Windows 11 +# Web 71 Saa$S A2+ #) App Protection #3810 Itk App Protection t838Ih4E
7 Windows 11 £#9 Web #0 SaaS M AR AP HARMNZ L INEE. thiEs8THAER LUBZ &R Secure Private
Access &P # Citrix Enterprise Browser 3%15.

PREIFISAD LA PSR RERENE P ifin = EE R A LUER REIE NSE LIRS #EE, LU RISFIAR
OISR X L i e P A B9 B2, B3EATF Windows B Citrix Workspace R 2R 2010 &2, ErIUERE P IREE
IR HIIX L 53 R,

pE=

UZ RO PRTTHAFRSEMSIWUHNEAMARE, B Microsoft Teams IREBRWENFIERINS5E
ERARNADBIYE,

RiAERT, ®E 7T Citrix Workspace W e F 210 WEF IR EZHARURES., EBRAMLAE
HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream g B U TE P HE B, T EHB
A
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E=Ru e SRl EENE

EnableSimulcast B 1-3 (BHIgEN 1)

i

]
o
gl

MaxOutgoingResolution 180. 240. 360. 540.
720. 1080 (Microsoft

Teams Z#EFHHPHEK)

MaxIncomingResolution %%k = 180. 240. 360. 540.
720. 1080 (Microsoft
Teams T HHER)
MaxIlncomingStreams  ##g = 1-8
MaxSimulcastLayers B = 1-3 (BHREN 1)
MaxVideoFrameRate B =5 1-30
MaxScreenshareFrameRat&%k £ 1-15

FREEMZRIE 7 DWORD,

Citrix Enterprise Browser Zxhy 7 &35 & F Chromium kg7 105 &9 Citrix Enterprise Browser ki 7s
105.1.1.27, & Citrix Enterprise Browser Byi#4#{5 8, &2 Citrix Enterprise Browser 314,

Edn Citrix Workspace Browser Citrix Workspace Browser 3#E# Citrix Enterprise Browser, B
XEZRHBMBEM citrixworkspace:// B2k citrixbrowser://,

RN R M E SR SEI IR R — N EE#ITHEE, RiETE A eiAE O F .

o @ UL PabRERNRE R @A PR E G AR EE T RO LARNER.
o REME (FlMs<M MS) mJRRSBESRE LEIRRTR, UBLERFE P IMEHZE,
o HEXF@MXEURMIEF @S TFHENEMZTR (FIIRNEEXE) AJaENHE S URifaMT.

% Citrix Enterprise Browser i& T{E¥I %88 [ATSR] B, EALUE Citrix Enterprise Browser it
BRITHAEERTE Citrix Workspace 2 AR A EMFTE TIES U SEHEMN AIEF. WLINREREIRME T —M1E
Citrix Enterprise Browser B{X$TF T {EsE#Es Web 1 SaaS NAREFHNAZ. ERILUERERE RN HESTHE
A HE AT IEEEES T BE.

i@id Citrix Enterprise Browser T/ Fi5 Web 1 SaaS i BiEZF HBZhk4<ite, Citrix Workspace MR
R MR NS Web R FE2FF19MEB SaaS M AEF#RETE Citrix Enterprise Browser #1317,
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} =r

AR

EiEATF Windows # Citrix Workspace A2 hR4s 2210 &, @i Citrix Enterprise Browser 377
FiE Web #1 SaaS [ AEFIEEL FEBRES.

TEHEANEETBER [BAMER] SIUNZ2NAXNBEEERRENT BEFHMEA Citrix Enterprise
Browser, BEERATMHE. BEMEHT BIEF. LA ALIRIBEEEE citrixbrowser://extensions T&EEH
Rz BiEF. 8XEZI8E, 1581 Global App Configuration Service,

=3

AR

LEINBE R PRIERAVTN AR, BEEMIFEFREEEA, BES Podio R&E,

BXRUMARENEE, 1557 Citrix Enterprise Browser X4,

£ /3 Global App Config Service &2 Citrix Enterprise Browser [EAFI%iR] ZEATUERER
Citrix Workspace # Global App Configuration Service, @2 & EEHARS IR Citrix Enterprise Browser
12%0

Global App Configuration Service E7EiL B2 RIEMEE Citrix Workspace #1E12 Citrix Workspace g
FigE. IInteniFEER MR Global App Configuration Service §& i Bk A 48R0 R B B E N AR RS
9 Citrix Enterprise Browser, &EGMEALUER Global App Configuration Service EBEMERLLT Citrix
Enterprise Browser i&&:

+ “Enable CWB for all apps” (FrERAiEFER CWB) - Citrix Enterprise Browser i&3 BT M Citrix
Workspace BT Web #1 SaaS [ AEFHIZRIAR K25,

+ “Enable save passwords” (BRREFEE) - ATFRIELRLRAFREEE,

« “Enable incognito mode” (BAREER) - BRASEARIE.

« “Managed Bookmarks”™ (BEHE) - AFERRIEHEHXE Citrix Enterprise Browser,

+ “Enable developer tools” (BRAFAXARIA) - 7 Enterprise Browser A ZAFELZARTR,

+ “Delete browsing data on exit” GRHIEIHIBRNIGEEIRE) - RFERREE Citrix Enterprise Browser 72
1R B IR BRI L 254

« “Extension Install Force list” (" Bi2FREEt5IxR) - RFEERATE Citrix Enterprise Browser &
T ERER.

+ “Extension Install Allow list” (i BREFZREALFIIR) - AFSEREERFTLUAHME Citrix Enterprise
Browser i BR2EFHMIAKFTIR, LtFIRER Chrome W LR AE,

&E:

o EINRERNIRIERMTL IR, BEEWIMEFRFEEEA, 1BETS Podio R,
o RATSRAMHEAEHIFEFFRFERESFFEFHITUER, HAZFREEXZRBRON S, Citrix R
R IRETN S ARV SZ R, BYGBR e XL ThREN R R, Citrix BIRESRIBRIFAIEM. KiBMHM
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BN RIBHITRE. BIUARBEEEFIFEREE Beta A,
o BMAMERXD KNS,
+ Global App Configuration Service FHFrE N HEEIEEATE T LU TR:

"category": "browser",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"

]

<!--NeedCopy-->

o BERMALEXEISENAEEEILE. §XFHES, 527 Global App Configuration Service
X1

BRATRLEhR

« Zsih App Protection

BXREATGIRINAEENTEIIR, BSREAT G EIThEEE,

B2 aRH

o EMSINT SREET TS DPI &,

- BUARSREATR, ERASNOYER, Wifn DPI A,

ERIETEY, Citrix Workspace M AREF2ZiA B4t Windows & F iRl 2R 5 ##X 4 DPI
EMIRES HDX 2IE#H TR, BINEMBBERATEHER DPI LiE, CHEREEASIMEERSE
(1920x1080 A Et) B,

- BED (BMATF T RERAEL) (GEFEHATIEDPI BNNIBREARER, HEREERHKERT
£/, IEMARERTE BN IRRRN BEFHSIN—LEITER, FIME HDX SIERASHALH TSR XE
1RH8o

LWMAEERRE DPIRE (FES DPI) MERIEEDIAM Windows EFIHE, XBR—1EI{TA%E
Wi,

AR

%I S Microsoft Teams B9 HDX (b F# A,
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iEATF Windows &9 Citrix Workspace T2

- FAE= T EMAFRERABRIBE (BHA “DPI TRZHM" ) , EATF Windows # Citrix
Workspace M RfZF 284 Windows B is_ E#Y DPI 458088, EIERXT, Windows 2%
SREEERE Citrix Workspace MAEFH HDX £1iEMY R, TEEECMEIE DPI MMM BER
—#f, FEINTE DPI gttt 100% RYiER TER R,

[HDX-43720]

« HE@Eg GPO AMERANNAREHES GUI 7RIk EE— StoreFront fRSZ M E MV AREIER, AIESR
HIM— M INEFEE, FMKFAEERKK, [CVADHELP-20776]

« H&@E2 GPO M[E— StoreFront RS &AM N B & ERY, ECE S = A IE A g = (8] 511 K Mo
[CVADHELP-20655]

« BIfE@E GPO 2 7T Global App Config Service %#&RY, Citrix Workspace N BEF 2R EEE
Global App Config AR%528. [CVADHELP-20775]

+ 7£ Windows 2106 St E & r a5 A Citrix Workspace R B#EFFEY, Hih ICA KEINEEAT R IER,
[CVADHELP-20824]

o XFEHAF, receiver.exe HIZAREREIMLM. EATRERTEERTF Windows 8 Citrix Workspace R F#2
FF 2206 sk EShiAs EEFtia, [CVADHELP-20986]

« EEERKE Microsoft Teams MSARINF, FEFBMANER FMNEE, EJERETBIEHET. LiaR
B/REIM, EEERF K E HdXRtcEngine.exe #i2k AT I, [CVADHELP-21095]

2209
FEINEE

BENEfARAIES] [RATSAR] BERMERUERARPIGEN BEEMRE,

HEE A L@E 7 Global App Config Service Fi& & maximumAllowedVersion 1 minimumAllowedVer-
sion B4R SEERIEHIMRAS.

Global App Config Service f#9RfI JSON ST:

{
"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value": [
{
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"pluginSettings": {

"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",

"stream": "Current",
"maximumAllowedVersion'": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",
"delayGroup": "Fast"

}

"pluginName": "WorkspaceApp",
"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"

<!--NeedCopy-->

WETEN, APig&ER Citrix Workspace NARZFBEHEHRIN T LREEZENRE I BRE,

R E % Citrix Workspace R A2 BHahE# 245 €4S, 157 Global App Config Service # maximumAl-
lowedVersion # minimumAllowedVersion Et a4 NERFIARZS,

AR

- B, BIEAM JSON XHFRINAESHTEZRHEMEN, ELARBRALNERIEH
upgradeTolLatest igEf maximumAllowedVersion EEHE, EBE, XMTFHRNWSEH,
A LUER SR JSON SXHEFEIEIE,

o BRI BCIEHRAES, %90 Global App Config Service #1#9 upgradeToLatest i&&i& 4 false.
MR IIZEIR A true, maximumAllowedVersion #1 minimumAllowedVersion §# 28,

o iEE pluginld, Eitk ID BaesTE) Citrix Workspace R FEiER.

- MREER KR Global App Config Service EZEhA, MIRIAERT, Citrix Workspace [z
R E SR HEY o] kR A,

BR%IEE:

1. BahEMREIES.

2.8 fi 2 Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\
Dazzle FMER®ERZ,

3. SIZRBUTREMNEMERE:

o EMRIMKLFR: Test-EnableAUVersionControl
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« FE: DWORD
« 5: 0 ®RTEHA, AT 0XTERA

4. E#ED Citrix Workspace [z FRT2 R AR MBI E L4

AILGEE Podio REBIRHE RILIHEERI R iR,
AR
FAMBRAMERE A EEEEFHFEREREFFERHFHTIN, FATFREEZERENNS. Citrix 7EZ
IHREFM S ARAY SIS 2, BB MHBHXLETHEEM R iR, Citrix FTRESRIERIRM™EM . ZEMMEEMN R
IMHITIRE, BN EEREFIFEDEE Beta hras,

WebRTC W& AR, BERFEZZMILM Microsoft Teams BT Microsoft Teams 89 WebRTC frzAsE2F+
K E|hrds M98,

%#57F VDA Bzh&E# Citrix Workspace ZA#EF  IfE, EaILUBT IR T EM*RERE VDA LERABhEH

IhgE:
£ 32 fuitEM L

o SEMERI: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
 JEMAERMAE: AllowAutoUpdateOnVDA

o JEFRAEE: REG_SZ

o AMEREYE: True

£ 64 fUitEM L:

o EMEI: HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\ICA Client\AutoUpdate
o A AllowAutoUpdateOnVDA

o JEARFRIEE: REG_SZ

o JEMREEE: True

HET ENEARFNRENBER [RATRR] Ue, Bai#EEEFENAFRRFTER. AP RigEE
BRAEMR, HERPXETWEE, RABiHEEERHESH.

@Cnnncchng

Starting...
[
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BHENNAREFNKEREAREEEFE. B, HBEEEATF Windows & Citrix Workspace R 2R L2
MY AP REFNGELE, IR TILAR RN TREXRHRSHEXESR. BNERTRENE A,

@ citrix Workspace

@ Citl’i)( WOI’kSpaCE Q Search Workspace S

a
@ Home
Apps
ﬁ Apps Recents Favorites View all applications
g Desktops 77 b b4
e ¢ ¢ ) ©
Excel Chrome Acclaimlp Podio Enterance
Browser
Desktops

Recents Favorites View all desktops

S

Bl ceoaessirawiop

cifrix
BT Web 89 Workspace thz##itkIhat, AP RAIUEEE XBEHENERNERN, MANNEMES. NRE
EBRSHBEAFRZHAXANNE, NsER—REEES,

[ N ] & Caris Workspace x 4+ )
« c & 6« EBY O @ »=0
* Bookmarks
(& Citrix Workspace Qs
o Q commented on ticket WSUI-6109 - "WSUI loader doesn't spins as expected in satari and
{n} Home native cwa apps. works property in chrome™. Recent Apps
[ Feed
G SAP Fiori
- Reported ticket commented
ions
commanted on ticket WSUI-8063 - "Rotate the access keys” - 6 "
¥ OneTrust
B romn >
4 G Chrome
(] Deskiops >
1+ ﬁ lira
[ Files >
View oll applications
Recent Desktops v
* tr Ml APAC Managed Deskiop
Vierw ail deskiops
cilrix

Recent Files

FILAE AR LA AR B A b ThAE.

1. T MRS,
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2. ©fi2 HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle,
3. BIEHFM—1R A NewLaunchExpSupport BEEMERFRTE, ARIFEHEIRERN True,
4. E#Esh Citrix Workspace Rz LUEFMREIE B 4E 3o

AR

EIHEEGER T Workspace (&) ®i&.

S5

- EZR#KER, Citrix Workspace EAEFHNKERIETHNARFEOBERRNE RS, LEMFFH
EfnEEIERN SRR,
o BEFHRSBNEIARFFILINEE,
BILUEE Podio FREPRMA R ITNEEN R 5o

AR

TS‘Z?I(?ﬁ"”H&EHﬁgF'?’_EﬂFEEF‘Wi%ESZEFEEF%iﬁqﬂiﬁ_??‘}leiﬁ, HABPRMAEZREONS, Citrix TR
FREERRAYSZ 12151, (BXGDRHEBGHX LN R, Citrix ATRESIRIBRIGMmENE. REMENEEEWR

RHITIRME, BINABRELEFFIRSEE Beta hitds,

Citrix Enterprise Browser (L{#1#7 Citrix Workspace Browser) ZhkA®EFEF Chromium iR
103 ¥y Citrix Enterprise Browser kig4s 103.2.1.10, &3 Citrix Enterprise Browser Bi¥4{E 8, i55i# Citrix
Enterprise Browser X4,

« Citrix Enterprise Browser it &2

BN A EBER S/ Citrix Workspace tkFHI M AR (BIINARIZR. BE. BENEMKE) HFR
. BEFEH Workspace MAEIECIREEXH, EEEEBRGITEMEMLHIN KR,

=

=W

FREMRZ 103.2.1.10 HERERIREG, RELZARENELRRKNEG. BEXERAEBNASEE
FIREN, ZAIRENFMEIETRER.

BATRSEAR

o REBSHEFFERNKE

BREATLRINEERITTEIIR, BB AT SRR THRETNE

B2 R

s NALEER, HEMEATF Windows B Citrix Workspace A2 HIEHE, RER—MIE T AL
BBENERITH.
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EEALEE, BREUTERERE:
£ 32 fURFH:

HKEY_LOCAL_MACHINE/Software/Citrix/Dazzle
&#5: ShowSigninPageOnLogOff

¥AB: REG_SZ

f&: True

£ 64 IRZL:

HKEY_LOCAL_MACHINE/Software/Wow6432Node/Citrix/Dazzle
&#5: ShowSigninPageOnLogOff

8 REG_SZ

f&: True

[CVADHELP-19967]

o A BE Y & &b B9 Applocker # M BE 1E Citrix Gateway # # 5 Citrix Workspace B £ Ao
t, R sE temp XHEFXFEEZ DR R VPNXXXXtmp 8 If B XX #. Bl 6 F it &k M
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Secure Access Client B & DisablelconHide {&,
tatlEXE#H, [CVADHELP-19709]

o LZ3EL PNAgent bR BRIB A H NN ARERFE, EATF Windows B Citrix Workspace LR RET
UTHER:
REHEHEIR.
[RFWIN-28208]

« Citrix Workspace M BiEFER G EMM, {CVADHELP-20317]

2207
HEINEE
£/ HDX i#17#) Microsoft Teams LM E RIEMAKR  EATF Windows B Citrix Workspace Rz 2

T2 155 A HDX #1789 Microsoft Teams LR RIE SHEHIFI R

BRILEME RSHECEREEXBGERE SR, HBIHEWNETITRE (BAMNEE) KEEBIN . &IEER
BT P2P sBIERM.

AR

LIHEEMTE R S Microsoft Teams Ul/#tHI%EmR. ZAOXIFERER VDA BEl 2112 iEShRAHINE R
BXEFAEE, B2RZEOKNAIK,

PR
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o ALIFEEAMAPEXNE 2SR,

o BEEMRTRERIEZEFEET. SEXAHEHRBE Microsoft Teams skE#iE#E VDA Y, HREMER
BEEAXA,

o EFEE ICARIERE, MREXH, B2, Microsoft Teams BFRART—M4E, ERZINRERNLT
BRARE., Citrix #1 Microsoft IETE£ RIS IR LA,

o EMESERE, &BIEEE Internet,

AR

LE I BE IR 7E Microsoft Teams ¥ H ¥ kW EH E ™ A, Microsoft #H It B, BFEBFHIRHLXE
CTX253754 # Microsoft 365 Public roadmap (Microsoft 365 AFFERLE]) LURBERAAS,

ERMEBENEE RN SR [KATER] EBF Windows 8 Citrix Workspace [z B2 I1E 5 E MM
KBPENEERNERIEM. FTUERUTEMREALLIhEE:

o iE: HKEY_CURRENT_USER\Software\Citrix\HdxRealTime,
+ &¥F: EnableBackgroundEffectFilter,
+ 28: DWORD,
o B 0 RTERER. FAHMERRTERH. IRZEFEFEHEN 0, WEBBAEERIMLE, HEA
AT AR IRV E D > & > B RS RIEHETIE,
iy
% ICA 2iEZ#i, EXEF VDA LHIMEREI N BRER.
BILAEE Podio R IRMA R ITNEEN R 5o

BB T BohEMAR  BohEFIEES B Citrix Workspace M BREFEHIIRARE, TEEMHAF T

Citrix Workspace M BiEF ST R0EH THIZN BAEFHNRMF A ARA. Citrix Workspace M HEFIRIERAFE
M RERERE, USSR,

ZETHE, BERUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(LR B EHMIN)

90 Citrix Workspace M ARZFHRAEEE A REEMMIERNE, NaBR@EMRR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 58


https://support.citrix.com/article/CTX253754/troubleshooting-hdx-optimization-for-microsoft-teams
https://www.microsoft.com/zh-cn/microsoft-365/roadmap?filters=&searchterms=citrix%2Cgive%2Ctake%2Ccontrol
https://podio.com/webforms/27725385/2159438

iEATF Windows # Citrix Workspace R RiEF

BEEMAILRINEE [BARFAR] Citrix Workspace BRFREZHERA T REBERE (PAC) 71 Web £
BEhAZ MY (WPAD) #:NeY B shE#,

o =W

RATSRAIER P EHIFEFIFRREREFIFRHH TN, FATPREAZRENN S, Citrix FEZ
THREFR UG hRAYSZ FFER 051, BXUMIRMEUH XLTHREM R IR, Citrix FIRERRBRIFH™ENE. REHMNEEMTR
IRHITERME, BIARERLEFIFEHEIE Beta hiids,

BILUEIE Podio FRERMA X ILINEEM R 5o

Citrix Enterprise Browser Zhz& &3 & F Chromium kR z 102 89 Citrix Enterprise Browser i zs
102.1.1.14,

« i@ Citrix Enterprise Browser {J77Fi5 Web #1 SaaS N AEF [HATR%kR]

BahRAEE, Citrix Workspace A2 el HRIFTE NS Web [ BIZFFSMEB SaaS M AEFEHBRE
Citrix Enterprise Browser 3T, RILERA Podio & EEMILE RN AR.

AR

BAMB AR EE A EEEEFREREREFHFERHTINR, FATPREEEREMNNS, Citrix
TIESRETUS IRV SZ IS 6, EURREBUHXEINEEN KRR, Citrix AJEESRIERRHTEM. K8
HHEEMN RIGEHITIRE. BIRBEREEIMEHEE Beta kivds.

B Citrix Workspace L BiEFEHMAEEEM  EMTF Windows B9 Citrix Workspace N2 MR EkR
AEHEF 2207 BY, RARRTAFPER. RE Workspace HABEA RTE R,

B2 EmR

RIE[EE
o {E1L8 Microsoft Teams FIAER &k IR 2R s AUFF BAIA B 5M18 F. [CVADHELP-20528]
AR
& E X7E Microsoft Teams # G RME SR Ao
« dNR1&1E Citrix Workspace M BEFREHIEIZET AllowAddStore=N, NETARIEITREHLITER
geo DNS URL EEBE BB E R BBk M. [CVADPHELP-19853]
+ Citrix 391IEEE2E (AuthManSvr.exe) ATRERERE RAERIMEH, [CVADHELP-18901]

BFRAR@m
o ERABAENX Web FAEER, Citrix Workspace MBEFFHSEHERE RSN M TITH. [RFWIN-27855]
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2206
FEINEE

5/ HDX #1789 Microsoft Teams LI E SEMAME [HATSMAR] EEBT Windows 89 Citrix Work-
space FZAEF 2206 &, Citrix 3INT /A HDX #17#) Microsoft Teams ik FEYE S AE IR R AV R T

ko
WE, EAUEHMESREREEXEGERYE R, FEIEINEEEITRE (BFMES) REREIN . Z
BERTATF P2P sEEIESIN
FE:
o HEIEARTSARS, &R fe@T EMERTUHITIES, FHAKS Microsoft Teams B A&/ HAERK.
o FEREFAE Microsoft Teams £iUFI@EFFEHFRYE, HIEETIMRMBANEFHITENR AL, B
FEREN, REEEHER Microsoft Teams, ZINEEER &%, LLIREIMIER, Hit, EEESZEOX

£ (VDA 2112 IERIRA) o
BEHAHFAEREMIMR, EERNARUESR P i/ s EERE T MRS

fiiZ: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream

« &#: VideoBackgroundEffect
« & DWORD
« E: 0 (BZA). 1 (BEBA). 2 (BEEE%GER, hEE%%E VideoBackgroundimage S+ #1&RMm)

RYERBEMEREGMIFRME RN, FFEUTEMRRD:

+ &¥R: VideoBackgroundimage
« XA REG_SZ
« {: my_image_name.jpeg

AR

X#HE (BIg0 my_image_name.jpg EEAXHFRENZI) BARBERF&E LM Citrix Workspace
MAEFZERR C:\Program Files (x86)\Citrix\ICA Client .

HETERIMEEE Citrix Workspace A2 2206 79 Intel 558 GPU R T 2EH AL
« B2 GPU SBEERK, #5 T BE&ITEE.
BE T LT R

« 7 Intel % 10 £ GPU SEBRA BRI ST 0EIRAT,
o Intel#1 AMD GPU £# “Eiig” 3 “AEHTUNXIE WREER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 60



iEATF Windows # Citrix Workspace R RiEF

App Protection futtsaIhaE: RAEEN [FEATMSAR] Citrix Workspace R B2 FIE I HRERKRZTRING
NASHEEE (DLL) IR Z SRS RE T A A R1E,

MRERFRETENT EARZEENER, Citrix Workspace M R2FER 0B M 2T FH S L INEZ AR,
t4h, MRERIFEMZARNEEAIAZEEHTEN DLL, App Protection MEIESIZRHHEREIZHES. *
AR HEBRE BN N AREFNKERIE,
BILUEEALE Podio &AM A TS AR.

AR

BRATMBARAEE FEEIEEFIFEREREFFERHTUE, HFARPREEZREINS, Citrix RiEZ

THREFR U hRAVSZ 1555, EXUMIRMEUH XETIREM R %, Citrix FIRESRIBRIRM™EY. RBUNEERTR
IRITIRME, BNAETEFIFRHEE Beta hivds,

iEAT Windows 11 t#) Web #1 SaaS B2+ App Protection 18381048 [#AF%AR] It App Protec-
tion 158 IhEEMR L T Windows 11 £#) Web #1 SaaS M AREFAF WERMTLINEE, thIERINEER LUBZ E R
Secure Private Access P Citrix Enterprise Browser %18, f&aILUGED Podio FREEMIE AT SR BXi¥
MER, ESH App Protection x4,

=z

o =W

RATSRAIEE P EHFFEFIFRREREFIFRHH TR, HFATPREAZRBRN S, Citrix FEZ
THREFR BT AR A S 1 Z2f5), BVIIR XL THREMN R . Citrix TRERIRIERIGHN™ RS, RBUEMEZ WK
IRHITIRMR, BINABRELEFFIRSEIE Beta hiids,

gt T BEhERALR [RATA] BihEHIEES BN Citrix Workspace AR EMEIRMARAE, TEEM
BRF,

Citrix Workspace M2 s B EH THIZN AREFRM I AMR4S. Citrix Workspace RZFAEFIRIER FIE
N E R fERER A, UGERIEMFET,

RETME, BETRUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(TR~ B EHMIN)
90 Citrix Workspace M BRZFHRAEEE A REEMMIERNE, NaBREMRR.
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EATLLGEE Podio REFMFEARTASAR.
AR
FAMBRAEEFEEEEFHEREREFFERHTIN, FARFREEZERENNS, Citrix 7EZ

FRET AR B9S2 522651, (BB BUH XL THREM R 5. CitriX FIRERIRIBRIGHM B, BBENEZ W R
IRHITIRME, BINABELEFFIRSEE Beta hitds,

BERADPILE BiEMATF Windows i Citrix Workspace RIFERF 2206 2, BRINER T=EH DPI i, XEK
% Citrix Workspace MWBREFaZiR B E#t Windows EFIHERE RS ¥R DPI ERG&E S Citrix 21E#1T
ILhd, fERLEESRH—ER4, Citrix Workspace AREFHH “SREEDR TRMEN “& DPI” M ABAI A, H%
FHEE, FSRMIRHFLXE CTX460068,

Citrix Enterprise Browser Zhyz& &23EF & F Chromium kg7 101 89 Citrix Enterprise Browser i zs
101.1.1.12, #& = Citrix Enterprise Browser i Ihaesk ik fE1E &, 1§51 Citrix Enterprise Browser X #4
FREFTIG TN AR,

B2 R

£, 0EH. AL

« Citrix Workspace Updater RS AT 2B, MNISHREXK, HEFHFRIEES Internet & HILL
iA#, [CVADHELP-19613]

SIE[EE
« A Citrix Workspace M2 2204.1 SRESAAE, SIEATRERMTIEE, NREFEEETRASR ZHHIX
# (540 wfica.ocx) HORESI, MsHIMtiEE, [CVADHELP-20053]
o AMMAERE URL EE B Citrix Workspace MARFR, EETRUTHIRHEE:

“f&m Citrix Workspace [ FAf2F1E#1%R 1t Microsoft Edge WebView?2 BYiB%IEiR, & E#/SshEHIL A
ErF.”

LIEEE GPO TN AEE URL HEAXMEES /7 (Blf, https://sales.example.
com/Citrix/Store/discovery/;0n;Store) BaHILLL R,

[CVADHELP-20214]

+ EEMATF Windows B Citrix Workspace MR, FERAERIERAMNARE URL B, A
THIRER:
‘ToirEETIRS %8

:EJP
oo
Bl
ED
;\?_l

MREP— P AEEERRAET AR, WaHILR=,
[CVADHELP-19751]
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 Mhi7 2006 XEFRAEH Citrix Workspace R FB2FES, FIRERBMIE R BEENNXMERRE,
BRAIERMECE, BMEHERIEXRPMIN AEELEREXRTFML, [CVADHELP-19839]

« =iAfEA Citrix Workspace AR MR BRIB I ARFRKSEIESRK. TEQREF i P ke
Ik, [CVADHELP-19703]

« 7£ Microsoft Teams BiFHBHEZR BT AEFEN, EHWNEATESBIMMAF. HIILRMZE M
BRERRE, FINASTERALER CRESBITEN) . tRASEHIIMERRREE, BT RN
%o [HDX-38032]

BFRRE

o MBEXIIFMAREITFEMSERN, Desktop Viewer TE#Zal8ERTI M, [CVADHELP-20253]

« #iEATF Windows 89 Citrix Workspace AR S5 XINSNAEEM—EEAN, BERFRITEE,
MR ERE MR [HDX-38024]

- #DDC LEA “BmETRE HKE, RIEHETEFS 2R E MRS BN B &h 25 X IEE
[HDX-39558]

« A USB ig&inialscttet, Citrix Workspace M Ai2FalsEs En AR Citrix Workspace - 22 & &%
JEIE, [LCM-10369]

ARSSELRE

« Citrix Workspace R F#2F Bl Rl e B AR DA HMAK, SEHM 3002 #HiR, RS ES#HINEE,
BMNEEFIRES RS SR LFENRBRAXMN, HBRS A 25%M. [RFWIN-26540]

2205

FTIBIhEE
AE:

Bk, 1B5#1F Microsoft Edge WebView2 Runtime kixadsi 99 siE=hids. BXFMER, ESRA
FKERMFERM

Eokn Citrix Casting  LU&d, Citrix Casting £ Citrix Workspace MBREFRERIEZAEA. BARZAE, X
YEEREREMFER /IncludeCitrixCasting @&<izf7 Citrix Workspace N RIEF LR ERF, 7R85
A Citrix Casting.

L &E# Citrix Workspace R A#EFE, Citrix Casting s BHah¥E#. B Citrix Casting B 4E R, ESA
Citrix Casting,
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REFFEFR  BARNRKE, EURERNSEEATNEAEFNSE. aRBEHESEH Citrix Workspace
NAREFE, NERHRBEREEHTAREEAINER,

Backstage
Al Access 2016
Excel 2016

Wiinw All Apps

Managed Win10 SIN Desktop

View All Deskiops

Citrix Workspace
Fin to taskhar

M Close window

& @

7z Citrix Workspace A2 R BT HEEX Web A®EE % signoutCustomWebstoreOnExit
Bi&E A True B, X Citrix Workspace ZBEFREEREBEX Web ZA®EE. 1L Global App
Configuration Service Ff2E signoutCustomWebstoreOnExit B,

BXRFMER, 15218 Global App Configuration Service X#%,

TEFERAKER T Citrix Workspace WAEERFE BHAMNRAEE, EALUERUSAUWERITH Citrix Work-
space N2, AILTE Global App Configuration Service $i&& maximise workspace window &
M, LUE Citrix Workspace M BREFEBINER TURAMERITH, KBS XEFehRAL Citrix Workspace [
BiERF.

B Global App Configuration Service ¥4z, ESRAN 1o

Workspace zi% Storebrowse &HF Windows # Citrix Workspace w2 FITE A B BIBREZ R4 Store-
browse %%, Xf# Storebrowse B &ESE LR = Workspace Thig,

pE=

o IWIHEEN B SEFRIRM Storebrowse i3,
o MAAEZRAAERMBA PRIV MNEZHAEEFERBILLINEE,
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BXEMER, BB EAT Workspace 19 Storebrowse,

Citrix Enterprise Browser

o EARAEIEETF Chromium kg7 99 B9 Citrix Enterprise Browser g7 99.1.1.8,, &% Citrix Enterprise
Browser pyIhaEs 1SS, B0 Citrix Enterprise Browser XA4rREI31EIhAE,

o I7E, HI&TE Citrix Workspace M ARFHRITUTEMIZIER, Citrix Workspace RiE2FRIRERIE XA
SEENY R E O

MR AR AR
TR B E N AR IE
AINFT R B IS
B 24 5 L PR S

B2 R

BFRRE

« EEATF Windows #9 Citrix Workspace i BEFSH, IFEEGAF T AEN SREEMHEEZ ALK
EUrEIRE, [RFWIN-26795]

RIE[EE
o LEEFHSEH Microsoft Teams B, BAEH HdxRtcEngine.exe #iZaIgER &%, HERBERBI—HF
##2, [HDX-40006]

« 7EfERA Microsoft Teams HDX itk =3t midiEHAE, NARFEORZAESEAEEERH/FLEREZR
TR, #BESEHE Citrix Workspace AR Z A1, AR FHZREFERNAREFEO. 20y
HEITRES, [HDX-39549]

« 7EfEF Microsoft Teams HDX b # “BF XTI KiEHRE, TEXITNEHSELIUBERE RB.
[HDX-36376]

o EREREHT Windows B Citrix Workspace M2 R4S 2112 siEmAR4cikiE VDA BF, ATRER BRI
TH2HR:

BN B EFE =R E R E ST B HDX X518k & L ENES.
ERHRAS, IEBREERARNRMATHNSIELRFRRLI, MFAEED VDA,

[CVADHELP-19636]
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T HE. AR
o FEERT Windows B Citrix Workspace M BIZRFE, FIRES IR TEIMOEMRIN:
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\WOW6432Node\Citrix
Fo & Bah e S 1T R = B I I i) T,

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\Keyboard ## Transpar-
entKeyPassthrough JFMREARXRETE 32 UitEN L.

[CVADHELP-19625]
2204.1
FEINEE

SIMEEMILRINGE T XA SIREDS (EEBENSMMFEEASMRRELDS) NEMOEERZR.

Citrix Enterprise Browser it iz 7 & & & F Chromium ki = 98 #9 Citrix Enterprise Browser i 7=
98.1.2.20, B Citrix Enterprise Browser HEmsesRErfEEE , 75208 Citrix Enterprise Browser X4
18IhEE,

Microsoft Teams i1t

+ App Protection 71 Microsoft Teams 38145 : H/ZH T App Protection #5EHF Windows # Citrix
Workspace AR F Desktop Viewer 38+, Microsoft Teams 4 ZiFENVBANRBEHE, EFX
BEATEAGHNAEFAREMENBINRELE,

BARTRSEAR

« X#5mER Web 1 SaaS RARFAILEREI R SFR (SSO) 4l

BXRRATLRINEERISTTRIIR, ES AT SR8 TIAEDIH,

BEfEER—
RIE[EE
« MiEATF Windows i Citrix Workspace M 2tk L& 48t, Citrix ADC i&&mIAER AR, [HDX-

39683]
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« 1£ Citrix Workspace R RB#2FH, TEZIFZILIT Microsoft Teams EBIEET, ERIAERIBEEBNIEMIE, LB
RERUTHIRHER:

Call could not be established. (T £iirreny,)
[HDX-38819]
 HEEREFTAIEERT Windows B9 Citrix Workspace M BEFHI& BN ENEMEIRENET, ZigEA
e AIRER B NIT.
MALEER, EEMBBEIERARFIETE—ATRANMNERET. YRAPRIEDEZIMEBETAR
B, &S aT LR MHEIFIIEHIEE T,

[HDX-38214]

« R Citrix Workspace ZARRFREANE “KE M “FR XERBEAAXGKPEREAER, WE
Citrix Workspace EARFREEM ‘KB = ‘AR XERHNARFNSAIETEREISHEK.
[RFWIN-26508]

« 27 Citrix Gateway URL AlaEBIBAMERK, HERUTHIZES:
TEB R B IIEARSS
[CVADHELP-19415]

- WALEER, &AE HKEY_CURRENT_USER gt HKEY _LOCAL_MACHINE %% TWITaskbar-
GroupingMode i E /3 GroupNone. 540, TWITaskbarGroupingMode ;3 &7 HKEY_LOCAL_MACHINE\SOF
Client\Engine\Lockdown Profiles\All Regions\Lockdown\Virtual Channels\Seamless Windows
Ti2fit, [CVADHELP-19106]

RE. HEH. AR
o YEPERAMBREF MELIRSE, Workspace RERF A RERERIEERMERE, [RFWIN-21122]

2202
FEINAE

Storebrowse 3t Workspace (93235 [RRAFINR] Bhkka#E, &BF Windows B Citrix Workspace R
127 A B BhARSZ 1Rt Storebrowse 3%, XfF Storebrowse B #E#8IFE = Workspace Ihgg,
AR
o LEIHBE(N N B S B RIRM Storebrowse 2§,
o BMERRFERMFBAMPIRINNNEZ A BEFEALLINEE,

BXRFMER, HB AT Workspace B9 Storebrowse,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 67


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/storebrowse-for-workspace.html

iEATF Windows # Citrix Workspace R RiEF

} =r

AR

RATAR AT E A EEIFE = IRR A REIRRRHITUE, URHERE. Citrix REZIHREFEMRAIZ
R, BYURRMHH XL R R, Citrix TR RBERRO™EY. REMMNEEMRIFIITIEE. B
WAER Beta iR ABETEFHFREH,.

Citrix Enterprise Browser %53 Citrix Enterprise Browser FEyIhaEsiirfEEE , 523 Citrix Enterprise
Browser XX#HRBHTIETIAE,

AR
EATF Windows 89 Citrix Workspace 2202 MASAEREENR, WTFFAR:

o FRERBIRIE.NET hixads7 4.8,
. FTRMERIE VCRedist hR4< 14.30.30704.0,

BEE 88—

R HME. AL
o ERLERMRSNERTEERT Windows B Citrix Workspace [z FB12F MArZs CU4 F#+4: % CUS B,
ATBE BT TR
MARZ LRI RRAF R

Citrix Workspace % B0 EH IBRRAHBIFRFIEIRE, ERIUHEERXLRE, TN, SEUMFHRE
FRIERS. BF “WE™ Ldks,

[CVADHELP-18790]

- 2RXRIFH BN AIEFESSH cannot contact store (TEBAANARE) HiREE. REEENEITHE
[ FBIZ AR EE S TSR R MBS & H L I (R 25

EHNBAEFEAIATHE, BE/LSHEER, ASEALZIFAREKR, HIRHELTEE: cannot contact store
(EESNBBERKR)
[CVADHELP-18736]

RIE[ERE
« UEAT App Protection #9:ERTF Windows # Citrix Workspace M2/ &/25I8F, Print Screen
RERET AR R EE, [RFWIN-25835]

 EAEAT Windows # Citrix Workspace [z f#2Ri@id StoreFront £# PNAgent it 2 Bah B R RHIR
BEFAERAN, HETUTHIRER:

TERHNARERF. BERAFAREKR,
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[CVADHELP-19209]

o MIRFFHEFZD NIC, EAEEEF I IP #utryipREBINMZ G EBSSIET SR K.

Rule: Set-BrokerAccessPolicyRule -Name <rulename> -includedClientIPs
<Client ip address>

[CVADHELP-18783]

o MERSEBYUNNIR, NFEEEIEES Citrix Workspace MBEEF A GHNBEFNRESR. Fit, X
RIS AR AT sE S EAR T H B A A RBE X4, M s = EMEEFE AN StoreFront is#y CPU S A&,
[CVADHELP-18609]

o BTARENRAGSRENARERS, RFMABMNXKIREFARSITANEERSAF AT fEakM, LT
BEREEARRSSSES, [CVADHELP-19242]

- RECESZEEDLE, BEMEENIJURTERMANER. M Citrix Workspace M AEFBIEMEERNSH
MitiaE, [RFWIN-26111]

o 7£ Citrix Workspace R f12R 2112.1 /1, #EMR KA Microsoft Teams MSTEIEHITFRLIBENET, s
&9 CPU #IEZETT e RS, [HDX-37168]

BR8]
2309 FHER B

o MR ICAXHRTHT ICAXHHIXHFL Unicode HIFXRBEF TGRS, BT EZBHNRTE. (RHEFERN
SEERIAIRIN RIS HT EEITRMRIE, AEERA Citrix Workspace M A2F B ohE AN AiEF R K m
B, ZAREBLLR, 77 EMBUIEE, RIBRINEHSEERERT Windows B Citrix Workspace A2 F
2307.1 hr7s, ERIA#HRA, [HDX-55649]

o BR “EREXE &8RE, Citrix Workspace MAEF LR R EITAIsEs BBl sh#8sh, [CVADHELP-
21829]

o EREFERT, 4 Citrix Workspace EAREFL EEHNARFIEEN, BB IIREHERES, HF
—ZEEHIMAEIHEIEFR, 5—%7 Toast i@, [RFWIN-31561]

o MRETE STOREO 2R AREEMAELETZRER, WFEAGLSTREEAT Windows 89 Citrix
Workspace [ fA#EFARES 2309 ATRERKK, BRARFSEN, HERENGHATTERNNARERIR, W
I

CitrixWorkspaceApp.exe STOREO= “AppStorej;https://sales.example.

com/Citrix/Store/discovery;on;HR AppStore”
<!--NeedCopy-->

[RFWIN-31704]
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2305.1 R ERaE

o TR E5) Citrix Workspace MABEFR, RAFEMIIRTERMANNIEERE. [RFWIN-26399]

o HEMIMBERSBVIRTIBEN BRI (B, FEXIHEMN) B, Citrix Workspace AREFFREER. Ul X
RAFHEEN AN REFERNFEFEERA/N. [HDX-47575]

s ERINTARIEZR, BAURSFRIRERENDHNE, cNABESHILAM. BRATHET
StoreFront MR BEF SEEAKIIE (RFRATEME) N, AHMNABESLSHIXMIER.
[RFWIN-30327]

- i@ Citrix Gateway BILZEZE, MNRERKK, RIEFTRETIEER EDT #TiEEHEIRE TCP, d1% HDX
BIENEHRIZENIZMIER, RIERRETERBR. [HDX-49878]

2303 R ER A=A

o MREBERRKIENEEPHTEMBIIRE (RAMRERFEN) , Citrix Workspace N AiZF Al e (F1EMm
FZo M Citrix Workspace R R#2FhRZs 2302-2303 F#48Y, MR HIEMTEZNSE, NsHML R,
[RFWIN-29663]

2302 gy xia)E

. @A 8T ATE Bloomberg 4 5 5t Bloomberg %4 2013 L5/ Bloomberg £ Ai2F. ERAT
App Protection 8RR 4R Citrix Workspace B EFARZS 2302 RS HIlt R, fRAER, F
4% Citrix Workspace [k 2303 & QI T EMRIH EH BT EL:

- SEMRD: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\epusbfilter
- {&: [DWORD]
- DisableUSBFiltering=1

[CVADHELP-22221]

2212 FHERN R

o Y4188 BCRClient.msi BF, 7£ Citrix Workspace MAEFREHBSHIMUTHEIR:

BCR Plug-in X

Your installation cannot continue. The installer detects
- that prerequisites havent met. Please install Citrix
Workspace App or contact your administrator

OK
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[HDX-46964]

30 Citrix Enterprise Browser 2EiAXI 5588, FLB XA BHT MM SaaS ARF L IEE Citrix
Enterprise Browser £3T7, [CTXBR-4106]

2210.5 FHERBE

o EEREEXATHACERTHNAERFN, HttdtNBEFRLTENBREFIESEIAENaHBESERHIN
F#2F. [CVADHELP-20742]

. 7EXLRIBM AMD GPU R5I5, Citrix Workspace K2R 2206 BB IRA P A BEIE BMANEH,
RIS
RARSTERERIA TEME:

- Key: HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\Engine\Configuration\Adve
- Value: [DWORD]
- ForceVP=1

[HDX-46264]

2210 FHEH AR
o UEEmATIEE YR DPI i, Desktop Viewer TRt BERE, [HDX-45206]

+ Desktop Viewer TE#=E£RIRX TR A ERER, HERRMETNINFRER. [HDX-45189]
o ENMERSEN, FONUENAXNTRASREFRE, [HDX-44997]

2209 FHERN R

TEUbhR A B R TR,

2207 FEERM B

TEIbhR AR B R IR,

2206 FHYERBE

FlbhR A& B A TR,
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2205 2 A
« EERTF Windows # Citrix Workspace R Bi2FH, SR E5M4mE (AAC) &% RaEx#F 6 NEiE, [CTXBR-
2941]

« A USBig&inialsctet, Citrix Workspace A#i2FalEs E~ AR Citrix Workspace - 22 & &%
JEE, [LCM-10369]

+ £ DDC Lt A B ETRERIE, RIEHEIT TR BN B MIRZ B AN B shig 5% H3TEHE. [HDX-39558]

2204.1 R EH AR
o REBEFELHNRFZDHTE Microsoft Edge WebView?2 Y, fEBHIER FREZEAT Windows 89 Citrix
Workspace M RZFRIBER KM,

fRRTTE: UEEBEREHRE MicrosoftEdgeWebView2RuntimelnstallerX86.exe, AEEiXTEE
BF Windows # Citrix Workspace M B#EF.

[RFWIN-26329]

2202 R ERRE

« Citrix Workspace [ A FH MR RN EMIREAT RS SR 10-30 9%, BXEAER, HSHAMIR
H3CE CTX335639, [RFWIN-25752]

2112.1 FEEREE

« HEAT App Protection B3iERETF Windows B Citrix Workspace M BEFEE & BEAY, Print Screen
BT AR REEHE, [RFWIN-25835]

« Citrix Workspace [ AEFH MR EREMIRIFAI RS SBERLY 10-30 9%, BXEAER, ESRMIA
FulCE CTX335639, [RFWIN-25752]

o BARESMNIILE, MERT Windows 89 Citrix Workspace M Bi2R - $HRTREFR 2 A Th. [RFWIN-24813]

o YIREE Microsoft Windows 11 #+&# LA Citrix Workspace B RER, SEBEMIEEEM EofEaE
%, [WSP-13311]

« {E/ Citrix Enterprise Browser Bt, BMESFRIFHNEOER/IME, UEABRAZRPHN URL EONRES
B, [CTXBR-1925]

« MREEAT “NRBABTEER" Ihig, NEEER Google Meet, [HDX-34649]
R A:

1. #fR https://www.youtube.com/* fEifiElEHIFIR S,
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2. 1% https://accounts.google.com/* FEBHIIEIL =TT,
3. EEA Google H7vihs (g0 YouTube) EERER Google A,
4. 7£ Google Chrome WRE—3%:f+ /=5 Google Meet,

« 1£ Citrix Workspace R B2 2112.1 &, E{RHI Microsoft Teams MT@IETITFHMBIRENET, s
£ CPU FIAZEAEESES.
fRORAE: Eimm LB TEMRIE:

Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream
&#: UseDefaultCameraConfig

#8: REG_DWORD

f&: 0

[HDX-37168]

« 7£ Citrix Workspace R REFH, EZIFHILT Microsoft Teams EBiER, EAIAESBRIEBUEMFE, LAY
BERUTHZER:

Call could not be established. (FixzEzMEM,)
RAE BRXEHEIT Microsoft Teams @iz,
[HDX-38819]

2109.1 FHEH AL

TEUbhR AR B R IR,

2109 gy xNiEER
MRELUAF SHRETMAETF 2109 19 Citrix Workspace 2R, MEERREMNMRAHR 2109, MHE LA

FEMNEHREFIZEN, B ET Entry point not found (FAZIANOR) HiEE. BEREN, ZEHBEHEK,
F B Citrix Workspace R R EEHEIAR4s 2109, [RFWIN-25008]

MREEERTE Google Chrome RRETINBY BIZF, W HITFHE Citrix Enterprise Browser ¥ 58 %o
[CTXBR-2135]

2108 FHERN AR

AREa8RRRFRARTFREN, [IFERFHITENLERIER (RSELM) T ERRD. [RFWIN-23906]

2107 R ERN AR

fElbhR A B R TR,
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2106 FHYERBE

o EERATRSESMINEENNARES, ERELEBsER. Unicode AR @3Itkial#, [RFWIN-23439]
o 2AfFEH VDA EREMERT Windows 89 Citrix Workspace N B2FEEBEMEIBENN, MEIRENT
BESHIKAE, [HDX-28691]

2105 FER B

s ERIEMRE, YERHREERHRNTHERN, Y5ERSE FEMAIIHEESTEH, [RFWIN-23152]

2103.1 R ERaE

BERSEHEORNSE, RIEBRHNAEREANARERF. ATE=AMRE, £A Intel Xe B RS EIL

B, [CVADHELP-17005]

o RINEARIE. PXHEHE IMEREFRAETEEETIE. BEROANUETREFER, FEFRTET,
FEAEMNNARFNKSERIEN SaaS NARFRASHILAM, [RFWIN-21158]

« 258 Citrix Workspace M AEFRTRES K M. HAF EIEIRRRE H I B HtR, [RFWIN-22491]

s ANAEFERAREAXNHENBHEFAHEEE, BEREENRESXBHNAEFITESKK. F
Am$TRm%E Citrix Workspace R BI1EFHY, IRKIEE storedescription, MMk,
[RFWIN-22510]

o HEERXER Microsoft Teams HDX ki 1T =% sid@iEeT, BEATAER KM, R VDA hiiadsf 2103 &

kR4S, EATF Windows 89 Citrix Workspace R FR#2F7 2103 kB = hRA, MHBLA, thiEHE

Virtual Delivery Agent (VDA) 2106 FE#&E,

2102 FpER B

o 2RXEE ICA RIFATRES RN, SARIERSLEMEEN 8080 MARH EXIFEAR, SH IR, [CVADHELP-
15977]

s ENARFERIED, HEE Microsoft Paint PITHEIHMERET, Microsoft Paint N FEZFEMAELIZA
BEERTREM, EEOWER TEMSENSEBLEE, [RFWIN-21413]

« BB T Azure Active Directory ZE 540 (MFA) B9t EH £, BMEEEREREFERREHN 60 XK
THONER, RFALRSERERIET. [RFWIN-21623]

« EEMA Azure Active Directory B3t E# L& &R Citrix Workspace BRI EakK. KETHH
iR RN IItRE, [RFWIN-21624]

. BHBAGHNEESIER, BBRSEFNEERERERI S, £ Delivery Controller EERAs#N BIZFE
I ERERET, SEPLLEE, [RFWIN-21629]

o M ALT + Tab B2 FO TS S5 Citrix Workspace MBREFHRTHRR. EFAKERXTER
KAER SRR, [RFWIN-21828]
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 WNRIETE Microsoft Teams BEFEAMERENIMA, HDXrtcengine.exe AIHESTELMN, ##
RAE BEBRELRFLXE CTX296639, [HDX-29122]

2012.1 FHERRE

T IbhR A B R TR,

2012 FHERN R

o MREZHBRRIPHONARZFRMBUGESE, WaIgSETUTER: “CRNAEFIFATR~ ARRE
WER, FETRUTER: "“TEAFMINARER.” NRFWEXERRE, RRIFNNABEFRBELLTIL, BX
ERE MR R MR, [WSP-5497]

s EEATNRBABTEEAMN Chrome J%E28H, HEPHITHIEN-RHTEEN, ZAM-RAIAET AT, 7
#7557, 12 Pop-ups blocked (FHIET#HEO) 4 E+i%E Always allow pop-ups and redirects
BEAVREEOMEEMR). [HDX-23950]

« 3% Citrix Workspace R AREFMARZx 2012 BEhEHEIESHRAEY, HETUTHEIZES .
Could not load file or assemble Newtonsoft.Json (Ezm#Ex#akiZF%E Newtonsoft.Json)
R &47£ Citrix Workspace M AEFHEERRENSF LB AT BshEHR A S HI IR,
fRAEA, M Citrix TEHTRE T Citrix Workspace MAB2FZ 2012.1 SiESAREH F ik,
[RFWIN-21715]

o MNBBEINARFE, REEERT Windows B Citrix Workspace M REFHITHEZEHLORE, NEARE
FEARERENE#TIEENRSSS . [HDX-27504]

o WMRMFERZEATF Windows i Citrix Workspace M BiEFHEREEMNBESHNAERFZ, ZNBEFEEE
= TR FEENRFAREHIERE. [HDX-27505]

IBRRC 1

BXEHEPELEE (EOL) r=ShRas, BSIHIHR .

E=7HEHR

iEMATF Windows 9 Citrix Workspace R 2R Al aE & & 1RIB LA T AR E XM EFHITIFRI B = A 34

iEAF Windows 9 Citrix Workspace 2R E =78 (PDF T&)
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BT SRR AR BITORE

April 22,2024

RAFSRFHE DI FEFHFEREREFHRPER, HAZPREXZRBRONS, Citrix FEZRAH
WP S TIhEER IR, EVGIIRHAU#H X LI R IR, Citrix JRERRBRIRA™EN. REMNERENR
IRRITHRME.

BRAT G FRITIRES &

TRIE T EATEIRPEIIEE. BREXTEPESENRE, BESHENERE,

iR B AR Az it RigESR (BHEER)
%45 TLS ivkRas 1.3 2311.1 %
1928 T 8 R B S A BB 2309 =

EATF WebEx EHHEFmR AR 2303

E25
R S T T S E 2209 =
st App Protection 2210 =

L#5mEM Web 1 SaaS A#EFR 2204.1
tgsR R Es SE R (SSO) 1A%

3 #5 TLS thi¥hizas 1.3

B 2311.1 hRAiE, thIhEETER AT AR 1R i,

Bk 2, Citrix Workspace MRREFZHEHEZ M (TLS) 1.3 Ao
AR
It 1EsEThEEEE VDA 2303 s E S iR,

HIMBERT, LWINRERTEARS. BEEAZIEE, BHITUTIRE:

1. £ BT <P EA regedi t T EIMREER.
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2. % fin 8 HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client)\
TLS1.3,
3. tliE—1EHX EnableTLS1. 3 # DWORD MR ZIMMMEIZE R 1.
PRI

o {#F Access Gateway 5% NetScaler Gateway Service fiEEZIRER TLS 1.3, BE, XEEZESOIED
TLS 1.2, [F Access Gateway #1 NetScaler Gateway Service R%#F TLS 1.3,
o BEIEEIEIIAEZE TLS 1.3 19 VDA hZ<igEE 3 TLS 1.2,

15T BRE RV EEINEE

B 2309 hRZcEE, UEIhRETER AT RF IR HE,

Wi, EAF Windows # Citrix Workspace #2321 SSON SIS EBSHI0IE, MUEFEARAFRSRERE
#35 Citrix Virtual Apps and Desktops 15, X#S IR EBERIGE F3HR#EITHMNIEHEREED
MARFNEE, MLRERXENHITEHIEIL.

BXILINEEMIE4ME S, B8 Introducing enhanced domain pass-through for single sign-on -Technical
Preview (3INTHE2IVEEBINEHITERER - RATER) .

XMER AP AR T BB 75 A LT RE:

o AEIFERAHRIESZ (FI50 Windows Hello % FIDO2) #1T7EZBE M KIE. #aER (SSO) FE—
ZNBEBMIIERS (FAS) BUMTINLA G

o RELFKBAT SSON #y Citrix Workspace AR EEEHMBILE.

« FE7E Windows 11 & LEALZRMERHS (Multi Provider Router, MPR) 3&41.

o WU TF MR ITRFIRNTAE

FE:
32 {iz Windows 10 #1 Windows Server 2016 R #F1IttIhkE,
RHFEK:

« Citrix Workspace R F#2F 2309 s E = R4
« Citrix Virtual Apps and Desktops 2308 s E = hxrzs

XHi VDA 2R ShR s
s WFSRIE:

- Windows Server 2019
- Windows Server 2022

o WFBRIE:
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- Windows 10 hk7s 22H2
- Windows 11 ks 22H2

WEFRM:

o B ImSH R SUERE R,
o FE Active Directory BWEZRRZ,

StoreFront #1 DDC & &
BEAUTRESENEEIFE:
AR
MREEEIFRFEE T EHER, MWeTBGE PR,
1. 7£ StoreFront L& & Citrix Workspace [z 2R

a) #T7F StoreFront Studio,
b) BENAEE > BESPIIES %o
C) BREEE,

qE,
1. @I EasER Citrix Workspace W BiEFAT:

a) 17 StoreFront,
b) fTFNFEFEE > Receiver for Web it > BE S HIWIEA %

) BEEERE.
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Manage Authentication Methods - Store

Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

Smart card

Select the methods which users will use to authenticate and access resources. i ]
| Method Settings
«| User name and password -

Can be enabled / disabled separately on Receiver for Web sites

HTTP Basic

Pass-through from NetScaler Gateway

o

Installing and uninstalling the authentication methods and the [ Per—— ]
authenticabion service settings are included in the advanced options. ———

o e

2. 72 DDC E£EHA Enhanced domain passthrough for single sign on (#3877 8 S & RN EBEINEE

EREK,
| reate Poli

Studio

Settings
Users and Machines

Summary

3. BEHHE.

VDA ig &

Select settings
(ANl Versions) = | [ An settings =] [ enhanced X
Settings: 0 selected [ View sslected only

N

¥ Enhanced domain passthrough
Co
N

N

1. SM% VDA LRI ENEE\EERIR\RE\FEEK.

Edit Setting

Enhanced domain passthrough for single sign on

Allowed
Enhanced domain passthrough for single sign on is enabled

(@® Prohibited
Enhanced domain passthrough for single sign on is disabled

¥ Applies to the following VDA versions
Virtual Delivery Agent: 2308 Multi-session OS, 2308 Single-session 05, 2311 Multi-session 05, 2311
Single-session OS

* Description
This feature allows leveraging delegatad non-exportable Active Directory credentials far single sign-
on into the virtual session.

The Windows policy setting "Remote host allows delegation of portable credentials” must akio
be enabled on the VDA through Group Policy o Local Policy to use this festure. This setting is
located under Computer Configuration > Administrative Templates > System > Cradntials
Delegation.

This feature can only be used with domain joined Windows endpoint devices

By default, this setting is disabled

2. 72 VDA L/=H Remote host allows delegation of non-exportable credentials GZiZEHAFE
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3.

B

1.
2.
3.
4.

5.

KRR SHAER) Windows HEE,

[ Lecsll Geosp Policy o
Fde Ammn  Yew Help
o mm s Bl T
J Local Computur Py * | Condonsiah Delogasion
w {8 Computer Configaration . .
- Rrmate hoal slivun defogalion ol Httng ate Lemmant
ottepe Tt )
v 5 v egartaible Credenaial 3 Ay eI Bef sl CrESersliak wilh NTUM Doty fervtd . Mt CoMsjuted Hi
- Admranatitrer Tomplate B psdary setting 3 gy el gateng del sl Crdretipl Fot (ordeguced (11
Cosntad Banl B 3 Uncryption Ovache Remedation Mok condgueed hig
etaeab [TE L e 1/, Allow deleguting freh credentiasly Mok configuesd Nz
Prack At it Wandown Serves HI1E, 2 & il i TLkA- Mok con Mo
o = v Ao dbegating condentiah with HTUW-only prress & configueed .
TeTud et Bemote ke w1 Arlegat -
St Motus and Tashtar Description A7) At daldgiting tid ctdertull ek confgused L
W ftem Pty huoed sllcws delegabion of il Aflow deleguting seved Credestaly with NTLM-only sorver o Mot configqueed He
Arcesg-Densed Aspamerde ren: mportable ccdentub T Dy ekt el Bt Cindennal Mot condgured by
Apei : 5
e rocees e —— . sl 3 Darey clebagubray fresh crasiendl Hag cordajied hag
— e provide an mipostable verson 3 Deny delsgating Lred credentiss Mot configuesd iz
Crasteraais Dalagan of cradartinh be the rermats bot 3 Rastrict dalogetaon of crodmbiah 80 ramate sanvar Pct cordguend tiz
. Dewiee Guiwd Thes exgoriai wisri b0 the rak of
Device alth ARectation Serace Credentu W Troem MRsCkens of the
Deace ingialign rermoke hott
Dl B9 Cachy ¥ you enable tha polcy tefting, B
© Dk Qpastan Feoel dunppents Reibtied Advesan i
Deapley Pt Credentul Gused mede

EEnh VDA itE .

RE

WREF R ENEMNE.
WREF it ENA 64 (i,
T A SRBRRIE R,

ST EVES\EEER\Citrix 284\ Citrix Workspace\BF 5411,

f2E Enhanced Domain passthrough for single sign-on (1387 82 SERMNIFEEINEE) AL,

=[ Local Group Policy Editor
File  Action

o=z fFE 2 HElT

View Help

(]

x

> [ Software Settings
> [ Windows Settings
~ ] Administrative Templates

~ [ Citrix Workspace

» [Z] App Protection

CEIP
Citrix Enterprise Brows:
Citrix Secure Browser
Citrix Workspace Upda
Client Engine
Compliance
Diagnostics
DPI
Fast Connect APl Supp
Global App Config Sen
Multi-5treamn ICA
Network routing
Remoting client device

SelfService

EECEEGEREEEODGRE

StoreFront
User authentication

User experience

= o
Setting
|| Manage App Protection

Select an item to view its description.

|iz| Prevent storing persistent cockies

Single sign-on to Citrix Secure Access dlient

State
Net configured
Mot configured
Mot configured

Enhanced Domain passthrough for single sign-on

Enabled

1ew tor storekront authentication

1i=| Kerberos authentication

|i=| Local user name and password

|i=] Single Sign-on for MNetScaler Gateway

|i=| Smart card authentication

\#3) Smartcard Removal Policy for x64 machine
|&3) Smartcard Removal Policy for x86 machine
|iz| Web Interface authentication ticket

Mot contigured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Net configured

Extended ,&Standardf

112 setting(s)
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A Enhanced Domain passthrough for single sign-on

5] Enhanced Domain passthrough for single sign-on

| O Not Configured Comment:
© Enabled

| O Disabled

Previous Setting Next Setting

| Supported on:

All Citrix Workspace supported platforms

| Options:

Help:

This policy allows Citrix Workspace app to use Enhanced Domain
passthrough for single sign-on. When this policy is enabled, the
sign-in credentials (pass-through authentication) from the local
machine are used to authenticate to the remote server without
exchanging the actual username and password.

This policy requires VDA version 2308 or later.

6. BXEFIF LM Internet IETTHEE,

AR

MREEAMETERE TEHESE, WaLBLILtS B,

Cancel

1. £/ Internet ;&5 StoreFront RS FINBIRSIERFIR. BN

a)
b)
C) BHBETF
d)
)

e) BEXAMBE,

MISIER > M4EH Internet 377 Internet 3£,
BEERe > A Internet, AFRLHILS, IWEPEERAR Intranet E0.

AINERAEHA HTTP 5 HTTPS YA StoreFront FQDN 89 URL,

2. 7£ Internet Explorer € AP BHRIEIRE, BiEN:

a) MEHIER > ML Internet $#77F Internet %5,

b) BERLETF > Zith Intranet,
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C) BHEEEXES, KHEETRESIEE 44 Intranet XigEC,
d) FRAFSHRIEERT, ERERYFAFENEBENESR,

82, User Authentication
ﬂ!" Logon
() Anonymous logon
() Automatic logon only in Intranet zone

OJ Automatic logon with current user name and password

() Prompt for user name and password

3. BEMRE.

BJLUEIE Podio RERHA R IINEEN R IR,

EATF WebEx {8 F iH L AiEF E1E

B 2303 fR4NES, UEINBETER AT ARF IR,
B 2303 ka2, RIS TE. REMBmHER WebEx i, HABARSE Zoom EHERE. NARBME/KFAEERH
LT Global App Configuration i& & 7 sefE R ILLIHAE:

{

"serviceURL":

{

"url": "https://storefront.acme.com:443"

}

"settings":

{

"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,

"appSettings":
{
"windows":
[
{
"assignedTo":
[
"AllUsersNoAuthentication"
1,
"category": "AutoUpdate",
"settings":

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 82


https://podio.com/webforms/29098667/2368335

iEATF Windows # Citrix Workspace R RiEF

"name": "Auto Update plugins settings",
"value'":

"pluginId": "CO3BAE37-F3AC-4D63-8
BC1-3C9CD2BC9E8D",

"pluginName": "WebEx VDI
AutoUpgrade Plugin",

"pluginSettings":

{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",
"detectRule": "UpgradeCode:{
AA2AACDC-D30B-433F-A602-3E25975010A6 }
n
"isBlocking": false,
"isFTU": false,
"maximumAllowedVersion": "
3.1.0.24263",
"minimumAllowedVersion": "0.0
n
J
"stream": "Current",
"upgradeTolLatest": true

1,

"userOverride": false

<!--NeedCopy-->

LU Podio RERHA X IINEENI R IR

.0
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PSES =avilipape-dsnE T

B 2209 hR#siEE, tLIhREERATRARF IR H,

Wi = A LEThAE, &I LA BT AR &R R E. BALIhEEE, Citrix Workspace AR ES1EREIEN T
BEfiFEENRIE. BiIREGE, RERILAET.

F ., Citvim Werhibsle i

Deskiops

AF

Cilrx 9

EaRsomEaemeETa

BILUEEA Podio &AM ARSI AR,

7=t App Protection

B 2210 fRZSEE, UEINRETER AT AR ER (M,

App Protection {gfitigsgmi L e, FRIFRINNEFEZRBIZRE. HREIMMERRESENEE, B, App
Protection IhgE{X 3+ Workspace #iFiR ., f&Bh4sith App Protection, App Protection TaEH BRI = LA
R FAEF. BIEAT Windows # Citrix Workspace R F#2F 2210 #2, App Protection aJ LAzl Windows
%% LA B2,

AILUERALL Podio & IR ARSI AR,

Z#smEmE Web 1 Saas ARFAVIERE S SER (SSO) Al

B 2204.1 R7NiEE, tEIhRETERATASEARF IR E,

FERE=AEHIRMER (IdP) B, tInAERIL T HEE Web M BEFH SaaS MAIEFA SSO FBIE, #3289 SSO &
BABBEMNIREE AL DS, TERTE IdP 550 E & Citrix Secure Private Access LUEE SSO RIGR &4 &4
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&%, EXRAILUNRERAFAR, #iiREEMAMERM IdP 3¢ Citrix Workspace M AR EERNIFEE Web 5

SaaS MARRFHITE M I,
BILUEEALE Podio &AM A TS AR.

FAMGIRE EXLZAR (GA)

ARSS X IhAE ERXETRAE
Citrix Workspace N BEFNHREREFEN 2311.1
BN ERBBER 2311.1

YESR A R AR FRFE PR M RE B SR IR 2309

skB& Citrix Workspace R ARZFRATIFR A RITRI 2309

RAERNBREMN
April 22, 2024

ER

BHER

+ &1 2 GB RAM,

o TR THXRE Citrix Workspace N BIEFFr SRS EMIFAE B

RIEATY FritR =i
ek 1GB
B 1GB

AR

- REBFNIREEREEEWNHETERITHESE.,
- MRERTRELEBHAGWHETERE, WARTZWEE, MEE \Citrix\Logs\
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CTXWorkspaceInstallLogs—* FiER#EiFHEE.

MEER

+ Microsoft Edge WebView2 Runtime Rg4s 117 s{EShias
« .NET Framework 4.8 #1.NET Desktop Runtime 6.0.20 s{ &=k
+ RHhRZH Microsoft Visual C++ Redistributable

Microsoft Edge WebView2 &k

« Citrix Workspace M R#2F 5 Evergreen Bootstrapper k489 Microsoft Edge WebView2 Runtime
HEE—,

« Citrix Workspace R FRiEFF Q25 AT UTER % Citrix Workspace M RZFidi2th 2 Microsoft Edge
WebView2 Runtime, 182, ERITItRE, EuFuEES Internet, &, EAILITERE Citrix Workspace
N FAFEF 2 AR ESIERIRAL Microsoft Edge WebView2 Runtime Evergreen Standalone Installer 3&
Ha,

o IREMIERGARLLT URL:

- https://*.dlL.delivery.mp.microsoft.comExé Citrix Workspace BERT
BT Microsoft Edge WebView2 Runtime, BXi#4 8, 1E5A Microsoft Edge if s 7 iF
ES

- https://msedge.api.cdp.microsoft.com &% Microsoft Edge WebView2 Run-
time B

- Internet %z
- IRV ERGARLT URL:
AR

LYERAFERAIFETERINERER AL Citrix Workspace M B2, # A Microsoft Edge WebView?2
Runtime REEN, REBFELEHERUTHER:

“BHRNEERBMNERT RBREUTBERGEE:

Edge Webview 2 Runtime”

NET Ek

WEFN

« .NET Framework 4.8 #1 x86 hiza~#J.NET Desktop Runtime 6.0.20 s{E=hids. BIfEE x64 R4iH, th
WML EE x86 RS,
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+ %7 Citrix Workspace AZFLHIEHPRENET, BEHEREIL Internet &%,

o EEREN

"

7]

LSRN ERIEEERRRREN AL Citrix Workspace R AR, BHRFAHREZE.NET Framework
4.8 #1.NET Desktop Runtime 6.0.20 siE=hashy, REIFKK,

REGE

.NET higs

Citrix Workspace M HERF 1904 EShAFENET
Framework 4.8, E:7T.NET Frameworkspace 4.8 2
4k, Citrix Workspace 2R 2309 RE S AEE

SNfAIERE?

73% 1. Citrix Workspace AEFRE.NET
Framework 4.8 f1&#hk4<#9.NET Desktop
Runtime 6.0 UM ARFRE, WRERTELARE, &

Z Internet &%, &EHTENIAIR
downloadplugins.citrix.comig URL,
FiE 20 XWFEE Internet EEMILE, BERALLEE
E T mE T & Citrix Workspace MBI RIB N T2
BF. 15, BEERALUEREERZE (i SCCM) %
Fik 3 ERE Citrix Workspace i BiZF 281, B
AT USBIM Microsoft ihmzsE NET Framework
4.8 1 .NET Desktop Runtime 6.0.20, EiY TFH &z
FRZ#.NET Desktop Runtime 6.0 (6.0.20 {ESHR
),

R7E x86 1 x64 Z4ih1EMH x86 hia<H.NET Desktop
Runtime 6.0.20 XE Sk A,

Microsoft Visual C++ Redistributable Z5k Citrix Workspace M BiEFEE R AR89 Microsoft Visual
C++ Redistributable.

=z

FE:
Citrix B ERRH AR AR Microsoft Visual C++ Redistributable, &M, AL S IEFTeSHINEHE

ST

HHiRZ 1904 &2, Microsoft Visual C++ Redistributable 22 kE Citrix Workspace R AREFREREFITE,
Citrix Workspace MR REREP, REEFRNERARIEEE Microsoft Visual C++ Redistributable
BFE, HELERHITRE,

AR
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MREMRLEHRTZE Microsoft Visual C++ AIB R 1THME, ERIFBEERMNRERE Citrix Workspace [
REEFARERR K.

DEEE R ZRE Microsoft Visual C++ Redistributable 211,

E*%.NET Framework 5 Microsoft Visual C++ Redistributable &2 p mpyEEHE:, 5508 Citrix FIRF0X
== CTX250044,

ERER

HEEATEBIE R4 Citrix Workspace R Bi2F LA, EERThEEREME A LaunchDarkly %=
AR5 7E Citrix Workspace N BEFTISZAZHMMNINEE, EMEZIIEEE A IRa0tt.

FREMEMEENTREALHE LaunchDarkly BiRE, BHEERE T HIEHIEREMH AR RN, EX
MIERT, TIRERIEERBIRE URL st IP kB AZ#HEl LaunchDarkly B &E.

AILUEAFEEEILLT URL BORE:

+ events. launchdarkly.com

+ stream. launchdarkly.com

« clientstream. launchdarkly.com
« Firehose.launchdarkly.com

« mobile.launchdarkly.com

MBHAEAFFIRDFISE IP #hak, 35205 LaunchDarkly public IP list (LaunchDarkly 28 IP 5I&), FREXY
BIFAA P #UEEERTIR, BIERLLYIRR T RSN MISERERTEHEN, UWESEMENERRIE—. FX
EREMTENRSHIEMES, B2 LaunchDarkly Status Bi@E.

LaunchDarkly REER  MRE7E Citrix ADC LR UTRSHIFEERERX, BRIINVAREFETEBS U
ThRS@IE:

« LaunchDarkly iR$
 APNs 07 28ARSS

2/ LaunchDarkly fR$3  AILUERAEKITR (GPO) 82 A LaunchDarkly RS,

@idiz1T gpedit.msc 77 Citrix Workspace B Ri2FF A RIS R EIRIER,
EHENRETAT, BEEEEER > Citrix A4 > Citrix Workspace > 23114,
EERIEME=HRXBIERBHBEREEN “EBA.

BN AMBE.

>
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A

um M

BXFIBRAOMNEE, B8REA Citrix B5H0.

REMIIE

Citrix Workspace M B12F 5 Y #ifr B 2 211 Citrix Virtual Apps and Desktops. Citrix DaaS (LU &i#7A
Citrix Virtual Apps and Desktops Ag%3) #1 Citrix Gateway iRA&FE, XEERRZATE Citrix 7= mE oA AT =T

« Citrix Gateway End-Point Analysis Plug-in (EPA) #£ Citrix Workspace £ #, 4 Citrix
Workspace [BEFH, XIEFEA nFactor SHWRIERA S5, GXiFEMAERE, H28H Citrix ADC X
HEAPREMSHIIENESHIRIE EPA 3f#E B 5 nFactor SMHBRIEPHN— MR,

« (RYEFIXET Microsoft MERLIFHI BXRIFET, 7 2#57E Windows %% Citrix Workspace [z
BERF.

+ Windows ARM64 #2{ERSERESRR FZIHERT Windows #9 Citrix Workspace M B 2R,

« —B Windows 10 i & EARS L IERE, ZRABTEH Microsoft iIRERS 15, Citrix i
EHEEBSZFNRERFTZTELRGE. X Windows 10 £XRRSHEE, ESH Microsoft #9
Windows % & E LR N 4B,

iEAF Windows # Citrix Workspace M AREF ST Windows #ERARE:

BRIFRS

Windows 11

Windows 10 Enterprise (32 {iifll 64 fikiiA), HXFAM Windows 10 kRAHiFAES, ESE Windows 10
55&MATF Windows #9 Citrix Workspace M BEFHER 4.
Windows 10 Enterprise (2016 LTSB 1607. LTSC 2019)

Windows 10 (Home Edition*. Pro)
Windows Server 2022
Windows Server 2019

Windows Server 2016

* AR E@ESHIIE. Desktop Lock. FastConnect APl LIRFBEIIAER Windows i+EHMEE.

Windows 10 5§ 11 58 F Windows 1 Citrix Workspace BREFHFER L

TRFHT Windows 10 hiiAESURERTF Windows B Citrix Workspace R FfeFBIMER A R4S,
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iEATF Windows # Citrix Workspace R RiEF

Windows 10 k&S AEBhRAS Citrix Workspace [z Bi2FEAR S
22H2 19045 2206 ME=has
21H2 19044 2112.1 XEEhRAE
21H1 19043.928 2106 ME=hras
20H2 19042.508 2012 RESHRE
2004 19041.113 2006.1 RE=hras
1909 18363.418 1911 K ESRA
1903 18362.116 1909 KEEhRE
1809 17763.107 1812 KEERZAE
1803 17134.376 1808 &EEhRA
EE:

Windows 10 hrzs{R 532 %#9 Citrix Workspace R F#2FEhR AR S 190, Windows 10 hk7s 21H1 5 2106
ZHIRIRRAER RS

T&RFIHT Windows 11 kiasS RERTF Windows 89 Citrix Workspace M REFHEN E R RS,

Windows 11 k&S AEBhRAES Citrix Workspace 2R
23H2 22631 2311 REZhRZS

22H2 22621 2209 MEFhRA

21H2 22000 2109.1 REShRAE
RREMEE

April 23,2024

AIM Citrix W FHIIEH SR ARN THIE (G0RE) T# Citrix Workspace M BER.
AILUEE U T AR RER G

TEF Windows R ERRER S

-
1%
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s FABSITRAERATEEFXHE. REGSHNTEEY, EXFEAHSITRERE Citrix Workspace A
BFHNER, BEREAGTSH

AR

PSR EEREMBLENRAER, MRAERED PR,

EREEANIFEERNRHITRE:

BRMEREREMBAILILRE Citrix Workspace ABIEF. NHGEESHIIE. 2E2EF. App Protection # Citrix
Ready Workspace Hub 5i&RF Windows #J Citrix Workspace R AEFE & ERN A REEE RN,

TRIERT UBBRARAF FHRE Citrix Workspace M BEFRINES

TEX MK RERA

EER EATF 64 fii: C:\Program Files BRSKRE
(x86)\Citrix\ICA Client, ERT
32 fii: C:\Program
Files\Citrix\ICA Client

BP %USERPROFILE%\AppData\Local\GiseCA
Client

EI=

BERAUBEERPRERN Citrix Workspace R BIEZFHISEHI, HMThdrg Lk,

BT EEMZRE Citrix Workspace N ABEZFH&GH<

£ /CleanInstall #<$ERZAIHNENFAERRED, FINXGHIEMRE, RAELMRENMRAH Citrix
Workspace [ B1ER.

fBign:
CitrixWorkspaceApp.exe /CleanInstall
<!--NeedCopy-->

ETHARRENGE

Al L@ FohiafT CitrixXWorkspaceApp.exe RERZFER R EER T Windows # Citrix Workspace R A2
o

1. BapCitrixWorkspaceApp.exe X

Rk Citrix Workspace R AREFFIRHNAESRY, HEFTENEHNREZNARER.
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@ citrix Workspa -

Preparing your device for workspace
installation..

Installing Prerequisites...

RENEANE, BHEIIINER Citrix Workspace ZEREFERE,
2. B, EDGHEI Citrix A YT,
3. FIEFES “Citrix iy FHakaigiE, Citrix Workspace M IZFHIREHBLEHITH IR,

4, FRBERNRHTRERN, MNREFESA App Protection ThiE, Bk wi/mE50 App Protection 5%
., Citrix Workspace Rz BRI IR EL I TH R INTE Ko

2

BE:

Bi& A F Windows &9 Citrix Workspace i B #2 & 2311.1 i & #2, TrolleyExpress & it 5
CWAInstaller—-<date and timestamp>. filtn, BEIERE C: \Program Files (x86
J\Citrix\Logs\CTXWorkspaceInstallLogs-20231225-093441 {i&,

{EH Windows MRS

1. S#1% Microsoft Rz RS,
2. 2% Citrix Workspace.
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3 : | Citrix Workspa pe po

(R

Home

asi

Apps

. G

Gaming

&

Movies & TV

Citrix Workspace

Citrix
009 et
Library
Help

1. #i# Get (3KEX), Citrix Workspace MAEEFBERE,

B LB IEE FRIM G STIETREE X Citrix Workspace 2R RERF. REBFOBERMNRERFZAE
BEIRZIRNE R, TOERSEEFXMH. BRHEURBHEZ TN AREFEEANIRITER.

Z4EA Windows #<17%4E Citrix Workspace AR, BRMBSRIFAHE—ITHRANUTHES:

AIANREHSHEENT:

CitrixWorkspaceApp.exe [commands] [properties]
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mATBHIIR

BRABDRWT:

 BASH

o ENSH

o RESY

« HDX 185k

s BEFMAR RIS
o SRIIESER

EHASH

e iBA

?85 help FIHFrE R EaTHIEML.

/silent EREFIEPRBRENEENRT.

noreboot EREIEFR L ERERBMET. BLEETRENBE
R, TEERSH USBgE&TARM. REEER
Bng&EA2#E USB 1%,

/forceinstall BIERZhREM Citrix Workspace 5 RIEFFEHEIT
BREHFEN, EAXIEEEN. MARZHM Citrix
Workspace [ B2 RASFHRIA R RERFRKR BT,
EEALFX,

AR

forceinstall A*(2 rcu FAxmE#, rcu F*EiRZA 1909 2EFA. BXFAESR, BFSHFR.

BEIEM S

He] A S

« @%: AutoUpdateCheck

o B8 Ltka$¥eR Citrix Workspace B2 1EHE A BB #1TH M,

TEZATRENE:
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AutoUpdateCheck ®$1&

iR

Tl

B (BUARE)

ALRE AR AERNRE L HEN,

CitrixWorkspaceApp.
exe AutoUpdateCheck=
auto.

Fnp EURENRNASAsRAEE @M, CitrixWorkspaceApp.
FoteEBH, exe AutoUpdateCheck=
manual
B2H BHABEH. CitrixWorkspaceApp.
exe AutoUpdateCheck=
disabled,
AR

AutoUpdateCheck mitESE, wigE 7 EEiE AutoUpdateStreamDeferUpdateCount
. AURolloutPriority SE &%,

ERE B HAIARE

» @m®AutoUpdateStream

o WP - MREEEABERH, NWAILLEREEHRNRE. BXFMAER, FSHRLEHEFHEEM,

TEZFIRERIE:

AutoUpdateStream &x<1& BiEA 5l

LTSR RESHERIKBPRSIREEREH,. CitrixWorkspaceApp.
exe AutoUpdateStream=
LTSR,

Y] B sh B IRk asiy Citrix CitrixWorkspaceApp.

Workspace B2, exe AutoUpdateStream=

Current

HIREHEA

» @%: DeferUpdateCount

o WiER: fER B AN A LUEREHEUR . BXIFAER, B

TEZATRENE:

27 Citrix Workspace &
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DeferUpdateCount &:<-& WiER AN

-1 (BUAE) AVFHERERIRIEM CitrixWorkspaceApp.
exe DeferUpdateCount
=-1

0 ETHNEMNTAEREE (0 % CitrixWorkspaceApp.

EfRIEMEF “n”

%@, THIREEHEXILENR
B1ES.

o VR nRBH. LUSiRE

FETET “n” Ko

exe DeferUpdateCount
=0
CitrixWorkspaceApp.

exe DeferUpdateCount
=<n>

AR

B & B T Windows 8 Citrix Workspace W B 12 ¥ it 2 2207 2,

DeferUpdatCount 2#FEHH.,

REHEH TR

+ @%: AURolloutPriority
o BB HMRAMNARFAIARN, Citrix RTERERMHREEER. ERLSE, ErLUSHITER ARG

Bl EMIEE T UKL H,

TR -NBY i8] AT LARE UK R o
TERARENE:
AURolloutPriority fn<1& BiEA Pl
B (BIAEE) &7 Citrix BB SRR CitrixWorkspaceApp.

B

ERER N BRI R R B .

ERBTER(THAE ia By ER UL B ST,

R ER N ARBE RN IR E .

exe AURolloutPriority
=Auto

CitrixWorkspaceApp.
exe AURolloutPriority
=Fast

CitrixWorkspaceApp.
exe AURolloutPriority
=Medium

CitrixWorkspaceApp.
exe AURolloutPriority
=Slow
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FHEECE S

EENAEE

o @< ALLOWADDSTORE
o WEH: AWERIBEENSHEENABE (HTTP 3 https).

TEEREEMNE:

ALLOWADDSTORE &4 & WiRH ANt

S (BRIAE) RAVFERINBMRR SN AEE CitrixWorkspaceApp.
(EB HTTPS &L &), exe ALLOWADDSTORE=S

A RIFERINSIBIRR &N ARE CitrixWorkspaceApp.
(HTTPS) iR 2N BEE exe ALLOWADDSTORE=A
(HTTP), %2 Citrix Workspace
MAEFRRERAPREN, NFRER.

N AarArPAmSREEcrNAER  CitrixWorkspaceApp.

IEo exe ALLOWADDSTORE=N

B BB EREREESM

o @< ALLOWSAVEPWD
o W AWEENMRENABEERE. WSBGERTER Citrix Workspace R IR A RS,

TEIATRENE:
ALLOWSAVEPWD #<1{& BiEA ANt
S (BAfE) RAFRERENABENSEE (8 CitrixWorkspaceApp.
B HTTPS EZ&). exe ALLOWSAVEPWD=S
N RRIFHRIFEN, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=N
A AFRERLMA®E (HTTPS)#1  CitrixWorkspaceApp.

FLRLMNABE (HTTP) B, exe ALLOWSAVEPWD=A

RGP TREEENAREIENRA

2457 StoreFront WARE URL, EHRITLATRE:
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CitrixWorkspaceApp.exe /silent
STOREQ="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR
App Store

<!--NeedCopy-->

I8 Citrix Gatewaya ZAEE URL, iBHITUUTRE:

CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.com#
Storename;On;Store
<!--NeedCopy-->

Hrh, Storename {5 nEERENNABENRT.
AE:

« EZNABELES, RaiF—h Citrix Gateway ARE URL BBE, HEZEEXAEIIREMTIH
(8% STOREO0),

o EALLAEREER Citrix Gateway RZAEE URL Az##ER Citrix Gateway B9 PNA Services s,

« #87% Citrix Gateway ZA®EE URL Bt, RHEZE “Discovery” £#,

BEESMVABE, FHITUTEE:

CitrixWorkspaceApp.exe STOREO= NetScaler Storej;https://ag.mycompany.
com#Storename;0n;NetScaler Store

STORE1="StoreFront Store;https://testserver.net/Citrix/MyBackupStore/
discovery;on; StoreFrontStore

<!--NeedCopy-->

AR

o BESMENABRE URL -84 discovery LBHRITEES ST,
« Citrix Gateway A@E URL B MR EEBEMNNAREE URL FIRPHE—IEE,

RESH

E5h App Protection
« @1%: startAppProtection
o BB BIMRHEFHZTRAICINEFEHRTERETMNEES, B App Protection A HIRAHILENZ
2,
o 1ffl: CitrixWorkspaceApp.exe startAppProtection

BXRIEMER, EBE App Protection,
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AR
startAppProtectionFF*2 includeAppProtectionF*f&ik,includeAppProtection
FXBhA 2212 BEFH, EXEHAER, BESRFH.

HEpg Citrix Enterprise Browser —i# 2

o #8¥: InstallEmbeddedBrowser
« 35BA: HEB& Citrix Enterprise Browser Z# IS,
o 1f5l: BT InstallEmbeddedBrowser=N F&LUHBRER N TN S 28 THAE,

& RBETELUT &R T HEBR Citrix Enterprise Browser Zi##Is0f4:

. SRR

« MFE%Z Citrix Enterprise Browser Zi#HIS HFHIRRA#HITH R,
MR & Citrix Workspace BEFER A8 & Citrix Enterprise Browser Zi##IXff, #FBEEEHLEIRE
2002, Citrix Enterprise Browser Z#IXX S EFA&SIZH BEIE o

o« % INSTALLDIR

« YiBE: $87E Citrix Workspace M BEFRENBEXTEB R, HMikEEHR C:\Program Files\
Citrixe

o &fl: CitrixWorkspaceApp.exe INSTALLDIR=C:\custom path\Citrix.

AR

Program Files X{F kZR2ERARIP. SRBMFERA Program Files LSMNIBE XX HEE, EHFZX <A

B EFRRNRH B Z EIRIP.

RE—NRSMFEELN

« #%: ADDLOCAL
« i%B8: R ADDLOCAL $#%% Citrix Workspace M AREFN— M REMEIE AN, FEALEN, MBERE
EFER M, Citrix Workspace R BREFRBIINREFRBBEAM,

3 r

AR

BIENERERERE Citrix Workspace R FHERSEA MR A F ADDLOCAL #, BRIAERT,
WNRAKIEEEM ADDLOCAL £k, MIFERE Citrix Workspace M FAZF NG RE S FFTE AN

T&RYIHT ADDLOCAL BZHHIAE A
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ADDLOCAL st LR 12 FR BiEA

ReceiverInside Receiver N EBRSHEHRETEX SDK iR
%,

ICA_Client HDX 5| AR R AR ICA XU RIEBED
B2,

BCR_Client BCR &P i BTABAENEEE RES,

USB USB &R i BT 22 USB EEmAvE M.

DesktopViewer Desktop Viewer E i EINEEN AR REER.

AM AuthManager SMHRIEEIESR - #INEF AR
Citrix Workspace R 2.

SSON SSON BRERAN - TRERER.

SELFSERVICE BEIfRS AT Citrix Workspace BuiEfF,
BFAHEEh.

WebHelper Web #EBhiZF BT ENEas5aH Workspace i
REFEENERRER,

WorkspaceHub Win Docker RE—FTEAFPNIEX. ULk

CitrixEnterpriseBrowser %

BRHITHREST BAME RIS %o
AR AT Citrix Workspace FZF3
BEHRUREHARITH Web 3
Saa$S [ ARRFRIASHLR K Es,

BIgn, AT, TR URESSHIRIIAAN:

CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,ICA_Client,BCR_Client,
USB,DesktopViewer ,AM,SSON,SelfService,WebHelper,WorkspaceHub,

CitrixEnterpriseBrowser
<!--NeedCopy-->

AR

BhiA 2212 2, BRiAR%E App Protection Tk, Eik, AppProtection 7&E=Z ADDLOCAL MHBE 5%

Iﬁo

%% Citrix Casting

« @%: IncludeCitrixCasting
o YiBA: FEREIFFEHPRE Citrix Casting,

B Citrix Casting B93¥4E 8, 5214 Citrix Castingo
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HDX 1585k

BRENERNEEEM
o @<: ALLOW_BIDIRCONTENTREDIRECTION

o W BRREERFHSENZEBATNEARBEER, AXFMEE, H2A Citrix Virtual Apps and

Desktops X4HHN AN A EE R HE I EES.
THEZFRENE:

ALLOW_BIDIRCONTENTREDIRECTION

mefE AR il
0 (BiAE) EBTINHANEEERLTFERRS. CitrixWorkspaceApp.
exe

ALLOW_BIDIRCONTENTREDIRECTION
=0

1 EBRNEHNBREERLTFEARS. CitrixWorkspaceApp.
exe
ALLOW_BIDIRCONTENTREDIRECTION
=1

BN FAE A

« 3% FORCE_LAA

« % BA: #8:x Citrix Workspace N AR FHEFm A ARFHRAGHRE. BEAEERANRRE
Workspace ifA#2R, LUELAMRERIEIT. BXFMES, B2 “Citrix Virtual Apps and Desktops”

ARSI A AE 15

TEEFTRERE:

FORCE_LAA &% {& BiEA I

0 (BiAE) B AR R LA B2 RA N CitrixWorkspaceApp.
exe FORCE_LAA =0

1 BRRERPmAAREFIARA CitrixWorkspaceApp.

o

exe FORCE_LAA =1

EAFiRE LI%E URL EEMThEE
o @3 ALLOW_CLIENTHOSTEDAPPSURL
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s A EAFPIRE LEA URL EEMIIEE BXIFMES, H518 “Citrix Virtual Apps and Desktops” X

MBS 215 18
TEZAHENE:

ALLOW_CLIENTHOSTEDAPPSURL

B E il )
0 (FiAE) FRFEEEEA URLEEANEE, CitrixWorkspaceApp.
exe

ALLOW_CLIENTHOSTEDAPPSURL
=0

1 TEAFEE EBA URLEEANEE,. CitrixWorkspaceApp.
exe
ALLOW_CLIENTHOSTEDAPPSURL
=1

BRI S A ERR

o 83! LEGACYFTAICONS

s BBA: EELEESHFERTSITWNNBRERFEE XA R XK XIS 4R ETR.

TERATRENE:

LEGACYFTAICONS <& L] ANt

False (ERIAfE) BREITANNAEFEEXHEE  CitrixWorkspaceApp.
KBRS X HRIET. BN exe LEGACYFTAICONS=
false By, RERZK N EBEHHIE  False
EREENRAI S E R — N EAR, 8
PEZR L4 A Y EIAR RV MR AN RO 2 AR
2 /7 B = A8 A BT o

True FERETRANEAREFAEXHE CitrixWorkspaceApp.
BYRBXBI XS S X B E T exe LEGACYFTAICONS=

True
BATHARRESH

£ R REMRELEERESINER
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HfE

iR

CitrixWorkspaceApplsiE “FiR” SearhiythiE
.exe ARHNBER.

STARTMENUDIR

CitrixWorkspaceApplEEsmEiREARHER.
.exe DESKTOPDIR

BREM Nl

BINERT, NAERFRETR ERRESARETHEA>

EFE > FiERERFRT. ALl FrE#EF > Workspace

£ Programs Xtk F, BEE

1B REE A VRN B’ 1R STARTMENUDIR=
Workspace,

AILEEREA LRIEN R  ERRESIRETHES >

o FrE%2rF > Workspace
T, BEE
DESKTOPDIR=
Workspace,

AR

£/ DESKTOPDIR &1t , &% PutShortcutsOnDesktop Mig&EHN True,

IR B BhARSS BYIA AR
o @8<: SELFSERVICEMODE

 BA: $EHINT EBIBRSS Citrix Workspace Rz 2R A P R EAiAE.

TERFTRERE:

SELFSERVICEMODE #<& BiEA ANl

True IEBTAPERAREMRSAF AT, CitrixWorkspaceApp.
exe SELFSERVICEMODE=
True

False ETAPERAREMRSAFRE. CitrixWorkspaceApp.
exe SELFSERVICEMODE=
False

EHISIETRE

« &8<: ENABLEPRELAUNCH

o iR BEHRIETNER. BXFAER, BFERNAEF B,

TERATENE:
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ENABLEPRELAUNCH #41{& BiEA Tl

True BT RIETR ML T BRARKS. CitrixWorkspaceApp.
exe ENABLEPRELAUNCH=
True

False BTRRIEMSIEEL FRRRS. CitrixWorkspaceApp.

exe ENABLEPRELAUNCH=
False

fRfE “RERNT M “EINER M

+ @i%: DisableSetting

o BBA: RRRIREAXAMEMERED, FEAESRAEERRTET. BXFAREE, BEHRE "SHEEN

ROREBEIRE,

TEZAENE:

DisableSetting & <& BiEA Tl

0 (BHAE) £ BEEET XPERRESRX  CitrixWorkspaceApp.
MEIMERED exe DisableSetting=0

1 R “BREEN XRHETENE CitrixWorkspaceApp.
ORI, exe DisableSetting=1

2 RE “BREEN KRPBRHEES CitrixWorkspaceApp.
HEBL, exe DisableSetting=2

3 £ “BREEm RPREREAR  CitrixWorkspaceApp.
MEFERHED, exe DisableSetting=3

BRZFPFENREITY

o #8%: EnableCEIP

 WHE: IBRES5EFFREEIR (CEIP), BX¥MER, B2 CEIP,

TERARENE:
EnableCEIP & <& BiEA 5l
True (BRAILE) M Citrix ZPEKRHREITR CitrixWorkspaceApp.

(CEIP)

exe EnableCEIP=True
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EnableCEIP #4{& iEA ANt

False EIFIRE Citrix R AERMEITR CitrixWorkspaceApp.
exe EnableCEIP=False

=R AlwaysOn fRER

« @i%: EnableTracing
« H8A: =% AlwaysOn BRERINHE,

THEZRAERE:

EnableTracing &5 1& iEA 5l

True (BRINEE) B AlwaysOn FRERIHEE, CitrixWorkspaceApp.
exe EnableTracing=
true

False =/ AlwaysOn BRERINEE. CitrixWorkspaceApp.
exe EnableTracing=
false

FEEARIRGIA IR EMNE R

o % CLIENT_NAME
o PR FEREARSERARIRA AR IRENET.

« <ClientName> - {8ERS 28 LARIRBIAAIZEN B, RINEHA %6COMPUTERNAMES%,
« =fjl: CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%.,

REFHRBIRENSIHENSTRMERE

« #7<: ENABLE_DYNAMIC_CLIENT_NAME

o A AFEFRBMSHENBIER. EXUTENRTE, EREIMBEEZEL.

TEZATRENE:
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ENABLE_DYNAMIC_CLIENT_NAME

we % ER ANl
= (Biags) AR P imE RS T EN & MRER. CitrixWorkspaceApp.
exe
ENABLE_DYNAMIC_CLIENT_NAME
=Yes
= AAFEFHEHSIHENEHER, CitrixWorkspaceApp.
A CLIENT_NAME BMiEE—" exe
&, ENABLE_DYNAMIC_CLIENT_NAME
=No
BHRIESE
BERRER

o % /includeSSON

o B BEREUBEREMRE, 155 Citrix Workspace M BiZFH Single Sign-On AfFRE, HXF4E
B, BBRAEERSHIIE,

o ffl: CitrixWorkspaceApp.exe /includeSSON

AR

includeSSON @<L HeH % Citrix Workspace R RBiER.

BRERER

« @3 ENABLE_SSON
« 5B8: Citrix Workspace i A#EFEE /includeSSON < RENERERER. EX¥MER, B2

A== RS
TEIATRENE:
ENABLE_SSON #<1{& 1t RA ANt
Z (BARE) ETEBRERER. CitrixWorkspaceApp.
exe ENABLE_SSON=Yes
ES ETRERERLTEARS. CitrixWorkspaceApp.

exe ENABLE_SSON=No
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% Citrix Workspace M FBiZF
FERET Windows FIENHIZFEIE

AT MIEHIER P EEERTF Windows 89 Citrix Workspace R 2R, BXFMAER, E2AHFEER T Windows
B9 Citrix Workspace R FRZFE5

==
AR

7z Citrix Workspace A2 =& e, BaWE|—5E# Citrix HDX RTME BR4+-BRIRT. BEREHRSE
ENH,

fERLTTHREHETEHEH

AT ME LTI T an<EZ Citrix Workspace MR :

CitrixWorkspaceApp.exe /funinstall
<!--NeedCopy-->

T F TR EE Citrix Workspace g, EBTUUTFHX:

CitrixWorkspaceApp.exe /silent /uninstall
<!--NeedCopy-->

==,
AR

Citrix Workspace R 2 REEFARIZSS GPO BXAEMRDT, ANEHHERREXLIMRT, NR
EMEMEE, EER gpedit BHREEFIGEMR,

HUEHERR

HIRAED

s BXRERFHEXNBEIRNE, B2 MsiExec.exe and InstMsi.exe error messages (MsiExec.exe
InstMsi.exe #iRER) o
o BXASEXRMEBIRAE, BB System error codes (RFHIRARD),

REEFESUE

RINERT, REEFASUTFUTUIE:
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REHENMHK RIEHE
B EATF 64 fi: C:\Program Files BRSRE
(x86)\Citrix\Logs, &EmRTF 32 fi:
C:\Program Files\Citrix\ICA
Client
=1 %USERPROFILE%\AppData\Local\&ifiR\kass
=W

B 3& A F Windows & Citrix Workspace [ F #2  2311.1 e & &, TrolleyExpress & i X
CWAInstaller-<date and timestamp>, i1, B&iERE C: \Program Files (x86
J\Citrix\Logs\CTXWorkspaceInstallLogs-20231225-093441 {i&,

=& Citrix Workspace M B1EF

E & Citrix Workspace M REFEERIRINEE.,

EE Citrix Workspace ZBi2F, UTHMEKESR:

« FAIBEEEMNIKF N AREE.

o BEIRSIEMGRENNAER. EERFEMRI,

o BBIARSHEM SRR LB KE,

o BEHNXHFREFHNED,

. BAFAMKRIKE,

s BIENREREIMRIZE,

+ ERAT Citrix Workspace R FE#2FH Citrix Gateway EMRIZE.

MELTREIBTU TS MUER Citrix Workspace MB~ER:
"C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe

" —-cleanUser
<!--NeedCopy-->

ERTLRTEER, BERAUTHS:
"C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe

" /silent -cleanUser
<!--NeedCopy-->

= .
AR

BESHPERKRE U

&& Citrix Workspace M AREFEAEMUTAR:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 108



iEATF Windows # Citrix Workspace R RiEF

Citrix Workspace M BiEFaiaH =i,
i8N ICA BiEIRE.
Citrix Workspace M R2FHAKIE R (GPO) BIEEIREE,

HE

April 22, 2024

AILUER T A%z —8E Citrix Workspace NAREFF:

« f#M Active Directory F7=fil B stz k2R EiE A F Windows 89 Citrix Workspace R 2. &% Active
Directory M52, &ZREER Active Directory FnR IS,

« EENEATF Web # Workspace Z#i, ER#ERTF Windows # Citrix Workspace M #EF. BXi¥
MER, BELREREHET Web # Workspace,

« {#/ Microsoft System Center Configuration Manager 2012 R2 Es8EF## 9% (ESD) T8, BHxi¥4
=8, E&1AFEA System Center Configuration Manager 2012 R2,

« {5/ Microsoft Endpoint Manager (Intune), EX¥4E8, &2 Microsoft Endpoint Manager
(Intune) ##82 Citrix Workspace M A1ER.

£/ Active Directory Fl/Rflfizx

AILAfER Active Directory (AERERHIZAIRIER LA LEMERE Citrix Workspace M ATERF. Citrix BiERMIZATIER
B.msi X, BXBRMANEMER, 52 Microsoft stik,

23} Active Directory FERIZS, ERITUUTIRME:

1. AEMEAeE— AR (0U),
2. ASMHEIEN OU gl — MAKERR (GPO),

BX7E Azure Active Directory #8ilE2 OU M58, S HTE Azure Active Directory iR St E P OIREL 2
{i (OU)s

YRABHIZ

RSN XHITEE S PHATSHRRIEMZ

o YR EIRZA - IEERMRESBLTIIE, BMEREE, BB hFHLEE, F0, i&E DesiredVersion
= 3.3.0.XXXX LUIEHITEIs E kR E, WREIEETBORZES, FI303.3.0, ZESES5EEIZEE
(3.3.0.1111. 3.3.0.7777 &) HY{E{IRRA<tHITED,
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. RHEEME[HBEER - LBHIEEES Citrix Workspace EAZFRERFRHEENMEHRE, BRAMA
BHITEHWIE, CIRHEXMARE “RE” NRIREA “FAEAN

« HABSIERER - EFREHTHMEHZURMERH#HTEHRIENNERSZ, SUAPHLINHZEH
KEA RIS AR,

¢ REBREEFBIITED - XERIITRTREEEREREF. BXMITEL, BERAERAGSTESH

fihzs

Citrix Workspace M AR R ERF GIE R FREMEH Citrix Workspace [ A2 FHE I+ ENANE AP 4R
B, XEHANMFERTF Windows B9 Citrix Workspace M BiEFE F & TUmE.

EpERE TEE ZMrR

BitEN CheckAndDeployWorkspacePemdadrdRétavdipSicspadePerMach-
.bat .bat

81 BF CheckAndDeployWorkspacePerdsicAhdpemdceiprikspacePerUserl
.bat .bat

RRMBEMZ, BHITUTERE:

AR EIRITH B,

EERITENREXAFEE > %85 > Windows £ 8 > R4,
FARBERTRI GNEMNERD, ERER.

EERERXH, BHENNEAEH SRR, ARXANIEE.
ERMRER, BEAFM, ARERRNSERF RN R,

ok w0

EHEEAT Windows 1 Citrix Workspace WABER, EHITUTIRM?E:

1. BB EBENRFIRESEHEEEIZERN OU f,
2. ENRMAPREHER.
3. BB RNRHEREEREFMINEFTH.

EMipiERT Windows 19 Citrix Workspace B2, EHITIUTIRE:

1. FEEEMFREIEFiR&EBEEEEIER OU d,
2. ENRMAPREHER.
3. WIEMRRNRHEREREREFMINEETRT I,

fERERT Web 9 Workspace

EENERT Web #9 Workspace, &ErRILIGER Web TIE:&id ¥ $1883418] StoreFront B[S,
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EMNREEREINBEFZH, FRITUTERE:

1.
2.

LEFEMTF Windows i Citrix Workspace M ABERF.
MIEATF Web 89 Workspace #5% Citrix Workspace ZF#2RF

MRIEATF Web 89 Workspace RMNEIFREERAIRAR Citrix Workspace MR, RARKETR—FIRET. T
EREBATHHARESEAT Windows 89 Citrix Workspace R BERF.

AR

iBEAT Web 89 Workspace A3z #FE T BB FHBHHAIMK S £,

MREAUTERE, WRTRARS a3,

1.
2.
3.

¥ CitrixWorkspaceApp.exe TEHEIZMIT BN,

¥ CitrixWorkspaceApp.exe Ed@&HR CitrixWorkspaceAppWeb. exe,

EREMEES EMEX—EmEMATHIT S, MREA StoreFront, 5%i# StoreFront X4 AED
EXMHEE StoreFront,

5/ System Center Configuration Manager 2012 R2

A LUER Microsoft System Center Configuration Manager (SCCM) #5% Citrix Workspace R B2

B[R RN R4 @ SCCM 28 Citrix Workspace A2 :

H N

) SCCM &N Citrix Workspace B2
) by 3

¥ Citrix Workspace [ 2R EBE R4
PIRIREES

i SCCM =ZRE 7N Citrix Workspace W HiZR

. ¥ THEM Citrix Workspace AR REXHEEHIF Configuration Manager AR5 28 EME AN H

Bzh Configuration Manager =518,

%% Software Library (#{4) > Application Management (B2 &1E), A& T Application
(W FER) HE#T Create Application (RIENEIER).
EEHE S “Create Application” (RIERBIERF) B

7 General (E#) &i#&®, #%i¥ Manually specify the application information (FahisENARE
FER), AE%EE Next (F—%),

7£ General Information (EMER) AKH, IEENBARERER, FIMBM. HhERS. WM,

7z Application Catalog (WAEFER) mMSH, BEHEMESR, flM, BS. NARFEEH. AFREIE,
AREE Next (T—%),
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} =

=

RARLUEREEIMEERER,

6. 7= Deployment Type (ZE£A) Higrh, Bk Add (Fin) LUEE Citrix Workspace R 2% BRIER
BRI,

EHE S “Create Deployment Type” (BIESFERE) @S,

7. 7= General (E#) F&s: BE Windows Installer (*.msi ) BIZBEZHE, %% Manually specify
the deployment type information (FahisEHELEER), AEETE Next (F—H),

8. 7= General Information (E#EE) Fi&SD: IETHBAREFMES (FI10, Workspace ZE), AFE
#i Next (F—%),

9. 7 Content (RZ&) B!

a) 1 Citrix Workspace MR REXHFTEMERR, fla0: SCCM RS 23 £/ Tools,
b) BRERFIEEAUTIZ—:
o CitrixWorkspaceApp.exe /silent BTFRIAGBRRE,
o CitrixWorkspaceApp.exe /silent /includeSSON BTFEBIZE&E,
« CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false A F L3k
BBhERSER 22 Citrix Workspace R B2

c) 7 Uninstall program (f1# 2 %) & & CitrixWorkspaceApp.exe /silent /
uninstall (BA&@d SCCM EH#H),

10. 7z Detection Method (iaii757%) &ig: %% Configure rules to detect the presence of this
deployment type (EiERTHRNZEEFELIELRRWAN), ASEE Add Clause (FinFa),
EEHE SR “Detection Rule” GGTUFIN) IHEE,

+ ¥ Setting Type (G&&EZH!) &EHN “File System” (XHR%)

« 1£ Specify the file or folder to detect the application (35 E NI AIERF IS %)
T, @B TFED:

Type (%8Y) - fF Fhied, %42 File (U4,

Path (&%) -%ProgramFiles(x86)%\Citrix\ICA Client\Receiver)

XHERXGREZM - receiver.exe

Property (BM) - EThisgd, %% Version (ki)

Operator GZEH%) - £ FHskEh, %X Greater than or equalto (KF=%T)

18 - Y] Citrix Workspace R BIEFRIARZAS

=

iEATF Windows B9 Citrix Workspace M REFEA K BIEALLMNAE,

11. 7£ User Experience (BF{FL) High, 1&8:
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+ Installation behavior (%#174) - Install for system (HR#RE)

+ Logon requirement (ZREX) - BAZEER

+ Installation program visibility (Z#&EiE2FEAIRE) - Normal (E#)
g Next (F—4%),

=

=

BN AL EDE R EHETE E A ERAMRH T,

12. £ Summary (HE) &85, WIELBEXRENRE, 8&T—D
LB 2 RAIE R

13. 7£ Completion (525) S8, FHIELRE (Workspace #E) 357 Deployment types (ZBE£E!) T
5o

14. & Next (F—%), RE%E Close (ki)

AND KR

1. 7£ Configuration Manager =%l & & 2 & Citrix Workspace [ f 12, #A 5% Distribute
Content (9 %HA),
tEE 2R “Distribute Content” (9%RZE) @S-

2. 7 “Content Distribution” (R&#%) &+, #& Add (Fm) > Distribution Points (5%:).
kB ER “Add Distribution Points” (Ff% =) sHEE.

3. MWHRHEAEH SCCM fRS28, AERE OK (FE).
£ “Completion” (5EpR) Ei&H, KERKRINEER

4. BEHXMA,

% Citrix Workspace B2 E R H D

1. 7 Configuration Manager iz#la A %S S Citrix Workspace MABER, AGi%E Deploy (HE),
SRR “Deploy Software” (BE#) MS.

2. ZEMENAEFNES (TURBREES, WIURHFES) FikiF Browse (X%), AFHEE Next (T
_ﬂ%)o

3. 7z Deployment Settings (EILE) A8+, ¥ Action (#21F) i8R “Install” (L), & Purpose
(&) 18R “Required” (4F) (BATASSRE), g5 T—%.

4. 7z Scheduling (i+%)) &i&H, BEEEHFRE LBPBEREBITL.
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5. 7£ User Experience (BF{f3) H#&H, RE User notifications (BF&@) 174; %% Commit
changes at deadline or during a maintenance window (requires restart) (FER/SHRs4EiPET
BIRREX (REEHEGH), AE%EE Next (F—#%) LIsEl “Deploy Software” (HBEHHF) @S,

£ Completion (5Erk) BiEH, KETRRINHES.
EfEErmRIEE (NI RRENAFEERT).

iR mi&&E Lk, Citrix Workspace BREFEHEH0HE Available Software (FTB%4) TER. RIEFTECE
iR, REFEMME. EHATLIRBESEFE ISR E#TRE., REFBRE, RERSEERHROFET.

iR EES
1. =zh Configuration Manager 4l &, A58 & Assets and Compliance (ZF=55#11%) > Overview
(#3R) > Devices (&%),
2. A%# & Device Collections (18&%#) #i%#% Create Device Collection (BIZigEES).
kB % £~ Create Device Collection (BIZE&EES) AT,
3. 72 General (£#1) &Hi&H, BAILEMN Name (£F), AEEE Browse (%) EEREIES,

XORTEIREFHEE, ATE SCCM BIEMENREEEZ—
%EE—F_io

4. 7 Membership Rules (FiRSHIN) EigH, BEATFILIEREH Add Rule (RIIFM),

kA% 2% Create Direct Membership Rule (BIZEERRBHMN) BF.

« 7£ Search for Resources (EHEF) TigP, RIBELIEMNIREF LR Attribute name (B4R
R, HIRHEMRRIELLERIEE,

5. BEFT—%, £ “Select Resources” GAEFHR) BEP, EREFEFANREREN—BORE.
7£ Completion (5ER) BiEHR, BETRINER.

6. BEHEXH,

7. 7£ “Membership rules” (FRRSHMM) &P, FHILFHAN, #H “Next” (F—F).

8. 1£ Completion (52m) EigH, BETHINES. 8 Close (k) L5 Create Device Collection
(BIBIEEES) BS.

g EE G Device Collections (1&&5% %) #5d. 72 Deploy Software (ZEH) MSHRIE
B, FgEESETIREESN—H9.
AR
%4 MSIRESTARTMANAGERCONTROL E%i& &5 False B¢, fFH SCCM E2& Citrix Workspace [ 12
A g kM,
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RIBZAN D, EATF Windows 89 Citrix Workspace MBREFHAESBULAWHERR, 1thsh, ZiRXETHE
KEZBERI,

£ Microsoft Endpoint Manager (Intune) 55 Citrix Workspace [ fE12F

Z1£ Microsoft Endpoint Manager (Intune) #2%& Citrix Workspace A2 - &4 Win 32 A2, 1EH
T HRME:

1. BIEBLUTX k.

o BT EEREMBNATE RSN, flzn C: \CitrixWorkspace_Executable,
o XN IAEX AT . intunewin s, Fli0C: \Intune_CitrixWorkspaceApp

o

+ Microsoft Win32 Content Prep Tool FrfERIX 3%, F10 C: \Intune_WinAppTool, tTA
B FRREXMHEIER . intunewin X, EAILUM Microsoft-Win32-Content-Prep-Tool T
HITBTIE,

2. BREFMEBENFAEFRXEEIRA . intunewin X#:

a) BE®LIRTN, ABEHIEE Microsoft Win32 Content Prep Tool B sc 3%, g0 C:\
Intune_WinAppTool,

b) 1T IntuneWinAppUtil.exe &%,
C) ERAFT, WAUTEE:

o ExfEE: C:\CitrixWorkspace_Executable

o ZENXH: CitrixWorkspaceApp.exe

o WX HE: C:\Intune_CitrixWorkspaceApp

intunewin XHERIE,

3. B AMmE Microsoft Endpoint Manager (Intune):

a) #T7F Microsoft Endpoint Manager (Intune) ###l&: https://endpoint.microsoft.

com/#home,

+ =

=W

L TiE< 2T https://endpoint.microsoft.com/#home LT, EHATLLE
it https://portal.azure.comFmuKEe,

b) # Apps (AREF) >Windows app (Windows M E1ER), AEES +Add (+5M),

c) M Apptype (WEREFHEE) ThiylxFiEE Windows app (Win 32) (Windows MATER (Win
32))
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d) i App package file (REBEFEXH), #3 CitrixWorkspaceApp.intunewin X, RE#E
OK (f%E).

e) #i App information (ZARFER) HESHEREE. B HANLHE, AELEE OK HAE).
f) #& Program (i2F), WAUTESR, AERE OK (HBE):

« RESHS: CitrixWorkspaceApp.exe /silent
i %: CitrixWorkspaceApp.exe /uninstall
o BEITH: RS

M “Operating System Architecture” (RIERFIERLEM) FIRPFIETIERE X64 Fl x32, 121F
kA A LUZ Win 1607 & E S kAo EamhR s,

h) 2% Detection rules (&M, % Manually configure detection rules (FoHECE RN
M) 17 Rules format GIIE), AEEdE OK (HEE).

i) g Add (&M, %EFFREA Rule type (FINIZER), AFHEE OK (HE)-

+ 32 Rule type (MR 7 File (), MEFAIUE C: \Program Files (x86)
\Citrix\ICA Client\wfica32.exe (Ffl).

« 302 Rule type LM ZF) 3 Registry CEME) , EHi#H AN HKEY_CURRENT_USER\
Software\Citrix 4 Path (&%), A Key exists (Gift&mz%E) £/ Detection
method (&5 7%),

j) %% Return codes (GREIEE), MEZNARORBEEEMN, AEEE OK (HE).
k) g& Add (Fm) BRZARFERME Intune #,

4. BIFERER TR
a) ## Home (M) >Apps (HAERF) >Windows,

b) % Device install status (G&ELERE),

RERSETRLRET Citrix Workspace M BEFRIEEEHE.
NAEELE

December 8, 2023
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N RBEE

ACEEBNEERE Citrix Workspace M AREFRIRERIENSZE X,

NABESBATANNAEFNRSERSH—MIE. —MHAAAUURAES T NABEAHREZEENAEEZE
g, ERERREHOSMEENZRMIEENNARBIE URL, aTLGEE Citrix Workspace 2R 1A X LR A
o

N R R RS Y

A LU7E Citrix Workspace R RIZFHARM TR AREEZE: Workspace. StoreFront. Citrix Gateway A&
[EMBEX Web R R&EE,

Workspace

Citrix Workspace E— 1M EF=W IV NARE, F@EIMESEEEEeF— RN AEF. SENRE
(BR) . XL RAILE Citrix DaaS. NBNAERF. AMABHEAERF. Saas fl Web 2 BiER LUK B 285 A
BF. BXiFAER, E58H Citrix Workspace #iR,

StoreFront

StoreFront 27>l W AR EN AR, #&3EA Citrix Virtual Apps and Desktops b AiEFHSER S
- TRFERNEABEF.

BXFMER, BB StoreFront X%,

Citrix Gateway NAREE

& Citrix Gateway EEE A AR MAZBMAEINERHITEE, Fi30, M Internet SZi2 B #HITERZNAF.

BEX Web [AmEE

teIhEERHMIEATF Windows B Citrix Workspace R A2 iRISRARNEENX Web M ARBENNIR EFEMALL
IheE, BERMIEEBBEEX Web AR ERME Global App Configuration Service s ERK URL 5%
o

BXARLAPIEE Web MARIE URL 19458, #5215 Global App Configuration Service,

a7z Citrix Workspace M AZFRIFINKF REPIRMEEEX Web A®EE URL. BEX Web HABIEEE
Z#1, Citrix Workspace R AEFEOFITH.

EMPFEEX Web RARRE, BEREKS > RNSBERIKS, EFREEX Web RARE URL, AFSHER.
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BN ARE URL 7% Citrix Workspace N ABiEFT

ERILMER U T AEmAF Rfth R BN R BN BEFF R ES

s BAFPREZEFHEANKFER
EEEE T B FHFRIKA &
@i CLI AR A s

o TRECXF
fERA RN RERRIR

BAFREEFHRANKFER

FizhZ % Citrix Workspace NARERFE, BETUTRE. AR REERNEFHpH it stiRSS 2 tit o G IR R A
BENSEE. APENRKSEAE S0, Citrix Workspace 2R R =IRI0IEER. MRIIEMDI, Citrix

Workspace M RREFERTRAPERIZKF,

@ Citrix Workspace x
Welcome to Citrix Workspace
|
BFERAFREBFMREKST, BESNSAEEIEEMESEMNBEFFENER,
« EEER Workspace MAENE, it Workspace URL.
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« EE#%3 StoreFront ZA®IE, ERMIZRSEHM URL, Flw: https:

o

« E@Eid Citrix Gateway #1TiE#%, BAMERFPEEEIFMEEEENNARIE, TERNXEEFIXEE
Citrix Gateway BA 7= 2 iF AN AEIE.

- ERTFAEERENNARE: mAFRME Citrix Gateway Z2REHE.
- EREINFENAREENAR: RUTERXmAFRE Citrix Gateway T2 REH A UK AEEZTR:
CitrixGatewayFQDN?MyStoreName:

0, WRZH SalesApps BN AREET serverl.com BATIEfEAR, &5 HRAppS 89N AR ERT
server2.com BRTIZEAE, MWAFAGBIEEA:

* serverl.com?SalesApps LLifi5) SalesApps, SEHA
* server2.com?HRApps LLifia] HRAppS.

CitrixGatewayFQDN?MyStoreName st E Rk A @A URL sIB—Mik, HETRERTF
ETBFHIHN AT,

fEARZ ARE URL B2E Citrix Workspace RA#ERFE, BIEN@EARE X 4R BEHIIKF IETERIZIKF

A

Account Settings
Refresh
About Citrix Workspace
Accounts
Switch Accounts
MyWork
Store

Log Out

FRETRESHIRIENEFmITEN L, MRRPEEKREFMEE Windows EIEERSRFT, NRERFHRIERT,
BEREBMAREER, AF, Citrix Workspace ZBREFHRERS B ZEMREE Windows ZIEEERP, Xi¥
AILUTET 4B RIER, FREEEESR Citrix Workspace M AB2F 287 Windows EiEEERHFoHRES
o
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EEETBFH KA &M

f2& Citrix Workspace M B2 LUSSELE T B Fa Atk A Z B, ERLEHEE Citrix Workspace L BEF
Hi2h, BPEEMAECHBETFHEMIE (TMiEARS28 URL), Citrix Workspace R B2 I§RIENZ £ 4t (DNS)
AR (SRV) iZRMHTE S B FmRLEHt X BXAY Citrix Gateway 5% StoreFront fR$328, ZNBREFHEBIRTRAER
LA E) Rk R E AR B2

& Citrix Workspace AR EEEEE T BT LM, &2 Global App Configuration Service x#4
mfy Getting started (AN ).

Z 3 Citrix StoreFront & Citrix Gateway W AR EREE T B FHHMMKA LM, iE55 Configuring email-
based account discovery (ECEETHEFHREFHKF ZI),

‘@ CLI RN AEE

HUEE RS MERASSTEOREERT Windows i Citrix Workspace R B2

BEXBEAER, BEAGLITEHIR.

e F R FREC S

StoreFront {2EMESSCHE, AP B LFTHX LA S 4 UEE SN BB IS,

fER] LAGER StoreFront SREIZE &K S AEEIFAE SMTEC X, BXLEXHRELEBF, UWEAFEBEMERE
Citrix Workspace [z 12, & Citrix Workspace M AiERFfE, AP RET 4B fi2E Citrix Workspace
AEF. NREREESHT Web 89 Workspace, FFERILUMIXLELE RIREX Citrix Workspace [ 2 FBE s
o

BXFAER, ESH StoreFront XXErRRRY P SR A B[S FREC S o

FRARKNRBEEER ZEAAREIREBRIRFINSIETE Citrix StoreFront 5 Citrix Gateway, EHRITIL
TRE:

1. &idiE1T gpedit.msc $77F Citrix Workspace [ BiEF AR R EEER,

2. EHENEET ST, BEEEER > LMBEEER (ADM) > Citrix A% > Citrix Workspace > Store-
Front,

3. ##F Citrix Gateway URL/StoreFront i/~ %%,

4, EERERMAET, ARREET. MRBALKEKIEE, WATUEA StoreFront #k~#1 NetScaler Gateway
URL 89515

5. F#EFEPHEA URL,
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6. #8%E 5 Citrix Workspace R F2F—E &AM ARE URL:

STOREx="storename;http[s]://servername.domain/IISLocation/discovery
;[On, Off]; [storedescription]"

&:

o X-E¥H 039, HFMRHARIE,

» storename - ARG E M, LLEXMSTE StoreFront R$E28 LEEENBTF—H.

+ servername.domain - REN ABEHNRS BN TLRERLSZ,

« lISLocation - IS AM R AEIERER. MABE URL #4915 StoreFront FEEse#FH# URL —2. [
BEE URL 8988 =Xa0 T : /Citrix/store/discovery, ZFKEX URL, 3EM StoreFront hSH—EIX
%, FIBBRREEITH, AEEH Address stEHH URL,

+ [On, Off] - Off EMANFERMELRBNNAREIE, MMERFEBERETIHRXENAREE, WRK
IEEMNABEERS, MBAALER On.

+ storedescription - R F®EERINEA, s HR App Store,

7. FmMa#ETE Citrix Gateway URL, A URL W& (USRS HR) :

xf5l: STOREO= HRStorejhttps://ag.mycompany.com#Storename;0On;Store
Hrh #Store 2 Citrix Gateway BEEAIR A REIE R Fo

AR

« Citrix Gateway R A@E URL 425 RHPE— URL (5% STOREO),

« ELZNABERED, RaFER— Citrix Gateway MAEE URL iBE,

fFERLAEEER Citrix Gateway MA®RE URL F#5EA Citrix Gateway B9 PNA Services ifs,
+ 8% Citrix Gateway A@E/E URL B, REFZE /Discovery 8,

Bhk4s 1808 2, 33 Citrix Gateway URL/StoreFront i 5 R SRBRFHMB EBUS IR AT Ef R EERIEPR
. T*HEEE.

PE=W
Citrix Workspace M BEF A 1808 RESRARZEASHMTERHITEE, NMEFALE 1808 HESHR
I, MHRESE Citrix Workspace [ FRIEF LR EIE R E K,

PR

« Citrix Gateway URL 5770, SR StoreFront URL,
+ RZ¥5%4 Citrix Gateway URL,

AR

APERLGEE Web RS 8siARNBEE. AP LM Web 5835 = Citrix Store, AEM Web BohEil
NAEFEERE. ENNAEFREERF A4 RERN Citrix Workspace M BZFHIINEE,
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EXMERT, FAIRERENAFREANKA T, XALOET U TRERKIR:

o EmR Citrix #1174 ¥ CitrixWorkspaceApp.exe £ CitrixXWorkspaceAppWeb.exe
W BRI SHEERNTT A, EREEZXHE, FIARETRER RIS ITEE,

o ARMITRERER: B Citrix Workspace N ARZFREBSHEERINKAER, BROTHAR, &
4B EREE T R BEIRIRAR DAY Self-Service T2 T2 A EnableFTUpolicy, X2t EH#ITHIRE,
HUZATRERFFRERF.

A EnableFTU O >

EnableFTU Previous Setting | ‘ Mext Setting

{®) Mot Configured Comment:
() Enabled

() Disabled

Supported on: [ ajl Citrix Workspace supported platforms

Options: Help:

Uze this to enable\disable the FTU dialog

OK || Cancel | Apply

1% AR S5 A R AR

34 FfER Citrix XML Service B9:ERTF Windows # Citrix Workspace MAER, STLUISHERE AIERRSBHE
#ARSS (DNS) &#R, Mk IP #ihk,
BE:

P#3E DNS IFIE#RPAMAECE A LLThEe, BN, Citrix BINAEEIRSS 28 LB DNS &,
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ZUAERT, DNS BFFRTERS B LA TEARS, & Citrix Workspace MAREFTATEARS. 2 DNS &R
FRATTERRSS 38 L TR RIRASEY, 15RIXEX DNS & #R894E( Citrix Workspace R B2 #&E IP ik, 7£ Citrix
Workspace M REFHABELZH DNS Z#F##if.

ExMSERFIRE A DNS B58F, BHITUTERE:

NRARSSZREFEGEA DNS 2, NHEBIFERF IS BB, AJUSHERNIREER DNS Mg,
JNCy
AMREESCERATISFTRESHTEN#E, FELEMTERERSA. RINFRIIEIMREESEAFTESH
HINAYRIREE IS 1S LURR, (R EMRFESRF BN, EREIMRZAET, BSHHITED.

1. % = & & & #t & B xmlAddressResolutionType 7 fin 2l HKEY\\_LOCAL\\_MACHINE\
Software\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\
All Regions\Lockdown\Application Browsing.

2. BEIREN IPv4-Port,

3. MXAPKRENS I AP EELTEF.

JEZ S

@3 Citrix Workspace MWBEF, AATURSBEITRNENSENNBRER, UNIREEEHR Windows.
Web M#4ENARSS (SaaS) AR, AILULET Citrix StoreFront 53&id Web Interface #1918 Web TIEm&E
BFP8visiE.

&£/ Citrix Workspace Ul #2335 R

Citrix Workspace MR ETIRIBAFAWKAIZE (B0, AP EEINRSSS) UK Citrix Virtual Apps and
Desktops & Citrix DaaS BB RARENIEE R ~AFP Al AN EINEEMNBEF. ATUERERET > A EiEE
StoreFront AR5 2389 URL, ENMREE TE T B FHRERIMKF LI, M@ inNBFHpib# TS,

ERIETABER, BPRSKEERUTERR: Rk, KENVARERF. ERIR1E, BRHENNER. B
AR AR N EAR, 58S - EWRFE R IR R .

StoreFront | Workspace URL iF#

i@id StoreFront ) Workspace URL if#, ErRILERF XEHDHIER TERLAFP M StoreFront ABET
457753 Workspace FZ &,

EAR, ENFREREBFEEE Citrix Workspace M B2 RN T —1 StoreFront ZA®&NE storefront.
com.fEAEERA, B LI7E Global App Configuration Service #2& Workspace URL B4t { ‘storefront.com’
 xyz.cloud.com’ } # StoreFront URL. Global App Config Service it E#i%£ZIFMT StoreFront URL
storefront.comBWEEMKRITEILE LMFRE Citrix Workspace Rz RiERF L,
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KB ER, Citrix Workspace M BRERFESH Workspace URL xyz . c'loud . com FIIAS — N FERE
5. REMAPBEHE Citrix Workspace R B#2FET, #&3T7F Citrix Workspace MA@ E. METAMND StoreFront
MAREE storefront. com 372! Citrix Workspace M Bi2F S, BFRHBL LUER Citrix Workspace
[z A2 SR iR bk P i I [E] StoreFront REAREE storefront. com, EIEGE A LUIEHIEIET M HIER=
1%& £ Citrix Workspace Rz B2 #ipk StoreFront MA®E storefront. com, MERETLIEE Global
App Config Service 5Effo

BREA%IEE, BRITUTIE:

1. #£/ Global App Config Service ¥ StoreFront & & J3 Workspace B4, &% Global App Config
Service B8, 3E27 Global App Configuration Service,
2. 448 App Config Service &
{

"serviceURL": {

"url": "https://storefront.acme.com:443",
"migrationUrl": [

{

"url": "https://sampleworkspace.cloud.com:443",
"storeFrontValidUntil": "2023-05-01"
+

N - Y2

"settings": {
"name": "Productivity Apps",
"description": "Provides access StoreFront to Workspace Migration"

I
"useForAppConfig": true,
"appSettings": {

"windows": [

{

"category": "root",
"userOverride": false,
"assignmentPriority": 0,
"assignedTo": [
"AllUsersNoAuthentication"

1,
"settings": [
{
"name": "Hide advanced preferences",
"value": false
}
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<!--NeedCopy-->
PE=

MREREREEAMNY, BER POST,
NREEERENENERAHEE, BFEA PUT HFREEHNERAHEEMERZRNIEE,

3. 1£ serviceURL &5 ehigE StoreFront URL storefront. com 5% URL BY{&E.
4. 7£ migrationUrl 285 R &FECE Workspace URL xyz.cloud.com.
5. {£F storeFrontValidUntil m1i& & M Citrix Workspace [ B2FH#if# StoreFront 17 f &k #IETE R,
WFEERFIEFER, AILMRIBEMERIGE U TE:
« &= (YYYY-MM-DD) 8953 B A
AR

MRERETIEENAE, NWER URL BHEIZEMRIER StoreFront ARE, NRERHE T IERM
HH#A, StoreFront MZABEREIRER B EARIER.

#ix App Config Service i EfE, BERUTRE:
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@ Citrix Workspace - O X

Introducing the new Citrix Workspace

Access everything you need to do your best work. You can complete most of your workflows
within Citrix Workspace.

Switch to Citrix Workspace now

Skip (3)

BP &L ANtz Citrix Workspace B, Workspace URL #7002 Citrix Workspace MEREFEY, HEKE
TEHRIEHRT. AP AUERBRIETHISFIRIER ZA =R,

% Citrix Workspace [ 125 iyt i iz s & 1

B 2112.1 iiAie, BERFUE Citrix Workspace [ Ai2FHE B A R LM AR R IAKES, ErILUER
Global App Configuration Service RE2E LtITh4E. BXERELINAENES, 1E2H Global App Configuration
Service,

tkThaedEEERTE Kiosk X FiafTHI& & UK E Citrix Workspace TR BN BTZF.

EMAEGER

November 16, 2023
IEIENBUTRE:

o T
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o HRMHEIE

2B

April 22,2024

FohEH

NREEREERT Windows # Citrix Workspace R FB#2RF, M Citrix THRE FRHAREZNAREFNRN
WA, BXRRENER, BEHEMEE,

BEhER

#hR4s#y Citrix Workspace A2 RTAE, Citrix 27ER% T Citrix Workspace M A2FH R AP HIEE
AR
o NREEE T HIRHERIEMN SSL, &R Workspace BahE#H RS https: //downloadplugins
.citrix.com/ LM Citrix $ZIKEH,

o BEEHAFZERT Citrix Workspace R AB#2F 2104 #0 Citrix Workspace R 2R 1912 LTSR CU4
ZRTHIARZS,

o WHRSXAES Internet T4 GEIZWEN

o BUIANERT, Citrix Workspace E#ite VDA LA TFEZARES, XEHE RDS B RS EN. VDI
Remote PC Access it &

+ Citrix Workspace E#fiff=# T Desktop Lock Byt EH L FERRES.
« EATF Web 89 Workspace AP FRaEEzh T2 StoreFront %88,
+ Citrix Workspace B#{XRF LTSR &,

+ Citrix HDX RTME for Windows F&ft 7 Citrix Workspace E# #, % LTSR #1 L #ihika<#y Citrix
Workspace 725 L8 HDX RTME B3 B, B2 TR—%8M,

« BhRZ 2105 iE2, &k Citrix Workspace B#iHE KR, Workspace E#BEEET C:\Program
Files(x86)\Citrix\Logs #1, BxBEIERNER, ESABEERERD.

o FEERTUESERREMNLA_EEH Citrix Workspace MBER. SR LUEE A8 &8 &8 Kig ey
Citrix Workspace M BEFERHERNE BHRTTR LR, EBIHERT BT Citrix Workspace
[ AR R A P R L HIFN B IR B R SRS,
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iEATF Windows # Citrix Workspace R RiEF

o EERAIERE T RIEBEE (PAC) #1 Web KEEB L IIMY (WPAD) 1Bt AT B ohEH. HURIE
FEZEHITEMEIIN, RZEIINEE.

« MRAFMTIEEDCHE ZBEMH, Citrix Workspace X 41517 Citrix BshE# RS 28, HEEBHE
MHEAEI S H I A TR :

TREERRS 2R

FoiEHENGE, EFEMERT Windows 89 Citrix Workspace MRS

AILUBN SREEME SRS EREMN Citrix Workspace M ABEFH 2 a4, BT LIM HKEY _LOCAL_MACHINE
\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Uninstall\
CitrixOnlinePluginPackWeb fi&%i4 DisplayVersion i,

BEESREETHREERAE, BHRITUTRE:
1. ABH@EmXiEgse Citrix Workspace [ HZF ElfF.
2. RERRE IR,

Citrix Workspace [ A2k A 2 REXF B0 H.

Zit Citrix Workspace 72 Beta [Ri2=

3% Citrix Workspace WBREFEENEHNERN, SEKIEHEN. BEELEHNAEZKHLE Beta iz, BERITUT
W

1. MEREZFERITH Citrix Workspace M ABEF.
2. EMBEISHREET > Citrix Workspace 3.

3. Beta AR AR, MTHFIZRFERE Beta, B&HFRE,
LB 2 TEHE Ho
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@

@

Yes, notifty me

Update Settings

Do you want to be notified when updates are available?

MNo

Usd
i N
Selectt

Beta |

cess

Citrix Workspace x

You are about to switch to Beta channel. Some features might
not work as expected.

Do you want to continue?

Save Cancel

THIra Fary THOTICES

4, BFEEHE Beta hrds,

EM Beta hRAINREI LIRS, BRITUTHE:

1. MRGZFEITH Citrix Workspace M ABEF.
. SMEIEL&E R > Citrix Workspace Ei.
3. EEMGERET, N\ “BEINEE” THIIRPERERE, REETHRE.

AR

s MREEMHMEHITA, WEETBHEE.

« Beta lRAAIHEFEHEFEFFEREREFFRFHITUL, HHZERB, Citrix TR Beta lrzsay
SRR, EIMESIR MR BRBEX LA, Citrix AIRERRIBRIFNmENE. BBEMES YRR

WITRIE, BINABEREFIFEFEE Beta hitds.

157 VDA tBEzhEH Citrix Workspace M FBiERF

Bi&RTF Windows i Citrix Workspace R R 2209 2, AJLATE VDA LEREhEMIEE. SAMEIEUT

ERERIEZ BEE AL TIRE:
7£ 32 it EM L
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iEATF Windows &9 Citrix Workspace T2

o JEMAFRD: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate

o EMEME: AllowAutoUpdateOnVDA
o JEfRERAED: REG_SZ
o EMEREEE: True

£ 64 fUitEM L:

o AR HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\AutoUpdate

o JEMERME: AllowAutoUpdateOnVDA
o AMFRAEAE: REG_SZ
o JEMRREEE: True

ShEE s
EIB BRI F] UBRARPHILEH B shE IR
FHEF A L@ E Global App Config Service #1ig & maximumAllowedVersion B4 H AR A IEHIkRZSo

Global App Config Service ##9:Rfl JSON 2f4:

{
"category'": "AutoUpdate",
"userOverride": false,
"assignedTo": [
"AllUsersNoAuthentication"
1,
"settings": [
{
"name": "Auto Update plugins settings",
"value'": [
{

"pluginSettings": {

"upgradeTolLatest": false,
"deploymentMode": "InstallAndUpdate",

"stream": "Current",
"maximumAllowedVersion": "23.03.0.49",
"minimumAllowedVersion": "0.0.0.0",

"delayGroup": "Fast"
}

"pluginName": "WorkspaceApp",

"pluginId": "1CDF566D-B2C7-47CA-802F-6283C862E1D6"

}
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<!--NeedCopy-->

RBMARE, A& LR Citrix Workspace [ AEF 2 BEHEE maximumAllowedVersion BHHIEER
7o
pE
« B, 0EA JSON XHHRINMESHTEERFMN, ELARERALNEREMH
upgradeTolLatest #lmaximumAllowedVersionigEWE, B2, WTFERNSE, &0
LERSRA JSON XA EINRY{E,
o B ECHEMARAES], BF0E Global App Config Service g upgradeTolLatest i&&i&H
false, w8A true, maximumAllowedVersion &R,
o EMEk pluginld, BREEMSIE Citrix Workspace A2
« MREERA KR Global App Config Service REEEhA, MERIAERT, Citrix Workspace A1z
& B S =AY Al AR A,

BHMEHNEREE (Citrix Workspace E31)

AIUER T AR E Citrix Workspace E#i:

AEIEIR (GPO) BERIER
wLiTiEO

GUI

StoreFront

> wnh e

fEFRA R R EIRIRIREZE Citrix Workspace i

1. &idiE17 gpedit.msc $T7F Citrix Workspace [ AR AR R EEER, AESME “HENEE” T
=

el

2. ®EEEEIR > Citrix A > Citrix Workspace > Workspace Fi,
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A Citrix Workspace Updates

E: Citrix Workspace Updates

Previous Setting

ADMK Migrator encountered a policy that does not have a supportedOn value.

{7) Not Configured Comment:
(® Enabled
() Disabled
Supported on:
Opticns:

Help:

Enable Citrix Workspace Update Policy
Auto w
] LTSR OMLY

Citrix-%orkspace-Upd ate-DeferlUpdate-Count

= w

Mot Configured - Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialeg.

Disabled — Citrix Workspace Updates option is hidden from the
Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
automnatically.

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LTSR updates will be available.

Citrix-Workspace-Update-DeferUpdate-Count:

-1: User can defer any number of times.

0: User would not see remind later option.

number: User would see remind later options with the
given count.

o | oy

3. BRSZAEN - #EERANERAUBAHEA Workspace Eifo

AR

EEREEAN, RAFIBHEHEN. ERARIIESESREEMERTIRE Workspace Efiti,

4. BB - YEEMAIHN, S LLER BERCBM R F o EEH. BA Workspace B#ifE, EMEH
Citrix Workspace FE# 58 FHIFIRPER U TERZ—:

- B - RAEBEETAERNREKLEN (BRINRE). XMUEAT Citrix Workspace AR 2207
ZHIBARZAS, 1 2207 ESAAH, Citrix Workspace AR EMEEI#HITH, EMIANTR

WA,

o Fof - RATAUAEMN AR LB, FeEE.

5. #EENFR LTSR LUXIREX LTSR 895 o

6. M Citrix-Workspace-Update-DeferUpdate-Count FHFIxXF, EF—MNTF -1 3 30 ZEHE:
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o MNRERO, WASEMUEREHEDN, SAEHEDNOCEEHNINEET Update available (E#
HA) &

o MRER -1, WRBTRUGREREDN, HE Update available (E#0H) 1#7. EOLUISERE
R ER R,

« F 1-30 ZiEWEE X T #4 Update available (EfHa /) 1R RH LU EIREEREIA H AR EL,
EELURIBTE L FER P E X MEHRIREFBE. B2, Update available (F#AIA) RASHEHM,
BRSHALUEREERIET,

AR

BiE A F Windows #J Citrix Workspace R Bi2FFhR2s 2207 &2, BEhEHMINEERF S, Citrix-
Workspace-Update-DeferUpdate-Count ZEE R 2 HEFEL,

FRBREEMIER FhR4sH Citrix Workspace i #EF R AR, Citrix STERER MR EENR. FALS
#, ERILUEHITE(HHRIE] ORI R BT LU UL S o

BRERHE, EiafT gpedit.msc UEhHAREEREEER, EHENEETAT, HEEERIR > Citrix
4814 > Citrix Workspace > i§ EREEHNILER,
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A Set the Delay in Checking for Update O >
[5] Setthe Delay in Checking for Update B Next Setting

() Mot Configured Comment:

(®) Enabled

() Disabled

Supported on: | Ay Migrator encountered a policy that does not have a supportedOn value.

Opticns: Help:

Delay Group This pelicy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users,

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad.

- (Medium)- Available updates are rolled-out to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad.

Medium
Slow

EREEA, ARMERATHARER, ERUTERZ—!

o R - TERHHABREVHIHRHE th B o
o B - ERAHARN PRI L ER
o 18 - TERXAIHAPREIK M H B Ho

=,
P =

EERERAN, RAFBHNEIRENEN. BEMRATERESAEETRHARE Workspace EHEI,

FREDSTRERSE Citrix Workspace Eif

‘it fEL s Citrix Workspace RIS EHR ST
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ar L@ 7E Citrix Workspace N ARZFREHEIEEH TSR E Workspace £, BX#AEE, ESAL

EBH,
W ER % Citrix Workspace M BiEFEHERHSITE

WEIUE R EIEA T Windows B Citrix Workspace A2 /EECE Citrix Workspace 3. £/ Windows &
21T8ME CitrixReceiverUpdater.exe Mg,

i@ %, CitrixReceiverUpdater.exe fii F CitrixWorkspaceInstallLocation\Citrix\Ica
Client\Receiver, aIlizfTZ# I CitrixReceiverUpdater.exe URLZES IS HFHIH

HEnL1TEH,
54,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=
Current /DeferUpdateCount=-1 /AURolloutPriority=fast

AR

/AutoUpdateCheck A#ESE, HIULEFHERRE /AutoUpdateStream./DeferUpdateCount
. /AURolloutPriority SE &%

ERER A REARE Citrix Workspace Ei
MBF A UEREAEETEEE = Citrix Workspace BigE, X2—NMETHANEE, FEXEIGEN
ERFTHEIAF,
1. AREBT@EMXIESH Citrix Workspace R Bi2F BT,
2. EES&E RN > Citrix Workspace £,
3. ERUTBHERDZ—:
o 2, BHF - & Citrix Workspace B EEFEEME, ESUWELEH,
o« &, FREEMI - Citrix Workspace MBIEFEEMNABHE, EFREEH.
- FRASERIEENIZE - /A7 StoreFront fRE28 LEEERIZE,
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(@ Citrix Workspace

Select your preference for update notification

(@) ‘Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Do you want to be notified when updates are available?

4. BEHERFRR

=3

AR

o 2, BAERNE, FEBEMBETGERT Citrix Workspace WABTERF 2207 ZifIkkEs, 7 2207 SHE
Shiaser, Citrix Workspace RIEFEMEEINHTH, BMAANTSENE, MRERS, TE@

MFEI, BFEHREEH.

o EEILABRAE Citrix Workspace M AREFEITHIRERN “BREEI RNLHABHINE. BXEHME

B, FEHBRERIRED.

£/ StoreFront &2 E Citrix Workspace i

1l FAXAHEERITF web.config X, axXH@EEMT C:\inetpub\wwwroot\Citrix\

Roaming directory.
2. FEXHPHREAPKATER (EREZENIKF &R Store)
flgn: <account id=... name='"Store">
£ </account> tridzal, SMEZAFKFPNELE:
<properties>
<clear/>

</properties>
<!--NeedCopy-->

3. 1 <clear /> #FiBEE RN B IEFHITIC,
<account>

<clear />
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<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">

<annotatedServices>
<clear />
<annotatedServiceRecord serviceRef="1__Citrix_F84Store">
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<property name="Auto-Update-Check" value="auto" />

<property name="Auto-Update-DeferUpdate-Count" value
=nqn />

<property name="Auto-Update-LTSR-Only" value

="FALSE" />
<property name="Auto-Update-Rollout-Priority" value=
"fast" />
</properties>
</metadata>

</annotatedServiceRecord>
</annotatedServices>
<metadata>

<plugins>

<clear />
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</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>

<!--NeedCopy-->

BENE X REAREENIFAERMNT:
+ Auto-update-Check: #57 Citrix Workspace N Bi2FEE A BE#HAT B shi#Ta i,

- Bz BUA) - BoRENRITER
- Frp - XHAF M Citrix Workspace AR RARER R R EOEERNA SRINEH
- BEA - TRITERKNE,

« Auto-update-LTSR-Only: (5REHXE*T LTSR,

- True - BfEFIERBEERRFITICH LTSR BRBIESH. (VEE LTSR E#.
- False (BXik) - B2 NE B LRIARER.

+ Auto-update-Rollout-Priority: i5REIEEEHEREIEIZ(FHAEL,

- 1R - FERASHARRBDIE FF 4R RS @) FE - # HH BB o
- B - FERASHARRBY AR HE H BB,
- 18 - FERATHABREE RASHE K BT,

+ Auto-update-DeferUpdate-Count: 1577 FEREHIEARER
AR
IEENERTFREREH, TRATRIRTEEMNRENTER, BARFRSEEMATERERN

iilfj—:lo

- -1: AFRELERRIER BEEH.
- 0: AR EEEUGRERE.
- #E: APFIUEEUGIRERTIEE IR
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i EE

October 31, 2023

iERAF Windows 1 Citrix Workspace R BiEFiR iR E1RIhEE, 1 Citrix Workspace MABIEFRAMARE
FNEE Secure Access Agent Flim= 4 (EPA) {EHFERIEFRENENF P IENBER.

BBIItLThAE, EIRRPTLURMMM B NMERIEH & BEN EETINE,
BEEEeEUTIR:

« BEERMATE Global App Configuration Service hiEERLAFAHIGE LAAENAIE, EEATTLUIEE
Secure Access Agent Mix= o4 (EPA) R,

« Citrix Workspace iB#2FEM Global App Configuration Service SRERIEFIR,

« 1R#EM Global App Configuration Service 3kEx#9%1%K, Citrix Workspace N F#2Fi@id BohE MRS T
HAEMME, MRZEIRERS ERENRE, Citrix Workspace MBREFEMARIBNRE, MRERER
#, Citrix Workspace BiE2FafZRIEEH (NRTHNREREASTFLENMRA) .

Citrix Workspace M BiEF AR RE B B BRI,
Citrix Workspace M A#2F R Citrix Workspace EiEHohE R R,
&

o Y0 EPA R ZTNA &R ETE, WETEERARINL AR E S B T 3R EE 4
s MRVABERKS USAEHEFE, HEAREEFESESHRE, BEREEERBHRNER.

TEREAT TIERE:
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Agent installers made
available by Citrix

Admin configures the

agent requirements for
the end users

©

Citrix Global App Configuration Citrixt auto-update

Workspace app Senice Sernvice

checks for the

list of required

agents

@ Citrixe Workspace app downloads the required

agent packages and installs or updates them
Citrix Workspace app automatically updates the
agents whenever an update is available

@ Citrix Workspace app automatically signs

in to the agents with the Citrix Workspace
credentials

BE:
F=E Global App configuration Service 7 8E B BiEHF EIRINEE.

o SWFEMABEE, aTLE Citrix Cloud 2778 Workspace FZE 64> Fifia] Global App configu-
ration Service Ul, BXE%ER, E2REE Citrix Workspace M B1EF.

s EMBAMYABERNEEZTFAFTEACUABELEETHTHMENLM, E5 7 Global App
configuration Service 3244,

RILMER AT 534 B G EIEThaE:

+ {#/ Global App configuration Service Ul - Rt A AT B ERHIRAHIE P I,
«+ £/ Global App configuration Service API - ER Lt A A @ SHEAEXRE, LUEHMA. BEER.
ERIEEERIEIE N

£/ Global App configuration Service Ul ERBIGEHER

WHENERTFENAEE, SERALUUER Ul S3ZKIE (EPA/Secure Access. Zoom fE#s; WebEXx #&f4) o

1. &% Citrix Cloud,

2. ERBELANKSES, %F Workspace ELE,

ItATIE 3 Workspace E2E TUE,
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iEATF Windows &9 Citrix Workspace T2

App Configuration

Filterby: (] Android () Chrome0S  (J HTMLS  (Ji0S () Mac () Windows

App Protection App Protection Local Filtor o

CVAD/DaaS Settings

Data Cellection & Manitoring Satect

Devices & Keyboard

Display & Audio

Security & Authentication

3. BENAREFEE R,
4, BETEIH,
5. #fR%E+ Windows Si%4E,

6. M Client App Management Agent Settings (ZF i BiZF EERIPILE) ThFI&R+iEE Windows
BT RIE,

Citrix Enterprise Browser

Auto Update Check

P
Data Collection & Monitoring
Specifies if the update check must be manual or sutomatic.
Davices & Keyboard
Display & Audia Aute Update Defer Count w
Security & Authentication Spaecifies the numbar of times that user can defer the notifications for the release updates.
Shortcuts
Client App Management Agent Settings
Updates ~

This satting ensbles you 1o specify the agent for end your as part of the

Al Puatur
Workspace Appearance Client App Management feature

Workspace Preferences

This setting is not applicable.
Reset all to default
This setting is not applicable.

This setting is not applicable.

Windows [setect muitiple options ~
[] EndPoint Analysis
D Zero Trust Network Access

DZDN“

This setting is not applicable.

®

f#F3 Gobal App Configuration Service APl ZBiGEHEIE

1. £/ APl EEE R BEFHISEME 2 Global App Config Service th, BXFAEE, ESAMETARSE URL FIED
BigE,

2. EBANABEE/MWAMELT Global App Configuration & &7 &Ei0% EPA #1 ZTNA/Secure Access
Client:
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"serviceURL":

{

"url": "https://storefront.acme.com:443"

}

0 ~NO Ul WN B

(e}

"settings":

{

[ S
N =2 O

"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,

"appSettings":

{

== =
~N o oW

"windows":

[

N =
O W

{

N N
N =

"assignedTo":

[

NN
> W

"AllUsersNoAuthentication"

N
(6,1}

1,
"category": "AutoUpdate",
"settings":

[

NN NN
O 0o N O

{

w w W
N = O

"value'":

w W

2 W
[ |

-~

"name": "Auto Update plugins settings",

35
36 "pluginId": "8A8AF6CO-11F6-4343-
BA2D-A85A766170D4",

37 "pluginName": "Citrix EPA Client",

38 "pluginSettings":

39 {

40

41 "delayGroup": "Fast",

42 "deploymentMode": "
InstallAndUpdate",

43 "detectRule": "UpgradeCode:{

44 37A181F7-870E-4BDF-BOEA-E3B4766119FE }

45 ",

46 "isBlocking": true,

47 "isFTU": true,

48 "maximumAllowedVersion": "
23.8.1.24",

49 "minimumAllowedVersion": "
0.0.0.0",
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50 "stream": "Current",
51 "upgradeToLatest": true
52 }
53
54 }
55,
56 {
57
58 "pluginId": "9A8AF6C0O-11F6-4343-
BA2D-A85A766170D5",
59 "pluginName": "Citrix Secure Access
Client",
60 "pluginSettings":
61 {
62
63 "delayGroup": "Fast",
64 "deploymentMode": "
InstallAndUpdate",
65 "detectRule": "UpgradeCode:{
66 FOED53AB-11BE-4E9C-87E5-CD4A81DA2A4D }
67 "’
68 "isBlocking": false,
69 "isFTU": true,
70 "maximumAllowedVersion": "
21.8.0.0",
71 "minimumAllowedVersion": "
0.0.0.0",
72 "stream": "Current",
73 "upgradeToLatest": true
74 }
75
76 }
7 9
78 {
79
80 "pluginId": "CO3BAE37-F3AC-4D63-8
BC1-3C9CD2BC9ESD",
81 "pluginName": "WebEx VDI
AutoUpgrade Plugin",
82 "pluginSettings":
83 {
84
85 "delayGroup": "Fast",
86 "deploymentMode": "
InstallAndUpdate",
87 "detectRule": "UpgradeCode:{
88 AA2AACDC-D30B-433F-A602-3E25975010A6 }
89 "’
90 "isBlocking": false,
91 "isFTU": false,
92 "maximumAllowedVersion": "
3.1.0.24263",
93 "minimumAllowedVersion": "0.0.0
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n
)

"stream": "Current",
"upgradeTolLatest": true

1,

"userOverride": false

<!--NeedCopy-->

TRIIE TR ERIRERM. BMNEE.

| ZRHIGE | & | 3588 |

==

lisBlocking| True g% False | % isBlocking 8#i&& % true BY, ZIEHF WM LFIESF, HEAFRAENERET
FREBRIRMFET I, Citrix BiIEE EPA B M EHEF, |

|pluginName|| fE##RIFE#. pluginName BTLUEK, |

|pluginld| | #&f89 ID, FEER, |

|delayGroup| t&. . 1€ |

HREHEH B EhE BT EER. |

|deploymentMode|InstallAndUpdate/Update|installAndUpdate: Al £ =L, H AT UERIHRA
#ITEH. Update: RAWEH, FANFSMRE, |

[None|| i EBHRITEMISIE, |

|detectRule| FgE2E, | REFHRBERE. |

|[maximumAllowedVersion| | & A FHIRERZS, |

|[minimumAllowedVersion| & s iR ARAR S, |

|upgradeToLatest|True 5§ False|

MG B A false 7 8EZ#F maximumAllowedVersion #1 minimumAllowedVersion, True: E#HiialE L1
HFHRIARAS. |
|Stream|Current

HIUEER “Current” FBeiENRER BEEHIEN |
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BP TIERIZ

1. THHAREERT Windows 8 Citrix Workspace M ABEFARZ 2212,
2. ERELRIBTHRME,,
3. RMBANT NAREFREILENNA/EE/ P,

ZROFEEFHAUTHER:

Hold on a minute while we
configure additional software
required by your organisation.

“

H

(REEE)

bi

4. BETHE, BERUT Toast @Al
@ Citrix Workspace
Installation complete

All apps or plugins are successfully installed.

456 AM

Reboot Know more

5. BERETRESUTREREMNENE,
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(@ cCitrix Workspace Updater *

Citrix Auto Update

[~) 2 apps updated successfully.

EPA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

ZTNA Version 22.10.1.9
@ Updated 11/16/2022 4:56:39 AM

You need to restart your device,

Zoom {EGFRIIGEHER

EZFE Zoom MR T . REMBmMEH, HLAEARS EPAF ZTNA fE4H+ER.
R REE/AEEREAUT Global App Configuration i@ B sEFIFItLIhEE:
{

"serviceURL":

{

"url": "https://storefront.acme.com:443"

}

"settings'":

{

"description": "Install and update plugins",
"name": "Install and update plugins",
"useForAppConfig": true,

"appSettings":
{
"windows":
[
{
"assignedTo":
[
"AllUsersNoAuthentication"
1,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 146



iEATF Windows # Citrix Workspace R RiEF

"category": "AutoUpdate",

"settings":
[
{
"name": "Auto Update plugins settings",
"value'":
[
{

"pluginId": "1A4BB471-022C-4C87-
BDCD-0B64FB42869C",

"pluginName": "Zoom VDI AutoUpgrade
Plugin",

"pluginSettings":

{

"delayGroup": "Fast",
"deploymentMode": "
InstallAndUpdate",
"detectRule": "UpgradeCode:{
34225638-14F3-4059-BE34-175AC9B35435 }

n
)

"isBlocking": false,

"isFTU": false,

"maximumAllowedVersion": "
5.11.2872",

"minimumAllowedVersion": "0.0.0
n

b
"stream": "Current",
"upgradeTolLatest": true

1,

"userOverride": false

<!--NeedCopy-->
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AR AT

November 16, 2023
TEIENBUATRS:

- NARRRM

o BET Virtual Apps and Desktops BB EH{RLE
s NAREFRIFILE

» SaaS MAER

o FRURERAD SR

N RRERF A

April 22,2024
@it Citrix Virtual Apps and Desktops #0 Citrix DaaS 24N BIEF, EEEBERUTARUNRERF R

o Web iR - RKHITEMEE, Citrix Workspace ARERFERBRHET NN BRIaNBEFNEEN
Ik, AILUTHNISE2siARERTF Web 89 Workspace, LUEERHERFABMNAEF. EHERXT, T=i§
EREAREEAFNEE L.

« BEIIRSEER - @i i§ StoreFront kA #INZI Citrix Workspace M ABT2F ¥ Citrix Workspace R F
EFEENER StoreFront Web 558, AIMUEEBBIRSER. BEIRSER A IFEM Citrix Workspace
R ARFAPAETRNARER. XMIGENAFARSHNABENEREBM. EEBRSKENXT, &Il
RIERERERE. BRI UIEAN AEFXBFIRE.

} =

AR
ZINERT, Citrix Workspace BRRFAFEERERE ‘TR REDERHNBER,
o RiREFEAEDR - EER AL Citrix Workspace M BREFEENBMEERE R HEddsm EREN

RiFMKERESX. KES Citrix Workspace R ARRFEIAREM, HERRES R AVFEEREN
Windows SMBRMHERFIBERFHNRARR, ZUBEREHERIINAEFIUE,

BXFMER, 5507 Citrix Virtual Apps and Desktops XS R (G AER D

B BBRSER

@it %4 StoreFront # A M=l Citrix Workspace R B2FEH 3% Citrix Workspace M B2 EEE NigMA
StoreFront iis, STLECE HENRSER. EEAIFAF M Citrix Workspace BF REITRNBEF. XMigsE

BYFR P AL S5 ah I A R ISR AT {Mo
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} =r

AR

BINMERT, Citrix Workspace AR ATAFEZFEEH “FR” XEHETRHNAER,

EEBRSERNT, GRALUREFERERS. BMRENUMEENBEF XRFIRE,.
RXBEFHINE A ENARFRMHARAEE:

c BERENNARRFIRABLARR, WELXERBEM Citrix Workspace RZE#EF F bR, 8 FRH
KEYWORDS: Mandatory KiinZIN AigFtAEE. FomAFRERATEVEITIARGIZAREFN ‘MR &
i,

« ZEADMAMBEAPITAENNARFNNABE, BFFFE KEYWORDS: Auto MiiNERREEE. ARER
BN RIS, BNANAEFSBME, MEAEFTHRRFHITH.

- EMAFERNARR, HEEBEE Citrix Workspace 9 “FEi” FIRPIIEEANZARFUEEEST
3, HEFrE KEYWORDS: Featured MinEIr 2R % REEE,

fERAREEY SRR B EX N BREFRIES NUE

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 24 RIS R EERIER.
2. EIHENEET AT, BEEEER > Citrix £ > Citrix Workspace > BBIARSS.
3. #EFEE SelfServiceMode %,

a) EEERAUEEEMRSHF RHE.
b) EERERBUFITRANBER., WETERE RSB RE.

IR BN AEF RS RS,

RIBREERFIAT,

BENAMEE.

=#Esh Citrix Workspace Rz 2R LR BV B 4E o

N o ok

i3 StoreFront 1k iR E B E XN AREFIRES NBIE

1Ea LAM StoreFront i “FFiE” RBMNEEELIGEREAR. ATLUE TFIREFNZ <annotatedServices>
Zor C: \inetpub\wwwroot\Citrix\Roaming &k web.config 3ft:

o BRRESRKESAL, 5#A PutShortcutsOnDesktop, i&E: true 5 false (BiA# false).

o BEREARKIE “TFIR” F&dh, iE#M PutShortcutsinStartMenu, 1&8&: true 5 false (BikH true),

o BIE THE” REPFERZEFIRR, EMER UseCategoryAsStartMenuPath, &&: true 5 false (BAH
true).

=

=W

Windows 8. 8.1 #1 Windows 10 RAFE “F#a” REHGIBHRAXXHK, MBLIRETHAREFHER
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XX TERNAER. ‘MARER" i@ Citrix Virtual Apps and Desktops # Citrix DaaS XM “2
B FXHEFA,

o BE TR XBEHRAMBRESRNRESNER, BEA StartMenuDir, ®E: FRSHME, ERRES
HE NBIRI A Z o
. EEHMRECRENNAES, EFEA AutoReinstallModifiedApps. &&: true 5 false (BiAA true),
s BEESELAFERESARETENER, EEA DesktopDir, &8: FHHME, BRFEAXS AN
XHRBIEZ R,
« EXREEFI “add/remove programs” LtelE&E, A DontCreateAddRemoveEntry, &
&: true g false (kK false)s
o EMRNABEEFUFREENERBRMENNARFEXNEREERS A Citrix Workspace Eitr, &R
SilentlyUninstallRemovedResources, i&&: true Z false (EBikH false)
£ web.config XX/, FEXFMEIMHSH XML 25, 1E@ET BRI T LITCER LS5
<account 1id=... name="Store"
HERP IR R </account> FRig,
TERP BB AR Z B, TERIVBUBMEER
<properties> <clear> <properties>
AU B MEARINEILLE D) <clear /> iRiEZfE, SNEMS—T, FHREBMHAME. Flan:
<property name="PutShortcutsOnDesktop"value="True"/>
AR

£ <clear /> FZ Z BRI B TR AT REREER M. HFINBEEBMAERMER <clear /> T2 B T RIER(F

TR EB B Rl

<properties <property name="PutShortcutsOnDesktop"value="True'"<
property name="DesktopDir'"value="Citrix Applications">

BB

TELEMSBHER, BREA—BRSB[RENIRSBAMAEE, HfR Citrix StoreFront EIRITHI &R
BERWEMEMARS R LIETT. TlE, BRENEERBNEREREERSSEE, UEESHHEPHNEMRS
2. AXIFAES, BZ1 StoreFront 3Xi4,

& Citrix Virtual Apps and Desktops 7.x SN ARFILZEBEXNAEFREARNNUE

BJ L% Citrix Workspace EBREFEENBEHERE ‘iR REPHIKELNEVBEFNKERESRX. B2,
BB S 2 airEATF Windows B Workspace hasifil. B2, hkZs 4.2.100 #5| N T A Citrix Virtual Apps
BNARFEERFINARFRESRNRENDIRE, NRIMEPE—LUARFRET—RNUERT, LINEKIES
BHo
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fEF XenApp 7.6 THENAREFIREBEX N AEFIRELANMUE

£ XenApp 7.6 FECEBNAEF K HIREA:

1. 7 Citrix Studio #, KEIMARFRERS.
2. FNAEFRERET, EEXM. EHEREYD, ALUSENERAFRRNNAERF.
3. ANAEFEFEEENE. S&ERN NI FERPIENUE,

4, ENAREFEFIFET, FTLUERIEEEE Citrix Workspace MBREFRERNNBREFNER, §ii0, e
ZRIN Microsoft Office EBIEFHIIRIEAT, BN Microsoft Office,

5. & “BREAXNFNEBFARE SEE,
6. BEHE,

Studio

Identitic ation ’
e Applicstion cutegery foptional
Linmsit Visibsility -

File Type Association

ZEREMESIER YN N AR FIREITHFES

ELUTERT, Citrix Workspace R FBR2FRHMMEHZEH.EXE FFRAITIEE:

« BRERN, NAEFHEHSHIER, NE
FENNARFFRHTHFES.

LIRS RZ NS R

AEEFIHITEN LSRN BEFRFR.

R AEFFREFZTMMBHZRRN—MERNLE.

WEFRE, FEE—HATIR (3F, BIRIEENEFRH#TESR).

AIEMRILAEZA T Windows B Workspace 8E&EIT MEHZ S HI7FIRREIBRXLEFIR,

> wnh

NREAT RemoveappsOnLogoff 71 RemoveAppsonExit, 3 BAFES XS RNEEEINBEFKEIER,
B T RRRTS A REFEIER |

1. f# A regedit & 10 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”,

2. fE /A regedit #i0 HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”s HKEY_CURRENT_USER #9{4c4k=F HKEY_LOCAL_MACHINE,
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NGy

AMRFEFERSBEERG, JRFEENRERERA. Citrix TEHRIIEIMRFERECATLESEL
IMBYRRRES IS LABRR, EREMRRIBSRT BIENI, EREIMRZAT, BSBHITED,

RIFTBENEREHEENSLE LTSI BRNFRAIRITX S

1. ZEPHRITEN L, AFENAREFCIEFRANITIXMG. EXMEIBFRANITXMG, BEMENARER RN
FIfE/A Citrix Workspace M BEFEHITEMN; Citrix Workspace MBEFEE R AT HRIT -
2. M%APPDATA%\Citrix\SelfService dxRBEFERTHITX M. EREE.exe XK.
3. BXERITXHEFIEIMEHRE,
4. WFEMENESNEFHITEN, HLE U TEMERI:
a) Reg add HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v CommonStubDi-
rectory /t REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
c) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. M EE X, &
Al L £ HKEY_CURRENT_USER L 2 & Il T & &, HKEY_CURRENT_USER Wi & & & F
HKEY_LOCAL_MACHINE.
d) BHHEHRAES) Citrix Workspace R B2 LA BB R E .

BB
EEENABT AR RES BB,
AVFAFPERRERER ‘R XBEPNEARER (BBIRS)

MREEBR T EERETUAER, BATAPERERNEWE MBI EFRNRBER:

MRFLERAPERERET “FiR” REFHNBER. MU BBARSEAEE Citrix Workspace R F#2F, ELt
BRRT, BEATMIRERERE B shMERFMRE N AE

FREFIRE,
MRFLERPERERET “Fin” REFHNABRER, F7 Citrix Workspace [ B2 FECE LD, AEXY
ENERERSENNAEFRESVRETERE Lo ENEERE LN I NAEFERSNAERFRE, 1R

ERE A BRI SR HI N FAIEF .

“FHE” REARREEMEAREFRESR

NEAFRE—ERATEN, EAEEE2FTRERFFERENARFREAR. FLHEERT, RERNAEZN
Y23iA0R); &% Citrix Workspace MABREFEFRRITEMER, AEMNKNEERT Web # Workspace, FaILUE
Citrix Workspace M HBEFEE R#1TERFRmM AR REANREEEAMLE,
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MERFHEMIE Citrix Workspace M BIEFF Bohi§ R AE
FIREFXNREE “Fa” FHRFNERAUE:

73 Citrix Workspace R 2 FE B
PutShortcutsinStartMenu=False. BMEE B BIARSS1E
KT, Citrix Workspace MAREFBARLE RN BIZFK
BE R REF, RIEERASNARFEERITHRE.

KA BREFRESNERET TR REFHEE L

MRAFRRERVBNABER, FRFFENABREFSRET TR REPHKREL, HEREERE LNENXHE

S

MERFHLE Citrix Workspace [ B2 BhiGFra R g
FIRESREBREE “FiR” e,

MRERERFMBENAEFRES TR EERE L.

MREFERPIERESBREERE LRI AP,

£/ XenApp 6.5 & 7.X FHENBAIEFIEE

73 Citrix Workspace R 2 FE B
SelfServiceMode=False. Frfal AL AIEFHIFE
TE “FHRT FEd,

7 Citrix Workspace R 2 FE B
PutShortcutsOnDesktop=true. Fra el AR AIZF
HEETERE L,

71 Citrix Workspace [ fA#2FECE DesktopDir= AF
BN AR R E X4 RAZ T,

NRBIGERFESNNMUEUES A A METARNUEREIXERES R, BER XenApp BNAREFIZE:!

NMRBBEIENBAEFEERHENAEFNREMNS,
MECATEMRSERXER TR HeRK, BT
LU 84

N AR IR ETE SR XM KRBT E X 1K

MRFBENAEFEREXMHRPET, BERUTED:

7 Citrix Workspace N2 FE B
PutShortcutsinStartMenu=false #EHESNRAER
BRE
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WMREFHEE Citrix Workspace R BREFREE “FFi8”
FEPNNAREFRES N EREEXBRNAES (THR)
H,

MERFHLE Citrix Workspace AREFHRERE “FHR” =
2R AR FHREE X,

FESHEOR S MIFRN ARIZR

73 Citrix Workspace R 2 FE B
UseCategoryAsStartMenuPath=True,

73 Citrix Workspace [z f#2FEE StartMenuDir=
“FrIR” SR HFRE R,

MREAFERFAERMAPAZERRNEENAER, WA UERF EHEARHBBIFRNARER.

WNRIEFEEE Citrix Workspace Bz BFEF1E T BT HIBRER
BRAER.

WMRIEFHEE Citrix Workspace Bz FZF1EIR H BT BRI
BiERF.

EEAHN AiEF AN AiERF

BN RIEFHR N AERF

7 Citrix Workspace R 2 FE B
RemoveAppsOnLogoff=True,

foE Citrix Workspace M RiER, fi
RemoveAppsOnExit=True,

o EIREMAERSHRENRN BIZFMIE Citrix Workspace N B2 FIRIENN AR, BEWMXEFHTSH
KEYWORDS:prefer=" pattern”, LtIhEEFRA “Asttip AIZFEIHE",

ERAPHEN ERENBIEFZHI, Citrix Workspace MABREFRERIEENIER, LHATREEESHR
EiZNAER. IRBESRMELE, Citrix Workspace BREFEITIRZNBRER, BERBRESR. AP
M Citrix Workspace 2R EORBZEAEFE, Citrix Workspace BRREFIEBMAMBTEN (5

%) MARER.

R AP 1E Citrix Workspace MAEFIMNBEE T £ N EERAIERE, MTX Citrix Workspace M AERF
Rl B BGH T IRZ N AR F. MRAA M Citrix Workspace M ARRFMEEFNE T ENEENBER,
Citrix Workspace M BREFHECHITIRZMN BIERF, BREMEH,

AR

Citrix Workspace MAEFITRE NN BEFN, SRAXETF prefer. EITRANBEFEBRNIXBETER

EIFR.

AURAENLARRF ZRIEEXRT prefer, RFE—MLEMAEHELXRFNAZENLAREF. AIUEEEEEH

fERUTHEL:
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o BIEEMTERARENNBZEFMIE Citrix Workspace M REEFHIRENN BIERF, BHIIXAF RS
KEYWORDS:prefer=" pattern”, LtIhgEfRA “dsiths BRI

ERAPNHEN ERENBIEFZHI, Citrix Workspace MABREFRERIEEMNIER, UHATEEEESHE
HZNREF. NREBAEARMRE, Citrix Workspace MAREFEITRIZNARERF, BRIERESR. BF
M Citrix Workspace [ B2 3HEIEF S ohiz i AR, Citrix Workspace M BIZFI§ B hA 220
(B) NAER.

R AR 7E Citrix Workspace A IMNEBENE T E NS &N ATERE, TR Citrix Workspace R R#2F
R B BGEIT IR Z N B2, MMM M Citrix Workspace MBREFHEE T E M EENBIERF, Citrix
Workspace B2 BUEITIRZN AERF, B8R,

3 r

AR

Citrix Workspace M R2FiTIRRE NN AEFEN, BHAXRET prefer. EiTHANAREFEBERIXBFER
1R

BIUARNEARFEZRIEEXRT prefer, AE—MEEMAFEIEXBFRADNENNARRF, UEEEASH
fERLITE:

« prefer=" ApplicationName”

N BEFRMERS B EREA AR MPIEENN BEF R MHERNBEFELE, tLNBEFATR
AILE—1 8, WAUE—MEE. MREEE, WFEEASIS. FARAFXESIEESX RN AL,
BEFAKDANE, MARFZMLEERNEERFHRITHNEZIFEER.

KEYWORDS:prefer= “Programs” THYREAT G

Word \Microsoft Office\Microsoft P
Word 2010

Microsoft Word \Microsoft Office\Microsoft =
Word 2010

=HE McAfee\VirusScan Console =

Virus McAfee\VirusScan Console =

=HE McAfee\VirusScan Console P

« prefer=" \\Folderl\Folder2\---\ApplicationName”

HIRERASTENREFAXHEBEUR “Frie” ZETHTENARERFZMMENE, “Programs” ffik
B R XREEIRTHFXMHE, A MiEEESEENREPUREZXGXHPHERNAERF. MR
FhEEg, WBREFERS|IS, REXSANS, EITREFCLEEXITAE Citrix Virtual Apps and Desktops
#0 Citrix DaaS LR AR LN B ZRE M.
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KEYWORDS:prefer= “Programs” THIREEAT P Uiy

\Programs\Microsoft \Programs\Microsoft =

Office\Microsoft Word 2010 Office\Microsoft Word 2010

\Microsoft Office \Programs\Microsoft =
Office\Microsoft Word 2010

\Microsoft Word 2010 \Programs\Microsoft =

Office\Microsoft Word 2010
\Programs\Microsoft Word 2010 \Programs\Microsoft Word 2010 2

 prefer=" \Folderl\Folder2\---\ApplicationName”

BWEEERS “FR” RETHENRESAXARFALE, REHNENREDILAEENAEFEM, H
BRILUER MBS RES FRERX 4R, MRREAAXFBRELIRHIBNEBRRER, LEFIFEEER. W
RBEEHETHE, WEBEASIS, REXSKNE, BEXNRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer= “Programs” THIREAT P Uiy

\Microsoft Office\Microsoft \Microsoft Office\Microsoft Z

Word 2010 Word 2010

\Microsoft Office \Microsoft Office\Microsoft =
Word 2010

\Microsoft Word 2010 \Microsoft Office\Microsoft =
Word 2010

\Microsoft Word \Microsoft Word 2010 =

BXHMXBEFHESR, H2 StoreFront XL HF A DHE “HMEN,

vPrefer Exh
Rk, FLOEEE Citrix Studio Fi&E KEYWORDS:prefer=" application” EtdigxE VDA £REEM
R IIEG] (EASAERIA “Auf)”) BARETFERGBHEARF R,

BhRZ 4.11 &2, EXEZE=HE (He Citrix Workspace BREFERESIEN VDA LinfT) &, EIETLUES
Citrix Workspace MAiEF 2T RB5h:

» VDA tZENNAREFHIZAMSEE] (NREEAZMNBREFER) %
s NAEFIEERLL,

vPrefer 7£ StoreFront 3.14 # Citrix Virtual Desktops 7.17 REShaH "1 H,
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BN AEF, Citrix Workspace RZFREF1§15E) StoreFront AR 33 L EEM R REIEH TR ATIRIE vprefer
REMAIRE, Citrix Workspace A#EF7#E VDA 9 Windows IR IERN BIEFNRERRR, MEEFE, U
BRI ARFRAMSEG, TN, BBz ARFREELM,

NRE B AREFARE VDA £, Citrix Workspace M BEEF R BT ER AR, B% StoreFront ik
AHBEEFMES, 155 Citrix Virtual Apps and Desktops X#Fha9iE4I B4 AR SE LM AN Bi2FER
o

MEARFEE VDA LB AR F M 4 # LI, & 1E Delivery Controller £ & A PowerShell % Lo-
calLaunchDisabled i& &5 True, BxXi¥4ESR, 207 Citrix Virtual Apps and Desktops 14,

IhEER B FE MR BRI BIER, MMIRMHEMRSHNAFFE, FJUERARIRITR (GPO) BEERIEHT
BEE, BAMERT, vPrefer (VERKSH R DA T EBERS.

=

AR

BRFARHRE Citrix Workspace R FAT2RFRY, #Zmzsit GPO iRl sfMaviEiR X 4. BxmzAt GPO F
AMERXABIFAER, BEAARBNRERER, NTAEL, SHEIXGNIEPRRENGIRE.

1. @dis1T gpedit.msc 77 Citrix Workspace R R1EF GPO BIEEIR,

2. EHENEET ST, BEBEEIR > Citrix 4AfF > Citrix Workspace > BBIRS.
3. %&#% vPrefer 5ES,

4. EEEBMA.

5. MR AERF TRFIRF, EFEUTERZ—

o AVFIENBRER: ETUSEE VDA LA NBREFMNZAEAl, Citrix Workspace [ BEF1§1E
RERENTARERF (BFIEEA. HHE. 5FIR. SR TEOSEAN Windows A#ER). A,
©i%7E VDA LBz BiER, MIFERENARR LB,

s AFERENNBARER: AT S5 VDA LERENNBEFHNAMEM, NREBAEFRREE
VDA £, NEEIEERAEF. BRAERT, 4 vPrefer REIRENEBAN, AYBRENRARE
R FIEPIRE, ETRIZEAR. iTEEEARY Windows RIERFAR BEFHBRTEN

o ATFMENRAER: AT B MERZEMER LB AERFES.

6. BENAMEE.
7. ENRHSEUEEREN.

PR :
« EATF Web i Workspace Rz 51k Ih8E,

& 7T Virtual Apps and Desktops 9= ch{kE

October 31,2023
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} =r

AE:
B Citrix Workspace W AB#2FhrZs 2305.1 2, @ EERATaNAEE, B 23092, ERTFAMN A

'_;l_‘:"_‘\_r‘_o

El, BE#EEENAFREAER. AP RIREIEELEMN, HERAPXHATIHEE, RAENEEE
FHSHY,

@Cnnﬁecung b

Starting...
[ |

Cancel

BHENNAEFNKERAREEEFE. B, HBEEATF Windows # Citrix Workspace R 2R L2
HTAPREFNGEE, XEMTILAPRNT#EEXEHRSHEXES. BHETEIRENEG TA.

@ citrix Workspace = g X
(G Citrix Workspace Q Search Workspace s
a
@ Home
Apps
ﬁ Apps Recents Favorites View all applications
g Desktops % % g
e ¢ ¢ @ ©
Excel Chrome Acclaimlp Podio Enterance
Browser
Desktops
Recents Favorites View all desktops

]

Bl ceoaessirawiop

cifrix

v

BREUUEEEXBHENEEXIERN, MANXEHAER. MREEFEHHEAFSHXEAN KR, WEER—

FELHS.
BIEATF Windows #9 Citrix Workspace RZA#2F 2305.1 2, ttInkefE =M AEEFRRIALFRBARES.
ZINERT, LEIhaeE=imA StoreFront (#x#th) ZiEHAFRARS.
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NREFRTIRE

April 22, 2024

‘BREZET &

BB E BRI HE Citrix Workspace R A2 FEMNARXBHEFENBREEMRNTAEREAR, XH¥
AUBRAFPEBNEERATNAEEREENRE, BEME, BRI

o —ERE “SREEIN XK
o ERPREUTHERE:

- RS

- EEPD

- RENES

- BEMESE

- & DPI

- XHER

- REFAMENER
- Citrix Casting

FERREPERE “SHREER ER

BT LAfERA Citrix Workspace M AEFAREEITR (GPO) BIEEREE “BRAEIE K.

@idiz1T gpedit.msc 77 Citrix Workspace 5 FiEF A RIS R EIEIRR.
EHENEET ST, HESEER > Citrix Workspace > HEIiRS > SR EETHET,

R ARRE TR,

EREBAEmEHXiEFH Citrix Workspace M BR2FERMNARIETIRE “BREEN KN,

R

} =r

=W

AIANERT, EEARECE XD,

£ BREET RPRESEIRE

BJLUfERA Citrix Workspace AR FAREN R EBRIREISAEAMRHGEAFAIEENRERE. BREIR
B, BHITUTERE:

1. @17 gpedit.msc 77 Citrix Workspace 7 B2 4H 5 IEIT R EIRIER
2. EHBNEET AT, BEEEERIR > Citrix Workspace > BEIERS > SR EETHET,
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3. EFRERTERREIKENRRE,

TR T ERT LOERANET A K8 MERI R0 -

g 21

REE BRRE
BEM FeRigE
o ETEE

AILTE “BREED RPEEUTHERE:

o BENESS

o EERD

« & DPI

o BURWE

o BFRREFZERD

o BEMESE

o REZXMERIEE
 ZHEER

« Citrix Casting

FERAEMRRIEST BREEN KPEE “E=8 Workspace” £

BILEREMRRIESRTE “BAERT RHREEE Workspace £,

1. EErEfMREES.
2. Sfi2 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,
3. tIE— I ERHEFMET EnableFactoryReset FH G HIGE N U FERER:

« True- £ “BREEM XHPET “EE Workspace” &M
« False-7f “BREEM RHEE “EF Workspace” &M

£ “BREETR kPR “Citrix Workspace 3 £

=z

AR
“Citrix Workspace E#” EMMHRIKRRFRS “SREEN RPETWEMERRRE,
. BidEfT gpedit.msc fT7F Citrix Workspace N RiZFA RS R EIREIR,
. EHENEET ST, EEEEER > Citrix 41 > Citrix Workspace > Workspace &3,

1

2

3. %% Workspace FFi5EES.

4. EREZAESRAEENKRTIEE “Workspace B &8,
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Citrix Casting

Citrix Ready Workspace Hub B8 FHRBRNYBIRRLEATE—E, ERENBETAPRINARZFNHE. T8
MRARERTIRE (H—EWR), GINBINAEFNERE, USRS EUHNIaNIFE,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & E#iEmiL. =17 Citrix Workspace N F2FHIZ&FIE
%) Citrix Ready Workspace Hub, HigMAREFHSEESTTRANE R L, Citrix Casting 1X7£ Microsoft
Windows 10 ks 1607 &E&hkAs Windows Server 2016 £33,

Citrix Casting ThaEiF NS Thig E AN R2MtIp R ERNAERER, HEARE LET.

=

AR
« EATF Windows B Citrix Casting 33 Citrix Ready Workspace Hub ig7s 2.40.3839 &E=HRZS,

SHARRASE Workspace Hub RIRET A R4 10N F X S BUH IR IR
« EATF Windows 1 Citrix Workspace MR (RAREIERE) AZ#F Citrix Casting Thgg.

s ERBELBATEFUELN Hub,

« Citrix Ready Workspace Hub #1 Citrix Workspace Rz 2 #82  T R —MLE 5,

« #¥F1EIETT Citrix Workspace R AEFHIIEE S Citrix Ready Workspace Hub ZiafER#%0 55555,

« 34F Citrix Casting, RS LLHO 1494,

« 30 55556 A nhi&#E S Citrix Ready Workspace Hub Zial#y SSL EZERIEIAK O, = LATE Raspberry
Pi g EE LEEE AR SSL im0, $NRELLT SSLiwO, AFRRFEES Workspace Hub Zjal#az SSL
pE:

« Citrix Casting 1%7£ Microsoft Windows 10 ki7Z 1607 &E&Shr4s Windows Server 2016 £& %45,

o EREHEIEIT /IncludeCitrixCasting &< LUBA Citrix Casting,

f2& Citrix Casting =5h
AR
LR “BRERIT RNLHHBIAD. BRIFAES, BEH “BREEN K
1. AEBF@EMXESH Citrix Workspace 2R B E RS & E LI,
LB B R e R BN EE,
2. i#%#% Citrix Casting,

LB 27 Citrix Casting YHEIE,
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@ Citrix Casting

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(O Mo, de not launch the Citrix Casting on startup.

Save

Cancel

3. EEUT®EIZ—:

+ & - #87~7£ Citrix Workspace A2 B aied Bz Citrix Casting.

+ No, do not launch the Citrix Casting on startup (&, R#ERzhESESN Citrix Casting) - #87F

7z Citrix Workspace 2Bzt Bz Citrix Casting.

P =W

%% No (&) MEMASKIEYFIRBRFRIE. ZIGENET—XEH Citrix Workspace N BZF

W o

4. BEHREFUNABFSEEN.

#1ai% Citrix Casting 5 Citrix Workspace N BREFEA R

1. E% Citrix Workspace AR, HEEHNEE ERAEF.
IEEHE 2RA 8 Hub 5K, 1%%1%% Workspace Hub SR a8 RSSI {EHEF,

2. ERELSREREN Workspace Hub, SAEERUTERZ—:

s BHEATESERBHEETATRITTIEEEN Workspace Hub 1&#&.
« BATE Workspace Hub i & REREEBIRR.

=z

AR

iR Citrix Workspace [z F#2FF=iBH Citrix Casting.

7£ Citrix Casting B HFES, 24T LU TE:
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1. HEREEHNIEE REINER,
2. RFRE.
3. &R, BTELEREEHNRIE.
4, ERELE, BT Workspace Hub FRinEIukiEse,
5. GRPEHBMXIGEFH Workspace Hub ElfrHiEZR I ATk F R BRI 1EER, FHiRW Citrix Ready
Workspace Hub,
Citrix Casting = Refresh
Current screen | Superior-Lake
casting session
Available Favorites tab
[ J—— Workspace hub
set as favorite
List of available G haiyang test
workspace hubs
l;l liangc-dev
- WorkspaceHub-debao
Workspace
hub icon
Sl

R Citrix Workspace AR T /& NESEERMEMRA A Workspace Hub H#5 Z#1Ti@(E, EMRHEERKRF

SERCIA TR &I

1. Citrix Workspace i A#2F#1 Citrix Ready Workspace Hub ZEiZEIE—M4%.
2. E/B5h Citrix Workspace BfEFIIgE BB T BT H HEF ERIET,

3. Bz Citrix Workspace M ABEFRII&EE Citrix Ready Workspace Hub BSSEEIR (MF 10 K B&HEEZ

L EEPEILD) o
4. 1z Citrix Workspace i BREFH EohHl 52, REEAN http:
LB HZ2E ER Workspace Hub i&& B AEE,
5. 7z Citrix Ready Workspace Hub f# £RlH, H=idEHZEREESI Workspace Hub,

B 1R Kz PR

1. 7Ei&&5 Citrix Ready Workspace Hub #E#ZZIE—mM4E 2 fi, Citrix Casting REfER.
2. MBHIMMLKRR, Workspace Hub i&& ERTEEEEIER B0
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3. &Y BE, B Citrix Ready Workspace MAEFHNERBRNIFLZ R,
4. EFERERT, FEBHBERBRENTETRS,
5 RELNETRELREEMAELN, RRRGSENSBMMAER. fli, BEOIMERLETWN. BEARAX
£,
6. TRBRF=IELE, MRETT Citrix Workspace ARFIIGELATFHME. ERIAKERS, WEERNS
BRI
7. FXEFZ T RBRAE,
8. Citrix Casting XIFNRAREIPES 1920 x 1440,
9. Citrix Casting 3z#¥ Citrix Ready Workspace Hub kit 2.40.3839 &kEShas. FHARAH Workspace
Hub FIEEFEW A AN T RIS BL ML SR
10. &ATF Windows 89 Citrix Workspace R B12F (MABEIERE) FZiFIHINEE,
11. #£ Windows 10 Build 1607 /1, alaEF &EME LA FH EiEH Citrix Casting.

B % Citrix Ready Workspace Hub #yi¥4i{fs 8, 355 i@ Citrix Virtual Apps and Desktops xx#4s# Citrix
Ready Workspace Hub #43

SaasS W AiEF

April 3,2024

Xt SaaS MARFHNZEBIERETBRAFPRMNELHRN SaaS NARFNSE—RF AR, SaaS Y AEFSRERER
—igteft, EERMNENTURPASHNBNSELAPRERZEERGNLIERENES, EERTBTLE
E Web u553#0 Web st 22510915 1R R SEIRIL B Y,

BT Windows B9 Citrix Workspace R B#2F 1@ Citrix Secure Private Access £/ SaaS AR, &
TZiRS, EERERAUREERENNZHEL. ERESERURATRE,

M=3Xft SaaS MAREFEBFUTMRE:

- BEEFES - BTIRF. ENRMER,
s BRER-EARRERBENER.
o ERATABNAREFIRVERR - I E AN BREFHITETRIRNEE.

Citrix Workspace R f#2RF1E Citrix Enterprise Browser (Lgi#A Citrix Workspace Browser) /25 Saas
M AREF. BXER, #E8# Citrix Enterprise Browser 314,

PR

s BMBRATIEANHAZAT TENELGNAER, RAEEBSHNNARFPRITITENG S, E{HATLUER
77 PDF. fR7#: BFEERATHING, E2BITENET,

o NARFHERNISAA] REREIEM.

o &34 Storebrowse &< 17 SaaS MAER.
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B Workspace EEER¥AER, 520 Citrix Cloud 89 Workspace FB2E.

SRS B4R

April 22, 2024

Citrix Analytics

Citrix Workspace M AR BELEHM, AIlL et BE&#E Citrix Analytics. B, ¥ Citrix Analytics
RSS2 EAMEMERS. &% Citrix Analytics Fi¥4is 2, &0 Citrix Analytics,

Citrix Analytics fRS3HIIE3RINEE

Ak 4+, Citrix Workspace AR AIURSHERIMMEHK S LM IP #iabEiE =) Citrix Analytics BRS.
BREEECHHMSUREILEEE. ©aIUEEE Citrix Analytics RS DT IERER TR E SHE IR KX,

RIMERT, IP it HES%%% Citrix Analytics BRSS. B2, ErRIUEAZEM=RAEEREE Citrix Workspace [z
PR R AT,

B2 IP it AE %S, BEMBUTEMREBEHE SendPublicIPAddress EAMERIEE RN Off,
o 1£ 64 1L Windows i+ &# £, M= HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\
Citrix\Dazzle,
o 1232 iz Windows i+&#1 L, S#1% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,
AE:

o P HiHEMREREB R TAHENE . RE Citrix Workspace N BiEF 2 RBMZNBREFNEN
IP shtik, {BFLEMNERTREA I,

s EHHANEFFIRRF (FS7E Intranet FiE17) , BEWRERS LH URL https://locus.
analytics.cloud.com/api/locateip FINARE,

Citrix Workspace i AZF &1, oI LMEMRILEEEH ICA RIFRLMIEHIRE RS Citrix Analytics iR

o

&% Performance Analytics ifAERALLE SRFAES, BSREEEIES,

EP&REITR (CEIP)
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W g R EIE tEA BITRERIMHAEN
Fo B fE A HuE Citrix ZP AR EITRI (CEIP) M LEEIEEBITF Citrix 125 Citrix
EATF Windows &9 Citrix Workspace i BEFHNRE. IhEE

Workspace AEFIERENE  F%EE, AERFXENEYSER
IR, FEmGHIELER Citrix 8, £IFRSKEHEEAREEN
#1 Google Analytics, BREER 5.

WesERY R

. EFrR, Citrix suksE Citrix Workspace M AEFEBEMEREREIE, LiES Workspace NARFHRE. I
REFNNERE, H AW Citrix AFRARENEESERR, URAFRSKFEHEERARRENEMSNIEE. BB
CEERERMS . KRR EABAEETEN, A2RE CEIP SRS ENRLER P #HITH .

Google Analytics #0 Citrix Analytics Yt&Er45E CEIP #iB Tt 845!

IBERGRE Citrix Workspace [Zf#E HMHRIERE Citrix Workspace [ZF#g
FEhRs * FiES
RIEBEIAE BEREEIR RN VDA 8
ZEREFRE LERIEFRE ERIHERARE R FAmEIERE
EEEE =Pl EEROERER App Protection &2 & AR AT AE IR RV R
RES /N Citrix Virtual Apps and N FRIER/ SE AR BEEHRE
Desktops RIEBENKE
EEROFAER StoreFront %I Citrix Enterprise BHohEmEE
Workspace URLE#1  Browser ER1ER
BEFE
TECHEBFAE S Citrix Enterprise
Browser higs
€1 3=prial]

B4 2205 2, BRMEESREALUIRRU TS BEIELX CEIP #iE (TE &3 PRI BEIERNRE N SE
TEERRRIM o

1. AREBT@EMXIETM Citrix Workspace R BiEF BT,
2. EBRSREIET
LB B n a4k B AT EE,
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3. ERHIEWS.
4. EER, HHELUERRA CEIP HERFE5,
5. BEHRE.

ERILUERAF S SMEIU T MR RENLEE:
#%12: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
FMEm: Enable_CEIP
f&: False
AR

—BIEEET, 55 Enable_CEIP MR E N False, Ralbi@d SMEIU TAEMRIHILEE
SREEIERZRETE CEIP #uEtER (BHRIERZM Citrix Workspace N BIERFhRAS) :

#%%2: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
EMmERm: DisableHeartbeat

&: True

Htnf5 =2

Citrix \R#E& 5 Citrix FITHERFRBBERNEIE, HIZER Citrix Services Security Exhibit (Citrix g% £
HER) PHMESE#ETERP. “Citrix Services Security Exhibit” (Citrix lRE % £ ExR) a7 Citrix Trust
Center (Citrix fSEHL) KRB

L2 MMBHIIE

November 16, 2023
BERBENBUTAR:
. B2
. R\|E

o S

W E&EIHIRYIR

fEAZH Citrix Gateway 1A SR ERZFHE @S Citrix Workspace
£/ Azure Active Directory 1R &R {2 R E @S Citrix Workspace
f#/ Okta tE A B iRMIEFHEES Citrix Workspace
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zeft

October 31, 2023

App Protection

App Protection IhaE@— M ININ&EE, AI7EREA Citrix Virtual Apps and Desktops #1 Citrix DaaS (M#i#A
Citrix Virtual Apps and Desktops iR$3) BYIRHHEEMNT2M, ZINEERE T EF HERECINREHREER
R MAEESI. App Protection RIAIEBERE EWAF SENSRESENEEE. ZIEAMLAFRNKEES
BESHEUNERREICRBVENFBHRES. EXIFHAESE, ESIH App Protection

RIAERA

App Protection SREER kX IR ERFFARINENIHINR (HREEIRRZIZTFAFAEE APIER) o
App Protection SREEEZEEEBHWBEXNETARETARMRIF. B, MERFRENLRE, BRESEM
ERBEOFHETESHN. BARNSBSRFMBRXLERR, ERNITEREEREEEMNBEPREME
FRHIRIP,

ZE & AT Windows 89 Citrix Workspace [z B#2FF L2 & App Protection, 2 REE—XHH “EBF
Windows B9 Citrix Workspace R BEFE" &85

=z

AR

App Protection 1X7E MhikAs 1912 FHIAFHRBY 215,

Em T ICA XHHReM

teIhRe R B IR F MK ESE R o ERE 02 |CA X aiR RN R 2 M,

Citrix Workspace N ARRF AT EERHHEINLARFNSERIENE ICA XHEHERAANTFFR, MIFRbEE
&,

LEINEE S EEMRRE R E U REREMEN AT sE A ICA XN EMERNRYt. LINEEthERTFEERT Web B
Workspace FEohHIEINE BiEFMKERIE

EcE

i@id Web i) Citrix Workspace 3§ StoreFront B, th3z#% ICA Xff& 2, MRATLUET Web i5iaE i, M
B PG R I ThREE TN &R . INREFEMAN 28458 StoreFront, i57E StoreFront #Z# web.config X
HHRERAUTEY:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 168


https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection.html
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure.html#citrix-workspace-app-for-windows

iEATF Windows # Citrix Workspace R RiEF

StoreFront fgas B
2.x pluginassistant
3.x protocolHandler

Wi B E R RIS, ERE1N Workspace R AERF. MIRKBTIZRET, BEEMRRK2E cookie HEi,
INRIZ Workspace #E, MNAILIBISMEIKFIRE > BR > LAEFNKSERNEETRERE P HLIIZE,
TR LRI G U B EREFEERERNETH ICA XHBIRE. ERUTERSE:

o B G ERARIEITR (GPO) BEEER,
+ Global App Config Service.
« EAT Web # Workspace,

£ GPO:
ZMEIEMFREEAMEE LR ICA XEBIETE, BHRITUTIERE:

@diz{T gpedit.msc 77 Citrix Workspace [z 2 H RN R ERIER,
EHBENEET ST, BESERIR > Citrix 44+ > Citrix Workspace > Client Engine.
EERL ICA XHRIEERHEREHBHILEANERR.

BEHMBNHE,

H N

&5 Global App Config Service:

AT LUERA Citrix Workspace R F#2F 2106 F#9 Global App Config Service,
EPEIEMTFIETE AR B ICA SXHBEIRIE, BHRITIUTIRME:

BPEIEER ICA X REhEMIRER True,

&% Global App Config Service Hi¥4fs 8., &2 Global App Config Service 1%,
fERIEAT Web #9 Workspace:

EEMERERT Web # Workspace B EfEAS IR AR £ T ICA XU, BRITUTIRME:

iz17 PowerShell &k, E5&i@EE DisallowlCADownload,

AR

DisallowlCADownload B8 FiERTF StoreFront =,
Workspace i8I RERNEEET
BERA LA BN ERBE, WsEERF B5IM Citrix Workspace AREFSIETHEZAINTENENEE, IRE

5. BREIMITEETHHERRBRLTERRE, EREBEM Workspace FiEfH, RENBN RS RIMERRIES
NAEEMEESIES Citrix StoreFront A E.
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FENBEHER LU EAM 1 D8F] 1440 D8 BRINMERT, REEERENEN, BIERAILUER PowerShell 3R
F2& inactivityTimeoutinMinutes &%, gl FHIZATF Citrix Workspace BE2&# PowerShell 11k,

RARFPARNT:

o EAHAIZNW, SHSEFOFPRET—FEN, BT —TATRIIERICEHEIET.

« RAEREENTEMEREBEATHET 5 23, BHTET.

o APAILBEERIFEREFRENHABSEANAERS, EXMERT, FENNSREENERENE, 1A
BT AR AN ARENRIE,

EER g Workspace (&) SiEf BN ETNIEB,

April 22, 2024

Ef1F Citrix Virtual Apps and Desktops fRZ28 5 Citrix Workspace MBEEF 2 BHEER S, AILUERIWTER
TH—RIIREFARER Citrix Workspace M REFERE:

« Citrix Gateway: BEXER, ESRAATHHHERUK Citrix Gateway # StoreFront x4,

o BRAIE: WIERBAAGER] LURHE B ARtk Al O A F SR L3R B,

o TEEHET 2N (TLS) 1.0 E 1.3 kR,

¥ Citrix Workspace M ARRFEZEPR I EEXRNTERS 3.

o ICAXHEERS

o AR LW (LSA) RiF

« {PRIEATF Citrix Virtual Apps SErIRIEARS2S: SOCKS RERSH{XLLNIERS R, RIEARSB/ATE
BAPR&HIFT M LE Y15 1] 0 5R B LB RYIAIal, X LEARSS281E 4L B2 Citrix Workspace [ F12F 5 MRS 88 Z [BIViE,
Citrix Workspace [z B#2F 25 SOCKS 12 RE MY

o bR

Citrix Gateway

Citrix Gateway (LI#i#FA Access Gateway) fRiF5 StoreFront RIBEENERE. Lth, FAFEERRIFMTH
FB P 3S SEM R A2 RYIA PR,

Ei@id Citrix Gateway EiEREANBIERF, BHHRITUTIRE:
1. BRUTAEZ—EEEERARMM Citrix Gateway URL:

« BXERABMRSIAFPREN, RAIRTEERINKSHEEFRA URL,
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o UEFEHREMRSXAFREN, rTLUET R IEEIED > P > HmnEimA URL
o WMBEET storebrowse s S EIERE, BEHSITHREAN URL

% URL s EMXMFERNAEE (EFMEE)
+ EiE#3 Citrix Workspace AR EINE— M ARE, EFEAUTHEINH URL:
- https://gateway.company.com

- BERIBENABRE, BEAKRKXA (BI) https://gateway.company.com?<storename> # URL,
b7 URL BN AAERER; 877E 1% URLHEE = (FSFR). NREED storebrowse EZ54F
ENABME, AIREEEE storebrowse < ANES5(#E URL,

1. RARETHN, ERENAFRE. ZENRESHERIIZEARE BEMX), BXIUTBERNFAEE, B5H
Citrix Gateway 2%,

BHEiETERE, BERENREMNBER.

POZ& B K3 T LAARYE B ARtk A% O 28 77 sl PR L SUE Bl . SNSRI ASE, A F Windows 9 Citrix Workspace
N A2 AT UE B A& S Web ARZ528H0 Citrix iR 28815,

# /A Citrix &=im0

R -3t || HAES

Citrix Workspace iz FE#E  TCP 80/443 5 StoreFront i&fg

F

ICA 5 HDX TCP/UDP 1494 RN BiEFFEIARE
BERETEMN ICAT TCP/UDP 2598 VRN RIS E
HDX

ICA 5% HDX over TLS TCP/UDP 443 el R A IR E

BEXEOMFAER, BESRMRFOXE CTX101810,

(£ e

EmEREM (TLS) BEA SSL (R2EHEFRE) Wi, ERMIZI(ENA (IETF) %8 TLS FREUTENFRE
$ShE, BEERN TLS,
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TLS B MRS FZ NI, HFERMBNEETEMRE, REREXERENRS, FEAR (BEXEBNA
£) EXREM TLS RKRBHIBBEENRE, XLEANTTREEIEREARIENME, FINBHRESRERAE (FIPS) 140,
FIPS 140 2— M5,

WERE A FI&&M Citrix Workspace BRI FETER, 8% TLS MEBIEEEEN. BXFIP StoreFront #5815
B, 1580 StoreFront XML 2292, BXEF VDA KER, &2 Citrix Virtual Apps and Desktops X
HhmEmEL 2l (TLS).

BT LAGEFR LA SRBEHAT LA TR (E:

o BHIFEM TLS: HAITBRINER TLS AFEAFREENME (84 Internet) BIERE,

« 38%lfER FIPS (Federal Information Processing Standards, Ex#Bfs SQEIRE) @ SREARTAINE B &
M NIST SP 800-52 HAVEIN, XLEERRIAL FEARS.

SREIEFAREERASHY TLS A4S ER TLS ZiEM: Citrix 2#F TLS 1.0. TLS 1.1 # TLS 1.2 thi¥.

o (UEEIRERS .

- RERTERHERS[/IES.

o KERENIRS SIEBIMAL K,

o ERRENEFHES WRBRSB[EENEREFHESD) .

i&AF Windows 89 Citrix Workspace AR Z#FUTEATF TLS 1.2 HXMEBES:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

EXSTHFNEBEHNER, BERMIRFOXE CTX250104,
HE:
ATHEEReYE, UTEBREHBFA:

. BEEH RC4 7 3DES

. 31455 “TLS_RSA_* WymmEH

« TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
« TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009¢)
« TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
« TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

« TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

« TLS_RSA_WITH_RC4_128_SHA (0x0005)

« TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

TLS &5%

1. @idiE1T gpedit.msc #77F Citrix Workspace ZA#ERF GPO Bk,
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2. EHBENEET AT, BRESERIR > Citrix Workspace > MR, REERE TLS MEMEXERE RS,

A TLS and Compliance Mode Configuration O *
E: TLS and Compliance Mode Configuration Previous Setting Next Setting
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ o)) Citrix Workspace supported platforms
Opticns: Help:
Require TLS for all connections This opt!on enables Citrix Workspa.ce t.o ider!tifly Secure ~
connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS1.0
TLSversion | TLS1.0| TLS1.1| TLS1.2 ~ 2.TL5 1.
3.TLS 1.2
TLS cipher set | Commercial v
The Security Compliance Mode values are:
Certificate Revocation Check Policy - FIPS - Enabling FIPS mode forces Windows operating system
- and its sub-systems to use only FIP5S-validated cryptographic
Check with no network access ~ algorithms.

- Mone - Mo compliance mode is enforced.

- 5PB00-52 - MIST 5P800-32r1 compliance is enforced.

When you select SPB00-52 from the Security Compliance Mode
drop down , the following Certificate Revocation Check Pelicy
Not Configured - (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All
s || oy

Policy Extensicn CID | w

Client Authentication

3. ERERARBREERUMINIZERS SR LIBE. RE LT E:
AR
Citrix iR TLS UEMZ2eEE,
a) ERERWEIEEZER TLS LEa%H Citrix Workspace R B2F3 5 B A IR BIEF M S mrEE
£/ TLS,
b) MZ&MEMEA THRITIRSD, KRR AL

i. - FREHRITEMER
ii. SP800-52 - % SP800-52 LUEM NIST SP 800-52, {NZiARs5235MKEM NIST SP 800-52
BB BOER IR,
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} =

=

WNSRi%EE SP800-52, MG HzhfEA FIPS #EERYINE, BIfEREZFEA FIPS BE2Mit, 15,
BERA Windows RLXEMALMNE: & FIPS REEZBFME. MAEMEE, N, Citrix
Workspace R B12F I BER A 1ER DI B R RN AEFHRE,

gNRESE SP800-52, BRI BARIBLERKIRERNFTETLILENEN CRL,

4% SP800-52 /=, Citrix Workspace R FAEFFIIEARSSRIEBREEM NIST SP 800-52 i
Wo WMBRSIIEBREM, Citrix Workspace R BIEF A RETT I EER.

i. BA FIPS - &R IETUGREI6ER FIPS #UEMINE, Loh, EEBRERSAEREEPH Windows
LEEM RAME: ¥ FIPS RABEATME. BEMEE, SN, Citrix Workspace M AERF
AR TFEETIER MM AREFRE,

C) M7 TLS BRSSB| THEEH, HFIROS, EHIESIMMNTIRAHER Citrix Workspace 2R
UEETIE RS 28, AILUEEBERMIEOS. Fli, *.citrix.com: 4433 ¥FEimO 4433 LiEE
T AAE U citrix.com SEMNEMIRS 2. IEBHMRENS ZLIEBRNESERE. MR Citrix
Workspace BiAIRBIREEMAE, EEBRIEL,

d) MTLS hRAzse, HEENTEZ—:

¢ TLS1.0. TLS1.15( TLS 1.2 - XEFIAIRE, N2 TLS 1.0 BRFMESEL SERIA BINER
13T,

o TLS1.13( TLS 1.2 - R IR A #ffRIEREGER TLS 1.1 3¢ TLS 1.2,
e TLS1.2- IR TLS 1.2 BFUSER, NERINERLED,
a) TLS % - ERsIEANEN TLS ZOE, WAl B (GOV). “B%" (COM) & “&88" (ALL).
AXHAEE, EBEARRLYE CTX250104,

b) MIEBRHELETHRIEFER, HEFEUTERED:

o ERHRMENERTHRE - ERRIEPRHEIIRRE, NERXMITIBRHETIREME. FIE0&ZRESBH
2B%, ¥EBE SSL Relay/Citrix Secure Web Gateway BRSS 28R (I AR S 21 BHIER B HFIRKE
ER RGN,

¢ TEWAKRE - BERMIERREIIRICE., EASMIERRBEIIREFENFED LR, WRKENEBH S
HER, EERBEEL, EPRETIROCERTRIEBMRSFRENRSFBEPHFIER,

o RER2FRREN CRL - EXRMIERRIIFEFIRIEE, ERIEBMANERRS, ERAMIEBRETIRT
BB D KRR WMRHENEBIRHES, ERBREL, ERRMBELENELRHETRNEIEIFEE
E:28

o 2BFETLIHANEMN CRL - EXIEBRHEIITRNE, BFER CA. ERAMIES S HYREFMEMAR
BNRR. MRRIEBNREER, EERFIES, ERMELENIIRRHETIRNEIEFEER,

o FE - REMEMERBHIIRILE,
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a) fEFA%KEY & OID 7 LU Citrix Workspace [ A2 IREIANEETIRE 7 HEIEBINA REZHARSS
22, INREFHEIEY B OID, Citrix Workspace ARRFR{UEZ O A HEIET B OID MRS SHER.

b) MBFIHSHIIEREAS, HENFEELM:

- BEA - 2RARFHSHIIL.

. BREHERE - EIRTRAP BT,

. MBATRE, MEHEE - (XA UEEBIRGIBGEREIRRAR.

. KEE - HTRRERF BS AT,

. ERIEEIES - ERE “BRBIER ATRANEENE P BIES,
a) ERAEFHBINRETEEPRIERIEY, e RUEHIERAER.
b) & R FAIBE E RAF I 5B,

BRABMIMNIMEERTIRNER, FERAMIRHOXE CTX250104,

AJfERSS 28
SEHEIRITAEARSS 881 iR

E{=ARS B EHRIEEIHRIR Citrix Workspace M AREFEZERHEEXRHBHRITREERR.

fERILERR, EERAUEHEAROMRIEEERINERGNARFHREE. ERHSHESERS, MHEE
ERNEERE. ARG, EEXKEEHENREEREESR iR

B B L 3R B PJ PR LE R B A2 AT S B P AR S5 286

RIMERT, XKEIRFIEFEFHEERINRSEBOML, ERARERENMAER, RSB/LFA Windows mlfEk
KX, You can configure this using the Windows Internet zone setting.

&, AILUER Address i BRIFFSEARS 28 ik, RS BMUMNN BT HERBEATNIRS B[IES SRR,
g0 cpsx.citrix.coms

ERA R REIRIRIR S A SRS 2R E
WEFRMY:
M Citrix Workspace WBEFAN (SIFEEZETL) BH.

@diz1T gpedit.msc 77 Citrix Workspace FR1EF GPO BEIEEIR,

EIHENEET ST, BESEER > Citrix A1 > Citrix Workspace > R4S H > it B Al {E RS REE.
BB A LGRS Citrix Workspace M BEF#HITXIHIRS.

R EATIERSHREE. WATUSREIR P iHER SRS [BHITIRG.

£ Windows Internet il FhIZz s, EREF P in-RS 8L, 1HIEBEOERT Windows i “AIfgia=”
Xi%o

ok wn =
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6. 1EMIEFERH, RER Windows LMY RIS AR IR & A imARSS 28ttit, AT LUEAE S 2 IRITIR.
7. BEWEMRA.

ERIERERSBAEIEXETN, EEEREL, FETREIEEE,
B INERE, HIBETRMNARSSRAME Windows SEEMMERXIE, Fli, xF SSL &R, EERSH/FmMA”
http://” " https://”s

AR

XJF SSL &R, BIAEEIEB RS, XTFIE SSLIERE, BIF M ERKARNBRSEE.

Lteoh, EHRIEAER StoreFront FQDN #RiNEIZH# Intranet Kigigi Al isaXiEd. BXER, BRRSH I
2hp9fgek Internet Explorer i&&.

FRImEREEE

BT AWML SRS B[OGERZ I, BRHERERSMKIERIRAXA. ZRNEMER G SSO hib.

X% &R iRk 5!

Internet X, £5mX. Web A FIBE, FaiF SSO
Intranet Z7wKX. Web rARPIAE, 23 SSO
ZRRHIAIIE = 258 Toih a4 PR B AT AERE LEiE
SEE Z7w K. Web EEHE N, aiF SSO

HAABEEENKIHARIAERN, FRERERUTIIEE:
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HDX File Access

files.

=% Mo access

= Read-only access

files,

= Read/write access

[ Do not ask me again for this virtual desktop.

3§ Your virtual desktop is attempting to access your local

Select the level of access you want to grant to your local files,

Do not permit your virtual desktop to access your local files,

Permit your virtual desktop to read but not write to your local

Permit your virtual desktop to read and write to your local files.

Citrix Workspace - Security Warning

An online application is attempting to access
files on your computer.

— Block access

Do not permit the application to read or change your
files.

—> Allow reading only

The application cannot change files.

— Permit all access

[] Donotask me again for this site,
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HDX Microphone and Webcam
e

\J Your virtual desktop is attempting to use
- your microphone or webcam.

Do you want your virtual desktop to use these devices?

=% Mo access

Do not permit your virtual desktop to use these
devices.

= Permit use of these devices
Permit your virtual desktop to use these devices,

[7] Do not ask me again for this virtual desktop.

EERA LB EAARRSNEEMRPIENEES FinER I EEEMRIRERLRIATH. EXOFEERF
AR EEEMRIENFAES, BESRMRFOXE CTX133565,

ICA X+ &R ARSS

ICA X £ Z T EBMRIPE G T REIAREENH N AEFRE, Citrix Workspace [ B2FiRIEEIERISHIAHRT
ERERNBEFIRERL, FHLEMTAERSSHITER. ERILUEAARENYREERRS StoreFront RES
B ICAXHER. FIMERT, ICAXHERINERER.

Bx A StoreFront B ICA XHEBRENEE, 1EBH StoreFront X#HrEH ICA XHERRS.

BE ICA XHER
AR

WMERFK¥ CitrixBase.admx\adml FinElzsith GPO, MEA ICA X R HIEAsEAR1FE.

1. &@idia1T gpedit.msc #77F Citrix Workspace [ B2 A SRS R EEIER
2. EBHENEET ST, BREBEER > Citrix 4.
3. EERA ICA XHE R RIEHIREFERFEE P — MR

a) BERA - IBTRERUBERIEBESGRINEI RS IEBIESM A ITFTIRF,
b) EEIES - REERTMAFFIRPRBFERENEZIEBIEN. ATUMEZIEBBEFESHIIEESIE
Pl
C) REWEE - NRBEPEEUTERZ—,
i RAFEENED (BERL): MAFREAIERSBACEENNAEFNKERN. FEEHESR
B, SHMR2ES. BTFREN, ERHEW.
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ii. EHTREEBNBHNRTARF (FR2) - BRAEEHXTHEZNRERNBER—FHERRT. 7
LOERA S B SEUERE FHARE) .

4. BREHNAMAERFLRE,
5. EfEsh Citrix Workspace M BRZF&IE U EFI A E R E K.

ERHD RBFERIES:
EERHRFERIERN, RITENEMUTRARTIRPHITIER:
1. MRHESEBMENAE (CA) BE—MUBEZIEHR SSL FZIEH.
2. MRENEIWBREELA CA, BEEAEZETA CASIZ—MUBERIERK SSL EHIEFH.

3. EAIAR SSLIEH.
4. fE—MR CAIEP, HFER GPO B SFHLERES RELRAF LS.

FiR 2 (LSA) RiF

Citrix Workspace R A#2F 245 Windows Zsithz 2414 (LSA) R, ERIPRFERSAMBRLMNREHER XNE
Bo WXFARERERME LSA BFIHNRFARE

BIAIBARS W HITIER
RERSZATRAIMKZHINENHIGFE, FLAEERT Windows 89 Citrix Workspace AR SRS 28
MiEHE, Citrix Workspace [ZR#2F % SOCKS MR REMIN.

5hR5 2841781589, Citrix Workspace AR ERESITER T Web # Workspace #IRSS 28 LinfZRe B/
ERRSRIZE.

£5 Web RS 8334Ti8158Y, Citrix Workspace N B2 B ERE A A I&E EBIA Web 5152349 Internet &
ERTEENRIERSS/ILE., BMEERFIEE LI Web H512589 Internet i€ 5,

Ei@it StoreFront LAY ICA SXHRFIBITHRIBIRE, BSRAIRFOXE CTX136516,

AR #F

SmartControl AFEEREEEM TR IMIFIRAIRR, FlM, ErIEFERLERFERDEMGFIETERE. &5
LUfER Citrix Gateway £/ SmartControl IH8ESCHINLE,

% Citrix Workspace FZAm#2RF# Citrix Gateway BF IRk B, AREAET N, EXMERT, TP K
WFER A SmartControl ThaE, RATFRE ERFEMX, A, BJUFEALLL ICA K32, Hih ICA KEIhkE
¥rEER SmartControl Thgk, BNE Citrix Workspace FZR#2FFHN Citrix Gateway SFEERRRIALHIRANLE,

Citrix Workspace M AR#2FZ#EMH NetScaler LAN REESH=IE, ERALMREBEGREEEMHFSAE, RE
BITIEEAIERS S
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AILAER AT A ARCE b U

o BHSAE BIRHAREEINEMEOSREERIERSS.
o EpSHE AEAREREN DLL E— 1TSS MRS HEPEFEMIERS S

AL AR S B R IR IR R B R R B IS TR,
BXHIERIBIAER, BB Citrix Gateway SCRiFREgHH S |CA RIEH,

HIEREL - BB
AR

NRFENEE T HSAENNSAE, WaSRERERS.

fEF GPO BEIRRIRECE b !

1. @dis1T gpedit.msc 77 Citrix Workspace 5 124 SRS R EIRIER
2. EHENEBTRT, BEBEER > Citrix Workspace > M4,
3. BEUT®RZ—:

o WTFESNAE: EIEFohEE NetScaler LAN RIBHEE, EEEER, ABRREENBINROS,
o FFEhENIE: %ERES DLL &i2& NetScaler LAN RIZHERE, X EEA, AGRME DLL XHr<E
12, flgn, C:\Workspace\Proxy\ProxyChooser.dl1l,

4. BEHENAMAE.
fEREMRRIES A E b IR
o WFESHE:

- BEIMESBRHSHE HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\
ICA Client\Engine\Network Routing\Proxy\NetScaler,

- @/ DWORD &1, $ATFFrR:

"StaticProxyEnabled"=dword:00000001
"ProxyHost"="testproxyl.testdomain.com
"ProxyPort"=dword:000001bb

o WFEEHE:

- BohiEMREESRSHESME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\
ICA Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy.
- Iz DWORD f&1, 0 FFrR:
"DynamicProxyEnabled'"=dword:00000001
"ProxyChooserDLL"="c:\\Workspace\\Proxy\\ProxyChooser.dll"
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RS
PESES

« HTTP mAHE
o HTTPS RIS
« Citrix Gateway 10.5 RE Sk

Certificates GI#)
FE
EATF Windows B9 Citrix Workspace N BIEFELIHFER, RFEEL2FENEE. ALk, EREMEES
HIR A

« LA (BER) iEH
+ Root

o BECFHIES

o HERER

TH (BER) I

NRITFEMX EFEERIES, 1BEHR Citrix TRIAF18&E R REALRIEBMRINE FIARIES,

AR

RSN T ARET RS, NARFRSEENENES, YRNEHERR RSN I
B, BPEEAKEEHASEN, 2ERNARFEIER.

RIEFH

NFMANTEHBHEN, JLUERARBENYREERIRD ZMEE CAILER.

WNFRIMAZHHEN, ARATUSE-—TNEEXRERHBUSANELE CAILES. BE5RREERKRALUREE
o

BECTHES

BECTHERER—HANE MRS LER.

Citrix Workspace M AEFZHBRFIER. BRBRAANLSREEHBEMIE. BRMIPHERTNZEE
EBRSVEMIIRMEREEHEM (SAN) T BIER. FAGIEBMENBAATIEBME NN F TMRXLIES,
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FRiEBER

MRENIEBEFREEFRENES, BIRKFZPEIEBMINE Citrix Gateway RS 2BIEH. BXER, ESH
Configuring Intermediate Certificates (BREELER).

IEBmETIR
IEHRHFIE (CRL) 2iF Citrix Workspace NARRFHRERSBNIIREETER Y. EPREEHTHERS BN
MESHIE, REBFAIRESRSHEZEN TLS ERNEAR 2N,

AIEZMERIEA CRLIGZE, i, 1L Citrix Workspace M AEFEE A RREEAMIERTIR, tBolUER
BENRNGEARMIMLELETIR ERLSERRENGIEENRIERERIETE CRLZEFATBRFRER.

NRBERMTTENPESIERIRE, EHEH Citrix Workspace RRERF. EZREBXFFE Citrix Workspace
B (BEEEPD),

BXFAER, BERACHEZ2EE 9.

XIFEERE ARG

iEATF Windows 8 Citrix Workspace N B2 RI#E BN &R Microsoft Windows B9 lE B EIE I EERE R E]
ABENREE, PEHARER—MNERE, REEWBEBHERAFSZENER, XHEHINAMIZEZEEERE
Mo

LR, HIEBXARFERSSRE, TERIEKREINMEREREEITHRKANRS. A Microsoft Windows gtk
IEBEEINRE, R LUET EERRSS 23 A9 B RIGIEAR S SR A R T B

i&AF Windows i Citrix Workspace Rz 2 EFR5TEC & 791 A I 5 [E 7 #L NI H1 B4 2 e 3k ik s s R 1B+ AR
SRIEB. MRRSB|IEPSTARENRS FIEBARLTE, EFATF Windows # Citrix Workspace AR RBELER
BT

BXRNEAZECWIEBEEIEENES, B2 Microsoft ik,

AR

T A IE BRI B BT E) HF EME A RBIIEBEET IR BN, BEKERIEEG, BthagTEiRts
-I'%O

S IRIE

April 22,2024

Citrix Workspace A2, BIEHEBSMINIE (2RFRE SSON). FheRLUK Kerberos BEBSHRIE, A
MR ERMRREREMN S HIIIE,
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HEE (RRER) SHEIE

HE®E (ESAERK SSON) AFEEE#ITEMRIE, HEXEEMETIMNIIERAIEA Citrix Virtual Apps
and Desktops #1 Citrix DaaS (Lgi#kA Citrix Virtual Apps and Desktops ARS3) .

=

AR

MBEEAFERYRERPZET Enable MPR notifications for the System (W& %EB MPR &)
5%, W Windows 11 A%#HEE (BRER) FMHRIETHEE.
LteIhEEfEIE AT Windows B9 Citrix Workspace R B2k 2012 BSR4 Pzt

BRE, HER (BRER) SEFCHNERE, XTEHMTLUEEIEM Citrix ZAREF, MAUERTER. BFHR
BRIRE LT E QABBERRYIR G, L REHETEAIX,

L& R Citrix Workspace R BIEFE, EHEREHEN BREFMEmUK TR FZ8igE—ick 23 StoreFront,
REBRAERRE, EAIER Citrix Workspace AEFHBHEMNZAEFNKERIE, MAREEMRBAENE
o

Fie Web 588 B R EFEAARIEITR (GPO) ERERREERSER. BXFERAARKIR (GPO) ERHEIRE
BRRERNEAES, 55RFEA Citrix Gateway FLE R R EF,

BRILERU AR # T2 REIARRENEERRER:

EAXER, NMEHER. 2RERM SSON rILIERRER.

AeMTEIETEERRER

BEASHREIBTEERLAER, BRITUTIER:

StoreFront EHERE.

7z Delivery Controller L& E XML SRS,

&2 Internet Explorer i& &,
REAGEAERINEEN Citrix Workspace R BERF.

> wnh

7z StoreFront tECEHES&EF

BAERAFEHIHITE M, HEMRRBMEEZM Citrix Virtual Apps and Desktops #1 Citrix DaaS, A
REENMNE N ARFRKREHTIHRIL,
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f£F Storebrowse S AIEFERINM AEEN, EHNEREHENEKEHNNARFNSE—E%EED Citrix Gateway
ARS8, BE “FHR” RBPRE. BERRERG, TRNEARE. KENAEFNKSEUKRBRFIFENER, ME
FBEZRBNEHER.

R4 Citrix Virtual Apps and Desktops $E, aILERAEEEHIATE StoreFront LELE# B REHRIT.
WY TRTRAENAGIRESENEE:

R [iRh=gEZ S HER

StoreFront FEFZEHR SSON Bz Citrix Studio, RE®RZENE WNE:&E R Citrix Workspace R
BIE > ERSMRIESE - NARE BFEERERER, e2BmEEH
> BRAYEE. WIEA EMNSEBREIAF 2N

B (RFIA).

BEEAT Web 89 Workspace B EEINARE > AT Web #9 NR&HE A Citrix Workspace [z
Workspace ik > BEGH10IES EFEEESESR, ea0E3H
% - ZREE > BREER, WIEAEZMEEBIREIAR 2 MNE

B (JORATA).

i@t Citrix Gateway FtER =& F

ERARBYREERIRY Citrix Gateway BR2RER. B, BUMHERERE Citrix Gateway LEREEES 7
WIFfIREZ (88 1 MAKR nFactor) SHKIE.

=

. BigEfT gpedit.msc #TF Citrix Workspace R R#2F GPO BIEiEIR,

2. BFHEVERETRT, EEEERIR > Citrix £ > Citrix Workspace > B 5418, AEEF@E
Citrix Gateway 5231 Single Sign-On 88,

3. XEEBA.

4. BENAMAE.

5. EfEAzsh Citrix Workspace R RT2F LUERM A E X & Ko

7£ Delivery Controller LF2& XML Z1EARS

7£ Citrix Virtual Apps and Desktops #1 Citrix DaaS £, UWEE A & 3 7£ Delivery Controller L7 LT
PowerShell &% :

asnp Citrix*x ; Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$True

&4 Internet Explorer i&&

1. f#H Internet Explorer ¥ StoreFront fRE2FMEIAIE i =FIR. EAHRM:
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a) MITHIERBE Internet 5,
b) #&H%4 > 7 Internet, AFBEFHIES,
LB 2R Intranet &0,
C) EEBR.
d) AnERIEZA HTTP 3¢ HTTPS t#hiX# StoreFront FQDN #9 URL.
e) BENAMBEE.
2. 72 Internet Explorer REHF SHIIERE. Bk

MizEHEIEmRE 5 Internet %10,
BEHEZEEIF > & Intranet,

a

b

C) BHEBEEXE, W ERTEIZE—4H Intranet XiZiE O,

)
)
)
d)

ERAFESHIEIEERT, EREAYFARINEBREHER.

9_‘ User Authentication

2, Logon
(C) Anonymous logon

() Automatic logon only in Intranet zone

-:::J Automatic logon with current user name and password

L)
() Prompt for user name and password

e) BEHENAMHE,

FERGSITEAREERER

i /includeSSON Frx%E Citrix Workspace R BiEFHEF BN Citrix Workspace Kz 2R LUEFF A
BEREH.

fEH GUIRBERSESR

1. #%%) Citrix Workspace i B2 =% # (CitrixWorkspaceApp.exe),
2. Wik CitrixWorkspaceApp.exe UBHLERER,

3. HRARRERTENTP, REBARAERIED,

4. BET—%, RAERBRTERTE,

EHREFBEERNAFPEEEAEA Citrix Workspace NARFERINENABE (HEE—MHLAREE) .

75iEH T Web #9 Workspace H i EE S5 R

A LAE A RIS R EIBEARTEIER T Web #9 Workspace LELBESER,
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@EisT gpedit.msc 3TFERTF Web 89 Workspace GPO EI21&EiR,

AEHENEET ST, BEEEER > Citrix 4814 > Citrix Workspace > B S5,
HEERAHA P 2 NEEEREHEEIEERE B,

BEERAEESHEIL. ETAFERT Web 89 Workspace SERENEREIRETTERS B EHTEHE

iFo

5. BHAWWAE ICAEZERITEESHIIE, ETRBLIEMSHRIERE, HATFEREERE LEEEE,

6. BEHNAMAE.

7. EFiEhERT Web 89 Workspace LRIV E R E K.

PS*’!\’!—‘

BUIEESEERRRIIBSETERAERAER, HE ssonsvr.exe #HERTIEHEIET.

£/ Active Directory ELER &R

B U T B LUE A Active Directory A5588 1 Citrix Workspace M B2 FEEEEH @S K IIE,. EXMHIER
T, AN ESERSHRIE, MERERELREBETR, FIa0 Microsoft System Center Configuration
Manager,

1. T# Citrix Workspace MBEFLEXH (CitrixWorkspaceApp.exe) HEHRESENMEHLE L, HH
E=ET Citrix Workspace [ BEFHI BIRit BN A REEBS A RIZ RES

2. MiEATF Windows i Citrix Workspace [ iz T #TmEmikE CheckAndDeployWorkspacePerMachineSt
.bat &R,

3. FEBARURM CitrixWorkspaceApp.exe BAIEMARZ.

4. 12 Active Directory A5 EREFIAS, A CheckAndDeployWorkspacePerMachineStartupScrip
.bat fEREmMZE, BXIEBRHHANIEMAEE, ESIA Active Directory #43,

5. EHENEET S, BESEER > HIN/MERERLFN receiver . adml X4,

6. FM receiver.adml #iRkE, BEiTENESE > BRI > Citrix A > Citrix Workspace > fF
BHEIE, BXRAMMERXGZEAES, ESRARBNTREREER,

7. ERAMAR SNENREHFEHIRENERR,
8. ERBEREBSHNRIE, ARRENMH.
9. ENRIITENMUEERE.

7z StoreFront tECBEHE S & F

StoreFront it &

1. 7 StoreFront AR5528 E /= 5N Citrix Studio, AEERNAEIE > BESMRIESE - MARIE.
2. EEEER,
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Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway

BRI
BSMWIESHASNZEHFMEERMERE L, XHEHAEEERASEER BN ERBNER, Citrix Workspace
NAREFRET BTR2ILEARMERE E170E B D108 RETL,
ATHERE M, RITMIERETAHASERIR (GPO) HEKKALE FHIIEShEFE,
AR

HEENERHERIER,

EERERENR (GPO) R AEMHIHIIESH, FRITUTERIE:
1. &idizfT gpedit.msc $77F Citrix Workspace [ FRiEFAERIEITR EEIER,
2. HItENEET ST, RESEIER > Citrix A > 8BRS,
3. EEHESHIIESHEERS, EREUTERZ—:

- BRA: BREMNRIETHEHEEHRE L, BAERT, ®EN “BBA
- BEH: ETREORIECRREFHEERE L, RANIIFENRDN, BERBANENER.
4. BEHNANHE,

BhR4s 2106 &2, Citrix Workspace N AREFRIA TR LERMBEE FEESHRIESEIEMED, BRTRE
GPO EZ&4h, eI LUER Global App Configuration Service 2 1FfEAssthbiizz_E 1765 S HHIE SRR,

7£ Global App Configuration Service #1, 3 Store Authentication Tokens BHi&&HN False,
AT LUfER Global App Configuration Service @3 T AAZ —BEEIIEE:

+ Global App Configuration Service B R & (Ul): BERAF RE#TEE , ESIAEE Citrix Workspace
R FRER
« API: Z{EMA APIBREIRE, 152507 Citrix Developer Xi%,
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REERNERS

ALEREERNERZTIR, RERRERESEREE, ZIHERERERNTERERET, #ETERESR.

1. AREBEmEMXIEFH Citrix Workspace MBEFETR, AGBESHREER,

BT B RS R B T iEE,

2. BERENESR.
LB 2R Citrix BEEERZERRET O,

(@ Citrix Workspace

Advanced Preferences

Connection center High DPI
Shortcuts and Reconnect Kevboard and Language bar

Citrix Workspace Updates Data collection
I Configuration checker Rezet Citrix Workspace

Netscaler Gateway [Default]

About

Version 4.13.0.569

Third Party Motices

Delete saved passwords Support information

2 2018 Citrix Systems, Inc. All Rights Reserved.

3. MiEF&EEHEE SSONChecker,

4. BHiET. BEF—NEESF, BERUHERE.
EENEREOESUTI

1. K& EFFERERNIEHER.

s FEERINCRAZFELERERELER.
o BEN 1 BEREXRERNER.
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o g8 X" BErZNEREREERER.
2. eftiElr: EREH EETIRRRER. FEEMP, NIERER.
3. Eff: BERLRER. fla, RE.
4. Wit: FEREITERENILER .
5 FAER: REEXNRXNEMER, SFEdNREL,

BRREEXESMBERMBENERIFAER.
FERL T AT

1. EBERBERTE,

2. BREIREWER,

3. MBREEFFM: 2ER “Citrix Single Sign-On” EEBEAMEIREEZFFTIRPHE T, HUMERE
BEEMOIEERT 2 ER—MEEBEEMTIE. MR Citrix Single Sign-On EREVIRPHEMEMAIE,
e REREEFIMVNRER2ET—NEEN 7, HEAHEMER.

4. BRBERHARBIERIET.

5. HRBE: IABERT, KEBEEERTF KL,

6. Internet WL EXIHIGE: 1EF I Store/XenApp Service URL FEI “Internet 31 ML £XIRT|
=&+,

MBBIERBEER XY, KEPHIVTAEHRN, SREEFTASREIENE O A4 BEFERHBNERE,
UK MR B E RS
7. StoreFront WERIEIES .

AR

o MNBEiFEZEMATF Web 89 Workspace, MR RRER,

+ 308 Citrix Workspace Z AREFEEE Z NN ARAE, WSEMEERBENNARE LETEHRIES
A,

o ALRMIAEREREFARS. BIARSHBINA.xt,

feil “SREED B0 “EERESR T

@idiz{T gpedit.msc $77F Citrix Workspace M 125 GPO HIER1R,

. ¥ZE Citrix 48 > Citrix Workspace > B8hfz53 > DisableConfigChecker.
. BEERARRESREENE OPNEERETRET,

. BEMAMEE,

izfT gpupdate /force &%,

PRI

feBi ;A E1E Citrix Virtual Apps and Desktops iR 88 £ “I5E 4% XML Service iER” BREBEHNRE
=

el
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SRR Citrix Workspace RBREFAFEERETNER (FARBRERTARFN—ORM) HITER
Ko (EARMLX AT EEBIFAINEAT (ping.citrix.com) 2B aTHIE, LS UMLK AT B EMR R R EIRIE (BMERATTA)
WP ERERRZ— BETNR, SEReEEMXEBH Citrix Workspace MARFHEZESHEEN > RER
23, MiXFIERFEE Beacon checke (5intazEes) EMH B EHIET.

MR RATRE AU T E—1ER:
« @[iAial - Citrix Workspace R 2 FBE I B IIBX R (51T

o A48 - Citrix Workspace MRRBF T AR E1To
o Ep5yariAa - Citrix Workspace [z B2 o] LB BRI B R 54T

=

AR

o TEEMAT Web #9 Workspace &, XA ERTIER,
o MIRERATURFRIRSG, IREMBIAMEH 9.t

&3 Kerberos #1TiEi#E (BEER) BHWIE

FEFNERFEERT Windows #9 Citrix Workspace 12 F 5 StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS zZ a2z fiEs.

Citrix Workspace M BiEF X IF N ER S EENEERA Kerberos #{TIEE (B RE R SSON) HH%IE,
Kerberos 2%k Windows S0 (IWA) R &M —FSHIIES %,

BRRE, TE Citrix Workspace M BIZFHNZEEIR#1T Kerberos B3 %0iE. Eitt, BMHIEERFIEE ELESIR
IREVERD AR SPRIFEERADRE, AP A UERTASNRIEAEZERHFRERFNER, FIMNESURNSEEE
MHER P I0IERR.

FEAEEEERIERE T EEESHIIER Citrix Workspace W 2. StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS B¢, Citrix Workspace R B2F¥#%:
1. ERERAENERERER PIN,

2. f£R IWA (Kerberos) [@ StoreFront iEFRF 514, SR, StoreFront @&y Citrix Workspace M BZF
Rt xa A Citrix Virtual Apps and Desktops #0 Citrix DaaS M5 2.

=

PE=
[Z/Z A Kerberos LUEESERIMNY PIN 1278, WNRAKBEA Kerberos H433E, Citrix Workspace Rz
FEEREEEEIER StoreFront #1785 1453E,
3. HDX Engine (Z#i#i7 ICAZFi%) KEaE+ PIN i VDA, MmERF&RE Citrix Workspace [
EF=3E, Citrix Virtual Apps and Desktops #01 Citrix DaaS SR EERNZR,

3% Kerberos &1330EATF Citrix Workspace M2, B0EEH Kerberos B & RS/ E MU T &M
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+ Kerberos Rz Citrix Workspace ZA#2F 58 FHREZKAIE Windows Server HHIARS 2 Z B2 1EM, &
EERSIHITEIR, EALUEY “Active Directory BFFMITENER" TAREIZIET,

o WTEIRAD Citrix Virtual Apps and Desktops #0 Citrix DaaS /2 Kerberos, 17 #5822 M H IR RE
A Kerberos, &7t 2 AEMIE Kerberos IWA £,

+ Kerberos BRFERTFEREANERAEELFNREIE. WAFEREENEREERALIRTRNEBNITZERER
S,

i

e g==N
= .

AMRFIEREATLATRSHE R, FTRFEEMRERERR, Citrix TERIERIMRFIEREHR
HESBRHMBRAEEBF[URR, ERAEMRFERTEEXNR, BHEREREIMRZAHTED.

iJ Kerberos SMMFHERE (RRER) SHRIESEERESEH

EdkEREZ B, B2 Citrix Virtual Apps and Desktops S iSHERIFEEEERSY
LEFERT Windows # Citrix Workspace MBEFH, BEESUTHSITER:
o /includeSSON

It A IO NI B it B AL _E R % Single Sign-On A, MTEEHN TEX A% A IWA (Kerberos) @&
StoreFront #1T &3 1. ERERAHFMEEEER PIN 13, HDX Engine ER S RERBEHMIRBITIE
&% %) Citrix Virtual Apps and Desktops #0 Citrix DaaS Btk PIN 53, Citrix Virtual Apps and
Desktops # Citrix DaaS BEIME 8ERiZFE—MEBHM HDX Engine 3RELL PIN 3,

HIANERTRE—MEXET ENABLE_SSON,
MNRLLKBEFELIEEIRE LB A Single Sign-On, 1EFEAARENKRERERAE Citrix Workspace AER
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F RIS R EERIER
2. EREIEENR > Citrix A% > Citrix Workspace > B B3 183 > ZAx#b i 2 212355
3. EEBRAEBES KR,
4. EFiEsh Citrix Workspace Rz T2 LUEFH A4 3o
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fd& StoreFront:

7z StoreFront fR$5 88 AR E SHINIEARS Y, BIFHEBET. ZRBERBAEM Windows S350, THEEEFEE
BERIETL, PRIFEERBRMANENEFiREA S REEE StoreFront,

BXREEeE AT StoreFront (NS5, 5815 StoreFront XM E S5 I0IEARS .

% #5 Azure Active Directory Fi9& 4518

£f+ipialZ Azure Active Directory 53l TR SRERFT AR TR, Workspace B2 R AL AMA Citrix Workspace
N FBIEF T B I0IER A P ECE FaRHIH1T Azure Active Directory &#FimiR5Eg, =17 Citrix Workspace [ F
1289 Windows HEHMME L2 Microsoft Edge WebView2 Runtime 99 Sk E Sk,

BXfER Azure Active Directory FRB & ARl SRER SRR ¥4 SR AR, 75518 Azure AD ZfFifinlscts, ik
73 Docs.microsoft.com/zh-cn/azure/active-directory/conditional-access/.
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} =r

AR

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

%% StoreFront W AREMNFINIIE A X

B&RA T Windows & Citrix Workspace B2 2303 it2, Er UEAA ST SR (GPO) #1k# StoreFront
N AEERBM RIS AL F. 1E Citrix Workspace M B #EFhr 2 2305.1 &1, &= LIERA Global App
Configuration Service EALLINEE,

aUEARTENER—FA R E Citrix StoreFront N AR E#HITE DI

+ fEA Windows Hello #1 FIDO2 2%, BX¥MER, BSREMSHIIEA,

« M Azure Active Directory (AAD) fE R B IIZFAIT M AAD B3+ EH 8 =& R 3 Citrix StoreFront
AL, BXFAER, BESREMSHIRIES .

+ Workspace BB & B LA Citrix StoreFront 2 A& & #17 H 4 10IER A - BB MEHIHIT Azure Active
Directory £#ihin%eg, BXFMEE, ESIRAZIF Azure AD RBIE AR,

HAER Microsoft Edge WebView2 fEAKE X ST 28#1THE StoreFront MIMX SA330IE, 7 #E23FALLINEE.
=

EH1F Microsoft Edge WebView2 Runtime fg7s7 102 SiE SRR,

ALLfER Global App Config Service F14A%EET% (GPO) #iRJ9 StoreFront R AEEBBHRIIES %o

&5 Global App Config Service

I=1ZRER0I
1. 7 Citrix Cloud z&h, %% Workspace Configuration (Workspace &E), #A/51%:#% App Config-
uration (NEEFEE).
2. B Security & Authentication (Z2MFBHIIIE).
3. HafRiEH Windows Si%iE,

4. MABT StoreFront Z{318IE8Y Microsoft Edge WebView THi7I&+i%#F Windows ZiaHEE A,
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Microsoft Edge WebView For StoreFront Authentication

This policy allows to control the WebView where the StoreFront authentication related web content
is loaded. Microsoft Edge WebView?2 provides support for modern authentication methods for
StoreFront authentication.

Android This setting is not applicable.
i0S This setting is not applicable.
Mac This setting is not applicable.
Windows Enabled v
HTMLS This setting is not applicable.
Linux This setting is not applicable.

AR

MREM BT StoreFront 514 343EH Microsoft Edge WebView THi%I&+i%E% Windows =i/ E
=M, N3 Citrix Workspace [z 2 F & A Internet Explorer WebView, Eitt, R3Z#F 3¢ Citrix
Storefront R B EERFIIES 5o

f£FH GPO

BF%IAE:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F 4 RIS R EERIER
2. EHENEET AT, BREEEER > Citrix Workspace > BF 518,

3. #i Microsoft Edge WebView for StoreFront authentication (/T StoreFront & Microsoft
Edge WebView &{350iF) HKeEHEHIEE R Enabled (EEMA).

.-/ Local Group Policy Editor
File Action View Help

oo 2m = Bm 7T

J Local Computer Polig ~ User authentication
v % ;
T Sofwere Setings Select an item to view its description.  Setting State Comment
1 Windows Settings iz Manage Protection Not configured No
v 3 [ I Microsoft Edge WebView for StoreFront authentication I Not configured No
~ Citrix Workspace |iz] Kerberos authentication Not configured No
. CEIP iz Local user name and password Enabled No
1 Citrix Secure Browser [i5] Single Sign-on for NetScaler Gateway Not configured No
| Citrix Workspace Updates [i5] Smart card authentication Not configured No
1 Client Engine |i@) Smartcard Removal Policy for x64 machine Not configured No
- Compliance |i@) Smartcard Removal Policy for x86 machine Not configured No
| Diagnostics |i2] Web Interface authentication ticket Not configured No
| DPI
1 Fast Connect API Support
1 Multi-Stream ICA
1 Network routing
1 Remoting dlient devices
1 Selfservice
grefron
| User expenence
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4. BHNA, ARBEHE.

ZHIkERIgE, Citrix Workspace R AEFER Internet Explorer WebView, Hith, &3z#F Citrix StoreFront
[z FA S FE RO TUIRIE 75 7o

Htt S HIIES

eI LUER Citrix Workspace R AREFERE T B S KIENG. FEUTHMNRIETSIESR &1ZER, &B17 Citrix
Workspace FZB#2FH Windows B4R T Microsoft Edge WebView2 Runtime 99 i &S x4,

1. EF Windows Hello BB IIE-BXEEET Windows Hello B9 &4 38iERREE, 521 E Windows
Hello >V kR SR ERIR B - IE B 1SE, ikl Docs.microsoft.com/zh-cn/windows/security/identity-
protection/hello-for-business/hello-cert-trust-policy-settings.

=

FLFERFER (ERERH SSON) WEF Windows Hello 5153811,

2. EFT FIDO2 22 EHENEGMRIE-FIDO2 X HFFAN UV RTIRET —MHETERANBFR EREZBEA T
BHTEMRIINAR. ST UEEM Citrix Workspace #1TEF FIDO2 R ZHMN B 1iE. MR
FHERAP R FIDO2 2eFAi@idH Azure AD A 1 Citrix Workspace #1751, B2RBEATL
FRRE2TABR, Mtk Docs.microsoft.com/zh-cn/azure/active-directory/authentication/howto-
authentication-passwordless-security-key.

3. Ikgh, EFEALMIIANT Microsoft Azure Active Directory (AAD) B AAD A B iR (IZF Mt Bl &S
&% (SSO) =l Citrix Workspace R FR#12F. BXEE Azure Active Directory IBIREHNEZFMER, &
Z7EE Azure Active Directory 15iRs3, Wit} Docs.microsoft.com/en-us/azure/active-directory-
domain-services/overview, XM Azure Active Directory iE#Z| Citrix Cloud HE R, ESRE
Azure Active Directory #%#%%| Citrix Cloud,

BhER
AT Windows 9 Citrix Workspace R BEF 215 A TS e B HI0IIE:

- HBEGMKIE (BAER) - YAFER Citrix Workspace MARRFN, BBES MRS EEE,
Citrix Workspace M BREFEUT AR ERHRNEE:

- FEREEEEEZ Citrix Workspace AEFHNEMNRIIEE B TR EMEITHHIEEIRI S EhES
KEMNAER.

- EEREEFEENERLT, MFERINNERIEE EB1TH Citrix Workspace MEEF, BRUAHE
RBENERA BRI R B AR,

BEESMNIIEEEMER StoreFront # Citrix Workspace M AB#EF LHEE,
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MR BRI - WRRBFDIIERFRFEERERFESRNBRIMERZ B ITERE. TEAEREERN,
AIfEALLINEE. Fl, ERIEFEIH. BFANBTUERIRETANABEA ATERNRAEHIIE, Hi§
DisableCtrlAltDel 757%i8 B False LU AT EREREFR, WEXFRIIEEE StoreFront i2E,

B ERABER S 3EIE, StoreFront EERAILAFH XN E— M AEEERRFRSNEES B RIEURE
BEREMIIE, 7ARTE StoreFront =5 GFRHITIER, BS1 StoreFront 3t

ZMER-MREEFERAZMNES, WHARTFEANEEFR, NREHEERIENERSE, WXLEFHERFE
RPi&& EETFRER AER, &iF Citrix Workspace MBER.

ERIRHIEBSHRIE-FEFIRERSHRIEEFEEMFA Citrix Gateway # StoreFront E2&.

- EE Citrix Gateway Aial StoreFront, ERBREEERENAEIIHITEH I,
- Y Citrix Gateway SSL EEE & B @4 FIRIEBFHRIEN, RIEENRL, B2, BHETFIHIER
SHEIESTER B HIETF RS,

WHSIE - MRFENBE, WEEE Citrix Workspace M FRZFH B A BRI R E 2 82 10HEE.

ISR RN IR - SIFEAE RN AIZRE (30 Microsoft Outlook #1 Microsoft Office) AR XTE
PN AREFHSERIERHSEH I THRFEZ TN,

RR I -

o IEBUMIFEESEER L, MIFEFEERFIEE L,

« Citrix Workspace ARFRAMRERFIEREZRGER, BHERENEME PIN. PIN (REAFRIEHREEEEIE
DURFER, FREFHEEEER,

o ENEREFRRE, Citrix Workspace MBAREFA2EMEESTE,

o HNEREEEMNRIEHITRERS, Citrix Workspace ARFEALFEIME AMSE (VPN) BEERHKIEM
B5h. B VPN 5EE8EEMINIELESHER, ERE Citrix Gateway {#EfF. ERAEHEFEM PIN 2 Web ;T
H, T8 —SRET#HTEHIIE. £/A Citrix Gateway {EHFES E@ES B IRIEAIR StoreFront RERTE
BERAF.

+ Citrix Workspace fBi2FE#HIEF 5 citrix.com i&f5, B Merchandising Server 5 Citrix Gateway
ERMEREREHIEIERRS.

RLREFTERIEIMER. IMREEREATLTRSOE, FRREERRERERS, Citrix TERIERA
EMRFEREAT Y SHREMVREEEBFUMRR, BHEREREIMRZAIHITED.

BENEERFENEIIEARERER, BHRITUTRE:

BEEZEAT Windows B Citrix Workspace MBiZRF, BELTEHRGS U THSITIER:

ENABLE_SSON=Yes

BORREF—THTEHESHRIENAE. BALIEEAELE Citrix Workspace M A#EF % X ER PIN

RRo
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o EEMRGESRP, SMBILTEEHE SSONCheckEnabled R HIEEBEHN False (MNMREHARE
BLRBERAEMN)

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols
\integratedwindows\

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\
protocols\integratedwindows\

teEmZRmAT A LE Citrix Workspace R A2 F &3 10 IEE 28 E K Single Sign-On A%, #5F Citrix
Workspace M B#2ER[ StoreFront i# 17 & 19%83E,

=} StoreFront EAS 8 E B K IRIEMIE Kerberos, EFEA TEMNGSITETNREERTF Windows # Citrix
Workspace M AER:

o /includeSSON ZERSFER (B@E) FHHiE. BRAEREFURERAETHENEES BRI,
o MRAFAEARMEHIIESZE BINBFARMNER) ERiER, WnLiTh:
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No

B B R IERI B IEE B RATERER, F a3 Citrix Workspace B2 Citrix Workspace M REEFE
FHAETFE PIN,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER.

2. HEEEEIR > Citrix A+ > Citrix Workspace > B B{5I8iF > At P {6,

3. ERBEREBESHNRIL. RIELENZLIRE, ERAVAE ICARITEESHRIDAT U EERBERERS
I,

it & StoreFront:

o BEESMIIERSE, BiEPEREREIRE,
BXBEEERAT StoreFront AYI¥4HER, 1§51H StoreFront XML E S I0IERS.
BEAPREXFHERAERR, FRITUTIERE:

1. BEPMENMIRIERS NS ENEHRE,

2. REMHMEMNZEDRIEH,

3. REMEE Citrix Workspace MEBEF.
EENEBANEEA R, BRITUTRE:

BIAERT, MRS MEBEK, W Citrix Workspace [ EFRRRAF MFIRFIEZFIER, AR Citrix
Workspace ZAEFREAEARINES (RIBEEERIRMERE) SULENTHRIIES. IREEENNERIES, 1
ZMEARALEN, HREEREMAIBERT ARNETL

BROEBHIAE A TAERR:

o A EA LR HE S AT EITEIE R A RN,
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o EREQRYAER RSABZERZAKEN 1024 {iI. 2048 {5 4096 fi.

RIREUMEERFER,.

s EREEMHEMBAEIERF EEEH (UPN),

SRR ARAUMEEE R FERNE P RSN FIEERAZ.

o IEPMKE HERPRIEBMENME Z — B MLERS 2E7E TLS IBFRIXM AV ERNAI A (DN) 22—,

ERUTAZEZ — A BUEBANERES

» 7 Citrix Workspace [z F8 12 F % % 17 %, #&%E # M AM_CERTIFICATESELECTIONMODE={
Prompt | SmartCardDefault | LatestExpiry }.

BINEIRT. WTF SmartCardDefault & LatestExpiry, MIREZMEBRFEEM, W Citrix
Workspace [z B2 R~ MARIEE—MER,

BT RERMESEMRIN SmartCardDefault LatestExpiry }o
HKEY_CURRENT_USER OR

HKEY_LOCAL_MACHINE\

Software\ [Wow6432Node

\Citrix\AuthManager #:

CertificateSelectionMode={

Prompt

£ HKEY_CURRENT_USER e XHEMR LA ETF HKEY _LOCAL_MACHINE #@y{E, AIEGFthEEBAFPIEF
I+

Z(EM CSP PIN 127, BHITUUTIRIE:

BINERT, mAFE5RM PIN I2REERT Windows # Citrix Workspace M AEEFEMARE fEFNBRSR1H
12/ (CSP) #21ft. Citrix Workspace BiEFERENETAFEA PIN, /5% PIN 23458+ CSP. 1RE
Mt S B FAEEENREER AR FESHIERNERIEEE PIN), W=k Citrix Workspace R B 2FED
BEHEA CSP AHLERE PIN %8, g#FHE AN PIN 98T

ERUTAZEZ—ER PIN FERLESR:

« 1£ Citrix Workspace ZA#2F&H<1TH, BEEM AM_SMARTCARDPINENTRY=CSP,
o BUUTHERMEEMERD HKEY _LOCAL_MACHINE\Software\ [Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BRERIFMIBIREL

MiEREs se R, Citrix Virtual Apps £iE%1#. R Citrix Workspace M AEFTEBEEFEEENFHRIE
%, EHEERTF Windows #9 Citrix Workspace [z A2 L E2 B SR LAsg %1525 Citrix Virtual Apps &
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&, MAFTE Citrix Workspace M RIEFSIEFMARIFERRSE.
PRI
FREEEEHNIRIEES Citrix Workspace M AREFIESA, AREETHEER.

RIFEREE  PREZREREWNMERET HDX PC/SC WEREREEMAIZEGH, TEHER WAN IFEH6ER

LIRS MERE,
127 Windows VDA i REE ek,

7z Citrix Workspace R#ZFHEAREZEFRER, BHRITUTERME:
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£BY, B

BUANBERT, REZERERE VDA LA FEARE, 7£ Citrix Workspace ARRFHLAFRARS. BERARE

EHeEER, BEEXBEMN StoreFront itmpy defau'lt. ica XEHEEUTEE

copy[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

E1£ Citrix Workspace NAEFPZRAREEEEER, BRITUTIRE:

Z7£ Citrix Workspace AEFHEMAIREREEERER, EMXEM StoreFront it =i default. ica X

ik SmartCardCryptographicRedirection £#,

BXEAER, BEAEEF

EE Citrix Workspace BT R S 9 583EF

Citrix Workspace MREF3INT HEK3T% (GPO) HErE LB A®ERA Citrix Workspace TR TE M. IHEE
B&fE Citrix Workspace R 2 REBTE R A BB BahE R Citrix Workspace, AT M & E89 Citrix
Workspace BRB TIHEE (2m%R% SSON) B, A EMAILLHS. thIEEEEMTF Windows & Citrix Workspace

Rz FRfEFEhRAs 2012 RESRA IR,
BEIRIE(ER, GIURBUTHMA:

¢ BHEARRER.
o WITEEMRmIERTR SelfServiceMode ZRigBHR O T

BRIRTHDRIE:

AHENEET =T, BEEEEEIR > Citrix Workspace > HEIRS.
&FmEm Citrix Workspace WEIR R E MR H B EHIGENEBA.
B R ANHRE

> wnh

®BidizfT gpedit.msc 77 Citrix Workspace [N AR R EEER,
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FE1E&ERT Windows 19 Citrix Workspace N B2 EEFZREAR S

BUAERT, ERT Windows # Citrix Workspace R BEF S BiER EXRBANAR G, BERAPZFENE
AT, EREAFIEE EREMRER:

1. 63 REG_SZ { HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\AuthManager\RememberUsername,
2. BEHMEERERN “false”,

E /A Remember my password (IZEHMNZRE) ExEHEILEBHER, BERETIERT Windows B Citrix
Workspace M AEFHEFHTEN LI T EMRM:

+ B8#2: HKEY_LOCAL_MACHINE\Software\wow6432node\Citrix\AuthManager
o 8: REG_SZ

« &#: SavePasswordMode

o E: MR

F=3

AR

AMRFIEREAF LIRS ERE, FTRFEEMRERERR, Citrix TERIERIMRFIEREHR
HESBHMBRAEEBF[URR, ERAEMRFEERTEEXR, BHEREREIMRZAHTED.

Ef51E4ETF StoreFront R ABEIEREE, 52815 StoreFront XA EIPE LEIERF Windows 9 Citrix Workspace
NMRREFEFBEMAR S,

1£ Azure AD #3715 200 £21MH

EAMRAES, BTF 200 Z1MEAR Azure AD AR R UEBEEHELZAFPNNAEFNKEH. U1, R—AFLTEEEX
LN REFMKHE.

AR

R &AM Citrix Workspace R B2 SHHERE R GEB A LLThag,

RIS RIS FF

WET, HEETRESHIINEFFTEN L, 1R Windows SiEEERTFEEREERE, WARAKFER Citrix
Workspace [ BiEF#1TE AL,

BiEAT Windows B Citrix Workspace R BiEFh4s 2102 RESMAE, HRENFHTRIES NN ik
HEN L, NRKEBEEREAEMEE Windows SiEEERT, NERSFMHRIEHRER, ERCHARESE. A5,
Citrix Workspace M AREFENERS B EREFEE Windows ZIEERIE T, XHALITETEERFN, ARE
FZE1EiAia Citrix Workspace R Bi2F 2 gifE Windows EiRE RS FohREZR,
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Citrix Workspace M A#ZFEMNEZIERFLZAFRIE, ZERTHATRESHRIEERR, SEFSHRIEEEHT

Ht 5 niR it (IdP)o

AR

BN TFRPEABF-REN—SMIREINRES, ExRIEEERNREBEIER.

TRAMBTHR. BRUKRSHHREERHER -

= i8R BP-HKE

EH HTTP 5K BEEERT, Citrix Workspaceiz  CitrixReceiver
AREFAHNMSEEREESAP-K /23.5.0.63 Windows
., g, GET /Citrix/ /10.0 (22H2 Build
Roaming/Accounts 19045.2965)
GET / AGServices/ SelfService/23.5.0.63
discover HEMLEIER (Release)X1Class

CWACapab'le
=N AEE Y7 Citrix Workspace ZfE#2 Mozilla/5.0 (Windows

£/ Edge WebView F| M x=4%
B IIER AR FA IS

Fr iR = B PR S T B 43 B0IE BT,
RERRENREP-HER HMNEE
K. flgn, HHEE /core/

connect/authorize MM

BEXo

LA ER Edge WebView 3¢
Citrix Workspace N Hi2F LB E
T RRE BRI M XHITHHIIE
B, MEERZSERAFENHAR-HE
£ZE8, g0, 84 GET /nf/
auth/doWebview.do #
GET /logon/LogonPoint
/tmindex.html BRLLIER,

NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, 1like Gecko)
Chrome/113.0.0.0
Safari/537.36 Edg
/113.0.1774.50 CWA
/23.5.0.63 Windows
/10.0 (22H2 Build
19045.2965)

Mozilla/5.0 (Windows
NT 10.0; Win64; x64)
AppleWebKit/537.36 (
KHTML, 1like Gecko)
Chrome/108.0.0.0
Safari/537.36 Edg
/108.0.1462.54
CWAWEBVIEW
/23.2.0.2111 Windows
/10.0 (22H2 Build
19045.2364)
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RISIERY AN FR R I

BEX Web ABEE

A= BERLIEIETIES

April 3,2024
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WebView 3¢ Citrix Workspace [z
g LERE T BRSHIIERIM X
HITE MR, WMEERESHERR
EMAR-REBAEN, fid, 88
GET /nf/auth/
doWebview.do

GET /logon/LogonPoint
/tmindex.html BWMEIER,
AP @ Citrix Workspace A2
FHRmEEX Web N ABER,
EN AR RXARP-RE,

INREEARZ Citrix Workspace HHEELIUHEE, FEOFHRENA

I ERE,

RIEPHRERRATTR UK A XA T =M INE SN TR

RP-E

Mozilla/5.0 (Windows
NT 10.0; WOW64;
Trident/7.0; rv:11.0)
like Gecko,
CWAWEBVIEW/23.5.0.43
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NT 10.0; Win64; x64)
AppleWebKit/537.36 (
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TARNARUNEE AU RSL

o IWREMAR: RTESFAMANER. %8 RRENEMZRIFRIES, X7 LIZ4# Active Directory
(AD). Azure Active Directory (AAD) ZiE&-

« B5R1ERER (IdP): BT @ Citrix Workspace 12513 IEARS LR, ©AFEEESIRR.

« BREBMIIERRS (FAS): BXIFMES, BBAGEA Citrix BE SHRIERSN TIEXBERAESE R,

« Virtual Delivery Agent (VDA): BEXi#4E8, EBA%LE VDA,

« VDABMAE: Rx VDA ZEMATINER. BXIFMEE, BBRSMRZIAIREE,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/install-vdas.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management.html
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« Citrix Workspace/VDA 95 2 &R (SS0): “®” & ‘& BERREEXFHEES Citrix Workspace st
VDA,

+ Citrix Workspace 2R : BEXMERER, BERAETLMLEIETEHEESHRIIFREE S5 F,

AR

T FERELER, EaseRERFRAR Citrix Workspace AR 7 sek B @S 1%,
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BRERT
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HREMAE IdP VDA EBIAEI Workspace BEERBIVDA XY
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Citrix Gateway
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B BRI TR,
AD Citrix Gateway AD = Citrix fEREE SAML
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TFEREHEEN
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https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/saml-authentication/saml-sign-sign-on.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/saml-authentication/saml-sign-sign-on.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-okta.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-okta.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-with-okta.html
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2| VDA,
ENIIDNE TREZWLSH  AD = FAS Citrix
I03ERY 1P - §i% Workspace f&
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Edge
WebView, &
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Workspace,
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REREI VDA,
BXEMER,
ESE Citrix
Workspace i#
TEHRIENE
fth75 %o

« AD %EERSIFIRIE iR, Kerberos 7 BEERIBTT,

« **Citrix Single Sign-on (SSONSVR.exe) REE5F PG LA AR EBESHER. MEBAFER
Windows Hello &%, MIEE FAS,

« MREAT LT REEE T REAFEZERE, NsFNERRIETERRTEEERT.

BINELE FAS, EAEEATIE Windows F&,

StoreFront ZiFHEIE
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IR EIAE IdP VDA EIAE! Workspace BEERFVDA XY
AD StoreFront AD = Citrix HEEFHIIE
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BN AD/E StoreFront AD 2(1) Citrix IWEBES %R
&/Windows Workspace iz JEFfEA Citrix
Hello khf B2 [FAS(2) EBESHNIER
SR TIEXEH
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AD Citrix Gateway AD = Citrix
- BRB MBI Workspace [
2R (3)
AD Citrix Gateway AD = Citrix HEB SRR,
- BARSHIIE Workspace [
2R (4)
pE

1. fEEmRmERSET, SMEILTREHIE SSONCheckEnabled FHHEIEBEHRN False (MIREHEK
ZEREQERAMN)

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\

protocols\integratedwindows\

The key prevents the Citrix Workspace app authentication manager from checking for the

single sign-on component and allows Citrix Workspace app to authenticate to StoreFront.

2. WNREMER Windows Hello &%, MFEE FAS MR EA 8B A SSO,

3. ERAD geisiaE ik, EAEMER Kerberos,

4. BMfE AD TRipmEF i, HEEEEIE1T. KEM Kerberos,

fERZAH Citrix Gateway (Fh 53R EZFHEiEE Citrix Workspace

October 31, 2023
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ABMEIEREE .

Citrix Cloud R4 Citrix Gateway {EA S MR ERFNE R ETEXMITREHITEHIIE.
@idfEA Citrix Gateway S19505E, &aTLL:

o #EUETIA Citrix Gateway XA #TEMIIE, WEHEEB @ Citrix Workspace iFia4sit Virtual
Apps and Desktops SFEHHIER,

+ % Citrix Gateway SHIIE. #ERHMEZINEES Citrix Workspace &&ER.

« FREBSHRIE. TiEF. RE2SH. FHIHRKRE. KESHNRIESIEE, AENEFRAEET Citrix
Workspace iialFr BRI R,

2 #% Citrix Gateway BHIIES U= RRANESHER:
« Citrix Gateway 13.1.4.43 Advanced Edition &Sk
R

+ Cloud Connector - E.VEEHm A RSB KL% Citrix Cloud Connector #4-
« Active Directory, HHRFEE M,
« Citrix Gateway Bk

- BTEFALAKE, BEAMMX EERAERER,

- EEMX LT Citrix Workspace BiT A& #1TH I, M%7y OpenID Connect IRE/&.
Citrix Cloud 5Mxz [@89EE7F& OIDC ¥, ZMCH RIS SEHITHFER, AL, EUMRLEIE
PLITXLESCEHITE S,

- H®RESP - FF Citrix Gateway E£ %I NTP Etjal,

BXRFER, 15217 Citrix Cloud XX#45hf) Prerequisites (&% MH).

7£00% OAuth IdP HBE 2 8l, EEELIGE Citrix Workspace g Citrix Cloud, LUETE IdP ERMXIENFH
IEET, BXINMEBERFAMER, 555 Connect an on-premises Citrix Gateway to Citrix Cloud (st
Citrix M%EE2 Citrix Cloud), SERIgE/G, EEMAIE OAuth IdP SBEFRAEMNZE A% ID. ZAFIEER URL,

MEEEAMZ Internet Explorer. Microsoft Edge. Mozilla Firefox #1 Google Chrome, M&ERERF
Web #9 Workspace B Ei@. NZHRINMNEIEF iGN, 72EREEE,

=

AR

MRAFEE HTMLS TR nsEEERBHERZE R, WASERBERSHIEIES %o

I gsth B Eh StoreFront URL B, 8RR Receiver 12 .

MRgELTHRERS, FRARBEEANRALETR, MERATFP RN, BXEHAEE, BSM:
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+ Microsoft x#4e#y URLAllowlist,
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AP EEI LIS R AEE, ML TROURETATR, UEEER SRR REA StoreFront URL, et S sEEEa]
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This site is trying to open Citrix Workspace Launcher.

https://go.citrite.net wants to open this application.

D Always allow go.citrite.net to open links of this type in the associated app

Open Cancel

LU BiRBA T dN{a¥ Citrix Gateway i&& 5 IdP,

£ Citrix Gateway 613 OAuth IdP 5:E8

82 OAuth |dP SIIERS RIATES:

1. 8l OAuth IdP BBEX %,

2. 70 OAuth IdP %Bg,

3. %% OAuth IdP SREE4RTE FI R IMARSS 25
4. 2RHPEIES,

132 OAuth IdP FEE X 1%

1. ZEA CLI ¢l OAuth IdP BEBXf#, BEEHTRTH TRAUTHS:

add authentication OAuthIdPProfile <name> [-clientID <string>][-
clientSecret ]J[-redirectURL <URL>][-issuer <string>][-audience
<string>] [-skewTime <mins>] [-defaultAuthenticationGroup <
string>]

add authentication OAuthIdPPolicy <name> -rule <expression> [-
action <string> [-undefAction <string>] [-comment <string>][-
logAction <string>]

add authentication ldapAction <name> -serverIP <IP> -ldapBase '"dc=
aaa,dc=local"
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ldapBindDn <administrator@aaa.local> -ldapBindDnPassword <password
> -ldapLoginName sAMAccountName

add authentication policy <name> -rule <expression> -action <
string>

bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <integer> -gotoPriorityExpression NEXT

bind authentication vserver auth_vs -policy <OAuthIdPPolicyName> -
priority <integer> -gotoPriorityExpression END

bind vpn global - certkey <>

<!--NeedCopy—-->

2. ZfEA GUI 81 OAuth IdP BEB XX, EHITIATRIE:

a) BRIEHAH Citrix Gateway B, RESA1E Security (Z£)>AAA -Application Traffic
(AAA —BI2FERE) > Policies (%) > Authentication (5%%iF) > Advanced Policies (5
LEEER) > OAuth IdP,

&

Davhbcerd Configud alipn Reporting Doc wmentetwn Do mnil gy
T Frobasy ﬂ

Sty

b) 72 OAuth IdP TiEm+, #i Profiles (REXf) %W+, AREdH Add (Fi),.
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c) E2E OAuth IdP BZ&>fF.

=

AR

+ M Citrix Cloud > Identity and Access Management (5{3iR31#1i5REE) > Au-
thentication (SHRIE) EM-FHEHIFHIIEE I ID. BPMEER URLE, UETLS
Citrix Cloud #93%EZ,

 7£ Issuer Name (X 7& B #) ~EIPEMRB AKX URL, i, https://
GatewayFQDN.com,

 EFJLUTE Audience (Z1x) FEAEHIHMMEEF i D,

« Send Password (KZ%E): BRALETLREE BRI, RNERT, ETLF2E
FARE,

d) 7£ Create Authentication OAuth IdP Profile (8IZ&43iF OAuth IdP BRBxf+) WEL, i&
BUTSHNE, AEEE Create (81E),

Name (%75 - BHWRIIARBEXHENEN. STAUFE. BEHTIEXFN () Fk. EMREEa
BFER, HFEUREFR (). A8 (). #5 #). =K (). at 7S (@). F5 (=), ES (1) T
KFR. CIEREXHE, B EEREM.

Client ID (Fr/ i ID) - #7IR SP MM—F R, BINARSSREALL ID #EFEFIHRE, KRAKE:
127,

EPimEH - HRAPMENRSSREIINERFFSR. RAKE: 239

Redirect URL (Z%&@ URL) - i imE &3/ <hEH SP LAY S,

MEER - BEiESHLENIRSSBMITN. RAKE: 127, 7= fl: https://GatewayFQDN
.com,

Audience (Z4&) - |dP ZiZRISHERIBTUG A, W ARRIIEL DR,

Skew Time ({RERTE]) - RIS E Citrix ADC TEENSHE EAFHEMREE (U EM),
BN, R skewTime 7 10, MShERNERHEAA (HaIETE - 10) 95 (HF08diE + 10) 2%,
B3R 20 98, BRIME: 5

Default Authentication Group (ZRIA &3 30E4H) - % IdP EZF AT 7£ nFactor R
AMNEEXHN, NERNISFERNBAINRDPNE ETUTEEHRIEREERHRER
(AAA.USER.IS_MEMBER_OF( “xxx” )) ®rfE /A, LU4RIR5 & #7548 %X 8 nFactor #i2. &
AKE: 63

ARFAMENEREXHNRIED, UEEREITHEIEAHEBENERR, FRTIRIAVAS, AR HIIER
THESEZFEREINE, RAKE: 63
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710 OAuth IdP 5B

1. £ “OAuth IdP” miE+, #i Policies (KB8), AiE%E Add (FiN).

2. 7z Create Authentication OAuth IdP Policy (21iZ25303E OAuth IdP 5%B8) TiE L, REBUTEH
K&, AG%E Create (8IE),

Name (&7F) - SHRIERRAEZ .

Action (1£fF) - ZHIBIBRMNEE XHHIET.

Log Action (BE#RME) - iERSIERLRNEFERHEE BERIENER. JEaHMR.
Undefined-Result Action GREXHILERIENE) - REEITELERKRE X (UNDEF) BRI HRITHYIZ1E,
ERIEFER

Expression (FRiAx) - SKESA TR FEEERMBINE ZRIEN. Fld0, true.

Comments (i¥ig) - XTHRENEMITIL,
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Diatkbssgrd C ol it 820 Regadns e u PSR B sty

- Create Authentication OAuth IDP Policy

% sendPassword i&&4 “ON” (BIN&EHR “OFF”) B, AP ERGNEHBL R L@E®EE Citrix
Cloud, @idZei@EfkEAR SREAFEERBIEYA Citrix Virtual Apps and Desktops B/ SSO,

¥ OAuthIDP #8571 LDAP $REXSEE 2RI S I IEARSS 28

Mg, EFEER OAuth IdP S84 E R4t Citrix Gateway EMIEINEHIIEARS 28,

1. B R4 Citrix Gateway E1E(17, AEFME Configuration (i2E) > Security (Z%) > AAA-
Application Traffic (AAA-RBEFE) > Policies (fiZ) > Authentication (514%83F) > Advanced
Policies (54%#) > Actions (i£fF) > LDAP,

2. 7Z LDAP Action (LDAPi%fF) RE L, #if Add (Fm).

3. 7£ “Create Authentication LDAP Server” (8IZ&Z{5I0iE LDAP iR$52%) BE L, RBEUTSHNE, A
58 Create (RIE),

+ Name (&#7) - LDAP BRSE221ERIB T,

ServerName/ServerlP (ARE232%F/ARSS2S IP) - 24t LDAP BR%52589 FQDN = IP,

7 Security Type (Z£##). Port (3%0). Server Type (ARZ£3258!). Time-Out (EH) i%
BIELUNE,

iRE %S Authentication (H{33E).

Base DN (E#t DN) - 744 LDAP # &M &, a0, dc=aaa. dc=local,
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+ Administrator Bind DN (ZI2548% DN): 45% %I LDAP BRSBB(MAF B, Fla1, admin@aaa.
locals

« Administrator Password/Confirm Password (ZI2RZM/HINZE) . BT4EE LDAP 3,

« B Test Connection (i) MiXEHIGE,

+ Server Logon Name Attribute (FRSREFRBEM): %E “sAMAccountName”,

o HttFERABHEFE, AALIREEEHTTRE,

4. &fnzl Configuration (F2E) > Security (%Z%) > AAA - Application Traffic (AAA - NEREFRE)
> Policies (%) > Authentication (5{,383F) >Advanced Policies (Z4%H) > Policy (5588),

5. 7£ Authentication Policies (B )I8F5ER) RE L, & Add GRm).

6. 7f Create Authentication Policy (8125 #HI0IEER) TEL, IRBEUTSHRNE, AGEE Create (£
#),

Name (&%) - LDAP B{3I8iF SR8 Z R,

Action Type (IfE8!) -3%#%¥ “LDAP”,

Action (i) - %% LDAP #21%,

+ Expression (RiAR) - SBEEAFWHRREIERNWRINEERER, FlW, true*™,

BirA2E4ES VPN

BIEH2RAED VPN FE5t4# Citrix Gateway #17 CLI iAIIRR, A Putty (2M) &id SSH BER7AH
Citrix Gateway,
1. BEpan<TERER, fli Putty.
2. A SSH B R4 Citrix Gateways
3. BALUT®Z:
show vpn global

=

AR

MFHEFEMILER.
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4. BY|HAHs Citrix Gateway ERBES, BBAUT®HS:
show ssl certkey

5. EEMENAIER, AERAUTHSLIFER2R48EE VPN:
bind vpn global -certkey cert_key_name
Hrh cert_key_name iEHHIZF,

6. BAUTHLTUREBIEREETE 2R ES VPN:

show vpn global

f£ Citrix Gateway T HIBRE N F M RIE S %

S5eig Citrix Gateway €& H |dP &, BHRITUTSEUE Citrix Gateway FiSHEERE NS HRIES %o

BEEEEENFNRIES AN, BFmEER Kerberos EifFmiEEiB#1TH 5110,
Citrix Gateway BT ZHEINAN Kerberos 495 ZEik (KCD), BE, AXNET KCD 5K, BEXFMER, 5
BREFIRPONE CTX236593,

REENERBEUTSE:

1. Kerberos AREREE
2. BEPIRERE

Kerberos 9% &R E

1. 7£ Active Directory mrtl#E KCD AP
Kerberos EZiEEF RAHTIET, UHWERRIEBFANEH, EFSREF T, REBMHEHD L0 (KDC).

AT ik Kerberos IEEETT, EFHEZER KDCIEREIE, EFmSAELEREAFE. BEMER KDC
BITRRINE, ARABEIRREN AS IERHNFRIE,
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IE

MemberOf | Dialin | Envionment | Sessions | Remote control
Remote Desktop Services Profile |  Personal Vitual Desktop |  COM=+
General | Address | Account | Profile | Telephones | Delegation | Organization |

3] keduser
First name: I Initials: |
Last name: I
Display name: [keduser
Description: |
Office: I
Telephone number:; | Ciher...
E-mail: |
Web page: I Cther...
oK Cancel Loy Helg

2. BIAP SRS EHEM (SPN) KBk,
EFiREAMXA SPN #1755 18I,

o RS EMHER (SPN): BRSEAREF (SPN) BARS LM —ITIRAT. Kerberos SAIRIEMER SPN %
ARSS LIS RS ERIKF KB ILINEEAR TR P IR AIEFIERIKF BIARSS B HIIE, BMERFImLEK
IaE=piii]lins

SetSPN 2AF7E Windows i&#& L& SPN M AR, £/ SetSPN, RIEE. HEFMMIER SPN S,

a) £ Active Directory fRZ289, ITHSG LR,
b) EHLRTEOR, WAUTHL:

setspn -A http/<LB fqdn> <domain\Kerberos user>
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ANAN .
< .

c) Efsik Kerberos BFH SPN, EE1THL T
setspn -1 <Kerberos user>

TsetspnatE, SHM “FBIK &R+,

-
d) i%#% Trust this user for delegation to specified services only (V&b RERATEER
%) %I Use any authentication protocol (EREMBMHIIEMY) £, A0 Web IR 255

% HTTP BRS3.

IFS

MemberOf | Diglin | Enviorment | Sessions | Remote control
Remote Deskdop Services Profie |  Personal Virtual Desktop | COM
General | Address | Accourt | Profile | Telephones Delegation | Organization
Delegation is a securty-sensitive operation, which allows services to adl on
behalf of another user.
" Do not trust this user for delegation
™ Trust this user for delegation to any service (Kerberos only)
% Trust this user for delegation to specified senices only

™ Use Kerberos onky

{* Use any authertication protocol

Senvices to which this socount can present delegated credentials:

Service Type | User or Computer | Post Service N
hilp WEBSERVER

i F L|
™ Bxpanded Add... I A emave I

I oK I Cancel Aok Hedn I

3. AEFmHEIZE DNS 2R UEHMXA SPN:
£ Active Directory ## 0 TXT DNS 2%,

Pa =

BIHTLL _Kerberos 7k, #iEnMEEZ. FQDN % E TR Kerberos, .
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kerberos Properties

Test (TXT)  Security

Record name juses parert doman § left blank

Fuly qualfed doman name (FGON
R - -3

Text

[[] Dedstie this record when L becomes stale

Record trme stamp

Tmetobve (TTLy [0 1 0 0 [DDDDD HH MM 55

e

HAMSIMNEHNE P iEER _kerberos.fqdn iEREE, flg0, MRFFWEMAT citrite.net, BIERSFKA
LURBRESAIH *.citrite.net B9 Web 4= MZEIE, BZ, MRMXEH% gateway.citrix.com —## i FHMEpiE,
EPIRIRIER S TIAIREY Kerberos i,

Fit, #melE— DNS TXT i8R, ZiZREHEBEFimEK _kerberos.gateway.com #3kEX Kerberos
EELH#HITR AR IR,
4. ¥ Kerberos EBE N BB IIEE &K,
a) 7 NetScaler AP oIE— KCD kP, EXE, HITBERFIIHITIZIE, BETLUSIE keytab St
=W
MBEFERASAE (REIRAS ) , MAFERS SPNIZEAN HTTP/PublicFQDN.
com@InternalDomain.ext,

o i - Kerberos $igl, BERENRIHE G,

+ User Realm (AP - XRAFHRERESR,

« Enterprise Realm (Ml47ilF) - A% KDC ZEERWAAEMIEZABAEL KDC B+
7 B ER LA,

+ Delegated User (ZkAF) - XREERIEMNS EH1E AD HelH KCD 89 NetScaler A ik
Fo HIREEIER.
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= Configure KCD Account

READINESS.LAB

b) MRSIEEREXHERNRERK KCD kP, BIEREHEDSHWIE. R EZEMNIRS 2.
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MName

|rr|].rss¢:|

inherited from Global Session Parameters,

Detault Authonzation Acoon™

ALLOW -
cingle Sign-on to web Applications™

QM "
Credential Index*

PRIMARY ol

single Sign-om Doman

readiness
HTTPONly Cookie™
YES L

Enable Persistent Cookie*

OFF v

Persistent Cookie Validity

KCD Account

[ +][z

| kcduser

Home Page
I

Unchecked Owverride Global chieck biox indicates that the value

= Configure Session Profile

25

override Global

L

1)

(EERIERE

C) BEMNRIERBBPBEINSHIIE. BINMEIRENRS 2, XLEREERTME P IHRINELHN S HIIE.
BNMEZG A, FELFEER KCD. B2, i siRE UPN XHAFR SMEESR.

=W

BJLAREA IP #otitsg EPA 1R X £ EMANEBIREFRMNIERIRE, HEMR Kerberos SEM

LDAP fFA B3 IIERIEZR.
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EREEF T

ERATRBLEFH VDA, BEHRITUTHE,
EEMH:

o BMNEBIITEMN,

« BAT SSO i Citrix Workspace 2112.1 s{E =k

s EEREEEZEETTEMHE URL

« WIERBZEF M AD 89 Kerberos, EFIHIRIERFLIERES AD 7 #EFREX Kerberos Ziif,

TERENSSEPESEEN—E URL:

« M URL 5 FQDN
« AD FQDN
« REETFNHBRNEH SSO B Workspace URL,

1. MREMEAEBZ Internet Explorer. Microsoft Edge 3t Google Chrome, EHRITLATIZIE:
a) BahYies.
b) E&EF % LITF A A SRER RIS,

Show Contents >

Enter the one assgnments hem

oK
Value Hame Value GPO Name —
hitps /201 6dc-ca-owa-w akscoud com 1 Local Group Poboy
| ] 1 Lecal Group Pobey
.
hitps //pubbcnsaks doud com 1 Local Group Pobcy

a) #EHENEE > Windows £ > Internet Explorer > Internet i=5|ER > £ THEo
b) #T7 “Site to zone Assignment” (W=EIXIFHE) FIR, REHRMFILHFE URL, EH— (1),
c) (EI%) =17 Gpupdate LR AR,

2. MREEAME Mozilla Firefox 54588, EHITIUTIRM?E:

a) NI,
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b) #E#EZEHEN about:config,

C) EZRIRHARL,

d) EERFEP, B negotiate,

e) MIEFRIEIETIRS, 18T network.negotiate-auth.trusted-uris 2 %8 & Hig(E,

Farferds Sty etk (Fobed i i ] e

T %+ % % N1
3

XERTTH T B P IR E,
3. fE/ Citrix Workspace [z A2 3t %885 R 5 Workspace,

XASRTEMANT SRR & Ea NP A&,

Kerberos #[EHbR
FE:

BRI EE R A BEIETTIIIE S By

EiSIRTAE Windows PowerShell /1, 217 Tan< LUSIE SPN B8 Kerberos ZiFi8iiE:

KLIST get host/FQDN of AD

&3 Azure Active Directory E A 5112 FIHEESI Citrix Workspace

October 31,2023

AILAfER Azure Active Directory (AAD) fER B3 1RE2F3sc 2] Citrix Workspace B8 & & (SSO), H\
SEMANENRS/VM, SEARS/VM F5EM T Azure AD 9= /VM,
ERLERE, SERILUER Windows Hello i@+t 7 AAD miiss=xT Citrix Workspace #1782 R E R,

« ATLUfERA Windows Hello @& Citrix Workspace R BEF#1T B AT,

« £/ Citrix Workspace M AEF#1TETF FIDO2 HEHIIE,

« {&B) AAD MINAT Microsoft AAD B9it&#l (AAD fER IdP) #&#Finin e mERE Citrix Workspace [z
BiERF.

BN I AEFSENE R SR, EoLURINTRTEE FAS i & Citrix Workspace FZRER.
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} =r

AR

REEMER Windows Hello B, F8Estii&g & RE Citrix Workspace &if, B2, EihAELGHIEINN
BREFMNKEN, RARRREHMANBFAZNERE, BRAURREM, &I FAS #1 SSO SE 2 AR A
*if%%ﬂ%ﬁo

MR

1. % Azure Active Directory ##%%| Citrix Cloud. BXi#45 %, &5 Citrix Cloud i a9iF Azure
Active Directory #E#%l Citrix Cloud,

2. [BA Azure AD B RIELUARI TEX, BXiFMER, B2 Citrix Cloud x#%# 89 Enable Azure AD
authentication for workspaces (AT1EXEMA Azure AD SHLIE) .

BT Citrix Workspace M S&E R, ERITUTRE:

1. f#H includeSSON E2 & Citrix Workspace R 2%
2. 1£ Citrix Cloud &/ prompt=login E%.
3. f#H Azure Active Directory Connect E2& Azure Active Directory Hi&,

E2E Citrix Workspace B2z SSO

MR
« Citrix Workspace hias 2109 Sk &E Sk,
AR
WNREFER FAS 3#17 SSO, MARFEE Citrix Workspace FE&.
1. MEER includeSSON EEfH<1TRE Citrix Workspace R :
CitrixWorkspaceApp.exe /includeSSON

2. MWindows EFimEHEHERIUEEN SSON RRS2E.

3. BHITENES > SEER > Citrix £ > Citrix Workspace > fiF 5431 Citrix Workspace GPO
B AFAR P 2 FERD,

A
il

XLERBE AT U@ Active Directory #iX I & Fimig#E. XHM Web 85283418 Citrix Workspace Bt
BERTHFE,

4. BFRIEFSEERAIZILE.
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_ B - .
¥ tec | 5] Lol e mama wed pasmcand E e
() Higt o ot
7 ) Eratied
[ — :
Lol waer masmer wnd pusswrord Sertey . St | o |
b ey 1 Westaron msambaton
B Local o pama g patimiond | Bien e
A5 Citrm Werkipaon fupporind 5 e g e Sty Gated
st caed Bt B
& E-pin e B phan st policy S0 otruct the chent bo uee T L logon -
foprpte EHMWW‘— v o - eredentish [pais throagh st stee for thy Cirm Terda.
Ui . oty s o Py fos 5 48 P themgh s o for 4l KA b T e gt
g - ConRRAL
Hb_q:-m s g “$iberm ey iy 3 et T ek g Bor precmte froe
e . ] e Vgl Chrimonty St vttt i Tk ELTR L R (S T b 54 T T
Bnipp anar o th chink ramcte erves by g b Erabi paus-throsgh
omgt, bttt chack o
Tha clmi: smgoian cesiien HeiTcbon [prclyng whan poun
::h,.:.qm...." hrtugh pamtitton tan ot s Setely, tor (i alloct ot
st b ol i b T e o i ] Chatid e Ty i

N 0 BT 5 T
rerrecks v by g
L]

V" chech bos.

==

& GPO R TFANSis R

» https://aadg.windows.net.nsatc.net

» https://autologon.microsoftazuread-sso.com

o https://xxxtenantxxx.cloud.com: Workspace URL

o st sty v, saleck b "Allow puss-Tesagh
bttt foe o8 08 pxmwnchion” chotk b B bypieit B
R S e Y

Whetrs i o Mol Dirmchory Server arvircrerand, debocting
okt gl Dbty Tted  ribintali’ iMH—mN
that chant e tha uner's HORL credantsin.

A Fde Achon Viee  Faeoetes  Window  Help -
. ".Im :_‘fﬁﬂ 2e 1o Tone drzignment Lint Properties rd
1] sdministratosd on SWCLO00T - RS0l Swmng | Eplan Precedence |
w & Computer Canfiguration |
3 ) Sebtwae Settings Shorws Contents =
3 0 Windowd Semtings
- B M e Ternp [Enber thee pores assigraments hase. I_ID"
» [ Citrin Cosmponents Wahue Mame W g Cacal
= Syaem T W
w | Windows Cempensnts e muskegan micracR aturnad 480 Lom 1 L
» ) Bgenetrice Ihfiza A owa e Choud Com i 4
w ] interet Explones Al
w | Inbernet Controd Py
a Resrree:
| Secunty Puge
» [ Windews Defender An
2] Estra Registry Settings
v-ﬂ.l.lwbn-nlwlh-m
» ] Selftwae Settings |
» [ Windows Segtings Fl 3
Suppoted on: A least Interrst Explorer B Qin Windows P with Sard
oK Crcel | |l .
E————
o e s e m el
* :|\.,t-1urm,{mf
AR

% Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle &
# AllowSSOForEdgeWebview ;:it&i& &R false BF, AAD MBS E R

Fﬁ#klu\o
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7z Citrix Cloud #% /A prompt=login

BIANE R T Citrix Workspace BB 7T prompt=login, BMERPERRIFERRESHEIRSEMA Azure
AD, =EHH#HITE RN,

ATUEER Citrix =tkP A prompt=1login. &fiZlWorkspace Configuration\Customize
\Preferences-Federated Identity Provider Sessions #Z2EizF*x.

BXFMER, BBRMIRFPOXE CTX253779,

& Home > '-‘.":-'<s|:a:-:Confia.'ationo

Workspace Configuration

Access Authenticate Customize Service Integrations Sites Service Continuity App Configuration

Appearance Feature@

Workspace Sessions

Federated Identity Provider Sessions

50

When Workspace is configured to use a federated identity provider, the authentication session and its lifetime are controlled by the identity
provider. When enabled, Workspace forces a login prompt with the identity provider when a new Workspace session is needed. When disabled, a
subscriber will not be prompted to authenticate with the identity provider if accessing Workspace with a valid session, achieving single sign-on.

R

ZEMA AAD SHEMNES AAD #9ig& £, w032 AAD B Workspace # IdP, Citrix Workspace 7 72
FAKRTMNEZR, AP UERIIEKF HERIKF BoIER,

EAVRAFEREMKAER, BEUTEMRIZE R false,

# Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle
g Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle FRIEHFM—1 & A

AllowSSOForEdgeWebview BEMEF 75 REG_SZ, HIGHEIRE N False, 3&, WRAFM Citrix
Workspace R, WAPATMUE FAERNEREMKFAER,

&5 Azure Active Directory Connect &2 Z Azure Active Directory 5i&

o MBERBERLE Azure Active Directory Connect, 357 User sign-in (BP&ER) TmE L% Pass-
through Authentication (BEESHRIE) FAERAE. BEXFMREE, HSH Microsoft X4 H
Azure Active Directory Pass-through Authentication: Quickstart (Azure Active Directory Hi@ &1
IOIE: PENID
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+ R Microsoft Azure Active Directory Connect #Z7£:

1. %% Change user sign-in (BXAFER) A5, RAE2E Next (F—5).
2. &#% Pass-through Authentication (B@&/)WKIE) FRERAE.

AR

MREFIHRIGEEMAN Azure AD SLEMNES Azure AD, MBI BT HF T, WNRISEEMAN AD, NES
kerberos SpIIE#TIREIE S DRI,

£/ Okta fE A B iR tiEF1RE @S Citrix Workspace

September 25,2023

AILUER Okta 1R SR IIER (IdP) S23Lxd Citrix Workspace B9 5 & R,

DA =E SN
« Citrix Cloud
- Cloud Connector
AR
MREFRHE Citrix Cloud, BEXRRUBHILEEESE. BNELEEFHRRPHER N EER. B

FENfar%eEE Citrix Cloud Connector 89128, 5% Cloud Connector &,

- Citrix Workspace
-BXEEHRIERS (FIE). BXEFMAER, BSMAEA Citrix BESHRIERSNITEKBERERER,

« Citrix DaaS (WLwi#FA Citrix Virtual Apps and Desktops ARS3)
« i AD %89 VDA SiE A AD By#¥IEig&
+ Okta fAF

- Okta IWA 12 (%58 Windows S17383iF)
- Okta 3iE (FIAMRZFAREE T Okta 3iE) (FIik)

+ Active Directory
1. ZE Okta AD REE:

a) 1€ Okta B 1+, #i Directory (%) > Directory Integrations (ER%£/).
b) ## Add Directory (Fi1E®) > Add Active Directory (710 Active Directory),

C) BRBEEAEAREWMREERNIEREEREER,
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d) #i: Set Up Active Directory (i&E Active Directory) %4, #Aj5% & Download Agent (T
RIE),

e) ¥R Install the Okta Active Directory agent (%% Okta Active Directory {I2) i2{ERI%ERIG
Okta AD 2% %35 Windows BRZ523 L.

AR
ERERBZH, BEHFHE Active Directory integration prerequisites (Active Directory
ERNESRE) PRINBER

2. BEER Windows B8383E (IWA):

a) 7£ Okta BERIJP L, #if Security (&%), A5# T Delegated Authentication (ZR5#H%
iE)o

b) MRS TTE LK On-prem Desktop SSO (At SSO) 4%, SRS % E Download
Agent (T&HMKIE),

c) 7 IWA i&E Routing Rules (BREm#M) . HEXFMEL, iESiH Configure Identity Provider
routing rules (RCESHRMZFEEBEMAM) .

3. &b Okta BFI1F,

=

=W

o R& Okta IWNA KBRS HERARN, FIUMBMA Windows HHE&EER. EBESBT
R, #FREERR IWA ZBRITEHEZERFEE.

myWorkspace
sigring in with Windows Autheantication

o BRIAEARIMEMEIEINIFAES, 525 Install and configure the Okta IWA Web agent for
Desktop single sign-on (ZEMEERFRESERERM Okta IWA Web K1),

4, @& Citrix Cloud (https://citrix.cloud.com) #BEA Okta tkh IdP, BXEE, ESHA
Citrix Tech Zone #4589 Tech Insight: Authentication - Okta (BARTAZR: S#HIIE - Okta).

=W

ATLUM Citrix Workspace MABIEFINHEE R, WMEYAIRIE Tech Zone SXiiREE @A,

5. BEXMWENNARFNISENERER, EOLUEE FAS REE Citrix Workspace RZAER,
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} =

=W

MRKIE FAS, RGSRRERWMAN AD AFBMENE, §XFAEER, B5RMER Citrix RE S BRI
RENTIEXERAERE R,
WMEKEM FAS, 58 E Citrix Workspace MABEF X5 SSO,

HDX

November 16, 2023
EEAENABUTHRE:

. EFHER

o {£1£B9 Microsoft Teams
o HDX 14

s NBBRNBEER

s WANBEEH

. ICAigES=

B M ER

February 14,2024

% BRERHF

REALE/N\NERBSERTF Windows # Citrix Workspace MBEF LS ER.
ZETREETNS M ETEEBABREBMLTNIYE, E2iEiE, ERErUAEFRNS MRS,
RETUIRBUTHEMHARE SN B2 RES#HT:

o 2N, RIEPETRSINERSE, NARFUREARN—FEREXEZREF,

Citrix Virtual Apps and Desktops #1 Citrix DaaS: EEFa—E845 78 2R 28 & T Desktop
Viewer 0, EBEXLEERBOEIRTIEEEONKN, REEERAK.

« BOEN, [FEPETENETRER, LAEFFRETIZNETREP.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/graphics-and-display
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/hdx-transport
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Citrix Virtual Apps and Desktops #1 Citrix DaaS: 4FE—28 (UF#HA “SEA") PNEEREMGERED
i, BORERGRE, ZERESEERNERSRETR. NRERSBRELHT, N—88& L USRS MENEE.
MRENZARFNEEREEREE LNEETRSE, ZERSERARETPNERRE. T, SIFPESRIHE
TR ANEE TS,

ERAZEREXS, BRENTEI

« APRBEENZRHZ TR,
o BIERARILUENEISA BN, £ Windows FFA L, ERIERERET AN, FHIIEE > RAHEEE
BER

U_T, %Eﬁﬁi}\ﬁﬁ\i %zEJ.LTo
« WNRERBZE:

- Citrix Virtual Desktops: £/ Citrix itBHHRIKLE “ERAERS" REBEFAEFRS.
- Citrix Virtual Apps: RIEZREH Citrix Virtual Apps RS 25k :

* fEA Citrix HENRIGILE “BRAERE" RESEFRERS.
* 1£ Citrix Virtual Apps BR300 Citrix EEBIEHIAH, &R, RAREESERTIER:

- BHIRSBREM > BHFIEEM > IRS2ZEIAE > HDX Broadcast > Z7R5;
- BRSERE N > BRFERM > IREH[HMKIAME>ICA> B7R)

* RERTEIMNRIENERHNEARF.

OBERBEETEBA (UKBREMW), URHEBNEFNGF. MRRENEFBKR, EGEEXNINERTNAER
ZRBIFE—EBD B RER.

EX s mes LA Citrix Virtual Desktops:

1. %#% Desktop Viewer F & & T#Eiko

3. EANERBziElESh Citrix Virtual Desktops B&E. HRESNETSTAYET—HRE
4, £ Citrix Virtual Desktop TE#Zf, ®EFELR,
BRENEET BRI IE085.

B %A Citrix Virtual Apps and Desktops #1 Citrix DaaS it B IENEFAEER, BLRMIAPLNE
CTX115637,

P RES

£/ Citrix Workspace B fB#EF (W& HDX Engine 14.4) B, REEZFIHAIA, BIAIER GPU #17 H.264 fi2
B3, AT GPU fgi3#9 APl EX DirectX 3SaNIE,

Z(§ A Citrix Workspace [ Bi2FASRKI K SIEERE BEHMED, BERITUTERE:

1. @dia{T gpedit.msc 77 Citrix Workspace 5z B2 A R8T R BIEIER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 228


http://support.citrix.com/article/ctx115637
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2. EHBENEET ST, HESERIR > Citrix Workspace > AP £,
3. EREREA IR,
4. EREERA, ARRENAMRE.

A Hardware Acceleration for graphics - »
EI Hardware Acceleration for graphics brevious Setting e
() Not Configured Comment:
(®) Enabled
(O Disabled
Supported ot | Ay Citrix Workspace supported platforms
Options: Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for remote graphics, When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs, When enabled, Citrix Workspace will attempt to use the
client GPU to accelerate the remote graphics, On client devices
that do not support this feature it is disabled silently.

EWERENENN ICA ZTERE T REUNEEEA TEANE, FREUT MR

M F= B 1 HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\
GfxRender.

Graphics_GfxRender_Decoder #1 Graphics_GfxRender_Renderer 89{E A 2, MEEHN 1, N
RRIEEFERET CPU BIf#R,

FEFREFRRIDTHAERY, EER AT RS

o MREFIREETAD GPU, #FEEP—ITERFEFE - GPU LA TFENKRE, WKER CPU f#3,
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« E#E2I Windows Server 2008 R2 tizf789 Citrix Virtual Apps RS 2838Y, BEAEERAF M Windows i&&
LEMREAENG. MREALIEE, NEHRERY BRI TFa B IUAKRFE R R,

EMETHE

IR AV ERE X N AR ERENEMENERF[. EAUETERE LR —aFRRETSFINRS/\GERSE.
BJLATE Desktop Viewer FH 2/ REFFETNFHREEINE R, EEINERSER, ERIULHIKEEZREELIU
BESDWBAZSMEMETS. RIEFFARETRSOMRNIEEB D LRI BRR.

f&eI LU B F DPI 48748t DPI R BB 2818 E DPl, RAENETRARE, BRBEKX/ NREMEES
o
IEENERT2RE. RERBRERIE, FEFEMERNEAHHNAER. KEEERTSEFHHITHMERE

SR,

Bi&RT Windows 89 Citrix Workspace AR 2106 2, £R. Z2ETRBRESEUIBEMETTR. BiLE
AT, ENERTRLTFERARS. E2ERRTaF, NREHNERFINEHFTEL/\MEINETRSE, SRNEHE
THEBEBEMERIEE TS, NREBILRE, BNETHEEREBE, FTHAIERNRIEE RS

AILUBE IS E U T AR A S EnasiLsaInge:
« HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer

£ SplitAllMonitors
%8 DWORD

&:
1-BEH

0-E2%H

DPI 4&i%

Citrix Workspace #2246 DPI BMIThEE, 51 Windows B i EH 2RO X DPI ZEMELGIgE S &
N BEF NS EIEH#TTILE,

DPI EHLLHIEERFARYT. @0MWXERE, UEBTFEMEENRITETNAERF. XA, BEMNEMER T
%o

BRINERT, KR TRARS, ERMEAGINBEFLE, B2, NELE, EERANATUERAKENR (GPO)
EEER (BitENEKE) K& DPI &K,

EH GPO BIEERECE DPI 4810, BHITLAUTZER:
EEA GPO BERIRACE DPI 41, BHITU TR

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,
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2. BEIHENEET ST, BEEEER > Citrix £ > Citrix Workspace > DPI,

3. &S DPI &KL,

& High DPI

=] High DPI

(® Enabled

() Disabled

Opticns:

() Not Configured Comment:

Supported on:

All Citrix Workspace supported platforms

Help:

Scale the session for high resolution?

Mo, use the native resolution

Mo, use the native resolution

L

Use this policy to manage session scaling.

Enabling the policy makes the Citrix Workspace DPl aware along
with the flexibility for the session to change according to the DPI
applied in the multi monitor session.

Enabling the policy provides two options
1. Yes - Scale the session
2. Mo - Use the native resolution

The policy is disabled by default. Disabling the policy lets the
operating system scale the resolution.

e | ey

4. ERLTFERZ—!

a) Z-IBTERIEFNAS DPl,
b) &, ERANSHE - RRHBERARBIYE,

5. BHNAMHE,

6. Em<$ITH, BT gpupdate /force < UNARMAEN.

EFERETAFREACE DPI &8, BHRITUTIE:

1.
2. %
3. EEUT®EZ—:

ABEENXEAE Citrix Workspace B2 EliF.
BafkEsmAtess DPIIgE,

a) 2 - BT ERIEFRNAS DPL,
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b) &, FEAANSYE - 575 Citrix Workspace R RTERF#N VDA £#Y DPI Hi# TR .
C) AYRIERFEMOYE - UANERT, SR FEFRS. X, B Windows %12 DPI 48/, Lti%
ARHKE &= DPI” RESI§BH 2R

4. BHRE
5. E#Esn Citrix Workspace [ 2R SiE BRI S 2E Ko

AR
HirEEm:

« DPI EZFHZE Citrix Virtual Apps and Desktops hg7s 1912 LTSR s E =R,

 ERZHBERT, BIERS, EAANSYE (DPITER) &E,

o RINEBEAFRERSKEROMELEZR Citrix Workspace M FEF LA DPI &&l. & Windows &
i DP1 B LL1IE B 9 100% LUSMYERIER, WEXMAIELSHEREM, KEXFZHAERHE
DPI Z8RittfIr % & BRE8o

« BEMRSH Citrix Workspace i A#2F A L EM=IEE O LUTAEE Windows & i EE2 &R DPI
L. XZ2IBARINEE, BIVREZRFIHEER DPI 485 = 100% U LB E#ERIIHAR XenApp
XenDesktop IIREIEA, LIRA ATEERSREREM.

BXxy DPI i st T EHRES, BE2HMIRPLXE CTX230017,

B Eh RS AR 23

B 2311.1 krAiE2, EAF Windows B9 Citrix Workspace RIS B ahia N B 6 A 0 R EMNINR RS 25,
ERFIEAT Windows # Citrix Workspace A2 Fid 2, iT(bim i Iee. RIBLES, EATF
Windows # Citrix Workspace AR 2 ERIEBETIERS VDA —RERNREREIDSE. MINRRERDSI9T
fhIREIN TR

1. AVl
2. H.265
3. H.264

fERMSYR RIS AT ER RIS IRE N T &z —6Y, IhRerTA:

o {RIFAIEF
¢ HWNBIRR
o SN EBHERAIXE

BXERISRARIE SR HTERERIBIFAES, BSRERIIRRIE IR HTES,

B R ERA T XLREIEIIA YUV 4:2:0 TR, YUV 4:2:0 FARRLIVHER, BETHRE, NREARRSREL
BiISATIRMBERRETH, FEAFIRTHRREENCEH, WSBRMEEDSNEERE, S8 ER YUV
4:4:4 H.264 5 H.265,
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BXRXLREMWIFMER, BERAUTARAE:
o NERE
o RN TIAESE
AR

YUV 4:2:.0 B—HEBEFRE, E—MHEEERAR, JFESHEEEE.

EEEZIRE, Citrix Workspace R REF SRS 265 H.265 1 AV1 HiSXEThEeREFEEEMRPIED. =
&, Citrix Workspace N Bi2F s BohisR EFERANREMMARELSE, H5 VDA hELtt4miRE2s. R VDA ME
FuRERa] LUGERA H.265 #1 AV1, MIRSESE AV] (ERSN4R RS, 1R AV1 72 VDA SiE Fin EEARATA, MEiERE
H.265. NRMEEEBLEER H.265, KiEFER H.264 (AR ES.

FINER T BRALLINEE,
DRI RIDSH BEhikRINEE, 15X T A ~i&E DisableDecoderCaps:
1. £ BT &L ER regedi t I EMERRESS.

2. £/ % HKEY_LOCAL_MACHINE\Software\WOW6432Node\Policies\Citrix\ICA
Client\Graphics Engine,

gAE,

§ M E HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\
Graphics Engine

3. fE—7%& 5 DisableDecoderCaps ¥ DWORD W #izMAEIREN 1o

a7 HKEY_LOCAL_MACHINE 5% HKEY_CURRENT_USER =% DisableDecoderCaps Hf&Ei&&H 1, MR
fERINmARID R B EhikiRIN6E,

H.265 14w

Citrix Workspace R 272 #5E A H.265 MR eR # 1T 2 B A ARBE 4 iniE. &n7E VDA #1 Citrix
Workspace B2 HRisHER H.265 SMmRIDEE, RS A GPU Rz#5ER DXVA #0417 H.265 ##
B3, “EfZEY H265 f#RS” RESIRBERWZEE, SIERELRE H.264 1S54RI 23,

WEFM

1. VDA 7.16 RXESRA,
2. 7£ VDA LB R 3D B TIEE MRS,
3. 7£ VDA LRSS ARES 23 BURE 1 4RET SRR,

X H.265 FRiEE P GPU:

« NVIDIA Pascal —{ GPU s E#ikzs
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* Intel % 6 £ GPU XEBRA
« AMD —fX GCN3 s E=hi A

AE:
IhEEEE % VDA B3R, fin:

« NVIDIA Maxwell — GPU s EShk2s
o Intel £ 6 X GPU s{E Sz
« AMD Raven —ft GPU S{E =R

8 Citrix Workspace R %2R 2311.132, kEE BehitiFMSNRARIDEEIIAEMSIN, IR BmEA.
B ERAE P EMERT EnableH265 2 (1= H.265 fZR3 A LIE L1 T A,

fEREMKRIESSECE H.265 MSN4RED:

£ 32 (HRF R L RIMNEHBINSE B H.265 M504R -

1. & BT <P ER regedi t T EMREER.

2.8 fi ® HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\
Graphics Engine,

3. 8lE—%& % EnableH265 9 DWORD TH§iZIMMEILEN Lo

£ 64 (HRFRZ ERMNZBINEE B H.265 M54 :

1. 7 “B17 S ER regedit T EMREER.

2. 813 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA
Client\Graphics Engine,

3. tlE—1%% EnableH265 # DWORD Mz EIZER 1.

4. ENBRMRIEUFEEREN.

EnableH265 MFESZABEEN, & EnableH265 1¢&7 0 522/ H.265 f#k3, Eitt, BNfE7E VDA LEEE T
H.265 #i54fRSes, ERIEHASER.

¥ EnableH265 i &4 1 1Y, EHTF Windows B Citrix Workspace M A FE X E A H.265 f#i8, X
H.265 g5k, BFImMARSSB[BFHELRE H.264 43,

ta] UER Citrix AXRBEITR (GPO) BE#EMRE Citrix Workspace M BEZFEE REMR H.265 1150468, MME
FA H.265 BfER:

@diz{T gpedit.msc 77 Citrix Workspace [z Ff2F A RIS R EERIER,
£ UBENEE HRT, REBERIR >> AP FK,

ERERA H265 fRFDERER,

EEERR.

BHENA, ARBERE,

BB RIEUEERES,

S o
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« WK% Citrix Workspace AEFARBWKEERIRTEAT “BREHFINER KK, “BEfH H265
fRRD” REIRERWA. G, ZIhEERTANA, HEBIREER H.264 MS4mFEILEE.
o« EfZIRZSIEREM Citrix HDX 27723 7] B T IES 4R ARRD 28 RO EE A 15050

AVl

Citrix Workspace [ 2 215 A AV1 SRS ARID 831 TIn 2 B AN AR RE 4 N3k, VDA #1 Citrix Workspace
MRS AZIFHER AVL IR RISES.

AV1 B4 &EFAINT:

VDA 2308 st E=hRr7s,

« EATF Windows 89 Citrix Workspace M AB#EF 2305 s ES iR
(RIERAIAE) 72 VDA LB ERMIFHED SRR IR0 5,

EATF Windows 9 Citrix Workspace R B1EF3T AV1 S TR IREFER:

- NVIDIA Ampere S ES R4S
- Intel £ 11 X/Arc HESHRAE
- AMD Radeon RX 6000/Radeon Pro W6000 %% (RDNA2) s E S ks

AE:
AV1 5¥% VDA &3k, a0

« NVIDIA Lovelace — GPU s{E Sk (540 L4/L40)
¢ Intel Arc —X GPU s{E S Hr7x

8 Citrix Workspace R A2 2311.1 &2, FEE BeNEEFMIRAREIDIRINERNSIN, IR EREA.
B FERAZ P EMERT EnableAV1 230154 AV1 RS0 LIFE R IITH.
fEREMRMRIESRE AV1 TSIYRES

£ 32 (HRFRF ERMANZRIRME RS AV] TST4RED .
1. £ “B17 S<HPER regedi t T EMREERS.
2.% f 3 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client)\
Graphics Engine,
3. 8lE—1% 7 EnableAV1 19 DWORD Wi iZMMEIRE R Lo
4. ENBRMSIEUEEREN.

£ 64 RFR G ERMNZHIMKZRZAE AV 154D

1. £ “B17 H<PER regedit T EMKRFIERS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 235



iEATF Windows # Citrix Workspace R RiEF

2. §fn%s HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA
Client\Graphics Engine,

3. 8lE—1% 7% EnableAV1 19 DWORD Wi iZHMEIRE R Lo

4. ENBRMSIEUEEREN.

EnableAV1 WEESZABIEN,. & EnableAV1 i$EH 0 22/ AVL ##8, Eitt, 21EFER AV] MSAREE
)

3% EnableAV1ig&h 1 6%, iEFBTF Windows B9 Citrix Workspace MBREFRH =18 AVL 253, N8 AVL 2
BRK, BFmMRSSEELREI H.264 43,

AR

9nR7E Citrix Workspace ZARRFARKNRERERFREAT “EREEMR" K8, “ERH AVL f#E7 58
BRIRERWBER. S, ZWEERTANA, FEEIRIEA H.264 547G 23,

ERZIRSIE 2 Citrix HDX £/ 23 rl A F IS4 iRt 28 e 1B,

489 Microsoft Teams

February 14, 2024

AINT W ELZS MR Microsoft Teams FERESHNZIF

ZHl, BRMEBIREDEE, aREBREMERBEMNERS, Fi, EERBEFZIMAN Microsoft Teams &iATHE
MNES, B—HERAESIREHEHRESH Microsoft Teams, LthRIFSHEL P ERRE,

B 2307 k72, Citrix Workspace MBREFZIFRBESERMES. WXHTEA T HBRF I8k
WA
FEH B RHRAH Microsoft Teams,

MET MH Microsoft Teams A IGHEIE AL

8 Citrix Workspace R F#2F 2305 fasi2, BIAMERT, SHAKE Microsoft Teams MRV E &S ABKIE L.
BTYXMEE, B REIELMNDUEUERNFBETFUEREREREERR, JUNEBERRERNISISNBIERN
REMFL,

B XA, STAPEATLURMIERARRE (5190 720p. 360p F) HS MR, RERRTSHER,
BERREN. MEFRHE. BRERBEZIERHEBLENRARED YR, NMAFRE AP RURENITERI,
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5/ HDX #1789 Microsoft Teams i L BIE SIEHFIER
i&AF Windows 8 Citrix Workspace R 2R IITE S #E A HDX #4178 Microsoft Teams b R E SAEHAFD
MRo
TS SREERAEEXBGERE R, FEIEINEEEITRE (BAMNES) REREIITH. &IEER
BT P2P HBiEs1N,
BERATF Windows &9 Citrix Workspace A2 2311.1 &2, &R SIS RIER LU TEmR :

o R CEERRM

pricic (=

AR

WEIHREMAEE S Microsoft Teams Ul/#z5R%E k. ZEOZIFRER VDA BHE 2112 HEEMAMNNBE R M.
BEXFAER, BEERZEOINAHIR,

PRI

s AEIAPEXHNE S8R,

¢ BEMRETRAERIFEZEFEEE. YIEXAHERBD Microsoft Teams REHiEE VDA BY, HEREXRE
BEAXHAL

o EFEE ICASER, MEHXHA. B2, Microsoft Teams BFREETR—M4A, ERZBIFMENLT
BRRES, Citrix 1 Microsoft IETEH£FES AR LA,

- BMEREGN, REQHIEEST Internet,

=

AR

Lt IhBE 1R 7E Microsoft Teams # H & KM E#HE 7 A, Microsoft # Itk B #ES, 1EEFH CTX253754 Al
Microsoft 365 Public roadmap (Microsoft 365 AFFERLLE]) LUIKENSEBHM AL,

A OEHERR

BLUEA HdxRtcEngine . exe HMEIFEHEMINE, URRSMMEERNARSEARNE AEC IHREMINEIRERIFR
B,

SMMEEMEREEE HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream #H8Ig LU A RIN:

&#:: EnableAEC

28 REG_DWORD

g 0

(0 RT"EH AEC, 1 ®RREH AEC, 11R Regkey R7£1E, HdxRtcEngine FMBKIATTRHAERE AEC, MEiLNE
& HVRE M THREIN(E, )
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https://support.citrix.com/article/CTX253754/troubleshooting-hdx-optimization-for-microsoft-teams
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Microsoft Teams i\ RVIE3RIHAE

« BiEAT Windows 89 Citrix Workspace R FRT2RF 2209 i2:
- BT Microsoft Teams # WebRTC k& B4 EIkkA M98,
« BiEAT Windows 89 Citrix Workspace R FR12FF 2302 i2:

- BT RER Microsoft Teams MEIMIEEIEZFTH - HEENIHS LHNESRBEPHNRIASTINLE
B, Citrix VDI p&Z53 1L Microsoft Teams £ F o Y BB B IMIRE %R UL AR = 2RI Eo
B2, MNRETE Microsoft Teams FBAMER TI8E, EHEREME, HFERERBIEABIAE, EE
B& Microsoft Teams &1F 2, EHHERIFERE

BXERFEREHELR (EOL) REMMATHEENINENES, BESRIBMR L,

HDX &4

February 14,2024

HDX BENELHE

HDX BENEMErE TR EXE A E iR ICA RENSEETE, BEEARNHBESTIRENRSNE,
—RENEATERESMFIMIEEREZT G, LHEESEEMES,

RMUEFHREMN. BROXAHEE. ERAMOIER. ESHNUERRMOYPER, FIRA B EK,

RFSENESZEREMURE ICA FEPHHERRS SN REMFERFEM. MREAXMER, FHERFELD,
L EREHIERN SIE=ENRmHA R IFMER BT,

SBEEAT Windows 9 Citrix Workspace R B2 1811 hEShras7 SZiFIhINEE,
BERR:

HDX BiEdNEH @I INFHIMNE R imiEE VDA SE TihHE X, Fib, ZEBHIRFALXE CTX125027
FRTAEEF iR DR R R R X HRERREER,

EPEIVALZE]

BiER &2 Citrix Virtual Apps and Desktops #0 Citrix DaaS sgg—f#lEl, 2F&EAER Enlightened Data
Transport (EDT) #£7 ICA EZNZRMNITNEE. BXiF¥4MEE, 21 Citrix Virtual Apps and Desktops X
el SIS PRI VARSI 5 8
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https://docs.citrix.com/zh-cn/legacy-archive/workspace-app-and-receiver.html#citrix-workspace-app-for-windows
https://support.citrix.com/article/CTX125027
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html
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BN ERBTBERN

B 2311.1 kg7, Citrix Workspace EARRFERAEARBRAHATEMEER. HAFBIBERNERESE
KEPWMAHITIEERT, HIHRERE T SERHRE AR IR B A K5,

EEEEA VDA Iz 2311 EShrA. BIAERT, i&BTF Windows 89 Citrix Workspace HAEFHERT It
IjJﬁEo 1EZEE: I:,T_ VDA J:L:_F**Fﬁ;lkluo

ESASMNERRRER, BREUT IMREHEFRBIHTEN.

JFF%=iE VDA:
o EMERI: HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\Audio
o {E&¥R: EdtUnreliableAllowed

« fB2¢84: DWORD
o BEEE: 1

x+F T{Fub VDA:

o SEMERm: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Audio
o {E&FR: EdtUnreliableAllowed

« {H2£%): DWORD

- EHE: 1

NERBABEER

March 4, 2024

FEBANBTETASMEIEE VDA IREMA TR H Web T, tbIhaesER Citrix Workspace MBEFERF
HLFHCENMNEMSEIZ, Z5IZSM URLIZEXHTTP #1 HTTPS W&,

FRBARBEERLZHF Google Chrome ¥i28, FLMB/ABTEEMINEAER Web R BHABTEEAINEF HILE,
Fol#7E Citrix Workspace M BF2F HERNREN N 528, HINEESMEFER. TEAENEREMHEHRIESE, X
BEMET LRSS B RS Web TE (KHE®S HTML5 5 WebRTC #1578 Web T1mE) BRI K38,

+ cookie ERIFPIHFAEE: BEHEMBHNKRE, RAFRRTEEMRANEE,
o MRBMEZIFEAMAFZHIRENIES,
BEXHMMER, BERNNERNBTEEM,
==
A BRANBTEE BN YA RAHER T Windows # Citrix Workspace M BiEF. ©F % Citrix
Workspace 2R 1912 #12203.1 LTSR hig4s,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/browser-content-redirection.html
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E7x VDA LEANHERAEER, ELLL7E Citrix Web Studio Lm A TFHEE:

. NBBHAEER
. AMBABEER ACL BB
. NSBAEEEE SRS

BN REAREE RS MR S IR EIEFAERRE

7£ Citrix Workspace R f#2F 2303 ke, EaI i AETF Chromium Embedded Framework (CEF) B95158
LB IRETEIBE AR R, BRBRE, BRITUTIRE:

1. $TFEMRGEIESS
2. S8 HKEY_CURRENT_USER\Software\Citrix\HdxMediaStream EMRE=Z,

3. SIZRBLUTREMNEMERE:

o AMERMEM: BCRProfilePath
o EMEME: F57& <folder for CEF based BCRtmp files>

4, E#Esh Citrix Workspace R BER LUERT AV E B,
AR

B 2311.1 ik, Chromium Embedded Framework (CEF) BRABFHEE 117, thhRAH LGB TFi7
Az 2R,

PR
AR BRABEERE TR

o AZIFFEREFOXSIE cookie HAMN Web HBER.

+ B Citrix Workspace RzA#2R 2311.1 ka2, Rz Microsoft Internet Explorer,

k% Google HAIIERS (a0 Google Meet) HIN FIFZR HHIHRK.

o Y EIEFEMG BRERTE Microsoft Edge EIEX A%, BR, §—MAS A,

o BANKSENTEEME, BHREA HTMLS SIEE MR,

o B, HTFMEFRRE. MELRTUTEHELLEENEBES CEZRERRE, REAFARSMNERIENF
EE, NRBRNBEEREE BBIELRIIRSVHIREIT L ZEE R,

o BEEMTENXGEEESYE (ERLBPNEFIHITENL).

fe=7 BCRAYM4EAEE

ai, BCR EAEFRHETEER, HAEARIERIRREFNES. MENENERS, LIRESSEER BCR
EEMRENHNESHEETEERENA—BETA.
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/browser-content-redirection-policy-settings#browser-content-redirection
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/browser-content-redirection-policy-settings#browser-content-redirection-access-control-list-acl-policy-settings
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/browser-content-redirection-policy-settings#browser-content-redirection-authentication-sites
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B 23111 iAie, AT HRRIERE, BCREARNEPER, HERIEFETIRS BCR AL,

BUNERT, IR TREARS. EBMALLINEE, BRI THRIEE BCRStoreCEFCacheInMemory:
1. £ “Bf7 &®<HER regedi t I EMEREESS.
2. S8 HKEY_CURRENT_USER/Software/Citrix/HdxMediaStream,

3. BlE—Ng AR BCRStoreCEFCacheInMemory 8 DWORD HHZIMMEIRER 1,

M8 BCRStoreCEFCacheInMemory KEIREHN 0, BCR BERAEFHEZZE,
PRI
REPEFRNREIZER 10 MB,

WEABEEM

April 22, 2024

WERBTETARBAFEEARZATFHEENMENZZ, K URL EEA, RSSHEKE Studio HigE, EF
ImEREEMITE Citrix Workspace R AZFA R R EBIRIRPIZE.

Citrix A& P52 URL EEMRE TN IE P I EE R E ARSI, B2, BIENEXNMAEHN Windows
ERIREANEREEE M,

AILERU T A EZ—BARAREEER:

1. AR (GPO) BEIRIR
2. EMERIRiEES

AE:
o WARBEERESMNAREFIFRLTEARSHSIERAREER,

o BAERSHENEF G LEANAATEER. ERSB[AFTF K EERN, ZINERE
o @#E URL BY, AILUEE—1 URL St S930R80 URL 5k, BILERES (%) (FAER R,

EfE GPO BEEERBANBMAREER, FHRITUTERE:
BEREERREERT Windows 8 Citrix Workspace Bz 2 FrER AR R EBIRIRELE,
1. @dis1T gpedit.msc 77 Citrix Workspace Bz 124 SR BEXT R BIRIER

2. EAPEBRETAT, EEEEEIR > KKEEER (ADM) > Citrix 484 > Citrix Workspace > B K3,
3. EENERNBEE RS,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 241



iEATF Windows # Citrix Workspace R RiEF

E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled

() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether
its Desktop or Application is decided based on the Type specified
below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

OK

| [ concel | [ appty

1. FEAHNNAEFHAEEZNFRT, REBTFEHEEMH URL BHEREZMR.

PE =

B4E URL BY, $EESD URL USSR URLFIR. FILUGERES (%) (ERBEN.

2. MEEMRIFERNEARHERET, REFEERZFVAEFHEH.

3. EAWEEMRE VDA B URL FE&H, WALREERE URL, AR SOMR5IR.

4. EEREER URL BENERGNAEFRK@ER? ETUUEAR URL

5. BEETUEBT—IIIR, EPERMEMSAIFEE@E VDA 89 URL FEHFIHAIER URL LA, ZEL
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NS5 BRI BIERFRIFLE,

URL-specific published application or desktop overrides:

Value name Value
hitps://www sample.com Published Browser 1

http://" intranet net Published Browser 2

6. EAWEEMEZFF K URL FEH, BASTAMRSHBEEMEZF K URL. B S2RYIR.
AR

&3% URL BY, $8E® URL USSR URLFIR. AIUERES (%) (ERBERM.

7. BENBME,

8. E®M<$1TH, BT gpupdate /force @<,

EAEMREANEAAREER, FRITUTERE:

EEHENAANBTEE®, B Citrix Workspace M BEFE P in LUK M Citrix Workspace N BEFREXH
% C:\Program Files (x86)\Citrix\ICA Client) &fT redirector.exe /RegIE®
A
~o

EE:2/

s FHRAREEAANFT2SBRENBEIFEE, F0, MRIEET VDA MULUE URL https: //www.my
\\_company.comEBAEEAZIZF i VDA, MR ER/HFRE,

« URL ZEEMXEHFE URL: HITERIL2RAY#bA = Rl E AN 2R S AR EIR URL, EEBURTF I
28

« MRBRBMBEBRNE N BIZFERZ N StoreFront tkF~, = StoreFront ik ERBFRIGSHET
B ARFRRERE.
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o FNEEREOMRE URL EEMEIZF R £~ URL EEME VDA BY, MRXNLRBEITH, EEEH
URL RE3mam-= I o

o TR, BT, PDF ExXHFHRIERA T iR,

o WIRINEFE—MRSBXALEXE, HFEINNBSEERRBEIR—SHENLRERN “BRA", Citrix
BIVEZRRS SR RBXBR ENRA (URL) EE@EINEE, UL URL EEAEEIET.

+ 7£ Internet Explorer A1, #FHi&E > Internet ;£ > 54, RAEEENRHL THWEHEE=ANE
T RERE,

PR
MREERBFRIESHEAAMEY, WAREFERLENH,

ETF Chromium 893 28 753X E URL
WERNBEE @A FEFEARSSBNEF IR LRSS URLEBEAIMNE P HREERERSBUMMIRSBEECQIE
o

fRs3 25558 7E Delivery Controller Lig8, EFinHRgTE Citrix Workspace M AR LIgE, XLEHRSMHERAR
B3R (GPO) BEIEEREITIRE.

Bhk7s 2106 &, BX Google Chrome #1 Microsoft Edge #iNT Ml URL EE A%,
WEFM

« Citrix Virtual Apps and Desktops k7 2106 St E Sk as.
o NEBREERY BEFRE 5.0

% Google Chrome %28 A EIN A URL EEM, &M Citrix Workspace AR REX4EHIEITU T

A .
< .

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose

AR

£ Chrome %188 EEAXLH S, FEMM Chrome M ENAERENARABTEERY BEF.
ZMME URL EEMFEUHEM Google Chrome #5528, 1M Citrix Workspace F A2 REX #KHIEITIU
T

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /
verbose

AR
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iEATF Windows # Citrix Workspace R RiEF

WNRFEAIR FERY RIZEF NEHIMUTHEIR, BRBIZER:

Websocket connection to wss://... failed.

Bx7£ Citrix Workspace i BZFHEE URL EEANGES, BSRANEATEE .
BEXNEBRARTEETENFMES, BSH Citrix Virtual Apps and Desktops SCHFRE 2SN A EE Ao
Z[51k Desktop Viewer BOTHES, BHITUTIRME:

NREART %1 Desktop Viewer &0, MBIAERT, LFIEENRENEEIEERE, NEAPEEANEEZ R
H, BXXESEIES AT AR, B RmiETEMRmiEsS, TIUZRIRINTRHM L Desktop Viewer 50
RS,

IR

AMRBEFALSSHTENDR, JEEEEMRERERSA. Citrix TEAFRIEIRFMREESEBFCHSHE

MV ABEE IS LUR R, R EMRFIESRTBIENI, EREIMRZE, BESHHITED

s EFAFKREL, RERENILRENYFIAFAEEEZMHIIEEARS TR, EUTIRRIZ—FEIE—I BN
DisableDimming 9 REG_DWORD %8, RE#i&& LR Desktop Viewer, MEEENEE:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

HE, AUBIEUT MR —PRIZ2EERN REG_WORD & BREXAHKE, MERIEHZE:

« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer

« HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXEFMERI A, E1%IEH Citrix Virtual Apps and Desktops #1 Citrix DaaS SR 2E B NILIhEEIRE
T HRBE,

RizZxBRENETIFEE, 01 true,

MRKIEEFKERBEXBILEHR 0, 1) Desktop Viewer §OIK LR, MRIEETZMEEB, WEERUTMRER.
HHERPIE - FERHERETORE LS

HKEY_CURRENT_USER\Software\Policies\Citrix\--
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\:--
HKEY_CURRENT_USER\Software\Citrix\:-:
HKEY_LOCAL_MACHINE\Software\Citrix\--

> wnh
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#bidirectional-content-redirection
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/bidirectional-content-redirection.html
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ICARESSE

June 14,2023

ICARBESEXHIRIIMRIGEN ICA XHIEETIR, AFEERAEX Citrix Workspace RZB#2FH1TH. EiE
BT LUfERA ICA B SE 3T Citrix Workspace M AEFH S E1T A THEHR,

ICARES%E (PDF T#)

IR

November 16, 2023

KEIBNBUTAE:
o RAR
o BE
o $TEN
« USB
o B iRIREHER ARG
o ZRX

AR

October 31, 2023

B3 ERAR

EX RATIIEERE B E DR R P & — i RIS EER.
BXS RATERRR RSB Z BIIRRIEE, I, ERABRGEGESENNAEN, ZIIFEER. YRAEFER
MRREEARAAT, ENERIE 3D WRIGRY, SHITMENTRELFHNUETEX,

HEX RAT SRR M T BT LUAEX 5 M IREX 75 SR AR AT B A0ET. FEEX RAFMAMIELEX RIFmARIRA
EFEERALLERE,

TRILEEAPNESIEENM FECEIZINE, XA LIERAITHITIAER =) B .
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https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/downloads/ica-settings-reference.pdf
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/mouse
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} =r

AR

IEINEENE B AR RE=IEFER.

WNREAEMRRIESRE default.ica XHEBEZINEE, NBMERIFLLRE, ZIEBAIFA.

fEREMRRIESRE BN BT

RECEZINEE, BRUTEIMRIIRENER, ARENBRHSE, UEEREN:

EFEZMEEEESXEEM AR, ERITUTRE:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

EFEZIEESREPEM EATA, BERITUTRE:
HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

o Z#R: RelativeMouse

o HA: REG_SZ
o {&: True
AR

o EEMREFERTIEENERLERST ICAXHIEE,
« 7£ HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER #ig B EXMHER. RENERIGERS
IR,

£/ default.ica BB +EXT BT

1. T defaultiica xx &, ZXHEEEAMTF C: \inetpub\wwwroot\Citrix\<site name>\
conf\defau'llt. ica, H sitename AELIEIS AEISEN R, 34 F StoreFront &/, Bik.ica Xf&
BEMTF C:\inetpub\wwwroot\Citrix\<Storename>\App_Data\default.1ica,
Hrf storename 282N AEENAHIEENE M,

2. 12 WFClient Z4#HmM—1N& 5 RelativeMouse BRI, FEEIZRENS JSON MREENEE,

3. RIBEFEREE:

o true — B AMEIRIR
« false —Z2FEW BT

4. ENBRMSIEUEEREN.
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} =r

AR

EEMRFEETIRENENRSRST ICAXHRE,

M Desktop Viewer /= B8 BT

1. &= Citrix Workspace R AEF.

2. BHEABHNRERIE,

3. M Desktop Viewer TR, EFEHIER,
tEHg SR “Citrix Workspace - E3&W” B0,

4. EEFEE,

5. EHENBIFEET, BRAGHAENRIT.

6. BHNAMAE.

AR

M Desktop Viewer E2E X BAMUE ZIhRER B F 8 R1E,

W

April 22,2024

mEREA

HLEE Citrix Workspace LAEFBENAGRHRIENASE, BRREREANEEZE, FILIEE Citrix 4
gast. Windows HBIITAURRIENRER/F.

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,
2. EItENEET AT, BEEEEIR > Citrix 41 > Citrix Workspace > B K58,
3. EFRENRES R,
4. EEERAUNFIEIET,
5. E#Es Citrix Workspace R FA2FRIEUEFTHAI B E K
Citrix Workspace W HE2F X5 32 i GETR:

Citrix Workspace M AEFZ1F 32 (g2 BER. ATHNLENAEFRME, ESEMAUTHRERAER
E:
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o EERPOEERAIRNNARER,
o FFIR” RELUK

o £S5
/J\I[:\

AMRFEFHESBERND, ATRFEEMTERERGR, Citrix TERIEFEIMRFEREAFLISHY
BV RERS IS LARRR, (EFREMRRIESRT BN, EREIMERZAT, BSBHITED.

EGEEEFE, 7T E HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences &iM—18&H
TWIDesiredIconColor WFREIMRIFHEHIZENFIEE. EMATAEEERER 4. 8. 16, 247132
/R, MRMBEZRERIE, AP AIUAEREERENRERE,

ERGLITEEXNAREFRESNLE

B “FFR” REERNREERES R, TUREXHHRARRRES URE Windows A AR R P KE
. BRFHM Citrix Workspace AR REITHNARF. “FiR” RBEERMKEREASNEE HAFARMBT
ZNRERE, BERTREEU—BNA LR —AORBREFEF,

inER A SelfServiceMode, BEZUAE R TIgEBN True, HEERE SelfServiceMode 1&g E N False
BY, BEXILREMRERF RE. Rk, BEILUM “FR” EEREREEREAR FFRA “RESRER”) iHiE
iTIFMIN BER

BRMERRFUERSMEMRIRERBEGRERES 5.

fERRES

o AP EERRNAER, % SelfServiceMode 15518 & X false ((RIREARER) BY, FRENAIEFIY AR
BN FAIEF. WIRMEEPRERREARENR, AP ERBRMXIEPH Citrix Workspace [ 2R BT L8
RIFREY, HWEREBRET.

« ARREERE—MEABE. “KF” M B EmATA, TABLERFREEESNARE. EEGAM
BF AP ER AR SIRRRINS MK ASEHR, BE AT OB TR P imit 8 L FohRinEm R
(HideEditStoresDialog) RIS HINR, MREERAAFETIANR, BAFATUEENKEHES &
I I, RS FE A BT LA NS BRI

o APTAER Windows =HImEiR bR Bi2RF.

o AILUBT R EEXMEMRIGERMEERESR. RAER TRARMKERES X FEIMRLER, EH
BEzh Citrix Workspace M2

o 1 TR ReHeIRRESR, HRAMIAEFEER UseCategoryAsStartMenuPath,
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} =r

AR

Windows 10 FAYE “Frs” ZEFURBARIAR, MARFIUERERIART, ERELNEER
Citrix Virtual Apps X8 “K51” FfFseh,

o FTERELEFRM [/DESKTOPDIR=" Dir_name” ] #5&, UERFARES KB ENXHRP, =
EREES X2 EFIRE R,

o FAEMET AutoReInstallModifiedApps AAIUBE ‘BHEHRTEERENNEBER" I
. BA AutoReInstallModifiedApps &, MRER EEBRHHNNAEFMEERMEFRHNE
AERHLEEZTFHITENLET. 2B AutoRelnstallModifiedApps EMERmE, NARER
MEEBEFREEH. I, NREFFHLERRRESR, WASERFNERRESX. RINERT,
AutoReInstallModifiedApps &FBEARS.

FERIMREEREEXNAEFRESNMUE
AE:
o FNBERT, FMRIERFRIEER.
s EEEBENAREZIESCEMRT, NRERAFEEAMNMZEEREXGEMRI, EiZzBP NN

1. &=& Citrix Workspace W B1EF
2. BEAMRD, K5
3. ENECENAEE,

BT FXITH ERERE

TRXEHIThREME N RIEfFREBA P EIRE ZEBE. B TEXKIEHITEE, ERpIEREERIUERBNIRLZ
B, MEFEESMEE LENBHECHEAERF. T Citrix Workspace A#ERF, BB EBUEMRERF
iR FEETERITHl, WAl LA AR IINERE A ImgEHIT TIERES,

/NG

AMRFEFLHRSHTERND, ARFEENMTRRERR. Citrix TEHRIEEEMRFESREA T LS
IEYERRE RIS AR, EREMRFIESRTEIEN, EREIMRZE, BSLHITED.

EEXEmBE&HE Citrix Virtual Apps BRS23+ 6172 WSCReconnectModeUser H gk 1A% WSCRe-
connectMode, BE.miIsEE A TR Citrix Workspace MRRZFHTITH.

Citrix Workspace M AR WSCReconnectMode EMRITLE :

o 0= FAEMERIEFANERIE

o 1= UAEFBoIEMER

o 2= ARIEFRIFEERIER

o 3= NAREFBMERIFIEmERE
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+ 4 =Citrix Workspace RETHEEHERE
+ 8=7£ Windows ERNEMEE
« 11=3M8MAE

PRATIEXES ZZATEXES, BT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (321u)
&#: WSCReconnectModeUser
%A REG_SZ
BEHiE: 0
KU EMRTMERINE 3 &2 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (321iu)
Z#5: WSCReconnectMode
¥ REG_SZ
BEHiE: 0

AR

WMREFIEQNETMERT, talLlE WSCReconnectAll s3RIAIGE K false,

32 it BB E AR

AMERD: WSCSupported f{&: True

AR E

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

EmRm: WSCReconnectAll f&: True
EMRINERER

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"
- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties’
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- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle’
- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

iR WSCReconnectMode f&: 3
AR R
- HKEY_CURRENT_USER\Software\Citrix\Dazzle
- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle
- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

EMERM: WSCReconnectModeUser f&: ELEIERRCIETIME.
FEMRIMERR

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelD
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 Uit BB MR

AR WSCSupported f{&: True
AMRIRE

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelID
+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FmERm: WSCReconnectAll 1&E: True
EMRIERER

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties

-  HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle
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EM=Rm: WSCReconnectMode 1{&: 3

ERFERIIERR

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

IR : WSCReconnectModeUser f{&: ELEIEDROIETMR.

AR R

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelD
+\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

BEMRANIESE

RETE

o =W

AT pRELE A X AR Citrix Workspace M AREFERPIREN SRS “SAEEN K, BXFMAEER,
BB BREE &

REHRBES ATFEETFAIRRELNEEREFRZETR. RAERT, INELTFEARS. BEHRBEDINEE
AWFEFIHRETEEHED ENNBEFNKSESE,

2/ GPO EERIRECEREMBAEYL, FHITUTIRIE:

4=,
AR

GPO EEEmRZkimT StoreFront M GUI Ec&E.

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR.

2. HHBHNEESBAFARET AT, REBERIR > 2HEERR (ADM) > Citrix £ > Citrix Workspace
> AP,

3. EEREAILERE,
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A Keyboard settings

[E] Keyboard settings

This feature provides you with the following options:

IME for East Asian languages.

the server.

Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ Ajj Citrix Workspace supported platforms
Opticns: Help:
Allew dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client

Selecting Yes for this option overrides the following two cptions,
= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on

4. EEREBERA, ARERUT®ERZ—!

o RFEIBREY - NTHIRES, HERE
RS8R, EhfE, WEIERAFIIES BAZF G IME,
FMLEIE R R R B & T E R LD,

£

o REBERRPEL - M THERBERIER TRz —!

Apply

HE. BEREFIHREMSN, KENSBEFIRRETERLE

- XEZ—RK - 2ERHN - ERERHNEEFAIRBERBED FRSS. EERENETF RER

T RFTEE R BRI ER. BENAEN, HIHAENRER.
- FEY - EREFPRERRS S LEFENRERR.

5. EENBMHE.
BERETLAFRAORERETREEY, BRITUTERE:

1. MBRIXIEEFRTE Citrix Workspace MABRFELT, ERERE XN > BEMIES,

E

LB BB R ANE S =3B,
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@ Citrix Workspace

Keyboard layout  |anguage bar

Keyboard layout synchronization setting

Use the keyboard layout synchronization feature to synchronize the client
keyboard layout to the server.

(® Sync only once —when the session launches

() Allow dynamic sync

() Don't sync

2. EEUT®RIZ—:

o (NEF—R - ZIERIY - ERNERIERHNM VDA BE REHRF —Xo
o AFMSEY - EREREPERT FF IR BRI RER /SR D E VDA,
¢ FEY - EREPRERRS S L EFENRENR.

3. BEHERT
2EH CLIREREBRBREY, FRITUTERME:
MERBTF Windows # Citrix Workspace M BEFREXHXFIETUTH S,

WEERT, Citrix Workspace MBREFREXHEMTF C: \Program files (x86)\Citrix\ICA
Client,

« EEMA: wfica32:exe /localime:on
« E2H: wfica32:exe /localime:off

FEREFHEETEETRRERE i IME GGINEREESR). MREAHE. PXFHBETIENBFRETFERRSS
IME, Mxsui@ddigERssiziTwiica32:exe /localime:of f REEAFFIHBEHREET, AFEEIT
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— M RIEN, RIEFERNITIZRS [RENRETD.

B, MREFRBREABETEDRERREER. BRALLEM, EM Citrix Workspace K BRZFEIHHENE
Fo

FRAGSITAAREREGREASL e, aAUER GUI IEBINENLREXHREERZHFRSL. 1% Citrix
Workspace AR 2309 iiAS, 5INTUTHSREAGSITRALREREFRREAS:

e PR
wfica32.exe /kbdsyncmode:once BRERPEIIEERN “NEF—R,

wfica32.exe /kbdsyncmode:dynamic BRERSENIRERN “BSALS,
wfica32.exe /kbdsyncmode:no BRERSENRER “FRLS

MERTF Windows 8 Citrix Workspace M AEEFREXHFFPIET LEANGS,

WEERT, Citrix Workspace MABREFHREXHHTF C:\Program files (x86)\Citrix\ICA Client.,

7£ Windows VDA LB R&FEET
AR
LTI MUERTF Windows Server 2016 &ES A4S, £ Windows Server 2012 R2 B RiraAH, BRIAE
RTEREERY I8

1. BaEMmRFERASHME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. tl3E DWORD £HB DisableKeyboardSync HEHEIRERN 0.
1 ZRRERBFRL R,
3. ENESRIEUEBERER.
7£ VDA #0 Citrix Workspace R A#2F EERA#EGRE, REEGRMEHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

EEORTRIERERBEETRIE P HRERR.

7 Linux VDA LB REREE

BRI SRR AHEITUTGRS!
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar"-v "SyncKeyboardLayout'"-
d "Ox00000001"

E#Ezh VDA LUIEERER.
BX Linux VDA EHNREHRBRSINENFRES, BSHNSEERRRED.
RiEE S BB RNIEE

B REREELBANIEE, ERUTRIEESSEETTIREETR. RETRVRANZERD A ETTM. [BE
BHHEES, FESFH—RIEAEFIBRARS SR HI A EBRNFTEN

R4
=R

AMRFEFRLERSHTEND, ARFEENMTRRERR. Citrix TEHRIEEEMRFESREAF LS
BRI RRE RIS AR, EREMRFIESRTEIENIG, EREIMRZE, BSLHITED,

fEREMRRIERRRIR R BB IEE:

1. BEhEmREERAHSHME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. &% %5 HideNotificationWindow 62— MNE /R REEMERI,
3. % DWORD Ei&REHN 1.
4, BEHE.
5. ENEIRIBEUFEERES.
PRI :

o ERRANMIR (BN, ERB|BEXMNHBEFER > WEERSMIET) BTNZENAEFLESEF KR
BRBRY. BRGE: FoEXNRSSN (VDA) LHREHEFEREREA UAC,

« MRBEF K LNREF/EINRSSAIFNGRE, HTFR2RE, BEBRREH/OEDINEE. LER7
NREFRRAANBENR2EY. BNEREHERALSIE, HIHEHERERSE,

« ERDP 2iEH R, AR ALL + Shift REAXERRERR. BRGE: £H RDP RIEFHIESIEY)
MBREHR/.

IkThEe?E VDA 7.17 RESRA EBITHRIEFA Ao
&/ GPO EERIRECEIES1=:
BEEETNARFREPHNERENES.

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 257


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configuration/dynamic-keyboard-layout-synchronization.html

iEATF Windows # Citrix Workspace R RiEF

2. HIHENRESAFRET ST, BEEEER > KHBEEER (ADM) > Citrix A > Citrix Workspace
> AP K5,

3. EFIETIEHREL,

4. ZEEBA, ARREUTEIZ—:

-FERESEHRENAREFRIEF.
5, REESE - ERENAEFERREES =,

iy E-II]]

5. SEHMAMRE.
ERER AR RERE S
1. AR BRI Citrix Workspace R A2 R EHF 2 B R E AT,
2. EERETESE,
3. EFESEETF.
4. EELTERZ—

- ERESELRIERET.
b) &, REESE - BRERIEHREIES

5. BEHRF.
REEF AN AR,
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@

Keyboard Language bar

Display the language bar in a session?

The language bar lists the languages that you can choose in an application
session.

@) Yes.

(O No, hide the language bar.

Save Cancel

AR
o ALEESRIETERISE.
s MIRNEE—MEANES, EEESEEFERIERET.
7 “BEEEIN RPREIBESISENE:
A EREMRIES & EEMRPIREIE S 2%,

1. BarEMREES.
2. EMEIHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. fl#E— DWORD f&# ToggleOffLanguageBarFeature, FIiEHIZEN 1 LIE “BREEN KPR
GEEZT B,

BWRARFIEENERESS (IME)
AR

WNREERRZE Windows 10 2004 FRIZIERS, NESIERER IME DHEER Rl ER BRI LR AP, XLE(R]
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AR E=FHRGNERN. BXFMEE, 1E5H Microsoft TRXE,

ERGLTRELEERAEF I IME:

« EERERAEFH IME, 3EM Citrix Workspace AR REXHHK C: \Program Files (x86)\
Citrix\ICA Clientii&fTwfica32.exe /localime:on#&%,

@ Citrix Workspace x

Enabled.

IME on the client side will be used in the terminal session.

« EXEERAEFH IME, 3EM Citrix Workspace AR REXHHK C: \Program Files (x86)\
Citrix\ICA ClientizfTwfica32.exe /localime:off &<,

@ Citrix Workspace ot

Disabled.

IME on the server side will be used in the terminal session.

L

pE=W
ALERASSITAXxwfica32.exe /localime:on EREEREF I IME MESHERT
« EXMEAE,E IME, EM Citrix Workspace AR REXHFHK C: \Program Files (x86)\

Citrix\ICA Clientisfswfica32.exe /localgenericime:off &%, S TEM
BEFRETIZE,

@ Citrix Workspace >

Generic IME is disabled.

MREASTEOZATEBART i IME, MeLi@diEiTwifica32.exe /localgenericime:ond
SHERBRA%EE.
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@ Citrix Workspace X

Generic IME is enabled.

ik

Citrix Workspace [ 2R TELEhR AR 21508 IhEE. AT EfTwfica32.exe /localgenericime:on
HERBAREAZIEE. B2, REHKBRALSRENMALASTIRAX, MREERESREIRAX, PIEEFRE
RBAEFG IME,

ERERAFRAEREERE ik IME:
WAZEFE IME £% VDA 7.13 siEShR S,
AILUBT EAREMBRS RERAEREF W IME Iitk. BXFHAER, BRRAEEHRREY.

Citrix Workspace [z 12 A EECERRBGETLUEABAZ P i IME, B LURIBER R A B MIX L LR
FRFEITIE R,

1. A H@EMXiEgsH Citrix Workspace [z 2R B HERERE D .
2. EEFERmA A IME,
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@ Citrix Workspace - Preferences -

Local IME Connections Display Flash

Cheaes meiit rrstbese
L. se Input etnod

() Enable Server IME

Salecting this option dizables the local IM|

() Set Lecal IME to High Performance made

alachng this op

Sonsumes lass bandwidbh with opbimurm De o nos
%) Set Local IME to Best Experience mode

Salecting thiz oplion consumeas rmore bandwidth with an uninterrupted IME expenence

Hat key combination: Shift+Fd

0K Cancel

TEBEDA AR AR IME R

1. ERRSEE IME - 2844 IME B ReEFERERS S LIEBINIES.

2. B IME RENSMHRERTN - EFRRRIER TERZM IME, HhETR 2R REE O IhEE.

3. ¥&it IME RBEAREFREER - EXNKEAFARNERTEAZM IME, hEBSBAEHERE. RIABER
T, EFERATEAEFR IME BERIED,

PRBYERN R A F HAT &%,
fEREMRRIESEEARREE:

BRTBEATFG IME B, sJUfER Shift+F4 #itEREE IME R, IME RBXNFEEIESIENELAE

o
BIAERT, BAZFIE IME FWRBLFZERARS.

EAEMREESRD, FME HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

%% AllowHotKey HIEBIAEEXS Lo
I LUfER Shift+F4 ABAEIFPERTREN IME 25X,
FERXLERBASHITIIRN, IMEEXWRRERSHMEIENS L.
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Local IME Off

High IME Performance

Best IME Experience

PR

o BAZTFH IME 732 Search Ul % UWP G&R Windows &) MARER UK Windows 10 #2{ER LR
Edge 28, AL BAERIRSSS IME,

o BAEPFI IME £ FRIPER Internet Explorer 11 ARZ %%, @AA%: TLUER Internet ixmiiz
ARPER, B2H, BRHEREHICHEPBARPER,

RERBNETS SRR

LHl, 2EEeREXTEMGE, REZFELMENESS VDARY, EXMERT, NREE Citrix Workspace
AR LERETXEF—R - ERIEEHE, FEMNTUNESIEMBER, WX AFHERRREETEREE L. F¥,
MREFE Citrix Workspace M AREF LEEE T AFMSES, HEXRIRIEOER, BEREZFF G LHRE, R
E#%EI2RER,

B 23111 A, EFELRRATRMGE, FFHLMERINREERES VDAY, 2iEFFEeRRATRE,
TRILME P in EERES P BRNRETRPIERARNRE,

RIEBENES ZMRETHEETE VDA RN FEARES, 7 Citrix Workspace ARFHERIANS FEARS.

WEFN

BERT Windows 9 Citrix Workspace W BiZFEH:

BRENES—RR - ERERMDNEEGRIEE, BXFREE, BREEHHXE.
£ VDA t:

BRLUT VDA %EBE:

+ Unicode BR2mEME. BXFMER, EBIAEA Unicode s2ifmEmatsk g amin \z45m1E2E (IME)
s BERIRREBHERBESM IME BufThEE. BXIFMER, BSREET RN ERHES (IME)

Citrix Workspace N Bi2FE & :
WTHEEOERFEMEE. BINERT, I TFRERRES. ERALINEE, BEHRITUTRE:
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1. &#i%l All_Regions.ini X8y [EinimE\#a] 29,

2. BRI REF M E M SyncKbdLayoutlist to HKEY_CURRENT_USER\SOFTWARE\
Citrix\Ica Client\Engine\Lockdown Profiles\All Regions\Lockdown)\
Virtual Channels\Keyboard,

3. BEKEN L

VDA ECE:

RIERHNEL S REEETE VDA LR TFRARS.
BEAIIhEE, BIRWTARERR VDA EME:

1. T EMREERHSME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,

2. ¢I22 DWORD £B8 DisableKbdLayoutList #EHEIRERN 0, HZEIREN 1 22BESERMNE
T L RRERINEE,

3. ENEMREUEERER.

TEN

October 31, 2023

FTENM

BEAPRE LRITEINIRE

1. FARPKREL, MNNBEFPRENITEREPEFE S,
2. ARFIWREET L, BE ‘SRMLT, HER ‘BEREE M ‘BENFEERE" &£,

ERBEEEE
EAIFEM Windows iR iR ARz AR A BI2FF=m, Citrix Workspace BEFFHEUTER TEHET
REEA:

o EHET XABWANFRE, UKk

o HigEAFIKEEXTFIRBRERE,
ERLERE L, EREERT, Citrix Workspace NARRFLEERLNIZENER. RERSHUAREERFEH
HIRET H I,

BECERTERRENRZI B RFERE, FHITUTIEE:
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« £  HKEY\\_CURRENT\\_USER\\SOFTWARE\\Citrix\\ICA Client\\Engine\\
Configuration\\Advanced\\Modules\\MobileReceiver & &) # REG_DWORD f&
DisableKeyboardPopup, ¥

- BEREN L

=W
£ x64 1+ E# L, 57 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\Engine\Configuration)
FelEZE,

REAJLUREAUT 3 HARRIEN:

« Automatic (5zh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
« Always popup (E23#d) (REHES): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MF#HE) (REHER): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1

PDF $TEN

iEAF Windows 89 Citrix Workspace [ A2 F 2 FERIEH#1T PDF #TE0, i@id Citrix PDF 3@ TEN#IRTh
2R, &R LUTENER Citrix Virtual Apps and Desktops #0 Citrix DaaS EizfTHEEN BIEFMEEE X
(=N

LI MITEDIHEIEF%4E Citrix PDF TEDHETRY, ITENHIIRENIZF 2GS H07 PDF H#¥§1tt PDF FREAH#DIE
%o Ma/alt PDF 2fEARIAR PDF EESZBBNUAHITES, FHMARIEZRITENNITED

Citrix iR Google Chrome %285k Adobe Acrobat Reader &%& PDF,
a[LU7E Delivery Controller L/ Citrix Studio EH Citrix PDF #TED,
MR

« Citrix Virtual Apps and Desktops 7 1808 siE= ks,
o BAEENIHEN LEDLE— PDF EEE,

25/ PDF4TEN, BHRITLUTRME:

1. 7z Delivery Controller £, A Citrix Studio, EAMEEREZFEET R, PJUACIEMER, WeUHmE
AR,
2. ¥BnheliZ PDF @RTENVIRIRIZE N “ERA".

=35 Citrix Workspace R BIEFS1E UEF BT E BUE K,
PRI :

« Microsoft Edge %88 Rz PDF ZEEFITENTHAE,
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& Windows Continuum £ Windows 10 9% [ 4R BB RS =,

Windows Continuum 2 Windows 10 89—IIhiE, AIUHRRFIHSENERRE. EATF Windows # Citrix
Workspace Ff#2F 31 Windows Continuum, SiEsiSEHER.

SHFRBATMITIAERISE, MRKREFBENEIR, Windows 10 VDA EUFRBRIER SR, E# T REN/ME
B, EMKRERNEM. EEAEFmigE E®E Surface Pro ¥4 —1§8NWRE HIRESUEEER, BIEFiRE
RS KRERR ZETHR. BX¥MES, E21 Citrix Virtual Apps and Desktops X4 AR#IE A F it 1& &1
TR EERHR o

HERATMITENEFHEE L, SEEENEMEEDRIEN, Windows 10 VDA B2 & F 7 R B,
HEAESIEIEPEESS BREBNBAAN, L#HTEN, tkINEEE VDA LRINLTFRARS. ERAILIRE, FE
FA Citrix Studio BRI IR RS

FiREBMEXIRE T EETHRENEFRE:
o THAHIIRH,
 FeRENEBINAMENBEFSUERERITH.
- EEEEE “RE” &,
o MESHEHRIBRT Elfr.

SEENRBEANBAFRRE, ETUGFTREMEIRN PC —##17XE,
AE:

EATF Web 89 Workspace 7%#f Windows Continuum Ihgg.

USB

April 22,2024

USB 2 #¥

USB & #siFEE Rl Citrix Virtual Apps and Desktops #1 Citrix DaaS B35 & & #£H USB i & # 1T H,
AT USB IRIENEITEN, AR ZEEFRCEEREZEEMSEE. ITHAFIEEEEN USB & & aiENFIEED
25, HEEMIE. PDAL FTEDHL. B MP3 Bikes. L& TRITEN. Desktop Viewer B RILUER T A4
By EETUEHIRE A T Citrix Virtual Apps and Desktops #0 Citrix DaaS E£f#EH USB i&#&.

LEAMEERIBRER R LAN FFERE 15 USB AF &% (GIMNMEEREGN. ZRX. #H5ESMEN) PHENE
EIRE, LB A PG EFRIEN Microsoft Office Communicator #1 Skype F# 4 E#ITRX E,.

ENNAEFMNKEIEERFUTRENIGE, FIEAMER USB 245!
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.
AT
Bk

2

‘_
g
iz

o3

AEE A USBig#& (fidn, Bloomberg #4401 3-D Bin) BLEAMEA USB 25, BXFE Bloomberg &M=
8, B2 E Bloomberg $#4,

BXNHEMER USB RBEEREMUNES, BERAMIRPILXE CTX122615,

ZNBERT, FXFFELERAN USB 1&%i@id Citrix Virtual Apps and Desktops #1 Citrix DaaS #{Tinf2iE iz,
BN, MPREREREIRER USB EERIRSMRM NIC, FESWXMIGEHITIZEERE, BRIAMBERT, FIFEEMN
MRREFNKESIERERAU TR USB &%

o EhEACER

o &R NIC

« USB &422

« USB EIfz&Hces

ERREIELERN USB RETIZIZER, BEAREITETIZER,
BIAERT, AR TYIERER USB &R TFEMNARRFRIE:

o IEPFiEACER

« &8 NIC

+ USB &428

« USB Efz&fcs
o BIIRE

« RBEHFMHRE

USB sZ#HY TEA:

BF#EN USB ig&E/E, RARRE USB REENZIREHITRE, WURAW, WSRETEERIEMKE. ORI
REgIEAERIILIRE, NREEAMKERER.

BFiEAN USBig&ErN, AR ErEN, SHMAFRRINLE. BRI UNERSERNBIEHLE USB ig&iniz
ERIENSE, E, BPAIMUEE USB X, UEAERIEZAMN/HEREENNME USB R&HaBhinie
EREIRARBEMN S E.

BINER T AVFERZR USB ig& 3

#AIABY USB SRBEFMN 72 FER R EX5IEY USB 12,

BALTIRPTIHTXE USB iREX, BRPREXIGEHITIINCE RS EEEML BREFNKEIEHHET#
ITIRIEERE, b USB 8&EFIIM TR,
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o B (%51 01) - BESMAANRE (ERN) . SMEHIREM MIDI 628, XSMREEEER
XenDesktop 4 REBRAZIFNENSEELH, S (X 01) FERTENNARERF, AAXLEIREEEMN
N REFRAEfER USB ir#{TRigiE,

AE:
HEeE g% (a0 VOIP 8iF), EE#HITHIMLE, BXIFAEE, B52RMISH0XE CTX123015,

o YEREEOIRE (K5 05) - XLEREEMFAGFEDRE (HID), BREHRM L WAZRIK, HEG
BHERBRMT. B FEMNNERIFEIRER.

o BSEGK (K5 06) - SFEHEANMEEN. HEANBEFHLEEBGLAESE, ZXERER EEDHIY
(PTP) s iAf&ianil (MTP) SEGEHIITENBHAING, BVNETEERRAXBTEFHIGE, ATREER
LUEd A B SR HH R ER AR EAVIUERERE—X,

} =

AR

MRENETARBEEFERE, WNERTFIHIREIERRSY, MAFE USB 3HF.

o FTENNL (K50 07) - BAFLITEDEREREFEMYN CER ), BRAZIBITINEZNEEEUILETH,
ZINREATENN FIRE R ANMBELBRZEFI8E. EAXBMERT, TEITRBEERBITEINE, ARNEET
RfEREME, fli, #EEGME,

FTENVLEE % E USB <FER Al LUER TR

+ =

=

K g a2 EEAMINEERTENN) FEHTIIMNCE. BXREE, IFSHEMIRF.0E CTX123015,

o RBEFME (X7 08) - RENHNABTEEFMHILE R USB WEFREEE, HIABREFMHILEEE USB SNERE
#=Ixzhes. CD/DVD IEzp2Ef SD/MMC RikF8. WL ENHEMINEN RS HRMUATEFMED, OFER
IR BEIENMFN. KEEFME (X 08) FERTEMNARER, ANXERETEMNNAEFFARA
fEA USB i # TRtz ER. BN TFEEE!

01 ZMRHNFRE

02 #8489 CD/DVD i&#& (ATAPI/MMC-2)

03 s MR HIRE (QIC-157)

04 saRYpyER R Ik zhes (UFI)

05 saRI A2 IR =N 3s (SFF-8070i)

06 K& 2R SCSI W EFNABEFHEILE

BEERT, JLEIEFIRRESERFRIGRABTEFMELE, Bt USB SZHHARLFEN.

« AAZ2MN (X3 0d) - RAREMREFTUMBRABTRE, BEATRIPFITRBFRVER, HXTEFHM
RIFEE,

o f5M (K3 0e) - MIRLKRER FIREMIMSANSTAE XM IR E. MERGE. TEDEARY. BRI
2. FLBMAESFIRE UR—EXFREEDEN.
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-
REHIITRIEE LA XenDesktop 4 REBMAZFNENEEEH, KEMMEE GINEFEHENITIRE
MR ERGN) FEHITOIMNCE. XA, BSEMIRHOXE CTX123015.

« MAEFRE 5 0f) - XLGEOEMEERE. OXRENR. ST BREVSNMEEHSFIAET
Ri#IRE.

o NARFNMEERTE (X3 fefl ff) - T2 REFERARUBFFENNTKE USB BRARITEMRIMINY, 1L
BEBERTRAREEREE 5.

RAIANER TEL R USB iR &K

BAIABY USB SBEMNAF 2 F AL T REX5I USB ig&:

« B(EF CDC 42l (3027 0a). FAIN USB A AFEEXEIRE, IANEPHN—MKETEREES EMR
HH S EE,

o AMEFEEORE (£ 03), BASMHEANELIEE, BENAKFEDRE (HID) 85F: B8, BiR 18Hg
&, BR. FREE. BT HIes. REMIEEIThEE.

FX 01 XiFn 5194207 X, AJHBEMBRER.

BRINRY USB SREER A7 fER USB 885 (203, 7201, thi 1) 5 USB Bir (2 03, F%£ 01, ¥ 2),
XEFENEMERE USB 28, ASoREBMBEMWAERHITEYMIE, i, ERIENSEN, BEF
EAHERMITIZERAX LIRS,

o USB &4 (3£09), USB ELBAITRIINIREEET AT EN. TRTEHNXLIRE,

o ik (X 0b), BRFEFREEFERATRFRFHENERATEFIRRE, URRERARNEEFEY
SHE USB <,

B LAERE e RIZIBERIARIL B s Rk F88, MARE USB X%
o TR (K e0). HP—LigEr iRt XBIMEAE, HEEEXRNINEIRE (FINBEFREHE

B4R o
A USB REEF A FERXEIRE, BR, AERHRERRESHERA USB ZIHR ISR,

o HttKIRE (X5 ef, 72 04) - Hh— Q& a BRI R MR A 1. Bk USB SIS R A VFERX LR &,
B2, AERKRETEEAERM USB ZHHRMtARNIR,

ERALHITIRZERERT USB 198 5I%

HIEIEAT Windows 89 Citrix Workspace B BRZFRIR XX U EH A ini2 iE i Z LS ma USB 1I8&HSERE,. LB
AYEFERAREIETERAT Windows B Citrix Workspace #{TEM, XM T BEREMN T X4

\C:\Program Files\Citrix\ICA Client\Configuration\en
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FgE, EERES M AFIRE LANEMR, MR T EMREL:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="
DeviceRules” Value=

=2

AMRFEFERSBERG, JRFEEMRERERA. Citrix TERIIEIMRFERCATLSEY
IEYERRE B IS URR, EREMRFIESRTEIENG, EREIMRZA, BSLHITED.

PR AU E S

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name="DeviceRules”
Value=

ENRIEF mEARN,
Bx USB & HRBGBIFAMEE, B2 Citrix Virtual Apps and Desktops x4y USB & & 58S S,

S48 USBREETER

USB 2.1 XE@RAZ#F USB E5RENHE, IS FIREEIE— USB SAHEENER, IRREXAED
EBEFINAZ240EE, HhE—E0S 00-ff BFHRRENFig&. RREMESHEMIBIARY USB ig&RMH
#EY USB 240R A FEER USB S4B FF,
ALREEFPRGER EAMNE S IRER LG ENENFNUTIRE:

« BMNEAUSBigE, &

« —HRTNFIRE (FDIRE)

¥AE4G USBig&ER, BMEEENERRAIH, BARKEHELENES FNAENAERERMERILE, SERK
# HDX izf2{&ageFrEEay Citrix Workspace & i,

NFHENTEEE, BEREATEMLEMN HID R/ USB ENIgE. NREMSEEHER USB BE#HTE
%, ZgERFEEIMUH HDX SIEBEHTEER, BE, BIMAH HDX SIMEBLEZTIME, AIUKRRE
L8, XS5ERENHEMEHIEFESER USB TIZERLKENEMAE, ITHREEN USB BSMMINEIREY;
Mo

AARBNIEITIREERTRACESENMENAMERENESREN O, BHEIEITTXLER@, ¥R
TENESREN, AR LAFREHBRITFEER/LTELE, ATERKAENNAREF TR

EfpAXERE, Citrix BINERSESRE, HENELAEHER USBEBENFED. IXNHEIHRAREMFIRE
IMEE PGSR LN AEFEER, SR AR HDX &3 Citrix Workspace R AR, RBHMRAIFEFER
RERRIREREHMTERIEEM,

RN :
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5%# USB ig&—#, EREEPIGEMIGEMN = EaE % Citrix Workspace NARFEBRIEZFEATELR
ME&i18%E. Citrix Workspace R A2 ERXLERMNRTE 721 5bE LEHILE USB & &# L TR RIE,

BEMNREE—MEEXEE (Allow. Connect 5 Deny). —1MNES (2) MRENHZ N SiKSE USB FRLGHH
LIRGE AR IS B M. XETESHI R TE USB & AXRINRE &8 USB i& &R R TR,

REMVNZSFMNE—THHEAN, £ # FHZEEUEER. ANE LM TH#ITRE (RREREFER). LAS
REWFIEOALEEE—FAN, EFAEEIREFEOANESEMANGR 2,

Tl ERIN

« ALLOW: vid=046D pid=0102 # i&d vid/pid fiFHEEIRE

+ ALLOW: vid=0505 class=03 subclass=01 # ¥ subclass=01 B3 st 0505 KM pid
+ DENY: vid=0850 pid=040C # {6445 18%&E (GIEFREFIgE)

« DENY: class=03 subclass=01 prot=01 # iE4{EFrAd IS LE IR IR S

« CONNECT: vid=0911 pid=0C1C # s B ehEEHEiss

o ALLOW: vid=0286 pid=0101 split=01 # F i EH A FFIEEZED

« ALLOW: vid=1050 pid=0407 split=01 intf=00,01 # {FHH B R #iF 2 MEO

o CONNECT: vid=1050 pid=0407 split=01 intf=02 # {FHFM EEhEREEO 2

« DENY: vid=1050 pid=0407 split=1 intf=03 # F5.L##0 03 #sTi2iH1A)

BT LA A MR S HORE AN S A 2B R AYIR &

TIRBE RR

vid=xxxx USB & &R ID (Mt HIE3)

pid=xxxx USBig&&r=& ID (mfi+755#Hles)

rel=xxxx USB i&#&hR4s ID (FOfI+7<i# )

class=xx USB ig&£3IMRHE (FL+7#HE)

subclass=xx USB ig&FHEMREE (R HED)

prot=xx USB & &N (F+7ERE)

split=1 (& split=0) EERERD (HFFED) WERRE

intf=xx [\ xx. xx. -] EREARENREFEOE (NESHRINMAI+/EH
HLED5ZR)

AN N SHERG AN AMNE USB i8&. MIRKEEETASE, ANUKLEERZSHHNEAERNIRS,

USB Implementors Forum fa s B E XL, FRUREE XHEAEFHMVERNTIR, USB-IF E4irE
PREVAERZRS ID M5IR, FIAERETE Windows i&&E BB EFEA UsbTreeView FH 2T BT EIREHIHLN
. . hRAFED 1D,

YEFEEN, RERTESHINERT USB E581k&E. IFISHAREESREVIAENIFNRERLERFABITESR
D
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. Split=]1 FFRPIEE SIS EMEEFEOMENFDREHITEL.
. Split=0 ZFFEHHEEBE.

AR

DR split B8, MERTE Split=0,

intf SHEEFVTIHRELATINE S IRENRETED, NRZ, ZREENAESIEENFREED,
ZEEARBE=MEOMNES USB BENigE:

o 0O 0 - FMERBIHR

« 0O 3-HID Xig&inm (FEMFHSIEE)

o ¥OS5-EE/EHED
BINBER TR &AM EE:

« CONNECT: vid=04T7F pid=C039 split=1 intf=03 # s ¥+ B 5hEE HID &%

« DENY: vid=047F pid=C039 split=1 intf=00 # B4 S5fix=

+ ALLOW: vid=04TF pid=C039 split=1 intf=05 # 521 mgmt intf BFR B hiEE
BRI & RN SRAE .

iEATF Windows 89 Citrix Workspace M BEF EE—HINEEAN, XN LT ERERTTEMNIGEE, Ha
HERAEFEEBIINEELRT,

AILATE LU 2 4UEMRPIEE AT RN E RN

« HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\GenericUSB (32 i1
Windows) &§

+ HKEY_LOCAL_MACHINE\Software\WOW6432Node\Citrix\ICA Client\GenericUSB

(64 it Windows) , 7% DeviceRules & F/&FEEH,

B2, EEATF Windows & Citrix Workspace R RI1EFH, BILIEZA USB i &N SRR E X L BIAFIN,

ERHEAT Windows # Citrix Workspace M BEFBBIREMN KL, BRITUTIRE:

. BidEfT gpedit.msc fT7F Citrix Workspace N FBiEFA R R EIREIR,

ERPRET ST, HEEEER > Citrix A% > Citrix Workspace > iZiZiEEE P iFig#&E > @A USB i
ik,

%% USB & &N SRER,

EEREBEH.

7£ USB i &N AIESR, #M (HEERE) EIEM USB ZEMN.

N AME.

!\)I—‘

o AW

Citrix BV ETE IR ILREZ AR B T R unMHBRIARIN , 7555 R EFIREA N H BN LIRIERFEEESIT .

i USB 185
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HERERIEF, F7H USB i&&7E Desktop Viewer FHIEE T 2R, b5, BRI LIMERD > §&HEFFRS USB
R’

H@ HE

HE ~
Disconnect Shortcuts

Home Ctrl+Alt+Del Preferences Jevices Full-screen

Unknown Device (Vid1384 Pid0017)
Plantrcrqics Plantrenics Blackwire 320 2 |
Logitecl/ﬁ‘USB Receiver

Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) »

HID Device

Audio Device

Manage Devices

=z

AR

CONNECT x®Fair8miEE USB i8&. B2, NRFEHES USBGELUATER USB EERTRER
CONNECT x$#=, MM Desktop Viewer &z OFahikiRizig & LUERE A FHIRE,

TENAEFRIESR, 1F5 USB k& B REEEPOH,

@ Citrix Connection Center — x
Styles
Connections Session
'3_’1] Active Disconnect
=-{5) FTLPAT7ME0S008
™ Adobe Acrobat Reader DC - \Remott Full Screen
Log Off
Preferences
| Devices |
Unknown Device (Vid138A Pid0017)
| Plantronics Plarl*{onics Blackwire 320 3 | HID Device
Logitech USB Ré?ei\rer Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB443) 3
T Manage Devices
< 3 Teminate

1 Server used, 1 Remote Applications

Close

EEIEREO, BRITUTERE:

i&ATF Windows # Citrix Workspace M 2R 2109 5| \89 CONNECT XBFAiFBmEER USB i&&. 1
REERAIFSEFAEEOTSEPEEEE, CONNECT LR LA R ALLOW #nl,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER.

2. TAPERETN AT, BESERIR > Citrix A > Citrix Workspace > iZi2iEiEE A inig& > &M USB iz
*El_%o

3. 14 USB 18 & M NI ERER,
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4. EEREBR.
5. 72 USB g EMNXAMES, FINEB=NEE USB i&%&

Blan, CONNECT: vid=047F pid=C039 split=01 intf=00,03 - ik E &i&&UKXIEO 00 F1 03 EOK
BEnER, HRFIZRENEMED.

6. BENAMEERFIERE,
B USB &% B ahiE Bk

Citrix Workspace M BEFIRIEN LS EARILENE SN B EET CONNECT #ERIEH USB i&#&. aTTE
Desktop Viewer T 2 EXEER, M TFEFT.

=
Home Ctrl+ Alt+Del Preferences

-:" Citroe Workspace - Preferences

File Access Connections Monitor Layout

Microphones and webcams

Session Settings Global Settings

() Connect automatically Preferred WWebcam
() Do not connect Automatic

() Ask me

Digital cameras and scanners Relative Mouse Settings

T) Connect automatically [ use relative mouse

) Do not connect

%) Azk me

eneric USH devices

[[] When a session starts, connect devices autom atically

L ] When a new device is connected while a session is running, connect the device automatically

Cancel

ERRBHHNEEETFIRE RO EEREREF/ERETFiIER. RABRT, FTEAXERE, MRUMN
Bop&ERnEA USB 8%, BJLAEERED,

siE, BERTLBIEM Citrix Workspace A2 AR K EBEERBERNHN R RBZ A X, "IUE
BIPIEIR > Citrix £ > Citrix Workspace > mi2iEiE®E F inig & > B USB T2 TR B AP 5%,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 274



iEATF Windows # Citrix Workspace R RiEF

MRMNEBRDFREA “IE USBig&” M “f USB ig&”,
B DIREMINGE:

BUAERT, EATF Windows # Citrix Workspace B2 F X3k 1Ei1& &N HBARIRIE A Split=1 WE &i&&.
B2, AIUERBIAE LIRS A RELEIZEMNFER Split=0 tFEMNE &i1%&.

1. @17 gpedit.msc 77 Citrix Workspace Bz BiZFF4H SR BEIT R BIRIER

2. TAFPREBETN AT, RESERIR > Citrix A > Citrix Workspace > imigiEiEE A inig& > B USB iz
EEE

3. EFIFRDIREEE,

4. EEBERR.

5. BENAMBERFICRE,

AR

Citrix 2 EAERNREMMRIRFNBERSFEIRERIED, MIFBEXENRENN. WGBSR
KPFH.

PRI

o Citrix BINEREFR S WEBREHBED, RS ZE: FRER USB EEMBZEEEEMIENMESE. BX
IMEMH B, BERMUENEIEE,

« BN, BMERET EMIREEERMNKFDIRE, AT EEMFS USB E518&. HILLREZERN
RERFRIFEEL. EXEFERT, #ANREERNFIRETEFERETIRF. ERIUEATEEP—
BRR TS ERARR IR -

- WP IEERE, A USB &%, RAEEMEEIIRIE,
- T USB REHBHEMNIEN. HRFRSBUIRERHEIFEE, [HDX-34143]

Bloomberg ##

Citrix Workspace M Bi2F IS E BN BiEFMKERIEFER Bloomberg 8, FrRmVAMREIEMHRE, AT
FEREEAT Windows B Citrix Workspace A2 s & FER MK mERE A Bloomberg #&1hag.

SingseaEtt, Bloomberg #RIREHAINGE, BIAYFAF AN SHHEIEHRITRS.
Bloomberg #R/HBAEE—MIE shell 24 USB & &4HM:

o B

o $ES0RENER

o BIRE

s BTFRBAEXEREERTI RS USB 4%

HID #%3l, BIaNEigEnsHs. AeSEMNEANSE
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BT XERENENINEESS, BMgERSFRLER R, BRI MR LED,

WABERSINREEHN USB 8%, THREIEPEALTAYE. LEERARSNREVRETA, BRMAELESR
WEREMRE. i, TRIMERES—ISE—ERR, TRESIREZEH-E,

FEIWER Bloomberg B&2#H1TE M RIE, ZRENERERIEFER T REMER,
fic = Bloomberg ##& 5:

BIEATF Windows 89 Citrix Workspace AR 2109 hRi2, 3IAT—1##9 CONNECT X8BF, UAFERIE
BEhFE&IENN BohiERE USB &%, SAAAE USB i&& O B anEEed, ATLUER CONNECT XRFEif.
ALLOW x5,

=3

AR

Citrix Virtual Apps and Desktops 2212 frzes#9 Studio H5INT “EEEEAMNARE 2" 5, TEED
iEAF Windows 9 Citrix Workspace M BZFHHNE P indRIEREE Bloomberg 5 ##. BXE %4
58, 1520 Citrix Virtual Apps and Desktops Xx#HryE s USB REZE@MN (Arzs 2) o

s FiEATF Windows §9 Citrix Workspace B FIZFhRZAs 2212 Z Bifhkas, THIER T ameEHA CONNECT X5

=5

F:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER
2. EHENEET ST, BEEERIR > Citrix A1 > Citrix Workspace > iZi2iE 5% P inigd& > &MH USB
AR ERE,
3. EEFIRDIGE R,
4. EEFEERA.

5. 72 USB g EMMNXAMES, FRMUTAY (MRFEFE).

+ CONNECT: vid=1188 pid=A101 # Bloomberg 5 £ ¥4 IRFIIER

+ DENY: vid=1188 pid=A001 split=01 intf=00 # Bloomberg 5 F##&

CONNECT: vid=1188 pid=A001 split=01 intf=01 # Bloomberg 5 $&# HID

DENY: vid=1188 pid=A301 split=01 intf=02 # Bloomberg 5 B Z4fiEHE
CONNECT: vid=1188 pid=A301 split=01 intf=00,01 # Bloomberg 5 $#& =47 HID

=W

WITNHD SR TORAN, AFRRBTHSITEMRE,

6. BENAMEERFILREE,

7. AEEREOR, ERERETF, AREMEFSERREERN—MHRIEEE, BENEOAIMKEEL
BEEsEREERT,
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I3 7246 Bloomberg %4 5 RIEER, XESBEARRKLE DENY SNGES R |NFMEERELEBA USB EE
M|, MmERdiisdEHTEER. CONNECT MMNAFEMEEMESRIR. #E EHNBHIZRURS STHE
KEIEHR,

ficZ Bloomberg ## 4 3 3:
/J\IB\

AMRFEFLHLSBERE, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEE
HRVR] RS S LURR R, EREMRIRIESTEENIL, EREIMERZA], BSBHITED.

1. EEMRAPIRE T MR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB
2. AT RMEZ—:
o EEAILkINEE, 3FAEN DWORD. ##9 EnableBloombergHID (95 H, EEEIRERN 1.
o ERAILIHEE, BEREIREN 0,
iEATF Windows B9BX#HIEH 11.2 RE4ARA iR Bloomberg $## 3 4%,
Bloomberg $## 4 Z#HEATF Windows Receiver 4.8 RE Sk

mERSEREA Bloomberg #&E%1F:

o ERTHIEHTRSBATY Bloomberg B&RM%#E, 1E1ZE Desktop Viewer tfalike Bloomberg #
%%, MRKMEM Desktop Viewer, BILEEITHNAEMNITEN LT MR,

« MRKBAX Bloomberg ##&1%#%, Desktop Viewer & Ex:

- WARAT Bloomberg %##& 3 1i%%, £ Bloomberg Fingerprint Scanner (Bloomberg 5
g ) 71 Bloomberg Keyboard Audio (Bloomberg $#2347) .

- — M ERBEEEMMNIEE AT Bloomberg ## 4, 1thi&#&E /% Bloomberg LP Keyboard 2013
(Bloomberg LP $#2 2013),

« MRBAT Bloomberg &M #F, Desktop Viewer FRETRFHNEE. EF—IMS5UR—HETRA
Bloomberg Fingerprint Scanner (Bloomberg $54i43#1%), 5—127% Bloomberg Keyboard
Features (Bloomberg 5#&108E),

« MEKXRL% Bloomberg {8 W UL E I IZRF, Bloomberg 18413 # & B ATAEFR = 7E Desktop
Viewer H 2R, MR ZFK B, Bloomberg I8 AN AIRE R EHITEER. BNMAUKRERAT
Bloomberg &5 E M Bloomberg i&&1IE 5,

o FAILMSEAMERPHE, UWRIARTRRAT ZH:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICAClient\GenericUSB\EnableBloombergHIC

MREFREEHER O (B), WRBMAE Bloomberg BR/MEZFR, WNREH 1, WIEEAZR.

/= Bloomberg $#%15:
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} =r

AR

Citrix Receiver for Windows 4.8 i&id SplitDevices S5\ T W E A& L1, BF, 3 F Bloomberg
HE 4, T ER Bloomberg BRINEER R L RE,

5t Bloomberg BRI HFFHTHEL USB REEERTRIFEN AR BNERTREAILZR.

o ERREMBBARR, BETRa<iTHE ENABLE_HID_REDIRECTION EMa9EiEE  TRUE, #iin:

CitrixOnlinePluginFull.exe /silent
ADDLOCAL="ICA_CLIENT,PN_AGENT,SSON,USB"
ENABLE_SSON="no"INSTALLDIR="c:\test"
ENABLE_DYNAMIC_CLIENT_NAME="Yes"
DEFAULT_NDSCONTEXT="Contextl,Context2"
SERVER_LOCATION="http://testserver.net"ENABLE_HID_REDIRECTION="
TRUE"

o BRERNEGEBAXRE, BRESTRIEGN RSN Windows EHR:

1. $TH “EImRmER

2. SMBITEMRD
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. #RME EnableBloombergHID =7E, &#HTEIR, LUEEKIER Lo

4. R fE EnableBloombergHID R7%7E, i&8IE2—1%& % EnableBloombergHID # DWORD {&, #
REEHIE Lo

%t Bloomberg #2215
BT LUZIN TR EB MG R 2 %Y Bloomberg &Rz 5%:

1. EETENEG RGN RS PIT A M REES.

2. SMBILATEMRD:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. dNRf& EnableBloombergHID %7, E#1T18K, UEEHIEN O (B),

%1% & EnableBloombergHID R#E1E, MiETAEA% Bloomberg #&EM%1F. ELEBERT, FHE
BRI RE,

ERBAXFNER TEH Bloomberg 524 :

o BILUEBRAE SRS Bloomberg X IFHNBER TERRE, BR, TAESMRIEZBHEZZHIIEE,
HE R RERIB 2 SIS BT NRYIE)E,

+ Bloomberg B2 EBZRBNAI AN SEMEMBRER. FRERITEMITHRIRE
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o %70 Bloomberg RSN EERAFIRIER, 7 HeEAE A Bloomberg 125, NREFERAZ Desktop
Viewer, M Rx USB i&&MHIiERE#MIE&E 2, 75 Bloomberg #& S5 Bloomberg %4

EIMEEETo
o MIFIREEEME Bloomberg 15831, A BEERISSURENEE, MBEREAMREIZLURENZMIREHIZ
7, REBREERUTAR:
- WREBNIGEHSE N BhERIRE, XE
- UATFAPERRTERIES.
tboh, MNRAEBIURIEZHIEERE Bloomberg #58, HARMAEEIESURINSRMIER, B8ORS ErS
BR, HEESIEPLAER.
=

sF Bloomberg 3, BEANRFRAMAS ] UFEAIES0RINES, HETEHRZ, 21k Bloomberg 4 #1TEE
Mo

BERXE#EER Bloomberg ##:
o MREBHIEHPBA T Bloomberg BRHLHE, EREBESITFRHZLRBRINEE, TEBIE
$irR R FI R AR B R AV IRl

« B Bloomberg #&8M & FEHEIEEER Bloomberg #2EMigE. MEXARE—IHIEE. NRE
fEARE Desktop Viewer, Lig&#HA “Bloomberg Keyboard Features” (Bloomberg ##&1h#E), &
EmLig & AXERELZ A Bloomberg #i#,

BH Bloomberg B %5 ¥ Mm% A Bloomberg 12 BMEMigE. AAERSERBNESOENENHARERE
A FEE R,

HDX Plug and Play USB i&&EE A

HDX Plug and Play USB i & E BB ISEHNSEE MRS, BESSOERN. B EEEREEH
POS i&&. EHAFALURGIFAEIRER—EGEHITEER. ERSR EFERERERAP IR LN ALK, X
REETHIRE. BXFMMES, B8R Citrix Virtual Apps and Desktops X#4s#y USB M1E P isiRs i+ 2 S
T,

5E:
NBERSB(FRIEPEZAT Plugand Play USBi&&EE A, ARBLEBESIZHRIBLE,

AP a Ltz Citrix Workspace M BEZFHENIRIEBE AL A FHERIRTEE BN E S NERISENERHITIE
T WIEBEREMERFERUILE Z GEIENNEE,
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¥&Pin COM inORFFEIARSS 25 COM ix 0
‘BEE AR COM iRORSY, EEMERKATUERASAFIRE COM BOEENIRE. B UGRERETAEMMKZIRE
AR F X L AR AT

AUESGCRAEOPRFEFEH COM im0, WAMMARERE (Rikikss) B IAEHAREREGEF K
COM mmOmkst, BXHEEMEE, ESH Citrix Virtual Apps and Desktops 2%,

BE:
COM ixOM5T5 TAPI RFER.
1. 3¢F Citrix Virtual Apps and Desktops Z&, HRAZFH COM imOEE MRS,
2. &% Citrix Workspace M BiEF.
3. EmSiRTEAF, BA:
net use comx: \\\\\client\\comz:
Hrp:
o X RS2 LM COM HOS (%O 1 2 9 rTATFMEY),
o Z REMSMZEF i COM %OS
4. BWINZIRE, BEGRTEORREAN:
net use
RN B RS IREhEs. LPT ixOFBRESH COM %0,

EEENSEINAREFPERL COM KO, FHENAFIRERERRGNRO. FW, NRFEEF KL COML
BREYEIARSS 88 ERY COMS, BEZIERIERKEN COM imOigEREER COMS, fERALLIRS COM imARY, RiNEERE
BAFigE LR COM wmO—#,

fiE USB S5
AR

o BHARAARRLZESHT Windows B Citrix Workspace W BEREY, @A asit GPO SN &A=
R, BxmEZH GPO RRMERXGINFMAES, ESHARBNREEER, WFAEL, SARH
XHHERERRRENEIRE.

o ItkThREIRTE Citrix Virtual Apps BR$3 28 EAT A,

BECE USB SHiRE, BRITUTERME:

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER.
2. GHENEETRT, REBERIR > ZHEEEIR (ADM) > Citrix 424 > Citrix Workspace > 4%,
REEEELER USB EEMERHSM.
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IR E.

BENAME,
UEERRRITF cmd 155
BT TSR

gpupdate /force,

o AW

RBEFERE

REAFARBEFMRE, FF7T USB Z#oh, BRILUERE A iRRBRG#HITRZHR. BTLUELERT
Windows #9 Citrix Workspace N A2 F RIS ZIZEER P IHiRE > T RN RMGT W E#TRE, NALLHEE
B, BRERE, APIRELORREE RGN EMNRE EHIREERRTT, XERER BT NEER KRR
BIHZ MK,

MR TR E IR R 2 A E B X R0 T

Thge S P USB 3%
BIAERA = =
AR 2R AR 2 =

AIERIERE R MERLE

iy

NRAF B HRAKERNZ 2 MR
B, Wr “2”

MRENEATEA USB ME A IHIKch R REE, HESEABZABARREEFMRE, BELAERATA KR
B[IRGTHITEER, AEAEREL USB STHHHTEEM. MREIEFHBZEHBAZILE, WIFERER USB 2
HITEER, ARAEERERTF IHIXEhEFRT.

& P ik IR B 88 PR G

March 4, 2024

B IR Eh SRR ST TN S B A IR Z B LR R E R, X EREN T ECNNEELERM. SIEFE
PRI BT AR BRI N B SR N IR ERFEF TR R,

AINERT, BRI,
ERRAILINEE, BREUTEMERD, AREHRDRSEE:

B #&: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\
Parameters
&Z#5: DisableFullStreamWrite
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2% REG_DWORD
f&:

Ox01-%2/8,
OZ=R-BHA

iEATF Windows B Citrix Workspace M A2FZIFEAF I8E LMGHEE, UEXEREATUERIERER. AR
I LURIT AT LE:

o BRI AtIREhER. FTENALA COM im0
» ERIESAHM Windows BIMER Z B 1T B A1 NG
o RIRMSTERBREVESN (REESM.wav XHF)

EEFEEF, Citrix Workspace M AREFFERARS S ANE P imEses. COM imOM LPT 0. BIAER
T, RAREFHIREHR M RIARS 2SRRI ER, HABFIHITENNEIZIRSSS[ITENATY, XEEFiHiTENYEER
GBEREREEISE, XEMRFESFSEHENSFTAFRTR, eEfleERFEHEEERE, HERBFR T —XRER
R EHRIE,

AILERAEERRBISERGF AL IEE, TRETRENEMM. EXFHAES, 555 Citrix Virtual Apps and
Desktops 324,

BRRFIRERS

AL f#EA Windows Server Manager T E KA E AP &&E ST, HEhaiER%s. TEINMROSER,. BXxa/A
RIRFMRER, BERRTERERSAIER IS,

EERTF RN

BERRXHREERAE T EENHRIEFHRFAHXENAR. ERSSELNEAEF HESERFE, TR
BWE2FERBEAGEANE (UNC) HEamMERIRE. YEERSELLERBTEFHXGREER, HERAFEA
PiRELEETEFHEXHREEBN, KEEMAFEENED EME,

REAFPEENXHERER UNC HEERERIEN, MARETRAF IS LNREXH RS, NMRETIMRER
UNC $##%, BPmXHEERIERNERAMFNIRNE, BEXFMMEE, QENANAFRSERERTFIRXHREE
/), E# Citrix Virtual Apps and Desktops x4,

B P imIRah28BRET R E A RIS A 1T
&P iR AT IS ENIRN IR AT EE A A& & EMIREIZS. 0, s Citrix BAIEFH H IREhaseR
HEETERT Windows 89 Citrix Workspace R BEFHABFI1&E £ C IREER,

&P inIRE)R T ER A BRIAE Citrix REEEMIZHEF. WF “XHEEE . Windows HREEBFMEHIR
BEFMS, XEMRNEERSEMEMMKZRIIBE Y,
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ARELEF, JLUFEEENREMNAEFNRSSFEENKE P IRIKEhEs B RS B — AL RIS ER. A
NGRS RSN V FFIRREF RS BcLe & P indkchEs M IRzhER 21, MMAS P EER 2 CD-ROM IR=h23
DE— I REhERETT. (MIRBWREEHE T HIARIEMBER.) I EERIEPRALUTIEERRET

B IRIKEISEETT RS R mn@ET AT AR iAE:

A A
B B
C \Y
D u

RIS ARSSERHITECE, ERS[|BUNBENTSEFAHRHNBETAREARR, EHit, RSBEDBEFEELNES
AR BN RS &2 7T o

B, KBRSk C 2 M, IE=p28 D 209 N, X#, BPMIGEMAIUERIARE C 1 D Bapes, X
FERESIEREIL I TIERNRR

B IRIRE SRR AR5 eRmnET AT A Rk
A A
B B
c C
D D

BT EARSEEREE C NIREREFEREIIETEN. FEEMEIEREEM CD-ROM R R FH9RIRF#T
i (figa, C>M. D>N. E>0), XLEIRENB[EFTFEESEAIMERIMBIXEERIRGT L LA, MREFMKEIKEH
B3RS R 5 ARSS SRR BhER AT AR RIRVIRENER EART, & PULRIRTHERBRETIE o

MRFEAT BoEFPHIRERY, SEAFRREEEIRSBSEMEUTF BB, RIABBE P RIENERT,
EENRE, BEETERERS RHRS) RETR. W EAREREFITHE P IHISSHANNNE, BXE
BREYI¥4R= S, &80 Citrix Virtual Apps and Desktops i,

ZnkX

March 4, 2024

Citrix Workspace AR HZEFHRERNBN. AILUSARENER XA T !
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o SERYEED, BIANEMFERIEEIENMNESN.
- RENRFILBER, IR5ER.
o LSRRI SSARHo

Citrix Workspace AEFAF AT AR B EB S FRAEZER OREAEZEIHIGENERN. Citrix Virtual
Apps and Desktops #1 Citrix DaaS BFE A LUfERA Citrix Virtual Apps and Desktops # Citrix DaaS &=&28
AR A B S E RN E G,

A RER

April 22, 2024

PRI REERR

ARG ER AR R EERIREE LU T RN :

MLRERER

o IEARSS2E

» AERRSGEREE
« AFRHA

o mIZAFIRE
s PR

&AL recetiver.admx/receiver . adm | &R B TR AT BN RIS, 3T FIRES, AERA
FIEREEEH A SNIERX 4, 3§ Citrix Workspace MABREFIRENAIENM IR ZNTRNBAIEERN, A
EEEH. EERMEPIGE EHITEN, BERISE LA RIREIERR S NIRRT

Citrix ZiER Windows A5 %R (GPO) EIEEIRECE Citrix Workspace FB1ER.

ZEEHFREIFE CitrixBase.admx #M1 CitrixBase.adml UREBEEIRXHE (receiver.adml 5
receiver.admx‘receiver.adml),

pE=

admx fl.adml XHATFREMTIRFTREE Windows ks,
MR K VDA £ % T Citrix Workspace R B2, M ADMX/ADML X # @& 1 F \<installation
directory>\Online Plugin\Configuration B&%.
MR Citrix Workspace B RIEFE k&% VDA, BEAILELU TE RT3 ADMX/ADML 3214,

o« % F 64 fi: C:\Program Files (x86)\Citrix\ICA Client\Configuration
directory
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o 3¥F3241:C:\Program Files\Citrix\ICA Client\\Configuration directory

ES R TRREE X Citrix Workspace ARZFRIRX#REEBUBNES.
AR

Citrix B & E AR AH Citrix Workspace R F2F1#R#A9 GPO &k,

XHEE X E

receiver.adm \ICA Client\Configuration

receiver.admx \ICA Client\Configuration

receiver.adml \ICA Client\Configuration\[MUIculture]

CitrixBase.admx \ICA Client\Configuration

CitrixBase.adml \ICA Client\Configuration\[MUIculture]
AR

o FNEFK¥ CitrixBase.admx\adml &2zt GPO, B ICA XHEZRAEEEER
+ F+4& Citrix Workspace M R1EF8Y, B RMIVERERMEIZEM GPO . SANGEFRESRINIZE.
BXEAEE, BSRUTIE:

Erit GPO 70 receiver.admx/adml ik, BEHITIUTIRME:
AIUERA.adm BiRXHE B 4t GPO MR T GPO, E&AILAAE XEE ADMX X/ Microsoft MSDN X

=
Ho

L% Citrix Workspace MABREFE, EFILTERSH:

XHER EHIER EFIBRUIE
receiver.admx Installation %systemroot%\

Directory\ICA Client\ policyDefinitions
Configuration\
receiver.admx

CitrixBase.admx Installation %systemroot%\
Directory\ICA Client\ policyDefinitions
Configuration\
CitrixBase.admx
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X KR SHIRE SHIBRUE

receiver.adml Installation %systemroot%\
Directory\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]
MUIculture]receiver.
adml

CitrixBase.adml Installation %systemroot%\
Directory\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]

MUIculture]\
CitrixBase.adml

AR

¥ CitrixBase.admx/CitrixBase.adml 02l \PolicyDefinitions X#&s, UEEEEER >
Citrix 4AF > Citrix Workspace F89#&ExR > {4+

RIERLE

December 8, 2023

Nz FRtE 7 B Bh A a]

FERRIETR TR LAGERE N AR R B R BN B SE RSN N ERETE, NmmAFREENLRHNEL,
BohIEEA IR TEHRIE. MBHRIERERAERE Citrix Workspace M BEFN B IR E (MEA
FEBR) I,

B RIER4E5 B N AEF I EEhETIE, AP mEEATF Windows 89 Citrix Workspace Rz 2R HR iR N
PIEIER, ERHT—ISIEZR, SETRSHIEEETRER. BIARRIER ctxprelaunch.exe fEsiEHiaT, B
SHEARE] W

BXEMER, BERATEAEEZGAM “Citrix Virtual Apps and Desktops” —XHhHIIETEFISIFIERE
o

INZASIETB . ERRASIEMBEhIEE, 57 Workspace 2175 E 8% ENABLEPRELAUNCH=
true, SEEEMRI EnablePrelLaunchi8&R true, ZRIARE null RRFBEHITHEEL F 2RSS
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} =r

AR

MREEEFHITENNEE NXFHAERE (SSON) BHIIE, NEBEHERTEE. NRELEEAEERE (SSON)
MABB#ES, 5% EnablePreLaunch 53 RIMEIZEE SN
false,

AMRAGERN:
« HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle

« HKEY_CURRENT_USER\Software\Citrix\Dazzle
ERMERNTEED:

o ERTER - MEEEAFNEREEISHNIRIEZERT, MEREZNREEANESRENR. BEEEER
ENEER. APALUBIER BN Citrix Workspace [ AEF it & & S 5hThEE

o IRIBTE S - B ITRETE I RIS EE R, HRINFBHXERFREEFBEITREESEHRIEERR.
SIRELAT TR B RBEXM I FM, RERFBE. AHZMEMRSB[BAR, ZEREITI
BIERNEE. B0, WMRITRIBTRE R 13:45 #17, ZERFEKE 13:15 2 13:45 ZjEE6h. BEE
EmENERER,

7£ Citrix Virtual Apps R 3 LR ETS o EE:

o SIR. BAEMRTEINARER, UKk
o BTSN AEFRNAFRRIRE.,

THEfEA receiver . admx XHrEEXFUSEINEE, B2, EoLUBIEEIMREREXTSHEE, JTUER
#EBT Windows 1 Citrix Workspace [N BEF B 2 EiESCERRE,

« HKEY_LOCAL_MACHINE BEEEFiHZEIEFE N,
o f&r i@ HKEY_CURRENT_USER EER—ItBH LAFRNAF RERENIRE. AR LEEENRE
AT HKEY_CURRENT_USER 18, &0 LA AR T B BRI,

HKEY_LOCAL_MACHINE ‘Fit&{E:

tF 64 it Windows #21E&4:: HKEY _LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

st F 32 i Windows & £ & 45 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\
Prelaunch

Z#5: UserOverride
8. REG_DWORD

f&:
0 - &£/ HKEY_LOCAL_MACHINE 1&, BpfERIBY777E HKEY_CURRENT_USER &2 2301t
1- M HKEY_CURRENT_USER & (WIRXL(EEE); SNER HKEY_LOCAL_MACHINE &,
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Z7%5: State
%A REG_DWORD

f&:

0 - ZAfEEIThEE.

1- BRENTRE. FURhRERERFNEREETSHRIEERR.)
2 - BRI, (FEEIThAERER Schedule BZERIBYIEIEED.)

&#: Schedule
##: REG_DWORD

&:
“IRIMTUSED” BURTE) (24 /)edHl) FEEBEEUTEINEN:

HH:MM M:T:W:TH:F:S:SU Eff HH #1 MM 1:0:1:0:1:0:0, Z=iESLRRE 13:15
T NETERED 53 R E 5l 13:45 Z &3 5h.
M:T:W:TH:F:S:SU A—RARKAEK
Bif. i, EEEH—. BHE=M
Efff 13:45 A IR,
i&¥% Schedule &R
Schedule=13:45

HKEY_CURRENT_USER Jiifk{&:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

XLt State 71 Schedule 15 HKEY_LOCAL_MACHINE E&#HEE,

Desktop Viewer

FEMEVFIREREREMNEWVER, EXNBRIARESKSENSRNERFTESEAFNAEMELERNEUmR
o EZEEIASEMAF AR URAEF T UREEZENEEIRATERT Windows B Citrix Workspace R i
FHIRE,

LAFFEESHEMSERER, &EA Desktop Viewer, AFHMENKEAIUREAGHEMSEE, thaJUEH
ERLTAKE. EiHRSRFR, Desktop Viewer TEEINAEEA A EEOPITAEMKEHEH A KEATF
BNERZEE. AP UERRE—AFIEE ERNZ4 Citrix Virtual Apps and Desktops # Citrix DaaS &%
BEERTMERAZ T KH.

=
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WA Citrix Workspace RIFI2F B E FNRESME, TAEA Windows “BHIER" BXRE
SE,

Desktop Viewer g9 A

7£ Desktop Viewer £i&%, Windows #i5i# +L 5@ttt &il.
Ctrl+Alt+Delete ezttt Eilo
BB, MARANIRBEEL Microsoft HBNTHREM IR B B iamA it Bl
£ Desktop Viewer By—Ts#BIT08E, 3% Ctrl+Alt+Break $7E3#HE O+ &= Desktop Viewer TE=#%H,
Ctrl+Esc KX 22 EIkRE,
AR

ZINERT, tNR¥% Desktop Viewer &AM, Alt+Tab BESIFASME A ZEIRESRE O, MR Desktop
Viewer 2 REENEOHR, Alt+Tab BESIFININEOZEIRESRED,

AEFTIRH Citrix RITHRAS. AEEFY (17, Ctrl+F1 F5) EEM Ctrl+Alt+Delete, Shift+F2 &E2
FRAME RN Z BHEN BiEF.

AR

A Bext Desktop Viewer HETRHEMNEE RIEHNARFNKERIE) EAREFEY. B2, ELUEHEA
FEAHHNARER, BEMNRBREFZIE.

NS =R

BRI LIER AP Boh RGP IRSIE T8 BRI B KA,
EENENEAR, BRITUTIER:

1. BahEMREES.

2. SMBILITREZ:

o £ 64 iitEMHLE: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\Engine

o« £ 32 fii it & M L£: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\
Engine\

3. SIEMTEMRDL

+ %8 REG_DWORD
o Z#R: ST INACTIVE MS
o fH: 4 IREFERSETRRIREL) .
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BLBIEMRIET, RSETRBUESIMEL I ER, SMTHREENZ. BERILERRSETS, BRITUTER
E:

1. BElEMREES.
2. SMEILITEBRE:

o 64 fIitEN L HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\
o 7£ 32 fir3tEA L HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\

3. ST EMRDL

« X8 REG_DWORD
+ &#: NotificationDelay
o B UERneunErE (B, 120000)

PRt Y RN FRAE P M R E BV E &R ALS

Citrix Workspace 2302 k<7 EE R EUT A EEM EIN B2 S EE R4 7 185289 A F (450,

Y Citrix Workspace [z 2 21X R BT FHZE#ZR Citrix Workspace MR2F S ER Workspace #HIThaEr—
Do B ENNAEFREEN, SEIUTRE:

Restore session?

You have one or more apps/desktops running from the previous
session in Citrix Workspace app. Would you like to restore them?

() Remember my preference

T

%% Global App Configuration Service FH R REFMEZ I EFNEMEFIRTILEN true B, AaHMIELR
o

BERFERHTEMEE LT EEN SN AEFNSE. NRERBEIMEENNAEFNSE, EHE
HEUH.
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WA LUERISERBE IR, £ NRERINAEERNE R,
ZHEIREERRIE? NEUTER T 2HIRER:
« APSRBEMET LIFXNABENNABERF,

+ %8R Workspace 1=HIThaEEL B BB R RSN ARRFEBILE,
» Workspace =4I| EfMEEETER P s LIS B RRIAE,

AR

EMERETRNEMERRENCTENSETIRENEET. BXFAER, FERAERA “SHREEIT WiE
HEECE B &L,

skB8 Citrix Workspace [ 2 FHRTIFSE A BT
8 Citrix Workspace [Zf#2R 2309 hiAiS, BRLINEERE, SAFPXHAEMKEN, RAKET &R, BRRE
FHRERIE, NRE Windows RERARATERERFERE XA VM, WL RGBT H AR,
EEALLThEE, EHRITUUTRE:

1. S#n3 Citrix Studio.

2. BRANSMERPRIRZAAE,

3. MERASAHERDiEEFIER VDA,

4. PERFEET. LESHIMFEZTATIE,

5. EEMSMERFRERE,

6. EZEFAERM VDA, B MEEARIIXET.

7. BEHRE, LEHSHIREREDIH.

8. HEHRAFEFIE LogoffOnClose XBFIZE N true,

9. BEMWE, XHEPEHENSHIMUTRIEE:

Save energy X

Disconnect will close the window but will keep the virtual desktop
running. You can resume your work later.
Sign out can help conserve energy. Remember to save your work.

(TRERRINIRE)

£ “Save energy’ (TifE) REFBEXNNA

®A[LATE Save energy (Fi8E) BERBEE N XA,
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1. BB E—BHPPE 1-8 #1711
2. ERBAFETE PromptMessage XBFIRE NMEN D,
il

KEYWORDS: LogoffOnClose=true PromptMessage="Do you want to Log off?

<!--NeedCopy—-->

Edit Desktop

Display name:

TSVDA-2019

Description:

KEYWORDS:LogoffOnClose=true PromptMessage="Do you want to Log uﬁ?"\

The name and description are shown in Citrix Workspace app.

C] Restrict launches to machines with tag:

@ Allow everyone with access to this delivery group to use a desktop
) Restrict desktop use:

Allow list

ave not yet added any users or groups

B Enable desktop
Clear this check box to disable delivery of this desktop.

B Session reaming
When enabled. if the user launches this deskto| moves to another device, the same sessionis
and applications are available on both dev 1en disabled, the session no longer roams
n devic

«» —

BINERT, XRFRADRARANHTRE T BN IEN, W FRENKEITEN, BIETTUT PowerShell
L REN FIEERY

$dg = Get-BrokerDesktopGroup —-Name '<group name>' -Property 'Name'
"Uid'
I
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Sapr = @( Get-BrokerAssignmentPolicyRule -DesktopGroupUid $dg.Uid
-Property 'Description' )

Get-BrokerMachine -DesktopGroupUid $dg.Uid -IsAssigned $true | Set
-BrokerMachine -Description $apr[@].Description
<!--NeedCopy-->

MLt PowerShell Bz, BIAASEANZTHEIRE S 5K BECHREEMN, EeJLUEEA Citrix Studio BB SR HEC
EREEAN, SHEMMNEE W —HERMEN —ART RN TR XEF,

3. BEWAE. XAEMNKENSHIUTIHEE,
Save energy X

Do you want to Log off?

(TEEBRENIRE)

filt

Citrix Workspace 772+ Desktop Lock

January 16,2024

TRESHAMEmMBHTRER, AJLUER Citrix Workspace [z 2R Desktop Lock. AT Desktop Viewer
(NREERA), BR, TELEZ LNEEGKHEN—HIED:

o Ctrl+Alt+Del

o EED

. &&

o BFFERE,
B7% Desktop Lock 18E9iEATF Windows 89 Citrix Workspace M BREFEEMANEAITEN LinlT, XEHE
MNERTRESBERHEETNABE, T2 PNALS, 743 Citrix Receiver for Windows 4.2 RESRAER
B LI Desktop Lock ks,

pE=
FRBEAT Desktop Lock HiEATF Windows B4 Citrix Workspace R Bi2FE, BREERIRFEBIRF

HFNE— 1 KEH, ZKRERAFPAANFERKENRMHTHF. B, REUTUATERBFALAERHINR
ERVED, Lb5h, MIhEEZIIRE, RN ARER.

R /includeSSON #rEREZERT Windows B Citrix Workspace R B#EF. A adm/admx X#ma<
ITENEENARENERER. EXFMAER, EERTE

Ala, UBBRSMER Citrix THmE EREM CitrixWorkspaceDesktopLock.msi &% Citrix
Workspace 2R Desktop Lock,
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Microsoft Visual C++ 2005 Service Pack 1 AIlB&1T4AHE. BXF4MEE, ESR Microsoft FHE,
£ Windows 10 (81ZR&LE88EH) 1 Windows 11 EZ3%#,

N PRI A ihiZERE S StoreFront,

JIPNE:SES S

AR &EHIEZES LAN 3t WAN,

AN TR IR

BEE

BN A2 IR Al e T AR i, MRIFEFERARREY RIEREEMERNA T T2 E. AXIF
=8, 15507 Citrix Virtual Apps and Desktops x4 pIER & At Bi2F 15175 URL 2B

£/ Citrix Workspace [z /125 Desktop Lock

pas

=7

AL Citrix Workspace M A#2FF Desktop Lock 5LUF Citrix Workspace M REFINAEE & FER:

- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 f&E{#2<3ti A2 F A1
- XPRIF. NEFHRIEHEaEF SR IIE

#rFF Citrix Workspace M2 Desktop Lock &iFpEIER LIRS

Flash EEm7E Windows 8 REEMAFLFEARS. Flash EEEAE Windows 7 LA FERARS.
Desktop Viewer 34 Citrix Workspace 2R Desktop Lock #4717 {ifk, &8 “FW". “BR’. ‘R
A M BER Bl

Ctrl+Alt+Del 7£ Desktop Viewer TE#= LA,

AZ# Windows IRiEH#I9%2EZIERE, 8 Windows+L BRdk.

&S Desktop Viewer #1TREEREY, Ctrl+F1 itk Ctrl+Alt+Del,

ARERIRSAN, RELIHLE LQEAMBPEENH, AIFERFEHE, BEXHEaFREELIREE L,
HEEFEEXHEREE,

"

% 7 Desktop Lock, # H * #t & & & HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\

Dazzle z HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle & &
LiveInDesktopDisconnectOnLock i&&X False, Hifm MAKBRSFHIEIRERET, SEshRiER
W FFiEE,

b
=TI

Citrix Workspace 172 Desktop Lock

LR = EATF Windows B Citrix Workspace A 2R, L@ Citrix Workspace A #2F Desktop
Lock ETEHRE. BXFERAEERNEE, BSHZE .
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1. ERAMEERKFER.
2. EHRLRTET, BITUTHS:
f514n:

CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store"
<!--NeedCopy-->

Z& < TF Citrix Workspace R AZFMRETFH LR Plug-ins > Windows > Citrix Workspace app
Xk, BXHFMER, BEBRLETH Citrix Workspace [ Ri2FREX 1.

3. ERENRENE—HFEF, WiEkE CitrixWorkspaceDesktoplLock.msi, A ET Desktop
Lock mS. REBRRHITEIE,

4, REZRE, EMEHAF LS. NREENSRSEHLUSAF SHER, MERMA Citrix Workspace A2
F Desktop Lock 2/RiZi&&.

TR AN EREZGEERAFIEE, FEMER Shell sz CitrixWorkspaceDesktoplLock.ms
FRABMIMKF . WNRZKF HEEBIER, SRTEERMERIEE,

BEiz{7 Citrix Workspace Desktop Lock HIgEBR% %, EFRUTHRS1T:

msiexec /i CitrixWorkspaceDesktopLock.msi /gn

f2E Citrix Workspace 12+ Desktop Lock

LIEEBR BB RS, Desktop Lock 2BHBEHENENEESIE,
M Active Directory SRBERIFA LEF P R IASR E i N RBR RS
FRTENFTANEESKAEE Citrix Workspace B2 Desktop Lock,

« 1% receiver.admx (=% receiver.adml) #1 receiver_usb.admx (.adml) XHE2EMEHZIAHERRS (LA,
RIEHIE “HENEE IAFERE > BEER > RHREERIR (ADMX) > Citrix AfFH). .admx XHAL
F%Program Files%)\Citrix\ICA Client\Configuration\ &,

+ USB &1 - BFRHEAED USB iR&8, Z¢ESEMREERIENEE, TEAFPRE, EHSEEH
USB & HBEBRERF REF.

- JBF USB BN,
- 7z Citrix Workspace A2 > miiEEE P inig® > @A USB imiZiEiE+h, sAHEENE USB
&M USB &R,

o Rzh2seRsT - 7% Citrix Workspace A2 > miBEREF ST, BRAHEE “BFF HRB[MG" %
B&o
« 5N - 7E Citrix Workspace N B2 > RIBEZEEFIHEET, BAHRE “FFHERN HE,
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FEBREERLUES Windows Desktop Lock £4&1E/H

1. B2& StoreFront,

a) ¥ XML Service FRE R DNS #thhikf#if, UIKEX Kerberos %#%,

b) EZE StoreFront i&= LU#1T HTTPS A1), BIEMIENEBMANES ZMRSEBITH, HEIIA Web
s AN HTTPS 45%E,

) BESHERBEEEREBSHRIE (BHABMA).

) BR Kerberos,

) BA Kerberos M{ERAE R #{TEES R IIE,

)

)

D QO 0

7 1IS ZRIA Web it LB AERBIRFERER Windows HHIIE,
EHR 1S BRIA Web iR R RE SSL HBIEE P IHIES.

—

g
2. (ERAESRREREHISEE AP IE DHNARMITEN L,
M%Program Files%)\Citrix\ICA Client\Configuration\ £ Receiver.admx 1R,
foX BRFFEIRMEMR > ZHERER (ADMX) > Citrix A4 > Citrix Workspace > Fi - 543331,

BREERENIIE.
BRZAMA A A&,

a
b
c
d

— — —= =

3. %= Citrix Workspace ZF#2F Desktop Lock Z &, BEBRFi&&E.
a) % Delivery Controller #9 URL #mn=l Windows Internet Explorer B9a[ {55 = 5IR .
b) ¥%E—13F4A/ URL FiNZE Internet Explorer (a5 R, ERE desktop://delivery-
group-name 00 URL,
c) BH Internet Explorer LUERAIEIE =M B 5B RINEE.

YAFIGE ELET Citrix Workspace R FT2FF Desktop Lock B, s3@EIHIT—ERAVEEE £, Ft0, &0
KR Windows BHaERBMRERRIGE R “REVEH", WRERFEE LN Windows BaERBMRERIEER
fil, AP#UAMZBPIEETH, Desktop Lock IHRAFIEEF2LAF R —BERE. XUERTFAS Citrix
Workspace [z f#2F Desktop Lock A&,

ftii% Desktop Lock

BESBMERT IR NMES, TR

1. ERLREMEE Citrix Workspace [ f#2F Desktop Lock BYFr RIS B IR Btk B Fo
2. FEAZMATHREEXRERFRN Windows Thag:

« fiB& Citrix Workspace 2R Desktop Lock.
o MERERT Windows 9 Citrix Workspace R BiERF-
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¥ Windows (RiZREBIZIERIE

AE¥ Windows RIBREEEITRERTE, ATERNABRD ERRER.

Windows

» Win+D - &/ MvEE LMFREETO,

+ Alt+Tab - EBCEEIHIE O,

o Ctrl+Alt+Delete - 28 Ctrl+F1 #1 Desktop Viewer T&#Z,
« Alt+Shift+Tab

« Windows+Tab

« Windows+Shift+Tab

» Windows+ FiE =775

Windows 8

o Win+C - “4TH” BRiRH,
« Win+Q - “BE" B4R,
o Wint+H - “H=Z" @RIz,
o Win+K - “&&” E85IRH,
o Win+l - “€8” BR%RH,
« Win+Q - BRR AR,

o Win+W - #8288,

o Win+F - & x %,

Windows 8 [ 2R

» Win+Z - RENFARZFIED,

« Win+. - NEBRERFEXTT.

+ Win+Shift+. - ZRREFEAERTT.

o+ Ctrl+Tab - BIFE N BEFHEIER.
o Alt+F4 - X FIR BER.

KMH

« Win+D - {THRHE,
« Win+, - JISE K&,
« Win+B - ZEIK&E.
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Hith

o Win+U - #T7 “BMERIZERL,

o Ctrl+Esc - BE1RH.

« Win+Enter - 77 Windows i#i& A,

o WintX - i TRRAATRIGER S,
Win+PrintScrn - SIZREREBHEES “BF.
Win+Tab - {851,

o Win+T - i ESEPITANE .

R FEZITAE (SDK) 71 API

June 14,2023

IEBRRAERR SDK

IEBIRIRERR (CID) SDK i F & AR QIR %iE a3 Citrix Workspace MAREFFEREFFITEN LRE
BYIEF M StoreFront fRGZ2:HITH M KIE. CID FHAF NS ERIFRAERRL StoreFront IRE3288, MEFHITETE
BERAY B2 383,

Certificate Identity Declaration for Citrix Workspace for Windows G&RF Windows # Citrix Workspace
IEBEMEER) NRhRAR 2212,

BxXFMEE, 58 Certificate Identity Declaration SDK for Citrix Workspace app for Windows (GEBF
Windows # Citrix Workspace R F#2FiERAVIEBARIRAER SDK) XX,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK {2{£—£4R4s#1 API, X% API A EURIEA N R EMRTESIZE
tt SDK AEERIMTH, BATCETERT Windows i Citrix Workspace M BIEF REEHN—E5,

3

AR

S5RmAXIEL APl 2 ICA X RARENNAEFNEERIEN BT,

CCM SDK ThReE4E:
s RIEBE

- AVFEERLERR ICA X BEIN AEF R
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o RIBEIFFER
- SERAEETORITIFERRERD, ATUNAERIEREMIE R RITEFEERE.
o RIEEH
- SERAEEROHITEHIRIELM. TUNAERIEREMIEAP RITEHERE.
¢ REER
- RERENAGZEZRRNEBHZENEREXER. RIEEREKRERE. VAEFRENRATLENA
EF=iE

A% SDK XK E S, B2 Programmers guide to Citrix CCM SDK ({Citrix CCM SDK #2F 535/)) .

Citrix E#0&EE SDK

Citrix EBLEERGF L TEE (SDK) AR ICA YN E Z BINEERT RS 28 imMN AEF R P mIRizEF.
IR 28 imEEiNiE E M FRFEF (U T Citrix Virtual Apps and Desktops AR 28 L. MIRBANEMEFIFFEES EHIR
g, BB R Citrix %A%,

REINiEE SDK $2fit:

« 7£ Citrix fRZ338 API SDK (WFAPI SDK) s 5 BB ThaEE & A U SIZ M R IBIERY Citrix EIIRENIZRF
R 241230 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 12189 &8
EZFFEN T RE EINBERIEE,

« Windows ¥#1 API, BTFERMitEmURtsS ICA ERNE=ANBIEFIZE.

o BRERFERANEINBERFIREFHNERRND,

« EINEE SDK HFE WFAPI SDK 7 BE4R S e HhmiE Y AR S5 881

Virtual Channel SDK for Windows G&FF Windows BIE#NEE SDK) MBRHARASH 2302,

BXRFMER, B2 Citrix Virtual Channel SDK for Citrix Workspace app for Windows GZFF Windows
#9 Citrix Workspace 2 AR#2FERR Citrix @& SDK) 4%,

Fast Connect 3 ZiEiEN API

Fast Connect 3 24\ APl IRIEMIZEOBF AR ST (SSO) haciRtA A 1R, thIhREfE&EAF Windows By
Citrix Workspace 2R 4.2 RESRAHF A A, &gtk API, Citrix ST LURE S HIIE K SSO =&,
ZremfER StoreFront AR ERIEINNAEFIETRE, ABRNARFSXERIFNEE.

Fast Connect APl for Citrix Workspace for Windows (G F Windows #4 Citrix Workspace B Fast Connect
API) MISHThRZ7 2212,

BXFMER, iE5A Fast Connect 3 Credential Insertion API for Citrix Workspace app for Windows (&
BT Windows 9 Citrix Workspace i BERER Fast Connect 3 E#&EAN API).
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BFEEZERT Windows &9 Citrix Workspace g9

XESRTFEREMEE Citrix Workspace K BIEFHIRGIRIZ,

Scripts for deploying Citrix Workspace for Windows (BF&&i&AF Windows & Citrix Workspace KB
) WSRO 2212,

Storebrowse

October 31, 2023
AR

AVERTF Citrix Workspace HIA#EE., §Xx=IBE, 55H EATF Workspace # Storebrowse 2%,

Storebrowse B—RERFH5RS R/ ZEHITRENGLITRAERF. EATX StoreFront MMPREIRIELUKRF
Citrix Gateway #1TZ 33k,

EidfEA Storebrowse SLAER, EERALERITUTIRE:

o AINRIAEIE.
HIHERENNABEFNELR G AEFNREHE.

o BEFMEREAERBNENNAREFMSEER ICA X,
« {£F Storebrowse <174 ICA U,

- BHBRTHMRARER,

Storebrowse LAREFETF Authmanager A, Citrix Workspace MABEFREH/E, Storebrowse 2
BREFEMUT AuthManager REXHFTH,

EfIAREH Authmanager A—i2R# T Storebrowse LARERF, BRE T HARER:

HREERRE Citrix Workspace [ BIZRHT:

7£ 32 it EHN L [HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManager\Inst
7£ 64 (it EHN L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\A

HAF (JEEER) R Citrix Workspace 5 20T
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£ 32 it &N L [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 (itEN L [HKEY_CURRENT_USER\SOFTWARE\WOW®6432Node\Citrix\AL
EK

+ iEAT Windows 89 Citrix Workspace B2 1808 S E = hk s,
o £/ 530 MB #ye R =IEl,
+ 2 GB RAM.

RAMTIR
Storebrowse S-HEFS LU TIZIERARES:

1R1FRY

Windows 10 (32 {ii#0 64 filkzZ)
Windows Server 2022

Windows Server 2016

Windows Server 2008 R2 (64 {iIikx)
Windows Server 2008 R2 (64 {iIikx)

JEZE

Storebrowse S AEFLIFUTRBIAERE:

« HTTP RS
« HTTPS Rz IS
« Citrix Gateway 11.0 RE Sk

F=3

AR

EHTTP AEES, FRH<17E Storebrowse LAEFTIEZEIE.

BHEIETT A

StoreFront fgs32%  StoreFront XRHMERARRMSMWIEA A FRINARE, BELEGEHFENEH, HF%2e
5, ALIBNABEEN, RESHIESERAELTATERRS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 301



iEATF Windows # Citrix Workspace R RiEF

o APENEE: BABHNNAREERIINER RABLT, FES— NABEN, EXSHIIELT
BRARS.

o WEE: WA TIEN Windows itBEVI#TEMIIES, EEEHERINARE. BEMALET, BERE
Citrix Workspace ZAiZFBN B HEBSHRIE. BXBEBNFMES, BSRREERSHIIT,

« HTTP Basic: tAZBEBE=AFFIHERM Web TP MibER, EPERIIMNIRF RERBKIEREN AP
Z#=, StoreFront /A |IS M E RS HIEINAEEEIR%E% 2 StoreFront BRE38, SAE, StoreFront
fEREARS K Broker XML Service 310 RIEERBUKRIRARE R, BxafEH HTTP Basic 51431
ENER, BEBREES NI AR HTTP Basice

Storebrowse -AREFESIFEIT U TE—AZHITEDIEIE:

« fEFME Storebrowse LAEFHNER AuthManager, *&: £H Storebrowse SLAEEFH, EHE
StoreFront L/EM HTTP Basic 43IEA%. HAF R Storebrowse s $1R IR, A EEM,
 fERAEATF Windows i Citrix Workspace AR EEM Authmanager. HEERNEBSHIIE

B, RILMERLESE. BXFAER, BESHENERS 7 INIEXE,

BB AHHISEENBERF

REJUEEMNBRESHER, MAREER ICA X

F=3

AR

& TR Storebrowse @<+ SaaS AR HEAHHNRS,

HOFE

UTFED1RM T HEXAILUM Storebrowse SLAEFFEANGSHIEMAER.

AN A IS

-a. ——addstore

JER:

AINFRR A, RENAREENTE URL, MRREILBGEE, MIREHEIR.
FE:

Storebrowse S-RIEEX SN ARIERLE,

StoreFront FH9& <Rl

A
mY.
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storebrowse.exe -U *username* -P xpassword* -D xdomain*x -a *URL of

Storefrontx

il

‘\storebrowse.exe -U {Username} -P {Password} -D {Domain} -a https://my.firstexamplestore.net

Citrix Gateway E/as<$RfAl:

AN .
M.

storebrowse.exe -U *usernamex -P *password* -D xdomain* -a *URL of

CitrixGatewayx*

il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <

https://mysecondexample.com>

#EBh

/?
TR
R{tH % Storebrowse L BEFRZENIFAEE.

SN AEE

(-1). ——liststore
PiEA:

It A P A8 A S
StoreFront L& <R l:
.\storebrowse.exe -1
Citrix Gateway &< R:

.\storebrowse.exe -1

S

(-M 0x2000 -E)
R
WEETR,
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StoreFront EMIESRHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0
x2000 -E <https://my.firstexamplestore.net/Citrix/Store/discovery>

Citrix Gateway L#9&<7Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0
x2000 -E <https://my.secondexample.net>

ESEI =12

-g. ——quicklaunch
BiEA:

/3 Storebrowse LAEFHELHNNBEFME@ER ICA X, quicklaunch ERMERRE—NEDH
URL fERSIN U R ARE URL, B5h URL, aTLLR StoreFront fR$338, A LU= Citrix Gateway URL, ICA X
#1E %LocalAppData%\Citrix\Storebrowse\cache BR®F 4%,

AILUEIT A T an @ RIREEME X BHINBEFMKSENEE URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/
Second/discovery

AR ER URL S0 TFAR:

'Controller.Calculator''Calculator''\' '"'http://abc-sf.xyz.com/Citrix
/Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

StoreFront ERI&< R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q {
Launch_URL_of_published_ apps and desktops } <https://my.firstexamplestore
.net/Citrix/Store/resources/v2/Q2hJkOlmNoPQrSTV9y/launch/ica> <https
://my.firstexamplestore.net/Citrix/Store/discovery>

Citrix Gateway 898 < 7Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q {
Launch_URL_of_published_ apps and desktops } <https://my.secondexmaplestore
.com>

B

-L. ——launch

JER:
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= Storebrowse X BEFEMIHRAIERGHNARFMKEAAERN ICA X, launch EIME R H TR
MBI KREA®E URL, &#R, ATLLRE StoreFront AR5 28, A LR Citrix Gateway URL, ICA X7
%LocalAppData%\Citrix\Storebrowse\cache BRH 4%

BITUT L URREAGNNAEFNKENE TR

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/
Second/discovery

Ithan < BT

'"Controller.Calculator''Calculator''\' '"'http://abc-sf.xyz.com/Citrix
/Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

ZEBia R LR BRI FREE launch SIS R,
StoreFront ERI#s <R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L
“{ Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/
discovery>

Citrix Gateway &S RHI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L {
Resource_Name } https://my.secondexamplestore.com>

RIEBE

-S. —-sessionlaunch
TR
FEARALSS, ETLRNMNEEE. RIENEHEREHNER. ETUS U TNRERSE:

« ERREIRHIBM
« MAEE URL

B2, MRAFFRMEEE, AuthManager BiRTHANEE, ABEMIER.
ALEITU T e RIE X RN AEFHKENFRNZR.

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/

Second/discovery

ItEn < BT
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'"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix
/Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/1ica

EZENEE P UMEA R RHBITAIE - S ETRHMASE.
StoreFront EMIESRHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S
{ Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/
Store/discovery >

Citrix Gateway 88 < 7Rfil:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S {
Friendly_Resource_Name } <https://my.secondexamplestore.com>

X%

-f. ——filefolder
JHER:
EEARGHNAREFNESENEENBERER ICA XK,

BEEMEE X4 REMMEBREZMIERT Store URL 95N, MARNE URL ATLIE StoreFront ARS8, Walll2
Citrix Gateway URL,

StoreFront ERI#s<$ Rl

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store

}
Citrix Gateway 88 < 7Rfl:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” {
NSG_URL }

BRER S D I0IE

-t. ——traceauthentication
JHER:

45 AuthManager A#MBES. X% Storebrowse SLAEEFFERANE AuthManager MIERT, A%/
B&. B&%E localappdata¥\Citrix\Storebrowse\logs BRF%M.

=z

AR

R RER A P Ban L T HIIHNRE— 1 S8,
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StoreFront EMIESRHI:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a
{ StoreURL }

Citrix Gateway L#9&<7Rfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a
{ NSG_URL 1}

il

-d. ——deletestore

BiEA:

MipREI AR StoreFront =t Citrix Gateway R A&,
StoreFront LHE< Rl

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/
discovery

Citrix Gateway &S RHI:

.\storebrowse.exe -d https://my.secondexmaplestore.com

iRix Storebrowse s $IRS

B 2305.1 RS2, Sel e HERER Storebrowse s HIMITIRG. BEREMIIRS, i&E - launch &%
FIRE—ME—XER, S ERITRENBIMER— . KKREEFET ica.error XHH, ZXHR
Elelfea:

AE

ESEHER - launch &<SAXHERM. icay BE. BN, REEREXH,

BFRERMEMHNXHEREETF $LOCALAPPDATA%\citrix\selfservice\cache, &EaLUiRIE
EERIXLE 4,

BIANERT, LHERINEER TR AR,
TERER® - T R EHSHIRE):

-launch -f <uniqueFileName.ica> "launchcommandline"
For example:
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SelfService.exe storebrowse -launch -f uniqueFileName.ica -s store0-5
c3ec017 -CitrixID store®-5c3ecOl7@@a9a8e3ac-099d-4577-b84e-
€33d0695df39.Notepad —-ica "https://cwawiniwstest.cloudburrito.com/
Citrix/Store/resources/v2/
YT1hOGUzYWMtMDK5ZCOONTc3LWI4NGUtZTMzZDA20TVkZjM5LK5vdGVwYWQ—-/Tlaunch/
ica" -cmdline

<!--NeedCopy-->

i#@id Citrix Gateway LM B S E R

BAERIMEEATFEIE MR TEMIE, HERIZZIRMEM Citrix Virtual Apps and Desktops # Citrix Daa$S
(L #T#r A Citrix Virtual Apps and Desktops fRE) . BAIUER, MEENE NN ARFASAEMHTINR
iE. FINMARER, EHEHRIERE Citrix Virtual Apps and Desktops # Citrix DaaS 1 “F#8” RBigE%%E
Citrix Gateway iRs528

Citrix Gateway hitas 11 RESRA L FEILINEE.

WEFM

BxifAR Citrix Gateway BEBE R mERNLEFRM, BEHALEHERSHEIL,

AT ERERRITR (GPO) BRIk A MA@ Citrix Gateway LAY S S & R Ik,

1. @dia1T gpedit.msc 77 Citrix Workspace B2 GPO EEiEIR

EHBENBEET AT, BEEEER > Citrix A4 > Citrix Workspace > B~ 54 1813F > @it Citrix
Gateway 50 Single Sign-On,
FERTATIABAHEA “Single Sign-On” %I,

4. BEHENAMAE.

PR

=#E5 Citrix Workspace R BIEFSIE UEF BB SEK,

7 StoreFront AR%5 28 LB A HTTP Basic SHKiEA %, LUEiEd Storebrowse LAEFHITERENR
o

MREE HTTP MAKE, AR ERZIARREEIZNARENCERBME LB EHEAZEFEMN
KE, WAZRHERGSITETRTEZREINERE BRAE: NREREAGSITRHEEIE, BEAMND
AuthManager ##,

Storebrowse LAREF HAXZIFE M AEE (1 StoreFront fRs588 LEZE T Citrix Gateway).
1R & Citrix Gateway EEE TR ESHIIEET, AR Storebrowse SLARFERIEIREFNTHEE,
Storebrowse LEREFMHSITIET Username (-U). Password (-P)# Domain (-D) X
DRNE, HEMBARABARERR.

211 ICOSDK WE=ANAERFZA SSON, #FtIELTEME:
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o EMERm: Computer \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

o AMRE: E=FUAREFHNTEREZ

o EMFRFER: reg_multi_sz

il

o EMZEM: Computer \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

o JEARME: C:\templlabc.exe;C:\temp2\xyz.exe

o JEMERZEE: reg_multi_sz

=

AR

s BALUREZS MRS SHRNE=SNAERF.
o hieAs 2107 REShRAZ IR,

iEZATF Workspace 19 Storebrowse

December 13,2023

i& B F Windows # Citrix Workspace R F#2 ¢ A Citrix Workspace [z F 12 5 89 B B AR 55 #0 2s ith 26 22 42 it
Storebrowse %%, ©iXf# Storebrowse &5 Cloud #1 Workspace Ihgg,

AR
o AAVEATF Citrix Workspace =g, BXZAMIE, 5205 Storebrowse i,
o IEIhEE RS R B RiEM Storebrowse 4%,

o BHAERFHBERNMBAMPIRIINSER M7 REERALLINEE
o 1&F%ER Storebrowse s<#TH SaaS MARFHERHBHAR.

wmLRE
LUTFE DRI T H XTI UM Storebrowse SLHEFERANGSEAREE,
AR

o IThEEERZHF CTX200337 iR Efth B BNARSS M ar <o
o AILFES LT THRITU T2,

« —a "discoveryurl": BEGBSTRMNASEE. EHSFARERAT SSO WALE B RS HIIERT.
fign, AAD shniBiE webview #ITEAIIEMNIEE. EEMIGE L, BERSHRIERT.
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- = f5l: SelfService.exe storebrowse -a "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery"

o« —d "discoveryurl": MIBRNEBE,

- R f5l: SelfService.exe storebrowse -d "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery"

« —e "discoveryurl": Bl JSON X S HHFIFMES. LI resource.json XH1FMHEE %
LOCALAPPDATA%\citrix\selfservice BiAiE. Citrix Workspace M EBEFHALTFEIK
SARETGS, FERAPUAER.

- & fl: SelfService.exe storebrowse -e "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery"

INREFE resource.json FEERIAMUE, WATLUIEEH SRR,

- & flI: .\SelfService.exe storebrowse -e "https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery""C:\Users\<username>\
Documents\Fiddler2", X% resource.json X% C: \Users\<username>\
Documents\Fiddler2 d,

« —q "FriendlyName""d1iscoveryurl": FHIHSRITIEEARNIESE,

- fl: SelfService.exe storebrowse -q "Excel 2016""https://
cwawiniwstest.cloudburrito.com/citrix/store/discovery"

« —launch "launchcommandline": f#f resource.json Ff “launchcommandline” BEzh&E
o

AR

M resource.json &%l “launchcommandline”,
ERITR S ZHI, EMTE resource.json XHEFIEER “launchcommandline” #ipk /o

- = fil: SelfService.exe storebrowse -launch -s store0®-5c3ec0l17 -
CitrixID store0®-5c3ec0l7@@a%9a8e3ac-099d-4577-b84e-e33d0695df39
.Notepad -ica "https://cwawiniwstest.cloudburrito.com/Citrix/
Store/resources/v2/YTLhOGUzYWMtMDk5ZCOONTc3LWI4ANGUtZTMzZDA20TVkZjM5Lk5
-/launch/ica"-cmdline

#17 -Llaunch "launchcommandline" f&, ica X# &1 ME7E %LOCALAPPDATA%\citrix
\selfservice\cache B&%, WiF ica XHEUBEER,

o« —liststore: FIHE SSP hFIIMNAREE, WARETIRFES storelD, SMNAEENAN URL,

- =ffl: SelfService.exe storebrowse -liststore
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} =

PE =
Citrix Workspace R B4 M FEshkSA 8EHRIT - Liststore &<,

Selfservice.exe storebrowse -liststore @ % i storedetails.json X # 7= & &
AppData\Local\Citrix\SelfServiceH,

R PEHER

January 16,2024

BEWEE
BEWEEL T Citrix Workspace M AAEFIE B SR IE, XL ERER) Citrix #ITHEEHR, HEHME R
TSR TIRMES . INEEEERT Windows 89 Citrix Workspace M AEFARZS 2012 REShRAHRE,
ZRILUMER GUI B 3E.
WERE:

1. ARBF@EMXiEgr Citrix Workspace R B2 B H &R S & E %,

2. EEHTIE,
LR ETR “BEWE" WEE.

3. ERUTHESEZ—:

B
.
. ¥4

4. BEFBKEESUENNEHKERTOES.

BEWESIEFBET
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@ Log collection

Logs help to diagnose and troubleshoot issues.

C Log collection in progress...

Stop collecting logs

Click Stop collecting logs after the issue is reproduced.

5. ENZAEGE, BhfFLERERS.
6. BhHREFESHAETREIFMRME,

PR Rl € SEE 5 €7

B

o EENERBER
s NEER

o MESHTRE

o QhIEZR

+ Direct X ZBifE 82

LGS

« Citrix Workspace [z FiEF R

o BIERFER (M. Service Pack M{FAR L)
« Internet Explorer k7

o ZRIAFIE

+ ActiveX Flash ks

« NPAPI Flash ki<

i

+ HKEY_LOCAL_MACHINE\Software\Citrix\AuthManager
« HKEY_LOCAL_MACHINE\Software\Citrix\CitrixCAB
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HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client
HKEY_LOCAL_MACHINE\Software\Citrix\Install
HKEY_LOCAL_MACHINE\Software\Citrix\InstallDetect
HKEY_LOCAL_MACHINE\Software\Citrix\PluginPackages
HKEY_LOCAL_MACHINE\Software\Citrix\Receiver
HKEY_LOCAL_MACHINE\Software\Citrix\Receiverinside
HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop
HKEY_LOCAL_MACHINE\Software\Policies\Citrix
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\NetworkProvider\Order
HKEY_CURRENT_USER\Software\Citrix\AuthManager
HKEY_CURRENT_USER\Software\Citrix\CitrixCAB
HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\|ICA Client
HKEY_CURRENT_USER\Software\Citrix\Install
HKEY_CURRENT_USER\Software\Citrix\InstallDetect
HKEY_CURRENT_USER\Software\Citrix\PluginPackages
HKEY_CURRENT_USER\Software\Citrix\Receiver
HKEY_CURRENT_USER\Software\Citrix\ReceiverInside
HKEY_CURRENT_USER\Software\Citrix\XenDesktop
HKEY_CURRENT_USER\Software\Policies\Citrix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains

EHEE

NRREFEHRE
RAAEMEE

HDX
Receiver shell. Auth Manager F1BBNARSS 1
ZHEBE

Always-On B
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7z Citrix Workspace R AREFHALAHZHRMT “WIEHE" LI

8 Citrix Workspace R 2FFhias 2309 REBARAEE, 5INT HIEHBRIED, MELE P A5 R BT
HiR. ATLAREEUTREE FTANRSGIEFH Citrix Workspace AZFEMR, AEEEMIEHMR H#t1Tih
o

“HIEHBRT TRV AED T

o RiERIB
o IWERE
. WERE
- EENAREFEUE
o #EBY
Open
Sign Out
Connection Center
Open Citrix Enterprise Browser
Advanced Preferences
Check for Updates
Send Feedback Troubleshooting >
Collect Logs Exit

Check Configuration
Reset App Data
Help

k%A% Citrix Workspace [ FRi2FHI & 1R

RiERIBET S EA Citrix £/ Citrix Workspace M ABEF SRS BRNEMRE, SthallgixE
W, UEEBNF(IERE &R Citrix Workspace R BIZR K5,

AILUER U TS BRI

1. AEBEEMXEPr Citrix Workspace MAREFETR, ARERHREHR > B R R, EHEHI Submit
Feedback (X &%) BH.
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@ send Feedback X

Title*

Example: Unable to launch desktop/application

Tell us more*

Include details such as:
* What results you expected
* What results you got
« Steps to recreate the issue

o The log file and attachment file size must not exceed 20 MB

Logs

We recommend you to click "Capture my issue" to capture detailed logs.

Attachments

For example, screenshots or screen recordings of the issue.
Choose file No file chosen

Your feedback will be used to improve Citrix Workspace app. Learn more

2. REIEN Title (R).

3. £ Tellus more (HFHKNTEZER) FEPRMEMIFMES.
4. g Capture myissue (HREMIEM), LEHFEHHBAERERR.

@ Log collection - X

Log level

Medium ~

Click "Start collecting logs" and then reproduce the issue to collect the
latest logs or click "Collect existing logs" if you are not able to
reproduce the issue.

Start collecting logs Collect Existing Logs
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a) BPEHFBKERS, AREWRNBUKERHH B,
b) EMZinEE, BHFLKERS.
FE,
MRETFEYZIAE, BRHEWEREAE,
c) ERzREE, 2HFELKERS.
5. BEHFRAEXEETE Capture my issue (HFHEHEMITM) =i,

6. BEEEXMH, ARFIBTFHRAENRENKE, fINFEEESRERFIXMG. BFERSXHERBFREH
HFAFRIRAX AN 20 MB.

7. BEHEZE, IPEHI Feedback report (RiFRE) BE.

Feedback report X

Feedback report is ready at
C\Users\abhishekro\Desktop\FeedbackPackage 20230816 064249242.zip
and copied to the clipboard.

You can send this report manuallly to the following email I1D:

cwa-windows-feedback@cloud.com ID

You can also click OK to open your default mail app.

Zip XU B EBEXME. (ERNE B0 RRER LUK
8. EEILUERUTETUG R IRIRE L% Citrix:
o BEWECBRAPIRINE N ABER.
BE,
o FEpiFRERIXEIRHMBYE FERHF IDo
==

EHRRBFERERIINT .Zip X
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A

April 22, 2024
KX R AEAEEEE A ANTA. Citrix =R, RIBXEAL, ] KRB L5 R,

Citrix B 5MlE A ERBRMNRIFUBEHLBHENE, EEERAPLASARSEEN, JRFS8ES I FTANGY
EIAnL N

EFANTERSIEMER. Citrix EARMRAFASETEIBHIR, EFRSGEBR.

FHE

mE BREHEPERFTHNRAE EEEHPRIFRAIMR A &k

XenApp Services (X#F 2403 BRARR A £ Workspace N AEF

71 PNAgent) B, EERRAREE URL
m3E XenApp Services
URL &5 RS

ETF Internet Explorer ~ 2311.1 2311.1 ETF Google Chrome 19

BN R BANBEER HRBANBEER

¥ WebRTC SDP #2309 ¥% Citrix Workspace [z

(1% B) FAREFAREIZ SRR
7

£ Microsoft Teams it 2309 3§ Citrix Workspace [z

PR E &N RAREFARIIZFZEOE
AR, BXREMER,
EBRTRES RS2
o

/ 2212 2212 AR /

includeappprotection startappprotection

Fx =zh App Protection 4
%

‘| 301 EEmEFRE 2210 StoreFront %I

X URL Workspace URL i*#

#% Windows 8.1 #1 2204.1 2204.1 FRAREREBSTPLLEHD

Windows Server 2012 T REFNRIERT.

R2
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mE

BIAERT, Citrix
Casting ki Citrix
Workspace M RiEF R

FERRMFTE K IEIE
BT Workspace (&) M
&S,

Workspace B fR12F

(B) NABEHRNERFE
BHRISAEIEET,
Citrix Receiver for UNP
(@M Windows F&)
BFEARMLMIBRIK - 3H1E
HE R AR TN SRR 2 PR s S 5
BRRYIEDN, BERTIEFH.
FBF MAINSEIBRIK - 341E
NP S S AR A M R FE Y
IR

#F Windows 7

Jrcu RERBEFX

BEEPERFANMRAE

2112.1

2112.1

2008

2006

2006.1

2006.1

2002

1909

EEEPHIFREIRZ

2205

2202

2008

2102

2006.1

&k

AT LRE Citrix Workspace
R AR RE L% Citrix
Casting, F&: BIAER
T, Citrix Casting 1
Citrix Workspace [ZF#2
FF&R iR R %,

B LA NS BRI A IS b
FPERER, MEFTRMNR
o

FERRAEREDRLA LM
RRFIRIERSR, AR
7 2002 £ #F Windows
7o

M /forceinstall
FERARE /rcu,


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html#compatibility-matrix

iEATF Windows 89 Citrix Workspace 2R

- I. i © 2024 Cloud Software Group, Inc. All rights reserved. Cloud Software Group, the Cloud Software Group logo, and other
C | rl X ] marks appearing herein are property of Cloud Software Group, Inc. and/or one or more of its subsidiaries, and may be
registered with the U.S. Patent and Trademark Office and in other countries. All other marks are the property of their

respective owner(s).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 319



	适用于 Windows 的 Citrix Workspace 应用程序
	关于此版本
	技术预览版中的功能
	系统要求和兼容性
	安装和卸载
	部署
	应用商店配置
	更新和插件管理
	更新
	插件管理
	应用程序体验
	应用程序交付
	改善了 Virtual Apps and Desktops 的启动体验
	应用程序偏好设置
	SaaS 应用程序
	数据收集和监视
	安全性和身份验证
	安全性
	安全通信
	身份验证
	域直通访问列表
	使用本地 Citrix Gateway 作为身份提供程序域直通到 Citrix Workspace
	使用 Azure Active Directory 作为身份提供程序域直通到 Citrix Workspace
	使用 Okta 作为身份提供程序域直通到 Citrix Workspace
	HDX
	图形和显示
	优化的 Microsoft Teams
	HDX 传输
	浏览器内容重定向
	双向内容重定向
	ICA 设置参考
	设备
	鼠标
	键盘
	打印
	USB
	客户端驱动器映射
	麦克风
	组策略
	会话体验
	Citrix Workspace 应用程序 Desktop Lock
	软件开发工具包 (SDK) 和 API
	Storebrowse
	适用于 Workspace 的 Storebrowse
	故障排除
	弃用

