How toAutomaticallyConfigure NetScaler Gateway
11.1 with StoreFront 3.6 and XenApp/XenDesktop 7.9

Introduction

The purpose of this document is to provide the automated steps required to configure NetScaler Gateway to
work with StoreFront, XenApp, and XenDesktop. This document acts as a companion document to the original
document, How to Configure NetScaler Gateway 11.1 with StoreFront 3.6 and XenApp/XenDesktop 7.9, where

the configuration steps use a manual approach.

Throughout this document, each configuration step is the automated equivalent of the steps mentioned in the
original document and the intent is to achieve the same configuration.

During configuration, you will use the built-in NetScaler tools for creating a server certificate request for
NetScaler Gateway and installing the certificate on the NetScaler Gateway virtual server. To create the
certificate, you will use the Microsoft Certificate Server to create the server certificate and provide the

associated CA certificate.

The target audience for this document includes developers and testers who want to set up a representative

environment for testing external access scenarios, in an automated fashion.

While this document shows a single configuration only, you can use the steps as the basis to create similar or

more advanced configurations.


http://docs.citrix.com/content/dam/docs/en-us/categories/advanced-concepts/downloads/netscaler-gateway-11-1-for-storefront-3-6-and-XD-7-9-externa-ica.pdf
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Network Diagram

The following diagram shows an example of the components in a NetScaler Gateway, XenApp/XenDesktop

and StoreFront deployment.

NetScaler Gateway will use the following network IP addresses:
1 NetScaler Gateway: 192.168.18.20
9 Subnet: 192.168.18.21
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Bootstrapping théNetScaler VPX: XenServer

The NetScaler VPX virtual appliance can be auto-provisioned on several supported hypervisors, by using the
installation method for each one (see the section "PowerShell Commands"). When the appliance initially starts,
the NetScaler VPX determines whether the configuration file exists (found at /nsconfig/ns.conf). If the file does
not exist, the Netscaler then queries a data store on the hypervisor on which it is running for the NetScaler IP
address (NSIP), subnet mask and default gateway IP address.

The steps in this document use Citrix XenServer to install and configure the settings for NetScaler Gateway,
StoreFront, XenApp, and XenDesktop. First, install the NetScaler VPX image on XenServer.

1. Download the latest NetScaler VPX virtual appliance from www.citrix.com and import it to XenServer.
2. Make sure the NetScaler VPX virtual appliance is turned off.

After installing the appliance on XenServer, the NetScaler VPX virtual appliance attempts to retrieve the
NetScaler Gateway IP address, subnet mask and default gateway IP address from a data store on XenServer
named XenStore. It is possible to populate XenStore with the initial network configuration for the NetScaler


http://www.citrix.com/
http://wiki.xen.org/wiki/XenStore

VPX virtual appliance. Citrix provides PowerShell bindings in the form of both a PowerShell snap-in (for
versions earlier than XenServer 6.5) and a PowerShell module (for XenServer 6.5 to the current version), both
of which can be leveraged to configure the NetScaler Gateway network settings.

PowerShell Commands

This section contains the PowerShell commands that are appropriate for the PowerShell snap-in and the
PowerShell module. Citrix recommends using the most recent PowerShell module.

For information around auto-provisioning the NetScaler Gateway virtual appliance on Microsoft Hyper-V or
VMware ESX, see the topics Installing Citrix NetScaler Virtual Appliances on Microsoft Hyper-V Servers and
Installing NetScaler Virtual Appliances on VMware ESX located in the Citrix Product documentation.

PowerShell Snap: Registration
Download the XenServer PowerShell snap-in from:
XenServer > Development Components > SDK (Software Development Kit)

Note: The Software Development Kit contains both the latest and the older deprecated snap-ins. Install the
latest snap-in from the folder "XenServerPSSnapin'.

Once installed, open a new 32-bit PowerShell process, and add the now registered XenServer snap-in to the
current PowerShell session.

Add- PSSnapin XenServerPSSnapin - ErrorAction Stop

PaverShell Module: Import

Download the XenServer PowerShell module from:

XenServer > Development Components > SDK (Software Development Kit)

Once downloaded, import the PowerShell module manifest by using the PowerShell Import-Module command.

Import - Module fi<PathToXenServerModule> \ XenServerPSModule.psdl 0

PowerShell Snap/Module: Configuration

With the snap-in registered or the module loaded, store the plain text hypervisor password in a PowerShell
secure string object.

$Password = ConvertTo - SecureString fi<myPassword> 0 - AsPlainText - Force

Using the secure string object built above, we can now create a PowerShell PScredential object, which we can
then use to connect to XenServer directly.

$Username = fi<hypervisor username> 0

$Credentials = New - Object System.Management.Automation.PSCredential($Username,
$Password)

Connect - XenServer - Server" <Hypervisor IP> " - Creds $Credentials -
NoWarnCertificates -Port80 - SetDefaultSession

Store the Universally Unique Identifier of the NetScaler VPX VM:


http://docs.citrix.com/en-us/netscaler/11/getting-started-with-vpx/install-vpx-on-hyper-v.html
http://docs.citrix.com/en-us/netscaler/11/getting-started-with-vpx/install-vpx-on-esx.html
https://www.citrix.com/downloads/xenserver/product-software/xenserver-62.html
https://www.citrix.com/downloads/xenserver/product-software/xenserver-70-enterprise-edition.html

$NsVpxVmUuid = $($(Get - XenVM | ? { $_.name_label - ieq "netscaler virtual
appliance" }).uuid)

Store the NetScaler VPX VM in a PowerShell object:

$VPXVM = (Get -XenVM | ?{$ _.uuid -eq"$NsVpxVmUuid"})
Clear the current XenStore data values:

Set - XenVM - VM $VPXVM - XenstoreData $null

Store the NetScaler Gateway IP address, default gateway and subnet mask addresses in an object:

$Dictionary = New - Object 'system.collections.generic.dictionary|[string,string]’
$Dictionary.Add("'vm - data/ip”," <NetS caler IP  >"

$Dictionary.Add("'vm - data/netmask”," <Subnet Mask> ")
$Dictionary.Add("'vm - data/gateway"," <Gateway Addresso

Populate the XenServer XenStore with the NetScaler Gateway initial configuration parameters:
Set - XenVM - VM $VPXVM - XenstoreData $Dictionary

Now that the initial NetScaler configuration is complete, start the NetScaler VPX virtual appliance:
Invoke - XenVM - VM $VPXVM - XenAction" Star t" 1 Verbose

Finally, disconnect from XenServer:

Disconnect - XenServer

With the NetScaler VPX virtual appliance now bootstrapped, we will proceed with configuring the appliance by
using the NITRO REST API from within our existing PowerShell session.

ConfigureNetScaleGateway Initial Configuration
These are commands to configure NetScaler Gateway.

Connect to the NetSaa GatewayVirtual Appliance

$l ogin = @{"login" = @{"username"="nsroot";"password"="nsroot";"timeout"= 0D0W
| ConvertTo - Json

Invoke - RestMethod - Uri "http://192.168. 18.20 /nitro/v1/config/login” - Body $Login
- Method POST - SessionVariable NetScalerSession - ContentType application/json

Disablethe Customer User Experience Improvement ProddXIR

$payload = @{"systemparameter"=@{"doppler"=" disabled "}} | ConvertTo -Json
Invoke - RestMethod - Method PUT - Uri

"http://  192.168. 18.20 /nitro/v1l/config/systempara meter" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Adda Subnet IP Address


http://docs.citrix.com/en-us/netscaler/11/nitro-api.html

$payload = @{"nsip" =
@{ipaddress=" 192.168.18.21 ";netmask="255.255.255.0";type="SNIP";vserve r="ENABLED"
;mgmtaccess=" DISABLED}} | ConvertTo -Json

Invoke - RestMethod - Method POST - Uri

"http://192.168. 18.20 /nitro/vl/config/nsip?action=add" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Set the NetScal€satewayHostName
$payload = @{"nshostname"=@{"hostname"="NetScaler" 1} | ConvertTo - Json
Invoke - RestMethod - Method P OST - Uri

"http://192.168. 18.20 /nitro/v1/config/nshostname?action= set " - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Set the DNS IP Address

$payload = @{"dnsnameserver'=@{"ip"= "192.168. 80.83 "}} | ConvertTo -Json
Invoke - RestMethod - Method POST - Uri

"http://192.168. 18.20 /nitro/vl/config/dnsnameserver?action=add" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Set the Time Zone

$payload =  @{"'nsconfig'=@{"timezone"="CoordinatedUniversalTime"}} | ConvertTo -
Json

Invoke - RestMethod - Method P OST - Uri

"http://192.168. 18.20 /nitro/v1/config/nsconfig?action= set " - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Upload NebcaleiGatewaylicenses

$netScalerLicenseBase64 = [System.Convert]::ToBase64String($(Get - Content
C:\ myLicense.lic - Encoding "Byte"))

$payload =
@{"systemfile"=@{filename="myLicense.lic";filecontent=$netScalerLicenseBase64;fil
elocation="/nsconfig/license/";fileencoding="BASE64"}} | ConvertTo - Json

Invoke - RestMethod - Method POST - Uri
"http://192.168. 18.20 /nitro/v1/config/systemfile?action=add" - Web&ssion
$NetScalerSession - Body $payload - ContentType "application/json"

Save the Current NetScal@atewayConfiguration
$payload = @{"nsconfig"=@{}} | ConvertTo - Json
Invoke - RestMethod - Method POST - Uri

"http://192.168.18.20 Initro/v1/config/nsconfig?ac tion=save" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”



Restart NetScalé€ateway(Warm)

$payload = @{"reboot"=@{warm="true"}} | ConvertTo - Json

Invoke - RestMethod - Method POST - Uri

"http://192.168.18.2 O/nitro/vl/config/reboot?action=reboot" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Configure the NetScal&ateway Features

Enable NetScal&@atewayFeature: NetScaler Gateway
$payload = @{"nsfeature"=@{"feature"=" SSLWN1} | ConvertTo - Json
Invoke - RestMethod - Method POST - Uri

"http://192.168. 18.20 /nitro/v1/config/nsfeature?action=enable" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Enable NetScal&@atewayFeature: SSL
$payload = @{"'nsfeature"=@{"feature"=" SSL'"}} | ConvertTo - Json
Invoke - RestMethod - Method POST - Uri

"http://192.168. 18.20 /nitro/vl/config/nsfeature?action=enable" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Enablethe NetScaleGatewayFeature: AAA
$payload = @{"nsfeature"=@{"feature"=" aaa'}} | ConvertTo - Json
Invoke - RestMethod - Method POST - Uri

"http://192.168. 18.20 /nitro/v1/config/nsfeature?action=enable" - WebSession
$NetScalerSession - Body $payload - ContentType "application/j son"

Configure the NetScal&ateway Administrator Password

Change the Administrator Password

$payload = @{"systemuser"=@{"username"="nsroot";"password "="password"}} |
ConvertTo -Json

Invoke - RestMethod - Method PUT - Uri
"http://192.168. 18.20 /nitro  /v1/config/systemuser?action=set " - WebSession
$NetScalerSession - Body $payload - ContentType "application/json"

Configure the NetScal&ateway NTP

Adda Network Time ProtocoNTB Server

$payload =



@{"ntpserver'=@{servername=" 0.uk.pool.ntp.org";minpoll="6 “maxpoll="1 00} } |
ConvertTo -Json

Invoke - RestMethod - Method POST - Uri

"http://192.168.18.20 /nitro/v1/config/ntpserver?action=add" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

$payload =

@{"ntpserver'=@{servername=" 1.uk.pool.ntp.org";minpoll="6";maxpoll="10 o} } |

ConvertTo -Json

Invoke - RestMethod - Method POST - Uri

"http://192.168.18.20 Initro/v1/config/ntpserver?act ion=add" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

$payload =

@{"ntpserver'=@{servername=" 0.uk.pool.ntp.org";minpoll="6";maxpoll="10 o;preferred
nt pser ver §pCorwvstdo - Json

Invoke - RestMethod - Method POST - Uri

"http  ://192.168.18.20 Initro/v1/config/ntpserver?action=set" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Enable NTBynchronization
$payload = @{"'ntpsync"=@{}} | ConvertTo - Json
Invoke - RestMethod - Method POST - Uri

"http://192.1 68.18.2 0/nitro/v1l/config/ntpsync?action=enable" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Certificate Authority: Backup

For this document, we use Microsoft Certificate Authority to create the server certificate.
Installthe Microsoft Certificate Authority

Add- WindowsFeature Adcs - Cert - Authority

Install - AdcsCertificationAuthority - AllowAdministratorinteraction i Force 1
KeyLength 4096

Backup Certificate Authority
$Password = ConvertTo -SecureString ntAsRainTe 3 0- Force

Backup - CARoleService -Path C: \ -KeyOnly i Password $password

Upload .p12 File to NetScaleateway

$myP12 = [System.Convert]::ToBase64String($(Get -Content C: \*pl2 - Encoding
"Byte"))

$payload =
@{"systemfile"=@{filename="DomainKeyAndCA.p12";filecontent=$myP12;filelocation="/
nsconfig/ssl/";fileencoding="BASE64"}} | ConvertTo - Json



Invoke - RestMethod - Method POST - Uri
"http://192.168. 18.20 /nitro/v1/config/systemfile?action=add" - WebSession
$NetScale rSession - Body $payload - ContentType "application/json"

Configure NetScal€ateway Certificates

Convertthe .p12 File tdhe .PEMformat

$payload =

@{'sslpkcs12"=@{outfile="DomainKeyAndCA .PEM";pass word="test123";pkcs12File="Domai
nKeyAndCA.p12";import="true'}} | ConvertTo - Json

Invoke - RestMethod - Method POST - Uri
"http://192.168.18.20/nitro/v1/config/sslpkcs12?action=convert" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Create an SSL RSA Key

$payload = @{"sslrsakey" = @{keyfile="VirtKey.key";bits=" 4096 "}} | ConvertTo - Json
Invoke - RestMethod - Method POST - Uri

"http://192.168.18.20 Initro/v1/conf ig/sslrsakey?action=create" - WéSession
$NetScalerSession - Body $payload - ContentType "application/jso n"

Create a Certificate Request

$paylo ad =

@{"sslcertreq"=@{regfile="TestGW .req";keyfile="Vi rtkey.key";commonname="testgw.ho
pt 0.org";organizationname="Citrix

Systems";countryname=" UK';statename="  Cambridgeshire "}} | ConvertTo -Json

Invoke - RestMethod - Method POST - Uri
"http://192.168.18.20/nitro/v1/config/sslcertreq?action=create" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json"

Createa Server Certificate

$payload =

@{"sslcert"=@{certfile=" Insconfig/ssl/ serverCert.cer";reqFile=" Insconfig/ssl/ Test
GWreq";certtype=0G&NR_ Qdafgksl/ DomainKeyAndCA. PEM;CAkey="/ns
config/ssl/ DomainKeyAndCA. PEM;caserial=" /nsconfig/ssl/ ns- root.srl"}} |

ConvertTo -Json
Invoke - RestMethod - Method POST - Uri

"http:// 192.168.18.2  O/nitro/v1/config/ssicert?action=create" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json”

Installthe Server Certificate Key Pair

$payload =
@{ Aisslcertkeyo=@{certkey=0testgw. hopto.orgo; nKeytkée =0ser
yo;inform=0PEMO}} -PsonConvertTo



Invoke - RestMethod - Method POST - Uri
"http://192.168.18.2 O/nitro/v1/config/sslcert key ?action= add" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json"

Installthe Domain CA Certificate

$payload =

@{ Aissl certkeyo=@omanCAk ecyex®d@ecmai nKeyAndCA. PEMO; key=0Do |
PEMO; inform=0PEMO}} JJso€onvertTo

Invoke - RestMethod - Method POST - Uri

"http://192.168.18.2 O/nitro/v1/config/sslcert key ?action= add" - WebSession
$NetScalerSessio n - Body $payload - ContentType "application/json”

Configure the NetScal&ateway DNS

Add a DNS Suffix

$payload = @{"dnssuffix"=@{dnssuffix="hopto.org"}} | ConvertTo - Json

Invoke - RestMethod - Uri

"http://192.168.18.2 O/nitro/vl/config/dnssuffix?action=add" - Body $payload -
Method POST - WebSession $NetScalerSession - ContentType application/json

Configure the NetScal&ateway DefaultGateway

Add a NetScaler Gateway Virtual Server

$payload = @{"vpnvserver" =

@{Name="TestGW";ipv46="192.16 8.18.22 ";port="443";icaonly=" YES';servicetype= "SSL"}
} | ConvertTo - Json

Invoke - RestMethod - Method POST - Uri

"http://192.168.18.20 Initro/v1/config/vpnvserver?action=add" - WebSession
$NetScalerSession - Body $payload - ContentType "applicati on/json" - Verbose

Createan LDAP Authentication Action

$payload =

@{ haut henticationl dapactiono=@{ name=0l dapActiono; ser\
e=0dc=hopto,dc=0orgo; |l dapbinddn=0administrator @hopt o. c
mi nPasswordo; |l dapl ogi nname; =9 AtMAR € J}d Sodvdi@Eone 0- Json

Invoke - RestMethod - Method POST - Uri
"http://192.168.18.20/nitro/v1/config/authenticationldapaction?action=add" -
WebSession $NetScalerSession - Body $payload - ContentType "application/json" i
Verbose

Createan LDAP Authentication Policy

$paylo ad =

@{ iaut henticati onl@ apmalcitdyoon=01 drapeAot dapbBo lirilesy®ns _
t r u p}d ConvertTo - Json



Invoke - RestMethod - Method POST - Uri

"http://192.168.18.20/nitro/v1/config/authenticationldap policy ?action=add" -
WebSession $NetScalerSession - Body $pa yload - ContentType "application/json" |
Verbose

Bindthe LDAP Authentication Policy to NetScaler Gateway

$payl oad vpnvs@yenf authenticationldappolicy_binding 0= @
name=0t est GWo; pol i cy=0l dapPoliedJan}} | ConvertTo

Invoke - RestMethod - Method P OST - Uri "http://192.168.18.20/nitro/v1/config/
vpnvserver_authenticationldappolicy_binding ?action= add" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json” T Verbose

Createa NetScaleGatewaySession ActiorCitrixReceiver

$payload =  @{"vpnsessionact ion"=@{"name" =

"AC_0S 192.168.18.22 S ";"transparentinterception” = "OFF";"splittunnel" =
"OFF";"defaultauthorizationaction" = "ALLOW";"SSO" = "ON";"icaproxy" =
"ON";"wihome" =

" https://XenStore05.virtdom.chsys3.com/citrix/storeweb ""clien  tchoic es"=
"OFF";"ntdomain" =

"hopto . org ";"clientlessvpnmode"="OFF";"storefronturl"=" https://XenStore05.virtdom
.chsys3.com "}} | ConvertTo - Json

Invoke - RestMethod - Method POST - Uri
"http://192.168.18.20/nitro/v1/config/vpnsessionaction?action=add" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json” T Verbose

Createa NetScaleGatewaySession Action: &b Browser

$payload = @{"vpnsessionact ion"=@{"name" =

"AC_WB_ 192.168.18.22 S ";"transparentinterception" = "OFF";"splittunnel" =
"OFF";"defaultauthorizationaction" = "ALLOW";"SSO" = "ON";"icaproxy" =
"ON";"wihome" =

" https://XenStore05.virtdom.chsys3.com [citrix/storeweb ""clientchoices" =
"OFF";"ntdomain" =

"hopto.org ";"clientlessvpnmode"="OFF";"storefronturl"=" https://XenStore05.vi rtdom
.chsys3.com "}} | ConvertTo - Json

Invoke - RestMethod - Method POST - Uri
"http://192.168.18.20/nitro/v1/config/vpnsessionaction?action=add" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json” T Verbose

Createa NetScaleGatewaySession PolicgZitrixReceiver

$payload =

@{"vpnsessionpolic y'=@{"'name"="P L_0OS_192.168.18.22";"action"="AC _0S 192.168.18.22
_S_""rule"="REQ.HTTP.HEADER User - Agent CONTAINS CitrixReceiver ||

REQ.HTTP.HEADER Referer NOTEXISTS"}} | ConvertTo - Json

Invoke - RestMethod - Method POST - Uri
" http://192.168.18.20 Initro/v1/config/vpnsessionpolicy?action=add" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json” T Verbose



Createa NetScaleGatewaySession Policy: &4 Browser

$payload =

@{"vpnsessionp olicy"=@{"'name"="PL_WB_192.168.18.22 ""action"="AC _WB_192.168. 18.22
~ S ""rule"="REQ.HTTP.HEADER User - Agent NOTCONTAINS CitrixReceiver &&
REQ.HTTP.HEADER Referer EXISTS"}} | ConvertTo - Json

Invoke - RestMethod - Method POST - Uri

" http://192.168. 18.20 /nitro/v1/config/vpnsessionpolicy?action=add " - WebSession
$NetScalerSession - Body $payload - ContentType "application/json” T Verbose

Bindthe NetScaleGatewaySession Policy the VirtualServerCitrixReceiver

$payload =
@{"vpnvserver_vpnsessionpolicy_binding"=@{name="testGW";policy=" PL_OS_192.168.18.
22";priority="100"}} | ConvertTo - Json

Invoke - RestMethod - Method P OST - Uri

"http:/  /192.168.18.20/nitro/v1/config/ vpnvserver_vpnsessionpolicy binding ?action=
add" - WebSession $N etScalerSession - Body $payload - ContentType "application/json"

i Verbose

Bindthe NetScaleGatewaySession Policy the VirtualServer: Vb Browser

$payload = @{"vpnvserver_vpnsessionpolicy_binding"=@{name="testGW";policy="

PL_WB_192.168.18.22 ";priority= "100"}} | ConvertTo - Json

Invoke - RestMethod - Method POS T - Uri

"http:/  /192.168.18.20/nitro/v1/config/ vpnvserver_vpnsessionpolicy binding ?action=
add" - WebSession $NetScalerSession - Body $payload - ContentType "application/json"

T Verbose

Bindthe Securelicket Authority$TA Servesto the NetScaleGatewayirtual Server

$payload =

@{ Avpnvserver staserver _bindingo=@{ n httpse/= 0 XerDDCA3.Wib ;

dom.chsys3.com 0}} | Conwvlsoant To

Invoke - RestMethod - Method POS T - Uri

"http://192.168.18.20/nitro/v1/config/ vpnvserver_staserver_binding ?action=add" -
WebSession $NetScalerSession - Body $payload - ContentType "application/json" i
Verbose

$payload =

@{ Avpnvserver staserver _bindingo=@{ n htips/XenapgdsMirGWot st a s

dom.chsys3.com 0}} | ConwvlJsoant To

Invoke - RestMethod - Method POS T - Uri

"http://192.168.18.20/nitro/v1/config/ vpnvserver_staserver_binding ?action=add" -
WebSession $NetScalerSession - Body $payload - ContentType "application/json" |
Verbose



Bindthe Server Certificate tthe NetScaleGatewayirtual Server

$payload =
@{ Aissl v

server sslcertkey_ bindingo=@{certkeyname=0Test
est GWo}l } |

Colsomer t To

Invoke - RestMethod - Method POS T - Uri "http://192.168.18.20/nitro/v1/config/
sslvserver_sslcertkey_binding?action=add" - WebSession $NetScalerSession - Body
$payload - ContentType "application/json" T Verbose

Bindthe CA Certificate tthe NetScaleGatewayirtual Server

$payload =

@{ issl vserver sslcertkey_bindiDongphGAQf vsretrkey mame =00 Te S !
a=0t rJileonvertTo - Json

Invoke - RestMethod - Method POS T - Uri "http://192.168.18.20/nitro/v1/config/

sslvserver_sslcertkey_binding?action=add" - WebSession $NetScalerSession - Body
$payload - ContentType "application/json” T Verbose

Configure the NetScal&ateway Backup

Save the Current NetScal@atewayConfiguration

$payload = @{"nsconfig"=@{}} | ConvertTo - Json

Invoke - RestMethod - Method POST - Uri

"http://192.168.18.20 Initro/v1/config/nsconfig?action=save" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json"

Backup the Current NetScaleatewayConfiguration

$payload = @{"systembackup" =
@{"filename"="NS_with_Netwo rk_and_Certs ";"level"="full";"comment"="Th isis a
backup..."}} | ConvertTo - Json

Invoke - RestMethod - Method POST - Uri
"http://192.168.18.20 Initro/v1/config/systembackup?action=create" - WebSession
$NetScalerSession - Body $payload - ContentType "application/json” - Verbose

StoreFront Configuration

Before you start to configure StoreFront, check that the DNS entries configured on the NetScaler Gateway

virtual server (testgw.hopto.org) point to the correct servers.

1 Onthe Internet - the DNS server needs to resolve to a public address that is accessible from the
Internet. Typically, you configure the public address on a firewall or router that is sent to the NetScaler
Gateway virtual server IP address.

1 Ontheinternal LAN T the DNS server needs to point to the local address of the NetScaler Gateway



virtual server in the DMZ, 192.168.18.22.
To install and configure StoreFront

1. Install StoreFront from your distribution media and click Finish.

d Citrix StoreFront ==l ks

CITRIX storefront

Successfully installed StoreFront

StoreFront has been successfully installed.

@ StoreFront installed successfully.

@ Citrix StoreFront 3.6.0.33 installed successfully.

o Note: StoreFront must be configured before it can be used. The administration console will
start automatically after you click Finish.

Finish

2. After installing StoreFront, the Management Console offers a choice of options. Click Create a new
deployment.
3. Accept the default Base URL and click Next.



StoreFront Enfeca Rase ey

Confirm the base URL for services hosted on this deployment. For multiple server deployments,
specify the load-balanced URL for the server group.

Base URL: | htps://xenstore0S.virtdom.chsys3.com/

Click through the Getting Started section to Store Name.
In Store name and access, under Receiver for Web Site Settings, click Set this Receiver for Web

site as |IS default and click Next.

Store name and access

StoreFront
Enter 3 name that helps users identify the store. The store name appears in Citrix Receiver as part of
the user’s account.
¥ Base URL
V Getting Started © Store name and access type cannot be changed, once the store is created.
Store Name
Delivery Controllers Store Name: IStom
Remote Access o
ication M || Allow only unauthenticated (anonymous) usevjs to access thu.s store
Unauthenticated users can access the store without presenting credentials.
XenApp Services URL
Summary Receiver for Web Site Settings

Set this Receiver for Web site as IIS default
When this is checked, the Receiver for Web site created with the store will be set as the
default IIS website. This setting will override any previous defaults configured for the IIS
sites.

(e ) N (oo ]

6. In Delivery Controllers, click Add, and enter the XenApp Delivery Controller.
7. Repeat step 6 to add the XenDesktop Delivery Controller.



Delivery Controllers

StoreFront
Specify the XenDesktop delivery controllers, XenApp servers and XenMobile App Controller
instances for this store. Citrix grouping delivery based on deploy ts
+ Base URL (sites/fanms).
+ Getting Started
Name | Type | Servers
+ Store Name XenApp Xendpp xenapp07.virtdom....
w@m k X 23 virtdom....
Remote Access
Authentication Methods
XenApp Services URL
Summary

(L Ade. [ es ||

8. Onthe Remote Access page, click Enable Remote Access.
9. Click Allow users to access only resources delivered through StoreFront (No VPN tunnel).

10. Click Add to configure the NetScaler Gateway settings.

StoreFront e

Enabling remate access will allow users outside the firewall to access resources securely. You need
to add a NetScaler Gateway once remote access is enabled.

+ Base URL
+ Getting Started
+ Store Name

Enable Remote Access
Select the permitted level of access to internal resources

v Daliasy Conteollers (®) Allow users to access only resources delivered through StoreFront (No VPN tunnel) @

() Allow users to access all resources on the intemal network (Full VPN tunnel) @
Authentication Methods Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

XenApp Services URL
Summary

NetScaler Gateway appliances: |

11. On the General Settings page, enter the NetScaler Gateway information and click Next.



StoreFront General Settings

Complete these settings to configure access to stores through NetScaler Gateway for users
connecting from public rks. R access through a NetScaler Gateway cannot be applied
to unauthenticated stores.

General Settings
Secure Ticket Authority
Authentication Settings
oy NetScaler Gateway URL: | https://testgwhopto.ord |
Usage or role: @ | Authentication and HDX routing |

Display name: | Testow ]

12. On the Secure Ticket Authority (STA) page, click Add, enter the STA server information and click
Next.
Make sure that any STA referenced here is also included in the NetScaler Gateway virtual server list of
STAs.

StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests. These session tickets form the basis of authentication and

v General Settings authorization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

3 Secure Ticket Authority URLs: @
httpy//xenapp07.virtdom.chsys3.com/scripts/ctxsta.dll -
Summary

|_Add.. || edt. || Remove |
[ Load balance muitiple STA servers

Bypass failed STA for: E hours E minutes [Z] seconds

¥! Enable session reliability @

|| Request tickets from two STAs, where available @




13. On the Authentication Settings page, complete the details to connect to the NetScaler Gateway
appliance and then click Create.

Unless you have a complex environment, leave the VServer IP address blank.

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

+ General Settings Version: IIM (Build 69.4) or later = I

+ Secure Ticket Authority VServer IP address:
Authentication Settings (optional)
Summary Logon type: @ Domain 2

[ v10.0: SNIP or MIP, v10.1+: VIP ]

Smart card fallback: None -

Callback URL: @

B | https:/testgw.hopto.org | /CitrixauthService/AuthService.asmx

14. On the Summary page, click Finish.

StoreFront ) Gateway TestoW" added successfully

Add beacon points

¥ General Settings Beacons are requi

A

to d ine user network

¥ Secure Ticket Authority
Enable remote access to stores through this appliance

v Authentication Settings
In the Stores node, select a store and click Enable Remote Access.

Summary




The NetScaler Gateway appears on the Remote Access page and is the default appliance.

15. Click Next.
16. On the Configure Authentication Methods page, select the authentication methods and click Next.

StoreFront Configure Authentication Methods
Select the methods which users will use to authenticate and access resources.
¥ Base URL
Jser name and password
¥ Getting Started it o
(] Domain pass-through
¥ Store Name Can be enabled / disabled separately on Receiver for Web sites
 Delivery Controllers (] Smartcard
PR ~ Can be enabled / disabled separately on Receiver for Web sites
emote Access .
|| HTTP Basic
Authentication Methods x =
¥ Pass-through from NetScaler Gateway o
XenApp Services URL
Summary

17. On the Configure XenApp Services URL page, make sure to select both options and click Next.

StoreFront Configure XenApp Services URL
URL for users who use PNAgent to access applications and desktops.
¥ Base URL [¥) Enable XenApp Services URL
¥ Getting Started URL: https://xenstore05.virtdom.chsys3.com/Citrix/Store/PNAgent/config.xml

v Store Name
(¥ Make this the default Store for PNAgent

+ Delivery Controllers
« Remote Access PNAgent will use this store to deliver resources.
v Authentication Methods

XenApp Services URL

Summary

[ | O (o ]




18. The Summary page appears showing that you configured StoreFront successfully. Click Finish.

StoreFront ° Store created successfully

Store Name: Store

Remote Access: Enabled (No VPN Access)
¥ Base URL Authentication Methods: User name and password, Pass-through from NetScaler Gateway
¥ Getting Started
v Store N.

ol i ..........S.‘T'.!EL........ @ Export Provisioning File
« Delivery Controllers :
Citrix

v Remote Access : Receiver

v Authentication Methods

v XenApp Services URL - .R.“E - .'2‘."!‘.".535 ens Test Site

&..m 1
Store Browser

'

.

H

:

H

., XenApp Services URL @
PNAgent

Back m Cancel




Testthe deployment from a Windows computer connected to the Internet

On the Windows PC

1. Confirm the installation of Citrix Receiver on the user device.
2. Confirm that the Trusted Root CA Certificate is installed in the Trusted Root Certification Authorities

> Certificates container.

[& File Action View Favorites Window Help

2ol ez EE

7 Console Root Issued To 2 Issued By Expiration Date *
4 Ll Certificates (Local Computer) [ VeriSign Individual Software Pu... VeriSign Individual Software Publi... 31/12/1999
b Pessons = o [ VeriSign Individual Scftware Pu... VeriSign Individual Software Publi.. 08/01/2004
<« Tj.‘"é:‘g“' CT"""“'“ o EVeriSign Trust Network VeriSign Trust Network 19/05/2018
B e oo E5lVeriSign Trust Network VeriSign Trust Network 02/08/2028
b [B) Intermediate Certification Authorities 53 VeriSign Trust Network VeniSign Trust Network 19/05/2018
b 5 Trusted Publishers 53] VeriSign Trust Network VeriSign Trust Network 02/08/2028
b [E) Untrusted Certificates gl VeriSign Trust Network VeriSign Trust Network 19/05/2018
o ) Third-Party Root Certification Authorities ) VeriSign Trust Network VeriSign Trust Network 02/08/2028
b ) Trusted People 53] VeriSign Trust Network VeriSign Trust Network 02/08/2028
5> ] Remote Desktop LT,']VeriSign Trust Network VeriSign Trust Network 19/05/2018
p [ Certificate Enrollment Requests (53l VeriSign Universal Roct Certific... VeriSign Universal Root Cextificati... 02/12/2037
b ) Smart Card Trusted Roots CplVerizon Global Roct CA Verizen Global Root CA /07/2034
b [ Trusted Devices VI Reqistms Contrazs RESCRost  VIBenizho £ antraz ACEE Mo op ansaees. (M
H Lglvitdom-VIRTOC01-CA viﬂdom-\?ﬂTDCOl-CA 28/01/2021 -
| 1t '

3. InInternet Explorer, turn off certificate revocation checking. This step is required because our private
server in unknown on the Internet.

a. Onthe Tools menu in Internet Explorer, click Internet Options > Advanced.
b. Check that the publisher's certificate revocation is set to Off.
c. Check that the server certificate revocation is set to Off.

4. If you use a browser other than Internet Explorer (such as Firefox, Chrome, or Safari) you might need
to import the Trusted Root CA Certificate into the Certificate Manager, and turn off Online Certificate
Status Protocol checking.

5. Use Internet Explorer to browse to your NetScaler Gateway. The logon page appears.



2] hopto.org

& Most Visited @ Getting Started

NetScaler with Unified Gateway

Please log on to continue.

00

6. After logging on, the Citrix StoreFront page appears. You can launch Apps and Desktops.



